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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-

governmental[, in Tiaison with ISO and [EC, also take part in the work. In the Tield of information technology, ISO
and IEC havgq established a joint technical committee, ISO/IEC JTC 1.

International Btandards are drafted in accordance with the rules given in the ISO/IEC Directives; Paft 2.

The main tagk of the joint technical committee is to prepare International Standards.|\Draft International
Standards adopted by the joint technical committee are circulated to national bodies for-voting. Publication as
an Internationjal Standard requires approval by at least 75 % of the national bodies casting a vote.

ISO/IEC 15946-1 was prepared by Joint Technical Committee ISO/IEC JFCt, Information technplogy,
Subcommitteg SC 27, IT Security techniques.

This second gdition cancels and replaces the first edition (ISO/IEC 15946-1:2002), which has been techpically
revised.

ISO/IEC 15946 consists of the following parts, under the general title Information technology — Security
techniques — Cryptographic techniques based on elliptic curves;

— Part 1: General

— Part 3: Key establishment

Elliptic curve generation will form the subject ofa future Part 5.

iv © ISO/IEC 2008 — All rights reserved
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Introduction

One of the most interesting alternatives to the RSA and F(p) based cryptosystems that are currently available
are cryptosystems based on elliptic curves defined over finite fields. The concept of an elliptic curve based

public-key cryptosystem is quite simple.

gf the elliptic curve.

Hased on the discrete exponentiation on an elliptic curve, one can easily deFive elliptic curve
the well-known public-key schemes of the Diffie-Hellman and ElIGamal type:

The security of such a public-key cryptosystem depends on the difficulty.of determining discrete
the group of points of an elliptic curve. This problem is, with cufrent knowledge, much ha
factonjsation of integers or the computation of discrete logarithmsZin a finite field. Indeed, sin
Koblitgz independently suggested the use of elliptic curves for public-key cryptographic systemg
ellipti¢ curve discrete logarithm problem has only been shown*to be solvable in certain specif]
recognisable, cases. There has been no substantial progréss*in finding a method for solving thg
discrgte logarithm problem on arbitrary elliptic curves. Thus, it is possible for elliptic curve bas
systes to use much shorter parameters than the RSA system or the classical discrete log
systems that make use of the multiplicative group of 'some finite field. This yields significantly
signatures and system parameters and the integers-to be handled by a cryptosystem are much s

This
imple

bart of ISO/IEC 15946 describes the .mathematical background and general techniques
menting any of the mechanisms desgribed in other parts of ISO/IEC 15946 and other ISO/IE

It is th
techn
such

e purpose of this part of ISO/AEC"15946 to meet the increasing interest in elliptic curve bas
blogy and describe the components that are necessary to implement secure elliptic curve ¢
bs key-exchange, key-trafisport and digital signatures.

The |
draw

nternational Organization for Standardization (ISO) and International Electrotechnical Com
hitention to the fact that it is claimed that compliance with this document may involve the us

The |
The K

under
respel

olders_of-these patent rights have assured the ISO and IEC that they are willing to negg
reasonable and non-discriminatory terms and conditions with applicants throughout the
ct{the statements of the holders of these patent rights are registered with the ISO and IE(

finite abelian

e point group

analogues of

logarithms in
der than the
ce Miller and
in 1985, the
¢, and easily
elliptic curve
ed public-key
arithm based
shorter digital
naller.

necessary for
C standards.

ed public-key

ryptosystems

mission (IEC)
b of patents.

50O and IEC.take no position concerning the evidence, validity and scope of these patent rigits.

tiate licences
world. In this
L. Information

e obtained from-

may k

ISO/IEC JTC 1/SC 27 Standing Document 8 (SD 8) “Patent Information”

SD 8 is publicly available at: http://www.ni.din.de/sc27

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights other than those identified above. ISO and IEC shall not be held responsible for identifying any or all

such patent rights.
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INTERNATIONAL STANDARD ISO/IEC 15946-1:2008(E)

Information technology — Security techniques — Cryptographic
techniques based on elliptic curves —

Part 1:
General

1 Scope

ISO/IEC 15946 specifies public-key cryptographic techniques based on elliptie curves. Thesg include the
establishment of keys for secret-key systems, and digital signature mechanisms.

This part of ISO/IEC 15946 describes the mathematical background-and general techniques hecessary for
implementing any of the mechanisms described in other parts of ISQ/IEC 15946 and other ISO/IHC standards.

The gcope of this part of ISO/IEC 15946 is restricted to cryptographic techniques based on elliptic curves
defingd over finite fields of prime power order (including thésspecial cases of prime order and |characteristic
two). [The representation of elements of the underlying finite.field when the field is not of prime orgler (i.e. which
basis|is used) is outside the scope of this part of ISO/IEC15946.

ISO/IEC 15946 does not specify the implementation“of the techniques it defines. Interoperabilify of products
complying with this part of ISO/IEC 15946 will not be guaranteed.

2 Terms and definitions
For the purposes of this document(the following terms and definitions apply.

21
finite(field
any field containing a finite humber of elements

NOTE] For any«pgsitive integer m and a prime p, there exists a finite field containing exactly p” elements. This field is
unique up to isomorphism and is denoted by F(p™), where p is called the characteristic of F(p™).

2.2
elliptic curve
any cpbic’curve E without any singular point

NOTE The set of points of E is an abelian group. The field that includes all coefficients of the equation describing E
is called the definition field of E. In this part of ISO/IEC 15946, we deal with only finite fields F as the definition field. When
we describe the definition field F of E explicitly, we denote the curve as E/F.

2.3

cryptographic bilinear map
cryptographic bilinear map e, satisfying the non-degeneracy, bilinearity, and computability

© ISO/IEC 2008 — All rights reserved 1
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3 Symbols

In this document, the following notation is used to describe public-key systems based on elliptic curve
technology.

d

E

E(F(q))
H#E(F(q))
E[n]

||

F(q)
Fg)*

G

<G>

kQ

O+0,
X0

Yo

[0, k]
0r

lp

NOTE

The private key of a user. (d is a random integer in the set [2, n-2].)

An elliptic curve, either given by an equation of the form ¥* = X* + aX + b over the field F(p™) for
p>3, by an equation of the form Y*+ XY = X° + aX* + b over the field F(2"), or by an equation of the
form ¥* = X° + aX* + b over the field F(3"), together with an extra point O;; referred to as the point
at infinity. The curve is denoted by E/F(p™), E/F(2™), or E/F(3™), respectively.

The set of F(g)-valued points of £ and O.

The order (or cardinality) of E(F(g)).

The n-torsion group of E, thatis { Q € E | nQ = Oy }.
The bit size of a finite field F.

The finite field consisting of exactly ¢ elements. This includes the cases of F(p), F(2"), and ¥ (p™).
£(@)M0r }

The base point on E with order n.

The group generated by G with cardinality ».

The k-th multiple of some point Q of E, i.e. kQ =@+ ...+0 (k summands) if k> 0, kQ = (=k)(-) if k
K0, and kQ = O if k= 0.

The cyclic group of order n comprised ofithe n-th roots of unity in the algebraic closure of F(q).
A\ prime divisor of #E(F(g)).

The elliptic curve point at infinity.

A\ prime number.

The public key of-a~user. (P is an elliptic curve point in <G>.)
\ prime power;,'p" for some prime p and some integer m 1.
\ point.en E with coordinates (xg, o).

Theé.elliptic curve sum of two points Q; and Q..

The x-coordinates of Q # Op.
The y-coordinates of Q = O.
The set of integers from 0 to k inclusive.
The identity element of F(g) for addition.

The identity element of F(g) for multiplication.

Oct(m) and L(m) are defined in Clauses 6.2 and 6.3, respectively.

© ISO/IEC 2008 — All rights reserved
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4 Conventions of fields

41

Finite prime fields F(p)

For any prime p there exists a finite field consisting of exactly p elements. This field is uniquely determined up
to isomorphism and in this document it is referred to as the finite prime field F(p).

The elements of a finite prime field F(p) may be identified with the set [0, p - 1] of all non-negative integers less
than p. F(p) is endowed with two operations called addition and multiplication such that the following conditions

hold:

=T

o)

U

4.2

For a
to iso

NOTE|

The f
field 1
repre
identi
endoy

A

A

q

A

() 1s an abelian group with respect to the addition operation "+".

or a, b € F(p) the sum a + b is given as a + b := r, where r € F(p) is the remainder obtai

mteger sum a + b is divided by p.

(p){0} denoted as F(p)*is an abelian group with respect to the multiplication-operation “x”.
ora, b € F(p) the product a x b is given as a x b := r, where r € F(p) is the remainder obtai
hteger product a x b is divided by p. When it does not cause confusion;x is omitted and the
sed or the notation a-b is used.

Finite fields F(p")

Ny positive integer m and prime p, there exists a finitefield of exactly p™ elements. This field
morphism and in this document it is referred to as the finite field F(p™).

1 (1) F(p™) is the general definition including F(p)farm = 1 and F(2") forp =2

(2) If p = 2, then field elements may be identified with bit strings of length m and the sum of two
is the bit-wise XOR of the two bit strings:

nite field F(p™) may be identified withithe set of p-ary strings of length m in the following wa
F(p™) contains at least one basis{&, &, -, &,} over F(p) such that every element a € F(p™)
sentation of the form a=a,& Fax & + -+ + a,,&,, with a; € F(p) for i = 1, 2,--, m. The element
ied with the p-ary string (aya3,"**, a,,). The choice of basis is beyond the scope of this docu

hed when the

hed when the
notation ab is

is unique up

field elements

ly. Every finite
has a unique
e can then be
ment. F(p™) is

ved with two operations called addition and multiplication such that the following conditions hold:

(p™) is an abelian/group with respect to the addition operation “+”.

or a=(ay, anV, a,) and g= (b, by, -, b,,) the sum a + Bis given by a + f:= y = (¢, ¢, ¢
: + b;is thelsum in F (p). The identity element for addition is 0 = (0,---, 0).

*

(p™){0}, denoted by F(p™) , is an abelian group with respect to the multiplication operation “x".

i

oty =(ay g, g Yand = (b, b, - b )the product o x Bis given by a p-ary string g x 3

), Where ¢; =

=7= (Cl, €2,

Cm), Where Ci = ZISj,kSm a_,- bkdi,j,k for éfk =d1,j,k§1+ d2,j,k 52 + ...

+ dmjkém (1 £j, k < m). When it does not cause

confusion, x is omitted and the notation ab is used. The basis can be chosen in such a way that the
identity element for multiplication is 1, = (1,0,"-, 0).

NOTE

2  The choice of basis is described in [7].

© ISO/IEC 2008 — All rights reserved
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5 Conventions of elliptic curves

5.1

5.1.1

Definition of elliptic curves

Elliptic curves over F(p™)

Let F(p™) be a finite field with a prime p > 3 and a positive integer m. In this document it is assumed that E is
described by a “short (affine) Weierstrass equation”, that is an equation of type

Y =X’+aX+b witha, be Fp")

such that 44°
NOTE Th

The set of F(j

where Oy is a

27 = 0, holds in F(p™).

b above curve with 4a° + 27b% = 0 is called a singular curve, which is not an elliptic curve.
" )-valued points of E is given by

E(F(p") = {0 = (xo, yo) € F") x F(p") |y’ =x¢’ + ax o + b} U { Qg%

n extra point referred to as the point at infinity of E.

5.1.2 Elliptic curves over F(2")

Let F(2"), for
the type

such that b =

For cryptogra

NOTE Th

The set of F(]

where Oy is a

5.1.3 Elli

Let F(3™) be
equation of th

Y +XVY=X +aX*+b with a, b € F(2")

0~ holds in F(2™).

phic use, m shall be a prime to prevent.certain kinds of attacks on the cryptosystem.
e above curve with b = 0, is called a singular curve, which is not an elliptic curve.

")-valued points of £ is givenby

E(F(2") ={0 = (xg, ¥0) € FQ2") x F(2") |y’ + xgvo =x ¢ +axy” + b} U{ Op},

h extra point referred to as the point at infinity of E.

btic curvesover F(3")

b finite-field with a positive integer m. In this document it is assumed that E is described
e type

such that a, b

NOTE

Y*=X"+aX"+b witha, b € F(3")

# 07 holds in F(3™).

The above curve with a or b = 0 is called a singular curve, which is not an elliptic curve.

The set of F(3™)-valued points of E is given by

where Oy is a

E(F(3")) ={0 = (xg, yo) € F3")x F(3") | yo’ =x¢'+ axg’ + b} U {Og},

n extra point referred to as the point at infinity of E.

some m 2 1, be a finite field. In this document it is assumed'that E is described by an equation of

by an

© ISO/IEC 2008 — All rights reserved
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5.2 The group law on elliptic curves

Elliptic curves are endowed with the addition operation +: E x E — E, defining for each pair (Q;, 0,) of points on
E a third point 0, + 0,. With respect to this addition, E is an abelian group with identity element O;. The i-th
multiple of Q is given as kQ, where kQ = O+ ...+Q (k summands) if k> 0, kQ = (-k)(-Q) if k < 0, and kQ = Oy if
k = 0. The smallest positive k£ with kO = O is called the order of Q.

NOTE Formulae of the group law and Q are given in Clauses B.2, B.3, and B.4.

5.3 Cryptographic bilinear map

A cryj - emes or key
agregment schemes. The cryptographic bilinear map e, is realized by restricting the domain of.thg Weil or Tate
pairings as follows:

e, <G>Px< Gy> > U,
The cryptographic bilinear map e, satisfies the following properties:
— Bilinear : e,(aGy, bG,) = (G, Go)* (Va,b € [0, n-1]).

— Non-degenerate : ¢,(Gy, G,) = 1.

— (omputabilty : There exists an efficient algorithm to compute’e,.
NOTE|1 The relation between the cryptographic bilinear map and+the Weil or Tate pairing is given in Clguse B.6.
NOTE|2 Formulae for the Weil and Tate pairings are giveniin Clause C.4.
NOTE|3  There are two types of pairings:

— the case of G, = G,,

— the case of G, = G,.

6 Conversion functions

6.1 |[Octet string / bit-string conversion: OS2BSP and BS20SP
Primitives OS2BSP._and BS20SP to convert between octet strings and bit strings are defined as follows:

— Tlhe function OS2BSP(x) takes as input an octet string x, interprets it as a bit string y (in thg natural way)
nd outputs the bit string y.

Q

— Thefunction BS20SP(y) takes as input a bit string v, whose length is a multiple of 8, anfl outputs the
unique octet string x such that y = OS2BSP(x).

NOTE The set of finite bit strings is {0, 1}*. The set of finite octet strings is {0, 1}%*.

6.2 Bit string / integer conversion: BS2IP and 12BSP
Primitives BS2IP and I2BSP to convert between bit strings and integers are defined as follows:

— The function BS2IP(x) maps a bit string x to an integer value x', as follows. If x={x.,...,x,) where
Xos - . . , X, a@re bits, then the value x' is defined as x' = ZOS,-U,XIZKI,Z", and

© ISO/IEC 2008 — All rights reserved 5
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The function 12BSP(m, /) takes as input two non-negative integers m and [/, and outputs the unique bit

string x of length / such that BS2IP(x) = m, if such an x exists. Otherwise, the function outputs an error
message.

The length in bits of a non-negative integer m is the number of bits in its binary representation, i.e.
[log,(m + 1) |. As a notational convenience, Oct(m) is defined as Oct(m) = 2BSP(m, 8).

NOTE

12BSP(m, 1) fails if and only if the length of m in bits is greater than /.

6.3 Octet string / integer conversion: OS2IP and 120SP

Primitives OS,
The func
The fung
string x @

error me

The length in

[ogass (m + 1.

NOTE 1 2

NOTE2 An

string 0000, is prepended. For example, an integer 15 is written as Oe in its‘hexadecimal format.

NOTE3 Th

6.4 Finite
The primitive
The fung

identified
the value

6.5 Octet

Primitives OS
field F are de

The fun
120SP(a’
string of

ffield element / integer conversion: FE2IP

string / finite field element conversion: OS2FEP; and FE20SP

AID AR faVaYala WY + b ot tod ot Aot Aafi <l £o11
I AU 12001 TU UUTTIVOTTU VTCIVWTTTT UULTT OLIIIIBO darid IIIlUUUIO dli'c UTIinicu do TUINTUVWO.

tion OS2IP(x) takes as input an octet string x, and outputs the integer BS2IP(OS2BSP(x)):

tion I20SP(m, 1) takes as input two non-negative integers m and /, and outputs the unique
f length / in octets such that OS2IP(x) = m, if such an x exists. Otherwise, the \function outp
5sage.

octets of a non-negative integer m is the number of digits in its répresentation base 25

SP(m, [ ) fails if and only if the length of m in octets is greater than /.

octet x is often written in its hexadecimal format of length 2;, when OS2IP(x) < 16, “0”, representing

b length in octets of a non-negative integer m is denoted by L(m).

FE2IP- to convert elements of F to integer values is defined as follows:

tion FE2IP,> maps an element a g F to an integer value «’, as follows. If an element a g
with an m-tuple (a,, ... ., a,), where the cardinality of 7 is ¢ =p™and a; € [0, p-1] for 1 <i < nj

a'isdefinedas a’' = |<;<m@p

2FEP: and FE2QSPz to convert between octet strings and elements of an explicitly given
ined as follows;

ction FEZOSP-(a) takes as input an element a of the field F and outputs the octet
), where a' =FE2IPr(a) and [=L(|F|-1). Thus, the output of FE20SPx(a) is always an
engthexactly [ log,ss |[F| 1.

NOTE 1

octet
Its an

the bit

f F is

, then

finite

string
octet

L(x) represents the length in octets of integer x or octet string x (non-negative integer).

such that FE20SPr(a) = x, if such an « exists, and otherwise fails.

NOTE 2

OS2FEP (x) fails if and only if either x does not have length exactly [ log,ss |F| ], or OS2IP(x) = |F .

The function OS2FEP(x) takes as input an octet string x, and outputs the (unique) field element a € F

© ISO/IEC 2008 — All rights reserved
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6.6 Elliptic curve point / octet string conversion: EC20SP; and OS2ECP,

6.6.1 Compressed elliptic curve points

Let E be an elliptic curve over an explicitly given finite field F, where F has characteristic p. A point P # O; can
be represented in either compressed, uncompressed, or hybrid form. If P = (x, y), then (x, y) is the
uncompressed form of P. The compressed form of P is the pair (x, y), where y € {0, 1} is determined as
follows:

If p#£2 and y=0g then 7=0.

— Ifp#2 and y # O, then p=((y/p’) mod p) mod 2, where y = FE2IPx(y), and where 7 is theg largest non-
negative integer such that p’|y'.

NOTE|1 lfp#2andy=(y,...,ys) #0p, this is equivalent to letting j be the smallest index with y; # 0 apd define y =y,

mod 2 «

NOTE|2

The hybrid form of P = (x, y) is the triple (x, 7, y), where y is as,in the previous paragraph.

6.6.2

Therg
descr

6.6.3

—ho <o <

D =o < o

i{p =2 and x =0, then y=0.

l{ » =2 and x # 0, then =[z/2/ mod 2, where z = y/x, where z' = FE2IP£ (2), and where f'is th
negative integer such that 2/ divides FE2IP (1).

If p =2 and x # 0, this is equivalent to letting y/x = (z,, . . ., z,,).@nd define 5 = z,.

Point decompression algorithms

exist efficient procedures for point decompression, i.e. computing y from (x, 7). The
bed here:

= f(x) defined in Clause 5.1.1 or 5.1.3. If f(x) = 0, then there is only one possible choice
=0p. Otherwise, if f(x) # 0x, then there are two possible choices of y, which differ only in
orrect choice is determined by.p. There are well-known algorithms for computing square
elds, and so the two choices.ef y are easily computed.

g

p = 2, then let (x,+y) be the compressed form of (x, y). The point (x, y) satisfies
F+xy=x"+ax’ + b~lfx =0 then we have y*=b, from which y is uniquely determine
omputed. Otherwise, if x # 05, then setting z = y/x, we have z* + z = g(x), where g(x)=x +
alue of y is uniquely determined by, and easily computed from, the values z and x, and sd
ompute z. Fo-compute z, observe that for a fixed x, if z is one solution to the equation z* +
here is exactly one other solution, namely z + 15 It is easy to compute these two candidat
nd thescorrect choice of z is easily seen to be determined by 7.

b largest non-

te are briefly

1p #2, then let (x, ) be the compressed-form of (x, y). The point (x, y) satisfies the Weierstrass equation

for y, namely,
sign, and the
roots in finite

the equation
d and easily
+bx 2. The
it suffices to
z=g(x), then
e values of z,

€onversion functions

Let E be an elliptic curve over an explicitly given finite field F.

Primitives EC20SP; and OS2ECP;, for converting between points on an elliptic curve E and octet strings are
defined as follows:

The function EC20SP.; (P, fmt) takes as input a point P on £ and a format specifier fmt, which is one of the
symbolic values compressed, uncompressed, or hybrid. The output is an octet string EP, computed

as follows:

If P = Og, then EP = Oct(0).

If P=(x, y) # O, with compressed form (x, ), then EP = H || X || Y, where
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— His a single octet of the form Oct(4U + C - (2 + 7)), where
— U=1if fimt is either uncompressed or hybrid, and otherwise, U= 0,
— C=1if fimt is either compressed or hybrid, and otherwise, C =0,

— Xis the octet string FE20SP (x),

— Y is the octet string FE20SPx (y) if fmt is either uncompressed or hybrid, and otherwise Y is

the null octet string.

— The fun z :
format specifier fmt such that EC20SP; (P, fmt) = EP, then the function outputs P (in uncompressed
and otherwise, the function fails. Note that the point P, if it exists, is uniquely defined, and so.thefu
OS2ECPj4(EP) is well defined.

NOTE If {he format specifier fmt is uncompressed, then both x and y are used; and the \alde j need
computed.

6.7 Integer / elliptic curve conversion: I2ECP

Let E be an elliptic curve over an explicitly given finite field . Primitive I2ECP foyconvert from integers to
curve points is defined as follows.

a) The fundtion I2ECP(x) takes as input an integer x.

b) Convert the integer x to an octet string X=120SP(x, L(|F |-1))

c) If there ¢xists a point P on the curve E such that EC2OSP,(P, compressed) = 03|X, then the fu
outputs B, and otherwise, the function fails.

NOTE 1 The output of point P, if it exists, is uniquely defined.

NOTE 2  Thg function I2ECP will fail on input x.if there does not exist a point P on the curve E such that EC20{
compressed)fF 03|X.

NOTE 3  Thg range of the I2ECP is approximately half of E(F). That is, the I2ECP always outputs elliptic curve
P = (x, y) with fompressed form (x, 1). It.will'not output either the point at infinity or an elliptic curve point P = (x,
compressed fgrm (x, 0).

NOTE4  Some applications based on elliptic curve may need a function which maps octet strings to elliptic
points. The function I2ECP is used as a component together with OS2IP or a hash function.

7 Elliptid curve'domain parameters and public key

and a
form),
hction

ot be

blliptic

nction

Py (P,

points
) with

curve

7.1 Ellipti

Elliptic curve parameters over F(g) (including the special cases F(p) and F(2™)) shall consist of the following:

NOTE If m>1, there must be an agreement on the choice of the basis between the communicating parties.

— The field size ¢ = p™ which defines the underlying finite field F(g), where p shall be a prime number, and an

indication of the basis used to represent the elements of the field in case m>1.
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— If ¢ = p" with p > 3, two field elements a and b4 in F(¢) which define the equation of the elliptic curve

S+ ax+ b.

E: y2 =x
— If g =2", two field elements ¢ and b in F(2") which define the equation of the elliptic curve
E:y*+xy=x’+ax’+b.

— If ¢ =3", two field elements a and b in F(3") which define the equation of the elliptic curve

E:y*=x+ax*+b.

— Two field elements x; and y¢ in F(g) which define a point G = (xg, ys) of prime order on E,
— Tlhe order r of the point G.

— Tlhe cofactor i = #E(F(gq))/n (when required by the underlying scheme).

NOTE The computation of #£(F(g)) is described in [7].

7.2 (Elliptic curve key generation

Giver] a valid set of elliptic curve domain parameters, a private ‘key and corresponding publig key may be
generated as follows.

o

a) Yelect a random or pseudorandom integer d in the §et[2, n-2]. The integer d must be pfotected from

unauthorised disclosure and be unpredictable.
b) Qompute the point P = (xp, yp) = dG.
c) The key pair is (P, d), where P will be used as the public key, and d is the private key.

In sorme applications the public key may bg‘eG, where de = 1 mod n.

© ISO/IEC 2008 — All rights reserved 9
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Annex A
(informative)

Background information on finite fields

It is the purpose of this annex to present the information on finite fields that is necessary for the elliptic curve

based public

A.1 Bit stn

A bit is either
a bit string x i
strings of len
is 0).

A.2 Octet

An octet is a
the number (g
length is 0). A

A.3 The fipite field F(q)

It is assumeq
integer m = 1
isomorphism
operations, a

— F(g)is ar

—  Flg) {0z}

NOTE 1 If

The set F(q)
exists at leas
some i € {0,..

Characteristiq

key schemes.

ings

zero “0” or one “1”. A bit string x is a finite sequence (x,i, . . ., xo) of bits x, . . ., x,-;.cTlhe len
5 the number / of bits in the string x. Given a non-negative integer n, {0, 1}" denotés the se
gth 1. {0, 1}*=U,», {0, 1}" denotes the set of bit strings, including the null stfing (whose

strings

bit string of length 8. An octet string is a finite sequence of octetS:yFThe length of an octet st
f octets in the string. {0, 1}** denotes the set of octet strings; including the null string (\
n octet is often written in its hexadecimal format, using the range between 00 and FF.

that the reader is familiar with ordinary field arithmetic. For any prime power, ¢=p™ with
there exists a finite field consisting of exactly,g elements. This field is uniquely determined
and in this document it is referred to as«dhe finite field F(q). F(q) is endowed with two
jdition “+” and multiplication “” such that

abelian group with respect to additien “+”,

is an abelian group with respect to multiplication

@ = 1, then the addition and multiplication coincide with modular addition and multiplication mod p.

\{0;} is denoted by~F{(g)*. This is a cyclic group of order ¢-1 under multiplication. Hence,
one element y(inyF(g)* such that every element a in F(q)* can be uniquely written as a =

.., g-2}.

of a finite field

The characte
If no such c €

risticof a field is the smallest positive integer ¢ such that ¢ additions of 1 give the zero elg

gth of
of bit
ength

ing is
vhose

some
up to
basic

there
' for

ment.

kist’the characteristic is 0. For any prime p. the characteristic of the field F(p™) is p.

Inverting elements of F(g)*

Let a be an element of F(q)*. Then there exists a unique element b € F(q)* such that a'b = b-a = 1, and b is

called the mu

NOTE 2
algorithm.

10

fm=1,a

ltiplicative inverse of a, denoted by a”'. If a = y /, then a™' can be computed as o™ = y 7'

1

is given as x in the equation of ax + py = 1, which can be solved using the extended Euclidean

© ISO/IEC 2008 — All rights reserved


https://iecnorm.com/api/?name=dbf8ef586dc012ca82e779ee7ee63bbf

ISO/IEC 15946-1:2008(E)

Squares and non-squares in F(g)

Assume the characteristic of F(gq) > 2. An element a € F(g)* is called a square in F(q)* if there exists an
element b € F(q)* such that a = b°. Whether a € F(¢)* is a square or not can be determined by making use of
the equivalence:

ais a square in F(g)* < a“"? = 1.

Finding square-roots in F(q)

Assume the characteristic of F(g) > 2. There are various methods for finding square roots in F(q). That is,

i Ll \* \wihara e couinra find 1 L \* cvich that =72
given p—egy-where-nis-a-square—fird-b—t{(g)-such-that-a—>h=

+1)/4

NOTE|3 If ¢ = 3(mod 4), then the square-root can be computed as b = a“ . The other cases areescriped in [7].
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Annex B
(informative)

Background information on elliptic curves

It is the purpose of this annex to present the information on elliptic curves that is necessary for the elliptic
curve based public key schemes.

B.1 Prope

An elliptic cur
0, on E a thir

The number
order satisfie

Hasse:
The integer ¢
Clause B.5 g

trace t.

Anomalous a

rties of elliptic curves

ve E over F(gq) is endowed with a binary operation “+” : E x E — E assigning to any,two poi
H point O, + O, on E. The elliptic curve E is an abelian group with respect to “+”.

bf points of £ (including Oy) is called the order (or cardinality) of £ and is denoted by #E(F(q
5 the following theorem of Hasse.

g+1-2Vg < #HE(F(q))Sq+1+2Vg
defined by ¢ = ¢ +1 - #E(F(q)) is called the trace. Hasse’s theorem gives a bound on the

ves sufficient conditions that for a given ¢ in [-2Vg, 2Vg], there\is an elliptic curve E over F(g

hd supersingular curves

An elliptic cun
over F(q) wit
Rick [10] ang
the Araki-Sat

B.2 The gr

B.2.1 Oven

An elliptic cu
key is given

divisions in F|
is a very “exp
This can be 3
modified Jacq

ve E defined over F(q) with trace ¢ divisible by pris’called supersingular. An elliptic curve E d
N #E(F(q)) = p" where ¢=p" is called anomaldus. Supersingular curves are subject to the
Menezes-Okamoto-Vanstone [12] algorithms. Anomalous curves are vulnerable to attacks
bh [13], Smart [15] and Semaeyv [14] algarithms.

oup law for elliptic curves Fover F(q) with p >3

iew of coordinates

ve is generally defined. in terms of affine coordinates. Therefore, the base point or a user

nts O,

). The

trace.
) with

bfined
Frey-
using

public

n affine coordinates,"The major drawback of affine coordinates is that they make heavy dise of

q) for both addifion“and doubling. In most implementations of finite field arithmetic, field d
ensive” operation and in such situations it can be prudent to avoid divisions as much as pos

bian coerdinates. All of the coordinate systems given for an elliptic curve are compatible.

B.2.2 The g1roup law in affine coordinates

vision
sible.

chieved by using other coordinates for the elliptic curve points such as projective, Jacobianp, and

Let F(g) be a finite field with p > 3. Let E be an elliptic curve over F(q) given by the “short Weierstrass

equation”,

(Aff)

=X +aX+b

with a, b € F(q),

where the inequality 44° + 27b* # 0 holds in F(g). (More precisely, (Aff) is called the affine Weierstrass

equation.)

In affine coordinates the group law on an elliptic curve given by (Aff) reads as follows:

12

The point at infinity is the identity element O, with respect to “+”.

Let R = (x, y) be a point on E such that R# Og. Then - R = (x, - y).
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the point R;=(x3, y3) where:
— .2
X3=FV =X =X
»=Er(x-x)-n

with » = (yz ')’1) / (X2 —xl).

B.2.3

NOTE|1

NOTE|2

y3=r(x-x3)-y

with 7= (3x* + a) / (2y). In the case of R = (x, 05), its doubling is 2R = O.

The group law in projective coordinates

When using elliptic curves for cryptosystems, usually a transférmation into affine coordinates

Let R, = (x;, 1) and R, = (x,, ») be two distinct points on E such that R, # + R, and R, R, # Ox. The sum is

Let R = (x, y) be a point on E such that R = Oy and y # 0. Its doubling is the point 2R = (x3, y3), where:

Using projective coordinates will result in more multiplications during,the jcalculation of the group laws but no
inversfons have to be computed.

has to be done

at the fend of the scalar multiplication. When converting projective into affine coordinates, 1 division is necepgsary.

The two-dimensional projective space over F(q), Ii(F(q))is\given by equivalence classes of triplets (X, Y, Z)

€ F(q

short
equafjon,

NOTE|[3

The dlliptic curve given in projective coordinates consists of all points R = (X, Y, Z) of F(q) x F(g

(Proj) Y’Z = X% aX7* + b7’ with a, b € F(q).

The set of all triplets equivalent to (X, Y, Z) is denoted by (x, Y, Z)/~.

x F(gq) x F(g)\ {(0f, Or, 07)}, where two triplets (X, ¥} Z), (X', Y', Z') € F(q) x F(q) x F(g)\ {(O}-, O, 0z)} are
said tp be equivalent if there exists 4 € F(¢)* such that(X’, Y’, Z') = (AX, 1Y, AZ). The projective ar
affine Weierstrass equation (Aff) is defined“over I (F(q)) and given by the homoggneous cubic

alogue of the

x F(g)\ {(0r,

0r 04} such that the triple (X\ %, Z) is a solution of the equation (Proj), where by an abuse df notation we

identify (X, Y, Z) with the equivalence class (X, Y, Z)/~ containing (X, Y, Z). There is a relation
points
the following holds:

0 of E when the cutve is given in affine coordinates and the points R in projective coordin

M O = (Xo./¥y)'is an affine point of E, then R = (Xp, Yy, 1) is the corresponding point
coordinatesy

between the
ates. Indeed,

in projective

H{ R=\X, Y, Z) (with Z = 0 ) is a solution of (Proj) then Q = (X/Z, Y/Z) is the corresponding affirre point of E.

There is only one solution of (Proj) with Z = 0, namely the point (05, 1 5, 05). This point corresponds to Op.

In projective coordinates the group law on an elliptic curve given by (Proj) reads as follows:

The point (05, 1, 0x) is the identity element Oy with respect to “+”.

LetR = (X, Y, Z) # (05, 15, 07) be a point on E given in projective coordinates. Then - R = (X, -

© ISO/IEC 2008 — All rights reserved
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Let R, = (X}, Y}, Z)) and R , = (X3, Y5, Z,) be two distinct points on E such that R, # R, and Ry, R, # (0p, 1p,
0r) and denote the sum by R; = (X3, Y3, Z;). The coordinates X;, Y; and Z; can be computed using the

following formulae:

X3=-su,
Y3 =t ( u+ S2X122 ) - S3YIZZ,

Z3 = S3ZIZZ,

with s = XzZl 'X]Zz, t= YzZl - Y]Zz, and u = S2 ( XIZZ +X221) - t2ZlZz.

Let R=(
X, Yzan

X, Y, Z) # (0p, 15, OF) be a point on E and denote its doubling by 2R = (X3, Y3, Z;). The codrd
] Z; can be computed using the following formulae:

X3 = - su,

Vi=t(u+sX)-57,

Z;=57,
with £ = 3X* + aZ°, s = 2YZ and u = 25°X - £'Z.
B.2.4 The group law in Jacobian coordinates

NOTE 1 Us
be computed.

The two-dime

F(q) x F(q)\{
equivalent if

ng Jacobian coordinates will result in more multiplications{during the calculation but no inversions h

nsional space over F(g), /Z.(F(q)), is given by\equivalence classes of triplets (X, Y, Z) € |
0r, O, Or)}, where two triplets (X, Y, Z2), (X, X5Z") € F(q) x F(q) x F(q)\ {(OF, O, 0r)} are said
here exists 1 € F(g)* such that (X', V', Z')»= (A’X, 2’Y, AZ). The Jacobian analogue of the

affine Weiersfrass equation (Aff) is defined over /Z,(F(q)) and given by the cubic equation

NOTE 2 Th
The elliptic cu
0r)} such tha
(X, Y, Z) with
when the cu
following hold

If 0 = (]

coordina

If R = (X,

In Jacobian ¢

The poin

(Jac) V=X +axZ' + b7 with a, b € F(q).

b set of all triplets equivalent tO\(¥, Y, Z) is denoted by (X, Y, Z)/~.

rve given in Jacobian,coordinates consists of all points R = (X, Y, Z) of F(g) x F(q) x F(g)\{(
the triple (X, Y, Z).is:a'solution of the equation (Jac), where by an abuse of notation we iq
he equivalence glass (X, Y, Z)/~ containing (X, Y, Z). There is a relation between the points

've is given in affine coordinates and the points R of the Jacobian coordinates. Indee
S:

o, Yp)lis—an affine point of E, then R = (X,, Yy, 15) is the corresponding point in Jag

€S,

oordinates the group law on an elliptic curve given by (Jac) reads as follows:

t (15, 1p, Of) is the identity element O with respect to “+”.

LetR= (X, Y, Z) = (15, 15, 0z) be a point on E given in Jacobian coordinates. Then - R = (X, - Y, Z).

nates

ave to

[(q) =
to be
short

D, O,
entify
D of E
H, the

obian

There is only one solution of (Jac) with Z = 0, namely the point (15, 1, 07). This point corresponds to O.

LetR,=(X,, Y1, Z)) and R, = (X5, Y5, Z,) be two distinct points on E such that R, # R, and R}, R, # (1, 15,

07) and denote the sum by R; = (X3, Y3, Z;). The coordinates X3, Y3 and Z; can be computed using the
following formulae:

14
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Xz3=- h3 - 2u1h2 + 1"2,
Y3: 'S1h3 + V( ulhz 'X3),
Z3 :ZIZZh,

with u1=X12§,u2=X2212,s1= YIZ;,S2= Yzzf,h=u2—u1,andr=s2—s1.

Let R=(X, Y, Z) = (15, 1, Or) be a point on E and denote its doubling by 2R = (X, Y3, Z3). T
X;, Y3 and Z; can be computed using the following formulae:

he coordinates

A —t;
Yi=-8Y +m(s - 1),
Z,=2Y7,

with s = 4XY2, m =3X* +aZ* and ¢ = - 25 + m*.

B.2.5 The group law in modified Jacobian coordinates

c o~ [

sing the following formulae:

Xy = -1 -2+,
Y;= - S1h3 + i"(l/llhz - X3),

Z3 = 2122]’!,

4

aZy=aZl, ,

<

ithu1=XIZ§ ,u2=X2212 ,Sl=YlZ; ,Sg=Ysz,h=u2-u1,andr=s2-sl.

—

et R = (XY, Z, aZ") # (15, 15 Or, O) be a point on E and denote its doubling by 2R = (X5, Y,
goordinates X3, Y3 and Z; can be computed using the following formulae:

 the same cubic equation (Jac), the group law in the modified Yacobian is given by regresenting the
Jacoljian coordinates as a quadruple (X, Y, Z, aZ'), which provides thefastest possible doublings

bver E(F(q))-

modified Jacobian coordinates the group law on an elliptic'curve given by (Jac) reads as follows:

et R, = (X1, Y1, Z3, aZf )Yand R, = (X3, V3, 75, aZi ) be'two distinct points on E such that R, # §, and R, R, #

L 15, Of Of) and denote the sum by R; = (X;, ¥5,%5, aZ‘; ). The coordinates X3, Y3 and Z; canl be computed

7, aZ3 ). The

Yi=m(s-1)-u,
Z,=2Y7,

aZ;1 =2u (aZ),

with s =4XY?, u=8Y", m=3X+(a Z'), and t = -2s + m".

© ISO/IEC 2008 — All rights reserved
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B.2.6 Mixed coordinates

There are computational advantages and disadvantages to representing an elliptic curve point in affine,
projective, Jacobian or modified Jacobian coordinates. There is no coordinate system which gives both fast
additions and fast doublings. It is possible to mix different coordinates, i.e. to add two points where one is
given in some coordinate system, and the other point is in some other coordinate system. We can also choose
the coordinate system of the result. Since we have four different kinds of coordinate systems, this gives a large
number of possibilities. Mixed coordinates give the best combination of coordinate systems for doublings or
additions to minimize the time for elliptic curve exponentiation. Mixed coordinates run most efficiently in the
pre-computation algorithm, which is described in Clause C.2.2.

B.3  The group law for elliptic curves aver F(2")

B.3.1 The¢ group law in affine coordinates

Let F(2™), forsome m 2 1, be a finite field. Let £ be an elliptic curve over F(2™) given by the equation
(Aff) V+XY=X +aX*+b with a, b € F(q")

such that b # 0.

In affine coorglinates the group law on an elliptic curve given by (Aff) reads as(follows:

— The point at infinity is the identity element O with respect “+”.

— Let R =(}, y) # Og be a point on E given affine notation. Then <R 5*(x, x + y).

— Let Ry =[x, y1) and R, = (x,, y,) be two distinct points op £'such that R, # £R, and R, R, # Or. The qum is
the poin{ R; = (x3, 13), where:

X3 =r2+r+x1 +x, ta,
y3 = r(xg +x3) + Xy,
with 7 = {y, + y1)/(x2 + x1).
— Let R= (%, y) be a point on E such that R = O and x = 0. Its doubling is the point 2R = (x3, y3), where:
xX3= P+ a,
y3=x0 4 (r+ 1p) x5,
with » =¥ + (y/ x).\In the case of R = (0, y), its doubling is 2R = O,

m

As with the grodp law in the affine description of an elliptic curve over F(p™), the group law given above makes
heavy use ofldivisions in F(2™) when we compute the scalar multiplication However, we can again use the
projective description of the elliptic curve group law, which makes only 1 division at the end of the scalar
multiplication. Both descriptions of elliptic curves are compatible.

B.3.2 The group law in projective coordinates

NOTE 1 Using projective coordinates will result in more multiplications during the calculation but no inversions have to
be computed.

The two-dimensional projective space over F(2"), I1,(F(2")), is given by the equivalence classes of triplets (X,
Y, Z) € F2") x F(2") x F2™)\ {(0x, 0%, 0x)}, where two triplets (X, Y, Z), (X', Y', Z') € F(2") x F(2") x F(2")\ {(0p,

16 © ISO/IEC 2008 — All rights reserved


https://iecnorm.com/api/?name=dbf8ef586dc012ca82e779ee7ee63bbf

ISO/IEC 15946-1:2008(E)

07, 0r)} are said to be equivalent if there exists 4 € F(2")* such that (X', Y, Z') = (1X, AY, AZ). The projective
analogue of the affine equation (Aff) is defined over 7Z,;(F(2")), and given by the homogeneous cubic equation

(Proj) Y Z+XYZ=X +aX'Z+bZ with a, b € F(2").
NOTE 2  The set of all triplets equivalent to (X, Y, Z) is denoted by (X, Y, Z)/~.

The elliptic curve given in projective coordinates consists of all points R = (X, Y, Z) of F(2") x F(2") x F(2")\ {(0r,
07 07)} such that the triple (X, Y, Z) is a solution of the equation (Proj), where by an abuse of notation we
identify (X, Y, Z) with the equivalence class (X, Y, Z)/~ containing (X, Y, Z). Clearly, there must be a 1-1 relation
between the points O of E when the curve is given in affine coordinates and the points R of the projective
coordinates. Indeed, the following holds:

— I O = (xp, yo) is an affine point of E, then R = (xq, yo, 1r) is the corresponding point| in projective
coordinates.

— HWR=(X,7, Z) (with Z = 0;) is a solution of (Proj) then O = (X/Z, YIZ) is the corresponding affine point of £.
— Tlhere is only one solution of (Proj) with Z = 0, namely the point (0, 15, 05). Fhis point corresponds to Op.
In projective coordinates the group law on an elliptic curve given by (Proj) reads as follows:

— Tlhe point (0f, 15, 0f) is the identity element Oy with respect to “+”.

— UetR=(X, 7, 2) # (0, 15, 0z) be a point on E given in projective coordinates. Then - R = (X, X[+ ¥, Z).

— UetR, = (X, Y1, Z)) and R, = (X5, Y», Z,) be two distinct points on E such that R, # R, and Ry, R, # (05, 11, 0r)
gnd denote the sum by R; = (X3, Y3, Z;). The coordinates’ X3, Y; and Z; can be computed using the following
fprmulae:

Xz =su
Y3 = t(u + SZXlzz) + S3YIZZ + su
L3 = S3ZIZ3

Wwith s = XzZl +X122, t= YzZ] + Y]Zz, and u = (tz + s + asz) ZIZZ + S3.

—

et R= (X, Y, Z) # (0, 1 Or) be a point on E and denote its doubling by 2R = (X3, Y3, Z;). The coordinates
X3, Y3, and Z; can beieemputed using the following formulae:

X3=Sf
Yi= X% 1(s + YZ+ XP)

N3
2378,

Withs=XZand=bZ + X
B.4 The group law for elliptic curves over F(3")

B.4.1 The group law in affine coordinates
Let F(3™), for some m 2 1, be a finite field. Let £ be an elliptic curve over F(3™) given by the equation
(Aff) V=X+aX*+b with a, b € F(3")

such that a, b # Op.
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In affine coordinates the group law on an elliptic curve given by (Aff) reads as follows:

The point at infinity is the identity element O, with respect “+”.

Let R = (x, y) # O be a point on E given affine notation. Then - R = (x, x + ).

the point R; = (x3, 13), where:

=2
X3 =V =-ad-X|-Xp,

Let R, = (x1, ¥1) and R, = (x,, »») be two distinct points on E such that R, # +R, and Ry, R, # Og. The sum is

with r =

Let R= (3

with r = 4
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B.4.2
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X3 = - atx,
y3=r(x-x3) -y,

x/y. Inthe case of R = (x, 0p), its doubling is 2R = O,

oup law in the affine description of an elliptic curve over F(p”"); the group law given above

divisions in F(3"), when we compute the scalar multiplication. However, we can again us

scription of the elliptic curve group law, which makés only 1 division at the end of
Both descriptions of elliptic curves are compatible.
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ng projective description will result in more multiplications during the calculation but no inversions h
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ndeed, the following holds:
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In projective coordinates the group law on an elliptic curve given by (Proj) reads as follows:
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The point (05, 15, 0x) is the identity element Oy with respect to “+”.

If O = (xo, o) is an affine point of E, then R = (xy, yo, lr) is the corresponding point in projective

If R = (X, Y, Z) (with Z = 0) is a solution of (Proj) then O = (X/Z, YIZ) is the corresponding affine point of E.

There is only one solution of (Proj) with Z = 0, namely the point (0, 1, 0x). This point corresponds to O;.
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— LetR=(X, 7, 2) # (0r, 15, 0F) be a point on E given in projective coordinates. Then -R = (X, X + ¥, Z).

— LetR,=(X}, Y, Z)and R, = (X,, Y», Z,) be two distinct points on E (such that R, # £R, and R, R, # (0, 1p,
07)) and denote the sum by R ; = (X;, Y3, Z;). The coordinates X3, Y3 and Z; can be computed using the
following formulae:

Ne T

V

X;= st22122 - s3u
Y3 = t(sX122 - t22122 + szu) - S3Y122

Zy= S32122

with s = X2, — X125, t = Y 2, — Y2, andu = al\Z, + X\Z, + XpZ,.

3, Y3, and Z; can be computed using the following formulae:
X;=1tY

Yy=s(XV*-1)-Y
Z,=YZ,

ith s = aX and ¢ = s°Z - aY*Z + XY

et R= (X, Y, Z) # (0p, 15, 0x) be a point on E and denote its doubling by 2R = (X3, Y3, Z3;). The coordinates

btes that for a

elliptic curve

Dr a given tin

over F(2") of

B.5 | The existence condition of an elliptic curve E
B.5.1 The order of an elliptic curve E defined over F(p)
The tace of E over F(p) is bounded in [- 2\p, 2\p}.by Hasse’s theorem. Waterhouse’s theorem st
given|t in [- 2\p, 2], there exists an elliptic cutve E over F(p) with trace 1.
Waterhouse:  Every integer n in the interval given by Hasse’s theorem is the order of some
defined over F(p).
B.5.2] The order of an ellipticjcurve E defined over F(2")
The tface of E over F(2")ds‘bounded in [- 2v2", 242"] by Hasse’s theorem. The conditions that f
[- 272", 22™ there is an-elliptic curve E over F(2") with trace ¢ is given by Waterhouse’s theorem.
Watefthouse:  Lkett be an integer where | 4<2V2". Then there exists an elliptic curve defined
order 2" + 1 - ¢ if and only if one of the following conditions hold:
—+ tlis)odd.
— t=0.
— misoddand 7 =2"".
— misevenand #=2""or/=2".
B.5.3 The order of an elliptic curve E defined over F(p™) with p 2 3

The trace of E over F(p™) is bounded in [- 2\p", 2\p™] by Hasse’s theorem. The conditions that for a given t in
[- 2\p™, 2\p™ there is an elliptic curve E over F(p™) with trace t is given by Waterhouse’s theorem.
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Waterhouse:
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B.6 Thep

B.6.1 An oV

Let Ebe ane
n-torsion grod
because #E(]

pairings are mon-degenerate, bilinear maps defined over an elliptic curve E to u,. The Weil pairing is d

over the n-to
Tate pairing
more efficien

B.6.2 Thed
Let E/F be an
n is relatively
smallest integ

The Weil pair

and the Tate

m is O

m

Let # be an integer where | 4 <2\p
order p"+1 - ¢ if and only if one of the following conditions hold:

ot divisible by p.

dd and one of the following holds:
t=0;

£=3""andp=3.
everTand ore of the fottowinghotds:

t2 = 4pm’

7 =p"and p - 1 is not divisible by 3;

t=0and p - 1 is not divisible by 4.

airings

erview of pairings

liptic curve over F(q) where g = p™, and let n be relatively prime to the characteristic p of F(g
p is generated by two points when # is relatively prime-t6 p. E(F(q)) includes an n-torsion pq
'(¢)) is divisible by a prime n. Note that this fact doe$ not imply E(F(g)) > E[r]. The Weil and
sion group E[n)], and thus requires E(F(¢”)) stich that E(F(¢”)) > E[n]. On the other han

tan work if only E(F(¢%)) > G, and F(¢®) ou,“Therefore, the computation of the Tate pairi
than that of the Weil pairing.

efinitions of Weil and Tate pairings
elliptic curve, n be a prime divisor of #E(F(q)), and E[x] be the n-torsion group. We assum
er such that ¢”- 1 is divisible by n. Then E[n] < E(F(¢")).
ng is a pairing

e, : E[n] x E[n] = t,,
pairing is a)pairing

E(F(¢q"))In] x E(F(q")) / nE(F(4")) > 4.

. Then there exists an elliptic curve defined over F(p™) of

. The
int Gy
Tate
bfined
d, the
Ngs is

e that

prime to ¢g. Then E[x] contains two points G, and G, such that E[n] = < G;> x < G,>. Let B Ibe the

NOTE

B.6.3 Crypt

The detailed information on Weil and Tate pairings is described in [16].

ographic bilinear map

A cryptographic bilinear map e, is realized by restricting the domain of the Weil or Tate pairings, which satisfy

the conditions of non-degeneracy,

bilinearity, and computability. In cryptographic applications

cryptographic bilinear maps e, are described in the following two ways:

e, . < G1>><< G2> —> Uy,

€, . < G1>X< Gl> - ,um

where < G,> and < G,> are cyclic groups of order n and w, is the cyclic group of the n-th roots of unity.
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Annex C
(informative)

Background information on elliptic curve cryptosystems

It is the purpose of this annex to give some algorithms on elliptic curve cryptosystems that are necessary for
the secure elliptic curve based public key schemes described in subsequent parts of this standard.
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C.1.3
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C1.4

The b

Definition of cryptographic problems

The elliptic curve discrete logarithm problem (ECDLP)

h elliptic curve E/F(q), the base point G € E(F(q)) with order »n, and a point ReE(F(q)), the
te logarithm problem (with respect to the base point G) is to find the integerx e [0, n-1] sug
N an x exists.

ecurity of elliptic curve cryptosystems is based on the believed hafdness of the elliptic g
hm problem.

The elliptic curve computational Diffie Hellman problem (ECDHP)

n elliptic curve E/F(q), the base point G € E(F(q)). with order n, and points aG, bG ¢
utational elliptic curve Diffie Hellman problem is to cempute abG.

ecurity of some elliptic curve cryptosystems_is based on the believed hardness of the
curve Diffie Hellman problem.

The elliptic curve decisional DiffieZHellman problem (ECDDHP)

n elliptic curve E/F(q), the base point G € E(F(q)) with order n, and points aG, bG, Y 4
onal elliptic curve Diffie Hellman-problem is to decide whether Y = abG or not.

elliptic curve
h that P = xG

urve discrete

E(F(q)), the

computational

= E(F(q)), the

ecurity of some elliptic curve cryptosystems is based on the believed hardness of the dedisional elliptic
Diffie-Hellman problem.
The bilinear Diffie-Hellman (BDH) problem
ilinear Djffie-Hellman problems are described in two ways according to the corresponding [cryptographic
bilinear maps.
- SFor two groups < G;> and < G,> with order n, a cryptographic bilinear map e, : < G;>x< (7,>— u,, aG,
bEe<-GrrantnGreGre—<G>the bilinear Diffie-Hellman-problem-iste-comptte=td,, G,)*

C.2

C.21

abc

€ < G,>, the bilinear Diffie-Hellman problem is to compute ¢,(G,, G;)*".
Algorithms to determine discrete logarithms on elliptic curves

Security of ECDLP

For a group < G,> with order n, a cryptographic bilinear map ¢, : < G;>x< G,> - u,, and aG,, bG, cG,

The security of ECDLP depends on the selection of elliptic curves E/F(q) and the size n of order of the base
point G. This section gives an overview of algorithms to solve ECDLP. The elliptic curve E/F(gq) shall be chosen
to meet the defined security objectives against the following algorithms to solve ECDLP. The size of n shall be
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set to meet the defined security objectives against the baby-step-giant-step algorithm and various variants of
the Pollard p algorithm.

NOTE The size of n should be 160 bits or more to achieve enough security.

C.2.2 Overview of algorithms
The following techniques are available to determine discrete logarithms on an elliptic curve:

— The Pohlig-Silver-Hellman algorithm. This is a ‘divide-and-conquer’ method which reduces the discrete
logarithm problem for an elliptic curve E defined over F(g) to the discrete logarithm in the cyclic subgroups
of prime jerder-dividingHE- (-

— The baby-step-giant-step algorithm and various variants of the Pollard-p algorithm.

— The algqrithm of Frey-Rick and the Menezes-Okamoto-Vanstone algorithm which both ‘transforin the
discrete |logarithm problem in a cyclic subgroup of E with prime order n to the smallest extensiop field
F(¢") of F(q) such that » divides (¢” - 1). The Frey-Riick algorithm runs under weakér)conditions thIn the
algorithm published by Menezes-Okamoto-Vanstone.

— The algqrithm of Araki-Satoh, Smart and Semaev which solves the discrete logarithm problem for an
elliptic clirve E defined over F(p™)in the case # E (F(p™)) = p".

Unlike the situation of the discrete logarithm in the multiplicative group of some finite field there is no known
“index-calculys” available in the case of elliptic curves.

NOTE The Pohlig-Silver-Hellman and baby-step-giant-step algorithms work generally on all kinds of elliptic furves
while the Frey{Ruck, the Menezes-Okamoto-Vanstone, Araki-Satoh,.Smart, and Semaev algorithms work only on purves
with special properties.

C.2.3 The MOV condition

Let n be as defined in the set of elliptic curve domyain parameters, where n is a prime divisor of #E(F(g)). A
value B is gjven as the smallest integer such that » divides ¢°-1. As mentioned above, Frey-Riick and
Menezes-Okamoto-Vanstone algorithms reduce’the discrete logarithm problem in an elliptic curve over #(g) to
the discrete Ipgarithm in the finite field F(¢%), By using the attack, the difficulty of the discrete logarithm prpblem
in an elliptic durve E/F(q) is related to the discrete logarithm problem in the finite field F(¢4”). The MOV condition
describes thg degree of B that ensures-that the security level of the discrete logarithm problem in the glliptic
curve case is|equivalent to the discrete logarithm problem in the finite field case. For some applications pased
on the Weil ahd Tate pairing, a feasonably small value of B such as 6 is preferable.

C.3 Scalaf multiplication algorithms of elliptic curve points

C.3.1 Basidalgorithm

The computgtion of muItlpIes of an elllptlc curve pomt |s called the scalar multlpllcat|on of an elliptic |curve
point. The schlé - one us > well-know . j-add”
algorithm. Let & be an arbltrary l—b|t posmve mteger and Iet k ko 250+ + k2 + ko be the binary
representation of k, where k., = 1.

In order to compute Q = kG one can proceed as follows:
a) SetQ:=G.
b) Fori=[/-2downtoi=0do

1) 0:=20.

2) Ifk=1thenQ:=0+G.
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Hence, for a randomly chosen & it may be expected that the process of computing £G will entail (I-1) elliptic-
curve doublings plus about //2 elliptic-curve additions.

The scalar multiplication of an elliptic curve point may also be done using the “addition-subtraction” algorithm
based on the non-adjacent form representation (NAF). Let & be an arbitrary /-bit positive integer, and let k = k.2’
+ k. 25+ L+ k2 + k, be a signed-binary representation of k , where k; = 0, +1, -1 and no two values &; and &,
are both non-zero.

NOTE The NAF representation of k is uniquely determined [7]. The length of NAF representation of £ becomes / or
[+1.

In order to determine O = kG one can proceed as follows:

a) YetQ:=0;.

b) Hori=/downtoi=0do

1) SetQ:=20.

q) Ifk,=1thensetQ:=Q0+G.
3) Ifk=-1thensetQ:=0Q-G.

For alrandomly chosen % it may be expected that the process of evaldating £G will entail at most { elliptic-curve
doubl|ngs and about //3 elliptic-curve additions.

C.3.2| Algorithm with pre-computed table
The scalar multiplication of an elliptic curve point is €asily done using the well-known “window” glgorithm. The
algorithm consists of two parts: precomputation and,main loop. In the precomputation stage, the |points G;= iG
are computed for odd i € [1, 2"-1] for some w >0, where w determines the size of the pre-computed table. In
the mjain loop stage, kG is computed by usingithe pre-computed points.

Let & pe an arbitrary positive integer and let & = k., 2" + ..... + k2 + ky be the binary representatign of k, where
k.1 = 1. In order to compute Q = kG one-can proceed as follows:

Precdmputation:

a) ¢, :=aG, G, =2G.

b) Hori=1to2""-1do: Gy = Goey + Go.
Main |oop:

a) jI=l{1,0:=G

b) White7=6-do

1) Ifk;=0then Q=20 and j:=j- 1.

2) Else =) 52, k2", Q:=2""0+ G, for the least integer t such that j - t+ 1 <wand k, = 1, and j :=
t-1.

The precomputation needs one doubling and 2""'-1 additions. The main loop needs (at most) /-1 doublings and

about [ 7/(w+1) ] additions. Hence, for a randomly chosen & it may be expected that the process of computing kG
will entail (/ - 1) elliptic-curve doublings plus about (// (w + 1) + 2! - 1) elliptic-curve additions.
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C.4 Algorithms to compute pairings

C.4.1 The auxiliary functions

To compute the pairings, the two auxiliary functions f and g are defined as follows. The function AP, O, R) is
defined for E(F(¢”)) > P = (xp, yp), O =(xg, ¥o), R = (xz, yr) as follows:

For an elliptic curve E over F(p™) (p > 3) with the equation Y%= X +aX+b,

— ifP=OEandQ=OE,

— elseif P = Oy,

then (P, O, R) = 1

then AP, O, R) = xz - xp

— elseif QF O,
— else if xp[# xg,
— elseif yp[ yo,
— elseif b F 0rand xp = yp =x9 =yo =0,

— else,

For an elliptic curve E over F(2") with the equation Y2+ XY=X4aX’ + Iy,

— ifP=0:pand Q = O,

— elseif P ¥ O,

— elseif QF Og,

— else if xp[# xg,

— elseif yp[# yo,

— elseif xpl=xp = 0rand yp =y, = b,

— else,

For an elliptic curve E over F(3") with the equation Y2=X3+aX* + b,

— ifP=0zfand Q =0y,

— elseif P ¥ O

then P, O, R) = xz - xp

then f(P, O, R) = (xg - xp)yr - (Vo - yp)Xp= X6 Vp +
then f(P, O, R) = xz - xp

then (P, O, R) = xz

then (P, O, R) = (- 3x5:<a) (xx - xp) + 2y (V& - ¥}

= (v - ¥R (g - xp)* (2xp + Xg)

then ARSOIR) = 15

thenAP, O, R) = xx + xo

then f(P, O, R) = xz + xp

then f(P, O, R) = (xo + x#) v + (Vo * 1) Xp * X0
then f{P, O, R) = xz + xp

then (P, O, R) = xz

then (P, O, R) = (v + xp°) (e + xp) *+ xp (v + v

= (vr + yp) + (xr + xp) (v + yp +xz + xp) (a

then (P, O, R) = 1

then AP, O, R) = xz - xg

tr)o

F XpYo

+ X))

— elseif 0 =0,
— else if xp#xp,
— elseifyp#yg,
— elseif b=0rand xp = yp =xp =yo =0,

— else,

then AP, O, R) = xz - xp
then AP, O, R) = (xp - xp) yr - (Vo - ¥p)Xr - X yp +
thenﬂP, Q, R) =Xp-Xp

then (P, O, R) = xz

XpYo

then /P, O, R) =(y& - yp)’ - (xx - xp)’ (2xp + a + xg)

The function g(P, O, R) is defined for P, O, R € E(F(¢®)) as g(P, O, R) =fiP, O, R) | iP+ O, - P- O, R).

The function d,(P, Q) for two points P and Q on E with order n > 2 is computed via the following algorithm.
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