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Foreword

2:2020(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take

part in the work.
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Introduction

NOTE

ISO/IEC 15944-5 and ISO/IEC 15944-8.

0.1 Purpose and overview

This document is intended to be used in conjunction with ISO/IEC 14662, ISO/IEC 15944-1,

Modelling business transactions using scenarios and scenario components includes specifying the
applicable constraints on the data content using explicitly stated rules. ISO/IEC 14662 identifies two
basic classes of constraints, "internal constraints” and "external constraints”. External constraints

apply to m

st business transactions. External constraints have governance Qver any processing of

personal in
from an infi

Jurisdiction
Annex C). B
domains, al
in a busine
document,

The focus
individuals
transaction

I

formation including that exchanged among parties to a business transaction and doiy
prmation life cycle management (ILCM) requirements perspective.

al domains are the primary source of external constraints on business transactions
rivacy protection requirements in turn are a common requirement of most‘jurisdict
'Though they may also result from explicit scenario demands from or on the parties invg
ss transaction. (Requirements for secrecy or confidentiality are not’addressed in
nless they are implicitly needed to apply privacy protection requirements to data).

f this document is on any kind of recorded information coneerning identifiable 1
as buyers in a business transaction or whose personal infoymation is used in a busi
or any type of commitment exchange.

This docunpent describes the added business semantic descriptive techniques needed to sup

information

life cycle management (ILCM) aspects as part ef\privacy protection requirements ¥

modelling bjusiness transactions using the external constraints of jurisdictional domains. ILCM asy

are central
supported 3

to the ability to ensure that privacy protection requirements (PPR) are passed on|
mong all the parties to a business transactiom using EDI.
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ent is intended for use(by those organizations to which privacy protection requiren
who therefore need to ensure that the recorded information (electronic records
5) in their IT Systems is trustworthy, reliable and recognized as authentic. Typical use
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0.2 Use of ISO/IEC 14662 and ISO/IEC 15944
0.2.1 ISO/IEC 14662: Open-edi reference model?)

ISO/IEC 146622 states the conceptual architecture necessary for carrying out electronic business
transactions among autonomous parties. That architecture identifies and describes the need to have
two separate and related views of the business transaction.

The first is the business operational view (BOV). The second is the functional service view (FSV).
Figure 1, taken from ISO/IEC 14662:2010, Figure 1, illustrates the Open-edi environment. (For
definitions of the terms used, see Clause 3.)

Open-edi reference model
Business operational view
comply with
. BOV:related
Business aspects
of covered by 3 standards
business transactions A

Viewed as
)> l/ T interrelated

Functional service view \

Information technolo comply with
5X < by FSV-related

covered by standards

aspects of
business transactions

nNzZo—~3arPunzrxxxg4 ounm=Z— uncw

Figure 1 — Open-edi reference model environment

ISO/JEC 15944 is a multipart eBusiness standard which is based on and focuses on the BOV perspective
of the ISO/IEC 14662 Open-edi reference model. This document focuses on addressing commonly
definable aspects*of external constraints that relate to information life cycle managenjent (ILCM)
in a|privacy~and data protection3) context when the source is a jurisdictional domain. A useful
charpcteristicof external constraints is that, at the sectoral level, national and international levels, etc.,
focal points and recognized authorities often already exist. The rules and common business practices
in mpnySectoral areas are already known. Use of this document (and related standards) addresses the
transformation of these external constraints (business rules) into specified, registered, and re-useable
scenarios and scenario components.

1) The Memorandum of Understanding between ISO, IEC, ITU and UN/ECE (2000) concerning standardization
in the field of electronic business is based on this Model. See https://www.unece.org/fileadmin/DAM/oes/MOU/
2000/24March2000_IEC_ISO_ITU.pdf.

2) ISO/IEC 14662 is freely-available at https://standards.iso.org/ittf/PubliclyAvailableStandards/index.html.

3)  “Privacy protection” is the common set of worldwide requirements. In the European Union, “data protection”
is the equivalent concept (used mainly due to historical reasons). In many other non-European countries,(Australia,
Canada, New Zealand, USA, etc., "privacy" is the legal term used in applicable legislation and pursuant regulations.
This is because "privacy” applies to not just "data" but any form of recorded information containing "personal
information". Thus from an international standards perspective "privacy protection” integrates "privacy"” and "data
protection” requirements. In many other countries, "privacy” is the legal term used in applicable legislation and
pursuant regulations.

© ISO/IEC 2020 - All rights reserved vii
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This document is based on ISO/IEC 14662 as well as existing parts of the ISO/IEC 15944 series,
which serve as its key normative references and overall boundaries for the scope of this document.
ISO/IEC 15944-5 and ISO/IEC 15944-8, in particular, serve as the basis for this document as they both
focus on external constraints.

0.2.2 ISO/IEC 15944-1: Business operational view (BOV) - operational aspects of Open-edi for
implementation

ISO/IEC 15944-1 states the requirements of the BOV aspects of Open-edi in support of electronic
business transactions. They are required to be taken into account in the development of business
semantic descriptive techniques for modelling e-business transactions and components thereof as re-
useable busjmessobjects- They mciude:

— Commejrcial frameworks and associated requirements.
— Legal ffameworks and associated requirements.

— Public policy requirements particularly which apply to individuals, i.e., are rights of individuals,
which gre of a generic nature such as consumer protection, privacy protection, and accessibility
(see ISQ/IEC 15944-5:2008, 6.3).

— Requirg¢ments arising from the need to support cultural adaptability. This includes me¢ting
localizgtion and multilingual requirements, (e.g., as can be requiredyby a particular jurisdict{onal
domain| or desired to provide a good, service and/or right in a particular market). Here one needs
the abiljity to distinguish, the specification of scenarios, scenario components, and their semantics,
in the cpntext of making commitments, between:

a) the| use of unique, unambiguous and linguistically ‘neutral identifiers (often as comppsite
identifiers) at the information technology interface level among the IT systems of participation
paifties on the one hand; and, on the other,

b) thejr multiple human interface equivalent (HIE) expressions in a presentation form appropfiate
to the Persons involved in the making ofthe resulting commitments.

Figure 2, based on ISO/IEC 15944-1:2011, Figure 3, shows an integrated view of these business
operationallrequirements. Since the focus-of this document is that of external constraints for which
jurisdictionpl domains are the primary source, these primary sources have been shaded in Figure P.

viii © ISO/IEC 2020 - All rights reserved
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Sources of requirements on the business operational view (BOV) aspects of Open-edi

which need to be integrated and/or taken into account in business transactions

4 )

Business transactions

Legal framework
(Open-edi based) and requirements

Characteristics of Open-edi {
e Rule-based Q
o Commitment exchange

* Unambiguous identification

Commercial

framework
and requirements

Information

* Business transaction model (BTM) technoldgy

requirerpents

Public polic
ERRR dards

and starn

. Key components
requirements

e Person
(privacy protection
(PPR), consumer
protection, etc.)

e Process

e Data h

Telecommun-
ication$

requirgments

e Business transaction model: and stahdards

Classes of constraints

Sectoral (and

cross-sectoral) e Specification, identification and

. classification of Open-edi
requirements

scenarios (and components)
*.” FSV business demands on

Open-edi support infrastructure ISO and other

standards

Cultural adapte@’cy
localizati d

multil'ng).,mlism
(IT vs @n interface)

Figure 2 — Integrated view of business operational requirements with
an external constraints focus

e Open-edi scenario templates

environments

Functional services view (FSV)

In electronic business transactions, whether undertaken on a for profit or not-for-profit basis, the key
element is commitment exchange among Persons made through their decision-making applications
(DMAs) of their information technology systems (IT Systems, see ISO/IEC 14662:2010, 5.2) acting on

non

behalf of "Persons". "Persons" are the only entities able to make commitments.
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The business operational view (BOV) was defined as:

“perspective of business transactions limited to those aspects regarding the making of business
decisions and commitments among Persons which are needed for the description of a business
transaction”.

[SOURCE: ISO/IEC 14662:2010, 3.3]

There are three categories of Person as a role player in Open-edi, namely: (1) the Person as "individual”,
(2) the Person as "organization", and (3) the Person as "public administration"¥). There are also three
basic (or primitive) roles of Persons in business transactions, namely: "buyer”, "seller", and "regulator™".
When modeHlingb

the role of "

1]
o

DTTITC OOt oI IoTrc croTry Tooroccrorror—oroTrror i TCOoCT T C—tITeTT

Fegulator"” and execute them as "public administration”.

0.2.3 Link{to ISO/IEC 15944-5 and ISO/IEC 15944-8

ains,
icy”,
hree
ion”,
tion,
ains
), as

ISO/IEC 15944-5 focuses on external constraints the primary source of which is jurisdictional dom
at various levels. It also identified a common class of external constraints knownpas' “public po
which apply where and when the “buyer” in a business transaction is an “individual”. It identified {]
key sub-typles, along with applicable rules; of public policy constraints, namely:"“consumer protect
“privacy piotection” and “individual accessibility” (see ISO/IEC 15944-5:2008, 6.3). In addi
ISO/IEC 15944-5 specifies how and where (common) external constraints/of jurisdictional don
impact the [‘Person”, “process”, and “data “components of the business transaction model (BTM

introduced fn 1S0/IEC 15944-1.

hiled
any

ISO/IEC 15
identificatid
business tra

044-8, which is based on ISO/IEC 15944-5, focuses on providing a more det
n and specification of the common privacy protéction requirements as they apply td
nsaction where the buyer is an individual.

This document:

is based

| on both ISO/IEC 15944-5 and ISO/IEC*15944-8;

14-5
ther

Les applicable concepts and definitions, principles, rules, etc., found in both ISO/IEC 159
/IEC 15944-8 (as well as applicable elements of the Open-edi reference model and ¢
the [SO/IEC 15944 series); and

on information life cyelesmanagement (ILCM) aspects at a more granular level, i.e.,

d to be able to support implementation of the same.

integra
and ISQ
parts o

focuses that

require
0.3 Link t¢ Privacy-by-Design (PbD) 48l approach
The overalll purpose of the Privacy by Design (PbD) approach is to ensure that privacy prote

requiremen|ts (as statéd-in applicable legal and/or regulatory requirements) are identified and spec

rtion
ified
on.

in a system

It is noted t

tic and tule-based manner for those developing any IT systems within their organizat

hat although this is the first part in the ISO/IEC 15944 series in which Privacy by Desi

en is

formally mgq

ntioned, the PbD approach has always been supported and “imbedded” in the developi

ment

of the ISO/IEC 15944 series. The need to comply with and support privacy protection requirements was
already incorporated in ISO/IEC 15944-1:2002, D.1.1.

The development of the ISO/IEC 15944 series fully supports the seven “foundation principles” of the
PbD approach?®). In particular it provides the detailed rules, definitions and related guidelines necessary

4) While “public administration” is one of the three distinct sub-types of Person, most of the rules in this
document applicable to “organization” also apply to “public administration”. In addition, an unincorporated seller is
also deemed to function as an “organization”. Consequently, the use of “organization” throughout this document also
covers “public administration”. Where it is necessary to bring forward specific rules, constraints, properties, etc.,
which apply specifically to “public administration”, this is stated explicitly.

5) 1.Proactive and notreactive; preventative and notreactive; 2. Privacy as the default setting; 3. Privacy embedded
in design; 4. Full functionality - positive-sum, not zero-sum; 5. End to end security - full lifecycle protection; 6.
Visibility and transparency - keep it open; 7. Respect for user privacy - keep it user-centric. [48]
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to ensure that privacy protection requirements are identified and implemented not only throughout
the entire life cycle of the recorded information involved, i.e., “cradle-to-grave”, information life cycle
management (ILCM) but especially that for any personal information interchanged via EDI among
parities to a particular business transaction.

0.4 Importance and role of terms and definitions

The ISO/IEC 15944 series sets out the processes for achieving a common understanding of the business
operational view (BOV) from commercial, legal, ICT, public policy and cross-sectoral perspectives. It is
therefore important to check and confirm that a “common understanding” in any one of these domains
is also unambiguously understood as identical in the others.

This| subclause is included in each part of the ISO/IEC 15944 series to emphasize thatyharmonized
concepts and definitions (and assigned terms) are essential to the continuity of the overall geries.

In ofder to minimize ambiguity in the definitions and their associated terms, each’ definition and its
assofiated term has been made available in at least one language other than English in thle document
in which it is introduced. In this context, it is noted that ISO/IEC 15944-7 alrgddy also contjains human
intefface equivalents (HIEs) in ISO Chinese, ISO French, and ISO Russian®X,

0.5 [Based on rules and guidelines

This|document is intended to be used by diverse sets of users having different perspectives and needs
(see[Figure 2).

The [SO/IEC 15944 series focuses on "other precise criterid.to be used consistently as rules} guidelines,
or definitions of characteristics, to ensure that materials, products, processes and servicds are fit for
theif purpose”.

Open-edi is based on rules which are predefined and mutually agreed to. They are pre¢ise criteria
and pgreed-upon requirements of business tfansactions representing common business [operational
practices and functional requirements.

Thege rules also serve as a common understanding bridging the varied perspectives of the|commercial
framlework, the legal framework, the information technology framework, standardisers, consfimers, etc.”)

0.6 Use of “Person”, “organization”, “individual” and “party” in the context df business
transaction and commitmerntexchange

Thrqughout this document:

— the use of Persanwith a capital "P" represents Person as a defined term, i.e., as the entity within an
Dpen-edi Party that carries the legal responsibility for making commitment(s);

— [individ@al", "organization", and "public administration" are defined terms representing the three
Commion*sub-types of "Person”; and

— the‘use of the words “person(s)” and “party (ies)” without a capital “P” indicates their usdin a generic
context independent of "Person”, as a defined concept in ISO/TEC 14662 and the ISO/IEC 15944
series.

NOTE A "party" to a business transaction has the properties and behaviours of a "Person”.

6) The designation ISO before a natural language refers to the use of that natural language in ISO standards.

7) The working principle is that of "coordinated autonomy", i.e., all parties are autonomous. Therefore, the extent
to which they cooperate, agree on common needs, business rules constraints, practices, etc., and reach agreement
on the same in form of precise rules, terms and definitions, etc., is a key influence on the creation of necessary
standards as well as common scenarios, scenario attributes and scenario components.

© ISO/IEC 2020 - All rights reserved Xi
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0.7 Use of “identifier” (in a business transaction) and roles of an individual

ISO/IEC 15944-1:2011, 6.1.4 focuses on the requirement for the unambiguous identification of entities
in business transactions (see also ISO/IEC 15944-1:2011, Annex C). "Unambiguous” is a key issue in
business transactions because states of ambiguity and uncertainty are an anathema from commercial,
legal, consumer and information technology perspectives. Issues of unambiguousness apply to all
aspects of a business transaction and even more so to those which are EDI-based. Open-edi transactions
anticipate that all entities are fully and clearly identified prior to the instantiation of a business
transaction.

0.8

Use of "jurisdictional domain" in the context of privacy protection and related ILCM

requireme

The term "j
internation

1

irisdiction” has many possible definitions. Some definitions of “jurisdiction” haveaetce
1 legal status while others do not. It is also common practice to equate "jurisdiction”

"country"”, although the two are by no means synonymous. It is also common practice torefer to st

provinces, |
customary
internation

are differin
the use

the use|
context]

09 Used
commitme

Jurisdiction
enacted var

inder, cantons, territories, municipalities, etc., as "jurisdictions"”, and in ledntract law
f0 specify a particular court of law as having jurisdiction or a defined-national body,
hl body as having jurisdiction (even if that is not legally enforceable), arid so on. Finally, t
b "legal” definitions of "jurisdiction”. Readers should understand that'in this document

of the term "jurisdictional domain" represents its use as a defined term; and

of the terms “jurisdiction(s)” and/or “country (ies)” represents their use in their ge
s and do not imply any legal effect per se.

f “privacy protection” in the context of business transaction, EDI and any ty[
ht exchange

al domains, such as UN member states (arid/or their administrative sub-divisions),
ious “privacy” laws, “data protection” laws, “protection of personal information” laws|

(as well as pursuant regulations). Some of these soutces of legal requirements focus on the prote

of personal
of personal
recording o

In the case
specific sub
of such type
this may on|
their perso
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nformation in IT systems only (e.g..sdata protection”), while others focus on the prote
information irrespective of the-medium (see ISO/IEC 15944-1:2011, 6.4.1) used fol
[ personal information and/orits communication to other Persons.

of personal information,this is currently defined by most jurisdictional domains to
Lset of recorded information relating to the Person as an “individual” — where the qua
of Person are that they are required to be an identifiable, living individual. As a consequ
y apply to some proportion of the specific role players in a business transaction (inclu
ae) and not others:

y of “privagy-protection” requires action both at the business operational level (BOV)
ervices(view (FSV) (or technology levels). Where human beings interact with reco
onceithas passed through an Open-edi transaction, they have the potential to compro
ntrols (FSV) that could have been applied. It is essential that business models take

account the

need to establish overarching business processes that address issues that have not |
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etc.
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and/or cannot be resolved by the technical FSV controls applied so as to provide the overall privacy
protection demands of regulation that are required to be applied to personal data, their use, prescribed
dissemination and so on. In this regard, the interplay of the BOV and FSV views of all organizations is
important.

0.10 Use of “set of recorded information” (SRI) and “set of personal information” (SPI) versus
record, document, message, data, etc.

The concepts of “record”, “document”, “data”, “message”, etc., are defined and used in ISO standards
and in different levels of jurisdictional domains. However, multiple differing definitions exist for each
of these terms. To address this polysemy issue, the unifying concept and definition of “set of recorded
information” was introduced and defined in ISO/IEC 15944-5.
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In Open-edi, SRIs are modelled as information bundles (IBs) and semantic components (SCs) when they
are interchanged among participating parties in a business transaction. Within the IT systems of an
organization, and especially within its decision-making applications (DMAs), the recorded information
pertaining to a business transaction is usually maintained as one or more (linked) SRIs.

In order to maximize linkages between Open-edi (external behaviour) aspects and data management
(internal behaviour) aspects of an organization (as well as associated record management and EDIFACT
standards), SRI is used as a common higher level concept, which incorporates essential attributes of the
concepts of “record”, “document”, “message”, etc. as defined in various ways in existing ISO standards.

)

Where and when a SRI is of the nature of personal information or contains personal information,
privacy protectiom requirentents { PPRyapply - Withimthe comtext of PPRamd-withthe focusjof ILCM the
concept and definition of “set of personal information (SPI)” is as follows:

bet of personal information (SPI);

This

set of recorded information (SRI) which is of the nature of or contains personal inform

document focuses on ILCM of personal information in support of PPR*and as such “se

ation.

[ of personal

infon

ation (SPI)” is used throughout this document while “set of recorded information

(SRI) when

refer
0.11
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rin he more generic ILCM
Aspects currently not addressed

first edition of this document focuses on the essential and‘basic ILCM aspects of privac

requlirements.

Man
infor

0.12

This
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y other aspects identified in the development of this‘document remain to be addressed.
mation on these see Annex [.

IT-systems environment neutrality

document, like all the other parts of\ISO/IEC 15944, does not assume nor endorse
bm environment, database management system, database design paradigm, system d

methodology, data definition language, command language, system interface, user interf

com
neut
max

0.13
This

buting platform, or any technolegy required for implementation, i.e., it is information
ral. At the same time, this document maximizes an IT-enabled approach to its implemgd
mizes semantic interoperability.

Organization and\description of this document

requiirements in.a\privacy protection context, as external constraints of jurisdictional dom

mod

Folld
1S0/

blling of abusiness transaction through scenarios and scenario components.

wing<Clauses 0, 1, 2, 3 and 4, which have a common approach and similar con
[EC,'15944 series, Clause 5 summarizes the 11 “Fundamental privacy protection

intrq

 protection

For detailed

hny specific
evelopment
hce, syntax,
technology
ntation and

document ideftifies basic common requirements of information life cycle management (LCM)

ains, on the

tent in the
principles”

duced and defined in detail in ISO/IEC 15944-8:2012, Clause 5 along with its associatg

pd rules and

guidelines. Clause 5 also provides a link to related “consumer protection” and “individual accessibility”
requirements. A key purpose of Clause 5 is to place privacy protection principles in the content of ILCM
requirements. A related purpose is to bring forward the requirement that any and all sets of personal
information (SPIs) are identified, i.e., tagged or labelled, as such in support of privacy protection
requirements.

Clause 6 identifies an integrated (minimum) set of ILCM principles along with associated rules and
guidelines required to support both general information law requirements and in particular those
required to be implemented in support of privacy protection requirements.

Clause 7 focuses on the need to ensure accountability for and control of personal information by any
organization (or public administration). Clause 8 expands on this by providing the rules governing
specification of ILCM aspects of personal information, i.e., from an implementation perspective.
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The fact that in their “normal” operations organizations need to undertake data conversions and data
migration in the decision-making applications (DMAs) of their IT systems is recognized in Clause 9.
However, it is also important that applicable privacy protection requirements remain being supported,
i.e., within and among, organizations including data synchronization among their IT systems.

Clause 10 summarizes key rules and requirements found in ISO/IEC 15944-1, ISO/IEC 15944-5 and
ISO/IEC 15944-8 which govern EDI of personal information between the primary ILCM Person, i.e.,
seller, and its use of agents and/or third parties. The clause concludes with a conformance statement.

Finally, annexes are provided for elaboration of points raised in the main body. Of these Annexes A and
B are normative, and the remaining annexes are informative.

Annex A is 3
in ISO Engli
equivalents
the issue of
aspectsisc

Annex B idé¢]

Annex C is
summarize

The focus of
provides a g
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Annex H p1
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Annex | pr
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semantics and their importance of identifying the correct interpretation~actross of
Fitical.
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common to ISO/IEC 15944-2, ISO/IEC 15944-4, ISO/IEC 15944-5 and ISO/IEC 15944
b the business transaction model (BTM).

eneric approach to ILCM decisions in a privacy protection requirements context along
hpliance decision tree template.

e of Annex F is to provide a generic approach ‘to the identification of properties
of PI as SRI transitory records and their dispesition/expungement. In Annex G some T
al integrity in Open-edi are presented.
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pbvides the list of all parts_in“the ISO/IEC 15944 series. Annex K contains abstrac
French and Chinese.
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Information technology — Business operational view —

Part 12:
Privacy protection requirements (PPR) on information
life cycle management (ILCM) and EDI of personal

infermation{Ph

This

NOTE

of pe
requ
imple¢

This
are 1
are |

hcope
document:

brovides method(s) for identifying, in Open-edi modelling technelogies and deve
bcenarios, the additional requirements in business operational view (BOV) specif
dentifying the additional external constraints to be applied td recorded information
ransactions relating to personal information of an individual}as required by legal ang
requirements of applicable jurisdictional domains;

hre already identified in ISO/IEC 14662 and ISO/IE€ 15944-1, ISO/IEC 15944-2, ISO/II
SO/IEC 15944-5, ISO/IEC 15944-8, ISO/IEC 1594#-9, and ISO/IEC 15944-10;

brovides overarching, operational ‘best practice’ statements for associated (and not
hutomated) processes, procedures, practices and governance requirements that act
bf implementing and enforcing technical mechanisms which support the privacy/dat:
requirements necessary for implementation in Open-edi transaction environments;

focuses on the life cycle management of personal information i.e., the contents of SPI
bRIs) related to the business transaction interchanged via EDI as information bundls
hssociated semantic compongnts among the parties to a business transaction.

Privacy protection“requirements (PPR) on information life cycle management (IL(
rsonal information a$\stated in this document serve as a minimum set of ILCM policy ang
rements for all recorded information pertaining to a business transaction in particular, as
bmentation in any grganization in general.

"

documentdoes not specify the technical mechanisms, i.e., functional support services
equiredto support BOV-identified requirements. Detailed exclusions to the scope of th
rovidedin Annex H.

lopment of
ications for
in business
| regulatory

ntegrates existing normative elements in support of privacy and data protection requfirements as

EC 15944-4,

necessarily
in support
| protection

s (and their
bs and their

M) and EDI
operational
vell as ILCM

FSV) which
s document

2

ormative references

The following documents are referred to in the text in such a way that some or all of their content
constitute requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 14662:2010, Information technology — Open-edi reference model

ISO/IEC 15944-1:—,8)Information technology — Business operational view — Part 1: Operational aspects
of Open-edi for implementation

ISO/IEC 15944-5:2008, Information technology — Business operational view — Part 5: Identification and
referencing of requirements of jurisdictional domains as sources external constraints

8) Third edition under preparation. Stage at time of publication: ISO/IEC DIS 15944-1.
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ISO/IEC 15944-8:2012, Information technology — Business operational view — Part 8: Identification of
privacy protection requirements as external constraints on business transactions

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

For the human interface equivalents (HIEs) of each term in Clause 3 in ISO French, Annex A applies.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IS0 Onljine browsing platform: available at https://www.iso.org/obp

IECEle

3.1
address
setofdata e
a business o
be received

Note 1 to ent]

‘tropedia: available at http://www.electropedia.org/

jements (3.32) that specifies a location (3.67) to which a recorded information (3.110) ite
bject(s) (3.8), a material object(s) (3.73) and/or a person(s) can be sentor from which i

ry: An address can be specified as either a physical address and/or electronic address.

Note 2 to entjry: In the identification, referencing and retrieving of registered-business objects, it is necess3

state whethe

Note 3 to enf
edi scenario

[SOURCE: IS

3.2

agent
Person (3.8
transaction

Note 1 to en
are recogniz
"Information

[SOURCE: IS

3.3
anonymiz
process (3.1
identifiable

I the pertinent recorded information is available in both physical and virtual forms.

ry: In the context of Open-edi, a recorded information’item is modelled and registered as an (
[OeS), information bundle (IB) or semantic component (SC).

O/IEC 15944-2:2015, 3.1]

D) acting for another Person in aélearly specified capacity in the context of a bus
(3.10)

ry: Excluded are agents as."automatons” (or robots, bobots, etc.). In ISO/IEC 14662, "automa
ed and provided for but as part of the Functional service view (FSV) where they are defined
processing domain (IPD)"

O/IEC 15944-1:—+,3.1]
ion

00) whéreby the association between a set of recorded information (SRI) (3.128) an|
indiyidual (3.52) is removed where such an association may have existed

m(s),

[ can

ry to

pen-

iness

tons”
s an

d an

[SOURCE: IS

O/IEC 15944-8:2012, 3.3]

3.4
attribute

characteristic (3.14) of an object (3.73) or entity (3.43)

[SOURCE: ISO/IEC 15944-5:2008, 3.4]

3.5

authentication
provision of assurance of the claimed identity of an entity (3.43)

[SOURCE: ISO/IEC 10181-2:1996, 3.3]

© ISO/IEC 2020 - All rights res

erved


https://www.iso.org/obp
http://www.electropedia.org/
https://iecnorm.com/api/?name=bab6c93d8b0da1df2f8f5a9a7f8d9e4c

ISO/IEC 15944-12:2020(E)

3.6

back-up copy of data

copy that is any of the following: (a) additional resource or duplicate copy of data (3.28) on different a
storage medium (3.68) stored off-line for emergency purposes; (b) disk, tape or other machine-readable
copy of a data or program file; (c) data or program file recorded and stored off-line for emergency or
archival purposes; and, (d) record that preserves the evidence and information it contains if the original
is not available

3.7

business
series of processes (3.100), each having a clearly understood purpose, involving more than one Person
(3.89), realized through the exchange of recorded information (3.110) and directed toyards some
mutfially agreed upon goal, extending over a period of time

[SOYRCE: ISO/IEC 14662:2010, 3.2]

3.8
business object
unambiguously (3.141) identified, specified, referenceable, registered and'te-useable Open-edi scenario
(3.81) or scenario component (3.124) of a business transaction (3.10)

Note|1 to entry: As an object, a business object exists only in the context'ofd business transaction.
[SOURCE: ISO/IEC 15944-2:2015, 3.6]

3.9
business operational view
BOV|
perspective of business transactions (3.10) limited\to those aspects regarding the making of business
(3.7) decisions and commitments (3.20) among Persons (3.89), which are needed for the desfription of a
busihess transaction

[SOYRCE: ISO/IEC 14662:2010, 3.3]
3.10

busjness transaction
predefined set of activities and/or processes (3.100) of Persons (3.89) which is initiated by a Person
to agcomplish an explicitly 'shared business (3.7) goal and terminated upon recognition of one of the

agreed conclusions by alkthe involved Persons although some of the recognition may be implicit
[SOYRCE: ISO/IEC 14662:2010, 3.4]

3.11
business transaction audit trail
chronological“record of IT system (3.59) activities that is sufficient to enable the recgnstruction,
revigwing and examination of the sequence of environments and activities surrounding or leading to an
operjtion, a procedure, or an event pertaining to sets of recorded information (SRIs) (3.128) In a business
transaction (3.10) through all its processes (3.100), i.e., from planning to the end of post-actualization

Note 1 to entry: Note to entry: The ability to support a business transaction audit trail is required in order to be
able to support privacy protection transactional integrity (PPTI) requirements.

3.12

business transaction identifier

BTI

identifier assigned by a seller (3.125) or a regulator (3.116) to an instantiated business transaction (3.10)
among the Persons (3.89) involved

Note 1 to entry: The identifier assigned by the seller or regulator shall have the properties and behaviours of an
identifier (in a business transaction).
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Note 2 to entry: As an identifier (in a business transaction), a BTI serves as the unique common identifier for
all Persons involved for the identification, referencing, retrieval of recorded information, etc. pertaining to the
commitments made and the resulting actualization (and post-actualization) of the business transaction agreed to.

Note 3 to entry: A business transaction identifier can be assigned at any time during the planning, identification
or negotiation phases but shall be assigned at least prior to the start or during the actualization phase.

Note 4 to entry: As and where required by the applicable jurisdictional domain(s), the recorded information
associated with the business transaction identifier (BTI) may well require the seller to include other identifiers,
(e.g., from a value-added good or service tax, etc., perspective) as assigned by the applicable jurisdictional
domain(s).

[SOURCE: I§O/TEC 15944-5:2008, 3-1Z]

3.13

buyer
Person (3.8¢
equivalent y

)) who aims to get possession of a good, service and/or right through providingah acceptable

ralue, usually in money, to the Person providing such a good, service and/obfight

[SOURCE: I§O/IEC 15944-1:—, 3.8]

3.14
characteris
abstraction

ptic
of a property (3.102) of an object (3.73) or of a set of objects

Note 1 to entlry: Characteristics are used for describing concepts.

[SOURCE: 140 1087-1:2000, 3.2.4]

3.15
character s
finite set of

et
different characters that is complete for agiven purpose

EXAMPLE The international reference version ofithe character set of ISO/IEC 10646.

[SOURCE: I§O/IEC 2382:2015, 2121547]

3.16
code
<coded domain> identifier, i.e., an '¥P code (3.49), assigned to an entity (3.43) as member of a ¢
domain (3.1)) according to the pre-established set of rules (3.120) governing that coded domain

oded

[SOURCE: I§0/IEC 15944-5:2008, 3.19]

3.17

coded dompin

domain for
domain sou
domain is i

which<(1) the boundaries are defined and explicitly stated as a rulebase (3.121) of a ¢
[ce’authority (cdSA) (3.18); and, (2) each entity (3.43) which qualifies as a member of
dentified through the assignment of a unique ID code in accordance with the appli

oded
that
able

registration schema (RS) (3.114) of that source authority (SA) (3.129)

Note 1 to entry: The rules governing the assignment of an ID code to members of a coded domain reside with its
source authority and form part of the coded domain registration schema (cdRS) of the source authority.

Note 2 to entry: Source authorities which are jurisdictional domains are the primary source of coded domains.

Note 3 to entry: A coded domain is a data set for which the contents of the data element values are predetermined
and defined according to the rulebase of its source authority and as such have predefined semantics.

Note 4 to entry: Associated with a code in a coded domain can be: (a) one and/or more equivalent codes; (b)

one and/or more equivalent representations especially those in the form of human interface equivalent (HIE)
(linguistic) expressions.
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Note 5 to entry: In a coded domain the rules for assignment and structuring of the ID codes are required to be
specified.

Note 6 to entry: Where an entity as member of a coded domain is allowed to have, i.e., assigned, more than one ID
code, i.e., as equivalent ID codes (possibly including names), one of these are required to be specified as the pivot
ID code.

Note 7 to entry: A coded domain in turn can consist of two or more coded domains, i.e., through the application of
the inheritance principle of object classes.

Note 8 to entry: A coded domain may contain an ID code which pertains to predefined conditions other than
qualification of membership of entities in the coded domain. Further, the rules governing a coded domain may or
may fIot provide Tor USEr extensIons.

EXAMPLE1 (1) The use of ID Code "0" (or "00", etc.) for “Others, (2) the use of ID Code "9"\(or [99", etc.) for
“Not|Applicable”; (3) the use of “8” (or “98”) for “Not Known”; and/or, if required, (4) the pre-reservation of a
serief of ID codes for use of “user extensions”.

Note|9 to entry: In object methodology, entities which are members of a coded domaiiare referred td as instances
of a dlass.

EXAMPLE 2  In UML modelling notation, an ID code is viewed as an instance, of an object class.
[SOUYRCE: ISO/IEC 15944-2:2015, 3.13]

3.18

cod¢d domain source authority
cdSA
Persgn (3.89), usually an organization (3.86), as a source authority (3.129) which sets the nules (3.120)
governing a coded domain (3.17)

Note|1 to entry: Source authority is a role of a Person and for widely used coded domains the cpded domain
sourg¢e authority is often a jurisdictional domain:

Note|2 to entry: Specific sectors, (bankinggtransport, geomatics, agriculture, etc.), may have particular coded
domain source authority(ies) whose coded domains are used in many other sectors.

Note|3 to entry: A coded domain source authority usually also functions as a registration authority but can use
an agent, i.e., another Person, to execute the registration function on its behalf.

[SOYRCE: ISO/IEC 15944-2:2015, 3.14]

3.19
collgboration space
business (3.7) activity space where an economic exchange of valued resources is viewed indlependently
and hot from-theperspective of any business partner

Note|1 tocentry: In collaboration space, an individual partner’s view of economic phenomena is dejemphasized.
Thus} the dommon use business and accounting terms like purchase, sale, cash receipt, cash djsbursement,
raw materials, and finished goods, etc. is not allowed because they view resource flows from alparticipant’s
perspective.

[SOURCE: ISO/IEC 15944-4:2015, 3.12]

3.20

commitment

making or accepting of a right, obligation, liability or responsibility by a Person (3.89) that is capable of
enforcement in the jurisdictional domain (3.62) in which the commitment (3.20) is made

[SOURCE: ISO/IEC 14662:2010, 3.5]
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3.21

composite identifier

identifier (in business transaction) (3.51) functioning as a single unique identifier consisting of one or more
other identifiers, and/or one or more other data elements (3.32), whose interworkings are rule-based

Note 1 to entry: Identifiers (in business transactions) are for the most part composite identifiers.
Note 2 to entry: The rules governing the structure and working of a composite identifier should be specified.
Note 3 to entry: Most widely used composite identifiers consist of the combinations of: (a) the ID of the overall

identification/numbering schema (the ISO/IEC 6523 series, ISO/IEC 7812, the ISO/IEC 7501 series, UPC/EAN,
ITU-T E.164, etc.), which is often assumed; (b) the ID of the issuing organization (often based on a block numeric

numbering sphema); and, (c) the ID of the entities forming part of members of the coded domain of eachris$uing
organization|

[SOURCE: I§O/IEC 15944-2:2015, 3.16]

3.22

computatignal integrity

expression pf a standard (3.137) in a form that ensures precise description of belaviour and semaptics
in a mannerjthat allows for automated processing to occur, and the managed evolution of such standards
in a way thdt enables dynamic introduction by the next generation of information systems

Note 1 to entry: Open-edi standards have been designed to be able to‘support computational integrity
requirementp especially from a registration and re-use of business objects perspectives.

[SOURCE: I§0/IEC 15944-2:2015, 3.18]

3.23

constraint

rule (3.120], explicitly stated, that prescribes, limits, governs or specifies any aspect of a busjness
transaction |(3.10)

Note 1 to enftry: Constraints are specified as rulessfoerming part of components of Open-edi scenarios, i.., as
scenario attifibutes, roles, and/or information bundies.

Note 2 to eﬂtry: For constraints to be registered for implementation in Open-edi, they are required to|have
unique and ynambiguous identifiers.

Note 3 to entry: A constraint may be agreed to among parties, (condition of contract) and is therefore considered
an internal cpnstraint. Or a constraint may be imposed on parties, (e.g., laws, regulations, etc.), and is thergfore
considered ap external constraint.

[SOURCE: I§O/IEC 15944+1:—, 3.11]

3.24

consumer

buyer (3.13] who-is an individual (3.52) to whom consumer protection (3.26) requirements are applied
as a set of external constraints (3.45) on a business transaction (3.10)

Note 1 to entry: Consumer protection is a set of explicitly defined rights and obligations applicable as external
constraints on a business transaction.

Note 2 to entry: The assumption is that a consumer protection applies only where a buyer in a business
transaction is an individual. If this is not the case in a particular jurisdictional domain, such external constraints
should be specified as part of scenario components as applicable.

Note 3 to entry: It is recognized that external constraints on a buyer of the nature of consumer protection may be
peculiar to a specified jurisdictional domain.

[SOURCE: ISO/IEC 15944-1:—, 3.12]
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3.25

consumer information profile

CIP

any one or more, personal information profiles (PIPs) (3.92) and any related personal information (3.90)
on or about an identifiable individual (3.52) to which consumer protection (3.26) requirements apply,
i.e., in addition to applicable privacy protection (3.97) requirements

3.26

consumer protection
set of external constraints (3.45) of a jurisdictional domain (3.62) as rights of a consumer (3.24) and thus
as obligations (and possible liabilities) of a vendor (3.143) in a business transaction (3.10) which apply to
the good, service and/or right forming the object (3.73) of the business transaction including associated
infoymation management and interchange requirements including applicable set{(s)-'pf recorded
inforimation (SRIs) (3.128)

Note|1 to entry: Jurisdictional domains may restrict the application of their consumer protection fequirements
as applicable only to individuals engaged in a business transaction of a commercial activity undertaken for
persdnal, family or household purposes, i.e., they do not apply to natural persons in\their role as organization or
orgafization Person.

Note|2 to entry: Jurisdictional domains may have particular consumer protection requirements{which apply
specffically to individuals who are considered to be a "child" or a “minor}(e.g., those individuals ywho have not
reached their thirteenth birthday).

Note|3 to entry: Some jurisdictional domains may have consumefprotection requirements which afre particular
to the nature of the good, service and/or right being part of the geal of a business transaction.

[SOURCE: ISO/IEC 15944-5:2008, 3.33]

3.27
controlled vocabulary
Ccv
vocapulary (3.144) whose entries, i.e., definition (3.37)/term (3.138) pairs, are controlled|by a source
authprity (3.129) based on a rulebase (3.321) and process (3.100) for addition/deletion of entries

Note|1l to entry: In a controlled vocabulary (CV), there is a one-to-one relationship of definition and ferm.

EXAMPLE The contents of-Clause 3 in ISO/IEC standards are examples of controlled vocabulafies with the
entit|es being identified and referenced through their ID codes, i.e., via their clause numbers.

Note|2 to entry: In a multilingual CV, the definition/term pairs in the languages used are deemed to He equivalent,
i.e., with respect to their-semantics.

Note|3 to entry: Fhe‘rulebase governing a CV may include a predefined concept system.
[SOURCE: ISO/IEC 15944-5:2008, 3.34]

3.28
dat
reinterpretable representation of information in a formalized manner suitable for communication,
interpretation, or processing

Note 1 to entry: Data can be processed by humans or by automatic means.
[SOURCE: ISO/IEC 2382:2015, 2122101]

3.29

data

<business transaction> representations of recorded information (3.110) that are being prepared or have
been prepared in a form suitable for use in a computer system

[SOURCE: ISO/IEC 15944-1:—, 3.14]
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3.30

data back-up
process (3.100) of duplicating and archiving data (3.28), often on a different storage medium (3.68), so
that it may be restored to its original state after a data loss event

Note 1 to ent

ry: The primary purpose of back-up is to recover data be it by data deletion or corruption.

Note 2 to entry: A secondary purpose of back-up is to be able to recover data from an earlier time according to a
predefined retention policy.

3.31
data conve

sion

process (3.1
format or r
the authent
as relevant

external cofistraints (3.45) nature including privacy protection (3.97) requirements,where the

involves per

00) of changing data (3.28), i.e., as set(s) of recorded information (SRI(s)) (3.128), from
bpresentation to another while maintaining the characteristics (3.14) of the SRls-inelu
icity, integrity, reliability and usability of the sets of recorded information (SRI(s)) as
information life cycle management (ILCM) (3.58) requirements, and especially those

sonal information (3.90)

one
ding
well
bf an
data

Note 1 to emtry: A characteristics of data conversion is a change in the format used for managing anpd/or

representing

EXAMPLE
HTML), from
approach or

Note 2 to ent]
[SOURCE: A

3.32
data eleme]
unit of datdq
values are s

[SOURCE: IS
3.33

data migration

process (3.1
existing chd
to another,
assuring th
usability of

Note 1 to ent

the contents of the SRI.

Data conversion resulting from a change in text processingsseftware (e.g. Microsoft Wo
one database software to another, from a non-data based soffwatre to a database based soft|
Vice-versa, etc.

ry: A data conversion does not change the content value‘ef the SRI(s).

dapted from CAN/CGSB-72.34-2005, 3.16 and 1S@.13008:2012, 3.5]

nt
(3.28) for which the definition (3.37))identification (3.50), representation and permis
pecified by means of a set of attributes (3.4)

0/IEC 15944-1:—, 3.15]

00) of moving data (3.28), i.e., as sets of recorded information (SRIs) (3.128) including
yracteristics (3.14)from one IT System (3.59), (e.g., hardware or software configura
as required by changes in an IT System configuration or as requested by the user, {
bt the SRI(s) Will remain addressable and that data authenticity, integrity, reliability
the SRI(s)4vill be maintained in the new environment

ry: Data‘migration does not change the content of the SRIs.

[SOURCE: A

rd to
ware

sible

their
tion)
vhile

and

dapted from [SO 13008:2012, 3.12]

3.34

data synchronization

<business transaction> process (3.100) of continuous harmonization of a set(s) of recorded information
(SRI(s)) (3.128) among all the parties to a business transaction (3.10) to ensure that the current state of
the content value(s) of such a set(s) of recorded information (SRI(s)) is the same in the IT systems (3.59) of
all the participating parties

[SOURCE: ISO/IEC 15944-8:2012, 3.35. Adapted from GS1 Global Traceability Standard (GDSN)
Glossary.]
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decision-making application
DMA

model (3.69) of that part of an Open-edi system (3.84) that makes decisions corresponding to the role(s)
(3.119) that the Open-edi Party (3.78) plays as well as the originating, receiving and managing data
(3.28) values contained in the instantiated information bundles (3.56) which is not required to be visible

to th

e other Open-edi Parties (OeP)

[SOURCE: ISO/IEC 14662:2010, 3.7]

3.36

2:2020(E)

de factotanguage

natu|
of ar
that

Note
and

Note

throgigh scenario(s), scenario attributes and/or scenario components, a,de facto language of a j

domq
[Sou

3.37
defi
repr
cond

[Sou

3.38
desi
repr

Note
and {

[SoU

3.39
eBu
busif
(3.1¢

Note

ral language (3.72) used in a jurisdictional domain (3.62) which has the propertiesand
official language in that jurisdictional domain without having formally been detlafted
iurisdictional domain

1 to entry: A de facto language of a jurisdictional domain is often established through lq
ustom.

2 to entry: Unless explicitly stated otherwise and for the purposes of modelling a busines;

in is assumed to have the same properties and behaviours of an official language.

RCE: ISO/IEC 15944-5:2008, 3.42]

hition
bsentation of a concept by a descriptive statemient which serves to differentiate it fi

epts

RCE: ISO 1087-1:2000, 3.3.1]

gnation

bsentation of a concept by a sign.which denotes it

1 to entry: In terminology work three types of designations are distinguished: symbols,
erms.

RCE: ISO/IEC 15944:2:2015, 3.79.]

finess

pess transaction (3.10), involving the making of commitments (3.20), in a defined collabo

), among Persons (3.89) using their IT systems (3.59), according to Open-edi standards (.

1 to'entry: eBusiness can be conducted on both a for-profit and not-for-profit basis.

behaviours
| as such by

ng term use

transaction
urisdictional

rom related

appellations

ration space
B3.82)

Note

<4 10 entry: A Key distinguisning aspect oI ebusIiness IS that It Involves the makKing or comimit

ent(s) of any

kind among the Persons in support of a mutually agreed upon goal, involving their IT systems, and doing so
through the use of EDI (using a variety of communication networks including the internet).

Note 3 to entry: eBusiness includes various application areas such as e-commerce, e-administration, e-logistics,
e-government, e-medicine, e-learning, etc.

Note 4 to entry: The equivalent French language term for “eBusiness” is always presented in its plural form.

[SOURCE: ISO/IEC 15944-7:2009, 3.06]
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3.40

electronic address

address (3.1) used in a recognized electronic addressing scheme (telephone, telex, IP, etc.), to which
recorded information (3.110) item(s) and/or business object(s) (3.8) can be sent to or received from a contact

[SOURCE: ISO/IEC 15944-2:2015, 3.32]

3.41
electronic data interchange
EDI
automated exchange of any predefined and structured data (3.28) for business (3.7) purposes among
informatiorsystents of two ormore Persons {3:89)

Note 1 to entlry: This definition includes all categories of electronic business transactions.
[SOURCE: I§O/IEC 14662:2010, 3.8]

3.42
electronic signature
signature that consists of one or more letters, characters, numbers or other symbols in digital form
incorporateld in, attached to or associated with a particular digital/electroniciset of recorded informdtion
(SRI) (3.128))

Note 1 to entlry: A Person signature may be in the form of an electronic signature or not.
[SOURCE: Adapted from PIPEDA, Part 2, section 31(1); CAN/CGSB-72.34-2005, 3.28.]

3.43

entity
any concretfe or abstract thing that exists, did exist%or might exist, including associations arhong
these thingp

EXAMPLE A person, object, event, idea, process, etc.
Note 1 to entlry: An entity exists whether data about it are available or not.
[SOURCE: I§O/IEC 2382:2015, 2121433}

3.44
expungement
process (3.1D0) of ensuring complete elimination, wiping out, destroying, or obliteration of any recdrded
information|(3.110) [or setsofrecorded information (SRIs)] (3.128), often including the medium (3.68) on
which it is recorded, so thatthere can be no reconstruction of any its contents in whole or in part

3.45
external cgnstraint
constraint (B.238)which takes precedence over internal constraints (3.60) in a business transaction (3.10),
i.e., is external'to those agreed upon by the parties to a business transaction

Note 1 to entry: Normally external constraints are created by law, regulation, orders, treaties, conventions or
similar instruments.

Note 2 to entry: Other sources of external constraints are those of a sectoral nature, those which pertain to
a particular jurisdictional domain or a mutually agreed to common business conventions, (INCOTERMS,
exchanges, etc.).

Note 3 to entry: External constraints can apply to the nature of the good, service and/or right provided in a
business transaction.

Note 4 to entry: External constraints can demand that a party to a business transaction meet specific
requirements of a particular role.

EXAMPLE1 Only a qualified medical doctor may issue a prescription for a controlled drug.
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EXAMPLE 2 Only an accredited share dealer may place transactions on the New York Stock Exchange.
EXAMPLE 3  Hazardous wastes may only be conveyed by a licensed enterprise.

Note 5 to entry: Where the information bundles (IBs), including their semantic components (SCs) of a business
transaction are also to form the whole of a business transaction, (e.g., for legal or audit purposes), all constraints
are required to be recorded.

EXAMPLE4  There may be a legal or audit requirement to maintain the complete set of recorded information
pertaining to a business transaction, i.e., as the Information Bundles exchanged, as a record.

Note 6 to entry: A minimum external constraint applicable to a business transaction often requires one to
diffe; tate—t ePersontethatisapartytoabusiresstransactiontsanindtviduatberganization, or
public administration. For example, privacy rights apply only to a Person as an individual.

[SOYRCE: ISO/IEC 15944-1:—, 3.23]

3.46
formal description technique
FDT
specffication method based on a description language (3.63) using rigorous and unambiglious (3.141)
ruled (3.120) both with respect to developing expressions in the_language (formal dyntax) and
interfpreting the meaning of these expressions (formal semantics)

[SOURCE: ISO/IEC 14662:2010, 3.9]

3.47
fungtional service view
FSV
perspective of business transactions (3.10) limitéd\to those information technology intefoperability
aspelcts of IT Systems (3.59) needed to support thé-execution of Open-edi transactions (3.85)

[SOYRCE: ISO/IEC 14662:2010, 3.10]

3.48
humlan interface equivalent
HIE
representation of the unambiguous (3.141) and IT-enabled semantics of an IT interface equjvalent (in a
business transaction (3.10)),(often the ID code (3.49) of a coded domain (3.17) (or a composite identifier
(3.21)), in a formalized mahner suitable for communication to and understanding by humans

Note|1 to entry: Humah_ihterface equivalents can be linguistic or non-linguistic in nature but thgir semantics
remdin the same altheugh their representations may vary.

Note|2 to entryidnrmost cases there will be multiple human interface equivalent representations af required to
meet]localization requirements, i.e., those of a linguistic, jurisdictional, and/or sectoral nature.

Note|3 to entry: Human interface equivalents include representations in various forms or formats [in addition to
writfen.téxt those of an audio, symbol (and icon) nature, glyphs, image, etc.].

[SOURCE: ISO/IEC 15944-2:2015, 3.35]

3.49

ID code

identifier assigned by the coded domain source Authority (cdSA) (3.18) to a member of a coded domain
(317)ID

Note 1 to entry: ID codes should be unique within the registration schema of that coded domain.

Note 2 to entry: Associated with an ID code in a coded domain can be: (a) one or more equivalent codes; or, (b) one
or more equivalent representations, especially those in the form of human equivalent (linguistic) expressions.

Note 3 to entry: Where an entity as a member of a coded domain is allowed to have more than one ID code, i.e., as
equivalent codes (possibly including names), one of these should be specified as the pivot ID code.
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Note 4 to entry: A coded domain may contain ID codes pertaining to entities which are not members as peer
entities, i.e., have the same properties and behaviours, such as ID codes which pertain to predefined conditions
other than member entities. If this is the case, the rules governing such exceptions should be predefined and

explicitly stated.

EXAMPLE

Note 5 to ent

(1) The use of an ID code "0" (or "00", etc.), for “Other”; (2) the use of an ID code "9" (or "99") for
“Not Applicable”; (3) the use of “8” (or “98”) for “Not Known”; if required, (4) the pre-reservation of a series or set
of ID codes for use for user extensions.

ry: In UML modelling notation, an ID codes is viewed as an instance of an object class.

[SOURCE: ISO/IEC 15944-2:2015, 3.37]

3.50

identification

rule-based
element(s) (
or existencq

[SOURCE: IS

3.51
identifier
<business t
the applica]

Note 1 to ent]

brocess (3.100), explicitly stated, involving the use of one or more attributes (3.4), i.e.,
B.32), whose value (or combination of values) are used to identify uniquely the occurr
of a specified entity (3.43)

0/IEC 15944-1:—, 3.26]

Fansaction> unambiguous (3.141), unique and a linguistically)neutral value, resulting
ion of a rule-based identification (3.50) process (3.100)

data
ence

from

ry: Identifiers are required to be unique within the identification scheme of the issuing authority.

Note 2 to enftry: An identifier is a linguistically independent séquénce of characters capable of uniquely and
permanentlylidentifying that with which it is associated [see [S0.19135:2015 (4.1.5)].

[SOURCE: I§O/IEC 15944-1:—, 3.27]

3.52

individual

Person (3.89) who is a human being, i.e., a natural person, who acts as a distinct indivisible entity ($.43)
or is considered as such

[SOURCE: I§O/IEC 15944-1:—, 3.28]}

3.53

individual pccessibility

set of exterfal constraints (3145) of a jurisdictional domain (3.62) as rights of an individual (3.52) with
disabilities [to be able te.uise IT Systems (3.59) at the human, i.e., user, interface and the concomftant
obligation of a seller {3{125) to provide such adaptive technologies

Note 1 to entry: Adthough accessibility typically addresses users who have a disability, the concept is not lithited

to disability

Ssues:

EXAMPLE

Disabilities in the form of functional and cognitive limitations include: (a) people who are blind;
(b) people with low vision; (c) people with colour blindness; (d) people who are hard of hearing or deaf, i.e., are
hearing impaired; (e) people with physical disabilities; and, (f) people with language or cognitive disabilities.

[SOURCE: ISO/IEC 15944-5:2008, 3.60]

3.54

individual anonymity
state of not knowing the identity or not having any recording of personal information (3.90) on or about
an individual (3.52) as a buyer (3.13) by the seller (3.125) or regulator (3.116), (or any other party) to a
business transaction (3.10)

[SOURCE: ISO/IEC 15944-8:2012, 3.57]
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3.55

individual identity

ii

Person identity (Pi) (3.93) of an individual (3.52) consisting of the combination of the persona (3.95)
information and identifier used by an individual in a business transaction (3.10), i.e., in the making of any
kind of commitment (3.20)

[SOURCE: ISO/IEC 15944-8:2017, 3.59]

3.56

information bundle
IB
fornjal description of the semantics of the recorded information (3.110) to be exchanged |py Open-edi
partles (3.78) playing roles (3.119) in an Open-edi scenario (3.81)

[SOYRCE: ISO/IEC 14662:2010, 3.11]

3.57
information law
any law, regulation, policy, or code (or any part thereof) that requires.the creation, receipt, collection,
descfiption or listing, production, retrieval, submission, retention, storage, preservation or|destruction
of rgcorded information (3.110), and/or that places conditions on the access and use, corlfidentiality,
privacy, integrity, accountabilities, continuity and availability of the processing, rdproduction,
distfibution, transmission, sale, sharing or other handling of recorded information

[SOURCE: ISO/IEC 15944-8:2012, 3.62]

3.58
information life cycle management
ILCM
serigs of actions and rules (3.120) governingcthe management and its electronic data interdhange (EDI)
(3.41) of set(s) of recorded information (SRIs) (3.128) under the control of (3.142) a Person (3.89) from its
creation to final disposition, including. expungement (3.44), in compliance with applicable|information
law (3.57) requirements

Note|1 to entry: The inclusion of infdrmation law brings into this definition all the resulting varioug information
manggement requirements and.related activities.

3.59
information technolegy'system
IT System

set df one or moré.computers, associated software, peripherals, terminals, human operatidns, physical
procpsses (3.100),information transfer means, that form an autonomous whole, capable of|performing
infofmation priocessing and/or information transfer

[SOYRGE:ISO/IEC 14662:2010, 3.13]

3.6
internal constraint

constraint (3.23) which forms part of the commitment(s) (3.20) mutually agreed to among the parties to
a business transaction (3.10)

Note 1 to entry: Internal constraints are self-imposed. They provide a simplified view for modelling and re-use
of scenario components of a business transaction for which there are no external constraints or restrictions to
the nature of the conduct of a business transaction other than those mutually agreed to by the buyer and seller.

[SOURCE: ISO/IEC 15944-1:—, 3.33]
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3.61

IT-enablement

transformation of a current standard (3.137) used in business transactions (3.10), (e.g., coded domains
(3.17)), from a manual to computational perspective so as to be able to support commitment (3.20)
exchange and computational integrity (3.22)

[SOURCE: ISO/IEC 15944-5:2008, 3.65]

3.62

jurisdictional domain

jurisdiction, recognized in law as a distinct legal and/or regulatory framework, which is a source of
external cor f ' ' i [ 3.20)

among Perspns including any aspect of a business transaction (3.10)

Note 1 to enfry: The pivotal jurisdictional domain is a United Nations (UN) recognized member. state. Frjom a
legal and sovlereignty perspective they are considered peer entities. Each UN member state, (a.k.a..country] may
have sub-administrative divisions as recognized jurisdictional domains, (e.g., provinces, territories, cantons,
lander, etc.), ps decided by that UN member state.

Note 2 to enflry: Jurisdictional domains can combine to form new jurisdictional domains,*(e.g., through bilateral,
multilateral ind/or international treaties).

EXAMPLE European Union (EU), NAFTA, WTO, WCO, ICAO, WHO, Red Cross,ISO, IEC, ITU-T.
Note 3 to enffry: Several levels and categories of jurisdictional domains may-exist within a jurisdictional dorpain.

Note 4 to enfry: A jurisdictional domain may impact aspects of thec€Commitment(s) made as part of a busjness
transaction |ncluding those pertaining to the making, selling, afid)transfer of goods, services and/or rjights
(and resulting liabilities) and associated information. This is.independent of whether such an interchanjge of
commitments is conducted on a for-profit or not-for-profit basis\and/or includes monetary values.

Note 5 to enfry: Laws, regulations, directives, etc., issued'by a jurisdictional domain are considered as parts of
that jurisdicfional domain and are the primary sources of'external constraints on business transactions.

[SOURCE: I§0/IEC 15944-5:2008, 3.67]

3.63
language
system of signs for communicationgusually consisting of a vocabulary (3.144) and rules (3.120)

Note 1 to dntry: In this document, language refers to natural languages or special languages, buf not
"programmihg languages" or "artificial languages".

[SOURCE: 140 5127:2017,1.1.2.01]
3.64

legally recognized*name
LRN
persona asqocidted with a role (3.119) of a Person (3.89) recognized as having legal status and so

recognized in a jurisdictional domain (3.62) as accepted or assigned in compliance with the rules (3.120)
applicable of that jurisdictional domain, i.e., as governing the coded domain (3.17) of which the legally
recognized name (LRN) (3.64) is a member

Note 1 to entry: A LRN may be of a general nature and thus be available for general use in commitment exchange
or may arise from the application of a particular law, regulation, program or service of a jurisdictional domain
and thus will have a specified use in commitment exchange.

Note 2 to entry: The process of the establishment of a LRN is usually accompanied by the assignment of a unique
identifier.

Note 3 to entry: A LRN is usually a registry entry in a register established by the jurisdictional domain (usually

by a specified public administration within that jurisdictional domain) for the purpose of applying the applicable
rules and registering and recording LRNs (and possible accompanying unique identifiers accordingly).
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4 to entry: A Person may have more than one LRN (and associated LRN identifier).

[SOURCE: ISO/IEC 15944-5:2008, 3.72]

3.65
list
orde

red set of data elements (3.32)

[SOURCE: ISO/IEC 15944-5:2008, 3.73]

3.66

localization

2:2020(E)

pert
cons
(3.13
geop
right

requfirements; and/or, (f) safety or health requirements

Note
[SOU

3.67
loca
place

[SoU
3.68

medlium

physg
reco
can |

Note
and/|
(inte
anim

Note
requ

Note
the p
being

Note

hining to or concerned with anything that is not global and is bound through spec
traints (3.23) of: (a) a linguistic nature including natural language (3.72) and specid
10) and associated multilingual requirements; (b) jurisdictional nature, i.e |legal,
olitical, etc.; (c) a sectoral nature, i.e., industry sector, scientific, professianal,’ etc.; (
s nature, i.e., privacy, disabled/handicapped persons, etc.; (e) consumer (3.24)

1 to entry: Within and among "locales", interoperability and harmonization objectives also apy

RCE: ISO/IEC 15944-5:2008, 3.75]

fion
e, either physical or electronic, that can be defined as atvaddress (3.1)

RCE: ISO/IEC 15944-2:2015, 3.50]

ical material which serves as a functional unit, in or on which information or data (3.28)
rded, in which information or data can be retained and carried, from which informa
be retrieved, and which is non-volatile in nature

1 to entry: This definition is independent of the material nature on which the informatioi
br technology used to record the information, (e.g., paper, photographic, (chemical), magneti
brated circuits), as well as-other categories no longer in common use such as vellum, parchme
al skins), plastics, (e.g., bakelite or vinyl), textiles, (e.g., linen, canvas), metals, etc.).

2 to entry: The ing¢hision of the "non-volatile in nature" attribute is to cover latency and reco
rements.

3 to entry: This definition of medium is independent of: (a) the form or format of recorded inf
hysical dinfension and/or size; and, (c) any container or housing that is physically separate fi
F housedand without which the medium can remain a functional unit.

4<o,entry: This definition of medium also captures and integrates the following key propse

brtv of medium as a material in or on which information or data can be recorded and retri

fied sets of
I languages
regulatory,
d) a human

behaviour

ly.

isnormally
fion or data

is recorded
r, optical, ICs
nt (and other

rds retention

rmation; (b)
rfom material

rties: (a) the

prop

eved; (b) the

propert

;7 of storage; (c) the property of physical carrier; (d) the property of physical manifestation,

i.e., material;

(e) the property of a functional unit; and, (f) the property of (some degree of) stability of the material in or on
which the information or data is recorded.

[SOURCE: ISO/IEC 15944-1:—, 3.34]

3.69

model
abstraction of some aspect of reality

[SOURCE: ISO 19115:2014, 4.9]
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3.70

multilingualism

ability to support not only character sets (3.15) specific to a (natural) language (or family of languages
(3.63)) and associated rules (3.120) but also localization (3.66) requirements, i.e., use of a language from
jurisdictional domain (3.62), sectoral and/or consumer (3.24) marketplace perspectives

[SOURCE: ISO/IEC 15944-5:2008, 3.82]

3.71
name
designation (3.38) of an object (3.73) by a linguistic expression

[SOURCE: I§0/IEC 15944-1:—, 3.35.]

3.72
natural language

language (3163) which is or was in active use in a community of people, and the rules.(3.120) of w
are mainly fleduced from the usage

hich

[SOURCE: 140 5127:2017, 3.1.5.2]

3.73
object

anything pdrceivable or conceivable

Note 1 to ent| Fsion

ratio, a proje

I'y: Objects may be material (e.g., engine, a sheet of paper,a diamond), or immaterial (e.g., conve
ct play) or imagined, (e.g., a unicorn).

[SOURCE: I§0 1087-1:2000, 3.1.1]

3.74
object class$
set of ideas,|abstractions, or things in the real world that can be identified with explicit boundaries
meaning and whose properties (3.102) and behaviour follow the same rules (3.120)

and

[SOURCE: I§O/IEC 11179-1:2015, 3.3.18]

3.75

official language

external cof
(3.62) for of

use in comrnunication(s) either: (a) within that jurisdictional domain; and/or, (b) among such Per

where such

Note 1 to ent
acceptable n

Note 2 to ent]

straint (3.45) in théxform of a natural language (3.72) specified by a jurisdictional do
ficial use by Persons (3.89) forming part of and/or subject to that jurisdictional domai

communications are recorded information (3.110) involving commitment(s) (3.20)

ry: Unless official language requirements state otherwise, Persons are free to choose their muf]
htural fanguage and/or special language for communications as well as exchange of commitme

main
n for
sons,

ually
hts.

. Ajurisdictional domain decides whether or not it has an official language. If not, it will havg

ade

facto language.

Note 3 to entry: An official language(s) can be mandated for formal communications as well as provision of goods
and services to Persons subject to that jurisdictional domain and for use in the legal and other conflict resolution
system(s) of that jurisdictional domain, etc.

Note 4 to entry: Where applicable, use of an official language may be required in the exercise of rights and
obligations of individuals in that jurisdictional domain.

Note 5 to entry: Where an official language of a jurisdictional domain has a controlled vocabulary of the nature
of a terminology, it may well have the characteristics of a special language. In such cases, the terminology to be
used is required to be specified.

Note 6 to entry: For an official language, the writing system(s) to be used shall be specified, where the spoken
use of a natural language has more than one writing system.
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EXAMPLE1 The spokenlanguage of use of an official language may at times have more than one writing system.
For example, three writing systems exist for the Inuktitut language. Canada uses two of these writing systems,
namely, a Latin-1 based (Roman), the other is syllabic-based. The third is used in Russia and is Cyrillic based.

EXAMPLE 2  Norway has two official writing systems, both Latin-1 based, namely, Bokmal (Dano-Norwegian)
and Nynorsk (New Norwegian).

Note 7 to entry: A jurisdictional domain may have more than one official language but these may or may not have
equal status.

EXAMPLE 3  Canada has two official languages, Switzerland has three, while the Union of South Africa has
eleven official languages.

Note|8 to entry: The BOV requirement of the use of a specified language will place that requiremerjt on any FSV
suppprting service.

EXAMPLE4 A BOV requirement of Arabic, Chinese, Russian, Japanese, Korean, etc., @s,an offi¢ial language
requjres the FSV support service to be able to handle the associated character sets.

[SOURCE: ISO/IEC 15944-5:2008, 3.87]

3.76
Opeh-edi
electfronic data interchange (3.41) (EDI) among multiple autonomg@us Persons (3.89) to acgomplish an
explcit shared business (3.7) goal according to Open-edi standards’/(3.82)

[SOURCE: ISO/IEC 14662:2010, 3.14]

3.77
Opeh-edi disposition
process (3.100) governing the implementation¢ofiformally approved records retention, [destruction
(or gxpungement (3.44)) or transfer of recorded information (3.110) under the control ¢f (3.142) a
Persgn (3.89) which are documented in a records scheduling and disposition authority(ie§) or similar
instfument of the organization (3.86)

Note|1 to entry: Within an organization;“Open-edi disposition shall be in accordance and compliant with the
applicable Open-edi records retention«(@eRR) and disposal schedule (RRDS) of the organization.

[SOYRCE: ISO/IEC 15944-5:2008, 3.90]

3.78
Open-edi party
OeP
Persgn (3.89) that\participates in Open-edi (3.76)

Note| 1 to entry: Often referred to generically in this and other eBusiness standards, (e.g., jparts of the
ISO/IEC 15944 series) as party or parties for any entity modelled as a Person as playing a rolg in Open-edi
scenarios.

3.79

Open-edi record retention

OeRR

specification of a period of time that a set of recorded information (SRI) (3.128) is required to be kept by
a Person (3.89) in order to meet operational, legal, regulatory, fiscal or other requirements as specified
in the external constraints (3.45) (or internal constraints (3.60)) applicable to a Person who is a party to
a business transaction (3.10)

[SOURCE: ISO/IEC 15944-5:2008, 3.92]
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3.80

Open-edi registry item

OeRI

recorded information (3.110) within a registry (3.115) relating to a specific Open-edi scenario (3.81) or
scenario components (3.124) of a scenario (3.122) including linkage information to a scenario content

[SOURCE: ISO/IEC 15944-2:2015, 3.70]

3.81

Open-edi scenario

OeS

formal speq
[SOURCE: IS

3.82
Open-edi s
standard (3]

[SOURCE: IS

3.83
Open-edi s
OeSI
model (3.69
with the de
transactions

[SOURCE: IS

3.84

Open-edi s
information
in Open-edi

[SOURCE: IS

3.85
Open-edi ti
business tra

[SOURCE: IS

ification of a ctass of business tramsactions ( 3-10) raving thesame business 3-7 ) goat

O/IEC 14662:2010, 3.18]

fandard
137) that complies with the Open-edi (3.76) reference model

O/IEC 14662:2010, 3.19]

ipport infrastructure

) of the set of functional capabilities for Open-edi systents (3.84) which, when taken toge
cision-making applications (3.35), allows Open-edi (3.76) parties to participate in Ope
(3.85)

O/IEC 14662:2010, 3.20]

ystem
technology system (IT system) (3.59)Which enables an Open-edi party (3.78) to partic
transactions (3.85)

O/IEC 14662:2010, 3.22]

ransaction
hsaction (3.10) thatis\in compliance with an Open-edi scenario (3.81)

O/IEC 14662:2010, 3.23]

3.86
organizati

n

unique franpework.of authority within which a person or persons act, or are designated to act, tow
some purpdse

ther
h-edi

pate

ards

Note 1 to entry: The kinds of organizations covered by this International Standard include the following

examples:
EXAMPLE 1
EXAMPLE 2

An organization incorporated under law.

An unincorporated organization or activity providing goods, services and/or rights inclu

ding:

(a) partnerships; (b) social or other non-profit organizations or similar bodies in which ownership or control is
vested in a group of individuals; (c) sole proprietorships; and, (d) governmental bodies.

EXAMPLE 3

Groupings of the above types of organizations where there is a need to identify these in
information interchange.

[SOURCE: ISO/IEC 15944-1:—, 3.44.]
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organization part
any department, service or other entity (3.43) within an organization (3.86), which needs to be
identified for information interchange

[SOURCE: ISO/IEC 6523-1:1998, 3.2]

3.88

organization Person
organization part (3.87) which has the properties (3.102) of a Person (3.89) and thus is able to make
commitments (3.20) on behalf of that organization (3.86)

2:2020(E)

Note

Note
inag

Note
Note
[SOU

3.89
Pers
entit]
mak
for if

Note

termfnology used in competent jurisdictional domains.

Note
diffe

Note
one

administration.

[soU

3.90
perg
PI

any
elect

EXAI
addr

1 to entry: An organization can have one or more organization Persons.

2 to entry: An organization Person is deemed to represent and act on behalf of the organizatioi
pecified capacity.

3 to entry: An organization Person can be a natural person such as an employee erdfficer of the

4 to entry: An organization Person can be a legal person, i.e., another organization.

RCE: ISO/IEC 15944-1:—, 3.46]
on
y (3.43), i.e., a natural or legal person, recognized by law as having legal rights and du

e commitment(s) (3.20), assume and fulfil resulting ébligation(s), and able of being held
s action(s)

1 to entry: Synonyms for "legal person” include "artificial person”, "body corporate”, etc., depsg
2 to entry: Person is capitalized to indicate'that it is being used as formally defined in the stan
‘entiate it from its day-to-day use.

3 to entry: Minimum and commomn\external constraints applicable to a business transaction

and to do so

rganization.

ties, able to
hccountable

nding on the

dards and to

ften require

o differentiate among three common sub-types of Person, namely individual, organization, and public

RCE: ISO/IEC 14662:2010, 3.24]

onal information

nformatidr-on or about an identifiable individual (3.52) that is recorded in any fory
ronically.or on paper

VIPLE Recorded information about an individual’s religion, age, financial transactions, me
pss,'or blood type.

n, including

dical history,

[SOURCE: ISO/IEC 15944-5:2008, 3.103]
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391

personal information controller

PIC

organization Person (3.88) authorized and so formally designated by the organization (3.86) to ensure
that personal information (3.90) remains (fully) under the control of (3.142) the organization and
ensures its privacy protection transactional integrity (PPTI) (3.99) in compliance with applicable privacy
protection (3.97) requirements including in any use by the organization of agents (3.2) and/or third
parties (3.139) in support of a business transaction(s) (3.10)

Note 1 to entry: The primary role and responsibility pertain to and focus on ensuring that: (a) personal
information remains under the control of the organization; and, (b) required ILCM aspects are implemented

in a verifiab
(processing

Note 2 to ent]

anagentand
(rights) of th

Note 3 to ent
in the role of]

Note 4 to en
the same org

those pertaifing to corporate information law compliance, responsibility forcorporate internal constraints

as informati

3.92
personal in
PIP

any collecti
(3.127) inc
individual (|

particular ajn organization (3.86) or public administration (3.105) and as such to which privacy prote

(3.97) requti

Note 1 to ent]
(and parties
actualization
individual w

Note 2 to en|

more than onje instantiated basiness transaction.

€ manner. A PIC alSo bridges the BOV-To-FSV WIth respect to ail aspects of information nan
ind EDI) of personal information of IT system(s) of an organization.

ry: A PIC has a defined set of responsibilities which can be “outsourced” should a seller.decide t
or third party based on a contractual agreement to ensure that the privacy protectigh/requiren
e buyer as an individual are fully supported.

I'y: An organization may authorize and designate its privacy protection officerPPO) to also fun|
its personal information controller (PIC).

ry: A privacy protection officer (PPO) is a role of an officer in an organization. It may well be

n/records management, security, etc.

formation profile

pn of personal information (PI) (3.90) or aggnregation of sets of personal information |
uding associated identifiers, linkages and/or associations, on or about an identif]
B.52) being collected, retained, managed, used, etc., by any other Person (3.89) ar

rements apply including those of aJZCM (3.58) nature

ry: A personal information profile)PIP) includes any personal information (PI) created by the
acting on its behalf such as anmagent) in the instantiated business transaction, (e.g., in the
phase assigning an applicable warranty for the good, service and/or right purchased to an
here the original buyer (as*an individual) “gifts” the good to another individual.

try: A personal informiation profile (PIP) often includes personal information (PI) resulting

dling

D use
hents

ction

that

anization Person is assigned responsibility for more than one role-within an organization inclyiding

such

SPIs)
able
d in
ction

eller
post-
bther

from

3.93

Person identity

Pi

combinatiofn of ‘pérsona (3.95) information and identifier (3.51) used by a Person (3.89) in a busjness

transaction [(3.10)

[SOURCE: ISO/IEC 15944-1:—, 3.49]

3.94

Person signature
signature, i.e., a name (3.71) representation, distinguishing mark or usual mark, which is created by

and pertain

s to a Person (3.89)

[SOURCE: ISO/IEC 15944-1:—, 3.50]
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persona
set of data elements (3.32) and their values by which a Person (3.89) wishes to be known and thus
identified in a business transaction (3.10)

[SOURCE: ISO/IEC 15944-1:—, 3.51]

3.96

principle
fundamental, primary assumption and quality which constitutes a source of action determining
particular objectives or results

Note
Note
Note

EXA]J
[SOU

3.97
priv|
set d
(3.11
the
infon

Note
i.e, t
purp

Note
infor
infor

Note
requ
agen

[SOURCE: ISO/IEC 1592#-5:2008, 3.109]

3.98

privpacy protection officer

PPO
orga
entr

1 to entry: A principle is usually enforced by rules that affect its boundaries.

2 to entry: A principle is usually supported through one or more rules.

3 to entry: A principle is usually part of a set of principles which together form a unified whole
IPLE Within a jurisdictional domain, examples of a set of principles includea'charter, a con

RCE: ISO/IEC 15944-2:2015, 3.81]

acy protection
f external constraints (3.45) of a jurisdictional domain, (3:62) pertaining to recorded

reation, collection, management, retention, accessiand use and/or distribution of su
imation about that individual including its accuraey, fimeliness, and relevancy

1 to entry: Recorded information collected or created for a specific purpose on an identifiab
pse without the explicit and informed consent'of the individual to whom the recorded informat
2 to entry: Privacy protection requirements include the right of an individual to be able to view
mation is accurate and up-to-dates

3 to entry: Where jurisdictional domains have legal requirements which override privad

rements these are requifed 'to be specified, (e.g., national security, investigations by law
Cies, etc.).

Lization Person (3.88) authorized by the organization (3.86) to act on behalf of that orga
1sted by the organization as the officer responsible for the overall governance and imp

2:2020(E)

titution, etc.

information

|0) on or about an identifiable individual (3.52), i.e., personal information (3.90), with respect to

ch recorded

e individual,

he explicitly shared goal of the business transaction involving an individual, shall not be usedl for another

ion pertains.

the recorded

mation about him/herself and to requést corrections to the same in order to ensure that sfich recorded

ly protection
enforcement

nization and
ementation

of tH

i tecti (3971 i ts £ infe ti Iife ) £t (3
e p}"lvnf‘}l prnvorvrnn t -+ rnquIrnmnn S or rnjnrmnvrnn DD f‘}II‘D mnnngomonv t 8) not Only

within that organization but also with respect to any electronic data interchange (3.41) of personal
information (3.90) on the individual (3.52) concerned with parties to the business transaction (3.10),
including a regulator (3.116) where required, as well as any agents (3.2), third parties (3.139) involved
in that business transaction

[SOURCE: ISO/IEC 15944-8:2012, 3.115]
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3.99

privacy protection transactional integrity

PPTI

process (3.100) of ensuring that the seller (3.125) ensures that data synchronization (in business
transaction) (3.34) requirements among the IT systems (3.59) of all parties to a business transaction (3.10)
conform to, and are compliant with, applicable privacy protection (3.97) requirements (PPR) of (all) the
jurisdictional domain(s) (3.62) applicable to that instantiated business transaction where and whenever
such a business transaction involves a buyer (3.13) as an individual (3.52), i.e., whenever any part of the
recorded information (3.110) of that business transaction involves personal information (PI) (3.90)

Note 1 to entry: The concept and requirement of transactional integrity which focuses on EDI among IT systems
is based on the requirements for referential integrity within an I'T system of an organization.

3.100

process
series of adtions or events taking place in a defined manner leading to the accomplishment af an
expected result

[SOURCE: I§O/IEC 15944-1:—, 3.53]

3.101
processing|of personal information
any operatipn or set of operations which is performed upon personal.information (3.90), whethér or
not by automatic means, such as collection, recording, organizationystorage, adaptation or alteration,
retrieval, cqnsultation, use, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, blocking, erasure, destruction, or expungement of such personal informgtion

[SOURCE: I§0/IEC 15944-8:2012, 117]

3.102
property
peculiarity fommon to all members of an object class (3.74)
[SOURCE: I140/1IEC 15944-5:2008, 3.111]

3.103
pseudonym
use of a pefsona or other identifier by an individual (3.52) which is different from that used by the
individual (3.52) with the intention.that it be not linkable to that individual (3.52)

[SOURCE: I§0/IEC 15944-8:2012, 3.119]

3.104

pseudonymnpization
particularl:ckpe of anonymization (3.3) that removes the association with an individual (3.52) and pdds
an association,Between a particular set of characteristics (3.14) relating to the individual and one more
pseudonym [3.103)

[SOURCE: ISO/IEC 15944-8:2012, 3.120.]

3.105

public administration

entity (3.43), i.e., a Person (3.89), which is an organization (3.86) and has the added attribute (3.4) of
being authorized to act on behalf of a regulator (3.116)

[SOURCE: ISO/IEC 15944-1:—, 3.54]
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3.106

public policy

category of external constraints (3.45) of a jurisdictional domain (3.62) specified in the form of a right
of an individual (3.52) or a requirement of an organization (3.86) and/or public administration (3.105)
with respect to an individual pertaining to any exchange of commitments (3.20) among the parties
concerned involving a good, service and/or right including information management and interchange
requirements

Note 1 to entry: Public policy requirements may apply to any one, all or combinations of the fundamental
activities comprising a business transaction, i.e., planning, identification, negotiation, actualization and post-
actualization (see further ISO/IEC 15944-1:—, 6.3).

Note|2 to entry: Itis up to each jurisdictional domain to determine whether or not the age of an indivitliual qualifies
a public policy requirement, (e.g., those which specifically apply to an individual under the agelof thirteen as a
child]), those which require an individual to have attained the age of adulthood, (e.g., 18 years,or 21|years of age)
of an|individual to be able to make commitments of a certain nature.

Note|3 to entry: Jurisdictional domains may have consumer protection or privacy protection requirgments which
apply specifically to individuals who are considered to be children, minors, etc., i.e;)those who have not reached
their[18th or 21st birthday according to the rules of the applicable jurisdictional domain.

[SOURCE: ISO/IEC 15944-5:2008, 3.113]

3.107
publicly available personal information
PAP
personal information (3.90) about an individual (3.52) that'the individual knowingly makes of permits to
be njade available to the public, or is legally obtained and accessed from: (1) government fecords that
are dvailable to the public; or, (2) information required by law to be made available to the ppblic

EXAMPLE1 Personal information which an individual knowingly makes or permits to be made available
include public telephone directories, advertiseménts in newspapers, published materials, postings ¢f this nature
on the internet, social media, etc.

EXAMPLE 2  Government records that.are publicly available include registers of individuals whq are entitled
to vdte, buy or sell a property, or any(other personal information that a jurisdictional domain r¢quires to be
publicly available, etc.

[SOYRCE: ISO/IEC 15944-8:2012, 3.123]

3.1(()f3

recagnized individualidentity
rii
indiVidual identify(ii) (3.55) established to the extent necessary for the specific purpose ¢f a business
tranfaction (3-10)

[SOURCE:1SO/IEC 15944-8:2012, 3.124]

3.109
recognized Person identity

rPi

Person identity (Pi) (3.93), established to the extent necessary for a specific purpose in a business
transaction (3.10)

[SOURCE: ISO/IEC 15944-1:—, 3.56]

3.110

recorded information

information that is recorded on or in a medium (3.68) irrespective of form, recording medium or
technology used, and in a manner allowing for storage and retrieval

Note 1 to entry: This is a generic definition and is independent of any ontology, (e.g., those of "facts" versus "data"
versus "information" versus "intelligence" versus "knowledge", etc.).
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Note 2 to entry: Through the use of the term "information," all attributes of this term are inherited in this
definition.

Note 3 to entry: This definition covers: (a) any form of recorded information, means of recording, and any
medium on which information can be recorded; and, (b) all types of recorded information including all data
types, instructions or software, databases, etc.

[SOURCE: ISO/IEC 15944-1:—, 3.56]

3.111
register
set of files containing identifiers assigned to items with descriptions of the associated items

[SOURCE: I§0 19135-1:2015, 4.1.9]

3.112
registratiopn
rule-based process (3.100), explicitly stated, involving the use of one or more datd>elements (3.32),
whose valu¢ (or combination of values) is used to identify uniquely the results of assigning an Opep-edi
registry item (OeRI) (3.80)

[SOURCE: I§0/IEC 15944-2:2015, 3.95]

3.113
registration authority
RA
Person (3.89) responsible for the maintenance of one or more registration schemas (RS) (3.114) inclyding
the assignnjent of a unique identifier for each recognized entity/(3.43) in a registration schema (RS)

[SOURCE: I§0/IEC 15944-1:—, 3.57]

3.114
registration schema
RS
formal definition (3.37) of a set of rules (3.120) governing the data (3.28) fields for the descriptipn of
an entity (3.43) and the allowable contents’ of those fields, including the rules for the assignmeht of
identifiers (3.51)

[SOURCE: I§0/IEC 15944-1:—, 3.58}

3.115
registry
informatiorn] system on which a register (3.111) is maintained

[SOURCE: I§O/IEC 15944-2:2015, 3.99]

3.116
regulator
Person (3.89] who has authority to prescribe external constraints (3.45) which serve as principles
(3.96), policies or rules (3.120) governing or prescribing the behaviour of Persons involved in a business
transaction (3.10) as well as the provisioning of goods, services, and/or rights interchanged

[SOURCE: ISO/IEC 15944-1:—, 3.59]

3.117

regulatory business transaction

RBT

class of business transactions (3.10) for which the explicitly shared goal has been established and
specified by a jurisdictional domain (3.62), as a Person (3.89) in the role (3.119) of a regulator (3.116)

Note 1 to entry: A regulatory business transaction (RBT) can itself be modelled as a stand-alone business
transaction and associated scenario(s).

24 © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=bab6c93d8b0da1df2f8f5a9a7f8d9e4c

EXAMPLE

ISO/IEC 15944-1

2:2020(E)

The filing of a tax return, the making of a customs declaration, the request for and issuance of

a licence, the provision of a specified service of a public administration, a mandatory filing of any kind with a
regulator, etc.

Note 2 to entry: A regulatory business transaction (modelled as a scenario) can form part of another business
transaction.

Note 3 to entry: A RBT may apply to a seller only, a buyer only or both, as well as any combination of parties to a
business transaction.

Note

4 to entry: A RBT may require or prohibit the use of an agent or third party.

Note
or rig

[sou

3.11
rete
leng

[SOU

3.11
role
spec
edip

[SOU
3.12

rule
state

Note
objeq

Note

Note
the ¢
trans
proc
them

Note
Rule

EXA]

510 emtry: ATegulatory DUSINESS transaction (RB T J Ay De SPecific to the Nature of the goodq, 3
ht forming part of a business transaction.

RCE: ISO/IEC 15944-5:2008, 3.124]

B
ntion period
th of time for which data (3.28) on a data medium (3.68) is to be preserved

RCE: ISO/IEC 15944-5:2008, 3.136]
D

ification which models an external intended behaviourk(as allowed within a scenario)
arty (3.78)

RCE: ISO/IEC 14662:2010, 3.25]
0

ment governing conduct, procedure, conditions and relations

1 to entry: Rules specify conditions.that should be complied with. These may include reld
ts and their attributes.

2 to entry: Rules are of a mandatory or conditional nature.

xpected behaviour(s)wof+the parties involved as seen by other parties involved in (electro

bssable meaning;-ies, the semantics of data; and, (b) the order and behaviour of the infor
selves.

4 to entry=Rules should be clear and explicit enough to be understood by all parties to a business
also shiould be capable of being able to be specified using a using a formal description techniq

VIRLE A current and widely used FDT is "unified modelling language (UML)".

ervices and/

of an Open-

tions among

3 to entry: In Open-edi, rules formally specify the commitment(s) and role(s) of the parties involved, and

hic) business

actions. Such rules-are applied to: (a) content of the information flows in the form of precise aﬂ;d computer-

ation flows

transaction.
e(s) (FDTs).

[SOURCE: ISO/IEC 15944-2:2015, 3.101]

3.12

1

rulebase
pre-established set of rules (3.120) which interwork and which together form an autonomous whole

Note

1 to entry: One considers a rulebase to be to rules as database is to data.

[SOURCE: ISO/IEC 15944-2:2015, 3.102]
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3.122
scenario
formal specification of a class of business (3.7) activities having the same business goal

[SOURCE: ISO 9735-1:2002, 4.89]

3.123

scenario attribute

formal specification of information, relevant to an Open-edi scenario (3.81) as a whole, which is neither
specific to roles (3.119) nor to Information Bundles (3.56)

[SOURCE: ISOHEC14662:2010,-3-26]

3.124
scenario cgmponent
one of the three fundamental elements of a scenario, namely role (3.119), information bundle’(3.56)} and
semantic commponent (3.126)

[SOURCE: I§0/IEC 15944-2:2015, 3.104]

3.125
seller
Person (3.89) who aims to hand over voluntarily or in response to a demand, a good, service arld/or
right to anofther Person and in return receives an acceptable equivalent)value, usually in money, fof the
good, servide and/or right provided

[SOURCE: I§0/IEC 15944-1:—, 3.62]

3.126
semantic component
SC
unit of recolded information (3.110) unambiguouslj(3.141) defined in the context of the business [3.7)
goal of the Husiness transaction (3.10)

Note 1 to enfry: A SC may be atomic or composed of other SCs.
[SOURCE: I§O/IEC 14662:2010, 3.27]

3.127
set of persgnal information
SPI
set of recorded information (SRI) (3.128) which is of the nature of, or contains, personal information (B.90)

3.128
set of recofded information
SRI

recorded infprimation (3.110) of a Person (3.89), which is under the control of (3.142) the same and which
is treated asaunitin its information life r‘yr‘]ﬂ

Note 1 to entry: A SRI can be a physical or digital document, a record, a file, etc., that can be read, perceived or
heard by a Person or computer system or similar device.

Note 2 to entry: A SRI is a unit of recorded information that is unambiguously defined in the context of the
business goals of the organization, i.e., a semantic component.

Note 3 to entry: A SRI can be self-standing (atomic), or a SRI can consist of a bundling of two or more SRIs
into another new SRI. Both types can exist simultaneously within the information management systems of an
organization.

[SOURCE: ISO/IEC 15944-5:2008, 3.137]
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3.129

source authority

SA

Person (3.89) recognized by other Persons as the authoritative source for a set of constraints (3.23)

Note 1 to entry: A Person as a source authority for internal constraints may be an individual, organization, or
public administration.

Note 2 to entry: A Person as source authority for external constraints may be an organization or public
administration.

EXAMPLE In the field of air travel and transportation, IATA as a source authority, is an organization, while
ICAQ|as a source authority, is a public administration.

Note|3 to entry: A Person as an individual shall not be a source authority for external constraings.

Notel4 to entry: Source authorities are often the issuing authority for identifiers (or compaosite ident{fiers) for use
in bujsiness transactions.

Note|5 to entry: A source authority can undertake the role of registration authorjty-or have this rol¢ undertaken
on it§ behalf by another Person.

Note|6 to entry: Where the sets of constraints of a source authority contrelacoded domain, the SA has the role of
a coded domain source authority.

[SOYRCE: ISO/IEC 15944-2:2015, 3.109]

3.130
spedial language
langyage (3.63) for special purposes (LSP), language used in a subject field and charactetized by the
use ¢f specific linguistic means of expression

Note|1 to entry: The specific linguistic means<of*expression always include subject-specific terminology and
phrakeology and also may cover stylistic or symtactic features.

[SOURCE: ISO/IEC 15944-5:2008, 3.139]

3.131
SPI ¢xpungement
procpss (3.100) of ensuring expungement (3.44) of a set of personal information (SPI) (3.127) infaccordance
with| privacy protection (8.97) laws and regulations of the applicable jurisdictional domain (3.62)

Note|1 to entry: In a’buisiness transaction the seller shall ensure that all parties to the businesg transaction
including agents, and/or third parties with whom such a set(s) of personal information was exchapged are also
expupged, i.e., as)part of ensuring transactional integrity.

3.13

SRI ¢ustody
assofiation between a Person (3.89) having physical or virtual possession of a set(s) of recorded
information (SRIs] (3.1Z8] 1In the role (3.119] of an agent (3.2] or a third party (3.139) on behalf of the
Person who is responsible for under the control of (3.142) associated legal/regulatory requirements
pertaining to the SRI(s), in particular privacy protection (3.97) requirements

Note 1 to entry: On the whole, the default is that of the SRI pertaining to any business transaction as being the
Person in the role of seller for the instantiation of that business transaction.

3.133

SRI destruction

process (3.100) of eliminating or deleting a set of recorded information (3.128), beyond any possible
reconstruction
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3.134

SRI integrity

reliability and trustworthiness of a set(s) of recorded information (SRI(s)) (3.128), as well as of any as
copies, duplicates or comparable representations of the SRI(s); and reliability and trustworthiness of
the IT system(s) (3.59) in which the SRI(s) were recorded or stored to produce reliable and trustworthy
copies and duplicates of set(s) of recorded information (SRI(s))

Note 1 to entry: SRI integrity is important in the electronic records provisions of the evidence acts in the phrases
“the integrity of the electronic records system” and “the integrity of the electronic record.” However, the term
integrity is not defined in rules governing forensic data in ‘evidence acts’. In the absence of a statutory or
judicially created definition, the principles of this document shall serve as an operational definition of the word

« FPI IR N PP L P | )
lntegrlty e usSea i teCotrce X or eviaenceacts=

Note 2 to ertry: Certain evidence acts provide that the integrity of the electronic record may becproevé¢d by
evidence of reliable and adequately implemented encryption.

Note 3 to entry: Organizations which implement the requirements of the rules (and associated guidelines)
pertaining t¢ records retention requirements and state changes to the content values of an/SRI, as defined in
Tables 1-7 aile deemed to meet basic SRI integrity requirements.

3.135

SRI life cyc]e
stages in the life cycle of a set of recorded information (SRI) (3.128) which*include but are not linmited
to its plannjing; creation and organization; the receipt and capture of-data; the retrieval, processing,
disseminatipn and distribution of a set of recorded information (SRI); its storage, maintenance| and
protection; jts archival preservation or destruction or expungement (3.44)

3.136
SRI retentipn period
specified pdriod of time that a set(s) of recorded informdtion (SRI(s)) (3.128) is kept by a Person (3.89) in
order to megt operational, legal, regulatory, fiscal or gther requirements

3.137
standard
documentejlr agreement containing technical specifications or other precise criteria to be used

consistently as rules (3.120), guidelines, ot definitions (3.37) of characteristics (3.14), to ensure|that
materials, products, processes (3.100) and services are fit for their purpose

Note 1 to entlry: This is the definition-of standard in ISO and IEC (see also ISO/IEC Guide 2:2004, 1.7).
[SOURCE: I§O/1EC 15944-1:-£,3.64]

3.138
term
designation ((3.38) of @ defined concept in a special language (3.130) by a linguistic expression

Note 1 to entfyzA'term may consist of one or more words (simple term or complex term) or even contain symjbols.

[SOURCE: ISO 1087-1:2000, 3.4.3]

3.139

third party

Person (3.89) besides the two primarily concerned in a business transaction (3.10) who is agent (3.2) of
neither and who fulfils a specified role (3.119) or function as mutually agreed to by the two primary
Persons or as a result of external constraints (3.45)

Note 1 to entry: It is understood that more than two Persons can at times be primary parties in a business
transaction.

[SOURCE: ISO/IEC 15944-1:—, 3.65]
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3.140

transitory record

set of recorded information (SRI) (3.128) that is required only for a very limited and specified (retention
period) time to ensure the completion of a routine action or the preparation of a subsequent set of
recorded information (SRI)

Note 1 to entry: A transitory SRI is expunged at the end of a short existence.

3.141

unambiguous
level of certainty and explicitness required in the completeness of the semantics of the recorded
infonymatiom (3110} mterchangedappropriate to tire goat of abusiness tramsuction (3:167

[SOURCE: ISO/IEC 15944-1:—, 3.66]

3.14p
under the control of
set ¢f requirements on an organization (3.86), especially those of externalconstraint (3}45) nature,
i.e., privacy protection (3.97) and related information law (3.57) requiréments, requiring full and
complete information life cycle management (ILCM) (3.58) of personal* information (3.90) as set(s)
of rdcorded information (SRIs) (3.128) related to the agreed upom,goal of the instantiated business
trankaction (3.10), including state changes to the content of the \SRIs with respect to thefr creation/
collgction, recording processing, organization, storage, use, retrieval, disclosure, retrieval, aggregation,
diss¢mination, disposition (including expungement (3.44)), eléctronic data interchange (EDI) (3.41), etc.,
and |n particular that of any and all state changes in the decision making application (DM4s) (3.35) of
the qrganization and any of its agents (3.2) and/or thirdarties (3.139) (as well as any othef parties) to
the Qusiness transaction

Note|1 to entry: The fact that a Person responsible.for the control of a SRI(s), especially SPI(s),|delegates or
conttfacts out physical custody of the SRI(s) to an agent or third party does not take away from the responsibility
of thpt Person for ensuring ILCM managementdspects in support of privacy protection requirenpents remain
fully[supported and executed.

Note|2 to entry: If and where a disposition,or expungement of SPIs pertaining to a business transadtion involves
the transfer of the related SPIs to another organization the applicable ILCM requirements of a privagy protection
natufe continue to apply to the organization to which the SPIs are being transferred to.

3.143
vendor
sellef (3.125) on whoth=consumer protection (3.26) requirements are applied as a set|of external
consfraints (3.45) op-a-business transaction (3.10)

Note|1 to entry:.Consumer protection is a set of explicitly defined rights and obligations applicable as external
constraints on-abuisiness transaction.

Note|2 toentry: It is recognized that external constraints on a seller of the nature of consumer protgction may be
peculiattoa specified jurisdictional domain.

[SOURCE: ISO/IEC 15944-1:—, 3.67]

3.144

vocabulary

terminological dictionary which contains designations (3.38) and definitions (3.37) for one or more
specific subject fields

Note 1 to entry: The vocabulary may be monolingual, bilingual or multilingual.

[SOURCE: ISO 1087-1:2000, 3.7.2]
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4 Abbreviated terms

ATI access to information

BTM business transaction model

cdRS coded domain registration schema

CGSB Canadian General Standards Board

CRPD (UN) Convention on Rights of Persons with Disabilities
FOI freedom of information

FTC (USA) Federal Trade Commission

HTML hypertext mark-up language

HTTP hypertext transfer protocol

ICT information communication technologies

IPD information processing domain

NAFTA North American Free Trade Agreement

0eDT Open-edi descriptive techniques

OeR Open-edi registry

OeRA Open-edi registration authority

Oe-RRDS Open-edi records retention and disposal schedule

OVN open value network

PbD privacy by design

PIPEDA Personal Information ‘Protection and Electronic Documents Act (Canada)
PPR privacy protectigh requirement

pRS persona registration schema

RAI registration authority identifier

RRDS records retention and disposal schedule

SI semantic identifier

UML unified modelling language (specified in ISO/IEC 19501 [25])

30 © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=bab6c93d8b0da1df2f8f5a9a7f8d9e4c

ISO/IEC 15944-12:2020(E)

5 Fundamental privacy protection principles

5.1

Overview

This Clause is based on [SO/IEC 15944-8:2012, Clause 5. The rules found in ISO/IEC 15944-8:2012, Clause
5 are specified in Annex B.7. As such, this document shall meet the requirements of ISO/IEC 15944-8.

Rule 001:

The rules stated in Annex B of other parts of the ISO/IEC 15944 series, and in particular those of
ISO/IEC 15944-8 (see Annex B.7), are relevant and shall be applied as specified in Annex B.
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002:

Hesired from commercial, legal, consumer and information technélegy perspective
hbiguousness apply to all aspects of a business transactions and,even more so to thos

g parties to a business transaction and thus the use of human interface equivalent
ort of these eBusiness requirements, Annex A provides the/HIEs in ISO English and
1age equivalents and does so in a matrix-based approaeh’which facilitates it being

rules for the development of a definition for a conCept and the rules governing dev
ilingual equivalents, i.e., as HIESs).

Primary sources of privacy protectionprinciples

e 3 is taken from ISO/IEC 15944-8:20%12, Figure 3. It is repeated to provide an over
ces of requirements of the privacy protection principles as they also apply to this docu

ects not currently addressed” as identified in ISO/IEC 15944-8:2012, 1,3-also apply to this
docyment.

mbiguous” is an issue in business transactions because states of ambiguity and uncertainty are

s. Issues of
e which are

pased. The need to support unambiguity facilitates requires intetnational semantic intefoperability

s (HIEs). In
ISO French
bxtended to

I HIEs for other languages (see ISO/IEC 15944-7 which provides the fundamentall principles

blopment of

view of the
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International external constraints
» OECD Guidelines

» Directive 95/46/EC of the European Parliament
» 2005 APEC Framework

(Common) Laws and regulations of

F whatever level) (including
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Rel¢vant added public policy
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Fotection nature and of their admin
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Privacy and data
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publications
tools
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etc.

ISO/IEC 15944-8:—,
Clause 5

5.3 Key ¢gleven (11)privacy protection principles

Rule 003:

ISO/IEC 15944-8:2012, 5.3 provides eleven (11) principles, rules, guidelines and associ

normative text. All npply tothis document Thpy are:

Eleven (11) privacy protection principles

Figure 3 — Primary sources for privacy protection principles

ated

— Privacy protection principle 1: Preventing harm

— Privacy protection principle 2: Accountability

— Privacy protection principle 3: Identifying purposes

— Privacy protection principle 4: Informed consent

— Privacy protection principle 5: Limiting collection

— Privacy protection principle 6: Limiting use, disclosure and retention

— Privacy protection principle 7: Accuracy
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Privacy protection principle 8: Safeguards
Privacy protection principle 9: Openness
Privacy protection principle 10: Individual access

Privacy protection principle 11: Challenging compliance

These eleven (11) privacy protection principles are placed in a business transaction context, i.e.,
that of Persons, as parties, making a commitment on the commonly agreed upon goal for a business
transaction.
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a FSV perspective, this includes ensuring that the IT systems of an organization are-al
:]\ide associated required technical implementation measures which need be capable of

ecessary information among the parties to a business transaction. This is necessar
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es to a business transaction?).
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ly, the privacy protection principles enumerated above represefit a whole and should be
mplemented as a whole and not piecemeal. Implementers ofthis document should be a
equent clauses of this document, two or more of the privaey protection principles refe
stantiated together and simultaneously.

5.4
ISO

Link to “consumer protection” and “individunal accessibility” requirements (see

IEC 15944-8:2012, 6.3)
This
1

document, as with ISO/IEC 15944-5 and ISO/IEC 15944-8, is based on the following asfumptions:

[he privacy protection requirements\of the individual, as a buyer in a business tranjsaction, are

2)

chose of the jurisdictional domain-i@which the individual made the commitments assc
he instantiated business transaction. As such, this document shall be implemented in
vith the requirements of ISO/IE€ 15944-1 and ISO/IEC 15944-5;

Where the seller is in a jurisdictional domain other than that of the individual, as the
Hocument incorporates and supports the:

OECD Guidelineson the Protection of Privacy and Transborder Data Flows of Personal

ciated with
accordance

buyer, this

Data;

1995 on the
e movement

Directive195/46/EC of the European Parliament and of the Council of 24 October
protectiont of individuals with regard to the processing of personal data and on the fre
of suchdata (1995);10)

ABEC Privacy Framework. (2005);
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(20067

LIAL
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3) Where the buyer is an “individual” this also incorporates individual accessibility requirements.

4) Where the buyer is an individual this also invokes consumer protection and individual accessibility
requirements.

9) Relevant concepts and their definitions include: decision-making applications (DMAs), information processing
domain (IPD), and Open-edi support infrastructure (OeSI) in IT systems, see ISO/IEC 14662:2010, 5.2 and Figure 3.

10) The "1995 Directive" is replaced by Regulation EU 2016/679. This Directive and associated rules applies from
25 May, 2018. EU member states transposed the new Directive into their national law by 6 May, 2018. It remains to
be determined whether this reform of EU data protection rules introduces PPRs which are not already covered in
the rules in this document.
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In order to support ILCM implementation requirements in this document, it is important that these
assumptions are explicitly stated, i.e., in the form of a rule.

Rule 004:

Laws and regulations governing privacy protection (as well as consumer protection and
individual accessibility requirements) which apply where, in a business transaction. the buyer
is an individual, are those of the jurisdictional domain of the buyer.1)

5.5 Privacy protection principles in the context of ILCM requirements

The purposf of This subclause 1s to supplement, from an ILCM perspective, the rules and associated text
from each of the eleven privacy protection principles specified in ISO/IEC 15944-8:2012, 5.3.

Rule 005:

An individpal, as a buyer in a business transaction, shall be able to challenge the timelipness
and accurgcy of his or her personal information including ILCM aspects including any gtate
changes to|the content value of such a set of personal information (SPI) aspart of the ILCM of
the organifation in accordance with other applicable information law requirements, including
retention, pnd expungement, as well as with respect to any ILCM management of a priyacy
protection|requirements nature, in any use by the seller organization’of an agent and/or third
party to a lLusiness transaction.

Guideline 0 G1:

An organizgtion, in its role as seller or regulator, should provide its name, physical and electifonic
address an(l related contact information of its privacy protection officer (PPO).

5.6 Requirement for tagging (or labelling) sets of personal information (SPIs) in
support of privacy protection requirements(PPR) in accordance with ISO/IEC 15944+
8:2012, 5.4

The applicqtion of the general privacy protection principles, as stated in ISO/IEC 15944-8:4012,
5.3, requirgs an organization to be able to identify and tag any and all sets of personal information
(SPIs) wher] created or collected in itSJAT systems. Such SPI-related tagging is required to enable an
organizatiop’s compliance with specific privacy protection requirements, (e.g., via metadatp or
properties/hctions assigned to eells in a database). An organization can do such tagging of sets of{SPIs
at the records level (e.g. clientfile level) down to the more granular data element level. For exathple,
within an SPI there may bedata elements to which PPR apply and data elements to which PPR doep not
apply. The same approach.applies to state changes to an SRI, SPI and any data element within the §ame
(see 8.4).

5.7 Requirements for making all personal information (PI) available to the buyer
where the|buyer is an individual

It is a best business practice, as well as a contractual obligation, for the seller to make available to the
buyer, as an individual, all the personal information pertaining to the business transaction and to do so
in a timely manner. Often organizations include access to tracking of the shipping of a project, updates
on services, (e.g., travel, monthly statements, or provide real time online access) to the buyer/client to
his/her business transaction information.

The focus of this document is on the personal information held by an organization on a buyer as an
individual including not only the personal information of an instantiated business transaction but also
and especially that of any SPIs independent of those pertaining to an instantiated business transaction
and its associated business transaction identifier (BTI) (e.g. as a personal information profile).

11) This rule mirrors that of the EU requirement in online business transactions that apply sales taxes, (e.g., VAT)
are those of the jurisdictional domain of the buyer.
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Upon request by an individual (as a buyer), the seller shall make available to that individual all
personal information pertaining to that business transaction including associated metadata.

5.8

Rules governing ILCM aspects of personal information profiles (PIPs)12)

It is a common occurrence and business practice for a seller to establish and maintain a “profile” on its
customers, i.e., in addition to or apart from the SPI resulting from an instantiated business transaction.
[t is understood that where the buyer is an individual, i.e., a customer, that:

a) fhendividual has consented to the organization, in the role of seller, retaining personal jnformation
bn or about herself/himself;

b) the individual has provided the information to the organization including heth”“basic” personal
nformation as well as that of the nature of personal preferences, etc., pertaining to the business
[ransaction;

c) the organization preparing and retaining the “personal profile” has‘made clear to thg individual
Jetailed information, including those of RRDS nature, as to its use.as well as choices with respect to
‘urther distribution or not of such personal information;

d) theright of the individual to update/change his/her PIP with the organization at any time including
he “privacy controls”, accessibility, “preference settings”yetc.;

e) the right of the individual to request an organization”with which it has established a personal
nformation profile (PIP) for a copy of the complete seét of recorded information at any time.

In a PPR context, there are 3-5+ common sources ainong jurisdictional domains for any orgpnization to

be able to collect/create and maintain sets of personal information on an individual:

a) s collected from publicly posted personal information services, [e.g., telephone dire¢tories, that
hre required to be made publicly available by public/governmental institutions (known|as “publicly
hvailable information”)];

b) as agreed to by the individual via expressed informed consent by the individual to beretained by
'he collecting organization{or shared with other secondary, tertiary organizations);

c) as created/collected by an organization as part of the identification and negotiatipn phase in
h business transaction process which was not actualized but where the prospective puyer as an
ndividual agreed-that the seller could retain as part of its “customer information profile (CIP)”;

d) as created/collected by an organization as part of the end of the negotiate phase leadling into an
hgreed upon commitment to start the actualization phase;

e) as part of permitted state changes pertaining to a post-actualization phase of an jnstantiated
business transaction.

There is also a need to differentiate between (a) SPIs pertaining to a buyer as an individual which
pertain to an instantiated business transaction; and, (b) SPIs pertaining to a (prospective) buyer as
an individual which the relevant seller organization maintains on an ongoing basis on that individual.
This may apply even when no instantiated business transaction has occurred. Another example is
where a seller may well invite an individual to agree to receive a catalogue or be kept informed, (e.g., via
email) of product/service offerings by the seller on an ongoing basis. For example, a seller may invite a
(prospective) customer to enrol in an “affinity” (points) programme even if the prospective customer
has not (yet) engaged in an instantiated business transaction with that organization.

In support of these common practices of organizations (and public administrations) personal
information profile (PIP) is defined in 3.92.

12) This is consistent with the overall approach of the ISO/IEC 15944 series starting with ISO/IEC 15944-1:—,
6.2.8.
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Rule 007:

Before any Person, i.e., an organization or public administration, establishes a personal
information profile (PIP) on or about an identifiable individual, it shall have: (a) the explicit
and informed consent of that individual; and (b) have clearly identified and specified legal or
regulatory requirements (of the applicable jurisdictional domain) which explicitly authorize
the establishment of a PIP including the coverage or extent of the sets of personal information
involved; or (c) a combination of (a) and (b).

Rule 008:

Any Person

007, shall ¢
are identif;

A significar
protection 1
external col
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tnsure that applicable PPR information life cycle management (ILCM) requiré
ed and implemented, i.e., including those stated in this document.

t set of consumer protection requirements are similar in nature or complément pri
equirements. This was recognized in ISO/IEC 15944-1:—, 6.2.8 with regards to Persor]

istraints for a consumer!3) and vendor4. As such, it is useful to introdugé the concepf
F consumer information profile (CIP) as defined in 3.25.

d that:
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any SRI
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s in a CIP can consist of one or more SPIs unless expressly desighated as not containing
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whole, consumer protection requirements from an ILCM and EDI perspective are t
red as supplementary or additional to (the more geweric) privacy protection requirems
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Linderstood that all SRIs comprising a consumer. information profile are also sets of pers
. However, not all the SRIs or SPIs in a PIP ake.consumer specific/related.
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ated set of information life cyele management (ILCM) principles in
f information law and privacy protection requirements (PPR)15)

6.1 Primjary purpose of Clause 6
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iples
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able

The primarjy purpose of Clause 6 is’to bring forward a high level set of generic information
cycle management (ILCM) principles which integrate and consolidate the essential elemen
any law, repulation, etc., which have an information law component(s). These ILCM principles
their implementation are éssential in order to ensure that any organization (or public administra
complies wjith ILCM related requirements which are embedded in their compliance with pri

protection fequirements of applicable jurisdictional domains. These principles are generic in na
On the whole they-apply to both internal constraints and external constraints. These ILCM princ
therefore also provide an overall context for the privacy protection principles presented in 5.3}

13) Basically a consumer is a buyer acting in the role of an individual (is an individual) and thus consumer
protection requirements apply (see 3.24).

14) Basically, a vendor is a seller acting in the role of organization dealing with a buyer as a consumer and thus
consumer protection requirements apply. Where a seller deals with a buyer who is an organization, this is commonly
referred to as “B2B” and where a seller deals with a public organization, this is commonly referred to as “B2G”
(G = government, i.e., public administration). Since for both B2B and B2G the buyer is not an individual, privacy
protection requirements do not apply.

15) SPIs that are accurate, up-to-date and relevant with associated necessary ILCM policies and (auditable)
procedures will likely not only be non-compliant with applicable privacy protection requirements but also all other
applicable legal and regulatory requirements, and likely its fiduciary responsibilities.
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Further, there are also legal requirements which pertain to any set of recorded information
interchanged among parties to a business transaction. These include record retention requirements,
those of an evidentiary nature, archiving, contingency/disaster planning, etc., a.k.a., “information law”
requirements, governing information management and data interchange of an organization.

The procedures, documentation and related activities pertaining to business transactions and resulting
sets of recorded information (SRIs) (consisting of one or more IBs or SCs) used in EDI require that the
highest standards of integrity and trustworthiness are maintained. A primary factor is that business
transactions represent the most common form of making and executing (legally binding) commitments
among the parties concerned.

Thegeformmation taw TequiTenTents pertaim ot onty to the flows of informatiomrand the contents
of the recorded information but also to the many other existing laws, regulations,ete|, impacting
infogmation management and EDI among persons, including supporting documentation. Examples of
suchf laws impacting business transactions include those pertaining to records keeping,access and
use, [disposition, archiving, etc. These are stated in the form of laws, pursuant regulationis, statutory
instifuments, policies, codes, etc.

From a high level perspective, and taking into account specific information law requjrements of
jurisdictional domains (as well as those pertaining to privacy protection requirements), onle can group
thesg ILCM requirements into a number of discrete categories.

Disctete categories of "information law" already identified wjith respect to personal infojmation (PI)
inclyde those that:

— Tequire one to keep or retain certain personal information;

— Tequire one to track, note, any state changes to personal information;
— Tequire one to have the ability to produce or rétrieve certain types of personal informatjon (see 7.4);
— Tequire one to submit or file personal information to a government or regulatory agendy;

— Tequire one to create and/or make'available personal information if one undertakes p particular
hctivity, i.e., pertaining to a product, service and/or right;

— Tequire one retain personalinformation “indefinitely” or for a specified period of time;
— Tequire one to destroy, i:e, “expunge”, personal information;

— place conditions gn the manner in which one handles personal information;

— place conditionson the reproduction, distribution or sale of personal information; and

— place conditions on the sharing, linking or flows of personal information (within or among
urisdictions).

With reSpect to these categories:

1) one or more of these categories of information law can apply to a set of recorded information
(SRI); and

2) an"information law" can include more than one category of requirements.

Two basic approaches are possible. The first, which is the current, traditional approach, is that of
addressing each information law requirement on its own, i.e., as a "vertical silo". Different operational
areas within an organization comply with information law requirements on their own, integrate them
into their applications, and deal with issues as they are identified - a crisis occurs, an audit discovers
gaps, lack of compliance results in court actions, liability suits, etc. Convergence in information
communication technologies (ICT) has increased the need for trustworthiness, integrity, accountability,
etc., which has made this "traditional” approach increasingly less viable.
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The second approach is that of an integrated approach, which is more viable and practical. It is vital that
an integrated approach to information life cycle management (ILCM) of the recorded information of an
organization be approved and driven by senior management. It is also very important that such ILCM
principles focus on the WHATSs not the HOWs and be stated in simple, non-technical language (see 0.12).

The focus of Clause 6 is that of ILCM principles in support of enabling an organization to be able to
comply with privacy protection requirements (PPR) applicable to personal information. It does so in
the context of a business transaction where the (prospective) buyer is an individual and that most, if
not all, of the sets of recorded information (SRI(s)) pertaining to that business transaction are sets of
personal information (SPIs)16),

6.2 Inforimation life cycle management (ILCM) principles that support privacy
protection requirements (PPR)

6.2.1 Compliance with privacy protection requirements (PPR) and associated information Jaw
requirements

Rule 009:

Where extpernal constraints (of a relevant jurisdictional domain(s));,, with respect to priyacy
protectionfrequirements to a business transaction apply, the Person‘as-a seller shall ensure(that
such priva¢y protection requirements (PPR) are identified and supported. This generic rulefalso
applies to the identification of any and all ILCM related requirements!7).

These and felated information law-based requirements are often quite similar in nature. It ther¢fore
benefits an prganization to take an integrated approach to supporting and complying with information
law requirements.

Guideline 009G1:

Any organization (for-profit or not-for-profit basis) (or public administration): (a) should have
an accurate and up-to-date list of all information law requirements (ILCM) which apply tq the
organizatiqn, i.e., both of a generic horizontal nature and those specific to the mix of goods and/
or servicesl|it provides; (b) these need to.include any and all applicable ILCM requirements; and (c)
should be in full compliance with such-information law requirements.

Guideline 009G2:

In support |of the implementation of this rule, an organization should have in place a systematic
and IT-enabled record retention and disposal schedule (RRDS) which applies with and implements
PPR as well as other information law requirements (see 8.6).

6.2.2 Dirgctrelevance, informed consent and openness

Rule 010:

Any personal information (PI) which exists within an organization pertaining to a (potential)
buyer in a business transaction shall be directly relatable and relevant to the (agreed upon)
goal of the business transaction, including applicable ILCM requirement, as well as being able to
support applicable PPR.

16) Itisup to users and implementers to decide whether or not to extend privacy protection ILCM requirements to
other types of SRIs under the control of their organization and/or in their EDI, e.g., with respect to SRIs interchanged
as IBs and their SCs with respect to business transactions of a “B2B” (business-to-business) or “B2G” (business-to-
government/ government-to-business) nature.

17) Annex B.7 provides a consolidated list of rules found in ISO/IEC 15944-8 which identify external constraints
of relevance to supporting privacy protection requirements. Further, ISO/IEC 15944-8:2012, Clause 7 identifies a
number of other public policy requirements of jurisdictional domains which apply where and when the Person in
the role of a buyer in a business transaction is an “individual”. These include “consumer protection”, and “individual
accessibility”.
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Privacy protection requirements include the need that only personal information that one collects or
creates which is directly related to the goal of the business transaction may be retained.

As to what is personal information of direct relevance to a business transaction, this is determined by
the goal of the business transaction.

Each business transaction pertains to a specific and specified goal which the parties to the transaction

have

committed themselves.

This clause and its rules complement those of ISO/IEC 15944-8:2012, 5.3.3, which are applicable.
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have to be
 legislation.

is another
gistics of an
in turn are

If the finance/tax laws do not require the retention of personal information, then therg
task| to delete all personal information but keep‘the rest of the record for tax purposes. Lo
ILCM nature in support of the same are requiréd to be specified in rules/guidelines which
requlired to be linked to RRDS.

Rulg 012:

n this is an
ual will be
saction not

As part of the identifying purpose, the seller shall state to the potential buyer, whe
indiyidual, whether personaliinformation collected on or received from that individ
expunged or retained for a specified time period, should the intended business tran
be aftualized (see 8.6).

Rulg 013:

The
info
asp

default rulein support of Rule 008 is that, if the individual does not prov
'med consent, that such personal information be expunged by the seller as soon
ermitted-by applicable information law requirements.

lde explicit
s possible,

Rulg 014:

As part of identifying purpose, the organization collecting or creating the personal information
in the context of the specified business transaction shall state to the buyer whether or not such
personal information will be shared, (e.g., via EDI) with other organizations and, if so, only with
those organizations which in their operations support privacy protection requirements.

Rule 015:

The default rule is that the individual (as the prospective buyer) needs to (a) be formally/
explicitly requested to provide his/her informed consent to the seller (organization) to share
her/his personal information with other organizations; and (b) be informed of which explicitly
stated ILCM and “under the control of” conditions exist with any and all other organizations.

The principle of “informed consent” requires that the individual, as prospective buyer, be fully and
explicitly informed by the seller as to why and for what purpose the individual is requested (or required)
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to provide (additional) personal information (of various kinds), i.e., in addition to that which may be
required with respect to payment aspects. This principle is clearly a requirement to flag personal
information, i.e. any SPI, supplied as being for limited use.

Rule 016:

The principle of informed consent applies to any and all ILCM aspects of the personal information
created or collected as may be required, especially that of keeping a record of such an informed
consent and being able to produce it as evidence of the same.

Guideline 016G1:

Organizatipns should have and make available to prospective buyers, i.e., as individuals| the
organizatiqn’s ILCM policy as it applies to the personal information forming part of the-business
transaction.

The principle of “openness” pertains to the privacy protection requirement that any organization which
collect and fises personal information shall be fully transparent in its use of personal information.|This
means thatfall of its policies and business practices pertaining to the collection/use and management
of any persa@nal information shall be made readily and publicly available, free of charge, and via various
means and media of communication. This also applies to those of an ILCM hature. This clause ar(d its
rules complement those of ISO/IEC 15944-8:2012, 5.3.9, which are applicable

Rule 017:

An organization shall have and make available to any individual, as a buyer in a businhess
transaction, specific information about its policies and practices of an ILCM nature including
state changes, retention periods, disposal, etc., includinghow these are enforced with respeft to
the use of ggents and/or third parties to the businesstransaction.

Guideline O[17G1:

An organization can do so on a case by case-basis. However, a systematic approach, which is
recommended, would be the development and maintenance of a record retention and disposal
schedule (RRDS).

6.2.3 Ensuring that personal inforimation is “under the control of” the organization throughout
its ILCM

Rule 018:

An organization shall ensure that any personal information (PI) pertaining to a businhess
transaction remains-completely “under the control of” that organization (at all times) including
any EDI as|well as‘the use an PI by agents and/or third parties in support of any phase of the
process co]:ponent of the business transaction.

Guideline 0|18G1:

In order for an organization to be able to support business transaction audit trail requirements,
from both internal constraints (e.g., fiduciary, operational) and external constraints, an
organization should ensure that all its recorded information remains under its control.

[t is noted that even if the particular business transaction is not actualized, the individual prospective
buyer, i.e., as consumer, may give informed consent to his/her personal information profile (PIP) being
retained by the (prospective) seller organization.

Clause 7 expands on this fundamental ILCM principle of “under the control of” in a privacy protection
requirements context.
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6.2.4 Limiting use, disclosure and retention

This subclause and its rules complement those of ISO/IEC 15944-8:2012, 5.3.6, which apply here.
Further, 8.6 provides the added rules necessary for systematic and IT enabled approach to “limiting
retention” of personal information.

Rule 019:

The integrated set of ILCM principles applies to and supports the external constraints of a
privacy protection nature for any business transaction involving an individual and its personal
information.

From an ILCM perspective, this principle is particularly relevant and important especidlly that the
requfirement on an organization to limit the retention of personal information pertaining tp a business
tranpaction be supported in the IT systems of that organization.

Rulg 020:

Unlgss expressly required to be retained due to external constraints of the |applicable
jurigdictional domain(s), or directly linked to the purpose and”nature of the business
transaction, all personal information (PI) collected, created On received pertaining to the
planning, initialization and/or negotiation of a business transaetion shall be expunged when the
business transaction is not actualized.

Rulg 021:

The|seller in a business transaction shall ensure that any and all use within an organization of
any PI shall be limited to the purpose of the business transaction.

Guideline 021G1:

It is|advised that personal information pertaining to (the same type of) business transaction be
managed within a specified DMA(s) tofacilitate implementation of required functional support
servijces.

Rulg 022:

Perdonal information shall-be retained by the seller only for as long as is necessary for the
fulfilment of those purposes as specified as part of the business transaction.

Notdg that this rule mayrequire that some personal data are retained specifically for this purpose and
that|therefore, thisppurpose is implicitly necessary to a transaction involving personal datd.

Perspnal information is required to be identified as having a specific "life" of time of existence if this is
to bg other than that demanded for the purposes of national record-keeping. This retention|time period
shall formspart of the scenario definition and the time period will be explicit.

Rulg 023:

Organizations shall have in place auditable rules and procedures as are necessary to ensure
that personal information no longer required for the post-actualization phase of a business
transaction shall be destroyed (expunged) by the organization or its agents where applicable,
and in a manner which can be verified via audit procedures.

Guideline 023G1:

For most, if not all, instantiated business transactions, external constraints of the applicable
jurisdictional domain(s) require that specific sets of recorded information (SRIs) pertaining to any
business transaction be retained by the seller for a specified period of time and then disposed of,
including their expungement.
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It is recognized that, depending on the nature of the good, service and/or right which is the goal of the
business transaction specified, additional records retentions requirements of applicable jurisdictional
domains may apply to all or specified subsets of all the recorded information pertaining to a business
transaction.

Itis also recognized that where the purchase of a good, service and/or right involves “post-actualization”
aspects of a temporal nature that these will also impact record retention requirements and obligations
resulting from an actualized business transaction. A primary example of an internal constraint nature

is that of a “warranty” for

“n” number of years!8), This includes the possibility that the individual

made the purchase may not be the “warranty holder”.
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time

additional personal information, i.e., in addition to (1), which is required to be collected

and retained as a result of applicable external constraints, of whatever nature, of relevant
jurisdictional domain(s); and/or

3)

additional personal information, i.e. in addition to (1) or (2), which is required to be

collected and retained as a results of the invocation of an associated warranty, purchase of

18)

In order to be able to support a “warranty” of whatever nature, the seller will need to maintain personal

information for a time period other, i.e. longer, than that required by law as part of the applicable external constraints
of the relevant jurisdictional domain(s). This is especially so where consumers purchase an “extended warranty”.
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an extended warranty, or any other personal information which is required to be collected
or retained as part of the post-actualization phase of an instantiated business transaction.

From a customer service perspective, many sellers, i.e. organizations (including public administrations)
wish to stay in contact with their customers for a variety of reasons. These include providing catalogues
of their offerings, possible associated goods or services, as well as obtaining client feedback, surveys,

new

product announcements, etc.

Rule 027:

Where the buyer in business transaction is an individual, the seller shall inform that individual
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028:
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cted by the organization in support of that{®ransaction shall be deleted, i.e. ex
brganization (unless the individual concerned explicitly consents to the retent
onal information for a defined period of time by that organization).

hdividual may have provided personalrinformation to a seller as part of the ident
tiation phase. However, in this case-the individual decides not to commit to the acty
usiness transaction. As such the personal information provided by the individual to
nger relevant, and therefore_the organization concerned shall delete the personal

hining to that individual.

hoted that this rule makes provision for the possibility that the individual, as a prospe
consent to be kept informed by the seller about product information via a catalogue, s
offerings, etc. Suclita‘decision by the individual is of the nature of obtaining “informed
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cular care needs to be taken to avoid collecting or providing data that are not actuallly necessary

he purpose(S)of the transaction itself. By way of example, for a purchase and paymen
pcessaryfor the seller to know the actual personal identity of the buyer. The seller may

[, it may not
heed only to

an identifier by which that buyer may be uniquely identified to the seller. It may be suffficient that

ellet_is certain of payment because the seller has an authority from a third party sud

h as a bank
r and seller

thétransaction will be paid. Thus the bank may need to know the identity of the buye

in order to fulfil its requirements in the transaction (but not the content of the transaction), whilst
the seller does not need to know the identity of the buyer. The same is true when agents are used, or
when a public administration is a supervisor to a transaction, where the other parties need to know
and perhaps be able to prove that the public administration was involved, but not be able to identify the
individual within the public administration actually involved (although the internal functions of the
public administration may need that information for their own supervisory purposes).

6.2.5 Timely, accurate, relevant

NOTE This sublause and its rules complement those of ISO/IEC 15944-8:2012, 5.3.1 and 5.3.7, which
apply here.
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Rule 029:

All personal information pertaining to a business transaction shall be timely, accurate and
directly relevant to the goal of the business transaction.

Rule 030:

Where the organization needs to share personal information pertaining to a specified business
transaction (e.g., via EDI), such personal information shared shall also be limited to that which
is absolutely necessary and relevant.

Most often the EDI aspects pertain to a limited sub-set of the personal information pertaining to a
business trgnsaction.

Rule 031:

Any personal information which is not accurate, timely or relevant shall not be entered ¢r, if
entered, shall be expunged immediately from (all the DMAs in) the IT system \of the Open-edi
party, and the DMAs in all the IT system of all the Persons with which the Opén-‘edi party shared
such persopal information.

Guideline 031G1:

Any personpl information of the nature identified in Rule 029 should_be expunged immediately or
at the minimum no later than as part of the ILCM update cycle of the relevant DMA (or IT sysfem)
of the selley (and its agents as well as any third parties associated with the instantiation of the
business transaction).

It is vital thpt Persons do not collect or retain any personal information which may harm an individual.
This applieg especially where such personal informatien'is not accurate, timely and/or relevant tp the
business trgnsaction.

It is to the rhutual benefit of all parties to a business transaction, and also a good business practige, to
ensure thatjany and all recorded information pertaining to a business transaction be as timely, acculrate,
complete, up-to-date, etc., as possible. Accuracy of recorded information is an essential compdnent
of “integrity” which is a major asset of<any organization. Organization should not keep recofded
informatior] on its business transaction’or its clients which is not accurate or out-of-date, especially in
the DMAs of its IT systems. Organizations concluding business transactions with buyers, as individuals,
should havd no difficulties in supporting the external constraint of “accuracy” of a privacy prote¢tion
nature (including in the DMAs«ftheir IT systems).

An organization which does/not have policies and auditable procedures in place as part of its ovlerall
governance|should ensure that the recorded information on which its decisions and commitment§ are
made be dofumentediand publicly available with respect to its privacy protection policy and assocfated
ILCM polici¢s and precedures.

The privacy| ptetection “accuracy” principle is closely related to ensuring the “SRI integrity” in an JLCM
context, i.e. A i al informatic 4 its 1i includi mhere
applicable, personal protection transactional integrity (PPTI)].

Rule 032:

Personal information shall be as accurate, complete and up-to-date as is necessary for the
specified purposes for which it was collected in support of the business transaction.

The scenario definition shall make it clear that the data identified shall subsequently be capable
of amendment (including deletion). It may be that there are other data for which alteration may be
forbidden, either by automatic or manually inspired processes.

One should consider the implementation of this principle to be of the nature of good corporate
governance and best practice. For a variety of reasons, organization should not retain personal
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information, or retain the same in its IT systems, if such personal information is not accurate, complete
and up-to-date.

Guideline 032G1:

In order to support the privacy principle of accuracy, organizations should consider informing their
clients, who are individuals, of the state of personal information retained on that individual, and do
so on a cyclical basis in order to ascertain whether such personal information, collected earlier and

still

maintained by the organization, is still accurate.

Guideline 032G2:

It is
phas
busi|

recommended that the organization make available such ILCM information atth
e or, if not, during the identification phase and no later than the negotiation p
ness transaction.

6.2.6 Data integrity and quality
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033:

Fmation management policies and practices, including those_of an ILCM nature
e of supporting information handling systems for personal'information shall €
evel of trustworthiness, data integrity, i.e., SRI integrity, quality and dependabil
onal information supports applicable privacy protection requirements.

fo the mutual interest of the two primary parties te,a‘business transaction, i.e., the se
1, to ensure and maintain a “100 %" level of data integrity and quality with respect
hining to any instantiated business transaction{ Privacy protection requirements se
ternal constraints to ensure the data integrity and quality of a SIR pertaining to t
caction and especially any sets of personal‘information (SPIs) forming part of the (i
hess transaction.

[ Safeguards for non-authorizéed-disclosure requirements

principle also introduces the*concept of protection. Protection involves one or more
are to be applied to specific data which are expected to provide the safeguard that is
buld be noted that the actual sensitivity of the data to be protected may be of nationa
ctation and need not be consistent. It should also be noted that, in modelling, s
5 are labelled withsthe type of privacy protection that is to be provided, but that it is
pmentation to detérmine how such privacy protection requirements are given tech
is document,only the means of determining the agreed (or required) privacy prote(
hing to spegified SRIs (data elements fields, records, etc.) is addressed.

This’subclause and its rules complement those of ISO/IEC 15944-8:2012, 5.3.7, which app
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lies here.

Where required (or warranted), personal information should be protected from premature
and/or non-authorized disclosure. Adequate safeguards shall be enacted to ensure the required
levels of privacy protection within the seller organization (and its EDI parties).

It is important to note that the corollary of this ILCM principle, i.e., mandated disclosure, is supported
equally. That is, recorded information, which the public in general and/or specified Persons have a right
of access to, should not be withheld from disclosure.

Rule 035:

Personal information shall be protected by operational procedures and safeguards appropriate
to the level of sensitivity of such recorded information and shall have in place (and tested)
measures in support of compliance with privacy protection requirements of applicable
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jurisdictional domains, as well as any other external constraints which may apply, including such
measures as are appropriate to ensure that all applicable legal requirements are supported.

Guideline 035G1

The organization should have in place the specified role/function of a privacy protection officer
(PPO) who is responsible for ensuring that organization-wide policies and operation procedures
are in place to support the same.

Guideline 035G2:

The organization should have in
controller (PIC) who is responsible for ensuring that, with respect to any instantiation of a business
transaction of the organization, all the privacy protection requirements are implemented and in
particular qll of those of an ILCM nature.

Rule 036:

To support the “safeguard” principle in an ILCM requirements context, anCorganization shall
ensure that no personal information, i.e., including any state change to the content value|of a
SR], is destroyed, altered, falsified, rendered meaningless or useless,etc., by non-authorfized
means thefreby ensuring the continued integrity and authenticity of\any and all SRIs, IBs,/and
SCs pertaining to a business transaction.

Guideline 0B6G1:

Where an ¢rganization does not have a single designated focal point and officer, i.e., a privacy
protection | officer (PPO) responsible for ensuring the)identification and implementation of
safeguard requirements applicable to all of its recorded-information, it should ensure that all ¢f its
personal information meets privacy protection requirements.

Rule 037:

With respelct to implementing Rule 036, rulés found in 6.2.8 apply.

6.2.8 Badk-up, retention and archiving

It is recognlized that prudent administration of data within an organization involves the systerhatic
creation of pack-up copy(ies) of data in whole or in part of SRIs contained in its IT systems. Badk-up
copies of data and their retention*(including SPIs) are developed and maintained:

— in suppprt of ILCM requirements as a whole;

— for thoge specificite-a business transaction (including associated applicable external constraints);
and/or,

— for thode required for archival purposes;

— for historical, statistical and/or research purposes (see 6.2.11).
Rule 038:

Organizations shall ensure adequate back-up and contingency planning for any and all sets of
personal information (SPIs) pertaining to a business transaction.

Rule 039:

Organizations shall retain any and all set(s) of personal information (SPIs) at the required level
of detail as required by applicable information law and/or post actualization requirements
(e.g., in relation to a warranty) and, in particular, in support of applicable privacy protection
requirements.
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Rule 040:

Any set of personal information (SPI) which has long-term value, i.e., forms part of the corporate
memory and/or for historical, archival and/or research value should be identified and conserved.
This includes SPIs information required for contingency planning, back-up, emergency response
and related requirements.

Rule 041:

Where the buyer is an individual, personal information shall be considered confidential among
the parties to the business transaction and not disclosed to any other party unless: (a) so

permlffnd or-authorized under-annlicable nrnrnl‘v hrnfnr'finn lnglc]nl’lnn nnﬂ rngn]n lon; or (b)

Tt Ut U I It appIrreaorepr Cy—pPrT Tt

with the explicit and informed consent of the individual whose personal informatién|it is.

6.2.9 Disposition and expungement
Rulg 042:

Any|personal information which is no longer relevant to an organization’s operations and
whi¢h does not meet the above criteria should be disposed of immediately, i.e., in accordance
with the organization’s ILCM policy and practices, which in turn shall be privacy|protection
requirements-compliant. This includes any personal information whose ILCM properties from
par{ of the business transaction.

Rulg 043:

The|disposition and expungement of any and all sets\of personal information (SPIs) shall use and
be (1one in accordance with rule 040 and associated (more) detailed rules as provided in this
docyment.

6.2.10 Organizational archiving
Rulg 044:

Whegre a business transaction involves personal information, the Open-edi records retention
and |disposal schedule (Oe-RRDS) period shall be established by the (seller) organization prior
to the actualization of the business transaction.

Guideline 044G1:

It is|advised that with respect to any good, service and/or right which is the goal pf business
transactions offered, that the seller (organization) prepares and makes available the information
and ghe associated Oe-RRDS to prospective individuals as buyers.

Guideline044G2:

It is |also adwsed that w1th respect to any busmess transactton, and partlcularly thoso where the
buyer [ transaction
ldentlﬂer(BTI) in order to ensure efflaent and systematlc appllcatlon of the Oe-RRDS and in
support of meeting applicable privacy protection requirements.

Organizations (and public administrations) can group or categorize their Oe-RRDSs generally or by
categories of their (offered) business transactions. For cost-effective and efficient conduct of their
business activities, organizations also have in place Oe-RRDS which are cost-effective, efficient and
implemented in a very systematic manner.

6.2.11 Historical, statistical and/or research value

It is a common practice, as well as one sanctioned and supported through relevant applicable
information law, that personal information collected or provided as SPIs for a specific purpose in
support of particular decision-taking and commitment-making pertaining to the individual, i.e., in any
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type of business transaction, is and can be used for other purposes where so permitted or sanctioned
based on applicable information law (and pursuant regulations and related legal instruments). This is
especially so with respect to SPIs provided to or collected by public administrations use in a business
transaction.

Rule 045:

Personal information which has historical value should be identified and conserved (as part of
the organization’s and/or electronic cultural heritage (“patrimoine informatisée”).

It is not uncommon that personal information resulting from a business transaction may have historical

or research,

nle n
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éibwvolve information law requirements of a generic nature and are usually maintaing

)

records), marriage (and divorce) records, etc.

Rule 049:

Any personal information which would have been expunged in the normal and ordinary
course of the business transaction in compliance with applicable ILCM and privacy protection
requirements, but which was not expunged because it is to be used for research or historical
purposes, shall be anonymized in any of its research use until such time as privacy protection
ceases to apply to the such sets of personal information (SPIs).
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6.3 Requirement for tagging (or labelling) data elements in support of privacy
protection requirements (PPR)

The application of the general privacy protection principles, as stated in ISO/IEC 15944-8:2012, 5.3,
requires an organization to be able to identify and tag any and all personal information when it is
created or collected in its IT systems. Such tagging is required to enable an organization’s compliance
with specific privacy protection requirements, (e.g., via metadata or properties/actions assigned to
cells in a database). An organization can do such tagging of sets of recorded information at the records
level (e.g. client file level) down to the more granular data element level.

Rule 050:

An ¢rganization shall have in place policies and procedures in order to identify_and tag (or
label) all sets of recorded information (SRIs) which contain personal information ‘(e.g., as SPIs),
i.e., where the buyer to a business transaction is an individual, and to do so-at'the appropriate
leve] of granularity to facilitate compliance with both generic and specific privacy|protection
reqyirements. This includes any labelling needed to support implementation of gny and all
ILCM requirements.

Rulg 051:

Where necessary to comply with ILCM requirements, the orgahization shall add tags to SRIs
required to support the execution and management of. state changes, retentign periods,
displosition, etc.

7 Rules governing ensuring accountability for and control of personal
infqrmation (PI)

7.1 | Purpose

This|document shall conform to Open-edi-reference model specified in ISO/IEC 14662.
The purpose of this Clause is:

— o support key characteristics of Open-edi;

— tointroduce in summary-form, key aspects and requirements of “under the control of”;|and

— o do so in the context of privacy protection requirements generally and that of associated
nformation lifé cycle management requirements specifically.

7.2 | Key aspécts of Open-edi requirements

A key and very relevant characteristic of Open-edi is that “parties control and maintain the|r states”, as
specfifiedin ISO/IEC 15944-1:—, 5.4.

This Open-edi requirement is very relevant when and wherever the buyer in a business transaction is
an individual and therefore requirements of a privacy protection nature apply (see ISO/IEC 15944-1:—,
Clause 5). Further, as a business transaction involves the making of a commitment(s) among parties
to a business transaction, the ISO/IEC 14662 Open-edi reference model introduced the concept and
definition of decision-making application (DMA) which is where all set(s) of recorded information and
associated state changes of a SRI are managed and controlled, including their EDI through information
bundles (IBs) and their semantic components (SCs) with all parties to the business transaction. This
Open-edi approach is especially relevant and applicable in the context of ILCM aspects in support of
privacy protection requirements.
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7.3 Key aspects of “under the control of”

The phrase “under the control of” is used in several international conventions and laws, as well as
those of jurisdictional domains of UN member states. Included are related concepts of “held by”, “in
possession of”, “controls”, “in the care of” (i.e., “custody”), etc. The concept of “under the control of”
with respect to sets of recorded information of an organization is widely used, including at all levels
of jurisdictional domains, and is found most often within information law (and associated regulatory)

requirements. The concept itself is not well-defined.

The legal and regulatory requirements of various levels of jurisdictional domains use other phrases
to convey similar and/or parallel intent to include varying degrees of “control” and “custody”. These
phrases incJude:

— held by

— respongibility of;

— in the possession of;
— in the cpstody off;

— maintajned by;

— maintajn and manage;

— in the cpre of.

7.4 “undpr the control of” in support of PPR and infan ILCM context
The requirgments and rules in ISO/IEC 15944-8:2012, 54Japply to this subclause.

Existing Open-edi and eBusiness concepts and their definitions which are integrated into the definlition
for the concept of “under the control of” (see 3.144) include:

— agent;
— Dbusineds transaction;

— decision-making application (DMA);
— electronic data interchange:(EDI);
— externdl constraint;

— informgtion law;

— informationrlife cycle management (ILCM);

— organiZation;

— organization Person;

— personal information;

— privacy protection;

— set of recoded information (SRI);
— third party.

Information life cycle management (ILCM) pertains to all stages of a set of recorded information (SRI)
from its initial creation/collection, processing and use (including EDI) to its eventual disposition. What
privacy protection requirements (PPR) add to this is that all parties to a business transaction shall
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maintain the same high level of “under the control of” and associated state changes with respect to
personal information interchanges with both the individual and any other parties to the business
transaction, (e.g., via EDI). Consequently, “under the control of” is defined as in 3.142.19)

Rule 052:

The organization which is the primary party to a business transaction, i.e., the seller, shall
ensure that it establishes and retains “control” of all personal information pertaining to a
business transaction, including where such personal information (PI) and/or set of personal
information (SPI) is shared with an agent or third party (e.g., via EDI).

The fa ! especially SPI(s)
related to a busmess transactlon or a personal information profile (PIP) - delegates out)pr contracts
out physical custody of the SRI(s) to be processed, which are managed by the IT system-oflan agent or
third party, does not take away the responsibility of that Person for ensuring that sueh a JRI(s) and in
partjcular SPI(s) remains under the control of that Person.

Rulg 053:

Befdre a seller in a business transaction, where the buyer is an individual and thyis involves
perdonal information, uses an agent or third party for any, part of the process¢s and EDI
pertlaining to the business transaction, the seller shall ensure that an agent or third garty has in
place controls in the governance of its IT systems in support of privacy protection requirements
(PPR) in compliance with Open-edi standards and related ILCM requirements.

A kel responsibility of a privacy protection officer is to-ensure that the organization shall not permit
the EDI of any personal information outside the jurisdictional domain of an individual a$ buyer in a
busihess transaction without assurance and demonstrated proof that the jurisdictional domain(s) to
whidh such personal information is being interchanged (e.g., via EDI) has equivalent legal/regulatory
privacy protection requirements.

Basitally, an individual as buyer in a business transaction has privacy protection requirements based
on those of his/her jurisdictional domaijr: The seller, as an organization or public adminidtration, can
decigle to “outsource” any of its IT system support activities (as permitted by applicable [nformation
law)| which would take place via EDI to anywhere in the world as long as the jurisdictiond]l domain in
whidh such information processing, storage, etc., takes place provides privacy protection rgquirements
equipalent to those of the jurisdictional domain of that individual.

7.5 | Implementing “under the control of” and accountability
This|clause and its rules complement those of ISO/IEC 15944-8:2012, 5.3.2 which applies.

While the rolelof PPO focuses on responsibility for corporate governance compliance with applicable
PPR) the role.of the personal information controller(s) (PIC) focuses on responsibilities pgrtaining to
the implementation of the related ILCM requirements. On the whole, in (large) organizations, a PPO
has ¢prganization-wide responsibility while those of a PIC may pertain to one or more DMAs in the IT
systém{s}-of-the-organization—er-that-ofaspecified-erganizational unittnsmallererganizations, the

roles of a PPO and PIC may well be carried out by a single organizational Person.

ISO/IEC 15944-8 introduced the concept and definition of a privacy protection officer (PPO) (see
ISO/IEC 15944-8:2012, 5.3.2). In an Open-edi reference model context, the focus of the privacy protection
officer (PPO) is primarily one of governance from a business operational view (BOV) perspective. The
definition in ISO/IEC 15944-8 for the concept of privacy protection officer is given in 3.98.

Figure 4 illustrates the role of a privacy protection officer based on ISO/IEC 15944-8.

19) This definition integrates key aspects of “under the control of” as found in the APEC Privacy Framework as well
as the Directive 95/46/EC on “data protection”. The new EC "GDPR" has replaced the 1995 Directive. However, the
essential "under the control of" requirements have not changed.
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Figure 4 — Role of a privacy protectionofficer (PP0O) based on
ISO/IEC 15944-8 in an ILCM and Open-edi context
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__________________

1

' » Role/function of
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! privacy protection

Role/function of personal information
controller(s) (PICs) -including ILCM and EDI

Business operational view (BOV)

Responsible for ensuring detailed implementation at the

v SRI level of privacy protection requirements for any
creation, state changes, and all ILCM and EDI 'with

Functional services view (FSV)

especially including all decision respect to any SPI(s) pertaining to business transattion,

making applications (DMAs) as well as any PIPs, both within the organization as well

as ensuring compliance of the same with respect to use

of any agents or third parties, i.e,, any~and all parties to

a business transaction

Figire 5 — Role, responsibilities and relationship of a personal information controller (PIC) in
an organization in Open-edi context

Rulg 054:

An drganization shall ensure that it has a‘designated role and function of personal information
conffroller (PIC), i.e., an organization Person who is responsible for ensuring that all processing,
state¢ changes, EDI, etc., of set(s) .of’ personal information (SRIs) pertaining to @ business
transaction remain under the control of the organization, i.e., in its role as a seller.

Guideline 054G1:

It is plso recommended thatfrom a data processing and EDI perspective, that the organization has
its personal information-controller (PIC):

a) review any (prospective) EDI of the (seller) organization of any SPIs, as well a§ any state
rhanges to the contents (and/or metadata on the same); and

b) ensure_that such SPIs remain under the control of the (seller) organization at alll times, and
n compliance with the ILCM requirements which apply to the SPIs of the business transaction
neluding those of the IT system(s) of agents and/or third parties who may be involved.

Guideline 054G2:

Where the organization is large, it may benefit from having a PIC for each of its DMAs which involve
personal information?1),

Rule 055:

An organization should ensure that its privacy protection officer (PPO) has direct liaison with
the (senior) officer(s) in that organization responsible for ILCM related aspects for any and all
SRIs maintained by the organization and in particular the organization’s personal information
controller (PIC).

21) The assignment of PICs can be linked to each IT system where an organization has multiple IT systems, etc.
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It is up to each organization to decide how to assign responsibility for ILCM, i.e., among records
managers, archiving, information managers, IT managers, security managers, etc. However, in order
to ensure that legal and regulatory requirements applicable to personal information in an IT system of
that organization are implemented, it is vital that the PPO of that organization is given the mandate on
an organization-wide basis, to be able to ensure that there is a very clear and transparent organization
policy and process able to ensure and support full compliance with applicable ILCM aspects of privacy
protection requirements.

Rule 056:

Where an organization interchanges personal information (e.g., through EDI) with one or
more othe izati i i i i i ., its
privacy pr ems
support pr

tection officer (PPO)) that the other organization in their operations and IT syst
vacy protection requirements.
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DI of

any
their
sign
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the
med

able
any

[t is recogn
business tr4
domains m4
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zed that, depending on the'\rature of the good, service and/or right which is the goal df the
insaction, specified additional records retentions requirements of applicable jurisdictjonal
y apply to all or specified sub-sets of all the recorded information pertaining to a busijness

tion”
ions
ture
who

Itisalsorec
aspects of §
resulting fr
is that of a
made the py

pgnized that where the purchase of a good, service and/or right involves “post-actualiza
. temporabnature, these will also impact record retention requirements and obliga
bm an actualized business transaction. A primary example of an internal constraint na
warranty” for “n” number of years22). This includes the possibility that the individual
Irchase may not be the “warranty holder”.

EXAMPLE Where the good or service is purchased as a gilt, the recipient of the gilt, as an individual, would
become the owner and also would complete the warranty information including personal information required
for the warranty to be invoked.

The following rules summarize these requirements from a BOV perspective:
Rule 057:

Where the seller offers a warranty or extended warranty as part of the business transaction, the
seller shall inform the buyer, when the buyer is an individual, of the associated added records
retention requirements for the personal information associated with the warranty (including

22) In order to be able to support a “warranty” of whatever nature, the seller will need to maintain personal
information for a time period other, i.e. longer, than that required by law, as part of the applicable external constraints
of the relevant jurisdictional domain(s). This is especially so where consumers purchase an “extended warranty”.
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the purchase by the individual of an extended warranty), and be so be specified in execution of
the organization’s ILCM.

The sale of many types of goods or services require the seller to inform the buyer of possible safety and
health considerations with respect to whatever was purchased. These include product recalls, repairs,
verifications checks or testing of specific function or components, etc.

Rule 058:

Where the buyer in a business transaction is an individual, the seller shall inform the individual
of (1) any and all records retention requirements of personal information which is recorded as
the esy 0 he 3 ualization-g he business ANS3 lon-in _5.-'-_' ali tionwhich
is r¢quired to actualize the business transaction, and (2) the time period(s) for whigd]
of personal information are to be retained:

a)

such sets

hdditional personal information, i.e., in addition to (1), which is required to be collected
hnd retained as a result of applicable external constraints, of whatever nature, jof relevant
urisdictional domain(s); and/or

b) additional personal information, i.e. in addition to (1) or (2),”which is required to be
collected and retained as a results of the invocation of an associated warranty, purchase of
an extended warranty, or any other personal information\which is required to be collected
br retained as part of the post-actualization phase of an(instantiated business transaction.

From a customer service perspective, many sellers, i.e. organizations (including public administrations),
wish to stay in contact with their customers for a varietyof reasons. These include providing catalogues
of their offerings, possible associated goods or services,‘as well as obtaining client feedbak, surveys,
new |product announcements, etc.

Rulg 059:

Whare the buyer in a business transactioiis an individual, the seller shall inform that individual
of the applicable SRI retention and assaciated ILCM conditions where these pertain o personal
information.

It is important that when the buyer'is an individual, prior to and at the actualization phase ih a business
tranpaction, the individual is-fally informed by the seller of its records retention requirgments and
prackices of the seller particalarly as these pertain to the personal information forming part|of the set(s)
of rgcorded information, Here it may well occur, depending on the nature of the business fransaction,
that[certain types of peksonal information may be subject to differing records retention pefiods.

It is noted that wherethe business transaction is one of the nature of the provision of a service or a right
(such as a license-or authority of some kind), the seller needs to retains a specified set(s)|of personal
infoymation for“\as long as a business transaction of this nature remains active.

Ruld 060:

Wheére:a business-transaction doesnotreachthe actualization phace’ any pnrcnnal information

collected by the organization in support of that transaction shall be deleted by the organization
[unless the individual concerned explicitly provides his/her informed consent to the
(prospective) seller with respect to the retention of such personal information, i.e., SPIs for a
seller requested for a defined period of time].

An individual may have provided personal information to a seller as part of the identification or
negotiation phase. However, in this case the individual decides not to commit to the actualization of
the business transaction. As such the personal information provided by the individual to the seller is
no longer relevant and, therefore, the organization concerned shall delete the personal information
pertaining to that individual.

It is noted that this rule makes provision for the possibility that the individual, as a prospective buyer,
may consent to be kept informed by the seller about product information, e.g., via a catalogue, special
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sales, new offerings, etc. Such a decision by the individual is of the nature of obtaining “informed
consent”.

Particular care needs to be taken to avoid collecting or providing data that are not actually necessary
for the purpose(s) of the transaction itself. By way of example, in the transaction given in Rule 028 in
Clause 6 of a purchase and payment, it may not be necessary for the seller to know the actual personal
identity of the buyer, but to have an identifier by which that buyer may be uniquely identified to the seller.

It may be sufficient that the seller is certain of payment because the seller has an authority from a third
party such as a bank that the transaction will be paid. Thus the bank may need to know the identity
of the buyer and seller in order to fulfil its requirements in the transaction (but not the content of the
transactionj; wiritst the selter does ot reedto knmow the identity of the buyer:

The same is|true when agents are used, or when a public administration is a supervisor to a transadtion,
where the gther parties need to know and perhaps be able to prove that the public administrationf was
involved, byt do not need to be able to identify the individuals within the public administration actpally
involved (although the internal functions of the public administration may need thdt.informatiop for
their own syipervisory purposes).

8 Rulesgoverning the specification of ILCM aspects of personal information

8.1 Overyiew?23)

The purpoge of this clause is to bring forward, in an integtated manner and in an Open-edi
context, applicable concepts and their definitions as well rule§ and related normative text found in
ISO/IEC 15944-5 and ISO/IEC 15944-8, in the particular ¢ontext of this document which focusgs on
privacy profection of personal information in the context:of an ILCM nature requirements:

1) those pertaining to state changes in the setscof recorded information (at whatever level of
granulgrity); and

2) those pertaining to records retentiondrequirements, including assured disposition,| i.e.,
expungement of personal information.

As such, the purpose of this clause is-to bring forward normative text, rules and associated cpded
domains frgm ISO/IEC 15944-5:2008,.6.6.4.2 and 6.6.4.3 and present them in an amended form, ag and
where requliired, in the context of privacy protection requirements focusing on ILCM aspects. ([This
approach is|similar to that takenfor Clause 7 which also applies normative text from other parts df the
ISO/IEC 15944 series and applies it in a privacy protection requirements and ILCM context.)

Generic aspects of external constraints of jurisdictional domains as rules and definitions governing
business trgnsactions.are found in ISO/IEC 15944-5.

Users of this doeunient are advised to familiarize themselves with the rules, definitions and associated
text of ISO/]E€15944-5:2008, 6.6.4.

Within a data management and interchange context, itis important that parties to a business transaction
control the states of their IT systems. This is a fundamental characteristic of Open-edi. Under internal
constraints, it is a best practice of organizations and public administrations to maintain control of the
sets of recorded information (SRIs) in their IT systems (as especially those in their DMAs). This includes
both state changes as well as records retention and scheduling requirements. This pertains to basic
information life cycle management (ILCM) principles in support of information law compliance (see
Clause 5).

The need for information law compliance is mandatory when the set(s) of recorded information pertain
to a business transaction, i.e., a “commitment exchange”, where the buyer is an individual.

23) Thetables, (coded domains) in Clause 8 are amended and a more detailed version of the original coded domains
as found in ISO/IEC 15944-8.
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These generic Open-edi aspects and rules pertaining to a business transaction are mandatory in
any business transaction context which involves an individual as a buyer. This is because, where
this is the case, privacy protection requirements apply. The generic aspects of external constraints
of jurisdictional domains of a privacy protection nature as rules and definitions governing business
transactions are found in ISO/IEC 15944-8.

A common requirement of external constraints of a public policy nature is that they mandate records
retention (and deletion) requirements (consumer protection, privacy protection, etc.). In order to
bridge legal, operational, public policy and IT perspectives, records retention is defined as in an Open-

edic

As st

It is

retention of IBs or the complete set(s) of recorded\information.?5) Many, if not most, of

prot
prot
life

Rule

Man
shal
(ILC

It is
prot

8.2

Itisi
(or ¢

Rule

ontext?4 as:

bpecification of a period of time that a set of recorded information (SRI) shall be\re
Person in order to meet operational, legal, regulatory, fiscal or other requirements.as Spé
bxternal constraints (or internal constraints) applicable to a Person who is g \party tc
transaction

ated in ISO/IEC 15944-1, records retention requirements need to be spegified:

n the scoping of an Open-edi scenario (e.g., as a post-actualization requirement of a dat4
fequirement);

hs an attribute of an information bundle (e.g., for)'specifying internal
[see ISO/IEC 15944-1:—, 8.5.2.8 and Rule 140; and for external constraints see ISO/IEC
B.5.2.9 and Rule 141).

important to be able to specify which of the parties to a business transaction is res

bction requirements are of an information management nature. A key reason here is 1
ection requirements are a type of information law. Consequently, the integrated set of
ycle management (ILCM) principles applies.

061:

agement and control of stateychange, retention and destruction of personal il
be based on the application of the integrated set of information life cycle m
) principles.

noted that where an ‘SRI life cycle pertains to or contains an SPI(s), that in such ca
bction requirements-of an ILCM nature apply, i.e., are mandatory.

Rules governing establishing ILCM responsibilities for personal informati

mportahtih the modelling of a scenario for a business transaction that one establishes
pmbiiiation of parties) to the business transaction has (primary) responsibility for ILC

062:

tained by a
cified in the
a business
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constraints)
15944-1:—,

bonsible for
the privacy
hat privacy
nformation

nformation

anagement

ses privacy

on (PI)

which party
M aspects.

Where an individual is a buyer to a business transaction, the seller shall specify who is
responsible for the retention and disposal of any (combination) of SRIs and in particular all SPIs

24)  Multiple definitions exist for “records retention” within a single jurisdictional domain as well as among
jurisdictional domains, professional organizations, etc. In order to differentiate the concept of “records retention”
within the context of e-business, e-government, etc. (an Open-edi context), a unique label or term has been
invented: Open-edi records retention and disposal schedule (Oe-RRDS). This definition links to privacy protection
requirements in that these are legal or regulatory in nature.

25) The concept of “information bundle (IB)” pertains to the grouping of one or more semantic components (SCs)
of data interchanged among Open-edi parties to a business transaction. From a data management perspective, and
in an ILCM context, the concept of “set of recorded information (SRI)" is used. A SRI can be the content value of a
single data element, several grouped and managed together, a complete record or file, etc.
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and do so during, or before, the negotiation phase and no later than at the actualization phase in
accordance with privacy protection requirements.

Guideline 0

62G1:

Unless requested or negotiated otherwise, the default is that the Person in the role of seller is
responsible for all aspects of ILCM of the SRIs pertaining to a business transaction and especially

all SPIs.
Rule 063:

Where an individual is a buyer in a business transaction, the seller shall ensure that all other
parties to fhe instantiated business transaction, as applicable (e.g., a regulator, an agent an
third party), are informed of records retention (and disposal requirements) and agree.to apide
by and support them.

Guideline 0,
In support
involving a
domain 01
where the L
Guideline 0,

The nature
which of th

Guideline 0,
Use of an IL

3G:

bf Rules 062 and 063, the seller, as well as any other parties to the business transac
n individual as buyer (e.g., a regulator, an agent, and/or third party), should use c
codes representing specification of ILCM responsibility for personal information
uyer is an individual. This coded domain is presented in Tablé 1.

63G2:

of the goods, services, and/or rights of the business transaction may limit or sp
b options in coded domain 01 can be used or are valid.

6363

code 02 in coded domain 01 is considered a “rarity” and the individual as a prospe

buyer in a business transaction should be informed of the rationale for being responsible for |

requiremer
Rule 064:

Unless othg

ts pertaining to the relevant personal information.

brwise specified by the seller, the business transaction identifier (BTI) shall sery

its common unique ID for the instantiated business transaction for linking ILCM requireme

applicable

SRIs.

External constraints of a publie policy nature such as privacy protection (and consumer prote

as well) reg
business tr
information
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uire, i.e.,, make-mandatory, both (1) the retention of personal information pertaining
hinsaction where the individual is the buyer and (2) the assured destruction of pers
based ondoth legal requirements and contractual obligations (see Annex D).
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Table 1 — 01: Codes representing specification of records retention responsibility
for personal information (PI)

01: Codes representing specification of ILCM responsibility
for personal information (PI) where the buyer is an individual

IT interface Human interface equivalents (HIEs):
linguistic — written form
Source Coded ID ISO English ISO French
authority ID | domain ID code
15944-12 01 00 Other autre

[T Code "00 (Uther) 1s used, there should De an assocl-
ated linked data element to capture the data value of

the "Other™".

13944-12 01 01 Seller is responsible for all ILCM aspects and shall
inform the buyer of what they are.

13944-12 01 02 Individual as buyer is responsible for [LCM"aspects

and the seller shall specify what these are.2
The seller shall inform the buyer of the‘basis as to why
ILCM responsibilities are assigned to the buyer.

13944-12 01 03 Seller and buyer are both responsible and seller shall
inform the buyer, as an individual, what his/her ILCM
responsibilities are.

15944-12 01 04 Seller shall specify tothe individual as buyer what
specific IBs to retdin resulting from the business
transaction.

15944-12 01 05 Seller and individual shall use a common third party,
(e.g., a notaty).

15944-12 01 06 Regulator is responsible for retaining the personal
information.b

15944-12 01 07 Regulator and seller are responsible.

15944-12 01 08 Regulator and individual are responsible. (The buyer

as individual is informed of the personal information
being retained.)

15944-12 01 09 Regulator, buyer and individual are all responsible.
(The buyer as individual is informed of the personal
information being retained.)

15944-12 01 10 Regulator mandates the involvement of a (role) qual-
ified or designated third party, i.e., on behalf of seller,
the individual and regulator.c

15944-12 01 98 not known inconnu
1394412 01 99 not applicable sans objet

a  YseltID code 02 is a “logical” possibility. Its use is considered a “rarity”.

b An example would be the personal information for a driver's liCence, or any other transaction where the regulator is
the “authoritative” source.

¢ Examplesinclude notarial acts, a regulator assigning a record-keeping registry, etc., function to a third party.

8.3 Rules governing establishing specifications for retention of personal information
(PI) — applicable “SRI retention triggers”

External constraints of a record retention nature have requirements which specify (1) when a
retention requirement is to start, i.e., via a limited number of triggers and (2) a specified (minimum)
retention period. On the whole, records retention requirements are triggered by an action or event.
The basic conditions from an external constraints perspective for "retention triggers" are limited. The
most common ones are presented in coded domain 04 of ISO/IEC 15944-5 (see ISO/IEC 15944-5:2008,
Annex F). It has been amended in the context and focus of this document.
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Rule 065:

Where an individual is a (potential) buyer to a business transaction, the seller shall specify
the “retention triggers” activating records retention requirements for the SRIs (and any
combination of the same) pertaining to that business transaction and do so in accordance with
applicable privacy protection requirements of the applicable jurisdictional domain(s) for that
business transaction.

Guideline 065G1:

The seller, as well as any other parties to the business transaction (e.g., a regulator, an agent, and/
or third patr: d domain.

Table 2 — 02: Codes representing SRI retention triggers for retention of
personal information (PI)

02: Codes representing SRI retention triggers
for retention and disposition of personal information (PI)

IT interface Human interface equivalents’(HIEs):
linguistic — writtenform
Source Coded ID ISO English ISO French
authority ID | domain ID Code
15944-17 02 00 Other autre

If Code "00" (Other) is used thére should be an
associated linked data elemént to capture the
data value of the "Otherp,

15944-12 02 01 Start applicable required retention period at
the date/time for set(s) of recorded informa-
tion as received,@reated and/or collected as
part of the “identification phase” of the busi-
ness transaction.

15944-172 02 02 Start applicable required retention period at
date/time for set(s) of recorded information as
received, created or collected as part of the “ac-
tualization phase” of the business transaction
(including those based results of completion of
the “negotiation phase”).

15944-12 02 03 Start applicable required retention period
from date of last action or use of the SRIs with
respect to the business transaction.

15944-12 02 04 Start applicable required retention period at
end of calendar year when the business trans-
action was completed at end of the “actualiza-
tion phase”.

15944-1 02 05 Startapplicable required retention period at end
of fiscal year when the business transaction was
completed at end of the “actualization phase”.

15944-12 02 06 Start applicable required retention period at
end of calendar year when the business trans-
action was completed at end of the “post-actu-
alization phase”.

15944-12 02 07 Start applicable required retention period at
end of fiscal year when the business transac-
tion was completed at end of “post-actualiza-
tion phase”.

15944-12 02 99 not applicable? sans objet

a  This would apply to recorded information, i.e., a particular SRI, deemed to be ephemeral or transitory in nature (such
as a “session cookie”).
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It is also important to state the actual retention period, i.e., temporally. At the same time, it is a not
uncommon occurrence that privacy legislation, or pursuant regulation, does contain a minimum
temporal period for the retention of personal information, particularly where such personal information
pertains to decision-taking or commitment-making such as takes place in the formation of a business
transaction.

In many jurisdictional domains (e.g., consumer protection-based) it is a requirement that the potential
buyer is fully informed of all the conditions which apply to an eventual purchase of a good, service
and/or right. Similarly, privacy protection requirements require informed consent with respect to any
collection, use, sharing, retention, etc., of personal information where the buyer is an individual. This
includes the seller providing full and complete information on the duration of the retention of personal
infofmation. These and related requirements are captured in the following rules.

The frecord retention period(s) for SRIs and associated IBs (and SCs) need to be spécified and stated
explicitly. The retention period is independent of the retention triggers.

Rulg 066:

The period that recorded information pertain to a business transaction, where the inndividual is
a buyer, is retained (as once or more SRIs) shall be specified and made known to the individual.

Guideline 061G1:

In sypport of Rule 066, the seller as well as any other party(ies) to the business transadtion (e.g., a
regulator, an agent and/or third party), should use coded’domain 03.

Ruld 067:

Whare the (prospective) buyer is an individual, the seller shall inform the buyer of minimum
reall;d retention period(s) of applicable privacy protection requirements which apply where a
business transaction enters the “identification phase” and further.

Guideline 067G1

Sellars should apply Rule 050 as a_best business practice and inform all buyers of thqg applicable
minjmum retention period for SRis-of buyer information.

Ruld 068:

Where the (prospective) buyer is an individual, the seller shall inform the buyer of 4§ maximum
recdrd retention period(s) of applicable privacy protection requirements which apply where a
business transactionenters the “identification phase” and further.

Guideline 06861

Sellars should apply Rule 068 as best business practice and inform all buyers of thein applicable
maximumretention period for SRIs of buyer information.

Rul

Where the (prospective) buyer is an individual, the seller shall inform the buyer of any record
retention period(s) as required by applicable laws or regulations requirements which apply and
which “override” those of a privacy protection nature, including “permanent” retention where a
business transaction enters the “identification phase” and further.

Rule 070:

Where the (prospective) buyer is an individual, the seller shall inform the buyer of the
record retention period(s) of applicable privacy protection requirements (other than those
of a minimum or maximum nature) which apply where a business transaction enters the
“identification phase” and further.
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Table 3 — 03: Codes representing the specification of types of record retention period

03: Codes representing the specification of types of record retention period

IT interface Human interface equivalents (HIEs):
linguistic — written form
Source Coded ID ISO English ISO French
authority ID | domainID | code
15944-12 03 00 Other autre

If Code "00" (Other) is used, there should be an associat-
ed linked data element to capture the data value of the
“Ottrer™:

15944-12 03 01 Minimum retention period is stated in applicable priva-
cy protection requirements.2

15944-12 03 02 Maximum retention period as stated in applicable
privacy protection requirements. (Seller to provide
information to individual as buyer.)P

15944-17 03 03 Nature of the good, service and/or right as the goal

of the business transaction invoke other minimum
retention periods which of a longer tempoyal nature
than that of privacy protection requirements.c (Seller to
provide information to individual as bayger.)

15944-172 03 04 Nature of the good, service and/or right as the goal of
the business transaction requires.permanent retention
of specified personal information.d

15944-17 03 05 The retention period is specified using date/time ref-
erencing based on the ISO'8601 series, i.e. a temporal
period specified in yea¥ss, months, weeks, days, hours,
minutes, etc. (the Gregorian calendar).¢

15944-12 03 06 The retention period is specified based on a tempo-
ral referencing'schema_other than that based on the
IS0 8601 s€ries, and, if so, this needs to be specified.f

a A comm¢n default for personal informationgis two (2) years after business transaction completed. For SRlls of
a financial ngture, it is a minimum retention perioed of seven (7) years. At times, it is possible that telecom and int¢rnet
service proviflers are required to maintain personal information on their users for a minimum period of time (six mopths,
two years, etq.).

b For exan|ple, IBs pertaining to the use of a telecom service often have a maximum retention period after which the
telecom deletes the record of the same,This varies per jurisdictional domain.

¢ An exan]ple would be fipaneial information pertaining to an actualized business transaction where financial
information gossibly has to be retained for a minimum of seven years.

d A code “Q4” would apply to the purchase and sale of what are commonly known as “immovables” (a piece of land, a
house, etc.)

¢ Ontempgral referencing, see ISO/IEC 15944-5, 6.6.4.5.

f See footrjote/22. ISO/IEC 15944-5 provides information on other temporal referencing schemas such at the “atjomic
clock”, the “GRS-ealendar/clock” ete

8.4 Rules governing identification and specification of state changes of personal
information (PI)

8.4.1 General requirements

This clause integrates text and rules from ISO/IEC 15944-5:2008, 6.6.4.3 and ISO/IEC 15944-8:2012, F.2.

A fundamental aspect of data management and interchange among autonomous Persons (or even within
an organization or public administration) is that of ensuring th r imelin nd relevan
of its (sets of) recorded information (SRI). A second fundamental aspect here is that any Person (or
whatever nature) shall do so in compliance with applicable external constraints of the relevant
jurisdictional domain.
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A key characteristic of Open-edi is that "parties control and maintain their states"
(see ISO/IEC 15944-1:—, 5.4). As such, it is important to know whether or not the value of an
information bundle (IB) (or one of its semantic components (SCs) interchanged among parties to a
business transaction is allowed to be changed during any stage in the process component. Knowing
whether or not state changes are allowed for a specific IB or SC is important for the management of
state description and automated change management of the state machines of the parties involved in
an electronic business transaction.

This is a requirement which also exists in modelling business transactions involving internal
constraints only. However, those which exist here are likely to be a sub-set of those which arise from
external constraints.

Durilng the life cycle of a business transaction (i.e., from its planning through paostartualization
phages), there are more SRIs of a personal information nature that pertain to the business|transaction
whidh may require a state change to their content value(s). For example, the address,of the|buyer as an
indiyidual may change; the planned delivery date or delivery location may change;. étc.

At tHe same time, there are SRIs pertaining to personal information in a businéss transactign for which
no state changes are allowed, e.g., the business transaction identifier (BTH:

It is [also understood that, with respect to any personal informatien-pertaining to an indjividual as a
party to a business transaction, privacy protection requirements apply.

Ruldg 071:

Whgre the recorded information pertaining to a, business transaction contains personal
information (as one or more SRIs), the seller shall specify: (a) for which SRIs, therd will be no
state changes; and (b) for which SRIs state changés are allowed and, if so, under which ronditions.

Rulq 072:

In a|business transaction involving an individual as buyer, the seller shall inform pnd obtain
informed consent from the buyer, as individual, to any state changes to any SRIs pertaining to
the business transaction, including those forming the basis for one or more SCs or SR[s, as IBs in
EDI with parties to a business transaction.

A re|ated issue is “What happéns to recorded information, i.e., SRIs, which existed prior to a state
charlge being made?” It is imipgrtant for parties to a business transaction to know this. To address this
issu¢, two attributes are réquired to specify state change of data. They are:

— humber of state-changes allowed, if any; and
— $tore change-type.

The [inter-working of these two attributes, i.e., as codes in two-coded domains, covers [the various
combinations of state changes in the data value for each IB and SC. It also covers which|actions are
requliréd with respect to both “new” and “old” data including those required for informatipn life cycle
mankgemen M) within izati j j j i j lisposition/

expungement, etc., and any external constraints of this nature of jurisdictional domains.

8.4.2 Specification of state changes allowed to personal information (PI)

Before any information is recorded at any phase in a business transaction it is important to establish
whether or not such recorded information may be changed, i.e., undergo a "state change" of the initial
value(s) recorded. Examples of an SRI whose value is recorded with respect to the instantiation of a
business transaction, for which a state change is not allowed, is the business transaction identifier
(BTI). Others include those SRIs which, when shared via EDI as SCs and IBs with parties to a business
transaction, are not allowed to undergo a state change due to applicable external constraints.
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Rule 073:

Where an individual is a party to a business transaction, i.e., as a buyer, the seller (as an
organization or public administration) shall have in place rules governing state changes, if any,
for personal information (at whatever level of granularity required) in support of ILCM and EDI
required to comply with privacy protection requirements.

Rule 074:

Where the buyer is an individual, the seller shall inform the buyer whether or not state changes
will be allowed for one or more of the SRIs constituting the recorded information pertaining to
that busin

ss transaction

DOt IO TrC Cr o™

Guideline 074G1:

Depending|on the nature of the good, service and/or right which is the goal of(the business
transaction, external constraints of applicable jurisdictional domain(s) may prohibit a state
change to dne or more SRIs.

An example|of an IB (or SC) having a Code “09” with respect to state changes would-be in item trackipg in
alogistics system (e.g., the seller provides to a buyer a facility to access the seller's or logistic provifler's
system to tfack the movement of an item to be delivered to the buyer). Thé€ontent value of the related
SRI would yndergo state changes of a dynamic basis.

1G2:

Is pertaining to a business transaction are allowed to be changed, care is required to be
vent the business transaction from transforming itself into a completely new business
. A factor to be considered is for those SRIs.allowing (too many) changes, which |may
armony” among the various SRIs, thereby.compromising the integrity of the recofrded
on a business transaction.

lead to “di
informatio

Rule 075:

An instantiated business transaction shall’have one or more IBs or SCs for which no state changes
are permitted. One of these is to serve‘as’the transaction ID number, i.e., a business transaqtion
identifier (BTI), for the instantiated -business transaction.

Guideline 075G1:

It is advis¢d that in modelling scenarios, scenario attributes roles, information bundles|and
i ponents, the(state change code is set to “00” wherever applicable, especially for those
pertaining [fo personalinformation.

This guideline servés'to ensure that all parties to a business transaction agree to, and have knowledge
of, permitted state:¢change to the value of an IB or SC.

Rule 076:

If a state change is required, the seller (and/or regulator) shall specify the number of state
changes permitted.

Guideline 076G1:

In support of Rules 075 and 076, the seller, as well as other parties to the business transaction as
applicable (e.g., the regulator, an agent, or third party), should use coded domain 04 to specify the
applicable state change ID codes.
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Table 4 — 04: Codes for specifying whether state changes allowed for the content values of SRIs
containing personal information (PI)

04: Codes for specifying whether state changes allowed
for the content values of SRIs containing personal information (PI)

IT interface Human interface equivalents (HIEs):
linguistic — written form
Source Coded ID ISO English ISO French
authority ID | domain ID | code

15944-12 04 000 |no state change allowed (default)

1594412 VE:3 01— 7Ome state thange attowed as per mature of busimess
transaction.

15944-12 04 011 |One state change allowed as requested by buyer as an
individual.

15944-12 04 012 |One state change allowed as requested by the seller-and
consented to by the buyer as an individual.

15944-12 04 013 |One state change allowed as may be requiréd by the
regulator.

15944-12 04 020 |Two state changes allowed as per ndture of business
transaction.

15944-12 04 021 |Two state changes allowed aseguested by buyer as an
individual.

15944-12 04 022 |Two state changes allowed-as requested by the seller and
consented to by the buyer as an individual.

15944-12 04 023 |Two state changes‘allowed as may be required by the
regulator.

15944-12 04 030 [Three state ghahges allowed as per nature of business
transactign.

15944-12 04 031 |Threestate changes allowed as requested by buyer as an
individual.

15944-12 04 032 [Three state changes allowed as requested by the seller and
consented to by the buyer as an individual.

158944-12 04 083 |Three state changes allowed as may be required by the
regulator.

158944-12 04 090 |No limit on the state changes allowed as per nature of the
business transaction.

158944-12 04 091 [No limit on the state changes allowed as requested by
the buyer as individual and agreed to by the buyer as an
individual.

15944-12 04 092 [No limit on the state changes allowed as per nature of the

business transaction as requested by the seller and agreed
to by the buyer as an individual.

15944-12 04 093 [No limit on state changes allowed as may be required by
the regulator.

An example of use of code “000” would be the transaction record ID number as the business transaction
identifier (BTI) (see ISO/IEC 15944-8:2012, 11.2) i.e., the unique ID number assigned by the seller to an
instantiated business transaction. Codes “1”, “2”, “3”, etc., are used to deal with IBs and SCs pertaining
to location information, such as physical or electronic addresses, price and terms negotiations, the
buyer changing its decision on a choice of options, etc.

8.4.3 Specification of store change type

It is important to specify clearly and explicitly the action to be taken and the processes to be followed
by the seller (as well as its agents and third parties) with respect to the original content value of an
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SRI (and related IBs and SCs) when the content value for these is changed during any of the phases in a
business transaction. The key issues addressed in the following rules and Table 5 are "What happens to
the original data value(s) entered when a state change for it is permitted to occur? Is the original data
value simply deleted or does it need to be retained?"

Rule 077:

If a state change is permitted to the original data value of the SRI and resulting IB (or its
associated SCs), i.e., (1) any entered in the DMA(s) of the IT system(s) of the organization or
public administration which acting in the role of a seller or a regulator in a business transaction
involving an individual and/or (2) as interchanged among the Persons involved, it is necessary

to specify iprtlrebusimress object being modelted the storechange type permitted—
Guideline 07 7G1:

The seller, as well as other parties to the business transaction as applicable (e.g., the'regulatoy, an
agent or a third party) should use coded domain 05 to specify store change type.

The ID codd in this coded domain defines and specifies what action is to be taken:when a state chhnge
in the content value of an SRI is allowed. This is necessary to support required audit trails, [data
integrity arfd ILCM including archiving/disposition requirements as well a§_from a legal/evidentiary
requiremenits perspective. The ID codes for store change type in Table 5 idéntify whether the previous
content valfie of an SRI is required to be retained, in addition to the tost current data value. If it is
not requirefl, the new value can replace the existing content value. Ifan audit history is required fo be
maintained|then the relevant DMA in the IT system of the seller (@nd its agents and/or third parfties)
is required [to be able to maintain multiple versions of the confent value of the SRI including posfible
associated [T systems-generated date/time stamps.

EXAMPLE By analogy, an historical record of changes to the.balance in one’s bank account. Another example,
(linked to ISD/IEC 15944-9) is that of traceability data in thé-form of SRIs pertaining to the movement/log|stics
of a “good” bging delivered from a seller to a buyer.

Table 5 — 05: Codes representing store change type for SPIs (and SRIs)

05: Codes representing store change type for SRIs
as informatien bundles and semantic components

T interface Human interface equivalents (HIEs):
linguistic — written form
Source Coded ID ISO English ISO French
authority | domain ID code
15944-12 05 00 Other autre

If Code "00" (Other) is used there should be an associat-
ed linked data element to capture the data value of the
"Other".

15944-12 05 01 Store new data value for the specified SRI and expunge

prnvinnc datavalue

15944-12 05 02 Store new data value, expunge previous value for the
specified SRI with date/time stamp when state change
occurred.

15944-12 05 11 Store new data value for the specified SRI and previous
data value only.

15944-12 05 12 Store new data value for the specified SRI and previous
data value for the specified SRI only and add a date/
time stamp.

a2 For example, a code 99 here is automatic when a code 00 was assigned to the SRI or SPI based on coded domain 4 in
ISO/IEC 15944-12.

66 © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=bab6c93d8b0da1df2f8f5a9a7f8d9e4c

ISO/IEC 15944-12:2020(E)

Table 5 (continued)

05: Codes representing store change type for SRIs
as information bundles and semantic components

IT interface Human interface equivalents (HIEs):
linguistic — written form
Source Coded ID ISO English ISO French
authority | domain ID code
15944-12 05 21 Store new data value for the specified SRI and “nn” previ-

ous values for the specified SRl maintaining a sequence
number of all state changes. here “nn” is required to be
specified.

15944-12 05 22 Store new data value and “nn” previous values maintain=
ing security and maintaining a date/time stamp for each
state change. Here “nn” is required to be specified setof
unique identifiers.

15944-12 05 31 Store new data value for the specified SRI and\all changes
maintaining a sequence number of all staté-changes for
the specified SRI.

15944-12 05 32 Store new data value for the specified SRI and all chang-
es, maintaining a date/time stamp,for each state change
for the specified SRI.

15944-12 05 99 not applicable, i.e., no state change allowed?

a  For example, a code 99 here is automatic when a code 00 was,assigned to the SRI or SPI based on codedl domain 4 in
ISO/]EC 15944-12.

One notes that a code “99” here works in tandem-with a Code “00” in the previous coded glomain. Use
of a fode “01” or “02” means that having the prévious value only is sufficient. This is often[the case for
change in location, (e.g., for physical or electrofric address information). The use of the other codes links
to ensuring record of decision, audit trails;\evidentiary requirements and other external|constraints
whidh may apply due to the nature of the;business transaction.

8.4.4 Rules governing specification of source of state changes

Thetle are three primary sources’of state changes to SRIs pertaining to a business transacti¢n: (1) those
initiated by the buyer; (2) those initiated by the seller; and (3) those required by applicaple external
consftraints.

The gtate change requirements of these three sources are not necessarily exclusive and may well be
complementary to.each other.

Rulg 078:

In order to comply with privacy protection requirements, the source of the state ¢hange to a
conflent value of any SRI forming part of a business transaction shall be specified as s¢ller, buyer
and /foramextermal conmstraint:

Guideline 078G1:

The seller, as well as other parties to the business transaction as applicable (e.g., the regulator, an
agent or a third party), should use coded domain 06 to specify the source of state change type (and
an ID code of “99” for those SRIs for which no state change is allowed). It is noted that use of one or
more of the ID codes in this coded domain are not exclusive but may well be complimentary.

Rule 079:

Where the state change code in Table 4 is "000", i.e., no state change allowed, then code "99" in
Table 5 (not applicable) applies and shall be used.
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Table 6 — 06: Codes representing source of state change type ID code for SRIs

06: Codes representing source of state change type ID code

IT Interface Human interface equivalents (HIEs):
linguistic — written form
Source Coded ID ISO English ISO French

authority | domainID | code

15944-12 06 01 [Buyer originated, i.e., the buyer as an individual is the only autre
one who can request a state change to the content of one or
more SRIs pertaining to a business transaction.

15944'12 G(J GZ SC}}CI Ul isiuatcd, i.C., thUDC VVhiLh thC DC}}Cl idcutiﬁca Cllld
proposes to the buyer as state changes associated with the
business transaction.

15944-12 06 03 |Regulator originated, i.e. those which apply to the nature
of the good, service and/or right and which are identified
as such by the seller to a (prospective) buyer in a (pro-
posed) business transaction.

15944-12 06 11 |The seller has informed the buyer of conditions pextaining

to ID codes 01, 02 and 03; and, the buyer has agreed to the
application of a combination of the same, i.e.,@s aresult of
the negotiation phase, with respect to the business trans-
action to be actualized.

15944-12 06 99 |Not applicable, i.e., no state change is.allowed, (therefore
source of state change does not apply).

8.5 Rules governing disposition of personal information (PI)

This clause|integrates text and rules from ISO/IEC 1594%4-5:2008, 6.5.4.3 and ISO/IEC 15944-8:4012,
F.4. It does|so in a privacy protection requirements‘¢ontext and from a more granular, ILCM-nleeds
perspective

A key privagy protection requirement is that.ofthe mandatory destruction of personal information, i.e.
as the reverfse of records retention. Within@n information/records management and archiving conftext,
this proces$ requirement of an organization is known as "disposition". Disposition is an authofized
action to regmove (i.e., alienate) a set.@f’recorded information from under the control of a Persor| and
thereby exfinguishing ownership and accountability2). In the context of this document, “Open-edi
disposition’| is defined in 3.77.

In this document, only the more basic, i.e., primitive, disposal actions are identified. However, ever this
limited set fovers more than 85 % of the statutory requirements and best business practices of most
organizatiohs worldwide, and especially those of public administrations.

A key aspeft of a—“disposition” action is that the specified SRI(s) is removed from the normall and
ordinary cqurse.of business use of the organization, i.e. “control”. Another key aspect of any disposal
action is thgtne’state changes of any kind are allowed to the content value of any SRI(s) which has peen
“disposed” by the organization.

While the normal default result of a disposition action is the destruction (i.e., expungement) of the
recorded information, it is not uncommon for other results of a disposition action to occur. Examples of
these include:

— The transfer of the “disposed” SRI(s) to an archive (IT system) within the organization, and if so
with the same or different access and use controls.

26) Thisis more than “erasing” or “deleting” an SRIin an IT system. From an “evidentiary” requirements perspective,
the requirement here is that of “expungement” (= eliminate completely, wipe out, destroy or obliterate an electronic
record).
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EXAMPLE1  When an SRI(s) has as disposal action to be assigned the status of “archival”, it is normally
physically removed from the DMA of the organization and transferred to the “archival IT system” of the
organization at which time access to and use of such SRI(s) fall under the control of the "archivist” as an
officer of the organization.

— The transfer of the “disposed” SRI(s) to an archive (IT system) of (a) an agent of the organization;
(b) an organization which is a third party to the organization; or (c) a totally separate, and largely
removed, separate organization.

EXAMPLE 2  For (a): an organizational entity of a public administration, i.e. an organizational entity
of a jurisdictional domain government organization which has established a separate and distinct
organizational part” as a separate entity governed by separate legislation, regulation (or similar
egal instrument). As a result, it is possible that such an organizational entity has its. pwn distinct
egal basis and associated rules for access to and use of such associated personal inf¢rmation for
i1l the SRIs which constituting the specified “archival collection” for that naturak'persop which are
bhysically (and logically) maintained as a distinct “collection” the specified archival yepoSitory

n addition, it is not an uncommon occurrence for all the personal information (public or private) for a “very
mportant person” (VIP) in an organization to be transferred to a new separate\0rganization, dr legal entity
vithin an existing organization, e.g., as a presidential archive, a prime, fiinisterial archivefor a private
hirchive (including those of a university).

EXAMPLE 3 For (b): A private sector organization disposing of\its”specified SRIs to a urfiversity or a
brivate sector (often non-profit) organization.

— Thetransferofpersonalinformationbyan organization for (officiallyrecognized) resear¢h purposes;
hlong with associated legally-supported access and use-requirements, including formally accepted
[and legally permitted) access and use protocols.“These are normally specified via fprmal rules
[and associated guidelines) and supported by dpplicable coded domains as necessaryj/applicable.
Here such transfers may need to incorporateror ensure “individual anonymity”, i.e., 411 PIs being
hnonymized.

EXAMPLE 4 Public administrations prowiding personal information on specified data elemfents relating
o an (identified) individual on a systematic (including continuous) basis with respect to|an officially
hpproved research project.

Rulg 080:

Whgre the buyer in a (prospective) business transaction identifies himself/herself as an
“indjvidual" in the “identification phase’ of a business transaction, the (prospective) seller

shall inform the (prospective) buyer of any and all ILCM conditions and options as [part of the
applicable personalinformation privacy protection requirements and associated rul¢s required
to be provided by.the buyer as part of the “planning phase’ or, at the latest, at the|end of the
“identification phase” of a potential business transaction.

Rulg 081:

Where’an’individual is a buyer to a business transaction, the seller shall specify the disposition

aken at the end of the expiry of the record retention period in accordance with
privacy protection requirements of the applicable jurisdictional domain as well as those
applicable to the nature of the product, service and/or right which is the agreed upon goal of
the (to be) actualized business transaction, and in particular those SRI retention requirements
which are mandatory based on the nature of a the good, service and/or right which is the agreed
upon goal of the business transaction.

Guideline 081G1:

The seller, as well as any other parties to the business transaction (e.g., a regulator, an agent, and/
or third party), should use coded domain 05.

Itis also a common and well-established practice for sets of personal information (SPIs) to be scheduled
and disposed of by transfer to an archive for historical and research purposes. As a matter of fact, many
jurisdictional domains have in place legislation (and pursuant regulations) for this purpose (e.g., in the

© ISO/IEC 2020 - All rights reserved 69


https://iecnorm.com/api/?name=bab6c93d8b0da1df2f8f5a9a7f8d9e4c

ISO/IEC 15944-12:2020(E)

form of a “national archives act”, a “medical research act", legally enforced protocols governing access
and use of personal information retained as part of longitudinal research, sampling). This is especially
so with respect to public administrations.

On the whole, once an SPI is “disposed”, according to the applicable RRDS, the content value(s) cannot
be changes, i.e., if state changes were permitted on the SPI while it was active and being retained,
once it is disposed no more state changes are allowed. Where SPIs, including SRIs, are not destroyed/
expunged as the disposal action, they are transferred to an archive either within the organization itself
or to archive of another organization as per (legal/contractual) agreement as supported by applicable

information law.

Certain ty

b . . . .
may be reqltired to be retained permanently. This is the case for various types of business transac

which do 1
records, i.e.
transfer of

ot have any “post-actualization” requirements. Examples of these include educat
those pertaining to completion of high school, a degree at a college or university, sale
n immovable property, etc.

rtion
ions
onal
and

Rule 082:

Where the|disposition action of an SRI, and in particular that of a SPI, is that of transfer to an
archive to pe retained permanently (i.e., as “permanent” SPI or SRI), no’ further state chapges
are allowed for the same.

Guidelines (82G1:

Where the|condition of Rule 061 applies, it is recommended to use ID codes 11 or 12 in cpded
domain 07.

In addition, it can happen that the individual would like anorganization to retain its SPIs (and assocfated

SRIs) after 1

where the drganization is able to ask an individual wliéther or not PI collected for one purpose m4

used and re

EXAMPLE

respect to s
letters of re
the particuld
individual cg
the organiza

It may wel
SPI(s), these
individual t
(whether ag
have used s
an individu
where the §

he scheduled disposition date/action. This*approach is provided for in privacy proted

tained for another purpose.

An organization establishes a dossier on an individual (with the individual’s consent)
bcurity clearance, level of competency, qualifications and so on, especially those which in
ference, certified copies of key documents, etc. It is possible that, according to applicable
r applicable SPI(s) is mandated to be destroyed/expunged two years after last use. Howeve
ncerned, having used significant resources and time to compile the dossier and have it accept
Fion, could very possibly.-request that the organization retain such SPIs.

be that, according to the applicable privacy protection requirements for the reld
SPI(s) are mandated to be destroyed/expunged after two years of last use. Howevel
b whom these SPI(s) pertain may well wish to have those SPI(s) returned to that indiv
original or-copies, electronic/digital form, etc.). One reason here is that an individual
gnificantresources and time to provide its personal information to the organization.

Pl{s) are returned to the individual, one should consider using code 20 in Table 7.

tion,
ly be

with
rlude
PPR,
r the
bd by

vant
. the
dual
may
Also,

bl has,the right to request a copy of its SPI(s) from the organization at any time. Finally,

Rule 083:

Where the disposition action of an SRI, and in particular that of an SP], is that to be retained
permanently for historical or research purposes (i.e., as a “permanent” SPI or SRI), no further
state changes are allowed and the SPIs (or SRIs) are not subject to access and use conditions and
no longer permitted to be used for decision-making actions with respect to the individual whose
SPI(s) it is.

Guideline 083G1:

Where the condition of Rule 083 applies, it is recommended to use ID code 13 in coded domain 07.
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Table 7 — 07: Codes representing disposition types as actions of personal information (as SPIs)

07: Codes representing disposition of personal information (as SPIs)

IT interface

Human interface equivalents (HIEs):
linguistic — written form

Source
authority ID

Coded
domain ID

ID
code

ISO English

ISO French

15944-12

07

00

Other.

If Code "00" (Other) is used there should be an associat-
ed linked data element to capture the data value of the

autre

“Otiter™

15944-12

07

01

Disposition as complete destruction, i.e., expungement)
of the applicable SRI(s) by the organization which
controls the ILCM aspects of the specified personal
information as SPIs.

This not only includes expungement by thé'séller as the
originating institution, i.e. Person, but also ensuring
that any of its associated agents and/or third parties, to
the relevant business transaction.

15944-12

07

02

Disposition as complete destruetion, i.e. expungement,
of the applicable SPI (and related SRIs) and notification
to the individual of the disp0sal action.

15944-12

07

10

Disposition via transfer-te an archival institution for
permanent retentiofvor specified time period reten-
tion - General (ng.further state changes are permitted).

15944-12

07

11

Disposition via transfer to an archival institution, for
permanentretention, which functions as a separate
legal entity. (When such a transfer takes place, no
further{state changes are allowed to the SPI(s) and its
related SRI(s).)

15944-12

07

12

DiSposition via transfer to another organizational enti-
ty within the same organization, as an archival record,
for permanent retention. (When such a transfer takes
place, no further state changes are allowed to the SPI(s)
and its related SRI(s).)

15944-12

05

13

Transfer to an archival institution (for historical and
research purposes). (When such a transfer takes place,
no further state changes are allowed to the SPI(s) and
its related SRI(s) and specified (new) access and use
conditions apply.)

15944-12

05

20

Destruction of the complete SRI, including its SPIs, by
the organization with or without the return to the indi-
vidual whose personal information it is (via a printout
of the (final) record, an email with a pdffile, etc.)

15944-12

05

80-89

User/implementing organization specified.

15944-12

05

98

not known

inconnu

15944-12

05

99

not applicabled

sans objet

law” nature.

a2 This would apply to recorded information deemed to be transitory or ephemeral which can be discarded anytime, if the
organization is able to ensure that such recorded information is not subject to any external constraints of an “information

8.6 Rules governing the establishment and maintenance of record retention and
disposal schedules (RRDS) for sets of personal information (SPIs)

Increasingly, the resources of an organization (and especially a public administration) are of the nature
of “recorded information”. This is also true of any organization in which EDI plays a significant role in
the provisioning and delivery of goods, services and/or rights, especially those of an eBusiness nature.
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In many organizations, apart from its human resources, sets of recorded information (SRIs) are its
major resources.

A vital factor in efficient and cost-effective management of one’s information resources is that of a
systematic approach to 1) ensuring that the recorded information that one has is up-to-date, timely and
relevant; and, 2) deciding what to keep, for how long, what to discard, etc. based on applicable internal
and external constraints which, with respect to this document, require compliance with external
constraints of a privacy protection requirements nature. Such a systematic approach is commonly
known as the establishment of a “records retention and disposal schedule” (RRDS)27).

The establishment of an RRDS is a key element in any ILCM-based approach. Basically, an RRDS
prescribes e Tequirements of 1) the tengthrof timeamr SR shattbe retaimedwhite ttisactive part of
the operatign of the organization; 2) the criteria and appropriate disposal action of an SRI at the-end of
its life cyclel The primary sources of RRDS requirements are:

a)

enior
g its
d/or

Internal constraints as established by an organization (and formally approved\ by its sg
managgment) with respect to its ILCM approach to and policy for with respect,to managin
resourdes in the form of recorded information - based on the nature of the good, services an
rights that it provides.

2) Externg
nature
the clie
informa

| constraints, especially those of an applicable legal and regulatory nature, based on the
pf the goods, services, and/or rights which the organization provides to its clients. W'Elere
nt is an individual, the privacy protection requirements‘apply to any and all recojrded
ition which is personal information (PI), i.e., SPIs.

Rule 084:

An organiz
records re
with requi
informatio

Rule 085:
When and

tation shall ensure that it develops, adopts{and implements a formally apprs¢
tention and disposal schedule (RRDS) as-part of its ILCM approach to compli
Fements (of either an internal constraints and applicable external constraints ¢
h law nature) applicable to the goods,services and/or rights the organization proy

wherever an organization hasyunder its control recorded information which is o

pved
hnce
if an
Fide.

f the

ersonal information (PI), it shall ensure that either 1) its existing RRDS supports
}rivacy protection requiréments; or 2) that it develops an RRDS, as part of its I[LCM
h (fully) supports applicable privacy protection requirements. i.e., as specifidd in

nature of
applicable
policy, whi
Clause 8.

In the conte se 8

key element

xt of ILCM requirements and the systematic and IT-enabled approach presented in Clau
s of an RRDSwinclude for any SRI (and also any SPI):

)

a) The rulps governing specification of the SRI retention trigger (see 8.3 and Table 2).

b) The rulps governing specification of types of retention periods (see 8.3 and Table 3). Here the ufse of
codes 0[l.o1,02 is of particular relevance from a privacy protection requirements perspective.

c) The rules governing specification of whether or not any state changes are permitted for a SRI
containing personal information and the source of the requirement for state changes (including the
individual itself), and if so the number of state changes (see 8.4.2 and Table 4).

d) The rules governing specification of store change type for IBs and SCs. This is of particular
importance in a PPR context as all state changes pertaining to personal information form part of an
SPI (see 8.4.3 and Table 5).

27) Itis outside the scope of this document to prepare rules for planning, establishing and maintenance of an RDDS.

Examples are available from professional organizations in the fields of archiving, records management, information
management etc., such as: https://www.alberta.ca/assets/documents/IM-Developing-Schedules.pdf or
https://archives.un.org/content/retention-schedules

Public administrations in most countries have similar detailed documents on RRDS. In addition, ISO 15489-1 is also
useful.
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The rules governing specification of source of change state type. This is also of particular
importance from a PPR perspective, especially where the buyer, as an individual in a business
transaction, is the one who requests a change state in its SPI pertaining to the business transaction
(see 8.4.4 and Table 6).

f)

The rules governing specification of disposition types of all or parts of an SPI(s) pertaining to a

business transaction and/or forming part of a personal information profile (PIP).

Guideline 085G1:

An orgamzatlon should lmpIement the ruIes and coded domams (as deaswn tabIes) in a systematic

appre
indiy

effec

9

9.1

Itis

b)

This
take
synd
softy

One
have
stor
not 4
busi
of se
reco
undé
migr
thos

A di

0-a-b

udual inan mtegrated and IT-enabIed manner in order to be abIe to comply with Pl
tive and efficient manner.

Data conversion, data migration and data synchronization28)

Purpose
hecessary to differentiate between:

nformation life cycle management which focuses on the “data” or content values thems
h BOV perspective; and

bystem life cycle management (i.e. of IT systems, software), which is (should be) indepe
data” and is basically an FSV perspective, i.e., the) BOV requirements inform/instru
shall be able to support.

approach is supported by the fact that Open-edi BOV standards, such as the ISO/IEC 1
a neutral approach to IT systems (see0.13). As such, data conversion, data migrati
hronization pertaining to privacy protéction and ILCM requirements are quite ind
vare and IT systems life cycle aspegts.

Characteristic of information arid communication technologies (ICT) is that many of its
a relatively short life cyclexExamples include system upgrades, new and different sof
ige devices, data processing approaches, communication devices and protocols, etc. A
hin uncommon occurrenee that, during the lifetime of a business transaction, especia
hess transaction covers several years (including post-actualization), the organization
ller, undertakes adata conversion of its recorded information. Similarly, during the life
'ded information pertaining to a business transaction, it may well happen that the @
rtakes an IT.systems upgrade, migration to another IT system, etc., with one result b

e pertaihing to personal information.

“for

[ferentiation is made between (1) data conversion, which deals w1th/focuses on cha

” « ”

uyer, as an
PR in a cost-

elves, and is

hdent of any
't what FSV

b94.4 series,
bn and data
ependent of

fomponents
tware, data
s such, it is
lly where a
in the role
time of the
rganization
ping a “data

ation”. In‘either case, it is essential that all ILCM requirements are maintained and, if particular,

nges to the

deals with/

focuses on changes to the medium of recording, IT system (but not the application software).

It is also necessary to ensure “data synchronization” of personal information pertaining to a business
transaction, not only within all the DMAs of the IT system of the seller but also where the seller has an
agent(s) or the nature of a business transaction involves the participation of a third party(ies) among
the DMAs of the seller and its agents and/or third parties.

28) The principles and rules presented in this Clause incorporate existing requirements and long-established best
practices in the records management and archival community with respect to microfilming standards, evidentiary
requirements, etc.
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9.2 Rules governing data conversion of set(s) of personal information (SPI)

NOTE This approach is based on that of ISO 13008.

It is necessary to differentiate between changes in the use of ICT by an organization which are (a)
of the nature which impact the format and/or representation of the content of the SRI(s), i.e., “data
conversion” which applies at the “format or representation level; and (b) of the nature which involves
"data migration" of the SRI(s) from one IT system, data storage medium, etc., to another without any
change to the application software used to manage and/or represent the contents of the SRIs pertaining
to a business transaction.

P H
I

UP}JUA
bns of data conversion and data migration as per 3.31 and 3.33.

sz o o | P n—tl oo
CAT a1 S DTV CCTIT CIrC—COTI

In this cont
and definiti

epts

£ of 1l bacin o oo Sz &
COT IS CTODUSTIICS S, 1T 15 IeteSSary to

Rule 086:

Where an |organization undertakes a data conversion of its SRIs pertaining .to a businhess
transaction and the SRIs contain personal information (i.e., as part of an SRI\and/or as one of
more SPIs), the organization shall ensure that applicable ILCM aspects in-support of priyacy
protectionfrequirements are fully maintained (and carried forward).

Rule 087:

Where an ¢
that IT syst
informatio
that applic
(and carrie

Rule 088:

Whenever

the auther
requireme
protection

Rule 089:

Whenever
an audit lo

rganization undertakes a data migration of its IT system(s) to another IT system
em contains SRIs pertaining to a business transaction and the SRIs contain pers
n, i.e., as either part of a SRI and/or as one of more SPIs, the organization shall en
hble ILCM aspects in support of privacy protection requirements are fully mainta
d forward).

an organization undertakes a data conversion or a data migration, it shall main

nts, and especially those of an’ external constraints nature, including pri
requirements where the SRIs-are of the nature of personal information.

an organization undertakes a data conversion or a data migration, it shall main
b /audit trail to provide proof and evidence that the processes involved maintair

authenticitly, integrity and(reliability of the contents of the SRIs and in particular those w

are of the n
Rule 090:

Whenever
to SRIs wh

ature of personal information.

and
onal
sure
ined

tain

ticity, integrity, reliability and usability of the SRI(s) as well as relevant ILCM

yacy

tain
| the
hich

An organization plans to undertake a data conversion or a data migration pertai
ch contain personal information, it shall inform its privacy protection officer (

and reque:

plans, processes, audit trails/logs, etc., comply with and support applicable privacy protection
requirements.

9.3 Rules governing requirements for data synchronization of sets of personal
information (SPI)

The need to ensure “data synchronization” for the information bundles (IBs) [and their semantic
components (SC)] interchanged among Open-edi parties to a business transaction has always
been assumed. It is a fundamental and logical conclusion of the application of the six fundamental
characteristics of Open-edi, especially from a BOV perspective.

Data synchronization is the process of establishing consistency of the content value(s), semantic
components (SCs) and any SRI from the source IT system to and among any and all other IT systems
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involved in a business transaction, and vice-versa, through ensuring continuous harmonization
of data over time, i.e.,, whenever a state change occurs. Within IT systems of an organization, data
synchronization can involve a number of tools such as referential integrity, file synchronization,
version control, synchronized distributed systems, mirror computing and back-ups., etc., as well as
timestamp synchronization, where all state changes to the content value are marked with time stamps.
Data synchronization needs to be well designed and managed in order to prevent “sprawl” of data, and
to ensure that data integrity safeguards are in place, security management can be implemented, etc.

Not only is ensuring data synchronization among the IT systems of Open-edi parties participating in a
business transaction very important from both a BOV- and FSV-requirements perspective but, where
the buyer is an individual, privacy protection requirements make data synchronization mandatory.

Rulqg 091:

Whe
than
tran
DM A

re the buyer in a business transaction is an individual, the seller (possibly

one DMA (or IT system) to process the SPIs pertaining to the instantiation of t
saction) shall ensure that complete data synchronization exists or is enacted am
s (and their IT system) including those of a back-up nature.

sing more
§e business
ng all such

Rulq 092:

hall ensure
ies.

Whéd
that

re Rule 090 applies and the seller uses an agent and/or a third party, the seller s
data synchronization exists, or is enacted, prior to any EDI of SPIs with such part

Guideline 092G1:

A se and 091, a

ent and/or

ler should make data synchronization capabilitiés for SPIs, as stated in Rules 090
rondition as part of a contractual agreement_before engaging in EDI with any ag
party with respect to SPIs pertaining to a business transaction.

bf semantic
tions under
| in 8.4. This
pertaining

Privacy protection requirements (PPR) allow; for state changes to the content value

components (SCs) forming part of a set of personal information (SPIs) in business transag
certain and specified conditions. These and'associated rules and guidelines are summarized
inclydes the seller ensuring that when a'state change occurs in the DMA(s) in its IT system(s

to all or part of a set(s) personal information (SPIs) on a buyer as an individual in an 1§
busihess transaction, that the samé state change occurs in the content value of SPI(s) m4
all parties with which the sellety-via EDI, has made parties to that business transaction as e
or third parties. This requirement also applies to any and all coded domains pertaining t
as, references with respect to parties and their IT systems involved in a business trans
operjtional if known as“transactional integrity” and in a PPR context is labelled as “privac]
tranpactional integrity” (PPTI), which is defined in 3.99.

Rulg 093:

Whgre ina‘business transaction the buyer is an individual, the seller shall ensure th
own| IT system(s) it has in place policies and procedures which ensure that privacy

nstantiated
intained by
ither agents
o0, and used
hction. This
y protection

at: 1) in its
protection

transactional integrity (PPTI) requirements are supported; and 2) any, and all, of

the agents

and/or third parties which the seller involves, via EDI, in the execution of an instantiated
business transaction also have in place policies and procedures which ensure that they are able
to and will support PPTI requirements in their IT system(s).

Guideline 93G1:

Any organization (including public administrations) should ensure that, prior to involving any
agents and/or third parties in the instantiation of a business transaction, these parties are capable
of and do implement PPTI requirements.

To conclude, one should view PPTI requirements with respect to personal information as being similar in
nature to existing requirements of a transactional integrity nature in “real time” (business) transactions
in sectors such as finance and banking services, logistics and management services, medical services,
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etc.29 In these and other sectors that support PPTI requirements, it is vital that all parties to a business
transaction, engaging in EDI ensure that the state of their recorded information pertaining to any
business transaction including state changes, remains harmonized and is synchronized with respect to
the content value of a data element at whatever level of granularity.

10 Rules governing EDI of personal information (PI) between primary ILCM

» «

Person, i.e., the seller, and its “agent”, “third party” and/or “regulator”

10.1 General requirements

This clause|integrates and summarizes existing rules from ISO/IEC 15944-1:—, 6.2.3 to 6.2.6 and of
applicable cJauses in ISO/IEC 15944-8 such as ISO/IEC 15944-8:2012, 5.3.2.

This clause[focuses on EDI aspects of personal information, i.e., criteria and rules which are reqyired
to be compljed with by both the primary ILCM Person (i.e., the seller) and a prospective “agent” and or
“third party” prior to the seller deciding to use an “agent”, or “third party” as a separate autonorpous
party, in support of an instantiated business transaction where the buyer is an individual.

The increasgd use of organizations to outsource some, or most of, their IT systems including their DMAs
and related| processing to “cloud-based” services increases the importantf ensuring that appli¢able
ILCM aspects of SPIs continue to be supported (see ISO/IEC 15944-8:2012,5.3.2).

With respeft to the engagement of a third party in a business &ransaction, it is already statdd in
ISO/IEC 15944-1:—, 6.2.5, that a third party is not an agent of either the buyer or seller but is one/who
fulfils a spefific role or function in the execution of a businesstrransaction as mutually agreed to by the
two primar}y Persons or as a result of applicable external constraints.

One currerjt approach to offering supporting ICT-based services to an organization (or ppblic
administrafion) as a seller in a business transaction isdiow known as cloud computing.

Rule 094:

The rules governing the delegation to an~agent and/or third party by either the seller, bpyer
and/or regulator of any aspect of the‘commitment exchange(s) among parties to a busihess
transaction as stated in ISO/IEC 15944-1:—, 6.2.6 apply (see B.3).

Rule 095:

Any delegation by a seller;ybuyer and/or regulator of any aspect of the instantiation |of a
business tfansaction to anagent or third party shall include identification of applicable ILCM
requiremepts and, in particular, applicable personal information requirements.

Rule 096:

Where the|delegation by a seller or regulator of any aspect of the instantiation of a business
transaction involves an individual as buyer, the organization or public administration ip its
role as a seller (or regulator) shall ensure that such delegation is conformant with applicable
external constraints of the jurisdictional domain of the location of the buyer, as an individual:

a) pertaining to whether or not the specific role or sub-role(s) can be delegated in the first
place depending on the good, service and/or right being provided; and

b) ensuring that the individual provides explicit and informed consent with respect to such a
delegation by the seller to an agent or third party.

29) A key aspect of “blockchain” business transactions is that they provide (100 %) transactional integrity, and
thus where a blockchain business transaction contains personal information (Pi) it is able to be constructed to
provide (100 %) PPTI.
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Rule 097:

Irrespective of the location of the SRIs/SPIs pertaining to a business transaction and the use
of agents and/or third parties, the organization that is the seller is, and remains, solely and
uniquely responsible for ensuring privacy protection for personal information including all
associated ILCM requirements.

10.2 ILCM rules pertaining to use of an “agent”

A seller should not interchange SPIs with its agent(s) unless the agent has in place procedures and
mechanisms which support privacy protection requirements (PPR).

Rulg 098:

Whgre a seller uses an agent, the seller shall ensure before interchanging any personal
information (PI) with an agent (and its IT system), that the agent (and its'IT'systens) support
applicable privacy protection requirements.

This
may
com

e., the seller
nt is also in

is essential for the seller to be compliant with PPRs when the buyer, isan individual,, i.
not interchange PI with another organization, including its agent(s), unless the age
bliance with applicable privacy requirements.

Guideline 098G1:
Prio'r to an organization delegating part (or all) of the instantiation of a business transqction to an
agent via EDI, the organization should obtain (written) assurance of the agent’s compliance with
privacy protection requirements and particularly in the DMAs in the IT systems of the jagent. This
inclydes the agent having a designated privacy protection officer (PP0O) and a personal information
contyoller (PIC).

Rulg 099:

Whgre a state change occurs to personal information pertaining to a business trans
the seller has interchanged such personal information to its agent(s), the seller shal
agent of such a state change(s) and the agent shall acknowledge receipt of the same
that|it has made the same state.change in its IT systems.

Rulg 100:

Where a seller uses an\agent and interchanges personal information pertaining to
transaction, the seller shall ensure that the agent in its IT systems supports applical
reteption and dispoesal scheduling of that personal information.

Guideline 100G1:

A séllerccan ensure that records retention and disposal requirements pertaining 1
information of a seller in a business transaction are maintained by its agent(s) throug

action, and
| notify the
and verify

a business
ble records

o personal
h the use of

state-echanges

COs

For example, when the seller destroys (i.e., expunges) the personal information as required pertaining
to a specified business transaction, the seller could send a state change whereby the SCs (and IBs)
pertaining to that business transaction would be changed in their content value to “00”.

Rule 101:

At the completion of a business transaction, where the buyer is an individual and the seller does
not dispose of all related SPIs but instead transfers those SPIs to an archive for added temporal
or permanent retention, the seller shall inform the individual of the same along with (new)
access and use provisions which may apply and, where applicable, the name and coordinates of
the agent, i.e., another party.
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10.3 ILCM rules pertaining to use of a “third party”

While the rules and guidelines in 10.3 may seem similar to those in 10.2, the crucial difference is that
the role and actions of an “agent” are solely under the control of the seller, while the role and actions of a
“third party” are on behalf of both the buyer and seller, as mutually agreed to by them both.

Rule 102:

Where a seller uses a third party, the seller shall ensure before interchanging any personal
information with a third party (and its IT system), that the agent (and its IT systems) support
applicable privacy protection requirements.

A seller shquld not interchange IBs or SCs with a third party unless the third party has ifi\place
proceduresfand mechanisms which support privacy protection requirements.

Rule 103:

Where a state change occurs to personal information pertaining to a business. transaction,and
the seller has interchanged such personal information to its third party(ies), the seller shall
notify the‘Pgent of such a state change(s) and the third party shall acknowledge receipt of the
same and verify that it has made the same state change in its IT systems.

Rule 104:

Where a se]ler uses a third party and interchanges personal information pertaining to a busipess
, the seller shall ensure that the third party in i€s IT systems supports applidable

ensure that records retention and disposal requirements pertaining to personal
information of a seller in a business transaction are maintained by its third party(ies) through the
use of state changes.

For exampl¢, when the seller destroys (i.e., expunges) the personal information as required pertaining
to a specifipd business transaction, the seller could send a state change whereby the SCs (and|IBs)
pertaining o that business transaction-would be changed in their content value to “000”.

Rule 105:

At the completion of a business transaction, where the buyer is an individual and the seller floes
not dispos¢ of all related/SPIs but instead transfers those SPIs to an archive for add temporal or
permanen{ retention, the seller shall inform the individual of the same along with (new) adcess
and use provisions &hich may apply and, where applicable, the name and coordinates of the
, i.e., another party, rather than by the organization itself.

10.4 ILCM|rudes pertaining to involvement of a “regulator”

It may be that, in addition to the involvement of third party(ies), as mutually agreed by the buyer
and the seller, external constraints applicable to a business transaction require the participation
of a “regulator” depending on the nature of the good, service and/or right which is the goal of that
business transaction. This may well introduce ILCM-related requirements as external constraints of
the regulator.

Rule 106:

Where the nature of the business transaction requires the participation of EDI with a regulator
(and its IT systems), the seller shall ensure that the regulator (and its IT system(s)) support
applicable PPR.

A seller should not interchange IBs or SCs with a regulator unless the regulator has in place procedures
and mechanisms which support privacy protection requirements.
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Rule 107:

Where a state change occurs to personal information pertaining to a business transaction, and
the seller has interchanged such personal information to a regulator(s), the seller shall notify
the regulator of such a state change(s) and the regulator shall acknowledge receipt of the same
and verify that it has made the same state change in its IT systems.

Rule 108:

Where a seller uses a regulator and interchanges personal information pertaining to a business
transaction, the seller shall ensure that the regulator in its IT systems supports applicable

rec rds retention-and-disnosal schedulineg of that nersonalinformation
FasfFeteRtdon3dna-eHsSposat-sehiea £-o1thdtPperseoe

Guideline 108G1:

A sdller can ensure that records retention and disposal requirements pertaining to personal

information of an individual in a business transaction are maintained by the regulator|(s) through

the use of state changes.

For ¢xample, when the seller destroys (i.e., expunges) the personal information as required pertaining

to a[specified business transaction, the seller could send a state chiange whereby the S(Cs (and IBs)

pertpining to that business transaction would be changed in their ¢ontent value to “000”.

It is pssumed that a regulator is involved in EDI pertaining to@-business transaction due tp applicable

external constraints which require some or all of the SRIs pertaining to the business transpction to be

inteffchanged with the regulator by the seller.

11 Conformance statement

11.1 Overview

The [first two types of conformance statements presented in this clause are at the mos$t primitive

level only.

This|clause is modelled on that found in ISO/IEC 14662:2010, Clause 6.

Therje are two different categaries of conformance statements for this document:

a) (ategory A — ISO/IEC 14662 Open-edi reference model; and, ISO/IEC 15944 compliancg; and

b) Category B — ISO/IEC 15944-12 conformance only. These basically apply for use by a seller or
regulator.

The [reason. for these two categories is to permit users and implementers of ISO/IEC 15944-8 to be

confprmantto its requirements without using the Open-edi modelling constructs as well as fegistration

of Oll)en-edi scenario(s) (OeS) and scenario components as re-usable business objects.

In addition, there are conformance statements for use by “agents” and “third parties” (see 11.4).

11.2 Conformance to the ISO/IEC 14662 Open-edi reference model and the ISO/
IEC 15944 series

Rule 109:

Any user/implementer conformance statement of this nature shall state: (a) that it is conformant
to the BOV class of ISO/IEC 14662; (b) the list of the basic concepts of the ISO/IEC Open-edi
reference model and the ISO/IEC 15944 series as stated in ISO/IEC 15944-7; and (c) whether
or not it has any Open-edi compliant scenarios and scenario components registered using
ISO/IEC 15944-2.
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11.3 Conformance to ISO/IEC 15944-12
Rule 110:

Any user/implementer conformance statement of this nature shall state: “The existence,
management, use and/or interchange of personal information (i.e., as SPIs) by XYZ [insert name
of organization or public administration] with any other party (to the business transaction) is
conformant and consistent with the eleven privacy protection principles and associated information
life cycle management (ILCM) requirements as stated in the definitions, concepts, rules, guidelines
and related requirements of ISO/IEC 15944-12".

11.4 Conformance by agents and third parties to ISO/IEC 15944-12

It is the sellg¢r in a business transaction who is responsible for ILCM of personal informationpertaining
to a businegs transaction where the buyer is an individual.

This means|personal information maintained under the control of the organization acting in the|role
of seller, in¢luding as ILCM of the organizations’ IT systems (and related DMAs). Where and when an
(seller) orggnization decides to use an agent or a third party in the fulfilment of.a-business transa¢tion
containing personal information, the seller organization shall ensure that anyagent or third party with
which it int¢rchanges personal information is “conformant” with ISO/IEC 15944-12.

Rule 111

An organization, in the role of seller, in a business transactiomywhere the buyer is an individual
and the business transaction contains personal informatien shall ensure before interchanges
of any such personal information occur with an agent orythird party that such an agent or third
party is copformant with applicable privacy protection requirements.

Conformange statement for use by parties who fgnction as agents or third parties to a deller
organizatioh in a business transaction where the buyer is an individual and the business transa¢tion
involves pefsonal information.

“Organization “XYZ” [insert name of organization] acting as an agent or third party [indicate which]
to orgapization “ABC” [insert name of.organization acting as the seller in a business transadtion]
hereby ktates that it is conformant-in-its IT systems with respect to the content value(s) of any| and
all SPIs|pertaining any EDI of such"SPIs with the eleven privacy protection principles and assocjated
informdtion life cycle management (ILCM) requirements as stated as in the definitions, concepts, fules
and relqted requirements of ISO/IEC 15944-12. This includes organization "XYZ” having a designated
role/furiction of privacy\protection officer (PPO) and personal information controller (PIC) ds an
organizption person(s).*
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Annex A
(normative)

Consolidated list of terms and definitions with cultur

al

adaptability: ISO English and ISO French language equivalency

A1l

All g
poss
in C
docy

ISO/
equi

ISO Russian and ISO Chinese language HIEs for all the concepts and\their definitions.

A.2

This
or h
varig
lang
lang
dom

Conf{
of Eqf
asa
not

language in this documentis referred to as “ISO English” and “ISO French”.39

A3

IS0/
deve
"inte
addi

Purpose

arts of the ISO/IEC 15944 series maximize the use of existing standards where an
ible including relevant and applicable existing terms and definitions. ;These are

ment, i.e. as ISO English and ISO French language HIEs.

[EC 15944-7:2009, Annex D already contains the consolidated ISO English and ISO Fren
valents for all the other concepts and definitions found in Clause\3! ISO/IEC 15944-7 a

ISO English and ISO French

hrmonized globally as this is the nature of any natural language. For example, the
itions in the spellings of the same words in,the*English language (and in some cases ir
1age). Other examples include use of Arabjc, German, Portuguese, Russian, Spanish, etg
1ages let alone as “official languages” (se€e1SO/IEC 15944-5:2008, 6.2.3) in different ju
hins at various levels, including those,of provinces, states, cantons, lander, etc.

equently, the terms "ISO English®\and "ISO French" are used to indicate ISO/IEC's spe
glish and French as natural lariguages in the specific context of international standarg
'special language". In additieh, international standards often contain terms (and word
yet) found in natural language dictionaries. As such, the variant use of the English

Cultural adaptability and quality control

[EC JTClchas "cultural adaptability” as the third strategic direction which all
lopment work should support. The two other existing strategic directions are "port

Fion te "ISO English").

d whenever
presented

ause 3. This annex contains only those new concepts and their definitions introdiiced in this

ch language
S0 contains

document recognizes that the use of English and‘French as natural languages is mot uniform

re different
the French
., as natural
risdictional

cialized use
lization, i.e.,
5) which are
hnd French

standards
ability" and

roperability”. Not all ISO/IEC JTC1 standards are provided in more than one language3(in

This annex supports "cultural adaptability” by ensuring that, if a standard is developed in one ISO/
IEC "official" language only, at the minimum the terms and definitions are made available in more than
one language.

30) The same approach is taken in [ISO/IEC 15944-7 which, in addition to ISO English and ISO French equivalencies
for definitions and associated terms, also does so in ISO Russian and ISO Chinese.

31) Many of the ISO/IEC JTC1 standards pertain to “programming languages” (e.g., Fortran, C++, Java, etc.) or
“markup” languages e.g., SGML or its derivative XML). These are not “natural” or “special” languages and thus do not
have multilingual equivalents.
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Translating terms and definitions:

— Adds a level of a "quality control check" in that establishing an equivalency in another language
identifies ambiguities in the source language.32)

— Recognizes that in languages other than English, the grammatical gender of the term is important
as the same word, i.e., character string may have a completely different meaning depending on its
grammatical gender (see [SO/IEC 15944-5:2008, 6.2.6).

— Enhances the widespread adoption and use of standards worldwide, especially by users of this
document who include various industry sectors, different legal perspective, policymakers and

COnsSumer renresentatives other standards develoners IT hardware and servicenroviders ot
T EpTrESertatv e5 Ot e St b 6o eV o p e vy o e a S ey e e provra oo+t .

— Takes an IT-enabled approach which promotes interoperability from both IT and human-interface
perspedtives (see ISO/IEC 15944-5). An essential aspect of this approach is to use the‘uniqug and
unambiguous composite identifier of each term/definition pair as the ID code with whiclj are
associafed multiple bilingual/multilingual textual equivalent representations.

A.4 Orgdnization of Annex A — Consolidated list in matrix form

The terms/definitions are organized in matrix form in alphabetical ord€r (English language).| The
columns in fthe matrix are as follows:

Table A.1 — Columns in Table A.2

Col. No. Use

IT-interface — Identification

eBusiness vocabulary ID (as assigneddnISO/IEC 15944-7)2

Source. International standard refefénced or that of ISO/IEC 15944-12 itself

Human interface equivalent,(HIE) components

N | =

ISO English language — termt

Gender of ISO English language termb

ISO English language!— definition

ISO French language — term ¢

N Ww

Gender of the 1SO French language termb

8 ISO Frenchlanguage — definition

[

eBusiness Vocabulary IDs are assigned based on the next available Dnnn sequential number.

b[  Thecodesréptesenting gender of termsin natural languages are found in ISO/IEC 1594 4-5:2012,
6J2.6 and Tabl€ T (they are “01 = masculine/masculine”, “02 = feminine/feminine”, and “03 = neuter/
ng¢utre”).

¢| The use of French language equivalents, required in Column (8), means that these also serve as
nputs,into ISO/IEC 15944-7:2009, Annex D.

—-

The primary reason for organizing the columns in this order is to facilitate the addition of equivalent
terms/definitions in other languages as added sets of paired columns, e.g., Spanish, Japanese, German,
Russian, Chinese (see ISO/IEC 15944-7).

A.5 List of newly introduced in Part 12 terms and definitions with cultural
adaptability: ISO English and ISO French

32) No quality management system standards exist pertaining to the quality, integrity and unambiguity of the
“data” or “data element” itself, let alone unambiguity in its semantics. However, ISO/IEC 20016-1 does address and
resolve many of these issues.
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Annex B
(normative)

Consolidated set of rules in the ISO/IEC 15944 series of particular
relevance to privacy protection requirements (PPR) as external
constraints on business transactions which apply to personal

information (PI) in an ILCM requirements context

B.1 Purp

This docu

e
privacy prﬂtection requirements context. Similarly relevant rules and guidelinésym ISO/IEC 1594

ISO/IEC 159
privacy pro

The purpos
of ISO/IEC 1
pertain to e
the primary
an integrateg
of jurisdicti
specific ma

Only the ru
applicable, §

There are p

to privacy protection requirements (PPR)«These are:

ose

nt makes extensive use of rules and guidelines in ISO/IEC 15944-1 and<adapts them

44-5,1SO/IEC 15944-7 and ISO/IEC 15944-8 serve as the basis forrules required to sup
fection requirements.

b of this annex is to provide a consolidated presentation of dll the rules in the existing
5944 for the scoping and specification of Open-edi scenarios and their components w

kternal constraints relevant to privacy protection requirements. Jurisdictional domain

d manner, many of the requirements pertainingto.specifying common external constr
pnal domains which are relevant to privacy protection requirements either in a gener
ner.

ee the relevant clauses in the ISO/IEG15944 series as identified in B.2 to B.7.

hrts of the ISO/IEC 15944 series which do not contain any rules (or guidelines) of reley

source of external constraints. The existing partséof the ISO/IEC 15944 series addre$

ina
14-2,
port

es themselves are presented here. For rélated text, as well as associated guidelines, where

ance

1) ISO/IE(Q 15944-4, which focuses:on “accounting and economic ontology” at the Person levpl as
parties|to a business transaction/i.e., in their roles as buyers, sellers, and/or regulators.
2) ISO/IEQ TR 15944-6, whieh:provides a technical introduction to e-Business modelling and, as $uch,
contains no rules.
B.2 Orgdnizatien‘of Annex B: Consolidated list in matrix form
The rules gnd associated references are presented in matrix form. The rules are presented in the
numeric order<in which they are presented in ISO/IEC 15944-1. The columns in the matrix are listed in
Table B.1.
Table B.1 — Columns in Table B.2
Col. No Use
Number of rule as per part of the ISO/IEC 15944 series.
Clause in ISO/IEC 15944-1 of which the rule is part.
Rule statement as per ISO/IEC 15944-1.
NOTE Only text of the rule itself is presented. For associated guidelines, requirements and text see
the relevant clauses in that part of the ISO/IEC 15944 series.
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B.3 Consolidated list of rules in ISO/IEC 15944-1 pertaining to external
constraints relevant to supporting PPR

Table B.2 — Consolidated lists of rules and associated guidelines

Rule No.

Clause ID

Rule statement

[£))

(2)

(3)

6.1.3

In (electronic) business transactions, all commitments shall be stated explicitly and
unambiguously and be understood by all Persons involved in a business transaction.

13

6.2.2

The level of unambiguity, i.e., certainty/reliability of a persona and resulting identifi-

cation of the Person identity used by a Person shall be appropriate to the
business transaction.

goal of the

|5

6.2.2

Business transactions having different goals may allow a Person to iise the same per-

sona and its associated identification schema (including resultingidentif
others may prohibit this.

ers), while

6.2.4

Unless bound by external constraints, buyers and sellers,as Persons are firee to

undertake any business transaction involving any goaéd, service, and/or 1
mutually agree to.

ight they

6.2.4

External constraints governing rules and practices’of buyers and sellers
transactions apply either to Persons (undifferentiated) or distinguish an
viduals, organizations, and public administrations.

n business
ong indi-

6.2.5

Rights or obligations arising from commitments in a business transaction
filled either directly by the Person as the end entity or by an agent acting

shall be ful-
n its behalf.

80

6.2.5

The ability to delegate a role to afhagent shall be explicitly stated. If cons
be satisfied before such delegdtion can take place they shall be explicitly

fraints shall
stated.

81

6.2.5

Where delegation of a role cannot take place this shall be explicitly statedl.

B2

6.2.5

A business transaction takes place between two Persons. Other Persons,
parties, may fulfil specified role(s) or functions(s) on mutual agreement
of external constraints.

i.e., third
rasaresult

B3

6.2.6

External constrajnts exist on the provisioning of goods and services and
haviour of Persons as players in business transactions including those pr
electronic commerce.

the be-
ovided via

B4

6.2.7

From.aminimal external constraints perspective, the three basic sub-tyjpes of Per-

son§ as'role players in any business scenario are: (a) individual, (b) orgar
(c) public administration.

ization, and

B5

6.2.7

A legal (or artificial) Person consists of one or more natural persons and
more other legal persons.

or one or

B8

6:2:8

From a minimal external constraints perspective, a common set of const
business transaction where the buyer is an individual are those of a cons
tection nature.

raints on a
Lmer pro-

B9

6.3.1

Conceptually a business transaction can be considered to be constructed
of fundamental phases. They are planning, identification, negotiation, acf

from a set
ualization

and-post-actualization

ot PoSte e ttaa Ao

40

6.3.1

The five fundamental phases may take place in any order.

44

6.4.1

Electronic business transactions require recorded information.

47

6.4.2

The definition of data, and related information technology terms and definitions

found in ISO/IEC 15944-1 shall able to be mapped into legal frameworks.

48

6.4.2

Standards development work in support of electronic business transactions shall
incorporate and support data granularity requirements. The level of granularity
reflects the degree of detail appropriate to the level of certainty required in the data
being interchanged among the parties participating in a business transaction.

49

6.5.1

Open-edi scenarios and Information Bundles shall therefore be capable o

constraints to be applied which may be as a result of: (a) commitments among par-

ties, i.e., as internal constraints; and, (b) external constraints.

freflecting
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Table B.2 (continued)

Rule No. | Clause ID Rule statement

1) (2) (3)

50 7.2 The requirement for an Open-edi scenario to incorporate external constraints on a
business transaction shall be stated at the outset.

51 7.2 It is necessary to state whether the Open-edi Parties in the business transaction
being modelled are (a) Persons in general, i.e., undifferentiated; or (b) differentiated
among categories of Persons, i.e., subtypes, as individuals, organizations and public
administration.

57 2 Hthe business-transactionbeingmodeled-throughan Open—ediscenarie{6eS}
incorporates external constraints which impact FSV demands on Open-edi Support
Infrastructure (OeSI), these shall be specified.

66 8.3.2.4 The OeS set of roles attribute applicable to the scenario shall be specified and refler-
enced through their Role Identifiers.

67 8.3.2.4 One shall state which roles of the OeS are mandatory, conditional, or*mandatory
subject to a conditional.

68 8.3.2.4 Where applicable, constraints on the same Open-edi Party playing more than ong of
the roles in the set of roles applicable to the OeS shall be specified.

70 8.3.2.5 If applicable, one should state which IBs are mandatory,‘eonditional, or mandatory
subject to a conditional.

71 8.3.2.5 Where applicable, constraints on IBs pertainingto-roles in the OeS shall be specified.

72 8.3.2.6 The business requirements, rules and practices applicable at the scenario level shall
be specified. This specification shall be stated at a level of detail to ensure that there
is no ambiguity in the commitments among Open-edi parties at the scenario leve|.

73 8.3.2.6 Business constraints, if any at the s¢enario level, pertaining to Open-edi parties 4nd
scenario components shall be spetified. All of these shall be accounted for in scepar-
io components, i.e., roles and /ordnformation bundles.

74 8.3.2.7 Requirements or constraints arising from applicable laws or regulations at the s¢e-
nario level shall be expligitly stated including the source jurisdictional domains.

75 8.3.2.7 Where multiple laws and regulations apply at the scenario level, the constraints
applicable shall beYintegrated.

101 8.4.2.5 Constraints, if any, on an Open-edi party being able to play a role shall be specifigd.

103 8.4.2.7 Any external ¢onstraints arising from laws or regulations to any aspect of the role
and its attributes shall be identified and stated including the reference/source of]
the applicable law or regulation, i.e., qualifications for a role, prescribed behaviotir,
restrictions on the delegation of a role, etc.

135 8.5.2.4 Any business rules controlling the content of an IB shall be identified and the natjure
and functioning of these rules explicitly stated. The source of such business ruleg
shall also be referenced.

136 8.5.2,5 Any external constraints arising from laws and regulations governing the content of
an IB shall be identified, the requirements explicitly stated and the source referenced.

137 3525 AnyiB-ereatedtomeetarequirementofexternalconstraintsef the natureeftaws
and regulations should be so identified, the contents of the IB explicitly defined, at
the level of granularity required, and the source law/regulation referenced.

140 8.5.2.8 Requirements for retention of recorded information for an IB, if any, shall be
specified as well as which OePs involved in the associated role(s) have the primary
responsibility for retaining this recorded information.

141 8.5.29 Requirements arising from laws or regulations for the retention of recorded informa-
tion applicable to the IB, if any, shall be explicitly stated and the source(s) referenced.

146 8.5.5.1 A semantic component can be a single (simple) data element, a composite data
element, or a data structure, (e.g., a set of data elements which interwork in order to
ensure semantic completeness and ensure the required unambiguousness).

147 8.5.5.1 A semantic component shall be a component of at least one Information Bundle when
exchanged among Open-edi Parties.
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Table B.2 (continued)

2:2020(E)

Rule No. | Clause ID Rule statement
1) (2) (3)
153 8.5.5.2.2 |A SC name is the designation of the SC ID by a linguistic expression. More than one

SC name as equivalent linguistic expressions may be associated with an SCID, (e.g.,

as "aliases").

B.4 Consolidated list of rules in ISO/IEC 15944-2 pertaining to external
constraints of relevance to supporting PPR

Rule No. | ClauseID Rule statement

1) (2) (3)

2 5.3 The registration of any scenario or scenario component shall b€ capable|of support-
ing multilingual semantic equivalents at the human intexfaee.

3 5.3 On the while, and from an internal constraints only based perspective, garties to a
business transaction are free to choose the language(s] to be used.

9 6.5 Only valid, superseded, and retired OeRIs shallbe exposed when the conptents of a
register are made available to the public.

B.5| Consolidated list of rules in ISO/IEC 15944:5 pertaining to external

conftraints of relevance to supporting PPR

agreed upon by all the parties involved.

Rule No. | ClauseID Rule statement
1) (2) (3)

402 521 Unless a particular extérnal constraint governing the commitment mad¢ requires
that it be made in a,specific jurisdictional domain, Persons are free to choose the
jurisdictional doinain in which the business transaction is (deemed) to tiake place

403 5.2.3 Depending onthe nature of the goods, services or rights being provided|(as the goal
of the busitiess transaction being modelled), applicable external constrdints may
specify‘and require the business transaction to be enacted in a specified jurisdic-
tional’domain.

q04 5.2.3 Within a particular jurisdictional domain, it may be required to referenge a specific
act or regulation as well as require the participation (in some form) of afregulator.

qos 5.2.3 For any business transaction (or part thereof) which involves an externgl con-
straint(s), a role of regulator(s) shall be included and modelled as part of the scenar-
io and scenario components.

qoe 5.3 The primary source of a regulator having the authority to prescribe ext¢rnal con-
straints is that of a jurisdictional domain.

Q08 5.4 When modelling a business transaction, where one includes external constraints, it
is necessary to differentiate among the three common sub-types of PersTon, namely
individual, organization and public administration. A jurisdictional domain shall be
modelled as a public administration.

016 5.7 An external constraint may specify the "explicitly shared goal" of a business trans-
action as a whole.

017 6.2.1 [t is vital that all parties to a business transaction have a complete and unambig-

uous understanding, i.e., level of certainty and explicitness required, to ensure
that the commitments being entered into are fully and completely understood and
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Rule No.

Clause ID

Rule statement

(€3]

(2)

3)

018

6.2.1

Persons, whether as individuals or as organization Persons acting on behalf of
their organization or public administration (on whose behalf they are qualified and
authorized as role players to make commitments), shall agree to the language(s) to
be used in a business transaction, i.e., by all the parties involved, in order to ensure
that the semantics of the commitments being entered into are completely under-
stood by all parties involved.

019

6.2.1

Choice of use of language(s) is governed by three primary factors:

TJ~ seller, 1.€., supplier cChoice;
2) Dbuyer, i.e., user, demands; and/or;

3) regulator, i.e., requirements of a jurisdictional domain.

020

6.2.1

In business transactions which are modelled and registered as scéndrios and sce-
nario components which involve internal constraints only, the parties involved are
free to choose and decide among themselves the natural language(s) to be used for
the recorded information in a business transaction.

021

6.2.1

In modelling a business transaction which involves intérnal constraints only, it is
advisable that parties concerned use the 3-alpha language code set as stated in
ISO 639-2 for the identification of the language(s) ta.be used and/or supported.

022

6.2.2

In business transactions which are modelled (and registered) as scenarios and dce-
nario components, i.e., as business objects, which involve external constraints, qne
shall specify the official language(s) to be'supported based on the requirements{of
the jurisdictional domain(s) which is the.source(s) for these external constraints.

023

6.2.2

In modelling a business transactionfor parts thereof) and registering them as
re-useable business objects involving external constraints, these shall be modelled
in a manner which supports thé&’Janguage requirements, including a multilinguall ap-
proach, of the source of suchiexternal constraint(s), (e.g., jurisdictional domain($)).

024

6.2.2

A jurisdictional domainhas either an official language(s) or a de facto language.

025

6.2.2

Q

It is for a jurisdictionalldomain to decide whether or not it has an official language.
If not, it will havea‘de facto language.

026

6.2.2

Alaw or regulation of a jurisdictional domain may require the use of or the ability
to supporta specific language within a particular context, i.e., as a legally recog
nized language (LRL).

027

6.2.3

Where-ajurisdictional domain has more than one official language, Persons as sup-
pliers/shall be capable of communicating with buyers (particularly as individuals)
inany one of the official languages of that jurisdictional domain.

028

6.2.4

A jurisdictional domain may have either one or more official languages and, if n¢t,
may have only one de facto language.

029

6.2.6

be required based on the official (or de facto) language used, the set of "Codes Re¢p-

In order to be able to specify the grammatical gender of a noun or term used as nay
resenting Gender in Natural Languages" shall be used in the modelling of a busiEss

transaction and registration of any related business object.

030

6.2.6

Where the official language (or de facto language) of a jurisdictional domain has no
gender this shall be stated.

031

6.2.7

Where a jurisdictional domain has more than one official language, human interface
equivalents (HIEs) are required in each official language in order to ensure unambi-
guity in the semantics of the commitments made.

032

6.2.7

Itis up to a jurisdictional domain to establish HIEs in its official language(s) where
these are part of the specification and implementation of external constraints.

033

6.2.8

In order to ensure unambiguity in the use of a natural language in business trans-
actions it is necessary to specify the jurisdictional domain for the varied forms of
that natural language to be used using common standard default conventions for
the unambiguous identification, interworkings and referencing of combinations of
codes representing countries, language and currencies.

100
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Rule No.

Clause ID

Rule statement

1)

(2)

3)

034

6.2.8

In modelling a business transaction through scenarios and scenario components
which involve external constraints and for which the source authority isa UN
member state (or an administrative sub-division of the same), it is advisable that all
parties concerned use the 3-digit numeric country code plus the 3-alpha language

code, and in this order.

035

6.2.9

The official language of a treaty-based international organization recognized as

having primary competence in a specific sector can override the official
requirements of the jurisdictional domains of UN member states.

language

36

6.2.9

In modelling a business transaction (or parts thereof) as scenarios and {
components, and registering them as re-useable business objects involv
constraints, these should be modelled in a manner which supports.the 14
of the source authorities referenced and used in such referenced specifi

cenario

ng internal
nguage(s)
rations.

6.3.2

Where the buyer is an individual, the seller shall ascertain that the indiy
the age qualification required by the jurisdictional domain‘to be able to
in and make commitments pertaining to the good, sertice and/or right h
fered in the proposed business transaction.

idual has
be involved
eing of-

6.3.2

A seller shall ensure that where its intends to sell a good, service and/or
a buyer as an individual that consumer protection requirements of the a
jurisdictional domain of the buyer are supported.

right to
pplicable

6.4

When an external constraint of a jurisdictional domain requires use of g
identification system with respect to.arecognized Person identity (rPi)
respect to a good, service and/or right, pertaining to the business transj
modelled as scenarios and scendfio components as re-useable business
such modelling shall be done in @'manner which supports the requiremg
identification system referenced.

specific
hnd /or with
iction being
bbjects,

nt of the

6.5

Where a classification system uses identifiers for each distinct entry, (w
associated semanticsdiithat classification system), such identifiers (or "
identifiers") shall be used as well as their structure in modelling a scena
nario component.

ith the
romposite
rio or sce-

6.6.2.2

Any external constraint of a jurisdictional domain which governs, limits
a Person, aRerson sub-type, any role qualification, etc., with respect to 3
transaction of a particular nature shall be specified unambiguously and
so as\to-be able to be modelled using an OeDT.

or qualifies
business
in a manner

6.6.2.3

Theformation of a LRN of an incorporated organization, i.e., a legal pers
erned by the rules of the jurisdictional domain in which it is incorporate
tered and recognized as such.

on, is gov-
d, regis-

6.6,2.3

The establishment and representation of name(s) of a public administra
personae, is determined by the jurisdictional domain of which it is part.

fion, i.e., its

6.6.2.3

The personae of an individual shall include at least one LRN in order to ¢
existence of that individual as a "natural person,” i.e., the birth certificat
a similar name).

onfirm the
e name (or

6.6.2.3

The establishment and representation of an individual, i.e., its personae

is deter-

mined by the role and context of that individual within a jurisdictional domain, i.e.,

as controlled by a regulator and the associated public administration.

052

6.6.3

A Person may terminate a business transaction by any agreed method of conclusion.

054

6.6.4.3

An instantiated business transaction shall have one or more IB or SC for which no
state changes are permitted. One of these is to serve as the transaction ID number,

i.e., a business transaction identifier (BTI), for the instantiated business transaction.

055

6.6.4.5

In the modelling of a business transaction, through a scenario and scenario compo-
nents, and/or registering them as referenceable and reusable business objects, one
shall specify the temporal schema, i.e., date/time referencing system, if one is used
as well as the level of granularity supported.

056

6.6.4.5

Any calendar, date/time referenced, etc., identified and referenced shall be one
based on (or linkable to) an ISO 8601 series or ISO 19108 and conformant to the
requirements of either one of these two standards.
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Rule No.

Clause ID

Rule statement

(€3]

(2)

3)

057

66.4

Where the Gregorian calendar is used, the ISO 8601 series compliant representation
of

1) adateinaYYYY-MM-DD format; and

2) atime of day in an hh:mm:ss format,
shall be used.

058

6.6.4.5

Where from an IT-system perspective and/or financial system needs perspective, a

“GPS calendar clock” or an “atomic clock” is to be used, this shall be specified,

059

7.1

The basic rules for the formation and identification of jurisdictional domains,ar¢
governed by the Charter of the United Nations and more specifically by the Vienpa
Convention on the Law of Treaties.

060

7.2

UN member states as peer jurisdictional domains are to be referencéd by their
3-digit numeric code as stated by the UN statistical system.

061

7.2

Where the 3-digit numeric code of a UN member state is to beused in conjunctign
with, i.e. required to interwork with (1) a code representing an official (or de faqto)
language of that jurisdictional domain; (2) a code représenting a currency recog-
nized for use in that jurisdictional domain; and/or, (3)\both (1) and (2), one shal
the standard default conventions for the identification, interworking and referenc-
ing of combinations of codes representing countries, languages and currencies gs
provided in Annex D.

066

7.8.2

In order to ensure unambiguous identification in referencing UN member states
3-digit numeric codes of the UN Statistieal Division representing the UN membef
state shall be used as its primary identifier.

070

8.2

It is important in scoping an Open*edi Scenario (OeS) to specify at the outset wheth-
er or not external constraints apply to the business transaction being modelled.

B.6 Cons
constrain

ISO/IEC 15

ISO/IEC 159

Although 1§
(CV)”, it dog
the nature
information
privacy pro
many a lang

olidated list of rules in ISO /IEC 15944-7 pertaining to external
ts of relevance to supporting PPR

D44-7 provides the ISO English and ISO French language equivalents, i.e., as HIEY, for
all the definitions of concepts (afid“associated terms) found in ISO/IEC 14662, ISO/IEC 15944-1,

44-2,1SO/IEC 15944-4, and ISO/IEC TR 15944-6.

O/IEC 15944-7_is_of the nature of a consolidated and integrated “controlled vocabulary
s contain rules-which are relevant from a PPR perspective. These are rules which afe of
pf supportitigiand assuring “unambiguity” in definitions of (key) concepts in the recorded

providedin support of a business transaction where the buyer is an individual and

thus

fection requirements apply. These rules also support (and facilitate) the provision of HIEs in

uages)

Finally, it is

arequirenment-thatany organtzatiomror publicadministratiom;whichts—subject toprivacy
protection requirements, shall make publicly available its privacy protection policy. As such, it is
advised that any definitions in an organization's privacy protection policy apply and implement these
ISO/IEC 15944-7 rules to support and ensure “unambiguity” in any definitions as well as HIE support.

Rule No. | ClauseID Rule statement

1) (2) (3)

001 5.2 The use of a rule-based and flexible object oriented approach for ISO/IEC 15944-
7 requires rigorous quality and integrity control of the definitions to ensure that
there is no tautology, i.e. circularity, in the full set of concepts defined in the inter-
national standard.

005 5.2 The presentation for a HIE eBusiness vocabulary shall be in a form and format as
already provided in ISO/IEC 15944-7:2009, Annexes D, E or F.
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Rule No.

Clause ID

Rule statement

1)

(2)

3)

006

5.3

The set of essential elements of each entry (or record) in the eBusiness Vocabulary,

for each defined concept, consists of:

a) the definition (of the concept);
b) the term (representing the concept);

c) the abbreviation of the concept (as applicable);

d) the gender code for the term;
e) the composite identifier (for the concept); and

f)  the internal eBusiness vocabulary identifier.

5.3.1

The characteristics (and their unique combination) of a (néw) concept s
tified and agreed to prior to the drafting of a definition-fot that concept.

all be iden-

5.3.1

In the identification of the unique combination of chatacteristics for a cg
shall maximize use of those already defined in existing international st3
where and whenever applicable or relevant.

ncept, one
ndards, i.e.,

5.31

Any concept requiring a definition for the ¢larity of the understanding and use of the

ISO/IEC JTC1 international eBusiness stdndards shall be included in that

standard.

5.31

There shall be 1) a business case and.rationale for the need to introduce
concept into an international standard with its resulting definition and

term; and, 2) such a business caséjand rationale shall maximize re-use ajnd integra-

tion of existing international Standards, i.e. those of ISO, IEC, ISO/IEC an|

a (new)
hssigned

d/or ITU.

531

The descriptive statement comprising a definition shall be clear, explicif
biguous and stated in the form of a single sentence.

and unam-

531

Only a concept with'a'single definition shall be included and both the de
associated term shall be stated in the singular.

Ffinition and

5.31

Any definition\ofan eBusiness concept shall be developed with two or m
interface equivalencies (HIEs) in order to maximize its unambiguity and
quent use in support of any and all commitments made among parties td
transaction.

ore human
subse-
a business

5.31

As'stated in 5.1, a concept can consist of, i.e. inherit, one or more other ¢
Consequently, where this occurs, the definition for a concept of this naty
explicitly support this requirement.

bncepts.
re shall

5.3.1

When a concept incorporates one or more other concepts, the terms rep

these concepts shall be included in bold in the definition for that concept.

resenting

5:3.2

The issue of “polysemy” shall be avoided in international standards devg

tlopment.

5.3.2

The term chosen to designate a concept and its definition shall be unam
not easily confused with terms representing other concepts.

biguous and

5.3.2

The fact that the primary use of the eBusiness vocabulary is to support {

he making

of commitments, it is Iimportant that the term chose to designate a concept and its
definition, is unambiguous and not confused with other concepts (meanings).

019

5.3.2

A term assigned to a definition of a concept is deemed to be a “noun” (or
dial form of a noun like “identification”).

the gerun-

020

5.3.3

In the development of a definition for a concept, the committee responsible shall
decide as to whether or not an abbreviation or acronym needs to be assigned to the

definition of a concept in addition to the term.

021

5.3.4

The gender of each term, as a noun, in the eBusiness vocabulary shall be
using a coded domain in ISO/IEC 15944-5:2008, Table 1.

specified

022

5.3.5

The identifier of any eBusiness vocabulary entry is of the nature of a composite
identifier and shall meet the requirements of “identifier (in business transaction)”.
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Rule No.

Clause ID

Rule statement

(€3]

(2)

3)

023

5.3.5

The eBusiness vocabulary composite identifiers are composed of a minimum set of
four discrete and mandatory data elements, consisting of:

a)
b)

the source international standard reference for the vocabulary entry;

the unique identifier assigned by international standards organization for the
standards;

c) documentincluding part number where applicable;

d) the date of the standard document as applicable

e) theidentifier of the clause number in the standards document referenced.

024

5.3.5

An eBusiness vocabulary identifier, as a composite identifier is deemed’to be lin
guistically neutral and as such will have one or more human interface equivalents
(HIESs) for the definitions and terms they represent.

027

5.4

In the development of a controlled vocabulary (CV) for an international standarfl, or
a family of international standards (e.g. as here in the fie¢ld,of eBusiness), one shall
maximize use (re-use) of applicable concepts already.defined in existing interng
tional standards.

028

5.4

Where the term assigned to a defined concept, essential to the identification and
referencing of a concept is already in use, the term shall be accompanied by the
qualification, (e.g., as for “identifier (in a business transaction))”.

029

6.2

The members of ISO/IEC JTC 1/SC 32, wiorking with and through their national

body standards organizations, are responsible in their jurisdictional domains fd
developing the human interface equivalents (HIEs) of the term/definition of a cqn-
cept into the official language(s) ofthat jurisdictional domain as an annex to ISQ/
IEC 15944-7.

—

047

8.4

An eBusiness vocabulary Dnnn once assigned is deemed to be permanent and if
retired shall not be re-assigned.

048

8.4

The definition in an-eBusiness vocabulary entry, in a Clause 3, which is part of more
than one documentin the ISO/IEC 15944 series, shall not be changed without taking
into consideration the other standards in which it is also included.

B.7 Cons
constrain

olidated list of rules in ISO/IEC 15944-8 pertaining to external
ts of relevance to supporting PPR

Rule No.

Clause ID

Rule statement

(€))

(2)

3)

001

5.2

Where exceptions to the application of privacy protection principles exist, they
shall be:

1) limited and proportional to meeting the objectives to which these exceptions
relate; and
2) a) made known to the public; or,

b) in accordance with law.

002

5.31

The protection of personal information shall be designed to prevent the misuse of
such personal information.

003

5.3.2

An organization subject to privacy protection requirements in the jurisdictional
domain (at whatever level) in which it delivers a good, service and/or rights, shall
have in place implemented, enforceable policies and procedures with the proper
accountability controls required to ensure its compliance with applicable privacy
protection requirements.

104
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Rule No.

Clause ID

Rule statement

1)

(2)

3)

004

5.3.2

An organization is responsible for all personal information under its control and
shall designate an organization Person, i.e., a privacy protection officer (PPO), who
is accountable for the organization's compliance with established privacy principles
which, in turn, are compliant with and support the legal requirements of a privacy
protection nature of the applicable jurisdictional domain(s) in which the organiza-

tion operates.

005

5.3.2

Any organization to which privacy protection requirements apply shall have
in place policies and practices which make it clear as to who (and where), in an

£ L1l | dir 11 H R PPN H 3 H bl f
ehrorceanre-araatarcanre rantet, Hreetroustess-operatrofrs s Tesponsible 1or

compliance with these external constraints as applicable to the condict
transactions where the buyer is an individual.

of business

5.3.2

Where an organization, as a seller, delegates any aspect of a businé€ss trg
involving an individual , and interchanges personal information’pertain

individual, to an “agent” (and/or “third party”), the organizdtion shall efisure that:

(1) in its arrangement with the designated agent (and/erthird party), th
(and/or third party) is fully aware of the applicable priyacy protection r|
ments; and, (2) such parties commit themselves to support the applicab
protection requirements pertaining to the business transaction.

nsaction
Ing to that

e agent
equire-
e privacy

5.3.2

An agent (and/or third party) which commits, itSelf to act on behalf of a |
acting as a seller in a business transaction, n indivi
jurisdictional domain where privacy protection requirements apply, sha
that the DMA(s) in its IT system(s) isapable of supporting applicable ex
straints requirements.

Person

lual in a

l ensure
ternal con-

5.3.2

An organization shall ensure thatin the execution of an (instantiated) bu
action, i.e., as identified by its business transaction identifier (BTI), that y
involve parties, other thanthe individual as a buyer, that such parties, arg
and have implemented the requirements of the privacy protection princiy

biness trans-
rhere these
capable of
les.

5.3.3

The specified purpose(s) for which personal information is collected wit
the (potential) goalof the business transaction shall be identified by the
tion at or beforethe personal information is collected.

h respect to
organiza-

5.34

Where in a business transaction, the seller requires the buyer, as an indi
provide personal information, the seller shall ensure that the collection

of suchipersonal information shall have the informed and explicit conseit of the

individual and that the same be directly linked to the specified goal of t
transaction (to be) entered into.

vidual, to
and use

e business

5.3.4

Any secondary use of personal information of the individual in a busine;
tion requires the explicit and informed consent of the individual.

s transac-

5.34

Any use of “automatic opt-ins” shall be explicitly agreed to by the individ
as informed consent, and be recorded as such by the seller, i.e., in compli
documentary evidentiary rules of the applicable jurisdictional domain.

lual, i.e.,
ance with

5.3.4

Except with the explicit informed consent of the individual, or as requir¢
personal information shall not be used or disclosed for purposes other t

ed by law,
han those

for which it was collected ie_in the context of the cppr‘ifipd gnnl of the bhusiness

transaction to which it pertains.

014

5.3.5

The collection of personal information shall be limited to only that which is nec-

essary and relevant for the identified and specified purpose, i.e., the goa
specified business transaction.

1, of the

015

5.3.5

Any collection of personal information by the seller, or other parties to a business
transaction, which pertains to a buyer as an individual in that business transaction,

shall be lawful and fair.
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Rule No.

Clause ID

Rule statement

(€3]

(2)

3)

016

5.3.5

An organization collecting personal information shall inform the individual con-

cerned whether or not the personal information collected is:

1) essential to the intention of the business transaction;

2) required to be provided by the individual due to identified and specified

constraints of jurisdictional domains applicable to the nature and goal of the

business transaction; and/or

3) “optional”,i.e., desired to have by the organization, acting as the seller, but ot

required.

017

5.3.6

The integrated set of ILCM principles applies to and supports the external con-
straints of a privacy protection nature for any business transaction involving arj
individual and its personal information.

018

5.3.6

Personal information shall not be used or disclosed by the seller \for regulator) fi
purposes other than for those it was originally collected as pastof the business

transaction, except with the informed consent of the individual, or as required H
law. Secondary or derivative uses of personal information are not permitted.

019

5.3.6

Where the organization, having collected personal infermation for a specific
purpose and goal of the execution of the business.transaction, desires to use the
evant personal information for another purpose, it'is necessary to obtain revise
new “informed consent” directly from the individual concerned.

rel-

i/

020

5.3.6

Personal information shall be retained bythe seller only for as long as is necessj
for the fulfilment of those purposes as-specified as part of the business transact

\ry
on.

021

5.3.6

The seller shall identify to the buyer;especially where the buyer is an individual
any and all record retention requiréments pertaining to the sets of recorded infj
mation forming part of the spetified goal of a business transaction of applicable
external constraints of jurisdictional domain(s) as a result of the actualization o
the business transaction.

022

5.3.6

Where the seller offers'awarranty, or extended warranty, as part of the busines
transaction, the selter shall inform the buyer, when the buyer is an individual, of
associated added records retention requirements for the personal information 3

2]

the
s_

sociated with.the warranty (including the purchase by the individual of an extended

warranty)/

023

5.3.6

Where the-buyer in a business transaction is an individual, the seller shall inforin

the individual of any and all records retention requirements of personal inform
tien'which is recorded as the result of the actualization of the business transact
including:

1) personal information which is required to actualize the business transactid
and the time period(s) for which such sets of personal information are to be
retained;

l_
on,

n

)

LJ dddltlulld} }JCI bUlld} illfUl llldtiUll, i.C., ill dddltlull tU (1), VV}li\.}l ib I CLlLlil Cd tU
be collected and retained as a result of applicable external constraints, of
whatever nature, of relevant jurisdictional domain(s); and/or

3) additional personal information, i.e. in addition to (1) or (2), which is
required to be collected and retained as a results of the invocation of an

associated warranty, purchase of an extended warranty, or any other personal
information which is required to be collected or retained as part of the post-

actualization phase of an instantiated business transaction.

024

5.3.6

Where the buyer in business transaction is an individual, the seller shall inform

that individual of the applicable record retention conditions where these pertain to

personal information.

106

© ISO/IEC 2020 - All rights res

erved



https://iecnorm.com/api/?name=bab6c93d8b0da1df2f8f5a9a7f8d9e4c

ISO/IEC 15944-12:2020(E)

Rule No.

Clause ID

Rule statement

1)

(2)

3)

025

5.3.6

Where a business transaction does not reach the actualization phase, any personal
information collected by the organization in support of that business transaction
shall be deleted by the organization (unless the individual concerned explicitly
consents to the prospective seller to the retention of such personal information for

a defined period of time).

026

5.3.7

Personal information shall be as accurate, complete and up-to-date as is

for the specified purposes for which it was collected in support of the business

transaction.

necessary

27

5.3.8

Personal information shall be protected by operational procedures and
appropriate to the level of sensitivity of such recorded information and

in place (and tested) measures in support of compliance with privacy prjptection
requirements of applicable jurisdictional domains, as well as any other gxternal
constraints which may apply such measures as are appropriate'to ensurje that all

applicable legal requirements are supported.

safeguards
hall have

5.39

An organization shall have and make readily available(tpany Person spgcific infor-
mation about its policies and practices pertaining te the management and inter-

change of personal information under its controk:

5.3.10

An individual has the right to know whether orhot an organization has
information under its control on or about that individual.

bersonal

5.3.10

An organization, subject to privacy proteCtion requirements, upon recei
request from an individual shall inform that individual of the existence,
disclosure of his or her personal information in any and all records man

formation systems and in partictlar the DMAs of the IT systems which qupport the

business transactions of that©rganization.

ving a
use and
hgement/in-

5.3.10

Where an organization discovers that it has personal information on thq individual

who made the request, that individual shall be given full and complete a
and all personal infonmation which the organization maintains on that i

(unless there exist specified and referenced external constraints of the applicable
jurisdictional deirain(s) which prohibit access to one or more sets of sugh personal

information).

ccess to any
hdividual

5.3.10

Where an‘organization has and maintains personal information on the i
makingthe request for access to his/her personal information and such
inforthation does exist, the organization shall provide access to the pers|
matidn in a manner which is convenient to that individual.

hdividual
personal
onal infor-

5.3.11

An individual shall be able to challenge the accuracy and completeness ¢
personal information held by an organization with respect to a businessg
(and/or part of a general client file) and have it amended or deleted as af

f his or her
transaction
propriate.

58311

An individual shall be able to challenge an organization concerning its c
with the above privacy protection principles 1 through 10, including ass
privacy protection for any personal information that is interchanged wi
organizations as agents or third parties (as well as secondary or derivat
personal information).

bmpliance
urance of
th other
ive uses of

ATTorganization siratt rave i ptace poticies and procedures imorder to

tag (or label) all sets of recorded information (SRIs) which contain personal infor-
mation and do so at the appropriate level of granularity to facilitate compliance

with specific privacy protection requirements.

lentify and

036

5.4

For a field or data element comprising the recorded information pertain

business transaction, for personal information the following requirements apply
from a data interchange perspective, the need to ensure the provision of a tag(s) to

note that the personal information:

1) shall not be communicated with other parties;
2) may be communicated to other parties but with restrictions; or,

3) may be communicated to other parties with no restrictions.

ingtoa
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