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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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Introduction

ISO/IEC 15693 (all parts) is one of a series of International Standards describing the parameters for
identification cards as defined in ISO/IEC 7810 and the use of such cards for international interchange.

This document describes the anticollision and transmission protocols.
This document does not preclude the incorporation of other standard technologies on the card.

Contactless card standards cover a variety of types as embodied in the ISO/IEC 10536 series (close-
coupled cards), the ISO/IEC 14443 series (proximity cards) and the ISO/IEC 15693 series (vicinity
cardd]. These are intended for operation when very near, nearby and at a longer istance from
assodiated coupling devices, respectively.

© ISO/IEC 2019 - All rights reserved vii
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Cards and security devices for personal identificatio
Contactless vicinity objects —

Part 3:
Anticollision and transmission protocol

n_

1 Scope
This flocument specifies:
— grotocols and commands;

— dther parameters required to initialize communications between a vicinity integrated
and a vicinity coupling device;

— nmethods to detect and communicate with one card among several cards ("anticollisior]

— dptional means to ease and speed up the selection of one.aniong several cards based o
qriteria.

This [document does not preclude the incorporatiomyof other standard technologies on
descijibed in Annex A.

ormative references

circuit card

);

h application

the card as

heir content
applies. For
nts) applies.

nge between

ty objects —

ty objects —

erms, definitions, symbols and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 15693-1, ISO/IEC 15693-

2 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2019 - All rights reserved
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anticollision loop
algorithm used to prepare for and handle a dialogue between a VCD and one or more VICCs from several
in its energizing field

3.1.2
byte

string that consists of 8 bits of data designated b1 to b8, from the most significant bit (MSB, b8) to the
least significant bit (LSB, b1)

3.1.3
payload

part of the
defined in th

Note 1 to entr

3.14

is document

y: The message data is defined in the ISO/IEC 29167 series.

ResponseBuffer

VICC memof
using a Read

3.1.5
Write alike
command of

3.2 Symb

fe
AFI

CRC
CS

CSI
DSFID
EOF
LSB

LSByte

Buffer command

pls and abbreviated terms

frequency of operating field (carrier frequency)
application family identifier

cyclic redundancy check

Cryptographic Suite

Cryptographic Suite Identifier

data storage formatidentifier

end of frame

least significant bit

least significant byte

MSB

maoct cianificant hit

request resulting in a non-volatile change to the contents of the VICC memory

message data which conveys information relating to the use of the security comrxllands

y area where the result of a cryptographic operation is stored-which may be retrjieved

MSByte
RFU
SOF
UID
VCD

VICC

OO T OIS T tCairc o1c

most significant byte
reserved for future use
start of frame

unique identifier
vicinity coupling device

vicinity integrated circuit card

© ISO/IEC 2019 - All rights reserved
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4 Definition of data elements

4.1

UID

-3:2019(E)

The VICCs are uniquely identified by a 64 bits UID. This is used for addressing each VICC uniquely and
individually, during the anticollision loop and for one-to-one exchange between a VCD and a VICC.

The UID shall be set permanently by the IC manufacturer in accordance with Table 1.

4.2

The A
prese

It ma
The A

The 1
in Tal

Table 1 — UID format

MSB

LSB

N
64 57|56 4948 N

'E0Q’ IC Mfg code IC manufacturer serial number

JID comprises:
he MSByte (bits 64 - 57) which shall be 'E0";
he IC manufacturer code (bits 56 - 49) defined in ISO/IEC 7816+6;

unique serial number (bits 48 - 1) assigned by the IC manufacturer.

AFI

LFI represents the type of application targeted byythe VCD and is used to extract from
nt only the VICCs meeting the required application criteria.

 be programmed and locked by the respective commands.
LF1 is coded on one byte, which constitutés 2 nibbles of 4 bits each.

host significant nibble of the AFIi§'used to code one specific or all application familie
le 2.

The |
famil

bast significant nibble of‘the AFI is used to code one specific or all application sub-f;
[y codes different from O.are proprietary.

Table 2 — AFI coding

all the VICCs

s, as defined

hmilies. Sub-

AF] most east c
sigijificant &?ﬁcant vICC Meaning Examples/comments

nibble \<:) nibble s respond from
‘0’ ‘0’ All families and subfamilies No applicative preselection
X 0’ All sub-families of family X Wide applicative preselectioh
X Y Only the Yth sub-family of family X
‘0’ Y Proprietary sub-family Y only
“1' ‘0,Y Transport Mass transit, bus, airline
'2' ‘0,Y Financial IEP, banking, retail
'3’ ‘0,Y Identification Access control
'4' ‘0,Y Telecommunication Public telephony, GSM
‘5’ ‘0,Y Medical
'6' ‘0,Y Multimedia Internet services
7' ‘0,Y Gaming
'8’ ‘0,Y Data storage Portable files

NOTE X=1to‘F,Y="1to F.

© ISO/IEC 2019 - All rights reserved
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Table 2 (continued)

AFI most AFI least .
significant | significant I Examples/comments
gn en VICCs respond from
nibble nibble
'9' ‘0,Y EAN-UCC system for Application
Identifiers
'A' ‘0,Y Data Identifiers as defined in ISO/
IEC 15418
'B' ‘0,Y UPU (Universal Postal Union)
'C' ‘0.Y IATA (International Air Transport
Association)
'D' ‘0,Y RFU
'E' ‘0,Y RFU
‘F’ ‘0,Y RFU

NOTE X=11o ‘F,Y="1to F.

The support

If the AFl is
AFI value is

If the AFI is s

Figure 1 sho

of the AFI by the VICC is optional.

ws the VICC decision tree for the AFI.

ot supported by the VICC and if the AFI_flag is set, the VICC shall not answer whatever the
n the request.

upported by the VICC, it shall answer according to the matching rules described in Table 2.

© ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=6f10a170fc04d5fbe1e9deaea5a64f51

ISO/IEC 15693

Inventory
request
received

AFI_flag Set Answer

-3:2019(E)

NOTE

4.3
The I

AFI supported No

by VICC » Noanswer

i Yes

AFI value=0

AFI valtie

— VICEEL No answer

Answer

Answer

"Answer" means that the VICC answers to the Inventory request.

Figure 1 — VICC decision tree for the AFI

DSFID

SFID indicates how the data is structured in the VICC memory.

It maly be pragrammed and locked by the respective commands. It is coded on one byte.

insta

ht knowledge on the logical organisation of the data.

If its

programming is not supported by the VICC, the VICC shall respond with the value zer

It allows for

b (100").

4.4

CRC

The CRC shall be calculated in accordance with ISO/IEC 13239.

The initial register content shall be all ones: 'FFFF".

For examples, refer to Annex C.

The two bytes CRC are appended to each request and each response, within each frame, before the EOF.
The CRC is calculated on all the bytes after the SOF up to but not including the CRC field.

Upon reception of a request from the VCD, the VICC shall verify that the CRC value is valid. If it is invalid,
it shall discard the frame and shall not answer (modulate).

© ISO/IEC 2019 - All rights reserved
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Upon reception of a response from the VICC, it is recommended that the VCD verifies that the CRC value
is valid. If it is invalid, actions to be performed are left to the responsibility of the VCD designer.

The CRC is transmitted least significant byte first (see Table 3).

Each byte is transmitted least significant bit first.

Table 3 — CRC bits and bytes transmission rules

LSByte MSByte
LSB ........................................... Mssligp T MSB
CRC 16 (8 bits) CRC 16 (8 bits)
T first transmitted bit of the CRC

NOTE The probability that CRC 16 detects an error depends on the frame length and bit errofizate. With a bit
error rate of 1E-4 the maximum frame length is less than 512 bytes.

4.5 Securjity framework

The security] framework provides an interface to the crypto suites defined iir the ISO/IEC 29167 sgries.
Crypto suitefs are identified by an 8-bit CSI defined in ISO/IEC 29167-1.

The security/ framework includes optional security features such as VI€€ or VCD Authentication, Mutual
Authenticatipn, key update or secure messaging.

5 VICC memory organization

The commands specified in this document assume that the physical memory is organized in blocks (or
pages) of fixed size.

— Up to 65536 blocks can be addressed.
— The blogk size can be of up to 256 bits,

— This leafls to a maximum memory.¢apacity of up to 2 MBytes (16 MBits).

implicit or explicit restriction regarding other access method, e.g. by byte or by logical object in future

The commatEds described in this document allow the access (read and write) by block(s). There|is no
revision(s) of this document-or.in custom commands.

6 Block security status

The block sdcurity,status is sent back by the VICC as a parameter in the response to a VCD request as
specified in Cladse 10 (e.g. Read smgle block) Itis currently coded on one byte but may be coded i in 2,4

and 8 as defimedinmfuturerevisionsof thisdocunrent LDCC Table 1)

It is an element of the protocol. There is no implicit or explicit assumption that the 8 bits are actually
implemented in the physical memory structure of the VICC.

Table 4 — Block security status

Bit Flag name Value Description
0 Not locked
b1l Lock_flag
1 Locked
b2 to b5 Proprietary X Not defined in this document

6 © ISO/IEC 2019 - All rights reserved
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Table 4 (continued)
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Bit

Flag name

Value

Description

b6

0

Unless otherwise specified in future

revisions of this document

See warning for legacy commands

listed in Annex E.

b7

Unless otherwise specified in future

revisions of this document

See warning for legacy commands

listed in Annex E.

b8

Unless otherwise specified in futyre

revisions of this document

See warning for legacy comrmand$

listed in Annex E.

b9 to bl6

RFU

Only present if specified in future
revisions of thisidocument and th
block security status length_flag
to (0,1)b

s set

b9 to b32

RFU

Only present if specified in futurg
revisions of this document and th|
block’security status length_flag
to (1, 0)b

s set

b9 to b64

REY

Only present if specified in futurg
revisions of this document and th
block security status length_flag
to (1, 1)b

S set

7 (verall protocol description

7.1 |Protocol concept

The fransmission protocol (or.protocol) defines

betwken the VCD and the VICC,in both directions.

It is Hased on the concept.of "VCD talks first".

This

the mechanism to exchange instructio

means that any VICC shall not start transmitting (i.e. modulating according to ISO/I

unlegs it has received and properly decoded an instruction sent by the VCD.

a) The protecol is based on an exchange of:

- /a'request from the VCD to the VICC;

ns and data

EC 15693-2)

— aresponse from the VICC(s) to the VCD.

The conditions under which the VICC sends a response are defined in Clause 10.

b)

Each request and each response are contained in a frame. The frame delimiters (SOF, EOF) shall be

implemented as specified in [SO/IEC 15693-2. The maximum frame length is 8 192 bytes.

c) Eachrequest consists of the following fields:

— flags;

command code;

— mandatory and optional parameters fields, depending on the command;

© ISO/IEC 2019 - All rights reserved
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— application data fields;

Each response consists of the following fields:

S}

mandatory and optional parameters fields, depending on the command;

application data fields;

— CRC
d)

— flag

— CR
e) Thepro

an integ
f) Asingle
g) A multiy
h) The sett

the field
i) RFU flag
VICC or VCD

commands 1
7.2 Mode

7.2.1 Gen

The term md
request.

7.2.2 Add

When the A
addressed V|

Any VICC re
(address) to

If it matche
command de

ocol is bit-oriented. The number of bits transmitted in a frame is a multiple of eight {
er number of bytes.

byte field is transmitted LSB first.
le-byte field is transmitted LSByte first, each byte is transmitted LSBAjrst.

ing of the flags indicates the presence of the optional fields. When the flag is set (to
is present. When the flag is reset (to zero), the field is absent.

s shall be set to zero (0).

receiving RFU bits set incorrectly shall disregard the command or response exce
sted in Annex E. The VICC may respond with an error code.

bral

de refers to the mechanism to specify in a request the set of VICCs that shall answer 1

ressed mode

lddress_flag is set o .1 (Addressed mode), the request shall contain the UID d
ICC.

ceiving a request with the Address_flag set to 1 shall compare the received uniq
its own ID.

5, it shall“execute it (if possible) and return a response to the VCD as specified b
scription.

If it does not

B), i.e.

one),

bt for

o the

f the

e ID

y the

match it chall varaain cilant

7.2.3 Non

T eI o oo T oo O TITreTres

-addressed mode

When the Address_flag is set to 0 (Non-addressed mode), the request shall not contain a unique ID.

Any VICC receiving a request with the Address_flag set to 0 shall execute it (if possible) and shall return
aresponse to the VCD as specified by the command description.

7.2.4 Sele
When the Se

ct mode

lect_flag is set to 1 (Select mode), the request shall not contain a VICC unique ID.
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The VICC in the Selected state or Selected Secure state receiving a request with the Select_flag set to
1 shall execute it (if possible) and shall return a response to the VCD as specified by the command
description.

Only the VICC in the Selected state or Selected Secure state shall answer to a request having the Select
flag set to 1.

7.3 Request format

7.3.1 General

The rlequest consists of the following fields (see Figure 2):
— flags;
— gommand code (see Clause 10);

— parameters and data fields;

|
[an)

RC (see 4.4).

$OF Flags Corcr;)r(rilznd Parameters Data CRC EOF

Figure 2 — General request format

7.3.2| Request flags

In a|request, the field "flags" specifies the actions to be performed by the VICC gnd whether
corrgsponding fields are present or not, Fable 5 to Table 7 show the Request flags definitio.

It corlsists of eight bits.

Table 5 — Request flags 1 to 4 definition

Bjit Flag name, - Value Description
) 0 A single sub-carrier frequency shall be used by the V[[CC.
b1 Sub-cayrie¥’flag -
1 Two sub-carriers shall be used by the VICC.
0 Low data rate shall be used unless specified otherwife in the
definition of the command.
b2 Data_rate_flag - — -
1 High data rate shall be used unless specified otherwise in the
definition of the command.
Q The meaning for flagc Dt08is nr‘r‘nrﬂing taoTahle 6
b3 Inventory flag — - -
The meaning for flags 5 to 8 is according to Table 7.
No protocol format extension.
Protocol format is extended.
Protocol
b4 Extension_fla
xtension_tiag 1 — See warning for legacy commands listed in Annex E.
— Reserved for future use for all other commands.
NOTE 1 Sub-carrier_flag refers to the VICC-to-VCD communication as specified in ISO/IEC 15693-2.
NOTE 2 Data_rate_flag refers to the VICC-to-VCD communication as specified in ISO/IEC 15693-2.

© ISO/IEC 2019 - All rights reserved 9
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Table 6 — Request flags 5 to 8 definition when Inventory_flag is not set

Bit Flag name Value Description

The request shall be executed by any VICC according to the set-
ting of Address_flag.

b5 Select_flag The request shall be executed only by the VICC in Selected state.
1 The Address_flag shall be set to 0 and the UID field shall not be
included in the request.

The request is not addressed. The UID field is not included. It
shall be executed by any VICC.
b6 Address_flag The request is addressed. The UID field is included. [t shall b

1 executed only by the VICC whose UID matches the UID speaified
in the request.

0

The meaning is defined by the command description. Itshall[be
b7 Option_flag set to 0 if not otherwise defined by the command.

The meaning is defined by the command descxiption.

Unless otherwise specified in the command-definition.

b8
See warning for legacy commands listed in Annex E.
Table 7 — Request flags 5 to 8 definition when Inventory_flag is set
Bit Flag name Value l}&&?iption
0 AFI field is not present.
b5 AFI_flag ——
1 AFI field is present.
0 16 slots.
b6 Np_slots_flag
1 1 slot.
0 The meaniitigis defined by the command description. It shall[be
b7 Option_flag set to 0 if\inot otherwise defined by the command.
The meéaning is defined by the command description.
b8 Unless otherwise specified in the command definition.

See warning for legacy commands listed in Annex E.

7.4 Respgnse format

7.4.1 Gengral
The responsk consists.of the following fields (see Figure 3):
— flags;

— one or njoré parameter fields;

— data;

— CRC (see 4.4).

SOF | Flags | Parameters Data CRC EOF

Figure 3 — General response format

10 © ISO/IEC 2019 - All rights reserved
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The eight bit response flags field indicates how actions have been performed by the VICC and whether
corresponding fields are present or not. Table 8 shows the Response flags definition.

Where the value "1b" for bits b2 to b8 may be used see warning for the legacy commands listed in

Annex E.
Table 8 — Response flags 1 to 8 definition
Bit Flag name Value Description
U INO eI'TOT.
bl Error_flag — -
1 Error detected. Error code is in the "Error" field.
0 In any response if the ResponseBuffer does not contain’a vallid result of
b2 ResponseBuffer a (cryptographic) calculation or if the ResponseBuffer is nof supported.
Validity_flag L In any response if the ResponseBuffer contains avalid result of a (cryp-
tographic) calculation.
0 In the Final response of an In-process reply if this reply doefs not contain
. the result of a (cryptographic) calculation.
b3 | | Final response_flag - — -
1 In the Final response of an In-progess reply if this reply confains the
result of a (cryptographic) caleulation.
. 0 No protocol format extension:
b4 Extension_flag -
1 Protocol format is extended. Reserved for future use.
b5 b6 AO\ Block security status Length
bE 0 0 T'byte
BIOCklsecuilt%’l s 0 1 2 bytes These values shall not be ysed unless
b6 tus length_flag the content of the additional bytes of the
1 0 4 bytes . . . .
block security status is defﬁrneld in future
1 1 8 bytes revisions of this document.
b7 Waiting time exten- No.Waiting time extension request.
sion request_flag Waiting time extension request.
b8 RFU
The ResponseBuffer Validity_flag shall be set or reset as specified in the command description.

Fore
— R
— R
— H

ich of the following' commands, block security status b5 and b6 in Table 8 shall be set to
ead single block with option flag =1
ead multiple blocks with option flag =1

xtended Read single block with option flag = 1

vero (1 byte).

7.4.3 Response error code

xtemded Read muttipte btocks withroption flag=—+
Get multiple block security status

Extended get multiple block security status

When the Error_flag is set by the VICC, the error code field shall be included and provides information
about the error that occurred. Error codes are defined in Table 9.

If the VICC does not support specific error code(s) listed in Table 9, it shall answer with the error code
'OF' ("Error with no information given").

© ISO/IEC 2019 - All rights reserved
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Table 9 — Response error code definition

Error code Meaning

'01' The command is not supported, i.e. the request code is not recognized.
'02' The command is not recognized, for example, a format error occurred.
'03' The command option is not supported.
'04' The command cannot be processed in time.
'OF' Error with no information given or a specific error code is not supported.
'10' The specified block is not available (doesn’t exist).
11 The specified block isalready locked and thus cannot be locked again
12’ The specified block is locked and its content cannot be changed.
13’ The specified block was not successfully programmed.
'"14' The specified block was not successfully locked.
'15' The specified block is protected.
'40' Generic cryptographic error.

'A0' - 'DF'| |Custom command error codes.

all others| |RFU.

7.4.4 In-process reply response formats

7.4.4.1 Bélrker field

The Barker fiield contains the Done flag and a Barker code.

7.4.4.2 Barker code

The Barker dode is included to facilitate the synchtonisation between the VCD and the VICC. It is a/fixed
7-bit value a$ defined in Table 10.

Table 10 — Barker field

Hs b7 b6_)"| b5 b4 b3 b2 b1
K 0 1 0 0 1 1 1
Dgne Barker code
flag

7.4.4.3 Dgne flag

The Done flqg indicates whether the VICC is still processing a command. Done flag = 0 means the| VICC
is still procepsing a command; Done flag = 1 means that the VICC has finished the command procesing.

7.4.4.4 Barker response

If no error occurs and the Done flag is set to 0, the Barker response contains the fields defined in
Table 11.

Table 11 — Barker response

Barker
SOF Flags field CRC16 EOF
8 bits 8 bits 16 bits

If an error occurs, the response contains the error code and is the Final response (see Table 13).

12 © ISO/IEC 2019 - All rights reserved
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7.4.4.5 Final response

If no error occurs and the Done flag is set to 1, the Final response contains the fields defined in Table 12.

Table 12 — Final response

Barker
SOF Flags field Data CRC16 EOF
8 bits 8 bits multiple of 8 bits 16 bits

The Data field shall be padded with least significant 0 bits as required to a minimum multiple of 8 bits
or nogbepresent:

If an error occurs, the Final response contains the fields defined in Table 13.

Table 13 — Final response if error flag is set

Error @J
SOF Flags RN CRC16 ,\ﬁg
8 bits 8 bits 16 bits

7.4.4/6 Initial response

If no ¢rror occurs and the Done flag is set to 0, the Initial respohse contains the fields definef in Table 14.

Table 14 — Initial'response

N
SOF Flags Barker | QO pata CRC16 EOF
field .
8 bits 8 bits 16 bits 16 bits

The Pone flag is set to 0. The Data field\contains the timing information. Timing information is coded
as a Hinary integer multiple of 4 096/f; (302 us), a value of 0 indicates that the feature is ndt supported.

If an grror occurs, the responsg contains the error code and is the Final response (see Tablg¢ 13).

7.4.5| Waiting time extension request formats

If no grror occurs, the VICC Waiting time extension request contains the fields defined in Thble 15.

Table 15 — Waiting time extension request

SOF Flags Data CRC16 EOF
8 bits 16 bits 16 bits

The Waiting time extension request_flag shall be set to 1.

The Data field contains the Waiting time extension delay information. Waiting time extension delay is
coded as a binary integer multiple of 4 096/f. (302 pus).

If an error occurs, the response shall use the format described in the command description.
7.5 VICC states

7.5.1 General
A VICC can be in one of the 5 following states:

— Power-off;

© ISO/IEC 2019 - All rights reserved 13
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Ready;

Quiet;
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Selected;

Selected Secure.

The transition between these states is specified in Figure 4.

The support of the Power-off, Ready and Quiet states is mandatory.

The supporteftheSelectedand Sclected-Secureslatesisophisnalasrepresentedwith-adetied Hnce in
Figure 4.

The VICC stqte transition diagram shows only valid transitions. In all other cases the current VICC|state
remains undhanged. When the VICC cannot process a VCD request (e.g. CRC error, etc.), ib shall stay in
its current state.

The intentioh of the state transition method is that only one VICC should be in th&Selected or Selected
Secure state|at a time.

NOTE THe case where one VICC is in a Selected state and another is in a Selected Secure state can hagpen if
a first VICC is|selected, and a second VICC moves in the Selected Secure state when the VCD does a VCD or Mutual
Authentication. Only the VCD can prevent this situation to occur by deselecting the first VICC before doipg the
VCD or Mutugl Authentication with the second one.

7.5.2 Pov:Er-off state

The VICC is in the Power-off state when it cannot be actiyated by the VCD.

7.5.3 Readly state

The VICC is|in the Ready state when it is activated by the VCD. It shall process any request ynless
otherwise specified in the command definition where the Select_flag is not set.

In a Ready dtate, a VCD can perform .acVICC Authentication by a successful Challenge, ReadBuffer or
Authenticatg command sequence. After'a VICC Authentication, the VICC remains in the Ready stat.

For a transition from the Ready'state to the Selected Secure state, perform a VCD Authenticatipon or
Mutual Authentication in Addressed mode containing the correct UID as specified by the crypto sfites.
See Annex D|for additionalinformation on crypto command sequence.

7.5.4 Quig¢t state

When in the|Quiiet state, the VICC shall process any request unless otherwise specified in the command
definition whete-thelnventor _y_ﬂas tsnotsetand-wherethe Addr C.).)_ﬂas tS-set:

For a transition from the Quiet state to the Selected Secure state, perform a VCD Authentication or
Mutual Authentication in Addressed mode containing the correct UID as specified in the crypto suites.

7.5.5 Selected state

The VICC in the Selected state shall process any request unless otherwise specified in the command
definition where the Select_flag is set.

For a transition from the Selected state to the Ready state, a VCD shall perform:

Reset to Ready command with the Select_flag set;

Select command with different VICC UID.

14 © ISO/IEC 2019 - All rights reserved
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For a transition from the Selected state to the Quiet state, a VCD shall perform a Stay quiet command
with the correct UID number.

For a transition from the Selected state to the Selected Secure state, perform a VCD Authentication or
Mutual Authentication as specified by the crypto suites with the Select_flag set.

7.5.6

Selected Secure state

A VICC may execute any optional commands and the mandatory Stay quiet command. All commands
shall be executed with the Select_flag set except the Stay quiet or Select commands which shall be
executed in Addressed mode.

For a
— R
—

— any Authenticate command starting a new authentication process;

— S

In ad
crypt

For a
comn

For a
comn

fl

transition from the Selected Secure state to the Ready state, a VCD shall perform:
eset to Ready command with the Select_flag set;

hallenge command;

elect command with different VICC UID.

Hition the VICC shall return to the Ready state in case of crnyptographic errors as spe
0 suites.

transition from the Selected Secure state to the Quiet state, a VCD shall perform
hand with the correct UID number.

cified in the

a Stay quiet

transition from the Selected Secure state to.the Selected state, the VCD shall perfprm a Select

hand in Addressed mode containing the correet UID.

i VCD Authenticated (UID)
(eyUpdate, ReadBuffer N\~ .- Select with different UID,
mmands or AuthComm, ¥~ N
) Selected '

SecureComm crypto Reset to ready where Select _flagis setor

. o H Secure -\ challenge or New Authenticate command
brmat identifiers or any (optional) - 0 ‘\e\d
pbther command where ue Off'}'e] out OW
Select_flag is set - .[ ----- 'y\ \‘\ a \“?‘\e\
N
N s
~ J&
. /@(,[ Power-off

(ain) wares

VCD Authenticated (UID)
(ain puarayyip) wa[es
J10 19sS SI Seg‘ma[as
Iy Apeal 03 39Sy

Any other command \\,"“ Anv other
where the Address_flag ! Selected Y
is set and where Select (UID) > (optional) command
Stay quiet (UID) where

Inventory_flagis not set

Figure 4 — VICC state transition diagram
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8 Anticollision

8.1 General

The purpose of the anticollision sequence is to make an inventory of the VICCs present in the VCD field
by their UID.

The VCD is the master of the communication with one or multiple VICCs. It initiates card communication
by issuing the Inventory request. See Annex B for additional information how the anticollision could be
implemented on the VCD.

rithm

The VICC sha '
described in|8.3.

8.2 Request parameters

When issuing the Inventory command, the VCD shall set the Nb_slots_flag to the desired setting and
add after thg command field the mask length and the mask value defined in Table‘16:

The mask lgngth indicates the number of significant bits of the mask valne/ It can have any [value
between 0 ahd 60 when 16 slots are used and any value between 0 and 64 when 1 slot is used. LSB shall
be transmitted first.

The mask vallue is contained in an integer number of bytes. LSB shall\be transmitted first.

If the mask length is not a multiple of 8 (bits), the mask value MSB shall be padded with the required
number of nyll (set to 0) bits so that the mask value is contained in an integer number of bytes.

The next field starts on the next byte boundary.

Table 16 — Inventory request format

SOK Flags Command A\Mask Mask value CRC16 EOF
+O length
8 bits 8 bits 8 bits 0 to 8 bytes 16 bits

Table 17 — Example of the padding of the mask

_()"MsB LSB
0000 0100 1100 1111
Pad Mask value

In the examplle of Table 17, the mask length is 12 bits. The mask value MSB is padded with four bits set to 0.

The AFI field shiall be present if the AFI_flag is set.

The pulse shall be generated according to the definition of the EOF in ISO/IEC 15693-2.
The first slot starts immediately after the reception of the request EOF.

To switch to the next slot, the VCD sends an EOF. The rules, restrictions and timing are specified in
Clause 9.

8.3 Request processing by the VICC

Upon reception of a valid request, the VICC shall process it by executing the operation sequence
specified in the following text in italics. The step sequence is also graphically represented in Figure 5.

NDS is the total number of slots (1 or 16)

16 © ISO/IEC 2019 - All rights reserved
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SN is the current slot number (0 to 15)
SN_length is set to 0 when 1 slot is used and set to 4 when 16 slots are used
LSB (value, n) function returns the n less significant bits of value
"&" is the concatenation operator
Slot_Frame is either a SOF or an EOF
SN=0

if Mb—slots flag then

NbS =1 SN_length=0

else NbS = 16 SN_length=4
endif

label]: if LSB(UID, SN_length + Mask_length) = LSB(SN, SN_length)&LSB(Mask, Mask_length) then
transmit response to inventory request

endif

wpit (Slot_Frame)

iffSlot_Frame= SOF then

Stop anticollision and decode/process request
exit

endif

iffSN<NbS-1 then

SN =SN +1

goto labell

exit

endif

exit

© ISO/IEC 2019 - All rights reserved 17
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The Inventory request
contains the mask value
and its length. The mask
is padded with Osto a
whole number of bytes.

Padding

The mask value (less
padding) is loaded
into the comparator.

LSB

Mask value recgived in Inventory request

MSB

U
\
!
g

hventory request, the

bunter to 0.

i fth
pon reception of the Mask length

ICC resets its slot

Ypon receptiN

H

ipcrements its slot
dounter and loads it into
the comparator,
doncatenated with the
thask value (less padding).

OF, the VICC
Slot counter

1
V

it

Tihe concatenated result is
cpmpared with the
the VICC shall transmit

the other criteria
(B-g AF], Quiet state).

ast significant bits of the
[CCUID. Ifit matches,

s response, according to

MSB  J LSB
Slot number Mask value (less padding)
Ignore Compare

NOTE

Figu

When the slotaumber is 1 (Nb_slots_flag is set to 1), the comparison is made only on the
(without padding).

A

Unique identifier (UID)

MSB LSB

e 5\— Principle of comparison between the mask value, slot number and UID

8.4 Explanation of an anticollision sequence

mask

Figure 6 summarises the main cases that can occur during a typical anticollision sequence where the
number of slots is 16.

The different steps are:

a)
b)

its UID is received and registered by the VCD;

c) theVCD

18

sends an EOF, meaning to switch to the next slot;

the VCD sends the Inventory request, in a frame, terminated by an EOF; the number of slots is 16;

VICC 1 transmits its response in slot 0; it is the only one to do so, therefore no collision occurs and
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d)

and remembers that a collision was detected in slot 1;

f)

g)
h)

the VCD sends an EOF, meaning to switch to the next slot;

ISO/IEC 15693-3:2019(E)

in slot 3, there is another collision caused by responses from VICC 4 and 5;

i) a]ll VICCs detect an SOF and exit the anticollision sequence; they process this request’s

in slot 1, two VICCs 2 and 3 transmits their response, this generates a collision; the VCD detects it

in slot 2, no VICC transmits a response; therefore the VCD does not detect a VICC SOF and decides to
switch to the next slot by sending an EOF;

the VCD then decides to send an addressed request (for instance a Read Block) to VICC 1, which UID
was already correctly received;

nd since the

request is addressed to VICC 1, only VICC1 transmits its response;
j) all VICCs are ready to receive another request; if it is an Inventory command; the slot numbering
sequence restarts from 0.
NOTH The decision to interrupt the anticollision sequence is up to the VCDxIt-could have continued to send
EOFs till slot 15 and then send the request to VICC 1.
Slot 0 Slot 1
VCD | SOF | Inventoryrequest | EOF EOF
VICCs Responset Response 2
i Response 3
[iming «—> > «—> D
t1 ] ! t 7]
Cpmment No collision Collision
Time |
Continued ..
Slot 2 Slot 3
< » >
VCD EOF EOF Request to VICC1 | EOF
' N -
VICCs | Response 4
_———— — ) Response
i from VICC1
Response 5
[ining < <> <> <>
s t1 7] t1
Comment No vIcC Collision
response
Time |
NOTE t1, tz and t3 are specified in Clause 9.

Figure 6 — Description of a possible anticollision sequence

© ISO/IEC 2019 - All rights reserved
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9 Timing specifications

9.1 General

The VCD and the VICC shall comply with the following timing specifications.

9.2 VICC waiting time before transmitting its response after reception of an EOF

from the VCD
When the VICC has detected an EOF of a valid VCD request or when this EOF is in the normal sequence of
avalldVCD Q 1 a AL a e before matg nsmit i esbohse-to A quest

or before s
t1 starts froj

NOTE Th
synchronizat

The minimu

The nominal

n the detection of the rising edge of the EOF received from the VCD (see ISO/IEC 1569

e synchronisation on the rising edge of the VCD-to-VICC EOF is needed for enstiring the red
on of the VICC responses.

m value of t1 is ty . = 4 320/fc (318,6 pus)
value of t1 is Eom = 4 352/f: (320,9 ps)

The maximum value of t1 is ty = 4 384/f: (323,3 pus)

t1 . does ot apply for Write alike requests. Timing conditions,.for’Write alike requests are defir

the commanyd descriptions.

t; _ does
max

command de

If the VICC dletects a carrier modulation during this time ¢y, it shall reset its ¢ timer and wait

further time
when in an i

ot apply to commands which may use the Waiting time extension reply as indicated

scription. Timing conditions for those commands are defined in 9.9.

t1 before starting to transmit its.I€sponse to a VCD request or to switch to the nex
hventory process.

9.3 VICC

When the V
of a valid VC

tmit starts fr

The minimu|
time of a VI(

L

odulation ignore time(after reception of an EOF from the VCD

has detected an EOF of a valid VCD request or when this EOF is in the normal seq
D request, it shallignore any received 10 % modulation during a time tpjt.

pm the detection/of the rising edge EOF received from the VCD (see ISO/IEC 15693-2)

m value of¢tqic is t
C.

= 4 384/f. (323,3 us) + tnrt, where tyrt is the nominal resj

mit min

3-2).

uired

1ed in

n the

for a
t slot

lence

ponse

tnrt is depen

lenton the VICC-to-VCD data rate and subcarrier modulation mode (see ISO/IEC 1569

3-2).

NOTE

synchronization of the VICC responses.

9.4 VCD waiting time before sending a subsequent request

The synchronisation on the rising edge of the VCD-to-VICC EOF is needed for ensuring the required

a)

b)

20

When the VCD has received a VICC response to a previous request other than Inventory and Quiet,
it shall wait a time ¢, before sending a subsequent request. tp starts from the time the EOF has been
received from the VICC.

When the VCD has sent a Quiet request (which causes no VICC response), it shall wait a time ¢;
before sending a subsequent request. tp starts from the end of the Quiet request EOF (rising edge of
the EOF plus 9,44 ps, see ISO/IEC 15693-2).
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The minimum value of ¢; is ty . = 4192/f: (309,2 ps).

NOTE

NOTE
ensur

-3:2019(E)

1  This ensures that the VICCs are ready to receive this subsequent request (see ISO/IEC 15693-2).

2 The VCD wait at least 1 ms after it activated the powering field before sending the first request, to

e that the VICCs are ready to receive it (see ISO/IEC 15693-2).

c) When the VCD has sent the Inventory request, it is in an inventory process. See 9.5.

9.5 VCD waiting time before switching to the next slot during an inventory process

9.5.1

An inventory process is started when the VCD sends the Inventory request. (See 8.3,8%4, 1

To sw
modu
and 9

General

itch to the next slot, the VCD may send either a 10 % or a 100 % modulated EOF indep
lation index it used for transmitting its request to the VICC, after waitinga@’time sped
.5.3).

9.5.2

Duri
has

— V
V

— V
— t
ty sta

The 1

tnrt 15

9.5.3

Duri

When the VCD has started to receive one or more VICC responses

g an inventory process, when the VCD has started to receive one or more VICC resy
tected a VICC SOF and/or a collision), it shall:

hen the VICC nominal response time ¢, has elapsed);

Uait an additional time ty;

hen send a 10 % or 100 % modulated EQE %o switch to the next slot.

rts from the time the EOF has been réeeived from the VICC (see ISO/IEC 15693-2).
hinimum value of ¢; is ty . = 4192/f: (309,2 ps).

dependent on the VICC-to-VED data rate and subcarrier modulation mode (see ISO/I}

When the VCD has received no VICC response

g an inventory ptocess, when the VCD has received no VICC response, it shall wait a ti

sending a subsequent EOF to switch to the next slot.

t3 sta

a) i

rts from the-time the VCD has generated the rising edge of the last sent EOF:
' the VED sends a 100 % modulated EOF,

t

).3.1).

bndent of the
ified in 9.5.2

onses (i.e. it

Fait for the complete reception of the VICC responsés (i.e. when a VICC EOF has been received or

£C 15693-2).

me t3 before

heminimum value of t3is t, . =4 384/f.(323,3 us) + tsof;

b) ifthe VCD sends a 10 % modulated EOF,

the minimum value of 3 is t3 .= 4 384/f: (323,3 us) + tnrt + ty .

where

tsof is the time duration for a VICC to transmit an SOF to the VCD;

tnrt is the nominal response time of a VICC.

tnrt and tsor are dependent on the VICC-to-VCD data rate and subcarrier modulation mode (see 1SO/

I[EC1

5693-2).
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9.6 Clarification of use of Option_flag in Write alike commands

VICC may or

may not support Write alike commands with all Option_flag settings.

If the Option_flag is not set, the VICC shall return its response when it has completed the operation
starting after: o [4 352/f: (320,9 us), see 9.2] + a multiple of 4 096/f. (302 pus) with a total tolerance

of £32/f; and latest after 20 ms upon detection of the rising edge of the EOF of the VCD request.

If the Option_flag is set and supported by the VICC, the VICC shall wait for the reception of an EOF from

the VCD and
The VCD sha,

upon such reception shall return its response.

Ntrancmit an FEOFE At laact 10 me and nalatarthan 20
-t cHHo e o Er ot ore e oot o HH o e oo et e o

If the VCD t
may reset.

Upon recepti

If the Option_flag is set and not supported by the VICC, the VICC shall return amerror in the t

defined in 9.

9.7 Secur

A VICC may

Challeng

Authent

KeyUpd
Or for the fo

SecureC

AuthCor

If implement
cause a VIC
security tim

A security timeout shall belayminimum of 20 ms and a maximum of 200 ms in any state includin

Power-off st

9.8 VICC1

2 TC-COTIT

Fansmits an EOF within 10 ms, the VICC may not be able to execute the command

P in the Select or Addressed mode.

ity timeout as used in the CS

ise a security timeout for each of the following commands:
e

cate;

hte.

lowing crypto format indicators:

omm;

hm.

ed, a security timeout shall be triggered by specific errors as specified in the CS and
[ to reject those commands or crypto format indicators for which a VICC impleme
eout until the end ef the security timeout period.

hte.

replies:as used in CS or extended functionalities

9.8.1 Gen

meo aftartrancmittina tha anmand
Tooreer—raorreertg et Thl .

or it

on of an EOF the VICC shall wait for a duration of ¢1 before transmitting its résponse (se¢ 9.2

shall
nts a

g the

pral

In all responses for Authenticate, KeyUpdate commands and SecureComm, AuthComm crypto format
indicators, the immediate VICC reply or in-process VICC reply shall be used by the VICC.

If a CS specifies a Delayed reply an in-process VICC reply shall be used.

The specified timing mechanisms may also be used for custom commands or future extensions.

9.8.2

See 9.2 for a

22
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specification of the immediate VICC reply as requested by the CS.
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In-process reply

9.8.3.1 General

The In-process reply allows a VICC to spend longer than ¢1 and to notify the VCD that it is still processing
that command.

The In-process reply is composed of two modes called Synchronous (see Figure 7) and Asynchronous
(see Figure 8) modes.

The Asynchronous and Synchronous modes are selected using the Option_flag (OF) within the

requestfags:

(F = 0 : Synchronous mode;

(F = 1: Asynchronous mode.

9.8.312 Synchronous mode

The VCD sends a command which may require an In-process reply((as specified in CS).

The VICC maintains a continuous communication until its response is ready by sendin
response in accordance with the response grid. The response-grid is defined as:

of +32/f. and no later than 20 ms from the detection of the rising edge of the EO
request;

of +32/f; from the rising edge of the EOF of the VCD request;

The VICC has not completed the operation if the Done flag is set to 0.

The VICC sends the Final re§ponse when the execution of the command is completed
an error occurs in accofdance with the response grid. The error response does no
Harker field.

If the Final response'is available within the 20 ms, the Barker response may be skipped
Hinal response is-sent.

The VICC hascompleted the operation if the Done flag is set to 1.

—

he ¥IEC decides whether the data field is included in the Final response or sf
esponseBuffer.

>w]

g the Barker

T trest=ty [4 352/f: (320,9 ps), see 9.2] + a multiple'of 4 096/f. (302 pus) with a tol;al tolerance

of the VCD

T tres2=ty [4352/f: (320,9 ps), see 9.2}+a multiple of 4 096/f. (302 us) with a toftal tolerance

-+ tres3 = no later than 20ms from the'logical end of EOF of the previous Baker response.

or whenever
include the

and only the

ored in the

— Ifresponse flagb3 is setto 1, the Final response includes the data field with valid cryptographic
results. The VICC may also store the results inside a ResponseBuffer and shall set b2 to 1.

— Ifresponse flag b3 is set to 0, the Final response does not include the data field. The VICC shall

store the cryptographic results inside the ResponseBuffer and shall set b2 to 1.
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20 ms
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»
Crypto » 20 ms -
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request 20 ms
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<€ » t » < > < »
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< »
P tres2 R
N fres2
»i
Y L

Figure 7 — VICC in-reply process — Synchronous mode

9.8.3.3 Aslynchronous mode
— The VCI sends a command which may require an In-Process reply (as specified in CS).

— The VICC sends an Initial response in accordance with the responsggrid. The response gfrid is
defined s tres1 = 1 om [4 352/f: (320,9 ps), see 9.2] + a multiplecof4 096/f; (302 ps) with af total

tolerande of #32/f; and no later than 20 ms from the detection-of the rising edge of the EOF ¢f the
VCD reqpest for the Initial response.

— Optionally the VICC may provide in the Initial response the estimated time required fdr the
computdtion of the Final response.

— The VIC[ sends the Final response when the execution of the command is completed or whehever

an error|occurs in accordance with the response-grid. The response grid is defined as tres2 = 1 om

[4352/f} (320,9 ps), see 9.2] + a multiple of 4096/f; (302 us) with a total tolerance of #32/f. from the
detectiopn of the rising edge of the EOF of the VCD request. The error response does not include the
Barker flield.

— Ifthe Fipal response is availablewithin the 20 ms, the Initial response may be skipped and only the
Final re§ponse is sent.

— The VIQC decides whether the data field is included in the Final response or stored in the
RespondeBuffer.

— Ifresponse flagh3 is set to 1, the Final response includes the data field with valid cryptographic
resylts. The(VICC may also store the results inside a ResponseBuffer and shall set b2 to 1.

— Ifresponse flag b3 is set to 0, the Final response does not include the data field. The VIC{ shall
storje'the cryptographic results inside the ResponseBuffer and shall set b2 to 1.

20 ms
Crypto Time optionally indicated by the VICC in the Initial response
request ( ..................................................................................................................................................................................
Initial Final
response response
 trest
P tres2

Figure 8 — VICC in-reply process — Asynchronous mode
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C shall ignore any VCD commands while processing a prior command.

-3:2019(E)

If a VCD transmits a command while the VICC is processing a prior command the VICC may undergo a

powe

NOTE

9.9

r-on reset.

The optionally indicated time by the VICC in the Initial response is a rough estimation and can be
inaccurate, it starts from the logical end of the Initial response of the VICC.

Waiting time extension reply

Where a command definition supports a Waiting time extension reply (see Figure 9) a VICC may

respcnr] tothat command with o vnqnncf tothe VCD ihr‘]ir‘nfing the extension time roqnired_ The VCD

shall
The
T

- W

+ A =

then resend the previous command.
Vaiting time extension sequence shall be:
he VCD sends a command for which the Waiting time extension reply is alloved;

h case no waiting time extension delay is required, the VICC sends thetresponse to the
ccordance with the response grid. The response grid is defined as tyest = o [4 352

ee 9.2] + amultiple of 4 096/f; (302 ps) with a total tolerance of £32/f. and no later tha
he detection of the rising edge of the EOF of the VCD request;

h case a waiting time extension delay is required for providing the response to the ¢
ICC sends a Waiting time extension request in accordance with the response grid.
me extension request indicates the waiting time extension delay required by the VIC

CD shall wait for the waiting time extension-time tytx indicated by the VICC in the }
xtension request before resending the previous command;

command in
(fc (320,9 ps),
n 20 ms from

mmand, the
The Waiting

a

M~

Vaiting time

— VICC shall respond with the Final respense to the command, which terminates the Waiting time
extension sequence in accordance to the response grid or send an error after tpes1.
If spgcified in the command definition'the Waiting time extension sequence may be repeatgd.
20 ms 20 njs
> < >
twix
R¢quest < »{ Request
Waiting time
. R¢sponse
extension request
¢ tres1 > < tres1 >
Eicure 9 — Waiaitinoe time extension renly
il - i e =] o hiallg 14

The VCD shall not send any command within &ytx.

If an error occurs, the Waiting time extension sequence shall be terminated. The VICC may answer with
an error in accordance with the response grid.

If the VCD request following a Waiting time extension request is different from the initial VCD request,
the Waiting time extension sequence shall be terminated. The VICC may answer with an error in
accordance with the response grid or may ignore the last request or process the last request.

If the VCD request following a Waiting time extension request is sent before tyx, the Waiting time
extension sequence may be terminated. The VICC may answer with an error in accordance with the
response grid or may ignore the last request or process the last request.

© ISO/IEC 2019 - All rights reserved 25


https://iecnorm.com/api/?name=6f10a170fc04d5fbe1e9deaea5a64f51

ISO/IEC 15

693-3:2019(E)

The usage of the Waiting time extension reply mechanism is described in the command description and
may also be used for custom commands or future extensions.

10 Commands

10.1 Command types

10.1.1 General

Four sets of commands are defined: mandatory, optional, custom, proprietary.

All VICCs w

th the same IC manufacturer code and same IC version number shall behave the

functionalitiles.

10.1.2 Man
The commar

All VICCs sh

datory
d codes range from '01' to '1F".

1l support them.

10.1.3 Optional

The commar

VICCs may s
the definitio

If the VICC ¢
may return g
shall remain|

If a comman
returned.

d codes range from '20' to '9F".

ipport them, at their option. If supported, request\ahd response formats shall comply
h given in this document.

oes not support an optional command and if the Address_flag or the Select_flag is
n error code or remain silent. If neither;the Address_flag nor the Select_flag is set, the
silent.

1 has different options they may be supported by the VICC otherwise an error code sh

10.1.4 Custom

The commar

d codes range from 'AQ0" to 'DF".

VICCs suppd
flags (includ

rt them, at théip option, to implement manufacturer-specific functions. The functi
ing reserved.bits) shall not be modified except the Option_flag. The only fields that ¢

customized fire the parameters and the data fields.

Each custo

comimand contains as its first parameter the IC manufacturer code. This alloy

manufactur¢rs to“implement custom commands without risking duplication of command code
thus misintelrpretation

same

with

set, it
VICC

a1l be

on of
an be

ws IC
5 and

If the VICC does not support a custom command and if the Address_flag or the Select_flag is set, it may
return an error code or remain silent. If neither the Address_flag nor the Select_flag is set, the VICC
shall remain silent.

If a command has different options they may be supported by the VICC otherwise an error code shall be
returned.

10.1.5 Proprietary
The command codes range from 'EQ' to 'FF".

These commands are used by IC and VICC manufacturers for various purposes such as tests,
programming of system information, etc. They are not specified in this document. The IC manufacturer
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may at its option document them or not. It is allowed that these commands are disabled after IC and/or
VICC manufacturing.

10.2 Command codes

Table 18 shows a list of Command codes.

Table 18 — Command codes

Usage in Usage in
Command T Write alike (See | AuthComm | SecureComm B g
Dne UNcrion
gode i 9.6) crypto format | crypto format
possible possible y\q
01 Mandatory No No No Inventeny
02' Mandatory No No No Stay quiet
'03| - "1F' Mandatory REY
20’ Optional No Yes Yes Read single blgck
21 Optional Yes Yes Yes Write single blpck
22' Optional Yes Yes Yes Lock block
23' Optional No Yes Yes Read multiple blocks
24' Optional Yes Yes Yes Write multiple|blocks
25' Optional No Yes Yes Select
26’ Optional No Yes Yes Reset to ready
27' Optional Yes Yes Yes Write AFI
28’ Optional Yes Yes Yes Lock AFI
29' Optional Yes Yes Yes Write DSFID
2A' Optional Yes Yes Yes Lock DSFID
2B’ Optional No No No Get system inf¢rmation
2 Optional NS No No Get multiple blpck security
status
2D’ Optional No Yes Yes Fast read multjple blocks
30' Optional No Yes Yes Extended read|single block
31 Optional Yes Yes Yes Extended writ¢ single block
32 Optional Yes Yes Yes Extended lock plock
33" @ptional No Yes Yes Extended read|multiple
blocks
34 Optional Yes Yes Yes Extended writ¢ multiple
blocks
35! Optional No No Authenticate
'36' Optional Yes Yes KeyUpdate
1370 Optional No No ._Aut_hComm crypto format
indicator
138" Optional No No _Sec_ureComm crypto format
indicator
'39' Optional No No Challenge
"'3A' Optional No Yes No ReadBuffer
'3B' Optional No No No Extended get system in-
formation
3 Optional No No No Exten-ded get multiple block
security status

© ISO/IEC 2019 - All rights reserved
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Table 18 (continued)
Usage in Usage in
Command Type Write alike (See | AuthComm SecureComm Function
code p 9.6) crypto format | crypto format
possible possible
3D’ Optional No Yes Yes Fast extended read multi-
ple blocks
IZEI _ l2Fl
Optional RFU
'3E' - '9F'
'AQ0' - 'DF' Custom IC Mfg dppr—\ndpnf
'EQ" - 'FF' || Proprietary IC Mfg dependent

10.3 Mandjatory commands

10.3.1 Inventory
Command dode = '01'

When receiving the Inventory request defined in Table 19, the VICC shall ‘perform the anticoljision
sequence.

The requesticontains:
— the flagg;
— the Inveptory command code;
— the AFI {f the AFI_flag is set;
— the mask length;

— the mask value;

— the CRC
The Inventoyy_flag shall be set to 1.

The meaning of flags 5 to 8 isaceording to Table 7.

Table 19 — Inventory request format

SOF | Fldgs | Jnventory | Optional AFI Mask length Mask value | CRC16 EOF
8 hits 8 bits 8 bits 8 bits 0 - 64 bits 16 bits

The respons chall cantain (Cﬂn Table 7(\)-

— the DSFID;
— the unique ID.

If the VICC detects an error, it shall remain silent.

Table 20 — Inventory response format

SOF Flags DSFID UID CRC16 EOF
8 bits 8 bits 64 bits 16 bits
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10.3.2 Stay quiet

Command code ="'02'

-3:2019(E)

When receiving the Stay quiet command defined in Table 21, the VICC shall enter the quiet state and
shall NOT send back a response. There is NO response to the Stay quiet command.

When in quiet state:

— the VICC shall not process any request where Inventory_flag is set;

— the VICC shall process any addressed request.

The V

I

wn_ =

—

[ICC shall exit the quiet state when:
eset (power off);

eceiving a Select request; it shall then go to the Selected state if supported of return a
upported;

eceiving a Reset to ready request; it shall then go to the Ready state.

Table 21 — Stay quiet request format

h error if not

SOF Flags | Stay quiet UID ;(\VJ CRC16 EOF
8 bits 8 bits 64 bits 16 bits

Request parameter:

YID (mandatory).
The Stay quiet command shall always be exectted in ddressed mode (Select_flag is set to 0 gnd Address_
flag is set to 1).
10.4|Optional commands
10.4.1 Read single block
Comlnand code ="20'
When receiving the Read single block command defined in Table 22, the VICC shall read the requested
block and send back its value in the response (see Table 23 and Table 24).
If the Optionflag is set in the request, the VICC shall return the block security status, followed by the
blocK values

If it ig

notset, the VICC shall return only the block value.

Table 22 — Read single block request format

pead Block
SOF Flags single UID b CRC16 EOF
block number
8 bits 8 bits 64 bits 8 bits 16 bits
Request parameter:

(optional) UID;

block number.

© ISO/IEC 2019 - All rights reserved
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Table 23 — Read single block response format when Error_flag is set

SOF | Flags Error CRC16 | EOF
code
8 bits 8 bits 16 bits

Table 24 — Read single block response format when Error_flag is NOT set

Block
SOF Flags security Data CRC16 EOF
status
8 bits 8 bits Block length| 16 bits
Response parameter:
Error_fldg (and Error code if Error_flag is set)
if Errpr_flag is not set
Block security status (if Option_flag is set in the request)
Block data
10.4.2 Write single block

Command ¢

When receiv
block with t
(see Table 26

ode = '21'

ing the Write single block command defined inTable 25, the VICC shall write the requ
he data contained in the request and report.bhe success of the operation in the res;
and Table 27).

For the Optipn_flag definition, see 9.6.

Table 25 — Write single block request format

ested
ponse

Write . ()"
. N Block
SOF Flags smgleQ\ UID Data CRC16 | EOF
number
blgck
8 bits 8)bits 64 bits 8 bits plock 1 16 bits
ength
Request parameter:

(optiondl) UID;
block nuymber;
data.

Table 26 — Write single block response format when Error_flag is set

SOF | Flags Error CRC16 | EOF
code
8 bits 8 bits 16 bits

Table 27 — Write single block response format when Error_flag is NOT set

30

SOF CRC16 EOF

16 bits

Flags
8 bits
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Response parameter:

Error_flag (and Error code if Error_flag is set)

10.4.3 Lock block
Command code ='22'

When receiving the Lock block command defined in Table 28, the VICC shall lock permanently the
requested block and report the success of the operation in the response (see Table 29 and Table 30).

For the Option flag definition, see 9.6.

Table 28 — Lock single block request format

Lock Block 26 3
SOF Flags UID CRC <1 EOF
& block number ({*S
8 bits 8 bits 64 bits 8 bits 16 bits
Request parameter:

(pptional) UID;

Hlock number.

Table 29 — Lock block response-format Error_flag is set

SOF | Flags i&f;‘ﬁ CRC16 | EOF
8 bits 8 bits 16 bits

Table 30 — Lock block response format when Error_flag is NOT set

SOF . (J Flags CRC16 EOF
8 bits 16 bits

Respponse parameter:

Hrror_flag (and Errercode if Error_flag is set)

10.4.4 Read multiple blocks

Command code ='23'

all read the

If the Option_flag is set in the request, the VICC shall return the block security status, followed by the
block value sequentially block by block.

If the Option_flag is not set in the request, the VICC shall return only the block value.
The blocks are numbered from '00' to 'FF' (0 to 255).

The number of blocks in the request is one less than the number of blocks that the VICC shall return in
its response.

EXAMPLE Avalue of '06' in the "Number of blocks" field requests to read 7 blocks. A value of '00' requests to
read a single block.
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Table 31 — Read multiple blocks request format

Read First Number
SOF Flags multiple UID block of blocks CRC16 EOF
block number
8 bits 8 bits 64 bits 8 bits 8 bits 16 bits

Request parameter:

(optional) UID;

first block number;

number|of blocks.

Table 32 — Read multiple blocks response format when Error_flag is set

SOF | Flags LIS CRC16 | EOF
code
8 bits 8 bits 16 bits

Thble 33 — Read multiple block response format when Exror_flag is NOT set

Block s\\"
SOF Flags security Data e) CRC16 EOF
status (\<(
8 bits 8 bits Block length 16 bits
Repeated as needed

Response parameter:

Error_flag (and Error code if Error_flag is set)

if Errpr_flag is not set (the following order shall be respected in the VICC response)

Block security status N (if Option_flag is set in the request)
Block value N

Block security statis N+1  (if Option_flag is set in the request)
Block value N+1

efc.

wheré N is the first requested (and returned) block.

10.4.5 Write multiple blocks

Command code = '24'

When receiving the Write multiple blocks command defined in Table 34, the VICC shall write the
requested block(s) with the data contained in the request and report the success of the operation in the

response (see Table 35 and Table 36).

For the Option_flag definition, see 9.6.

The blocks are numbered from '00' to 'FF' (0 to 255).

32
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The number of blocks in the request is one less than the number of blocks that the VICC shall write.

EXAMPLE

A value of '06' in the "Number of blocks" field requests to write 7 blocks. The "Data" field contains

7 blocks. A value of '00" in the "Number of blocks" field requests to write 1 block. The "Data" field contains 1 block.

Table 34 — Write multiple blocks request format

Write First Number of
SOF Flags multiple UID block Data CRC16 EOF
blocks
block number
8 bits 8 bits 64 bits 8 bits 8 bits Block length 16 bits
Repeated as
needed
Request parameter:

Resp,

low

10.4.6 Select

Whe

(pptional) UID;

flrst block number;

number of blocks;

lock data (repeated as defined in Table 34).

Table 35 — Write multiple blocks response format when Error_flag is set

Err Q‘
SOF Flags . ‘Q CRC16 | EOF
8 bits 8\bits 16 bits

Table 36 — Write multiple block'response format when Error_flag is NOT set

SOF

A\WFlags

CRC16

EOF

8 bits

16 bits

jonse parameter:

Comlnand code="25'

Hrror_flag (and Errorcode if Error_flag is set)

receiving the Select command defined in Table 37:

If the’UID is equal to its own UID, the VICC shall enter the Selected state and shall sen

(see Table 397.

d a response

If the UID is different to its own and in Selected state, the VICC shall return to the Ready state and
shall not send a response. The Select command shall always be executed in Addressed mode. (The
Select_flag is set to 0. The Address_flagis setto 1.)

If the UID is different to its own and not in Selected state, the VICC shall remain in its state and shall
not send a response.

Table 37 — Select request forma

SOF

Flags

Select

UID

CRC16

EOF

8 bits

8 bits

64 bits

16 bits

© ISO/IEC 2019 - All rights reserved
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Request parameter:

UID (mandatory).

Table 38 — Select response format when Error_flag is set

SOF Flags Ay CRC16 | EOF
code
8 bits 8 bits 16 bits

Table 39 — Select response format when Error_flag is NOT set

SOF Flags CRC16 EOF
8 bits 16 bits

Response parameter:

Error_flag (and Error code if Error_flag is set)

10.4.7 Rese¢t to ready
Command dode = '26'

When receivling a Reset to ready command defined in Table 40, the MICC shall return to the Ready|state
and report the success of the operation in the response (see Table'41 and Table 42).

Table 40 — Reset to ready request format

N
Reset to
SOF | Flags ready \(\Q) uID CRC16 | EOF
8 bits 8 bits 64 bits 16 bits

Request parameter:

(Optiongl) UID.

Table 41 — Reset to ready response format when Error_flag is set

N\
GQ: Flags Error | cpc16 | EOF
code

8 bits 8 bits 16 bits

N

Table 42 — Reset to ready response format when Error_flag is NOT set

SOF Flags CRC16 EOF
8 bits 16 bits

Response parameter:

Error_flag (and Error code if Error_flag is set)

10.4.8 Write AFI
Command code = '27"'

When receiving the Write AFI request defined in Table 43, the VICC shall write the AFI value into its
memory and report the success of the operation in the response (see Table 44 and Table 45).

For the Option_flag definition, see 9.6.
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Table 43 — Write AFI request format

SOF | Flags write UID AFI CRC16 | EOF
8 bits 8 bits 64 bits 8 bits 16 bits

Request parameter:

(optional) UID;

AFL

Table 44 — Write AFI response format when Error_flag is set

SOF | Flags | E™°T | CRC16 | EOF
code
8 bits 8 bits 16 bits

Table 45 — Write AFI response format when Error_flagis NOT set

SOF

Flags

CRC16

~EOF

8 bits

16 bits

Respponse parameter:

H

10.4.

0D Lock AFI

Command code ='28'

When receiving the Lock AFI request defined in Table 46, the VICC shall lock the AFI value
into its memory and report the successof the operation in the response (see Table 47 and ]

Fort

Requ

e Option_flag definition, see(9.6.

rror_flag (and Error code if Error_flag is set)

Table 46 — Lock AFI request format

bermanently
[able 48).

(@\ Flags Lock UID CRC16 | EOF
)
8 bits 8 bits 64 bits 16 bits

est parameter:

Dptienal) UID.

Table 47 — Lock AFI response format when Error_flag is set

SOF | Flags | E™°" | CRC16 | EOF
code
8 bits 8 bits 16 bits

Table 48 — Lock AFI response format when Error_flag is NOT set

SOF

Flags

CRC16

EOF

8 bits

16 bits

Response parameter:
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Error_flag (and Error code if Error_flag is set)

10.4.10Write DSFID command
Command code = '29'

When receiving the Write DSFID request defined in Table 49, the VICC shall write the DSFID value into
its memory and report the success of the operation in the response (see Table 50 and Table 51).

For the Option_flag definition, see 9.6.

CELR

Write
SOF Flags DSFID UID DSFID CRC16 EOI;“.
8 bits 8 bits 64 bits 8 bits 16 bits

Request parameter:
(optiondl) UID;
DSFID.

Table 50 — Write DSFID response format when:Error_flag is set

SOF | Flags | EXror %562 EOF

code
8 bits 8 bits 16 bits

Table 51 — Write DSFID response:format when Error_flag is NOT set

SOF FlagsC, | CRC16 EOF
8 hits 16 bits

Response parameter:

Error_flag (and Error code if Error_flag is set)

10.4.11Lock DSFID
Command dode = '2A’

When receiying the\Liock DSFID request defined in Table 52, the VICC shall lock the DSFID [value
permanently inte-its memory and report the success of the operation in the response (see Table 58 and
Table 54).

For the Option_flag definition, see 9.6.

Table 52 — Lock DSFID request format

Lock
SOF Flags DSFID UID CRC16 EOF
8 bits 8 bits 64 bits 16 bits
Request parameter:

(Optional) UID.
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Table 53 — Lock DSFID response format when Error_flag is set

ISO/IEC 15693-3:2019(E)

SOF | Flags | E™°T | CRC16 | EOF
code
8 bits 8 bits 16 bits

Table 54 — Lock DSFID response format when Error_flag is NOT set

SOF

Flags

CRC16

EOF

8 bits

16 bits

Resppnse parameter:

10.4.[12 Get system information

Command code ='2B'

The

Hrror_flag (and Error code if Error_flag is set)

[et system information request command defined in Table 55 allows for retrieving

r the system

information value from the VICC. When receiving this command, the/VICC shall report the success of
the operation in the response (see Table 56 and Table 57).

Table 55 — Get system information request format

Get QO
SOF Flags system Q UID CRC16 EOF
info )
8 bits 8 bits 64 bits 16 bits

Request parameter:

(Pptional) UID.

\

Table 56 — Get system information response when Error_flag is set

| SOF | Flags brrer | crcie | EOF
8 bits 8 bits 16 bits
Table57 — Get system information response format when Error_flag is NOT|set
SOF /‘(ﬁ;g./s fll‘;fg"s UID DSFID AFI ‘f)lgl‘(‘;; CRJ16 | EOF
8 bits 8 bits 64 bits 8 bits 8 bits See below 16 hits
Response parameter:
Error_flag (and Error code if Error_flag is set)
if Error_flag is not set
Information flag
UID (mandatory)
Information fields, in the order of their corresponding flag, as defined in
Table 57 and Table 58, if their corresponding flag is set.
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Table 58 — Information flags definition

Bit Flag name Value Description
0 DSFID is not supported. DSFID field is not present.
bl DSFID - —
1 DSFID is supported. DSFID field is present.
b2 AF] 0 AFIlis not supported. AFI field is not present.
1 AFl is supported. AFI field is present.
Information on VICC memory size defined in Table 59 is not sup-
0 e
) ported. Memory size field is not present.
b3 VICC memory size - - - - -
B Information on VICC memory size defined in Table 59 is support-
B ed. Memory size field is present.
0 Information on IC reference is not supported. IC referencefigld is
not present.
b4 IC reference - - —
1 Information on IC reference is supported. IC reference field i
present.
b5 Proprietary X Not defined in this document.
b6 Proprietary X Not defined in this document.
b7 Proprietary X Not defined in this document.
b8 Proprietary X Not defined in this document.
Table 59 — VICC memory size information
\Y
MSB QO LSB
16 1413 8 N\ 1
Proprietary Block size in bytes Number of blocks
Proprietary pits b14 to b16 are not defined in this décument.
The block size is expressed in number of bytes:oft 5 bits, allowing to specify up to 32 bytes i.e. 256 bits.

Itis one less

EXAMPLE

The number
number of b

EXAMPLE

The three m

The IC referg

ocks.

10.4.13Get

than the actual number of bytes.

value of '1F" indicates 32 bytes; a value of '00' indicates 1 byte.

A value of 'FF' indicates 256 blocks, a value of '00" indicates 1 block.
bst significant bits are reserved for future use and shall be set to zero.

nce is.0n-8 bits and its meaning is defined by the IC manufacturer.

multiple block security status

of blocks is on 8 bits, allowing to specify up to 256 blocks. It is one less than the gctual

Command code = '2C'

When receiving the Get multiple block security status command defined in Table 60, the VICC shall send
back the block security status (see Table 61 and Table 62).

The blocks are numbered from '00 to 'FF' (0 to 255).

The number of blocks in the request is one less than the number of block security status that the VICC
shall return in its response.

EXAMPLE

38

A value of '06' in the "Number of blocks" field requests to return 7 Block security status. A value
of '00" in the "Number of blocks" field requests to return a single Block security status.
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Table 60 — Get multiple block security status request format

ISO/IEC 15693-3:2019(E)

Get multi- First
SOF | Flags | PlebPlock | vy 1 plock | Number | cpei6 | EoF
security of blocks
number
status
8 bits 8 bits 64 bits 8 bits 8 bits 16 bits

Request parameter:

(optional) UID;

flrst block number;

rumber of blocks.

Table 61 — Get multiple block security status response format when’Error_flag

SOF | Flags | E°T | cRrci6 E0€0
code =
8 bits 8 bits 16 bits

Table 62 — Get multiple block security status responseformat when Error_flag iy

Respponse parameter:

\)
SOF | Flags |Block Sec“g‘ “trci6 | EOF
rity stat
8 bits 8 bifs 16 bits
Repeated as
needed

10.4.14Fast read multiple blocks

Whe

The VICC shall'send back this response using the fast response data rate as determined by
8th bits i Request flag as defined in Table 63.

Comlnand code = ‘2D’

Efror_flag (and Error code if Error.flag is set)

if Error_flag is not set Block security status (repeated as per Table 61)

Table 63 — Fast response data rates supported by VICC

b2 b8 Meaning
1 0 High data rate [26,48 kbits/s (f; /512)]
0 1 X2 [52,97 kbits/s (f: /256)]
1 1 X4 [105,94 kbits/s (fz /128)]
0 0 X8 [211,88 kbits/s (f. /64)]

Sub-carrier_flag shall be set to 0.

© ISO/IEC 2019 - All rights reserved
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NOT set

receiving the Fast read multiple blocks command defined in Table 64, the VICC shall read the
requgsted block{s)-and send back their value in the response (see Table 65 and Table 66).

v the 2nd and
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If two subcarriers are requested and the VICC responds with an error code it shall be with two sub-
carriers at the Low or High data rate according to the value of b2 as defined in Table 5.

NOTE 1

If the command is not supported and the VICC responds with an error code it will be at the Low or

High data rate according to the value of b2 and the selection of one or two subcarrier according to the value of bl
as defined in Table 5.

If the command is supported and Sub-carrier_flag is set to 0, the data rate for the response with or
without an error code shall be according to the value of b2 and b8.

The VICC shall respond to the Fast read multiple blocks command accordingly to 9.9. If the Waiting time
extension sequence is required it shall only be used once. The timing specifications are independent of

the data ratd.

If the Option
block value 3

If the Option

The blocks are numbered from ‘00’ to ‘FF’ (0 to 255).

The number
its response

EXAMPLE
read a single |

block.

_flag is not set in the request, the VICC shall return only the block value.

Table 64 — Fast read multiple bloecks'request format

_flag is set in the request, the VICC shall return the block security status, follewed b
equentially block by block.

of blocks in the request is one less than the number of blocks thatthe VICC shall rety

A value of '06' in the "Number of blocks" field requests to read,7 blocks. A value of '00' requg

Fastread Fi@) i T
SOF Flags | multiple UID ock of blocks CRC16 EOF
block {.leber
8 bits 8 bits 64 bi);§$ 8 bits 8 bits 16 bits
Request parameter:

(optiondl) UID;

first blogk number;

number |of blocks.

SOF | Flags | '™ | CRci6 | EOF
code
8 bits 8 bits 16 bits

Table 65 — Fastread multiple blocks response format when Error_flag is set

y the

Irn in

sts to

Response format when Error_flag is not set and response is available within 20 ms.

Table 66 — Fast read multiple blocks response format when Error_flag is NOT set and

NOTE 2

40

response is available within 20ms

Block
SOF Flags | security Data CRC16 EOF
status
8 bits 8 bits Block length 16 bits
Repeated as needed

The block security status can be extended to 2, 4 or 8 bytes in future revisions of this document.
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If the response is not available within 20 ms, VICC can request a waiting time extension by using the
Waiting time extension reply as defined in 7.4.5.

Response parameter:

Error_flag (and Error code if Error_flag is set)

if Error_flag is not set (the following order shall be respected in the VICC response)
Block security status N (if Option_flag is set in the request)

Block value N

10.4.

requg

If a)
comiy

If the
block

Ifitis

Requ
(

Comln
When r

Block security status N+1 (if Option_flag is set in the request)
Block value N+1
etc.

where N is the first requested (and returned) block.

15Extended read single block

and code = ‘30’

eceiving the Extended read single block command defined in Table 67, the VICC s
sted block and send back its value in the response (see Table 68 and Table 69).

/ICC supports Extended read single block command, it shall also support Read
hand for the first 256 blocks of memory.

Option_flag is set in the request, the VIEC shall return the block security status, fol
value.

not set, the VICC shall return only;the block value.

Table 67 —~Extended read single block request format

hall read the

single block

owed by the

) " Extended
. read Block
SOF Ol;{&s single UID ieber | CRC16 | EOF
- block
8 bits 8 bits 64 bits 16 bits 16 bits
est parameter:

bptional) UID;

b

lock number.

Table 68 — Extended read single block response format when Error_flag is set

SOF Flags Bl CRC16 | EOF
code
8 bits 8 bits 16 bits

© ISO/IEC 2019 - All rights reserved
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Table 69 — Extended read single block response format when Error_flag is NOT set

SOF | Flags |Blocksecu-| s | CRC16 | EOF
rity status
8 bits 8 bits Block 1 16 pits
length

Response parameter:
Error_flag (and Error code if Error_flag is set)

if Error_flag is not set

Block security status (if Option_flag is set in the request)

Block data

10.4.16 Extdnded write single block
Command dode = ‘31’

When receivling the Extended write single block command defined in Table.70, the VICC shall write the
requested block with the data contained in the request and report the GSuccess of the operation in the
response (see Table 71 and Table 72).

If a VICC supports Extended write single block command, it_shall also support Write single [block
command fof the first 256 blocks of memory.

For the Optipn_flag definition, see 9.6.

Table 70 — Extended write single block request format

Extended ) Q)®
SOF| | Flags write uiD [Elterdis Data | CRC16 | EOF
single \O number
block L.
N
8 bits 8 bits 64 bits 16 bits Block |46 pits
length

Request parameter:
(optiondl) UID;
block number;

data.

Table 7T — EXtended write single blocKresponse rormat when Error_ilagis set

SOF | Flags i CRC16 | EOF
code
8 bits 8 bits 16 bits

Table 72 — Extended write single block response format when Error_flag is NOT set

SOF Flags CRC16 EOF
8 bits 16 bits

Response parameter:

Error_flag (and Error code if Error_flag is set)
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10.4.17Extended lock block
Command code = ‘32

When receiving the Extended lock block command defined in Table 73, the VICC shall lock permanently
the requested block and report the success of the operation in the response (see Table 74 and Table 75).

If a VICC supports Extended lock block command, it shall also support Lock block command for the first
256 blocks of memory.

For the Option_flag definition, see 9.6.

Table 73 — Extended lock single block request format

Extended Block (1;)
SOF Flags lock UID CRC160 -'EOF
number o9
block oY
8 bits 8 bits 64 bits 16 bits 16-bits
Request parameter:

(pptional) UID;

Hlock number.

Table 74 — Extended lock block response format Error_flag is set

SOF Flags Error. CRC16 | EOF
[N
8 bits 8 bits 16 bits

Table 75 — Extended lock block response format when Error_flag is NOT sget

SOF | Flags CRC16 EOF
8 bits 16 bits

Respponse parameter:

Hrror_flag (and Errér-code if Error_flag is set)

10.4.18Extended ‘read multiple block

Command code = ‘33’

When receiving the Extended read multiple blocks command defined in Table 76, the VICC shall read
the requiested block(s) and send back their value in the response (see Table 77 and Table 7§).

If a VICC supports Extended read multiple blocks command, it shall also support Read multiple blocks
command for the first 256 blocks of memory.

If the Option_flag is set in the request, the VICC shall return the block security status, followed by the
block value sequentially block by block.

If the Option_flag is not set in the request, the VICC shall return only the block value.

The blocks are numbered from ‘0000’ to ‘FFFF’ (0 to 65 535).
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The number of blocks in the request is one less than the number of blocks that the VICC shall return in
its response.

EXAMPLE A value of ‘0006’ in the "Number of blocks" field requests to read 7 blocks. A value of ‘0000’
requests to read a single block.

Table 76 — Extended read multiple blocks request format

Extended First
SOF | Flags et ) block | Number | rpri6 | EOF
multiple b of blocks
block number
8 bits 8 bits 64 bits 16 bits 16 bits 16 bits

Request parameter:
(optiondl) UID;
first blogk number;

number|of blocks.

Tablle 77 — Extended read multiple blocks response format when Error_flag is set

™
SOF Flags il CR%}@ EOF
code R
8 bits 8 bits 16.bits

Table 8 — Extended read multiple block response format when Error_flag is NOT set

Block E\Y
SOF Flags security $ Data CRC16 EOF
status :\\Q)
8 bits 8 bits Block length 16 bits
Repeated as needed

Response parameter:
Error_flag (and Error code-if'Error_flag is set)
if Errpr_flag is notset(the following order shall be respected in the VICC response)
Block security status N (if Option_flag is set in the request)

Block@alue N

Block security status N+1 (if ﬂprinn_ﬂng issetin the TP(}IIPQI’)

Block value N+1
etc.

where N is the first requested (and returned) block.

10.4.19Extended write multiple blocks

Command code = ‘34’

When receiving the Extended write multiple blocks command defined in Table 79, the VICC shall write
the requested block(s) with the data contained in the request and report the success of the operation in
the response (see Table 80 and Table 81).
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If a VICC supports Extended write multiple blocks command, it shall also support Write multiple blocks
command for the first 256 blocks of memory.

For the Option_flag definition, see 9.6.
The blocks are numbered from ‘0000’ to ‘FFFF’ (0 to 65 535).
The number of blocks in the request is one less than the number of blocks that the VICC shall write.

EXAMPLE A value of ‘0006’ in the "Number of blocks" field requests to write 7 blocks. The "Data" field
contains 7 blocks. A value of ‘0000’ in the "Number of blocks" field requests to write 1 block. The "Data" field
contains 1 block.

Table 79 — Extended write multiple blocks request format

Extended . ",
write First Number fb
SOF Flags . UID block num- Data™y CR(16 | EOF
multiple ber of blocks ;6.)
block e
8 bits 8 bits 64 bits 16 bits 16 bits Block length 16 Hits
Repeated
as needed
Request parameter:

(pptional) UID;

flrst block numbers;

rumber of blocks;

Hlock data (repeated as defined in Table*%9).

Table 80 — Extended write multiple blocks response format when Error_flag s set
\v

Error
SOE\C\)J‘ Flags e CRC16 EOF
8 bits 8 bits 16 bits

Table 81 — Exténded write multiple block response format when Error_flag is NOT set

SOF Flags CRC16 EOF
8 bits 16 bits

Response parameter:

rrnr_ﬂ:xg (nnd Error code if F‘rrnr_ﬂng is Qpr)

10.4.20Extended get multiple block security status
Command code = ‘3C’

When receiving the Extended get multiple block security status command defined in Table 82, the VICC
shall send back the block security status (see Table 83 and Table 84).

The blocks are numbered from ‘0000’ to ‘FFFF’ (0 to 65 535).
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The number of blocks in the request is one less than the number of block security status that the VICC
shall return in its response.

EXAMPLE A value of ‘0006’ in the "Number of blocks" field requests to return 7 Block security status. A
value of ‘0000’ in the "Number of blocks" field requests to return a single Block security status.

Table 82 — Extended get multiple block security status request format

Extended
get First
multiple Number
SOF Flags block UID blo‘ck of blocks CRC16 EOF
Security InMUuIoucIt
status
8 bits 8 bits 64 bits 16 bits 16 bits 16 bits

Request parameter:
(optiondl) UID;
first blogk number;

number |of blocks.

Table 83 — Extended get multiple block security status response format when Error_flag i set

\Y
SOF | Flags | LrTor Q@e EOF
code X

8 bits 8 bits 16 bits

Table 84 —|Extended get multiple block securitystatus response format when Error_flag i NOT
set

Block
SOF Flags™™ security CRC16 EOF
O status

8 bits 8 bits 16 bits

Repeated as
needed

Response parameter:
Error_flag (and Eryoer code if Error_flag is set)

if Error [flag(isjnot set Block security status (repeated as per Table 84)

10.4.21Fast extended read multiple blocks

Command code = ‘3D’

When receiving the Fast extended read multiple blocks command defined Table 85, the VICC shall read
the requested block(s) and send back their value in the response (see Table 86 and Table 87).

The VICC shall send back this response using the fast response data rate as determined by the 2nd and
8th bits in Request flag as defined in Table 63.

Sub-carrier_flag shall be set to 0.
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If two sub-carriers are requested and the VICC responds with an error code it shall be with two

subca

NOTE

rriers at the Low or High data rate according to the value of b2 as defined in Table 5.

1  If the command is not supported and the VICC responds with an error code it will be at the Low or
High data rate according to the value of b2 and the selection of one or two subcarrier according to the value of bl
as defined in Table 5.

If the command is supported and Sub-carrier_flag is set to 0, the data rate for the response with or
without an error code shall be according to the value of b2 and b8.

The VICC shall respond to the Fast extended read multiple blocks command accordingly to 9.9. If the
Waiting time extension sequence is required, it shall only be used once. The timing specifications are

indep

If the
block

If the|
The b
The 1

its regponse.

EXAM

requests to read a single block.

Requ

(pptional) UID;

endent of the data rate.

Option_flag is set in the request, the VICC shall return the block security status) fol
value sequentially block by block.

Option_flag is not set in the request, the VICC shall return only the blockwalue.
locks are numbered from ‘0000’ to ‘FFFF’ (0 to 65 535).

umber of blocks in the request is one less than the number of blocks that the VICC sh

PLE A value of '0006' in the "Number of blocks" field, requests to read 7 blocks. A v

Table 85 — Fast extended read multiple blocks request format

owed by the

all return in

hlue of '0000'

Fast s\O“
extend- First Number
SOF Flags ed read «U block CRC16 EOF
. of blocks
multiple s number
block;\Q;
8 bits 8 bits 64 bits 16 bits 16 bits 16 bits

est parameter:

rst block number;

umber of blogks.

Error

SOF Flags CRC16 EOF

Table 86— Fast extended read multiple blocks response format when Error_flag is set

code

8 bits 8 bits 16 bits

Table 87 — Fast extended read multiple blocks response format when Error_flag is NOT set and

NOTE

response is available within 20 ms

Block
SOF Flags | security Data CRC16 EOF
status

8 bits 8 bits Block length 16 bits
Repeated as needed

2 The block security status can be extended to 2, 4 or 8 bytes in future revisions of this document.
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If the response is not available within 20 ms, VICC can request a waiting time extension by using the
Waiting time extension reply as defined in 7.4.5.

Response parameter:

Error_flag (and Error code if Error_flag is set)

if Err

or_flag is not set (the following order shall be respected in the VICC response)

Block security status N (if Option_flag is set in the request)

Block value N

B
B

et

ock security status N+1 (if Option_flag is set in the request)
ock value N+1

C.

where N is the first requested (and returned) block.

10.4.22 Authhenticate

Command @
The Authent]

The Authen
authenticate

ode =35’
icate command defined in Table 88 is used to perform ¥ICC, VCD or Mutual Authentic

icate command supports a variety of CS as indi¢ated by the CSI field. The supp
method, number and sequence of Authenticate commands depends on the selected C

are defined inside payload field.

CS may defi
shall not int¢

A VICC recei
command ar

If the VICC r¢

ne VICC Authentication only, VCD Authentication only or Mutual Authentication. The
grate an Authenticate command in a SecureComm or AuthComm crypto format indic

ying an Authenticate command with an unsupported CSI shall not execute the Authen
d remain in the current state.

bceives an Authenticate command but there is a cryptographic error, and the cryptogr

suite specifies that the error requires a security timeout, the VICC shall set a security timed

specified in

If the VICC

D.7.

supports securitytimeout for the Authenticate command and receives an Authen

during a timpout then it shalt’reject the command, send the generic crypto error code and remain

current state¢.

The VICC de
the Respons

h

rides whether the data field is included in the Final response to this command or stoj
eBuffer:

tion.

prted
S and

VCD
ator.

ricate

aphic
ut as

ricate
in its

ed in

If response f

L2 a1 1 o T2 ] 3 1. d lo Jdoro €211 AN 1id rs L
as UJ IS5 OJCL LU I, LT 1'111dl 1 CDPUIIDC ITICITUUTS LIIT Udld TITIU VWit vallu Ul yl.JLUsl (]lJlll\, I

The VICC may also store the results inside a ResponseBuffer and shall set b2 to 1.

sults.

If the response flag b3 is set to 0, the Final response does not include the data field. The VICC shall store
the cryptographic results inside the ResponseBuffer and shall set b2 to 1.

If a ResponseBuffer is supported, the VICC shall clear the Validity flag (flag b2) immediately after
receiving the Authenticate command and shall set this flag after a successful execution of Authenticate
command and successful storage of the results of the cryptographic calculation in the VICC
ResponseBuffer.

In case of an in-process reply:
— The Initial response or the Barker response shall always contain the Barker field with Done flag

set to 0.
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— The Final response to this command shall always contain the Barker field with Done flag set to 1.

The reply timing for this command is defined by the CS (Immediate or In-Process reply).

Table 88 — Authenticate request format

SOF Flags Authenticate UID CSI Message CRC16 | EOF
Size and content defined
8 bits 8 bits 64 bits 8 bits by the crypto suite 16 bits
specified by the CSI

Requestparasmeter:

(pptional) UID;

dsg

message.
Respjonse parameter:
The rlesponse formats for this command are defined in 7.4. The respofise payload is defined by the CS.
10.4.23KeyUpdate
Cominand code =36’
The KeyUpdate command defined in Table 89 allows$the VCD to write or overwrite a key| in the VICC.
The KeyUpdate shall only be executed when the<VICC is in the Selected Secure state. The payload
messphge and reply formatting are specified by the-CSI used by the previous Authenticate cpommand.
The VCD may send the KeyUpdate command in'a SecureComm crypto format indicator or ap AuthComm
crypfo format indicator. If the CS requiresto send the KeyUpdate command in a Secureomm crypto
format then the payload message shall not be encrypted. If the CS allows to send th¢ KeyUpdate
command in an AuthComm crypto forimat or without usage of a crypto format then the paylpad message
shall pe encrypted.
The VICC shall answer the KeylUpdate command using the In-process reply as defined in 9.8.
If an error occurs, the résponse may be an Immediate reply.

Table 89 — Key Update request format
SOF Flags KeyUpdate UID Key ID Message CR(16 | EOF
X . . . Size and content defined by the .
8 bits 8 bits 64 bits 8 bits crypto suite specified by the CSI 16 Bits

The VICC shall update its current key value with a new key value. If the VICC does not write the new key
successfully then it shall revert to the prior key. Any KeyUpdate shall be atomic in nature. For example a
VICC may meet this requirement by double-buffering the write operation.

A VICC shall only accept a KeyUpdate command in Selected Secure state. If a KeyUpdate command is
received in another state, the KeyUpdate command shall be ignored and the VICC shall remain in the
current state.

If a cryptographic error occurs when processing a properly formatted KeyUpdate command of a CS
requiring a security timeout the VICC shall set a security timeout if supported and shall reply with an
error response (generic crypto error code).
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During a security timeout the VICC shall reject Authenticate, Challenge or KeyUpdate commands or any
command sent in a crypto format. The VICC shall reply with an error response except for the Challenge

command (g

eneric crypto error code) and shall remain in its current state.

Request parameter:

(optiona

key ID;

1) UID;

message.

Response p

The respons

10.4.24.Chal
Command @

The Challen
simultaneou
or mutual A
subsequent

Al AIIICLCT .

e formats for this command are defined in 7.4. The response payload is defined by, the

lenge
ode =39’

be command defined in Table 90 allows the VCD to instruct sifigle or multiple VIC
sly and independently precompute cryptographic values for uselin a subsequent VICC
ithentication. The VICC shall not reply and shall store its neésponse (computed value
huthentication in the ResponseBuffer.

The VCD m

during the execution of a Challenge command, the VICC shall respond to this ReadBuffer command
a standard efror response (e.g. generic crypto error code).

The Challenge command shall only be executed in Non-addressed mode. If the Address or Select_f
set, the VIC( shall ignore it and keep the current state{/A VICC shall only execute a Challenge com

in ready sta

After receiv
b2) and sha
result of the

If a VCD senc
its processi
availability,

After transnpitting a Challenge command, VCD should send un-modulated carrier for a sufficient p

of time defin

subsequently read the ResponseBuffer using a ReadBuffer command. If an error o

c.

ng a Challenge command, the VICG:shall immediately clear the validity response flag

cryptographic calculation inithe VICC ResponseBuffer.

|s any command while theVICC is processing a Challenge command, the VICC may sus
ng and execute the new incoming command, or in environments with limited p
indergo a power-on-reset.

ed by CS allewing all VICCs to compute and store their results.

Table 90 — Challenge request format

CS.

Cs to
, VCD
s) for

ccurs
with

lag is
mand

(flag

| set this flag after a successful,execution of the challenge and successful storage ¢f the

pend
ower

eriod

SOF Flags Challenge csl Message CRC 16 EQF
Size and content defined by
8 bits 8 bits 8 bits the crypto suite specified by 16 bits
the CSI
Request parameter:
CSI;
message.

Response parameter:

No answer from the VICC
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10.4.25ReadBuffer
Command code ="3A’

If a ResponseBuffer is implemented the ReadBuffer command defined in Table 91 shall be supported.
After receiving the ReadBuffer command, the VICC shall send back to the VCD the data stored in the
ResponseBuffer (see Table 92 and Table 93).

If a ResponseBuffer is not implemented, the VICC may return an error code after receiving an addressed
or selected ReadBuffer command.

The VCD may use a ReadBuffer command in an AuthComm crypto format indicator but shall not use it
in a SecureComm crypto format indicator.

The VICC shall return its response as Immediate reply or as In-process reply if used.in ain AuthComm
crypto format indicator.

The fesponse shall contain the calculated data padded with least significant,0 bits as required to a
minimum multiple of 8 bits or an error code.

Table 91 — ReadBuffer request format

SOF Flags ReadBuffer uip () CRC16 | EOR
8 bits 8 bits 64 bits~” 16 bits

Request parameter:

(Pptional) UID.

Table 92 — ReadBuffer response format when Error_Flag is set

SOF Flags «\ ‘Error code CRC16 EOF
8 bits 8 bits 16 bits

Table 93 — ReadBuffer response format when Error_Flag is NOT set

SOF (| Flags ReadBuffer Data CRC16 | EOF
8 bits multiple of 8 bits 16 bits

Resppnse parameter;
Enror_flag (andError code if Error_flag is set)
if Error_flag is not set

ReadBuffer Data bits (minimum multiple of 8 bits)

10.4.26Extended get system information

Command code = '3B'

The Extended get system information request command defined in Table 94 and Table 95 allows for
retrieving the system information value from the VICC and shall be supported by the VICC if extended
memory, security functionalities or Fast response data rate are supported by the VICC. When receiving
this command, the VICC shall report the success of the operation in the response (see Table 96 and
Table 97).
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Table 94 — Extended get system information request format

SOF | Flags Extendec.l Get Get System info pa- UID CRC16 EOF
System info | rameter request field
8 bits 8 bits 8 bits or 16 bits 64 bits 16 bits
Request parameter:
Get System info parameter request field;
Table 95 — Get System info parameter request field
Bit Flag name Value Description Oy
0 No request of DSFID
bl DSFID
1 Request of DSFID
0 No request of AFI
b2 AFI
1 Request of AFI
) 0 No request of data field on VICC memory-size
b3 VICQ memory size - -
1 Request of data field on VICC membory’size
0 No request of Information on ICyeference
b4 IC rdference
1 Request of Information on ICTeference
b5 MOI 1 Information on MOI always returned in response flag
) 0 No request of Data field of all supported commands
b6 VIC(G Command list -
1 Request of Data field of all supported commands
. 0 No request of CSI list
b7 CSI Information
1 Request of@SI list
Get Pystem Info parameter 0 One byte
b8 .
reqyest field length 1 Twabytes
The bit b8, Gt System Info parameter requést field length shall be set to 0. When receiving a get system
informationjcommand with info parameéter bit b8 set to 1, the VICC shall send an error code.
(optiongl) UID.
Tgble 96 — Extendeéd get system information response when Error_flag is set
Ng E
" SOF Flags 'Tor | CRC16 | EOF
code
8 bits 8 bits 16 bits
Table 97 —<Extended get system information response format when Error_flag is NOT set
SOF Flags L1 UID DSFID AFI e CRC16 | EOF
flags fields
8 bits
8 bits or 64 bits 8 bits 8 bits See below 16 bits
16 bits

Response parameter:

Error_flag (and Error code if Error_flag is set)

if Error_flag is not set

Information flags
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if their corresponding flag is set.

UID (mandatory)

ISO/IEC 15693

-3:2019(E)

Information fields, in the order of their corresponding flag, as defined in Table 95 and Table 98,

Table 98 — Information flags definition

Bit Flag name Value Description
0 DSFID field is not present.
bl DSFID
1 DSFID field is present.
Q AEL fieldisnotpresent
b2 AFI ~
1 AFI field is present.
0 Data field on VICC memory size defined inMable 99 is not
b3 VICC memory size present.
1 Data field on VICC memory size definédyin Table 99 is present.
0 Information on IC reference fieldismot present.
b4 IC reference
1 Information on IC reference field\is present.
0 1 byte memory addressin
bs | |mor y y &
1 2 bytes memory addressing
0 Data field of all suppaorted commands defined in Table 100 to
) Table 104 is not present.
b6 VICC Command list - - -
1 Data field of alk supported commands defined in Table 100 to
Table 104.is.present.
] 0 CSI listdefined in Table 105 is not present.
b7 CSI Information
1 CSI list-defined in Table 105 is present.
0 Onebyte
b8 Info flag length
1 Two byte
The Hit b8, Info flag length shall be setto 0. If set to 1, the response shall be ignored.

If thd

functiionality is not supported-bythe VICC.

If the

functjionality is not supported by the VICC.

DSFID information was reguested by the VCD but is not returned by the VICC thg

AFI information was requested by the VCD but is not returned by the VICC t

The YICC memorysizé information when requested by the VCD shall always be returned b
ded memepy-or security functionalities are supported by the VICC.

exter

The IC referernce information when requested by the VCD shall always be returned by
ded'\memory or security functionalities are supported by the VICC.

exter

n the DSFID

hen the AFI

y the VICC if

the VICC if

The VICCCommand ISt wien requested by tite veDShattatways be returmied by the VICC if extended
memory or security functionalities are supported by the VICC.

The CSI list when requested by the VCD shall always be returned by the VICC if security functionality is
supported by the VICC.

Other field information description is as follows.

The VICC memory size information is shown in Table 99.
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Table 99 — VICC memory size information

MSB

LSB

24

22|21 17

16

RFU Block size in bytes

Number of blocks

The block size shall be expressed in number of bytes on 5 bits, allowing to specify up to 32 bytes i.e. 256
bits. It is one less than the actual number of bytes.

EXAMPLE A value of '1F' indicates 32 bytes, a value of '00' indicates 1 byte.
The number,ofblocks is on 16 bits n]]nuring to cppr‘if"y upto 65 536 blocks. Itis onelessthan the actual
number of blocks.
EXAMPLE A value of 'FFFF' indicates 63 536 blocks, a value of '0000' indicates 1 block.
The three mpst significant bits are reserved for future use and shall be set to zero.
The IC refer¢nce shall be coded as an 8 bits binary integer and is defined by the IGm1anufacturer.
For the supplorted command list, Byte 1, 2, 3 and 4 are mandatory.
Table 100 — VICC memory supported commands.information
MSB A LSB
32 25|24 17|16 JR% 0908 01
Bytq 4 Byte 3 Byte 2 Byte 1
Table 101 — Byte 1 definition
Bit Meaning if bit is set ‘\\3‘ Comment
bl Readl single block is supported.
b2 Write single block is supported.
b3 Lock single block is supported.
b4 Readl multiple blocks is supported;
b5 Write multiple blocks is supported.
b6 Seleft is supported. Including Selected state.
b7 Resgt to Ready is suppaorted.
b8 Get multiple block security status is supported.
Table 102 — Byte 2 definition
Bit \Q/V Meaning if bit is set Comment
bl Write AFTis supported.
b2 Lock AFI is supported.
b3 Write DSFID is supported.
b4 Lock DSFID is supported.
b5 Get System Information is supported.
b6 Custom commands are supported.
b7 Fast read multiple blocks is supported.
b8 RFU 0 shall be returned.
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