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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some|areas of information technology which fall within ITU-T's purview, the necessary stanglards are
prepared|on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used.-for conciseness to indicatg¢ both a
telecommunication administration and a recognized operating agency:.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatofy provisions (to ensure, e.g., interoperability ~or) applicability) and compliance with the
Recommendation is achieved when all of these mandatory.provisions are met. The words “shall™ or sqme other
obligatony language such as "must" and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with thecRecommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU dravs attention to the-passibility that the practice or implementation of this Recommendation may involve
the use gf a claimed InteHectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others dutside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by, patents/software copyrights, which may be required to implement this Recommgndation.
However, TMpIemMenters are cautioned that this may not Tepresent the fatest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2023

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Introduction

In the "Digital Age", the Internet provides many new opportunities for right-holders regarding the electronic distribution
of their work (books, videos, music, images, etc.).

At the same time, new information technology radically simplifies the access of content for the user. This goes hand in
hand with the all-pervasive problem of pirated digital copies — with the same quality as the originals — and "file-sharing"
in peer-to-peer networks, which gives rise to continued complaints about great losses by the content industry.

World Intellectual Property Organization (WIPO) and its Member countries (170) have an important role to play in
assuring that copyright, and the cultural and intellectual expression it fosters, remains well protected in the 21st century.
The new Digital economy and the creative people in every country of the world depend on it. Also in December 1996,
WIPO Copyright Treaty (WCT) has been promulgated with two important articles (11 and 12) about technological
measures and obligations concerning Right Management Information:

Article 11
Obligationk concerning
Technologjical Measures

Contracting Parties shall provide adequate legal protection and effective legal remedies against the circumvention of effective
technologigal measures that are used by authors in connection with the exercise of their rights under this_Treaty or|the Berne
Conventiof and that restrict acts, in respect of their works, which are not authorized by the authors concerned or permittefl by law.

Article 12
Obligations concerning Rights
Managemegnt Information

(1) Contracting Parties shall provide adequate and effective legal remedies against any ‘person knowingly performing|any of the
following acts knowing, or with respect to civil remedies having reasonable grounds tg.know, that it will induce, enable, facilitate or
conceal an|infringement of any right covered by this Treaty or the Berne Convention:

(i) to remoye or alter any electronic rights management information without autharity;

(ii) to distrjbute, import for distribution, broadcast or communicate to the public; without authority, works or copies of works knowing
that electrgnic rights management information has been removed or altered without authority.

(2) As used in this Article, "rights management information" meansdnformation which identifies the work, the author of the work, the
owner of gny right in the work, or information about the terms and*conditions of use of the work, and any numbers or|codes that
represent quch information, when any of these items of information’is attached to a copy of a work or appears in connectipn with the
communication of a work to the public.

This treaty provides a solid foundation to protectdntellectual Property. As of 2004, about 50 countries ratified this
important|treaty. Therefore, it is expected that tools and protective methods that are recommended in JPEG 2p00 needs
ensure the security of transaction, protection of content (IPR), and protection of technologies.

Security Jssues, such as authenticationy-data integrity, protection of copyright and Intellectual Property| privacy,
conditiongl access, confidentiality, transaction tracing, to mention a few, are among important features in many imaging
applications targeted by JPEG 2000.

The techrjological means of-protecting digital content are described and can be achieved in many ways such|as digital
watermarking, digital signature, encryption, metadata, authentication, and integrity checking.

This Recgmmendation/-thternational Standard intends to provide tools and solutions in terms of specifications that allow
applications to generate, consume, and exchange Secure JPEG 2000 codestreams. This is referred to as JPSEC.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — JPEG 2000 image coding system: Secure JPEG 2000

1 Scope

This Recommendation | International Standard specifies the framework, concepts, and methodology for securing
JPEG 2000 codestreams. The scope of this Recommendation | International Standard is to define:

1) anormative codestream syntax containing information for interpreting secure image data;
2) informative examples of JPSEC tools in typical use cases;
3) informative guidelines on how to implement security services and related metadata.

The scopg of this Recommendation | International Standard is not to describe specific secure imaging applications or to
limit secufre imaging to specific techniques, but to create a framework that enables future extensions as.securg imaging
techniquep evolve.

2 Normative references

The folloyving Recommendations and International Standards contain provisions which, through reference ir this text,
constitute|provisions of this Recommendation | International Standard. For dated references, only the edition citead applies.
For undatgd references, the latest edition of the referenced document (including any\amendments) applies. At the time of
publicatidn, the editions indicated in dated references were valid. All Recorimeéndations and Standards are subject to
revision, and parties to agreements based on this Recommendation | Internatiohal Standard are encouraged to ipvestigate
the possihjility of applying the most recent edition of the Recommendations-and Standards listed below. Membegrs of IEC
and 1SO maintain registers of currently valid International Standards/The Telecommunication Standardization Bureau of
the ITU maintains a list of currently valid ITU-T Recommendations.

- Recommendation ITU-T T.800 | ISO/IEC 154441, Information technology — JPEG 2000 imajge coding
system: Core coding system.

- Recommendation ITU-T T.801 | ISO/IE€\15444-2, Information technology — JPEG 2000 imajge coding
system: Extensions.

- Recommendation ITU-T T.808 | ISO/IEC 15444-9, Information technology — JPEG 2000 image coding
system: Interactivity tools, APls:and protocols.

- Recommendation ITU-T T.8%4 | ISO/IEC 15444-15, Information technology — JPEG 2000 imgge coding
system: High-Throughput JPEG 2000.

- Recommendation ITU-T X.509 | ISO/IEC 9594-8, Information technology — Open| Systems
Interconnection <The Directory: Public-key and attribute certificate frameworks.

—  ISO/IEC 14496-12, Information technology — Coding of audio-visual objects — Part 12: I1SO bhse media
file formaty

3 Definitions

For the pyrpases of this document, the definitions contained in Rec. ITU-T T.800 | ISO/IEC 15444-1, Rec. ITWU-T T.801
| ISO/IEC ; : : . . 14496-12,
and the following apply.

3.1 access control: Prevention of unauthorized use of a resource, including the prevention of use of a resource in
an unauthorized manner.

3.2 adaptive-format decoder: Process to decode a codestream which is not fully compliant with the normative
part of the coding standard.

NOTE — It reconstructs the media (possibly with low quality or resolution) even if the codestream has missing packets or
inconsistent packet headers. For example, an adaptive-format decoder is able to understand a simply transcoded codestream, such
as the one that has its highest resolution packets removed.

3.3 adaptor/transcoder: process to transform media data to lower scalability level, like lower resolution or lower
quality or bit-rate, by removing portions of the file.
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NOTE — The adaptor/transcoder can transform media data based on the information specified in this Recommendation |
International Standard. An adaptor/transcoder updates byte offset values in file format parameters that are impacted by the process.

331 authentication adaptor/transcoder: Process to remove data that is not verifiable with the available media and
authentication data.

NOTE — For example, in a streaming system, some media packets can be lost during transmission. A file format receiver can
reconstruct the received data to the best of its ability based on the available data. Then, an authentication adaptor/transcoder can
determine which data can be verified, and then remove the packets that are not verified. The resulting file only contains the
decodable, verified data.

3.3.2 JPEG 2000-aware adaptor/transcoder: Process that combines one or more scalable composed ESs to form a
fully decodable media codestream.

3.33 simple adaptor/transcoder: Process to transform data based on information specified by this Recommendation
| International Standard.
NOTE —A_simple adaptor/transcoder might not be capable of generating media headers or madifying packet indices. It simply

retrieves data pointed by pointer structure and removes the wrappers, and the resulting codestream can be decodedhby adaptive-
format|decoder, which can cope with missing packets and inconsistent headers.

3.4 authentication: Process of verifying an identity claimed by or for a system entity.
34.1 source authentication: Verification that a source entity (say, user/party) is in fact the claimed source entity.

3.5 ByteData: Structure used to wrap a data segment which is physically located in accomposed ES.
NOTE]J- It is contained inside a container structure.

3.6 confidentiality: Property that information is not made available or disclosed to unauthorized individuals,
entities on processes.

3.7 container: Container structure is used to wrap a sample in a composed ES.
NOTE|- It might contain any number of ByteData or pointer structures, but isnot allowed to contain another container|structure.

3.8 data splitting: Method to protect sensitive data from unauthorized access by encrypting the data and storing
different portions of the file on different servers.

NOTE|- When split data is accessed the parts are retrieved, combinédand decrypted. An unauthorized person would need to know
the locgtions of the servers containing the parts, be able to get access'to each server, know what data to combine, and how to decrypt
it.

3.9 decryption, deciphering: Inverse transformation of the encryption.

3.10 digital signature: Data appended to, or.@cryptographic transformation of, a data unit that allows a rgcipient of
the data upit to prove the source and integrity, afithe data unit and protect against forgery, e.g., by the recipient

3.11 elementary stream (ES): Contains a sequence of samples, where each sample could be a video frame or a
contiguous section of audio data.
NOTE}- A sample in ES contains media data, ByteData structure, pointer structure, container structure, or any mixture| of these.

3.11.1 [self-contained ES: ES that contains only media data, whose format is not defined in this Recommeendation |
Internatiopal Standard.

NOTE|- The self-contaifled ES could be stored in MDAT box co-located with the file format specified in this Recominendation |
Interngtional Standafdy-0r be stored in a separate file whose format is not specified by this Recommendation | Internationgl Standard.

3.11.2 jcompaesedES: ES that can contain a mixture of ByteData, pointer and container structures, that is, ifs samples
are composed Wwith data from other elementary streams.
NOTE|-"A\eomposed ES can either copy (using ByteData structure) or reference (using pointer) data from other ESs.

3.11.3  scalable composed ES: ES made up of samples that might not be decodable by themselves.

NOTE — A scalable composed ES might need to be combined with other scalable composed ESs to form a fully decodable
codestream. Scalable composed ES is designed to support scalability, i.e., to make media data "thinable". For example, for a Motion
JPEG 2000 codestream where each picture has three layers, it can be divided into 3 scalable composed ESs: the first one consists
of all layer 0 data, the second one consists of all layer 1 data and the third one consists of all layer 2 data.

3.11.4  decodable composed ES: ES made up of samples that are decodable by themselves.

NOTE — It is designed for simple adaptation where the adaptor just needs to retrieve data pointed by pointer structure and remove
the wrapper to form a fully scalable codestream. For example, for a Motion JPEG 2000 codestream where each picture has three
layers, it can form 3 decodable composed ESs: the first one consists of layer 0 data, the second one consists of layer 0 and layer 1
data and the third one consists of layer 0, 1 and 2 data.

3.12 encryption: Reversible transformation of data by a cryptographic algorithm to produce ciphertext, i.e., to hide
the information content of the data.
NOTE — An alternative term for an encryption algorithm is cipher.
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3.13 hash function: Function which maps strings of bits to fixed-length strings of bits.
NOTE 1 — This function satisfies the following two properties:
. For a given output, it is computationally infeasible to find an input which maps to this output.
. For a given input, it is computationally infeasible to find a second input which maps to the same output.

NOTE 2 — Computational feasibility depends on the user's specific security requirements and environment.
3.14 integrity: Property of being able to safeguard the accuracy and the completeness of assets.
3.14.1 image data integrity: Property that data has not been altered or destroyed in an unauthorized manner.

3.14.2 image content integrity: Assurance the image content has not been modified by unauthorized parties in such
a way that its perceptual meaning is changed.

NOTE - It allows the content-preserving operations to be performed on the image without triggering the integrity alarm.

3.15 JPSEC application: Software or hardware process that is capable of consuming JPSEC codestreams by
interpreting the JPSEC syntax in order to provide the specified security services.

NOTE}- A JPSEC application makes use of one or several JPSEC tools.

EXAMPLE — A JPSEC application would be able to read encrypted JPSEC codestreams, decrypt them when) provide¢d with the
appropriate key and render the JPEG 2000 original clear-text image data.

3.16 JPSEC codestream: Sequence of bits resulting from coding and securing an image using JPEG 20p0 coding
and JPSE( security tools.

3.16.1 [JPSEC creator: Entity who creates a JPSEC codestream from an image, a JPEG 2000 codestream, pr another
JPSEC codestream in order to provide some JPSEC services.

3.16.2 [JPSEC consumer: Entity who receives a JPSEC codestream and fenders a JPSEC service basgd on the
codestream.

3.17 LJPSEC service: Service that provides security for consumption of JPEG 2000 images. The servicg¢ counters
security aftacks and makes use of one or several JPSEC tools.

3.18 JPSEC tool: Hardware or software process that uses security techniques to implement a security seryice.

3.18.1 PJPSEC normative tool: JPSEC tool that uses prédefined tool templates for decryption, authentigcation, or
hashing specified by the normative part of this Recommendation | International Standard.

3.18.2 PJPSEC non-normative tool: JPSEC tool that is specified by an identification number given by a usgr-defined
application.
NOTE}- Examples of JPSEC non-normative tools are describe in Annex B.

3.18.3 [JPSEC RA tool: JPSEC non-normative tool that definition is registered by JPSEC registration authgrity (RA).
(Deprecated)

3.18.4 [JPSEC user-defined took: JPSEC non-normative tool that is defined by a user-defined application.

3.19 LJPSEC tool description: Description of the parameters used by the JPSEC tool.

NOTE|- JPSEC tool description does not describe the algorithm or method used. A JPSEC tool description consists of two parts:
the parpmeter list and itSwalues. In the case of JPSEC normative tools, the parameter list is given by the standard. In fthe case of
JPSEC|non-normative tools, the parameter list can be given by a user-defined application. In both cases, the parametef values are
specified in the SEG and INSEC marker segments.

3.20 key:Seguence of symbols that controls the operations of encipherment and decipherment.

3.20.1 [asymimetric key pair: Pair of related keys where the private key defines the private transformatioh, and the
public key defines the public transformation.

3.20.1.1 private key: Key of an entity's asymmetric key pair which is intended to remain private.
3.20.1.2 public key: Key of an entity's asymmetric key pair which can be made public.

3.21 key generation, key generating function: Function which takes as input a number of parameters, at least one
of which is secret, and which gives as output keys appropriate for the intended algorithm and application.

NOTE — The function has the property that it is computationally infeasible to deduce the output without prior knowledge of the
secret input.

3.22 key management: Generation, storage, distribution, deletion, archiving and application of keys in accordance
with a security policy.

3.23 marker emulation: Cipher text resulting from the encryption process that contains a JPEG start code.
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3.24 message authentication code (MAC): String of bits which is the output of a MAC algorithm.

3.25 non-repudiation: Binding of an entity to a transaction in which it participates, so that the transaction cannot
later be repudiated (denied).

NOTE — That is, the receiver of a transaction is able to demonstrate to a neutral third party that the claimed sender did indeed send
the transaction.

3.26 normal decoder: Standard decoder is a process to decode a codestream that is fully compliant with the
normative part of coding standard. Its behaviour is not defined if it tries to decode a non-compliant codestream.

3.27 packet: Part of the JPEG 2000 Core coding system bit stream comprising a packet header and the compressed
image data from one layer of the precinct of one resolution of one tile-component.
NOTE — This is different from the term "packet" used in data transmission through network.

3.28 pointer: Pointer structure is used to reference a data segment in another ES. It is contained inside a container
structure.

3.29 protection: Process to secure content.
3.29.1 [protection template: Template or list of parameter fields necessary for the operation of a protection|method.

3.29.2 [protection method: Method used to create or consume protected content such as emCryption, dgcryption,
authentication, and integrity checking.

3.30 security: All aspects related to defining, achieving, and maintaining confidentiality, integrity, availability,
accountahjility, authenticity, and reliability.

NOTE|- A product, system, or service is considered to be secure to the extent that its users can rely on that it functigns (or will
functign) in the intended way. This is usually considered in the context of an assessmént of actual or perceived threats.

3.31 signalling syntax: Specification of the format of the JPSEC(codestream that contains all thd required
information for consuming secure JPEG 2000 images.

3.32 transcoding: Operation of taking an input compressed codestream and adapting or converting it to pfoduce an
output conpressed codestream that has some desired property.

EXAMPLE — The output compressed codestream can represent an\image with a lower spatial resolution or lower bit rate than the
input compressed codestream.

3.32.1 secure transcoding: Operation of performing. transcoding, or adaptation, of a protected input campressed

content, without unprotecting the content.
NOTE}- The term secure transcoding is used, as_opposed to transcoding, to stress that the transcoding operation is|performed
without compromising security. Secure transcoding can also be referred to as performing transcoding in the encrypted flomain.

3.33 watermark: Signal imperceptibly-added to the cover-signal in order to convey hidden data.

3.33.1 watermarking: Process that imperceptibly inserts data representing some information into multimedia.
NOTE}- The multimedia data in ene of the following two ways:
. The lossy way which means the exact cover-signal will never be able to be recovered once the watermark is empedded.
. The lossless way whichimeans the exact cover-signal could be recovered after watermark extraction.

3.34 UCC Code: 32=hit identifier, normally 4 printable characters.

NOTE}- This 4CCcode can be used to indicate the file type, the type of file format box, type of a file format track, type of a file
format[sample.deseription and type of file format track reference.

4 SYyMDOIS and abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply.
BAS Byte Aligned Segment
FBAS Field Byte Aligned Segment
G Granularity
GL Granularity Level
ICV Integrity Check Value
INSEC In-codestream security marker
IP Intellectual Property related to technology
IPR Intellectual Property Rights related to content
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JPSEC  Secure JPEG 2000

KT Key Template

LSB Least Significant Bit

MAC  Message Authentication Code
MSB Most Significant Bit

PD Processing Domain
PKI Public Key Infrastructure
PO Processing Order

RBAS Range Byte Aligned Segment
SEC Security marker

-

f Femptate
\/ Values
VL Value List
70l Zone of Influence
5 JPSEC syntax
5.1 JPSEC framework overview

JPSEC defines a framework for the securing of JPEG 2000 coded data. The core’ of this Recommendation | International
Standard |s the specification of the syntax of the secure JPEG 2000 image,the JPSEC codestream. The syntax |s targeted
toward JPEG 2000 coded data and allows for protection of the entire codestream or of parts of the codestream. Ip all cases
the protegted data (i.e., the JPSEC codestream) shall follow the mormative syntax defined in this Recommegndation |
Internatiopal Standard.

To the JP$EC codestream are associated a number of JPSEC security services including confidentiality and authentication
of origin gnd of content.

The signdlling syntax specifies:

what security services are associatethwith the image data;

which JPSEC tools are required.to deliver the corresponding services;
- how the JPSEC tools are applied;

—  which parts of the image data are protected.

Case A: Image

[mage :> JPSEC

JPSEC JPSEC
Deliverkd service > creator :> codestream :> consumer

> Image

— Delivered service

Case [B>JPEG 2000 codestream

JPEG 2000 IPSEC IPSEC IPSEC JPEG 2000
codestream :/'\ :"> codestream
Delivered service ——» creator codestream consumer L Delivered service

Case C: JPSEC codestream

JPSEC JPSEC
codestream JPSEC :> JPSEC |:> JPSEC codestream
Delivered service ————» creator codestream consumer L » Delivered service

T.807(23)_F01

Figure 1 — Overview of the conceptual steps in JPSEC framework
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The syntax of the JPSEC codestream is normative. The purpose is to allow JPSEC applications to consume
JPSEC codestreams in an interoperable way (see Figure 1). The JPSEC consumer application interprets the
JPSEC codestream, identifies and applies the signalled JPSEC tools, delivers the corresponding security services and then
passes on the output JPEG 2000 codestream or image for subsequent processing, for example by an image viewer.

As shown in case C of Figure, the JPSEC codestream can be created from another JPSEC codestream. This can arise
when multiple JPSEC tools are applied to the same content, but at different times or by different entities. When this
occurs, the ordering in which the JPSEC tools are applied during the creation and consumption operations can be
significant.

The signalling syntax identifies tools that are used by a JPSEC consumer. Tools are either defined by the normative part
of the standard, or by private tools. The normatively defined tools support confidentiality (through encryption tools), and
authentication of the source and of the content. They allow for the highest type of interoperability since independent
implementations of the consuming process are able to process the same JPSEC codestream and render the corresponding
services with the same behaviour.

The way In which the JPSEC codestream is created is out of scope of this Recommendation | International,Stgndard. To
be compliant, JPSEC creators shall generate JPSEC codestreams that include the appropriate JPSEC gignalling.
JPSEC codestreams can be created in a number of ways. For example, a JPSEC tool can be applied.to image gixels or it
can be applied on wavelet coefficients, or on quantized coefficients, or on packets.

A consunjer can implement one or more JPSEC tools. For example, it could be capable of performing decryption using
AES blogk cipher in ECB mode and signature verification using SHA-128 hash and an RSA public key. With these
capabilitigs, it would be capable of performing the security services of confidentiality and authentication.

In the JPBEC framework, JPSEC tools are specified by templates, defined privately. JPSEC tools specifipd by the
templates|have unique processing behaviour and therefore do not require unique identification. Those tools are gssociated
with a unique identification number provided by the common registry.

The guidgline and use cases of JPSEC are described in Annex A, and the file format security is described in[Annex D.
The intergperability of JPEG 2000 family, e.g., JPX, JPIP and JPWL-are described in Annex C.

5.2 JPSEC security services

The objeftive in this clause is to list and to explain_the functionalities that are included in the scoge of this
Recommgndation | International Standard.

JPSEC topls are used to implement security functions."JPSEC is an open framework, which means that it is exiensible in
the future| Currently it focuses on the following aspects:

—  Confidentiality via encryption and selective encryption

A JPSEC file can support'a transformation of the (image and/or metadata) data (plaintext) into a form
(cipher text) that conceals the data's original meaning. Selective encryption means that not the enttire image
and/or metadata but only parts of the image and/or metadata can be encrypted.

- Integrity verification

A JPSEC file-can support means of detecting manipulations to the image and/or metadata ar{d thereby
verify theirintegrity. There are two classes of integrity verification:

1) _(Tmage data integrity verification where even only one bit of image data in error results in verification
failure (i.e., the verification returns "no integrity"). This verification is also often referred tq as fragile
image (integrity) verification.

2) Image content inmgrify verification where even same incidental alteration of imngn datalresults in
verification success as long as the alteration does not change image content from the human visual
system point of view; in other words, the image perceptual meaning does not change. This verification
is also often referred to as semi-fragile image (integrity) verification.

Those fragile or semi-fragile image integrity verifications might identify locations in the image data/image
content where the integrity is put into question. Solutions can include:

1) Cryptographic methods such as Message Authentication Codes (MAC), digital signatures,
cryptographic checksums or keyed hash.

2) Watermarking-based methods. This Recommendation | International Standard does not define
normative template for watermarking technology, although it supports non-normative tools using
watermarking technology.

3) Combination of the above two types of methods.
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Source authentication

A JPSEC file can support a verification of the identity of a user/party which generated the JPSEC file. This
can comprise methods of e.g., digital signatures or message authentication code (MAC).

Conditional access

A JPSEC file can support a mechanism and policy to grant or restrict access to image data or portions of
those. This could allow for instance to view a low resolution (preview) of an image without being able to
visualize a higher resolution.

Registered Content identification

A JPSEC file can be registered at a Content Registration Authority. It can support a method of matching
the (claimed) image data/image content to the registered image data/image content. For example, such a
method could be: Reading a file identifier (Licence Plate) which was placed inside the metadata, checking
the coherence between this Licence Plate and the information that has been uploaded when the registration

W ) i i i ugh i i U
from the Content Registration Authority where the file was registered and verify that the fite co
to the identifier.

—  Secure scalable streaming and secure transcoding

A JPSEC file or sequence of packets can support methods such that the same or different nodes c3
streaming and transcoding without requiring decryption or unprotecting the content. An exan
case where protected JPEG 2000 content is streamed to a mid-network node or proxy that in turn t
the protected JPEG 2000 content in a manner that preserves end-to-end Security.

Comments on design and implementation of secure JPSEC._systems

mmendation | International Standard supports a rich and flexible et of security services. For exg
N primitives can be applied in a variety of different ways to achiéve different goals, ranging from eng
JPEG 2000 codestream to selective encryption of only a~small portion of the codestream. How|
to stress that significant care needs to be taken when iniplementing any security system, including

gly recommended that the designers of any security system carefully consider the recommended
for the security primitives that are being employed. For most of the security primitives signalled usit
ated ISO/IEC standards provide important gliidance on their correct use. For example, for encryptid

5O/IEC 10116.

N, in many security applications authentication is the most important security service. Even when conf
bted security service, it should:he.augmented by authentication to prevent various forms of attacks. Sp
any imaging applications where the primary goal is confidentiality, it is recommended that authentig
ed.

ptographic system_is the management of the cryptographic keys that control the operations. If thes
sed, then thesseceurity of the whole system is compromised and in such a way that the compronm
y detected. 4tis therefore imperative that the keys are generated, distributed, stored and destroyed at
is at least.equal to that of the data that it is protecting. Furthermore, since the chances a key is con
ver timg, it is also imperative that keys only be used for a fixed key lifetime. For more information

ement of cryptographic keys, see ISO/IEC 11770.
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As with all security systems, the use of cryptographic operations are completely opaque to the user. That Is, the user
should not be able to discover any information about the cryptographic operations except for the output. For example, the
user should not be able to access information about why a cryptographic operation failed to produce an output. Similarly,
a user should not be able to find out any extra information even if he/she resorts to measuring "side channels™ such as
timing and/or power analysis. In short, the user should not be able to notice any difference in any of the applications
outputs, regardless of what the application is currently doing, for if this is not the case the resulting leakage of information
can potentially compromise the security of the system.

To summarize, it is strongly recommended that the designer of any security system, including one based on JPSEC, pay
special attention to the details of the system design to ensure a secure system.
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54 Byte aligned segment (BAS)

54.1 Byte aligned segment

In order to provide extensible signalling for classes and modes, this Recommendation | International Standard uses a
variable length data structure called a "byte aligned segment" (BAS). Parameter fields with an extensible number of fields
are represented with the Field BAS (FBAS) structure. Parameter values with large ranges are represented extensively with
the Range BAS (RBAS) structure.

As illustrated in Figure 2, the BAS is composed of a sequence of one or more BAS bytes. The most significant bit (MSB)
of each BAS byte indicates the existence of a following BAS byte. Specifically, if MSB = 1 then a subsequent BAS byte
follows, while if MSB = 0 then a subsequent BAS byte does not exist, and the BAS structure is terminated. The remaining
least significant bits of each BAS byte are concatenated to form a list of bits which are used in different ways for different
BAS parameters. Often, they are used in conjunction with a parameter list that has a number of elements, and each BAS
bit is set to 1 or 0 to flag information about its corresponding element. This flexible structure was chosen because of its
extensibilfty for future evolutions of the standard, since it allows new parameters to be signalled in an extensible way.

MSB LSB
7 6[5[4[3[2]1]0 716[5[4[3]2]1]0|[7]6]5]4]3]241.%0
PX Xx x x xx x| 7T lilxxxxxxxllox x x xX x x

T.807(23)_F02

Figure 2 — Byte aligned segment (BAS) structure

54.2  [Field BAS (FBAS)

A Field BAS (FBAS) is a type of BAS where the remaining bits of the BAS bytes are used to set fields to 1 or 0. An
example qf FBAS usage is the description class of the zone of influence{D€zoi), where multiple image descriptions such
as tile indpx, resolution level, and colour component can be specified-1f'this is done, the three BAS bits corresgonding to
tile, resoliition, and colour would be flagged to 1.

For example, to represent a Field BAS with 9 fields, f1 through)f9, at most two BAS bytes would be needed. |If the two
bytes werg byte "a" and byte "b", and the most significantbit of each byte were a0 and b0, then the FBAS would look
like:

a0 al a2 a3 a4 a5a6 a7 | b0 bl b2 b3 b4 b5 b6 b7

a0 and bOjare the indicator bits. Field f1 thrgugh f7 are represented in bits al through a7, and field 8 is in bit b1 and field
f9 is in bit b2. The remaining bits b3 through b7 are reserved and set to 0.

a0 fLf2f3f4f5f6f7|b0f8f900000

When usgd in a JPSEC stream, the FBAS in this example can be represented with one or two bytes, depend{ng on the
actual valpes of the field:-This stems from the fact that the default value of the fields is 0. Thus, if fields f8 and|f9 are not
set (i.e., their value is'@);then the second byte of the BAS is not needed, and a0 is set to 0. On the other hand, if field 8 or
field 9 is get, thentwa bytes are needed. In this case, a0 is set to 1 and b0 is set to 0.

Notice that the\field bits are "left aligned"”. This allows us to add more fields over time in a compatible manner.

54.3 Range BAS (RBAS)

The Range BAS (RBAS) is used to extend the range or the number of bits used to represent a value. There are two types
of RBAS, RBAS-8 and RBAS-16.

The RBAS-8 contains one or more RBAS bytes that contain the bits of the value. As in the FBAS, the first bit of each
byte indicates whether another RBAS byte follows.

Unlike the FBAS, the RBAS is "right aligned". Thus, if a value has 9 significant bits v1 through v9, where v1 is the most
significant bit, then it would be represented with two BAS bytes:

a0al a2 a3 ad a5 a6 a7 |b0bl b2 b3 b4 b5 b6 b7

as follows:
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100000v1v2|0v3v4v5v6v7v8vI
If the value was small such that bits v1 and v2 were zero, then the two-byte representation above could be used with v1
and v2 set to zero, or a one-byte RBAS could be used as follows:
0v3v4v5v6 v7 v8Vv9
The RBAS-16 can be used to represent values that are typically more than 7 bits but less than 15. In this case, the first
RBAS chunk is two bytes where the first bit is the indicator and then next 15 bits are value bits, then the remaining bytes

extended one byte at a time using the typical BAS structure where the first bit of each byte is the indicator of following
BAS bytes.

If a paran
a0 and c(
BAS segn

Thus, the

For both {

Note that
representd

5.5

5.5.1

In this clg
defined fd
of all reqy
are specif]
and it ma

A JPSEC
non-norm
header of
concatend
in one SH
segment

Figure 3 S
length of

a0 al a2 a3 a4 a5 a6 a7 | b0 bl b2 b3 b4 b5b6b7|cOclc2c3cdchchcy

eter value had 22 bits, then it could be represented with the three-byte RBAS-16 structure shown bel
are indicator bits to specify whether a BAS byte follows. Any remaining BAS bytes are-traditiona
hents.

a0 v1v2 v3v4v5v6 v7|v8vIvl0vil v12 vi3 v14 v15|cOv16 v17 vi8.v19 v20 v21 v2

indicator bits would be set as follows:

1v1v2v3v4v5v6v7|v8vIvl0vilvl2vi3v14v15|0vi6ewvl7 vi8 v19 v20 v21 v22

he RBAS-8 and RBAS-16, the value bits are also "right alignéd™.

when writing JPSEC creators and consumers, it is important to pay attention to the big endian/lit
tions.

Main security marker (SEC)

Security marker segments

use, a simple and flexible, yet powerful*syntax for JPSEC signalling is presented. SEC marker seg
r this purpose and are located in the.main header. The SEC marker segment syntax allows for the d
ired information for securing JREG 2000 images. To do so, it makes references to JPSEC normative
ed by the templates described\in 5.8 or by JPSEC non-normative tools that can be defined a priori
es provisions for handling parameters related to these tools.

codestream can be pretected with one or more JPSEC tools. Each tool is a JP'SEC normative tool o
ative tool. The parameters for these tools are signalled in one or more SEC marker segments located i
the codestream, after the SIZ marker segment. When multiple SEC marker segments are used
ted and shall’appear consecutively in the main header. In most cases, all the JP'SEC parameters can bg
C markef segment. However, in some cases the length of the signalling can exceed the maximu
ize. Wheh this occurs, additional SEC marker segments can be used for signalling.

hows the syntax of the SEC marker segment. The segment is signalled by the SEC marker OxFF65.

bhatCoO ooorl ha SO oo rl

bw, where
one-byte

le endian

ments are
pscription
tools that
privately,

a JPSEC
N the main
they are
signalled
m marker

| sec IS the

x e ti—iael-diaa—t 2 bt for l bt oot g+ o by ot for + i
O T NCT SCYTMTICTIG THCTOUTTIY U e~ Z- Uyt TOT SEC, DUt HOUT UTIC WU D YtCSTOT tHC~ O (Al KCT— 1

self. Zsec

is a SEC marker segment index. Zsec shall be set to 0 for the first marker segment that appears in the codestream. Psec is
a parameter field that describes the security parameters relevant to the entire codestream and only exists in the first SEC
marker segment, i.e., if Zsec = 0. The syntax supports the use of several JPSEC tools that are signalled in one or more
marker segments. If more than one JPSEC tool is used, then a JPSEC consumer shall process the tools in the order in
which they appear in the codestream.

\ 1

Yo / / o / g / 7 "/ /
A // //Pw = T ](,U T ](’,”
SEC LSL’C 7 /SE(é/ / ///bE/(// 00 00
T.807(23)_F03

Figure 3 — Main security marker segment syntax
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Figure 4 g
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hows the syntax of the security parameters in the main header when multiplé SEC marker segments
e, the JPSEC tool parameters are in different SEC marker segments. Each marker segment begins wit
KFF65, and is followed by the length and index of the marker segment. The index of the first marke
t to 0 and shall increase by one for each marker segment in the order it appears. Only the first markg
ne security parameters for the codestream, Psec. All the markef segments contain the parameters for of

| | 4’/4 9" /m / m/
SEC | Ly [/ Asic . % 80 Y
\ \ AV ’
(2) (G+1) (ky
(2) Zon ) 2
SEC | L2, W/ /T}"l / /?31
‘ I /(n//])/ /[p. N (n)
SEC h L™ %sm/ Tool Tool
sv T.807(23)_F04

Figure 4 —Main security marker syntax when multiple marker segments are used

a JPSEC tool description can span multiple SEC marker segments, e.g., this can occur if the length e
SEC-marker size. Since the length of the tool description is completely specified, the JPSEC crea
00l"across SEC marker segments The decoder should then concatenate all segments,_minus the SH

SEC: Marker code. Table 1 shows the sizes and values of the symbols and parameters for the main
security marker segment.
Lsec: Length of marker segment in bytes (including Lsec itself, but excluding the marker).
Zsec: Index of this marker segment relative to all other SEC marker segments present in the current
header. This field uses the RBAS structure.
Psec: Parameter field for codestream security parameters. This field is only present in the first
SEC marker segment, i.e., when Zsec is 0.
Tool®:  Parameters for JPSEC tool i. If multiple JPSEC tools are signalled, then a JPSEC consumer shall
process each tool in the order of appearance in the JPSEC codestream.
Table 1 — Main security parameter values
Paralreter S1Ze (DILS) Values
SEC 16 O0xFF65
Lsec 16 2.(2%-1)
Zsec 8 + 8 * n (RBAS) 0..27*7n
Psec 0, if Zsec>0
Variable, otherwise If Zsec =0, see Table 2
Tool® Variable See 5.6.2 and 5.6.3

are used.
h the SEC
I segment
r segment
e or more

ceeds the
or simply

C marker

and the Lsec and Zsec values, and then interpret the tools accordingly.

Psec is a parameter field that describes security parameters for the entire codestream as opposed to for a particular tool.
This is used to indicate events such as JPEG 2000 Core coding system compliance or the use of INSEC markers. The
Psec parameters are shown in Figure 5.

10

v

/
Fisic’
/

/

100

Y //1

/ PT{Lé
/

T.807(23)_F05

Figure 5 — Codestream security parameters (Psec) syntax

Rec. ITU-T T.807 (02/2023)

© ISO/IEC 2023 - All rights reserved


https://iecnorm.com/api/?name=699639ceaa6c07560a6f8a5256544740

ISO/IEC 15444-8:2023 (E)

Frsec: Flag to indicate if INSEC marker segment is used, if multiple SEC marker segments are used, if
the original JPEG 2000 Core coding system codestream data was modified, and if TRLCP tag
usage is defined. FBAS structure is used by this field.

Niois:  Number of JPSEC tools used in the codestream. This field uses the RBAS structure.

Imax:  Maximum tool instance index value used in the codestream. This field uses the RBAS structure.
Ptrice:  Parameter field to define the format of TRLCP tag. This field exists if Frricp = 1.

Table 2 — Codestream security parameters (Psec) in first SEC marker segment

Parameter Size (bits) Values
Fesec Variable (FBAS) See Table 3
Ntools 8 +n * 8 (RBAS) 1. 277

I max 8 +n * 8 (RBAS) 0.. 277
PrriLce 0, if FrrLecr=0 See Table 4
32, if FrrRier=1

Fesec is gn FBAS structure used to indicate a humber of parameter flags about the JPSEC, codestream. The fields
representdd by Fpsec are shown in Table 3. Finsec shall be set to 1 if INSEC markers are usedjif the JPSEC cqdestream.
Fmutisec shall be set to 1 if multiple SEC marker segments are used in the JPSEC codestream.’Fmqq shall be setjto 1 if the
original JPEG 2000 data was modified in the JPSEC codestream. Note that if INSEC markers are used, then the original
JPEG 2040 data is modified and thus Finsec and Fmog Shall be set to 1. Frricp shall besset to 1 if the TRLCP tag usage is
defined i Psec. If it is defined, then the TRLCP tag descriptor, Prrice, is specified-inthe Psec parameter field. The TRLCP
tag usageshall be specified if any tool within the JPSEC codestream uses TRICP-tags.

Table 3 — Semantics for Fesec values (FBAS)

BAS field BAS bit number Value{(bits) Semantics
Finsec 1 0 INSEC is not used
1 INSEC is used
Fruttisec 2 0 One SEC marker segment is used
1 Multiple SEC marker segments are used
Fmod 3 1 Original JPEG 2000 data was modifiegl
0 Otherwise
FrrLcp 4 0 TRLCP tag usage is not defined in Psef
1 TRLCP tag usage is defined in Psec

JPSEC dgfines a structure called-a TRLCP tag that can be used to uniquely identify a JFPEG 2000 packet. A JPEG 2000
packet cap be uniquely specified by its tile index, resolution level index, layer index, component index, anfl precinct
index. A TRLCP tag is defined as a data unit with a fixed number of bits used to specify each of these index values. The
number of bits for eachsindex is set in Psec. Prrice is @ parameter field that describes the format of the TRLCP tag as it

shall be uged in the JPSEC tools. This field only exists if Frrice = 1. Prricp consists of the following variables in Figure 6.
716|[sl@ap3f2liiol3]2]t]ola]3[2]1]ofa]3]2]1]0]7]6]5[a]3]2[1]0][1L0
n=
by by b, b, [ 3
(=9
T.807(23)_F06

Figure 6 — TRLCP tag descriptor (PtrLcp) Syntax

br:  Number of bits to represent tile index is br+ 1 in TRLCP tag.

br:  Number of bits to represent resolution level index is br + 1 in TRLCP tag.
bL:  Number of bits to represent layer index is by + 1 in TRLCP tag.

bc:  Number of bits to represent component index is bc + 1 in TRLCP tag.

be:  Number of bits to represent precinct index is bp+ 1 in TRLCP tag.
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Table 4 — Parameter field for TRLCP tag descriptor (PTtrLcp)

Parameter Size (bits) Values
br 8 0..(28-1)
br 4 0..15
bL 5 0..31
bc 5 0..31
be 8 0..(28-1)
Padding 2 0

The size of each resulting TRLCP tag is the smallest integer byte size that contains all the bits. The format of the TRLCP
tag contains the bits for the tile index, the resolution level index, the layer index, the component index, and the precinct
index in that order. If extra bits are needed to fill the integer byte size requirement, then the TRLCP tag will be placed in
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Application of multiple JPSEC tools

pplications multiple JPSEC tools apply to a single JPEG 2000 codestream. For example; both encry
tion can be applied to protect a JPEG 2000 image. The general situation of applying multiple JPSH

in the SEC marker segment shown in Figure 3 or Figure 4, and apply them(in,that same order to pe
nsumption of the JPSEC codestream. Note that while the JPSEC consumer applies the JPSEC tools
s read from the SEC marker segment, during creation of the JPSEC codestream these JPSEC tools we
rse order, i.e., N, N—1, ...2, 1, as illustrated in Figure 7. Note that the-ndmbering of the tools in the 1
highlight that the JPSEC consumer applies the JPSEC tools in, thé"reverse order from the JPSE
any numbering of the JPSEC tools is acceptable, as long as each JPSEC tool in a JPSEC codestream
mber for identification purposes.

speaking, JPSEC tools are created and consumed .in\teverse order of one another. For examy
bator applies N JPSEC tools, then the JPSEC consumer typically applies the same N JPSEC tools
der. Correct JPSEC consumption of multiple JPSECtools can be guaranteed by sequential consumpf
the correct order and by requiring any intermediate stage at the consumer to match the correspondi
r. For example, in Figure 7, the state at the consumer after JP'SEC consumption of tool 1 should be eq
applying tool 2 during the JPSEC creation,process. As a specific example of the state, the byte rang
ent, therefore any bytes added when applying tool 1 should be removed when removing tool 1 at t

applications, it can be desirahlg for a JPSEC consumer to consume the multiple JPSEC tools in §
an described above. For example, the JPSEC consumer can choose to consume the multiple tools in

o0 skip certain tools in the‘consumption. Furthermore, the JPSEC consumer can prefer to apply certd
not remove them, e.g:sito check a digital signature but not remove it. Careful consideration should b
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viour is not recommended unless the JPSEC application is fully aware of the potential ramifications.
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Figure 7 — Use of multiple JPSEC tools
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5.6 JPSEC tools

5.6.1 JPSEC tool syntax

As mentioned earlier, there are two types of JPSEC tools. JPSEC normative tools are specified with the protection method
templates described in 5.8, and are also known as JPSEC normative tools. JPSEC non-normative tools are specified by a
particular JPSEC application based on their ID number, and are respectively referred to as JPSEC user-defined tools. The
syntax for JPSEC normative tools are discussed in 5.6.2. The syntax for JPSEC non-normative tools are discussed in
5.6.3.

The syntax for JPSEC tools is shown in Figure 8. The JPSEC tool syntax has three main parts that describe:
1) what tool is applied with its identification;
2) where the tool is applied with a zone of influence structure; and
3) __how the tool is applied with a more detailed parameter field.

For example, using this syntax, a JPSEC tool syntax could specify that a decryption tool should be used-(what) on the
lowest regolution component located in a particular byte range (where) using AES decryption in CBC,'mofe with a
specified pet of initialization vectors and keys (how).

// / ’///// /// / ///// %// //
T:lync/// e Tid?? / /ED 161 // /ZO/I/ Vv ;Mm/é // Py
NN N K

T.807(23)_F08

Figure 8 — JPSEC tool syntax (Tool®)
Twype: Tool type. The value of 0 for the first BAS bit indicates a JPSEC normative tool. The value of 1
for the first BAS bit indicates a JP'SEC non-normative tool. This field uses the FBAS ptructure.

Tiax: Tool instance index (can be used as a uniqué identifier). This field uses the RBAS strycture.

ID: Identification value for JPSEC tool i. ForJPSEC normative tools, the ID = IDr is B bits and
specifies the template type. For JRSEC non-normative tools, the ID = IDgra is defined by
Figure 10 and Table 8.

Lzoi: Length of ZOl in Bytes (excluding Lzo). This field uses the RBAS structure.

ZOl: Zone of influence for JPSEE ool i.

Leip: Length of Pip in Bytes (excluding Leip). This field uses the RBAS structure.
Pio:  Parameters for JPSEC-tool i.

Table 5 — JPSEC tool parameter values

Parameter Size (bits) Values
Ttype 8+ 8 *n (FBAS) XO0XX XXXX b, XIXX XXXX b
T 8 + 8 *n (RBAS) 0..(2"7""-2)
(277" — 1), reserved
ID 8, if Teype =0 See Table 6
Variable, if Type =1 See Figure 10 and Table 8
Lzo 16 +8* n (RRAS) O 215+7*n
ZOl Variable See 5.7
Lrip 16 + 8 * n (RBAS) 0.. 215+
Pip Variable Table 7, if Tyype =0

Each JPSEC tool has the following syntax. The initial one-byte identifies if the tool is a JP'SEC normative tool or JPSEC
non-normative tool and assigns an instance identifier to the tool. This is followed by the tool identifier 1D. This is followed
by Lzoi, which indicates the length of the subsequent zone of influence field ZOl, and the zone of influence itself, which
describes where in the data stream the JPSEC tool is applied. This is followed by Lpip, which indicates the length of the
following parameter field Pp, which is a field to transmit one or more parameters for the JPSEC tool.

The first byte of the tool uses a one-byte FBAS structure whose first BAS bit represents the tool type, Tiype, Where 0
specifies a JPSEC normative tool and 1 specifies a JPSEC non-normative tool. This is followed by the instance index,
Tiax, Which is represented using the RBAS structure. The instance index shall be a unique identifier of the tool within the
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codestream, and thus shall not be repeated by any other tool in the codestream, even if it is in a different SEC marker
segment. The instance index is especially critical (and necessary) when INSEC markers are used, because each INSEC
marker segment contains the instance index of the tool to which it applies. It is recommended that the first tool applied at
a JPSEC creator has an instance index of 1, and that each additional tool be indexed sequentially as it is applied at the
protector.

In addition, each JPSEC tool has an ID number which is 8 bits for JPSEC normative tools and 32 bits for JPSEC
non-normative tools. For JP'SEC normative tools, the ID number describes which protection method template is used, i.e.,
it specifies the decryption template, authentication template, or hash template. For JF'SEC non-normative tools, the first
bit indicates whether it is a JPSEC user-defined tool. In either case, the ID number indicates the particular tool. However,
a JPSEC application that uses user-defined ID numbers runs the risk of choosing an ID number that is also used by another
JPSEC application, so this should be used cautiously.

When each JPSEC tool is applied at the JPSEC creator, the Psec parameter field shown in Table 2 shall be updated. For
example, the Psec parameter field contains the Ima, parameter that specifies the maximum instance index used for the tools
in the JPYEC codestream. When a new tool is applied, it shall be assigned a unique instance index. A JPSE( protector
can refer {o the Inmax parameter given in the Psec parameter field to determine the instance index to assign td a JHSEC tool,
for example, it can choose a value that is one greater than the current Imax value, and it should then increment the value of
Imax by 1 accordingly.

5.6.2

The JPSH
Ttype =04
in 5.8. Th
ID =IDt

JPSEC normative tool

C normative tool uses the JPSEC tool syntax described in 5.6.1 and shown innEigure 8, where the
nd the size of the ID is 8 bits. JPSEC normative tools are based on the protection method templates
ere are three types of protection method templates; the type used by the téol,is specified by the tool
ising the values shown in Table 6.

tool type
described
identifier

Table 6 — JPSEC normative tool Template-D values (ID)

Values Protection method template

0

Reserved
Decryption template
Authentication template
Hash template
NULL tool
All other values are reserved for ITU-T | ISO use

ArlWIN|FE

ts of four

In the cage of JPSEC normative tools, the parameter field P\p has the structure shown in Figure 9. Pp consi

main field
for each (
applied.
authenticd
case no te
represent
the proteg
The valug
decryptio

s: the protection method template’T, its processing domain PD, its granularity G, and its value list V. T
f these fields is given in 5.8;/5.9, 5.10 and 5.11, respectively. Together, these fields describe how
'he protection method ‘template T describes the particular protection method for the decryption
tion template, or hashhtemplate specified by the normative tool ID. It can also specify the NULL tool

image regions.and their corresponding byte ranges. The processing domain PD describes the domair
tion method(s.applied. The granularity G describes the granularity with which the protection method

list V cantains a list of values that can be needed by each protection method with finer granularit]
n template, the value list can be used to specify a finer grain set of initialization values that are to be

he syntax
he tool is
template,
, in which

mplate is used, but other functionalities can still be used. For example, the zone of influence can be specified to

in which
sapplied.
y. For the
used. For

the authe

T

tication template, the value list contains a set of MAC values or digital signatures. For the hash te

plate, the

value list|contains a set of hash values. In all cases, the value list contains a granularity of values specified by the

granularity field G.

14

s / /
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Figure 9 — Parameters (Pip) syntax for JPSEC normative tools (t = 0)

To:
PD: Processing domain for JP'SEC normative tool.
G: Granularity for JPSEC normative tool.

Template parameters for JPSEC normative tool with template identifier ID-.
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V: Value list for JPSEC normative tool, e.g., initialization vectors, MAC values, digital signatures,
or hash values depending on template ID.

Note that the template parameters depend on the template ID. However, the processing domain, granularity, and value
list are independent of the template ID.

Table 7 — JPSEC normative tool parameter values

5.6.3

The mech
registratid

In certain
normative
normativg
templates

The JPSE|
Ttype = 1 d

There we

These twd
the identit
a particul

Parameter Size (bits) Values
Tio 0,ifIDT=4 N/A

Variable, otherwise See 5.8

PD Variable See 5.9

G 24 See 5.10

\Y Variable See 5.11

LJPSEC non-normative tool

anism to register JPSEC user defined tool to JPSEC RA tool described in this clause is,deprecated b
n authority defined in the previous edition, ISO/IEC 15444-8:2007, is cancelled.

cases, it can be useful for a JPSEC application to have the ability to apply a tool that’extends beyond {
tools. This capability is supported by using a JPSEC user defined tool which was called as JP
tool. This enables one to use many elements of JPSEC normative tools{including the ZOI and t
but adds the flexibility of using the parameters in a different manner assaciated with a tool ID valug

C non-normative tool used the JPSEC tool syntax described in 5.6.1.and shown in Figure 8, where th
nd the identifier IDra consists of a name space and an ID number;as defined by Figure 10 and Tabld

e two classes of JPSEC non-normative tools:

1) JPSEC registration authority tools (Deprecated):“dPSEC non-normative tools whose signg
specified with a registration authority.

2) JPSEC user-defined tools: JPSEC non-pormative tools whose signalling is specifi
JPSECapplication.

classes of JPSEC non-normative tools were-signalled using the 32-bit IDga ia identifier shown in Tabl
iers whose first bit is a 0 were defined by aregistration authority, and those whose first bit is a 1 are ¢
ir JPSEC application.

T
Dy, g

'/ s i
RA, nisl "/ IDgK n</
s

g1V
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ID

Figure 10 — IDra Syntax

IDRraid¥. Tool identifier for user-defined tool
IDraAnsi:  Length of the field IDgra s in bytes. This field uses RBAS.
IBrans: A string containing the name space of the specified user-defined tool

pcause the

he JPSEC
SEC non-
he JPSEC

® tool type
8.

lling was
bd by a

e 9, where
efined by

Table 8 — Parameters values in IDra syntax

Parameter Size (bits) Values
IDRA,id 32 See Table 9
IDRrA sl 8 + 8 *n (RBAS) 0.2 -1)
IDRA s Variable A string containing namespace

© ISO/IEC 2023 - All rights reserved

Rec. ITU-T T.807 (02/2023)

15


https://iecnorm.com/api/?name=699639ceaa6c07560a6f8a5256544740

ISO/IEC

15444-8:2023 (E)

Table 9 — ID values for JPSEC non-normative tools (IDra.id)

IDRrA.id Meaning

0x00 00 00 00 ... 0x7F FF FF FF | Previously managed by JPSEC RA (Registration Authority)
tool. Values were to be managed by JPSEC registration
authority (Deprecated). Reserved for ITU-T | ISO use.

0x80 00 00 00 ... OXEF FF FF FF | JPSEC user-defined tool. Values can be defined by a
particular JPSEC application.

0xF0 00 00 00 ... OXFF FF FF FF | Reserved for ITU-T | ISO use.

For RA tools, the field IDrans Was the name space of the Registration Authority (RA) with which this tool is registered.
As each RA had a unique name space, the IDgra,id and IDrans Were used together to identify an RA tool. For user-defined
tools, the field IDrans is chosen by the developers. In order to limit the risk of ID collisions, it is recommended that the
developers seek uniqueness when choosing their name space, for example, by choosing the domain name of their

organizat
name spa

The P|Dfi
is not full

up to the Uisers to appropriately use this field.

However,
JPSEC n
processin

This synt

access control and rights protection methods. Hence, it offers a rich set of functionalities while being simple an

5.7

5.7.1

The Zone|
area (sped
coverage
method. |

The Zong|
image-rel
segments

the ZOI dlescribes the correspondence\between these areas. For example, the ZOIl can be used to indicat

resolution
by the no
image are

Figure 11
used with
the zones
items (val
class and

On or company. HOWEVET, note at unique
e, so ID collision can occur and should be carefully considered when using user-defined tools.

pld is used to transmit one or more parameters for the JP'SEC non-normative tool i. The format of t
y given in the scope of JPSEC. If a user-defined is used, then only the length of this field iS)specifie

JPSEC does allow the syntactical structures defined for JF'SEC normative tools toype used in the P
bn-normative tools. For example, a JPSEC non-normative tool can use the protection method
) domain, granularity, and value list fields described in 5.8, 5.9, 5.10 and 5/.%,.respectively.

X is very flexible and can accommodate a wide variety of security techniques, such as image datal

Zone of Influence (ZOI) syntax

Introduction

of Influence (ZOIl) can be used to describe the coverage area of a JPSEC tool. The data within thej
ified by the ZOl) is referred to as the influenced data. JPSEC normative tools shall use the ZOI to des
brea. JPSEC non-normative tools can use the ZOI'to describe their coverage area or they can use an
f an alternative method is used, then the ZQOltlength is 0, i.e., it does not exist.

of Influence (ZOIl) describes the coverage area of each JPSEC tool. This coverage area can be des
hted parameters, e.g., by resolution.@p image area; or by non-image related parameters, e.g., by ¢
or packet indices. In cases whereifnage related parameters and non-image related parameters are useq

s and image area specified by the image related parameters correspond to the codestream segments
N-image related parameters.: This allows the ZOlI to be used as metadata that signals where certain p
located in the JPSEC-Cadestream.

illustrates the coneeptual structure of the ZOI. The ZOlI contains one or more zones. When multiple
n a single ZOt;xthe ZOI is defined by their union. This indicates that the JPSEC tool should be app
Each zone.if a ZOl is described by three fundamental units: description class, parameter mode and
ues). This-Recommendation | International Standard defines two description classes: image related d
hon-image related description class. These parameters can be specified using a number of modes, fo

by a singl

ess of the

P|Dfield
,and it is

p field for
emplates,

integrity,
d concise.

coverage
Cribe their
lternative

cribed by
bdestream
together,
e that the
specified
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ZOnes are
lied to all
parameter
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p-value, multiple listed values, or by a range. The parameter values or items are then listed in accord

the mode.
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Figure 11— Zone of Influence conceptual structure

5.7.2 701 syntax

Figure 12[shows the ZOlI syntax. The ZOI can contain one or more zones. It can also be empty}in which case NIZzoi shall
be 0. When this occurs, the influence of the tool is specified by other means, such as*hy the INSEC maitker or by
parameters defined by a JPSEC non-normative protection tool.

NZ // / / / Nz
TRt /Z?e/ /ZOI?
T:807(23)_F12

Figure 12 - ZOI syntax

NZzoi: Number of Zones. This field uses.the RBAS structure.
Zonek:  Zone. Its structure is specifiechin“5.7.3.

Table 10 — Zone.of influence field (ZOI) parameter values

Parameter Size (bits) Values

0.. (27+7*n _ 2)
(277 - 2), reserved

Zonek Variable See 5.7.3

NZzoi 8 +'8 * n (RBAS)

5.7.3 .Zone syntax

The Zone|contains a-zane description class field indicator followed by parameters of that class. The zone description class
uses the ABAS structure. As shown in Figure 13, the second most significant bit in each byte, labelled "x", flags the use
of a specific description class. This Recommendation | International Standard defines two description classgs: image
related dgscription class and a non-image related description class (see Table 12). Tables 13 and 14 defing the field
indicator rutabe he-tmege—telated-deseription—elass—ana-ren-tmage—retated—deserption—elass; ely. The
concatenation of the six bits labelled "y", in each byte that follow the description class flag, indicates the use of a specific
description within a given description class. A bit value of "1" at a bit number in each class indicates that the corresponding
parameter field exists. The number of parameters shall be the same as the number of zone description class field indicators
set to '1', and shall appear in order which the class field indicator is signalled. The zone description class has variable
number of bytes; when the MSB equals 1, then another zone description class byte follows. The MSB of the last
description class byte equals 0. If both the image related and non-image related description classes are used, then the
image related description class bytes shall precede the non-image related description class byte. When a number of items
are represented using this structure, the first item in the list shall correspond to the most significant available bit of the
first byte.
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Figure 13 — Zone description class structure (DCzoi)

Figure 14 shows the Zone syntax.

d % NZ;
DCZOI", PZOII.k PZOI Z01% k

TB07(23)_F 14

Figure 14 — Zone syntax consists of a description class and one or more parameter sets
DCzoik: kth Zone description class. This field uses the FBAS structure.
Pzoi'*: The Zone parameters according to the specified Zone description clags|(DCzoi¥). See 5.7.6.

DCzoik specifies the number n of zone description class fields that exist, based on the number of bits that are get to one.
For each zone description class field, there exists one Pzoi' zone parameter field. These fields appear sequentiglly in the
same ordgr that the flags appear in DCzoi“.ZA

Table 11 — Zone parameter values

Parameter Size (bits) Values
DCzoik Variable (FBAS) Varijes agcording to the value set in Table 12
Pzoitk Variable See 5.7.6 for the syntax of this field

Table 12 — Description class indicator value

Value Description class
0 Image related description class. The following bit numbers are defined in Table 13
1 Non-image related description class. The following bit numbers are defined in Table 14

Table 13 — Image related description class

Bit number Semantics
Image region
Tile(s) as defined in the JPEG 2000 Core coding system
Resolution level(s) as defined in the JPEG 2000 Core coding system
Layer(s) as defined in the JPEG 2000 Core coding system
Component(s) as defined in the JPEG 2000 Core coding system
Precinct(s) as defined in the JPEG 2000 Core coding system
TRLCP (Tile-Resolution-Layer-Component-Precinct) tag(s)
Packet(s) as defined in the JPEG 2000 Core coding system
Sub-band(s) as defined in the JPEG 2000 Core coding system
Code-block(s) as defined in the JPEG 2000 Core coding system
ROI(s)
Bit-rate
User-defined. The details shall be specified by other means. (e.g., JPSEC ID)
All other values are reserved
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Table 14 — Non-image related description class

Bit number Semantics

1 Packet(s) as defined in the JPEG 2000 Core coding system
(Padded) Byte range(s) (beginning at first byte after the first SOD marker)
(Padded) Byte range(s) (beginning at first byte after the first SEC marker)

Unpadded byte range(s) when padding is used
TRLCP (Tile-Resolution-Layer-Component-Precinct) tag(s)
Distortion value(s)
Relative importance(s)
User-defined. The details shall be specified by other means. (e.g., JPSEC ID)
All other values are reserved

OINIOODIOTIRITWIN

Packet infices are numbered sequentially within a tile, and therefore they are not necessarily unique agross tiles.
Furthermore, packet indices within a tile can roll over when their maximum value of 65535 is exceeded\For this reason,
packet indexing is described in more detail. When the packet indices within a tile do not exceed 65535 packets, then the
packet index described in Table 13 is defined by the packet index given by the SOP Nsop parameter-as definefl in Table
A.40 in the JPEG 2000 Core coding system standard. Note that when the maximum value does not'exceed 6553p, a single
JPEG 2000 packet can be specified uniquely with a tile index and a packet index. When the¢acket indices excg¢ed 65535
packets, then the JPEG 2000 Core coding system packet index is defined to roll over to 0.\ this case, the pagket index
does not dniquely identify a packet and shall not be used. In this case, it is recommended to use the TRLCP tdg instead.
Please nofe that security services which require unique packet indices are vulnerablé.if the packet index rollg over and
repeats.

When the| TRLCP tag is used, its format shall be defined in the Psec parameterfield shown in Table 2. Speciﬂ:cally, the
TRLCP tdg format is specified by the PrrLcp parameter field in Table 4, This defines the size of TRLCP tags i the ZOl.

The non-image related description class can also have multiple fields’set simultaneously. When this occurs, the modes
for the various parameter fields shall have the same number of items (one exception to this rule is described bglow), and
these items shall correspond with one another in a one-to-one manner in the same order. For example, if the [zone uses
byte ranggs and packet ranges, each should have the same number of range items where the first byte range corresponds
to the first packet range, and so on.

There is dne exception to the above rule on requiringthe same number of items for each field. This occurs when one of
the fields[f1 contains 1 item which specifies a range“of items (as described by the range mode in 5.7.6) where fhis range
contains I\ elements and when another field f2-is Specified by a list of N items. In this case, the field f1, which contains
only 1 itemn (the range) is interpreted as a list 0fN items. These N items specified by the range in f1 shall correspond one-
to-one with the N items listed in f2. Therefore, a range of items can be associated to either a single item or tp multiple
items (on¢ for each item in the range)(

The bytes|are indexed either from'the first byte after the first SOD marker or from the first byte after the first SEIC marker.
In either dase, this first byte istabelled as byte 0.

The distoftion fields (both the’distortion and relative importance fields) provide the capability to signal the impprtance of
areas spegified by theZOl. The distortion parameter specifies the distortion-reducing contribution of the spegified data
segment, pe it for arset of packets or a byte range or for the specified image-related area. The distortion is expressed in
terms of the total-sguared error, using either a one-byte or a two-byte description signalled in the Mzoi. The relative
distortion|paraimeter can be used to specify the relative importance of specified data segments, using either one-byte, two-
byte, or fQuc=byte values signalled in the Mzoi. Additional details and the formats of these fields is described i||1 5.7.3.2.

The TRLCP tag specifies a protected packet's tile, resolution, layer, component, and precinct in the codestream. This tag
is used in the ZOI to specify these parameters because this information can be difficult to infer in a protected codestream.

Note that when only image-related descriptions are used, the field can be terminated. Thus, one does not need to represent
non-image related descriptions if they are not used.

5.7.3.1 Byte range fields

The non-image-related description class allows the ZOI to be described in byte ranges. In general, the 2nd and 3rd
elements of Table 14 should be used to represent the byte ranges for most tools such as authentication and
encryption/decryption without padding. However, some protection methods, such as encryption/decryption with padding,
change the length of the data. When this occurs, both the padded byte range and the unpadded or original byte range are
specified. In this case, the padded byte range is specified by the 2nd or 3rd element of Table 14 according to the needs of
the protection tool. (Note that these two elements cannot be used together.) In addition, the unpadded byte range is
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specified by the 4th element of Table 14. The unpadded byte range should be specified with the same description mode
as the padded byte range and have same number of items. These items should correspond to each other in a one-to-one
manner in the same order.

5.7.3.2 Distortion field and relative importance field
The distortion and relative importance fields provide the capability to signal the importance of areas specified by the ZOl.

The distortion field is used to associate a distortion with an area specified by the ZOI. The distortion value specifies the
total squared error (or sum of squared error) distortion that would result if the associated area is not available for decoding.
Total squared error distortion is a basic distortion metric used in image and video processing, and it is used to derive the
common mean-squared-error (MSE) distortion and peak-signal-to-noise (PSNR) ratio. The distortion field is expressed
using a one-byte or a two-byte description, where these one-byte and two-byte descriptions are described below, and the
choice of one-byte or two-byte description is signalled by the Mzoi parameter value which specifies the length of this
field. The relative importance field can be used to describe the relative importance among different areas specified by
associated ZOTs, without necessarily being tied to a specific distortion metric. The length of the relative imporfance field
is also sighalled by the Mzoi. These fields are discussed in more detail in the following.

5.7.3.2.1 | One-byte distortion field

The total|squared error distortion is expressed using a one-byte distortion field with a pseudo floating-point type
representgtion. The 8 bits available in the distortion field are allocated as shown in Figure 15 and Table 15 to grovide an
appropriate trade-off between accuracy and dynamic range. Note that a sign bit is upngcessary since distortion is
non-negative. To cover a sufficient dynamic range, base 16 is used and 4 bits are used fopthe exponent (exp). Th¢ mantissa
(m) is exgressed using 4 bits. Therefore, the total distortion value D is given by:

D =m x 16%°

where m has a value in the range 0 < m < 15 and exp has a value in the range 0 < exp < 15. A distortion value|of zero is
represented by m = 0 and exp = 0, that is by the distortion field being{zero. By allocating 4 bits for the mant|ssa m the
accuracy |s within % x (1/2%) = 1/32 or about 3%. With 4 bits for the éxponent and using base-16 the dynamic range is
from 0 to [max, where max is given by m = 15 and exp = 15 whigh Corresponds to a distortion of 15 x 16 = 17 x 10%.

3[2[1]o043 2]1]0

eXp, m
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Figure 15— Distortion field syntax

exp: Exponent of distortion field value (base 16)
m: Matissa of distortion field value

Table 15 — Distortion field parameter values

Parameter Size (bits) Values
exp 4 0..15
m 4 0..15

Note that [with"this format for the distortion, a comparison between two distortions to determine which is larger can be
simply achieved by comparing the two distortion values as unsigned char. Specifically, to perform this comparison there
is no need to convert from the pseudo floating-point format to the actual total distortion in order to determine which of
two distortion values is larger or smaller. This property can simplify the processing in various applications.

5.7.3.2.2 Two-byte distortion field

In the two-byte format as shown in Figure 16, distortion values shall be expressed as a two-byte number in pseudo
floating-point format. The pseudo floating-point format for distortion is defined as follows. This format is used in D.1.1.1
(Equation D.3) of Rec. ITU-T T.800 | ISO/IEC 15444-1 to express the quantization step size for JPEG 2000. Each 16-bit
number contains the exponent (5 bits) and mantissa (11 bits) of the metric value. In particular, the floating-point value V
of the metric is given by the following formula:

v =28-15(1+%j if 60
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where ¢ is the unsigned integer obtained from the first five most significant bits of the parameter, and p the unsigned
integer obtained from the remaining 11 bits. The special case of V = oo correspond to u = 0 and € = 31. Note that values
that would underflow the representation are set to zero.

4[3]2[1]olalols|7]6]5]4/3]2]1]0
€ H

T.807(23)_F16
Figure 16 — Distortion field syntax

e:  Exponent of two-byte distortion field value.
u:  Matissa of two-byte distortion field value.

The algor
possible t
e=pn=0.

5.7.3.23

The relati
necessaril
among co
of the asq
Table 16,
importandg
in a simila

Table 16 — Distortion field parameter values

Parameter Size (bits) Values
€ 5 0..31
n 11 0..(2%-1)

thm to compute € and p is not defined as a mandatory part of this Recommepdation | International st
bchnique performs the following steps (an example of conversion of the number'12.25 is provided). If
Otherwise:

—  convert V to a binary number (12.2550 = 1100.01,);

—  normalize the number; this means there should be a 1 digit tothe left of the binary point and mul
by the appropriate power of two to represent the original”value. The normalized form of 1
1.10001 x 23;

—  the exponent is the power of 2, presented in exeess notation. The exponent bias is 15; heng
example the exponent is represented as 1810 (10010,);

—  the mantissa represents the significant bits, exeept for the bit to the left of the binary point, which
one and therefore does not need to be stored; zeros are possibly appended so as to obtain 11 bit|
example, the mantissa is 10001000000:

Relative importance field

ve importance field r can be used-to describe the relative importance among different coding unit
v being tied to a specific distortion metric. This enables one to describe the relative importance or pri
Hing units without explicitly‘describing how much more important one is from another. This relative i
ociated data is specifiedh\by an n-byte field which supports 28" possible rankings as shown in Fig
where the number gf\bytes n for this field is specified by Mzoi. For example, by using a one-by

andard. A
V=0, set

iplication
100.01 is

e for this

is always
5. For this

5, without
Dritization
portance
re17 and
le relative

e field a total of 256 possible rankings are supported. Increasing values correspond to increasing inpportance,

r manner to thedistortion field.

2%

// ’
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Figure 17 — Relative importance field syntax

r: Relative importance value

Table 17 — Relative importance field parameter values

Parameter Size (bits) Values

r 8*n 0..(2%"-1)
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5.7.3.2.4 Additional comments on distortion field and relative importance field

Since for both the one-byte distortion field and one-byte relative importance field the larger values correspond to greater
importance, it is possible to make comparisons for these two data units in the same manner irrespective of whether the
distortion field specifies actual distortion or a relative importance. This can simplify applications.

Headers can be specified using the distortion or relative importance fields. The loss of various types of data, such as the
main and tile-part headers or the SEC header, prevent the decoding of the related image data. The JPSEC creator can
assign distortion to this data using either:

1) the highest distortion value (specified next) to signal the header or critical data; or
2) to describe the total distortion that would be created if the image or portion of the image is undecodable.

The creator then has some flexibility in how to signal the headers.

The highest distortion value for the one-byte fields is a byte of all ones (OxXFF). Note that this value is the highest possible
distortion|value for both the one-byte total squared error distortion field and for the one-byte relative impertance field.
The highest distortion value for the two-byte distortion field is the two bytes of all ones (OxFFFF). The highest-ifmportance
for the relptive importance field of length n-bytes is an n-byte value of all ones.

5.7.3.2.5 | Joint use of distortion field and relative importance field

The distortion field and relative importance field can be used simultaneously to describe the area specified by the ZOlI. In
this case poth fields specify squared-error distortion, however the distortion field specifies the incremental refluction in
distortion|while the relative importance field specifies the total distortion. Specifically; the distortion field spgcifies the
incremental reduction in distortion that the ZOI would produce if decoded. This assumes that all information required to
decode the ZOl is available, and focuses on the incremental reduction in distortion*produced by the ZOI. The relative
importande field specifies the total distortion that would be incurred if the ZQtL is-not available, i.e., it specifies the total
distortion|that would result if the given ZOlI is unavailable for decoding bycaceounting not only for the value qf the ZOI
itself (as pxpressed by the distortion field) but also accounting for the distortion produced because other parts of the
compressgd bitstream which depend on the ZOI are undecodable. The total distortion associated with different ZOls
provides @ useful metric for the relative importance of the different*2O0ls. When both fields are used they wijll use the
same mathematical expression for distortion, as signalled by thedistortion field.

5.7.3.3 [Bit-rate field

The Bit-rate field is used to specify the protected zone in wavelet coefficient domain. It identifies the most significant bit-
planes whose compressed bit-rate is specified by this-field. The MSBs are selected using the rate-distortion optimization
process specified in the JPEG 2000 Core coding\system. For example, if the Bit-rate value is 2.5, the protdcted zone
includes the MSBs of all wavelet coefficients whose compressed bit-rate is 2.5 bit per pixel. The syntax of Bit-rate field
is shown [n Figure 18 and Table 18. The specified bit-rate is given by:

R =Ir+ Fr/16

For example, a bit-rate of zero is represented by Iz = 0 and Fr = 0; a bit-rate value of 2.5 is represented by |r= 2 and
FR =8.

3f21]o]3]2]1]0
I, Fp
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Figure 18 — Bit-rate field syntax

Ir:  The integer part of the specified bit-rate.
Fr: The fractional part of the specified bit-rate.

Table 18 — Bit-rate field parameter values

Parameter Size (bits) Values
Ir 4 0..15
Fr 4 0..15
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574 Relationship between multiple parameters

5.7.4.1 Global

When the image-related description class has multiple fields set simultaneously, the resulting zone shall be the intersection
of these fields. For example, a zone could specify the lowest resolution level in the 2nd tile. The union of fields can be
specified by using multiple zones in the ZOI.

The non-image related description class can also have multiple fields set simultaneously. When this occurs, the modes
for the various parameter fields shall have the same number of items (one exception to this rule is described below), and
these items shall correspond with one another in a one-to-one manner. For example, if the zone uses byte ranges and
packet ranges, each should have the same number of range items where the first byte range corresponds to the first packet
range, and so on.

There is one exception to the above rule on requiring the same number of items for each field. This occurs when one of
the fields Feentatrst-Hemwhich-speeifies-arange-of-Hems{as-deseribed-by-therange-rmodeinr-5-~6)wherethis range
contains ) elements and when another field f2 is specified by a list of N items. In this case, the field f1, whigh contains
only 1 item (the range) is interpreted as a list of N items. These N items specified by the range in f1 shallcarrespond one-
to-one with the N items listed in f2. Therefore, a range of items can be associated to either a single item or tp multiple
items (on¢ for each item in the range).

5.7.4.2 [Examples

As previqusly illustrated in Figure 11, the zone description class structure can have multiple fields set simulfaneously,
where N flields are image related descriptions (Di*, Di?, ..., DiN) and M fields are non-image related descriptions|{(Dn*, Dn?,

, Da™). [The semantics can be understood as {Di* N Di#N ...N DiN} = Dyt = D2 = :0=DpM, that is, the intersecfion of the
N image related descriptions is corresponding to each of the M non-image related‘descriptions, and in addition, the M non-
image relted descriptions are mutually corresponding to each other. This relationship is further illustrated yvith three
examples|below.

In the first example, the zone description has two image related descriptions: one for resolution 2 and the other fpr layer 3.
In this cage, the influenced data is the intersection of resolution 2 andayer 3, as illustrated in Figure 19.

Res 0 Res | Res 2

AN AN 7/ 77 TTOOOO0
‘\\\‘\\\i\‘ \‘\\\\\.\\‘i\ /’ ' // /¥ / /// ;/ / // 1A )5/)7&\}{\
L. L1 | L2 NR3N Lo | L1 g L2 L3Ny /L/ 07/} 1,59 //L/ 2/ /5 LA

\\ AN \ '\\\ \\\‘\‘ //' / / / / AAK

N \\\ NN\, /’/ /A SRR 7.807|23)_F19
\—\,—J
Protected
data

Figure 19 ~ZOI example using image related descriptions

In the sedond example as illustrated in Figure 20, the zone description has two image related descriptions (which are
resolutior| 2 and layer 3) a@nd-one non-image related description (which is packet range 80-100). In this case, the influenced
data is th¢ intersection:of resolution 2 and layer 3. Furthermore, this indicates that the influenced data is coptained in
packets rgnging from'80 to 100.

Res 0 Res | Res 2
\ n NN \ Y/ / 7T 7 /¥ 77777 /
RN SONSNNY LSS S Y777 777 IS
W NS WS NN/ / L) AR XX
L.O0 L.1 L2 [P\L3NY L.O L.1 L2 [AL3WY ’// .07/ // fL l” // /L";Z'/ /| /XL)B&’;(
AREERAN O Y i // '/ 77 RN
ARRARNS ARRRERN 1 // //, Yy, p(y) W
AN W NIy /LN LSS LS AOOHGO0 T.807(23) F20
_ e ¥ el
Protected
data

Packet range
80 to 100

Figure 20 — ZOI example using image related and non-image related descriptions

In the third example as illustrated in Figure 21, the zone description has two image related descriptions (which are
resolution 2 and layer 3) and two non-image related descriptions (which are packet range 80-100 and byte range
856-1250). Once again, the influenced data is the intersection of resolution 2 and layer 3, and the influenced data is
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Byte range
856 to 1250
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contained in packets ranging from 80 to 100. Furthermore, these packets and influenced area are located in the byte range
856-1250.
Res 0 Res 1 Res 2
\\ \\\\\\ N\ ‘\\ \‘\\ ////’,' /// /7 v //’/ ////, YOOOO
VOO ISR oz /'// //,, /// /’/’// // YX X
LO | La | L2 NE3N Lo | Lo | L2 \NLIN L0 LA ) a0
AR NN AN /j/ W 2‘)( X
_ N—
Protected
Packet range data
80 to 100
Figure 21 — A second ZOI example using image related and non-image related descriptions
575 Protecting any data that follows the SEC marker

The abov

b discussion has largely focused on supporting protection services for the JPEG 2000 codeStream. [However,

many elements of the main header, including JPSEC signalling, should also be protected, and the)201 and protection

methods ¢

an also be used for this purpose.

Specifically, the byte range mode of the non-image related description class can be used to/\specify that a JRSEC tool

should be
for indexi
and most
moved aft
istobep

The JPSE
consumer|

5.7.6
Figure 22

7one description parameter syntax (Pzoi)

shows the ZOI description parameter syntax.
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Figure 22 — ZOI description parameter syntax

Mzoi: ZOlI description mode. This field uses the FBAS structure.
Nzoi: Numbeéref Izoi. This field uses RBAS structure.

24

applied to any data following the SEC marker. As described before, the first byte 'of the SEC headef is byte 1
ng the byte range. The data that follows the SEC marker and that can be protected includes the SEC segment
of the main header. Note that all of the JPEG 2000 main header, except\forthe SIZ marker segment, can be
ler the SEC marker and hence can be protected using the above approach.™If the JPEG 2000 SIZ markgr segment
otected, it can be done at a higher level, e.g., file format layer.

C tools for protecting the SEC segment should generally be the first tools in the SEC segment. This epables the
to first render the SEC segment data, which can then be usedo process the remainder of the codestream.

Izoi": Item.
Table 19 — Pzoi' parameter values
Parameter Size (bits) Values

Mzoi Variable (FBAS) See Table 20

. 0 If bit number 2 of Mzoi is 0.
Nzoi .

8 +8*n (RBAS) 2.1 _1)

i - Depends on the mode

Izo¥ Variable specified in Mzoi

Rec. ITU-T T.807 (02/2023)
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Table 20 — Mzoi parameter values

FBAS bit number \gg:gs Semantics
1 0 The specified zones are influenced by the JPSEC tool
1 The complement of specified zones are influenced
2 0 Single item is specified
1 Multiple items are specified
3,4 Rectangle mode. A rectangle region where the first value pair specifies the upper-left corner
and the second value pair specifies the lower-right corner such that both corners are inclusive.
00 For each corner, the first value shall be the horizontal position and the second value shall be the
vertical position. The indexing shall begin at 0, and shall use the reference grid defined in the
JPEG 2000 Core coding system.
oT Range-rede—A-range-of-values-where-the-first-value-specifies-the-stari-index-ane-the second
value specifies the last index, both inclusive.
10 Index mode. Specifies single value(s).
11 Max mode. Specifies the maximum value.
5(6 00 Izoi' uses 8-bit integer
01 Izoi' uses 16-bit integer
10 Izoi' uses 32-bit integer
11 Izoi' uses 64-bit integer
718 00 Izoi' is described in one dimension
10 Izoi' is described in two dimensions
01 Izoi' is described in three dimensions
D 0 Offset with lengths mode is not used
1 Offset with lengths mode is used: Speciffes the initial offset with lengths of contiguous bytes
that follows. The existence of this flag shall override the modes specified in bits 3 ang 4.
All other values are reserved
When TRILCP tags are used, their size is defined by Prr_cpi@s specified in Table 4. In this case, bits 5 and 6 of the Mzo,
parameter are overridden.
The Offsgt with lengths mode can be used to efficiently represent a series of consecutive segments, for example, a series

of consec
consecuti

5.8
5.8.1

Protection
in JPSEC
There are
The temp
reference

As descr

e segment. If this field is used to represent n segments, then Nzoi should be setto n + 1.

Protection method template syntax (T)

General

method templates-contain parameters for specific JPSEC tools described in 5.6.1. For example, the
normative tools.described in 5.6.2. Also, they can be used in JPSEC non-normative tools describe
three types,of protection method templates: decryption template, authentication template, and hash
ate used byya JPSEC normative tool is specified by its ID as shown in Table 6 and again here in Tab
to the-appropriate clauses where they are defined.

bed’ jn 5.6.2, the protection method template T together with a JPSEC tool's processing do

granularit

Litive byte ranges. The first value specifies the initial offset, the following values specify the lengths of each

y are used
j in 5.6.3.
template.
e 21 with

main PD,

L0 andaalin Lict N/ dacoriha honay o4 1IDCEC +oAl 10 annling
STy oo e ot vV Ot STt oY o O T ot T TP pPTitor

Table 21 — Template ID values (ID7)

Values Protection method template

0 Reserved

Decryption template. See 5.8.2.

Authentication template. See 5.8.3.
Hash template. See 5.8.4.
NULL tool
All other values are reserved for ITU-T | ISO use

W[N]
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5.8.2 Decryption template (T = Tdecry, if Ttype =0 and ID = 1)

The decryption template, Teecry, is used to communicate to the decryptor, how to decrypt the received codestream.
Figure 23 shows the decryption template syntax. Table 22 shows the sizes and values of the symbols and parameters for

the decryption template.

/ / / ‘
/ME 4" CP
Yoys decry CTdccw decty
S
T.807(23)_F23

Figure 23 — Decryption template syntax

MEcry: False marker emulation flag indicates whether a false marker emulation has occurred in the

CTuwery:  Cipher type identification.
CPuecry:  Cipher parameter.

Table 22 — Decryption template parameter values

Parameter Size (bits) Values
MEdecry 8 +8*n (FBAS) Table 23
CTdecry 16 Table 24
If CTaecry <'0x6000, see 5.8.2.1.
CPdecry Variable If 0x60007% CTaecry < 0XCOOO, see 5.8.2.2.
11, CTdecry > 0XC000, see 5.8.2.3.
Table 23 — Marker emulatiofnflag values (MEdecry)
Values Method type
01XX XXXX Encrypted\data does not contain a false marker emulation
00XX XXXX Otherwise
All other values are reserved for ITU-T | ISO use

The defaylt value of the marker emulationflag is 0. This flag can be set to 1 to indicate that the JPSEC encry
does not dontain a false marker emulation: A JPSEC creator can choose to leave this flag at its default value of

Table 24 — Cipher identifier values (CTdecry)

Valtes

Cipher type

Q.. OXSFFF

Block cipher (see Table 25)

0X6000 ... OXBFFF

Stream cipher (see Table 26)

0xC000 ... OXFFFF

Asymmetric cipher (see Table 27)

Table 25 — Block cipher identifier values (CTdecry)

Values Cipher type

0x0000 NULL (no encryption)

0x0001 AES (ISO/IEC 18033-3)

0x0002 TDEA (ISO/IEC 18033-3)

0x0003 MISTY1 (ISO/IEC 18033-3)

0x0004 Camellia (ISO/IEC 18033-3)

0x0005 CAST-128 (ISO/IEC 18033-3)

0x0006 SEED (ISO/IEC 18033-3)

All other values are reserved for ITU-T | ISO use

26 Rec. ITU-T T.807 (02/2023)

encrypted data. A false marker emulation can adversely affect compliance with JPEG 2000 Core
coding system decoders. This field uses the FBAS structure.
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5.8.2.1 Bleckeiphertemplate-{CPmryforblockreiphers)

The blocH
Figure 24

Some blofk cipher modes can use initialization vectors. For these modes, the tool's initialization vectors are

using the

vectors arg only used for modes with ID My > 0x80, for instance CBC, CFB, OFB, CTR. Inithe'CTR case, it is|
an IV butja counter. The size of the initialization vector specified in the Value list V shall'be-set to the block si

ISO/IEC 15444-8

Table 26 — Stream cipher identifier values (CTdecry)

Values Cipher type

0x6000 SNOW 2 (ISO/IEC 18033-4)
All other values are reserved for ITU-T | ISO use

Table 27 — Asymmetric cipher identifier values (CT decry)

Values Cipher type
0xC000 RSA-OAEP (ISO/IEC 18033-2)
All other values are reserved for ITU-T | ISO use

:2023 (E)

cipher template is used to communicate to the block decryptor how to decrypt the receivéed ,ca
shows the block cipher mode, padding mode, block size and key information.

ool's granularity field (G) described in 5.10 and Value list field (V) described in 5.11, Spécifically, ini

514/3]2/1]o]1]/0]7]6]5]4]3]2]1]0

Mbc P by SIZbc KThc

C

T.807(23)_F24

Figure 24 — Block cipher template syntax
Mee:  Block cipher mode. The first bit indicates the use of initialization vectors with th
Mpc < 0x8, IVs are not used, otherwise-one or more 1V values are required for the mo
Pue:  Padding mode.
SIZy::  Size of block in Bytes.
KTw: Key template (see 5.8.5).\lt"holds information on the keys used by the block cipher.

Table-28 — Block cipher template values

Parameter Size (bits) Values
Mo 6 Table 29

Poe 2 Table 30
SIZnc 8 1..256
KTbe Variable See 5.8.5

destream.

specified

tialization

not really
7€ Sl1Zp.

is tool. If
le.
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Table 29 — Block cipher mode values (M)

NOTE
that eV
1SO/IH

NOTE
be set {

NOTE
cipher

5.8.2.2

The streal
Figure 25

The strean cipher's initialization vectors are specified using the tool's granularity field (G) described in 5.10

list field (
defined in

Values Mode type
0 Reserved
0X XXXX Modes which are used without 1V
1X XXXX Modes which are used with an IV
X0 XXXX Puc bits are not padded, use 00
X1 XXXX Poc bits are padded with value defined in Table 30
0x 0001 ECB (ISO/IEC 10116)
1x 0010 CBC (ISO/IEC 10116)
1x 0011 CFB (ISO/IEC 10116)
1x 0100 OFB (ISO/IEC 10116)
1x 0101 CTR (ISO/IEC 18033-2)
All other values are reserved for ITU-T | ISO use

1 - Careful implementations are required for all modes, because improper implementations can leadto’vulnerab
en correct implementation of ECB has information leakage when identical blocks appear. Guidelines are c
C 10116.
2 —Values in Table 30 only apply when My in Table 29 specifies that Bits are padded. When bits are not padde
0 00.
Table 30 — Padding mode for block cipher'(Phc)
Values Padding type
00 Ciphertext stealing (RFC 2040)
01 PKCS#7padding (PKCS#7)
All other values+are reserved for ITU-T | ISO use

3 —When using padding, careful system design shodld be used to avoid potential security vulnerabilities, sucl]

httacks.

Stream cipher template (CPudecry for stteam ciphers)

M cipher template is used to comniunicate to the stream decryptor how to decrypt the received cd
shows the stream cipher templateSyntax. Table 31 shows the values of the stream cipher template.

V) described in 5.11. The size of the initialization vector specified in the Value list V shall be set to th
the key informationtemplate KTs.

ks

T.807(23)_F25

Figure 25 — Stream cipher template syntax

lities. Note
ntained in

d, Puc shall

as chosen

destream.

hnd Value
e key size

5.8.23

KTs: Key information template (see 5.8.5). It holds information on the keys used by the stream cipher.

Table 31 — Stream cipher template values

Parameter Size (bits) Values
KTsc Variable See 5.8.5

Asymmetric cipher template (CPdecry for asymmetric ciphers)

The asymmetric cipher template is used to communicate to the asymmetric cipher decryptor, how to decrypt the received
codestream. Figure 26 shows the asymmetric cipher template syntax. Table 32 shows the values of the asymmetric cipher

template.

28
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For tools that use the asymmetric cipher template, the tool's granularity field (G) specifies the granularity with which the
cipher is applied. However, the Value list field (V) is not used to represent any values. Thus, the number of elements (Ny)
in the Value list field shall be set to 0.

5.8.3

The authd
codestrea
authenticd
referred t
generally
sizes and

In many
targeted s
authenticd

7

T.807(23)_F26

Figure 26 — Asymmetric cipher template syntax

KTsy: Key information template (see 5.8.5). It holds information on the keys used by the asymmetric

cipher.

Table 32 — Asymmetric cipher template values

Parameter

Size (bits) Values

KTsy

Variable See 5.8.5

Authentication template (T = Tauth, if Ttype =0 and ID = 2)

ntication template, Taun, is used to communicate to the verifier, how to verifythe authenticity o
M. There are three general classes of authentication methods: hash-based authentication, cigher-based
tion, and digital signatures. Both hash-based and cipher-based authentication methods are also
D as message authentication codes (MACS), and their computed valués which are used for authenti
referred to as MAC values. The authentication template syntax is shown in Figure 27, and Table 33
values of the symbols and parameters for the authentication template.

F received

generally
cation are
shows the

ecurity applications, authentication is the most importani-security service. Even when confidentiality is the
bcurity service, it should be augmented by authentication{o prevent attacks. In particular, it is recommended to
te parts of the SEC marker segment. In addition, the authentication shall be performed on both the authentication

template parameters (Taun) and the message to authenticate. Specifically, the zone of influence shall specify that both the

content ar

d the authentication template parameters (Taun),a¢e to be authenticated.

7

N

M'lulh

/

T.807(23)_F27

Figure 27 — Authentication template syntax

Moauth:  Authentication method.
Pauth:  Authentication parameters.

Table 33 — Authentication template parameter values

Parameter Size (bits) Values
Moauth 8 Table 34
If Maun =0, see 5,831
Pauth Variable If Mauth = 1, see 5.8.3.2
If Mauth =2, see 5.8.3.3
Table 34 — Authentication methods (Mauth)
Values Method
0 Hash-based MAC
1 Cipher-based MAC
2 Digital Signature
All other values are reserved for ITU-T | ISO use

© ISO/IEC 2023 - All rights reserved Rec. ITU-T T.807 (02/2023)
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5.8.3.1 Hash-based authentication (Pautr for hash-based MAC)

The hash-based authentication MAC is used to communicate to the verifier how to verify the authenticity of the received
codestream. Figure 28 shows the hash-based authentication template syntax and Table 35 shows the parameter values.

The MAC values are specified using the tool's granularity field (G) described in 5.10 and Value list field (V) described
in 5.11. The size of the MAC value specified in the value list V shall be set to the MAC size defined by SIZpmac.

KTIIMA('

HHM.-‘\C

MIIMA(‘

l
SIZIIMAC

T.807(23)_F28

Figure 28 — Hash-based authentication template

Mnwmac: Hash-based authentication method dentifier.
Humac:  Hash identifier.
KTumac: Key template.
S1Zumac:  Size of MAC (bits).
Table 35 — Hash-based authentication template parameter values
Parameter Size (bits) Valugs
Mumac 8 Table 36
Humac 8 Table 37
KThmac Variable See 5.8.5
SIZumac 16 0...65535
Table 36 — Hash-based authentication 'method identifier (Mnmac)
Values Hash=based authentication method
0 Reserved
1 HMAC (ISO/IEC 9797-2)
All other values are reserved for ITU-T | ISO use
30 Rec. ITU-T T.807 (02/2023) © ISO/IEC 2023 - All rights reserved
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Table 37 — Hash function identifier (Hnamac)

Values Hash function

o

Reserved
SHA-1 (ISO/IEC 10118-3)

RIPEMD-128 (ISO/IEC 10118-3)
RIPEMD-160 (ISO/IEC 10118-3)

MASH-1 (ISO/IEC 10118-4)

MASH-2 (ISO/IEC 10118-4)

SHA-224 (ISO/IEC 10118-3)

SHA-256 (ISO/IEC 10118-3)

SHA-384 (ISO/IEC 10118-3)

Note that
SIZumac i

5.8.3.2

The ciphe]
codestrea
authenticd
blocksize

the nominal size of the cipher-based authentication MAC, then it isthe-truncated version corresponding t

SlZcmacl]
Note that,

block of data, left justified, with zeroes appended to form adull cipher block. Also note that CBC-MAC sh3

applied tq

The MACQ
5.11. The

Ol | N0 |A~[W[N|F

SHA-512 (ISO/IEC 10118-3)
WHIRLPOOL (ISO/IEC 10118-3)
All other values are reserved for ITU-T | ISO use

=
o

f the SIZnmac is less than the nominal size of the hash, then it is the truncated version carresponding
its of the hash.

Cipher-based authentication template (Pauth for cipher-based MAC)

r-based authentication MAC is used to communicate to the verifier how towerify the authenticity of th
M. Figure 29 is its template and Table 38 shows the key size and Keyed hash. An example cip
tion scheme is CBC-MAC. In these block-cipher techniques for authentication, the initialization ve
in length and of value 0. The blocksize is the default for the block cipher. Note that if the SIZcvaci

its of the MAC.

if the number of data bits is not a multiple of the cipher block size, then the final input block will b

data with a fixed and known length.

values are specified using the tool's granularity-field (G) described in 5.10 and value list field (V) de
size of the MAC value specified in the valug list V shall be set to the MAC size defined by SIZcmac

[
KT(]\ﬁ( SIZCMA('

CA('MAC
C(MA(

T.807(23)_F29

Figure 29 — Cipher-based authentication template syntax

CAcwmac: Cipher-based authentication method.
Ccwmac: sBlock-cipher identifier value.

KTcwmae:s Key template.

Skepac:  Size of MAC (bits).

o the first

e received
her based
tor is one

less than
b the first

e a partial
Il only be

scribed in

Tabte 38— MAC temptate vatues

Parameter Size (bits) Values
CAcmac 8 Table 39
Cemac 8 Table 25
KTcmac Variable See 5.8.5
SlZcmac 16 0...65535

© ISO/IEC 2023 - All rights reserved Rec. ITU-T T.807 (02/2023)
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Table 39 — Cipher-based authentication method (Ccmac)

Values Method
0 CBC-MAC MAC Algorithm 1 (ISO/IEC 9797-1)
1 CBC-MAC MAC Algorithm 2 (ISO/IEC 9797-1)
2 CBC-MAC MAC Algorithm 3 (ISO/IEC 9797-1)
3 CBC-MAC MAC Algorithm 4 (ISO/IEC 9797-1)
All other values are reserved for ITU-T | ISO use

5.8.3.3 Digital signature template (Pauth for digital signatures)

The digital signature is used to communicate to the verifier how to verify the authenticity of received codestream, as well
as verifying the identity of the sender for both identity and non-repudiation purposes. Figure 30 defines its template and

Table 40

The digitg
in5.11. T

Lioiailo 1
oLS 1T vAalutTo.

I signatures are specified using the tool's granularity field (G) described in 5.10 and value list field (V)
he size of the digital signatures value specified in the value list V shall be set to accommaodate the si

described
re defined

xtra MSB

certificate

by S1Zps.|Because the value list size is represented by bytes rather than bits, its size should be the minimum pumber of
bytes that|can accommodate SIZps. Each value should be represented with the least significant hits, and the e
bits shall pe set to 0.
T
S| EV/KTps// Slzps
T.807_F30
Figure 30 — Digital signature template.syntax
Mpsi: Digital signature method.
Hps: Hash function.
KTos: Key template (see 5.8.5). It holds alkthe information related to the public key or the
required to verify the digital signature.
SlZps: Size of digital signature (bits):
Table 40 ~Digital signature template values
Parameter Size (bits) Values
Mobs 8 Table 41
Hbs 8 Table 37
KTbs Variable See 5.85
SlZbs 16 0 ... 65535
Table 41 — Digital signature methods (Mps)
Values Method
1 RSA (IQ(’\IIC{‘ 14888 '))
2 Rabin (ISO/IEC 14888-2)
3 DSA (ISO/IEC 14888-3)
4 ECDSA (ISO/IEC 14888-3)
All other values are reserved for ITU-T | ISO use
5.8.4 Hash template (T = Thash, if Ttype = 0 and ID = 3)

The hash template, Tresh as shown in Figure 31, is used to communicate the parameters used to compute the hash.
Table 42 shows the sizes and values of the symbols and parameters for hash template.

Note that in contrast to the hash-based authentication template discussed in 5.8.3.1 which involves the use of a hash and
a secret key, this hash template does not use a key. While this hash template can be used to detect an accidental error or
accidental change to the data, it does not prevent malicious alteration of the data. In order to prevent malicious alteration

32
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of the data an authentication template should be used, since the secret key used by the authentication template prevents
the data from being altered without being discovered.

The hash values are specified using the tool's granularity field (G) described in 5.10 and value list field (V) described in
5.11. The size of the hash value specified in the value list V shall be set to the hash value size defined by SIZnash.

Hhash
S lzhash

T.807(23)_|

-
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Figure 31 — Hash template syntax

Hhash:  Hash function identifier.
SlZnash:  Size of hash value (bytes).

Table 42 — Hash template parameter values

Parameter Size (bits) Values
Hrash 8 Table 37
Sl Zhash 8 0..255

5.8.5 Key information template (KT)

The key ipformation template is used to communicate key information. Figure 32 defines its template and Taljle 43 lists
the valueg.

\
LKyr Gyr Wit

7,

T.807(23)_F32

KID,,

Figure 32 — Key information template syntax

LKkr: Length of key in bits.

KIDkr: Key information identifierl/It indicates the meaning of the values in the value list Mkr. In the
decryption template, this-value should be set to 2 (URI to retrieve the secret key). In the case of
digital signature, thevalue of this field is free.

Gkr: Granularity fielddoe represent the granularity with which the key information changes.
Vkr: Value list fieldto represent the changing list of key information.

Note that|in the case of a secret.Key (decryption template), the public key and certificate have no meanings: the key
template ghould hold some information on the location of the key (e.g., URI).

The key information can ke represented with one or more values using the tool's granularity field (Gkr) described in 5.10
and valuelist field (M) described in 5.11. The two fields (Gkr and Vkr) together determine how the key values in the
value list [Vkr) arelapplied to the protected image data, as described in 5.10 and 5.11.

The key information in the value list can take one the forms specified in Table 44. If KIDkr = 1, then each value is
specified with the ITU-T X.509 certificate template described in 5.8.5.1. If KIDkt = 2, then each value is spedified with
a URI forthetertificate or Secret Key.

Table 43 — Key template values

Parameter Size (bits) Values
LKkt 16 1...65535
KIDkr 8 Table 44

Gkr 24 See 5.10
Vkr Variable See5.11
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Table 44 — Key information identifier values (KID«kr)

Values Key information identifier
0 Reserved
1 ITU-T X.509 certificate (ISO/IEC 9594-8)
2 URI for certificate or secret key
All other values are reserved for ITU-T | ISO use

ITU-T X.509 certificate template

The ITU-T X.509 certificate template is shown in Figure 33 and Table 45 lists the values.

l

5
o [ICER L /CER
[Sa]

T T

T.807(23)_F33

Figure 33 — ITU-T X.509 certificate syntax

ERkr: Encoding rule for ITU-T X.509 certificate.
LCERkT: Length of ITU-T X.509 certificate (CERkT) in bytes.
CERkr: ITU-T X.509 certificate.

Table 45 — ITU-T X.509 certificate values (Klk if KIDkT = 2)

Parameter Size (bits) Values
ERkT 8 0 ... 255 (see Table 46)
LCERkr 16 1...65535
CERkr Variable -

Table 46 — Encoding rule values (ER«kr)

Values Encoding rule identifier
0 Reserved
1 DER (RFC 3217)
2 BER (RFC 3394)
All other values are reserved for ITU-T | ISO use

s applied.
main and

59 Processing domain/syntax (PD)
The procgssing domainssyntax, as shown in Figure 34, is used to indicate on which domain the JPSEC tool
The possible domairsinclude pixel domain, wavelet coefficient domain, quantized wavelet coefficient dg
codestream domain:
A
P / F. 4 /
/ / /
T.807(23)_F34
Figure 34 — Processing domain syntax
PD: Processing domain. This field uses the FBAS structure.
Fep: Processing domain field to provide further detailed information about the processing domain.
This field uses the FBAS structure.
34
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Table 47 — Processing domain parameters

Parameter Size (bits) Values
PD Variable (FBAS) See Table 48
In wavelet coefficient domain and quantized
Frp Variable (FBAS) wavelet coefficient domain, see Table 49.
In codestream domain, see Table 50.

Table 48 — Processing Domain (PD) parameter values

Fﬂ%ﬁsbs;t Values Semantics

1 1 Pixel domain. Protection method is applied on image pixels.
0 Otherwise

2 1 Wavelet coefficient domain. Protection method is applied on wavelet coeffieiefits}|
0 Otherwise

3 1 Quantized wavelet coefficient domain: Protection method applied on quantized wavelet cpefficient
0 Otherwise

4 1 Codestream domain: Protection method is applied on codestream genierated from arithmetic coder.
0 Otherwise

Note that the field PD shall have one and only bit set to 1, because each JPSEC toal, is"applicable to one domain only.

In image pixel domain, wavelet coefficient domain and quantized wavelet cogfficient domain, the two-dimendional data
transformed to one-dimensional in order to apply the security-tools. This transformation shall b¢ done by

has to be
scanning

he two-dimensional image data in the raster-scan order.

Table 49 — Processing domain field (Frb) parameter values in wavelet
coefficient domain and quantized.wavelet coefficient domain

RBAS bit number Value Semantics
1 0 Protection method is applied on sign bit
1 Protection method is applied on most significant bit
Table 50 — Processing domain field (Fpp) parameter values in codestream domain
RBAS bit number Value Semantics
1 0 Protection method is applied on both packet header and packet bodyj
1 Protection method is applied on packet body only
The field (Fep) is used to provide further information on processing domain. With different value of PD, this field (Fep)

has differ
bit of Fpp
bit of Fep

bnt semantics. For instance, in wavelet coefficient domain and quantized wavelet coefficient domain, the first
is usedto indicate whether the JPSEC tool is applied on the most significant bit. In codestream domaip, the first
isased to indicate whether the JPSEC tool is applied on packet body only or both packet header angl body; in

the pixel domdin, this field (Fpp) is reserved.

5.10

Granularity syntax (G)

Granularity is used to indicate the unit of protection for each protection method. Table 53 defines possible granularities.

Figure 35

shows the granularity syntax.

© ISO/IEC 2023 - All rights reserved
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Figure 35 — Granularity syntax
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PO: Processing order.
GL: Granularity level.

Table 51 — Granularity parameter values (G)

Parameter Size (bits) Values
PO 16 See Table 52
GL 8 See Table 53

Table 52 — Processing order values (PO)

Values o S
MSB  LSB R At
D 000 000 000 000 000 Order specified by Zone of Influence image-related parameters
1 000 000 000 000 000 Order specified by Zone of Influence non-image-related bitstream parameters
1 000 000 000 000 001 Order specified by Zone of Influence non-image-related packet parameters
D 000 001 010 011 100 Tile-resolution-layer-component-precinct
D 000 011 100 001 010 Tile-component-precinct-resolution-layer
D 000 010 001 011 100 Tile-layer-resolution-component-precinct
D 000 100 011 001 010 Tile-precinct-component-resolutien-layer
D 000 001 100 011 100 Tile-resolution-precinct-compaonent-layer
All other values are reserved
Table 53 — Granularity levelvalues (GL)
M;/;IueLsSB Granularity
0000 0000 Tile
0000 0001 Tile-part
0000 0010 Component
0000 0011 Resolution level
0000 0100 Layer
0000 0101 Precinct
0000 0110 Packet
0000 0111 Sub-band
0000 1000 Code-block
00001001 Total area identified in ZOlI
1000 0000 Item identified in non-image-related ZOI
1000 0001 Zone identified in non-image-related ZOI
All other values are reserved
In order t r i ified i r

511 Value list syntax (V)

The Value list field, as shown in Figure 36, is used to specify values that change as the tool is applied and the granularity
with which it changes. This is used to signal changing values such as keys, initialization vectors, MAC values, digital
signatures, and hash values. The Value List field first specifies the number of values in the list and the size of each value.
It then lists the values themselves.

As discussed in 5.6.2, for JPSEC normative tools the Value list field represents a different parameter for each template.
For the decryption template, it represents the initialization vectors IVy or 1V depending on whether a block cipher or
stream cipher is used. For the authentication template, it represents the MAC value VALwac for hash-based and cipher-
based authentication. For the digital signature template, it represents the digital signature SIGps. For the hash template, it
represents the hash value HVhash. Some usages of the templates do not require values to be specified, e.g., not all
decryption modes use initialization vectors. In these cases, the Value list field should set N and Sy equal to zero so that
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the value list VL has no elements. If only a single value needs to be specified, e.g., if a single key is used throughout the
image, then Ny will be set to one so that a single value is contained in the value list.

7
Ny Sy 7, /\//L// /
7

T.807(23)_F36
Figure 36 — Value list field syntax

Nv: Number of values in the value list VL, If Ny = 0, then the field terminates. This
RBAS structure.

Sv: Size of each value in the value list VL in bytes. This field uses RBAS structure.

VL List of values

field uses

5.12

The ZOI1,
progress

codestrea
in its enti
the other |
the proted
correspon|
be illustral
of compo
Zone of I
re-orderin
Level (GIl

Table 54 — Value list field (V) parameter values

Parameter Size (bits) Values
Nv 16 + 8 * n (RBAS) 0... (215470 1)
Sv 8 + 8 *n (RBAS) 0..(2™7%)
VL 0,ifNV=0 , NIA
Nv * Sv, otherwise Deterniined by template

Relationships among ZOlI, Granularity (G) and Value List{VL)

PO and GL are used together to ensure the unique behaviour of‘the applied JPSEC tool(s), regard]
brder of the JPEG 2000 codestream. In other words, the\resulted signature, MAC values and

m are independent of the progressive order of the JPEG 2000 ¢odestream. The Zone of Influence (ZOI
ety, the part of the JPEG 2000 codestream to be protected by the JPSEC tool; The Processing Orde
jand, specifies the order in which the JPSEC tool pro¢esses the codestream; the Granularity Level (GL
tion units containing contiguous byte sequence'dn the re-ordered codestream. Finally, each protg
ds to a value in the Value List (VL), in the orderthey appear in the re-ordered codestream. The relatig
ted by one example, where the JPEG 2000 codestream has 1 tile, 3 resolution levels and 3 layers, and tl
hents and precincts are not important. The“progressive order is RLCP in original JPEG 2000 codes
nfluence is resolution 0 and 1, and the-Processing Order (PO) is TRLCP. Figure 37 and Figure 38 ill

) is resolution and layer, respectively.
JPEG 2000 Re-ordered .
codestream codestream Value List (VL)

ROLO) |———  ROLO 3 Value0

ess of the
encrypted
specifies,
" (PO), on
specifies
ction unit
nship can
e number
ream, the
istrate the

g of the codestream and the mapping from each protection unit to the Value List (VL), when the Granularity

ROL1 , RO L1 :r—b Value 1
RO L2 E-““lii_l:()““;i—P Value 2
RILO  RILL s Value3
RIL1 f____ﬁfd___1—> Value 4

RIL2 |——» R2LI ——»  Values
R2 L0 T.807(23)_F37

R2L1
R2 L2

Figure 37 — Granularity Level (GL) is resolution
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JPEG 2000 Re-ordered .
“odestream codestream Value List (VL)
ROLO f——»  ROLO
e - Value 0
ROLI i ROLL i
RO L2 . RILO |
e - Value 1
RI1LO . RILL |
e m————— -l
RILI \ R2LO
S - Value 2
RIL2 |———» R2LI |
R0 | T T.807(23)_F38
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Figure 38 — Granularity Level (GL) is layer

— The re-ordered codestream is only used to generate the values in Value List (VL). The final JRSEC codestream will have

e progressive order as the original JPEG 2000 codestream.

In-codestream security marker (INSEC)

Hestream security marker (INSEC) provides an additional means to trapsmit security information. It
bd in conjunction with the SEC security marker. Specifically, it isTused in conjunction with a JP
tool.

isely, the SEC marker is present in the main header and gives@verall information about the JPSEC tog

the image. The INSEC marker is present in the bitsiream data itself and gives additional or §
s for the JPSEC non-normative tool identified by the tool\instance index parameter. Therefore, the tog
he INSEC marker shall correspond to one of the tool.instance index in the main header.

C marker segment can be placed in the bitstream.data. It uses the fact that the arithmetic decoder in J
ing bytes from the bitstream when it encounters'a termination marker (i.e., two bytes with a value g

mation carried in the INSEC marker segment is relevant for the preceding or following secured cod
ner INSEC marker is found.

s optional
SEC non-

Is applied
Iternative
| instance

PEG 2000
eater than

eblock(s),

inclusion of INSEC markers results in a file that does not necessarily comply with the JPEG 2000 Cgre coding

ote that some decoders can‘have difficulty in handling a marker in the middle of a packet. Insertion
acket will invalidate the.length of the packet as indicated in the packet header. Also, there can be i
n and INSEC markers-due to:

)  lack of marker emulation restrictions on the encryption; and/or
b) inability.to\locate the marker itself in the presence of encryption.

X of the INSEC marker is defined in Figure 39.

anywhere
sues with

\ l s /
INSEC | Locee 'i/ R Kp/

38
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Figure 39 — In-codestream security marker syntax

INSEC: Marker code. Table 55 shows the sizes and values of the symbols and parameters for

in-codestream security marker segment.

Linsec:  Length of marker segment in bytes (not including the marker). Note that the INSEC marker

segment should be byte-aligned.

i: Tool instance index corresponding to one of the tool instance index parameters in the
SEC marker segment and therefore identifying the instance of the JPSEC tool this INSEC marker

is referring to. This field uses the RBAS structure.
R: Relevance zone for the INSEC information. This field uses the FBAS structure.
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AP: Additional or alternative parameters for protection method. The encoder should always make
sure that the encoder does not emulate a marker in this parameter.

Table 55 — In-codestream security parameter values (INSEC)

Parameter Size (bits) Values
INSEC 16 OxFF94
Linsec 16 2..(2%-1)
i 8 +8 *n (RBAS) 0..(2""-1)
R Variable (FBAS) See Table 56
AP Variable Defined by user defined
application.

Table 56 — Relevance zone values (R)

FBAS bit number Values Relevance zone
0 0 Preceding code-blacks
1 Following code-blocks

Because INSEC is used in conjunction with JPSEC non-normative tools, the format of the additional or glternative
parameters is defined by the tool itself which is identified by the tool ID. Specifically, JPSEC non-normativg tools are
defined by private JPSEC applications. Thus, the definition of these tools should jnclude the INSEC usage if it if allowed.
6 Normative-syntax usage examples (informative)
6.1 ZOl examples
6.1.1 to 6]16 contain examples that show how the Zone of Influehce syntax can be used.
In the examples, the superscripts used in Pzoi, Mzoi, and:z0i correspond to the index of the image-related and npn-image-
related itgms signalled by the BAS structure in DCzaisin the order they appear within the DCzoi.
6.1.1 Example 1
This clauge shows the example that resolution-levels more than 3 in the image region whose upper-Ileft corngr is (100,
120) and |ower-right (180, 210) are influghced. In this example, 9 bytes are necessary.
Table 57 — ZOl in example 1
Size Value . .
Pairameter (bits) (in order) Derived meaning
NZzoi 8 (RBAS)| 1 Number of Zones is one
Zone® | [DCzoi 1 Ob The byte aligned segment does not follow
1 Ob Image related description class
6 101000y Image regions and resolution levels are specified in order
Pzoit | Mzoit |1 Op The byte aligned segment does not follow
1 (1 The specified zones are influenced by the JPSEC tool
1 Ob Single item is specified
2 00p Rectangle mode
2 00p 1zoi uses 8-bit integer
1 1y 1zoi is described in two dimensions
1zoit 8 0110 0100n Xul is 100
8 011110005 | Yulis 120
8 10110100 | Xlris 180
8 11010010 | Ylris 210
Pzoi® | Mzoi® |1 Op The byte aligned segment does not follow
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Table 57 — ZOl in example 1

Parameter Si.ze _Value Derived meaning
(bits) (in order)
1 1p The complement of the specified zones is influenced by the JPSEC tool
1 Ob Single item is specified
2 11p Max mode
2 00p 1zoi uses 8-bit integer
1 Ob 1zoi is described in one dimension
1zoi® 8 0000 0010p | Resolution levels < 2 are specified. (i.e., Resolution levels > 3 are specified
with Max mode and complement switch.)
6.1.2 Example 2
This clauge shows the example that the code-blocks whose upper-left corner's index is 5 and lower-right cernerf's index is
10 in the $ub-band 1, in the resolution level 0 are influenced. In this example, 10 bytes are necessary?
Table 58 — ZOI in example 2
Parameter Size (bits)| . Value Derived meaning
(in order)
NZzoi 8 (RBAS)| 1 Number of Zones is one
Zone® |[DCzoit 1 1p The byte aligned segment follows
1 Ob Image related descriptiomclass
6 001000p Resolution levels areéspecified
DCzoi? 1 Ob The byte aligned’segment does not follow
1 Ob Image related\description class
6 001100p Sub-bapds‘and code-blocks are specified
Pzoi® | Mzoi® | 1 Op Thedyte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 Ob Single item is specified
2 10 Index mode
2 00p 1z0i uses 8-bit integer
1 On 1zoi is described in one dimension
Izoi® 8 0000 0000» | Resolution level index is O
Pzoi® | Mzoi® | 1 Op The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 0o Single item is specified
2 10 Index mode
2 00p 1zoi uses 8-bit integer
1 Ob 1zoi is described in one dimension
Izoi® 8 0000 0001p | Sub-band 1 is specified
Pzoi® | Mzoi® | 1 Ob The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 Ob Single item is specified
2 00p Rectangle mode
2 00p 1z0i uses 8-bit integer
1 Ob 1zoi is described in one dimension
1zoi® 8 0000 0101p | Code-block index for the upper-left corner is 5
8 0000 1010p | Code-block index for the lower-right corner is 10
40 Rec. ITU-T T.807 (02/2023) © ISO/IEC 2023 - All rights reserved


https://iecnorm.com/api/?name=699639ceaa6c07560a6f8a5256544740

6.1.3 Example 3

ISO/IEC 15444-8:2023 (E)

This clause shows the example that the data segments from bytes 10 to 100 and from bytes 10000 to 12000 are influenced.

In this example, 12 bytes are necessary.

Table 59 — ZOl in example 3

Parameter Size (bits) Value (in order) Derived meaning
NZzoi 8(RBAS) | 1 Number of Zones is one
Zone® | DCzoi 1 Ob The byte aligned segment does not follow
1 1p Non-image related description class
6 010000p Byte ranges after the SOD marker are specified
Pzoi? | Mzoi® |1 Op The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 1p Multiple items are specified
2 01p Range mode
2 01p 1zoi uses 16-bit integer
1 Ob 1zoi is described in one dimension
Nzoi? | 8 0000 0010p Number of data segments is 2
Izoi?t | 16 0000 0000, 0000 1010y | Starting byte location is 10th (bytes)
16 0000 000050110 01006 | Ending byte location is200th (bytes)
Izoi?t | 16 0010 011150001 0000 | Starting byte location.is 10000th (bytes)
16 0010 111051110 0000y | Ending byte location is 12000th (bytes)
6.1.4 Example 4

This clauge shows the example that resolution level 0 is influenced'and that the byte segments 10 through 100 ¢

to the data for resolution level 0. In this example, 10 bytes are necessary.

Table 60— ZOI in example 4

prrespond

Parameter Size (bits) Value (in‘order) Derived meaning

NZzoi 8 (RBAS) | 1 Number of Zones is one

Zone® | [DCzoit 1 1p The byte aligned segment follows
1 O Image related description class
6 001000p Resolution levels are specified in order

DCzoi? 1 0o The byte aligned segment does not follow
1 1p Non-image related description class
6 010000p Byte ranges are specified
Pzoil | Mzoit | 1 Op The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 Ob Single item is specified
2 10, Index made
2 00p 1zoi uses 8-bit integer
1 Ob 1zoi is described in one dimension
Izoit 8 0000 0000 Resolution level is 0

Zone® | Pzoi? | Mzoi? |1 Op The byte aligned segment does not follow
1 (I The specified zones are influenced by the JPSEC tool
1 Ob Single items specified
2 01p Range mode
2 01pb 1zoi uses 16-bit integer
1 Ob 1zoi is described in one dimension

Izoit 16 0000 0000 0000 1010p | Starting byte location is 10th (bytes)

16 0000 0000 0110 0100 | Ending byte location is 100th (bytes)
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6.1.5 Example 5

This clause shows the example that resolution levels more than 3 in the tiles whose upper-left tile index is 0 and
lower-right tile index is 5, and layers equal to or less than 5 in the tiles whose upper-left tile index is 10 and lower-right
tile index is 15 are influenced. In this example, 13 bytes are necessary.

Table 61 — ZOl in example 5

Parameter Size (bits) (ir:/c?llfgtt:r) Derived meaning
NZzoi 8 (RBAS) | 2 Number of Zones is two
Zone® | DCzoi 1 Ob The byte aligned segment does not follow
1 (I Image related description class
§ 01 10000 Tiles and resolution levels are specified in order
Pzoi?> | Mzoi? | 1 Ob The byte aligned segment does not follow
1 (I The specified zones are influenced by the JPSEC tool
1 Ob Single item is specified
2 00p Rectangle mode
2 005 1zoi uses 8-bit integer
1 Ob 1zoi is described in one dimension
Izoi? 8 0000 00005 Upper-left tile index is 0
8 0000 01015 Lower-right tile index is 5
Pzoi® | Mzoi® | 1 Op The byte aligned segment'daes not follow
1 1b The complement of the.specified zones is influenced by the JASEC tool
1 Ob Single item is spetified
2 11p Max mode
2 00p 1zoi uses 8-bit integer
1 Ob 1zoi is described in one dimension
Izoi® 8 0000 0010p Resolution levels < 2 are specified. (i.e., Resolution level§ > 3 are
specified with Max mode and complement switch.)
Zone! | [DCzoi 1 Ob The byte aligned segment does not follow
1 Ob Image related description class
6 010100p Tiles and layers are specified in order
Pzoi? | Mzoi? |1 05 The byte aligned segment does not follow
1 Os The specified zones are influenced by the JPSEC tool
1 Ob Single item is specified
2 00p Rectangle mode
2 00p 1zoi uses 8-bit integer
1 Ob 1zoi is described in one dimension
(zoi? 8 0000 1010p Upper-left tile index is 10
8 0000 1111p Lower-right tile index is 15
Pzoi*, | Mzoi* | 1 Op The byte aligned segment does not follow
T O3 TTE Specitied Zones are influenced by the JPSEC tool
1 (I Single item is specified
2 11p Max mode
2 00p 1zoi uses 8-bit integer
1 Ob 1zoi is described in one dimension
Izoi* 8 0000 0101p layers < 5 are specified with Max mode

6.1.6 Example 6

This clause shows the example that the header segment from bytes 10 to 100 is influenced. In this example, 8 bytes are
necessary.
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Table 62 — ZOl in example 6
Parameter Size (bits) Value (in order) Derived meaning
NZzoi 8 (RBAS) | 1 Number of Zones is one
Zone® | DCzoi 1 Ob The byte aligned segment does not follow
1 1p Non-image related description class
6 001000n Byte ranges after the SEC marker are specified
Pzoi® | Mzoi® |1 Ob The byte aligned segment does not follow
1 (I The specified zones are influenced by the JPSEC tool
1 () Single item is specified
2 01p Range mode
2 01p 1zoi uses 16-bit integer
1 () 1zoi is described in one dimension
Izoi® 16 0000 0000 0000 1010, | Starting byte location is 10th (bytes)
16 0000 0000 0110 0100 | Ending byte location is 100th (bytes)
6.2 Key information template examples
6.2.1 Example 1
Table 63 phows the example that a single secret key (128 bits) is used to decrypt a‘eGdestream, where the segret key is
identified|using URI and retrieved from the key server based on URI in the decryption stage.
Table 63 — Key information in example 1
Parameter Size (bits) Value Derived meaning
LKk 16 128 Length ef\key is 128 bits
KIDkr 8 2 URI farsecret key is identified
Gkr PO 16 000 001 010 011 100 Op | Pregessing order is tile-resolution-layer-component-precinct
GL 8 0000 1001b Unit of protection is the total area identified in ZOl
Vkr Nv 16 (RBAS) | 1 Number of values in the value list V is 1
Sv 8 (RBAS) | 19 Length of key information is 19 bytes
V1 152 https://server/file Secret key can be retrieved from https://server/file
6.2.2 Example 2
Table 64 $hows the example that an ITU-T X.509 certificate is used to authenticate a codestream, where the ITY-T X.509
certificate is embedded into Kdky'with encoding method DER.
Table 64 — Key information in example 2
Harameter: Size (bits) Value Derived meaning
LKk 16 1024 Length of key is 1024 bits
KIDkr 8 2 ITU-T X.509 certificate is identified
Gk PO 16 000 001 010 011 100 Op | Processing order is tile-resolution-layer-component-precinct
GL 8 0000 1001p Unit of protection is total area identified in ZOI
Vkr Nv 16 1 Number of values in the value list V is 1
(RBAS)
Sv 8 (RBAS) | Variable Length of ITU-T X.509 certificate
AV 1 ERkT 8 1 ITU-T X.509 certificate is encoded with encoding method
DER
LCERkr | 16 Variable Length of CERkr
CERkr | Variable | Certificate value Certificate with 1024-bit public key is embedded
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6.2.3 Example 3

Table 65 shows that a single public key is used to authenticate a codestream, where the public key is embedded into Klkr.

Table 65 — Key information in example 3

Parameter Size (bits) Value Derived meaning

LKk 16 1024 Length of key is 1024 bits

KIDkr 8 1 Public key is identified

Gkr PO 16 000 001 010 011 100 Op | Processing order is tile-resolution-layer-component-precinct
GL 8 0000 1001p Unit of protection is total area identified in ZOI

Vkr Nv 16 (RBAS) | 1 Number of values in the value list V is 1
Sy 8(RBAS) | 256 Length-of publickey-is 256 bytes
V1 2048 Public key value Public key is embedded

6.2.4 Example 4

Table 66 [shows that multiple secret keys are used to decrypt a codestream, where different secfet keys arg¢ used for
different fayers.

Table 66 — Key information in example 4

Parameter Size (bits) Value Derived meaning

LKkt 16 128 Length of key is 128 bits

KIDkr 8 3 URI for secret key is identified

Gkr PO 16 000 001 010 011 1000s | Processing order-istile-resolution-layer-component-precinct
GL 8 0000 01005 Unit of proteCtion’is layer

Vkr Nv 16 (RBAS) | 3 Number ofwalues in the value list V is 3
Sv 8 (RBAS) | 16 Length of each Vn is 16 bytes
V1 128 https://server/1 Secret key for the 1st layer can be retrieved from https://server/1
V2 128 https://server/2 Secret key for the 2nd layer can be retrieved from https://servegr/2
V3 128 https://server/3 Secret key for the 3rd layer can be retrieved from https://servel/3
V4 128 https://server/4 Secret key for the 4th layer can be retrieved from https://servef/4

6.3 JPSEC normative tool examples

The examples in 6.3.1 and 6.3.2 describe how the ZOI and key templates can be used to perform basic securitly services
such as ercryption and authentication on a JPEG 2000 coded image.

6.3.1 Example 1

An image|is coded with JPEG 2000 and has three resolutions. In this example the first resolution is not encrypted in order
to providg preview.capability, and the second and third resolutions are encrypted with keys k1 and k2, respect{vely. The
input image in(this case is coded in RLCP progression order, and has 1 tile, 3 resolutions, 3 layers, Nc compohents, and
Np precincts\(the number of components and precincts is not significant in this specific example). Encryption is performed

1 i D Aoauthal it =P H Lce kb taovek ot L N\ Lo learnilecO-t ot [t 1 P 1
USIng AEu - oat-Wwitnott puuulng \uolng Clpllcr TCAT Stcunng}, uSlng LA\"3 A8 \\v i av) \:i"mi"y pl. Fesotator—aha USIng key

k2 to encrypt resolution 2, and resolution 0 is left unencrypted.

JPSEC signals how a JPSEC consumer should decrypt the JPSEC codestream. First, the tool template ID for the
decryption template is signalled. Two ZOls are specified for resolution 1 and its corresponding byte range B0-B1, and
for resolution 2 and its corresponding byte range B2-B3. The decryption template parameters identify that AES encryption
is applied without padding (using cipher-text stealing). The keying information and the fact that different keys are applied
to different resolutions are signalled with the key information parameters. Specifically, the key granularity is specified as
resolution so each resolution has a different key, where the processing order is signalled as TRLCP. The key information
for each resolution is contained in the value list of keys. The encryption is performed on the codestream, encrypting both
the packet headers and packet bodies. The encryption granularity is resolution, where the processing is performed in
TRLCP ordering which is the same ordering as the original codestream. Since the two resolutions are encrypted
separately, two initialization vectors (1Vs) are required, and these are contained in the value list.
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Note that packet's cipher text results are specified by the processing order and therefore are independent of input
codestream'’s progression order; however, the placement of the encrypted packets in the output codestream follow the

ordering of the input codestream packets.

Table 67 — SEC marker segment for example 1

Parameter Size (bits) Values Meaning
SEC 16 OxFF65 SEC marker
Lsec 16 (RBAS) | 0x82 Length of SEC marker segment is 130 bytes
Zsec 8(RBAS) |0 Index of this SEC marker segment
Psec Fesec 1 Ob The FBAS structure does not follow
Finsec 1 Ob INSEC is not used
Frunisec | 1 (03 One SEC marker segment Is used
Finod 2 00 Original JPEG 2000 data was modified
Frrice | 1 Ob TRLCP tag usage is not defined in Psec
Frrice 3 000y
Ntools 8 (RBAS) | 0000001 Number of security tool is one
Imax 8 (RBAS) | 0000000n Maximum tool instance index is zero
t 8 (FBAS) |0 JPSEC normative tool
i 8(RBAS) |0 Tool instance index
1Dt 8 1 Decryption template
Lzoi 16 (RBAS) | 0x17 Length of ZOlI is 23 bytes
ZOl 184 See Table 68 | Zone of Influence for this tool
Lrip 16 (RBAS) | 0x5e Length of Pip is 94/bytes
Pip 752 See Table 69 | Parameters forthis technology
Table 68 ~Z0OI example
Parameter Size (bits) . Value Derived meaning
(in order)
NZzoi 8 (RBAS) |2 Number of Zones is one
Zone® |[DCzott 1 1y The byte aligned segment follows
1 b Image related description class
6 0010005 Resolution is specified
DCzoi? 1 0o The byte aligned segment does not follow
1 1o Non-image related description class
6 0100005 Byte ranges after the SOD marker are specified
Pzoi%! | MzZoi-" | 1 Ob The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 Ob Single item is specified
2 100 Index mode
2 005 1zoi uses 8-bit integer
1 Ob 1zoi is described in one dimension
Izoi 8 0000 0001, | Resolution 1 is specified
Pz0i%? | Mzoi? | 1 Ob The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 Op Single item is specified
2 01p Range mode
2 01p 1zoi uses 16-bit integer
1 Op 1zoi is described in one dimension
Izoi?t | 16 0x31CcC Starting byte location is 12748 (bytes). (B0)
16 OxA3ES8 Ending byte location is 41960 (bytes). (B1)
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Table 68 — ZOI example

Parameter Size (bits) (ir:/c?llfgtt:r) Derived meaning
Zone! | DCzott 1 1p The byte aligned segment follows
1 Ob Image related description class
6 0010005 Resolution is specified
DCzoi? 1 Ob The byte aligned segment does not follow
1 1p Non-image related description class
6 0100005 Byte ranges after the SOD marker are specified
Pzoi®! | Mzoit | 1 Ob The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
T Ob Single T1iem IS Specified
2 100 Index mode
2 005 1zoi uses 8-bit integer
1 Ob 1zoi is described in one dimension
Izoit 8 0000 0010p | Resolution 2 is specified
Pz0i%? | Mzoi? | 1 Ob The byte aligned segment does not follow;
1 Ob The specified zones are influenced by the'JPSEC tool
1 Ob2 Single item is specified
2 01p Range mode
2 10p 1zoi uses 32-bit integer
1 Ob 1zoi is described in one.dimension
1zoi? 32 OxA3EE Starting byte location is 41966 (bytes). (B2)
32 0x21101 Ending byte logation is 135425 (bytes). (B3)
Table 69 —Rio example
Parameter Size (bits) Values Meaning
Tio 432 See Table 70 Decryption templates
PD 8 (FBAS) | Op The byte aligned segment does not follow
Ob Pixel domain is not used
Ob Wavelet coefficient domain is not used
Ob Quantized wavelet coefficient domain is not used
Ip Codestream domain is used
000p Reserved for ITU-T | ISO use
Frp 8 (FBAS).™| Ob The FBAS byte does not follow
1b Only packet body is encrypted
000000n Reserved for ITU-T | ISO use
G PO 16 000 001 010 011 100 Op | Processing order is tile-resolution-layer-component-precinct
GL 8 0000 0011b Unit of protection is resolution level
\Y Nv 16 (RBAS) | 2 Number of values in the value list V is 2
Sv 8 (RBAS) | 16 Length of each Vn is 16 bytes
Vi 128 1O Initialization vector value for R1
V2 128 V1 Initialization vector value for R2
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Table 70 — Decryption template example

Parameter Size Value (in order) Derived meaning
MEdecry 8 0 Marker emulation has occurred
CTdecry 16 0001p Block cipher (AES)
CPdecry | Moc 6 100000y CBC mode. Bits are not padded
Pbc 2 005 Ciphertext stealing
Sl Zc 8 16 Block size (16 bytes, 128 bits)
KThe 392 See Table 71 Key template

Table 71 — Key template example

Paranfeter Size (bits) Value Derived meaning
LKk 16 128 Length of key is 128 bits
KIDkr 8 2 URI for secret key
Gk PO 16 0000 001 010 011 100p| Processing order is tile-resolution-layer-component-precinct
GL 8 0000 00115 Unit of protection is resolution level
Vkr Nv 32 (RBAS)| 2 Number of values in the value list V is 2
Sv 8 (RBAS) | 19 Length of each Vn is 19 bytes
V1 152 https://server/keyl Secret key for resolution level 1.¢an be retrieved from https://server/keyl
V2 152 https://server/key2 Secret key for resolution level 2)can be retrieved from https://sprver/key?2
6.3.2 Example 2
In this cage, authentication is applied to the same JPEG 2000 coded infage as above. In this example all three rgsolutions

and three
there are

MAC vallies per resolution. Thus, there will be a total of nine.MAC values for the entire JPSEC image. Specif
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*  Resolution 0 has MAC values M0, M1, M2.(one for each layer) using keyO
*  Resolution 1 has MAC values M3, M4, M5 (one for each layer) using keyl
*  Resolution 2 has MAC values M6, M%7, M8 (one for each layer) using key2

n the prior example, the input image Is coded in RLCP progression order, and has 1 tile, 3 resolutions
nents, and Np precincts (thenumber of components and precincts is not important in this specific
ation is performed using HMAC with SHA-1.

nals how a JPSEC consumer can verify or authenticate the JPSEC protected content. First, the tool te
thentication template/is signalled. Then the ZOI is used to signal that there are three resolution
byte ranges for each resolution. The authentication template parameters signal that HMAC is app
he key informiation template provides information about the keys including that the key granularity is
ying the information for each of the three keys in the value list for the keys. The processing d
tion is.speeified as the codestream including packet headers. The tool granularity for authentication i
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ey. Since
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Note that the use of processing order in the granularity field ensures that the same MAC values would result independent

of the cod

estream's progression order.

Note that while this example demonstrated the use of MACs, the same approach can be used to signal the use of multiple

digital sig

natures.
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Table 72 — The SEC marker segment

Parameter Size (bits) (ir}/::l(;zr) Derived meaning
SEC 16 OxFF65 SEC Marker
Lsec 16 0x0099 Length of SEC marker segment
Zsec 8(RBAS) |0 Index of this SEC marker segment
Psec Frsec 1 () The FBAS structure does not follow
Finsec 1 Ob INSEC marker segment is not used
Frutisec | 1 (I Only one SEC marker segment in this codestream
Frod 1 () Original JPEG 2000 data was not modified
Frrice | 1 Ob The TRLCP tag is not used
Padding | 3 000, The TRLCP tag 1s not used
Niools 7 1 Only one tool is used in this codestream
Imax 7 0 The maximum tool instance index is 0
Tpol® |t 8(FBAS) |0 JPSEC Normative tool
i 8(RBAS) |0 Tool instance index
IDT 8 2 This normative tool uses an authentication template
Lzoi 16 (RBAS) | 0x20 Length of ZOl is 32 bytes
ZOl 256 Table 73 The covered zone of the ifmage
LriD 16 (RBAS) | 0x6¢ Length of Pip is 108 pytes
Pio 928 Table 74 Parameters for JRSEC tool
Table 73 — ZOl sighalling
Parameter (Sb'iis) (ir:/gllrgeer) Derived meaning
NZzoi 8(RBAS) |1 Number of Zones is 1
Zpne® | DCroit 1 1p The byte aligned segment follows
1 O Image related description class
6 0010005 Resolution levels are specified in order
DCzof? 1 Ov The byte aligned segment does not follow
1 1p Non-image related description class
6 0100005 Byte ranges are specified
Pzoi%! | Mzgity~| 1 Op The byte aligned segment does not follow
1 0o The specified zones are influenced by the JPSEC too
1 Ob Single item is specified
2 01p Range mode
2 005 1zoi uses 8-bit integer
1 Ob 1zoi is described in one dimension
racie 8 8 Fhe-begiingofthe+rangeis-6
8 2 The end of the range is 2
Zone® | Pzoi®? | Mzoi? |1 Ob The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 1p Multiple items specified
2 01p Range mode
2 100 1zoi uses 32-bit integer
1 Ob 1zoi is described in one dimension
Nzoi 8 (RBAS) |3 Number of Izoi is 3
1zoit 32 104 Starting byte location is 104 (bytes)
32 12762 Ending byte location is 12762 (bytes)
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Table 73 — ZOl signalling

Parameter Si_ze _Value Derived meaning
(bits) (in order)
Izo? 32 12768 Starting byte location is 12768 (bytes)
32 41980 Ending byte location is 41980 (bytes)
Izoi® 32 41986 Starting byte location is 41986 (bytes)
32 135445 Ending byte location is 135445 (bytes)
Table 74 — Pip signalling parameters
Size \alus
Parameter (bits) (in order) Derived meaning
Thuth | Mauth 8 0 Authentication methods: Hash-based
authentication
Pauth | Mumac 1 HMAC is used for authentication
Humac 8 1 SHA-1 is used for hashing
KTumac | LKkt 16 128 Length of the key in bits
KIDkr 8 3 Klkr contains the URI for the private key
Gkr | PO| 16 0000 0010 The order is tile-resolution-layer-componerft-
1001 1100p | precinct
GL |8 0000 0011p | Key granularity is resolution
Vkr | Nv | 16 (RBAS) | 3 There are 3 keys in the list
Sv | 8(RBAS) | 8 Size of each key is 8 bytes
VL | 64 Key0 The first key is key0, for resolution 0
64 Keyl The second key is key1, for resolution 1
64 Key2 The third key is key2, for resolution 2
Sl1Zumac 16 20 Size of MAC is 20
PD 8 (FBAS) )\ 0b The byte aligned segment does not follow
Ob Pixel domain is not used
0o Wavelet coefficient domain is not used
Ob Quantized wavelet coefficient domain is nt
used
1p Codestream domain is used
000p Reserved for ITU-T | ISO use
Feo 8 (FBAS) | Op The FBAS byte does not follow
0o Both packet header and body are encrypted
0000 00y Reserved for ITU-T | ISO use
G PO 16 0000 0101 The order is tile-resolution-layer-component-
0011 10005 | precinct
GL 8 0000 0100, | Tool granularity is layer
M Ny 32 (RBAS) | 9 There are 9 MACs (3 MACSs per resolution)
Sv 8 (RBAS) | 20 Size of each MAC is 20 bytes
VL 160 MO The first MAC is MO
160 M1 The second MAC is M1
160 M2 The third MAC is M2
160 M3 The fourth MAC is M3
160 M4 The fifth MAC is M4
160 M5 The sixth MAC is M5
160 M6 The seventh MAC is M6
160 M7 The eighth MAC is M7
160 M8 The ninth MAC is M8
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6.4 Distortion field examples

6.4.1 and 6.4.2 provide a few simple examples on the use of the distortion field.

6.4.1 Example 1

This example builds on the ZOI example 3 in 6.1.3 to show how distortion values can be associated with the two data
segments signalled by the ZOlI in that example. As discussed earlier, example 3 in 6.1.3 signalled two data segments: (1)
bytes 10 to 100 and (2) bytes 10000 to 12000. To associate distortion fields to these two data segments requires two steps.
First, the distortion field is signalled in DCzoi. Second, the distortion values are signalled using Pzoi?. Therefore, the only
changes to the ZOl example 3 in 6.1.3 are to set the distortion field bit in DCzoi, and to add Pzoi? (the final 9 lines in
Table 75).

Table 75 — Associating distortion field to two data segments

{extensionof Zotexample 3-Hr6-13)
Parameter Size (bits) _Value Derived meaning
(in order)
NZzoi 8 (RBAS) 1 Number of Zones is one
Zoned® DCzoi 1 Ob The byte aligned segment does not follow
1 1o Non-image related description class
6 0100015 Byte ranges after the SOD marker are specified and associated
distortion fields are specified
Pzoi? Mzoi? 1 Ob The byte aligned segment does not follow
1 Ob The specified zones @re influenced by the JPSEC tool
1 1o Multiple items aréspecified
2 01p Range mode:
2 01b Izoi usesy16-bit integer
1 Ob 1zoi is:described in one dimension
Nzoi? 8 (RBAS) 2 Number of data segments is 2
Izoi?! 16 0000  000g-Starting byte location is 10th (bytes)
0000 1010
16 0000. »,000¢ Ending byte location is 100th (bytes)
0110\01005
Zone® Pzoi? 1z0i??2 16 0010 0111 Starting byte location is 10000th (bytes)
0001 00005
16 0010 111G Ending byte location is 12000th (bytes)
1110 0000s
Pzoi® Mzoi® 1 Ob The byte aligned segment does not follow
1 0o The specified zones are influenced by the JPSEC tool
1 1o Multiple items are specified
2 10 Index mode
2 005 1z0i uses 8 bits to represent each distortion value
1 Ob 1zoi is described in one dimension
Nzoi® 8 (RBAS) 2 Number of data segments is 2
tzoit 8 Btvatte Bistortionvatue-for-the-firstsegment
120i%2 8 D2 value Distortion value for the second segment

6.4.2 Example 2

This example describes how distortion values can be associated with JPEG 2000 packets. The DCzoi specifies a range of
4 packets and the distortion field is also signalled. Pzoi® gives the range of packets and Pzoi? describes the distortion
associated with each of these packets. Notice that since Pzoi* specifies a range of length 4, and Pzoi? specifies 4 values,
each item in the range is associated with one value, e.g., each packet is associated with one distortion.
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Table 76 — Signalling a range of packets and associating distortions for each packet

Parameter Size (bits) (ir:/c?llflcji(;r) Derived meaning
NZzoi 8(RBAS) |1 Number of Zones is one
Zone® | DCzoi 1 Ob The byte aligned segment does not follow
1 1n Non-image related description class
6 1000015 Packets are specified and associated distortion fields are specified
Pzoi! | Mzoit |1 Ob The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 Ob Single item is specified
2 01p Range mode
2 00b TZOT USEs 8-DIt Integer
1 Ob 1zoi is described in one dimension
Nzoit | 8 (RBAS) |1 Number of data segments is 1
I1zoi* |8 0000 0000, | Starting packet is number O
8 0000 0011, | Ending packet is number 3
Pzoi® | Mzoi® |1 Ob The byte aligned segment does not follow:
1 Ob The specified zones are influenced by-the JPSEC tool
1 1o Multiple items are specified
2 10 Index mode
2 005 Izoi uses 8 bits to represent-gach distortion value
1 Ob 1zoi is described in one-dimension
Nzoi® | 8 (RBAS) | 4 Number of data segments is 4
Izoi®! | 8 D1 value Distortion value for the first packet
1zoi®2 | 8 D2 value Distortion value for the second packet
1zoi®3 | 8 D3 value Distortion.Value for the third packet
Izoi®* | 8 D4 value Distortion value for the fourth packet
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Annex A

Guidelines and use cases

(This annex forms an integral part of this Recommendation | International Standard.)

A class of JPSEC applications

Introduction

This clause gives a conceptual description of how a class of JPSEC applications can be implemented. This class of
application exemplifies scenarios of secure JPEG 2000 image distribution. The following clauses provide an overview of
a conceptual JPSEC application including JPSEC entities and information that are communicated between them. This
description is conceptual and neither intends to define a concrete implementation nor specify requirements for an

imp|eme tation: Qppr‘ifir‘ nlnplir‘afinnc mighf or might not include entities identified in the fnllnwing dpcr‘rilntin .
A.1.2  |Overview of a secure JPEG 2000 image distribution
Figure AL shows an overview of the class of JPSEC applications of secure JPEG 2000 image distribution. In these
applicatigns, the JPSEC application can be required to provide various security services for JPEG*2000, for| example,
confidentjality of image exchange, authentication of image source and content.
Security
ropert
propeTY Cryptographic
data manager i
Cryptographic a dCart};p tographic
data
JPSEC node
Security
property 4 Image/security
JPSEC creator » JPSEC decoder output
' JPSEC
bitstream
T.807(23)_FA1
Figure A.1 — Overview of @secure JPEG 2000 image distribution application

In the secpre JPEG 2000 image distribution application, one can identify the following steps:

Step 1: A JPSEC codéstream is created by a JPSEC creator.

Step 2: The JPSEC c¢odestream is distributed through some JPSEC node or nodes.

Step 3: The JRSEC codestream is received and rendered by a JPSEC consumer.
Step 1: JASEC codestream creation
The creatgr is intharge of creating the secure JPEG 2000 codestream. This codestream can be created from bitmap data
or from JPEG.2000 compressed data. A JPSEC creator applies various security technigues, such as encryption|signature

generation, and TCV (Integrity Check Value) generation to a given image data.

To secure the image data, the creator defines which Security Parameter Property is associated to the image. A "Security
Parameter Property" includes the following attributes:

52

Zone of Influence (coverage area of each protection method);
Processing Domain (domain to be processed by each protection method);

Granularity (unit of each protection method);
JPSEC tool identification (applied cryptographic algorithm and related parameters).
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Step 2: JPSEC codestream delivery

A JPSEC codestream can be transferred to a JP'SEC consumer either directly via a network or media (such as a CD-ROM).
It can also be transferred through a JPSEC node which can apply various types of additional processing, such as a
transcoding, to the JPSEC codestream.

When required by the JPSEC security tool methods in the Security Property Parameter of the JPSEC codestream (e.g.,
for encryption, or for authentication), the JPSEC creator shall distribute to the JPSEC consumer the corresponding
cryptographic data through an independent (‘'secret’) channel. This data, such as key or digital signature, can be managed
either manually or automatically by a cryptographic data manager.

Step 3: JPSEC codestream consumption rendering

A JPSEC codestream is subject to a JPSEC consumer process according to the applied Security Parameter property: this
implies applying the approprlate securlty technlques such as decryptlon authentlcatlon and mtegrlty check. Further, for
each JPSEGteel-seeurity-method 3 3 3 Ve aphic data.

As an oufput of the JPSEC consumer, a decrypted image data and/or security output, such as a verification result, is

produced,|

The folloyving clauses provide further detail of a conceptual JPSEC entity according to a JPSEC service. Figure A.2 shows
the legend description to be used.

/i JPSEC process —» Data flow for JPSEC D Parameterized functior
\1 JPEG 2000 process ~ =""T7"Tn > Data flow for JPEG 2000 :F““l; Optional function
NNYY . .
| Q:Q:.} Security technique €578 FA2

Figure A.2 — Legend description

—  JPSEC process: A process that uses tools defined imthis Recommendation | International Standard.

—  JPEG 2000 process: A process defined in Rec.)ITU-T T.800 | ISO/IEC 15444-1 (the JPEG 2000 Core
coding system).
—  Security technique: A well-known security technique either defined in this Recommgndation |
International Standard or in some other.standard or document.

—  Data flow for JPSEC: A data flow“that communicates information defined in this Recommgndation |
International Standard. A dashed.line indicates optional.

—  Data flow for JPEG 2000: A data flow defined in Rec. ITU-T T.800 | ISO/IEC 15444-1 (the JPEG 2000
Core coding system).

—  Parameterized function: A function which has several alternate functions that can be seledted by an
application.

—  Optional function: A function which can be optionally applied in a JPSEC application.
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A.1.3  Encryption end description procedure
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Figure A.3 — Encryption procedure
Figure A.B shows the overview of an example encryption procedure for a JRSEC creator. This procedure in¢ludes the
following|processes:
—  extract data according to the specified Processing Domain;
- select a portion of extracted data according to the spécified Zone of Influence (i.e., a partial encfyption);
- encrypt the selected data using the specified security technique. Further, it is possible to encrypt data in a
unit based on the Granularity. In this case, different keys can be used for different units;
—  replace the plaintext data with encrypted data;
—  (optionally) apply a marker emulation-prevention mechanism;
- compose the Security Parameter Praperty in the SEC and/or INSEC marker segment.
Note that fin general the JPSEC encryption proeedure generates JPSEC codestream that is not backward compatible with
the JPEG|2000 Core coding system. The(image data is intended to be passed on to a JPEG 2000 Core codipg system
complianf decoder after appropriate decryption. It is possible to apply a marker emulation prevention mechanistn to avoid
marker segment emulation within the encrypted codestream.
Keys » ﬁ/’/el/nulatlon s :’I
= > f /ilreventlon /l
I’-/f_r '“:/ A
7§ JPSEC encryption procedure
% Security T y
//' nroperty 7 /- z /’ "/ / 7 7 ~ = ’// ,I //,1/ /
N S S S S S S S S ZOI selection S g SIS S, //
/Ué ,// "/, ,/ ///, ////// // ’ // / lI;omam selecné / S/ 4 /// "/, ’/// // 194 ///
2 1 s a0
= A A A A
Enc d Q — .
JPI;ELCriyg(l)%O é N\ NN Decrypted
codestream //, N Arithmetic image
s ®| analyse | decompose decode T
’/;’ ....... Decrypted
e /, bitstream/
Egthrrggfd / /’ codestream
/) e ————
T.807(23)_FA.4
Figure A.4 — Decryption procedure
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Figure A.4 shows the overview of an example decryption procedure for a JF'SEC consumer. This procedure includes the
following processes:
—  parse the Security Parameter Property in the SEC and/or INSEC marker segment;
—  extract data according to the signalled Processing Domain;
— select a portion of extracted data according to keys to be retained (i.e., a partial decryption);

—  decrypt the selected data using a signalled security technique. Further, it is possible to decrypt data in a
unit based on the Granularity;

—  replace encrypted data with decrypted data;
—  apply a marker emulation prevention mechanism, if applied at the encryption process.

A.1.4  Signature generation and authentication procedure

-;*x_sigﬁatii'}e
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Figure A:5+~ Signature generation procedure

Figure Af5 shows the overview «f an example signature generation procedure for a JPSEC creator. This procedure
includes the following processes:

—  extract data according to the specified Processing Domain;
—  select aortion of extracted data according to the specified Zone of Influence (i.e., partial signajure);

— calcllate digital signatures corresponding to selected data using the specified security techniqué. Further,
itiispossible to generate digital signatures in a unit based on the Granularity;

— <~ compose the Security Parameter Property, including the calculated digital signatures, in the SEC and/or

INSEC marker cngmnnf

Note that in JPSEC, three modes of authentication are defined: "fragile mode", "semi-fragile mode (lossy/lossless)", and
"transcodable mode". A "fragile mode" authentication can detect any one-bit modification for a codestream, where a
"semi-fragile" mode authentication can detect any intentional detection but survive incidental distortion up to a
predetermined extent. Further, a "transcoding mode" authentication can verify the source part of the codestream.
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Figure A.6 — Authentication procedure
. b . L . . L i
Figure A.p shows the overview of an example authentication procedure for a JPSEC consumer. This procedurg includes

the follow

ing processes:

extract data in a signalled Processing Domain;
select a portion of extracted data according to the signalled Zone of Influence;

verify the selected data using the signalled security~technique. Further, it is possible to verify the selected
data in a unit based on the Granularity.

A.l5 Integrity check value (ICV) generation and integrity check procedure
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Figure A.7 — ICV generation procedure
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Figure A.7 shows the overview of an example ICV generation procedure for a JPSEC creator. This procedure includes
the following processes:

56

Rec. ITU-T T.807 (02/2023)

extract data in a specified Processing Domain;
select a portion of extracted data according to the specified Zone of Influence;
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calculate ICVs corresponding to selected data using the specified security technique. Further, it is possible
to generate ICVs in a unit based on the Granularity;
compose the Security Parameter Property, including the calculated ICVs, in a SEC and/or INSEC marker

segment.
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Figure A.8 — Integrity check procedure
e includes

Figure A.B shows the overview of an example integrity check proceduré.fora JPSEC consumer. This procedur
the following processes:

extract data according to the signalled Processing:Domain;

select a portion of extracted data according to asignalled Zone of Influence;
verify selected data using a signalled security technique. Further, it is possible to verify the sel
in a unit based on the Granularity.

pcted data
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Annex B

Interoperability

(This annex forms an integral part of this Recommendation | International Standard.)

B.1 Rec. ITU-T T.800 | ISO/IEC 15444-1 — Core coding system

A number of protection methods can be applied to a JPEG 2000 codestream to create JPSEC codestreams that are still
strictly compliant with the JPEG 2000 Core coding system. The term "Core coding system compliance” refers to JPSEC
codestreams that have a strictly defined behaviour for JPEG 2000 Core coding system decoders including those that are
not aware of JPSEC.

A JPEG 2000 Core coding system decoder will skip marker segments that it does not recognize. A JPSEC tool such as

the JPSEC normative tool for authentication inserts message authentication code values that are computed from the
JPEG 20(10 data into the SEC marker segment along with the parameters that describe the particular authentication
methods that can be used by a JPSEC consumer. These parameters and values tell a JP'SEC consumer how to"yerify that

the receied JPSEC codestream is authentic. Notice that the JPSEC authentication tool does not manipulate the
JPEG 2000 data. Thus, a JPEG 2000 Core coding system decoder that receives this JPSEC codestream \vill begin
decoding the JPSEC stream, it will then skip the SEC marker segment, and continue to decode theJPSEC strepm as if it
were a JPEG 2000 Core coding system stream. The JPSEC normative tool for authentication shares these charpcteristics
and thus glso results in a JPEG 2000 Core coding system compliant codestream.

JPSEC allows encryption and decryption to be performed on JPEG 2000 and JPSEC (codestreams. When engryption is
used, the JPEG 2000 data is of course changed. Strictly speaking, the Core coding system compliance is not pogsible with
encrypted streams since it will most likely cause a JPEG 2000 Core coding system decoder to encounter disallowed
values. Ope possible way of overcoming or at least mitigating this problem.is-to use the error resilience capgbilities of
JPEG 2000. With error resilience, it can be possible to have encrypted JPSEC codestreams that have a defined pehaviour
for JPEG 2000 Core coding system decoders.

JPSEC hak a Psc parameter field that contains security parameters forthe entire codestream. This includes a flafy Fk that
can be sef to 1 to indicate that a JP'SEC codestream is decodable:by*JPEG 2000 Core coding system decoders.{A JPSEC
creator cgn set this parameter as it applies JPSEC tools to the JPEG 2000 codestream. It was mentioned that a JPSEC
creator cah accept a protected JPSEC codestream as input. Ifa JPSEC creator receives an input JPSEC codestrdam which
has the Ffx flag set to indicate the Core coding system:eompliance and then applies a JPSEC tool that loseg the Core
coding syptem compliance, it shall set the Fjx flag to O

For JPSE[ streams that are not Core coding system compliant, it is recommended to use a file extension ¢f .jp2s to
indicate that a JPEG 2000 Core coding system(ecoder might not be able to decode the protected codestream.

JPEG 2000 Core coding system on the extended capabilities marker segment (CAP) can be used to indicate thaf JPSEC is
used. Spetifically, the Core coding syStem uses Rsi; parameter to indicate the presence of a CAP marker segmégnt, which
contains g Ccap parameter that can be used to signal which JPEG 2000 parts are used in the codestream. One c@n specify
that Rec. |TU-T T.807 | ISO/IE€-15444-8 (JPSEC) is used by setting an appropriate bit in Ccgp.

Thus, a JFSEC creator can Setithe Rsj; parameter to indicate the presence of a CAP marker segment. It can ingert or edit
the CAP marker segment'to-set the Ccay parameter to indicate that JPSEC is used.

B.2 Rec. ITU-T T.808 | ISO/IEC 15444-9 — JPIP

B.2.1 General relationship between JPIP and JPSEC

JPIP specifies a protocol consisting of a structured series of interactions between a client and a server by means of which
image file metadata, structure, and partial or whole image code streams can be exchanged in a communications efficient
manner.

JPIP can be tailored via the various extensions to the JPEG 2000 file format, as defined in Rec. ITU-T T.801 |
ISO/IEC 15444-2, Rec. ITU-T T.802 | ISO/IEC 15444-3 and Rec. ITU-T T.805 | ISO/IEC 15444-6. However, to achieve
a simple level of interactivity that allows portions of a single JPEG 2000 file or codestream to be transferred, these other
capabilities are not mandated.

Provisions have been included for the extension of the JPIP protocol to support the current JPEG 2000 Standards ITU-T
Rec. T.802 | ISO/IEC 15444-3, Motion JPEG 2000, and Rec. ITU-T T.805 | ISO/IEC 15444-6, Compound Documents,
and the future extensions of JPEG 2000 (currently JP3D, JPSEC, and JPWL).

JPSEC provides security services for JPEG 2000 images. The JPSEC syntax supports two types of markers: SEC and
INSEC. One or more SEC markers appear in the main header of JPSEC bit stream. In other words, JPSEC consumes a
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JPEG 2000 codestream, modifies the JPEG 2000 main header to form a new JPSEC "main header", and modifies the
corresponding JPEG 2000 data stream to form a new protected data stream if applicable. INSEC markers can appear in
the "data" portion of the data stream. It specifies some "smaller size" or "local area" parameters compared to SEC marker
and can be used to complement the SEC marker.

It is observed that JPIP is just beyond the transport layer, while JPSEC is at the application layer. From this point of view,
JPIP provides a transport service to JPSEC. That is, the JPIP offers efficient tools to deliver image information, including
main header (all of the markers) and codestreams, between servers and clients. This clause considers how JPIP can be
used to transport JPSEC content.

B.2.2  Specific issues on interactivity between JPIP and JPSEC
This clause describes the issues that a JPIP sender and receiver consider to transport JPSEC content.

In Rec. ITU-T T.808 | ISO/IEC 15444 9 both JPP- and JPT-stream medla types use the main header data-bin. This data-
bin consis : 3 marker.
It containg no SOT SOD or EOC markers However the main header of JPEG 2000 does not mclude a SEC'marker and
its segmept. As a result, Rec. ITU-T T.808 | ISO/IEC 15444-9 does not specify support for the SEC markef segment
specified jn JPSEC. Thus, a JPIP sender and receiver shall recognize the SEC marker segment(s) that.appear in the main
header of [a JPSEC codestream.

Rec. ITU{T T.808 | ISO/IEC 15444-9 describes its support to the precinct data. However, RecFTU-T T.808 | ISO/IEC
15444-9 goes not specify if it supports INSEC marker and its segment specified in JPSEC. Thus, a JPIP sender and
receiver shall recognize the INSEC marker segment that can appear in the data portion,of a JPSEC codestream|

In Rec. ITU-T T.808 | ISO/IEC 15444-9, the tile header data-bins appear only within the JPP-stream medig| type. For
data-bins jpelonging to this class, the in-class identifier holds the index (startingfrem 0) of the tile to which the data-bin
refers. Thiis data-bin consists of markers and marker segments for tile n. It.shall'not contain an SOT marker| segment.
Inclusion jof SOD markers is optional. This data bin can be formed from a valid codestream, by concatenating pll marker
segments jexcept SOT and POC in all tile-part headers for tile n.

In Rec. ITU-T T.808 | ISO/IEC 15444-9, the tile data-bins shall be-used only with the JPT-stream media type| For data-
bins belonging to this class, the in-class identifier is the index (starting from 0) of the tile to which the data-bip belongs.
Each tile flata-bin corresponds to the string of bytes formed by.concatenating all tile-parts belonging to the tilg, in order,
complete with their SOT, SOD and all other relevant marker segments.

As mentigned above, Rec. ITU-T T.808 | ISO/IEC 15444-9 describe the support to the tile-part header and tilefpart data.
However [Rec. ITU-T T.808 | ISO/IEC 15444-9 do not specify if they support SEC marker segments and INSEC marker
segments] Thus, a JPIP sender and receiver shall recognize and transport these marker segments along with the| protected
data.

B.2.3 Summary

Generally| speaking, JPSEC makes itself suitable to be transported by JPIP. INSEC marker is used in the codgstream to
describe Jome "small" specific data part that is protected by security tool/tools. It makes JPSEC more flexible| To make
INSEC mjore robust, the service,layer (currently JPIP) should provide the good Quality of Service or protection on the
INSEC mirker and its segment. In order to achieve this goal, JPIP and JPSEC need to work out some issues [and make
sure the interactivity between JPIP and JPSEC.

B.3 Rec. ITU-T T.810 | ISO/IEC 15444-11 — JPWL
Wireless JPEG 2000 or JPWL (Rec. ITU-T T.810 | ISO/IEC 15444-11) extends the baseline JPEG 2000 specification to

achieve the“éfficient transmission of JPEG 2000 imagery over an error-prone transmission environmént. More
specifically, JPWL defines a set of tools and methods to protect the codestream against transmission errors. It also defines
means to describe the sensitivity of the codestream to transmission errors, and to describe the locations in the codestream
of residual transmission errors.

JPWL is notably addressing the protection of the image header, Forward Error Correcting (FEC) codes, Unequal Error
Protection (UEP), joint source-channel coding, data partitioning and interleaving, and robust arithmetic coding. JPWL is
not linked to a specific network or transport protocol, but provides a generic solution for the robust transmission of JPEG
2000 imagery over error-prone networks.

The main functionalities of JPWL are:
»  to protect the codestream against transmission errors;
+ to describe the degree of sensitivity of different parts of the codestream to transmission errors;

. to describe the locations of residual errors in the codestream.
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JPWL defines four marker segments: Error Protection Capability (EPC), Error Protection Block (EPB), Error Sensitivity
Descriptor (ESD) and Residual Error Descriptor (RED).

The EPC marker segment indicates which JPWL normative and informative tools are used in the codestream. More
specifically, EPC signals whether the three other normative marker segments defined by JPWL, namely the error
sensitivity descriptor (ESD), the residual error descriptor (RED) and the error protection block (EPB) are present in the
codestream. Furthermore, EPC signals the use of informative tools which have been previously registered with the JPWL
RA. EPC is always present in a JPWL codestream.

The primary function of EPB is to protect the Main and Tile-part header. However, it can also be used to protect the
remaining of the codestream. The EPB marker segment contains information about the error protection parameters and
redundancy data used to protect the codestream against errors.

The ESD marker segment contains information about the sensitivity of codestream to errors. This information can be
exploited when applying an Unequal Error Protection (UEP) technique. Straightforwardly, more powerful codes are used
to protect[tiremost Sersitive portiorm of thetodestreanT T his imformation cam atso be used-for setective Tetramgmissions.
Finally, the information carried in ESD could also be used for other non-JPWL applications such as-efficient rate
transcoding or smart prefetching.

The RED
correct al
then be e
retransmi

marker segment signals the presence of residual errors in the codestream. Indeed, a JPWk decoder fan fail to
the errors in a codestream. RED allows signalling the location of such residual errors»<This information can
ploited by a JPEG 2000 decoder in order to better cope with errors. For instancg,|the decoder coujd request
sion, conceal the errors or discard the corrupted information.

B.3.1 General relationship between JPWL and JPSEC

The comfination of JPWL and JPSEC, as shown in Figure B.1, is used wheneverJPEG 2000 images need to lpe secured
and transrnitted over an error-prone wireless channel.

At the tra
applied to
to transm

Attherec

can also generate residual errors information. Finally, JPSEC tools are applied in order to fulfil the selecte

services.

nsmitter side, JPWL error sensitivity is typically generated duringJPEG 2000 encoding. JPSEC too
the codestream in order to secure it. Finally, JPWL encoding{ools are used to make the codestream m
ssion errors.

piver side, JPWL decoding tools are first applied to correct possible transmission errors. During this st
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Figure B.1 — Typical JPWL and JPSEC combination

Specific issues on interoperability between JPWL and JPSEC

A number of issues are important to consider for interoperability between JPWL and JPSEC, as detailed hereafter:

60

1) JPWL Error Protection Capability (EPC): The presence of this marker segment will affect byte ranges.
Note that this marker segment is always present in a JPWL codestream.

2) JPWL Error Protection Block (EPB): This marker segment is typically added as the last step at the
transmitter and removed as the first step at the receiver. In principle, it should not affect JPSEC.

3) JPWL Error Sensitivity Descriptor (ESD): This marker segment is typically added during JPEG 2000 Core

coding system encoding, in which case it will be transparent to subsequent JPSEC operations.

Rec. ITU-T T.807 (02/2023)
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JPSEC could adversely affect the use of ESD in JPWL. In particular, JPSEC should not change byte ranges
whenever ESD uses byte ranges. In addition, the JPSEC operations should not affect distortion values;
otherwise the information carried by ESD becomes irrelevant. In the latter case, the JPSEC creator has the
option to remove the ESD marker segment.

JPWL Residual Error Descriptor (RED): This marker segment can be inserted after JJWL decoding. It can
therefore affect JPSEC byte ranges. It can also impact JPSEC authentication techniques. In case of a
corrupted codestream, the RED information can be useful for a JFSEC consumer to appropriately handle
it.

JPSEC SEC: The presence of this marker segment will affect byte ranges. Note that this marker segment
is always present in a JP'SEC codestream.

JPSEC INSEC: The presence of this marker segment will affect byte ranges. Note that this marker segment
appears in the codestream data.

er words,

bral recommendation, when used in combination with JPWL, it is preferable for JPSEC t0) use byte ranges
after SOD marker in order to minimize problems with byte ranges. In addition, it is preférsable to rgstrict the
bf JPWL marker segments to the Main header and to avoid their presence in the Tile-pari<headers.
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Annex C

File format security

(This annex forms an integral part of this Recommendation | International Standard.)

(O Scope

This annex specifies JPSEC file format derived from the ISO base file format and modifications to JPEG family file
format (including JP2, JPX and JPM) for protection and secure adaptation of scalable pictures, which is possibly encrypted
and/or authenticated by the owner. The pictures could be either static pictures or time-sequenced pictures. In particular,
this annex provides functionality to do the following:

»  Tostore coded media data corresponding to different scalability levels. Elementary stream (ES) is used for
this purpose. There are three types of ESs, self-contained ES, scalable composed ES and decodable
composed ES.

- Todefine tracks describing the characteristics of the coded media data stored in ES. For examplg, the track
should be able to indicate scalability level (resolution, layer, region, etc.) and the ratedistortign hints of
the coded media data in order to facilitate easy and secure adaptation.

*  To define new file format boxes to signal protection tools and parameters applied.to coded media data or
metadata. The protection tools can be applied to either static JJEG 2000 pictures‘or time-sequerjced JPEG
2000 pictures.

*  The protection tools defined in this Recommendation | International Standard can be applied to JPEG
family file formats including JP2, JPX and JPM and 1SO-derived ‘file"formats such as MJ2 for Motion
JPEG.

C.2 Introduction

C.2.1  [Security protection at file format level

This annex describes a JPSEC file format derived from the 1S@ base file format and modifications to JPEG :Iamily file
format, tojadd security protection to JPEG 2000 pictures at the-file format level. The protection applied at the flile format
level can pe classified into two types: item-based protectioti-and sample-based protection, both structures are defined by
the 1SO bpse file format. The item-based protection is\designed to protect any byte ranges (including coded media data
and metaglata) while the sample-based protection is designed to protect time-sequenced media including JPEG 2000
pictures.

When the[security tools applied change the datalength, it shall update all pointers and length fields in all boxes] to ensure
correct parsing by the reader.

C.22 Item-based protection

This anngx describes two item=hased protection schemes in the ISO base file format, by leveraging the syntax and
structures| specified by this/Reeommendation | International Standard. Specifically, it describes schemes for decryption
and authg¢ntication. Each. item in the ItemLocationBox is protected by one or more protection schemes in the
ItemProtectionBox. \When' multiple schemes are used (or chained together), the order in which they are applied can be
significant and thus™shall be specified. This annex also specifies how such operations should be chained tdgether. In
addition, the ItemPescriptionBox and ItemCorrespondingBox are added into the 1SO base file format to allow the flexible
processing propérties that are provided by JPSEC. Specifically, the ItemDescriptionBox allows media-flependent
metadata (Such’ as resolution, quality layer, spatial region, and color space component) to be associated with different
portions of the Tile. These descriptions can be provided regardless of whether protection 1s applied. When used with
scalable coded pictures, this allows the file to be scaled down or transcoded without parsing or decoding the media data.
In cases where protection is applied, this provides the benefit of enabling transcoding without requiring decryption.

C.2.3  Sample-based protection of scalable media

For time-sequenced pictures, this annex adds syntaxes to facilitate scalability at the file format level, including scalable
composed elementary stream (ES), decodable composed ES, pointer structure, container structure and ByteData structure.
The scalable coded pictures can be divided (either physically or virtually) into elementary streams at different scalability
level, such that the adaptor/transcoder can "thin" media data with low complexity.

Figure C.1 gives an overview of the file format specified by this annex and also shows how the specified FF is used to
adapt the media data.
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Given a sequence of JPEG 2000 pictures (also referred to as Self-contained ES), there are two approaches to construct the
file format. In the first approach, the MDAT box contains one or more Scalable Composed ESs, each of which corresponds
to one scalability level of the media data, e.g., a resolution or a layer. The scalable composed ES shall be stored in MDAT
box that is co-located with the file format. The self-contained ES can be located in either MDAT box in the same file, or
a different file whose format is not specified in this Recommendation | International Standard. The scalable composed ES
might not be decodable by itself, it might need to be combined with other scalable composed ESs to generate fully
decodable JPEG 2000 pictures. In the second approach, the MDAT box contains one or more Decodable Composed ESs,
and each ES constitutes fully decodable JPEG 2000 pictures by itself. Similarly, decodable composed ESs shall be stored
in MDAT box co-located with the file format, and the self-contained ES can be stored in either MDAT box in the same
file, or a different file whose format is not specified by this annex.

Each scalable composed ES or decodable composed ES shall be described by at least one track. The characteristics of the
ES (like resolution, layer, and region) are indicated in SampleEntryBox inside each track.

To generate a fully decodable JPEG 2000 codestream from scalable composed ESs, a JPEG 2000-aware adaptor should

have the gapability to dynamically generate the image headers (based on the number of resolutions, layers an
the adapted codestream), to insert empty packets or to insert POC markers as needed to make the resulting
decodablg by any standard decoder. However, if a simple adaptor is used, the resulting codestream’ cal

region in
cpdestream
have an

inconsistgnt image header and there can be a missing packet, which require a JFJEG 2000 adaptive-format decqder.
As a decodable composed ES is decodable by itself, a simple adaptor is sufficient to generate fully’compliant JPEG 2000
pictures.
Sample 1 2 3 5 6 7 8
Self-contained ES ‘ | | | | ‘ | ______
(JPEG 2000 frames)
‘ Track 1 Track 1 |
l Track 2 Track 2 |
l Track N Track N |
MDAT box MDAT box
Schlable Scalable Scalable Decodable Decodable Decoflable
compgsed ES 1 || composed ES 2 composed ES M composed ES 1 || composed ES 2 compos¢d ES M
(e.fRy) (eg,R) (e8, Ry (e.g.Ry) (e.g.. RR)) (e.g, RR,..Ry )
Self-contained ES (JPEG 2000 (gptional) ‘ Self-contained ES (JPEG 2000) (optional)
JPEG 2000 aware . .
adaptor Simple adaptor Simple adaptor
JREG2000 JPEG 2000 error- JPEG 2000
decoder resilient decoder decoder T803(23)_FC.1

Figure C.1 — System diagram for time-sequenced scalable media

Each elementary stream is described by at least one media track, and its characteristics are described in
SampleDescriptionEntry or SampleGroupEntryBox within the track. It is possible that a single elementary stream is

described by multiple tracks, each of which can describe different aspects of the elementary stream.

The sample-based protection can be applied to all samples or a group of samples in a scalable composed ES or decodable
composed ES. If protection is applied to all samples, a ProtectionSchemelnfoBox signalling the parameters of the
protection tool is added to the SampleDescriptionBox, which is then encapsulated as described in C.5.2. In addition, if
protection is applied to a group of samples, a ProtectionSchemelnfoBox is added to their SampleGroupEntryBox, which
is then encapsulated as described in C.5.4.
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Extension to 1SO base media file format

Overview

C.3.2 to C.3.10 document technical extensions (additional box types) to the ISO based media file format, which could be
used for protection, adaptation, or secure adaptation of scalable coded pictures. However, the added box types could be
used for other purposes as well. In particular, this clause defines ProtectionSchemelnfoBox for the decryption tool and
authentication tool, ItemDescriptionBox, ScalableSampleDescriptionEntry, ScalableSampleGroupEntry, and Generic

Protected

C3.2

Box. All other boxes defined in ISO/IEC 14496-12 are still used as is.

Incorporate JPSEC codestream into 1SO-driven file format

A JPSEC codestream can be placed as a payload in the 'mdat' box of the 1SO base file format. In the Sample Description
Box ('stsd"), the ‘codingname’ of the corresponding Sample Entry is defined to be 'jpsc’, which is a registered identifier for

JPSEC de

coder. In this case, the security service is provided by JPSEC at codestream.

C.33

Files conf
Compatib)

Protected file format brand

orming to this Recommendation | International Standard can use 'ffsc' as the major brandin‘the
ility Box.

Files congorming to this Recommendation | International Standard, i.e., containing protection or auth

informati

There are
A typical
boxes and

Thus, bral

The 'ffsc’
JPSEC.

A file tha
content W
protected

C34

The ISO &
structure.
byte rang

n can use ‘ffsc' as a compatible brand in the File Type Compatibility Box.

uses of this Recommendation | International Standard which are compatible with JP2, JPX, MJ2, and
use of this Recommendation | International Standard will leave the major_brand of a file unchange
thus add 'ffsc' as a compatible brand.

hds including 'isom', 'iso2', 'jp2\040, 'jpx\040' and 'jpm\040' shouldbe_compatible.

File Type

entication

IPM files.
1, but add

compatible brand indicates the use of new boxes and new tools)corresponding to the protection njethods in

has been protected, to the extent that an application intending to process the JP2, JPX, JPM, or othe

r file type

ill be unable to do so without using protection topels; can use the ‘ffsc' major brand as the file type; such a

file shall not use a major brand for which it is no Jonger conformant.

Summary of boxes used

ase media file format defines two structures'to describe a presentation: the logical structure and medig
[The logical structure uses the ItemLocationBox (‘iloc’) to describe an item which is the byte range or
es for a particular file, either a™~local file or a remote file. The media sequence structure

SampleGioupDescriptionBox (‘spgd’) or SampleDescriptionBox ('stsd’) to describe the samples, which could

of video,

h time-contiguous series of video frames, or a time-contiguous compressed section audio.

Accordingly, the protection in the:lSO base media file format level is classified into item-based protection an

based pro

Several b
Recommd
definition

fection, as describedin'C.5.2 and C.5.4, respectively.

pxes are used from/ISO/IEC 14496-12, these are marked as "EXxisting" in Table C.1. Boxes defin
ndation | International Standard are listed as "New" in Table C.1. The definitions for these boxes dep
5 of Box andiFullBox from ISO/IEC 14496-12, which are repeated for convenience in C.7.

Table C.1 — List of existing and new boxes

sequence
A series of
uses the
e a frame

d sample-

ed in this
end on the

Box names Status Remarks
meta Existing Metadata
iloc Existing Item location
ipro Existing Item protection
sinf Existing Protection scheme information box
frma Existing Original format box
schm Existing Scheme type box
schi Existing Scheme information box
gran New Granularity box
vall New Value List box
bcip New Block cipher box
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Table C.1 — List of existing and new boxes

Box names Status Remarks
keyt | New Key template box
scip New Stream cipher box
keyt | New Key template box
auth New Authentication box
keyt | New Key template box
iinf Existing Item information box
ides New Item description box
dest New Description type box
desd New Description data box
vide New Visual item description entry
j2ke New JPEG 2000 item description entry
icor New Item correspondence box
stbl Existing Sample table box
stsd Existing Sample description)box
ScalableSampleDescriptionEntry | New Scalable sample description entry
sbgp Existing Sample to@roup box
sgpd Existing Sample)group box
ScalableSampleGroupEntry New Scalable sample group entry
gprt New Generic Protected box

C.3.5 |Decryption scheme

The Decryption protection scheme is identified in SchemeTypeBox as follows:

scheme fpype="decr"

scheme Version=0

scheme pri=null

For the Dgcryption protection scheme, the-structure of SchemelnfoBox is as follows:

aligned|(8) class GranularityBox ()
unjsigned int (8)

}

Semanticy:

granulafity is uSed*for item-based protection. For item-based protection, 0 indicates that the processing
entire item and.Isindicates that the processing unit is one extent within an item. For sample-based protection, (
that the processing unit is all samples in the track or sample group and 1 indicates that the processing unit is of

granularity;

extends Box('gran')

init is the
indicates
e sample.

aligned(8) class ValueListBox ()

unsigned
unsigned
unsigned
unsigned

}

Semantics:

int (8) value size;

int (16)
int (16)

value count;

count [value count];

extends Box('vall') {

char (value size) value[value count];

value size isthe size in bytes of each value in the array.

value count isthe number of (count, value) pairs in the array. For item-based protection, the (count, value)
pairs are used to map each value to count processing units. For sample-based protection, the (count, value) pairs are
used to map each value to count samples. For instance, the value[0] corresponds to the first count [0] sample or
units, and the value[1] corresponds to the next count [1] samples or units, and so on.

© ISO/IEC 2023 - All rights reserved
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aligned(8) class KeyTemplateBox () extends Box('keyt') {

unsigned int (16) key size;
unsigned int (8) key info;
GranularityBox () GL; //optional
ValuelistBox () VL;
}
Semantics:

key size isthe size of key in bits.

key info indicates the meaning of the values in the ValueListBox. 1 means the values are ITU-T X.509 certificate; 2
means the values are URIs for certificate or secret keys.

GLiSaGranularityBox ().
VL is a ValueListBox (), containing a list of values, whose meaning is defined by the key info field.

aligned|(8) class BlockCipherBox () extends Box('bcip') {

unjsigned int (16) cipher id;
bilc (6) cipher mode;
bilc (2) padding mode;
unjsigned int (8) block size;
KelyTemplateBox () KT;

t

Semanticg:

cipher fd identifies which block cipher algorithm is used for protection. Valugs'are defined in Table 25.
cipher hode could be ECB, CBC, CFB, OFB or CTR. Values are defined inFable 29.

padding| mode is ciphertext stealing or PKCS#7-padding. Values are defined in Table 30.

block_slze is size of block for block cipher.

KT is a KgyTemplateBox (), holding all the key information.used by the block cipher.

aligned|(8) class StreamCipherBox () extends Box('scip') {
ungsigned int (8) cipher type;
unsigned int (16) cipher id;
KelyTemplateBox () KT;

}

Semanticg:

cipher type indicates the type of cipher used. It has values cipher type = STRE for stream cipher or cipher type
= ASYM f[for asymmetric cipher.

cipher fd identifies the stream-Cipher algorithm used for the protection. If cipher type = STRE, see Table 26; if
cipher type = ASYM, see Table 27.

KT is a KgyTemplateBox (), holding all the key information used by the stream cipher.

aligned|(8) class/ SchemeInfomationBox () extends Box('schi', cipher id) {
unjsigned\ int (8) MetaOrMedia;
unjsi@gned int (8) HeaderProtected;
BlpckCipherBox () ; or StreamCipherBox():
GranularityBox () GL;
ValuelistBox () VL;

}

Semantics:

MetaOrMedia IS to indicate whether the protected data segment corresponds to media data segment or meta data boxes.
(0 for media data and 1 for meta data boxes).

HeaderProtected is to indicate whether the protection is applied to the box content only (value 0) or applied to the
whole box including its header (value 1).

The SchemelnformationBox can contain a BlockCipherBox (), Or a StreamCipherBox (), which are containers
for the parameters of the cipher algorithms. These boxes can only contain particular cipher id values.
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GL is a GranularityBox (), holding information about the processing unit. This field is optional for sample-based
protection and required for item-based protection.

VL is a ValueListBox () . For block cipher, this box can be empty. For stream cipher, this box contains all the initial
vectors.

C.3.6 Authentication scheme

The Authentication protection scheme is identified by SchemeTypeBox as follows:
scheme type="auth"

scheme version=0

scheme puri=null

For Authéntication protection scheme, the structure of SchemelnfoBox is defined as follows:

aligned|(8) class AuthBox () extends Box('Auth') ({
unjsigned int (8) auth type; //hash, cipher, or signature
ungigned int (8) method id;
unsigned int (8) hash id;

unjsigned int (16) MAC size;
KelyTemplateBox () KT;

t

Semanticg:

auth_type indicates authentication type, including hash-based (HASH), cipher-based (CIPH) and signafure-based
(SIGN) agthentication.

method f[d identifies the authentication method. 1 indicates, HMAC. If auth type = HASH, see Table 36; if
auth_type = CIPH, see Table 39; if auth type = SIGN, seg Table 41.

hash_idlidentifies the hash function used. If auth type @HASH or SIGN, see Table 37; if auth type = [CIPH, see
Table 25.

MAC sizg issize of MAC (if auth_type = HASHor CIPH) or digital signature (if auth_type = SIGN) in Hits.
KT is a KegyTemplateBox (), holding all the key information for the authentication.

aligned|(8) class SchemeInfoBox () )extends Box('schi', auth method) ({

unjsigned char (8) adth*method;
AuEhBox() authBox;
GranularityBox () GL; //optional

VallueListBox () VL;
}
Semanticy:

auth _method identifies the authentication method used. O is for hash-based MAC; 1 is for cipher-based MAL; 2 is for
digital sjgnature. Depending on the auth method, this box could contain either HashAughBox (),
CipherAuthBox (), Or SignatureAuthBox ().

GL isaGranularityBox (). The field is optional for sample-based protection and required for item-based protection.

VL is a ValueL.istBox (), holding all the MACs or signatures.

C.3.7 ItemDescriptionBox

In the Item Location Box, all the items are specified as byte ranges (using the offset and length). The 'i 1oc' box does not
contain the content-related information about the specified byte ranges, which is used by some protection methods. For
instance, if secure transcoding method wants to discard the least important layer or resolution, it has to know which byte
ranges correspond to the to-be-discarded layer or resolution.

As such, this clause defines two new boxes to enable the content-related processing at the file format level: Item
Description Box (‘ides') and Item Correspondence Box (‘icor'). The 'ides' box specifies the content-related
information, like layer, resolution (for visual content), period (audio content), and so on. The 'icoxr'box links the content-
related information to the items in '1 1oc' box, in the same way as the '1 inf' box links 'i Loc' box to 'ipro’ box.
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The Item Description box (‘ides') is defined as follows:

aligned(8) class ItemDescriptionBox () extends Box('ides') {
unsigned int (32) entry count;
for (i=0; i < entry count; i++) {
DescriptionTypeBox () desType;
unsigned int (32) item ID;
DescriptionDataBox () desData;
}
}
Semantics:

entry count is the number of entries in the ItemDescriptionBox ().

item 1D references an Item in ItemLocationBox (). If this field is 0, then item TD will be specified by

ItemCorrespondenceBox ().

aligned|(8) class DescriptionTypeBox () extends Box('dest') {
Unjsigned int (32) description type;
Unjsigned int (32) description version;

Unjsigned int (8) description uri[];

Semantifs:
description type isthe 4CC code defining the description scheme.
description version is the version of the description.

description uri allows for the options of directing the user to &webpage if they do not have the description|definition
installed gn their system. It is an absolute URI formed as a null-terminated string in UTF-8 characters.

Aligned|(8) class DescriptionDataBox () exfends Box('desd') {
Bog () description specific data (N7

}

Semanticy:

If description type ='vide', thisi$\a VisualItemDescriptionEntry(); if description type ¥ 'j2ke’,
this is a J2KItemDescriptionEntry(); for any other value of description type, the syntax of the description
CanbefOIndatdescription_uri.

The VisyalItemDescriptionEntry () is defined as follows:
aligned|(8) Class\AMisualltemDescriptionEntry extends Box('vide') {
unsignedy int (16) layer start;
unsigned, int (16) layer count;
unjsigned int (16) res_start;
unfgIghed int (16) res count;
unsigned int (16) horizontal offset;
unsigned int (16) horizontal length;
unsigned int (16) vertical offset;
unsigned int (16) vertical length;
unsigned int (16) color space;
unsigned int (16) time start;
unsigned int (16) time length;

}

Semantics:

The layer start and layer count together specify the range of layers. When layer start equals to 21%-1, the
layer range will start from layer O; when 1ayer count equals to 2-1, the layer range will end at the last layer. When
both 1ayer start and layer count equal to 215-1, the layer range will include all layers.
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The res start and res count together specify the range of resolutions. The semantics is the same as layer start
and layer count when their value equals to 26-1.

The horizontal offset, horizontal length, vertical offset and vertical length together specify the
spatial area. The semantics is the same as 1ayer start and layer count when their value equals to 216-1.

The colo

r_space Specifies the color space. 0: red color space; 1: green color space; 2: blue color space.

The intersection is applied to the layer ranges, resolution ranges, areas and color space to get the portion of the image/video
specified by the VisualItemDescriptionEntry ().

The J2KItemDescriptionEntry () is defined as follows:

aligned(8) class J2KItemDescriptionEntry () extends Box('j2ke') {
VisualItemDescriptionEntry () visualDesEntry; //optional
unsigned int (16) tile start;
unfigned 1nt(l10) Tile counc,
unjsigned int (16) precinct start;
unjsigned int (16) precinct count;
unjsigned int (16) j2k packet start;
ungsigned int (16) j2k packet count;

}

Semanticy:

visualD
tile st
precinc
j2k _pac

Similar toj
to get the

bsEntry () specifies image/video-specific attributes. It is optional.

crt and tile count specify the tiles.

E start and precinct count specify the precincts.

ket start and j2k packet count specify the JPEG 2000 defined packets.

VisualItemDescriptionEntry (), the intersection isapplied to tiles, precincts and JPEG 20
portion of the JPEG 2000 codestream specified by J2KItemDescriptionEntry ().

The ItemCorrespondenceBox (‘icor') is defined as follows:

aligned
un
un)

}

Semanticy:

item ID

desc ID

C.38

(8) class ItemCorrespondenceEntry (). ,extends Box('icor') ({
signed int (16) item ID;
signed int (16) desc_ID;

is pointing to one item in the I ftemLocationBox ().
is pointing to one description.entry in the ItemDescriptionBox ().

ScalableSampleDeseriptionEntry Box

The Sca

or decodgble composed:ES, like resolution levels, quality layers, cropped region. For scalable composed ES
layer inglicate the media data of that particular resolution and layer, while for decodable composed ES, they in

0 packets

bleSampleDeseriptionEntry () isused to describe characteristics associated with scalable composed ES

highest resolution‘and highest quality layer.

When thg media samples are protected by a protection tool, the ScalableSampleDescriptionEn

encapsulated-as follows:

res and
dicate the

Lry () is

The four-character-code of the ScalableSampleDescriptionEntry () is replaced with another four-character-
code indicating protection encapsulation, which varies only by media type, as defined below:

« Encv: to indicate that video samples are encrypted and thereby un-protection shall be applied to get

meaningful media data.

« Autv: to indicate that video samples are authenticated, and the media data can still be meaningful before

un-protection.
«  Enct: to indicate that text samples are encrypted.
« Autt: to indicate that text samples are authenticated.
»  Encs: to indicate that system samples are encrypted.
« Auts: to indicate that system samples are authenticated.
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A ProtectionSchemeInfoBox () isadded tothe ScalableSampleDescriptionEntry (), leaving all other
boxes unmodified.

The original sample entry type is stored in the OriginalFormatBox () within the ProtectionSchemeInfoBox ().

classSc
Un
Un
Un
If

}
Pr

}

Semanticy:

codingn

alableSampleDescriptionEntry (codingname) extends VisualSampleEntry (codingname) {

signed int (8) res;
signed int (8) layer;
signed int (32) cropped width, cropped height;
(cropped width > 0 && cropped height > 0) {
Unsigned int (32) startx;
Unsigned int (32) starty;
otectionSchemeInfoBox () protectionSchemes[]; //optional

bme IS "sces" if the track is referring to a scalable composed ES and "dces" if the track! Js refq

decodablg composed ES.
res is thg resolution of the described samples. A value of —1 indicates all resolution levels.

layer is
cropped
cropped

startx
croppe

protect
described

C.3.9
A track ¢

he quality layer of the described samples. A value of —1 indicates all quality laygers.
| width is the width of the cropped region.
| height is the height of the cropped region.

s starty indicate the position of the top-left corner of the cropped;region. If either cropped
_height iszero, the startx and starty will not be present.

 onSchemes is a list of ProtectionSchemeInfoBoxes () -to indicate the protection tools app
samples. The un-protection process has to follow the order.in which it appears in the list.

ScalableSampleGroupEntry Box

an be made up of samples with different charagteristics and protected by different protection tog

different parameters. The ScalableSampleGroupEntry bex.is used to signal the grouping of samples based. For
if a track hhas 1000 samples where the first 500 samples«are encrypted with Key 1 and the second 500 samples are

with Key

P, the SampleGroupDescription ()“Box contains two ScalableSampleGroupEntry ()

first box describes the first 500 samples while the second box describes the second 500 samples.

When the
the same

class Sc
un|
un|
un|
If]

}
Pr

}

media samples are protected by a protection tool, the ScalableSampleGroupEntry () isencaf
vay as ScalableSampleDescriptionEntry () in C.3.8.

hlableSampleGroupEntry (type) extends VisualSampleGroupEntry (type) {

rring to a

wvidth or

ied to the

s or with
example,
encrypted
boxes: the

sulated in

signed int (8) res;
signed int)(8) layer;
signed Ant(32) cropped width, cropped height;
(cropped”width > 0 && cropped height > 0) {
tingigned int (32) startx;
unsigned int (32) starty;
otectionSchemeInfoBox () protectionSchemes[]; //optional

Semantics:

type indicates the grouping type. If the grouping is based on different protection tools applied to the samples, the type is
"prot"; if the grouping is based on different media characteristics (like resolution or layers), the type is "attr".

res is the resolution of the described samples. A value of —1 indicates all resolution levels.

layer is the quality layer of the described samples. A value of —1 indicates all quality layers.

cropped width is the width of the cropped region.

cropped_height is the height of the cropped region.
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startx & starty indicate the position of the top-left corner of the cropped region. If either cropped width or
cropped_height iszero, the startx and starty will not be present.

protectionSchemes is a list of ProtectionSchemeInfoBox () S to indicate the protection tools applied to the

described
C.3.10

Cc.3.10.1

Box Type
Container

samples. The un-protection process has to follow the order in which it appears in the list.

Generic Protected Box

Definition
s. 'gprt'
. File or any container box

Mandatory: Yes, this shall be present when a protection scheme is applied to a box that would prevent parsin

Quantity:

Any number

g the file

The JPrqtectedBox () is used when a protection scheme is applied to a box, and use of the protection schem
parsing of the box. For example, if the contents of a superbox are encrypted, including the box lengths andtype
is no londer parsable, and thus fails to meet the original definition for the box. In this case, a JProtéctedB

e prevents
5, that box
ox () can

be placed in the file in the place of the box that no longer parses correctly, and the encrypte@-data plaged in the
JProteq¢tedBox ().
Interpretimng the content of the data[] portion of this box shall be done using the ItemLocationBox ().
Once all ¢f the protection methods have been operated on from the ItemInformationBox (), the contents can be
reorganizgd into original boxes. The first size [0] bytes of the unprotected da®a[] array are placed in a box of
type[0], and the next size [1] bytes are placed in a box of type [1], and Sp on. Note that when size flag is
0, the sizq of the original box is not disclosed and when type flag is 0, thetype of the original box is not disclosed.
This is to prevent known-plaintext attacks. When boththe size flagandi&ype flagare0, total siz¢ provides
the total sjze of the protected content.
If the entily count is 0, or if there is data left over, then that data shialMe in the format of valid boxes with type and size
codes, i.e}, the unprotected data contains the types and sizes.
If any JPEG 2000 Core coding system mandatory box is.encrypted, the "§p2" brand should be removed| from the
compatible list in file type box.
C.3.10.2 [Syntax
aligned|(8) class JProtectedBox () éxtlends Box('gprt') {
bifc (1) type flag;
bifc (1) size flag;
bilc (1) location flagy;
unjsigned int (5) resexved; // for ITU-T | ISO use
if|(size flag == L type flag == || location flag == 1) {
unsigned 1mMt32) entry count;
if (locatdon” flag == 1)
unsigned int (8) offset size;
for (A<0; i<entry count; i++) {
if (size flag == 1)
unsigned int (32) size;
if (type flag == 1)
rrstgred— 532 type—oxtypes;
if (size flag == 1 && size == 1)
unsigned int (64) large size;
if (location flag == 1)
unsigned int (offset size*8) offset;
}
}
else {
Unsigned int (32) total size;
if (total size == 1)
unsigned int (64) large total size;
}
unsigned int(8) datall;
}
71
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Semantics

size flag indicates whether or not size value is present. A value of 1 means the size of each entry in Generic Protected
Box is present; 0 means the size is not present.

type flag indicates whether or not the box type is present. A value of 1 means the original type of each entry in

Generic P

rotected Box is present; 0 means the type is not present.

location flag indicates whether or not the location is present. A value of 1 means the original location of each entry
in Generic Protected Box is present; 0 means the original location is not present.

entry count is the number of entries in the Generic Protected Box.

offset size isthe length of the of£set in bytes.

Each size entry is the size of a box that has been replaced by the Generic Protected Box.

Each type entry is the original type of a box that has been replaced by the Generic Protected Box.

Each off
total s

datal]
a method

C4
C41

This claug

An eleme|
the above
or ByteD
and it can
the medig
reference
ByteData
composed
that samp

The comg
support s
such ESs.
within eaq
or modifyf
complete

Figure C.
each sam

self-contdined ES. Notethat a scalable composed ES does not contain any headers, the adapter has to dynamicall

the heade
constitute
complete

set entry is the offset of a box that has been replaced by the Generic Protected Box.
i ze i the total size of the entries in the Generic Protected Box.

s an array of bytes to the end of the box that can be referenced by the ItemLocationBox ane thus prot
defined in the ItemProtectionBox.

Elementary stream and sample definitions

Overview
e defines the structure of an elementary stream (ES).

htary stream contains media data, ByteData structure, container structure, pointer structure, or any f
There are two types of ES: One type is called self-contained ES{which does not contain any contain
ta structure. The format of self-contained ES is not definedSin this Recommendation | International
be any media format like Motion JPEG 2000 sequence,~The other type is referred to as composed

data is composed from other elementary streams. A.composed ES can either copy data from othef
data in other tracks. When a media data segment is.eopied from other tracks, the segment shall be w
structure; the pointer structure is used to reference media data segments in other ESs. When a

ES consists of more than one structure, a container structure shall be used to wrap all structures be
e.

osed ES can be classified into Scalable.€omposed ES and Decodable Composed ES. The former is d

However, it is assumed that the-adaptor should be able to generate new headers and modify the indg
h packet. The decodable compesed ES is designed for simple adaptor that has no capability to genera
packet index numbers. The\adaptor simply follows the instructions in a decodable composed ES to
decodable codestream.

D illustrates the relationship between self-contained ES and scalable composed ES. In scalable com
ble is wrapped_ by.a container structure, where a pointer is referring to the desired data segmen

to make acodestream that is decodable by normal decoder. In addition, each scalable composed ES
a complete’ decodable codestream by itself, and multiple scalable composed ESs can be required
codestream. For example, in Figure C.2, the adaptor has to combine the scalable composed ES 0 and

a resolutiTn-l JPEG 2000 frame.

pcted with

nixture of
br, pointer
Standard,
ES, where
tracks or
rapped in
sample in
onging to

bsigned to

alability, i.e., to make the codestream "thinable", the adaptor can make a codestream by combining multiple

X number
te headers
jenerate a

posed ES,
(s) in the
by generate
might not
o make a
1 to make
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Sample 1 2 3 4 5

Self-contained ES
(motion JPEG 2000)

|hdr ROZ}/R1 RZA e
*

Scalable composed ES 1 (R,) Scalable composed ES 2 (R,) Scalable composed ES 3 (R,)
T.803(23)_FC.2

Figure C.2 — Self-contained ES and scalable composed ES

Figure C.3B illustrates the relationship between self-contained ES and decodable composed ESs. In decodable’romposed
ES, a sanfple is wrapped by a container, which includes the Data structure (with header information);yand one or more
pointer stfuctures referring to data segments in the self-contained ES.

Sample 1 2 3 4 5
e e e e e e, e e,
Self-contained ES
(motion JPEG 2000) lhdr RO7PRI R% e
JEa.x asna v ByteData
LT TN N R T Pointer

it NN /Comainer
Decodable composed ES 1 Decodable composed ES2 Decodable composed ES 3

(Ry) (R¢R)) (RgR,R;)

T.803(23)_FC.3

Figure C.3 — Self-contained ES and decodable composed ES

C4.z2 In-stream structures

This clauge defines the in-stream structures used.in‘scalable composed ES and decodable composed ES. A conpposed ES
can include media from other elementary streans either by copy or by reference. The ByteData structure is used to include
media dafa by copy while the pointer structure is used to include media data by reference. In addition, each|sample is
wrapped by a container structure, which'¢an contain one or more ByteData or pointer structures.

class aligned(8) DataUnity(type) {

unjsigned int (32) type;
unjsigned int (32) size;
unsigned int (32) RDHints;

class ByteData(type='bdat') extends DataUnit() {
unsigned int (8) datall;

class Container (type='cont') extends DataUnit () ({
DataUnit(type) units[];
}

class Pointer (type='poin') extends DataUnit() {

unsigned int (8) rack ref index;

unsigned int (8) segment count;

for (int 1=0; i<segment_count; i++) {
unsigned int (32) offset;
unsigned int (32) length;
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Semantics:

typeinﬁ

cates the type of the data structure, like "ByteData", "Container" and "Pointer".

size is the size of this structure, including itself and subsequent data in this structure.

RDHints indicates the relative or absolute importance of media data contained or referenced by this object. For instance,
RDHints could be an associated distortion increment value, the amount by which the media distortion will increase if the
media data is lost, or it could be importance ranking.

datal] is a byte array containing media data in its original format. This Recommendation | International Standard does
not specify the format of the media data.

units[] is a list of objects contained by container object. The object can be either "ByteData" or "Pointer"”, but cannot
be another "Container" object.

track ref index specifies the index of the track to which this “pointer" is pointing.

segment
offseti

lengthi

C5

C5.1

C52t0(
how the pl

When the
correct pg

C5.2

This anne|
schemes

Each ins
Protection
items and
mapping 1
an examp
is protects

As illustra
items can
it is impo

file shall e un-protected in the_same order as the schemes appear in 'i inf' box. For instance, for un-protectio

scheme a
example,

NOTE
appear

[count 15 the mumber of“offset“amfergthrpair:
the offset of the first byte within the referred sample to copy.
the number of bytes of the data segment.

Protection at file format level

Overview

.5.4 describe how media data is protected using the protection schemes (i.€.s authentication or descri
rotection is signalled using the boxes defined in C.3.4 and C.3.5.

security tools applied change the data length, it shall update all pointers and length fields in all boxes
rsing by the reader.

Item-based protection for I1SO base file format and JPEG, family file formats

K defines two types of ProtectionSchemeInfoBox () : authentication and decryption. The two
rotect the scalable media without loss of scalability

SchemelnfoBox located inside ItemProtectionBox. On the other hand, the ItemLocationBox contait
each item points to one or more contiguots segments of media data. The ItemInformationBox m
able between the items in ItemLocationBox and the protection schemes in ItemProtectionBox. Figure
e with two items and three protectiof schemes: item 0 is protected with Scheme 0 and Scheme 2, wh
d with Scheme 1.

ted in Figure C.4, the same(item can be applied with multiple protection schemes, e.g., item 0. In ad
overlap with each other, and the overlapped region can be applied with multiple protection schemes. ]
rtant to specify the preegssing order among the protection schemes. The 'ff£sc' file format mandat

hpearing in 'iismf~box is applied first and the last scheme appearing in 'iinf' box is applied Ia
the file is first un-protected with Scheme 2 on Item 0, followed by Scheme 1 on Item 1 and scheme 0

— The pratection order (with multiple protection tools) is the reverse of the un-protection order, that is, the f
ng in "4inT™ box is the last tool to be applied, and the last scheme appearing in "1 inf£" box is the first tool to

Ifem location box (iloc) Item information box (i inf) Item protection box (ipro)

ption) and

to ensure

protection

ance of a protection scheme and used parameters (like MAC, 1V, keys, etc.) are descriped by a

s a list of
dintains a
C.4 gives
ile Iltem 1

Jition, the
I'herefore,
bs that the
n, the first
st. In this
bn Item O.

rst scheme
be applied.

C53

! Ttem 0 T Item 0, scheme 2 :f\ B Scheme 0

B ><»: ltem 1, scheme | T Scheme 1|
3 Item 1 i/ I;:::::::::::::::::::::: ;:::::::::::::::::::::::

T.807(23)_FC.4

Figure C.4 — Relationship between iloc, iinf and ipro

Additional requirements for item-based protection for JPEG family file formats

JP2, JPX and JPM files are not based on the ISO base file format but have some common boxes, e.g., the File Type Box
(‘ftyp"). In order to use the Item-based protection in this Recommendation | International Standard, these file formats
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shall incorporate protection by adding the ‘meta’,'nd1lzr', 'ipro’,'iloc’, and 'iinf' from ISO/IEC 14496-12 in addition
to the new boxes defined by this Recommendation | International Standard.

Operation of protection is the same as for the ISO base file format. However, codestreams in JPEG family file formats
can appear in contiguous codestream boxes in addition to Media Data ('mdat") boxes.

C.5.4  Sample-based protection

When a protection scheme is applied on a sample basis, it is signalled by a ProtectionSchemelnfoBox located in either
the ScalableSampleDescriptionEntry or the ScalableSampleGroupEntry. When the ProtectionSchemelnfoBox is located
in the ScalableSampleDescriptionEntry, the protection is applied to all samples in the track; when the
ProtectionSchemelnfoBox is located in the ScalableSampleGroupEntry, the protection is applied only to the samples in
the sample group.

When samples are applied with multiple protection schemes, the ScalableSampleDescriptionEntry or
ScalableSpmpteGroupEntry-containsmuttipte ProtectionSchemeinfoBoxes—nderthemajor-brand-of-ffscthe samples
shall be up-protected in the order that the corresponding ProtectionSchemelnfoBoxes were defined.

Figure C.b gives an example of "mp4v" sample description entry that is protected with an authentication folloyved by an
encryption. Note that there are two ProtectionSchemelnfoBoxes in this entry: the first one is for the-decryptign scheme
while the pecond one is for the authentication scheme. To un-protect the sample, the file reader hasto apply the decryption
scheme fqllowed by the authentication scheme, which is the order in which it appears in the sample entry.

When sample-based protection is applied to composed ES, the protection is actually appliedto the media data which is
contained|or pointed by the container, ByteData or pointers object. For instance, to encrypt a sample in a composed ES,
which is wrapped by a container object, the protection process shall encrypt its media‘data only, retaining the s{ructure of
the contaiper.

The samplle-based protection can be applied to all samples in a track or¢sample group as a whole (when GL =0 in
SchemelnformationBox) or separately to each sample (when GL = 1 in,SchemelnformationBox). In the formef case, the
ValueList has only one MAC or 1V, and in the latter case, the ValueLiSt’has one MAC or IV for each sample.

Sample description entry (4CC code=encv)

ProtectionSchemelnfoBox-1

OriginalFormatBox(data format = autwv)

SchemeTypeBoX (scheme type = decr)

SchemelnformationBox for decryption scheme

ProtestionSchemelnfoBox 2

OriginalFormatBox (data_format = mp4v)

SchemeTypeBox (scheme type = auth)

SchemelnformationBox for authentication scheme

T.807(23)_FC.5

Figure C.5 — An example sample description entry protected by authentication scheme
followed by description scheme

C.6 Examples (Informative)

C6.1 Examplel

This example shows a very simple JPEG file (using JP2 file format) using only authentication. As shown in Figure C.6,
authentication is applied to the coded media data stored in the "Contiguous codestream box", authentication algorithm is
HMAC with SHA-1 hashing.
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JP2 file
JPEG 2000 signature box
File Type box (BR ="jp2\040'; CL = 'fsc")

JP2 Header box

Image Header box

Bits Per Component box

Colour Specification box

Contiguous codestream box (byte range: 00100, ..., 0x34567)

Meta box

Item Location box (Item 1: 0x100, ..., 0x34567) // pointing to contiguous codestream box

Item Protection box

ProtectionSchemelnfoBox1

AuthenticationSchemelnfoBox (Algo = HMAC with SHA-1; Key = k0)

Item Information box (Entry 1: item ID = item 1; scheme ID = scheme 1)

C.6.2

This example corresponds to the example given in 6.3.1. An image’is coded with JPEG 2000 and has three r¢g

The first

encrypted
resolution
performed
using k2

First of al
other on
Decryptig
k2. The
ItemLoca
ItemDesc

Note that
whose for

T.807(23)_FC.4

Figure C.6 — Example 1: Item-based protection of JP2file (authentication)

Example 2

Fesolution is not encrypted in order to provide preview capability, and the second and third resol
with keys k1 and k2, respectively. The input image.is coded in RLCP progression order and has 1
s. (The number of layers, components and precin¢ts are not important in this specific example.) End
using AES in CBC mode without padding (using cipher-text stealing), using k1 to encrypt resolu
0 encrypt resolution 2, and resolution 0 is éft unencrypted.

, the ItemLocationBox contains two ltems: one item points to the byte range from 0x31CC to 0XA3H
e points to the byte range, from OxA3E9 to 0x31101. The ItemProtectionBox cont
nSchemelnformationBoxes: thedfirst one uses AES in CBC mode and k1, the other uses AES in CBC
temInformationBox links thevDecryptionSchemelnformationBoxes in ItemProtectionBox to the
ionBox. In ltemDescriptionBox, ItemDescription 1 describes Item 1 as resolution 1 of the im3
fiption 2 describes Item.2\as resolution 2 of the image.

JPEG 2000 image'cambe located in either MDAT box in the sample file as the META box, or in a dif
mat is describethby the 1SO base file format, as shown in Figure C.7.

solutions.
itions are
tile and 3
ryption is
ion 1 and

£8 and the
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mode and
Items in
ge, while

ferent file
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META box
ItemInformationBox ItemProtectionBox
ltemLocationBox % ItemInfoBox 1 \\ ProtectionSchemelnfoBox 1
Ttem 1- k / ItemInfoBox 2 ™ | DecryptionSchemelnformationBox
byte range = 0x31CC ... 0xA3ES (AES CBC mode; key: k1)
Item 2: x ItemDescriptionBox ProtectionSchemeInfoBox 2
byte_range = 0xA3E9 ... 0x31101 — e . :
\ ItemDescription 1 DecryptionSchemelnformationBox
Res 1 (AES CBC mode; key: k2)
ItemDescription 2
Res 2
MDAT box or external file
Res 0 (0%0000 ... 0x31CB) | | Res 1 (0x31CC ... 0xA3ES) ‘ ‘ Res 2 (0XA3E9 ... 0x3101 |

C.6.2.1 [Transcoding to resolution 1

To securg
following

After transcoding, the resulting File format is shown in Figure C.8. Note that the transcoder does not have to d

Figure C.7 — Example 2: Item-based protection of a JPEG 2000 images (encryption)

ly transcode the above example to lower resolution by discarding resolution 2, the transcoder needg

- Discard the trunk of media data corresponding to resolution 2, i:€., byte range OXA3E9 — 0x311
*  Remove Item 2 from ItemLocationBox.

*  Remove IteminfoBox 2 from IteminformationBox.

*  Remove ItemDescription 2 from ItemDescriptionBox.

*  Remove ProtectionSchemelnfoBox 2 from ItemProtectionBox.

[.807(23)_FC.7

to do the

D1.

ecrypt the

media datg, and thereby achieve end-to-end security.
META box
ItemInformationBox [temProtectionBox
A ItemInfoBox 1 |\ ProtectionSchemelnfoBox 1
ItemLofationB ™ ~ A
temLogationBox ™ | DecryptionSchemelnformationBgx
Ttem|l: ItemDescriptionBox (AES CBC mode; Key: k1)
byte |range = 0x31CC ..(0%A3E8 .
L ItemDescription 1
Res 1
MDAT box or external file
]es0(0%0000.. 0x31CB) || Res 1(0x31CC...0<A3ES) |
T.807(23)_FC.8

C6.3

Figure C.8 — Example 2: Secure transcoding to lower resolution (discarding resolution 2)

Example 3

This example corresponds to the example given in 6.3.2. In this case, authentication is applied to the same JPEG 2000
coded image as in Example 1. In this example all three resolutions are authenticated, where the authentication for each
resolution uses a different key. Each resolution is authenticated using different keys, and each layer within a resolution
has its own MAC value. In summary, there will be a total of three keys and nine MAC values for the entire image.

Specifical

ly
*  Resolution 0 has three MAC values MO, M1 and M2 (one for each layer) using KO
*  Resolution 1 has three MAC values M3, M4 and M5 (one for each layer) using K1
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*  Resolution 2 has three MAC values M6, M7 and M8 (one for each layer) using K2

The authentication is performed using HMAC with SHA-1 hash. As shown in Figure C.9, the ItemLocationBox has three
items corresponding to three resolutions, and each item has three extents corresponding to three layers within a resolution.
The ItemProtectionBox contains three ProtectionSchemelnformationBoxes, the first one signals the applied
authentication tool using KO and three MAC values M0, M1 and M2, and so forth. The ItemInformationBox and
ItemDescriptionBox are used in the same way as the previous example.

Note that "granularity” field in the AuthenticationSchemelnformationBox is used to indicate the smaller protection unit
of the authentication tool. When "granularity" is "extent", the authentication tool will generate one MAC for each extent
(i.e., three MAC values for the entire Item in this example); when it is set to "item", it will generate only one MAC value
for the entire item.

META box
ItemInformationBox ItemProtection50ox
ltemLodationBox TtemInfoBox 1 \\ ProtectionSchemelnfoBox 1
- ItemInfoBox 2 ~al | DecryptionSchemelnformationBox
Extendt 1 0400000 .. 001000 foBox 3 (RSA; SHA-1; Key: KO)
xtent 1 I [temInfoBox ity - ist:
Exterlt 2: 001001 .. 0x02000 * Granularity: extent; ValueList: MO, ML, M2)
Exterjt 2: 0x02001 ... 0x031CB /I . ProtectionSchemeltfeBox 2
Ttem b- temDescriptionBox : - :
Extedt 1: 0x031CC . 0x601CC % ltemDescrintion 0 DecryptionSchemelnformationBox
: ‘ p (RSA; SHA-T; Key: K1)
Exterft 2: 0x061CD ... 0x091CC Res 0 ¢ A
Exterdt 2: 0x091CD ... 0x0A3ES — Grﬂl]ulan[y: extent; ValueList: M3, MU, MS)
™ ItemDescription |
Item B: Res 1 ProtectionSchemelnfoBox 3
Extert 1: 0x0A3E9 ... 0x10000 é — : -
Extert 2: 0x10001 ... 020000 || ItemDescription 2 DecryptionSchemelnformationBox
Exterft 2: 0x20001 ... 0x31101 Res 2 (RSA; SHA-1; Key: K2)
Granularity: extent; ValueList: M6, M[7, M8)
MDAT box or external file
ROLO (000000 ... 0x01000) ROL1 (0x01001 ... 0x02000) ROL2 (0x02001 ... 0x031(B)
RI1LO (0x031CC ... 0x061CC) RILL£0*061CD ... 0x091CC) RIL2 (0x091CD ... 0x0A3ES8)
R2L0O (0x0A3E9 ... 0x10000) R2LT (0x10001 ... 0x20000) R2L2 (0x20001 ... 0x31141)
T.807(23)_FC.9
Figure C.9 — Example(3:,item-based protection of a JPEG 2000 image (Authentication)
C.6.3.1 [Transcoding to reselution 1
To secure]y transcode the above example to resolution 1, the transcoding has to do the following:
Discard tjunk of medialdata corresponding to resolution 1, i.e., byte range 0OXA3E9 — 0x31101.
*  Remeove Item 3 from ItemLocationBox
* , 'Remove IteminfoBox 3 from ItemInformationBox
e Remove ltemDescription 3 from ltemDescriptionBox
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. Remove ProtectionSchemelnfoBox 3 from ItemProtectionBox

Rec. ITU-T T.807 (02/2023)

© ISO/IEC 2023 - All rights reserved


https://iecnorm.com/api/?name=699639ceaa6c07560a6f8a5256544740

ISO/IEC 15444-8:2023 (E)

The resulting file format of the transcoded codestream is shown in Figure C.10.

META box
ItemInformationBox ItemProtectionBox
ltemLocationBox A ItemInfoBox 1 \\ ProtectionSchemelnfoBox 1
Item 1: ; -
Extent 1: 0x00000 ... 0x01000 ‘/ I[temInfoBox 2 ™ %;g%ﬁﬁ?ﬁ?ﬂ?&n ationBox
Extent 2 0x01001 ... 0<02000 Granularity: extent; ValueList: M0, M1, M2)
Extent 2: 0x02001 ... 0x031CB ItemDescriptionBox
Item 2: . ProtectionSchemelnfoBox 2
Extent 1: 0x031CC ... 0x601CC ItemDescription 0 \
Extent 2: 0x061CD ... 0x091CC é\ Res 0 %;gpgigisCl*}inel.nliolfmaﬁoﬁox
Extent 2: 0<091CD . 00AES ™ ftemDescription 1 E}ranu’larity-_eitcsz'\/algcList- M3, M4, M5)
Res 1 . . _ i i
MDAT box or external file
ROLO (000000 ... 0x01000) ROL1 (0x01001 ... 0x02000) ROL2 (0x020017.: 0x031(B)
R1L0O (0x031CC ... 0x061CC) RIL1 (0x061CD ... 0x091CC) RIL2 (0x091CD ... 0x0A3ER)

Cc6.4

This example illustrates sample-based protection for a time-sequenced JPEG*2000 coded pictures. Each picturg

layers (L(Q
and L2 al

value M0
and CK1

mode.

To preser
each laye
and so on

The form
Protectio
Protectio
tool app
Protectio
codestrea

Note that
scalable ¢

Figure C.10 — Example 3: Transcoding to resolution 1

Example 4

, L1 and L2), and all three layers are authenticated using a unigue key (AKO, AK1 and AK?2). After th
e encrypted using a unique key (CKO and CK1). That is; L0 is authenticated with AKO producing

L1 and L2 are first authenticated with AK1 and AK2+(producing M1 and M2) and then encrypted
espectively. Authentication is applied using HMAGC with SHA-1 and encryption is achieved using AH

Ve scalability at the file format level, three scalable composed ESs are generated, ESO, ES1, and ES
. Each ES is described by one media track;for instance, ESO is described by Trak0, ES1 is described

at of the three tracks (Trak 0, “Trak 1 and Trak 2) is illustrated in Figure C.11. Trak 0

SchemelnfoBox as L1 and L2 are protected by both authentication and encryption tool. Note that the g
pars in the first ProtectionSchemelnfoBox and the authentication tool appears in th
SchemelnfoBox. The.Un-protection process has to follow the same order to get decodable JH
m.

for decodable composed ES and self-contained ES, sample-based protection is applied in the same
pmposed ES;

T.807(23)_FC.10

has three
at, the L1
bne MAC
sing CKO
tS in CBC

2, one for
by Trakl,

has one

SchemelnfoBox as LO is .protected by authentication tool only. Trak 1 and Trak 2 lave two

ecryption
e second
EG 2000

vay as for
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MOOV Box

Trak 0

SampleDescriptionEntry (4CC code = encv)

ProtectionSchemelnfoBox|1

OriginalFormatBox (data_format = SCAL)

SchemeTypeBox (scheme_type = auth)

SchemelnformationBox for Auth (Algo = HMAC with SHA-1; Key = AKO0; ValueList = {MO0})

Trjk

1

QY

SampleDescriptionEntry (4CC code = encv)

ProtectionSchemelnfoBox1

OriginalFormatBox (data_format = SCAL)

SchemeTypeBox (scheme_type = decr)

SchemelnformationBox for Auth (Algo = AES in CBC mode; Key </ CKO0)

ProtectionSchemelnfoBox2

OriginalFormatBox (data_format = SCAL)

SchemeTypeBox (scheme type = auth)

SchemeInformationBox for Auth (Algo = HMAC with SHA-1; Key = AK1; ValueList = {M1})

~

L

Trik

2

*‘
R

N

SampleDescriptionEntry (4CC code = encv)

ProtectionSchemelnfoBox1

OriginalFormafB¢x (data_format = SCAL)

SchemeTypeBox (scheme_type = decr)

SchemelnformationBox for Auth (Algo = AES in CBC mode; Key = CK1)

ProtectionSchemelnfoBox2

OriginalFormatBox (data_format = SCAL)

SchemeTypeBox (scheme_type = auth)
SchemelnformationBox for Auth (Algo = HMAC with SHA-1; Key = AK2; ValueList = {M2})

T.807(23)_FC.11

Figure C.11 — Example 4: Sample-based protection of a time-sequenced JPEG 2000 pictures

C.6.4.1 Transcoding to layer 1
To securely transcode the sequence of JPEG 2000 picture to layer 1, the transcoder needs to do the following:

80

Rec. ITU-T T.807 (02/2023)

Discard the scalable composed ES 2 corresponding to layer 2, and discard the trunk of media data in

self-contained ES.

If necessary, the transcoder also needs to update the byte range values of Pointer objects in the remaining

two scalable composed ESs.
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»  Discard Trak 2 that describes scalable composed ES 2.

The resulting file format is shown in Figure C.12.

MOOV Box
Trak 0
SampleDescriptionEntry (4CC code = encv)
ProtectionSchemelnfoBox 1
OriginalFormatBox (data_format = SCAL)
SchemeTypeBox (scheme_type = auth)
SchemeInformationBox for Auth (Algo = HMAC with SHA-1; Key = AKO; ValueList = {M0})
a4
Trak 1
b‘v‘
: X
SampleDescriptionEntry (4CC code = encv)
oo ProtectionSchemeInfoBox 1

OriginalFormatBox (data format = SCAL)

SchemeTypeBox (scheme type = decr)

SchemelnformationBox for Auth (Algo = AES in CBC@iode; Key = CK0)

ProtectionSchemelInfoBox2

OriginalFormatBox (data format = SCAL)

SchemeTypeBox (scheme type = auth)

SchemelnformationBox for Auth (Algo = HMAC with SHA-1; Key = AK1; ValueList = {M1})

AN

T.80%(23)_FC.12

Figure C.12 — Example 4: Secure transcoding to lower SNR quality (layer 1)

C.6.5 Example 5

This example illustrates how sample-based protection is applied for video browsing and video summarizatign. In this
example, p sequence of 0000 frames is summarized into 10 scenes. For instance, the first 1000 frames constitute the first
scene; thejsecond 1000 frames constitute the second scene, and so on. For each scene, the first 50 frames (5-sedond video
at 10 fps)|are left unencrypted for preview purposes, the rest of the frames are encrypted using AES in CBC mode with
key KO. In thistexample, the 10000 pictures are stored in a self-contained ES, which can be located in MDAT box or
external flledwhose format is not specified by the ISO base file format.

Figure C.13 illustrates the file format when the above protection is applied to a self-contained ES, which is described by
Track 0. The SampleToGroupBox has 20 entries, the first 50 pictures of every scene are mapped to no descriptor and the
next 950 pictures of each scene are mapped to the first ScalableSampleGroupEntry in SampleGroupDescriptionBox. The
grouping_type is "prot", for protection purposes.

The ScalableSampleGroupEntry has handler_type of “encv" and the protection is applied to all resolutions (res = -1), all
layers (layer = —1) and all regions of each sample (cropped width=cropped height=0). As only one protection
is applied to this sample group, the ScalableSampleGroupEntry contains only one ProtectionSchemelnfoBox, which in
turn contains the OriginalFormatBox, the SchemeTypeBox and the SchemelnformationBox.
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MOOV Box

Trak 0

SampleToGroupBox (grouping type = prot; entry count = 20)
Entry 1: sample count = 50; group description_index = 0; // 0 means it has no descriptor
Entry 2: sample count = 950; group description_index = 1;
Entry 3: sample _count = 50; group description_index = 0;

Entry 19: sample count = 50; group_description_index = 0;
Entry 20: sample_count = 950; group_description_index = 1;

SampleGroupDescriptionBox (grouping_type = prot; entry_count = 1)

SampleGroupDescriptionEntry 1

ProtectionSchemelnfoBox

(®

OriginalFormatBox (data_tormat = j2k)

SchemeTypeBox (scheme_type = decr)
SchemelnformationBox for Auth (Algo = AES in CBC mode; Key $5K0)

C.651

T.807(23)_FJQ.13

Figure C.13 — Example 5: Sample-based protection for video browsing or video summarization

Example 5: Transcoding to shorter time length

This example illustrates how to securely transcode the above codestream to shorter the time length, i.e., discarding the

last 5000

The resuliing codestream is shown in Figure C.14;

pictures. The transcoder has to do the following things:
»  Discard the trunk of media data corresponding to the last 5000 pictures.
»  Remove the entries corresponding to the Tast 5000 pictures in SampleToGroupBox.

MOOV Box

Trak 0

: S
s . o
SampleToGreupBox (grouping type = prot; entry _count = 20)
EntryN/sample count = 50; group description_index = (; // 0 means it has no descriptor
Entry’2: sample count = 950; group description_index = 1;
Eritry 3: sample_count = 50; group_description_index = 0;
Entry 4: sample count = 950; group description_index = 1;

Entry 19: sample_count = 50; group_description_index = 0;
Entry 20: sample count =950; group_description_index = 1;

1A

Q APVl D T in] r M e 4 4. 4 1
SamMpPre TP CSCHPTIONTD O (2roupmeE—ty pe protChoy—count T

SampleGroupDescriptionEntry 1

ProtectionSchemelnfoBox

OriginalFormatBox (data_format = j2k)

SchemeTypeBox (scheme_type = decr)
SchemeInformationBox for Auth (Algo = AES in CBC mode; Key = K0)

82

T.807(23)_FC.14

Figure C.14 — Example 5: Transcoding to shorter time length (discarding the last 5000 pictures)
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C.6.6 Example 6
This example demonstrates how the structures defined in this annex can be used to perform authentication and decoding

of verified data, as shown in Figure C.15.
An authentication adaptor/transcoder removes data that is not verifiable with the available media data and authentication

data. For example, in a streaming system, some media packets can be lost during transmission. A file format receiver can
reconstruct the received data to the best of its ability based on the available data. Then, an authentication
adaptor/transcoder can determine which data can be verified, and then remove the packets that are not verifiable. The

HEEEE EEEEEN

resulting file only contains the decodable, verified data.

Receivedmedia| ‘ | | . | | ‘ | | .
packets

Anthentication

transcoder

Transcoded media
packets

g
HEE BN BEE BE _BE BESE B
T.807(23)_FF.15

Reeeived and
dmverified packet

Received and Lost

Received
O] packet U verified packet packet

Figure C.15 — Example 6: Authentication transcoding, discarding receivedbut unverifiable pack

C.6.7 Example 7
This example shows the effect of length changes on the contents of a file due to protection coding.
the 'mdat'

" box expanded in Figure C.16 contains boxes that reference’samples in the 'mdat’ box. In this case

The 'moo
ns six samples, labelled ED1 to ED6.

box contal

mdat | EDIL-ED2[ ED3 | ED4 | EDS | ED6 | moov/ | xml

P| ftyp | jp2h | jp2¢| meta xml lat |_

| Movie box
| Movie Header box |

— Track box (0) | 1 Trackbox{tl) "
— Track Header box

— Media box |
|

Media Header box
Handler Reference box

Media Information box |
Media Header box |

Data Information box | .
|—| Data Reference box |
Sample Table box

|

—  Sample Description box |
[______UserDatabox ____{— TimetoSamplebox ] |
[ Sample to Chunk box |

|

|

—_____ UserDaabox —___ Sample Size box
____________________ i ] Chunk Offset box

Track Extends box (te-1) !
A T.807(23)_FC.16

1
1
1
I
I
I
1
1
1
I
|
I
1
I
1
I
1
1
1
I
1
1
I
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1
1
1
1
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1
1
I
|
1
I
I
L]
T
I
1
I
I
1
i
1
1
1
1
I
1
|
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Figure C.16 — Motion JPEG 2000 file with detailed box structure
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Without any protection, some of the boxes and the references to those boxes appear as shown in Figure C.17.

iP| ftyp | jp2h | jp2c| meta | xml | mdat | ED1 | ED2 | ED3 | ED4 | ED5 | ED6 | moov xml

Figure C.

in the 'mopv' box have been adjusted to point to the correct location of the protected samples.

— In order to function as shown in those figures, the protection tool understands all pointers present in-the fille. Thus, a
protected Motion JPEG 2000 file requires a protection tool capable of adjusting Motion JPEG 2000 referefices. The al

NOTE

for the
operati

Figure C.17 — Simplified Motion JPEG 2000 box structure showing references

T.807(23)_FC.17

| 8 shows boxes or samples in pink that have been protected and can have had their length changed.THh

file with portions that have been changed to be marked as unreadable by a Motion JPEG 2000 reader until all lengf
pns have been undone.

e pointers

ernative is
h changing

jP

Ciphered | 1.¢ | ED1 | ED2 | ED3 | ED4,} £D5 | ED6 | moov

ftyp | jp2h| jp2¢| meta «ml ml

Ciphered

C.6.8

These ex3
protectior]

T.807(23)_|

Figure C.18 — Simplified Motion JPEG 2000 box'structure showing references after
length changing protection operations
Example 8

mples in Figures C.19, C.20 and C.21 shew the effect of length changes on the contents of a JPM
coding.

FC.18

ile due to
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jP| ftyp | jp2h | jp2e meta mhdr peol page _z(m]_——-jpflf:/‘ jp2¢ ip2c page me‘~\jp2c jp2c jp2c
| Page box
i —| Page Header box |
—[ Primary Page Collection Locator box |
------ IT.807(23)_FC.19
Figure C.19 — JPM file with detailed’box structure
l—= — i .
jP | ftyp |[ip2h | jp2c meta mhdr pcol page xnil jp2c jp2c ip2c page xml jp2c jp3c jp2c
=~ i
T.807(23)_FC.20
Figure C.20 — Simplified JPM box structure showing references
l—— I — T
. . . Ciphered | Ciphered | Ciphered | Ciphered Ciphered [ Ciphered | Ciphgred | Ciphered
jP| ftyp |lip2zh | jp2c meta—/| mhdr | pcol page xml ip2e ip2e ip2c page xml ip2c i3 jp2c
— ]
IT.807(23)_FC.21
Higure-C.21 — JPM box structure showing references after length changing protection operations
Cc.7 Boxes defined in ISO/IEC 14496-12 (informative)

This clause is not a normative part of this Recommendation | International Standard. The definitions listed here are
repeated from ISO/IEC 14496-12 for convenience.

Box

Files are formed as a series of objects, called boxes in this Recommendation | International Standard. All data are
contained in boxes; there are no other data within the file.

Boxes start with a header which gives both size and type. The header permits compact or extended size (32 or 64 bits)
and compact or extended types (32 bits or full UUIDs). The standard boxes all use compact types (32-bit) and most boxes
will use the compact (32-bit) size. Typically only the Media Data Box(es) need the 64-bit size.

© ISO/IEC 2023 - All rights reserved
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The size is the entire size of the box, including the size and type header, fields, and all contained boxes. This facilitates
general parsing of the file. The definitions of boxes are given in the syntax description language (SDL) defined in MPEG-4
(see reference in clause 2). Comments in the code fragments in this Recommendation | International Standard indicate
informative material. The fields in the objects are stored with the most significant byte first, commonly known as network
byte order or big-endian format.

aligned(8) class Box(unsigned int (32) boxtype, optional unsigned int(8) [16] extype) {

unsigned int (32) size;
unsigned int (32) type = boxtype;
if (size==1) {

unsigned int (64) argesize;
} else if (size == 0) {

// box extends to end of file
}
if[(boxtype == ruuid') {
unsigned int(8) [16] usertype = extype;

}
The semahtics of these two fields are:

size is ap integer that specifies the number of bytes in this box, including all its fields and’centained boxes; if size is 1
then the aftual size is in the field large size; if size is 0, then this box is the last one in the file, and its contents|extend to
the end of the file (normally only used for a Media Data Box).

type identifies the box type; standard boxes use a compact type, which is normally*four printable characters,|to permit
ease of identification, as reflected below. User extensions use an extended type;-in‘this case, the type field is seft to ‘uuid'.

Boxes with an unrecognized type shall be ignored and skipped.
Many objects also contain a version number and a flag field:
aligned|(8) class FullBox (unsigned int (32) boxtype, unsigned int(8) v, bit(24) f)
extends|Box (boxtype) {
unjsigned int (8) version = v;

bift (24) flags = f;
}

The semahtics of these two fields are:
versionlis an integer that specifies the version of this format of the box.
flags is p map of flags.

Boxes with an unrecognized version shall be ignored and skipped.

Item Loc.Etion Box
Definitio
Box Typd: iloc'

Containerl: Meta box (‘'meta’)

Mandatorys=-Ne

Quantity: Zero or one

The item location box provides a directory of resources in this or other files, by locating their containing file, their offset
within that file, and their length. Placing this in binary format enables common handling of this data, even by systems
which do not understand the particular metadata system (handler) used. For example, a system might integrate all the
externally referenced metadata resources into one file, re-adjusting file offsets and file references accordingly.

The box starts with three values, specifying the size in bytes of the offset field, length field, and base offset field,
respectively. These values shall be from the set {0, 4, 8}.

Items can be stored fragmented into extents, e.g., to enable interleaving. An extent is a contiguous subset of the bytes of
the resource; the resource is formed by concatenating the extents. If only one extent is used (extent count = 1),
then either or both of the offset and length can be implied:
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« If the offset is not identified (the field has a length of zero), then the beginning of the file (offset 0) is
implied.

» If the length is not specified, or specified as zero, then the entire file length is implied. References into the
same file as this metadata, or items divided into more than one extent, should have an explicit offset and
length, or use a MIME type requiring a different interpretation of the file, to avoid infinite recursion.

The size of the item is the sum of the extent length (s).
NOTE — Extents can be interleaved with the chunks defined by the sample tables of tracks.

The data-reference index can take the value 0, indicating a reference into the same file as this metadata, or an index into
the data-reference table.

Some referenced data can itself use offset/length techniques to address resources within it (e.g., an MP4 file might be
‘included' in this way). Normally such offsets are relative to the beginning of the containing file. The field 'base offset'
provides an additional offset for offset calculations within that contained data. For example, if an MP4 file is included
within a file formatted to this Recommendation | International Standard, then normally data-offsets within [that MP4
section ar relative to the beginning of file; base offset adds to those offsets.

Syntax

aligned|(8) class ItemLocationBox () extends FullBox('iloc', version =, 0% 0) {
unjsigned int (4) offset size;
ungsigned int(4) length size;
ungsigned int (4) base offset size;
unsigned int (4) reserved;
unjsigned int (16) item count;
for (i=0; i < item count; i++) {
unsigned int (16) item ID;
unsigned int (16) data reference index;
unsigned int (base offset size*8) basg offset;
unsigned int (16) extent count;
for (3=0; j < extent count; j++) {
unsigned int (offset size*8) extent offset;
unsigned int (length size*8) extent length;

}

Semantifs
offset pize istaken from the set {0,44,-8} and indicates the length in bytes of the offset field.
length pize is taken from the set.{0;4, 8} and indicates the length in bytes of the length field.

=

base offset size is taken from'the set {0, 4, 8} and indicates the length in bytes of the base offset fig
item cofint counts the number of resources in the following array.
item ID|is an arbitrarysinteger 'name’ for this resource which can be used to refer to it (e.g., in a URL).

Data reference(index is either zero (‘this file') or a 1-based index into the data references in the data information
box.

base offsét provides a base value for offset calculations within the referenced data. If base offset dize isO,
base otfset-takesthe value 0, e . itis-unused

extent count provides the count of the number of extents into which the resource is fragmented; it shall have the value
1 or greater.

extent offset provides the absolute offset in bytes from the beginning of the containing file, of this item. If
offset sizeisO, offset takes the value 0.

extent length provides the absolute length in bytes of this metadata item. If length size is 0, length takes the
value 0. If the value is 0, then length of the item is the length of the entire referenced file.

Item Information Box

Definition

Box Type: 'iinf'
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Container: Meta Box (‘meta)
Mandatory: No
Quantity: Zero or one

The Item information box provides extra information about selected items, including symbolic ('fi1le') names. It can
optionally occur, but if it does, it shall be interpreted, as item protection or content encoding can have changed the format
of the data in the item. If both content encoding and protection are indicated for an item, a reader should first un-protect
the item, and then decode the item's content encoding. If more control is needed, an IPMP sequence code can be used.

This box contains an array of entries, and each entry is formatted as a box. This array is sorted by increasing item ID
in the entry records.

Syntax

aligned|(8) class ItemInfoEntry () extends FullBox('infe', version = 0, 0) {
unjsigned int (16) item ID;
unjsigned int (16) item protection index
stfring item name;
stfring content type;
string content encoding; //optional

}

aligned|(8) class ItemInfoBox () extends FullBox('iinf', version<#,0, 0) {
unsigned int (16) entry count;

ItemInfoEntry () item infos[entry count];
t
Semantigs

item_ id|contains either O for the primary resource (e.g., the XMD contained in an xml' box) or the ID of the item for
which the|following information is defined.

item prptection index contains either O for an unprotected item, or the one-based index into the item protgction box
defining the protection applied to this item (the first box:imthe item protection box has the index 1).

item name is a null-terminated string in UTF-8 characters containing a symbolic name of the item.
content| type is the MIME type for the item.

content| encoding is an optional null-terminated string in UTF-8 characters used to indicate that the binpry file is
encoded gnd needs to be decoded before being interpreted. The values are as defined for Content-Encoding for HTTP/1.1.
Some posgible values are "gzip", "cempress" and "deflate". An empty string indicates no content encodling.

entry cpunt provides a count of the number of entries in the following array.
Item Pr¢tection Box

Definitign
Box Type: 'iprol

Container Meta box ('meta’)

Mandatory:-No

Quantity: Zero or one

The item protection box provides an array of item protection information, for use by the Item Information Box.

Syntax
aligned(8) class ItemProtectionBox () extends FullBox('ipro', version = 0, 0) {
unsigned int (16) protection count;

for (i=1; i <= protection count; i++) {
ProtectionSchemeInfoBox () protection information;

}
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Semantics
protection count is the number of protection tools applied.
protection information contains the information for each protection tool applied.
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Annex D

Technology examples

(This annex does not form an integral part of this Recommendation | International Standard.)

Introduction

The JPSEC syntax allows normative and non-normative security tools to be applied to JPEG 2000 images. D.2 to D.11
describe ten informative technology examples that demonstrate different usages of JPSEC. These examples are purely
informative and not endorsed by this Recommendation | International Standard. However, they are provided to
demonstrate the flexibility of the standard.

The techn

ology examples include:

A—flose for 1DEC 200N

D.2
D.21

An acces
quality la

D.2.2

It provide
CD-ROM
publisher

D.2.3

TR P cantralcchamafor
— A unified authentication framework for JPEG 2000 images;

— A simple packet-based encryption method for JPEG 2000 codestreams;

—  Encryption tool for JPEG 2000 access control;

- Key generation tool for JPEG 2000 access control;

—  Wavelet and bitstream domain scrambling for conditional access control;

- Progressive access for JJEG 2000 codestream;

—  Scalable authenticity of JPEG 2000 codestreams;

- JPEG 2000 data confidentiality and access control system based-en”data splitting and luring;
—  Secure scalable streaming and secure transcoding.

A flexible access control scheme for JPEG 2000 codestreams

Security service

control scheme allows for rendering JPEG 2000’codestreams according to any combination of re
ers, tiles and precincts.

Typical application

s protection of content delivery viawariable media, e.g., Internet, digital cable TV, satellite brog
. Generally, the technology is viable to the applications where a codestream is encrypted only on
side but the protected codestreant’is decrypted many ways according to the different privilege on the

Motivation

In the Super-distribution madel, the publisher distributes the protected content freely and the content keys sé

user who
responds

D.24
A protect

desires to access\portions of a codestream sends his/her request to the key server. The key serve
vith appropriate\decryption keys according to the user's privilege. The user can access the allowed su

Technical overview

bd JPEG 2000 codestream is produced by encrypting each packet by the publisher. The core of the t¢

is how to

solutions,

dcast and
ce on the
iser sides.

curely. A
r, in turn,
b-images.

chnology

mandge a key tree which is constructed in any order of tiles, components, resolutions, layers, preg

incts, and

even code-bBIOCKS. To describe the technology €asily, assume that the Key tree order 1S RLCP (resolution-Tayer-component-
precinct) and each resolution has the same number of precincts. In the following, given a one-way hash function h(.),
consider a JPEG 2000 image codestream with nr tiles, nc components, n_ layers, nr resolution per tile-component, np
precincts per resolution. With a master key K for a JPEG 2000 codestream. Construct a key tree as follows.

90

1) Generate key k'= h(K|"T"|t), for each tile Type = 0, 1, ..., nt =1, where "|" is the concatenation, and "T"

denotes the ASCII code of the letter T.

2) Generate key k"= h(k™1), for each r = ng—2, ..., 1, 0, where k"** = h(k'|"R") and "R" denotes the ASCII

code of the letter R.

3) Compute key k= h(k*D), for each r =ng—1, ..., 1,0, I =n_-2, ..., 1, 0, where k"™~ = h(k'|"L") and

where "L" denotes the ASCII code of the letter L.

4) Calculate key k"= h(k"|"C"[c), foreach r =ng-1,...,1,0,1=n.-1,..,1,0,¢=0,1, .., nc
"C" denotes the ASCII code of the letter C and ¢ denotes the index of this component.

-1, where
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