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(the International Organization for Standardization) and IEC (the International Electrotechnical

or IEC participate in the development of International Standards through technical committees
lished by the respective organization to deal with particular fields of technical activity. ISO and JEC
ical committees collaborate in fields of mutual interest. Other international organizations, governmental
on-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
ology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

ational Standards are drafted in accordance with the rules given in the ISO/IEC Directives,\Part 2.

main task of the joint technical committee is to prepare International Standards)“Draft International
ards adopted by the joint technical committee are circulated to national bodies férvoting. Publication as

an International Standard requires approval by at least 75 % of the national bodies casting a vote.
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tion is drawn to the possibility that some of the elements of this documentmay be the subject of patent
. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

dment 1 to ISO/IEC 15444-8:2007 was prepared by Joint_Technical Committee ISO/IEC JTC 1,
hation technology, Subcommittee SC 29, Coding of audiey_picture, multimedia and hypermedia
nation in collaboration with ITU-T. The identical text is published as
Rec. T.807 (05/2006)/Amd.1(E).
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INTERNATIONAL STANDARD |SO/IEC 15444-8
RECOMMENDATION ITU-T T.807

I nformation technology — JPEG 2000 image coding system:
Secure JPEG 2000

Amendment 1

Fileformat security

1 Clause 2: Nor mative refer ences

Add the following references:

—  Recommendation ITU-T T.803 (2002) | ISO/IEC 15444-4:2004, Information techfiology — JPEG 2000
image coding system: Conformance testing.
— ISO/EC 13818-11:2004, Information technology — Generic coding of movingspictures and associated
audio information — Part 11: IPMP on MPEG-2 systems.

—  ISO/EC 15444-6:2003, Information technology — JPEG 2000 imagecading system — Part 6: Compoun|
image file format.

— ISO/EC 15444-12:2005, Information technology — JPEG 2000 image coding system — Part 12: ISD
base media file format (technically identical to I1SO/IEC 14496-12).

|oN

) Clause 3: Termsand definitions

DY)

) Rewrite the first paragraph as follows (with the chahges underlined):

Q)

Hor the purposes of this Recommendation | International Standard, the following definitions apply. The definitior]
defined in ITU-T Rec. T.800 | ISO/IEC 15444-1 clause 3 and ISO/IEC 15444-12:2005 clause 3 apply to thi
Recommendation | International Standard.

» 0

0)] Add the following terms and definitions:

Normal decoder

Standard decoder is a process to decode a codestream that is fully compliant with the normative part of coding standardg.
Its behaviour is not defined if it tries to decode a non-compliant codestream.

\daptive-for mat decodet

=K

he coding standard. (It 'shall reconstruct the media (possibly with low quality or resolution) even if the codestream ha
nissing packets or_inconsistent packet headers. For example, an adaptive-format decoder is able to understand
mply-transcoded codestream, such as the one that has its highest resolution packets removed.

[SUIR )

/
Adaptive-format decoderis a process to decode a codestream which is not fully compliant with the normative part g
t
H
q

Elementary Stream (ES)

[

Blementary streaming contains a sequence of samples, where each sample could be a video frame or a contiguoy
Section of audio data. A sample in ES contains media data, ByteData structure, pointer structure, container structure, g
any mixture of the above.

=

Self-Contained ES

Self-contained ES contains only media data, whose format is not defined in this amendment. The self-contained ES
could be stored in MDAT box co-located with the file format specified in this amendment, or be stored in a separate file
whose format is not specified by this amendment.

Rec. | TU-T T.807 (2006)/Amd.1 (03/2008) 1
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Composed ES

Composed ES may contain a mixture of ByteData, pointer and container structures, that is, its samples are composed
with data from other elementary streams. A composed ES can either copy (using ByteData structure) or reference (using
pointer) datafrom other ESes.

Scalable Composed ES

Scalable composed ES is made up of samples that may not be decodable by themselves. It may need to be combined
with other scalable composed ESes to form a fully decodable codestream. Scalable composed ES is designed to support
scalability, i.e., to make media data "thinable". For example, for a motion JPEG 2000 codestream where each picture

J
q
!
,

= 0 0O (N

/
/
f
y

has three |

$imple adaptor /transcoder

ers, it can be divided into 3 scalable composed ESes: the first one consists of al layer 0 data, the second

ne consists of al layer 1 data and the third one consists of al layer 2 data.

Decodable Composed ES

ecodable composed ES is made up of samples that are decodable by themselves. It is designed for simpte adaptati
here the adaptor just needs to retrieve data pointed by pointer structure and remove the wrappet.to.form a full
calable codestream. For example, for a motion JPEG 2000 codestream where each picture has threg'tayers, it can for
decodable composed ESes: the first one consists of layer O data, the second one consists of |ayer'O and layer 1 d
Ind the third one consists of layer 0, 1 and 2 data.

\daptor/transcoder

daptor/transcoder is a process to transform media data to lower scalability level, liketower resolution or lower qualit
r bit-rate, by removing portions of the file. The adaptor/transcoder can transformimedia data based on the informatio
pecified in this amendment. An adaptor/transcoder shall update byte offset values in file format parameters that an
mpacted by the process.

-~

[

becur e adaptor /tr anscoder

becure adaptor/transcoder is a process to transform encrypted or authienticated media data without necessity to decrypt
r regenerate the MAC or signature. Thus, end-to-end security,refains for the transcoded media data.

PEG 2000-awar e adaptor /transcoder

PEG 2000-aware adaptor/transcoder combines one of:more scalable composed ESes to form a fully decodable media
odestream. It should have the capability to generate’the headers and markers of media codestream and modify th
acket index, such that the adapted codestream.eaffbe decoded by a normal decoder. It may also add empty packets t
Eplace the removed ones, or it may insert POC marker.

[S2N¢]

imple adaptor/transcoder is able to\transform data based on information specified by this amendment. It may not b
apable of generating media headers or modifying packet indices. It simply retrieves data pointed by pointer structu
Ind removes the wrappers, andithe resulting codestream can be decoded by adaptive-format decoder, which can cop
Vith missing packets and inconsistent headers.

D D D

\uthentication adaptor /tr anscoder

n authenticatien;-adaptor/transcoder removes data that is not verifiable with the available media data and
uthenticatiom data. For example, in a streaming system, some media packets may be lost during transmission. A fil

brmat regeiver may reconstruct the received data to the best of its ability based on the available data. Then, f
uthentication adaptor/transcoder can determine which data can be verified, and then remove the packets that are ngt
erified) The resulting file only contains the decodable, verified data.

Contamer

Container structure is used to wrap a sample in a composed ES. It might contain any number of ByteData or pointer
structures, but is not allowed to contain another container structure.

Pointer

Pointer structure is used to reference a data segment in another ES. It must be contained inside a container structure.

2 Rec. | TU-T T.807 (2006)/Amd.1 (03/2008)
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ByteData

ByteData structure is used to wrap a data segment which is physically located in a composed ES. It must be contained
inside a container structure.

4CC Code

4CC code is a 32-bit identifier, normally 4 printable characters. A 4CC code can be used to indicate the file type, the
type of file format box, type of afile format track, type of afile format sample description and type of file format track
reference. A 4CC code must be registered with aregistration authority.

3) Annex E: Fileformat security

Create a new annex and add the following text:

Annex E

File Format Security

(Thisannex forms an integral part of this Recommendation | International Standard)

.1 Scope

This annex specifies JPSEC file format derived from the 1SO base file fafmat and modifications to JPEG family fil
fprmat (including JP2, JPX and JPM) for protection and secure adaptation of scalable pictures, which is possibl
g
H

S5 <<

ncrypted and/or authenticated by the owner. The pictures could be gither static pictures or time-sequenced pictures. |
articular, this annex provides functionality to do the following:

[N

¢ To store coded media data corresponding to different scalability levels. Elementary stream (ES) is usg
for this purpose. There are three types of ESes)\self-contained ES, scalable composed ES and decodablie
composed ES.

*  To define tracks describing the characteristics of the coded media data stored in ES. For example, th
track should be able to indicate scalability level (resolution, layer, region, etc.) and the rate-distortio]
hints of the coded media datain erder to facilitate easy and secure adaptation.

e Todefine new file format boxes to signal protection tools and parameters applied to coded media data g
metadata. The protection;teols can be applied to either static JPEG 2000 pictures or time-sequence
JPEG 2000 pictures.

e The protection toals defined in this amendment can be applied to JPEG family file formats including
JP2, JPX and JRM.and | SO-derived file formats such as MJ2 for motion JPEG.

= (D

O =

.2 I ntroduction

B.21  Securityprotection at file format level

This annex describes a JPSEC file format derived from the 1SO base file format and modifications to JPEG family fil
fprmat, to,add security protection to JPEG 2000 pictures at the file format level. The protection applied at the fil
fprmat |evel’can be classified into two types. item-based protection and sample-based protection, both structures
q
1

efined by the SO base file format. The item-based protection is designed to protect any byte ranges (including cod
nediardata and metadata) while the sample-based protection is designed to protect time-sequenced media includin

o 2000tk
LU L UUVUU MTLLUNCo.

When the security tools applied change the data length, it shall update all pointers and length fields in all boxes, to
ensure correct parsing by the reader.

E.2.2 Item-based protection

This annex describes two item-based protection schemes in the 1SO base file format, by leveraging the syntax and
structures specified by the JPSEC standard. Specificaly, it describes schemes for decryption and authentication. Each
item in the ItemL ocationBox is protected by one or more protection schemes in the ItemProtectionBox. When multiple
schemes are used (or chained together), the order in which they are applied may be significant and thus must be
specified. This annex aso specifies how such operations should be chained together. In addition, the

Rec. I TU-T T.807 (2006)/Amd.1 (03/2008) 3
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ItemDescriptionBox and ItemCorrespondingBox are added into the SO base file format to allow the flexible processing
properties that are provided by JPSEC. Specifically, the ItemDescriptionBox allows media-dependent metadata (such as
resolution, quality layer, spatial region, and color space component) to be associated with different portions of the file.
These descriptions can be provided regardless of whether protection is applied. When used with scalable coded pictures,
this allows the file to be scaled down or transcoded without parsing or decoding the media data. In cases where
protection is applied, this provides the benefit of enabling transcoding without requiring decryption.

E.23  Sample-based protection of scalable media

For time-sequenced pictures, this annex adds syntaxes to facilitate scalability at the file format level, including scalable
composed elementary stream (ES) decodable composed ES, pomter structure, contamer structure and ByteData

calability level, such that the adaptor/transcoder can th|n media data with Iow complexity.

Rigure E.1 gives an overview of the file format specified by this annex and also shows how the specified FF is'used tp
gdapt the media data.

Given a sequence of JPEG 2000 pictures (also referred to as Self-contained ES), there are two approaches'to construd
the file format. In the first approach, the MDAT box contains one or more Scalable Composed ESes; each of whic
dorresponds to one scalability level of the media data, e.g., aresolution or alayer. The scalable composed ES must be
gored in MDAT box that is co-located with the file format. The self-contained ES can be located’in either MDAT boy
ih the samefile, or a different file whose format is not specified in this amendment. The scalable composed ES may ngt
ke decodable by itself, it may need to be combined with other scalable composed ESes 1o generate fully decodablle
JPEG 2000 pictures. In the second approach, the MDAT box contains one or more,Decodable Composed ESes, and
gach ES constitutes fully decodable JPEG 2000 pictures by itself. Similarly, decodable composed ESes must be stored
ih MDAT box co-located with the file format, and the self-contained ES can be stored in either MDAT box in the sa
flle, or adifferent file whose format is not specified by this annex.

Hach scalable composed ES or decodable composed ES must be described by at least one track. The characteristics
the ES (like resolution, layer, and region) are indicated in SampleEntryBox inside each track.

To generate a fully decodable JPEG 2000 codestream from scalable composed ESes, a JPEG 2000-aware adaptd
should have the capability to dynamically generate the image headers (based on the number of resolutions, layers anf
region in the adapted codestream), to insert empty packets-or.to insert POC markers as needed to make the resulting
godestream decodable by any standard decoder. Howeveép, \if a simple adaptor is used, the resulting codestream ma,
Have an inconsistent image header and there may be.a missing packet, which require a JPEG 2000 adaptive-formd
decoder.

As a decodable composed ES is decodable by-itself, a simple adaptor is sufficient to generate fully compliant
JPEG 2000 pictures.

4 Rec. | TU-T T.807 (2006)/Amd.1 (03/2008)
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Sample 1 2 3 4 6 7 8
Self-contained ES [ T [ | | | T | 1...
(JPEG-2000 frames)
Track 1 Track 1
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Scalable Scalable Scalable Decodable Decodable Decoddble
composed composed . composed composed composed -] composed ES M
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JPEG-2000-aware . .
adaptor Simple adaptor Siniplé adaptor
JPEG-2000 JPEG-2000 error- JPEG-2000
decoder resilient decoder decoder
T.807Amd.1(06) FE.

Figure E.1 — System diagram for timessequenced scalable media

ach elementary stream is described by at least one media track, and its characteristics are described ih
ampleDescriptionEntry or SampleGroupEntryBox within the track. It is possible that a single elementary stream is
escribed by multiple tracks, each of which may déscribe different aspects of the elementary stream.

he sample-based protection can be appliegh to all samples or a group of samples in a scalable composed ES gr
ecodable composed ES. If protection is-applied to all samples, a ProtectionSchemelnfoBox signalling the parameters
f the protection tool is added to the SampleDescriptionBox, which is then encapsulated as described in E.5.2. In
ddition, if protection is applied>to a group of samples, a ProtectionSchemelnfoBox is added to thelr
bampleGroupEntryBox, which.isthen encapsulated as described in E.5.4.

F.3 Extension toJd SO base media file for mat

F.3.1 Overview

his subclause.documents technical extensions (additional box types) to the SO based media file format, which coul
e used for_pretection, adaptation, or secure adaptation of scalable coded pictures. However, the added box types coul
e used for_other purposes as well. In particular, this subclause defines ProtectionSchemelnfoBox for the decryptio
pol andhauthentication tool, ItemDescriptionBox, ScalableSampleDescriptionEntry, ScalableSampleGroupEntry, an
benerie’Protected Box. All other boxes defined in ISO/IEC 15444-12 are still used asis.

O o 0

E.32

Incor porate JPSEC codestream into | SO-driven file format

A JPSEC codestream can be placed as a payload in the 'mdat’ box of the ISO base file format. In the Sample
Description Box ('stsd’), the ‘codingname’ of the corresponding Sample Entry is defined to be 'jpsc’, which is a
registered identifier for JPSEC decoder. In this case, the security serviceis provided by JPSEC at codestream.

E.33

Protected file format brand

Files conforming to this Recommendation | International Standard may use 'ffsc' as the major brand in the File Type
Compatibility Box.

Rec. I TU-T T.807 (2006)/Amd.1 (03/2008) 5
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Files conforming to this Recommendation | International Standard, i.e., containing protection or authentication
information may use 'ffsc' as a compatible brand in the File Type Compatibility Box.

There are uses of this Recommendation | International Standard which are compatible with JP2, JPX, MJ2, and JPM
files. A typical use of this Recommendation | International Standard will leave the major brand of a file unchanged, but
add boxes and thus add 'ffsc' as a compatible brand.

Thus brandsincluding 'isom' , 'iso2', 'jp2\040, 'jpx\040" and 'jpm\040' should be compatible.

The 'ffsc’ compatible brand indicates the use of new boxes and new tools corresponding to the protection methods in

J

A
q

!

[mul

O (N (n 1

PSEC.

ile that has bheen protected ta the extent that an application intending to process the JP2 X__IPM _or other file

ontent will be unable to do so without using protection tools, may use the 'ffsc' major brand as the file type; such
rotected file must not use amajor brand for which it is no longer conformant.

D

F.3.4  Summary of boxes used

he SO base media file format defines two structures to describe a presentation: the logical structiwré and medi
equence structure. The logical structure uses the ItemL ocationBox ('iloc') to describe an item which isthe byte range g
series of byte ranges for a particular file, either a local file or a remote file. The media sequence structure uses th
bampleGroupDescriptionBox (‘spgd’) or SampleDescriptionBox (‘'stsd’) to describe the samples; which could be a fram
f video, atime-contiguous series of video frames, or atime-contiguous compressed section-audio.

D

D D =

P

ccordingly, the protection in the SO base media file format level is classified into item‘based protection and sampld
ased protection, as described in E.5.2 and E.5.4, respectively.

beveral boxes are used from ISO/IEC 15444-12, these are marked as "Existing®. in Table E.1. Boxes defined in this
Recommendation | International Standard are listed as "New" in Table E.1. The definitions for these boxes depend on
he definitions of Box and FullBox from | SO/IEC 15444-12, which are repeated for convenience in E.7.

TableE.1-List of existing.and’new boxes

Box names Status Remarks
meta Existing Metadata
iloc Existing Item location
iproc Existing Item protection
sinf Existing Protection scheme information box
frma Existing Original format box
schm Existing Scheme type box
schi Existing Scheme information box
gran New Granularity box
vall New Value List box
bcip New Block cipher box
keyt New Key template box
scip New Stream cipher box
keyt New Key template box
auth New Authentication box
keyt New Key template box
iinf Existing Item information box
ides New Item description box
dest New Description type box
ded New Description data box
vide New Visual item description entry
j2ke New JPEG 2000 item description entry
icor New Item correspondence box
sthl Existing Sample table box
stsd Existing Sample description box

6 Rec. | TU-T T.807 (2006)/Amd.1 (03/2008)
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TableE.1-List of existing and new boxes

Box names Status Remarks
Scal ableSampl eDescriptionEntry New Scalable sample description entry
shbgp Existing Sample to group box
sgpd Existing Sample group box
Scal ableSampl eGroupEntry New Scalable sample group entry
gprt New Generic Protected box

0010 10

F.3.5  Decryption scheme

he Decryption protection scheme is identified in SchemeTypeBox as follows:

cheme type="decr"
cheme version=0
cheme uri=null

or the Decryption protection scheme, the structure of SchemelnfoBox is asfollows:

ligned(8) class GranularityBox extends Box('gran') ({
nsigned int (8) granularity;

bemantics:

ranularity isused for item-based protection. For item-based protestion, O indicates that the processing unit is th
ntire item and 1 indicates that the processing unit is one extent withifi-an’item. For sample-based protection, O indicate
hat the processing unit is all samplesin the track or sample groupsand ™1 indicates that the processing unit is one sampl¢.

o @

ligned(8) class ValueListBox extends Béx)('vall') (
unsigned int (8) value size;
unsigned int (16) value count;
unsigned int (16) count [value ‘count];
unsigned char (value_size)\(value[value count];

bemanti cs:;

alue size isthesizein bytesof‘each valuein the array.

alue count is the number-Of (count, wvalue) pairs in the array. For item-based protection, the (count
alue) pairs are used to mapeach value to count processing units. For sample-based protection, the (count
alue) pairs are used to-map each value to count samples. For instance, the value [0] corresponds to the firgt
ount [0] sample or units, and the value [1] correspondsto the next count [1] samples or units, and so on.

ligned(8) class KeyTemplateBox extends Box('keyt') {
unsigned int (16) key size;
unsigned int (8) key info;

GranularityBox GL; //optional
ValueListBox VL;
Semantics:

key size isthesizeof key in bits.

key info indicates the meaning of the valuesin the ValuelListBox. 1 means the values are X.509 certificate; 2 means
the values are URIsfor certificate or secret keys.

GL isaGranularityBox.

VL isaVauelistBox, containing alist of values, whose meaning is defined by thekey info field.

Rec. | TU-T T.807 (2006)/Amd.1 (03/2008) 7
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aligned(8) class BlockCipherBox extends Box('bcip') {
unsigned int (16) cipher id;

bit (6) cipher mode;

bit (2) padding mode;

unsigned int (8) block size;

KeyTemplateBox KT;

}

Semantics:

cipher id identifieswhich block cipher algorithmis used for protection. Values are defined in Table 25.

q

Lo~ I el a4

LD

o Q)

1
!

1pher mode could be ECB, CBC, CHB, OFb or CTR. Vauesare defrined in Table Z9.
adding_ mode isciphertext stealing or PK CS#7-padding. Values are defined in Table 30.
lock size issize of block for block cipher.

[T isaKeyTemplateBox, holding all the key information used by the block cipher.

ligned(8) class StreamCipherBox extends Box('scip') {
nsigned int (8) cipher type;

nsigned int (16) cipher id;

[eyTemplateBox KT;

bemantics:

=

ipher type indicates the type of cipher used. It has values cipher type = STRE for stream cipher ¢
ipher type =ASYM for asymmetric cipher.

ipher id identifiesthe stream cipher algorithm used for the protection. If cipher type = STRE, see Table 26; (f
ipher type =ASYM, seeTable 27.

[T isaKeyTemplateBox, holding al the key information‘used by the stream cipher.

ligned(8) class SchemeInfomationBox extends Box('schi', cipher id) ({
nsigned int (8) MetaOrMedia;
nsigned int (8) HeaderProtected;

BlockCipherBox () ; or StreamCipherBox () ;
GranularityBox GL;
ValueListBox VL;

bemantics:

etaOrMedia is to indicate whether the protected data segment corresponds to media data segment or meta data
oxes. (0 for media data'and 1 for meta data boxes).

]

eaderProteeted isto indicate whether the protection is applied to the box content only (value 0) or applied to th
hole box including its header (value 1).

he SchemelnformationBox can contain a BlockCipherBox, or a StreamCipherBox, which are containers for the
arameters of the cipher algorithms. These boxes can only contain particular cipher id values.

d

INS a GranularityBox, halding information about the processing unit. This field is optional for sample-hased

protection and required for item-based protection.

VL is a ValuelListBox. For block cipher, this box may be empty. For stream cipher, this box contains al the initial
vectors.
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E.3.6 Authentication scheme

The Authentication protection schemeisidentified by SchemeTypeBox as follows:

scheme type="auth"
scheme_ version=0
scheme uri=null

For Authentication protection scheme, the structure of SchemelnfoBox is defined as follows:

aligned(8) class AuthBox extends Box('Auth') {

unsigned int (8) auth type; //hash, cipher, or signature
unsigned int (8) method id;

unsigned int (8) hash id;

unsigned int (16) MAC_size;

KeyTemplateBox KT;

S$emantics:

[N

quth type indicates authentication type, including hash-based (HASH), cipher-based (CIPH) and signature-basg
(BIGN) authentication.

method id identifies the authentication method. 1 indicates HMAC. If auth type = HASH, see Table 36; |f
quth type = CIPH, see Table 39; if auth type = SIGN, see Table 41.

Hash id identifies the hash function used. If auth type = HASH or SIGN,/see’Table 37; if auth type = CIPH
See Table 25.

MAC sizeissizeof MAC (if auth_type = HASH or CIPH) or digital\signature (if auth_type = SIGN) in bits.

KT isaKeyTemplateBox, holding al the key information for the authéntication.

dligned (8) class SchemeInfoBox extends Box/('schi', auth method) {
unsigned char (8) auth method;

AuthBox authBox;

GranularityBox GL; //optional
ValueListBox VL;

S$emantics:

guth method identifies the authentication method used. O is for hash-based MAC,; 1 is for cipher-based MAC; 2
fpr digital signature. Depending on‘the auth method, this box could contain either HashAuthBox, CipherAuthBoy,
qr SignatureAuthBox.

(7]

QL isaGranularityBox. Thefield is optional for sample-based protection and required for item-based protection.
YL isaVauelistBox, holding all the MACs or signatures.

§.3.7 ItemDescriptionBox

Ih the Item Ltocation Box, al the items are specified as byte ranges (using the offset and length). The 'iloc' box does nq
dontain thé content-related information about the specified byte ranges, which is required by some protection methods
Hor instanee, if secure transcoding method wants to discard the least important layer or resolution, it has to know whig
Qyte ranges correspond to the to-be-discarded layer or resolution.

Description Box (‘'ides) and Item Correspondence Box (‘icor’). The 'ides box specifies the content-related information,
like layer, resolution (for visua content), period (audio content), and so on. The ‘icor' box links the content-related
information to theitemsin 'iloc’ box, in the same way as the 'iinf' box links 'iloc’ box to ‘ipro' box.

v

The Item Description box ('ides) is defined as follows:

aligned (8) class ItemDescriptionBox extends Box('ides') {
unsigned int (32) entry count;
for(i=0; i < entry count; i++)
DescriptionTypeBox desType;
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unsigned int (32) item ID;
DescriptionDataBox desData;

Semantics:

entry count isthe number of entriesin the ltemDescriptionBox.

item ID references an Item in ItemLocationBox. If this field is 0, then item ID will be specified by
ItemCorrespondenceBox.

A

ligned(8) class DescriptionTypeBox extends Box('dest') {
Unsigned int (32) description type;
Unsigned int (32) description version;
Unsigned int (8) description uril];

bemantics:
escription_type isthe 4CC code defining the description scheme.

escription version isthe version of the description.

-

escription uri alows for the options of directing the user to a webpage if théy do not have the descriptio
efinition installed on their system. It is an absolute URI formed as a null-terminated-string in UTF-8 characters.

ligned(8) class DescriptionDataBox extends Box('désd’)
Box description specific data [];
bemantics:
f description type = 'vide, thisis a VisualltemDeseriptionEntry; if description type = j2ké, thisisp
PK |temDescriptionEntry; for any other value of description type, the syntax of the description can be found 3t

escription_uri.

he Visual ltemDescriptionEntry is defined as follews:

ligned(8) Class VisualltemDeseriptionEntry extends Box('vide') ({
unsigned int (16) layerlstart;

unsigned int (16) layer count;
unsigned int (16) rés’ start;
unsigned int (16)-¥Yes count;
unsigned int (¥6)> horizontal offset;
unsigned int.16) horizontal length;
unsigned ink (16) vertical offset;
unsigned( int (16) vertical length;
unsignéd) int (16) color space;
unsigned int (16) time start;
unsigned int (16) time_length;

bemantics:

Lol e and e tonathor cnneifg tho ronen AF Toore VA loe ociialata 216

e ;u]\_,; SEaeE—oRa TOy CcL COUITC tOgTnT Pty thicTangC oy Crorvv richrory O F— SEarieE COtcrSto—=— L,

the layer range will start from layer O; when 1ayer count equals to 2'°-1, the layer range will end at the last Iayer
When both 1ayer start andlayer count equal to 2'°-1, the layer range will include all layers.

The res start and res count together specify the range of resolutions. The semantics is the same as
layer start and layer count when their value equalsto 2'°-1.

The horizontal offset, horizontal length, vertical offset and vertical length together
specify the spatial area. The semanticsis the same as layer start and layer count when their value equals to
21,

The color space specifiesthe color space. O: red color space; 1: green color space; 2: blue color space.
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The intersection is applied to the layer ranges, resolution ranges, areas and color space to get the portion of the
image/video specified by the VisualltemDescriptionEntry.

The J2K ItemDescriptionEntry is defined as follows:

aligned(8) class J2KItemDescriptionEntry extends Box('j2ke') {

VisualItemDescriptionEntry visualDesEntry; //optional
unsigned int (16) tile start;

Lo S O R o TP |

—h <=

unsigned int (16) tile count;
unsigned int (16) precinct start;
unsigned int (16) precinct count;
unsigned int (16) j2k_packet start;
unsigned int (16) j2k_packet count;

bemanti cs:

isualDesEntry specifiesimage/video-specific attributes. It is optional.

ile startandtile count specify thetiles.

recinct start and precinct count specify the precincts.

2k packet start and j2k_packet_ count specify the JPEG 2000 defined packets.

limilar to VisualltemDescriptionEntry, the intersection is applied to tiles, precincts/and JPEG 2000 packets to get th
ortion of the JPEG 2000 codestream specified by J2KItemDescriptionEntry.

D

he ItemCorrespondenceBox (‘icor’) is defined as follows:

ligned(8) class ItemCorrespondenceEntry extends Box('icor') ({
unsigned int (16) item ID;
unsigned int (16) desc ID;

bemantics:
tem_ID ispointing to oneitem in the ltemLocationBox.

esc_ID ispointing to one description entry,in‘the ItemDescriptionBox.

£.3.8  ScalableSampleDescriptionEntry Box

he ScalableSampleDescriptionEntry-is used to describe characteristics associated with scalable composed ES ¢
ecodable composed ES, like resolution levels, quality layers, cropped region. For scalable composed ES, res angd
ayer indicate the media data-of that particular resolution and layer, while for decodable composed ES, they indicate
ne highest resolution and highest quality layer.

=

2]

\Vhen the media samples are protected by a protection tool, the ScalableSampleDescriptionEntry is encapsulated 4
Dllows:

he four-charaeter-code of the ScalableSampleDescriptionEntry is replaced with another four-character-code indicating
rotection encapsulation, which varies only by mediatype, as defined below:

<  Encv: to indicate that video samples are encrypted and thereby un-protection must be applied to g
meaningful media data.

un-protection.
e Enct: toindicate that text samples are encrypted.
e Autt: to indicate that text samples are authenticated.
e Encs: toindicate that system samples are encrypted.
e Auts: to indicate that system samples are authenticated.

A ProtectionSchemel nfoBox is added to the ScalableSampleDescriptionEntry, leaving all other boxes unmodified.

The original sample entry typeis stored in the Original FormatBox within the ProtectionSchemel nfoBox.
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Class ScalableSampleDescriptionEntry (codingname)extends
VisualSampleEntry (codingname) {

Unsigned int (8) res;
Unsigned int (8) layer;
Unsigned int (32) cropped _width, cropped height;
If (cropped width > 0 && cropped height > 0) {
Unsigned int (32) startx;
Unsigned int (32) starty;

}

ProtectionSchemeInfoBox protectionSchemes[]; //optional

S$emantics:

g¢odingname is "sces' if the track is referring to a scalable composed ES and "dces' if the track is referfing to
decodable composed ES.

fes isthe resolution of the described samples. A value of —1 indicates all resolution levels.
layer isthe quality layer of the described samples. A value of —1 indicates al quality layers.
qropped width isthewidth of the cropped region.

qropped_height istheheight of the cropped region.

gtartx & starty indicate the position of the top-left corner of the cropped region. If either cropped width qr
qropped height iszero, the startx and starty will not be present.

D

protectionSchemes is a list of ProtectionSchemelnfoBoxes to indicate the protection tools applied to th
described samples. The un-protection process hasto follow the order in which it appearsin thelist.

£.3.9  ScalableSampleGroupEntry Box

A track may be made up of samples with different characteristics and protected by different protection tools or with
different parameters. The Scal ableSampleGroupEntry box is-used to signal the grouping of samples based. For examplé,
if atrack has 1000 samples where the first 500 sampleS)are encrypted with Key 1 and the second 500 samples are
ancrypted with Key 2, the SampleGroupDescription Box contains two ScalableSampleGroupEntry boxes: the first bok
describes the first 500 samples while the second box-tlescribes the second 500 samples.

\hen the media samples are protected by a protection tool, the ScalableSampleGroupEntry is encapsulated in the same
Wway as Scal ableSampleDescriptionEntry in E3.8.

Glass ScalableSampleGroupEntry (type) extends VisualSampleGroupEntry (type)
unsigned int (8) res;
unsigned int (8) layer;
unsigned int (82) cropped width, cropped height;
If (cropped . width > 0 && cropped height > 0) {
unsigned int (32) startx;
unsigned int (32) starty;
}
ProteetionSchemeInfoBox protectionSchemes[]; //optional
Semantics.

D

gype’indicates the grouping type. If the grouping is based on different protection tools applied to the samples, the typ
is"prot"; It the grouping 1s based on different media characteristics (like resolution or layers), the type is ™ attr".

res isthe resolution of the described samples. A value of —1 indicates all resolution levels.
layer isthe quality layer of the described samples. A value of —1 indicates all quality layers.
cropped_width isthewidth of the cropped region.

cropped_height istheheight of the cropped region.

startx & starty indicate the position of the top-left corner of the cropped region. If either cropped width or
cropped_height iSzero, thestartx and starty will not be present.

12 Rec. | TU-T T.807 (2006)/Amd.1 (03/2008)


https://iecnorm.com/api/?name=3a6e2bdc14e66e587c741ddd6109a706

| SO/IEC 15444-8:2007/Amd.1:2008 (E)

protectionSchemes is a list of ProtectionSchemelnfoBoxes to indicate the protection tools applied to the
described samples. The un-protection process hasto follow the order in which it appearsin the list.

E.3.10 Generic Protected Box
E.3.10.1 Definition

Box Types: 'gprt'

Container:  File or any container box

Mandatory: Yes, when failure to use would prevent parsing file

Duantity: Any number

q

The JProtected Box is used when a protection scheme is applied to a box, and use of the protection scheme prevents
Rarsing of the box. For example, if the contents of a superbox are encrypted, including the box lengths and types, th
Rox is no longer parsable, and thus fails to meet the original definition for the box. In this case, a JProtectedsBox may
Hlaced in the file in the place of the box that no longer parses correctly, and the encrypted data placed.inthe JProtect
Box.

Interpreting the content of the data[] portion of this box shall be done using the ItemL ocationBoX,

Dnce al of the protection methods have been operated on from the IteminformationBox, the contents may

borgani zed into original boxes. The first size[0] bytes of the unprotected data[] array are placed in abox of type[Q], an
ne next size(i] bytes are placed in abox of type[i], and so on. Note that when size £Yag isO, the size of the origin
oX is not disclosed and when type flagisO, thetype of the original box is not.disclosed. Thisisto prevent knowr
laintext attacks. When both the size flag and type flag are0, total\'size provides the tota size of the
rotected content.

oo I —+ =

If the entry count is O, or if there is data left over, then that data shall be.in‘the format of legal boxes with type and siz
godes, i.e., the unprotected data contains the types and sizes.

)

I any part-1 mandatory box is encrypted, the "jp2" brand should be.removed from the compatible list in file type box.

§.3.10.2 Syntax

gligned(8) class JProtectedBox extends. Box('gprt') {
bit (1) type flag;

bit (1) size flag;

bit (1) location flag;

unsigned int(5) reservedy // for ISO use

if (size flag == | | type flag == || location flag == 1) {
unsigned int (82) entry count;
if (location(flag == 1)

unsgigrned int (8) offset size;
for (i=0( )i<entry count; i++)
if (size flag == 1)
unsigned int (32) size;
if (type flag == 1)
unsigned int (32) type = boxtype;

if (size flag == 1 && size == 1)
unsigned int (64) large size;
if (location flag == 1)

unsigned int (offset size*8) offset;

j
else {
Unsigned int (32) total size;
if (total size == 1)
unsigned int (64) large total size;

unsigned int (8) datall;
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E.3.10.3 Semantics

size flag indicates whether or not size value is present. A value of 1 means the size of each entry in Generic
Protected Box is present; 0 means the size is not present.

type flag indicates whether or not the box type is present. A value of 1 means the origina type of each entry in
Generic Protected Box is present; 0 means the type is not present.

location flag indicates whether or not the location is present. A value of 1 means the original location of each
entry in Generic Protected Box is present; 0 means the original location is not present.

entry count isthe number of entriesin the Generic Protected Box.

dffset size isthelength of theoffset in bytes.

Hach size entry isthe size of abox that has been replaced by the Generic Protected Box.

Hach type entry isthe original type of abox that has been replaced by the Generic Protected Box.
Hach of £set entry isthe offset of abox that has been replaced by the Generic Protected Box.

fotal size isthetota size of the entriesin the Generic Protected Box.

O

data[] isan array of bytesto the end of the box that may be referenced by the ItemL ocationBox and thus protecte
ith amethod defined in the ItemProtectionBox.

<

il

.4 Elementary stream and sample definitions

fmunl

£ 4.1 Overview

his subclause defines the structure of an elementary stream (ES).

=5

n elementary stream contains media data, ByteData structure, container structure, pointer structure, or any mixture g
e above. There are two types of ES: One type is called self-contained ES, which does not contain any containey,
ointer or ByteData structure. The format of self-contained ES s not defined in this Recommendation | Internation
ftandard, and it can be any media format like motion JPEG 2000 sequence. The other type is referred to as compo
S, where the media data is composed from other elementary streams. A composed ES can either copy data from oth
acks or reference data in other tracks. When a media-data segment is copied from other tracks, the segment must
rapped in ByteData structure; the pointer structure.is used to reference media data segments in other ESs. When
ample in composed ES consists of more than.ene’structure, a container structure must be used to wrap all structur
elonging to that sample.

he composed ES can be classified into Scalable Composed ES and Decodable Composed ES. The former is design
D support scalability, i.e., to make the codestream "thinable", the adaptor can make a codestream by combinin
nultiple such ESs. However, it is assumed that the adaptor should be able to generate new headers and modify t
ndex number within each packet.;The decodable composed ES is designed for simple adaptor that has no capability t
enerate headers or modify packet index numbers. The adaptor simply follows the instructions in a decodable compo
ES to generate a compl ete decodable codestream.

igure E.2 illustrates'thie rel ationship between self-contained ES and scalable composed ES. In scalable composed E
ach sample is wrapped by a container structure, where a pointer is referring to the desired data segment(s) in t
elf-contained ES, -Note that a scalable composed ES does not contain any headers, the adapter has to dynamicall
enerate thedeader to make a codestream that is decodable by normal decoder. In addition, each scalable composed E
nay not constitute a complete decodabl e codestream by itself, and multiple scalable composed ESes may be required t
nake acomplete codestream. For example, in Figure E.2, the adaptor has to combine the scal able composed ES 0 and
b make’a resolution-1 JPEG 2000 frame.

oo —- = o 1 oo (N < — Mm(NTS —+ I =l

Lo i s S { o T 0 T » W s |
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Figure E.2 — Self-contained ES and scalable composed ES

Rigure E.3 illustrates the relationship between self-contained ES and decodable composed\ESs. In decodabl
gomposed ES, a sample is wrapped by a container, which includes the Data structure (with teader information), an
gne or more pointer structures referring to data segments in the self-contained ES.

[=30))
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Figure E.3 — Self-contained ES and decodable composed ES

E.4.2 In-stream structures

his subclause defines the in-stieam structures used in scalable composed ES and decodable composed ES. A
lomposed ES can include mediafrom other elementary streams either by copy or by reference. The ByteData structure
5 used to include media databy copy while the pointer structure is used to include media data by reference. In addition,
ach sample is wrapped by a container structure, which may contain one or more ByteData or pointer structures.

Q- 0O

dlass aligned¥8) DataUnit (type) {
unsigned int (32) type;
unsigned int (32) size;
uhsigned int (32) RDHints;

4l&és ByteData (type='bdat') extends DataUnit

. PR N r
TS Tgrea IIIc (o) dacartly

class Container (type='cont') extends DataUnit {
DataUnit (type) units|];

class Pointer (type='poin') extends DataUnit {
unsigned int (8) track ref index;
unsigned int (8) segment count;
for (int i=0; i<segment count; i++) {
unsigned int (32) offset;
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unsigned int (32) length;

}
Semantics:

type indicates the type of the data structure, like "ByteData", "Container" and "Pointer".
size isthe size of this structure, including itself and subsequent datain this structure.

RDHints indicates the relative or absolute importance of media data contained or referenced by this object. For
instance, RDHints could be an associated distortion increment value, the amount by which the media distortion will

| |uca:c|| LIICIIICUI(JUG.LGIDIUDL Ul IL \JUUIU UCIIII[JUII.CIIIL;CIGIIT\IIIQ

data[] isabytearray containing mediadatain its original format. This amendment does not specify the format.of th
media data.

[

Units[] isalist of objects contained by container object. The object can be either "ByteData' or "Pointér", but canngt
ke another "Container" object.

f§rack ref index specifiestheindex of the track to which this"pointer” is pointing.
gegment count isthe number of "offset" and "length” pair.
af fset isthe offset of the first byte within the referred sample to copy.

length isthe number of bytes of the data segment.

E.5 Protection at file format level

B§.5.1 Overview

his subclause describes how media data is protected using the protection schemes (i.e., authentication or descriptiory)
Ind how the protection is signalled using the boxes defined in E.34"and E.3.5.

Q)

\When the security tools applied change the data length, it shall update all pointers and length fields in all boxes, to
gnsure correct parsing by the reader.

B.52  Item-based protection for SO basefile format and JPEG family file formats

his annex defines two types of ProtectionSchemelnfoBox: authentication and decryption. The two protection schemes
rotect the scalable media without loss of scalability.

1
H
Bach instance of a protection scheme“and used parameters (like MAC, 1V, keys, etc.) are described by
RrotectionSchemel nfoBox located inside ItemProtectionBox. On the other hand, the ItemL ocationBox contains a list g
ifems and each item points to one.or' more contiguous segments of media data. The ItemlnformationBox maintains
mapping table between the items'in ItemLocationBox and the protection schemes in ItemProtectionBox. Figure E.
gives an example with two items and three protection schemes: item 0 is protected with Scheme 0 and Scheme 2, whille
Ifem 1 is protected with Scheme 1.

0D =D

Asillustrated in Figure)E.4, the same item can be applied with multiple protection schemes, e.g., item 0. In addition, the
ifems can overlap.with each other and the overlapped region may be applied with multiple protection schemes.
Therefore, it isimportant to specify the processing order among the protection schemes. The 'ffsc' file format mandatés
that the file MUST be un-protected in the same order as the schemes appear in ‘iinf' box. For instance, for un-protectio,
the first scheme appearing in 'iinf' box is applied first and the last scheme appearing in 'iinf' box is applied last. In this
axamplenthe file is first un-protected with Scheme 2 on Item 0, followed by Scheme 1 on Item 1 and scheme 0 O

I

schemeappearlngln ‘iinf" bOX|stheIasttooI tobeapplled andthelastschemeappearmgln ‘iinf" bOX|sthef|rsttooI tobeapplled
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Figure E.4 — Relationship between iloc, iinf and ipro
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F.5.3  Additional requirementsfor item-based protection for JPEG family file formats

X

P2, JPX and JPM files are not based on the SO base file format but have some common boxes, e.g., the File Type Bo
ftyp"). In order to use the Item-based protection in this Recommendation | International Standard, theSe file formal
hall incorporate protection by adding the 'meta, 'hdir', ‘ipro’, ‘iloc', and ‘iinf' from |SO/IEC 15444-12:2005, in additio
b the new boxes defined by this amendment.

- O

Dperation of protection is the same as for the 1SO base file format. However, codestreams in JREG family file formals
hay appear in contiguous codestream boxesin addition to Media Data (‘'mdat") boxes.

£.5.4  Sample-based protection

Vhen a protection scheme is applied on a sample basis, it is signalled by a ProtectionSchemel nfoBox located in eithgr
he Scal ableSampleDescriptionEntry or the ScalableSampleGroupEntry. When the ProtectionSchemel nfoBox is located
N the ScalableSampleDescriptionEntry, the protection is applied to'\al samples in the track; when the
ProtectionSchemelnfoBox is located in the ScalableSampleGroupEntry, théprotection is applied only to the samplesip
ne sample group.

Vhen samples are applied with multiple protection schemes, the ScalableSampleDescriptionEntry
bcal abl eSampleGroupEntry contains multiple ProtectionSchemelnfoBoxes. Under the major brand of 'ffsc’, the sample
nust be un-protected in the order that the corresponding ProtectionSchemel nfoBoxes were defined.

w =

igure E.5 gives an example of "mp4v" sample description entry that is protected with an authentication followed by g
ncryption. Note that there are two ProtectionSchemelnfoBoxes in this entry: the first one is for the decryption schem
Jhile the second one is for the authentication scheme. To un-protect the sample, the file reader has to apply th
ecryption scheme followed by the authenticationscheme, which is the order in which it appears in the sample entry.

D D =2

\Vhen sample-based protection is applied to-composed ES, the protection is actually applied to the media data which
ontained or pointed by the container, Byt€éData or pointers object. For instance, to encrypt a sample in a composed E$
Jhich is wrapped by a container objeet, the protection process shall encrypt its media data only, retaining the structur
f the container.

[

[¢)

he sample-based protection-can be applied to all samples in a track or sample group as a whole (when GL =0 i
bchemel nformationBox) or separately to each sample (when GL = 1 in Schemel nformationBox). In the former case, th
aluelList hasonly one MAC or IV, and in the latter case, the ValueList hasone MAC or 1V for each sample.

D =
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Sample description entry (4CC code = encv)

ProtectionSchemelnfoBox 1

OriginalFormatBox (data_format=autv)

SchemeTypeBox (scheme_type = decr)

Schemel nformationBox for decryption scheme

ProtectionSchemel nfoBox 2

OriginaFormatBox (data_format=mp4v)

SchemeTypeBox (scheme_type=auth)

Schemel nformationBox for authentication scheme

Figure E.5— An example sample description entry protected by authentication scheme
followed by description scheme

E.6 Examples (Informative)

.61 Examplel

This example shows avery simple JPEG file (using JP2 file format).using only authentication. As shown in Figure E.{
duthentication is applied to the coded media data stored in the " Contiguous codestream box", authentication algorithm i
HMAC with SHA-1 hashing.

[
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§.6.2 Example2

1
1
ancrypted with keys k1 and k2, respectively5The input image is coded in RLCP progression order and has 1 tile and
r
H
4

| SO/IEC 15444-8:2007/Amd.1:2008 (E)

JP2 file
JPEG 2000 signature box
File Type box (BR='p2\040' CL="fsc'
JP2 Header box
Image Header box

Bits Per Component box

Colour Specification box

Contiguous codestream box (byte range : 0x0100 — 0x34567)
Meta box

Item L ocation box
Item 1: 0x0100 — 0x34567 //pointing to contiguous codestream box

Item Protection Box

ProtectionSchemelnfoBox 1
AuthenticationSchemelnfoBox (Algo = HMAC with SHA-1, Key=k0)

Item Information Box
Entry 1: item_ID = item 1; scheme _ID = scheme 1;

Figure E.6 — Example 1: Item-based protection of JP2 file (authentication)

his example corresponds to the example given ir’6.3.1. An image is coded with JPEG 2000 and has three resolution
he first resolution is not encrypted in order to-provide preview capability, and the second and third resolutions ar

bsolutions. (The number of layers, compenénts and precincts are not important in this specific example.) Encryption |
erformed using AES in CBC mode without padding (using cipher-text stealing), using k1 to encrypt resolution 1 an|
sing k2 to encrypt resolution 2, and'resolution 0 is left unencrypted.

O wn Woh ¥

irst of al, the ItemL ocationBex.contains two Items. one item points to the byte range from 0x31CC to OxA3E8 and the
ther one points to the-byte range from OxA3E9 to 0x31101. The ItemProtectionBox contains twp
DecryptionSchemel nformationBoxes: the first one uses AES in CBC mode and k1, the other uses AES in CBC mode
Ind k2. The ItemInformationBox links the DecryptionSchemel nformationBoxes in ItemProtectionBox to the Items ip
femL ocationBox. (ThTtemDescriptionBox, ItemDescription 1 describes Item 1 as resolution 1 of the image, while
femDescription'2 describes Item 2 as resolution 2 of the image.

lote that JPEG 2000 image can be located in either MDAT box in the sample file as the META box, or in a differenft
le whasaformat is described by the | SO base file format.

Rec. I TU-T T.807 (2006)/Amd.1 (03/2008) 19


https://iecnorm.com/api/?name=3a6e2bdc14e66e587c741ddd6109a706

| SO/IEC 15444-8:2007/Amd.1:2008 (E)

META Box

ltemLocationBox ltemInformationBox ItmProtectionBox

Item 1 ﬁ//\ ProtectionSchemelnfoBox 1

Byte range: 0x31CC - OXASES lteminfoBox 2 P | DecryptionSchemelnformationBox
(AES CBC mode; Key: k1)

ProtectionSchemelnfoBox 2

Item 2
Byte range: OXA3E9 - 0x31101 <

IltemDescriptionBox
o DecryptionSchemelnformationBox
ltemD tion 1
Rowqneton (AES CBC mode; Key: k2)
IltemDescription 2
Res 2

MDAT box or external file

‘ Res 0 (0 - 0x31CB) ‘ Res 1 (0x31CC - OXA3ES) ‘ Res 2 (OXA3E9 — 0x31101) ‘

Figure E.7 — Example 2: Item-based protection of a JPEG 2000 imageS{encryption)

§.6.2.1 Transcodingtoresolution 1

To securely transcode the above example to lower resolution by discarding resolution 2, the transcoder needs to do th
bllowing:

—h

e Discard the trunk of media data corresponding to resolution\2, i.e., byte range OXA3E9 — 0x31101.
¢ Remove Item 2 from ItemL ocationBox.

¢ Remove IteminfoBox 2 from ItemlnformationBox;

¢ Remove ItemDescription 2 from ItemDescriptionBox.

¢ Remove ProtectionSchemelnfoBox 2 fram{temProtectionBox.

=

fter transcoding, the resulting File format is shownin/Figure E.8. Note that the transcoder does not have to decrypt th
media data, and thereby achieve end-to-end security:

META Box

ItemLocationBox IteminformationBox ItmProtectionBox

Item 1 e IteminfoBox 1 \ ProtectionSchemelnfoBox 1

Byte range: 0x31CC - OXA3ES DecryptionSchemelnformationBox
(AES CBC mode; Key: k1)

ItemDescriptionBox

ItemDescription 1
Res 1

MDAT box or external file

\ Res 0 (0 - 0x31CB) | Res 1 (0x31CC - OXA3ES) |

Figure E.8 — Example 2: Securetranscoding to lower resolution (discar ding resolution 2)
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E.6.3 Example3

This example corresponds to the example given in 6.3.2. In this case, authentication is applied to the same JPEG 2000
coded image as in Example 1. In this example all three resolutions are authenticated, where the authentication for each
resolution uses a different key. Each resolution is authenticated using different keys, and each layer within a resolution
has its own MAC value. In summary, there will be a total of three keys and nine MAC values for the entire image.
Specifically

¢ Resolution 0 has three MAC values MO, M1 and M2 (one for each layer) using KO
¢ Resolution 1 has three MAC values M3, M4 and M5 (one for each layer) using K1
¢ Resolution 2 has three MAC values M6, M7 and M8 (one for each layer) using K2

The authentication is performed using HMAC with SHA-1 hash. As shown in Figure E.9, the ItemL ocationBoxch
three items corresponding to three resolutions, and each item has three extents corresponding to three layers within
resolution. The ItemProtectionBox contains three ProtectionSchemel nformationBoxes, the first one signals the appli
duthentication tool using KO and three MAC values M0, M1 and M2, and so forth. The IteminformationBox an
IfemDescriptionBox are used in the same way as the previous example.

lote that "granularity” field in the AuthenticationSchemel nformationBox is used to indicate the smalfer protection un|t
f the authentication tool. When "granularity” is "extent", the authentication tool will generate one MAC for each extent

\

q

().e., three MAC vadues for the entire Item in this example); when it is set to "item", it will(generate only one MAC
Value for the entire item.

META Box
ItemLocationBox ltemInformationBox Itm ProtectionBox
— teminfaBox 1 ProtectionSchemealnfoBox 1
Extent 1: 0x0 — 0x1000 / \\_NL [AUfenticanonschemelnionmatonBox |
Extent 2: 0x1001 — 0x2000 { lteminfoBox 2 gts’q‘ ls"lm't KO)
: | ranularity: extent
Extent 3: 0x2001 — 0x31CB -
IteminfoBox 3 ValueList: MO, M1, M2
ltem 2 ProtectionSchemelnfoBox 2
Extent 1: 0x31CC - 0x61CC {
Extent 2: 0x61CD — 0x81CC ItemDescrigfipnBox | | AuthenticationsschismisinigrmationEiox
Extent 3: 0x31CD — 0xA3ES (RS54, SHA-1, K1)
ItemDesgrption 1 Granularity: extent
Resgd ValueList: M3, M4, M5

ltem 3 —
letnDescription 2
Extent 1: 0xA3ES - 0x10000 ( ProtectionSchemelnfoBax 3
Extent 2: 0x10007 — 0x20000
Extent 3: 0x20001 - Ox31101 \\ ltemDescription 3 | AuthenticationSchemelnformationBox
Res 2

(RSA, SHA-1, K2)
Granularity: extent
ValueList; M&, M7, Ma

MDAT box or external file

X0 — [ 0% — 0% =0 = B — 0% =] U = U B
0x100@, [ 9x2000 | O0x31CB | Ox61CC xS CC 0xA3E8 | 0x10000 0x20000 Ox31101

RosLu RO L1 ROLZ R1LO R1L1 R1L2 RZ L0 RZ L1 RZ L2

>

Figure E.9 — Example 3: Item-based protection of a JPEG 2000 image (Authentication)

§.6.3. 15 Franscoding to resolution 1

Toseeurely transcode the above example to resolution 1, the transcoding has to do the following:

Discard trunk of media data corresponding to resolution 1, i.e., byte range OXA3E9 — 0x31101.
¢ Remove Item 3 from ItemL ocationBox
¢ Remove IteminfoBox 3 from ItemlnformationBox
¢ Remove ItemDescription 3 from ItemDescriptionBox
¢ Remove ProtectionSchemelnfoBox 3 from ItemProtectionBox
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Theresulting file format of the transcoded codestream is shown in Figure E.10.

Extent 1: 0x0 — 0x1000
Extent 2: 0x1001 — 0x2000 {
Extent 3: 0x2001 — 0x31CB

ItemInfoBox 2

ItemDescriptionBox
ltem 2

META Box
IltemLocationBox IltemInformationBox

ItmProtectionBox

ProtectionSchemelnfoBox 1

AuthenticationSchemelnformationBox
(RSA, SHA-1, KO0)

Granularity: extent

ValuelList: MO, M1, M2

| 4

) Lafal. 2

ItemDescription 1
Res 0

ItemDescription 2
Res 1

Extent 1: 0x31CC — 0x61CC {
Extent 2: 0x61CD — 0x91CC
Extent 3: 0x91CD — OxA3E8

toabioo O L
forectHoRotReMeMToDOX =

AuthenticationSchemelnformationBox
(RSA, SHA-1, K1)

Granularity: extent

ValuelList: M3, M4, M5

MDAT box or external file

0x61CD — | 0x91CD —
0x91CC OxA3E8

R1L1 R1L2

0x2001 —
0x31CB

RO L2

0x0 —
0x1000

RO LO

0x1001 —
0x2000

RO L1

0x31CC —
0x61CC

R1LO

Figure E.10 — Example 3: Transcoding to resolution 1

£.6.4

his example illustrates sample-based protection for a time-sequenced JJPEG 2000 coded pictures. Each picture hg
hree layers (LO, L1 and L2), and all three layers are authenticated using a unique key (AKO, AK1 and AK?2). After tha
ne L1 and L2 are encrypted using a unique key (CKO and CK1).*That is, LO is authenticated with AKO producing on
IAC value MO. L1 and L2 are first authenticated with AK4 and AK2 (producing M1 and M2) and then encrypte
sing CKO and CK 1 respectively. Authentication is appliedising HMAC with SHA-1 and encryption is achieved usin
ESin CBC mode.

o preserve scalability at the file format level, threetscalable composed ESes are generated, ESO, ESL, and ES2, one fg

Example 4

rakl, and so on.

he format of the three tracks (Trak 0,*Trak 1 and Trak 2) is illustrated in Figure E.11. Trak O has on
rotectionSchemelnfoBox as LO is -protected by authentication tool only. Trak 1 and Trak 2 have tw
ProtectionSchemelnfoBox as L1 and)L2 are protected by both authentication and encryption tool. Note that th
ecryption tool appears in the first ProtectionSchemelnfoBox and the authentication tool appears in the secon
ProtectionSchemel nfoBox. The.un-protection process has to follow the same order to get decodable JPEG 200
odestream.

O _T.oO _TT =l D T = ot o

ote that for decodable.composed ES and self-contained ES, sample-based protection is applied in the same way as fg
cal able composed ES.

n

Q0O D =

ach layer. Each ES is described by one media track, for instance, ESO is described by Trak0, ES1 is described by

172)

=
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MOOQV Box

Trak O

Sample description entry (4CC code = encv)

ProtectionSchemelnfoBox 1

OriginalFormatBox (data_format = SCAL)

SchemeTypeBox (Scheme_type = auth)

SchemelnformationBox for Auth (Algo = HMAC with SHA-1; Key = AKO; ValueList = {MO0}

Trak 1

Sample description entry (4CC code = encv)

ProtectionSchemelnfoBox 1

OriginalFormatBox (data_format = SCAL)

SchemeTypeBox (Scheme_type = Decr)

SchemelnformationBox for Decryption (Algo = AES in CBC mode; Key = CKO;)

ProtectionSchemelnfoBox 2

OriginalFormatBox (data_format = SCAL)

SchemeTypeBox (Scheme_type = auth)

SchemelnformationBox for Auth (Algo = HMAC with SHA-1; Key = AK1; ValueList = {M1}

Trak 2

Sample description entry (4CC code = encv)

ProtectionSchemelnfoBox 1

OriginalFormatBox (data_format = SCAL)

SchemeTypeBox (Scheme_type = Decr)

SchemelnformationBox for Decryption (Algo = AES in CBC mode; Key =CK1;)

ProtectionSchemelnfoBox 2

OriginalFormatBox (data_format = SCAL)

SchemeTypeBox (Scheme_type = auth)

SchemelnformationBox for Auth (Algo = HMAC with SHA-1; Key = AK2; ValueList = {M2}

Figure E.11 — Example 4: Sample-based protection of a time-sequenced JPEG 2000 pictures

§.6.4.1 Transcodingtolayer 1

0 securely transcode the sequenice of JPEG 2000 picture to layer 1, the transcoder needs to do the following:
Discard the scalable composed ES 2 corresponding to layer 2, and discard the trunk of mediadatain selt

contained'ES:

If necessary, the transcoder also needs to update the byte range values of Pointer objects in the remaining

two'scal able composed ESs.
Discard Trak 2 that describes scalable composed ES 2.

Rec. I TU-T T.807 (2006)/Amd.1 (03/2008)
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Theresulting file format is shown in Figure E.12.

MOOV Box

Trak O

Sample description entry (4CC code = encv)

ProtectionSchemelnfoBox 1
OriginalFormatBox (data_format = SCAL)

SchemeTypeBox (Scheme_type = auth)
SchemelnformationBox for Auth (Algo = HMAC with SHA-1; Key = AKO; ValueList = {M0}

Trak 1

Sample description entry (4CC code = encv)

ProtectionSchemelnfoBox 1
OriginalFormatBox (data_format = SCAL)

SchemeTypeBox (Scheme_type = Decr)

SchemelnformationBox for Decryption (Algo = AES in CBC mode; Key = CKO0;)

ProtectionSchemelnfoBox 2
OriginalFormatBox (data_format = SCAL)

SchemeTypeBox (Scheme_type = auth)
SchemelnformationBox for Auth (Algo = HMAC with SHA-1; Key = AK1; ValueList.= {M1}

Figure E.12 — Example 4: Securetranscodingto lower SNR quality (layer 1)

§.65 Example5

This example illustrates how sample-based protection)is applied for video browsing and video summarization. In thi
axample, a sequence of 10000 frames is summarized into 10 scenes. For instance, the first 1000 frames constitute th
flrst scene; the second 1000 frames constitute the second scene, and so on. For each scene, the first 50 frames (5-secon
ideo at 10 fps) are left unencrypted for preview purposes, the rest of the frames are encrypted using AES in CBC mod
Wwith key KO. In this example, the 10000:pictures are stored in a self-contained ES, which can be located in MDAT bo
gr external file whose format is not specified by the | SO base file format.

igure E.13 illustrates the file format when the above protection is applied to a self-contained ES, which is described b
rack 0. The SampleToGroupBox has 20 entries, the first 50 pictures of every scene are mapped to no descriptor an

he ScalableSampleGroupEntry has handler_type of "encv" and the protection is to applied al resolutions (res=—1
| layers (layer =<=1) and al regions of each sample (cropped width=cropped height=0). As only on
rotection is gpplied to this sample group, the Scal ableSampleGroupEntry contains only one ProtectionSchemel nfoBo

R

1

t

The grouping_typeis "prot"; for protection purposes.

1

F - - . - . .

Wwhich in turncontains the OriginalFormatBox, the SchemeTypeBox and the Schemel nformationBox.

he next 950 pictures of each.séene are mapped to the first Scal ableSampleGroupEntry in SampleGroupDescriptionBox.

o< A D=0 wnm

[¢)
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