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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

The ISO/IEC 15408 series permits comparability between the results of independent security
evaluations, by providing a common set of requirements for the security functionality of IT
products and for assurance measures applied to these IT products during a security evaluation.
ISO/IEC 18045 provides a companion methodology for some of the assurance requirements specified in

the 1SO/IEC

15408 series.

The model of security evaluation in ISO/IEC 15408-1 identifies that high-level generic evaluation
activities are defined in ISO/IEC 18045, but that more specific evaluation activities (EAs) can be defined
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The use of italics indicates text that has a precise meaning. For security assurance requirements the convention
is for special verbs relating to evaluation.
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Framework for the specification of evaluation methods and

actiuities
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This
reprd

cope

document provides a standardized framework for specifying objéetive, rep
ducible evaluation methods and evaluation activities.

This
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Hocument does not specify how to evaluate, adopt, or maintain evaluation methods an
ties. These aspects are a matter for those originating the e¥dluation methods an
ties in their particular area of interest.

ormative references

The flollowing documents are referred to in the text)in’ such a way that some or all of
consfitutes requirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referénced document (including any amendme

[SO/IEC 15408-1, Information security, cybersecurity and privacy protection — Evaluation d
securjty — Part 1: Introduction and generalwnodel

[SO/IEC 15408-2, Information security, cybersecurity and privacy protection — Evaluation (
securfty — Part 2: Security functional:components

ISO/IEC 15408-3, Information-security, cybersecurity and privacy protection — Evaluation (
securfty — Part 3: Security assurance components

ISO/IEC 18045, Informiation security, cybersecurity and privacy protection — Methodolog)
securjty evaluation
erms. and definitions

For thepurposes of this document, the terms and definitions in ISO/IEC 15408-1, ISO/]

patable and

d evaluation
d evaluation

heir content
applies. For
nts) applies.
riteria for IT
riteria for IT

riteria for IT

for IT

EC 15408-2,

ISO/IEE¥5408-3, and ISO/IEC 18045 apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

[SO Online browsing platform: available at https://www.iso.org/obp

[EC Electropedia: available at https://www.electropedia.org/

4 General model of evaluation methods and evaluation activities

4.1 Concepts and model

ISO/IEC 18045 defines a generic set of work units that an evaluator carries out in order to reach a
verdict for most of the assurance classes, families and components defined in ISO/IEC 15408-3. The
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relationship between the structure of a SAR in ISO/IEC 15408-3 and the work units in ISO/IEC 18045 is
described in ISO/IEC 18045 and summarized in Figure 1.

%ass Activity N ﬁaluation method N

Component Sub-activity \
Gvaluator \ ﬁction \
action element L __ _ >
(" Devdloper
) p Work unit Evaluation
actign element activity
| > (Derived worklunit)
g
Content and W | Derivation (n:m)
prespntation | >
element J \ J’ /
\- \ -

"/ &
/) N
K ISO/IEC 15408-3 J K ISO/IEC 18045 / K ISO/IEC 15408-4

Figure 1 |— Mapping of ISO/IEC 15408-3 and ISO/IEC 18045 structures to structures of this
document

For the purposes of defining new evaluation methods and evaluation activities, the main pojnt to
note is that jeach action (representing an evaluater action element in ISO/IEC 15408-3 or an injplied
evaluator acfion element) is represented in ISO/IEC 18045 as a set of work units that are carried qut by
an evaluaton

This documeént specifies the ways in which new evaluation activities can be derived from the ggneric
work units ih ISO/IEC 18045, and combined into an evaluation method that is intended for use in|some
particular eyaluation context. Astypical example of such an evaluation context would be a partjcular
TOE type orparticular technolegy type.

EXAMPLE 1
TOE typd: a networkdevice

Technology type: specific cryptographic functions

If evaluationmethods and evaluation activities are required to be used with a particular PP, PP-Mg¢dule,
PP-Configuration, then a PP or PP-Module or PP-Configuration shall identify this requirement in its
conformance statement. If evaluation methods and evaluation activities are required to be used with
a particular package, then the package shall identify this requirement in the security requirement
section. If Evaluation Methods and Evaluation Activities are claimed by an ST as a result of that ST
claiming conformance to a PP, PP-Configuration, or package, then the ST shall identify the EMs/EAs
used in its conformance claim. No formal claim of conformance to ISO/IEC 15408-4 is made in any of
these cases (the contents of PPs, PP-Modules, PP-Configurations and packages are described in more
detail in ISO/IEC 15408-1).

A PP, PP-Configuration, PP-Module or package may use more than one evaluation method or separate
set of evaluation activities.

EXAMPLE 2 Multiple evaluation methods can be used where separate evaluation methods have been defined
for cryptographic operations and for secure channel protocols used in a PP.

2 © ISO/IEC 2022 - All rights reserved
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NOTE Where exact conformance is used, ISO/IEC 15408-1 states that evaluation methods/evaluation
activities are not allowed to be defined in a PP-Configuration: the evaluation methods/evaluation activities to be
used are included in the PPs and PP-Modules and not in the PP-Configuration).

When a PP, PP-Module, PP-Configuration, or package identifies that certain evaluation methods/
evaluation activities are to be used, then this is done using a standard wording that states the
requirement and references the definition of the evaluation methods/evaluation activities to be used.
An ST shall only identify required evaluation methods and evaluation activities that are included in
a PP, PP-Module, PP-Configuration or package to which the ST claims conformance (i.e. the ST itself
shall not add, modify or remove any evaluation methods or evaluation activities). An ST shall include
1dent1f1cat10n of all evaluatlon methods/evaluatlon activities that it requlres (1 e. mcludmg any that are

A nformance), so

Evalyation methods and evaluation activities may be defined within the documentthat requires them
(e.g. as part of a PP), or externally in a different document (or in a combination ‘of both). Although
identjfication is required as described above, it is not necessary to reproduce-the text of tHe evaluation
methpds/evaluation activities in other documents (e.g, an ST does not have todnclude the fll text of the
evaluation methods/evaluation activities from a PP to which it claims conformance).

4.2 |Deriving evaluation methods and evaluation activities

In general, defining evaluation activities and evaluation methed9may start either from an|SAR, aiming
to make some or all parts of its work units more specific,-0r from an SFR, aiming to ddfine specific
aspe¢ts of work units related to that SFR.

When starting from an SAR, a guideline for the process is as follows.

a)

]

lentify the relevant ISO/IEC 18045 work*units from which to derive at least orle individual
gvaluation activity or groups of evaluationactivities.

b) Hor each work unit from which an evaluation activity is derived:

1) define the new evaluation ,activities in terms of the specific work to be cargied out and
evaluation criteria as described in 6.2 (including, if required, pass/fail criteria as|described in
6.2.8);

2) group evaluation activities into an evaluation method if necessary;

3) state the rationale for the new evaluation activities and the evaluation method pnder which
they are grouped as described in 5.2.10 and 6.2.10.

EXAMRLE A rationale can include reference to the developer action, and content and presentation
eleménts of the work units from which they are derived.

A guidelinefor starting from an SFR would be as follows.

1 Lol 1 1 falininl
a) IJCIlLlly LIIC I CICVdIIL ST,

b) Identify the SARs (from ISO/IEC 15408-3 or a set of extended SARs, or both) to be addressed for
that particular SFR, and the corresponding ISO/IEC 18045 work units.

c) Define the new evaluation activities in terms of the specific work to be carried out and evaluation
criteria as described in 6.2 (including, if required, pass/fail criteria as described in 6.2.8).

EXAMPLE Evaluation activities can be defined to examine the presentation of a specific SFR in the
TOE Summary Specification (derived from ASE), to examine the presentation of the SFR in the guidance
documentation (derived from AGD), and to carry out specific tests of the SFR (derived from ATE).

d) Map the affected work units for the SARs to the new evaluation activities.

© ISO/IEC 2022 - All rights reserved 3
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e) State the rationale for the new evaluation activities, and the evaluation method under which they
are grouped, as described in 5.2.10 and 6.2.10.

Although an author may choose to start from SARs or SFRs, it is noted that SARs ultimately cover all
SFRs. Starting from SFRs as described above is a technique that can be useful when clarifying the detail
of how an SAR applies to a particular SFR, and that can be useful for presenting SFRs alongside the
description of their evaluation activities.

It is not required to have a 1:1 mapping between work units and new evaluation activities, and the
actual correspondence is documented in a rationale (as described in 5.2.10). The derivation may be
made in terms of individual work units or groups of work units, and this is depicted 1n 1gure 2. In
case a) of Figure : A evalyation
activity, wh le in case b) the author maps dlfferent numbers of work un1ts and evaluatlon actwltles,
whilst still addressing all aspects of an action (i.e. the collection of work units).

f/ \\N 4 _ R

Evaluation methoh a) Direct mapping

Action

Work unit 1 [Evaluation activity 1 ] Ratiohale 1

Work unit 2 [ Evaluation activity 2 J Rationale 2

Work unit 3

1
]
] [ Evaluation activity 3 ] Rationale 3
/ 8/
Action \ Evalua%'(s)\\) methoh
N\
J
]
1

b) Group mapping
~

Work unit 1

[Evaluation activity 1 ]

Work unit 2 Global Rationale

N [ Evaluation activity 2 ]

Work unit 3

~
K ISO/IEC 18045 J \ ISO/IEC 15408-4 /

Figure 2 — Alternative approaches to mapping ISO/IEC 18045 to derived evaluation activities

Other appr achres—are puabib}c dcpcudiug otr—the—contentof-the apcdﬁl, work—tnits—and—evaltdation
activities: even where the same number of work units and evaluation activities exist, a simple 1:1
mapping is sometimes not possible and therefore a mapping at the action level may be appropriate.
Some more detailed mapping situations are described in the examples below.

NOTE These examples assume that the evaluation activities described are being defined by a community
that can judge the suitability of the rationale for completeness of the evaluation activities. The examples
are concerned only with the form and structure of the mappings, not with the nature or acceptance of the
completeness rationale.

EXAMPLE 1

4 © ISO/IEC 2022 - All rights reserved
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For a TOE type that includes both software and hardware, additional evaluation activities can be defined to deal
with the manufacturing environment and its processes. Considering the ALC_DVS family, a possible approach
would be to adopt all the existing ALC_DVS work units for the software development environment and to define
additional evaluation activities for each of the relevant hardware and manufacturing aspects. These aspects can
include extensions of the normal ALC_DVS scope to additional items such as protection of hardware design in the
development environment, secure transfer of software from the development environment to the manufacturing
environment, security of the manufacturing site, and protection of the manufactured product while awaiting
delivery. They can also include new aspects related to objects and processes that arise only in the manufacturing
environment, such as:

— confirming that the firmware used on a manufacturing line is reliably obtained from the authorized version
created on the firmware build system;

— checking configuration management of test programs for testing the TOE on the manufacturing line;
— cpnfirming that processes to disable test or debug interfaces on the TOE operate correctly’and reliably;

— amining the physical and logical security of key management systems used tosinject keys ¢r certificates
into the TOE during manufacture.

In thip example the original ALC_DVS.1.1E action is mapped to include all the hew evaluation actjvities, but an
alterrjative approach would be to define additional evaluation activities for(each individual work|unit for ALC_
DVS.1E, identifying the additional activities to cover the manufacturing enviconment for that workjunit.

EXAMPLE 2

If AVA_VAN.1 vulnerability analysis is applied to a particular type of TOE, where there is a spgcific need to
achieye consistency in the public domain vulnerability sources used then a possible approach would be to
defing an evaluation activity that covers the AVA_VAN work unit dealing with searching public dgmain sources
by spgcifying the particular sources to be used, perhaps\along with particular searches to be carried out and
decision criteria for selecting a resulting list of potentialwulnerabilities to be analysed and tested. Iallu this example
the original AVA_VAN.1-3 work unit is mapped to the fiew evaluation activity.

EXAMPLE 3

For ap evaluation method to be used with:lardware such as an integrated circuit, evaluation actjivities can be
defingd to examine the circuit's architecture, defining required inputs that give the evaluator specific details
about{the operations and information ‘ayailable through the circuit’s interfaces. The definition of these required
input$ can then make clear that the-relevant interfaces include the circuit's physical surface, its executable
programming instructions, and,its}communication interfaces.

Furthler evaluation activities within the evaluation method can examine the circuit's resistance agpinst physical
probing in order to preventmanipulating or disabling TSF features.

For testing activities, evaluation activities within the evaluation method can define a required inpuf that presents
the cifcuit's desigfivas a flow chart of security functions permeating through the circuit's subsystéms. The flow
chartfcan then bedsed by the evaluator to create test cases and to confirm the test coverage of the fircuit.

EXAMPLE4

For a [OEAype such as a network device that provides cryptographically verifiable firmware updates, evaluation
activities can give specific details of how the evaluator is required to review the Security Target and guidance
documentation to confirm certain specific characteristics required of the cryptographic update process.

Other evaluation activities can define specific test cases covering the verification of the current firmware, the
availability of updates, fetching updates, verifying the source of the updates using cryptographic signatures, and
the use of specific types of invalid update in order to test the TOE's acceptance functions.

4.3 Verb usage in the description of evaluation methods and evaluation activities

Where a verb is defined in ISO/IEC 15408-1 then the description of evaluation activities shall use those
verbs only in accordance with the definitions. Alternative verbs may be used in an evaluation method
for use in its evaluation activities provided that the alternative verbs are defined in the evaluation

© ISO/IEC 2022 - All rights reserved 5
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method. Any such verb definition shall make clear the extent to which evaluator judgement (as opposed
to simple checking) is involved.

EXAMPLE An evaluation method that includes automated test generation for a protocol can define a verb
“cover”, applied to enumerated types in a protocol parameter, to mean trying all defined and undefined values of
the parameter within the available parameter length. Then evaluation activities can be written in forms such as
“The evaluator shall cover the PaymentMode field”.

Evaluator action verbs such as check, examine, report and record are used in this document with the
meanings defined in ISO/IEC 15408-1.

The paragraphs below describe conventions used in ISO/IEC 15408-3 and ISO/IEC 18045 that|support
consistency |n the description of evaluation methods and evaluation activities.

All work unit and sub-task verbs are preceded by the auxiliary verb “shall” and by présénting both the
verb and thq “shall” in bold italic type face. The auxiliary verb “shall” is used onlytwhen the proyided
text is mandatory and therefore only within the work units and sub-tasks. The'Work units and sub-
tasks contain mandatory activities that the evaluator must perform in order torassign verdicts.

Guidance text accompanying work units and sub-tasks gives further explanation on how to apply the
work units and sub-tasks in an evaluation.

5 Structure of an evaluation method

5.1 Overyiew

An evaluatipn method and its constituent evaluatiofi;activities are defined for use in a partjcular
evaluation cpntext. For example, separate evaluation methods may be defined for specific technology
areas which fcan range from specific functions up:to'specific product types or even. in extreme casg¢s, for
a specific prpduct when the product is evaluated for unique features but where there is a requirgment
to have the product evaluated using a separately defined method that supports visibility, repeatapbility
and reproduILibility of the evaluation.

EXAMPLE Evaluation contexts for which separate evaluation methods can be defined are:
— specific product types like network devices, smart cards, biometric devices, mobile devices;

— specific gecurity function§ reused for multiple product types, such as cryptographic functions, cryptographic
protocol§, digital certificate validation, identification and authentication schemes.

An evaluatipn method comprises a collection of individual evaluation activities, with addifional
information |about:the way in which the evaluation activities collectively meet a goal related [to an
identified evjaluation context.

The description of an evaluation method includes:

a) identification of the entity that is responsible for definition and maintenance of the evaluation
method;

b) the intended scope of the evaluation method, identifying the objective for deriving the evaluation
activities in the evaluation method, the evaluation context in which it is intended to be applied, and
any known limitation of, or aspects not intended to be covered by, the evaluation method;

c) any tool types and/or evaluator competences required to carry out the evaluation activities
contained in the evaluation method;

d) anyrequirements for reporting on the results of applying the evaluation method;

6 © ISO/IEC 2022 - All rights reserved
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e) identification of each work unit in ISO/IEC 18045 (or equivalent for an extended SAR) that is
addressed by the evaluation activities in the evaluation method;

f) identification of any extended SARs from which an evaluation method is derived (if applicable);

g) any additional verbs used in the description of evaluation activities in place of verbs defined in
ISO/IEC 15408-1.

Further description of the content, including identification of which content elements are mandatory,
and how content elements may be distributed between evaluation method and its evaluation activities,
is given in 5.2 and 6.2 and is summarised in Table 1. Where a content element is optional (e.g.

ident

fication of specific evaluator competences, or required tool types), then that part m

omitt

5.2

5.2.1

An ey
form
elemg
5.2.1

ed from the relevant definition: it is not necessary to include a blank section.
Specification of an evaluation method

Overview

raluation method is specified in terms of the information identified in 5.2.2 to 5.2.17
it is required for providing or presenting this information, except where stated f
bnts in 5.2.2 to 5.2.12. The purpose of specifying the descriptionof an evaluation meth

and t
way {
In ge
indiv
descr

Figun

P is to ensure that the assurance techniques used in an evaluation can be unambiguous
hat the evaluation method is used appropriately (in the context for which it was inten
hat supports consistent evaluation results.

dual evaluation activities that it contains. Thi§ means that aspects of the evalua
iption may be deduced from the evaluationactivity descriptions.

e 3 illustrates the content described in.this’"document for an evaluation method. It do

a mandatory structure for describing an evaltation method.

Evaluation
method Evaluation method identifier

Entity responsible for the evaluati
— Evaluation method introduction |—- Evaluation method scope
Evaluation method overview
Additional verb definitions

— Evaluation method dependencies

— Required inputs

— Required tool types

ay simply be

. No specific
r individual
bd in 5.2.2 to
ly identified,
led) and in a

heral, the description of an evaluation method.¢ah be taken to include the descrilttions of the

ion method

s not define

n method

— Required evaluator competences

m Requirements for reporting

Rationale for the evaluation
method

Evaluation activities

Figure 3 — Contents of an evaluation method
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The contents shown in Figure 3 are described in more detail in 5.2 and 6.2, and a summary of the
mandatory and optional requirements for specifying evaluation methods and evaluation activities is
given in Table 1.

Table 1 — Distribution of content between evaluation method (EM) and evaluation activities

(EA)

Content element Evaluation method Evaluation activity
Identifier Mandatory Mandatory
Entity Responsible Mandatory N/A
Scope Mamdatory N7A —
Dependenciep Optional at EM or EA level
Required inpjuts Mandatory at EM or EA level
Required tool types Optional at EM or EA level
Required evdluator competences Optional at EM or EA level
Requirements for reporting Optional at EM or EA leve]
Rationale Mandatory at EM or EA {evel
Evaluation agtivities Mandatory \{</ N/A
Additional vdrb definitions Optional &Q\ N/A
Objective N/A « Mandatory
Evaluation agtivity links to SFRs, N/A Q O Optional
SARs and otHer evaluation activities Ke)
Assessment Jtrategy N/A \\({ - Mandatory
Pass/fail critpria N/A s\\)\ Optional
N/A: not appli¢able to the evaluation method or evaluation actiyiti.
5.2.2 Identification of evaluation methods
The definitipn of an evaluation method shall include a unique identifier in order to unambiguously
identify the |set of evaluation activities to-be applied in any given evaluation. An identifier shoyld be
assigned at [the evaluation method level (rather than just at the level of the evaluation activities it
contains), rdflecting the fact that an-evaluation method is intended to be applied as a whole, gnd is

subject to rationale and defined purpose and objectives at this level. If a set of evaluation activitig¢s has
been grouped into an evaluation'method, then it shall only be identified as the same evaluation m¢thod
when the complete set of evaluation activities in the evaluation method is used, with the same ratipnale
as contained in the original'evaluation method. If there is a need to divide the evaluation method into
smaller subsets of evaluation activities, then a separate evaluation method, with its own rationale/shall
be defined for each'subset.

EXAMPLE 1 | Aunique identifier expressed by the title and version number of a supporting document|or PP
containing thg evaluation method.

EXAMPLE 2  Anidentifier obtained from a registration authority.

As described in 5.2.10, an evaluation method may be overlain by another evaluation method (e.g. for
use in other PPs or PP-Modules). In such a case, if the original evaluation method rationale still holds (as
described in 5.2.10), then the identifier of the original evaluation method shall be used. However, if the
rationale is changed as part of the overlay, then a separate identifier defined in the relevant PP-Module,
PP-Configuration or PP shall be used. The intention here is to ensure that a significant change to the
rationale results in a different identifier being used.
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5.2.3 Entity responsible for the evaluation method

The definition of an evaluation method shall state the entity that is responsible for definition and
maintenance of the evaluation method.

EXAMPLE Examples of responsible entities are evaluation authorities, standards bodies, industry working
groups, or technical communities.

5.2.4 Scope of the evaluation method

The definition of an evaluation method shall describe its scope, including:

a) the objective of the evaluation method in terms of a brief statement summarising-the assurance
oals and a high-level statement of how these are implemented by the evaluation/actiyities within
the evaluation method;

b) the evaluation context in which the evaluation method is intended to be-applied. For example,

this can describe a TOE type such as a smart card or network device,j0ra type of finction such
s cryptographic functions using certain algorithms and modes applied to certain types of data
transmission and data storage;

ny known limitation of the evaluation method, or aspects not intended to be covered by the
aluation method.

Evalyation activities can be defined to apply specifically to.one or more SFRs. When ap evaluation
methpd includes such SFR-specific evaluation activities, thena subsection of the scope shall identify the
individual SFRs that the evaluation method is defined‘to address and the location where the SFRs are
defined (e.g. ISO/IEC 15408-2 or extended SFRs defin&d in a PP). For extended SFRs that ar¢ not defined
in ISO/IEC 15408-2, the identification of the location‘is particularly important since the sarhe SFR name
can ble used in different sources to refer to SFRs with different content (if the evaluation nmpethod is not
specific to any SFRs, then this subsection is notrequired).

Similprly, evaluation activities can be defined to apply specifically to one or more extended SARs (i.e.
SARs|that are not defined in ISO/IEC $5408-3). When an evaluation method includes sudh evaluation
activities, then a subsection of the«séope shall identify the relevant extended SARs and|the location
wherg they are defined (e.g. in-a~PP). As with extended SFRs, the identification of thg location is
partifularly important sincethe'same SAR name can be used in different sources to refer o SARs with
diffefent content (if the evaluation method does not apply to any extended SARs, then this $ubsection is
not r¢quired).

NOTE The rationale for completeness of the evaluation method (see 5.2.10) can give furthe information
relevgnt to the scope’of the evaluation method.

5.2.5| Dependencies

The definition of an evaluation method shall describe any dependencies on other evaluation methods,

l Qb Skl ac A A Ccoaa Aganaprio antianc 1 ICA/IDC 10NAD
evaluatiohactvit e S oroh-Ssomeortie SCTICTIC at TS T TOU/ TG TOU T,

EXAMPLE An evaluation method that relies on information obtained from some other developer action
element in ISO/IEC 15408-3 or some action in ISO/IEC 18045.

Dependencies may be identified either at the level of the evaluation method, or at the level of an
individual evaluation activity contained within the evaluation method.

5.2.6 Required input from the developer or other entities

The definition of an evaluation method shall identify any developer input required to perform the
evaluation activity. This may be done either at the level of the evaluation method, or at the level of
an individual evaluation activity included in the evaluation method. The description of the inputs may
also be made by reference to those defined for the generic SAR from which the evaluation activities are
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derived, as defined in ISO/IEC 15408-3 (or the equivalent generic definition if dealing with an extended
SAR).

EXAMPLE The inputs for an evaluation method dealing with media encryption TOEs can define a
requirement for description of particular details of a key hierarchy.

5.2.7 Required tool types

If the evaluation activities require any tool types, then those shall be listed as part of the definition of
the evaluation method. The tool types may be identified either at the level of the evaluation method, or
at the level of an individual evaluation activity contained within the evaluation method.

5.2.8 Reqpired evaluator competences

An evaluation method may identify specific evaluator competences required for its evaluation actiyities
(see Bibliogtaphic entryl3]). If specific evaluator competences are identified, then this“may be|done
either at thellevel of the evaluation method, or at the level of individual evaluation aCtivities conthined
within the eyaluation method (or a combination of both).

5.2.9 Reqpirements for reporting

The description of the evaluation method may include a description ef reporting requirements| This
description may be given at the level of the evaluation method, at the level of individual evalyation
activities, orjat both levels.

EXAMPLE 1 | The evaluation method level can give general reporting requirements, but with some evaljiation
activities alsq requiring particular observations, justifications, or'a@nswers to specific questions to be included.

Any stated requirements for reporting shall be consistent with the requirements for the evalyation
technical report in ISO/IEC 18045, and any other standdrds required for the conduct of the evaluation.

EXAMPLE 2 | An example of another standard that*can be required for the conduct of an evaluatjon is
ISO/IEC 1702

oT

The reporting requirements may specify‘the reporting to be included in the evaluation technical
report (ETR) as described in ISO/IEC 18045, but may also define content for other output reports|to be
produced.

EXAMPLE 3 | There can be separate reports defined for public distribution and for more limited distrilpution
(e.g. the developer, evaluator and évaluation authority).

Where morg¢ than one réport is defined in this way, the reporting requirements for the evalyation
method (indluding th¢se for individual evaluation activities) may then specify the aspects fo be
reported in ¢ach of the output reports.

If an evaluation, méethod does not require reports or report details other than those given in the[work
units from wihicH it is derived (or if all the additional reporting requirements are stated in the evalyation
activities), then this section is not required.

5.2.10 Rationale for the evaluation method

A rationale shall be given to show that the derivation of the evaluation activities in an evaluation
method, from the original work units in ISO/IEC 18045, is appropriate (in the case of an extended SAR
then references to work units in ISO/IEC 18045 apply instead to work units in the relevant methodology
definition for the extended SAR). This may be given either at the level of the evaluation method, or
at the level of individual evaluation activities. If the evaluation activities contained in the evaluation
method do not have individual rationales according to 6.2.10, then the evaluation method shall include
a rationale for the derivation of evaluation activities from work units in ISO/IEC 18045. That rationale
may contain an explanation of why work units were reworked for the scope and depth of an evaluation
of a specific technology or TOE type. The rationale shall further state how the evaluation activities it
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contains address all aspects of the action elements in ISO/IEC 15408-3 to which they apply. It shall
also justify that the manner in which the action elements or work units are addressed is complete with

respect to the evaluation context in which the evaluation method is intended to be applied.

If an evaluation activity has been derived from an extended SAR, the rationale shall

justify that

the evaluation activity corresponds to the description of the work units for that extended SAR (the
methodology defined in ISO/IEC 18045 for evaluating extended component definitions (families APE_
ECD, ACE_ECD and ASE_ECD in ISO/IEC 15408-3) requires work units to be included as part of the

definition of an extended SAR).

The rationale may, if appropriate, identify specific assumptions that are made for the evalua

tion context.

In cages when different sources of requirements are combined, such as where PP-Modules)dre used with

a ba

PP in a PP-Configuration, the evaluation activities from each source (e.g. evaluation activities

for each base PP/PP-Module and evaluation activities for each component of thé|PP-Cqnfiguration)
are cpmbined and applied to the whole of the resulting TOE. As part of the combination, an evaluation
methpd may be overlain by another evaluation method, subject to a justificatiomfor any changes made
by the overlay such that a rationale for the resulting evaluation method is still'given. An operlay exists
wherp the scope of more than one evaluation activity from different sources’is the same. The reason for
the oyerlay is to make the resulting evaluation method more specific tg the TOE when the two parts are
used [together (in this example the parts are a base PP and a PP-Module, but other cases cdn arise such

as when a package is used in a PP and a more specific evaluationmethod defined for the
more|generic evaluation method defined for the package).

NOTE
the ey

Although by default the evaluation activities apply to the whole of the resulting TOE, th
aluation methods or evaluation activities can define liits for their application. For examp
activifies can be defined specifically for cryptographic opérations that are used in the context of ¢
chanrlel protocols: these evaluation activities would nofithen apply to the same cryptographic opg
used in the context of protecting stored data.

EXAM
activi
mana
opera
meth

PLE An evaluation method can be defined in a base PP for a network device TOE, includi

fies for generic secure channels supported by the TOE. A PP-Module can be defined for c
bement operations on network devices; using a specific secure channel type (e.g. specify
ions or particular protocols). The-evaluation activities for the PP-Module then overlay t

P overlays a

b definition of
le, evaluation
ertain secure
rations when

ng evaluation
brtain remote
ng particular
he evaluation
tion activities
bl capabilities

e underlying

a) e evaluation
base PP SFR
b) h may make
ition context
c) an additional evaluation activity is defined - typically this would reflect additional evaluation

context (such as from additional detail added to the context of a PP by a functional package, or an

additional SAR added in a PP-Configuration).

A special case arises where an underlying evaluation activity is changed to correspond to augmentation

of an associated SAR - typically this would be to reflect substitution of an existing

SAR with a

hierarchically higher SAR in a PP-Configuration. In such a case, depending on the new content of the

hierarchic SAR, there can be a combination of adding detail as in b) and adding furthe
activities as in c).

r evaluation

The rationale for the resulting evaluation method may be based on allowances already made for the
overlay in the original evaluation method rationale (i.e. where the rationale for the overlay is already

included in the original evaluation method definition), or else the more specific evaluation
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in the PP-Module) may include a separate rationale dealing with its effect on the original evaluation
method (e.g. in the base PP). Where the overlaying evaluation method (e.g. the PP-Module) includes a
separate rationale, this shall show that the resulting evaluation method preserves the relevant aspects
of the overlain evaluation method, taking into account the context in which the combined parts are to be
used. For the case of PPs used in combination, the same principle applies: either the original evaluation
method describes the permitted variations according to the context in which it is applied, or else the
resulting overlain evaluation method deals with the effect on the original evaluation method.

The rationale for overlaying evaluation activities may be a separate section or may be included as part
of an assurance rationale or security requirements rationale as described in ISO/IEC 15408-1.

5.2.11 AddItlonal verb definitions

n the
f the
wvhich

in 4.3 above, alternative verbs to those defined in ISO/IEC 15408-1 may be-ised i
specification] of an evaluation activity but any such alternative verbs shall be defined jas,part
evaluation method that contains the evaluation activity, and shall make clear thecextent to ¥
evaluator jugilgement (as opposed to simple checking) is involved.

As describe

5.2.12 Set ¢f evaluation activities

on activities contained in the evaluation method shall be defined using the structure

ause 6.

The evaluat
defined in CI

6 Structure of evaluation activities

6.1 Overyiew
ht the
ncies
ation

At the level d
evaluation a
on other eva
and hence cd

fan individual evaluation activity, the emphasis of the specification is on ensuring th
Ctivity has a clear objective, clear pass/fail criteria (if required), and that any depende
uation activities are identified. Thisisintended to support understanding of the evaly
nsistent application of the activity'in each evaluation.

vities
ties.

As stated in 5.2 and summarized in Table Tysome of the details to be specified for evaluation acti
may be included at either the evaluatien method level or at the level of individual evaluation activ

It is intendefd that the contents of evaluation activities may be given in various formats, including a

format that
analysis acti
for use with
elements de
activity. Eac

consists of, for example, nothing more than a short narrative description of a test

or an
ntials

ity (e.g. to confirm that user documentation describes the secure generation of crede
a protocol). Eurthermore, some evaluation activities may be grouped together and ¢
scribed for“the group as a whole rather than repeated for each individual eval

n
q?tion
W contentelement of an evaluation activity is described in more detail in 6.2.1 to 6.2.1(, and

tent

a summary ¢f the mandatory and optional status of each element is summarized in Table 1.

6.2 Specification of an evaluation activity

6.2.1 Unique identification of the evaluation activity

Evaluation activities shall be uniquely identified within their source document. The source document
shall itself be uniquely identified. Where evaluation activities have been grouped into an evaluation
method then the individual evaluation activity identifiers are defined in addition to an identifier for the
evaluation method as a whole (see 5.2.2).

6.2.2 Objective of the evaluation activity

The objective of performing the evaluation activity shall be stated. This may be stated with reference to
SFRs and SARs as discussed in 6.2.3 and to the pass/fail criteria in 6.2.8, However, it is also important
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that the statement of the objective supports an evaluator in understanding the flexibility and limitations
on varying the evaluation activity to fit a specific TOE.

6.2.3

Evaluation activity links to SFRs, SARs, and other evaluation activities

Where an evaluation activity is related to specific SFRs (possibly to specific instances of SFRs in another
document such as a package, PP or PP-Module), then this shall be identified as part of the evaluation
activity definition.

EXAMPLE

An evaluation activity can be related to an SFR stated in a particular PP with parti

of an assignment to limit the acceptable values that can be used in a conformant ST.

al completion

Simil
for dg
infor

Whet
and t
activ
indiv

6.2.4

As st
the i
spec
the e

If an

6.2.5

If peq
thesd

i

hrly, the relationship to specific SARs shall be identified [this may be achieved via 1
brivation from the work units of the original SAR (see 5.2.10 and 6.2.10) unless there
mation to be given about the relationship].

e an evaluation activity depends on completion of another evaluation actjvity, then the
he other evaluation activity shall be identified as part of the definition df.the depender
ty (dependencies may be identified either at the level of the evaluatierimethod, or att
jdual evaluation activity).

Required input from the developer or other entities

ated in 5.2.6, additional detail may be specified regatding the required format an

puts to an evaluation activity. This additional detail would generally be used to sup
ication of the evaluation activity and its pass/fail griteria (this may be done either a
Faluation method, or at the level of an individuakévaluation activity).

he rationale
is additional

dependency
1t evaluation
he level of an

d content of
port precise
t the level of

evaluation activity does not require other input other than those defined in the work unit from
which it is derived, then this section is not reguired.

Required tool types

forming the evaluation activit{requires any tool types in order to complete the ac
tool types shall be defined\as part of the definition of the evaluation activity. The

the tgol type shall include sufficient detail to enable a tool of that type to be obtained or

order
descr
the le

If an
work

6.2.6

that the evaluation activity can be consistently carried out with respect to the evalus

fivities, then
definition of
recreated in
tion activity

iption and its pass/fail criteria (this may be done either at the level of the evaluation method, or at

vel of an individyalevaluation activity).

evaluation adtivity does not require specific tool types other than those given or in
unit fromGihich it is derived, then this section is not required.

Réquired evaluator competences

hplied in the

As st

ted in 5 2 Q an evaluation methaod m:lv ldonhﬁr cnorlflr evaluator r‘nmppfnnr‘nc red

uired for its

evaluation activities (see Bibliographic entry[3]) If spec1f1c evaluator competences are identified, then
this may be done either at the level of the evaluation method, or at the level of individual evaluation
activities contained within the evaluation method (or a combination of both).

6.2.7

Assessment strategy

This section of an evaluation activity shall provide guidance and details on how to perform the activity.
It includes, as appropriate to the content of the evaluation activity:

a)

evaluation activity;

b)

setup of the tools);
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how to assess the input from the developer or other entities for completeness with respect to the

how to make use of any tool types required (potentially including guidance for the calibration or
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