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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

Security assurance components, as defined in this document, are the basis for the security assurance
requirements expressed in a Security Assurance Package, Protection Profile (PP), a PP-Module, a PP-
Configuration, or a Security Target (ST).

These requirements establish a standard way of expressing the assurance requirements for TOEs. This
document catalogues the set of assurance components, families and classes. It also defines evaluation
criteria for PPs, PP-Configurations, PP-Modules, and STs.
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hip between components within a family is highlighted using a bolding convention. This convg
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when they are enhanced or modified beyend the requirements of the previous compone
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Information security, cybersecurity and privacy
protection — Evaluation criteria for IT security —

Part 3:
Security assurance components

1 Scope

This |document defines the assurance requirements of the ISO/IEC 15408 series. It
indivjdual assurance components from which the evaluation assurance levels and oth
contdined in ISO/IEC 15408-5 are composed, and the criteria for evaluation of\Protection P
PP-Configurations, PP-Modules, and Security Targets (STs).

2 ormative references

The following documents are referred to in the text in suchnaiwvay that some or all of t
consfitutes requirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced document (including any amendme

[SO/IEC 15408-1:2022, Information security — Evaluation criteria for IT security — Part 1:
and general model

ISO/IEC 15408-2, Information security — Evaludtion criteria for IT security — Part 2: Secur
comppnents

ISO/IEC 15408-4, Information security, ¢ybersecurity and privacy protection — Evaluation (
securjty — Part 4: Framework for the@Specification of evaluation methods and activities

ISO/IEC 15408-5, Information: Security — Evaluation criteria for IT security — Part 5.

includes the
er packages
rofiles (PPs),

heir content
applies. For
nts) applies.
Introduction
ty functional

riteria for IT

Pre-defined

idn criteria for

[EC 15408-2,

ISO/IEC 15408 4, ISO/IEC 15408 5,1SO/IEC 18045 and ISO/IEC IEEE 24765 and the following apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31
acceptance procedure

procedure followed in order to accept newly created or modified configuration items (3.3) as part of the

target of evaluation (TOE), or to move them to the next step of the life-cycle

Note 1 to entry: These procedures identify the roles or individuals responsible for the acceptance and the criteria

to be applied in order to decide on the acceptance.
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Note 2 to entry: There are several types of acceptance situations some of which can overlap:

a) acceptance of an item into the configuration management system for the first time, in particular as part of
an integration process;

b) progression of configuration items to the next life-cycle phase at each stage of the construction of the TOE
EXAMPLE1 Module, subsystem, quality control of the finished TOE;
c) subsequent to transport of configuration items

EXAMPLE 2 Parts of the TOE or preliminary products between different development (3.15) sites;

d) subseq:[nt to the delivery (3.14) of the TOE to the consumer;

e) subsequlent to the integration of the TOE

EXAMPLE 3 Inclusion of software, firmware and hardware components from other sources.into'the TOH.

3.2
action
evaluator or|developer action element of ISO/IEC 15408-3

Note 1 to entrfy: These actions are either explicitly stated as evaluator actions orimplicitly derived from dev¢loper
actions (implied evaluator actions) within ISO/IEC 15408-3 assurance compenents.

3.3
configuratipn item
item or aggregation of hardware, software, or both that is designated for configuration managgment
and treated fs a single entity in the configuration management process, during the target of evalyation
(TOE) develgpment (3.15)

Note 1 to enffry: These can be either parts of the TOE 81 objects related to the development of the TOE, e.g.
evaluation dofuments or development tools. Configuration management items can be stored in the configufation
management [system directly (for example, files) o1’by reference (for example, hardware parts) together with
their version.

3.4
configuratipn list
configuratiop management output (3.8) document listing all configuration items (3.3) for a specific
product toggther with the exact wersion of each configuration management item relevant for a spjecific
version of thle complete product

Note 1 to entfy: This list allows distinguishing the items belonging to the evaluated version of the product from
other versionfs of these items belonging to other versions of the product. The final configuration managgment
list is a specific document for a specific version of a specific product. (Of course, the list can be an elecfronic
document insfde of a-configuration management tool (3.12). In that case, it can be seen as a specific view i%o the
system or a part of the system rather than an output of the system. However, for the practical use in an evalfiation
iondist will probably be delivered as a part of the evaluation documentation.) The configufation

3.5

configuration management

CM

discipline applying technical and administrative direction and surveillance to: identify and document
the functional and physical characteristics of a configuration item (3.3), control changes to those
characteristics, record and report change processing and implementation status, and verify compliance
with specified requirements

[SOURCE: ISO/IEC IEEE 24765:2017, 3.779 1]
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configuration management documentation

CMd

ocumentation

documentation including configuration management output (3.8), configuration management list(s),
configuration management system records (3.11), configuration management plan (3.9) and configuration
management usage documentation (3.13)

3.7

configuration management evidence
everything that may be used to establish confidence in the correct operation of the configuration
management system

EXAM
exper

3.8

configuration management output

resul
syste]

Note
config
actior
mana
the p1

39

configuration management plan

descr

Note
what
as an

systein). From the point of view of the con¢rete project it is a usage document because members

team
mana
differ
config

EXAM
Anne>

3.10

confi
set o
main

Note

PLE Configuration management output (3.8), rationales provided by the developérn,
iments, or interviews made by the evaluator during a site visit.

s, related to configuration management, produced, or enforced by the configuration
m

| to entry: These configuration management related results can occuras-documents (e.g. filleg
uration management system records (3.11), logging data, hard-copiesyahd electronic output d
s (e.g. manual measures to fulfil configuration management instructions). Examples of such
bement outputs are configuration lists (3.4), configuration management plans (3.9) and/or beha
oduct life-cycle.

iption of how the configuration management system is used for the target of evaluati

| to entry: The objective of issuing a configurdation management plan is that staff members ¢
they have to do. From the point of view of the overall configuration management system th
output document (because it can be produced as part of the application of the configuration

use it in order to understand the-steps that they have to perform during the project. The
bement plan defines the usage of\the system for the specific product; the same system car
ent extent for other products¢The configuration management plan defines and describes the

uration management system of a company which is used during the TOE development (3.15).
PLE The structure and content of a configuration management plan are presented in IS
(A,

urationsnanagement system
procedures and tools (including their documentation) used by a developer to
fain eonfigurations of their products during their life-cycles

| tovéntry: Configuration management systems can have varying degrees of rigour and funct

observations,

management

| paper forms,
hta) as well as
configuration
viours during

bn (TOE)

an see clearly
s can be seen
management
of the project
configuration
be used to a
output of the

D 10007:2017,

develop and

ion. At higher

levels, configuration management systems can be automated, with flaw remediation, change controls, and other
tracking mechanisms.

3.11

configuration management system record
output produced during the operation of the configuration management system documenting important
configuration management activities

EXAMPLE

access approval forms.
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3.12
configuration management tool
manually operated or automated tool realizing or supporting a configuration management system

EXAMPLE Tools for the version management of the parts of the target of evaluation (TOE).

3.13

configuration management usage documentation

part of the configuration management system, which describes how the configuration management
system is defined and applied by using, e.g. handbooks, regulations and/or documentation of tools and
procedures

3.14

delivery
transmission of the finished target of evaluation (TOE) from the production (3.24) environmgnt info the
hands of the|customer

Note 1 to entry: This product life-cycle phase can include packaging and storage at the dexelopment (3.13) site,
but does not |nclude transportation of the unfinished TOE or parts of the TOE between‘different developgrs or
different devglopment sites.

3.15
development
product life{cycle phase which is concerned with generating the implehientation representation pf the
target of evalluation (TOE)

Note 1 to entry: Throughout the ALC: Life-cycle support requirements, development, and related fterms
(developer, dgvelop) are meant in the more general sense to comptise’development and production (3.24).

3.16
encounteref potential vulnerability
potential w¢akness in the target of evaluation (TOE) identified by the evaluator while performing
evaluation aftivities that can be used to violate the'security functional requirements (SFRs)

3.17
evaluation dleliverable
resource redquired from the sponsor or{developer by the evaluator or evaluation authority to perform
one or more|evaluation or evaluatioh oversight activities

3.18
exploitable|vulnerability
weakness i the target of-évaluation (TOE) that can be used to violate the security functional
requirements (SFRs) in-the operational environment for the TOE

3.19
installationl
procedure performed by a human user embedding the target of evaluation (TOE) in its operational
environmentand putting it INto an operational state

Note 1 to entry: This operation is performed normally only once, after receipt and acceptance of the TOE. The
TOE is expected to be progressed to a configuration allowed by the security target (ST). If similar processes have
to be performed by the developer, they are denoted as “generation” throughout the class ALC: Life-cycle support.
If the TOE requires an initial start-up that does not need to be repeated regularly, this process would be classified
as installation.

3.20

life-cycle model

framework containing the processes, activities, and tasks involved in the development (3.15), operation,
and maintenance of a product, spanning the life of the system from the definition of its requirements to
the termination of its use

[SOURCE: ISO/IEC IEEE 24765:2017 3.2219 2]
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3.21

operation

<TOE life-cycle> usage phase of the target of evaluation (TOE) including normal usage, administration,
and maintenance of the TOE after delivery (3.14) and preparation (3.23)

3.22
potential vulnerability
suspected, but not confirmed, weakness

Note 1 to entry: Suspicion is by virtue of a postulated attack path to violate the security functional requirements
(SFRs).

3.23
preppration
activ]ty in the life-cycle phase of a product, comprising the customer's acceptance-of the delivered
targejt of evaluation (TOE) and its installation (3.19)

Note | to entry: Preparation can include such things as booting, initialization, startzup and progrefssing the TOE
to a sfate ready for operation.

3.24
production
life-cycle phase which consists of transforming the implémeéntation representation into the
implgmentation of the TOE, i.e. into a state acceptable for delivery (3.14) to the customer

Note [l to entry: This phase can comprise manufacturing, integration, generation, internal transport, storage,
and lgbelling of the TOE.

3.25

residual vulnerability
weakness that cannot be exploited in the operational environment for the target of evalyation (TOE),
but that can be used to violate the security funictional requirements (SFRs) by an attacker with greater
attack potential than is anticipated in the;operational environment for the TOE

3.26
sub-activity
appligation of an assurance component of ISO/IEC 15408-3

Note ] to entry: Assurance famjlies are not explicitly addressed in the ISO/IEC 15408 series becauge evaluations
are cdnducted on a single assurance component from an assurance family.

3.27
time|period to exposure
time |nterval wilieén an element is participating in an IT system and can be attacked

vulnerability
weakiressin-the TOE-that-canbe-used-to-vielate-the seeurityfunctional requirements{SFRs) in some

environment

3.29
window of opportunity
period of time that an attacker has access to the target of evaluation (TOE)

4 Overview

Clause 5 describes the paradigm used in the security assurance requirements of this document.

Clause 6 describes the presentation structure of the assurance classes, families, components, evaluation
assurance levels along with their relationships, and the structure of the composed assurance packages
(CAPs). It also characterizes the assurance classes and families found in Clauses 7 through 15.
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Clauses 7 through 15 provide the detailed definitions of this document assurance classes.

Annex A provides further explanations and examples of the concepts behind the development class.

Annex B provides an explanation of the concepts behind composed target of evaluation (TOE)
evaluations and the composition class.

Annex C provides a summary of the dependencies between the assurance components.

5 Assurance paradigm

5.1 Genel

The purpose
to assurancg
assurance re

5.2 ISO/I

The approag
policy commn]
sufficient for

Furthermor
to exercise
damage thaft]

that facilitate the subsequent identification of vulnerabilities and the elimination, mitigation, a

notification
5.3 Assur

5.3.1 Gen

The approad
product that
the basis for
series adopt]
documentat
depth, and r

The ISO/IEG

ral

of this clause is to document the underlying approach of the ISO/IEC 15408 seriés-app
. An understanding of this clause allows the reader to understand the rationale behin
quirements of this document.

EC 15408 series approach

h of the ISO/IEC 15408 series is that the threats to security:afid organisational seq
itments should be clearly articulated and the proposed sectrity controls be demonst
their intended purpose.

e, measures should be adopted that reduce the likelihood of vulnerabilities, the
i.e. intentionally exploit or unintentionally trigger)*a vulnerability, and the extent
can occur from a vulnerability being exercised{Additionally, measures should be ad

that a vulnerability has been exploited or triggered.
ance approach

bral

h of the ISO/IEC 15408 series is to provide assurance based upon an evaluation of t
is to be trusted. Evaluation has been the traditional means of providing assurance z
prior evaluation criteria documents. In aligning the existing approaches, the ISO/IEC 1
s the same approdch: The ISO/IEC 15408 series proposes measuring the validity
on and of the resulting IT product by expert evaluators with increasing emphasis on s
gour.

15408 sefies does not exclude, nor does it comment upon, the relative merits of

means of g
As mature

inclusion in the\lSO/IEC 15408 series, which is so structured as to allow their future introduction

aaillning asslirance. Research continues with respect to alternative ways of gaining assu

ternative approaches emerge from these research activities, they will be considerg

roach
d the

urity
rably

bility
f the
bpted
hd/or

he IT
ind is
5408
f the
cope,

other
ance.
d for

5.3.2 Significance of vulnerabilities

It is assumed that there are threat agents that will actively seek to exploit opportunities to violate
security policies both for illicit gains and for well-intentioned, but nonetheless insecure actions. Threat
agents may also accidentally trigger security vulnerabilities, causing harm to the organization. Due to
the need to process sensitive information and the lack of availability of sufficiently trusted products,
there is significant risk due to failures of IT. It is, therefore, likely that IT security breaches can lead to
significant loss.

IT security breaches arise through the intentional exploitation or the unintentional triggering of
vulnerabilities in the application of IT within business concerns.
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Steps should be taken to prevent vulnerabilities arising in IT products. To the extent feasible,
vulnerabilities should be:

vulnerabilities;

impact of any exercise of a vulnerability;

vulnerability will be detected so that steps can be taken to limit the damage.

eliminated: active steps should be taken to expose, and remove or neutralize, all exercisable

minimised: active steps should be taken to reduce, to an acceptable residual level, the potential

monitored: active steps should be taken to ensure that any attempt to exercise a residual

a)
b)
c)
5.3.3
Vulng
a) T
C
b) d
T
fi
S
fi
t
fo
¢ d
i
d d
d
e) d
V
f) n
5.3.4
Assu
expel
activ

prodiict in order to determine its security properties.

Cause of vulnerabilities
rabilities can arise through failures in:

equirements: an IT product may possess all the functions and featuresirequired d
ontain vulnerabilities that render it unsuitable or ineffective with respect’to security

esign: an IT product has been poorly designed. Building a secure-product, system, o
equires not only the implementation of functional requirementsbitalso an architectur
br the effective enforcement of specific security properties the.product, system, or 3
upposed to enforce. The ability to withstand attacks theproduct, system, or applic:
hce in its intended operational environment is highly dependent on an architecture t
hose attacks or, if they cannot be prohibited, allows for{detection of such attacks and
f the damage such an attack can cause;

evelopment: an IT product does not meet its ‘specifications and/or vulnerabilitie
htroduced as a result of poor development stahdards or incorrect design choices;

elivery, installation and configurations®an IT product has vulnerabilities introduce
elivery, installation and configuration‘of the product;

peration: an IT product has been constructed correctly to a correct speci

haintenance: an IT productis maintained in such a way that new vulnerabilities are ir

ISO/IEC 15408 series assurance

ience, or specific experience. However, the ISO/IEC 15408 series provides assur
e investigation or a specification-based approach. Active investigation is an evaluat

rance can be deriyved from reference to sources such as unsubstantiated assertions, }f;r

f it and still

r application
ethatallows
pplication is
ition may be
hat prohibits
or limitation

s have been
1 during the

ication, but

ulnerabilities have been introduced as a result of inadequate controls upon the operation.

troduced.

ior relevant
nce through
jon of the IT

5.3.5

Assurance through evaluation

Evaluation has been the traditional means of gaining assurance and is the basis of the ISO/IEC 15408
series approach. Evaluation techniques can include, but are not limited to:

a)
b)
‘)
d)
e)
f)

C

analysis and checking of process(es) and procedure(s);

hecking that process(es) and procedure(s) are being applied;

analysis of the correspondence between TOE design representations;
analysis of the TOE design representation against the requirements;
verification of proofs;

analysis of guidance documents;
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g) analysis
h)
i) analysis
j)
k) analysis
1) analysis

of functional tests developed and the results provided;

independent functional testing;

for vulnerabilities (including flaw hypotheses);

penetration testing;

of the delivery process;

of the maintenance process.

5.4 1ISO/IEC 15408 series evaluation assurance scale

The approa

of the ISO/IEC 15408 series asserts that greater assurance results from theyapplid

of greater eyaluation effort, and that the goal is to apply the minimum effort requiredq provid
necessary aysurance. The increasing level of effort is based upon:

a) scope:t
b) depth: t
detail;
c) rigour:t
6 Securi
6.1 Genel

Subclauses 6

e effort is greater because a larger portion of the IT product is included;

he effort is greater because it is deployed to a finer level of déesign and implement

he effort is greater because it is applied in a more structufed, formal manner.

[y assurance components

ral

components
Figure 1 illu
most abstra
then contair

are used to
PP/ST.

6.2 Assur

6.2.1 Gen

Figure 1 illu

.2 to 6.6 describe the constructs used imrepresenting the assurance classes, familie

btrates the security assurance requiirements (SARs) defined in this document. Note th
t collection of SARs is referred(to as a class. Each class contains assurance families,

brovide a taxonomy for classifying SARs, while components are used to specify SAR

ance class structure

bpral

btrates-tlie assurance class structure.

ation
e the

ation

b, and

ht the
wvhich

assurance components, which in turn contain assurance elements. Classes and famnilies

S in a

6.2.2 C(Clas

S ndame

Each assurance class is assigned a unique name. The name indicates the topics covered by the assurance

class.

A unique short form of the assurance class name is also provided. This is the primary means for
referencing the assurance class. The convention adopted is an “A” followed by two letters related to the

class name.

6.2.3 Clas

s introduction

Each assurance class has an introductory subclause that describes the composition of the class and
contains supportive text covering the intent of the class.
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6.2.4 Assurance families

Each assurance class contains at least one assurance family. The structure of the assurance families is
described in the following subclause.

Figure 1 illustrates the assurance family structure.

Common criteria assurance requirements

Class introduction

Assurance family

Family name
|
Objectives
|
Component levelling
|
Application notes

Assurance component Q

Component identificatiox}‘
I 7

Objectives \\\
SN~

|
Applicatgon ms\w |
|

[~

Depep@{@és
=

i

@)

Qﬁl’re 1 — Assurance class/family/component/element hierarchy

6.3 Aéﬂ-ance family structure
A\

6.3.1 Family name

Every assurance family is assigned a unique name. The name provides descriptive information about
the topics covered by the assurance family. Each assurance family is placed within the assurance class
that contains other families with the same intent.

A unique short form of the assurance family name is also provided. This is the primary means used to
reference the assurance family. The convention adopted is that the short form of the class name is used,
followed by an underscore, and then three letters related to the family name.

6.3.2 Objectives

The objectives subclause of the assurance family presents the intent of the assurance family.
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This subclause describes the objectives, particularly those related to the ISO/IEC 15408 series
assurance paradigm, that the family is intended to address. The description for the assurance family
is kept at a general level. Any specific details required for objectives are incorporated in the particular
assurance component.

6.3.3 Componentlevelling

Each assurance family contains one or more assurance components. This subclause of the assurance
family describes the components available and explains the distinctions between them. Its main
purpose is to differentiate between the assurance components once it has been determined that the
assurance family is a necessary or useful part of the SARs for a PP/ST.

Assurance families containing more than one component are levelled and rationale is provided
how the comlponents are levelled. This rationale is in terms of scope, depth, and/or rigour.

6.3.4 App

The applicat]
the assurang
(e.g. PP and

ication notes

6.3.5 Assurance components

Each assurd
components

6.4 Assur

6.4.1 Gen

Figure 2 illu

bral

ance component structure

Assurance
component

btrates the assurance componentstructure.

Component
identification

nce family has at least one assurance component. The structure of the assu
is provided in the following subclause.

Objectives

Application
notes

Dependencies

Assurance

as to

ion notes subclause of the assurance family, if present, contains additighal informati¢n for
e family. This information should be of particular interest to users of‘the assurance f]
ST authors, designers of TOEs, evaluators). The presentationds‘informal and cover
example, warnings about limitations of use and areas where specific attentioh may be required.

hmily
s, for

rance

elements

—

Figure 2 — Assurance component structure

The relationship between components within a family is highlighted using a bolding convention. Those
parts of the requirements that are new, enhanced or modified beyond the requirements of the previous

component within a hierarchy are bolded.
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6.4.2 Component identification

The component identification subclause provides descriptive information necessary to identify,
categorize, register, and reference a component.

Every assurance component is assigned a unique name. The name provides descriptive information
about the topics covered by the assurance component. Each assurance component is placed within the
assurance family that shares its security objective.

A unique short form of the assurance component name is also provided. This is the primary means used
to reference the assurance component. The convention used is that the short form of the family name is

used

6.4.3

The ¢
parti
the sj

6.4.4

Objectives

bjectives subclause of the assurance component, if present, contains specific objed
Cular assurance component. For those assurance components that have this subclaus
pecific intent of the component and a more detailed explanation of the objectives.

Application notes

The dpplication notes subclause of an assurance component, if.\pfesent, contains additionall

,followed by a period, and then a numeric character. The numeric characters for the components
within each family are assigned sequentially, starting from 1.

tives for the
P, it presents

information

to fadilitate the use of the component.

6.4.5| Dependencies

Depepdencies among assurance components aris¢ywhen a component is not self-sufficient and relies
upon|the presence of another component.

Each|assurance component provides a complete list of dependencies to other assurance fomponents.
Somg components may list “No dependencies”, to indicate that no dependencies have bedn identified.
The qomponents depended upon may have dependencies on other components.

The {lependency list identifies the minimum set of assurance components which are |relied upon.
Components which are hierarchical to a component in the dependency list may also be uded to satisfy
the dgpendency.

In sppcific situations it~is“possible that the indicated dependencies will not be applicablel The PP, PP-
Modyle, PP-Configuration or ST author, by providing rationale for why a given depenflency is not
applitable, may eléet-not to satisfy that dependency.

6.4.6| Assurance elements

A sef] of dssurance elements is provided for each assurance component. An assurance element is a
Securify rnqnirnmnnf urhir‘h, if further r]ivir‘nr], would not yin]d a mnaningfll] evaluation rdsult. [t is the

smallest security requirement recognized in the ISO/IEC 15408 series.

Each assurance element is identified as belonging to one of the three sets of assurance elements:

a) Developer action elements: the activities that shall be performed by the developer. This set of
actions is further qualified by evidential material referenced in the following set of elements.
Requirements for developer actions are identified by appending the letter “D” to the element
number.

b) Content and presentation of evidence elements: the evidence required, what the evidence shall

demonstrate, and what information the evidence shall convey. Requirements for content and
presentation of evidence are identified by appending the letter “C” to the element number.
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c) Evaluator action elements: the activities that shall be performed by the evaluator. This set of actions
explicitly includes confirmation that the requirements prescribed in the content and presentation
of evidence elements have been met. It also includes explicit actions and analysis that shall be
performed in addition to that already performed by the developer. Implicit evaluator actions are
also to be performed as a result of developer action elements which are not covered by content
and presentation of evidence requirements. Requirements for evaluator actions are identified by
appending the letter “E” to the element number.

The developer actions and content and presentation of evidence define the assurance requirements that
are used to represent a developer's responsibilities in demonstrating assurance in the TOE meeting the
SFRs of a PP, PP-Module, PP-Configuration or ST.

The evaluatqr actions define the evaluator's responsibilities in two aspects of evaluation. The firstialspect
is validation of the applicable PP, PP-Module, PP-Configuration or ST, in accordance with the/classes
ACE, APE anld ASE in Clauses, ACE: ACE: Protection Profile Configuration evaluation, APE: Protdction
Profile evalyation and ASE: Security Target evaluation. The second aspect is verification’of the TOE's
conformancg with its SFRs and SARs. By demonstrating that the PP, PP-Module, PP-Configurationfor ST
is valid and that the requirements are met by the TOE, the evaluator can provide g basis for configence
that the TOH in its operational environment solves the defined security problem!

The developgr action elements, content and presentation of evidence elendefits, and explicit evaluator
action elemgnts, identify the evaluator effort that shall be expended i verifying the security claims
made in the ST of the TOE.

6.5 Assurance elements

Each element represents a requirement to be met. These statements of requirements are int¢nded
to be clear, foncise, and unambiguous. Therefore, there are no compound sentences: each sepdrable
requirement is stated as an individual element.

6.6 Complonent taxonomy

This documént contains classes of families-and components that are grouped on the basis of rglated
assurance. At the start of each class is avdiagram that indicates the families in the class and the
components|in each family.

Family 1 1 2 3

Figure 3 — Sample class decomposition diagram

In Figure 3 the class\as shown contains a single family. The family contains three components that are
linearly hiernarchical (i.e. component 2 requires more than component 1, in terms of specific acfions,
specific evidence,or rigour of the actions or evidence). The assurance families in this document dre all
linearly hierbxehi i ity i iteri ili
added in the future.

a ] nouon nea ava - mandato e alalida 1nce aRaa a na aybe

7 Class APE: Protection Profile (PP) evaluation

7.1 General

Evaluating a PP is required to demonstrate that the PP is sound and internally consistent, and, if the PP
is based on one or more other PPs or on packages, that the PP is a correct instantiation of these PPs and
packages. These properties are necessary for the PP to be suitable for use as the basis for writing an ST
or another PP.
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Clause 7 should be used in conjunction with ISO/IEC 15408-1:2022, Annexes B and D, as these annexes
clarify the concepts here and provide many examples.

Figure 4 shows the families within this class, and the hierarchy of components within the families.

| APE_INT: PP introduction H 1 |

| APE_CCL: Conformance claims H 1 |

| APE_SPD: Security problem definition H 1 |

i APF-OB-Security ubjectives : : =t
| APE_ECD: Extended component definition H 1 |

|

APE_REQ: Security requirements H 1 H 2 ‘

Figure 4 — APE: Protection Profile (PP) evaluation class'decomposition

7.2 |PP introduction (APE_INT)

7.2.1] Objectives
The dbjective of this family is to describe the TOE in anarrative way.

Evalyation of the PP introduction is required to demhonstrate that the PP is correctly identified, and that
the PP reference and TOE overview are consistent with each other.

7.2.2] APE_INT.1 PP introduction
Depedndencies: No dependencies.

Develloper action elements

APE_INT.1.1D

The developer shall provide a PP introduction.
Content and presentation elements

APE_INT.1.1€

The IP introduction shall contain a PP reference and a TOE overview.

APE_INTF1:2€

The PP reference shall uniquely identify the PP.

APE_INT.1.3C

The TOE overview shall summarize the usage and major security features of the TOE.
APE_INT.1.4C

The TOE overview shall identify the TOE type.

APE_INT.1.5C

The TOE overview shall identify any non-TOE hardware/software/firmware available to the
TOE.

© ISO/IEC 2022 - All rights reserved 13


https://iecnorm.com/api/?name=3ac7103d13b10e8d594aa2341a2b532c

ISO/IEC 15408-3:2022(E)

Evaluator action elements
APE_INT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

7.3 Conformance claims (APE_CCL)

7.3.1 Objectives

The objectiyje of this family Is to determine the validity ol the conformance claim. In addition, this
family specifies how STs and other PPs are to claim conformance with the PP.

7.3.2 APE| CCL.1 Conformance claims

Dependencigs: APE_INT.1 PP introduction
APE_ECD.1 Extended components definition

APE_REQ.1 Direct rationale PP-Module security reguirements
Developer dction elements

APE_CCL.1.1D

The developer shall provide a conformance claim.
APE_CCL.1.2D

The developer shall provide a conformance claim'rationale.
APE_CCL.1.3D

The developer shall provide a conformance statement.
Content and presentation elements

APE_CCL.1.1C

The conformance claim (shall identify the ISO/IEC 15408 edition to which the PP claims
conformange.

APE_CCL.1.2C

The conformance claim shall describe the conformance of the PP to ISO/IEC 15408-2 as either
ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.

APE_CCL.1.3C

The conformance claim shall describe the conformance of the PP as either “ISO/IEC 15408-3
conformant” or “ISO/IEC 15408-3 extended”.

APE_CCL.1.4C

The conformance claim shall be consistent with the extended components definition.
APE_CCL.1.5C

The conformance claim shall identify all PPs and packages to which the PP claims conformance.

APE_CCL.1.6C
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The conformance claim shall describe any conformance of the PP to a functional package as one
of package-conformant, package-augmented, or package-tailored.

APE_CCL.1.7C

The conformance claim shall describe any conformance of the PP to an assurance package as
either package-conformant or package-augmented.

APE_CCL.1.8C

The conformance claim shall describe any conformance of the PP to another PP as PP Conformant.

The ¢onformance claim rationale shall demonstrate that the TOE type is consistent with the TOE
typelin the PP(s) to which conformance is being claimed.

APE _(CCL.1.10C

The ¢onformance claim rationale shall demonstrate that the statement of the securjity problem
definition is consistent with the statement of the security problem definition in the PPs and any
functional packages for which conformance is being claimed.

APE (CCL.1.11C

The ¢onformance claim rationale shall demonstrate thatthe statement of security gbjectives is
consj]stent with the statement of security objectives<n the PPs and any functional packages for
which conformance is being claimed.

APE (CCL.1.12C

The ¢onformance claim rationale shall demonistrate that the statement of security requirements
is comsistent with the statement of security requirements in the PPs and any functional packages
for which conformance is being claimed:

APE _|CCL.1.13C

The ¢onformance statement.shall describe the conformance required of any PPs/STs|to the PP as
one (f exact, strict, or demonstrable conformance.

APE _|CCL.1.14C

For an exact conformance PP, the conformance statement shall contain an allowed-with
statement that identifies the set of PPs (if any) to which, in combination with the PP under
evalyation, exact conformance is allowed to be claimed.

APE_|CCL1.15C

For an-‘e : allowed-with
statement that 1dent1f1es the set of PP- Modules (1f any) that are allowed to be used with the PP
under evaluation in a PP-Configuration.

APE_CCL.1.16C

The conformance statement shall identify the set of derived Evaluation Methods and Evaluation
Activities (if any) that shall be used with the PP under evaluation. This list shall contain:

— any Evaluation methods and Evaluation activities that are specified for the PP under
evaluation;

— any Evaluation methods and Evaluation activities specified in conformance statements of
PPs to which conformance is being claimed by the PP under evaluation;
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— any Evaluation methods and Evaluation activities specified in the Security Requirements
sections of packages to which conformance is being claimed by the PP under evaluation.

Evaluator action elements
APE_CCL.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

7.4 Security problem definition (APE_SPD)

7.4.1 Objectives

This part off the PP defines the security problem to be addressed by the TOE and the operational
environment of the TOE.

Evaluation qf the security problem definition is required to demonstrate that the:security prgblem
intended to be addressed by the TOE and its operational environment, is clearly defined.

7.4.2 APE[SPD.1 Security problem definition
Dependencies: No dependencies.
Developer dction elements

APE_SPD.1.1D

The developer shall provide a security problem definition.

Content and presentation elements

APE_SPD.1.1C

The security problem definition shall des¢ribe the threats.

APE_SPD.1.2C

All threats shall be described in terms of a threat agent, an asset, and an adverse action.
APE_SPD.1.3C

The security problem definition shall describe the organizational security policies (OSPs).
APE_SPD.1.4C

The security/ problem definition shall describe the assumptions about the operatjonal
environmentof the TOE.

Evaluator action elements
APE_SPD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

7.5 Security objectives (APE_OB]J)

7.5.1 Objectives

The security objectives are a concise statement of the intended response to the security problem
defined through the Security problem definition (APE_SPD) family.
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Evaluation of the security objectives is required to demonstrate that the security objective

s adequately

and completely address the security problem definition and that the division of this problem between

the TOE and its operational environment is clearly defined.

7.5.2 Component levelling

The components in this family are levelled on whether they prescribe only security objectives for the

operational environment, or also security objectives for the TOE.

7.5.3 APE_OB]J.1 Security objectives for the operational environment

Depepdencies: No dependencies.

Developer action elements

APE_0BJ.1.1D

The developer shall provide a statement of security objectives for the operational en
APE_0OB]J.1.2D

The |developer shall provide a security objectives rationale“objectives for the

environment.
Content and presentation elements
APE_0B]J.1.1C

The statement of security objectives shall describe the security objectives for the
environment.

APE _|0B].1.2C

The |security objectives rationale_shall trace each security objective for the
environment back to threats countered by that security objective, OSPs enforced by t
obje¢tive, and assumptions upheld by that security objective.

APE _{0B].1.3C

The [security objectives. rationale shall demonstrate that the security objecti
operational environment uphold all assumptions.

Evaluator action.elements
APE_OBJ.1.1E

The evaluator shall confirm that the information provided meets all requirements

vironment.

operational

operational

operational
hat security

yes for the

for content

and presentation of evidence.

7.5.4 APE_OB]J.2 Security objectives

Dependencies: APE_SPD.1 Security problem definition.
Developer action elements

APE_OB]J.2.1D

The developer shall provide a statement of security objectives.
APE_OB]J.2.2D

The developer shall provide a security objectives rationale.

© ISO/IEC 2022 - All rights reserved

17


https://iecnorm.com/api/?name=3ac7103d13b10e8d594aa2341a2b532c

ISO/IEC 15408-3:2022(E)

Content and presentation elements

APE_OBJ.2.1C

The statement of security objectives shall describe the security objectives for the TOE and the security
objectives for the operational environment.

APE_OBJ.2.2C

The security objectives rationale shall trace each security objective for the TOE back to threats
countered by that security objective and OSPs enforced by that security objective.

APE_OB]J.2.3€

The security objectives rationale shall trace each security objective for the operational environment
back to thrgats countered by that security objective, OSPs enforced by that security objectivg, and
assumptiong upheld by that security objective.

APE_OB]J.2.4C

The securify objectives rationale shall demonstrate that the security-objectives counter all
threats.

APE_OB]J.2.5C

The security objectives rationale shall demonstrate that the seeurity objectives enforce all DSPs.
APE_O0OB]J.2.6C

The security objectives rationale shall demonstrate that\the security objectives for the operational
environment uphold all assumptions.

Evaluator aftion elements

APE_OB]J.2.1E

The evaluatpr shall confirm that the information provided meets all requirements for contenf and
presentatior] of evidence.

7.6 Extended components definition (APE_ECD)

7.6.1 Objectives

Extended spcurity réguirements are requirements that are not based on components [from
ISO/IEC 154P8-2 or.this document, but which are based on extended components: components ddfined
by the PP author;

Evaluation qf tHe definition of extended components is necessary to determine that they are|clear

and unambiguous, and that they are necessary, i.e. they may not be clearly expressed using existing
ISO/IEC 15408-2 or this document components.

7.6.2 APE_

ECD.1 Extended components definition

Dependencies: No dependencies.

Developer action elements

APE_ECD.1.1D

The developer shall provide a statement of security requirements.

APE_ECD.1.2D

18
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The developer shall provide an extended components definition.
Content and presentation elements

APE_ECD.1.1C

The statement of security requirements shall identify all extended security requirements.

APE_ECD.1.2C

The extended components definition shall define an extended component for each extended

security requirement.

APE_[ECD.1.3C

The ¢xtended components definition shall describe how each extended component
the existing ISO/IEC 15408 series components, families, and classes.

APE_[ECD.1.4C

The gxtended components definition shall use the existing ISO/IEC 15408 series ¢
families, classes, and methodology as a model for presentation.

APE_[ECD.1.5C

The [extended components shall consist of measurable and objective element:
conf¢ormance or nonconformance to these elements may be demonstrated.

Evalyator action elements
APE_[ECD.1.1E

The evaluator shall confirm that the information provided meets all requirements
and T}:‘esentation of evidence.

APE_[ECD.1.2E

s related to

omponents,

t such that

for content

The ¢valuator shall confirm thatno extended component may be clearly expressed usiing existing

components.
7.7 |Security requirenients (APE_REQ)

7.7.1] Objectives

The §FRs forim)a clear, unambiguous and well-defined description of the expected securi
of thg TOE.“The SARs form a clear, unambiguous and well-defined description of the expect
that yill be’'undertaken to gain assurance in the TOE.

'y behaviour
ed activities

Evaluation of the security requirements is required to ensure that they are clear, unambiguous and

well-defined.

7.7.2 Component levelling

The components in this family are levelled on whether the SFRs are derived from SPD, or
SFRs are derived from security objectives for the TOE.

7.7.3 APE_REQ.1 Direct rationale PP-Module security requirements

Dependencies: APE_ECD.1 Extended components definition

APE_OB].1 Security objectives for the operational environment

© ISO/IEC 2022 - All rights reserved
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Developer action elements

APE_REQ.1.

1D

The developer shall provide a statement of security requirements.

APE_REQ.1.

2D

The developer shall provide a security requirements rationale.

Content and presentation elements

APE_REQ.1.

1c

The statem
APE_REQ.1.

All subjects
used in the

APE_REQ.1.

bnt of security requirements shall describe the SFRs and the SARs.
2.C

, objects, operations, security attributes, external entities and other terms thg
SFRs and the SARs shall be defined.

3C

The statement of security requirements shall identify all operations on the sec

requiremer
APE_REQ.1.
All operatia
APE_REQ.1.

ts.
4C
ns shall be performed correctly.

5C

Each dependency of the security requiremermnts shall either be satisfied, or the sec

requiremer
APE_REQ.1.

The securit
SFR and the

APE_REQ.1.

The securit
security ob

APE_REQ.1.

The securit
security ob

ts rationale shall justify the dependency not being satisfied.
6C

y requirements rationale shall trace each SFR back to the threats countered by
OSPs enforced by that SER.

7C

y requirements‘\rationale shall demonstrate that the SFRs (in conjunction wit
ectives for the-environment) counter all threats for the TOE.

BC

y requirements rationale shall demonstrate that the SFRs (in conjunction wit
ectives for the environment) enforce all OSPs for the TOE.

t are

urity

urity

that

h the

h the

APE_REQ.1.9C

The security requirements rationale shall explain why the SARs were chosen.APE_REQ.1.10C

The statement of security requirements shall be internally consistent.

Evaluator action elements

APE_REQ.1.

1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

7.74 APE_

20

REQ.2 Derived security requirements
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Dependencies: APE_OB]J.2 Security objectives
APE_ECD.1 Extended components definition
Developer action elements
APE_REQ.2.1D
The developer shall provide a statement of security requirements.

APE_REQ.2.2D

The developer shall provide a security requirements rationale.

Content and presentation elements

APE _[REQ.2.1C

The gtatement of security requirements shall describe the SFRs and the SARS:
APE _[REQ.2.2C

All sybjects, objects, operations, security attributes, external entities’and other terms thal are used in
the SFRs and the SARs shall be defined.

APE_REQ.2.3C
The gtatement of security requirements shall identify all\operations on the security requirgments.
APE_REQ.2.4C
All operations shall be performed correctly.
APE_REQ.2.5C

Each|dependency of the security requirements shall either be satisfied, or the security requirements
rationale shall justify the dependeney’not being satisfied.

APE_[REQ.2.6C

The decurity requirements rationale shall trace each SFR back to the security objectived for the TOE
enforjced by that SFR.

APE_[REQ.2.7C

The decurity requirements rationale shall demonstrate that the SFRs meet all security objectives for
the TPE.

APE_REQ:2.8C

The security requirements rationale shall explain why the SARs were chosen.
APE_REQ.2.9C

The statement of security requirements shall be internally consistent.

Evaluator action elements

APE_REQ.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.
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8 Class ACE: Protection Profile Configuration evaluation

8.1 General

Evaluating a PP-Configuration is required to demonstrate that the PP-Configuration is sound and
consistent. These properties are necessary for the PP-Configuration to be suitable for use as the basis
for writing an ST.

The class ACE is defined for the evaluation of a PP-Configuration composed of at least one PP and one
other component (PPs and/or PP-Modules). The evaluation of PPs is addressed in Class APE. The class
ACE defines the requirements for:

— Evaluating the PP-Modules in the framework of their PP-Modules Base(s) (components AGENT.1,
ACE_CCL.1, ACE_SPD.1, ACE_OBJ.1 or ACE_OBJ.2, ACE_REQ.1 or ACE_REQ.2, and ACE_M€QO>1).

— Evaluating the consistency of the combination of all the PPs and PP-Modules that heleng to the PP-

Configutation (see ACE_CCO.1).
Clause 8 shopld be used in conjunction with ISO/IEC 15408-1:2022, Annex C.

ACE_INT: PP-Module intruduction 1
ACE_CCL: PP-Module conformance claims 1
ACE_SPD: PP-Module Security problem definition 1

ACE_OBJ: PP-Module Security objective 1 2
ACE_ECD: PP-Module extended compofient definition 1

ACE_REQ: PP-Module security requirements 1 2
ACE_MCO:; PP-Module consistency 1
ACE.CCO: PP-Configuration consistency 1

Figure 5 <—ACE: Protection Profile Configuration evaluation class decomposition

8.2 PP-Module introduction (ACE_INT)

8.2.1 Objectives
The objective of this family is to describe the TOE in a narrative way.

The evaluation of the PP-Module introduction is required to demonstrate that the PP-Module is correctly
identified, and that the PP-Module reference and TOE overview are consistent with each other.

8.2.2 ACE_INT.1 PP-Module introduction
Dependencies: No dependencies.

Developer action elements
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ACE_INT.1.1D

The developer shall provide a PP-Module introduction.
Content and presentation elements

ACE_INT.1.1C

The PP-Module introduction shall contain a PP-Module reference, the identification of the PP-
Module Base(s) and a TOE overview.

ACE_INT.1.2C

The PP-Module reference shall uniquely identify the PP-Module.
ACE_NT.1.3C

The identification of the PP-Module Base shall consist of a list of at leastione PP and possibly
other PPs and PP-Modules on which the PP-Module depends.

ACE_INT.1.4C

The identification of the PP-Module Base(s) shall describe the 'dependency structure of the PP-
Module Base(s).

ACE_INT.1.5C

The PP-Module introduction shall contain as many,"TOE overviews as alternativel PP-Module

ACE_INT.1.6C
The TOE overview shall summarize the usage and major security features of the TOE.
ACE_NT.1.7C
The TOE overview shall identify the TOE type.
ACE_INT.1.8C

The TOE overview shall identify any non-TOE hardware/software/firmware available to the
TOE.

ACE_INT.1.9C

The TOE overview shall describe the differences of the TOE with regard to the TOES defined in
the PP-Module Base(s).

Evalyator action elements

ACE_INT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

8.3 PP-Module conformance claims (ACE_CCL)

8.3.1 Objectives

The objective of this family is to determine the validity of the conformance claim and conformance
statement. A PP-Module cannot claim conformance to any PP, PP-Configuration, or another PP-Module.

8.3.2 ACE_CCL.1 PP-Module conformance claims
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Dependencies: ACE_INT.1 PP-Module introduction
ACE_ECD.1 PP-Module extended components definition

ACE_REQ.1 PP-Module stated security requirements or ACE_REQ.2 PP-Module de-
rived security requirements

Developer action elements
ACE_CCL.1.1D

The developer shall provide a conformance claim.

ACE_CCL.1.2D

The developer shall provide a conformance statement.
Content and presentation elements

ACE_CCL.1.1C

The conformance claim shall identify the ISO/IEC 15408 edition to which the PP-Module claims
conformange.

ACE_CCL.1.2C

The conformance claim shall describe the conformance of the PP-Module to ISO/IEC 15408-2 as
either ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.

ACE_CCL.1.3C

The conformance statement shall describe the cotifformance type required of any ST to the PP-
Module (as part of a PP-Configuration) as one of exact, strict, or demonstrable.

ACE_CCL.1.4C

The conformance claim shall describe the conformance of the PP-Module to this document as
either “ISO/IEC 15408-3 conformant® or “ISO/IEC 15408-3 extended”.

ACE_CCL.1.5C
The conformance claim shall be consistent with the extended components definition.
ACE_CCL.1.4C

The conformance. claim shall identify all functional packages to which the PP-Module claims
conformange.

ACE_CCL.1.7C

The conformance claim shall describe any conformance of the PP-Module to a functional package
as either package-conformant, package-augmented or package-tailored.

ACE_CCL.1.8C

The conformance claim shall identify all assurance packages to which the PP-Module claims
conformance.

ACE_CCL.1.9C

The conformance claim shall describe any conformance of the PP-Module to an assurance
package as either package-conformant or package-augmented.

ACE_CCL.1.10C
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For exact conformance, the PP-Module’s conformance statement shall contain an allowed-with
statement that identifies the set of PPs and PP-Modules (exclusive of those PPs and PP-Modules
that are included in the PP-Module Base) to which, in combination with the PP-Module under
evaluation, exact conformance is allowed to be claimed.

ACE_CCL.1.11C

The conformance statement may identify the set of ISO/IEC 18045-derived Evaluation methods
and Evaluation activities that shall be used with the PP-Module under evaluation. This list shall
contain any Evaluation methods and Evaluation activities that are specified in the PP-Module
but also any Evaluation methods and Evaluation activities specified in the PP-Module Base(s)
and/pri es-(i i e-is bei ime e PP dule under
evalyation.

o pnackages an 0 AZLD 0 poniorman s D Ng almed.Db 0 =1V

Evalhator action elements
ACE_CCL.1.1E

The ¢valuator shall confirm that the information provided meets all'sequirements|for content
and presentation of evidence.

8.4 |PP-Module security problem definition (ACE_SPD)

8.4.1] Objectives

This part of the PP-Module defines the security problenito-be addressed by the TOE and thé¢ operational
environment of the TOE.

Evalyation of the security problem definition is\reéquired to demonstrate that the security problem
intended to be addressed by the TOE and its gp€rational environment, is clearly defined.

8.4.2] ACE_SPD.1 PP-Module security@problem definition
Depepdencies: No dependencies.

Developer action elements

ACE_SPD.1.1D

The developer shall.provide a security problem definition.
Content and presentation elements

ACE_SPD.1.1C

The gecurity problem definition shall describe the threats.

ACE_SPD.1.2C

All threats shall be described in terms of a threat agent, an asset, and an adverse action.
ACE_SPD.1.3C

The security problem definition shall describe the OSPs.

ACE_SPD.1.4C

The security problem definition shall describe the assumptions about the operational
environment of the TOE.

Evaluator action elements
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ACE_SPD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

8.5 PP-Module security objectives (ACE_OB]J)

8.5.1 Objectives

The security objectives are a concise statement of the intended response to the security problem
defined through the Security problem definition (APE_SPD) family.

Evaluation o|fthe security objectives is required to demonstrate that the security objectives adegately
and completely address the security problem definition and that the division of this problemybetween
the TOE and|its operational environment is clearly defined.

8.5.2 Component levelling

The componients in this family are levelled on whether they prescribe only security objectives for the
operational environment (see ACE_OB]J.1), or also security objectives for the TOE (see ACE_OB].2).

8.5.3 ACE|OB]J.1 PP-Module security objectives for the operationaleénvironment
Dependencigs: No dependencies.

Developer dction elements

ACE_OBJ.1.1D

The developer shall provide a statement of security objectives for the operational environment
of the PP-Mopdule.

ACE_OB]J.1.2D

The developer shall provide a security objectives rationale for the operational environment of
the PP-Modple.

Content and presentation elements
ACE_OB]J.1.1C

The statempnt of security objectives shall describe the security objectives for the operatjional
environment.

ACE_OB]J.1.3C

environment back to threats countered by that security objective, OSPs enforced by that security
objective, and assumptions upheld by that security objective.

ACE_O0B]J.1.3C

The security objectives rationale shall demonstrate that the security objectives for the
operational environment uphold all assumptions.

Evaluator action elements
ACE_OBJ.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.
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8.5.4 ACE_OB]J.2 PP-Module security objectives
Dependencies: ACE_SPD.1 PP-Module security problem definition.
Developer action elements

ACE_OBJ.2.1D

The developer shall provide a statement of security objectives for the PP-Module.

ACE_OB]J.2.2D

the security

The §ecurity objectives rationale shall trace each security objective for the TOE back to threats
countered by that security objective and OSPs enforced by that security objective.

ACE_DBJ.2.3C

The decurity objectives rationale shall trace each seCurity objective for the operational ¢nvironment
back [to threats countered by that security objective, OSPs enforced by that security objective, and
assumnptions upheld by that security objective.

ACE_DBJ.2.4C

The pecurity objectives rationale shall demonstrate that the security objectives|counter all
threats.

ACE_pPB]J.2.5C
The gecurity objectives rationale shall demonstrate that the security objectives enforce all OSPs.
ACE_pPB]J.2.6C

The gecurity objectives rationale shall demonstrate that the security objectives for the operational
environment uphold all assumptions.

Evalyator action elements

ACE_DBJ,2.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

8.6 PP-Module extended components definition (ACE_ECD)

8.6.1 Objectives

Extended SFRs are requirements that are not based on components from ISO/IEC 15408-2 or this
document, but which are based on extended components: components defined by the PP-Module author.

Evaluation of the definition of extended functional components is necessary to determine that they
are clear and unambiguous, and that they are necessary, i.e. they may not be clearly expressed using
existing ISO/IEC 15408-2 or this document components.
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8.6.2 ACE_ECD.1 PP-Module extended components definition

Dependencies: No dependencies.

Developer action elements

ACE_ECD.1.1D

The developer shall provide a statement of security requirements for the PP-Module.
ACE_ECD.1.2D

The develope

Content and presentation elements
ACE_ECD.1.1C
The statement of security requirements shall identify all the extended security.vequirements.

ACE_ECD.1.2C

The extend
security re

ed components definition shall define an extended component for each extended
uirement.

ACE_ECD.1.

The extended components definition shall describe how each extended component is related to

ACE_ECD.1.4C

The extendpd components definition shall use the existing ISO/IEC 15408 series components,

families, clgsses, and methodology as a model for presentation.
ACE_ECD.1.5C

The extended components shall consist of measurable and objective elements such| that
conformange or nonconformance to:these elements may be demonstrated

Evaluator aftion elements
ACE_ECD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation ofevidence.

ACE_ECD.1.2E

The evaluato
components.

8.7 PP-Module security requirements (ACE_REQ)

8.7.1 Objectives

The SFRs form a clear, unambiguous and well-defined description of the expected security behaviour
of the TOE. The SARs form a clear, unambiguous and well-defined description of the expected activities
that will be undertaken to gain assurance in the TOE.

Evaluation of the security requirements is required to ensure that they are clear, unambiguous and
well-defined.
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8.7.2 Component levelling

The components in this family are levelled on whether the SFRs are derived from SPD (see ACE_REQ.1),
or whether the SFRs are derived from the security objectives for the TOE (see ACE_REQ.2.).

8.7.3 ACE_REQ.1 PP-Module stated security requirements

Dependencies: APE_ECD.1 Extended components definition

ACE_SPD.1 PP-Module security problem definition

Devejoper-actiom etements

ACE_REQ.1.1D
The developer shall provide a statement of security requirements for the PP-Module}
ACE_REQ.1.2D

The developer shall provide a security requirements rationale for-the PP-Module.
Content and presentation elements

ACE_REQ.1.1C

The statement of security requirements shall describe‘the SFRs and SARs (the SARf that apply
to the PP-Module may be explicitly stated, or inherited from the PP-Module Base(s)).

ACE_REQ.1.2C

All subjects, objects, operations, security attributes, external entities and other terms that are
used|in the SFRs and the SARs shall be defined.

ACE_REQ.1.3C

The |statement of security requirements shall identify all operations on the security
requjrements.

ACE_REQ.1.4C
All operations shall be performed correctly.
ACE_REQ.1.5C

Each| dependency of the security requirements shall either be satisfied, or the security
requjrementsrationale shall justify the dependency not being satisfied.

ACE_REQ.1.6C

The security requirements rationale shall trace each SFR back to the threats countered by that
SFR and the OSPs enforced by that SFR.

ACE_REQ.1.7C

The security requirements rationale shall demonstrate that the SFRs (in conjunction with the
security objectives for the environment) counter all the threats for the TOE.

ACE_REQ.1.8C

The security requirements rationale shall demonstrate that the SFRs (in conjunction with the
security objectives for the environment) enforce all the OSPs for the TOE.

ACE_REQ.1.9C
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y requirements rationale shall explain why the SARs were chosen.

0C

The statement of security requirements shall be internally consistent.

Evaluator a

ACE_REQ.1.1

ction elements

E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

8.74 ACE

Dependencice

Developer 4
ACE_REQ.2.
The develop
ACE_REQ.2.
The develop
Content and
ACE_REQ.2.

The statem
PP-Module

ACE_REQ.2.

All subjects,
the SFRs and

ACE_REQ.2.
The stateme

ACE_REQ.2.

|[REQ.2 PP-Module derived security requirements

S: ACE_ECD.1 PP-Module extended components definition
ACE_OBJ.2 PP-Module security objectives

ction elements

1D

br shall provide a statement of security requirements for.the PP-Module.
2D

er shall provide a security requirement rationale for the PP-Module.

presentation elements

C

t of security requirements shall .describe the SFRs and SARs (the SARs that apply ¢
ay be explicitly stated, or inherited from the PP-Module Base(s)).

2C

objects, operations, security attributes, external entities and other terms that are us
the SARs shall be defined.

3C

1C

nt of security-requirements shall identify all operations on the security requirements|

All operatiorlns shall be performed correctly.

ACE_REQ.2.

5C

o the

ed in

Each dependency of the security requirements shall either be satisfied, or the security requirements
rationale shall justify the dependency not being satisfied.

ACE_REQ.2.

6C

The security requirements rationale shall trace each SFR back to the security objectives for the TOE

enforced by
ACE_REQ.2.

that SFR.
7C

The security requirements rationale shall demonstrate that the SFRs meet all security objectives for

the TOE.
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ACE_REQ.2.8C

The security requirements rationale shall explain why the SARs were chosen.
ACE_REQ.2.9C

The statement of security requirements shall be internally consistent.
Evaluator action elements

ACE_REQ.2.1E

ats, for content

bresentation of evidence.

8.8 |PP-Module consistency (ACE_MCO)

8.8.1] Objectives

The pbjective of this family is to determine the consistency of the PP-Module and o state the
corrgspondence between the PP-Module and its PP-Module Base(s).

8.8.2] ACE_MCO.1 PP-Module consistency

Depehdencies: ACE_INT.1 PP-Module introduction
ACE_SPD.1 PP-Module Security preblem definition

ACE_OB]J.1 Direct Rationale PP~Module Security objectives for the envirpnment or
ACE_OB]J.2 PP-Module Security objectives

ACE_REQ.1 Direct Rationale PP-Module security requirements or ACE_REQ.2
PP-Module derived security requirements

Developer action elements

ACE_MCO.1.1D

The developer shall provide a consistency rationale of the PP-Module for each of the alternative
PP-Module Bases identified in the PP-Module introduction.

ACE_MCO.1.2D

The developer shall provide an assurance rationale of the PP-Module for each of the alternative
PP-Module Bases identified in the PP-Module introduction.

Content'and presentation elements

ACE_MCO.1.1C

The consistency rationale shall demonstrate that the TOE type of the PP-Module and the TOE
types of its PP-Module Base(s) are consistent.

ACE_MCO.1.2C

The consistency rationale shall identify the assets of the PP-Module’s SPD that also belong to
some of its PP-Module Bases and amongst them those for which the PP-Module and the PP-
Module Base define different security problems.

ACE_MCO0.1.3C
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The consistency rationale shall demonstrate that:

— the statement of the security problem definition is consistent with the statement of the
security problem definition of its PP-Module Base(s);

— the statement of the security problem definition is consistent with the statement of the
security problem definition of any functional package for which conformance is being
claimed.

ACE_MCO.1.

4C

The consistency rationale shall demonstrate that:

— the secyrity objectives definition is consistent with the security objectives of its PP-M:I)dule

Base(s)

— the security objectives definition is consistent with the security objectives of any functjional
package for which conformance is being claimed.

ACE_MCO.1,5C

The consistency rationale shall demonstrate that:

— the security functional requirements definition is consistent with the security functional

requir

ents of its PP-Modules Base(s);

— the secuirity functional requirements definition is conSistent with the security functjonal

requirements of any functional package for which conformance is being claimed.
ACE_MCO.146C
The assurance rationale shall demonstrate the.internal consistency of the set of security

dassurance 1

ACE_MCO.1.

equirements of the PP-Module with\regard to its security problem definition.

7C

The assurapce rationale shall demonstrate the consistency of the set of security assurance
ts of the PP-Module witliregard to the security assurance requirements of the PP-
Module Basg(s).

requiremer

Evaluator a
ACE_MCO.1.

The evaluaf

rtion elements
1E

or shall ¢onfirm that the information provided meets all requirements for co

htent

and preserLtation of evidence. If the PP-Module specifies alternative PP-Module Bases, the

evaluator s

all perform this action for each consistency rationale.

8.9 PP-Co

niiguration consistency (ALCE_LLU)

8.9.1 Objectives

The objective of this family is to determine the well-formedness and the consistency of the PP-
Configuration.

8.9.2 ACE_CCO.1 PP-Configuration consistency

Dependencies: ACE_INT.1 PP-Module introduction

32
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ACE_SPD.1 PP-Module security problem definition

ACE_OB]J.1 Direct Rationale PP-Module security objectives for the environment

or ACE_OBJ.2 PP-Module security objectives
ACE_ECD.1 PP-Module extended component definition

ACE_REQ.1 Direct Rational PP-Module security requirements or ACE
PP-Module derived security requirements

ACE_MCO.1 PP-Module consistency

_REQ.2

APE_* (all APE components)

Developer action elements

ACE_[CCO0.1.1D

The developer shall provide the reference of the PP-Configuration.
ACE_[C0.1.2D

The developer shall provide a components statement.
ACE_[CO0.1.3D

The developer shall provide a TOE overview.

ACE_[CO0.1.4D

The developer shall provide a conformance claim.

ACE_CCO0.1.5D

The developer shall provide a conformance statement within the conformance claim.

ACE_[CO0.1.6D

The developer shall provid€ a consistency rationale.
ACE_CCO0.1.7D

The dleveloper shall provide a SAR statement.
ACE_[C0.1.8D

The develaper shall provide the set of evaluation methods and/or activities that ar
to the PP-Configuration.

e applicable

Content and presentation elements
ACE_CCO0.1.1C
The PP-Configuration reference shall uniquely identify the PP-Configuration.

ACE_CCO.1.2C

The PP-Configuration components statement shall uniquely identify the PPs and PP-Modules

that compose the PP-Configuration.

ACE_CCO.1.3C

For each PP-Module identified in the PP-Configuration components statement, the components
statement shall include the PP-Module Base required by the identified PP-Module. If the PP-
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Module specifies alternative PP-Module Bases, only one of these PP-Module Bases shall be
referred to in the PP-Configuration.

ACE_CCO.1.4C

For a multi-assurance PP-Configuration, the components statement shall describe the
organization of the TSF in terms of the sub-TSFs defined in the PPs and PP-Modules defined in
the PP-Configuration.

ACE_CCO0.1.5C
The TOE overview shall identify the TOE type.

ACE_CCO.l.«LC
The TOE overview shall describe the usage and major security features of the TOE,
ACE_CCO0.1.7C

The TOE overview shall identify any non-TOE hardware/software/firmware available tp the
TOE.

ACE_CCO.1.8C

The conformance claim shall identify the ISO/IEC 15408 edition(s) to which the PP-Configuration
component$ claim conformance.

ACE_CCO.1.9C

The conformance claim shall describe the conformance of the PP-Configuration to
ISO/IEC 15408-2 as either ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.

ACE_CCO.1.10C

The conformance claim shall describe the corifformance of the PP-Configuration to this document
as either “ISO/IEC 15408-3 conformant” er ISO/IEC 15408-3 extended.”

ACE_CCO.1.11C

The conformance claim shall be consistent with the conformance claims of the PP-Configuration
components.

ACE_CCO.1.12C

The conformance claim-of a PP-Configuration shall include an assurance package conformance
claim consisting of statements describing any conformance of the PP-Configuration to an
assurance packageas either package-conformant or package-augmented.

ACE_CCO.1.13C

The conformance statement shall specify the required conformance to the PP-Configuration
as one of exact, strict, demonstrable, or it shall provide the list of conformance types that are
required by each of the PP-Configuration components.

ACE_CCO.1.14C

For the exact conformance case, the allowed-with statement of the conformance statement of
each PP included in the components statement of the PP-Configuration shall identify all the
PP-Configuration components as being allowed to be used in combination with the PP in a PP-
Configuration.

ACE_CCO0.1.15C
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For the exact conformance case, the allowed-with statement of the conformance statement of
each PP-Module included in the components statement of the PP-Configuration shall identify all

the PP-Configuration components that are not in the PP-Module Base(s) for that par

Module as being allowed to be used in combination with the PP-Module in a PP-Confi

ACE_CCO.1.16C

ticular PP-
guration.

For PP-Configurations that are not of exact conformance type (i.e. for PP-Configurations of strict
or demonstrable conformance type), the conformance statement of a PP-Configuration may
include an Evaluation methods and Evaluation activities reference statement that identifies the
set of ISO/IEC 18045 derived Evaluatlon methods and Evaluation activities that are applicable

ACE_[CO0.1.17C

The onsistency rationale shall demonstrate that the TOE type defined in the-PP-Cg
sistent with the TOE types defined in the PPs and PP-Modules_that belong
guration components statement.

_£C0.1.18C

ronsistency rationale shall demonstrate that the union of\all the SPDs, securit
ecurity functional requirements defined in the PP-Configuration components is

_£CO0.1.19C

single-assurance PP-Configuration, the SAR/statement shall define a single
hpplies to the entire TOE. For strict and demonstrable conformance, the set o
de the SARs identified in each of the PP-Configuration components. For exact cd
set of SARs shall be identical to the set of'SARs identified in each of the PP-Cg

For 3

nfiguration
to the PP-

y objectives
consistent.

set of SARs
f SARs shall
nformance,
nfiguration

I strict and
of common

SARqamong the PP-Configaration components, and each set of SARs that apply to a syib-TSF shall

include those identified for the PP-Configuration components associated with that ¢
exact conformance, the:global assurance set of SARs shall be the set of common SAR
PP-Configuration components, and each set of SARs that apply to a sub-TSF shall be
those¢ identified for.the PP-Configuration components associated with that sub-TSF.

ACE_[CO.1.21€

The AR Statement of a PP-Configuration shall include an assurance rationale that de
the on51stency of the appllcable set of SARs with those defmed in the component

sub-TSF. For
5 among the
identical to

monstrates
s of the PP-
Evaluation

act1v1t1es For a multl -assurance PP Conflguratlon, the assurance ratlonale shall demonstrate

that the global set of SARs is consistent with the threats as defined in the SPD
Configuration components, and

other.
Evaluator action elements

ACE_CCO.1.1E

The evaluator shall confirm that the information provided meets all requirements
and presentation of evidence.
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ACE_CCO.1.2E

The evaluator shall check that the PP-Configuration consisting of all the PPs and PP-Modules
identified in the component statement is consistent.

9 C(lass ASE: Security Target (ST) evaluation

9.1 General

Evaluating an ST is required to demonstrate that the ST is sound and internally consistent, and, if the

ST is based
of the PP-Co

use as the bgsis for a TOE evaluation.

Clause 9 sho
clarify the c

Figure 6 sho

pncepts here and provide many examples.

DD _C £ Ao DD 1 41 e | [als nlH e 4 i
1II'd T T'"UUITIgUL dUIULL, UL UTIT UT THUTT T T 5 UL gAdURAGTS, TIIAU LITIT O 115 4 LUTTTLLUIIIS ATt

hfiguration, PPs, and packages. These properties are necessary for the ST to be suitah

11d be used in conjunction with ISO/IEC 15408-1:2022, Annexes B, C and D as these an

ws the families within this class, and the hierarchy of components within the familiesd.

ASE_INT: ST introduction — <X

ASE_CCL: Conformance claims 1

ASE_SPD: Security problem definition — 1

ASE_OB]J: Security objectives — 1

ASE_ECD: Extended component definition — 1
ASE_REQ: Security requirements — 1

ASE_TSS: TOE summary specification — 1

ASE_COMP: Consistency of composite product Security Target —— 1

9.2 ST infroduction {ASE_INT)

9.2.1 Obje¢ctives

The objectivi

Figure 6 — ASExSecurity Target (ST) evaluation class decomposition

p ofthis family is to describe the TOE in a narrative way on three levels of abstractio

ation
le for

nexes

: TOE

reference, TOE overview and TOE description.

Evaluation of the ST introduction is required to demonstrate that the ST and the TOE are correctly
identified, that the TOE is correctly described at three levels of abstraction and that these three
descriptions are consistent with each other.

9.2.2 ASE_INT.1 ST introduction

Dependencies: No dependencies.

Developer action elements

ASE_INT.1.1D
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The developer shall provide an ST introduction.
Content and presentation elements
ASE_INT.1.1C

The ST introduction shall contain an ST reference, a TOE reference, a TOE overview and a TOE
description.

ASE_INT.1.2C

The ST reference shall uniquely identify the ST.

OE overview shall summarize the usage and major security features of the TOE.
_INT.1.5C
OE overview shall identify the TOE type.
NT.1.6C

Tge OE overview shall identify any non-TOE hardware/software/firmware requiired by the
TOE.

ASE_INT.1.7C

For @ multi-assurance ST, the TOE overviéw shall describe the TSF organization in erms of the
sub-TSFs defined in the PP-Configuration the ST claims conformance to.

ASE_INT.1.8C

The TOE description shall describe the physical scope of the TOE.

ASE_NT.1.9C

The TOE description shall describe the logical scope of the TOE.

Evalyator action elements

ASE_INT.1.1E

The evaluator shall confirm that the information provided meets all requirements|for content
and presentation of evidence.

ASE_INT.1.2E

The evaluator shall confirm that the TOE reference, the TOE overview, and the TOE description
are consistent with each other.

9.3 Conformance claims (ASE_CCL)

9.3.1 Objectives

The objective of this family is to determine the validity of the conformance claim. In addition, this
family specifies how STs are to claim conformance with the PP or PP-Configuration.

9.3.2 ASE_CCL.1 Conformance claims
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Dependencies: ASE_INT.1 ST introduction

ASE_ECD.1 Extended components definition

ASE_REQ.1 Direct rationale stated security requirements
Developer action elements
ASE_CCL.1.1D

The developer shall provide a conformance claim.

ASE_CCL.1.2D

The developer shall provide a conformance claim rationale.
Content and presentation elements

ASE_CCL.1.1C

The conformance claim shall identify the edition of ISO/IEC 15408 to which the ST and the TOE
claim confofmance.

ASE_CCL.1.2C

The conformance claim shall describe the conformance of the-ST to ISO/IEC 15408-2 as either
ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.

ASE_CCL.1.3C

The conformance claim shall describe the conformance of the ST as either “ISO/IEC 15408-3
conformant” or “ISO/IEC 15408-3 extended”.

ASE_CCL.1.4C
The conformance claim shall be consistent with the extended components definition.
ASE_CCL.1.5C

The conformance claim shall identify a PP-Configuration, or all PPs and security requirement
packages tg which the ST claims conformance.

ASE_CCL.1.4C

The conformance claim'shall describe any conformance of the ST to a package as either package-
conforman{t or package-augmented.

ASE_CCL.1.74C

The conformance claim shall' describe any conformance of the ST to a PP as PP-Conformant.
ASE_CCL.1.8C

The conformance claim rationale shall demonstrate that the TOE type is consistent with the TOE
type in the PP-Configuration or PPs for which conformance is being claimed.

ASE_CCL.1.9C

The conformance claim rationale shall demonstrate that the statement of the security problem
definition is consistent with the statement of the security problem definition in the PP-
Configurationd), PPs and any functional packages for which conformance is being claimed.

1) In practice, this refers to the union of SPDs defined in the PP-Configuration components.
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ASE_CCL.1.10C

The conformance claim rationale shall demonstrate that the statement of security objectives
is consistent with the statement of security objectives in the PP-Configuration?), PPs, and any
functional package for which conformance is being claimed.

ASE_CCL.1.11C

The conformance claim rationale shall demonstrate that the statement of security requirements
is consistent with the statement of security requirements in the PP-Configuration3), PPs, and
any functional packages for which conformance is being claimed.

ASE |

The ¢
a list

ASE |

If the
from
all th
ST cl

CL.1.12C

of conformance types.
CCL.1.13C

conformance claim identifies a set of Evaluation methods and Evaluation activi
ISO/IEC 18045 work units that shall be used to evaluate the(TOE then this set s

hims conformance, and no others.

Evalhator action elements

ASE _
The

CCL.1.1E

evaluator shall confirm that the information ‘provided meets all requirements

and presentation of evidence.

9.4

9.4.1

This
envin

Evaly
inten

9.4.2
Depe

Devel

Security problem definition (ASE_SPD)

Objectives

onformance claim for PP(s) or a PP-Configuration shall be exact, strict, or'demgnstrable or

ties derived
hall include

ose that are included in any package, PP, or PP-Module ina PP-Configuration to which the

for content

part of the ST defines the>$ecurity problem to be addressed by the TOE and the| operational

onment of the TOE.

ation of the security problem definition is required to demonstrate that the secu
ded to be addressed-by the TOE and its operational environment, is clearly defined.

ASE_SPD:1 Security problem definition
hdencies: No dependencies.

loper-action elements

ity problem

ASE_SPD.1.1D

The developer shall provide a security problem definition.

Content and presentation elements

ASE_SPD.1.1C

The security problem definition shall describe the threats.

ASE_SPD.1.2C

2) In practice, this refers to the union of security objectives defined in the PP-Configuration components.

3) In practice, this refers to the union of SFRs defined in the PP-Configuration components.
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All threats shall be described in terms of a threat agent, an asset, and an adverse action.
ASE_SPD.1.3C

The security problem definition shall describe the OSPs.

ASE_SPD.1.4C

The security problem definition shall describe the assumptions about the operational
environment of the TOE.

Evaluator action elements

ASE_SPD.1.1E

The evaluator shall confirm that the information provided meets all requirements‘for content
and presentation of evidence.

9.5 Securjity objectives (ASE_OB]J)

9.5.1 Objectives

The security objectives are a concise statement of the intended response to the security prgblem
defined throjugh the Security problem definition (ASE_SPD) family.

Evaluation of the security objectives is required to demonstratecthat the security objectives adeqyately
and completely address the security problem definition, thatthe division of this problem betwegn the
TOE and its pperational environment is clearly defined.

9.5.2 Component levelling

The componkents in this family are levelled on whether they prescribe only security objectives for the
operational ¢nvironment (ASE_OBJ.1), or also se¢urity objectives for the TOE (ASE_OB].2).

9.5.3 ASE]OB]J.1 Security objectives for the operational environment
Dependencig¢s: No dependencies

Developer dction elements

ASE_OBJ.1.1D
The developer shall previde a statement of security objectives for the operational environment.

ASE_OB]J.1.2D

The developérishall provide a security objectives rationale for the operational environmenit.

Content and presentation elements
ASE_OB]J.1.1C

The statement of security objectives shall describe the security objectives for the operational
environment.

ASE_OB]J.1.2C

The security objectives rationale shall trace each security objective for the operational
environment back to threats countered by that security objective, OSPs enforced by that security
objective, and assumptions upheld by that security objective.

ASE_0B]J.1.3C
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The security objectives rationale shall demonstrate that the security objectives for the
operational environment uphold all assumptions.

Evaluator action elements
ASE_OB]J.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

9.5.4 ASE_OB]J.2 Security objectives

Depepdencies: ASE_SPD.1 Security problem definition

Develloper action elements

ASE_pPBJ.2.1D

The developer shall provide a statement of security objectives.
ASE_pPB]J.2.2D

The developer shall provide a security objectives rationale.
Content and presentation elements

ASE_pPBJ.2.1C

atement of security objectives shall describe the security objectives for the TOE and|the security
ives for the operational environment.

ASE_DBJ.2.2C

The security objectives rationale shall;trace each security objective for the TOE back to threats
countered by that security objective'and OSPs enforced by that security objective.

ASE_DBJ.2.3C

The decurity objectives ratignale shall trace each security objective for the operational ¢nvironment
back |to threats countered by that security objective, OSPs enforced by that security objective, and
assumpnptions upheld by that security objective.

ASE_DPBJ.2.4C
The gecurity objectives rationale shall demonstrate that the security objectives counterjall threats.

ASE_PB]J.2:5C

The q4ecurity objectives rationale shall demonstrate that the security objectives enforce all OSPs.

ASE_OBJ.2.6C

The security objectives rationale shall demonstrate that the security objectives for the
operational environment uphold all assumptions.

Evaluator action elements
ASE_OBJ.2.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.
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9.6 Extended components definition (ASE_ECD)

9.6.1 Objectives

Extended security requirements are requirements that are not based on components from
ISO/IEC 15408-2 or this document, but which are based on extended components: components defined
by the ST author.

Evaluation of the definition of extended components is necessary to determine that they are clear
and unambiguous, and that they are necessary, i.e. they may not be clearly expressed using existing
ISO/IEC 15408-2 or this document components.

9.6.2 ASE[ECD.1 Extended components definition
Dependencigs: No dependencies.
Developer gction elements

ASE_ECD.1.1D

The developer shall provide a statement of security requirements.

ASE_ECD.1.2D

The developer shall provide an extended components definition.

Content and presentation elements

ASE_ECD.1.1C

The statement of security requirements shall identify all extended security requirements.

ASE_ECD.1.2C

The extended components definition shall define an extended component for each extended
security requirement.

ASE_ECD.1.3C

The extended components definition shall describe how each extended component is related to
the existing ISO/IEC 15408 series components, families, and classes.

ASE_ECD.1.4C

The extended components definition shall use the existing ISO/IEC 15408 series components,
families, clgsses,and methodology as a model for presentation.

ASE_ECD.1.5C

The extended components shall consist of measurable and objective elements such that
conformance or nonconformance to these elements may be demonstrated.

Evaluator action elements
ASE_ECD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

ASE_ECD.1.2E
The evaluator shall confirm that no extended component may be clearly expressed using existing

components.
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9.7 Security requirements (ASE_REQ)

9.7.1 Objectives

The SFRs form a clear, unambiguous and well-defined description of the expected security behaviour of
the TOE. The SARs form a clear, unambiguous and canonical description of the expected activities that
will be undertaken to gain assurance in the TOE.

Evaluation of the security requirements is required to ensure that they are clear, unambiguous and
well-defined.

9.7.2] Component levelling

The domponents in this family are levelled on whether they are stated as is (see ASE-REQ.1), or whether
the SFRs are derived from security objectives for the TOE (see ASE_REQ.2.).

9.7.3] ASE_REQ.1 Direct rationale security requirements
Depepdencies: ASE_ECD.1 Extended components definition
Developer action elements

ASE_REQ.1.1D

The developer shall provide a statement of security requirements.

ASE_REQ.1.2D

The dleveloper shall provide a security requirenients rationale.

Content and presentation elements

ASE_REQ.1.1C

The statement of security requirements shall describe the SFRs and the SARs.
ASE_REQ.1.2C

For g single-assurance ST, the statement of security requirements shall define the global set
of SARs that apply to-the entire TOE. The sets of SARs shall be consistent with the PPs or PP-
Confjguration to which the ST claims conformance.

ASE_REQ.1.3C

For 3 multi~assurance ST, the statement of security requirements shall define the global set
of SARs that apply to the entire TOE and the sets of SARs that apply to each sub-TSF. The sets
of SARs(shall be consistent with the multi-assurance PP-Configuration to which tqe ST claims
conformmance.

ASE_REQ.1.4C

All subjects, objects, operations, security attributes, external entities and other terms that are
used in the SFRs and the SARs shall be defined.

ASE_REQ.1.5C

The statement of security requirements shall identify all operations on the security
requirements.

ASE_REQ.1.6C

All operations shall be performed correctly.
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ASE_REQ.1.7C

Each dependency of the security requirements shall either be satisfied, or the sec
requirements rationale shall justify the dependency not being satisfied.

ASE_REQ.1.8C

urity

The security requirements rationale shall demonstrate that the SFRs (in conjunction with the

security objectives for the environment) counter all threats for the TOE.

ASE_REQ.1.9C

The securi
security objectives for the environment) enforce all OSPs.

ASE_REQ.1.10C

The security requirements rationale shall explain why the SARs were chosen.
ASE_REQ.1.11C

The statement of security requirements shall be internally consistent.

ASE_REQ.1.12C

If the ST dé¢fines sets of SARs that expand the sets of SARs of the PPs or PP-Configuratj

on it

claims confprmance to, the security requirements rationaleshall include an assurance ratigpnale

that justifigs the consistency of the extension and provides a'rationale for the disposition @
Evaluation methods and Evaluation activities identifiedin the conformance statement thg
affected by fhe extension of the sets of SARs

Evaluator aftion elements
ASE_REQ.1.1E

The evaluator shall confirm that the infermation provided meets all requirements for co
and presentation of evidence.

9.7.4 ASE|REQ.2 Derived security requirements

Dependencigs: ASE_OB]J.2(Security objectives
ASE_ECD.1 Extended components definition
Developer dction elements

ASE_REQ.2.1D

f any
t are

htent

The developershall provide a statement of Security requirements.
ASE_REQ.2.2D

The developer shall provide a security requirements rationale.

Content and presentation elements

ASE_REQ.2.1C

The statement of security requirements shall describe the SFRs and the SARs.

ASE_REQ.2.2C
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For a single-assurance ST, the statement of security requirements shall define the global set of SARs
that apply to the entire TOE. The sets of SARs shall be consistent with the PPs or PP-Configuration to
which the ST claims conformance.

ASE_REQ.2.3C

For a multi-assurance ST, the statement of security requirements shall define the global set of SARs
that apply to the entire TOE and the sets of SARs that apply to each sub-TSF. The sets of SARs shall be
consistent with the multi-assurance PP-Configuration to which the ST claims conformance.

ASE_REQ.2.4C

All sybjects, objects, operations, security attributes, external entities and other terms thaf are used in
the SFRs and the SARs shall be defined.

ASE_REQ.2.5C
The gtatement of security requirements shall identify all operations on the seCurity requirgments.
ASE_REQ.2.6C

All operations shall be performed correctly.

ASE_REQ.2.7C

Each|dependency of the security requirements shall either-be satisfied, or the security requirements
rationale shall justify the dependency not being satisfied<

ASE_REQ.2.8C

The Jecurity requirements rationale shall demonstrate that the SFRs meet all security objectives
for the TOE.

ASE_REQ.2.9C

The security requirements rationale,shall explain why the SARs were chosen.

ASE_REQ.2.10C

The gtatement of security requirements shall be internally consistent.

ASE_REQ.2.11C

If thg ST defines_sets of SARs that expand the sets of SARs of the PPs or PP-Configuratjon it claims
confdrmance te)the security requirements rationale shall include an assurance rationale that justifies
the cpnsistency of the extension and provides a rationale for the disposition of any Evaluation methods
and Hvaluation activities identified in the conformance statement that are affected by the|extension of
the s¢ts’of-SARs.

Evaluator action elements
ASE_REQ.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

9.8 TOE summary specification (ASE_TSS)

9.8.1 Objectives

The TOE summary specification enables evaluators and potential consumers to gain a general
understanding of how the TOE is implemented.
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Evaluation of the TOE summary specification is necessary to determine whether it is adequately
described how the TOE:

meets it

s SFRs;

— protects itself against interference, logical tampering and bypass;

and whether the TOE summary specification is consistent with other narrative descriptions of the TOE.

9.8.2 Componentlevelling

The compo

ents in this family are levelled on whether the TOE summary specification only

eeds

to describe
describe hoy
may be used|

architecture.

9.8.3 ASE]

Dependencigs:

Developer 4

ASE_TSS.1.1

The developer shall provide a TOE summary specification.

Content and
ASE_TSS.1.1
The TOE sul
Evaluator a
ASE_TSS.1.1

The evaluat
and present

ASE_TSS.1.2

The evalua

how the TOE meets the SFRs, or whether the TOE summary specification also nee

in special circumstances where there can be a specific concern regarding the TOE se(

| TSS.1 TOE summary specification

ASE_INT.1 ST introduction

wn

ASE_REQ.1 Direct rationale stated security requirements
ADV_FSP.1 Basic functional specification
ction elements

D

presentation elements
C
mmary specification shalldescribe how the TOE meets each SFR.
ction elements

E

or shall confirm that the information provided meets all requirements for co
ation of evidence.

E

Lot shall confirm that the TOE summary specification is consistent with the

overview and'the TOE dncrripfinn

9.8.4 ASE_

Dependencies:

ds to

v the TOE protects itself against logical tampering and bypass. This additional deseription

urity

htent

TOE

TSS.2 TOE summary specification with architectural design summary

ASE_INT.1 ST introduction
ASE_REQ.1 Direct rationale stated security requirements

ADV_ARC.1 Security architecture description

Developer action elements

ASE_TSS.2.1D

The developer shall provide a TOE summary specification.
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Content and presentation elements

ASE_TSS.2.1C

The TOE summary specification shall describe how the TOE meets each SFR.
ASE_TSS.2.2C

The TOE summary specification shall describe how the TOE protects itself against interference
and logical tampering.

ASE_TSS.2.3C

The TOE summary specification shall describe how the TOE protects itself against bypass.
Evaluyator action elements
ASE _[I'SS.2.1E

The ¢valuator shall confirm that the information provided meets all requirements for [content and
presgntation of evidence.

ASE _[I'SS.2.2E

The ¢valuator shall confirm that the TOE summary specification is consistent with the TPDE overview
and the TOE description.

9.9 |Consistency of composite product Security-Farget (ASE_COMP)

9.9.1] Objectives

The gim of this family is to determine whether the ST of the composite product® does n¢t contradict
the ST of the related base component®).6),

9.9.2] Component levelling

This family contains only one €¢eniponent.

9.9.3| Application notes
A ST for the composite product shall be written and evaluated.

The gomposite product evaluator shall examine that the ST of the composite product does npt contradict
the ST of the related base component. In particular, it means that the composite prodyct evaluator
shall [examine the composite product ST and the base component ST for any conflicting 4ssumptions,
complatibility of security objectives, security requirements and security functionality needed by the
dependent component

The composite product evaluation sponsor shall ensure that the ST of the base component is available
for the dependent component developer, for the composite product evaluator and for the composite
product evaluation authority. The information available in the public version of the base component ST
may not be sufficient.

These application notes aid the developer to create as well as the evaluator to analyse a composite
product ST and describe a general methodology for it.

In order to create a composite product ST, the developer should perform the following steps:

4) Denoted by composite product Security Target or composite-ST in the following.
5) Denoted by base component Security Target or base-ST in the following.

6) Generally, a Security Target expresses a security policy for the TOE defined.
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Step 1: The developer formulates a preliminary ST for the composite product (the composite-ST) using
the standard code of practice. The composite-ST can be formulated independently of the ST of the
composite product’s related base component (the base-ST), at least as long as there are no formal PP
conformance claims.

Step 2: The developer determines the overlap between the base-ST and the composite-ST through
analysing and comparing their respective TOE Security Functionality (TSF)7) 8).

Step 3: The developer determines under which conditions he can trust in and rely on the base

component-TSF being used by the composite-ST without a new examination.

Having undertaken these steps the developer completes the preliminary ST for the composite pro

[t is not ma
according t

the composi
level of the
base compo
up-to-date. |
different ISQ
evaluation a

If conformar
claims confa
having not a
sufficient to

datory that the composite product and its related base component are being_éyal
the same edition of ISO/IEC 15408. It is due to the fact that the dependent compon
e product can rely on some security services of the base component, if (i)rthe assu

hent evaluation is valid (i.e. accepted by the base component evaluatien authority
Equivalence of single assurance components (and, hence, of assuranceélevels) belong
/IEC 15408 series editions shall be established / acknowledged by the composite pr
ithority.

ce to a PP is claimed, e.g. a composite product ST claims conformance to a PP (that po
rmance to a further PP), the consistency check can be reduced to the elements of t
[ready been covered by these PPs. However, in generalcthe fact of compliance to a PP
avoid inconsistencies. Assume the following situation, where — stands for “complies

composite-ST = PP 1 = PP 2 « base-ST

PP 1 may re
base-ST may
the composi
‘by construc

Note that cg
may become

9.9.4 ASE,
Dependencig

Developer 4

ASE_COMP.1.

The develo

Security Targetand the base component Security Target. This statement may be provided

the compos

quire any kind of conformance?, but this does not affect the ‘additional elements’ th

introduce beyond PP 2. In conclusion, .tliese additions are not necessarily consistent
fe-ST’s additions chosen beyond PP 1.\There is no scenario that ensures their consis
tion”.

nsistency may be no direct matching: Objectives for the base component’s environ
objectives for the compositelTOE.

|COMP.1 Consistency of Security Target (ST)
s: No dependencies.

ction elements

1D

er'\shall provide a statement of compatibility between the composite p

duct.

hated
bnt of
rance

ase component covers the intended assurance level of the composite préduct and (if) the

and
ng to
bduct

5sibly
he ST
s not
vith”:

ht the
with
tency

ment

duct

r
v;rithin

ite product Security Target.

Content and presentation elements

ASE_COMP.1.1C

7) Because the TSF enforce the Security Target (together with the organisational measures enforcing the security

objectives for
8)

the operational environment of the TOE).

The comparison shall be performed on the abstraction level of SFRs. If the developer defined security

functionality groups (TSF-groups) in the TSS part of his Security Target, the evaluator should also consider them in

order to get a
9)

48

e.g. “strict

better understanding for the context of the security services offered by the TOE.

» o«
)

exact” or “demonstrable” according to the ISO/IEC 15408 series.
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The statement of compatibility shall describe the separation of the base component-TSF into
relevant base component-TSF being used by the composite product Security Target and others.

ASE_COMP.1.2C

The statement of compatibility between the composite product Security Target and the base
component Security Target shall show (e.g. in form of a mapping) that the Security Targets of the
composite product and of the related base component match, i.e. that there is no conflict between
security environments, security objectives, and security requirements of the composite product
Security Target and the base component Security Target. It may be provided by indicating the
concerned elements directly in the composite product Security Target followed by explanatory

text, if necessary.

Evallator action elements
ASE_COMP.1.1E

The evaluator shall confirm that the information provided meets all requirements|for content
and presentation of evidence.

10 (lass ADV: Development

10.1| General

The requirements of the Development class provide iriformation about the TOE. Th¢ knowledge
obtaipned by this information is used as the basis for conducting vulnerability analysis and ftesting upon
the TPE, as described in the AVA and ATE classes.

The IDevelopment class encompasses seven families of requirements for structuring and representing
the TPF at various levels and varying forms efabstraction. These families include:

— requirements for the description at the various levels of abstraction) of the|design and
mplementation of the SFRs (ADV_FSP, ADV_TDS, ADV_IMP and ADV_COMP).

[

— requirements for the description of the architecture-oriented features of domain segaration, TSF
elf-protection and non-bypassability of the security functionality (ADV_ARC).

(%)

— requirements for a seeurity policy model and for correspondence mappings between sefcurity policy
hodel and the functiohal specification (ADV_SPM).

=

— requirementsenthe internal structure of the TSF, which covers aspects such as modularity, layering,
elnd minimjization of complexity (ADV_INT).
Whe

documenting the security functionality of a TOE, there are two properties that need to be
demdnstrated. The first property is that the security functionality works correctly, i.e. it|performs as
specifiedsThe second property, and one that is arguably harder to demonstrate, is that thg TOE cannot
be used in a way such that the security functionality can be corrupted or bypassed. These two properties
require somewhat different approaches in analysis, and so the families in ADV are structured to support
these different approaches. The families Functional specification (ADV_FSP), TOE design (ADV_TDS),
Implementation representation (ADV_IMP), and Security policy modelling (ADV_SPM) deal with the
first property: the specification of the security functionality. The families Security Architecture (ADV_
ARC) and TSF internals (ADV_INT) deal with the second property: the specification of the design of
the TOE demonstrating the security functionality cannot be corrupted or bypassed. It should be noted
that both properties need to be realized: the more confidence one has that the properties are satisfied,
the more trustworthy the TOE is. The TSF of a composite product are represented at various levels
of abstraction in the families of the development class ADV. The family Composite design compliance
(ADV_COMP) determines whether the requirements on the dependent component, imposed by the
related base componen, are fulfilled in a composite product. Due to the distribution of the TSF of a
composite product to various levels in the families of the class ADV, this family is not represented in
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Figure 7. The components in the families are designed so that more assurance can be gained as the
components hierarchically increase.

The paradigm for the families targeted at the first property is one of design decomposition. At the
highest level, there is a functional specification of the TSF in terms of its interfaces (describing what the
TSF does in terms of requests to the TSF for services and resulting responses), decomposing the TSF
into smaller units (dependent on the assurance desired and the complexity of the TOE) and describing
how the TSF accomplishes its functions (to a level of detail commensurate with the assurance level), and
showing the implementation of the TSF. A formal model of the security behaviour also may be given.
All levels of decomposition are used in determining the completeness and accuracy of all other levels,
ensuring that the levels are mutually supportive. The requirements for the various TSF representations
are separatqadt i tH i i gtions
are require

. The level chosen will dictate the assurance desired/gained.

Figure 7 indicates the relationships among the various TSF representations of the ADV class, a§ well
as their relationships with other classes. As the figure indicates, the APE and ASE classes define the
requirements for the correspondence between the SFRs and the security objectives(for the TOE.|Class
ASE also deffines requirements for the correspondence between both the security objectives and SFRs,
and for the TOE summary specification which explains how the TOE meets its'SFRs. The activitiies of
ALC_CMC.5.2E include the verification that the TSF that is tested under the ATE and AVA classeg is in
fact the one flescribed by all of the ADV decomposition levels.

Security Problem <« (= Source corresponds to targef
'y (reflected in requirements)
APE/ASE_OB] € Source is refinded in target]

A

APE/ASE_REQ

ASE_TSS

ADV_COMP

Conpposite Design > Functional Requirements TOE Summary Specificatioi
ADV_FSP
ADV_SPM
Functional Specification Policy Model

ADV_TDS

Design Description - - Mutually supportive analysis pe.r.forme

= over all levels of decomposition
ADV_IMP

mplementation
Representation
K

ALC_CIVICTS

A 4

- ATE, AVA  punctional and penetration testing
Implementation R A . >
activities performed on implementation

Figure 7 — Relationships of ADV constructs to one another and to other families

The requirements for all other correspondence shown in Figure 7 are defined in the ADV class for the
TOE. The Security policy modelling (ADV_SPM) family defines the requirements for formally modelling
selected SFRs and providing correspondence between the functional specification and the formal model.
Each assurance family specific to a TSF representation (i.e. Functional specification (ADV_FSP), TOE
design (ADV_TDS) and Implementation representation (ADV_IMP)) defines requirements relating that
TSF representation to the SFRs. All decompositions must accurately reflect all other decompositions (i.e.
be mutually supportive); the developer supplies the tracings in the last .C elements of the components.
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Assurance relating to this factor is obtained during the analysis for each of the levels of decomposition
by referring to other levels of decomposition (in a recursive fashion) while the analysis of a particular
level of decomposition is being performed; the evaluator verifies the correspondence as part of the
second E element. The understanding gained from these levels of decomposition form the basis of the
functional and penetration testing efforts.

The ADV_INT family is not represented in this figure, as it is related to the internal structure of the TSF,
and is only indirectly related to the process of refinement of the TSF representations. Similarly, the
ADV_ARC family is not represented in the figure because it relates to the architectural soundness, rather
than representation, of the TSF. Both ADV_INT and ADV_ARC relate to the analysis of the property that
the TOE cannot be made to circumvent or corrupt its security functionality.

The
enfor
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[OE security functionality (TSF) consists of all parts of the TOE that shall be fel
cement of the SFRs. The TSF includes both functionality that directly enforces the §
ctionality that, while not directly enforcing the SFRs, contributes to their enforceme
bct manner, including functionality with the capability to cause the SERsto be v
les portions of the TOE that are invoked on start-up that are responsible\fer putting
tial secure state.

al important concepts were used in the development of the components of the A
e concepts, while introduced briefly here, are explained more fidly in the application
fes.

pbver-riding notion is that, as more information becomes available, greater assur
ned that the security functionality a) is correctly implemented; b) cannot be corru
t be bypassed. This is done through the verification that the documentation is
stent with other documentation, and by providifng information that can be used to en
g activities (both functional and penetrationitesting) are comprehensive. This is ref
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FRs, as well
nt in a more
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pted; and c)
correct and
sure that the
lected in the

level e amount of

infor

ing of the components of the families. In gerieral, components are levelled based on tl
mation that is to be provided (and subseguently analysed).

Whil
porti
those
defin|
of thd
this d
this t
units
repre
more|
obtai

e not true for all TOEs, it is generallyithe case that the TSF is sufficiently complex that there are
bns of the TSF that deserve more ifntense examination than other portions of the TSF. Determining
portions is unfortunately somrewhat subjective, thus terminology and components have been
ed such that as the level of agssurance increases, the responsibility for determining what portions
TSF need to be examined:iw detail shifts from the developer to the evaluator. To aid ip expressing
oncept, the following texminology is introduced. It should be noted that in the familie$ of the class,
erminology is usediwhen expressing SFR-related portions of the TOE (i.e. elements and work
embodied in theFuiictional specification (ADV_FSP), TOE design (ADV_TDS), and Implementation
sentation (ADV_IMP) families). While the general concept (that some portions of the TOE are
interesting than others) applies to other families, the criteria are expressed differently in order to
h the assutance required.

All portions-of the TSF are security relevant, meaning that they must preserve the securi]
as expressed by the SFRs and requirements for domain separation and non-bypassability. One aspect
of segurity relevance is the degree to which a portion of the TSF enforces a security fequirement.
Since different portions of the TOE play different roles (or no apparent role at all) in enforcing security
requirements, this creates a continuum of SFR relevance: at one end of this continuum are portions
of the TOE that are termed SFR-enforcing. Such portions play a direct role in implementing any SFR
on the TOE. Such SFRs refer to any functionality provided by one of the SFRs contained in the ST. It
should be noted that the definition of plays a role in for SFR-enforcing functionality is impossible to
express quantitatively. For example, in the implementation of a Discretionary Access Control (DAC)
mechanism, a very narrow view of SFR-enforcing can be the several lines of code that actually perform
the check of a subject's attributes against the object's attributes. A broader view would include the
software entity (e.g. C function) that contained the several lines of code. A broader view still would
include callers of the C function, since they would be responsible for enforcing the decision returned
by the attribute check. A still broader view would include any code in the call tree (or programming
equivalent for the implementation language used) for that C function (e.g. a sort function that sorted
access control list entries in a first-match algorithm implementation). At some point, the component

y of the TOE
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is not so much enforcing the security policy but rather plays a supporting role; such components are
termed SFR supporting. One of the characteristics of SFR-supporting functionality is that it is trusted
to preserve the correctness of the SFR implementation by operating without error. Such functionality
may be depended on by SFR-enforcing functionality, but the dependence is generally at a functional
level; for example, memory management, buffer management, etc. Further down on the security
relevance continuum is functionality termed SFR non-interfering. Such functionality has no role in
implementing the SFRs and is likely part of the TSF because of its environment; for example, any code
running in a privileged hardware mode on an operating system. It needs to be considered part of the
TSF because, if compromised (or replaced by malicious code), it can compromise the correct operation
of an SFR by virtue of its operating in the privileged hardware mode. An example of SFR non-interfering
functionality can be a set of mathematical floating point operations implemented in kernel mode for
speed considerations.

The archite¢ture family [Security Architecture (ADV_ARC)] provides for requirements and‘analysis
of the TOE based on properties of domain separation, self-protection, and non-bypassability. These
properties r¢late to the SFRs in that, if these properties are not present, it will likely lead to’the failfire of
mechanismgimplementing SFRs. Functionality and design relating to these propertiésys not consiglered
a part of th¢ continuum described above, but instead is treated separately due(t¢ its fundamentally
different naure and analysis requirements.

The differepce in analysis of the implementation of SFRs (SFR-enforcing and SFR-suppqrting
functionality) and the implementation of somewhat fundamental security properties of the|TOE,
which include the initialisation, self-protection, and non-bypassability €oncerns, is that the SFR-rglated
functionality is more or less directly visible and relatively easy to.test, while the above-mentjoned
properties require varying degrees of analysis on a much breader set of functionality. Furthelr, the
depth of analysis for such properties will vary depending on tlie design of the TOE. The ADV famili¢s are
constructed|to address this by a separate family [Security Ar¢hitecture (ADV_ARC)] devoted to anglysis
of the initialisation, self-protection, and non-bypassabilityrequirements, while the other famili¢s are
concerned with analysis of the functionality supporting SFRs.

Even in cases where different descriptions are necessary for the multiple levels of abstraction, it |s not
absolutely necessary for each and every TSF répresentation to be in a separate document. Indged, it
may be the dase that a single document meetsthe documentation requirements for more than ong TSF
representatipn, since it is the informationiabout each of these TSF representations that is reqliired,
rather than|the resulting document structure. In cases where multiple TSF representations are
combined wiithin a single document; the developer should indicate which portions of the docurhents
meet which requirements.

Three types| of specification Style are mandated by this class: informal, semiformal and formal. The
functional specification and)TOE design documentation are always written in either informal or
semiformal ftyle. A semifermal style reduces the ambiguity in these documents over an inf¢rmal
presentation]. A formalspecification may also be required in addition to the semi-formal presentation;
the value is that a_description of the TSF in more than one way will add increased assurance that the
TSF has been completely and accurately specified.

An informallspecification is written as prose in natural language. Natural language is ed-hdre as
meaning communication in any commonly spoken tongue (e.g. Spanish, German, French, English,
Dutch). An informal specification is not subject to any notational or special restrictions other than those
required as ordinary conventions for that language (e.g. grammar and syntax). While no notational
restrictions apply, the informal specification is also required to provide defined meanings for terms

that are used in a context other than that accepted by normal usage.

The difference between semiformal and informal documents is only a matter of formatting or
presentation: a semiformal notation includes, e.g. an explicit glossary of terms, a standardised
presentation format. A semiformal specification is written to a standard presentation template. The
presentation should use terms consistently if written in a natural language. The presentation may also
use more structured languages/diagrams (e.g. data-flow diagrams, state transition diagrams, entity-
relationship diagrams, data structure diagrams, and process or program structure diagrams). Whether
based on diagrams or natural language, a set of conventions must be used in the presentation. The
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glossary explicitly identifies the words that are being used in a precise and constant manner; similarly,
the standardised format implies that extreme care has been taken in methodically preparing the
document in a manner that maximises clarity. It should be noted that fundamentally different portions
of the TSF may have different semiformal notation conventions and presentation styles (as long as the
number of different “semiformal notations” is small); this still conforms to the concept of a semiformal
presentation.

A formal specification is written in a notation based upon well-established mathematical concepts and
is typically accompanied by supporting explanatory (informal) prose. These mathematical concepts
are used to define the syntax and semantics of the notation and the proof rules that support logical
reasomng The syntactic and semantic rules supportlng a formal notation should define how to
vidence that
it is impossible to derive contradictions, and all rules supporting the notation need to [pe defined or
refergnced.

Figuije 8 shows the families within this class, and the hierarchy of components within the families.

ADV_ARC: Security Architecture

ADV_FSP: Functional specification 5 —EI

ADV_IMP: Implementation representation

ADV_SPM: Security policy modelling

ADV_TDS: TOE design

(3 e Hs ]

|
|
|
| ADV_INT: TSF internals .
|
|
|

E-

ADV_COMP: Composite design compliance

Figure 8 — ADV:Development class decomposition

In cape of a multi-assurance eyvaluation the requirements for the description (at the various levels
of abgtraction) of the designand implementation of the SFRs (ADV_FSP, ADV_TDS, ADV_IMP and ADV_
COMP) will be presented for the sub-TSF of the TOE. The architecture family (Security Architecture
(ADVLARC)) provides ferrequirements and analysis of the TOE based on properties of domain
separation, self-protection, and non-bypassability which also may hold for boundaries petween the
sub-TSF.

10.2|Security, Architecture (ADV_ARC)

10.2.1 {Objectives

The objective of this family is for the developer to provide a description of the security architecture
of the TSF. This will allow analysis of the information that, when coupled with the other evidence
presented for the TSF, will confirm the TSF achieves the desired properties. The security architecture
descriptions support the implicit claim that security analysis of the TOE can be achieved by examining
the TSF; without a sound architecture, the entire TOE functionality would have to be examined.

10.2.2 Component levelling

This family contains only one component.
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lication notes

The properties of self-protection, domain separation, and non-bypassability are distinct from security
functionality expressed by ISO/IEC 15408-2 SFRs because self-protection and non-bypassability
largely have no directly observable interface at the TSF. Rather, they are properties of the TSF that are
achieved through the design of the TOE and TSF and enforced by the correct implementation of that

design.

The approach used in this family is for the developer to design and provide a TSF that exhibits the
above-mentioned properties, and to provide evidence (in the form of documentation) that explains
these propertles ofthe TSF This explanatlon is prov1ded at the same level of detail as the descrlptlon of
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of security functionality implementing the SFRs [in the Functional specification
[E design (ADV_TDS)] will not necessarily describe mechanisms employed.in implemg
bn and non-bypassability (e.g. memory management mechanisms). Thepefore, the ma

separate from the design decomposition of the TSF as embodied in ADV_FSP and
hot to imply that the security architecture description called foxby this component c
make use of the design decomposition material; but it is(likely that much of the

architecture description document.

ion of architectural soundness can be thought of-as a developer's vulnerability ang
pvides the justification for why the TSF is sound dnd enforces all of its SFRs. Wher
achieved through specific security mechanisms, these will be tested as part of the I

consists of requirements for a security architecture description that describes the
Homain separation, non-bypassability principles, including a description of how
e supported by the parts of the(TOE that are used for TSF initialisation.

hulti-assurance evaluation the properties of self-protection, domain separation, and
iy may also be described for boundaries between the sub-TSF.

Qssability can be found in A.1, ADV_ARC: Supplementary material on security architect

| ARC.1 Security architecture description

S: ADV_FSP.1 Basic functional specification

ADV TDS.1 Basic design
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requirements; where the soundness is achieved solely through the architecturg,
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Developer action elements

ADV_ARC.1.

1D

The developer shall design and implement the TOE so that the security features of the TSF

cannot be b

ADV_ARC.1.

ypassed.
2D

The developer shall design and implement the TSF so that it is able to protect itself from
tampering by untrusted active entities.

ADV_ARC.1.

54

3D

© ISO/IEC 2022 - All rights re

served


https://iecnorm.com/api/?name=3ac7103d13b10e8d594aa2341a2b532c

ISO/IEC 15408-3:2022(E)

The developer shall provide a security architecture description of the TSF.
Content and presentation elements
ADV_ARC.1.1C

The security architecture description shall be at a level of detail commensurate with the
description of the SFR-enforcing abstractions described in the TOE design document.

ADV_ARC.1.2C

The security architecture description shall describe the security domains maintained by the

TSF gqomsistentty withrthe SFRs:
ADVARC.1.3C

The gecurity architecture description shall describe how the TSF initialisationprocepss is secure.
ADVJARC.1.4C

The [security architecture description shall demonstrate that the' TSF protects|itself from
tampering.

ADVJARC.1.5C

The security architecture description shall demonstrate that the TSF prevents bypass of the
SFR-enforcing functionality.

Evalyiator action elements

ADV (ARC.1.1E

The evaluator shall confirm that the information provided meets all requirements|for content
presentation of evidence.

10.3|Functional specification (ADV_FSP)

10.3.1 Objectives

This family levies requirements upon the functional specification, which describes the T5F interfaces
(TSFIs). The TSFI consists of all means by which external entities (or subjects in the TOE bjut outside of
the TFSF) supply data.to the TSF, receive data from the TSF or invoke services from the TSF. It does not
descifibe how the ISF processes those service requests, nor does it describe the communjcation when
SF invokes services from its operational environment; this information is addressed by the TOE
(ADVATDS) and Reliance of dependent component (ACO_REL) families, respectively.

This family provides assurance directly by allowing the evaluator to understand how the TSF meets
imed SER S ide nce-indire i nce familied and classes:

— ADV_ARC, where the description of the TSFIs may be used to gain better understanding of how the
TSF is protected against corruption (i.e. subversion of self-protection or domain separation) and/or
bypass;

— ATE, where the description of the TSFIs is an important input for both developer and evaluator
testing;

— AVA, where the description of the TSFIs is used to search for vulnerabilities.

10.3.2 Component levelling

The components in this family are levelled on the degree of detail required of the description of the
TSFIs, and the degree of formalism required of the description of the TSFIs.
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10.3.3 Application notes

10.3.3.1 General

Once the TSFIs are determined (see A.2.2 for guidance and examples of determining TSFI), they are
described. At lower-level components, developers focus their documentation (and evaluators focus
their analysis) on the more security-relevant aspects of the TOE. Three categories of TSFIs are defined,
based upon the relevance the services available through them have to the SFRs being claimed:

— If a service available through an interface can be traced to one of the SFRs levied on the TSF, then
that interface is termed SFR-enforcing. Note that it is possible that an interface may have various
servicesand TeSUITS, SoMe of whichr may be SFR-enforcing and Some of witich may ot

— Interfacgs to (or services available through an interface relating to) services that SER-enfdrcing
functionality depend upon, but need only to function correctly in order for the security/polidies of
the TOE|to be preserved, are termed SFR-supporting.

— Interfacegs to services on which SFR-enforcing functionality has no dependence are termed SFR non-
interfering.

It should be[noted that in order for an interface to be SFR-supporting or.SFR non-interfering it{must
have no SFR-enforcing services or results. In contrast, an SFR-enforecing interface may have| SFR-
supporting dervices (for example, the ability to set the system clock may be an SFR-enforcing sdrvice
of an interfdce, but if that same interface is used to display the system date that service may bg only
SFR-supportfing). An example of a purely SFR-supporting interface is’a system call interface that idused
both by userfs and by a portion of the TSF that is running on behalf of users.

As more infgrmation about the TSFIs becomes available, the greater the assurance that can be gphined
that the intdgrfaces are correctly categorised/analysed. The requirements are structured such that, at
el, the information required for SFR nonfinterfering interfaces is the minimum necefsary
in order for|the evaluator to make this determination in an effective manner. At higher levels, [more
information pbecomes available so that the evaluator has greater confidence in the designation.

The purpos¢ in defining these labels (SFR-enforcing, SFR-supporting, and SFR-non-interfering) and
for levying different requirements upon each (at the lower assurance components) is to provide 4 first
approximatipn of where to focus the agalysis and the evidence upon which that analysis is performed.
If the develgper's documentation of the TSF interfaces describes all of the interfaces to the degree
specified in [the requirements for the SFR-enforcing interfaces (i.e. if the documentation exceeds the
requirements), there is no needifor the developer to create new evidence to match the requirenments.
Similarly, bgcause the labels;are merely a means of differentiating the interface types withip the
requirements, there is nownéed for the developer to update the evidence solely to label the integfaces
as SFR-enfofcing, SFR<supporting, and SFR-non-interfering. The primary purpose of this labelljng is
to allow devielopers(with less mature development methodologies (and associated artefacts, such as
detailed intgrface™and design documentation) to provide only the necessary evidence without yndue
cost.

The last C element of each component within this family provides a direct correspondence between the
SFRs and the functional specification, i.e. an indication of which interfaces are used to invoke each of
the claimed SFRs. In the cases where the ST contains such functional requirements as ISO/IEC 15408-2,
whose functionality may not manifest itself at the TSFIs, the functional specification and/or the tracing
is expected to identify these SFRs; including them in the functional specification helps to ensure that
they are not lost at lower levels of decomposition, where they will be relevant.

10.3.3.2 Detail about the interfaces

The requirements define collections of details about TSFI to be provided. For the purposes of the
requirements, interfaces are specified (in varying degrees of detail) in terms of their purpose, method
of use, parameters, parameter descriptions, and error messages.
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The purpose of an interface is a high-level description of the general goal of the interface (e.g. process
GUI commands, receive network packets, provide printer output, etc.).

The interface's method of use describes how the interface is supposed to be used. This description
should be built around the various interactions available at that interface. For instance, if the interface
were a Unix command shell, Is, mv and cp would be interactions for that interface. For each interaction
the method of use describes what the interaction does, both for behaviour seen at the interface (e.g.
the programmer calling the API, the Windows users changing a setting in the registry, etc.) as well as
behaviour at other interfaces (e.g. generating an audit record).

Parameters are explicit inputs to and outputs from an interface that control the behaviour of that

inter
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of pif
listo

face. Forexvambple narameters are the arcuments supnplied to an APL-the various fiel
Pror 5 Pr 7

biven network protocol; the individual key values in the Windows Registry; the sigial
s on a chip; the flags that can be set for the Is, etc. The parameters are “identified” v
what they are.

A parameter description tells what the parameter is in some meaningful way. Eerinstance, 4
parameter description for interface foo(i) would be “parameter i is an integerthat indicate:
of usgrs currently logged in to the system”. A description such as “parameter i is an integ
acceyjtable.

The description of an interface's actions describes what the interface does. This is more d
the purpose in that, while the “purpose” reveals why one might-want to use it, the “acti
everything that it does. These actions can be related to the SFRs or not. In cases where tH
actiof is not related to SFRs, its description is said to be summarized, meaning the descri
makds clear that it is indeed not SFR-related.
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ing of any error codes. An error message ‘is-generated by the TSF to signify that ¢

s in a packet
b across a set
yith a simple

n acceptable
the number
er” is not an

etailed than
ons” reveals
e interface's
ption merely

e is, and the
problem or

irreg to different

kinds

ilarity of some degree has been encountébed. The requirements in this family refer
of error messages:

— d“direct” error message is a security-relevant response through a specific TSFI invocdtion.

n “indirect” error cannot be tied'to a specific TSFI invocation because it results from
nditions (e.g. resource exhaustion, connectivity interruptions, etc.). Error messages
security-relevant are also considered “indirect”.

system-wide
that are not

he code. For
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“remaining” errors are any other errors, such as those that can be referenced within
ample, the use (©f)condition-checking code that checks for conditions that would
ccur (e.g. a final f'else” after a list of “case” statements), would provide for generatir
ror message; in an operational TOE, these error messages should never be seen.

An eyample functional specification is provided in A.2.4.

10.3.8.3/ Components of this family

Increasing assurance through increased completeness and accuracy in the interface specification is
reflected in the documentation required from the developer as detailed in the various hierarchical
components of this family.

At ADV_FSP.1 Basic functional specification, the only documentation required is a characterization
of all TSFIs and a high-level description of SFR-enforcing and SFR-supporting TSFIs. To provide some
assurance that the “important” aspects of the TSF have been correctly characterized at the TSFIs, the
developer is required to provide the purpose and method of use, parameters for the SFR-enforcing and
SFR-supporting TSFIs.

At ADV_FSP.2 Security-enforcing functional specification, the developer is required to provide the
purpose, method of use, parameters, and parameter descriptions for all TSFIs. Additionally, for the SFR-
enforcing TSFIs the developer shall describe the SFR-enforcing actions and direct error messages.
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At ADV_FSP.3 Functional specification with complete summary, the developer must now, in addition
to the information required at ADV_FSP.2, provide enough information about the SFR-supporting and
SFR-non-interfering actions to show that they are not SFR-enforcing. Further, the developer must now

document al

1 of the direct error messages resulting from the invocation of SFR-enforcing TSFIs.

At ADV_FSP.4 Complete functional specification, all TSFIs, whether SFR-enforcing, SFR-supporting or
SFR-non-interfering, must be described to the same degree, including all of the direct error messages.

At ADV_FSP.5 Complete semi-formal functional specification with additional error information, the

TSFIs descri

ptions also include error messages that do not result from an invocation of a TSFI.

At ADV_FSP.6_Complete semi-formal functional specification with additional formal specification, in

addition to the information required by ADV_FSP.5, all remaining error messages are included. The
developer mpust also provide a formal description of the TSFI. This provides an alternative view ¢f the
TSFI that mgy expose inconsistencies or incomplete specification.

10.3.4 ADV| FSP.1 Basic functional specification

Dependencigs: No dependencies.

Developer gction elements

ADV_FSP.1.1D

The developer shall provide a functional specification.

ADV_FSP.1.32D

The developer shall provide a tracing from the functional specification to the SFRs.

Content and presentation elements

ADV_FSP.1.1C

The functiopal specification shall describe the purpose and method of use for each SFR-enforcing
and SFR-supportingTSFI.

ADV_FSP.1.2C

The functignal specification shall identify all parameters associated with each SFR-enforcing
and SFR-supporting TSFI.

ADV_FSP.1.3C

The functional specification shall provide rationale for the implicit categorization of interfaces
as SFR-non-interfering.

ADV_FSP.1.4€

The tracing shall demonstrate that the SFRs trace to TSFIs in the functional specification.

Evaluator a

ction elements

ADV_FSP.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

ADV_FSP.1.2E

The evaluator shall determine that the functional specification is an accurate and complete
instantiation of the SFRs.
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10.3.5 ADV_FSP.2 Security-enforcing functional specification

Dependencies: ADV_TDS.1 Basic design

Developer action elements

ADV_

FSP.2.1D

The developer shall provide a functional specification.

ADV_

FSP.2.2D

Cont
ADV
The
ADV|
The fi
ADV|
The f]
ADV |

For €
assod

ADV_

For €
resul

ADV |
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ent and presentation elements

FSP.2.1C

unctional specification shall completely represent the TSF.

FSP.2.2C

lnctional specification shall describe the purpose and method-ofuse for all TSFI.
FSP.2.3C

unctional specification shall identify and describe all parameters associated with ea
FSP.2.4C

ach SFR-enforcing TSFI, the functional specification shall describe the SFR-enfor
iated with the TSFI.

FSP.2.5C

ach SFR-enforcing TSFI, the functional specification shall describe direct errc
ting from processing associated with the SFR-enforcing actions.

FSP.2.6C

racing shall demonstrate that the SFRs trace to TSFIs in the functional specification.

ADV_

The {
presd

EvalTator action elements

FSP.2.1E

bvaluator_shall confirm that the information provided meets all requirements for
ntation of evidence.

ch TSFI.

ring actions

) messages

content and

ADV [FSP.2.2E

The evaluator shall determine that the functional specification is an accurate and complete instantiation
of the SFRs.

10.3.6 ADV_FSP.3 Functional specification with complete summary

Dependencies: ADV_TDS.1 Basic design

Deve

ADV_

loper action elements

FSP.3.1D

The developer shall provide a functional specification.

ADV_

FSP.3.2D
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The developer shall provide a tracing from the functional specification to the SFRs.
Content and presentation elements

ADV_FSP.3.1C

The functional specification shall completely represent the TSF.

ADV_FSP.3.2C

The functional specification shall describe the purpose and method of use for all TSFI.

ADV _FSP.3.3€

The functional specification shall identify and describe all parameters associated with each FSFI.
ADV _FSP.3.4C

For each SFR-enforcing TSFI, the functional specification shall describe the SFR-enforcing adtions
associated

ADV_FSP.3.5C

For each SFR-enforcing TSF], the functional specification shall describe ditect error messages restilting
from SFR-enforcing actions and exceptions associated with invocation of the TSFI.

ADV_FSP.3.6C

The functignal specification shall summarize the SER-supporting and SFR-non-interfering
actions ass¢ciated with each TSFI.

ADV_FSP.3.7C
The tracing $hall demonstrate that the SFRs tracesto TSFIs in the functional specification.
Evaluator aftion elements

ADV_FSP.3.1E

The evaluatpr shall confirm that the)information provided meets all requirements for contenf and
presentatior] of evidence.

ADV_FSP.3.2E

The evaluatagr shall determine that the functional specification is an accurate and complete instant]ation
of the SFRs.

10.3.7 ADV| FSP.4 Complete functional specification

Dependencies: ADV_TDS.T Basic design

Developer action elements

ADV_FSP.4.1D

The developer shall provide a functional specification.

ADV_FSP.4.2D

The developer shall provide a tracing from the functional specification to the SFRs.
Content and presentation elements

ADV_FSP4.1C
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The functional specification shall completely represent the TSF.

ADV_FSP.4.2C

The functional specification shall describe the purpose and method of use for all TSFI.
ADV_FSP.4.3C

The functional specification shall identify and describe all parameters associated with each TSFI.

ADV_FSP.4.4C

The (preticnalspecificationshall describe all aclicnsassociatedwithcach TSEL

ADV JFSP.4.5C

The functional specification shall describe all direct error messages that‘may result from an
invog¢ation of each TSFI.

ADV [FSP.4.6C

The tfacing shall demonstrate that the SFRs trace to TSFIs in the funetional specification.

EvalTator action elements
ADV [FSP.4.1E

The ¢valuator shall confirm that the information provided meets all requirements for |content and
presgntation of evidence.

ADV [FSP.4.2E

The gvaluator shall determine that the functional specification is an accurate and complete Jnstantiation
of th¢ SFRs.

10.3.8 ADV_FSP.5 Complete semi-fermal functional specification with additional errqr
information

Depepdencies: ADV_TDS.1 Basic design

ADV-IMP.1 Implementation representation of the TSF
Developer actionielements

ADVFSP.5.1D

The developer shall provide a functional specification.

ADV IESP.5.2D

The developer shall provide a tracing from the functional specification to the SFRs.
Content and presentation elements

ADV_FSP.5.1C

The functional specification shall completely represent the TSF.

ADV_FSP.5.2C

The functional specification shall describe the TSFI using a semi-formal style.

ADV_FSP.5.3C
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The functional specification shall describe the purpose and method of use for all TSFI.
ADV_FSP.5.4C

The functional specification shall identify and describe all parameters associated with each TSFI.
ADV_FSP.5.5C

The functional specification shall describe all actions associated with each TSFI.

ADV_FSP.5.6C

The functiona ation

of each TSFI
ADV _FSP.5.7C

The functignal specification shall describe all error messages that do not #ésult fromm an
invocation ¢f a TSFI.

ADV_FSP.5.8C

The functional specification shall provide a rationale for each error’ihéssage contained ip the
TSF implementation yet does not result from an invocation of a TSFI.

ADV_FSP.5.9C
The tracing $hall demonstrate that the SFRs trace to TSFIs in the‘functional specification.
Evaluator aftion elements

ADV_FSP.5.1E

The evaluatpr shall confirm that the information\provided meets all requirements for content and
presentation] of evidence.

ADV_FSP.5.2E

The evaluatqr shall determine that thefurictional specification is an accurate and complete instantjation
of the SFRs.

10.3.9 ADV| _FSP.6 Complete semi-formal functional specification with additional formal
specificatio

=]

Dependencigs: ADPVATDS.1 Basic design

ADV_IMP.1 Implementation representation of the TSF

Developer actionelements

ADV_FSP.6.1D

The developer shall provide a functional specification.
ADV_FSP.6.2D

The developer shall provide a formal presentation of the functional specification of the TSF.
ADV_FSP.6.3D

The developer shall provide a tracing from the functional specification to the SFRs.

Content and presentation elements
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ADV_FSP.6.1C

The functional specification shall completely represent the TSF.

ADV_FSP.6.2C

The functional specification shall describe the TSFI using a formal style.
ADV_FSP.6.3C

The functional specification shall describe the purpose and method of use for all TSFI.

ADV_ESP.6-4C

The functional specification shall identify and describe all parameters associated with each TSFI.
ADV [FSP.6.5C
The fluinctional specification shall describe all actions associated with each TSFI.
ADV JFSP.6.6C

The functional specification shall describe all direct error messages.that may result from gn invocation
of ea¢h TSFIL.

ADV [FSP.6.7C

The flunctional specification shall describe all error messages contained in the TSF implementation
representation.

ADV [FSP.6.8C

The functional specification shall provide a{rationale for each error message containeg in the TSF
implgmentation that is not otherwise des¢ribed in the functional specification justifying why it is
not ajssociated with a TSFI.

ADV [FSP.6.9C

formal presentation of the-functional specification of the TSF shall describe the TSFI using a

The ¢

alua content and
presentation of evidence.

ADV_FSP.6.2E

The evaluator shall determine that the functional specification is an accurate and complete instantiation
of the SFRs.

10.4 Implementation representation (ADV_IMP)

10.4.1 Objectives

The function of the Implementation representation (ADV_IMP) family is for the developer to make
available the implementation representation (and, at higher levels, the implementation itself) of the
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TOE in a form that can be analysed by the evaluator. The implementation representation is used in
analysis activities for other families (analysing the TOE design, for instance) to demonstrate that the
TOE conforms its design and to provide a basis for analysis in other areas of the evaluation (e.g. the
search for vulnerabilities). The implementation representation is expected to be in a form that captures
the detailed internal workings of the TSF. This may be software source code, firmware source code,
hardware diagrams and/or IC hardware design language code or layout data.

10.4.2 Component levelling

The components in this family are levelled on the amount of implementation that is mapped to the TOE
design description.

10.4.3 Application notes

Source code or hardware diagrams and/or IC hardware design language code or layeut datg that
are used to|build the actual hardware are examples of parts of an implementatiofi*fepresentation.
[t is importdnt to note that while the implementation representation must be made’ available to the
evaluator, tlis does not imply that the evaluator needs to possess that representation. For instance,
the developdr may require that the evaluator review the implementation representation at a site pf the
developer's ¢hoosing.

The entire implementation representation is made available to ensure’ that analysis activitigs are
not curtaileql due to lack of information. This does not, however, imply that all of the representation
is examined|when the analysis activities are being performed. This"is likely impractical in almqst all
cases, in addition to the fact that it most likely will not result-id a higher-assurance TOE vs. targeted
sampling of the implementation representation. The implemehtation representation is made avajlable
to allow analysis of other TOE design decompositions (e.g:functional specification, TOE design), qnd to
gain confidepce that the security functionality described at a higher level in the design actually appear
to be implemented in the TOE. Conventions in some farms of the implementation representation may
make it difficult or impossible to determine from just the implementation representation itself{what
the actual rdsult of the compilation or run-time jnterpretation will be. For example, compiler dire¢tives
for C languapge compilers will cause the compiler to exclude or include entire portions of the codg. For
this reason, It is important that such “extra’(information or related tools (e.g. scripts, compilers, eflc.) be
provided so fhat the implementation repyesentation can be accurately determined.

The purposelof the mapping between the implementation representation and the TOE design description
is to aid the| evaluator's analysis, The internal workings of the TOE may be better understood when
the TOE desdign is analysed with corresponding portions of the implementation representation. The
mapping senjves as an index into the implementation representation. At the lower component, gnly a
subset of th¢ implementation representation is mapped to the TOE design description. Because ¢f the
uncertainty |of which portions of the implementation representation will need such a mapping, the
developer mpy choose either to map the entire implementation representation beforehand, or to wait to
see which pqrtions:of the implementation representation the evaluator requires to be mapped.

The implemghtation representation is manipulated by the developer in a form that is suitable for
transformation to the actual implementation. For instance, the developer may work with files containing
source code, which is eventually compiled to become part of the TSF. The developer makes available
the implementation representation in the form used by the developer, so that the evaluator may use
automated techniques in the analysis. This also increases the confidence that the implementation
representation examined is actually the one used in the production of the TSF (as opposed to the case
where it is supplied in an alternate presentation format, such as a word processor document). It should
be noted that other forms of the implementation representation may also be used by the developer;
these forms are supplied as well. The overall goal is to supply the evaluator with the information that
will maximize the effectiveness of the evaluator's analysis efforts.

Some forms of the implementation representation may require additional information because they
introduce significant barriers to understanding and analysis. Examples include “shrouded” source
code or source code that has been obfuscated in other ways such that it prevents understanding and/or
analysis. These forms of implementation representation typically result from the TOE developer taking
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a version of the implementation representation and running a shrouding or obfuscation

program on

it. While the shrouded representation is what is compiled and may be closer to the implementation (in
terms of structure) than the original, un-shrouded representation, supplying such obfuscated code may

cause significantly more time to be spent in analysis tasks involving the representation

. When such

forms of representation are created, the components require details on the shrouding tools/algorithms

used so that the un-shrouded representation can be supplied, and the additional inform

ation can be

used to gain confidence that the shrouding process does not compromise any security functionality.

10.4.4 ADV_IMP.1 Implementation representation of the TSF

Depepdencies: ADV_TDS.3 Basicmodular design

ALC_TAT.1 Well-defined development tools
Developer action elements
ADV]JIMP.1.1D
The developer shall make available the implementation representation for the entir
ADV [IMP.1.2D

The ¢leveloper shall provide a mapping between the TOE design description and th
the implementation representation.

Content and presentation elements
ADV [IMP.1.1C

The jmplementation representation shall define the TSF to a level of detail such t
may pe generated without further design decisions.

ADV [IMP.1.2C

The implementation representation shall be in the form used by the development pe

The evaluator shall confirm that, for the selected sample of the implementation reps
the information provided meets all requirements for content and presentation of ev

e TSF.

e sample of

hat the TSF

rsonnel.

ementation

resentation,
dence.

10.4.5 ADV_IMP.2 Complete mapping of the implementation representation of the TS

Dependencies: ADV_TDS.3 Basic modular design
ALC_TAT.1 Well-defined development tools
ALC_CMC.5 Advanced support

Developer action elements

ADV_IMP.2.1D

The developer shall make available the implementation representation for the entire TSF.
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ADV_IMP.2.2D

The developer shall provide a mapping between the TOE design description and the entire
implementation representation.

Content and presentation elements
ADV_IMP.2.1C

The implementation representation shall define the TSF to a level of detail such that the TSF may be
generated without further design decisions.

ADV_IMP.2.2€
The implemé¢ntation representation shall be in the form used by the development personnel.
ADV_IMP.2.8C

The mapping between the TOE design description and the entire implementation fepresentation| shall
demonstratg their correspondence.

Evaluator artion elements
ADV_IMP.2.1E

The evaluatpr shall confirm that the information provided meetstall requirements for content and
presentatior] of evidence.

10.5 TSF internals (ADV_INT)

10.5.1 Objéctives
This family pddresses the assessment of the intetnal structure of the TSF. A TSF whose internals are

well-structufed is easier to implement and less'likely to contain flaws that can lead to vulnerabilitjes; it
is also easieff to maintain without the introduction of flaws.

10.5.2 Coniponent levelling

The componlents in this family axe levelled on the basis of the amount of structure and minimization
of complexity required. ADV/INT.1 Well-structured subset of TSF internals places requirements for
well-structufred internals on gnly selected parts of the TSF. This component is not included in aip EAL
because thig component is-viewed for use in special circumstances (e.g. the sponsor has a spjecific
concern regdrding a cryptographic module, which is isolated from the rest of the TSF) and would njot be
widely applitable.

At the next level;-the requirements for well-structured internals are placed on the entire TSF. Fi|nally,
minimizatioh of‘complexity is introduced in the highest component.

10.5.3 Application notes

These requirements, when applied to the internal structure of the TSF, typically result in improvements
that aid both the developer and the evaluator in understanding the TSF, and also provide the basis for
designing and evaluating test suites. Further, improving understandability of the TSF should assist the
developer in simplifying its maintainability.

The requirements in this family are presented at a fairly abstract level. The wide variety of TOEs
makes it impossible to codify anything more specific than “well-structured” or “minimum complexity”.
Judgements on structure and complexity are expected to be derived from the specific technologies
used in the TOE. For example, software is likely to be considered well-structured if it exhibits the
characteristics cited in the software engineering disciplines. The components within this family call
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for identifying the standards for measuring the characteristic of being well-structured and not overly-
complex.

10.5.4 ADV_INT.1 Well-structured subset of TSF internals

Dependencies: ADV_IMP.1 Implementation representation of the TSF

ADV_TDS.3 Basic modular design

ALC_TAT.1 Well-defined development tools
Objectives
The g@bjective of this component is to provide a means for requiring specific portions\of the TSF to be
well-structured. The intent is that the entire TSF has been designed and implemented [using sound
engineering principles, but the analysis is performed upon only a specific subset.
Appljcation notes
This romponent requires the PP or ST author to fill in an assignment/with the subset of the TSF. This
subsg¢t may be identified in terms of the internals of the TSF at any layer of abstraction. Foil example:

a) the structural elements of the TSF as identified in the TOE/design (e.g. “The developer| shall design
and implement the audit subsystem such that it has well-structured internals.”);

b) the implementation (e.g. “The developer shall designénd implement the encrypt.c and decrypt.c files
sfuch that it has well-structured internals.” or “The\developer shall design and implenjent the 6227
I{C chip such that it has well-structured internals.”).

It is l{kely this would not be readily accomplished by referencing the claimed SFRs (e.g. “The developer

shall [design and implement the portion of the(FSF that provide anonymity as defined in FPR_ANO.2 such

that if has well-structured internals.”) because this does not indicate where to focus the analysis.

This romponent has limited value and-would be suitable in cases where potentially-malicious users/

subj

protection (e.g. domain separatign) that ensures the chosen subset of the TSF cannot
affected by the rest of the TSF\(€.g. the cryptographic functionality, which is isolated fro1
the TPF, is well-structured).

Develloper action elements
ADV (INT.1.1D

The developer,shall design and implement [assignment: subset of the TSF] such that
struqtured:internals.

ADV [INTA.2D

ts have limited or strictly centrolled access to the TSFIs or where there is anotH

er means of
be adversely
m the rest of

it has well-

The developer shall provide an internals description and justification.

Content and presentation elements

ADV_INT.1.1C
The justification shall explain the characteristics used to judge the meaning of “well-structured”.
ADV_INT.1.2C

The TSF internals description shall demonstrate that the assigned subset of the TSF is well-
structured.

Evaluator action elements
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ADV_INT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

ADV_INT.1.2E

The evaluator shall perform an internals analysis on the assigned subset of the TSF.

10.5.5 ADV_INT.2 Well-structured internals

AL INL

Dependenci

Objectives

The objectiv|
intent is that

Application

Judgements
used in the ]
being well-s{

Developer 3

ADV_INT.2.1

The develop

ADV_INT.2.2

The develop

Content and

ADV_INT.2.1

4

NMD 1L 1 ot ot £ TCI
AUV _1IVIT .1 lllllJlClllCllLClLlUll I ClJl CoCllIItatiUIll Ul LIIT 1T U1

ADV_TDS.3 Basic modular design

ALC_TAT.1 Well-defined development tools

the entire TSF has been designed and implemented using sound engineering principl
notes

bn the adequacy of the structure are expected to be derived from the specific technol
OE. This component calls for identifying the standatdsfor measuring the characteris
ructured.

ction elements
D
br shall design and implement the entire TSF such that it has well-structured interna
D
br shall provide an internals'description and justification.
presentation elements

C

The justific

ADV_INT.2.2C
The TSF intdrnalS description shall demonstrate that the entire TSF is well-structured.

Evaluator action elements

e of this component is to provide a means for requiring the TSF te be'well-structured.

ion shall describe the characteristics used to judge the meaning of “well-structuredf.

The

ogies
tic of

Is.

ADV_INT.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

ADV_INT.2.2E

The evaluator shall perform an internals analysis on the TSF.

10.5.6 ADV_INT.3 Minimally complex internals

Dependencies:

68

ADV_IMP.1 Implementation representation of the TSF
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ADV_TDS.3 Basic modular design
ALC_TAT.1 Well-defined development tools
Objectives

The objective of this component is to provide a means for requiring the TSF to be well-structured and of
minimal complexity. The intent is that the entire TSF has been designed and implemented using sound
engineering principles.

Application notes

Judggments on the adequacy of the structure and complexity are expected to be derived from the
specific technologies used in the TOE. This component calls for identifying the standards for measuring
the sfructure and complexity.

Developer action elements
ADV]INT.3.1D

The developer shall design and implement the entire TSF such that it has well-structured ipternals.
ADV]INT.3.2D

The developer shall provide an internals description and justification.
Content and presentation elements

ADV]INT.3.1C

The jpistification shall describe the characteristics used to judge the meaning of “well-stryctured” and
“comjplex”.

ADV [INT.3.2C

The TSF internals description shall'demonstrate that the entire TSF is well-structured and is not
overly complex.

Evaluator action elements
ADV |[INT.3.1E

The ¢valuator shall‘\confirm that the information provided meets all requirements for |content and
presgntation of ewvidence.

ADV [INT.3.2E

The gvaluator shall perform an internals analysis on the entire TSF.

10.6 Security policy modelling (ADV_SPM)

10.6.1 Objectives

It is the objective of this family to provide additional assurance through the development of a formal
representation of the TSF and its properties, as defined by the SFRs and the security objectives of
the ST, further referred to as the formal model and the formal properties, respectively. It is expected
to establish by means of a formal proof that these formal properties hold in the formal model and to
establish by means of a correspondence rationale that the TOE functional specification preserves
the formal properties proven for the formal model. A formal proof or semiformal demonstration of
preservation of the formal properties in the formal or semiformal specification is expected if the latter
exists (ADV_FSP.5 or ADV_FSP.6, respectively).

© ISO/IEC 2022 - All rights reserved 69


https://iecnorm.com/api/?name=3ac7103d13b10e8d594aa2341a2b532c

ISO/IEC 15408-3:2022(E)

10.6.2 Component levelling

This family contains only one component.

10.6.3 Application notes

Inadequacies in a TOE can result either from a failure in understanding the security requirements or
from a flawed implementation of those security requirements. Defining the security requirements
adequately to ensure their understanding may be problematic because the definition must be sufficiently
precise to prevent undesired results or subtle flaws during the implementation of the TOE. Throughout
the design, 1mplementat10n and review processes a formal representatlon ofthe TSF and its properties
may be useda ' = ' assurance
that the SFRs and the securlty ob]ectlves of the ST are satlsfled by the TOE. The resultlng guiflance
and the predision of the TSF representation and its properties, as defined by the SFRs and the Sequrity
objectives of the ST, are significantly improved by defining the formal model and specifyingthe formal
properties using a formal language and providing a formal proof that these formal properties hpld in
the formal nmodel.

The creation of a formal Security Policy Model (SPM) of the TSF must be complete with respect to the ST;
such a mode]l helps to identify and eliminate ambiguous, inconsistent, contradictory, or unenfordeable
elements angl to avoid any misunderstanding on the scope. To this end, thé\evaluation must detefmine
whether the|formal model and the formal properties completely cover.the' ST and accept only STjs and
SPMs that mjatch in scope. Once the TOE has been built, the formal model serves the evaluation gffort
by contributiing to the evaluator's judgement of how well the developer has understood the TSF peing
implemented and whether there are inconsistencies between the formal properties as defined Hy the
security objéctives of the ST and the TOE design. The confideneg' gained by formally proving properties
of the mode] is accompanied by confidence gained by defining a correspondence rationale betjween
the formal model and the TOE functional specification {as defined for ADV_FSP). The correspon¢ence
rationale consists of a formal proof when mapping to feymal aspects of the TOE functional specifiqation
and semiforjmal demonstration otherwise. A combination of different formal systems (modglling
languages, tpols, proof systems) can be used for different parts of the ST (SFRs & Security Objectives)
and corresppndence rationales.

10.6.4 ADV| SPM.1 Formal TOE security policy model

Dependencigs: ASE_OB]J.2 Security Objectives
ASE_REQ,2%Perived security requirements

ADV_FSP4 Complete functional specification

Developer dction elements

ADV_SPM.1{1D

The developer shall provide a formal model for the TSF supported by explanatory text.
ADV_SPM.1.2D

The developer shall provide the set of formal properties for the TOE supported by explanatory
text.

ADV_SPM.1.3D

The developer shall provide a formal proof that the model satisfies the formal properties
supported by explanatory text.

ADV_SPM.1.4D
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The developer shall provide a correspondence rationale between the formal model and the
functional specification.

ADV_SPM.1.5D

The developer shall provide a semi-formal demonstration of correspondence between the
formal model and any semi-formal functional specification.

ADV_SPM.1.6D

The developer shall provide a formal proof of correspondence between the formal model and
any formal functional specification.

Content and presentation elements
ADV [SPM.1.1C

The formal model, properties and proofs shall be defined using a well-founded mathematical
theory.

ADV [SPM.1.2C

The ¢xplanatory text shall cover the entire formal model, formalproperties and proofs, including
instrjuctions for reproducing the proofs and the correspondence rationale, and it shll provide a
rationale for the modeling and verification choices.

ADV [SPM.1.3C
The formal model shall cover the complete set of SFRs that define the TSF.
ADVSPM.1.4C

The formal properties shall cover the coniplete set of security objectives for the TOE]
ADVSPM.1.5C

The formal proof shall show that.the formal model satisfies all the formal propertjes and that
the cpnsistency of the underlying mathematical theory is preserved.

ADV [SPM.1.6C

The ¢orrespondencerationale shall show that the formal properties proven for the fgrmal model
hold ffor the functignal specification.

ADV [SPM.1.7C

The gemi-formal demonstration of correspondence shall show that the formal properties proven
for the formal model hold for any semi-formal functional specification.

ADV_SPM.T.8C

The formal proof of correspondence shall show that the properties proven for the formal model
hold for any formal functional specification.

ADV_SPM.1.9C

Any tool used to model or to prove the formal properties or the relationship between the formal
model and the functional specification shall be well-defined and unambiguously identified
and it shall be accompanied by documentation and a rationale of the tool’s suitability and
trustworthiness.

Evaluator action elements

ADV_SPM.1.1E
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The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

10.7 TOE design (ADV_TDS)

10.7.1 Objectives

The design description of a TOE provides both context for a description of the TSF, and a thorough
description of the TSF. As assurance needs increase, the level of detail provided in the description
also increases. As the size and complexity of the TSF increase, multiple levels of decomposition are

h the

appropriate
given assurad

10.7.2 Com

The compon
be presented

10.7.3 App

10.7.3.1 General

The goal o

lication notes

The dpqign requirements are intended to pravide information ((‘nmmpnqnmfp wit
nce level) so that a determination can be made that the SFRs are realized.

ponent levelling

bnts in this family are levelled on the basis of the amount of informationcthiat is requit
with respect to the TSF, and on the degree of formalism required of the.design descri
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boundary, and to describe how the TSF implements the SFRs. The amount and structure of the design

documentat
complex TO}
TOE implem
from the pr
TOEs do not

This family
specific desg
able to impl
subsystem i
a portion of
subsystems,
adequately g
require a sul

The general
emphasis of
where a mod

on will depend on the complexity of the TOE and.the number of SFRs; in general, 3
L with a large number of SFRs will require mere design documentation than a very s
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ription of functionality: it is a.description of the implementation. A developer shoy
bment the part of the TOE described by the module with no further design decisia
a description of the design of the TOE; it helps to provide a high-level description off
the TOE is doing and how. As such, a subsystem may be further divided into lower
or into modules. Very complex TOEs can require several levels of subsystems in or¢
onvey a useful desgription of how the TOE works. Very simple TOEs, in contrast, migl]
psystem level of-description; the module can clearly describe how the TOE works.

hpproach adopted for design documentation is that, as the level of assurance increase
description shifts from the general (subsystem level) to more (module level) detail. In

the module
description

e
1310ne will suffice. For complex TOEs, however, this is not the case: an enormous an

ule-levelof abstraction is appropriate because the TOE is simple enough to be descril
vel, yet the level of assurance calls for a subsystem level of description, the module

very
mple
ided)
mple

most
1d be
ns. A
what
level
ler to
nt not

s, the
cases
ed at
Hlevel

nount

of (module-level) detail would be incomprehensible without an accompanying subsystem level of
description.

This approach follows the general paradigm that providing additional detail about the implementation
of the TSF will result in greater assurance that the SFRs are implemented correctly and provide
information that can be used to demonstrate this in testing (ATE: Tests).

In the requirements for this family, the term interface is used as the means of communication (between
two subsystems or modules). It describes how the communication is invoked; this is similar to the
details of TSFI [see Functional specification (ADV_FSP)]. The term interaction is used to identify the
purpose for communication; it identifies why two subsystems or modules are communicating.
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10.7.3.2 Detail about the subsystems and modules

The requirements define collections of details about subsystems and modules to be provided:

a)
b)

f)

g)

h)

i)

The subsystems and modules are identified with a simple list of what they are.

Subsystems and modules may be categorised (either implicitly or explicitly) as “SFR-enforcing”,

“SFR-supporting”, or “SFR-non-interfering”; these terms are used the same as they
Functional specification (ADV_FSP).

are used in

A subsystem's behaviour is what it does. The behaviour may also be categorised as SFR-enforcing,

SFR-supporting, or SFR-non-interfering. The behaviour of the subsystem is never

categorised

s more SFR-relevant than the category of the subsystem itself. For example, an-S
sjubsystem can have SFR-enforcing behaviour as well as SFR-supporting or SFR3ng
ehaviour.

behaviour summary of a subsystem is an overview of the actions it performs (e
sjubsystem assembles [P datagrams into reliable byte streams”).

behaviour description of a subsystem is an explanation of everything it does. This

relevance to the enforcement of the SFRs.

description of interactions among or between subsystems)or modules identifies the
sjubsystems or modules communicate and characterizes, the information that is paj

ould be sufficient to say “subsystem X requestsé@)block of memory from the memd
hich responds with the location of the allocateddnemory.

etails of how that communication is;accomplished, in terms of the structure and co
essages, semaphores, internal precess communications.

that no further design decisions are needed. The correspondence between the imj
representation that implements the module, and the purpose of the module shoul
parent.

A module is otherwise described in terms of whatever is identified in the element.

Subsystems andymodules, and “SFR-enforcing” are all further explained in greater detail

TDS:

10.7.

Subsystems and Modules.

4 ~/ADV_TDS.1 Basic design

FR-enforcing
h-interfering

g. “The TCP

description

should be at a level of detail that one can readily determine- whether the behavipur has any

reason that
sed. It need

ot define the information to the same level of detail,as’an interface specification. Fofr example, it

ry manager,

description of interfaces provides the details\of how the interactions among modules gre achieved.
ather than describing the reason thecstnodules are communicating or the purppose of their
mmunication (i.e. the description of interactions), the description of interfaces describes the

htents of the

he purpose describes how~a.module provides their functionality. It provides sufficient detail

lementation
d be readily

in A4, ADV_

Dependencies: ADV_FSP.2 Security-enforcing functional specification.

Developer action elements

ADV_TDS.1.1D

The developer shall provide the design of the TOE.

ADV_TDS.1.2D

The developer shall provide a mapping from the TSFI of the functional specification to the lowest
level of decomposition available in the TOE design.

Content and presentation elements
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ADV_TDS.1.1C

The design shall describe the structure of the TOE in terms of subsystems.
ADV_TDS.1.2C

The design shall identify all subsystems of the TSF.

ADV_TDS.1.3C

The design shall provide the behaviour summary of each SFR-supporting or SFR-non-interfering

TSF subsystem.

ADV_TDS.1.4C
The design phall summarize the SFR-enforcing behaviour of the SFR-enforcing subsystems.

ADV_TDS.1.5C

The design|shall provide a description of the interactions among SFR-enforcing subsystems of

the TSF, and between the SFR-enforcing subsystems of the TSF and other.subsystems of the

ADV_TDS.1.6C

The mapping shall demonstrate that all TSFIs trace to the behavigur described in the TOE d
that they inyoke.

Evaluator afrtion elements
ADV_TDS.1.1E

The evaluator shall confirm that the information provided meets all requirements for co
and presentation of evidence.

ADV_TDS.1.RE

The evaluator shall determine that thexdesign is an accurate and complete instantiation
security functional requirements.

10.7.5 ADVL.TDS.2 Architectural-design

Dependencig¢s: ADV_FSP.3 Functional specification with complete summary.
Developer dction elements

ADV_TDS.2.ID

The developegr shall provide the design of the TOE.

TSF.

bsign

htent

pf all

ADV_TDS.2.2D

The developer shall provide a mapping from the TSFI of the functional specification to the lowest level

of decomposition available in the TOE design.

Content and presentation elements

ADV_TDS.2.1C

The design shall describe the structure of the TOE in terms of subsystems.
ADV_TDS.2.2C

The design shall identify all subsystems of the TSF.
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ADV_TDS.2.3C

The design shall provide the behaviour summary of each SFR non-interfering subsystem of the
TSF.

ADV_TDS.2.4C
The design shall describe the SFR-enforcing behaviour of the SFR-enforcing subsystems.
ADV_TDS.2.5C

The design shall summarize the SFR-supporting and SFR-non-interfering behaviour of the SFR-
enforcimg subsysterrs:

ADV[TDS.2.6C
The design shall summarize the behaviour of the SFR-supporting subsystems.
ADVTDS.2.7C
The dlesign shall provide a description of the interactions among all subsystems of the TSF.
ADVTDS.2.8C

The happing shall demonstrate that all TSFIs trace to the behaviour described in the TOE design that
they Invoke.

Evalyator action elements
ADV|TDS.2.1E

The ¢valuator shall confirm that the information provided meets all requirements for |content and
presgntation of evidence.

ADV [TDS.2.2E

The dvaluator shall determine that the design is an accurate and complete instantiation of all security
functiional requirements.

10.7.6 ADV_TDS.3 Basic modular design

Depepdencies: ADV_ESP.4 Complete functional specification.
Develloper action elements

ADV[TDS.3.1D

The developer shall provide the design of the TOE.

ADV_TDS.3.2D

The developer shall provide a mapping from the TSFI of the functional specification to the lowest level
of decomposition available in the TOE design.

Content and presentation elements

ADV_TDS.3.1C

The design shall describe the structure of the TOE in terms of subsystems.
ADV_TDS.3.2C

The design shall describe the TSF in terms of modules.
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3C
hall identify all subsystems of the TSF.

ADV_TDS.3.4C

The design s
ADV_TDS.3.
The design s
ADV_TDS.3.

hall provide a description of each subsystem of the TSF.
5C

hall provide a description of the interactions among all subsystems of the TSF.

C

The design shall provide a mapping from the subsystems of the TSF to the modules of the T

ADV_TDS.3.fC

The design shall describe each SFR-enforcing module in terms of its purpose and relationship
other modufles.

ADV_TDS.3.

The design
return valy
interfaces t

ADV_TDS.3.

The design
purpose an

ADV_TDS.3.

The mappin
they invoke.

Evaluator a
ADV_TDS.3.

The evaluat
presentation

ADV_TDS.3.

The evaluat¢r shall’determine that the design is an accurate and complete instantiation of all seq

functional rg

BC

es from those interfaces, interaction with other moedules and called SFR-re
p other SFR-enforcing modules.

DC

thall describe each SFR-supporting and SFR:non-interfering module in terms
l interaction with other modules.

10C

rtion elements
LE

br shall confirm that the information provided meets all requirements for conten
of evidence.

PE

quitements.

shall describe each SFR-enforcing module in terms of\its SFR-related intert

with

aces,
lated

of its

b shall demonstrate that all TSFIs;tkace to the behaviour described in the TOE design that

k and

urity

10.7.7 ADV_TDS.4 Semiformal modular design

Dependencies: ADV_FSP.5 Complete semi-formal functional specification with additional error

information

Developer action elements

ADV_TDS.4.1D

The developer shall provide the design of the TOE.

ADV_TDS.4.2D

The developer shall provide a mapping from the TSFI of the functional specification to the lowest level

of decompos

76

ition available in the TOE design.
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Content and presentation elements

ADV_TDS.4.1C

The design shall describe the structure of the TOE in terms of subsystems.

ADV_TDS.4.2C

The design shall describe the TSF in terms of modules, designating each module as SFR-enforcing,
SFR-supporting, or SFR-non-interfering.

ADV_TDS.4.3C

The d
ADV |

The
infor

ADV|
The d
ADV|
The d
ADV_

The d
relati

ADV |

The d
inter
inter

ADV_

The d
other

ADV_

The 1
they

esign shall identify all subsystems of the TSF.
TDS.4.4C

lesign shall provide a semiformal description of each subsystem of the TSF, su
mal, explanatory text where appropriate.

TDS.4.5C
esign shall provide a description of the interactions among all'subsystems of the TSF)
TDS.4.6C
esign shall provide a mapping from the subsystems,of'the TSF to the modules of the ]
TDS.4.7C

esign shall describe each SFR-enforcing and-SFR-supporting module in terms of its
onship with other modules.

TDS.4.8C

esign shall describe each SFR-enfotrcing and SFR-supporting module in terms of it
faces, return values from those\interfaces, interaction with other modules and called
faces to other SFR-enforcing or SFR-supporting modules.

TDS.4.9C

esign shall descrjbeieach SFR-non-interfering module in terms of its purpose and inte
modules.

TDS.4.10C

happing.shall demonstrate that all TSFIs trace to the behaviour described in the TOl
nvoke

Eval

pported by

SF.

purpose and

SFR-related
SFR-related

raction with

. design that

£ aekicon alaza ot o
diUl dltliVII CITCIIITIILS

ADV_TDS.4.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

ADV_TDS.4.2E

The evaluator shall determine that the design is an accurate and complete instantiation of all security

funct

ional requirements.
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10.7.8 ADV_TDS.5 Complete semiformal modular design

Dependencies: ADV_FSP.5 Complete semi-formal functional specification with additional error
information.

Developer action elements

ADV_TDS.5.1D

The developer shall provide the design of the TOE.
ADV_TDS.5.2D

The developgr shall provide a mapping from the TSFI of the functional specification to the lowest level
of decompodition available in the TOE design.

Content and presentation elements

ADV_TDS.5.]L1C

The design shall describe the structure of the TOE in terms of subsystems.
ADV_TDS.5.RC

all describe the TSF in terms of modules, designating eaclbmodule as SFR-enforcing| SFR-
r SFR-non-interfering.

The design
supporting,

ADV_TDS.5.BC
The design shall identify all subsystems of the TSF.
ADV_TDS.5.4C

The design shall provide a semiformal description.ef each subsystem of the TSF, supported by infgrmal,
explanatory|text where appropriate.

ADV_TDS.5.pC

The design shall provide a description@fthe interactions among all subsystems of the TSF.
ADV_TDS.5.pC

The design shall provide a mapping from the subsystems of the TSF to the modules of the TSF.
ADV_TDS.5.yC

The design |shall _provide a semiformal description of each module in terms of its purpose,
interaction) intérfaces, return values from those interfaces, and called interfaces to other moglules,
supported lry informal, explanatory text where appropriate.

ADV_TDS.5.8C

The mapping shall demonstrate that all TSFIs trace to the behaviour described in the TOE design that
they invoke.

Evaluator action elements
ADV_TDS.5.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

ADV_TDS.5.2E

78 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=3ac7103d13b10e8d594aa2341a2b532c

ISO/IEC 15408-3:2022(E)

The evaluator shall determine that the design is an accurate and complete instantiation of all security

funct

ional requirements.

10.7.9 ADV_TDS.6 Complete semiformal modular design with formal high-level design

presentation

Dependencies: ADV_FSP.6 Complete semi-formal functional specification with additional formal
specification

Developer action elements

ADV[TDS.6.1D

The developer shall provide the design of the TOE.

ADV [TDS.6.2D

The developer shall provide a mapping from the TSFI of the functional specification to theg lowest level

of de¢omposition available in the TOE design.

ADV [TDS.6.3D

The developer shall provide a formal specification of the TSF subsystems.

ADV_

The dleveloper shall provide a proof of correspondénce between the formal specificz

TSF s
Cont
ADV |
The d
ADV|

The d
supp

ADV|
The d
ADV
The d

TDS.6.4D

ubsystems and of the functional specification.

bnt and presentation elements

TDS.6.1C

esign shall describe the structure\of'the TOE in terms of subsystems.
TDS.6.2C

esign shall describe the“TSF in terms of modules, designating each module as SFR-en
prting, or SFR-non-interfering.

TDS.6.3C
esign shall identify all subsystems of the TSF.
TDS.6.4C

esign shall provide a semiformal description of each subsystem of the TSF, supported

explanatory text where appropriate.

tions of the

forcing, SFR-

by informal,

ADV_TDS.6.5C

The design shall provide a description of the interactions among all subsystems of the TSF.

ADV_TDS.6.6C

The design shall provide a mapping from the subsystems of the TSF to the modules of the TSF.

ADV_TDS.6.7C

The design shall describe each module in semiformal style in terms of its purpose, interaction,
interfaces, return values from those interfaces, and called interfaces to other modules, supported by
informal, explanatory text where appropriate.
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ADV_TDS.6.8C

The formal specification of the TSF subsystems shall describe the TSF using a formal style,
supported by informal, explanatory text where appropriate.

ADV_TDS.6.9C

The mapping shall demonstrate that all TSFIs trace to the behaviour described in the TOE design that

they invoke.

ADV_TDS.6.10C

The proofo
functional
correct and

Evaluator a
ADV_TDS.6.

The evaluat
presentation

ADV_TDS.6.

The evaluatgr shall determine that the design is an accurate and cemplete instantiation of all seq

functional r

10.8 Composite design compliance (ADV_COMP)

10.8.1 Obijg

The aim of this family is to determine whether therequirements on the dependent component, imj

by the relate

10.8.2 Com

This family (

complete refinement of the TSFI that invoked it.
Ction elements
LE

br shall confirm that the information provided meets all requirements for content
of evidence.

PE

quirements.

pctives

d base component, are fulfilled in.the composite product.

ponent levelling

ontains only one component.

10.8.3 App

ication notes

%mmmmmﬂwmmmﬂmw fcati fthe
§pecification shall demonstrate that all behaviour described in the TOE design is a

and

urity

bosed

The requirements on the“dependent component, imposed by the related base component, can be
formulated in the relevant base component-related user guidance, ETR for composite evaluation (in|form
of observatipns and\recommendations) and report of the base component evaluation authority (¢.g. in
form of con§traints and recommendations). The developer of the dependent component shall regard
each of these\sources, if avallable and 1mplement the dependent component 1n such a way that the
applicable requirerr & ' tions
for the dependent component that are 1mposed by the base component and prov1ded in 1ts evaluation
related documentation are fulfilled by the composite product, i.e. have been taken into account by the
dependent component developer.

The composite product evaluation sponsor shall ensure that the following is made available for the
composite product evaluator:

— the base component-related user guidance,
the base component-related ETR for composite evaluation prepared by the base component evaluator,

the report of the base component evaluation authority,

80 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=3ac7103d13b10e8d594aa2341a2b532c

ISO/IEC 15408-3:2022(E)

— a rationale for secure composite product implementation including evidence prepared by the
dependent component developer.

The TSF of the composite product are represented at various levels of abstraction in the families of the
development class ADV. From experience, the appropriate levels of design representation for examining,
whether the requirements of the base component are fulfilled by the composite product, are the TOE
design (ADV_TDS), security architecture (ADV_ARC) and the implementation (ADV_IMP). In case that,
these design representation levels are not available (e.g. due to the assurance package chosen is EAL1),
the current family is not applicable (see the next paragraph for the reason).

Due to the def1n1t10n of the composite product the 1nterface between its base component and dependent
e e - atign level is not

prlate for analysmg the de51gn compllance

Secui
servi
and 1
relatg

ity architecture ADV_ARC as assurance family is dedicated to ensure that integra
Ces like domain separation, self-protection and non-bypassability properly‘work. It i
ot the sense of the composite evaluation to have an insight into the architectural int
bd base component (it is a matter of the base component evaluation). la-the context

[ive security
s impossible
ernals of the
of the ADV_

ARG, [the composite product evaluator shall:

i. determine whether the dependent component uses services of the'related base document within
its own composite product ST to provide domain separation, self*protection, non-bypagsability and
drotected start-up; if no, there are no further composite activities for ADV_ARGC; if yes,|then

t
q

ii. the evaluator shall determine, whether the dependent©omponent uses these servicep of the base

omponent in an appropriate/secure way (please refef to the base component user guidance).

ne context of
riness of the
pf its related

As consistency of the composite product security policy has already been considered in t]
the ST in the assurance family ASE_COMP, there is110 necessity to consider non-contradictd
secullity policy model (ADV_SPM) of the composite product and the security policy model
base fomponent.

ce, ETR for

10.8.4 ADV_COMP.1 Design compliance with the base component-related user guidar
composite evaluation and report ofthe base component evaluation authority

Depepdencies: No dependencies
Develloper action elements

ADV COMP.1.1D

m st i ate i 1ce - on an
of how the requ1rements on the dependent component that

approprlate representatlon level
are imposed by the related base component are fulfilled in the composite product.

Evaluator action elements
ADV_COMP.1.1E

The evaluator shall confirm that the rationale for design compliance is complete, coherent, and
internally consistent.
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11 Class AGD: Guidance documents

11.1 General

The guidance documents class provides the requirements for guidance documentation for all user roles.
For the secure preparation and operation of the TOE it is necessary to describe all relevant aspects
for the secure handling of the TOE. The class also addresses the possibility of unintended incorrect
configuration or handling of the TOE.

In many cases it can be appropriate to provide guidance in separate documents for preparation and
operation of the TOE, or even separate for different user roles as, e.g. end-users, administrators,
application programmers using software or hardware interfaces.

rative
on in
it has

e documents class is subdivided into two families which are concerned with theprepal
e (what has to be done to transform the delivered TOE into its evaluated configurat
hal environment as described in the ST) and with the operational user guidatnce (wh:
iring the operation of the TOE in its evaluated configuration).

The guidanc
user guidan
the operatio
to be done d

Figure 9 shows the families within this class, and the hierarchy of components within the familied.

1

AGD_OPE: Operational user guide

AGD_PRE: Preparative procedures

Figure 9 — AGD: Guidance documents ¢lass decomposition

11.2 Operational user guidance (AGD_OPE)

11.2.1 Objéctives

es of
b and
ners)
hality

Operational [user guidance refers to written material that is intended to be used by all typ
users of the|TOE in its evaluated configuration: end-users, persons responsible for maintainin
administering the TOE in a correct mafiner for maximum security, and by others (e.g. program
using the TQE's external interfaces. Operational user guidance describes the security functiol

provided by
the TSF and
secure use. )
and secure f

the TSF, provides instructions and guidelines (including warnings), helps to under
includes the security-critical information, and the security-critical actions required, f
lisleading and unreasonable guidance should be absent from the guidance document
rocedures for all modes of operation should be addressed. Insecure states should bd

stand
or its
ation,

easy

to detect.

The operatjonal «user guidance provides a measure of confidence that non-malicious
administrat¢rs; @pplication providers and others exercising the external interfaces of the TOE will
understand [thé.Secure operation of the TOE and will use it as intended. The evaluation of the user
guidance includes investigating whether the TOE can be used in a manner that is insecure but that the
user of the TOE would reasonably believe to be secure. The objective is to minimize the risk of human
or other errors in operation that may deactivate, disable, or fail to activate security functionality,
resulting in an undetected insecure state.

sers,

11.2.2 Component levelling

This family contains only one component.

11.2.3 Application notes

There may be different user roles or groups that are recognized by the TOE and that can interact
with the TSF. These user roles and groups should be taken into consideration by the operational user
guidance. They may be roughly grouped into administrators and non-administrative users, or more
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specifically grouped into persons responsible for receiving, accepting, installing and maintaining
the TOE, application programmers, revisors, auditors, daily-management, end-users. Each role can
encompass an extensive set of capabilities or can be a single one.

The requirement AGD_OPE.1.1C encompasses the aspect that any warnings to the users during
operation of a TOE with regard to the security problem definition and the security objectives for the
operational environment described in the PP/ST are appropriately covered in the user guidance.

The concept of secure values, as employed in AGD_OPE.1.3C, has relevance where a user has control
over security parameters. Guidance needs to be provided on secure and insecure settings for such
parameters.

AGD_OPE.1.4C requires that the user guidance describes the appropriate reactions tg jall security-
relevhant events. Although many security-relevant events are the result of performing functions, this
neednot always be the case (e.g. the audit log fills up, an intrusion is detected). Furthérmorg, a security-
relevhnt event may happen as a result of a specific chain of functions or, conversely, several security-
relevhnt events may be triggered by one function.

AGD_OPE.1.7C requires that the user guidance is clear and reasonable, Misleading or ynreasonable
guidgnce may result in a user of the TOE believing that the TOE is secure when it is not.

An exfample of misleading guidance would be the description of a_single guidance instruction that can
be parsed in more than one way, one of which may result in an jnsecure state.

An example of unreasonable guidance would be a recommendation to follow a procedulre that is so
compllicated that it cannot reasonably be expected that uSers will follow this guidance.

11.2.4 AGD_OPE.1 Operational user guidance
Depepdencies: ADV_FSP.1 Basic functional specification.
Develloper action elements

AGD_OPE.1.1D

The 1eveloper shall provide operational user guidance.
Content and presentation elements

AGD_OPE.1.1C

The pperational user guidance shall describe, for each user role, the user-accessible functions
and [privileges sthat should be controlled in a secure processing environment, including
apprppriate warnings.

AGD [OPE1:2C

The bperational user guidance shall describe, for each user role, how to use the available
interfaces provided by the TOE in a secure manner.

AGD_OPE.1.3C

The operational user guidance shall describe, for each user role, the available functions and
interfaces, in particular all security parameters under the control of the user, indicating secure
values as appropriate.

AGD_OPE.1.4C

The operational user guidance shall, for each user role, clearly present each type of security-
relevant event relative to the user-accessible functions that need to be performed, including
changing the security characteristics of entities under the control of the TSF.
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AGD_OPE.1.5C

The operational user guidance shall identify all possible modes of operation of the TOE (including
operation following failure or operational error), their consequences and implications for
maintaining secure operation.

AGD_OPE.1.6C

The operational user guidance shall, for each user role, describe the security controls to be
followed in order to fulfil the security objectives for the operational environment as described
in the ST.

AGD_OPE.1.[/C
The operatiEnal user guidance shall be clear and reasonable.
Evaluator agtion elements

AGD_OPE.1.]lE

The evaluator shall confirm that the information provided meets all requirements for coptent
and presentation of evidence.

11.3 Prepdrative procedures (AGD_PRE)

11.3.1 Objéctives

Preparative procedures are useful for ensuring that the TQE has been received and installed in a secure
manner as iptended by the developer. The requirementsyfor preparation call for a secure trangition
from the deliivered TOE to its initial operational envirgnment. This includes investigating whethe¢r the
TOE can be [configured or installed in a manner that'is insecure but that the user of the TOE yould
reasonably hQelieve to be secure.

11.3.2 Coniponent levelling

This family ¢ontains only one component:.

11.3.3 Application notes

It is recognifed that the application of these requirements will vary depending on aspects, e.g. whiether
the TOE is d¢livered in antoperational state, or whether it has to be installed at the TOE owner's s]:e.

The first process covered by the preparative procedures is the consumer's secure acceptance ¢f the
received TOE in aecordance with the developer's delivery procedures. If the developer has not ddfined
delivery profedures, security of the acceptance has to be ensured otherwise.

Installation of the TOE inctudes transformming itsoperationat environment imto a state thatconforms to
the security objectives for the operational environment provided in the ST.

It can also be the case that no installation is necessary, for example a smart card. In this case it may be
inappropriate to require and analyse installation procedures.

The requirements in this assurance family are presented separately from those in the Operational user
guidance (AGD_OPE) family, due to the infrequent, possibly one-time use of the preparative procedures.

11.3.4 AGD_PRE.1 Preparative procedures
Dependencies: No dependencies.

Developer action elements
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AGD_PRE.1.1D

The developer shall provide the TOE including its preparative procedures.

Content and presentation elements

AGD_PRE.1.1C

The preparative procedures shall describe all the steps necessary for secure acceptance of the
delivered TOE in accordance with the developer's delivery procedures.

AGD_PRE.1.2C

The preparative procedures shall describe all the steps necessary for secure.ins
the TOE and for the secure preparation of the operational environment in accordar
security objectives for the operational environment as described in the ST.

Evaluator action elements

AGD_

The

and presentation of evidence.
AGD_
The ¢

secu

12 (

12.1

Life-(
prodiiction, delivery and maintenatice of the TOE. Confidence in the correspondence betw
secu]

done
activ

TOE

The

user

The 2

Durizﬁg the life-cycle of the TOE it is distinguished whether the TOE is under the respons

PRE.1.1E

pvaluator shall confirm that the information provided meets-all requirements
PRE.1.2E
ely for operation.

lass ALC: Life-cycle support

General

ycle support is an aspect of establishing appropriate security controls in the g

ity requirements and the TOE-is greater if security analysis and the production of the
on a regular basis as amrintegral part of the development, production, delivery and
ties.

eveloper or the user rather than whether it is located in the development or the user ¢
oint of transition is when the TOE is accepted by the user. User in this context relate
hs well asproduct- and system integrators.

LL.C class consists of nine families:

tallation of
Ice with the

for content

evaluator shall apply the preparative procedures to’ confirm that the TOE can Bhe prepared

evelopment,
een the TOE
evidence are
maintenance

ibility of the
nvironment.
s to the end-

— 1

evelopment Life-cycle definition (ALC LCD) provides requirements for the developer’

5 description

of the life-cycle model used in the development, production, delivery and maintenance life-cycle of
the TOE;

— CM capabilities (ALC_CMC) provides requirements for the management of the configuration items;

— CM scope (ALC_CMS) requires a minimum set of configuration items to be managed in the defined
way;

— Developer environment security (ALC_DVS) is concerned with the developer's physical, logical,
procedural, personnel, and other security controls;

— Tools and techniques (ALC_TAT) provides requirements for the development tools and
implementation standards used by the developer;

— Flaw remediation (ALC_FLR) provides requirements for the handling of security flaws;
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— Delivery (ALC_DEL) provides requirements for the procedures used for the delivery of the TOE to
the downstream user. Delivery processes occurring during the development of the TOE are denoted
rather as transfers, and are handled in the context of integration and acceptance procedures in
other families of this class;

— ALC_TDA is concerned with the generation of certain artefacts during the development process;

— ALC_COMP is concerned with the integration of composition parts and a consistency check of
delivery procedures.

Throughout this class, development and related terms (developer, develop) are meant in the more
general sense to comprise development and production, whereas production specifically means the
process of transforming the implementation representation into the final TOE.

Figure 10 shpws the families within this class, and the hierarchy of components within thefamiligs.

ALC_CMC: CM capabilities H 1 H 2 H 3 H 4 H 5 |

ALC_CMS: CM scope — 1 213114 1|5

ALC_DEL: Delivery —1 1

| ALC_DVS: Development security H 1 H
| ALC_FLR: Flaw remediation —P1
ALC_LCD: Life-cycle definition — 1 2
| ALC_TDA: Development Artifacts H 1 H
| ALC_TAT: Tools and techniques H 1 H

ALC_COMP: Integration of composition parts and consistency check of delivery procedures |—— 1

N

I

N

\]

Figure 10 — ALC:Life-cycle support class decomposition

12.2 CM capabilities (ALC_CMC)

12.2.1 Objéctives

Configuratign management (CM) techniques, properly defined as part of the development life{cycle
model, contriibute to the assurance argument that the TOE meets the SFRs. A CM system that is maaged
and operatefl‘correctly will help ensure the integrity of the portions of the TOE that are controll¢d, by
providing a method of tracking any changes to the TOE, and to help ensure that all changes to the TOE
are authorized.

The objective of this family is to require the TOE developer's CM system to have certain capabilities.
These capabilities are intented to reduce the likelihood that accidental or unauthorised modifications
of the configuration items will occur. The CM system should support maintaining the integrity of the
TOE throughout the part of the TOE’s life-cycle that is under the control of the developer.

The objective of introducing automated CM tools is to increase the effectiveness of the CM system. While
both automated and manual CM systems can be bypassed, ignored, or proven insufficient to prevent
unauthorised modification, automated systems are less susceptible to human error or negligence.

The objectives of this family include the following:

a) ensuring that the TOE is identifiable and complete before it is sent to the downstream user;
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b) ensuring that no configuration items are missed during evaluation;

-3:2022(E)

c) preventing unauthorised modification, addition, or deletion of TOE configuration items.

12.2.2 Component levelling

The components in this family are levelled on the basis of the CM system capabilities, the
CM documentation and the evidence provided by the developer.

12.2.3 Application notes

a product,
e product as a whole.

eveloper organizations that specify more than one CM application or include differe
M application within the scope of the TOEs design, development, productieh and 1
equired to document all of them. For evaluation purposes, the set of GM-applicatio
ded as parts of an overall CM system, applicable to the TOE, which isaddressed in thg

it is 1
regat]

The gverall CM system should address any aspects of integration between component CM {

al elements of this family refer to configuration items. Thege elements identify CM r
imposed on all items identified in the configuration list,(but leave the contents of t
discrgtion of the developer. CM scope (ALC_CMS) can be uséd to narrow this discretion b
specific items that must be included in the configurationlist; and hence within the scope ¢
CM system.

Sever
to be

ALC_
This
assig

CMC.2.3C introduces a requirement that the €M system uniquely identify all configu
hlso requires that modifications to configatation items result in a new, unique ide
hed to the configuration item.

ALC_
oper3
scree
syste|
show

CMC.3.8C introduces the requiremeiit that the evidence shall demonstrate that thg
tes in accordance with the CM plan. Examples of such evidence can be documentg
n snapshots or audit trail output from the CM system, or a detailed demonstratid
m by the developer. The evaluator is responsible for determining that this evidence is
that the CM system operates'in accordance with the CM plan.

ALC_
the p
deter

CMC.4.5C introduces a requirement that the CM system provide an automated mean
roduction of the TOE:This requires that the CM system provide an automated mean
mining that the-correct configuration items are used in generating the TOE.

ALC_[CMC.5.10C.introduces a requirement that the CM system provide an automated means
the changes betiween the TOE and its preceding version. If no previous version of the TQ
developer stillneeds to provide an automated means to ascertain the changes between t}
future veftsion of the TOE.

scope of the

My to the TOE

nt instances
naintenance,
ns should be
criteria.

pplications.

equirements
ne list to the
y identifying
f the overall

ration items.
ntifier being

» CM system
tion such as
n of the CM
sufficient to

s to support
S to assist in

to ascertain
E exists, the
e TOE and a

12.2.4 ALC_CMC.1 Labelling of the TOE
Dependencies: ALC_CMS.1 TOE CM coverage

Objectives

A unique reference is required to ensure that there is no ambiguity in terms of which instance of the
TOE is being evaluated. Labelling the TOE with its reference ensures that users of the TOE can be aware

of which instance of the TOE they are using.
Developer action elements
ALC_CMC.1.1D

The developer shall provide the TOE and a unique reference for the TOE.
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Content and presentation elements

ALC_CMC.1.1C

The TOE shall be labelled with its unique reference.

Evaluator action elements

ALC_CMC.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

12.2.5 ALC
Dependencig

Objectives

A unique reference is required to ensure that there is no ambiguity in terms of\which instance

TOE is being]
of which insf

Unique ident
the TOE, wh
for the TOE.

The use of a
manner.

Developer 3
ALC_CMC.2.
The develop
ALC_CMC.2.

The developer shall provide the CM)documentation.

ALC_CMC.2,

The developer shall use a'CM system.

Content and

ALC_CMC.2,

[CMC.2 Use of the CM system
s: ALC_CMS.1 TOE CM coverage

evaluated. Labelling the TOE with its reference ensures that users of the TOE can be g
ance of the TOE they are using.

ification of the configuration items leads to a clearer understanding of the composit
ch in turn helps to determine those items which are subject to the evaluation requirer]

CM system increases assurance that the configuration items are maintained in a conti

ction elements
1D
er shall provide the TOE and a unique reference for the TOE.

2D

3D

presentation elements

1C

The TOE shalll'be’ labelled with its unique reference.

bf the
ware

on of
nents

olled

ALC_CMC.2.

2C

The CM documentation shall describe the method used to uniquely identify the configuration

items.

ALC_CMC.2.

3C

The CM system shall uniquely identify all configuration items.

Evaluator action elements

ALC_CMC.2.

88
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The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

12.2.6 ALC_CMC.3 Authorization controls

Dependencies:

A lifd T [TCOTTIT = . -
the T|IOE. Aspects of the process that may be covered by such a model 1nclude design met
proce
proce
proce

Ther
critet

The f

Althdugh life-cycle definition deals with the maintenance of the TOE and hence with aspeq
relev

A lifg-cycle model provides forthe necessary control over the development and mainte
TOE,
requirement.

A measurable life-cyele/model is a model using some quantitative valuation (arithmetid
and/¢r metrics) of.the€ managed product in order to measure development properties of
Typidal metrics-are source code complexity metrics, defect density (errors per size of cg
time
quali

ALC_CMS.1 TOE CM coverage
ALC_DVS.1 Identification of security measures

ALC_LCD.1 Developer defined life-cycle processes

|

dures, project management controls, change control procedures, test methods)ang
dures. An effective life-cycle model will address these aspects of the developmént and
ss within an overall management structure that assigns responsibilities and monitor]

b are different types of acceptance situations that are dealt with at\/different loce
ia:

dcceptance of parts delivered by subcontractors (“integration”)should be treated in t}
[Jevelopment Life-cycle definition (ALC_LCD),

dcceptance subsequent to internal transportations in, Developer environment securityj
dcceptance of parts into the CM system in CM capabilities (ALC_CMC), and

dcceptance of the delivered TOE by the consumer in Delivery (ALC_DEL).

rst three types may overlap.

if the model enables sufficient minimisation of the danger that the TOE will not mee

Fo failurg.For the security evaluation all those metrics are of relevance, which are use
'y by deereasing the probability of faults and thereby in turn increasing assurance in

And maintain

hods, review
| acceptance
maintenance
s progress.

tions in the

lis family,

(ALC_DVS),

ts becoming

hnt after the completion of the evaluation, its evaluation adds assurance through an anpalysis of the
life-cycle information for the TOE proyvided at the time of the evaluation.

nance of the
[ its security

parameters
the product.
de) or mean
d to increase
the security

of thq TOE.

One should take into account that there exist standardised life-cycle models on the one hand (like
the waterfall model) and standardised metrics on the other hand (like error density), which may be
combined. The ISO/IEC 15408 series does not require the life-cycle to follow exactly one standard
defining both aspects.

ALC_LCD.1 Developer defined life-cycle processes
Objectives

A unique reference is required to ensure that there is no ambiguity in terms of which instance of the
TOE is being evaluated. Labelling the TOE with its reference ensures that users of the TOE can be aware
of which instance of the TOE they are using.

© ISO/IEC 2022 - All rights reserved 89


https://iecnorm.com/api/?name=3ac7103d13b10e8d594aa2341a2b532c

ISO/IEC 15408-3:2022(E)

Unique identification of the configuration items leads to a clearer understanding of the composition of
the TOE, which in turn helps to determine those items which are subject to the evaluation requirements
for the TOE.

The use of a CM system increases assurance that the configuration items are maintained in a controlled
manner.

Providing controls to ensure that unauthorised modifications are not made to the TOE (“CM access
control”) and ensuring proper functionality and use of the CM system, helps to maintain the integrity
of the TOE.

Developer action elements

ALC_CMC.34D

The developgr shall provide the TOE and a unique reference for the TOE.
ALC_CMC.3.2D

The developgr shall provide the CM documentation.

ALC_CMC.3.3D

The developegr shall use a CM system.

Content and presentation elements

ALC_CMC.34C

The TOE shalll be labelled with its unique reference.

ALC_CMC.3.2C

The CM docymentation shall describe the methodwsed to uniquely identify the configuration items.
ALC_CMC.3.3C

The CM system shall uniquely identify alkeonfiguration items.
ALC_CMC.34C

The CM system shall provide® controls such that only authorized changes are made t¢ the
configuratipn items.

ALC_CMC.3.5C
The CM dociumentation shall include a CM plan.
ALC_CMC.3.6€

The CM plan shall describe how the CM system is used for the development of the TOE.
ALC_CMC.3.7C

The evidence shall demonstrate that all configuration items are being maintained under the CM
system.

ALC_CMC.3.8C

The evidence shall demonstrate that the CM system is being operated in accordance with the CM
plan.

Evaluator action elements

ALC_CMC.3.1E
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The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

12.2.7 ALC_CMC.4 Production support, acceptance procedures and automation

Dependencies:

A lifd T [TCOTTIT = . -
the T|IOE. Aspects of the process that may be covered by such a model 1nclude design met
proce
proce
proce

Ther
critet

The f

Althdugh life-cycle definition deals with the maintenance of the TOE and hence with aspeq
relev

A lifg-cycle model provides forthe necessary control over the development and mainte
TOE,
requirement.

A measurable life-cyele/model is a model using some quantitative valuation (arithmetid
and/¢r metrics) of.the€ managed product in order to measure development properties of
Typidal metrics-are source code complexity metrics, defect density (errors per size of cg
time
quali

ALC_CMS.1 TOE CM coverage
ALC_DVS.1 Identification of security measures

ALC_LCD.1 Developer defined life-cycle processes

|

dures, project management controls, change control procedures, test methods)ang
dures. An effective life-cycle model will address these aspects of the developmént and
ss within an overall management structure that assigns responsibilities and monitor]

b are different types of acceptance situations that are dealt with at\/different loce
ia:

dcceptance of parts delivered by subcontractors (“integration”)should be treated in t}
[Jevelopment Life-cycle definition (ALC_LCD),

dcceptance subsequent to internal transportations in, Developer environment securityj
dcceptance of parts into the CM system in CM capabilities (ALC_CMC), and

dcceptance of the delivered TOE by the consumer in Delivery (ALC_DEL).

rst three types may overlap.

if the model enables sufficient minimisation of the danger that the TOE will not mee

Fo failurg.For the security evaluation all those metrics are of relevance, which are use
'y by deereasing the probability of faults and thereby in turn increasing assurance in

And maintain

hods, review
| acceptance
maintenance
s progress.

tions in the

lis family,

(ALC_DVS),

ts becoming

hnt after the completion of the evaluation, its evaluation adds assurance through an anpalysis of the
life-cycle information for the TOE proyvided at the time of the evaluation.

nance of the
[ its security

parameters
the product.
de) or mean
d to increase
the security

of thq TOE.

One should take into account that there exist standardised life-cycle models on the one hand (like
the waterfall model) and standardised metrics on the other hand (like error density), which may be
combined. The ISO/IEC 15408 series does not require the life-cycle to follow exactly one standard
defining both aspects.

ALC_LCD.1 Developer defined life-cycle processes
Objectives

A unique reference is required to ensure that there is no ambiguity in terms of which instance of the
TOE is being evaluated. Labelling the TOE with its reference ensures that users of the TOE can be aware
of which instance of the TOE they are using.
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Unique identification of the configuration items leads to a clearer understanding of the composition of
the TOE, which in turn helps to determine those items which are subject to the evaluation requirements

for the TOE.

The use of a CM system increases assurance that the configuration items are maintained in a controlled

manner.

Providing access controls to help ensure that unauthorised modifications are not made to the TOE (“CM
access control”) and ensuring proper functionality and use of the CM system, helps to maintain the

integrity of t

The purpose
and to conf
procedures
TOE.

In a CM syst
to control c}
to be able t
changes are
controlled t}

CM application then automated tools can also support integration between‘the CM applications 4

the TOE.

Production ;5
configuratio
different dev

Developer 3
ALC_CMC.4.
The develop
ALC_CMC.4.
The develop
ALC_CMC.4.
The develop
Content and

ALC_CMC.4.

h items is correctly performed in an authorized-fwanner, particularly in the case

he TOE.

of the acceptance procedures is to ensure that the parts of the TOE are of adequate quality

hire an essential element in integration processes and in the life-cycle management

em where the quantity and organization of configuration items is comple, it is dif
anges without the support of automated tools. In particular, these automated tools
h support the numerous changes that occur during development and ensure that
authorized. It is an objective of this component to ensure that the configuration iten
irough automated means. In the case where the overall CM systenirincludes more tha

upport procedures help to ensure that the generatiomof the TOE from a managed

elopers are involved and integration processes have to be carried out.
ction elements
1D
er shall provide the TOE and a uniquereference for the TOE.
2D
br shall provide the CM doctimentation.
3D
br shall use a CM System.
presentation elements

1C

The TOE shall-1 beldbelled with its unique reference.

rm that any creation or modification of configuration items is authorized. Accepk

ance
bf the

ficult
need
those
s are

none

nd of

set of
when

ALC_CMC.4.2T

The CM documentation shall describe the method or methods used to uniquely identify the configuration

items.

ALC_CMC.4.

3C

The CM system shall uniquely identify all configuration items.

ALC_CMC.4.4C

The CM system shall provide automated controls such that only authorized changes are made to the

configuratio

ALC_CMC.4.
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n items.
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The CM system shall support the production of the TOE by automated means.
ALC_CMC.4.6C

The CM documentation shall include a CM plan.

ALC_CMC.4.7C

The CM plan shall describe how the CM system is used for the development of the TOE.
ALC_CMC.4.8C

e CM system.

he CM plan.

Evalyiator action elements

ALC_CMC.4.1E

The ¢valuator shall confirm that the information provided meets all requirements for |content and
presgntation of evidence.

12.2.8 ALC_CMC.5 Advanced support

Depehdencies: ALC_CMS.1 TOE CM coyerage
ALC_DVS.2 Sufficiency of security measures
ALC_LCD.1 Developer defined life-cycle processes

A lifg-cycle model encompassées the procedures, tools and techniques used to develop and maintain
the TIOE. Aspects of the process that may be covered by such a model include design methods, review
procgdures, project management controls, change control procedures, test methods and acceptance
procdgdures. An effectivelife-cycle model will address these aspects of the development and naintenance
procgss within an ‘overall management structure that assigns responsibilities and monitors progress.

Ther¢ are different types of acceptance situations that are dealt with at different locqtions in the
criteria:

— acegptance of parts delivered by subcontractors (“integration”) should be treated in this family,

— Development Life-cycle definition (ALC_LCD),

— acceptance subsequent to internal transportations in Developer environment security (ALC_DVS),
— acceptance of parts into the CM system in CM capabilities (ALC_CMC), and

— acceptance of the delivered TOE by the consumer in Delivery (ALC_DEL).

The first three types may overlap.

Although life-cycle definition deals with the maintenance of the TOE and hence with aspects becoming
relevant after the completion of the evaluation, its evaluation adds assurance through an analysis of the
life-cycle information for the TOE provided at the time of the evaluation.
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A life-cycle model provides for the necessary control over the development and maintenance of the
TOE, if the model enables sufficient minimisation of the danger that the TOE will not meet its security
requirement.

A measurable life-cycle model is a model using some quantitative valuation (arithmetic parameters
and/or metrics) of the managed product in order to measure development properties of the product.
Typical metrics are source code complexity metrics, defect density (errors per size of code) or mean
time to failure. For the security evaluation all those metrics are of relevance, which are used to increase
quality by decreasing the probability of faults and thereby in turn increasing assurance in the security
of the TOE.

One should tal Lo—account-that there exist standardised life-cycle models onthe one hand (like
the waterfall model) and standardised metrics on the other hand (like error density), which‘mpy be
combined. Tlhe ISO/IEC 15408 series does not require the life-cycle to follow exactly one stapdard
defining both aspects.

ALC_LCD.1 Developer defined life-cycle processes
Objectives

bf the
ware

A unique reference is required to ensure that there is no ambiguity in terms-ef which instance
TOE is being|evaluated. Labelling the TOE with its reference ensures thatusers of the TOE can be
of which instance of the TOE they are using.

on of
nents

Unique ident
the TOE, wh
for the TOE.

ification of the configuration items leads to a clearer understanding of the composit
ch in turn helps to determine those items which aresubject to the evaluation requirer]

The use of a olled

manner.

CM system increases assurance that the configuration items are maintained in a conti

CCesS

Providing cqg
control”) an
of the TOE.

The purposg
in regard tog
checking for
or modificat

ntrols to ensure that unauthorised modifications are not made to the TOE (“CM A
| ensuring proper functionality and>tise of the CM system, helps to maintain the inte

of the acceptance procedures is to ensure that the parts of the TOE meet defined cr
the integrity of the TQE:\Criteria for acceptance procedures may include code reg
vulnerabilities, authenticity checking, and functional testing to confirm that any cre
on of configuration items is authorized. Acceptance procedures are an essential elem

integration processes and in the\life-cycle management of the TOE.

In developm
changes wit
to support t
authorized.

through aut

ent environments where the configuration items are compley, it is difficult to cc
hout the support of automated tools. In particular, these automated tools need to be
he numérous changes that occur during development and ensure that those change
t is afrobjective of this component to ensure that the configuration items are conti
pmated means. If the TOE is developed by multiple developers, i.e. integration has ta

grity

iteria
view,
ation
bnt in

ntrol
e able
s are
olled
take

p ofautomatic tools is adequate.

place, the us

Production support procedures help to ensure that the generation of the TOE from a managed set of
configuration items is correctly performed in an authorized manner, particularly in the case when
different developers are involved and integration processes have to be carried out.

Requiring that the CM system be able to identify the version of the implementation representation
from which the TOE is generated helps to ensure that the integrity of this material is preserved by the
appropriate technical, physical and procedural safeguards.

Providing an automated means of ascertaining changes between versions of the TOE and identifying
which configuration items are affected by modifications to other configuration items assists in
determining the impact of the changes between successive versions of the TOE. This in turn can provide
valuable information in determining whether changes to the TOE result in all configuration items being
consistent with one another.
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Developer action elements

ALC_CMC.5.1D

The developer shall provide the TOE and a unique reference for the TOE.
ALC_CMC.5.2D

The developer shall provide the CM documentation.

ALC_CMC.5.3D

L e

Content and presentation elements
ALC_CMC.5.1C

The TOE shall be labelled with its unique reference.
ALC_CMC.5.2C

The §M documentation shall describe the method used to uniquely.identify the configuratjon items.
ALC_CMC.5.3C

The (M documentation shall justify that the acceptancerocedures provide for an adequate and
apprppriate review of changes to all configuration iteins.

ALC_CMC.5.4C
The (M system shall uniquely identify all configuration items.
ALC_CMC.5.5C

The (M system shall provide automatéd controls such that only authorized changes are|made to the
configuration items.

ALC_CMC.5.6C
The (M system shall support the production of the TOE by automated means.
ALC_CMC.5.7C

The €M system shall ensure that the person responsible for accepting a configurati¢n item into
CM ig not the person who developed it.

ALC_CMC:5.8C

The (M system shall identify the configuration items that comprise the TSF.

ALC_CMC.5.9C

The CM system shall support the audit of all changes to the TOE by automated means, including
the originator, date, and time in the audit trail.

ALC_CMC.5.10C

The CM system shall provide an automated means to identify all other configuration items that
are affected by the change of a given configuration item.

ALC_CMC.5.11C

The CM system shall be able to identify the version of the implementation representation from
which the TOE is generated.
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ALC_CMC.5.12C

The CM documentation shall include a CM plan.

ALC_CMC.5.13C

The CM plan shall describe how the CM system is used for the development of the TOE.
ALC_CMC.5.14C

The CM plan shall describe the procedures used to accept modified or newly created configuration
items as part of the TOE.

ALC_CMC.5.15C
The evidenc¢ shall demonstrate that all configuration items are being maintained under thé CM system.
ALC_CMC.546C
The evidencg shall demonstrate that the CM system is being operated in accordance'with the CM plan.
Evaluator aftion elements
ALC_CMC.51E

The evaluatpr shall confirm that the information provided meetskall requirements for content and
presentatior] of evidence.

ALC_CMC.5.2E

The evaluator shall determine that the application of.the production support procedures results
in a TOE as provided by the developer for testing activities.

of this family is to identify items to be included as configuration items and hence placed
under the CM requirements of CM*“eapabilities (ALC_CMC). Applying configuration managemgnt to
these additignal items provides.additional assurance that the integrity of TOE is maintained.

12.3.2 Coniponent levelling

The componlents in this family are levelled on the basis of which of the following are required |to be
included as ¢onfiguration items: the TOE and the evaluation evidence required by the SARs; the jparts
of the TOE; |the(implementation representation; security flaws; and development tools and r¢lated
information

12.3.3 Application notes

While CM scope (ALC_CMS) mandates a list of configuration items and that each item on this list be
under CM, CM capabilities (ALC_CMC) leaves the contents of the configuration list to the discretion of
the developer. CM scope (ALC_CMS) narrows this discretion by identifying items that must be included
in the configuration list, and hence come under the CM requirements of CM capabilities (ALC_CMC).

12.3.4 ALC_CMS.1 TOE CM coverage
Dependencies: No dependencies.

Objectives
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A CM system can control changes only to those items that have been placed under CM (i.e. the
configuration items identified in the configuration list). Placing the TOE itself and the evaluation
evidence required by the other SARs in the ST under CM provides assurance that they have been
modified in a controlled manner with proper authorisations.

Application notes

ALC_CMS.1.1C introduces the requirement that the TOE itself and the evaluation evidence required
by the other SARs in the ST be included in the configuration list and hence be subject to the CM
requirements of CM capabilities (ALC_CMC).

Developer action elements

ALC_CMS.1.1D

The developer shall provide a configuration list for the TOE.
Content and presentation elements

ALC_CMS.1.1C

The ¢onfiguration list shall include the following: the TOE itsélf;"and the evaluatipn evidence
requjred by the SARs.

ALC_CMS.1.2C

The ¢onfiguration list shall uniquely identify the configuration items.
Evalyator action elements

ALC_CMS.1.1E

The evaluator shall confirm that the information provided meets all requirements|for content
and presentation of evidence.

12.3.5 ALC_CMS.2 Parts of the TOE-CM coverage
Dependencies: No dependencies.
Objec¢tives

A CM system can centrol changes only to those items that have been placed under [CM (i.e. the
configuration items identified in the configuration list). Placing the TOE itself, the parts that comprise
the T|OE, and the‘evaluation evidence required by the other SARs under CM provides aspurance that
they have beefiymodified in a controlled manner with proper authorisations.

Appljcation'notes

ALC_EMSZ- s re— reten he—par rat—eotprise—the afl parts that
are delivered to the consumer, for example hardware parts or executable files) be included in the
configuration list and hence be subject to the CM requirements of CM capabilities (ALC_CMC).

ALC_CMS.2.3C introduces the requirement that the configuration list indicate the developer of each TSF
relevant configuration item.

Developer action elements
ALC_CMS.2.1D
The developer shall provide a configuration list for the TOE.

Content and presentation elements
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ALC_CMS.2.1C

The configuration list shall include the following: the TOE itself; the evaluation evidence required by

the SARs; and the parts that comprise the TOE.
ALC_CMS.2.2C
The configuration list shall uniquely identify the configuration items.

ALC_CMS.2.3C

For each TSF relevant configuration item, the configuration list shall indicate the developer of

the item.
Evaluator afrtion elements

ALC_CMS.2.1E

The evaluatpr shall confirm that the information provided meets all requirements’ for content and

presentatior] of evidence.

12.3.6 ALC[CMS.3 Implementation representation CM coverage
Dependencigs: No dependencies.

Objectives

A CM system can control changes only to those items that /have been placed under CM (i.¢. the
configuratiopn items identified in the configuration list). Placing the TOE itself, the parts that coniprise

the TOE, thg TOE implementation representation and thé‘evaluation evidence required by the
SARs under [CM provides assurance that they have been modified in a controlled manner with p

authorisatiops.

Application|notes

other
roper

ALC_CMS.3.1C introduces the requirementthat the TOE implementation representation be included in

the list of cdnfiguration items and hengce:be subject to the CM requirements of CM capabilities

CMCQ).
Developer dction elements

ALC_CMS.3.1D

The developegr shall preyide a configuration list for the TOE.

Content and presentation elements

ALC_CMS.S.IIC

ALC_

The configuration list shall include the following: the TOE itself; the evaluation evidence required by

the SARs; the parts that comprise the TOE; and the implementation representation.
ALC_CMS.3.2C
The configuration list shall uniquely identify the configuration items.

ALC_CMS.3.3C

For each TSF relevant configuration item, the configuration list shall indicate the developer of the item.

Evaluator action elements

ALC_CMS.3.1E
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The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

12.3.7 ALC_CMS.4 Problem tracking CM coverage
Dependencies: No dependencies.
Objectives

A CM system can control changes only to those items that have been placed under CM (i.e. the
configuration 1tems identified i in the Conflguratlon llst) Placmg the TOE 1tself the parts that comprise
the TOE—h mplemen H-Fe : dby the other
SARs|under CM prov1des assurance that they have been modlfled in a Controlled mander|with proper
authqrisations.

Placing security flaw reports under CM ensures that the integrity of the reports‘is majintained and
that access to them is managed, further, it may support developers in trackingsecurity flaws to their
resolpition.

Appljcation notes

ALC_[CMS.4.1C introduces the requirement that reports of identified Security flaws be in¢luded in the
configuration list and hence be subject to the CM requirements-of CM capabilities (ALG_CMC). This
requires that information regarding previously identified secuxity flaw reports and their fesolution be
mainfained.

Develloper action elements

ALC_CMS.4.1D

The developer shall provide a configuration listfor the TOE.
Content and presentation elements

ALC_CMS.4.1C

The donfiguration list shall include the following: the TOE itself; the evaluation evidence|required by
the SARs; the parts that comiprise the TOE; the implementation representation; and s¢curity flaw
reports and resolution status.

ALC_CMS.4.2C
The donfiguration list shall uniquely identify the configuration items.
ALC_CMS.4.3C

For epch TSF relevant configuration item, the configuration list shall indicate the developer of the item.

Evaluator action elements
ALC_CMS.4.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

12.3.8 ALC_CMS.5 Development tools CM coverage
Dependencies: No dependencies.
Objectives

A CM system can control changes only to those items that have been placed under CM (i.e. the
configuration items identified in the configuration list). Placing the TOE itself, the parts that comprise
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the TOE, the TOE implementation representation and the evaluation evidence required by the other
SARs under CM provides assurance that they have been modified in a controlled manner with proper
authorisations.

Placing security flaw reports under CM ensures that the integrity of the reports is maintained and
that access to them is managed, further, it may support developers in tracking security flaws to their
resolution.

Development tools play an important role in ensuring the production of a quality version of the TOE.

Therefore, it
Application

ALC_CMS.5.]
includedint
(ALC_CMCQ).
pertaining t
an example

Developer 3
ALC_CMS.5.
The develop
Content ang
ALC_CMS.5.

The configu

is important to control modifications to these tools.

notes

C introduces the requirement that development tools and other related informati
he list of configuration items and hence be subject to the CM requirements of CM-capab
Examples of development tools are programming languages and compilers: Ihform

f information relating to development tools.

ction elements
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er shall provide a configuration list for the TOE.
presentation elements

fiC

Fation list shall include the following: the TQE"itself; the evaluation evidence requir

the SARs; thee parts that comprise the TOE; the implementation representation; security flaw re

and resoluti
ALC_CMS.5.
The configut
ALC_CMS.5.
For each TSH
Evaluator a
ALC_CMS.5.

The evaluat
presentation

12.4 Delive

bn status; and development tools and'related information.
R.C
ation list shall uniquely identifyzthe configuration items.
3C
relevant configuration item, the configuration list shall indicate the developer of the
ction elements
[LE

br shall.\confirm that the information provided meets all requirements for conten
of evidence.

bn be
lities
ation

b TOE generation items (such as compiler options, generation options, andbuild optiogns) is

ed by
ports

item.

I and

eTy (ALC_DEL)

12.4.1 Objectives

The concern of this family is the secure transfer of the finished TOE from the development environment
into the responsibility of the user.

The requirements for delivery call for system control and distribution facilities and procedures that
detail the controls necessary to provide assurance that the security of the TOE is maintained during
distribution of the TOE to the user. For a valid distribution of the TOE, the procedures used for the
distribution of the TOE address the implied or identified objectives identified in the PP/ST relating to
the security of the TOE during delivery.
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12.4.2 Component levelling

This family contains only one component. An increasing level of protection for the TOE is established
by requiring that the delivery procedures are commensurate with the assumed attack potential in the
family Vulnerability analysis (AVA_VAN) specified in the ST.

12.4.3 Application notes

Transfers from subcontractors to the developer or between different development sites are not
considered here, but in the family Developer environment security (ALC_DVS).

The and of +ha dolivaeyy whacna 1o ool nd by tha Sconnmtanan of +bha tvoncfng, of +h o 'T'OE intO the
PR Ot —aervery—priaSe—5S—thatrea Dyt —ateeprate—oOr— it —ranSrer—Or—nt—

respqnsibility of the downstream user.
NOTE This does not necessarily coincide with the arrival of the TOE at the downstrear uSer's|location.
The delivery procedures should consider, if applicable, issues such as:

a) ensuring that the TOE received by the consumer corresponds preciselyito the evaluated version of
the TOE;

b) avoiding or detecting any tampering with the actual version ofithe TOE;

c) dreventing submission of a counterfeit version of the TOE;

d)

jo5)

voiding unwanted knowledge of distribution of the TOE-to the consumer: there can be|cases where
Hdotential attackers should not know when and howit'is delivered;

e) avoiding or detecting the TOE being intercepted\during delivery; and
f) avoiding the TOE being delayed or stopped@uring distribution.

The delivery procedures should include the recipient's actions implied by these issues. The consistent
descijiption of these implied actions is;€xamined in the Preparative procedures (AGD_PRE) family, if
presgnt.

12.4.4 ALC_DEL.1 Delivery procedures
Depepdencies: No dependencies.
Developer action eleinents
ALC_DEL.1.1D

The developer shall document and provide procedures for delivery of the TOE or parts of it to
the cpnsumer.

ALC_DEE.1.2D

The developer shall use the delivery procedures.
Content and presentation elements
ALC_DEL.1.1C

The delivery documentation shall describe all procedures that are necessary to maintain
security when distributing versions of the TOE to the consumer.

Evaluator action elements

ALC_DEL.1.1E
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The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

12.5 Developer environment security (ALC_DVS)

12.5.1 Objectives

Development security is concerned with the determination and specification of security controls
relating to the developer provided environment.

NOTE

Such controls include coverage of security relevant aspects of asset management, human resources

security, physical and environmental security, communications and operations management, access~cd
information sfystems acquisition, development and maintenance, information security incident managémef
business contfinuity management.

12.5.2 Coniponent levelling

The componpnts in this family are levelled on the basis of whether justification of'the sufficiency
security confrols is required.

12.5.3 App

This family
developer's §

The evaluat
include siteg
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developmen
safeguards.
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ite.

r should visit the site(s) in order to assess evidence for development security. This

ntrol,
t, and

bf the

t the

may

of subcontractors involved in the TOE development and production. Any decision ot to

agreed with the evaluation authority.

relopment security deals with the mainténance of the TOE and hence with aspects beca
er the completion of the evaluation; the Developer environment security (ALC,
s specify only that the developmeng’security controls be in place at the time of evalu
e, Developer environment security (ALC_DVS) does not contain any requirements re
pr's intention to apply the development security controls in the future, after complet

zed that confidentiality Thay not always be an issue for the protection of the TOE

ming
DVS)
htion.
lated
on of

in its

environment. The.use of the word “necessary” allows for the selection of appropriate

| DVS.1 Identification of security controls
s: No.depéendencies.

cfion elements

Developer 3

ALC_DVS.1.1D

The developer shall produce and provide development security documentation.

Content and presentation elements

ALC_DVS.1.1C

The development security documentation shall describe all the physical, logical, procedural,
personnel, and other security controls that are necessary to protect the confidentiality and

integrity of

the TOE design and implementation in its development environment.

Evaluator action elements

ALC_DVS.1.1E
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The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

ALC_DVS.1.2E

The evaluator shall confirm that the security controls are being applied.

12.5.5 ALC_DVS.2 Sufficiency of security controls
Dependencies: No dependencies.

Developer action elements

ALC_DVS.2.1D

The developer shall produce and provide development security documentation.
Content and presentation elements

ALC_DVS.2.1C

The development security documentation shall describe all the physical, procedural, personnel, and
other] security controls that are necessary to protect the confidentiality and integrity of the¢ TOE design
and implementation in its development environment.

ALC_PVS.2.2C

The flevelopment security documentation shall justify that the security controls provide the
necegsary level of protection to maintain the confidentiality and integrity of the TOH.

Evalhator action elements
ALC_DVS.2.1E

The ¢valuator shall confirm that the information provided meets all requirements for |content and
presgntation of evidence.

ALC_DVS.2.2E

The gvaluator shall confirm that the security controls are being applied.
12.6|Flaw remediation (ALC_FLR)

12.6./1 Objectives

Flaw|remediation requires that discovered security flaws be tracked and corrected by the developer.

Althdugh future compliance with flaw remediation procedures cannot be determined at the time of the
TOE valuation 1+ 3c nacaoihla +0 Avaliiata f—}qe ncl;rﬂ'no 4nd nrocadurac that o r‘a‘vyelcper h S ln place to

C VOO ot T 1o p oS oToC—to— v oo tC—Tr C—p oo ™IT proccoarco—troc o ot

track and correct flaws, and to distribute the flaw information and corrections.

12.6.2 Component levelling

The components in this family are levelled on the basis of the increasing extent in scope of the flaw
remediation procedures and the rigour of the flaw remediation policies.

12.6.3 Application notes

This family provides assurance that the TOE will be maintained and supported in the future, requiring
the TOE developer to track and correct flaws in the TOE. Additionally, requirements are included for the
distribution of flaw corrections. However, this family does not impose evaluation requirements beyond
the current evaluation.
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The TOE user is considered to be the focal point in the user organization that is responsible for
receiving and implementing fixes to security flaws. This is not necessarily an individual user, but may
be an organisational representative who is responsible for the handling of security flaws. The use of
the term TOE user recognizes that different organisations have different procedures for handling flaw
reporting, which may be done either by an individual user, or by a central administrative body.

The flaw remediation procedures should describe the methods for dealing with all types of flaws
encountered. These flaws may be reported by the developer, by users of the TOE, or by other parties
with familiarity with the TOE. Some flaws may not be reparable immediately. There may be some
occasions where a flaw cannot be fixed and other (e.g. procedural) controls must be taken. The
documentation provided should cover the procedures for providing the operational sites with fixes and
providing informmatiorromflawswherefixesare detayed{amd-wiat todomrthe-imterimjor-whemn fixes

are not possjble.

m the
efers

Changes apglied to a TOE after its release render it unevaluated; although some information fro
original evaluation may still apply. The phrase “release of the TOE” used in this family therefore j

to a version

12.6.4 ALC
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The develo
developers.

Content and
ALC_FLR.1.

The flaw re
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ALC_FLR.1.]

The flaw re
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ALC_FLR.1.

The flaw re|
the security

ALC_FLR.1./

bf a product that is a release of a certified TOE, to which changes have beei-applied.

|FLR.1 Basic flaw remediation
s: No dependencies.

ction elements

|D

per shall document and provide flaw remediation procedures addressed to

presentation elements
|.C

mediation procedures documentation shall describe the procedures used to tra
curity flaws in each release:of’the TOE.

C

mediation procedures shall require that a description of the nature and effect of
w be provided, as-well as the status of finding a correction to that flaw.

BC

mediatienprocedures shall require that corrective actions be identified for ea
 flaws.

LC

TOE

ck all

each

ch of

The flaw remediation procedures documentation shall describe the methods used to provide
flaw information, corrections and guidance on corrective actions to TOE users.

Evaluator action elements

ALC_FLR.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

12.6.5 ALC_

FLR.2 Flaw reporting procedures

Dependencies: No dependencies.
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Objectives

In order for the developer to be able to act appropriately upon security flaw reports from TOE users,
and to know to whom to send corrective fixes, TOE users need to understand how to submit security
flaw reports to the developer. Flaw remediation guidance from the developer to the TOE user ensures
that TOE users are aware of this important information.

Developer action elements
ALC_FLR.2.1D

The developer shall document and provide flaw remediation procedures addressed to TOE developers.

ALC_FLR.2.2D

eveloper shall establish a procedure for accepting and acting upon all reportg of security
and requests for corrections to those flaws.

LR.2.3D

eveloper shall provide flaw remediation guidance addressedto TOE users.
nt and presentation elements

ALC_FLR.2.1C

The flaw remediation procedures documentation shall,describe the procedures used|to track all
reported security flaws in each release of the TOE.

ALC_FLR.2.2C

The flaw remediation procedures shall requite that a description of the nature and effect of each
secuiity flaw be provided, as well as the status of finding a correction to that flaw.

ALC_FLR.2.3C

The flaw remediation procedures shall require that corrective actions be identified for each of the
secutjity flaws.

ALC_FLR.2.4C

The flaw remediation procedures documentation shall describe the methods used to provide flaw
information, corrections and guidance on corrective actions to TOE users.

ALC_FLR.2.5C

The flaw remediation procedures shall describe a means by which the developer receives from
TOE pisers reports and enquiries of suspected security flaws in the TOE.

ALC_FLR.Z.6C

The procedures for processing reported security flaws shall ensure that any reported flaws are
remediated and the remediation procedures issued to TOE users.

ALC_FLR.2.7C

The procedures for processing reported security flaws shall provide safeguards that any
corrections to these security flaws do not introduce any new flaws.

ALC_FLR.2.8C

The flaw remediation guidance shall describe a means by which TOE users report to the
developer any suspected security flaws in the TOE.
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Evaluator action elements

ALC_FLR.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

12.6.6 ALC_

FLR.3 Systematic flaw remediation

Dependencies: No dependencies.

Objectives

In order for
and to know
flaw reports
receive thes
that TOE usq
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mediation prnr‘pdnrpc shall require that corrective actions be identified for each

security flaws.

ALC_FLR.3.4C

The flaw remediation procedures documentation shall describe the methods used to provide flaw

information,

corrections and guidance on corrective actions to TOE users.

ALC_FLR.3.5C

The flaw remediation procedures shall describe a means by which the developer receives from TOE
users reports and enquiries of suspected security flaws in the TOE.

ALC_FLR.3.6C
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The flaw remediation procedures shall include a procedure requiring timely response and the
automatic distribution of security flaw reports and the associated corrections to registered
users who might be affected by the security flaw.

ALC_FLR.3.7C

The procedures for processing reported security flaws shall ensure that any reported flaws are
remediated and the remediation procedures issued to TOE users.

ALC_FLR.3.8C

The procedures for processing reported security flaws shall provide safeguards that any corrections to
thesd security flaws do not introduce any new flaws.

ALC_FLR.3.9C

The flaw remediation guidance shall describe a means by which TOE users report-to the dgveloper any
suspécted security flaws in the TOE.

ALC_FLR.3.10C

The flaw remediation guidance shall describe a means by which¢POE users may register with the
developer, to be eligible to receive security flaw reports and eorrections.

ALC_FLR.3.11C

The flaw remediation guidance shall identify the specific points of contact for all reports and
enquiiries about security issues involving the TOE.

Evalhator action elements
ALC_FLR.3.1E

The ¢valuator shall confirm that the information provided meets all requirements for |content and
presgntation of evidence.

12.7|Development Life-cycle'definition (ALC_LCD)

12.7.1 Objectives

Poorly defined or uncontrolled processes applied during the development, production and maintenance
of thg TOE can resultin a TOE that does not meet all of its security objectives. Therefore, it|is important
that yvell definedand controlled processes be established as early as possible in the TOE's life-cycle.

Defining and.implementing such processes does not guarantee that the TOE meets all of its SFRs. It is
possiple that the processes will be insufficient or inadequate.

Adoptingali e model-ormodelsthatmeetsthenec ds ofthe developer's grganizationwill improve
the likelihood that the development, production and maintenance processes applied to TOE support the
correct design and implementation of a TOE that meets the specified SFRs.

The determination of appropriate process controls in order to support process improvement is a long-
established best practice.

12.7.2 Component levelling

The components in this family are levelled on the basis of increasing requirements for measurability of
the life-cycle model, and for compliance with that model.
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12.7.3 Application notes

A life-cycle model encompasses the procedures, tools and techniques used to develop and maintain
the TOE. Aspects of the process that may be covered by such a model include design methods, review
procedures, project management controls, change control procedures, test methods and acceptance
procedures. An effective life-cycle model will address these aspects of the development and maintenance
process within an overall management structure that assigns responsibilities and monitors progress.

There are different types of acceptance situations that are dealt with at different locations in the

criteria:

— acceptan

— Life-cycle definition (ALC_LCD),

— acceptalce subsequent to internal transportations in Development security (ALC_DWS),

— acceptance of parts into the CM system in CM capabilities (ALC_CMC), and

— acceptance of the delivered TOE by the consumer in Delivery (ALC_DEL).

The first three types may overlap.

Although life-cycle definition deals with the maintenance of the TOE and-hence with aspects becd
relevant aftdr the completion of the evaluation, its evaluation adds assurance through an analysis

life-cycle inf]

A life-cycle

TOE, if the npodel enables sufficient minimization of the danger that the TOE will not meet its seq
requirement].

A measurab
and/or metr
Typical metj
time to failu
quality by d¢
of the TOE.

One should

the waterfall model) and standardised metrics on the other hand (like error density), which m
he ISO/IEC 15408)series does not require the life-cycle to follow exactly one stamdard

combined. T
defining bot

12.7.4 ALC

Dependencig

prmation for the TOE provided at the time of the evaluation.

model provides for the necessary control over the’ development and maintenance

e life-cycle model is a model using some quantitative valuation (arithmetic paramn
ics) of the managed product in orderto measure development properties of the prg
ics are source code complexity métrics, defect density (errors per size of code) or
-e. For the security evaluation all those metrics are of relevance, which are used to inc
bcreasing the probability of fatilts and thereby in turn increasing assurance in the sec

take into account that there exist standardised life-cycle models on the one hand

N aspects.

[LCD.1 Deyeloper defined life-cycle processes

s: No dependencies.

ily,

ming
bf the

f the
urity

eters
duct.
mean
rease
urity

(like
Ay be

Developer

- 1 r's
CLIUII CITCIIITIILS

ALC_LCD.1.1D

The developer shall establish a life-cycle model to be used in the development and maintenance

of the TOE.

ALC_LCD.1.2D

The developer shall provide life-cycle definition documentation.

Content and presentation elements

ALC_LCD.1.1C
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The life-cycle definition documentation shall describe the processes used to develop and
maintain the TOE.

ALC_LCD.1.2C

The life-cycle model shall provide for the necessary control over the development and
maintenance of the TOE.

Evaluator action elements

ALC_LCD.1.1E

The ¢ for content

and presentation of evidence.

12.7.6 ALC_LCD.2 Measurable life-cycle model

Dependencies: No dependencies.
Developer action elements

ALC_LCD.2.1D

The developer shall establish a life-cycle model to be used in the development and maintgnance of the
TOE that is based on a measurable life-cycle model.

ALC_LCD.2.2D

The developer shall provide life-cycle definition documentation.

ALC_LCD.2.3D

The developer shall measure the TOE development using the measurable life-cycle model.
ALC_LCD.2.4D
The developer shall provide life-cycle output documentation.
Content and presentation elements

ALC_LCD.2.1C

The ljfe-cycle definition documentation shall describe the model used to develop and maintain the TOE
including the details of its arithmetic parameters and/or metrics used to measure the quality of
the T|OE and/or’its development.

ALC_ILCD.2:2C

The life-eycle model shall provide for the necessary control over the development and mdintenance of
the TOE.

ALC_LCD.2.3C

The life-cycle output documentation shall provide the results of the measurements of the TOE
development using the measurable life-cycle model.

Evaluator action elements
ALC_LCD.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

ALC_LCD.2.2E
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The evaluator shall confirm that the measurements of the TOE development processes and
security relevant properties of the TOE support improvements in the development processes

and/or the TOE itself.

12.8 TOE Development Artefacts (ALC_TDA)

12.8.1 Objectives

This family aims to add trust to the development process or a development. It focuses on the generation
of certain artefacts in the development process. These artefacts are used at a later pointin time to assess

the degree t

n which the development process is trustable This trust is realized fhrmlgh the vali

ation

of the gener:

This family
artefacts for
the use of 3
correspondi
or to use a |
is proportio
developmen

This family

ited artefacts for confirming them as sufficient evidence for trustable development:

realizing trustable development. If a requirement in this family does not explicitly sy
utomation to generate the required artefacts, the developer is free t@yundertak

ybrid method of both. It is expected that the degree of trust in the development pr
hal to the degree of automation adoption to implement the corresponding practice i
process.

also has a relationship with the ALC_TAT family. As ALE-FAT focuses on the tool

ntroduces developer practices within the development process to generate the‘required

ecify
e the

hg practice manually, or to use some integrated automation in the deévelopment process,

ocess
n the

5 and

techniques aspect for developing, analysing, and implementing the\TOE, it provides the necessary
context wheh describing the practices of this family being introduced into the development process.
12.8.2 Coniponent levelling

The componjents in this family are levelled on the basis of increasing cross-checking for consis

with relevan

t evidence from components of other families of other security assurance classes.

12.8.3 App

ication notes

tency

The requirements in ALC_TDA.1 provide a.degree of trust in the developer’s ability to identify the set

of implemenjtation representation whichlactually has been used during the TOE generation time| This
degree of tryst helps to positively answer the question “is that really the source code for this softyare”
or “is that geally the register-transfer level (RTL) design or description for this integrated cjrcuit
hardware”” pr “is that really the Set of implementation representation for this TOE”, which is potentially
relevant in ajn evaluation. Such degree of trust is built on

a) the timihg of when the.set of implementation representation identifiers is recorded or logged

b) the integrity and authenticity of the record of implementation representation identifiers, and

c) the trac¢ability of implementation representation identifiers from the TOE.

In the case wheresome tmplementation representation etements are also covered i the configuration

list due to ALC_CMS.3, the requirements in ALC_TDA.2Z make sure that these implementation
representation elements actually are identifiable through the use of the implementation representation
identifiers of ALC_TDA.1.

With the accurate recording or logging of the actual implementation representation being used by the
development tools under the scope of ALC_TAT, it provides an additional evidence to convince a third
party that a regeneration of the TOE is functionally equivalent to the original TOE.

The requirements in ALC_TDA.3 provide the developer an opportunity to testify the absence of
functional differences between the two possibly visibly different TOEs which have been independently
generated from the identical set of implementation representation.
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12.8.4 ALC_TDA.1 Uniquely identifying implementation representation
Dependencies: No dependencies.

Developer action elements

ALC_TDA.1.1D

The developer shall identify individual elements of the TOE implementation representation to
record the list of unique TOE implementation representation identifiers, as the development
tool generates the TOE.

ALC_TbA12D

The |developer shall use the current date and time to timestamp the listof unique TOE
implementation representation identifiers as recorded during the TOE generation time.

ALC_IDA.1.3D

The |(developer shall maintain the integrity of the list of unique TOE implementation
representation identifiers as recorded during the TOE generation‘time.

ALC_IDA.1.4D

The |developer shall ensure the authenticity of the list of unique TOE implementation
representation identifiers as recorded during the TOE generation time, with the maintenance of
the (Luthor) origination information.

ALC_TDA.1.5D

The feveloper shall be able to trace from the TOE to the list of unique TOE implementation
representation identifiers as recorded during the TOE generation time.

ALC_TDA.1.6D
The developer shall produce and provide documentation describing

a) the developer’s creation of the list of unique TOE implementation representation identifiers
s recorded during the TOE generation time;

b) the developer’s timestamp being applied to the list of unique TOE implementation
presentation identifiers as recorded during the TOE generation time;

c) the maintenance of the (author) origination information of the list of ynique TOE
implementation representation identifiers as recorded during the TOE generati¢n time;

d) the maintenance of the integrity of the list of unique TOE implementation representation
iflentifiers as recorded during the TOE generation time and its associated timgstamp and
(_ nl'hnr) origination information;

e) the developer’s mechanism to trace from the TOE to the list of unique TOE implementation
representation identifiers as recorded during the TOE generation time.

Content and presentation elements
ALC_TDA.1.1C

The list of unique TOE implementation representation identifiers as recorded during the TOE
generation time shall demonstrate the correspondence between the TOE implementation
representation element identifiers and the TOE implementation representation element names.

ALC_TDA.1.2C
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The TOE implementation representation element names shall be in the same form as used or
referenced by the development tool to generate the TOE.

ALC_TDA.1.3C

The timestamp of the list of unique TOE implementation representation identifiers as recorded
during the TOE generation time shall be consistent with the creation time of the TOE.

ALC_TDA.1.4C

The (author) origination information of the list of unique TOE implementation representation
identifiers as recorded during the TOE generation time shall be consistent with the (author)

origination
affiliate of g

Evaluator a
ALC_TDA.1.

The evaluaf
and present

ALC_TDA.1.

The evalua

0
reference tﬂle implementation representation element names.

ALC_TDA.1.

information of the TOE. The author origination information may be the name
n organization.

rtion elements
LE

or shall confirm that the information provided meets all requirements for co
ation of evidence.

PE

r shall confirm that the development tool for generating the TOE is capable to u

BE

The evaluator shall confirm that the list of unique TOE implementation representation ident
asrecorded during the TOE generation time is consistent with the creation time of the TOE

ALC_TDA.1.#tE

The evaluaf
implementg

consistent with the (author) origination information of the TOE.

ALC_TDA.1.

or shall confirm that the (author) origination information of the list of unique
tion representation identifiers as recorded during the TOE generation tir

bE

The evalua
identifiers
(author) or

ALC_TDA.1.

The evaluator shall confirm the developer’s ability to trace from the TOE to the list of uniqug

0
]as recorded during the TOE generation time and its associated timestamp

r shall check thesintegrity of the list of unique TOE implementation represent

gination infermation.

bE

of an

htent

se or

fiers

TOE
ne is

ation
and

t TOE

implements

tion Trepresentation identifiers as recorded during the TOE generation time.

12.8.5 ALC_TDA.2 Matching CMS scope of implementation representation

Dependencies: ALC_CMS.3 Implementation representation CM coverage

Developer action elements

ALC_TDA.2.1D

The developer shall identify individual elements of the TOE implementation representation to record
the list of unique TOE implementation representation identifiers, as the development tool generates the

TOE.

ALC_TDA.2.2D
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The developer shall use the current date and time to timestamp the list of unique TOE implementation
representation identifiers as recorded during the TOE generation time.

ALC_TDA.2.3D

The developer shall maintain the integrity of the list of unique TOE implementation representation
identifiers as recorded during the TOE generation time.

ALC_TDA.2.4D

The developer shall ensure the authenticity of the list of unique TOE implementation representation
identifiers as recorded during the TOE generation time, with the maintenance of the (author) origination
information.

ALCj\'DA.Z.SD
e

The developer shall be able to trace from the TOE to the list of unique TOE implementation representation
identjfiers as recorded during the TOE generation time.

ALC_[FDA.2.6D

The developer shall produce and provide documentation describing

a)

—

he developer’s creation of the list of unique TOE implementation representation iflentifiers as
recorded during the TOE generation time;

b) the developer’s timestamp being applied to the list 6f unique TOE implementation representation
lentifiers as recorded during the TOE generation-time;

—n

c) the maintenance of the (author) origination infermation of the list of unique TOE implementation
epresentation identifiers as recorded duringthe TOE generation time;

—

d) the maintenance of the integrity of the listof unique TOE implementation representatiqn identifiers
as recorded during the TOE generatioi time and its associated timestamp and (author]) origination

information;

e) the developer’s mechanism«to trace from the TOE to the list of unique TOE implementation
representation identifiers-as-tecorded during the TOE generation time.

ALC_TDA.2.7D

The developer shallprovide evidence that the elements of implementation representation under
the gonfiguration seope of ALC_CMS.3 are identified by the list of unique TOE implementation
representationjidentifiers as recorded during the TOE generation time.

Content and presentation elements

ALC_[PA.2.1C

The list of unique TOE implementation representation identifiers as recorded during the TOE generation
time shall demonstrate the correspondence between the TOE implementation representation element
identifiers and the TOE implementation representation element names.

ALC_TDA.2.2C

The TOE implementation representation element names shall be in the same form as used or referenced
by the development tool to generate the TOE.

ALC_TDA.2.3C

The timestamp of the list of unique TOE implementation representation identifiers as recorded during
the TOE generation time shall be consistent with the creation time of the TOE.
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ALC_TDA.2.4C

The (author) origination information of the list of unique TOE implementation representation
identifiers as recorded during the TOE generation time shall be consistent with the (author) origination
information of the TOE. The author origination information may be the name of an affiliate of an
organization.

ALC_TDA.2.

5C

The list of identifiers of the elements of implementation representation under the configuration
scope of ALC_CMS.3 shall match with the list of unique TOE implementation representation
identifiers as recorded during the TOE generation time.

Evaluator aftion elements

ALC_TDA.2.1E

The evaluat
presentation

ALC_TDA.2.

The evaluat
reference th

ALC_TDA.2.

The evaluat
recorded du

ALC_TDA.2.

The evaluat
implementat
with the (au

ALC_TDA.2.

The evaluat]
identifiers a

origination ipnformation.

ALC_TDA.2.

The evaluat
implementat

of evidence.
DE

br shall confirm that the development tool for generating the TOE is capable to u
e implementation representation element names.

BE

br shall confirm that the list of unique TOE implementation representation identifie
Fing the TOE generation time is consistent with the creation time of the TOE.

1E

or shall confirm that the (author) grigination information of the list of unique
ion representation identifiers as.recorded during the TOE generation time is cons
hor) origination information of the TOE.

GE

pr shall check the intégrity of the list of unique TOE implementation represent
s recorded during the.TOE generation time and its associated timestamp and (au

GE

br shall eonfirm the developer’s ability to trace from the TOE to the list of unique
ion representation identifiers as recorded during the TOE generation time.

7E

br shall confirm that the information provided meets all requirements\for contenft and

se or

Is as

TOE
stent

ation
thor)

TOE

ALC_TDA.2.

The evaluator shall confirm that the list of identifiers of the elements of implementation
representation under the configuration scope of ALC_CMS.3 matches with the list of unique TOE
implementation representation identifiers as recorded during the TOE generation time.

12.8.6 ALC_TDA.3 Regenerate TOE with well-defined development tools

Dependencies:

ALC_CMS.3 Implementation representation CM coverage
ALC_TAT.1 Well-defined development tools and

ADV_IMP.1 Implementation representation of the TSF

Developer action elements
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ALC_TDA.3.1D

The developer shall identify individual elements of the TOE implementation representation to record
the list of unique TOE implementation representation identifiers, as the development tool generates the
TOE.

ALC_TDA.3.2D

The developer shall use the current date and time to timestamp the list of unique TOE implementation
representation identifiers as recorded during the TOE generation time.

ALC_TDA.3.3D

The (Ileveloper shall maintain the integrity of the list of unique TOE implementationyrepresentation
identffiers as recorded during the TOE generation time.

ALC_[FDA.3.4D

The developer shall ensure the authenticity of the list of unique TOE implententation representation
identjfiers as recorded during the TOE generation time, with the maintenance of the (author]) origination
information.

ALCj\'DA.B.SD
e

The developer shall be able to trace from the TOE to the list of uniqtie TOE implementation representation
identjfiers as recorded during the TOE generation time.

ALC_TDA.3.6D
The developer shall produce and provide documentation describing

a) the developer’s creation of the list of unigue TOE implementation representation iflentifiers as
recorded during the TOE generation time;

b) the developer’s timestamp being applied to the list of unique TOE implementation representation
lentifiers as recorded during the TOE generation time;

—e

c) the maintenance of the (author) origination information of the list of unique TOE implementation
epresentation identifier's as recorded during the TOE generation time;

—

d) the maintenance of the'integrity of the list of unique TOE implementation representatiqn identifiers
ds recorded durjng the TOE generation time and its associated timestamp and (author) origination

information;

e) the develeper’s mechanism to trace from the TOE to the list of unique TOE implementation
representation identifiers as recorded during the TOE generation time.

ALC_I]‘DA.3.7D

The developer shall provide evidence that the elements of implementation representation under
the configuration scope of ALC_CMS.3 are identified by the list of unique TOE implementation
representation identifiers as recorded during the TOE generation time.

ALC_TDA.3.8D

After applying the development tools to another copy of the TOE implementation representation
according to the list of unique TOE implementation representation identifiers to regenerate a
TOE copy, the developer shall explain the functional differences, if any, between the TOE copy
and the original TOE.

ALC_TDA.3.9D
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The developer shall produce and provide documentation explaining the functional differences,
if any, between the regenerated TOE copy and the original TOE.

Content and presentation elements

ALC_TDA.3.1C

The list of unique TOE implementation representation identifiers as recorded during the TOE generation
time shall demonstrate the correspondence between the TOE implementation representation element
identifiers and the TOE implementation representation element names.

ALC_TDA.3.2C

The TOE imy
by the devel

ALC_TDA.3.

The timesta
the TOE gen

ALC_TDA.3.

The (author
identifiers a
information

organization.

ALC_TDA.3.

The list of id
of ALC_CMS
recorded du

ALC_TDA.3.

The develo
copy and t
regenerate

Evaluator a
ALC_TDA.3.

The evaluat
presentation

i

lementation representation element names shall be in the same form as used or refers
ppment tool to generate the TOE.

3C

mp of the list of unique TOE implementation representation identifiers|as’recorded d
bration time shall be consistent with the creation time of the TOE.

1C

) origination information of the list of unique TOE mplementation represent
s recorded during the TOE generation time shall be consistent with the (author) origin
of the TOE. The author origination information may)be the name of an affiliate

5C

entifiers of the elements of implementation representation under the configuration
3 shall match with the list of unique . TOE implementation representation identifig
ing the TOE generation time.

qe

er’s explanation of the functional differences, if any, between the regenerated
e original TOE shall take into account all visible differences, if any, betwee
TOE copy and the original TOE

rtion elements

[LE

br shall eofifirm that the information provided meets all requirements for conten
of evidence.

PE

ALC_TDA.3.

bnced

uring

ation
ation
of an

scope
rs as

TOE
n the

E and

The evaluator shall confirm that the development tool for generating the TOE is capable to use or
reference the implementation representation element names.

ALC_TDA.3.3E

The evaluator shall confirm that the list of unique TOE implementation representation identifiers as
recorded during the TOE generation time is consistent with the creation time of the TOE.

ALC_TDA.3.4E

The evaluator shall confirm that the (author) origination information of the list of unique TOE
implementation representation identifiers as recorded during the TOE generation time is consistent
with the (author) origination information of the TOE.
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ALC_TDA.3.5E

The evaluator shall check the integrity of the list of unique TOE implementation representation
identifiers as recorded during the TOE generation time and its associated timestamp and (author)
origination information.

ALC_TDA.3.6E

The evaluator shall confirm the developer’s ability to trace from the TOE to the list of unique TOE
implementation representation identifiers as recorded during the TOE generation time.

ALC_TDA.3.7E

The gvaluator shall confirm that the list of identifiers of the elements of implementation, representation
undef the configuration scope of ALC_CMS.3 matches with the list of unique TOE)implementation
reprgsentation identifiers as recorded during the TOE generation time.

ALC_[IDA.3.8E

The evaluator shall check that the developer’s explanation of the funetional differences, if any,
between the regenerated TOE copy and the original TOE takes intolaccount all visible differences,
if any, between the regenerated TOE copy and the original TOE.

12.9( Tools and techniques (ALC_TAT)

12.9.1 Objectives

Tools| and techniques is an aspect of selecting tools that are used to develop, analyse and implement
the T|OE. It includes requirements to prevent illsdefined, inconsistent or incorrect develgpment tools
from|being used to develop the TOE. This in€ludes, but is not limited to, programming languages,
docunentation, implementation standards,*and other parts of the TOE such as supporting runtime
libraries.

12.9.2 Component levelling

The domponents in this familydare levelled on the basis of increasing requirements on th¢ description
and $cope of the implementation standards and the documentation of implementation-dependent
optiops.

12.9.83 Application.notes

Ther¢ is a requirement for well-defined development tools. These are tools that are| clearly and
complletely dés¢ribed. For example, programming languages and computer aided design (CJAD) systems
that are based on a standard published by standards bodies are considered to be well-defined. Self-
madq téels'would need further investigation to clarify whether they are well-defined.

The requirement in ALC_TAT.1.2C is especially applicable to programming languages so as to ensure
that all statements in the source code have an unambiguous meaning.

In ALC_TAT.2 and ALC_TAT.3, implementation guidelines may be accepted as an implementation
standard if they have been approved by some group of experts (e.g. academic experts, standards
bodies). Implementation standards are normally public, well accepted and common practise in a
specific industry, but developer-specific implementation guidelines may also be accepted as a standard;
the emphasis is on the expertise.

Tools and techniques distinguishes between the implementation standards applied by the developer
(ALC_TAT.2.3D) and the implementation standards for “all parts of the TOE” (ALC_TAT.3.3D) which
include third party software, hardware, or firmware. The configuration list introduced in CM scope
(ALC_CMS) requires that for each TSF relevant configuration item to indicate if it has been generated by
the TOE developer or by third party developers
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12.9.4 ALC_TAT.1 Well-defined development tools

Dependencies: ADV_IMP.1 Implementation representation of the TSF.
Developer action elements

ALC_TAT.1.1D

The developer shall provide the documentation identifying each development tool being used
for the TOE.

ALC_TAT.1.2D

The developer shall document and provide the selected implementation-dependent optiolns of
each development tool.

Content and presentation elements
ALC_TAT.1.1C
Each develgpment tool used for implementation shall be well-defined.
ALC_TAT.1.2C

The documpgntation of each development tool shall unambiguotisly define the meaning of all
statementsjas well as all conventions and directives used in thelimplementation.

ALC_TAT.1.3C

The documpgntation of each development tool shall unambiguously define the meaning of all
implementation-dependent options.

Evaluator afrtion elements
ALC_TAT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

12.9.5 ALC|TAT.2 Compliance with implementation standards
Dependencig¢s: ADV_IMP.1 Implementation representation of the TSF.
Developer dction elements

ALC_TAT.2.1D

The developgr/shall provide the documentation identifying each development tool being used fgr the
TOE.

ALC_TAT.2.2D

The developer shall document and provide the selected implementation-dependent options of each
development tool.

ALC_TAT.2.3D

The developer shall describe and provide the implementation standards that are being applied
by the developer.

Content and presentation elements

ALC_TAT.2.1C
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Each development tool used for implementation shall be well-defined.
ALC_TAT.2.2C

The documentation of each development tool shall unambiguously define the meaning of all statements
as well as all conventions and directives used in the implementation.

ALC_TAT.2.3C

The documentation of each development tool shall unambiguously define the meaning of all
implementation-dependent options.

Evalyatoractiomretements
ALC_TAT.2.1E

The ¢valuator shall confirm that the information provided meets all requirements for |content and
presgntation of evidence.

ALC_[IAT.2.2E

The ¢valuator shall confirm that the implementation standards have been applied.

12.9.6 ALC_TAT.3 Compliance with implementation standards— all parts
Depehdencies: ADV_IMP.1 Implementation representation of the TSF
Develloper action elements

ALC_FAT.3.1D

The developer shall provide the documentatiof identifying each development tool being|used for the
TOE.

ALC_[FAT.3.2D

The dleveloper shall document and“provide the selected implementation-dependent optiions of each
development tool.

ALC_FAT.3.3D

The developer shall dés¢ribe and provide the implementation standards that are being applied by the
developer and by anythird-party providers for all parts of the TOE.

Content and presentation elements

ALC_[FAT3:1C

Each devélopment tool used for implementation shall be well-defined.

ALC_TAT.3.2C

The documentation of each development tool shall unambiguously define the meaning of all statements
as well as all conventions and directives used in the implementation.

ALC_TAT.3.3C

The documentation of each development tool shall unambiguously define the meaning of all
implementation-dependent options.

Evaluator action elements

ALC_TAT.3.1E
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The evaluator shall confirm that the information provided meets all requirements for content and

presentation of evidence.
ALC_TAT.3.2E

The evaluator shall confirm that the implementation standards have been applied.

12.10 Integration of composition parts and consistency check of delivery procedures

(ALC_COMP)

12.10.10Dbjectives

The aim of t]l\is family is to determine whether

— the coriject version of the dependent component is installed onto / embedded into .the cq
version pf the related base component, and

— theprepparative guidance procedures of the base component developer and the dependent comp
developé¢r are compatible with the acceptance procedures of the composite product integrato

12.10.2Coniponent levelling

This family ¢ontains only one component.

12.10.3 Application notes

The composjite product evaluator shall verify that the correct version of the dependent comp
under evalugtion has been installed onto / embedded 4nto the evaluated version of the related
component df the composite product.

The composjte product evaluation sponsor shalliensure that appropriate evidence generated b
composite product integrator is available for.the composite product evaluator. This evidencd
include, amongst other, the configuration list of the base component developer (e.g. provided with
acknowledgément statement).

The composiite product evaluator shall"verify that the delivery procedures of the base comp
developer and the dependent component developer are compatible with the acceptance proce
used by the ¢omposite productintegrator.

The composite product evaluator shall verify that all configuration parameters prescribed by the
component fleveloper and\the dependent component developer (e.g. pre-personalization data
personalisatfion script§)-are used by the composite product integrator.

The composjte product evaluation sponsor shall ensure that appropriate evidence generated b

rrect

bnent
I

bnent
base

y the
may
in his

bnent
Hures

base
pre-

y the

composite produet 1ntegrator is avallable for the COHlpOSlte product evaluator Thls evidencd
include, amo e .

parameterlsatlon by the base component developer (e g.in form of his acknowledgement statement)

12.10.4ALC_COMP.1 Integration of the dependent component into the related base component

and Consistency check for delivery and acceptance procedures
Dependencies: No dependencies

Developer action elements

ALC_COMP.1.1D

The developer shall provide components configuration evidence.

Content and presentation elements
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ALC_COMP.1.1C

The components configuration evidence shall show that the evaluated version of the dependent
component has been installed onto / embedded into the evaluated version of the related base
component.

ALC_COMP.1.2C
The components configuration evidence shall show that:

a) The evidence for delivery and acceptance compatibility shall show that the delivery
procedures of the base component developer and the dependent component developer are
mpatible with the acceptance procedures of the composite product integrator.

b) The evidence shall show that preparative guidance procedures prescribed by the base
mponent developer and the dependent component developer are either actually being

sed by the composite product integrator or compatible with the’composjte product
ihtegrator guidance and do not contradict each other.

Evalhator action elements
ALC_COMP.1.1E

The ¢valuator shall confirm that the information provided-ineets all requirements|for content
and presentation of evidence.

ALC_COMP.1.2E

The ¢valuator shall confirm that the evidence for‘delivery compatibility is complete, coherent,
and internally consistent.

13 (lass ATE: Tests

13.1| General

The ¢lass “Tests” encompasses(five families: Coverage (ATE_COV), Depth (ATE_DPT), [ndependent
testing (ATE_IND) (i.e. functional testing performed by evaluators), Functional tests (ATE_FUN)
and Composite functional testing (ATE_COMP). Testing provides assurance that the TSK behaves as
descijibed (in the funcfional specification, TOE design, implementation representation| and allows
straightforward traceability of SFR in test scenario).

The gmphasis in-this class is on confirmation that the TSF operates according to its design flescriptions.
This [class does‘not address penetration testing, which is based upon an analysis of the TSF that
specsi[cally seeks to identify vulnerabilities in the design and implementation of the TSF| Penetration

testing jis.addressed separately as an aspect of vulnerability assessment in the AVA: Yulnerability
assegsnient class.

The ATE: Tests class separates testing into developer testing and evaluator testing. The Coverage
(ATE_COV), and Depth (ATE_DPT) families address the completeness of developer testing. Coverage
(ATE_COV) addresses the rigour with which the functional specification is tested; Depth (ATE_DPT)
addresses whether testing against other design descriptions (security architecture, TOE design, and
implementation representation) is required.

Functional tests (ATE_FUN) addresses the performing of the tests by the developer and how this testing
should be documented. Finally, Independent testing (ATE_IND) then addresses evaluator testing:
whether the evaluator should repeat part or all of the developer testing and how much independent
testing the evaluator should do.

Composite functional testing (ATE_COMP) determines whether the composite product as a whole
exhibits the properties necessary to satisfy the functional requirements of its ST.
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Figure 11 shows the families within this class, and the hierarchy of components within the families.

ATE_COV: Coverage 1 2 3
ATE_DPT: Depth 1 2 3 4
ATE_FUN: Functional tests 1 2
ATE_IND: Independent testing 1 2 3
ATE_COMP: Composite functional testing 1

Figure 11 — ATE: Tests class decomposition

13.2 Coverjage (ATE_COV)

13.2.1 Objéctives

This family dstablishes that the TSF has been tested against its functionalspecification. This is achlieved
through an gxamination of developer evidence of correspondence.

13.2.2 Coniponent levelling

The compongnts in this family are levelled on the basis of specification.
13.2.3 Application notes
13.2.4 ATE|COV.1 Evidence of coverage

Dependencigs: ADV_FSP.2 Securityrernforcing functional specification
ATE_FUN.1 Functional testing

Objectives
The objective of this component is to establish that some of the TSFIs have been tested.

Application|notes

In this compjonent'the developer shows how tests in the test documentation correspond to TSFIs |n the
functional s;recification. This can be achieved by a statement of correspondence, perhaps using a tjlable.

Developer action elements

ATE_COV.1.1D

The developer shall provide evidence of the test coverage.
Content and presentation elements

ATE_COV.1.1C

The evidence of the test coverage shall show the correspondence between the tests in the test
documentation and the TSFIs in the functional specification.

Evaluator action elements
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ATE_COV.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

13.2.5 ATE_COV.2 Analysis of coverage

Dependencies: ADV_FSP.2 Security-enforcing functional specification

ATE_FUN.1 Functional testing

Objectives
The dgbjective of this component is to confirm that all of the TSFIs have been tested.
Appljcation notes

In this component the developer confirms that tests in the test documentation’correspond to all of the
TSFIY in the functional specification. This can be achieved by a statement‘of correspondence, perhaps
using a table, but the developer also provides an analysis of the test coyerage.

Develloper action elements

ATE_COV.2.1D

The developer shall provide an analysis of the test coverage:
Content and presentation elements

ATE_COV.2.1C

The gnalysis of the test coverage shall demenstrate the correspondence between the tesits in the test
documentation and the TSFIs in the functighal specification.

ATE_(COV.2.2C

The analysis of the test coverage-shall demonstrate that all TSFIs in the functional specification
have(been tested.

Evaluator action elements
ATE |COV.2.1E

The ¢valuator shall confirm that the information provided meets all requirements for [content and
presgntation ofievidence.

13.2.6 A/ATE_COV.3 Rigorous analysis of coverage

Dependencies: ADV_FSP.2 Security-enforcing functional specification
ATE_FUN.1 Functional testin
Objectives

In this component, the objective is to confirm that the developer performed exhaustive tests of all
interfaces in the functional specification.

The objective of this component is to confirm that all parameters of all of the TSFIs have been tested.

Application notes
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In this component the developer is required to show how tests in the test documentation correspond to
all of the TSFIs in the functional specification. This can be achieved by a statement of correspondence,
perhaps using a table, but in addition the developer is required to demonstrate that the tests exercise
all of the parameters of all TSFIs. This additional requirement includes bounds testing (i.e. verifying
that errors are generated when stated limits are exceeded) and negative testing (e.g. when access is
given to User A, verifying not only that User A now has access, but also that User B did not suddenly gain
access). This kind of testing is not, strictly speaking, exhaustive because not every possible value of the
parameters is expected to be checked.

Developer action elements

ATE_COV.3.1D

The developgr shall provide an analysis of the test coverage.
Content and presentation elements

ATE_COV.3.1C

The analysiq of the test coverage shall demonstrate the correspondence betweenthe tests in thg test
documentatjon and the TSFIs in the functional specification.

ATE_COV.3.2C

The analysiq of the test coverage shall demonstrate that all TSFIs in the functional specification| have
been completely tested.

Evaluator afrtion elements
ATE_COV.3.1E

The evaluatpr shall confirm that the information provided meets all requirements for contenf and
presentatior] of evidence.

13.3 Depth (ATE_DPT)

13.3.1 Obijéctives

The compornents in this family, deal with the level of detail to which the TSF is tested by the
developer. Testing of the TSE-is'based upon increasing depth of information derived from additional
design repre¢sentations and descriptions (TOE design, implementation representation, and sequrity
architecture description).

The objective is to_c¢ounter the risk of missing an error in the development of the TOE. Testing that
exercises spgcific.internal interfaces can provide assurance not only that the TSF exhibits the ddsired
external sedurity-behaviour, but also that this behaviour stems from correctly operating intlernal
functionality. 1

13.3.2 Component levelling

The components in this family are levelled on the basis of increasing detail provided in the TSF
representations, from the TOE design to the implementation representation. This levelling reflects the
TSF representations presented in the ADV class.

13.3.3 Application notes

The TOE design describes the internal components (e.g. subsystems) and, perhaps, modules of the TSF,
together with a description of the interfaces among these components and modules. Evidence of testing
of this TOE design must show that the internal interfaces have been exercised and seen to behave as
described. This may be achieved through testing via the external interfaces of the TSF, or by testing of
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the TOE subsystem or module interfaces in isolation, perhaps employing a test harness. In cases where
some aspects of an internal interface cannot be tested via the external interfaces, there should either be
justification that these aspects need not be tested, or the internal interface needs to be tested directly.
In the latter case the TOE design needs to be sufficiently detailed in order to facilitate direct testing.

In cases where the description of the TSF's architectural soundness [in Security Architecture (ADV_
ARCQ)] cites specific mechanisms, the tests performed by the developer must show that the mechanisms
have been exercised and seen to behave as described.

At the highest component of this family, the testing is performed not only against the TOE design, but
also against the implementation representation.

13.3.4 ATE_DPT.1 Testing: basic design

Depehdencies: ADV_ARC.1 Security architecture description
ADV_TDS.2 Architectural design

ATE_FUN.1 Functional testing

Objec¢tives

The qubsystem descriptions of the TSF provide a high-level deseription of the internal workings of the
TSF. Testing at the level of the TOE subsystems provides assutance that the TSF subsystem$ behave and
interact as described in the TOE design and the security architecture description.

Developer action elements

ATE DPT.1.1D

The developer shall provide the analysis of the depth of testing.
Content and presentation elements
ATE_DPT.1.1C

The analysis of the depth of tésting shall demonstrate the correspondence between|the tests in
the test documentation and the TSF subsystems in the TOE design.

ATE_DPT.1.2C

The analysis of the'depth of testing shall demonstrate that all TSF subsystems in the|TOE design
have(been tested:

Evalyator action elements

ATE_DPT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

13.3.5 ATE_DPT.2 Testing: security enforcing modules

Dependencies: ADV_ARC.1 Security architecture description
ADV_TDS.3 Basic modular design
ATE_FUN.1 Functional testing

Objectives
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The subsystem and module descriptions of the TSF provide a high-level description of the internal
workings, and a description of the interfaces of the SFR-enforcing modules, of the TSF. Testing at this
level of TOE description provides assurance that the TSF subsystems and SFR-enforcing modules
behave and interact as described in the TOE design and the security architecture description.

Developer action elements
ATE_DPT.2.1D
The developer shall provide the analysis of the depth of testing.

Content and presentation elements

ATE_DPT.Z.IIC

The analysig of the depth of testing shall demonstrate the correspondence between the testsin the test
documentatjon and the TSF subsystems and SFR-enforcing modules in the TOE design,

ATE_DPT.2.RC

The analysiq of the depth of testing shall demonstrate that all TSF subsystems in the TOE design| have
been tested.

ATE_DPT.2.8C

The analysis of the depth of testing shall demonstrate that the SFR-enforcing modules in th¢ TOE
design havd been tested.

Evaluator artion elements
ATE_DPT.2.LE

The evaluatpr shall confirm that the information provided meets all requirements for content and
presentatior] of evidence.

13.3.6 ATE[DPT.3 Testing: modular design

Dependencigs: ADV_ARC.1 Security architecture description
ADV_TDS 4 Semiformal modular design
ATE_EUN.1 Functional testing

Objectives

The subsystem and*module descriptions of the TSF provide a high-level description of the internal
workings, and,a‘description of the interfaces of the modules, of the TSF. Testing at this level of TOE
description irovides assurance that the TSF subsystems and modules behave and interact as desdribed
in the TOE design and the security architecture description.

Developer action elements

ATE_DPT.3.1D

The developer shall provide the analysis of the depth of testing.
Content and presentation elements

ATE_DPT.3.1C

The analysis of the depth of testing shall demonstrate the correspondence between the tests in the test
documentation and the TSF subsystems and modules in the TOE design.
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ATE_DPT.3.2C

The analysis of the depth of testing shall demonstrate that all TSF subsystems in the TOE design have
been tested.

ATE_DPT.3.3C

The analysis of the depth of testing shall demonstrate that all TSF modules in the TOE design have been
tested.

Evaluator action elements

ATE_PPT:3-1E

The ¢valuator shall confirm that the information provided meets all requirements\for [content and
presgntation of evidence.

13.3.7 ATE_DPT.4 Testing: implementation representation

Depepdencies: ADV_ARC.1 Security architecture description
ADV_TDS.4 Semiformal modular design

ADV_IMP.1 Implementation representation-of the TSF
ATE_FUN.1 Functional testing

Objec¢tives

The gubsystem and module descriptions of the*TSF provide a high-level description of|the internal
workfings, and a description of the interfaces-6f the modules, of the TSF. Testing at this [level of TOE
descijiption provides assurance that the TSF subsystems and modules behave and interactfas described
in the¢ TOE design and the security architecture description, and in accordance with the implementation
reprgsentation.

Develloper action elements

ATE_DPT.4.1D

The developer shall provide the analysis of the depth of testing.
Content and presentation elements

ATE_DPT.4.1C

The gnalysis-of the depth of testing shall demonstrate the correspondence between the tedts in the test
documentation and the TSF subsystems and modules in the TOE design.

ATE_DPT.4.2C

The analysis of the depth of testing shall demonstrate that all TSF subsystems in the TOE design have
been tested.

ATE_DPT.4.3C

The analysis of the depth of testing shall demonstrate that all modules in the TOE design have been
tested.

ATE_DPT.4.4C

The analysis of the depth of testing shall demonstrate that the TSF operates in accordance with
its implementation representation.
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ction elements

1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

13.4 Functional tests (ATE_FUN)

13.4.1 Objectives

Functional
documentat

design desci

families.

This family
small.

The families
combination

festing performed Dy the developer provides assurance that the tests In the
on are performed and documented correctly. The correspondence of these testsit
iptions of the TSF is achieved through the Coverage (ATE_COV) and Depth~(ATE_

contributes to providing assurance that the likelihood of undiscovered(flaws is rela

Coverage (ATE_COV), Depth (ATE_DPT) and Functional tests (ATE_FUN) are us
to define the evidence of testing to be supplied by a developér. Independent funct

testing by the evaluator is specified by Independent testing (ATE_IND).

13.4.2 Com

This family (

13.4.3 App

Procedures
test suites, i

procedures §

Ordering de
the existenc

before test H

successful e

dependencig
immediately

13.4.4 ATE

Dependencig

Objectives

ponent levelling

ontains two components, the higher requiring that ordering dependencies are analyg

lication notes

for performing tests are expected to ‘provide instructions for using test program
hcluding the test environment, test conditions, test data parameters and values. Th
hould also show how the test results’are derived from the test inputs.

pendencies are relevant when‘the successful execution of a particular test depends
b of a particular state. For example, this can require that test A be executed immed
, since the state resulting\from the successful execution of test A is a prerequisite fq

s. In the above example, test B can fail because test C (rather than test A) was exe
before it, or the.failure of test B can be related to a failure of test A.

| FUN.1 Functional testing

s: ATE=COV.1 Evidence of coverage.

test
0 the
DPT)

tively

ed in
ional

5 and
b test

upon
ately
r the

kecution of test B. Thus, failure of test B can be related to a problem with the ordering

ruted

The objective is for the developer to demonstrate that the tests in the test documentation are performed

and documen

ted correctly.

Developer action elements

ATE_FUN.1.

1D

The developer shall test the TSF and document the results.

ATE_FUN.1.

2D

The developer shall provide test documentation.

Content and presentation elements
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FUN.1.1C

The test documentation shall consist of test plans, expected test results and actual test results.

ATE_

FUN.1.2C

The test plans shall identify the tests to be performed and describe the scenarios for performing
each test. These scenarios shall include any ordering dependencies on the results of other tests.

ATE_

FUN.1.3C

The expected test results shall show the anticipated outputs from a successful execution of the

tests

ATE _[FUN.1.4C

The actual test results shall be consistent with the expected test results.

Eval
ATE |
The

and presentation of evidence.

13.4.
Depe
Obje
The

perfcll;med and documented correctly, and toensure that testing is structured such as to a

argu

Appl

Altho
tests
facto
order

Deve)
ATE

The d

JFUN.2.1B

ator action elements
FUN.1.1E

evaluator shall confirm that the information provided méets all requirements

5 ATE_FUN.2 Ordered functional testing

hdencies: ATE_COV.1 Evidence of coverage.

Ctives

bjectives are for the developer to demonstrate that the tests in the test docum
ents about the correctness of the interfaces being tested.

cation notes

ugh the test procedures.may state pre-requisite initial test conditions in terms of
they may not provide @ rationale for the ordering. An analysis of test ordering is g
" in determining theiadequacy of testing, as there is a possibility of faults being cong
ing of tests.

loper actionelements

eveloper shall test the TSF and document the results.

for content

entation are
void circular

ordering of
n important
ealed by the

FUN.2.2D

ATE_

The developer shall provide test documentation.

Content and presentation elements

ATE_

FUN.2.1C

The test documentation shall consist of test plans, expected test results and actual test results.

ATE_

FUN.2.2C

The test plans shall identify the tests to be performed and describe the scenarios for performing each
test. These scenarios shall include any ordering dependencies on the results of other tests.

ATE_

FUN.2.3C
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The expected test results shall show the anticipated outputs from a successful execution of the tests.
ATE_FUN.2.4C

The actual test results shall be consistent with the expected test results.

ATE_FUN.2.5C

The test documentation shall include an analysis of the test procedure ordering dependencies.
Evaluator action elements

ATE_FUN.2 1E

The evaluatpr shall confirm that the information provided meets all requirements for centent and
presentatior] of evidence.

13.5 Independent testing (ATE_IND)

13.5.1 Obijéctives

The objectives of this family are built upon the assurances achieved in the’ATE_FUN, ATE_COV, and
ATE_DPT families by verifying the developer testing and performing additional tests by the evaluator.

13.5.2 Coniponent levelling

Levelling is based upon the amount of developer test documentation and test support and the amount
of evaluator ftesting.

13.5.3 Application notes

This family|deals with the degree to which there is independent functional testing of the TSF.
Independeny functional testing may take the\form of repeating the developer's functional tests (in
whole or in part) or of extending the scope or the depth of the developer's tests. These activiti¢s are
complementpry, and an appropriate miximust be planned for each TOE, which takes into account the
availability and coverage of test results,-dnd the functional complexity of the TSF.

Sampling of developer tests is intended to provide confirmation that the developer has carried ofit his
planned testjprogramme on thé'I'SF and has correctly recorded the results. The size of sample selected
will be influ¢nced by the detailland quality of the developer's functional test results. The evaluator will
also need to [consider the scope for devising additional tests, and the relative benefit that may be ghined
from effort ih these two.areas. It is recognized that repetition of all developer tests may be feasible and
desirable in fome ca§es, but may be very arduous and less productive in others. The highest comppnent
in this family should therefore be used with caution. Sampling will address the whole range of test
results availpbleincluding those supplied to meet the requirements of both Coverage (ATE_COV[) and
Depth (ATE_[DRT).

There is also a need to consider the different configurations of the TOE that are included within the
evaluation. The evaluator will need to assess the applicability of the results provided, and to plan his
own testing accordingly.

The suitability of the TOE for testing is based on the access to the TOE, and the supporting documentation
and information required (including any test software or tools) to run tests. The need for such support
is addressed by the dependencies to other assurance families.

Additionally, suitability of the TOE for testing may be based on other considerations. For example, the
version of the TOE submitted by the developer may not be the final version.
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The term interfaces refers to interfaces described in the functional specification and TOE design, and
parameters passed through invocations identified in the implementation representation. The exact set
of interfaces to be used is selected through Coverage (ATE_COV) and the Depth (ATE_DPT) components.

References to a subset of the interfaces are intended to allow the evaluator to design an appropriate set
of tests which is consistent with the objectives of the evaluation being conducted.

13.5.4 ATE_IND.1 Independent testing - conformance

Dependencies: ADV_FSP.1 Basic functional specification

Obje

In thi
reprd

Appl

This
are 1
evalu
in ac
The @
to co
issue
activ

Devel

ATE_

AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Ctives

s component, the objective is to demonstrate that the TOE operates in accordance wi
sentations and guidance documents.

cation notes

fomponent does not address the use of developer test results. It is applicable where
ot available, and also in cases where the developer's testing is accepted without va
ator is required to devise and conduct tests with the objective of confirming that the 1
ordance with its design representations, including-But not limited to the functional
pproach is to gain confidence in correct operation through representative testing

and needs to be considered in the context of\a particular TOE and the balance of othg
ties.

loper action elements

IND.1.1D

The developer shall provide the:TOE for testing.

Cont
ATE
The

ent and presentation elements

A{IND.1.1C

TOE shall be suitable for testing.

ATE
The

ator action elements

ND(1.,1E

th its design

such results
idation. The
'OE operates
pecification.
rather than

hduct every possible test. The extent of testing to be planned for this purpose is a fnethodology

b1 evaluation

and presentation of evidence.

ATE_

IND.1.2E

for content

The evaluator shall test a subset of the TSF to confirm that the TSF operates as specified.

13.5.

5 ATE_IND.2 Independent testing - sample

Dependencies: ADV_FSP.2 Security-enforcing functional specification

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures
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ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

In this component, the objective is to demonstrate that the TOE operates in accordance with its design
representations and guidance documents. Evaluator testing confirms that the developer performed

some tests o

Application

The intent i that the developer should provide the evaluator with materials necessary for the eff]

]

reproduction of developer tests. This may include such things as machine-readable test docunént

test progra

This compor
to suppleme
gain confide
upon the dey
By using a
the TOE ops
developer's

tested the T
in areas whg

Developer 3
ATE_IND.2.]
The develop
Content and

ATE_IND.2.]

The TOE shalll be suitable for testing.

ATE_IND.2.]

The develo
developer's

Evaluator a
ATE_IND.2.]

The evaluat

f some interfaces in the functional specification.

notes

s, etc.

ent contains a requirement that the evaluator has available test results froni the deve
ht the programme of testing. The evaluator will repeat a sample of thedeveloper's te
nce in the results obtained. Having established such confidence thé evaluator will
reloper's testing by conducting additional tests that exercise the TOE in a different ma
latform of validated developer test results the evaluator is able-to gain confidencg

pwn efforts, given a fixed level of resource. Having gained eonfidence that the developg
DE, the evaluator will also have more freedom, where appropriate, to concentrate te
re examination of documentation or specialist knowledge has raised particular concg

ction elements

|D

br shall provide the TOE for testing.
presentation elements

| C

C

functional testing of the TSF.
Ction elements

LE

icient
htion,

loper
5ts to
build
nner.
e that

rates correctly in a wider range of conditions than would-be possible purely using the

1 has
sting
rns.

per shall providéan equivalent set of resources to those that were used in the

b SHall confirm that the information provided meets all requirements for conten

t and

presentation of evidence.

ATE_IND.2.2E

The evaluator shall execute a sample of tests in the test documentation to verify the developer
test results.

ATE_IND.2.3E

The evaluator shall test a subset of the TSF to confirm that the TSF operates as specified.

13.5.6 ATE_
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Dependencies: ADV_FSP.4 Complete functional specification
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ATE_COV.1 Evidence of coverage
ATE_FUN.1 Functional testing

Objectives

-3:2022(E)

In this component, the objective is to demonstrate that the TOE operates in accordancewi{th its design
reprgsentations and guidance documents. Evaluator testing includes repeating all-of the developer

tests
Application notes

The iptent is that the developer should provide the evaluator with materialsmecessary for
reprdduction of developer tests. This may include, e.g. machine-readable test docume
progtams.

In this component the evaluator must repeat all of the developér's'tests as part of the pi
testing. As in the previous component the evaluator will also conduct tests that aim to exe
in a different manner from that achieved by the developer. h cases where developer test
exhatistive, there may remain little scope for this.

Develloper action elements
ATE_IND.3.1D

The developer shall provide the TOE for testing.
Content and presentation elements
ATE_IND.3.1C

The TOE shall be suitable for testing.
ATE_IND.3.2C

The
func

developer shall previde an equivalent set of resources to those that were used in thg
tional testing of the TSF.

Evaluator action elements

ATE_[IND(3;1E

the efficient
ntation, test

ogramme of
‘cise the TSF
ng has been

developer's

The évaluatorshall confirmthatthei Aded1mee
presentation of evidence.

ATE_IND.3.2E

content and

The evaluator shall execute all tests in the test documentation to verify the developer test results.

ATE_IND.3.3E

The evaluator shall test the TSF to confirm that the entire TSF operates as specified.
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13.6 Comp

osite functional testing (ATE_COMP)

13.6.1 Objectives

The aim of this family is to determine whether the composite product as a whole exhibits the properties

necessary to

13.6.2 Com

satisfy the functional requirements of its composite product ST.

ponent levelling

This family contains only one component.

13.6.3 Application notes

A composite|product can be tested by testing its components separately and by testing the integ

product. Se

independent]ly of each other. A lot of tests of the base component may have been performed with
scope of its pccomplished evaluation. The dependent component may be tested oh<a simulator
emulator, which represent a virtual machine.

Integration f{
is running tg

Some depen
embedding/
using the int
shall be per
functions of
assurance cl

Since the ar
already beer
in the comp
information

The behavio
well as on t
withstand a
physical att3
but not on a

This family
partial effor
integration {

families of the class'ATE shall be applied.

rate testing means that its base component and its dependent component arebeing t

esting means that the composite product is being tested as it isithe dependent comp
gether with the related base component.

dent component functionality testing can only be performed on emulators, befo
ntegration onto the base component, as effectiveness)of this testing may not be v
erfaces of the composite product. Nevertheless, funétional testing of the composite pr
formed also on composite product samples aceording to the description of the sec
the composite product and using the standard approach as required by the relevan
hss. No additional developer’s action is required here.

hount, the coverage and the depth ofxthe functional tests of the base component
validated by the base component evaluation, it is not necessary to re-perform these
bsite evaluation. Please note that the ETR for composite evaluation does not provid
on functional testing for the base component.

ur of implementation of somie SFRs can depend on properties of the base compong

side channel attack or Correctness of the implementation of tamper resistance ag
cks). In such case the SFR implementation shall be tested on the final composite prd
simulator or an.emulator.

focuses exclusively on testing of the composite product as a whole and represents 1
ts withinthe general test approach being covered by the assurance class ATE. ]
ests shall'be specified and performed, whereby the approach of the standard assu

rated
ested

n the

or an

bnent

re its
isible
bduct
urity
t ATE

have
tasks
e any

nt as

he dependent component\(e.g. correctness of the measures of the composite prodyct to

ainst
duct,

erely
[hese
rance

osite

The compos
product eval

— composi

13.6.4 ATE_

to prndur‘f evaluation SPpOnsor shall ensurethatthe Fn”nun'ng isavailable forthe comy

uator:

te product samples suitable for testing.

COMP.1 Composite product functional testing

Dependencies: No dependencies

Developer action elements

ATE_COMP.1.1D

The developer shall provide a set of tests as required by the assurance package chosen.
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ATE_COMP.1.2D

The developer shall provide the composite product for testing.
Content and presentation elements

ATE_COMP.1.1C

Content and presentation of the specification and documentation of the integration tests shall
correspond to the standard!? requirements of the assurance families ATE_FUN and ATE_COV.

ATE_COMP.1.2C

The ¢omposite product provided shall be suitable for testing.
Evaluyator action elements
ATE_COMP.1.1E

The evaluator shall confirm that the information provided meets all/'requirements|for content
and presentation of evidence.

14 (lass AVA: Vulnerability assessment

14.1| General

The AVA: Vulnerability assessment class addresses“the possibility of exploitable vylnerabilities
introfluced in the development or the operation of the TOE.

Figuie 12 shows the families within this class, and the hierarchy of components within the families.

AVA_VAN: Vulnerability assessment 1 2 3 4 5

AVA_COMP: Composite productvulnerability assessment 1

Figure 12 —="AVA: Vulnerability assessment class decomposition

14.2| Application notes

Generally, the vulnerability assessment activity covers various vulnerabilities in the fdevelopment
and gperation-of the TOE. Development vulnerabilities take advantage of some property of the TOE,
or the produict’where the TOE resides, which was introduced during its development, €.g. defeating
the T|SF self*protection through tampering, direct attack or monitoring of the TSF, defeating the TSF
domgin separatlon through momtormg or d1rect attack the TSF or defeatmg non- bypassab lity through
circulr [ [ e environment
must also be con51dered Operatlonal Vulnerabllltles take advantage of weaknesses in non-technical
countermeasures to violate the TOE SFRs, e.g. misuse or incorrect configuration. Misuse investigates
whether the TOE can be configured or used in a manner that is insecure, but that an administrator or
user of the TOE would reasonably believe to be secure.

Assessment of development vulnerabilities is covered by the assurance family AVA_VAN. Basically,
all development vulnerabilities can be considered in the context of AVA_VAN due to the fact, that this
family allows application of a wide range of assessment methodologies being unspecific to the kind of
an attack scenario. These unspecific assessment methodologies comprise, among other, also the specific
methodologies for those TSF where covert channels are to be considered (a channel capacity estimation
can be done using informal engineering measurements, as well as actual test measurements) or can be

10) i.e. as defined by ISO/IEC 18045.
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overcome by the use of sufficient resources in the form of a direct attack (underlying technical concept
of those TSF is based on probabilistic or permutational mechanisms; a qualification of their security
behaviour and the effort required to overcome them can be made using a quantitative or statistical

analysis).

If there are security objectives specified in the ST to either to prevent one user of the TOE from
observing activity associated with another user of the TOE, or to ensure that information flows cannot
be used to achieve enforced illicit data signals, covert channel analysis should be considered during the
conduct of the vulnerability analysis. This is often reflected by the inclusion of Unobservability (FPR_
UNO) and multilevel access control policies specified through Access control policy (FDP_ACC) and/or

Information

flow control policy (FDP_IFC) requirements in the ST.

14.3 Vulnelrability analysis (AVA_VAN)

14.3.1 Objg

Vulnerabilit)
during the e}
by flaw hyp
security me

Vulnerabilit)

or interfere

In case ofarn
well as the T

14.3.2 Com

Levelling is |
of attack pofj

14.3.3 AVA

Dependencigs:

Objectives

pctives

/ analysis is an assessment to determine whether potential vulnerabilities ident
Faluation of the development and anticipated operation of the TOE orby other method
btheses or quantitative or statistical analysis of the security beltayiour of the under
hanisms), can allow attackers to violate the SFRs.

vith the authorized capabilities of other users.

hulti-assurance evaluation the vulnerability analysis shall assess the defined sub-T
OE as a whole.

ponent levelling

ased on an increasing rigour of vulnetability analysis by the evaluator and increased
ential required by an attacker to identify and exploit the potential vulnerabilities.

| VAN.1 Vulnerability survey:

wn

ADV_FSP.1 Basic'functional specification
AGD_ORE:I*Operational user guidance

AGDYPRE.1 Preparative procedures

A vulnerabil
ascertain po

tty survey of information available in the public domain is performed by the evalua

ified,
5 (e.g.
lying

F analysis deals with the threats that an attacker will be-able to discover flaws that will
allow unauthorised access to data and functionality, allow the ability to interfere with or alter th

e TSF,

SF as

evels

for to

eritial vulnerabilities that may be easily found by an attacker.

The evaluator performs penetration testing, to confirm that the potential vulnerabilities cannot be
exploited in the operational environment for the TOE. Penetration testing is performed by the evaluator
assuming an attack potential of Basic.

Developer action elements

AVA_VAN.1.1D

The developer shall provide the TOE for testing.

Content and presentation elements

AVA_VAN.1.1C

136

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=3ac7103d13b10e8d594aa2341a2b532c

ISO/IEC 15408-3:2022(E)

The TOE shall be suitable for testing.
Evaluator action elements
AVA_VAN.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

AVA _VAN.1.2E

The evaluator shall perform a search of public domain sources to identify potential vulnerabilities
in theTOE:

AVA _VAN.1.3E

The ¢valuator shall conduct penetration testing, based on the identified potential vulherabilities,
to dgtermine that the TOE is resistant to attacks performed by an attacker possessing Basic
attadk potential.

14.3.4 AVA_VAN.2 Vulnerability analysis

Depehdencies: ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specification
ADV_TDS.1 Basic design

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

Objec¢tives

A vullnerability analysis is performed by the evaluator to ascertain the presence [of potential
vulngrabilities.

The ¢valuator performs penétration testing, to confirm that the potential vulnerabiliti¢s cannot be
expldited in the operational environment for the TOE. Penetration testing is performed by fhe evaluator
assurning an attack potential of Basic.

Develloper action elements
AVA_VAN.2.1D

The develeper shall provide the TOE for testing.

AVA _VAN.2.2D

The developer shall provide a list of third party components included in the TOE and the TOE
delivery.

Content and presentation elements
AVA _VAN.2.1C

The TOE shall be suitable for testing.
AVA_VAN.2.2C

The list of third party components shall include components provided by third parties, and that
are part of the TOE or otherwise part of the TOE delivery.
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Evaluator action elements
AVA_VAN.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

AVA_VAN.2.2E

The evaluator shall perform a search of public domain sources to identify potential vulnerabilities in
the TOE the components in the list of third party components, and specific IT products in the
environment that the TOE depends on.

AVA_VAN.2.BE

The evaluator shall perform an independent vulnerability analysis of the TOE using the'guidance
documentation, functional specification, TOE design and security architecture, descriptipn to

identify pol'[:ntial vulnerabilities in the TOE.
AVA_VAN.2 {E

The evaluatpr shall conduct penetration testing, based on the identified’ potential vulnerabillities,
to determing that the TOE is resistant to attacks performed by an attacker possessing Basic gttack
potential.

14.3.5 AVA|[VAN.3 Focused vulnerability analysis

Dependencigs: ADV_ARC.1 Security architecture description
ADV_FSP.4 Complete functional specification
ADV_TDS.3 Basic modular design

ADV_IMP.1 Implementatignh representation of the TSF
AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures
ATE_DPTX:Testing: basic design

Objectives

A Vulnerab:Ileity analysis is performed by the evaluator to ascertain the presence of potential
vulnerabilities.

The evaluatpr{performs penetration testing, to confirm that the potential vulnerabilities cannot be
exploited in theoperational environmentfor the i esting |
assuming an attack potential of Enhanced-Basic.

Developer action elements

AVA _VAN.3.1D

The developer shall provide the TOE for testing.

AVA _VAN.3.2D

The developer shall provide a list of third party components included in the TOE and the TOE delivery.
Content and presentation elements

AVA_VAN.3.1C
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The TOE shall be suitable for testing.
AVA_VAN.3.2C

The list of third party components shall include components provided by third parties, and that are
part of the TOE or otherwise part of the TOE delivery.

Evaluator action elements
AVA_VAN.3.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presqrtatiomof eviderce:

AVA _VAN.3.2E

The gvaluator shall perform a search of public domain sources to identify potential wulnerabilities in the
TOE the components in the list of third party components, and specific IT products in the environment
that ghe TOE depends on.

AVA _VAN.3.3E

The evaluator shall perform an independent, focused vulnerability analysis of the TQE using the
guidgnce documentation, functional specification, TOE design;-security architecture desfription and
implementation representation to identify potential vulnerabilities in the TOE.

AVA _VAN.3.4E

The ¢valuator shall conduct penetration testing, based on the identified potential vulngrabilities, to
determine that the TOE is resistant to attacks perfermed by an attacker possessing Enhanced-Basic
attack potential.

14.3.6 AVA_VAN.4 Methodical vulnerability analysis

Depepdencies: ADV_ARC.1 Security architecture description
ADV_FSP4Complete functional specification
ADV_TDS.3 Basic modular design

ADV_IMP.1 Implementation representation of the TSF
AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ATE_DPT.1 Testing: basic design

Objectives

A methodical vulnerability analysis is performed by the evaluator to ascertain the presence of potential
vulnerabilities.

The evaluator performs penetration testing, to confirm that the potential vulnerabilities cannot be
exploited in the operational environment for the TOE. Penetration testing is performed by the evaluator
assuming an attack potential of Moderate.

Developer action elements
AVA_VAN.4.1D

The developer shall provide the TOE for testing.
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AVA_VAN.4.2D

The developer shall provide a list of third party components included in the TOE and the TOE delivery.

Content and presentation elements

AVA_VAN.4.1C

The TOE shall be suitable for testing.

AVA_VAN.4.2C

The list of t

t are

part of the T
Evaluator a
AVA_VAN.4.

The evaluat
presentation

AVA_VAN 4.

The evaluatdg
TOE the com
that the TOH

AVA_VAN.4.

The evaluat
guidance do
implementat

AVA_VAN 4.

The evaluat

determine that the TOE is resistant to attacks performed by an attacker possessing Moderate 3

potential.
14.3.7 AVA

Dependencice

OE or otherwise part of the TOE delivery.

rtion elements
LE

br shall confirm that the information provided meets all requirenfents for conten
of evidence.

PE

r shall perform a search of public domain sources to identify)potential vulnerabilities
ponents in the list of third party components, and specific IT products in the environ
depends on.

BE

r shall perform an independent, methodical’vulnerability analysis of the TOE usin
cumentation, functional specification, TOE design, security architecture descriptio
ion representation to identify potential'vulnerabilities in the TOE.

LE

br shall conduct penetration, testing based on the identified potential vulnerabilit

| VAN.5 Advanced-methodical vulnerability analysis

s: ADVSARC.1 Security architecture description
ADV_FSP.4 Complete functional specification

ADV_TDS.3 Basic modular design

E and

n the
ment

g the
h and

es to
ttack

Objectives

ADV_IMP.1 Implementation representation of the TSF
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

ATE_DPT.1 Testing: basic design

A methodical vulnerability analysis is performed by the evaluator to ascertain the presence of potential
vulnerabilities.
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The evaluator performs penetration testing, to confirm that the potential vulnerabilities cannot be

exploited in the operational environment for the TOE. Penetration testing is performed by t
assuming an attack potential of High.

Developer action elements

AVA_VAN.5.1D

The developer shall provide the TOE for testing.
AVA _VAN.5.2D

he evaluator

Content and presentation elements

AVA_VAN.5.1C
The TOE shall be suitable for testing.
AVA _VAN.5.2C

The ljist of third party components shall include components provided by third parties,
part ¢f the TOE or otherwise part of the TOE delivery.

Evaluator action elements
AVA_VAN.5.1E

The ¢valuator shall confirm that the informationsprovided meets all requirements for
presgntation of evidence.

AVA _VAN.5.2E

The gvaluator shall perform a search of pthlic domain sources to identify potential vulneral
TOE the components in the list of third party components, and specific IT products in the
that the TOE depends on.

AVA _VAN.5.3E

The ¢valuator shall perform’an independent, methodical vulnerability analysis of the T
guiddnce documentatjon; functional specification, TOE design, security architecture des
implgmentation repfesentation to identify potential vulnerabilities in the TOE.

AVA _VAN.5.4E

The ¢valuater shall conduct penetration testing based on the identified potential vulne
deterjmine_that the TOE is resistant to attacks performed by an attacker possessing

and that are

content and

bilities in the
bnvironment

DE using the
cription and

brabilities to
High attack

potentiak

14.4 Composite vulnerability assessment (AVA_COMP)

14.4.1 Objectives

The aim of this family is to determine the exploitability of flaws or weaknesses in the composite product

as a whole in the intended environment.

14.4.2 Component levelling

This family contains only one component.
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14.4.3 Application notes

This family focuses exclusively on the vulnerability assessment of the composite product as a whole
and represents merely partial efforts within the general approach being covered by the standard!!)

assurance fa

mily of the class AVA: AVA_VAN.

The composite product evaluator shall perform a vulnerability analysis for the composite product
using, amongst other, the results of the base component evaluation. This vulnerability analysis shall be
confirmed by penetration testing.

The composite product evaluator shall check that the confidentiality protection of the dependent
. : . th .

component

level claimed by the dependent component developer for ALC_DVS.

In special ca
time and re
also be used
evaluator, on

the base compponent. Different possibilities exist to shorten composite product vulnerability analy

such cases: |
on his exper
the separati
test samples
components
countermea

The results
represented

up-to-date and all composite activities for correctness‘>ASE_COMP.1, ALC_COMP.1, ADV_COMP.

ATE_COMP.]

Due to comp
cause additi
composite eV
re-assessme

The compos
composite p
— the bass
the base]

— therepg

14.4.4 AVA

11 nfi

m h

es, the vulnerability analysis and the definition of attacks can be difficult, need considd
uire extensive pre-testing, if only documentation is available. The base componen
in a way that was not foreseen by the base component developer and thebase comp
the dependent component developer may not have followed the stipulatiens provided

.g. the composite product evaluator may consult the base compenent evaluator and
ience gained during the base component evaluation. Alternatively, an approach aimi
n of vulnerabilities of the dependent component and the base'component by using sp
of the base component on which the composite product evaluator may load test depe

sures and without deactivating any base componentinherent countermeasure.

of the vulnerability assessment for the base“component of the composite pr
in the ETR for composite evaluation can be re-used under the following conditions: thg

- are finalised with the verdict PASS.

bnal vulnerabilities of the base camponent which might be not mentioned in the E7
aluation. In these circumstances.the composite product evaluation authority may req
ht or re-evaluation of the base component focusing on the new vulnerabilities’ issues.

jte product evaluation sponsor shall ensure that the following is made available fa
foduct evaluator:

component-related user guidance,
component:related ETR for composite evaluation prepared by the base component eval

rt of the base component evaluation authority.

iality

rable
may
bnent
with
sisin
draw
ng on
ecific
ndent

on his own discretion. The intention hereby is to use test‘dependent components without

bduct
y are
| and

psing of the base component and the dependent component a new quality arises, whicl may

'R for
lire a

r the

1ator,

| COMP.1 Composite product vulnerability assessment

Dependencies: No dependencies

Developer action elements

AVA_COMP.1.1D

The developer shall provide the composite product for penetration testing.

Content and presentation elements

AVA_COMP.1.1C

The composite product provided shall be suitable for testing as a whole.

11) i.e. as defined by ISO/IEC 18045.
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Evaluator action elements

AVA_COMP.1.1E

The evaluator shall conduct penetration testing of the composite product as a whole building on
the evaluator’s own vulnerability analysis to ensure that the vulnerabilities being relevant for
the composite product Security Target are not exploitable.

15 Class ACO: Composition

nnnnnn

15.16

The ¢
that ¢
secul

Comy
serie

aCITICTOr

lass ACO: Composition encompasses five families. These families specify assurance r|
re designed to provide confidence that a composed TOE will operate securely when
ity functionality provided by previously evaluated software, firmware or hardware ¢

osition involves taking two or more IT entities successfully evaluated 'against the IS

equirements
relying upon
omponents.

D/IEC 15408

b security assurance requirements packages (base components and 'dependent components, see

Anne

ik B) and combining them for use, with no further development of €ither IT entity. The
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This
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other

combination of two or more successfully evaluateéd components without having to re-

comp
with

CAPs
scale
comp
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of th
have
inad
thesd
defin|
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of ad
evall%tion). The composed TOE forms a new product that cansbe installed and integra

itional IT entities is notincluded (entities that have not previously been the subject of

ic environment instance that meets the objectives for thelenvironment.

hpproach does not provide an alternative approach forthe evaluation of components.
- ACO provides a composed TOE integrator a method, which can be used as an a
assurance levels specified in the ISO/IEC 15408 series, to gain confidence in a TO

osite TSF. The composed TOE integrator is‘teferred to as “developer” throughout th
hny references to the developer of the base“or dependent components clarified as su

Hevelopment
a component
fed into any

Composition
ternative to
E that is the
evaluate the
e ACO class,

c
as defined in ISO/IEC 15408-5 provide an assurance scale for composed TOEs. TfIs assurance

is required in addition to other assurance packages, for example the EALSs, becausg
onents evaluated against anather assurance package and gain equivalent assuj
Ling composed TOE, all SARs shall be applied to the composed TOE. Although reuse
e component TOE evaluation results, there are often additional aspects of the com
to be considered in the\composed TOE, as described in B.3. Due to the different par
omposed TOE evaluation activity it is generally not possible to gain all necessary ev
additional aspeets-of the components to apply the appropriate EAL. Hence, CAP
bd to address the iSsue of combining evaluated components and gaining a meaningfu
cussed furthér in Annex B.
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Non-TSF-a

Non-TSF-b

Key

A dependent component-a
B  base conjponent-b

1  ACO_REL (component-a)
2 ADV_FSH (component-b)
3 ACO_DEY (component-b)

Figure (13 — Relationship between ACO families and interactions between components

In a composg¢d TOE it is generally the case that ong component relies on the services provided by anpther
component. The component requiring services\is termed the dependent component and the comppnent
providing thee services is termed the base edmponent. This interaction and distinct is discussed further
in Annex B. [t is assumed to be the case\that the developer of the dependent component is suppqrting
the composed TOE evaluation in someémanner (as developer, sponsor, or just cooperating and providing
the necessaty evaluation evidence from the dependent component evaluation) The ACO compopents
included in fhe CAP assurance ‘packages should not be used as augmentations for component TOE

The familieq within the A€O class interact in a similar manner to the ADV, ATE and AVA classef in a
component TOE evaluatien and hence leverage from the specification of requirements from those classes

(ACO_REL).
the dependent component makes calls for services in support of the dependent component SFRs The
interfaces, and at higher levels the supporting behaviour, provided by the base component in response
to those service requests are analysed in ACO_DEV. The ACO_DEV family is based on the ADV_TDS family,
as at the simplest level the TSF of each component can be viewed as a subsystem of the composed TOE,
with additional portions of each component seen as additional subsystems. Therefore, the interfaces
between the components are seen as interactions between subsystems in a component TOE evaluation.

It is possible that the interfaces and supporting behaviour descriptions provided for ACO_DEV are
incomplete. This is determined during the conduct of ACO_COR. The ACO_COR family takes the outputs
of ACO_REL and ACO_DEV and determines whether the components are being used in their evaluated
configuration and identifies where any specifications are incomplete, which are then identified as
inputs into testing (ACO_CTT) and vulnerability analysis (ACO_VUL) activities of the composed TOE.
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Testing of the composed TOE is performed to determine that the composed TOE exhibits the
expected behaviour as determined by the composed TOE SFRs, and at higher levels demonstrates the
compatibility of the interfaces between the components of the composed TOE.

The vulnerability analysis of the composed TOE leverages from the outputs of the vulnerability analysis
of the component evaluations. The composed TOE vulnerability analysis considers any residual
vulnerabilities from the component evaluations to determine that the residual vulnerabilities are not
applicable to the composed TOE. A search of publicly available information relating to the components is
also performed to identify any issues reported in the components since the completion of the respective
evaluations.

The interaction between the ACO families is anir‘fnr‘ in Ficure 14 belgw. This shows hy solid arrowed
————————

lines [where the evidence and understanding gained in one family feeds into the next dctjvity and the
dashg¢d arrows identify where an activity explicitly traces back to the composed TOE SERs, [as described
abovg.

Figure 14 — Relationship between ACO families

Further discussion of the definition and interactions within composed TOEs is provided in[Annex B.

Figuie 15 shows the families within this class, and the hierarchy of components within the families.

ACO_COR: Composition rationale 1

ACO_DEV: Development evidence 1 2 3
ACE_REL: Reliance of dependent component 1 2

ACO_CTT: Composed TOE testing 1 2
ACO_VUL: Composition vulnerability analysis 1 2 3

Figure 15 — ACO: Composition class decomposition
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15.2 Comp

osition rationale (ACO_COR)

15.2.1 Objectives

This family addresses the requirement to demonstrate that the base component can provide an
appropriate level of assurance for use in composition.

15.2.2 Component levelling

There is only a single component in this family.

15.2.3 ACO

Dependencigs:

Developer 3

ACO_COR.1.

The developer shall provide composition rationale for the base-component.

Content and
ACO_COR.1.

The compo
of the depq
component
dependent ¢

Evaluator a

ACO_COR.1.

The evalu:;rlor shall confirm.that the information meets all requirements for content

presentati

15.3 Development eyidence (ACO_DEV)

15.3.1 Obijg

| COR.1 Composition rationale

ACO_DEV.1 Functional Description

wn

ALC_CMC.1 Labelling of the TOE
ACO_REL.1 Basic reliance information
ction elements

1D

presentation elements
1C

sition rationale shall demonstrate that’a level of assurance at least as high as
rndent component has been obtained for the support functionality of the

fomponent.
rtion elements

1E

of evidence.

pctives

This family 3

ets'out requirements for a specification of the base componentin increasing levels of d

that
base

when the base component is configured as required to support the TSF of the

and

etail.

Such information is required to gain confidence that the appropriate security functionality is provided
to support the requirements of the dependent component (as identified in the reliance information).

15.3.2 Component levelling

The components are levelled on the basis of increasing amounts of detail about the interfaces provided,
and how they are implemented.

15.3.3 Application notes

The TSF of the base component is often defined without knowledge of the dependencies of the possible
applications with which it may by composed. The TSF of this base component is defined to include all
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parts of the base component that have to be relied upon for enforcement of the base component SFRs.
This will include all parts of the base component required to implement the base component SFRs.

The functional specification of the base component will describe the TSFI in terms of the interfaces
the base component provides to allow an external entity to invoke operations of the TSF. This includes
interfaces to the human user to permit interaction with the operation of the TSF invoking SFRs and also
interfaces allowing an external IT entity to make calls into the TSF.

The functional specification only provides a description of what the TSF provides at its interface and
the means by which that TSF functionality are invoked. Therefore, the functional specification does
not necessarlly pr0v1de a complete interface spec1f1cat10n of all p0551ble interfaces available between

e quires from
ies upon of a
base [component is c0n51dered in Reliance of dependent component (ACO_REL) and the flevelopment

development information evidence includes a specification of the base.camponent. [[his may be
the eyidence used during evaluation of the base component to satisfy the ADV requiremgnts, or may
be arjother form of evidence produced by either the base component deweloper or the composed TOE
oper. This specification of the base component is used during Dévelopment evidenc¢ (ACO_DEV)
to galn confidence that the appropriate security functionality is provided to support the requirements
of thg dependent component. The level of detail required of this evidence increases to refle¢t the level of
required assurance in the composed TOE. This is expected to broadly reflect the increasing confidence
%d from the application of the assurance packages to the components. The evaluatorf determines

his description of the base component is consistent with the reliance information proyided for the
dependent component.

15.3.4 ACO_DEV.1 Functional Description
Dependencies: ACO_REL.1 Basic reliance inforimation

Obje¢tives

A degcription of the interfaces in thie base component, on which the dependent component relies, is
required. This is examined to determine whether or not it is consistent with the description|of interfaces
on which the dependent compenent relies, as provided in the reliance information.

Develloper action elements

ACO_DEV.1.1D

The developer shall provide development information for the base component.
Content and presentation elements

ACO_DEV:1.1C

The development information shall describe the purpose of each interface of the base component
used in the composed TOE.

ACO_DEV.1.2C

The development information shall show correspondence between the interfaces, used in the
composed TOE, of the base component and the dependent component to support the TSF of the
dependent component.

Evaluator action elements
ACO_DEV.1.1E

The evaluator shall confirm that the information meets all requirements for content and
presentation of evidence.
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ACO_DEV.1.2E

The evaluator shall determine that the interface description provided is consistent with the
reliance information provided for the dependent component.

15.3.5 ACO

_DEV.2 Basic evidence of design

Dependencies: ACO_REL.1 Basic reliance information

Objectives

A descripti
required. T
on which thg

In addition, {
is described

Developer 4
ACO_DEV.2.
The develop
Content ang
ACO_DEV.2.

The develop

on_of the interfaces in the base component, on which the dependent component rel
hfis is examined to determine whether or not it is consistent with the description of intef

dependent component relies, as provided in the reliance information.

he security behaviour of the base component that supports the dependent componen

ction elements

1D

br shall provide development information for the base component.
presentation elements

1C

ment information shall describe the purpose.and method of use of each interface

base component used in the composed TOE.

ACO_DEV.2.

p.C

The development information shall provide ahigh-level description of the behaviour of the

component
ACO_DEV.2.

The develop
TOE, of the
component.

Evaluator a
ACO_DEV.2.

The evaluatd
evidence.

which supports the enforcement of the dependent component SFRs.
BC

ment information shall show correspondence between the interfaces, used in the comj
base component and the dependent component to support the TSF of the depe

rtion elements
1E

r shall'confirm that the information meets all requirements for content and presentat

es, is
faces

t TSF

bf the

base

bosed
hdent

jon of

ACO_DEV.2.2E

The evaluator shall determine that the interface description provided is consistent with the reliance

information

15.3.6 ACO_

provided for the dependent component.

DEV.3 Detailed evidence of design

Dependencies: ACO_REL.2 Reliance information.

Objectives

A description of the interfaces in the base component, on which the dependent component relies, is
required. This is examined to determine whether or not it is consistent with the description of interfaces
on which the dependent component relies, as provided in the reliance information.
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The interface description of the architecture of the base component is provided to enable the evaluator
to determine whether or not that interface formed part of the TSF of the base component.

Developer action elements

ACO_DEV.3.1D

The developer shall provide development information for the base component.
Content and presentation elements

ACO_DEV.3.1C

evelopment information shall describe the purpose and method of use of each.interface of the
omponent used in the composed TOE.

EV.3.2C

evelopment information shall identify the subsystems of the base.component that provide
aces of the base component used in the composed TOE.

EV.3.3C

evelopment information shall provide a high-level desctiption of the behaviour|of the base
onent subsystems, which support the enforcement of the’dependent component SFRs.

EV.3.4C

evelopment information shall provide a mapping from the interfaces to the supsystems of
the base component.

ACO_DEV.3.5C

The development information shall show carrespondence between the interfaces, used in the composed
TOE, [of the base component and the dépendent component to support the TSF of the dependent
component.

Evalwator action elements
ACO_|DEV.3.1E

The gvaluator shall confirm that the information meets all requirements for content and presentation of
eviddnce.

ACO_DEV.3.2E

The ¢valuater shall determine that the interface description provided is consistent with|the reliance
information provided for the dependent component.

15.4 Reliance of dependent component (ACO_REL)

15.4.1 Objectives

The purpose of this family is to provide evidence that describes the reliance that a dependent component
has upon the base component. This information is useful to persons responsible for integrating the
component with other evaluated IT components to form the composed TOE, and for providing insight
into the security properties of the resulting composition.

This provides a description of the interface between the dependent and base components of the
composed TOE that may not have been analysed during evaluation of the individual components, as the
interfaces were not TSFIs of the individual component TOEs.
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