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Foreword

ISO (the International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
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blogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

ational Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

an In{

FC 15408-3 was prepared by Joint Technical Committee\4SO/IEC JTC 1, Informatior
Subcpmmittee SC 27, IT security techniques. The identical text ofy}ISO/IEC 15408 is published by

ain task of the joint technical committee is to prepare International Standards. Draft
ards adopted by the joint technical committee are circulated to national bodies for voting. |

ion is drawn to the possibility that some of the elements of this document may be the sub
ISO and IEC shall not be held responsible for identifying any or all'stch patent rights.

a Project Sponsoring Organisations as Common Criteria for Information Technology Secur

econd edition cancels and replaces the first edition (ISO/IEC 15408-3:1999), which has be
d.

FC 15408 consists of the following parts, under the general title Information technology
gues — Evaluation criteria for IT security:

art 1: Introduction and general model
art 2: Security functional regtirements

art 3: Security assurance requirements

notice

bvernmental organizations listed below contributed to the development of this version of
b forl Information Technology Security Evaluations. As the joint holders of the copyright in

hereby grant Ton-exciusive titense to 1SOHECto use CC 23 the contimued devetopment/ma

rnational Standard requires approval by at least 75 % of the national bodi€s casting a vote!.

Part 2.

International
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the Common
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bn technically

— Security

he Common
he Common
CC 2.3), they

b falInformation Technology Security Evaluations, version 2.3 Parts 1 through 3 (called (

intenance of

the ISO/IEC 15408 international standard. However, these governmental organizations retain the right to use,
copy, distribute, translate or modify CC 2.3 as they see fit.

Australia/New Zealand:

Canada:
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United Kingdom:

Direction Centrale de la Sécurité des Systémes d'Information;

Bundesamt fiir Sicherheit in der Informationstechnik;

Information Technology Promotion Agency;

Netherlands National Communications Security Agency;

Ministerio de Administraciones Publicas and Centro Criptologico Nacional;

Communications-Electronic Security Group;

United Stated:

The National Security Agency and the National Institute of Standards-ang
Technology.
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Introduction

Security assurance components, as defined in this part of ISO/IEC 15408, are the basis for the security
assurance requirements expressed in a Protection Profile (PP) or a Security Target (ST).

These requirements establish a standard way of expressing the assurance requirements for TOEs. This part
of ISO/IEC 15408 catalogues the set of assurance components, families and classes. This part of
ISO/IEC 15408 also defines evaluation criteria for PPs and STs and presents evaluation assurance levels that define

the plledefined ISO/IEC 15408 scale for rating assurance for TOEs, which is called the Evaluati
Levels (EALS).

The gudience for this part of ISO/IEC 15408 includes consumers, developers, and évaluators
systens and products. ISO/IEC 15408-1 Clause 5 provides additional information ©n the targe
ISO/IEC 15408, and on the use of ISO/IEC 15408 by the groups that comprise\the target aud
groups may use this part of ISO/IEC 15408 as follows:

a)

b)

Gonsumers, who use this part of ISO/IEC 15408 when selecting/components to expre
requirements to satisfy the security objectives expressed in a PP\or’ST, determining requ
S

tihe relationship between security objectives and security requirements.

reference this part of ISO/IEC 15408 when interpfeting statements of assurance requ
determining assurance approaches of TOEs.

B
statement of evaluation criteria when determining the assurance of TOEs and when evalug
9Ts.

bn Assurance

of secure IT
t audience of
ience. These

bS assurance
ired levels of

ecurity assurance of the TOE. ISO/IEC 15408-1 Subclause 5.3 provides more detailed ipformation on

Qevelopers, who respond to actual or perceived consumer security requirements in constrycting a TOE,

rements and

valuators, who use the assurance requirements defined in this part of ISO/IEC 15408 @&s mandatory

ting PPs and
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Information technology — Security techniques — Evaluation
criteria for IT security —

Part 3:
Security assurance requirements

1
This

assur|
from

2 N
The {
referg
docur

I1ISO/I
Part 1

3

For t
ISO/I

4 (
4.1
Claus
Claus
assur

in cla

Claus
expla

cope
art of ISO/IEC 15408 defines the assurance requirements of ISO/IEC 15408. It includes t

Ance levels (EALSs) that define a scale for measuring assurance, the individual assurance
vhich the assurance levels are composed, and the criteria for evaluation of PPst@and STs.

lormative references

ollowing referenced documents are indispensable for the application of this documer
nces, only the edition cited applies. For undated references,)the latest edition of th
hent (including any amendments) applies.

FC 15408-1, Information technology — Security techhiques — Evaluation criteria for I
. Introduction and general model

erms, definitions, symbols and abbreviated terms

he purposes of this document, the tetms, definitions, symbols and abbreviated te
EC 15408-1 apply.

Dverview

Organisation of this part.of ISO/IEC 15408

e 6 describes the presentation structure of the assurance classes, families, components, al
ance levels aleng with their relationships. It also characterises the assurance classes and f
Ises 12 through 18.

es 7, 8-and 9 provide a brief introduction to the evaluation criteria for PPs and STs, followsd
hations of the families and components that are used for those evaluations.

he evaluation
components

t. For dated
e referenced

[ security —

rms given in

e 5 describes the paradigm used in the security assurance requirements of this part of ISOJIEC 15408.

nd evaluation
amilies found

d by detailed

Claus

e 10 provides detailed definitions of the EALS.

Clause 11 provides a brief introduction to the assurance classes and is followed by clauses 12 through 18 that
provide detailed definitions of those classes.

Annex A provides a summary of the dependencies between the assurance components.

Annex B provides a cross reference between the EALs and the assurance components.
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5

ISO/IEC 15408 assurance paradigm

The purpose of this clause is to document the philosophy that underpins ISO/IEC 15408 approach to
assurance. An understanding of this clause will permit the reader to understand the rationale behind this part
of ISO/IEC 15408 assurance requirements.

5.1 ISO/IE

C 15408 philosophy

ISO/IEC 15408 philosophy is that the threats to security and organisational security policy commitments
should be clearly articulated and the proposed security measures be demonstrably sufficient for their intended

purpose.

Furthermore,|measures should be adopted that reduce the likelihood of vulnerabilities, the ability to-ex
(i.e. intentionglly exploit or unintentionally trigger) a vulnerability, and the extent of the damageé that
vulnerability being exercised. Additionally, measures should be adopted that- facilitaje the

occur from
subsequent i
has been exp

5.2 Assur

ISO/IEC 154
product or sy
is the basis fc
the same pH
resulting IT p

ISO/IEC 154

loited or triggered.
Ance approach

D8 philosophy is to provide assurance based upon an evaluation (&ctive investigation) of

ilosophy. ISO/IEC 15408 proposes measuring the validity of the documentation and

D8 does not exclude, nor does it comment upon, the relative merits of other means of g

assurance.

approaches ¢merge from these research activities, they will*be considered for inclusion in ISO/IEC 1

esearch continues with respect to alternative ways of gaining assurance. As mature alter

which is so sfructured as to allow their future introduction:

5.2.1 Significance of vulnerabilities

It is assume

that there are threat agents thab will actively seek to exploit opportunities to violate sd

entification of vulnerabilities and the elimination, mitigation, and/or notification that-a vulner

stem that is to be trusted. Evaluation has been the traditional means of providing assurang
r prior evaluation criteria documents. In aligning the existing-approaches, ISO/IEC 15408 4

oduct or system by expert evaluators with increasing emphasis on scope, depth, and rigout.

preise
could

ability

he IT
e and
dopts
pf the

hining
hative
5408,

curity

policies both for illicit gains and for well-intentioned, but nonetheless insecure actions. Threat agents may also

accidentally
sensitive info
risk due to fai

IT security br
the applicatio|

Steps should
vulnerabilities

rigger security vulnerabilities;y causing harm to the organisation. Due to the need to pr|
rmation and the lack of availability of sufficiently trusted products or systems, there is sign
lures of IT. It is, therefore, likely that IT security breaches could lead to significant loss.

baches arise through the intentional exploitation or the unintentional triggering of vulnerabili
h of IT within business concerns.

should-be:

be taken 10 prevent vulnerabilities arising in IT products and systems. To the extent fed

bcess
ficant

ies in

1sible,

a)

b)

eliminatdd =< that is, active steps should be taken to expose, and remove or neutralise, all exergisable

vulnerabilities;

minimised — that is, active steps should be taken to reduce, to an acceptable residual level, the potential
impact of any exercise of a vulnerability;

monitored — that is, active steps should be taken to ensure that any attempt to exercise a residual
vulnerability will be detected so that steps can be taken to limit the damage.
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5.2.2 Cause of vulnerabilities
Vulnerabilities can arise through failures in:

a) requirements — that is, an IT product or system may possess all the functions and features required of it
and still contain vulnerabilities that render it unsuitable or ineffective with respect to security;

b) construction — that is, an IT product or system does not meet its specifications and/or vulnerabilities have
been introduced as a result of poor constructional standards or incorrect design choices;

Assuffance is grounds for confidence that an IT product or system meets its security, objectives. Assurance
can be derived from reference to sources such as unsubstantiated assertions, priotrelevant experience, or
specific experience. However, ISO/IEC 15408 provides assurance through \active investidation. Active
investigation is an evaluation of the IT product or system in order to determinelits-security properfies.

5.2.4| Assurance through evaluation

Evalugtion has been the traditional means of gaining assurance, and+s the basis of ISO/IEC 15408 approach.
Evalujtion techniques can include, but are not limited to:

a) analysis and checking of process(es) and procedure(s);

b) checking that process(es) and procedure(s) are being applied;

c) dnalysis of the correspondence between TOQE'design representations;
d) dnalysis of the TOE design representation against the requirements;
e) vgrification of proofs;

f)  dnalysis of guidance documents;

g) analysis of functional tests developed and the results provided:;

h) ipdependent functional testing;

i) dnalysis foraulnerabilities (including flaw hypothesis);

i)  penetration testing.

5.3 [ISOJ/IEC 15408 evaluation assurance scale

ISO/IEC 15408 philosophy asserts that greater assurance results from the application of greater evaluation
effort, and that the goal is to apply the minimum effort required to provide the necessary level of assurance.
The increasing level of effort is based upon:

a) scope — that s, the effort is greater because a larger portion of the IT product or system is included,;

b) depth — that is, the effort is greater because it is deployed to a finer level of design and implementation
detail;

c) rigour — that is, the effort is greater because it is applied in a more structured, formal manner.

© ISO/IEC 2005 - All rights reserved 3
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6 Security assurance requirements

6.1 Structures

The following subclauses describe the constructs used in representing the assurance classes, families,

components, and EALs along with the relationships among them.

Figure 1 illustrates the assurance requirements defined in this part of ISO/IEC 15408. Note that the most
abstract collection of assurance requirements is referred to as a class. Each class contains assurance families,
which then contain assurance components, which in turn contain assurance elements. Classes and families
are used to provide a taxonomy for classifying assurance requirements, while components are used to specify

assurance refuirements ma PP7ST-

6.1.1 Class

Figure 1 illusfrates the assurance class structure.

structure

6.1.1.1 Cl@ss name

Each assuramce class is assigned a unique name. The name indicates the topies.covered by the assurance

class.

A unique shart form of the assurance class name is also provided. This is_the primary means for refergncing

the assurance class. The convention adopted is an “A” followed by two letters related to the class name.

6.1.1.2 Class introduction

Each assurar
supportive te

ce class has an introductory subclause that describes the composition of the class and coptains

t covering the intent of the class.

6.1.1.3 Asgsurance families

Each assurapce class contains at least one assurance family. The structure of the assurance families is
described in fhe following subclause.

© ISO/IEC 2005 - All rights reserved
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Common criteria assurance requirements

Assurance class L

Class name
[

Class introduction
[

Assurance family

Family name
Objectives
Component levelling

I

Application notes

I
Assurance componem
[ Component identification
T

Objectives
T

|

| |

| Application notes |
T

| |

Dependencics
1

Assurance element
[
I

Figure 1 - Assurance class/family/component/element hierarchy

6.1.2| Assurance family structure

Figure 1 illustrates the"assurance family structure.
6.1.211 Familyxname

Every| assurance family is assigned a unique name. The name provides descriptive information about the

topicq covered by the assurance family. Each assurance family is placed within the assurance class that
contajns.other families with the same intent.

A unique short form of the assurance family name is also provided. This is the primary means used to
reference the assurance family. The convention adopted is that the short form of the class name is used,
followed by an underscore, and then three letters related to the family name.

6.1.2.2 Objectives

The objectives subclause of the assurance family presents the intent of the assurance family.

This subclause describes the objectives, particularly those related to ISO/IEC 15408 assurance paradigm, that

the family is intended to address. The description for the assurance family is kept at a general level. Any
specific details required for objectives are incorporated in the particular assurance component.

© ISO/IEC 2005 - All rights reserved 5
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6.1.2.3 Component levelling

Each assurance family contains one or more assurance components. This subclause of the assurance family
describes the components available and explains the distinctions between them. Its main purpose is to
differentiate between the assurance components once it has been determined that the assurance family is a
necessary or useful part of the assurance requirements for a PP/ST.

Assurance families containing more than one component are levelled and rationale is provided as to how the
components are levelled. This rationale is in terms of scope, depth, and/or rigour.

6.1.2.4  Application notes

The applicatipn notes subclause of the assurance family, if present, contains additional information~fpr the
assurance family. This information should be of particular interest to users of the assurance family{(e.g. PP
and ST authors, designers of TOESs, evaluators). The presentation is informal and covers, ‘for exgmple,
warnings about limitations of use and areas where specific attention may be required.
6.1.2.5 Agsurance components

Each assurarnce family has at least one assurance component. The structure of the" assurance compongnts is
provided in tHe following subclause.

6.1.3 Assurance component structure

Figure 2 illusfrates the assurance component structure.

Assurance | .
component | || Component
identification

Objectives

Application
notes

Dependencies

Assurance
elements

Figure 2 - Assurance component structure

the requiremgnts that are new, enhanced or modified beyond the requirements of the previous component

The relationship between components within a family is highlighted using a bolding convention. Those pq:]rts of
within a hierakchy are bolded

6.1.3.1 Component identification

The component identification subclause provides descriptive information necessary to identify, categorise,
register, and reference a component.

Every assurance component is assigned a unique name. The name provides descriptive information about the
topics covered by the assurance component. Each assurance component is placed within the assurance
family that shares its security objective.

A unique short form of the assurance component name is also provided. This is the primary means used to
reference the assurance component. The convention used is that the short form of the family name is used,

6 © ISO/IEC 2005 - All rights reserved
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followed by a period, and then a numeric character. The numeric characters for the components within each
family are assigned sequentially, starting from 1.

6.1.3.2 Objectives
The objectives subclause of the assurance component, if present, contains specific objectives for the
particular assurance component. For those assurance components that have this subclause, it presents the

specific intent of the component and a more detailed explanation of the objectives.

6.1.3.3  Application notes

6.1.3¢4 Dependencies

Depepdencies among assurance components arise when a component is not self-sufficient, and relies upon
the presence of another component.

Each |[assurance component provides a complete list of dependencies to other assurance compgnents. Some
comppnents may list “No dependencies”, to indicate that no dependencies have been identified. The
comppnents depended upon may have dependencies on other components.

The dependency list identifies the minimum set of assurance components which are relied upon| Components
which| are hierarchical to a component in the dependency list may also be used to satisfy the depgndency.

In spegcific situations the indicated dependencies might{not be applicable. The PP/ST author,| by providing
rationgle for why a given dependency is not applicablejmay elect not to satisfy that dependency.

6.1.3b  Assurance elements
A set|of assurance elements is provided for;each assurance component. An assurance element is a security
requifement which, if further divided, wouldknot yield a meaningful evaluation result. It is the smallest security

requiement recognised in ISO/IEC 15408.

Each jassurance element is identified as belonging to one of the three sets of assurance elements:

a) Developer action elements: the activities that shall be performed by the developer. This sef of actions is
further qualified by-8vidential material referenced in the following set of elements. Reqpirements for
veloper actions-are’identified by appending the letter “D” to the element number.

b) ontent and, ‘presentation of evidence elements: the evidence required, what the eyidence shall
monstrate; and what information the evidence shall convey, and, when considered approgriate, specific
aracteristics that either the TOE or this assurance must possess. Requirements for| content and

resentation of evidence are identified by appending the letter “C” to the element number.

c) Evaluator acfion elements: the actvities that shall be performed by the evaluator. This set of actions
explicitly includes confirmation that the requirements prescribed in the content and presentation of
evidence elements have been met. It also includes explicit actions and analysis that shall be performed in
addition to that already performed by the developer. Implicit evaluator actions are also to be performed as
a result of developer action elements which are not covered by content and presentation of evidence
requirements. Requirements for evaluator actions are identified by appending the letter “E” to the element
number.

The developer actions and content and presentation of evidence define the assurance requirements that are
used to represent a developer's responsibilities in demonstrating assurance in the TOE security functions. By
meeting these requirements, the developer can increase confidence that the TOE satisfies the functional and
assurance requirements of a PP or ST.
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The evaluator actions define the evaluator's responsibilities in the two aspects of evaluation. The first aspect
is validation of the PP/ST, in accordance with the classes APE: Protection Profile evaluation and ASE:
Security Target evaluation in clauses 8 and 9. The second aspect is verification of the TOE's conformance
with its functional and assurance requirements. By demonstrating that the PP/ST is valid and that the
requirements are met by the TOE, the evaluator can provide a basis for confidence that the TOE will meet its
security objectives.

The developer action elements, content and presentation of evidence elements, and explicit evaluator action
elements, identify the evaluator effort that shall be expended in verifying the security claims made in the ST of

the TOE.

6.1.4 Assu

Each elemen
concise, and

stated as an

The elementg have been written using the normal dictionary meaning for the terms usedjrather than u

number of p

written as explicit requirements, with no reserved terms.

6.1.5 EAL gtructure

Figure 3 illusfrates the EALs and associated structure defined in this part'of ISO/IEC 15408. Note that
the figure sh

rance elements

ndividual element.

edefined terms as shorthand which results in implicit requirements. Therefore, elemen

| represents a requirement to be met. These statements of requirements are intended-te_bg clear,
unambiguous. Therefore, there are no compound sentences: each separable requirement is

5ing a
S are

while

pws the contents of the assurance components, it is, intended that this information would be
included in ap EAL by reference to the actual components defined infSO/IEC 15408.
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Part 3 Assurance levels

Evaluation assurance level i

EAL name
|

Objectives
|

Application notes
I

Assurance component gl
(Component identification;
" Objectives
L — % ielcﬂes_ — J
F ATl T
L _ Application notes |

pu— |

r— = — — — 7

L _ Dependencies _ |

r - — = = = o
o
| Assurance elemefit™ | ~
L - — — — A4 - I |
L TN 2
L e 1

|
|

Figure 3 - EAL structure
6.1.50 EAL name

Each [EAL is assigned a,unique name. The name provides descriptive information about the interjt of the EAL.

A unigue short form»of the EAL name is also provided. This is the primary means used to referenge the EAL.

6.1.5, Objectives

The dbjectives subclause of the EAL presents the intent of the EAL.

6.1.5.3 Application notes

The application notes subclause of the EAL, if present, contains information of particular interest to users of
the EAL (e.g. PP and ST authors, designers of TOEs targeting this EAL, evaluators). The presentation is
informal and covers, for example, warnings about limitations of use and areas where specific attention may be
required.

6.1.5.3.1 Assurance components

A set of assurance components have been chosen for each EAL.
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A higher level of assurance than that provided by a given EAL can be achieved by:
a) including additional assurance components from other assurance families; or

b) replacing an assurance component with a higher level assurance component from the same assurance
family.

6.1.5.4 Relationship between assurances and assurance levels

Figure 4 illustrates the relationship between the assurance requirements and the assurance levels defined in
ISO/IEC 15408. While assurance components further decompose into assurance elements, assurance
elements ca frctivi : i i ents a
reference frofn an EAL to an assurance component within the class where it is defined.

Part 3 Assurance requirements Part 3 Assurance levels

Assurance class L

‘ Class name ‘
[

‘ Class introduction ‘
| Evaluation assuranee Tevel [

Assurance family B
EAL name
Family name \
| Objectives
Objectives T
| Application notes
Component levelling |
‘ N Assurance component .
Z\‘ [(‘(lnpgnc%idgnmceﬁon]
Application notes b T~ “Objectives _ |
\ 3 :A@i%u@ notes |
Assurance component 1l [: Ecp%c@cizs _
Component identification, = -3
‘ Objective; | LT I Assurance element | 5
jectives /// - T n |
[ Application notes | -7 LL —————— JJ
tonnotes | < 1\ || || T T T T
\ Dependencies | I

[
Assurance element
[ [
[ [

Figure 4 - Assurance and assurance level association
6.2 Component taxonomy
This part of ISO/IEC 15408 contains classes of families and components that are grouped on the basis of

related assurance. At the start of each class is a diagram that indicates the families in the class and the
components in each family.

Family 1 1 2 3

Figure 5 - Sample class decomposition diagram
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In Figure 5, above, the class as shown contains a single family. The family contains three components that
are linearly hierarchical (i.e. component 2 requires more than component 1, in terms of specific actions,
specific evidence, or rigour of the actions or evidence). The assurance families in this part of ISO/IEC 15408
are all linearly hierarchical, although linearity is not a mandatory criterion for assurance families that may be
added in the future.

6.3 Protection Profile and Security Target evaluation criteria class structure

The requirements for protection profile and security target evaluation are treated as assurance classes and
are presented using the similar structure as that used for the other assurance classes, described below. One

notable difference is the absence of a compone

descriptions.

The re isthateach+a as-orty-a-sthegle-eemponen ed.

Tableps 2, 3, 4 and 5 in clause 7 of this part of ISO/IEC 15408 summarise, for both the APEand |ASE classes,
their ¢onstituent families and abbreviations for each. Narrative summatries for the APE families cgn be found in
ISO/IEC 15408-1, annex A, whereas narrative summaries for the ASE families can-be found in ISO/IEC
15408-1, annex B.

6.4 |Usage of terms in this part of ISO/IEC 15408

The fpllowing is a list of terms which are used in a precise way in this.part of ISO/IEC 15408] They do not
merit inclusion in ISO/IEC 15408-1 Clause 2 because they are generalh\English terms and their ysage, though
restri¢ted to the explanations given below, is in conformance with dictionary definitions. However, those
explahations of the terms were used as guidance in the development of this part of ISO/IEC 15408 and should
be he]pful for general understanding.

6.4.1

coherent

an erntity is logically ordered and has a discerniblé.;meaning. For documentation, this addregses both the
actua| text and the structure of the document, in.terms of whether it is understandable by its targgt audience.
6.4.2

comglete

all necessary parts of an entity have heen provided. In terms of documentation, this means that all relevant

infornpation is covered in the documentation, at such a level of detail that no further explanation

that lgvel of abstraction.

6.4.3

confifm

this term is used toindicate that something needs to be reviewed in detail, and that an

determination of sufficCiency needs to be made. The level of rigour required depends on the
subjeft matter. Thisiterm is only applied to evaluator actions.

6.4.4
consistent

is required at

independent
nhature of the

this term/describes a relationship between two or more entities, indicating that there are

no apparent

contradictions between these entitieAssurance categorisations.

6.4.5
counter (verb)

this term is typically used in the context that the impact of a particular threat is mitigated but not necessarily

eradicated.
6.4.6

demonstrate
this term refers to an analysis leading to a conclusion, which is less rigourous than a “proof”.

© ISO/IEC 2005 - All rights reserved
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6.4.7
describe
this term requires that certain, specific details of an entity be provided.

6.4.8

determine

this term requires an independent analysis to be made, with the objective of reaching a particular conclusion.
The usage of this term differs from “confirm” or “verify”, since these other terms imply that an analysis has
already been performed which needs to be reviewed, whereas the usage of “determine” implies a truly

independent analysis, usually in the absence of any previous analysis having been performed.

6.4.9

ensure

this term, used by itself, implies a strong causal relationship between an action and its consequences. This
term is typically preceded by the word “helps”, which indicates that the consequence is not fully ¢ertain, on the
basis of that action alone.

6.4.10

exhaustive

this term is uped in ISO/IEC 15408 with respect to conducting an analysis or other activity. It is reAssyrance
categorisatioflated to “systematic” but is considerably stronger, in that it indicates not only that a methpdical
approach hag been taken to perform the analysis or activity according to an-unambiguous plan, but that the
plan that was|followed is sufficient to ensure that all possible avenues have/been exercised.

6.4.11

explain

this term diffgrs from both “describe” and “demonstrate”. It is intended to answer the question “Why?” without
actually attenmppting to argue that the course of action that was taken was necessarily optimal.

6.4.12

internally consistent

there are no apparent contradictions between any aspects of an entity. In terms of documentation, this means
that there can be no statements within the documeéntation that can be taken to contradict each other.

6.4.13

justification

this term refdrs to an analysis leadingrtg~a conclusion, but is more rigorous than a demonstration. Thig term
requires significant rigour in terms of very carefully and thoroughly explaining every step of a logical argument.
6.4.14

mutually sugportive

this term desgribes a relationship between a group of entities, indicating that the entities possess progerties
which do not| conflict with;"and may assist the other entities in performing their tasks. It is not necesspry to
determine that everynindividual entity in question directly supports other entities in that grouping; rather,|it is a
more generalldetefmination that is made.

6.4.15

prove

this refers to a formal analysis in its mathematical sense. It is completely rigourous in all ways. Typically,
“prove” is used when there is a desire to show correspondence between two TSF representations at a high
level of rigour.

6.4.16

specify

this term is used in the same context as “describe”, but is intended to be more rigourous and precise. It is very
similar to “define”.
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6.4.17

trace (verb)

this term is used to indicate that an informal correspondence is required between two entities with only a
minimal level of rigour.

6.4.18

verify

this term is similar in context to “confirm”, but has more rigourous connotations. This term when used in the
context of evaluator actions indicates that an independent effort is required of the evaluator.

6.5 Assurance categorisation

The gssurance classes, families, and the abbreviation for each family are shown in Table 1.
Assurance Class Assurance Family Abbpreviated
Name

AQM: Configuration management CM automation (ACM_AUT) ACM_AUT
CM capabilities (ACM_CAP) ACM CAP
CM scope (ACM_SCP) ACM_SCP

\DO: Delivery and operation Delivery (ADO_DEL) ADPD_ DEL
Installation, generation and stattéup (ADO_IGS) ADP IGS

ADV: Development Functional specification (ADV)FSP) AD)V FSP
High-level design (ADV_HLED) AD)V HLD

Implementation representation (ADV_IMP) AD)V_IMP

TSF internals (ADV/INT) AD)V_INT

Low-level design{(ADV LLD) AD)V LLD

Representation‘correspondence (ADV_RCR) AD)M RCR

Security policy*modeling (ADV_SPM) ADV_SPM
IAGD: Guidance documents Administrator guidance (AGD_ADM) AGD_ADM
User guidance (AGD USR) AGD USR

ALC: Life cycle support Development security (ALC _DVS) ALC DVS
Flaw remediation (ALC_FLR) ALC FLR

Life cycle definition (ALC_LCD) ALC LCD

Tools and techniques (ALC_TAT) ALC TAT

ATE: Tests Coverage (ATE_COV) ATE_COV

Depth (ATE_DPT) ATE DPT

Functional tests (ATE_FUN) ATE FUN

Independent testing (ATE_IND) ATE IND

AVA: Vulnerability assessment Covert channel analysis (AVA_ CCA) AVA CCA
Misuse (AVA_MSU) AVA_ MSU

Strength of TOE security functions (AVA_SOF) AVA SOF

Vulnerability analysis (AVA_VLA) AVA VLA

Table 1 Assurance family breakdown and mapping

6.6 "Assuranceclassand famity overview

The following summarises the assurance classes and families of clauses 12-18. These classes and family
summaries are presented in the same order as they appear in clauses 12-18.

6.6.1 Class ACM:Configuration management
Configuration management (CM) helps to ensure that the integrity of the TOE is preserved, by requiring
discipline and control in the processes of refinement and modification of the TOE and other related information.

CM prevents unauthorised modifications, additions, or deletions to the TOE, thus providing assurance that the
TOE and documentation used for evaluation are the ones prepared for distribution.
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6.6.1.1 CM automation (ACM_AUT)

Configuration management automation establishes the level of automation used to control the configuration
items.

6.6.1.2 CM capabilities (ACM_CAP)

Configuration management capabilities define the characteristics of the configuration management system.

6.6.1.3 CM scope (ACM_SCP)

Configuration ration
management|system.

6.6.2 ClassADO:Delivery and operation

Assurance class ADO: Delivery and operation defines requirements for the measures;‘procedured, and
standards concerned with secure delivery, installation, and operational use of the TOE, ensuring that the
security protgction offered by the TOE is not compromised during transfer, installationjstart-up, and operation.
6.6.2.1 Ddlivery (ADO_DEL)

Delivery covdrs the procedures used to maintain security during transfer ofithe TOE to the user, both oninitial
delivery and |as part of subsequent modification. It includes special procedures or operations requifed to
demonstrate fhe authenticity of the delivered TOE. Such procedures,and measures are the basis for enguring
that the secufity protection offered by the TOE is not compromised-during transfer. While compliance with the

delivery requ
procedures th

6.6.2.2 Ing

Installation, g
administrator
generation,

configuration

qg

6.6.3 Class

Assurance cl

TOE summary specificationin—the ST down to the actual implementation. Each of the resulting

representatio
TOE have be|
6.6.3.1 Fu

The functiona

Inctionakspecification (ADV_FSP)

at a developer has developed to distribute the TOE to users.

tallation, generation and start-up (ADO_IGS)

eneration, and start-up requires that the copy of the TOE is configured and activated [
to exhibit the same protection properties as the master copy of the TOE. The instal
nd start-up procedures provide ceonfidence that the administrator will be aware of the
parameters and how they can affect the TSF.

ADV:Development

ass ADV: Development defines requirements for the stepwise refinement of the TSF fro

ns provide infarmation to help the evaluator determine whether the functional requirements
en met.

I'specification describes the TSF, and must be a complete and accurate instantiation of the

security func

ional requirements. The tunctional speciiication also details the external interiace 1o the

Users of the TOE are expected to interact with the TSF through this interface.

6.6.3.2

High-level design (ADV_HLD)

rements cannot always be determined when a T@E 'iS evaluated, it is possible to evaluate the

y the
ation,
TOE

m the
TSF
of the

TOE
TOE.

The high-level design is a top level design specification that refines the TSF functional specification into the
major constituent parts of the TSF. The high level design identifies the basic structure of the TSF and the
major hardware, firmware, and software elements.

6.6.3.3 Implementation representation (ADV_IMP)

The implementation representation is the least abstract representation of the TSF. It captures the detailed
internal workings of the TSF in terms of source code, hardware drawings, etc., as applicable.
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TSF internals (ADV_INT)

The TSF internals requirements specify the requisite internal structuring of the TSF.

6.6.3.

5 Low-level design (ADV_LLD)

8-3:2005(E)

The low-level design is a detailed design specification that refines the high-level design into a level of detalil
that can be used as a basis for programming and/or hardware construction.

6.6.3.6  Representation correspondence (ADV_RCR)

The rppresen #s of available
TSF bpresentation
that ig provided.

6.6.3|f  Security policy modeling (ADV_SPM)

Seculity policy models are structured representations of security policies of the, TSP, and are us

incred
ultima
betwsd

6.6.4

tely to the TOE security functional requirements. This is achieved, via corresponden
en the functional specification, the security policy model, and the sée¢urity policies that are 1

Class AGD:Guidance documents

Assu

ance class AGD: Guidance documents defines requirements directed at the understandab

ed to provide

)sed assurance that the functional specification corresponds to the security policies of the TSP, and

ce mappings
hodelled.

lity, coverage

and dompleteness of the operational documentation providéd by the developer. This documentation, which
provides two categories of information, for users and fof )administrators, is an important factor

oper
6.6.4.
Requ
by ad
devel
TOE
6.6.4.

Requ
the u

ion of the TOE.

1  Administrator guidance (AGD_ADM)

rements for administrative guidance help ensure that the environmental constraints can b
ministrators and operators of the TOE. Administrative guidance is the primary means av
pper for providing the TOE administrators with detailed, accurate information of how to g
n a secure manner and how to,make effective use of the TSF privileges and protection fung
P User guidance (AGD)USR)

rements for user guidance help ensure that users are able to operate the TOE in a secure
bage constraints-assumed by the PP or ST must be clearly explained and illustrated). Uss

the piimary vehicle available to the developer for providing the TOE users with the necessary ba

Speci
First,
are a
maint

t needs to\explain what the user-visible security functions do and how they are to be used,
Dle to eonsistently and effectively protect their information. Second, it needs to explain the
hining the TOE's security.

in the secure

e understood
ailable to the
dminister the
tions.

manner (e.g.
r guidance is
ckground and

ic informatienon how to correctly use the TOE's protection functions. User guidance must ¢lo two things.

so that users
user's role in

6.6.5

Class ALC Life Cycle Support

Assurance class ALC: Life cycle support defines requirements for assurance through the adoption of a well
defined life-cycle model for all the steps of the TOE development, including flaw remediation procedures and
policies, correct use of tools and techniques and the security measures used to protect the development
environment.

6.6.5.1 Development security (ALC_DVS)

Development security covers the physical, procedural, personnel, and other security measures used in the

development environment. It includes physical security of the development location(s) and controls on the
selection and hiring of development staff.
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6.6.5.2 Flaw remediation (ALC_FLR)

Flaw remediation ensures that flaws discovered by the TOE consumers will be tracked and corrected while
the TOE is supported by the developer. While future compliance with the flaw remediation requirements
cannot be determined when a TOE is evaluated, it is possible to evaluate the procedures and policies that a
developer has in place to track and repair flaws, and to distribute the repairs to consumers.

6.6.5.3 Life cycle definition (ALC_LCD)

Life cycle definition establishes that the engineering practices used by a developer to produce the TOE
include the considerations and activities identified in the development process and operational support

requirements

Confidence in the. r\nrrnclnnnrlnnr\n between the. rnnlnirnmnntc and-the TOE is grnntnr

when

security analysis and the production of evidence are done on a regular basis as an integral paftypf the
development|process and operational support activities. It is not the intent of this component to(dictate any
specific development process.

6.6.5.4 Topls and techniques (ALC_TAT)

Tools and tqchniques addresses the need to define the development tools being 'used to analys¢ and
implement the TOE. It includes requirements concerning the development (tools and implementation
dependent ogtions of those tools.

6.6.6 Clasg APE:Protection Profile evaluation

The goal of a PP evaluation is to demonstrate that the PP is compléte, consistent, technically sound, and
hence suitable for use as a statement of requirements for one or mofe evaluatable TOEs. Such a PP may be
eligible for ing¢lusion within a PP registry.

6.6.7 Class ASE:Security Target evaluation

The goal of an ST evaluation is to demonstrate that the ST is complete, consistent, technically sound, and
hence suitable for use as the basis for the corresponding TOE evaluation.

6.6.8 ClassATE:Tests

Assurance class ATE: Tests states testing' requirements that demonstrate that the TSF satisfies thg TOE
security funcgonal requirements.

6.6.8.1 Cdverage (ATE_COV)

Coverage defls with the completeness of the functional tests performed by the developer on the TDE. It
addresses th¢ extent to which the TOE security functions are tested.

6.6.8.2 Dgpth (ATE_DPT)

Depth deals with-the level of detail to which the developer tests the TOE. Testing of security functipns is
based upon increasing depth of Information derived from analysIS of the TSk representations.

6.6.8.3  Functional tests (ATE_FUN)

Functional testing establishes that the TSF exhibits the properties necessary to satisfy the requirements of its
ST. Functional testing provides assurance that the TSF satisfies at least the requirements of the chosen
functional components. However, functional tests do not establish that the TSF does no more than expected.
This family focuses on functional testing performed by the developer.
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6.6.8.4 Independent testing (ATE_IND)

Independent testing specifies the degree to which the functional testing of the TOE must be performed by a
party other than the developer (e.g. a third party). This family adds value by the introduction of tests that are
not part of the developers tests.

6.6.9 Class AVA:Vulnerability assessment
Assurance class AVA: Vulnerability assessment defines requirements directed at the identification of

exploitable vulnerabilities. Specifically, it addresses those vulnerabilities introduced in the construction,
operation, misuse, or incorrect configuration of the TOE.

6.6.9/l Covert channel analysis (AVA_CCA)
Cove

chanr

t channel analysis is directed towards the discovery and analysis of unintended cofmunications
els that can be exploited to violate the intended TSP.
6.6.9p Misuse (AVA_MSU)
Misus
docur
that ig

e analysis investigates whether an administrator or user, with an ,understanding of
hentation, would reasonably be able to determine if the TOE is configured and operating
insecure.

he guidance
in a manner

6.6.93 Strength of TOE security functions (AVA_SOF)
Stren

permuiitational mechanism (e.g. a password or hash fungtion). Even if such functions cannot

jth of function analysis addresses TOE security fufctions that are realised by a pifobabilistic or
be bypassed,

deact
may

vated, or corrupted, it may still be possible to defeat them by direct attack. A level or a S
pe claimed for the strength of each of these*fuhctions. Strength of function analysis is

determine whether such functions meet or exceed’the claim. For example, strength of function

passy

ord mechanism can demonstrate that thé.password function meets the strength claim by

the password space is sufficiently large.

pecific metric
performed to
analysis of a
showing that

6.6.9¢4  Vulnerability analysis (AVALVLA)

Vulngrability analysis consists aof.the identification of flaws potentially introduced in the different refinement
steps|of the development. It reSults in the definition of penetration tests through the collection of the necessary
infornmpation concerning: (1), the completeness of the TSF (does the TSF counter all the postulated threats?)
and E}) the dependenciestbetween all security functions. These potential vulnerabilities are assgssed through
penetration testing to,determine whether they could, in practice, be exploitable to compromise the security of
the TOE.

7 Rrotection Profile and Security Target evaluation criteria

7.1 [(Qverview

This clause introduces the evaluation criteria for PPs and STs. The evaluation criteria are then fully presented
in clause 8, and clause 9.

These criteria are the first requirements presented in this part of ISO/IEC 15408 because the PP and ST
evaluation will normally be performed before the TOE evaluation. They play a special role in that information
about the TOE is assessed and the functional and assurance requirements are evaluated in order to find out
whether the PP or ST is a meaningful basis for a TOE evaluation.

Although these evaluation criteria differ somewhat from the requirements in clauses 12 through 18, they are
presented in a similar manner because the developer and evaluator activities are comparable for PP, ST and
TOE evaluations.
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The PP and ST classes differ from the TOE classes in that all the requirements in the PP or ST class need to
be considered for a PP or ST evaluation, whereas the requirements presented in the TOE classes cover a
wide range of topics not all of which need be considered for a given TOE.

The evaluation criteria for PPs and STs are based on the information provided in annexes A and B of ISO/IEC
15408-1. Useful background information for the requirements in the classes APE and ASE, as presented in
the following clauses, can be found there.

7.2 Protection Profile criteria overview

7.2.1 Protection Profile evaluation

The goal of ll PP evaluation is to demonstrate that the PP is complete, consistent, technically sodng

hence suitab
eligible for ing

7.2.2 Relat
As described

between the
reqguirements

manner.
7.2.3 Evalu
7.23.1 EV

Evaluators p
apply the req

e for use as a statement of requirements for one or more evaluatable TOEs. Such a(PP’'m
lusion within a PP registry.

on to the Security Target evaluation criteria

in annexes A and B of ISO/IEC 15408-1, there are many similarities in ‘structure and ¢
generic PP and the TOE-specific ST. Consequently, the criteria, for, evaluating PPs ¢
that are similar to many of those for STs, and the criteria for both,are presented in a s
ator tasks

aluator tasks for an evaluation based on ISO/IEC 25408 requirements only

prforming a PP evaluation that does not includéerequirements from outside the standard
lirements of the APE: Protection Profile evaluation class as described in Table 2.

Assurance Class Assurance, Family Abbreviated
Name
Class APE: Protection Profile | TOE déscription (APE_DES) APE_DES
eValuation Security environment (APE_ENV) APE_ENV
PP introduction (APE_INT) APE_INT
Security objectives (APE_OBJ) APE_OBJ
IT security requirements (APE_REQ) | APE_REQ
Table 2 Protection Profile families - only ISO/IEC 15408 requirements
7.2.3.2  Evpluator tasksforan ISO/IEC 15408 extended evaluation

Evaluators pgrforming=a*PP evaluation that includes requirements from outside the standard shall app

requirements

of the:APE: Protection Profile evaluation class as described in Table 3.

, and
ay be

bntent
bntain
imilar

shall

ly the
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Assurance Class Assurance Family Abbreviated
Name

Class APE: Protection Profile | TOE description (APE_DES) APE_DES

evaluation Security environment (APE_ENV) APE_ENV
PP introduction (APE_INT) APE_INT
Security objectives (APE_OBJ) APE_OBJ
IT security requirements (APE_REQ) | APE_REQ
Explicitly stated IT security APE_SRE
requirements (APE_SRE)

7.3
7.3.1

The ¢
hence

7.3.2
Therdg
evalu

for TQ

An S]
part g

7.3.3
7.3.3.

Evalu
apply

Table 3 Protection Profile families - ISO/IEC 15408 extended requirements
Security Target criteria overview
Security Target evaluation

oal of an ST evaluation is to demonstrate that the ST is complete, consistent, technicall
suitable for use as the basis for the corresponding TOE evaluation.

Relation to the other evaluation criteria in this part of ISO/IEC*15408
are two identified stages for the evaluation of a TOE; the ST evaluation and the corres

btion. The requirements for ST evaluations are discussed_here and in clause 9 while the
E evaluations are contained in clauses 12 through 18-

y sound, and

ponding TOE
requirements

[ evaluation includes a PP claims evaluation. If the 'ST does not claim PP conformance, the PP claims

f the ST shall contain a statement that the TOEdoes not claim conformance to any PP.
Evaluator tasks
1  Evaluator tasks for an evaluation based on ISO/IEC 15408 requirements only

ators performing an ST evaluation that does not include requirements from outside the 3
the requirements of the ASEC Security Target evaluation class as described in Table 4.

tandard shall

Assurance Class Assurance Family Abbreviated
Name

Class ASE:-Security Target TOE description (ASE_DES) ASE_DES

evaluatien Security environment (ASE_ENV) ASE_ENV

ST introduction (ASE_INT) ASE_INT

Security objectives (ASE_0OBJ) ASE_OBJ

PP claims (ASE_PPC) ASE_PPC

IT security requirements (ASE_REQ) | ASE_REQ

TOE summary specification ASE_TSS

7.3.3.

(ASE_TSS)

Table 4 Security Target families - only ISO/IEC 15408 requirements

2 Evaluator tasks for an ISO/IEC 15408 extended evaluation

Evaluators performing an ST evaluation that includes requirements from outside the standard shall apply the
requirements of the ASE: Security Target evaluation class as described in Table 5.

© ISO/IEC 2005 - All rights reserved
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8 Class /

The goal of g
evaluated PP

a registry.

Figure 6 shov

8.1 TOE description (APE_DES)

Assurance Class Assurance Family Abbreviated
Name

Class ASE: Security Target TOE description (ASE_DES) ASE_DES

evaluation Security environment (ASE_ENV) ASE_ENV
ST introduction (ASE_INT) ASE_INT
Security objectives (ASE_OBJ) ASE_OBJ
PP claims (ASE_PPC) ASE_PPC
IT security requirements (ASE_REQ) | ASE_REQ
Explicitly stated IT security ASE_SRE
lcquilculcl its (ASE_SRE)
TOE summary specification ASE_TSS
(ASE_TSS)

Table 5 Security Target families - ISO/IEC 15408 extended requirements

\PE: Protection Profile evaluation

vs the families within this class, and the hierarchy of components within the families.

PP evaluation is to demonstrate that the PP is complete, consistent and technically sourd. An
is suitable for use as the basis for the development of STs. Such-a®P is eligible for inclugion in

APE DES: TOE description

APE_ENV: Security envirgnment

APE_INT: PPintroduction

APE |OBI: Security objectives

APE_REQ: IT security requirements

APE_SRE: Explicitly stated IT security requirements

Figure 6 - APE: Protection Profile evaluation class decomposition

8.1.1 Objectives

The TOE description is an aid to the understanding of the TOE's security requirements. Evaluation of the TOE
description is required to show that it is coherent, internally consistent and consistent with all other parts of the

PP.

20
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8.1.2

Depe

8.1.2.

ISO/IEC 1540

APE_DES.1 Protection Profile, TOE description, Evaluation requirements

ndencies: APE_ENV.1 Protection Profile, Security environment, Evaluation requirements

APE_INT.1 Protection Profile, PP introduction, Evaluation requirements

APE_OBJ.1 Protection Profile, Security objectives, Evaluation requirements

8-3:2005(E)

APE_REQ.1 Protection Profile, IT security requirements, Evaluation requirements

1 Developer action elements

8.1.2.
The R
8.1.2,
8.1.2,
The T
8.1.2,
8.1.2.

The ¢
press

8.1.2]
The ¢
8.1.2]
The e
8.2

8.2.1

In ord
secur

8.2.2

1.1 APE_DES.1.1D
P developer shall provide a TOE description as part of the PP.
P Content and presentation of evidence elements

.1 APE_DES.1.1C

3 Evaluator action elements
3.1 APE _DES.1.1E

evaluator shall confirm that the information provided meets all requirements for
ntation of evidence.

3.2 APE_DES.1.2E
valuator shall confirm that the TOE description is coherent and internally consistent.
3.3 APE_DES.1.3E
valuator shall confirm thatthe TOE description is consistent with the other parts of t
Security environment (APE_ENV)

Objectives

er to determine whether the IT security requirements in the PP are sufficient, it is impo
ty problemto be solved is clearly understood by all parties to the evaluation.

ARE) ENV.1 Protection Profile, Security environment, Evaluation requirements

OE description shall describe the product type and the general’JT-features of the TOE

content and

he PP.

rtant that the

Depe
8.2.2.

8.2.2.

ndencies:  No dependencies.
1 Developer action elements

1.1 APE_ENV.1.1D

The PP developer shall provide a statement of TOE security environment as part of the PP.

8.2.2.

8.2.2.

2 Content and presentation of evidence elements

2.1 APE_ENV.1.1C

The statement of TOE security environment shall identify and explain any assumptions about the
intended usage of the TOE and the environment of use of the TOE.

© ISO/IEC 2005 - All rights reserved
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8.2.2.2.2 APE_ENV.1.2C

The statement of TOE security environment shall identify and explain any known or presumed threats
to the assets against which protection will be required, either by the TOE or by its environment.

8.2.2.2.3 APE_ENV.1.3C

The statement of TOE security environment shall identify and explain any organisational security

policies with

8.223 Ev

which the TOE must comply.

aluator action elements

8.2231 A

The evaluat
presentation

8.2232 A

The evaluatd
consistent.

8.3 PPint
8.3.1 Objeq
The PP intro
registry. Eval
it is consisten

8.3.2 APE |

Dependencie

8.3.21 D¢
83211 A

The PP deve

PE_ENV.1.1E

br shall confirm that the information provided meets all requirements for.conten
of evidence.

PE_ENV.1.2E

r shall confirm that the statement of TOE security environment (S coherent and inte

roduction (APE_INT)

tives

Huction contains document management and ovefview information necessary to operate
Lation of the PP introduction is required to demonstrate that the PP is correctly identified an
t with all other parts of the PP.

INT.1 Protection Profile, PP introductiony Evaluation requirements

5. APE_DES.1 Protection Profile, TOE description, Evaluation requirements
APE_ENV.1 Protection Profile, Security environment, Evaluation requirements
APE_OBJ.1 Protection Profile, Security objectives, Evaluation requirements
APE_REQ.1 Protection Profile, IT security requirements, Evaluation requirements
veloper action, elements

PE_INT(1.1D

loper-shall provide a PP introduction as part of the PP.

I and

nally

a PP
d that

8.3.2.2 Content and presentation of evidence elements

8.3.2.2.1 APE_INT.1.1C

The PP introduction shall contain a PP identification that provides the labelling and descriptive
information necessary to identify, catalogue, register, and cross reference the PP.

8.3.2.2.2 APE_INT.1.2C

The PP intro

22

duction shall contain a PP overview which summarises the PP in narrative form.
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8.3.2.3 Evaluator action elements
8.3.2.3.1 APE_INT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

8.3.2.3.2 APE_INT.1.2E

The evaluator shall confirm that the PP introduction is coherent and internally consistent.

8.3.2.3:3—AREINT-1.3E
The gvaluator shall confirm that the PP introduction is consistent with the other parts~of'the PP.
8.4 |Security objectives (APE_OBJ)
8.4.1| Objectives

The gecurity objectives is a concise statement of the intended response tothe security problem.|Evaluation of
the s¢curity objectives is required to demonstrate that the stated objectives adequately addresp the security
problém. The security objectives are categorised as security objectivesyor the TOE and as secufity objectives
for the environment. The security objectives for both the TOE and)the environment must be|shown to be
traced back to the identified threats to be countered and/or policies and assumptions to be met by each.

8.4.2| APE_OBJ.1 Protection Profile, Security objectives, Evaluation requirements
Depepdencies: APE_ENV.1 Protection Profile, Security environment, Evaluation requirements
8.4.211 Developer action elements

842101 APE_OBJ.1.1D

The RP developer shall provide a statement of security objectives as part of the PP.
8.4.2p.2 APE_OBJ.1.2D

The RP developer shall provide the security objectives rationale.

8.4.2p  Content and,presentation of evidence elements

8.4.2p1 APE2OBJ.1.1C

The ptatement of security objectives shall define the security objectives for the TOE and its
envirpnment.

84222 APE_OBJ.1.2C

The security objectives for the TOE shall be traced back to aspects of the identified threats to be
countered by the TOE and/or organisational security policies to be met by the TOE.

8.4.2.2.3 APE_OBJ.1.3C
The security objectives for the environment shall be traced back to aspects of identified threats not

completely countered by the TOE and/or organisational security policies or assumptions not
completely met by the TOE.
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8.42.2.4

APE_OBJ.1.4C

The security objectives rationale shall demonstrate that the stated security objectives are suitable to

counter the i

8.4.2.2.5

dentified threats to security.

APE_OBJ.1.5C

The security objectives rationale shall demonstrate that the stated security objectives are suitable to
cover all of the identified organisational security policies and assumptions.

8.4.2.3 Evaluator action elements

8.4.2.3.1 APE_OBJ.1.1E

The evaluatpr shall confirm that the information provided meets all requirements for.contenf and
presentation of evidence.

8.4.23.2 APE_OBJ.1.2E

The evaluatpr shall confirm that the statement of security objectives is €amplete, coherent] and
internally cohsistent.

8.5 IT secprity requirements (APE_REQ)

8.5.1 Objeqtives

The IT security requirements chosen for a TOE and presented 6 cited in a PP need to be evaluated in|order
to confirm that they are internally consistent and lead to the development of a TOE that will meet its sgcurity
objectives.

Not all of thg security objectives expressed in a PP may be met by a compliant TOE, as some TOE$ may
depend on cgrtain IT security requirements to be-met by the IT environment. When this is the case, the
environmentgl IT security requirements must be clearly stated and evaluated in context with the| TOE
requirements

This family pfesents evaluation requirements that permit the evaluator to determine that a PP is suitaile for
use as a statement of requirements_for an evaluatable TOE. The additional criteria necessary for the
evaluation ol explicitly stated requirements is covered in the Explicitly stated IT security requirements
(APE_SRE) family.

8.5.2 Appligation notes

The term “IT pecurity regquirements” refers to “TOE security requirements” and the optionally included “sgcurity
requirements|for the-¥ environment”.

The term “TQE.seécurity requirements” refers to “TOE security functional requirements” and/or “TOE sgcurity

assurance requirements”.

In the APE_REQ.1 Protection Profile, IT security requirements, Evaluation requirements component, the word
“appropriate” is used to indicate that certain elements allow options in certain cases. Which options are
applicable depends on the given context in the PP. Detailed information for all these aspects is contained in
ISO/IEC 15408-1, annex A.

ISO/IEC 15408 recognises the validity of multiple SOF domains within a given TOE. A SOF domain is a
subset of the TOE (logical or physical) for which a specific functional strength level is appropriate, in the
context of the intended environment. This allows for a TOE with some functionality having a higher minimum
strength requirement than other functionality. For a TOE with multiple SOF domains, the phrase “minimum
strength of function” is used to indicate the set that contains the minimum strength of function for each domain,
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identified by domain. Additionally, the requirements rationale must consider the SOF level for each domain in
light of how that that domain impacts meeting the security objectives.

8.5.3 APE_REQ.1 Protection Profile, IT security requirements, Evaluation requirements
Dependencies: APE_OBJ.1 Protection Profile, Security objectives, Evaluation requirements
8.5.3.1 Developer action elements

8.5.3.1.1 APE_REQ.1.1D

The RR-developershalprovide-a-statementofiises

ety racguiramantc ac nart nf thao DD
oy e g e e et S Sparto—tHer=

8.5.3{l.2 APE_REQ.1.2D

The RHP developer shall provide the security requirements rationale.
8.5.3p Content and presentation of evidence elements

8.5.3R.1 APE_REQ.1.1C

The $tatement of TOE security functional requirements shall cidentify the TOE securify functional
requifements drawn from ISO/IEC 15408-2 functional requiremén{sS components.

8.5.3R.2 APE_REQ.1.2C

The $tatement of TOE security assurance requirements shall identify the TOE security assurance
requifements drawn from this part of ISO/IEC 15408.assurance requirements components,

8.5.3R.3 APE_REQ.1.3C

The dtatement of TOE security assurancerequirements should include an Evaluation Asspirance Level
(EAL] as defined in this part of ISO/IEC\15408.

8.5.3R.4 APE_REQ.1.4C
The gvidence shall justify that the statement of TOE security assurance requirements is agpropriate.
8.5.3R.5 APE_REQ.15C
The RP shall, if appropriate, identify any security requirements for the IT environment.
8.5.32.6 APE’REQ.1.6C

All cqmpleted operations on IT security requirements included in the PP shall be identified.

8.5.3.2.7 APE_REQ.1.7C

Any uncompleted operations on IT security requirements included in the PP shall be identified.
8.5.3.2.8 APE_REQ.1.8C

Dependencies among the IT security requirements included in the PP should be satisfied.
8.5.3.29 APE_REQ.1.9C

The evidence shall justify why any non-satisfaction of dependencies is appropriate.
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8.5.3.2.10 APE_REQ.1.10C

The PP shall include a statement of the minimum strength of function level for the TOE security
functional requirements, either SOF-basic, SOF-medium or SOF-high, as appropriate.

8.5.3.2.11 APE_REQ.1.11C
The statement of security requirements shall identify all security functional requirements for which an
explicit strength of function claim is required, together with the explicit strength of function claim for

each such security functional requirement.

8.5.3.2.12 APE_REQ1.12C

The security|requirements rationale shall demonstrate that the minimum strength of function-level for
the PP, together with any explicit strength of function claim, is consistent with the security objegtives
for the TOE.
8.5.3.2.13 APE_REQ.1.13C

The security|requirements rationale shall demonstrate that the IT security requirements are suitaple to
meet the sedurity objectives.

8.5.3.2.14 APE_REQ.1.14C

The security requirements rationale shall demonstrate that the’ set of IT security requirements
together forms a mutually supportive and internally consistentwhole.

8.5.3.3 Evjaluator action elements
8.5.3.3.1 APE_REQ.1.1E

The evaluatpr shall confirm that the information”provided meets all requirements for contenf and
presentation of evidence.

8.5.3.3.2 APE_REQ.1.2E

The evaluatgr shall confirm that the statement of IT security requirements is complete, coherent, and
internally copsistent.

8.6 Explicjitly stated IT security requirements (APE_SRE)
8.6.1 Objeqtives
If, after careful consideration, none of the requirements components in ISO/IEC 15408-2 or this part of

ISO/IEC 15408 are’readily applicable to all or parts of the IT security requirements, the PP author may state
other requirefents which do not reference ISO/IEC 15408. The use of such requirements shall be justifigd.

This family presents evaluation requirements that permit the evaluator to determine that the explicitly stated
requirements are clearly and unambiguously expressed. The evaluation of requirements taken from ISO/IEC
15408 in conjunction with valid explicitly stated security requirements is addressed by the IT security
requirements (APE_REQ) family.

Explicitly stated IT security requirements for a TOE presented or cited in a PP need to be evaluated in order to
demonstrate that they are clearly and unambiguously expressed.

8.6.2 Application notes

Formulation of the explicitly stated requirements in a structure comparable to those of existing ISO/IEC 15408
components and elements involves choosing similar labelling, manner of expression, and level of detalil.
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Using ISO/IEC 15408 requirements as a model means that the requirements can be clearly identified, that
they are self-contained, and that the application of each requirement is feasible and will yield a meaningful
evaluation result based on a compliance statement of the TOE for that particular requirement.

The term “IT security requirements” refers to “TOE security requirements” and the optionally included “security
requirements for the IT environment”.

The term “TOE security requirements” refers to “TOE security functional requirements” and/or “TOE security
assurance requirements”.

The elements APE_SRE.1.5C and APE_SRE.1.6C require that the explicitly stated IT security requirements

shall isting ISO/IEC
15408 functional and assurance requirements are to be used as models for compliafice with these
requiements.

8.6.3| APE_SRE.1 Protection Profile, Explicitly stated IT security requirements, Evaluatior
requifements

Depepdencies: APE_REQ.1 Protection Profile, IT security requirements, Evaluation requiremepts
8.6.3/L Developer action elements

8.6.31.1 APE_SRE.1.1D

The HP developer shall provide a statement of IT security,requirements as part of the PP.
8.6.3{l.2 APE_SRE.1.2D

The BHP developer shall provide the security requitements rationale.

8.6.32 Content and presentation of evidence elements

8.6.3R.1 APE_SRE.1.1C

All TDE security requirements that “are explicitly stated without reference to ISO/IEC 15408 shall be
ident(fied.

8.6.3pR.2 APE_SRE.1.2€

All segcurity requirements for the IT environment that are explicitly stated without referenge to ISO/IEC
15408 shall be identified.

8.6.32.3 APE:SRE.1.3C

The gvidence shall justify why the security requirements had to be explicitly stated.

8.6.3.2.4 APE_SRE.1.4C

The explicitly stated IT security requirements shall use ISO/IEC 15408 requirements components,
families and classes as a model for presentation.

8.6.3.25 APE_SRE.1.5C
The explicitly stated IT security requirements shall be measurable and state objective evaluation

requirements such that compliance or noncompliance of a TOE can be determined and systematically
demonstrated.
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8.6.3.2.6 APE_SRE.1.6C
The explicitly stated IT security requirements shall be clearly and unambiguously expressed.
8.6.3.2.7 APE_SRE.1.7C

The security requirements rationale shall demonstrate that the assurance requirements are applicable
and appropriate to support any explicitly stated TOE security functional requirements.

8.6.3.3 Evaluator action elements

8.6.3.3.1 ARESRELIE

The evaluatpr shall confirm that the information provided meets all requirements for contenf and
presentation of evidence.

8.6.3.3.2 APE_SRE.1.2E

The evaluatpr shall determine that all of the dependencies of the explicitly” stated IT segurity
requirementg have been identified.

9 Class ASE: Security Target evaluation

The goal of an ST evaluation is to demonstrate that the ST is complete, consistent, technically sound, and
hence suitable for use as the basis for the corresponding TOE evaluation.

Figure 7 shows the families within this class, and the hierarchy.of‘components within the families.

ASE DES: TOE desgefiption |

ASE ENV: Security environment |

ASBEVINT: ST introduction 1

ASE_OBI: Security objectives 1

ASE PPC: PP claims 1

ASE _REQ: 1T security requirements ]

ASE SRE: Explicitly stated IT security requirements |

ASE TSS: TOE summary specification 1

Figure 7 - ASE: Security Target evaluation class decomposition
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9.1 TOE description (ASE_DES)

9.1.1 Objectives

The TOE description is an aid to the understanding of the TOE's security requirements. Evaluation of the TOE
description is required to show that it is coherent, internally consistent and consistent with all other parts of the
ST.

9.1.2 ASE_DES.1 Security Target, TOE description, Evaluation requirements

Dependencies: ASE_ENV.1 Security Target, Security environment, Evaluation requirements

ASE_INT.1 Security Target, ST introduction, Evaluation requirements
ASE_OBJ.1 Security Target, Security objectives, Evaluation requirements
ASE_PPC.1 Security Target, PP claims, Evaluation requirements

ASE_REQ.1 Security Target, IT security requirements, Evaltiation requirement

vl

ASE_TSS.1 Security Target, TOE summary specificatiofy Evaluation requiremgnts
9.1.2f1 Developer action elements

9.1.20.1 ASE_DES.1.1D

The developer shall provide a TOE description as paft/of the ST.
9.1.2p Content and presentation of evidence elements
9.1.2pP.1 ASE_DES.1.1C

The TOE description shall describe the,product or system type, and the scope and bounflaries of the
TOE In general terms both in a physical and a logical way .

9.1.28 Evaluator action elements
9.1.2B.1 ASE _DES.1.1E

The ¢valuator shall(confirm that the information provided meets all requirements for |content and
presgntation of evidence.

9.1.28.2 ASE_DES.1.2E

The gvaluator shall confirm that the TOE description is coherent and internally consistent.

9.1.23.3 ASE_DES.1.3E

The evaluator shall confirm that the TOE description is consistent with the other parts of the ST.
9.2 Security environment (ASE_ENV)

9.2.1 Objectives

In order to determine whether the IT security requirements in the ST are sufficient, it is important that the
security problem to be solved is clearly understood by all parties to the evaluation.
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9.2.2 ASE_

Dependencies:

9.22.1 De

9.2211

ENV.1 Security Target, Security environment, Evaluation requirements
No dependencies.

veloper action elements

ASE_ENV.1.1D

The developer shall provide a statement of TOE security environment as part of the ST.

9.222 Co

9.2221 A

The statemse
intended us43
92222 A

The stateme
to the assets
92223 A

The statems
policies with
9.2.23 BV
92231 A

The evaluat
presentation
9.2232 A

The evaluatd
consistent.

9.3 STint
9.3.1 Objeq

The ST introg

to demonstral

ntent and presentation of evidence elements

SE_ENV.1.1C

nt of TOE security environment shall identify and explain any assumptions,aboyt the
hge of the TOE and the environment of use of the TOE.

SE_ENV.1.2C

ht of TOE security environment shall identify and explain any known or presumed threats
against which protection will be required, either by the TOE ordy its environment.
SE_ENV.1.3C

nt of TOE security environment shall identify and explain any organisational segurity
which the TOE must comply.

aluator action elements

SE_ENV.1.1E

br shall confirm that the informatign provided meets all requirements for contenf and
of evidence.

SE_ENV.1.2E

r shall confirm that the.statement of TOE security environment is coherent and intefnally
oduction (ASE_INT)

tives

uctionrcontains identification and indexing material. Evaluation of the ST introduction is required
e thatthe ST is correctly identified and that it is consistent with all other parts of the ST.

9.3.2 ASE_

Dependencies:

30

INT.1 Security Target, ST introduction, Evaluation requirements

ASE_DES.1 Security Target, TOE description, Evaluation requirements
ASE_ENV.1 Security Target, Security environment, Evaluation requirements
ASE_OBJ.1 Security Target, Security objectives, Evaluation requirements
ASE_PPC.1 Security Target, PP claims, Evaluation requirements

ASE_REQ.1 Security Target, IT security requirements, Evaluation requirements

ASE_TSS.1 Security Target, TOE summary specification, Evaluation requirements
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9.3.2.1 Developer action elements

9.3.2.1.1 ASE_INT.1.1D

The developer shall provide an ST introduction as part of the ST.
9.3.2.2 Content and presentation of evidence elements

9.3.2.2.1 ASE_INT.1.1C

The ST introduction shall contain an ST identification that provides the labelling and descriptive
infor i i iy the he ahich it rafo

9.3.2R.2 ASE _INT.1.2C
The ST introduction shall contain an ST overview which summarises the ST in narrative form.
9.3.2p.3 ASE _INT.1.3C

The $T introduction shall contain an ISO/IEC 15408 conformance claim that states any| evaluatable
claim| of ISO/IEC 15408 conformance for the TOE.

9.3.28 Evaluator action elements
9.3.28.1 ASE _INT.1.1E

The g¢valuator shall confirm that the information ptovided meets all requirements for |content and
presgntation of evidence.

9.3.23.2 ASE_INT.1.2E

The gvaluator shall confirm that the ST introduction is coherent and internally consistent.
9.3.23.3 ASE_INT.1.3E

The gvaluator shall confirm thatithe ST introduction is consistent with the other parts of the ST.
9.4 (Security objectives (ASE_OBJ)
9.4.1| Objectives

The gecurity objéctives are a concise statement of the intended response to the security problem. Evaluation

of the| security(objectives is required to demonstrate that the stated objectives adequately addregs the security
probl}m. Thesecurity objectives are categorised as security objectives for the TOE and as secufity objectives

for thp environment. The security objectives for both the TOE and the environment must be|shown to be
traced back to the identified threats to be countered and/or policies and assumptions to be met by each.

9.4.2 ASE_OBJ.1 Security Target, Security objectives, Evaluation requirements
Dependencies: ASE_ENV.1 Security Target, Security environment, Evaluation requirements
9.4.2.1 Developer action elements

94211 ASE_0OBJ.1.1D

The developer shall provide a statement of security objectives as part of the ST.
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9.4.2.1.2

ASE_OBJ.1.2D

The developer shall provide the security objectives rationale.

9.4.2.2

94221

Content and presentation of evidence elements

ASE_OBJ.1.1C

The statement of security objectives shall define the security objectives for the TOE and its
environment.

94222 A

The security
countered b

94223 A

The security
completely

completely n
9.4224 A

The security

objectives for the TOE shall be traced back to aspects of the identified threats
the TOE and/or organisational security policies to be met by the TOE.

SE_0OBJ.1.3C

objectives for the environment shall be traced back to aspects of\identified threat
countered by the TOE and/or organisational security policies or assumptions
net by the TOE.

SE_0OBJ.1.4C

objectives rationale shall demonstrate that the stated’security objectives are suita

counter the {dentified threats to security.

94225 A

The security
cover all of ¢

9423 Ry

94231 A

The evaluat
presentation
9.4232 A

The evaluat
internally co

SE_OBJ.1.5C

objectives rationale shall demonstrate that the stated security objectives are suita
he identified organisational security policies and assumptions.

aluator action elements
SE_OBJ.1.1E

br shall confirm that the) information provided meets all requirements for conten
of evidence.

SE_OBJ.1.2E

br shall confirm that the statement of security objectives is complete, coherent
hsistent.

to be

S not
not

Dle to

ble to

I and

and

95 PP cliims (ASE_PPC)

9.5.1 Objectives

The goal of the evaluation of the Security Target PP claims is to determine whether the ST is a correct
instantiation of the PP.

9.5.2 Application notes

The family applies only in the case of a PP claim. In all other cases, no developer action and no evaluator
action is necessary.

Although additional evaluation activity is necessary when a PP claim is made, the ST evaluation effort is
generally smaller than in cases where no PP is used because it is possible to reuse the PP evaluation results
for the ST evaluation.
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ISO/IEC 1540

ASE_PPC.1 Security Target, PP claims, Evaluation requirements

Dependencies: ASE_OBJ.1 Security Target, Security objectives, Evaluation requirements

9.5.3.

9.5.3.

8-3:2005(E)

ASE_REQ.1 Security Target, IT security requirements, Evaluation requirements

1 Developer action elements

11 ASE_PPC.1.1D

The developer shall provide any PP claims as part of the ST.

9.5.3,
The g
9.5.3,
9.5.3,

Each
need

9.5.3,

Each
opera

9.5.3,

Each
the S

9.5.3.
9.5.3,

The {
press

9.5.3.
The €

9.6

1.2 ASE_PPC.1.2D

eveloper shall provide the PP claims rationale for each provided PP claim.
P Content and presentation of evidence elements

2.1 ASE_PPC.1.1C

PP claim shall identify the PP for which compliance is being{elaimed, including d
bd for that claim.

.2 ASE_PPC.1.2C

PP claim shall identify the IT security requireéments statements that satisfy th
itions of the PP or otherwise further qualify the RPfequirements.

p.3 ASE_PPC.1.3C

PP claim shall identify security objectives and IT security requirements statements
T that are in addition to those contained in the PP.

3 Evaluator action elements
3.1 ASE_PPC.1.1E

pvaluator shall confirm that the information provided meets all requirements for
ntation of evidenee:

3.2 ASE _PRC1.2E
valuator shall confirm that the PP claims are a correct instantiation of the PP.

IT’security requirements (ASE_REQ)

ualifications

e permitted

contained in

content and

9.6.1

Objectives

The IT security requirements chosen for a TOE and presented or cited in an ST need to be evaluated in order
to confirm that they are internally consistent and lead to the development of a TOE that will meet its security
objectives.

This family presents evaluation requirements that permit the evaluator to determine that an ST is suitable for
use as a statement of requirements for the corresponding TOE. The additional criteria necessary for the
evaluation of explicitly stated requirements is covered in the Explicitly stated IT security requirements
(ASE_SRE) family.
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9.6.2 Application notes

The term “IT security requirements” refers to “TOE security requirements” and the optionally included “security
requirements for the IT environment”.

The term “TOE security requirements” refers to “TOE security functional requirements” and/or “TOE security
assurance requirements”.

In the ASE_REQ.1 Security Target, IT security requirements, Evaluation requirements component, the word
“appropriate” is used to indicate that certain elements allow options in certain cases. Which options are
applicable depends on the given context in the ST. Detailed information for all these aspects is contained in

ISO/IEC 154Q8-1,annex B

ISO/IEC 154
subset of thg
context of thg
strength reqy
strength of fu
identified by

light of how that that domain impacts meeting the security objectives.

9.6.3 ASE_|
Dependencig
9.6.3.1 Deg
9.6.3.11 A
The develop
9.6.31.2 A
The develop
9.6.3.2 Cd
9.6.3.21 A

The statemsg
requirement
9.6.3.22 A

The statemsd

D8 recognises the validity of multiple SOF domains within a given TOE. A SOF demai
TOE (logical or physical) for which a specific functional strength level is appropriate,
intended environment. This allows for a TOE with some functionality having a higher mir

irement than other functionality. For a TOE with multiple SOF domains, the.phrase “min

hction” is used to indicate the set that contains the minimum strength of function for each d

lomain. Additionally, the requirements rationale must consider the SOF jlevel for each dom

REQ.1 Security Target, IT security requirements, Evaluation-+requirements

5:  ASE_OBJ.1 Security Target, Security objectives, Evalyation requirements

veloper action elements

SE_REQ.1.1D

br shall provide a statement of IT securityrequirements as part of the ST.
SE_REQ.1.2D

br shall provide the security requirements rationale.
ntent and presentation of €vidence elements

SE_REQ.1.1C

nt of TOE security functional requirements shall identify the TOE security func
5 drawn fromySO/IEC 15408-2 functional requirements components.

SE_REQ@:1%2C

nt,of TOE security assurance requirements shall identify the TOE security assu

requirement

N is a
n the
imum
imum
bmain,
ain in

ional

ance

5 drawn from this part of ISO/IEC 15408 assurance requirements components.

9.6.3.2.3

ASE_REQ.1.3C

The statement of TOE security assurance requirements should include an Evaluation Assurance Level
(EAL) as defined in this part of ISO/IEC 15408.

9.6.3.24

ASE_REQ.1.4C

The evidence shall justify that the statement of TOE security assurance requirements is appropriate.

9.6.3.25 ASE_REQ.1.5C
The ST shall, if appropriate, identify any security requirements for the IT environment.
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9.6.3.2.6 ASE_REQ.1.6C

Operations on IT security requirements included in the ST shall be identified and performed.
9.6.3.2.7 ASE_REQ.1.7C

Dependencies among the IT security requirements included in the ST should be satisfied.
9.6.3.2.8 ASE_REQ.1.8C

The evidence shall justify why any non-satisfaction of dependencies is appropriate.

9.6.3R.9 ASE_REQ.1.9C

The $T shall include a statement of the minimum strength of function level for|the TTOE security
functjonal requirements, either SOF-basic, SOF-medium or SOF-high, as appropriate.

9.6.32.10 ASE_REQ.1.10C
The dtatement of security requirements shall identify all security functional requirements [for which an
expli¢it strength of function claim is required, together with the explieit strength of funct|jon claim for
each such security functional requirement.
9.6.32.11 ASE_REQ.l1.11C

The decurity requirements rationale shall demonstratesthiat the minimum strength of function level for
the ST together with any explicit strength of functiofyctaim is consistent with the securify objectives
for thle TOE.

9.6.32.12 ASE_REQ.1.12C

The decurity requirements rationale shallsdeémonstrate that the IT security requirements afe suitable to
meet|the security objectives.

9.6.3p.13 ASE_REQ.1.13C

The pecurity requirements ‘rationale shall demonstrate that the set of IT security requirements
together forms a mutually. supportive and internally consistent whole.

9.6.33 Evaluator action elements
9.6.38.1 ASEOREQ.1.1E

The evaluater shall confirm that the information provided meets all requirements for |content and
presgntation of evidence.

9.6.3.32 ASE_REQ.12E

The evaluator shall confirm that the statement of IT security requirements is complete, coherent, and
internally consistent.

9.7 Explicitly stated IT security requirements (ASE_SRE)
9.7.1 Objectives
If, after careful consideration, none of the requirements components in ISO/IEC 15408-2 or this part of

ISO/IEC 15408 are readily applicable to all or parts of the IT security requirements, the ST author may state
other requirements which do not reference ISO/IEC 15408. The use of such requirements shall be justified.
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This family presents evaluation requirements that permit the evaluator to determine that the explicitly stated
requirements are clearly and unambiguously expressed. The evaluation of requirements taken from ISO/IEC
15408 in conjunction with valid explicitly stated security requirements is addressed by the IT security

requirements

(ASE_REQ) family.

Explicitly stated IT security requirements for a TOE presented or cited in an ST need to be evaluated in order
to demonstrate that they are clearly and unambiguously expressed.

9.7.2 Application notes

Formulation of the explicitly stated requirements in a structure comparable to those of existing ISO/IEC 15408

components

and elements involves choosina similar labellina _manner of exnression.—and level of detail
J T ™ T

Using ISO/IE
they are self;
evaluation re

The term “IT
requirements

The term “TdQ
assurance re

The element;s
shall be medq
15408 functi
requirements
9.7.3 ASE |

Dependencieg|

C 15408 requirements as a model means that the requirements can be clearly identified
contained, and that the application of each requirement is feasible and will yield.,'a mear
bult based on a compliance statement of the TOE for that particular requirement.

ecurity requirements” refers to “TOE security requirements” and the optionally’included “se
for the IT environment”.

E security requirements” refers to “TOE security functional requiréments” and/or “TOE se
[Juirements”.

ASE_SRE.1.5C and ASE_SRE.1.6C require that the explicitly stated IT security require

surable and objective as well as clearly and unambiguously expressed. The existing IS
bnal and assurance requirements are to be used.\@s models for compliance with

5. ASE_REQ.1 Security Target, IT security requirements, Evaluation requirements
\veloper action elements

SE_SRE.1.1D

br shall provide a statement of IT security requirements as part of the ST.
SE_SRE.1.2D

br shall provide the security requirements rationale.

ntent and\presentation of evidence elements

SE\SRE.1.1C

, that
ingful

curity

curity

ments
D/IEC
these

SRE.1 Security Target, Explicitly stated IT seeurity requirements, Evaluation requirements

All TOE security requirements that are explicitly stated without reference to ISO/IEC 15408 shall be

9.7.3.1 Ds
9.7311 A
The develop
9.7312 A
The develop
9.7.32 Cd
9.7.321 A
identified.
9.7.3.2.2

ASE_SRE.1.2C

All security requirements for the IT environment that are explicitly stated without reference to ISO/IEC
15408 shall be identified.

9.7.3.2.3

ASE_SRE.1.3C

The evidence shall justify why the security requirements had to be explicitly stated.
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9.7.3.24 ASE_SRE.1.4C

The explicitly stated IT security requirements shall use ISO/IEC 15408 requirements components,
families and classes as a model for presentation.

9.7.3.25 ASE_SRE.1.5C

The explicitly stated IT security requirements shall be measurable and state objective evaluation
requirements such that compliance or noncompliance of a TOE can be determined and systematically
demonstrated.

9.7.3.2.6— ASE_SRE.1.6C

The gxplicitly stated IT security requirements shall be clearly and unambiguously express

9.7.3R.7 ASE_SRE.1.7C
The decurity requirements rationale shall demonstrate that the assurancereguirements a

and gdppropriate to support any explicitly stated TOE security functional regquirements.

e applicable

9.7.3 Evaluator action elements

9.7.3B.1 ASE_SRE.1.1E

The g¢valuator shall confirm that the information provided’meets all requirements for |content and

presgntation of evidence.

9.7.33.2 ASE_SRE.1.2E

The pvaluator shall determine that all of the dependencies of the explicitly stated| IT security
requifements have been identified.

9.8 [TOE summary specification (ASE_TSS)

9.8.1| Objectives

The TOE summary specification/provides a high-level definition of the security functions claimefl to meet the
functipnal requirements and.of-the assurance measures taken to meet the assurance requirements.

9.8.2| Application notes

The relationship/between the IT security functions and the TOE security functional requiremgnts can be a

“many
least
this r

to many”) relationship. Nevertheless, every security function shall contribute to the sati
bne security requirement in order to be able to clearly define the TSF. Security functions th
pquirement should normally not be necessary. Note, however, that the requirement th

functi

Sfaction of at
At do not fulfil
at a security

b, eontributes to the satisfaction of at least one security requirement is worded in a

uite general

manner, so that all the security functions found to be useful for the TOE should be justifiable.

The statement of assurance measures is of specific relevance in all those cases where assurance
requirements not taken from ISO/IEC 15408 are included in the ST. If the TOE security assurance
requirements in the ST are exclusively based on ISO/IEC 15408 evaluation assurance levels or other this part
of ISO/IEC 15408 assurance components, then the assurance measures could be presented in the form of a
reference to the documents that show that the assurance requirements are met.

In the ASE_TSS.1 Security Target, TOE summary specification, Evaluation requirements component, the
word “appropriate” is used to indicate that certain elements allow options in certain cases. Which options are
applicable depends on the given context in the ST. Detailed information for all these aspects is contained in
ISO/IEC 15408-1, annex B.
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9.8.3 ASE_

Dependencies:

9.8.3.1

9.8.3.1.1

TSS.1 Security Target, TOE summary specification, Evaluation requirements

ASE_REQ.1 Security Target, IT security requirements, Evaluation requirements

Developer action elements

ASE_TSS.1.1D

The developer shall provide a TOE summary specification as part of the ST.

9.8.3.1.2

ASE_TSS.1.2D

The develop
9.832 Cd

98321 A

br shall provide the TOE summary specification rationale.
ntent and presentation of evidence elements

SE_TSS.1.1C

The TOE summary specification shall describe the IT security functions and the.assurance mea,

of the TOE.

9.8.3.22 A
The TOE su
requirement
functional reg
one TOE sed

9.8.3.23 A

SE_TSS.1.2C

mmary specification shall trace the IT security functions to the TOE security func
5 such that it can be seen which IT security functions satisfy which TOE se
qguirements and that every IT security function contributes to the satisfaction of at
urity functional requirement.

SE_TSS.1.3C

The IT security functions shall be defined in an ‘informal style to a level of detail necessa

understandi

98324 A
All referenc
functions sd
function.

9.8.325 A

g their intent.
SE_TSS.1.4C

bs to security mechanisms’included in the ST shall be traced to the relevant se
that it can be seen which security mechanisms are used in the implementation of

SE_TSS.1.5C

The TOE summary specification rationale shall demonstrate that the IT security functions are su

to meet the

9.8.3.26 A

[OE secqarity functional requirements.

Sg (1ss.1.6C

sures

ional
Curity
least

y for

Curity
each

table

The TOE summary specification rationale shall demonstrate that the combination of the specified IT
security functions work together so as to satisfy the TOE security functional requirements.

9.8.3.2.7

ASE_TSS.1.7C

The TOE summary specification shall trace the assurance measures to the assurance requirements so
that it can be seen which measures contribute to the satisfaction of which requirements.

9.8.3.2.8

ASE_TSS.1.8C

The TOE summary specification rationale shall demonstrate that the assurance measures meet all
assurance requirements of the TOE.
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9.8.3.29 ASE_TSS.1.9C

The TOE summary specification shall identify all IT security functions that are realised by a
probabilistic or permutational mechanism, as appropriate.

9.8.3.2.10 ASE_TSS.1.10C

The TOE summary specification shall, for each IT security function for which it is appropriate, state
the strength of function claim either as a specific metric, or as SOF-basic, SOF-medium or SOF-high.

9.8.3.3 Evaluator action elements

9.8.38.1 ASE_TSS.1.1E

The evaluator shall confirm that the information provided meets all requirements for |content and

presgntation of evidence.

9.8.38.2 ASE_TSS.1.2E

The gvaluator shall confirm that the TOE summary specification is camplete, coherent, ahd internally
consistent.

10 Hvaluation assurance levels

The HBvaluation Assurance Levels (EALS) provide an increasing scale that balances the level |of assurance
obtained with the cost and feasibility of acquiring that degree)of assurance. ISO/IEC 15408 apprdach identifies

the sgparate concepts of assurance in a TOE at the“end of the evaluation, and of maintepance of that

assurpnce during the operational use of the TOE.

It is important to note that not all families and components from this part of ISO/IEC 15408 are ifcluded in the
EALs| This is not to say that these do not\ provide meaningful and desirable assurances.llnstead, it is
expedted that these families and components will be considered for augmentation of an EAL in those PPs and
STs for which they provide utility.

10.1 |Evaluation assurance leyél (EAL) overview

Table| 6 represents a summary ef the EALs. The columns represent a hierarchically ordered set qf EALSs, while
the rqws represent assurance families. Each number in the resulting matrix identifies a specific assurance

comppnent where applicable.

As oltlined in the.next subclause, seven hierarchically ordered evaluation assurance levels gdre defined in

ISO/I
repre
by s
increa

FC 15408 for-the rating of a TOE's assurance. They are hierarchically ordered inasmuch
bents more)assurance than all lower EALs. The increase in assurance from EAL to EAL is

bstitution of a hierarchically higher assurance component from the same assuranc
1sing rigour, scope, and/or depth) and from the addition of assurance components from ot

as each EAL
hccomplished
e family (i.e.
er assurance

familigs\(i’e. adding new requirements).

These EALs consist of an appropriate combination of assurance components as described in clause 6 of this
part of ISO/IEC 15408. More precisely, each EAL includes no more than one component of each assurance
family and all assurance dependencies of every component are addressed.

While the EALs are defined in ISO/IEC 15408, it is possible to represent other combinations of assurance.
Specifically, the notion of “augmentation” allows the addition of assurance components (from assurance
families not already included in the EAL) or the substitution of assurance components (with another
hierarchically higher assurance component in the same assurance family) to an EAL. Of the assurance
constructs defined in ISO/IEC 15408, only EALs may be augmented. The notion of an “EAL minus a
constituent assurance component” is not recognised by the standard as a valid claim. Augmentation carries
with it the obligation on the part of the claimant to justify the utility and added value of the added assurance
component to the EAL. An EAL may also be extended with explicitly stated assurance requirements.
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Assurance Assurance Assurance Components by
class Family Evaluation Assurance Level
EAL1 | EAL2 | EAL3 | EAL4 | EALS | EALG | EALY
ACM_AUT 1 1 2 2
Configuration management | ACM_CAP 1 2 3 4 4 5 5
ACM_SCP 1 2 3 3 3
Delivery and operation ADO_DEL 1 1 2 2 2 3
ADO_IGS 1 1 1 1 1 1 1
ADV_FSP 1 1 1 Z S S 4
ADV_HLD 1 2 2 3 4 5
ADV_IMP 1 2 3 3
Development ADV_INT 1 2 3
ADV _LLD 1 1 2 2
ADV_RCR 1 1 1 1 2 2 3
ADV_SPM 1 3 3 3
Guigance documents AGD_ADM 1 1 1 L L 1 L
AGD USR 1 1 1 1 1 1 1
ALC DVS 1 1 1 2 2
Life cycle support ALC FLR S
ALC LCD 1 2 2 3
ALC TAT . 1 2 3 3
ATE_COV 1 2 2 2 3 3
Tests ATE DPT 1 1 2 2 3
ATE FUN 1 1 1 1 2 2
ATE_IND 1 2 2 2 2 2 3
AVA_CCA %) 1 2 2
Vulngrability assessment AVA_MSU o 1 2 2 3 3
AVA SOF | & | 1 1 1 1 1 1
AVA VLA [\ 1 1 2 3 4 4
Table 6 Evaluation assurance level summary
10.2 Evaluation assurance level details
The following subclauses provide\'definitions of the EALs, highlighting differences between the specific
requirements|and the prose characterisations of those requirements using bold type.
10.3 Evaluation assutance level 1 (EAL1) - functionally tested
10.3.1 Objeqtives
EALL1 is applicable where some confidence in correct operation is required, but the threats to security afe not
viewed as serious. It will be of value where independent assurance Is required 1o support the contention that

due care has been exercised with respect to the protection of personal or similar information.

EAL1 provides an evaluation of the TOE as made available to the customer, including independent testing
against a specification, and an examination of the guidance documentation provided. It is intended that an
EAL1 evaluation could be successfully conducted without assistance from the developer of the TOE, and for
minimal outlay.

An evaluation at this level should provide evidence that the TOE functions in a manner consistent with its
documentation, and that it provides useful protection against identified threats.
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10.3.2 Assurance components

EALL provides a basic level of assurance by an analysis of the security functions using a functional and
interface specification and guidance documentation, to understand the security behaviour.

The analysis is supported by independent testing of the TOE security functions.

This EAL provides a meaningful increase in assurance over an unevaluated IT product or system.

Assurance Class Assurance components

ACMConfiguratiom marnmagenent T ACM CAP T Versiom umbers

ADO: Delivery and operation ADO_IGS.1 Installation, generation, and start-up procgdures

ADV: Development ADV_FSP.1 Informal functional specification

ADV_RCR.1 Informal correspondence demonstration

AGD: Guidance documents AGD_ADM.1 Administrator guidance

AGD_USR.1 User guidance

ATE: Tests ATE_IND.1 Independent testing - conformance

10.4
10.4.]

EAL2
but s
practi

EAL2
level

limite
10.4.1
EAL2

speci
beha

The 3
baseq
streng
publig

nould not demand more effort on the part of the<deVeloper than is consistent with goo
Ce. As such it should not require a substantially increased investment of cost or time.

of independently assured security in the“absence of ready availability of the complete
record. Such a situation may arise when securing legacy systems, or where access to the deve
.

P Assurance components

ication, guidance documentation and the high-level design of the TOE, to understand

nalysis is supported by independent testing of the TOE security functions, evidence of dev,

EAL2

Table 7 EAL1

Evaluation assurance level 2 (EAL2) - structurally tested
Objectives

requires the co-operation of the developer in terms af the delivery of design information an

is therefore applicable in those circumstancés where developers or users require a low

provides assurance by_an analysis of the security functions, using a functional
iour.
on the fuanctional specification, selective independent confirmation of the developer

th of function analysis, and evidence of a developer search for obvious vulnerabilities (e.d
domain)-

d test results,
I commercial

to moderate
development
loper may be

and interface
the security

eloper testing
test results,
. those in the

also provides assurance through a configuration list for the TOE, and evidence of sg

cure delivery

procedures.

This EAL represents a meaningful increase in assurance from EALL1 by requiring developer testing, a
vulnerability analysis, and independent testing based upon more detailed TOE specifications.
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Assurance Class Assurance components

ACM: Configuration management

ACM_CAP.2 Configuration items

ADO: Delivery and operation

ADO _DEL.1 Delivery procedures
ADO_IGS.1 Installation, generation, and start-up procedures

ADV_FSP.1 Informal functional specification
ADV_HLD.1 Descriptive high-level design
ADV_RCR.1 Informal correspondence demonstration

ADV: Development

AGD: Guidance documents

AGD_ADM.1 Administrator guidance
AGD_ USR.1 User guidance

ATE: Tests ATE_COV.1 Evidence of coverage

ATE_FUN.T Functional testing
ATE_IND.2 Independent testing - sample

AVA:

AVA_SOF.1 Strength of TOE security function evaluation
AVA_VLA.1 Developer vulnerability analysis

Vulnerability assessment

10.5 Evaluation assurance level 3 (EAL3) - methodically tested and checked

10.5.1 Objeq

EAL3 permits
design stage

EAL3 is applicable in those circumstances where developerS )or users require a moderate le

independentl
substantial re

10.5.2 Assu

EAL3 provid
specification,
behaviour.

The analysis
based on th
developer te
vulnerabilities

EAL3 also p
management

This EAL re
coverage of
TOE will not

without substantial alteration of existing sound development'practices.

-engineering.

iresents a meaningful increase in assurance from EAL2 by requiring more complete t

Table 8 EAL2

tives

a conscientious developer to gain maximum assurance from,positive security engineering

assured security, and require a thorough investigation of the TOE and its development w

ance components
Ps assurance by an analysis of -the” security functions, using a functional and intj
guidance documentation, and the-high-level design of the TOE, to understand the se€
is supported by independent.testing of the TOE security functions, evidence of developer t

5t results, strength_ ©f function analysis, and evidence of a developer search for of
(e.g. those in thepublic domain).

Fovides assurance through the use of development environment controls, TOE configu
and evidenece of secure delivery procedures.

e’security functions and mechanisms and/or procedures that provide some confidence th

at the

el of

ithout

prface

curity

bsting

e functional specification~/and high-level design, selective independent confirmation ¢f the

vious

ration

bsting
at the

ertampered with during development
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Assurance Class Assurance components

ACM: Configuration management | ACM_CAP.3 Authorisation controls

ACM_SCP.1 TOE CM coverage

ADO: Delivery and operation ADO_DEL.1 Delivery procedures

ADO_IGS.1 Installation, generation, and start-up procedures

ADV: Development ADV_FSP.1 Informal functional specification

ADV_HLD.2 Security enforcing high-level design

ADV_RCR.1 Informal correspondence demonstration

AGD: Guidance documents AGD_ADM.1 Administrator guidance

AGD_USR.1 User guidance

ALC: Tife cycle support ALC DVS.T Identification of security measures
ATE: Tests ATE_COV.2 Analysis of coverage

ATE_DPT.1 Testing: high-level design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing - sample

AVA: Vulnerability assessment | AVA_MSU.1 Examination of guidance

AVA_SOF.1 Strength of TOE security function evaluaf

ion

AVA_VLA.1 Developer vulnerabijlity analysis

10.6

10.6.1 Objectives

EAL4
comm
skills,

to an existing product line.

EAL4

level pf independently assured security in~conventional commodity TOEs and are prepared to in

secur
10.6.4

EAL4
speci
imple
mode]

The 4
based
devel

Table 9 EAL3

Evaluation assurance level 4 (EAL4) - methodically‘designed, tested, and rev

permits a developer to gain maximum assurance’from positive security engineering bg
ercial development practices which, though rigerous, do not require substantial specialis
and other resources. EAL4 is the highest leyel*at which it is likely to be economically feag
is therefore applicable in those cireumstances where developers or users require a mog
ty-specific engineering costs.
P Assurance components

provides assurance by an analysis of the security functions, using a functional and comg
ication, guidance @documentation, the high-level and low-level design of the TOE, and a
mentation, to understand the security behaviour. Assurance is additionally gained throug

of the TOE.s€curity policy.

nalysis«s_supported by independent testing of the TOE security functions, evidence of dev,

ewed

sed on good
t knowledge,
ible to retrofit

erate to high

cur additional

lete interface
subset of the
h an informal

eloper testing

on~the functional specification and high-level design, selective independent confir
Dper test results, strength of function analysis, evidence of a developer search for vulnera

indep

potential.

ation of the
ilities, and an
low attack

EAL4 also provides assurance through the use of development environment controls and additional TOE
configuration management including automation, and evidence of secure delivery procedures.

This EAL represents a meaningful increase in assurance from EAL3 by requiring more design description, a
subset of the implementation, and improved mechanisms and/or procedures that provide confidence that the
TOE will not be tampered with during development or delivery.
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Assurance Class Assurance components

ACM: Configuration management | ACM_AUT.1 Partial CM automation
ACM_CAP.4 Generation support and acceptance procedures
ACM_SCP.2 Problem tracking CM coverage
ADO: Delivery and operation ADO_DEL.2 Detection of modification
ADO _IGS.1 Installation, generation, and start-up procedures
ADV: Development ADV_FSP.2 Fully defined external interfaces

ADV_HLD.2 Security enforcing high-level design

ADV_IMP.1 Subset of the implementation of the TSF

ADV_LLD.1 Descriptive low-level design
ADV_RCR.T Informal correspondence demonstration
ADV_SPM.1 Informal TOE security policy model
AGD: Guidance documents AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance
ALC: Life cycle support ALC DVS.1 Identification of security measures
ALC _LCD.1 Developer defined life-cycle model
ALC_TAT.1 Well-defined development tools
ATE: Tests ATE_COV.2 Analysis of coverage
ATE_DPT.1 Testing: high-level design
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing ~sample
AVA:|Vulnerability assessment | AVA_MSU.2 Validation of analysis
AVA SOF.1 Strength of TOE Security function evaluation
AVA_VLA.2 Independentyinerability analysis

Table 10 EAL4

10.7 Evaluation assurance level 5 (EALS5) - semifermally designed and tested
10.7.1 Objeqtives

EALS5 permits a developer to gain maximum. assurance from security engineering based upon rigorous
commercial (levelopment practices supportéd”by moderate application of specialist security engingering
techniques. $uch a TOE will probably be™ designed and developed with the intent of achieving [EALS
assurance. If is likely that the additional* costs attributable to the EAL5 requirements, relative to rigorous
development|without the application of specialised techniques, will not be large.

EALS is therefore applicable_in)those circumstances where developers or users require a high lepel of
independently assured security in a planned development and require a rigorous development approach
without incuriing unreasonablé costs attributable to specialist security engineering techniques.

10.7.2 Assufance components

EALS providgs @ssurance by an analysis of the security functions, using a functional and complete int¢rface
specification, -guidanee—documentation—the—highdevelandJow-leveldesign—of the FOE—and—alof the
implementation, to understand the security behaviour. Assurance is additionally gained through a formal
model of the TOE security policy and a semiformal presentation of the functional specification and high-level
design and a semiformal demonstration of correspondence between them. A modular TOE design is also
required.

The analysis is supported by independent testing of the TOE security functions, evidence of developer testing
based on the functional specification, high-level design and low-level design, selective independent
confirmation of the developer test results, strength of function analysis, evidence of a developer search for
vulnerabilities, and an independent vulnerability analysis demonstrating resistance to penetration attackers
with a moderate attack potential. The analysis also includes validation of the developer's covert channel
analysis.
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EAL5 also provides assurance through the use of a development environment controls, and comprehensive
TOE configuration management including automation, and evidence of secure delivery procedures.

This EAL represents a meaningful increase in assurance from EAL4 by requiring semiformal design
descriptions, the entire implementation, a more structured (and hence analysable) architecture, covert channel
analysis, and improved mechanisms and/or procedures that provide confidence that the TOE will not be
tampered with during development.

Assurance Class Assurance components
ACM: Configuration management | ACM_AUT.1 Partial CM automation
ACM—CAPAGenerationmsupportandacceptance progedures
ACM_SCP.3 Development tools CM coverage
ADO: Delivery and operation ADO_DEL.2 Detection of modification
ADO_IGS.1 Installation, generation, and start-up’procg¢dures
ADV: Development ADV_FSP.3 Semiformal functional specifieation
ADV_HLD.3 Semiformal high-level design
ADV_IMP.2 Implementation of the TSF
ADV_INT.1 Modularity
ADV_LLD.1 Descriptive low-leyeldesign
ADV_RCR.2 Semiformal correspondence demonstratipn
ADV_SPM.3 Formal TOE-security policy model
AGD: Guidance documents AGD_ADM.1 Administrator' guidance
AGD_USR.1 User guidance
ALC: Life cycle support ALC_DVS.1 Identification of security measures
ALC_LCD.2 Standardised life-cycle model
ALC_TAT.2. Compliance with implementation standards
ATE: Tests ATE COV:2)Analysis of coverage
ATE_DRI.2 Testing: low-level design
ATE*FUN.1 Functional testing
ATE! IND.2 Independent testing - sample
AVA: Vulnerability assessment |\ AVA CCA.1 Covert channel analysis
AVA MSU.2 Validation of analysis
AVA_SOF.1 Strength of TOE security function evaluatjon
AVA _VLA.3 Moderately resistant

Table 11 EALS

10.8 [Evaluation assurance level 6 (EALG6) - semiformally verified design and tested
10.8.1 Objectives
EALG6| permits..developers to gain high assurance from application of security engineering teghniques to a

rigordus .development environment in order to produce a premium TOE for protecting high |value assets
againptsignificant risks.

EALSG is therefore applicable to the development of security TOEs for application in high risk situations where
the value of the protected assets justifies the additional costs.

10.8.2 Assurance components

EALG provides assurance by an analysis of the security functions, using a functional and complete interface
specification, guidance documentation, the high-level and low-level design of the of the TOE, and a structured
presentation of the implementation, to understand the security behaviour. Assurance is additionally gained
through a formal model of the TOE security policy, a semiformal presentation of the functional specification,
high-level design, and low-level design and a semiformal demonstration of correspondence between them. A
modular and layered TOE design is also required.
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The analysis is supported by independent testing of the TOE security functions, evidence of developer testing
based on the functional specification, high-level design and low-level design, selective independent
confirmation of the developer test results, strength of function analysis, evidence of a developer search for
vulnerabilities, and an independent vulnerability analysis demonstrating resistance to penetration attackers
with a high attack potential. The analysis also includes validation of the developer's systematic covert channel
analysis.

EAL6 also provides assurance through the use of a structured development process, development
environment controls, and comprehensive TOE configuration management including complete automation,
and evidence of secure delivery procedures.

This EAL represents a meaningful increase in assurance from FALS by requiring more comprehensive
analysis, a structured representation of the implementation, more architectural structure (e.g. layering),| more
comprehensiye independent vulnerability analysis, systematic covert channel identification, and.impgroved
configuration|jmanagement and development environment controls.

Assurance Class Assurance components

ACM: Cdnfiguration management | ACM_AUT.2 Complete CM automation

ACM_ CAP.5 Advanced support

ACM_SCP.3 Development tools CM coverage

ADO: Delivery and operation ADO_DEL.2 Detection of modification

ADO _IGS.1 Installation, generation;and start-up procedures
ADV: Development ADV_FSP.3 Semiformal functional specification
ADV_HLD.4 Semiformal high:level explanation

ADV_IMP.3 Structured implementation of the TSF
ADV_INT.2 Reduction of<complexity

ADV_LLD.2 Semiformal low-level design

ADV_RCR.2 Semiformal correspondence demonstration
ADV_SPM.3 Formal TOE security policy model

AGD: |Guidance documents AGD_ADM.1 Administrator guidance

AGD_USRZ User guidance

ALQ: Life cycle support ALC_DVS.2 Sufficiency of security measures

ALC*L€D.2 Standardised life-cycle model

ALC-TAT.3 Compliance with implementation standards - all par{s
ATE: Tests ATE COV.3 Rigorous analysis of coverage

ATE_DPT.2 Testing: low-level design

ATE_FUN.2 Ordered functional testing

ATE_IND.2 Independent testing - sample

AVA: Vinerability assessment | AVA_CCA.2 Systematic covert channel analysis
AVA_MSU.3 Analysis and testing for insecure states
AVA_SOF.1 Strength of TOE security function evaluation
AVA_VLA.4 Highly resistant

Table 12 EAL6

10.9 Evaluation assurance level 7 (EAL7) - formally verified design and tested

10.9.1 Objectives

EALY7 is applicable to the development of security TOEs for application in extremely high risk situations and/or
where the high value of the assets justifies the higher costs. Practical application of EAL7 is currently limited
to TOEs with tightly focused security functionality that is amenable to extensive formal analysis.

10.9.2 Assurance components

EALY provides assurance by an analysis of the security functions, using a functional and complete interface

specification, guidance documentation, the high-level and low-level design of the TOE, and a structured
presentation of the implementation, to understand the security behaviour. Assurance is additionally gained
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through a formal model of the TOE security policy, a formal presentation of the functional specification and
high-level design, a semiformal presentation of the low-level design, and formal and semiformal demonstration
of correspondence between them, as appropriate. A modular, layered and simple TOE design is also required.

The analysis is supported by independent testing of the TOE security functions, evidence of developer testing
based on the functional specification high-level design, low-level design and implementation representation,
complete independent confirmation of the developer test results, strength of function analysis, evidence of a
developer search for vulnerabilities, and an independent vulnerability analysis demonstrating resistance to
penetration attackers with a high attack potential. The analysis also includes validation of the developer's
systematic covert channel analysis.

EAL7_also pm\/irleQ assurance thrmlgh the use of a structured dp\/elnpmnnf process, development
envirgnment controls, and comprehensive TOE configuration management including complet¢ automation,
and ejvidence of secure delivery procedures.

This EAL represents a meaningful increase in assurance from EAL6 by requiring Zmore camprehensive
analysis using formal representations and formal correspondence, and comprehensive testing.

Assurance Class Assurance cofmponents
CM: Configuration management | ACM_AUT.2 Complete CM automation
ACM_CAP.5 Advanced support
ACM_SCP.3 Developmenttaols CM coverage
ADO: Delivery and operation ADO_DEL.3 Prevention of modification
ADO _IGS.1 Installation,-generation, and start-up procedjres
ADV: Development ADV_FSP.4 Formalfunctional specification
ADV_HLD.5 Formal high-level design
ADV_IMP.3, Structured implementation of the TSF
ADV_INT.3 Minimisation of complexity
ADV_LLD.2 Semiformal low-level design
ADV_.RCR.3 Formal correspondence demonstration
ADY, SPM.3 Formal TOE security policy model
AGD: Guidance documents AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance
ALC: Life cycle support ALC_DVS.2 Sufficiency of security measures
ALC_LCD.3 Measurable life-cycle model
ALC_TAT.3 Compliance with implementation standards } all parts
ATE: Tests ATE_COV.3 Rigorous analysis of coverage
ATE_DPT.3 Testing: implementation representation
ATE FUN.2 Ordered functional testing
ATE_IND.3 Independent testing - complete
AVA: Vulnetability assessment | AVA CCA.2 Systematic covert channel analysis
AVA_MSU.3 Analysis and testing for insecure states
AVA_SOF.1 Strength of TOE security function evaluation
AVA_VLA.4 Highly resistant

Table 13 EAL7

>

11 Assurance classes, families, and components

The next seven clauses provide the detailed requirements, presented in alphabetical order, of each of the
assurance components, grouped by class and family.

12 Class ACM: Configuration management
Configuration management (CM) is one method or means for establishing that the functional requirements

and specifications are realised in the implementation of the TOE. CM meets these objectives by requiring
discipline and control in the processes of refinement and modification of the TOE and the related information.
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CM systems are put in place to ensure the integrity of the portions of the TOE that they control, by providing a
method of tracking any changes, and by ensuring that all changes are authorised.

Figure 8 shows the families within this class, and the hierarchy of components within the families.

ACM_AUT: CM automation 1 2
ACM_CAP: CM capabilities | 2 3 4 5
ACM _SCP: CM scope l 2 3

12.1 CM au
12.1.1 Objeq

The objective

automated amd manual CM systems can be bypassed, ignored, or prove“insufficient to prevent unauth

modification,
12.1.2 Comg

The compong

12.1.3 Appli

ACM_AUT.1.

implementatipn representation of the TOE consists of all hardware, software, and firmware that compri

physical TOE
source and o

ACM_AUT.1.
generation o)
determining t

ACM_AUT.2.
changes bety
still needs to
the TOE.

Figure 8 - ACM: Configuration management class decomposition

tomation (ACM_AUT)

tives

automated systems are less susceptible to human error ormegligence.

onent levelling

cation notes
1C introduces a requirement that is related to the implementation representation of the TOH

. In the case of a software-enly TOE, the implementation representation may consist so
pject code.

PC introduces a requirement that the CM system provide an automated means to suppd
f the TOE. This(requires that the CM system provide an automated means to asg
nat the correct caonfiguration items are used in generating the TOE.

5C introduees a requirement that the CM system provide an automated means to ascerta
een the TOE and its preceding version. If no previous version of the TOE exists, the devg
provide.an automated means to ascertain the changes between the TOE and a future vers

of introducing automated CM tools is to increase the effectivenéss of the CM system. Whil¢ both

brised

ents in this family are levelled on the basis of.the set of configuration items that are confrolled
through autornated means.

E. The
be the
ely of

rt the
ist in

in the
eloper
ion of

12.1.4 ACM_AUT.1 Partial CM automation

Dependencies:

ACM_CAP.3 Authorisation controls

12.1.4.1 Objectives

In development environments where the implementation representation is complex or is being developed by
multiple developers, it is difficult to control changes without the support of automated tools. In particular, these
automated tools need to be able to support the numerous changes that occur during development and ensure
that those changes are authorised. It is the objective of this component to ensure that the implementation
representation is controlled through automated means.
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12.1.4.2 Developer action elements

12.1.4.21 ACM_AUT.1.1D

The developer shall use a CM system.

12.1.4.2.2 ACM_AUT.1.2D

The developer shall provide a CM plan.

12.1.4.3 Content and presentation of evidence elements

8-3:2005(E)

12.1.

The ¢

TOE implementation representation.

12.1.4

The (

12.1.4

The (

12.1.

The (

12.1.4

12.1.4

The ¢valuator shall confirm that th® information provided meets all requirements for

prese
12.1.5
Depe
12.1.5

In de
devel

}.3.1 ACM_AUT.1.1C

M system shall provide an automated means by which only authorised changes are

1.3.2 ACM_AUT.1.2C

M system shall provide an automated means to support the genération of the TOE.
1.3.3 ACM_AUT.1.3C

M plan shall describe the automated tools used in the EM system.

}.3.4 ACM_AUT.1.4C

M plan shall describe how the automated tools-are used in the CM system.

|.4 Evaluator action elements

}.4.1 ACM_AUT.1.1E

ntation of evidence.

ACM_AUT.2 Complete.CM automation
ndencies: ACM €AP.3 Authorisation controls
.1 Objectives

elopment environments where the configuration items are complex or are being develope
pbpers,Sittis difficult to control changes without the support of automated tools. In paf

that

autonpated-tools need to be able to support the numerous changes that occur during developme
?Ir\ose changes are authorised. It is the objective of this component to ensure that all config

made to the

content and

d by multiple
ticular, these
Nt and ensure

uration items

are controlled through automated means.

Providing an automated means of ascertaining changes between versions of the TOE and identifying which
configuration items are affected by modifications to other configuration items assists in determining the impact
of the changes between successive versions of the TOE. This in turn can provide valuable information in
determining whether changes to the TOE result in all configuration items being consistent with one another.

12.1.5.2 Developer action elements

12.1.5.2.1 ACM_AUT.2.1D

Thed

eveloper shall use a CM system.
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12.1.5.2.2 ACM_AUT.2.2D

The developer shall provide a CM plan.

12.1.5.3 Co

ntent and presentation of evidence elements

12.1.5.3.1 ACM_AUT.2.1C

The CM system shall provide an automated means by which only authorised changes are made to the TOE
implementation representation, and to all other configuration items.

12.1.5.3.2

The CM systeém shall provide an automated means to support the generation of the TOE.

12.1.5.3.3 A
The CM plan
12.1.5.34 A
The CM plan

12.1.5.35 A

The CM system shall provide an automated means to ascertain,the changes between the TOE a

preceding vé
12.15.36 A

The CM sys
affected by t

12.1.54 Eyv
121541 A

The evaluato
of evidence.

12.2 CM capabilities (AEM_CAP)

12.2.1 Objeq

The capabilit

ASMAUT22C

=T

CM_AUT.2.3C

shall describe the automated tools used in the CM system.
CM_AUT.2.4C

shall describe how the automated tools are used in the CM system:

CM_AUT.2.5C

brsion.

CM_AUT.2.6C

he modification of a given configuration item.
aluator action elements
CM_AUT.2.1E

- shall confirm that the_information provided meets all requirements for content and presen

tives

es’of-the CM system address the likelihood that accidental or unauthorised modifications

configuration

nd its

em shall provide an automated means-to identify all other configuration items that are

tation

pf the

items will occur. The CM system should ensure the integrity of the TOE from the early @

esign

stages through all subsequent maintenance efforts.

The objectives of this family include the following:

a) ensuring
b) ensuring

<)

that the TOE is correct and complete before it is sent to the consumer;

that no configuration items are missed during evaluation;

preventing unauthorised modification, addition, or deletion of TOE configuration items.

In the case where the TOE is a subset of a product, the ACM requirements apply only to the TOE
configuration items, not to the product as a whole. While it is desired that CM be applied from the early design
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stages and continue into the future, ACM requires that CM be in place and in use prior to the end of the
evaluation.

12.2.2 Component levelling

The components in this family are levelled on the basis of the CM system capabilities, the scope of the CM
documentation provided by the developer, and whether the developer provides justification that the CM
system meets its security requirements.

12.2.3 Application notes

PAD 2 (‘nnﬁnnrnhnn items introduces several elements which refer to r\nnﬁnnrnhnn it

ACM,
scopd

ACM|
all co

ACM |
alsor

ACM |

in ac
shapy
devel
syste

ACM |
are b
config
syste

ACM|

requirfes that the CM system provide infermation and/or electronic means to assist in determ

(ACM SCP) fam|ly contains requirements for the configuration items to be tracked by the

| CAP.2.3C introduces a requirement that a configuration list be provided. The configuratio
hfiguration items that are maintained by the CM system.

| CAP.2.7C introduces a requirement that the CM system uniquely identify\all” configuratid
equires that modifications to configuration items result in a new, unique identifier being assi

CAP.3.9C introduces the requirement that the evidence shall demgonstrate that the CM sys
cordance with the CM plan. Examples of such evidence might ‘be documentation su
hots or audit trail output from the CM system, or a detailed”demonstration of the CM s
pbper. The evaluator is responsible for determining that this evidence is sufficient to show
N operates in accordance with the CM plan.

| CAP.3.10C introduces the requirement that evidefnce’be provided to show that all config
eing maintained under the CM system. Since ‘a. configuration item refers to an item t

m.

ms. The CM
CM system.

N list contains

n items. This
jned.

tem operates
h as screen
ystem by the
that the CM

uration items
nat is on the

uration list, this requirement states that all itehis’on the configuration list are maintained yinder the CM

| CAP.4.12C introduces the requirementthat the CM system support the generation of the TOE. This

ning that the

corre¢t configuration items are used in generating the TOE.

CM dapabilities (ACM_CAP) identifies the CM requirements to be imposed on all items idgntified in the
confiqguration item list. Other than the TOE itself, CM capabilities (ACM_CAP) leaves the cantents of the
confiquration item list to the discretion of the developer. (CM scope (ACM_SCP) can be uspd to identify
specific items that must besincluded in the configuration item list, and hence covered by CM.)

12.2.4 ACM_CAP.1 Version numbers

Depepdencies:~“No dependencies.

12.2.4.1, (Objectives

A unique Teference is required o ensure that there IS no ambiguity in terms of which instance of the TOE is

being evaluated. Labelling the TOE with its reference ensures that users of the TOE can be aware of which
instance of the TOE they are using.

12.2.4.2 Developer action elements

12.2.4.2.1 ACM_CAP.1.1D

The developer shall provide a reference for the TOE.
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12.2.4.3 Content and presentation of evidence elements

12.2.43.1 ACM_CAP.1.1C

The reference for the TOE shall be unique to each version of the TOE.

12.2.4.3.2 ACM_CAP.1.2C

The TOE shall be labelled with its reference.

12.2.4.4 Evaluator action elements

122441 A

The evaluat
presentation

12.2.5 ACM
Dependencieg
12.25.1 On
A unique refd
instance of th

Unique identi
which in turn

12.2.5.2 D¢
12.25.21 A
The develops
12.25.22 A
The develop
12.2523 A
The develop

12.253 Cg

CM_CAP.1.1E

br shall confirm that the information provided meets all requirements for.contenf and

of evidence.

|CAP.2 Configuration items

5. No dependencies.

jectives

rence is required to ensure that there is no ambiguity in terms of which instance of the TIOE is
being evaluated. Labelling the TOE with its reference ensures that users of the TOE can be aware of which

e TOE they are using.

fication of the configuration items leads to a cleater understanding of the composition of thg TOE,

helps to determine those items which are subjectto the evaluation requirements for the TO

\veloper action elements

CM_CAP.2.1D

r shall provide a reference forthe TOE.

CM_CAP.2.2D

br shall use a CM/system.

CM_CAP.2.3D

br shall provide CM documentation.

ntent-and presentation of evidence elements

12.2.5.3.1 ACM_CAP.2.1C

The reference for the TOE shall be unique to each version of the TOE.

12.2.5.3.2 ACM_CAP.2.2C

The TOE shall be labelled with its reference.

12.2.5.3.3 ACM_CAP.2.3C

The CM documentation shall include a configuration list.
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12.2.5.3.4 ACM_CAP.2.4C

The configuration list shall uniquely identify all configuration items that comprise the TOE.
12.2.5.3.5 ACM_CAP.2.5C

The configuration list shall describe the configuration items that comprise the TOE.
12.2.5.3.6 ACM_CAP.2.6C

The CM documentation shall describe the method used to uniquely identify the configuration items

that gewp+se-theTFOE:
12.2.%.3.7 ACM_CAP.2.7C

The ¢M system shall uniquely identify all configuration items that comprise the TOE.
12.2.%.4 Evaluator action elements
12.2.5.4.1 ACM_CAP.2.1E

The gvaluator shall confirm that the information provided meets all requirements for content and presentation
of eviflence.

12.2.6 ACM_CAP.3 Authorisation controls

Depepdencies: ALC_DVS.1 Identification of security measures
12.2.6.1 Objectives

A unifjue reference is required to ensure that.there is no ambiguity in terms of which instance pf the TOE is
being| evaluated. Labelling the TOE with its-reference ensures that users of the TOE can be ayare of which

instarjce of the TOE they are using.

Unigye identification of the configuration items leads to a clearer understanding of the compositign of the TOE,
whichlin turn helps to determine these items which are subject to the evaluation requirements for|the TOE.

Provigling controls to ensure that unauthorised modifications are not made to the TOE, and engsuring proper
functipnality and use of the:€M system, helps to maintain the integrity of the TOE.

12.2.6.2 Developer action elements
12.2.6.2.1 ACM:CAP.3.1D

The developer shall provide a reference for the TOE.

12.2.6.2.2 ACM_CAP.3.2D

The developer shall use a CM system.

12.2.6.2.3 ACM_CAP.3.3D

The developer shall provide CM documentation.

12.2.6.3 Content and presentation of evidence elements
12.2.6.3.1 ACM_CAP.3.1C

The reference for the TOE shall be unique to each version of the TOE.
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12.2.6.3.2 ACM_CAP.3.2C

The TOE shal

Il be labelled with its reference.

12.2.6.3.3 ACM_CAP.3.3C

The CM docu

mentation shall include a configuration list and a CM plan.

12.2.6.3.4 ACM_CAP.3.4C

The configuration list shall uniquely identify all configuration items that comprise the TOE.

12.2.6.35 A
The configurg
12.2.6.3.6 A

The CM dod
comprise the

12.2.6.3.7 A
The CM systg
12.2.6.3.8 A
The CM plan
12.2.6.3.9 A
The evidenc
12.2.6.3.10 A

The CM doc
effectively m

12.2.6.3.11 A

The CM sy
configuratio

12.2.6.4 EV

CM_CAP.3.5C
tion list shall describe the configuration items that comprise the TOE.
CM_CAP.3.6C

umentation shall describe the method used to uniquely identify the configuration item
TOE.

CM_CAP.3.7C

m shall uniquely identify all configuration items that compriSe the TOE.

CM_CAP.3.8C

shall describe how the CM system is used.

CM_CAP.3.9C

e shall demonstrate that the CM system is operating in accordance with the CM plan.
CM_CAP.3.10C

umentation shall provide evidence that all configuration items have been and are
aintained under the CM\system.

CM_CAP.3.11C

N items.

aluator-action elements

12.26.41 A

CMW CAP.3.1E

5 that

being

stem shall _provide measures such that only authorised changes are made t¢ the

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.

12.2.7 ACM_CAP.4 Generation support and acceptance procedures

Dependencie

s:  ALC_DVS.1 Identification of security measures

12.2.7.1 Objectives

A unique reference is required to ensure that there is no ambiguity in terms of which instance of the TOE is
being evaluated. Labelling the TOE with its reference ensures that users of the TOE can be aware of which

instance of th
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Unique identification of the configuration items leads to a clearer understanding of the composition of the TOE,
which in turn helps to determine those items which are subject to the evaluation requirements for the TOE.

Providing controls to ensure that unauthorised modifications are not made to the TOE, and ensuring proper
functionality and use of the CM system, helps to maintain the integrity of the TOE.

The purpose of acceptance procedures is to confirm that any creation or modification of configuration items is
authorised.

12.2.7.2 Developer action elements

12.2.7.2.1  ACM-CAR.4.1D

The developer shall provide a reference for the TOE.

12.2.1.2.2 ACM_CAP.4.2D

The developer shall use a CM system.

12.2.7.2.3 ACM_CAP.4.3D

The developer shall provide CM documentation.

12.2.7.3 Content and presentation of evidence elements

12.2.7.3.1 ACM_CAP.4.1C

The reference for the TOE shall be unique to each version of the TOE.

12.2.7.3.2 ACM_CAP.4.2C

The T|OE shall be labelled with its reference:

12.2.7.3.3 ACM_CAP.4.3C

The @M documentation shall include a configuration list, a CM plan, and an acceptance plan.
12.2.7.3.4 ACM_CAP.4.4C

The cpnfiguration list shall uniquely identify all configuration items that comprise the TOE.
12.2.7.3.5 ACMLCAP.4.5C

The cpnfiguration list shall describe the configuration items that comprise the TOE.

12.2.1.3.6 ACM CAP.4.6C

The CM documentation shall describe the method used to uniquely identify the configuration items that
comprise the TOE.

12.2.7.3.7 ACM_CAP.4.7C
The CM system shall uniquely identify all configuration items that comprise the TOE.
12.2.7.3.8 ACM_CAP.4.8C

The CM plan shall describe how the CM system is used.
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12.2.7.3.9 ACM_CAP.4.9C

The evidence shall demonstrate that the CM system is operating in accordance with the CM plan.

12.2.7.3.10 ACM_CAP.4.10C

The CM documentation shall provide evidence that all configuration items have been and are being effectively
maintained under the CM system.

12.2.7.3.11 ACM_CAP.4.11C

The CM sysy

m-chall nrovida magciirac cuich that anhy gntharicad chanaac ara mada 0 tha confiou
H—-SHar—provHae—+ReaSHHeS—SHER—ta ot/ —atthReHSee—6erahigeS—are—+haae—+to—+He—6ehHE

ration

items.

12.2.7.3.12 A
The CM syst
12.2.7.3.13 A

The accepts
configuratio

12.2.7.4 Eyv
122741 A

The evaluato
of evidence.

12.2.8 ACM|
Dependencie
12.2.8.1 0OHf

A unique refd

being evaluated. Labelling the TOE with its reference ensures that users of the TOE can be aware of

instance of th

Unique identi
which in turn

Providing co
functionality 3

CM_CAP.4.12C
em shall support the generation of the TOE.
CM_CAP.4.13C

Ince plan shall describe the procedures used to accept .modified or newly cr
N items as part of the TOE.

aluator action elements
CM_CAP.4.1E

[ shall confirm that the information provided meets.all requirements for content and presen

|CAP.5 Advanced support
5. ALC_DVS.2 Sufficiency of security measures

jectives

rence is required to ensure that there is no ambiguity in terms of which instance of the T]

e TOE they are using;

fication of the ‘configuration items leads to a clearer understanding of the composition of the
helps to determine those items which are subject to the evaluation requirements for the TO

trols_to-ensure that unauthorised modifications are not made to the TOE, and ensuring |
nd-use of the CM system, helps to maintain the integrity of the TOE.

pated

tation

OE is
which

TOE,

roper

The purpose of acceptance procedures is to confirm that any creation or modification of configuration items is

authorised.

Integration procedures help to ensure that generation of the TOE from a managed set of configuration items is
correctly performed in an authorised manner.

Requiring that the CM system be able to identify the master copy of the material used to generate the TOE
helps to ensure that the integrity of this material is preserved by the appropriate technical, physical and
procedural safeguards.
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12.2.8.2 Developer action elements

12.2.8.2.1 ACM_CAP.5.1D

The developer shall provide a reference for the TOE.
12.2.8.2.2 ACM_CAP.5.2D

The developer shall use a CM system.

12.2.8.2.3 ACM_CAP.5.3D

The developer shall provide CM documentation.

12.2.8.3 Content and presentation of evidence elements
12.2.8.3.1 ACM_CAPL5.1C

The rgference for the TOE shall be unique to each version of the TOE.
12.2.8.3.2 ACM_CAP.5.2C

The T|OE shall be labelled with its reference.

12.2.8.3.3 ACM_CAP.5.3C

The ¢M documentation shall include a configuration list & CM plan, an acceptance plan, angl integration
procegdures.

12.2.8.3.4 ACM_CAP.5.4C

The cpnfiguration list shall uniquely identify @thconfiguration items that comprise the TOE.
12.2.8.3.5 ACM_CAP.5.5C

The cpnfiguration list shall describe-the configuration items that comprise the TOE.
12.2.3.3.6 ACM_CAP.5.6C

The €M documentation—shall describe the method used to uniquely identify the configuratipn items that
comprise the TOE.

12.2.8.3.7 ACM:CAP.5.7C

The GMssystem shall uniquely identify all configuration items that comprise the TOE.

12.2.8.3.8 ACM_CAP.5.8C

The CM plan shall describe how the CM system is used.

12.2.8.3.9 ACM_CAP.5.9C

The evidence shall demonstrate that the CM system is operating in accordance with the CM plan.
12.2.8.3.10 ACM_CAP.5.10C

The CM documentation shall provide evidence that all configuration items have been and are being effectively
maintained under the CM system.
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12.2.8.3.11 ACM_CAP.5.11C

The CM system shall provide measures such that only authorised changes are made to the configuration

items.

12.2.8.3.12 ACM_CAP.5.12C

The CM system shall support the generation of the TOE.

12.2.8.3.13 ACM_CAP.5.13C

The acceptanee nlan chall dacscriha tha nrocaediiras tcad ta accant madifiadornawh. craatad conficu
ptance—plan-shall-desecribe—the—procedures—used-to-asceptimodified-ornewly—created-config

items as part
12.2.8.3.14 A

The integrat
process.

12.2.8.3.15 A

The CM syst
not the pers

12.2.8.3.16 A
The CM syst
12.2.8.3.17 A

The CM syst
and time in ¢

12.2.8.3.18 A
The CM syst
12.2.8.3.19 A

The CM do
developmen

12.2.8.3.20 A

The CM doc

of the TOE.

CM_CAP.5.14C

CM_CAP.5.15C

em shall require that the person responsible for accepting aconfiguration item into
bn who developed it.

CM_CAP.5.16C
em shall clearly identify the configuration items{thdat comprise the TSF.

CM_CAP.5.17C

generation df the TOE is correctly performed in an authorised manner.

ration

on procedures shall describe how the CM system is applied in the TOE manufacturing

CM is

date,

em shall support the audit of all modifieations to the TOE, including the originator,

he audit trail.

CM_CAP.5.18C

em shall be able to identify‘\the master copy of all material used to generate the TOE.
CM_CAP.5.19C

cumentation shal demonstrate that the use of the CM system, together with the
security measures, allow only authorised changes to be made to the TOE.
CM_CAP5:20C

mentation shall demonstrate that the use of the integration procedures ensures th

ht the

12.2.8.3.21 ACM_CAP.5.21C

The CM documentation shall demonstrate that the CM system is sufficient to ensure that the person
responsible for accepting a configuration item into CM is not the person who developed it.

12.2.8.3.22 ACM_CAP.5.22C

The CM documentation shall justify that the acceptance procedures provide for an adequate and
appropriate review of changes to all configuration items.
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12.2.8.4 Evaluator action elements

12.2.8.41 ACM_CAPJS.1E

8-3:2005(E)

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

12.3

CM scope (ACM_SCP)

12.3.1 Objectives

The qgbj

the C
items

12.3.2

The ¢
config
comp

12.3.3

While]
under
list to
must
(ACM

ACM

M requirements of CM capabilities (ACM_CAP). Applying configurat

provides additional assurance that the integrity of TOE is maintained.

P Component levelling

pmponents in this family are levelled on the basis of which of the following-are required to b

uration items: implementation representation; the evaluation evidente-required by th

bnents in the ST; security flaws; and development tools and related infosmation.
Application notes

CM, other than the TOE itself, CM capabilities (ACM_CAPY leaves the contents of the conf

the discretion of the developer. CM scope (ACM_SER)-narrows this discretion by identify

be included in the configuration item list, and hence€_come under the CM requirements of C

| CAP).

| SCP.1.1C introduces the requirement that the TOE implementation representation be incluy

of cohfiguration items. The TOE implementation-representation refers to all hardware, software,

that @
consi

ACM
comp

ACM|

omprise the physical TOE. In the case-of a software-only TOE, the implementation repres
5t solely of source and object code.

| SCP.1.1C also introduces the reguirement that the evaluation evidence required by the oth
bnents in the ST be included'in‘the list of configuration items.

| SCP.2.1C introduces, the requirement that security flaws be included in the list of config

ion management to the

placed under
se additional

e included as
e assurance

CM capabilities (ACM_CAP) mandates a list of configuration items and that each item ¢n this list be

guration item
ng items that
M capabilities

ded in the list
and firmware
entation may

er assurance

iIration items.

This rfequires that information regarding previous security flaws and their resolution be maintaingd, as well as

detail

ACM,

5 regarding current-security flaws.

| SCP.3.1C introduces the requirement that development tools and other related informatio

in the
Infor
build

list of configuration items. Examples of development tools are programming languages a
ation<pertaining to TOE generation items (such as compiler options, installation/generatior]
ptions) is an example of information relating to development tools.

N be included
hd compilers.
options, and

12.3.4 ACM_SCP.1 TOE CM coverage

Dependencies:

ACM_CAP.3 Authorisation controls

12.3.4.1 Objectives

A CM system can control changes only to those items that have been placed under CM (i.e., the configuration
items identified in the configuration item list). Placing the TOE implementation and the evaluation evidence
required by the other assurance components in the ST under CM provides assurance that they have been
modified in a controlled manner with proper authorisations.
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12.3.4.2 De

veloper action elements

12.3.4.2.1 ACM_SCP.1.1D

The developer shall provide a list of configuration items for the TOE.

12.3.43 Co

ntent and presentation of evidence elements

12.3.4.3.1 ACM_SCP.1.1C

The list of configuration items shall include the following: implementation representation and the

evaluation e

ndenceraauirad hvthao accuranca camnanantc 1n thao ST
rre R ceegure ooy tHeaSSurance-cop ottt e—or—

12.3.4.4 EV
123441 A

The evaluat
presentation

12.3.5 ACM]
Dependencieg|
12.35.1 OQf
A CM system
items identifig
required by t

modified in a

Placing secu
developer to

12.3.5.2 D¢
12.35.21 A
The develops
12.3.5.3 Co
12.35.31 A

The list of co

aluator action elements
CM_SCP.1.1E

br shall confirm that the information provided meets all requirements for conten
of evidence.

|SCP.2 Problem tracking CM coverage
5:  ACM_CAP.3 Authorisation controls
jectives

can control changes only to those items that have<beén placed under CM (i.e., the configy
bd in the configuration item list). Placing the TOE.implementation and the evaluation evi
he other assurance components in the ST under CM provides assurance that they have
controlled manner with proper authorisations

rity flaws under CM ensures that security flaw reports are not lost or forgotten, and all
rack security flaws to their resolution,

veloper action elements

CM_SCP.2.1D

r shall provide a list.6f*configuration items for the TOE.
ntent and presentation of evidence elements

CM_SCP:2:1C

the evaluation evidence required by the assurance components in the ST.

hfiguration items shall include the following: implementation representation; security flaws

I and

ration
lence
been

DWS a

; and

12.354 Ev

aluator action elements

12.3.5.4.1 ACM_SCP.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.

12.3.6 ACM_SCP.3 Development tools CM coverage

Dependencie
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12.3.6.1 Objectives

A CM system can control changes only to those items that have been placed under CM (i.e., the configuration
items identified in the configuration item list). Placing the TOE implementation and the evaluation evidence
required by the other assurance components in the ST under CM provides assurance that they have been
modified in a controlled manner with proper authorisations.

Placing security flaws under CM ensures that security flaw reports are not lost or forgotten, and allows a
developer to track security flaws to their resolution.

Development tools play an important role in ensuring the production of a quality version of the TOE. Therefore,
itisi portant to control modifications to these tools

12.3.6.2 Developer action elements

12.3.6.2.1 ACM_SCP.3.1D

The developer shall provide a list of configuration items for the TOE.
12.3.6.3 Content and presentation of evidence elements
12.3.6.3.1 ACM_SCP.3.1C

The list of configuration items shall include the following: implementation representation; security flaws;
development tools and related information; and the evaluation evidence required by the assurance
comppnents in the ST.

12.3.6.4 Evaluator action elements

12.3.6.4.1 ACM_SCP.3.1E

The gvaluator shall confirm that the information provided meets all requirements for content and presentation
of eviflence.

13 Class ADO: Delivery andloperation

Delivery and operation provides-fequirements for correct delivery, installation, generation, and gtart-up of the
TOE.

Figurg 9 shows the families within this class, and the hierarchy of components within the families

ADO_DEL: Delivery l 2 3

ADO G Installation. generation and startup L 2

Figure 9 - ADO: Delivery and operation class decomposition

13.1 Delivery (ADO_DEL)

13.1.1 Objectives

The requirements for delivery call for system control and distribution facilities and procedures that detail the
measures necessary to provide assurance that the security of the TOE is maintained during distribution of the

TOE. For a valid distribution of the TOE, the procedures used for the distribution of the TOE address the
threats identified in the PP/ST relating to the security of the TOE during delivery.
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13.1.2 Component levelling

The components in this family are levelled on the basis of increasing requirements on the developer to
maintain security of the TOE during delivery.

13.1.3 Application notes

These procedures could consider issues such as:

a) ensuring
b) avoiding|
c) preventi

d) avoiding
e) avoiding
f) avoiding

Although the
the technical
modification &
13.1.4 ADO]
Dependencie
13.1.4.1 D¢
13.1.4.1.1 A
The develop
13.14.1.2 A
The develop
13.14.2 Cd

13.1.4.21 A

The delivery
when distrib

the TOE received by the consumer corresponds precisely to the TOE Master copy;

detectingany-tampering-with-the-actualversion-oHthe FOE;

g submission of a false version of the TOE;

unwanted knowledge of distribution of the TOE to the consumer;

detecting the TOE being intercepted during delivery; and

the TOE being delayed or stopped during distribution.

procedures consider protection of the TOE in all aspects (integrity, confidentiality, avail
ire required to address integrity issues only.

DEL.1 Delivery procedures

5. No dependencies.

\veloper action elements

DO_DEL.1.1D

er shall document procedures, for delivery of the TOE or parts of it to the user.
DO_DEL.1.2D

br shall use the delivery procedures.

ntent and presentation of evidence elements

DO_DEL.11C

uting-versions of the TOE to a user's site.

al
measures introduced in ADO_DEL.2 Detection of modification and ADO_DEL.3 Preventﬁ)n of

doctmentation shall describe all procedures that are necessary to maintain se

ility),

Curity

13.1.4.3 Ev

aluator action elements

13.1.4.3.1 ADO_DEL.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and

presentation

13.1.5 ADO_|

Dependencies:

62

of evidence.
DEL.2 Detection of modification

ACM_CAP.3 Authorisation controls
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13.1.5.1 Developer action elements

13.1.5.1.1 ADO_DEL.2.1D

Thed

eveloper shall document procedures for delivery of the TOE or parts of it to the user.

13.1.5.1.2 ADO_DEL.2.2D

Thed

eveloper shall use the delivery procedures.

13.1.5.2 Content and presentation of evidence elements

8-3:2005(E)

13.1.1

The delivery documentation shall describe all procedures that are necessary to maintain s

distril
13.1.5
The

provi
and t

13.1.1

The d

masquerade as the developer, even in cases in whichthe developer has sent nothing to th

13.1.1
13.1.1

The g
of evi

13.1.4
Depe
13.1.4
13.1.¢

The d

2.1 ADO_DEL.2.1C

uting versions of the TOE to a user's site.

.2.2 ADO _DEL.2.2C

jelivery documentation shall describe how the various procédures and technic
He for the detection of modifications, or any discrepancy between the developer's
ne version received at the user site.

.2.3 ADO_DEL.2.3C

elivery documentation shall describe how the varigus procedures allow detection o

.3 Evaluator action elements
3.1 ADO _DEL.2.1E

\valuator shall confirm that the information provided meets all requirements for content and
ence.

ADO_DEL.3 Preventionef-modification
ndencies: ACM_CAP.3 Authorisation controls
.1 Developercaction elements

1.1 ADOQ)DEL.3.1D

eveloper-shall document procedures for delivery of the TOE or parts of it to the user.

ecurity when

Al measures
master copy

attempts to
e user's site.

presentation

13.1.¢

12" ADO_DEL.3.2D

Thed

eveloper shall use the delivery procedures.

13.1.6.2 Content and presentation of evidence elements

13.1.6.2.1 ADO_DEL.3.1C

The delivery documentation shall describe all procedures that are necessary to maintain security when
distributing versions of the TOE to a user's site.
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13.1.6.2.2 ADO_DEL.3.2C

The delivery documentation shall describe how the various procedures and technical measures provide for the
prevention of modifications, or any discrepancy between the developer's master copy and the version

received at th

e user site.

13.1.6.2.3 ADO_DEL.3.3C

The delivery documentation shall describe how the various procedures allow detection of attempts to
masquerade as the developer, even in cases in which the developer has sent nothing to the user's site.

luatar action elements

13.1.6.3 Eyv,
13.1.6.31 A

The evaluato
of evidence.

13.2 Install
13.2.1 Objeq

Installation, d

generated, and started up in a secure manner as intended by the developer. The requirements for instal

generation at
configuration

13.2.2 Comgyq
The compond
13.2.3 Appli

It is recognise
TOEisan IT
up at the TOE
to installation|
examples wh

generation afd start-up may have:been performed at the TOE developer's site. On the other hand the

might be deli
start-up are ¢

It might also
be inappropri

DO_DEL.3.1E

r shall confirm that the information provided meets all requirements for content and presen

ation, generation and start-up (ADO_IGS)
tives
eneration, and start-up procedures are useful for ensuringthat the TOE has been ins

d start-up call for a secure transition from the TOE's implementation representation being
control to its initial operation in the user environment,

onent levelling

nts in this family are levelled on the basis of. Whether the TOE generation options are logge|
Cation notes

bd that the application of these requirements will vary depending on aspects such as wheth
E owner's site, etc. For a given/TOE, there will normally be a division of responsibility with rg
. generation and start-up\between the TOE developer and the owner of the TOE, but the

ere all activities take place at one site. For example, for a smart card all aspects of instal

vered as an IT system in the form of software, where all aspects of installation, generatio|
arried out at the TOE owner's site.

pe the caSe'that the TOE is already installed by the time the evaluation starts. In this case
hte to demand and analyse installation procedures.

tation

alled,
ation,
under

=

er the

product or system, whether it\is_delivered in an operational state, or whether it has to be bijought

spect
e are
ation,

TOE
h and

t may

Furthermore,

the-generation requirements are applicable only to TOEs that provide the ability to generate

portions of an operational TOE from its Implementation representation.

The installation, generation, and start-up procedures may exist as a separate documents or could be grouped
with other administrative guidance. The requirements in this assurance family are presented separately from
those in the Administrator guidance (AGD_ADM) family, due to the infrequent, possibly one-time use of the
installation, generation and start-up procedures.

13.2.4 ADO_IGS.1 Installation, generation, and start-up procedures

Dependencies: AGD_ADM.1 Administrator guidance
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13.2.4.1 Developer action elements
13.2.4.1.1 ADO_IGS.1.1D

The developer shall document procedures necessary for the secure installation, generation, and start-
up of the TOE.

13.2.4.2 Content and presentation of evidence elements
13.2.4.2.1 ADO_IGS.1.1C

The mstallation aganaration and ctart 11n docuimantatinn chall daceriha all tha ctanc n cessar for
instatation—generation—and—start-up—documentation—shal—deseribe—at-the-steps—ec y

secufe installation, generation and start-up of the TOE.

13.2.4.3 Evaluator action elements
13.2.4.3.1 ADO_IGS.1.1E

The g¢valuator shall confirm that the information provided meets all requirements for |content and
presgntation of evidence.

13.2.4.3.2 ADO_IGS.1.2E

The g¢valuator shall determine that the installation, generation, and start-up procedure$ result in a
seculle configuration.

13.2.% ADO_IGS.2 Generation log

Depepdencies: AGD_ADM.1 Administrator guidance
13.2.%.1 Developer action elements

13.2.%.1.1 ADO_IGS.2.1D

The developer shall document procedures necessary for the secure installation, generation, and start-up of
the TOE.

13.2.%.2 Content and presentation of evidence elements
13.2.%.2.1 ADO_IGS2:1C

The ipstallation,/generation and start-up documentation shall describe all the steps necessary for secure
installation, generation and start-up of the TOE.

13.2.9$.22".ADO_IGS.2.2C

The installation, generation and start-up documentation shall describe procedures capable of creating
a log containing the generation options used to generate the TOE in such a way that it is possible to
determine exactly how and when the TOE was generated.

13.2.5.3 Evaluator action elements

13.25.3.1 ADO_IGS.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.
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13.2.5.3.2 ADO_IGS.2.2E

The evaluator shall determine that the installation, generation, and start-up procedures result in a secure
configuration.

14 Class ADV: Development

The development class encompasses four families of requirements for representing the TSF at various levels
of abstraction from the functional interface to the implementation representation. The development class also
includes a family of requirements for a correspondence mapping between the various TSF representations,
ultimately requiring a demonstration of correspondence from the least abstract representation through all
intervening r i ficati i i . tioTT; S family
of requirements for a TSP model, and for correspondence mappings between the TSP, the TSP mede|, and
the functiona] specification. Finally, there is a family of requirements on the internal structure.ofythe| TSF,
which covers|aspects such as modularity, layering, and minimisation of complexity.

The paradignp evident for these families is one of a functional specification of the TSF, decemposing th¢ TSF
into subsystgms, decomposing the subsystems into modules, showing the implementation of the mogflules,
and demonsjration of correspondence between all decompositions that are provided as evidencel The
requirements| for the various TSF representations are separated into different families, however, to allgw the
PP/ST autholf to specify which subset of the TSF representations are required.
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Figure 10 - Relationships between TOE representations and requirements

Figure 10 indicates the relationships between the various TSF representations and the objectives and
requirements that they are intended to address. As the figure indicates, the APE and ASE classes define the
requirements for the correspondence between the functional requirements and the security objectives as well
as between the security objectives and the TOE's anticipated environment. Class ASE also defines
requirements for the correspondence between both the security objectives and functional requirements and
the TOE summary specification.
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The requirements for all other correspondence shown in Figure 10 are defined in the ADV: Development class.
The Security policy modeling (ADV_SPM) family defines the requirements for correspondence between the
TSP and the TSP model, and between the TSP model and the functional specification. The Representation
correspondence (ADV_RCR) family defines the requirements for correspondence between all available TSF
representations from the TOE summary specification through the implementation representation. Finally, each
assurance family specific to a TSF representation (i.e. Functional specification (ADV_FSP), High-level design
(ADV_HLD), Low-level design (ADV_LLD) and Implementation representation (ADV_IMP)) defines

requirements relating that TSF representation to the functional requirements, the combination of which helps
to ensure that the TOE security functional requirements have been addressed. The traceability analysis is
always to be performed from the highest-level TSF representation down through each of the TSF
representations that are provided. ISO/IEC 15408 captures this traceabmty requirement via dependenues on

this figure, as it is related to the internal structure of the TSF, and is only indirectly rel
the process df refinement of the TSF representations.

0 and
S not
hents,

The TOE segurity policy (TSP) is the set of rules that regulate how resources are managed,_protecte
distributed wjthin a TOE, expressed by the TOE security functional requirements. The:ideveloper

explicitly required to provide a TSP, as the TSP is expressed by the TOE security funttional requiren
through a combination of security function policies (SFPs) and the other individual requirement elements

ent of
while

The TOE sedurity functions (TSF) are all the parts of the TOE that have to be relied upon for enforcem
the TSP. Thg TSF includes both functions that directly enforce the TSP, and-also those functions that,
not directly efforcing the TSP, contribute to the enforcement of the TSP in aimere indirect manner.

Although the|
families of th
every TSF re
meets the do
each of thes
where multip
which docum

requirements within the TOE summary specification (ASE_TSS) family and within several
S class call for several different TSF representations,-itds not absolutely necessary for each and
presentation to be in a separate document. Indeed)it/may be the case that a single docliment
Cumentation requirements for more than one TSKxepresentation, since it is the information jabout
b TSF representations that is required, rathercthan the resulting document structure. In fases
e TSF representations are combined withinza single document, the developer should inflicate

bnts meet which requirements.

Three types ¢f specification style are mandated by:this class: informal, semiformal and formal. The fungti
specification,

specification

An informal
communicatiq
specification
conventions 1{
specification

gpecification is written as(prose in natural language. Natural language is used here as m

btyles. Ambiguity in these specifications is reduced by using an increased level of formality.

n in any commonly spoken tongue (e.g. Dutch, English, French, German). An informal
is not subject to any\'notational or special restrictions other than those required as orglinary
or that language.(e.g. grammar and syntax). While no notational restrictions apply, the informal
s also required to/provide defined meanings for terms that are used in a context other than that

accepted by mormal usage:

A semiforma
supporting e
restricted ser
diagrams, st
program structure diagrams). Whether based on diagrams or natural Ianguage a set of conventlons must be
supplied to define the restrictions placed on the syntax.

| specification is written in a restricted syntax language and is typically accompani¢d by
plamatory (informal) prose. The restricted syntax language may be a natural languagg¢ with
tence structure and keywords with specral meanlngs or |t may be dlagrammatrc (e.0. dat -flow

A formal specification is written in a notation based upon well-established mathematical concepts, and is
typically accompanied by supporting explanatory (informal) prose. These mathematical concepts are used to
define the syntax and semantics of the notation and the proof rules that support logical reasoning. The
syntactic and semantic rules supporting a formal notation should define how to recognise constructs
unambiguously and determine their meaning. There needs to be evidence that it is impossible to derive
contradictions, and all rules supporting the notation need to be defined or referenced.

Significant assurance can be gained by ensuring that the TSF can be traced through each of its
representations, and by ensuring that the TSP model corresponds to the functional specification. The
Representation correspondence (ADV_RCR) family contains requirements for correspondence mappings
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between the various TSF representations, and the Security policy modeling (ADV_SPM) family contains
requirements for a correspondence mapping between the TSP model and the functional specification. A
correspondence can take the form of an informal demonstration, a semiformal demonstration, or a formal
proof.

When an informal demonstration of correspondence is required, this means that only a basic correspondence
is required. Correspondence methods include, for example, the use of a two-dimensional table with entries
denoting correspondence, or the use of appropriate notation of design diagrams. Pointers and references to
other documents may also be used.

A semiformal demonstratron of correspondence requrres a structured approach at the analysis of the

used.

The Representation correspondence (ADV_RCR).*.1C elements require that the developer proy
for egch adjacent pair of TSF representations, that all relevant security’ functionality of the more
representation is refined in the less abstract TSF representation. The Functional
(ADV| FSP).*.2E, High-level design (ADV_HLD).*.2E, Low-level design (ADV_LLD).*.2E and |
representation (ADV_IMP).*.2E elements each require the evaluator to determine that the TSF r
that family of requirements is an accurate and complete instantiation of the TOE sec
requitements. In order to determine that a TSF representation is an accurate and complete insta
TOE [security functional requirements, it is intended that the evaluator use the evidence prag
develpper in Representation correspondence (ADV_RCR).*.1C as an input to this deter
establishing a correspondence between the TOE security functional requirements and each
TSF fepresentations down the chain, this step-wise process will ultimately provide more assur
least [abstract TSF representation corresponds to the TOE security functional requirements,
ultimgte goal of this class. If the evaluatormakes no correspondence determinations back to the
functipnal requirements for intermediate TSF representations, then trying to determine the co
from
too lgrge a step to be accurately-performed. Finally, depending on the set of TSF represental
required, it is quite possible that the low-level design, high-level design, or even the functiona
might|be the least abstract. TSF representation that is provided.

Figure 11 shows the families within this class, and the hierarchy of components within the familie

pondence by

to define the
The security
prties need to

3 may also be

ide evidence,
abstract TSF
specification
plementation
presented by

uraity functional

ntiation of the
vided by the
mination. By
pf successive
pnce that the
which is the
TOE security
respondence

he least abstract TSF representation back to the TOE security functional requirements npay represent

ions that are
specification
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ADV_FSP: Functional specification 1 2 3 4
ADV_HLD: High-level design | 2 3 4 5
ADV_IMP: Implementation representation 1 2 3
ADV _INT: TSF internals 1 2 3
ADV_LLD: Low-level design | 2 3
ADV_RCR: Representation correspondence l 2 3
ADV_SPM: Security policy modeling | 2 3

Figure 11 - ADV: Development class decamposition

14.1 Functional specification (ADV_FSP)
14.1.1 Objeqtives

The functiongl specification is a high-level description ofthe user-visible interface and behaviour of the TSF. It
is an instantigtion of the TOE security functional requirements. The functional specification has to show that all
the TOE secyrity functional requirements are addressed.

14.1.2 Component levelling

The compongnts in this family are levelled on the basis of the degree of formalism required of the fungtional
specification,|and the degree of detail provided for the external interfaces to the TSF.

14.1.3 Applitation notes

The Functional specification (ADV_FSP).*.2E elements within this family define a requirement that the
evaluator deﬂermine that'the functional specification is an accurate and complete instantiation of thg TOE
security funcfional requirements. This provides a direct correspondence between the TOE security fungtional
requirements| and~Re" functional specification, in addition to the pairwise correspondences required Ry the
Representatipn/correspondence (ADV_RCR) family. It is expected that the evaluator will use the eviflence
provided in liegresentation correspondence (ADV_RCR) as an input to making this determination, and the
requirement for completeness is intended to be relative to the level of abstraction of the functional
specification.

For ADV_FSP.1.3C, it is intended that sufficient information is provided in the functional specification to
understand how the TOE security functional requirements have been addressed, and to enable the
specification of tests which reflect the TOE security functional requirements in the ST. It is not necessarily the
case that such testing will cover all possible return values and error messages which could be generated at
the interface, but the information provided should make clear the results of using an interface in the case of
success and the most common instances of failure.

ADV_FSP.2.3C introduces a requirement for a complete presentation of the functional interface. This will

provide the necessary detail for supporting both thorough testing of the TOE and the assessment of
vulnerabilities.
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In the context of the level of formality of the functional specification, informal, semiformal and formal are
considered to be hierarchical in nature. Thus, ADV_FSP.1.1C and ADV_FSP.2.1C may also be met with
either a semiformal or formal functional specification, provided that it is supported by informal, explanatory text
where appropriate. In addition, ADV_FSP.3.1C may also be met with a formal functional specification.

14.1.4 ADV_FSP.1 Informal functional specification

Dependencies: ADV_RCR.1 Informal correspondence demonstration

14.1.4.1 Developer action elements

14.1.

11 AD\L.ESP 11D

The d

14.1.

14.1.4

The f

14.1.4

The f

14.1.4

The
interf

14.1.4

The f

14.1.4

14.1.4

The {
press

14.1.

The
instal

eveloper shall provide a functional specification.

}.2 Content and presentation of evidence elements

|.2.1 ADV_FSP.1.1C

inctional specification shall describe the TSF and its external interfaces using an inf
|.2.2 ADV_FSP.1.2C

inctional specification shall be internally consistent.

}.2.3 ADV_FSP.1.3C

unctional specification shall describe the purpose and method of use of all 4
aces, providing details of effects, exceptionSrand error messages, as appropriate.

|.2.4 ADV_FSP.1.4C

inctional specification shall completely represent the TSF.
}.3 Evaluator action elements

}.3.1 ADV_FSP.1.1E

bvaluator shall cenfirm that the information provided meets all requirements for
ntation of evidence.

}.3.2 ADVQFESP.1.2E

evaluator shall determine that the functional specification is an accurate ar
htiation of the TOE security functional requirements.

brmal style.

xternal TSF

content and

d complete

14.1.5 ADV_FSP.2 Fully defined external interfaces

Dependencies: ADV_RCR.1 Informal correspondence demonstration

14.1.5.1 Developer action elements

14.1.5.1.1 ADV_FSP.2.1D

Thed

eveloper shall provide a functional specification.
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14.1.5.2 Content and presentation of evidence elements

14.1.5.2.1 ADV_FSP.2.1C

The functional specification shall describe the TSF and its external interfaces using an informal style.

14.1.5.2.2 ADV_FSP.2.2C

The functional specification shall be internally consistent.

14.1.5.2.3 ADV_FSP.2.3C

The functionjal specification shall describe the purpose and method of use of all external TSF inter

providing con
141524 A
The functiong
141525 A
The function
14.1.5.3 Eyv|
141531 A

The evaluato
of evidence.

141532 A

The evaluato
TOE security

14.1.6 ADV |
Dependencie
14.1.6.1 D¢
14.1.6.11 A

The develops

hplete details of all effects, exceptions and error messages.

DV_FSP.2.4C

| specification shall completely represent the TSF.

DV_FSP.2.5C

al specification shall include rationale that the TSF is compfetely represented.
aluator action elements

DV_FSP.2.1E

[ shall confirm that the information provided meets.all requirements for content and presen

DV_FSP.2.2E

- shall determine that the functional.§pecification is an accurate and complete instantiation
functional requirements.

FSP.3 Semiformal functional specification
5:  ADV_RCR.1 Informal correspondence demonstration
\veloper action glements

DV_FSP.3:1D

r shallkprovide a functional specification.

aces,

tation

of the

14.1.6.2 Cqg

ntent and presentation of evidence elements

14.1.6.2.1 ADV_FSP.3.1C

The functional specification shall describe the TSF and its external interfaces using a semiformal style,
supported by informal, explanatory text where appropriate.

14.1.6.2.2 ADV_FSP.3.2C

The functional specification shall be internally consistent.
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14.1.6.2.3 ADV_FSP.3.3C

The functional specification shall describe the purpose and method of use of all external TSF interfaces,
providing complete details of all effects, exceptions and error messages.

14.1.6.2.4 ADV_FSP.3.4C
The functional specification shall completely represent the TSF.

14.1.6.25 ADV_FSP.3.5C

The fuhRetiohal-spescification-shalHrciude-rationale-that-the-TFSHis-completehrepresented
rHCcHOHA-SP e EatoH-SHarhciaae-TatoHcretHattHe—Tor1S-GorHpretery e presSertea:

14.1.6.3 Evaluator action elements
14.1.6.3.1 ADV_FSP.3.1E

The gvaluator shall confirm that the information provided meets all requirements [for content and presentation
of eviflence.

14.1.6.3.2 ADV_FSP.3.2E

The gvaluator shall determine that the functional specification is antacCurate and complete instaptiation of the
TOE s$ecurity functional requirements.

14.1.7 ADV_FSP.4 Formal functional specification

Depepdencies: ADV_RCR.1 Informal correspondence.demonstration
14.1.7.1 Developer action elements

14.1.7.1.1 ADV_FSP.4.1D

The developer shall provide a functional'specification.

14.1.7.2 Content and presentation of evidence elements
14.1.7.2.1 ADV_FSP.4.1€

The flinctional specification shall describe the TSF and its external interfaces using a formal style, supported
by infprmal, explanatory text where appropriate.

14.1.71.2.2 ADV_FSP.4.2C

The fnrnctional specification shall be internally consistent.

14.1.7.2.3 ADV_FSP.4.3C

The functional specification shall describe the purpose and method of use of all external TSF interfaces,
providing complete details of all effects, exceptions and error messages.

14.1.7.2.4 ADV_FSP.4.4C
The functional specification shall completely represent the TSF.
14.1.7.2.5 ADV_FSP.4.5C

The functional specification shall include rationale that the TSF is completely represented.

© ISO/IEC 2005 - All rights reserved 73


https://iecnorm.com/api/?name=a679f244e894835bd80a1fad7c39e199

ISO/IEC 15408-3:2005(E)

14.1.7.3 Evaluator action elements

14.1.7.3.1 ADV_FSP.4.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.

14.1.7.3.2 ADV_FSP.4.2E

The evaluator shall determine that the functional specification is an accurate and complete instantiation of the

TOE security

functional requirements.

14.2 High-l
14.2.1 Objeq

The high-levs
subsystems)
intended to

security func

The high-levd
high-level de
subsystem.

interrelations

14.2.2 Comy

The compong
design, and g

14.2.3 Appli

The develops
used here to
developer is
of decompos

The term “se
contribution t
such as sub

subsystem njay correspond directly to a security function, or even multiple security functions, it ig

possible that

The term “TS

The interrelationships of all subsystems are also defined“in the high-level design.
nips will be represented as external interfaces for data flow;-control flow, etc., as appropriatg.

evel design (ADV_HLD)

tives

bl design of a TOE provides a description of the TSF in terms of major stfuctural unit
and relates these units to the functions that they provide. The high-level design requiremen
rovide assurance that the TOE provides an architecture appropriate™to”implement the
onal requirements.

| design refines the functional specification into subsystems. Foreach subsystem of the TS
5ign describes its purpose and function, and identifies the Security functions contained

onent levelling

bnts in this family are levelled on the basis of the degree of formalism required of the high
n the degree of detail required for the interface specifications.

Cation notes

ris expected to describe the design of the TSF in terms of subsystems. The term “subsyst
express the idea of decompgsing the TSF into a relatively small number of parts. Whi
hot required to actually have “subsystems”, the developer is expected to represent a simila
tion. For example, a designimay be similarly decomposed using “layers”, “domains”, or “ser
curity functionality™.is* used to represent the set of operations that a subsystem perfor
b security functions-implemented by the TOE. This distinction is made because design cons
bystems and maodules, do not necessarily relate to specific security functions. While a
many subsystems must be combined to implement a single security function.

P-enforcing subsystem” refers to a subsystem that contributes to the enforcement of the

5 (i.e.
ts are
TOE

F, the
n the

These

-level

bm” is
e the

level
Vers”.

ms in
tructs,
given

also

TSP,

either directly

otfirdirectly.

The High-level design (ADV_HLD).*.2E elements within this family define a requirement that the evaluator
determine that the high-level design is an accurate and complete instantiation of the TOE security functional
requirements. This provides a direct correspondence between the TOE security functional requirements and
the high-level design, in addition to the pairwise correspondences required by the Representation
correspondence (ADV_RCR) family. It is expected that the evaluator will use the evidence provided in
Representation correspondence (ADV_RCR) as an input to making this determination, and the requirement
for completeness is intended to be relative to the level of abstraction of the high-level design.

ADV_HLD.3.8C introduces a requirement for a complete presentation for the interfaces to the subsystems.
This will provide the necessary detail for supporting both thorough testing of the TOE (using components from
Depth (ATE_DPT)), and the assessment of vulnerabilities.
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In the context of the level of formality of the high-level design, informal, semiformal and formal are considered
to be hierarchical in nature. Thus, ADV_HLD.1.1C and ADV_HLD.2.1C may also be met with either a
semiformal or formal high-level design, and ADV_HLD.3.1C and ADV_HLD.4.1C may also be met with a
formal high-level design.

In High-level design (ADV_HLD).*.5C the phrase “underlying hardware, firmware and/or software” concerns
the virtual machine on which the TOE runs (if any), rather than mechanisms contained within the TOE (which
are covered elsewhere in the component). As such it is a requirement on information about the IT environment.

14.2.4 ADV_HLD.1 Descriptive high-level design

Depe ndencies: ADV/._ESP 1 Informal functional cr\nhifihnfinn

ADV_RCR.1 Informal correspondence demonstration

14.2.4.1 Developer action elements

142411 ADV_HLD.1.1D

The developer shall provide the high-level design of the TSF.

14.2.4.2 Content and presentation of evidence elements

14.2.4.21 ADV_HLD.1.1C

The gresentation of the high-level design shall be informal.

14.2.4.2.2 ADV_HLD.1.2C

The RHigh-level design shall be internally consistent.

14.2.4.2.3 ADV_HLD.1.3C

The High-level design shall describecthe structure of the TSF in terms of subsystems.
14.2.4.2.4 ADV_HLD.1.4C

The High-level design shall describe the security functionality provided by each subsystem of the TSF.
14.2.4.25 ADV_HLP.1:5C
The high-level design shall identify any underlying hardware, firmware, and/or software| required by

the TSF with” a“presentation of the functions provided by the supporting protection mechanisms
implgmentedtin that hardware, firmware, or software.

14.2.4.2,6 ADV _HLD.1.6C

The high-level design shall identify all interfaces to the subsystems of the TSF.
14.2.4.2.7 ADV_HLD.1.7C

The high-level design shall identify which of the interfaces to the subsystems of the TSF are externally
visible.
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14243 Ev

aluator action elements

14.2.43.1 ADV_HLD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and

presentation

of evidence.

14.2.4.3.2 ADV_HLD.1.2E

The evaluator shall determine that the high-level design is an accurate and complete instantiation of
the TOE security functional requirements.

14.2.5 ADV |

Dependencie

14.25.1 D¢
142511 A
The develops
14.25.2 Cd

142521 A

HLD.2 Security enforcing high-level design

5.  ADV_FSP.1 Informal functional specification
ADV_RCR.1 Informal correspondence demonstration
\veloper action elements

DV_HLD.2.1D

r shall provide the high-level design of the TSF.

ntent and presentation of evidence elements

DV_HLD.2.1C

The presentation of the high-level design shall be informal.

142522 A
The high-levs
142523 A
The high-levd
142524 A
The high-levd

142525 A

DV_HLD.2.2C

| design shall be internally consistent.

DV_HLD.2.3C

| design shall describe the_structure of the TSF in terms of subsystems.

DV_HLD.2.4C

| design shall describe the security functionality provided by each subsystem of the TSF.

DV_HLD.2:5C

The high-levg

| design shall identify any underlying hardware, firmware, and/or software required by th

TSF

with a presentation of the functions provided by the supporting protection mechanisms _implemented ih that

hardware, firmware, or software.

14.2.5.2.6 ADV_HLD.2.6C

The high-level design shall identify all interfaces to the subsystems of the TSF.

14.2.5.2.7 ADV_HLD.2.7C

The high-level design shall identify which of the interfaces to the subsystems of the TSF are externally visible.
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14.2.5.2.8 ADV_HLD.2.8C

The high-level design shall describe the purpose and method of use of all interfaces to the
subsystems of the TSF, providing details of effects, exceptions and error messages, as appropriate.

14.2.5.2.9 ADV_HLD.2.9C

The high-level design shall describe the separation of the TOE into TSP-enforcing and other
subsystems.

14.2.5.3 Evaluator action elements

14.2.%.3.1 ADV_HLD.2.1E

The gvaluator shall confirm that the information provided meets all requirements for content and presentation
of eviflence.

14.2.%.3.2 ADV_HLD.2.2E

The gvaluator shall determine that the high-level design is an accurate and complete instantiatign of the TOE
securlty functional requirements.

14.2.¢ ADV_HLD.3 Semiformal high-level design
Depepdencies: ADV_FSP.3 Semiformal functional specification
ADV_RCR.2 Semiformal correspondengcedemonstration
14.2.6.1 Developer action elements

14.2.6.1.1 ADV_HLD.3.1D

The developer shall provide the high-level\design of the TSF.
14.2.6.2 Content and presentation of evidence elements
14.2.6.2.1 ADV_HLD.3.1C

The presentation of the high-level design shall be semiformal.
14.2.6.2.2 ADV_HLD:3.2C

The high-level(design shall be internally consistent.

14.2.6.2:3*~ADV_HLD.3.3C

The high-level design shall describe the structure of the TSF in terms of subsystems.

14.2.6.2.4 ADV_HLD.3.4C

The high-level design shall describe the security functionality provided by each subsystem of the TSF.
14.2.6.2.5 ADV_HLD.3.5C

The high-level design shall identify any underlying hardware, firmware, and/or software required by the TSF

with a presentation of the functions provided by the supporting protection mechanisms implemented in that
hardware, firmware, or software.
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14.2.6.2.6 ADV_HLD.3.6C

The high-level design shall identify all interfaces to the subsystems of the TSF.

14.2.6.2.7 ADV_HLD.3.7C

The high-level design shall identify which of the interfaces to the subsystems of the TSF are externally visible.

14.2.6.2.8 ADV_HLD.3.8C

The high-level design shall describe the purpose and method of use of all interfaces to the subsystems of the

TSF, providi
14.2.6.29 A
The high-levs
14.2.6.3 EvV|
14.26.3.1 A

The evaluato
of evidence.

14.2.6.3.2 A

The evaluato

comnlata datailes of all affacte _avecantions-and-errormassaaas.
CorHpPretEe-aetahS- O e e eto—ExEe prbrHSara-eHor—h geS-

DV_HLD.3.9C

aluator action elements
DV_HLD.3.1E

- shall confirm that the information provided meets all requirements for content and presen

DV_HLD.3.2E

" shall determine that the high-level design is an aceurate and complete instantiation of the

security functjonal requirements.

14.2.7 ADV._

Dependencie

14.2.7.1 D¢
142711 A
The develops
14.2.7.2 Co

142721 A

HLD.4 Semiformal high-level explanation
5. ADV_FSP.3 Semiformal functional specification
ADV_RCR.2 Semiformal carfespondence demonstration
veloper action elements

DV_HLD.4.1D

r shall provide the high-level design of the TSF.

ntent and¢presentation of evidence elements

Dv_HtD.4.1C

| design shall describe the separation of the TOE into TSP-enforcing and other subsystems,.

tation

TOE

The presentation-of the high-level design shall be semiformal.

14.2.7.2.2 ADV_HLD.4.2C

The high-level design shall be internally consistent.

14.2.7.2.3 ADV_HLD.4.3C

The high-level design shall describe the structure of the TSF in terms of subsystems.

14.2.7.2.4 ADV_HLD.4.4C

The high-level design shall describe the security functionality provided by each subsystem of the TSF.
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14.2.7.25 ADV_HLD.4.5C
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The high-level design shall identify any underlying hardware, firmware, and/or software required by the TSF
with a presentation of the functions provided by the supporting protection mechanisms implemented in that
hardware, firmware, or software.

14.2.7.2.6 ADV_HLD.4.6C

The h

igh-level design shall identify all interfaces to the subsystems of the TSF.

14.2.7.2.7 ADV_HLD.4.7C

The h
14.2.]

The R
TSF,

14.2.]
The h

14.2.]

igh-level design shall identify which of the interfaces to the subsystems of the TSF are exte
(.2.8 ADV_HLD.4.8C

igh-level design shall describe the purpose and method of use of all interfaces(to the subs
providing complete details of all effects, exceptions and error messages.

(.2.9 ADV_HLD.4.9C
igh-level design shall describe the separation of the TOE into T8Prenforcing and other sub

.2.10 ADV_HLD.4.10C

The high-level design shall justify that the identified/means of achieving separation, in

prote
from

14.2.]

The K
funct

14.2.]
14.2.]

The €
of evi

14.2.7

The €
secur|

ction mechanisms, are sufficient to ensure a<clear and effective separation of T3
hon-TSP-enforcing functions.

[.2.11 ADV_HLD.4.11C

igh-level design shall justify that the TSF mechanisms are sufficient to implement
ons identified in the high-level design.

.3 Evaluator action elements
(.3.1 ADV_HLD.4.1E

valuator shall confirta“that the information provided meets all requirements for content and
ence.

(.3.2 ADVQOHLD.4.2E

valuatersshall determine that the high-level design is an accurate and complete instantiatig
ty functional requirements.

nally visible.

ystems of the

bystems.

cluding any

bP-enforcing

the security

presentation

n of the TOE

14.2.8 ADV_HLD.5 Formal high-level design

Dependencies: ADV_FSP.4 Formal functional specification

ADV_RCR.3 Formal correspondence demonstration

14.2.8.1 Developer action elements

14.2.8.1.1 ADV_HLD.5.1D

The d

eveloper shall provide the high-level design of the TSF.
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14.2.8.2 Co

ntent and presentation of evidence elements

14.2.8.2.1 ADV_HLD.5.1C

The presentation of the high-level design shall be formal.

14.2.8.2.2 ADV_HLD.5.2C

The high-level design shall be internally consistent.

14.2.8.2.3 ADV_HLD.5.3C

The high-levg
14.2.8.2.4 A
The high-levs
14.28.25 A

The high-levd

with a presentation of the functions provided by the supporting protection mechanisms implemented i

hardware, firn
14.2.8.2.6 A
The high-levs
14.2.8.2.7 A
The high-levs
14.2.8.28 A

The high-levg
TSF, providin

14.2.8.29 A
The high-levd
14.2.8.2.10 A

The high-levg
mechanisms,

| design shall describe the structure of the TSF in terms of subsystems.

DV_HLD.5.4C

| design shall describe the security functionality provided by each subsystemofthe TSF.
DV_HLD.5.5C

| design shall identify any underlying hardware, firmware, and/or-s¢ftware required by thg
nware, or software.

DV_HLD.5.6C

| design shall identify all interfaces to the subsystems of the TSF.

DV_HLD.5.7C

| design shall identify which of the interfaces to the subsystems of the TSF are externally vi
DV_HLD.5.8C

| design shall describe the purpose and method of use of all interfaces to the subsystems
g complete details of all effects, exceptions and error messages.

DV_HLD.5.9C

DV_HLD.510C

| design*shall justify that the identified means of achieving separation, including any prot
are\sufficient to ensure a clear and effective separation of TSP-enforcing from non

| design shall describe the separation of the TOE into TSP-enforcing and other subsystems,

» TSF
h that

sible.

of the

pction
L TSP-

enforcing fun

ctionss.

14.2.8.2.11 ADV_HLD.5.11C

The high-level design shall justify that the TSF mechanisms are sufficient to implement the security functions
identified in the high-level design.

14.2.8.3 Ev

aluator action elements

14.2.8.3.1 ADV_HLD.5.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.

80

© ISO/IEC 2005 - All rights reserved


https://iecnorm.com/api/?name=a679f244e894835bd80a1fad7c39e199

ISO/IEC 1540

14.2.8.3.2 ADV_HLD.5.2E

8-3:2005(E)

The evaluator shall determine that the high-level design is an accurate and complete instantiation of the TOE
security functional requirements.

14.3

Implementation representation (ADV_IMP)

14.3.1 Objectives

The description of the implementation representation in the form of source code, firmware, hardware drawings,
etc. captures the detailed internal workings of the TSF in support of analysis.

14.3.2 Component levelling

The fomponents in this family are levelled on the basis of the completeness_and strycture of the
implementation representation provided.

14.3.3 Application notes

The inplementation representation is used to express the notion of the léast abstract represeptation of the

TSF,
that i
anim

specifically the one that is used to create the TSF itself without further design refinement.
then compiled or a hardware drawing that is used to build the actual hardware are examp
blementation representation.

Source code
es of parts of

It is dossible that evaluators may use the implementation representation to directly support other evaluation
activiies (e.g. vulnerability analysis, test coverage analysis;~0Or identification of additional evaluator tests). It is
expedted that PP/ST authors will select a component that requires that the implementation is gomplete and
compfehensive enough to address the needs of all otherrequirements included in the PP/ST.
14.3.4 ADV_IMP.1 Subset of the implementatiefof the TSF
Dependencies: ADV_LLD.1 Descriptive low=level design

ADV_RCR.1 Informalcorrespondence demonstration

ALC_TAT.1 Well-defined development tools
14.3.4.1 Application notes
ADV _|IMP.1.1D requiresthat the developer provide the implementation representation for a subsgt of the TSF.
The intention is that.access to at least a portion of the TSF will provide the evaluator with an ppportunity to

exam
signif
the in
assur

ne the impfementation representation for those portions of the TOE where such an examin
cantly to"the understanding of, and assurance in, the mechanisms employed. Provision g
nplementation representation will also allow the evaluator to sample the traceability evid

Ation can add
f a sample of
ence to gain

ance.in the approach taken for refinement, and to assess the presentation of the i

rrlplementation

representdtion itself.

ADV_IMP.1.2E element defines a requirement that the evaluator determine that the least abstract TSF
representation is an accurate and complete instantiation of the TOE security functional requirements. This
provides a direct correspondence between the TOE security functional requirements and the least abstract
TSF representation, in addition to the pairwise correspondences required by the Representation
correspondence (ADV_RCR) family. It is expected that the evaluator will use the evidence provided in
Representation correspondence (ADV_RCR) as an input to making this determination. The least abstract TSF
representation for this component is an aggregate of the implementation representation that is provided and
that portion of the low-level design for which no corresponding implementation representation is provided.
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14.3.4.2 Developer action elements

143421 A

DV_IMP.1.1D

The developer shall provide the implementation representation for a selected subset of the TSF.

14.3.43 Co

ntent and presentation of evidence elements

14.3.4.3.1 ADV_IMP.1.1C

The implementation representation shall unambiguously define the TSF to a level of detail such that

the TSF can
14.3.4.3.2 A
The implemg
14.3.4.4 Eyv|
143441 A

The evaluat
presentation

14.3.4.4.2 A

The evaluatq
complete ing

14.3.5 ADV._

Dependencie

14351 Ap

The ADV_IMP.2.2E element defines-a requirement that the evaluator determine that the implemer

representatio
provides a di
representatio
(ADV_RCR)
corresponder

14.3.5.2 De

aluator action elements

br shall confirm that the information provided meets all fequirements for conten

aaganaratad withaout furthar dacian dacicianc
e-gererate oo utTut e e e SHgH-aeetSToHS-

ntation representation shall be internally consistent.

DV_IMP.1.1E

of evidence.
DV_IMP.1.2E

r shall determine that the least abstract TSF représentation provided is an accurat
tantiation of the TOE security functional requitements.

IMP.2 Implementation of the TSF
5. ADV_LLD.1 Descriptive low-level-design
ALC_TAT.1 Well-defined development tools
plication notes

N is an accurate and complete instantiation of the TOE security functional requirements
ect correspondence between the TOE security functional requirements and the implemen
N, in addition to the pairwise correspondences required by the Representation correspon
family. It is expected that the evaluator will use the evidence provided in Represern

ce (ADV_RCR) as an input to making this determination.

\veloper action elements

t and

e and

tation

This
tation
lence
tation

14.3.5.2.1 ADV_IMP.2.1D

The developer shall provide the implementation representation for the entire TSF.

14.3.5.3 Content and presentation of evidence elements

14.3.5.3.1 ADV_IMP.2.1C

The implementation representation shall unambiguously define the TSF to a level of detail such that the TSF

can be gener

82

ated without further design decisions.
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14.3.5.3.2 ADV_IMP.2.2C
The implementation representation shall be internally consistent.
14.3.5.3.3 ADV_IMP.2.3C

The implementation representation shall describe the relationships between all portions of the
implementation.

14.3.5.4 Evaluator action elements

14.3.5431—ADBDVIMR21E

The gvaluator shall confirm that the information provided meets all requirements for content;and presentation
of eviflence.

14.3.%.4.2 ADV_IMP.2.2E

The pvaluator shall determine that the implementation representation lis~an accurate gnd complete
instarjtiation of the TOE security functional requirements.

14.3.¢ ADV_IMP.3 Structured implementation of the TSF
Dependencies: ADV_INT.1 Modularity

ADV_LLD.1 Descriptive low-level design
ADV_RCR.1 Informal correspondencée.demonstration
ALC_TAT.1 Well-defined develepment tools

14.3.6.1 Application notes

repregentation is an accurate andcomplete instantiation of the TOE security functional requitfements. This
provides a direct correspondence between the TOE security functional requirements and the injplementation
representation, in addition to the pairwise correspondences required by the Representation cofrespondence
(ADV| RCR) family. It is expected that the evaluator will use the evidence provided in Rppresentation
correspondence (ADV_RCR) as an input to making this determination.

The ADV_IMP.3.2E element defines, @ requirement that the evaluator determine that the iz[plementation

14.3.6.2 Developer action elements
14.3.6.2.1 ADV“IMP.3.1D

The develeper shall provide the implementation representation for the entire TSF.

14.3.6.3 Content and presentation of evidence elements
14.3.6.3.1 ADV_IMP.3.1C

The implementation representation shall unambiguously define the TSF to a level of detail such that the TSF
can be generated without further design decisions.

14.3.6.3.2 ADV_IMP.3.2C

The implementation representation shall be internally consistent.

© ISO/IEC 2005 - All rights reserved 83


https://iecnorm.com/api/?name=a679f244e894835bd80a1fad7c39e199

ISO/IEC 15408-3:2005(E)

14.3.6.3.3 ADV_IMP.3.3C

The implementation representation shall describe the relationships between all portions of the implementation.

14.3.6.3.4 ADV_IMP.3.4C

The implementation representation shall be structured into small and comprehensible subclauses.

14.3.6.4 Ev

aluator action elements

14.3.6.4.1 ADV_IMP.3.1E

The evaluato
of evidence.

14.3.6.4.2 A

The evaluat
instantiation ¢

14.4 TSFin
14.4.1 Objeq
This family a
(to separate
policy enforc

the TSF -- th

Modular desi
change or er

basis for defermining the scope of interaction with other elements of the TSF, provides for incr

assurance th
suites.

The use of I
TSF. This in
functional req

Minimising th
flaws in the ]
functionality \

Design comp
the code in

J

[ shall confirm that the information provided meets all requirements for content and preser

DV_IMP.3.2E

br shall determine that the implementation representation is an accurate and con
f the TOE security functional requirements.

ternals (ADV_INT)
tives

ldresses the internal structure of the TSF. Requirements are presented for modularity, la:
levels of abstraction and minimise circular depend€ncies), minimisation of the comple
ment mechanisms, and the minimisation of the amount of non-TSP-enforcing functionality
s resulting in a TSF that is simple enough to be analysed.

jn reduces the interdependence between.elements of the TSF and thus reduces the risk
for in one module will have effects throughout the TOE. Thus, a modular design providg

ht unexpected effects do not occur,.and also provides the basis for designing and evaluatin

yering and of simpler designs for the TSP-enforcing functionality reduces the complexity
urn enables a better understanding of the TSF, providing more assurance that the TOE sg
uirements are accurately-and completely instantiated in the implementation.

e amount of functienality in the TSF that does not enforce the TSP, reduces the possib
[SF. In combination with modularity and layering, it allows the evaluator to focus only o
vhich is neecessary for TSP enforcement.

exity_minimisation contributes to the assurance that the code is understood -- the less co
the \TSF, the greater the likelihood that the design of the TSF is comprehensible. O

complexity m

tation

nplete

ering
ity of
Wwithin

that a
s the
pased
g test

pf the
curity

lity of
N that

mplex
esign

nimisation is a key characteristic of a reference validation mechanism.

14.4.2 Component levelling

The components in this family are levelled on the basis of the amount of structure and minimisation required.

14.4.3 Application notes

The term “portions of the TSF” is used to represent parts of the TSF with a varying granularity based on the
available TSF representations. The functional specification allows identification in terms of interfaces, the
high-level design allows identification in terms of subsystems, the low-level design allows identification in
terms of modules, and the implementation representation allows identification in terms of implementation units.
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The ADV_INT.2.5C and ADV_INT.3.5C elements address minimisation of mutual interactions between layers.
Nevertheless, it is still permissible to have mutual interactions between layers, but in such cases the
developer is required to demonstrate that these mutual interactions are necessary and cannot reasonably be
avoided.

ADV_INT.2.6C introduces a reference monitor concept by requiring the minimisation of complexity of the
portions of the TSF that enforce the access control and/or information flow control policies identified in the
TSP. ADV_INT.3.6C further develops the reference monitor concept by requiring minimisation of the
complexity of the entire TSF.

Several of the elements within the components for this family refer to the architectural description. The
archit iption | imi i ign.i it | ncerned with

requifed to be in compliance with the architectural description, to provide assurance thgt these TSF
repregentations possess the required modularity, layering, and minimisation of complexity.

14.4.4 ADV_INT.1 Modularity

Dependencies: ADV_IMP.1 Subset of the implementation of the TSF
ADV_LLD.1 Descriptive low-level design

14.4.4.1 Developer action elements

144411 ADV_INT.1.1D

The (leveloper shall design and structure the ‘TSF in a modular fashion that avoids innecessary
intergctions between the modules of the design:

14.4.4.1.2 ADV_INT.1.2D
The developer shall provide an architectural description.
14.4.4.2 Content and presentation of evidence elements

14.44.21 ADV_INT.1.1C

The grchitectural description shall identify the modules of the TSF.
14.4.4.2.2 ADVAINT.1.2C

The architectural description shall describe the purpose, interface, parameters, and effects of each
modyleof the TSF.

14.4.42.3 ADV_INT.1.3C

The architectural description shall describe how the TSF design provides for largely independent
modules that avoid unnecessary interactions.

14.4.4.3 Evaluator action elements
14.443.1 ADV_INT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.
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14.4.4.3.2 ADV_INT.1.2E

The evaluator shall determine that both the low-level design and the implementation representation
are in compliance with the architectural description.

14.4.5 ADV_

Dependencies:

INT.2 Reduction of complexity
ADV_IMP.1 Subset of the implementation of the TSF

ADV_LLD.1 Descriptive low-level design

14451 A
This compon
portions of th
TSP.

14.45.2 Ds
144521 A

The developsd

between the modules of the design.

144522 A
The develops
144523 A

The develoq
interactions

144524 A

The develop
portions of t

14.45.3 Cao
144531 A

The architect
TSF enforce

nlication notac

plication-netes

ent introduces a reference monitor concept by requiring the minimisation of complexity
e TSF that enforce the access control and/or information flow control policies identified
\veloper action elements

DV_INT.2.1D

r shall design and structure the TSF in a modular fashion thatcavoids unnecessary intera

DV_INT.2.2D
r shall provide an architectural description.
DV_INT.2.3D

er shall design and structure the TSF in a layered fashion that minimises m
between the layers of the design.

DV_INT.2.4D

er shall design and structuré the TSF in such a way that minimises the complexity
ne TSF that enforce any.access control and/or information flow control policies.

ntent and presentation of evidence elements
DV_INT.2.1C

Liral description shall identify the modules of the TSF and shall specify which portions
the access control and/or information flow control policies.

144532 A

pf the
n the

ctions

utual

pf the

pf the

DWINT.2.2C

The architectural description shall describe the purpose, interface, parameters, and effects of each module of

the TSF.

14.4.5.3.3 ADV_INT.2.3C

The architectural description shall describe how the TSF design provides for largely independent modules that

avoid unnece

ssary interactions.

14.45.3.4 ADV_INT.2.4C

The architec

86

tural description shall describe the layering architecture.
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14.45.3.5 ADV_INT.2.5C

The architectural description shall show that mutual interactions have been minimised, and justify
those that remain.

14.4.5.3.6 ADV_INT.2.6C

The architectural description shall describe how the portions of the TSF that enforce any access
control and/or information flow control policies have been structured to minimise complexity.

14.4.5.4 Evaluator action elements

14.4.%.4.1 ADV_INT.2.1E

The gvaluator shall confirm that the information provided meets all requirements for content and presentation
of eviflence.

14.4%.4.2 ADV_INT.2.2E

The gvaluator shall determine that both the low-level design and the implementation represeptation are in
compliance with the architectural description.

14.4.¢ ADV_INT.3 Minimisation of complexity
Depepdencies: ADV_IMP.2 Implementation of the TSF
ADV_LLD.1 Descriptive low-level design
14.4.6.1 Application notes

This [component requires that the reference “monitor property “simple enough to be analysed” is fully
addrgssed. When this component is combined with the functional requirements FPT_RVM.1 and FPT_SEP.3,
the regference monitor concept would be fully realised.
14.4.6.2 Developer action elements

14.4.6.2.1 ADV_INT.3.1D

The developer shall designand structure the TSF in a modular fashion that avoids unnecessarly interactions
betwgen the modules of;the design.

14.4.¢.2.2 ADVAQINT.3.2D

The developershall provide an architectural description.

14.4.6.2,.3° ADV_INT.3.3D

The developer shall design and structure the TSF in a layered fashion that minimises mutual interactions
between the layers of the design.

14.4.6.2.4 ADV_INT.3.4D

The developer shall design and structure the TSF in such a way that minimises the complexity of the entire
TSF.

14.46.25 ADV_INT.3.5D

The developer shall design and structure the portions of the TSF that enforce any access control
and/or information flow control policies such that they are simple enough to be analysed.

© ISO/IEC 2005 - All rights reserved 87


https://iecnorm.com/api/?name=a679f244e894835bd80a1fad7c39e199

ISO/IEC 15408-3:2005(E)

14.46.2.6 ADV_INT.3.6D

The developer shall ensure that functions whose objectives are not relevant for the TSF are excluded
from the TSF modules.

14.4.6.3 Content and presentation of evidence elements

14.4.6.3.1 ADV_INT.3.1C

The architectural description shall identify the modules of the TSF and shall specify which portions of the TSF
enforce the access control and/or information flow control policies.

1446.3.2 A

The architect
the TSF.

14.46.3.3 A

The architect
avoid unneceg

14.4.6.3.4 A

The architect

14.46.35 A

The architect]
remain.

1446.36 A

The architect

14.4.6.3.7 A

The architec

14.4.6.4 EV

1446.41 A

The evaluato
of evidence.

DV_INT.3.2C

Liral description shall describe the purpose, interface, parameters, and effects of each mod

DV_INT.3.3C

ral description shall describe how the TSF design provides for largely independent modulg
ssary interactions.

DV_INT.3.4C
iral description shall describe the layering architecture.
DV_INT.3.5C

ural description shall show that mutual interactions have been minimised, and justify thos|

DV_INT.3.6C

iral description shall describe how'the entire TSF has been structured to minimise comple
DV_INT.3.7C

fural description shall justify the inclusion of any non-TSP-enforcing modules in the
aluator action etements

DV_INT.342E

[ shallsconfirm that the information provided meets all requirements for content and presen

ule of

s that

e that

ty.

ISF.

tation

14.4.6.4.2 ADV_INT.3.2E

The evaluator shall determine that both the low-level design and the implementation representation are in
compliance with the architectural description.

14.4.6.4.3 ADV_INT.3.3E

The evaluator shall confirm that the portions of the TSF that enforce any access control and/or
information flow control policies are simple enough to be analysed.
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ISO/IEC 1540

Low-level design (ADV_LLD)

14.5.1 Objectives

8-3:2005(E)

The low-level design of a TOE provides a description of the internal workings of the TSF in terms of modules
and their interrelationships and dependencies. The low-level design provides assurance that the TSF
subsystems have been correctly and effectively refined.

For each module of the TSF, the low-level design describes its purpose, function, interfaces, dependencies,
and the implementation of any TSP-enforcing functions.

14.5.2

The @
desig

14.5.3

The t
TSP.

omponents in this family are levelled on the basis of the degree of formalism required-of
n, and on the degree of detail required for the interface specifications.

Application notes

brm “TSP-enforcing module” refers to any module that must be relied upon for correct enfor

The ferm “security functionality” is used to represent the set of (operations that a module

contri
neces
functi
imple

The L
enfor
of hoy

The |
deter
requi
the |
correg
Reprd
for col

ADV |
will p
Depth

In the
to be
level

bution to security functions implemented by the TOE. This distinction is made because m
sarily relate to specific security functions. While a given module may correspond directly}
bn, or even multiple security functions, it is also possible that many modules must be
ment a single security function.

ow-level design (ADV_LLD).*.6C elements require that the low-level design describe ho
ting function is provided. The intent of this requirement is that the low-level design provide
v each module is expected to be implementedfrom a design perspective.

ow-level design (ADV_LLD).*.2E elements within this family define a requirement that
ine that the low-level design is an\accurate and complete instantiation of the TOE secu
ments. This provides a direct correspondence between the TOE security functional reqy
bw-level design, in addition, to the pairwise correspondences required by the R
pondence (ADV_RCR) faniily. It is expected that the evaluator will use the evidencg
sentation correspondence J(ADV_RCR) as an input to making this determination, and thg
mpleteness is intended to be relative to the level of abstraction of the low-level design.

LLD.2.9C introduces a requirement for a complete presentation for the interfaces to the 1
ovide the negessary detail for supporting both thorough testing of the TOE (using com
(ATE_DPH);-and the assessment of vulnerabilities.

context-of the level of formality of the low-level design, informal, semiformal and formal a
hierarchical in nature. Thus, ADV_LLD.1.1C may also be met with either a semiformal ¢

the low-level

cement of the

performs in
bdules do not
to a security
combined to

W each TSP-
a description

the evaluator
ity functional
irements and
bpresentation
provided in
requirement

nodules. This
ponents from

e considered
r formal low-

jesign, and ADV_LLD.2.1C may also be met with a formal low-level design.

14.5.4 ADV_LLD.1 Descriptive low-level design

Dependencies:

ADV_HLD.2 Security enforcing high-level design

ADV_RCR.1 Informal correspondence demonstration

14.5.4.1 Developer action elements

145411 ADV_LLD.1.1D

The developer shall provide the low-level design of the TSF.
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14542 Co

ntent and presentation of evidence elements

145421 ADV_LLD.1.1C

The presentation of the low-level design shall be informal.

145422 ADV_LLD.1.2C

The low-leve

| design shall be internally consistent.

145.4.2.3 ADV_LLD.1.3C

The low-levdg
145424 A
The low-levdg
145425 A

The low-levg
security fun

145426 A
The low-levdg
145427 A
The low-levdg
145428 A

The low-leve
visible.

145429 A

The low-levsd
the TSF, pro

145.4.2.10 A

The low-levs

| design shall describe the TSF in terms of modules.
DV_LLD.1.4C
| design shall describe the purpose of each module.
DV_LLD.1.5C

| design shall define the interrelationships between the modules in terms of pro
tionality and dependencies on other modules.

DV_LLD.1.6C

| design shall describe how each TSP-enforcing function is provided.
DV_LLD.1.7C

| design shall identify all interfaces to theimodules of the TSF.
DV_LLD.1.8C

| design shall identify which,of) the interfaces to the modules of the TSF are exte

DV_LLD.1.9C

| design shall describe the purpose and method of use of all interfaces to the modu
viding details of effects, exceptions and error messages, as appropriate.

DV_LLD.x10C

| design*shall describe the separation of the TOE into TSP-enforcing and other modu

vided

nally

es of

les.

14543 EV

pludtor action elements

145431 ADV_LLD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and

presentation

of evidence.

145.4.3.2 ADV_LLD.1.2E

The evaluator shall determine that the low-level design is an accurate and complete instantiation of
the TOE security functional requirements.
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14.5.5 ADV_LLD.2 Semiformal low-level design

Dependencies: ADV_HLD.3 Semiformal high-level design

ADV_RCR.2 Semiformal correspondence demonstration

14.5.5.1 Developer action elements

1455.1.1 ADV_LLD.2.1D

Thed

eveloper shall provide the low-level design of the TSF.

14.5.1
14.5.1
The p

14.5.9

.2 Content and presentation of evidence elements
2.1 ADV_LLD.2.1C
resentation of the low-level design shall be semiformal.

2.2 ADV_LLD.2.2C

The lgpw-level design shall be internally consistent.

14.5.1

2.3 ADV_LLD.2.3C

The lgpw-level design shall describe the TSF in terms of modules:

14.5.1

2.4 ADV_LLD.2.4C

The lpw-level design shall describe the purpose of each module.

14.5.1

The |
functi

14.5.9

2.5 ADV_LLD.2.5C

bw-level design shall define the intérrelationships between the modules in terms of pro
bnality and dependencies on other’modules.

.2.6 ADV_LLD.2.6C

The Ipw-level design shall describe how each TSP-enforcing function is provided.

14.5.1

2.7 ADV_LLD:2:7C

The lpw-level desSign shall identify all interfaces to the modules of the TSF.

14.5.1

2.8 ADV_LLD.2.8C

The lgw-lével design shall identify which of the interfaces to the modules of the TSF are externall

145529 ADV_LLD.2.9C

ided security

visible.

The low-level design shall describe the purpose and method of use of all interfaces to the modules of the TSF,
providing complete details of all effects, exceptions and error messages.

14.5.5.2.10 ADV_LLD.2.10C

The low-level design shall describe the separation of the TOE into TSP-enforcing and other modules.
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14553 Ev

aluator action elements

1455.3.1 ADV_LLD.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.

1455.3.2 ADV_LLD.2.2E

The evaluator shall determine that the low-level design is an accurate and complete instantiation of the TOE

security funct

ional requirements.

14.5.6 ADV |

Dependencie

14.5.6.1 D¢
1456.1.1 A
The develops
145.6.2 Cd

145.6.21 A

The presentation of the low-level design shall be formal.

1456.2.2 A

The low-level

1456.2.3 A

The low-level

145.6.24 A

The low-level

145.6.25 A

The low-leve

LLD.3 Formal low-level design
5:  ADV_HLD.5 Formal high-level design

ADV_RCR.3 Formal correspondence demonstration
\veloper action elements

DV_LLD.3.1D

r shall provide the low-level design of the TSF.

ntent and presentation of evidence elements

DVv_LLD.3.1C

DV_LLD.3.2C

design shall be internally consistent,
DV_LLD.3.3C

design shall describe the TSF in terms of modules.
DV_LLD.3.4C

design shall describe the purpose of each module.
DV_LLD.3.5C

design shall define the interrelationships between the modules in terms of provided se

functionality 4

nd'dependencies on other modules.

145.6.2.6 ADV_LLD.3.6C

The low-level

design shall describe how each TSP-enforcing function is provided.

145.6.2.7 ADV_LLD.3.7C

The low-level

design shall identify all interfaces to the modules of the TSF.

145.6.2.8 ADV_LLD.3.8C

curity

The low-level design shall identify which of the interfaces to the modules of the TSF are externally visible.
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145.6.29 ADV_LLD.3.9C

The low-level design shall describe the purpose and method of use of all interfaces to the modules of the TSF,
providing complete details of all effects, exceptions and error messages.

14.5.6.2.10 ADV_LLD.3.10C
The low-level design shall describe the separation of the TOE into TSP-enforcing and other modules.

14.5.6.3 Evaluator action elements

14.5.633+—ADBVLLED31E

The gvaluator shall confirm that the information provided meets all requirements for content;and presentation
of eviflence.

14.5.6.3.2 ADV_LLD.3.2E

The gvaluator shall determine that the low-level design is an accurate and complete instantiatign of the TOE

securlty functional requirements.

14.6 |Representation correspondence (ADV_RCR)

14.6.1 Objectives
The ¢
Speci
comp
is ach
adjac

bn, functional
b correct and
is conclusion
s between all

orrespondence between the various TSF representations (i.e. TOE summary specificati
ication, high-level design, low-level design, implementation representation) addresses th
ete instantiation of the requirements to the least:abstract TSF representation provided. TH
ieved by step-wise refinement and the cumulative results of correspondence determination
bnt abstractions of representation.
14.6.2 Component levelling

The ¢
betwe

pmponents in this family are levelled on the basis of the required level of formality of the co
en the various TSF representations.

respondence

14.6.3 Application notes

The d

eveloper must demenstrate to the evaluator that the most detailed, or least abstract, TSF r

provig
requi

ed is an accurate; consistent, and complete instantiation of the functions expressed
ments in thetyST. This is accomplished by showing correspondence between adjacent re

Bpresentation
as functional
presentations

at a cpmmensurate-level of rigour.

| or the TSP.
various TSF
gn, low-level

This family_efrequirements is not intended to address correspondence relating to the TSP modg
Rathdr, /as/ shown in Figure 10, it is intended to address correspondence between
representations (i.e. the TOE summary specification, functional specification, high-level des
design, and implementation representation) that are provided.

The Representation correspondence (ADV_RCR).*.1C Elements refer to “all relevant security functionality” in
defining the scope of what must be refined between an adjacent pair of TSF representations. For the
refinements between the TOE summary specification and the functional specification, this element requires
only that the TOE security functions in the TOE summary specification be refined in the functional
specification, and does not require that the functional specification contain any details regarding assurance
measures (which are presented in the TOE summary specification). Where the implementation representation
is only provided for a subset of the TSF (as in ADV_IMP.1 Subset of the implementation of the TSF), the
required refinements between the low-level design and the implementation representation are limited to the
security functionality that is presented in the implementation representation. In all other cases, this element
requires that all parts of the more abstract TSF representation be refined in the less abstract TSF
representation.
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In the context of the level of formality for correspondence between adjacent TSF representations, informal,
semiformal and formal are considered to be hierarchical in nature. Thus, ADV_RCR.2.2C and ADV_RCR.3.2C
may be met with a formal proof of correspondence, and in the absence of any requirements on its level of
formality, a demonstration of correspondence may be informal, semiformal or formal.

14.6.4 ADV_

Dependencies:

RCR.1 Informal correspondence demonstration

No dependencies.

14.6.4.1 Developer action elements

146.4.11

ADV L RCR11D

The developger shall provide an analysis of correspondence between all adjacent pairs-off TSF
representatipns that are provided.

14.6.4.2 Cdntent and presentation of evidence elements

14.6.4.2.1 ADV_RCR.1.1C

For each adjacent pair of provided TSF representations, the analysis.shall demonstrate thit all
relevant security functionality of the more abstract TSF representation\is correctly and compjetely
refined in the less abstract TSF representation.

14.6.4.3 Evpluator action elements

14.6.43.1 ADV_RCR.1.1E

The evaluatpr shall confirm that the information provided meets all requirements for contenf and
presentation of evidence.

14.6.5 ADV_|[RCR.2 Semiformal correspondence-demonstration

Dependencies: No dependencies.

14.6.5.1 Dgveloper action elements

14.6.5.1.1 ADV_RCR.2.1D

The developagr shall provide an analysis of correspondence between all adjacent pairs of TSF representptions
that are provifed.

14.6.5.2 Cgntent andpresentation of evidence elements

14.6.5.2.1 ADY.RCR.2.1C

For each adjacent pair of provided TSF representations, the analysis shall demonstrate that all relevant
security functionality of the more abstract TSF representation is correctly and completely refined in the less
abstract TSF representation.

14.6.5.2.2 ADV_RCR.2.2C

For each adjacent pair of provided TSF representations, where portions of both representations are at
least semiformally specified, the demonstration of correspondence between those portions of the
representations shall be semiformal.
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14.6.5.3 Evaluator action elements
14.6.5.3.1 ADV_RCR.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

14.6.6 ADV_RCR.3 Formal correspondence demonstration

Dependencies: No dependencies.

The developer must either demonstrate or prove correspondence, as described in the requirements below,
comnensurate with the level of rigour of presentation style. For example, correspondence must be proven
when|corresponding representations are formally specified.
14.6.6.2 Developer action elements

14.6.6.2.1 ADV_RCR.3.1D

The developer shall provide an analysis of correspondence between allyadjacent pairs of TSF representations
that afe provided.

14.6.6.3 Content and presentation of evidence elements
14.6.6.3.1 ADV_RCR.3.2D

For those corresponding portions of representations that are formally specified, the deyeloper shall
prove that correspondence.

14.6.6.3.2 ADV_RCR.3.1C
For each adjacent pair of provided TSF representations, the analysis shall prove or demonstrate that all
relevdgnt security functionality of the more abstract TSF representation is correctly and completely refined in
the leps abstract TSF representation.
14.6.6.3.3 ADV_RCR.3.2C

For gach adjacent pair’of provided TSF representations, where portions of one represgntation are
semiformally specified and the other at least semiformally specified, the demonstration of cofrespondence

betwgen those portions of the representations shall be semiformal.

14.6.¢.3.4_<ADV_RCR.3.3C

For gach”adjacent pair of provided TSF representations, where portions of both represgntations are
formally specified, the proof of correspondence between those portions of the representations shall
be formal.

14.6.6.4 Evaluator action elements
14.6.6.4.1 ADV_RCR.3.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.
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14.6.6.4.2 ADV_RCR.3.2E

The evaluator shall determine the accuracy of the proofs of correspondence by selectively verifying
the formal analysis.

14.7 Securi

ty policy modeling (ADV_SPM)

14.7.1 Objectives

It is the objective of this family to provide additional assurance that the security functions in the functional
specification enforce the policies in the TSP. This is accomplished via the development of a security policy
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the state of th
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of applicable)
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flexibility in the type of model that may be developed (e.g. state transition, non-interference). For ex3
e represented as “properties” (e.g. simple security property) and characteristics may be

rules may b
represented é

In the contex
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ADV_SPM.1.
also be met \
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ee of formality required of the correspondence between the TSP modelxand the fung

cation notes

may include any policies, TSP models have traditionally .represented only subsets of
use modeling certain policies is currently beyond the state‘of the art. The current state of t

plicies that can, and thus are required to be, modeled. At the very least, access contrg
bw control policies are required to be modeled (if they“are part of the TSP) since they are
e art.

e components within this family, there is arequirement to describe the rules and characte
policies of the TSP in the TSP modél*and to ensure that the TSP model satisfig
) policies of the TSP. The “rules” and-i‘characteristics” of a TSP model are intended to

s definitions such as “initial state”, “secure state”, “subjects” and “objects”.

of the level of formality 6f the TSP model and the correspondence between the TSP mod
specification, informal, ‘semiformal and formal are considered to be hierarchical in nature.
1C may also be mét-with either a semiformal or formal TSP model, and ADV_SPM.2.1d
vith a formal TSP 'model. Furthermore, ADV_SPM.2.5C and ADV_SPM.3.5C may be met
of correspondenee. Finally, in the absence of any requirements on its level of forma
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Dependencie

ADV_FSP.1 Informal functional specification

14.7.4.1 Developer action elements

14.7.41.1 ADV_SPM.1.1D

The developer shall provide a TSP model.

14.7.41.2 ADV_SPM.1.2D

The developer shall demonstrate correspondence between the functional specification and the TSP

model.
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14.7.4.2 Content and presentation of evidence elements
14.7.4.2.1 ADV_SPM.1.1C

The TSP model shall be informal.

14.7.4.2.2 ADV_SPM.1.2C

The TSP model shall describe the rules and characteristics of all policies of the TSP that can be
modeled.

14.7 423—ABV-—SPMA3C

The TSP model shall include a rationale that demonstrates that it is consistent and“c¢mplete with
respgct to all policies of the TSP that can be modeled.

14.7.4.2.4 ADV_SPM.1.4C
The demonstration of correspondence between the TSP model and theMunctional specification shall
show] that all of the security functions in the functional specification dare consistent and complete with
respdct to the TSP model.

14.7.4.3 Evaluator action elements

14.7.4.3.1 ADV_SPM.1.1E

The g¢valuator shall confirm that the information ptovided meets all requirements for |content and
presgntation of evidence.

14.7.% ADV_SPM.2 Semiformal TOE security.policy model
Dependencies: ADV_FSP.1 Informal functienal specification
14.7.%.1 Developer action elements

14.7.%.1.1 ADV_SPM.2.1D

The developer shall provide.a TSP model.

14.7.%.1.2 ADV_SPM.2:2D

The developer shall demonstrate correspondence between the functional specification and the TEP model.

14.7.%.2 Content and presentation of evidence elements

14.7.%.2¥ ADV_SPM.2.1C

The TSP model shall be semiformal.

14.75.2.2 ADV_SPM.2.2C

The TSP model shall describe the rules and characteristics of all policies of the TSP that can be modeled.
14.7.5.2.3 ADV_SPM.2.3C

The TSP model shall include a rationale that demonstrates that it is consistent and complete with respect to all
policies of the TSP that can be modeled.
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14.7.5.2.4 ADV_SPM.2.4C

The demonstration of correspondence between the TSP model and the functional specification shall show that
all of the security functions in the functional specification are consistent and complete with respect to the TSP
model.

14.7.5.2.5 ADV_SPM.2.5C

Where the functional specification is at least semiformal, the demonstration of correspondence
between the TSP model and the functional specification shall be semiformal.

14.7.5.3 Evaluatoraction-elements

14.7.5.3.1 ADV_SPM.2.1E

The evaluatof shall confirm that the information provided meets all requirements for content and presertation
of evidence.

14.7.6 ADV_|SPM.3 Formal TOE security policy model
Dependencies: ADV_FSP.1 Informal functional specification
14.7.6.1 Degveloper action elements

14.7.6.1.1 ADV_SPM.3.1D

The developgr shall provide a TSP model.

14.7.6.1.2 ADV_SPM.3.2D

The developer shall demonstrate or prove, as appropriate, correspondence between the fungtional
specification and the TSP model.

14.7.6.2 Cdntent and presentation of evidence elements
14.7.6.2.1 ADV_SPM.3.1C

The TSP model shall be formal.

14.7.6.2.2 ADV_SPM.3.2C

The TSP model shall describe the rules and characteristics of all policies of the TSP that can be modeled.

14.7.6.2.3 ADV_SPM.3.3C

The TSP modgekshall include a rationale that demonstrates that it is consistent and complete with respeci to all
policies of the TSP that can be modeled.

14.7.6.2.4 ADV_SPM.3.4C

The demonstration of correspondence between the TSP model and the functional specification shall show that
all of the security functions in the functional specification are consistent and complete with respect to the TSP
model.

14.7.6.25 ADV_SPM.3.5C

Where the functional specification is semiformal, the demonstration of correspondence between the TSP
model and the functional specification shall be semiformal.
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14.7.6.2.6 ADV_SPM.3.6C

Where the functional specification is formal, the proof of correspondence between the TSP model and
the functional specification shall be formal.

14.7.6.3 Evaluator action elements
14.7.6.3.1 ADV_SPM.3.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

15 (lass AGD: Guidance documents

The guidance documents class provides the requirements for user and administrator guidarnce dgcumentation.
For the secure administration and use of the TOE it is necessary to describe allyrelevant agpects for the
securp application of the TOE. Guidance documentation includes user and administrator guidange and, when
included in the assurance package, the specific guidance for users and administrators resulting from the
requifements in the ADO: Delivery and operation class and the Flaw remediation (ALC_FLR) fanily.

Figure¢ 12 shows the families within this class, and the hierarchy of componénts within the families.

AGD_ADM: Administrator guidancé |

AGD USR: User guidance |

Figure 12 - AGD: Guidance'documents class decompaosition

15.1 [Administrator guidance (AGD_ADM)
15.1.1 Objectives

Administrator guidance refers to written material that is intended to be used by those persons rg¢sponsible for
configuring, maintaining, and-administering the TOE in a correct manner for maximum security.| Because the
securp operation of the TOE is dependent upon the correct performance of the TSF, persons rgsponsible for
perfoming these functions are trusted by the TSF. Administrator guidance is intended to help administrators
undenstand the security functions provided by the TOE, including both those functions that require the
administrator to perform security-critical actions and those functions that provide security-critical information.

15.1.2 Component levelling

This family contains only one component.

15.1.3 Application notes

The requirements AGD_ADM.1.3C and AGD_ADM.1.7C encompass the aspect that any warnings to the
users of a TOE with regard to the TOE security environment and the security objectives described in the
PP/ST are appropriately covered in the administrator guidance.

The concept of secure values, as employed in AGD_ADM.1.5C, has relevance where an administrator has
control over security parameters. Guidance needs to be provided on secure and insecure settings for such
parameters. This concept is related to the use of the component FMT_MSA.2 from ISO/IEC 15408-2.

AGD_ADM.1.6C requires that the administrator guidance describe the appropriate administrator's reactions to

all security-relevant events. Although many security-relevant events are the result of performing administrative
functions, this need not always be the case (e.g. the audit log fills up, an intrusion is detected). Furthermore, a
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security-relevant event may happen as a result of a specific chain of administrator functions or, conversely,
several security-relevant events may be triggered by one function.

15.1.4 AGD_ADM.1 Administrator guidance

Dependencie

s:  ADV_FSP.1 Informal functional specification

15.1.4.1 Developer action elements

15.1.41.1 AGD_ADM.1.1D

The developpshaHlprovide-administratorguidance-adadressed-to-system-administrative-perserne
15.1.4.2 Cqgntent and presentation of evidence elements
15.1.4.2.1 AGD_ADM.1.1C

The adminis

administratg

151422 A

The adminis
15.1.4.23 A

The adminis
controlled in

151424 A

The adminis
to secure op

151425 A

The admini
administratg

15.1.4.26 A

The adminis
administrati

entities undegr the.eontrol of the TSF.

151427 A

frator guidance shall describe the administrative functions and interfaces available {
r of the TOE.

GD_ADM.1.2C
rator guidance shall describe how to administer the TOEGma secure manner.
GD_ADM.1.3C

trator guidance shall contain warnings aboutifunctions and privileges that shou
a secure processing environment.

GD_ADM.1.4C

frator guidance shall describe all assumptions regarding user behaviour that are rel
leration of the TOE.

GD_ADM.1.5C

strator guidance shallk_describe all security parameters under the control o
r, indicating secure values as appropriate.

GD_ADM.1.6C

e functions that need to be performed, including changing the security characterist

o the

Id be

Evant

f the

btrator guidance shall describe each type of security-relevant event relative t¢ the

cs of

GD/ADM.1.7C

The administrator guidance shall be consistent with all other documentation supplied for evaluation.

15.1.4.2.8 AGD_ADM.1.8C

The administrator guidance shall describe all security requirements for the IT environment that are
relevant to the administrator.
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15.1.4.3 Evaluator action elements
15.1.4.3.1 AGD_ADM.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

15.2 User guidance (AGD_USR)

15.2.1 Objectives

User gtidanee—referstomaterat-thatisntendedtobe-tsed-by-ron-administrativehumanusers of the TOE,
and By others (e.g. programmers) using the TOE's external interfaces. User guidance describeg the security
functipns provided by the TSF and provides instructions and guidelines, including warnings¢for it¢ secure use.
The Yser guidance provides a basis for assumptions about the use of the TOE and_.a measure pf confidence
that rjon-malicious users, application providers and others exercising the externalinterfaces off the TOE will
underistand the secure operation of the TOE and will use it as intended.
15.2.2 Component levelling

This family contains only one component.

15.2.3 Application notes

The requirements AGD_USR.1.3C and AGD_USR.1.5C encompass the aspect that any warningp to the users
of a T|OE with regard to the TOE security environment afd the security objectives described in the PP/ST are
apprdpriately covered in the user guidance.

In many cases it may be appropriate that guidaneg’is provided in separate documents: one for human users,
and ohe for application programmers and/or hard-ware designers using software or hardware intg¢rfaces.

15.2.4 AGD_USR.1 User guidance

Dependencies: ADV_FSP.1 Informal functional specification
15.2.4.1 Developer action elements

15.2.4.1.1 AGD_USR.A:ID

The developer shall provide user guidance.

15.2.4.2 Content and presentation of evidence elements

15.2.4.21~~AGD_USR.1.1C

The user guidance shall describe the functions and interfaces available to the non-administrative
users of the TOE.

15.2.4.2.2 AGD_USR.1.2C
The user guidance shall describe the use of user-accessible security functions provided by the TOE.
15.2.4.2.3 AGD_USR.1.3C

The user guidance shall contain warnings about user-accessible functions and privileges that should
be controlled in a secure processing environment.
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15.2.4.2.4 AGD_USR.1.4C

The user guidance shall clearly present all user responsibilities necessary for secure operation of the
TOE, including those related to assumptions regarding user behaviour found in the statement of TOE
security environment.

15.2.4.25 AGD_USR.1.5C

The user guidance shall be consistent with all other documentation supplied for evaluation.

15.2.4.2.6 AGD_USR.1.6C

The user gujdance shall describe all security requirements for the IT environment that are relevjint to
the user.

15.2.4.3 Evjluator action elements
15.2.4.3.1 AGD _USR.1.1E

The evaluatpr shall confirm that the information provided meets all requifements for contenf and
presentation of evidence.

16 Class ALC: Life cycle support

Life-cycle support is an aspect of establishing discipline and control if the processes of refinement of thg TOE
during its dgvelopment and maintenance. Confidence in the c@rtespondence between the TOE sgcurity
requirements|and the TOE is greater if security analysis and.theé production of the evidence are dong on a
regular basisfas an integral part of the development and maijntenance activities.

Figure 13 shows the families within this class, and the hierarchy of components within the families.

ALC DVS: Development seeurity 1 2

ALC FLR: Flaw remediation | 2 3
ALC LCED! Life cycle definition 1 2 3
ALC TAT: Tools and techniques 1 2 3

Figure 13 - ALC: Life cycle support class decomposition

16.1 Development security (ALC_DVS)

16.1.1 Objectives

Development security is concerned with physical, procedural, personnel, and other security measures that
may be used in the development environment to protect the TOE. It includes the physical security of the
development location and any procedures used to select development staff.

16.1.2 Component levelling

The components in this family are levelled on the basis of whether justification of the sufficiency of the security
measures is required.
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16.1.3 Application notes

8-3:2005(E)

This family deals with measures to remove or reduce threats existing at the developer's site. Conversely,
threats to be countered at the TOE user's site are normally covered in the security environment subclause of a

PP or

ST.

The evaluator should determine whether there is a need for visiting the developer's site in order to confirm that
the requirements of this family are met.

It is recognised that confidentiality may not always be an issue for the protection of the TOE in its
development environment. The use of the word “necessary” allows for the selection of appropriate safeguards.

16.1.4
Depe
16.1.4
16.1.4
The d
16.1.4
16.1.4

The d
other|

| ALC_DVS.1 Identification of security measures

ndencies: No dependencies.

1.1 Developer action elements

|.1.1 ALC _DVS.1.1D

eveloper shall produce development security documentation,
}.2 Content and presentation of evidence elements

}.2.1 ALC_DVS.1.1C

evelopment security documentation shall desc¢ribe all the physical, procedural, pe
security measures that are necessary to protect the confidentiality and integrity

design and implementation in its development environment.

16.1.4

].2.2 ALC_DVS.1.2C

The

evelopment security documentation shall provide evidence that these security ni

followed during the development andymaintenance of the TOE.

16.1.4.3 Evaluator action elements

16.1.4.3.1 ALC_DVS.1.1E

The evaluator shallcsconfirm that the information provided meets all requirements for
presgntation of evidence.

16.1.4.3.2 ALC*DVS.1.2E

The gvaluator shall confirm that the security measures are being applied.

rsonnel, and
of the TOE

easures are

content and

16.1.5 ALC_DVS.2 Sufficiency of security measures

Dependencies: No dependencies.

16.1.5.1 Developer action elements

16.1.5.1.1 ALC_DVS.2.1D

The d

eveloper shall produce development security documentation.
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16.1.5.2 Content and presentation of evidence elements

16.1.5.2.1 ALC _DVvS.2.1C

The development security documentation shall describe all the physical, procedural, personnel, and other
security measures that are necessary to protect the confidentiality and integrity of the TOE design and
implementation in its development environment.

16.1.5.2.2 ALC_DVS.2.2C

The development security documentation shall provide evidence that these security measures are followed

during the deyelopment-and-maintenance-ofthe TOE
16.1.5.2.3 ALC_DVS.2.3C

The evidenge shall justify that the security measures provide the necessary level of protectipn to
maintain the|confidentiality and integrity of the TOE.

16.1.5.3 Evpluator action elements
16.1.5.3.1 ALC DVS.2.1E

The evaluatof shall confirm that the information provided meets all requirements for content and preserjtation
of evidence.

16.1.5.3.2 ALC_DVS.2.2E

The evaluatof shall confirm that the security measures are being.applied.
16.2 Flaw remediation (ALC_FLR)

16.2.1 Objeqtives

Flaw remedigtion requires that discovered sec(rity flaws be tracked and corrected by the developer. Altihough
future complignce with flaw remediation precedures cannot be determined at the time of the TOE evaluation, it
is possible tq evaluate the policies and-procedures that a developer has in place to track and correct flaws,
and to distribyite the flaw information and’corrections.

16.2.2 Component levelling

The compongnts in this_family are levelled on the basis of the increasing extent in scope of thg flaw
remediation groceduressand the rigour of the flaw remediation policies.

16.2.3 Appligatiomnotes

This family provides assurance that the TOE will be maintained and supported in the future, requiring thg TOE
developer to track and correct flaws in the TOE. Additionally, requirements are included for the distribution of
flaw corrections. However, this family does not impose evaluation requirements beyond the current evaluation.

The TOE user is considered to be the focal point in the user organisation that is responsible for receiving and
implementing fixes to security flaws. This is not necessarily an individual user, but may be an organisational
representative who is responsible for the handling of security flaws. The use of the term TOE user recognises
that different organisations have different procedures for handling flaw reporting, which may be done either by
an individual user, or by a central administrative body.

The flaw remediation procedures should describe the methods for dealing with all types of flaws encountered.
These flaws may be reported by the developer, by users of the TOE, or by other parties with familiarity with
the TOE. Some flaws may not be reparable immediately. There may be some occasions where a flaw cannot
be fixed and other (e.g. procedural) measures must be taken. The documentation provided should cover the
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procedures for providing the operational sites with fixes, and providing information on flaws where fixes are
delayed (and what to do in the interim) or when fixes are not possible.

Once the evaluation of a TOE is complete, it is no longer the target for evaluation. Furthermore, any changes
to this evaluated TOE result in the original evaluation results being no longer applicable to the changed
version. The phrase release of the TOE used in this family therefore refers to a version of a product or system
that is a release of a certified TOE, to which changes have been applied.

16.2.4 ALC_FLR.1 Basic flaw remediation

Dependencies: No dependencies.

16.2.4.1 Developer action elements

16.2.4.1.1 ALC_FLR.1.1D

The developer shall provide flaw remediation procedures addressed to TOE developers.
16.2.4.2 Content and presentation of evidence elements

16.2.4.2.1 ALC_FLR.1.1C

The flaw remediation procedures documentation shall describe the procedures used|to track all
reported security flaws in each release of the TOE.

16.2.4.2.2 ALC_FLR.1.2C

The flaw remediation procedures shall require that a description of the nature and effect of each
secullity flaw be provided, as well as the status of\finding a correction to that flaw.

16.2.4.2.3 ALC_FLR.1.3C

The flaw remediation procedures shall~\require that corrective actions be identified for|each of the
seculity flaws.

16.2.4.2.4 ALC_FLR.1.4C

The Law remediation precedures documentation shall describe the methods used to provide flaw
information, correctionsiand guidance on corrective actions to TOE users.

16.2.4.3 Evaluatox action elements

16.2.4.3.1 ALC*FLR.1.1E

The e¢valuator shall confirm that the information provided meets all requirements for |content and
preantation of evidence.

16.2.5 ALC_FLR.2 Flaw reporting procedures

Dependencies: No dependencies.

16.2.5.1 Objectives

In order for the developer to be able to act appropriately upon security flaw reports from TOE users, and to
know to whom to send corrective fixes, TOE users need to understand how to submit security flaw reports to

the developer. Flaw remediation guidance from the developer to the TOE user ensures that TOE users are
aware of this important information.
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16.2.5.2 De

veloper action elements

16.2.5.2.1 ALC_FLR.2.1D

The develope

r shall provide flaw remediation procedures addressed to TOE developers.

16.2.5.2.2 ALC_FLR.2.2D

The developer shall establish a procedure for accepting and acting upon all reports of security flaws
and requests for corrections to those flaws.

16.2.5.2.3 /
The develop
16.2.5.3 Cdg

16.2.5.3.1 A

Ly~

er shall provide flaw remediation guidance addressed to TOE users.
ntent and presentation of evidence elements

LC_FLR.2.1C

The flaw remediation procedures documentation shall describe the procedures(used to track all reported

security flaws
16.2.5.3.2 A

The flaw rem
be provided,

16.2.5.3.3 A

The flaw rem
flaws.

16.2.5.34 A

The flaw rem
corrections a

16.2.5.35 A

The flaw ren
users report

16.2.5.3.6 A

in each release of the TOE.

LC_FLR.2.2C

bs well as the status of finding a correction to that flaw:
LC_FLR.2.3C

ediation procedures shall require that correcCtive actions be identified for each of the se

LC_FLR.2.4C

pdiation procedures documentation shall describe the methods used to provide flaw inforn
nd guidance on corrective agtions to TOE users.

LC_FLR.2.5C

hediation procedures shall describe a means by which the developer receives from
5 and enquiries.of suspected security flaws in the TOE.

LC_FLR2:6C

The proced

corrected and\the correction issued to TOE users.

res\for processing reported security flaws shall ensure that any reported flaw

ediation procedures shall require that a description of the nature and effect of each security flaw

curity

ation,

TOE

are

16.2.5.3.7 ALC_FLR.2.7C

The procedures for processing reported security flaws shall provide safeguards that any corrections
to these security flaws do not introduce any new flaws.

16.2.5.3.8 ALC_FLR.2.8C

The flaw remediation guidance shall describe a means by which TOE users report to the developer
any suspected security flaws in the TOE.
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16.2.5.4 Evaluator action elements

16.25.41 ALC_FLR.2.1E

8-3:2005(E)

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

16.2.6 ALC_FLR.3 Systematic flaw remediation

Dependencies: No dependencies.

16.2.6-1—Objesctives

In org
know
the d
fixes.
this in
16.2.6
16.2.6
The d
16.2.6

The
reque

16.2.4
The d
16.2.4
16.2.4

The f
secur

16.2.4

The f
be pr

er for the developer to be able to act appropriately upon security flaw reports from(TOE
to whom to send corrective fixes, TOE users need to understand how to submit security f
bveloper, and how to register themselves with the developer so that they may receive thg
Flaw remediation guidance from the developer to the TOE user ensures that(POE users
nportant information.

.2 Developer action elements

2.1 ALC_FLR.3.1D

eveloper shall provide flaw remediation procedures addressed-to TOE developers.

2.2 ALC_FLR.3.2D

sts for corrections to those flaws.

2.3 ALC_FLR.3.3D

eveloper shall provide flaw remediation guidance addressed to TOE users.
.3 Content and presentation of evidence elements

3.1 ALC_FLR.3.1C

aw remediation procedures documentation shall describe the procedures used to trach
ty flaws in eachelease of the TOE.

3.2 ALGHFLR.3.2C

aw remediation procedures shall require that a description of the nature and effect of each
pvided, as well as the status of finding a correction to that flaw.

users, and to
aw reports to
se corrective
are aware of

eveloper shall establish a procedure for accepting and acting upon all reports of seculity flaws and

all reported

security flaw

16.2.6.3.3 ALC_FLR.3.3C

The flaw remediation procedures shall require that corrective actions be identified for each of the security

flaws.

16.2.6.3.4 ALC_FLR.3.4C

The flaw remediation procedures documentation shall describe the methods used to provide flaw information,
corrections and guidance on corrective actions to TOE users.
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16.2.6.3.5 ALC_FLR.3.5C

The flaw remediation procedures shall describe a means by which the developer receives from TOE users
reports and enquiries of suspected security flaws in the TOE.

16.2.6.3.6 ALC_FLR.3.6C

The procedures for processing reported security flaws shall ensure that any reported flaws are corrected and
the correction issued to TOE users.

16.2.6.3.7 ALC_FLR.3.7C

The procedwles for processing reported security flaws shall provide safeguards that any corrections to

security flawg

16.2.6.3.8 A

The flaw remediation guidance shall describe a means by which TOE users report. to<the develope

suspected se
16.2.6.3.9 A
The flaw re
automatic di
might be aff¢
16.2.6.3.10 A

The flaw re
developer, tq

16.2.6.3.11 A

The flaw rem
about securi

ty issues involving the TOE.

do not introduce any new flaws.

LC_FLR.3.8C

curity flaws in the TOE.
LC_FLR.3.9C

mediation procedures shall include a procedure requirifig timely responses fo
stribution of security flaw reports and the associated corrections to registered users
bcted by the security flaw.

LC_FLR.3.10C

hediation guidance shall describe a means by which TOE users may register wif
be eligible to receive security flaw reports’and corrections.

LC_FLR.3.11C

ediation guidance shall identifythe specific points of contact for all reports and enq

these

r any

r the
who

h the

liries

16.2.6.4 Evjpluator action elements

16.2.6.4.1 ALC_FLR.3.1E

The evaluatof shall confirmythat the information provided meets all requirements for content and presertation
of evidence.

16.3 Life cycle definition (ALC_LCD)

16.3.1 Objeqtives

Poorly controlled development and maintenance of the TOE can result in a flawed implementation of a TOE
(or a TOE that does not meet all of its security requirements). This, in turn, results in security violations.
Therefore, it is important that a model for the development and maintenance of a TOE be established as early
as possible in the TOE's life-cycle.

Using a model for the development and maintenance of a TOE does not guarantee that the TOE will be free of
flaws, nor does it guarantee that the TOE will meet all of its security functional requirements. It is possible that
the model chosen will be insufficient or inadequate and therefore no benefits in the quality of the TOE can be
observed. Using a life-cycle model that has been approved by some group of experts (e.g. academic experts,
standards bodies) improves the chances that the development and maintenance models will contribute to the
overall quality of the TOE.

108 © ISO/IEC 2005 - All rights reserved


https://iecnorm.com/api/?name=a679f244e894835bd80a1fad7c39e199

ISO/IEC 1540

16.3.2 Component levelling

8-3:2005(E)

The components in this family are levelled on the basis of increasing requirements for standardisation and
measurability of the life-cycle model, and for compliance with that model.

16.3.3 Application notes

A life-cycle model encompasses the procedures, tools and techniques used to develop and maintain the TOE.
Aspects of the process that may be covered by such a model include design methods, review procedures,
project management controls, change control procedures, test methods and acceptance procedures. An
effective life-cycle model will address these aspects of the development and maintenance process within an

overa

Lmanaagement structure that assians respnonsibilities and-monitors proaress.
~J ~ Ll Ll ~

Altholigh life-cycle definition deals with the maintenance of the TOE and hence withcaspe

releva
cycle

A sta
expe

A m¢g
devel

A life

Int after the completion of the evaluation, its evaluation adds assurance through ahlanaly:
information for the TOE provided at the time of the evaluation.

hdardised life-cycle model is a model that has been approved by some group-of experts (8
(s, standards bodies).

bpment properties (e.g. source code complexity metrics).

Cts becoming
5is of the life-

.g. academic

asurable life-cycle model is a model with arithmetic parametersand/or metrics that measure TOE

the dgveloper can supply information that shows that the model‘appropriately minimises the dan

violat
TOE's
of the|
16.3.4
Depe
16.3.4
16.3.4

The d
TOE.

16.3.4
The d

16.3.4

ons in the TOE. Information given in the ST about theintended environment of the TOE
security objectives may be useful in defining the model for the portion of the life-cycle afte
TOE.

| ALC_LCD.1 Developer defined life-cycletmodel

ndencies: No dependencies.

|.1 Developer action elements

}.1.1 ALC_LCD.1.1D

eveloper shall establish a life-cycle model to be used in the development and maintg

}.1.2 ALC LCD1.2D
eveloper-shall provide life-cycle definition documentation.

|.2, \Content and presentation of evidence elements

er of security
nd about the
r the delivery

cycle model provides for the necessary control over the development and maintenance if the TOE, if

nance of the

16.3.4.2.1 ALC_LCD.1.1C

The life-cycle definition documentation shall describe the model used to develop and maintain the

TOE.

16.3.4.2.2 ALC_LCD.1.2C

The life-cycle model shall provide for the necessary control over the development and maintenance of
the TOE.
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16.3.4.3 Ev

aluator action elements

16.3.4.3.1 ALC_LCD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and

presentation

16.3.5 ALC_|

Dependencies:

of evidence.
LCD.2 Standardised life-cycle model

No dependencies.

16.351 D
16.3.5.1.1 A
The develops
16.3.5.1.2 A
The develops
16.3.5.1.3 A
The develop
16.3.5.2 Cd
16.3.5.2.1 A
The life-cycle]
16.3.5.2.2 A

The life-cyclg
TOE.

16.3.5.2.3 A
The life-cycl
16.3.5.24 A

The life-cycl
the TOE.

alonar action alamantc
veloperaction-elements
LC_LCD.2.1D

r shall establish a life-cycle model to be used in the development and maintenance’of the T

LC_LCD.2.2D

r shall provide life-cycle definition documentation.

LC _LCD.2.3D
br shall use a standardised life-cycle model to develop and maintain the TOE.
ntent and presentation of evidence elements
LC_LCD.2.1C
definition documentation shall describe the-moédel used to develop and maintain the TOE.
LC_LCD.2.2C
model shall provide for the necéssary control over the development and maintenance

LC LCD.2.3C
b definition documentation shall explain why the model was chosen.
LC_LCD.24C

b definjtion’ documentation shall explain how the model is used to develop and ma

16.3.5.25 A

OE.

Df the

ntain

LEYLCD.2.5C

The life-cycle definition documentation shall demonstrate compliance with the standardised life-cycle

model.

16.3.5.3 Ev

aluator action elements

16.3.5.3.1 ALC_LCD.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.
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16.3.6 ALC_LCD.3 Measurable life-cycle model

Dependencies: No dependencies.

16.3.6.1 Developer action elements

16.3.6.1.1 ALC_LCD.3.1D

The developer shall establish a life-cycle model to be used in the development and maintenance of the TOE.

16.3.6.1.2 ALC_LCD.3.2D

The developer shall provide life-cycle definition documentation.
16.3.6.1.3 ALC_LCD.3.3D

The developer shall use a standardised and measurable life-cycle model to develep ahd maintain the TOE.
16.3.6.1.4 ALC_LCD.3.4D

The developer shall measure the TOE development using the standardised and measuraple life-cycle
modgl.

16.3.6.2 Content and presentation of evidence elements
16.3.6.2.1 ALC_LCD.3.1C

The ljfe-cycle definition documentation shall describe.the model used to develop and maintpin the TOE,
incluging the details of its arithmetic parameéters and/or metrics used to measufe the TOE
devellopment against the model.

16.3.6.2.2 ALC_LCD.3.2C

The life-cycle model shall provide for ¢he necessary control over the development and maintgnance of the
TOE.

16.3.6.2.3 ALC_LCD.3.3C
The life-cycle definition dectiimentation shall explain why the model was chosen.
16.3.6.2.4 ALC_LE€D:3.4C
The life-cycle definition documentation shall explain how the model is used to develop and maintgin the TOE.

16.3.6.25~~ALC_LCD.3.5C

The life-cycle definition documentation shall demonstrate compliance with the standardised and measurable
life-cycle model.

16.3.6.2.6 ALC_LCD.3.6C

The life-cycle documentation shall provide the results of the measurements of the TOE development
using the standardised and measurable life-cycle model.
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16.3.6.3 Ev

aluator action elements

16.3.6.3.1 ALC_LCD.3.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.

16.4 Tools

and techniques (ALC_TAT)

16.4.1 Objectives

TOE.

Tools and teg
It includes re
develop the T
standards, ar]
16.4.2 Comg

The compon
scope of the

16.4.3 Appli
There is a ré
applicable w
computer aid
considered td
Tools and t
(ALC_TAT.2.
includes third

The requirem
statements in

16.4.4 ALC |
Dependencie
16.4.4.1 D¢
164411 A

The develop

hratgtests-ar-aspectof-selectingtools-that-aretsed-to-developanalyse-ancHmplement-th
uirements to prevent ill-defined, inconsistent or incorrect development tools from beingvos
OE. This includes, but is not limited to, programming languages, documentation, implemen
d other parts of the TOE such as supporting runtime libraries.

onent levelling

ents in this family are levelled on the basis of increasing requirements on the descriptio
mplementation standards and the documentation of implementation- dependent options.

Cation notes

pquirement for well-defined development tools. These aré tools that have been shown
thout the need for intensive further clarification. For, example, programming language
pd design (CAD) systems that are based on an a stafnidard published by standards bodig
be well-defined.
bchniques distinguishes between the implementation standards applied by the devg
BD) and the implementation standards for ‘allparts of the TOE” (ALC_TAT.3.3D) that additi
party software, hardware, or firmware.

ent in ALC_TAT.1.2C is especially applicable to programming languages so as to ensure t
the source code have an unambiguous meaning.

TAT.1 Well-defined development tools
5. ADV_IMP.1 Subset of the implementation of the TSF
veloper action elements

LC_TAT.k1D

er shall-identify the development tools being used for the TOE.

bed to
tation

n and

to be
and
S are

bloper
bnally

hat all

16.4.41.2 A

LC/TAT.1.2D

The developer shall document the selected implementation-dependent options of the development

tools.

16.4.4.2 Content and presentation of evidence elements

16.4.4.2.1 ALC_TAT.1.1C

All development tools used for implementation shall be well-defined.
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16.4.4.2.2 ALC_TAT.1.2C

The documentation of the development tools shall unambiguously define the meaning of all
statements used in the implementation.

16.4.4.2.3 ALC_TAT.1.3C

The documentation of the development tools shall unambiguously define the meaning of all
implementation-dependent options.

16.4.4.3 Evaluator action elements

16.4.4.3.1 ALC_TAT.1.1E

The evaluator shall confirm that the information provided meets all requirements for |content and
presgntation of evidence.

16.4.% ALC_TAT.2 Compliance with implementation standards
Depepdencies: ADV_IMP.1 Subset of the implementation of the TSF
16.4.%.1 Developer action elements

16.4.%.1.1 ALC_TAT.2.1D

The developer shall identify the development tools being used-for the TOE.
16.4.%.1.2 ALC_TAT.2.2D

The developer shall document the selected implementation-dependent options of the development tools.
16.4.%.1.3 ALC_TAT.2.3D

The developer shall describe the implementation standards to be applied.
16.4.%.2 Content and presentation of evidence elements

16.4.%.2.1 ALC_TAT.2.1G

All dejvelopment toolssed for implementation shall be well-defined.

16.4.%.2.2 ALCOTAT.2.2C

The documentation of the development tools shall unambiguously define the meaning of all stajements used
in the|implementation.

16.4.5.2.3 ALC_TAT.2.3C

The documentation of the development tools shall unambiguously define the meaning of all implementation-
dependent options.

16.4.5.3 Evaluator action elements
16.4.5.3.1 ALC TAT.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.
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16.4.5.3.2 ALC_TAT.2.2E

The evaluator shall confirm that the implementation standards have been applied.
16.4.6 ALC_TAT.3 Compliance with implementation standards - all parts
Dependencies: ADV_IMP.1 Subset of the implementation of the TSF

16.4.6.1 Developer action elements

16.4.6.1.1 ALC_TAT.3.1D

The developgr shall identify the development tools being used for the TOE.

16.4.6.1.2 ALC_TAT.3.2D

The developdr shall document the selected implementation-dependent options of the development tools.
16.4.6.1.3 ALC_TAT.3.3D

The developgr shall describe the implementation standards for all parts of the TQE.

16.4.6.2 Cdntent and presentation of evidence elements

16.4.6.2.1 ALC_TAT.3.1C

All development tools used for implementation shall be well-defined.

16.4.6.2.2 ALC_TAT.3.2C

The documentation of the development tools shall unambiguously define the meaning of all statementq used
in the implementation.

16.4.6.2.3 ALC_TAT.3.3C

The documentation of the development-toels shall unambiguously define the meaning of all implementation-
dependent ogtions.

16.4.6.3 Evpluator action elements
16.4.6.3.1 ALC TAT.3.1E

The evaluatof shall canfirm that the information provided meets all requirements for content and preserjtation
of evidence.

16.4.6.3.2 ALEC“TAT.3.2E

The evaluator shall confirm that the implementation standards have been applied.

17 Class ATE: Tests

The class “Tests” encompasses four families: coverage (Coverage (ATE_COV)), depth (Depth (ATE_DPT)),
independent testing (e.g. functional testing performed by evaluators) (Independent testing (ATE_IND)), and
functional tests (Functional tests (ATE_FUN)). Testing helps to establish that the TOE security functional
requirements are met. Testing provides assurance that the TOE satisfies at least the TOE security functional
requirements, although it cannot establish that the TOE does no more than what was specified. Testing may
also be directed toward the internal structure of the TSF, such as the testing of subsystems and modules
against their specifications.
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The aspects of coverage and depth have been separated from functional tests for reasons of increased
flexibility in applying the components of the families. However, the requirements in these three families are
intended to be applied together.

The independent testing family has dependencies on the other families to provide the necessary information
to support the requirements, but is primarily concerned with independent evaluator actions.

The emphasis in this class is on confirmation that the TSF operates according to its specification. This will
include both positive testing based on functional requirements, and negative testing to check that undesirable
behaviour is absent. This class does not address penetration testing, which is directed toward finding
vulnerabilities that enable a user to violate the security policy. Penetration testing is based upon an analysis of
the TQE_that anprifirally seeks to idpntify vulnerahilities in the dpcign and implnmpnmtinn of the TSF, and is

addrgssed separately as an aspect of vulnerability assessment in the class AVA: Vulnerability @assessment.

Figurg¢ 14 shows the families within this class, and the hierarchy of components within the families.

ATE COV: Coverage | 2 3
ATE DPT: Depth I 2 3

ATE FUN: Functional tests l 2
ATE IND: Independent testing l 2 3

Figure 14 - ATE:(Te€sts class decomposition

17.1|Coverage (ATE_COV)
17.1.1 Objectives

This family addresses those aspects of testing that deal with completeness of test coverage. That is, it
addrgsses the extent to which the TSF is tested, and whether or not the testing is sufficiently extensive to
demonstrate that the TSF@eperates as specified.
17.1.2 Component levelling

The gomponentsdn this family are levelled on the basis of increasing rigour of interface testing, ahd increasing

rigoun of the_ analysis of the sufficiency of the tests to demonstrate that the TSF operates in ac¢ordance with
its furjctional specification.

17.1. 3 ATEEOV-t Evidenceofcoverage

Dependencies: ADV_FSP.1 Informal functional specification
ATE_FUN.1 Functional testing

17.1.3.1 Objectives

In this component, the objective is to establish that the TSF has been tested against its functional specification.
This is to be achieved through an examination of developer evidence of correspondence.
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17.1.3.2 Application notes

While the testing objective is to cover the TSF, there is no requirement to provide anything to verify this
assertion other than an informal mapping of tests to the functional specification and the testing data itself.

In this component the developer is required to show how the tests that have been identified correspond to the
TSF as described in the functional specification. This can be achieved by a statement of correspondence,
perhaps using a table. This information is required to support the evaluator in planning the test programme for
the evaluation. At this level there is no requirement for complete coverage of every aspect of the TSF by the
developer, and the evaluator will need to take account of any deficiencies in this area.

17133 D

velopner action elements.
T

17.1.3.3.1 ATE_COV.1.1D

The developgr shall provide evidence of the test coverage.
17.1.3.4 Cdntent and presentation of evidence elements
17.1.3.4.1 ATE_COV.1.1C

The evidenc
test docume

e of the test coverage shall show the correspondence between the tests identified iIn the
htation and the TSF as described in the functional specification.

17.1.3.5 Evjluator action elements

171351 A

The evaluat
presentation

17.1.4 ATE_|

Dependencieg|

17.14.1 OQf
In this compo
in a system
corresponde

17.1.42 Ap

TE_COV.1.1E

br shall confirm that the information provided meets all requirements for conten
of evidence.

COV.2 Analysis of coverage
5:  ADV_FSP.1 Informal functional specification

ATE_FUN.1 Functionaktesting

jectives

nent, the objectiveis to establish that the TSF has been tested against its functional specifi
atic manner.«This is to be achieved through an examination of developer analy

ce.

plication notes

The developsd

riswequired to demonstrate that the tests which have been identified include testing of all

I and

cation
bis  of

of the

security functions as described in the functional specification. The analysis should not only show the
correspondence between tests and security functions, but should provide also sufficient information for the
evaluator to determine how the functions have been exercised. This information can be used in planning for
additional evaluator tests. Although at this level the developer has to demonstrate that each of the functions
within the functional specification has been tested, the amount of testing of each function need not be
exhaustive.

17.1.4.3 Developer action elements
17.1.43.1 ATE_COV.2.1D

The developer shall provide an analysis of the test coverage.
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17.1.4.4 Content and presentation of evidence elements

17.1.4.41 ATE_COV.2.1C

8-3:2005(E)

The analysis of the test coverage shall demonstrate the correspondence between the tests identified in the
test documentation and the TSF as described in the functional specification.

17.1.4.42 ATE_COV.2.2C

The analysis of the test coverage shall demonstrate that the correspondence between the TSF as
described in the functional specification and the tests identified in the test documentation is complete.

17.1.5
17.1.4

The g
of evi

17.1.5

Depe

17.1.5
In thig
inas
of cor
17.1.5
The d
secur
the e
as the
17.1.5
17.1.1
The d

17.1.5

.5 Evaluator action elements
}.5.1 ATE_COV.2.1E

valuator shall confirm that the information provided meets all requirements forcontent and
ence.

ATE_COV.3 Rigorous analysis of coverage
hdencies: ADV_FSP.2 Fully defined external interfaces

ATE_FUN.1 Functional testing
.1 Objectives
component, the objective is to establish that the:TSF has been tested against its functiona
ystematic and exhaustive manner. This is to be'achieved through an examination of deve
fespondence.
.2 Application notes
ty functions, and that the testing of each security function is complete. There will remain |
aluator to devise additionakfunctional tests of the TSF interfaces based on the functional
y will have been exhaustively tested. Nevertheless, the evaluator should strive to devise su
.3 Developer actign elements
3.1 ATE_COV3.1D

eveloper'shall provide an analysis of the test coverage.

.4, \Content and presentation of evidence elements

presentation

specification
oper analysis

eveloper is required to provide a convincing argument that the tests which have been identified cover all

ttle scope for
specification,
ch tests.

17.1.5.41 ATE_COV.3.1C

The analysis of the test coverage shall demonstrate the correspondence between the tests identified in the
test documentation and the TSF as described in the functional specification.

17.1.5.42 ATE_COV.3.2C

The analysis of the test coverage shall demonstrate that the correspondence between the TSF as described

in the

functional specification and the tests identified in the test documentation is complete.
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