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Information technology — Security techniques — Evaluation
criteria for IT security —

Part 3:
Security assurance requirements

1

Th

Scope

is part of ISO/IEC 15408dfines theassurance requiresnts of the standard. It inc

ad the

evaluation assance levels (EALS) that dine a scale for measugrassuraoe, the indjvidial

asgurancecomponents from which the assurance levels are composed, and th
evaluation of PPs and STs.

1.1 Organisation of ISO/IEC 15408-3
Clause 1 is the introduction and paradigm for gast af/ISO/IEC 15408.

Clause 2 deasibes the presentation structuretioé assurance adses, familiescomporen
ev@luation assurance levels along with thelationships. Italso chaeacteries the ag

clg

cl
by

Cl

Cl
14

Clauses 15 and(16 provide brief introdation to the evaluatioreriteria for mainten

as

Ar

Ar

ssa and families fourd in clauses 8&hroudr14.

huses 34 and 5 povide a brief introduction to the evaluatiamteriafor PPs and STsfo
detailed explanatiorsf the families‘and compents thatare used fothose evaluatiotl

huse 6 provides detailed definitions of the EALSs.

huse 7 providea brief introdwtion tothe assuranceadssand is followed by clausa t
thatprovide detailed definitions dhose classes.

suranceollowed bydetailed definitions of thodamiliesandcomponents.

nex Aprovides a summarnyf the depenéncies betweetheassurance components.

nexB provides a cross refence letween the EALs and the assurance components

e foiteria

s, and

surance

lowed
NS.

hrough

ance of

1.2 ISO/IEC 15408 assurance paradigm

The purpose fothis subclause is to document the philosophy that underpihS@HEC 15408-3
approad to assurace. An understanding of this subclaus#l permit the eader to understand the
rationak behind tle ISO/IEC 15408-3 assurance reganrents.
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The ISO/IEC 15408 philosophy is that the threatsetuisty and organisationaksurity policy
commitments should beearly articulaéd and tle proposed smirity measures be&lemonstrably
sufficient fa their intended purpose.

Furthermoe, measues should bedopted that reduce the likelihoaof vulnerabilites, the ability
to exercise (i.e. intentionally exploit or unintentionally trigger) a vaniéty, and theextent of

the damage that could occur from a \aséibility being exercised. Additialy, measures sh
be adoptd that facilitate the subsequent identhtion of vulnerabilitis and the elimina
mitiggtion, and/omotification that a vulnerability Isbeenexploited ortriggered.

1.2.2 |Assurance approach

The |
inves
mean
the e
meas

evaluators with ioreasing emphasis oscope, depth, and rigeur.

ISO/IE
gainin
matur
inclus
1.2.2.

Itis a

/IEC 15408 philsophy is to provide ssuance based uponhan evaluation
gation) of the IT product or system that is to beddudEvaluation hasden the traditi
5 of providig assurance and is the bsafgir prior evaluation criteria documents. In alig
isting apmaches|SO/IEC 15408 adopts the same philasoph@/IEC 15408 prop
ing the validity of the documentation and of the resulting IT product or system

FC 15408 does not exclude,rroes it cooment upon, theelative meits of other measg
j assurace. Research continues with respectto alternative ways of gainingreess
Palternativeapproaches emerge from these redeactivities, they will be considere
on in thestandard, whiclis so structured as to allotheir future introduction.

L Significance of vulnerabilities

ssumed that ée are thrat agents that will activelyegk to exploit opportunities to vi

Thre

organ
suffici
likely

IT sec
vulne

Stes
feasib

secu;Fy polcies both for illicit gains-and for well-intentioned, but etireless insecure ac

agents maylso acciderdly trigger security vulnerabiligs, causing harm tg
sation. Due to the need to processsisive information and the lack of awability

hat IT security breghes could lead to significant loss.

urity brezhes. arise througthe intentionalkexploitation or the unintentional triggng
abilities in‘tke application of ITwithin busines concerns.

shouldbe taken tgrevent vulnerabilities arising in IT prods andsystems. To thext
lesvtinaabilities should le:

ould
ion,

(active
bnal

ning

pses

by expert

hof
LS
d for

plate
tions.

the
of

ently trusted prodeis.or systems, there is signéit risk due todilures of IT. Itis, therefore,

of

Nt

a) eliminated— thatis, active steps should beken toexpose andremove or neutralise,

all exercisable vulerabilities;

b) minimised — that is, active steps shouldta&en to educe, toan acceptableesidual

level, the potential impact of any exie of a vulerability;

c) monitored — thatis, active stgps $ould betaken to ensure hat ary attenpt to exercise

a residual vularability will be deteted so that steps can taien to limit the dam

age.
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1.2.2.2 Cause of vulnerabilities
Vulnerabilities can arise throudhilures in:
a) requirenents — tha is, an IT produtor system may posseald the functions and

features required of it and stitontain vulnerabilities that render it unsuitable or
ineffective with respect to security;

b) construction — that is, an IT product or system does not meet its saiémifiand/or
vulnerabilities have been introdad as a result of poor constructionabstandards or
incorrect designchoices;

c) operation — thatisan IT produtor systen has be@ constricted eorrectly taorrect
specification but vulerabilities have ben introduced saresult 0f inagquate gontrols
upon the operation.

1.2.2.3 ISO/IEC 15408 assurance

Agsurance is grounds for confidenthd an IT product or syStem nets its seurity objgctives.

Assurance can be derived fromereince to sources &o\as unsubahtiated assertior|s, prior

rellevantexperience, ospecific experierce. However,he standar@rovides assuraedhrough

aclive investigation. Active insstigation is an evalgatmoof the IT product or system in|order to
detemine itssecurity properties.
1.2.2.4 Assurance through evaluation

EVfaluation has beethe traditional means of gaining assurance, and is #sgskof the I$SO/IEC
15408 approach. Evaluatitechnigwes<an include, but are not limited to:

a) analysis and checking pfocess(esdnd procedure(s);

b) checking thaprocess(es) and procedure(s) lzeeng applied;

c) analysis-@fthe corresponderbetween TOE esign representations;
d) analysis of the TOE design representation ag#estequirements;
e)-\\verification of proofs;

fy analysis of guidance documents;

g) analyssof functional testdeveloped amthe results provided;
h) independent functional testing;
i) analysis for vulnerabilities (including flalaypothesis);

j) penetration testing.
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1.2.3 The ISO/IEC 15408 evaluation assuran ce scale

The ISO/IEC 15408 philosophy asserts that greaesmsuence results from the applicatiaf
greaterevaluation effort, and that the goal is to apbly minimum effort required to providthe
necessary level of assurance. The increasmgl bf effort is kased upon:

a) scope — that is, theffert is greater because a largeortion of the IT poduct or
system is included;

b) depth—tha is, the effort is geater becaussit is deployed ta finer level ofdesigriand
implementation etail;

c) rigour — that isthe effortis greater bcause iis applied ira morestructuredformal
manner.
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2 Security assurance requirements

2.1 Structures

fa

Figure 21 illustrates the assance requirements defined in this part of IKQ/ 15408. N
th¢ most abstract collection of assurance requiremergfeisad to as a class. Each clas
asgurancdamilies, whch then contain assures components, which in tumpntain ag
elgments. Classes and families are used to provide a tayommmeclassifying as
requirements, whil comporents are used tepecifyassuance requirements ia PP/ST.
2.1.1 Class stru cture

Figure 2.1 illustrates thassurancelass structure.

2.1.1.1 Class name

Each assurane class is assigned a ungname. The namidicates the topics caved
aspurance class.

A pnique shorform of the assurance clasameis also provided. Thigs the primary m
referencing the assurandass. The convention adopted is an “A” followed by two let
to the chss name.

2.1.1.2 Class introduction

Each assuance class has@an introductory subclause thatitbes the composition of the
coptairs supportive textoveringthe intent of tle class.

2.1.1.3 Assurance.families

Each assurance class cans atleast one assureafamily. The strgture of treassuance f
is fescribed,in the following subclause.

The following subclauses describe the com$trwsed in re@senting the assance classes,

ote that
jatains

surance
surance

by the

bagfor
fersaelat

class and

amilies
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Common criteria assurancerequirements

Class name

Class ntroduction

Assurance family

Family name

Objectives

Component Ievelli@o\

| X

Applic?tics)‘ghf){es

Assurance cos@'ﬁ’nent

Compq@ept identification
N

\“Objectives
~ [

%0 Applicqtion notes

N~ Dependencies

8

\

\

|
N

Assuanceelement

Figure2.1 - Assurance class/family/component/element hierachy

2.1.2 Assuranc e family structu re

Figure 2.1 illustrates the assuranamify structure.
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2.1.2.1 Family name
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Every assuance family is assigned a unique name. The name provieesigtive information

abou the topics cogred by theassurance family. Ea assurancdamily is placed wit
assurancelass that comins othrer families withthe same intent.

hin the

A unique short form of the assurance family name is also provided. This is the primary nedans us

to referencehe assurance family. €tonvention adopted is thatetbhot form of theclas

S name

is bised, followedby an underscore, aiden thredetters related to the familyame.
2.1.2.2 Objectives

The objetives subclause dheassuance family presents the intenttbie assuance famil

is subclause describes the objectives, particularly tietested to the ISOEC 15408 ag
paradigm, that the family is intended to address. The description for the assamahces 1
a peneraldvel. Any specific details required for objectiveare incorporated in the g
assurance component.

2.1.2.3 Component levelling
Each assurance family contains one or more-assurance componRistssubchuse

asgurance family describesstbomponents available dexplairs the distinctios betwee
Itsimain purpose is to differentiatetlyeen the @ssurance components once it has bee

V.

surance
kept at
articular

of the
n them.
n desgrmin

that theassurane family is a necessary or usepart of the assurarcequrements foa PP/ST.

Assurance famiéis containing more than one componentlavelled and rationale is pr¢
to howthe components are levelled-This rationaia ierms of sope, depth, and/or rig

2.1.2.4 Application notes

T
fol the assuranceamily.. Thisinformationshould be oparticular interest tasers othe as
family (e.g. PP and-ST authorestgners of TOESs, evaluators). Thegentation is infor
coyers, forexample,“warnings about limitations of use and areas where specific att
requred.

2.1.2.5 ASsurance components

Eachlasswance family has at least one assurance component. The structure of

pvided as
DUr.

e application notes sulaolke ofthe assurage family, if present, contains additidniaformation

surance
mal and
pntidre may

the assurance

comperents-isprovided-n-thefollowing-sulzeise-

2.1.3 Assurance component structure

Figure 2.2 illustrates thassurance&omponent streture.
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Assurance |
component| |__| Component
identification

Objectives

Thers
Those
previa
depen

2.1.3.

The ¢
categ

Every
about
the as

A unid
used t
name
comp

2.1.3.

Application
notes

Dependenies

Assurance
—1 elements

Figure 2.2 - Assurance component structure

parts ahe requirements thateanew,enhancd ormodified beyond tkrequirements o
us componentithin ahierarchy ardolded. Thesame bolding corention is also ugd
denas.

I Component identification

omponent ihtification subchuse \provides descriptive infoation necessary to ide
briseregiser, and referece acomponent.

assuranecomponent is assigd a unique name. The name prodescriptive informat|
the toqmis covered by thassuranceomponent. Each assurance componentieplwit
surane family that sharesstsecurity objective.

te short form ofthe asswance component name is aprovided. Thisis the primary me
p refeence theassurane component. Theonvention usedthat the short form of tbfamn

bnentswithin e&h family are assigned sequedlty, starting fromLl.

P.‘Objectives

lationship betwen components within a family is fighlighted using a bolding eotipn.

the
for

ntify,

on
hin

ans
ily

s used, followed by a periodnd thena nuneric character. The numeric characters for the

The obgctives subclause ofhe assurance component pfesentcontains specific objectisgor
the particulaassuranceomporent. For those assurance componends hlave this subelise, it
presents the specific intent okttomporent and a more detailed exphtion of the objectives.

2.1.3.3 Application notes

The application n@s subclause ofan assuance component,if present, corgins additional
information to fecilitate the use of tacomporent.
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2.1.3.4 Dependencies

Dependenies among assurance components arise waemponent is not self-suient, and
relies upon th@resenceof another component.

Each assurancecomponent provides a complete list of dependencies to other assurance
comporents. Some components may list “No depend&sicio indicate that no dependeesihave
beenidentified. Thecomponents depended upwray have dependencies on other components.

The dependency list edtifies the minimum setof assurance componentsich are-religdipon.
Cgmponentsvhich are hierarchical to a componenttire deendency list nay also’be |used to
satisfy the cependency.

In [speific situations the indicatd dendencies might not be apphble, The PP/STauthor, by
providing tionale for why a given dependency is not applicable, magtehot to satisfy tat
depeadency.

2.1.3.5 Assurance elements

A set ofassurancelementss providedfor eachassuance.componenAn assurance element is a
se¢urity requirement which, if further divided, would 1ot yield a meaningful evaluatiof result. It is
the¢ smallest smirity requitrement recognised ithe standard.

Each assurance @hent is identified as blongingito one of the three setsassuance elements:

a) Developer action efnents: theagctivities that shall be performed by the developer. This
set of adionsis further qualfied by ewdential materal referencedin thefollowjng st
of elements. Requirements for developetiioms aredentified by appending {hetter
“D” to the element number.

b) Content and preésentation of eviderements: the eviehce requied, what the
evidence shall) demonstrate, and what information the eadeshall ¢onvey.
Requirements for content and presentation of evidence are identified by gppending the
letter* C~t0'the elementnumber.

c) Evaluator actiomlements: the activities that shall performed bytheevaluator. This
sat-of actions explicitly isludesconfirmation that the requements prescribgd in the
content and presentation of eside elements havbeen met. lalso includes explicit
actionsand analysi that shall be performed iaddition to that already @formed by
the developer. Implicit evadtor actions are also to beerformed as a egult of

An\lnlnnr\r actiamln nte whichara Nt r\r\\lnrnnl hyv caontant and nroca ntatlon Of
CYTTopTT acHerfetemets—wWHHeRare—Rot OvVCTCo— oy cormcrtarno—procot

evidence reuirements. Requirements for evatuattons are identiéd by appending
theletter “E” to the element nuneb.

The developer actions and caentt and preantation of evidencelefinethe assuance requirements
that are usd to represent a developerasponsibilities in demonstrating assurance in the TOE
security functions. By meeting these requirements, the developer can increase confidethee th
TOE satisfies théunctional and assurancequirementof a AP or ST.
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The evaluator ations define the euator's lesponsibilities in the two aspects ofaation. The
first aspecis validation of thePP/ST in accordance with the classes APE and AS&anses 4
and 5. Theecond aspect is verifation of the TOE's conformance with its functioaatl assurance
requirements. By demonstrating that the PP/ST is aalidthatthe requirements areanby the
TOE, the evaluator can provide basis for confidence that the TOE will meet its security

objecti

VES.

The developa action elementscontentand presentation oéviden@ elements, ah explicit

evalugtoraction elements, identify the awator effort that shall be expeed in verifying

secur
2.14

Each
to be
separ

The e
using
eleme

In comtrast tolSO/IEC 15408, neither assignment-nor selection operationsralevant

elemq
eleme

2.15
Figure
that w
inforn
IEC 1
2.1.5.

Each
of the

A unid
the E/

y clains made inthe ST of the TOE.

Assuranc e elements

elementepresents a requirementlbe met. These statements of requirements are
clear, conogs and unambiguous. Thefore, there are no compound sentence
ableequirement is stated as iadividual element.

ements have been written using the normal dictionary meaning for the terms useq
htsare writen as explit requirementswith no reservd terms

nts in this partf dSO/IEC 15408; howeverefinanents may be made to ISGEC 1540
Nts arequired.

EAL structure

2.3 illustates the EALs and assogciated structwgfened in this part of ISO/IEC 15408.
hile the figure shows theontents of the assurance components, it is intended
ation would be includd in an EAL by refeence to the actual componengfided in I

408.

I EAL name

EAL.

ue shoerform of the EAL namesalso providedThis isthe primary means usédrefere
AL.

the

intended

5. each

, rather than

a number of predefidéerms as shorthand wdhi resulsin implicit requirements. Therefore,

for
8-3

Note
that this
bO/

FAL is assigned,a uniqgue name. The name provides descriptive information abogtitthe int

nce

2.15.

Theobjectives subclause of the EAL presents the intentedEAtL.

2.1.5.3 Application notes

Theapplication notes subclause of the EAL, igent, contains information of particular interest
to uses of the EAL (e.g. PP andTSauthors designers bTOEs targeting this EAL, evaluators).
Thepresentation is inforah and coversfor example, warnings about limitations of wumel areas

where specific attention may bequired.

10
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ISO/IEC 15408-3 Assurance levels

Evaluation assurance level ol

EAL name

Objectives

Application notes

Assurance component

‘Comporent identification

_ Objectives _ (.
T Annlicatinn natac )
7Agipll%mm notes- g
J
2
|

_ Dependengs”

— ararara

1

Assuanceelement
18,

Figure 2.3 - EAL structure

11
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ISO/IEC 15408-3 Assurance ISO/IEC 15408-3 Assurance
requirements levels

Assurance class -

Class introduction _
‘ Evaluation assuranceevel ||

Assurance family gt

EAL name
Family name |

| Objectives
Objectives \

| Application notes

Component levelling ‘
‘ Assurance component

(Component identification

_ Objectives
:Ag_pli%lti@ notes |
_ Dependencies |

- — /1

7

Application notes §
\

Assulnce component ]

\Componeqt identificatidn

— aorararn

ol
Assurance element | 4

‘ Obj?Cti\BS ’ Lo - J-$‘
\ Applicqtion notes_ | & y a
\ Dependenes \

Assuance element q
»

Figure 2.4 - Assurance and assurance leVassociation
2.1.5.4 Assurance components

A setof assuance componentsaie keen choseffior each EAL.

12
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A higher levelof assuance tharthat provided by a giveBAL can be achiesd by:
a) including additional assuraa comporents from otheassurancdamilies;or

b) replachg an asurance component with a higher level asurance component from the
sameasaurancefamily.

2.1.6 Relationship between as surances and assur ance le vels

FiJ;ure 2.4 illustrates the relationship beén the assance requirements and thssuance levels
defined in ISO/IEC 15408. While assurance components furthesngmse info agsurance
elgmentsassuance elementsannot be individually referead byassuance kvels. Note that the
arow in the figurerepresents a referemfrom an EALto an assurance component within ¢raess
where it is defined.

2.2 Componen t taxonomy

This part of ISO/IEC 15408 contains classes of fasiind.components that are grouped on the
basis of related assamce. At the start of each class is a-diagram that indicates thecfamithe
clgss and tacomporents in eactiamily.

Class name

Figure 2.5 - Sampleclass decomposition diagam

In[Figure 2.5, above, the class as shawntains a singleamily. The family contains three
comporents that ardinearly-hierarchical (i.e. component 2 requires more than component 1, in
temsof specific actions, sp#ic eviderce, or rigour of the actions or evides). The agsurance
failies in this part-of\ISO/IEC 15408 are all lany hierarchical,athough linerity ig not a
mandatory criterion{forassuance families that malge added in the future.

2.8 Protection Profile and Security Target evaluation criteria class
structure

Theequirements for protection profile anécsirity target egluation are treated as assurance
classes and are presented using the similar structure as that used for the othereadassas,
described below. One rafiie difference is theabsence of a component levelling subclause in the
associated family descriptions. The reason i da&h &mily has only a singl component and
therefore no levelling has occurred.

Tables 31, 3.2, 3.3ad 3.4 in clause3 of thispart of ISO/IEC 15408 summarise, for boththe APE
and ASE classes, theconstitient families andabbreviations for ach. Narrative sumaries for the
APE familiescan befoundin ISOIEC 154081, Annex B, subclauses B.2 through B.2.6,

13
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whereas arrative summaries for the ASE families can be found in ISO/IEC 15408-1, Annex C,
subclauses C.2through C.2.8.

2.4 Usage of terms in ISO/IEC 15408-3

The following is a list of terms which areeglsn a precise way ithis part of ISO/IEC 15408. They
do not_merit_inclusion in the glossary becatis® are gene English terms and their usage,
though restriad to the explanations givebelow, isin conformance with dtionary definitions.
Howe)er, those explanatisof theterms were usl as guidawe inthe development dhis-part of
ISO/IEC 15408 and should ieelpful for general understanding.

Checlf — This erm is similar to putlessrigourous than “confirrhor “verify”. Thistterm requ|es
a quck determination to be made by the evaluator, gEghequiring only a cursory agsis| or
perhaps no aaysis at all.

Cohefent— An entity is logically ordered and has a discernible meaning. For aéodation, this
addregses both thectaal text and the structure of the document, in terms of whether it is
undergtandable byts target audience.

Complete— All necessary parts of an entity havedm pravided. In terms of documentatign, this
meang thasll relevant information is covered in thealmentation, at suchlavel of deéil that
no further explanation is reqed at thatevel of abstraction.

Confitm — This term is used to indicatlkeat something reels to be reviewed in detail, and that
an indepenént determinationof sufficiencyxieed to be made. Télevel of rigour required
depends on theatureof the subjet matter..TFhigermis only appliedto evaluator actions.

Consistent— This term describes a relationship besivo or more entities, indicating that there
are ngapparent contradictions begen these entities.

Counter (verb) — This termlis typically wesl in the context that a carity objective countgrs a
particylar thieat, but does. notatessarily indica that the threat is completely eradiedtas a
result

Demopstrate — This term efers to an analysis leading tacanclusion, which is less rigolirous
than g “proof”.

Descr|be = Thisterm requires that certain, gjiféec details ofan entity be provided.

Deter mire——Fhis—erm—requires—an—inde
reaching a articular conclusion. The usagjof this tem differs from “confirm” or “verify”, since
these other terms imply that an analysis haadir bee performel which reeds to be reviewed,
whereas the usage of “determine” implies a truly independent analysis, usuh#éyabsence of

any previous analysisaving been perforedl.

andant analvucia ha madaowanth tha Ahinctin Of
oty StU— DT o c Vit thic—Ooje oty

Ensure — This term, ued by itself, implies a stroncausal redtionship between aaction and its
consequences. Thigrt is typically peceded by the word “helps”, which indicates that the
consequence is not fully cairt, on the basis of that@on alone.

14
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Exhaustive — This term is ud in the standard with respectdonductirg an analyss or other
activity. It is related to “systematic” but is considerably stronigethat it indicates not only gha
methodical approach has beeskeén to perform the analysis or activityccarding to an
unambiguous plan, but that the plan that was followed is sufficient to ensure that all possible
avenues have been exercised.

Explain — This term differs from bothdescribe” and “demonstrate”. It is intended to answer the
guestion “Why?” without actually attempting to argue that the course of ac@wés taken was

necessarily optimal.

In
te
ca

Ju
a
ex

pe
din
ma
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all
TS

Sp
an
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tw

Ve

rnally consistent— There are napparent contradictionsstween any asgects of an e
ms of docurentation, this measithatthere carbe no staments within thedocumentat
N betaken to contradict each other.
stification — This term redrs to an analysis leading to a conclusion; but is more r

plaining every step adlogical argument.

ectly supports other entities in that groupireiber, it is a more general deterration
de.

bve — This refers to a formal alysis in its nathematical sens. It is completely rigo
Frepresentationsat a high levelof rigour.

ecify— This ermis usel in the samecontextas“describé, but is intended to be more
0 precise. Itis very similar to “define”.

D entitieswith only a.minimal leveof rigour.

rify — This term-is simdr in context to “confirm”, but has more rigourous coration

ntity. In
on tht

gorans th

lemonstration. This ternequires signifcant rigour in terms of very ogully and thoroughly

Mitt ually supportive— This term descrilzearelationship betweeagroup ofentities, indicating
that the entities possess propersevhich do not conftit wjth, and may assist thether entities in
rforming tkeir tasks. It is not neceay to deermine.that every individual entityn quiestion

that is

iIrous in

ways. Typially, “prove” is usel when there is a desire to showeorrespondenceelwegn two

igourous

ace (verb) — This érm isugd to indcate that an informal corresponderis equired bletwen

5. This

teimwhen used\in the coext of evaluator etions indicags that an independent effort ig recpair

of

2.

the evaludtor.

b CAssurance ca tegorisation

The assurance classes, familegl the abbreviatiofor each familyare shown inrable 2.1.

2.6 Assurance class and family overv iew

The following sumrarises the assurae classes andrhilies of clauses 8-14. These clessnd
family summaris are presented ithe same order as they appm clauses 8-14.

15
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Table 2.1 -Assurance family breakdown and mapping

26.1

ConfigurationmanagemenfCM) helps to ensure thahe integrityof the TOE is preseed, |by
requirgf i I oy o : el L d

Assurance Class Assurance Family Abbreviated Name

Class ACM: CM automation ACM_AUT
Configuration CM capabilities ACM_CAP
management |CM scope ACM_SCP
ClasADQ: Delivery [Delivery ADO_DEL
and operation [Installation generation amstart-up| ADO_IGS
Functional speci@ation ADV_ESP

High-level design ADV)>XHLD

_ Implementation represtation ADV_IMP

gészfoéz\éht TSF irfernds _ ADV_INT
Low-level design ADV_LLD
Representation corresponderee ADV_RCR

Security policymodeling ADV_SPM
ClasAGD: GuidanceAdministrator guidance AGD_ADM
documents  |[User guidance AGD_USR
Development security ALC_DVS

Class ALC: Life cycleFlaw remediatian ALC_FLR
support Life cycle definition ALC_LCD

Tools amtechniques ALC_TAT

Coveaage ATE_COV

_ Defth ATE_DPT

Class ATE: Tests Functional tests ATE_FUN

Independent testing ATE_IND
Covertchannelanalysis AVA_CCA
\%ﬁf; raﬁ\”/é\y Misuse AVA_MSU
assessment | Strength of TOE securitiunctions AVA_SOF
Vulnerability analysis AVA VLA

Class ACM: Configuration management

other related information. CM prevents unauthorised modifications, additiondgtoiwis to the
TOE, thus providing assuranceithhe TOE and documentation used for eg@dun arethe ores
prepaed for distribution.

2.6.1.1 CM automation (ACM_AUT)

Configuration maagement automation establisheg tbvel of automation usd to control the
configuration items.

16
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2.6.1.2 CM capabilities (ACM_CAP)

Configuration management capabilities defihe claracteristics ofthe configuation mana
system.

2.6.1.3 CM scope (ACM_SCP)

Configurtion managment scope indicates the TOE items that need to be coatrd
copfiguration maagement system.

2.6.2 Class ADO: Delivery and operation

Assurance e@ss ADO defines requirements for the measures;guiares, and.standards
with secure dlivery, installation, and agational use of th&fOE, ensuring that the
protection dfered by theTOE is not compromised during transfénsellation, start-
opgration.

2.6.2.1 Delivery (ADO_DEL)

Daglivery covers the procedures used to namsecurity during ensfer of the TOE to |
both on initial delivery anas part of subsequent madification. It includes spewioced
ations requied to cemonstete the authenticity‘of the detkxed TOE. Such pradur
mgasures are thbasisfor ensuring thathe security protection offedleby the TOE
compromiseé during tansfer While complianewith the delivery requirementsannot aly
determined when a TOE is evaluated, it isqpossibledmate theprocedures that a deve
dejvelopd to distribute thélf OE tousers.

2.6.2.2 Installation, generation and-start-up (ADO_IGS)

Ingtallation, geeration, and start=up requires that topy of the TOE is configured andi
by|the administrator texhibitthe same protection properties as the en&sipy of the T(
ingtallation, g@neration and _start-up pr@edures provide conface that the administratg
awjare of the TOE configuratigparameters anldow they can affedhe TSF.

2.6.3 Class ADV: Developm ent

Assurance class ADV defia requirements for the stepwise refinement of the TSF frg
summary.'specifaion in the ST down tdhe actual implementation. Each of thesuitin
reresentations provide information to help te evaluator detemine whether the tn
requirements of the TOEake keen met.

gement

iy the

coneern
Qarity
Ip, and

he as
ires or
es and

$ not
vays be
loper has

wated
DE. The
or wible

m the TOE
g TSF
ctional

2.6.3.1 Functional specification (ADV_FSP)

The functional specitation describgthe TSF,and must bea complet and accurate instantiation
of the TOE security functional requirements. The funcligpacification alg detailsthe exteral
interface to te TOE. Users othe TOE ag expeced tointerad with the TSF through this ingrface.

17
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2.6.3.2 High-level design (ADV_HLD)

The high-evel design is a top lel design speification that refines the TSF functional
specification into the major constituent parts of tHESF. Thehigh lewel design identifies the basic
structure of the TSF and theapr hardware, firmwae, and software elements.

2.6.3.3 Implementation representation (ADV_IMP)

The implementationepresentation is the least abstract espntation of the TSF. It capturges the
detailgd internal workings of the TSF iterms of sowe code, hardware drawings;.-etclas
applicable.

2.6.3.4 TSF internals (ADV_INT)
The TEF internad requirements sgeify the requisite internaktructuring ofthe TSF.
2.6.3.p Low-level design (ADV_LLD)

The Idw-levé design isadetailed design specification tirafines.the high-ledalesigninto a leivel
of dethil that cafe useds a basigor programming and/ohardwarecorstruction.

2.6.3.p Representation correspondence (ADV_RCR)

The r¢pesentationcorrespondnce is a demonstration of mappings betweeadjdicent pairs of
availaple TSF representations, from the TOEc.summary specification through to the le@st abstract
TSF representation thasiprovided.

2.6.3.] Security policy modeling (ADV.SSPM)

Securnjty policy models are structureghresentations of security policies of the T&R] are used
to proyide increased assucarthat the functional speaifition coresponds to the sarity poligies

of the| TSP, and ultimately to)the TOE security functional requirements. Ttashgved |via
corregpondere mappings:beteen the futional specification, the security policy metj and|the
securfty policies ti are-modelled.

2.6.4 |Class AGD*Guidanc e documents

Assuignce clas’ AGD defines requirements doted at the understandabylitcoverageand
compkteness of the operational documentation provided by the develdps documentzFion,

which( pfevides two categas of informetion, for users and for administrators, is an i rt
factor nthn artira AanAaratinn ~Af th s\ C

T e OO T opPtiTtoTT o e O

2.6.4.1 Administrator guidance (AGD_ADM)

Requiements for administrativguidance help ensuredahthe environmental constraints can be
understood by adminisétors and operators of the TOE. Admingsire guidarce is the primary
means aailable to the @velope for providing the TOE administratewith detailed, acurate
information of how to adminigr the TOE in a sgire manner and how toake effective use of the
TSF pivilegesand protection functions.

18
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Requirements for @s guidance help ensure that users are able ématgpthe TOE in aesure

manner (e.g. tle usage constraints assumbeyg the PP orST must be clearlyexplain

edand

illustrated). User guidance is thpemary \ehicle available to thdeveloper for providinghe TOE

users with the necessary background and speacfbicmation on how to correctly uske

TOE's

protection functions. User guidance must do two things. First,ati:i¢oexplain what the user-

visible security funtions do and how they are to be used, so that users are able to c

onsistently and

effectively protect their information. Second, it needs to explain the user's role incm
TQE's security.

2.6.5 Class ALC: Life cycle suppo rt

Assurance class ALC defines requirements for assurance through theadoption of
lifg-cycle model forall the steps of th€OE development,including flaw.remediatioprog
anfl policees, correct use of tools and techniques and the security measures use(
dejvelopment environment.

2.6.5.1 Development security (ALC_DVS)

Degvelopment security cexs the physial, procedural, personnel, and otkeurity measu
in the development environment. It incksdohyscal.security of the development locat
coptrols on the selection and hiringdewelopment Staff.

2.6.5.2 Flaw remediation (ALC_FLR)

Flaw remediationensures tht flaws discovered by the TOE consen will be trackg
cofrectedwhile the TOE is supportelgy the developeWhile future complance with t
ediation requirements cannot,be determined when a TOE is evaluated, it is pos
proedures ad policies thata'dvelope has in place to track and repaavils, and to d
repairsa consumers.

.5.3 Life cycle definition (ALC_LCD)

ationalsGpport requiremnts. Configgnce inthe correspondendetweerthe requiemer
the TOE is_greater when security analyaml the production of evidence are done o
is as,an integral part of tthevelopment proess and operational support actiesti It is
intent-ofthis component to dictate argpecific development peess.

aintaining the

a vedll defin
edures
| to protect the

es ad
on(s) and

ed and

heflaw

5ible to evaluate
stribute

uce the
5s and
nts and
N a regular
not the

2.6.5.4 Tools and techniques (ALC_TAT)

Tools and technices addesses the need to define the development tools being used to analyse and

implement the TOE It includes equiremens concerning the development to
implementatiordependentoptions of those tools.

ols and
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2.6.6 Class ATE: T ests

Assuince classATE states testigrequirements that demonseahat the TS satisfies the TOE
security functionbrequirements.

2.6.6.1 Coverage (ATE_COV)

Coverage deals with theompletenesof the functional tests permed by thedeveloper on the
TOE. |t addressthe extent to whicthe TOE security functions are tested.

2.6.6.2 Depth (ATE_DPT)

Depth| dealswith the level of dedil to which the developer tests éhTOE. Testing of secprity
functipns is based upon dmeasing depth of inforration derived from aalysis of the TSF
represgentations.

2.6.6.8 Functional tests (ATE_FUN)

Functlonal testing eallishes thatthe TSF exhibits the properés necessary to satisfthe
requirements of its ST. Fational testing proviags assurace-that the TSFatisfies at least|the
requirements of thehosen functional components. However, functional tests destadilish that
the T$F does no more than exedctThis family focuss.on functional testing performed by the
develgper.

2.6.6.4 Independent testing (ATE_IND)
Indepgndent testing specHi¢he degree torwhichthe functional testingof the TOE must be
performed by a party therthan the deveper (e.g. dhird party). This family adds value byhe
introdpction of testthat ae nat part of-tre developes tests.
2.6.7 |Class AVA: Vulner abilityasses sment
Assuignce clas AVA defines requirementslirected at the identification ofxploitaple
vulnefabilities. Specifially, it addresses those vulnerabilities introgtliin the construction,
operation, misuser incarrectconfiguration of tke TOE.
2.6.7.L Covertchannel analysis (AVA_CCA)

Covernt channelanalysis is directed towards the digvery and analysis ofunintenfed
comnunicationghannelghat can be exploéd toviolate theintended TSP.

2.6.7.2 Misuse (AVA_MSU)
Misuse aalysis investigates whether an administrator or user, with an understanding of the

guidarce documentation, would reasonably be able to deterihite TOE is configurednd
operatingn a mannethat is ingcure.
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2.6.7.3 Strength of TOE security functions (AVA_SOF)

Strength of function analysaldresse3 OE seurity functions that are realised by a probabilistic
or permutational mechasm (e.g. a pasvord or hash function)Even f such functios cannot be
bypasseddeattivated, orcorrupted, it may still be possible defeat them by direct attack.level
or aspecific metric may be claimed for the strength of each of thesedns. Strength diunction
analyssis performed to detmine wlether such functios mee or exceed the claim. Fexample,
strength d function analysis of password mechanism cdamonstrathatthe passwa function
m1ets the sength claim by showinghatthe password spacgsufficiently large.

2.6.7.4 Vulnerability analysis (AVA_VLA)
VUInerability analysis consists of the identdition of flaws potentially introduced in the|different
refinementsteps of tle developmentlt results inthe dfinition of penetratiortests through the
collection of the neessary informatiosoncerning: (1) the compteness of'the TSF (doef the TSF
counter al the postulatd threat8) and (2) the dependencies between all securitycfioms| These
potentialvulnerabilities are assessed through penetration testimetermine whetheheylcould,

in practice beexploitabkto canpromise the secity of the TOE.

2./ Maintenance categorisation

The requirements for the maintenance of asg@rare trested as an assurance clasg and are
présented using theass structure definegbove.

The maintenancef assuranefamilies, ancthe abbreviatiorior each familyare shownin| Table
2.2.

Table 2.2 -Maintenane of assurance class decomposition

1Y)

Assurance Class Assurance Family Abbreviated Nam
Assuiance maingnance plan AMA_AMP
TOE component categorisation AMA_CAT

Maintenance.of assuraa |repat
Evidence of assurance maintenapnce AMA_EVD

Security impacanalysis AMA_SIA

2.8 \Maintenance o f assurance class and family overview

The following sumrarises the assurae class and families of clause 16. Tdtess and family
summaries arpresented in theameorderas they appean clause 16.

2.8.1 Class AMA: M aintenance of as surance

Assurance class AMA is aimed at maintaining the level of assutiaaitke TCE will continueto
meet its security target asatges are nade to the TOE or itsnvironment. Each of the families in
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this class identifiesaeloper and evaluat@ctions thatare to beappliedafter the TOE has been
swecessfully ealuated, althouglsome requiremnts can be applieat the time of the evaluation.

2.8.1.1 Assurance maintenance plan (AMA_AMP)
Theassurance maintenanplan identifies the plans and pedares a developer is to implement in

order to ensure that the assurance that was established in the evaluated TOE is masntained
changes are madettoe TCE or its environment.

2.8.1. TOE component categorisation report (AMA_CAT)
The TIOE componerdategorisation repogrovidesa categoristion of the component®f a TDE

(e.g. TSF subsystemsyarding to their revance to security. This agorisation.ats as a fgcus
for thg developer’s securitynpact analysis.

2.8.1.B Evidence of assurance maintenance (AMA_EVD)

Evidehce of assuranceaintenance seeks ¢stablishconfidence tht theassuance inthe TCH
being maintainedy the aveloper, inaccordanceavith the assuram® mainterance plan.

S

2.8.1.4 Security impact analysis (AMA_SIA)

Secunty im@ct analysis geks to establish confidea that assurance has been nzamed in the
TOE through aranalysis perforred by tre developentthe gcurity impact ofall changsaffecting
the TQE since itvas evaluated.
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3 Protection Profile and Security Target evaluation
criteria

3.1 Overview

Thisclause introduces ¢tevalwation criteria for PPs and STs. The evaluation critamgh
presented in aeuse 4, Class APErotection Profile evaluation, and clause 5, Class
get evaluation.

These criteria are the first requirements presented in this part of ISONEC 154084

fully
rity

eéhe PP

anfl ST evaluation will normally beedormed before th& OE evaluation¢ They play a syl role

in that informationabout the TOE is assessed #nel functional and assurance requief
evaluated in order ténd outwhether the PP or STs a meaningful bass for a TOE evalu

Although these evaluation criteria differ somewhat from the requiremecitauses 7 thrg

e evaluation criteria for PPs and ST$.are based on the information providedexes
C pf ISONEC 154081. Useful backgound irformationfor the requremens in theclass
anfl ASE, as presented the following clauses, cdre found there.

3. Protection Profile cfiteria overview
3.2.1 Protection Profile evaluation

The goal of a Petaluation is tadlemonstragthat the PP is compdte, consisint, technically

anfl herte suitable for use asstatenent of requirements for one or morealiatable TOHs.

aRP may beligible for inclusion within a FP registry.

3.2.2 Relation to the Se curity T arget ev aluation criteria

hR are
Ation.

ugh 14,
S are

Tclass
n the TOE

A\Bnand
ps APE

sound,

AsS

ture and

content letween the generic PP and the TOE—speéific ST. Coesdyuthe criteria foevaluating

PPs contain requirements thatessimilar to manyof those forSTs and thecriteria for b
presented in a similar manner.

othare
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3.2.3 Evaluator ta sks

3.2.3.1 Evaluator tasks for an evaluation based on ISO/IEC 15408 requirements only

© ISO/IEC

Evaluators performing a P&valuation that des not include requements from outside the
standard shall applythe requirements of th®PE class as described Table 3.1.

3.2.3.

Evaluators prforming a PRevaluation that includes requiremts from outside the standare
therequrements 6the APE clasas desdbed inTable 3.2.

apply

Table 3.1 -Protection Profile families - only ISQIEC 15408 requirements

Class Family Abbreviated Nameg
Protection Profile, T@ description APE_DES
Class APE:[Protection Profile, Securitgnvironment APE_ENV
Pg)rtgf‘fltéon Protection Profile, Pihtroduction APE_INT
evaluation |Protection Profile, Securitybjectives APE-OBJ
ProtectionProfile, IT security requirements APE_REQ

P Evaluator tasks for a ISO/IEC 15408 extended evaluation

Table 3.2 -Protection Profle families- ISO/NEC' 15408 extended requirements

Class Family Abbreviated Name
Protection Profile, TG description APE_DES
Protection Profile, S®irity environment APE_ENV
Class APE : : :
Protection Protection Profile, Pihtroduction APE_INT
Profile |Protection Profile, Swirity objectives APE_OBJ
evaluation|ProtectionProfile, IT security requirements APE_REQ
Protection Profile, Explicitly stated IT APE SRE
security requirements -

Becur ity Target cr iteria overview

Security Target e valuation

3.3.2 Relation to the oth er evaluation crit eria in this part of IS O/IEC 15408

] shall

There are two identified &jes for the ealuation of a TOE; the ST evaluation and the
corresponding TOE evaluation. Thequirements for ST evaluations arecdssedhere and in
clause 6wvhile the equirementdor TOE evaluatioeare contained in clauses 7 through 14.
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An ST evaluation includea PP claims eauation. If the ST does notam PP conformance, the
PP claims part of the ST shall contain a statement that the TOE does not claim carddoaan

PP.
3.3.3 Evaluator ta sks

3.3.3.1 Evaluator tasks for an evaluation based on ISO/IEC 15408 requirements only

Evalujators performing an ST evaluation that does noude requirementsfrom outside
standgrd shall applythe requirements of th&SE class as described Tablke 3.3.

Table 3.3-Security Target families - only ISO/IEC 15408 requirements

Class Family Abbreviated Name|
Securiy Target, TOE description ASE. DES
SecurityTarget, ®curity environment ASE_ENV

Class ASE:[SecurityTarget, ST introduction ASE_INT
S.I?grlgé? SecurityTarget, ®curity objectives ASE_OBJ
evaluation |SecurityTarget, PP claims ASE_PPC
SecurityTarget, IT securityequirements ASE_REQ

Securiy Target, TOE summarysspecification ASE_TSS

3.3.3.2 Evaluator tasks for a ISO/IEC 15408 extended evaluation

Evalujtors performing an ST evaluation‘thatudes requirements from outside gtandard s
apply|therequrements bthe ASE clasas desgbed inTable 3.4.

Table 3.4 -Security Target families- ISO/IEC 15408 extendedequirements

the

hall

Class Family Abbreviated Nameg
Security TargetTOE description ASE_DES
Security TargetSecurity environment ASE_ENV
Security TargetST introduction ASE_INT
C?:guﬁtSE: Security TargetSecurity objectives ASE_OBJ
Targety Security TargetPP claims ASE_PPC
evaluation |Security TargetlT security requirements ASE_REQ
Security Target, Explicitly stated IT
securit;/ requirgements i ASE_SRE
Security TargetTOE summary specification ASE_TSS
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4 Class APE: Protection Profile evaluation

The gal of a PP evaluation is to demonsgritat tre PPis complek, consisent and techrgally
sound. Anevaluated PP $ suitable for usesthe basis for tadevelopnent of STs. Sucta PPis
eligible for inclusion in a registry.

Fid;ure 4.1 shows the farme$ within this class.

Class APE: Protection Profile evaluation

— APE_DES: Protection Profil§,0E description —

— APE_ENV: Protction Profile, Securitynvironment .

— APE_INT: Praecion Profile, PPRintrodudion o

— APE_OBJ: Protection<Profile, Security etiives .

— APE_REQ: Protection Profile, I3ecurity requirements |

| APE_SRE: Praiction Profile, Explicitly stagd IT security |
requirements

el el fe]fe]lr]l+r]

Figure4.1 - Protection Profil e evaluation class deomposition
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4.1 TOE description (APE_DES)

Objectives

The TOE descriptiorsian ad to the understandirg of the TOE’s securiy requirements. Evaluation
of the TOE description igequred toshow that it is coherent, internally consistent eodsistent
with all othe pats ofthe PP.

APE_[DES.1 Protection Profile, TOE description, Evaluation requirements

Depepdencies:
APE_ENV.1 Protection Profile, Security environment, Evaluationtequirements
APE_INT.1 Protection Profile, PP introduction, Evaluation reguirements

APE_OBJ.1 Protection Profile, Security objectives, Evaluation requirements

APE_REQ.1 Protection Profile, IT security reguirements, Evaluation
requirements

Developer action elements:
ape_pgs.11ip  The PP dewloper shall provide aTOE. description as part of the PP.
Contgnt and presentation of evidence elements:

ape pgs.1ic  The TOE description shall as:a minimum decribe the product type and [the
generalI T feaures of the TOE.

Evalujator action elements:

APE DHs.11e  The evaluator <shall confirm that the infor mation provided mees |all
requirements for content ard presentation ofevidence.

AaPE Ds.12e  The evaluator shall confirm that the TOE description is coherent and
internally consistent.

APE_DHs.13e  The'evaluator shall confirm that the TOE description is consistent with [the
other parts of the PP.
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4.2 Security environment (APE_ENV)

Objectives

In order to determine whether the IT security requirements in the PP are sufficient, it is important
that the security problem to be sobd is ckarly understood byall parties to tle evaluation.

| — A\ L 4 =Y b i B | a3 e . b | — 1 i . e
AFI: LINV. 1 FTUCLUUIT FTUIMC, oCUUTILY TTIVITUTTTIETIL, LvVailuatuim TCSYUITTITITTILS

Dgpendencies:
No degendencies.

Developer action elements:

Arg_ENv.11D  The PP developer shall provide a statement of TOE security environment as
part of the PP.

Cqgntent and presentation of evidence elements:
APE_ENv.11c  The statement of TOE security envirgnment shall identify and expldin any
assumptiors about the intended usage of the TOE and the environment|of use
of the TOE.
APE_ENv.12c  The statement of TOE security ‘environment shall identify and expldin any

known or presumed threats to the assets against which protection will be
required, either by the TOE or by itsenvironment.

APE_ENv.13c  The statement of FOE security environment shall identify and expldin any
organisational security policies with which the TOE must comply.

Evaluator action elements;

APE_ENv.11E  The ,evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

APg_ENv.12E {)The evaluator shall confirm that th e statement of TOE security environment
is coherent and internally consistent.
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4.3 PP introduction (APE_ INT)

Objectives

© ISO/IEC

The PP introduction contains docemh management and oveew information neessry to
operatea FP registry. Evalation of the PP introduction is requed to demonstrate thahe AP is

correctlyidentified and that it is conseit with all otherparts of thePP.

APE_[INT.1 Protection Profile, PP introduction, Evaluation requirements

Depepdencies:

requirements

Developer action elements:

Aape_INT.11D  The PP dewloper shall provide aPP introduction as part of the PP.

Contgnt and presentation of evidence elements:

APE_DES Protection Profile, TOE description, Evaluation requirements
APE_ENV.1 Protection Profile, Security environment, Evaluatioh requirements
APE_OBJ.1 Protection Profile, Security objectives, Evaluation requirements
APE_REQ.1 Protection Profile, IT security reguirements, Evaluation

APe_INf.11c  The PP introduction shall contain a PP identification that provides fhe

APE_IN]

[.1.2C

labelling and descriptive information necessey to identify, catalogue, regig
and crossreference the PP.

The PP introduction shall contain a AP overview which summarises the P
narrative form.

Evaluator action elements:

ter,

Pin

APE_INT.1.1E  The e€valuator shall confirm that the infor mation provided mees |all
requirements for content ard presentation ofevidence.

APE_NT.1.2e ~\The evaluata shall confirm that the PP introduction is cohetent and internglly
consisent.

APE_NT3e—The—evaltator—sat-econfirm—thatthe PP-htroduction—is—eonsistet-with—the
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4.4 Security objectives (APE_OBJ)

Objectives

The security objectives is a concise atant of the intended response the security problem.
Evaluation of tle security objectives is required todemonstrate that éhstatel objectives
adequatelyaddress the ezurity problem. The securitpbjectives are categoes as security
obpect . . . _ DpTecthes for
both the TOEand the environment must be shown to be traced back to the identika
colinered and/or policies and assumpsdo bemet byeach.

ARE_OBJ.1 Protection Profile, Security objectives, Evaluation requirements

Dgpendencies:
APE_ENV.1 Protection Profile, Seurity environment,Eyaluation requirements

Developer action elements:

Arg_oBi11D  ThePP developer shall provide astatementof security objectives as part ofthe
PP.

Arg_oBi12p  The PP developer shallprovide the'Security objectives rationale.
Cqantent and presentation of evidence elements:

APg_oBilic  The statement of seurity:objectives shall define the security objectives|for the
TOE and its environment.

APE_oBJ12c  The seurity objectives for the TOE shall be atarly stated and traced bhak to
aspects of .the" identified threats to be counted by the TOE pgnd/or
organisational security policies tadbe met by the TOE.

APE_oBJ13c  The segcurity objectives for the environment shall be cledy stated and{raced
back to aspects of identified theats not compétely countered by the TOE and/
or.organisational security policies or assumptions not complely met py the
TOE.

APE_oBJ14C  The security objectives rationaleshall demonstratethat the stated security
objectives are suitable to counter the identified theats tosecurity.

APE_oBJL15C  The security objectives rationaleshall demonstratethat the stated security
objectives are suitable to cover all of the iehtifi ed organisational seurity
policies and assumptions.

Evaluator action elements:

APE_0BJL1E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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APE_0BJ12E  The evaluator shall confirm that the statement of security obgctives is
complete, coherent, andnternally consistent.
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4.5 IT security requirements (APE_REQ)

Objectives

The IT security requirements chosen for a TOE assigmted or cited in a PP need to be evatlat
in order to confirm that they are interngltonsistent athlead tothe deelopment ofa TOE that

wil

| meetits security objectives.

Nat al of the securityobjectives expressed in a PP may be met by a compliant E&&mg
may depend on ertain IT security requirements to beenby the IT environment. \When 1
cape the environmental I'Becurity requiements mustbe clearly stad andevaluated inc
with the TOE requirements.

This family presnts evaluationequirements tbt permit the ewauator to-gtermine that

Su

necessaryor the evaluation of explicitlgtated requireents is covereth the APE_SRE

Af

The erm “IT security requirerents” refers to* TOE security equirements” and the o

iNng

The term “TOE scurity requirenents” refers to “TOE seurity functional requirementg

ILT
In
all
PH
AR

De

De

APH

b TOES
his is the
ontext

aPPis

table foruse as a atement of requirements f@an evaluatable FOE. The additiongl criteria

plication notes

luded“security requirementdgor the IT environment®.

OE securityassurance requirements”.
the APE_REQ.1 compent, the word*appropriate” is used to indicate thagrtain elg
W options incertain cases/Nhich gptions are appiable depends otthe given corext
. Detailed informtion for allthese‘aspects tontained in ISO/IEC 15408-1, AexB.

E_REQ.1 Protection Profile, IT security requirements, Evaluation requirements

pendencies:
APE_OBJ.1 Protection Profil e, Security objectives, Evaluation requiremer

veloper action-elements:

F REQ.L1D_) The PP developer shall provide a stateamt of IT security requir ements
of the PP.

family.

ptionally

And/or

ments
in the

hts

hs part

APE

Content and presentation of evidence elements:

APE_REQ.1.1C

security fun ctional requirements drawn from ISO/IEC 15408-2 fun
requirements components.

The statenent of TOE security functional requirementsshall identify the TOE

ctonal
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APE_REQ.12C

APE_REQ.13C

APE_REQ.14C

The statement of TOE security assurance requiraents shall identify the TOE
security assurance requirements drawn from ISO/IEC 15408-3 assurance
requirements components.

The statement of TOE security assurance requirenents should include an
Evaluation Asaurance Level (EAL) asdefined in ISO/IEC 15408-3.

The eviderce shall justify that the staement of TOE security assurance

APE_RHQ.15C

APE_RHQ.16C

APE_RHQ.1.7C

APE_RHQ.18C

APE_RHQ.19C

APE_RHQ.1.10C

APE_RHQ.1.11C

APE_RHQ.1.12C

APE_RHQ.1.13C

requirements is appropriate.

The PP shall, if appropriate, identify any security requirements for-the|IT

environment.

All completed operations on IT security requrements included’in the PP shall
be identified.

Any uncompleted operations on IT security requirements included in the PP
shall be identified.

Dependencies among the IT security requiréments included in thePRshopld
be satisfied.

The evidence shall justify why any< non-satisfaction of dependencig¢s is
appropriate.

The PP shall include a $atement of the minimum strength of fundion level for
the TOE security functionalirequirements, eithe SOF-basic, SOF-mediurn or
SOF-high, as appropriate.

The PP shall identify~any specific TOE security function&requirements for
which an explicit:strength of function is appropriate, together with the spedific
metric.

The security requirements rationale shall demonstratethat the minimdyim
strength, of function level for the PP,togeher with any explicit strength| of
function claim, is consistentwith the security objectives for the TOE.

The security requirements rationale shall demonstrate that the IT secyrity
requirements are suitable to meet the securitybjectives.

Thao cocuribr roaouu

APE_REG-4€

ramaonte ratinnala
TCTTCT o TotroT e

ogether forms a mutuallysupportive and internally

I _daomanctrata that tha ont rf IT
T

1
C—oTToOmty—roOgut oSt TtC— it aic— oSCT U

security requirem
consisent whole.

(0]
—
—

Evaluator action elements:

APE_REQ.11E

34
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APE_REQ.12E  The evaluator shall confirm that the statement of IT scurity r equirements is
complete, coterent, and internally consistent.
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4.6 Explicitly s tated IT security requirements (APE_SRE)

Objectives

If, after carefulconsideation, none of the requiremestomporentsin ISO/IEC 154082 or ISO/
IEC 15408-3 are readily appéicle toall or parts of the IT securityequirements, the PP author
may sate other requirements which do not referef®0/IEC 15408. Tie use of sud requirements
shell ejustifred:

This family presents evaluation requirements thatnpt the evalator to determine)hthat the
expligitly stated requements are early and unambiguouslyexpressed. The ~gvadtion| of
requi:lements taken from ISOME154(8 in conjunction with valid explicitly sated security
requiements is adessed by theAPE_REQ family.

Expligitly stated IT security requirements for a TOE presentedited in aPPneed tde evalugted
in order todemonstrathatthey areclearly aml unambiguously expressed.

Appli¢ation notes

Formulation of the exptitly stated requirements in a stru¢tucemparable to those of existing
ISO/IEC 15408 componesitand elements involves~choosing similar labelling, majofe
expregsion, and level of detail

Using the ISO/IEC 15408 regeinents as a mo@l means tht the requirements can be ¢learly
identified, that they are self-contained, and thaig@ication of eacheguirement is feasiblgnd
will yield a meaningful evaluation result based oncamplian@ staement of the TOE for [that
paticulilar requirement.

The term “IT security requirements®refs to “TOE security requirements” and the optionally
included “securityrequirements fothe IT environment”.

The term “TOEsecurity requirements” refers to “TOE security funcilorequirements” and/or
“TOE|security assuranceequirements”.

APE_[SRE.1 Protection Profile, Explicitly stated IT security requirements,
Evatuation requirements

Depepdengies:
APE_REQ.1 Protection Profile, IT security requirements, Evaluation

requirements
regureents

Developer action elements:

AapE_sre.11D  ThePP develope shall provide a statement of T security requirements a part
of the PP.

AaPE_sre.12D  The PP dewloper shall provide the security requir ements rationale.
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Content and presentation of evidence elements:

ape_sreric  All TOE security requirements that are explicitly stated without reference to
ISO/IEC 154@8 shall be identified.

ape_srer2c  All security requir ements for the IT environment that are explicitly stated
without reference to ISO/IEC 15408shall be identified.

APg_srer3c  The evidene shall justify why the security requirements hadto be explicitly
stated.

APg_srerac  The explicitly stated IT security requirements shal use the ‘ISO/IEC [15408
requirements componentsfamilies and classes aa modelfar_presentation.

APg_sreisc  The explicitly stated IT security requirements shall be-measurable and state
objective evaluationrequirements seh that compliance or noncomplignceof
a TOE can be determined and systematically demenstrated.

APE_sreiec  The explicitly stated IT security requirements shall be cledy and
unambiguously expressed.

APg_srer7c  The security requirements rationale )shall demonstrate that the assurance
requirements are applicable and. appropriate tosupport any explicitly stated
TOE security functional requirements.
Evaluator action elements:

APg_sRel1E  The evaluator shall~eonfirm that the information provided mests all
requirements for centent and presentation of evidence.

APE_srRe12E  The evaluator‘shall determine that all of tle dependencies of the explicitly
stated IT security requirements have been identified.
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5 Class ASE: Security Target evaluation

The goal ofan ST evaluation is toainonstate that the ST is complete, consistent, tecdhyi
sound, and hence suitable tare as tabasis for theeorrespondingl OE e\aluation.

Figure 5.1 shows the fanel within this class

Class ASE: Securityarget evalwation

— ASE_DES: Securityfarget, TOE description —

— ASE_ENV: Security Target, Security environment -

— ASE_INT: SecurityTarget, ST infraduction .

— ASE_OBJ:SecurityTarget; Security objectives —

— ASE_PPCSecurityTarget, PP claims —

— ASE_REQ:SecurityTarget, IT securityequirements

| ASE-SRE: 8curity Target, Explicitly statedT security |
requirements

L ASE_TSS: Securitfarget TOE summary specificatior—

1|
i
1|
1|
i
1|
|
i

Figure 5.1 - Searity Target evaluation class deomposition
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5.1 TOE description (ASE_DES)

Objectives

The TOE descriptiorsian ad to the understandirg of the TOE’s securiy requirements. Evaluation
of the TOE description igequred toshow that it is coherent, internally consistent eodsistent
with all othe pats ofthe ST.

ASE_|DES.1 Security Target, TOE description, Evaluation requirements

Depepdencies:
ASE_ENV.1 Security Target, Security environment, Evaluationggquirements
ASE_INT.1 Security Target, ST introduction, Evaluation requitements
ASE_OBJ1 Security Target, Security objectives Evaluation requirements
ASE_PPC1 Security Target, PP claims, Evaluation requirements

ASE_REQ. Security Target, IT security ~requirements, Evaluation
requirements

ASE_TSS1 Security Target TOE summary specification Evaluation
requirements

Developer action elements:

Ase_pgs.1.1D  Thedevelger shall provide aTOE description as part ofthe ST.
Contgnt and presentation of evidence elements:

ase_pgs.1.1c  The TOE description shall asa minimum describe the product orsystem type,
and the scpe and bourdaries of the TOE in general terms both h a physjcal
and a logicalway:

Evaluator action elements:

Ase_Dgs.1.1E  Thetevaluator shall confirm that the infor mation provided mees |all
requirements for content ard presentation ofevidence.

AsE_pgs.1.2e- . The evaluator shall confirm that the TOE description is coherent and
internally consistent.

Ase_Des.1.3e  The evaluator shall confirm that the TOE description is consistent with the
other parts of the ST.
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5.2 Security environment (ASE_ENV)

Objectives

In orderto determine whether the Becurity requiremensin the ST are sufficient, it is important
that the security problem to be sobd is ckarly understood byall parties to tle evaluation.

AS

De

De

ASH

Cd

ASH

ASH

ASH

EV

ASH

ASH

AL
I

| — | — 4 a3 e - el b a3 e - N | — 1 i . b
L_LINV.1 OCLUIlYy Tdlytt, ocUUIIlYy CTIVITUMTTICTIL, LvVaiuatuUlT TeyYuIrcITictiie

pendencies:
No demndencies.

veloper action elements:

E Env.Lip - The developer shalprovide a statament of TOE secuyity environment &
of the ST.

ntent and presentation of evidence elements:

F ENv.Lic The statenment of TOE security envirgnment shall identify and explg
assumptiors about the intended usage of the TOE and the environment
of the TOE.

F ENv.12c - The statenent of TOE security ‘environment shall identify and explg

required, either by the TOE or by itsenvironment.

F ENv.1.3c The statenent of FOE security environment shall identify and explg
organisational security policies with which the TOE must comply.

aluator action elements;

F ENv.11E The evaluator shall confirm that the information provided megq
requirements for content and presentation of evidence.

F Env.1.2E <{2The evaluator shall confirm that th e statement of TOE security enviro
is coherent and internally consistent.

1S part

in any
ofuse

in any

known or presumed threats to the assets against which protection will be

in any

ts all

hment
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5.3 ST introduction (ASE_INT)

Objectives

The ST introduction contains identification and indexing material. Evaluation of the ST
introduction is required todemonstrate that the S3 correctlyidentified andthatit is consistent
with all othe pats ofthe ST.

ASE_|INT.1 Security Target, ST introduction, Evaluation requirements

Depepdencies:

ASE_DES1 Security Target, TOE description, Evaluation requirements
ASE_ENV.1 Security Target, Security environment, Evaluation“requirements
ASE_OBJ1 Security Target, Security objectives Evaluation requirements
ASE_PPC1 Security Target, PP claims, Evaluation requirements

ASE_REQ. Security Target, IT security ~requirements, Evaluation
requirements

ASE_TSS1 Security Target TOE summary specification Evaluation
requirements

Developer action elements:

AsE_INT.1.1D  The develger shall provide an.STintroduction as part of the ST.
Contgnt and presentation of evidence €lements:

Ase_NT.11c  The ST introduction™shall contain an ST identification that provides the
labelling and descriptive information necessary to control and identify he ST

and the TOE t0 which it refers.

Ase_INT.2.2c  The ST jntroduction shall contain an ST oerview which summarises the ST in
narrative-form.

ASE_INT.2.3¢  THe ST introduction shall contain a ISO/IEC 15408 conformance claim lpat
states any evaluatable clan of ISO/IEC 15408 conformance for the TOE.

EvaIU|ator action elements:

Ase_INT.L1E  The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.

AsE_INT.1.2E  The evaluata shall confirm that the STintroduction is coheent and internally
consisent.

ASE_INT.1.3E The evaluator $all confirm that the ST introduction is consisteh with the
other parts of the ST.
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5.4 Security objectives (ASE_OBJ)

Objectives

The seurity objectives are a conaesstaement of the irgnded response to the security problem.
Evaluation of tle security objectives is required todemonstrate that éhstatel objectives
adequatelyaddress the exurity problem. The securitpbjectives are categoes as security
object . . . _ pTecthes for
both the TOEand the environment must be shown to be traced back to the identika
colinered and/or policies and assumpsdo bemet byeach.

ASE_OBJ.1 Security Target, Security objectives, Evaluation requirements

Dgpendencies:
ASE_ENV.1 Security Target, Security envronment, Evaluation requireménts

Developer action elements:
Asg_oBi11D  Thedeveloper shalprovide a statement of:security objectiveaspart of the ST.
Asg_oBi12p  The developer shall grovide the secdrity obgctives rationale.
Cantent and presentation of evidence elements:

Asg oBi1ic  The statement of seurity objectives shall cefine the security objectives|for the
TOE and its environment.

Asg_oBil2c  The seurity objectives for the TOE shall be atarly stated and traced hak to
aspects of the identified threats to be counted by the TOE gnd/or
organisational(security policies tdoe met by the TOE.

Asg_oBi13c  The security objectives for the environment shall be cledy stated and{raced
back tg-aspects of identified theats not compétely countered by the TOE and/
or grganisational security policies or assumptions not complely met py the
TOE.

Asg_oBJ.14c._) The security objectives rationaleshall demonstratethat the stated security
objectives are suitable to counter the identified theats tosecurity.

Ast-oB3isc——The-security objectivesrationaleshall demonstratethat the statad sacurity
objectives are suitable to cover all of the iehtified organisational seurity
policies and assumptions.

Evaluator action elements:

AsE_oBi1iE  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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Ase_oBJ.1.2E  The evaluator shall confirm that the statement of security obgctives is
complete, coherent, andnternally consistent.
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5.5 PP claims (ASE_PPC)

Objectives

ISO/IEC 15408-3:1999(E)

The goal of the ealuation of the Security Target PPaghs is todeermine whethethe ST is a
correct instantation of the PP.

Appticationmotes

The family applies only in thease of a PP claim. In all other cases, no develgper a|
evaluatoraction is necessary.

ction and no

Alihough additional evaluation activity is ressary when a PP claim is ma&lthe STevaluation

eff
ev

AS

Deg

Deg
ASH

ASH

Cd

ASH

ASH

prt is generally smaller than rases whre no PP is used because jtvis possibleuse

hluation esults for the I evaluation.

E_PPC.1 Security Target, PP claims, Evaluation requiements

pendencies:
ASE_OBJ.1 Security Target, Security objectives, Evaluation requrement
ASE_REQ. Security Target, [T security requir ements, Eva
requirements

veloper action elements:

e prc.11D The developer shall rovide any PP clains aspart of the ST.

F prc12p - The developer shall provide the PRlaims rationale for each provid
claim.

ntent and presentation-of evidence elements:

F prc.11c - Each(PP claim shall identify the PP for which compliance s being clg
including qualification s needed for thatclaim.

F prc.12c~< Each PP claim shall identify the IT security requirements statement
satisfy the permitted operations of the PP or oterwise further qualify t
requirements.

the PP

5

uation

ed PP

iimed,

s that
ne PP

ASE_PPC.1.3C Each PP Claim shall identity security objectives and |1 security requir

statements contained in he ST that are in addition to tho® contained
PP.

Evaluator action elements:

ASE_PPC.1.1E

requirements for content and presentation of evidence.

nments
in the

The evaluator shall confirm that the information provided meets all
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ase ppc.12e  The evaluator shallconfirm that the PP claims ae a corr ect instantiation of
the PP.
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5.6 IT security requirements (ASE_REQ)

Objectives

The IT security requireemtschosen for a TOE and presented or cited in an ST need to be ethluat
in order to confirm that they are interngltonsistent athlead tothe deelopment ofa TOE that
will meetits security objectives.

T)—iis family presents evaluatioequirements that permit the @wator to deérmine that'gn ST is
sujtable for use as aatgment of requirements for tiserresponding TOE. The additidrgriteria
necessaryor the evaluation of explicitlgtated requireents is covereth the ASE . SRE [family.

Agplication notes

The &rm “IT security requirerents” refers to* TOE security equirements” and the optionally
ingluded“security requirementdor the IT environment”.

The term “TOE ecurity requirenents” refers to “TOE seurity-functional requirementggnd/or
“TOE securityassurance requirements”.

In the ASE_REQ.1 compent, the word*appropriate™is used to indicate thagrtain elgments
allpw options incertain casesNhich options are appdable depends otihe given corext|in the
ST. Detailed informatiofor all theseaspectis contain€ in ISO/IEC 154081, Annex C.
ASE_REQ.1 Security Target, IT security-+requirements, Evaluation requirements

Dgpendencies:
ASE_OBJ1 Security Farget, Security objectives, Evaluation requrement

U7J

Developer action elements:

Aasg REQ.11D  The developer shall provide a statement of IT security r equirements as part of
the ST,

Asg REQ.120  The developer shall povide the security requirements rationag.
Cantent ahd presentation of evidence elements:

Ast REQTic  The statement of TOE security functional requirementsshall identify th ¢ TOE

ASE_REQ.12c  The statament of TOE security assurance equirements shall identify the TOE
security assurance requirements drawn from ISO/IEC 15408-3 assurance
requirements components.

ASE REQ.13c  The statement of TOE security assurace requirements should include an
Evaluation AssurancelL evel EAL) as definedin ISO/IEC 15408-3.
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EC

AsE_ReQ.1.4c  The eviderce shall justify that the staement of TOE security assurance
requirements is appropriate.

Ase_ReQ.15c  The ST shall, if appropriate, identify any security requirements for the IT
environment.

Ase_ReQ.16c  Operations on IT securityrequirements included in the ST shall be identified
and performed.

Aase_rEQ.L.7c  Dependencies among the IT security requirements includea the SFshopld
be satisfied.

Ase_rRgQ.18c  The evidence shall justify why any non-satisfaction of dependencig¢s is
appropriate.

Aase_rgQ.19c  The ST shall include a statement ofhe minimum strength of function level|for
the TOE security functional requirements, eithe SQF-basic, SOF-medium or
SOF-high, as appropriate.

Ase_rgQiioc  The ST shall identify any specific TOE security function& requirements [for
which an explicit strength of function is appropriate, together with the spedific
metric.

Ase_REQii1ic The security requirements rationale shall demonstratethat the minimyim
strength of function level for the ST togeéher with any explicit strength| of
function claim is consistent with the security obgctives for the TOE.

Ase_RHQ112c  The security requirements’rationale shall demonstrate that the IT secyrity
requirements are suitable to meet the securitybjectives.

ASE_RHQ113c The security reguirements rationale shall demonstrate that the set qf IT
security requifements together forms a mutuallysupportive and internally
consisent whole.

Evalugator action elements:

ASE_REQ.L.1E  The" evaluator shall confirm that the infor mation provided mees |all
requirements for content ard presentation ofevidence.

Ase_REQ42E~ The evaluator shall confirm that the statement of IT security requiements is
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5.7 Explicitly stated IT security requirements (ASE_SRE)

Objectives

If, after careful consideration, none oétlequirements components ISO/IEC 15408-2 otSO/
IEC 15408-3 are readilgpplicable to all or parts of thél security requirements, the Suthor
may stateother requirements whh do not eferene ISO/IEC15408. Thauseof suchrequirements

sh

This family presents evaluatioquirements thapermit the evaluator to detering

ex
re
re

EXplicitly stated IT scurity requirements for a TOE presented or ctite an ST nee

ev
Af

Fo
IS
ex

Ug
id_e

[
P

The erm “IT security requirerents” refers to* TOE security equirements” and the o

ing

The term “TOE scurity requirenents” refers to “TOE seurity functional requirementg

HT

AY

De

LLL - N o (]
AITUC JUSUiIcuU.

plicitly stated requirements are clearly and unambiguously expressed.. The
quiremerg taken from ISO/IEC 15408 in conjunction with validxplicitly” Stated s
quirements is addressieyithe ASE_REQamily.

hluated in order tdemonstratéhat trey are clearly andunambiguously expressed.
plication notes

rmulation of the explicitly statecgquirements in a structure comparable to those|
D/IEC 15408 components and etns involwes\‘choosing similar labelling, m
pression, ancdelel of detail.

ing the ISO/IEC 15408 requirements as“a modehméhat the requirementsicbe
ntified, that theyare self-contained, and-that the application @haaquirement is fea

| yield a meaningful ealuation result, lased ona compliage statement of the Tf
ticular requirement.

luded“security requirementgor the IT environment”.

OE securityassurance requirements”.

E_SRE.1 Security Target, Explicitl y stated IT secu rity requirements, Evaluat
requirements

pendencies:
ASE_REQJ1 Security  Target, IT security requir ements, Eva

b that the
evaluation of
Eurity

d to be

of existing

anner of

clarly
sible and
br that

pbtionally

And/or

on

uation

requirements
feguirements

Developer action elements:

ASE_SRE.1.1D

the ST.

Ase_sre.12D  The developer shall grovide the security requirements rationag.

The develogr shall provide a statement of IT security r equirements as part of
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Content and presentation of evidence elements:

ASE_SRE.1.1C

ASE_SRE.1.2C

EC

All TOE security requirementsthat are explicitly stated without reference to

ISO/IEC 15408 shall badentified.

All security requirements for the IT environment that are explicitly stated

without referenceto ISO/IEC 15408 shall be identified.

ASE_SHE.1.3C

ASE_SHE.1.4C

ASE_SHE.1.5C

ASE_SHE.1.6C

ASE_SHE.1.7C

Evalu@ator action elements:

ASE_SHE.1.1E

ASE_SHE.1.2E

The evidence shdljustify why the security requrementshad to be explic
stated.

tly

The explicitly stated IT security requirements shalluse the ISO/AEC 15408
requirements components, families and classes as a model foppresentation.

The explicitly stated IT security requirements shall be measurable and
objective evaluationrequirements such that compliance or noncompliang
a TOE can be determinel and systematically demonsirated.

State
e of

The explicitly stated IT security requirements shal be clarly and

unambiguously expressed.

The =ecurity requirements rationale shall demonstrate that the assur

ance

requirements are applicableand appropriate to support any explicitly stated

TOE security functional requirements.

The evaluator shall caonfirm that the infor mation provided mees
requirements for content ard presentation ofevidence.

The evaluator shall determine that all of the dependencies dhe explic
stated IT security requirements have bea identified.

all

=

y
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5.8 TOE summary specification (ASE_TSS)

Objectives

The TOE sumrary specificationprovides a high-level definition of the security functied

ISO/IEC 15408-3:1999(E)

aimed

to meet the functional requirements and of the assurance measures taleen ttterassurance

requirements.

Agplication notes
The rebtionship letween the IT scurity functions and the TOE security funct@requir
sfaction of atéad one security requirement order be able toclearly define tre TSF.S

fupctions that do not fulfil this requirement should normally be necessary. Note, hov
requirement that security function contribugeto the stisfactien of at leas one 3

Pments

cah be a “many to many&lationship. Nevertheless, every security functionesshall contribute to the

Curity
evegf th
eurity

requirement is worded in a quite gesd manner, so # all the security functions found to be

usgfulfor the TOE should bpistifiable.

e saetement of assance measures is of specific relevance in all those cases whe)
Juirements not taken from ISO/IEG408 arencluded inthe ST. If the TPsecurity as
quirements in theTSare exclusively based on ISO/IEC 15408 evaluation assura

re
re

re assurance
surance
nce levels or

other ISO/IEC 1540&ssurance components, then the assurance nesasuid be prespted in

the

In
al
ST

the ASE_TSS.1 component, the wombgropriate” is used to indicate thegrtain elg
DW options incertain casesNhich options are apptable depends otie given corext
. Detailed informatiofor all theseaspectis contain€ in ISO/IEC 154081, Annex C.

ASE_TSS.1 Security Target, FOE summary specification, Evaluation requirementg

Dgpendencies:

ASE_REQJ Security  Target,
requirements

IT security requir ements, Eva

Developer action-elements:

Asg_Tss.1.10._) The developer shall povide a TOEsummary specification agart of the

Asg_tss;12p  The developer shall povide the TOEsummary specificationrationale.

pform of areference to the documents that stibatthe assuance requirements areet.

bments
in the

uation

p ST.

Content and presentation of evidence elements:

Ase_tss.1.ic  The TOE summary specification shall describe the IT security functions and
the assurance measures of the TOE.
Ase_tss.12c  The TOE summay specification shall tace the IT security furctions to the

TOE security functional requirements such that it can be seen which IT
security functions satisfy which TOE security functional requirements and
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ASE_TSS.1.3C

ASE_TSS.1.4C

that every IT security function contributes to the satisfaction of at least
TOE security functional requirement.

EC

one

The IT seaurity functio ns shall be defind in an informal style to a level of

detail necessary for understanding theiintent.

All refer encesto security mechanisms inclued in the ST shall betraced to the

relevant seur ity functions so that it can beseen which security mechani

sms

ASE_Tds.1.5C

ASE_Tds.1.6C

ASE_TSS.1.7C

ASE_TSS.1.8C

ASE_Tds.1.9C

ASE_TSS.1.10C

Evaluator action elements:

ASE_TYS.1.1E

ASE_TSS.1.2E

are used in theimplementation of each function.

The TOE summary specification rationale shall demonstrae that. the
security functions are suitable to meet the TOE seurity’ “functior
requirements.

The TOE summary specification rationale shall demonstrate that
combination of the specifed IT security functions work together so as to sa
the TOE security functional requirements.

The TOE summary speciftation shall trace theassuance measues to
assurance requirements so that itan beseen-whit' measures contributeto
satisfaction of which requirements.

The TOE summary specification .rationale shall demonstrate that
assurance measues meet all assutance requirenents of the TOE.

The TOE summary specification shall icentify all IT security functions th
are realised by a probabilistic or permutational mechanism, as approprig

The TOE summay specification shall, for each IT security function for whi
it is appropriate, state'thestrength of function claim either as a specifianet
or as SOF-basig: SOF-medium or SOF-high.

The evaluator shall confirm that the infor mation provided mees
requirements for content ard presentation ofevidence.

The evaluator shall confirm that the TOE summay specification is complq
coherent, and internally consistent.

IT
al

the
[isfy

he
he

the
at

te.

Ch
ic,

all

pte,
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6 Evaluation assurance levels

The Evaluation Assuranceelels (EALS) provide an increasing scaleatipalances the level of
assurance obtained with theg and feasibility obcquiring that égree ofassurace. TrelISO/IEC
15408 approeh identifies the separate capts of assurance in a TOE at the end of the eirahy
and of mainenance of that assurance durthg operational wsof the TOE.

It is important to note that not all families and components from ISO/IEC 15&fBH$cIlIJded in
the EALs. This is not to say that thesend provide meaningful and desirable assurangesalhst
it is expeotd that these families andcomponents will beonsidered foaugmentation ocdn EAL

in fhosePPs and&Ts forwhich theyprovideutility.

6.l Evaluation assurance leve | (EAL) overview

Taple 6.1 repesents a summary of the EALs. Temlumns epresent dierarchically ordfed st
of |EALs, while the rows represent assurance familieshEamnber in the resulting matrix
identifies a specific assura@comporent where applicable.

Ag outlined in the next subclauseven hierarchically. ordered awation assurance lgvels are
defined in ISO/IEC 15408 for theting of a TOE'sassurae. They are lerarchically ¢rdeed
ingsmuch as e EAL represents more assuranee than all lower EALsindnease in agsurance
frgm EAL to EAL is acomplishal by substitutiorof a hierarchically higler assurace component
frgm the same assuranfamily (i.e. inceasing rigour, scopand/or depth) and from thefidition

of pssuance components from other assurance familiesg@ddingnew requirements).

These EALSs consist @h appropriate.combinatiasf assuance components as describef in clause
2 ¢f this part of ISO/IEC 15408:‘More preciselysle&AL includes no moréhan one component
of pach assuranceamily andallhassurance @endenas of every component are addregsed.

While the EALs aredefined in ISO/IEC 15408, it is possible to resent other combingtions of
assurane. Specifically, thenotionof “augmentatioh allows the additionof assuranceomponents
(from assuence families not already included in the EAL) or thabstitution of agsurance
comporents (wjth-another hierarchically higher assurance component in the s
family) to an EAL. Of the assance constructs defined in ISO/IEC 15408, only EALsS may be
aupgmented-The notion of an “EALminus a constituenassuance component” is not cegnised
by|the standard as a valichich. Augmentation carries with it thebligation on the pait of the
clgimantito justify the utility andaddded value of the added asswacomponent to the EAL. An
EAL.wmay also be exterd with explicitly stated assurance requirements.

6.2 Evaluation assurance leve | details

The following subduses provide definitions @he EALS, highlightingdifferences beteen the
specific requirerants and the prose charactetfisns of those requirements using bold type.

53

€ assurance


https://iecnorm.com/api/?name=83e3942e4ac10156b3ac397758e5ca33

ISO/IEC 15408-3:1999(E) © ISO/IEC
Table 6.1 - Evaluation assurance level summay
Assurance | Assurance Assura_rmeComponents by
Class Family Evaluation Assurace Level
EALL1 | EAL2 | EAL3 |EAL4 | EALS | EALG6 | EAL7
- — [ ACM—AUDT T T 2 2
Configuration xey"capl™ 1 | 2 | 3 | 4 | 4 | 5 | 5
management —
ACM_SCP 1 2 3 3 3
Delivery and | ADO_DEL 1 1 2 2 2 3
operation | ADO_IGS 1 1 1 1 1 1 1
ADV_FSP|| 1 1 1 2 3 3 4
ADV_HLD 1 2 2 3 4 5
ADV_IMP 1 2 3 3
Development ADV_INT b1 2 3
ADV_LLD 1 1 2 2
ADV_RCR| 1 1 1 1 2 2 3
ADV_SPM oV 1 3 3 3
Guidance |AGD_ADM 1 1 1 1 1 1 1
documents | AGD_USR]|| 1 1 1 1 1 1 1
ALC_DVS O 1 1 1 2 2
Life cycle | ALC_FLR ,@
support | ALC_LCD QY 1 2 2 3
ALC_TAT [ «© 1 2 3 3
ATE_CQV. 1 2 2 2 3 3
Tests ATE_DPT 1 1 2 2 3
ATE. FUN 1 1 1 1 2 2
ATE_IND 1 2 2 2 2 2 3
AVA_CCA 1 2 2
Vulnerapility | AVA_MSU 1 2 2 3 3
asesgnent | AVA SOF 1 1 1 1 1 1
AVA VLA 1 1 2 3 4 4
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6.2.1 Evaluation as surance | evel 1 (EAL 1) - functionall y tested

Ob

jectives

ISO/IEC 15408-3:1999(E)

EALL is appli@ble where some confidence @orrect operation is requéd, but the thrats to
security are not vewed as serious. It will be of value where independent assurance is required to
support the contention that dugre has been excised with respect tthe protection of persoal
or similarinformation.

EA
teg

intended thaan EAL1 evalwation could be successfully conducted without assistan
dejelopernf the TOE,and for minima outlay.

Ar
Wi

Agsurance components

EA
fu

understand the securitybehaviour.

The analysis s supported by independent testing of the TOE security functions.

L1 provides an evaluation of the TOE aad®available to the customer, including/independent
ting aginst a speification, and an examination of the guidance doentation provided. It is

evaluation at thiselvel should provide evidenceatthe TOE futions th a maner cor
h its dacumentationand that it provides useful protecti@gainst identified theats.

L1 (see Table 6.2) mvides a basiclevel of assuranceby an analysis of thesq
ctions using a functional and interface ecification and guidance documenta

ce from the

sistent

cur ity
[ion, to

This EAL provides a meaningful increase'in assurance over an unevalwalt 1T product or
sygtem
Table 6.2- EAL1
Assurance class Assurance components
Cpnfiguration management| ACM_CAP .1 Version rumbers

Delivery and operation | ADO_IG S.1 Installation, generation, and start-up proce

jures

ADV_FSP.1 Informal functional specification

Develgyment ADV_RCR.1 Informal correspondence demonstration

AGD_ADM.1 Administrato r guidance

. t .
Guidance documents AGD_USR.1 User guidance

Tests ATE_IND.1 Independent testing - conformance
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6.2.2 Evaluation assuranc e level 2 (EAL2) - structur ally tested
Objectives

EAL2 requires the co-operatiafithe developer iterms d the delivery édesign information and
test results, ishould not derand more effort orthe part of the developer thaxconsistentvith
good commercial paiice. As seh it should not require a substatiyi increased investment of
cost or time.

EAL2|is therefore applicable in those circumsenwhere developers orers require-&loyw to
modefate level of independently assured security in the absence of ready availahility of the
compkte development record. Such a situation may arise when securing leganssgstwhere
acesg to the developer may hmited.

Assurpnce components
EAL2| (see Bble 6.3) provides assance by an analysis of thesgirity functions, using a

functipral and interéce specification, gumhce documentatioand(the high-level desigrof the
TOE, to understand the securighaviour.

The apalysis is supported by independent testing of ¢he” TOE security funotddsnce| of
develpper testingbased m the functional specificatian, selectiveindependent confirmation|of

the dgveloper test resultsstrength of function analysis and evidence of adeveloper segrch
for obyious vulnerabilities (e.g. thogin the public. domain).

EAL2|also provides assurance throuly a configuration list for the TOE, and evidence of
secure delivery procedurs.

This BAL represents a meaningful increase in assurancerbm EAL1L by requiring developer
testing, a vulnerability analysis,.and independent testing basedipon more detailed TQE
specifjcations.
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Table 6.3 - EAL2

Assurance class Assurance components
Configuration manageent | ACM_CAP.2 Configuration items
ADO_DEL.1 Delivery procedures
ADO _IGS.1 Installation, generation,and start-up procedures
ADV_ESP.1 Informal functional specification
Devdopment ADV_HLD.1 Descriptive high-level design
ADV_RCR.1 Informal coresponence demonstration
AGD_ADM.1 Administator guidance
AGD_USR.1 Useguidance
ATE_COV.1 Evidence of coverage
Tests ATE_FUN.1 Functional teging
ATE_IND.2 Independent testing -.sample
AVA_SOF.1 Strengh of TOE security function evaluation
AVA_VLA.1 Developer vulnerability analysis

Delivery and operation

Guidance documents

<

ulnerability assessment
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Evaluation assurance level 3 (EAL3) - methodically tested and checked

Objectives

EC

EAL3 permits a conscientious developer to gain maximum asseirfrom positive security
engineering at theedign stage without substantial alteration of existing soumeldpment
practices.

EAL3
indep
develd

Assur

EAL3
functi
TOE,

The a
develd
indep
ofad

is applicable in those cumstances where devebsp or ugrs require a modete level
endently assured security, arefjure a theoough investigation of the TOE-an
prent without subsdntial re-engineering.

Ance components

(see Eble 6.4 provides assance by an analysis of theecurity. functions, usir
brel and inerface specifiation, guidance documentation, and the high-level desig
to understand the securitghaviour.

halysis is supported hypdepenént testing of theTOE sesurity functions, eviderce
per esting kased on thefunctional specifietion and high-levd design selec
endent confiration of the developer test results, strength of function analysis, and
veloper search for obvious vulneraleditie.g. those 'in theublicdomain).

EAL3

also provigs assurance throughe use of.development environment controls, T

configuration management,and evi@énce of securdelivery procedures

This EAL represents a meaningful increase n assurance fom EAL2 by requiring mg

comp
provia

ete testing covieage of the security’functios and mechanisms and/or procedures
e someconfidence that be TOE will not be tampered with during development.

of

d its

g a

n of the

of
tive
evidence

[OE

re
that
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Table 6.4 - EAL3

Assurance class

Assurana components

ACM_CAP .3 Authorisation controls

Corfiguration managemer

ACM_SCP.1 TOE CM cove age

ADO_DEL.1 Delivery pocedures

Delivery and operation

ADO _1GS 1 Indallation generation, ahstart-up pocedur

S

ADV_FSP.1 Informal functional specification

Development

ADV_HLD.2 Security enforcing high-level design

ADV_RCR.1 Irformal corespondencdemorstratign

Guidance documents

AGD_ADM.1 Administator guidance

AGD_USR.1 Useguidance

Life cycle support

ALC_DVS.1 Identification of searity-measures

ATE_COV.2 Analysis of coverage

Tests

ATE_DPT.1 Testing: high-leveldesign

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing - sample

AVA_MSU.1 Examination of guidance

Mulnerability assessment

AVA_SOF.1 Strength & TOE securityfunction evaluation

AVA_VLA .1 Developer vulnebility analysis
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6.2.4

Evaluation assurance level 4 (EAL4) - methodically designed, tested, and
review ed

Objectives

© ISO/IEC

EAL4 permits adeveloper tgain maximumassurance from positive agrity engineering based
on goodcommecial development practices whichthough rigorous, do not requissibsantial
specialist knowledge, skills, and aghresoures. EAL4 is the higest level at which it is likely to

be ecgnomcally feasible toretrofit toan existingproduct lire.

EAL4

to high level of inépendently assured security in conventiamahmodity TOEsandare pepal

to incu

Assurpnce components

EAL4

functipral andcompleteinterface speification, guidancedocumentation, tahigh-leveland Io
level gesign of the TOEand a subset of the implementationto understand the se

behav
policy

The apalysis is supported bypdepeneént testing of theTOE security functions,eviderce

develd

independent confirmation of the ddoper test results, strength of function analyasigjence
per search for vulnerabilitieand anindegpendent vulnerability analysis demonstrating
resist@ince topenetration attackers with afowattack potential.

develd

EAL4

additipnal TOE configuration manageent including automation, and evidence of s¢

delive

This B
desig
proce
devel

is thereforeapplicable in those cicumstances where developers or users require a

r additional security-specifiengineering costs.

(see Eble 6.5 provides assance by an analysis of thecsirity functions, usin

our. Assuranee is additionally gained through an informal model of the TOE secu

pe testing based on the funct@nspecification ad high-level design, sele

also provides assurape through the use of developmt environment controls 3
y proceduses.
FAL represents a meaningful increase n assurance fom EAL3 by requiring mg

dures that pravide confidence that the TOE will not be tampered with dur
bpment or delivery.

moderate
red

g a
W_
Curity
ity

of
ctive
Of a

ind
bcure

re

W description, a~subset of the implementation, and improved mechanisms &and/or

ng
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Table 6.5 - EAL4

Assurance class Assurance components
ACM _AUT.1 Partial CM automation
Configuration managemenACM_CAP.4 Generation support and accetanceprocedures
ACM_SCP.2 Problem tracking CM coverage
ADO_DEI .2 Detedion of modification
ADO_IGS1 Installation geneation, and start-uprocediregs
ADV_FSP.2Fully defined external interfaces
ADV_HLD.2 Security efiorcing high-levédesign
ADV_IMP.1 Subset of he implementation of-the TSF
ADV_LLD.1 D escriptivelow-level design
ADV_RCR.1 Informal correspondemr@emonstration
ADV_SPM.1 Informal TOE security policy model
AGD_ADM.1 Administator guidance

AGD_USR.1 User guidance

ALC_DV S.1 Identification ©f security measures

Life cycle support ALC_LCD.1 Developerdefind life-cycle model
ALC_TAT .1 Well-defined developmert tools
ATE_COV.2 Analysis 6coverage

ATE_DPT.1 Testing: high-level design

ATE_FUN.1 Functional testing

ATE_IND:.2 Independent testingsample
AVA~MSU.2 Validation of andysis

ulnerability assessment AVA_SOF.1 Strengtlof TOE security function evaluation
AVA_VLA.2 Independent vulnerability analysis

Dellvery and operation

Development

Guidance documents

Tests
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6.2.5 Evaluation assuranc e level 5 (EAL5S) - semiformally designed and tested
Objectives

EALS5 permits a developer to gain maximum assurance from security engineering based upon
rigorous commercial development practices supported by moderate applicHtiopecialist
securityenginering techniques. Such TCE will probably be designednd developed witkhe

intent of achieving EALS assurance. It is likely that the additional costs attributable to the EAL5S
requirements, relative to rigorous development without the application oblsgetitechnigues,

will ngt be large.

EALS|is theefore applicable in those circumstances where developersisrreguire a high level
of independently assured security in a planned development and require a-rigevelespdgnt
appropch withouincurring unreasonable casittributableto speialist security enginesring
techniques.

Assurpnce components

EAL5| (see Bble 6.6 provides assance by an analysis ofthescsirity functions, using a
functipral and complete interface specificatiguidance documentation, the high-level and low-
level gesign of the TOE, arall of the implementation{to understand the securiyalsiqur.
Assuignce is additionallygained througha formal modelof the TOE security policyand a
semifprmal presentation of the functional spegification and high-level @sign and a
semifprmal demonstration of correspondene between them. A modula TOE design is also
requirgd.

The apalysis is supported bypdepenént -testing of theTOE security functions, eviderce|of
develqper testing based on the functiorral specification, tegél-ldesignand low-level des|gn
selective independent commation of-thedevelope test resultsstrength offunction analysis,
eviderjce of a develog search for vulerabilities, and an independent vulnerability analysis
demomstating resistance to penetration akers with amoderate attack potential.The analysis
also ipcludes validationof the developer’s covert channel analysis.

EAL5| also providesassurance through the use of a development em&oin controls and
comprehensiveTOE(Configuration nanagement including automatioand evidewe of seg¢ure
delively proceduses!

This EAL represents a meaningful increase in assurance from EAL4 by equirifg
semifprmal design descriptions, the entire implementation, a more structured (and hence
analysable) achitecture, cowert channel analysis, and improved mechanmmes and/or
procetidres—that—previde—econfidence—that—the—TOE—will-ret—be—tampered—with—auring

LA~ A" L= A Lulll'.l\al\a LA ALY “ulua
development.
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Table 6.6 - EAL5

Assurance class Assurance components
ACM_AUT.1 Partial CMautomation
Configuration managerent | ACM_CAP.4 Generation support and acceptancerocedures
ACM_SCP.3 Developmentools CM coverage
ADO_DEL.2 Detection of modification
ADO_IGS.1 Installationgereration and start-up-procedyres
ADV_FSP.3 Semiformal functional specification
ADV_HLD.3 Semiformal high-level design

ADV_IMP.2 Implementation of the TSF

Development ADV_INT.1 Modularity

ADV_LLD.1 Descriptive low-leyel'design

ADV_RCR.2 Semiformal corespondere demonstr atior
ADV_SPM.3 Formal TOE security policy model
AGD_ADM.1 Administrator guidance

AGD_USR.1 Useguidance

ALC_DVS.1 Identification of security meassr

Life cycle support ALC_LCD.2 Standardised life-cycle model

ALC_T AT.2.Compliancewith implementation standard$
ATE_COM.2 Analysis of coverage

ATE DPT.2 Testing: low-kbvel design
ATE~FUN.1 Functional testing
ATE_IND.2 Independent testing - sample
AVA_CCA.1 Covert channel analysis
AVA_MSU.2 Validation of aalysis
AVA_SOF.1 Strength & TOE securityfunction evaluation
AVA_VLA.3 Modera tely resigant

Delivery and opration

Guidance documents

Tests

Mulnerability assessmen

63


https://iecnorm.com/api/?name=83e3942e4ac10156b3ac397758e5ca33

ISO/IEC 15408-3:1999(E) © ISO/IEC

6.2.6 Evaluation assuran ce level 6 (EALG6) - semiform ally verified de sign and test ed
Objectives
EAL6 permit developes to gain high assurandeom application 6 secuity engineeing

techniques to a rigorous development environment in order to produce a premium TOE for
protecting highvalue assets against significaisks.

EALG|is therefore applicable to the dvelopnent of security TOEs for application in high risk
situations whezthevalue of theprotected assets justifies the additional costs.

Assurpnce components

EALG| (see HBble 6.7) provides assance by an analysis of theecurrity functions, using a
functipral and complete interface specificatiguidance documentation,'the high-level and low-
level design of the fothe TOE, ad a structured presentation of, the implementation, to
uncergtandthe security behaviguAssuiance is additionally gned throughaformal model othe
TOE gecurity policy, a semiformal presentation of thedtional sp&ification, high-level degix,
and lpw-level designand a semiformal demonstration of caorresporaemetveen them|. A
modularand layered TOE desig is also required.

The apalysis is supported byndepenént testing of the TOE security functions, eviderce|of
develgper testing based on the functional speatifa,<high-kevel design and low-level degign,
selective independent commation of thedevelopéjtest resultsstrength offunction analysis,
eviderjce of a develog search for vulerabilities, and an independent vulnerability analysis
demonsteting resistanceo penetration attackers with lsigh attack potential. The alysis glso
includes validation of tle develope's systematiccovert clannel analysis.

EAL6| also provides assurance_through the use dftractured development process,
develppnent environment contrgland compehensive T@ corfiguration management incliiding
completeautomationand eviderce of secure delivery procedures.

This EAL represents a meaningful increase n assurance fom EAL5 by requiring mqgre
compiehensive analysis; a structwed representation of the implementation, magre
architectural structdre” (e.g. layering), more comprehensive independent vulneralbility
analysis, systematic-covert channetientificatio n, and improved configuration managemgnt
and developmetrenvironment controls.
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Table 6.7 - EAL6

Assurance class Assurance components
ACM _AUT.2 Complete CM automation
ACM_CAP.5 Advanced support

Configuration

management
ACM_SCP.3Development tools CM coverage
Delivery and ADO_DEI .2 Detection bmaodification
operation ADO_IGS.1 Installation, genation, and start-up procedure$

ADV_FSP.3 Semiformal functional specification

ADV_HLD .4 Semiformal high-level explanation

ADV_IMP.3 Structured implementation of the TSE

Development ADV_INT .2 Reductian of complexity

ADV_LLD.2 Semiformal low-level design

ADV_RCR.2 Semiformal correspondmidemonstration

ADV_SPM.3 Formal TOE security policy model

AGD_ADM.1 Administrator guidance

"AGD_USR.1 User guidance

ALC_DVS.2 Sufficiency ofsecurity measu es

Life cyclesupport | ALC_LCD.2 Standardised lifeycle moadl

ALC_TAT.3 Compliance with implementation standards - alllparts

ATE_COV.3 Rigaorous analysis of coverage

ATE_DPT.2 Testing: low-levalesign

ATE_FUN.2.Ordered functional testing

ATE_IND:2 Independent testingsample

AVA_CCA.2 Systematic covert channel analysis

Vulnerability AYA:MSU. 3 Analysis and testirg for insecure states
assessment AVA_SOF.1 Strength of T@& securityfunction evaluation

AVA _VLA.4Highly resistant

Guidance document

Tests
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6.2.7 Evaluation assuranc e level 7 (EAL7) - fo rmally verifi ed design and tested

Objectives

EC

EALY is appli@ble to the developrrent of security TOEs for application inextremey high risk

situations and/or where the high valudha# assetpistifies the higher costBracticalapplicati

on

of EAL7Y is currently limited to TOEs with tightly focused security functionality thes amenable

to extensive formal analysis.

Assurpnce components

EAL7| (see Bble 6.8 provides assance by an analysis of theecuirity functions, usir
functipral and complete interface specification, guidance documentation, theohigh-leve
level @lesign of the TOE and a structured presentationtiee implementation,<to understa
security behaviour. Assuranceadditionally gained through a formal mdaé'the TOE sec
policy] a formal presentation of the functional speification and_high-level desig,
semifprma presentation of the low-levelesign, andformal and semifermal demongration
corregpondere betwen them, as appropriate A modular layeredand'simple TOE design is
requirgd.

The apalysis is supported bypdepenént testing of theTOE security functions,eviderce
develqper testing ba&d on the functional specification. high-levedsign, low-level desig
implementation representation, complete independntconfirmation of the develag test res
strength of function analysis, evidence of a.‘dewlogearch for vulnerabilities, an
independent vulnerability analgsilemonstrating, resistaa to penetration attackers with
attack potential. Thanalysis also includesalidation of the @veloper’'s sysgmatic covert cha
analysis.

EAL7|aso provides assurance through the use of a struatenetbpment proess, @évelopm

g a
| and low-
nd the
Irity

a

of
also

of

nd

Its,

d an
h high
nnel

ent

envirgnment controls, and comprehensive TOE configuratiamagement includingomplete

autongtion, and evidence of securelidery procedues.

This EAL represents a meaningful increase n assurance fom EAL6 by requiring mo

re

compiehensive analysis:*using formal epresentations and formal corr espondence, and

comprehensive testing:
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Table 6.8 - EAL7

Assurance class

Assurance components

ACM_AUT.2 Complete CM automation

Configuration manageme

NACM_CAP.5 Advared support

ACM_SCP.3Development toks CM coverage

ADO_DEI . 3 Prevention of maodification

Dellvery and operation

ADO_IGS.1 Installation, generation, and start-up pdo¢es

ADV_FSP.4 Formal functional specification

ADV_HLD .5 Formal high-level design

ADV_IMP.3 Structured implementation of theTSF

Development

ADV_IN T.3 Minimisation of complexity

ADV_LLD.2 Semiformal low-level dsjgn

ADV_RCR.3 Formal correspondence demonstration

ADV_SPM.3 Formal T@ security policy model

AGD_ADM.1 Administrata guidarce

Guidance docuents

AGD_USR.1 User guidnce

ALC_DVS.2 Sufficency of security measures

Life cycle support

ALC_LCD.3 Measurable life-cycle model

ALC_TAT.3 Compliance with implementation standards

-allg

ATE_COV.3Rigorous analysis of coverage

ATE_DPT 3 Testing: implementation representation

Tests

ATE_FUN.2 Ordeedfunctionaltesting

ATEND. 3 Independent testing - complete

AVA_CCA.2 Systematic covert chadranalysis

AVA_MSU.3 Analysis and testing for insecure states

ulnerability assessment

AVA_SOF.1 Strength of OE security functiorevaluation

AVA_VLA .4 Highly resistant
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7 Assurance classes, families, and components

The next seven clausprovide the deta@d requirements, psentel in alphabetical orderof each
of the asstance canponentsgroupel by clas and family.
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8 Class ACM: Configuration management

Corfiguration managemenCM) is onemethod ormears for establishing thatthe functional
requirements and specificatioa® realised irtheimplementation of the TOE. CM meets these
objectives by requmrg disciplineand control inthe processes of refinemeartd modifcation of

: of the
and by

enguring thatll changs areauthor|$d

Figure 8.1 shows the families within thisas$, and théhierarchy of components wjithin the
fapilies.

Class ACM: Configurationmanagement

— ACM_AUT CM automaion 12

— ACM_CAP CM capabiities — 12
-+ ACM_SCP CM scqe — 12

Figure 8.1 _<Gonfiguration management class de@mposition
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8.1 CM automation (ACM_AUT)

Objectives

EC

The obgctive ofintroducing automated CM tools isitwrease the effectiveness thfe CM system.
While both automated and manual Glétems can bbypassedignored, o prove instficient to
prevent unauthorised modiéiton, automated systems ass susceptibléo human erroror

neglig
Comg

Thec
contr(

Applid

ACM |
the T
firmw
repre

ACM |

suppq
to asy

ACM |
ascen
TOE
betws

ACM,
Objed

In de
devel

autonfted tools™ In partical, these automated toolsedeto be able to support the nun

chang

ICC.
onent levelling

bmponents in this familgre levelled on the basis ofthe set ofconfiguratianitems that
lled through automted means.

ation notes

|AUT.1.1C introdues a requirement that is ad to the implementation repeagation
DE. The implementation representationhaf TOE consists,ef all hardveisoftware,
Are that compristhe physicBTOE. Inthe case o& softwae-only TOE, the implement
bentation may consistdglof source anabjectcode,

| AUT.1.2C introduces a requirement that the /CM awsprovide an automated me
rt the gneration of the TOE. This reqaes thatthe CM system provide an automate
ist in determininidpat the correct configuration’items amsed in generatindpe TOE.

| AUT.2.5C introduces a requirement that the CM @psprovide an automated me
hin the changes between the TOE,and itsquimg version. If no previousexsion of
pxists, the deloper still needs to" providan automated means to ascertain thang
en the T@and a future version of the TOE.
|AUT. 1 Partial CM automation

tives

eloprent enyirenments where thenplementation representation is complex or i
ppe by muiltiple develogrs, it is difficult to control changs without the suppo

es thataur duringdevelopment and ensutkat those changes aaathorised. It is

objectjve ofthis componertb ensure that the implementation eggntations controlled thro

auto

ed means.

are

of
ind
Aation

ans to
]l means

ans to
the

s

5 being
't of
nerous
the
ugh

Dependencies:

Devel

ACM_CAP.3 Authorisation controls

oper action elements:

AcM_AUT.1aD  The developer shaluse a CM system.

AcM_AUT.12D  The develger shall providea CM plan.
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Content and presentation of evidence elements:

AcM_AuT.11c The CM system $all provide an automaed means by which onlyauth

ACM_AUT.1.2C

changes are made to the TOlnplementation representation.

of the TOE.

ISO/IEC 15408-3:1999(E)

orised

The CM system shall provide an automated means to support the generation

AC

AC

EV

AC

AQ
Ol

In
by|

h_aut.14c The CM plan shall describe how the autanated tools are uséed-in
system.

aluator action elements:

h_auT.1.1E The evaluator shall confirm that the information provided megq
requirements for content and presentation of evidence.

IM_AUT.2 Complete CM autom ation
jectives

developmenenvironments where the configuration items are complearerbeing de
multiple developers, it is difficult to contrel.chasgvithout the support of automate

palticular, these automated tools need to he able to support the numenges ¢hat occd

de)
en

Pr
ide
as

velopment athensue that those changes are authoriseds thé objetive of this comp
sure that all configuratiotems are cantrollethrough automat means.

ntifying which configuration iems areaffected by modifcations to other configurati
5ists in dtermining the impact of thehanges between swessive versions of the TOE

tunn can provide valuable_inforation in determining whether changes to the TOE

co

Deg

Deg

nfiguration itens being consistent witbne another.

pendencies:
ACM" CAP.3 Authoristion controls

velopéer-action elements:

AC

h_auT.13c  The CM plan shall describe the automate tools used in the CM systeI.

e CM

ts all

velogl

i tools. In
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pviding anautomated means-~0f as@aming changs betweenversions of te TOE and

on items
F. This in
esult in all

W aut.21p  The ceveloper shallusea CM system.

AcM_AuT.22D  The developer shalprovide a CM pdn.

Content and presentation of evidence elements:

ACM_AUT.2.1C

changes are made the T(E implementationrepregntation, and to dl
configuration items.

The CM systm shal provide an automated means iich only authorised

other
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AcM_AuT22c  TheCM systenshall provigk an automated meais suppot the generation of the
TOE.

AcM_AuT23¢  The CM planshalldescribe thautomated tools used in ti@&M system.
AcM_auT24c  The CM planshalldescribe how the automated toale used in th€M system.

AcM_AuT.25¢ __The CM system shall provide an automated means to ascertain the chasg
between the TOE and its preceding version.

AcM_ApT26c  The CM system shall provide an automated means to identify. -all pther
configuration items that are affected ly the modification ‘of “a giyen
configuration item.

Evaluator action elements:

AcM_ApT21E  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.
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8.2 CM capabilities (ACM_CAP)

Objectives

The capabilities of the CM system address the likelihood abeidental or uauthorised
modifications of the configuration items will occur. The CM system should ensure the integrity of
the TOE from the earlylesign stages through all subsequeainterance efforts.

Trle objectives of thitamily includethe following:
a) ensuringthatthe TOE is correct and complete before it is derthe gonsumer;
b) ensuringthatno configuration ims are misseduring evaluation;

c) preventing unauthorised modification, addition, or deletion of Te@&figlration
items.

Cagmponent levelling
The components in this family alevelled on the &sis of.the CM system capabilities, [the scope
of |the CM documentation provided by the deyvelpomard whether the developer |provides

jugtification that the CMsystem meets its security requirements.

Agplication notes

ACM_CAP.2 introdues several @ments which efer to configuration iems. TheACM_SCP
family containgequirements fothe canfiguration #éms to be tracketly the CMsystem.

ACM_CAP.2.3C introdues a requirement that aonfiguration list be provided. Thenfigliration
lis{ contains allconfiguration jiems thatare mainained by theCM system.

ACM_CAP 2.6C introduces aequirement that the OM system uniquely identify all configuiration
items. Thisalso requires that modifations to configuation items resulin a rew, unique identifier
bejng assigned.

ACM_CAP.3.8€ introduces the requirement that the evidenaé demonstete that the CM
sygtem operates in accordance with the CM plan. Examples of such cevideght be
dorumentation suclas screen snapshots ardit trail output from the CM system, or
demonstration of 81CM systen by the abveloper. The evaluator is responsible for determining
that'this evidence isufficient toshow ttat the CM systen operates inaccordance withihe CM
plan.

ACM_CAP.3.9C introdues the requirement that evidence be provided to show that all
configuration itemsre being maintained under tlM system. Since a configuration itesfers

to anitem thatis on the configurationlist, this requiement setes tlat all itemson the configuration

list are mainained under the CM system.
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ACM_CAP.4.11C introduces the requirement that the CM system support thetigenef the
TOE. This requires that the CM system provigrmation and/oelectronic neans to assist in
determining that the correct configuratitems are useth generating taTOE.

ACM_CAP. 1 Version numbers

Objectives

A unigue reference is required to ensure theretis no ambiguity in tersof which insaneg of
the TOE is beig evaluatedL abelling the TOE wihiits referene ensures that useof the TOE|can
be aware of which instarce of the TOE theyare using.

Depepdencies:
No dependenas.

Developer action elements:

acm_chp11ip  The develogr shall provide a reference for the TOE.

Contgnt and presentation of evidence elements:

acm_chpiic  The referencefor the TOE shall be unigue to eal version of the TOE.
Acm_chpi2c  The TOE shall belabelled with itsteference.

Evaluator action elements:

AacM_chpiie  The evaluator shall confirm that the infor mation provided mees |all
requirements for content ard presentation ofevidence.

ACM [CAP. 2 Configuration jtems
Objeqtives

A unigue reference ‘is’'required to ensure theretis no ambiguity in tersof which insance of
the TOE is beig evaluatedL abelling the TOE wihiits referene ensures that useof the TOE|can
be aware of whichinstarce of the TOE theyare using.
Unigye identification of theonfiguration items lads to a clearer understanding of the composition

of thg TOE, which in turn helps tcegrmine those @ms which are subject to the evaluation
requirements for the TOE.

Dependencies:
No dependenas.

Developer action elements:

AcM_cAp21D  The developer shall provide a refecefor the TOE.
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AcM_cAp22p  The developer shall usea CM sysem.

AcM_cAp23p  The developer shall povide CM documentation.

Content and presentation of evidence elements:

Acm_cAp2ic  The reerence forthe TCE shall be unique to each version o TOE.

ISO/IEC 15408-3:1999(E)
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h_cap22c  The TCE shallbe labelled with greference.
h_cap23c  The CM documentation shall include a configuration list.

W_cap24c  The configuration list shall describe the configuration itemstiat compr
TOE.

h_car2sc The CM documentation shall describe the method Used taniquely ident
configuration items.

h_car26c  The CM system shalluniquely identify all cenfiguration items.
aluator action elements:

h_cap21e  The evaluator shall confirm that.thie information provided saketequir
for contentand presentation of evitence.

IM_CAP. 3 Authorisation controls
jectives

iniquereference $ requred.to ensure that there is ambiguity in terms bwhich insta
e TOE is being evaluated. LLabellythe TOE with its reference ensures that usdrhe T
awareof which instance of 8@TOE they are using.

ique identifcation-0f'the configuratimitems leads to a cheer understanding of trtemp

jurements fothe TOE.

pviding.\controls tcensure that unauthorised modifications are not made to th

se the

fy the

Pments

ance of
CE can

osition

the TOE, which-in turn helps to @ahine those items whichre subject to thevaluation

e TOE, and

suringproper functionality and use of the CM system, helpsdiotain the integrity of the TOE.

ndaneciac
TCTTCT

ACM_SCP.1 TOE CM coverage
ALC_DVS.1 Identification of security measures

Developer action elements:

AcMm_cAr31D  The ceveloper shalprovide a refrence forthe TOE.

AcM_cAP32p  The ceveloper shalusea CM system.
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AcM_cap33p  The developer shall provide CM documentation.
Content and presentation of evidence elements:
Aacm_caraic  The referepefor the TOE shHIl be unique teeach versiorof the TOE.

acM_cap3zc  The TOE shall béabell ed with its reference.

AcMm_chp3sc The CM documentation shaficlude a configuration listnd a CM plan.
Acm_chpaac  Theconfiguration listshalldescribehe configuratioritems that comprisetHeDE.

AcMm_chpasc  The CM docurentation shall describe the methodedsto uniquely identifythe
configuration items.

acM_chr3ec  The CM system shall uniquely identify all configtion jtems.
Aacm_chpazc  The CM plan shall describe howthe CM system iS used.

Aacm_chpasc  The evidence shall demonstrate that the CM-systemaperating in accordance
with the CM plan.

AacM_chp3oc  The CM documentation shall providé evidence that dlconfiguration items
have be@& and are being effectively maintained undethe CM system.

AcM_chpaioc The CM system shal providesneasures such thabnly authorised changes are
made to the configuration items.

Evalujator action elements:

AcMm_chpaie  The evaluator shall confirm th#te informationprovided meets all equireménts
for content and_presentation of evidence.

ACM | CAP.4 Generation support and acceptance procedures
Objedtives
A unigue reference is required to ensure theretis no ambiguity in tersof which insance of

the TQE is beig evaluatedLabelling the TOE wh its referene ensures that useof the TOE|can
be aware.of which instarce of the TOE theyare using.

Unique identification of theonfiguration items lads to a clearer understanding of the composition
of the TOE, which in turn helps tcetgrmine those @mns which are subject to the evaluation
requirements for the TOE.

Providing controls to ensure that unautBed modifications are not made to the TOE, and
ensuring poperfunctionality and use of the CM system, helps to mainkesintegrity ¢ the TOE.

The purpose of aeptance procedures is to confirm thaany creation or modifi@étion of
configurationitems is authorised.
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Dependencies:
ACM_SCP.1 TOE CM coverage
ALC_DVS.1 Identification of securityneasures

Developer action elements:

e TOE.

Hentify the

leORaN

8 have

e made

AcMm_cAr41p  The developer shalprovide a refrence forthe TOE.

Aclh_capa2p  The ceveloper shalusea CM system.

Ac_cApa3p  The developer shalprovide CM documentation.

Cqgntent and presentation of evidence elements:

Aaclh_capaic  The retrence forthe TCE shall be unique to each version o¢ TFOE.

ack_capaz2c  The TCE shallbe labelled with &reference.

Aclh_capasc  The CM documentation shall include a“confegion list, a CM plan and an
aceceptance plan.

Ac_capasc  The configuration list shall desbe the configuration itesthatcomprise th

Ach_capasc  The CM documentation shh describe the method used to uniquely i
configuration items.

Ach_capasc  The CMsystem sHll uniquely identify all configurationitems.

Aach_caparc  The CMplan shalldegibe howthe CM system is used.

Ach_capasc  The evidenCe'shall demonstrate that the CM system is operating in ac
theCM plan.

ach_capasc  The-CM docunentation shal provide evidence that atonfiguration iten
been andre being effetively maintainedunderthe CM sysém.

Aclh_capr.410C) " The CM system sl provide masures such #i only authorised chareg ar|
to the configuratiortems.

ac_cApanic  The CM systemshall support the generation of the TOE

ACM_CAP.412C

The acceptance plan shall describe the procedures used tocapt modif
newly created configuration items as part of the TOE.

Evaluator action elements:

ACM_CAP.41E

ied or

The evaluator shall confirm that the information provided saktequirements

for content and prestation of evidence.
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ACM_CAP.5 Advanced support
Objectives
A unique reference is required to ensure theretis no ambiguity in tersof which insance of

the TOE is beig evaluatedL abelling the TOE wihiits referene ensures that useof the TOE can
be aware of whichinstarce of tre TOE theyare using.

of thg TOE, which in turn helps tce@rmine those @ns which are subject to the-evaluation

Uniq%e identification of theonfiguration items lads to a clearer understanding of the com')osition
requitements for the TOE.

Providing controls to ensure that unauibed modifications are not made.to the TQE, and
ensurning poperfunctionality and use of the CM system, helps to mainkeaimntegrity ¢ the TOE.

The purpose of aeptance procedures is to confirm thaany creation or modifi@tion| of
configurationitems is authorised.

Integnation procedures help to ensure thggreration of theTOE from a managedef of
configurationitems is correctlyperformed in an authoed mariner.

Requifing that the CM system be able to identify thastar copy of the material used tengrate
the TOE helps to ensure that the integrity of this materiabgepred by the appropriatchnical,
physi¢aland procedural safeguards.

Depepdencies:
ACM_SCP.1 TOE CM coverage
ALC_DVS.2 Sufficiency of securitymeasures

Developer action elements:

acm_chrsip  The developer shall provide a refecefor the TOE.
Aacm_chrs2p  The developer shall use a CM system.
acMm_chps3p  Thedeveloper shall provide CM documentation.

Contgnt andpresentation of evidence elements:

acm_chesic  The referepefor the TOE shll be unique teeach versiomf the TOE

acMm_capszc  The TOE shall béabell ed with its reference.

AcM_cArs3c  The CMdocumentation shall include a configuration list, a CM plmaceptance
plan and integration procedu es.

AacM_capsac  Theconfiguration listshalldescribehe configurationtems that comprise thEOE.
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ACM_CAP.55C

ACM_CAP.56C
ACM_CAP.5.7C

ACM_CAP.58C

ISO/IEC 15408-3:1999(E)

The CM documentation sh describe the method used to uniquely identify the
configuration items.

The CMsystem sl uniquely identify all configurationitems.
The CMplan shall degibe howthe CM system is used.

The evidence shall demonstrate that the CM system is operating in aceondidn

AC

AC

AC

AC

AC

AC

AC

AC

AC

AC

ACI

/_CAP.59C

1_CAP.5.10C

l CAP.511C

1_CAP.5.12C

/ CAP.513C

1_CAP.5.14C

/ CAP.515C

1_CAP.5.16C

1_CAP.517C

[/ CAP.518C

ACM_CAP.520C

ACM_CAP.521C

theCM plan.

The CM docunentation shal provide evidence that atonfiguration-iten
been andre being effetively maintainedunderthe CM sysém.

The CM system sl provide mesures such #ii only autherised chamg ar
to the configuratiortems.

The CMsystem sHl support the genation of the TOE.

The acceptance planaldescribe the procedures usdd accept modifieor,
created configuration itens as part ofthe TOE.

The integration procedures shall describe how the CM system is appli¢
TOE manufacturing process.

The CM system shall require that the peson responsible for acce
configuration item into CMis not the persa who developed it.

The CM system shallcléarly identify theconfiguration items that compr
TSF.

The CM systém shall suport the audit of all modifications to the
including asa minimum the originator, date, and time in the adit trail.

The E€M'system shall be al#to identify the master copy of all material U
generate tre TOE.

The CM documentation shall demonstrate that the use of the CM
together with the development security measues, allow only auth
changes to be made to th€ OE.

8 have

e made

newly

bd in the

pting a

sethe

TOE,

sed to

system,
orised

procedures ensures that the generation of th& OE is correctly perfo
an authorised manne.

ration

rmed in

The CM documentation shall demonstrate that the CM system is sufficient to
ensure that the @rson responsible for accepting a configuration item into CM

is not the person wio developel it.

The CM documentation shall justify that the acceptance pocedures provide

for an adequate aml appropriate review of changes tall configuration

items.
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Evaluator action elements:

AcM_cApPs1E  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.
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8.3 CM scope (ACM_SCP)

Objectives

The objective of this family is to ensure tlaitnecessary TOE configuration iterae tracked by
the CMsystem This helps tocensure that #hintegrity of theg configuration iters is proteced
through tte capabilities of theCM system.

Trle objectives of thitamily includethe following:
a) ensuring that the TBimplementatiorrepresentation is aicked;

b) ensuring that all necessary documentatiooluging problem\reports, are tragk
during deelopment andperation;

c) ensuringthatconfiguration optios (e.g. compiler swities) are treked; and
d) ensuring that developmetools ae tracked.

Cgmponent levelling

The components in this family are levelled on the basis ofhwdii the following are trgcked by

the CM system: the TOE implementation. representation; design documelntation; test
dorumentation; usr docunentation; administrator documentation; CM documentatigovirsy

flaws; ard development tools.
Agplication notes
ACM_SCP.1.1C introduces theguirement that the TOE implementation repres¢ntation be
tracked by the CM system.'FThe TOE implemation representation refers to albrfiware,

software, and firmware that.compriseethhysical TOE. In the casof a software-onl TQE, the
implementation represtation may consissolely of soure ard objectcode.

ACM_SCP.1.1C also introduces the requirement that thel@WMmentation be tcked bythe CM
system. This idudes the CMplan, as well as infor@tion on the current versions of any|toolatth
comprisethe CM system.

ACM_SER:2.1C introduces the requiremeiat gecurity flaws be tracked by the CM sysgtem. This
requires’that information regardipgevious security flaws anddin resolution be maintained, as
welhas detad regarding current security flaws.

ACM_SCP.3.1C introdwes the requiremnt that development tools and ethelated information
be tracked byhe CM sysem. Examples of development ts@re programmindangueges and
compilers. Information pertaining to TOE generation itemsh{®s compiler options, installation/
genestion options, and build options) is anaaxple of information relating to development tools.
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ACM_SCP.1 TOE CM coverage
Objectives

A CM system an control changes only to those items that hawa Ipdaced uner CM. Placing
the TOE implementation reggentation, desigriests user and adminisator documentatiorand
CM documentation under CM provides assuwaithat tiey have been modified in a controlled
manner with poper authasations.

Depepdencies:
ACM_CAP.3 Authorisation controls

Developer action elements:

Aacm_s¢p.11p  Thedeveler shall provide CM doaumentation.
Contgnt and presentation of evidence elements:

AacM_s¢r.iic  The CM documentation $all show that the CMsystem, as a mininum, tra¢ks
the following: the TOE implementation repreSentation, design doumentation,
test documentation, user documentatiofs. admisirator documentation, gnd

CM documentation.

acm_s¢ri2c  The CM documentation shall describe how configuration items are tracked by
the CM system.

Evaluator action elements:

acM_s¢r.1iE  The evaluator shallCconfirm that the infor mation provided mees |all
requirements for content ard presentation ofevidence.

ACM [SCP.2 Problem tracking CM coverage
Objeqtives

A CM system anseontrol changes only to those items that haea ipdaced uner CM. Plaging
the TDE implementation reggentation, desigrests user and adminisator documentatiorand

CM dpcumentation under CM provides asswaithat tley have been modified in a confrolled
manner with' poper authdsations.

The ability tofrad Ssecurity flaws undeCM ensures that Security flaw repoere na lost or
forgotten, and allows a develogertracksecurity flawsto their resolution.

Dependencies:
ACM_CAP.3 Authorisation controls

Developer action elements:

acm_scr21p  The developer shall provide CM documentation.
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Content and presentation of evidence elements:

ACM_SCP2.1C

The CM docurentation skl show that the CM sysin, as aminimum, tracks the

following: the TOE implemertion representationdesign documentation, test
documentation, user documentation, administrator documentation, CM

documentationand searity flaws.

acMm scp22c  The CM documentation shall describe how configuration items aniectt
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CM system.
aluator action elements:

h_scr21E  The evaluator shall confirm that the information provided.saetequir
for contentand preentation of evicence.

IM_SCP.3 Development tools CM coverage
jectives
CM system cartontrol changes only to thoserits thatiave been mced under CM.

e TOE impémentation representation, desigtests userand administrator documentg
/| docunentation under CM provides assurance‘that they have been modified in
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ner with proper authorisations.

ability to track seurity flaws under CMensures tha securityflaw reports are no
gotten, and allows a developerttack securityflaws totheir resolution.

velopment tools play amportantréle in ensuring the production of a qualityrsien
E. Thereforeit is important tocontrainodificationsto these tools.

pendencies:
ACM_CAP.3 Authoristion controls

veloper action €lements:
h_scezip - The ceveloper shalprovide CM documentation.

ntent.and presentation of evidence elements:
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following: the TOE implemertion representationdesign documenia

ion, test

documentation, user documentation, administrator documentation, CM
documentation,esurity flaws, and development tools and related information.

acm_scpz2c  The CM documentation shall describe how configuration items aniectt

CM system.

by the
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Evaluator action elements:

AcM_scr3iE  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.
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9 Class ADO: Delivery and operation

Delivery andoperation provides requementsfor correct delivery, installation, geradon, and
start-ip of the TOE.

F%uwwmmx_mﬁmwmmm the
failies.

Class ADO: Blivery and opegtion

ADO_DEL Delivay 3

ADO_IGS Installation, generaticard stat‘up

Figure 9.1 -Delivery and op@ation class decompositi on
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9.1 Delivery (ADO_DEL)

Objectives
The requirements for deliery call for system control and distribution facilities and procedures that

provide assurance that theeipient ieceives thé OE that the sender intended to send, witlaoyt
modifications. For a valid delivery, what isaeived must correspondegisely to the TOE master

copy, ;

Component levelling

The cpmponents in this family are éived on the basis aficreasing requirements-onthe devieloper
to detect and prevent modifications to theEduring delivery.

ADO |DEL.1 Delivery procedures

Depepdencies:
No dependenas.

Developer action elements:

Apo_pgL.11D  The developer shal document procedures for delivery of the TOE or parts| of
it to the user.

Apo_DEL.12D  The develogr shall use the deliery procedures.
Contgnt and presentation of evidence elements:

apo_pgL.1ic  The delivery documentation shall describeall procedures that a e necessaryto
maintain security When distributing versions ofthe TOE to a userssite.

Evalujator action elements:

Apo_DgL.11E  The evaluator shall confirm that the infor mation provided mees |all
requirements for content ard presentation ofevidence.

ADO |DEL. 2 (Detection of modification

Depepdercies:
ACM_CAP. 3 Authorisation controis

Developer action elements:

Apo_DEL.21D  The dewloper shall document procedures for delivery of the TOE or parts of it to
the user.

Apo_DEL.220  The developer shall use thelidery proceduses.
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Content and presentation of evidence elements:

ADO_DEL.2.1C

ADO_DEL.2.2C

The delivery documentation shiadescribeall procedures that are neessary to
maintain security whedistributing vesionsof the TOEto a us€s site.

The delivery documentation shall describe how the various procedures and
technical measures provide for the dtection of modifications, or any
discrepancy between the éveloper’'s maser copy and the vesion received at

AD(_DEL.2.3C

Evaluator action elements:

ADO_DEL.2.1E

ADO_DEL.3 Prevention of modification

Dgpendencies:
ACM_CAP.3 Authoristion controls

Dgveloper action elements:

ADO_DEL.3.1D

ADO_DEL.3.2D

Cantent and presentation-of evidence elements:

the user site.

The delivery documentation shall describe how the various procedures allow
detection of attempts to masquerade as the developer, even’in casep in which
the developer has seamothing to the user’s site.

The evaluator shall confirm that the information provided s@ktequirements
for contentand presentation of evidence.

The developr shall doeument predures for delivery of th€OE or parts pf it to
the user.

The develope shall ug the delivery procedures.

App_peL.z1c  The delivery documentation shlabdescribeall procedures that are neassary to
maintain security whedistributing veasionsof the TOEto a us€s site.
ADP_DEL.32¢~<The delivery documentation shallestribe how the various procedures and

technical mesures provide for thprevention of modiications or ary discrepancy
between th developer’'s master cond the versioreceived at the user gite.
ADO_DEL.33C _ The aHivery docunentaiion skall describe how the various proedures allow

detection of attempts toasqlerade as the deloper, even in cases in which the
developer has sent nothingtte user’s sé

Evaluator action elements:

ADO_DEL.3.1E

The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.
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9.2 Installation, generation and start-up (ADO_IGS)

Objectives

© ISO/IEC

Installation, generation, and start-up pealures are useful for ensuring that the TQ@E een
installed, generated, and started upairsecure manner faintended by the developer. The
requirements for installation, generatiordatart-up call fora secure transition from the TOE’s

imple

envirgnment.

Component levelling

The cpmponents in thisrhily are levelled on thbasis of whetér the TOE generatio options

logge

d.

Appli¢ation notes

It is recognised that the apgdtion of these requirements will vary’dependingaspects su¢

whether the TOE is an IT product or system, whether it d4s delivered in an operation
whether it has to berbught up at the TOE owriersite etc For a given TOE, there will mm3
be a divisiorof responsibility with respect to installation; gesteon and start-up between th

devel
site F

pper and the owner of the TOE, but there areléxamples whestivdlea take plae at
br examplefor a smart card all aspts of installationgeneration and start-up may ha

perfofmedat the TOE @veloper’s site. On the otheadd the TOE might béelivered & an

syste

m in the form of softwarwhere all aspects-of installatiorengration and start-up are ¢

out atthe TOE owner’s site.

It mig
case

Furth

ht also be thease that the TOE ‘@ready installed by the time the evaluation starts
t may benappropria¢ to demanand analyse installation preclures.

brmore, the generatioequirements are applicable oty TOEs that provide #hability

genernate portions of apeaationd TOE from itsimplementatiorrepresentation.

Theinstallation, generation, arstiart-upprocedures may exist as a sgpadocunents or coul
groupe with other administrative guidance. The requirengeit this assurane family

prese

use of

ADO |

Depe

the installation, gemation and std-up procedtes.

1GS.1 Installation, generation, and start-up procedures

prentationmepresentationbemnguectconfigurattoncontrot-toitsitiat operationinthe user

are

hs
al state, or

lly

c TOE
bne

e been
IT
arried

. In this

to

d be
are

htedeparately from those the AGD_ADM family, due to teinfrequent, possiblgne-time

ndencies:
AGD_ADM.1 Administrato r guidance

Developer action elements:

ADO_IGS.1.1D

90

generation, and start-up of the TOE.

Thedeveloper shall document procedures necessary fordkecure installation,
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Content and presentation of evidence elements:

ADO_IGS.1.1C

The documentation shall describeghe steps necessary for saure install
generation, andstart-up of the TOE.

Evaluator action elements:

ation,

art-up

stallation,

ny that
d.

Pments

ApO_Is11E  The evaluator shall confirm that the information provided meets all
reqauirements for content and nresentation of evidence
requirementsforcontent-andpresentation-of-evidence-

ADP_IGs12E  The evaluator $all determine that the installation, generation, and-st
procedures result in a secure configuration.

ADO_IGS.2 Generation log

Dependencies:

AGD_ADM.1 Administrator guidance

Dgveloper action elements:

ADp_Ics21p  The developer shall document procesunecessary for the secure djstion,
genestion, and start-up ahe TOE.

Cqantent and presentation of evidence elements:

ADp_ics2ic  The documentation shall describe the stepcessary for secure in
genestion, and start-up ahe TOE.

ADP_Ics22c  The documentation—shall describe procedures capable of creating a log
containing the geieration optionsused to generatelie TOE in such a w
it is possible te-de¢rmine exactly how and when theT OE was generate

Evaluator action elements:

ADp_Ics21E  The-evaluator shall confirm that the information provided saetequir
far contentand presntation of evicence

ADP_IGs226 )*The evaluator sl determire that the installation, generation, and

procedures result ia secureonfiguration.

start-up
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10 Class ADV: Development

The development class encompasses four families of requirements fserdjg the TSRt
various levels of abstraction from the functional interface to the implementation regiiesent
The development class also inatada family of requwements for a correspondermapplng

‘ ) ndence
summary
spgcification provided in the ST. In addition, there is a family of requirements-for a TSP model,
anf for correspondete neppings betwen the TSP, the TSP model, and-the |function
specification. Finally, there isfamily of requirements on the internal structure’of &€ whch
coyers aspects sh as modudrity, layering, andminimisation ofcomplexity:

Figure 10.1 showshe families within ths class, and # hierarchy of*components within the
failies.
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Class ADV: Development

— ADV_FSP Fuwtional specification -

1
1

S NESE

fHe
3

— ADV_HLD High-level design .

— ADV_IMP Implementatiorrepresentation |—

— ADV_INT TSF internals —

— ADV_RCR Representatiotorrespondenee—

— ADV_SPM Security policy medeling .

1]
1]
— ADV_LLD Low-level design —T—
1]
1]

o] o] D%y ] L]
|

3
3
3
3
3

Figure10.1 - Development class decompositi

o

n

The paradigh evident fo these families.is oa of a functional specifiation of thg TSF,
decomposing the TSF into subsystems, decomposing the subsystems intesrsbawliing the
imé[t)lementation of the modules, and:demonstration of correspcmtietween all dmmpaqgsitions
that are provided & evidence The requirements fothe various TSF represtations are €daraed
intp different families, however, to allow ti&P/STauthor to sgcify which subset of the TSF
representations are equired.
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———» Source corrgponds

< Environment ) to target.
i APEIASE OBJ » Sourceis refined in
taraat
target-

ADV_LLD v

Security
Objectives

1 APE/ASE_REQ

Functional ADV_SPM
Requwements/T

ASE TSS

TOE Summary TSP Model
Specification
ADV_FSP . ADV RCR
< Functlonal

Specifiation ADV_SPM

" ADV-RCR
ADV_HLD v

(High-level Design)

© ADV_RCR

< Low-level DesigrD

. ADV_RCR
v

ADV_IMP

Implementation
Representation

Figure 10.2 - Relationships between TOHepresentations and requirements

Figure 10.2 indietes the relationships between the various TSF representations and thieasbje
and requirements that they are intended to esfdrAs the figurendicates, the APE and ASE
classes define the reqamentsfor the correspondence between the dtional requirements and
the security objectives as well as betnethe security objectives and the TOE’s anticipad
envirorment. Clas ASE also déines requirement$or the correspondeecbetweenboth the
security objectives and functionalequirements and the TOE summargcfication.
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The requirementdor all other correspondence shown in Figlie2 are defined in #ADV class.

The ADV_SPM family defines the requirements for correspondence éethve TSP and the TSP
model, and between the TSP model and the functiepecifcation. TheADV_RCR family
defines the equirements forcorresponance between all aitable TSF represitations from the

TOE summary sgification through the implemeation representation. Finally, €& assurance
family specific to a T6 representation (i.e. ADV_FSP, ADV_HLD, ADV_LLD dADV_IMP)
defines equirements relating that TSF representation to the functional requirements, the
combiration of which helg to ensure that the TEsecurity functioral requirements have be
adfiressed.The tracebility analysis is alwaydo be performed from the highestdgl TSF
representation down through each of the TSF representations that are provided)ISO/IEC 15408
captures this traability requirement via degmdencies on the ADV_RCR family.The ADV_INT
family is not represented this figure, ait is related tothe internal structure 'dhe TSF, and is

only indirectly related to theprocess of refinement ofeéfT SF iepresentations:

Agplication notes

The TOE security policy (TSP) isdlsetof rules that regulai&®ow resoures are managed,
protected and distributed within a TOE, expregs®y the TOE Security functional reqyirements.
The developr is not explicitlyrequiredto providea TSP,asthe TSP is expressed by {FOE
se¢urity functiond requirementsthrough a combination Gesurity function policies (SEPs) and
the other individual requirement elements.

The TOE security functions (TSF) are all the.p@itthe TOE that hawto be relied upon for
enforcement of the TSP. THESF includes bothyfunctions thdirectly enforce the TSP, gnd also
thgse functions that, while not datéy enforcing the TSP, contribute to the enforcement of the TSP

the documentation requirements for main@an onel SF iepresentation, since it is the information
abput eah of theseTSF tepreentations that is required, rather tharettesulting dogument
structure. In cases wte multipleTSF representations are combined within a single dgcument, the

Three types of specification style are mandaigethis clss: informal, semiformal and fomal. The
funpctionalspeeifcation, high-level design, low-level designd TSP moels will be written using
one 0 maore d these spefication stylesAmbiguity in these specificationsrieduced by ging an
ingreagd-level of formality.

meaning communlcatlon in an;ommonly spoken tongueg Dutch Engllsh French German).
An informal sgcification is not subjeicto any nogétional or special restations other tha those
requred as adinary conventions for thdanguage (e.g.rgmmar and syntax). While no notational
restrictionsapply, threinformal speciftationisalso required to provide defined amngs for terms
that areused in a context other than tlaatepted by nor@ usage.

A semiformal specification is written in a restricted syntax language and is typically accechpani

by suppeting explanatoy (informal) prose. The restricted syntaxanguagemay be anatual
languege with restricted sentea stricture and keywords with sp@l meanings, or it may be
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diagrammatic (e.g. &a-flow diagrams, ste transition diagramsentity-relationship diagrams,
data structure diagramand process or program structure diagrams). Whetsdbon diagrams
or natural languagea set of conventions must be supmito define the restrictions plzed on the
syntax.

A formal specification is written in a notation based upet-establisted mathematical concepts,
and is typcally accompanied by supporting egphtory (informal) prose. These mathemdltic
concepts are used to define the sy semantics dhe notatiorand the proof rules that support
logical reasoning.The syntactic and semantic rules supporting adbnatation should defineow

to recognise constructs ambiguouslyand determine their raning. There needs t0/bg evidence
that it is impossible to derive contradictiorand all rules suppting the notation'negd to be
defined orreferenced.

Significant assurance can be gained by ensuriagthie TSF can be tcad though eagbf its

representations, and by ensuring that tié&P model corresponds to the function

The ADV_RCR family contains requirements for correspondenceymappingsehe

TYF epresentations, and the ADV_SPM family contains reguirements for a cofrespondence
?ppmg betwen the TSP model and the fttional specificationy'A correspondencan

foim of an informal demonstration, a semiformaindnstration, oaformal proof.

When an informal demonstron of correspondence’is required, thisangethat only |a &sic

cofresponance is required. Caesponcence nethods)irtlude, for example, the use off a two-
dimensional d@ble with entries denoting correspendence, or the ussppfoprate notdtion of
depign diagams. Pointers aneference$o othg.documents may also be used.

A semiformal demonstration of coesponence equires a structured approach at the janalysis of
the correspondenceThis approachshould lessen ambiguity that couldxist in an infornal
cofresponance by limiting the interpretatiorof the ternsincluded in tke correspondere Ppinters
anflreferences to other documents may be used.

ormal proof ofcorrespondererequires tha well-established mathematical cepts be ysed to
inethe syntax ath semantis of the formal notationand the probrules that supporf logical
reasoning. Theesurityspropertis needto beexpressiblen the formal specification langyage, and
gsesecurity proprties need to be shown to be satisfied by the formal specification.| Pointers and

The ADV_RCR.*.1C elements require that the develgpovide evideoe, for eah adjacent pair
of | TSF tepesentations, that all relevant security functionality ofetimore abstrgct TSF
presentation is refined in the Issabstract BF representation. The ADV_HSP.*.2E,
ADVHLD.*.2E, ADV LLD.*.2E and ADV IMP.*.2E elementgach reqwre the evaluator to
determine e and complete
instantiation of the TOE securlty functlonal requwements In order to determlne aF a
representation is an accurate and compdte instantation of the TOE security functioa
requirements, it is intended that thealuator usehe evidence provided by thaeveloper in
ADV_RCR.*.1C as an input to this determination. 8tablishing aorresponence ketween the
TOE security functiod requirements andeeh ofsucessive TSF representations dowretthain,
this step-wise process will ultimely provide more assance that the least abstract TSF
representation corresponds to the TOE security dtianal requirements, which is the ultimateabo
of this class. If the euator makes no coesponance determinations back to th©E seurity
functional requirementgor intermediate BF representationsthen tying to detemine the
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corresponance from the least abstct TSF representation back to the TOE security funation
requirements may reprd too large a sp to be accuratelygoformed. Finally, depending on the
set of TSFrepresentations #éharerequired, it is qui possiblethatthe low-level design, high-lel/
design or even tle functional specifietion might be tle least abstract TSF representatiba is
provided.
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10.1 Functional specificat ion (ADV_FSP)

Objectives

ISO/IEC 15408-3:1999(E)

The functional specifaion is a high-level escription of the usr-visible interface and bekiour

of the TSF.It is an instantiation othe TOE security functional equirements. The fu
specificatiorhas toshow that all the TOE security functionalequirementsare addressed

Cgmponent levelling

-
fu

e components in this family are levellen the basis of the degree of formalism req
ctionalspecification, and the dege of detil providedfor the externainterfaces to th

Agplication notes

The ADV_FSP.*.2E elemestvithin this family define a requirement’that the evaluato
that the functional sgcification is an acurate and complete-instaation of the TOE
fupctional equirements. This provides a direct correspondence between the
fupctional requiements and the functional sp#ication,” in addition to the
cofresponences requid by the ADV RCR family. It is eéxpected that the evaluator wj

nctiah

lired of the
b TSF.

r determine

SELrity
[CDELySse
hairwise
Il ube

evidence provideth ADV_RCRas an input to making this determinatiandtherequirement for

compleeness is intenatl tobe elative to the level of absaction of the functioml specific

Far ADV_FSP.1.8, it is intended ta sufficient information is provied in the fun
spgcificationto understand how the TOE-~secufiitymctional requirements havedmeadd
anf to enable the speciéiton of tests with reflect the TOE security fational requiren
the¢ ST.It is na necessarily tie case that surctesting willcover all possibé return values ar
mgssages which could be generatetdthe interface, but the information progeishoul
cldar the results of usingn interfaee inthe case ofucessand the mostcommon insarn
failure.

ADV_FSP.2.3C introduces aquirement for a complete pergation of the functional in
This will provide the.necessanetdil for supporting both thorough testing of the TQ
aspessment of vulherabilities.

Inthe contextof the leb of formality of the functional sggcification, informal, semifor
foqmal are.considered to be hierarchical in naftinels, ADV_FSP.1.1C and ADV_FSP.}
aqo be<met with either a semiformal or formal dtional specification, provided t
supported bynformal, explanatory texivhere appropriate. laddition, ADV_FSE3.1C m

ntion.

ctioal
ressed,
ents in
derror
0 make
ces of

Hrface.
E and the

mal and
p.1C may
hat it is
ay also

bel met with a formdiunctional speciftation.

ADV_FSP.1 Informal functional specification

Dependencies:
ADV_RCR.1 Informal correspondence demonstration

Developer action elements:

abv_rsp11D  The developer shall provide a functionalspecification.
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Content and presentation of evidence elements:

apbv_rsp.iic  The functional specifcation shal descibe the TS and its external interfaces
using an nformal style.

abv_frsp.12c  The functional specification shall be internally consistent.
abv_rsp.a3c  The functional specificationshall describe the pur pose and method of use of all

external TSF interfaces, providing details of effects, exceptions anesrpr
messages, as appropriate.

apbv_rep.14c  The functional specification shall completely represent the TSF.
Evaluator action elements:

apv_rep.11E The evaluator shall confirm that the infor mation provided mees |all
requirements for content ard presentation ofevidence:

abv_rer.12e  The evaluator shall deermine that the functional’specification is anaccurpte
and complete instantiation of theTOE security. functional requirements.

ADV [FSP.2 Fully defined external interfaces

Depepdencies:
ADV_RCR.1 Informal carespondeficdemonstation

Developer action elements:
Abv_Fgr.210  The developer shallprovide a functiospkcification.
Contgnt and presentation of-evidence elements:

apbv_rgp2ic  The functional specification ah describe te TSFand its external interfas using
an informalstyle.

Aapbv_Fgp22c  Thefunctionakpecificationshallbe interrally consisent.
Abv_rgp.23c .~ TFhe functional sgcification shall akscribe the purpose andatiod of use df all

external TSF interfaces, providimgmplete details ofall effects, exceptiongnd
error messages. Tn

Aabv_frsp24c  The functionakpecificationshallcompletly represent the TSF.

Aapbv_rsp25c  The functional specification shall include rationale that the TSF is aapletely
represented.
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Evaluator action elements:

accurate and

5 using
where

e odll
ns and

mEtely

ements

ADv_Fsp21E  The evaluator shall confirm that the information provided saktequirements
for contentand preentation of evicence.

ADv_Fsp22E  The evaluator shall determine that the functional specification is an
completeinstantiation of th@ OE security functional requirements.

ADV_FSP.3 Semiform al function al specification

Dgpendencies:

ADV_RCR.1 Informal correspondemdemonstration

Dgveloper action elements:

ADy_Fsp3ip  The developer shalprovide a functional spéication,

Cantent and presentation of evidence elements:

apy_rspazic  Thefunctional speification shall describedhe TSFaits externdinterface
a semifamal style supported by<{informal, explanatory text
appropriate.

apy_rspz2c  The functior specification shall:banternally consistent.

ADY_Fsp33c  The functional specification'shall describeetpurpose ad method of ug
extern& TSF interfaces;>providig complete details of all effectexceptio
error message

AaDy_rsp3ac  The functior specification shall completely represetiie TSF.

apy_Fspasc  The functional secification shall include ratiose that the TSF is co
represented.

Evaluator action'‘elements:

Apy_Fsp3.1E~<The evaluator shall confirm that the information provided saetequir
for contentand preentation of evicence.

ADY ®SP32E  The evaluator shall determine that the functional specification is an

accurate and

completanstantation of thd OE security tunctional requirements.

ADV_FSP.4 Formal functional specification

Dependencies:

ADV_RCR.1 Informal correspondemdemonstration
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Developer action elements:
ADv_Fsp41D  The developer shall provide a functiospkcification.
Content and presentation of evidence elements:

apbv_rsp4ic  The functional specification sh describe tB TSFand its external interfas using
aformal style, suppded by iformal, explanatoy text where appropriate.

abv_Fgp42c  The functionakpecificationshallbe interrally consisent.
Aapbv_rdp.a3c  The functional sgcification shall ascribe the purpose andetimod'of ‘use af all
exterral TSF interfaes, providing complet details ofall effects;.exceptiongnd
error messages.

Aabv_repa4ac  The functionakpecificationshallcompletly represent theTSF.

Apbv_Fgp4asc  The functional specification shall includational€ tlat the TSF is complgetely
represented.

Evalujator action elements:

Aabv_rep.41e  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.

ADV_FgP.42e  The ewduator shall determinesthat the functional specdtion is an ecurategnd
complete instantiatioof the.TCE security functionalrequirements.
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10.2 High-level design (ADV_HLD)

Objectives

The high-level design of a TOE provides a description of the TSF in terms of major structural units
(i.e. subsystems) and relates thegmits tothe functions thathey provide. The high-level design
requirements arimtended to provideassurancehat the TOE provides an architecture appropriate

to

The high-level design refines the functional speatfon into subsystems. Forabasubsy
the¢ TSF,the high-level desig describes #& purpo® and function,and identifies the
fupctionscontained inthe subsystem. The interrelationships bsabsystersare ale def
the high-evel design. These iatrelationships will be represented as external interfa
flow, control flow, etc, as appropria

Cagmponent levelling

The components in this family are levellien the basis of the.degree of formalism req
high-leveldesign, and othe degree of detaiequired for the\interface spécations.

Agplication notes

stem of
security
ned in

ces for data

hired of the

The developer is expected to délse the design.of theSF in terms of subsystem$he tem

“subsysterh is used here to express the idea of decomposing the TSF into a re
number é parts. While the developer is regjuired to actually have “subsystems”, the
is expeotd to repesent asimilar level of .decomposition. For example, a desigg besir
decomposed usirigayers, “domains’y or* servers”.

The term “security fuctionality”'is used to remsent the set of operations that a
pejforms in contribution to securitiunctions implemented by the TOE. This distincti
ause design construets;such as subsystemodules, dmot neessarily relate to §
urity functions. Whilegiven subsystem nyaorrespond dectly to a security fuation, ¢
muyltiple security functions, it is also possible that many subsystems must be
implementa single securitfunction.

The term “TSR=enfaing subsysm” refers to a subsysn thatcontributes to the enforc|
the TSP githér directy or indirectly.

The ADV_HLD.*.2E elements within this family defireequirement that the evaluator

latively small
developer
nilarly

subsystem

bNn is made
pecific

Dreven
combined to

ement of

Hetermine

that'the high-levedesiq is an accuratend complete instantiation of the TOE security

function

requirements. This prows a direct correspondesn ketween the TOE security functian
requrements and thieigh-leveldesign, in addition to #pairwise correspondenseequiredby the
ADV_RCR family. It is expeted that theevaluator will use the evidence provided in ADV_RCR
as an input tenaking this determination, and the recgiment for completeness is intended to be

relative to thdevel of abstration of the high-levetesign.

ADV_HLD.3.8C introduces a requirement fora compéte presentation for the intaedes

to the

subsystems. This will provide the necessary detail for supporting both thoestigd of the TOE

(using componentsom ATE_DPT), and the assessmenvuolnerabilities.
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In the context of the level of formality of the high-level design, informal, semiformal and formal
are considered to be hierarcHhizanature. Thus, ADV_HLD.1.C and ADV_HLD.2.C may also

be met with eithe a seniformal o formal high-level design, and BV_HLD.3.1C and
ADV_HLD.4.1C may also benet with a formal high-level design.

ADV_HLD.1 Descriptive high-lev el design

Dependencies:
ADV_FSP.1 Informal functional specification
ADV_RCR.1 Informal correspondence dmonstration

Developer action elements:

apv_Hip.1.10  The developer shallprovide the high-level desigrof the TSF.
Contgnt and presentation of evidence elements:

apbv_Hip.1.1c  The presentationof the high-level desigrshall be-informal.
apv_HUp.12c  The high-level design shall beinter nally consistent.

Aapv_HUp.1.3c  The high-level design shall des@e “the structure of the TSF in terms|of
subsystems.

apv_Hip.1.4c  Thehigh-level design shall describe thessurity fun ctionality provided by each
subsysten of the TSF.

apv_Hip.15c  The high-level design shalidentify any underlying hardware, firmware, and/
or software required’by the TSF with a presentation of he functions provided
by the supporting;protection mechanisms implememd in that hardware,
firmware , or software.
apv_Hip.1.6c  The high-level designshall identify all interfaces to the subsystems of the [TSF.

apv_HUp.17c  The high-level designshall identify which of the interfaces to the subsystng of
the TSF are externally visible.

Evalu@ator,action elements:

apv_HIDwie  The evaluator shall confirm that the infor mation provided mees lall
requirements for content ard presentation ofevidence.

ADV_HLD.12E  The evaluator shall determine that the high-level design is an awirate and
complete instantiation of the TOE securityfunctional requirements.

ADV_HLD.2 Security enforcing high-level design

Dependencies:
ADV_FSP1 Informal functionaspecification
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ADV_RCR.1 Informal correspondemdemonstration
Developer action elements:
ADV_HLD.21D  The developer shalprovide the high-lesl designof the TSF.

Content and presentation of evidence elements:

ADy_HLD.21c  The presentation of tHagh-leveldesign shall benformal.
Aapy_HLp.22c  The high-lewl designshall be internally consit.
ADy_HLD.23c  The high-level dsign shall degibe the strature of the TSF interms of sulpsystems.

Aapy_HLD.24c  The high-level design shall dgi#e the seurity functionality provied by e&h
subsystem of the TSF.

Aapy HLp25c  The hghdewel desgn shd identify any underlying hardare, firmware,jpnd/or
software required by the TSF with agsentation bthe functions pvided| by the
supporting protection achanisms implemiented in that hardware, figray or
software.

Aapy_HLp.26c  The high-lewl designshall icentify-all interfagsto the subsystns of the TSF.

apy_HLp.27c  The high-level design shall identify which of the interfaces to the subsystems of the
TSF are externally visible:

Aapy_HLD.28c  The high-level design~shall describe the purpose and method ofsa| of all
interfaces tothe subsystens of the TSF, providing details ofeffects, exceptions
and error messages, as appropriate.

Aapy_HLp2oc  The high-level design shalldescribe the separationof the TOE into| TSP-
enforcing and other subsystems.

Evaluator action@lements:

Apy_HLD.21E_<{)The evaluator shall confirm that the information provided saktequirgments
for contentand preentation of evicence.

Apy.HKD226  The evaluator shall determine that the high-leesigh isan accurate and complete

mactantiation nf th TOE seey |r|hl funecticonal roocunramantc
HRStaRtatHe -t o= Tty tHhRetoehRat reqomCrmcts:

ADV_HLD.3 Semiformal high-level design

Dependencies:
ADV_FSP.3 Semiformalfunctional specfication
ADV_RCR.2 Semiformal correspondence demonstration
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Developer action elements:
Apv_HLD.31D  The developer shall provideghigh-leveldesign of the TSF.

Content and presentation of evidence elements:

EC

ADV_HLD.31c  The presentationf the high-level dsign shall besemiformal.

apv_HUp.32c  The high-levedesign shall be internallyonsistent.

apv_HUp.33c  The high-level design shall describe thesture of the TSF in tersof subsgtems.

apv_HUp.aac  The high-level dsign skl describe the security functionality~provided by each
subsystenof the TSF.

apv_Hip.asc  The high-level desigrshall identfy any underlyinghardware, firmwee, and/or
software requied by the TSF with a presentation of\thediions provided by the
supporting protection mechanisms implemented)in that resegviirmware, or
software.

apv_Hib.asc  The high-evel design sHIl identify all interfaces tahe subsystems of thESF,

apv_Hip.a7c  The high-level design shall identify which of the intee&to the subsystems [of the
TSF are exterlly visible.

apv_HUp.asc  The high-level design shall describe the purmosemethod of use of all inteffes
to the subsystent the TSE;providingomplete details ofall effects,exceptipns
and error messages.

Aabv_HUp.aoc  The high-level design-shall describe the separation of the TOE into TSP}enforcing
and dher subsytems.

Evalugator action elements:

Abv_HUIp.31E  The eyvaluator shall confirm th#te informationprovided meets all equirements
for.content and presentation of evidence.

Apv_HlUp.3.2e «'The evaluator shall determine that the highHlelesign is an accate andcomplete
instentiation of the TOE searity functional requirements.

ADV_HEB4-Semitormal-high-level-explanation

Dependencies:
ADV_FSP3 Semiformal functional specification
ADV_RCR.2 Semifamal corespondencdemorstration

Developer action elements:

ADv_HLD.41D  The developer shall provideghigh-leveldesign of the TSF.
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Content and presentation of evidence elements:

ADV_HLD.41c  The presentation of tHagh-leveldesign shall beemiformal.

Apv_HLD.42c  The high-lewl designshall be internally consit.

ADv_HLD.43c  The high-level dsign shall degibe the strature of the TSF in terms of subsystems.

ADy HLD.44c  The high-level design shall dei#e the seurity functionality provicd-by e&h
subsystem of the TSF.

Aapy_HLp.4s5c  The hghdewel desgn shdl iderntify any underlying hardare, firmware,jpnd/or
software required by the TSF with agsentation bthe functions mpvided| by the
supporting protection achanisms implemented in that \hardware, figrey or
software.

Ay _HLD.46c  The high-lewl designshall icentify all interfaesto:the subsystns of the TSF.

apy_HLp.47c  The high-level design shall identify which of'the interfaces to the subsystems of the
TSF are externally visible.

Aapy_HLp.4sc  The high-level design shall descrithe. purpose and method of use of al| interfaces
to the subsysins of the TSF, providing compledetils of all effects, exeptions
and erro messages.

Aapy_HLp.49oc  The high-level design shall\describe the separation of the TOE into T|SP-enforcing
and other subsystems.

Aapy_HLp.41oc  The high-level desig shall justify that the identified mears of achieving
separation, including any protection mechanisns, are sufficient toengsure a
clear and efféctive separation of TSP-enforcing from non-TSP-epforcing
functions.

Aapy_HLp.41ic  The high-level design shall justify thatthe TSF mechanisms aresufficient to
implement the security functions identified in the high-level dsign.

Evaluator action elements:

ADY_HLp41E  The evaluator shall confirm that the information provided saktequirgments
for contentand preentation of evicence.

ADV_HLD.42e  The evaluator shall determine that the high-leesigh isan accurate and complete

instantiation of te TOE security functional requirements.

ADV_HLD.5 Formal high-level design

Dependencies:
ADV_FSP.4 Formal functional specfication
ADV_RCR.3 Formal correspondence demonstration
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Developer action elements:

Apbv_HLD.51D  The developer shall provideghigh-leveldesign of the TSF.

Content and presentation of evidence elements:

ADV_HLD.s1c  The presentatioof the high-level dsign shall béormal.

apv_HUp.s2c  The high-levedesign shall be internallyonsistent.

apv_HUp.s3c  The high-level design shall describe thesture of the TSF in tersof subsgtems.

apv_HUp.sac  The high-level dsign skl describe the security functionality~provided by each
subsystenof the TSF.

apv_Hip.ssc  The high-level desigrshall identfy any underlyinghardware, firmwee, and/or
software requied by the TSF with a presentation of\thediions provided by the
supporting protection mechanisms implemented)in that resegviirmware, or
software.

apv_HUip.ssc  The high-evel design sHIl identify all interfaces tahe subsystems of thESF,

apv_Hip.s7c  The high-level design shall identify which of the inteei&to the subsystems [of the
TSF are exterlly visible.

apv_HUp.ssc  The high-level design shall describe the purmosemethod of use of all inteffes
to the subsystems dhe TSEproviding complete eails of all effects exceptipns
and error messages.

abv_HUp.soc  The high-level design-shall describe the separation of the TOE into TSP}enforcing
and otler subsystems.

apv_HUp.s.10c  Thehigh-leveldesign shall justifghatthe identified means of achievingpsrat|on,
including-any protection nchanisms, are sufficient to ensure eaclandeffectjve
separation of TSP-enforcing fronon-TSP-enforcing functions.

Apv_HUp.s11c  Thehigh-evel design shalljustify that the TSF mechanisms are suffigient to
implement the securitjunctiors identified in the high-¢vel design.

Evalulator action elements:

ADV_HLD.5.1E

ADV_HLD.5.2E
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10.3 Implementation representation (ADV_IMP)

Objectives

The descriptia of the implementation represtation in the form of souce code, firmware,
hardware drawing®tc. @ptures tle detailedinternal workingsof the TS in suppot of aralysis.

Cgmponenttevetting

The components in this family are levelled on the basis of the etanpks and structyre of the
implementation represtation provided.

Agplication notes

The implementation representation is useekfiyess the notion of the least abstract regresentation
of [the TSF, specifically the one that usedto create the TSE. itself without fugth|design

refinement. Soce code that ithen compiled pa hardvare dawing'that is @ed to build the actual
hajdwareare examples gbarts of an implementation representation.

It i[s possiblethatevaluators may use th@plementation‘re@sentation talirectly suppqrt other
evaluation activities (e.g. vulnerability aalysis, test‘coerage analysis, or identitagion of
adflitional evaluator tests). It is expedtthat PP/ST’authors will gk a component that|requires
that the impementatia is compleé and compehensiveenoughto addres the needs of hbther
requirements included the PP/ST.

ADV_IMP.1 Subset of the implementation of the TSF
Agplication notes

ADV_IMP.1.1D requires thattidevelor provide tleimplementation repreatation for ajsubst
of the TSF The intentionisthat access to at least a portion of the=V8ll provide the evalator
with an opportunityto examine thémplementation re@sentatiorfor those portions othe TOE
where such an @rination can add signdantly to the unestanding of, and assura the
mgchanisms emplayed. Provision of a sample of theemphtation representation will glso allow

the¢ evaluator tosample the traceabilydence to gain assurance in the approach taken for

refinementand;to assessdlpresentatiof the implementationepresentation itself.

ADV_IMP:I.2E ebment defines a requirement that the evaluaédermine that the least abstra
TSF representation is amccurate and complete instantiation of theET&curity fungtioral
requirements. This prowed a direct correspondem ketween the TOE security fuinctiain
requirements anithe leastabstract TSF repsentation, in additioto the pairwise correspondences
required bythe ADV_RCR family. It is expected that the evaluatdl use the evidencprovided
in ADV_RCR as an input to aking this determination. Thedst abstact TSF repesentation for
this component is an aggregate of the impleatemt repesentation that is provided andath
portion of the low-ével design for which no corresponding implementatigoresentation is
provided.

Dependencies:
ADV_LLD.1 D escriptive low-level design
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ADV_RCR.1 Informal correspondence eémonstration
ALC_TAT.1 Well-defined developmen tools

Developer action elements:

ADV_IMP.1.1D

Contgnt and presentation of evidence elements:

abv_iMp.11ic  The implementation representation shall unambiguously define-the TSH

Aapbv_IMp.12c  The implementation representation shalbe internally consistent.

Evalu

apv_IMp.11E  The evaluator shall confirm that the inforumation provided mees

abv_iMp.1.2e  The evaluata shall determine that the/least abstract T$ representat

ADV |

Appli¢ation notes

The

imple
functi
functi

correspondences required by the ADV_RCR family. It is expdtiat the esluator will use

evide

Depe

subset of he TSF.

EC

The deweloper shall provide the implementation representation for a selected

level of detail such that the TSF can be generated without, further d
decisions.

lator action elements:

requirements for content ard presentation ofevidence.

provided is an accurate and complete instantiation of the TOE secu
functional requirements.

IMP.2 Implementation of the TSF

ADV_IMP.2.2E element defines a requiremerdt tthe ewaluator determine that
mentation representatidg-an accurate andomplete instangtion of the TOE sec
bnal requirements. This proesl a direct correspondencestlveen the TOE sec
bnal equirements.and the implementation representation, in addition to the

nceprovided in'ADV_RCR as arnput to making this detenination.

ndencies:
ADV_LLD.1 Descriptivelow-level design
ADV_RCR.1 Informal carespondencdemonstation

toa
Psign

all

on
rity

the

rity

urity
pairwise

the

ALC_TAT.1 Well-defired developrent tools

Developer action elements:

ADV_IMP.2.1D
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Content and presentation of evidence elements:

ADv_IMP2ic  The impkementation representation shall unambiguouslgfohe the TSF to a lesf
of detll such that the TSEan be generated without further desigcid®ns.

Aapbv_mp22c  The implementationepresentation shall be rhally consistent.

abv_MpP.23c _ The implementation representation shall dscribe the relationships between
all portions of the implementation.

Evaluator action elements:

Aapy_ImMp21E  The evaluator shall confirm that the information provided.g@aktequirgments
for contentand preentation of evicence.

ADy_IMp22e  The evaluator shall @ermine th& the implementation representation is an
accurate andompleteinstantiation of th& OE security functionalequirements.

ADV_IMP.3 Structured implementation of the TSF

Agplication notes

The ADV_IMP.3.2E element defines a reqement that the evaluator etermine that the
implementation representation is accuratecad complete insntiation of the TOE seurity
fupctional equirements. This provides a>direct correspondence between the [GDEYyse
fupctional requirements and thenplementation representation, in addition to thghirwise
cofresponances requid by the ADV RER family. It is expected that the evaluator will ube
evidence provided in ADV_RCRsan.input tomaking this étermination.

Dgpendencies:
ADV _INT.1 Meodularity
ADV_LLD.1 Descriptive low-level design

ADV_RCR1 Informal correspondemaemonstration
ALC_TAT.1 Well-defined deglopmenttools

Dgveloper-action elements:

Aapby_IMR31D  The developer shall provide the implementati@presentation for the en1ire TSF.

Content and presentation of evidence elements:

ADv_IMP3ic  The impkementation representation shall unambiguouslgfohe the TSF to a lesf
of detl such that the TSEan be generated without further desigidiens.

Apv_IMpP32c  The implementationepresentation shall be mhally consistent.

ADv_IMP33c  The implementation representation shall describe the relationships between all
portions oftheimplementation.
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ADv_IMP.34c  The implementation representation shall be structured into small and
comprehensible sections.

Evaluator action elements:

abv_iMp.31E  The evaluator shall confirm th#tie informationprovided meets all equirements
for content and presentation of evidence.

Apbv_IMP.32E  The evaluatoshal determire that treimplementation represeation is an &curate
and compdte instantiation of the TOE security function@fuirements.
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10.4 TSF internals (ADV_ INT)

Objectives

This family addresses the internal structure of the TSF. Reeggrits are preseed for modularity,
layering (to separate lel of abstraction and minimis&cular dependenes), minimisation of the
complexity of polcy enforement nechanisms, and the minimisation of the amount of non-TSP-

Modular design reduces the inteygendence éween elements of the TSF and.thus
risk that a change or error in one module will have effects throughout the’ TOE. Thodukar

ign provides #hbasisfor determinig the scope ointeraction with otheelementsof th

gh to be

educes the

e TSF,

provides for increased assuance ttat unexpected effects do not occur, ‘arnd also provides the basis
for designing and ealuating test suites.

T

co
as

e use oflayering aml of simple designsfor the TSRenforcing functionality redu

in the implementation.

Mipimising the amount of functionality in the TSF that does erdbrce the TSP,edu

PO

evaluator to focus only on that functionality which is necessary &% enforcement.

Dgsigncomplexity minimisation contributes to the asgwe that the code is uadtood —

co

comprehensibleDesign complexity minimisatio is a key characteristic ofarefererce val
mechanism.

Cagmponent levelling

T

hecomporentsin thisfamilyarelevelled on the basis of the amountsifucture ad minim

requred.

Agplication notes

T
b

edop’ the avadble TSF representations. The functiongpbecifcation allows identifi

;F erm-=portions of the TSF” is usedto represent parts of the TSF with a varyin%:ftarity

teqmsof interfaes, the high-levé design allows idntification in terms ofsubsystems,
level designallows identifi@tion in terms of moduks, and tle implementation representation

a

ce the

mplexity ofthe TSF. This irturn enables a bett understanding othe TSF, providig more
surance t the TOE scurity functional requirements are acatety and completely inaptiated

ces the

ssibility of flaws in the TSF. In combination with modularityddayering, it allgws the

the less

mplex the code in the TSF, theegter the liklihood that the design of thg TSF is

jdation

sation

ion in
he low-

lows identificationin terms of implementationnits.

The ADV_INT.2.5C and ADV_INT.3.5C elements address minimisation of mutual interactions
betveen layes. Nevetheless, it is still penissibleto havemutual inteactionsbetveenlayers, but
in such cases the developer is required to demon#teitthese mutual iatactions are Bcessary

a

nd cannot reasonablye avoided.
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EC

ADV_INT.2.6C introduces areference monitor concept by regng the minimisation of
compkxity of the portionsof the TSF that enforce the &ss control and/or inforation flow

control policies identified in the TSP. ADV_INT.3.6C furth#evelops theaference monitor
concept by equiring minimisation of theomplexity of the entire TSF.

Several of the elements within themporents for this family refer to the architectural destion.
The achitectural description iat a similar level of abstraction to the loew€l design, in that it is
concerned with the modules of the TSF. Whereas thedwogl-tlesign describes the design of the

modules ofthe TSF,the purpose othe architetural description is to provid evidencs
moduljarity, layering, and minimisation of complexity of the TSFgpudicable. Boh the Jow-kE

desig

architgetural description, tprovideassurance that the3 SF representations possehe reqy
modularity,layering, and minimisation of complexity.

ADV |

Depe

Deve

abv_INT.1.1p  The developer shall design and structure the TSF in a modular fashior

apbv_INT.120  Thedevelope shall provide.an architectural description.
Contgnt and presentation of evidencé elements:
ADV_INT.1ic  The architectural desciption shall identify the modules of the TSF.

apbv_INT.12c  The architectural description shall describe the purpose, inter

apbv_INT.13c  Thearchitectural description shall describehow the TSF design provides

Evalu

ADV_|

and the implementation representatioare required to ben compliarce™with

INT.1 Modularity

ndencies:
ADV_IMP.1 Subset of the implementation of the FSF
ADV_LLD .1 Descrigive low-level design

oper action elements:

avoids unnecessary interactions.between the modules thie design.

parameters; ard effects ofeach module of ther SF.

largely independentmodules that avoid unnecessary interactions.

lator action elements:

b of
vel
the
ired

that

ace,

5 for

riMe  The evaluator shall confirm that the infor mation provided meesk

all

requirements for content ard presentation ofevidence.

ADV_INT.12E  The evaluator shall determine that both the low-level design and
implementation representation are in compliance with the architectural

114

description.
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ADV_INT.2 Reduction of complexity
Application notes
This component introduces a esfnce monitor concept by requiring the minimisation of

complexity of the portions of tle TSF that enforce theaccess controénd/or information flow
control policiesidentified in the TSP.

Dgpendencies:
ADV_IMP.1 Subset othe implemerdtion of the TSF
ADV_LLD.1 Descriptive low-level design

Developer action elements:

Aapy_INT.21D  The developer shall design and structure the TSEmodular fashion that avoids
unnecesxy interactions betweethe modules of thidesign.

ADY_INT.22D  The developer shalprovide ararchitectural desiption.

Aapy_INT.23D0  The developer shall design and strueture the TSF in a layered fashion that
minimises mutualinteractions betwe@ the layers of the design.

ADY_INT.24D  The developer shall design and structure the TSF in such a way that nimises

the complexity of the portions of the TSF that enforce any access control and/
or information flow controlpelicies.
Cantent and presentation of eviden¢e elements:
AaDy_INT.21c  The architectural~description shalleidify the modués of the TE and shall
specify whichcportions of the TSF enfoce the acess control gnd/or
informatiom flow control policies.

ADy_INT.22c  The arehitectural description shall describe the purpose, inted@ameters, and
effectsof each module ahe TSF.

ADY_INT.23c /2 The achitectural descriptioshalldescribe how tke TSF design providsfor largely
independeninodules that avoid ueoessary interactions.

Aapy_iNT24c  The architectural description shall describethe layering architecture.

ADV_INT.25c  The architectural description shall show that mutual interactions have been
minimised, and justify those that remain.

ADV_INT.26Cc  The architectural description shall describe how the portios of the TSF that

enforce any acess control and/or information flow contol policies have been
structured to minimise complexity.
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Evaluator action elements:

EC

the

ADV_INT.21E  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.

ADV_INT.22E  The evaluator shall aermine tlat both the low-level design and
implemenétion represntation are in compliance with the arcbdtural desription.

ADV [INT.3 Minimis ation of compl exity

Appli¢ation notes

This ¢ompoent requires that the referenoenitor property “simple enough-tolb@alyseq
fully gddressed. When this component is combined welfuthctionalrequirements FPT_R
and HH _SEP.3the reference monitaoncept would be fully realised.

Depepdencies:

ADV_IMP.2 Implementation of the TSF
ADV_LLD.1 Descriptivelow-level design

Developer action elements:

ADV_INT.3.1D

ADV_IN[T.3.2D

ADV_INT.3.3D

ADV_INT.3.4D

ADV_INT.3.5D

ADV_INT.3.6D

The developer shall desigid structure the TS in a modula fashia that av
unnecessary interactions beem the modus of the aesign.

The developer shall provide\an architeal description.

The developer shall design and structure the TSF in a layered fa
minimises mutual intéractions betwea the layers of the design.

1"is
M.1

Dids

shion that

The developer shall design and structure the TSF in such a way that mignimises the

complexity .of theentire TSF.

The developer shall design and structure the portions of the TSF that en
any access control and/or information flow control polcies such thatthey
simple enough to beanalysed.

The developer shall ensur¢hat functions whose objectives areot relevant
the TSF are excludeal from the TSF modules.

force
are

for

Content and presentation of evidence elements:

ADV_INT.3.1C

ADV_INT.3.2C

116

The architectudadescription shall identify the modsl of the TSF and shall specify

which portions of the TSkenforce the agess control and/or information
control policies.

flow

Thearchitectual description shall describe the purpomiterface, paramets, and

side-effects oBach module of th&SF.
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ADV_INT.33c  The achitectural descriptioshalldescribe how tle TSF design providsfor largely
independeninodules that avoid ueoessary interactions.

ADV_INT.34c  The architetural description slll describethe layering architeure.

ADV_INT.35c  The archiéctural description shall show that mutual interactions hawen be
minimised and justiy those thatemain.

ADY_INT.36Cc  The archiéctural description shallegcribe how theentire TSF hasbeen stiuctued
to minimise complexity.

ADY_INT.37Cc  The architectural description shall justify the inclusion of’ any nop-TSP-

Evaluator action elements:

ADY _INT.3.1E

ADY _INT.3.2E

ADY_INT.3.3E

enforcing modules in the TSF.

The evaluator shall confirm that the information provided s@ktequirements

for contentand presentation of evidence.

The evaluator shalldeermine that both the low-level design

and the

implementatione@presentation are in campliance with thehétectural description.

The evaluata shall confirm that the portions of the TSF that enfarg
acaess controland/or informatioflow control policiesare simple enoug
analysed.

e any
h toe
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10.5 Low-level design (ADV_LLD)

Objectives

The low-level design of a TEprovides a description of the ietnhal workingsof the TSF in terms
of modules antheir interrelationshipand dependencies. The ldavel design povides assurance
that the T subsystems have &ecorrectly and efdively refined.

For ekh module of the TSF, the low-level design describes its purpose, functionarteu—;‘rf
dependenes, and the implementation afly TSP-enforcing functions.

Component levelling

The components in this family are &hed on the basis of the degree of formaligouired ofthe
low-lgvel design, and othe degree ofelail requiled for the interface sgifications.

Appli¢ation notes

The term “TSP-enforcing module” refers to any module that must be relied upon for correct
enfordgementof the TSP.

The t¢rm “security functionality” is used to represent the sepahtions that a module performs
in contributionto security functioaimplemented byithe TOE. Thigdistinction is made be¢ause
mod}es do not recessarily relate to spedifisecurity functions.While a given module [may

correspond diretly to a security function, or eermultiple seurity functions, it is also pogsible
that njany modules must bembined tamplement a single security function.

The ADV_LLD.*.6C elements require.that the low-level desigscdbe how each TSP-enfqrcing
functipn is provided. The intent.ob thigguirement is that the low-lev design provide a
descrjption of how each moduledgpected to be implemented froadesign perspecte/

The ADV_LLD.*.2 E elements-within this family defirerequirement that the aeluator determine
that the low-level design is asccurate and cometie insantiation of the TOE secuyitfunctignal
requi:lements. This provides a dit correspondence betee the TOE ecurity functignal
requitements and the low-level designadgidition to the pairwiseorrespondencesquired byl the
ADV_|RCR family:-It'is expected that the evaluator will use the evidence provided in ADV_RCR
as an|input to-making this @emination, and the requirement for complesnis intended o be
relative to the-leveof abstraction othe lowlevel design.

ADV_|LLD.2.9C introdwces a requirement for a complete presentation for the inésrtagthe
modules. ThiS willprovide the nesary detail for supporting both thorough testing of the TOE
(using components frn ATE_DPT), and thasessnent of vulnerabilities.

In the context of the level of formality of the low-level design, informal, semiformal and formal
are considred to be hierarchical in nature. Thus, ADV_LLD.1.1C ralsp be met with either a
semifamal a formal low-level design, and ADV_LLD.2.1C may also be met wifiloranal low-

level design.
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ADV_LLD.1 Descriptiv e low-level design

Dependencies:
ADV_HLD.2 Security enforcing high-level design
ADV_RCR.1 Informal correspondence demonstration

Developer action elements:

AD

Cd

AD

AD

AD

AD

AD

AD

AD

AD

AD

AD

EV

_LLD.11D

ntent and presentation of evidence elements:

_LLD.14C

LLD.12C

_LLD.13C

_LLD.14C

_LLD.15C

_LLD.16C

_LLD.17C

_LLD.18C

_LLD.19C

_LLD.110C

aluator action elements:

The developer shall grovide the low-leveldesign of the TSF.

The presentation of the low-ével design shallbe infor mal!

The low-level desigrshall be internally consistent.

The low-level desigrshall descrikethe TSF in terms of modules.
The low-level desigrshall descrike the purpose ofeach module.

The low-level design shall define the interrelationshipsdiween the mog
terms of provided security functionality and dependencies on other m

The low-level design shdl describe how each TSP-enforcing fung
provided.

The low-level desigrshall identify all interfacesto the modules of the T

The low-level design shall identify which of the interfaces to the modes
TSF are exte-nally visible.

The low-level design shall describe the purpose and method ose
interfaces to the modules of the TSF, providing details of effects, e
and-error messages, as appropriate.

The low-level designshall descrite the separation of the TOE into
enforcing andother modules.

ués in
bdules.

tion is

SF.

of the

of all
ceptions

TSP-

ADV_LLD.1.1E

ADV_LLD.12E

The evaluator shall confirm that the information provided meets all

requirements for content and presentation of evidence.

The evaluator shall determire that the low-level design isan acurate and

complete instantiation of the TOE security functional requirements.
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ADV_LLD. 2 Semiformal low-level design

Dependencies:
ADV_HLD.3 Semiformal high-level design
ADV_RCR.2 Semiformal correspondence demongation

Developer action elements:

EC

ADV_LLD. 2.1D

Contgnt and presentation of evidence elements:

ADV_LLpD.21C

ADV_LLpD.22C

ADV_LLD. 2.3C

ADV_LLPD. 2.4C

ADV_LLpD. 25C

ADV_LLPD. 2.6C

ADV_LLD.2.7C

ADV_LLD. 2.8C

ADV_LLD.2.9C

ADV_LLPD. 2.10C

Evalu@ator,action elements:

The developer shall provideglow-level design ofthe TSF.

The presentation of #low-level desigrshall besemifa mal.

The low-level @sign shall be imrnally consistent.

The low-level design shall describe the TSF in gofimodules.
The low-level @sign shall describe the purpdse of each madul

The low-level design shall define the dntationships between the modt
terms of provided securifyunctionality ‘ahddependencies osthermodules.

The low-level @sign shall describe*how @aTSP-enfoeing function is provig
The low-level @sign shall identify all interfees to the modulsof the TSF.

The low-level design shall identify which of the inteda to the modules (
TSF are exterlly visible.

The low-level design shall describe the purpose and method of use of al

les in

led.

f the

geerfac

to the modules of the TSF, providingmpletedetails ofall effects, exceptiongnd

error messages.

The Jowlevel design shall desbe the separation of the TOE into TSP-enforcing

and otler modules.

pnts

apv_Lib21e  The evaluataor shall confirm th#ie informationprovided meets all equirem
for content and presentation of evidence.
Aapv_LLp.22e  The evaluatoshall deérmine thet the low-levd design isan accurate andomplete

instentiation of the TOE searity functional requirements.

ADV_LLD. 3 Formal lo w-level design

Dependencies:
ADV_HLD.5 Formal high-level design
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ADV_RCR.3 Formal correspondence demonstration

Developer action elements:

ADV_LLD.31D

The developeshal provide the low-levedesign of the BF.

Content and presentation of evidence elements:

AD

AD

AD

AD

AD

AD

AD

AD

AD

AD

EV

AD

AD

_LLD.34C

_LLD.32C

_LLD.33C

_LLD.34C

_LLD.35C

_LLD.36C

_LLD.37C

_LLD.38C

_LLD.39C

_LLD.3.10C

aluator action elements:

_LLD.31E

_LLP32E

The presentation of ¢How-level design shall béormal.
The low-kevel design shll be internallyconsistent.
The low-leveldesign shall descritbe TS in terms of modules.

The low-levé design shall descrilibe purposef each module.

The low-lewel design shall define the mrrelationships betwan the modules in

ternms of providedsecurity functionality and depéndencies on other maasijul

The low-kvel design shll describehow eachTl SP-enforcing functiors prgviced.

The low-kevel design shll identify allinterfaces to thenodules of tke TSF.

The low-level @sign shall identify which of the interfaces to the modules of the

TSF are externally visible.

The low-level design shall dasbe the purpose and method of use of all interfaces
to the modulsof the TSF, providing complete detdlf all effects, exceptjons and

error message

The low-level.design shall describe theparation of the TOE into TSP-erdimg

and other modules.

The evaluator shall confirm that the information provided saktequirements

for contentand presentation of evidence.

The evaluator shall @ermine thathe low-kvel design is an accate and cdmplete

instantiation of tk TOE security functional requirements.
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10.6 Representa tion correspondence (ADV_RCR)

Objectives

EC

The correspondenceebween the various TSrepresentations (i.8 OE summary specification,
functional specification, highelel design, low-level design, implementation representation)

addresses the correatd complete instantiation of the requirements to the least abskfF

results of coresponabnce determlnatlorisetween aladjecentabstractions of representatlo :

Component levelling

The domponents ithis family ae levelled on the basis of the requireel/&l of\formality of
correspondence beterethe various TErepresentations.

Appli¢ation notes

The developer must demonstratethe evaluator that theostdtailed, or least abstract
repregsentation provided is an aatar consistent, and compl€te erdiation of the funci
exprelsse as functionhrequirenentsin the ST. This is accomplisti by showirg correspond
betwgen adjgentrepreserdtions ata commensurate leyvelof rigour.

ulative

the

TSF
ions
bnce

This feamily d requrements is not intended to address correspondefating to the TSP model

or thg TSP Rathe, as shwn in Figure 10.2 it is intended to addss carespondence bet

implementation representation is only provided for a eutisthe TSF (as in ADV_IMP.1},

requitted refinements’between the low-level design and the implementegpi@sentatiorn
limiteg to the seCurity functionality that is presented in the implementation represents
other cass, thisélement requires thall parts of the more abstract TSF representation b
in theless apstret TSF representation.

ween

ibh-

scope
nents
I kES

ignal

arding

the

the

are

tion. In all
b refined

In the| congxt of the level of formality for correspondence betweencaaja TSF representations,

informal, semiformal and foreh are considered to be herarchical in nature. T

hus,

ADV_RCR.2.2C and ADV_RCR.3.2C may be met with a formal proof ofesponance, and in
theabsence o&ny requiremeston its kvel of formality,a demonstration oforrespondere may

beinformal, semiformal or formal.
ADV_RCR.1 Informal correspondence demonstration

Dependencies:
No dependenas.
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Developer action elements:

ADV_RCR.1.1D

The developer shdl provide an analyss of correspondence betwae all
adjacentpairs of TSF representations thatare provided.

Content and presentation of evidence elements:

ADV_RCR.1.1C

For each adjacent pair of proviced TSF representations, the analysis shall

Evaluator action elements:

AD

AL

De

De

AD

Cd

AD

AD

EV

demonstrate that all relevant scurity functionality of the more abstra¢t TSF
representation is correctly and completely €fined in the less abstract TSF
representation.

_Rcr11E  The evaluator shall confirm that the information provided mesets all
requirements for content and presentation of evidence.

V_RCR.2 Semiformal correspondence demonstration

pendencies:

No degendencies.

veloper action elements:

_rRcr21D0  The developr shall provide-an analysis of correspondebetveen all adjacent
pairs of TSF representations that are provided.

ntent and presentation of evidence elements:

_Rcr21c  For eachadjacent pair of provided TSF repesdations, the analygis shall
demonstrate~that all relevant security functionality of the more agbstiSF
representation is coraly and completly refined in the less abstract TSF
representation.

_Rcr22c  For.each adjacent pair of provided TSF representations, where portipns of
both representations are at least semiformally spiied, the demonstration of
correspondence between those portions of the representations|shall be
semiformal.

aluator action elements:

ADV_RCR.2.1E

The evaluator shall confirm that the information provided s@ktequirements
for contentand preentation of evicence.
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ADV_RCR.3 Formal correspondence demonstration

Application notes

EC

The developer must either demonstrate or prove correspomdendescribed in thequirements
below,commensurate with thevMel of rigour of presentation style. For example, correspondence
mustbe proverwhen correspondingepresentatiosare formally speified.

Depepdencies:
No dependenas.

Deve

ADV_RCR.3.1D

ADV_RC¢R.3.2D

Contgnt and presentation of evidence elements:

ADV_R(¢R.3.1C

ADV_R

R.3.2C

ADV_R(¢R.3.3C

Evaluator actionelements:

ADV_RCR.3.1E

oper action elements:

The deeloper shall provide an analysis of correspondenee’ leatwt adja
pairs of TF representations thategprovided.

ent

For those coresponding potions of representations that are formally

specified,the develope shall prove that correspendence.

For each adjacent pair of provid€8F representations, the analysis spalve
demonstrate #i all relevant security. functionality of the morabstract ]
representation is correctly and*ecomiply refined in the less abstract
representation.

For each adjacent pair of-provideTSF representations, where port®of ¢
representation arsemifexmally specified and the other at least semiforn
specified, the demonstration of correspondence between those porti
representations shall semiformal.

For each adjacent pair of provided T representations, whee portions
both representations ae formally specified, the proof of corresponde
between(those portiors of therepresentations shall béor mal.

TFhe evaluator shall confirm th#tte informationprovided meets all equiremg
for content and presentation of evidence.

or
ISF
TSF

ne
nally
bns of the

of
nce

PNts

ADV_RCR.3.2E
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10.7 Security policy modeling (ADV_SPM)

Objectives

It is the objectiveof this family to provide additionahssuance that tle security functions in the
functionalspecification enforce the polesin the TSPThis isaccomplished vidhedevelopment
of a sectity policy model that is based on a subset of the polidi¢sen TS, and establishing a

co
of

the TSP.

Cgmponent levelling

The comporents in this familyare levellel on the basi of the degre of formality required
TSP model, and theedree of formality required of the corresponderice batvbe TSH
anfl the functional secification.

Agplication notes
w
thq
cu
ide
At
(if

nile a TSP may include supolicies, TSP modslhave teditionally represented only s
se policies, m@use modeling certain polésiis currently beyond the state of thg
'rent stae of the art @termines the policies that wée modeled, and the PP/ST aut
ntify specific functions and assiated policies that'an, and thus are required to be

they are part of the TSP) since they are within the state @frthe

Fo
ch

aracteristics odipplicable policies ofithe TSP inegff SP model and to ensure that #T SP
sfies the corresponding poies ofthe TSP. Tk “rules” and “claracteristics” ofa TSP
intended t@llow flexibility in<the type of model tat may be desloped (e.g. ste tra

property) and characteristicS may tepresented as dfinitions sich as “initial stag”, “
stag’, “subjects” and “objecCts”.

In the context of the level of formality of the TSP model andtineessponebnce between
maodel and the functional speciition, informal, semiformal and foahare considers
higrarchical jinvnature. Thus, ADV_SPM.1.1C may also be met with either a semifor
TSP modely*and ADV_SPM.2.1C may also be met with a formal TSP model.
ADV_SRPM:2.5C andADV_SPM.3.5C may be met with a formal prdoof comrespo
Finally,_in the absence of any regaments on its leel of formality, a demonstr

polcies

of the
mod

ubsets of
b art. The
hor should
modeled.

the very kast, access contrahd information flew control policies arequired to be moded

r each of thecomporents within this_family, there is a requirement tesalibe the rules and

mock!
moda!
nsition,

-interference). For example, esllmay be epresented as “properties” (e.g. simglkeurity

Secure

the TSP

bd to be

mal aF form
Furthermore,
ndence.

ation of

cofresponance maybe informa, semformal orformd.

ADV_SPM.1 Informal TOE security policy model

Dependencies:
ADV_FSP.1 Informal functional specification

Developer action elements:

apbv_spmi1D  The developer shall grovide a TSP model.
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ADV_SPM.12D

The develomr shall demonstrate corespondeme between the functional
specification andthe TSP model.

Content and presentation of evidence elements:

ADV_SPM.1.1C

ADV_SPM.12C

The TSP model shall be informal.

The TSP model shall describe the rules and chacteristics of all policies of the

ADV_SAM.13C

ADV_SHM.14C

Evalujator action elements:

ADV_SHM.1.1E

ADV [SPM.2 Semiformal TOE security policy model

Depepdencies:
ADV_FSP1 Informal functiopispecification

Developer action elements:

ADV_SHM.2.1D

ADV_SAM.22D

Contgnt and presentation of evidence elements:

ADV_SHM.2.1C

ADV_SHM2:2C

TSP that can be modeled.

The TSP model shall include a rationale that demonstrates that it is.consjstent
and complete with respecto all policies of the TSP that ca be modeled.

The demonstration of correspondene between the TSPxmodel and| the
functional specification shall show that all of the security functions in|the

functional specification are consistert and completewith resped to the TSP
model.

The evaluator shall confirm that the<infor mation provided mees [all
requirements for content ard presentation ofevidence.

The developer-shall provide a TSP model.

The deeloper shall demonstrate correspondence between the {unctional
specifi@tion and the TSP model.

The TSP model shall lsemiformal.

The TSP mod shall describe the rules anlaracterists of all policies of the|TSP

ADV_SPM.23C

ADV_SPM.24C

126
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The TSP model s#il include a rationale thatlemonstrads thatit is consistenand
complete with respedto all policies of thel SP that cale modeled.

The demonstration of casponance betweethe TSP mod and the functional
specifiation shall show that all of the security functions in the functional
specifi@tion are consistersnd complete with respetb the TSP model.
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apv_spm2sc  Where the functional specification is atéast semifg mal, the demonstration of
corresponaence between the TSP modeé and the functional specification shall
be semiformal.

Evaluator action elements:

ADv_spMm21E  The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.

ADV_SPM.3 Formal T OE security policy model

Dependencies:
ADV_FSP.1 Informal functional sp#ication

Dgveloper action elements:
Apy_spm31D  The developer shalprovide a T® model.

apy_spm32p  The developer shall demonsteabr prove,as appropriate, correspgndence
betweerthe functional specitation arl theClhSP model.

Cantent and presentation of evidence elements
ADy_spm3ic  The TSP model shalbe formal.

Aapy_spm32c  The TSP model shall describe the rules aradecteristics ofall policies of the TSP
that carbe modeled.

apy spm33c  The TS modelshdllinclude a rationale #it demonstrates #hit is consistent and
completewith respet to all policies of the TSP thaan bemodeled.

ADY_spm34c  The demonstetion of correspondence betevethe TSP model and the functabn
specification shall show thadll of the security functions in thdéungtioral
specification are consistent and complete witheetsfpthe TSP mod.

apy_spmasc Where tle functional specification is semiformal, the demonstration of
corresponance between the TSP modeand tre functional sgcification shall be
semiformal.

Aoy skMzec  Where the functional specifcation is formal, the proof of carespondence
between the TSP modehnd the functional Specification shall be formal.

Evaluator action elements:

ADv_spMm3.1E  The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.
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11 Class AGD: Guidance documents

The guidance documents class prasdhe requirements foruserand administrator guidance
documentation. For theesure administration and use of the TOE it isessary to describe all
relevant aspects for tlsecure applicatioof the TOE.

Fi%um 11.1 showshe families within thé class, and # hierarchy of components within the
families.

Class AGD: Guidance documents

AGD_ADM Administrata guidance
AGD_USR User guidance

Figure 11.1 - Guidaneg.documents class decompaosition
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11.1 Administrator guidance (AGD_ADM)

Objectives

Administrator guidance refers to writtenat@rial that is intended to be etsby those persons
responsible for configuring, maintainingnd administering 8@ TOE in a correct manner for
maximum security. Because the secure ajmr of the TOE is dependent upon the correct
performanceofteTSFprsonsesponsibte-foperformimgthese-functiosare-trusted by thesF.
Administrator guidance is intended t@ln administetors understand the agity functipns
provided by the TOE, oiuding both those functions dhrequire the adminisdtor to-perform
secur|ty-criti@ actions andhose functions that provide security-critical information.

Component levelling

This family contains only one component.
Appli¢ation notes

The equirements AGD_ADM.1.3Cand AGD_ADM.1.7Cencompass theaspect thatany
warnings to the users of a TOE with regard to the TOE seamiiyonment and the segurity
objectives desribedin the PP/$ are appropriadly covered-in the administrator guidance.
The dorcept of secure slues, as emplogd in AGD _ADM.1.5C, las relevage where|an
administrator has control over security parameters. Gogdaeeds to be proved on securgnd
insectre settings for sugbarametersThis concept is relatetb the use of the comppnent
FMT_|[MSA.2 from ISO/IEC 15408-2 .
AGD |ADM. 1 Administrator guidance

Depepdencies:
ADV_FSP.1 Infofmal functional specification

Developer action elements:

Acb_apm 110  The tdeveloper shall provide administrator guidance addressed to system
administrative personnel.

Contgnt and.presentation of evidence elements:

AGD_ADM-1 and

AGD_apMm.12c  The administrator guidance shall eéscribe how to adninister the TOE in a
secure manner.

AGD_ADM.13c The administrator guidance $all contain warnings abaut functions and
privilegesthat should be controlled in a secure processing environment.
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The administrator guidance shall describe all assumptions regarding user
behaviour that are relevant to secure operation of the TOE.

The administrator guidance shall desrib e all security parameters under the
control of the administrator, indicating secure values as apprapate.

The administrator guidance shall describe eeh type of security+elevant eent
relative to the administrative functions that nee to be performed, including

AGD_ADM.1.7C

AGIP_ADM.1.8C

Evaluator action elements:

AGD_ADM.1.1E

changing the securitycharacteristics of entities under thecontrol of the]TSF.

The administrator guidance shall be consistent with all other decuméntation
supplied for evaluation.

The administrator guidance shall desribe all security requirements for the IT
environmentthat are relevant to theadministrator.

The evaluator shall confirm that the information provided meets all
requirements for content and presentation.of evidence.
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11.2

User guidance (AGD_USR)

Objectives

EC

User guidance refs to magrial that is intended to be used by non-administrative human users of
the TOE, and by oths (e.g. programmersjsing the TOE's extesh interfaces. User guidance
describes the security faimons provided by the TSF and provides instructions and guidelines,

inclu
The |
confid
interfg
Comg
This f
Applig
Thers
to the
descr

In m3g

human uers, and one foapplication progammers and/or hard-wareedigners using softwa

hardw
AGD

Depe

Deve
AGD_U
Conte

AGD_U

my-warningsforitssecveuse:

ser guidance provides a basis for assumptions about the use of the TOE‘and
ence thianon-nelicious users, application prowd ard others exagising the ‘exte
ces othe TCE will understand theesure opegtion of the TOE and will useyitas inten
onent levelling

amily contains only one component.

ation notes

quirements AGD_USR.1.3.C aA6&D_USR.1.5C ecompess the aspt that anywarni

users o TOE with regard to th@ OE securityenvironment and the security obje
bed inthe PP/ST arappropriatelycovered inthedusér guidance.

omeasure
nal
Hed.

ngs
CHy

ny cases it may be appriate that guidance igqvided in sepate documents: orf@r

are interfaces.

[USR.1 User guidance

ndencies:
ADV_FSP.1 Infofmal functional specification

oper action elements:
r11D  The developer shalprovide user guidance.
nt and presentation of evidence elements:

r€a¢c” The user guidanceshall describe the functions and interfaces available t

AGD_USR1.2C

AGD_USR1.3C

132

L~ non-administrative users-of he TOE.

re or

D the

provided by the TOE.

privileges that should be controlled in a secure processig environment.

The user guidarce shall describethe use of ugr-accessible security functions

The user guidanceshall contan warnings aboutuser-accessil® functions and
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ISO/IEC 15408-3:1999(E)

The user guidance shall clearly present all useresponsibilities neessary for
secure operation of the TOE, including those related to assumptions regding
user behaviour found in the statementof TOE security environment.

The user guidance shall be consistent with all other documentation supplied
for evaluation.

The user quidance shall describe all security requirements forthe IT

Evaluator action elements:

AGD_USR.1.1E

environmentthat are relevant to theuser.

The evaluator shall confirm that the information previded meets all
requirements for content and presentation of evidence.
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12 Class ALC: Life cycle support

Life-cycle support is an aspeof establishing discipline and control in the proesss refinement
of the TOE during its e/eloprment and maintenance. Confidence in the correspondencedoetwe
the TOE secuty requi rements and the TOE s gederif secuity analysis and the productlon of the

adjvities.

Figure 12.1 showshe families within ts class, and th hierarchy of components within the
failies.

Clas ALC: Lifecycle support

— ALC_DVS Developmensecurity _

— ALC_FLR Flaw remediation —

— ALC_LCD Life cycle-definition .

L ALC_TAT Teelsand techniques —

1
1
1
1

2
2
2
2

3
— 3
3

Eigure 12.1 -Life-cycle support clasdecomposition
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12.1

Development security (ALC_DVS)

Objectives

© ISO/IEC

Development security is comoed with physical procedual, pesonnel, and othiesecuity
measurs that may be ugkin the development environment to pecttthe TOE. Itincludes the
physicalsecurity of the @velopnent location and any procedures used ¢est development aff.

Comg

The ¢
of the]

Applig
This 1
Conv

envirg

The €
confir

Itis rg
devel

ALC |

Depe

Deve
ALC D
Conte

ALC D

onent levelling

omponents in this family are levelled on the basis of whether justification:of the
security measures is required.

ation notes
amily deak with measures to remove oeducethreat existing ‘at the developer’s

prsely, threats to be countered at the TOE user’s site are nocmadhged in the seq
nment subclause of a PP ar. S

M that therequirements of thisamily are met.

DVS. 1 ldentification of security.measures

hdencies:
No dependenas.

oper action elements:
s11p  The develomr shall produce development security documentation.
nt and presentation of evidence elements:

si1e- - The dewlopment security documentation shall describe all the physig
procedural, personnel, and other security measures that are necess

ALC_DVS.1.2C

136

sufficiency

site.
urity

valuator should determine whether there is a need for visiting the developer’s site in order to

cognised that condtiality may not always be an issue for the protection of the TOE in its
bpment environment. The use of the word“'necessary” allows for taémebf appropyiate
safegpards.

al,
ary to
hnd

The development security documentation shall povide evidence that these

security measures are followed during the developent and maintenance of

the TOE.
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Evaluator action elements:

ALc_pvs.1iE  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ALc_pvs.12e  The evaluatorshall confirm that the security measures are being applied.

ALC DVS.?2 Sufficiency of security measures

Dependencies:
No degndencies.

Developer action elements:

AL¢_Dvs.21D  The ceveloper shalproduce éveloprent security documentation.
Cqgntent and presentation of evidence elements:

AL¢_pvs2ic  The dewelopment security documaation “shall cekscribe all the physical,
procedural, personnel, and other securityy)measures that are necessaly to protect the
confidentiality and irdggrity of the TOE dsign and implementation in its

development environment.

AL¢_pvs22c  The cevelopment seurity documentation sl provide evidence that thesgcurity
measures aréollowed duringthe developmerdand maintenance of the TQE.

AL¢_pvs23c  The evidence shall justify that the security measuresrpvide the ne¢essy
level of protectionto-maintain the confidentiality and int egrity of the TQE.

Evfaluator action elements:

AL¢_pvs.21E  The evaluater shall confirm that the information provided saktequirements
for contentand presentation of evidence.

AL¢_Dvs22e  The évaluator sl confirm that the gcurity measures are beiagplied.
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12.2

Flaw remediation (ALC_FLR)

Objectives

© ISO/IEC

Flaw remediation equires that discovered security flaws becked and corrected byhe
developer. Althouglfuture complance withflaw remediation procedues cannot baletermined at
the time of the TOE evaluation, it is possible to evaluhee policies and predures thata

develpperhasimplacetrackandcorrectflaws,—and-todistribute—the—ftaw—nformatiamd

corregtions.

Comg

Thecomponents ithis familyare levelled othe bass of theincreasingextent in'scope dhe f
remediatio procedures and érigour of theflaw remediation policies.

Applid

This family provides assuraecha the TOE will be maintaimgtand supported inhe fut
requi(ai;jg the T@& develogr totradk and correct flaws in #007TQE:"Additionally, requirenents

inclu
requi

The flaw remediation paedures should desbe the.methods for dealing with all types o

encol
flaw ¢
provig

information on flaws wére fixes are delayed (and what to do in the interim) or when fixe
possible.

ALC FLR.1 Basic flaw remediation

Depepdencies:

Deve

aLc_rlr.110 < (The developer shaldocument theflaw remediation procedures.

Conte

onent levelling

ation notes

for the distribution of flaw corrections. Hever, this_-family des not impose evalu
ements beyond the currevaluation.

nteed. Some flaws may not be fixable immediately. There may be sorasiats whe
annotbe fixed and other (e.g. procedurfal)easures must be taken. The documg

No dependenas.

oper action eélements:

nt.and presentation of evidence elements:

aw

ire,
are
ation

[ flaws
re a
bntation

ed should cowethe procedtes for providing the operational sitegh fixes, and povidjng

S are not

ALC_FL

rR.11c  The flaw remediation procedures documentation shall describe the proce
used totrack all reported security flaws in each release of th€OE.

dures

ALc_FLr.12c  The flaw remediation procedures shall require that a description of the nature
and effed of each security flaw be provided, aswell as the status of finding a
correction to that flaw.

ALc_FLr.13c  The flaw remediation procedures shallrequire that corrective actions be
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identified for each of the security flaws.
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ALC_FLR.14C
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The flaw remediation procedures documentation shall describe the

methods

used to provide flaw information, corrections and guidance on corrective

actions to TOE users.

Evaluator action elements:

ALC_FLR.11E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

AUC_FLR.2 Flaw reporting procedures

Dgpendeaies:

Ds
AL(

AL(

No degendencies.

veloper action elements:

FLR.2.1D

FLR.22D

The developer shaldocument thélaw remediation\procedures.

The developershall establish a procelure for-accepting and actng upg
reports of security flaws and requests forca rections to those flaws.

n user

Cantent and presentation of evidence elements

AL¢_FLr.21c  The flaw remediation procedures’documentation shall describe the prgcedetres us
to track all reported security-flasin each release of the TOE.

AL¢_FLrR22c  The flaw remediation pr@dures shall require that a description of the|nature and
effect of ech security\faw be providedas wellas the stétus of finding a cofrection
to thatflaw.

AL¢_FLrR23c  The flawremediatiorprocedurs shallrequire that correctivections be identikd
for each of thesecurity flaws.

AL¢_FLrR24c  The flaw remediation procedures documentatiat slescribe the methods used to
provide flaw information, corrections and guidance on correetitiens o TOE
users.

AL¢_FLR.256~ The procedures for processingeported security flaws shall ensure that any
reported flaws are corrected ard the carection issued to TOE users.

ALC_FLR26C _ The procedures for processing repoied security flaws shall provide

safeguards that any corections to these security flaws do not introduce any

new flaws.

Evaluator action elements:

ALC_FLR.2.1E

The evaluator shall confirm that the information provided saktequirements

for contentand presentation of evidence.
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ALC_FLR.3 Systematic flaw remediation

Dependencies:

No dependenas.

Developer action elements:

ALC_FLRS:

ALC_FLR.3.2D

ALC_FLR.3.3D

Contgnt and presentation of evidence elements:

ALC_FLR.3.1C

ALC_FLR.3.2C

ALC_FLR.3.3C

ALC_FLR.3.4C

ALC_FLR.3.5C

ALC_FLR.3.6C

ALC_FLR.3.7C

EC

Thedeveloper shall establish a procedurestmepting and actingpon ugprep(q
of securityflaws and regests for corrections tthose flaws.

The developer shal designate one or more specific points gEontact for u
reports and inquiries about security issues involvirg the TOE.

The flaw remediation paedures documentation,shall delse the proedures
to trackall reported security flaws in eachlease of thelfOE.

DIts

Ised

The flaw remediation procedures shall require thagsarghtion of the naturend

effect of each security flaw be provided,as well as the status of findingeat
to that flaw.

The flaw remediation pracedues-Shall require that corrective actionse icentif
for eachof the securityflaws.

[T

ed

The flaw remediation procedes docunentation shall describe the methods yised to

provide flaw information, corrections and guidance on corrective action
users.

The proedures-+for processing reporteassaty flaws shall ensure that any re
flaws are corrected and the correction ékto TOE users.

The prac¢edures for processirgpored scurity flaws shall provig saeguards
any:corrections tthese security flaws do not introduce any new flaws.

The flaw remediation procedures shall iclude a procedure requring tim
respanses for he automatic distribution of searity flaw reports and t

5 to TOE

ported

that

ply
he

associated corrections toegister ed users wio might be affected ly thesecu

ity

flaw.

Evaluator action elements:

ALC_FLR.3.1E

140

The evaluator shall confirm th#te informationprovided meets all equirements

for content and presentation of evidence.
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12.3 Life cycle def inition(ALC_LCD)

Objectives

ISO/IEC 15408-3:1999(E)

Poorly controlled development anaimterance of the TOE can result in a flawed implementation
of a TOE (ora TOE thatdoes not reet all of its security requements) This, in turn, esults in
security violations. Therefore, it is important that a model for the development and nasioteof

a ToEbeestablishedasgaals possibteimthe TOElfecycte———

USs

will be free of flaws, nor does it guarantetha the TOE will meet all ofts seeurity fur

re
no

ap

that the development and antenancemodelswill contribute tothe overall qality of the 7

Cd

Th
Sté

Af

Al
the
re
ac
an
m(

Although life-cycle definition: deals with the minterance of the TOE andehce with

be
an

A
ac

A
Tq

ing a model for the developmeantd maintenace of a TOE does not guarantéétttn

Juirements. lis possibé that the model chosen will be insufficient or inadequate and
bendts in the quality of the TOE can be observed. gsalife-cycle,model that h
broved by somgroup ofexperts €.g.academic exgrts, standards bodies) improves ¢l

mponent levelling

e componentsin this family are levelled on the ba% of increasing requirem
\Indardisation and measurability of lifie-cycle model, @ndor compliarce with that mg

plication notes

fe-cycle model encompassteproceduregools andechniquesused to develop and
» TOE. Aspects of the process that may’ bereovby such a model include design
iew proedures, project mnagement, controlsshange control procedures, test mg
ceptance procedures. Affective life=Cycle model will ad@ss these aspcts of the deve
d maintenance process within averall management structure that assigns respon
nitors progress.

coming relevant aftéhe compétion of the evaluation, #gevaluationadds assuraec¢hro
alysis of the life-cycle informatiofor the TOE provided ahetime of the evaluation.
hcemic expérts, standards bodies).

measuable life-cycle mo@l is a model witherithmetic parameterand/or metrics that
E.development properties (e.g. source code complexity metrics).

e TOE
nctioal
therefore
as been
nances
"OE.

ents for
del.

maintain
methods,
pthods and
opment
Sibilities and

ASPCtS
ughan

standrdised life-cle model is a model that hasdm approved by some group of eXperts (e.g.

gasure

A

ife-cycle model povides for the necessary coitover the development and maintenance of

the TOE, if the develag@ can supply information # shows that the model approgely

minimises the danger of security violations in the TOE. Informatioangin the ST about the
intendedenvironment of the TOE and about the TOE's security objectiagsba useful in
defining the model for the portion of the life-cle after tle deliveryof the TOE.
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ALC_LCD.

1 Developer defined life-cycle model

Dependencies:

Developer

No dependenas.

action elements:

ALC _LGB+1bB

ALC_LGD.1.2D

Contgnt and presentation of evidence elements:

ALC_L¢D.1.1C

ALC_LGQD.1.2C

Evalujator action elements:

ALC_LQD.1.1E

ALC_LCD.

Depepdencies:

Developer

ALC_LGD.2.1D

ALC_LGD.2.2D

ALC_LGD.2.3D

Thodoveolonoarchal actahlich !If

o
e OV CTOP T ool TotTioToT T it

and maintenance ofthe TOE.

o)
®
Rt
[}
)
o))

The develger shall provide life-cycle definition documentation.

The life-cycle definition documentation shall describe the model used to
develop and maintain the TCE.

The life-cycle model shall provide for the mecessey control over the
develgpment and maintenanceof the TOE.

The evaluator shall confirm that.the infor mation provided meest [all
requirements for content ard presentation ofevidence.

2 Standardised life-cycle model

No dependenais.
action elements:

The developer shall establish a life-cycle model to keslusthe developmerdnd
maintenance of te TOE.

The developer shall provide life-cyclefphition documentation.

The developer shall use a standdised life-cycle model to develop [and
maintain the TOE.

Content and presentation of evidence elements:

ALC_LCD.21C

ALC_LCD.2.2C

142

The life-cycle definition docunentation shall describe the model useddevelop
and maintain the TOE.

The life-cycle moa shall provice for the necessy control overthe development
and maintenance of tiHeOE.
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ALC_LCD.23C

ALC_LCD.24C

ALC_LCD.25C

ISO/IEC 15408-3:1999(E)

The life-cycle definition documentation shall explain why the model was
chosen.

The life-cycledefinition documentation shall explain how the model is used to
develop andmaintain the TOE.

The life-cycle definition documentation shall demonstrate compliance with the
standardised life-cycle moé!.

Evfaluator action elements:

ALG_LCD.2.1E

ALC LCD.3 Measurable life-cycle model

Dgpendencies:
No degndencies.

Dgveloper action elements:

AL¢_LCD.31D

AL¢_LCD.3.2D

AL¢_LCD.33D

AL¢_LCD.34D

Cantent and presentation of evidence elements:

The evaluator shall confirm that the information provided s@ktequirements
for contentand presentation of evidence.

The developer shll establisha life-cyclemodel to beusedin the developnjent and
maintenance of the TOE.

Thedevelope shall povidelifé=cycle definition documentation.

The developer shall use;a standards@timeasurablelife-cycle model to flestop
ard maintain tke TOE.

Thedeveloper shalimeasure the TOE develoment using the standardigd and
measurable-life-cycle mod!.

AL¢_Lcp3ic  The life-cycle definition documentation shall describe the model usedg@lop
and maintain the TOHncluding the details of its arithmetic parameters|and/or
metrics usal to measure the TGE development against thenodd.

AL¢_Lebaec  The life-cycle model shall provide ftine recessary contrabver the develppment
andmainterance of the TOE.

ALc_Lcpasc  The life-cycledefinition documentation shall explain why the model was chosen.

ALC_LCD.34C

ALC_LCD.35C

The life-cycle dénition documentation shall explain how the model is used to
develop and maintain the TOE.

The life-cycle definition documentation shall demonstrate comg@iawith the
standardisednd measirable life-cyclemodd.
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ALc_Lcpasc  The life-cycle documentation shall povide theresults of the measuremnts of
the TOE development usinghe standardised and measurable life-cycle model.

Evaluator action elements:

ALc_Lcp31e  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.
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12.4 Tools and techniques (ALC_TAT)

Objectives

Tools am techniques is aaspect oeleting toolsthat are usd to developanalyse adimplement
the TOE. It includes requements to prevent ill-defied, inconsisent or incorrectdevelopment
tools from belng used to develop the TOE. ThIS includes, but is not I|m|teddgrapnm|ng

descriptionand scop®f the mplementationstandard and the documentation ahplemen
dependent options.

Agplication notes

There is a requirement for well-defthdevelopment tools, These are tools themerbeen

such as

nts on the
tation-

shown

to |be applicable withouhe ned for intensive further. clarification. Faxample progrﬂmming

lannguages and compuigdel design(CAD) systems-thiatrabased on an a standard p
standards bodies acensideredo bewell-defined.

Tagols and tehniques distinguishestween the'immmentation standards applied by the

(ALC_TAT.2.3D) and the implementation-standards for “all parts of the TOE” (ALC|

that additionally includethird party sdtware, hardvare, orfirmware.

The requirementin ALC_TAT.1.2Cis especially applicable tprogramming languages
engure that all statements in the source code have an unambigesmisgn

ALC_TAT.1 Well-defined development tools

Dgpendencies:
ADV _(MP. 1 Subset of heimplementation of the TSF

Dgveloper action elements:

AL¢_TAT-14D  The developer shall identify the dexlopment tools being usel for the T¢

blished by

developer
TAT.3.3D)

pas to

ALC

Content and presentation of evidence elements:

aLc_tat.11c  All developmenttools usel for implementation shall be well-defined.

ALC_TAT.12c  The documentation of the development toslshall unambiguously define the

meaning ofall statements used in themplementation.
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ALc_TAaT.13c  The documentation of the develpment tools shall unambiguously define lte
meaning of all implementation-dependent options.

Evaluator action elements:

ALc_TAT.L1E  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

ALC [TAT.2 Compliance with implementation standards

Depepdencies:
ADV_IMP.1 Subset of the implementationtbe TSF

Developer action elements:
ALc_TAT21D  The developer shall identify the development tools basegl for thef OE.

ALc_TAT.220  The deweloper shall document the selected implementatioremt#gnt options of
the development tools.

ALc_TAT230  The developershall describe the implementation standards to bapplied.
Contgnt and presentation of evidence elements:
aLc_tAt21c  All development tools usd for itnplementation shallbe well-defined.

ALc_TAT22c  The documentation of ghdevelopment tools shall unambiguouslgfide the
meaning of alstaements.used in thenplementation.

ALc_TAT23c  The documentation- of éhdevelopment tools shall unambiguouslgfide the
meaning of allmplementation-degndent options.

Evaluator action elements.

ALc_TAT.22E  The evaluator shall confirm th#te informationprovided meets all equirements
forseontent and presentation of evidence.

ALc_TAT.2.2e \The evaluator shall confirm that the implementation standads have lgen
applied.

ALC_TAT.3 Compliance with implementation standards - all parts

Dependencies:
ADV_IMP.1 Subset of the implementationtbe TSF

Developer action elements:

ALc_TAT.31D  The developer shall identify the development tools basegl for thef OE.
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ALC_TAT.32D  The developr shall document theelected implementation-dependent options of
the delopmert tools.

ALC_TAT.33D  The dewloper shall describe the implemtation standarddor all parts of the
TOE.

Content and presentation of evidence elements:

AL¢_TAaT.31c  All development tod used for implementation shall be well-defin

AL¢_TAT.32¢c  The documentation fothe develoment tools shall umabiguously-define the
meaningof all statements used the implementation.

AL¢_TAT.33c  The documentation fothe develoment tools shall urmmabiguously define the
meaningof all implementation-dependent options.

Evaluator action elements:

AL¢_TAT.31E  The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.

AL¢_TAT.32E  The evaluator sl confirm that the implementatiostandards haveebn applied.
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13 Class ATE: Tests

The class “Tests” encompasses four families: coverage (ATE_COV), depth (ATE_DPT),
independenttesting (e.g. functional testing performeddwaluators) (ATE_IND), and functi@h

tests (ATE_FUN). Testing helps to establish that the TOE security functional requirements are
m i | isfi i ctional
requirements, although it cannot establish that th& @Gs no more than what vespeécified.
Testing may also be directed towatttk internal structure of the TSF, such asythe|testing of
supsystems and modslagainst their sp#ications.

The aspcts of coverage and depth haveeen separated from fetional te€sts for reasons of
ingreagd flexibility in applying the components of the faredli However; the requiregments in
thgsethree families aretended to be appliedgether.

The indepndent testing family has depdencies on the other families to provide tlegessary
inﬁ‘}vrmation to support theequirementsbut is primarily concernedvith independent gvadtor
acfions.

The emphasis in thidass is on confirmation that thelTSF agges acording to its spcifi¢ation.
This will include bothpositive testig basel on functiond requirements, ahnegative testing to
check that undesirablesbaviour is absent. This:class does not address penetetimg} whth

is [direced toward finding vulnerabilitie that.enabke a ugr to violate the security| policy.
Pgnetration testing is based upon an_analysih@fTCE that specifically eeks to iglentify
vu|nerabilities in the design and ineplentation of the TSF, and is addressed sepafatelgnas
aspect ofvulnerabilityassessment in theclass AVA.
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Figure 13.1 show the families within ths class, andhe hierarchyof comporents within the
families.

ClassATE Tests

L ATE CQV\ (‘n\lnrngp ] L2 ﬂ
— L L]

— ATE_DPT Depth — 12

— ATE_FUN Functional tests +— 1+ 2

'— ATE_IND Independettesting — 1 — 2

Figure 13.1 -Tests class;decomposition
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13.1 Coverage (ATE_COV)

Objectives

ISO/IEC 15408-3:1999(E)

This family addresses those asfseof testing that del with completeess of test coverage. d@h
is, it addresses thextent to which the TSF is tested, and whether or not the testing is sufficiently
extensive tademonstratthat theTSF opeates as specified.

Cgmponent levelling

The components in this family are levelled on the basis of increasing rigour. of int4

an
0]

ATE_COV.1 Evidence of coverage
Objectives

In this component, the objective is to establisit the TSE has been tedtagainst its fu
spgcification. Ths is to be achieved through aexamination of developer eviea

co
Aq

w
ve
teg

In

co
st
ev
for
tak

De

increasig rigour of the analysisof the sufficierty of the test to demonstra that th
ates in acordance with its functional sgécation.

respondence.
plication notes

hile the testing objective is to cover the“TSF, there is no requirement to provid
ify this assertion ot than an informal mapping of tests to the functionaicscation 4
tng data itsdl

this component # dewloperis requiredto show how the testthat have been ic

lement of correspondencegghaps using aable. This information is required to
hluator in planning the test programme for thawation. At this leel there is no requ
complete covege.of every aspect oféfT SF bythe developr, andthe evaluator wilh
eaccount of ag deficiencies inthis area.

pendencies:
ADV_FSP.1 Informal functional specification
ATE_FUN.1 Functional teging

peihog, t
e TSF

nctica
ce of

b anything to
and the

entiéd

rrespond to the TSkas described in the fustional specification. Thiscan be achiﬁi by a
s

pport the
irement
eedto

D

veloper action elements:

ATE_cov.1.1D  The developer shall povide evidence ofhe test coverage.

Content and presentation of evidence elements:

ATE_cov.11ic  Theevidenceof the test coverage shalshow the corespondence btwe

tests identified in the test documentation and the TSF aslescribed
functional specification.

en the
in the
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Evaluator action elements:

ATE_cov.1ie  The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.

ATE_COV.2 Analy sis of cove rage

Objectives

In thig component, the dojective is to establisthat e TSF hasbeen tested gainst its funetiopal
specification in a systematic manner. Thistesbe achieved through an examination of deyeloper
analykis of coespondence.

Appli¢ation notes

The developr is requied to demonstrate that the tests whiekiehbeen (dentified include tgsting

of all pf thesecurity functions as described the functional specifatien. Theanalysis should not
only g$how the correspondence betweaests and security fetions, but should proval giso
sufficient information for the evaluator to determine howftmetions have been exercisegl. This
informpation can beused inplanning fa additional evaluatarests. Althoughat this lewel the
develppe has to demonsdte that each of the functions within the functional specification has been
tested the amounof testirg of eachfunction need ndoe'exhaustive.

Depepdencies:
ADV_FSP1 Informal functionhspegification
ATE_FUN.1 Functionaldsting

Developer action elements:

ATE_cqv21p  The developer shall providm analysisof the est coverage.
Contgnt and presentation of evidence elements:

ATE_cqv.2ic  The analysisof the test coverage shakémonstratethe correspondence begtween
the tesk identified in the test docurentation and tke TSF as described ifhe
functional sgcification.
ATE_cqv.22¢<“The analysis of the testoverage shall demonstrate that thecorrespondepce

between the TE as describad in the functional specification ard the tgsts
identified in theted documenrtation is conplete

Evaluator action elements:

ATE_cov.21E  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.
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ATE_COV.3 Rigorous analysis of coverage
Objectives
In this component, the objective is to establisdt the TSF has been tedtagainst its functica

specification in a systematic and exhaustive maifies is to beachieved through an examination
of deweloperanalysis of correspondence.

Agplication notes

The developer is requiredo provide a convicing argument thathe tests which hgve ee
idgntified cowr all security functions, and that tkesting ofeach security function is complete.
There will remain little scope for the evaluator to devise additiumctiopal"tests of theT SF
interfaces based on the functional specdtfiion, as thy will have beemn<exhaustively tested.
Ngverthelesghe evaluatoshout strive to devise such tests.

Dgpendencies:
ADV_FSP.1 Informal functional sp#ication
ATE_FUN.1 Functional testing

Dgveloper action elements:

ATE_cov.31D  The developer shalprovide aranalysis of the testoverage.
Cantent and presentation of evidence elements:

ATE_cov.aic  The analysis of the test’coverage shathdnstete the correspondea betweernhe
tests identifed in the testdocumentation anthe TSFas descriled inthe funjctioral
specification.
ATE_cov.32c  The analysis of the test coverage stiathonstratéhat the correspondence beene
the TSE as descild in the functioal specification and the tests idengfi in the
testdotumentation is complete.
ATE_cov.33c  The-analysisof the test coverage shall rigorouslgemonstratethat all external
interfaces of the TSF identified in the functional speification havg been
completely tested.

EVfaluater action elements:

ATE_cov.31E  The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.
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13.2 Depth (ATE_DPT)

Objectives

The comporents in this &mily deal with the leveodf detail to whichthe TSF is tested. Testingf
security furctions is baed upon increasing depth of informatiaderived from analysis athe
representations.

The objectiveis to counter the risk of missing amror in the development of the)|TOE.
Additijonally, the components of thigrily, especially as testing is more concerhed with the
internjal structure of the TSF, are more likely to discemgrmali cious code that hageén insefted.

Testing that exerses specific internal interfas can provide assurance notoonly that the TSF
exhib|ts tke desired external security behaviour, balso tha this behaviou steins from correftly

Component levelling

The domponents in this family are levelled on thsidbof increasing detail provided in the TSF
repregentatios, from the high-level desig to the inplementation representation. This levell{ng
refleclsthe TS repregntations presented ithe ADV class:

Appli¢ation notes

The gpecific amount and type ofawonentationand evahce will, in general, beaiermined by
the chosen componéfrom ATE_FUN.

Testing at the level of the functional specification is eskd by ATE_COV.

The grincipleadopted within this family is that the leb of testing be appropriate to the lgvel of
assurpne being sought. Where higher componeats applied the est resuls will need| to
demopstate that themplementation of the TSF onsistent with its design. For example, the
high-level design shouldedcribe each of the subsystems alsd describe the interfees between
these| subsystems in ‘sufficient detail. Evicenf testing must show dhthe interml interfajes
betwgen subsystemsie beerexercised. This may bachieved through testing via the external
interfaces of the, TSF, or bgsting of the subsystem interfaces in isolation, perhaps employing a
test harness. in‘cases &b some aspects of an internal integfaannot be tested via the external
interfaces there shouldther be justifcation that these aspects need not be tested, or thrF internal

interface neesito be tested diatly. In thelatter case thdnigh-level design eeds to besufficiently
detailed.in order to facilitate direct testing.€lfligher components in thiamily aim to chek the
correct opeation of internal interfaces that become visible as the design becesseabstract.
When these components are agplit will be more difficult to provide astjuate evidence of the
depth of testing using thESF’s exernal interfaces alone, and modular testing will usually be
necessary.
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ATE_DPT.1 Testing: high-level design

Objectives

ISO/IEC 15408-3:1999(E)

The subsystems of a TSF provide a high-lewestrption of the internal workings of the TSF.
Testing at the levelfdhe subsstems, in oder to demonstrate the presence of #éays, provides
assurancehatthe TSF subsystems have been correcthlised.

Agplication notes

The ceveloper is expetedto describehe testing of the high-leldesignof the TSFin te
“subsystems”. The term “subsgist’ is used to expresthe notionof decomposing tle TSH

rel

De

D¢
ATH
Cd

ATH

EV

ATH

AT
Of

Th
Te

tively smdlnumberof pats.

pendencies:
ADV_HLD.1 Descriptive high-level design
ATE_FUN.1 Functional teging

veloper action elements:

_opT.11D  The developer shall grovide the analysis of the depth of testing.

ntent and presentation of evidence elements:

_oprric  The depth analysis shalldmonstrate that the tests identified in thH
documentation are sufficent to demonstrate that the TSF opers
accordane with it s high+level design.

aluator action elements:

_opT11E  The evaluator shall confirm that the information provided megq
requirements for content and presentation of evidence.

E_DPT.2 Testing: low-level design
jectives

e subsystems of a TSF provide a high-lewstribtion of the internal workings of
sting-at the levelfdhe subsstems, in oder to demonstrate the presence of #ays, p

rms of
Finto a

e test
ites in

ts all

he TSF.
rovides

as

surancehatthe TSE subsystems have been correxthlised

The modules of a TSF provide a description of the iat@varkings of the TSF. Testing at thevel
of the modules, in order taohonstete the presence cény flaws provides assurance that the TSF
modules have been correctBalised.
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Application notes

The developer is expected to describe the testing ohigjie-level design of the TSF in tesrof
“subsystems”. The term “subsystéms used toexpres the notionof decomposing 8aTSF into a
relativelysmall number of parts.

The developeis expected to describe thesting d the low-level designfothe TSF in tems of
“modules”. The term‘modules”is used to express theotion of decomposingaeh of the
“subsystems” of th&SF into a relatively sail number of parts.

Depepdencies:

ADV_HLD.2 Security enforcing high-level design
ADV_LLD.1 Descriptive low-level design
ATE_FUN.1 Functionaldsting

Developer action elements:

ATE_DAT.21D  The developer shall providedhnalysis of the depth désting.
Contgnt and presentation of evidence elements:

ATE_DRT21c  The depth analysis shall demonstrate that the tests igdniifi the [test
documentatiorare suffcient to demonstrate that the H8perates in accordance
with its high-level @signand low¢level desig.

Evalujator action elements:

ATE_DAT.21E  The evaluator shall confirm th#te informationprovided meets all equireménts
for content and presentation of evidence.

ATE_PPT.3 Testing: impleméntation representation
Objeqtives
The qubsystas d.a TSF provide a high-level description of the internalrkiags d the T|SF.

Testing at the level of the subssrsis, in orer to demonstate the presence of any flaws, prpesd
assurpnce that'the TSF subsystems have been correctly realised.

modules have been correctly reallsed

The implementatiorrepresentation of a TSF providea detiled description of the internal
workings of the TSF.Testirg at the leel of the implementation, in order to demonsedhe
presene of any flaws, providesssurance thtdhe TSHEmplementation has baeorrectlyrealised.
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Application notes

The cbveloper is expetedto describehe testing of the high-leldesignof the TSFin terms of

us

ubsystems”. The term “subsgist’ is used to expresthe notionof decomposing te TSF into a

relatively smdlnumberof pats.

The developer is expect¢o describe the esting of the low-lewel designof the TSF interms of
“moduks’. The term “modules” is used to exgss the notion of decomposing each of the

“siibsystems” of the TSF into a relatively srmalmbe of parts.

The implementationepresentatioms theone which is used to gemge the TSF itself'(e.g. source

Cco

Dependencies:

Developer action elements:
ATE_DPT31D  The ceveloper shalprovide the analysis dhe depth of testing.

Cantent and presentation of evidence elements:

e which is thecompiled).

ADV_HLD.2 Security enfoeing high-leveldesign
ADV_IMP. 2 Implementation of the TSF
ADV_LLD.1 Descriptive low-level design
ATE_FUN.1 Functional testing

ATE_DPT31Cc  The depth analysis @l demonstrate that the tests identified il the test

Evaluator action elements:

ATH

documentation are suff@it to demonstrate théhe TSF operates in adcordance
with its high-leveldesign, low-levedesignand implementation representation

_op131E  The evaluator shall confirm that the information provided s@ktequirements
for cantentand preentation of evicence.
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13.3 Functiona | tests (ATE_FUN)

Objectives

EC

Functional testing performed by the é®per estblishes that the TSF exhibits the propesti
necessary taatisfy tre functional requirementsf its PP/ST. Such functional testing prossd

assurance that the TSF satisfaedead the securit functional requirements, althoughcen
establfi yfrect: ; '
focusgl on the type an@mourt of documentation or support tools required, and whab

sece of particular undesired behaviour éoftbaséd on the inversion./offunctio
ifements).

This family contributes to mviding assurance that thikelihood o undiscoveed flaw
relatively small.

The families ATE_COV, ATE_DPT and ATE_FUMre usedin-combinationto define
evidepce btesting to be supplied by a developer. Independent functional testing by th
is spgcified byATE_IND.

Component levelling

This family contains two components, the higher requiring that ordering depeed
analyged.

Appli¢ation notes

not
"is
ise

stated through dveloper testing. Functional testing is not limited to positive'¢onfirmation

for
nal

the
b evaluator

are

Procgdures forgsforming tests are<expected to provide indians for using test progranamd

test stites, including the temtvironment, testconditions, st cata parameters and values. T
procedures should ashow hay.the tesresuls are derive from the ted inputs.

This ily specifies requements for the presentation of all tggans procedures and re
Thus [the quantt of information that must bpresented will varyn accordance withhe us
ATE_ICOV ard ATE ‘DPT.

Ordering depefidenciege relevant when the stessful execution of a particular test d
upon [the exignce of a particular statFor example, this might requireathtest A be exed
immegiately beforegest B,sine the state resulting from ¢rsuccessfuexecutio of test A

he test

sults.
e of

bpends
uted

S a

i to a

prerequisite for the successful exgon of est B. Thus, dilure of test B could be relate

problem with the ordering dependaas. In the above example, test B could faildose test C
(rather than test A) was execuiatmediately lefore it, orthe failure of tesB could be related to

a failure oftest A.
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ATE_FUN.1 Functional testing
Objectives

The obgctive is for the developer to demonstrate tilasecurity functions performas specified.
The developeis requiredo paform testing ad to provide tesdocumentation.

Dependencies:
No degndencies.

Dgveloper action elements:

AaTg_FuNn.11D  The developer shall test the TSF and documethe resultst
ATE_FUN.120  The developer shall povide test documentation.

Cqantent and presentation of evidence elements:

ATE_FUN.11c  The test documentationshall consist of test plans, test procedure derigtions,
expected test resulteind actual test results.

ATE_FUN.12c  The test plars shall identify t he seceority functions to be testd and describe the
goal d theteststo be performed.

ATE_FUN.13c  The test proecedure descriptions shall identify the tests to be g@gformed and
describe the scenariefor testing ead security function. These scenarios shall
include any ordering dependencies on thresults of other tests.

ATE_FUN.14c  The expecta testresults shall show the anticipatd outputs from a successful
executian of the tests.

ATE_FUN.1sc  The test results from the developer execution of theedts shall cemorjstrate
that each.tested security function behaved as specified.

Evaluator action‘elements:

ATE_FUN.11E~<The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ATEXFUN.2 Ordered functional testing

Objectives

The obgctive is for the developer to demonstrate tilasecurity functions performas specified.
The developeis requiredo paform testing ad to provide tesdocumentation.

In this component, an additianobjective is toensure that testing is structuredcllas to avoid
circular arguments abothe correctness of the portionstbé TSF beingested.
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Application notes

EC

Although the test pr@edures may state pre-requisite initial test conditionsterms of ordering of
tests, they may not providerationale for the ordering. Anaysis of test ordering is an important
factorin determinirg the adequacy desting, as theris a possibility ofaults beirg conceald by
the orabring of tests.

Dependencies:

Deve

ATE_FU

ATE_FU

Conte

ATE_FU

ATE_FU

ATE_FU

ATE_FU

ATE_FU

ATE_FU

No dependenas.

oper action elements:

N.2.1D

N.2.2D

The developer shall tedte TSF anddocument the results.

The developer shall provide tekicumentation.

nt and presentation of evidence elements:

N.2.1C

N.2.2C

N.2.3C

N.2.4C

N.2.5C

N.2.6C

The test doumentation shall consist of testaps; test procedureestriptio
expecte test results and actual test results.

ns,

The test plans shall identify thecsiity functions to beested and desbe the goal

of the testto beperformed.

The test procedure descriptions<shall identify the tests to be performed a

nd describe

the genarios for ésting each, security fuwtion. These snarios shll include any

ordering dependeies on. theeesults of other tests.

The expected test results shall show the anticipated outputs from a
execution of the tests.

The tesresults from the developexecution ofthe ests shall demonstmetha e
testedsecurity function behaved as spified.

Thetestdocumentation shall include an analysis of the test procedue order
dependencies.

Evaluator action elements:

ATE_FU

N32.4E

successful

ach

ng

The evaluator shall confirm th#te informationprovided meets all equiremd

PNts
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13.4 Independent testing (ATE_IND)

Objectives

One objectiveis to demonstete that the securitjunctiors perform as spsfied.

ISO/IEC 15408-3:1999(E)

An additioral objective is to counter the risk of an incorrect assessment tfgheutcomes on the

p

coflethat is non-complianwith the speifications.

Cgmponent levelling

Levelling is based upon the amount of test documentation, test support.and the amo
testing.

Agplication notes

The testing specifeein this family can be suppodéyy a party-with specialised knowetlg
than the evaluator (e.g. an independent laboratory, aretolgeconsuner organisation).
requires an understandinfithe TCE consistent with thperformane of otherassuraneact
anfl the evaluatorretairs responsibility for ensuring‘that thequirementsof this fam
properly addressed when sistipport is ued.

is family deals with the degree to whithere is indegndent furtional testing of tf
Independentunctional esting may &ke theform of repeatingthe developr’s functional ¢

ylooks

undtof evalu

b other
Testing
vities,
ily are

ne TSF.
bSts,in

wholeor in part. It mayalso take the form of the augmentation of the devalsgunctional tests,

either to extend the scopetbe depth of the developsitests, or to tesbr obvious public
urity weaknesses that could be applicable to the TOE. These actimigesomplemen
an|appropriate mix must begpineéd for eacfT OE, which takes into account the aifabil

th
re
functionaltests by thevaluator.

is consistentvith the deel of other assurancedivities, and which,as greater assy

S
hig
sl

mplingof develo@r teskis intenaed to provide confirmation that ¢tdeweloperhas carr

planned tést programme on T&F, and has correctly recorded the results. Taeeddi
ected withbe influenced by the detaitd quality of the developer’s fational test resu
evaluator-will also need to consider theppe for devisingdditional tests, and the relati
that may be gained from effort in these two areas. It is recognised that repetition o

domain
ry, and

ity and
coyeaage d test results, and tHanctional complexity of the TS A test plan should be dEveloped

ranas

uired, includes larger sareplof repeated tests, and more indegahg@ositive and negive

ed out

sample

Its. The

e lséh

[ all developer

tests.may be feasible ddesirable in some casdnitmay be very arduous and less prd

ductive in

others The highes component irthisfamily should thesfore beused with cautionSamplingwill
address thevhole range of test results availablegiring those supplied to meet the requirements

of both ATE_COV and ATE_DPT.

There is als@aneedto considethe different configuations of the TOE that are included within the
evaluation. Theevaluator willneed toassess #applicability ofthe resuls provided,and to pbln

his own testing accordingly.
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Indepenént functional testing is distad from penetration testing, the latter being based on an
informed and systematic search for vehabilities in the design and/or implementation.
Penetration testing is spéed using the familyAVA_VLA.

The suitability of the TOE for testing is based the accessotthe TOE and the supporting
documentation and information required (including any test software or tools) to run tests. The
need for suclsupport is addressed by the dependencies to other assianais.

Additijonally, suitability d the TCE for testing may béased on othreconsideations. For example,
the vgrsion bthe TOE submit@by the developemay nat be thefina version.

Referg¢nces to a subset of the TSF are intended to allow the evaluator to design anatgsedpri
of tespwhich s consistent with th@bjectives of the eluation being conducted:

ATE_[IND.1 Independent testing - conformance

Objeqtives

11%
o

In thig component, the objective is to demonstrate that teiseflinctions perform as spifi
Appli¢ation notes

This gomponent does not address the use of developeresedisr It is appliable where $uch
results are not available, and also in cases where the dengltgsting is acepted without
validgtion. The evaluator is required to devise;,and conduct tests with the objective of |confirming
that the TOE security functional regenments.are ret. The approach is to gain confidepce in
corre¢t ogration through representative-testing, rather thacotmwct every possible test.| The
extent of testing to be plannéat this purpese is a methodology issue, and needs to be donsidered
in thecontext ofa particular T and the balance of other evaluation activities.

Depepdencies:

ADV_FSP.1 Informal functional specification
AGD_ADM.EAdministrato r guidance

AGD_ USRI Userguidance

Developer action-elements:

ATE_INp.L1D ;> The developer shall provide the TOE for testing.

Content-andpresentationofevidenceetements:
ATE_IND.L1C  The TOE shall be suitablefor testing.
Evaluator action elements:

ATE_IND.L1E ~ The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.
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ATE_ND.12E  The evaluatorshall test a subset of the TSF as appropriate to confirm that the
TOE operates as speified.

ATE_IND.2 Independent testing - sample
Objectives

The objetive is to demonstratihat thesecurity functions perform as specified. Evaluator testing
ingludes seleting and repeating a sample of theelopertests.

Agplication notes

The intent is that theestleloper should provide the evaluator with materiagsessary|for the
efflcient reproductionof developer tests. This may include stisimgsas _machine-reatle test
documentation, tegrograms etc.

This comporent contains aequirement that the evaluator hasCavailalgg tesults flom the
dejveloper to supplemetite programme of testind.he evaluaior will repea a sampe|of the
dejveloper’s tests tgainconfidence irthe results obtained. Haviegtablished s confidgnce the
evaluator will build upon the develeps testing by conductingdditional tests that exgrcise the
TQE in a diferent manne By using a platfon of validateddeveloper test results the eyaluator is
ableto gain confiénce that the TOE operates correctlaimvider range otonditionsthan{would

be| possible purely using the developeris efforts, gien a fixed level of resource. Having geihn
copfidence that th developerhas tested the.TOE, tlevaluatorwill also have more freedom,
where appropriateto conentrate testing dn aes where examination of documentation or
spgcialist knowledge Baaised @rticular eoncerns.

Dgpendencies:

ADV_FSP.1 Informalfunctional sp#ication
AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

ATE_FUN.I Functional teging

Dgveloper actign-elements:
ATE_IND.21D " The developer shatirovide the TOE for testing.

Cantent/and presentation of evidence elements:

ATE_ND.21c  The TCE shallbe suitable fotesting.

ATE_IND.22c  The developer shall provide arequivalent set of resouces to those that were
used in the developer’s functional testing of theTSF.

Evaluator action elements:

ATE_IND.21E  The evaluator shall confirm that the information provided saktequirements
for contentand preentation of evicence.
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EC

ATE_IND.22E  Theevaluator shall test subsebf the TSF as appropriate to confirm ttfag TOE

operaés & specified.

ATE_IND.23E  The evaluata shall execute a sampleof testsin the test documentation toverify

the developer est results.

ATE_IND.3 Independent testing - complete

Objeqtives

The dbgctive is to demonstrate that allceeity functions perform as spiied. Evaluator tes
includes repeatingll of the developr tests.

Appli¢ation notes

The iptent is that the developer should previde ewauator with materials necessaryrf

5ting

the

efficignt reproductionof developer tests. This may include such thiag machine-iabk test

documentationest programs, etc.

component the evaluator mugpeat all of the develgp's tests as part of the pragm
of tesfing. As in the previous component ¢éaaluator will@lso conducests that aim toexerd
the TPE in a different manner fromathachiewed by the developer. In cases wheleveld
testingg h@ beenexhaustiwe, there nay remainlittle scope for this.

Depepdencies:

ADV_FSP1 Informal functionaspecification
AGD_ADM.1 Administrate guidance
AGD_USR1 Use guidance

ATE_FUN.1 Functionaldsting

Developer action elements:
ATE_INp31D  The developer shall providegl OE for testing.
Contgnt and presentation of evidence elements:

ATE_INp.3.1C_<—The TOE shall bsuitable for ésting.

me
se
per

sed

ATE_INp32¢  The developer shall providen equivalent set ofesources to those thateve u

in the developer’sunctional esting of the TSF.

Evaluator action elements:

ATE_IND.31E  The evaluator shall confirm th#te informationprovided meets all equirements

for content and presentation of evidence.

ATE_IND.32E  Theevaluator shall tesh subsebf the TSF as appropriate to confirm ttz T
operaes & specified.
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ATE_ND.33E  The evaluator shall executl tests in the test documentation to verify the
developettest results.
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14 Class AVA: Vulnerability assessment

The classaddresses the exestce of exploitable covert channels, the possibility of misuse or
incorrect configuration ofthe TOE, the possibility todefeat probabilistic or permutatian
mechanismsandthe possibility of explodble vulnerabilitiesintroducedn the development or the
operation of the TOE

Figure 14.1 showshe families within trs class, and th hierarchy of componentsowithin the
failies.

ClassAVA: Vulnerability assessment

— AVA_CCA Covert channanalysis —

— AVA_MSU Misuse —

— AVA_SOF Strength off OE security functions

1]
1
1
1]

L~ AVA_VLA Vulnerabhilityanalysis —

Figure 14:1 -Vulnerability assesment class decomposition
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14.1

Covert channel analysis (AVA_CCA)

Objectives

EC

Covert channel analysiss carried outto determine the existence and potentigbacity of
unintencdd signalling channels (i.e. illicit inforation flows)that may be exploited.

The 3

exist thatmay be exanisedto violate the SFP.

Comg
The c«
Applid

Chan
test m

Exal

speed| systm or network configuration, memosjze, ancachesize.

The geletive validation of the coart channel analysis through testing allows the evalug

oppo
estim

requitement t@emonstrate the entire set of covert channel anaksi#is.

If the

onent levelling
pmporents are levelled on increasing rigour of covert clehanalysis.
ation notes

nekapaity estimationsre based upon informal engineeringani@gements, as well as
easurements.

pks of assumptions upon which the cowerannel analysis is basedyrninclude proes

unity to verifyany aspect of thecovert channel alysis (e.g. identiftation, capa
ation, elimination, monitoring, and .exploitationersrios). This does not impc

e are no information flowcontrol-SFB in the ST, thigamily of assuraoe requiremen

paths

actual

SOr

it
\City
Dse a

ts is

search for

no longer applicable, as this famégplies only tanformationflow control SFPs.
AVA [CCA.1 Covert channel analysis
Objeqtives
The gbjective is tq_identify covert channels that are identifiable, through an informal
coverf channels:
Depepdencies:
ADV_FSP2 Fully defined external interfaces
ADV_IMP.Z Tmpiementation of the TSk
AGD_ADM.1 Administrato r guidance
AGD_USR.1 Userguidance
Developer action elements:

AVA_CCA.11D

168

flow control policy.

The develogr shall conduct a search for covert channels for each information


https://iecnorm.com/api/?name=83e3942e4ac10156b3ac397758e5ca33

© ISO/IEC

AVA_cca.12p  The developer shall povide covert channel analysis documentation.

Content and presentation of evidence elements:

AVA_cca.1ic  The analysis documentation shall identify covert channels and estim

capecity.

ISO/IEC 15408-3:1999(E)

ate their

AVA cca.l2c  The analysis documentation shall describe the procedures used for

AV

AV/

AV/

EV

AV

AV/

AV

AV

Ol

The objective_is.to identify covert channels that are identifiable, through a system

co

Af

determining the existence of coert channels, and the information nee
carry out the covert channel analysis.

_cca13c  The analysis documentation shall describe all assumptions made d
covert channel analyss.

_ccaiac  The analysis documentation shall describe the methed used for e
channel capacity, based on worstase scenarios.

_ccaisc  The analysis docunentation shall describe the(wost case exploitation
for each identified covert channel.

aluator action elements:

_cca1ie  The evaluator shall confirm that the information provided mes
requirements for content and presentation of evidence.

_cca12e  The evaluator shallconfirm:that the results of the covet channel analysi
that the TOE meets its functional requiremens.

_cca13E  The evaluator shall seletively validate the covert channel analysis th
testing.

A_CCA. 2 Systematic.covert ch annel analysis

jectives

lert channels.

plicatien notes

ded to

uring the

stimating

bnario

ts all

5 show

rough

atic search for

Pererming—acove RaRReBRaty Ra—Systema ay—+equires—that-theesdelopa—identify
covert channels in a structured and repeatable way, as opposed to identifying covel$ amamn
ad-hoc fashian.

Dependencies:

ADV_FSP2 Fully defined external interfaes
ADV_IMP.2 Implementatiorof the TSF
AGD_ADM.1 Administrator guidance
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	ISO (the International Organization for Standardiz...
	In the field of information technology, ISO and IE...
	International Standard ISO/IEC 15408 was prepared ...
	ISO/IEC 15408 consists of the following parts, und...
	- Part 1: Introduction and general model
	- Part 2: Security functional requirements
	- Part 3: Security assurance requirements

	Annexes A and B of this part of ISO/IEC 15408 are ...
	This LEGAL NOTICE has been placed in all Parts of ...
	Information technology - Security techniques -- Ev...
	1 Scope
	This part of ISO/IEC 15408 defines the assurance r...
	1.1 Organisation of ISO/IEC 15408-3
	Clause 1 is the introduction and paradigm for this...
	Clause 2 describes the presentation structure of t...
	Clauses 3, 4 and 5 provide a brief introduction to...
	Clause 6 provides detailed definitions of the EALs...
	Clause 7 provides a brief introduction to the assu...
	Clauses 15 and 16 provide a brief introduction to ...
	Annex A provides a summary of the dependencies bet...
	Annex B provides a cross reference between the EAL...

	1.2 ISO/IEC 15408 assurance paradigm
	The purpose of this subclause is to document the p...
	1.2.1 ISO/IEC 15408 philosophy
	The ISO/IEC 15408 philosophy is that the threats t...
	Furthermore, measures should be adopted that reduc...

	1.2.2 Assurance approach
	The ISO/IEC 15408 philosophy is to provide assuran...
	ISO/IEC 15408 does not exclude, nor does it commen...
	1.2.2.1 Significance of vulnerabilities
	It is assumed that there are threat agents that wi...
	IT security breaches arise through the intentional...
	Steps should be taken to prevent vulnerabilities a...
	a) eliminated — that is, active steps should be ta...
	b) minimised — that is, active steps should be tak...
	c) monitored — that is, active steps should be tak...


	1.2.2.2 Cause of vulnerabilities
	Vulnerabilities can arise through failures in:
	a) requirements — that is, an IT product or system...
	b) construction — that is, an IT product or system...
	c) operation — that is, an IT product or system ha...


	1.2.2.3 ISO/IEC 15408 assurance
	Assurance is grounds for confidence that an IT pro...

	1.2.2.4 Assurance through evaluation
	Evaluation has been the traditional means of gaini...
	a) analysis and checking of process(es) and proced...
	b) checking that process(es) and procedure(s) are ...
	c) analysis of the correspondence between TOE desi...
	d) analysis of the TOE design representation again...
	e) verification of proofs;
	f) analysis of guidance documents;
	g) analysis of functional tests developed and the ...
	h) independent functional testing;
	i) analysis for vulnerabilities (including flaw hy...
	j) penetration testing.



	1.2.3 The ISO/IEC 15408 evaluation assurance scale...
	The ISO/IEC 15408 philosophy asserts that greater ...
	a) scope — that is, the effort is greater because ...
	b) depth — that is, the effort is greater because ...
	c) rigour — that is, the effort is greater because...




	2 Security assurance requirements
	2.1 Structures
	The following subclauses describe the constructs u...
	Figure 2.1 illustrates the assurance requirements ...
	2.1.1 Class structure
	Figure 2.1 illustrates the assurance class structu...
	2.1.1.1 Class name
	Each assurance class is assigned a unique name. Th...
	A unique short form of the assurance class name is...

	2.1.1.2 Class introduction
	Each assurance class has an introductory subclause...

	2.1.1.3 Assurance families
	Each assurance class contains at least one assuran...
	Figure 2.1 - Assurance class/family/component/elem...



	2.1.2 Assurance family structure
	Figure 2.1 illustrates the assurance family struct...
	2.1.2.1 Family name
	Every assurance family is assigned a unique name. ...
	A unique short form of the assurance family name i...

	2.1.2.2 Objectives
	The objectives subclause of the assurance family p...
	This subclause describes the objectives, particula...

	2.1.2.3 Component levelling
	Each assurance family contains one or more assuran...
	Assurance families containing more than one compon...

	2.1.2.4 Application notes
	The application notes subclause of the assurance f...

	2.1.2.5 Assurance components
	Each assurance family has at least one assurance c...


	2.1.3 Assurance component structure
	Figure 2.2 illustrates the assurance component str...
	Figure 2.2 - Assurance component structure

	The relationship between components within a famil...
	2.1.3.1 Component identification
	The component identification subclause provides de...
	Every assurance component is assigned a unique nam...
	A unique short form of the assurance component nam...

	2.1.3.2 Objectives
	The objectives subclause of the assurance componen...

	2.1.3.3 Application notes
	The application notes subclause of an assurance co...

	2.1.3.4 Dependencies
	Dependencies among assurance components arise when...
	Each assurance component provides a complete list ...
	The dependency list identifies the minimum set of ...
	In specific situations the indicated dependencies ...

	2.1.3.5 Assurance elements
	A set of assurance elements is provided for each a...
	Each assurance element is identified as belonging ...
	a) Developer action elements: the activities that ...
	b) Content and presentation of evidence elements: ...
	c) Evaluator action elements: the activities that ...

	The developer actions and content and presentation...
	The evaluator actions define the evaluator's respo...
	The developer action elements, content and present...


	2.1.4 Assurance elements
	Each element represents a requirement to be met. T...
	The elements have been written using the normal di...
	In contrast to ISO/IEC 15408-2, neither assignment...

	2.1.5 EAL structure
	Figure 2.3 illustrates the EALs and associated str...
	2.1.5.1 EAL name
	Each EAL is assigned a unique name. The name provi...
	A unique short form of the EAL name is also provid...

	2.1.5.2 Objectives
	The objectives subclause of the EAL presents the i...

	2.1.5.3 Application notes
	The application notes subclause of the EAL, if pre...
	Figure 2.3 - EAL structure
	Figure 2.4 - Assurance and assurance level associa...


	2.1.5.4 Assurance components
	A set of assurance components have been chosen for...
	A higher level of assurance than that provided by ...
	a) including additional assurance components from ...
	b) replacing an assurance component with a higher ...



	2.1.6 Relationship between assurances and assuranc...
	Figure 2.4 illustrates the relationship between th...


	2.2 Component taxonomy
	This part of ISO/IEC 15408 contains classes of fam...
	Figure 2.5 - Sample class decomposition diagram

	In Figure 2.5, above, the class as shown contains ...

	2.3 Protection Profile and Security Target evaluat...
	The requirements for protection profile and securi...
	Tables 3.1, 3.2, 3.3 and 3.2 in clause 3 of this p...

	2.4 Usage of terms in ISO/IEC 15408-3
	The following is a list of terms which are used in...
	Check — This term is similar to, but less rigourou...
	Coherent — An entity is logically ordered and has ...
	Complete — All necessary parts of an entity have b...
	Confirm — This term is used to indicate that somet...
	Consistent — This term describes a relationship be...
	Counter (verb) — This term is typically used in th...
	Demonstrate — This term refers to an analysis lead...
	Describe — This term requires that certain, specif...
	Determine — This term requires an independent anal...
	Ensure — This term, used by itself, implies a stro...
	Exhaustive — This term is used in the standard wit...
	Explain — This term differs from both “describe” a...
	Internally consistent — There are no apparent cont...
	Justification — This term refers to an analysis le...
	Mutually supportive — This term describes a relati...
	Prove — This refers to a formal analysis in its ma...
	Specify — This term is used in the same context as...
	Trace (verb) — This term is used to indicate that ...
	Verify — This term is similar in context to “confi...

	2.5 Assurance categorisation
	The assurance classes, families, and the abbreviat...
	Table 2.1 - Assurance family breakdown and mapping...



	Assurance Class
	Assurance Family
	Abbreviated Name
	2.6 Assurance class and family overview
	The following summarises the assurance classes and...
	2.6.1 Class ACM: Configuration management
	Configuration management (CM) helps to ensure that...
	2.6.1.1 CM automation (ACM_AUT)
	Configuration management automation establishes th...

	2.6.1.2 CM capabilities (ACM_CAP)
	Configuration management capabilities define the c...

	2.6.1.3 CM scope (ACM_SCP)
	Configuration management scope indicates the TOE i...


	2.6.2 Class ADO: Delivery and operation
	Assurance class ADO defines requirements for the m...
	2.6.2.1 Delivery (ADO_DEL)
	Delivery covers the procedures used to maintain se...

	2.6.2.2 Installation, generation and start-up (ADO...
	Installation, generation, and start-up requires th...


	2.6.3 Class ADV: Development
	Assurance class ADV defines requirements for the s...
	2.6.3.1 Functional specification (ADV_FSP)
	The functional specification describes the TSF, an...

	2.6.3.2 High-level design (ADV_HLD)
	The high-level design is a top level design specif...

	2.6.3.3 Implementation representation (ADV_IMP)
	The implementation representation is the least abs...

	2.6.3.4 TSF internals (ADV_INT)
	The TSF internals requirements specify the requisi...

	2.6.3.5 Low-level design (ADV_LLD)
	The low-level design is a detailed design specific...

	2.6.3.6 Representation correspondence (ADV_RCR)
	The representation correspondence is a demonstrati...

	2.6.3.7 Security policy modeling (ADV_SPM)
	Security policy models are structured representati...


	2.6.4 Class AGD: Guidance documents
	Assurance class AGD defines requirements directed ...
	2.6.4.1 Administrator guidance (AGD_ADM)
	Requirements for administrative guidance help ensu...

	2.6.4.2 User guidance (AGD_USR)
	Requirements for user guidance help ensure that us...


	2.6.5 Class ALC: Life cycle support
	Assurance class ALC defines requirements for assur...
	2.6.5.1 Development security (ALC_DVS)
	Development security covers the physical, procedur...

	2.6.5.2 Flaw remediation (ALC_FLR)
	Flaw remediation ensures that flaws discovered by ...

	2.6.5.3 Life cycle definition (ALC_LCD)
	Life cycle definition establishes that the enginee...

	2.6.5.4 Tools and techniques (ALC_TAT)
	Tools and techniques addresses the need to define ...


	2.6.6 Class ATE: Tests
	Assurance class ATE states testing requirements th...
	2.6.6.1 Coverage (ATE_COV)
	Coverage deals with the completeness of the functi...

	2.6.6.2 Depth (ATE_DPT)
	Depth deals with the level of detail to which the ...

	2.6.6.3 Functional tests (ATE_FUN)
	Functional testing establishes that the TSF exhibi...

	2.6.6.4 Independent testing (ATE_IND)
	Independent testing specifies the degree to which ...


	2.6.7 Class AVA: Vulnerability assessment
	Assurance class AVA defines requirements directed ...
	2.6.7.1 Covert channel analysis (AVA_CCA)
	Covert channel analysis is directed towards the di...

	2.6.7.2 Misuse (AVA_MSU)
	Misuse analysis investigates whether an administra...

	2.6.7.3 Strength of TOE security functions (AVA_SO...
	Strength of function analysis addresses TOE securi...

	2.6.7.4 Vulnerability analysis (AVA_VLA)
	Vulnerability analysis consists of the identificat...



	2.7 Maintenance categorisation
	The requirements for the maintenance of assurance ...
	The maintenance of assurance families, and the abb...
	Table 2.2 - Maintenance of assurance class decompo...



	Assurance Class
	Assurance Family
	Abbreviated Name
	2.8 Maintenance of assurance class and family over...
	The following summarises the assurance class and f...
	2.8.1 Class AMA: Maintenance of assurance
	Assurance class AMA is aimed at maintaining the le...
	2.8.1.1 Assurance maintenance plan (AMA_AMP)
	The assurance maintenance plan identifies the plan...

	2.8.1.2 TOE component categorisation report (AMA_C...
	The TOE component categorisation report provides a...

	2.8.1.3 Evidence of assurance maintenance (AMA_EVD...
	Evidence of assurance maintenance seeks to establi...

	2.8.1.4 Security impact analysis (AMA_SIA)
	Security impact analysis seeks to establish confid...



	3 Protection Profile and Security Target evaluatio...
	3.1 Overview
	This clause introduces the evaluation criteria for...
	These criteria are the first requirements presente...
	Although these evaluation criteria differ somewhat...
	The PP and ST classes differ from the TOE classes ...
	The evaluation criteria for PPs and STs are based ...

	3.2 Protection Profile criteria overview
	3.2.1 Protection Profile evaluation
	The goal of a PP evaluation is to demonstrate that...

	3.2.2 Relation to the Security Target evaluation c...
	As described in Annexes B and C of ISO/IEC 15408-1...

	3.2.3 Evaluator tasks
	3.2.3.1 Evaluator tasks for an evaluation based on...
	Evaluators performing a PP evaluation that does no...
	Table 3.1 - Protection Profile families - only ISO...






	Class
	Family
	Abbreviated Name
	3.2.3.2 Evaluator tasks for a ISO/IEC 15408 extend...
	Evaluators performing a PP evaluation that include...
	Table 3.2 - Protection Profile families - ISO/IEC ...



	Class
	Family
	Abbreviated Name
	3.3 Security Target criteria overview
	3.3.1 Security Target evaluation
	The goal of an ST evaluation is to demonstrate tha...

	3.3.2 Relation to the other evaluation criteria in...
	There are two identified stages for the evaluation...
	An ST evaluation includes a PP claims evaluation. ...

	3.3.3 Evaluator tasks
	3.3.3.1 Evaluator tasks for an evaluation based on...
	Evaluators performing an ST evaluation that does n...
	Table 3.3 - Security Target families - only ISO/IE...





	Class
	Family
	Abbreviated Name
	3.3.3.2 Evaluator tasks for a ISO/IEC 15408 extend...
	Evaluators performing an ST evaluation that includ...
	Table 3.4 - Security Target families - ISO/IEC 154...



	Class
	Family
	Abbreviated Name

	4 Class APE: Protection Profile evaluation
	The goal of a PP evaluation is to demonstrate that...
	Figure 4.1 shows the families within this class.
	Figure 4.1 - Protection Profile evaluation class d...

	4.1 TOE description (APE_DES)
	Protection Profile, TOE description
	The TOE description is an aid to the understanding...
	APE_DES.1 Protection Profile, TOE description, Eva...
	APE_DES.1.1D The PP developer shall provide a TOE ...
	APE_DES.1.1C The TOE description shall as a minimu...
	APE_DES.1.1E The evaluator shall confirm that the ...
	APE_DES.1.2E The evaluator shall confirm that the ...
	APE_DES.1.3E The evaluator shall confirm that the ...

	4.2 Security environment (APE_ENV)

	Protection Profile, Security environment
	In order to determine whether the IT security requ...
	APE_ENV.1 Protection Profile, Security environment...
	APE_ENV.1.1D The PP developer shall provide a stat...
	APE_ENV.1.1C The statement of TOE security environ...
	APE_ENV.1.2C The statement of TOE security environ...
	APE_ENV.1.3C The statement of TOE security environ...
	APE_ENV.1.1E The evaluator shall confirm that the ...
	APE_ENV.1.2E The evaluator shall confirm that the ...

	4.3 PP introduction (APE_INT)

	Protection Profile, PP introduction
	The PP introduction contains document management a...
	APE_INT.1 Protection Profile, PP introduction, Eva...
	APE_INT.1.1D The PP developer shall provide a PP i...
	APE_INT.1.1C The PP introduction shall contain a P...
	APE_INT.1.2C The PP introduction shall contain a P...
	APE_INT.1.1E The evaluator shall confirm that the ...
	APE_INT.1.2E The evaluator shall confirm that the ...
	APE_INT.1.3E The evaluator shall confirm that the ...

	4.4 Security objectives (APE_OBJ)

	Protection Profile, Security objectives
	The security objectives is a concise statement of ...
	APE_OBJ.1 Protection Profile, Security objectives,...
	APE_OBJ.1.1D The PP developer shall provide a stat...
	APE_OBJ.1.2D The PP developer shall provide the se...
	APE_OBJ.1.1C The statement of security objectives ...
	APE_OBJ.1.2C The security objectives for the TOE s...
	APE_OBJ.1.3C The security objectives for the envir...
	APE_OBJ.1.4C The security objectives rationale sha...
	APE_OBJ.1.5C The security objectives rationale sha...
	APE_OBJ.1.1E The evaluator shall confirm that the ...
	APE_OBJ.1.2E The evaluator shall confirm that the ...

	4.5 IT security requirements (APE_REQ)

	Protection Profile, IT security requirements
	The IT security requirements chosen for a TOE and ...
	Not all of the security objectives expressed in a ...
	This family presents evaluation requirements that ...
	The term “IT security requirements” refers to “TOE...
	The term “TOE security requirements” refers to “TO...
	In the APE_REQ.1 component, the word “appropriate”...
	APE_REQ.1 Protection Profile, IT security requirem...
	APE_REQ.1.1D The PP developer shall provide a stat...
	APE_REQ.1.2D The PP developer shall provide the se...
	APE_REQ.1.1C The statement of TOE security functio...
	APE_REQ.1.2C The statement of TOE security assuran...
	APE_REQ.1.3C The statement of TOE security assuran...
	APE_REQ.1.4C The evidence shall justify that the s...
	APE_REQ.1.5C The PP shall, if appropriate, identif...
	APE_REQ.1.6C All completed operations on IT securi...
	APE_REQ.1.7C Any uncompleted operations on IT secu...
	APE_REQ.1.8C Dependencies among the IT security re...
	APE_REQ.1.9C The evidence shall justify why any no...
	APE_REQ.1.10C The PP shall include a statement of ...
	APE_REQ.1.11C The PP shall identify any specific T...
	APE_REQ.1.12C The security requirements rationale ...
	APE_REQ.1.13C The security requirements rationale ...
	APE_REQ.1.14C The security requirements rationale ...
	APE_REQ.1.1E The evaluator shall confirm that the ...
	APE_REQ.1.2E The evaluator shall confirm that the ...

	4.6 Explicitly stated IT security requirements (AP...

	Protection Profile, Explicitly stated IT security ...
	If, after careful consideration, none of the requi...
	This family presents evaluation requirements that ...
	Explicitly stated IT security requirements for a T...
	Formulation of the explicitly stated requirements ...
	Using the ISO/IEC 15408 requirements as a model me...
	The term “IT security requirements” refers to “TOE...
	The term “TOE security requirements” refers to “TO...
	APE_SRE.1 Protection Profile, Explicitly stated IT...
	APE_SRE.1.1D The PP developer shall provide a stat...
	APE_SRE.1.2D The PP developer shall provide the se...
	APE_SRE.1.1C All TOE security requirements that ar...
	APE_SRE.1.2C All security requirements for the IT ...
	APE_SRE.1.3C The evidence shall justify why the se...
	APE_SRE.1.4C The explicitly stated IT security req...
	APE_SRE.1.5C The explicitly stated IT security req...
	APE_SRE.1.6C The explicitly stated IT security req...
	APE_SRE.1.7C The security requirements rationale s...
	APE_SRE.1.1E The evaluator shall confirm that the ...
	APE_SRE.1.2E The evaluator shall determine that al...



	5 Class ASE: Security Target evaluation
	The goal of an ST evaluation is to demonstrate tha...
	Figure 5.1 shows the families within this class.
	Figure 5.1 - Security Target evaluation class deco...

	5.1 TOE description (ASE_DES)
	Security Target, TOE description
	The TOE description is an aid to the understanding...
	ASE_DES.1 Security Target, TOE description, Evalua...
	ASE_DES.1.1D The developer shall provide a TOE des...
	ASE_DES.1.1C The TOE description shall as a minimu...
	ASE_DES.1.1E The evaluator shall confirm that the ...
	ASE_DES.1.2E The evaluator shall confirm that the ...
	ASE_DES.1.3E The evaluator shall confirm that the ...

	5.2 Security environment (ASE_ENV)

	Security Target, Security environment
	In order to determine whether the IT security requ...
	ASE_ENV.1 Security Target, Security environment, E...
	ASE_ENV.1.1D The developer shall provide a stateme...
	ASE_ENV.1.1C The statement of TOE security environ...
	ASE_ENV.1.2C The statement of TOE security environ...
	ASE_ENV.1.3C The statement of TOE security environ...
	ASE_ENV.1.1E The evaluator shall confirm that the ...
	ASE_ENV.1.2E The evaluator shall confirm that the ...

	5.3 ST introduction (ASE_INT)

	Security Target, ST introduction
	The ST introduction contains identification and in...
	ASE_INT.1 Security Target, ST introduction, Evalua...
	ASE_INT.1.1D The developer shall provide an ST int...
	ASE_INT.1.1C The ST introduction shall contain an ...
	ASE_INT.1.2C The ST introduction shall contain an ...
	ASE_INT.1.3C The ST introduction shall contain a I...
	ASE_INT.1.1E The evaluator shall confirm that the ...
	ASE_INT.1.2E The evaluator shall confirm that the ...
	ASE_INT.1.3E The evaluator shall confirm that the ...

	5.4 Security objectives (ASE_OBJ)

	Security Target, Security objectives
	The security objectives are a concise statement of...
	ASE_OBJ.1 Security Target, Security objectives, Ev...
	ASE_OBJ.1.1D The developer shall provide a stateme...
	ASE_OBJ.1.2D The developer shall provide the secur...
	ASE_OBJ.1.1C The statement of security objectives ...
	ASE_OBJ.1.2C The security objectives for the TOE s...
	ASE_OBJ.1.3C The security objectives for the envir...
	ASE_OBJ.1.4C The security objectives rationale sha...
	ASE_OBJ.1.5C The security objectives rationale sha...
	ASE_OBJ.1.1E The evaluator shall confirm that the ...
	ASE_OBJ.1.2E The evaluator shall confirm that the ...

	5.5 PP claims (ASE_PPC)

	Security Target, PP claims
	The goal of the evaluation of the Security Target ...
	The family applies only in the case of a PP claim....
	Although additional evaluation activity is necessa...
	ASE_PPC.1 Security Target, PP claims, Evaluation r...
	ASE_PPC.1.1D The developer shall provide any PP cl...
	ASE_PPC.1.2D The developer shall provide the PP cl...
	ASE_PPC.1.1C Each PP claim shall identify the PP f...
	ASE_PPC.1.2C Each PP claim shall identify the IT s...
	ASE_PPC.1.3C Each PP claim shall identify security...
	ASE_PPC.1.1E The evaluator shall confirm that the ...
	ASE_PPC.1.2E The evaluator shall confirm that the ...

	5.6 IT security requirements (ASE_REQ)

	Security Target, IT security requirements
	The IT security requirements chosen for a TOE and ...
	This family presents evaluation requirements that ...
	The term “IT security requirements” refers to “TOE...
	The term “TOE security requirements” refers to “TO...
	In the ASE_REQ.1 component, the word “appropriate”...
	ASE_REQ.1 Security Target, IT security requirement...
	ASE_REQ.1.1D The developer shall provide a stateme...
	ASE_REQ.1.2D The developer shall provide the secur...
	ASE_REQ.1.1C The statement of TOE security functio...
	ASE_REQ.1.2C The statement of TOE security assuran...
	ASE_REQ.1.3C The statement of TOE security assuran...
	ASE_REQ.1.4C The evidence shall justify that the s...
	ASE_REQ.1.5C The ST shall, if appropriate, identif...
	ASE_REQ.1.6C Operations on IT security requirement...
	ASE_REQ.1.7C Dependencies among the IT security re...
	ASE_REQ.1.8C The evidence shall justify why any no...
	ASE_REQ.1.9C The ST shall include a statement of t...
	ASE_REQ.1.10C The ST shall identify any specific T...
	ASE_REQ.1.11C The security requirements rationale ...
	ASE_REQ.1.12C The security requirements rationale ...
	ASE_REQ.1.13C The security requirements rationale ...
	ASE_REQ.1.1E The evaluator shall confirm that the ...
	ASE_REQ.1.2E The evaluator shall confirm that the ...

	5.7 Explicitly stated IT security requirements (AS...

	Security Target, Explicitly stated IT security req...
	If, after careful consideration, none of the requi...
	This family presents evaluation requirements that ...
	Explicitly stated IT security requirements for a T...
	Formulation of the explicitly stated requirements ...
	Using the ISO/IEC 15408 requirements as a model me...
	The term “IT security requirements” refers to “TOE...
	The term “TOE security requirements” refers to “TO...
	ASE_SRE.1 Security Target, Explicitly stated IT se...
	ASE_SRE.1.1D The developer shall provide a stateme...
	ASE_SRE.1.2D The developer shall provide the secur...
	ASE_SRE.1.1C All TOE security requirements that ar...
	ASE_SRE.1.2C All security requirements for the IT ...
	ASE_SRE.1.3C The evidence shall justify why the se...
	ASE_SRE.1.4C The explicitly stated IT security req...
	ASE_SRE.1.5C The explicitly stated IT security req...
	ASE_SRE.1.6C The explicitly stated IT security req...
	ASE_SRE.1.7C The security requirements rationale s...
	ASE_SRE.1.1E The evaluator shall confirm that the ...
	ASE_SRE.1.2E The evaluator shall determine that al...

	5.8 TOE summary specification (ASE_TSS)

	Security Target, TOE summary specification
	The TOE summary specification provides a high-leve...
	The relationship between the IT security functions...
	The statement of assurance measures is of specific...
	In the ASE_TSS.1 component, the word “appropriate”...
	ASE_TSS.1 Security Target, TOE summary specificati...
	ASE_TSS.1.1D The developer shall provide a TOE sum...
	ASE_TSS.1.2D The developer shall provide the TOE s...
	ASE_TSS.1.1C The TOE summary specification shall d...
	ASE_TSS.1.2C The TOE summary specification shall t...
	ASE_TSS.1.3C The IT security functions shall be de...
	ASE_TSS.1.4C All references to security mechanisms...
	ASE_TSS.1.5C The TOE summary specification rationa...
	ASE_TSS.1.6C The TOE summary specification rationa...
	ASE_TSS.1.7C The TOE summary specification shall t...
	ASE_TSS.1.8C The TOE summary specification rationa...
	ASE_TSS.1.9C The TOE summary specification shall i...
	ASE_TSS.1.10C The TOE summary specification shall,...
	ASE_TSS.1.1E The evaluator shall confirm that the ...
	ASE_TSS.1.2E The evaluator shall confirm that the ...

	6 Evaluation assurance levels
	The Evaluation Assurance Levels (EALs) provide an ...
	It is important to note that not all families and ...
	6.1 Evaluation assurance level (EAL) overview
	Table 6.1 represents a summary of the EALs. The co...
	As outlined in the next subclause, seven hierarchi...
	These EALs consist of an appropriate combination o...
	While the EALs are defined in ISO/IEC 15408, it is...

	6.2 Evaluation assurance level details
	The following subclauses provide definitions of th...
	Table 6.1 - Evaluation assurance level summary

	6.2.1 Evaluation assurance level 1 (EAL1) - functi...
	EAL1 is applicable where some confidence in correc...
	EAL1 provides an evaluation of the TOE as made ava...
	An evaluation at this level should provide evidenc...
	EAL1 (see Table 6.2) provides a basic level of ass...
	The analysis is supported by independent testing o...
	This EAL provides a meaningful increase in assuran...
	Table 6.2 - EAL1


	6.2.2 Evaluation assurance level 2 (EAL2) - struct...
	EAL2 requires the co-operation of the developer in...
	EAL2 is therefore applicable in those circumstance...
	EAL2 (see Table 6.3) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL2 also provides assurance through a configurati...
	This EAL represents a meaningful increase in assur...
	Table 6.3 - EAL2


	6.2.3 Evaluation assurance level 3 (EAL3) - method...
	EAL3 permits a conscientious developer to gain max...
	EAL3 is applicable in those circumstances where de...
	EAL3 (see Table 6.4) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL3 also provides assurance through the use of de...
	This EAL represents a meaningful increase in assur...
	Table 6.4 - EAL3


	6.2.4 Evaluation assurance level 4 (EAL4) - method...
	EAL4 permits a developer to gain maximum assurance...
	EAL4 is therefore applicable in those circumstance...
	EAL4 (see Table 6.5) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL4 also provides assurance through the use of de...
	This EAL represents a meaningful increase in assur...
	Table 6.5 - EAL4


	6.2.5 Evaluation assurance level 5 (EAL5) - semifo...
	EAL5 permits a developer to gain maximum assurance...
	EAL5 is therefore applicable in those circumstance...
	EAL5 (see Table 6.6) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL5 also provides assurance through the use of a ...
	This EAL represents a meaningful increase in assur...
	Table 6.6 - EAL5


	6.2.6 Evaluation assurance level 6 (EAL6) - semifo...
	EAL6 permits developers to gain high assurance fro...
	EAL6 is therefore applicable to the development of...
	EAL6 (see Table 6.7) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL6 also provides assurance through the use of a ...
	This EAL represents a meaningful increase in assur...
	Table 6.7 - EAL6


	6.2.7 Evaluation assurance level 7 (EAL7) - formal...
	EAL7 is applicable to the development of security ...
	EAL7 (see Table 6.8) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL7 also provides assurance through the use of a ...
	This EAL represents a meaningful increase in assur...
	Table 6.8 - EAL7




	7 Assurance classes, families, and components
	The next seven clauses provide the detailed requir...



	8 Class ACM: Configuration management
	Configuration management
	Configuration management (CM) is one method or mea...
	Figure 8.1 shows the families within this class, a...
	Figure 8.1 - Configuration management class decomp...


	8.1 CM automation (ACM_AUT)
	CM automation
	The objective of introducing automated CM tools is...
	The components in this family are levelled on the ...
	ACM_AUT.1.1C introduces a requirement that is rela...
	ACM_AUT.1.2C introduces a requirement that the CM ...
	ACM_AUT.2.5C introduces a requirement that the CM ...
	ACM_AUT.1 Partial CM automation
	In development environments where the implementati...
	ACM_AUT.1.1D The developer shall use a CM system.
	ACM_AUT.1.2D The developer shall provide a CM plan...
	ACM_AUT.1.1C The CM system shall provide an automa...
	ACM_AUT.1.2C The CM system shall provide an automa...
	ACM_AUT.1.3C The CM plan shall describe the automa...
	ACM_AUT.1.4C The CM plan shall describe how the au...
	ACM_AUT.1.1E The evaluator shall confirm that the ...


	ACM_AUT.2 Complete CM automation
	In development environments where the configuratio...
	Providing an automated means of ascertaining chang...
	ACM_AUT.2.1D The developer shall use a CM system.
	ACM_AUT.2.2D The developer shall provide a CM plan...
	ACM_AUT.2.1C The CM system shall provide an automa...
	ACM_AUT.2.2C The CM system shall provide an automa...
	ACM_AUT.2.3C The CM plan shall describe the automa...
	ACM_AUT.2.4C The CM plan shall describe how the au...
	ACM_AUT.2.5C The CM system shall provide an automa...
	ACM_AUT.2.6C The CM system shall provide an automa...
	ACM_AUT.2.1E The evaluator shall confirm that the ...




	8.2 CM capabilities (ACM_CAP)
	CM capabilities
	The capabilities of the CM system address the like...
	The objectives of this family include the followin...
	a) ensuring that the TOE is correct and complete b...
	b) ensuring that no configuration items are missed...
	c) preventing unauthorised modification, addition,...

	The components in this family are levelled on the ...
	ACM_CAP.2 introduces several elements which refer ...
	ACM_CAP.2.3C introduces a requirement that a confi...
	ACM_CAP.2.6C introduces a requirement that the CM ...
	ACM_CAP.3.8C introduces the requirement that the e...
	ACM_CAP.3.9C introduces the requirement that evide...
	ACM_CAP.4.11C introduces the requirement that the ...
	ACM_CAP.1 Version numbers
	A unique reference is required to ensure that ther...
	ACM_CAP.1.1D The developer shall provide a referen...
	ACM_CAP.1.1C The reference for the TOE shall be un...
	ACM_CAP.1.2C The TOE shall be labelled with its re...
	ACM_CAP.1.1E The evaluator shall confirm that the ...


	ACM_CAP.2 Configuration items
	A unique reference is required to ensure that ther...
	Unique identification of the configuration items l...
	ACM_CAP.2.1D The developer shall provide a referen...
	ACM_CAP.2.2D The developer shall use a CM system.
	ACM_CAP.2.3D The developer shall provide CM docume...
	ACM_CAP.2.1C The reference for the TOE shall be un...
	ACM_CAP.2.2C The TOE shall be labelled with its re...
	ACM_CAP.2.3C The CM documentation shall include a ...
	ACM_CAP.2.4C The configuration list shall describe...
	ACM_CAP.2.5C The CM documentation shall describe t...
	ACM_CAP.2.6C The CM system shall uniquely identify...
	ACM_CAP.2.1E The evaluator shall confirm that the ...


	ACM_CAP.3 Authorisation controls
	A unique reference is required to ensure that ther...
	Unique identification of the configuration items l...
	Providing controls to ensure that unauthorised mod...
	ACM_CAP.3.1D The developer shall provide a referen...
	ACM_CAP.3.2D The developer shall use a CM system.
	ACM_CAP.3.3D The developer shall provide CM docume...
	ACM_CAP.3.1C The reference for the TOE shall be un...
	ACM_CAP.3.2C The TOE shall be labelled with its re...
	ACM_CAP.3.3C The CM documentation shall include a ...
	ACM_CAP.3.4C The configuration list shall describe...
	ACM_CAP.3.5C The CM documentation shall describe t...
	ACM_CAP.3.6C The CM system shall uniquely identify...
	ACM_CAP.3.7C The CM plan shall describe how the CM...
	ACM_CAP.3.8C The evidence shall demonstrate that t...
	ACM_CAP.3.9C The CM documentation shall provide ev...
	ACM_CAP.3.10C The CM system shall provide measures...
	ACM_CAP.3.1E The evaluator shall confirm that the ...


	ACM_CAP.4 Generation support and acceptance proced...
	A unique reference is required to ensure that ther...
	Unique identification of the configuration items l...
	Providing controls to ensure that unauthorised mod...
	The purpose of acceptance procedures is to confirm...
	ACM_CAP.4.1D The developer shall provide a referen...
	ACM_CAP.4.2D The developer shall use a CM system.
	ACM_CAP.4.3D The developer shall provide CM docume...
	ACM_CAP.4.1C The reference for the TOE shall be un...
	ACM_CAP.4.2C The TOE shall be labelled with its re...
	ACM_CAP.4.3C The CM documentation shall include a ...
	ACM_CAP.4.4C The configuration list shall describe...
	ACM_CAP.4.5C The CM documentation shall describe t...
	ACM_CAP.4.6C The CM system shall uniquely identify...
	ACM_CAP.4.7C The CM plan shall describe how the CM...
	ACM_CAP.4.8C The evidence shall demonstrate that t...
	ACM_CAP.4.9C The CM documentation shall provide ev...
	ACM_CAP.4.10C The CM system shall provide measures...
	ACM_CAP.4.11C The CM system shall support the gene...
	ACM_CAP.4.12C The acceptance plan shall describe t...
	ACM_CAP.4.1E The evaluator shall confirm that the ...


	ACM_CAP.5 Advanced support
	A unique reference is required to ensure that ther...
	Unique identification of the configuration items l...
	Providing controls to ensure that unauthorised mod...
	The purpose of acceptance procedures is to confirm...
	Integration procedures help to ensure that generat...
	Requiring that the CM system be able to identify t...
	ACM_CAP.5.1D The developer shall provide a referen...
	ACM_CAP.5.2D The developer shall use a CM system.
	ACM_CAP.5.3D The developer shall provide CM docume...
	ACM_CAP.5.1C The reference for the TOE shall be un...
	ACM_CAP.5.2C The TOE shall be labelled with its re...
	ACM_CAP.5.3C The CM documentation shall include a ...
	ACM_CAP.5.4C The configuration list shall describe...
	ACM_CAP.5.5C The CM documentation shall describe t...
	ACM_CAP.5.6C The CM system shall uniquely identify...
	ACM_CAP.5.7C The CM plan shall describe how the CM...
	ACM_CAP.5.8C The evidence shall demonstrate that t...
	ACM_CAP.5.9C The CM documentation shall provide ev...
	ACM_CAP.5.10C The CM system shall provide measures...
	ACM_CAP.5.11C The CM system shall support the gene...
	ACM_CAP.5.12C The acceptance plan shall describe t...
	ACM_CAP.5.13C The integration procedures shall des...
	ACM_CAP.5.14C The CM system shall require that the...
	ACM_CAP.5.15C The CM system shall clearly identify...
	ACM_CAP.5.16C The CM system shall support the audi...
	ACM_CAP.5.17C The CM system shall be able to ident...
	ACM_CAP.5.18C The CM documentation shall demonstra...
	ACM_CAP.5.19C The CM documentation shall demonstra...
	ACM_CAP.5.20C The CM documentation shall demonstra...
	ACM_CAP.5.21C The CM documentation shall justify t...
	ACM_CAP.5.1E The evaluator shall confirm that the ...




	8.3 CM scope (ACM_SCP)
	CM scope
	The objective of this family is to ensure that all...
	The objectives of this family include the followin...
	a) ensuring that the TOE implementation representa...
	b) ensuring that all necessary documentation, incl...
	c) ensuring that configuration options (e.g. compi...
	d) ensuring that development tools are tracked.

	The components in this family are levelled on the ...
	ACM_SCP.1.1C introduces the requirement that the T...
	ACM_SCP.1.1C also introduces the requirement that ...
	ACM_SCP.2.1C introduces the requirement that secur...
	ACM_SCP.3.1C introduces the requirement that devel...
	ACM_SCP.1 TOE CM coverage
	A CM system can control changes only to those item...
	ACM_SCP.1.1D The developer shall provide CM docume...
	ACM_SCP.1.1C The CM documentation shall show that ...
	ACM_SCP.1.2C The CM documentation shall describe h...
	ACM_SCP.1.1E The evaluator shall confirm that the ...


	ACM_SCP.2 Problem tracking CM coverage
	A CM system can control changes only to those item...
	The ability to track security flaws under CM ensur...
	ACM_SCP.2.1D The developer shall provide CM docume...
	ACM_SCP.2.1C The CM documentation shall show that ...
	ACM_SCP.2.2C The CM documentation shall describe h...
	ACM_SCP.2.1E The evaluator shall confirm that the ...


	ACM_SCP.3 Development tools CM coverage
	A CM system can control changes only to those item...
	The ability to track security flaws under CM ensur...
	Development tools play an important role in ensuri...
	ACM_SCP.3.1D The developer shall provide CM docume...
	ACM_SCP.3.1C The CM documentation shall show that ...
	ACM_SCP.3.2C The CM documentation shall describe h...
	ACM_SCP.3.1E The evaluator shall confirm that the ...





	9 Class ADO: Delivery and operation
	Delivery and operation
	Delivery and operation provides requirements for c...
	Figure 9.1 shows the families within this class, a...
	Figure 9.1 - Delivery and operation class decompos...


	9.1 Delivery (ADO_DEL)
	Delivery
	The requirements for delivery call for system cont...
	The components in this family are levelled on the ...
	ADO_DEL.1 Delivery procedures
	ADO_DEL.1.1D The developer shall document procedur...
	ADO_DEL.1.2D The developer shall use the delivery ...
	ADO_DEL.1.1C The delivery documentation shall desc...
	ADO_DEL.1.1E The evaluator shall confirm that the ...

	ADO_DEL.2 Detection of modification
	ADO_DEL.2.1D The developer shall document procedur...
	ADO_DEL.2.2D The developer shall use the delivery ...
	ADO_DEL.2.1C The delivery documentation shall desc...
	ADO_DEL.2.2C The delivery documentation shall desc...
	ADO_DEL.2.3C The delivery documentation shall desc...
	ADO_DEL.2.1E The evaluator shall confirm that the ...

	ADO_DEL.3 Prevention of modification
	ADO_DEL.3.1D The developer shall document procedur...
	ADO_DEL.3.2D The developer shall use the delivery ...
	ADO_DEL.3.1C The delivery documentation shall desc...
	ADO_DEL.3.2C The delivery documentation shall desc...
	ADO_DEL.3.3C The delivery documentation shall desc...
	ADO_DEL.3.1E The evaluator shall confirm that the ...



	9.2 Installation, generation and start-up (ADO_IGS...
	Installation, generation and start-up
	Installation, generation, and start-up procedures ...
	The components in this family are levelled on the ...
	It is recognised that the application of these req...
	It might also be the case that the TOE is already ...
	Furthermore, the generation requirements are appli...
	The installation, generation, and start-up procedu...
	ADO_IGS.1 Installation, generation, and start-up p...
	ADO_IGS.1.1D The developer shall document procedur...
	ADO_IGS.1.1C The documentation shall describe the ...
	ADO_IGS.1.1E The evaluator shall confirm that the ...
	ADO_IGS.1.2E The evaluator shall determine that th...

	ADO_IGS.2 Generation log
	ADO_IGS.2.1D The developer shall document procedur...
	ADO_IGS.2.1C The documentation shall describe the ...
	ADO_IGS.2.2C The documentation shall describe proc...
	ADO_IGS.2.1E The evaluator shall confirm that the ...
	ADO_IGS.2.2E The evaluator shall determine that th...




	10 Class ADV: Development
	Development
	The development class encompasses four families of...
	Figure 10.1 shows the families within this class, ...
	Figure 10.1 - Development class decomposition

	The paradigm evident for these families is one of ...
	Figure 10.2 - Relationships between TOE representa...

	Figure 10.2 indicates the relationships between th...
	The requirements for all other correspondence show...
	The TOE security policy (TSP) is the set of rules ...
	The TOE security functions (TSF) are all the parts...
	Although the requirements within the ASE_TSS famil...
	Three types of specification style are mandated by...
	An informal specification is written as prose in n...
	A semiformal specification is written in a restric...
	A formal specification is written in a notation ba...
	Significant assurance can be gained by ensuring th...
	When an informal demonstration of correspondence i...
	A semiformal demonstration of correspondence requi...
	A formal proof of correspondence requires that wel...
	The ADV_RCR.*.1C elements require that the develop...

	10.1 Functional specification (ADV_FSP)
	Functional specification
	The functional specification is a high-level descr...
	The components in this family are levelled on the ...
	The ADV_FSP.*.2E elements within this family defin...
	For ADV_FSP.1.3C, it is intended that sufficient i...
	ADV_FSP.2.3C introduces a requirement for a comple...
	In the context of the level of formality of the fu...
	ADV_FSP.1 Informal functional specification
	ADV_FSP.1.1D The developer shall provide a functio...
	ADV_FSP.1.1C The functional specification shall de...
	ADV_FSP.1.2C The functional specification shall be...
	ADV_FSP.1.3C The functional specification shall de...
	ADV_FSP.1.4C The functional specification shall co...
	ADV_FSP.1.1E The evaluator shall confirm that the ...
	ADV_FSP.1.2E The evaluator shall determine that th...

	ADV_FSP.2 Fully defined external interfaces
	ADV_FSP.2.1D The developer shall provide a functio...
	ADV_FSP.2.1C The functional specification shall de...
	ADV_FSP.2.2C The functional specification shall be...
	ADV_FSP.2.3C The functional specification shall de...
	ADV_FSP.2.4C The functional specification shall co...
	ADV_FSP.2.5C The functional specification shall in...
	ADV_FSP.2.1E The evaluator shall confirm that the ...
	ADV_FSP.2.2E The evaluator shall determine that th...

	ADV_FSP.3 Semiformal functional specification
	ADV_FSP.3.1D The developer shall provide a functio...
	ADV_FSP.3.1C The functional specification shall de...
	ADV_FSP.3.2C The functional specification shall be...
	ADV_FSP.3.3C The functional specification shall de...
	ADV_FSP.3.4C The functional specification shall co...
	ADV_FSP.3.5C The functional specification shall in...
	ADV_FSP.3.1E The evaluator shall confirm that the ...
	ADV_FSP.3.2E The evaluator shall determine that th...

	ADV_FSP.4 Formal functional specification
	ADV_FSP.4.1D The developer shall provide a functio...
	ADV_FSP.4.1C The functional specification shall de...
	ADV_FSP.4.2C The functional specification shall be...
	ADV_FSP.4.3C The functional specification shall de...
	ADV_FSP.4.4C The functional specification shall co...
	ADV_FSP.4.5C The functional specification shall in...
	ADV_FSP.4.1E The evaluator shall confirm that the ...
	ADV_FSP.4.2E The evaluator shall determine that th...



	10.2 High-level design (ADV_HLD)
	High-level design
	The high-level design of a TOE provides a descript...
	The high-level design refines the functional speci...
	The components in this family are levelled on the ...
	The developer is expected to describe the design o...
	The term “security functionality” is used to repre...
	The term “TSP-enforcing subsystem” refers to a sub...
	The ADV_HLD.*.2E elements within this family defin...
	ADV_HLD.3.8C introduces a requirement for a comple...
	In the context of the level of formality of the hi...
	ADV_HLD.1 Descriptive high-level design
	ADV_HLD.1.1D The developer shall provide the high-...
	ADV_HLD.1.1C The presentation of the high-level de...
	ADV_HLD.1.2C The high-level design shall be intern...
	ADV_HLD.1.3C The high-level design shall describe ...
	ADV_HLD.1.4C The high-level design shall describe ...
	ADV_HLD.1.5C The high-level design shall identify ...
	ADV_HLD.1.6C The high-level design shall identify ...
	ADV_HLD.1.7C The high-level design shall identify ...
	ADV_HLD.1.1E The evaluator shall confirm that the ...
	ADV_HLD.1.2E The evaluator shall determine that th...

	ADV_HLD.2 Security enforcing high-level design
	ADV_HLD.2.1D The developer shall provide the high-...
	ADV_HLD.2.1C The presentation of the high-level de...
	ADV_HLD.2.2C The high-level design shall be intern...
	ADV_HLD.2.3C The high-level design shall describe ...
	ADV_HLD.2.4C The high-level design shall describe ...
	ADV_HLD.2.5C The high-level design shall identify ...
	ADV_HLD.2.6C The high-level design shall identify ...
	ADV_HLD.2.7C The high-level design shall identify ...
	ADV_HLD.2.8C The high-level design shall describe ...
	ADV_HLD.2.9C The high-level design shall describe ...
	ADV_HLD.2.1E The evaluator shall confirm that the ...
	ADV_HLD.2.2E The evaluator shall determine that th...

	ADV_HLD.3 Semiformal high-level design
	ADV_HLD.3.1D The developer shall provide the high-...
	ADV_HLD.3.1C The presentation of the high-level de...
	ADV_HLD.3.2C The high-level design shall be intern...
	ADV_HLD.3.3C The high-level design shall describe ...
	ADV_HLD.3.4C The high-level design shall describe ...
	ADV_HLD.3.5C The high-level design shall identify ...
	ADV_HLD.3.6C The high-level design shall identify ...
	ADV_HLD.3.7C The high-level design shall identify ...
	ADV_HLD.3.8C The high-level design shall describe ...
	ADV_HLD.3.9C The high-level design shall describe ...
	ADV_HLD.3.1E The evaluator shall confirm that the ...
	ADV_HLD.3.2E The evaluator shall determine that th...

	ADV_HLD.4 Semiformal high-level explanation
	ADV_HLD.4.1D The developer shall provide the high-...
	ADV_HLD.4.1C The presentation of the high-level de...
	ADV_HLD.4.2C The high-level design shall be intern...
	ADV_HLD.4.3C The high-level design shall describe ...
	ADV_HLD.4.4C The high-level design shall describe ...
	ADV_HLD.4.5C The high-level design shall identify ...
	ADV_HLD.4.6C The high-level design shall identify ...
	ADV_HLD.4.7C The high-level design shall identify ...
	ADV_HLD.4.8C The high-level design shall describe ...
	ADV_HLD.4.9C The high-level design shall describe ...
	ADV_HLD.4.10C The high-level design shall justify ...
	ADV_HLD.4.11C The high-level design shall justify ...
	ADV_HLD.4.1E The evaluator shall confirm that the ...
	ADV_HLD.4.2E The evaluator shall determine that th...

	ADV_HLD.5 Formal high-level design
	ADV_HLD.5.1D The developer shall provide the high-...
	ADV_HLD.5.1C The presentation of the high-level de...
	ADV_HLD.5.2C The high-level design shall be intern...
	ADV_HLD.5.3C The high-level design shall describe ...
	ADV_HLD.5.4C The high-level design shall describe ...
	ADV_HLD.5.5C The high-level design shall identify ...
	ADV_HLD.5.6C The high-level design shall identify ...
	ADV_HLD.5.7C The high-level design shall identify ...
	ADV_HLD.5.8C The high-level design shall describe ...
	ADV_HLD.5.9C The high-level design shall describe ...
	ADV_HLD.5.10C The high-level design shall justify ...
	ADV_HLD.5.11C The high-level design shall justify ...
	ADV_HLD.5.1E The evaluator shall confirm that the ...
	ADV_HLD.5.2E The evaluator shall determine that th...



	10.3 Implementation representation (ADV_IMP)
	Implementation representation
	The description of the implementation representati...
	The components in this family are levelled on the ...
	The implementation representation is used to expre...
	It is possible that evaluators may use the impleme...
	ADV_IMP.1 Subset of the implementation of the TSF
	ADV_IMP.1.1D requires that the developer provide t...
	ADV_IMP.1.2E element defines a requirement that th...
	ADV_IMP.1.1D The developer shall provide the imple...
	ADV_IMP.1.1C The implementation representation sha...
	ADV_IMP.1.2C The implementation representation sha...
	ADV_IMP.1.1E The evaluator shall confirm that the ...
	ADV_IMP.1.2E The evaluator shall determine that th...

	ADV_IMP.2 Implementation of the TSF
	The ADV_IMP.2.2E element defines a requirement tha...
	ADV_IMP.2.1D The developer shall provide the imple...
	ADV_IMP.2.1C The implementation representation sha...
	ADV_IMP.2.2C The implementation representation sha...
	ADV_IMP.2.3C The implementation representation sha...
	ADV_IMP.2.1E The evaluator shall confirm that the ...
	ADV_IMP.2.2E The evaluator shall determine that th...

	ADV_IMP.3 Structured implementation of the TSF
	The ADV_IMP.3.2E element defines a requirement tha...
	ADV_IMP.3.1D The developer shall provide the imple...
	ADV_IMP.3.1C The implementation representation sha...
	ADV_IMP.3.2C The implementation representation sha...
	ADV_IMP.3.3C The implementation representation sha...
	ADV_IMP.3.4C The implementation representation sha...
	ADV_IMP.3.1E The evaluator shall confirm that the ...
	ADV_IMP.3.2E The evaluator shall determine that th...



	10.4 TSF internals (ADV_INT)
	TSF internals
	This family addresses the internal structure of th...
	Modular design reduces the interdependence between...
	The use of layering and of simpler designs for the...
	Minimising the amount of functionality in the TSF ...
	Design complexity minimisation contributes to the ...
	The components in this family are levelled on the ...
	The term “portions of the TSF” is used to represen...
	The ADV_INT.2.5C and ADV_INT.3.5C elements address...
	ADV_INT.2.6C introduces a reference monitor concep...
	Several of the elements within the components for ...
	ADV_INT.1 Modularity
	ADV_INT.1.1D The developer shall design and struct...
	ADV_INT.1.2D The developer shall provide an archit...
	ADV_INT.1.1C The architectural description shall i...
	ADV_INT.1.2C The architectural description shall d...
	ADV_INT.1.3C The architectural description shall d...
	ADV_INT.1.1E The evaluator shall confirm that the ...
	ADV_INT.1.2E The evaluator shall determine that bo...

	ADV_INT.2 Reduction of complexity
	This component introduces a reference monitor conc...
	ADV_INT.2.1D The developer shall design and struct...
	ADV_INT.2.2D The developer shall provide an archit...
	ADV_INT.2.3D The developer shall design and struct...
	ADV_INT.2.4D The developer shall design and struct...
	ADV_INT.2.1C The architectural description shall i...
	ADV_INT.2.2C The architectural description shall d...
	ADV_INT.2.3C The architectural description shall d...
	ADV_INT.2.4C The architectural description shall d...
	ADV_INT.2.5C The architectural description shall s...
	ADV_INT.2.6C The architectural description shall d...
	ADV_INT.2.1E The evaluator shall confirm that the ...
	ADV_INT.2.2E The evaluator shall determine that bo...

	ADV_INT.3 Minimisation of complexity
	This component requires that the reference monitor...
	ADV_INT.3.1D The developer shall design and struct...
	ADV_INT.3.2D The developer shall provide an archit...
	ADV_INT.3.3D The developer shall design and struct...
	ADV_INT.3.4D The developer shall design and struct...
	ADV_INT.3.5D The developer shall design and struct...
	ADV_INT.3.6D The developer shall ensure that funct...
	ADV_INT.3.1C The architectural description shall i...
	ADV_INT.3.2C The architectural description shall d...
	ADV_INT.3.3C The architectural description shall d...
	ADV_INT.3.4C The architectural description shall d...
	ADV_INT.3.5C The architectural description shall s...
	ADV_INT.3.6C The architectural description shall d...
	ADV_INT.3.7C The architectural description shall j...
	ADV_INT.3.1E The evaluator shall confirm that the ...
	ADV_INT.3.2E The evaluator shall determine that bo...
	ADV_INT.3.3E The evaluator shall confirm that the ...



	10.5 Low-level design (ADV_LLD)
	Low-level design
	The low-level design of a TOE provides a descripti...
	For each module of the TSF, the low-level design d...
	The components in this family are levelled on the ...
	The term “TSP-enforcing module” refers to any modu...
	The term “security functionality” is used to repre...
	The ADV_LLD.*.6C elements require that the low-lev...
	The ADV_LLD.*.2E elements within this family defin...
	ADV_LLD.2.9C introduces a requirement for a comple...
	In the context of the level of formality of the lo...
	ADV_LLD.1 Descriptive low-level design
	ADV_LLD.1.1D The developer shall provide the low-l...
	ADV_LLD.1.1C The presentation of the low-level des...
	ADV_LLD.1.2C The low-level design shall be interna...
	ADV_LLD.1.3C The low-level design shall describe t...
	ADV_LLD.1.4C The low-level design shall describe t...
	ADV_LLD.1.5C The low-level design shall define the...
	ADV_LLD.1.6C The low-level design shall describe h...
	ADV_LLD.1.7C The low-level design shall identify a...
	ADV_LLD.1.8C The low-level design shall identify w...
	ADV_LLD.1.9C The low-level design shall describe t...
	ADV_LLD.1.10C The low-level design shall describe ...
	ADV_LLD.1.1E The evaluator shall confirm that the ...
	ADV_LLD.1.2E The evaluator shall determine that th...

	ADV_LLD.2 Semiformal low-level design
	ADV_LLD.2.1D The developer shall provide the low-l...
	ADV_LLD.2.1C The presentation of the low-level des...
	ADV_LLD.2.2C The low-level design shall be interna...
	ADV_LLD.2.3C The low-level design shall describe t...
	ADV_LLD.2.4C The low-level design shall describe t...
	ADV_LLD.2.5C The low-level design shall define the...
	ADV_LLD.2.6C The low-level design shall describe h...
	ADV_LLD.2.7C The low-level design shall identify a...
	ADV_LLD.2.8C The low-level design shall identify w...
	ADV_LLD.2.9C The low-level design shall describe t...
	ADV_LLD.2.10C The low-level design shall describe ...
	ADV_LLD.2.1E The evaluator shall confirm that the ...
	ADV_LLD.2.2E The evaluator shall determine that th...

	ADV_LLD.3 Formal low-level design
	ADV_LLD.3.1D The developer shall provide the low-l...
	ADV_LLD.3.1C The presentation of the low-level des...
	ADV_LLD.3.2C The low-level design shall be interna...
	ADV_LLD.3.3C The low-level design shall describe t...
	ADV_LLD.3.4C The low-level design shall describe t...
	ADV_LLD.3.5C The low-level design shall define the...
	ADV_LLD.3.6C The low-level design shall describe h...
	ADV_LLD.3.7C The low-level design shall identify a...
	ADV_LLD.3.8C The low-level design shall identify w...
	ADV_LLD.3.9C The low-level design shall describe t...
	ADV_LLD.3.10C The low-level design shall describe ...
	ADV_LLD.3.1E The evaluator shall confirm that the ...
	ADV_LLD.3.2E The evaluator shall determine that th...



	10.6 Representation correspondence (ADV_RCR)
	Representation correspondence
	The correspondence between the various TSF represe...
	The components in this family are levelled on the ...
	The developer must demonstrate to the evaluator th...
	This family of requirements is not intended to add...
	The ADV_RCR.*.1C elements refer to “all relevant s...
	In the context of the level of formality for corre...
	ADV_RCR.1 Informal correspondence demonstration
	ADV_RCR.1.1D The developer shall provide an analys...
	ADV_RCR.1.1C For each adjacent pair of provided TS...
	ADV_RCR.1.1E The evaluator shall confirm that the ...

	ADV_RCR.2 Semiformal correspondence demonstration
	ADV_RCR.2.1D The developer shall provide an analys...
	ADV_RCR.2.1C For each adjacent pair of provided TS...
	ADV_RCR.2.2C For each adjacent pair of provided TS...
	ADV_RCR.2.1E The evaluator shall confirm that the ...

	ADV_RCR.3 Formal correspondence demonstration
	The developer must either demonstrate or prove cor...
	ADV_RCR.3.1D The developer shall provide an analys...
	ADV_RCR.3.2D For those corresponding portions of r...
	ADV_RCR.3.1C For each adjacent pair of provided TS...
	ADV_RCR.3.2C For each adjacent pair of provided TS...
	ADV_RCR.3.3C For each adjacent pair of provided TS...
	ADV_RCR.3.1E The evaluator shall confirm that the ...
	ADV_RCR.3.2E The evaluator shall determine the acc...



	10.7 Security policy modeling (ADV_SPM)
	Security policy modeling
	It is the objective of this family to provide addi...
	The components in this family are levelled on the ...
	While a TSP may include any policies, TSP models h...
	For each of the components within this family, the...
	In the context of the level of formality of the TS...
	ADV_SPM.1 Informal TOE security policy model
	ADV_SPM.1.1D The developer shall provide a TSP mod...
	ADV_SPM.1.2D The developer shall demonstrate corre...
	ADV_SPM.1.1C The TSP model shall be informal.
	ADV_SPM.1.2C The TSP model shall describe the rule...
	ADV_SPM.1.3C The TSP model shall include a rationa...
	ADV_SPM.1.4C The demonstration of correspondence b...
	ADV_SPM.1.1E The evaluator shall confirm that the ...

	ADV_SPM.2 Semiformal TOE security policy model
	ADV_SPM.2.1D The developer shall provide a TSP mod...
	ADV_SPM.2.2D The developer shall demonstrate corre...
	ADV_SPM.2.1C The TSP model shall be semiformal.
	ADV_SPM.2.2C The TSP model shall describe the rule...
	ADV_SPM.2.3C The TSP model shall include a rationa...
	ADV_SPM.2.4C The demonstration of correspondence b...
	ADV_SPM.2.5C Where the functional specification is...
	ADV_SPM.2.1E The evaluator shall confirm that the ...

	ADV_SPM.3 Formal TOE security policy model
	ADV_SPM.3.1D The developer shall provide a TSP mod...
	ADV_SPM.3.2D The developer shall demonstrate or pr...
	ADV_SPM.3.1C The TSP model shall be formal.
	ADV_SPM.3.2C The TSP model shall describe the rule...
	ADV_SPM.3.3C The TSP model shall include a rationa...
	ADV_SPM.3.4C The demonstration of correspondence b...
	ADV_SPM.3.5C Where the functional specification is...
	ADV_SPM.3.6C Where the functional specification is...
	ADV_SPM.3.1E The evaluator shall confirm that the ...




	11 Class AGD: Guidance documents
	Guidance documents
	The guidance documents class provides the requirem...
	Figure 11.1 shows the families within this class, ...
	Figure 11.1 - Guidance documents class decompositi...


	11.1 Administrator guidance (AGD_ADM)
	Administrator guidance
	Administrator guidance refers to written material ...
	This family contains only one component.
	The requirements AGD_ADM.1.3C and AGD_ADM.1.7C enc...
	The concept of secure values, as employed in AGD_A...
	AGD_ADM.1 Administrator guidance
	AGD_ADM.1.1D The developer shall provide administr...
	AGD_ADM.1.1C The administrator guidance shall desc...
	AGD_ADM.1.2C The administrator guidance shall desc...
	AGD_ADM.1.3C The administrator guidance shall cont...
	AGD_ADM.1.4C The administrator guidance shall desc...
	AGD_ADM.1.5C The administrator guidance shall desc...
	AGD_ADM.1.6C The administrator guidance shall desc...
	AGD_ADM.1.7C The administrator guidance shall be c...
	AGD_ADM.1.8C The administrator guidance shall desc...
	AGD_ADM.1.1E The evaluator shall confirm that the ...



	11.2 User guidance (AGD_USR)
	User guidance
	User guidance refers to material that is intended ...
	The user guidance provides a basis for assumptions...
	This family contains only one component.
	The requirements AGD_USR.1.3.C and AGD_USR.1.5C en...
	In many cases it may be appropriate that guidance ...
	AGD_USR.1 User guidance
	AGD_USR.1.1D The developer shall provide user guid...
	AGD_USR.1.1C The user guidance shall describe the ...
	AGD_USR.1.2C The user guidance shall describe the ...
	AGD_USR.1.3C The user guidance shall contain warni...
	AGD_USR.1.4C The user guidance shall clearly prese...
	AGD_USR.1.5C The user guidance shall be consistent...
	AGD_USR.1.6C The user guidance shall describe all ...
	AGD_USR.1.1E The evaluator shall confirm that the ...




	12 Class ALC: Life cycle support
	Life cycle support
	Life-cycle support is an aspect of establishing di...
	Figure 12.1 shows the families within this class, ...
	Figure 12.1 - Life-cycle support class decompositi...


	12.1 Development security (ALC_DVS)
	Development security
	Development security is concerned with physical, p...
	The components in this family are levelled on the ...
	This family deals with measures to remove or reduc...
	The evaluator should determine whether there is a ...
	It is recognised that confidentiality may not alwa...
	ALC_DVS.1 Identification of security measures
	ALC_DVS.1.1D The developer shall produce developme...
	ALC_DVS.1.1C The development security documentatio...
	ALC_DVS.1.2C The development security documentatio...
	ALC_DVS.1.1E The evaluator shall confirm that the ...
	ALC_DVS.1.2E The evaluator shall confirm that the ...

	ALC_DVS.2 Sufficiency of security measures
	ALC_DVS.2.1D The developer shall produce developme...
	ALC_DVS.2.1C The development security documentatio...
	ALC_DVS.2.2C The development security documentatio...
	ALC_DVS.2.3C The evidence shall justify that the s...
	ALC_DVS.2.1E The evaluator shall confirm that the ...
	ALC_DVS.2.2E The evaluator shall confirm that the ...



	12.2 Flaw remediation (ALC_FLR)
	Flaw remediation
	Flaw remediation requires that discovered security...
	The components in this family are levelled on the ...
	This family provides assurance that the TOE will b...
	The flaw remediation procedures should describe th...
	ALC_FLR.1 Basic flaw remediation
	ALC_FLR.1.1D The developer shall document the flaw...
	ALC_FLR.1.1C The flaw remediation procedures docum...
	ALC_FLR.1.2C The flaw remediation procedures shall...
	ALC_FLR.1.3C The flaw remediation procedures shall...
	ALC_FLR.1.4C The flaw remediation procedures docum...
	ALC_FLR.1.1E The evaluator shall confirm that the ...

	ALC_FLR.2 Flaw reporting procedures
	ALC_FLR.2.1D The developer shall document the flaw...
	ALC_FLR.2.2D The developer shall establish a proce...
	ALC_FLR.2.1C The flaw remediation procedures docum...
	ALC_FLR.2.2C The flaw remediation procedures shall...
	ALC_FLR.2.3C The flaw remediation procedures shall...
	ALC_FLR.2.4C The flaw remediation procedures docum...
	ALC_FLR.2.5C The procedures for processing reporte...
	ALC_FLR.2.6C The procedures for processing reporte...
	ALC_FLR.2.1E The evaluator shall confirm that the ...

	ALC_FLR.3 Systematic flaw remediation
	ALC_FLR.3.1D The developer shall document the flaw...
	ALC_FLR.3.2D The developer shall establish a proce...
	ALC_FLR.3.3D The developer shall designate one or ...
	ALC_FLR.3.1C The flaw remediation procedures docum...
	ALC_FLR.3.2C The flaw remediation procedures shall...
	ALC_FLR.3.3C The flaw remediation procedures shall...
	ALC_FLR.3.4C The flaw remediation procedures docum...
	ALC_FLR.3.5C The procedures for processing reporte...
	ALC_FLR.3.6C The procedures for processing reporte...
	ALC_FLR.3.7C The flaw remediation procedures shall...
	ALC_FLR.3.1E The evaluator shall confirm that the ...



	12.3 Life cycle definition(ALC_LCD)
	Life cycle definition
	Poorly controlled development and maintenance of t...
	Using a model for the development and maintenance ...
	The components in this family are levelled on the ...
	A life-cycle model encompasses the procedures, too...
	Although life-cycle definition deals with the main...
	A standardised life-cycle model is a model that ha...
	A measurable life-cycle model is a model with arit...
	A life-cycle model provides for the necessary cont...
	ALC_LCD.1 Developer defined life-cycle model
	ALC_LCD.1.1D The developer shall establish a life-...
	ALC_LCD.1.2D The developer shall provide life-cycl...
	ALC_LCD.1.1C The life-cycle definition documentati...
	ALC_LCD.1.2C The life-cycle model shall provide fo...
	ALC_LCD.1.1E The evaluator shall confirm that the ...

	ALC_LCD.2 Standardised life-cycle model
	ALC_LCD.2.1D The developer shall establish a life-...
	ALC_LCD.2.2D The developer shall provide life-cycl...
	ALC_LCD.2.3D The developer shall use a standardise...
	ALC_LCD.2.1C The life-cycle definition documentati...
	ALC_LCD.2.2C The life-cycle model shall provide fo...
	ALC_LCD.2.3C The life-cycle definition documentati...
	ALC_LCD.2.4C The life-cycle definition documentati...
	ALC_LCD.2.5C The life-cycle definition documentati...
	ALC_LCD.2.1E The evaluator shall confirm that the ...

	ALC_LCD.3 Measurable life-cycle model
	ALC_LCD.3.1D The developer shall establish a life-...
	ALC_LCD.3.2D The developer shall provide life-cycl...
	ALC_LCD.3.3D The developer shall use a standardise...
	ALC_LCD.3.4D The developer shall measure the TOE d...
	ALC_LCD.3.1C The life-cycle definition documentati...
	ALC_LCD.3.2C The life-cycle model shall provide fo...
	ALC_LCD.3.3C The life-cycle definition documentati...
	ALC_LCD.3.4C The life-cycle definition documentati...
	ALC_LCD.3.5C The life-cycle definition documentati...
	ALC_LCD.3.6C The life-cycle documentation shall pr...
	ALC_LCD.3.1E The evaluator shall confirm that the ...



	12.4 Tools and techniques (ALC_TAT)
	Tools and techniques
	Tools and techniques is an aspect of selecting too...
	The components in this family are levelled on the ...
	There is a requirement for well-defined developmen...
	Tools and techniques distinguishes between the imp...
	The requirement in ALC_TAT.1.2C is especially appl...
	ALC_TAT.1 Well-defined development tools
	ALC_TAT.1.1D The developer shall identify the deve...
	ALC_TAT.1.2D The developer shall document the sele...
	ALC_TAT.1.1C All development tools used for implem...
	ALC_TAT.1.2C The documentation of the development ...
	ALC_TAT.1.3C The documentation of the development ...
	ALC_TAT.1.1E The evaluator shall confirm that the ...

	ALC_TAT.2 Compliance with implementation standards...
	ALC_TAT.2.1D The developer shall identify the deve...
	ALC_TAT.2.2D The developer shall document the sele...
	ALC_TAT.2.3D The developer shall describe the impl...
	ALC_TAT.2.1C All development tools used for implem...
	ALC_TAT.2.2C The documentation of the development ...
	ALC_TAT.2.3C The documentation of the development ...
	ALC_TAT.2.1E The evaluator shall confirm that the ...
	ALC_TAT.2.2E The evaluator shall confirm that the ...

	ALC_TAT.3 Compliance with implementation standards...
	ALC_TAT.3.1D The developer shall identify the deve...
	ALC_TAT.3.2D The developer shall document the sele...
	ALC_TAT.3.3D The developer shall describe the impl...
	ALC_TAT.3.1C All development tools used for implem...
	ALC_TAT.3.2C The documentation of the development ...
	ALC_TAT.3.3C The documentation of the development ...
	ALC_TAT.3.1E The evaluator shall confirm that the ...
	ALC_TAT.3.2E The evaluator shall confirm that the ...




	13 Class ATE: Tests
	Tests
	The class “Tests” encompasses four families: cover...
	The aspects of coverage and depth have been separa...
	The independent testing family has dependencies on...
	The emphasis in this class is on confirmation that...
	Figure 13.1 shows the families within this class, ...
	Figure 13.1 - Tests class decomposition


	13.1 Coverage (ATE_COV)
	Coverage
	This family addresses those aspects of testing tha...
	The components in this family are levelled on the ...
	ATE_COV.1 Evidence of coverage
	In this component, the objective is to establish t...
	While the testing objective is to cover the TSF, t...
	In this component the developer is required to sho...
	ATE_COV.1.1D The developer shall provide evidence ...
	ATE_COV.1.1C The evidence of the test coverage sha...
	ATE_COV.1.1E The evaluator shall confirm that the ...

	ATE_COV.2 Analysis of coverage
	In this component, the objective is to establish t...
	The developer is required to demonstrate that the ...
	ATE_COV.2.1D The developer shall provide an analys...
	ATE_COV.2.1C The analysis of the test coverage sha...
	ATE_COV.2.2C The analysis of the test coverage sha...
	ATE_COV.2.1E The evaluator shall confirm that the ...

	ATE_COV.3 Rigorous analysis of coverage
	In this component, the objective is to establish t...
	The developer is required to provide a convincing ...
	ATE_COV.3.1D The developer shall provide an analys...
	ATE_COV.3.1C The analysis of the test coverage sha...
	ATE_COV.3.2C The analysis of the test coverage sha...
	ATE_COV.3.3C The analysis of the test coverage sha...
	ATE_COV.3.1E The evaluator shall confirm that the ...



	13.2 Depth (ATE_DPT)
	Depth
	The components in this family deal with the level ...
	The objective is to counter the risk of missing an...
	Testing that exercises specific internal interface...
	The components in this family are levelled on the ...
	The specific amount and type of documentation and ...
	Testing at the level of the functional specificati...
	The principle adopted within this family is that t...
	ATE_DPT.1 Testing: high-level design
	The subsystems of a TSF provide a high-level descr...
	The developer is expected to describe the testing ...
	ATE_DPT.1.1D The developer shall provide the analy...
	ATE_DPT.1.1C The depth analysis shall demonstrate ...
	ATE_DPT.1.1E The evaluator shall confirm that the ...

	ATE_DPT.2 Testing: low-level design
	The subsystems of a TSF provide a high-level descr...
	The modules of a TSF provide a description of the ...
	The developer is expected to describe the testing ...
	The developer is expected to describe the testing ...
	ATE_DPT.2.1D The developer shall provide the analy...
	ATE_DPT.2.1C The depth analysis shall demonstrate ...
	ATE_DPT.2.1E The evaluator shall confirm that the ...

	ATE_DPT.3 Testing: implementation representation
	The subsystems of a TSF provide a high-level descr...
	The modules of a TSF provide a description of the ...
	The implementation representation of a TSF provide...
	The developer is expected to describe the testing ...
	The developer is expected to describe the testing ...
	The implementation representation is the one which...
	ATE_DPT.3.1D The developer shall provide the analy...
	ATE_DPT.3.1C The depth analysis shall demonstrate ...
	ATE_DPT.3.1E The evaluator shall confirm that the ...



	13.3 Functional tests (ATE_FUN)
	Functional tests
	Functional testing performed by the developer esta...
	This family contributes to providing assurance tha...
	The families ATE_COV, ATE_DPT and ATE_FUN are used...
	This family contains two components, the higher re...
	Procedures for performing tests are expected to pr...
	This family specifies requirements for the present...
	Ordering dependencies are relevant when the succes...
	ATE_FUN.1 Functional testing
	The objective is for the developer to demonstrate ...
	ATE_FUN.1.1D The developer shall test the TSF and ...
	ATE_FUN.1.2D The developer shall provide test docu...
	ATE_FUN.1.1C The test documentation shall consist ...
	ATE_FUN.1.2C The test plans shall identify the sec...
	ATE_FUN.1.3C The test procedure descriptions shall...
	ATE_FUN.1.4C The expected test results shall show ...
	ATE_FUN.1.5C The test results from the developer e...
	ATE_FUN.1.1E The evaluator shall confirm that the ...

	ATE_FUN.2 Ordered functional testing
	The objective is for the developer to demonstrate ...
	In this component, an additional objective is to e...
	Although the test procedures may state pre-requisi...
	ATE_FUN.2.1D The developer shall test the TSF and ...
	ATE_FUN.2.2D The developer shall provide test docu...
	ATE_FUN.2.1C The test documentation shall consist ...
	ATE_FUN.2.2C The test plans shall identify the sec...
	ATE_FUN.2.3C The test procedure descriptions shall...
	ATE_FUN.2.4C The expected test results shall show ...
	ATE_FUN.2.5C The test results from the developer e...
	ATE_FUN.2.6C The test documentation shall include ...
	ATE_FUN.2.1E The evaluator shall confirm that the ...



	13.4 Independent testing (ATE_IND)
	Independent testing
	One objective is to demonstrate that the security ...
	An additional objective is to counter the risk of ...
	Levelling is based upon the amount of test documen...
	The testing specified in this family can be suppor...
	This family deals with the degree to which there i...
	Sampling of developer tests is intended to provide...
	There is also a need to consider the different con...
	Independent functional testing is distinct from pe...
	The suitability of the TOE for testing is based on...
	Additionally, suitability of the TOE for testing m...
	References to a subset of the TSF are intended to ...
	ATE_IND.1 Independent testing - conformance
	In this component, the objective is to demonstrate...
	This component does not address the use of develop...
	Dependencies�:�
	ATE_IND.1.1D The developer shall provide the TOE f...
	ATE_IND.1.1C The TOE shall be suitable for testing...
	ATE_IND.1.1E The evaluator shall confirm that the ...
	ATE_IND.1.2E The evaluator shall test a subset of ...


	ATE_IND.2 Independent testing - sample
	The objective is to demonstrate that the security ...
	The intent is that the developer should provide th...
	This component contains a requirement that the eva...
	ATE_IND.2.1D The developer shall provide the TOE f...
	ATE_IND.2.1C The TOE shall be suitable for testing...
	ATE_IND.2.2C The developer shall provide an equiva...
	ATE_IND.2.1E The evaluator shall confirm that the ...
	ATE_IND.2.2E The evaluator shall test a subset of ...
	ATE_IND.2.3E The evaluator shall execute a sample ...

	ATE_IND.3 Independent testing - complete
	The objective is to demonstrate that all security ...
	The intent is that the developer should provide th...
	In this component the evaluator must repeat all of...
	ATE_IND.3.1D The developer shall provide the TOE f...
	ATE_IND.3.1C The TOE shall be suitable for testing...
	ATE_IND.3.2C The developer shall provide an equiva...
	ATE_IND.3.1E The evaluator shall confirm that the ...
	ATE_IND.3.2E The evaluator shall test a subset of ...
	ATE_IND.3.3E The evaluator shall execute all tests...




	14 Class AVA: Vulnerability assessment
	Vulnerability assessment
	The class addresses the existence of exploitable c...
	Figure 14.1 shows the families within this class, ...
	Figure 14.1 - Vulnerability assessment class decom...


	14.1 Covert channel analysis (AVA_CCA)
	Covert channel analysis
	Covert channel analysis is carried out to determin...
	The assurance requirements address the threat that...
	The components are levelled on increasing rigour o...
	Channel capacity estimations are based upon inform...
	Examples of assumptions upon which the covert chan...
	The selective validation of the covert channel ana...
	If there are no information flow control SFPs in t...
	AVA_CCA.1 Covert channel analysis
	The objective is to identify covert channels that ...
	AVA_CCA.1.1D The developer shall conduct a search ...
	AVA_CCA.1.2D The developer shall provide covert ch...
	AVA_CCA.1.1C The analysis documentation shall iden...
	AVA_CCA.1.2C The analysis documentation shall desc...
	AVA_CCA.1.3C The analysis documentation shall desc...
	AVA_CCA.1.4C The analysis documentation shall desc...
	AVA_CCA.1.5C The analysis documentation shall desc...
	AVA_CCA.1.1E The evaluator shall confirm that the ...
	AVA_CCA.1.2E The evaluator shall confirm that the ...
	AVA_CCA.1.3E The evaluator shall selectively valid...


	AVA_CCA.2 Systematic covert channel analysis
	The objective is to identify covert channels that ...
	Performing a covert channel analysis in a systemat...
	AVA_CCA.2.1D The developer shall conduct a search ...
	AVA_CCA.2.2D The developer shall provide covert ch...
	AVA_CCA.2.1C The analysis documentation shall iden...
	AVA_CCA.2.2C The analysis documentation shall desc...
	AVA_CCA.2.3C The analysis documentation shall desc...
	AVA_CCA.2.4C The analysis documentation shall desc...
	AVA_CCA.2.5C The analysis documentation shall desc...
	AVA_CCA.2.6C The analysis documentation shall prov...
	AVA_CCA.2.1E The evaluator shall confirm that the ...
	AVA_CCA.2.2E The evaluator shall confirm that the ...
	AVA_CCA.2.3E The evaluator shall selectively valid...


	AVA_CCA.3 Exhaustive covert channel analysis
	The objective is to identify covert channels that ...
	Performing a covert channel analysis in an exhaust...
	AVA_CCA.3.1D The developer shall conduct a search ...
	AVA_CCA.3.2D The developer shall provide covert ch...
	AVA_CCA.3.1C The analysis documentation shall iden...
	AVA_CCA.3.2C The analysis documentation shall desc...
	AVA_CCA.3.3C The analysis documentation shall desc...
	AVA_CCA.3.4C The analysis documentation shall desc...
	AVA_CCA.3.5C The analysis documentation shall desc...
	AVA_CCA.3.6C The analysis documentation shall prov...
	AVA_CCA.3.1E The evaluator shall confirm that the ...
	AVA_CCA.3.2E The evaluator shall confirm that the ...
	AVA_CCA.3.3E The evaluator shall selectively valid...




	14.2 Misuse (AVA_MSU)
	Misuse
	Misuse investigates whether the TOE can be configu...
	The objectives are:
	a) to minimise the probability of configuring or i...
	b) to minimise the risk of human or other errors i...

	The components are levelled on the increasing evid...
	Conflicting, misleading, incomplete or unreasonabl...
	An example of conflicting guidance would be two gu...
	An example of misleading guidance would be the des...
	An example of incomplete guidance would be a list ...
	An example of unreasonable guidance would be a rec...
	Guidance documentation is required. This may be co...
	AVA_MSU.1 Examination of guidance
	The objective is to ensure that misleading, unreas...
	AVA_MSU.1.1D The developer shall provide guidance ...
	AVA_MSU.1.1C The guidance documentation shall iden...
	AVA_MSU.1.2C The guidance documentation shall be c...
	AVA_MSU.1.3C The guidance documentation shall list...
	AVA_MSU.1.4C The guidance documentation shall list...
	AVA_MSU.1.1E The evaluator shall confirm that the ...
	AVA_MSU.1.2E The evaluator shall repeat all config...
	AVA_MSU.1.3E The evaluator shall determine that th...


	AVA_MSU.2 Validation of analysis
	The objective is to ensure that misleading, unreas...
	AVA_MSU.2.1D The developer shall provide guidance ...
	AVA_MSU.2.2D The developer shall document an analy...
	AVA_MSU.2.1C The guidance documentation shall iden...
	AVA_MSU.2.2C The guidance documentation shall be c...
	AVA_MSU.2.3C The guidance documentation shall list...
	AVA_MSU.2.4C The guidance documentation shall list...
	AVA_MSU.2.5C The analysis documentation shall demo...
	AVA_MSU.2.1E The evaluator shall confirm that the ...
	AVA_MSU.2.2E The evaluator shall repeat all config...
	AVA_MSU.2.3E The evaluator shall determine that th...
	AVA_MSU.2.4E The evaluator shall confirm that the ...


	AVA_MSU.3 Analysis and testing for insecure states...
	The objective is to ensure that misleading, unreas...
	In this component the evaluator is required to und...
	AVA_MSU.3.1D The developer shall provide guidance ...
	AVA_MSU.3.2D The developer shall document an analy...
	AVA_MSU.3.1C The guidance documentation shall iden...
	AVA_MSU.3.2C The guidance documentation shall be c...
	AVA_MSU.3.3C The guidance documentation shall list...
	AVA_MSU.3.4C The guidance documentation shall list...
	AVA_MSU.3.5C The analysis documentation shall demo...
	AVA_MSU.3.1E The evaluator shall confirm that the ...
	AVA_MSU.3.2E The evaluator shall repeat all config...
	AVA_MSU.3.3E The evaluator shall determine that th...
	AVA_MSU.3.4E The evaluator shall confirm that the ...
	AVA_MSU.3.5E The evaluator shall perform independe...




	14.3 Strength of TOE security functions (AVA_SOF)
	Strength of TOE security functions
	Even if a TOE security function cannot be bypassed...
	There is only one component in this family.
	Security functions are implemented by security mec...
	The strength of TOE security function evaluation i...
	The strength of TOE security function analysis sho...
	AVA_SOF.1 Strength of TOE security function evalua...
	AVA_SOF.1.1D The developer shall perform a strengt...
	AVA_SOF.1.1C For each mechanism with a strength of...
	AVA_SOF.1.2C For each mechanism with a specific st...
	AVA_SOF.1.1E The evaluator shall confirm that the ...
	AVA_SOF.1.2E The evaluator shall confirm that the ...



	14.4 Vulnerability analysis (AVA_VLA)
	Vulnerability analysis
	Vulnerability analysis is an assessment to determi...
	Vulnerability analysis deals with the threats that...
	Levelling is based on an increasing rigour of vuln...
	A vulnerability analysis is performed by the devel...
	The intent of the developer analysis is to confirm...
	Obvious vulnerabilities are considered to be those...
	Performing a search for vulnerabilities in a syste...
	Independent vulnerability analysis goes beyond the...
	AVA_VLA.1 Developer vulnerability analysis
	A vulnerability analysis is performed by the devel...
	The evaluator should consider performing additiona...
	AVA_VLA.1.1D The developer shall perform and docum...
	AVA_VLA.1.2D The developer shall document the disp...
	AVA_VLA.1.1C The documentation shall show, for all...
	AVA_VLA.1.1E The evaluator shall confirm that the ...
	AVA_VLA.1.2E The evaluator shall conduct penetrati...


	AVA_VLA.2 Independent vulnerability analysis
	A vulnerability analysis is performed by the devel...
	The evaluator performs independent penetration tes...
	AVA_VLA.2.1D The developer shall perform and docum...
	AVA_VLA.2.2D The developer shall document the disp...
	AVA_VLA.2.1C The documentation shall show, for all...
	AVA_VLA.2.2C The documentation shall justify that ...
	AVA_VLA.2.1E The evaluator shall confirm that the ...
	AVA_VLA.2.2E The evaluator shall conduct penetrati...
	AVA_VLA.2.3E The evaluator shall perform an indepe...
	AVA_VLA.2.4E The evaluator shall perform independe...
	AVA_VLA.2.5E The evaluator shall determine that th...


	AVA_VLA.3 Moderately resistant
	A vulnerability analysis is performed by the devel...
	The evaluator performs independent penetration tes...
	AVA_VLA.3.1D The developer shall perform and docum...
	AVA_VLA.3.2D The developer shall document the disp...
	AVA_VLA.3.1C The documentation shall show, for all...
	AVA_VLA.3.2C The documentation shall justify that ...
	AVA_VLA.3.3C The evidence shall show that the sear...
	AVA_VLA.3.1E The evaluator shall confirm that the ...
	AVA_VLA.3.2E The evaluator shall conduct penetrati...
	AVA_VLA.3.3E The evaluator shall perform an indepe...
	AVA_VLA.3.4E The evaluator shall perform independe...
	AVA_VLA.3.5E The evaluator shall determine that th...


	AVA_VLA.4 Highly resistant
	A vulnerability analysis is performed by the devel...
	The evaluator performs independent penetration tes...
	AVA_VLA.4.1D The developer shall perform and docum...
	AVA_VLA.4.2D The developer shall document the disp...
	AVA_VLA.4.1C The documentation shall show, for all...
	AVA_VLA.4.2C The documentation shall justify that ...
	AVA_VLA.4.3C The evidence shall show that the sear...
	AVA_VLA.4.4C The analysis documentation shall prov...
	AVA_VLA.4.1E The evaluator shall confirm that the ...
	AVA_VLA.4.2E The evaluator shall conduct penetrati...
	AVA_VLA.4.3E The evaluator shall perform an indepe...
	AVA_VLA.4.4E The evaluator shall perform independe...
	AVA_VLA.4.5E The evaluator shall determine that th...


	15 Assurance maintenance paradigm
	15.1 Introduction
	This clause provides the discourse on an assurance...
	Maintenance of assurance is a concept intended to ...
	One way to determine that assurance has been maint...
	The main goal of class AMA is therefore to define ...
	It should be noted that it is possible to re-evalu...
	Maintenance developer and evaluator actions are in...
	a) the certified version of the TOE refers to the ...
	b) the current version of the TOE refers to a vers...
	- a new release of the TOE
	- the certified version with patches applied to co...
	- the same basic version of the TOE, but on a diff...


	The developer and evaluator roles in this class ar...
	In order to allow assurance to be maintained in a ...

	15.2 Assurance maintenance cycle
	This subclause describes one possible approach to ...
	a) the acceptance phase, at the start of a cycle, ...
	b) the monitoring phase, in which the developer pr...
	c) the re-evaluation phase, completing the cycle, ...

	The families within AMA address primarily the firs...
	The assurance maintenance cycle is illustrated in ...
	In this example, a TOE can enter the monitoring ph...
	During the monitoring phase the developer follows ...
	Figure 15.1 - Example assurance maintenance cycle

	Therefore, once a TOE is in the monitoring phase, ...
	A TOE that is subject to change would not continue...
	In a similar way, it would not possible to ‘uprate...
	The assurance maintenance status of the TOE will h...
	15.2.1 TOE acceptance
	In the example, the TOE acceptance phase of the as...
	Figure 15.2 - Example TOE acceptance approach


	15.2.2 TOE monitoring
	The TOE monitoring phase of the assurance maintena...
	Figure 15.3 - Example TOE monitoring approach


	15.2.3 Re-evaluation
	The third phase of this example maintenance cycle ...
	Re-evaluation activities would be scheduled in the...


	15.3 Assurance maintenance class and families
	To support assurance maintenance approaches the cl...
	Table 15.1 - Maintenance of assurance family break...




	Assurance Class
	Assurance Family
	Abbreviated Name
	15.3.1 Assurance maintenance plan
	The AM Plan provides a clear identification of the...
	The Assurance Maintenance Plan (AM Plan) identifie...
	The AM Plan defines the scope of changes that can ...
	a) significant changes to the security target (i.e...
	b) significant changes to external TSF interfaces ...
	c) (where the assurance requirements include ADV_H...

	It should be noted that the approach to changes ma...
	A more precise specification of the rules is outsi...
	The AM Plan is required to define or reference the...
	a) configuration management procedures, controllin...
	b) procedures to maintain ‘assurance evidence’ (i....
	c) procedures governing the security impact analys...
	d) flaw remediation procedures, covering the track...

	The AM Plan is expected to remain valid until comp...
	The AM Plan requires the developer to identify a d...

	15.3.2 TOE component categorisation report
	The aim of the TOE component categorisation report...
	The checking of the TOE component categorisation r...
	The TOE component categorisation report covers all...
	a) any hardware, firmware or software components t...
	b) any development tools that, if modified, will h...

	The TOE component categorisation report also provi...
	The initial categorisation of the components of th...
	It may be useful for the ST to include AMA_CAT.1 w...

	15.3.3 Evidence of assurance maintenance
	Confidence needs to be established that the assura...
	AM audits are conducted in accordance with the sch...
	The developer is required to provide evidence that...
	a) configuration management records;
	b) documentation referenced by the security impact...
	c) evidence of the tracking of security flaws.

	The evaluator’s check of the developer’s security ...
	An AM audit requires the evaluators to confirm tha...

	15.3.4 Security impact analysis
	The aim of the security impact analysis is to prov...
	The developer’s security impact analysis is based ...
	The components in this family may be used in suppo...
	For an AM audit, the evaluators’ review of the sec...
	The security impact analysis identifies the change...
	Provision of the security impact analysis in suppo...




	16 Class AMA: Maintenance of assurance
	Maintenance of assurance
	The maintenance of assurance class provides requir...
	The class comprises four families, and the hierarc...
	Figure 16.1 - Maintenance of assurance class decom...


	16.1 Assurance maintenance plan (AMA_AMP)
	Assurance maintenance plan
	The Assurance Maintenance Plan (AM Plan) identifie...
	This family contains only one component.
	An AM Plan covers one assurance maintenance cycle,...
	The requirements AMA_AMP.1.2C and AMA_AMP.1.3C ser...
	The definition of the scope of changes covered by ...
	AMA_AMP.1.5C requires a description of the develop...
	AMA_AMP.1.6C requires a definition of the planned ...
	AMA_AMP.1 Assurance maintenance plan
	AMA_AMP.1.1D The developer shall provide an AM Pla...
	AMA_AMP.1.1C The AM Plan shall contain or referenc...
	AMA_AMP.1.2C The AM Plan shall identify the certif...
	AMA_AMP.1.3C The AM Plan shall reference the TOE c...
	AMA_AMP.1.4C The AM Plan shall define the scope of...
	AMA_AMP.1.5C The AM Plan shall describe the TOE li...
	AMA_AMP.1.6C The AM Plan shall describe the assura...
	AMA_AMP.1.7C The AM Plan shall identify the indivi...
	AMA_AMP.1.8C The AM Plan shall describe how the de...
	AMA_AMP.1.9C The AM Plan shall describe how the de...
	AMA_AMP.1.10C The AM Plan shall justify why the id...
	AMA_AMP.1.11C The AM Plan shall describe or refere...
	AMA_AMP.1.1E The evaluator shall confirm that the ...
	AMA_AMP.1.2E The evaluator shall confirm that the ...



	16.2 TOE component categorisation report (AMA_CAT)...
	TOE component categorisation report
	The aim of the TOE component categorisation report...
	This family contains only one component.
	The term “least abstract TSF representation” in AM...
	a) all external TSF interfaces identifiable in the...
	b) all TSF subsystems identifiable in the high-lev...

	While AMA_CAT requires at least two categories to ...
	a) security critical TOE components are those whic...
	b) security supporting TOE components are those wh...
	- those that provide services to security critical...
	- those that do not provide any such service, but ...


	AMA_CAT.1.3C requires an identification of any dev...
	AMA_CAT.1 TOE component categorisation report
	AMA_CAT.1.1D The developer shall provide a TOE com...
	AMA_CAT.1.1C The TOE component categorisation repo...
	AMA_CAT.1.2C The TOE component categorisation repo...
	AMA_CAT.1.3C The TOE component categorisation repo...
	AMA_CAT.1.1E The evaluator shall confirm that the ...
	AMA_CAT.1.2E The evaluator shall confirm that the ...



	16.3 Evidence of assurance maintenance (AMA_EVD)
	Evidence of assurance maintenance
	The aim of this family of requirements is to estab...
	This family contains only one component.
	This family includes some evidence requirements th...
	As part of the AM audit, the evaluators check (by ...
	AMA_EVD.1.3C requires the provision of evidence th...
	The evidence required in AMA_EVD.1.4C includes the...
	a) the developer’s analysis required by AVA_VLA.1,...
	b) any other reported security flaws handled by th...

	AMA_EVD.1.5E requires the evaluators to confirm th...
	AMA_EVD.1 Evidence of maintenance process
	AMA_EVD.1.1D The developer security analyst shall ...
	AMA_EVD.1.1C The AM documentation shall include a ...
	AMA_EVD.1.2C The configuration list shall describe...
	AMA_EVD.1.3C The AM documentation shall provide ev...
	AMA_EVD.1.4C The list of identified vulnerabilitie...
	AMA_EVD.1.1E The evaluator shall confirm that the ...
	AMA_EVD.1.2E The evaluator shall confirm that the ...
	AMA_EVD.1.3E The evaluator shall confirm that the ...
	AMA_EVD.1.4E The evaluator shall confirm that all ...
	AMA_EVD.1.5E The evaluator shall confirm that func...



	16.4 Security impact analysis (AMA_SIA)
	Security impact analysis
	The aim of the security impact analysis is to prov...
	This family consists of two components, levelled a...
	AMA_SIA.1 requires a sampling approach to validate...
	Both components in this family require the securit...
	AMA_SIA.1 Sampling of security impact analysis
	AMA_SIA.1.1D The developer security analyst shall,...
	AMA_SIA.1.1C The security impact analysis shall id...
	AMA_SIA.1.2C The security impact analysis shall id...
	AMA_SIA.1.3C The security impact analysis shall, f...
	AMA_SIA.1.4C The security impact analysis shall, f...
	AMA_SIA.1.5C The security impact analysis shall, f...
	AMA_SIA.1.6C The security impact analysis shall, f...
	AMA_SIA.1.7C The security impact analysis shall, f...
	AMA_SIA.1.1E The evaluator shall confirm that the ...
	AMA_SIA.1.2E The evaluator shall check, by samplin...

	AMA_SIA.2 Examination of security impact analysis
	AMA_SIA.2.1D The developer security analyst shall,...
	AMA_SIA.2.1C The security impact analysis shall id...
	AMA_SIA.2.2C The security impact analysis shall id...
	AMA_SIA.2.3C The security impact analysis shall, f...
	AMA_SIA.2.4C The security impact analysis shall, f...
	AMA_SIA.2.5C The security impact analysis shall, f...
	AMA_SIA.2.6C The security impact analysis shall, f...
	AMA_SIA.2.7C The security impact analysis shall, f...
	AMA_SIA.2.1E The evaluator shall confirm that the ...
	AMA_SIA.2.2E The evaluator shall check that the se...
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