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Foreword
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ISO or IEC participate in the development of International Standards through technical committees
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Introduction

Security functional components, as defined in this part of ISO/IEC 15408, are the basis for the security
functional requirements expressed in a Protection Profile (PP) or a Security Target (ST). These requirements
describe the desired security behaviour expected of a Target of Evaluation (TOE) and are intended to meet
the security objectives as stated in a PP or an ST. These requirements describe security properties that users
can detect by direct interaction (i.e. inputs, outputs) with the IT or by the IT response to stimulus.

Security fungtional components express security requirements intended to counter threats in the assumed
operating ernvironment of the TOE and/or cover any identified organisational security policied and
assumptions.

The audience for this part of ISO/IEC 15408 includes consumers, developers, and evaluators of sectire IT
products. ISQ/IEC 15408-1 Clause 5 provides additional information on the target audience-of ISO/IEC 15408,
and on the uge of ISO/IEC 15408 by the groups that comprise the target audience. These groups may uge this
part of ISO/IHC 15408 as follows:

a) Consumers, who use this part of ISO/IEC 15408 when selecting components to express fungtional
requiremients to satisfy the security objectives expressed in a PP or ST:ISO/IEC 15408-1 provideg more
detailed |information on the relationship between security objectives and security requirements.

b) Developgrs, who respond to actual or perceived consumer security requirements in constructing a|TOE,
may find| a standardised method to understand those requirements in this part of ISO/IEC 15408. They
can also|use the contents of this part of ISO/IEC 15408 as a basis for further defining the TOE s4gcurity
functionglity and mechanisms that comply with those requirements.

c) Evaluatofs, who use the functional requirements.defined in this part of ISO/IEC 15408 in verifying thiat the
TOE fungtional requirements expressed in the)PP or ST satisfy the IT security objectives and that all
dependehcies are accounted for and shown to be satisfied. Evaluators also should use this part of
ISO/IEC |15408 to assist in determining whether a given TOE satisfies stated requirements.
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Information technology — Security techniques — Evaluation

criteria for IT security —

Part 2:
Security functional components

Ceana
Ao S A

This part of ISO/IEC 15408 defines the required structure and content of security functiofal~co
the purpose of security evaluation. It includes a catalogue of functional components that wilkmee
securty functionality requirements of many IT products.

ormative references

The following referenced documents are indispensable for the application of this documer
refergnces, only the edition cited applies. For undated references,\the latest edition of th
docurmnent (including any amendments) applies.

ISO/IEC 15408-1, Information technology — Security techniques—~ Evaluation criteria for IT secy
Introauction and general model

erms and definitions, symbols and abkreviated terms

For the purposes of this document, the termsy,definitions, symbols and abbreviated ter
ISO/IEC 15408-1 apply.

ISO/IEC 15408 and the associated security functional requirements described herein are not nj
definitive answer to all the problems of IT security. Rather, ISO/IEC 15408 offers a set of we
securjty functional requirements) that can be used to create trusted products reflecting the
market. These security functional requirements are presented as the current state of the art in
specification and evaluation:

This
rather
time ¢

part of ISO/IEC ;15408 does not presume to include all possible security functional requ
contains those that are known and agreed to be of value by this part of ISO/IEC 15408 4§
f release.

the\understanding and needs of consumers may change, the functional requirements i
FC 45408 will need to be maintained. It is envisioned that some PP/ST authors may have s

Since
ISO/IH

mponents for
the common

t. For dated
e referenced

rity — Part 1:

ms given in

heant to be a
Il understood
needs of the
requirements

irements but
uthors at the

n this part of
ecurity needs

not (yef) covered by the funclional requirement components in this part of ISO/TEC 15408. In those cases the
PP/ST author may choose to consider using functional requirements not taken from ISO/IEC 15408 (referred

to as extensibility), as explained in annexes A and B of ISO/IEC 15408-1.
4.1 Organisation of this part of ISO/IEC 15408
Clause 5 describes the paradigm used in the security functional requirements of this part of ISO/I

Clause 6 introduces the catalogue of this part of ISO/IEC 15408 functional components wh
through 17 describe the functional classes.

EC 15408.

ile clauses 7

Annex A provides explanatory information for potential users of the functional components including a

complete cross reference table of the functional component dependencies.
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Annex B through Annex M provide the explanatory information for the functional classes. This material must
be seen as normative instructions on how to apply relevant operations and select appropriate audit or
documentation information; the use of the auxiliary verb should means that the instruction is strongly
preferred, but others may be justifiable. Where different options are given, the choice is left to the PP/ST
author.

Those who author PPs or STs should refer to clause 2 of ISO/IEC 15408-1 for relevant structures, rules, and
guidance:

a) ISO/IEC 15408-1, clause 3 defines the terms used in ISO/IEC 15408.
b) ISO/IEC A5408-1_annex A defines the structure for STs

c) ISO/IEC [15408-1, annex B defines the structure for PPs.

5 Functional requirements paradigm

This clause d
Key concepts
any of the ter

This part of 19
of Evaluatio
and administ
(e.g. main m
that can be u

TOE evaluati
(SFRs) is enf
and use of itg

The SFRs m
enforce. Eac

escribes the paradigm used in the security functional requirements of this ¢art of ISO/IEC 1
discussed are highlighted in bold/italics. This subclause is not intended'te replace or supe
ms found in ISO/IEC 15408-1, clause 3.

BO/IEC 15408 is a catalogue of security functional components that can be specified for a T
n (TOE). A TOE is a set of software, firmware and/or hardware possibly accompanied by

emory, disk space), peripheral devices (e.g. printers),. and”’computing capacity (e.g. CPU
5ed for processing and storing information and is the subject of an evaluation.

bn is concerned primarily with ensuring that a defined set of security functional requirer
orced over the TOE resources. The SFRs define the rules by which the TOE governs acc
resources, and thus information and services-controlled by the TOE.

by define multiple Security FunctionPolicies (SFPs) to represent the rules that the TOE
n such SFP must specify its scope\of control, by defining the subjects, objects, resourg

information, @and operations to which it applies) All SFPs are implemented by the TSF (see below), V

mechanisms

Those portio
referred to a
firmware of a

The TOE ma
Alternatively

these parts o
TOE through

enforce the rules defined in the . SFRs and provide necessary capabilities.

ns of a TOE that must be’relied on for the correct enforcement of the SFRs are colleg
s the TOE SecuritywFunctionality (TSF). The TSF consists of all hardware, softwarg
TOE that is either directly or indirectly relied upon for security enforcement.

be a monolithic.product containing hardware, firmware, and software.

5408.
rsede

arget
user

ator guidance documentation. A TOE may contain resources such as electronic storage media

time)

hents
bsSs to

must
es or
vhose

tively
, and

h TOE may be a distributed product that consists internally of multiple separated parts. E

arnvinternal communication channel. This channel can be as small as a processor bus,

encompass g

network internal to the TOE.

ch of

f the TOE provides a particular service for the TOE, and is connected to the other parts pf the

may

When the TOE consists of multiple parts, each part of the TOE may have its own part of the TSF which
exchanges user and TSF data over internal communication channels with other parts of the TSF. This
interaction is called internal TOE transfer. In this case the separate parts of the TSF abstractly form the
composite TSF, which enforces the SFRs.

TOE interfaces may be localised to the particular TOE, or they may allow interaction with other IT products
over external communication channels. These external interactions with other IT products may take two
forms:

a) The SFRs of the other “trusted IT product” and the SFRs of the TOE have been administratively
coordinated and the other trusted IT product is assumed to enforce its SFRs correctly (e. g. by being
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separately evaluated). Exchanges of information in this situation are called inter-TSF transfers, as they

a

re between the TSFs of distinct trusted products.

The other IT product may not be trusted, it may be called an “untrusted IT product’. Therefore its SFRs

are either unknown or their implementation is not viewed as trustworthy. TSF mediated exchanges of
information in this situation are called transfers outside of the TOE, as there is no TSF (or its policy
characteristics are unknown) on the other IT product.

The set of interfaces, whether interactive (man-machine interface) or programmatic (application programming
interface), through which resources are accessed that are mediated by the TSF, or information is obtained
from the TSF, is referred to as the TSF Interface (TSFI). The TSFI defines the boundaries of the TOE
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r be differentiated as local human users, meaning they interact directly with.the TOE via
vorkstations), or remote human users, meaning they interact indirectly with\the TOE throu
ct.

od of interaction between users and the TSF is referred to as a dUser session. Establish
bns can be controlled based on a variety of considerations, for example: user authentication
d of accessing the TOE, and number of allowed concurrent sgssions (per user or in total).
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ges necessary to perform an operation. The term-authorised user, therefore, indicq

press requirements that call for the separation of administrator duties, the relevant secu
bnents (from family FMT_SMR) explicitly state that administrative roles are required. A
d set of rules establishing the allowed interactions between a user operating in that role an
may support the definition of any number-of roles. For example, roles related to the secure
may include “Audit Administrator” and\*Wser Accounts Administrator”.

contain resources that may be“used for the processing and storing of information. The p
SF is the complete and correct enforcement of the SFRs over the resources and inform
controls.

resources can be structured and utilised in many different ways. However, this part of IS
5 a specific distinction that allows for the specification of desired security properties. All en
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those acting on behalf of an authorised user (e.g. UNIX processes);

functions as might be found in client/server architectures); or

those acting as part of the TOE itself (e.g. processes not acting on behalf of a user).

those acting as a specific functional process that may in turn act on behalf of multiple users (e.qg.

This part of ISO/IEC 15408 addresses the enforcement of the SFRs over types of subjects as those listed
above.
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Passive entities in the TOE that contain or receive information and upon which subjects perform operations
are called objects. In the case where a subject (an active entity) is the target of an operation (e.g.
interprocess communication), a subject may also be acted on as an object.

Objects can contain information. This concept is required to specify information flow control policies as
addressed in the FDP class.

Users, subjects, information, objects, sessions and resources controlled by rules in the SFRs may possess
certain attributes that contain information that is used by the TOE for its correct operation. Some attributes,
such as file names, may be intended to be informational or may be used to identify individual resources while
others, such as access control information, may exist specifically for the enforcement of the SFRs. These
latter attribut £ i i 2 i i
shorthand in
what the inte
dictated by th

hded purpose of the attribute information, it may be necessary to have controls on attribu
e SFRs.

Dataina TO
information s
upon which t

E is categorised as either user data or TSF data. Figure 1 depicts this relationship. User Dlata is
ored in TOE resources that can be operated upon by users in accordancexwith the SFRs and
he TSF places no special meaning. For example, the content of an electrenic mail message is

user data. TS
may be influ
status variab
control list en

There are se

control SFPs. The mechanisms that implement access control SERS base their policy decisions on attr|

of the users,

F Data is information used by the TSF in making decisions as required by the SFRs. TSH
pnced by users if allowed by the SFRs. Security attributes, authentication data, TSF in
es used by the rules defined in the SFRs or used for the protection of the TSF and 4
fries are examples of TSF data.

veral SFPs that apply to data protection such as access.control SFPs and information

resources, subjects, objects, sessions, TSF statds“data and operations within the scq

Data
ternal
ccess

flow
butes
pe of

control. Thes|
objects.

e attributes are used in the set of rules that govern operations that subjects may perfofm on

The mechanisms that implement information flow contrel:SFPs base their policy decisions on the attributes of
the subjects pnd information within the scope of coehtrol and the set of rules that govern the operations by
subjects on imformation. The attributes of the infortration, which may be associated with the attributes pf the
container or may be derived from the data in the container, stay with the information as it is processed by the

TSF.

TOE DATA

&

-

TSF DATA

Security Attributes \

User Attributes

Object Attributes

Authentication

USER DATA Data

Subject Attributes

Information Attributes

A\

N RN )

Figure 1 - Relationship between user data and TSF data

Two specific types of TSF data addressed by this part of ISO/IEC 15408 can be, but are not necessarily, the
same. These are authentication data and secrets.

Authentication data is used to verify the claimed identity of a user requesting services from a TOE. The most
common form of authentication data is the password, which depends on being kept secret in order to be an
effective security mechanism. However, not all forms of authentication data need to be kept secret. Biometric
authentication devices (e.g. fingerprint readers, retinal scanners) do not rely on the fact that the data is kept
secret, but rather that the data is something that only one user possesses and that cannot be forged.
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The term secrets, as used in this part of ISO/IEC 15408, while applicable to authentication data, is intended to
also be applicable to other types of data that must be kept secret in order to enforce a specific SFP. For
example, a trusted channel mechanism that relies on cryptography to preserve the confidentiality of
information being transmitted via the channel can only be as strong as the method used to keep the
cryptographic keys secret from unauthorised disclosure.

Therefore, some, but not all, authentication data needs to be kept secret and some, but not all, secrets are
used as authentication data. Figure 2 shows this relationship between secrets and authentication data. In the

Figure the types of data typically encountered in the authentication data and the secrets subclauses are
indicated.

6 Security functional components

6.1

This

provides guidance on the organisation of thé' requirements for new components to be included i

functi

6.1.1

Figure 3 illustrates the functional class structure in diagrammatic form. Each functional class ing

name

© 1S0/I

AUTHENTICATION DATA

BIOMETRICS
SMART CARDS

PASSWORDS

CRYPTO VARIABLES
SECRETS

Figure 2 - Relationship between “authentication data” and “secrets”

Overview
Clause defines the content and presentation of the functional requirements of ISO/IEC
bnal requirements are expressed jn Classes, families, and components.

Class structure

class introduction, @and one or more functional families.

15408, and
n an ST. The

ludes a class

Functional
Class
Class
— Name
Class

—1 Introduction

Functional
Families

A contains B plus a number of C —

Figure 3 - Functional class structure
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6.1.1.1 Class name

The class name subclause provides information necessary to identify and categorise a functional class. Every
functional class has a unique name. The categorical information consists of a short name of three characters.

The short name of the class is used in the specification of the short names of the families of that class.

6.1.1.2 Class introduction

The class introduction expresses the common intent or approach of those families to satisfy security
objectives. The definition of functional classes does not reflect any formal taxonomy in the specification of the

requirements

The class infroduction provides a figure describing the families in this class and the hierarchy)>-¢f the
components in each family, as explained in subclause 6.2.

6.1.2 Famil

Figure 4 illust

structure
rates the functional family structure in diagrammatic form.
Functional
Family _| Family name ‘

_| Family behaviour ‘

_| Component levélling ‘

_| Management

4|

Audit

|

Il
_| Components Lu

6.1.2.1 Family name

The family n

of a short nar
underscore a
provides the

brincipal feference name for the components.

6.1.2.2 Fa

ily-behaviour

Figure 4 <Functional family structure

ame subclause provides categorical and descriptive information necessary to identif
categorise a functional family/Every functional family has a unique name. The categorical information co
he of seven characters, with the first three identical to the short name of the class followed
hd the sharbhame of the family as follows XXX_YYY. The unique short form of the family

and
nsists
by an
name

The family behaviour is the narrative description of the functional family stating its security objective and a

general description of the functional requirements. These are described in greater detail below:

a) The security objectives of the family address a security problem that may be solved with the help of a
TOE that incorporates a component of this family;

b) The description of the functional requirements summarises all the requirements that are included in the
component(s). The description is aimed at authors of PPs, STs and functional packages who wish to

assess whether the family is relevant to their specific requirements.
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3  Component levelling

Functional families contain one or more components, any one of which can be selected for inclusion in PPs,
STs and functional packages. The goal of this subclause is to provide information to users in selecting an
appropriate functional component once the family has been identified as being a necessary or useful part of
their security requirements.

This subclause of the functional family description describes the components available, and their rationale.

The e

xact details of the components are contained within each component.

The relationships between components within a functional family may or may not be hierarchical. A

comp

As e
comp

6.1.2.

The n

onent.is hierarchical to another if it offers maore security
J

plained in 6.2 the descriptions of the families provide a graphical overview of the:hie
bnents in a family.
@B Management

hanagement clauses contain information for the PP/ST authors to consider-as managemen

rarchy of the

t activities for

a given component. The clauses reference components of the manageément class (FMT),| and provide
guidahce regarding potential management activities that may be applied.via.operations to those gomponents.
A PPYST author may select the indicated management componrents or may include other [management
requirements not listed to detail management activities. As such the information should bg considered
informative.

6.1.255 Audit

The gudit requirements contain auditable events fof\the PP/ST authors to select, if requireménts from the
class [FAU: Security audit, are included in the PP/ST. These requirements include security relejant events in
terms| of the various levels of detail supported:by the components of the Security audit data generation
(FAU] GEN) family. For example, an audit note*might include actions that are in terms of: Minim4gl - successful
use of the security mechanism; Basic - any use of the security mechanism as well as relevant information
regarding the security attributes involyed; Detailed - any configuration changes made to the mechanism,
including the actual configuration values before and after the change.

It shdquld be observed that thé categorisation of auditable events is hierarchical. For example, when Basic
Audit |Generation is desired, all auditable events identified as being both Minimal and Basic should be included
in thel PP/ST through thetuse of the appropriate assignment operation, except when the highgr level event
simply provides more-'detail than the lower level event. When Detailed Audit Generation i$ desired, all
identified auditable events (Minimal, Basic and Detailed) should be included in the PP/ST.

In the| class FAUSecurity audit the rules governing the audit are explained in more detail.

6.1.3| Component structure

Figure 5 illustrates the functional component struciure.
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Figure 5 - Functional component structure

mponent identification

ent identification subclause provides descriptive information necessary to identify, categ
ross-reference a component. The following is provided as part af every functional compone

pe. The name reflects the purpose of the component.
. A unique short form of the functional component nafme: This short name serves as the pri
pss and family to which the component belongs and the component number within the fami

I-to list. A list of other components that:this’ component is hierarchical to and for whic

ents is provided for each compbonent. Each element is individually defined and is self-contai

tlement is a security functional requirement that if further divided would not yield a mean
bult. It is the smallest security functional requirement identified and recognised in ISO/IEC 1

g packages, PRsjand/or STs, it is not permitted to select only one or more elements fi
'he complete ‘set of elements of a component must be selected for inclusion in a PP,

prt form” of the functional element name is provided. For example the requirement

FDP_IFF.4.2

“Information flow*control functions”. .4 - 4th component named “Partial elimination of illicit information f

reads’as follows: F - functional requirement, DP - class “User data protection”, _IFF -

orise,
nt:

ncipal
name
Y.

h this

hed.

ingful
5408.

om a
ST or

name
family

OowWSs ',

.2 - 2nd element of the component.

6.1.3.3 Dependencies
Dependencies among functional components arise when a component is not self sufficient and relies upon the
functionality of, or interaction with, another component for its own proper functioning.

Each functional component provides a complete list of dependencies to other functional and assurance
components. Some components may list “No dependencies”. The components depended upon may in turn
have dependencies on other components. The list provided in the components will be the direct
dependencies. That is only references to the functional requirements that are required for this requirement to
perform its job properly. The indirect dependencies, that is the dependencies that result from the depended
upon components can be found in Annex A of this part of ISO/IEC 15408. It is noted that in some cases the
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dependency is optional in that a number of functional requirements are provided, where each one of them
would be sufficient to satisfy the dependency (see for example FDP_UIT.1 Data exchange integrity).

The dependency list identifies the minimum functional or assurance components needed to satisfy the security
requirements associated with an identified component. Components that are hierarchical to the identified
component may also be used to satisfy the dependency.

The dependencies indicated in this part of ISO/IEC 15408 are normative. They must be satisfied within a
PP/ST. In specific situations the indicated dependencies might not be applicable. The PP/ST author, by
providing the rationale why it is not applicable, may leave the depended upon component out of the package,
PP or ST.

6.2 [Component catalogue
The grouping of the components in this part of ISO/IEC 15408 does not reflect any formal taxonomy.

This part of ISO/IEC 15408 contains classes of families and components, which aré-rough grodipings on the
basis [of related function or purpose, presented in alphabetic order. At the start of(each class is gn informative
diagram that indicates the taxonomy of each class, indicating the families in each-class and the cpmponents in
each |family. The diagram is a useful indicator of the hierarchical relationship that may gxist between
comppnents.

In the description of the functional components, a subclause _identifies the dependencies |between the
comppnent and any other components.

In ea¢h class a figure describing the family hierarchy similar to Figure 6, is provided. In Figyre 6 the first
family, Family 1, contains three hierarchical components,/where component 2 and component 3 can both be
used fo satisfy dependencies on component 1. Compohent 3 is hierarchical to component 2 angl can also be
used fo satisfy dependencies on component 2.

Class Name
Family 1 1 H2H3
o
ami
4
; 1 2 N
Family 3 Il — 14
3

Figure 6 - Sample class decomposition diagram

In Family 2 there are three components not all of which are hierarchical. Components 1 and 2 are hierarchical
to no other components. Component 3 is hierarchical to component 2, and can be used to satisfy
dependencies on component 2, but not to satisfy dependencies on component 1.

In Family 3, components 2, 3, and 4 are hierarchical to component 1. Components 2 and 3 are both
hierarchical to component 1, but non-comparable. Component 4 is hierarchical to both component 2 and
component 3.

These diagrams are meant to complement the text of the families and make identification of the relationships

easier. They do not replace the “Hierarchical to:” note in each component that is the mandatory claim of
hierarchy for each component.
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6.2.1 Component changes highlighting

The relationship between components within a family is highlighted using a bolding convention. This bolding
convention calls for the bolding of all new requirements. For hierarchical components, requirements are
bolded when they are enhanced or modified beyond the requirements of the previous component. In addition,
any new or enhanced permitted operations beyond the previous component are also highlighted using bold

type.

7 Class FAU: Security audit

Security auditing involves recognising, recording, storing, and analysing information related to security

relevant acti
determine wh

ich security relevant activities took place and whom (which user

) is responsible for them.

10

FAU ARP: Secwrity audit automatic response 1
1
FAU GEN: Security audit data generation <
2
1
FAU SAA: Security audit analysis 2
3 4
1
FATY SAR: Secwrity audit review 2
3
FAU_SEL: Security audit event selection 1
1 2
FAU_ STG: Secwrity audit event storage <
3 4

Figure 7 - FAU: Security audit class decomposition

ed to
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7.1 Security audit automatic response (FAU_ARP)
7.1.1 Family Behaviour

This family defines the response to be taken in case of detected events indicative of a potential security
violation.

7.1.2 Component levelling

At FAU_ARP.1 Security alarms, the TSF shall take actions in case a potential security violation is detected.

7.1.3 —Menagement-of FAU-ARP-1

The fpllowing actions could be considered for the management functions in FMT:
a) the management (addition, removal, or modification) of actions.

7.1.4| Audit of FAU_ARP.1

The fpllowing actions should be auditable if FAU_GEN Security audit,data generation is in¢luded in the
PP/ST:

a) Minimal: Actions taken due to potential security violations.
7.1.5| FAU_ARP.1 Security alarms

Hierafchical to:  No other components.

Dependencies: FAU_SAA.1 Potential violation analysis
71.51 FAU_ARP.1.1

The TSF shall take [assighment: list of.actions] upon detection of a potential security violdtion.
7.2 |[Security audit data generation (FAU_GEN)
7.2.1| Family Behaviour

This family defines requifements for recording the occurrence of security relevant events that take place under
TSF gontrol. This familyjidentifies the level of auditing, enumerates the types of events that shal| be auditable
by the TSF, and identifies the minimum set of audit-related information that should be provided within various

audit record types

7.2.2| Component levelling

FAU_IGEN.1 Audit data generation defines the level of auditable events, and specifies the list of data that shall
be recorded in each record.

At FAU_GEN.2 User identity association, the TSF shall associate auditable events to individual user identities.
7.2.3 Management of FAU_GEN.1, FAU_GEN.2

There are no management activities foreseen.

7.2.4 Audit of FAU_GEN.1, FAU_GEN.2

There are no auditable events foreseen.
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7.2.5 FAU_GEN.1 Audit data generation

Hierarchical to:  No other components.

Dependencies: FPT_STM.1 Reliable time stamps

7.251 FAU_GEN.1.1

The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the [selection, choose one of: minimum, basic, detailed, not spegified]
level of audit; and

c) [assignment: other specifically defined auditable events].
7.25.2 FAU_GEN.1.2
The TSF shall record within each audit record at least the following information;

a) Date and time of the event, type of event, subject identity (if applicable), and the outtome
(success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional components
included in the PP/ST, [assignment: other audit relevant information].

7.2.6 FAU_|GEN.2 User identity association
Hierarchical tp:  No other components.
Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
7.2.6.1 FAU_GEN.2.1

For audit evients resulting from«actions of identified users, the TSF shall be able to associate|each
auditable event with the identity-of the user that caused the event.

7.3 Security audit analysis (FAU_SAA)

7.3.1 Family Behaviour

This family dtfines requirements for automated means that analyse system activity and audit data looking for
possible or rgal 'Security violations. This analysis may work in support of intrusion detection, or autgmatic
response to a potential security violation.

The actions to be taken based on the detection can be specified using the Security audit automatic response
(FAU_ARP) family as desired.

7.3.2 Component levelling

In FAU_SAA.1 Potential violation analysis, basic threshold detection on the basis of a fixed rule set is
required.

In FAU_SAA.2 Profile based anomaly detection, the TSF maintains individual profiles of system usage, where

a profile represents the historical patterns of usage performed by members of the profile target group. A profile
target group refers to a group of one or more individuals (e.g. a single user, users who share a group ID or
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group account, users who operate under an assigned role, users of an entire system or network node) who
interact with the TSF. Each member of a profile target group is assigned an individual suspicion rating that
represents how well that member's current activity corresponds to the established patterns of usage
represented in the profile. This analysis can be performed at runtime or during a post-collection batch-mode
analysis.

In FAU_SAA.3 Simple attack heuristics, the TSF shall be able to detect the occurrence of signature events
that represent a significant threat to enforcement of the SFRs. This search for signature events may occur in
real-time or during a post-collection batch-mode analysis.

In FAU_SAA.4 Complex attack heuristics, the TSF shall be able to represent and detect multi-step intrusion

scenariaos._The TSE is ahle to compare system events (Inneeihly pprfnrmnrl hy m|||fip|n indivi
event| sequences known to represent entire intrusion scenarios. The TSF shall be able to_ind

signature event or event sequence is found that indicates a potential violation of the enforcement

7.3.3| Management of FAU_SAA.1

The fpllowing actions could be considered for the management functions in FMT:

a)

7.3.4| Management of FAU_SAA.2

The fpllowing actions could be considered for the management functions in FMT:

a)

7.3.5| Management of FAU_SAA.3

The following actions could be considered for the management functions in FMT:

a)

7.3.6| Management of FAU_SAA.4

The following actions could be considered for the management functions in FMT:

a)

b)

7.3.7( Audit of FAU_SAA.1, FAU_SAA.2, FAU_SAA.3, FAU_SAA 4

The following~actions should be auditable if FAU_GEN Security audit data generation is in
PP/ST:

a)

b)

maintenance of the rules by (adding, modifying, deletion) of rules from the set of rules.

maintenance (deletion, modification, addition) of the subset of system events.

maintenance (deletion,modification, addition) of the subset of system events;

maintenance (deletion, modification, addition) of the set of sequence of system events.

maintenance (deletion, modification, addition) of the group of users in the profile target group.

uals) against
cate when a
of the SFRs.

tluded in the

Minimal: Enabling and disabling of any of the analysis mechanisms;

Minimal: Automated responses performed by the tool.

7.3.8 FAU_SAA.1 Potential violation analysis

Hierarchical to:  No other components.

Dependencies: FAU_GEN.1 Audit data generation
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7.3.81 FAU_SAA.1.1

The TSF shall be able to apply a set of rules in monitoring the audited events and based upon these
rules indicate a potential violation of the enforcement of the SFRs.

7.3.8.2 FAU_SAA.1.2
The TSF shall enforce the following rules for monitoring audited events:

a) Accumulation or combination of [assignment: subset of defined auditable events] known to
indicate a potential security violation;

b) [assignment: any other rules].

7.3.9 FAU_SAA.2 Profile based anomaly detection

Hierarchical tp:  No other components.

Dependencies: FIA_UID.1 Timing of identification

7.3.91 FAU_SAA.21

The TSF sh1|l be able to maintain profiles of system usage, where anindividual profile represents the
historical pafterns of usage performed by the member(s) of [assignment: the profile target group].
7.39.2 FAU_SAA2.2

The TSF shall be able to maintain a suspicion rating associated with each user whose activiity is
recorded in [a profile, where the suspicion rating represents the degree to which the user's current

activity is fo

ind inconsistent with the established patterns of usage represented in the profile.

7.3.9.3 FAU_SAA23
The TSF shall be able to indicate a possible violation of the enforcement of the SFRs when a yser's
suspicion rgting exceeds the following threshold conditions [assignment: conditions under which
anomalous 4ctivity is reported by the TSF].

7.3.10 FAU_[SAA.3 Simple attack heuristics

Hierarchical tp:  No other components.

Dependencies: No dependencies.
7.3.10.1 FAU_SAA:3.1
The TSF shallbe able to maintain an internal representation of the following signature eyents

[assignment: a subset of system events] that may indicate a violation of the enforcement of the SFRs.
7.3.10.2 FAU_SAA.3.2

The TSF shall be able to compare the signature events against the record of system activity
discernible from an examination of [assignment: the information to be used to determine system
activity].

7.3.10.3 FAU_SAA.3.3
The TSF shall be able to indicate a potential violation of the enforcement of the SFRs when a system

event is found to match a signature event that indicates a potential violation of the enforcement of the
SFRs.
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7.3.11 FAU_SAA.4 Complex attack heuristics

Hierarchical to: FAU_SAA.3 Simple attack heuristics

Dependencies: No dependencies.

7.3.111 FAU_SAAA4A1

The TSF shall be able to maintain an internal representation of the following event sequences of known
intrusion scenarios [assignment: list of sequences of system events whose occurrence are

representative of known penetration scenarios] and the following signature events [assignment: a subset
of system-events}that may indicate 3 ential violati Rs

7.3.11.2 FAU_SAAA4.2
The TSF shall be able to compare the signature events and event sequences against.the recprd of system
activify discernible from an examination of [assignment: the information to be used to detefmine system
activity].

7.3.11.3 FAU_SAAA43
The T|SF shall be able to indicate a potential violation of the enforcement of the SFRs when systém activity is
found|to match a signature event or event sequence that indicates-a potential violation of the epforcement of
the SFRs.

7.4 (Security audit review (FAU_SAR)
7.4.1| Family Behaviour

This family defines the requirements for audit tools¢hat should be available to authorised users tp assist in the
review of audit data.

7.4.2| Component levelling
FAU_[SAR.1 Audit review, provides-the ‘capability to read information from the audit records.

FAU_[SAR.2 Restricted audit review, requires that there are no other users except those that have been
identified in FAU_SAR.1 Audit review that can read the information.

FAU_|SAR.3 Selectable audit review, requires audit review tools to select the audit data to be reyiewed based
on criteria.

7.4.3| Management of FAU_SAR.1

The following actions could be considered for the management functions in FMT:

a) maintenance (deletion, modification, addition) of the group of users with read access right to the audit
records.

7.4.4 Management of FAU_SAR.2, FAU_SAR.3
There are no management activities foreseen.
7.4.5 Audit of FAU_SAR.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: Reading of information from the audit records.
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7.4.6 Audit of FAU_SAR.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: Unsuccessful attempts to read information from the audit records.
7.4.7 Audit of FAU_SAR.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Detailed]the parameters used for the viewing.
7.4.8 FAU_SAR.1 Audit review
Hierarchical tp:  No other components.

Dependencies: FAU_GEN.1 Audit data generation

7.481 FAU_SAR.1.1

The TSF shall provide [assignment: authorised users] with the capability to read [assignment: [ist of
audit information] from the audit records.

7.48.2 FAU_SAR.1.2
The TSF shall provide the audit records in a manner suitable for the user to interpret the informatjon.
7.49 FAU_SAR.2 Restricted audit review
Hierarchical tp:  No other components.
Dependencies: FAU_SAR.1 Audit review.
7491 FAU_SAR.2.1

The TSF shTI prohibit all users.read access to the audit records, except those users that have [been
granted expllicit read-access:

7.4.10 FAU_SAR.3 Selectable audit review

Hierarchical tp:  No-other components.

Dependencies:\vYFAU SAR.1 Audit review

7.410.1 FAU_SAR.3.1

The TSF shall provide the ability to apply [assignment: methods of selection and/or ordering] of audit
data based on [assignment: criteria with logical relations].
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7.5 Security audit event selection (FAU_SEL)
7.5.1 Family Behaviour

This family defines requirements to select the set of events to be audited during TOE operation from the set of
all auditable events.
7.5.2 Component levelling

FAU_SEL.1 Selective audit, requires the ability to select the set of events to be audited from the set of all
auditable events, identified in FAU_GEN.1 Audit data generation, based upon attributes to be specified by the
PP/ST author.

7.5.3| Management of FAU_SEL.1

The following actions could be considered for the management functions in FMT:
a) maintenance of the rights to view/modify the audit events.
7.5.4| Audit of FAU_SEL.1

The fpllowing actions should be auditable if FAU_GEN Security audit<{data generation is in¢luded in the
PP/ST:

a) Minimal: All modifications to the audit configuration that oecur while the audit collection functions are
gperating.

7.5.5| FAU_SEL.1 Selective audit

Hierafchical to:  No other components.

Depepdencies: FAU_GEN.1 Audit data generation
FMT_MTD.1 Managemeént of TSF data
7.5.51 FAU_SEL.1.1

The TSF shall be able to select the set of audited events from the set of all auditable events based on
the fqllowing attributes:

a) [selection: object identity, user identity, subject identity, host identity, event type]
b) [assignment:.Jist of additional attributes that audit selectivity is based upon]

7.6 ([Security audit event storage (FAU_STG)

7.6.1|_Family Behaviour

This family defines the requirements for the TSF to be able to create and maintain a secure audit trail. Stored
audit records refers to those records within the audit trail, and not the audit records that have been retrieved
(to temporary storage) through selection.

7.6.2 Component levelling

At FAU_STG.1 Protected audit trail storage, requirements are placed on the audit trail. It will be protected
from unauthorised deletion and/or modification.

FAU_STG.2 Guarantees of audit data availability, specifies the guarantees that the TSF maintains over the
audit data given the occurrence of an undesired condition.
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FAU_STG.3 Action in case of possible audit data loss, specifies actions to be taken if a threshold on the audit
trail is exceeded.

FAU_STG.4 Prevention of audit data loss, specifies actions in case the audit trail is full.

7.6.3 Management of FAU_STG.1

There are no

management activities foreseen.

7.6.4 Management of FAU_STG.2

The following

a) maintend

actione could be-considaraed fortha manacemaent functione-in EMT -
SCHORS-6OthaP8-coRSIa8Fe a+otHe-HaRagemeRttdhReHe RS+

nce of the parameters that control the audit storage capability.

7.6.5 Management of FAU_STG.3

The following

a) maintend
b) maintena
failure.

actions could be considered for the management functions in FMT:

nce of the threshold;

7.6.6 Management of FAU_STG.4

The following
a) maintena
7.6.7 Audit
There are no

7.6.8 Audit

The following
PP/ST:

a) Basic: A
7.6.9 Audit

The following
PP/ST:

a)

actions could be considered for the management fanctions in FMT:

of FAU_STG.1, FAU_STG.2
auditable events foreseen.
of FAU_STG.3

actions should be auditable if FAU_GEN Security audit data generation is included

tions taken due(toexceeding of a threshold.
of FAU_STG:4

actions® should be auditable if FAU_GEN Security audit data generation is included

nce (deletion, modification, addition) of actions to be taken in"case of imminent audit st

nce (deletion, modification, addition) of actions*to be taken in case of audit storage failure.

prage

n the

n the

Basic: Actions taken due to the audit storage failure.

7.6.10 FAU_STG.1 Protected audit trail storage

Hierarchical to:

Dependencie

7.6.10.1

No other components.

s: FAU_GEN.1 Audit data generation

FAU_STG.1.1

The TSF shall protect the stored audit records in the audit trail from unauthorised deletion.

18
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7.6.10.2 FAU_STG.1.2

The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised modifications to the
stored audit records in the audit trail.

7.6.11 FAU_STG.2 Guarantees of audit data availability

Hierarchical to: FAU_STG.1 Protected audit trail storage

Dependencies: FAU_GEN.1 Audit data generation

7.6.11
The T
7.6.11

The T
audit

7.6.11

The 1
main{

7.6.1%
Hiera
Depe
7.6.1%

The 1
trail ¢

7.6.13
Hiera
Depe
7.6.13

The T

|1+ FAU STG.21
SF shall protect the stored audit records in the audit trail from unauthorised deletion.
.2 FAU_STG.2.2

SF shall be able to [selection, choose one of: prevent, detect] unauthorised«modifications
ecords in the audit trail.

.3 FAU_STG.2.3

'SF shall ensure that [assignment: metric for saving audit)fecords] stored audit req
ained when the following conditions occur: [selection:‘audit storage exhaustion, fail

. FAU_STG.3 Action in case of possible audit dataloss
chical to:  No other components.
hdencies: FAU_STG.1 Protected audit trailstorage

2.1 FAU_STG.3.1

to the stored

tords will be
re, attack]

[SF shall [assignment: actions(to be taken in case of possible audit storage failure] if the audit

xceeds [assignment: pre-defined limit].

b FAU_STG.4 Prevention of audit data loss

chical to: FAU_STG.3 Action in case of possible audit data loss
hdencies: FAU_STG.1 Protected audit trail storage

.1 FAU_STG.4.1

1 111

[SF,'shall [selection, choose one of: “ignore audited events”, “prevent audited ev

LI N1

those

ents, except

taken by the authorised user with special rights”, “overwrite the oldest stored au

dit records”]

and [assignment: other actions fo be taken in case of audit storage failure] if the audit trail is full.

8 Class FCO: Communication

This class provides two families specifically concerned with assuring the identity of a party participating in a
data exchange. These families are related to assuring the identity of the originator of transmitted information
(proof of origin) and assuring the identity of the recipient of transmitted information (proof of receipt). These
families ensure that an originator cannot deny having sent the message, nor can the recipient deny having
received it.
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8.1

8.1.1 Famil

Non-repudiat
information.

information d
can then be V
8.1.2 Comy

FCO_NRO.1

FCO _NRO: Non-repudiation of origin

FCO NRR: Non-repudiation of receipt

Figure 8 - FCO: Communication class decomposition

Non-repudiation of origin (FCO_NRO)

y-Behaviour
on of origin ensures that the originator of information cannot successfully deny having-se

uring a data exchange is provided with evidence of the origin of the information, [Fhis evi
erified by either this subject or other subjects.

onent levelling

evidence of the origin of information.

FCO_NRO.2
information.

8.1.3 Mana
The following
a) The man

8.1.4 Audit

The following
PP/ST:

Enforced proof of origin, requires that the TSF always generate evidence of origin for trans

gement of FCO_NRO.1, FCO_NRO.2

actions could be considered for the management functions in FMT:

of FCO_NRO.1

actions should be auditablefif FAU_GEN Security audit data generation is included

The identity of the user who requested that evidence of origin would be generated.
The invocation of theé non-repudiation service.

bntification/0f the information, the destination, and a copy of the evidence provided.
The identity of the user who requested a verification of the evidence.

of FCO_NRO.2

[his family requires that the TSF provide a method to ensure that a subject .that red

Selective proof of origin, requires the TSF to provide subjects with the capability to rg

agement of changes to information types, fields, originator attributes and recipients of evidg

nt the
eives
lence

quest

mitted

nce.

n the

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

a) Minimal:
b) Minimal:
c) Basic: Id
d) Detailed:
8.1.5 Audit
PP/ST:

a) Minimal:
b)

c) Detailed:
8.1.6 FCO_

Hierarchical to:

20

The invocation of the non-repudiation service.

Basic: Identification of the information, the destination, and a copy of the evidence provided.

The identity of the user who requested a verification of the evidence.
NRO.1 Selective proof of origin

No other components.
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Dependencies: FIA_UID.1 Timing of identification

8.1.6.1 FCO_NRO.1.1

The TSF shall be able to generate evidence of origin for transmitted [assignment: list of information
types] at the request of the [selection: originator, recipient, [assignment: list of third parties]].

8.1.6.2 FCO_NRO.1.2

The TSF shall be able to relate the [assignment: list of attributes] of the originator of the information,
and the [assignment: list of information fields] of the information to which the evidence applies.

8.1.6. FCO_NRO.1.3

The TSF shall provide a capability to verify the evidence of origin of information to [selection:
originator, recipient, [assignment: list of third parties]] given [assignment: limitations on
of origin].

8.1.7| FCO_NRO.2 Enforced proof of origin

Hierafchical to: FCO_NRO.1 Selective proof of origin

Depepdencies: FIA_UID.1 Timing of identification

8.1.71 FCO_NRO.2.1

The

TSF shall enforce the generation of evidence of ©rigin for transmitted [assignment: list

types] at all times.

8.1.72 FCO_NRO.2.2

The

[assignment: list of information fields] of the information to which the evidence applies.

8.1.78 FCO_NRO.2.3

The

TSF shall provide a capability to verify the evidence of origin of information to [selectig

recipient, [assignment: list of third parties]] given [assignment: limitations on the evidence of origi

8.2

Non-repudiation-of receipt (FCO_NRR)

8.2.1| Family Behaviour

Non-repudiation of receipt ensures that the recipient of information cannot successfully deny

infor
infor
then

the evidence

bf information

TSF shall be able to relate the [assignment: list of attributes] of the originator of the information, and the

n: originator,

n].

receiving the
hat transmits

ation” This family requires that the TSF provide a method to ensure that a subject t
:ﬁation during a data exchange is provided with evidence of receipt of the information. This

evidence can

be verified by either this subject or other subjects.

8.2.2 Component levelling

FCO_NRR.1 Selective proof of receipt, requires the TSF to provide subjects with a capability to request
evidence of the receipt of information.

FCO_NRR.2 Enforced proof of receipt, requires that the TSF always generate evidence of receipt for received

infor

mation.

8.2.3 Management of FCO_NRR.1, FCO_NRR.2

The

following actions could be considered for the management functions in FMT:
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a) The management of changes to information types, fields, originator attributes and third parties recipients
of evidence.

8.2.4 Audit of FCO_NRR.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: The identity of the user who requested that evidence of receipt would be generated.

b) Minimal: The invocation of the non-repudiation service.

c) Basic: Identification of the information, the destination, and a copy of the evidence provided.
d) Detailed] The identity of the user who requested a verification of the evidence.
8.2.5 Audit{of FCO_NRR.2

The following actions should be auditable if FAU _GEN Security audit data generation is included |n the
PP/ST:

a) Minimal:[The invocation of the non-repudiation service.

b) Basic: Identification of the information, the destination, and a copy of<the evidence provided.
c) Detailed] The identity of the user who requested a verification.of\the evidence.

8.2.6 FCO_NRR.1 Selective proof of receipt

Hierarchical tp:  No other components.

Dependencies: FIA_UID.1 Timing of identification

8.2.6.1 FQO_NRR.1.1

The TSF shall be able to generate evidence of receipt for received [assignment: list of information
types] at the|request of the [selection; originator, recipient, [assignment: list of third parties]].

8.2.6.2 F(QO_NRR.1.2

The TSF shall be able to ‘relate the [assignment: list of attributes] of the recipient of the information,
and the [assjgnment: list of information fields] of the information to which the evidence applies.

8.2.6.3 F(QO_NRR:1.3

The TSF shall. provide a capability to verify the evidence of receipt of information to [sele¢tion:
originator, recipient, [assignment: list of third parties]] given [assignment: limitations on the evidence
of receipt].

8.2.7 FCO_NRR.2 Enforced proof of receipt
Hierarchical to: FCO_NRR.1 Selective proof of receipt
Dependencies: FIA_UID.1 Timing of identification
8.2.71 FCO_NRR.2.1

The TSF shall enforce the generation of evidence of receipt for received [assignment: list of information
types] at all times.
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8.27.2 FCO_NRR.2.2

The TSF shall be able to relate the [assignment: list of attributes] of the recipient of the information, and the
[assignment: list of information fields] of the information to which the evidence applies.

8.27.3 FCO_NRR.2.3

The TSF shall provide a capability to verify the evidence of receipt of information to [selection: originator,
recipient, [assignment: list of third parties]] given [assignment: limitations on the evidence of receipt].

9 Class FCS: Cryptographic support

The TSF may employ cryptographic functionality to help satisfy several high-level security objectives. These
include (but are not limited to): identification and authentication, non-repudiation, trusted path; trysted channel
and fata separation. This class is used when the TOE implements cryptographic fiinctions, the
implementation of which could be in hardware, firmware and/or software.

The FCS: Cryptographic support class is composed of two families: Cryptographic key [management
(FCS|CKM) and Cryptographic operation (FCS_COP). The Cryptographic 'keéy management| (FCS_CKM)
family addresses the management aspects of cryptographic keys, while the Cryptographic operation
(FCS] COP) family is concerned with the operational use of those cryptagraphic keys.

1
2
FCS CKM: Cryptograplic key management
3
4
FCS_COP: Cryptographic operation 1

Figure 9 - FCS: Cryptographic support class decomposition

9.1 [Cryptographic key management (FCS_CKM)

9.1.1 Family Behaviour

Cryptographic keys must be managed throughout their life cycle. This family is intended to support that
lifecycle and consequently defines requirements for the following activities: cryptographic key generation,
cryptographic key distribution, cryptographic key access and cryptographic key destruction. This family should
be included whenever there are functional requirements for the management of cryptographic keys.

9.1.2 Component levelling

FCS_CKM.1 Cryptographic key generation, requires cryptographic keys to be generated in accordance with a
specified algorithm and key sizes which can be based on an assigned standard.
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FCS_CKM.2 Cryptographic key distribution, requires cryptographic keys to be distributed in accordance with a
specified distribution method which can be based on an assigned standard.

FCS_CKM.3 Cryptographic key access, requires access to cryptographic keys to be performed in accordance
with a specified access method which can be based on an assigned standard.

FCS_CKM.4 Cryptographic key destruction, requires cryptographic keys to be destroyed in accordance with a
specified destruction method which can be based on an assigned standard.

9.1.3 Management of FCS_CKM.1, FCS_CKM.2, FCS_CKM.3, FCS_CKM.4

There are no

9.1.4 Audit

The following
PP/ST:

a) Minimal:
b) Basic: T

private k
9.1.5 FCS_|

Hierarchical t

Dependencie

9.1.51 FQ

The TSF sk
generation

cryptograph

list of standards].

9.1.6 FCS_

Hierarchical t

manaagement activities foreseen
)

of FCS_CKM.1, FCS_CKM.2, FCS_CKM.3, FCS_CKM.4

actions should be auditable if FAU_GEN Security audit data generation is ineluded

Success and failure of the activity.

he object attribute(s), and object value(s) excluding any sensitive/information (e.g. sec
PYS).

CKM.1 Cryptographic key generation
D:  No other components.
5.  [FCS_CKM.2 Cryptographic key distribution;.or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
S_CKM.1.1

all generate cryptographic keys in accordance with a specified cryptographig
algorithm [assignment:) cryptographic key generation algorithm] and spe
c key sizes [assignment: cryptographic key sizes] that meet the following: [assign

CKM.2 Cryptoegraphic key distribution

D:  No 6ther components.

n the

ret or

key

cified

ment:

Dependencies: ~,[EDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

9.1.6.1 FCS_CKM.2.1

The TSF shall distribute cryptographic keys in accordance with a specified cryptographic key
distribution method [assignment: cryptographic key distribution method] that meets the following:

[assignment

24

: list of standards].
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FCS_CKM.3 Cryptographic key access

Hierarchical to:  No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or

9.1.7.

The T
crypt

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

1 FCS_CKM.3.1

SF shall perform [assignment: type of cryptographic key access] in accordance wit

following: [assignment: list of standards].

9.1.8
Hiera

Depe

9.1.8.

The
destr

FCS_CKM.4 Cryptographic key destruction
chical to:  No other components.
hdencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
1 FCS_CKM.4.1

TSF shall destroy cryptographic keys in accordance with a specified crypto
Liction method [assignment: cryptographic key destruction method] that meets th

[assignment: list of standards].

9.2
9.2.1

In ord
with 4
when

Typic
verifid
(mess

Cryptographic operation\(ECS_COP)

Family Behaviour
er for a cryptographic operation to function correctly, the operation must be performed i
bver there are‘requirements for cryptographic operations to be performed.

ation, “cryptographic checksum generation for integrity and/or verification of checksum,
age'digest), cryptographic key encryption and/or decryption, and cryptographic key agreem

h a specified

pgraphic key access method [assignment: cryptographic key access method] that meets the

graphic key
e following:

n accordance

specified algorithm and with a cryptographic key of a specified size. This family should be included

bl cryptographic operations include data encryption and/or decryption, digital signature gengration and/or

secure hash
ent.

9.2.2

Component levelling

FCS_COP.1 Cryptographic operation, requires a cryptographic operation to be performed in accordance with
a specified algorithm and with a cryptographic key of specified sizes. The specified algorithm and
cryptographic key sizes can be based on an assigned standard.

9.2.3

Management of FCS_COP.1

There are no management activities foreseen.
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9.24 Audit

of FCS_COP.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:
a) Minimal:
b)

9.2.5 FCS_

Hierarchical te:

Success and failure, and the type of cryptographic operation.

Basic: Any applicable cryptographic mode(s) of operation, subject attributes and object attributes.

COP.1 Cryptographic operation

A

No-othercombponents.
NO-OtHEe-COMPOROHtS:

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

9.2.51 FQS_COP.1.1

The TSF shall perform [assignment: list of cryptographic operations] in accordance with a spe

cryptograph
[assignment

c algorithm [assignment: cryptographic algorithm] and cryptographic key
cryptographic key sizes] that meet the following: [assignment: list of standards].

10 Class kDP: User data protection

This class co
is split into fg
and storage 4

htains families specifying requirements related to protecting user data. FDP: User data prot
ur groups of families (listed below) that ‘address user data within a TOE, during import, e
s well as security attributes directly related to user data.

h this class are organised into fourgroups:

b protection security function policies:

s control policy (FDR_ACC); and

ation flow contral_policy (FDP_IFC).

ents in thesefamilies permit the PP/ST author to name the user data protection security fu
policies and define/the scope of control of the policy, necessary to address the security objectiveq
f these policies are meant to be used throughout the remainder of the functional component

ess control

functions (FDP_IFF) families (respectively).

The families i
a) Userdat
e Acces
e Inform
Compon
names o
control SF
b)
e Acces
[ ]
[ ]
[ ]
26

Forms of user data protection:

s control functions (FDP_ACF);

Information flow control functions (FDP_IFF);
Internal TOE transfer (FDP_ITT);

Residual information protection (FDP_RIP);

cified
sizes

bction
Xport,

nction
. The
s that
hation
h flow
ontrol
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¢ Rollback (FDP_ROL); and

e Stored data integrity (FDP_SDI).
c) Off-line storage, import and export:

e Data authentication (FDP_DAU);

e Export from the TOE (FDP_ETC);

¢ Import from outside of the TOE (FDP_ITC).

CGomponents in these families address the trustworthy transfer into or out of the TOE.
d) Imter-TSF communication:

o | Inter-TSF user data confidentiality transfer protection (FDP_UCT); and

o | Inter-TSF user data integrity transfer protection (FDP_UIT).

omponents in these families address communication between the\I'SF of the TOE and another trusted
[ product.

=0

© ISO/IEC 2008 - All rights reserved 27


https://iecnorm.com/api/?name=abb52faf75dbb0d8b3afe83be133f062

ISO/IEC 15408-2:2008(E)

FDP ACC: Access control policy 1 2
FDP ACF: Access control functions 1
FDP_DAU: Data authentication 1 2

FDP_ETC: Export fiom the TOE

FDP_IFC: Information flow control policy 1 2
1 2
FDP IFF: Information flow control functions 3 4 5

FDP_ITC: Import from outside of the TOE
2
1 2
FDP_ITT: Internal TOE transfer
3 4
FDP_RIP: Residual information protection 1 2
FDP ROL: Rollback 1 2
FDP_SDE-Stered data integrity 1 2
FDP_UCT: Inter-TSE user data confidentiality transfer ~ protection 1
1
EDP UIT: Inter-TSF user data integrity transfer protection
2 3

Figure 10 - FDP: User data protection class decomposition
10.1 Access control policy (FDP_ACC)

10.1.1 Family Behaviour

This family identifies the access control SFPs (by name) and defines the scope of control of the policies that
form the identified access control portion of the SFRs related to the SFP. This scope of control is
characterised by three sets: the subjects under control of the policy, the objects under control of the policy,
and the operations among controlled subjects and controlled objects that are covered by the policy. The
criteria allows multiple policies to exist, each having a unique name. This is accomplished by iterating
components from this family once for each named access control policy. The rules that define the functionality
of an access control SFP will be defined by other families such as Access control functions (FDP_ACF) and
Export from the TOE (FDP_ETC). The names of the access control SFPs identified here in Access control
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policy (FDP_ACC) are meant to be used throughout the remainder of the functional components that have an
operation that calls for an assignment or selection of an “access control SFP.”

10.1.2 Component levelling

FDP_ACC.1 Subset access control, requires that each identified access control SFP be in place for a subset
of the possible operations on a subset of the objects in the TOE.

FDP_ACC.2 Complete access control, requires that each identified access control SFP cover all operations
on subjects and objects covered by that SFP. It further requires that all objects and operations protected by
the TSF are covered by at least one identified access control SFP.

10.1.3 Management of FDP_ACC.1, FDP_ACC.2

Therg are no management activities foreseen.

10.1.4 Audit of FDP_ACC.1, FDP_ACC.2

Therg are no auditable events foreseen.

10.1.5 FDP_ACC.1 Subset access control

Hierafchical to:  No other components.

Depepdencies: FDP_ACF.1 Security attribute based access control
10.1.5.1 FDP_ACC.1.1

The TSF shall enforce the [assignment: access control SFP] on [assighment: list of subjacts, objects,
and gperations among subjects and objects covered by the SFP].

10.1.6 FDP_ACC.2 Complete access control

Hierafchical to: FDP_ACC.1 Subset access control

Depepdencies: FDP_ACF.1 Security attribute based access control
10.1.6.1 FDP_ACC.2.1

The T|SF shall enforcethe [assignment: access control SFP] on [assignment: list of subjects and|objects] and
all opgrations among subjects and objects covered by the SFP.

10.1.6.2 FDP_ACC.2.2

The TSF, shall ensure that all operations between any subject controlled by the TSF an¢ any object
contrplied by the TSF are covered by an access control SFP.

10.2 Access control functions (FDP_ACF)
10.2.1 Family Behaviour

This family describes the rules for the specific functions that can implement an access control policy named in
Access control policy (FDP_ACC). Access control policy (FDP_ACC) specifies the scope of control of the

policy.
10.2.2 Component levelling

This family addresses security attribute usage and characteristics of policies. The component within this family
is meant to be used to describe the rules for the function that implements the SFP as identified in Access
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control policy (FDP_ACC). The PP/ST author may also iterate this component to address multiple policies in
the TOE.

FDP_ACF.1 Security attribute based access control Security attribute based access control allows the TSF to
enforce access based upon security attributes and named groups of attributes. Furthermore, the TSF may
have the ability to explicitly authorise or deny access to an object based upon security attributes.

10.2.3 Management of FDP_ACF.1

The following actions could be considered for the management functions in FMT:

a) Managin

a the attributes used-tomake nvrr_\lir\if access-ordenial hased decisions

10.2.4 Audit/of FDP_ACF.1

The following n the

PP/ST:

actions should be auditable if FAU_GEN Security audit data generation is included

a) Minimal:[Successful requests to perform an operation on an object covered by the\SFP.

b) Basic: All requests to perform an operation on an object covered by the SFR:

c) Detailed]{ The specific security attributes used in making an access check:.

10.2.5 FDP_ACF.1 Security attribute based access control

Hierarchical tp:  No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation
10.2.51 FDP_ACF.1.1

The TSF shall enforce the [assignment. access control SFP] to objects based on the following:

SFP-

[assignment

list of subjects and objects controlled under the indicated SFP, and for each, the

relevant secyrity attributes, or namedgroups of SFP-relevant security attributes].

10.2.5.2 FOP_ACF.1.2

The TSF shall enforce the.following rules to determine if an operation among controlled subjects and
controlled opjects is allowed: [assignment: rules governing access among controlled subject$ and

controlled objects using controlled operations on controlled objects].

10.2.5.3 FDP_ACF.1.3

The TSF shall explicitly authorise access of subjects to objects based on the following additional
rules: [assignment: rules, based on security attributes, that explicitly authorise access of subjects to
objects].

10.2.5.4 FDP_ACF.1.4

The TSF shall explicitly deny access of subjects to objects based on the [assignment: rules, based on
security attributes, that explicitly deny access of subjects to objects].
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Data authentication (FDP_DAU)

10.3.1 Family Behaviour

Data authentication permits an entity to accept responsibility for the authenticity of information (e.g., by
digitally signing it). This family provides a method of providing a guarantee of the validity of a specific unit of
data that can be subsequently used to verify that the information content has not been forged or fraudulently
modified. In contrast to FAU: Security audit, this family is intended to be applied to "static" data rather than

data t

hat is being transferred.

10.3.2 Component levelling

FDP_|
authe

FDP_|
estab

10.3.3
The f

a) T

Q

10.3.4

The f
PP/S]

DAU.1 Basic Data Authentication, requires that the TSF is capable of generating.@
hticity of the information content of objects (e.g. documents).

DAU.2 Data Authentication with Identity of Guarantor additionally requires that,the TSF
ishing the identity of the subject who provided the guarantee of authenticity.

} Management of FDP_DAU.1, FDP_DAU.2
bllowing actions could be considered for the management functionsin FMT:

he assignment or modification of the objects for which data authentication may ap
pnfigurable.

} Audit of FDP_DAU.1

pllowing actions should be auditable if FAU_GEN Security audit data generation is in
[

linimal: Successful generation of validity evidence.

asic: Unsuccessful generation of validity evidence.

etailed: The identity of the subject that requested the evidence.
p Audit of FDP_DAU.2

pllowing actions should be auditable if FAU_GEN Security audit data generation is in
B

linimal: Successful generation of validity evidence.

asic;Insuccessful generation of validity evidence.

c) O

etailed: The identity of the subject that requested the evidence.

guarantee of

is capable of

bly could be

tluded in the

tluded in the

d) Detailed: The identity of the subject that generated the evidence.

10.3.6 FDP_DAU.1 Basic Data Authentication

Hierarchical to:  No other components.

Dependencies:  No dependencies.

10.3.6.1 FDP_DAU.1.1

The TSF shall provide a capability to generate evidence that can be used as a guarantee of the validity
of [assignment: list of objects or information types].
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10.3.6.2 FDP_DAU.1.2

The TSF shall provide [assignment: list of subjects] with the ability to verify evidence of the validity of
the indicated information.

10.3.7 FDP_

Hierarchical to:

Dependencie

DAU.2 Data Authentication with Identity of Guarantor
FDP_DAU.1 Basic Data Authentication

s:  FIA_UID.1 Timing of identification

10.3.71 F

The TSF shg
[assignment:

10.3.7.2 FD

The TSF shd
indicated info,

10.4 Expor]
10.4.1 Famil
This family d
attributes and
concerned wi
10.4.2 Com(
FDP_ETC.1
SFPs when

without its as

FDP_ETC.2

using a funcfjon that accurately and unambiguously associates security attributes with the user data t

exported.
10.4.3 Mana
There are no

10.4.4 Mana

ly Behaviour

P-DAU.2.1

Il provide a capability to generate evidence that can be used as a guarantee of the vali
ist of objects or information types].

P_DAU.2.2

Il provide [assignment: list of subjects] with the ability to verify evidenee-of the validity
rmation and the identity of the user that generated the evidence.

t from the TOE (FDP_ETC)

efines functions for TSF-mediated exporting of user data from the TOE such that its se
protection either can be explicitly preserved or can’ be ignored once it has been exporteq

th limitations on export and with the association af.security attributes with the exported user|
onent levelling

Fxport of user data without security attributes, requires that the TSF enforce the appro

bxporting user data outside the TSF: User data that is exported by this function is exj

Sociated security attributes.

Export of user data with security attributes, requires that the TSF enforce the appropriate

gement of FDP ETC.1
managementactivities foreseen.

gement-of FDP_ETC.2

The following
a) The addi

10.4.5 Audit

ity of

bf the

curity
Ltis
data.

priate
orted

SFPs
hat is

actions could be considered for the management functions in FMT:

tional exportation control rules could be configurable by a user in a defined role.

of FDP_ETC.1, FDP_ETC.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:
a) Minimal:

b) Basic: Al

32

Successful export of information.

| attempts to export information.

© ISO/IEC 2008 - All rights reserved


https://iecnorm.com/api/?name=abb52faf75dbb0d8b3afe83be133f062

ISO/IEC 15408-2:2008(E)

10.4.6 FDP_ETC.1 Export of user data without security attributes
Hierarchical to:  No other components.
Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
10.4.6.1 FDP_ETC.1.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)]

Whe eXPortg-use

10.4.6.2 FDP_ETC.1.2

The TSF shall export the user data without the user data's associated security attributes
10.4.7 FDP_ETC.2 Export of user data with security attributes

Hierafchical to:  No other components.

Depepdencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

10.4.71 FDP_ETC.2.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow coptrol SFP(s)]
when exporting user data, controlled under the SEP(s), outside of the TOE.

10.4.7.2 FDP_ETC.2.2
The TSF shall export the user data with\the user data's associated security attributes.
10.4.7.3 FDP_ETC.2.3

The TSF shall ensure that the_security attributes, when exported outside the TOE, are unambiguously
associated with the exported user data.

10.4.7.4 FDP_ETC.2:4

The TSF shall €nforce the following rules when user data is exported from the TOE: [assignment:
additjonal exportation control rules].

10.5 |Information flow control policy (FDP_IFC)

10.5.1 Family Behaviour

This family identifies the information flow control SFPs (by name) and defines the scope of control for each
named information flow control SFP. This scope of control is characterised by three sets: the subjects under
control of the policy, the information under control of the policy, and operations which cause controlled
information to flow to and from controlled subjects covered by the policy. The criteria allows multiple policies to
exist, each having a unique name. This is accomplished by iterating components from this family once for
each named information flow control policy. The rules that define the functionality of an information flow
control SFP will be defined by other families such as Information flow control functions (FDP_IFF) and Export
from the TOE (FDP_ETC). The names of the information flow control SFPs identified here in Information flow
control policy (FDP_IFC) are meant to be used throughout the remainder of the functional components that
have an operation that calls for an assignment or selection of an “information flow control SFP.”
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The TSF mechanism controls the flow of information in accordance with the information flow control SFP.
Operations that would change the security attributes of information are not generally permitted as this would
be in violation of an information flow control SFP. However, such operations may be permitted as exceptions
to the information flow control SFP if explicitly specified.

10.5.2 Component levelling

FDP_IFC.1 Subset information flow control, requires that each identified information flow control SFPs be in
place for a subset of the possible operations on a subset of information flows in the TOE.

FDP_IFC.2 Complete information flow control, requires that each identified information flow control SFP cover
all operations-on-subjects_and information covered by that SEP_It further requires-that all information flows

and operations controlled by the TSF are covered by at least one identified information flow control SEP-

10.5.3 Management of FDP_IFC.1, FDP_IFC.2
There are no|management activities foreseen.

10.5.4 Audit|of FDP_IFC.1, FDP_IFC.2

There are no[auditable events foreseen.

10.5.5 FDP_JFC.1 Subset information flow control
Hierarchical tp:  No other components.
Dependencies: FDP_IFF.1 Simple security attributes
10.5.5.1 FOP_IFC.1.1

information,|and operations that cause controlled information to flow to and from controlled subjects
covered by the SFP].

The TSF sh]: enforce the [assignment: information flow control SFP] on [assignment: list of sutx’ects,
10.5.6 FDP_|JFC.2 Complete information.flow control
Hierarchical tp: FDP_IFC.1 Subset information flow control
Dependencies: FDP_IFF.1 Simple security attributes
10.5.6.1 FOP_IFC.2.1

The TSF shall enforce“the [assignment: information flow control SFP] on [assignment: list of subjects and
information]|and all-operations that cause that information to flow to and from subjects covered by the SFP.

10.5.6.2 FDP.IFC.2.2

The TSF shall ensure that all operations that cause any information in the TOE to flow to and from any
subject in the TOE are covered by an information flow control SFP.

10.6 Information flow control functions (FDP_IFF)

10.6.1 Family Behaviour

This family describes the rules for the specific functions that can implement the information flow control SFPs
named in Information flow control policy (FDP_IFC), which also specifies the scope of control of the policy. It
consists of two kinds of requirements: one addressing the common information flow function issues, and a

second addressing illicit information flows (i.e. covert channels). This division arises because the issues
concerning illicit information flows are, in some sense, orthogonal to the rest of an information flow control
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SFP. By their nature they circumvent the information flow control SFP resulting in a violation of the policy. As

such,

they require special functions to either limit or prevent their occurrence.

10.6.2 Component levelling

FDP_IFF.1 Simple security attributes, requires security attributes on information, and on subjects that cause
that information to flow and on subjects that act as recipients of that information. It specifies the rules that
must be enforced by the function, and describes how security attributes are derived by the function.

FDP_IFF.2 Hierarchical security attributes expands on the requirements of FDP_IFF.1 Simple security
attributes by requiring that all information flow control SFPs in the set of SFRs use hierarchical security

attriby,
prope
defineg
(in th
uniqu

FDP_
neceg

FDP_|
not n¢

FDP_

FDP_

and maximum capacities.

10.6.3
The fi
a) N
10.6.4
Therg
10.6.4
The f
a) T

b)

=

rties of a lattice. A lattice consists of a set of elements with an ordering relationship wit
d in the first bullet, a greatest lower bound which is the unique element in the set thatis.gr
e ordering relationship) than any other element of the lattice, and a least upper‘bound,
b element in the set that is smaller or equal than any other element of the lattice.

IFF.3 Limited illicit information flows, requires the SFP to cover illicit|yinformation fl
sarily eliminate them.

IFF.4 Partial elimination of illicit information flows, requires the SFP<o,Cover the elimination
bcessarily all) illicit information flows.

IFF.6 lllicit information flow monitoring, requires the SEP to monitor illicit information flowg

b Management of FDP_IFF.1, FDP_IFF.2

bllowing actions could be considered for the:management functions in FMT:
lanaging the attributes used to make explicit access based decisions.

] Management of FDP_IFF.3, FDP_IFF.4, FDP_IFF.5

are no management activities foreseen.

p Management of FDP_IFF.6

bllowing actions could be considered for the management functions in FMT:
he enabling-or disabling of the monitoring function.

lodification of the maximum capacity at which the monitoring occurs.

athematical
the property
ater or equal
which is the

bws, but not

of some (but

IFF.5 No illicit information flows, requires SFP to cover the elimination of all illicit information flows.

for specified

10.6.

Audit of FDP_IFF.1, FDP_IFF.2, FDP_IFF.5

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Decisions to permit requested information flows.

b) Basic: All decisions on requests for information flow.

c) Detailed: The specific security attributes used in making an information flow enforcement decision.

d) Detailed: Some specific subsets of the information that has flowed based upon policy goals (e.g. auditing

(o)

f downgraded material).
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of FDP_IFF.3, FDP_IFF.4, FDP_IFF.6

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

Decisions to permit requested information flows.

Basic: All decisions on requests for information flow.

Basic: The use of identified illicit information flow channels.

10.6.7 Audit

PP/ST:

a) Minimal:

b)

c)

d) Detailed:;

e) Detailed:
of downd

f)  Detailed:
exceedin

10.6.8 FDP_

Hierarchical t

Dependencie

10.6.8.1 FD

The TSF shall enforce the [assignment: information flow control SFP] based on the following tyg

subject and
under the in

10.6.8.2 FD

Tha snecific-sacuribvattributas ticad in makina an infarmatian floww anfarcamant dacision
HE-SPEGHE-S8EHHY—<aHHP eSO - HehdRgai- e RaHOR-HOW-BHHBFe8MBRt+ae6ISioh-

Some specific subsets of the information that has flowed based upon policy goals (e:g:-al
raded material).

The use of identified illicit information flow channels with estimated amaximum ca

g a specified value.

FF.1 Simple security attributes
D:  No other components.
5:  FDP_IFC.1 Subset information flow control

FMT_MSA.3 Static attribute initialisation

P_IFF.1.1

information security attributes: [assignment: list of subjects and information cont

icated SFP, and for each, the security attributes].

P_IFF.1.2

The TSF s

h
a controlle%

attribute-ba

10.6.8.3 FD

The TSF shall enforce the [assignment: additional information flow control SFP rules].

10.6.8.4 FD

The TSF sh

Il permit an information flow between a controlled subject and controlled informatiq
operation if the following rules hold: [assignment: for each operation, the se
ed relationship thatimust hold between subject and information security attributes].

P_IFF.1.3

P_IFFi:4

diting

pacity

es of
rolled

n via
curity

ment:

all explicitly authorise an information flow based on the following rules: [assigni

rules, based

on security attributes, that explicitly authorise information flows].

10.6.8.5 FDP_IFF.1.5

The TSF shall explicitly deny an information flow based on the following rules: [assignment: rules,
based on security attributes, that explicitly deny information flows].

10.6.9 FDP_

Hierarchical to:

Dependencie

36

IFF.2 Hierarchical security attributes
FDP_IFF.1 Simple security attributes

s:  FDP_IFC.1 Subset information flow control
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FMT_MSA.3 Static attribute initialisation

10.6.9.1 FDP_IFF.2.1

The TSF shall enforce the [assignment: information flow control SFP] based on the following types of subject
and information security attributes: [assignment: list of subjects and information controlled under the indicated
SFP, and for each, the security attributes].

10.6.9.2 FDP_IFF.2.2

The TSF shall permlt an mformatlon flow between a controlled subject and controlled information via a

contr
hold:
and in

aSS|gnment for each operat/on the securlty attrlbute based relatlonsh/p that must hold be
formation security attributes].

10.6.9.3 FDP_IFF.2.3

The T

SF shall enforce the [assignment: additional information flow control SFP rules].

10.6.9.4 FDP_IFF.2.4

The T
on se

SF shall explicitly authorise an information flow based on the fellowing rules: [assignment
curity attributes, that explicitly authorise information flows].

10.6.9.5 FDP_IFF.2.5

The T

SF shall explicitly deny an information flow based{onvthe following rules: [assignment: ru

secunty attributes, that explicitly deny information flows);

10.6.9.6 FDP_IFF.2.6

The TSF shall enforce the following relationships for any two valid information flow con
attributes:

a) There exists an ordering function that, given two valid security attributes, deter

b) T

c) T

rcurity attributes are equal, if one security attribute is greater than the other, or if

tributes are incomparable; and

here exists a “least.upper bound” in the set of security attributes, such that, given 3

g:lid security attributes, there is a valid security attribute that is not greater than t

curity attributes.

ity attributes
ween subject

rules, based

es, based on

trol security

mines if the
the security

ny two valid

icurity attributes;-there is a valid security attribute that is greater than or equal to the two valid
curity attributes; and

here exists a “greatest lower bound” in the set of security attributes, such that, given any two

he two valid

10.6.

0 FDP_IFF.3 Limited illicit information flows

Hierarchical to:  No other components.

Dependencies: FDP_IFC.1 Subset information flow control

10.6.10.1 FDP_IFF.3.1

The TSF shall enforce the [assignment: information flow control SFP] to limit the
[assignment: types of illicit information flows] to a [assignment: maximum capacity].
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10.6.11

Hierarchical to:

Dependencie

FDP_IFF.4 Partial elimination of illicit information flows

FDP_IFF.3 Limited illicit information flows

s:  FDP_IFC.1 Subset information flow control

10.6.11.1 FDP_IFF.4.1

The TSF shall enforce the [assignment: information flow control SFP] to limit the capacity of [assignment:

types of illicit

information flows] to a [assignment: maximum capacity].

10.6.11.2 F
The TSF sh
10.6.12 FD
Hierarchical t
Dependencie
10.6.12.1 FDO

The TSF sh
information

10.6.13 FD

Hierarchical t|

Dependencies: FDP_IFC.1 Subset information flow control
10.6.13.1 FOP_IFF.6.1
The TSF shall enforce the [assignment: information flow control SFP] to monitor [assignment:

of illicit info
10.7 Impori
10.7.1 Famil
This family d
appropriate s

determination
data.

]

jm

ly Behaviour

P_IFE 4.2
Il prevent [assignment: types of illicit information flows].
P_IFF.5 No illicit information flows

b: FDP_IFF.4 Partial elimination of illicit information flows

5: FDP_IFC.1 Subset information flow control
P_IFF.5.1
all ensure that no illicit information flows exist to ‘circumvent [assignment: nan

[flow control SFP].
P_IFF.6 lllicit information flow monitoring

D:  No other components.

ation flows] when it exceeds the [assignment: maximum capacity].

from outside of the TOE (FDP_ITC)

efines the mechanisms for TSF-mediated importing of user data into the TOE such that
ecurity attributes and is appropriately protected. It is concerned with limitations on imporf
of desjred security attributes, and interpretation of security attributes associated with the

ne of

types

it has
ation,
user

10.7.2 Component levelling

FDP_ITC.1 Import of user data without security attributes, requires that the security attributes correctly

represent the

user data and are supplied separately from the object.

FDP_ITC.2 Import of user data with security attributes, requires that security attributes correctly represent the
user data and are accurately and unambiguously associated with the user data imported from outside the

TOE.

10.7.3 Management of FDP_ITC.1, FDP_ITC.2

The following
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actions could be considered for the management functions in FMT:
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a) The modification of the additional control rules used for import.
10.7.4 Audit of FDP_ITC.1, FDP_ITC.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Successful import of user data, including any security attributes.

b) Basic: All attempts to import user data, including any security attributes.

¢) Detailed-The-spesificationofsecurityatirbutesfor imported-userdatasupplied-by-an-autherised user.
10.7.%5 FDP_ITC.1 Import of user data without security attributes
Hierafchical to:  No other components.

Depepdencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_MSA.3 Static attribute initialisation

10.7.5.1 FDP_ITC.1.1

The TSF shall enforce the [assignment: access contro/ SFP(s) and/or information flow coptrol SFP(s)]
when importing user data, controlled under the SFP,4rom outside of the TOE.

10.7.%.2 FDP_ITC.1.2

The TSF shall ignore any security attributes associated with the user data when imported from outside
the TOE.

10.7.5.3 FDP_ITC.1.3

The TSF shall enforce the following rules when importing user data controlled under the SFP from
outside the TOE: [assignment:.)additional importation control rules].

10.7.6 FDP_ITC.2 Importof user data with security attributes
Hierafchical to:  No,other components.
Dependencies: ) [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

[FTP_ITC.1 Inter-TSF trusted channel, or

FTP_TRP.1 Trusted path]

FPT_TDC.1 Inter-TSF basic TSF data consistency
10.7.6.1 FDP_ITC.2.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)]
when importing user data, controlled under the SFP, from outside of the TOE.
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10.7.6.2 FDP_ITC.2.2

The TSF sha

Il use the security attributes associated with the imported user data.

10.7.6.3 FDP_ITC.2.3

The TSF shall ensure that the protocol used provides for the unambiguous association between the

security attri

10.7.6.4 FD

The TSF sha

intended by

10.7.6.5 FD

The TSF shall enforce the following rules when importing user data controlled under the SFP

outside the T
10.8 Intern

10.8.1 Famil

This family provides requirements that address protection of user data when it is transferred be

separated pd
confidentiality
families, whig
channel, and
TSF-mediate

10.8.2 Comy

FDP_ITT.1 B
parts of the T

FDP_ITT.2 T
relevant attrig

FDP_ITT.3 In
for identified i

FDP_ITT.4 A
integrity moni

10.8.3 Mana

ly Behaviour

Fement of FDP_ITT.1, FDP_ITT.2

butes and the user data received.

P_ITC.2.4

the source of the user data.
P_ITC.2.5
[OE: [assignment: additional importation control rules].

bl TOE transfer (FDP_ITT)

rts of a TOE across an internal channel. This may bescontrasted with the Inter-TSF use
transfer protection (FDP_UCT) and Inter-TSF user data integrity transfer protection (FDH

a-is as

from

ween
r data
| UIT)

h provide protection for user data when it is transfefred between distinct TSFs across an external

Export from the TOE (FDP_ETC) and Import from:outside of the TOE (FDP_ITC), which ad
J transfer of data to or from outside the TOE.

onent levelling

asic internal transfer protection, requires that user data be protected when transmitted be
OE.

ransmission separation by -attribute, requires separation of data based on the value of
utes in addition to the first. component.

tegrity monitoring,requires that the TSF monitor user data transmitted between parts of thqg
ntegrity errors.

ttribute-based "integrity monitoring expands on the third component by allowing the fg
toring to(differ by SFP-relevant attribute.

dress

ween

SFP-

TOE

rm of

The following

a)

actions could be considered for the management functions in FMT:

If the TSF provides multiple methods to protect user data during transmission between physically

separated parts of the TOE, the TSF could provide a pre-defined role with the ability to select the method
that will be used.

10.8.4 Management of FDP_ITT.3, FDP_ITT.4

The following

actions could be considered for the management functions in FMT:

a) The specification of the actions to be taken upon detection of an integrity error could be configurable.
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10.8.5 Audit of FDP_ITT.1, FDP_ITT.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Successful transfers of user data, including identification of the protection method used.

b) Basic: All attempts to transfer user data, including the protection method used and any errors that
occurred.

10.8.6 Audit of FDP_ITT.3, FDP_ITT.4

The fpllowing actions should be auditable if FAU_GEN Security audit data generation is‘in¢luded in the
PP/ST:

a) Minimal: Successful transfers of user data, including identification of the integrity pratection method used.

b) Basic: All attempts to transfer user data, including the integrity protection. method used and any errors
that occurred.

c) Hasic: Unauthorised attempts to change the integrity protection methied:
d) Detailed: The action taken upon detection of an integrity error.

10.8.7 FDP_ITT.1 Basic internal transfer protection

Hierafchical to:  No other components.

Depepdencies: [FDP_ACC.1 Subset access control;“or

FDP_IFC.1 Subset information-flow control]

10.8.7.1 FDP_ITT.11

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow coptrol SFP(s)]
to prevent the [selection: dis¢losure, modification, loss of use] of user data when it i§ transmitted
betwéen physically-separated parts of the TOE.

10.8.I FDP_ITT.2 Transmission separation by attribute
Hierafchical to: FDP_ITT.1 Basic internal transfer protection

Depepdencies’ )*[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

10.8.8.1 FDP_ITT.2.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] to
prevent the [selection: disclosure, modification, loss of use] of user data when it is transmitted between
physically-separated parts of the TOE.

10.8.8.2 FDP_ITT.2.2

The TSF shall separate data controlled by the SFP(s) when transmitted between physically-separated

parts of the TOE, based on the values of the following: [assignment: security attributes that require
separation).
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10.8.9 FDP_ITT.3 Integrity monitoring

Hierarchical to:

No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FDP_ITT.1 Basic internal transfer protection
10.8.9.1 FDP_ITT.3.1

The TSF sh
to monitor
errors: [assi

10.8.9.2 FD

ill enforce the [assignment: access control SFP(s) and/or information flow control-S}

ser data transmitted between physically-separated parts of the TOE for thefoliq
gnment: integrity errors].

P_ITT.3.2

Upon detecfion of a data integrity error, the TSF shall [assignment: specify the action to be

upon integrii
10.8.10 FD
Hierarchical t

Dependencie

10.8.10.1 FD

The TSF shd
monitor user
[assignment:

ty error].

P_ITT.4 Attribute-based integrity monitoring
pb:  FDP_ITT.3 Integrity monitoring
5:  [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

FDP_ITT.2 Transmission separation by-attribute

P_ITT.41

Il enforce the [assignment: access control SFP(s) and/or information flow control SFP

data transmitted between physically-separated parts of the TOE for the following e
integrity errors], based on.the following attributes: [assignment: security attributes

require separate transmission channels].

10.8.10.2 FDO

Upon detecti

integrity error.

10.9 Resid

P_ITT.4.2

bn of a data ‘integrity error, the TSF shall [assignment: specify the action to be taken

hal information protection (FDP_RIP)

~P(s)]

wing

faken

s)] to
rrors:
5 that

upon

10.9.1 Family Behaviour

This family addresses the need to ensure that any data contained in a resource is not available when the
resource is de-allocated from one object and reallocated to a different object. This family requires protection
for any data contained in a resource that has been logically deleted or released, but may still be present within
the TSF-controlled resource which in turn may be re-allocated to another object.

10.9.2 Component levelling

FDP_RIP.1 Subset residual information protection, requires that the TSF ensure that any residual information
content of any resources is unavailable to a defined subset of the objects controlled by the TSF upon the
resource's allocation or deallocation.
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FDP_RIP.2 Full residual information protection, requires that the TSF ensure that any residual information
content of any resources is unavailable to all objects upon the resource's allocation or deallocation.

10.9.3 Management of FDP_RIP.1, FDP_RIP.2
The following actions could be considered for the management functions in FMT:

a) The choice of when to perform residual information protection (i.e. upon allocation or deallocation) could
be made configurable within the TOE.

10.9.4 Audit of FDP_RIP.1, FDP_RIP.2

Therg are no auditable events foreseen.

10.9.5 FDP_RIP.1 Subset residual information protection
Hierafchical to:  No other components.

Depephdencies: No dependencies.

10.9.5.1 FDP_RIP.1.1

The TSF shall ensure that any previous information content of-a resource is made una\xlilable upon
the [gelection: allocation of the resource to, deallocation ofthe resource from] the following objects:
[assignment: list of objects].

10.9.6 FDP_RIP.2 Full residual information protection
Hierafchical to:  FDP_RIP.1 Subset residual information protection
Depepdencies: No dependencies.

10.9.6.1 FDP_RIP.2.1

The TSF shall ensure that any previous information content of a resource is made unavailaple upon the
[seleqtion: allocation of the resource’ to, deallocation of the resource from] all objects.

10.10 Rollback (FDP_ROL)
10.10{1 Family Behaviour
The rpllback operation involves undoing the last operation or a series of operations, bounded By some limit,

such fas a pefiod' of time, and return to a previous known state. Rollback provides the ability to undo the
effects of aroperation or series of operations to preserve the integrity of the user data.

10.10.2\.“Component levelling

FDP_ROL.1 Basic rollback addresses a need to roll back or undo a limited number of operations within the
defined bounds.

FDP_ROL.2 Advanced rollback addresses the need to roll back or undo all operations within the defined
bounds.

10.10.3 Management of FDP_ROL.1, FDP_ROL.2
The following actions could be considered for the management functions in FMT:

a) The boundary limit to which rollback may be performed could be a configurable item within the TOE.
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b) Permission to perform a rollback operation could be restricted to a well defined role.
10.10.4 Audit of FDP_ROL.1, FDP_ROL.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: All successful rollback operations.

b) Basic: All attempts to perform rollback operations.

i - All_att tc t rf, [1T2Y I 11 H ludi id +ifi 11 f thao t £ i
¢) Detailed -Alattemptstoperformrollback—operations—including-identification—of thetypesof operations

rolled bagk.
10.10.5 FDP_ROL.1 Basic rollback
Hierarchical tp:  No other components.
Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
10.10.5.1 FOP_ROL.1.1
The TSF shdll enforce [assignment: access control SFP(s) and/or-information flow control SFP(s)] to
permit the rollback of the [assignment: list of operations] on/the [assignment: information and/or list
of objects].

10.10.5.2 FOP_ROL.1.2

The TSF shall permit operations to be rolled back-within the [assignment: boundary limit to which
rollback may be performed].

10.10.6 FDP_ROL.2 Advanced rollback

Hierarchical tp: FDP_ROL.1 Basic rollback

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1/Subset information flow control]
10.10.6.1 FOP_ROL.2.1

The TSF shall enforce [assignment: access control SFP(s) and/or information flow control SFP(s)] to permit
the rollback of all the operations on the [assignment: list of objects].

10.10.6.2 FDP_ROL.2.2

The TSF shall permit operations to be rolled back within the [assignment: boundary limit to which rollback may
be performed)].

10.11 Stored data integrity (FDP_SDI)

10.11.1 Family Behaviour

This family provides requirements that address protection of user data while it is stored within containers
controlled by the TSF. Integrity errors may affect user data stored in memory, or in a storage device. This

family differs from Internal TOE transfer (FDP_ITT) which protects the user data from integrity errors while
being transferred within the TOE.
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10.11.2 Component levelling

FDP_SDI.1 Stored data integrity monitoring, requires that the TSF monitor user data stored within containers
controlled by the TSF for identified integrity errors.

FDP_SDI.2 Stored data integrity monitoring and action adds the additional capability to the first component by
allowing for actions to be taken as a result of an error detection.

10.11.3 Management of FDP_SDI.1

There are no management activities foreseen.

10.11{4 Management of FDP_SDI.2

The fopllowing actions could be considered for the management functions in FMT:

a) The actions to be taken upon the detection of an integrity error could be configurable.
10.11|5 Audit of FDP_SDI.1

The fpllowing actions should be auditable if FAU_GEN Security audit<data generation is in¢luded in the
PP/ST:

a) Minimal: Successful attempts to check the integrity of user data, including an indication of jthe results of
the check.

b) HBasic: All attempts to check the integrity of user data/including an indication of the results of the check, if
erformed.

o)

c) [Detailed: The type of integrity error that occurred.
10.116 Audit of FDP_SDI.2

The following actions should be auditable if FAU_GEN Security audit data generation is in¢gluded in the
PP/ST:

a) Minimal: Successful attempts to check the integrity of user data, including an indication of fthe results of
Ihe check.

—

b) HBasic: All attempts te’check the integrity of user data, including an indication of the results of the check, if
performed.

c) [Detailed; The type of integrity error that occurred.

d) Detailed: The action taken upon detection of an integrity error.

10.11.7 FDP_SDI.1 Stored data integrity monitoring
Hierarchical to:  No other components.

Dependencies:  No dependencies.

10.11.7.1 FDP_SDI.1.1

The TSF shall monitor user data stored in containers controlled by the TSF for [assignment: integrity
errors] on all objects, based on the following attributes: [assignment: user data attributes].
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10.11.8 FDP_SDI.2 Stored data integrity monitoring and action

Hierarchical to:

Dependencies:

FDP_SDI.1 Stored data integrity monitoring

No dependencies.

10.11.8.1 FDP_SDI.2.1

The TSF shall monitor user data stored in containers controlled by the TSF for [assignment: integrity errors]

on all objects,

10.11.8.2 FD

Upon detect

10.12 Inten
10.12.1 Fan
This family d

an external ¢
10.12.2 Co

In FDP_UCT
data while in

10.12.3 Ma
There are no
10.124 Au

The following
PP/ST:

a) Minimal:
b) Basic: TH
c) Basic: A

transmitt
10.12.5 FD

based on the following attributes: [assignment: user data attributes].

P_SDI|.2.2

on of a data integrity error, the TSF shall [assignment: action to be taken].
-TSF user data confidentiality transfer protection (FDP_UCT)

hily Behaviour

bfines the requirements for ensuring the confidentiality of user data, when it is transferred
nannel between the TOE and another trusted IT product.

mponent levelling

1 Basic data exchange confidentiality, the goal is to provide protection from disclosure o
ransit.

hagement of FDP_UCT.1
management activities foreseen.
it of FDP_UCT.1

actions should be auditable if(FAU_GEN Security audit data generation is included

The identity of any user or_subject using the data exchange mechanisms.
e identity of any unauthorised user or subject attempting to use the data exchange mecharj

reference to_the-names or other indexing information useful in identifying the user data tha
ed or receiyed. This could include security attributes associated with the information.

P UCT.1'Basic data exchange confidentiality

Hierarchical t

using

f user

n the

isms.

t was

D:\"No other components.

Dependencies: [FTP_ITC.1 Inter-TSF trusted channel, or
FTP_TRP.1 Trusted path]
[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
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10.12.5.1 FDP_UCT.11

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)]
to be able to [selection: transmit, receive] user data in a manner protected from unauthorised
disclosure.

10.13 Inter-TSF user data integrity transfer protection (FDP_UIT)

10.13.1 Family Behaviour

This family defines the requirements for providing integrity for user data in transit between the TOE and
another—trostedt—productand—recoverngfrom—detectable—errors—Ata—minimur—this—amiyymonitors  the

integnty of user data for modifications. Furthermore, this family supports different ways of corregting detected
integrjty errors.

10.13[2 Component levelling

FDP_[UIT.1 Data exchange integrity addresses detection of modifications, deletions, insertiong, and replay
errorg of the user data transmitted.

FDP_UIT.2 Source data exchange recovery addresses recovery of the griginal user data by the ffeceiving TSF
with Help from the source trusted IT product.

FDP_UIT.3 Destination data exchange recovery addresses recovery of the original user data by|the receiving
TSF gn its own without any help from the source trusted IT product.

10.13|3 Management of FDP_UIT.1, FDP_UIT.2, FDP_UIT.3
Therg are no management activities foreseen.
10.13l4 Audit of FDP_UIT.1

The following actions should be auditable if FAU_GEN Security audit data generation is in¢luded in the
PP/ST:

a) Minimal: The identity of any-user or subject using the data exchange mechanisms.

b) Basic: The identity of any user or subject attempting to use the user data exchange mechanisms, but who
§ unauthorised to do.so.

(¢
~
we]

asic: A referenceto the names or other indexing information useful in identifying the user fata that was
transmitted.or reéceived. This could include security attributes associated with the user data.

d) Basic; Any identified attempts to block transmission of user data.

e) Detailed: The types and/or effects of any detected modifications of transmitted user data.

10.13.5 Audit of FDP_UIT.2, FDP_UIT.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: The identity of any user or subject using the data exchange mechanisms.
b) Minimal: Successful recovery from errors including they type of error that was detected.

c) Basic: The identity of any user or subject attempting to use the user data exchange mechanisms, but who
is unauthorised to do so.
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d) Basic: A reference to the names or other indexing information useful in identifying the user data that was
transmitted or received. This could include security attributes associated with the user data.

e) Basic: Any identified attempts to block transmission of user data.
f)  Detailed: The types and/or effects of any detected modifications of transmitted user data.
10.13.6 FDP_UIT.1 Data exchange integrity

Hierarchical to: No other components.

Dependencies—FBR-ACCA-Subset-access-controh-or
FDP_IFC.1 Subset information flow control]
[FTP_ITC.1 Inter-TSF trusted channel, or
FTP_TRP.1 Trusted path]

10.13.6.1 FOP_UIT.1.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)]
to be able |[to [selection: transmit, receive] user data in a marner protected from [sele¢tion:
modification, deletion, insertion, replay] errors.

10.13.6.2 FDP_UIT.1.2

The TSF shdll be able to determine on receipt of user data, whether [selection: modification, deletion,
insertion, replay] has occurred.

10.13.7 FDP_UIT.2 Source data exchange recovery
Hierarchical tp:  No other components.

Dependencie

7

[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FDP_UIT.1 Data‘exchange integrity, or
FTP_ITC Inter-TSF trusted channel]
10.13.7.1 FOP_UIT.2(1

The TSF shall enforce the [assighment: access control SFP(s) and/or information flow control SkP(s)]

to be able tq recover from [assignment: list of recoverable errors] with the help of the source trusted
IT product.

10.13.8 FDP_UIT.3 Destination data exchange recovery

Hierarchical to: FDP_UIT.2 Source data exchange recovery

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FDP_UIT.1 Data exchange integrity, or

FTP_ITC.1 Inter-TSF trusted channel]
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.8.1 FDP_UIT.31

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] to be
able to recover from [assignment: list of recoverable errors] without any help from the source trusted IT

produ

ct.

11 Class FIA: Identification and authentication

Families in this class address the requirements for functions to establish and verify a claimed user identity.

Identification and Authentication is required to ensure that users are associated with the proper security

attriby

The |
users
deal
and W
(e.g.
users

tes(e-g- Tdentity, groups, TOlES, Security or megrity fevetsy:

nambiguous identification of authorised users and the correct association of security g
and subjects is critical to the enforcement of the intended security policies. The:families
vith determining and verifying the identity of users, determining their authority{o interact
ith the correct association of security attributes for each authorised user. Other-classes of
User Data Protection, Security Audit) are dependent upon correct identification and aut
in order to be effective.

ttributes with
in this class
vith the TOE,
requirements
nentication of
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FIA AFL: Authentication failures 1
FIA ATD: User attribute definition 1
1
FIA SOS: Specification of secrets <
2
1 2
3
4
FIA UAU: User authentication
5
6
7
FIA UID:'Uker identification 1 2
FTAUSB: User-subject binding 1
Figure 41 - FIA: Identification and authentication class decomposition
11.1 Autheptication failures (FIA_AFL)

11.1.1 Family Behaviour

This family contains requirements for defining values for some number of unsuccessful authentication
attempts and TSF actions in cases of authentication attempt failures. Parameters include, but are not limited
to, the number of failed authentication attempts and time thresholds.

11.1.2 Component levelling

FIA_AFL.1 Authentication failure handling, requires that the TSF be able to terminate the session
establishment process after a specified number of unsuccessful user authentication attempts. It also requires
that, after termination of the session establishment process, the TSF be able to disable the user account or
the point of entry (e.g. workstation) from which the attempts were made until an administrator-defined
condition occurs.
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11.1.3 Management of FIA_AFL.1

The following actions could be considered for the management functions in FMT:
a) management of the threshold for unsuccessful authentication attempts;

b) management of actions to be taken in the event of an authentication failure.
11.1.4 Audit of FIA_AFL.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST

Minimal: the reaching of the threshold for the unsuccessful authentication attempts and thg actions (e.g.
disabling of a terminal) taken and the subsequent, if appropriate, restoration to the nhormal state (e.g. re-
gnabling of a terminal).

a)

11.1.% FIA_AFL.1 Authentication failure handling
Hierafchical to:  No other components.
Dependencies: FIA_UAU.1 Timing of authentication
11.1.51 FIA_AFL.1.1

The TSF shall detect when [selection: [assignment:positive integer number], an ddministrator
confﬁ;urable positive integer within[assignment</range of acceptable values]] JUnsuccessful
authentication attempts occur related to [assignment: list of authentication events].

11.1.5.2 FIA_AFL.1.2

When the defined number of unsuccessful authentication attempts has been [selgction: met,
surpgssed], the TSF shall [assignment:\list of actions].

11.2 |User attribute definition (FIA_ATD)
11.2.1 Family Behaviour

All authorised users may-have a set of security attributes, other than the user's identity, that is uged to enforce
the SFRs. This family@defines the requirements for associating user security attributes with users|as needed to
suppqrt the TSF in making security decisions.

11.2.2 Compoénent levelling

FIA_ATD,1-User attribute definition, allows user security attributes for each user to be maintaineq individually.

11.2.3 Management of FIA_ATD.1
The following actions could be considered for the management functions in FMT:

a) if so indicated in the assignment, the authorised administrator might be able to define additional security
attributes for users.

11.2.4 Audit of FIA_ATD.1

There are no auditable events foreseen.
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11.2.5 FIA_ATD.1 User attribute definition

Hierarchical to:

Dependencies:

11.2.5.1

No other components.

No dependencies.

FIA_ATD.11

The TSF shall maintain the following list of security attributes belonging to individual users:

[assignment:

11.3 Specification-of seerets{FA—

11.3.1 Famil

This family defines requirements for mechanisms that enforce defined quality metrics on provided secret

generate sec
11.3.2 Comy
FIA_SOS.1 V

FIA_SOS.2 T
quality metric

11.3.3 Mana
The following
a) the mang
11.3.4 Mana
The following
a) the mang

11.3.5 Audit

The following
PP/ST:

ly Behaviour

gement of FIA_SOS.1

gement of FIA_SOS.2

list of security attributes].

SOS)

A A=A~ |

ets to satisfy the defined metric.
onent levelling
erification of secrets, requires the TSF to verify that secrets meet defined quality metrics.

SF Generation of secrets, requires the TSF to be able to denerate secrets that meet d
5.

actions could be considered for the management-functions in FMT:

gement of the metric used to verify the secrets.

actions could be considered for,the management functions in FMT:
gement of the metric used\te-generate the secrets.
of FIA_SO0S.1, FIA_SOS.2

actions should be auditable if FAU_GEN Security audit data generation is included

Rejection by the TSF of any tested secret;

bjection or acceptance by the TSF of any tested secret;

s and

bfined

n the

a) Minimal:
b) Basic: R{
c) Detailed:

Identification of any changes to the defined quality metrics.

11.3.6 FIA_SOS.1 Verification of secrets

Hierarchical to:

Dependencie

11.3.6.1

No other components.

s:  No dependencies.

FIA_SOS.1.1

The TSF shall provide a mechanism to verify that secrets meet [assignment: a defined quality metric].
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11.3.7 FIA_S0S.2 TSF Generation of secrets

Hierarchical to:  No other components.

Dependencies: No dependencies.

11.3.71 FIA_S0S.2.1

The TSF shall provide a mechanism to generate secrets that meet [assignment: a defined quality

metric].

11.3.7.2—FIA_S0S.2.2

The TSF shall be able to enforce the use of TSF generated secrets for [assignment:
functjons].

11.4 |User authentication (FIA_UAU)

11.4.1 Family Behaviour

This family defines the types of user authentication mechanisms suppérted by the TSF. Th
defings the required attributes on which the user authentication mechanisms must be based.
11.4.2 Component levelling

FIA_UAU.1 Timing of authentication, allows a user to perforntcertain actions prior to the authen
user'y identity.

FIA_UYAU.2 User authentication before any action,“requires that users are authenticated befq
actior] will be allowed by the TSF.

FIA_UAU.3 Unforgeable authentication Unforgeable authentication, requires the authentication 1
be able to detect and prevent the use of authentication data that has been forged or copied.
FIA_UYAU.4 Single-use authentication. mechanisms, requires an authentication mechanism that
singld-use authentication data.

FIA_YAU.5 Multiple authentication mechanisms, requires that different authentication me
provided and used to authenticate user identities for specific events.

FIA_JAU.6 Re-authenticating, requires the ability to specify events for which the user nee
authenticated.

FIA_ UAU.ZProtected authentication feedback, requires that only limited feedback information i
the ugerduring the authentication.

list of TSF

s family also

tication of the

re any other

nechanism to

bperates with

chanisms be

ds to be re-

s provided to

11.4.3 Management of FIA_UAU .1

The following actions could be considered for the management functions in FMT:

a) management of the authentication data by an administrator;

b) management of the authentication data by the associated user;

c) managing the list of actions that can be taken before the user is authenticated.

11.4.4 Management of FIA_UAU.2

The following actions could be considered for the management functions in FMT:
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a) management of the authentication data by an administrator;

b) management of the authentication data by the user associated with this data.
11.4.5 Management of FIA_UAU.3, FIA_UAU .4, FIA_UAU.7

There are no management activities foreseen.

11.4.6 Management of FIA_UAU.5

The following actions could be considered for the management functions in FMT:

a) the management of authentication mechanisms;

b) the management of the rules for authentication.

11.4.7 Management of FIA_UAU.6

The following|actions could be considered for the management functions in FMT:

a) if an alithorised administrator could request re-authentication, the mamagement includes @ re-
authentigation request.

11.4.8 Audit(of FIA_UAU.1

The following actions should be auditable if FAU_GEN Security~audit data generation is included |n the
PP/ST:

a) Minimal:|Unsuccessful use of the authentication mechanism;

b) Basic: Al] use of the authentication mechanism;

c) Detailed{All TSF mediated actions performed,before authentication of the user.
11.4.9 Audit|of FIA_UAU.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal:[Unsuccessful uge of the authentication mechanism;
b) Basic: All use of the’authentication mechanism.

11.4.10 Audit of FIA_UAU.3

The followind actions should be auditable if FAU GEN Security audit data generation is included iIn the
PP/ST:

a) Minimal: Detection of fraudulent authentication data;
b) Basic: Allimmediate measures taken and results of checks on the fraudulent data.
11.4.11 Audit of FIA_UAU.4

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Attempts to reuse authentication data.
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11.4.12 Audit of FIA_UAU.5

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: The final decision on authentication;

b) Basic: The result of each activated mechanism together with the final decision.

11.4.13 Audit of FIA_UAU.6

iacluded in the

a) Minimal: Failure of reauthentication;

b) Basic: All reauthentication attempts.

11.4.14 Audit of FIA_UAU.7

Therg are no auditable events foreseen.

11.4.15 FIA_UAU.1 Timing of authentication
Hierafchical to:  No other components.
Depepdencies: FIA_UID.1 Timing of identification
11.4.15.1 FIA_UAU.11

The TSF shall allow [assighment: list of TSF-mediated actions] on behalf of the user to e performed
before the user is authenticated.

11.4.15.2 FIA_UAU.1.2

The TSF shall require each user to be successfully authenticated before allowing any other TSF-
mediated actions on behalf of that user.

11.4.16 FIA_UAU.2 Userauthentication before any action
Hierafchical to:  FIA .UAU.1 Timing of authentication
Depepdencies: ) "FIA_UID.1 Timing of identification

11.4.16.4,'FIA_UAU.2.1

The TSF shall require each user to be successfully authenticated before allowing any other TSF-mediated
actions on behalf of that user.

11.4.17 FIA_UAU.3 Unforgeable authentication
Hierarchical to:  No other components.
Dependencies:  No dependencies.

11.4.17.1 FIA_UAU.3.1

The TSF shall [selection: detect, prevent] use of authentication data that has been forged by any user
of the TSF.
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11.4.17.2 FIA_UAU.3.2

The TSF shall [selection: detect, prevent] use of authentication data that has been copied from any
other user of the TSF.

11.4.18 FIA_UAU.4 Single-use authentication mechanisms
Hierarchical to:  No other components.

Dependencies: No dependencies.

11.4.18.1 FIAUAU4A

The TSF shall prevent reuse of authentication data related to [assignment: identified authenti¢ation
mechanism(s)].

11.4.19 FIA_UAU.5 Multiple authentication mechanisms
Hierarchical tp:  No other components.

Dependencies: No dependencies.

11.4.19.1 FIA_UAU.5.1

The TSF shall provide [assignment: list of multiple authentication mechanisms] to support| user
authentication.

11.4.19.2 FIA_UAU.5.2

The TSF shall authenticate any user's claimed identity‘according to the [assignment: rules describing
how the multiple authentication mechanisms provide authentication].

11.4.20 FIA_UAU.6 Re-authenticating
Hierarchical tp:  No other components.
Dependencies: No dependencies.

11.4.20.1 FIA_UAU.6.1

The TSF shall re-authenticate the user under the conditions [assignment: list of conditions under
which re-authentication)is required].

11.4.21 FIA_UAU:7Protected authentication feedback

Hierarchical tp:\.¥"No other components.

Dependencies: FIA_UAU.1 Timing of authentication
11.4.21.1 FIA_UAU.71

The TSF shall provide only [assignment: list of feedback] to the user while the authentication is in
progress.
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11.5 User identification (FIA_UID)
11.5.1 Family Behaviour

This family defines the conditions under which users shall be required to identify themselves before
performing any other actions that are to be mediated by the TSF and which require user identification.

11.5.2 Component levelling

FIA_UID.1 Timing of identification, allows users to perform certain actions before being identified by the TSF.

FIA LIII‘\’) Ll = EH H FH baf tH H th ot | EH o k. ] baf th
YT 2O ST TaCTTmoatiuTT UCTOTC ATy abtuoIT, TOCUUTTC S tat OSCTS TACTIUTy —aTeTITSTTVE S verqre any other

actior] will be allowed by the TSF.

11.5.3 Management of FIA_UID.1

The following actions could be considered for the management functions in FMT:
a) the management of the user identities;

b) ifian authorised administrator can change the actions allowed before identification, the mahaging of the
action lists.

11.5.4 Management of FIA_UID.2

The fpllowing actions could be considered for the managemient functions in FMT:
a) the management of the user identities.

11.5.% Audit of FIA_UID.1, FIA_UID.2

The following actions should be auditable>iff FAU_GEN Security audit data generation is in¢luded in the
PP/ST:

a) Minimal: Unsuccessful use of the.user identification mechanism, including the user identity pfovided;
b) Basic: All use of the user identification mechanism, including the user identity provided.
11.5.6 FIA_UID.1 Timing of identification

Hierafchical to:  No.ether components.

Depehdencies: ) ‘No dependencies.

11.5.T.1 FIA_UID.1.1

The TSF shall allow [assignment: list of TSF-mediated actions] on behalf of the user to be performed
before the user is identified.

11.5.6.2 FIA_UID.1.2

The TSF shall require each user to be successfully identified before allowing any other TSF-mediated
actions on behalf of that user.

11.5.7 FIA_UID.2 User identification before any action
Hierarchical to:  FIA_UID.1 Timing of identification

Dependencies: No dependencies.
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11.5.71 FIA_UID.2.1

The TSF shall require each user to be successfully identified before allowing any other TSF-mediated actions
on behalf of that user.

11.6 User-subject binding (FIA_USB)
11.6.1 Family Behaviour
An authenticated user, in order to use the TOE, typically activates a subject. The user's security attributes are

associated (totally or part|ally) with this subject. This family defines requirements to create and maintain the

J
association oftheusers-securityatiributesto-a-subjectactingontheusers-behal:

11.6.2 Component levelling

FIA_USB.1 User-subject binding, requires the specification of any rules governing the association befween
user attributes and the subject attributes into which they are mapped.

11.6.3 Management of FIA_USB.1

The following|actions could be considered for the management functions in FMT;
a) an authofised administrator can define default subject security attributes:

b) an authorised administrator can change subject security attributes.

11.6.4 Audit{of FIA_USB.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal:|Unsuccessful binding of user security attributes to a subject (e.g. creation of a subject).

b) Basic: Sliccess and failure of binding of. Gser security attributes to a subject (e.g. success or failure to
create a subject).

11.6.5 FIA_USB.1 User-subject binding
Hierarchical tp:  No other compenents.
Dependencies: FIA_ATDY User attribute definition

11.6.5.1 FIA_USB.1.1

The TSF shall/associate the following user security attributes with subjects acting on the behalf of
that user: [aIsignment: list of user security attributes]. r

11.6.5.2 FIA_USB.1.2

The TSF shall enforce the following rules on the initial association of user security attributes with
subjects acting on the behalf of users: [assignment: rules for the initial association of attributes].

11.6.5.3 FIA_USB.1.3

The TSF shall enforce the following rules governing changes to the user security attributes associated
with subjects acting on the behalf of users: [assignment: rules for the changing of attributes].
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12 Class FMT: Security management

This class is intended to specify the management of several aspects of the TSF: security attributes, TSF data
and functions. The different management roles and their interaction, such as separation of capability, can be
specified.

This class has several objectives:

a) management of TSF data, which include, for example, banners;

b) management of security attributes, which include, for example, the Access Control Lists, and Capability

Lystss

c) management of functions of the TSF, which includes, for example, the selection of functions|, and rules or
cpnditions influencing the behaviour of the TSF;

d) definition of security roles.
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FMT MOF: Management of functions in TSF 1
1
2
FMT MSA: Management of security attributes
3
4
1
FMT MTD: Management of TSF data 2
3
FMT REV: Revocation 1
FMT SAE: Security attribute expiration 1
FMT SMF: Specification of Management Functions 1
1 2
IMVMT SMR: Security management roles <
3

Figure 12 - FMT: Security management class decomposition
12.1 Management of functions in TSF (FMT_MOF)

12.1.1 Family Behaviour

This family allows authorised users control over the management of functions in the TSF. Examples of
functions in the TSF include the audit functions and the multiple authentication functions.

12.1.2 Component levelling

FMT_MOF.1 Management of security functions behaviour allows the authorised users (roles) to manage the
behaviour of functions in the TSF that use rules or have specified conditions that may be manageable.
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12.1.3 Management of FMT_MOF.1

The following actions could be considered for the management functions in FMT:
a) managing the group of roles that can interact with the functions in the TSF;
12.1.4 Audit of FMT_MOF.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) B

12.1.% FMT_MOF.1 Management of security functions behaviour
Hierafchical to:  No other components.

Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

12.1.%1 FMT_MOF.1.1

The TSF shall restrict the ability to [selection: determine thébehaviour of, disable, enablé, modify the
behaviour of] the functions [assignment: list of functions]-to [assignment: the authorised identified
roles].
12.2 [Management of security attributes (FMT_MSA)
12.2.1 Family Behaviour

This family allows authorised users control>over the management of security attributes. This [management
mightfinclude capabilities for viewing and-modifying of security attributes.

12.2.2 Component levelling

FMT_[MSA.1 Management of ‘security attributes allows authorised users (roles) to manage [the specified
securlty attributes.

FMT_[MSA.2 Secure (Security attributes ensures that values assigned to security attributes gre valid with
respegt to the secure state.

FMT_[MSA.3 Static attribute initialisation ensures that the default values of security attributes are|appropriately
either| permissive or restrictive in nature.

FMT _[MSA.4 Security attribute value inheritance allows the rules/policies to be specified that Will dictate the
value to be inherited by a security attribute.

12.2.3 Management of FMT_MSA.1

The following actions could be considered for the management functions in FMT:
a) managing the group of roles that can interact with the security attributes;

b) management of rules by which security attributes inherit specified values.
12.2.4 Management of FMT_MSA.2

The following actions could be considered for the management functions in FMT:
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a)
12.2.5 Mana

The following

a) managin
b) managin
c)

12.2.6 Mana

The following
a) specifica

12.2.7 Audit

The following

PP/ST:
a) Basic: Al

12.2.8 Audit

The following

PP/ST:
a) Minimal:
b) Detailed:

12.2.9 Audit

The following

PP/ST:
a) Basic: M
b) Basic: Al

12.210 Au

The followind

management of rules by which security attributes inherit specified values.

gement of FMT_MSA.3
actions could be considered for the management functions in FMT:
g the group of roles that can specify initial values;

g the permissive or restrictive setting of default values for a given access control SFP;

management of rules by which security attributes inherit specified values.

L_;ement of FMT_MSA.4

actions could be considered for the management functions in FMT:
fion of the role permitted to establish or modify security attributes.
of FMT_MSA.1

actions should be auditable if FAU_GEN Security audit data g€neration is included

modifications of the values of security attributes.
of FMT_MSA.2

actions should be auditable if FAU_GEN Security audit data generation is included

All offered and rejected values for a security attribute.
All offered and accepted secure values for a security attribute.
of FMT_MSA.3

actions should be auditable if FAU_GEN Security audit data generation is included

pdifications of the default setting of permissive or restrictive rules.
modifications of the initial values of security attributes.

it of FMT_MSA.4

actions should be auditable if FAU GEN Security audit data generation is included

PP/ST:

a)
were mo

12211 FM
Hierarchical t

Dependencie

62

dified.

T_MSA.1 Management of security attributes
o:  No other components.
s: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

n the

n the

n the

n the

Basic: Modifications of security attributes, possibly with the old and/or values of security attributes that
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FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
12.2.11.1 FMT_MSA.1.1
The TSF shall enforce the [assignment: access control SFP(s), information flow control SFP(s)] to
restrict the ability to [selection: change_default, query, modify, delete, [assignment: other operations]]

the security attributes [assignment: list of security attributes] to [assignment: the authorised
identified roles].

12.2.12— EMT_MSA.2 Secure-security attributes
Hierafchical to:  No other components.
Depepdencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

12.2.12.1 FMT_MSA.2.1

The TSF shall ensure that only secure values are accepted for [assignment: list of security attributes].
12.2.13 FMT_MSA.3 Static attribute initialisation
Hierafchical to:  No other components.

Depepdencies: FMT_MSA.1 Managementof security attributes
FMT_SMR.1 Security roles

12.2.13.1 FMT_MSA.3.1

The TSF shall enforce the [assignment: access control SFP, information flow control SFP] to provide
[sele¢tion, choose one-of: restrictive, permissive, [assignment: other property]] default values for
security attributes that-are used to enforce the SFP.

12.2.13.2 FMT_MSA.3.2

The TSF shall allow the [assignment: the authorised identified roles] to specify alterhative initial
valuels to'override the default values when an object or information is created.

12.2.14 FMT_MSA.4 Security attribute value inheritance

Hierarchical to:  No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

12.2.14.1 FMT_MSA.4.1

The TSF shall use the following rules to set the value of security attributes: [assignment: rules for
setting the values of security attributes]
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12.3 Management of TSF data (FMT_MTD)

12.3.1 Famil

y Behaviour

This family allows authorised users (roles) control over the management of TSF data. Examples of TSF data

include audit

information, clock and other TSF configuration parameters.

12.3.2 Component levelling

FMT_MTD.1 Management of TSF data allows authorised users to manage TSF data.
FMT_MTD2 :\vl:allaycmcnt Uf :;Ill;to UTT TSF data DPUU;I‘;UO thU Gl\.at;\.lll tU bU tﬂ:\Ull ;f :;III;tO UTT TSF da
reached or exceeded.

FMT_MTD.3
state.

12.3.3 Mana
The following
a) managin
12.3.4 Mana
The following
a) managin
12.3.5 Mana
There are no

12.3.6 Audit

The following
PP/ST:

a) Basic: Al
12.3.7 Audit

The following
PP/ST:
a) Basic: Al
b) Basic: Al

12.3.8 Audit

Secure TSF data ensures that values assigned to TSF data are valid with respect-to/the s

gement of FMT_MTD.1

actions could be considered for the management functions in FMT:
h the group of roles that can interact with the TSF data.

gement of FMT_MTD.2

actions could be considered for the management functions in FMT:
g the group of roles that can interact with the limitsion the TSF data.
gement of FMT_MTD.3

management activities foreseen.

of FMT_MTD.1

actions should be auditable’ if FAU_GEN Security audit data generation is included

modifications to the 'values of TSF data.
of FMT_MTD'2

actions_should be auditable if FAU_GEN Security audit data generation is included

a are

ecure

n the

n the

modifications to the limits on TSF data.

| modifications in the actions to be taken in case of violation of the limits.

of FMT_MTD.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Minimal:

12.3.9 FMT_

Hierarchical t

64

All rejected values of TSF data.
MTD.1 Management of TSF data

o: No other components.
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Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
12.3.9.1 FMT_MTD.1.1
The TSF shall restrict the ability to [selection: change_default, query, modify, delete, clear,
[assignment: other operations]] the [assignment: list of TSF data] to [assignment: the authorised

identified roles].

12.3.10 FMT_MTD.2 Management of limits on TSF data

Hierafchical to:  No other components.

Depepdencies: FMT_MTD.1 Management of TSF data
FMT_SMR.1 Security roles

12.3.10.1 FMT_MTD.2.1

The TSF shall restrict the specification of the limits for [assignment Jist of TSF data] to [assignment:
the authorised identified roles].

12.3.10.2 FMT_MTD.2.2

The TSF shall take the following actions, if the TSF-data are at, or exceed, the indicated limits:
[assignment: actions to be taken].

12.3.11 FMT_MTD.3 Secure TSF data

Hierafchical to:  No other components.

Depepdencies: FMT_MTD.1 Managemént of TSF data
12.3.11.1 FMT_MTD.3.1

The TSF shall ensure that only’secure values are accepted for [assignment: list of TSF data].
12.4 [Revocation (FMTREV)

12.4.1 Family Behaviour

This family addrésses revocation of security attributes for a variety of entities within a TOE.

12.4.2 Component levelling

FMT_REV.1 Revocation provides for revocation of security attributes to be enforced at some point in time.
12.4.3 Management of FMT_REV.1

The following actions could be considered for the management functions in FMT:

a) managing the group of roles that can invoke revocation of security attributes;

b) managing the lists of users, subjects, objects and other resources for which revocation is possible;

c) managing the revocation rules.
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12.4.4 Audit of FMT_REV.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Unsuccessful revocation of security attributes.
b) Basic: All attempts to revoke security attributes.

12.4.5 FMT_REV.1 Revocation

Hierarchical tp—Neo-othercomponents-
Dependencies: FMT_SMR.1 Security roles
12.4.51 FMT_REV.1.1

The TSF shall restrict the ability to revoke [assignment: list of security attributes] associated with the
[selection: users, subjects, objects, [assignment: other additional resources]] under the control of the
TSF to [assignment: the authorised identified roles].

12.4.5.2 FMT_REV.1.2

The TSF shalll enforce the rules [assignment: specification of revocation rules].

12.5 Securijty attribute expiration (FMT_SAE)

12.5.1 Family Behaviour

This family addresses the capability to enforce time limits-for the validity of security attributes.

12.5.2 Component levelling

FMT_SAE.1 Time-limited authorisation providés the capability for an authorised user to specify an expiration
time on specified security attributes.

12.5.3 Management of FMT_SAE.1

The following|actions could be g¢onsidered for the management functions in FMT:
a) managing the list of security attributes for which expiration is to be supported;
b) the actiops to be taken if the expiration time has passed.

12.5.4 Audit|of FMT_SAE.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: Specification of the expiration time for an attribute;
b) Basic: Action taken due to attribute expiration.

12.5.5 FMT_SAE.1 Time-limited authorisation

Hierarchical to:  No other components.

Dependencies: FMT_SMR.1 Security roles
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FPT_STM.1 Reliable time stamps
12.5.51 FMT_SAE.1.1

The TSF shall restrict the capability to specify an expiration time for [assignment: list of security
attributes for which expiration is to be supported] to [assignment: the authorised identified roles].

12.5.5.2 FMT_SAE.1.2

For each of these security attributes, the TSF shall be able to [assignment: list of actions to be taken
for each security attribute] after the expiration time for the indicated security attribute has passed.

12.6 |Specification of Management Functions (FMT_SMF)
12.6.1 Family Behaviour

This family allows the specification of the management functions to be provided(by’the TOE. [Management
functipns provide TSFI that allow administrators to define the parameters that control the operatign of security-
related aspects of the TOE, such as data protection attributes, TOE protectiomattributes, audit gttributes, and
identification and authentication attributes. Management functions also include those functions performed by
an ogerator to ensure continued operation of the TOE, such as backup{and recovery. This family works in
conjunction with the other components in the FMT: Security management class: the component in this family
calls put the management functions, and other families in FMT: Securjity management restrict thg ability to use
these|management functions.
12.6.2 Component levelling

FMT_[SMF.1 Specification of Management Functions\requires that the TSF provide specific |management
functipns.

12.6.3 Management of FMT_SMF.1
Therdg are no management activities foreseen.
12.6.4 Audit of FMT_SMF.1

The following actions should ‘be auditable if FAU_GEN Security audit data generation is in¢gluded in the
PP/ST:

a) Minimal: Use of the;management functions.
12.6.% FMT_SMFE.1 Specification of Management Functions

Hierafchicalito: No other components.

Depepdercies:  No dependencies.

12.6.5.1 FMT_SMF.1.1

The TSF shall be capable of performing the following management functions: [assignment: list of
management functions to be provided by the TSF].

12.7 Security management roles (FMT_SMR)
12.7.1 Family Behaviour

This family is intended to control the assignment of different roles to users. The capabilities of these roles with
respect to security management are described in the other families in this class.
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12.7.2 Component levelling
FMT_SMR.1 Security roles specifies the roles with respect to security that the TSF recognises.

FMT_SMR.2 Restrictions on security roles specifies that in addition to the specification of the roles, there are
rules that control the relationship between the roles.

FMT_SMR.3 Assuming roles, requires that an explicit request is given to the TSF to assume a role.

12.7.3 Management of FMT_SMR.1

The followingrastions-could-be-consideredforthe-managementfunctionsinFMT-
a) managing the group of users that are part of a role.

12.7.4 Management of FMT_SMR.2

The following|actions could be considered for the management functions in FMT:
a) managing the group of users that are part of a role;

b) managing the conditions that the roles must satisfy.

12.7.5 Management of FMT_SMR.3

There are no|management activities foreseen.

12.7.6 Audit{of FMT_SMR.1

The following actions should be auditable if FAU_ GEN<Security audit data generation is included in the
PP/ST:

a) Minimal:jmodifications to the group of users that are part of a role.
b) Detailed]every use of the rights of a role.
12.7.7 Audit|of FMT_SMR.2

The following actions should bejauditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal:[modificationsto the group of users that are part of a role.

b) Minimal:|unsuceessful attempts to use a role due to the given conditions on the roles.

c) Detailed]every use of the rights of a role.

12.7.8 Audit of FMT_SMR.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: explicit request to assume a role.
12.7.9 FMT_SMR.1 Security roles
Hierarchical to:  No other components.

Dependencies: FIA_UID.1 Timing of identification
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12.7.9.1 FMT_SMR.1.1

The TSF shall maintain the roles [assignment: the authorised identified roles].

12.7.9.2 FMT_SMR.1.2

The TSF shall be able to associate users with roles.

12.7.10 FMT_SMR.2 Restrictions on security roles

Hierarchical to: FMT_SMR.1 Security roles

Depe

12.7.10.1 FMT_SMR.2.1

The T|SF shall maintain the roles: [assignment: authorised identified roles].

12.7.10.2 FMT_SMR.2.2

The T|SF shall be able to associate users with roles.

12.7.10.3 FMT_SMR.2.3

The TSF shall ensure that the conditions [assignment: conditions for the different roles] a

12.7.11 FMT_SMR.3 Assuming roles

Hiera
Depe
12.7.1

The T

13 (

This ¢
misusg

ndencies: FIA_UID.1 Timing of identification

chical to:  No other components.
ndencies: FMT_SMR.1 Security roles
1.1 FMT_SMR.3.1

SF shall require an explicit request to assume the following roles: [assignment: the 1
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Figure 13 - FPR: Privacy class decomposition
mity (FPR_ANO)

nsures that a user may use a resource or'Service without disclosing the user's identity
for Anonymity provide protection of the user identity. Anonymity is not intended to prote

y.
onent levelling

Anonymity, requires that othier users or subjects are unable to determine the identity of 3
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Anonymity without-soliciting information enhances the requirements of FPR_ANO.1 Anor
nat the TSF does-net ask for the user identity.

management activities foreseen.
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of FPR_ANO.1, FPR_ANO.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Minimal:

The invocation of the anonymity mechanism.

13.1.5 FPR_ANO.1 Anonymity

Hierarchical to:

Dependencie

70

No other components.

s:  No dependencies.
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.51 FPR_ANO.11

The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine the real
user name bound to [assignment: list of subjects and/or operations and/or objects].

13.1

.6 FPR_ANO.2 Anonymity without soliciting information

Hierarchical to: FPR_ANO.1 Anonymity

Dependencies: No dependencies.

131

The

name|bound to [assignment: list of subjects and/or operations and/or objects].

13.1.

The
any

13.2 |Pseudonymity (FPR_PSE)

13.2

This

be acfpountable for that use.

13.2

FPR

a usel bound to a subject or operation, but that this user is still accountable for its actions.

FPR_[PSE.2 Reversible pseudonymity,(fequires the TSF to provide a capability to determine thg
identity based on a provided alias.

FPR_|
identity.

13.2.
Therd are no management activities foreseen.

13.2.4 Auditof FPR_PSE.1, FPR_PSE.2, FPR_PSE.3

The

.6-4—FPR-ANO-21

.1 Family Behaviour

.2 Component levelling

SF shall ensure that [assignment: set of users and/or subjects] are unable to determine

.2 FPR_ANO.2.2

reference to the real user name.

family ensures that a user may use a resource or service without disclosing its user identity

PSE.1 Pseudonymity requires that a set.of*Users and/or subjects are unable to determine

3 Managementof FPR_PSE.1, FPR_PSE.2, FPR_PSE.3

the real user

TSF shall provide [assignment: list of services] to [assignment: list lof-subjects] without soliciting

, but can still

he identity of

original user

PSE.3 Alias pseudonymity, requires the TSF to follow certain construction rules for the aligs to the user

following actions should be auditable if FAU GEN Security audit data generation is in

tluded in the

PP/ST:

a)

Minimal: The subject/user that requested resolution of the user identity should be audited.

13.2.5 FPR_PSE.1 Pseudonymity

Hierarchical to:  No other components.

Dependencies:  No dependencies.
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13.2.5.1 FPR_PSE.1.1

The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine the real
user name bound to [assignment: list of subjects and/or operations and/or objects].

13.2.5.2 FPR_PSE.1.2

The TSF shall be able to provide [assignment: number of aliases] aliases of the real user name to
[assignment: list of subjects].

13.2.5.3 FPR_PSE.1.3

The TSF shtl [selection, choose one of: determine an alias for a user, accept the alias from the|user]
and verify thiat it conforms to the [assignment: alias metric].

13.2.6 FPR_PSE.2 Reversible pseudonymity
Hierarchical tp: FPR_PSE.1 Pseudonymity
Dependencies: FIA_UID.1 Timing of identification
13.2.6.1 FPR_PSE.2.1

The TSF shqll ensure that [assignment: set of users and/or subjects] are*unable to determine the real] user
name bound [o [assignment: list of subjects and/or operations and/or,objéects].

13.2.6.2 FPR_PSE.2.2

The TSF shpll be able to provide [assignment: number.of aliases] aliases of the real user name to
[assignment: |list of subjects].

13.2.6.3 FPR_PSE.2.3

The TSF shqll [selection, choose one of: determine an alias for a user, accept the alias from the usel] and
verify that it conforms to the [assignment: alias 'metric].

13.2.6.4 FPR_PSE.2.4
The TSF shall provide [selection: an authorised user, [assignment: list of trusted subjecis]] a
capability tg determine the 'user identity based on the provided alias only under the follgwing
[assignmentt list of conditions].

13.2.7 FPR_PSE.3 Alias pseudonymity

Hierarchical tp: /,'EPR_PSE.1 Pseudonymity

Dependencies: No dependencies.
13.2.71 FPR_PSE.3.1

The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine the real user
name bound to [assignment: list of subjects and/or operations and/or objects].

13.2.7.2 FPR_PSE.3.2

The TSF shall be able to provide [assignment: number of aliases] aliases of the real user name to
[assignment: list of subjects].
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13.2.7.3 FPR_PSE.3.3

The TSF shall [selection, choose one of: determine an alias for a user, accept the alias from the user] and
verify that it conforms to the [assignment: alias metric].

13.2.7.4 FPR_PSE.3.4
The TSF shall provide an alias to the real user name which shall be identical to an alias provided

previously under the following [assignment: list of conditions] otherwise the alias provided shall be
unrelated to previously provided aliases.

13.3 Unlinkability (FPR-UNL}————
13.3.1 Family Behaviour

This family ensures that a user may make multiple uses of resources or services without others [being able to
link these uses together.

13.3.2 Component levelling

FPR_[UNL.1 Unlinkability, requires that users and/or subjects are unable tordetermine whether the same user
causdd certain specific operations.

13.3.3 Management of FPR_UNL.1

The following actions could be considered for the management functions in FMT:
a) the management of the unlinkability function.

13.3.4 Audit of FPR_UNL.1

The following actions should be auditableift FAU_GEN Security audit data generation is in¢luded in the
PP/ST:

a) Minimal: The invocation of the unlinkability mechanism.
13.3.5 FPR_UNL.1 Unlinkability

Hierafchical to:  No othercomponents.

Depepdencies: No.dependencies.

13.3.51 FPR_UNL.1.1

The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determiine whether
[assignment: list of operations][selection: were caused by the same user, ar;T related as
follows[assignment: list of relations]].

13.4 Unobservability (FPR_UNO)
13.4.1 Family Behaviour

This family ensures that a user may use a resource or service without others, especially third parties, being
able to observe that the resource or service is being used.

13.4.2 Component levelling

FPR_UNO.1 Unobservability, requires that users and/or subjects cannot determine whether an operation is
being performed.
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FPR_UNO.2 Allocation of information impacting unobservability, requires that the TSF provide specific
mechanisms to avoid the concentration of privacy related information within the TOE. Such concentrations
might impact unobservability if a security compromise occurs.

FPR_UNO.3 Unobservability without soliciting information, requires that the TSF does not try to obtain privacy
related information that might be used to compromise unobservability.

FPR_UNO.4 Authorised user observability, requires the TSF to provide one or more authorised users with a
capability to observe the usage of resources and/or services.

13.4.3 Management of FPR_UNO.1, FPR_UNO.2

The following|actions could be considered for the management functions in FMT:;

a) the manggement of the behaviour of the unobservability function.

13.4.4 Management of FPR_UNO.3

There are no|management activities foreseen.

13.4.5 Management of FPR_UNO.4

The following|actions could be considered for the management functions in(FMT:

a) the list of authorised users that are capable of determining the ogcurrence of operations.
13.4.6 Auditfof FPR_UNO.1, FPR_UNO.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal:|The invocation of the unobservability mechanism.
13.4.7 Audit/of FPR_UNO.3

There are nojauditable events foreseen.

13.4.8 Audit|of FPR_UNO.4

The following actions should~be” auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal:|The obsérvation of the use of a resource or service by a user or subject.

13.4.9 FPR_UNO.¥ Unobservability

Hierarchical to:  No other components.

Dependencies: No dependencies.

13.4.9.1 FPR_UNO.1.1

The TSF shall ensure that [assignment: list of users and/or subjects] are unable to observe the
operation [assignment: list of operations] on [assignment: list of objects] by [assignment: list of
protected users and/or subjects].

13.4.10 FPR_UNO.2 Allocation of information impacting unobservability

Hierarchical to: FPR_UNO.1 Unobservability
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13.4.1

0.1 FPR_UNO.2.1

8-2:2008(E)

The TSF shall ensure that [assignment: list of users and/or subjects] are unable to observe the operation
[assignment: list of operations] on [assignment: list of objects] by [assignment: list of protected users and/or
subjects].

13.4.1

0.2 FPR_UNO.2.2

The TSF shall allocate the [assignment: unobservability related information] among different parts of

the TOE-such-that the following conditions hold-during the lifetime of the information:-fassignment:

list of conditions].

13.4.1

Hiera

Depepdencies: FPR_UNO.1 Unobservability

13.4.1

The T

13.4.1

Hiera

Depepdencies: No dependencies.

13.4.1

The 1

of [agsignment: list of resources-and/or services].

14 Class FPT: Protection’/of the TSF

This ¢lass contains families of functional requirements that relate to the integrity and manag

mech
apped
the s
Prote
TSF

bypas

1 FPR_UNO.3 Unobservability without soliciting information

chical to:  No other components.

1.1 FPR_UNO.3.1

2 FPR_UNO.4 Authorised user observability

chical to:  No other components.

2.1 FPR_UNO.4.1

SF shall provide [assignment;(set of authorised users] with the capability to obsenr

Bnisms that constitute the TSF and to the integrity of TSF data. In some sense, families in {
r to duplicate_.components in the FDP: User data protection class; they may even be imple

ction of.the TSF focuses on TSF data protection. In fact, components from the FPT: Pro
Class~ate necessary to provide requirements that the SFPs in the TOE cannot be tam
sed.

SF shall provide [assignment: list of services] to [assignment: list of subjects] without soliciting
any reference to [assignment: privacy related information].

ye the usage

ement of the
his class may
mented using

bme mechanisms. However, FDP: User data protection focuses on user data protection, while FPT:

tection of the
pered with or

From

the point of view of this class, regarding to the TSF there are three significant elements:

a) The TSF's implementation, which executes and implements the mechanisms that enforce the SFRs.

b) The TSF's data, which are the administrative databases that guide the enforcement of the SFRs.

c) The external entities that the TSF may interact with in order to enforce the SFRs.
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FPT FLS: Fail secure 1
FPT ITA: Availability of exported TSF data 1
FPT ITC: Confidentiality of exported TSF data 1
FPT ITI: Integrity of exported TSF data 1 2
1 2
FPT ITT: Internal TOE TSF data transfer <
3
1 2
FPT PHP: TSF physical protection <
3
1 2 3
FPT RCV: Trusted recovery <
4
FPT RPL: Replay detection 1
FPT SSP: State synchromny, protocol 1 2
FPT STMyTinte stamps 1
FPT TDC{ Titer-TSF TSF data consistency 1
FPT TEE: Testing of external entities 1
FPT TRC: Internal TOE TSF data replication consistency 1
FPT TST: TSF self test 1

Figure 14 - FPT: Protection of the TSF class decomposition
14.1 Fail secure (FPT_FLS)

14.1.1 Family Behaviour

The requirements of this family ensure that the TOE will always enforce its SFRs in the event of identified
categories of failures in the TSF.
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14.1.2 Component levelling

This family consists of only one component, FPT_FLS.1 Failure with preservation of secure state, which
requires that the TSF preserve a secure state in the face of the identified failures.

14.1.3 Management of FPT_FLS.1

There are no management activities foreseen.

14.1.4 Audit of FPT_FLS.1

a) Basic: Failure of the TSF.

14.1.% FPT_FLS.1 Failure with preservation of secure state
Hierafchical to:  No other components.

Depephdencies: No dependencies.

14.1.51 FPT_FLS.11

The TSF shall preserve a secure state when the following types of failures occur: [assignment: list of
typeg of failures in the TSF].

14.2 |Availability of exported TSF data (FPT_ITA)
14.2.1 Family Behaviour

This family defines the rules for the prevention of loss of availability of TSF data moving between the TSF and
another trusted IT product. This data could; for example, be TSF critical data such as passwordp, keys, audit
data, pr TSF executable code.
14.2.2 Component levelling
This family consists of only one component, FPT_ITA.1 Inter-TSF availability within a defingd availability
metri¢. This component/requires that the TSF ensure, to an identified degree of probability, the |availability of
TSF data provided to @another trusted IT product.
14.2.3 Management of FPT_ITA.1

The following-actions could be considered for the management functions in FMT:

a) npanadgement of the list of types of TSF data that must be available to another trusted IT product.

14.2.4 Audit of FPT_ITA1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: the absence of TSF data when required by a TOE.
14.2.5 FPT_ITA.1 Inter-TSF availability within a defined availability metric
Hierarchical to:  No other components.

Dependencies: No dependencies.
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14.2.51 FPT_ITA.1.1
The TSF shall ensure the availability of [assignment: list of types of TSF data] provided to another

trusted IT product within [assignment: a defined availability metric] given the following conditions
[assignment: conditions to ensure availability].

14.3 Confidentiality of exported TSF data (FPT_ITC)
14.3.1 Family Behaviour
This family defines the rules for the protection from unauthorised disclosure of TSF data during transmission

between the FSFand-anethertrustedtTproduct—Thisdata—couldforexample—be+SF—ertieal-data—sych as

passwords, keys, audit data, or TSF executable code.

14.3.2 Component levelling
This family cpnsists of only one component, FPT_ITC.1 Inter-TSF confidentiality during transmission, which
requires that| the TSF ensure that data transmitted between the TSF and another, trusted IT prodlct is
protected from disclosure while in transit.

14.3.3 Management of FPT_ITC.1

There are no|management activities foreseen.

14.3.4 Audit{of FPT_ITC.1

There are nofauditable events foreseen.

14.3.5 FPT_ITC.1 Inter-TSF confidentiality during transmission
Hierarchical tp:  No other components.

Dependencies: No dependencies.

14.3.51 FPT_ITC.1.1

The TSF shpll protect all TSF data_transmitted from the TSF to another trusted IT product|from
unauthorised disclosure during transmission.

14.4 Integrity of exported TSF data (FPT_ITI)
14.4.1 Family Behaviour
This family defines;the rules for the protection, from unauthorised modification, of TSF data during

transmission between the TSF and another trusted IT product. This data could, for example, be TSF ¢ritical
data such as [passwords, keys, audit data, or TSF executable code.

14.4.2 Component levelling

FPT_ITL1 Inter-TSF detection of modification, provides the ability to detect modification of TSF data during
transmission between the TSF and another trusted IT product, under the assumption that another trusted IT
product is cognisant of the mechanism used.

FPT_ITIL.2 Inter-TSF detection and correction of modification, provides the ability for another trusted IT product

not only to detect modification, but to correct modified TSF data under the assumption that another trusted IT
product is cognisant of the mechanism used.
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14.4.3 Management of FPT_ITI.1

There are no management activities foreseen.

14.4.4 Management of FPT_ITI.2

The following actions could be considered for the management functions in FMT:

a) management of the types of TSF data that the TSF should try to correct if modified in transit;

b) management of the types of action that the TSF could take if TSF data is modified in transit.

14.4.% Audit of FPT_ITI.1

The fpllowing actions should be auditable if FAU_GEN Security audit data generation/is in
PP/ST:

a) inimal: the detection of modification of transmitted TSF data.
b) Basic: the action taken upon detection of modification of transmitted TSF data.
14.4.6¢ Audit of FPT_ITI.2

The following actions should be auditable if FAU_GEN Security *audit data generation is in
PP/ST:

a) Minimal: the detection of modification of transmitted .SF data.

b) Basic: the action taken upon detection of modification of transmitted TSF data.

c) Hasic: the use of the correction mechanism.

14.4.7 FPT_ITL1 Inter-TSF detection of modification

Hierafchical to:  No other components.

Depepdencies: No dependencies.

14.4.71 FPT_ITI.11

The TSF shall provide the capability to detect modification of all TSF data during

betwe¢en the TSFE and another trusted IT product within the following metric: [assignme
modification metric].

14.4.7.2/ 'EPT_ITI.1.2

tluded in the

tluded in the

ransmission
t: a defined

The TSF shall provide the capability to verify the integrity of all TSF data transmitted between the TSF
and another trusted IT product and perform [assignment: action to be taken] if modifications are

detected.
14.4.8 FPT_ITIL2 Inter-TSF detection and correction of modification
Hierarchical to:  FPT_ITI.1 Inter-TSF detection of modification

Dependencies: No dependencies.
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14.4.8.1

FPT_ITL.2.1

The TSF shall provide the capability to detect modification of all TSF data during transmission between the
TSF and another trusted IT product within the following metric: [assignment: a defined modification metric].

14.4.8.2 FPT_ITIL.2.2

The TSF shall provide the capability to verify the integrity of all TSF data transmitted between the TSF and
another trusted IT product and perform [assignment: action to be taken] if modifications are detected.

14.4.8.3 FPT_ITL.2.3

The TSF sh
transmitted

14.5 Intern
14.5.1 Famil

This family pr
parts of a TO

14.5.2 Comyg

FPT_ITT.1 B

between separate parts of the TOE.

FPT_ITT.2 T
transmission.

FPT ITT.3 T
the TOE is m

14.5.3 Mana

The following

parts of the TSF.

a) manager
b) manager
14.5.4 Mana

The following

ly Behaviour

gement of FPT_ITT.1

gement of)FPT_ITT.2

bll provide the capability to correct [assignment: type of modification] of all TSH
petween the TSF and another trusted IT product.

l TOE TSF data transfer (FPT_ITT)

F across an internal channel.
onent levelling

bsic internal TSF data transfer protection, requires that/TSF data be protected when trans

SF data integrity monitoring, requires that\the TSF data transmitted between separate p3
bnitored for identified integrity errors,

actions could be considered.for the management functions in FMT:

hent of the types of medification against which the TSF should protect;

nent of the mechanism used to provide the protection of the data in transit between dif

actions could be considered for the management functions in FMT:

data

ovides requirements that address protection of TSF data when it is transferred between separate

mitted

SF data transfer separation, requires that the TSF separate user data from TSF data guring

rts of

ferent

a)

b)
parts of t

c)

management of the types of modification against which the TSF should protect;

he TSF;

management of the separation mechanism.

14.5.5 Management of FPT_ITT.3

The following

a)

80

actions could be considered for the management functions in FMT:

management of the types of modification against which the TSF should protect;

management of the mechanism used to provide the protection of the data in transit between different
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b) management of the mechanism used to provide the protection of the data in transit between different
parts of the TSF;

c) management of the types of modification of TSF data the TSF should try to detect;
d) management of the action>s that will be taken.
14.5.6 Audit of FPT_ITT.1, FPT_ITT.2

There are no auditable events foreseen.

14.5. -Audit-of FRT1T1-3

The fpllowing actions should be auditable if FAU_GEN Security audit data generation¢is-in¢luded in the
PP/ST:

a) Minimal: the detection of modification of TSF data;

b) Basic: the action taken following detection of an integrity error.
14.5.8 FPT_ITT.1 Basic internal TSF data transfer protection
Hierafchical to:  No other components.

Depepdencies: No dependencies.

14.5.81 FPT_ITT.11

The TSF shall protect TSF data from [selection: disclosure, modification] when it is| transmitted
betwé¢en separate parts of the TOE.

14.5.9 FPT_ITT.2 TSF data transfer separation

Hierafchical to: FPT_ITT.1 Basic intefhal TSF data transfer protection
Depephdencies: No dependencies:

14.5.9.1 FPT_ITT.21

The TSF shall protect .FSF data from [selection: disclosure, modification] when it is transmitted between
separpte parts of the. TOE.

14.5.9.2 FPT_ITT.2.2

The TSF shall separate user data from TSF data when such data is transmitted between séparate parts
of the TOE. T

14.5.10 FPT_ITT.3 TSF data integrity monitoring

Hierarchical to:  No other components.

Dependencies: FPT_ITT.1 Basic internal TSF data transfer protection

14.5.10.1 FPT_ITT.3.1

The TSF shall be able to detect [selection: modification of data, substitution of data, re-ordering of

data, deletion of data, [assignment: other integrity errors]] for TSF data transmitted between separate
parts of the TOE.
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14.5.10.2 FP

T ITT.3.2

Upon detection of a data integrity error, the TSF shall take the following actions: [assignment: specify

the action to

be taken).

14.6 TSF physical protection (FPT_PHP)

14.6.1 Famil

y Behaviour

TSF physical protection components refer to restrictions on unauthorised physical access to the TSF, and to

the deterrenc

The requirem
interference.

such a mann
these compo
damage canr
physical tamg

e of, and resistance to, unauthorised physical modification, or substitution of the TSF.

ents of components in this family ensure that the TSF is protected from physical tamperin
Satisfying the requirements of these components results in the TSF being packaged and’u
pr that physical tampering is detectable, or resistance to physical tampering is enforced. W
hents, the protection functions of a TSF lose their effectiveness in environments,where ph
ot be prevented. This family also provides requirements regarding how the TSF-shall resp
ering attempts.

14.6.2 Component levelling

FPT_PHP.1 Passive detection of physical attack, provides for features that indicate when a TSF dev|
TSF element|is subject to tampering. However, notification of tampering istnot automatic; an authorised
must invoke g security administrative function or perform manual inspection to determining if tamperin
occurred.

FPT_PHP.2 Notification of physical attack, provides for automatic’notification of tampering for an ide
subset of physical penetrations.

FPT_PHP.3 Resistance to physical attack, provides for features that prevent or resist physical tamperin
TSF devices gnd TSF elements.

14.6.3 Management of FPT_PHP.1

The following
a) manager
14.6.4 Mana

The following

a) manager|
b) manager
14.6.5 Mana

The following
a)

14.6.6 Audit

actions could be considered for the management functions in FMT:

nent of the user or role that/determines whether physical tampering has occurred.
gement of FPT_PHR.2

actions couldtbe Considered for the management functions in FMT:

hent of theyuser or role that gets informed about intrusions;

hent\of the list of devices that should inform the indicated user or role about the intrusion.

g and
s5ed in
ithout
ysical
bnd to

ce or
user
g has

htified

g with

gement of FPT_PHP.3

actions could be considered for the management functions in FMT:

management of the automatic responses to physical tampering.

of FPT_PHP.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Minimal:

82

if detection by IT means, detection of intrusion.
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14.6.7 Audit of FPT_PHP.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: detection of intrusion.
14.6.8 Audit of FPT_PHP.3

There are no auditable events foreseen.

14.6.9-FRTPHPR.1-Rassive-detection-of physical-attack
Hierafchical to:  No other components.

Depephdencies: No dependencies.

14.6.9.1 FPT_PHP.1.1

The TSF shall provide unambiguous detection of physical tampering that might compromise the TSF.

14.6.9.2 FPT_PHP.1.2

The TSF shall provide the capability to determine whether physical tampering with the TBF's devices
or TSF's elements has occurred.

14.6.10 FPT_PHP.2 Notification of physical attack

Hierafchical to: FPT_PHP.1 Passive detection of physical attack
Dependencies: FMT_MOF.1 Management of security functions behaviour
14.6.10.1 FPT_PHP.2.1

The T|SF shall provide unambiguous|detection of physical tampering that might compromise the TSF.
14.6.10.2 FPT_PHP.2.2

The T|SF shall provide the €apability to determine whether physical tampering with the TSF's devices or TSF's
elemeénts has occurred:.

14.6.10.3 FPT_PHP.2.3
For [assignment: list of TSF devices/elements for which active detection is required], the TSF shall

monitor'the devices and elements and notify [assignment: a designated user or role] when physical
tampering with the TSF's devices or TSF's elements has occurred.

14.6.11 FPT_PHP.3 Resistance to physical attack
Hierarchical to:  No other components.
Dependencies:  No dependencies.

14.6.11.1 FPT_PHP.3.1

The TSF shall resist [assignment: physical tampering scenarios] to the [assignment: list of TSF
devices/elements] by responding automatically such that the SFRs are always enforced.
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14.7 Trusted recovery (FPT_RCV)

14.7.1 Family Behaviour

The requirements of this family ensure that the TSF can determine that the TOE is started up without
protection compromise and can recover without protection compromise after discontinuity of operations. This
family is important because the start-up state of the TSF determines the protection of subsequent states.

14.7.2 Component levelling

FPT_RCV.1 Manual recovery, allows a TOE to only provide mechanisms that involve human intervention to

P Z-X 7N

return to a se

FPT_RCV.2
state without

FPT_RCV.3
the requiremgd

FPT_RCV.4
successful cd

14.7.3 Mana
The following
a) manager

14.7.4 Mana

The following

a) manager
b) manager

procedur
14.7.5 Mana

There are no
14.7.6 Audit

The following
PP/ST:

gement of FPT_RCV.1

gement of FPT_RCV.2, FPT_RCV.3

Lo
CTCotatcT

\utomated recovery, provides, for at least one type of service discontinuity, recoverydora s
human intervention; recovery for other discontinuities may require human intervention.

A\utomated recovery without undue loss, also provides for automated recovery,’but streng
nts by disallowing undue loss of protected objects.

Function recovery, provides for recovery at the level of particular( functions, ensuring
mpletion or rollback of TSF data to a secure state.

actions could be considered for the management functions-in FMT:

nent of who can access the restore capability within.thé maintenance mode.

actions could be considered for the management functions in FMT:
nent of who can access the restore-capability within the maintenance mode;

nent of the list of failures/serfvice discontinuities that will be handled through the autd
es.

gement of FPT_RCV:4
management activities foreseen.
of FPT_RCV:1, FPT_RCV.2, FPT_RCV.3

actions® should be auditable if FAU_GEN Security audit data generation is included

ecure

thens

either

matic

n the

the fact that a failure or service discontinuity occurred;

resumption of the regular operation;

Basic: type of failure or service discontinuity.

of FPT_RCV.4

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

a) Minimal:
b) Minimal:
c)

14.7.7 Audit
PP/ST:

a) Minimal:
84

if possible, the impossibility to return to a secure state after a failure of the TSF;
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b) Basic: if possible, the detection of a failure of a function.
14.7.8 FPT_RCV.1 Manual recovery

Hierarchical to:  No other components.

Dependencies: AGD_OPE.1 Operational user guidance
14.7.8.1 FPT_RCV.1.1

After [assignment: list of failures/service discontinuities] the TSF shall enter a maintenance mode

where-the-ability toreturn-to-a-secure-state-isprovided-

14.7.9 FPT_RCV.2 Automated recovery

Hierafchical to: FPT_RCV.1 Manual recovery
Depehdencies: AGD_OPE.1 Operational user guidance
14.7.9.1 FPT_RCV.2.1

When automated recovery from [assignment: list of failures/service discontinuities] is not possible, the TSF
shall ¢nter a maintenance mode where the ability to return to a secure state is provided.

14.7.9.2 FPT_RCV.2.2

For [assignment: list of failures/service discontinuities]; the TSF shall ensure the return gf the TOE to
a secpre state using automated procedures.

14.7.10 FPT_RCV.3 Automated recovery without undue loss
Hierafchical to: FPT_RCV.2 Automated recovery
Depepdencies: AGD_OPE.1 Operational user guidance
14.7.10.1 FPT_RCV.3.1

When automated recovery«from [assignment: list of failures/service discontinuities] is not possjble, the TSF
shall ¢nter a maintenancge,mode where the ability to return to a secure state is provided.

14.7.10.2 FPT_RCV.3:2

For [dssignment list of failures/service discontinuities], the TSF shall ensure the return of the TOE to a secure
state pising.automated procedures.

14.7.10:3“"FPT_RCV.3.3

The functions provided by the TSF to recover from failure or service discontinuity shall ensure that
the secure initial state is restored without exceeding [assignment: quantification] for loss of TSF data
or objects under the control of the TSF.

14.7.10.4 FPT_RCV.3.4

The TSF shall provide the capability to determine the objects that were or were not capable of being
recovered.

14.7.11 FPT_RCV.4 Function recovery

Hierarchical to:  No other components.
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Dependencie

s:  No dependencies.

14.7.11.1 FPT_RCV.4.1

The TSF shall ensure that [assignment: list of functions and failure scenarios] have the property that
the function either completes successfully, or for the indicated failure scenarios, recovers to a

consistent a

nd secure state.

14.8 Replay detection (FPT_RPL)

14.8.1 Famil
This family 3
service resp(
effectively prd

14.8.2 Comg

The family cq

y Behaviour

ddresses detection of replay for various types of entities (e.g. messages, service req
nses) and subsequent actions to correct. In the case where replay may be detected
vents it.

onent levelling

nsists of only one component, FPT_RPL.1 Replay detection, which requires that the TSH

be able to detect the replay of identified entities.

14.8.3 Mana

The following

a) manager
b) manager
14.8.4 Audit

The following
PP/ST:

a) Basic: Dq
b) Detailed:
14.8.5 FPT_

Hierarchical t
Dependencie

14.8.5.1

FP

gement of FPT_RPL.1

actions could be considered for the management functionsin FMT:
hent of the list of identified entities for which replay shall*be detected;
nent of the list of actions that need to be taken iniease of replay.

of FPT_RPL.1

actions should be auditable if FAU-GEN Security audit data generation is included

btected replay attacks.

Action to be taken based.on the specific actions.
RPL.1 Replay detection

D:  No other components.
5. No dependencies.

T_RPL.1.1

ests,
, this

shall

n the

The TSF shall detect replay for the following entities: [assignment: list of identified entities].

14.8.5.2 FPT_RPL.1.2

The TSF shall perform [assignment: list of specific actions] when replay is detected.

14.9 State synchrony protocol (FPT_SSP)

14.9.1 Famil

y Behaviour

Distributed TOEs may give rise to greater complexity than monolithic TOEs through the potential for
differences in state between parts of the TOE, and through delays in communication. In most cases
synchronisation of state between distributed functions involves an exchange protocol, not a simple action.

86
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When malice exists in the distributed environment of these protocols, more complex defensive protocols are
required.

State synchrony protocol (FPT_SSP) establishes the requirement for certain critical functions of the TSF to
use this trusted protocol. State synchrony protocol (FPT_SSP) ensures that two distributed parts of the TOE
(e.g. hosts) have synchronised their states after a security-relevant action.

14.9.2 Component levelling

FPT_SSP.1 Simple trusted acknowledgement, requires only a simple acknowledgment by the data recipient.

FPT SSP.2 Mutualtrusted-acknowledgementrequires-mutualacknowledament of the-data-exc
—] b 7 < ) nge.

14.9.3 Management of FPT_SSP.1, FPT_SSP.2
Therg are no management activities foreseen.
14.9.4 Audit of FPT_SSP.1, FPT_SSP.2

The fpllowing actions should be auditable if FAU GEN Security audit,data generation is in¢luded in the
PP/ST:

a) Minimal: failure to receive an acknowledgement when expected-
14.9.5 FPT_SSP.1 Simple trusted acknowledgement

Hierafchical to:  No other components.

Depepdencies: FPT_ITT.1 Basic internal TSF data\transfer protection
14.9.51 FPT_SSP.1.1

The TSF shall acknowledge, when requested by another part of the TSF, the receipt of an unmodified
TSF data transmission.

14.9.6 FPT_SSP.2 Mutual trusted’acknowledgement

Hierafchical to: FPT_SSR.1 Simple trusted acknowledgement
Dependencies: FPT_IFT.1 Basic internal TSF data transfer protection
14.9.6.1 FPT_SSP.2.1

The TSF shalracknowledge, when requested by another part of the TSF, the receipt of an unpnodified TSF
data frapsmission.

14.9.6.2 FPT_SSP.2.2

The TSF shall ensure that the relevant parts of the TSF know the correct status of transmitted data
among its different parts, using acknowledgements.

14.10 Time stamps (FPT_STM)
14.10.1 Family Behaviour

This family addresses requirements for a reliable time stamp function within a TOE.
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14.10.2 Component levelling

This family consists of only one component, FPT_STM.1 Reliable time stamps, which requires that the TSF
provide reliable time stamps for TSF functions.

14.10.3 Ma
The following
a)
14.10.4 Aug

The following
PP/ST:

a) Minimal:
b) Detailed:
14.10.5 FP]

Hierarchical t
Dependencie

14.10.5.1 FP

The TSF shalll be able to provide reliable time stamps.

14.11 Inter

14.11.1 Fan

In a distributg
data, audit in
requirements
different trust

14.11.2 Co

FPT_TDC.1
consistency d

14.11.3 Ma

nagement of FPT_STM.1

actions could be considered for the management functions in FMT:

management of the time.

dit-of FPT—STM-4

actions should be auditable if FAU_GEN Security audit data generation is included

changes to the time.

providing a timestamp.

[ STM.1 Reliable time stamps
D:  No other components.
5. No dependencies.

T_STM.1.1

-TSF TSF data consistency (FPT_TDC)

hily Behaviour

d environment, a TOE may need to exchange TSF data (e.g. the SFP-attributes associate
formation, identification infermation) with another trusted IT product, This family define
for sharing and consistent/interpretation of these attributes between the TSF of the TOE
ed IT product.

mponent levelling

nter-TSF basic TSF data consistency, requires that the TSF provide the capability to €
f attributes)between TSFs.

hagement of FPT_TDC.1

n the

0 with
s the
and a

nsure

There are no

management activities foreseen.

14.11.4 Audit of FPT_TDC.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:
a) Minimal:
b)

c)

88

Successful use of TSF data consistency mechanisms.

Basic: Use of the TSF data consistency mechanisms.

Basic: Identification of which TSF data have been interpreted.
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d) Basic: Detection of modified TSF data.

14.11.5 FPT_TDC.1 Inter-TSF basic TSF data consistency
Hierarchical to:  No other components.

Dependencies: No dependencies.

14.11.5.1 FPT_TDC.1.1

The TSF shall provide the capability to consistently interpret [assignment: list of TSF data types] when
shared-bebween-the FSFand-anotherfrusted I product———————

14.11|5.2 FPT_TDC.1.2

The TSF shall use [assignment: list of interpretation rules to be applied by the TSF] when interpreting
the TSF data from another trusted IT product.

14.12 Testing of external entities (FPT_TEE)

141211 Family Behaviour

This family defines requirements for the TSF to perform tests on one-or more external entities.
This gomponent is not intended to be applied to human users:

Exterpal entities may include applications running on the\T OE, hardware or software running “underneath” the
TOE |(platforms, operating systems etc.) or applicatiohs/boxes connected to the TOE (intrusion detection
systems, firewalls, login servers, time servers etc.).

14122 Component levelling

FPT_[TEE.1 Testing of external entities, provides for testing of the external entities by the TSF.

14123 Management of FPT_TEE.1

The following actions could be ‘considered for the management functions in FMT:

a) anagement of the~conditions under which the testing of external entities occurs, such ag during initial
start-up, regular interval, or under specified conditions;

b) anagemenf.of the time interval if appropriate.

141214 Audit of FPT_TEE.1

The follewing actions should be auditable if FAU_GEN Security audit data generation is_in¢luded in the
PP/ST:

a) Basic: Execution of the tests of the external entities and the results of the tests.
14.12.5 FPT_TEE.1 Testing of external entities
Hierarchical to:  No other components.

Dependencies:  No dependencies.
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14.12.5.1 FP

T_TEE.1.1

The TSF shall run a suite of tests [selection: during initial start-up, periodically during normal
operation, at the request of an authorised user, [assignment: other conditions]] to check the
fulfillment of [assignment: list of properties of the external entities] .

14.12.5.2 FP
If the test fai

14.13 Inter

T_TEE.1.2
Is, the TSF shall [assignment: action(s)] .

nal TOE TSF data replication consistency (FPT_TRC)

14.13.1 Fan

The require
replicated in
TOE becoms
connections 3
14.13.2 Co

This family c
TSF ensure t

14.13.3 Ma
There are no
14.13.4 Au

The following
PP/ST:

a) Minimal:
b) Basic: Dg
14.13.5 FP]

Hierarchical t
Dependencie

14.13.5.1 FP

4

hily Behaviour

ents of this family are needed to ensure the consistency of TSF data when-such d
rnal to the TOE. Such data may become inconsistent if the internal channel between parts
s inoperative. If the TOE is internally structured as a network and parts af\the TOE ng
re broken, this may occur when parts become disabled.

mponent levelling

bnsists of only one component, FPT_TRC.1 Internal TSF consistency, which requires th
ne consistency of TSF data that is replicated in multiple locations.

hagement of FPT_TRC.1
management activities foreseen.
it of FPT_TRC.1

actions should be auditable if FAU_GEN Security audit data generation is included

restoring consistency upon reconnection.
btected inconsistency betweer’ TSF data.
[ TRC.1 Internal TSF. consistency

b:  No other camponents.
5. FPT_ITT1 Basic internal TSF data transfer protection

T_TRC:*.1

The TSF shalll'ensure that TSF data is consistent when replicated between parts of the TOE.

ata is
of the
twork

at the

n the

14.13.5.2 FPT_TRC.1.2

When parts of the TOE containing replicated TSF data are disconnected, the TSF shall ensure the
consistency of the replicated TSF data upon reconnection before processing any requests for

[assignment
14.14 TSF

14.141

: list of functions dependent on TSF data replication consistency].

self test (FPT_TST)

Family Behaviour

The family defines the requirements for the self-testing of the TSF with respect to some expected correct
operation. Examples are interfaces to enforcement functions, and sample arithmetical operations on critical
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parts of the TOE. These tests can be carried out at start-up, periodically, at the request of the authorised user,
or when other conditions are met. The actions to be taken by the TOE as the result of self testing are defined
in other families.

The requirements of this family are also needed to detect the corruption of TSF executable code (i.e. TSF
software) and TSF data by various failures that do not necessarily stop the TOE's operation (which would be
handled by other families). These checks must be performed because these failures may not necessarily be
prevented. Such failures can occur either because of unforeseen failure modes or associated oversights in the
design of hardware, firmware, or software, or because of malicious corruption of the TSF due to inadequate
logical and/or physical protection.

14142 __Component levelling
FPT _[TST.1 TSF testing, provides the ability to test the TSF's correct operation. These tests may be
perfofmed at start-up, periodically, at the request of the authorised user, or when other conditions are met. It
also grovides the ability to verify the integrity of TSF data and executable code.
14.14(3 Management of FPT_TST.1

The fpllowing actions could be considered for the management functions in(FMT:

a) npanagement of the conditions under which TSF self testing occurs,\such as during initial start-up, regular
nterval, or under specified conditions;

b) npanagement of the time interval if appropriate.
14.144 Audit of FPT_TST.1

The following actions should be auditable if FAUXGEN Security audit data generation is in¢luded in the
PP/ST:

a) Hasic: Execution of the TSF self tests and the results of the tests.
14145 FPT_TST.1 TSF testing

Hierafchical to:  No other compohents.

Depepdencies:  No dependencies.

14.14,5.1 FPT_TST.11

The TSF shall run*a suite of self tests [selection: during initial start-up, periodically ddring normal
operdtion, at the request of the authorised user, at the conditions[assignment: conditions junder which

self test should occur]] to demonstrate the correct operation of [selection: [assignment: parts of TSF],
the TSF].

14.14.5.2 FPT_TST.1.2

The TSF shall provide authorised users with the capability to verify the integrity of [selection:
[assignment: parts of TSF], TSF data].

14.14.5.3 FPT_TST.1.3

The TSF shall provide authorised users with the capability to verify the integrity of stored TSF
executable code.
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15 Class FRU: Resource utilisation

This class provides three families that support the availability of required resources such as processing
capability and/or storage capacity. The family Fault Tolerance provides protection against unavailability of
capabilities caused by failure of the TOE. The family Priority of Service ensures that the resources will be
allocated to the more important or time-critical tasks and cannot be monopolised by lower priority tasks. The
family Resource Allocation provides limits on the use of available resources, therefore preventing users from

monopolising

the resources.

15.1 Fault {

FRU_FLT Fault tolerance 1 2
FRU_PRS: Priority of service 1 2
FRU RSA: Resource allocation 1 pJ

Figure 15 - FRU: Resource utilisation class decomposition
olerance (FRU_FLT)

15.1.1 Family Behaviour

The requiren
failures.

15.1.2 Com(

FRU FLT.1 L
in the event g

FRU_FLT.2 |

ents of this family ensure that the TOE will maintain correct operation even in the ev

onent levelling

f identified failures.

Limited fault tolerance, requires“the TOE to continue correct operation of all capabilities

event of idenfified failures.

15.1.3 Management of FRU_FLT.1; FRU_FLT.2

There are no
15.1.4 Audit

The following
PP/ST:

management activities foreseen.
of FRU_FLF:A

actions~should be auditable if FAU_GEN Security audit data generation is included

ent of

Degraded fault tolerance, requires the TOE to continue correct operation of identified capabilities

n the

n the

a) Minimal:

b) Basic: Al

15.1.5 Audit

Any faituredetectedby the TS
| TOE capabilities being discontinued due to a failure.

of FRU_FLT.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Minimal:

92

Any failure detected by the TSF.
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15.1.6 FRU_FLT.1 Degraded fault tolerance

Hierarchical to:  No other components.

Dependencies: FPT_FLS.1 Failure with preservation of secure state

15.1.6.1 FRU_FLT.1.1

The TSF shall ensure the operation of [assignment: list of TOE capabilities] when the following
failures occur: [assignment: list of type of failures].

15.1.1
Hiera
Depe
15.1.1

The
[assig

15.2
15.2.1
The r
users
witho

15.2.1

FRU |
under

FRU |
contrg

15.2.3
The f

a)

Q

15.2.4

TSF shall ensure the operation of all the TOE's capabilities when the following f4

,_ERU_FLT.2 Limited fault tol
chical to: FRU_FLT.1 Degraded fault tolerance
hdencies: FPT_FLS.1 Failure with preservation of secure state

.1 FRU_FLT.2.1

nment: list of type of failures].
Priority of service (FRU_PRS)
Family Behaviour
bquirements of this family allow the TSF to controlthe use of resources under the control
It undue interference or delay caused by low priofity activities.

) Component levelling

ilures occur:

b the TSF by

and subjects such that high priority activities under the control of the TSF will always be accomplished

PRS.1 Limited priority of service, provides priorities for a subject's use of a subset of the resources

the control of the TSF.

PRS.2 Full priority of service; provides priorities for a subject's use of all of the resourd
| of the TSF.

} Management of FRU_PRS.1, FRU_PRS.2
bllowing actions, could be considered for the management functions in FMT:
ssignment)of priorities to each subject in the TSF.

} Audit of FRU_PRS.1, FRU_PRS.2

es under the

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Rejection of operation based on the use of priority within an allocation.

b) Basic: All attempted uses of the allocation function which involves the priority of the service functions.

15.2.5 FRU_PRS.1 Limited priority of service

Hierarchical to:  No other components.

Dependencies: No dependencies.
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15.2.5.1

FRU_PRS.1.1

The TSF shall assign a priority to each subject in the TSF.

15.2.5.2 FRU_PRS.1.2

The TSF shall ensure that each access to [assignment: controlled resources] shall be mediated on the

basis of the

15.2.6 FRU_

Hierarchical t
Dependencie
15.2.6.1

The TSF sha

15.2.6.2 FR

The TSF shd

subjects assi

15.3 Resoy

15.3.1 Famil

The requirem
denial of serv

15.3.2 Comy

FRU_RSA.1

subjects will 1

FRU_RSA.2
users and su

FR

subjects assigned priority.
PRS.2 Full priority of service
5. No dependencies.

U_PRS.2.1

| assign a priority to each subject in the TSF.
U_PRS.2.2

Il ensure that each access to all shareable resources shall pbe,'mediated on the basis
jned priority.

rce allocation (FRU_RSA)
ly Behaviour

ents of this family allow the TSF to control the use of resources by users and subjects suc|
ice will not occur because of unauthorised-monopolisation of resources.

onent levelling

Maximum quotas, provides requirements for quota mechanisms that ensure that user
ot monopolise a controlled resource.

Minimum and maximum ‘guotas, provides requirements for quota mechanisms that ensur

to monopolis¢ a controlled resource.

15.3.3 Mana
The following

a) specifyin
administ

15.3.4 Mana

The following

gement of FRU .RSA.1
actions_could be considered for the management functions in FMT:

g smaximum limits for a resource for groups and/or individual users and/or subjects

o ERU_PRS.{ Limited-priority-of sorvi

bf the

h that

h

b

and

e that

pjects will always have at least a minimum of a specified resource and that they will not be able

by an

ator.

gement of FRU_RSA.2

actions could be considered for the management functions in FMT:

a) specifying minimum and maximum limits for a resource for groups and/or individual users and/or subjects

by an ad

15.3.5 Audit

ministrator.

of FRU_RSA.1, FRU_RSA.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:
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a) Minimal: Rejection of allocation operation due to resource limits.

b) Basic: All attempted uses of the resource allocation functions for resources that are under control of the
TSF.

15.3.6 FRU_RSA.1 Maximum quotas
Hierarchical to:  No other components.

Dependencies: No dependencies.

15.3.64—FRU_RSA. 11
The [TSF shall enforce maximum quotas of the following resources: [assignment controlled
resoyrces] that [selection: individual user, defined group of users, subjects] can use [selection:
simulftaneously, over a specified period of time].
15.3.7 FRU_RSA.2 Minimum and maximum quotas
Hierarchical to: FRU_RSA.1 Maximum quotas
Depepdencies: No dependencies.

15.3.71 FRU_RSA.2.1

The TSF shall enforce maximum quotas of the followingsresources [assignment: controlled rdsources] that
[seledtion: individual user, defined group of users, subjectts] can use [selection: simultanequsly, over a
specified period of time].
15.3.7.2 FRU_RSA.2.2
The TSF shall ensure the provision of minimum quantity of each [assignment: controlled resource]

that is available for [selection: an individual user, defined group of users, subjects] to use [selection:
simulftaneously, over a specified period of time].

16 Class FTA: TOE access

This family specifies functional requirements for controlling the establishment of a user's session.
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FTA LSA: Limitation on scope of selectable attributes 1

FTA MCS: Limitation on multiple concurrent sessions 1 2
1
2

FTA SSL: Session locking and termination

3

4

FTA TAB: TOE access banners 1
FTA TAH: TOE access history 1
FTA TSE: TOE session establishment 1

Figure 16 - FTA: TOE access class decomposition
16.1 Limitation on scope of selectable attributes (FTA_LSA)

16.1.1 Family Behaviour

This family defines requirements to liniit,the scope of session security attributes that a user may selecf for a
session.

16.1.2 Component levelling

FTA_LSA.1 limitation on,Scope of selectable attributes, provides the requirement for a TOE to limit the gcope
of the session security-attributes during session establishment.

16.1.3 Management of FTA_LSA.1

The following actions could be considered for the management fUnctions i FMT:
a) management of the scope of the session security attributes by an administrator.
16.1.4 Audit of FTA_LSA.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: All failed attempts at selecting a session security attributes.

b) Basic: All attempts at selecting a session security attributes.
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c) Detailed: Capture of the values of each session security attributes.
16.1.5 FTA_LSA.1 Limitation on scope of selectable attributes
Hierarchical to:  No other components.

Dependencies: No dependencies.

16.1.5.1 FTA_LSA.1.1

The TSF shall restrict the scope of the session security attributes [assignment: session security

attributes}-based-on[assignment—atiributes):

16.2 |Limitation on multiple concurrent sessions (FTA_MCS)
16.2.1 Family Behaviour

This family defines requirements to place limits on the number of concurrent sessions that belong to the same
user.

16.2.2 Component levelling

FTA MCS.1 Basic limitation on multiple concurrent sessions, provides limitations that apply to a|l users of the
TSF.

FTA_MCS.2 Per user attribute limitation on multiple concurfent sessions extends FTA_MCS.1 Bpsic limitation
on multiple concurrent sessions by requiring the ability.t0”specify limitations on the number pf concurrent
sessipns based on the related security attributes.

16.2.3 Management of FTA_MCS.1

The following actions could be considered. for'the management functions in FMT:
a) npanagement of the maximum allowed number of concurrent user sessions by an administrafor.

16.2.4 Management of FTA_MCS:2

The fpllowing actions couldtbe considered for the management functions in FMT:

a) anagement of therules that govern the maximum allowed number of concurrent user sgssions by an
ministrator,

16.2.% Audit 6f FTA_MCS.1, FTA_MCS.2

The following actions should be auditable if FAU_GEN Security audit data generation is in¢luded in the
PP/ST:

a) Minimal: Rejection of a new session based on the limitation of multiple concurrent sessions.

b) Detailed: Capture of the number of currently concurrent user sessions and the user security attribute(s).
16.2.6 FTA_MCS.1 Basic limitation on multiple concurrent sessions

Hierarchical to:  No other components.

Dependencies: FIA_UID.1 Timing of identification
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16.2.6.1 FT
The TSF sha
16.2.6.2 FT

The TSF sha

16.2.7 FTA_M

Hierarchical to

A_MCS.1.1

Il restrict the maximum number of concurrent sessions that belong to the same user.
A_MCS.1.2

Il enforce, by default, a limit of [assignment: default number] sessions per user.
CS.2 Per user attribute limitation on multiple concurrent sessions

FTA_MCS.1 Basic limitation on multiple concurrent sessions

Dependencies: FIA_UID.1 Timing of identification
16.2.7.1 FT/A_MCS.2.1
The TSF shall restrict the maximum number of concurrent sessions that belong to the samé’user accgrding

to the rules |
16.2.7.2 FT

The TSF sha

assignment: rules for the number of maximum concurrent sessions].
A MCS.2.2

| enforce, by default, a limit of [assignment: default number] sessions per user.

16.3 Session locking and termination (FTA_SSL)

16.3.1 Famil

This family d
locking, unlog

16.3.2 Comy

FTA_SSL.1 T
specified peri

FTA SSL.2
interactive se|

FTA_SSL.3 ]
specified peri

FTA SSL.4 U
sessions.

16.3.3 Mana
The following
a) specifica
b) specifica
c)
16.3.4 Mana
The following

a)

98

ly Behaviour

efines requirements for the TSF to provide the.capability for TSF-initiated and user-in
king, and termination of interactive sessions.

onent levelling

[SF-initiated session locking includes' system initiated locking of an interactive session 4
pd of user inactivity.

Jser-initiated locking, provides capabilities for the user to lock and unlock the user's
5sions.
pd of user inactiyity:

ser-initiated.fermination, provides capabilities for the user to terminate the user's own inter

tiated

fter a

own

SF-initiated termination, provides requirements for the TSF to terminate the session dfter a

active

Fement of FTA_SSL.1

actions could be considered for the management functions in FMT:
tion of the time of user inactivity after which lock-out occurs for an individual user;

tion of the default time of user inactivity after which lock-out occurs;

management of the events that should occur prior to unlocking the session.

gement of FTA_SSL.2

actions could be considered for the management functions in FMT:

management of the events that should occur prior to unlocking the session.
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16.3.5 Management of FTA_SSL.3
The following actions could be considered for the management functions in FMT:

a) specification of the time of user inactivity after which termination of the interactive session occurs for an
individual user;

b) specification of the default time of user inactivity after which termination of the interactive session occurs.

16.3.6 Management of FTA_SSL.4

Therg-are-no-managementactivities foreseen-
16.3.7 Audit of FTA_SSL.1, FTA_SSL.2

The fpllowing actions should be auditable if FAU_GEN Security audit data generation is in¢luded in the
PP/ST:

a) Minimal: Locking of an interactive session by the session locking mechanism:
b) Minimal: Successful unlocking of an interactive session.

c) Basic: Any attempts at unlocking an interactive session.

16.3.8 Audit of FTA_SSL.3

The following actions should be auditable if FAU_GEN/ Security audit data generation is in¢luded in the
PP/ST:

a) Minimal: Termination of an interactive session‘by the session locking mechanism.
16.3.9 Audit of FTA_SSL.4

The following actions should be auditable if FAU_GEN Security audit data generation is in¢gluded in the
PP/ST:

a) Minimal: Termination of an.interactive session by the user.
16.3.10 FTA_SSL.1 TSF-initiated session locking
Hierafchical to:  No,other components.

Depenpdencies: ) "FIA_UAU.1 Timing of authentication

16.3.10.1,'FTA_SSL.1.1

The TSF shall lock an interactive session after [assignment: time interval of user inactivity] by:

a) clearing or overwriting display devices, making the current contents unreadable;

b) disabling any activity of the user's data access/display devices other than unlocking the session.
16.3.10.2 FTA_SSL.1.2

The TSF shall require the following events to occur prior to unlocking the session: [assignment:
events to occur].
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16.3.11 FTA_SSL.2 User-initiated locking

Hierarchical to:  No other components.

Dependencies: FIA_UAU.1 Timing of authentication

16.3.11.1 FTA_SSL.21

The TSF shall allow user-initiated locking of the user's own interactive session, by:

a) clearing or overwriting display devices, making the current contents unreadable;

b) disabling any activity of the user's data access/display devices other than unlocking the sesJion.
16.3.11.2 FT|A_SSL.2.2

The TSF shall require the following events to occur prior to unlocking the session: [assignent:
events to ocgur].

16.3.12 FTA_SSL.3 TSF-initiated termination
Hierarchical tp:  No other components.
Dependencieg: No dependencies.

16.3.12.1 FTA_SSL.3.1

The TSF shall terminate an interactive session after a [assignment: time interval of user inactivity].
16.3.13 FTA_SSL.4 User-initiated termination

Hierarchical tp:  No other components.

Dependencies: No dependencies.

16.3.13.1 FTA_SSL.41

The TSF shalll allow user-initiated.termination of the user's own interactive session.
16.4 TOE access banners (FTA_TAB)

16.4.1 Family Behaviour

This family defines requirements to display a configurable advisory warning message to users regarding the
appropriate use/ofthe TOE.

16.4.2 Component levelling

FTA_TAB.1 Default TOE access banners, provides the requirement for a TOE Access Banner. This banner is
displayed prior to the establishment dialogue for a session.

16.4.3 Management of FTA_TAB.1
The following actions could be considered for the management functions in FMT:

a) maintenance of the banner by the authorised administrator.
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16.4.4 Audit of FTA_TAB.1

There are no auditable events foreseen.

16.4.5 FTA_TAB.1 Default TOE access banners
Hierarchical to:  No other components.
Dependencies: No dependencies.

16.4.5.1 FTA_TAB.1.1

Befonle establishing a user session, the TSF shall display an advisory warning messadle regarding
unauthorised use of the TOE.

16.5 |TOE access history (FTA_TAH)
16.5.1 Family Behaviour

This family defines requirements for the TSF to display to a user, upon sUcecessful session establishment, a
historly of successful and unsuccessful attempts to access the user's accoudnt.

16.5.2 Component levelling

FTA [TAH.1 TOE access history, provides the requirement for a*TOE to display information related to previous
attempts to establish a session.

16.5.3 Management of FTA_TAH.1

Therg are no management activities foreseen.
16.5.4 Audit of FTA_TAH.1

Therg are no auditable events foreseen.
16.5.% FTA_TAH.1 TOE access.history
Hierafchical to:  No other‘components.
Depephdencies: No dependencies.

16.5.5.1 FTA TAH.1.1

Upon| successful session establishment, the TSF shall display the [selection: date, time, method,
locat{on], of the last successful session establishment to the user.

16.5.5.2 FTA_TAH.1.2

Upon successful session establishment, the TSF shall display the [selection: date, time, method,
location] of the last unsuccessful attempt to session establishment and the number of unsuccessful
attempts since the last successful session establishment.

16.5.5.3 FTA_TAH.1.3

The TSF shall not erase the access history information from the user interface without giving the user
an opportunity to review the information.
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16.6 TOE session establishment (FTA_TSE)

16.6.1 Family Behaviour

This family defines requirements to deny a user permission to establish a session with the TOE.

16.6.2 Component levelling

FTA_TSE.1 TOE session establishment, provides requirements for denying users access to the TOE based

on attributes.
16.6.3 Mana
The following
a) manager|

16.6.4 Audit

The following
PP/ST:
a) Minimal:
b) Basic: Al

Detailed;
access).

c)

16.6.5 FTA_
Hierarchical {
Dependencie

16.6.5.1 FT]

The TSF shall be able to deny session establishment based on [assignment: attributes].

17 Class kTP: Trusted(path/channels

Families in th
for a trusted
channels havj

gemen

actions could be considered for the management functions in FMT:
hent of the session establishment conditions by the authorised administrator.
of FTA_TSE 1

actions should be auditable if FAU_GEN Security audit data geferation is included

Denial of a session establishment due to the session establishment mechanism.

attempts at establishment of a user session.

TSE.1 TOE session establishment
D:  No other components.
5. No dependencies.

A_TSE.1.1

s class proyide requirements for a trusted communication path between users and the TSH
communication channel between the TSF and other trusted IT products. Trusted path
e thefollowing general characteristics:

n the

Capture of the value of the selected access parameters (e.g. location of access, timne of

-, and
5 and

The co

rels (as

matestiana th o nobriiatad Lol inatoengl oA 5 raal meaHaestione—ehban
oo atuUTTS— vatT 15 CUTNTSTUCICUUSTITy ™ iteTia armtu— CATCT A cuTmimaTrmoationTs— oimartiTme

appropriate for the component) that isolate an identified subset of TSF data and commands from the

remainde

compone

r of the TSF and user data.

nt).

Use of the communications path may be initiated by the user and/or the TSF (as appropriate for the

The communications path is capable of providing assurance that the user is communicating with the

correct TSF, and that the TSF is communicating with the correct user (as appropriate for the component).

In this paradigm, a trusted channel is a communication channel that may be initiated by either side of the
channel, and provides non-repudiation characteristics with respect to the identity of the sides of the channel.
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A trusted path provides a means for users to perform functions through an assured direct interaction with the
TSF. Trusted path is usually desired for user actions such as initial identification and/or authentication, but
may also be desired at other times during a user's session. Trusted path exchanges may be initiated by a user
or the TSF. User responses via the trusted path are guaranteed to be protected from modification by or
disclosure to untrusted applications.

171
17.1

This
prod
requ
prod

171

FTP ITC: Inter-TSF trusted channel 1

FIP_ TRP Trusted path T

Figure 17 - FTP: Trusted path/channels class decomposition
Inter-TSF trusted channel (FTP_ITC)

.1 Family Behaviour

flamily defines requirements for the creation of a trusted channel between the TSF and ot

inements for the secure communication of user or TSF data~between the TOE and oth
ufcts.

.2 Component levelling

FTP_|JTC.1 Inter-TSF trusted channel, requires that\the TSF provide a trusted communica
betwgen itself and another trusted IT product.

171

.3 Management of FTP_ITC.1

The following actions could be considered'for the management functions in FMT:

ner trusted 1T

ucts for the performance of security critical operations. This family should be included whengver there are

er trusted IT

tion channel

tluded in the

a) (Configuring the actions that require trusted channel, if supported.

17.1.4 Audit of FTP_ITC.1

The following actions should be auditable if FAU_GEN Security audit data generation is in
PP/ST:

a) Minimal: Failure of the trusted channel functions.

b) Minimalldentification of the initiator and target of failed trusted channel functions.

c) Hasic: All attempted uses of the trusted channel functions.

d) Basic: Identification of the initiator and target of all trusted channel functions.

17.1.5 FTP_ITC.1 Inter-TSF trusted channel

Hierarchical to:  No other components.

Dependencies: No dependencies.
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17.1.51 FTP_ITC.1.1

The TSF shall provide a communication channel between itself and another trusted IT product that is
logically distinct from other communication channels and provides assured identification of its end

points and protection of the channel data from modification or disclosure.

17.1.5.2 FTP_ITC.1.2

The TSF shall permit [selection: the TSF, another trusted IT product] to initiate communication via the

trusted channel.

17.1.5.3 FTPITCA13

The TSF shall initiate communication via the trusted channel for [assignment: list of function

which a trusted channel is required].
17.2 Trusted path (FTP_TRP)

17.2.1 Family Behaviour

1s for

This family defines the requirements to establish and maintain trusted communigation to or from users and the

TSF. A trusted path may be required for any security-relevant interaction. Trusted path exchanges m
initiated by afuser during an interaction with the TSF, or the TSF may establiSh communication with the

via a trusted path.

17.2.2 Component levelling

FTP_TRP.1 Trusted path, requires that a trusted path between.the TSF and a user be provided for a
events defingd by a PP/ST author. The user and/or the TSF'may have the ability to initiate the trusted pa

17.2.3 Management of FTP_TRP.1
The following|actions could be considered for the.management functions in FMT:
a) Configuring the actions that require trusted path, if supported.

17.2.4 Audit|of FTP_TRP.1

The following actions should bejauditable if FAU_GEN Security audit data generation is included

PP/ST:
a) Minimal:[Failures ofithe trusted path functions.

b) Minimal:|ldentification of the user associated with all trusted path failures, if available.

c) Basic: All attempted uses of the trusted path functions.

ay be
user

set of
th.

n the

d) Basic: Identification of the user associated with all trusted path invocations, if available.
17.2.5 FTP_TRP.1 Trusted path

Hierarchical to:  No other components.

Dependencies: No dependencies.

17.2.51 FTP_TRP.1.1

The TSF shall provide a communication path between itself and [selection: remote, local] users that is
logically distinct from other communication paths and provides assured identification of its end
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points and protection of the communicated data from [selection: modification, disclosure,
[assignment: other types of integrity or confidentiality violation]].

17.2.5.2 FTP_TRP.1.2

The TSF shall permit [selection: the TSF, local users, remote users] to initiate communication via the
trusted path.

17.2.5.3 FTP_TRP.1.3

The TSF shall require the use of the trusted path for [selection: initial user authentication,

[assignment:other services for which trusted path-is requiredf]
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Annex A

(normative)

Security functional requirements application notes

This annex contains additional guidance for the families and components defined in the elements of this part
of ISO/IEC 15408, which may be required by users, developers or evaluators to use the components. To
facilitate finding the appropriate information, the presentation of the classes, families and components in this

annex is simi

A.1 Structiure of the notes

This clause d
15408.

A.1.1 Class structure

Figure A.1 bg

A.1.1.1 Class name

This is the un

A.1.1.2 Class introduction

ar to the presentation within the elements.

Functional
Class

The Functional Class

can contain multiple
Functional Families.

low illustrates the functional class structure in this annex.

Class
Name

Class
Introduction

Functional
Families

Figure A.1 - Functional class structure

ique name of the class defined within the normative elements of this part of ISO/IEC 15408

efines the content and presentation of the notes related to functional requirements of ISQ/IEC

The class intfoduction in this annex provides information about the use of the families and components pf the
class. This inqormation is completed with the informative diagram that describes the organisation of each|class

with the families in each class and the hierarchical relationship between components in each family.

A.1.2 Family structure

Figure A.2 illustrates the functional family structure for application notes in diagrammatic form.
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Functional
Family _| Family name ‘
_{ User notes ‘
4{ Evaluator notes
Key ‘
The Functional Family -
can contain multiple 4| Components

Components.

A1.2
This i
A1.2
The (

and fi
prese

attentjon might be required when using the components.

A.1.2

The e
comp
wherd
and s
evalu

Thes¢ User Notes and Evaluator Notes subclauses are not mandatory and appear only if approp

A.1.3

Figure A.3 illustrates the functional component structure for the application notes.

Figure A.2 - Functional family structure for application notes
1 Family name
5 the unique name of the family defined within the normative elements of this.part of ISO/IE
2 User notes
ser notes contain additional information that is of interest to potential users of the family, t
unctional package authors, and developers of TOEs incorporating the functional com
htation is informative, and might cover warnings about limitations of use and areas w
3 Evaluator notes
valuator notes contain any information that is of.interest to developers and evaluators of TQ
iance with a component of the family. The presentation is informative and can cover a va
specific attention might be needed when.evaluating the TOE. This can include clarification

pecification of the way to interpret requirements, as well as caveats and warnings of spec
btors.

Component structure

Component

Component
—1 Identification

C 15408.

hat is PP, ST
ponents. The
here specific

Es that claim
riety of areas
s of meaning
fic interest to

fiate.

© 180/

Component
— Rationale &
Application notes

Permitted
Operations

Figure A.3 - Functional component structure
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A1.31

Component identification

This is the unique name of the component defined within the normative elements of this part of ISO/IEC

15408.

A.1.3.2 Component rationale and application notes

Any specific information related to the component can be found in this subclause.

specific level, and should only be used if level specific amplification is required.

The rationale contains the specifics of the rationale that refine the general statements on rationale for the

The appl|
specific
Subclaus|
informatiq

This subclaug

cation notes contain additional refinement in terms of narrative qualification as it pertain
omponent. This refinement can pertain to user notes, and/or evaluator notes as _deseril
e A.1.2. This refinement can be used to explain the nature of the dependencies (e.g. s
n, or shared operation).

e is not mandatory and appears only if appropriate.

A.1.3.3 Penmitted operations

This portion d

This subclaug

A.2 Deper

The followin
dependencie
column. Each
label compon
optionally req
dependencie
Subset acces
access contr
character is p

f each component contains advice relating to the permitted operations of the component.

e is not mandatory and appears only if appropriate.

dency tables

) dependency tables for functional components show their direct, indirect and ogq
5. Each of the components that is a dependency of some functional component is alloc3
functional component is allocated a row.,Fhe value in the table cell indicate whether the ¢
ent is directly required (indicated by a cross “X”), indirectly required (indicated by a dash °
uired (indicated by a “0”) by the row-label component. An example of a component with o
5 is FDP_ETC.1 Export of user data-without security attributes, which requires either FDP_A
s control or FDP_IFC.1 Subsetinformation flow control to be present. So if FDP_ACC.1 S
bl is present, FDP_IFC.1 Subset information flow control is not necessary and vice versa

resented, the component,is\not dependent upon another component.

5 to a
ed in
hared

tional
ted a
blumn
-"), or
tional
CCA1
ubset
If no
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L'N3I9D Nv4
L'VVS Nv4d
LYVS Nv4d
1'91S Nv4
L'ain vid
L'ALN 1INA
L'dINS LINS
LHNS 1N
L'WLS 1dd

FAU_ARP.1
FAU_GEN.1
FAU_GEN.2

x

X

X

FAU_OAA.
FAU_SAA.2 X
FAU_SAA.3
FAU _SAA.4
FAU SAR.1
FAU _SAR.2
FAU _SAR.3
FAU_SEL.1
FAU STG.1
FAU _STG.2
FAU _STG.3
FAU STG.4

Table A.1 Dependency table for Class FAU: Security audit

by

>

>

XXX !

X -
X -

L1'ain vid

FCO_NRO.1
FCO_NRO.2
FCO_NRR.1
FCO_NRR.2

Table A.2 Dependency table for Class FCO: Communication

XXX | X
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110

L'NMO S04
1'd0O S04
1'00V da4d
1’40V da4d
L'04l da4d
1'441 da4
L'O1l da4
2’0l da4
L'ain vid
L'VSIW LINA
VSN LINd
L'dNS 1LINA
L'YNS 1IN
1'0dLl 1dd
1'O1l d14

L'd¥l did

FCS_CKM.1

FCS_CKM.2

"[O| ZWMD sO4

10

FCS_CKM.3

FGSCRMZ

F4S_COP.1

XIMXX|X] IO SD4

o|g|o|o|!
o|g|o|o|!
o|g|o|o|!

Table A.3 Dependency table for Class FCS: Cryptographic support

1’00V dd4d

1’40V dd4d

1'04l da4d

1441 da4d

111l da4d

Z'Lll da4d

L'LIN da4d

L'ain vid

WSINT LINA

VSN LINA
L'dANS 1IN
LHINS LINA
1'0dl 1d4
L'OLI d1d
L'ddl dl1d

FDP_ACC.1

FDP_ACC.2

FDP_ACF.1

x

'X|X

x

FDP_DAU.1

FDP_DAU.2

FDP_ETC.1

FDP_ETC.2

O|0o

FDP_IFC.1

FDP_IFC.2

FDP_IFF.1

FDP_IFF.2

FDP_IFF.3

'X|X

FDP_IFF.4

FDP_IFF.5

FDP_IFF.6

FDP_ITC.1

FDP_ITG:2

FDP ATF1

FDP)ITT.2

FDP_ITT.3

FDP_ITT .4

O|0|0|0|0|0O1

O|O|O|O|O|O|X|X|X|XX|X|"'

FDP_RIP.1

FDP_RIP.2

FDP_ROL.1

FDP_ROL.2

o|Oo

O|0o

FDP_SDI.1

FDP_SDI.2

FDP_UCT.1

FDP_UIT A

FDP_UIT.2

O]

FDP_UIT.3

O|0|0|0

O|0|0|O

O]

O|0|0|O

Table A.4 Dependency table for Class FDP: User data protection
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1ALy vid
L'NvN vid
L'ain vid

X

FIA_AFL.1
FIA_ATD.1
FIA_SOS.1
FIA_SOS.2
FIA_UAU.1 X
FIA_UAU.Z A
FIA_UAU.3
FIA_UAU.4
FIA_UAU.5
FIA_UAU.6
FIA_UAU.7 X |-
FIA_UID.1
FIA UID.2
FIA_USB.1 | X

Table A.5 Dependency table for Class FIA: Identification and authentication

L'l LINS
L'YINS LN
LA 1S 1 1

1" D0V dad4d
L'VSIN™ LINL
€VSIN LIS
L'4NS LINA

14OV da4d
L 0417da4d

L'441 ddd

L'din vid

v

FMT_MOF.1
FMT_MSA.1
FMT_MSA:2
FMT_MSA.3
FMTMSA4 | O | - o |- -
FMT MTD.1 -
FMT_MTD.2 - X |-
FMT_MTD.3 - X |-
FMT_REV.1 -
FMT_SAE.1 -
FMT_SMF.1
FMT_SMR.1 X
FMT_SMR.2 X
FMT_SMR.3 - X

Table A6 Dependency tabte for Ctass FMTSecurity management

o|o
O|0

'X|X

1 >< >< 1

x
XX XXX XXX
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ey
|:(> >
S|s
210
FPR_ANO.1
FPR_ANO.2
FPR_PSE.1
FPRPSEZ [ X
FPR_PSE.3
FPR_UNL.1
FPR_UNO.1
FPR_UNO.2
FPR_UNO.3 X
FPR_UNO.4
Table A.7 Dependency table for Class FPR; Privacy
slx|2|2|2|3
ID |> K . - —
O|C S e | 2|5
mIRYS8 552
FPT_FLS.1
FPT_ITA.1
FPT_ITC.1
FPT_ITIA
FPT ATI1.2
FRTHITTA
FPT ITT.2
FPT_ITT.3 X
FPT_PHP.1
FPT_PHP.2 - X |- -
FPT_PHP.3
FPT RCV.1 | X
FPT RCV.2 | X
FPT RCV.3 | X
FPT RCV.4
FPT_RPL.1
FPT_SSP.1 X
FPT_SSP.2 X
FPT_STM.1
FPT _TDC.1
FPT _TEE.1
FPT _TRC.1 X
FPT _TST.

Table A.8 Dependency table for Class FPT: Protection of the TSF
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1’874 1d4d

FRU FLT.1
FRU FLT.2
FRU_PRS.1
FRU PRS.2
FRU_RSA.1

x| X

FRU_RSA.Z

Table A.9 Dependency table for Class FRU: Resource utilisation

L'NvN Vi
Vain vid

FTA LSA.1
FTA_MCS.1
FTA_MCS.2
FTA/SSE1 | X | -
FTA SSL.2 | X | -
FTA SSL.3
FTA SSL.4
FTA TAB.1
FTA _TAH.1
FTA TSE.1

Table'A.10 Dependency table for Class FTA: TOE access

x| X
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Annex B
(normative)

Functional classes, families, and components

The following annexes Annex C through Annex M provide the application notes for the functional classes
defined in the main body of this part of ISO/IEC 15408.
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Annex C
(normative)

Class FAU: Security audit

ISO/IEC 15408 audit families allow PP/ST authors the ability to define requirements for monitoring user
activities and, in some cases, detecting real, possible, or imminent violations of the enforcement of the SFRs.
The TOE's security audit functions are defined to help monitor security-relevant events, and act as a deterrent

again
proted
analy
trail in

Whilg
amon
comp
functi
to cor

CA

The implementation of audit requirements for networks and:dther large systems may differ sigr

those
conce
interp
auditg
at ong

Also,
Symb

“name clashes.”

A mu
users

Finall
of auq

Figurg¢ C.1 shows the decomposition of this class into its constituent components.

5t security violations. The requirements of the audit families refer to functions that inclu
tion, record format, and event selection, as well as analysis tools, violation alarms,
5is. The audit trail should be presented in human-readable format either directly (e,g.) sto
human-readable format) or indirectly (e.g. using audit reduction tools), or both.

developing the security audit requirements, the PP/ST author should take noté of the inter
g the audit families and components. The potential exists to specify a et of audit requ
y with the family/component dependencies lists, while at the same _time resulting in a @
bNn (e.g. an audit function that requires all security relevant events to/be_audited but without
trol them on any reasonable basis such as individual user or object).

Audit requirements in a distributed environment

rning which audit data to collect and how this_should be managed, due to lowered
reting (or even storing) what gets collected. ¢<The traditional notion of a time-ordered lis
d events may not be applicable in a global asynchronous network with arbitrarily many evgq
e.

different hosts and servers on a distributed TOE may have differing naming policies
olic names presentation for audit review may require a net-wide convention to avoid redu
ti-object audit repository;portions of which are accessible by a potentially wide variety

may be required if audit repositories are to serve a useful function in distributed systems.

y, misuse of authority by authorised users should be addressed by systematically avoiding
it data pertaining.fo administrator actions.

He audit data
and real-time
ring the audit

-relationships
rements that
eficient audit
the selectivity

ificantly from

needed for stand-alone systems. Larger, more .complex and active systems require more thought

feasibility of
t or “trail” of
nts occurring

and values.
ndancies and

of authorised

local storage

© 1S0/I

EC 2008 - All rights reserved

115


https://iecnorm.com/api/?name=abb52faf75dbb0d8b3afe83be133f062

ISO/IEC 15408-2:2008(E)

FAU ARP: Secwrity audit automatic response 1
1
FAU GEN: Security audit data generation <
2
1
FAU SAA: Security audit analysis 2
3 4
1
FAU SAR: Secwrity audit review 2
3
FAU_SEL: Security audit.event selection 1
1 2
FAU_ STG:Secwrity audit event storage <
3 4
Figure C.1 - FAU: Security audit class decomposition
C.2 Securjty‘audit automatic response (FAU_ARP)

C.2.1 User notes

The Security audit automatic response family describes requirements for the handling of audit events. The
requirement could include requirements for alarms or TSF action (automatic response). For example, the TSF
could include the generation of real time alarms, termination of the offending process, disabling of a service,
or disconnection or invalidation of a user account.

An audit event is defined to be an “potential security violation” if so indicated by the Security audit analysis
(FAU_SAA) components.
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C.2.2.

ISO/IEC 15408-2:2008(E)

FAU_ARP.1 Security alarms

1 User application notes

An action should be taken for follow up action in the event of an alarm. This action can be to inform the
authorised user, to present the authorised user with a set of possible containment actions, or to take
corrective actions. The timing of the actions should be carefully considered by the PP/ST author.

c.2.2.

c.2.2.

2 Operations

21 Assignment

In FA
violati
poten
user.

CJ3
C.3.1

The §
gener

This f{
Each
are lig
varial
that fu

The li
defini
of au
gener

U _ARP.1.1, the PP/ST author should specify the actions to be taken in case of a patg
on. An example of such a list is: “inform the authorised user, disable the subject\tha

Security audit data generation (FAU_GEN)
User notes

becurity audit data generation family includes requirements to'specify the audit events th
ated by the TSF for security-relevant events.

component has an audit subclause developed in which the events to be audited for that fy
ted. When the PP/ST author assembles the PP/ST{the items in the audit area are used to
le in this component. Thus, the specification of what could be audited for a functional area
nctional area.

5t of auditable events is entirely dependent on the other functional families within the PP/ST
ion should therefore include a list of.its family-specific auditable events. Each auditable e
litable events specified in the functional family should correspond to one of the levels @
ation specified in this family (ite. minimal, basic, detailed). This provides the PP/ST

ntial security
created the

tial security violation.” It can also specify that the action to be taken can be specified by an authorised

at should be

amily is presented in a manner that avoids a dependency on all components requiring audit support.

nctional area
complete the
s localised in

. Each family
ent in the list
f audit event

author with

information necessary to ensure that-all appropriate auditable events are specified in the PP/ST. [The following

example shows how auditable evénts are to be specified in appropriate functional families:

“The following actions should be auditable if Security audit data generation (FAU_GEN) is included in the
PP/ST:

a) Minimal: Successful use of the user security attribute administration functions.

b) Basic: All'attempted uses of the user security attribute administration functions.

c) Hasie:ldentification of which user security attributes have been modified.

d) Detailed: With the exception of specific sensitive attribute data items (e.g. passwords, cryptographic

keys), the new values of the attributes should be captured.”

For each functional component that is chosen, the auditable events that are indicated in that component, at
and below the level indicated in Security audit data generation (FAU_GEN) should be auditable. If, for
example, in the previous example “Basic” would be selected in Security audit data generation (FAU_GEN),
the auditable events mentioned in a), b) and c¢) should be auditable.

Observe that the categorisation of auditable events is hierarchical. For example, when Basic Audit Generation
is desired, all auditable events identified as being either Minimal or Basic, should also be included in the
PP/ST through the use of the appropriate assignment operation, except when the higher level event simply
provides more detail than the lower level event. When Detailed Audit Generation is desired, all identified
auditable events (Minimal, Basic, and Detailed) should be included in the PP/ST.
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A PP/ST author may decide to include other auditable events beyond those required for a given audit level.
For example, the PP/ST may claim only minimal audit capabilities while including most of the basic
capabilities because the few excluded capabilities conflict with other PP/ST constraints (e.g. because they
require the collection of unavailable data).

The functionality that creates the auditable event should be specified in the PP or ST as a functional

requirement.

The following are examples of the types of the events that should be defined as auditable within each PP/ST
functional component:

a) Introduction-of objects within the control of the TSE into a subject's address space;

b) Deletion |of objects;

c) Distributipn or revocation of access rights or capabilities;

d) Changeq to subject or object security attributes;

e) Policy checks performed by the TSF as a result of a request by a subject;

f)  The use pf access rights to bypass a policy check;

g) Use of Identification and Authentication functions;

h) Actions taken by an operator, and/or authorised user (e.g. suppréssion of a TSF protection mechani
human-rgadable labels);

i) Import/export of data from/to removable media (e.g. printed output, tapes, diskettes).

C.3.2 FAU_|GEN.1 Audit data generation

C.3.2.1 User application notes

This compon
generated, ar

FAU_GEN.1
identities be
requirements
addition.

If the subject
not yet been
invalid login t
identity has n

ent defines requirements tosidentify the auditable events for which audit records sho(
d the information to be provided in the audit records.

Audit data generationyby- itself might be used when the SFRs do not require that individua
hssociated with auditievents. This could be appropriate when the PP/ST also contains p
If the user identity-must be incorporated FAU_GEN.2 User identity association could be u

is a usef, the user identity may be recorded as the subject identity. The identity of the use
verified-if User authentication (FIA_UAU) has not been applied. Therefore in the instance
he,claimed user identity should be recorded. It should be considered to indicate when a rec
pt\been authenticated.

BmM as

Id be

| user
rivacy
5ed in

I may
of an
orded

C.3.2.2 Evaluator notes

There is a dependency on Time stamps (FPT_STM). If correctness of time is not an issue for this TOE,

elimination of

this dependency could be justified.

C.3.2.3 Operations

C.3.2.3.1

Selection

In FAU_GEN.1.1, the PP/ST author should select the level of auditable events called out in the audit
subclause of other functional components included in the PP/ST. This level is one of the following: “minimum”,
“basic”, “detailed” or “not specified”.
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C.3.2.3.2 Assignment

In FAU_GEN.1.1, the PP/ST author should assign a list of other specifically defined auditable events to be
included in the list of auditable events. The assignment may comprise none, or events that could be auditable
events of a functional requirement that are of a higher audit level than requested in b), as well as the events
generated through the use of a specified Application Programming Interface (API).

In FAU_GEN.1.2, the PP/ST author should assign, for each auditable events included in the PP/ST, either a
list of other audit relevant information to be included in audit events records or none.

C.3.3 FAU_GEN.2 User identity association

C.3.3|]1 User application notes

This gomponent addresses the requirement of accountability of auditable events at the level of individual user
identity. This component should be used in addition to FAU_GEN.1 Audit data generation.

Therq is a potential conflict between the audit and privacy requirements. Forxaudit purposgs it may be
desirgble to know who performed an action. The user may want to keep his/her -actions to himsglf/herself and
not b¢ identified by other persons (e.g. a site with job offers). Or it might'be required in the Qrganisational
Secuiity Policy that the identity of the users must be protected. In those’ cases the objectives [for audit and
privagy might contradict each other. Therefore if this requirement-is ‘selected and privacy |is important,
inclusion of the component user pseudonimity might be consideréd; Requirements on determ|ning the real
user name based on its pseudonym are specified in the privacy class.

If the jdentity of the user has not yet been verified through authentication, in the instance of an inyalid login the

claimed user identity should be recorded. It should be considered to indicate when a recorded identity has not
been puthenticated.

C.4 Security audit analysis (FAU_SAA)
C.4.1 User notes

This family defines requirements for automated means that analyse system activity and audit dgta looking for
possible or real security violations:This analysis may work in support of intrusion detection,|or automatic

response to a potential securityviolation.

The action to be performéd by the TSF on detection of a potential violation is defined in $ecurity audit
autonpatic response (FAUYARP) components.

For rgal-time analysis, audit data could be transformed into a useful format for automated treatment, but into a
different useful format for delivery to authorised users for review.

C.4.2 FAU_.SAA.1 Potential violation analysis

C.4.21 ~ User application notes

This component is used to specify the set of auditable events whose occurrence or accumulated occurrence
held to indicate a potential violation of the enforcement of the SFRs, and any rules to be used to perform the
violation analysis.

C.4.2.2 Operations

C.4.221 Assignment

In FAU_SAA.1.2, the PP/ST author should identify the subset of defined auditable events whose occurrence

or accumulated occurrence need to be detected as an indication of a potential violation of the enforcement of
the SFRs.

© ISO/IEC 2008 - All rights reserved 119


https://iecnorm.com/api/?name=abb52faf75dbb0d8b3afe83be133f062

ISO/IEC 15408-2:2008(E)

In FAU_SAA.1.2, the PP/ST author should specify any other rules that the TSF should use in its analysis of
the audit trail. Those rules could include specific requirements to express the needs for the events to occur in
a certain period of time (e.g. period of the day, duration). If there are no additional rules that the TSF should

use in the analysis of the audit trail, this assignment can be completed with “none”.

C.4.3 FAU_

C.4.31

SAA.2 Profile based anomaly detection

User application notes

A profile is a structure that characterises the behaviour of users and/or subjects; it represents how the
users/subjects mteract W|th the TSF i ina varlety of ways. Patterns of usage are establlshed with respect to the

various types
utilisation (wh
are recorded |

Each profile |

This pattern 1
(expected be
activity of ea
represented i

Single u

Group i
the samd

Operatir

d) System:
Each membeg
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The sophistid
groups requir|

The PP/ST 4
TSF. The PP
to construct t

FAU_SAA.2
word maintai
performed byj
defined by th
capable of peg
activity gets i

ser account: one profile per user;

D or Group Account: one profile for all users who possess. the same group ID or operate
group account;

d Role: one profile for all users sharing a given opérating role;
one profile for all users of a system.

r of a profile target group is assigned an ‘individual suspicion rating that represents how ¢
5 new activity corresponds to the established patterns of usage represented in the group pr

ation of the anomaly detection_tool will largely be determined by the number of target
ed by the PP/ST and the complexity of the required profile metrics.

uthor should enumerate (specifically what activity should be monitored and/or analysed t
ST author should alsg identify specifically what information pertaining to the activity is necs
e usage profiles.

Profile based @nomaly detection requires that the TSF maintain profiles of system usage.

N implies thatithe anomaly detector is actively updating the usage profile based on new 3
the profile\target members. It is important here that the metrics for representing user activi
e PP/STauthor. For example, there may be a thousand different actions an individual m
rforming, but the anomaly detector may choose to monitor a subset of that activity. Anom
htegrated into the profile just like non-anomalous activity (assuming the tool is monitoring

haviour). A profile target group refers to one or more users who interactxwith the TSH.
ch member of the profile group is used by the analysis tool in establishing the usage pa
h the profile. The following are some examples of profile target groups:

using

osely
bfile.

brofile

y the
ssary

The
ctivity
ty are
ay be
alous
those

actions). Things tThat may have appeared anomalous four monihs ago, might over time become the nor
vice-versa) as the user's work duties change. The TSF wouldn't be able to capture this notion if it filtered out
anomalous activity from the profile updating algorithms.

(and

Administrative notification should be provided such that the authorised user understands the significance of

the suspicion

rating.

The PP/ST author should define how to interpret suspicion ratings and the conditions under which anomalous

activity is indi

120

cated to the Security audit automatic response (FAU_ARP) mechanism.
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C.4.3.2 Operations
C.4.3.21 Assignment

In FAU_SAA.2.1, the PP/ST author should specify the profile target group. A single PP/ST may include
multiple profile target groups.

In FAU_SAA.2.3, the PP/ST author should specify conditions under which anomalous activity is reported by
the TSF. Conditions may include the suspicion rating reaching a certain value, or be based on the type of

anomalous activity observed.

C.4.4
c44

In prd
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indep
passv
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1 User application notes

ctice, it is at best rare when an analysis tool can detect with certainty when, & securit
ent. However, there do exist some system events that are so significant thatthey are alw
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for monitoring system activity. This was done in recognition of the existence of previous
on detection tools that do notiperform their analyses of system activity solely through the
examples of other input data.include network datagrams, resource/accounting data, or co
s system data).

lements of FAU_SAA:8 Simple attack heuristics do not require that the TSF implementing t

heuristics be the~same TSF whose activity is being monitored. Thus, one can develof
ion component that operates independently of the system whose system activity is being a
2 Operations

2.1 \_Assignment

y violation is
ays worthy of
file (e.g. the
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In FAU_SAA.3.1, the PP/ST author should identify a base subset of system events whose occurrence, in
isolation from all other system activity, may indicate a violation of the enforcement of the SFRs. These include
events that by themselves indicate a clear violation to the enforcement of the SFRs, or whose occurrence is
so significant that they warrant actions.

In FAU_SAA.3.2, the PP/ST author should specify the information used to determine system activity. This
information is the input data used by the analysis tool to determine the system activity that has occurred on
the TOE. This data may include audit data, combinations of audit data with other system data, or may consist
of data other than the audit data. The PP/ST author should define precisely what system events and event
attributes are being monitored within the input data.
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C.4.5 FAU_SAA.4 Complex attack heuristics

C.4.5.1 User application notes

In practice, it is at best rare when an analysis tool can detect with certainty when a security violation is
imminent. However, there do exist some system events that are so significant they are always worthy of
independent review. Example of such events include the deletion of a key TSF security data file (e.g. the
password file) or activity such as a remote user attempting to gain administrative privilege. These events are
referred to as signature events in that their occurrence in isolation from the rest of the system activity are
indicative of intrusive activity. Event sequences are an ordered set of signature events that might indicate

intrusive activity.
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cenarios. Each event represented in the sequence should map to a monitored system
the system events are performed, they are bound (mapped) to the known penetration

4.1, thesPP/ST author should identify a base subset of system events whose occurren
all ather system activity, may indicate a violation of the enforcement of the SFRs. These ir
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In FAU_SAA.4.2, the PP/ST author should specify the information used to determine system activity. This
information is the input data used by the analysis tool to determine the system activity that has occurred on
the TOE. This data may include audit data, combinations of audit data with other system data, or may consist
of data other than the audit data. The PP/ST author should define precisely what system events and event
attributes are being monitored within the input data.

C.5 Security audit review (FAU_SAR)
C.5.1 User notes

The Security audit review family defines requirements related to review of the audit information.
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These functions should allow pre-storage or post-storage audit selection that includes, for example, the ability
to selectively review:

e the actions of one or more users (e.g. identification, authentication, TOE entry, and access control
actions);

e the actions performed on a specific object or TOE resource;
o all of a specified set of audited exceptions; or

e actions associated with a specific SFR attribute.

The distinction between audit reviews is based on functionality. Audit review (only) encompasses the ability to
view audit data. Selectable review is more sophisticated, and requires the ability to selectysubsets of audit
data based on a single criterion or multiple criteria with logical (i.e. and/or) relations, and order the audit data
beforg it is reviewed.

C.5.2 FAU_SAR.1 Audit review
C.5.2|1 User application notes
This gomponent will provide authorised users the capability to obtaifVand interpret the informatign. In case of

humah users this information needs to be in a human understandable presentation. In case gf external IT
entitigs the information needs to be unambiguously represented in an electronic fashion.

C.5.2|]2 Operations
C.5.2{2.1 Assignment

In FAU_SAR.1.1, the PP/ST author should™specify the authorised users that can use this| capability. If
approjpriate the PP/ST author may includesecurity roles (see FMT_SMR.1 Security roles).

In FAU_SAR.1.1, the PP/ST authorishould specify the type of information the specified user i§ permitted to
obtain from the audit records. Examples are “all”, “subject identity”, “all information belonging to|audit records
refergncing this user”. When employing the SFR, FAU_SAR.1, it is not necessary to repeat, in full detail, the
list of [audit information first'specified in FAU_GEN.1. Use of terms such as “all” or “all audit inforqation” assist

in eliminating ambiguityand the further need for comparative analysis between the two security r¢équirements.
C.5.3 FAU_SAR.2 Restricted audit review
C.5.3|1 User.application notes

This gomponent specifies that any users not identified in FAU_SAR.1 Audit review will not be able to read the
audit kecords

C.5.4 FAU_SAR.3 Selectable audit review
C.5.4.1 User application notes
This component is used to specify that it should be possible to perform selection of the audit data to be

reviewed. If based on multiple criteria, those criteria should be related together with logical (i.e. “and” or “or”)
relations, and the tools should provide the ability to manipulate audit data (e.g. sort, filter).
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C.5.4.2 Operations

C.5.4.21

Assignment

In FAU_SAR.3.1, the PP/ST author should specify whether capabilities to select and/or order audit data is

required from

the TSF.

In FAU_SAR.3.1, the PP/ST author should assign the criteria, possibly with logical relations, to be used to
select the audit data for review. The logical relations are intended to specify whether the operation can be on
an individual attribute or a collection of attributes. An example of this assignment could be: “application, user
account and/or location”. In this case the operation could be specified using any combination of the three

attributes: ap

C.6 Secur
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audit event selection family provides requirements related to the capabilities of identifying

e auditable events are to be audited. The auditable events are defined in\the Security aud
AU_GEN) family, but those events should be defined as being selectable in this compon

psures that it is possible to keep the audit trail from becomingZso large that it becomes us
e appropriate granularity of the selected security audit events.

SEL.1 Selective audit

Useér application notes

bnt defines the selection criteria used, and:the resulting audited subsets of the set of all aud

events, based on user attributes, subject attributes, object attributes, or event types.

The existenc

b of individual user identities is not-assumed for this component. This allows for TOEs su
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C.6.2.2.2 Assignment

In FAU_SEL.1.1, the PP/ST author should specify any additional attributes upon which audit selectivity is
based. If there are no additional rules upon which audit selectivity is based, this assignment can be completed

with “none”.
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C.7 Security audit event storage (FAU_STG)

C.7.1 User notes

The Security audit event storage family describes requirements for storing audit data for later use, including
requirements controlling the loss of audit information due to TOE failure, attack and/or exhaustion of storage
space.

C.7.2 FAU_STG.1 Protected audit trail storage

C.7.2.1 User application notes

In a distributed environment, as the location of the audit trail is in the TSF, but not necessarityco-located with
the function generating the audit data, the PP/ST author could request authentication of-the originator of the
audit fecord, or non-repudiation of the origin of the record prior storing this record in the-audit trail.
The T|SF will protect the stored audit records in the audit trail from unauthorised deletion and moglification. It is
noted| that in some TOEs the auditor (role) might not be authorised to delete ¢he*audit records for a certain
period of time.

C.7.2]2 Operations
C.7.2[2.1 Selection

In FAU_STG.1.2, the PP/ST author should specify whether/the TSF shall prevent or only be able to detect
modifjcations of the stored audit records in the audit trail. Only'one of these options may be chosgn.

C.7.3 FAU_STG.2 Guarantees of audit data availability
C.7.3|1 User application notes

This gomponent allows the PP/ST author to(specify to which metrics the audit trail should conform.
In a distributed environment, as the location of the audit trail is in the TSF, but not necessarily c¢-located with
the function generating the audit data, the PP/ST author could request authentication of the originator of the
audit fecord, or non-repudiation-of:the origin of the record prior storing this record in the audit trail.
C.7.3]2 Operations
C.7.3{2.1 Selection

In FAU_STG.2.2/the PP/ST author should specify whether the TSF shall prevent or only be able to detect
modifjcations.of the stored audit records in the audit trail. Only one of these options may be chosen.

C.7.3{22/ “Assignment

In FAU_STG.2.3, the PP/ST author should specify the metric that the TSF must ensure with respect to the
stored audit records. This metric limits the data loss by enumerating the number of records that must be kept,
or the time that records are guaranteed to be maintained. An example of the metric could be “100,000”
indicating that 100,000 audit records can be stored.

C.7.3.2.3 Selection
In FAU_STG.2.3, the PP/ST author should specify the condition under which the TSF shall still be able to

maintain a defined amount of audit data. This condition can be any of the following: audit storage exhaustion,
failure, attack.
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C.7.4 FAU_

C.7.41

STG.3 Action in case of possible audit data loss

User application notes

This component requires that actions will be taken when the audit trail exceeds certain pre-defined limits.

C.7.4.2 Operations

C.7.4.21

Assignment

In FAU_STG.3.1, the PP/ST author should indicate the pre-defined limit. If the management functions indicate
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Annex D
(normative)

Class FCO: Communication

This class describes requirements specifically of interest for TOEs that are used for the transport of
information. Families within this class deal with non-repudiation.

In thig class the concept of “information” is used. This information should be interpreted as thg object being
comnjunicated, and could contain an electronic mail message, a file, or a set of predefined attribUte types.

In thg literature, the terms “proof of receipt” and “proof of origin” are commonly used terms. However it is
recoghised that the term “proof” might be interpreted in a legal sense to implyoa’ form of mathematical
rationgle. The components in this class interpret the de-facto use of the word Sproof” in the context of
“evidgnce” that the TSF demonstrates the non-repudiated transport of types of information.

Figur¢ D.1 shows the decomposition of this class into its constituent components.

FCO NRO: Non-repudiation of origin 1 2

FCO NRR: Non-repudiation of receipt 1 2

Figure D.1 - FCO: Communication class decomposition

D.1 Non-repudiation of origin (FCO_NRO)
D.1.1 User notes

Non-repudiation of origin defings\requirements to provide evidence to users/subjects about the identity of the
originptor of some information.“The originator cannot successfully deny having sent the information because
evidence of origin (e.g. digital signature) provides evidence of the binding between the originator and the
inforrlation sent. The recipient or a third party can verify the evidence of origin. This evidence should not be
forgeable.

If the [informationcor the associated attributes are altered in any way, validation of the evidence df origin might
fail. Tlherefore.a PP/ST author should consider including integrity requirements such as FDP_UIT.1 Data
exchgnge integrity in the PP/ST.

In non=repudiatic ore-are-several differs olved,—each-of which-could-be combined-id one or more
subjects. The first role is a subject that requests evidence of origin (only in FCO_NRO.1 Selective proof of
origin). The second role is the recipient and/or other subjects to which the evidence is provided (e.g. a notary).
The third role is a subject that requests verification of the evidence of origin, for example, a recipient or a third
party such as an arbiter.

The PP/ST author must specify the conditions that must be met to be able to verify the validity of the
evidence. An example of a condition which could be specified is where the verification of evidence must occur
within 24 hours. These conditions, therefore, allow the tailoring of the non-repudiation to legal requirements,
such as being able to provide evidence for several years.

In most cases, the identity of the recipient will be the identity of the user who received the transmission. In
some instances, the PP/ST author does not want the user identity to be exported. In that case the PP/ST
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author must consider whether it is appropriate to include this class, or whether the identity of the transport
service provider or the identity of the host should be used.

In addition to (or instead of) the user identity, a PP/ST author might be more concerned about the time the
information was transmitted. For example, requests for proposals must be transmitted before a certain date in
order to be considered. In such instances, these requirements can be customised to provide a timestamp

indication (time of origin).

D.1.2 FCO_

D.1.21

NRO.1 Selective proof of origin

Operations

D.1.211 A

In FCO_NR(
function, for ¢

D.1.21.2 S

In FCO_NRO

D.1.2.1.3 Assignment

ssignment

.1.1, the PP/ST author should fill in the types of information subject to the evidenee of
xample, electronic mail messages.

election

.1.1, the PP/ST author should specify the user/subject who can request evidence of origin.

origin

In FCO_NRQ.1.1, the PP/ST author, dependent on the selection, should" specify the third parties that can
request evidgnce of origin. A third party could be an arbiter, judge or legal body.

In FCO_NRQ.1.2, the PP/ST author should fill in the list of the attribUtes that shall be linked to the information;
for example, priginator identity, time of origin, and location of arigin.

In FCO_NRQ.1.2, the PP/ST author should fill in the list,efiinformation fields within the information over which
the attributes|provide evidence of origin, such as the body of a message.

D.1.2.1.4 Selection

In FCO_NRO.1.3, the PP/ST author should.spécify the user/subject who can verify the evidence of origin.

D.1.2.1.5 Assignment

In FCO_NRQ.1.3, the PP/ST author should fill in the list of limitations under which the evidence can be
verified. For lexample the evidence can only be verified within a 24 hour time interval. An assignment of
“immediate” gr “indefinite” issacceptable.

In FCO_NRC
verify the evid

1.3, the PP/ST author, dependent on the selection, should specify the third parties tha
ence.of-origin.

t can

D.1.3 FCO

NRO.2 Enforced proof of origin

D.1.31

D.1.3.1.1

Operations

Assignment

In FCO_NRO.2.1, the PP/ST author should fill in the types of information subject to the evidence of origin
function, for example, electronic mail messages.

In FCO_NRO.2.2, the PP/ST author should fill in the list of the attributes that shall be linked to the information;
for example, originator identity, time of origin, and location of origin.

In FCO_NRO.2.2, the PP/ST author should fill in the list of information fields within the information over which

the attributes
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provide evidence of origin, such as the body of a message.
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1.2 Selection

In FCO_NRO.2.3, the PP/ST author should specify the user/subject who can verify the evidence of origin.

D.1.3.

1.3 Assignment

In FCO_NRO.2.3, the PP/ST author should fill in the list of limitations under which the evidence can be
verified. For example the evidence can only be verified within a 24 hour time interval. An assignment of
“immediate” or “indefinite” is acceptable.

In FCO_NRO.2.3, the PP/ST author, dependent on the selection, should specify the third parties that can

Verify the evidence of nrigin A third pﬂl"f\]l could be an thifnr, jl |Hgn or. |ngg| hnrh}/

D.2 Non-repudiation of receipt (FCO_NRR)

D.2.1 User notes

Non-repudiation of receipt defines requirements to provide evidence to éther users/subjects that the
inforﬂation was received by the recipient. The recipient cannot successfully deny having |received the
information because evidence of receipt (e.g. digital signature) provides evidence of the binding between the
recipient attributes and the information. The originator or a third party canVverify the evidence of receipt. This
evidence should not be forgeable.

It should be noted that the provision of evidence that the information was received does not necgssarily imply
that the information was read or comprehended, but only deliyered.

If the
respe
requir

In nof
subje
recei
notary
origin

The |
evide
within
such

In ma@
some
autho|
servid

information or the associated attributes are altered‘ih any way, validation of the evidence (
ct to the original information might fail. Therefore a PP/ST author should consider inclu
ements such as FDP_UIT.1 Data exchange integrity in the PP/ST.

-repudiation, there are several different roles involved, each of which could be combined i
cts. The first role is a subject that requéests evidence of receipt (only in FCO_NRR.1 Sele
t). The second role is the recipient and/or other subjects to which the evidence is pro
). The third role is a subject that requests verification of the evidence of receipt, for
btor or a third party such as anlarbiter.

PP/ST author must specify the conditions that must be met to be able to verify the V
nce. An example of a‘eondition which could be specified is where the verification of evideng
24 hours. These ccaenditions, therefore, allow the tailoring of the non-repudiation to legal
bs being able to(provide evidence for several years.

st cases, the identity of the recipient will be the identity of the user who received the tra
instanceés, the PP/ST author does not want the user identity to be exported. In that casg
I musticonsider whether it is appropriate to include this class, or whether the identity of
e provider or the identity of the host should be used.

f receipt with
ding integrity

one or more
ctive proof of
ided, (e.g. a
example, an

alidity of the
e must occur
equirements,

nsmission. In
e, the PP/ST
the transport

In addition to (or instead of) the user identity, a PP/ST author might be more concerned about the time the
information was received. For example, when an offer expires at a certain date, orders must be received
before a certain date in order to be considered. In such instances, these requirements can be customised to
provide a timestamp indication (time of receipt).

D.2.2 FCO_NRR.1 Selective proof of receipt
D.2.2.1 Operations
D.2.2.1.1 Assignment

In FCO_NRR.1.1, the PP/ST author should fill in the types of information subject to the evidence of receipt
function, for example, electronic mail messages.
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D.2.2.1.2 Selection

In FCO_NRR.1.1, the PP/ST author should specify the user/subject who can request evidence of receipt.

D.2.2.1.3 Assignment

In FCO_NRR.1.1, the PP/ST author, dependent on the selection, should specify the third parties that can

request evide

nce of receipt. A third party could be an arbiter, judge or legal body.

In FCO_NRR.1.2, the PP/ST author should fill in the list of the attributes that shall be linked to the information;
for example, recipient identity, time of receipt, and location of receipt.

In FCO_NRH
information o

D.2.21.4 S

In FCO_NRR

D.2.2.1.5 Assignment

In FCO_NRH
verified. For
“immediate” d

In FCO_NRR
verify the evid

1.2, the PP/ST author should fill in the list of information fields with the fields with
er which the attributes provide evidence of receipt, such as the body a message.

election

.1.3, the PP/ST author should specify the user/subjects who can verify the evidence of rece]

1.3, the PP/ST author should fill in the list of limitations under which the evidence c
example the evidence can only be verified within a 24 hour-time interval. An assignm
r “indefinite” is acceptable.

.1.3, the PP/ST author, dependent on the selection;~should specify the third parties tha
ence of receipt.

n the

ipt.

BN be
ent of

t can

D.2.3 FCO [NRR.2 Enforced proof of receipt

D.2.3.1 Operations

D.2.3.1.1 Assignment

In FCO_NRR.2.1, the PP/ST author should fill in the types of information subject to the evidence of receipt
function, for gxample electronic mail messages.

In FCO_NRR.2.2, the PP/ST author, should fill in the list of the attributes that shall be linked to the informlation;
for example, recipient identity, time of receipt, and location of receipt.

In FCO_NRR.2.2, the PP/ST author should fill in the list of information fields with the fields within the
information oyer which the attributes provide evidence of receipt, such as the body of a message.

D.2.3.1.2 Selection

In FCO_NRR[2:37the PP/ST author should specify the user/subjects who can verify the evidence of recejpt.

D.2.3.1.3 Assignment

In FCO_NRR.2.3, the PP/ST author should fill in the list of limitations under which the evidence can be
verified. For example the evidence can only be verified within a 24 hour time interval. An assignment of
“immediate” or “indefinite” is acceptable.

In FCO_NRR.2.3, the PP/ST author, dependent on the selection, should specify the third parties that can
verify the evidence of receipt. A third party could be an arbiter, judge or legal body.
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Annex E
(normative)

Class FCS: Cryptographic support

The TSF may employ cryptographic functionality to help satisfy several high-level security objectives. These
include (but are not limited to): identification and authentication, non-repudiation, trusted path, trusted channel
and data separation. This class is used when the TOE implements cryptographic functions, the

imple

The

(FCS]
family
(FCS]

For e
select

For e
select

For e
the F

For e
select

For e

etc.) performed by the TOE, if any, the PRP/ST author should select the FCS_COP.1 Cryptograq

comp

Crypt
familig

mentation of which could be in hardware, firmware and/or software.
FCS: Cryptographic support class is composed of two families: Cryptographic\key
| CKM) and Cryptographic operation (FCS_COP). The Cryptographic key managément

addresses the management aspects of cryptographic keys, while the cCtyptograp
| COP) family is concerned with the operational use of those cryptographic keys.

the FCS_CKM.1 Cryptographic key generation component.

the FCS_CKM.2 Cryptographic key distribution component.

ach cryptographic key access method implemented by(the TOE, if any, the PP/ST author
CS_CKM.3 Cryptographic key access component.

the FCS_CKM.4 Cryptographic key destruction*component.

pch cryptographic operation (such as digital signature, data encryption, key agreement,
bnent.

bgraphic functionality may be‘used to meet objectives specified in class FCO: Communi
ps Data authentication (FBR2DAU), Stored data integrity (FDP_SDI), Inter-TSF user data

management
(FCS_CKM)
nic operation

ach cryptographic key generation method implemented by the TOE,. if any, the PP/ST author should

ach cryptographic key distribution method implemented by the _TOE, if any, the PP/ST author should

should select

ach cryptographic key destruction method implemented by the TOE, if any, the PP/ST author should

secure hash,
hic operation

tation, and in
confidentiality

transfer protection (FDP_UCT );-Inter-TSF user data integrity transfer protection (FDP_UIT), Specification of

secre
cryptd
specit
suppd

s (FIA_SOS), User ‘authentication (FIA_UAU), to meet a variety of objectives. In the
graphic functionality,'is used to meet objectives for other classes, the individual functiona
y the objectives(that cryptographic functionality must satisfy. The objectives in class FCS:

rt should be.used when cryptographic functionality of the TOE is sought by consumers.

Figure E.1 shows the decomposition of this class into its constituent components.

cases where
components
Cryptographic
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E.1 Crypt«
E.1.1 User

Cryptographi
cryptographid
escrow, archi

The inclusion
need not be
keys).

This family is
the following
and cryptogrd
for the manag

If Security au
the context of

1
2
FCS CEKM: Cryptographic key management
3
N
4
FCS COP: Cryptographic operation 1

Figure E.1 - FCS: Cryptographic support class decomposition

pgraphic key management (FCS_CKM)
notes

L keys must be managed throughout their lifetime. The typical events in the lifecycle
key include (but are not limited to): generation, distribution, entry, storage, access (e.g. b3
ve, recovery) and destruction.
of other stages is dependent on the.key management strategy being implemented, as thg
nvolved in all of the key life-cycle (e'g. the TOE may only generate and distribute cryptog
intended to support the cryptographic key lifecycle and consequently defines requiremer
Activities: cryptographic.key generation, cryptographic key distribution, cryptographic key a

ement of cryptographic keys.

dit data generation (FAU_GEN) Security Audit Data Generation is included in the PP/ST th
the eventsdbeing audited:

a) The obj

cryptographic,operation that the cryptographic key is to be used for, the cryptographic key identifig
the Crypt‘ grqphin Ilny \lnliriihjl pnrind

:

t attributes may include the assigned user for the cryptographic key, the user rolg

of a
ckup,

TOE
aphic

ts for
ccess

phic key destruction. This family should be included whenever there are functional requirements

en, in

2, the
r and

b)

information (such as secret or private cryptographic keys).

The object value may include the values of cryptographic key(s) and parameters excluding any sensitive

Typically, random numbers are used to generate cryptographic keys. If this is the case, then FCS_CKM.1
Cryptographic key generation should be used instead of the component FIA SOS.2 TSF Generation of
secrets. In cases where random number generation is required for purposes other than for the generation of
cryptographic keys, the component FIA_SOS.2 TSF Generation of secrets should be used.
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E.1.2 FCS_CKM.1 Cryptographic key generation
E.1.2.1 User application notes

This component requires the cryptographic key sizes and method used to generate cryptographic keys to be
specified, this can be in accordance with an assigned standard. It should be used to specify the cryptographic
key sizes and the method (e.g. algorithm) used to generate the cryptographic keys. Only one instance of the
component is needed for the same method and multiple key sizes. The key size could be common or different
for the various entities, and could be either the input to or the output from the method.

E.1.2.2 Operations

E.1.2}21 Assignment
In FCB_CKM.1.1, the PP/ST author should specify the cryptographic key generation algorithm to|be used.

In FGS_CKM.1.1, the PP/ST author should specify the cryptographic key sizes to'be used. The key sizes
specified should be appropriate for the algorithm and its intended use.

In FC5_CKM.1.1, the PP/ST author should specify the assigned standard, that documents the method used to
genenate cryptographic keys. The assigned standard may comprise .fighe, one or more actyal standards
publigations, for example, from international, national, industry or organisational standards.
E.1.3 FCS_CKM.2 Cryptographic key distribution

E.1.3]1 User application notes

This component requires the method used to distribute cryptographic keys to be specified, this can be in
accorgdance with an assigned standard.

E.1.3]2 Operations
E.1.3/21 Assignment
In FCB5_CKM.2.1, the PP/ST author.should specify the cryptographic key distribution method to be used.

In FC5_CKM.2.1, the PP/ST author should specify the assigned standard that documents the method used to
distriqute cryptographic keys.:The assigned standard may comprise none, one or more actyal standards
publigations, for example;from international, national, industry or organisational standards.
E.1.4 FCS_CKM:3 Cryptographic key access

E.1.41 User application notes

This component requires the method used to access cryptographic keys be specified, thls can be in
accorgance with an assigned standard

E.1.4.2 Operations

E.1.4.21 Assignment

In FCS_CKM.3.1, the PP/ST author should specify the type of cryptographic key access being used.
Examples of types of cryptographic key access include (but are not limited to) cryptographic key backup,

cryptographic key archival, cryptographic key escrow and cryptographic key recovery.

In FCS_CKM.3.1, the PP/ST author should specify the cryptographic key access method to be used.
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In FCS_CKM.3.1, the PP/ST author should specify the assigned standard that documents the method used to
access cryptographic keys. The assigned standard may comprise none, one or more actual standards
publications, for example, from international, national, industry or organisational standards.

E.1.5 FCS_

E.1.5.1

CKM.4 Cryptographic key destruction

User application notes

This component requires the method used to destroy cryptographic keys be specified, this can be in
accordance with an assigned standard.

E.1.5.2 OT»\-ieeﬁ

E.1.5.2.1 ssignment

In FCS_CKM.4.1, the PP/ST author should specify the key destruction method to be. used to déstroy
cryptographid keys.

In FCS_CKM!4.1, the PP/ST author should specify the assigned standard that documents the method uged to
destroy crypfographic keys. The assigned standard may comprise none, one (o more actual standards
publications, for example, from international, national, industry or organisationalstandards.

E.2 Cryptographic operation (FCS_COP)

E.2.1 User|notes

A cryptographic operation may have cryptographic mode(s) of.operation associated with it. If this is the [case,
then the crypfographic mode(s) must be specified. Examples of cryptographic modes of operation are ¢ipher

block chainin

Cryptographi
operation (FQ

a) theuser
b) the used
c) thetype

If Security au
the context of

j, output feedback mode, electronic code book mode, and cipher feedback mode.

L operations may be used to support ene or more TOE security services. The Cryptog
S_COP) component may need to be.iterated more than once depending on:

application for which the security.service is being used,
f different cryptographic algorithms and/or cryptographic key sizes,
br sensitivity of the data being operated on.

dit data generation (FAU_GEN) Security audit data generation is included in the PP/ST th
the cryptographic operation events being audited:

aphic

en, in

a) The typgs of cryptographic operation may include digital signature generation and/or verifidation,
cryptogrgphic~checksum generation for integrity and/or for verification of checksum, secure|hash
(messagp. digest) computation, data encryption and/or decryption, cryptographic key encryption and/or
decrypti n, r\rypfngrnphir‘ l(ny ngrnnmnnf and random-number gnnnraﬁnn

b) The subject attributes may include subject role(s) and user(s) associated with the subject.

c) The object attributes may include the assigned user for the cryptographic key, user role, cryptographic
operation the cryptographic key is to be used for, cryptographic key identifier, and the cryptographic key
validity period.
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E.2.2 FCS_COP.1 Cryptographic operation

E.2.2.1 User application notes

This component requires the cryptographic algorithm and key size used to perform specified cryptographic

operation(s) which can be based on an assigned standard.
E.2.2.2 Operations

E.2.2.21 Assignment

cryptd
gener
encry|

and rgndom number generation. The cryptographic operation may be performed on usern.data or

In F(
cryptd

In FQ
specit

In FC
cryptd

gr_aphic operations include digital signature generation and/or verification, cryptograph
ation for integrity and/or for verification of checksum, secure hash (message digest) com
btion and/or decryption, cryptographic key encryption and/or decryption, cryptographic ke

LS COP.1.1, the PP/ST author should specify the cryptographic algorithm to be U
graphic algorithms include, but are not limited to, DES, RSA and IDEA.

S_COP.1.1, the PP/ST author should specify the cryptographic key sizes to be used. T|
ied should be appropriate for the algorithm and its intended use

S _COP.1.1, the PP/ST author should specify the assigned:standard that documents how
graphic operation(s) are performed. The assigned standard may comprise none, one o

standprds publications, for example, from international, national, industry or organisational standa

med. Typical
ic checksum
butation, data
y agreement
T'SF data.

sed. Typical

he key sizes
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more actual
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Annex F
(normative)

Class FDP: User data protection

This class contains families specifying requirements related to protecting user data. This class differs from FIA
and FPT in that FDP: User data protection specifies components to protect user data, FIA specifies
components to protect attributes associated with the user, and FPT specifies components to protect TSF
information.

The class dpes not contain explicit requirements for traditional Mandatory Access Controls\(MA
traditional Discretionary Access Controls (DAC); however, such requirements may be constricted
components from this class.

C) or
using

FDP: User d4
most often ir
cover these {

ta protection does not explicitly deal with confidentiality, integrity, or availability, as all thre
tertwined in the policy and mechanisms. However, the TOE security policy must adeq
ree objectives in the PP/ST.

e are
Lately

ed as
uthor

A final aspect
a specific tyy

of this class is that it specifies access control in terms of “operations”. An operation is defir
e of access on a specific object. It depends on the level ‘of-abstraction of the PP/ST 4

whether thes

such as “update the database”.

The access
represent att

modify that ir

contrast, an

b operations are described as “read” and/or “write” operations, or as more complex oper,

control policies are policies that control access t0 the information container. The attr
ibutes of the container. Once the information.is~out of the container, the accessor is fi
formation, including writing the information into*a different container with different attribute
nformation flow policies controls access.to the information, independent of the container

ations

butes
ee to
s. By
. The

as in
e the

attributes of {
the case of 4

he information, which may be associated with the attributes of the container (or may not,

ability, in the

This class is
policies inclu

specifying req

For example
flow (e.g. an

multi-level database) stay with the information as it moves. The accessor does not hav
bbsence of an explicit authorisation;-to change the attributes of the information.

not meant to be a complete faxonomy of IT access policies, as others can be imagined.
led here are simply those-for-which current experience with actual systems provides a ba
uirements. There may be-ether forms of intent that are not captured in the definitions here.

one could imaginéya goal of having user-imposed (and user-defined) controls on inforn
automated implementation of the NO FOREIGN handling caveat). Such concepts col

"hose
5is for

hation
Id be

handled as rgfinements of, or. extensions to the FDP: User data protection components.
these
es or
ontrol
ontrol

Finally, it is important\when looking at the components in FDP: User data protection to remember that
components pre requirements for functions that may be implemented by a mechanism that also serv

could serve angther purpose. For example, it is possible to build an access control policy (Access @
policy (FDP_K&MMMMMMMMMMMW

mechanism.

A set of SFRs may encompass many security function policies (SFPs), each to be identified by the two policy
oriented components Access control policy (FDP_ACC), and Information flow control policy (FDP_IFC). These
policies will typically take confidentiality, integrity, and availability aspects into consideration as required, to
satisfy the TOE requirements. Care should be taken to ensure that all objects are covered by at least one SFP
and that there are no conflicts arising from implementing the multiple SFPs.

When building a PP/ST using components from the FDP: User data protection class, the following information
provides guidance on where to look and what to select from the class.

The requirements in the FDP: User data protection class are defined in terms of a set of SFRs that will
implement a SFP. Since a TOE may implement multiple SFPs simultaneously, the PP/ST author must specify
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the name for each SFP, so it can be referenced in other families. This name will then be used in each
component selected to indicate that it is being used as part of the definition of requirements for that SFP. This
allows the author to easily indicate the scope for operations such as objects covered, operations covered,
authorised users, etc.

Each instantiation of a component can apply to only one SFP. Therefore if an SFP is specified in a component
then this SFP will apply to all the elements in this component. The components may be instantiated multiple
times within a PP/ST to account for different policies if so desired.

The key to selecting components from this family is to have a well defined set of TOE security objectives to
enable proper selection of the components from the two policy components; Access control policy (FDP_ACC)

and | _ _ rmation flow
contrgl policy (FDP_IFC) respectively, all access control policies and all information flow contrgl policies are
named. Furthermore the scope of control of these components in terms of the subjects,| objects and
operations covered by this security functionality. The names of these policies are meant t6 |be use¢d throughout
the rgmainder of the functional components that have an operation that calls for an assignment gr selection of
an “agcess control SFP” or an “information flow control SFP”. The rules that define) the functipnality of the
named access control and information flow control SFPs will be defined in the-Access control functions

(FDP] ACF) and Information flow control functions (FDP_IFF) families (respectively).

The following steps are guidance on how this class is applied in the consttuction of a PP/ST:

a) ldentify the policies to be enforced from the Access controlcpolicy (FDP_ACC), and Infprmation flow
ontrol policy (FDP_IFC) families. These families define scope of control for the policy, granularity of
pntrol and may identify some rules to go with the policy.

b) Identify the components and perform any applicable operations in the policy compgonents. The
assignment operations may be performed generally (such as with a statement “All files”) pr specifically
(The files “A”, “B”, etc.) depending upon the level.of detail known.

c) ldentify any applicable function components from the Access control functions (FDP_ACF) and
Information flow control functions (FDP-IFF) families to address the named policy families| from Access

pontrol policy (FDP_ACC) and Information flow control policy (FDP_IFC). Perform the operations to make
the components define the rules to-be enforced by the named policies. This should make theg components
the requirements of the selected-function envisioned or to be built.

d) Identify who will have the ability to control and change security attributes under the function,such as only
d security administrator, only the owner of the object, etc. Select the appropriate components from FMT:

ecurity management.and perform the operations. Refinements may be useful here to id¢ntify missing
features, such as that'some or all changes must be done via trusted path.

e) ldentify any.appropriate components from the FMT: Security management for initial values for new
objects and.subjects.

f)  Identify any applicable rollback components from the Rollback (FDP_ROL) family.

g) ify—amny i esi | information
protection (FDP_RIP) family.

h) Identify any applicable import or export components, and how security attributes should be handled

during import and export, from the Import from outside of the TOE (FDP_ITC) and Export from the TOE
(FDP_ETC) families.

i) Identify any applicable internal TOE communication components from the Internal TOE transfer
(FDP_ITT) family.

j) Identify any requirements for integrity protection of stored information from the Stored data integrity
(FDP_SDI).
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k) Identify any applicable inter-TSF communication components from the Inter-TSF user data confidentiality
transfer protection (FDP_UCT) or Inter-TSF user data integrity transfer protection (FDP_UIT) families.

Figure F.1 shows the decomposition of this class into its constituent components.

FDP_ACC: Access control policy 1 2
FDP_ACF: Access control functions 1
FDP_DAU: Data authentication 1 2
1
FDP_ETC: Export firom the TOE
2
FDP IFC: Information flow control policy 1 2
1 2
FDP_IFF: Information flow control functions 3 4 5
6
1
FDP_ITC: Import from outside of the TOE
2
1 2
FDP ITT Internal TOE transfer
3 4
FDP_RIP: Resicdudl information protection 1 2
FDP_ROL: Rollback 1 2
FDP_SDI Stored data integrity 1 2
FDP UCT: Inter-TSF user data confidentiality transfer protection 1
1
FDP UIT Inter-TSF user data integrity transfer protection
2 3

Figure F.1 - FDP: User data protection class decomposition
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F.1Access control policy (FDP_ACC)

F.1.1 User notes

This family is based upon the concept of arbitrary controls on the interaction of subjects and objects. The
scope and purpose of the controls is based upon the attributes of the accessor (subject), the attributes of the
container being accessed (object), the actions (operations) and any associated access control rules.

The components in this family are capable of identifying the access control SFPs (by name) to be enforced by
the traditional Discretionary Access Control (DAC) mechanisms. It further defines the subjects, objects and
operations that are covered by identified access control SFPs. The rules that define the functionality of an
acceg ) and Export
from control policy
(FDP] that have an

o CUI ItlUi SFP VVi“ IUU Ulb'ﬂllb'ul IUy Uti ICI fdlll;“t:b, auuil aoS Abbcbb CUI ItlUi fullbtiul 1S (FDP_AC
the TOE (FDP_ETC). The names of the access control SFPs defined in Access
| ACC) are meant to be used throughout the remainder of the functional components

operation that calls for an assignment or selection of an “access control SFP.”

The g
cover
cours

A crit
modif
not aq
while

Therg
SFP
contrg

This 1
contrg

differgnt scope of control. To specify more-than one access control policy, the components frg

can |
accor
In oth
the a
SFPs
FDP_|
total g

F.1.2
F.1.2,

The t
entitie

ccess control SFP covers a set of triplets: subject, object, and operations. Therefore a s
ed by multiple access control SFPs but only with respect to a different operation or a differ|
b the same applies to objects and operations.

cal aspect of an access control function that enforces an accesscontrol SFP is the abilit
y the attributes involved in access control decisions. The Access control policy (FDP_ACC
idress these aspects. Some of these requirements are left undefined, but can be added as
others are covered elsewhere in other families and classes‘such as FMT: Security manage

are no audit requirements in Access control policy {FDP_ACC) as this family specifies 3
requirements. Audit requirements will be found in/families specifying functions to satisf
| SFPs identified in this family.

amily provides a PP/ST author the capability to specify several policies, for example, a
| SFP to be applied to one scope of control, and a flexible access control SFP to be

be iterated multiple times in a PP/ST to different subsets of operations and objec
nmodate TOEs that contain multiple policies, each addressing a particular set of operations
er words, the PP/ST author should specify the required information in the ACC compone
ccess control SFPs that the \DSF will enforce. For example, a TOE incorporating three 3
each covering only a subset of the objects, subjects, and operations within the TOE, wi
ACC.1 Subset access control component for each of the three access control SFPs, ng
f three FDP_ACC ASSubset access control components.

FDP_ACC.4 Subset access control

1 User application notes

ibject can be
ent object. Of

y for users to
) family does
refinements,
ment.

ccess control
y the access

fixed access
defined for a
m this family
ts. This will
and objects.
nt for each of
ccess control
| contain one
cessitating a

brms..object and subject refer to generic elements in the TOE. For a policy to be imple

entable, the

s'mast be clearly identified. For a PP, the objects and operations might be expressed as types such as:

named objects, data repositories, observe accesses, etc. For a specific TOE these generic terms (subject,
object) must be refined, e.g. files, registers, ports, daemons, open calls, etc.

This component specifies that the policy cover some well-defined set of operations on some subset of the
objects. It places no constraints on any operations outside the set - including operations on objects for which

other

F.1.2.

F.1.2.

operations are controlled.
2 Operations

21 Assignment

In FDP_ACC.1.1, the PP/ST author should specify a uniquely named access control SFP to be enforced by
the TSF.
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In FDP_ACC.1.1, the PP/ST author should specify the list of subjects, objects, and operations among subjects
and objects covered by the SFP.

F.1.3 FDP_ACC.2 Complete access control

F.1.3.1

User application notes

This component requires that all possible operations on objects, that are included in the SFP, are covered by
an access control SFP.

The PP/ST author must demonstrate that each combination of objects and subjects is covered by an access

control SFP.
F1.3.2 Op
F.1.3.2.1

In FDP_ACC
the TSF.

In FDP_ACC
operations an

F.2Access control functions (FDP_ACF)

F.2.1 User

This family describes the rules for the specific functions that can implement an access control policy nan

Access contr
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TOE where {
which is read
PP/ST autho
Such excepti

There are no
rules for op
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A variety of a
Access ¢

Time-bas

Assignment

brations

2.1, the PP/ST author should specify a uniquely named access control SER to be enforc

2.1, the PP/ST author should specify the list of subjects and objecCts covered by the SH
hong those subjects and objects will be covered by the SFP.

notes

bl policy (FDP_ACC) which also specifies the-scope of control of the policy.

rovides a PP/ST author the capability te\describe the rules for access control. This result
he access to objects will not change(Z/An example of such an object is “Message of the
able by all, and changeable only by‘the authorised administrator. This family also providg
with the ability to describe rules that provide for exceptions to the general access control
bns would either explicitly allowsor deny authorisation to access an object.

explicit components to. specify other possible functions such as two-person control, seq

brations, or exclusion, controls. However, these mechanisms, as well as traditional
can be representedwith the existing components, by careful drafting of the access control
Cceptable aceess control functionality may be specified in this family such as:

pntrol lists (ACLs)

ed.access control specifications

ed by

P. All

hed in

5 in a
Day”,
s the
rules.

lence
DAC
rules.

Origin-ba

sed access control specifications

Owner-controlled access control attributes

F.2.2 FDP_ACF.1 Security attribute based access control

F.2.2.1

User application notes

This component provides requirements for a mechanism that mediates access control based on security
attributes associated with subjects and objects. Each object and subject has a set of associated attributes,
such as location, time of creation, access rights (e.g., Access Control Lists (ACLs)). This component allows
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the PP/ST author to specify the attributes that will be used for the access control mediation. This component
allows access control rules, using these attributes, to be specified.

Examples of the attributes that a PP/ST author might assign are presented in the following paragraphs.
An identity attribute may be associated with users, subjects, or objects to be used for mediation. Examples of
such attributes might be the name of the program image used in the creation of the subject, or a security

attribute assigned to the program image.

A time attribute can be used to specify that access will be authorised during certain times of the day, during
certain days of the week, or during a certain calendar year.

A loc
locati
logicq

A gro
acces
defind
canc

This
autho|
acces

ption attribute could specify whether the location is the location of the request for thé g
bn where the operation will be carried out, or both. It could be based upon internal tables tg
| interfaces of the TSF into locations such as through terminal locations, CPU locations; etc

uping attribute allows a single group of users to be associated with an operation for the
s control. If required, the refinement operation should be used to specify.'the maximu
ble groups, the maximum membership of a group, and the maximum number of groups to
bncurrently be associated.

component also provides requirements for the access control security functions to be abl
rise or deny access to an object based upon security attributes: This could be used to pro
s rights, or access authorisations within the TOE. Such privileges, rights, or authorisations

peration, the
translate the

purposes of
m number of
which a user

e to explicitly
ide privilege,
tould apply to

users| subjects (representing users or applications), and objects.

F.2.2]2 Operations

F.2.221 Assignment

In FDOP_ACF.1.1, the PP/ST author should specify an access control SFP name that the TSF |s to enforce.
The name of the access control SFP, and theiscope of control for that policy are defined in components from
Accegs control policy (FDP_ACC).

In FOP_ACF.1.1, the PP/ST authar ‘'should specify, for each controlled subject and object,| the security
attribdites and/or named groups of(security attributes that the function will use in the specification of the rules.

For e
locati
be sg
provig
releva

In FD
and d

xample, such attributes (may be things such as the user identity, subject identity, role,
bn, ACLs, or any other attribute specified by the PP/ST author. Named groups of security
ecified to provide _a-convenient means to refer to multiple security attributes. Named
e a useful way to\associate “roles” defined in Security management roles (FMT_SMR), a
nt attributes, with-subjects. In other words, each role could relate to a named group of attrib

P ACF.1:25the PP/ST author should specify the SFP rules governing access among contr

gran

accegs.control functions (e.g. ACLs).

:

pntrolled.objects using controlled operations on controlled objects. These rules specify wh
d ot denied. It can specify general access control functions (e.g. typical permission bits

time of day,
attributes can
groups could
nd all of their
utes.

blled subjects
en access is
) or granular

In FDP_ACF.1.3, the PP/ST author should specify the rules, based on security attributes, that explicitly
authorise access of subjects to objects that will be used to explicitly authorise access. These rules are in
addition to those specified in FDP_ACF.1.1. They are included in FDP_ACF.1.3 as they are intended to
contain exceptions to the rules in FDP_ACF.1.1. An example of rules to explicitly authorise access is based
on a privilege vector associated with a subject that always grants access to objects covered by the access
control SFP that has been specified. If such a capability is not desired, then the PP/ST author should specify
“none”.

In FDP_ACF.1.4, the PP/ST author should specify the rules, based on security attributes, that explicitly deny
access of subjects to objects. These rules are in addition to those specified in FDP_ACF.1.1. They are
included in FDP_ACF.1.4 as they are intended to contain exceptions to the rules in FDP_ACF.1.1. An
example of rules to explicitly deny access is based on a privilege vector associated with a subject that always
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denies access to objects covered by the access control SFP that has been specified. If such a capability is not
desired, then the PP/ST author should specify “none”.

F.3Data authentication (FDP_DAU)
F.3.1 User notes
This family describes specific functions that can be used to authenticate “static” data.

Components in this family are to be used when there is a requirement for “static’ data authentication, i.e.
where data is to be signed but not transmitted. (Note that the Non-repudiation of origin (FCO_NRO) family

F.3.2 FDP |[DAU.1 Basic Data Authentication

F.3.2.1 Use¢r application notes

This compongnt may be satisfied by one-way hash functions (cryptographic checksumsyfingerprint, megsage
digest), to geherate a hash value for a definitive document that may be used as verification of the valigity or
authenticity of its information content.
F.3.2.2 Operations

F.3.2.21 Assignment

In FDP_DAU}1.1, the PP/ST author should specify the list of objécts or information types for which the TSF
shall be capaple of generating data authentication evidence.

In FDP_DAU|1.2, the PP/ST author should specify the list of subjects that will have the ability to verify data
authenticatiof evidence for the objects identified in the{previous element. The list of subjects could bg very

specific, if thg subjects are known, or it could be more generic and refer to a “type” of subject such ps an
identified role|.

F.3.3 FDP_DAU.2 Data Authentication'with Identity of Guarantor
F.3.3.1 User application notes

This compongnt additionally requires the ability to verify the identity of the user that provided the guarantee of
authenticity (¢.g. a trusted third pparty).

F.3.3.2 Operations

F.3.3.21 Assignment

In FDP_DAU|2%, the PP/ST author should specify the list of objects or information types for which th¢ TSF
shall be capable—ef—geﬁefamg—daﬁ—amheﬁ{-iea{-ieﬁ—e«ideﬁee.%f

In FDP_DAU.2.2, the PP/ST author should specify the list of subjects that will have the ability to verify data
authentication evidence for the objects identified in the previous element as well as the identity of the user that
created the data authentication evidence.

F.4Export from the TOE (FDP_ETC)
F.4.1 User notes

This family defines functions for TSF-mediated exporting of user data from the TOE such that its security
attributes either can be explicitly preserved or can be ignored once it has been exported. Consistency of these
security attributes are addressed by Inter-TSF TSF data consistency (FPT_TDC).
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Export from the TOE (FDP_ETC) is concerned with limitations on export and association of security attributes
with the exported user data.

This family, and the corresponding Import family Import from outside of the TOE (FDP_ITC), address how the
TOE deals with user data transferred into and outside its control. In principle this family is concerned with the
TSF-mediated exporting of user data and its related security attributes.

A variety of activities might be involved here:

a) exporting of user data without any security attributes;

b) expori includi ity attri

exported user data.

If therle are multiple SFPs (access control and/or information flow control) then it may be.appropijiate to iterate
these|components once for each named SFP.

F.4.2 FDP_ETC.1 Export of user data without security attributes
F.4.21 User application notes

This ¢gomponent is used to specify the TSF-mediated exporting of usér,'data without the export pf its security
attribytes.

F.4.22 Operations
F.4221 Assignment

In FDP_ETC.1.1, the PP/ST author should specify the access control SFP(s) and/or informatiop flow control
SFP(3) that will be enforced when exporting userdata. The user data that this function exports|is scoped by
the agsignment of these SFPs.

F.4.3 FDP_ETC.2 Export of user data with security attributes
F.4.311 User application notes

The yser data is exported together with its security attributes. The security attributes are upambiguously
assodiated with the user data.-There are several ways of achieving this association. One way that this can be
achieyed is by physically\collocating the user data and the security attributes (e.g. the same floppy), or by
using|cryptographic techniques such as secure signatures to associate the attributes and the user data. Inter-
TSF trusted channel\(FTP_ITC) could be used to assure that the attributes are correctly receivefl at the other
trusted IT product.-while Inter-TSF TSF data consistency (FPT_TDC) can be used to make syre that those
attribdites are_praoperly interpreted. Furthermore, Trusted path (FTP_TRP) could be used to makg sure that the
export is being initiated by the proper user.

F.4.32" vOperations

F.4.3.21 Assignment

In FDP_ETC.2.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) that will be enforced when exporting user data. The user data that this function exports is scoped by
the assignment of these SFPs.

In FDP_ETC.2.4, the PP/ST author should specify any additional exportation control rules or “none” if there

are no additional exportation control rules. These rules will be enforced by the TSF in addition to the access
control SFPs and/or information flow control SFPs selected in FDP_ETC.2.1.
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F.5Information flow control policy (FDP_IFC)
F.5.1 User notes

This family covers the identification of information flow control SFPs; and, for each, specifies the scope of
control of the SFP.

The components in this family are capable of identifying the information flow control SFPs to be enforced by
the traditional Mandatory Access Control mechanisms that would be found in a TOE. However, they go
beyond just the traditional MAC mechanisms and can be used to identify and describe non-interference
policies and state-transitions. It further defines the subjects under control of the policy, the information under
control of thepoticy; i i f T

for each infofmation flow control SFP in the TOE. The information flow control SFP will be defined.hy
families such as Information flow control functions (FDP_IFF) and Export from the TOE (FDPCETC).
information flpw control SFPs named here in Information flow control policy (FDP_IFC) are meani/to be
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“information flow control SFP.”

nents are quite flexible. They allow the domain of flow control to be specified and there
at the mechanism be based upon labels. The different elements of the information flow o
Iso permit different degrees of exception to the policy.

vers a set of triplets: subject, information, and operations that-cause information to flow t
5. Some information flow control policies may be at a Very low level of detail and ex
ects in terms of processes within an operating system, ©ther information flow control pq
high level and describe subjects in the generic sense,'of users or input/output channels.
bw control policy is at too high a level of detail, it may not clearly define the desired IT se
buch cases, it is more appropriate to include such-descriptions of information flow control pq
Then the desired IT security functions can be ‘specified as supportive of those objectives.

component (FDP_IFC.2 Complete information flow control), each information flow contro
possible operations that cause information covered by that SFP to flow to and from su
at SFP. Furthermore, all information\flows will need to be covered by a SFP. Therefore for
uses information to flow, there will be a set of rules that define whether the action is alloy
tiple SFPs that are applicable. for-a given information flow, all involved SFPs must allow thi
rmitted to take place.

n flow control SFP .covers a well-defined set of operations. The SFPs coverage m
th respect to some-information flows, or it may address only some of the operations that
n flow.

ntrol SFP controls access to the objects that contain information. An information flow contrg

rmation as it flows. The accessor does not have the ability, in the absence of an €
to‘change the attributes of the information.

ent or

is no
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each
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| SFP
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Information flows and operations can be expressed at multiple levels. In the case of a ST, the information
flows and operations might be specified at a system-specific level: TCP/IP packets flowing through a firewall
based upon known IP addresses. For a PP, the information flows and operations might be expressed as
types: email, data repositories, observe accesses, etc.

The components in this family can be applied multiple times in a PP/ST to different subsets of operations and
objects. This will accommodate TOEs that contain multiple policies, each addressing a particular set of
objects, subjects, and operations.
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FDP_IFC.1 Subset information flow control

1 User application notes

8-2:2008(E)

This component requires that an information flow control policy apply to a subset of the possible operations in
the TOE.

F.5.2.
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In FD
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In FD
contrg
list of
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contrq

to or from the object.

F.5.3
F.5.3,

This
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The H

information flow control SFP.

2 Operations

21 Assignment

ted by the TSF.
P IFC.1.1, the PP/ST author should specify the list of subjects, information, and opetations
lled information to flow to and from controlled subjects covered by the SFP. As mentiong
subjects could be at various levels of detail depending on the needs of the’PP/ST au
vy users, machines, or processes for example. Information could refer to data such as em
ols, or more specific objects similar to those specified under an access'eontrol policy. If th

specified is contained within an object that is subject to an access, gontrol policy, then bo
| policy and information flow control policy must be enforced beforeithe specified informat

FDP_IFC.2 Complete information flow control

1 User application notes

ed in the SFP, are covered by an information flow control SFP.

P/ST author must demonstrate that each cembination of information flows and subjects is g

ol SFP to be

which cause
bd above, the
thor. It could
pil or network
e information
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on could flow

component requires that all possible operations\that cause information to flow to and from subjects

overed by an

F.5.32 Operations
F.5.32.1 Assignment
In FOP_IFC.2.1, the PP/ST author should specify a uniquely named information flow contrgl SFP to be

enfor

In FD|
the S
menti
autho
email
If the

ed by the TSF.

P _IFC.2.1, the.\PP/ST author should specify the list of subjects and information that will b
-P. All operations that cause that information to flow to and from subjects will be covered b
bned above; the list of subjects could be at various levels of detail depending on the needs
F. It could specify users, machines, or processes for example. Information could refer to
ormetwork protocols, or more specific objects similar to those specified under an access

e covered by
the SFP. As
of the PP/ST
data such as
tontrol policy.

information that is specified is contained within an object that is subject to an access contr

bl policy, then

both the access control policy and information flow control policy must be enforced before the specified
information could flow to or from the object.

F.6Information flow control functions (FDP_IFF)

F.6.1

User notes

This family describes the rules for the specific functions that can implement the information flow control SFPs
named in Information flow control policy (FDP_IFC), which also specifies the scope of control of the policies. It
consists of two “trees:” one addressing the common information flow control function issues, and a second
addressing illicit information flows (i.e. covert channels) with respect to one or more information flow control
SFPs. This division arises because the issues concerning illicit information flows are, in some sense,
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orthogonal to the rest of an SFP. lllicit information flows are flows in violation of policy; thus they are not a
policy issue.

In order to implement strong protection against disclosure or modification in the face of untrusted software,
controls on information flow are required. Access controls alone are not sufficient because they only control
access to containers, allowing the information they contain to flow, without controls, throughout a system.

In this family, the phrase “types of illicit information flows” is used. This phrase may be used to refer to the
categorisation of flows as “Storage Channels” or “Timing Channels”, or it can refer to improved categorisations

reflective of the needs of a PP/ST author.

The flexibility
attributes an
particular SFH
incorporating

F.6.2 FDP |
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P. If there is a need for a predefined approach to SFP bypass, the PP/ST author should-¢co
a privilege policy.

IFF.1 Simple security attributes

Useér application notes

bnt requires security attributes on information, and on subjects thateause that information t
that act as recipients of that information. The attributes of the,'\containers of the inforn
e considered if it is desired that they should play a part in information flow control decision
red by an access control policy. This component specifies:the key rules that are enforceq
v security attributes are derived.

bnt does not specify the details of how a security attribGte is assigned (i.e. user versus pro
olicy is provided by having assignments that allow. specification of additional policy and fu
as necessary.

ent also provides requirements for the infarmation flow control functions to be able to ex
deny an information flow based uponisecurity attributes. This could be used to implen

curity
t of a
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b flow
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, and

Cess).
nction

blicitly
ent a

privilege poliqy that covers exceptions to the basic policy defined in this component.

F.6.2.2 Operations

F.6.2.21 Assignment
In FDP_IFF.1.1, the PP/ST author:should specify the information flow control SFPs enforced by the TSH
name of the {nformation flow control SFP, and the scope of control for that policy are defined in compag

from Informatjon flow contrel policy (FDP_IFC).

. The
nents

In FDP_IFF.1.1, the PR/ST author should specify, for each type of controlled subject and informatiof, the
security attributes that are relevant to the specification of the SFP rules. For example, such security attripbutes
may be things ,such the subject identifier, subject sensitivity label, subject clearance label, information

sensitivity labeh etc. The types of security attributes should be sufficient to support the environmental neq;ds.

In FDP_IFF.1.2, the PP/ST author should specify for each operation, the security attribute-based relationship
that must hold between subject and information security attributes that the TSF will enforce.

In FDP_IFF.1.3, the PP/ST author should specify any additional information flow control SFP rules that the
TSF is to enforce. This includes all rules of the SFP that are either not based on the security attributes of the
information and the subject or rules that automatically modify the security attributes of information or subjects
as a result of an access operation. An example for the first case is a rule of the SFP controlling a threshold
value for specific types of information. This would for example be the case when the information flow SFP
contains rules on access to statistical data where a subject is only allowed to access this type of information
up to a specific number of accesses. An example for the second case would be a rule stating under which
conditions and how the security attributes of a subject or object change as the result of an access operation.
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Some information flow policies for example may limit the number of access operations to information with
specific security attributes. If there are no additional rules then the PP/ST author should specify “none”.

In FDP_IFF.1.4, the PP/ST author should specify the rules, based on security attributes, that explicitly
authorise information flows. These rules are in addition to those specified in the preceding elements. They are
included in FDP_IFF.1.4 as they are intended to contain exceptions to the rules in the preceding elements. An
example of rules to explicitly authorise information flows is based on a privilege vector associated with a
subject that always grants the subject the ability to cause an information flow for information that is covered by
the SFP that has been specified. If such a capability is not desired, then the PP/ST author should specify
“none”.

In FD
information flows. These rules are in addition to those specified in the preceding elements. They
in FDP_IFF.1.5 as they are intended to contain exceptions to the rules in the preceding elements
of rul¢s to explicitly deny information flows is based on a privilege vector associated with a sul
always denies the subject the ability to cause an information flow for information that'is, covere
that hias been specified. If such a capability is not desired, then the PP/ST author should specify

xplicitly deny
are included
. An example
ject that

H by the SFP
none”.
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bnent once for each of those SFPs. Otherwise a conflict might arise with the sub-items of]
the required relationships will not exist.
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In FDP_IFF.2.1, the PP/ST author should specify, for each type of controlled subject and information, the
security attributes that are relevant to the specification of the SFP rules. For example, such security attributes
may be things such the subject identifier, subject sensitivity label, subject clearance label, information
sensitivity label, etc. The types of security attributes should be sufficient to support the environmental needs.

In FDP_IFF.2.2, the PP/ST author should specify for each operation, the security attribute-based relationship
that must hold between subject and information security attributes that the TSF will enforce. These
relationships should be based upon the ordering relationships between the security attributes.

In FDP_IFF.2.3, the PP/ST author should specify any additional information flow control SFP rules that the
TSF is to enforce. This includes all rules of the SFP that are either not based on the security attributes of the
information and the subject or rules that automatically modify the security attributes of information or subjects
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as a result of an access operation. An example for the first case is a rule of the SFP controlling a threshold
value for specific types of information. This would for example be the case when the information flow SFP
contains rules on access to statistical data where a subject is only allowed to access this type of information
up to a specific number of accesses. An example for the second case would be a rule stating under which
conditions and how the security attributes of a subject or object change as the result of an access operation.
Some information flow policies for example may limit the number of access operations to information with
specific security attributes. If there are no additional rules then the PP/ST author should specify “none”.

In FDP_IFF.2.4, the PP/ST author should specify the rules, based on security attributes, that explicitly
authorise information flows. These rules are in addition to those specified in the preceding elements. They are
included in FDP_IFF.2.4 as they are intended to contain exceptions to the rules in the preceding elements. An

example of r

subject that a

the SFP that
“none”.

In FDP_IFF.2
information fl
in FDP_IFF.2
of rules to ex
always denie
that has been

F.6.4 FDP |
F.6.4.1

This compon
does not requ

For the speci
author has th

F.6.4.2 Operations

Useér application notes

Iways grants the subject the ability to cause an information flow for information that is cove
has been specified. If such a capability is not desired, then the PP/ST author should s

.5, the PP/ST author should specify the rules, based on security attributes,-that explicitly,
bws. These rules are in addition to those specified in the preceding elements.~They are ing
.5 as they are intended to contain exceptions to the rules in the preceding‘elements. An ex
plicitly deny information flows is based on a privilege vector associated with a subject thg

specified. If such a capability is not desired, then the PP/ST author'should specify “none”.

IFF.3 Limited illicit information flows

ent should be used when at least one of the SFRs.that requires control of illicit information
ire elimination of flows.

fied illicit information flows, certain maximum capacities should be provided. In addition a R
b ability to specify whether the illicit information flows must be audited.

becify

deny
luded
hmple

—

5 the subject the ability to cause an information flow for informatiof-that is covered by the¢ SFP

flows

PP/ST

F.6.4.21 Assignment

In FDP_IFF.3.1, the PP/ST author should specify the information flow control SFPs enforced by the TSH. The
name of the |nformation flow contrel' SFP, and the scope of control for that policy are defined in compqgnents
from Informatjon flow control policy (FDP_IFC).

In FDP_IFF.3.1, the PRP/ST* author should specify the types of illicit information flows that are subject to a
maximum capacity limitation.

In FDP_IFF.3.1, the PP/ST author should specify the maximum capacity permitted for any identifieq illicit

information fl

F.6.5 FDP_

F.6.5.1

DWS.

IFF.4 Partial elimination of illicit information flows

User application notes

This component should be used when all the SFPs that requires control of illicit information flows require

elimination of

148

some (but not necessarily all) illicit information flows.
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F.6.5.2 Operations

F.6.5.2.1

Assignment

In FDP_IFF.4.1, the PP/ST author should specify the information flow control SFPs enforced by the TSF. The
name of the information flow control SFP, and the scope of control for that policy are defined in components

from |

nformation flow control policy (FDP_IFC).

In FDP_IFF.4.1, the PP/ST author should specify the types of illicit information flows which are subject to a
maximum capacity limitation.

infor!

In FD
may 1f

F.6.6
F.6.6.
This

elimin
impag
Many
and n
functi
F.6.6.
F.6.6.

In FD

ation flows.

P IFF.4.2, the PP/ST author should specify the types of illicit information flows to be|elimin
ot be empty as this component requires that some illicit information flows are to be eliminat

FDP_IFF.5 No illicit information flows
1 User application notes

component should be used when the SFPs that require cantrol of illicit information
ation of all illicit information flows. However, the PP/ST author should carefully consider

practical applications have shown that there is an indirect relationship between illicit info
prmal functionality within a TOE and eliminating all illicit‘information flows may result in less
bnality.

2 Operations

2.1 Assignment

P_IFF.5.1, the PP/ST author should\specify the information flow control SFP for which illig

identified illicit

ated. This list
ed.

flows require
the potential

t that eliminating all illicit information flows might have on‘the normal functional operation of the TOE.

rmation flows
than desired

it information

flows |are to be eliminated. The namef the information flow control SFP, and the scope of control for that
policy are defined in components from thformation flow control policy (FDP_IFC).

F.6.7| FDP_IFF.6 lllicit information flow monitoring

F.6.7/1 User application notes

This ¢gomponent should be used when it is desired that the TSF provide the ability to monitor the use of illicit

information flows).that exceed a specified capacity. If it is desired that such flows be audited, then this

comp
gener

F.6.7,

bnent could serve as the source of audit events to be used by components from the Secu
ation (FAU_GEN) family.

ity audit data

2\ vOperations

F.6.7.

21 Assignment

In FDP_IFF.6.1, the PP/ST author should specify the information flow control SFPs enforced by the TSF. The
name of the information flow control SFP, and the scope of control for that policy are defined in components
from Information flow control policy (FDP_IFC).

In FDP_IFF.6.1, the PP/ST author should specify the types of illicit information flows that will be monitored for
exceeding a maximum capacity.

In FDP_IFF.6.1, the PP/ST author should specify the maximum capacity above which illicit information flows
will be monitored by the TSF.
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F.7Import from outside of the TOE (FDP_ITC)

F.7.1 User

notes

This family defines mechanisms for TSF-mediated importing of user data from outside the TOE into the TOE
such that the user data security attributes can be preserved. Consistency of these security attributes are
addressed by Inter-TSF TSF data consistency (FPT_TDC).

Import from outside of the TOE (FDP_ITC) is concerned with limitations on import, user specification of

security attrib

This family, ard—theTormrespondingexportfamity ExportfronmtheTOE(FBP—ETC),addresshowthg

deals with ug
data security

A variety of a

utes, and association of security attributes with the user data.

er data outside its control. This family is concerned with assigning and abstraction of-thg
attributes.

Ctivities might be involved here:

TOE
user

a) importing user data from an unformatted medium (e.g. floppy disk, tape, scanneryvideo or audit signal),
without imcluding any security attributes, and physically marking the medium to indicate its contents;

b) importing user data, including security attributes, from a medium and verifying that the object sqcurity
attributeg are appropriate;

c) importing user data, including security attributes, from a medium using'a cryptographic sealing technique
to protect the association of user data and security attributes.

This family is|not concerned with the determination of whether the user data may be imported. It is concerned

with the value

There are tw
reliable objed
security attrib
both cases.

If there are reg
means (the

distributed differently, but include uniqgue/object identification, e.g. cryptographic checksum).

This family is
attributes as
consistency,

outside of the
(FDP_ETC)i

Some of the

s of the security attributes to associate with the imported user data.

b possibilities for the import of user data: either the user data is unambiguously associate
t security attributes (values and meaning, of the security attributes is not modified), or no reg
utes (or no security attributes at all). are*available from the import source. This family addr

liable security attributes available, they may have been associated with the user data by ph
Security attributes are on.the’ same media), or by logical means (the security attribute

concerned with TSk=mediated importing of user data and maintaining the association of sg
required by the -SFP. Other families are concerned with other import aspects sud
rusted channéls, and integrity that are beyond the scope of this family. Furthermore, Impor
TOE (FDP2ITC) is only concerned with the interface to the import medium. Export from thg
5 responsible for the other end point of the medium (the source).

vell known import requirements are:

1 with
liable
BSSes

ysical
s are

curity
h as
t from
b TOE

a)

b)

importing of user data without any security attributes;

security attributes unambiguously represent the information being imported.

importing of user data including security attributes where the two are associated with one another and the

These import requirements may be handled by the TSF with or without human intervention, depending on the
IT limitations and the organisational security policy. For example, if user data is received on a “confidential”
channel, the security attributes of the objects will be set to “confidential”.

If there are multiple SFPs (access control and/or information flow control) then it may be appropriate to iterate
these components once for each named SFP.
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F.7.2 FDP_ITC.1 Import of user data without security attributes

F.7.2.1 User application notes

This component is used to specify the import of user data that does not have reliable (or any) security
attributes associated with it. This function requires that the security attributes for the imported user data be
initialised within the TSF. It could also be the case that the PP/ST author specifies the rules for import. It may
be appropriate, in some environments, to require that these attributes be supplied via a trusted path or a
trusted channel mechanism.

F.7.2.2 Operations

F.7.221 Assignment

In FD|P_ITC.1.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) that will be enforced when importing user data from outside of the TOE, The user gata that this
functipn imports is scoped by the assignment of these SFPs.

In FD
no ad
contrg

F.7.3
F.7.3,

This ¢
it. Thi
objec
Inter-]
that tH

F.7.3.
F.7.3.
In FD
SFP(s
functi
In FD

no ad
contrg

F.8In

P ITC.1.3, the PP/ST author should specify any additional importation céntrol rules or “non
ditional importation control rules. These rules will be enforced by the TSF in addition t
| SFPs and/or information flow control SFPs selected in FDP_ITC. .4

FDP_ITC.2 Import of user data with security attributes

1 User application notes

omponent is used to specify the import of user data’ that has reliable security attributes as
5 function relies upon the security attributes that:are accurately and unambiguously assoc|
s on the import medium. Once imported, those“objects will have those same attributes.
SF TSF data consistency (FPT_TDC) to.ensure the consistency of the data. It could als
e PP/ST author specifies the rules for import.

2 Operations
2.1 Assignment

P_ITC.2.1, the PP/ST author should specify the access control SFP(s) and/or informatio
) that will be enforced when importing user data from outside of the TOE. The user

bn imports is scoped by the assignment of these SFPs.

P ITC.2.5, the.PP/ST author should specify any additional importation control rules or “non

ditional importation control rules. These rules will be enforced by the TSF in addition t
| SFPs_and/or information flow control SFPs selected in FDP_ITC.2.1.

iternal TOE transfer (FDP_ITT)

e’ if there are
o the access

sociated with
ated with the
This requires
b be the case

h flow control
jata that this

" if there are
D the access

F.8.1

User notes

This family provides requirements that address protection of user data when it is transferred between parts of
a TOE across an internal channel. This may be contrasted with the Inter-TSF user data confidentiality transfer
protection (FDP_UCT) and Inter-TSF user data integrity transfer protection (FDP_UIT) family, which provide
protection for user data when it is transferred between distinct TSFs across an external channel, and Export
from the TOE (FDP_ETC) and Import from outside of the TOE (FDP_ITC), which address TSF-mediated
transfer of data to or from outside the TOE.

The requirements in this family allow a PP/ST author to specify the desired security for user data while in
transit within the TOE. This security could be protection against disclosure, modification, or loss of availability.
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The determination of the degree of physical separation above which this family should apply depends on the
intended environment of use. In a hostile environment, there may be risks arising from transfers between parts
of the TOE separated by only a system bus. In more benign environments, the transfers may be across more
traditional network media.

If there are multiple SFPs (access control and/or information flow control) then it may be appropriate to iterate
these components once for each named SFP.

F.8.2 FDP_ITT.1 Basic internal transfer protection

F.8.2.1 Operations

F.8.2.1.1 Assignment

In FDP_ITT.1.1, the PP/ST author should specify the access control SFP(s) and/or information {flow control
SFP(s) cover|ng the information being transferred.

F.8.2.1.2 Selection

In FDP_ITT.1.1, the PP/ST author should specify the types of transmission errors, that the TSF should prevent
occurring for user data while in transport. The options are disclosure, modification{Joss of use.

F.8.3 FDP_ITT.2 Transmission separation by attribute
F.8.3.1 User application notes

This component could, for example, be used to provide different forms of protection to information with
different cleafance levels.

One of the ways to achieve separation of data when it is\tfransmitted is through the use of separate logical or
physical charjnels.

F.8.3.2 Operations
F.8.3.21 Assignment

In FDP_ITT.2.1, the PP/ST author sheuld specify the access control SFP(s) and/or information flow control
SFP(s) cover|ng the information being-transferred.

F.8.3.2.2 Selection

In FDP_ITT.4.1, the PP/ST author should specify the types of transmission errors that the TSF should pfevent
occurring for user data while in transport. The options are disclosure, modification, loss of use.

F.8.3.2.3 Assignment

In FDP_ITT.2.2, the PP/ST author should specify the security attributes, the values of which the TSF will use
to determine when to separate data that is being transmitted between physically-separated parts of the TOE.
An example is that user data associated with the identity of one owner is transmitted separately from the user
data associated with the identify of a different owner. In this case, the value of the identity of the owner of the
data is what is used to determine when to separate the data for transmission.

F.8.4 FDP_ITT.3 Integrity monitoring
F.8.4.1 User application notes
This component is used in combination with either FDP_ITT.1 Basic internal transfer protection or FDP_ITT.2

Transmission separation by attribute. It ensures that the TSF checks received user data (and their attributes)
for integrity. FDP_ITT.1 Basic internal transfer protection or FDP_ITT.2 Transmission separation by attribute
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will provide the data in a manner such that it is protected from modification (so that FDP_ITT.3 Integrity
monitoring can detect any modifications).

The PP/ST author has to specify the types of errors that must be detected. The PP/ST author should consider:
modification of data, substitution of data, unrecoverable ordering change of data, replay of data, incomplete
data, in addition to other integrity errors.

The PP/ST author must specify the actions that the TSF should take on detection of a failure. For example:
ignore the user data, request the data again, inform the authorised administrator, reroute traffic for other lines.

F.8.4.2 Operations

F.8.4221 Assignment

In FDP_ITT.3.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) covering the information being transferred and monitored for integrity errors.

In FDP_ITT.3.1, the PP/ST author should specify the type of possible integrity, errors to be monitored during
transipission of the user data.

In FDP_ITT.3.2, the PP/ST author should specify the action to be takenhy,the TSF when an integrity error is
encoyntered. An example might be that the TSF should request the\resubmission of the uger data. The
SFP(s) specified in FDP_ITT.3.1 will be enforced as the actions aredfakéen by the TSF.

F.8.5 FDP_ITT.4 Attribute-based integrity monitoring
F.8.5/1 User application notes

This ¢gomponent is used in combination with FDP_ITJ=2 Transmission separation by attribute. I{ ensures that
the TBF checks received user data, that has been transmitted by separate channels (based [on values of
specified security attributes), for integrity. It allows the PP/ST author to specify actions to b¢ taken upon
detection of an integrity error.

For gxample, this component could,_be used to provide different integrity error detection apd action for
information at different integrity levels.

The RP/ST author has to specify the types of errors that must be detected. The PP/ST author shguld consider:
modifjcation of data, substitution of data, unrecoverable ordering change of data, replay of data, incomplete
data, jn addition to other-integrity errors.

The IPP/ST authortshould specify the attributes (and associated transmission channels) that necessitate
integrjty error monitoring.

The RBP/ST -author must specify the actions that the TSF should take on detection of a failure. For example:
ignore the\user data, request the data again, inform the authorised administrator, reroute traffic fqr other lines.

F.8.5.2 Operations
F.8.5.21 Assignment

In FDP_ITT.4.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) covering the information being transferred and monitored for integrity errors.

In FDP_ITT.4.1, the PP/ST author should specify the type of possible integrity errors to be monitored during
transmission of the user data.

In FDP_ITT.4.1, the PP/ST author should specify a list of security attributes that require separate transmission
channels. This list is used to determine which user data to monitor for integrity errors., based on its security
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attributes and its transmission channel. This element is directly related to FDP_ITT.2 Transmission separation
by attribute.

In FDP_ITT.4.2, the PP/ST author should specify the action to be taken by the TSF when an integrity error is
encountered. An example might be that the TSF should request the resubmission of the user data. The

SFP(s) specified in FDP_ITT.3.1 will be enforced as the actions are taken by the TSF.

F.9Residual information protection (FDP_RIP)

F.9.1 User

notes

Residual infoEmatlon protection ensures that 1 SF-controlled resources when de-allocated from an obje
before they are reallocated to another object are treated by the TSF in a way that it is not possi

reconstruct a

A TOE usual
re-allocate th
critical data f
prepared for
as implicit aqg
different obje
of main menm
regions.

The requireni
information a

| or part of the data contained in the resource before it was de-allocated.

y has a number of functions that potentially de-allocate resources from an object and pote|
pse resources to objects. Some, but not all of those resources may have been used to
rom the previous use of the resource and for those resources FDP_RIP{requires that theg
reuse. Object reuse applies to explicit requests of a subject or user to release resources a
tions of the TSF that result in the de-allocation and subsequent re-allocation of resourg
cts. Examples of explicit requests are the deletion or truncation of\afile or the release of ar
ory. Examples of implicit actions of the TSF are the de-allocation and re-allocation of

ent for object reuse is related to the content of the s#esource belonging to an object, n
bout the resource or object that may be stored elsewhgre in the TSF. As an example to g

bt and
ble to

ntially
store
y are
s well
es to
area
cache

ot all
atisfy

the FDP_RIR requirement for files as objects requires that all/sectors that make up the file need fto be
prepared for fe-use.
It also applies to resources that are serially reused by différent subjects within the system. For example| most

operating sys
As processeq
reused by diff
of a resource

Residual infg
currently defi
is a file and
object “A” is |
“B”.

It is importan
off-line objec
information p
deallocation;

tems typically rely upon hardware registers (resources) to support processes within the sy
are swapped from a “run” state to a-‘sleep” state (and vice versa), these registers are s
erent subjects. While this “swapping! action may not be considered an allocation or deallo
Residual information protection. (FDP_RIP) could apply to such events and resources.

rmation protection (FDP_RIP) typically controls access to information that is not part g
ned or accessible object; however, in certain cases this may not be true. For example, obje
bbject “B” is the disktwpon which that file resides. If object “A” is deleted, the informatiorn
nder the control of-Residual information protection (FDP_RIP) even though it is still part of

s such_as)those backed-up on tapes. For example, if a file is deleted in the TOE, Re
rotection (FDP_RIP) can be instantiated to require that no residual information exists
however, the TSF cannot extend this enforcement to that same file that exists on the g

stem.
erially
cation

f any
ot “A”

from
bbject

t to note that 'Residual information protection (FDP_RIP) applies only to on-line objects and not

sidual

upon
ff-line
make

back-up. The

refore that same file is still available. If this is a concern, then the PP/ST author should

sure that the proper environmental objectives are in place to support operational user guidance to address off-
line objects.

Residual information protection (FDP_RIP) and Rollback (FDP_ROL) can conflict when Residual information
protection (FDP_RIP) is instantiated to require that residual information be cleared at the time the application
releases the object to the TSF (i.e. upon deallocation). Therefore, the Residual information protection
(FDP_RIP) selection of “deallocation” should not be used with Rollback (FDP_ROL) since there would be no
information to roll back. The other selection, “unavailability upon allocation”, may be used with Rollback
(FDP_ROL), but there is the risk that the resource which held the information has been allocated to a new
object before the roll back took place. If that were to occur, then the roll back would not be possible.
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There are no audit requirements in Residual information protection (FDP_RIP) because this is not a user-
invokable function. Auditing of allocated or deallocated resources would be auditable as part of the access
control SFP or the information flow control SFP operations.

This family should apply to the objects specified in the access control SFP(s) or the information flow control
SFP(s) as specified by the PP/ST author.

F.9.2 FDP_RIP.1 Subset residual information protection
F.9.2.1 User application notes
This hat there is no

availgble residual information contained in a resource allocated to those objects or deallocatgd from those
objecis.

F.9.2]2 Operations
F.9.221 Selection

In FDP_RIP.1.1, the PP/ST author should specify the event, allocation of the resource to or deallpcation of the
resource from, that invokes the residual information protection function.

F.9.2]2.2 Assignment
In FDP_RIP.1.1, the PP/ST author should specify the list of objeets subject to residual informatiof protection.
F.9.3 FDP_RIP.2 Full residual information protection
F.9.3/1 User application notes

This gomponent requires that for all objects inthe TOE, the TSF will ensure that there is no available residual
information contained in a resource allocated;to those objects or deallocated from those objects.

F.9.3]2 Operations
F.9.3]21 Selection

In FDP_RIP.2.1, the PP/STvauthor should specify the event, allocation of the resource to or deallpcation of the
resoufce from, that invokes the residual information protection function.

F.10Rollback (FDP_ROL)

F.10.1Usernotes

This
modif
databases.

user to undo

amily add
: n the case of

he need of a

resses the need to return to a well defined valid state, such as t

This family is intended to assist a user in returning to a well defined valid state after the user undoes the last
set of actions, or, in distributed databases, the return of all of the distributed copies of the databases to the
state before an operation failed.

Residual information protection (FDP_RIP) and Rollback (FDP_ROL) conflict when Residual information
protection (FDP_RIP) enforces that the contents will be made unavailable at the time that a resource is
deallocated from an object. Therefore, this use of Residual information protection (FDP_RIP) cannot be
combined with Rollback (FDP_ROL) as there would be no information to roll back. Residual information
protection (FDP_RIP) can be used only with Rollback (FDP_ROL) when it enforces that the contents will be
unavailable at the time that a resource is allocated to an object. This is because the Rollback (FDP_ROL)
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mechanism will have an opportunity to access the previous information that may still be present in the TOE in
order to successfully roll back the operation.

The rollback requirement is bounded by certain limits. For example a text editor typically only allows you roll
back up to a certain number of commands. Another example would be backups. If backup tapes are rotated,
after a tape is reused, the information can no longer be retrieved. This also poses a bound on the rollback

requirement.

F.10.2FDP_

ROL.1 Basic rollback

F.10.2.1 User application notes

This compon
is only possil

F.10.2.2 Op

bnt allows a user or subject to undo a set of operations on a predefined set of objects. The
le within certain limits, for example up to a number of characters or up to a time limit.

brations

F.10.2.2.1 Assignment

In FDP_ROL
SFP(s) that
back is not u{

In FDP_ROL

In FDP_ROL
the rollback p

In FDP_ROL|
performed. T
undone whic
maximum nu

F.10.3FDP_

1.1, the PP/ST author should specify the access control SFP(s) and/or information flow ¢
vill be enforced when performing rollback operations. This is negéssary to make sure th
ed to circumvent the specified SFPs.

1.1, the PP/ST author should specify the list of operations that'can be rolled back.

1.1, the PP/ST author should specify the information—and/or list of objects that are subjec
olicy.

1.2, the PP/ST author should specify the botndary limit to which rollback operations m
he boundary may be specified as a predefined period of time, for example, operations m
were performed within the past two minutes. Other possible boundaries may be defined

ber of operations allowable or the size-of a buffer.

ROL.2 Advanced rollback

F.10.3.1 User application notes

This compon
choose to roll

F.10.3.2 Op
F.10.3.21 A

In FDP_ROL

bnt enforces that the TSF provide the capability to rollback all operations; however, the use
back only a part of-them.

brations
ssignment

2 4, the PP/ST author should specify the access control SFP(s) and/or information flow ¢

SFP(s) that

undo

ontrol
at roll

ted to

Ay be
ay be
bs the

rcan

ontrol

vilkbe enforced when performing rollback operations. This is necessary to make sure th

at roll

back is not used to circumvent the specified SFPs.

In FDP_ROL.2.1, the PP/ST author should specify the list of objects that are subjected to the rollback policy.

In FDP_ROL.2.2, the PP/ST author should specify the boundary limit to which rollback operations may be
performed. The boundary may be specified as a predefined period of time, for example, operations may be
undone which were performed within the past two minutes. Other possible boundaries may be defined as the
maximum number of operations allowable or the size of a buffer.
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F.11Stored data integrity (FDP_SDI)
F.11.1User notes

This family provides requirements that address protection of user data while it is stored within containers
controlled by the TSF.

Hardware glitches or errors may affect data stored in memory. This family provides requirements to detect
these unintentional errors. The integrity of user data while stored on storage devices controlled by the TSF are
also addressed by this family.

To pn

; F) or Access
contrgl functions (FDP_ACF) families are required (rather than this family).

This family differs from Internal TOE transfer (FDP_ITT) that protects the user data from integrity errors while
being|transferred within the TOE.

F.112FDP_SDI.1 Stored data integrity monitoring
F.11.2.1 User application notes

This ¢omponent monitors data stored on media for integrity errors,(The PP/ST author can spgcify different
kinds [of user data attributes that will be used as the basis for monitofing.

F.11.2.2 Operations
F.11.2.21 Assignment
In FDP_SDI.1.1, the PP/ST author should specify the‘integrity errors that the TSF will detect.

In FDP_SDI.1.1, the PP/ST author should spegcify the user data attributes that will be used as the basis for the
monitpring.

F.11.3FDP_SDI.2 Stored data integrity monitoring and action
F.11.3.1 User application notes

This gomponent monitors.data stored on media for integrity errors. The PP/ST author can specify which action
shoulfl be taken in case(an‘integrity error is detected.

F.11.3.2 Operations
F.11.3.2.1 Assignment

In FDP.<SDT1.2.1, the PP/ST author should specify the integrity errors that the TSF will detect.

In FDP_SDI.2.1, the PP/ST author should specify the user data attributes that will be used as the basis for the
monitoring.

In FDP_SDI.2.2, the PP/ST author should specify the actions to be taken in case an integrity error is detected.
F.12Inter-TSF user data confidentiality transfer protection (FDP_UCT)

F.12.1User notes

This family defines the requirements for ensuring the confidentiality of user data when it is transferred using
an external channel between the TOE and another trusted IT product. Confidentiality is enforced by
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preventing unauthorised disclosure of user data in transit between the two end points. The end points may be
a TSF or a user.

This family provides a requirement for the protection of user data during transit. In contrast, Confidentiality of
exported TSF data (FPT_ITC) handles TSF data.

F.12.2FDP_

UCT.1 Basic data exchange confidentiality

F.12.2.1 User application notes

The TSF has

the ability to protect from disclosure some user data which is exchanged.

F.12.2.2 Operations

F.12.2.2.1

In FDP_UCT
SFP(s) that
decisions abg

F.12.2.22 S

In FDP_UCT|
transmits or r|

ssignment

1.1, the PP/ST author should specify the access control SFP(s) and/or informpation flow G
vill be enforced when exchanging user data. The specified policies will be enforced to
ut who can exchange data and which data can be exchanged.

election

ontrol
make

.1.1, the PP/ST author should specify whether this element applies to a mechanisn that

Bceives user data.

F.13Inter-TSF user data integrity transfer protection (FDP_UIT)

F.13.1User |notes

This family defines the requirements for providing integrity for user data in transit between the TSk and
another trusted IT product and recovering from detéctable errors. At a minimum, this family monitors the

integrity of ug
integrity error

This family d
TSF data (FH

Inter-TSF us¢
protection (F
(FDP_UCT)

er data for modifications. Furthermorg;sthis family supports different ways of correcting defected

5.

bfines the requirements for providing integrity for user data in transit; while Integrity of exported

T_ITIl) handles TSF data,

br data integrity transfer protection (FDP_UIT) and Inter-TSF user data confidentiality transfer

PDP_UCT) are duals ‘of each other, as Inter-TSF user data confidentiality transfer prot
ddresses user data confidentiality. Therefore, the same mechanism that implements Inte

user data intggrity transfer.protection (FDP_UIT) could possibly be used to implement other families su

Inter-TSF us
(FDP_ITC).

or data confidentiality transfer protection (FDP_UCT) and Import from outside of the

bction
r-TSF
ch as

TOE

F.13.2FDP_|UIT.1 Data exchange integrity

F.13.2.1 User application notes

The TSF has a basic ability to send or receive user data in a manner such that modification of the user data
can be detected. There is no requirement for a TSF mechanism to attempt to recover from the modification.

F.13.2.2 Operations

F.13.2.2.1 Assignment

In FDP_UIT.1.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) that will be enforced on the transmitted data or on the received data. The specified policies will be
enforced to make decisions about who can transmit or who can receive data, and which data can be
transmitted or received.
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F.13.2.2.2 Selection

In FDP_UIT.1.1, the PP/ST author should specify whether this element applies to a TSF that is transmitting or

receiving objects.

In FDP_UIT.1.1, the PP/ST author should specify whether the data should be protected from
deletion, insertion or replay.

modification,

In FDP_UIT.1.2, the PP/ST author should specify whether the errors of the type: modification, deletion,

insertion or replay are detected.

F.13.

F.13.3.1 User application notes

This gomponent provides the ability to recover from a set of identified transmission errors, if requ
help of the other trusted IT product. As the other trusted IT product is outside the TOE, the TSF g

ired, with the
annot control

its behaviour. However, it can provide functions that have the ability to cooperate with the other trusted IT

product for the purposes of recovery. For example, the TSF could include functions that dep
sourcg trusted IT product to re-send the data in the event that an error is détected. This componé
the ability of the TSF to handle such an error recovery.

F.13.3.2 Operations

F.13.3.2.1 Assignment

In FOP_UIT.2.1, the PP/ST author should specify the access control SFP(s) and/or informatio

end upon the
ent deals with

h flow control

SFP(3$) that will be enforced when recovering user data. The specified policies will be enforced to make

decisions about which data can be recovered and how-it can be recovered.

In FDP_UIT.2.1, the PP/ST author should specify the list of integrity errors from which the TSF,
of the|source trusted IT product, is be able toreécover the original user data.

F.134FDP_UIT.3 Destination data exchange recovery
F.13.4.1 User application notes

This gomponent provides the ability to recover from a set of identified transmission errors. It acca
task without help from~the source trusted IT product. For example, if certain errors are
transmission protocolmust be robust enough to allow the TSF to recover from the error based o
and other information available within that protocol.

F.13.4.2 Operations

F.13.4.24\_Assignment

with the help

mplishes this
Hetected, the
n checksums

In FDP_UIT.3.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) that will be enforced when recovering user data. The specified policies will be enforced to make

decisions about which data can be recovered and how it can be recovered.

In FDP_UIT.3.1, the PP/ST author should specify the list of integrity errors from which the receiving TSF,

alone, is able to recover the original user data.
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Annex G
(normative)

Class FIA: Identification and authentication

A common security requirement is to unambiguously identify the person and/or entity performing functions in a
TOE. This involves not only establishing the claimed identity of each user, but also verifying that each user is
indeed who he/she claims to be. This is achieved by requiring users to provide the TSF with some information

that is known

Families in th

Identification

attributes (e.g

The unambig

users and su

The User ide

The User aut

The Authen

by the TSF to be associated with the user in question.
is class address the requirements for functions to establish and verify a claimed user id
. identity, groups, roles, security or integrity levels).

uous identification of authorised users and the correct association of §ecurity attribute
bjects is critical to the enforcement of the security policies.

ntification (FIA_UID) family addresses determining the identity of a\user.
nentication (FIA_UAU) family addresses verifying the identity*of-a user.

ication failures (FIA_AFL) family addresses defifing limits on repeated unsucc

authentication attempts.

The User att
enforcement

The User-suli
authorised us

The Specificd

a defined me

fibute definition (FIA_ATD) family address the definition of user attributes that are used
bf the SFRs.

ject binding (FIA_USB) family addresses the correct association of security attributes fon
er.

tion of secrets (FIA_SOS) family.addresses the generation and verification of secrets that s
ric.

Figure G.1 shows the decomposition. of this class into its constituent components.

160

and Authentication is required to ensure that users are associated with the qproper sq

bntity.
curity

5 with

essful

n the

each

atisfy
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FIA AFL: Authentication failures 1
FIA ATD: User attribute definition 1
1
FIA SOS: Specification of secrets <
2
1 2
3
4
FIA UAU: User authentication
5
6
7
FIAJUID: User identification 1 2
FIA USB: User-subject binding 1
Figure G.1 - FIA: Identification and authentication class decomposition
G.1 Authentication failures (FIA_AFL)

G.1.1 User notes

This family addresses requirements for defining values for authentication attempts and TSF actions in cases
of authentication attempt failure. Parameters include, but are not limited to, the number of attempts and time
thresholds.

The session establishment process is the interaction with the user to perform the session establishment
independent of the actual implementation. If the number of unsuccessful authentication attempts exceeds the
indicated threshold, either the user account or the terminal (or both) will be locked. If the user account is
disabled, the user cannot log-on to the system. If the terminal is disabled, the terminal (or the address that the
terminal has) cannot be used for any log-on. Both of these situations continue until the condition for re-
establishment is satisfied.
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G.1.2 FIA_AFL.1 Authentication failure handling

G.1.2.1 User application notes

The PP/ST author may define the number of unsuccessful authentication attempts or may choose to let the
TOE developer or the authorised user to define this number. The unsuccessful authentication attempts need
not be consecutive, but rather related to an authentication event. Such an authentication event could be the
count from the last successful session establishment at a given terminal.

The PP/ST author could specify a list of actions that the TSF shall take in the case of authentication failure. An
authorised administrator could also be allowed to manage the events, if deemed opportune by the PP/ST

mona—oth user—a

author. Thes
administrator
the action.

In order to pr|
be disabled.

Further action
establishmen
specified timg
failed previou

G.1.2.2 Operations

G.1.221 S

In FIA_AFL.1
administrator

G.1.2.2.2 Assignment

In FIA_AFL.1
events are: th
user identity,
terminal, the

authentication event must be specified!

In FIA_AFL.1
number (posi
events.

In FIA_AFL.1
the range of]
unsuccessful
the upper boy

actions- cold-ba -2 aorthinas tarminal deactivation
SGHOHS—6OUtHa—P 68— oh —HARGS— O H RS GEa 6t YaHORS

alarm. The conditions under which the situation will be restored to normal must be spegifi

trt TS

event denial of service, TOEs usually ensure that there is at least one user account that g

s for the TSF can be stated by the PP/ST author, including rules for re-enabling the user sd
[ process, or sending an alarm to the administrator. Examples of(these actions are: U

s attempts (every time the attempt fails, the disabling time is doubled).

election

.1, the PP/ST author should select either the assignment of a positive integer, or the phrasg
configurable positive integer” specifying the range of acceptable values.

.1, the PP/ST author should specify the authentication events. Examples of these authenti
e unsuccessful authentication attempts since the last successful authentication for the ind
the unsuccessful authentication attempts since the last successful authentication for the ¢

number of unsuccessful.‘authentication attempts in the last 10 minutes. At leas

1, if the assignmentiof a positive integer is selected, the PP/ST author should specify the d
ive integer) of unsuccessful authentication attempts that, when met or surpassed, will trigg

.1, if an @dministrator configurable positive integer is selected, the PP/ST author should s

acceptable values from which the administrator of the TOE may configure the numj
authentication attempts. The number of authentication attempts should be less than or eq
ndand greater or equal to the lower bound values.

ceount Haar\fi\laﬁr\n or
HH—aeaGthatt y

ed on

annot

ssion
ntil a

has lapsed, until the authorised administrator re-enables the terminal/account, a time related to

“

e an

cation
cated
urrent

one

efault
er the

becify
er of
ual to

G.1.2.2.3 Selection

In FIA_AFL.1.2, the PP/ST author should select whether the event of meeting or surpassing the defined
number of unsuccessful authentication attemps shall trigger an action by the TSF.

G.1.2.2.4 Assignment

In FIA_AFL.1.2, the PP/ST author should specify the actions to be taken in case the threshold is met or
surpassed, as selected. These actions could be disabling of an account for 5 minutes, disabling the terminal
for an increasing amount of time (2 to the power of the number of unsuccessful attempts in seconds), or
disabling of the account until unlocked by the administrator and simultaneously informing the administrator.
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The actions should specify the measures and if applicable the duration of the measure (or the conditions
under which the measure will be ended).

G.2 User attribute definition (FIA_ATD)
G.2.1 User notes
All authorised users may have a set of security attributes, other than the user's identity, that are used to

enforce the SFRs. This family defines the requirements for associating user security attributes with users as
needed to support the TSF in making security decisions.

Therg are dependencies on the individual Security policy (SFP) definitions. These individual defihitions should
contaln the listing of attributes that are necessary for policy enforcement.

G.2.2 FIA_ATD.1 User attribute definition
G.2.2|11 User application notes

This gomponent specifies the security attributes that should be maintained at the level of the usef. This means
that the security attributes listed are assigned to and can be changed at the-level of the user. Inf other words,
changing a security attribute in this list associated with a user should havevho impact on the secyrity attributes
of any other user.

In cage security attributes belong to a group of users (such as Capability List for a group), the usé¢r will need to
have p reference (as security attribute) to the relevant group:

G.2.2|2 Operations
G.2.2{2.1 Assignment

In FIA_ATD.1.1, the PP/ST author should spécify the security attributes that are associated to|an individual

user. An example of such a list is {“clearance’, “group identifier”, “rights”}.

G.3 Specification of secrets (FIA_SOS)
G.3.1 User notes

This family defines requiréments for mechanisms that enforce defined quality metrics on provided secrets, and
generate secrets to satisfy the defined metric. Examples of such mechanisms may include automated
checling of user supplied passwords, or automated password generation.

A sedret can be,'generated outside the TOE (e.g. selected by the user and introduced in the TTOE). In such
casey, the EIA-SOS.1 Verification of secrets component can be used to ensure that the externpal generated
secrel adheres to certain standards, for example a minimum size, not present in a dictionary, and/or not
previgusly used.

Secrets can also be generated by the TOE. In those cases, the FIA_SOS.2 TSF Generation of secrets
component can be used to require the TOE to ensure that the secrets that will adhere to some specified
metrics.

Secrets contain the authentication data provided by the user for an authentication mechanism that is based on

knowledge the user possesses. When cryptographic keys are employed, the class FCS: Cryptographic
support should be used instead of this family.
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G.3.2 FIA_SOS.1 Verification of secrets

G.3.21

User application notes

Secrets can be generated by the user. This component ensures that those user generated secrets can be
verified to meet a certain quality metric.

G.3.2.2 Operations

G.3.2.2.1

Assignment

DRICT

In FIA_SOS. -4+

be as simplg

(»] o 2N (P21 A Adafi P~ Lt oot Tk [HAPEP--O-¢ H I
o aTe T T 7o T autmouTr STTOUUTU POV IO G a— U TmTo U quaimt y 1o tTo T e qudmty 1o tTo-Spoumuoat

as a description of the quality checks to be performed, or as formal as a reference

government published standard that defines the quality metrics that secrets must meet. Examples of ¢

metrics could
that acceptab

include a description of the alphanumeric structure of acceptable secrets and/or the spac
le secrets must meet.

G.3.3 FIA_$0S.2 TSF Generation of secrets

G.3.31

This compon
passwords.

When a pseu
random data
be derived fr
The paramet

Useér application notes

do-random number generator is used in a secret generation algorithm, it should accept as
that would provide output that has a high degree of unpredictability. This random data (see
bm a number of available parameters such as a system clock, system registers, date, tim
brs should be selected to ensure that the number.of unique seeds that can be generated

!

n can
to a
uality
B Size

pnt allows the TSF to generate secrets for specific functions suchyas authentication by means of

input
) can
, etc.
from

these inputs ghould be at least equal to the minimum number.of secrets that must be generated.

G.3.3.2 Operations

G.3.3.21 Assignment

In FIA_SOS.2.1, the PP/ST author should provide a defined quality metric. The quality metric specificatig
be as simplg as a description of the quality checks to be performed or as formal as a reference
government published standard that defines the quality metrics that secrets must meet. Examples of ¢
metrics could| include a descriptionwof the alphanumeric structure of acceptable secrets and/or the spac
that acceptablle secrets must meet.

n can

to a
uality
P size

In FIA_S0S.2.2, the PP/STvauthor should provide a list of TSF functions for which the TSF generated s¢crets
must be used. An example of such a function could include a password based authentication mechanisn.

G.4 User authentication (FIA_UAU)

G.4.1 User

This family defines the types of user authentication mechanisms supported by the TSF. This family defines the
required attributes on which the user authentication mechanisms must be based.

G.4.2 FIA_UAU.1 Timing of authentication
G.4.2.1 User application notes
This component requires that the PP/ST author define the TSF-mediated actions that can be performed by the

TSF on behalf of the user before the claimed identity of the user is authenticated. The TSF-mediated actions
should have no security concerns with users incorrectly identifying themselves prior to being authenticated.
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For all other TSF-mediated actions not in the list, the user must be authenticated before the action can be
performed by the TSF on behalf of the user.

This component cannot control whether the actions can also be performed before the identification took place.
This requires the use of either FIA_UID.1 Timing of identification or FIA_UID.2 User identification before any

action with the appropriate assignments.

G.4.2.2 Operations

G.4.2.21 Assignment

In Fl/ _| JALL 1 1, the PP/ST authar shaould epnr\if\]l a list of TSE.mediated actions - that can he pe ormed by the
TSF ¢n behalf of a user before the claimed identity of the user is authenticated. This list canief be empty. If
no adtions are appropriate, component FIA_UAU.2 User authentication before any action-shpuld be used
instedd. An example of such an action might include the request for help on the login procedure.

G.4.3 FIA_UAU.2 User authentication before any action

G.4.3|1 User application notes

This gomponent requires that a user is authenticated before any other TSF-mediated action can fake place on

behal
G.4.4
G4.4
This

Autheg
reject]

claim

This

f of that user.

FIA_UAU.3 Unforgeable authentication
1 User application notes
component addresses requirements for mechanisms that provide protection of authen
ntication data that is copied from another user,*or is in some way constructed should be de
bd. These mechanisms provide confidence-that users authenticated by the TSF are actu
to be.

component may be useful only with\authentication mechanisms that are based on authe

tication data.
tected and/or
ally who they

htication data

that gannot be shared (e.g. biometrics). It is impossible for a TSF to detect or prevent the sharing of
passwords outside the control of the(TSF.

G.4.4]2 Operations

G.4.4{2.1 Selection

In FIA_UAU.3.1, the.PP/ST author should specify whether the TSF will detect, prevent, or detect and prevent

forgin

In FIA
copyi

g of authentication data.

_UAU:32, the PP/ST author should specify whether the TSF will detect, prevent, or detec
ng,ofauthentication data.

t and prevent

G.4.5 FIA_UAU 4 Single-use authentication mechanisms

G.4.5

A

User application notes

This component addresses requirements for authentication mechanisms based on single-use authentication
data. Single-use authentication data can be something the user has or knows, but not something the user is.
Examples of single-use authentication data include single-use passwords, encrypted time-stamps, and/or
random numbers from a secret lookup table.

The PP/ST author can specify to which authentication mechanism(s) this requirement applies.
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G.4.5.2 Operations

G.4.5.2.1

Assignment

In FIA_UAU.4.1, the PP/ST author should specify the list of authentication mechanisms to which this
requirement applies. This assignment can be “all authentication mechanisms”. An example of this assignment

could be “the

authentication mechanism employed to authenticate people on the external network”.

G.4.6 FIA_UAU.5 Multiple authentication mechanisms

G.4.6.1

User application notes

The use of th
to be used wi
Identification
component ¢

the authentic@ation mechanism.

The managdg

authenticatiop mechanisms, as well as the rules that determine whether the authentication was successf

To allow ano
The use of sU

G.4.6.2 Operations

G.4.6.21 A
In FIA_UAU.
such alist co

In FIA_UAU.}
provide authg
that might be
user has spd
success only

The PP/ST 4
rules. An exa
might specify
choose not tg
to the authori

G.4.7 FIA_|

is component allows specification of requirements for more than one authentication megh
thin a TOE. For each distinct mechanism, applicable requirements must be chosen from-th
and authentication class to be applied to each mechanism. It is possible that  the
buld be selected multiple times in order to reflect different requirements for the different

g

3

ment functions in the class FMT may provide maintenance capabilities for the

hymous users to interact with the TOE, a “none” authentication mmechanism can be incorpo
ch access should be clearly explained in the rules of FIA_UAU-52.

ssignment

b.1, the PP/ST author should define the available authentication mechanisms. An exam
ild be: “none, password mechanism, biomettic (retinal scan), S/key mechanism”.

.2, the PP/ST author should specify the'rules that describe how the authentication mecha
ntication and when each is to be used. This means that for each situation the set of mecha
used for authenticating the user must be described. An example of a list of such rules is:
cial privileges a password mechanism and a biometric mechanism both shall be used
if both succeed; for all other.users a password mechanism shall be used.”

uthor might give the boundaries within which the authorised administrator may specify sy
mple of a rule is: “theruser shall always be authenticated by means of a token; the adminis
additional authentication mechanisms that also must be used.” The PP/ST author also
specify any boundaries but leave the authentication mechanisms and their rules complet
5ed adminjstrator.

JAU,6-Re-authenticating

G4.71

Use¢rapplication notes

anism
e FIA:
same
se of

et of
.

rated.

ple of

nisms
nisms
if the
, with

ecific
trator
might
ely up

This component addresses potential needs to re-authenticate users at defined points in time. These may
include user requests for the TSF to perform security relevant actions, as well as requests from non-TSF
entities for re-authentication (e.g. a server application requesting that the TSF re-authenticate the client it is
serving).

G.4.7.2 Operations
G.4.7.21 Assignment
In FIA_UAU.6.1, the PP/ST author should specify the list of conditions requiring re-authentication. This list

could include a specified user inactivity period that has elapsed, the user requesting a change in active
security attributes, or the user requesting the TSF to perform some security critical function.
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The PP/ST author might give the boundaries within which the reauthentication should occur and leave the
specifics to the authorised administrator. An example of such a rule is: “the user shall always be re-
authenticated at least once a day; the administrator might specify that the re-authentication should happen
more often but not more often than once every 10 minutes.”

G.4.8 FIA_UAU.7 Protected authentication feedback
G.4.8.1 User application notes

This component addresses the feedback on the authentication process that will be provided to the user. In
some systems the feedback consists of indicating how many characters have been typed but not showing the

Chara tare thamealuae in athar cvuctame avan thic infarmatinn miaht nat hg annranriato
AdEeteSFStHREeHSOES—H-OteSYSto S 8vYe Rt HSHHOH RS HO - HGH RO+ B8P propHate-

This gomponent requires that the authentication data is not provided as-is back to the user,-In g workstation
envirgnment, it could display a “dummy” (e.g. star) for each password character provided, iand npt the original
chararter.

G.4.8|2 Operations
G.4.8/2.1 Assignment
In FIA_UAU.7.1, the PP/ST author should specify the feedback related,to the authentication prqcess that will

be prpvided to the user. An example of a feedback assignment is €the number of characters typed”, another
type qf feedback is “the authentication mechanism that failed the ‘authentication”.

G.5 User identification (FIA_UID)
G.5.1 User notes

This family defines the conditions under which users are required to identify themselves before performing any
other jactions that are to be mediated by the TSF ‘and that require user identification.

G.5.2 FIA_UID.1 Timing of identification
G.5.2|]1 User application notes

This ¢omponent poses requirements for the user to be identified. The PP/ST author can indjcate specific
actior]s that can be performed before the identification takes place.

If FIA UID.1 Timing ofJidentification is used, the TSF-mediated actions mentioned in FIA_UID.1 Timing of
identification should also appear in this FIA_UAU.1 Timing of authentication.

G.5.2|2 Operations

G.5.2{24/, Assignment

In FIA_UID.1.1, the PP/ST author should specify a list of TSF-mediated actions that can be performed by the
TSF on behalf of a user before the user has to identify itself. If no actions are appropriate, component
FIA_UID.2 User identification before any action should be used instead. An example of such an action might
include the request for help on the login procedure.

G.5.3 FIA_UID.2 User identification before any action
G.5.3.1 User application notes

In this component users will be identified. A user is not allowed by the TSF to perform any action before being
identified.
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G.6 User-subject binding (FIA_USB)

G.6.1 User

notes

An authenticated user, in order to use the TOE, typically activates a subject. The user's security attributes are
associated (totally or partially) with this subject. This family defines requirements to create and maintain the
association of the user's security attributes to a subject acting on the user's behalf.

G.6.2 FIA_USB.1 User-subject binding

G.6.2.1

User application notes

It is intended
activated to p

that a subject is acting on behalf of the user who caused the subject to come into being.of
erform a certain task.

Therefore, when a subject is created, that subject is acting on behalf of the user who initiated-the creati

cases where
unknown. A
In such cases

anonymity is used, the subject is still acting on behalf of a user, but the identity of that U
pecial category of subjects are those subjects that serve multiple users (€.g. a server pro
the user that created this subject is assumed to be the “owner”.

rations

G.6.2.2 O;I
G.6.2.2.1 ssignment

In FIA_USB.1
subjects.

In FIA_USB.
attributes with

In FIA_USB.1
user security

.1, the PP/ST author should specify a list of the user sectrity attributes that are to be bot
1.2, the PP/ST author should specify any rules-that are to apply upon initial associat
subjects, or “none”.

.3, the PP/ST author should specify any, rules that are to apply when changes are made
attributes associated with subjects acting on behalf of users, or “none”.

to be

on. In
ser is
Cess).

nd to

on of

to the
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Annex H
(normative)

Class FMT: Security management

This class specifies the management of several aspects of the TSF: security attributes, TSF data and
functions in the TSF. The different management roles and their interaction, such as separation of capability,

can a

In an
respe
espeq
consi
autho
TOE ]

Figur¢ H.1 shows the decomposition of this class into its constituent components.

Iso be specified.

environment where the TOE is made up of multiple physically separated parts, the_timin
ct to propagation of security attributes, TSF data, and function modification become V
ially if the information is required to be replicated across the parts of the(TOE. Th
jered when selecting components such as FMT_REV.1 Revocation, or EMT_SAE.1
risation, where the behaviour might be impaired. In such situations, use ef.components
[ SF data replication consistency (FPT_TRC) is advisable.

g issues with
ery complex,
s should be
Time-limited
from Internal
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FMT MOF: Management of functions in TSF 1
1
2
FMT MSA: Management of security attributes
3
4
1
FMT MTD: Management of TSF data 2
3
FMT REV: Revocation 1
FMT SAE: Security attribute expiration 1
FMT SMF: Specification of Management Functions 1
1 2
IMVMT SMR: Security management roles <
3

Figure H.1 - FMT: Security management class decomposition

H.1 Management of functions in TSF (FMT_MOF)
H.1.1 User notes

The TSF management functions enable authorised users to set up and control the secure operation of the
TOE. These administrative functions typically fall into a number of different categories:

a) Management functions that relate to access control, accountability and authentication controls enforced

by the TOE. For example, definition and update of user security characteristics (e.g. unique identifiers
associated with user names, user accounts, system entry parameters) or definition and update of auditing
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system controls (e.g. selection of audit events, management of audit trails, audit trail analysis, and audit
report generation), definition and update of per-user policy attributes (such as user clearance), definition

of known system access control labels, and control and management of user groups.

Management functions that relate to controls over availability. For example, definition a
availability parameters or resource quotas.

nd update of

Management functions that relate to general installation and configuration. For example, TOE

configuration, manual recovery, installation of TOE security fixes (if any), repair and rei
hardware.

nstallation of

|\'|anagnmnnf functions that relate to routine control and maintenance of TOE resources

nabling and disabling peripheral devices, mounting of removable storage media, backup@n

[¢))

Note that these functions need to be present in a TOE based on the families included in the PP g
responsibility of the PP/ST author to ensure that adequate functions will be provided to [manage
securg fashion.

The TSF might contain functions that can be controlled by an administrator! For example,
functipns could be switched off, the time synchronisation could be switchable, and/or the 4§
mechpanism could be modifiable.

H.1.2 FMT_MOF.1 Management of security functions behaviour

H.1.2]1 User application notes

This gomponent allows identified roles to manage the security functions of the TSF. This might e
the cyrrent status of a security function, disabling or enabling the security function, or modifying

of the security function. An example of modifying<the behaviour of the security functions is
autheptication mechanisms.

H.1.2{2 Operations

H.1.2]2.1 Selection

In FM

enablge, and/or modify the behaviour of the security functions.

H.1.2{2.2 Assignment

In FMT_MOF.1.1, the PP/ST author should specify the functions that can be modified by the id
Examiples includeyatditing and time determination.

In FMT_MOFA.1, the PP/ST author should specify the roles that are allowed to modify the fu
TSF. [The possible roles are specified in FMT_SMR.1 Security roles.

or example,
d recovery.

r ST. It is the
the TOE in a

the auditing
uthentication

tail obtaining
he behaviour
changing of

T _MOF.1.1, the PP/ST author should select whether the role can determine the behaviolir of, disable,

entified roles.

nctions in the

H.2 Management of security attributes (FMT_MSA)

H.2.1 User notes

This family defines the requirements on the management of security attributes.

Security attributes affect the behaviour of the TSF. Examples of security attributes are the groups to which a
user belongs, the roles he/she might assume, the priority of a process (subject), and the rights belonging to a
role or a user. These security attributes might need to be managed by the user, a subject, a specific
authorised user (a user with explicitly given rights for this management) or inherit values according to a given
policy/set of rules.
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It is noted that the right to assign rights to users is itself a security attribute and/or potentially subject to
management by FMT_MSA.1 Management of security attributes.

FMT_MSA.2 Secure security attributes can be used to ensure that any accepted combination of security
attributes is within a secure state. The definition of what “secure” means is left to the TOE guidance.

In some instances subjects, objects or user accounts are created. If no explicit values for the related security
attributes are given, default values need to be used. FMT_MSA.1 Management of security attributes can be

used to specify that these default values can be managed.

H.2.2 FMT_

MSA.1 Management of security attributes

H.2.2.1 Us«Lr application notes

This compongnt allows users acting in certain roles to manage identified security attributes. The usefs are
assigned to g role within the component FMT_SMR.1 Security roles.
The default vialue of a parameter is the value the parameter takes when it is instantiated«without specifically

assigned vall

the default value.

H.2.2.2 Operations

H.2.221 A
In FMT_MSA
SFP(s) for wh

H.2.2.22 §
In FMT_MSA
attributes. Th
modify the sef

H.2.2.2.3 Assignment

In FMT_MSA
identified rolg
rights can bdg
access contrg

In FMT_MSA
attributes. Th

In FMT_MSA

es. An initial value is provided during the instantiation (creation) of a parameter, and ovej

ssignment

1.1, the PP/ST author should list the access controlh SFP(s) or the information flow g
ich the security attributes are applicable.

election
1.1, the PP/ST author should specify the operations that can be applied to the identified s¢

curity attribute, delete the security attributes entirely or define their own operation.

1.1, the PP/ST author should specify the security attributes that can be operated on I
s. It is possible for the PP/ST author to specify that the default value such as default ag
managed. Examples* of these security attributes are user-clearance, priority of service
| list, default aceess’rights.

1.1, the PP/ST author should specify the roles that are allowed to operate on the sg
b possibleroles are specified in FMT_SMR.1 Security roles.

.1.1 \if’selected, the PP/ST author should specify which other operations the role could pe

rrides

ontrol

curity

e PP/ST author can specify that the role’ can modify the default value (change_default), query,

y the
cess-
level,

curity

rform.

An example d

f'such an operation could be “create”.

H.2.3 FMT_

H.2.3.1

MSA.2 Secure security attributes

User application notes

This component contains requirements on the values that can be assigned to security attributes. The assigned
values should be such that the TOE will remain in a secure state.

The definition of what “secure” means is not answered in this component but is left to the development of the
TOE and the resulting information in the guidance. An example could be that if a user account is created, it
should have a non-trivial password.
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