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Foreword

ISO

(the International Organization for Standardization) and IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information

technplogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

The

Standards adopted by the joint technical committee are circulated to national bodies’ for voting.
rnational Standard requires approval by at least 75 % of the national bodi€s casting a votd,.

anln

Atten
rights

ISO/II
Subc
Comn
Evalu
http:/

ain task of the joint technical committee is to prepare International Standards. Draft]

ion is drawn to the possibility that some of the elements of this document may be the sub
ISO and IEC shall not be held responsible for identifying any or.all'stich patent rights.

FC 15408-1 was prepared by Joint Technical Committee\4SO/IEC JTC 1, Informatior
mmittee SC 27, IT Security techniques. The identical text of ISO/IEC 15408 is publ
non Criteria Project Sponsoring Organisations as Comimon Criteria for Information Techng
ption.  The  common XML  source  for~\_ both  publications can be
Www.commoncriteriaportal.org/cc/
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ISO/II
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third edition cancels and replaces the second edition (ISO/IEC 15408-1:2005), whig
cally revised.

EC 15408 consists of the following;parts, under the general title Information technolog
gues — Evaluation criteria for IT security:

art 1: Introduction and generalimodel
art 2: Security functional components
art 3: Security assurance components

corrected version of ISO/IEC 15408-1:2009 incorporates miscellaneous editorial correctid
lowing:

brminology: correction for the terms "security problem” and "security domains";

Part 2.
International
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ject of patent

technology,
shed by the
logy Security
found at

h has been

— Security

ns related to

ause o.3: explanation of strict conformance, removal of former Figure 4.
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Introduction

ISO/IEC 15408 permits comparability between the results of independent security evaluations. ISO/IEC 15408
does so by providing a common set of requirements for the security functionality of IT products and for
assurance measures applied to these IT products during a security evaluation. These IT products may be

implemented

in hardware, firmware or software.

The evaluation process establishes a level of confidence that the security functionality of these IT products

and the assu
may help con

ISO/IEC 154
security funct

ISO/IEC 154
security prop
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methods, irrg
results.
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properties tha
to carefully
meaningful r
context to dg
needs.
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categories of
integrity, and
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to risks arisif
areas of IT, b

Certain topic
security, are

rance measures applied to these IT products meet these requirements. The evaluationy/|
sumers to determine whether these IT products fulfil their security needs.

D8 is useful as a guide for the development, evaluation and/or procurement of I product
onality.

D8 is intentionally flexible, enabling a range of evaluation methods to he“applied to a ran
brties of a range of IT products. Therefore users of the standard are eautioned to exercisd
ility is not misused. For example, using ISO/IEC 15408 in conjunction-with unsuitable eval
levant security properties, or inappropriate IT products, may result’ in meaningless eval

, the fact that an IT product has been evaluated has meaning only in the context of the sq
it were evaluated and the evaluation methods that weréused. Evaluation authorities are ad
check the products, properties and methods to-~determine that an evaluation will p
bsults. Additionally, purchasers of evaluated products are advised to carefully conside
termine whether the evaluated product is useful*and applicable to their specific situatio

protection relating to these three types of failure of security are commonly called confiden
availability, respectively. ISO/IEC 15408 may also be applicable to aspects of IT security 0
. ISO/IEC 15408 is applicable to.risks arising from human activities (malicious or otherwisg
g from non-human activities-\Apart from IT security, ISO/IEC 15408 may be applied in
Ut makes no claim of applicability in these areas.

5, because they involve specialised techniques or because they are somewhat periphera
tonsidered to be outside the scope of ISO/IEC 15408. Some of these are identified below.

15408 does.\not contain security evaluation criteria pertaining to administrative se
5 not related-directly to the IT security functionality. However, it is recognised that sign
can often.be achieved through or supported by administrative measures such as organisa
I, physical, and procedural controls.

psults
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8 addresses protection of assets from _uhauthorised disclosure, modification, or loss of us¢. The

tiality,
itside
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to IT

curity
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ional,

uation of same technical Ir_\hycir\nl ncpnrtc of IT cnmlrify such as nlnr\frnmngnnfir‘ ema

hation

control is not specifically covered, although many of the concepts addressed will be applicable to that

hodology is given in ISO/IEC 18045.

ISO/IEC 15408 does not address the evaluation methodology under which the criteria should be applied.

ISO/IEC 15408 does not address the administrative and legal framework under which the criteria may be

applied by evaluation authorities. However, it is expected that ISO/IEC 15408 will be used for evaluation
purposes in the context of such a framework.
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The procedures for use of evaluation results in accreditation are outside the scope of ISO/IEC 15408.
Accreditation is the administrative process whereby authority is granted for the operation of an IT product
(or collection thereof) in its full operational environment including all of its non-IT parts. The results of the
evaluation process are an input to the accreditation process. However, as other techniques are more
appropriate for the assessments of non-IT related properties and their relationship to the IT security parts,
accreditors should make separate provisions for those aspects.

The subject of criteria for the assessment of the inherent qualities of cryptographic algorithms is not
covered in ISO/IEC 15408. Should independent assessment of mathematical properties of cryptography
be required, the evaluation scheme under which ISO/IEC 15408 is applied must make provision for such
assessments.

ISO terminology, such as "can", "informative”, "may", "normative", "shall" and "should" used throughout the
document are defined in the ISO/IEC Directives, Part 2. Note that the term "should" has anadditipnal meaning
applidable when using this standard. See the note below. The following definition is given for the use of

“should” in ISO/IEC 15408.

should

withinf normative text, “should” indicates “that among several possibilities one is recommended &s particularly
suitaljle, without mentioning or excluding others, or that a certain caurse of action is prefe¢rred but not

necegsarily required.” (ISO/IEC Directives, Part 2).

NOTE] ISO/IEC 15408 interprets “not necessarily required” to mean ‘that the choice of another possibility requires a

justification of why the preferred option was not chosen.

© ISO/IEC 2009 — All rights reserved Vi
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bcope

part of ISO/IEC 15408 establishes the general concepts and principles of IT security e
ies the general model of evaluation given by various parts of the standard_which in its ent
used as the basis for evaluation of security properties of IT products.

ne provides an overview of all parts of ISO/IEC 15408 standard. It describes the variou
ard; defines the terms and abbreviations to be used in all parts’of the standard; establig
pt of a Target of Evaluation (TOE); the evaluation context\and describes the audience
htion criteria are addressed. An introduction to the basic segurity concepts necessary for ey
Cts is given.

hes the various operations by which the functionaland assurance components given in ISO
bO/IEC 15408-3 may be tailored through the use of permitted operations.

ey concepts of protection profiles (PP), packages of security requirements and the topic of
becified and the consequences of evaluation, evaluation results are described. This pa

gives guidelines for the specification of Security Targets (ST) and provides a desc
ization of components throughout.the model. General information about the evaluation me
in ISO/IEC 18045 and the scopé.of evaluation schemes is provided.

lormative references

bllowing referenced.@ecuments are indispensable for the application of ISO/IEC 15408 par
nces, only the edition cited applies. For undated references, the latest edition of th
nent (including.any amendments) applies.

FC 15408-2; Information technology — Security techniques — Evaluation criteria for |
: Security functional components

FC15408-3, Information technology — Security techniques — Evaluation criteria for |

aluation and
rety is meant

5 parts of the
hes the core
to which the
aluation of IT

/IEC 15408-2

conformance
t of ISO/IEC
fiption of the
hodology are

1. For dated
e referenced

I security —

I security —

Part 3

. DEeCUrity assurance components

ISO/IEC 18045, Information technology — Security techniques — Methodology for IT security evaluation

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

NOTE

This clause contains only those terms which are used in a specialized way throughout ISO/IEC 15408. Some
combinations of common terms used in ISO/IEC 15408, while not meriting inclusion in this clause, are explained for clarity
in the context where they are used.

© ISO/IEC 2009 — All rights reserved


https://iecnorm.com/api/?name=2f9f3bb2bb9ae1ef5f2e31700281d209

ISO/IEC 15408-1:2009(E)

3.1 Terms and definitions common in ISO/IEC 15408

3.1.1
adverse actions
actions performed by a threat agent on an asset

3.1.2
assets
entities that the owner of the TOE presumably places value upon

3.1.3

assignment
specification pf an identified parameter in a component (of ISO/IEC 15408) or requirement

3.14
assurance
grounds for cpnfidence that a TOE meets the SFRs

3.15
attack potential

measure of the effort to be expended in attacking a TOE, expressed in termis of an attacker's exp

resources angl motivation

3.1.6
augmentation
addition of onle or more requirement(s) to a package

3.17
authentication data
information uged to verify the claimed identity of a user

3.1.8
authorised user
TOE user whp may, in accordance with the SFRs, perform an operation

3.1.9
class
set of ISO/IEC 15408 families that share a common focus

3.1.10
coherent
logically ordefed and having*discernible meaning

NOTE Fol documentation, this addresses both the actual text and the structure of the document, in terms of W

it is understandable(by its target audience.

prtise,

hether

3.1.11
complete
property where all necessary parts of an entity have been provided

NOTE In terms of documentation, this means that all relevant information is covered in the documentation, at such a

level of detail that no further explanation is required at that level of abstraction.

3.1.12
component
smallest selectable set of elements on which requirements may be based

2 © ISO/IEC 2009 — Al rights reserved
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3.1.13

composed assurance package

assurance package consisting of requirements drawn from ISO/IEC 15408-3 (predominately from the ACO
class), representing a point on ISO/IEC 15408 predefined composition assurance scale

3.1.14
confirm
declare that something has been reviewed in detail with an independent determination of sufficiency

NOTE The level of rigour required depends on the nature of the subject matter. This term is only applied to evaluator
actions.

3.1.14
connectivity
propefrty of the TOE allowing interaction with IT entities external to the TOE

NOTE] This includes exchange of data by wire or by wireless means, over any distanCe in any ¢nvironment or
configpration.

3.1.14
consistent
relatignship between two or more entities such that there are no apparent contradictions bgtween these
entitigs

3.1.1%
counter, verb
meet pn attack where the impact of a particular threat is mitigated but not necessarily eradicated

3.1.18
demdnstrable conformance
relatign between an ST and a PP, where the ST provides a solution which solves the generic sequrity problem
in the|PP

NOTE] The PP and the ST may containtentirely different statements that discuss different entitieq, use different
concepts etc. Demonstrable conformance.is’ also suitable for a TOE type where several similar PPs already exist, thus
allowing the ST author to claim conformance to these PPs simultaneously, thereby saving work.

3.1.19
demdnstrate
provide a conclusion gained'by an analysis which is less rigorous than a “proof”

3.1.2(
depepdency
relatignship hetween components such that if a requirement based on the depending component|is included in
a PP [ ST orpackage, a requirement based on the component that is depended upon must normally also be
includedin-the PP, ST or package

3.1.21
describe
provide specific details of an entity

3.1.22

determine

affirm a particular conclusion based on independent analysis with the objective of reaching a particular
conclusion

NOTE The usage of this term implies a truly independent analysis, usually in the absence of any previous analysis
having been performed. Compare with the terms “confirm” or “verify” which imply that an analysis has already been
performed which needs to be reviewed

© ISO/IEC 2009 — All rights reserved 3
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3.1.23

development environment

environment i

3.1.24
element
indivisible stal

3.1.25
ensure

n which the TOE is developed

tement of a security need

guarantee a strong causal relationship between an action and its consequences

NOTE
basis of that aqg

3.1.26
evaluation
assessment

3.1.27

evaluation a
set of assurg
predefined as

3.1.28
evaluation al
body that set

3.1.29

evaluation s
administrative
within a spec

3.1.30
exhaustive
characteristic
plan

NOTE Th
“systematic” b

perform the analysis or activity according to an unambiguous plan, but that the plan that was followed is suffic

ensure that all

3.1.31
explain
give argumer

Wihen this term is preceded by the word “help” it indicates that the consequence is not fully certain,

tion alone.

fa PP, an ST or a TOE, against defined criteria

Esurance level
ince requirements drawn from ISO/IEC 15408-3, representing_a“point on the ISO/IEC
surance scale, that form an assurance package

ithority

cheme
and regulatory framework under which ISO/IEC 15408 is applied by an evaluation au
fic community

of a methodical approach-taken to perform an analysis or activity according to an unambi
s term is used in ISOAEC 15408 with respect to conducting an analysis or other activity. It is relg
it is considerably~stronger, in that it indicates not only that a methodical approach has been ta|

possible avenues have been exercised.

t‘aceounting for the reason for taking a course of action

bn the

15408

s the standards and monitors the quality of evaluations conducted by bodies within a specific
community and implements ISO/IEC 15408 for that community.-by.means of an evaluation scheme

hority

juous

ited to
ken to
ent to

NOTE

actually attempting to argue that the course of action that was taken was necessarily optimal.

3.1.32
extension

This term differs from both “describe” and “demonstrate”. It is intended to answer the question “Why?” without

addition to an ST or PP of functional requirements not contained in ISO/IEC 15408-2 and/or assurance

requirements

3.1.33

not contained in ISO/IEC 15408-3

external entity
human or IT entity possibly interacting with the TOE from outside of the TOE boundary

NOTE An

external entity can also be referred to as a user.

© ISO/IEC 2009 — All rights reserved
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3.1.34
family

set of

components that share a similar goal but differ in emphasis or rigour

3.1.35
formal
expressed in a restricted syntax language with defined semantics based on well-established mathematical
concepts

3.1.36
guidance documentation

be the full or

documentation that descrihes the dpli\/pry’ prpparatinn, nppmtinn management and/or use af the TOE
3.1.3]

identity

representation uniquely identifying entities (e.g. a user, a process or a disk) within the context of the TOE
NOTE] An example of such a representation is a string. For a human user, the representation car
abbreyiated name or a (still unique) pseudonym.

3.1.38

informal

expregsed in natural language

3.1.39

inter [TSF transfers

comnjunicating data between the TOE and the security funetionality of other trusted IT products

3.1.4(
interr
comn|

3.1.41

interr
comn

3.1.44
interr
no ap

NOTE
taken

3.1.43
iterat
use o

al communication channel
unication channel between separated parts.of the TOE

al TOE transfer
unicating data between separatéd-parts of the TOE

ally consistent
parent contradictions.exist between any aspects of an entity
In terms of dotumentation, this means that there can be no statements within the documentat

o contradict each other.

on
the same component to express two or more distinct requirements

on that can be

3.1.44
justification
analysis leading to a conclusion

NOTE “Justification” is more rigorous than a demonstration. This term requires significant rigour in terms of very
carefully and thoroughly explaining every step of a logical argument.

3.1.45

object

passive entity in the TOE, that contains or receives information, and upon which subjects perform operations

© ISO/IEC 2009 — All rights reserved
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3.1.46
operation
(on a component of ISO/IEC 15408) modification or repetition of a component

NOTE Allowed operations on components are assignment, iteration, refinement and selection.

3.1.47
operation
{on an object) specific type of action performed by a subject on an object

3.1.48
Operationa| nvironment
environment {n which the TOE is operated

3.1.49
organizationjal security policy
set of security rules, procedures, or guidelines for an organization

NOTE A policy may pertain to a specific operational environment.

3.1.50
package
named set of|either security functional or security assurance requirements

NOTE Anlexample of a package is “EAL 3".

3.1.51
Protection Pyofile evaluation
assessment of a PP against defined criteria

3.1.52
Protection Pyofile
implementatipn-independent statement of securityne€eds for a TOE type

3.1.53
prove
show correspondence by formal analysis;in its mathematical sense

NOTE It is completely rigorous in.all ways. Typically, “prove” is used when there is a desire to show corresporjdence
between two TBF representations at a high level of rigour.

3.1.54
refinement
addition of ddtails to a\component

3.1.55
role
predefined set of rules establishing the allowed interactions between a user and the TOE

3.1.56
secret
information that must be known only to authorised users and/or the TSF in order to enforce a specific SFP

3.1.57

secure state
state in which the TSF data are consistent and the TSF continues correct enforcement of the SFRs

6 © ISO/IEC 2009 — Al rights reserved
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3.1.58

security attribute
property of subjects, users (including external IT products), objects, information, sessions and/or resources
that is used in defining the SFRs and whose values are used in enforcing the SFRs

3.1.59
security function policy
set of rules describing specific security behaviour enforced by the TSF and expressible as a set of SFRs

3.1.60
security objective

staten

olicies and/or

assun

3.1.61

secul
statern
addre

NOTE]

3.1.62

secuf
requir
objec

3.1.63
Secu
imple

3.1.64
selec
specit

3.1.6

ent of an intent to counter identified threats and/or QAﬁny identified nrgani7atinn melrity I
hptions

ity problem
nent which in a formal manner defines the nature and scope of the security that the TOE
SS

This statement consists of a combination of:

reats to be countered by the TOE and its operational environment,

e OSPs enforced by the TOE and its operational environment, and

e assumptions that are upheld for the operational environment,of the TOE.
ity requirement

ement, stated in a standardised language,. which is meant to contribute to achieving
ives fora TOE

ity Target
mentation-dependent statementof security needs for a specific identified TOE

!
fion
ication of one or more.items from a list in a component

semiformal

expre,

5sed in a restricted syntax language with defined semantics

3.1.6¢

specify.
provide specific details about an entity in a rigorous and precise manner

s intended to

the security

3.1.67

strict

conformance

hierarchical relationship between a PP and an ST where all the requirements in the PP also exist in the ST

NOTE This relation can be roughly defined as “the ST shall contain all statements that are in the PP, but may contain
more”. Strict conformance is expected to be used for stringent requirements that are to be adhered to in a single manner.

3.1.68
ST evaluation
assessment of an ST against defined criteria

© ISO/IEC 2009 — All rights reserved
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3.1.69
subject

active entity in the TOE that performs operations on objects

3.1.70
target of eval
set of softwar

3.1.71
threat agent

luation
e, firmware and/or hardware possibly accompanied by guidance

entity that can adversely act on assets

3.1.72
TOE evaluat
assessment

3.1.73
TOE resourg

anything useble or consumable in the TOE

3.1.74

TOE security
combined fur
correct enforq

3.1.75
trace, verb
perform an in

3.1.76
transfers ou
TSF mediate

3.1.77
translation
describes the

NOTE Use
standardised I3

3.1.78
trusted chan
a means by \

3.1.79

trusted IT pr
IT product, o
with the TOE

NOTE

3.1.80
trusted path
means by wh

3.1.81
TSF data
data for the o

on
f a TOE against defined criteria

e

functionality
ctionality of all hardware, software, and firmware of a TOE that must be relied upon f
ement of the SFRs

formal correspondence analysis between two entities with only a minimal level of rigour

side of the TOE
I communication of data to entities not vnder the control of the TSF

process of describing security,requirements in a standardised language.

of the term translation,_in this context is not literal and does not imply that every SFR expres
nguage can also be translated back to the security objectives.

nel
hich a TSFand another trusted IT product can communicate with necessary confidence

bddet

Dr the

sed in

and which is assumed to enforce its security functional requirements correctly

An example of a trusted IT product would be one that has been separately evaluated.

ich a user and a TSF can communicate with the necessary confidence

peration of the TOE upon which the enforcement of the SFR relies

nated
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3.1.82

TSFi

nterface

means by which external entities (or subjects in the TOE but outside of the TSF) supply data to the TSF,
receive data from the TSF and invoke services from the TSF

3.1.83
user data

data f

or the user, that does not affect the operation of the TSF

3.1.84
verify

rigor

NOTE]
evalug

3.2

NOTE]
from {

Electrpnics Engineers.

3.21
admi
entity

NOTE
adherq
TOE,

3.2.2
call t
identi

NOTE]

3.2.3

cohe
modul
mann

[IEEE

NOTE
types

3.24

|Qly review in detail with an indpppndpnt determination of anﬁr‘ipnr‘y

Also see “confirm”. This term has more rigorous connotations. The term “verify” is used-in
tor actions where an independent effort is required of the evaluator.

Terms and definitions related to the ADV class

The following terms are used in the requirements for software internal structuring. Some of thg
he IEEE Std 610.12-1990, Standard glossary of software engineering terminology, Institute of

histrator
that has a level of trust with respect to all policies implemented by the TSF

Not all PPs or STs assume the same level of trust feradministrators. Typically administrators ¢
 at all times to the policies in the ST of the TOE. Some ‘of these policies may be related to the fun
bthers may be related to the operational environment.

ee
ies the modules in a system in diagrammatic form showing which modules call one another

Adapted from IEEE Std 610.12¢1990.

sion

e strength

er and degree to which the tasks performed by a single software module are related to one
Std 610.12-1996]

Types\of-cohesion include coincidental, communicational, functional, logical, sequential, and tq
Df cohesion are described by the relevant term entry.

coind

the context of

se are derived
Electrical and

\re assumed to
ctionality of the

another

mporal. These

idental cohesion

modu
[IEEE

NOTE

le with the characteristic of performing unrelated, or loosely related, activities
Std 610.12-1990]

See also cohesion (3.2.3).
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3.25
communicat

ional cohesion

module containing functions that produce output for, or use output from, other functions within the module

[IEEE Std 610.12-1990]

NOTE1l Se

NOTE 2

e also cohesion (3.2.3).

discretionary, and capability checks.

3.2.6

An example of a communicationally cohesive module is an access check module that includes mandatory,

complexity
measure of h

[I[EEE Std 61

NOTE Ref
Controlling coJ

A good deal off
complexity of g
of operators an
code, the ratio
tool in generati

The TSF interr]
provide suppo
developer's pr
exceptions tha
some of the pr

3.2.7
coupling
manner and {

[IEEE Std 61
NOTE Ty
3.2.8

call coupling
relationship b
NOTE EX|

3.29
call couplind

pw difficult software is to understand, and thus to analyse, test, and maintain

D.12-1990]

pling and cohesion contributes significantly to this goal.

ource code. Most of these metrics use easily computed properties of the souree code, such as the n
d operands, the complexity of the control flow graph (cyclomatic complexity); the number of lines of
of comments to executable code, and similar measures. Coding standards have been found to be a
hg code that is more readily understood.

t for the claims that there has been a sufficient reduction. i complexity. This support could inclu
bgramming standards, and an indication that all modules,/meet the standard (or that there are
t are justified by software engineering arguments). Itscould include the results of tools used to m
bperties of the source code, or it could include other,support that the developer finds appropriate.

egree of interdependence between software modules
D.12-1990]

bes of coupling include call, common and content coupling. These are characterised below.

etween two modulgs communicating strictly through their documented function calls

amples of call-coupling are data, stamp and control.

(data) relatio

ducing complexity is the ultimate goal for using modular decomposition, layeriig~and minimigation.

effort in the software engineering field has been expended in attempting to develop metrics to measyre the

umber
source
useful

als (ADV_INT) family calls for a complexity analysis in all components. It is expected that the developer will

He the
some
pasure

ship between two modules communicating strictly through the use of call parameter

5 that

represent single data items

NOTE Se

3.2.10

e also call coupling (3.2.8).

call coupling
(stamp) relationship between two modules communicating through the use of call parameters that comprise
multiple fields or that have meaningful internal structures

NOTE Se

10

e also call coupling (3.2.8).
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3.2.11

call c

oupling

(control) relationship between two modules if one passes information that is intended to influence the internal
logic of the other

NOTE

See also call coupling (3.2.8).

3.2.12
common coupling
relationship between two modules sharing a common data area or other common system resource

mon coupling

briately placed,

and should be removed. Other factors that need to be considered in assessing the suitability of globalvariahles are:

The

respo
share
be sh
actual
routing
be mg
conter

The n
that re
neces

3.2.11
conts
relatid

NOTE
some
unadv

3.2.14
domd
secur

TSF and ensures that pe~user process can affect the contents of a security domain of anoth

the T

3.2.11
funct
functi

umber of modules that modify a global variable: In general, only a single modul€) should be
sibility for controlling the contents of a global variable, but there may be situations {in~which a seco

hred by more than two modules. (In making this assessment, care should-be given to determini
y responsible for the contents of the variable; for example, if a single routine‘is/'used to modify the v3

simply performs the modification requested by its caller, it is the callingi\medule that is responsible,
re than one such module). Further, as part of the complexity determination, if two modules are resy
ts of a global variable, there should be clear indications of how the medifications are coordinated bet

imber of modules that reference a global variable: Although thére is generally no limit on the num
ference a global variable, cases in which many modules make’such a reference should be examined

Sity.

nt coupling
nship between two modules where one makes direct reference to the internals of the other

Examples include modifying code @f; or referencing labels internal to, the other module. Th
pr all of the content of one module are effectively included in the other. Content coupling can be thou
ertised module interfaces; this is in eantrast to call coupling, which uses only advertised module interf

|
in separation
ty architecture property whereby the TSF defines separate security domains for each usg

J=

onal cohésion
bnal property of a module which performs activities related to a single purpose

allocated the
d module may

that responsibility; in such a case, sufficient justification must be provided. It is upnaCceptable for this esponsibility to

ng the module
riable, but that
and there may
onsible for the
veen them.

ber of modules
for validity and

e result is that
ght of as using
hces.

er and for the
er user or of

[IEEH

St0610.12-1990]

NOTE

A functionally cohesive module transforms a single type of input into a single type of output, s

manager or a queue manager. See also cohesion (3.2.3).

3.2.16
interaction

gener

al communication-based activity between entities

3.2.17

interf
mean

ace
s of interaction with a component or module

© ISO/IEC 2009 — All rights reserved

uch as a stack

11


https://iecnorm.com/api/?name=2f9f3bb2bb9ae1ef5f2e31700281d209

ISO/IEC 15408-1:2009(E)

3.2.18

layering

design technique where separate groups of modules (the layers) are hierarchically organised to have separate
responsibilities such that one layer depends only on layers below it in the hierarchy for services, and provides
its services only to the layers above it

NOTE  Strict layering adds the constraint that each layer receives services only from the layer immediately beneath it,
and provides services only to the layer immediately above it.

3.2.19
logical cohesion

procedural cehesion
characteristics of a module performing similar activities on different data structures

NOTE A module exhibits logical cohesion if its functions perform related, but different, operations on different [nputs.
See also “cohgsion”.

3.2.20
modular decjomposition
process of breaking a system into components to facilitate design, development and evaluation

[IEEE Std 61.12-1990]

3.2.21
non-bypassability
(of the TSF) gecurity architecture property whereby all SFR-related actions are mediated by the TSF

3.2.22
security domains
environmentq provided by the TSF for the use by untrusted-entities in such a way that these environments are
isolated and protected from each other

3.2.23
sequential cphesion
module contdining functions each of whose.output is input for the following function in the module

[[EEE Std 610.12-1990]

NOTE An|example of a sequentially cohesive module is one that contains the functions to write audit records fand to
maintain a runfing count of the aeccumulated number of audit violations of a specified type.

3.2.24
software engineering
application of a systeématic, disciplined, quantifiable approach to the development and maintenance of
software; thaf is, the application of engineering to software

[IEEE Std 610.T2-T990]

NOTE As with engineering practices in general, some amount of judgement must be used in applying engineering
principles. Many factors affect choices, not just the application of measures of modular decomposition, layering, and
minimization. For example, a developer may design a system with future applications in mind that will not be implemented
initially. The developer may choose to include some logic to handle these future applications without fully implementing
them; further, the developer may include some calls to as-yet unimplemented modules, leaving call stubs. The developer's
justification for such deviations from well-structured programs will have to be assessed using judgement, as well as the
application of good software engineering discipline.
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3.2.25
temporal cohesion
characteristics of a module containing functions that need to be executed at about the same time

NOTE 1 Adapted from [IEEE Std 610.12-1990].
NOTE 2 Examples of temporally cohesive modules include initialization, recovery, and shutdown modules.
3.2.26

TSF self-protection
security architecture property whereby the TSF cannot be corrupted by non-TSF code or entities

3.3

3.3.1
instal
proce
an op

NOTE]

Terms and definitions related to the AGD class

lation
dure performed by a human user embedding the TOE in its operational envitahment and
prational state

This operation is performed normally only once, after receipt and acceptance of the TOE. The T

to be irogressed to a configuration allowed by the ST. If similar processes have to/be performed by the deyv

denot
be rep

3.3.2
operd
usage
and p

3.3.3
prepa
activi
install
state

3.4

3.4.1

accey
criteri
succe

3.4.2

accef]
proce
move

d as “generation” throughout ALC: Life-cycle support. If the TOE reguires an initial start-up that dq
leated regularly, this process would be classified as installation.

tion
phase of the TOE including “normal usage”, administration and maintenance of the TOE
Feparation

ration

y in the life-cycle phase of a product, comprising the customer's acceptance of the delivere
feady for operation

Terms and definitions related to the ALC class

tance criteria

h to be applied-when performing the acceptance procedures (e.g. successful docume
ssful testing in the' case of software, firmware or hardware)

tance.procedures
dures followed in order to accept newly created or modified configuration items as part of t
them to the next step of the life-cycle

putting it into

DE is expected
eloper they are
es not need to

after delivery

I TOE and its

ation which may include such thingséas booting, initialisation, start-up and progressing the TOE to a

nt review, or

he TOE, or to

NOTE

These procedures identify the roles or individuals responsible for the acceptance and the criteri

in order to decide on the acceptance.

There

are several types of acceptance situations some of which may overlap:

a to be applied

a) acceptance of an item into the configuration management system for the first time, in particular inclusion of software,
firmware and hardware components from other manufacturers into the TOE (“integration”);

b) progression of configuration items to the next life-cycle phase at each stage of the construction of the TOE (e.g.
module, subsystem, quality control of the finished TOE);

c) subsequent to transports of configuration items (for example parts of the TOE or preliminary products) between

d

ifferent development sites;

d) subsequent to the delivery of the TOE to the consumer.
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3.4.3

configuration management

CM

discipline applying technical and administrative direction and surveillance to identify and document the
functional and physical characteristics of a configuration item, control changes to those characteristics, record
and report change processing and implementation status and verify compliance with specified requirements

NOTE Adapted from IEEE Std 610.12.

344

CM documentation

all CM documentation including CM output, CM list (configuration list), CM system records, CM plan and CM
usage documentation

345

configuratiop management evidence

everything thqt may be used to establish confidence in the correct operation of the CM system

NOTE Fof example, CM output, rationales provided by the developer, observations, expefiments or interviews made
by the evaluatqr during a site visit.

3.4.6

configuratioh item

object managed by the CM system during the TOE development

NOTE These may be either parts of the TOE or objects related to<the development of the TOE like evaluation
documents or development tools. CM items may be stored in the CM system directly (for example files) or by reference
(for example hardware parts) together with their version.

3.4.7

configuration list

configuration[management output document listing all, configuration items for a specific product togethgr with
the exact vefsion of each configuration management item relevant for a specific version of the complete
product

NOTE This list allows distinguishing the items belonging to the evaluated version of the product from other vgrsions
of these items|belonging to other versions ofthé product. The final configuration management list is a specific doqument
for a specific Yersion of a specific product. (Of course the list can be an electronic document inside of a configliration
management tpol. In that case it can pe seen as a specific view into the system or a part of the system rather than an
output of the system. However, for thelpractical use in an evaluation the configuration list will probably be delivered as a
part of the epaluation documentation.) The configuration list defines the items that are under the configyiration
management requirements of ALC,/CMC.

3.4.8

configuratiop management output

results, relatgd toConfiguration management, produced or enforced by the configuration management system

NOTE These—configuration-managementrelatedresults—could-eceuras—documents{forexamplefilled-paperiforms,

configuration management system records, logging data, hard-copies and electronic output data) as well as actions (for
example manual measures to fulfil configuration management instructions). Examples of such configuration management
outputs are configuration lists, configuration management plans and/or behaviours during the product life-cycle.

3.4.9

configuration management plan
description of how the configuration management system is used for the TOE

NOTE

The objective of issuing a configuration management plan is that staff members can see clearly what they

have to do. From the point of view of the overall configuration management system this can be seen as an output
document (because it may be produced as part of the application of the configuration management system). From the
point of view of the concrete project it is a usage document because members of the project team use it in order to
understand the steps that they have to perform during the project. The configuration management plan defines the usage
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of the system for the specific product; the same system may be used to a different extent for other products. That means
the configuration management plan defines and describes the output of the configuration management system of a
company which is used during the TOE development.

3.4.10

configuration management system

set of procedures and tools (including their documentation) used by a developer to develop and maintain
configurations of his products during their life-cycles

NOTE Configuration management systems may have varying degrees of rigour and function. At higher levels,
configuration management systems may be automated, with flaw remediation, change controls, and other tracking
mechanisms.

3.4.11
configuration management system records
output produced during the operation of the configuration management system documentjng important
configuration management activities

NOTE] Examples of configuration management system records are configuration (hanagement item ghange control
forms pr configuration management item access approval forms.

3.4.12
configuration management tools
manuglly operated or automated tools realising or supporting a configuration management system

NOTE] For example tools for the version management of the parts‘ef the TOE.

3.4.13
configuration management usage documentation
part of the configuration management system, whichidescribes, how the configuration management system is
defingd and applied by using for example handbooks, regulations and/or documentation |of tools and
procefdures

3.4.14
delivery
transmission of the finished TOE frem the production environment into the hands of the customer

NOTE] This product life-cycle'phase may include packaging and storage at the development site, but dpes not include
transpprtations of the unfinished TOE or parts of the TOE between different developers or different developfnent sites.

3.4.1%
develloper
organfisation responsible for the development of the TOE

3.4.1¢
development
produt life-cycle phase which is concerned with generating the implementation representation of the TOE

NOTE Throughout the ALC: Life-cycle support requirements, development and related terms (developer, develop)
are meant in the more general sense to comprise development and production.

3.4.17
development tools
tools (including test software, if applicable) supporting the development and production of the TOE

NOTE For example for a software TOE, development tools are usually programming languages, compilers, linkers
and generating tools.
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3.4.18

implementation representation

least abstract representation of the TSF, specifically the one that is used to create the TSF itself without
further design refinement

NOTE Source code that is then compiled or a hardware drawing that is used to build the actual hardware are
examples of parts of an implementation representation.

3.4.19
life-cycle
sequence of stages of existence of an object (for example a product or a system) in time

3.4.20
life-cycle definition
definition of the life-cycle model

3.4.21
life cycle moldel
description of the stages and their relations to each other that are used in the management of the life-cycle of
a certain objgct, how the sequence of stages looks like and which high level characteristics the stages have

NOTE Seg also Figure 1.

3.4.22

production
production life-cycle phase follows the development phase and consists of transforming the implemerntation
representatiop into the implementation of the TOE, i.e. into a state,acceptable for delivery to the customer

NOTE Th|s phase may comprise manufacturing, integration, generation, internal transports, storage, and labelling of
the TOE.
N Product Life Cycle
Ll Developer's Responsibility User's Responsibility
Devel t Envi + Eonp:atioml
: ronment
Testing
' v
Developrrlentl

Installation
produce / |§ defines, 3 Production
: o epsvrt et
Generalion, Storage, Labelling) ko
qm putput | | e -
M ©Qutput Dog

manual ik P
gt Delivery Process
measures send

Recoras | CMitems T gl Prepar. Sy Acceptance.

1 use

"CM Uaglipentation = CM Usage Doe. + CM Qutput Doc.

Figure 1 - Terminology in CM and in the product life-cycle
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3.5 Terms and definitions related to the AVA class

35.1

covert channel

enforced, illicit signalling channel that allows a user to surreptitiously contravene the multi-level separation
policy and unobservability requirements of the TOE

3.5.2

encountered potential vulnerabilities

potential weakness in the TOE identified by the evaluator while performing evaluation activities that could be
used to violate the SFRs

3.5.3
explaitable vulnerability
weakness in the TOE that can be used to violate the SFRs in the operational environment for the| TOE

354
moniforing attacks
genetfic category of attack methods that includes passive analysis techniques aiming at disclosuie of sensitive
internal data of the TOE by operating the TOE in the way that corresponds t0 the guidance documents

3.5.5
poterjtial vulnerability
suspgcted, but not confirmed, weakness

NOTE] Suspicion is by virtue of a postulated attack path to vielate the SFRs.

3.5.6
residpal vulnerability
weakness that cannot be exploited in the operational environment for the TOE, but that could be used to
violate the SFRs by an attacker with greater attack potential than is anticipated in the operational environment
for th¢ TOE

3.5.7
vulndrability
weakness in the TOE that can be Used to violate the SFRs in some environment

3.6 |Terms and definitions related to the ACO class

3.6.1
base component
entity| in a composed TOE, which has itself been the subject of an evaluation, providing [services and
resources to asdépendent component

3.6.2
compatible (components)
propefly of @& component able 1o provide the Services required by the other component, through the
corresponding interfaces of each component, in consistent operational environments

3.6.3
component TOE
successfully evaluated TOE that is part of another composed TOE

3.6.4

composed TOE
TOE comprised solely of two or more components that have been successfully evaluated
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3.6.5
dependent com
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ponent

entity in a composed TOE, which is itself the subject of an evaluation, relying on the provision on services by a

base component

3.6.6

functional interface
external interface providing a user with access to functionality of the TOE which is not directly involved in
enforcing security functional requirements

NOTE In a composed TOE these are the interfaces provided by the base component that are required by the

dependent component to support the operation of the composed TOE.

4 Abbreyiated terms

The following|abbreviations are used in one or more parts of ISO/IEC 15408:

API
CAP

OoSsP
PC
PCI
PKI

PP

Application Programming Interface
Composed Assurance Package
Configuration Management
Discretionary Access Control
Evaluation Assurance Level
Gigahertz

Graphical User Interface
Integrated Circuit

Input Output Control

Internet Protocol

Information Technology

Mega Byte

Operating System
Organisational\Security Policy
Personal.Computer

Peripheral Component Interconnect

Rublic Key Infrastructure

Protection Profile

RAM
RPC
SAR
SFR

SFP

SPD

ST

18

Random Access Memory
Remote Procedure Call

Security Assurance Requirement
Security Functional Requirement
Security Function Policy
Security Problem Definition

Security Target

© ISO/IEC 2009 — All rights reserved


https://iecnorm.com/api/?name=2f9f3bb2bb9ae1ef5f2e31700281d209

TCP
TOE
TSF

TSFI
VPN

ISO/IEC 15408-1:2009(E)

Transmission Control Protocol
Target of Evaluation

TOE Security Functionality
TSF Interface

Virtual Private Network

5 Overview

5.1

This
audie

15408.

5.2

SO/
comn
Evalu
ATO
While
IT prd
produ
As fa
impor
misre

Exam

e A

e A

General

Clause introduces the main concepts of ISO/IEC 15408. It identifies the concept “TOH
nce of ISO/IEC 15408, and the approach taken to present the material in the remaindd
The TOE

FC 15408 is flexible in what to evaluate and is therefore not tied to the boundaries of I1
only understood. Therefore in the context of evaluation, ISO/IEC 15408 uses the term “TC
ation).

E is defined as a set of software, firmware and/or hardware possibly accompanied by guida
there are cases where a TOE consists of an IT product; this need not be the case. The TQ
duct, a part of an IT product, a set of IT products;a unique technology that may never bg
ct, or a combination of these.

 as ISO/IEC 15408 is concerned, the pregisé relation between the TOE and any IT prd
fant in one aspect: the evaluation of a “TOE containing only part of an IT product s
presented as the evaluation of the entjres T product.

ples of TOEs include:

software application;

N operating system;

software application,in combination with an operating system;

software application in combination with an operating system and a workstation;

h operating system in combination with a workstation;

e« A

E”, the target
r of ISO/IEC

" products as
E” (Target of
hce.

E may be an

made into a

ducts is only
nould not be

smart card integrated circuit;

e The cryptographic co-processor of a smart card integrated circuit;

e A

Local Area Network including all terminals, servers, network equipment and software;

e A database application excluding the remote client software normally associated with that database application.

521

Different representations of the TOE

In ISO/IEC 15408, a TOE can occur in several representations, such as (for a software TOE):

L a

list of files in a configuration management system;
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a single m

All

aster copy, that has just been compiled;

a box containing a CD-ROM and a manual, ready to be shipped to a customer;

an installed and operational version.

ISO/IEC 15408, the context determines the representation that is meant.

5.2.2 Differ

ent configurations of the TOE

of these are considered to be a TOE: and wherever the term “TOE” is used in the remainder of

In general, I

enabled or d
certain requir
TOE must m
strongly consg|
from the gene

An example
users, numbe

If the same
configuration
connections (
requirements

For this reason, there would normally be a difference between the“guidance of the IT product (allowing

configuration
security-relev

Note that if
collectively cd

5.3 Target

There are thiee groups with a general interest in evaluation of the security properties of TOEs: consu

developers a

produscts—ean—-be—ceonfigured—inmany-ways—installed-in—diferept-ways—with—ditferento
sabled. As, during an ISO/IEC 15408 evaluation, it will be determined whether a TOE

ements, this flexibility in configuration may lead to problems, as all possible configurations
bet the requirements. For these reasons, it is often the case that the guidance part! of the

ral guidance of the IT product.

ptions
meets
of the

TOE

trains the possible configurations of the TOE. That is: the guidance of the TOE may be different

s an operating system IT product. This product can be configured in many ways (e.g. types of

r of users, types of external connections allowed/disallowed, options enabled/disabled etc.)
T product is to be a TOE, and is evaluated against a reasonable set of requirement

should be much more tightly controlled, as many options>(e’g. allow all types of ex
r the system administrator does not need to be authenticated) will lead to a TOE not meeti

5) and the guidance of the TOE (allowing only ‘0ne or only configurations that do not di
ant ways).

the guidance of the TOE still allows more than one configuration, these configuration
llled “the TOE” and each such configuration must meet the requirements levied on the TOE

audience of ISO/IEC 15408

5, the
ternal
ng the

many
fer in

S are

mers,

nd evaluators. The criteria_presented in ISO/IEC 15408 part 1 have been structured to suipport

the needs of jall three groups. They are all considered to be the principal users of ISO/IEC 15408. The|three
groups can benefit from the criterig-as explained in the following paragraphs.

5.3.1 Conspmers

ISO/IEC 15408 is written to ensure that evaluation fulfils the needs of the consumers as this iIs the
fundamental purpose-and justification for the evaluation process.

Consumers can use the results of evaluations to help decide whether a TOE fulfils their security needs. These

security needs are typically identified as a result of both risk analysis and policy direction. Consumers can also

use the evalu

ISO/IEC 15408 gives consumers, especially in consumer groups and communities of interest,

ation results to compare different TOEs.

an

implementation-independent structure, termed the Protection Profile (PP), in which to express their security

requirements

5.3.2 Devel

in an unambiguous manner.

opers

ISO/IEC 15408 is intended to support developers in preparing for and assisting in the evaluation of their TOEs
and in identifying security requirements to be satisfied by those TOEs. These requirements are contained in
an implementation-dependent construct termed the Security Target (ST). This ST may be based on one or
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more PPs to show that the ST conforms to the security requirements from consumers as laid down in those
PPs.

ISO/IEC 15408 can then be used to determine the responsibilities and actions to provide evidence that is
necessary to support the evaluation of the TOE against these requirements. It also defines the content and
presentation of that evidence.

5.3.3 Evaluators

ISO/IEC 15408 contains criteria to be used by evaluators when forming judgements about the conformance of
TOEs to their security requirements. ISO/IEC 15408 describes the set of general actions the evaluator is to
carry out—Nate that ISQ/UEC 15408 does not cpnr‘ify prnrndllrne to be followed in r\arrying out-those actions.

More [information on these procedures may be found in 5.5.

5.3.4| Others

While| ISO/IEC 15408 is oriented towards specification and evaluation of the IT seeufity properti¢s of TOEs, it
may also be useful as reference material to all parties with an interest in or responsibility for IT security. Some
of theladditional interest groups that can benefit from information contained in ISO/IEC 15408 argq:

a) slystem custodians and system security officers responsible for deterimining and meeting orgnisational IT
sgecurity policies and requirements;

b) 4duditors, both internal and external, responsible for assessing the adequacy of the security of an IT
splution (which may consist of or contain a TOE);

c) security architects and designers responsible for theSpecification of security properties of IT|products;

d) dccreditors responsible for accepting an IT solution for use within a particular environment;

e) sponsors of evaluation responsible for requesting and supporting an evaluation; and

f) gvaluation authorities responsible for’ the management and oversight of IT securify evaluation

programmes.
5.4 [The different parts of ISO/IEC 15408

ISO/IEC 15408 is presented as a set of distinct but related parts as identified below. Termg used in the
descr|ption of the parts areiexplained in Clause 6.

a) Hart 1, Introduction and general model is the introduction to ISO/IEC 15408. It define$ the general
pncepts and principles of IT security evaluation and presents a general model of evaluation

Q

b) HRart 2;<Security functional components establishes a set of functional components that serve as
tandard templates upon which to base functional requirements for TOEs. ISO/IEC 1540832 catalogues
he.set of functional components and organises them in families and classes.

0

—

c) Part 3, Security assurance components establishes a set of assurance components that serve as
standard templates upon which to base assurance requirements for TOEs. ISO/IEC 15408-3 catalogues
the set of assurance components and organises them into families and classes. ISO/IEC 15408-3 also
defines evaluation criteria for PPs and STs and presents seven pre-defined assurance packages which
are called the Evaluation Assurance Levels (EALS).

In support of the three parts of ISO/IEC 15408 listed above, other documents have been published. For
example, ISO/IEC 18045 provides the methodology for IT security evaluation using ISO/IEC 15408 as a basis.
It is anticipated that other documents will be published, including technical rationale material and guidance
documents.
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The following table presents, for the three key target audience groupings, how the parts of ISO/IEC 15408 will

be of interest.

Consumers Developers Evaluators
Use for l_Jackground Use for background information | Are obliged to use for
information and are
: and reference purposes. Are reference purposes and
obliged to use for . . :
Part 1 obliged to use for the for guidance in the
reference purposes. .
. development of security structure for PPs and
Guidance structure for L
PPs. specifications for TOEs. STs.
Use for guidance and ﬁLengti)ﬂ?fﬂfgﬁl:‘iectguﬂiﬁgii Are obliged to use for
reference when . D reference when
Part 2 . functional requirements and . .
formulating statements of : . interpreting statements, of
. formulating functional . )
requirements for a TOE. P functional requirements.
specifications for TOEs.
Use for reference when
Use for guidance when interpreting statements of Use for referetce when
Part 3 || determining required levels | assurance requirements and interpreting:Statements of
of assurance. determining assurance assurance' requirements.
approaches of TOEs.

Table 1 — Road map to the “Evaluation criteria for IT secdrity”

5.5 Evaluation context

In order to aghieve greater comparability between evaluation results;-evaluations should be performed pwithin
the framewotk of an authoritative evaluation scheme that sets/the standards, monitors the quality pf the
evaluations ahd administers the regulations to which the evaluation facilities and evaluators must conform.

ISO/IEC 15408 does not state requirements for the regulatory framework. However, consistency betwegn the
regulatory frgmeworks of different evaluation authorities will be necessary to achieve the goal of mutual
recognition of the results of such evaluations.

A second way of achieving greater comparahility between evaluation results is using a common methodology
to achieve these results. For ISO/IEC 15408, this methodology is given in ISO/IEC 18045.

Use of a conjmon evaluation methodology contributes to the repeatability and objectivity of the results [but is
not by itself|sufficient. Many of the. evaluation criteria require the application of expert judgement and
background Knowledge for whichcensistency is more difficult to achieve. In order to enhance the consigtency
of the evaluafion findings, the/final evaluation results may be submitted to a certification process.

The certificafion process s the independent inspection of the results of the evaluation leading to the
production ofthe finalCertificate or approval, which is normally publicly available. The certification procegs is a
means of gaiping greater consistency in the application of IT security criteria.

The evaluatignisehemes and certification processes are the responsibility of the evaluation authorities that run
such schemes and processes and are outside the scope of ISO/TEC 15408.

6 General model

6.1 Introduction to the general model

This clause presents the general concepts used throughout ISO/IEC 15408, including the context in which the
concepts are to be used and ISO/IEC 15408 approach for applying the concepts. ISO/IEC 15408-2 and
ISO/IEC 15408-3, which are obliged to be consulted by users of this part of ISO/IEC 15408, expand on the
use of these concepts and assume that the approach described is used. Further, for users of ISO/IEC 15408
who intend to perform evaluation activities ISO/IEC 18045 is applicable. This clause assumes some
knowledge of IT security and does not propose to act as a tutorial in this area.
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ISO/IEC 15408 discusses security using a set of security concepts and terminology. An understanding of
these concepts and the terminology is a prerequisite to the effective use of ISO/IEC 15408. However, the
concepts themselves are quite general and are not intended to restrict the class of IT security problems to
which ISO/IEC 15408 is applicable.

6.2 Assets and countermeasures

Security is concerned with the protection of assets. Assets are entities that someone places value upon.
Examples of assets include:

e contents of a file or a server;

e the authenticity of votes cast in an election;

e the availability of an electronic commerce process;

e the ability to use an expensive printer;

e agcess to a classified facility.

but gilven that value is highly subjective, almost anything can be an asset.

The énvironment(s) in which these assets are located is called.the operational environment.|Examples of
(asperts of) operational environments are:

e the computer room of a bank;

e alcomputer network connected to the Internet;
e a|LAN;

e ajlgeneral office environment.

Many|assets are in the form of information that is stored, processed and transmitted by IT proglucts to meet
requirements laid down by owners_of the information. Information owners may require that availability,

dissemination and modification ofsafy such information are strictly controlled and that the assets [are protected
from threats by countermeasures. Figure 2 illustrates these high level concepts and relationships|
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Safeguarding
presumed thr
the interests

(who sometimes make errors), computer processes and.accidents.

The owners

value of the @ssets to the owners would be reduced. Security-specific impairment commonly includes,

not limited toj

These threatd
the impact on
the risks to a
cards) and nq
27002 for a

manage thenj.

Owners of a
decision to aq

Owners value
wish to minimise
impose
»| Countermeasures
\ J
to reduce i
> Risk
f §
Threat agents that increase to
. ) A J
give rise to
Threats = > Assets
A

wish to abuse and/or may damage

Figure 2 - Security concepts and‘rélationships

assets of interest is the responsibility of owners.who place value on those assets. Act
eat agents may also place value on the assets*and seek to abuse assets in a manner contr
pf the owner. Examples of threat agents include hackers, malicious users, non-malicious

bf the assets will perceive such threats as potential for impairment of the assets such th
loss of asset confidentiality, loss of asset integrity and loss of asset availability.

therefore give rise to risks to the assets, based on the likelihood of a threat being realise
the assets when that threat is realised. Subsequently countermeasures are imposed to r
5sets. These countermeasures may consist of IT countermeasures (such as firewalls and
n-IT countermeasures (such as guards and procedures). See also ISO/IEC 27001 and IS
more general,disCussion on security countermeasures (controls) and how to implemer]

bsets may be (held) responsible for those assets and therefore should be able to defer
cept the risks of exposing the assets to the threats.

al or
ary to
users

At the
but is

d and
pduce
smart
D/IEC
t and

d the

Two importa

t elements In detending this decision are being able 10 demonstrate that.

countered;

the countermeasures are correct: the countermeasures do what they claim to do.

the countermeasures are sufficient: if the countermeasures do what they claim to do, the threats to the assets are

Many owners of assets lack the knowledge, expertise or resources necessary to judge sufficiency and
correctness of the countermeasures, and they may not wish to rely solely on the assertions of the developers
of the countermeasures. These consumers may therefore choose to increase their confidence in the
sufficiency and correctness of some or all of their countermeasures by ordering an evaluation of these
countermeasures.
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are
that
»| Countermeasures > Sufficient
and
are therefore
v v minimise
Corrrect r Risk
and
therefore to
rinimise
Assets

Figure 3 - Evaluation concepts and relationships

Sufficiency of the countermeasures

evaluation, sufficiency of the countermeasures is analysed through a construct called

the Security

Targgt. In this subclause a simplified view-0n this construct is provided: a more detailed and complete

descr
The {
then

count
threat
The

a) t

ption may be found in Annex A.

describes the countermeasurés (in the form of Security Objectives) and demonstratsg
S are countered.

ecurity Target then-divides these countermeasures in two groups:

e securityobjectives for the TOE: these describe the countermeasure(s) for which corre
terminedhin the evaluation;

b) the security objectives for the Operational Environment: these describe the countermeasu
cortectness will not be determined in the evaluation.

ecurity Target begins with describing the assets and the threats to those assets. The Se¢curity Target

s that these

ermeasures are sufficient to ‘counter these threats: if the countermeasures do what they claim to do, the

ctness will be

res for which

The reasons for this division are:

e |ISO/IEC 15408 is only suitable for assessing the correctness of IT countermeasures. Therefore the non-IT
countermeasures (e.g. human security guards, procedures) are always in the Operational Environment.

e Assessing correctness of countermeasures costs time and money, possibly making it infeasible to assess the
correctness of all IT countermeasures.

e The correctness of some IT countermeasures may already have been assessed in another evaluation. It is therefore
not cost-effective to assess this correctness again.
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For the TOE (the IT countermeasures whose correctness will be assessed during the evaluation), the Security
Target requires a further detailing of the security objectives for the TOE in Security Functional Requirements
(SFRs). These SFRs are formulated in a standardised language (described in ISO/IEC 15408-2) to ensure
exactness and facilitate comparability.

In summary, the Security Target demonstrates that:

The SFRs

And there

meet the security objectives for the TOE;

The security objectives for the TOE and the security objectives for the operational environment counter the threats;

From this it
environment
next two sub
separately.

6.2.2 Correg

A TOE may
vulnerabilitie

These vulner
addition of m

To determine
e testing the
e examining
e examining
The Security
of Security A
(described in

If the SARSs 4
to contain vy

ra tha SCDRc and tha cactritv ahiactivac far tha anaraticnal anviranmant canntar tha thraatc
re-the SERs-and-th ity objectivesforthe-operational-epvironmentcounterthe- threats-
follows that a correct TOE (meeting the SFRs) in combination with a correct copers
meeting the security objectives for the operational environment) will counter the threats.
Clauses correctness of the TOE and correctness of the operational environment are disc

ctness of the TOE

be incorrectly designed and implemented, and may therefore‘contain errors that l¢
. By exploiting these vulnerabilities, attackers may still damage and/or abuse the assets.

abilities may arise from accidental errors made during development, poor design, inter
hlicious code, poor testing etc.

correctness of the TOE, various activities can be pérformed such as:

TOE;

various design representations of the TOE;

the physical security of the development environment of the TOE.

Target provides a structured-description of these activities to determine correctness in thd
ISO/IEC 15408-3) to ensure exactness and facilitate comparability.

re met, there exists-assurance in the correctness of the TOE and the TOE is therefore less
Inerabilities that-can be exploited by attackers. The amount of assurance that exists

correctness ¢f the TOE is\determined by the SARs themselves: a few “weak” SARs will lead to &

assurance, a

6.2.3 Correg

lot of “strong™SARs will lead to a lot of assurance.

ctness-of the Operational Environment

tional
n the
Issed

ad to

tional

form

\ssurance Requirements (SARs). These SARs are formulated in a standardised language

likely
n the
L little

bntain

The operatiopal‘environment may also be incorrectly designed and implemented, and may therefore ¢

errors that lead to vulnerabilities. By exploiting these vulnerabilities, attackers may still damage and/or abuse

the assets.

However, in ISO/IEC 15408, no assurance is obtained regarding the correctness of the operational

environment.

Or, in other words, the operational environment is not evaluated (see the next subclause).

As far as the evaluation is concerned, the operational environment is assumed to be a 100% correct
instantiation of the security objectives for the operational environment.

This does not preclude a consumer of the TOE from using other methods to determine the correctness of his
operational environment, such as:

26
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If, for an OS TOE, the security objectives for the operational environment state “The operational environment shall

ensure that entities from an untrusted network (e.g. the Internet) can only access the TOE by ftp”, the consumer could
select an evaluated firewall, and configure it to only allow ftp access to the TOE;

If the security objectives for the operational environment state “The operational environment shall ensure that all

administrative personnel will not behave maliciously”, the consumer could adapt his contracts with administrative
personnel to include punitive sanctions for malicious behaviour, but this determination is not part of an ISO/IEC 15408
evaluation.

6.3

ISO/I
evalu
evalu

In 1SQ

a) A

b) A
d

The
ISO/II
evalu

The T
which
desig

The T
precis

How
detail
the e
The r

A
T

A
m

The

Evaluation

btion of PPs, which is 5408-3.
htion (without qualifiers) to refer to an ST/TOE evaluation.

cés, ISO/IEC 15408

u

/IEC 15408 an ST/TOE evaluation proceeds in two steps:
n ST evaluation: where the sufficiency of the TOE and the operational environment are det

TOE evaluation: where the correctness of the TOE is determined. As,said earlier, the T(
0es not assess correctness of the operational environment.

bT evaluation is carried out by applying the Security Target-evaluation criteria (which g
htion methodology that is used.

includes the TOE and ST, but will usually also include input from the development environ
N documents or developer test results.

OE evaluation consists of applying the SARs (from the Security Target) to the evaluation ¢
he results of applying the SARs @re documented, and what reports need to be generateq
is determined by both the evaluation methodology that is used and the evaluation schemg
aluation is carried out.

bsult of the TOE evaluation process is either:

statement that not-alFSARs have been met and that therefore there is not the specified level of ass
DE meets the SERS as stated in the ST;

statement that all SARs have been met, and that therefore there is the specified level of assuranc
eets the-SFRs as stated in the ST.

TOE~evaluation may be carried out after TOE development has finished, or in paral

OE evaluation is more complex. The principal inpyts 10 a TOE evaluation are: the evaluam_(l)

e method to apply a specific SAR is determined by the evaluation methodology that is used.

elow, and an
ses the term

ermined;

DE evaluation

re defined in

FC 15408-3) to the Security Target. The precise method té. apply the ASE criteria is detefmined by the

n evidence,
ent, such as

vidence. The

| and in what

under which

Lrance that the

P that the TOE

el with TOE

development.
The method of stating ST/TOE evaluation results is described in Clause 9. These results also identify the

PP(s) and package(s) to which the TOE claims conformance, and these constructs are described in the next
Clause.

7 Tailoring Security Requirements

7.1 Operations

ISO/IEC 15408 functional and assurance components may be used exactly as defined in ISO/IEC 15408-2
and ISO/IEC 15408-3, or they may be tailored through the use of permitted operations. When using
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operations, the PP/ST author should be careful that the dependency needs of other requirements that depend
on this requirement are satisfied. The permitted operations are selected from the following set:

e |teration: allows a component to be used more than once with varying operations;
e Assignment: allows the specification of parameters;
e Selection: allows the specification of one or more items from a list; and

e Refinement: allows the addition of details.

The assignmeptand-selection—operations—are—permitted—onlywhere specificallyindicated—in—a—component.

Iteration and fefinement are permitted for all components. The operations are described in more detailbglow.

The ISO/IEC|15408-2 Annexes provide the guidance on the valid completion of selections and.assignments.
This guidancé provides normative instructions on how to complete operations, and those instructions sHall be
followed unlepgs the PP/ST author justifies the deviation:

a) “None” ig only available as a choice for the completion of a selection if explicitly previded.

The lists|provided for the completion of selections must be non-empty. If @&/None” option is chosgn, no
additiondl selection options may be chosen. If “None” is not given as~an option in a selection, it is
permissible to combine the choices in a selection with “and’s and 0rs; unless the selection explicitly
states “choose one of”.

Selection) operations may be combined by iteration where needed. In this case, the applicability pf the
option chjosen for each iteration should not overlap the subject’of the other iterated selection, since they
are intended to be exclusive.

b) For the ¢ompletion of assignments, ISO/IEC 15408-2Annexes shall be consulted in order to detgrmine
when “None” would be a valid completion.

7.1.1 The iferation operation

The iteration| operation may be performed, on every component. The PP/ST author performs an itgration
operation by jincluding multiple requiremehnts based on the same component. Each iteration of a component
shall be diffefent from all other iterations)of that component, which is realised by completing assignments and
selections in @ different way, or by applying refinements to it in a different way.

Different iterations should be-uniquely identified to allow clear rationales and tracings to and from |these
requirements

It is important to note that sometimes an iteration operation can be used with components where could also be
possible to pérform<an-assignment operation with a range or list of values instead of iterate them. In thaf case
the author can select the most appropriate alternative, considering if there is a necessity of providing a vhole
rationale for the<range of values or if it is necessary to have a separate one for each of them. The aputhor
should also keep in mind I individual traces are required for those values.

7.1.2 The assignment operation

An assignment operation occurs where a given component contains an element with a parameter that may be
set by the PP/ST author. The parameter may be an unrestricted variable, or a rule that narrows the variable to
a specific range of values.

Whenever an element in a PP contains an assignment, a PP author shall do one of four things:

a) leave the assignment uncompleted. The PP author could include FIA_AFL.1.2 “When the defined number

of unsuccessful authentication attempts has been met or surpassed, the TSF shall [assignment: list of
actions].” in the PP.
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complete the assignment. As an example, the PP author could include FIA_AFL.1.2 “Whe
number of unsuccessful authentication attempts has been met or surpassed, the TSF shall
external entity from binding to any subject in the future.” in the PP.

n the defined
prevent that

narrow the assignment, to further limit the range of values that is allowed. As an example, the PP author
could include FIA_AFL.1.1 “The TSF shall detect when [assignment: positive integer between 4 and

9] unsuccessful authentication attempts occur ...” in the PP.

transform the assignment to a selection, thereby narrowing the assignment. As an example, the PP

author could include FIA_AFL.1.2 “When the defined number of unsuccessful authentication
been met or surpassed, the TSF shall [selection: prevent that user from binding to any s

attempts has
ubject in the

future nnrify the admini:frm‘nr] ” inthe PP

Whenever an element in an ST contains an assignment, an ST author shall complete that’ag
indicgted in b) above. Options a), ¢) and d) are not allowed for STs.

The vplues chosen in options b), ¢) and d) shall conform to the indicated type requiredby the ass

When an assignment is to be completed with a set (e.g. subjects), one may.list a set of subj
some|description of the set from which the elements of the set can be derived, such as:

alf subjects
alf subjects of type X
all subjects except subject a

as long as it is clear which subjects are meant.

7.1.3| The selection operation

The gelection operation occurs where a giveli*component contains an element where a choice
items|has to be made by the PP/ST author:

Whenever an element in a PP contains‘a selection, the PP author may do one of three things:

a)
b)

c)

e¢ave the selection uncompleted.

cpomplete the selection:by choosing one or more items.

—

bstrict the seleetion by removing some of the choices, but leaving two or more.

Wherlever an €lement in an ST contains a selection, an ST author shall complete that selection
in b) above<Options a) and c) are not allowed for STs.

The itenT\ar items chosen in b) and c) shall be taken from the items provided in the selection.

signment, as

ignment.

bcts, but also

from several

as indicated

7.1.4 The refinement operation

The refinement operation can be performed on every requirement. The PP/ST author performs a refinement
by altering that requirement. The first rule for a refinement is that a TOE meeting the refined requirement also
meets the unrefined requirement in the context of the PP/ST (i.e. a refined requirement must be “stricter” than
the original requirement). If a refinement does not meet this rule, the resulting refined requirement is
considered to be an extended requirement and shall be treated as such.

The only exception to this rule is that a PP/ST author is allowed to refine a SFR to apply to some but not all
subjects, objects, operations, security attributes and/or external entities.
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However, this exception does not apply to refining SFRs that are taken from PPs that compliance is being
claimed to; these SFRs may not be refined to apply to fewer subjects, objects, operations, security attributes
and/or external entities than the SFR in the PP.

The second rule for a refinement is that the refinement shall be related to the original component.
A special case of refinement is an editorial refinement, where a small change is made in a requirement, i.e.
rephrasing a sentence due to adherence to proper English grammar, or to make it more understandable to the

reader. This change is not allowed to modify the meaning of the requirement in any way.

7.2 Dependencies between components

Dependencies may exist between components. Dependencies arise when a component is not self.Sufficient
and relies uppn the presence of another component to provide security functionality or assurance.

The functional components in ISO/IEC 15408-2 typically have dependencies on other functional compdnents
as do some|of the assurance components in ISO/IEC 15408-3 which may have dependencies on|other
ISO/IEC 154(8-3 components. ISO/IEC 15408-2 dependencies on ISO/IEC 15408-3 caomponents may also be
defined. However, this does not preclude extended functional components having dependencigs on
assurance cgmponents or vice versa.

Component dependency descriptions are determined by consulting ISO/IE€~15408-2 and ISO/IEC 15408-3
component definitions. In order to ensure completeness of the TOE secCufity requirements, dependgncies
should be satisfied when requirements based on components with dependencies are incorporated intdp PPs
and STs. Defendencies should also be considered when constructing packages.

In other wordls: if component A has a dependency on compapent B, this means that whenever a PP/ST
contains a sefurity requirement based on component A, the PR/ST shall also contain one of :

a) a security requirement based on component B, or

b) a security requirement based on a component that is hierarchically higher than B, or

c) ajustification why the PP/ST does not caontain a security requirement based on component B.
In cases a) apd b), when a security requireément is included because of a dependency, it may be necessary to
complete opgrations (assignment, iteration, refinement, selection) on that security requirement in a parficular
manner to make sure that it actually satisfies the dependency.

In case c), the justification that-a-security requirement is not included should address either:

o why the dg¢pendency is'net necessary or useful, or

e that the d¢pendency has been addressed by the operational environment of the TOE, in which case the justifjcation
should describe.how the security objectives for the operational environment address this dependency, or

e that the dependency has been addressed by the other SFRs in some other manner (extended SFRs, combinations of
SFRs etc.)

7.3 Extended components

In ISO/IEC 15408 it is mandatory to base requirements on components from ISO/IEC 15408-2 or ISO/IEC
15408-3 with two exceptions:

a) there are security objectives for the TOE that can not be translated to Part 2 SFRs, or there are third party

requirements (e.g., laws, standards) that can not be translated to Part 3 SARs (e.g. regarding evaluation
of cryptography);
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b) a security objective can be translated, but only with great difficulty and/or complexity based on

components in ISO/IEC 15408-2 and/or ISO/IEC 15408-3.

In both cases the PP/ST author is required to define his own components. These newly defined components
are called extended components. A precisely defined extended component is needed to provide context and
meaning to the extended SFRs and SARs based on that component.

After the new components have been defined correctly, the PP/ST author can then base one or more SFRs or
SARs on these newly defined extended components and use them in the same way as the other SFRs and
SARs. From this point on, there is no further distinction between SARs and SFRs based on ISO/IEC 15408
and SARs and SFRs based on extended components. Refer to ISO/IEC 15408-3 Extended components

definition (APE_ECD) and Extended components definition (ASE ECD) for further requirements on extended
comppnents.

8 Rrotection Profiles and Packages

8.1 [Introduction

To allpw consumer groups and communities of interest to express their security~needs, and to fafilitate writing
STs, this part of ISO/IEC 15408 provides two special constructs: packages and Protection Profiles (PPs). In
the fdllowing two subclauses these constructs are described in more detail, followed by a subclause on how
these|constructs can be used.

8.2 [Packages

A padkage is a named set of security requirements. A package is either

e affunctional package, containing only SFRs, or

e am assurance package, containing only SARs.

Mixed packages containing both SFRs and SARs are not allowed.

A package can be defined by any party and is intended to be re-usable. To this goal it slould contain
requirements that are useful and effeetive in combination. Packages can be used in the construgtion of larger
packdges, PPs and STs. At presént there are no criteria for the evaluation of packages, therefgre any set of
SFRs|or SARs can be a package.

Exampples of assurance)‘packages are the evaluation assurance levels (EALs) that ar¢ defined in
ISO/IEC 15408-3. At the time of writing there are no functional packages for this version of ISO/IEC 15408.
8.3 [Protection-Profiles

Whergas an ST always describes a specific TOE (e.g. the MinuteGap v18.5 Firewall), a PP is intended to
descrlbe a TOE type (e.g. firewalls). The same PP may therefore be used as a template for many different
STs tobe used-in different evaluations. A detailed dncnripfinn of PPs is gi\/pn inAnnex B

In general an ST describes requirements for a TOE and is written by the developer of that TOE, while a PP
describes the general requirements for a TOE type, and is therefore typically written by:

A

user community seeking to come to a consensus on the requirements for a given TOE type;

of TOE;

A

government or large corporation specifying its requirements as part of its acquisition process.

A developer of a TOE, or a group of developers of similar TOEs wishing to establish a minimum baseline for that type

The PP determines the allowed type of conformance of the ST to the PP. That is, the PP states (in the PP
conformance statement, see B.5) what the allowed types of conformance for the ST are:
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manner.

if the PP states that strict conformance is required, the ST shall conform to the PP in a strict manner;

if the PP states that demonstrable conformance is required, the ST shall conform to the PP in a strict or demonstrable

Restating this in other words, an ST is only allowed to conform in a PP in a demonstrable manner, if the PP
explicitly allows this.

If an ST claims conformance to multiple PPs, it shall conform (as described above) to each PP in the manner
ordained by that PP. This may mean that the ST conforms strictly to some PPs and demonstrably to other

PPs.

Note that eit||1er the ST conforms to the PP in question or it does not. ISO/IEC 15408 does not récg
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problem definition: The conformance rationalenin the ST shall demonstrate that the sq
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If strict conformance for protection profiles is specified then the following requirements apply:

a) Security

problem definition:

The ST shall contain the security problem definition of the PP and may specify additional threats and

OSPs; it shall contain all assumptions as defined in the PP, with two possible exceptions as explained

in the

next two bullets;

an assumption (or a part of an assumption) specified in the PP may be omitted from the ST, if all

security objectives for the operational environment defined in the PP addressing this assumption (or
this part of an assumption) are replaced by security objectives for the TOE in the ST;
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a new assumption may be added in the ST to the set of assumptions defined in the PP, if this new
assumption does not mitigate a threat (or part of a threat) meant to be addressed by security
objectives for the TOE in the PP and if this assumption doesn't fulfil an OSP (or a part of an OSP)

meant to be addressed by security objectives for the TOE in the PP;

Security objectives: The ST:

shall contain all security objectives for the TOE of the PP but may specify additional security objectives

for the TOE;

shall contain all security objectives for the operational environment as defined in the

PP with two
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If denmponstrable conformance for protection profiles is\specified then the following requirements apply:

thie ST shall contain a rationale on why the ST is tonsidered to be “equivalent or more restrictive” than

thian one way of specifying a resolution.

PP epaluation is optional. Evaluation is performed by applying the APE criteria to them
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cally sound and suitable for use as a template on which to build another PP or an ST.

Basing a PP/ST on ‘an.evaluated PP has two advantages:

There is much'less risk that there are errors, ambiguities or gaps in the PP. If any problems with a
:Fe beén~caught by evaluating that PP) are found during the writing or evaluation of the new ST,

y.€lapse before the PP is corrected.

Demonstrable conformance allows a PR.author to describe a common security problem to be solve
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Evaluation of the new PP/ST may often re-use evaluation results of the evaluated PP, resulting in less effort for

evaluating the new PP/ST.
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8.4 Using

PPs and packages

If an ST claims to be conformant to one or more packages and/or Protection Profiles, the evaluation of that ST
will (among other properties of that ST) demonstrate that the ST actually conforms to these packages and/or
PPs that they claim conformance to. Details of this determination of conformance can be found in Annex A.

This allows the following process:
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Figure 4 - Evaluation results

STs rmay be based on packages, evaluated PPs or non-evaluated”PPs - however this is not mandatory, as
STs do not have to be based on anything at all.

Evaluption should lead to objective and repeatable results-thiat can be cited as evidence, even|if there is no
absolyute objective scale for representing the results ef) &’ security evaluation. The existence of a set of
evalugtion criteria is a necessary pre-condition for evaluation to lead to a meaningful result and provides a
techn|cal basis for mutual recognition of evaluation results between evaluation authorities.

An evaluation result represents the findings of*a:specific type of investigation of the security pfoperties of a
TOE.|Such a result does not automatically guarantee fitness for use in any particular application|{environment.
The decision to accept a TOE for use in aspecific application environment is based on consideration of many
securty issues including the evaluationAfindings.

9.2 |Results of a PP evaluation

ISO/IEC 15408-3 contains, the evaluation criteria that an evaluator is obliged to consult in qrder to state
whether a PP is completejieonsistent, and technically sound and hence suitable for use in develgping an ST.

The re¢sults of the evaluation shall also include a “Conformance Claim” (see 9.4)).
9.3 [Resultsof an ST/TOE evaluation

ISO/IEC,15408-3 contains the evaluation criteria that an evaluator is obliged to consult in order|{to determine
whether stfficient assurance exists that the TOE satisfies the SFRs in the ST. Evaluation of the TOE shall
therefore result In a pass/fail statement for the ST. If both the ST and the TOE evaluation have resulted in a
pass statement, the underlying product is eligible for inclusion in a registry. The results of evaluation shall also
include a “Conformance Claim” as defined in the next subclause.

It may be the case that the evaluation results are subsequently used in a certification process, but this
certification process is outside the scope of ISO/IEC 15408.

9.4 Conformance claim

The conformance claim indicates the source of the collection of requirements that is met by a PP or ST that
passes its evaluation. This conformance claim contains an ISO/IEC 15408 conformance claim that:

a) describes the version of ISO/IEC 15408 to which the PP or ST claims conformance.
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b) describes the conformance to ISO/IEC 15408-2 (security functional requirements) as either:

e |SO/IEC 15408-2 conformant - A PP or ST is ISO/IEC 15408-2 conformant if all SFRs in that PP or
ST are based only upon functional components in ISO/IEC 15408-2, or

e |ISO/IEC 15408-2 extended - A PP or ST is ISO/IEC 15408-2 extended if at least one SFR in that PP
or ST is not based upon functional components in ISO/IEC 15408-2.

c) describes the conformance to ISO/IEC 15408-3 (security assurance requirements) as either:

e |ISO/IEC 15408-3 conformant - A PP or ST is ISO/IEC 15408-3 conformant if all SARs in that PP or

ST o <l 1 o TaYaVilulaSl: N, VaYe ls)
areaset Uy UpPUTT Ao osuralictT CUTTTUUTITTIS TIT TOo UMW LJ5U07 0, Ul

e |SO/IEC 15408-3 extended - A PP or ST is ISO/IEC 15408-3 extended if at least one SARin that PP
or ST |is not based upon assurance components in ISO/IEC 15408-3.

Additionally, the conformance claim may include a statement made with respect to packages; in which gase it
consists of one of the following:

e Package name Conformant - A PP or ST is conformant to a pre-defined package (e.g..EAL) if:
e the SKRs of that PP or ST are identical to the SFRs in the package, of
e the SARs of that PP or ST are identical to the SARs in the packagde.

e Package name Augmented - A PP or ST is an augmentation of a predefined package if:

e the SKRs of that PP or ST contain all SFRs in the package, but have at least one additional SFR or
one SFR that is hierarchically higher than an SFR in, the package.

e the SARs of that PP or ST contain all SARs in the package, but have at least one additional SAR or
one SAR that is hierarchically higher than an’SAR in the package.

Note that when a TOE is successfully evaluateg'to a given ST, any conformance claims of the ST also held for
the TOE. A TDE can therefore also be e.g~ISO/IEC 15408-2 conformant.

Finally, the cgnformance claim may also’include two statements with respect to Protection Profiles:

a) PP Confprmant - A PP or TOE meets specific PP(s), which are listed as part of the conformance resplt.

b) Conformpnce Statement(Only for PPs) - This statement describes the manner in which PPs or STY must
conform [to this PPi/strict or demonstrable. For more information on this Conformance Statement, see

Annex B

9.5 Use of ST/TOE evaluation results

Once an ST and a TOE have been evaluated, asset owners can have the assurance (as defined in the ST)
that the TOE, together with the operational environment, counters the threats. The evaluation results may be
used by the asset owner in deciding whether to accept the risk of exposing the assets to the threats.

However, the asset owner should carefully check whether:

a) the Security Problem Definition in the ST matches the security problem of the asset owner;

b) the Operational Environment of the asset owner conforms (or can be made to conform) to the security
objectives for the Operational Environment described in the ST.

If either of these is not the case, the TOE may not be suitable for the purposes of the asset owner.
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Additionally, once an evaluated TOE is in operation, it is still possible that previously unknown errors or
vulnerabilities in the TOE may surface. In that case, the developer may correct the TOE (to repair the
vulnerabilities) or change the ST to exclude the vulnerabilities from the scope of the evaluation. In either case,
the old evaluation results may no longer be valid.

If it is deemed necessary that confidence is regained, re-evaluation is needed. ISO/IEC 15408 may be used

for this re-evaluation, but detailed procedures for re-evaluation are outside the scope of this part of ISO/IEC
15408.
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Annex A
(informative)

Specification of Security Targets

A.1 Goal and structure of this Annex

The goal of this annex is to explain the Security Target (ST) concept. This annex does not define the ASE
criteria; this gefinition can be found in ISO/IEC 15408-3 and is supported by the documents given, |n the
bibliography.

This annex consists of four major parts:

a) What an|ST must contain. This is summarised in A.2, and described in more detailtin-A.4 - A.10. These
subclauses describe the mandatory contents of the ST, the interrelationships bhetween these contents,
and provjde examples.

b) How an [ST should be used. This is summarised in A.3, and described.in-"more detail in A.11. These
subclauses describe how an ST should be used, and some of the questions that can be answered with an
ST.

c) Low Assprance STs. Low Assurance STs are STs with reduced’ content. They are described in datail in
A.l2.

d) Claiming|compliance with standards. A.13 describes howan ST writer can claim that the TOE meets a
particular standard.

A.2 Mandatory contents of an ST

Figure A.1 portrays the mandatory contents ofcan ST that are given in ISO/IEC 15408-3. Figure A.1 may also
be used as a|structural outline of the ST, though alternative structures are allowed. For instance, if the sgcurity
requirements| rationale is particularly bulky; it could be included in an appendix of the ST instead of jn the
security requirements subclause. The separate subclauses of an ST and the contents of those subclausées are
briefly summarised below and explained in much more detail in A.4 to A.10. An ST normally contains:

a) an ST infroduction containing three narrative descriptions of the TOE on different levels of abstractign;

b) a confornance claim, showing whether the ST claims conformance to any PPs and/or packages, jand if
so, to which PPs and/or packages;

c) a security problem definition, showing threats, OSPs and assumptions;

d) security objectives, showing how the solution to the security problem is divided between security
objectives for the TOE and security objectives for the operational environment of the TOE;

e) extended components definition (optional), where new components (i.e. those not included in ISO/IEC
15408-2 or ISO/IEC 15408-3) may be defined. These new components are needed to define extended
functional and extended assurance requirements;

f)  security requirements, where a translation of the security objectives for the TOE into a standardised
language is provided. This standardised language is in the form of SFRs. Additionally this subclause
defines the SARS;

g) a TOE summary specification, showing how the SFRs are implemented in the TOE.
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There also exists low assurance STs which have reduced contents; these are described in detail in A.12. All
other parts of this Annex assume an ST with full contents.

Security Target

ST introduction

ST reference
TOE reference

TOE overview
TOE description

A.3
A.3.]

A typi

. B

Using an ST

Conformance claims

(CC conformance claim
PP claim
Package claim

Conformance rationale

Security problem
definition

Threats
Organisational seclnty policies
Assumptions

Security objectives

Security,ebjectives for the TOE

enviranment
Seourity objectives rationale
Rhathy

Extended

components definition

—@ded components definition

Security requirements

Security functional requirements

Security requirements rationale

TOE summary

specifiCation

—@summaw specification

Figure A.1 - Security Target contents

How an ST should be used

cal ST fulfils tworales:

Security\objectives for the operational

Security assurance requirements

bfore and dydring the evaluation, the ST specifies “what is to be evaluated”. In this role, the ST serve$ as a basis for

a

should‘be used in this role.

reement(between the developer and the evaluator on the exact security properties of the TOE and the exact scope
ofl the evaluation. Technical correctness and completeness are major issues for this role. A.7 describes how the ST

e After the evaluation, the ST specifies “what was evaluated”. In this role, the ST serves as a basis for agreement
between the developer or re-seller of the TOE and the potential consumer of the TOE. The ST describes the exact
security properties of the TOE in an abstract manner, and the potential consumer can rely on this description because
the TOE has been evaluated to meet the ST. Ease of use and understandability are major issues for this role. A.11
describes how the ST should be used in this role.
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A.3.2 How an ST should not be used

Two roles (among many) that an ST should not fulfil are:

a detailed specification: An ST is designed to be a security specification on a relatively high level of abstraction. An

ST should, in general, not contain detailed protocol specifications, detailed descriptions of algorithms and/or
mechanisms, long description of detailed operations etc.

a complete specification: An ST is designed to be a security specification and not a general specification. Unless

security-relevant, properties such as interoperability, physical size and weight, required voltage etc. should not be part
of an ST. This means that in general an ST may be a part of a complete specification, but not a complete specification

itself.
A.4 ST Intfoduction (ASE_INT)
The ST introduction describes the TOE in a narrative way on three levels of abstraction:
a) the ST reference and the TOE reference, which provide identification material fof-the ST and thg TOE
that the $T refers to;
b) the TOE|overview, which briefly describes the TOE;
c) the TOE|description, which describes the TOE in more detail.
A.4.1 ST reference and TOE reference
An ST contaips a clear ST reference that identifies that particulat ST. A typical ST reference consists df title,
version, authprs and publication date. An example of an ST, reference is “MauveRAM Database ST, version
1.3, MauveCorp Specification Team, 11 October 2002".
An ST also gontains a TOE reference that identifies.the TOE that claims conformance to the ST. A fypical
TOE referenge consists of developer name, TOEZname and TOE version number. An example of § TOE
reference is ‘MauveCorp MauveRAM Database v2.11". As a single TOE may be evaluated multiple timgs, for
instance by [different consumers of that TOE, and therefore have multiple STs, this reference is not
necessarily upique.
If the TOE is$ constructed from one, or"more well-known products, it is allowed to reflect this in thel TOE
reference, by referring to the product name(s). However, this should not be used to mislead consumers:
situations whiere major parts of security functionalities were not considered in the evaluation, yet thg TOE
reference dogs not reflect this are not allowed.
The ST refefence and<the TOE reference facilitate indexing and referencing the ST and TOE and their
inclusion in stmmaries_of lists of evaluated TOEs/Products.
A.4.2 TOE pverview

The TOE overview is aimed at potential consumers of a TOE who are looking through lists of evaluated
TOEs/Products to find TOEs that may meet their security needs, and are supported by their hardware,
software and firmware. The typical length of a TOE overview is several paragraphs.

To this end, the TOE overview briefly describes the usage of the TOE and its major security features,
identifies the TOE type and identifies any major non-TOE hardware/software/firmware required by the TOE.

A.4.2.1 Usage and major security features of a TOE

The description of the usage and major security features of the TOE is intended to give a very general idea of
what the TOE is capable of in terms of security, and what it can be used for in a security context. This
subclause should be written for (potential) TOE consumers, describing TOE usage and major security
features in terms of business operations, using language that TOE consumers understand.
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An example of this is “The MauveCorp MauveRAM Database v2.11 is a multi-user database intended to be
used in a networked environment. It allows 1024 users to be active simultaneously. It allows password/token
and biometric authentication, protects against accidental data corruption, and can roll-back ten thousand
transactions. Its audit features are highly configurable, so as to allow detailed audit to be performed for some

users

A4.2

and transactions, while protecting the privacy of other users and transactions.”

.2 TOE type

The TOE overview identifies the general type of TOE, such as: firewall, VPN-firewall, smart card, crypto-
modem, intranet, web server, database, web server and database, LAN, LAN with web server and database,

etc.

It may be the case that the TOE is not of a readily available type, in which case “none” would be
In some cases, a TOE type can mislead consumers. Examples include:

e certain functionality can be expected of the TOE because of its TOE type, but the JTOE does
functionality. Examples include:

e the TOE can be expected to operate in certain operational edvironments because of its TOE type, but

A.4.2
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non-T|
hardw
enoug
TOE.

Exam|

L a

an ATM-card type TOE, which does not support any identification/authentication functiong
a firewall type TOE, which does not support protocols that are @almost universally used;

a PKl-type TOE, which has no certificate revocation functionality.

amples include:

a PC-operating system type TOE, which is_unable to function securely unless the PC h3
connection, floppy drive, and CD/DVD-player;

a firewall, which is unable to function, “securely unless all users that can connect throug
are benign.

3 Required non-TOE hardware/software/firmware

some TOEs do not relysupon other IT, many TOEs (notably software TOES) rely on ad
hardware, software_and/or firmware. In the latter case, the TOE overview is required to

are, software and/or firmware is not necessary, but the identification should be complete
h for potentiahconsumers to determine the major hardware,software and/or firmware need

ple hardware/software/firmware identifications are:

hcceptable.

not have this

lity;

t cannot do so.

S no network

h that firewall

ditional, non-
identify such

OE hardware,software and/or firmware . A complete and fully detailed identification of the additional

and detailed
ed to use the

standard PC with a 1GHz or faster processor and 512MB or more RAM, running version 3.0 Updatd

6b, ¢, or 7, or

version 4.0 of the Yaiza operating system;

e a standard PC with a 1GHz or faster version processor and 512MB or more RAM, running version 3.0 Update 6d of

th

L a

L a

L a

e th

© 1SO/I

e Yaiza operating system and the WonderMagic 1.0 Graphics card with the 1.0 WM Driver Set;
standard PC with version 3.0 of the Yaiza OS (or higher);

CleverCard SB2067 integrated circuit;

CleverCard SB2067 integrated circuit running v2.0 of the QuickOS smart card operating system;

e December 2002 installation of the LAN of the Director-General's Office of the Department of Traffic.
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A.4.3 TOE description

A TOE description is a narrative description of the TOE, likely to run to several pages. The TOE description
should provide evaluators and potential consumers with a general understanding of the security capabilities of
the TOE, in more detail than was provided in the TOE overview. The TOE description may also be used to
describe the wider application context into which the TOE will fit.

The TOE description discusses the physical scope of the TOE: a list of all hardware, firmware, software and
guidance parts that constitute the TOE. This list should be described at a level of detail that is sufficient to give
the reader a general understanding of those parts.

o-diseu : OE: 64 atures-effered by
the TOE at a|level of detail that is sufficient to give the reader a general understanding of those featufeg. This
description is|expected to be in more detail than the major security features described in the TOE qvervigw.
An important| property of the physical and logical scopes is that they describe the TOE in_sueh a waly that
there remaing no doubt on whether a certain part or feature is in the TOE or whether this{part or feafure is
outside the TOE. This is especially important when the TOE is intertwined with and~cannot be gasily
separated from non-TOE entities.

Examples where the TOE is intertwined with non-TOE entities are:

e the TOE ig a cryptographic co-processor of a smart card IC, instead of the entire-C;

e the TOE ig a smart card IC, except for the cryptographic processor;

e the TOE ig the Network Address Translation part of the MinuteGap<irewall v18.5.

A.5 Conformance claims (ASE_CCL)

This subclauge of an ST describes how the ST conforms with:
e Part 2 and Part 3 of this International Standard;

e  Protection|Profiles (if any);

e Packages|(if any).

The descriptipn of how the ST conforms to ISO/IEC 15408 consists of two items: the version of ISP/IEC
15408 that is|used and whetherthe ST contains extended security requirements or not (see A.8).

The descriptipn of conformance of the ST to Protection Profiles means that the ST lists the packages that
conformancelis being'claimed to. For an explanation of this, see 9.4.

The descriptipnf conformance of the ST to packages means that the ST lists the packages that conformance
is being claimed-fo._For an explanation of this_see 9.4

A.6 Security problem definition (ASE_SPD)
A.6.1 Introduction

The security problem definition defines the security problem that is to be addressed. The security problem
definition is, as far as ISO/IEC 15408 is concerned, axiomatic. That is, the process of deriving the security
problem definition falls outside the scope of ISO/IEC 15408.

However, it should be noted that the usefulness of the results of an evaluation strongly depends on the ST,
and the usefulness of the ST strongly depends on the quality of the security problem definition. It is therefore
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often worthwhile to spend significant resources and use well-defined processes and analyses to derive a good
security problem definition.

Note that according to ISO/IEC 15408-3 it is not mandatory to have statements in all subclauses, an ST with
threats does not need to have OSPs and vice versa. Also, any ST may omit assumptions.

Also note that where the TOE is physically distributed, it may be better to discuss the relevant threats, OSPs
and assumptions separately for distinct domains of the TOE operational environment.

A.6.2 Threats

y the TOE, its

A thrgat consists of an adverse action performed by a threat agent on an asset.

Advelse actions are actions performed by a threat agent on an asset. These actions influence| one or more
propefties of an asset from which that asset derives its value.

Thredt agents may be described as individual entities, but in some cases jtmay be better to desgribe them as
types|of entities, groups of entities etc.

Examlples of threat agents are hackers, users, computer processes, and accidents. Threat agents may be
further described by aspects such as expertise, resources, opportunity and motivation.

Examiples of threats are:

e ajlhacker (with substantial expertise, standard equipment,~and being paid to do so) remotely copying cpnfidential files
from a company network;

e ajworm seriously degrading the performance of a‘wide-area network;

e ajlsystem administrator violating user privacy;

e spmeone on the Internet listening inton confidential electronic communication.
A.6.3 Organisational security policies (OSPs)

This subclause of the security problem definition shows the OSPs that are to be enforced byl the TOE, its
operational environment,"or a combination of the two.

OSP4 are security.rules, procedures, or guidelines imposed (or presumed to be imposed) now|and/or in the
futurg by an actual or hypothetical organisation in the operational environment. OSPs may be laid down by an
organfisationcontrolling the operational environment of the TOE, or they may be laid down by|legislative or
regulatory‘bodies. OSPs can apply to the TOE and/or the operational environment of the TOE.

Examples of OSPs are:

e All products that are used by the Government must conform to the National Standard for password generation and
encryption;

e Only users with System Administrator privilege and clearance of Department Secret shall be allowed to manage the
Department Fileserver.

A.6.4 Assumptions
This subclause of the security problem definition shows the assumptions that are made on the operational

environment in order to be able to provide security functionality. If the TOE is placed in an operational
environment that does not meet these assumptions, the TOE may not be able to provide all of its security
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functionality anymore. Assumptions can be on physical, personnel and connectivity of the operational
environment.

Examples of assumptions are:
e Assumptions on physical aspects of the operational environment:

e It is assumed that the TOE will be placed in a room that is designed to minimise electromagnetic
emanations;

e Itis assumed that the administrator consoles of the TOE will be placed in a restricted access area.

e Assumptigns on personnel aspects of the operational environment:
e Itis agsumed that users of the TOE will be trained sufficiently in order to operate the TOE;
e Itis agsumed that users of the TOE are approved for information that is classified asNational Seqret;
e Itis agsumed that users of the TOE will not write down their passwords.
e Assumptigns on connectivity aspects of the operational environment:
e Itis agsumed that a PC workstation with at least 10GB of disk space’is available to run the TOE dn;
e Itis agsumed that the TOE is the only non-OS application runhing on this workstation;
e |tis agsumed that the TOE will not be connected to an untrusted network.
Note that durjng the evaluation these assumptions are copsidered to be true: they are not tested in any way.
For these regsons, assumptions can only be made on:the operational environment. Assumptions can jnever

be made on fhe behaviour of the TOE because an_evaluation consists of evaluating assertions made jabout
the TOE and jnot by assuming that assertions on the’TOE are true.

A.7 Secur|ty objectives (ASE_OBJ)

The security pbjectives are a concise @nd abstract statement of the intended solution to the problem defined
by the securify problem definition. The, role of the security objectives is threefold:

e provide a high-level, natural language solution of the problem;

e divide this| solution inteytwo part wise solutions, that reflect that different entities each have to address a part|of the
problem;

e demonstrdte that these part wise solutions form a complete solution to the problem.

A.7.1 High-Tfeversolution

The security objectives consist of a set of short and clear statements without overly much detail that together
form a high-level solution to the security problem. The level of abstraction of the security objectives aims at
being clear and understandable to knowledgeable potential consumers of the TOE. The security objectives
are in natural language.

A.7.2 Part wise solutions
In an ST the high-level security solution, as described by the security objectives, is divided into two part wise
solutions. These part wise solutions are called the security objectives for the TOE and the security objectives

for the operational environment. This reflects that these part wise solutions are to be provided by two different
entities: the TOE, and the operational environment.
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1 Security objectives for the TOE

The TOE provides security functionality to solve a certain part of the problem defined by the security problem
definition. This part wise solution is called the security objectives for the TOE and consists of a set of
objectives that the TOE should achieve in order to solve its part of the problem.
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ples of security objectives for the TOE are:

The TOE shall keep confidential the content of all files transmitted between it and a Server;

The TOE shall identify and authenticate all users before allowing them access to the Transmission Service provided

—theTOE:
e TOE shall restrict user access to data according to the Data Access policy described in Annex3’of]

TOE is physically distributed, it may be better to subdivide the ST subclause centaining
ives for the TOE into several sub-subclauses to reflect this.

2 Security objectives for the operational environment

perational environment of the TOE implements technical and procédural measures to assi
tly providing its security functionality (which is defined by the security objectives for the T(
Solution is called the security objectives for the operationalyenvironment and consists
nents describing the goals that the operational environmentishould achieve.

ples of security objectives for the operational environment are:

e operational environment shall provide a workstation‘with the OS Inux version 3.01b to execute the

e operational environment shall ensure that all htitthan TOE users receive appropriate training beford
work with the TOE;

e operational environment of the TOE\shall restrict physical access to the TOE to administrative
aintenance personnel accompanied by,administrative personnel;

e operational environment shall-ensure the confidentiality of the audit logs generated by the TOE
lem to the central Audit Server;

operational environment of the TOE consists of multiple sites, each with different propert
to subdivide the'ST subclause containing the security objectives for the operational eny
Al sub-subclauses’to reflect this.

Relation‘between security objectives and the security problem definition

T ,also’contains a security objectives rationale containing two subclauses:

the ST.
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tracing that shows which security objectives address which threats, OSPs and assumptions;

objectives.

A.7.3.

1 Tracing between security objectives and the security problem definition

a set of justifications that shows that all threats, OSPs, and assumptions are effectively addressed by the security

The tracing shows how the security objectives trace back to the threats, OSPs and assumptions as described

in the

a)

security problem definition.
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b) Complete with respect to the security problem definition: Each threat, OSP and assumption has at least
one security objective tracing to it.

c)

Correct tracing: Since assumptions are always made by the TOE on the operational environment, security

objectives for the TOE do not trace back to assumptions. The tracings allowed by ISO/IEC 15408-3 are

depicted

in Figure A.2.
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inters that threat. A similar argument holds for OSPs and assumptions.

viding a justification for the tracing
objectives rationale also demonstrates that the tracing isc€ffective: All the given threats,
brticular threat, OSP or assumption are achieved.

ration analyses the effect of achieving the relevant security objectives on countering the th
OSPs and upholding the assumptions and leads to the conclusion that this is indeed the ca

s, where parts of the security problem définition very closely resemble some security objeq

ation can be very simple. An exampleyis: a threat “T17: Threat agent X reads the Config
transit between A and B”, a security*objective for the TOE: “OT12: The TOE shall ensure t

countering threats

threat does not nécessarily mean removing that threat, it can also mean sufficiently dimin
sufficiently mitigating that threat.

emoving athreat are:
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T

removing the threat agent (e.g. removing machines from a network that frequently crash that network).

Examples of diminishing a threat are:

restricting

restricting
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the ability of a threat agent to perform adverse actions;

the opportunity to execute an adverse action of a threat agent;

reducing the likelihood of an executed adverse action being successful;

reducing the motivation to execute an adverse action of a threat agent by deterrence;
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e requiring greater expertise or greater resources from the threat agent.
Examples of mitigating the effects of a threat are:

¢ making frequent back-ups of the asset;

e obtaining spare copies of an asset;

e insuring an asset;

e ensuring that successful adverse actions are always timely detected, so that appropriate action can be taken.

A.7.4 Security objectives: conclusion
Based on the security objectives and the security objectives rationale, the following conelusion @

if all pecurity objectives are achieved then the security problem as defined in Security prob
(ASE| SPD) is solved: all threats are countered, all OSPs are enforced, and all assumptions are U

A.8 Extended Components Definition (ASE_ECD)

In many cases the security requirements (see the next subclause) in‘an” ST are based on ¢

an be drawn:
em definition
pheld.

bmponents in

ISO/IEC 15408-2 or ISO/IEC 15408-3. However, in some cases, there may be requirements in gn ST that are

not based on components in ISO/IEC 15408-2 or ISO/IEC 15408-+3~In this case, new compone
comppnents) must be defined, and this definition should be donejin the Extended Components [
more [information on this, see Annex C.4.

Note [that this subclause is intended to contain only*the extended components and not
requirements (requirements based on extended compenents). The extended requirements shoul

in theg security requirements (see the next subclause) and are for all purposes the same as
based on components in ISO/IEC 15408-2 or ISQAEC 15408-3.

A.9 [Security requirements (ASE_..REQ)

The security requirements consist of two groups of requirements:

a) the security functional requirements (SFRs): a translation of the security objectives for th
standardised language;

b) the security assurance requirements (SARs): a description of how assurance is to be gained

eets the SFRs.
Thesg two groups are discussed in the following two subclauses:

A.9.1 Security functional requirements (SFRs)

nts (extended
Definition. For

he extended
d be included
requirements

e TOE into a

that the TOE

The

tailed level of

abstraction, but they have to be a complete translation (the security objectives must be completely addressed)

and be independent of any specific technical solution (implementation). ISO/IEC 15408
translation into a standardised language for several reasons:

e to provide an exact description of what is to be evaluated. As security objectives for the TOE are usuall

requires this

y formulated in

natural language, translation into a standardised language enforces a more exact description of the functionality of the

TOE.

e to allow comparison between two STs. As different ST authors may use different terminology in describing their
security objectives, the standardised language enforces using the same terminology and concepts. This allows easy

comparison.
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There is no translation required in ISO/IEC 15408 for the security objectives for the operational environment,
because the operational environment is not evaluated and does therefore not require a description aimed at
its evaluation. See the bibliography for items relevant to the security assessment of operational systems.

It may be the case that parts of the operational environment are evaluated in another evaluation, but this is out
of scope for the current evaluation. For example: an OS TOE may require a firewall to be present in its
operational environment. Another evaluation may subsequently evaluate the firewall, but this evaluation has
nothing to do with the evaluation of the OS TOE.

A.9.1.1 How ISO/IEC 15408 supports this translation

ISO/IEC 154Q8 supports this translation in three ways.

a) by providing a predefined precise “language” designed to describe exactly what is to be evaluated. This
language is defined as a set of components defined in ISO/IEC 15408-2. The use of this language¢ as a
well-defined translation of the security objectives for the TOE to SFRs is mandatory,\though [some
exceptiops exist (see 7.3).

b) by provifling operations: mechanisms that allow the ST writer to modify the SERS to provide a|more
accurate|translation of the security objectives for the TOE. This part of ISO/IEC 15408 defines the four
allowed o@perations: assignment, selection, iteration, and refinement. These.are described further in 7.1.

c) by providing dependencies: a mechanism that supports a more compléte-translation to SFRs. In ISP/IEC
15408-2 [language, an SFR can have a dependency on other SFRs; This signifies that if an ST usgs that
SFR, it denerally needs to use those other SFRs as well. This makes it much harder for the ST wrjter to
overlook|including necessary SFRs and thereby improves the eompleteness of the ST. Dependencig¢s are
describefl further in 7.2.

A.9.1.2 Relation between SFRs and security objectives

The ST also ¢ontains a security requirements rationale,“consisting of two subclauses about SFRs:

e atracing that shows which SFRs address which security objectives for the TOE;

e a set of jusgtifications that shows that all security’objectives for the TOE are effectively addressed by the SFRs.

A.9.1.2.1 Tracing between SFRs afid the security objectives for the TOE

The tracing shows how the SFRstrace back to the security objectives for the TOE as follows:

a) No spuripus SFRs: Eaech SFR traces back to at least one security objective.

b) Complet¢ with respect to the security objectives for the TOE: Each security objective for the TOE has at
least ong SFR {racing to it.

Multiple SFR$'may trace to the same security objective for the TOE, indicating that the combination of those
security requirements meets that security objective for the TOE.

A.9.1.2.2 Providing ajustification for the tracing

The security requirements rationale demonstrates that the tracing is effective: if all SFRs tracing to a particular
security objective for the TOE are satisfied, that security objective for the TOE is achieved.

This demonstration should analyse the effects of satisfying the relevant SFRs on achieving the security
objective for the TOE and lead to the conclusion that this is indeed the case.

In cases where SFRs very closely resemble security objectives for the TOE, the demonstration can be very
simple.
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A.9.2 Security assurance requirements (SARS)

The SARs are a description of how the TOE is to be evaluated. This description uses a standardised language
for two reasons:

an exact description and avoids ambiguity.

to provide an exact description of how the TOE is to be evaluated. Using a standardised language assists in creating

to allow comparison between two STs. As different ST authors may use different terminology in describing the

evaluation, the standardised language enforces using the same terminology and concepts. This allows easy
comparison.
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SARs and the security requirement rationale

BT also contains a security requirements rationalé that explains why this particular set
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w the readers of the ST to understand the reasens why this particular set was chosen.

ample of an inconsistency is if the security-problem description mentions threats where thg
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y requirements subclause of the ST, the security objectives for the TOE are‘translated to
y requirements rationale is provided showing that if all SFRs are satisfied, -all security obje
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h set of SARs is provided to show how the TOE is evaluated,(together with an explanati
e SARs.
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Able potential consumers to understand the general form and implementation of the TOE.

f the TOE is anInternet PC and the SFRs contain FIA_UAU.1 to specify authentication, thd
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stions that may be answered with an ST

After the evaluation, the ST specifies “what was evaluated”. In this role, the ST serves as a basis for
agreement between the developer or re-seller of the TOE and the potential consumer of the TOE. The ST can
therefore answer the following questions (and more):

a) How can | find the ST/TOE that | need given the multitude of existing STs/TOEs? This question is
addressed by the TOE overview, which gives a brief (several paragraphs) summary of the TOE;

b) Does this TOE fit in with my existing IT-infrastructure? This question is addressed by the TOE overview,
which identifies the major hardware/firmware/software elements needed to run the TOE;
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A.12 Low assurance Security Targets
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Does this TOE fit in with my existing operational environment? This question is addressed by the security
objectives for the operational environment, which identifies all constraints the TOE places on the
operational environment in order to function;

What does the TOE do (interested reader)? This question is addressed by the TOE overview, which gives
a brief (several paragraphs) summary of the TOE;

What does the TOE do (potential consumer)? This question is addressed by the TOE description, which
gives a less brief (several pages) summary of the TOE;

What does the TOE do (technical)? This question is addressed by the TOE summary specification which

hat does the TOE do (expert)? This question is addressed by the SFRs which provide an abstract
ighly technical description, and the TOE summary specification which provide additional detail;

oes the TOE address the problem as defined by my government/organisatipn? If your
vernment/organisation has defined packages and/or PPs to define this sojution, then th¢ answer can
found in the Conformance Claims subclause of the ST, which lists all\packages and PHs that the ST
cponforms to

oes the TOE address my security problem (expert)? What are the threats countered by the¢ TOE? What
rganisational security policies does it enforce? What assumptions does it make about the operational
nvironment? These questions are addressed by the security problem definition;

ow much trust can | place in the TOE? This can be.found in the SARs in the security [requirements
subclause, which provide the assurance level that was used to evaluate the TOE, and hencsq the trust that
the evaluation provides in the correctness of the TOE.

Writing an ST is not a trivial task, and may;, especially in low assurance evaluations, be a majopr part of the
total ¢ffort expended by the developer and‘the evaluator in the whole of the evaluation. For thig reason, it is

also possible to write a low assurance.ST.

ISO/IEC 15408 allows the use of\a&’low assurance ST for an EAL 1 evaluation, but not for EAL 2 and up. A
low-agsurance ST may only claith conformance to a low-assurance PP (see Annex B). A regulatf ST (i.e., one

with full contents) may claim_cenformance with a low assurance PP.

A low|assurance ST has-a significantly reduced content compared to a regular ST:

thiere is no ne€d.to describe the security problem definition;

there is“no need to describe the security objectives for the TOE. The security objectives for the operational
errvironment must still be described;

there is no need to describe the security objectives rationale as there is no security problem definition in the ST;

the security requirements rationale only needs to justify (any) dependencies not being satisfied as there are no
security objectives for the TOE in the ST.

All that remains are:

a)
b)

c)

the references to TOE and ST;
a conformance claim;

the various narrative descriptions;
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