INTERNATIONAL ISO/IEC
STANDARD 15408-1

Second edition
2005-10-01

Information technology — Security
techniques — Evaluation’ criteria for IT
security —

Part 1:
Introduction and general model

Technologies de l'information — Techniques de sécurité — Criteres
d'évaluation poutla‘sécurité T| —

Partie 1: Introduction et modéle général

Reference number
ISO/IEC 15408-1:2005(E)

© ISO/IEC 2005



https://iecnorm.com/api/?name=3ed1f421d734148ef63423ad9b3c160d

ISO/IEC 15408-1:2005(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

© ISO/IEC 2005

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20

Tel. +412274901 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2005 — Al rights reserved


https://iecnorm.com/api/?name=3ed1f421d734148ef63423ad9b3c160d

ISO/IEC 15408-1:2005(E)

Contents

o €=V Lo o H SO PPUPPPRPPTRN
Ta L (e Te [¥Tox 1o ] o FU O OROPPPPPPPPP
1 o0 o R
2 Terms and defiNItIONS ....uiii e
3 SYymDbOIS and abDreVIated TEIMIS .....uuu et e e e e e e eeeba e e e e afees
4 L@ V=T YT SO SESRY o\ A
4.1 TN Yo [ T3 7o | o RSSO s
4.1.1 | Target audience Of ISO/IEC 15408 .........cccuiiiiiiiiiieiiiiee i sriree et e
4.2 Evaluation CONTEXT.....ooiiiieiiieie e e e e (T e e e e e e eeeeeas
4.3 Organisation Of ISO/IEC 15408............uuuiiiiiaiiiiiiiiiee e g et e e ennbaeeeeaae s
5 General MOAEl.. ...t e s e e e e e
5.1 Y= Tod UL g1 YA o 0] ] = S 0 TSR
5.1.1 | General SECUTItY CONTEXL.....ccccuiiiiieeee i e A e e e e e e s strnre e e e e e e e s s nenee s
5.1.2 | Information technology security context........ccocvveeveeeernnnesn b i,
5.2 ISO/IEC 15408 @PPrOaCH ...ccciiiiiiiiiiiiiii et N ettt e e
B5.2.1 | DEVEIOPMENT ...ttt i e et e e e sabb e e e e e b b e e e e s aabe e e e srneeeeaae
5.2.2 | TOE @VAlIUALION ..o siiiieeeee e e s e i phaenaae e e e e et e e e e e e e s snnnnteeeeeeeeeanneeeeeeas
LI B IO o 1= -1 To ] o H U S D ST PPR
5.3 SECUIITY CONCEPLS . .uiiiiiiiiiiiiiiiiiiie e e e eriiieeee e e e g e ettt e e e e e e e st e et e e e e e e s s aabbe et e e ea e e s e aannbrnaeaeeeas
5.3.1 | SECUNItY ENVIFONMENT...ciiiiiiiiiiiiiiie it s AR ettt e e e e e e e e bbb e e e e e e e e e snnbnbeeeeaaaeeaannaeeeas
IR I IS Y= Tt U ] A o oY =Te] V= RS
5.3.3 | IT SECUNILY rEQUITEMENTS ..ot 80T ettt e e e e e ettt et e e e e e e st e e e e e e e e s e ena e e e e e e e e e s e annaeeas
5.3.4 | TOE summary SPECI ICALION ....uviiiiiie e it e e e e e e e e e e e s
5.3.5 | TOE iMPIemMeENtatioN....ccoouiiiiiiieie i e e ettt ettt ettt e sttt e et e e et et e e e s bt ee e s sbbeeeeesnbneennes
5.4 ISO/IEC 15408 descriptive Materi@l .........cooiiiiiiiiiiiiie e
5.4.1 | Expression Of SECUNity reqQUILEMENTS ......cciiiiiiiiiiiiie ettt
5.4.2 | TyPes Of @VAIUATION ....ooiiis Sttt et e e e s s e e e s srreeeaaes
6 ISO/IEC 15408 requirements and evaluation results .........ccccccviiieiniiie i
6.1 T e N e To [¥Te3 To ] o H TP PRSP
6.2 Requirements in RRS anNd STS ...ttt e e e snntra e e e e e e e eanes
6.2.1 | PP evaluation FESUILS ..oiiiiiiii ittt e ettt e e e s st e e s snta e e e s snbbeeeesbbeeeeanes
6.3 ReqUIremMeENtSUN TOE ... ... e e e e e e e e e e e st raeeeaeeeeaanes
6.3.1 | TOE eValUGLIoN FESUILS......cii ittt ettt e e st e e e e nbeeenees
6.4 (70 ol o] a8 = (g {o =T =TT U SRR
6.5 Use Of STOE evaluation rESUILS .......oiiiiei i e e sereee e e e e e e nnnes
Annex A(normative) Specification of Protection Profiles.........ccccooviiiiiiii e
Al OVBIVIBW ...ttt ettt ettt e e e e e e sttt e e e e e e e e e bbb be e e e e e e e e e s bt beeeeeee e e s nnbebeeeeeeeeeanteeeaaaeaean
A.2 Content of Protection Profile ...
A.2.1  Content and PreSENTATION .. ...oiiieeiei et e e e e e e e e e
y N T 14 o o U Tox o] o PP SURRRPPRR
YN B 1 © 1=l o L=t ol T o) (10 o PSP
A.2.4 TOE SECUIILY ENVIFONMENT .....cciiiiiiiiiiiie e e e e e e e e e e s s e e e e e e s s s e e e e e e e s s annreneeeeeeeeananes
A.2.5  SECUILY OBDJECHIVES ...t e e e e s e e e e e e e e s eneabe e e e e e e nrnreees
A.2.6 IT SECUIILY FEOUITEMIENTS ..uiiiiie it i iiiiiee et e e e se st e e e e e e s e st r e e e e e s s e st ae e e e e e e s s annnrrneeeeeeeeeaaneees
A.2.7  APPHICALION NOTES ..ottt ettt e s bbb e e s st e e s anbb e e anreeas
Y T = 1 Lo = =PTSRS

Annex B (normative) Specification of Security Targets

B.1

Overview

© ISO/IEC 2005 — All rights reserved


https://iecnorm.com/api/?name=3ed1f421d734148ef63423ad9b3c160d

ISO/IEC 15408-1:2005(E)

B.2 CONLENT OFf SECUNILY TAIGEL .. .eiiiiiiiiiei ittt e et e st e s e et e e s sb e e e s e nbe e anbreeeeaneee 34
B.2.1  Content and PreSENTALION ........oo i et e e e e e e e e s e et e e e e e ararareeaaaeeaaaa 34
A N I 1 0 1 o Yo [ o3 4 o] o H PO TT R TUOUPPPPPPPPT 35
2 7 B O ] o [Ty o ] o) 110 Y o HP PRSP 36
B.2.4 TOE SECUILY ENVIFONMIENT ..uuiiiiiiei ittt e e e e s st e e e e e e s st e e e e e e e e s s st e baeeeeeaeessassnstaaeeeeeeessneeeaaeeesanns 36
2 A T Y Tod U 1 YA 0 o 1= €Y= SRR 36
2 A T I Y= Tod U L YA =0 [T =T0 =T PSSR 37
B.2.7 TOE suUMMaAry SPECITICALION ...oiiiiiiiiiiiiiiie et s 38
2 2 T = o] 1 0 B SRRSO RRRRR 38
B.2.9  APPHCALION NOLES ...ttt et e e bttt e e ekt e e e s bt e e e ab b e e e st e e e e e nbee e e e annee 39
= L I Y= U [o] o P 1L TPPT TP TUPUPPPPPPPPT 40
(27 o] FTo o | =T o1 0 1 PRSP . 4l
iv © ISO/IEC 2005 — All rights reserved


https://iecnorm.com/api/?name=3ed1f421d734148ef63423ad9b3c160d

ISO/IEC 15408-1:2005(E)

Foreword

ISO (the International Organization for Standardization) and

IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or IEC participate in the development of International Standards through technical

committees

established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field o

f information

technglogy, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Interngitional Standards are drafted in accordance with the rules given in the ISO/IEC Directives, H
The main task of the joint technical committee is to prepare International Standards. Draft
Standards adopted by the joint technical committee are circulated to national bodiesfor voting. B

an Intg¢rnational Standard requires approval by at least 75 % of the national bodies’casting a vote

Attent
rights.

on is drawn to the possibility that some of the elements of this document may be the sub
ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IH
Subcd
Criteri

C 15408-1 was prepared by Joint Technical Committee\ ISO/IEC JTC 1, Information
mmittee SC 27, IT security techniques. The identical text of\ISO/IEC 15408 is published by
A Project Sponsoring Organisations as Common Criteriarfor Information Technology Securi

This s
revise

bcond edition cancels and replaces the first edition SO/IEC 15408-1:1999), which has besd
.

ISO/IH
techni

C 15408 consists of the following parts)@nder the general title Information technology
Hues — Evaluation criteria for IT security:

i)

Art 1: Introduction and general model

Y]

hrt 2: Security functional requirements

Art 3: Security assurance requirements

notice

Part 2.

International
ublication as

ect of patent

technology,
the Common
ty Evaluation.

n technically

— Security

the Common
the Common

CC 2.3), they
aintenance of

the ISO/IEC 15408 mternatlonal standard However these governmental organlzatlons retain the right to use,

copy, distribute, translate or modify CC 2.3 as they see fit.

Australia/New Zealand: The Defence Signals Directorate and the Government Communic

Security Bureau respectively;
Canada: Communications Security Establishment;

France: Direction Centrale de la Sécurité des Systémes d'Information;

© ISO/IEC 2005 — All rights reserved
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Germany:
Japan:
Netherlands:
Spain:

United Kingdom:

United States:

Bundesamt fur Sicherheit in der Informationstechnik;

Information Technology Promotion Agency;

Netherlands National Communications Security Agency;

Ministerio de Administraciones Publicas and Centro Criptoldgico Nacional;
Communications-Electronic Security Group;

The National Security Agency and the National Institute of Standards and

T

achinalaons
eCHmoTogy~

vi
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Introduction

ISO/IEC 15408 will permit comparability between the results of independent security evaluations.

8-1:2005(E)

It does so by

providing a common set of requirements for the security functions of IT products and systems and for

assurance measures applied to them during a security evaluation. The evaluation process estab

lishes a level

of confidence that the security functions of such products and systems and the assurance measures applied
to them meet these requirements. The evaluation results may help consumers to determine whether the IT

product or system is secure enough for their intended application and whether the security risks

implicit in its

use afe tolerable.

ISO/IEC 15408 is useful as a guide for the development of products or systems with IT security
for the¢ procurement of commercial products and systems with such functions. During levaluatio
produft or system is known as a Target of Evaluation (TOE). Such TOEs include}~for examg
systems, computer networks, distributed systems, and applications.

ISO/IEC 15408 addresses protection of information from unauthorised disclesure, modification, @
The ¢ategories of protection relating to these three types of failure’,0f security are com
confidentiality, integrity, and availability, respectively. ISO/IEC 15408 may“also be applicable to
security outside of these three. ISO/IEC 15408 concentrates on threats.to that information arising
activitjes, whether malicious or otherwise, but may be applicable t0 some non-human threat
additipn, ISO/IEC 15408 may be applied in other areas of IT, but\makes no claim of competeng
strict glomain of IT security.

ISO/IEC 15408 is applicable to IT security measures implemented in hardware, firmware or soff
partictlar aspects of evaluation are intended only te.apply to certain methods of implementatio
indicalted within the relevant criteria statements.

unctions and
N, such an IT
le, operating

r loss of use.
monly called
aspects of IT
from human
5 as well. In
e outside the

ware. Where
n, this will be
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vii


https://iecnorm.com/api/?name=3ed1f421d734148ef63423ad9b3c160d



https://iecnorm.com/api/?name=3ed1f421d734148ef63423ad9b3c160d

INTERNATIONAL STANDARD

ISO/IEC 1540

8-1:2005(E)

Information technology — Security techniques — Evaluation
criteria for IT security —

Part 1:

Introduction and general model

1 Scope

ISO/IEC 15408 is meant to be used as the basis for evaluation of security properties of {F

systens. By establishing such a common criteria base, the results of an IT security\evall

meanjngful to a wider audience.

Certaln topics, because they involve specialized techniques or because they are\somewhat pg

securlty, are considered to be outside the scope of ISO/IEC 15408. Some of these are identified

a) IPO/IEC 15408 does not contain security evaluation criteria pertaining to administre
easures not related directly to the IT security measures. Howevernitis recognised that a
the security of a TOE can often be achieved through administrative measures such as 0
rsonnel, physical, and procedural controls. Administrative’ security measures in t

nvironment of the TOE are treated as secure usage assumptions where these have an i
bility of the IT security measures to counter the identified threats.

b) The evaluation of technical physical aspects of IT.s€curity such as electromagnetic emana
t specifically covered, although many of the .concepts addressed will be applicable to
rticular, ISO/IEC 15408 addresses some aspects of physical protection of the TOE.

c) IFO/IEC 15408 addresses neither the evaluation methodology nor the administrative and leg

nder which the criteria may be applied by evaluation authorities. However, it is expected
408 will be used for evaluation purposes in the context of such a framework and such a m
d) The procedures for use of evaluation results in product or system accreditation are outside
ISO/IEC 15408. Product ,or system accreditation is the administrative process whereby
ranted for the operation, of-an IT product or system in its full operational environment. Evaly
n the IT security parts.of'the product or system and those parts of the operational environr
irectly affect the secure use of IT elements. The results of the evaluation process are cq
luable input to(the accreditation process. However, as other techniques are more apprad
sessments of\non-IT related product or system security properties and their relations

curity partsi.accreditors should make separate provision for those aspects.

e) The subject of criteria for the assessment of the inherent qualities of cryptographic alga

véred in ISO/IEC 15408. Should independent assessment of mathematical properties of

products and
ation will be

ripheral to IT
below:

itive security
gnificant part
rganisational,
ne operating
mpact on the

ion control is
that area. In

al framework
that ISO/IEC
bthodology.

the scope of

authority is
ation focuses
hent that may
nsequently a
priate for the
hip to the IT

rithms is not
cryptography

mbedded in a TOE be required. the evaluation scheme under which ISO/IEC 15408 is
make provision for such assessments.

applied must

This part of ISO/IEC 15408 defines two forms for expressing IT security functional and assurance
requirements. The protection profile (PP) construct allows creation of generalized reusable sets of these
security requirements. The PP can be used by prospective consumers for specification and identification of
products with IT security features which will meet their needs. The security target (ST) expresses the security
requirements and specifies the security functions for a particular product or system to be evaluated, called the
target of evaluation (TOE). The ST is used by evaluators as the basis for evaluations conducted in
accordance with ISO/IEC 15408.

© ISO/IEC 2005 - All rights reserved
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2 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

NOTE This clause 2 contains only those terms which are used in a specialised way throughout ISO/IEC 15408. The
majority of terms in ISO/IEC 15408 are used either according to their accepted dictionary definitions or according to
commonly accepted definitions that may be found in ISO security glossaries or other well-known collections of security
terms. Some combinations of common terms used in ISO/IEC 15408, while not meriting inclusion in this clause 2, are
explained for clarity in the context where they are used. Explanations of the use of terms and concepts used in a
specialised way in ISO/IEC 15408-2 and ISO/IEC 15408-3 can be found in their respective “paradigm” subclauses.

2.1
assets
information of resources to be protected by the countermeasures of a TOE.

2.2
assighment
the specificatlon of an identified parameter in a component.

2.3
assurance
grounds for cpnfidence that an entity meets its security objectives.

2.4
attack potential
the perceived potential for success of an attack, should an attackbe launched, expressed in terms|of an
attacker's expertise, resources and motivation.

25
augmentation
the addition df one or more assurance component(s) frem1SO/IEC 15408-3 to an EAL or assurance package.

2.6
authenticatign data
information uged to verify the claimed identity"ef‘a user.

2.7
authorised user
a user who mfay, in accordance with'the TSP, perform an operation.

2.8
class
a grouping offfamilies thatshare a common focus.

2.9
component

the Sma”est dalactahla cant Af Alamante that mav ha nalihidnd 1n A~ DD AN QT Ay A nanlnnn
SCICCoC—SCT o Tt motHatr ity ot oGO art o1 oo pacrikages

2.10

connectivity

the property of the TOE which allows interaction with IT entities external to the TOE. This includes exchange
of data by wire or by wireless means, over any distance in any environment or configuration.

2.11

dependency

a relationship between requirements such that the requirement that is depended upon must normally be
satisfied for the other requirements to be able to meet their objectives.

2 © ISO/IEC 2005 - All rights reserved
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2.12
element
an indivisible security requirement.

2.13
evaluation
assessment of a PP, an ST or a TOE, against defined criteria.

2.14

evaluation assurance level (EAL)
a package consisting of assurance components from ISO/IEC 15408-3 that represents a point on ISO/IEC
15408 prpdpfinpd assurance scale

2.15
evalufation authority
a body that implements ISO/IEC 15408 for a specific community by means of an evaluation| scheme and
thereby sets the standards and monitors the quality of evaluations conducted by badies within that community.

2.16
evalufation scheme
the adiministrative and regulatory framework under which ISO/IEC 15408\s-applied by an evaluation authority
withinf a specific community.

2.17
extension
the agldition to an ST or PP of functional requirements net-contained in ISO/IEC 15408-2 andfor assurance
requitements not contained in ISO/IEC 15408-3.

2.18
exterpal IT entity
any IT product or system, untrusted or trusted,, outside of the TOE that interacts with the TOE.

2.19
famil
a groliping of components that share security objectives but may differ in emphasis or rigour.

2.20
formal
expressed in a restricted syntax language with defined semantics based on well-established mathematical

concegpts.

221
guidgnce documentation
guidafce decumentation describes the delivery, installation, configuration, operation, managemgnt and use of

the TDE asjthese activities apply to the users, administrators, and integrators of the TOE. The|requirements
on the scoepe and contents of guidance documents are defined in a PP or ST.

2.22
human user
any person who interacts with the TOE.

2.23

identity

a representation (e.g. a string) uniquely identifying an authorised user, which can either be the full or
abbreviated name of that user or a pseudonym.

2.24

informal
expressed in natural language.

© ISO/IEC 2005 - All rights reserved 3


https://iecnorm.com/api/?name=3ed1f421d734148ef63423ad9b3c160d

ISO/IEC 15408-1:2005(E)

2.25

internal communication channel
a communication channel between separated parts of TOE.

2.26
internal TOE

transfer

communicating data between separated parts of the TOE.

2.27

inter-TSF transfers
communicating data between the TOE and the security functions of other trusted IT products.

2.28
iteration
the use of a @

2.29
object
an entity with

2.30
organisation
one or more
operations.

2.31
package

a reusable sd
of identified s

2.32
product

a package of
within a multi

2.33

protection p
an implemer
consumer ne

2.34

omponent more than once with varying operations.

n the TSC that contains or receives information and upon which subjects perform operation
al security policies

security rules, procedures, practices, or guidelines impesed by an organisation up

t of either functional or assurance components (e:g. an EAL), combined together to satisfy
ecurity objectives.

IT software, firmware and/or hardware, providing functionality designed for use or incorpg
blicity of systems.

ofile (PP)

n

DN its

a set

ration

tation-independent set of security requirements for a category of TOEs that meet specific

pds.

reference monitor

the concept d

2.35

f an abstract machine that enforces TOE access control policies.

reference v

idation mechanism

an implementation of the reference monitor concept that possesses the following properties: it is tamperproof,
always invoked, and simple enough to be subjected to thorough analysis and testing.

2.36
refinement

the addition of details to a component.

2.37
role

a predefined set of rules establishing the allowed interactions between a user and the TOE.

© ISO/IEC 2005 - All rights reserved
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2.38
secret
information that must be known only to authorised users and/or the TSF in order to enforce a specific SFP.

2.39

security attribute

characteristics of subjects, users, objects, information, and/or resources that are used for the enforcement of
the TSP.

2.40

security function (SF)
a partor parts of the TOE that have to be relied upon for enforcing a closely related subset of the rules from
the TEP.

2.41
secullity function policy (SFP)
the sgcurity policy enforced by an SF.

2.42
secullity objective
a staiement of intent to counter identified threats and/or satisfy identified“erganisation security policies and
assurpptions.

2.43
seculity target (ST)
a set pf security requirements and specifications to be used as the basis for evaluation of an identified TOE.

2.44
selecfion
the specification of one or more items from a list in-a Component.

2.45
semiformal
exprefsed in a restricted syntax language-with defined semantics.

2.46
strenpth of function (SOF)
a qudlification of a TOE security function expressing the minimum efforts assumed necessary to defeat its
expedted security behaviaurby directly attacking its underlying security mechanisms.

2.47
SOF-pasic
a levgl of the TOE-strength of function where analysis shows that the function provides adequate protection
againpt casualbreach of TOE security by attackers possessing a low attack potential.

2.48
SOF-medium
a level of the TOE strength of function where analysis shows that the function provides adequate protection
against straightforward or intentional breach of TOE security by attackers possessing a moderate attack
potential.

2.49

SOF-high

a level of the TOE strength of function where analysis shows that the function provides adequate protection
against deliberately planned or organised breach of TOE security by attackers possessing a high attack
potential.

2.50

subject
an entity within the TSC that causes operations to be performed.

© ISO/IEC 2005 - All rights reserved 5
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251
system

a specific IT installation, with a particular purpose and operational environment.

2.52
target of eval
an IT product

2.53
TOE resourc

luation (TOE)
or system and its associated guidance documentation that is the subject of an evaluation.

e

anything useable or consumable in the TOE.

2.54

TOE security
a set consist
enforcement

2.55
TOE security

a set of inteffaces, whether interactive (man-machine interface) or programmatic” (application progran

interface), th
the TSF.

2.56
TOE security
a set of rules

2.57
TOE security
a structured 1

2.58
transfers ou
communicatil

2.59

trusted channel
Which a TSF and a remote trusted IT product can communicate with necessary confidence to

a means by
support the T

2.60
trusted path
a means by v

2.61
TSF data

functions (TSF)
ng of all hardware, software, and firmware of the TOE that must be relied upon fof,the G
pf the TSP.

functions interface (TSFI)

ough which TOE resources are accessed, mediated by the TSF, ofdnformation is obtained

policy (TSP)
that regulate how assets are managed, protected and-distributed within a TOE.

policy mode
epresentation of the security policy to be enférced by the TOE.

side TSF control
g data to entities not under contrel,of the TSF.

SP.

hich a usefand a TSF can communicate with necessary confidence to support the TSP.

orrect

nming
from

data created

2.62
TSF scope o

y ana tor tne 1OE, tnat mignt arect ine operation ortne TUE.

f control (TSC)

the set of interactions that can occur with or within a TOE and are subject to the rules of the TSP.

2.63
user

any entity (human user or external IT entity) outside the TOE that interacts with the TOE.

2.64
user data

data created by and for the user, that does not affect the operation of the TSF.

© ISO/IEC 2005 - All rights reserved
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2.65

normative

normative text is that which “describes the scope of the document, and which set out provisions.” (ISO/IEC
Directives, Part 2) Within normative text, the verbs “shall”, “should”, “may”, and “can” have the ISO standard
meanings described in this clause and the verb “must” is not used. Unless explicitly labeled “informative”, all
ISO/IEC 15408 text is normative. Any text related to meeting requirements is considered normative.

2.66

informative

informative text is that which “provides additional information intended to assist the understanding or use of
the document.”(ISO/IEC Directives, Part 2). Informative text is not related to meeting requirements.

2.67
shall
withip normative text, “shall” indicates “requirements strictly to be followed in order to conform tojthe document
and from which no deviation is permitted.” (ISO/IEC Directives, Part 2)

2.68
shoulld
within normative text, should indicates “that among several possibilities ohe is recommended as particularly
suitable, without mentioning or excluding others, or that a certain c¢odrse of action is preferred but not
necesgsarily required.”(ISO/IEC Directives, Part 2) ISO/IEC 15408 interprets 'not necessarily reqliired' to mean
that the choice of another possibility requires a justification of why.the preferred option was not chosen.

2.69
may
withip normative text, may indicates “a course of action germissible within the limits of the document”(ISO/IEC
Directives, Part 2)

2.70
can

within normative text, can indicates “statements of possibility and capability, whether materigl, physical or
causal’(ISO/IEC Directives, Part 2)

3 $ymbols and abbreviated. terms

The fpllowing abbreviations are-.ecommon to more than one part of ISO/IEC 15408:

EAL Evaluation Assurance Level
IT Information Technology

PP Protection Profile

SF Security Function

SFP Security Function Policy
SOF Strength of Function

ST Security Target

TOE Target of Evaluation

TSC TSF Scope of Control
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TSF TOE Security Functions
TSFI TSF Interface
TSP TOE Security Policy

4 Overview

This clause introduces the main concepts of ISO/IEC 15408. It identifies the target audience, evaluation
context, and the approach taken to present the material.

4.1 Introd
Information h
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products or s
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Pld by IT products or systems is a critical resource that enables organisations to succeed i
tionally, individuals have a reasonable expectation that their personal information, containe
ystems remain private, be available to them as needed, and not be subject)to unauth
IT products or systems should perform their functions while exercising proper control

D ensure it is protected against hazards such as unwanted or unwarranted dissemin
0ss. The term IT security is used to cover prevention and mitigation of these and similar hg

mers of IT lack the knowledge, expertise or resources negessary to judge whether
the security of their IT products or systems is appropriate, afd, they may not wish to rely
ions of the developers. Consumers may therefore choose to increase their confidence
ures of an IT product or system by ordering an analysis of.ts security (i.e. a security evaluz
security requirements.

t audience of ISO/IEC 15408

ee groups with a general interest ineValuation of the security properties of IT product]
ructured to support the needs of-all three groups. They are all considered to be the pri
/IEC 15408. The three groups-can benefit from the criteria as explained in the foll
nsumers

08 plays an important role in supporting techniques for consumer selection of IT s
to express their-erganisational needs. ISO/IEC 15408 is written to ensure that evaluation

he consumers‘as this is the fundamental purpose and justification for the evaluation proces

an use-the results of evaluations to help decide whether an evaluated product or system
needs: These security needs are typically identified as a result of both risk analysis and
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zards.
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P8 can be used to select the appropriate IT seCurity measures and it contains critefia for

5 and

E consumers, TOE developers, and\TOE evaluators. The criteria presented in this dociiment

hcipal
pbwing

curity
fulfils
S.

fulfils
policy

nsdmers can also use the evaluation results to compare different products or sys

tems.

Presentation

1 ne assurance requirements Within a nierarcny supports tnis needa.

ISO/IEC 15408 gives consumers -- especially in consumer groups and communities of interest -- an
implementation-independent structure termed the Protection Profile (PP) in which to express their special

requirements

41.1.2

for IT security measures in a TOE.

Developers

ISO/IEC 15408 is intended to support developers in preparing for and assisting in the evaluation of their
products or systems and in identifying security requirements to be satisfied by each of their products or
systems. It is also quite possible that an associated evaluation methodology, potentially accompanied by a
mutual recognition agreement for evaluation results, would further permit ISO/IEC 15408 to support someone,
other than the TOE developer, in preparing for and assisting in the evaluation of a developer’s TOE.
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ISO/IEC 15408 constructs can then be used to make claims that the TOE conforms to its identified
requirements by means of specified security functions and assurances to be evaluated. Each TOE's
requirements are contained in an implementation-dependent construct termed the Security Target (ST). One
or more PPs may provide the requirements of a broad consumer base.

ISO/IEC 15408 describes security functions that a developer could include in the TOE. ISO/IEC 15408 can be

used to determine the responsibilities and actions to support evidence that is necessary to support the
evaluation of the TOE. It also defines the content and presentation of that evidence.

41.1.3 Evaluators

ISO/IEC 15408 contains criteria to be used by evaluators when forming judgements about the/cgnformance of
TOES{ to their security requirements. ISO/IEC 15408 describes the set of general actions-the-gvaluator is to
carry out and the security functions on which to perform these actions. Note that ISONEE 15408 does not
ity procedures to be followed in carrying out those actions.

Others

ISO/IEC 15408 is oriented towards specification and evaluation of the IT ‘'security propertigs of TOEs, it
also be useful as reference material to all parties with an interest in gr responsibility for IT sg¢curity. Some
additional interest groups that can benefit from information contained in ISO/IEC 15408 arg:

may
of th

a) slystem custodians and system security officers responsible fordetermining and meeting organisational IT
ecurity policies and requirements;

b) 4quditors, both internal and external, responsible for assessing the adequacy of the security of a system;

C) security architects and designers responsible for the specification of the security content ¢f IT systems
and products;

d) dccreditors responsible for accepting an kR system for use within a particular environment;

e) sponsors of evaluation responsible for'requesting and supporting an evaluation; and

f) aluation authorities responsible for the management and oversight of IT securily evaluation

In order to achieve (greater comparability between evaluation results, evaluations should be performed within
mework oftan authoritative evaluation scheme that sets the standards, monitors the fuality of the
evalugtions and.administers the regulations to which the evaluation facilities and evaluators must conform.

ISO/IEC 15408 does not state requirements for the regulatory framework. However, consistencyl between the
regulatory, frameworks of different evaluation authorities will be necessary to achieve the goal of mutual
recogmition of the Tesuits of Such evatuations. Figure T depi & TTajoT Efemme ario 1e context for
evaluations.

Use of a common evaluation methodology contributes to the repeatability and objectivity of the results but is
not by itself sufficient. Many of the evaluation criteria require the application of expert judgement and
background knowledge for which consistency is more difficult to achieve. In order to enhance the consistency
of the evaluation findings, the final evaluation results could be submitted to a certification process. The
certification process is the independent inspection of the results of the evaluation leading to the production of
the final certificate or approval. The certificate is normally publicly available. It is noted that the certification
process is a means of gaining greater consistency in the application of IT security criteria.

The evaluation scheme, methodology, and certification processes are the responsibility of the evaluation
authorities that run evaluation schemes and are outside the scope of ISO/IEC 15408.
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Figure 1 - Evaluation Context

isation of ISO/IEC 15408

D8 is presented as a set of distinct but related parts as identified below. Terms used
the parts are explained in clause 5.

Introduction and general model\iS the introduction to ISO/IEC 15408. It defines g¢
and principles of IT security evaloation and presents a general model of evaluation. Part
constructs for expressing «IT “security objectives, for selecting and defining IT se
ents, and for writing highdlevel specifications for products and systems. In addition
5s of each part of ISO/IEC 15408 is described in terms of each of the target audiences.

ecurity functionalreguirements, establishes a set of functional components as a standar
sing the functional-requirements for TOEs. Part 2 catalogues the set of functional compo
and classes.

becurity(assurance requirements, establishes a set of assurance components as a sta
bxpressing the assurance requirements for TOEs. Part 3 catalogues the set of assu
nts,\families and classes. Part 3 also defines evaluation criteria for PPs and STs and prg

n the

bneral
| also
curity
, the

d way
nents,

hdard
rance
sents

m.assurance levels that define the predefined ISO/IEC 15408 scale for rating assuran

ce for

hich Is called the Evaluation Assurance Levels (EALS).

In support of the three parts of ISO/IEC 15408 listed above, it is anticipated that other types of documents will

be published,

10

including technical rationale material and guidance documents.
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The following table presents, for the three key target audience groupings, how the parts of ISO/IEC 15408 will

be of interest.
Consumers Developers Evaluators

Part 1 | Use for background Use for background Use for background
information and information and reference | information and
reference purposes. for the development of reference purposes.
Guidance structure for | requirements and Guidance structure for
PPs formulating security PPs and STs

specifications for TOEs.

Part 2 | Use for guidance and | Use for reference when Use as mandatory:
reference when interpreting statements of | statement of evaluation
formulating functional requirements criteria when
statements of and formulating functional | determinifgywhether 3
requirements for specifications for TOEs. TOE effeetively meets
security functions. claiméd security

functions.

Part 3 | Use for guidance Use for reference when Use as mandatory
when determining interpreting statements of\ ' statement of evaluation
required levels of assurance requiremepts criteria when
assurance. and determining determining the

assurance approaches of | assurance of TOEs ar|d
TOEs. when evaluating PPs
and STs.
Table 1 Roadmap to the “Evaluation criteria for IT security”
5 General model

This ¢
conce
ISO/I
claus

ISO/I

these
conce
which

5.1

511

lause presents the general concepts.used throughout ISO/IEC 15408, including the context
pts are to be used and ISO/IEC) 15408 approach for applying the concepts. ISO/IEC |1
FC 15408-3 expand on the use-of these concepts and assume that the approach described
b assumes some knowledge of IT security and does not propose to act as a tutorial in this a

FC 15408 discusses tsecurity using a set of security concepts and terminology. An und
concepts and the-terminology is a prerequisite to the effective use of ISO/IEC 15408. H
pts themselves(are quite general and are not intended to restrict the class of IT security

ISO/IEC 15408 is applicable.

Security context

General security context

in which the
5408-2 and

is used. This
rea.

erstanding of

owever, the
problems to

Security is concerned with the protection of assets from threats, where threats are categorised as the potential
for abuse of protected assets. All categories of threats should be considered; but in the domain of security
greater attention is given to those threats that are related to malicious or other human activities. Figure 2
illustrates high level concepts and relationships.
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Figure 2 - Security concepts and relationships

assets of interest is the responsibility of owners who place value on those assets. Act

of the owner. Owners will perceive such threats as potentialcfor impairment of the assets
of the assets to the owners would be reduced. Security specific impairment commonly inc

e asset through unauthorised modification (loss of~integrity), or unauthorised deprivat
asset (loss of availability).

f the assets will analyse the threats applicable*to‘their assets and their environment, deterr]
to an acceptable level.

ures are imposed to reduce vulnerabilities and to meet security policies of the owners
directly or indirectly by providing-direction to other parties). Residual vulnerabilities may r

sition of countermeasures. Suchvulnerabilities may be exploited by threat agents represen
of risk to the assets. Owners.will seek to minimise that risk given other constraints.
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udes,
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Figure 3 - Evaluation concepts and relationships
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Owners will need to be confident that the countermeasures are adequate to counter the threats to assets
before they will allow exposure of their assets to the specified threats. Owners may not themselves possess
the capability to judge all aspects of the countermeasures, and may therefore seek evaluation of the
countermeasures. The outcome of evaluation is a statement about the extent to which assurance is gained
that the countermeasures can be trusted to reduce the risks to the protected assets. The statement assigns
an assurance rating of the countermeasures, assurance being that property of the countermeasures that gives
grounds for confidence in their proper operation. This statement can be used by the owner of the assets in
deciding whether to accept the risk of exposing the assets to the threats. Figure 3 illustrates these
relationships.

Owners of assets will normally be held responsible for those assets and should be able to defend the decision

to ac
evalu
as ev

51.2

Many
to m
disse
dema
secur|

IT sys
maxir
comp
functi
The I

Wher
cost 3
of ev
incory

the prioduct's security.

An 11
comb
to de

htion are defensible. Thus, evaluation should lead to objective and repeatable results that
dence.

Information technology security context

assets are in the form of information that is stored, processed and transmitted by IT produd
bet requirements laid down by owners of the information. Information owners may
mination and modification of any such information representations (data) be strictly controll
hd that the IT product or system implement IT specific security €ontrols as part of the

ty countermeasures put in place to counteract the threats to the data.

tems are procured and constructed to meet specific requirements and may, for economic rg
num use of existing commodity IT products such as operating systems, general purpog
bnents, and hardware platforms. IT security countetmeasures implemented by a syst
bns of the underlying IT products and depend upon¢the’correct operation of IT product secy
[ products may, therefore, be subject to evaluation.as part of the IT system security evaluat|

b an IT product is incorporated or being considered for incorporation in multiple IT syste
lJdvantages in evaluating the security aspécts of such a product independently and buildin
hluated products. The results of such-ah evaluation should be expressed in a manner
oration of the product in multiple IT systems without unnecessary repetition of work requirg

system accreditor has thej,authority of the owner of the information to determine
nation of IT and non-IT security countermeasures furnishes adequate protection for the d
cide whether to permit-the operation of the system. The accreditor may call for evalua

npf the risks of exposing the assets to the threats. This reguires that the statements r Su|t|ng from

can be cited

ts or systems
require that
bd. They may
pverall set of

Pasons, make
e application
Em may use
rity functions.
on.

ns, there are
j a catalogue
that supports
d to examine

whether the
ata, and thus
ion of the IT

countermeasures in order-to determine whether the IT countermeasures provide adequate pfotection and
whether the specified countermeasures are properly implemented by the IT system. This evaluation may take
various forms and degrees of rigour, depending upon the rules imposed upon, or by, the accreditpr.

5.2 (ISO/IEC-15408 approach

Confiflence )in IT security can be gained through actions that may be taken during the processes of
develppment, evaluation, and operation.

5.2.1 Development

ISO/IEC 15408 does not mandate any specific development methodology or life cycle model. Figure 4 depicts
underlying assumptions about the relationship between the security requirements and the TOE. The figure is
used to provide a context for discussion and should not be construed as advocating a preference for one
methodology (e.g. waterfall) over another (e.g. prototyping).

It is essential that the security requirements imposed on the IT development be effective in contributing to the
security objectives of consumers. Unless suitable requirements are established at the start of the development
process, the resulting end product, however well engineered, may not meet the objectives of its anticipated
consumers.
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Figure 4 - TOE development model

The process|is based on the refinement of the security”requirements into a TOE summary specification
expressed in| the security target. Each lower level of ‘refinement represents a design decompositiom with
additional design detail. The least abstract representation is the TOE implementation itself.

ISO/IEC 15408 does not mandate a specific sébDof design representations. ISO/IEC 15408 requirement |s that
there should e sufficient design representations presented at a sufficient level of granularity to demonstrate
where requirgd:

a) that each refinement level is aixcomplete instantiation of the higher levels (i.e. all TOE security fungtions,
propertigs, and behaviour defined at the higher level of abstraction must be demonstrably present |in the
lower leviel);

b) that eaclh refinementevel is an accurate instantiation of the higher levels (i.e. there should be nq TOE
security functions, properties, and behaviour defined at the lower level of abstraction that are not required
by the higher level).

ISO/IEC 154(8\assurance criteria identify the design abstraction levels of functional specification, high-level
design, low-level design, and implementation. Depending upon the assurance level specified, developers may
be required to show how the development methodology meets ISO/IEC 15408 assurance requirements.
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Figure 5 - TOE evaluation process

5.2.2| TOE evaluation

The TOE evaluation process as described in Figure 5\may be carried out in parallel with deveJopment, or it
may fpllow. The principal inputs to TOE evaluation ate:

a) the set of TOE evidence, which includes an.:ST as the basis for TOE evaluation;
b) the TOE for which the evaluation is required;
c) the evaluation criteria, methodologyhand scheme.

In addlition, informative material (sUch as application notes of ISO/IEC 15408) and the IT security expertise of
the eyaluator and the evaluation community are likely to be used as inputs to the evaluation.

The egxpected result of thétevaluation process is a confirmation that the TOE satisfies its security|requirements
as stgted in the ST with‘one or more reports documenting the evaluator findings about the TOE gs determined
by the¢ evaluation criteria. These reports will be useful to actual and potential consumers of the product or
system represented-by the TOE as well as to the developer.

The glegree—of confidence gained through an evaluation depends on the assurance requifements (e.qg.
Evalugtion Assurance Level) met.

Evaluafion can lead to better 1T security producis In two ways. Evaluation Is intended to identify errors or
vulnerabilities in the TOE that the developer may correct, thereby reducing the probability of security failures
in future operation. Also in preparing for the rigours of evaluation, the developer may take more care in TOE
design and development. Therefore, the evaluation process can exert a strong, though indirect, positive effect
on the initial requirements, the development process, the end product, and the operational environment.

5.2.3 Operation

Consumers may elect to use evaluated TOESs in their environments. Once a TOE is in operation, it is possible
that previously unknown errors or vulnerabilities may surface or environmental assumptions may need to be
revised. As a result of operation, feedback could be given that would require the developer to correct the TOE
or redefine its security requirements or environmental assumptions. Such changes may require the TOE to be
re-evaluated or the security of its operational environment to be strengthened. In some instances this may
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only require that the needed updates are evaluated in order to regain confidence in the TOE. Detailed
procedures for re-evaluation, including reuse of evaluation results, are outside the scope of ISO/IEC 15408.

5.3 Security concepts

Evaluation criteria are most useful in the context of the engineering processes and regulatory frameworks that
are supportive of secure TOE development and evaluation. This subclause is provided for illustration and
guidance purposes only and is not intended to constrain the analysis processes, development approaches, or

evaluation schemes within which ISO/IEC 15408 might be employed.

ISO/IEC 15408 is appllcable When IT is belng used and there is concern about the ability of the IT elem
safeguard asgets- v
levels from the most abstract to the fmal IT |mplementat|on |n its operatlonal enwronment These Iev
representation, as described in the following subclauses, permit security problems and issues
characterised and discussed but do not, of themselves, demonstrate that the final IT implementation a
exhibits the r¢quired security behaviour and can, therefore, be trusted.

ISO/IEC 15408 requires that certain levels of representation contain a rationale for the representation
TOE at that Ig¢vel. That is, such a level must contain a reasoned and convincing argument that shows th
in conformangce with the higher level, and is itself complete, correct and internally consistent. Stateme]
rationale demonstrating conformance with the adjacent higher level representation contribute to the cal
TOE correctniess. Rationale directly demonstrating compliance with security ebjectives supports the cas
the TOE is effective in countering the threats and enforcing the organisational security policy.

ISO/IEC 154P8 layers the different levels of representation as described in Figure 6, which illustrate
means by which the security requirements and specifications might\be derived when developing a PP

All TOE security requirements ultimately arise from consideration ofthe purpose and context of the TOH.

chart is not intended to constrain the means by which PPs and STs are developed, but illustrates ho
results of sonpe analytic approaches relate to the content of BPs and STs.
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Figure 6 - Derivation of requirements and specifications

5.3.1 Security environment

The security environment includes all the laws, organisational security policies, customs, expertise and
knowledge that are determined to be relevant. It thus defines the context in which the TOE is intended to be
used. The security environment also includes the threats to security that are, or are held to be, present in the

environment.

© ISO/IEC 2005 - All rights reserved
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To establish the security environment, the PP or ST writer has to take into account:

a) the TOE physical environment which identifies all aspects of the TOE operating environment relevant to
TOE security, including known physical and personnel security arrangements;

b) the assets requiring protection by the element of the TOE to which security requirements or policies will
apply; this may include assets that are directly referred to, such as files and databases, as well as assets
that are indirectly subject to security requirements, such as authorisation credentials and the IT
implementation itself;

c) the TOE purpose, which would address the product type and the intended usage of the TOE.

Investigation jof the security policies, threats and risks should permit the following security specific statenents

to be made a
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ent of assumptions which are to be met by the environment of the TOE in order for the T,
lered secure. This statement can be accepted as axiomatic for the TOE evaluation.

ent of threats to security of the assets would identify all the threats perceived by the se
as relevant to the TOE. ISO/IEC 15408 characterises a threat in terms of a threat ag
[ attack method, any vulnerabilities that are the foundation for the attack, and identification
fder attack. An assessment of risks to security would qualify each\threat with an assessm
nood of such a threat developing into an actual attack, the likelihood of such an attack p
i, and the consequences of any damage that may result.

ent of applicable organisational security policies would-identify relevant policies and rules. H
M, such policies may be explicitly referenced, whereas for a general purpose IT prod
lass, working assumptions about organisational security policy may need to be made.

ity objectives

f the analysis of the security environment*could then be used to state the security objective
fentified threats and address identified organisational security policies and assumptions
ttives should be consistent with the stated operational aim or product purpose of the TOH
e about its physical environment:

determining security objéctives is to address all of the security concerns and to declare

cts are either addressed, directly by the TOE or by its environment. This categorisation is
incorporating engineering judgement, security policy, economic factors and risk acceq

bbjectives fafithe environment would be implemented within the IT domain, and by non-tec
means.

rity Objectives for the TOE and its IT environment are addressed by IT security requirement
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5.3.3 ITse

UTIty TEQUITEMENTS

The IT security requirements are the refinement of the security objectives into a set of security requirements
for the TOE and security requirements for the environment which, if met, will ensure that the TOE can meet its
security objectives.

ISO/IEC 15408 presents security requirements under the distinct categories of functional requirements and
assurance requirements.

The functional requirements are levied on those functions of the TOE that are specifically in support of IT
security, and define the desired security behaviour. ISO/IEC 15408-2 defines the functional requirements.
Examples of functional requirements include requirements for identification, authentication, security audit and
non-repudiation of origin.
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When the TOE contains security functions that are realised by a probabilistic or permutational mechanism (e.g.
a password or hash function), the assurance requirements may specify that a minimum strength level
consistent with the security objectives is to be claimed. In this case, the level specified will be one of the
following SOF-basic, SOF-medium, SOF-high. Each such function will be required to meet that minimum level
or at least an optionally defined specific metric.

The degree of assurance can be varied for a given set of functional requirements; therefore it is typically
expressed in terms of increasing levels of rigour built with assurance components. ISO/IEC 15408-3 defines
the assurance requirements and a scale of evaluation assurance levels (EALS) constructed using these
components. The assurance requirements are levied on actions of the developer, on evidence produced and
on the actions of the evaluator. Examples of assurance requirements include constraints on the rigour of the
develppment process and requirements to search for and analyse the impact of potential security

vulnefabilities.

Assuffance that the security objectives are achieved by the selected security functions is“derfved from the

followling two factors:

a) cpnfidence in the correctness of the implementation of the security funétions, i.e., thg assessment
whether they are correctly implemented; and
b) cpnfidence in the effectiveness of the security functions, i.e., the asséssment whether they actually satisfy

—

Ihe stated security objectives.

Secu:l‘isty requirements generally include both requirements for ‘the presence of desired b

requi
the p
abser
reduc
the cl
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The T
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requitements, and assurance measures taken to meet the assurance requirements.
5.3.5

The T
TOE

apply
corre
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ISO/I
for ev

bhaviour and

ments for the absence of undesired behaviour. It is normally possible to demonstrate, by
ce of undesired behaviour. Testing, design reviewyand implementation review contribute
ng the risk that such undesired behaviour is present. The rationale statements provide furt
him that such undesired behaviour is absent.

TOE summary specification

OE summary specification provided:f¥the ST defines the instantiation of the security req

TOE. It provides a high-level definition of the security functions claimed to meet t

TOE implementation

summary specification contained in the ST. TOE implementation is accomplished using
ng security and-T engineering skills and knowledge. The TOE will meet the security d
tly and effectively implements all the security requirements contained in the ST.
ISO/IEC-15408 descriptive material

FC 15408 presents the framework in which an evaluation can take place. By presenting the

se or testing,

ignificantly to
er support to

esence of the desired behaviour. It is not always pessible to perform a conclusive der{onstration of

uirements for
ne functional

OE implementationsis,the realisation of the TOE based on its security functional requirenjents and the

a process of
bjectives if it

requirements

fdence and analysiS, a more objective, and hence Useful evaluation resuit can be achie

ved. ISO/IEC

15408 incorporates a common set of constructs and a language in which to express and communicate the
relevant aspects of IT security, and permits those responsible for IT security to benefit from the prior
experience and expertise of others.

5.4.1 Expression of security requirements

ISO/IEC 15408 defines a set of constructs that combine into meaningful assemblies of security requirements
of known validity, which can be used in establishing security requirements for prospective products and
systems. The relationships among the various constructs for requirements expression are described below
and illustrated in Figure 7.
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Packages
Classy, Family,
|| Reusable set of functional or

assurance requirements.

Optional input to PP or ST [~ Protection Profile
..... <
\ L1 Possible input
— sources for PP
N\ |
Classa  [Famy T |
A |
|
Family Component | [ ... / Security Target
——————— — =7 Possible it
A4~ T T sourcesforST
""" Optional extended (non-CC) [
CC Catalogues Security Requirements

Figure 7 - Organisation and construction of requirements

The organisation of ISO/IEC 15408 security requirements into the hierarchy)of class - family - component is
provided to help consumers to locate specific security requirements.

ISO/IEC 15408 presents requirements for functional and assurance-aspects in the same general style and
uses the same organisation and terminology for each.

54.1.1 Clgss

The term clags is used for the most general grouping ‘ef security requirements. All the members of a|class
share a common focus, while differing in coverage of-security objectives.

The members$ of a class are termed families.
5.4.1.2 Family

A family is & grouping of sets of security requirements that share security objectives but may differ in
emphasis or figour.

The members of a family are termed components.
54.1.3 Cgmponent

A componen{ describes a specific set of security requirements and is the smallest selectable set of sgcurity
requirements|forvinclusion in the structures defined in ISO/IEC 15408. The set of components within a family
may be ordered to represent increasing strength or capability of security requirements that share a common
purpose. They may also be partially ordered to represent related non-hierarchical sets. In some instances,
there is only one component in a family so ordering is not applicable.

The components are constructed from individual elements. The element is the lowest level expression of
security requirements, and is the indivisible security requirement that can be verified by the evaluation.

5.4.1.3.1 Dependencies between components
Dependencies may exist between components. Dependencies arise when a component is not self sufficient

and relies upon the presence of another component. Dependencies may exist between functional components,
between assurance components, and between functional and assurance components.
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Component dependency descriptions are part of ISO/IEC 15408 component definitions. In order to ensure
completeness of the TOE requirements, dependencies should be satisfied when incorporating components
into PPs and STs where appropriate.

5.4.1.3.2 Permitted operations on components

ISO/IEC 15408 functional and assurance components may be used exactly as defined in ISO/IEC 15408, or
they may be tailored through the use of permitted operations in order to meet a security objective. When an
element within a component undergoes a refinement, the PP/ST author shall clearly identify that such a

refinement has been performed. The PP/ST author must also be careful that the dependency needs of other
requirements that depend on this requirement are satisfied. The permitted operations are selected from the

following set:

a) Iferation: allows a component to be used more than once with varying operations;

b) Assignment: allows the specification of parameters;

c) Helection: allows the specification of one or more items from a list; and

d) Refinement: allows the addition of details.

54.1B.21 Iteration

Wherg necessary to cover different aspects of the same requirement (e.g. identification of more than one type
of usgr), repetitive use of the same component to cover each,aspect is permitted.

Whilg|iteration is referred to at the level of a requirement_ component, it is not always necessary|to repeat the
full tgxt of each of the iterations of the component,:if.doing so would result in some elements within the
comppnent being repeated multiple times with no ¢hanges. It is permissible in the PP or ST tp repeat only
those|requirement elements that are being changed each time, whether by refinement, or by the completion of
assighment or selection operations. (See Refinément for further guidance on iterating refined requirements).
5.4.1B.2.2 Assighment

Somg components have elements.that contain parameters that enable the PP/ST author to specify a set of
values for incorporation into the PPyor ST to meet a security objective. These elements clearly|identify each

paranpeter and constraint on values that may be assigned to that parameter.

Any &
repre
Speci
may 4
provid

54.1,

spect of an elementiwhose acceptable values can be unambiguously described or enums
bented by a parameter. The parameter may be an attribute or rule that narrows the req
ic value or range-of values. For instance, based on a security objective, an element within
tate that a.given operation should be performed a number of times. In this case, the assig
e the number, or range of nhumbers, to be used in the parameter.

3.2.3 Selection

rated can be
lirement to a
a component
nment would

This isthe operation of pICKINg one or more Items rom a list In order 10 narrow the scope of an e

lement within

a component.

54.1.3.2.4 Refinement

For all components, the PP/ST author is permitted to limit the set of acceptable implementations by specifying
additional detail in order to meet a security objective. Refinement of an element within a component consists
of adding these technical details.
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In order for a change to a component to be considered a valid refinement, the change must satisfy all the
following conditions:

a) A TOE meeting the refined requirement would also meet the original requirement, as interpreted in the
context of the PP/ST;

b) In cases where a refined requirement is iterated, it is permissible that each iteration address only a subset
of the scope of the requirement; however, the sum of the iterations must together meet the entire scope
of the original requirement;

c) The refined requirement does not extend the scope of the original requirement; and

d) The refined requirement does not alter the list of dependences of the original requirement.
Some examples of valid refinements are:

a) Any chanfge that is only editorial, such as changes to enhance the readability of a completed assignment
or to address grammatical correctness.

b) A changg that does not alter the scope of the requirement due to the context in which it is used jn the
PP/ST. Ror example, changing a requirement that stated "TOE users" to "TOE telnet users" would be a
valid refihnement where the only users of the TOE are telnet users.

c) A changp that provides information on allowable approaches to implementation without extending the
scope of{the requirement. An example of a valid refinement is changing a requirement from "provige the
capability to verify" to "provide the capability to verify by implementing cryptographic checksums'. The
change places restrictions on the nature of the mechanismvto be used in implementing an existing
requiremeent, and does not extend the scope of the original.

The ISO/IEC|15408-2 Annexes provide the guidance on.the valid completion of selections and assignments.
This guidancé provides normative instructions on how te*complete operations, and those instructions sHall be
followed unleps the PP/ST author justify the deviation:

a) “None” i only available as a choice for the-completion of a selection if explicitly provided.

The lists|provided for the completion‘of selections must be non-empty. If a “None” option is chosgn, no
additiongl selection options may(be' chosen. If “None” is not given as an option in a selection, it is
permissible to combine the choices in a selection with “and”s and “or”s, unless the selection explicitly
states “choose one of”.

Selection operations may-be combined by iteration where needed. In this case, the applicability pf the
option chosen for each iteration should not overlap the subject of the other iterated selection, sinc¢ they
are intended to be“exclusive.

b) For the gompletion of assignments, ISO/IEC 15408-2 Annexes indicate when “None” would be g valid
completipn,

Some required operations may be completed (in whole or part) in the PP or may be left to be completed in the
ST. Nevertheless, all operations must be completed in the ST.

5.4.1.4 Use of security requirements

ISO/IEC 15408 defines three types of requirement constructs: package, PP and ST. ISO/IEC 15408 further
defines a set of IT security criteria that can address the needs of many communities and thus serve as a
major expert input to the production of these constructs. ISO/IEC 15408 has been developed around the
central notion of using wherever possible the security requirements components defined in ISO/IEC 15408,
which represent a well-known and understood domain. Figure 8 shows the relationship between these
different constructs.
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Figure 8 - Use of security requirements

1.1 Package

ermediate combination of components is termed a package. The package permits the ex
functional or assurance requirements that meet an idéntifiable subset of security objective
nded to be reusable and to define requirements thatjare known to be useful and effective i
ied objectives. A package may be used in the construction of larger packages, PPs, and S

valuation assurance levels (EALSs) are predefined assurance packages contained in 1ISO
AL is a baseline set of assurance requirements for evaluation. EALs each define a con
hnce requirements. Together, the EALsform an ordered set that is the predefined assur
EC 15408.

1.2 Protection Profile

P contains a set of security-requirements either from ISO/IEC 15408, or stated explicitly,
e an EAL (possibly . augmented by additional assurance components). The PP
mentation independent.expression of security requirements for a set of TOEs that will comy
security objectives.)A PP is intended to be reusable and to define TOE requirements that
eful and effectivel in meeting the identified objectives, both for functions and assuranc
ns the rationale for security objectives and security requirements.

could be.developed by user communities, IT product developers, or other parties interest
A common set of requirements. A PP gives consumers a means of referring to a specific 9
ahd facilitates future evaluation against those needs.

pression of a
s. A package
N meeting the
S.

EC 15408-3.
sistent set of
hnce scale of

which should
permits the
ly fully with a
are known to
. A PP also

bd in defining
et of security

54.1.

4.3  Security Target

An ST contains a set of security requirements that may be made by reference to a PP, directly by reference to
ISO/IEC 15408 functional or assurance components, or stated explicitly. An ST permits the expression of
security requirements for a specific TOE that are shown, by evaluation, to be useful and effective in meeting
the identified objectives.

An ST contains the TOE summary specification, together with the security requirements and objectives, and
the rationale for each. An ST is the basis for agreement between all parties as to what security the TOE offers.
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5415 So

TOE security

a)

urces of security requirements

requirements can be constructed by using the following inputs:

Existing PPs

The TOE security requirements in an ST may be adequately expressed by, or are intended to comply with,
a pre-existing statement of requirements contained in an existing PP.

Existing PPs may be used as a basis for a new PP.

b) Existing

Part of th
may be L

A set of
ina PP @
c) Existing

The TOH
compons

d)

Additional functional requirements not contained in ISQ/IEC 15408-2 and/or additional assu

Extended requirements

backages

e TOE security requirements in a PP or ST may have already been expressed in a‘packag
sed.

predefined packages is the EALs defined in ISO/IEC 15408-3. The TOE assurance require
r ST should include an EAL from ISO/IEC 15408-3.

unctional or assurance requirements components

E functional or assurance requirements in a PP or ST may_hbe’ expressed directly, usin
nts in ISO/IEC 15408-2 or ISO/IEC 15408-3.

e that

nents

g the

rance

requiremeents not contained in ISO/IEC 15408-3 may bée<used in a PP or ST.
Existing requjrements material from ISO/IEC 15408-2 and ISO/IEC 15408-3 should be used where avajlable.
The use of an existing PP will help to ensure that theSFOE will meet a well known set of needs of known| utility
and thus be more widely recognised.
5.4.2 Typeg of evaluation
5.4.2.1 PHevaluation
The PP evalliation is carried outtagainst the evaluation criteria for PPs contained in ISO/IEC 15408-3. The
goal of such fan evaluation is-to.demonstrate that the PP is complete, consistent, and technically sound and
suitable for uge as a statement-of requirements for an evaluatable TOE.
5.4.2.2  ST|evaluation
The evaluatign ofithe ST for the TOE is carried out against the evaluation criteria for STs contained in Rart 3.
The goal of [suchr an evaluation is twofold: first to demonstrate that the ST is complete, consisten{, and
technically sound and hence suitable for Use as the basis for the corresponding TOE evatuation; second, in

the case where an ST claims conformance to a PP, to demonstrate that the ST properly meets the
requirements of the PP.

5.4.2.3 TOE evaluation

The TOE evaluation is carried out against the evaluation criteria contained in ISO/IEC 15408-3 using a
substantially complete ST as the basis. A substantially complete ST reduces the risk of problems later on in
the evaluation process and is where all subclauses have been completed to an extent acceptable by the

evaluation scheme and for which no significant evaluation hurdles are foreseen. The result of a TOE
evaluation is to demonstrate that the TOE meets the security requirements contained in the evaluated ST.
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6 ISO/IEC 15408 requirements and evaluation results
6.1 Introduction

This clause presents the expected results from PP and TOE evaluation. PP or TOE evaluations lead
respectively to catalogues of evaluated PPs or TOEs. ST evaluation leads to intermediate results that are
used in the frame of a TOE evaluation.

Evaluate PP Evaluation Catalogue Evaluated

C’/ Results w PP

Evaluate
ST

ST Evaluation

Results

TOE Evatuation Evjaluated
Results TOE

Figure9 - Evaluation results

Evalujation should lead to objective and)repeatable results that can be cited as evidence, even|if there is no
totally objective scale for representing the results of an IT security evaluation. The existencg of a set of
evaluftion criteria is a necessarypre-condition for evaluation to lead to a meaningful result afd provides a
techn|cal basis for mutual recognition of evaluation results between evaluation authorities. But the application
of criferia contains both objective and subjective elements, that's why precise and universal fatings for IT
securjty are not, therefore,feasible.

A rating made relative”to ISO/IEC 15408 represents the findings of a specific type of invest|gation of the
securlty properties of a TOE. Such a rating does not guarantee fitness for use in any particular application
envirgnment. (The decision to accept a TOE for use in a specific application environment|is based on
consifleration-of many security issues including the evaluation findings.

6.2 [Requirements in PPs and STs

ISO/IEC 15408 defines a set of IT security criteria that can address the needs of many communities. ISO/IEC
15408 has been developed around the central notion that the use of the security functional components
contained in ISO/IEC 15408-2, and the EALs and assurance components contained in ISO/IEC 15408-3,
represents the preferred course of action for expression of TOE requirements in PPs and STs, as they
represent a well-known and understood domain.

ISO/IEC 15408 recognises the possibility that functional and assurance requirements not included in the
provided catalogues may be required in order to represent the complete set of IT security requirements. The
following shall apply to the inclusion of these extended functional or assurance requirements:

a) Any extended functional or assurance requirements included in a PP or ST shall be clearly and
unambiguously expressed such that evaluation and demonstration of compliance is feasible. The level of

© ISO/IEC 2005 - All rights reserved 25


https://iecnorm.com/api/?name=3ed1f421d734148ef63423ad9b3c160d

ISO/IEC 15408-1:2005(E)

detail and manner of expression of existing ISO/IEC 15408 functional or assurance components shall be
used as a model.

b) Evaluation results obtained using extended functional or assurance requirements shall be caveated as
such.
c) The incorporation of extended functional or assurance requirements into a PP or ST shall conform to the

APE or ASE classes of ISO/IEC 15408-3, as appropriate.

6.2.1 PP evaluation results

ISO/IEC 154
consistent, 4
evaluatable T|

Evaluation of
statement sh

6.3 Requi
ISO/IEC 154
satisfies the {

evaluator will

a) whether
effective

b) whether

The security

nd technically sound and hence suitable for use as a statement of requirements~f
OE.

a a a a pMhethe

the PP shall result in a pass/fail statement. A PP for which the evaluation results in a
Il be eligible for inclusion within a registry.

ements in TOE
P8 contains the evaluation criteria that permit an evaluator to.détermine whether the
ecurity requirements expressed in the ST. By using ISO/IEC 15408 in evaluation of the TO

be able to make statements about:

the specified security functions of the TOE meet the functional requirements and are th
in meeting the security objectives of the TOE;

he specified security functions of the TOE are caorrectly implemented.

equirements expressed in ISO/IEC 15408 défine the known working domain of applicability

security eval
functional an

lation criteria. A TOE for which the security requirements are expressed only in terms
assurance requirements drawn from ISO/IEC 15408 will be evaluatable against ISO/IEC 1

plete,
br an

pass

TOE

F, the

ereby

of IT

bf the
5408.

Use of assurance packages that do not contain an*EAL shall be justified.

However, thgre may be a need for a TOE to“meet security requirements not directly expressed in ISP/IEC
15408. ISO/IEC 15408 recognises the necessity to evaluate such a TOE but, as the additional requirepents
lie outside the known domain of applicability of ISO/IEC 15408, the results of such an evaluation myst be
caveated acdordingly. Such a caveat may place at risk universal acceptance of the evaluation results by the
involved evalpation authorities.

se of
ics of

The results ¢f a TOE evaluation shall include a statement of conformance to ISO/IEC 15408. The
ISO/IEC 15408 terms to-describe the security of a TOE permits comparison of the security characteris
TOESs in gengral.

6.3.1 TOE gvaluation results

The result of the TOE evaluation shall be a statement that describes the extent to which the TOE can be
trusted to conform to the requirements.

Evaluation of the TOE shall result in a pass/fail statement. A TOE for which the evaluation results in a pass
statement shall be eligible for inclusion within a registry. The results of evaluation shall also include a
“Conformance Result”.

6.4 Conformance results

The conformance result indicates the source of the collection of requirements that is met by a TOE or PP that
passes its evaluation. This conformance result is presented with respect to ISO/IEC 15408-2 (functional
requirements), ISO/IEC 15408-3 (assurance requirements) and, if applicable, to a pre-defined set of
requirements (e.g., EAL, Protection Profile).
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The conformance result consists of one of the following:

a) ISO/IEC 15408-2 conformant - A PP or TOE is ISO/IEC 15408-2 conformant if the functional
requirements are based only upon functional components in ISO/IEC 15408-2.

b) ISO/IEC 15408-2 extended - A PP or TOE is ISO/IEC 15408-2 extended if the functional requirements

nclude functional components not in ISO/IEC 15408-2.

plus one of the following:

a) |

b)

EO/IEC 15408-3 extended - A PP or TOE is ISO/IEC 15408-3 extended if the assurance
mclude assurance requirements not in ISO/IEC 15408-3.

requirements

Additipnally, the conformance result may include a statement made with respect to setfs of defined

requi

a) Hackage name Conformant - A PP or TOE is conformant to a pré-defined named fun

QD

packages listed as part of the conformance result.

flements, in which case it consists of one of the following:

ssurance package (e.g. EAL) if the requirements (functions or asstrance) include all comg

tional and/or
onents in the

b) Hackage name Augmented - A PP or TOE is an augmentation of a pre-defined named fungtional and/or

QD

Final

which case it includes the following:

Iy, the conformance result may also include a statement made with respect to Protectid

ssurance package (e.g. EAL) if the requirements (functions or assurance) are a proper superset of all
components in the packages listed as part of the conforaiance result.

n Profiles, in

a) HP Conformant - A TOE meets specific PP(s), which are listed as part of the conformance result.

6.5

IT pr

for prpcessing the results of evaluation. Products can be evaluated and catalogued at succe
levelq of aggregation until operational systems are achieved, at which time they may be subject

in co

Use of TOE evaluation results

qducts and systems differ in respect to the use of the results of the evaluation. Figure 10 g

nnection with system accreditation.
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Figure 10 - Use of TOE evaluation results

evaluation of an IT product intendéd for wider use, a summary of the evaluation findings
a catalogue of evaluated products’so that it becomes available to a wider market seeking
pducts.

OE is or will be included”in an installed IT system that has been subject to evaluatio
Sults will be availableto the system accreditor. ISO/IEC 15408 evaluation results may th
y the accreditor wheh applying organisation specific accreditation criteria that call for 1S
ition. ISO/IEC 15408 evaluation results are one of the inputs to an accreditation proces|
Lision on accepting the risk of system operation.

eveloped in response to requirements that may take account of the security properties ¢f any
ducts incorporated and PPs referenced: Subsequent evaluation of the TOE leads to a
bults documenting the findings of the evaluation.
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might
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Annex A
(normative)

Specification of Protection Profiles

Overview

A PP defines an implementation-independent set of IT security requirements for a cateqory of TOEs. Such

TOEsS
cite a

are intended to meet common consumer needs for IT security. Consumers can thereforg
PP to express their IT security needs without reference to any specific TOE.

This annex contains the requirements for the PP in descriptive form. The assurance class APE

claus
for evj

A.2
A.2.1]

A PP

b 8 of ISO/IEC 15408-3, contains these requirements in the form of assurance-componen
pluation of the PP.

Content of Protection Profile

Content and presentation

oriented document that minimises reference to other materialthat' might not be readily available t

Ther

The ¢
outlin

htionale may be supplied separately, if that is appropriate.

ontents of the PP are portrayed in Figure A.1, Wwhich should be used when constructing
e of the PP document.

P construct or

contained in
ts to be used

shall conform to the content requirements described in thiskannex. A PP should be presenfed as a user-

D the PP user.

the structural
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PROTECTION PROFILE

PP Introduction [ [_ EE fvee”rt\'::;t'o”

TOE Description

—|  TOE Security Assumptions
environment Threats | N
Organisational security policies

—[| Security objectives Security objectives for the TOE
Security objectives for the environment
.l IT security TOE security TOE.security functional
requirements requirements | requirements
TOE security assurance

requirements
Security requirements forthe IT environment
PP application notes

— . Security objectives rationale
Rationale I: Security requirements rationale

Figure A.1 - Protection Profile content

A.2.2 PP inftroduction

The PP introfluction shall contain:document management and overview information necessary to ope
PP registry as follows:

a) The PP |identification® shall provide the labelling and descriptive information necessary to id
catalogug, register;and cross reference a PP.

b) The PP pverview shall summarise the PP in narrative form. The overview should be sufficiently deg

rate a

bntify,

tailed

for a potential user of the PP to determine whether the PP is of interest. The overview should al
usable aﬁrmﬂvmﬂmﬂwWW i :

A.2.3 TOE description

50 be

This part of the PP shall describe the TOE as an aid to the understanding of its security requirements, and

shall address the product type and the general IT features of the TOE.

The TOE description provides context for the evaluation. The information presented in the TOE description will
be used in the course of the evaluation to identify inconsistencies. As a PP does not normally refer to a
specific implementation, the described TOE features may be assumptions. If the TOE is a product or system
whose primary function is security, this part of the PP may be used to describe the wider application context

into which such a TOE will fit.
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A.2.4 TOE security environment

8-1:2005(E)

The statement of TOE security environment shall describe the security aspects of the environment in which
the TOE is intended to be used and the manner in which it is expected to be employed. This statement shall

include the following:

a) A description of assumptions shall describe the security aspects of the environment in which the TOE

will be used or is intended to be used. This shall include the following:

information about the intended usage of the TOE, including such aspects as the intended application,

potential asset value, and possible limitations of use; and

pects.

b)
OE or its environment is required. Note that not all possible threats that might be encod
nvironment need to be listed, only those which are relevant for secure TOE operation.

threat shall be described in terms of an identified threat agent, thé attack, and the ass
bject of the attack. Threat agents should be described by addressing aspects such
ailable resources, and motivation. Attacks should be described~by addressing aspects s
ethods, any vulnerabilities exploited, and opportunity.

security objectives are derived from only organisational-security policies and assumpti
scription of threats may be omitted.

C) description of organisational security policies shall identify, and if necessary

imformation about the environment of use of the TOE, including physical, personnel, ancl! connectivity

description of threats shall include all threats to the assets against which specific protection within the

ntered in the

et that is the
as expertise,
iIch as attack

bns, then the

explain, any

rganisational security policy statements or rules with which the TOE must comply. Ex
used to set clear security objectives.

I security objectives are derived from\enly threats and assumptions, then the description of
curity policies may be omitted.

Wherg the TOE is physically distributed, it may be necessary to discuss the security environm
(assumptions, threats, organisational security policies) separately for distinct domains of the TOE
A.2.H Security objectives

The dtatement of security objectives shall define the security objectives for the TOE and its
The security objectives shall address all of the security environment aspects identified. The secu
shall reflect thieystated intent and shall be suitable to counter all identified threats and cover

organfisationaksecurity policies and assumptions. A threat may be countered by one or more objg
TOE,|one.or more objectives for the environment, or a combination of these. The following

lanation and

interpretation may be necessary to present afy individual policy statement in a manner that permits it to

rganisational

ental aspects
environment.

environment.
ity objectives
all identified
pctives for the
categories of

objectives’shall be identified. Note: when a threat or organisational security policy is to be cové

ered partly by

the TOE and partly by its environment, then the related objective shall be repeated in each category.

a) The security objectives for the TOE shall be clearly stated and traced back to aspects of identified

b)

© ISO/IEC 2005 - All rights reserved

threats to be countered by the TOE and/or organisational security policies to be met by the TOE.

The security objectives for the environment shall be clearly stated and traced back to aspects of
identified threats not completely countered by the TOE and/or organisational security policies or
assumptions not completely met by the TOE.

Note that security objectives for the environment may be a re-statement, in whole or part, of the
assumptions portion of the statement of the TOE security environment.
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A.2.6 IT security requirements

This part of the PP defines the detailed IT security requirements that shall be satisfied by the TOE or its

environment.

The IT security requirements shall be stated as follows:

a) Where necessary to cover different aspects of the same requirement (e.g. identification of more than one
type of user), repetitive use (i.e. applying the operation of iteration) of the same ISO/IEC 15408-2
component to cover each aspect is possible. The statement of TOE security requirements shall define
the functional and assurance security requirements that the TOE and the supporting evidence for its
evaluation need to satisfy in order to meet the security objectives for the TOE. The TOE security

requirem

ents shall be stated as follows:

1) The
for t

Whd
the

statement of TOE security functional requirements should define the functional require
he TOE as functional components drawn from ISO/IEC 15408-2 where applicable.

re AVA_SOF.1 is included in the TOE security assurance requirements (e.g. EAL2 and hi
statement of TOE security functional requirements shall include a minimum strength level f

TOH
has

follopving: SOF-basic, SOF-medium, SOF-high. The selection of the level Shall be consistent w
identified security objectives for the TOE. Optionally, specific strength/of function metrics m

defi

As
whe

stremgth level are met by the TOE.

2) The
as o
also

15408-3.

b) The opti
requirem
may be
indicate
case of
15408 cq
may be ¢

c) The follg
assurand

1) Al
drav
2 or

security functions realised by a probabilistic or permutational mechanism\{e.g. a passw
function). All such functions shall meet this minimum level. The levelFshall be one

ed for selected functional requirements, in order to meet certain-security objectives for the

part of the strength of TOE security functions evaluation (AVA_SOF.1), it will be ass
her the strength claims made for individual TOE security functions and the overall mir

statement of TOE security assurance requirements should state the assurance require
ne of the EALSs optionally augmented by ISO/IEC 15408-3 assurance components. The PH
extend the EAL by explicitly stating additional assurance requirements not taken from IS

bnal statement of security requirements for the IT environment shall identify the IT sg
ents that are to be met by the IT eqvironment of the TOE. The requirements in this part of t
drawn from ISO/IEC 15408-2 and ISO/IEC 15408-3 and, if so, should be rephrased to g
hat the IT environment, not the TOE, must meet the requirement. Such rephrasing is a s
efinement and not subject;to the assessment requirements associated with modified 1S
mponents. If the TOE has no asserted dependencies on the IT environment, this part of t
mitted.

wing common “eonditions shall apply equally to the expression of security functiong
e requirements for the TOE and its IT environment:

T security’ requirements should be stated by reference to security requirements compd
n from1SO/IEC 15408-2 or ISO/IEC 15408-3 where applicable. Should none of ISO/IEC 1

nents

gher),
pr the
prd or
pf the
th the
ny be
TOE.

pssed
imum

nents
P may
D/IEC

curity
he PP
learly
pecial
D/IEC
e PP

| and

nents
5408-

ISO/IEC 15408-3 requirements components be readily applicable to all or part of the se

requ

curity

rerments, the PP may statethose requirements expiicitty without Teference to 1SOHEC-15408.

2) Any explicit statement of TOE security functional or assurance requirements shall be clearly and
unambiguously expressed such that evaluation and demonstration of compliance is feasible. The
level of detail and manner of expression of existing ISO/IEC 15408 functional or assurance
requirements shall be used as a model.

3) When requirements components that specify required operations (assignment or selection) are
selected, the PP shall use those operations to amplify the requirements to the level of detail
necessary to demonstrate that the security objectives are met. Any required operations that are not
performed within the PP shall be identified as such.

32

© ISO/IEC 2005 - All rights reserved


https://iecnorm.com/api/?name=3ed1f421d734148ef63423ad9b3c160d



