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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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This part of ISO/IEC 15149 provides protocols for magnetic field area networks (MFAN). MFAN
can support the service based on wireless communication and wireless power transfer in harsh
environments. MFAN is composed of four protocols; air interface, in-band control protocol, relay
protocol and security protocol for authentication.

The International Organization for Standardization (ISO) and International Electrotechnical
Commission (IEC) draw attention to the fact that it is claimed that compliance with this document may
involve the use of patents concerning MFSec technology given in this part of ISO/IEC 15149.
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INTERNATIONAL STANDARD ISO/IEC 15149-4:2016(E)

Information technology — Telecommunications and
information exchange between systems — Magnetic field
area network (MFAN) —

Part 4:

Se(‘nrify Protocol for Authentication

1 S§cope

This part of ISO/IEC 15149 specifies security protocol for authentication in magnetic field hetworks.

2 ormative references

The flollowing documents, in whole or in part, are normatively referenced in this docunent and are
indispensable for its application. For dated references, only @&he” edition cited applies. For undated
referegnces, the latest edition of the referenced document (including any amendments) applies.

[SO/IEC 15149-1:2014, Information technology — Telecommunications and information exchdnge between
systems — Magnetic field area network (MFAN) — Part)l+Air Interface

ISO/IEC 15149-3:2016, Information technology —<Felecommunications and information exchqnge between
systemms — Magnetic field area network (MFAN) s Part 3: Relay Protocol for Extended Range
3 Terms and definitions

For the purposes of this document,the following terms and definitions apply.

3.1

Magnetic Field Area Network

MFA

wireless network thatprovides reliable communication in harsh environments using magnetic field
3.2

Magnetic Field Area Network - Coordinator

MFAN-C

devige thattmanages the connection and release of nodes within the communication grea and the
sending’and receiving time of data in an MFAN

3.3

Magnetic Field Area Network - Node

MFAN-N

A device except the coordinator that forms a network in an MFAN

© ISO/IEC 2016 - All rights reserved 1
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4 Symbols and abbreviated terms

4.1 Symbols

D exclusive or

Il concatenation
On fixed value

+ binary addition

4.2 Abbr¢viated terms

AuRc  Authentication Response Confirmation

AuRq Authentication Request

AuRs  Authentication Reponse

MFSec MHAN Security

PSK Pr¢-Shared Key

RN Rapdom Number

RNc Rapdom Number generated by Coordinator

RNn Rapdom Number generated by Node

SORNc Segret Output with Random Number computed by Coordinator
SORNn Segret Output with Random Number¢computed by Node
SRNc  Segret Random Number generated by Coordinator
SRNn  Seg¢ret Random Number genierated by Node

SS Shared Secret

UID Unjque Identifier

UIDC Unjque Identifier of Coordinator

UIDN  Unjqueddentifier of Node

5 Overview

MFAN, like some other networks, e.g. Wireless Sensor Networks, suffered from many specific network
security threats. To countermeasure those threats, some security procedures should be deployed in
such networks.

The security threats of networks, which are specified in the ITU-T X.800 and ITU-T X.805, are applicable
to MFAN, as follows:

— Destruction of information and/or other resources
— Corruption or modification of information

— Disclosure of information

2 © ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=04aaf17049936addcef7bff1aca68e39

ISO/IEC 15149-4:2016(E)

In addition, the specific threats to nodes such as sensor mode compromise, eavesdropping, privacy of
sensed data, denial of service attack, and malicious use of commodity network are also applicable to
MFAN.

The following security requirements specified in ITU-T X.805 could be applicable to MFAN:
— Data Confidentiality

— Data Authentication/identification

— Data Integrity

This partof 1SOAEC€ 15149 specifies amr MFANsecurity {MFSec)protocotthatuses—the exclusive
or operation for mutual authentication between MFAN-C and MFAN-N. See Annex ®lfor security
considerations of MFSec.
NOTE The exclusive or is extremely common as a component in complex ciphers. Byvitself, using a constant
repeafing key, a simple exclusive or crypto can trivially be broken using frequency analysis. If the ¢ontent of any
messdge can be guessed or otherwise known then the key can be revealed (the exclusive or crypto ig vulnerable to
a knoyn-plaintext attack, since plaintext@ciphertext=key). Its primary advantage is'that it is simple|to implement,

and that the exclusive or operation is computationally inexpensive. A simple, repeating exclusiv¢ or crypto is
therefore sometimes used for hiding information in cases where either no particular or light securityf is required.

6 Network elements

6.1 |General

The security network elements of MFAN consist of time and physical elements.

6.2 |Time element

Specified in ISO/IEC 15149-3:2016, 6.2.

6.3 |Physical element
Specified in ISO/IEC 15149-3;2016, 6.3.

6.4 |Address element
Specified in ISO/IEC 15149-3:2016, 6.4.

7 Network'functions

7.1 |General

The superframe of MFSec protocol consists of request, response and confirmation period. The
authentication protocol requires that MFAN-C and MFAN-N shall have a PSK with 8-octet before they
start the authentication procedure. How to generate and set a high quality PSK is out of the scope of this
standard. The key update function is not supported in this international standard. Figure 1 shows the
MFSec protocol message exchange.

© ISO/IEC 2016 - All rights reserved 3
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MFAN-C MFAN-N
Authentication Request (SRNc) -
» Authentication Response (SORNc||SRNn)
Authentication Response Confirmation (SORNn)
Figure 1 — MFSec protocol
7.2 Request period

During the 1
= (RNc + UIL
MFAN-Ns. O,

NOTE Th

7.3 Respd

During the 1
(PSK’ + UID
respectively|
number RNn

When the M}
and (PSK’ + |

equest period, MFAN-C shall generate an 8-octet random number RNc, and compute
C+0y) @ PSK, where Oy, is defined by a manufacturer-MFAN-C then sends AuRq pac
i shall be 8-octet in length.

e recommendation of the value of Oy, is 5555 5555:5555 5555 h.

Jnse period

esponse period, MFAN-N shall compute RNc = (SRNc @ PSK) - UIDC - Oy, and SOF
L + 0p) @ RNc, where, PSK’ and~-RNc’ means bit-wise rotate PSK and RNc left for n
(n is the number of binary value’l of RNc). Then MFAN-N shall generate an 8-octet ra
and compute SRNn = (RNn »UIDN + 0,,) @ PSK. MFAN-N sends AuRs packet to the MF.

FAN-C receives AuRs packet from the MFAN-N, it shall compute the value of (SORNc @
JIDC + Oy), then compare the value of (PSK’ + UIDC + 0,,) with (SORNc @ RNc’). If thes

values are equivalent, then the-authentication is successful, otherwise the authentication is failed.

7.4 Confi]

When the at
PSK) - UIDN
for n bits (n

'mation period

Ithentication procedure of MFAN-C is successful, MFAN-C shall compute RNn = (SR
- Opand SORNn = (PSK’ + UIDN + 0,) @ RNn’, where, RNn’ means bit-wise rotate RN
s.fie number of binary value 1 of RNn). MFAN-C sends AuRc packet to MFAN-N.

SRNc
ket to

*Nc =

bits,
hdom
AN-C.

RNc")
e two

Nn P
n left

Finally, when MFAN-N receives AuRc packet from the MFAN-C, it shall compute the value of (SORNn @
RNn’) and (PSK’ + UIDN + Op), then compare the value of (PSK’ + UIDN + O,) with (SORNn @ RNn’). If these
two values are equivalent, then the authentication is successful, otherwise the authentication is failed.

7.5 Key generation

For the MFAN-N and MFAN-C that support secure communication or high layer secure application, a
shared secret (SS) may be used and shall be established between the two nodes after the successful
authentication procedure: SS= (UIDN + UIDC)@RNc@RNn@PSK. SS service is optional.

SS is used to derive additional keys used by MFAN and possibly other applications. The lifetime of SS
should be expired after disconnection. A new SS should be established or updated by a new MFSec
authentication procedure. The key derivation function is out of the scope of this standard.

© ISO/IEC 2016 - All rights re
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8 Network status

8.1

General

In a security network of MFAN, MFAN-N may enter the active state of network authentication.

8.2

Network authentication

When MFAN-C sends the AuRq packet in the request period, MFAN-N probes the received packet and
then if it is the AuRq packet for the desired MFAN, MFAN-N sends the AuRs packet to the MFAN-C in the

respq
netw

9 MAC layer frame format

9.1

The 1
infor
1SO/1

9.2

Specified in ISO/IEC 15149-1:2014, 8.2.

9.3

Speciffied in ISO/IEC 15149-1:2014, 8.3.

nse period MFAN-C having received the AuRs packet transmitsthe AuRc packet ta MFAN-N. The
brk authentication of MFAN-N is completed upon receiving the valid AuRc packet fresh MFAN-C.

General

MAC frame of MFAN consists of the frame header and the frafmme body. The fram¢ header has
mation for data and the frame body has the data for transmissions between MFAN|devices. See
EC 15149-1:2014, Clause 8.

Frame format

Frame type

9.4 |Payload format
9.4.1] Request frame
9.4.1]11 Request code
Tablel 1 shows the values for request code for MFAN.
Table 1 — Request code
Category Request code Content Remarks
Network 0x01 Association request |Request for association response to ugjoined nodes
|
0x02 Disassociation re- Request for disassociation response to joined
quest nodes
0x03 Association status Request for association status response to joined
request nodes
0x04 Authentication Request for authentication to joined nodes
request
0x05 - 0xOF Reserved -
Data 0x11 Data request Request for data transmission to joined nodes
0x12 - Ox1F Reserved -

© ISO/IEC 2016 - All rights reserved 5
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Table 1 (continued)

Category Request code Content Remarks
Configuration 0x21 Group ID set-up Request for group ID change to joined nodes
request
0x22 Repeater set-up Request for repeater allocation among nodes
request
0x23 - 0x2F Reserved -
Wireless Power 0x31 Power transfer Request for power transfer response to joined
Transfer request nodes
0x32 gower transfer Request for power transfer beacon to joinedpdes
eacon request
0x33 - 0x3F Reserved -
Reserved 0x40 - OxFF Reserved -
9.4.1.2 Request block

The request
UID of MFAN

9.4.2 Response frame

9.4.2.1 Re
Table 2 show

sponse code

block of Authentication Request (AuRq) is illustrated in Figure2.'Fhe first 8 octets are the
-C, the next 1 octet is the slot number, and the last 8 octets are SRNc.

Unit] Octet

UID¢

Slot number

SRNc

Figure 2 — Block format.of authentication request

s the values for response code for MFAN.

Table 2 — Response code

Category Respense code |Content Remarks
Network 0x01 ?ssggleatlon re- Transmission of node UID
0x02 :I;;:b:euwuun "*" | Transmission of node UID
0x03 ?;;;)g;lalstéon status Transmission of node UID
0x04 f:stéf:stécatlon Transmission of node UID and security parameters
0x05 - 0xOF Reserved -
Data 0x11 Data response Transmission of requested data
0x12 - Ox1F Reserved -
6 © ISO/IEC 2016 - All rights reserved
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Category Response code |Content Remarks
Set-up 0x21 Group ID set-up Transmission of UID and group ID after changes in
response group ID
0x22 Repeater set-up Transmission of UID and repeater number
response
0x23 - 0x2F Reserved -
Wireless Power 0x31 Power transfer Transmission of requested data to receive wireless
Transfer response power transfer
0X32 - 0x3F Reserved -
Resefved 0x40 - OxFF Reserved -
9.4.2]12 Response block
The esponse block of Authentication Response (AuRs) is illustrated in¢Eigure 3. The fjrst 8 octets
are the UID of MFAN-N, the next 1 octet is the slot number, the next 8 octets is SORNc, aphd the last 8
octetfs are SRNn.
Unit: Octet
8 1 8 8
UIDN | Slot number¢) SORNc | SRNn
Figure 3 — Block formyat of authentication response
9.4.3| Response confirmation frame
9.4.3|1 Response confirmatiencode
Tableg 3 shows the values for response confirmation code for MFAN.
© ISO/IEC 2016 - All rights reserved 7
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Table 3 — Response confirmation code

Category R_ecept_lon con- Content Remarks
firmation code
Network Association re-
0x01 sponse UID and assigned UID transmission of nodes
confirmation
Disassociation
0x02 response UID and UID transmission of nodes
confirmation
ASSOoCiation Status
0x03 response UID transmission of nodes
confirmation
Authentlcatlor_l UID and security parameters transmission pf
0x04 response confir-
: nodes
mation
0x05 - 0x0F Reserved -
Data 0x11 Data response Confirmation of data€ransmission to a join¢d
confirmation node
0x12 - 0x1F Reserved -
Set-up Group IDset-up |y g group ID transmission after group [[D
0x21 response
. . changes
confirmation
Repeater set-up UID.and repeater number transmission aftdr
0x22 response
. . tepeater set-up
confirmation
0x23 - 0x2F Reserved -
Wireless Power transfer
Power Trang- |0x31 response Confirmation of power transfer response
fer confirmation
Power transfer
0x32 éxecution Confirmation of power transfer execution
command command
confirmation
Power level re- . .
Confirmation of power transfer request
0x33 quest command
. . command
confirmation
0x34 - 0x3F Reserved -
Reserved 0x41 - OxFFE Reserved -

9.4.3.2 Response confirmation block

The response confirmation block of Authentication Response Confirmation (AuRc) is illustrated in
Figure 4. The first 8 octets are the UID of MFAN-C, the next 1 octet is the slot number, and the last 8
octets are SORNn.

8 © ISO/IEC 2016 - All rights reserved
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