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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) GATEWAY -

Part 2: Modularity and protocol

FOREWORD

1) ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in
the development of International Standards. Their preparation is entrusted to technical committees; any ISO and
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C member body interested in the subject dealt with may participate in this preparatory work. Intern
vernmental and non-governmental organizations liaising with ISO and IEC also participate in this preparg

the field of information technology, ISO and IEC have established a joint technical committee, 1SO/IEC
aft International Standards adopted by the joint technical committee are circulated to national bodies for
Iblication as an International Standard requires approval by at least 75 % of the national badi€s casting a

e formal decisions or agreements of IEC and ISO on technical matters express, as.nearly as possi
ernational consensus of opinion on the relevant subjects since each technical committee has represe
m all interested IEC and ISO member bodies.

C, 1ISO and ISO/IEC publications have the form of recommendations for interhational use and are ac

IEC and ISO member bodies in that sense. While all reasonable ¢éfforts are made to ensure th
chnical content of IEC, ISO and ISO/IEC publications is accurate, IEC.er1SO cannot be held responsi
e way in which they are used or for any misinterpretation by any end user.

order to promote international uniformity, IEC and ISO member bodies undertake to apply IEC, IS
O/IEC publications transparently to the maximum extent pa§sible in their national and regional public
y divergence between any ISO/IEC publication and the ‘corresponding national or regional publ
ould be clearly indicated in the latter.

O and IEC provide no marking procedure to indicate‘their approval and cannot be rendered responsi
y equipment declared to be in conformity with an~[SO/IEC publication.

| users should ensure that they have the latest'edition of this publication.

b liability shall attach to IEC or ISO or its~directors, employees, servants or agents including individual 4
d members of their technical committees and IEC or ISO member bodies for any personal injury, p
mage or other damage of any nature Whatsoever, whether direct or indirect, or for costs (including legd
d expenses arising out of the pulilication of, use of, or reliance upon, this ISO/IEC publication or any oth
O or ISO/IEC publications.

tention is drawn to the hormative references cited in this publication. Use of the referenced publicat
Hispensable for the correct application of this publication.

tention is drawn,to\the possibility that some of the elements of this International Standard may be the sul
tent rights. 1IS@.and IEC shall not be held responsible for identifying any or all such patent rights.

ationah'Standard ISO/IEC 15045-2 was prepared by subcommittee 25: Interconng
ormatijon technology equipment, of ISO/IEC joint technical committee 1: Inform
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The list of all currently available parts of the ISO/IEC 15045 series, under the general title
Information technology — Home electronic system (HES) gateway, can be found on the IEC
web site.

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

As the market has developed for home systems, the number of communications protocols for
home networks and for access to the home has increased. This has occurred even while
ISO/IEC standards for these networks have been developed and published. Continuing
technological progress also suggests that such proliferation will persist, and that no single
technology or standard is likely to prevail.

Therefore, standards to enable interoperability among applications implemented on
incompatible networks are being written. This standard addresses the gateway, which
provides an interconnection between an access network (a wide area network) and one or
more|home networks (home area networks).

This ptandard is part of a series of standards and technical reports for the Home Elecfronic
Systgm (HES) that deal with the topic of control and communication networks’in home$ and
small| buildings. ISO/IEC 15045-1, published in 2004, defines a basic modelof the residential
gateway, including functional requirements.

This ptandard defines a common framework for implementing gateway platforms to achieve
interqonnection and interoperability of home system products and\applications. The objgctive
is to |support products from any manufacturer or provider in a(manner that is safe, reljable,
predigtable and consistent. Service providers such as cableTVY companies, Internet sgrvice
provigers and telephone companies are each installing a gateway to deliver digital data and
audig/video streams, therefore some houses contain multiple gateways. As a consequgnce,
an optional feature of this standard specifies how ta interconnect multiple gateways in one
hous¢ so that these gateways can co-ordinate serviée offerings.

A communications gateway provides an intercannection between a wide area network (\WAN)
and local area network (LAN) where the protocols on each network differ. The gateway is
respdnsible for protocol translation of sighals, message formats and timing. The home
systems industry has adapted LAN technology for Home Area Networks (HANs). Ideally,|each
hom¢g system would be based on one‘HAN and all attached devices and appliances woulfl use
one ¢ommunications protocol. In reality, multiple incompatible HAN technologies are peing
marketed. Also, each service ptevider is installing a separate gateway (e.g., DSL, fable
broadband and satellite). Therefore, it is possible that a user will purchase and ipstall
prodycts employing two (or‘more) dissimilar HANs within the same premises. These HANs
may pe connected to WANSs via separate incompatible gateways. However, the user expects
thesd products and networks to behave as if they were the same logical network in order to
delivgr home servic€s;such as:

e entertainment(audio/video);

data/internet access;

e communication (telephony);

arons mananamant:

e health care and monitoring;

e environmental control (heating and cooling);

e security and safety monitoring;

e appliance telemetry;

e lighting control.

This standard accomplishes interoperability by specifying a modular architecture and set of
protocols for interconnecting the modular elements with a common signalling bus. It relies on
a common intermediate language to achieve interoperability among applications called the
Common Interoperability Framework (HES-CIF), described in this standard. Parts of

ISO/IEC 18012 define the network-specific interworking functions needed to provide
conforming products.
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This International Standard defines a universal gateway system by specifying interfaces
between

e standalone local/Home Area Networks (HANs) and connected devices,
e multiple implementations of local/home area networks (HANs) and connected devices,

e Wide Area Networks (WANSs) (also known as access networks) and applications connected
to Home Area Networks (HANs) and connected devices.

This standard establishes a framework for implementation of a general-purpose
interoperability platform or “translator” among home area networks or between W|de area
networks and h

interg
contr
shortg
Howe
of spkcific services and supporting fundamental elements of consumer security (i.e., fifewall
serviges), safety and privacy.

This ptandard is not a design for a specific gateway, but rather it offers an architecture|, and
therefore it is necessarily abstract. However, this standard is relevant for many commegrcial
gateway configurations. Examples of such implementations are\included for informatipn in
Annek A.

Summing up, this standard shows how to build a gateway out of modular building blocks] This
International Standard does not describe or spegcify gateway applications, sgrvice
requifements, network topologies, or how gateways.are to be applied within home netyorks
and qystems. These specifications are left to othershome gateway-related standards.
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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) GATEWAY -

Part 2: Modularity and protocol

12(E)

1 Scope
This fart of ISO/IEC 15045 specifies a gateway architecture that provides an interconne
betwgen one or more Wide Area Networks (WANs) and one or more Home Area. Net

(HANs). This standard is not needed for a “simple gateway” linking one WAN to-one
wherg there is no intention of future expansion, as illustrated in Figure 1. The“scope 0

stan

dard applies to a “distributed gateway,” as illustrated in Figure 1 and is also referred

ISO/IEC 15045-1 as the Complex Modular Gateway. Also, this standard specifies
sepafate gateways in a single house can interoperate to provide co-ordinated functions.

2

The
are

WAN 1 HAN 1
Gateway
WAN HAN
WAN 2 HAN 2
Gateway
WAN 3 FrtaE HAN 3
Simple gateway Distributed gateway

Figure 1 =Options for home-gateway configurations

Normative references

fpllowing decuments, in whole or in part, are normatively referenced in this documen
indispensable for its application. For dated references, only the edition cited applies

undafed (references, the Ilatest edition of the referenced document (including

ame

ndroents) applies.

ction
vorks
HAN
f this
to in

how

t and
. For
any

ISO/IEC 18012-2:—, Information technology — Home electronic system (HES) — Guidelines for
product interoperability — Part 2: Taxonomy and application interoperability model

3 Terms, definitions and abbreviations

3.1

Terms and definitions

For the purposes of this document, the following terms and definitions apply.

1 To be published.
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3.1.1
appliance
apparatus intended for household or similar use

[SOURCE: IEC 60050-151:2001, 151-11-23]

Note 1 to entry: For example a clothes washer, water heater, television, inverter, etc.

3.1.2
bridge
interface between dissimilar lower layer networks

Note 1| to entry: A bridge may provide services at layer 1 (physical layer) or layer 2 (data link layer).

3.1.3
bus
common or shared communication path or highway

Note 1|to entry: A bus is a means of interconnecting devices under a single adminjistration, such as p LAN
comprising devices sharing a common set of pathways.

Note Zto entry: A distinction may be drawn between “logical” and “physicalf“bdses when bus topologips are
considered.

314
cominon interoperability framework
CIF
abstract intermediate language expressions for tranlating HAN or WAN-specifid message

[

Note 1| to entry: A common interoperability framework ineludes
a) an HES-AIL (Abstract Intermediate Language) and

b) a|set of network-specific Generic Interworking” Function (GIWF) processes to express (i.e., translatg
message to or from any specific HAN or WAN"message

~

any

3.1.5
compatibility
ability of two or more networks within a premises to be mutually tolerant and that dp not
interfere with one another

Note 1| to entry: The netwerks are co-existent, but they are not necessarily interoperable.

3.1.6
component
logical subunit of a larger, encompassing concept

Note 1| te‘entry: For example, the concept of interoperability is subdivided into constituent components syich as
safety, TmarTagenTerTtand Operation. T 1TESE COTNSttUeTTt COMpPONENtS are (urther supdividedwithim their Tespective
sections. In the context of the HES-gateway, the term component is also used to refer to logical subunits of system
architecture concepts, such as the components of a networking implementation (e.g., addressing).

3.1.7
device
distinct physical unit on a network

Note 1 to entry: A device can either be an end node on the network, or an intermediate node (as in the case of a
gateway, router, or bridge device connecting two distinct physical networks).

3.1.8
distributed gateway
HES-gateway implemented as separate but interconnected modular elements


https://iecnorm.com/api/?name=e0d549d53b7f7fcc3e4c5051a68a2715

-10 - 15045-2 © ISO/IEC:2012(E)

3.1.9
gateway
interface between dissimilar networks

Note 1 to entry: A gateway may provide services up to OSI layer seven and above.

Note 2 to entry: The HES-gateway provides protocol and language translation services above layer seven.

3.1.10
gateway link

GIWF
in the
ferred

5-AlL

(Abstract Intermediate Language) used within the HES-gateway system

3.1.1p
HES pbstract intermediate language
AIL
language to represent or express the messages ofiany HAN or WAN

Note 1|to entry: AIL is an intermediate HES-gateway<oriented application language that includes a syptactic
structyre and semantic definitions comprising a lexicon_of terms including objects and methods (actions).

3.1.18
HES-gateway
gateway conforming to ISO/IEC 45045-2

Note 1|to entry: The HES-gateway)provides protocol and language translation services above layer sejen in
conformance with this standard.

3.1.1
HES-ink module
devick that proyides the required services for one of the networks of the HES-gateway sylstem

Note 1| to entry:\ ~In the context of this standard, the HES-link module provides protocol and language tranglation
servicgs ahbOve layer seven and provides an interface to the GL for purposes of connecting by the GL to pne or
more qtheépr HES-link modules serving other networks. Two or more HES-link modules, connected together vig a GL,
compriséa’gateway.

3.1.15

home area network

HAN

network specifically serving nodes, devices, components and functions within a home or
premises

3.1.16

home electronic system

HES

collection of devices and components operating within the home and interconnected over one
or more networks, and within which such devices and networks are compatible and
interoperable according to various ISO/IEC standards
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7

interface module
HES-link module that provides an interface to a particular HAN or WAN network

3.1.1

8

interoperability
ability of logical entities to function together for applications on a network or between multiple
networks

3.1.1

9

management information base

MiB
mem

netwdrk management functions

Note 1| to entry: No relationship is implied here with Simple Network Management Protocol(SNMP) from
the tefqm "MIB" is borrowed.

3.1.2

netwprk
distinct interconnection or set of nodes or devices that sharelav“common communig
protofpol and are mutually compatible and interoperable

3.1.2

objeg¢t
program or unit of software functionality

Note 1| to entry: This definition is similar to that traditionally ‘used in object-oriented programming.

[SOURCE: ISO/IEC 18012-2:-2, 3.1.27]

3.1.2
prod

device or network of devices that may be purchased to make up a home electronic syster

3.1.2

routdr
interface between dissimilar middle layer networks

Note 1| to entry: A router-may provide services at layer 2 (data link layer) or layer 3 (network layer).

3.1.2

servite module
HES-link ‘'module that provides a specific service or process for the home that requires a

to on

bry function in some portion of the gateway that stores information useful for v3

D

P
ict

B

rious

which

ation

-

LCess

b or/more networks available to the HES gateway

3.2 Abbreviations
AAA Authentication, Authorization and Accounting
ATM Asynchronous Transfer Mode
CIF Common Interoperability Framework (as specified in 3.1.4)
DBS Direct Broadcast Satellite
DDS Data Distribution Service
DG Distributed Gateway
DGS Distributed Gateway System
DSL Digital Subscriber Line
GIWF Generic InterWorking Function

2 |SO/IEC 18012-2 is planned to be published together with ISO/IEC 15045-2.
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GL Gateway Link

HAN Home Area Network

HES Home Electronic System

HES-AIL Home Electronic System - Abstract Intermediate Language
IP Internet Protocol

IP Sec IP security

MIB Management Information Base

OMG Object Management Group

OSI Open Systems Interconnection

PLC PowerLine Carrier

PNA Phone Network Alliance

POTS Plain Old Telephone Service (analogue voice)
RTHS Real-Time Publish-Subscribe

SAR Segmentation And Re-assembly (of ATM packets)
SNMP Simple Network Management Protocol

TLS Transport Layer Security

USH Universal Serial Bus

VD3JL Very high speed DSL

WAN Wide Area Network

4 (Gonformance

An HES gateway conforming to this standard shall implement the following elemernts in
accolfldance with the requirements of the indicated clauses of this standard:

e HES-link modules shall conform to the modulararchitecture described in Clause 6;

e HES-link modules shall implement GL bus“interfaces conforming to the requirements
identified in 8.3.

e HES-link modules shall implement the.GIWF in the manner specified in 7.1.2.

As described in the scope, this standard is not intended to apply to the non-modular “sjmple
gateway” situation where no future expansion is planned (i.e., no future connectipn to
additjonal WANs or HANS).

5 Architecture

5.1 Architecturallmodel

ISO/IEC 150450 specifies the functional requirements and basic framework for the residgntial
gateway. This-standard specifies the modular architecture, the interconnection of the mofdules
(employingintermediate busses or HES-links) and the overall structural, functional and

universal gateway system interconnecting the networks in a manner that allows them to
interoperate without modification.

The architecture described here allows interconnection of multiple residential gateways,
where more than one may be installed in various locations within a home. These gateways
may be installed separately by various service providers. An optional feature of this standard
specifies how these gateways may exchange messages and function as a single gateway. In
other words, this standard anticipates two possible situations, as follows.

a) Simple gateway — one WAN connected to one HAN.

b) Distributed gateway — one or more interconnected gateways operating as one entity.

In case a) and if no of future expansion is planned, this standard need not apply. This
standard is only intended to apply to case b).
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This standard defines a gateway system of modular expandability employing a set of HES-link
modules. Each WAN and HAN connected to a distributed gateway should include an interface,
known as an HES-link module, that conforms to this standard, as shown in Figure 2.

Domain of HES-gateway

o WANa ] WAND [ __[_RANC [ | _RANG | 1 _Appnx_|___| _AppNny _|.
Interface Interface Interface Interface Service Service
module module module module module modulé
WAN a WAN b HAN ¢ HAN d Service x Service y
Interface modules Service modules

Figure 2 — Interoperating networks and domain of HES-gateway standard

This |standard provides an open, modular and expandable framework for the delivdry of
serviges to the consumer that can accommodate divefse 'networks on both the HAN and |WAN
side.|The gateway may also provide a place to situate firewall functions that will prote¢t the
autorjomy, safety, privacy and security of the consumer, yet enable trusted relationshipg with
prefefred service providers. The basic functionality of the HES-gateway system is shown in
Figure 2.

This |standard provides a design guidéline to create products that can offer interopgrable
gateway functionalities. It describes_all layers (or stacks) of the intermediate protocol, khown
as thg gateway link (GL) protocol,"needed to interconnect an interoperable array of HES-Link
Moddles, which consist of specific WAN Interface Modules, HAN Interface Module§ and
speci{ic Service Modules. Required layers of specific WAN or HAN protocols arg¢ not
specified, but are left entirely to the product manufacturer. The GL and other HAN/WAN
protorol stacks implement a Common Interoperability Framework (CIF) described in }.1.1.
Such|CIF includes generic interworking functions (GIWF) that reside above layer seven|(i.e.,
above the application layer of the ISO reference model, ISO 7498), and interfaces tp the
HAN/WAN protoeol'stacks.

The HES-gateway system is intended to provide interconnection and interoperability

o where.two or more dissimilar HANs are installed or implemented in a premises,

e where two or more dissimilar HANs are required to interoperate or interwork in a premises
or

e where a product acts as a bridge, router, gateway or residential gateway between two or
more dissimilar HANs, or between at least one WAN and at least one HAN, in a premises.

The HES-gateway architectural model is modular in concept, for purposes of definition and
conformity assessment. However, implementation is left to the choice of manufacturers.
Alternative distributed architectural models are depicted in Figure 3. In this figure, "W" and
"H" represent WAN and HAN HES-link modules, respectively. Methods of implementing these
alternative models are further described in Annex C. The distributed system may be thought
of as simply a combination of smaller centralised systems. These alternative architectural
models are referred to in ISO/IEC 15045-1 as the “complex modular implementation”.
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Figure 3 — Alternative distributed modular architectural models

5.2 | Design philosophy
5.2.1 General approach

Convgntional gateways, e.g. set-top box designs;.generally take a “one-size-fits-all” appfoach
tailored to some defined set of services on both the HAN and WAN side. In the quest fgr low
cost pnd economies of scale in manufacturing, modularity and expandability are sacrificed,
along with flexibility that service providerstfrequently need. Often, the result is a "big box[' that
tries [fo accommodate many functionssand services, yet frequently fails to provide th¢ key
featufes that are most needed in any particular situation. These big boxes are freqyently
designed around a powerful central’processor and operating system.

5.2.2 Distributed gateway)system (DGS)

This |standard is basedv-on a model, the distributed gateway system (DGS) that seeks to
design around the minimum feasible functional unit, rather than the maximum. There [is no
requifement for a gentral processor or controller in a DGS.

NOTE| For example, the most generalised implementation of the DGS would use a distributed computing|model
consisfing of a_network of semi-autonomous interfaces and agents running in dedicated embedded microcomputers
situatgd on(individual modules (e.g., circuit cards) and interconnected by a “backplane.” Multiple backplang units
could pedinked together to form a single logical backplane. Each module may be associated with a single HAN or
WAN. | This" modularity is similar to the "blade server" architecture employed in the commercial conputing
environment.

Much like the design of the Internet, the HES-gateway seeks simplicity by separating content
and application from transport and delivery. Such separation moves as much “intelligence” as
possible out of the gateway. Applications and services reside on the periphery of the gateway
(i.e., on the respective HANs and WANs or on service modules) where they can grow and
develop in directions not dependent on the gateway itself.

The HES-gateway system design seeks to minimise the information or knowledge that the
gateway needs about the products and services residing on each network. Therefore the
semantics are transposed from one product/service domain to another by applying the
interoperability taxonomy principles described in Clause 7 of 18012-2 of and the object
schema described in Clause 8 of ISO/IEC 18012-2. This architecture provides a measure of
“future-proofing” by employing intermediate bus and protocol or language elements that are
layered and upward compatible with future additions or changes. For example, the language
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elements may be defined and contained in a metadata registry that can be continuously
updated and accessed by product developers. In this case, protocol stacks for an expanding
list of WAN and HAN protocols may be maintained in an open-source library that is also
available to developers. Such a metadata registry will be specified in subsequent parts of this
standard.

5.2.3 Modularity

The interface to each HAN or WAN might be hosted in a variety of HES-gateway
configurations. These HAN and WAN modules might be housed in a common gateway chassis
or in i i i i This
system of modules is self-configuring and should be “hot-pluggable” so a module may be
addedl or removed while the others are operating. This approach is roughly analogeus fo the
“blade server” architecture widely employed in the commercial networking industty: In |more
speciplised implementations, although the modules might be combined and theel intermgdiate
protopol and bus might be collapsed, the principle of modularity at the CIF)level shall be
presgrved.

Moddlarity in the HES-gateway system represents, more importantly, a functional diyision
rathef than a physical one. The main principle is to provide a functignal structure within yhich
the QIF can live. In terms of physical realisation, the entire gateway could end up as a gingle
piece| of silicon, that choice is up to manufacturers and the specific set of services they may
wish fo support (e.g., in the simple gateway, the intermediate bus and protocol are compj]etely
collapsed). The modular architecture is simply a framewoerk. The HES-link module anfd the
simple gateway concepts are introduced in order to clarify this concept.

NOTE| In other words, the HES-gateway does not have torbe manufactured in a modular fashion, howqver, it
should be DEFINED here within a modular framework so<that CIF operates. This is because the CIF itsglf is a
modul@r concept. Conformity is assessable by the interchange of modules or by the passing of CIF messages at
the mqdular interface.

In anly case (see above), implementations of HES-link modules compliant with this stapdard
shall |conform to the modular architecture as specified in Clause 6.

5.24 Common interoperability platform

The HES-gateway accommodates the conventional (simple) gateway (one WAN and one
HAN) as a specific case,‘within a generally defined DGS architectural framework. The DGS is
a mqdular architectureythat supports multiple WANs, HANs and services, and provides a
platfdrm for impleménting the CIF described in 7.1.1. It imposes no specific requirements on
implgmentations, although complying with it implies a certain specific choice of modularity that
presdrves the integrity of the CIF. With respect to protocols and communications services, the
DGS| model( provides a structure that is analogous to the OSI reference modgl for
comr:|;unications (ISO 7498). In both cases, a specific implementation is not requirgd to

inclugevery element (layer) of the reference model.

In any case (see above), implementations of HES-gateway modules compliant with this
standard shall conform to the modular architecture specified here, including conformance with
ISO/IEC 18012-2.

6 Modularity requirements

The basic function of the HES gateway is to translate messages between networks that use
different communication protocols and/or application languages. This translation is
accomplished by the Common Interoperability Framework (HES-CIF). Each message shall be
translated into a common intermediate language, the HES Abstract Intermediate Language
(HES-AIL) described in 7.2 of ISO/IEC 18012-2 as application domain. The translation
process in the HES gateway is performed by a network-specific Generic Interworking Function
(GIWF) specified in 7.1.2. In the case of the DGS where modules (HES-link modules) are
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physically distributed on an HES-gateway intermediate bus or GL (gateway link), then the
translated message may be transported via the GL protocol to the receiving GIWF, which then
translates it into the language and protocol of the target network. The GL thus accommodates
multiple WANs and HANs without requiring separate translators for each possible combination
of networks (e.g., WAN and HAN, or HAN and HAN). A “simple gateway”, linking one WAN
and one HAN, may incorporate the dual translation process without using the GL, and lies
outside of the scope of this standard.

In the most generalised implementation of the HES distributed gateway system, network
interoperability shall be achieved by a dedicated interface module for each network, known as
a HES-link module, that provides a GIWF linking this network to an abstract HES common

interg
intern
GIWH
Anne

NOTE

perabitity —systenT,—comprising—am abstract—imtermediate—tanguage —and—(ALD)
hediate protocol (GL protocol). Alternatively, specific appliances may incorporate

and
such

and AIL/GL interface functions (examples on reference models are ptovid¢d in
X A).
An optional specialised implementation such as the simple gateway (i.ex™ see A.2.4.2 of

y, and
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ISO/IHC 15045-1:2004) may combine modules into a single unit and collapse the intermediate GL bus entire
lies outside the scope of this standard.
Each| module may be visualised as a HES-link module connected with an intermgdiate
protocol and GL bus. This bus need not be confined to a common chassis, but cou
extended throughout the premises using an appropriate ~bus technology or tunn
technligue. Such distributed HES-link module implementation” options further describ
Annei C.
7 HES-gateway system
71 Conceptual process model
711 Common interoperability framework (CIF)
The peneralised HES-gateway system™ model is depicted in Figure 4, known as thg CIF
(Common Interoperability Framewqrk). The various systems in Figure 4 comprise net
that
e connect the home to service providers via a wide area network and
(This is the primary ebjective of the gateway: interconnect WAN and HAN networks.)
e connect HAN to HAN.
This is a secoendary objective of the gateway and is required only if the house inc
mfultiple HANSs that do not conform to the same communications protocol. In that cas¢, the
HES gateway provides the following additional services

entertainment, heating and cooling (HVAC), energy management, lighting an

linking components of home applications to form a functional system (e.g., audio/jideo

g life

safety) from multiple local area networks and

interconnecting home applications (e.g., to co-ordinate lighting with turning on lig
case of a fire alarm).

hts in

Since the communications protocols on the external and the various in-home networks may
differ, the HES gateway is responsible for signal, protocol and language (syntax) translation.
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HES abstract intermediate language (AIL)

GIWF #1 GIWF #2 GIWF #3 GIWF #4
#1& AS #2AS #3AS #4AS

System #1 System #2 System #3 System #4

Figure 4 — Common interoperability framework (CIF)

The |CIF represents the home electronic system — common inferoperability framgwork
desciibed in this standard.

The [HES abstract intermediate language (HES-AIL) for «enabling interoperability among
applications on different networks is specified in 7.2 of ISO/IEC 18012-2:20123 a$ the
appligation domain. The HES-AIL shall be implemented when multiple gateways are compined
to a qistributed gateway, as shown in Figure 1.

The HES-AIL comprises a language for expressing the set of common functions (e.g., objects
and methods) served by all home systems. For,example, the HES-AIL has representations for
lighting system elements such as switches{and sensors. Each home system application is
defingd by a specific subset of the CIF, known as a generic interworking function (GIWF)
descillibed in 7.1.2.

7.1.2 Generic interworking function (GIWF)

The GIWF serves as a translator between any specific system and the abstract (common)
system. The abstract HES-AIL language constructs are expressed and conveyed by ja GL
(gateway link) that includes a common meta-protocol and an application language. In terms of
the spven-layer OSI neference model (ISO/IEC 7498), the GIWF communicates messages at
the tpp of the protocol stack associated with the interface module process of a part|cular
system. An HES-gateway stack model is described further in Clause 8 on the HES-gafeway
interrediate processes.

The GIWF resides in modules that may be designed and implemented by manufacturgrs to
perfofm{translation between specific HES implementations of device classes and the
inter pclabi“ty app“batiun modets—device—ctasses—The ::Es-yatcvvay Dybtclll Pt vides
commercial network system developers and manufacturers the opportunity to specify a
specific GIWF for their network protocol to achieve interoperability within the CIF.
ISO/IEC 18012-2 specifies interworking functions and provides other requirements such as
those needed to establish a metadata registry for this type of interfaces and interworking

functions.

7.2 Physical architecture

The basic physical architecture of the HES gateway including associated architectural
domains is shown in Figure 5.

3 Tobe published. 2012 = estimated year of publication.


https://iecnorm.com/api/?name=e0d549d53b7f7fcc3e4c5051a68a2715

-18 - 15045-2 © ISO/IEC:2012(E)

Domain of HES-gateway

The

stand
uppe
which
trans

The i
vario
with

(stan
modu
proce
GL b
funct

| LN

: GL (HES-link) Bus ;

' A A Yy ' Domain
| i\ >OfHES

: A4 v v | gateway
! 1

| WANa Service HAN |
I_-.__________________ ____I_ - = I___. ___________________ - __I_ - _|: - --Z--Z-Z-Z-r:Z- :I N

' | Interface | 1 | | module | Interface |

| module | ! i '| module |

! 7Y P P i : . Domains
; L Lo ! of users
! v b ! v :

| WANa | L1 HANZ

Domain of WAN ~ Domain of Service  Domain of HAN
Application

Figure 5 - HES-gateway architectural domains

ard and the three user domains of the WAN, the HAN ‘and the Service Application
centre block represents the HES gateway intermediate bus (optionally present)
the GL/HES-AIL messages are transported (the AlL is “intermediate” in the sense
borts messages within, or native to, the CIF (i.e.,AGL and HES-AIL)).

s WAN or HAN networks. Each such module includes a portion that is in conform
the interoperable HES gateway standard and also talks the language of
Hardised in ISO/IEC 18012-2) usingi\specific GIWFs residing on each module. T
les interconnect with each othep,using the GL protocol and bus. All inform
ssing resides on individual modules and not on the bus or elsewhere. The intermg
us block depicted in Figure 5. represents only a data transfer or switching/arbit
on. There is no specific\labstract limit to the number of modules that ma

accommmodated in any givenconfiguration. However, the physical realisation of th

proto
comp
mody

7.3
7.3.1

A us

col and intermediate bus may set a practical limit. Three basic types of mo
rise a HES-gateway: *‘WAN interface modules, HAN interface modules and se
les (see 7.3.4). The'latter two are associated with the domain of HAN.
Modularity.

General

pful,'way of thinking about the HES gateway architecture is in terms of the HES

modJ

HES gateway architecture consists of the domain of the.HES gateway specified ip this

. The
over
hat it

nterface modules shown in Figure 5 are provided by manufacturers seeking to support

ance

CIF
hese
ation
diate
ation
y be
b GL
Hules
rvice

b link

les.The HES link module is a modular unit that provides the services and interfaq

e for

one of the specific networks served by the HES gateway. It communicates with the other HES
link modules through the HES gateway GL bus and an associated meta-protocol, the GL
protocol. Each HES link module provides the translation from a specific network to the HES-
AIL language. The HES-AIL messages are then transported over the intermediate GL bus to
such other specific HES link modules as may be appropriate. The HAN and WAN interface
modules shown in Figure 5 may be thought of as HES link modules, as shown in Figure 6.
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HAN
L IT ¥ 1 C
WAN

Figure 6 — HES-link moduledinkage model

Figurp 6 depicts the use of two options for a HESlink module. The blocks labelled HAN and
WAN]| are HES-link modules. The top example represents a case where the HAN HE$ link
modyle is physically removed from the HES“gateway unit, possibly co-located with a|HAN
appliance, and is linked by an extension of the intermediate bus and protocol. In each fase,
the translation process takes place in thg,HES link module. The bottom example represgnts a
case |where the HES link module employs a transmission facility/protocol that is alfeady
intergperable with the end user HAN appliance(s). The HES link modules depicted ih the
following subclauses show the “distribution of functionality within each module. Only those
portigns of the drawings located within the domain of the HES gateway are intendgd to
contgin normative elements for purposes of this standard.

NOTE| The HES-gateway(intermediate bus is “intermediate” only in the sense that it transports messages pwithin,
or natjve to, the CIF (i.e.,yGL and HES-AIL). In some cases, the same bus may be transporting other mg¢ssage
traffic ps well.

7.3.2 WAN access module

The \WAN.access module is a unit that provides a complete interface between a specific [ WAN
and fheMHES gateway intermediate bus and GL. A generalised block diagram of the [WAN
interface module is shown in Figure 7. The portion labelled domain of HES gateway is outside
the WAN domain. For explanatory purposes, the following description will follow the flow of
data from WAN to HAN. Typical WANs might include access networks such as cable, xDSL,
DBS, optical fibre, or wireless (e.g., LMDS (Local Multipoint Distribution System), MMDS
(Multipoint  Multichannel Distribution System), IEEE 802.16 (WiMAX, Worldwide
Interoperability for Microwave Access), etc.).
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Figure 7 — WAN access module block diagram

The |specific WAN interface would include physical layer signalling and decodefs or
demddulators. WAN interface processes would include data processing and any prqtocol
stack| necessary to extract the.message content meaningful to the application (i.e., up ﬂo the
appli¢cation layer (OSI layer seven)) and deliver it to the GIWF and intermediate gafeway
procgsses for translation _into the GL. The WAN interface processes are determined by the
specific manufacturer ahd could also include any processes necessary for management ¢f the
WAN]| connection, aceording to the technology it supports, e.g. DSL (Digital Subscriber Line),
E1/T], etc. The elements depicted in Figure 7 are included for illustration purposes only. In
pract|ce, they aréidésign matters of manufacturers.

NOTE| A private memory or MIB (management information base) might be needed for such a connectior] (e.g.,
such gs information relevant to maintaining a customer account relationship, passwords, usage statistics, apcount
codes] etc?). The use of the term MIB here is borrowed from the IP (Internet Protocol) worId but in thls case [unlike
MIB by
other than a specific service prowder For instance, in the case of WAN modules, a manufacturer may choose to
provide a place for storing private information about the WAN connection. This information would allow a service
provider or manufacturer to protect customer-specific data from competitors, who may also have WAN modules
installed in the same HES gateway system.

The GIWF and intermediate gateway processes may also have access to a MIB for storage of
information that might need to be shared by the WAN and the gateway (e.g., connection
status, error, data format or routing information). Once the data have been translated into the
GL by the GIWF process, the data are passed to the GL interface processes. The GL includes
a protocol stack that passes these data to the intermediate bus and then to the appropriate
HAN module(s) where a mirror procedure occurs. The GL private MIB might be used to store
information necessary for the proper delivery of this type of information (e.g., HES-gateway
intermediate configuration information, addressing and routing, gateway management
information, user preferences, access codes, etc.) within the HES-gateway system.
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This subclause describes the architecture of a typical WAN module. The portion of Figure 7
that lies within the domain of HES gateway shall be in conformance with this standard. The
structure and content of the remaining portion is entirely up to the specific module
manufacturer and is provided here only for illustration purposes.

7.3.3 HAN access module

The HAN access module is a unit that provides a complete interface between the HES-
gateway intermediate bus and GL, and a specific HAN. A generalised block diagram of the
HAN interface module is shown in Figure 8. The portion labelled “Domain of HES gateway” is
outside the HAN domain. Again, the data flow will be traced in the WAN to HAN direction for

£ ] ' I H ] LLANMN] HP~ N S Ll INaYaVilnlfalleXeYals s} ITaYaVilnial 4.4 -43 3
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seriep, ISO/IEC 14543-4 series IEEE 1394, IEEE 802.11, IEEE 802.15.1, USB etc.

l :
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| 1C |
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= 1L :
! GIWF
L]l intermediate _/'\’_Z‘_>_ yShared | 1 Domain of
processes MiB HES gateway
HAN 1 HAN
interface private
processes AL MIB
Specific HAN
interface

Figure 8 — HAN access module block diagram

The operation of the HAN interface module follows a complementary pattern to the WAN
interface module. The intermediate bus delivers the GL data to a RG bus interface. It is then
passed to the GL interface processes where it is extracted up to OSI layer seven and
delivered to the GIWF for translation into the specific HAN protocol. The elements depicted in
Figure 8 are included for purposes of illustration only. In practice, they are design matters of
manufacturers. The GL private MIB might be used for storing local information such as
intermediate configuration information (e.g., addressing and routing, gateway management
information, etc.). The GIWF and intermediate processes block formats the data and manages
the appropriate user processes on the HAN side (e.g., streaming, segmentation, error control,
etc.), using a shared MIB, if necessary. The translated data are then passed to the HAN
interface processes, which actually manage the passing of data to the HAN devices, via the
HAN specific interface. The HAN private MIB might be used for HAN configuration or services
information, addressing or routing.
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This subclause describes the architecture of a typical WAN module. The portion of Figure 8
that lies within the domain of the HES gateway shall be in conformance with this standard.
The structure and content of the remaining portion is entirely up to the specific module
manufacturer and is provided here for illustration purposes only. The HES gateway portion is
not responsible for specific knowledge about the HAN configuration or managing its services.

7.3.4

Service module

A third type of module in the HES gateway is the service module, illustrated in Figure 9. The
service module resides partly in the domain of the HES gateway and partly in the domain of a
private service application process. The service module has no HAN interface but acts as an
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7.4 Data flows
7.4.1 General

The general data flows between the WAN and the HES gateway system are shown in
Figure 10, a copy of Figure 7 with data “pipes” overlaid to illustrate the termination of three
kinds of data streams. The various functions in the HES-gateway may be managed remotely
or from within the HAN, or by a combination of both. Individual portions of the HES gateway
(HAN or WAN modules) may be managed by separate entities requiring multiple remote
management functions.

GL interface

t:

GL GL
interface c:> private
processes MIB
GIWF
_irltetrn_esi@_te_z:“, _ Shared™" 1 Domain o
processes [V 7V b HES gateway
WAN WAN
interface private
processes . MIB
Specific WAN
interface

Gateway
functions

Figure 10 — Data flows

Figure 10 depicts the data flows through a typical module using three vertical “data pipes”
inserted into Figure 7 for illustration purposes. In this example, WAN functions are those that
are only intended to manage the specific WAN interface and are the domain of the WAN
service provider (e.g., connection establishment signalling, access authorisation, accounting,
etc.). The gateway functions are those that are shared between the WAN service provider and
the gateway, but do not pass through the gateway to the HAN side (e.g., resource binding or
routing information). User service functions are those that flow through to some application in
the domain of the HAN (e.g., a video data stream, user data, etc.). Data flows may be
generally divided into control plane and content (data) plane flows.
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GIWF and GL processing are likely to involve a great deal of control plane activity. Control
plane flows include short messages that read or write data, inquire, declare device or network
states or parameters discover or allocate resources, manage networks (e.g., including safety,
privacy and security) or setup or terminate connections for the management of content flows.
An example might be Session Initiation Protocol (SIP), a common control protocol for VolP

(Voic

7.4.3

e over Internet Protocol) put forward by the Internet community.

Content (data) plane
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Protocol stacks

Generalised model

being
the H

(layer 7). The OSI reference model is used here for illustrative purposes only and
jed to be normative: The stack models in Figure 11 apply to either WAN or

translated (i.e'being rendered “interoperable”). The GL protocol and bus are uni
ES gateway and‘are an optional method of transporting data between GIWFs.

cket

ms and the like. Once such connected streams are initially set up, they would¢involve

a the

A generalised model of the HES-gateway protocol stacks is shown in Figure 11. These sftacks
foIIov} the convention of the OSI, (Open Systems Interconnection) seven-layer model,
ibes communication fungtions from the physical layer (layer 1) through the appligation

which

s not
HAN

les. The GL protecol shall not be confounded with the specific networking projocols

ue to
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Figure 11 — HES-gateway generalised protocol stack model

Data|transfer from Network 1 to._Network 2 would begin by entering the Network 1|HES
gateway module and passing upward to the top of the specific Network 1 stack where theg data
are then passed to the GIWE, which exists above the application layer. The GIWF tranglates
the Network 1 application_language into the GL and then sends it downward through tHe GL
metaiprotocol stack to~the HES gateway intermediate bus. The data are transferred bly the
intermediate bus to~thé Network 2 HES gateway module where they are passed upward
through its GL stack™to the GIWF for translation into the application language of Netwgrk 2.
The data are then'passed down the specific Network 2 stack to Network 2, and then on {o the
final gestination*on Network 2.

The $pecific network stacks are defined by the specific product manufacturer or by exjsting
standards or other specifications, Many of these stacks may be accumulated and mainthined
in an open source library for use by those developing HES gateway modules. Also associated
with each of these stacks is a GIWF mapping the specific protocol to the abstract system
defined as part of the HES gateway CIF specified in ISO/IEC 18012-2.

8.2.2 Specific model — Simple gateway

The simple gateway protocol stack model (one WAN, one HAN) is depicted in Figure 12. It
eliminates the GL and intermediate bus by incorporating both HES-link modules on a single
module to form a complete one-to-one gateway. This case is shown for conceptual purposes
and is beyond the scope of this standard because it does not use the HES-link modular
structure.
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HES simple gateway
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Osl Transport Transport
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Physical Physical
Data
transfer
Network 1 Network 2

Figure 12 - HES-gateway special’'case: simple gateway protocol stack model

8.2.3 GIWF application

It is important to note that the)GIWF is the application and not part of the associated sfacks.
The HES interoperability.guidelines standard ISO/IEC 18012-2 specifies the GIWF. However,
there|is nothing to preclude additional application functions being added on top of the GIWF,
depending on the particular network application being served. For instance, various sgrvice
agents might reside ‘above the GIWF, monitor the data flow, and modify or control the flpw of
data,|or even inifiate data messages, as might be appropriate to any particular application. An
example might\be the insertion of routing or addressing information, or perhaps to establ{sh or
termipate a-data-stream connection.

In th¢ casSe of the service module, the specific network stacks would be absent and only the
GL would be employed.

NOTE For example, typical service agents include those specified by the Open Service Gateway Initiative (OSGi)
or The Application Home Initiative (TAHI) consortia.

8.24 Data flow control plane signalling

Figure 12, as a generalised model, might be taken to imply that all communications into and
out of the HES gateway traverses all seven layers of the ISO stack, see ISO/IEC 7498 series.
Although this would be true in regard to “control plane” signalling, it would not be strictly true
in cases of content (data) plane (or data steam) message traffic. Some traffic will connect at
the physical layer, data link layer, or network layer, as perhaps in the case of TLS or IPSec.
Some forms of message traffic have no protocol stack, such as analogue TV or plain old
telephone service (POTS). These may need to connect at the physical layer, although they
might employ HANs for switching control signalling.
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8.3 Intermediate bus (GL bus) and protocol (GL protocol)
8.3.1 General

The gateway link bus, if present, may be implemented in any manufacturer-selected Physical
and Data Link Layer communication technology, provided they support the Internet Protocol
(IP) as defined in RFC 0791.

The GL bus uses the Internet Protocol (IP) for transmission of information, including both
control signalling and content transmission. The GL bus allows distributed gateway
implementations, see Annex C.

NOTE| Certain characteristics should be taken into account when selecting the appropriate technol¢gy to
implement the GL bus, namely a common module connector for delivering both data and power and~the need to
suppoft isochronous communications. As the transfer of isochronous data within the gateway may |be frequently
needed, it is preferable to support a high data rate and a relatively small number of modules employed to allow for
adequpte intermediate bandwidth and to avoid congestion. Note that with some standard busses, shigher data rates
may b¢ anticipated to be available for later implementations that will be upward compatible. The/GL bus (ing¢luding
electrital characteristics) is not specified here because on the one hand it will support W° as a networlf layer
protocpl and on the other hand any interconnection will be done at this layer, as described’below.

The gateway link (GL), if present, is used here to refer to the sef\of networking proI)cols
necesgsary to transfer HES-AIL messages between modules (i.e.,"\HES-link modules) ovgr the
GL bpus. HES-AIL is an HES abstract intermediate application, language that supports| HES
prodyct interoperability, specified in ISO/IEC 18012-2. The GL’ protocol is defined in syich a
way ts to allow the GIWF process to communicate any traflslated message(s) to or from any
specific HAN or WAN-specific subsystem. Existing €ommonly used networking pragtocol
standards and specifications are specified for the GL.

Thesg protocols comprise the following three levels:

a) lower layer protocol (i.e., physical and dafaTink layers);

b) mIddIe layer protocol (i.e., network layer) and

()
-~
c

per layer protocol (i.e., transport,\session, presentation and application layer).

8.3.2 Lower layers

The Ipwer layer protocol allowed may include media and standardized data link protocol$ that
support IP; specifically,“any from the IEEE 802.3, IEEE 802.11, IEEE 802.15 suite or
protorols (including wired, wireless RF, PowerLine, etc.) that can provide an IP interface to
the L as specified in)this standard (see below).

8.3.3 Middle(layers

This [standard incorporates by reference the Internet Protocol (IP) (RFC 0791) for the GL
nethrk layer. Transport layer functions are provided by UDP/IP (see below).

8.3.4 Upper layers

The upper layer GL protocol services interface with the GIWF processes, network interfaces
and interworking functions defined in ISO/IEC 18012-2. The upper layer GL protocol shall
meet the following requirements, it shall:

a) support the ISO/IEC 18012-2 asynchronous event bus (i.e., the upper layer GL protocol is
transparent to the applications that are communicating through the gateway);
b) be designed to run on UDP/IP (see 8.3.3);

c) be a one-to-many communication model (for support of the ISO/IEC 18012 series
asynchronous event bus);

d) support for both best-effort and reliable (i.e., guaranteed) delivery communication modes
(since UDP/IP is not reliable);
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e) have a fault tolerance; there will be no single-node (module) point of failure in the GL
protocol services (to support continued operation when one or more modules fail(s) in a
multiple, distributed HES-link module configuration);

f) not introduce any blocking operations (such as a blocking send operation) that would
cause unpredictable delays when using the GL protocol services;

g) be configurable to allow trade-offs between reliability and time-sensitivity application
requirements (one example is the choice between best-effort and reliable delivery, but
there may be other possible configuration options in a specific implementation).

NOTE The communication requirement is to support BOTH best-effort AND reliable service. The choice between
best-effort and reliable service is application-dependent, and is left to the application implementation.

The f
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do not add to (and possibly reduce) unnecessary, ‘complexity or redundang

hardy
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bllowing are design considerations for the upper layer GL protocol.

inimal execution memory footprint.

Lpport for multiple senders through a single UDP communication instance”(for eff
e of |IP stack resources).

bsigned  for time-sensitive applications (e.g., healthcare,) “distributed e
anagement).

cient

hergy

regard to the forgoing criteria, the HES gateway environmentis” not significantly diflerent

an industrial control environment, and enhanced performance, efficiency and reli

vare/software implementations.

Gateway management

1ES gateway system, if implemented as a-distributed gateway system, has no c
bller. Modules may be installed at any ¢ime and a set of basic network manags
ents provided on each module will sallow dynamic self-configuration. Dependin
M or service requirements, more advwanced network management elements could
ded in the form of a specialised service module.
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bntral
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Annex A
(informative)

Case examples

A.1  Overview of case examples
This annex includes block diagrams depicting a series of case examples of “typical” or
“possibte> rey—eorfeurations—e ceRares—apphythrg—the—gereralised—architacture
specified in this standard. These case examples are provided for purposes of illustration.
A.2 | VDSL scenario
HES gateway/' ATM VolP MPEG 2
§ decod
GL bus SAR decoder Ethernet ecoder
, | interface g
VDSL POTS v ~_RF »
decoder converter O —modmatgf \\\
WAN interface ﬁ ﬁ ﬁ I—;A N
module interfaces
VDSL POTS PC v
access phones set
WAN interface HAN appliances
Figure A.1 — VDSL scenario
Figurp A.1 depicts the use of VDSL (Very-high-speed Digital Subscriber Line) servife to
provigle voice, video and'data service to the home. In this particular case, voice, vide¢ and
data packets are delivered via VDSL (layer 1) service employing ATM (Asynchronous Trgnsfer
Modd) packet switching technology. The video packets, using MPEG 2 compression, in this
exargple, are then decoded and converted to conventional RF modulated video and pudio
signd|ls for dispjay on a conventional TV set. A typical installation might employ more thanp one
MPEG 2 interface module, depending on the capacity of the VDSL access service and the
need$ of'‘the viewer. The MPEG 2 interface might also include a remote control receiver for

initiafingvdata traffic back to the video source to change channels or other purposes. |

N this

example, the VolP decoder could use a POTS (Plain Old Telephone Service) converter to
provide multiple phone lines to the home and allow the use of conventional telephone sets.
The Ethernet interface might also provide a hub for multiple PCs or other Ethernet-based
appliances.
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Figurp A.2 depicts the use of DBS (Direct Broadcast Satellite) combined with DSL (O
Subsgriber Line) service to provide voice, video and datassérvice to the home, simi
Figure A.1. In this case, video is provided by DBS and voi¢e and data are provided by

This

PPV

Figure A.2 — DBS/DSL scenario

HES-gateway GL Bus

arrangement may be employed where VDSL service is not available, or where
delivgry is more advantageous. Also, DSL provides adéverse channel for the DBS servi
Pay-Per-View), service provisioning or other interactive applications.

DBS/DSL scenario
___________ I I I ]
“JT Jr Jr JC 1L
/
/ ATM VolP MPEG 2
// SAR DBS decoder Ethernet decoder
HES-gateway receiver interface ‘
GL bus VDSL POTS ¥ ~_RF
/\1 decoder - converter —| modulator
WAN interfa
interfaces VDSL DBS POTS PC v
access dish phones set
HAN appliances

es

igital

ar to

DSL.
DBS
e for

ATM MPEG 2 Energy
SAR Digital ZigBee® Ethernet decoder mgmt
cable yvireless interface controllet
\V/DSL decoder interface RE service
decoder modulator module
|
7T 4r I1f J& -
module
VDSL Cable Electric PC TV
access drop meter set HAN
' interfaces
VAN interfaces HAN app[,’ances

Figure A.3 — Cable/DSL/energy management/ZigBee scenario

Figure A.3 depicts the use of cable combined with DSL service to provide video and data
service to the home. Such an arrangement might be employed when data service over cable
is not available or when DSL might also be desirable for certain services. In this example, a
ZigBee®4 wireless interface is also shown that might be used for remote meter reading and
energy management functions. These functions might be managed by a special service
module provided by an energy utility or other service provider offering efficiency and cost
advantages to the user.

4 ZigBee® is a registered trademark of the ZigBee Alliance, San Ramon, CA, USA. This information is given for the
convenience of users of this document and does not constitute an endorsement by IEC of the product named. Equivalent
products may be used if they can be shown to lead to the same results.
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A.4 Healthcare management scenario

HES-gateway GL Bus

Figure A.4 depicts the use of DSL service to provide data)service to specialised healt
moniforing and management applications in the home{ The specific healthcare applia
employ wireless connections and be managed by’ a special service module provid
medi¢al or healthcare related services. The DSL\ access could also be shared with
enterfainment, data or communication applications’shown in the previous figures.

might

A.5

Figure A.4 — Healthcare management scenario

DSL/HomePNA scenario
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SAR Digital ZigBee® Ethernet decoder mgmt
cable yvireless interface controller
VDSL decoder interface RE service
decoder modulator module
T I1f 1T Jf 1T -
module
VDSL Cable Electric PC TV
access drop meter set HAN
' interfaces
WAN interfaces HAN app/iances

HES-gateway ATH
GL bus SAR HomePNA
interface
DSL ri
POTS
/ decoder / e
. HAN POTS
WAN\interface ﬁ interface @ phones
modules module
a(l::)cSeI;s H?IT?EPNA .~ Ethernet
L T~ _appliances
WAN interface

HAN appliances

Figure A.5 — DSL/HomePNA Scenario

hcare

nces

bd by
other

Figure A.5 depicts the use of DSL service and HomePNA (Home Phone Network Alliance)
signalling technology utilising the existing POTS wiring and connectors to provide combined
conventional voice and Ethernet data services. The HomePNA interface module combines the
analogue voice POTS signals with the digital Ethernet signals to convey the voice and data
services from the WAN interface. A HomePNA bridge can extract the Ethernet/HomePNA
signals or provide other appropriate formats, such as USB (Universal Serial Bus) or PCI
(Peripheral Component Interconnect), to be used by various data application terminals.
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