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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Systems and software engineering — Systems and
software assurance —

Part 3:
System integrity levels

b) ysers of integrity levels such as developers and miaintainers, suppliers and acquirer
spftware users, assessors of systems or softwaréand administrative and technical suj
slystems and/or software products.

One important use of integrity levels is by suppliers and acquirers in agreements; for exan{

requirements. In addition, it does natyprescribe the way in which integrity level use is int
the oyerall system or software engineering life cycle processes. It does, however, provide a
use of this part of ISO/IEC 15026.in Annex A.

lormative references

The flollowing documents, in whole or in part, are normatively referenced in this docun

indispensable feftits application. For dated references, only the edition cited applies.

tegrity level
rity level. It
bls and their
bir elements,

he following:

standards

b

S, system or
pport staff of

ple, to aid in

tegrity level
pgrated with
In example of

nent and are
For undated

refergnces, thelatest edition of the referenced document (including any amendments) appllies.

ISO/IEC/IEEE 12207, Systems and software engineering — Software life cycle processes

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1
adverse consequence
consequence (3.3) that results in a specified level of loss

Note 1 to entry: An adverse consequence results from the system-of-interest (3.23) being in a dange

rous condition

(3.4) combined with the environment of the system (3.21) being in its worst-case state (relative to the adverse

consequence).
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Note 2 to entry: Harm in ISO Guide 51 is an instance of an adverse consequence. The concept of adverse
consequences is introduced in order to cover not only harm in the safety context but also other losses such as loss

of assets in the security context.

3.2
claim

proposition representing a requirement of the system-of-interest (3.23) that enables the system-of-
interest to achieve tolerable risk (3.25) if it were met

Note 1 to entry: A claim is consistent with claims in the other parts of ISO/IEC 15026 series but issues of claims
here are restricted to achievement of a tolerable risk.

Note 2 to entq

3.3
consequend
outcome of 3

[SOURCE: IS

3.4

dangerous ¢
state of a sys
consequence

Note 1 to enf
condition. A (
the safety cor
states of a sy

Note 2 to ent
always, lead t

Note 3 to entr
b) the triggei

y: A 'salety goalrequired 1n 15U Z6Z26Z 1s an 1nstance or a claim.

e
n event affecting objectives

D Guide 73:2009, 3.5.1.3]

rondition
tem (3.21) which, in combination with some states of the enyironment, will result in ag
(3.1)

ry: A hazardous situation in ISO/IEC Guide 51 and IEC 61508-4 is an instance of a dang
oncept of dangerous conditions is introduced in orderto cover not only hazardous situati
text but also errors in the reliability, integrity, confidentiality, or dependability contexts and
tem which can lead to adverse consequences.

'y: Occurrences of failures in the context of reliability or as defined in [EC 61508-4 often, b|
p dangerous conditions.

y: A dangerous condition therefore hasattributes, at least, a) the associated adverse consequ
events that lead to the dangerous-gondition, and c) the trigger events that lead to the ag

verse

erous
bns in
other

ut not

ences,
verse

consequenceqy

3.5
design authority
person or organization that is responsible for the design of the product

from the dangerous condition.

[SOURCE: ISP/IEC 15026-1]

3.6
initial risk

estimated rifk (3.16) before applying risk reduction measures (3.18)

3.7
integrity le
required degree of confidence that the system-of-interest (3.23) meets the associated integrity level
claim (3.10)

1ol
T

Note 1 to entry: The words “integrity level” forms an indivisible label. This International Standard does not
pronounce on, nor depend on, a concept of integrity by itself.

Note 2 to entry: An integrity level is different from the likelihood (3.13) that the integrity level claim is met but
they are closely related.

Note 3 to entry: The word “confidence” implies that the definition of integrity levels can be a subjective concept.

Note 4 to entry: In this part of ISO/IEC 15026, integrity levels are defined in terms of risk and hence, cover safety,
security, financial and any other dimension of risk that is relevant to the system-of-interest.

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=e9970dcd26fbfbd74e0d8c52434547dd

3.8

ISO/IEC 15026

integrity level assurance authority
independent person or organization responsible for certifying compliance with the integrity level
requirements (3.11)

[SOURCE: ISO/IEC 15026-1]

39

integrity level definition authority
person or organization responsible for defining integrity levels (3.7) and integrity level requirements (3.11)

3.10

-3:2015(E)

integ
claim
(3.20

Note
mitig
Note

relate

3.11
integ
set o

rity level claim
(3.2) representing a requirement for a risk reduction measure (3.18) identified inther
) process of the system-of-interest (3.23)

| to entry: In general, it is described in terms of requirements that, when metywould avg
hte the consequences (3.3) of dangerous conditions (3.4) and provide tolerable riskA3.25).

P to entry: The claim that can be regarded as an integrity level claim in I[EC'61508 is that an H
d system satisfactorily performs the specified safety functions under.all the stated condition|

rity level requirement
requirements that, when met, will provide a level of confidence in the associated i

sk treatment

id, control or

/E/PE safety-
5.

ntegrity level

tonsequences

five effects of

t.

broperties-of-

claim|(3.10) commensurate with the associated integrity level (3.7)

3.12

leveljof risk

magitlitude of a risk (3.16) or combination of risks,’expressed in terms of the combination of
(3.3) jand their likelihood (3.13)

[SOURCE: ISO Guide 73:2009, 3.6.1.8]

3.13

likelthood

probability of something happeting

3.14

property-of-interest

any [Eoperty that, if lost) is considered a negative effect

Note |l to entry: The concept of property-of-interest is introduced in order to characterize nega
consefquences (3.3):

Note 2 to entry: In the safety context, human lives and health are instances of properties-of-interes
Note B toventry: Assets in the security context, e.g. defined in ISO/IEC 15408-1, are instances of
interest.

3.15

residual risk
risk (3.16) remaining after risk treatment (3.20)

[SOURCE: ISO Guide 73:2009, 3.8.1.6]
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3.16
risk

026-3:2015(E)

effect of uncertainty on objectives

[SOURCE: ISO Guide 73:2009, 1.1]

Note 1 to entry: An effect is a deviation from the expected: positive and/or negative. In this International

Standard, the

focus is on negative deviations leading to adverse consequences (3.1).

Note 2 to entry: Risk is often characterized by reference to potential events and consequences (3.3), or a
combination of them.

Note 3 to ent
changes in ci
is characteri
consequence

Note 4 to ent
goals) and ca

Note 5 to ent
knowledge of]

3.17

risk criterig

terms of refe
[SOURCE: IS

3.18
risk reducti
steps taken {

Note 1 to entr

3.19
risk source
element that

[SOURCE: IS
Note 1 to enty

Note 2 to ent
those terms ¢

Note 3 to en
ISO/IEC 1540

cumstances) and the associated likelihood (3.13) of occurrence. In this International Standap
ed as the combination of the severity of the adverse consequence and the likelihood of anad
ccurring.

y: Objectives can have different aspects (such as financial, health and safety,~afd environn
apply at different levels (such as strategic, organization-wide, project, product and process)

y: Uncertainty is the state, even partial, of deficiency of information related to, understand
an event, its consequence, or likelihood.

rence against which the significance of a risk (3.16) is gvaluated

D Guide 73:2009, 3.3.1.3]

on measure
o reduce or mitigate risk (3.16)

y: A typical risk reduction measure is a:safety-related system in IEC 61508 series.

alone or in combination,-has the intrinsic potential to give rise to risk (3.16)

D Guide 73:2009, 3.5,1:2]

y: A hazard in ISOGuide 73:2009 is an instance of a risk source.

y: A fault, an exror, or a failure in the context of reliability can be a risk source. The definiti

hn be found in*IEC 61508-4.

B-1-can be a risk source.

uding
1, risk
verse

hental

ing or

bns of

ry: Asthreat in the context of security, a threat agent (3.24), and an adverse action defifed in

3.20

risk treatment
process to eliminate risk (3.16) or reduce it to a tolerable level

[SOURCE: ISO Guide 73:2009, 3.8.1, modified]

3.21
system

combination of interacting elements organized to achieve one or more stated purposes

[SOURCE: ISO/IEC/IEEE 15288]
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system element
member of a set of elements that constitutes a system (3.21)

[SOURCE: ISO/IEC/IEEE 15288]

3.23

system-of-interest
system (3.21) whose life cycle is under consideration in the context of ISO 15026

[SOURCE: ISO/IEC/IEEE 15288]

-3:2015(E)

3.24

threlt agent

entity
[Sou

3.25
toler
level

[SOU
Note

gener

4 1

4.1

This
and ¢
integ

F that can adversely act on property-of-interest (3.14)

RCE: ISO/IEC 15408-1:20009, 3.1.71, modified]

able risk
bf risk (3.12) that is accepted in a given context based on the current values of society

RCE: ISO/IEC Guide 51:2014, 3.15]
| to entry: A tolerable risk is sometimes called acceptable risk, exg. ISO/IEC/IEEE 16085, and [
hl risk management standards ISO Guide 73 and ISO 31000 use both phrases without explicit

Defining integrity levels

Expected readers of this Clause

Clause explains the process of defining a set of integrity levels for a specific sys
reneral requirements for relatediproducts, such as integrity levels, integrity level
[ity level requirements. Thus, the expected readers of this Clause are organizations w

speci

ications defining a set of integrity levels. Those organizations, which are called in

definftion authorities, includesidternational or domestic standardization organization
standardization organizations; arbitrary industry organizations, or a department in an
which is responsible for the organization’s policy or standard for contract management. Fig

the o

erview of the process of defining integrity levels.

50 14971. The
definitions.

tem domain
claims, and
hich develop
tegrity level
5, any other
brganization
rure 1 shows
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k2

Specifying context of integrity levels

Specifying system-related information
v

Specifying risk-related information

W
Specifying integrity levels

Specifying an integrity level claim
V2
Specifying a set of integrity levels

¥

Specifying integrity level requirements

Specifying a set of integrity level requirements

W

Specifying justification

S
Specifying other related information
T
Key
v flqw of processes
NOTE Itdration of processes.is:ot shown for simplicity.

Figure'l — Overview of the process of defining integrity level

4.2 Appr¢priate area to define integrity levels

Not all aread-are-suitable for definition and use nf:infngrify levels Infngrify levels shall be definéd for
an area only if a substantial body of relevant experience exists for the area that is well understood by
those performing the definition. Integrity levels can be used for areas where levels of risks (e.g. high,
medium, low risk) can be clearly defined. Each level of risk provides a basis for a different required
degree of confidence that the integrity level claim is met.

NOTE When dealing with risks of a system in an area where a substantial body of relevant experience does
not exist, then the use of an assurance case is appropriate.

6 © ISO/IEC 2015 - All rights reserved
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4.3

4.3.1

ISO/IEC 15026

Specifying context of integrity levels

Specifying system-related information

-3:2015(E)

The following information about systems in the target area shall be specified by the integrity level
definition authority in order to clarify the scope of applicability of the integrity levels being specified:

a) definition of the target class of systems;

b) a

NOTWMM.@&WM&M’ iti i

definition of target classes of systems of IEC 61508 and ISO 26262 pertain to “electrical/electronic/p

electn
or md
with 4

4.3.2

The fpllowing information about risks related to systems in the target area shall be spe

integ
being
a)
b) p
<)

q
d r
e) t
f) 4
Infor
canh

—
— 1

ssumptions on the environment.

onic (E/E/PE) systems are used to carry out safety functions” and “safety-related systems.th
re electrical and/or electronic (E/E) systems and that are installed in series production p
maximum gross vehicle mass up to 3 500 kg”, respectively.

Specifying risk-related information

[ity level definition authority in order to clarify the scope of applicability of the int
specified:

roperty-of-interest;
ossible adverse consequences;

ossible dangerous conditions and the states of the environment that together with th
ondition will result in an adverse consequence;

isk criteria;
blerable risks;
ssumptions on the structure ofrjsk reduction measures.

mation about properties-of<interest gives a definition of negative effects. An adverse
ave the following attribates but is not restricted to:

escription of the event that leads to the consequence;
kelihood of theé occurrence of the event;
everity of¢he consequence;

ontrollability of the event;

0 26262. The
rogrammable
at include one
hssenger cars

cified by the
egrity levels

e dangerous

fonsequence

(0]

xposure (time) to the event.

Dangerous conditions can be classified by the type of events that leads to the condition. The following
event types should be taken into account:

a) r

andom failures;

b) systematic failures;

c) failures caused by interactions between system elements without any faults of those system elements;

d) failures caused by interactions between elements of the environment and the system (for example,
failures caused by a threat agent).

Likelihood of a dangerous condition should also be considered.

© ISO/IEC 2015 - All rights reserved
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A risk criterion specifies the meaning or method of measurement of system-related risks and is used to
specify the tolerable risk. A risk criterion shall be consistent with governing requirements such as legal,
regulatory, or contractual requirements, which can be bases for the tolerable risk. Prior to specifying
risk criteria, the categories for which risks will be evaluated are defined. These may include human
health and safety, environmental protection, legal and regulatory compliance, security, cost, project
schedule, reputation, and performance. A scale of severity and likelihood is defined for the applicable
categories. Stakeholders usually cooperate and agree on risk criteria.

Risk reduction measures include not only parts of a system used to mitigate risks, e.g. an inherent
safety by design, and safety-related or security-related functions, but also organizational supports
or social frameworks to treat risks, e.g. a contingency plan for operators, warnings in user’s manuals,
and safety-rg ; T ; f risk
reduction measures should be assumed in order to clarify which parts is the responsibility of thétarget
class of syst¢ms. A typical structure is a multi-layered protection structure for safety. Assufptio
the structurg of risk reduction measure are characterized by the following criteria:

— multi-layered structure to mitigate risks, over the environments and the target systems;

— parts off a system, which relates to risk reduction measures, including parts that might not be
defined pr recognized independently;

— riskredyction measures which contain human elements;

— detectability of loss of the function of risk reduction measure;

— frequenty of demand to perform a risk reduction measure.

NOTE1 IE€ 61508 series assumes that a safety-related system'ean be recognized independently.

NOTE 2 ISP 26262 series assumes that a driver plays a part of the safety-related mechanism and in¢ludes

aspects such as controllability of an event.

NOTE3 IE
demand modg

[ 61508 series gives three sets of integrity levels accordingly, each of which correspondf to a

to perform the functional safety mech@hism.

4.4 Specifying integrity levels

work

Figure 2 dep
of integrity
An integrity|
process of t
control, or n
combination|
process shal
attributes of

icts the relation among.key concepts in this part of ISO 15026. The goal of the frame
levels is to achieve tolerable risk relative to the system-of-interest and its environ
level claim is a requirement on a risk reduction measure identified in the risk treat
he system of interest. The integrity level claims, when satisfied, shall eliminate, :
nitigate any,_dangerous conditions of the system of interest. The dangerous conditic
with specific states of the environment result in adverse conditions. The risk treat
resultin tolerable risk, where risk is characterized by its adverse consequence, whid
severity and likelihood.

The integrit

ment.
ment
hvoid,
ns in
ment
h has

U level is the degree of confidence to which the system of interest meets its integrity

level

claims. Integrity level requirements are those requirements that when satisfied will provide the
necessary degree of confidence.

© ISO/IEC 2015 - All rights re
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4.4.1

. . Tolerable e
Residual risk . Initial risk
Risk
low Region rl high
] ’
I< Extent of reduced risk by [ Risk
risk reduction measures ?
==V is-about characterizes :
1 1
X X combination leads to
Integrity level claim B Adverse consequence [(m======—————— =
1
1
is a degree of $ 1 1
confidence of 1is described in terms of requirements to | >!
:avoid control or mitigate the consequences of I 1
Integrity level 1 " .
BIY eVl e 3 Dangerous condition State of environment
gives the required x
confidence of 4 imposes on
> system of interest,
Integrity level requirement -== development process, etc.
Legend: is / does i
I Leg A b= 3 B
| I
I DU . |
1 Means “A is B” or “A does B ]

ﬁ-—-—-—-—-—-—-—-—-—---q’—-—-’

Figure 2 — Relations among key concepts in this part of ISO 15026

Specifying an integrity level claim

Ani

egrity level claim is a statement about.a property of a system such that if the claim

is true, then

tolergble riskis achieved. An integrity leveltlaim shall be a statement satisfying the followinig conditions:

a) statement shall be a proposition on a system in the target class of systems and
related issues;

b)

—n

Achid
have
cond
consi

typic

—

htegrity level claim beingvalid shall be stated.

ving tolerable rigks'is executed during the risk treatment process. As means of risk tf
several differefit)options, claims can vary according to those means. The concept of
tion is intreduced to capture potential situations that lead to adverse consequencd
der meansto eliminate or avoid adverse consequence. Therefore, integrity leve
hlly defined in terms of dangerous conditions, as follows:

laitm stating to control a dangerous condition;

n their risk

ny assumptions on the-environment or the conditions of a system that are prerequisite to the

eatment can
a dangerous
and also to
| claims are

— C

— C

laim stating to avoid a dangerous condition;

ombination of the statements above.

Another type of integrity level claim can be considered for other risk reduction measures, including
dealing with risk sources and adverse consequences, as follows:

a) ¢
b) c

c ¢

laim stating to remove risk sources;
laim stating to mitigate the adverse consequences;

ombination of the statements above.

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=e9970dcd26fbfbd74e0d8c52434547dd

ISO/IEC 15026-3:2015(E)

For defining a set of integrity levels, precise claims are not necessary. For example, a claim may just
state that an assumed risk reduction measure performs in an expected way.

NOTE1 Typical options of risk treatment can be found in ISO 31000.
NOTE 2  Aclaim can be a statement of an arbitrary combination of the risk treatment options above.

NOTE3  The predicate that can be regarded as an integrity level claim in IEC 61508 is one regarding an E/E/
PE safety-related system satisfactorily performing the specified safety functions under all the stated conditions.

NOTE4  An example of the last type above is the corresponding proposition in ISO 26262 that a safety-goal,
which is defined for each hazard of an item, is satisfied.

4.4.2 Spe¢ifying a set of integrity levels

An integrity] level is assigned to a system-of-interest or a system element, and corresponds tpo the
worst-case 1jisk associated with the system. Integrity levels are usually expressed as a-set of levels, for
example, 1, 2, and 3 or a, b, and c. The integrity level of a system should be deterniined based dn the
worstrisk in all the categories of risk associated with the system. The set of integritylevels shall satisfy
the following requirements:

a) each integrity level in a set of integrity levels shall have a unique identifiet;
b) integrity levels shall be determined based on the following:
1) leve] of the worst-case risk associated with the system of interest;

2) required likelihood that the integrity level claims aresmet necessary to achieve tolerablg risk
(takling into account the likelihood that the environment is in a state pre-requisite tp the
dangerous condition resulting in an adverse consequence);

c) setofintegrity levels shall be given as graded degrees of the likelihood.

Likelihood that an integrity level claim is satisfied should be expressed in terms of “reliabiljty of
mitigating fynction” or “limit on rate of dangerous condition”.

NOTE1 Afypical expression of likelihood\is a range of probability.

NOTE 2  IE{ 61508 uses the terms “probability of a dangerous failure on demand of the safety function” and
“frequency offa dangerous failure ofithe safety function”.

o i
everity }Levelofrisk

Adverse consequence Likelihood

Integrity level claim not

met State of the environment Likelihood

Likelihood s

Dangerous condition of
system of interest

Figure 3 — Relationship between adverse consequence, state of the environment and integrity
level claim (informative)
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4.5

4.5.1

ISO/IEC 15026

Specifying integrity level requirements

Specifying a set of integrity level requirements

-3:2015(E)

A set of integrity level requirements is associated with a set of integrity levels and defined as those
requirements that provide appropriate level of confidence that the integrity level claim is met. A set of
integrity level requirements shall satisfy the following attributes:

a) each integrity level requirement defines the required evidence necessary to show that the

r

equirement is satisfied;

b)
d

Typid

— I

4.5.2

The d
decis
of int
was 1

4.6

The i
integ

Jo oot 34 | 1 3 £ Jdafi | o tl ot 1; R S N 3
ACl1l lllLCsl JL)’ ICVCI lc\iuu CITICTIU 15 UCTTITIICTU SUlIl Uildl LUllllJllﬂll\,C vvillil UIIT lC\iullC

emonstrated objectively.
al integrity level requirements include the following:

equirements on the necessary quality attributes of the requirementsdaad design
ocuments obtained from the technical processes in ISO/IEC/IEEE 15288,6r ISO/IEC/]

equirements on the necessary test coverage criteria for testing;

equirements on the specific analyses to be performed on a systerh and its elements;
equirements related to providing quantitative data;

equirements on system life cycle processes;

equirements on specific system development process models;

equirements on specific methodologies to be\used in development processes;
equirements on specific tools to be used‘in system development processes;

equirements on evidence to be used#o support claims based on usage history.

Specifying the justification-between integrity levels and their integrity level re

ocumented justification of'the adequacy of each set of integrity level requirements i
jon made by the integrity level definition authority. The necessary level of confidenc
egrity level requirements that provide that level of confidence will depend on the ri
sed to define the.integrity levels.

Specifying integrity level determination process

htegrity:level definition authority shall define a process guideline for the determinatio
Fity level, system element integrity levels, and achievement of required integrity levels i

ent can be

specification
EEE 12207;

quirements

a subjective
b and the set
sk class that

h of a system
h accordance

with

Clause 6, Clause 7, and Clause 9. The process guideline shall contain the following aspe

Cts:

a) process for determining system integrity levels;

b) process for assigning integrity levels to system elements, including definition of the pre-
requisite conditions for allowing a system element to have a lower integrity level than the

S

ystem integrity level;

c) processes for maintaining integrity levels during the design change process for the system.

© ISO/IEC 2015 - All rights reserved

11


https://iecnorm.com/api/?name=e9970dcd26fbfbd74e0d8c52434547dd

ISO/IEC 15026-3:2015(E)

5 Using integrity levels

5.1 Expected readers of this clause

The framework of integrity levels is used to share common understandings of risks of systems among
related stakeholders, especially between manufacturers and users of the system. Manufacturers can
include development branches in an organization, system-integrators, and vendors. Usually, those
manufacturers have a role in the determination of the required integrity level and the preparation
evidence demonstrating compliance with the integrity level requirements. The role of those
manufacturers is called the design authority. The users also vary accordlng to the characteristics of the
target class
a certificatign by some thlrd party organization. In this part of ISO 15026, such third party person or
organizatior] is called an integrity level assurance authority, which is expected to approvethe design
of the systerh based on the objective evidence produced to demonstrate compliance with the intggrity
level requirgments.

Ektablished in an integrity level-related definition
Integrity level claim Integrity levels Integrity level requirements

e 1 :'""1 5 Ou 1
i I R & o d kA
i (a risk-related ! H I F- ! (Corresponding requirements) ik,
:propositiononthe class: ":‘""’ : :". "1“"“""""""""“' : l":
1 of the target systems) I B B I ittt |
1 1 - - —— ‘-. ———————————————————————— 1
S (I S |

stablished by user

m

Integrity level claim for
the system-of-interest

Assignment of system

Required integrity level element integrity levels

Fe————————————————
roTmmmmmmmmm———— 1 == I (assignment of system |
! (arisk-related ! i I i (assig Y i
I ” 1 L I element integrity levels) 1
1 proposition on the ! H 1 [ e A
I system-of-interest) 1
] .
"""""""" Evidence
Evaluated integrity
level e e e .
! b
F=== i (Required evidence) :-i-'
b R "1
H 1 e e b bl "y
----- oy E----------------l
NOTE Solid\Jined square represents a class of products while a dashed line square represents an indtance

of a product.

Figure 4 — Integrity level related-products with their responsible person or organizations
(informative)

Figure 4 shows the list of integrity level related products where the products in the top half of the
figure will be provided by the integrity level definition authority and the products in the bottom half
will be established by a user of the set of integrity levels.
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5.2

ISO/IEC 15026

Purpose for using integrity levels

-3:2015(E)

The use of integrity levels contributes to providing grounds for stakeholder confidence and support for
their decision-making. An integrity level also provides a common language to share understandings of

risks

5.3

in a system-of-interest among several stakeholders.

Outcomes of using integrity levels

The following are results of the successful usage of integrity levels:

a)

sufficient integrity level claims that achieve tolerable risk for the system are defined;

b)

-+ =

c)

— s

d)

= O

6

LN

6.1

Deter
syste
level

A sys
integ
The 4
procq
deter

NOTE
1SO/1
those

NOTH
proje

Figun

he design authority and the integrity assurance authority on the acceptance criteria for

ystem elements with lower integrity levels than the system integrity level are ide
htegrity levels are defined, and the architectural features of the system\that justifi
wer integrity level are documented at a sufficient level of detail to justifythat the lov
bvel elements cannot prevent or impede performance of higher integrity level elemenf

bjective evidence providing adequate confidence that the integrity level claims w|
Uith the necessary level of confidence are produced.

ystem integrity level determination

General

mination of the system integrity level is typically done early in the development
m since the integrity level requirements angéd to be input to the project planning proce
determination should be done as part of'the process to define stakeholder requiremel

tem integrity level is a required integrity level for the whole of the system-of-intere
[ity level is determined basedcon information from outcomes of the risk managen
ystem integrity level determimnation process is given as a process view of the risk
ss. To determine a systemintegrity level, information about the system-of-interest i
mine dangerous conditions.

1 Detailed descriptions of the risk management process can be found in ISO/IEC
International Standards, their basic ideas are the same.

2 Detailéd description of the defining stakeholder needs and requirements definition pr
t planning/process can be found in ISO/IEC/IEEE 15288.

e {5 -Shows the example processes that relate integrity-level-related processs

deten

htegrity level requirements are defined to guide project planning, and provide an agreenlnent between

the system;

htified, their
es that their
ver integrity
S,

ere satisfied

ifecycle of a
ss. Integrity
nts.

st. A system
ent process.
management
b required to

IEEE 15288,

KC/IEEE 12207, ISO/ZEC/IEEE 16085, and ISO 31000. Although some terminologies are diffferent among

ocess and the

s, including

mination of a system integrity level assignment of system element integrity levels,

integrity level requirements.

6.2

Purpose of the system integrity level determination process

nd meeting

The purpose of the system integrity level determination process is to establish the integrity level of the
system consistent with achieving tolerable risk and to share an understanding of these risks among
related-stakeholders.

© ISO/IEC 2015 - All rights reserved
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6.3 Outcome of the system integrity level determination process

The following are the results of successful implementation of the system integrity level
determination process:

a) stakeholders who need to share an understanding of risk are identified;

b) standard which defines the set of integrity levels used is identified;

c) riskprofileis obtained as a result of a preliminary risk assessment processes, including information
on each risk containing at least the tolerable risk, potential adverse consequences, dangerous
conditions, risk sources, and the residual risk;

d) integrity level claims are identified;

e) required system integrity level is determined and agreed among the related-stakeholders;

f) integrity level requirements associated with the required system integrity level@are identified

The risk prdfile is obtained by at least one cycle of the set of the risk assessment processes, i.g
identification process, risk analysis process and risk evaluation process. After obtaining the
version of the risk profile, a required system integrity level can be determined.from the required g
of risk redu

6.4 Activ

ion from the estimated risk to achieve the tolerable risk.

ies of the system integrity level determinationprocess

integrity level determination process can be_implemented by applying the follg
ISO/IEC/IEEE 15288. Activities shown below'each process are derived from ISO
but are specific to determination of system integrity levels.

der Needs & Requirement Definition Precéss provides for the following activities:
tify stakeholders who need to share.an'understanding of the risks of the system-of-int
a definition of the system-of-interest;

rmine a standard in which@ set of integrity levels is defined;

he the integrity level claim in accordance with the stakeholder requirements d

systlem-of-interest.

Requirements Definition Process, with invocations of Risk Management Process, pro
bllowing activities:

rmine risk criteria and the tolerable risk of the system-of-interest;

yse risks of the system-of-interest and record the result to the risk profile;

. risk
first
xtent

wing
IEC/

brest;

f the

vides

give @ structure of the TiSK reduction measures, including the one impiemented by the
system-of-interest;

evaluate risks and record the result to the risk profile;

determine the required system integrity level;

The system
processes in
IEEE 15288
a) Stakeho
1) iden
2) give
3) detd
4) defi
b) System
for the f
1) dete
2) ana
3)
4)
5)
6)

specify integrity level requirements associated with the required system integrity level in
accordance with the system requirements of the system-of-interest.

The definition of the system-of-interest should be given from the view that the system-of-interest is
a part of the overall structure of risk reduction measures. In the above activities, it is not mentioned
explicitly but each work product should be agreed on among related stakeholders identified in 1) of a).
The required system integrity level can be used by the Project Planning Processes.

14
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Technical management processes Technical processes
Project planning process Stakeholder needs &
requirements definition
process

|

System requirements
definition process

Risk management
process

[€

Key

i

flow of processes

Figure 5 — Related processes in ISO/IEC/IEEE 15288 to' the system integrity level
determination process (informative)

7 Assigning system element integrity levels

7.1 |Purpose of the assigning system element integrity levels process

The purpose of the assigning system element integrity level process is to assign an integrjity level to a
system element consistent with the exten® of risk reduction the element contributes within the system.

7.2 |Outcome of the assigning system element integrity levels process
The dutcome of the assigning system element integrity levels process shall include the follpwing items:
a) setof system elements'is identified;

b) fpr each system.élement, the related stakeholders are identified and all agree thdt all related
stakeholderstare identified;

c) fpr each.system element, the required integrity level for the system element is det¢rmined and
dgreed among the related stakeholders.

7.3 “Activities of the assigning system element integrity levels process

The assigning system element integrity levels process can be implemented by applying the Architecture
Definition process in ISO/IEC/IEEE 15288 with invocations of the Risk Management process. The
following activities are derived from ISO/IEC/IEEE 15288 but are specific to the assignment of system
element integrity levels:

a) identify system elements from the view of risk reduction measures;
b) for each system element, identify and agree upon related stakeholders;

c) give definitions of the system elements and clarify dependency relations among them from the view
of risk reduction measures in accordance with the architectural design of the system-of-interest;
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d) determine for each system element a system element integrity level in accordance with the

depende

ncy relations;

e) identify for each system element integrity level requirements for the system element based on the
system integrity level.

Although in general there are several possibilities to consider how to partition a system into system
elements, the identification of the system elements should be based on the view that the system-of-
interest is a part of the overall structure of the risk reduction measures.

Key

v flq

Figure 6
8 Meetin
8.1 Genel

Meeting int
associated w
satisfied. Th
in system an
obtained du
regarded as
requirement

8.2 Purpose of meeting integrity level requirements

The purposs
stakeholders

Technical management processes Technical processes
Risk management I — ) Architecture definition
process Ié . process

w of processes

determination process (informative)

g integrity level requirements

ral

pority level requirements is a-process to make sure that integrity level requirer
ith the determined system integrity level and assigned system element integrity leve
e process is based on a cellection of evidence that is obtained during technical proc
d software lifecycle prdcesses. Typical evidence includes review, analysis, and test r¢
ing the verificationprocess. Confirming that the required level of risk is achieved ¢
a part of the activities in the validation process. The process of meeting integrity
s is a part of the-validation process.

of theimeeting integrity level requirements process is to reach agreement among r¢
thHat-the residual risk of the implementation of the system-of-interest is evaluated w

— Related processes in ISO/IEC/IEEE 15288 to the@System element integrity leviel

nents
Is are
esses
bsults
an be
level

lated
rithin

tolerable ris

o

8.3 Outcome of meeting integrity level requirements

The followin

g are results of meeting the integrity level requirements:

a) objective evidence upon which to base the required level of confidence that the integrity level

claims a

re correct and complete is produced;

b) objective evidence upon which to base the required level of confidence that the integrity level

claims a

re met is produced;

c) among the related stakeholders, especially between the design authority and the integrity level
assurance authority, agreement that the required integrity level is achieved.
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An assurance case that shows the relation between the data prepared for meeting integrity
level requirements and the associated integrity level claim could also be given to share common
understanding of risks of the system-of-interest among related stakeholders.

8.4 Activities of meeting integrity level requirements

The meeting integrity level requirements process can be implemented by applying the following
processes in ISO/IEC/IEEE 15288. Activities shown below the processes are derived from ISO/IEC/
IEEE 15288 but are specific to meeting of integrity level requirements.

a) Design Definition Process, System Analysis Process, Implementation Process, Integration Process,
ransition Process, Operation Process an alntenance Process, with invocatl

b)

DD

Pl

)

)

anagement Process, providing the following activities:

for each system element, collect objective evidence that is needed to demeonstratd
with the integrity level requirements associated with the integrity levelforthat sys

collect objective evidence that is needed to demonstrate compliance”with the in
requirements associated with the system integrity level.

erification Process providing the following activities:

)

)

for each system element, collect objective evidence that’demonstrates compliaj
integrity level requirements associated with the integrity level for that system ele

collect objective evidence that is needed to demonstrate compliance with the in
requirements associated with the system integrity level;

for each system element, verify that obtained evidence satisfies the integrity level r|
associated with each system element’s integrity level;

verify that the obtained evidence satisfy the integrity level requirements.

alidation Process, with invocations'of Risk Management Process, provides the followi

)

for each system element,”validate that the obtained evidence and the in{
requirements associatedwith the system element integrity level show that the sy{
integrity level is achieved;

validate that thé:ebtained evidence shows that the required system integrity levell

bns of Risk

e compliance
tem element;

tegrity level

hce with the
ment;

tegrity level

equirements

ng activities:

egrity level
tem element

is achieved.
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Technical processes

Technical managementprocesse

™ Design definition,

System analysis,

Implementation,

\ Integration, Transition,
Operation,

Maintenance and -

disposal process —

vt
Verification process

v

Validation process

Risk management process

Key

v flq

w of processes

Figure 7 4 Related processes in ISO/IEC/IEEE 15288 to the process of meeting integrity l¢vel
requirements (informative)

9 Agreement and approval authoriti€s

The people gr organizations fulfilling the following roles shall be identified as follows:
a) integrity level definition authority-(3.9);

b) design authority (3.5);

c) integrity level assurance authority (3.8).
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