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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate jnfields of mutual interest. Qther international organizations governmental and naon-governmental, in
liaison with |SO and IEC, also take part in the work.

In the field pf information technology, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Draft Internttional Standards adopted by the joint technical committee are circulated to national boflies for voting.
Publication @s an International Standard requires approval by at least 75 % of the national bodies casting a vote.

International Standard ISO/IEC 15026 was prepared by Joint Technical Committee tSO/IEC JTC|1, Information
technology, |Subcommittee SC 7, Software engineering.
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Information technology — System and software integrity levels
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The followin
International

Specific set of integrity levels or software integrity requirements. These must be-establish
oject basis, or for a specific sector and/or country. This International Standard.is applicg
y. The system integrity level and the integrity levels of the non-software caniponents are
ational Standard to determine the integrity levels of the software components.

lional Standard is intended for use by developers, users, procurers,»and assessors of soff
ontaining software for the administrative and technical support.of those products and syq

its. For software that performs a mitigating function, the property is the reliability with whi
st perform the mitigating function. For software whose failure can lead to a system threa
h the frequency or probability of that failure.

Pgrity requirements are requirements that must be met by the software engineering proce

software, requirements that must be met bysthe software engineering products, and/or re
true of the software’s performance overitime in order to provide a degree of confidence i

ional Standard does not prescribe the way in which integrity level determination is integra
m engineering life cycle progesses.
mative references

g standards contain provisions which, through reference in this text, constitute provisions
Standard{ At the time of publication, the editions indicated were valid. All standards are

ed either on a
ble to
only required

ware products
tems.

ntegrity level denotes a range of values of a software property necessary to maintain system risks within

ch the
, the property

ss used to
Juirements
N the software

ted with the

of this
subject to

revision, andl parties to)agreements based on this International Standard are encouraged to investigate the

possibility o
registers of

applying the most recent editions of the standards indicated below. Members of IEC and
curtently valid International Standards.

ISO maintain

ISO/IEC 2382-1:1993, Information technology - Vocabulary - Part 1: Fundamental terms.

ISO/IEC 2382-20:1995, Information technology - Vocabulary - Part 20: System development.

ISO 8402:1994, Quality management and quality assurance - VVocabulary.

IEC 50-191:1990, International Electrotechnical Vocabulary, Chapter 191: Dependability and quality of service.

IEC 300-3-9:1995, Dependability management - Part 3: Application guide - Section 9: Risk analysis of technological

systems.

ISO/IEC 12207:1995, Information technology - Software life-cycle processes.
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For the purposes of this International Standard, the definitions given in ISO/IEC 2382-1, ISO/IEC 2382-20,

ISO 8402 and

3.1

IEC 50-191 apply, except as modified or supplemented by the following definitions.

component : An entity with discrete structure, such as an assembly or software module, within a

system considered at a particular level of analysis.

3.2

degree of confidence:

In this standard the term degree of confidence is used only to mean the

degree of confidence that software conforms to its requirements.

3.3 design
system.
3.4 failure : ]

perform within

3.5 faultisol
consequential
3.6 function
3.7 initiating
3.8 integrity

of compliance

3.9 integrity
system risks wj
with which the
property is the

3.10 item: An
considered. A

3.11 mitigatin
initiating event

") ks e e H ' dlood H Y | H ) ] H bl
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he termination of the ability of an item to perform a required function or its inability to
previously specified limits.

htion : The ability of a subsystem to prevent a fault within the subsystem'from causing
faults in other subsystems.

: An aspect of the intended behavior of the system.
event : An event that can lead to a threat.

assurance authority : The independent person or erganization responsible for assessm
with the integrity requirements.

evel: A denotation of a range of values of aproperty of an item necessary to maintain
thin tolerable limits. For items that perform\mitigating functions, the property is the reliab
item must perform the mitigating functions For items whose failure can lead to a threat, th
limit on the frequency of that failure.

entity such as a part, component; subsystem, equipment or system that can be individug
N item may consist of hardware; software or both.

g function : A mitigating function is a function that, if provided successfully, will prevent
from becoming a specified threat.

3.12 risk: A flinction of the probability of occurrence of a given threat and the potential adverse

consequences

3.13 risk dime
economic, sec

of that threat's*occurrence.

nsion<=~A perspective from which risk assessment is being made for the system (eg safe
Lirity).

ent

lity

ty,

3.14 safety: T

"he expectation that a system does not, under defined conditions, lead to a state in which

human life, health, property, or the environment is endangered.

3.15 security
destruction, or

3.16 software

: The protection of system items from accidental or malicious access, use, modification,
disclosure.

integrity level:  The integrity level of a software item.
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3.17 subsystem: A subsystem is any system that is part of a larger system.

3.18 system : An integrated composite that consists of one or more of the processes, hardware, software,
facilities and people, that provides a capability to satisfy a stated need or objective.

3.19 systematic failure:

eliminated b

A failure related in a deterministic way to a certain cause, which can only b
y a modification of the design or of the manufacturing process, operational procedures,

documentation or other relevant factors.

3.20 system integrity level:

3.21 threat;

The integrity level of a system.

A _state of the svystem or svystem-environmentwhich can lead to adverse effect in one or
o4 Y

e

more

given risk di

4
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5.2 Ovsg

Symbols and abbreviations

Software integrity levels framework

mensions.

b symbols used in this International Standard. Where appropriate, abbreviations are expr
bring in the text for the first time.

to use this International Standard

of an independent integrity assurance authority is.fundamental to the proper use of this |
he integrity assurance authority is the person ororganization responsible for certifying cq
requirements. Decisions made during negotiation between the design authority and the i
uthority are documented. The decisions to.be negotiated include determination of releva
the specific integrity levels to be used, the specific criteria for assigning each level, the dg
allowed for specific architectural features of the design, and the requirements on the soff
uence of being assigned a particutar integrity level.

es described in this International Standard are presented as distinct from the overall syst
processes, but it is not the intention of this International Standard to prevent them from b
em engineering processes. Regardless of how the processes are implemented, complia
Standard requires-that all requirements within it are met.

.2 provides anoverview of the processes for determining integrity levels and software int
5. Clauses)6; 7 and 8 describe the processes in more detail and define the requirements

ES.

rView
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hternational
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Nt risk

bgree of

ware resulting

m
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U—D
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imposed on

Figure 1 shows an overview of the processes required to determine system and software integrity levels, and

software integrity requirements. Table 1 lists the inputs and outputs for each of the three main processes of system
integrity level determination, software integrity level determination, and software integrity requirements
determination.

A risk based approach to integrity level determination is used within this International Standard. Therefore the first
step in determining the corresponding system integrity level involves the
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performance of a risk analysis. IEC Standard 300-3-9 «Risk Analysis of Technological Systems» provides guidance
on the performance of risk analysis. Sufficient information must be acquired about the system, its environment and
the risk dimensions relevant to the system to allow a risk analysis to be performed. The risks analyzed should
cover all relevant risk dimensions such as safety, economic and security as agreed to by the design authority and
integrity assurance authority.

Any risks identified by the risk analysis must be evaluated to determine if the risk is tolerable. Once the system
design has been analyzed and evaluated to have tolerable risks, a system integrity level is assigned to the system.
The system integrity level reflects the worst case risk that is associated with the system.

The integrity level of the software within the system is initially assigned to be the same as the system integrity level.

The design of
would justify a:

he svustem mavhe analvzed to determine-if there are architectural features-in-the svstem
o4 Y P4 o4

design that

RISK ANALYSIS

OVERALL SYSTEM ENGINE

Esigning a lower integrity level to the software than that of the system.

EFRING

Requirements

New —
Threats Threat Identification I System Definition
Frequency Analysis Risk Dimensions
l System Engineering
Consequence Analysisl )
Risk
l Elimination/Reduction
- - Possibilities
Risk Calculation I g
RISK EVALUATION
Risks Tolerability of Risks Hardware Engineerin|
P | Risk Tolerability Decisions >
RISK CONTROL
(ASsociated with Software )
System Design
System Integrity
Risks Level Determination ) )
Threats _ Software Engineerin
Initiating-Events l ~ Risk _
. Elimination/Reduction
Software Integrity Possibilities
Level Determination
v
Software Integrity Software
Requirements Determinatipn Integrity

Figure 1 - Overview of Process for Software Integrity Level Determination and Application
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Table 1 - Inputs and Outputs

Process Inputs Outputs
System Integrity - relevant risk dimensions - risks
Level Determination | - system definition - threats

- environment definition
- system architecture (if available)

- tolerable frequency/probability of
threat occurrence

- initiating events

- initiating event frequency/probability

- system integrity level

- subsystem/software integrity level

- architectural features credited with

Software Integrity
Level Determination

- system integrity level
- subsystem/software architecture

—a tistof threatsand foreaciTthreat: reuuc,ing e inu—:gri[y 1evel

- tolerable frequency or probability
of occurrence of the threat

- initiating events that may lead to
the threat

- expected frequency or probability
of occurrence of each initiating

event

Softw
Requ
Deter

are Integrity
rements
mination

- subsystem/software integrity level - software'integrity requiremer

A system is
software, sg

software cofnponent of a system is assigned the integrity levehof‘the system. Software integrity level

involves the
from that of
subsystem (¢

software is acceptable to the design authority and integrity assurance authority for assignment to any

component

It is possiblg
determined
new risk infd

The softwar
mitigating fu
failures are

required that either the/mitigating function is provided reliably or the failure that would result in a threa

occur.

The determi

an integrated composite that consists of one or more components. A component can be
lely hardware, or can be a subsystem consisting of afurther breakdown of components.

analysis of the system architecture to determine.f the integrity level for a subsystem can
the system integrity level. This process can e applied recursively until the integrity level
onsisting solely of software has been determined, or until the integrity level of the subsys

n the subsystem.

that during the analysis of the @rchitecture that new threats and risks will be identified tha
fduring previous risk analysis.\.This would require risk analysis to be repeated to take into
rmation.

b integrity level is an.assignment which represents either the degree of reliability of provis

nction, or the required limit on the frequency of failure that could result in a threat. Since
strictly systematic failures, the software integrity level is an indication of the degree of con

hation‘and application of software integrity levels is part of the overall process of risk man

solely

nitially, any
determination
be lowered
for a

tem containing
software

it were not
account the

onofa
software
fidence
t will not

agement.

Risk manag

ement is conducted throughout a system or software product's life, and may be done iterd

tively as

various levels of detail of the design are decided, or as the design evolves. Figure 1 shows the relationships
between the overall system engineering processes and the risk management processes of risk analysis, risk
evaluation and risk control.

Iteration can occur if the system design is modified to incorporate risk elimination/reduction possibilities, if new
threats are identified as the system and software integrity levels are assigned, or if the system design does not
result in a tolerable risk.
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The software integrity level is used to determine how risk will be controlled, relative to the software components, by
identifying what requirements must be true of the software and the software engineering process in order to gain a

level of confidence in the software that is commensurate with its role relative to system risks. These requirements

are referred to as Software Integrity Requirements.

6 System integrity level determination

The system integrity level corresponds to the tolerable level of risk that is associated with the system. A system
can be associated with risk because its failure can lead to a threat, or because its functionality includes mitigation of
consequences of initiating events in the system’s environment that can lead to a threat. To determine the system
integrity level the-fottowing-stepsmustbedone:

a) Risk analypis determines the level of risk associated with the system. Risk analysis is the process af using
available ipformation to identify threats and to estimate the risks associated with the threats.

b) Risk evaluption is the process in which judgments are made on the tolerability of the risks. The outqomes of
both risk ahalysis and risk evaluation can result in changes to the system design to €eliminate or redyice risks,
which would require the risk analysis and evaluation processes to be repeated,

c) System integrity level assignment is done once a system design that has a(tolerable risk has been igentified.
The exact humber of integrity levels from which the selection is made and the criteria for distinguishing
between Igvels shall be negotiated between the Design and Integrity ASsurance Authorities.

6.1 Risk analysi

s

Risk analysis ghall be performed to answer three fundamental questions:
What ¢an go wrong? ( by threat identification )
How likely is this to happen? ( by frequency analysis )

What qre the consequences? ( by consequefice analysis )

With the resultp of these analyses, the risks canbe calculated. The outputs from risk analysis for each identified
risk are:

a) an expression of the risk'in-'suitable terms,

b) the threats associated with the risk,

c) the initiating events-associated with each threat, and
d) the assumed frequency of initiating event occurrence

The expression of risk resulting from risk analysis is used by the risk evaluation process to determine if the risk is
tolerable. All qutputs fremiirisk analysis are used by the system and software integrity level determinatioh
processes to determine.the required integrity level of the software components in the system.

A suitable guidefarrisk analysis is IEC 300-3-9 “"Risk Analysis of Technological Systems». As safety-gpecific
terminology is used in TEC 300-3-9, the terms "hazard" and «harm» must be interpreted as "threat” and «adverse
effect» respectively.
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The risk analysis may cover multiple risk dimensions such as safety, economic and security. The specific risk
dimensions to be covered shall be determined by the design authority and the integrity assurance authority.

6.1.1 Threat identification

Threats associated with the system should be identified together with the initiating events that could lead to the
threats. Threats are associated with a system if the failure of the system could lead to the threat, operation of the
system as specified could lead to the threat, or the system performs a mitigating function relative to an initiating
event in the environment that could lead to the threat. To identify threats not previously recognized, methods
covering the specific situation should be used and documented (see IEC 300-3-9). The system architecture (if
available) shall be taken into account during threat identification to ensure that failure modes specific to the

technologie

usedwithin the cycfnm are taken into account

6.1.2 Frequency analysis

Frequency §
When a faill
happening,

is practically

nalysis is used to estimate the likelihood of each initiating event determined hy,threat ide
re of the system is an initiating event, frequency analysis does not estimate the likelihood
but instead determines a limit on the frequency of failure that is consistent\with tolerable r
achievable.

Event frequ

event tree ahalysis (see IEC 300-3-9), or estimated using expert judgment:

Frequency gnalysis done during the system integrity determination grocess shall treat the system as

and shall n

account dur|ng the software integrity level determination process. The event frequency determined b

analysis ma
(Frequent, H

Frequency &
other events

6.1.3 Cons¢g

Consequen
measures th
associated
consequeng

6.1.4 Risk c
The risk asg

initiating eve
as (High Ris

ncy shall be estimated using relevant historical data, synthesize€d using techniques such

take into account the architecture of the system. The architecture of the system will be
be expressed in quantitative terms, or in qualitative terms indicative of ranges of freque
robable, Occasional, Remote, Improbable, or-Ineredible).
, or as part of a sequence of events.
quence analysis
e analysis is used to estimate the severity of the threat should the initiating event(s) occd
at may mitigate the consequence of the initiating event(s) should be identified. Each thrg
vith a consequence eategory from a set of categories that describe varying degrees of se
e such as (Catastrophic, Major, Severe and Minor).
blculation
ociated with each threat is calculated using a risk matrix that relates the frequency of occ

nts to the severity of consequences of the initiating events. The risk matrix assigns a rish
ki Intermediate Risk, Low Risk or Trivial Risk) to each combination of frequency and seve

htification.
of the failure
sk targets and

as fault tree or

h black box,
aken into

y frequency
ncies, such as

nalysis shall take into account that someinitiating events will only result in a threat in combination with

r. Any
bat shall be
verity of

urrence of
class, such
erity. Table 2

shows an example or a risk matrix taken rrom IeC sUU-3-9.
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Table 2 - Example Risk Matrix
Frequency of Indicative Severity of Consequence
Occurrence Frequency
(per year)
Catastrophic Major Severe Minor
Frequent >1 High High High Intermediate
Probable 1-10" High High Intermediate Low
Occasional 10" - 10° High High Low Low
Remote 10%- 10" High High Low Low
Improbable 10*-10° High Intermediate Low Trivial
Incredible <10° Intermediate Intermediate Trivial Trivial

The design authority and the integrity assurance authority shall agree upon any risk matrix used to_c¢aleUlate risk.
Agreement on [the risk matrix requires agreement on the appropriate ranges of initiating event frequencigs,
agreement on the consequence categories and their definitions, and the risk class associated With each|pair of
frequency range and consequence category.

6.2 Risk evalugtion

The judgment pn the tolerability of the risks calculated by the risk analysis process'shall be made by the design

authority and the integrity assurance authority. In some sectors this judgmentis-made against regulatory limits
established by|the sector regulatory agency.

6.3 System intggrity level assignment

The system infegrity level assigned initially will correspond to thethighest risk class assigned to any of the threats
associated with the system. The number of integrity levels will.eorrespond to the number of risk classed that were
identified. Table 3 shows an example mapping of risk classes to system integrity levels.

Table 3 - Mapping Risk Class to System Integrity Level

Risk Class System Integrity Level
High A
Intermediate B
Low C
Trivial D

This Internatiopal Standard does’/not prescribe the number of, or the denotations used for, the integrity l¢vels.

7 Software integrity level determination

The software integrity level represents an allocation of the system integrity level to a subsystem which cpntains

software as a component or consists solely of software. The software integrity level for a subsystem shall be initially
identical to the system integrity level.

This condition remains unless the software integrity level is reduced by taking into account:

a) architectural features of the system that mitigate the consequences of subsystem failures that otherwise
would result in a system threat occurrence,
b) architectural features of the system that provide redundancy of mitigating functions so that initiating events

are mitigated despite single or multiple failures within subsystems which have been allocated mitigating

functions, and

c) whether the subsystem plays any role relative to identified initiating events or mitigating functions.
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7.1 Assumptions in software integrity level determination

A system integrity level assignment exists for the system.

Architectural features of the system shall be defined in sufficient detail to allow identification of subsystem
roles and their interfaces.

inputs include:

- the System Integrity Level
- a list of threats and for each threat the following information:

- the initiating events that may lead to the threat

the expected freauenc\ornrahabhilitv of concurrence-of each initiatina event
g | o4 Lig >4 g

and identify any mitigating features of the architecture.

a)
b)
c) The
-a(
d) The
7.2 Red
To determin
a) ider
b) dete
resu
sub
thre
dep
isn
C) detq
resu
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ass
com
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d) detq
whd

ass
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faill

uction of software integrity level
e a possible reduction of a software integrity level, the following steps.shall be performed;

tify a set of subsystems which together comprise the completéSystem.

Bystem is assigned the same integrity level as the system. If the subsystem failure can o
At in combination with states of other subsystems,then the subsystem integrity level may
bnding on the outcome of the assessment defined in subclause 7.3. The assessment in s
bt mandatory, and should only be performedif-a lower subsystem integrity level is desired.

gned to the system. If the subsystem failure can only result in non-delivery of a mitigating

efinition of the architecture of the system in sufficient detail to determine the role of eagh

output is the software integrity level.

rmine if the failure of any subsystem, in isolation or in combination with states of other su
Itin a threat. If the subsystem failure in isolation results in a threat then the integrity leve

rmine if the failure of any subsystem, invisolation or in combination with states of other su
It in non-delivery of a mitigating function. If the subsystem failure in isolation results in a
tigating function then the integrity_level of the subsystem is assigned the same integrity Ig

bination with states of othersubsystems, then the subsystem integrity level may be redu
he outcome of the assessment defined in subclause 7.4. The assessment in subclause 7
datory, and should enly be performed if a lower subsystem integrity level is desired.

rmine if there are-subsystems with software components, whose failure cannot lead to a
se functionality is not associated with mitigation of any system events. Any such softwar

rehandling mechanism, the mechanism shall be assigned a software integrity level the s

subsystem

bsystems, will
of the

hly result in a
be reduced
ubclause 7.3

bsystems, will
on-delivery of
vel as that
function in
ed depending
.4 is not

hreat and
b shall be

gned thedowest integrity level. Fault isolation is necessary in order to ensure that a software failure
not leadto’a threat. The design authority and the integrity assurance authority must agre
uacy of architectural features to ensure adequate fault isolation. If the fault isolation is afhieved by a

b on the
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sys
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The degree of benefit, provided by architectural features in the reduction of software integrity levels from the

assigned system integrity level, shall be defined and agreed to by the integrity assurance authority and t
authority.

he design

The process described by steps (a) through (d) is applied recursively until the integrity level for all subsystems
consisting solely of software has been determined or until the integrity level of all subsystems containing software is
acceptable to the design authority and the integrity assurance authority for assignment to any software component

in these subsystems.

7.3 Reducing the software integrity level of software whose failure can result in a threat

threat in combination with other subsystems being in a particular state, then it may be possible to assign
stringent limit tp the software failure frequency than was used for the system. Frequency analysissmay
determine the |east stringent limit on the software failure frequency that is consistent with tolerable risk t

will take into a¢count dependencies between subsystems. The higher software failure frequency limit dg
can be used td repeat the risk calculation to determine if there is any change in risk class.and thus a low
associated intggrity level for the software.

Failure handling mechanisms can be used to detect software failures and to take‘action to prevent them
becoming initigting events. In these cases the software failure can only becogme an initiating event if the
occurs and the failure handling mechanism is ineffective. Examples of failtite handling mechanisms are
data integrity checks (software mechanism)

hardware watchdog timers (hardware mechanism)

manual recovery (human mechanism)

Redundancy cpn be used to prevent failures from leading to-threats, provided common mode failures be
redundant subpystems are avoided. If redundancy is used between software components, then a strate
software diversity must be used to avoid common mode\failures. When software diversity is used to low
stringency of the software failure frequency limit, the degree of benefit provided by software diversity an
definition of what constitutes adequate diversity shall be agreed by the design authority and the integrity
authority.
7.4 Reduding the software integrity fevel of software whose failure may result in lack of provision of
mitigafing functions

If the subsyste|
states, then thg
As in subclaus
of software reli

m failure can only result in non-delivery of a mitigating function in combination with other
e reliability of the'software can be lower than that required by the system for the mitigating
b 7.3, the techniques used for frequency analysis can be used to determine the degree of
ability from the reliability required of the system.

it on the

y result in a
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be used to
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