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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

Internationdl Standards are drafted in accordance with the rules given in the ISO/IEC Directives)H

The main tagk of the joint technical committee is to prepare International Standards. Draft Ifiternaf

Standards
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Introduction

Software and systems assurance and closely related fields share concepts but have differing vocabularies
and perspectives. This part of ISO/IEC 15026 provides a unifying set of underlying concepts and an
unambiguoususe ofterminologyacross thesevariousfields. It provides abasis for elaboration, discussion,
and recording agreement and rationale regarding concepts and the vocabulary used uniformly across
all parts of ISO/IEC 15026.

This part of ISO/IEC 15026 clarifies concepts needed for understanding software and systems assurance
and, in particular, those central to the use of ISO/IEC 15026-2 to ISO/IEC 15026-4. It supports shared

concepts,-issues and fprmlnn]ngy apphrqh]p across-a range of properties, qppllr‘ahnn mains, and

techrjologies.
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Concepts and vocabulary
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cope

part of ISO/IEC 15026 defines assurance-related terms and establishesran”orga
pts and relationships to establish a basis for shared understanding across/user com
ance. It provides information to users of the other parts of ISO/IEC 15026/including t

burance case and the support of those claims through argumentation and evidence. The
b context of assurance for properties of systems and softwaredwithin life cycle proc
Im or software product.

ance for a service being operated and managed on an ongoing basis is not covered in IS

\pplicability

Audience

iety of potential users of ISO/IEC 15026.gxists including developers and maintainers
and those who wish to develop, sustain, evaluate, or acquire a system that possessesr
ecific properties in such a way asto’be more certain of those properties and their r¢
EC 15026 uses concepts and terms consistent with ISO/IEC 12207 and ISO/IEC 15288 3
stent with the ISO/IEC 25000 series, but the potential users of ISO/IEC 15026 need ta
ences from concepts and.ferms to which they may be accustomed. This part of IS

Field of applicability

rimary purpose of this part of ISO/IEC 15026 is to aid users of the other parts of IS
oviding centext, concepts, and explanations for assurance, assurance cases, and int
e essential to assurance practice, details regarding exactly how to measure, den

analy]

whicT anumber are referenced and included in the Bibliography.

se particular properties are not covered. These are the subjects of more specialized

hized set of

munities for
he combined
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bsses for the

D/IEC 15026.
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quirements.
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understand
D/IEC 15026
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pgrity levels.
onstrate, or
standards of

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

NOTE

3.1
3.11

These are intended to be uniform through all parts of ISO/IEC 15026.

Terms related to assurance and properties

assurance
grounds for justified confidence that a claim has been or will be achieved

© ISO/IEC 2013 - All rights reserved
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true-false statement about the limitations on the values of an unambiguously defined property—-called
the claim’s property—and limitations on the uncertainty of the property’s values falling within these
limitations during the claim’s duration of applicability under stated conditions

Note 1 to entry: Uncertainties also may be associated with the duration of applicability and the stated conditions.

Note 2 to entry: A claim potentially contains the following:

claim’s property;

limitatio
limitatio
limitatio
duration
limitatio

Note 3 to ent
value or mult
boundaries of
be increment

3.1.3
assurance g

reasoned, auditable artefact created that supports the contention thatits top-level claim (or set of clg

is satisfied,
that support

Note 1 to enty

one orm

a body of

justificat

3.1.4

dependabil
collective te|
performancg

condition-related uncertainty.

argumenits that logically link the eyidence and any assumptions to the claim(s);

S OT UITE Vatue of Te Property associated WitiTthe CaimT (e-8- O TS Tange);
hs on the uncertainty of the property value meeting its limitations;
s on duration of claim'’s applicability;

related uncertainty;

s on conditions associated with the claim;

Fy: The term “limitations” is used to fit the many situations that-ean exist. Values can be a
ple single values, a range of values, or multiple ranges of values,dnd can be multi-dimensiong
these limitations are sometimes not sharp, e.g. they may invelve probability distributions an
1.

dse

ncluding systematic argumentation and(its underlying evidence and explicit assumg
the claim(s)

y: An assurance case contains the folowing and their relationships:

bre claims about properties;

evidence and possiblyiassumptions supporting these arguments for the claim(s);

ion of the choice(ofjtop-level claim and the method of reasoning.

ty

single
1. The
d may

ims),
tions

rm used to describe the availability performance and its influencing factors: reliability

, maintainability performance and maintenance support performance

Note 1 to entry: Dependability is used only for general descriptions in non-quantitative terms.

Note 2 to entry: ISO/IEC 25010[99] notes that “dependability characteristics include availability and its inherent or
external influencing factors, such as: reliability, fault tolerance, recoverability, integrity, security, maintainability,
durability, and maintenance support.” Several standards address dependability (e.g.[64] and[69]), and many more
address the qualities within it. IEC 60050-191 offers related definitions.[63]

[SOURCE: IEC 60300-1:2003]
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3.2 Terms related to product and process

3.21
process
set of interrelated or interacting activities which transforms inputs into outputs

[SOURCE: ISO/IEC 15288:2008 and ISO/IEC 12207:2008]

3.2.2

process view
description of how a specified purpose and set of outcomes may be achieved by employing the activities
and tasks of existing processes

[SOURCE: ISO/IEC 15288:2008, D.3]

3.2.3
product
resulf of a process

Note ] to entry: Results could be components, systems, software, services, rules, documents, or many other items.

Note P to entry: The “result” could in some cases be many related individual results. However, dlaims usually
relate to specified versions of a product.

[SOURCE: ISO/IEC 15288:2008 and ISO 9000:2005]

3.2.4
systdm
comblination of interacting elements organized to achieve one or more stated purposes

Note ] to entry: A system may be considered as a product or as the services it provides.

Note ? to entry: In practice, the interpretation.of its meaning is frequently clarified by the use of an associative
noun,|e.g. aircraft system. Alternatively, theZword “system” may be substituted simply by a cont¢xt-dependent
synorlym, e.g. aircraft, though this may thenobscure a system principles perspective.

[SOURCE: ISO/IEC 15288:2008]

3.2.5
requjrement
statement that translates.or expresses a need and its associated constraints and condition}

Note [l to entry: Requirements exist at different tiers and express the need in high-level form [e.g. software
comppnent requirément).

[SOURCE: ISO/EC/IEEE 29148:2011]

3.2.6
Syste melement

member of a set of elements that constitutes a system

Note 1 to entry: A system element is a discrete part of a system that can be implemented to fulfil specified
requirements. A system element can be hardware, software, data, humans, processes (e.g. processes for providing
service to users), procedures (e.g. operator instructions), facilities, materials, and naturally occurring entities
(e.g. water, organisms, minerals), or any combination.

[SOURCE: ISO/IEC 15288:2008]

© ISO/IEC 2013 - All rights reserved 3
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3.3 Terms related to integrity level

3.3.1

integrity level
claim of a system, product, or element that includes limitations on a property’s values, the claim’s scope
of applicability, and the allowable uncertainty regarding the claim’s achievement

Note 1 to entry: Generally, the intention is that maintaining limitations on a property’s values related to the
relevant items will result in maintaining system risks within limits.

Note 2 to entry: Adapted from ISO/IEC 15026:1998.

3.3.2

integrity ley
set of specifi
activities in
within the ré

Note 1 to ent
integrity leve

Note 2 to enft
requirementg
clarity and bsd

Note 3 toentr
(e.g. software
the importan
Since both a ¢
system or sof]

3.4 Term

3.4.1
consequeng
effect (chang
allowed, faci

Note 1 to entf
3.1.8
risk
combination

Note 1toentr

Note 2 to entr

Vel requirements

bd requirements imposed on aspects related to a system, product, or element and'assoc
order to show the achievement of the assigned integrity level (that is, meeting its ¢
bquired limitations on uncertainty; this includes the evidence to be obtained

ry: Since an integrity level is defined as a claim, the two phrases “achievement of the asj
“and “meeting its claim“ are equivalent.

ry: In ISO/IEC 15026:1998, 3.3.1 and 3.3.2 are referred to as the “integrity level” and “int
" respectively. The latter has been changed to “integrity level requirements” both for incy
cause this is common usage in safety.

y: IEEE Std 1012:2004 defines “integritylevel” as “avalue repfesenting project-unique characte
complexity, criticality, risk, safety level, security level, desired performance, reliability) that

e of the software to the user.” Thatis, an integrity level isaa value of a property of the target soft

laim and a statement that a property has a particular value can be regarded as a propositid
fware, the two definitions of integrity levels have significantly the same meaning.

5 related to conditions and consequences

e
e or non-change), usually associated with an event or condition or with the system and us

y: It could yield a benefit,.a loss, or neither.
of the probability of an event and its consequence

: The tetm/‘risk” is generally used only when there is atleastthe possibility of negative consequ

y: {iySome situations, risk arises from the possibility of deviation from the expected outcome or

itated, caused, prevented,¢hanged, or contributed to by the event, condition, or system

iated
laim)

igned

Pority
eased

ristics
efine
ware.
n of a

ually

Ences.

pvent.

Note 3 to entry: See ISO/IEC Guide 51 for issues related to safety.

[SOURCE: ISO/IEC 16085]

3.4.2

adverse consequence
undesirable consequence associated with a loss

3.4.3

desirable (or positive) consequence
consequence associated with a benefit or gain or avoiding an adverse consequence

© ISO/IEC 2013 - All rights re
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3.4.4
error
erroneous state of the system

3.4.5

fault

defect in a system or a representation of a system that if executed/activated could potentially result in
an error

Note 1 to entry: Faults can occur in specifications when they are not correct.

3.4.6

attadk
malidious action or interaction with the system or its environment that has the potential fo result in a
fault pr an error (and thereby possibly in a failure) or an adverse consequence

violation
behayiour, act, or event deviating from a system'’s desired property or claimof interest

Note ] to entry: In the area of safety, the term “violation” is used to refer tg’a-deliberate human coptravention of
a prodedure or rule.

3.4.8
failure
termination of the ability of a system to perform a requiredfunction or its inability to perform within
previpusly specified limits; an externally visible deviation from the system'’s specification

3.49
systdmatic failure
failure related in a deterministic way to a certain‘cause that can only be eliminated by a modifjication of the
desigp or of the manufacturing process, operational procedures, documentation or other relgvant factors

3.5 |Terms related to organization

3.5.1
orgahization
persdn or a group of people and facilities with an arrangement of responsibilities, authorities and
relationships

Note [l to entry: A bodyJof persons organized for some specific purpose, such as a club, union, c¢rporation, or
sociefy, is an organization.

Note 2 to entry: An identified part of an organization (even as small as a single individual) or an id¢ntified group
of organizations can be regarded as an organization if it has responsibilities, authorities and relatignships.

[SOUREEZISO/IEC 15288:2008]

3.5.2

approval authority

person (or persons) and/or organization (or organizations) responsible for approving activities,
artefacts, and other aspects of the system during its life cycle

Note 1 to entry: The approval authority may include multiple entities, e.g. individuals or organizations. These can
include different entitles with different levels of approval and/or different areas of interest.

Note 2 to entry: In two-party situations, approval authority often rests with the acquirer. In regulatory situations,
the approval authority may be a third party such as a governmental organization or its agent. In other situations,
for example, the purchase of off-the-shelf products developed by a single-party, the independence of the approval
authority can be a relevant issue to the acquirer.

© ISO/IEC 2013 - All rights reserved 5
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3.5.3
design authority
person or organization that is responsible for the design of the product

3.54

integrity assurance authority

independent person or organization responsible for certifying compliance with the integrity level
requirements

Note 1 to entry: Adapted from ISO/IEC 15026:1998, in which the definition is: “The independent person or

organization responsible for assessment of compliance with the integrity requirements.”

4 Organi

Clause 5 of
systems and
ISO/IEC 150
cover terms,
ISO/IEC 150
in the clause
Bibliography

5 Basic dqoncepts

5.1

This clause d

5.2 Assul

ISO/IEC 150!
stakeholders
involving co
degree of dg

arguments ajnd evidence to establish'a’rational basis for justified confidence in the relevant claims

the system’s
behaviour, a
decisions re
reliance on t

Assurance is
relates to pl3
estimations,

Introgduction

zation of this International Standard

this International Standard covers basic concepts such as assurance,rstakeho
products, uncertainty, and consequence. Clause 6 covers some issues_ofs\which us
P6-2, ISO/IEC 15026-3 and ISO/IEC 15026-4 need to be initially aware~(lauses 7, 8,

concepts, and topics particularly relevant to users of ISO/IEC 15026-2/SO/IEC 15026-
P6-4, respectively, although users of one part can also benefit from some of the inform
5 for other parts. A Bibliography is included at the end. Referencés to numbered items

are shown in brackets throughout.

overs the concepts and vocabulary fundamental to all parts of ISO/IEC 15026.

ance

6 uses aspecificdefinition forassurance as being grounds forjustified confidence. Gene
need grounds for justifiable ceffidence prior to depending on a system, especially a sy
mplexity, novelty, or technoldgy with a history of problems (e.g. software). The greats
pendence, the greater theneed for strong grounds for confidence. The appropriate

properties need to be ‘made. These properties may include such aspects as future
hd consequences, Throughout the life cycle, adequate grounds need to exist for justi
ated to ensuring/the design and production of an adequate system and to be able to
hat system,

a term ‘whose usage varies among the communities who use the term. However, all
cinglimitations on or reducing uncertainty in such things as measurements, observa
predictions, information, inferences, or effects of unknowns with the ultimate object]

|ders,

brs of
hnd 9
3 and
ation
n the

rally,
rstem
br the
valid
hbout
Costs,
fying
place

1sage
tions,
ive of

adis for

achieving a

crortT

d/or shaowinag a claim Such a9 roeduction in uncertaintv mav nrovide an imnraved ha
&/orSHeWiRE >HeaeadcHeoHh-dhcer ity Hay-proviae - HRproveasb

justified confidence. Even if the estimate of a property’s value remains unchanged, the effort spent in
reducing uncertainty about its value can often be cost-effective since the resulting reduced uncertainty
improves the basis for decision-making.

Assurance may relate to (1) would the system or software as specified meet real-world needs and
expectations, to (2) would or does the as-built and operated system meet the specifications, or to both
(1) and (2). Specifications may be representations of static and/or dynamic aspects of the system.
Specifications often include descriptions of capability, functionality, behaviour, structure, service, and
responsibility including time-related and resource-related aspects as well as limitations on frequency
or seriousness of deviations by the product and related uncertainties.

Specifications may be prescriptions and/or constraints (e.g. for and on product behaviours) as well
as include measures of merit and directions regarding tradeoffs. Generally, specifications place some

© ISO/IEC 2013 - All rights reserved
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limitations on when they apply such as on the environment and its conditions (e.g. temperature) and
possibly the conditions of the product (e.g. age or amount of wear).

5.3 Stakeholders

Through their life cycle systems and software have multiple stakeholders who affect or are affected by
the system and the system life cycle processes. Stakeholders might benefit from, incur losses from, impose
constraintson,orotherwisehavea“stake”inthesystem,andthereforearethosethatprovidetherequirements
for the system. Stakeholders can include non-users whose performance, results, or other requirements might
be affected, e.g. entities whose software is executing on the same or networked computers.

A differen P yV Imposes constraints or has
interests involved with the system. This International Standard includes the attacker as @|stakeholder;
however, some in the security community and elsewhere exclude attackers from theip us¢ of the term
“stakgholders.”

The relevant stakeholders whose requirements are of concern include not only|the system’s owners and
usery, but also developers and operators who need to identify requirements’ for the development and
operation of the system. Depending on conditions and consequences, the various stakeholders require
grounds for justified confidence in properties of the system for which they identified requirements.

5.4 [System and Product

To b¢
throu

e consistent with ISO/IEC 15288 and ISO/IEC 12207)1SO/IEC 15026 uses the te
ghout. Users of this standard who are more familfat with using the term “product’
that |system” includes products and services that are.the results of processes as well
and qystem or software elements or components..-While primarily motivated by concern
prodiiced (at least in part) by human-controlled<er artificial processes, this standard ca
redug¢ing uncertainty about a system’s dependefice on natural phenomena as well.

'm “system”
should note
as software
for systems
h be used in

5.5 |Property

1SO/I1
prop¢
consg
apro

EC 15026 relates assurance torequirements of a property of a system or softwar
erty might include a conditieh, a characteristic, an attribute, a quality, a trait, a measu
quence. A property mightbeinvariant, or dependent on time, situation, or history.In IS
perty is expected to be relevant directly or indirectly to a system or systems and thus

requirements.

Prop
they

invol
futur

Many

erties may have requirements for what they were in the past, what they are presel
ill be in the future. Generally, the last is the most important in ISO/IEC 15026. As thi
Ues predicting the future, it is often the most difficult and uncertain to attain; therefor
e behaviour and consequences (see 5.8) often become principal issues in its assuranc

of thé properties with requirements are qualities of the system. Several standards

e product. A
rement, or a
D/IEC 15026,
have related

ntly, or what
s knowledge
e, a system’s

h

and reports

providelists and definitions of qualities that could be the subject of assurance including ISQ

[EC9126-1,

ISO/IEC 25010 and the related series, ISO/IEC 2382-14, ISO 9241, ISO/TR 18529, and ISO/TS 25238.

This use of the term “property” derives from, is consistent with, and subsumes the broad use of the term
“property” in ISO/IEC 25010 where it is used spanning properties that are inherent or not, internal,
external, and in use or context.

Producers and other stakeholders may prioritize properties such as efficiency and reliability and
perform trade-off studies between them and their related requirements. A number of techniques have
been created for addressing these trades, such as those in [25], [64], [122], [157] and [40]. The specifying of
a top-level claim for a property is sometimes the result of analyses including trade-off studies.
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5.5.1 Properties as behaviours

Often the property is specified as behaviour. During performed operations, behaviour-related properties

might be for

Restrict

mally specified as a combination of:

ion on allowed system states (sometimes called the “safety property”).

Constraints on flows or interactions; requirements for separation constraint.

System states that must be reached; required progress or accomplishment (“liveness property”).

These kinds of properties can be stated as conditions or constraints that must be true of the system.!

In practice,
transitions 1

Many kinds
as constrair
flow constrd
including ac
communicat]

5.6 Uncel

Uncertainty
uncertainty
be modelled
predictionsd
usages may |

The degree d
vary by indi
claims,theh
into a degre

hese are non-triviat and modulartzed, Involving time and starting state(s) as wett as
elated to interaction with the system’s or software’s environment.

of flows such as of gases, fluids, traffic, or information are of possible interest as
ts on them such as non-interference and separations to be maintained." In add
lints are often convenient or necessary to specify aspects of informatien securit
Cess control mechanisms and policies and restrictions on informatignyevertly or coy
ed,

tainty and confidence

is used in ISO/IEC 15026 as an inclusive term. It coyérs’lack of certainty whethe
can be modelled probabilistically or not. Uncertainty can include vague notions tha
without the use of probability. Certain communitieSdestrict the application of this te
ffuture events, to physical measurements alreadyimade, or to unknowns. While these li}
pe convenient within those communities, ISO/IEC*15026 users span many communitie

f confidence that can be or is justifiably engendered based on a specific assurance cas
[vidual or organization and the situatien,*The less uncertainty about an assurance
gher the degree of justified confidence,However, the conversion of an amount of uncert

well understfood. For this and other reasons,.consequences are sometimes directly included with

assurance cd

se. While this closes a logical gap, it does not remove the decision maker’s act of judge

regarding the merited degree of confidence.

5.7 Condi

The assuran|

tions and initiating events

ce case needs to cover all the conditions that could have a significant negative effect d

conclusion ajnd uncertainty.of the top-level claim. The potentially relevant universe of condition

eventscanb
be difficult v

Historically,
volume of ch|

e hard to intitially identify[2] and ascertaining which ones might have a significant effe
Fithout at least initially including them in the assurance case.

the'one condition that has received the most attention is system failure. A subst

state

well
ition,
y[135]
rertly

r the
[ may
rm to
mited

D.

e may
Case’s
ainty

e of justified confidence in suitability for certain applications is not straightforwajrd or

n the
ment

n the
s and
't can

hntial

pcoklists, practice, and literature exists concerning system failure (e.g,[2],[71] and[14] Ch|

apter

18 page 475-524). While much of this work has been done in the communities addressing safety, security,
or human error, system failure can result in less achievement of a positive property or consequence as
well as negative properties or losses.

Thedangerousnessofsystembehaviours candifferbythe conditions ofitsenvironment. Thesebehaviours
and conditions often need combining during analysis to establish whether adverse consequences will
result or not. The actual conditions of its environment might or might not be known within the system
depending on its sensors or inputs and their processing.

1) If specified formally, this can allow static analysis of conformity of designs and code, potentially adding
creditable assurance evidence.
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The designers of the system might or might not be cognizant of all the initiating events for a condition
within the environment; however, dangerous conditions may need to be dealt with even though not all
of their initiating events are known or recognizable.

5.8 Consequences

Outside the system, much of the reasoning is based on conditions that could lead to adverse consequences
and their initiating events or preconditions. Inside the system reasoning is based on conditions that can
lead to dangerous system behaviours and the initiating events or preconditions for these conditions.

In practice, claims can extend beyond the boundaries of the system or its behaviours. In particular,
claimscan place limitations on CONSEqUENCes Of a SyStem's benaviour and/or system-rejated events,
activities, and/or conditions - especially on the values of consequences. One may refer to:

A corfsequence is desirable or undesirable from a stakeholder’s perspective, viewpoint otf interests. A
consgquence may occur anywhere in the system’s life cycle.

In complex socio-technical systems, explanations of mishaps or claim vielations canndt be limited
to “cpmponent” failures. Adverse consequences can result from normal-behaviour variability and
ended or unanticipated interactions.[5Z][54] Regardless of how, they arise, dangeroys conditions

Attadkers can possess capabilities, resources, motivations, and-intentions that enable them to initiate
and ¢arry malicious efforts to violate a claim. Violators use their capabilities to take gdvantage of
-provided and/or environment-provided opportunities called vulnerabilities, i.e. “Weaknesses...
that qould be exploited or triggered by a threat source’ft50].2)

A sorhetimes misunderstood point is that maliciousness and subversion are concerns eyen when no
secullity-related system property is involved. Malicious developers might have an effect gn successful
achievement of almost any property.

Severjal standards or reports mention consequences associated with systems within a spefific domain.
Exanjples include ISO 14620,[79] ISO 197086,[81] and ISO/TS 25238.[121] Risk management sthndards also
addr¢ss consequences, for example ISO/IEC 16085[21land ISO 31000.

sing multiple parts of ISO/IEC 15026

6.1 |Introduction

u

ISO/IEC 15026 ortits parts can be used alone or with other standards or guidance. The parts of
ISO/IEC 15026 €ah be mapped to most life cycle standards and can use any set of well-defihed qualities
or prpperties|

6.2 |Initial usage guidance

The properties and/or claims covered when using ISO/IEC 15026 are entirely up to the users of the
standard who are responding to the system’s stakeholders’ needs and requirements. Any property
or claim may be selected for an assurance case, regardless of its importance or related risk; however,
the parts of ISO/IEC 15026 are designed primarily for those properties that one or more primary
stakeholders deem as critical. ISO/IEC 15026-4 uses the term “critical properties” for these stakeholder
priorities and requirements.

While ISO/IEC 15026-3 is generally backwards compatible with ISO/IEC 15026:1998, transitioning
to ISO/IEC 15026-3 will require dealing with some differences. ISO/IEC 15026-3 will open up new
engineering and decision options, because it takes not only a standalone perspective but also one that

2) For many purposes, the meaningfulness and need to separate vulnerabilities from other weaknesses can be
low or non-existent. In addition, a question always exists about the current and future contexts that are relevant for
“could be exploited or triggered”.
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includes relating integrity levels to an assurance case. ISO/IEC 15026-3 concentrates more on the
system itself and its integrity levels rather than on external risk analysis and also includes the creation
of integrity levels. Clause 8 discusses integrity levels.

6.3 Relationships among parts of ISO/IEC 15026
The parts of ISO/IEC 15026 are:

— ISO/IEC 15026-1, Concepts and vocabulary, explains concepts and terms as a basis for all Parts of this
International Standard.

ISO IEC 1CN2c D V| eI ea 3 ol PEP- TR E RPN 20} £ ath BnEart
TOUZ O~ Z, 71o0ur artCC—CUST, ITIICTOUT S~ T UUIT CIIICTICS U CIirC CUTITCTTTC

assurange case.

aa-d faaa ot f h
ae—straetare—ql the

— ISO/IEC|15026-3, System integrity levels, relates integrity levels to the assurance case.ahd indludes

requirements for their use with and without an assurance case (revises ISO/IEC 15026:1998)

— ISO/IEC|15026-4, Assurance in the life cycle, gives assurance-related guidance and\récommenddtions
for specific activities throughout system and software life cycle processes.

While ISO/IEC 15026-2, ISO/IEC 15026-3, and ISO/IEC 15026-4 provideca‘separation of assufance
topics and mpay be used alone, they may be used together because they-form a related set. Thig part
of ISO/IEC 15026 provides background, concepts, and vocabulary thatare applicable to all threg and
pductions to coverage of ISO/IEC 15026-2, ISO/IEC 15026+3; and ISO/IEC 15026-4.

The assurance case is relevant to a greater or lesser extent ifivall parts, although ISO/IEC 15026-4
discusses achieving the claim and showing the achievement of'the claim whether or not such “shoying”
is contained|in an artefact specifically called an “assurance.case.”

ISO/IEC 150R6-2 concentrates on the contents and structure of the assurance case. ISO/IEC 15026-3
relates integrity levels and assurance cases by describing how integrity levels and assurance casgs can
work togethler, especially in the definition of specifications for integrity levels or by using integrity
levels within a portion of an assurance case. This relationship is governed by the degree of risk and
dependencigs in the system.

If the risks qr the risk treatment are notwell understood or if the dependency structure of the yhole
system or thke choice of suitable claims\s unclear, then using an assurance case is the better choicq than
using integr|ty levels. This particularly is the case when facing new kinds of risks or using a new kind
of risk treatent. In these situations, justifying the choice of the top-level claim for the assurancg case
is important

When the rigks and theirtreatment are well understood, however, developers need not justify the dhoice
of the top-lejvel claim.and need only select the proper claims for their context from a known sef—an
integrity level from\a-set of integrity levels. In these situations, the generic arguments created Hy the
definers of the integrity level provide the justification that meeting the integrity level requirerpents
will adequatelyxshow the meeting of the integrity level. Such a justification (e.g. a generalized assufance
case) is usualy-ereated-one-timebyaseparateorganizationand sed-by-multipleprojeets

ISO/IEC 15026-4 includes assurance-related guidance and recommendations for activities across the
life cycle processes including activities that extend beyond those directly related to an assurance case,
e.g. project planning for assurance-related considerations.

6.4 Authorities

Parts of ISO/IEC 15026 involve “authorities” as defined in Clause 3, Terms and definitions. For example,
ISO/IEC 15026-3 includes obtaining agreements between the design authority and the integrity
assurance authority. Additionally, a new system needs the approval authorities of acquirers to take
charge of analysing the process of creating assurance cases with the design authority and the integrity
assurance authority of the suppliers.

10 © ISO/IEC 2013 - All rights reserved
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However, the “approval authority” for the assurance case is not necessarily the judge of conformance
to a Part of ISO/IEC 15026. To the extent possible claims of conformance to Parts are judged on aspects
that are more straightforward and more difficult to dispute than the quality of artefacts and decisions
judged in the context of the system or project. In practice, contracts can explicitly call for the acquirer to
be the approval authority or the approver of conformance to parts of ISO/IEC 15026.

7 ISO/IEC 15026 and the assurance case

7.1 Introduction

ISO/IET T50Z6-Z covers the structure and content of an assurance case. It describes the fjive principal
complonents of an assurance case: claims, arguments, evidence, justifications, and assuthptions. The
purppse of an assurance case is to improve assurance communications by infoyming dtakeholders’
decisjon-making and supplying grounds for needed stakeholder confidence. Thenndst cofnmon use of

an aspurance case is to provide assurance about system properties to parties ngt¢closely in

trut

When the top-level claim is about sdfety, security, dependability or RAM (reliabilit
aintainability), assurance cases associdted with these claims are called safety cases, s¢
deperfdability cases or RAM cases, respectively. See,[139],[142] [143] [146] [154] [155] [168] [74] [22],[23]

volved in the
tification or
and confirm

n where the
nder a fixed
cal theory is
'stems in the
rthing which

y, availability
bcurity cases,
and[24] in the

f content, its
bmpleteness,
ity, validity,
rtainty. One

The quality-
IEC 15026.

[164] covers a sybstantial list of quality-related characteristics for assurance cases.
bd aspects of arl assurance case are not covered in ISO/IEC 15026-2 or any part of ISO

ubstantivemodifications in the system, changes in the environment, or changes in tle assurance
top-levelclaims will necessitate recorded changes to the assurance case. Thus, an aspurance case
ly cositains a progressively expanding body of evidence built up during development pnd later life
activities that responds as required to all relevant changes [[139], p. 5].

Any s
case’s
usual
cycle

NOTE An assurance case’s claim(s) on the values of properties could include the system’s entire set of
requirements for a property of interest. One example might have a top-level claim composed of (1) required
limitations on consequences (2) functionality and properties of the system itself (e.g. that this functionality
cannot be bypassed). The qualities defined in the ISO/IEC 25000-series include qualities related to functionality
and constraints. The Common Criteria v. 3.1 Revision 2[30] is also interested in both.

7.2 Justification of method of reasoning

An argument has an associated justification for the validity or merit of its method of reasoning. The
method of argument can be an additional source of uncertainty.

A variety of bases for argumentation and analysis in the assurance case might be used, and these
vary in their applicability, power, resulting accuracy and uncertainty, and ease of use. Subjects of and
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approaches to reasoning differ among communities having differing motivations, mindsets, and often
multiple methods of reasoning.

Examples of

Non

methods of reasoning include:

Quantitative:
Deterministic (e.g. formal proofs).

-deterministic formal systems for reasoning:

Probabilistic,

Qualitat

Complex pr¢
art to “quan
absence of a
or evaluate {
and judgems
judgements f

subjective judgement within the assurance case can lead to additional uncertainties, so, generally,

as with assu

The pattern
usually des
probability i
adversary dg
to achieve su

7.3 Mean

For any prog
observation
The evidencd
3, section 9.1

The body of]
framework
in its source

Game theoretic (e.g. minimax), or

Other uncertainty-based formal systems of reasoning (e.g. fuzzy sets).

ducts and situations—and any involving humans—are beyond.the' current state
Fitatively” create precise and accurate predictions. Subjective judgements are used i
fordable, suitable, more objective methods and techniques or wifere needed to supplg
he results of such techniques. Supplementing quantitative techniques with expert r¢
nt is widely used and generally accepted. As with otherforms of argumentation, subjg
ake the form of a claim and its support. While sometimésnecessary or advantageous,

mptions) the less critical the judgement is the better.

5 of occurrences of “natural” events and common, non-malicious human behaviour
ribed probabilistically. However, possibilities for intelligent, malicious actions v
s not determinable or not knowable is<particularly a concern if the intelligent, mal
liberately violates any probability estimates one could make regarding their behavioy
rprise. This distinction is central to.the difference in reasoning between safety and sec

5 of obtaining and managing evidence

erty, many means of obtaining evidence exist. Among these are human experience, hi
, measurements, tests, evaluation and compliance results, analyses, defects, and infere
e should achieve the'objectives claimed in the assurance argument (MoD DefStan 00-4
(139]),

evidence can’ become quite large and may need to be organized and managed by
roviding permanence and traceability of the evidence in order to provide users confi
contents and validity. One guidebook[150] indicates:

ive (e.g. staff performance evaluations, court judgements, and qualitative statements of
event causality.

f the
n the
ment
Pview
ctive
1se of
(just

s are
Uhose
cious
I, e.g.
urity.

story,
nces.
b Part

some
lence

h

Evidenc

b 'should be uniquely identified so that arguments can uniquely reference the evidencg.

Evidence should be verifiable and auditable.

Evidence should be protected and controlled by configuration management.

Evidence needs to be accompanied by the metadata needed to properly use it within the assurance case.

This last point is simply a restatement of what testing is supposed to achieve related to the assurance case.

7.4 Certifications and accreditations

Every aspect having potential significant consequences for meeting the top-level claim or for the
confidence of key stakeholders has a potential place in a full assurance case evidence. It should not only
give coherent confidence to stakeholders, but also contain enough information to be used by certifiers

and accredit

12

ors.
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The aviation and nuclear power industries have long histories of standards and certifications, and the
security community in ISO/IECJTC 1/SC 27 has been working on the topic of assurance for many years.
Security examples include the Common Criteria, FIPS 140 for cryptology, and ISO/IEC 27002, Information
technology-Code of Practice for Information Security Management, combined with ISO/IEC 27001
(formerly with UK standard BS 7799-2:2002) form a basis for an Information Security Management
System (ISMS) certification of an operational system. The UK Ministry of Defence and Civil Aviation
Authority have also produced standards of interest including assurance-case-based standards for
reliability, maintainability, and safety—e.g,[139] [142] [143] [22] and.[23] Many standards are listed in the
Bibliography.

The safety community (e.g. commercial aviation) has used certification (designated agent or licensure)
of keypersonmetaspartofitsapproaches-Amumberof safetyammdcomputersecurity certifications exist
from[management-oriented ones to technical ones about specific products, e.g. certificatipns from the
Interhational Information Systems Security Certification Consortium (ISC) and the SANS Institute.

8 ISO/IEC 15026 and integrity levels

8.1 |Introduction

Integfrity levels are suitable for use for certain levels of risk or to support an assurance cas¢ and impose
criteffia especially on the project, evidence collected, and system./An integrity level can be viewed as
a representation of the degree of confidence that is used to reaeh agreement among stak¢holders of a
system about risks related to that system.

definjng integrity levels, using integrity levels, deterimining system or product integrity|levels using
risk analyses, assigning system element integrity\lévels, meeting integrity level requirgments using

Integity level requirements reflect what js required to achieve and show that the system or system
elemént has (or had or will have) the properties claimed by its integrity level. A system’s ifjtegrity level
statey what would be adequate in terms‘of properties of the entire system. Thus, showing the properties
has g basic role in showing the meeting of larger claims involving the system and its environment
inclugling desirable or undesirabletconsequences. If such larger claims are not made, then achieving and

In prctice, integrity lévels are often discussed in terms emphasizing the evidence needed to meet
the integrity level requirements and thereby provide evidence for the arguments suppdrting claims
i justifyjing meeting
$0 important

: afety. Integrity
levels in safety—related standards are deflned in multi- level sets addressmg varying degrees of stringency and/or
uncertainty of their achievement with higher levels providing higher stringency and lower uncertainty. One
example safety standard is IEC 61508, Functional safety of electrical/electronic/programmable electronic safety-
related systems.[Z0] Elsewhere, similar schemes are used with different labels, e.g. “conformance classes.”

8.2 Risk analysis

Risk analysis establishes the required integrity level for the entire system. Risk analysis is an ongoing
and iterative process that should balance what is not yet knowable with what needs to be known. The
integrity levels resulting from risk analysis are a translation of the values of consequences into the
occurrences and timings of conditions or behaviours of the system. This translation is propagated to the
integrity levels internal to the system and of its dependences as they are also in terms of occurrences
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and timings. Thus, integrity levels are a codification of what is needed to be done and shown for various
ranges and severities of limitations on property values and their associated uncertainties.

ISO/IEC 15026 does not cover risk analysis in detail. Many standards and guidance documents exist
that offer guidelines for risk analysis and can aid in the identification of potential adverse consequences.
IEC 61508[70] and IEC 31010 ed. 1.0 (2009-11-27), Risk management--Risk management techniques,
provide approaches to risk analysis. As safety-specific terminology is used in IEC 300-3-9, the terms
“hazard” and “harm” should be interpreted as “dangerous condition” and “adverse consequence,”
respectively. IEC 60300, Dependability management,[64] also provides guidance.

Other specialized standards include ISO 13849[78] on machinery, ISO 14620[Z9 on space systems,

ISO 197068

1l on Firn, TQ(\I/TQ 25238[121lagn health infnrmafirc’ TQ(\I/TFF 27005[110] gn infor

ation

security, ang
risk manage
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UK CAP 760[24] on air traffic and airports. Also of possible interest are the morg/gg
ment standards ISO/IEC 16085[21land I1SO 31000.

C 15026 and the life cycle

Introduction

P6-4, Assurance in the life cycle, provides a process view for systems and software assu
a statement of purpose and a set of outcomes suitable for systems and software assur
of a process view is formulated and described in an anneglof ISO/IEC 15288, Systen
ineering — System life cycle processes. Like a process,.the description of a process
itement of purpose and outcomes. Unlike a process, the déscription of a process view do
ities and tasks. Instead, the description includes giidance and recommendations expl4
romes can be achieved by employing the activities and tasks of the various proces:

e cycle processes are described in bothISO/IEC 15288 and ISO/IEC 12207 althoug

ISO/IEC 12207 are specialized to software and, in some cases, have different n
At specialization. ISO/IEC 12207 contains processes not contained in ISO/IEC 15288 re
mplementation processes; support processes, and reuse processes.

s, activities, tasks, and the ghidance and recommendations all have to be performed
ife cycle model. The multi~part Technical Report ISO/IEC/TR 24748, Systems and sof
- Life cycle management-is intended to facilitate the joint usage of the process cont

ycle management of systems and software. Its purpose is to help ensure consister
epts and life cycle concepts, models, stages, processes, process application, iteratio

18-1 illustrates the use of a life cycle model for systems in the context of ISO/IEC 1
b a corresponding illustration of the use of a life cycle model for software in the cont
D7.

B8 and ISO/IEC 12207, Systems and softwareengineering — Software life cycle processes.

neral

rance
ance.
s and
view
bs not
ining
es in

h the
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lated

n the
tware
bnt of

cycle process standards. ISO/IEC/TR 24748 provides unified and consolidated guidlance

cy in
h and

processes during the life cycle, key points of view, adaptation and use in various donpains.

5288
bxt of

ISO/IEC 150

a-4 gi\mc the user the freedom to choose whether fhpy use a cpprifir artefact call

pd an

“assurance case” or document the assurance-related information in other documents. The point is to
achieve the top-level claim and then to show the achievement of the claim for the value of a critical
property for a relevant stakeholder. Life cycle processes, activities and tasks need to reflect both
realizing an adequate system and being sure that the system is adequate by showing that achievement
to the required confidence of the stakeholders.

Users of ISO/IEC 15026-4 may require risk assessment and risk management, measurement, and
requirements processes that are more fully elaborated than the treatments provided in ISO/IEC 15288
and ISO/IEC 12207. Three International Standards, ISO/IEC 16085, Risk management, ISO/IEC 15939,
Measurement, and ISO/IEC/IEEE 29148, Requirements engineering, are designed to be used with
ISO/IEC 15288 and ISO/IEC 12207 to provide more detail for these three processes. Other standards
that provide useful requirements and guidance for selected processes are ISO/IEC/IEEE 15289 for
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documentation resulting from the execution of life cycle processes and ISO/IEC/IEEE 16326 for the

project management process.

ISO/IEC 15026 is intended to be compatible with these life cycle process standards. The goals of
assurance, the selection of claims to be assured, assurance-related planning, and the construction and

maintenance of the assurance case have influences within all life cycle processes.

9.2 Assurance activities in the life cycle

The execution of a planned and systematic set of assurance activities is needed to provide
confidence in system properties These activitiesare designed to ensure thatboth processes

docu entation, and supporting and reporting paperwork produced as part of the software
test 1lesults and assurance arguments) as well as whatever else is needed to complete t}h
case.|The “requirements” include requirements for the properties that should be exhibite
based on requirements to limit, reduce, or manage property-related costs afrdlosses. The “st
guiddnce” may be technical, defining the technologies that can be used in the system or soft}

may be non-technical, defining aspects of the process that are further-delineated by the
that ake satisfaction of the system’s requirements possible.

grounds for
and systems
rocesses” in
mment of the
d with it, its
process (e.g.
le assurance
d, ultimately
andards and
vare, or they

‘procedures”

Manggement of life cycle activities includes handling both the acfivities directly involving t

e assurance-
relatg¢d information and the effect that the assurance-related\information has on other aq:ivities. This

manggement is best performed when the top-level claimsare considered from the beginni

pment, used to influence all activities and systems[140] and Appendix B in [22], an
ral part of the overall engineering process. These'activities could all be done only if th
bdy of information showing achievement of those claims were being developed concu

This parallel nature of development rationale(and argument is but one of the advantages o
development of the system and its assurance case. The development process and the sy
aimed not only at achieving the claim bt doing so in a way that can be shown to be ade
assurjance case. The assurance case influences the system by causing it to be developed in su
an argument is more practical to construct. This often results in a simpler system (at least
system whose system elements ¢an be used in isolation to show certain sub-claims, and an

of system elements such that reasoning about the composition is both within the state o
practiical. Concurrent processes can include requirements covering more conditions and e
as adpquate resilience, methods being used that produce few faults, and validation or verif
targefted to what needs.to be shown and showing that adequately.
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been

each part of

ISO/IEC 15026 should provide a basis for selecting and using those parts as well as a rationale behind

the organization of the ISO/IEC 15026 series of standards itself.
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