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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in

liaison witll ISO and IEC, also take part in the work. In the field of information technology, ISO ang
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Introduction

This International Standard has been prepared to provide mechanisms through which various vendors
of local area control networks may exchange information in a standardised way. It defines
communication capabilities.

This International Standard is used by all involved in design, manufacture, engineering, installation
and commissioning activities.
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e International Organization for Standardization (ISO) and International Electrotechni
mmission (IEC) draw attention to the fact that it is claimed that compliance with t
ernational Standard may involve the use of patents held by Echelon Corporation

e ISO and IEC take no position concerning the evidence, validity and scopetof this pats
ht. The holder of this putative patent right has assured the 1ISO and IEC thatthey are will
negotiate licences under reasonable and non-discriminatory terms pand conditions W
plicants throughout the world. In this respect, the statement of the holder of the putative pat
hts is registered with the ISO and IEC. Information may be obtained{from:

Echelon Corporation, 4015 Meridian Avenue, San Jose, CA-94304, USA, phone +1-4
938-5234, fax: +1-408-790-3800 http://www.echelon.cem:

y be the subject of patent rights other than thosg)identified above. ISO and IEC shall
held responsible for identifying any or all such patent rights.
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INFORMATION TECHNOLOGY — CONTROL NETWORK PROTOCOL —

Part 4: IP communication

1 Scope

Th|s International Standard specifies the transporting of the Control Network Protocol (CNP).packgts
for| commercial local area control networks over Internet Protocol (IP) networks using a“tunnelling
mgchanism wherein the CNP packets are encapsulated within IP packets. It applies to both CNP
nofles and CNP routers.

The purpose of this International Standard is to insure interoperability between various CNP devi¢es
thgt wish to use IP networks to communicate using the CNP protocol.

The main body of this International Standard is independent of the CNRprotocol being transporfed
over the IP network. The reader is directed to Annex A and Annex B fof the normative and informatiye,
regpectively, aspects of this specification that are specific to ISO/IEC.14908-1.

Fiqure 1 shows a possible configuration of such CNP devices)and networks connected to an|IP

nefwork.

Workstation Embedded
running CNP
CNP Stack CNP/IP to CNP/IP CNP/IP to CNP/IP Device
Router Router

IP Channel @ IP Channg

CNP/IP Router CNP/IP Router

CNP/IP Router

CNP CNP CNP
Channel Channel Channel

Figure 1 — Typical CNP/IP application

Figure 1 depicts two types of CNP devices: CNP nodes and CNP routers. It should be noted that the
routers shown can route packets between typical CNP channels (such as twisted pair or power line)
and an IP channel or it can route CNP packets between two IP channels. In this International Standard
the IP channel will be defined in such a way to allow it to be used like any other CNP channel.

In the above diagram the IP network can be considered to be one or more IP channels. This
International Standard covers only how CNP packets are transported over IP channels. It does not
cover how CNP packets are routed between standard CNP channels and IP channels. This
specification is not intended to cover the lower layers (physical, MAC and link layers) of either
standard CNP or IP channels.
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2 Normative references

None.

3 Terms, definitions and abbreviations

3.1 _Terms and definitions

Fof the purposes of this document, the following terms and definitions apply.

3.1.1

tumpneling

engapsulation of one protocol’s packet within the payload of another protocol’s packets

3.1.2

chpnnel

common communications transport mechanism that a specific collection*of CNP devices share gnd
communicate over without the use of a router

NQTE 1  Channels are used to transport CNP packets below the link Jayer of the CNP protocol stack.

NQTE 2  Typically this refers to some type of physical media saGch ‘as power line, RF, or twisted pair, but in the
cage of IP networks this channel is not physical, but a protocol tunnel.

3.1.3

CNP device

deyice that uses the CNP protocol to communicate with other CNP devices

NQTE Specifically a CNP/IP device is a CNP device that communicates with other CNP devices over ar| IP
channel.

3.1.4

CNP router

spgcial type of CNP device that routes CNP protocol packets between two or more channels

NQTE Specifically @ GNP/IP router is a CNP router in which at least one of the channels it routes pacKets
over is an IP channel.

3.15

CNP node

special type of CNP device that can send or receive CNP protocol packets, but does not route them

be

ween-channels

NOTE 1

packets over is an IP channel.

NOTE 2 All CNP devices are either routers, nodes or both.

3.1.6
CNP group

col

lection of CNP devices that share a common multicast address

3.1.7

no

de ID

logical network address that differentiates nodes within the same subnet or domain

Specifically a CNP/IP node is a CNP node in which at least one of the channels it sends and receives
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3.1
Mu

.8
st Be Zero (MBZ)

reserved field that may be used in the following versions of the protocol

NO

TE Such fields shall be sent as zero and ignored by the receiver in implementations conforming to the
current version of the specification.

3.2 Abbreviations

CTj

CN

LF

MEH

NT]

SA

Sl

SN

ul

Th

P Channel Timeout Period

P Control Network Protocol
S Last Forwarded Sequence
Z Must Be Zero

P Network Time Protocol

N Packet Sequence Number

/DA Source Address / Destination Address
D Session ldentifier

TP  Simple Network Time Protocol

P User Datagram Protocol

Requirements

e following is a set of general reguirements for the transporting of CNP packets over IP channels;
be as efficient as possible-torallow quasi real-time operation;

be independent of the ‘application level interface used to receive the packets. For example

be used;
insure that CNIP packet ordering is preserved,;

insure that. CNP packets that are “stale” (outside the maximum timeout characteristics of the
channgl)-are not forwarded,;

deteet packets that get duplicated in the IP network;

4+ 1D +1 al H thaot H H'H 1D L to-
DulJ'JUII. m IUuLIIIU UCTVICTO UTIAat PIIUIILIDC L 'Jabl\CLD,
optional security measures to prevent malicious users from tampering with devices;
scalable;

allow status information to be extracted from CNP/IP devices;

he

tunnelling protocol.Should not rely on the existence of a socket interface or how that interface may

P

support the exchange of configuration information between CNP/IP devices and configuration

Servers.
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CNP/IP device specification

5.1 IP Related device specifications

A CNP/IP device shall behave like any standard IP host capable of exchanging IP packets with any
other IP host either on the same IP subnet or anywhere else in the Internet cloud. A CNP/IP device
shall have a single unicast IP address and may be capable belonging to as many as 32 multi-cast
groups. It is optional that a CNP/IP device support multi-casting. This document does not address the

rmlll—rrp—rrrﬁl—m—rrh—n—rnrmm—rn—mg 0 packets between subnets or throug € Internet. € Evices sha
compatible with whatever standard mechanisms (IP routers, switches etc.) are required to perferm

P

52

5.9

Th
reg
pre

5.2

Dif
is
tur
prq
us
thd
to

ad

Fouting functions.
CNP related device specifications

.1 Packet formats

b general format of CNP packets which are tunnelled over the IP channel are those packets that
eived from or sent to the Link layer (layer 2) of the CNP protocol stack. Refer to Annex A fg
cise specification of the packet formats corresponding to the CNP _protocol.

.2 Addressing schemes

ferent CNP protocols generally use different addressingischemes to exchange packets. Althoug
penerally not necessary to understand the contents 0f/a CNP packet or its addresses in ordef
nel CNP packets over IP, some aspects of the .ENP addressing scheme are reflected in
cess of configuration. This is especially true when*it comes to setting up the IP channels that
bd for tunnelling. Since CNP protocols use different addressing schemes the terminology used
main body of this specification for describing addresses are meant to be general and rich enou
describe the superset of addressing sefiemes used in all CNP protocols. The following C
ressing terms are used in this specification.

Unique ID. This refers to an ID«that is globally unique to all devices within a specific proto
Unique ID’s are generally fixedlin nature in that they never change through the life of a device.

Domain. This is the highestlevel of a three level hierarchical addressing scheme. Domain |
should be unique within"a particular network. This means that in a particular network wh
Domains are used.if\two devices have the same Domain ID they belong to the same Domé
Domain ID’s are generally logical in nature and can be changed and configured.

Subnet. Thisyis~the middle level of a three level hierarchical addressing scheme. Subnet |
should beunique within a particular domain. This means that in a particular network where sub
ID’s are-used if two devices have the same Domain ID and the same Subnet ID then they beld
to thesame Subnet. Some CNP's do not use Domains in which case the Subnet may be
highest level of address for a device. Subnet ID’s are generally logical in nature and can
changed and configured.

be
he

are
ra

N it
to
he
are
in
gh
NP

ol.

D’s
bre
in.

D'’s
het
ng
he
be

Node. This is the lowest level of any hierarchical addressing scheme. Node ID’s should be unique
within a particular Subnet. No two devices within the same subset should have the same Node ID.
Node ID’s are generally logical in nature and can be changed and configured.

Group. Groups are an orthogonal addressing scheme to the hierarchical Domain/Subnet/Node
triplet just described. Groups are used to allow multi-casting of messages. Some CNP’s may not
support group addresses and even those that do will have different rules for how they relate to the
other addressing schemes. These considerations are not relevant to this specification.

The definitions above are fairly general and are provided as a guideline for how to map the CNP
protocol to these terms. In general how the various addressing schemes work within a CNP protocol
are not relevant to this specification. It is only necessary to know what the various addressing terms
refer to.
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Of special note is how these addresses are used for routing within the CNP protocol. Therefore a table
is given in the appendix that specifies how the appropriate addresses used in that protocol map to the
terms given above.

6 IP channel

6.1 Specification

IP [channels are not like typical CNP channels that currently exist. Typical CNP channels are physical
bugses by nature. This implies that all devices on the channel will by default receive alkpackets
trapsmitted on that channel. In addition when a new device is added to the channel it is not nécessary
thagt other devices on the channel become aware of it before they can exchange packets? To transmit
a packet on a channel it is only necessary that a device be capable of physically~transmitting the
pagket on the channel, nothing more. If a device is simply physically connected“to a channel it is
capable of exchanging packets with other devices on the channel.

By| contrast an IP channel is not physical, but logical in nature. Therg.are a number of different
physical media that can support IP communications and any of them should be capable of supportjng
a CNP channel. Because we are dealing with a logical channel it.is’necessary to “construct” the
channel by informing each device on the channel of the existence ofithe other devices on that chanpel.
In pther words before a device can transmit a packet to some othier device on an IP channel it shall|be
mgde aware of how to specifically send a packet to that deviceg; i.e. its IP address.

Anpther significant difference between physical and logical channels is that in the case of typical
physical channels it is possible to calculate fixed upper bounds on the length of time it will tak¢ a
pagket to traverse from one device to another once the packet is transmitted on the channel. Thig is
not always possible for IP networks. The deviation-of packet delivery times between CNP devices|on
an|IP channel are much higher than those experienced with typical CNP channels.

As| depicted in Figure 1 the IP channel is'used as an intermediary transport mechanism for the CNP
pagkets by a variety of CNP/IP devices. When a CNP packet is transported on an IP channel, an| IP
mgssage encapsulating the CNP, packets is sent to other CNP/IP devices on that IP channel. On
regeption of one of the IP messages by a CNP/IP device the CNP packets are extracted gnd
prqcessed. A single IP message may contain more than one CNP packet. Therefore the IP messages
shall be formatted in such a way to allow the extraction of the individual CNP packets. This is referfed
to p packet “bunching”. €NP/IP devices shall support the reception of bunched packets. Likewise the
bupching shall be dane ‘in such a fashion that each CNP packet contained within a bunched|IP
mgssage is compléte) i.e. CNP packets should not cross IP message boundaries as a result| of
bupching. It is als@\a requirement that intermediate IP devices be capable of unbundling bunched CNP
pagkets and bUaching them in a different manner before forwarding them.

The IP channel is specified by the list of unicast IP addresses, exactly one for each CNP/IP devite.
There’is-no maximum to the number of CNP/IP devices on a single IP channel.

If every CNP/IP device on an IP channel contained a list of unicast IP addresses for every other
CNP/IP device on that IP channel, this is all that would be required to enable the tunnelling of CNP
packets. In the most brute force approach, for each CNP packet to be forwarded on the IP channel a
separate unicast IP message could be sent to each CNP/IP device in the channel. This does not scale
very well so the following techniques will be used to reduce the IP traffic:

— IP multi-cast groups;
— selective forwarding.
IP multi-cast groups allow a single IP message to be sent to more than one CNP/IP device. Therefore
a complete definition of a CNP/IP channel should contain not only the unicast IP addresses of all the

CNP/IP devices on the channel but also the IP multi-cast groups to which they belong. Each CNP/IP
device can belong to up to 32 multi-cast addresses.
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Selective forwarding refers to examining the contents of the CNP packet before forwarding it to
determine if it should be sent to a particular CNP/IP device. In order to do this additional CNP specific
information shall be known about each potential destination. If the CNP/IP device is a router then the
information necessary to perform selective forwarding is the routing tables of the CNP/IP router. If the
device is simply a node then the domain, subnet, node id, unique id, and CNP groups that the node
belongs to should be known. Therefore all this information is also part of a complete IP channel
definition. In short a complete IP channel definition contains all known information that may be
relevant to the forwarding of packets to the other CNP/IP devices in the IP channel. It is the universe
of all relevant knowledge about the IP channel

It i important that whatever forwarding scheme is used by a CNP/IP device the following conditions
arg always true:

a) | CNP protocol packets are always received by all CNP/IP devices on the IP channel that need to
receive them regardless of whether they are routers or nodes. If there is-any ambiguity| or
uncertainty concerning which CNP/IP devices should receive a CNP packet then that packet may
or may not be discarded depending upon specific implementation considerations of the device.
The device may either forward the packet to all devices on the channelfonit may simply discarg it
and not forward it to any;

b) [ a specific CNP packet should never be transmitted twice to thé.same CNP/IP device unless if is
because of some retry mechanism above the link layer of thes CNP protocol stack. Due to the
nature of IP networks it may happen that a CNP/IP devicelmay receive duplicate IP messagps,
but this should never be the result of the message being.ttansmitted more than once from another
CNP/IP device.

In [addition selective forwarding can be performedcen.'multi-cast groups if the groups were formed
baged upon some criteria. For example multi-cast group ‘A’ may contain all CNP/IP devices belongjng
to domain ID ‘W'. If a CNP packet is destined.férdomain ‘W’ then it would be sufficient to forwarg it
only to multi-cast group ‘A’. In order to perform the selective forwarding on multi-cast addresses if is
negessary to know if these groups were formed based upon some criteria.

In fecognition of the fact that the complete IP channel definition can be unwieldy to use and maintaip it
is hot a requirement that a CNP/IP. device use it to forward packets. An alternative data structpre
called the “send list” can be maintained within each CNP/IP device. The send list may contain bpth
unjcast and multi-cast addresses and is subject to the same conditions given above. It can be creajed
anfl loaded into the CNP/IP device with third party configuration tools that are better suited to creatjng
mylti-cast groups basedupon some criteria. The send list represents the minimum amount| of
information required-to/allow proper forwarding of CNP packets and is structured to simplify the
forpvarding process ‘such that the CNP/IP device need only forward packets to every address (unicpst
or [multi-cast) insthe send list. In order to allow a CNP/IP device to blindly forward packets to egch
adfiress in the\list the following conditions shall be true:

i) | CNP ‘protocol packets shall be received by all CNP/IP devices that need to receive them
redardless of whether they are routers or nodes (same as above);

i) a specific CNP packet is never transmitted twice to the same CNP/IP device (same as above);

iii) if device A is a destination in device B’s send list then device B should be a destination in device
A’s send list. This is necessary to support the acknowledged service of the CNP protocol.

It should be possible to perform simple forms of selective forwarding using the send list by associating
characteristics with the multi-cast entries in the list.

In general it is important to note that the IP channel definition represents complete global information
about the IP channel while the send list is derived and may result from an intelligent grouping of
devices based upon some characteristic. The send list's main purpose is to allow fairly efficient
operation of CNP/IP devices without requiring them to do extensive processing of the complete
channel definition list. It is also important to note that the send list is a configured property of a CNP/IP
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device meaning that it is controlled and input to a device through some explicit configuration process.
Although the send list is a configured property it does not preclude a CNP/IP device from doing self-
configuration and calculating its own send list.

In order to have tight controls over the behaviour of CNP/IP devices and how they forward packets it
should be possible to configure a CNP/IP device to use an explicit send list and ignore any IP channel
configuration information it may have.

6 1D+ + =9 H
4 LI LI(ZIID'JUII. mmreeIriaritorito

6.4.1 General

IP [is a Network level protocol as shown in Figure 2. It is designed to operate over a wide rang¢g of
physical media and link layer protocols. As such this document does not specify anything about the
link or physical layers of the IP stack.

User Process : .
(CNP/IP Router Application) Application
A A A
Transport
TCP UDP
ICMP |« IP < » IGMP Network
A
A
Rhysical .
RARP [« Wtorface » ARP Link
Media

Figure 2 — IP protocol stack

As| depictedsin Figure 2 the three most common mechanisms used to transport IP packets are the
following:

—| ‘raw IP;
— TCP;
— UDP.

TCP (refer to RFC 793) and UDP (refer to RFC 768) are transport protocols built on top of IP (refer to
RFC 791). Given the increased efficiencies of UDP regarding the transport of CNP data messages
and its support of multi-cast addressing, it will be used to communicate between CNP/IP devices. All
CNP/IP devices shall support UDP. TCP has some advantages for use in the configuration process
and may be supported for certain types of messages in addition to UDP. TCP support in CNP/IP
devices is optional.

To address the sequencing issue there will be a sequence number added to the header of packets to
help in sequencing them. All UDP datagrams shall be transmitted with valid checksums.
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In order to send a packet via TCP/UDP it is necessary to define a port number in addition to the IP
address. In general port numbers are configurable and will be used for different purposes as defined
below. Refer to Annex B for recommendations on port number to use for CNP.

Using UDP, datagrams can be sent using either unicast or multi-cast addressing. Unicast is point-to-
point meaning that a datagram is sent from one IP host to a single other IP host. It is much more
efficient to use multi-cast addressing when sending the same datagram to multiple IP hosts. Therefore
it is recommended that CNP/IP dewces support both unicast and muIt| cast IP addressmg RecaII that

bination of unicast and muIt| cast addresses It is not requued that a CNP/IP device supportmm
cagt in order to inter-operate with a CNP/IP device that does.

In prder for a CNP/IP router to use multi-cast addressing across IP routers it will be necessary for the
CNP/IP device to inform the IP router of its intention to join the multi-cast group. (Phere are well-

established methods for doing this and it is beyond the scope of this document to.specify how it is
dope. The reader should consult RFC 1112.

6.4.2 Informative considerations

Some IP networks contain NAT routers. These routers cannot handle' protocols which embed|IP

adfiresses in their payloads unless they are specifically designedto_do so. The same will be trug of
thg tunnelling protocol specified in this document. In general this, protocol will not work across NAT
royters. The protocol can still be used in a network that uses NAT-routers, as long there exists a rodter
that is capable of handling this protocol. That could either e 'the NAT router itself or another CNF/IP
to CNP/IP router that sits in the same area of the network as'the NAT router.

7 | CNP/IP device

7.1 Configuration of a CNP/IP device

The CNP/IP device has a dual personality. From a CNP point of view, it is a CNP node on a CNP
channel and has all such characteristics. These parameters can be configured and managed using the
stgndard CNP network management procedures and messages.

Frgm the IP point of view, the CNP/IP device is an IP host on an IP network and thus has to|be
configured like any othefshost on an IP network.

In pddition, thereis“eonfiguration information that defines the logical IP channel associated with that
CNP/IP device.

This clause-describes only those elements relevant to configuring the IP host and IP chanhel
pafameters.

In beheralall 1P host and channel rr_\:urnmntnrc will be Pnnfigllrnhln ||cing anumber of tnr‘hniqllnc and

protocols. As a minimum all CNP/IP devices shall support manual configuration of the forwarding
mechanism for that device in order to guarantee a minimum level of interoperability between devices
that may be configured in different ways. By forwarding we mean the act of tunnelling as described
above to the other devices on the IP channel.

7.2 Configuration parameters

7.2.1 General

This subclause identifies the parameters that a CNP/IP uses (or may use) to operate. This subclause
is not intended to define the data structures used to store the information or define the messages that
are used to exchange them. Its only purpose is to have a consolidated section in which all the
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parameters of a CNP/IP device are identified and defined. Subsections discuss mechanisms for
communicating this information between devices.

There are three relevant data sets that form the parameters contained within a CNP/IP device:

CNP/IP channel definition as described in Clause 6;
send list as described in Clause 6;

device parameters relevant to its existence on a CNP/IP channel.

No
thi

.4.2 Channel definition parameters

complete channel definition is logically a list of every CNP/IP device on the channel{\Each of
ices on the channel can be associated with the following type of information:

multi-cast support (yes or no). Since this is optional there shall be an indication of whether i
supported;

TCP support (yes or no). Since this is optional there shall be an/indication of whether if
supported;

CNP/IP device type (router, node, proxy etc.);

CNP router type (repeater, learning, configured etc.);
CNP “Wants all Broadcasts” flag;

name. Simple text string used for identification purposes;

channel timeout. This parameter is global to the-channel. Each device has this value but it is
same for all devices;

IP address. This is the unicast IP address, of-the device.

unicast port for listening to data;

list of multi-cast address/port number pairs a CNP/IP device listens on;
CNP specific unique device ID&(router near side or node);

CNP specific unique device 1D 2 (router far side);

CNP specific unique device ID 3 (auxiliary for configuration);

CNP Domain length’and ID, subnet, node address for each domain;
the parameters specific to nodes are: CNP group membership info;

the paramieters specific to routers are: CNP routing table.

te that this list is representative in nature. Complete details as required are left to later clauses
b International Standard.

he

is

he

of

The tunnelling protocol defined in this specification does not require any specific CNP addressing
scheme. The following CNP address types are supported:

unique device ID;
domain ID;
subnet ID;

node ID;

group ID.

Refer to Annex A for the specific addressing conventions that correspond to the address types listed
above.
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7.2.3 Send List arameters

The following parameters are used to define the Send List.

list of unicast IP addresses and ports;

list of multi-cast IP addresses and ports.

7.2.4 Device parameters

Th
pre

Th
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7.3

Fo

pal
stg
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IP gateway address;

IP subnet mask;

configuration server IP address/port;
SNTP server IP address.

Configuration techniques

.3.1 General

s subclause describes the various techniques that can be used.to-set the parameters defined in
vious subclause.

bse parameters can be set in a number of ways. It is not\necessary for a CNP/IP device to supp
these methods, but if it supports any of these methaods it should support them in a standard fashi

.2 Manual configuration

manual configuration there is no configuration server. All the required channel definit
ameters send list parameters and device parameters need to be manually entered. There is
ndard method for doing this. It is vendor specific and can be accomplished by any of the follow
thods:

configuration files;
terminal interface;
telnet interface;
FTP file transfer;
HTTP interface.

.3.3 BOQTP and DHCP

3.3.17 Background

he

ort
pn.

Two mechanisms exist for devices to obtain an IP address without prior configuration: DHCP
(RFC2131]) and BOOTP (RFC951 ).

DHCP is actually an extension of BOOTP and BOOTP servers that are compliant with RFC951 can
understand messages from DHCP clients and respond to those messages correctly.

Basically, a system will boot and make a DHCP request for an IP address from a DHCP server. The
DHCP server responds with a valid, unused IP address that the DHCP client can now use.
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7.3.3.2 Compliance

Devices that are compliant with this specification and wish to obtain an IP address without prior
configuration shall implement a DHCP client and may implement BOOTP client.

7.3.4 Configuration servers
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8.1

tributing it so it does not need to be individually entere
ice that allows for this mechanism to work is called a configuration server.

vices that use a configuration server shall inter-operate with devices that do not use one."Howey
s not necessary for a configuration server to support all the interactions ptesented in f
bification. Specifically Channel Routing packets need not be supported.

configuration server uses IP messages to configure CNP/IP clients in an automated fashion.
neral a configuration server may support the following functionality:

configuration of various client CNP/IP parameters;

distribution of IP channel definition and send list to client CNR/IP devices. The channel list i
description of the network as a whole whereas the send list-is potentially unique to each CNP
device;

automatic maintenance of the channel definition list/oy~detecting when CNP/IP devices come
and go off line.

pddition to the parameters described in 7.2, a @NP/IP device shall also have the IP address 0
hfiguration server, and a port to communicate on to use a configuration server.

P/IP devices shall send a device registration message to the configuration server on power up,
et, and when parameters in the devices channel definition list changes.

s clause is not intended to specify how the server manages the list of parameters that it distribu
the clients. In fact, these_parameters should be maintainable using any management mett
Sired. It is recognised that\it)is desirable that the server has the ability to dynamically create &
intain parameters as ¢lients come on and off line. To that extent the configuration protocol g
ssage formats will be‘designed to allow servers to support this functionality.

CNP/IP . messages

Definition of CNP/IP messages and modes of operation

P

on

f a

on
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nd

Th

P purpose of this clause is the following:

identify all messages that can be exchanged between CNP/IP devices on an IP channel;

define the message contents;

specify the protocol and behavioural aspects of the devices while they are exchanging these

messages.

Clause 9 will specifies the precise packet formats for messages defined in this clause.

A CNP/IP device uses the IP channel for a variety of purposes and modes of operation. A separate
clause in this International Standard will cover each of these. The modes of operation include the
following:

exchanging (tunnelling) CNP data packets;
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exchanging configuration information with configuration servers;
miscellaneous status messages;

vendor specific messages and protocols.

r each of these modes of operations a set of messages will be defined which are exchanged
between the CNP/IP devices.

8.7

Eal
for|

Sp

It i
req

Th
en

Th
stg
un

A

co
thd
thd

common message neader

Mmat that is common to all CNP/IP messages. This header contains the following fields:
Version;
Protocol Flags;
Vendor code;
Packet type;
Data Packet Length;
Header Size;
Session ID;
Sequence #;
Time Stamp;

Security Key.

Ecific message formats are covered in Clagse 9.

eived with an unknown Version Number, this packet should be discarded without further process|

b Protocol Flags specifies~information about the packet such as which CNP protocol packet
Capsulated within the message and whether the message was sent using security.

e Vendor Code allows. for vendor-specific packets. This value shall be set to O for all packets
ndard definition according to this specification. Vendor-specific packets are identified in part b
que Vendor Cade (other than 0).

inigue Packet Type code is assigned to each function as detailed in 9.1. Standard Packet Ty
es that-are defined within this specification are in the range 0x00 to 0x7F. Vendor-specific pack
t convey information as an extension to a standard function defined in this specification may
same Packet Type code as that standard function, however the Vendor Code shall be set to

5 assumed that all packets with the same Version Number can always be parsed. If a packef i

ch IP message exchanged by devices on the IP channel are preceded by a fixed header with a

&

of

pe
ets
se
he

un

gue dentifier for that verdor - Verndor-specific packets that tave o tefationshiptoexistmystard

functions defined in this specification shall use a Packet Type code in the range 0x80 to OxFF.

ard

The Data Packet Length and the Header Size specify the size of the packet and the size of the header
respectively.

The Session ID works in conjunction with the Sequence Number to minimise the occurrence of
duplicated sequence numbers.

The Time Stamp is used for detecting stale data packets and is based on a time reference that is
synchronised among all devices in the CNP/IP channel as defined in 8.4.4.

The Security Key is used for securing packets as described in 8.8.
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All CNP/IP messages may be sent using UDP datagrams. Each UDP datagram may contain one

or

more CNP/IP messages. If there is more than one CNP/IP message within a single UDP datagram

(bunching) then each message will have its own header. Since each header has message s
information it is possible to extract each message individually.

ize

All CNP/IP devices shall support packet bunching. Figure 3 depicts more than one CNP/IP message

within a single UDP datagram (packet bunching).

Common Packet Header Data Portion of Common Packet Header Data Portion of
Message n-1 Message n-1 Message n Message n

Figure 3 — Packet bunching

Certain CNP/IP messages may cross a UDP datagram boundary. In such-‘cases a spe
segmentation protocol is defined which can be used to facilitate this. Messages. that cross a U
dajagram boundary and use the segmentation scheme need not to be bunched with other packets.

8.3 Packet segmentation

8.3.1 Overview

Responses to configuration requests for certain CNP/IP data,structures have more data than can
cafried in a single UDP packet due to the maximum of 548) bytes of payload per UDP packet. T
subclause describes a common method by which these“data structures can be conveyed. Note t
thi$ method does not inherently prevent data skew whére portions of the entire data structure charj
befween the transfer of individual portions. In all of the Configuration Response Packet definitions
thi protocol, either A) the response packet format-is specifically tailored to eliminate the sensitivity
dafa skew or B) a simple method is provided by which potential data skew can be detected.

Th|s protocol involves the segment packet'type. Any other configuration packet type may be carried
a payload in a series of segment packets. Sequences of bytes from the payload packet are selec
so|that the resulting segment packet-will fit in a UDP frame and these segments are provided
regponses. If the requested packet will fit in a UDP frame, then it is sent without encapsulation.

Parkets sent in segment packets are sent in their entirety. That is the payload packet has a comn
pagket header with a packet length of the payload packet. All segment packets have the same pac

tyge.

In [order to facilitate' this method, each Configuration Request packet that invokes a Configurat
Reasponse contains a Segment ID field and each Segment packet contains a Valid bit and a Final
within a Flags field as well as a datetime indicator.

—| The-Request ID field is copied from the Request to the segment packet by the responding seny
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This represents a tag value applied by the source of this request so that it may unigu

ely

distinguish the response to this request. Thus multiple requests may be outstand
simultaneously to the same destination. The Request ID field is 16 bits so that any dev

ing
ice

information in addition to a request number can be included in this field in an implementation

dependent manner.

— The Segment ID is a reference to a partial block of data within a complete data structure. The

Segment ID referencing the first partial block of data is 0x0.

— The Valid bit in a segment Packet indicates the validity of the data in this packet pertaining to the
indicated Segment ID. Valid Set means the data is valid. Valid Clear means there is no valid data

for the indicated Segment ID.
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The Final bit in a segment Packet indicates the existence of additional data within the structure
for Segment ID values greater than that returned in this packet. Final Set indicates there is no
additional data.

The datetime indicator is used to detect acquired data skew. This field indicates when a particular
data structure became valid. It is not an indicator of when the data was requested for transfer. For
configuration data that is sensitive to it, data skew can be detected by comparing the datetime
field returned in each of the response packets that represent the entire data structure. If the

datetime field is not the same in all pnr‘l(n’rc’ then saome Innrfinn of the Ar‘ﬂlllil’ﬂl" data_has heen

b)

<)

d)

e)

f)

9)

.3.2 Segment exchange

§.2.1 General

b typical method by which configuration data is obtained is as follows:

h)

skewed. The format of the datetime field is specified in 9.5.

the requesting node sends a Request Packet with Segment ID = 07 It may optionally set the
REQUEST_ALL flag to indicate that all segment packets are te\be sent without waiting |for
additional Request packets;

if the response message fits in one frame, then the frame iSysent. When the receiver receivef a
packet of the requested type, it retires the Request ID, and acts on the response;

if the response packet does not fit in a single frame, the responding node sends a segment
packet with Segment ID equal to the Segment ID_inrthe Request Packet. Additionally, if data dges
not exist for that segment, the response packet is sent with flags:final set and flags:valid cleal. If
data does exist for that segment, it is included-with flags:valid set. Additionally, if more data exists
beyond the indicated Segment ID, the data-portion of the current packet is filled to its capadjty,
and flags:final is cleared;

if the requesting node does nat(receive a response, the request message is repeated unti| a
response is received. There is an increase at an exponential rate for the repeat interval with a
maximum interval of 30 s;

the requesting node examines the flags field of the response message. If flags:valid is clear, the
remainder of the response packet is ignored. Jump to step g).

if flags:valid is ‘true, the data is processed. If data skew is to be detected, the datetime field is

examined.

if flagsifinal is set, the request sequence for this data structure is terminated and the acquifed
strueture is marked as valid.

if.flags:final is clear, another Request Packet is sent with Segment ID equal to one greater than in

the previous request. The process continues with step c). If the datetime for any received packet
differs from any other, then the process starts with step a).

It is equally valid to start acquisition of a data structure with any Segment ID value, however a request
for Segment O will usually result in a response with valid data. Even if the request starts with a non-
zero segment, if the response fits in a single UDP frame, the response does not use the segment
packet, but responds with the response packet only.

When the requesting node has received a stream of segment packets with a complete set of
Segment IDs and the same datetime in all packets, then it assembles the payload packet and
processes it. If any of the parts have a different datetime, the entire set is discarded and the process
starts again with step a). No segments are kept since the response may contain segments with an
entirely new datetime.
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8.3.2.2 Request ID Values

Segmented packets are never sent by the server in an unsolicited manner.

The Request ID value is transmitted from the device to the server in the request packet and its value is
entirely under the control of the requesting device. The Request ID may be any value including zero
and it will be echoed in the segment packets transmitted by the server. The value of the Request ID
shall be unique for each simultaneously active request. If this were not true, then a request for another

se

yment would be ambiguous in the server Server behaviour in this case is undefined
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.3.3 Discussion

3.1 General

3.3.2 Purpose and scope

3.3.3  Server Implementations

s subclause describes the segmentation process in further detail. The architectdral implications
5 design and the server and device implementation requirements are described.

s segmentation scheme allows packets of arbitrary format to be_exchianged reliably over a link
mited frame size. After a sequence of segments is receiveds. the payload from each segmen
hcatenated to form a byte stream and this byte stream is interpreted as a packet. This pac
htains another common packet header with a packet type-caede and a packet length.

y future packet can be encapsulated and segmented“in this same way. No additional fields
uired in the common packet header, and no additional fields are required in each of the current
ire packet formats.

cket segmentation is not intended to be applied to data packets.
cket segments can be requested in-any order, and repeatedly, and if the server responds W

htain the same bytes as any other.such response.

ariety of implementations in a server can assure that the datetime field indicates that the seque
backets for a Request ID is consistent. Among these are:

locking down.the database for the duration of any unsatisfied requests and applying outstand
updates.at'the end of a last request;

taking-a snapshot of the data for a request and retiring that snapshot when the final packet
beenjsent or on some timeout if the request / response sequence is never completed.

of
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Ckets with the same datetime, each) response having the same datetime and Segment ID, shall

as

8.3.3.4 Device implementations

A variety of implementations in a device can assure that a request that is not completely answered
does not continue to consume resources. Among these are:

sequestering the segments as they arrive and retiring these segments and the control data when:

1) a timeout occurs indicating that the server is not answering requests. (After a suita
retransmission policy);

ble

2) aresponse of a suitable non-segmented packet indicates the request is satisfied. (No explicit
Request ID field is added to the packet header, but this condition is not ambiguous since a
device only communicates with a single configuration server, so there is no need to support

multiple outstanding requests of the same type with that server.);


https://iecnorm.com/api/?name=79ea5e531694d9a43028f191a3512923

-22- 14908-4 © ISO/IEC:2012 (E)

3) a sequence of segment packets has been received with the correct Request ID and all with
the same date time. The payload of these segments is then decoded as a packet that is the

response to this request.

8.4 Data packet exchange

8.4.1 General
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s subclause defines how CNP data packets are exchanged over IP channels. Specitically it defin
W CNP packets are forwarded to another CNP/IP device. It does not cover how to determineswh
P/IP devices to forward CNP data packets to. It is assumed that this determination is made us
ner the IP channel definition or the send list. Therefore for the sake of discussion let us define

ward” list to be a list of IP addresses that will receive a particular CNP data packet. Note that

ward list can contain both unicast and multi-cast IP addresses. Again how this'-forward list
ermined is not relevant to the following discussion.

ce CNP uses an end-to-end acknowledged service the following assumptions are made:

there is no need to add acknowledgements to the forwarded CNP/IP\data packets;

there is no need to re-transmit dropped IP packets.

the other hand the following conditions shall be maintained inCorder for CNP to operate properly:
the packet ordering of CNP packets shall be maintained;

the sender of CNP packets needs not send more:than one copy of a CNP packet to each ot
member of the CNP/IP channel;

the receiver shall detect duplicate CNP/IP packéts and they need not be forwarded;

packets that exceed the timeout charactetistics for the channel need not be forwarded. These
referred to as “stale” packets.

P data packets are exchanged between CNP/IP devices using tunnelling over UDP. Each C
Cket is encapsulated with a header within a UDP datagram. The combination of header and C
a packet payload is referred.to-as a “CNP/IP data message.” The header portion is referred to
"CNP/IP data message header" and the CNP data packet is referred to as the "CNP/IP d
ssage payload". Noteythat a single UDP datagram may contain more than one CNP/IP d
ssage.

en a particular, forward list a CNP/IP device simply forwards the same CNP/IP data messageg
Ch of the addresses in the list using UDP. Because of the characteristics of IP networks and U

simply forwarding the messages will not guarantee that the destination host does not receive duplic

ou
ing
ap

of order,-er stale packets. Therefore it is necessary that the sender of the CNP/IP data messag
ludeadditional information to insure that the receiver can deal with each of these conditig
bropriately. The following subclauses discuss these issues.
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8.4.2 Out of order packets

Packets that are detected as being out of sequence by the receiver need not be forwarded. The
CNP/IP device should attempt to re-order packets that are received to correct sequencing problems,
but in no case should they be forwarded if they are known to be out of order. If re-ordering is not
supported or is not possible then the packets shall be dropped.

The following algorithm should be used to insure that packets are not forwarded out of sequence by
the receiver.

Each CNP/IP data source maintains a session ID (SID) and an unsigned 32 bit Packet Sequence

Number (PSN) for each data packet IP destination address. Each CNP/IP data message sent

by

a data source to a particular IP destination address contains this SID/PSN pair. Each PSN is
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incremented by 1 after each message is sent whereas the SID does not change between
successive CNP/IP data messages. The SID may be common across all the various IP
destination addresses that the CNP/IP address is sending messages to.

— If a CNP/IP device is starting a new “session” to a particular destination address (i.e. after a power
cycle or re-boot) then it shall use an SID that is different than the previous SID used. In general
SID’s remain constant for successive messages while the PSN increments.

— PSNs wrap from OXFFFFFFFF to 0x00000000. Furthermore let X and Y be PSN'’s. It follows that
X< VYif (Y — V) < Qx80000000 nccllming ||ncignnr‘| 32-hit arithmetic is used

—| Each CNP/IP data sink device maintains a "Last Forwarded Sequence" number (LFS) for each IP

Source Address/Destination Address (SA/DA) pair from which a data packet is received-

—1 Initial value of LFS for each SA/DA is set equal to the PSN of the CNP/IP data message just
received from the SA/DA if any of the following conditions are true:

— after start-up of the data sink device;
— if the SID is different from the previous CNP/IP data message received from that SA/DA.

—| Reception by a data sink of a CNP/IP data message with PSN = LFES'¥ 4 causes the data packet
to be forwarded. LFS is incremented by 1.

—| Reception by a data sink of a CNP/IP data message with PSN > LFS + 1 may cause the packef to
be held in escrow, awaiting arrival and in-sequence forwarding of all other packets with
(LFS + 1) < PSN < (PSN of first escrowed packet).

—| If (escrowed packets exist) AND (time since receptian of the first escrowed packet is greater than
the channel timeout period < 1,5 s maximum) then_ the wait is abandoned for all packets in the
gap with PSNs between (LFS + 1) and (PSN of.first escrowed packet). LFS is set equal to (PBN
of first escrowed packet - 1). Forwarding of packets continues with the next in-sequence packet,
either escrowed or live.

—| Reception by a data sink of a CNP/IR data packet with PSN < (LFS + 1) is discarded ag a
duplicate packet.

—| Escrowing of CNP/IP data packets from one SA/DA does not affect forwarding or escrowing of
CNP/IP data packets from other-SA/DA.

8.4.3 Duplicate packet deteetion

Parkets that are detected as being duplicates shall be discarded by the receiver. This can |be
acgomplished using(the"same algorithm described in the previous subclause to insure the sequencing.

8.4.4 Stale packet detection

CNP/IPdevices shall be capable of detecting stale packets. A CNP/IP device shall support the ablflity
to fturn, 'off stale packet detection for those situations where it is not necessary. An example of this
might.be single segment Ethernet LANs where there are not intervening IP routers to cause unknod}\/jvn
delays in the network traffic. Assuming stale packet detection is enabled, packets that are detected as
being stale shall be discarded by the receiver. A packet is considered to the stale if the time it takes for
the packet to be transported from the sender to a receiver in an IP channel is greater than the channel
timeout period (CTP). The CTP is a period of time that represents a reasonable upper bound on the
time it takes a packet to go from a sender to a receiver on the IP channel. This International Standard
does not cover how the channel timeout period is determined. Suffice it to say that it has units of
milliseconds and is known by each of the CNP/IP devices in the IP channel. There is a single timeout
period that is applied to every CNP/IP device on the channel.

In order for devices to be able to detect when a packet is stale it is necessary to determine how much
time has expired since the packet was transmitted onto the IP channel. The method specified here is
for the transmitter to assign a time stamp to each data packet before it is forwarded onto the IP
channel. In the case of CNP/IP to CNP/IP routers the packets are re-stamped with the most recent
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time before being forwarded onto the next IP channel. In the case of proxy nodes that are forwarding
packets onto the same IP channel the packets are not re-stamped. Also note that all CNP/IP
addresses that receive a specific packet shall have the same time stamp.

In

order for the time stamp to be effective the clocks on all the devices on the IP channel shall be

synchronised. The precise accuracy of this synchronisation is not specified. Depending upon the type

of

IP network being used a wide range of accuracies are possible. It should be noted that any

inaccuracies of the time synchronisation will manifest itself in the form of a transport delay jitter for the

pr

tocol being tunnelled. The extent to which this matters for a specific protocol is covered in the
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bropriate annex of this specification.

b means for synchronising the clocks of all the CNP/IP devices is SNTP as specified in RFE€ 2080.
s implies that there is an SNTP time server somewhere in the IP network and that\the CNF/IP
ices have been configured to access its IP address. The format of the time stamp specified in
C 1305 is a 32-bit integer value of seconds and a 32-bit integer value of picoseconds. There is{no
ntiguous range of bits from this format that has the required resolution and arithmetic properties.
brefore, the timestamp format within this specification is 32 bits of milliseconds. It is aligned with the
rent SNTP time. This timestamp wraps around every 49,7 days.

long as communications are maintained with the time server thenthe devices should remair in

¢ and stale packet detection can occur normally. Problems canCeccur if communications with the
e server are lost for whatever reason. Under these conditionsithe device may continue forwardjng

pagkets only as long as it can be reasonable sure that its clock.has not drifted out of range with the

ottler devices on the network. Since the time server is the eommon basis for time on the network
deyice may continue forwarding packets only as long ashit is reasonably sure that it is within
mdrgin of error of the time server before it went off linexThis can be accomplished if the device kng
t its own clock drift rate is. If the device has noqway of estimating the margin of error between
own clock and that of other devices on the netwerk then it needs not forward packets onto the
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ile the resolution of the NTP time is in picoseconds, the practical precision of a time produced ip a
tem is in terms of timer interrupts that.are typically 10 ms or 16 ms. The precision of the timestamp
milliseconds, but of course the low)(3 or 4) bits are of no value. This means that rounding| or
ncating is not an issue. Also, obsefve that the smallest receive transaction timer value for CNR is

128 ms, so that small values of.the’difference between two timestamps are not relevant.

8.% Configuration server interactions

8.9.1 General device interaction

8.3.1.1 General

The dialog.between a CNP/IP device (client) and a configuration server works as follows:

a) L_a.device sends a Registration message to the configuration server, Included in this message are
some of the configuration parameters. This message is repeated until a response is received from
the server. There is an increase at an exponential rate for the repeat interval with a maximum
interval of 30 s. If a device has a valid configuration it may use it to route messages while it waits
for a response from the server;

b) the server shall answer with one of two possible messages. An Acknowledge message with a
value of ACK_DEVICE_REFUSED if it does not want to add the client to the channel, or a Device
Configuration message that includes some of the configuration parameters. The server does not
retransmit the Acknowledge packet. If the device does not receive it, the device will retransmit the
original request;

c) the device shall acknowledge that it received the Device Configuration message sent to it in b).

The Acknowledge message can have various values; a value of ACK_OK to say that the device


https://iecnorm.com/api/?name=79ea5e531694d9a43028f191a3512923

14908-4 © ISO/IEC:2012 (E) -25-

accepted the configuration, a value of ACK_FIXED to say that the device has a fixed configuration,
a value of ACK_BAD_MESSAGE to say that the received message was corrupted or a value of
ACK_CANT_COMPLY to say that, for whatever reason, the device could not use the
configuration parameters;

d) after the registration process the device may then send a series of request messages to the
server;

e) —the server shall answer these requests with the appropriate response messages

How the server responds to different acknowledgements is not defined here, but the server should |og
thg messages to allow for debugging.

8.89.1.2 Unsolicited packets from the server

The server can send an unsolicited Device Configuration message to a_device. The devjce
acknowledges it in the same way described above. It is best practice for the server to avoid flooding a
deyice that is coming on-line with unsolicited packets until the device has finished requesting packéts.
Implementation details are a matter of choice. Other configuration packéts are never sent in|an
ungolicited manner. The Device Configuration message sent in ah _unsolicited manner is neyer
segmented.

The unsolicited Device Configuration message from the seryer is used to indicate to the device that
some other part of the channel configuration has changed.cDatetime fields in the Device Configuratjon
mgssage are valid in these messages and indicate the datetimes of the latest Send List and Chanpel
Mgmbership list packets. After comparing these datetimes with the datetimes of the packets currently
stgred by a device, the device shall request Channel'Membership, Send List and Channel Routjng
pagkets from the server in order to get the most re¢ent versions.

The configuration of a CNP/IP channel can bg'static even though a configuration server is being usgd.
Such would be the case if the configuration/’was known a priori and fixed in the configuration sen(er.
This is one of the reasons a server may answer a client registration message with a CNP/IP devjce
refused message. The device registering with the server may not be part of the fixed configuratipn.
The way in which the server determines how to respond to a client registration message is venglor

.1.3 Requests fromdevices or other nodes

ices shall answerjrequests from other nodes, possibly devices. No guarantee, beyond thosg of
segmentation, is.made for the data requested by another device or node that is not a device or senjer.
By| segmentation.-'guarantees is meant that the series of packets will have the same datetime ang a
consistent set)of bytes. A device shall maintain global integrity with respect to its communication with
thg server;

Fof ‘example, if a device (A) responds to another device (B) for a channel routing packet, and durjng
this exchange, the device routing information of (A) changes, the device (A) has no responsibility to
inform the device (B), to fail the responses to (B) or to inform the device (B) that the data has changed
by changing the datetime (unless the remainder of the data during this exchange is from the changed
data set). The only integrity responsibility that the device (A) has is to inform the server of the updated
information.

Devices have no responsibility to respond to, or to process unsolicited configuration messages from
devices other than the server. They shall respond to unsolicited request messages from devices other
than the server. This means that if a device receives an unsolicited Channel Membership, Send List,
Channel Routing or Device Configuration message from a node that is not the server, it may drop it on
the floor.
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8.5.1.4 Datetime

All

configuration packets contain a datetime. This is the date and time for which the data is valid.

Newer or older versions of this data may be determined with a resolution of 1 s by looking at this field.
This field is constrained so that if more than one version of the data is created in the same second,
that they each have unique and increasing values for this field.

If the network supports SNTP or NTP, the value of datetime is the seconds portion of the NTP date
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4.2 General protocol interaction

6. See RFC 2030 Clause 3 for more details.

network does not support the SNTP or NTP protocol, the datetime may be a small integer, pot
luding zero. These dates, in the early 1900's, are clearly not wall clock time, but are cbnstrained to
by the same requirement of uniqueness for all time as mentioned above. That is, theSe values,|as
itted by such a device, never wrap around or repeat for different data.

b datetime is expressed in UTC [Co-ordinated Universal Time], or equivalently GMT, so that the
ezone does not affect the value. Also daylight saving time is not adjusted. Since UTC is used, [f a
ice moves between timezones, or if daylight savings time comes intaraffect, the times reported [for
hfiguration packets are always monotonically increasing.

clocks drift and clocks are reset, automatically or manually, the time set in the device may charge
vard or backward. A device shall never emit a configuration packet with a datetime earlier than that
any packet it ever emitted. This can be accomplished-in{several ways. One way is to have the
ice save, in non-volatile memory, the datetime of the dast.configuration packet that it emitted. Eqch
e a configuration packet is to be emitted, then the device chooses the latest of the current datetime,
] the last saved datetime + 1. If the device emits.new configuration packets at an average ratg of
s than one per second, the configuration datetime and the system datetime will eventually crgss
 the system datetime will be later.

general, each packet sent has an:expected response. The response may be either an ACK| or
bther message in a protocol exchange. Receipt of the other message shall be interpreted as|an
K_OK for the previous message.

Packets are re-transmitted a few times with a back-off algorithm to avoid congestion. For examp
the retransmit timersmight be set to 1 s, and each time it might double until 30 s is reached.

e,

ACKs are not fetransmitted, but the state change in a device is always such that receipt of a
duplicate previous message in the protocol causes no state change and causes retransmissior] of
the appropriate ACK.

configuration server may support multiple channels. In this case, the configuration server| is
hfigured with a list of device IP addresses for each channel. Device Registration messages contgin
IP{address of the device, so that channel membership of the device can be determined. For|all

ot

er messages, e senoing IP—address canm be determined as the SOUTCe address of the UDPfrarne,

or the source address of the TCP connection.

8.5.3 Packet Segmentation

8531 UDP

The UDP payload length of approximately 548 bytes causes restrictions in the membership of
channels and causes other problems when nodes are considered. Dealing with large packets can be
confined to the configuration protocols and are of primary concern for these packet types:

Channel Membership packets for populations larger than about 128 devices;

Send List packets for populations larger than about 64 devices;
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Channel Routing information for nodes with more than about 4 Domains.

When these data sets exceed the 548-byte limitation of the UDP packet size then the segmentation
scheme described in 8.3 is used.

8.5.3.2 TCP

f)

When a device that supports TCP begins its first communication with the server, it does not kn

wh
wh

)

C|V

TCP is an optional means of communicating with a server. When the IP_PROTOCOL field of the

cy KT U o)W, - clVEC day UST d

to echang at ith thedeice.
his case:

segment packets are never used. Packets, regardless of size, are sent in their eptirety;

ACK messages are not sent on TCP connections;

retransmissions are not performed on TCP connections;

requests can be sent from a device to the server using either TCP\or UDP. Such requests may
and the server supports TCP, then the server shall answer using TCP;

when the configuration server detects a configurationChange, it may send the configuration d
unsolicited, over the TCP link to the device. The Channel Membership packet is always sent fi

List, Device Configuration or Channel Routing packets;

when a TCP connection breaks in a non:graceful way, the device, not the server, is responsi
for re-establishing the connection. Thelassumption is that the device has failed or beco
partitioned from the network. When\a~new update occurs, the configuration server tries aga
once, to establish a connection wijth the device to forward the update. The device should
continuously, with some prudentimplementation dependent period, to establish a connection w
the server and should contin€ to route messages based on any existing configuration d3
When TCP is used, either'the device or server may initiate the connection. The connect
remains open for a prudent, implementation dependent, period of time awaiting its use by furt
traffic. Either side may. terminate the connection after its own timeout. Graceful TCP connect
shutdown is encodraged, but not required.

ether the sepver supports TCP or not. The device may use the following mechanism to determ
ether to_Use TCP.

The_device attempts a TCP connection with the configuration server.

be

serviced by the server using either TCP or UDP. If the device‘cennects to the server using TCP,

—
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followed by any relevant updated packets. The fallowing packets may be sent in this way: S¢nd
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i)

The device need not walt for the connection to succeed or timeout before sending requests

vi

a

UDP to the server. For example, the device might start the TCP connection and then send the Device
Registration packet to the server immediately. Note that the Device Registration packet contains the

P

Protocol field that states that the device supports TCP.

The only way for the device to determine whether the configuration server supports TCP is to have a
connection succeed. This mechanism assumes that a node that does not support TCP cannot
respond with Connection Refused.

If the number of simultaneous connections supported by a server is smaller than the number of
devices on the channel, devices might receive connection refused messages from the server when
trying to connect. Such responses should indicate that there are insufficient resources on the server.
In this case they try again after a suitable amount of time, or elect to use UDP.
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Servers should accelerate timeouts of cached TCP connections so as to provide one or more open
connections for new device conversations.

8.5.4 Device Registration

This interaction is designed to allow a device to inform the Configuration Server of its identity and to
obtain IP operational parameters from the server.

Th., dCV;\;C |Cqu;|co thC fU::UVV;IIU ;IIfUIIIIGt;UII tU bcyill ;Iltclabt;lly V\I;th thC SCTVCT. A:: UthCl ;IIfUIIIIal On
can be obtained from a server based on the uniqueness of this data:

a) | IP address/port of the device;

b) | IP address/port of the configuration server.

There are several cases to be solved with this interaction:

i) | the device has some identity information, and needs to obtain the remainder from the server. The
sefver knows about the device;

i) | the device has a fixed, possibly locally entered, configuration and-needs to register with the server,
anfl obtain a send list and or channel membership list;

iii)| the device may or may not be able to comply with_configuration information suggested by the
seqver. The protocol does not allow for negotiation of configuration. If the device is unable to comply
with the suggested configuration from the server, it repotts this, and ceases operation;

iv)| when a device ceases operation it continues.to process messages from the configuration server,
buf does not route messages. It does not instigate further activity with the server, but processes
Dgvice Response messages.

Th|s protocol is depicted in Table 1.

Table 1 —Device-Registration with Configuration Server Protocol

Device <> Server
Send device registration packet > (1) Add to configure or reject
Cease operation until reset. <« ACK_DEVICE_REFUSED on reject
or
Begin operation with new parameters, and < Device configuration packet
ACK OK > Stop retransmit of device configuration,

. . indicate in database that device is a member.
begin operation or

ACK_CANT_COMPLY > No further action, no database change.
cease operation until reset.
Perform next step. < Send unsolicited device configuration packet.
Send ACK_OK or ACK_CANT_COMPLY > Request further information if necessary

based on datetimes in device response

In the solicited case, the server does not retransmit the Device Configuration packet. If the client
doesn't receive the Device Configuration Packet in time it will retransmit the Device Registration
Packet to the server.

In the unsolicited case the server should retransmit the Device Configuration packet if it does not
receive an ACK_OK or an ACK_CANT_COMPLY from the client.
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A Configuration Server may inform the members of a channel of a change of configuration server
through the use of these messages as well. This would be required if the configuration server’s IP
address or port changed. This protocol is depicted in Table 2. At present this is not a secure operation.
Devices may refuse this request, and so shall be configured in some implementation dependent
manner for the identity of the Configuration manager. This protocol, in and of itself, allows no
significant additional security compromise, however, since IP spoofing is possible, and so another
node could usurp the IP identity and role of the Configuration manager whenever it is off the net.

Table 2 — Server to Device Unsolicited Configuration Message Protocol

not to interfere with further operations of channel.

Device <> Server
Build response < Send Configuration Requestpacket
Send Device Configuration packet > Build Device Configuratioh packet
< Send Device Configuration packet.
Adopt new IP address / port for Configuration Server > Proceed normally as '€onfiguration server
and Time Server Send ACK_OK
Send ACK_CANT_COMPLY. Cease operation so as > Mark Device/as'no longer a member of the

channel.

If fhe device adopts a policy so that it does not cease operatien. when it receives a change to

se
lik

ver that it cannot comply with, or refuses to comply with, thenthe device is only interoperable W
devices. This is because a new configuration managef, shall rely on all devices either obeying|i

commands and information, or shall rely on them failing Gatil they are manually updated in some ot

W

The server should request the client’s configuratien‘before sending a new Device Configuration pac

It [s not a requirement that the client receive* such a request before processing a new DeV

Configuration packet from the server.

8.5.5 Channel Membership

The purpose of this interaction.issto allow device to obtain a complete list of other devices on

ch@annel. This protocol is depiCted in Table 3.

If the channel membership list changes after some devices are active, the server can send
ungolicited Device Configuration packet with a new datetime for the Channel Membership packet.

Table 3 — Device to Server Channel Membership Request Protocol
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Device g Server
Send,Channel Membership Request packet > Find device in database and identify channel.
Cease npnrntinn untilreset & A(‘I(_I‘\I:\/I(‘IZ_DI:I:I ISED if no channel defined or
device is not a member of any channel
or
Begin operation with new parameters. < Send Channel Membership packet

The Channel Membership packet is not retransmitted by the server. If the device does not receive the

packet, it requests again.

When any change occurs to the configuration, the server notifies each of the members of the change.

There are changes of three kinds:

a) adevice is added to the list;
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b) adevice is removed from the list;

c) a device changes its configuration requiring other nodes to update their Send List or Channel
Routing information for that node.

These cases are all handled by the server sending all devices an unsolicited Device Configuration
packet with an updated datetime for the Channel Membership packet. The device then requests a new
Channel Membership packet. If the node receiving the packet finds it is not in the membership, it
ceases routing packets and awaits further configuration messages |If the node does not have a
ch@annel membership list, meaning it has just been added to the channel, then it requests Chanpel
Rquting packets or Send List packet.

Each entry in the Channel Membership packet contains a datetime which indicates the-last valid
datetime of the Channel Routing packet. Also it contains a SendListDateTime which indicates the |pst
vald time of a send list packet and a DeviceRequestDateTime indicating the last\valid time of that
pagket for the device. These datetimes are used by the device to request new information.

8.4.6 Send List
Th|s interaction allows device to obtain a send list for the channel. This.protocol is depicted in Table|4.

If the send list changes after some devices are active, the protocol'can begin with the server sending a
Device Configuration packet as an unsolicited message (see 8,5.4).

The send list is an optional means by which routers may.forward packets. By the use of send listy, a
configuration server may centrally manage multi-cast.addresses for a channel. Servers shall supgort
thg creation of Send List packets and shall respond‘to-requests by devices for these packets. Supgort
of Bend List packets by devices is optional and devices need not request these packets from server,

U7

How a Send List is derived or configured into the server is implementation dependent as long as it
adperes to the three rules specified in Clause 6.1. In the absence of a configured Send List or a mpre
sophisticated algorithm for deriving it, the*server may use the following algorithm to generate a Sgnd
Ligft.

Send List Generation Method

If and only if every Deviee in the CNP/IP channel belongs to the same multi-cast group(s) use
Algorithm A, else usegAlgorithm B. Note that which multi-cast groups a device belongs to are par{ of
thg device's configdration which the server has full knowledge of. This knowledge is gained either
thrpugh the Device Registration packet sent from the device or the Device Configuration packet sent
from the serverto.the device.

Algorithm-A(Highly Optimized)

Seject.a single multi-cast group that every device on the CNP/IP channel belongs to. Use the mylti-
casttPaddress for this group as the one and ony entry 1 the Send LSt Note that this—atgorithm
depends upon every device in the CNP/IP channel belonging to the multi-cast group specified in the
Send List. If this becomes untrue for whatever reason then the Send List shall be modified accordingly.

Algorithm B (Brute Force)

For each device in the Channel Membership list add the corresponding unicast IP address for that
device to the Send List. In this scenario the Send List shall maintain a one to one correspondence with
the Channel Membership list. If Devices are added or deleted from the Channel Membership list the
Send List shall be modified accordingly.

When using send lists, every packet forwarded by a device is sent to every address in the list,
unconditionally. The device listens on ports and addresses specified in the Device Configuration
messages.
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Table 4 — Device to Server Send List Request Protocol

Device > Server
Send Send List Request packet > Find device in database and identify send list.
Cease operation until reset. < ACK_DEVICE_REFUSED if no channel defined or

device is not a member of any channel
or

Begin operation with new parameters < Send Send List packet
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When a devicé.supports Channel Routing packets, and it has new channel routing information,

de

.H.7 Channel Routing

e Send List packet is not retransmitted by the server. If the device does not receive the \packe
uests again.

7.1  General

s interaction allows device to obtain Channel Routing information_for the device or to allow
ice to send the Channel Routing information to the server for distribution to other devices. T
tocol is depicted in Table 5 and Table 6.

bse packets are exchanged between CNP/IP devices and/represent the routing information for
ice indicated in the message. When a configuration sefver sends several of these packets, e
cast IP Address corresponds to an IP address in{thé channel membership list. The rout
brmation refers to that node. All IP addresses of channel members shall be unique.

pport of Channel Routing packets is optional.
ecifically the routing tables which consistof subnet and group masks are sent in this packet. T
bnet and group mask information may, b€ used by routers to avoid sending every packet to evi
er router which might otherwise be wasteful of bandwidth if, for some reason, multi-cast address|
ween the routers is not allowed orithe IP network.

e SubnetMsk, GroupMsk, and-Domain structure may be repeated in the packet if the router g
te to a more than one CNP-domain or as a proxy.

ne channel routing dnformation changes after some devices are active, the protocol can begin
server sending &n tnsolicited Device Configuration message (see 8.5.4).

ice creates a new Channel Routing packet. This packet is then transmitted to the server.

Table 5 — Device to Server Channel Routing Update Protocol
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Device > Server
Send Channel Routing packet > Find device in database and identify routing list.
Cease operation until reset. <« ACK_DEVICE_REFUSED if no channel defined or

device is not a member of any channel
or

Stop re-transmission of Channel Routing Packet. < Send ACK_OK.

When a device supports Channel Routing packets, it requires the Channel routing packets of the other
devices on the channel. It obtains these packets in the manner shown in Table 6.
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Table 6 — 6 Device to Server Channel Routing Request Protocol

Device > Server
Send Channel Routing Request packet > Find device in database and identify routing list.
Cease operation until reset. < ACK_DEVICE_REFUSED if no channel defined or

device is not a member of any channel
or

Begin operation with new parameters. < Send Channel Routing packet.
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b transmission by the server is not repeated and no ACK is performed by the device. If the)dey

bs not receive the message, it requests again.
e Channel Routing Request message contains two fields of interest in the request {o,the server:

Datetime indicates that data should be sent if any data”is newer than ft
datetime. Zero indicates always send the data;

IP Unicast Address if non-zero, indicates that only the channel routing for this device ig
be sent. If zero, indicates to send allsehannel routing information
all members of the channel.

bse options may be used to optimise requests to the sefver. For example, if a router request
hnnel membership list and finds a new device in the Jisty it might request only the channel rout

brmation for that device.

.7.2  Routing to subnet/node addresses

e Channel Routing packet contains a list of.subnet/node addresses, as well as a list of domains v
bnet masks. These may be used by a roGter to perform optimal routing in the following manner:

bnet/node messages addressed’-to a matching domain/subnet/node address go to
responding device. Matching subnet broadcasts and subnet directed Unigque ID messages wo
to all nodes configured in_that-Subnet. Such subnets would not be set in the subnet mask of
main. Domain/subnet/node\addresses will typically be unique but in some cases (certain error cas
transitory conditions) there may be multiple devices claiming the same address. In such cas
ssages should be routed to the multiple devices.

7.3 Semaritics for Wants All Broadcasts

e CNP( \Flags field of the Channel Routing packet contains a bit cal
ANTS_ALL_ BROADCASTS. This field conditions optimised routing as follows:

devices will represent at a minimum one CNP addressable node. For example, for CNP/IP Routsg

ce

ith

he
uld
he
es
ES,

ed

rs,

thiSTode 15 the Touter side connected to the P channet, i a device nas at ieast one CNPaddaressal
node, which is in the un-configured state, then it shall report that it needs all broadcasts (domain-wide
or subnet), regardless of the domain ID in the broadcast message. This is because CNP nodes
respond to all broadcasts regardless of the domain ID when in the un-configured state.

8.6 Miscellaneous Status Messages

8.6.1 General

le

These messages are intended to allow network tools to extract information from a device to aid in the
management and debugging of devices on a network. In general all available information about a
devices health, statistics and configuration can be obtained by messages described in this subclause.
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They are not intended to be used for the configuration of the devices or to replace functions already
defined for the Configuration Server.

The following general operations are supported:

Request general health/status of CNP/IP device.

Request general health/status/statistics of CNP/IP device and have the statistics cleared upon

sending them to requestor.

All
me
an
de
to

ab

8.6

8.6

All
Po

Th
TG

Request configuration of a device.
Request send list of a device.
Request channel membership of a device.

Request channel routing information of a device.

these operations are in the form of a simple request/response transaction.When approprig
ssage formats that have already been defined for the Client/Server interagtions are re-used here

of the request/response transactions described in this subclause itds“important to note tha
ice which is not the Configuration Server, should not respond to requests which do not correspg
he device being requested. For example device A should not respand to a request for informat
but device B unless device A is a configuration server.

.2 CNP/IP Device Status

2.1  General

this information is optional. The means to supply this information is not dictated in any w|
Ssibilities for access to this information includg, but are not limited to:

local serial line on the router

CNP parameter access;

CNP network variable access;

private (as yet to be defined)messages over IP;

HTML server running,ir the router.

bse data are not jntended to duplicate or interfere with any optional support for SNMP MIB-II in
P/IP stack of the router.

.2.2  Status Information

te,
In
I a
nd
on

he

general; the statistical information is supplied as unsigned 32 bit fixed point integer format. |

tistiCis not supported, the value of that statistic is set to OxXFFFFFFFF. If a statistic is in the overfl

however, any CNP/IP node shall respond with this packet to a request for the information. Vendors are

free to add implementation specific statistics as an additional response packet. See 8.7 for information

on

Vendor Specific message extensions.
1) Time since last Counter Reset. (format: 32 bit unsigned integer number of seconds)
2) Time of last Counter Reset. (In GMT.) (format: datetime, see 9.4)

3) Number of members on the channel. (format: 32 bit unsigned integer)

4) Number of members on the channel to which messages were sent in the recent past.

(Method of measurement is left undefined.). (format: 32 bit unsigned integer)
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5) CNP packets received. (Packets received from CNP channel.). (format: 32 bit unsigned
integer)

6) CNP packets received but discarded due to selective forwarding. (format: 32 bit unsigned
integer)

7) CNP total bytes received. (format: 32 bit unsigned integer)

8) CNP packets sent (Packets sent onta CNP channel) (farmat: 32 bit unsigned integer)

9) CNP total bytes sent. (format: 32 bit unsigned integer)

10) CNP packets sent onto IP channel. (format: 32 bit unsigned integer)

11) CNP bytes sent onto IP channel. (format: 32 bit unsigned integer)

12) CNP packets received from IP channel. (format: 32 bit unsigned integer)

13) CNP bytes received from IP channel. (format: 32 bit unsigned integer number)

14) IP packets containing LT packets onto IP network. (format: 32 bit unsigned integer number

15) IP packets containing LT packets from IP network. (fermat: 32 bit unsigned integer number

16) Average aggregation onto IP channel. (Value<is ‘expressed as a pair of 32 bit unsigred
integers. Total LT packets <10>/ Total IP packets <14>.)

17) Average aggregation from IP channel. (Value is expressed as a pair of 32 bit unsigrjed
integers. Total LT packets <12> / Total IP packets <15>.) (Since all these parameters are
optional, duplicate data forms is not'necessarily a problem. One might elect not to support{12,
15, but might support 17 instead.)

18) Number of UDP packets seht:-(format: 32 bit unsigned integer)

19) Number of TCP packets'sent. (format: 32 bit unsigned integer)

20) Number of Multi-cast packets sent. (format: 32 bit unsigned integer)

21) Stale LT packets from IP dropped. (Stale means that the have been too long in the
network)i(format: 32 bit unsigned integer)

22) Countof TCP Connection failures. (format: 32 bit unsigned integer)

23). Number of different hosts experiencing TCP Connection failures. (format: 32 bit unsigred
integer)

24) Number of router configuration messages sent. (format: 32 bit unsigned integer)

25) Number of router configuration messages received. (format: 32 bit unsigned integer)

26) Number of configuration changes. (format: 32 bit integer)

27) Running average number of UDP packets/second sent. (format: 32 bit integer)

28) Running average number of UDP packets/second received. (format: 32 bit integer)

29) Running average number of TCP packets/second sent. (format: 32 bit integer)
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30) Running average number of TCP packets/second received. (format: 32 bit integer)

8.6.3 Device Configuration

A Device Configuration may be requested by some host. Such a request shall be responded to if it
specifies the device receiving the request.

Device Configuration request/response transactions use the same packets as described in 8.5.4, but

us
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Table 7 — Protocol for Requesting a Device’s Configuration

IP Host > Device
Send Configuration Request packet > Confirm Request\alid
DONE < ACK_DEVICE_RERWUSED on reject
or,
DONE < Send Device Configuration Packet

.4 Device Send List

Hevice’'s send list may be requested by some host. Such a request shall be responded to
beifies the device receiving the request.

vice Send List request/response transactions use.the same packets as described in 8.5.6, but (
impler interaction as shown in Table 8.

Table 8 — Protocol foriRequesting a Device’s Send List

IP Host <> Device
Send Send List Request packet > Confirm Request Valid
DONE < ACK_DEVICE_REFUSED on reject
or
DONE < Send Send List packet

.5 Channel Membership List

device’s (channel membership list may be requested by some host. Such a request shall
ponded-to if it specifies the device receiving the request.

fit

se

vice-Channel Membership List request/response transactions use the same packets as descril

ed

in 85.5, but USE a simpler protocol interaction as shown in Table 9.

Table 9 — Protocol for Requesting a Device’s Channel Definition

IP Host g Device
Send Channel Membership Request packet > Confirm Request Valid
DONE S ACK_DEVICE_REFUSED on reject
or
DONE < Send Channel Membership packet
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8.6.6 Channel routing information

A device’s channel routing information may be requested by some host. Such a request shall be
responded to if it specifies the device receiving the request.

Device Configuration request/response transactions use the same packets as described in 8.5.7, but
use a simpler interaction as shown in Table 10.

8.1

Th
be
ard

A

co
thd
thq
un
fun

Ve

combination shall be discarded.

lable 10 — Protocol 1or Requesting a bevice's Channel Routing Intormation

IP Host PARN Device
Send Channel Routing Request packet > Confirm Request Valid
DONE < ACK_DEVICE_REFUSED-0n Teject
or
DONE < Send Channel Routing packet

[ Vendor Specific Messages

b VVendor Code in the Common Packet Header allows for vendor-specific packets. This value shall

set to O for all packets of standard definition according to this Specification. Vendor-specific pack
identified in part by a unique Vendor Code (other than 0).

nique Packet Type code is assigned to each function as detailed in 9.1. Standard Packet Ty
es that are defined within this specification are in the‘range 0x00 to 0x7F. Vendor-specific pack
t convey information as an extension to a standard function defined in this specification may |
same Packet Type code as that standard function, however the Vendor Code shall be set to
que identifier for that vendor. Vendor-specific'packets that have no relationship to existing stand
ctions defined in this specification shall use a Packet Type code in the range 0x80 to OXFF.

hdor Specific packets received by devices that do not understand that Vendor Code/Packet Ty

pts
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q
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"Shared Secret”. The CNP "Shared Secret”, however, is not limited to 128 degrees of freedom, §

Receiving (128 bit) MD5 Digest —p» SamePass = g |

'

Different Fail

Figure 4 — Authentication encoding and decoding of CNP packets

ure 4 illustrates thé procedure for encoding and decoding packets for which the security bit in
P header is set.

fore transmitting a secured message the sender appends a shared secret to the message as sho
bve. Thel"Shared Secret” shall at a minimum represent a value which contains 128 degrees
dom- FOr example, a 16 byte array where all of the bits are available for selection, or a 22 b
ng; where 6 bits per byte are available, would both meet the minimal requirements for a C

he

Wn

of
yte
NP

nd

may be larger.

Other requirements of the “Shared Secret” are:

the “Shared Secret” should never be transmitted openly on the network;

CNP devices shall allow for a manual secure means of setting and updating device secrets;

a CNP device shall provide for a least a single “Shared Secret” which can be used to validate

requests, if and only if authentication is present in the device implementation;

optionally manufactures may initially seed products with a default “Shared Secret” that may
updated later using secure network messages.

be

Next, a Digest of the packet is generated by applying the MD5 Message-Digest Algorithm( see
RFC 1321, to the complete CNP/IP packet plus the “Shared Secret”. The generated MD5 Digest is
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then inserted into the MBZ key field above and the packet minus the Secret is transmitted to the
network.

A receiving device performs the same procedure on the incoming packet.

a)

b)

Stores off the incoming Digest and replaces the Digest field with zero's.

Performs a digest of the packet with its own “Shared Secret”.

<)
d)

e)

9

9.1

Th
ref

All
idg

All

Ta

Th

Compares the incoming Digest to the new Digest it produces.
Matching MD5 Digests denotes valid packets.

Non-authenticated packets should be discarded and may be noted by the CNP deVice.

Packet formats

Packet Types

s clause gives a detailed description of all CNP/IP packet contents and formats. The reade
erred to Clause 6 for how the various packets described in this Subclause are used.

CNP/IP packets are composed of a header followed by a data portion. The header format
ntical for all CNP/IP messages. The data portion is dependent upon the type of CNP/IP packet.

fields are in network byte order except where npted.
ble 11 is a cross-reference for all the packets used in the system.
b following acronyms are used to depiet various data sets:

DC — Device Configuration;

CM — Channel Membership'list;

SL — Send List;

CR — Channel Routing.

is
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Table 11 — Message type cross reference

Packet Name Format Transactions used Code
(Clause 9) (Clause 8)
Data packet 94 CNP data packet exchange (8.4) 0x01
Device configuration request 9.8 DC request to server (8.5.4) 0x63
DC request to Device (8.6.3)
Device registration 9.5 Device registration with server (8.5.4) 0x03
Device configuration 9.5 DC response from server (8.5.4) 0x71
DC response from device (8.6.3)
Server’s unsolicited update of Device’s
Configuration (8.5.1.2)
Channel membership request 9.8 CM request to server (8.5.5) 0x64
CM request to device (8.6.5)
Channel membership 9.6 CM response from server (8.5.5) 0x04
CM response from Device (8.6.5)
Send list request 9.8 SL request to server (8.5.6) 0x64
SL request to device (8.6.4)
Send list 9.10 SL response from servery(8.5.6) 0x04
SL response from device (8.6.4)
Channel routing request 9.8 CR request to sérver (8.5.7) 0x69
CR request to device (8.6.6)
Channel routing 9.7 CR response from server (8.5.7) 0x09
CR response from device (8.6.6)
Acknowledge 9.9 8.5:2 0x07
Segment 9.3 All'€M, SL, and CR transactions in 8.5 and 8.6. 0x7
Status/health/statistics request 9.8 Status request to device (8.6.2) 0x6(
Status/health/statistics response 9.11 Status response from device (8.6.2) 0x7(
9.2 Common CNP/IP Header
All|ICNP/IP packets have the common header shown in Table 12.
Table 12 —Common Packet Header format
Byte 0 Byte 1 Byte 2 Byte 3
Data Packet length Version Packet Type
Extended-Hé&ader Size Protocol Flags Vendor Code (16 bits)
Session ID
Sequence Number

Tima Stamn
+HH e

This header is present on all packets. The following is a description of each field.
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Version

This is the version number of the packet. It is assumed that packets with the same version number
can always be parsed. If a node receives a header with a version number that it does not understand,
it discards the packet without further processing of the packet contents. The current version nhumber is
0x01. The version number is the lower 5 bits of this byte. The upper 3 bits are defined as follows:

Bit 5-6: Reserved, MBZ

Bit Z- Vendar Specific Packet Follows: a packet follows this one that contains a vendar code other
and is meant to be processed with this packet.

Prptocol Flags
These are bit flags are used to depict various aspects of the tunnelling protocol. The following bits are
used:

Bit] 7: Reserved, MBZ
Bit|6: Reserved, MBZ

Bit|5: Security bit; if this bit is set to 1 then this packet contains)authentication informatior] as
described in 8.8.

Bits 4-0: Protocol code; this field specifies the protocol being tunnelled within the packet. [The
following protocols are supported:

0x00 — EIA-709
0x01 — EIA- 600
0x02 — CNP

Vendor Code
This field is used to indicate vendor specific codes. A value of 0x0000 indicates that this packet is a
compliant packet as specified in this document. Any value other than 0x0000 indicates that this is a
vendor specific packet. See 8.7 for more information on Vendor Specific messages.

Each vendor code will be assigned and administered by the appropriate industry council for eafh.
Vendor codes are only required’to be unique within a specific protocol.

Packet Type
Th|s determines the/type of the packet. Packet Type codes for packets defined in this specification are
in fhe range of 0x00-to Ox7F. Vendor specific packets that convey information as an extension tp a
stgndard functign:defined in this specification may use the same Packet Type code as that standard
furlction, however the Vendor Code shall be set to the unique identifier for that vendor. Vendor-spedific
pagkets that‘have no relationship to existing standard functions defined in this specification shall us¢ a
Pafcket(Type code in the range 0x80 to OxFF. See 8.7 for more information on Vendor Spedific
mgssages.

Data Packet Length

This field is length of the packet in bytes, including the bytes in this common packet header. The value
of this field added to the address of Version is the offset of the next Version field of the following
packet, if there is more than one in the current frame.

Extended Header Size

This field is the length of the packet header in numbers of four byte records beyond the standard
header size. If there are no extensions to the common header then this field is 0. This also implies that
headers shall be multiples of four bytes and aligned on four byte boundaries. This field allows for
future revision of this protocol but allowing backward compatibility. All packets generated that adhere
to version 1 of this protocol shall have Header Size set to 0.
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Session ID
The session ID works in concert with the sequence number to guarantee that packets are received in
the order they are sent over a standard UDP channel. Every CNP/IP node keeps a session ID chosen
at random. If the CNP/IP node re-boots, resets, etc. and forgets the sequence numbers it was using,
the node sends its next messages to each destination with a new session ID. The new session ID is
also chosen at random with the constraint that it is not identical to the session ID in use by the node
prior to the re-boot/reset event.

W

en a node receives a message from a source with a different session ID than was in use on

he
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vious message from that source, the node assumes the accompanying message is in sequen
ditionally the receiver remembers the session ID/sequence number pair contained in the '
ssage for the order preservation of the subsequent messages.

quence Number

guence number for the current packet. See 8.4.2 to 8.4.4 for algorithm details.

nestamp

b timestamp for the current packet, or zero if no timestamp, is assigned to the packet. T|

estamp indicates the time that this packet was originated on this IP chanfel.

b timestamp field is always zero for configuration packets. It is only~valid for data packets.

Segment Packet
s packet is used to encapsulate other CNP/IP messades that exceed a single UDP datagram siz

P segment packet has the format shown in Table 13:

Table 13 —Segment Packet format

ce.
ew
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%

Byte O Bytet Byte 2 Byte 3
Common Packet Header
Date Time
Flags Request ID Segment ID

Bytes of payload

Bytes of payload

Bytes of payload

Bytes of payload

Bytes of payload

Bytes of payload

Bytes of payload

Bytes of payload

Bytes of payload

Bytes of payload

Bytes of payload

Bytes of payload

Bytes,of-payload

Bytes of payload

Bytes of payload

Bytes of payload

Bytes of payload

Bytes of payload

Bytes of payload

Bytes of payload

The following is a description of all fields in this packet.

Packet Type
Refer to 9.1

Date Time
See 9.5 for details of the date time format. This datetime field is copied from the datetime of the
encapsulated packet. All the segments for a particular encapsulated packet in which all data elements
are coherent have the same datetime. If any of the data making up the encapsulated packet changes
during the segmented transfer of that encapsulated packet, then the datetime in the affected segment
packets will also change to that of the new data set.
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Flags

Bit 7: Valid; this bit set indicates that valid data exists in this packet representing the indicated
Segment ID.

Bit 6: Final; this bit set indicates that no data exists for Segment ID values greater than that

returned in this packet.

Bits 5-0: Reserved for future use

Request ID
A ¢opy of the Request ID value from the request message that caused this response to be generated.

Segment ID
A ¢opy of the Segment ID value from the request message that caused this response t0-pe generatgd.
This is the identifier of the data that is contained in this response.

9.4 CNP Data Packets

CNP/IP data packets have the format shown in Table 14.

Table 14 — Data Packet format

CNP/IP Common Header CNP«Data Packet

CNP/IP Header
Seg 9.2.

CNP Data Packet
Thls is the complete "PDU" packet as deScribed in 6.4 of the CNP standard. The number of byfes
mgking up the PDU is equal to (Packet Size - Header Size).

Nate that, as described in 8.4.2, "CNP Data Packets shall be processed in the same order as they
welre originated. Thus, IP packets that have arrived out of order should be reordered before bejng
delivered to a CNP protocol stack. If reordering is not supported, packets received out of order shall
belignored.

9.5 CNP/IP Device Registration/configuration packets

If @ configuration server is being used then CNP/IP devices send Device Registration packets to the
sefver to informn them of their existence. The server then responds with a Device Configuration pacKet.
Th|s registration packet will be used by the server to both configure the CNP/IP device and possibly
mdintain_a list of all CNP/IP devices in the IP channel.

The Device Configuration packet is the only packef, which 1s sent unsolicited by the configurafion
server to a device.

The CNP/IP Device Registration and Device Configuration packets have the format shown in Table 15.
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Table 15 — Device registration/configuration packet format

Byte O Byte 1 Byte 2 Byte 3
Common Packet Reader
Datetime
IP Flags CNP Router Type CNP Flags Node Type
Mc Address Count [M] MBZ Channel Timeout

Total Unique ID Bytes [U] IP Unicast Port

IP Unicast Address

Channel Membership Datetime

Send List Datetime

Config Server IP Address

Primary Time Aerver IP Address

Secondary Time Server IP Address

Config Server IP Port Rrimary Time Server IP Port

Secondary Time Server IP Port MBZ

IP Mc Address [0]

IP Multi-cast Port [0] MBZ [0]
IP Mc Address [ M-1]
IP Multi-cast Port [ M-1] MBZ [ M-1]
Unique Id [0] Unique Id*[1] Unique Id [2] Unique Id [3]
Unique Id [4] Uniquend [5] Unique Id [6] ... [U-1]
Name Length [N] Name [0] Name [1] Name [2]
Name [3] Name [4] Name [5] ... [N-1]

NQTE The squared brackets contain the index of a field in an array.
Packet Type
Refer to 9.1.

Datetime
Th|s is the.date and time for which the data is valid. Newer or older versions of this data may |be
defermined with a resolution of 1 s by looking at this field. This field is constrained so that if more than
ong Version of the data is created in the same second, that they each have unique and increasjng
valuesfor this field

If the network supports SNTP or NTP, the value of datetime is the seconds portion of the NTP date
time from RFC 1305. This is the number of seconds since Oh 1 January 1900. This time will expire in
2036. See RFC 2030, Clause 3 for more details.

If a network does not support the SNTP or NTP protocol, the datetime may be a small integer, not
including zero. These dates, in the early 1900's, are clearly not wall clock time, but are constrained to
obey the same requirement of uniqueness for all time as mentioned above. That is, these values, as
emitted by such a device, never wrap around or repeat for different data.
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IP Flags

Mask values include:

0x01 - UDP supported
0x02 - TCP supported
0x04 - Multi-cast supported

CNP Router Type
In the case where the Node Type of the device is a router, this field signifies the following modes of
operation:

0xP0:  Configured: For each specified domain, forward subnet/node, subnet broadcasts and.subrfet
directed Unique ID messages (non zero subnet) to the device if the subnet mask hit'is' set{ If
the case where the subnet is 0 in any of the above messages, the message, should be
forwarded as if the subnet O bit were set to 1. For group messages, forward ifthe bit is set|in
the group mask.

0xp1l: Learning: For each specified domain, forward subnet/node, subnet broadcasts and subrfet
directed Unique ID messages (non zero subnet) to the device if the subnet mask bit is set.|In
the case where the subnet is 0 in any of the above messages, the message should be
forwarded as if the subnet 0 bit in the mask were set to 1. Subnet\mask bits are set for those
subnets that are on or could be on the "other side" and not set_for subnets that are known [to
be on "this side". For groups messages, always forward (group bits are ignored).

0xp2: Bridge: For each specified domain, forward all messages (subnet and group bits dre
ignored).

0xP3:  Repeater: Forward all messages (domain/subnet/group information ignored).

CNP flags
M4gsk values include:

0xp1l: WANTS_ALL BROADCASTS. See-8:5.7.3 for a description of this function.
0xP2:  Supports security as described . 8.8.

Ndde Type

Type of the device. The behavieur-0f some of these types remains unspecified at this time.
0xP1:  Non IP channel te IP channel Router.

0xP2: 1P channel Node:

0xP3: IP channel Proxy.

0xP4: 1P channel to IP channel Router.

MdAddress*Count
Number.of multi-cast IP addresses and ports to follow.

Channel Timeout
The value in milliseconds of the timeout as discussed in 8.4.4 and 8.4.2. Values of

1 ms to 1 500 ms are valid. Although this parameter can be specified down to 1 ms, due to the nature
of SNTP this level of precision can not be guaranteed and should not be expected. More practical
levels of the minimum precision are in the 10 ms to 16 ms range.

Total Unique ID Bytes

Total number of bytes of unique IDs to follow. Shall be a multiple of 6 bytes - the size of a Unique ID.
There shall be at least one entry. If the device is a node the Unique ID corresponds to the unique ID
as defined in ISO/IEC 14908-1. A router device may have up to three Unique ID’s, one for each side of
the router and one for configuration purposes. The one that is required to be specified in this field is
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the one that corresponds to the side of the router that is directly connected to the CNP/IP chan
under consideration.

IP Unicast Port
The port number the CNP/IP device uses when listening for unicast IP messages.

IP Unicast Address
The unicast IP address of the CNP/IP device in network byte order. The CNP/IP device will listen

nel

for

incaming unicast 1P packets on this address

Channel Membership Datetime

The datetime of the most recent Channel Membership packet from the server. This datetime js-useq
defermine whether a new Channel Membership packet should be requested from the ‘configurat
sefver when the device receives an unsolicited device response packet from the serven-Content is
mdaningful when the packet is sent from the device to the server.

Send List DateTime

The datetime of the most recent Send List packet for this device. This datetime is used to determ
ther a new Send List packet should be requested from the configuration server when the deVv
redeives an unsolicited device response packet from the server. Content is hot meaningful when
pagket is sent from the device to the server.

Canfig Server IP Address
IP JAddress of the Configuration server. A new configuration-sgrver for this channel may send a DeV
Canfiguration packet setting the IP address and port of theé)Configuration server and Time server.

Primary / Secondary Time Server IP Addresses
IP |Address of the NTP time servers. These are set by the Configuration server as discussed abo
ThE device uses the primary server if it can becreached, otherwise it uses the secondary server. T
assures that the devices use a predictable server.

Canfig Server IP Port

The multi-cast IPaddress of the CNP/IP device. The McAddress Count is zero if not supported. T
CNP/IP device-will listen for incoming multi-cast IP packets on this address. The 8 bytes of addre]
poft, MBZ are.repeated McAddress Count times.

IP Multi-cast Port
The. poert number the CNP/IP device resides on when listening for multi-cast IP packets.

ce
he

ce

ve.

his

bSS

Unique IDs
Unique IDs are packed together, 6 bytes each, expressed in CNP network byte order.

Name Length

The length of the name field to follow. The Name shall be zero terminated and this count includes the

Zero.

Name

This is a variable length name up to 128 bytes long exclusive of the zero terminator. It is associated

with the device. The name need not be unique among devices.
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9.6 Channel Membership Packet

This packet is used by a Configuration Server to notify a device of the channel membership. For the
sake of simplicity this messages contains the IP address and port number of all CNP/IP devices in the
IP channel. Once a device has the list of IP addresses it can send a device request message to each
device in the list requesting its full configuration.

The channel membership packet has the format shown in Table 16.

Table 16 —Channel Membership Packet format

Byte 0 Byte 1 Byte 2 Byte.3

Common Packet Header

Datetime

Send List Datetime

MBZ

List Size MBZ

The following fields are repeated once for each CNP/IP device

IP Unicast Addréess

IP Unicast Port MBZ

Datetime of Channel-Routing Packet for Device

The following is a description of all fields.in\this packet.

Datetime
Datetime of the creation of the Channel Membership packet for this channel. See 9.4.

Sehd List Datetime
Datetime of creation of the,Send List packet for this device. See 9.4.

MBZ
Myst Be Zero. See'3.9

Ligt Size
The number of devices in the table of CNP/IP devices.

IP Unicast Address
The unicast IP address of the CNP/IP device in network byte order. The CNP/IP device will listen for
incoming unicast IP packets on this address.

IP Unicast Port
The port number the CNP/IP device uses when listening for unicast IP messages.

Datetime of Channel Routing packet for Device

This is the datetime of the most recent Channel Routing packet for the device that is available to the
Configuration Server. This is used to determine whether to request a new channel routing packet from
the configuration server.
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9.7 Channel Routing Packet

The Channel Routing packet has the format shown in Table 17.

Table 17 — Channel Routing Packet formats

Byte 0 Byte 1 Byte 2 Byte 3
Common packet header with packet type (0x08)
|
Datetime
IP Multi-cast Port IP Unicast Port
IP Mc Address
IP Unicast Address
IP Flags CNP Router Type CNP Flags Node Type
Total Unique ID Bytes [U] MBZ
Total SubnetNode Bytes [S] Total Domain Bytes [D]

Unique Id [0] Unique Id [1] Uniguend [2] Unique Id [3]
Unique Id [4] Unique Id [5] WUnique Id [6] ... [U-1]

the following fields are repeated for each node address (CNP node addresses)

Subnet Number [0]

Node Number [0]

Domain Index [0]

Unique Id Index [0] Subnet Number [1]

Node Number [1]

Domain Index [1]

Unique Id Index [1]

Node Number [S-1]

Subnet Number [S-1]

Domain Index [S-1]

Unique Id Index [S-1]
The following, fields are repeated once for each domain (CNP Domain List)

SubnetMsk[0] SubnetMsk][1] SubnetMsk[2] SubnetMsk[3]
SubnetMsk[4] SubnetMsk[5] SubnetMsk[6] SubnetMsk[7]
SubnetMSK[28] SubnetMsk[29] SubnetMsk[30] SubnetMsk[31]
GroupMsk[0] GroupMsk([1] GroupMsk([2] GroupMsk[3]
GroupMsk[28] GroupMsk[29] GroupMsk[30] GroupMsk[31]
Domain Length MBZ Domain[0] Domain[1]

Domain[2] Domain([3] Domain[4] Domain[5]

NOTE

The squared brackets contain the index of a field in an array.

The following is a description of fields in this packet.

Datetime

See 9.4 for a description of this field.
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