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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
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This International Standard has been prepared to provide mechanisms through which various vendors
of local area control networks may exchange information in a standardised way. It defines
communication capabilities.

This
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Standard may involve the use of patents held by Echelon Corporation.
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Attenfion is drawn to the possibility that some of\tHe elements of this International Standard m
the subject of patent rights other than those-identified above. ISO and IEC shall not be
respopsible for identifying any or all such patent rights.

International Standard is to be used by all involved in design, manufacture, engine
ation and commissioning activities.

International Organization for Standardization (ISO) and International)-Electrotec
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ﬁhout the world. In this respect, the statement of the holder of the’putative patent rights is regi
e ISO and IEC. Information may be obtained from:

Echelon Corporation, 4015 Meridian Avenue, San)Jese, CA 94304, USA, phone +1-40§
5234, fax: +1-408-790-3800 http://www.echelon:com.
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INFORMATION TECHNOLOGY -
CONTROL NETWORK PROTOCOL -

Part 1: Protocol stack

This speeification—apples—to—a—communication—protocol-forlecal-area—controt-netwoerks—Hre—o

ides peer-to-peer communication for networked control and is suitable for implementing both
to-peér and master-slave control strategies. This specification describes services in layers\2' id
the layer 2 (data link layer) specification, it also describes the MAC sub-layer interface_to the ph
layer.| The physical layer provides a choice of transmission media. The interface_described i
specification supports multiple transmission media at the physical layer. In the layer7 specifica
includes a description of the types of messages used by applications to exchahge applicatio
netwgrk management data.

2 Normative references

None

3 Terms and definitions

For the purposes of this International Standard, the following subclause introduces the
termipology employed throughout this International Standard. Most of it is commonly used ar

2 (E)

ysical
n this
ion, it
n and

basic
d the

terms| have the same meaning in both the general and the standard context. However, for some {erms,

there|are subtle differences. For example,dn general, bridges do selective forwarding based ¢
layer |2 destination address. There are_no layer 2 addresses in this standard protocol, so b
forwafd all packets, as long as the domain address in the packet matches a domain of whig
bridg¢ is a member. Routers, in geheral, perform network address modification so that two pro
with the same transport layer but different network layers can be connected to form a single |
netwqgrk. Routers of this standard may perform network address modification, but typically the
examjne the network address fields and selectively forward packets based on the network
address fields.

31
channel
physigal unitsof‘bandwidth linking one or more communication nodes. Refer to Annex E for f
explahation of the relationship between a channel and a subnet

n the
idges
h the
tocols
pgical
only
layer

urther

3.2

physical repeater
device that reconditions the incoming physical layer signal on one channel and retransmits it on
same or another channel

3.3
store-and-forward repeater
device that stores and then reproduces data packets on to a second channel

3.4
bridge

to the

device that connects two channels (x and y); forwards all packets from x to y and vice versa, as long

as the packets originate on one of the domain(s) that the bridge belongs to
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3.5

configuration

non-volatile information used by the device to customise its operation. There is configuration data for
the correct operation of the protocol in each device, and optionally, for application operation. The
network configuration data stored in each device has a checksum associated with the data. Examples
of network configuration data are node addresses, communication media parameters such as priority
settings, etc. Application configuration information is application specific

3.6

domain
ViI'tUa lIctVVUIIr\ ti Idt ib ii 1< IICtVVUI;\ unit Uf mdriayciticl It dlluI dullllillibtldtiull. GIUU}J dlld bubl 1< (See
below) addresses are assigned by the administrator responsible for the domain, and they| have
meanjng only in the context of that domain

3.7
flexihgle domain
used [in conjunction with Unique_Node ID and broadcast addressing. A \nade responds|to a
Uniqgye_Node_ID-addressed message if the address matches, regardless of the domain on which the
messpge was sent. To respond so that the sender receives it, the response must be sent gn the
domajin in which it was received. Furthermore, this domain must be remehibered for the duration [of the
transaction so that duplicate detection of any retries is possible. This tfansitory domain entry at g node
is called the flexible domain. How many flexible domain entri€sya node supports is up to the
implementation. However, a minimum of 1 is required

3.8
subngt
set offlnodes accessible through the same link layer protecol; a routing abstraction for a channel; |n this
standprd subnets are limited to a maximum of 127 nodes

3.9

node
abstraction for a physical node that represents the highest degree of address resolvability|on a
netwgrk. A node is identified (addressed) within a subnet by its (logical) node identifier. A physical
node Imay belong to more than one _subnet; when it does, it is assigned one (logical) node numbier for
each fsubnet to which it belongs.A_physical node may belong to at most two subnets; these sybnets
must |be in different domains{ A®node may also be identified (absolutely) within a network py its
Unigye Node ID

3.10
grou
uniquely identifiable set of nodes within a domain. Within this set, individual members are identified by
their member/number. Groups facilitate one-to-many communication and are intended to sdipport
functipnal addressing

3.1
router
device that routes data packets to their respective destinations by selectively forwarding from subnet
to subnet; a router always connects two (sets of) subnets; routers may modify network layer address
fields. Routers may be set to one of four modes: repeater mode, bridge mode, learning mode, and
configured mode. In repeater mode, packets are forwarded if they are received with no errors. In
bridge mode, packets are forwarded if they are received with no errors and match a domain that the
router is a member of. Routers in learning mode learn the topology by examining packet traffic, while
routers that are set to configured mode have the network topology stored in their memory and make
their routing decisions solely upon the contents of their configured tables

3.12

(application) gateway

interconnects networks at their highest protocol layers (often two different protocols). Two domains
can also be connected through an application gateway
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3.13
Beta1
period immediately following the end of a packet cycle. A node attempting to transmit monito

rs the

state of the channel, and if it detects no transmission during the Beta1 period, it determines the

channel to be idle

3.14
Beta2

randomising slot. A node wishing to transmit generates a random delay T. This delay is an integer

number of randomising slots of duration Beta2

3.15
network variable
varialfle in an application program whose value is automatically propagated over- the ne
whengver a new value is assigned to it

3.16
Standard Network Variable Types (SNVTs)

varialles with agreed-upon semantics. These variables are interpreted by allyapplications in the
way, pnd are the basis for interoperability. Definition of specific SNVTs<s beyond the scope
Internfational Standard

3.17
manyal service request message
netwgrk management message containing a node’s¢WUnique Node ID. Used by a ns

twork

same
bf this

twork

management device that receives this message to install’and configure the node. May be gengrated

by application or system code. May be triggered by external hardware event, e.g., driving a “m
servide request” input low

3.18
transpction

sequé¢nce of messages that are correlatedtogether. For example, a request and the responses
t are all part of a single transagtion. A transaction succeeds when all the expected mes
from pvery node involved in the transaction are received at least once. A transaction fails i
International Standard if any of the\expected messages within the transaction are not received. R
of messages within a transactionyare used to increase the probability of success of a transaction
presence of transient errors

4 Symbols and abbreviations
4.1 |Symbols and graphical representations
Figurg¢ s, shows the basic topology of networks based on this protocol and the syri

anual

to the
sages
n this
etries
in the

nbolic
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Store and Forward

Repeater
Nodes Bridge P

J 4
M??j 0900 CO ¢

Channel

<«—> <> <«
Subnet

Subnet A, A’

Gateway

Domain A | | Domain B |

Figure 1 — Network topology & symbols

Subnet B, B’

Router

-

The lgyering of this protocol is described using standard. OSI terminology, as shown in Figure 2.

msg_alloc_priority()  msg_cancel( ) resp_alloc() resp_cancel() msg_receive()

NN

!

msg_completes(

msg_alloc() msg_send( ) msg_free( ) resp_send() resp_free( )& resp_receive( )

Application Layer

Figure 2 — Protocol terminology

4.2 |Abbreviations

— ONR Control Network Protocol

The Protocol Data Unit (PDU) abbreviations used throughout this Standard are:

— PPDU Physical Protocol Data Unit, or frame

— MPDU MAC Protocol Data Unit, or frame

— LPDU Link Protocol Data Unit, or frame

— NPDU Network Protocol Data Unit, or packet

— TPDU Transport Protocol Data Unit, or a message/ack

— SPDU Session Protocol Data Unit, or request/response
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— NMPDU Network Management Protocol Data Unit

— DPDU Diagnostic Protocol Data Unit
— APDU Application Protocol Data Unit
— FSM Finite State Machine (diagram)

Annex D (PDU Summary) contains the details of these PDUs.

5 verview of protocol layering

The protocol specified by this Standard consists of the layers shown in Figure 3.“Each layer is
descrjbed below.

Multigle physical layer protocols and data encoding methods are allowed innsystems based on this
International Standard. Each encoding scheme is medium-dependent.

The MAC (Medium Access Control) sublayer employs a collision avoidance algorithm called Predlictive
p-pergistent CSMA (Carrier Sense, Multiple Access). For a number®©f,reasons, including simplicify and
compptibility with the multicast protocol, the link layer supportsia“simple connectionless servige. Its
functipns are limited to framing, frame encoding, and error, détection, with no error recovery by re-
transmission.
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Application & Presentation Layers

LAYERS 6, 7 Application: Network Management:

network variable exchange, network management RPC,
application-specific RPC, etc.  diagnostics

Session Layer

LAYER 5

Request-response

Transport Layer

Acknowledged and unacknowledged unicast and multicast

LAYER 4

Transaction Control Sublayer

Common ordering and duplicate detection

LAYER 3 Network Layer
Connection-less, domain-wide breadcast, no segmentation,
loop free topelogy, learning routers

Link Layer

Framing, data encoding, CRC, error checking

LAYER2 [~ = icswme

Predictive p-persistent CSMA, collision avoidance,
optional priority and collision detection

Physical Layer
LAYER 1

Multiple-media, medium-specific protocols

Figure 3 — Protocol layering

The Network layer handles packet delivery within a single domain, with no provisions for inter-dpmain
comnmunication. The Network service is connection-less, unacknowledged, and supports neither
HE

segmentation nor re-assembly of messages. The routing algorithms employed by the network layer to
learn [the'topology assumes a tree-like network topology; routers with configured tables may operate
on topologies with physical loops, as long as the communication paths are logically tree-like. In this
topology, a packet may never appear more than once at the router on the side on which the packet
originated. The unicast routing algorithm uses learning for minimal over-head and no additional routing
traffic. Use of configured routing tables is supported for both unicast and group addresses, although in
many applications a simple flooding of group addressed messages is sufficient.

The heart of the protocol hierarchy is the Transport and Session layers. A common Transaction
Control Sublayer handles transaction ordering and duplicate detection for both. The Transport layer is
connection-less and provides reliable message delivery to both single and multiple destinations.
Authentication of the message sender’s identity is included as a transport layer service, for use when
the security of sender authentication is required. The authentication server requires only the
Transaction Control Sublayer to accomplish its function. Thus Transport and Session layer messages
may be authenticated using all of the addressing modes other than broadcast.
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The session layer provides a simple Request-Response mechanism for access to remote servers.
This mechanism provides a platform upon which application specific remote procedure calls can be
built. The network management protocol, for example, depends upon the Request-Response
mechanism in the Session layer.

A transport layer acknowledged message expects indication of message delivery from remote
destination(s). A session layer request message expects indication that application-specific remote
task(s) have been completed. A given message uses only one or the other type of service, but not
both.

—J hese
iables,
breign
h how
hared

6 AC sublayer

In this International Standard the following Media Access Control sublayer is defined. If therg is a
need ffor other MAC sublayers they are defined in additional parts 6f this International Standard.

6.1 |Service provided

The Nedia Access Control (MAC) sublayer facilitates fedia access with optional priority and optional
collisipn detection/collision resolution. It uses a protocol called Predictive p-persistent CSMA (Garrier
Sens¢, Multiple Access), that has some resemblanice to the p-persistent CSMA protocol family.

Predigtive p-persistent CSMA is a collisionsavoidance technique that randomises channel access
using| knowledge of the expected channelload. A node wishing to transmit always accessgs the
channel with a random delay in the range (0..w). To avoid throughput degradation under high load, the
size df the randomising window, w,.is a-function of estimated channel backlog BL:

Ww=BLxW, )-1, (1)

wherg

Whyase|is the base window size. Wy.se is measured in time. Its duration, derived from Beta2 (seg 6.7),
equals 16 Beta2(slots.

6.2 [Interface to the link layer
The MAC-subtayeris—closetycoupted-totheLinktayerdescribed-in—cltause 7+ With-theMAEC-sublayer

being responsible for media access, the Link layer deals with all other layer 2 issues, including framing
and error detection. For explanatory purposes, the interface between the two layers is described in the
form shown in Figure 4.
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L_Data_Indication( ) L_Data_Request( )

i '

M_Data_lIndication( ) ?Frame_OK() L M_Data_Request( )

MAC

Sublayer

P_Data_Indication( ) T ¢ P_Data_Request()

P_Data_Confirm() P_Channel_Active()

To/From Physical Layer

Figure 4 — Interface between the MAC and the link layers

Althojigh the service interface primitives are defined using assyntax similar to programming lan

proce)
Link |

The f

M,

H

— < =

Fr.

-

M

dure calls, no implementation technique is implied. Frame reception is handled entirely |

juage
y the

byer, that notifies the MAC sublayer about the backlogincrement via the Frame_OK() primitjve.

bllowing service interface primitives facilitate thé.interface between the Link and the MAC la

| Data_Request (Priority, delta_BL, ALT_Path, LPDU)

Tlhis primitive is used by the Link layer to pass an outbound LPDU/MPDU to the MAC sub

riority defines the priority with which the frame is to be transmitted; delta_BL is the bg

mcrement expected as a result_of delivering this MPDU. ALT_Path is a binary flag indi

hether the LPDU is to be trahsmitted on the primary or alternate channel, baud rate, etc. S¢
br how ALT_Path is set.

bme_OK (delta_BL)

n receiving atframe and verifying that its CRC is correct, the Link layer invokes this primi

otify the MAC sublayer about the backlog increment associated with the frame just receiveq.

| Data.sIndication()

yers:

layer.
cklog
cating
be 6.4

ive to

Tlhe.MAC sublayer provides this indication to the link layer once per incoming LPDU/MPDU.

6.3

Interface to the physical layer

The Physical layer handles the actual transmission and reception of binary data. Multiple physical
layer protocols are supported by the control network protocol. The bit error rate presented to the link
layer must be equal to or better than 1 in 10™. For compatibility with the higher layers, all physical
protocols must support the defined service interface (see figure 4):

P_Data_Indication (Frame)

Physical layer provides this indication to the MAC sublayer and the link layer once per in-coming
LPDU/MPDU.

P_Data_Request (Frame)
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The MAC sublayer uses this primitive to pass the Frame, the encoded LPDU/MPDU, to the

physical layer for immediate transmission. The bit transmission order is defined in Annex D.

P_Data_Confirm (Status)

P_|Channel_Active ()

6.4

framg).

The gombined MPDU/LPDU format is shown in Figure 5. (Annex D contains the details of the ||
LPDU/MDPU
8 16
[L2 Har | NPDU CRC
1 1 6
—[Pri][ AlPath [ DeltaBL |

The NIAC sublayer uses the L2Hdr field, that has the following syntax and semantics:

Pri

Alt_Path  1-bit field“specifying the channel to use. This is a provision for transceivers that |

The physical layer returns Status as to whether the frame was transmitted. Status has

three

possible values: success—indicating the frame was transmitted, request_denied—indicating that
activity was detected on the line prior to transmission, and collision—indicating that transmission

began, but a collision was detected. Whether or not the transmission is aborted depends on
the collision is detected (see 6.10).

Tlhe physical layer uses this primitive to pass the status of the channel to the MAC_sublayer
i$ an indication of activity, not necessarily of valid data.

MPDU format

Figure 5— MPDU/LPDU format

1-bit field specifying the priority of this MPDU: 0 = Normal, 1 = High.

abilityte transmit on two different channels and receive on either one without the

this-bit for the last two attempts (for acknowledged and request/response services

instriict the transceiver to explicitly receive on a specific channel. The transport la

when

. This

NPDU

ave the
need to
yer sets
, unless
ved that

challenge, or r_eply.

requested to specify the alternate path for every transmission. For any packet recei

has the alt_path bit set and that requires an acknowledgement, response, challjange, or

—response,

Delta_BL  6-bit unsigned field (> 0); specifies channel backlog increment to be generated as a result of

deliver-ing this MPDU.

6.5 Predictive p-persistent CSMA — overview description

Like CSMA, Predictive p-persistent CSMA senses the medium before transmitting. A node attempting
to transmit monitors the state of the channel (see Figure 6), and determines the channel to be idle if it
detects no transmission during the Beta1 period. Nodes without a packet to transmit during this Beta1
period shall remain in synchronisation for the duration of the priority slots (see 6.10), and at least Wy,
randomising slots. This maintenance of synchronisation allows a packet that arrives in the output
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queue of the MAC sublayer after the end of the Beta1 time to be transmitted in a valid slot according
to the other nodes with a packet to transmit.

Next, the node generates a random delay T (transmit) from the interval (0..(BL X Wpase)-1, where Wiose
is the number of randomising slots within the basic randomising window and BL is an estimate of the
current channel backlog. T (transmit) is defined as an integer number of randomising slots of duration
Beta2 (see 6.7 and 6.8). If the channel is idle when the delay expires, the node transmits; otherwise,
the node receives the incoming packet, and then repeats the MAC algorithm. In Figure 6, Dpean is the
average randomisation delay between packets, and, since the random delay T is uniformly distributed,
Diean is given as (Wyase-1)/2 for small values of BL.

Busy Channel “Packet Cycle”

A
\

Dmean (Wbase-1)/2

-t
%

Y

Beta 1
» . Beta 2

_ Packet I | | Packet

Figure 6 — Predictive p-persistent CSMA concepts.and parameters

By adjusting the size of the randomising window as a function,of the predicted load, the alggrithm
keepg the collision rate constant and independent of the load. Provided that the estimated backlog is
greater than or equal to the real back-log, the following holds}

Collision Rate = Error Pkt Cycles / Error Free Pkt Cycles <1/ 2W

base

A bage window size of 16 is used. This implies\that there are an average of 8 randomising slots of
width|Beta2 and one slot of width Beta1 between each packet. Also, the width of the Beta2 pefiod is
crucigdl to efficient utilisation of the channel:

The dlgorithm for Predictive CSMA is inA.2.

6.6 |ldle channel detection
The igle channel conditiontis asserted whenever the following two conditions are met:

1) The current.channel state reported by the physical layer via the P_Data_Indication () primitive
is low; and

) Noxstransition has been detected during the last period of Beta1. Note that the MAC sublayer
may be configured to ignore transitions during a portion of the Beta1 period. This porfion of
time that transitions are ignored (the channel is assumed to be idle during this time eyen in
the presence of transitions) is called the indeterminate time (see 6.11 for the details).

The length of the Beta1 period is defined by the following constraint:
Betal > 1bit time +(2x Tau, + Tau, ) (2)

The first term assumes a data encoding method that guarantees a transition and/or carrier during
every bit time. If encoding methods are used that do not meet this constraint, then the first term must
be adjusted to be the longest time that the channel may appear idle without being idle, i.e., the longest
run in legal data transmission without a transition and/or carrier asserted on the medium. The second
term takes care of propagation and turnaround delays, that are:

Tau, is the physical propagation delay defined by the media length;
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Tau, is the detection and turnaround delay within the MAC sublayer; this is the period from the

time the idle channel condition is detected, to the point when the first output tra

nsition

appears on the output. On media where there is a carrier, this time must include the time
between turning on the carrier, and it being asserted as a valid carrier on the medium.

Randomising

At the beginning of the randomising period, a node wishing to transmit generates a random delay T
(transmit) from the interval (0.. (BL x Wyase)-1. The node then waits for this period, while continuing to
monitor channel status; if the channel is still idle when the delay expires, the node transmits.

The t
of the

1
Pararn

6.8

The p
estim
MPD
encoq
cause
packe
backl
overfl

The b

The p
count|
defing

1

ansmit delay T (transmit) is an integer number of randomising slots of duration Beta2; the
randomising slot must meet the following constraint:

Beta2 >2xTau  + Tau
neters Tau, and Tau, are defined in 6.6.

Backlog estimation

redictive aspect of the MAC algorithm is based on backlog estimation. Each node mainta
hte of the current channel backlog BL, that is incremented-as a result of sending or receivi
) and decrements periodically — once every packet(cycle. The increment to the back
ed into the link layer header, and represents the-humber of messages that the packet
to be generated upon reception. The backlog is.initially set to one. After sending or recei
t with a non-zero backlog increment, the node’s backlog estimation is incremented b
bg increment. The maximum backlog value jis 63. If the backlog exceeds 63, then the be
bw statistic is incremented (see 13.7.14 and B'8).

acklog decrements under one of the:-following conditions:

—  On waiting to transmit: If Wy,s¢ randomising slots go by without channel activity.
- On receive: If a packet is received with a backlog increment of ‘0.

—  On transmit: If a packet.is transmitted with a backlog increment of ‘0’.

— On idle: If a packet eycle time expires without channel activity.

acket cycle timer.is reset to its initial value whenever the backlog is changed. It is started (4
ng down atsits' current value) whenever the MAC layer becomes idle. An idle MAC la
d as:

) _notyreceiving;

ength

)

ns an
ng an
log is
shall
ing a
y the
cklog

egins
yer is

6

s HTH
Ot U artsirmtirmy,

~F

) not waiting to transmit;
) nottiming Betat;
) not waiting for priority slots; and

) not waiting for the first Wy,sc randomising window to complete.

On transition from idle to either transmit or receive, the packet cycle timer is halted.

The backlog always has a value > 1. The algorithm post-increments rather than pre-increments the
backlog by the amount associated with the MPDU being transmitted, because the number of expected

respo

nses is of no importance until after transmitting the MPDU.
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6.9 Optional priority

On a channel by channel basis, the protocol supports optional priority. Priority slots, if any, follow
immediately after the Beta1 period that follows the transmission of a packet (Figure 7). The number of
priority slots per channel ranges from 0 to 127. Priority slots are typically not contended for, but rather
are uniquely assigned to nodes on the channel. Nodes that have been assigned a priority slot do not
have to use it with every message; the node decides on a message by message basis whether or not
to use the assigned priority slot. This determination is made by examining the priority bit within the
LPDU header (Figure 5).

|t|S DO ( ) d ne node olf e narnne e ame pPriority Ol. Al "-".‘
architecture where this makes sense would be one where there is a background of pegr-i@-peer
activify, but a single master that cycles around doing something to each node (such.'as ngtwork
management, polling, etc.). By giving each node the same slot, and having it used only fqr this
purpgse, these transactions (from the single master to multiple slaves) would tend,to be completed
ahead of the background traffic.

An application may decide that a message is high priority and attempt to send.it as such. If thel node
does hot have a priority slot assigned to it, the message shall go out in the usual way, except thiat the
prioriy bit in the layer 2 header shall be set. If, subsequently, the packetpasses through a routgr that
has a| priority slot on its destination channel, the packet shall be sent(using the priority of the roygter. If
the rquter does not have a priority slot, the message shall be for*warded in the usual way, with the
prioritly bit in the layer 2 header remaining set.

Busy Channel “Packet Cycle”

B Drhean (Wbase-1)/2
Beta 1
- Beta 2 \
-
142 3...n
I Packet I B [ 11 Packet
Priority Slots

Figure 7 — Allocation of priority slots within the Busy Channel Packet Cycle

The protocol provides,no_synchronisation among the nodes. Therefore, if the channel has been igdlle for
longef than the randomising period (Beta1 + number of priority slots + D.ean above), access to the link
is random without'regard to priority. Once the link returns to the busy state, access to the link shall be
in prigrity order-

If a priiority message requires:

- N acknowledgement (acknowledged messaging);

— response (request/response messaging);

— challenge (in response to an authenticated acknowledged message or authenticated
request); or

— reply (in response to an authentication challenge).

The responding node shall attempt to send a priority acknowledgement/response/challenge/reply by
setting the priority bit in the layer 2 header. If a high priority message is generated within a node, it is
sent prior to any queued packets of normal priority. Multiple high priority packets are sent in FIFO
order. If the application attempts to send a high priority message while its node is sending a packet,
the packet in progress completes first.

If a channel has priority slots and a node has multiple messages queued within it, it shall not send
them in consecutive packet cycles. In the case where a node has a packet to send, and it has sent a
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packet in the previous packet cycle, the node does not use its normal medium access algorithm in the
current cycle. Instead it attempts to access the medium using a slightly modified version of the non-
priority MAC algorithm. The modified version of the algorithm is that the transmitter node waits out the
Beta1 time after the priority packet it just transmitted, then it waits for all the priority slots to go by, then
it waits for one window of randomising slots to go by (16 Beta2 slots). At this point it randomises its
access to the network using the current channel backlog estimate. If the node is not successful in the
current packet cycle, it may use its priority slot in the subsequent packet cycle.

6.10 Optional collision detection

The ghysical layer may optionally notify the MAC sublayer of a detected collision. The MAC sublayer
can b configured to check for collision detection notification any time during packet transmissiof}.

Collisjon resolution may be implemented by means of collision detection. A bit patterniunique tg each
node [on the channel may be inserted before the preamble field to resolve collisions)~Such a physical
layer [must define a sufficiently long preamble after the arbitration pattern so that\transmitting podes
that Ipse the arbitration for a packet cycle can turn around and receive the incoming packet from the
node fthat just won the arbitration.

Collisjon detection, if used, shall only be enabled upon transmission _of ‘a“packet. When a collidion is
detecled in the MAC sublayer, the backlog is incremented. Receivers do not detect collisions, father
they $ee them as packets that are too short, or have incorrect CRCs or sometimes they are segen as
just spurious transitions for which bit synchronisation cannot be achieved. When a collision is defected,
the backlog is incremented, and the collision statistic is incremented (see 13.7.14 and B.8).

The MAC sublayer attempts to re-transmit the packet dpon notification of a collision. It obeys the
followling rules:

1) If a collision is detected on two successive attempts to transmit a priority packet in the node’s
priority slot, the next attempt to transmit the priority packet shall not use the con-figured
priority slot, but rather shall be in &@slot picked ac-cording to the non-priority MAC alggrithm.
The priority bit in the layer 2 header of the packet shall remain set in this case.

2) Whenever a collision is detected by a transmitting node, that transmitting node incremepts its
estimate of the channgl*‘backlog by 1.

3) Whenever a collision is detected on 256 successive attempts to transmit a packet, the packet
is discarded.

6.11 ([Beta1, Beta2'and Preamble Timings

A node may.be-implemented to support one or more media. If implemented to support multiple media,
i amble length and Beta1 and Beta2 times must be configurable to support the relevant pHysical
commjubication media. Beta2 is the duration in time of a media access time-slot (either randomising or
vious
packet cycle as well as the receiver. This is to correct for differences in the time base for the end of the
preceding packet between transmitters and receivers. Note that in this family of physical layer
standards the timings are with reference to the timings observable on the medium itself, while these
timings are in reference to the protocol processor’s reference. For example, imagine a transceiver that
added bits of error correction code to the actual packet. From the transmitting protocol processor’s
reference the end of the packet would be sent before these bits were added to the packet, while the
receiving protocol processor’s time reference would show packet end at the end of the packet
including the error correction bits. Thus, the need for the ability to specify a difference in the timing
depending upon whether a node is a transmitter or a receiver for a given packet. In addition there are
two communication configurations (comm_type in B.7) with different formula for calculating Beta1
based on the type.

A node must be able to generate one of five base time periods to generate Beta1 and Beta2 slots of
the right duration.


https://iecnorm.com/api/?name=798e89ece12210945c94aa8a577bef7b

14908-1 © ISO/IEC:2012 (E) -22 -

The formulae for Beta1, Beta2, and the preamble are shown below.

CT is a time base used to generate Beta1 and Beta2 slots and the preamble. Depending on the media
type(s) supported, each node must support one or more of the following values for CT: 600 ns, 1,2 ps,
2,4 us, 4,8 us, 9,6 us.

v, a tuning parameter, is in the range 0 to 255 inclusive. There are 3 tuning parameters. These are
represented as vy, v, and vz in the formula below.

f() is a function that returns a time delay to compensate for other slower nodes on a channel that may

genem@te actuat vatues of €T befow themomimat foracharmet——————————————————— |

Therg

Comm_type = 1:

1

Comm_type = 2:

Beta2=CT x(40+20xv,)

are four formulae for computing Betal. The formula to use depends on¢a bit field

configuration structure, comm_type, listed in B.7, and whether the timing is done immediately foll
the rgceipt or the transmission of a packet Comm_type can have one of two«values: 1 or 2.
selection of the comm_type determines the behaviour of the MAC sublayer in the following ways:

An indeterminate time is defined during the Beta 1 period in which all transitions @

(4)
n the

pwing
The

n the

channel are ignored. This period starts following they'end of any packet (transmitted or

received). Its duration is defined below. Following.the indeterminate time and before th
Beta2 slot, the MAC sublayer repeatedly waits for/a period of duration of one Beta2
pass with no transitions on the channel before “proceeding (note that if a valid pream

detected during this period, an attempt shall be made to receive the incoming packet).

Beta2 slot duration accounts for the Beta2slot duration component of the total Beta1 tin
The transmitted length of the preamble is under the control of the MAC sublayer.
The MAC sublayer ignores collisions occurring during the first 25 % of the trans

preamble. It optionally (accerding to the cd_tail field described in B.7) ignores coll
reported following the transmission of the CRC but prior to the end of transmission.

e first
slot to
ble is

This
e.

mitted
isions

If a collision is detected during preamble transmission, the MAC sublayer can terminate the

packet if so configured. Collisions detected after the preamble has been sent d
terminate transmission.

0 not

1) No indeterminate time is defined at the MAC sublayer. If there is an indeterminate time, it
shall be enforced by the physical layer.

B—FheMACsublayeris-eonfiguredte-eithercontrot-the-transmittedength-ef the preamble or to
have the transmitted length of the preamble controlled by the physical layer.

3) The MAC sublayer shall always terminate the packet upon notification of a collision.

4) The MAC sublayer reconfigures the physical layer prior to transmission, if necessary, to

inform it of a change in transmission path selection (alternate path versus no alternate p

ath).

The formulae for Beta1 for the four cases of transmitting, receiving, comm_type =1 and comm_type =
2 are as follows:
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Betal(after transmission) = CT x (583 + f(xmit_interpacket)) + Beta2 {for comm_type=1}
Betal(after reception) = CT x (565 + f'(recv_interpacket)) + Beta2 {for comm type=1}
Betal (after transmission) = CT x (624 + f(xmit_interpacket)) + Beta2 {for comm_type=2}

Betal(after reception) = CT x 602 + f(recv_interpacket) + Beta2 {for comm type=2}
(5 to 8)

F(V)=(v<128)?(41xv,):145x (v, -128) )

Paran]’-ueters xmit_interpacket and recv_interpacket have ranges from 0 to 255 and are parameters
storedl in the Configuration Structure (B.7).

The tyvo formulae for computing the indeterminate time for the MAC sublayer are as follows:

IDT(after transmission) =CT * (313 + f(xmit_interpacket)) {for comm_type =1}

10 tq 11
IDT (after reception )=CT * (295 + f(recv_interpacket)) {for comm_typer=1} ( )

CT, f{x), xmit_interpacket and recv_interpacket are as defined for the Bé&ta1 calculations. Note that in
all cages the indeterminate time is constrained to be less than the total Beta1 time.

Preamble length is either controlled by the protocol processor or‘hythe transceiver. When the prptocol

processor controls the preamble, the formula for all possible values of preamble length is shown pelow.
For this formula the variable v has a range of from 0 to 253+in¢lusive. CT is as defined above.

Preamble=CT x (219 +32xv,) (12)

When the transceiver controls the preamble length (an option available when comm_type = 2), the
minimum preamble length allowed is 181 ps..This is the value corresponding to a protocol progessor
with 4 600 ns timer value. This value scales/with the time base, CT. When the transceiver contrgls the
preamble length, the maximum preamble-length is determined by the transceiver.

Beta1, Beta2 and preamble timings'for each transceiver type compatible to this standard are ngted in
the relevant physical layer spegification.

7 Link layer

7.1 |Assumptions

The Link |layer assumes that CRC errors due to both collisions and transmission errors occur with
some|probability Pe, and that Pe is small enough so that link level error recovery is not needed.

The above assumption means that successful end-to-end communication is only possible when the
sum of error probabilities along the communication path is much less than one.

SUM(P,)<<1

In networks where Pg is constant, the maximum communication distance D (network or group
diameter) must be:

D<<1/P,
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7.2 Service provided

The Link layer provides subnet-wide, ordered, unacknowledged LPDU delivery with error detection but
no error recovery. A corrupted frame is discarded as soon as its CRC check fails.

7.3CRC

The CRC is computed over the entire NPDU including the L2Hdr field. The CRC is generated using
the polynomial:

X'® + X™ + X® +1 (the CCITT CRC-16 standard).

For epch NPDU, the CRC register is initialised to all ones. Figure 8 shows an example of the time
behayiour of the CRC shift register that implements the above polynomial. The register bifs are
represented by the columns labelled bit 0 to bit 15. The data, over which the .CRC is computed,
appears in the column labelled crc_in. The register is initialised to all ones. The data’is then presented
serially to the register starting with bit7 of byte 1. Each row of the table shows\the register statg at a
particular bit time. The register continues to input data and compute the CRC as long as the cofnpute
model is true (mode compute = 1). The compute mode going false signals.the end of data and the end
of the] CRC computation.

Following data input, the sixteen (16) bits of CRC data are shifted out serially as shown by the cplumn
labelled nrz_out.

When the link layer receives a packet with a CRC error gr'a/packet that is less than 8 bytes in I¢ngth,
a trarfsmission error statistic is incremented (see 13.8.2),"and the packet cycle timer is started but not
reset [first, unlike after the reception of a good packet:'If a packet is received but is too long fpr the
input puffer, or there are no input buffers, the missed packet statistic is incremented (see 13.8.2),

For a[normative description of the CRC-16 computation, refer to the pseudocode example in A.3.
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Figure 8 — CRC register state behaviour example
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7.4 |Transmitalgorithm

The pseudogode Transmit algorithm is in A.3.

Receive

A valid frame starts with the channel active state, and terminates with the channel idle state. Upon

reception, valid frames are processed as defined below; invalid frames are discarded. The

pseudocode Receive algorithm is in A.4.
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8 Network layer

8.1 Assumptions

This protocol supports a variety of topologies in order that the requirements from many application
areas can be met. Within a single channel, the topology can be a bus, a ring, a star, or “free” (see
Figure 9). Free topology is defined as a total wire specification with no other rules, and a single
termination placed anywhere on the network. Thus, the set of all free topologies includes a ring, a star,
a bus and virtually any other combination of these constructs.

080T

erminator

PP

LY

(T

1Y
OO O FO
_O
_O

star

Figure 9 — Single channel topologies

The protocol supports (physical layer repeaters as well as store-and-forward repeaters to rfepeat
packets from one channel to another. The protocol also supports bridges to repeat all packets ¢n the
bridge’s domain(s):ftom one channel to another. Additionally, both learning and configured routefs are
suppgrted to segment traffic and thus increase total system performance.

In nefworks ;where there is a possibility of more than one path from one node to another, therg is a
@ ose a

If there is a desire to use repeaters, bridges, and learning routers, then control of the topology must be
maintained so that no loops exist. To avoid routing loops within a domain, domain topology must be
tree-structured as shown in Figure 10. Store-and-forward repeaters may only be used if they connect
two different channels together; store-and-forward repeaters that repeat on the same channel are not
supported. This restriction is necessary for an order-preserving network.

If any node receives a packet with a protocol version number other than a version number it supports,
the packet is discarded.
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p+ * down
@ @ Route(group) = one of (up, down, flood)
Route(subnet) = one of (up,down, flood)

56368 3108

Figure 10 — Typical tree-like domain topology

8.2 (Service provided

This npetwork layer provides a connection-less network service facilitating.domain wide packet dglivery

with the following attributes:

— Unacknowledged Unicast, Multicast, and Broadcast. Depending on its destination addresp, the

cket submitted is delivered to one node, multiple nddes, or all nodes within the domgin (or

gptionally all nodes on a specified subnet within thé, domain). This delivery occurs with [some
probability p < 1;

— LUossiness. The network layer supports no re-transmissions or acknowledgments. The probgability
gf delivery decreases with the number of channels traversed;

— Qrder Preserving. Loop-free topology;(accomplished logically with configured routers or physically

a topological control) coupled with“the absence of single channel store and forward repg¢aters

grovides natural ordering;

— No Segmentation. No message segmentation and/or message re-assembly are performed
gnywhere within the network layer.

When learning routers (are’ used, the routers discover the topology by examining the network| layer

addregss fields in the ‘packets. The learning algorithm imposes no additional traffic overhead gn the

netwark. It assumes"that the domain is loop free, and it learns about the location of subngts by

obsernyving the sodrce addresses of NPDUs being routed. NPDUs addressed to groups are routed by

floodiphg, with\the NPDU being propagated through the entire domain.

The network layer suppresses outgoing messages if the node is not in the hard offline state (see| 13.4)

OrCO. ea e—+t€-9 2 :‘:. ea e 9, oFafda e iee R Q,and

ACKs. These excepted messages can be sent in any state.

8.3 Service interface

The Network service interface consists of the Send_Packet () service request and the Rcv_Packet ()
indication, as shown in Figure 11. Again this interface is provided for explanation purposes. Actual
implementations may, for example, combine this layer with the transport layer and only expose the

transport layer interface.


https://iecnorm.com/api/?name=798e89ece12210945c94aa8a577bef7b

14908-1 © ISO/IEC:2012 (E) -28 -

Send_Packet( ) Rcv_Packet( )

' I

Network Layer

. . . —n
o

The syntax of these two interface primitives is:

8.4

The n

8.5

NPDU

Send Packet (address pair, pduType, PDU, priority, delta BL, Alt\path)

Rcv_Packet (address pair, pduType, PDU, priority)

Internal structuring of the network layer

to/from Transport Layer

to/from Link Layer

Figure 12 — Network layer—internal structure

NPDU format

AuthRDU”or APDU. There are no NPDUs defined for internal network layer use. The numbers
each field in Figure 13 specify the field size in bits. The symbolic field values used in the figure are
assigned in the order shown, as enumerated ranges (0, 1, 2, 3, ..., n). For example, a value of 3 in the
PDU_Fmt field signifies that the enclosed PDU is an APDU. For additional details, including the
bit/byte transmission order, refer to Annex D.

etwork layer performs two functions—address recognition and-routing—as shown in Figure

) format is shown in Figure 13. An NPDU carries and encapsulates either a TPDU, S

PDU,

above

2 2 2 2 |—> 0/8/24/48

Version | PDU Fmt |Addr Fmt | Length |Address | Domain | encl.PDU |

protocol version = (0 ... 3)

Figure 13 — NPDU format


https://iecnorm.com/api/?name=798e89ece12210945c94aa8a577bef7b

-29 - 14908-1 © ISO/IEC:2012 (E)

8.6 Address recognition

Each node compliant to this International Standard performs address recognition. Address recognition
at a node depends on the node’s state. In the Unconfigured state, all broadcast messages and
messages that match a node’s Unique_Node ID are received. In the Configured state, messages
must either match the Unique_Node_ID or match the domain and be either broadcast, group (i.e.,
multicast) or unicast messages. To match the domain both the domain length and the domain address
must match. For broadcast messages, the subnet must match unless the broadcast message is sent
domain-wide. For a group message, the node must be a member of the group, i.e., one of the group
addresses must match. For a unicast message, subnet as well as node numbers must match. The
matchrof the mode mumberisa comparison of the entire byte even though the mode numper 15_defined
as seyen bits.

In thig subclause the information that must be kept by every node is identified without spécifying the
addrgss-matching algorithm, that is implementation specific. For an example, of an gctual
implementation of these data structures, refer to A.14.

Any packet received by a node with a protocol version number not supported by the node shall be
discarded.

A padket whose source subnet/node address matches that in the matching domain is discarded.

Wher| not in the configured or the hard-offline state, only broéadcast (domain-wide or subngt) or
matching Unique_Node_ID messages are received. The receive transaction source address is saved
based on the actual domain in which the message was received (the flexible domain). Any resppnses
are rgturned on that domain with a subnet/node number‘af 0x00/0x80. Either the implementation shall
suppart one flexible domain shared among all receive {ransactions or the implementation shall sipport
one flexible domain per receive transaction.

8.7 |Routers

A rouger performs the routing function for a specific domain. The routing function is independent jof the
netwqrk layer address recognition function. Thus, a router also has its own network addresses and
can be addressed like any other nede for purposes of network management and diagnostics. A fouter
connects two sets of subnets. Axrouter is a logical rather than physical entity; more than one fouter
may be housed within a single’physical package. Routers have four modes that may be set with
netwgrk management messages: repeater, bridge, learning, and configured. Routers with their [mode
set to| learning, automatically learn the subnet topology of the network. Routers with their mode |set to
configured have theit_routing tables statically configured with network management messages to
enfor¢e a specificctopology and to provide information on group address topology. Similarly, a fouter
may be set to bé/a-bridge or repeater using the network management messages to set its modg. The
same|subnets\may exist on both sides of a bridge or repeater.

A roufer_uses three routing functions: ROUTEyc(), ROUTEmc(), and ROUTEp¢() to forward NFPDUs.

retion—specifies-how-to-ferward-NPBUs-addressed-te-subnets—the-seeend-how-te-forward
NPDUs addressed to groups, and the third how to forward NPDUs when they are broadcast. The
functions are tables, where each entry has the following form:

ROUTEuc (DestSubnet) = one of (forward, discard)
ROUTEp (DestGroup) = one of (forward, discard)
ROUTEp (DestSubnet) = one of (forward, discard)

The entry for an address X specifies whether an NPDU addressed to X should be forwarded or
discarded. These functions are called from the side of the router on which the packet was received—
that is, the algorithm in A.5 executes independently on each side of the router and makes all routing
decisions for packets arriving at the side on which it runs. Each side of the router shall have a different
set of tables that have the information as to whether the packet should be passed across the router or
not. For configured routers, these tables are initialised during the network configuration of the router
and must be updated if the topology changes. Learning routers discover the contents of their subnet
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tables by observing the source addresses of the packets (see A.6), but cannot learn the topology of a
group. Therefore, learning routers always pass group messages to the other side.

8.8 Routing algorithm

The pseudocode for the routing algorithm is in A.5.

8.9 Learning algorithm — subnets

i A.6.
earns
aboutl the location of subnets by observing the source addresses of NPDUs being routed{Agaip, this
algorithm executes on each side of the router independently.

9 Transaction control sublayer

9.1 |Assumptions

The tfansaction sequencing protocol described in this clause uses 4tbit' transaction numbers that are
allocdted by the sender and used by the receiver to detect duplicate’ packets. This sublayer prgvides
end tp end protocol integrity by allowing the receiver to only act‘upon a packet once, even if sgveral
retrieg for the initial packet are correctly received by the receiver. It is assumed that the netwlork is
either order preserving or, if it is not, that packets are delayed approximately uniformly in the myltiple
paths| that they traverse from source to destination. Theddifference in packet propagation time (when
there |lare multiple paths from a given source to a destination must be less than the time it takes for the
source to complete one transaction (via an acknowledgement on the shortest path) and bggin a
secorjd transaction to the same destination. Stale‘@cknowledgements and responses are detecfed as
duplidates, but stale packets that initiate a transaction and arrive after a subsequent transaction has
started will not be detected as duplicates.

The tfansaction control sublayer may.pass a transaction to the higher layers for processing. In|some
implementations, it may be possible-for the upper layers to never respond to the transaction gontrol
sublayer. If such a situation exists,-the transaction control sublayer can defend itself from such poorly
behayed upper layers. During ‘the time that the transaction control sublayer is waiting for a response
from the upper layers, the transaction record can be locked and not be de-allocated even if the rgceive
transaction timer expires;xSuch a transaction is only de-allocated when the upper layers finally
respond, or when there .are no more transaction records available and one is needed. Then, a lpcked
transaction record may be used for the new transaction. Use of this mechanism is implementation
dependent.

In thg generalcase, the number of concurrent outgoing transactions is restricted to a single griority
and | as \single non-priority transaction. This restricion is due to the fact| that
ackngwledgements/responses from either a subnet/node addressed message/request or a Unique
Node ID addressed message/request are indistinguishable. Implementations that restrict the use of
one of these addressing modes may support multiple, concurrent transactions. Receive transactions
are shared among the transport and session layers. Transactions at either layer can perform duplicate
detection.

The transaction timer, receive timer, and retry count interact to establish the reliability of the duplicate
detection mechanism. It is assumed that the receive timer is set to be long enough to cover the
configured number of retries, yet short enough so that the transaction ID does not wrap around
causing a new transaction to be falsely detected as a duplicate transaction. In an implementation, it is
required to have a transaction space for all priority transactions and a second transaction space for all
non-priority transactions. If the sender wishes to send a packet to a given destination and the
transaction ID for the last message sent to that destination is identical to the current transaction ID, the
transaction ID is incremented. An optional enhancement is to have a separate priority and non-priority
transaction space for every destination address. In this second case, the sender remembers the last
transaction ID used per destination address. In any case an implementation shall defend against the
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situation that acknowledgements/responses cannot be differentiated from each other when using
subnet/node addressing or Unique Node ID addressing. Other implementations are permitted as long
as the duplicate detection mechanism remains robust in all of the error cases and all of the addressing
formats in use by the node.

9.2 Service provided

The transaction control sublayer is responsible for the common functions related to transaction
ordering, sequencing, and duplicate detection. It provides the following services:

—+ Outgoing Sequencing. To guarantee ordering among outgoing transport message$ and
session layer requests, the transaction control sublayer controls the allocation“of| send
transaction numbers. It limits the number of concurrent transactions to any destination fo < 1
priority and < 1 non-priority transactions;

—+ Incoming Sequencing and Duplicate Detection. The transaction control-sublayer prgvides
duplicate detection.

9.3 |Service interface

Access to transaction control services is facilitated by the interface.depicted in Figure 14.

Outgoing Incoming

. New_Trans()

Trans_Done( )

Validate( ) Compare( )

Figure 14— Transaction control service interface
The syntax and semantics of the interface primitives are:

New Trans (Priority, Dest addr) -> (Trans_ No)
is used to btain a transaction number for a new outgoing transaction

Validate (@Rxiority, Trans No, Dest addr) -> (result)
wherg( riesult = one of (current, not current), verifies that Trans No is 1in

thewtransmit window

Trans/ Done (Priority, Trans No, Dest addr)

— — = - : - — ]
ITOCTI LT ITCaCcTIOlIT O dll OUCgOTIIlIg CrallsaCCTIOoOlIl COMPpTIeCIolT

Compare (Tl, T2) -> (result)
where result is one of (new, duplicate ); defines the relationship of T1
relative to T2, where both Tl and T2 are receive transaction numbers

9.4 State variables

To support the allocation of transaction numbers, the transaction control sublayer uses a number of
destination records shown below.

Transaction CTRL Record = record

PriTX True or False
Trans No: (0..15); initial value = 0;
In Progress: boolean;

end;
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9.5 Transaction control algorithm

The pseudocode algorithm in A.7 is a version of the transaction control algorithm that provides only
two transaction spaces — one for all priority transactions and one for all non-priority transactions. In
any implementation, the first transaction ID provided by New_Trans() after a reset shall be 0 for every
transaction space provided by the implementation. New_Trans() shall then increment the transaction
ID within the space from 1 to 15 and continue again with 1 so that the transaction ID 0 is used
exclusively by the first transaction per transaction space after a reset.

In general, any transaction control algorithm shall follow the following basic operation:

10 1

10.1

The T
for co

When a node has a packet to send using the transaction control algorithm, the sender]
picks a transaction ID and sends the packet.

Upon receipt of that packet, the receiver node searches its currently pdctive rg
transactions for a transaction that matches the source and destination address of the p
the priority attribute, and the transaction ID.

If there is no match a new record is allocated.

If everything but the transaction ID matches and the existing transaction is not locked
the preceding transaction is assumed to have completed \successfully and the re
transaction record may be reused with the new transaction'ID inserted into it. Process
the incoming packet cannot proceed until a receive transaction is allocated for it.

Once the receiver has allocated the transaction record,-it starts a receive transaction tin
that record. The value of the receive transaction. timer is 8 seconds for a Uniq
addressed message, the value of the non-group réceive timer for a subnet/node addr
message, and, for group addressed messages, the receive transaction timer configur
the group. The record will be de-allocated”upon the expiration of this timer unleg
transaction record becomes locked (seg-91).

Subsequent packets that arrive at the receiver node that match the transaction ID, §
address, destination address and priority attribute of an existing transaction w
considered duplicates by the receiver node.

Packets detected as duplicates are responded to according to the protocol service requ
but are either not deliveréd to the application, or if they are delivered to the application
are delivered along withithe notification that they are duplicate packets.

ransport layer

Assumptions

ransport protocol makes no assumptions apart from relying on the transaction control su
rréct TPDU sequencing and duplicate detection.

node

bceive
acket,

then
ceive
ing of

er for
e ID
bssed
bd for
s the

ource
il be

psted,
, they

Dlayer

10.2 Service provided

The transport layer provides the following services:

Reliable Multicast and Unicast. The transport protocol supports both multicast within a group,
and multicast to a group with the sender not being a member of the group. If the service

requires acknowledgements or responses, then multicast to a group that the sender is

not a

member of requires the transport layer to be told that the group size is the actual group size

plus one. All reliable services have the following attributes:

(a) reliable delivery with best effort determined by the number of retries;

(b) assuming the layer 4 timers are set correctly, duplicate detection is provided in all cases
except when the sender or receiver just reset. In this case, the reset node shall start with
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transaction number 0. This may result in a transaction in progress between the two nodes not
to be acted upon at all, but acknowledged/responded to by the receiver;

— (c) partial ordering—ordering is preserved but a message is not delivered when delivery fails
within the specified number of retries; and,

— (d) immediate re-synchronisation—following a network partitioning, the very first message is
delivered.

— Unacknowledged-Repeated Multicast and Unicast. These services differ from the reliable
ones described above only in that no acknowledgement is expected, and that the message is
sent rplnpnhadly until the number of rppp’rifian is nqnql to the rnfry caunt_ \When usi g this
service, the limit of 64 members in a group does not apply—the only limit on the numper of
members in a group addressed via this service is the number of nodes in a domain:

Groups in this International Standard are symmetric in that every member of the group“can botH send
and receive.

10.3 [Service interface

The service interface provided to the session and application layers has:the‘form shown in Figurg 15.

Send_Message( ) Rev” Message( )
l Trans_Completed(,) T

T

Transport Layer

Figure 15 — Transport interface to upper layers

The syntax and semantics of the transpert layer interface are:
Send Message~(Address, APDU, priority, ServiceType, alt path) -> (TID)
Trans Completed (TID, Result)

Rcv_Message (APDU)

TID, gbove, is@atnique identifier for the transaction.

10.4 |TPDU types and formats

TPDU syntax is shown in Figure 16; the number above each field specifies the field size in bits. The
symbolic field values shown in the picture are mapped onto numeric ranges (0, 1, 2, 3...) in the order
shown. Additional details, such as the bit/byte transmission order, are defined in Annex D. Timers and
counters used to transmit retries, count retries, and time out transaction IDs, are described in B.4.11.
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ACKD(0) APDU
UnACKD RPT(1) [ APDU
0

|
|
|
|
|
|
|
: ACK(2) Null Field
|
|
|
|
|
|
|
|

1 3 4
| Auth | TPDUtype | Trans No

8 ,—> 24/32/40/48/56/64

REMINDER(4) | Length] M_List |
8 —» 0816
REM/MSG(5) [Length | M_List | APDU

*

Figure 16 — TPDU types and formats

The Acknowledged Message (ACKD) TPDU (see Figure 34) is used fef the first transmission of a
messpge. It is used with addressing formats #1, #2a, and to a limited extent #3. Unlike the
Unacknowledged message TPDU, it must be acknowledged by @il addressed recipients, thys the
transport layer provides the number of acknowledgements expeéted to the link layer for encoding into
the link layer header. This TPDU is used for acknowledged initial TPDUs (both unicast and multicast)
as wdll as unicast reminders. Multicast reminders are covered below. Refer to Figure 36 or Figyre 34
to revjew the addressing formats.

The {Unacknowledged-repeated Message (UnACKBE~RPT) TPDU is identical to its acknowl¢dged
counterpart with one exception: on its reception,‘ho acknowledgements are returned to the sender.
This TPDU is used with no modifications for the unacknowledged-repeated service. For this type of
message the transport layer provides a backlog increment equal to the number of retries on the first
messpge and a backlog increment of zero”on all subsequent transmissions within the transgction.
Simple unacknowledged messages are, only sent once, have no TPDU header, and thus haye no
duplidate detection.

The Message-Reminder (REM/MSG) TPDU facilitates selective soliciting of acknowledgemerjts for
multigast transactions. REM/MSG type 5 is used when the highest humbered group member from
which the sender has recéived an acknowledgement is < 16; this TPDU contains both the member list
(M_List [1), that is an array of bits, and the APDU. The Length field specifies (in bytes) the size pf the
M_Ligt field. A valug of 0 in the bit field M_List [X] indicates that member X’'s acknowledgement has
not been received by the sender, whereas a value of 1 indicates that the acknowledgement has| been
received. Bit locations within a byte are assigned right to left with bit number zero on the right. When
Length = 0,.the’M_List[] field is absent and the meaning is “all members should acknowledge|" The
backlpg ,increment for this message is the number of acknowledgements that have not yet|been
receiyeds

Type 4 is a plain reminder, without an APDU (see Figure 16). It is used in cases where the highest
numbered member that has acknowledged the message is > 16. Acknowledgements are solicited
using the TPDU pair (REMINDER, ACKD) and this pair is logically equivalent to a single type 5
REM/MSG TPDU used when the members needing to acknowledge may be encoded within the type 5
format. (This separate solution is provided for large groups because of the need to limit maximum
TPDU size.) This message always has a backlog increment of zero. The ACKD message that
immediately follows its transmission has its backlog increment set to the number of
acknowledgements that are yet to be received.

The Acknowledgement (ACK) TPDU is null. It uses addressing format #2a (unicast acknowledgement)
or #2b (group acknowledgement). The Trans_No field conveys the transaction being acknowledged.
Acknowledgements always inherit the priority and alt_path attributes of the original message.
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Any TPDU that requires an acknowledgement can be flagged as an authenticated packet by setting

the Auth bit to “1’.

Codes 3, 6, and 7 are reserved. Packets with these codes are discarded.

10.5 Protocol diagram

The diagram in Figure 17 augments—but doesn’t replace—the protocol description in 10.7 and 10.8.

Figune 17 = Transport protocol diagram for multicast message with a loss of both the mes

Send_Message()

Trans_CompIeteV

sender

\

Xmit_Timer expiry

Xmit_Timer expiry

network

|_msg
—

—
—

Reminder
[~

and the ACK TPDUs

receiver

Rcv_Messages( )

ssage

10.6 Transport protocol state variables

The transport protocol consists of two independent functions—Send and Receive. To support the send
function, the transport layer keeps one Transmit record per transaction in progress. A shared pool of
Receive records facilitates message reception. The Transmit and Receive data structures are
described in A.8 and A.9.

10.7 Send algorithm

The simplified transmit FSM is shown in Figure 18, with full details in the algorithm in A.9. The
algorithm resets the re-transmission timer, Xmit_Timer, whenever an acknowledgement or challenge
is received, as opposed to once per Expiration period. The alternate path bit is set in the packet on the
last two attempts by this layer notifying the lower layers of the alternate path attribute for each attempt.
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(TimeOut and Retries_Left=0 Xmit Timeout and (Retries_Left>0)
or (Last ACK Rcvd): Send MSG/REM TPDU
Trans_Completed()

Coe D2
4>

Send_Msg( ) Request:
Send MSG TPDU

ACK TPDU: Reset Xmit Timer

Figure 18 — Transport protocol—Send FSM

Receive algorithm

age reception uses the timer-based mechanism. Figure 19 shows the receive’ FSM for a

transaction, while the algorithm in A.9 specifies full details.

10.9

10.9.1

MSG or MSG/REM TPDU: REM or MSG/REM TPDU
Send ACK TPDU Send ACKARDU
uMSG TPDU: nil

- delivered
S

Rcv_Timer expires: nil
uMSG TPDU: nil

Figure 19 — Transport protocol—Receive FSM
Receive transaction record pool size and configuration engineering

General

Spacg for the Receive (Transaction Record (RTR) pool defined in 9.5 and A.9, may be fixed

imple
code.
("con
to the
made

mentation, or may be allocated at the time the application program is linked with the pr
The size of.the RTR pool limits the number of concurrent receive operations on a
current” means concurrent within the context of Rev_Timer) and should be engineered acc

to allocate a receive transaction record and none are available, the receive transactiq

single

or an
btocol
node
brding

number-ef concurrent transactions expected within the receive timer interval. If an attefnpt is

n full

statislic is incremented (see 13.8.2).

10.9.2 Number of retries

The number of retries should be large enough to ensure that message delivery is successfully
completed with acceptable probability, e.g., >99 %. However, the upper bound of the number of
retries in this International Standard is 15.

If the delivery failure probability of a single attempt is p, then the probability that message delivery
within a group of n succeeds in < k attempts is shown in the following formulae. (It is assumed that the
single attempt probability p is the same for all destinations.)
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P {noretry} = (1—p)n
k
. . _ 1
P {S k retries} =2 (k+1 ) p' (1_p)(k I+1)(]_p(k—|+1))(n )

=0 (13)

NOTE For a single channel p = (1/2w + pg), where w is the size of the MAC layer randomising window and

Pe is the prnhnhilify of parknf loss hecause of a transmission error

The gbove probabilities are graphed in Figure 20. Given a group size and the error probability p, the
requifed number of retries for, say 99,5 % probability of success, can be read off the graph.

0,9
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e
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0,6
0,5

0,4
0,3
0,2
0,1

| | | I |
1 2 3 4 5

Number of Retries

\ 4

L] 2 O 4 L 8 16

— A+ 3 A 64 Group Size

Figure 20 — Probability of transaction completion in k Retries

Pragmatic considerations should be respected in any real system design. For example, there|is no
need [for a‘large number of retries with transactions that are repeated periodically. Additionally, (when
the gcknowledgements to a multicast message would take up a significant percentage of the
band\ nrﬂ'h nf' H‘\a r\honnnl |f |c more |||1n|\1 l’hal- a mneeonn \I\II“ hn prr\pnrl\l nlnlnlnrarl ||cu the
“unacknowledged- repeated" service rather than the acknowledged multicast service. In practice, it is
expected that a Retry_Count in the (2.to.5) range will cover most situations.

10.9.3 Transport layer timers

There are three timers used by the transport layer protocol. They are the:

—  Xmit_Timer the layer 4 retransmission timer
— Repeat_Interval_Timer  the UNACKD_RPT interval timer
— Rcv_Timer the receive record timer (see A.9 and 10.9)

These timers are active for every transaction. On the sender’s side, either the Repeat_Interval_Timer
or the Xmit_Timer is active, while on the receive side, the Rcv_Timer is active. Xmit_Timer is reset on


https://iecnorm.com/api/?name=798e89ece12210945c94aa8a577bef7b

14908-1 © ISO/IEC:2012 (E) -38 -

every ACK TPDU or Authentication challenge reception, while Rcv_Timer is reset whenever a MSG or

MSG/REM TPDU that has a new transaction number is received for this destination.

The

Repeat_Interval_Timer determines the interval between the UNACKD_RPT packets sent by the
sender. The recommended methodology for calculating the timer values is shown in Figure 21. These
recommendations are for unicast transactions across a single channel. For multi-channel networks,
the calculation depends upon the speed of the router and the number of buffers. Multicast transactions
need somewhat longer receive transaction values since multicast transactions take longer to complete
even when there are no retries needed. Since buffering and clock rates are adjustable, the system

designer must make some measurements to set the timers and retry counts correctly within each node.
Retry Count=2105 (see 10.9.Z"and Figure 20)
Xmit_Timer > 3 * packet cycle time + margin (margin = best\ ‘dase

completion time)
Rcv_Timer > Xmit_Timer * (Retry_Count + 2)
where:

“3 * packet cycle time” assumes that the average station on the channel
must fvait two packet cycles of delay to access the network. Then,
following network access, the transmission time of the average packet
(also the packet cycle time) is added to the timer value. Finally, the timehit
takes fhe receiver to process the packet and send the acknowledgement
is added. This is a function of the clock speeds of the associated nodes.

tx

Figure 21 — Methodology for calculating timer values

All m¢ssages using the Unique_Node_ID use an 8-second receive timer, regardless of the configured

value|of the non-group receive timer. All non-group messages use the non-group receive timer.

11 Session layer

11.1 [Assumptions

The gession layer makes no assumptions apart from relying on the transaction control sublay
corre¢t SPDU sequencing and'duplicate detection.

11.2 |Service Providéed

The session layerprovides a single service:

procedure call. In particular, it allows a client to make a request to a remote serve
receive a response to this request.

er for

— Request-Response. This service facilitates application communication similar to a rémote

r and

——Non=idempotent-transactions—are—to-be—executed—at-most-once*(ieexactty-onceor
all). Non-idempotent transactions are those where the action depends on a prior state,
as “open the valve an additional 10 %.” The protocol considers a transaction to be
idempotent if and only if its response length is < 1 byte.

1ot at
such
non-

— Requests with response length > 1 byte are considered idempotent; such requests may be
executed “several times” (i.e., zero or more times). ldempotent transactions are those where

the action may be repeated any number of times, and the effect is the same. An exam
an idempotent command is “read the first 10 table values”.

ple of

— The distinction between idempotent and non-idempotent transactions is based upon the size
of the response, in order to limit the amount of storage required for transaction records within
a node. If a transaction has a response length > 1 byte but may not be executed more than
once, it is the responsibility of the application to save the response and send it again. The
session layer facilitates this in that notification that the request is a duplicate is provided to

the application layer by the session layer.
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— A request-response transaction fails unless the server response is generated within the limit
imposed by the Request-Response timers and re-transmissions (see 10.8).

11.3 Service interface

The service interface to the application layer has the form shown in Figure 22.

Client Interface Server Interface

Send_Request Trans_Completed( ) Rcv_Request()  Send_Response()

l PartiaI_Tresponse( ) T T l

Session Layer

Figure 22 — Session layer interface to application layer

The gyntax of the service interface primitives is given below:, TID is a unique identifier for the
transaction. See A.7 for implementation details. Duplicate is/a Boolean that, when true, indicatgs that
the client is retrying a previously executed request. Result is a Boolean; true and false dgnotes
succgss and failure respectively.

Yend_Request (Address, APDU, priority) -> (TID) {client}
Rartial_Response (TID, APDU, priority)

Trans_Completed (TID, Result)

Rcv_Request (TID, APDU, duplicate, priority) {server}
Jend_Response (TID, APDU, priority)



https://iecnorm.com/api/?name=798e89ece12210945c94aa8a577bef7b

14908-1 © ISO/IEC:2012 (E)

-40 -

11.4 Internal structure of the session layer

The session layer is internally structured as shown in Figure 23.

to/from Ap*)lication Layer

to/from Apﬁllcatlon Layer Session Layer
Initiate l
R-R Prot:)::ol Challenge Reply R-R Protocol
(Server Part) < * (Client Part)
A
Process
Reply
Transport Layer
v ¥ Y
Authentication
Server
4

The
(detai
calls.

\ 4

to/from Network Layer

Request-Response protocol accesses the Authentication server via the following three
s in 11.11). The transport layer also accesses the Authentication server with the same|three

Initiate_Challenge(RR,PDU) -> (null)

Reply(XR, PDU)-> (null)
Rrocess Request(RR,PDU)~> (pass/fail);

to/from Network Layer

Figure 23 — Session layer—internal structuring

calls

{ challenger }
{ challengee }

{ challenger }
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11.5 SPDU types and formats

SPDU formats are shown in Figure 24, where the number above each field specifies the field width in
bits. The symbolic values shown in the picture are mapped onto numeric ranges (0, 1, 2, 3, ...) in the
order shown.

- 8 -
| REQUEST(0) APDU :
| 8 I
| |
SPDU ] RESRONSE() APDLUJ ]
I A I
1 3 4 | 8 [ 24/32/40/48/56/64 |
| [Length] M List | |
[ Auth | sPDUtype | Trans No | REMINDER(4) eng is |
8 > 0/8/16
| |
! REM/MSG(5 '
| ®) |Length |  MLST [OQaPDU | |
| |
Authentication PDU
1 3 4
I___ - ="
| FMT |AuthPDUtype |Trans_No I 64 8 :
| CHALLENGE(G) | RandomBytes [ Group | |
! 64 8 !
[ same as AddrFmt | : REPLY(2) [CryptoBytes | Group | |
L — — " — 1

Present only |f
FMT=1

Figure 24 —<SPDU types and formats

The Request-Response protocol uses’ three basic PDU types: Request (REQUEST), Response
(RESPONSE), and combined Reéquest-Reminder (REM/MSG). The syntax (packet layout) and
semaptics (packet processing),of:these three basic SPDU types correspond closely to that of ACKD,
ACK,|and REM/MSG TPDUs. ‘Note that although the session layer makes use of the transporf layer
features internally, no transport layer encoding exists separately in a packet with an SPDU. That is, a
packgt may have either@WPDU or an SPDU.

The Request (REQUEST) SPDU is used with the first transmission of the request. It employs
addrgssing formats*#1, #2a, and to a limited extent #3 and #0 (see Figure 34). Address formaf #0 is
used |by a special network management command to broadcast a request searching for any podes
that Have notbeen configured. Address format #3 is then used to configure those nodes that regpond
to thig special network management command. The session layer provides a backlog increment to the
lowerllayers equal to the number of responses expected.

The Request-Reminder (REM/MSG) SPDU facilitates selective soliciting of responses. REM/MSG
type 5 is used in groups where the highest member number needing to acknowledge is < 16; this
SPDU contains both the member list (M_List []), that is an array of bits, and the APDU (i.e., the
request itself). The Length field specifies (in bytes) the size of the M_List field. A value of 0 in
M_List [X] indicates that member X's response has not been received by the requester, whereas a
value of 1indicates that the response has been received. Bit locations are assigned right to left within
each byte with bit 0 being the rightmost bit in the byte. The backlog increment encoded with the
REM/MSG is equal to the number of remaining responses outstanding.

Type 4 is a plain reminder, without a request (see Figure 24). It is used where the highest member
number needing to acknowledge the reminder is > 16; in this case, responses are solicited using the
SPDU pair (REMINDER-type 4, REQUEST-type 0) and this pair is logically equivalent to a single type
4 REM/MSG SPDU used in small groups. (A separate solution is provided for large groups because of


https://iecnorm.com/api/?name=798e89ece12210945c94aa8a577bef7b

14908-1 © ISO/IEC:2012 (E) -42 -

the need to limit maximum SPDU size.) Finally, when Length = 0 the M_List[] field is absent and the
meaning is “all members should acknowledge." The backlog increment for the REMAINDER — type 4
message is always zero, while the REQUEST that immediately follows it contains the backlog
increment for the number of responses that are still outstanding.

The Response (RESPONSE) SPDU uses addressing format #2a (unicast acknowledgement) or #2b
(group acknowledgement). The Trans_No field conveys the transaction being acknowledged. The
length of the APDU implicitly defines the type of transaction: if the response can be stored in a single
byte, the transaction is treated as non-idempotent. Otherwise the transaction is treated as idempotent.
Responses inherit the priority and alt_path attributes of the Request packet.

Auths

In all pther respects, they are identical to the SPDUs that are not authenticated.

Authe

transport and session layer protocols. It provides a one-way authentication service-It is the ¢

respo
TPDU
using
value
then

client
the “r
correy

the transformation computed by the server. If they match, the\transaction is authenticated. In all
PDU/TPDU is passed to the application layer for procéssing along with notification as to whether

the S
the a
requi
the a
the A

11.6

The p
the s
to 11
REM

nticated SPDUs (Auth bit set to ‘1’) identify requests that are to be authenticated by the reg

ntication. The authentication server is a single server contained in Layer 4 and .available

hsibility to initiate authenticated transactions when required. Setting the Autb bit in the SP
does this. When a TPDU or SPDU is received with the Auth bit set, the.server shall cha
the “challenge” AuthPDU. The FMT field in the authentication PDU shall be set to the
as in the address format field of the NPDU header in the messagebeing challenged. The
computes a transformation based upon the server's challenge; the original APDU sent
and the client’s authentication key. The result of this transformation is sent to the server
eply” AuthPDU. The FMT field in the reply shall be set to the same value as the FMT field
sponding challenge AuthPDU. When the server receives the reply, its contents are compa

ithentication failed or succeeded. Note that if the.application layer on the server node h
ement for authentication of the particular transaction, it may choose to honour the request g
thentication failed. If the application layer, chooses not to honour the request, it simply dis
PDU without further processing.

Protocol timing diagrams

rotocol timing diagrams in Figure 25 and Figure 26 are intended to provide an intuitive feeli
bssion layer protocols and\fo’ augment (but not to replace) the protocol specification in
13. Note again that forneeded acknowledgements from group member numbers <1
(MSG SPDU is used_and is functionally equivalent to the (REMINDER, REQUEST) pair.
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client network
Send_Request() T —
Reminder
— - —
Xmit_Timer expiry —~ —
L T
request  ~ __ -l Rov_Request()
/A/
—
. — - Send|Response( )
— - —
Xmit_Timer expiry Remind T —
\emm er ~
Partial_Response( ) T~ Q
request i
-«
/ response

Trans_Completed( )

Figure 25 — Non-ldempotent request with multiple SPDU losses
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Figure 26 — Secure idempotent request with multiple SPDU losses

11.7 Request-response state variables

Like the Transport protocol, the Request-Response protocol maintains one Transmit record per
transaction in progress, and a shared pool of Receive records facilitates message reception. As shown
in A.9, these records differ in minor details from those used by the Transport protocol.
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11.8 Request-response protocol — client part

A simplified FSM for the client part of the Request-Response protocol is shown in Figure 27. The
detailed specification is in A.9.

Timeout and
iime an

out and Retries _Left = 0) Xmit Timeout and (Retries_Left > 0):
or (Last Response Rcvd):

Send_Request( )

Response SPDU:
Reset Xmit_Timer;

Figure 27 — Request-response protocol—client FSM

11.9 [Request-response protocol — server part
A simplified FSM for the server part of the Request-Response protocol is shown in Figure 28, with the

full description in A.9. The protocol treats all transactions with response size > 1 byte as idempotent,
implying that it may execute them more than once. Transactions with response size of only 1 byte are

never| executed more than once.

Rev_[Timer New Application
Expiry Request Response be
Reminder

delivered

Response
> 1 byte

ticating

Figure 28 — Request-response protocol—simplified server FSM

11.10 Request-response protocol timers

The two timers - Xmit_Timer and Rcv_timer - used by the Request-Response protocol follow the
function and the form of Transport timers. The recommended values are identical to those for the
transport layer as defined in 10.9.3, with the exception that if the request takes a significant amount of
processing time on the server (relative to the transaction time), that time should be included in the

calculations.
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11.11 Authentication protocol

The Authentication server is implemented in the transport layer. It is accessible by the session layer as
well as the transport layer. It is discussed in this subclause to include explanations of the additional
interactions needed for the session layer. It relies on the duplicate detection mechanism in the
transaction control sublayer, and no other transport layer services. Authentication allows a server to
verify the identity of the requester. Use of this service is generally controlled by network management
commands that specify the messages/network variable exchanges to be authenticated. Only
transactions using acknowledged or request/response services may be authenticated. Messages
received on the flex domain are not authenticated. The network management authentication bit is

chall
key;
decis
defing

11.12

The ¢ncryption algorithm, described in detail in A.9 facilitatesyone way encoding rather tha

encry|
R, to
in 11.

11.13

The ¢
retry
Upon

uthentication protocol has two asymmetric parts: the challenger and the challengee]

tication process is initiated by the challenger by generating a random number X; nex
ngee responds with Y = E(X, msg), an encryption of X and the original message using a p
nd finally the challenger compares Y with its own version of E(X, msg), @and makes a pa
on based on the outcome of the comparison. The Authentication algorithm described
s both the challenger and the challengee functions. All the server calls are synchronous.

Encryption algorithm

ption. It uses a 48-bit encryption key, K, a variable length APDU, A[len], and a 64-bit input
produce a 64-bit output string, Y. Desirable properties of the random number R are d
14. Any 48-bit number is a valid encryption key.

Retries and the role of the checksun¥function

hecksum function, defined in A.12, is used for validating APDUs in client retries. The clien
f any of the original message, the challenge, the reply, or the acknowledgement/response i
receiving a retry, the action taken-by the server is a function of the transaction state as follg

waiting server is waiting for the authentication record. In this case,
server shall attempt to allocate the record again.

authenticating server has issued a challenge and is waiting for a reply. In case,
the server simply reissues the same challenge (with same
random number).

authenticated authentication exchange has completed, with successful
verification. If the original message was acknowledged, then
the acknowledgement is reissued and the retry is discarded. If
the original message was a request of an unknown type, then it

er the

The
t, the
rivate
ss/fail
n A.9

n real
5tring,
bfined

shall
5 lost.
WS:

IS assumed that the apptication 15 stitt composing the Tesponse,
so the retry is discarded. If the original message was a non-
idempotent request, the response is reissued and the retry is
discarded. If the original message was an idempotent request,
then the retry APDU shall either be saved, or a checksum shall
be computed over it as an alternative to save memory. The
result is compared with that saved from the original message
(actual message contents or checksum). If they do not match,
the retry is marked as not authenticated. In any case, the retry
is delivered to the application.

not authenticated authentication exchange has completed without successful
verification. The action taken is identical to that for the
“authenticated” state, except no encryption/comparison is done
for idempotent requests.
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Note that messages received on the flexible domain are not authenticated.

11.14 Random Number Generation

The random number generator used by the authentication protocol should have the following
properties:

i) R, the number generated is mathematically random and unpredictable;

ii) generator does not generate predictable values after events such as power failure or

1.1

Using Authentication

rebooting.

The quthentication scheme must be correctly used to provide maximum security. Qné-problem that the
hould be aware is the transportation of authentication keys in the qpen” using a ngtwork
management command. This problem can be overcome by using the increment authentication key
netwgrk management command (see 13.7.6 and A.11) rather than, the network management

user

com

12 F

121

The 4
corre
layer
the Al
becal

12.2

The p

and that provides an absolute value for the key (see 13.7.4 and A.30):

Assumptions

Service provided

'resentation/application layer

resentation/application layer provides six services:

pplication layer makes no assumptions apart frem relying on the transaction control sublayer for
tt TPDU/SPDU sequencing and duplicate detection. The provided functions of the presertation
are specified as a part of the APDU header.*In particular, when the APDU header indicatgs that
PDU is a network variable update, the-header has presentation information encoded within it
se it tells the node how to interpret theZlAPDU data.

Network Variable \Rropagation. This service sends messages that are interpreted hiy the
receiver(s) as (network variable updates. A special two-byte header is used to convey the
presentation\layer information that the APDU is to be interpreted as a network vafiable.
Network ~ariables are propagated using any of the protocol services. Request/Response is
used when network variables are polled.

Network Variable Aliasing. This service allows multiple network variable inputs or outputs to
bealiased to a primary network variable. Then when the application updates a pfimary
network variable output, additional packets are also sent for the network variable aliases

corresponding to the primary. When a primary input or an aliased input is updated from the
network, the application receives an event that the primary variable has changed its value.

Generic Message Passing. An application may construct an arbitrary message, addressed
using any of the addressing modes;

Network Management Messages. These messages are described in detail in 13.7;

Network Diagnostic Messages. These messages are typically initiated by a network
management tool to test that nodes are fully operational, and to take corrective action around
problem areas. These messages are described in detail in 13.8;

Foreign Frame Transmission. These messages originate external to an environment of this
standard, and are destined for nodes also external to the environment. This function is
provided as a means to use this protocol as a gateway between two such external nodes, or
to tunnel other protocols through this protocol.


https://iecnorm.com/api/?name=798e89ece12210945c94aa8a577bef7b

14908-1 © ISO/IEC:2012 (E) -48 -

12.3 Service interface

The service interface to the application program has the form shown in Figure 29.

msg_alloc_priority( )

msg_alloc( ) msg_send( )

msg_free( ) resp_send( ) resp_free( ) A resp_receive( ) A

T

msg_cancel( ) resp_alloc( ) resp_cancel() msg_receive( ) msg_completes( )

Y L ]
Application Layer
Figure 29 — Application layer interface
The gervice primitives at the application layer interface are described in<Fable 1 below. Most of

requile no parameters. Instead, they operate on the data structuresymsg_out, msg_in, resp_od

them
t and

resp_Jin, described in A.12.
Table 1 — Application layerprimitives
Servige interface primitive Description

msg_alloc () This Boolean primitive allocates a‘ien-priority buffer for an outgoing message. It returns TRUE if
a msg_out data structure has been allocated. It returns FALSE if a msg_out data structurp
cannot be allocated. If it returns FALSE, the application program can continue with other
processing if necessary rather than waiting for a free message buffer.

msg_alloc_priority () This Boolean primitive‘@llocates a priority buffer for an outgoing message. It returns TRUE if a
priority msg_out data'structure has been allocated. It returns FALSE if a priority msg_out|data
structure cannot'be allocated. If it returns FALSE, the application program can continue with
other processing if necessary rather than waiting for a free priority message buffer.

msg_send(msg_out) This primitive sends a message in the msg_out data structure.

msg_cancel() This‘primitive cancels the message currently being built. It frees the associated buffer, allpwing
another message to be constructed.

msg_free() This primitive frees the msg_in data structure for an incoming message.

resp_alloc() This Boolean primitive allocates a buffer for an outgoing response. It returns TRUE if a relsp_out
data structure has been allocated. It returns FALSE if a resp_out data structure cannot bg
allocated.

resp_sgnd(resp.out) This primitive sends a response in the resp_out data structure.

resp_cancel() This primitive cancels the response currently being built. It frees the associated resp_out [data

structure :ullnwing anather response to bhe constructed

resp_free()

This primitive frees the resp_in data structure for an incoming response.

msg_receive(msg_in)

This primitive receives a message in the msg_in data structure.

resp_receive(resp_in)

This primitive receives a response in the resp_in data structure.

msg_completes()

This Boolean primitive evaluates to TRUE when an outgoing message completes (that is,

succeeds or fails).

either

msg_out and msg_in can have any of the formats described in 12.4.
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APDU types and formats

The APDU consists of a header followed by the application data. The header is a single byte, that is
followed by a second byte only if the header specifies that network variable information is to follow.

Thed

ata structure for the APDU is given below:

struct message

{

byte destin type;

wherd

00xx4
1dxx

011xH
01014
01003

The r

rightmost. Any 2- or 4-byte quantities stored in the APDU are stored with the most significant b
ft. The leftmost bit in a byte is the most significant bit) ‘Arrays are stored with the |

the Iq
numb

Every
data,

The 4

byte datall;

data is an open ended array and destin_type is one of the following:

XXX generic application message (64 codes)

XXX a network variable message; “d” indicates direction: 1 for owtgding,
for incoming. The remaining code bits are combined with the f£irst da
byte to form a 14 bit network variable selector.

XXX a network management message (32 codes)

XXX a diagnostic message (16 codes)

XXX foreign frame (16 codes)

est of the APDU is defined with the first byte received as leftmost and the last byte receiy

ered element on the left. Structure fields are also storeddeft to right.

plus the destin_type.

node compliant to this standard shall be able toteceive, as a minimum, an APDU of 16 by

La

ed as
te on
pwest

tes of

pplication protocol data unit (APDU) has the format shown in Figure 30:
APDU
8/16 0 - n (maximum ADPU length 229 bytes)
| Destin & Type | data |
11 14
Network Variable  [1[d] selector
1 = outgoing
2 = incoming
11 6
Application Lo[o] Code |
111 5
Network Management lo[1]1] Code |
1111 4
Network Diagnostic |0|1 |0|1| Code |
1111 4
Foreign Frame |o|1 |o|o| Code |

Figure 30 — APDU format

For description of the network management message codes, see 13.7; for diagnostic message codes,
see 13.8.
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12.5 Protocol diagrams

Figure 31 shows a Non-ldempotent multicast transaction with a loss of both the initial APDU and the
ACK TPDU.

sender network receiver

msg—send()

\\msg_APDU

| REM/MSG APDU

—
—

\\ .

msgfeceiver

— sgvreceiver( )

ack TPDU _ T —

—
—

-— msg_free( )

| REM/MSG APBU

~
—
PR
—~—
—~—

'

ack TPDU__ —
msg_completes( ) -

/

Figure 31 — Application protocol diagram for multicast acknowledged transaction
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sender network receiver
msg_send( )
\\msg_APDU
~—~ — \.
REM/MSG APDU .
~ — msg_receiver( )
T - duplicate = FALSE
T -
ack TP%’ — 7| resp_alloc\(Y
-— resp_send ()
msg.Sfree ()
. REM/MSG APDU
T~ — msg_receiver( )
—~, 4 duplicate = TRUE
ack TPDU =\ — | resp_alloc ()
_— = resp_send ()
msg_free ()

Application-protocol state variables

Figure 32 — Application protocol diagram for multicast request/response transaction

ddress-format data structures are listed in A.14. The msg_out, msg_in, resp_out, and rg
urestuse these address formats to direct messages to their destinations.

12.7 Request - response messaging in offline state

h the

sp_in

When using the request/response mechanism either explicitly, or implicitly as with a network variable
poll, it is possible to issue a request to a node where the application program is offline, and thus
unable to respond. When this condition occurs, what happens depends on whether the response is to
a network variable poll or to any other message. If the response is to an application message, the
destin_type in the APDU shall be set to 63. When the response is to a foreign frame, the destin_type
in the APDU shall be set to 79. When the response is to a network variable poll the response shall
contain the network variable selector, but shall not have any associated data. This is also the
response received if one attempts to poll a network variable on a node that has no matching selector,
or if an authenticated poll fails.
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12.8 Network variables

12.8.1 General

Network variables are logical inputs and outputs on a node. Multiple network variables may be defined
on any node, thus network variable messaging permits the propagation of a specific data value from
one node to one or more other nodes. Network variables are implemented as a special type of
application message where the most significant bit of the APDU is set to 1. They have properties of
direction (either input or output), properties of propagation (polled, synchronous), and properties of
communication services (priority, acknowledged, unacknowledged, unacknowledged but repeated,
authenticated). Network variables may be in connections. Input network variables are updated with a
new Yalue only when they receive that new value from an output network variable. Polled\ ngtwork
varialjles are only propagated when the requestor sends a request/response message coniaining the
netwqrk variable selector to the node.

A network variable is propagated at the discretion of the application. For example;-the network vgriable
might| be propagated any time the variable is written to or, alternatively, any timg:it is changed. In any
case,| the application must ensure that the propagated data for a mulli-byte network variaple is
consistent within itself. A non-polled output network variable may be ‘synchronous.’ In this cgse all
valuep written by the application shall be propagated onto the wetwork. Conversely, a| non-
synchronous network variable does not require that all values assigned to the network vdriable
actually get propagated onto the network. How, an application prepagates non-synchronous ngtwork
varialiles is implementation dependent. Network variables are configured when they are connected for
propdgation using any of the lower layer protocol setvices such as priority, authentigation,
ackngwledgements, etc.

A network variable connection is defined when a network variable on a sender node is configufed to
have [selector value that matches the selector value of a network variable defined on one or|more
receiver nodes and that network variable is bodnd via an address table entry to the other nqde or
nodes. A node may have an output network variable defined on it that is connected to one of its own
input [network variables. This connection isicalled a turnaround connection even if the output i$ also
sent tp another receiver node across the network.

Nodep do not send network variable-messages when they are in the offline state. The only exception
to thig is when a network variablelis’polled on a node that is offline. In this case, the node responds to
the n¢twork variable poll message with the proper selector value for the network variable, but n¢ data
for th¢ value of the networkivariable.

Network variables may have aliases. An alias network variable inherits the length, direction and type of
the network variablenit is aliased to (the primary). Aliased network variables always have a different
netwqgrk variable /selector value, and may have a different destination address than the pfimary
netwqrk variable: This allows, in effect, multiple selector values to be associated with a single ngtwork
varialple. Multiple selector values are useful to allow network variable connections where the consgtraint
of a gingle-network variable selector would result in selector conflicts(the same selector value in use
for multiple variables on a single node).

12.8.2 Network variable processing

Whenever an application program updates an output network variable, the application layer first
checks to see if there are any readers of the variable on the network. Checking for the network
variable having an associated address table entry does this. If there is such an entry, the application
layer encodes a packet containing the network variable selector and the network variable value. This
packet is then sent to the lower layers for processing. Next the application layer checks to see if the
variable has aliases. If aliases exist, then packets are formed with the alias selector values along with
the value of the primary network variable. Each of these packets is also sent to the lower layers for
processing.

When a network variable update arrives at the receiving application layer, the selector value is
compared against the selectors within the receiver node. If there is no match, the update is discarded.
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If there is a match, a second check is performed against the matching selector to see if it corresponds
to a primary network variable or an alias. If the selector corresponds to a primary network variable,
then the application layer updates the primary value. If the selector is for a network variable alias, then
the application layer updates the primary network variable’s value.

12.9 Error notification to the application program

12.9.1 General

ges, it

Messhges have three events associated with them: completion, success, or failureC€empletion means
that the transaction has completed (either successfully or not). For acknowledged transagtions,
success is defined as all acknowledgements having been received. For request/response transagtions,
success is defined as a response having been received from all of the interided recipients. In thig case,
it is up to the application to check the response code to see that the intended node was not offline. For
unacknowledged transactions, the transaction succeeds when the transaction completes (when the
messphge is sent). For unacknowledged-repeated transactionsi-the transaction complete§ and
succdeds when the message has been sent the requested number of times.

This |nternational Standard does not define any failuresevents for unacknowledged transagtions.
Howegver, specific implementations may post failure evénts’ for unacknowledged transactions que to
interngal errors that may occur during the transmission of a message. Acknowledged transaftions
provide failure notification to the application when the’expected number of acknowledgements |is not
receiyed. Request-response transactions fail whenne or more of the responses are not received.

12.9.3 Error notification for network variables

For network variables, the completion.€vent is posted when the transaction completes. This is idgntical
to melssages. Again, as with messages, unacknowledged updates can post failure events due tq error
condifions detected on the transmitting node. For acknowledged network variable updates, success is
defingd as all expected acknowledgements having been received. Failure is then defined as gne or
more |expected acknowledgements not being received. Network variables always use the request-
response mechanism when they are polled. Polled network variable updates succeed when the target
nodeg have returned all of the values. A failure event is posted to the application when either:

i) all{ofthe responding targets did not have valid data (no matching network variaple or
affline), or

i)~ one or more of the expected responses did not arrive. Note that for aliases, ryle (ii)
applies to the responses for the primary and aliases collectively.

There is a single exception to rule (i): a polled network variable that is connected to another network
variable on the same node and is also in a connection with one or more network variables on other
nodes will post a failure event to the application if all of the other nodes return offline responses to the
poll. This is true even if the node with the turnaround connection responds successfully to its own poll.

13 Network management & diagnostics

13.1 Assumptions

Network Management and Network Diagnostic (NM/ND) services are application level procedures that
use the session layer. This means that network management and diagnosis is only possible when the
session layer (and all the underlying layers) are functioning properly.
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With a few exceptions, all NM/ND commands either examine or modify contents of memory locations
in one fashion or another. A portion of the various data elements that reside in non-volatile memory,
such as address assignment, are supported with their own NM/ND commands for reporting and
updating, allowing a more controlled execution of these operations within the protocol processor.
Other areas can be read or written using special addressing modes of the read and write memory
commands. Thus, users of move and change types of commands need not concern themselves with
the physical layout of the non-volatiie memory. Those needing to download applications must
understand the physical layout of non-volatile memory (although even this information can be wholly
contained within a download file).

13.2 [Services provided

The Network Management and Diagnostics services provide the following capabilities:

—+ Address Assignment: the assignment of all address components, “(excep the
Unique_Node_ID);

- Node Query: the querying of node status and essential statistics;

-1 Router table maintenance.

With @ few minor exceptions, network management operations are imiplemented as remote progedure
using|the underlying request-response service provided by the session layer. See 11.5.

13.3 [Network management and diagnostics application structure

Network Management is a distributed application with_ multiple clients and multiple servers. $erver
functipns must be supported on all nodes, whereasglient functions need only be supported on hodes
used ps network management devices.

13.4 [Node states

A node can be in one of four states. These states are maintained in non-volatile memory and haye the
valuep listed in parenthesis after the 'state name. These states are reported in the response fo the
Query Status network diagnostic.command. The numbers in parentheses are enumerated vallies of
node | state (see 13.8.2).

Appli¢ationless: (3) no application yet loaded, application in process of being loaded, or applitation
deemeed bad due to application checksum error. No application runs in this state. The Node $tatus
Indicgtor!) (a diagnestic aid optionally available in nodes based on this International Standard)|is on
contijuously.

Unconfigured:(2) application loaded but network configuration memory is either not loaded, |being
reloaded, \or deemed bad due to a network configuration memory checksum error. A specific
implementation of this standard may allow a program to make the node go to the unconfigured |state.
The program determines it an application runs In this state. The Node Status Indicator flashes at a
one-second rate. [An application-initiated transition to the unconfigured state shall clear the
authentication keys.]

Hard-offline: (6) application loaded but not running. The network configuration memory is considered
valid in this state; the network management authentication bit is honoured. The Node Status Indicator
is off.

Configured: (4) normal node state. The application is running and the network configuration memory is
considered valid. This is the only state in which messages for the application layer are received. In all
other states, they are discarded. The Node Status Indicator is off. The configured state has an

1) (INFORMATIVE) The standard colour for the Node Status Indicator is yellow.
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additional modifier that is the online/offline condition. This condition is not necessarily maintained in
non-volatile memory. The states and online/offline condition are controlled via different mechanisms.
However, they are reported together in the status command.

Note that there is a subtle distinction between being in the configured or unconfigured states and a
node being referred to as either configured or unconfigured. A node in the configured or unconfigured
state is as described above. However, a node is referred to as configured if it is in either the hard-
offline state or the configured state (having valid network configuration memory contents in either
case). A node is referred to as unconfigured if it is either in the applicationless or unconfigured states
(no valid network configuration memory contents in either case). The network management

authenticatiombittsonoured-onty-whenthenode-tsmtheconfigured-stateorthe-hard-offiime-stgte.

13.5 [Using the network management services

13.5.1 General

Most |INetwork Management PDUs (NMPDUs) are conveyed within session_\layer requests and/or
responses. By default, an NMPDU inherits either the request or the response attribute ¢f the
envelpping SPDU. However, some requests, are conveyed within TPDUs rather than SFPDUs.
Commands that use TPDUs are so noted. Some commands, such as.Query_ID() may be sent|using
broadcast addressing and request/response service. Such a command-will succeed when at leagt one
response is returned from the network.

Wher configured to do so, most NM/ND transactions mus{‘be authenticated in order to take gffect.
Authgntication is not possible for messages that are addressed using Unique_Node ID addréssing
wherg the server is not in the same domain as the one' that the client used to initiate the request.
Commands that do not require authentication to be executed are so noted.

If a node does not understand a particular network management request, it shall return a [failed
response. See 13.7 for encoding of network management responses.

13.5.2 Addressing considerations

The tfansmit transaction timer valde of the client node must be extended to handle the lengthy delays
involed with any command that"alters non-volatile memory. When Unique_Node_ID addresding is
used,| the server node automatically extends the non-group receive transaction timer to about 8
secorjds. This allows thistimer to be tuned for normal application traffic without concern for Igngthy
netwgrk managementtransactions.

The recommended-addressing mode for initially using these commands on a node is Unique_Noge ID.
Oncelthe node has been assigned an adequate non-group receive timer value (for duplicate detgction)
and aldomainysubnet, and node field then subnet/node addressing is recommended.

UnigyexNode_|ID addressed messages are received regardless of the domain in which they arg sent.
Unconfigured nodes shall also accept any subnet or domain wide broadcast regardless of the domain.
In both of these cases, acknowledgements and responses are returned on the domain in which the
message was received with a source subnet/node pair of 0/0. Messages received in a domain in which
the node is not a member (either because the node is unconfigured or not in the domain) are termed
as being received on the Flexible domain. Some commands are not permitted under these
circumstances and are noted in the descriptions of the network management commands starting
at13.7.2.

A significant advantage of using Unique_Node_ID addressing for network management commands is
that if a node accidentally becomes unconfigured (e.g., due to a checksum error resulting from a
power failure while changing the network configuration memory), the network management tool does
not lose its ability to communicate with the node.
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13.5.3 Making network configuration changes

The paradigm for making network configuration changes within a node is as follows:

) Alter the node state or condition (optional);

2) Perform the change or changes;

3) Update the configuration checksum (only necessary if not done in step 2);

13.5.4

The p

g
6

At thi
follow

13.5.

Thersg

) Return to step 2 If more needs 1o be done,
) Restore the node state or condition if changed in step 1;

) Reset the node if communication parameter changes were made and it issdesired that they
take effect.

} Downloading an Application Program

aradigm for downloading applications is as follows:

) Take the node offline;

) Alter the node state to applicationless;

) Send messages to the node that load the application into the node’s memory;
) Reset the node;

) Compute the application checksum.

) Enter the unconfigured state.

5 point, the network configuration memory can be loaded. Note that when loading an appligation
ed by loading of the network-configuration memory, a node comes up in the offline condition.

b Error handling conditions (informative)
are several classes of errors to consider:
Transaction Failures: If a transaction fails (i.e., the desired acknowledgement or respopse is

not-received), it is best to attempt to get to a known state rather than simply retty the
transaction. If network management authentication is turned on, returning to a known| state

should include attempting authenticated transactions using different keys (e.g., the clrrent

key, the previous key, etc.) until success Is achieved.

Node Resets or Power Cycles: if a node resets while a network management command is in
progress, the reset will likely manifest itself as either a communication problem or a
transaction failure. When non-volatile memory writes are involved, depending on the
implementing technology, the location being modified at the time of the reset may become
corrupted.

A reset during a memory refresh command could result in the corruption of the network
configuration memory or application program. Either could be catastrophic depending on the
scope of knowledge in the network management tool. An option here is to put early power
down detection on the network management tool and only issue refresh commands (with no
retries) when the power appears stable (assuming the client and server share a common
power source).
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Read/Write Protect Violations: if a node is read/write protected, attempts to write to the
application code area are denied. The client can verify that a write memory attempt failed for
this reason by reading the read_write_protect field of the read_only_data structure.

Other adverse effects, such as address table and domain changes, need to be carefully handled and
understood by the client. A request can produce a response in a new domain, for example.

Every network node maintains two checksums, one over the network configuration memory and one
over the application memory. Following the completion of any of the network addressing commands
that alter the network conflguratlon memory, a new conflguratlon checksum is calculated and updated.

g count
nt the
be as
out of

mand.
. This
twork

The response to an invalid NM/ND command should be a failed response. Length validations are
based on the chart below. Note that if there is more than one,number listed for a given command, then
a parpmeter set that is valid for a smaller size must also be accepted if padded to the larger size.
Escape commands are issued by setting a parameter to the command to OxFF. The epcape
commands and rules are noted in this clause and in the data structures in Annex A.
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Command Code(hex) Data Size
Query Status 51 0
Proxy Agent 52 12 (Unique Node ID addressing)
Proxy Agent 52 6 (All other address formats)
Proxy Target 52 1
Clear Status 53 0
Report Transceiver Sts 54 0
Query ID 61 1
Query ID (conditional) 61 5+n (n=number of conditional bytes)
Resppnd To Query 62 1
Join Domain 63 16
Leavg Domain 64 1
Security 65 7
Modify Address 66 5 (turnaround only)
6 (non-turnaround only)
Repoft Address 67 1
Repoft NV 68 1 (non<escaped only)
3 (escaped only)
Update Address 69 5
Query Domain 6a 1
Modify NV 6b 4 (regular update)
5 (alias update)
5 (null alias update, primary==0xff)
6 (escaped regular)
7 (escaped alias)
9 (double escaped alias)
Node|Mode 6¢ 1 (not for state change)
2 (for state change)
Read|Memory 6d 4
Write|Memory 6e 5+n, 16 (n=number of bytes to write)
Checksum Recalculate 6f 1
Install 70 0 (basic application wink)
Install 70 1 (For multiple protocol stacks/node)
Install 70 9 (definition of network variables)
Install 70 5 (removal of network variables(nv))
Install 70 7 (query nv self documentation(sd) text)
Install 70 4 (all other query nv commands)
Install 70 5 (query node information)
Install 70 20 (update nv name)
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Command Code(hex) Data Size
Install 70 7+N (update nv self documentation text)
Install 70 7 (update network variable rate estimate)
Install 70 5 (update network variable SNVT index)
Install 70 5 (NM_GET_CAPABILITY_INFO)
Install 70 4+N (NM_SET_NV where N is the NV size)
Install 70 4 (NM_NODE::NM_INITIALIZE)
Instal 70 7 (NM_DOMAIN::NM_INITIALIZE)
Instal 70 20 (NM_DOMAIN:: CREATE / UPDATE)
Instal 70 5 (NM_DOMAIN::NM_ENUMERATE.reqest)
Instal 70 18 (NM_DOMAIN::NM_ENUMERATE resp)
Instal 70 12 (NM_DOMAIN::NM_SET. AUTH)
Instal 70 7 (NM_ADDRESS::NM\LINITIALIZE)
Instal 70 12 (NM_ADDRESS:CREATE/ NM_UPDATE)
Instal 70 5 (NM_ADDRESS::NM_ENUMERATE)
Instal 70 10 (NM_ADDRESS::NM_ENUMERATE resp)
Instal 70 7 (NM<NY_CONFIG::NM_INITIALIZE)
Instal 70 7 (NM:_NV_CONFIG::CREATE/ UPDATE)
Instal 70 5 (NM_NV_CONFIG::NM_ENUMERATE)
Instal 70 10 (NM_ENUMERATE resp)
Instal 70 7 (NM_ALIAS_CONFIG::NM_INITIALIZE)
Instal 70 14 (NM_ALIAS_CONFIG::CREATE/UPDATE)
Instal 70 5 (NM_ALIAS_CONFIG::NM_ENUMERATE)
Instal 70 12 (NM_ALIAS_CONFIG::NM_ENUMERATE fesp)
Memary Refresh 71 4
Query Sl Data 72 3
NV Fetch 73 1 (non-escaped only)

3 (escaped only)

13.6 WUsingrouternetwork-managementcommands

The router shall follow the normal protocol processor “states” and must be in the
Application/Configured state in order to operate fully as a router.

All of the commands that affect the routing tables affect only a single router half. The NM Node Mode
command for OFFLINE, ONLINE, and RESTART shall automatically affect BOTH router halves.

For a router, ONLINE means that the router shall operate normally as described. OFFLINE means that
the router performs no forwarding; all packets not addressed to the router that appear in the packet
buffer circular lists are dropped. Other than the dropping of these packets, an OFFLINE router
continues to perform normally.

A router shall ignore a certain group of Network Management commands. These commands are the
broadcast Node Mode commands. This group of commands are ignored to prevent a broadcast
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RESTART or OFFLINE command from stopping the router and preventing the same broadcast
command from reaching destinations on the other side of the router. Routers therefore must be
RESTARTed or taken OFFLINE individually when desired. To support this, it must be possible to
initiate a unique Manual Service Request for the router.

13.7 NMPDU formats and types

13.7.1 General

This subclause lists Netwaork l\llsmngnmnnf APDU (NI\/IPF)I IQ)’ ||Qing a notation similar to C structure

definifions. The bit and byte ordering rules defined in Annex D apply, with the most significant| bit of
each |byte being transmitted first; the first byte of a record is considered the least signifieant byte of
that r¢cord. In the value section of the descriptions, the value corresponds to a command humber or a
response code for that message.

The first byte of all NMPDUs contains the Destination/Type data that, for NM requests and comniands,
is alwgys (binary):

011XXXXX
The 9xxxxx> field contains the command code.

Resppnses that have been generated by the execution of these NM commands are directed o the
Appli¢ation, as specified by the first byte of the APDU:

00pxxxXX
The 4p> field is set to one if the operation succeéded, or zero if it failed. Failures are usually due to
rangeg errors (table boundaries) or non-volatile*memory write failures. The <xxxxx> field echogs the
origingel NM command code.

The first byte of all ND message APDUs,contains the Destination/Type data of:
0101xxxx

The gxxxx> field contains the’command code.

ND r¢sponses have the-following format, where <p> is the same as in NM responses and <jxxxx>
mirrofs the original command:

00p1xxxx

The ifplications of this are that all NM/ND requests are delivered to the NM/ND layer, while all NM/ND
responses’are delivered to the application layer. It is assumed that the responses are to be procgssed
at the application Tayer.

In this International Standard, only the command field value is described. The <p> field and the
destination code are not included but are assumed to be in place.

Single byte responses are provided for NM operations that are considered non-idempotent.
NOTE 13.7 uses “byte” for 8-bit items and “uint16” for 16-bit items.
13.7.2 Query ID

Query_ID() requests a node, or a set of nodes, to report its Unique_Node_ID to the requester.
Typically this request is addressed on a single domain as a subnet-wide broadcast, implying that the
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client has knowledge of at least the domain and may be taking orderly probes at subnet addresses in
order to interrogate a set of nodes. The data structures used are described in A.15.

To query unconfigured nodes, the selector value within the Query_ID_Request record is set to ‘0’. In
order to query nodes whose “respond to query” bit is set (see following command), the selector value
is “1’. To query nodes that are unconfigured and whose “respond to query” bit is set, the selector value
is “2”. Either the subnet or domain wide broadcast addressing mode is typically used. This command
never requires authentication to be executed.

If supplied, the address and data fields are used as additional qualifiers. The address mode and
addr fetfd—areused—to o a aaare S1s; ead ETTTOTY Ol d Jdg ptio O i D _’)eSS);
“counft” bytes (1—11) of data starting at that address are then compared with the supplied data..Only if
they match does the Query ID proceed (as specified by the “selector”).

For this command only, read protect is assumed to be always on. If the address and count fa]l in a
read protected area (such as where the authentication keys are stored), no response;is returned.

13.7.3 Respond to query

This gommand sets or clears the “respond to query” bit in the target node(s). When set, the targe} shall
d to Query_ID()requests that have a selector of “1’. It shall continue in this mode until thel node
et or its bit is cleared via command. This command is used\for network topology interrodation.
The fon” version is usually addressed as subnet broadcast,~using the unacknowledged-repeated
servide. The “off” version is addressed to a specific node oncé it has been interrogated. This command
neverl requires authentication to be executed. The data strictures are defined in A.16.

13.7.4 Update domain
This gommand updates one of the domain entries. in the server, using the data structures in A.17| Note
that the most significant bit of the node fieldimust be set. Execution of this command updatgs the
rk configuration memory checksum. {f&a node can only be in a single domain, attempts to assign
n index ‘1’ shall return an error. If.the domain to be updated is the same as the domain in which
odify message was sent, and thé:node is in the “configured” state, then the response shall[come
back pn the new domain and thug-shall not be received by the sender. This command may also be
used fo leave a domain by setting'the domain length to OxFF, setting the subnet and node addrgsses
0, and invalidating the -authentication key. Note that the side affects of resetting the node and
going|to the unconfigured.state that automatically occur when using the Leave Domain command will
not og¢cur when the domain'is left using this command.

Since| the encryptionkey is propagated in the clear, this request should only be used when physical
netwqrk security’can be guaranteed (or security is achieved through other means).

13.7.% Leave domain

The node must honour thiS command even if it st has addresses assigned within this_domain.
Internally, the node’s domain length is set to OxFF, and the subnet and node addresses are set to zero.
Also, the authentication key is cleared. The network configuration memory checksum is updated
during the execution of this command. If the domain to be left is the domain on which the request was
received and the node is configured, no response is sent. If the domain being left is the last domain in
which the node is configured, the node automatically enters the unconfigured state and resets. The
data structures used are shown in A.18.

13.7.6 Update key

This command is used for updating encryption keys, using the data structures in A.19. The domain to
be used is specified in the message. The encrypt_key bytes are added to the existing key in a
bytewise fashion (no carry). The network configuration memory checksum is updated by this
command.


https://iecnorm.com/api/?name=798e89ece12210945c94aa8a577bef7b

14908-1 © ISO/IEC:2012 (E) -62 -

13.7.7 Update address

This command is executed by index. If the address table entry does not exist, the <p> bit in the
response shall be zero. The network configuration memory checksum is updated by this command. No
cross-checking for duplicate addresses or groups is performed.

The form of each address entry in the address table is described in A.20

13.7.8 Query address

This gommand reports an entry within the node’s address table, given an index. The data strugtures
used pre in A.21.

13.7.9 Query network variable configuration

This gommand reports the entry in the node’s nv_config table, by index number; the-entry must exist in
the taple. The data structures used are in A.22.

This ¢gommand can also be used to query the node’s alias table. The same data structures arg used
for allas queries as for network variable queries (see A.22). When used: for aliases, the index |in the
command data structure is the alias entry index and the primaryZindex is the index of the pfimary
netwqrk variable corresponding to the indexed alias.

13.7.10 Update group address

This gommand is used to update a group entry in an address table; it is typically addressed by group.
The droup size, timer indices, and retry count are updated. The group member field is left unchgnged.
The ¢ntry is updated based on the domain in~-Which the command was received because [group
addresses are only unique within a specific domain. Therefore, this command is disallowed fpr the
flexible domain. This command updates the' network configuration memory checksum. Theg data
structres used are in Annex A.23.

This gperation shall update only the first matched instance of the group address.

13.7.11 Query domain

This gommand is used tovretrieve the domain information for one of the two domains in a node.|If the
secorjd domain is reéquested and room for only one domain exists, the response contains the
comnpand failure indication. The data structures used are in A.24.

13.7.12 Update-network variable configuration

This command is used to add or modify entries to or from the node’s nv_cnfg table, by an |index
number~Fhere-must-be-free-space-inthe-rv—enfg-tableforthe-entry—The-address-table-inrdex+ray be
set to 0 to 15, where 15 indicates that no address table entry is associated with the network variable.
The network configuration memory checksum is updated by this command. For a network variable
with index X, a network variable selector with the value Ox3FFF-X implies that the network variable is

not in a logical connection (i.e., is not bound). The data structures used are in A.25.

This command can also be used to update the node’s alias table. The same data structures are used
for alias configuration table updates as for network variable configuration table updates (see A.25).
When used to update the alias configuration table, the index in the command data structure is the
index of the alias entry index and primary index is the index of the primary network variable
corresponding to the indexed alias.


https://iecnorm.com/api/?name=798e89ece12210945c94aa8a577bef7b

-63 - 14908-1 © ISO/IEC:2012 (E)

13.7.13 Set node mode

This request instructs the application to enter either the offline or online condition, to reset the entire
node via an internal reset, or to change the state of a node. When offline, the application program is
halted and NM/ND commands continue to be processed. The online request instructs the application
scheduler to leave the offline condition and resume operation of the application. One use of the offline
condition is for suspending the application during application non-volatile memory downloading.

The service type used for this command varies. For online and offline, no response is ever returned so
request-response cannot be used. The receiver will honour a request using the request-response
servige, however, thestatetramsitions—for ontime—and-—offtimeprevent theTesporse—frombeinyg) sent.
Confifmation of the change in condition is achieved via issuance of a status request. [For| state
changes, request-response should be used. Since the state is part of the application, the application
checksum is updated. For reset, only the unack’d (or ack’d if authentication is required) service type is
used.| This message is confirmed with a sequence of network management commands. Firgt the
node’s status is cleared. Then the node is issued a reset. Finally, the status request command is
issuedl to the node. Note that failure to confirm the reset may indicate that the initial unack’d megsage
was Ipst, necessitating a retry of the exchange. The data structures used are innAnnex A.26.

13.7.14 Read memory

This |command is used to read memory. If read/write protect’is on, only the read_only|data,
config_data, and RAM or non-volatile memory data areas can be-read.

The “fount” field contains the number of bytes to be read{ This number should not exceed 16 ynless
the tgrget node has buffers sufficiently large to accommadate the additional data. Addresses tg¢ read
may be specified relative to the read-only structure (see B.1), relative to the configuration strlicture
(B.6),| relative to the statistics structure (B.7), or may'be absolute addresses. The absolute addressed
mema@ry space that can be read is up to 65,635 bytes in length starting from an implemerjtation
specific physical offset. A read of absolute memory location 0 with a count of 1 byte returns the ofiginal
systefn image version number. This can berused to determine system capabilities when the firmware
versign number indicates a custom version. The custom version is assumed to be derived from the
originpl system image and thus inherits.its capabilities. The data structures used are in A.27.

~

13.7.15 Write memory

Therg are two forms of this'command: one form resets the protocol processor after writing, the|other
does |not. Confirmation( of ‘the reset form must be performed by reading back memory using read
mem¢@ry. The non-resef) form produces a response and is conveyed via request-response. The| reset
form |is conveyed.\'using unacknowledged or unacknowledged-repeated service. The network
configuration memory checksum and/or application checksum are optionally updated. A |node
compliant to this' International Standard is not required to support write memory commands tha{ span
mem%ry technologies. For example, a single write command that writes both flash EPROM mé¢mory

and HEPROM memory need not be supported.

If read/write protect is on, only the config_data_struct (see Annex B) can be written. The byte count
should be limited to 11 bytes unless the target node has buffers that are sufficiently large to handle
more. Addresses to write may be specified relative to the configuration structure (see B.6), relative to
the statistics structure (see B.7), or may be absolute addresses. Just like in the Read Memory
command, absolute addresses can be written in a space up to 65 535 bytes in length starting from an
application specific physical offset. The data structures used are in A.28.

13.7.16 Checksum recalculate

This command forces the protocol processor to compute and store a new network configuration
memory or application checksum. It should be used at the end of any Network Management sessions
that alter the network configuration non-volatle memory image or application non-volatile
memory/RAM image (unless those commands have specifically performed this operation already, as
with the address commands). All nodes shall checksum their network configuration non-volatile
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memory. A checksum of the application image is optional. Nodes that do not compute application
checksums always report success when commanded to recalculate their application checksums via
this command. The data structures used are in A.29.

13.7.17 Install

This command is used during installation for a variety of purposes. The primary purpose is to force the
execution of an application specific wink function. For example, the wink function may blink a light
attached to the node for positive node identification. The wink function, if implemented, shall execute
even if the node is in an unconfigured state.

A segond purpose of this command is to allow multiple protocol processors to exist withna’gingle
appligation. Each protocol processor would have its own unique node ID and associatedydomain and
s tables. This second form of the command allows individual queries to the protecol procgssors
for ingtallation purposes. The scenario of use is that the application is installed bycissuing a manual
servide request to get the unique node ID. Then this command is used to query the)application jabout
how many protocol processors are attached to it. With each request, the application responds with the
information contained in the manual service response message for the next protocol processor|along
with 3 network interface number. Once all the network interfaces have been' identified, commands to
get thHe next network interface fail. This command is seldom used, and\will likely not be used |in the
futurg due to the wide range of protocol processor capabilities enabled by this Standard.

A thirfl purpose of this command is to support the dynamic (run-time/install time versus compile| time)
creatipn and deletion of network variables. Support of this feature is optional due to its regource
constfaints. These commands, that are an extension of{the Install command, provide methqds to
Self Identification/Self Documentation (SI/SD) data, update SI/SD data, inform the nod¢ of a

A fourth purpose of this command is to extend\the limitations on domain membership and |group
ership by increasing the upper limit on domain membership to as many as 65535
(implgmentations may support less), and. increase address table entries to an upper limit of g5 535
(agaim, an implementation may support 4ess). Support of this feature is optional due to its regource
constraints.

The general format of the install.eemmands for the first three purposes is:
<Application Command> <Application Specific Data Fields>

To extend the limitations on domain and group membership, the command structure abgve is
genefalised. In this'\new structure, a node is viewed as having resources (such as network vgriable
configuration table-entries) that are managed with commands. Some commands act upon the [entire
class|of resource, while others act upon a specific instance of the resource where that instapce is
selec{d by‘an'index parameter (such as an address table index). Resources may have propertigs that

can He &et-or read. The general format of the install commands for this family of commandg, the
extengéed’network management commands, is:

<Application Command> <Resource> <Resource/Command Specific Data>

The resource field appears with commands 0x20 or greater. Commands 0 to 6 are legacy commands
and do not use the extended format. Commands 7 to Ox1F are for non-resource specific commands,
and do not have the resource field.

For commands that operate on an instance of a resource, a resource index is also required. For
commands that operate on a property of the resource, either a special command or an explicit
property field is required.
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A resource is an object, such as an address table entry, that can be configured or queried. A resource
may be dynamic or static (both exemplified by network variables), and may have properties that can
be acted upon. A resource is specified by an 8-bit resource class id, and a resource index that refers
to a specific instance of a resource. The base and size of the index depends on the resource, but is
typically zero-based and one or two bytes. When a command acts on the entire resource class, the
resource index may be absent. If a command can act on either a resource instance or all instances,

then by convention an all 1’s index indicates all instances.

specific) resources, and 4 values reserved for future expansion. No device-specific resource
tly defined. The following table defines the range and currently defined resource codes:

curre

The TSOUI’CG class I1d Is partitioned Into 125 system resources, 125 device-specific (or applid

Table 2 — Resource codes

ation-
s are

Resource Class ID Mnemonic

Description

$ystem Resources (MSB=0)

x00 (reserved for futtiredse)

x01 NM_NODE Node

x02 NM_DOMAIN Domain‘Entry

x03 NM_ADDRESS Address Table Entry

x04 NM_NV_DEF Network Variables definition (static and dynamif)

x05 NM_NV_CONFIG Network Variables Configuration

x06 NM_ALIAS_CONFIG Alias Configuration

x07 — OX7E (undefined)

X7F (reserved for future use)

Device-Specific Resources (MSB=1)

x80 (reserved for future use)

x81-0xFE (undefined)

xFF (reserved for future use)
Property

A respurce-generally has properties that may be get or set. The format for specifying a propert

use the/commands NM_SET and NM_GET, and define a 1-byte property ID field followin

resource.” The scope of the property depends on the resource. The space of the property

is to
g the

ID is

partitioned as follows:

Table 3 — Space of the property ID

0x00 (reserved for future use)

0x01 to OX7E Common Properties

Ox7F (reserved for future use)

0x80 (reserved for future use)

0x81 to OxFE Resource-Specific Properties

OxFF (reserved for future use)
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If a resource has a collection of properties of the same type (multiple instances), then an additional
property index shall be defined in the request data structure following the resource index.

All of the resources defined use special command(s) for each property, and the properties are single-
instance.

For both versions of the commands, the first byte of the response to the command must be either 0x30
to indicate the command was successful, or 0x10 to indicate the command failed. Additional bytes of
the response, if any, depend on the application command type. For application commands with a
command code greater than 0x6, failures are reported by having the first byte of the response set to

0x10,[foftowedby aorme byte cause vatue:
typepef struct {
unsigned cause;

} NM| wink negative response;

The gomplete list of application commands for the install message are:
APP_WINK (0) Command the application 4o -perform some visible or

audible action.

APP_INSTALL (1) Find all the network inteffaces for an application.
APP_NV_DEFINE (2) Create a new dynamic NV definition.
APP_NV_REMOVE (3) Remove an eXisting dynamic NV definition.
APP_QUERY_NV_INFO (4) Query SlI/SD"data for an NV.
APP_QUERY_NODE_INFO (5) Query SI/SD data for the node.
APP_UPDATE_NV_INFO (6) Update SI/SD data for an NV.
NM_GET_CAPABILITY_INFO (7) Query the node capabilites (address table size, etc.).
NM_SET_NV (8) Write a network variable selected by the index.
NM_INITIALIZE (0x20) Remove a dynamic resource or reset a static resource.
NM_CREATE (0x21) Create a dynamic resource at a specified index.
NM_REMOVE (0x22) Remove a resource.
NM_SET (0X23) Set the indicated property.
NM (GET (0x24) Get the indicated property.
NMYUPDATE (0x25) Modify a resource definition or configuration.
NM_ENUMERATE (0x26) Return the specified or next instance.
NM_SET_AUTH (0x81) Update the authentication key and network management

authentication for specified or all domains.

Following are the definitions of the application specific data fields by command type.
APP_NV_DEFINE
This command adds a new or modifies an existing NV definition. If an attempt is made to add or

modify the definition of an NV that is part of the node’s fixed NV interface, or the index exceeds
the maximum supported by the node, the node will report command failed.
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After a successful define, the application is responsible for setting the network variable
configuration to default values (unbound selector, correct direction, etc) such that a subsequent
NV config query command shows the correct default attributes for the newly defined NV.

The message data structure contains the following fields:

APP_NV_DEFINE (2) As defined above.

unsigned nvindexHi The high order byte of the NV index.

unsigned nvindexLo  The low order byte of the NV index.

unsigned arrayLenHi  The high order byte of the number of elements in the NV
array. The value is 0 if the NV is not an array,

unsigned arrayLenLo The low order byte of the number of elements in {he NV
array. The value is 0 if the NV is not an-array.

unsigned nvLen The number of bytes in the NV value4 to 31).

unsigned nv_dflts Default configurable attributes ofi\the NV. Encodef as a

single byte. Includes direction, priority, authentication,
and service type.

unsigned nv_attr Attributes of the NV.Encoded as a single bytel (See
definition below.)

 INV_REMOVE

his command removes one or more existing NV definitions. The NV index must be withjn the
rea of the interface that is specified to be dynamic: If the NV index specified is within the node’s
fixed interface, the command will fail. The command will succeed even if the specified set gf NVs
i$ not currently defined or exceeds the maxinidm number of NVs supported by the node. After a
ccessful remove, the application is responsible for setting the network variable configuration to
efault values (unbound selector, correct direction, etc) such that a subsequent NV config |query
mmand shows the correct default attributes for an undefined NV.

he command contains the following fields:

APP_NV_REMOVE(3) As defined above.

unsigned nvindexHi  The high order byte of the NV index of the first NV definition
to be removed.

unsigned nvindexLo The low order byte of the NV index of the first NV definition
to be removed.

unsigned nvCountHi  The high order byte of the number of NVs to remove.

unhsigned nvCountLo The low order byte of the number of NVs to remove.

APP_'QUERYNVINFO

This command queries self-documentation data about a specific NV. It contains the following
fields:

APP_QUERY_NV_INFO (4)
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unsigned

nv_info

NV_INFO_DESC (0)

NV_INFO_RATE_EST (1)

NV_INFO_NAME (2)

-68 -

The self-documentation data being requested.

Current values are:

Basic attributes of the NV, array information, how

the NV was defined, and indication of av
additional self-documentation.

the NV.

The name of the network variable.

ailable

Average and maximum rate estimates defined for

NV INFO—SB—TEXT(3)——Theself~documentatiom textstringassociated with
the NV.
NV_INFO_SNVT_INDEX (4) The index of the SNVT.
upsigned  nvindexHi The high order byte of the NV index.
uhsigned nvindexLo The low order byte of the NV(index.
uhsigned  offset_hi If nv_info is NV_INFO_SD, TEXT, the high order
byte of the offset of thelrequested data.
unsigned  offset_lo If nv_info is NV_INFO_SD_TEXT, the low order
byte of the offset ef the requested data.
upsigned  length If nv_info is*NV_INFO_SD_TEXT, the number of
bytes requested. The response data stjucture
dependsyupon the data requested.
If the [data requested is NV_INFO_DESC, the following response is sent:
unsigned  length :5 The_length of the NV value, in bytes. Encoded as 0 if the NV
is eurrently undefined.
unsigned  origin :3 How the NV was created. One of the following values:
NV_UNDEFINED\(Q) The NV is not currently defined.
NV_STATIC (1) The NV was statically defined (cannot be removed).
NV_DYNAMIC (2) The NV was dynamically defined (can be removed).
unsigned nv_dflts Default configurable attributes of the NV. Encoded as a single
byte. Includes direction, priority, authentication, and $ervice
type.
unsigned ) nv_attr Basic attributes of the NV.
unsighed nv_exten Extension bits. Indicators of additional SI/SD data that are
available.
unsigned nv_array NV array attributes.
unsigned nv_name[16] Optional field. If included, the nm_supplied bit must also be

set in the ext field. The name of the NV without
subscripts.

If the requested data is NV_INFO_RATE_EST, the following response is sent:

unsigned

unsigned

nv_rate_est The encoded average rate estimate for the NV.

nv_rate_est The encoded maximum rate estimate for the NV.

array
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If the requested data is NV_INFO_NAME, the following response is sent:
unsigned nv_name[16] The name of the NV. If NV is part of an array, the name does not

include the array subscript. Zero-terminated if length is less than 16
characters.

If the requested data is NV_INFO_SD_TEXT, the following response is sent:

nsigned length The number of bvtes of SD Text data returned

unsigned text[*] The SD text data segment. The actual text array size is dependent ugon the
preceding length value.

{the requested data is NV_INFO_SNVT_INDEX, the following response is sent:

unsigned snvt_type index The index of the Standard Network Variable Type associated with
the NV. Encoded as zero if the NV js.not a SNVT.
APP_|QUERY_NODE_INFO

Tlhis command queries self-documentation data aboutthe node. It contains the following fields:

APP_QUERY_NODE_INFO (5)

unsigned node_info The’ self-documentation data being requested. Values

are:
NODE_INFO_SD_TEXT (8Y The self-documentation text string associated wjith the

node.

unsigned offset_hi If node_info is NODE_INFO_SD_TEXT, the high order
byte of the offset of the requested data.

unsigned offset_lo If node_info is NODE_INFO_SD_TEXT, the low order
byte of the offset of the requested data.

unsigned length If node_info is NODE_INFO_SD_TEXT, the number of

bytes requested.
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The response data structure depends upon the data requested. If the requested data is
NODE_INFO_SD_TEXT, the following response is sent:

unsigned length The number of bytes of SD Text data returned.

unsigned text[*] The SD text data segment. The actual text array size is dependent upon the
preceding length value.

APP_UPDATE_NV_INFO

:Lhis command updates self-documentation data about a specific NV. In general, lupdate
essages cannot be relied upon to be validated by the target application. The jnifiator| must
perform all validation. This message contains the following fields:

APP_UPDATE_NV_INFO (6)

unsigned  nv_info The self-documentation data“being updated. Qurrent
values are:
NV_INFO_RATE_EST (1) ﬁ\\//erage and maximum-‘rate estimates defined ffor the
NV_INFO_NAME (2) The name of the network variable.
NV_INFO_SD_TEXT (3) The self-dotumentation text string associated with
the NV
NV_INFO_SNVT_INDEX (4) The index of the SNVT.
unsigned  nvindexHi The high order byte of the NV index.
unsigned  nvindexLo The low order byte of the NV index.

The remaining data fields are dependent upon the nv_info value specified. If the specified nv_[nfo is
NV_INFO_RATE_EST, the following-data is provided:

unsigned  clear_mre: 1 If set, clear the NV’s maximum rate estimate value, and indicate
that this data is not available.

unsigned  clear yre: 1 If set, clear the NV'’s rate estimate value, and indicate that thjs data
is not available.

unsigned-<{update_mre: 1  If set, update the NV’s maximum rate estimate value. Also, indicate
that the maximum rate estimate data is available.

unsigned  update_re: 1 If set, update the NV’s rate estimate value. Also, indicate tll\at the
rate estimate data is available.

unsigned nv_rate_est The encoded average rate estimate for the NV.

unsigned nv_rate_est The encoded maximum rate estimate for the NV.

If the specified nv_info is NV_INFO_NAME, the following data is provided:

unsigned nv_name[16] The null (zero) terminated name of the NV. The name does not
include the array subscripts.
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If the specified nv_info is NV_INFO_SD_TEXT, the following data is provided:

unsigned
unsigned
unsigned

unsigned

length The number of bytes of SD Text data being updated.
offset_hi The high order byte of the offset of the data to be updated.

offset_lo The low order byte of the offset of the data to be updated.

text[*] The SD text data segment. The actual text array size is dependent upon
the preceding length value.

I{ the specified nv_info is NV_INFO_SNVT_INDEX, the following data is provided:
unsigned  snvt_type index The index of the Standard Network Variable Type associated with
the NV. Encoded as zero if the NV is not a SNVT,
Tlhe following data structures are referenced in the preceding message definitions:
hv_attr This data structure déscribes the basic attfibutes
of a specific_network variable. It contaips the
following fields:
unsigned nv_sync: 1 If set,, alb values assigned to the NV are
propagated, in their original order. Mutually
exclusive with nv_polled.
unsigned nv_polled: 1 {foset, the output NV’s value is sent gnly in
response to a poll. Updates are not generated
when the application updates the NV valug.
unsigned nv_offline: 1 If set, the node should be taken offline |before
updating the value of the network variable.
unsigned nv_service_type config: 1 If set, the NV’s service type attribute is
configurable.
unsigned nv_priority _config: 1 If set, the NV’s priority attribute is configurable.
unsigned nvy auth_config: 1 If set, the NV’s authentication attribpte is
configurable.
unsigned nv_config_class: 1 If set, the NV is a configuration NV.
unsigned snvt_type_index The index of the Standard Network Variable
Type associated with this NV. Zero if the| NV is
not a SNVT.
nv_exten This data structure indicates what additional self-

unsigned mre: 1
unsigned re: 1
unsigned nm: 1
unsigned sd: 1

unsigned nm_supplied: 1

documenting data is available for a specific network
variable. It contains the following fields:

If set, the NV’s maximum rate estimate is available.
If set, the NV’s average rate estimate is available.
If set, the NV’s name is available.

If set, the NV has a self-documenting text string.

Applies only to APP_QUERY_NV_INFO response for
NV_INFO_DESC. If this bit is set, then the nv_name is
also provided in the response, following the existing data
fields.
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nv_array This data structure provides the array attributes for a specific

network variable. It contains the following fields:

unsigned count_hi Total number of NVs in the array. An unsigned 16 bit number.

unsigned count_lo

unsigned element_hi  The index of the NV within the array. Encoded as a zero

unsigned element_lo if the current NV is not a member of an array.

v_afits

unsigned nv_auth: 1

Extejnded network management commands
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unsigned nv_priority: 1 The default priority setting of the NV

unsigned nv_service: 2 The default service type of the NV.
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The following set of extended network management commands are the commands to manage node
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Commands (NM_NODE)

The node resource supports the following command:

NM_NODE::NM_INITIALIZE
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This command clears the configuration data of the node, in the following sequence:

) Initialises all NV and alias configuration table entries of each class
NM_INITIALIZE/NM_NV_CONFIG).

) Initialises all address table entries (see NM_INITIALIZE/NM_ADDRESS).
) Initialises all domain table entries (see NM_INITIALIZE/NM_DOMAIN).

) Clears the network management authentication bit in the config data structure.

7

The fi
comp

Domain commands (NM_DOMAIN)
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) Sets the node’s priority to zero.
) Removes all dynamic NVs.
) Optionally go to a specified state.

eld state is used only if non-zero. When specified, it indicates the state the node is to go to
etion of the initialisation.

DOMAIN::NM_INITIALIZE
command initialises a range of domain table entries 1o the empty value. This is seman
hlent to the Leave Domain command described. in{13.7.5 except that it never causes a
and it supports many more domain indices. Thetesponse is the standard response code f
d above.

tialise one entry, specify both index and index_end to the index of the entry. To initial
S, specify index to be 0 and index_end,to be all 1's. To initialise all entries at or greater th
specify index_end to be all 1’s. Invalid indices are ignored and fail silently.

command leaves no other domain entries to be configured, the node goes to the unconfi

DOMAIN::NM_CREATE

ommand uses the Same data structure and has the same effect as NM_DOMAIN::NM_UP
bsponse is the\standard response code format defined above.

DOMAIN:ENM_UPDATE

command updates a domain table entry. It is equivalent to the Update Domain com
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74 but supparts a 16-bit domain index The response is the standard response code f

defined above.

NM_DOMAIN::NM_ENUMERATE

This command queries a domain table entry, or the next entry if the specified entry is empty. See B.2

for thi

s structure.

Enumeration rules

At each successive enumeration, the requestor should specify the request’s index to be 1 greater than
the index returned from the previous response.

Only entries with a valid domain length (0, 1, 3, 6) are returned.
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NM_DOMAIN::NM_SET_AUTH

This command is used to set the authentication key. The response is the standard response code
format defined above.

Address table commands (NM_ADDRESS)

Expanded address table structure

To accommodate the larger domain index, the address table entry will be appended with a 2-byte

dex. e dddrle U ure oI group upnetvnoade, and broadca cl d cd.

The gtructure for the group address contains the new field “restriction”, allowing a node.to send or
receiye messages to a group for which it is not a member. The response is the standard response
code format defined above.

o

ypedef enum

GRP_NORMAL = 0,
GRP_OUTPUT ONLY =
GRP_INPUT NO ACK =
}| group restriction;

1,
2,

GRP_NORMAL - This is the normal node and is the typical default. All legacy implementations of this
International Standard would use this if they did not want to~modify the protocol code to support more
addrégss table entries as described in these extended network management commands.

GRP_JOUTPUT_ONLY — The group is used for outptt-only; the node must not use the entry to match
the destination address of incoming addresses.“This mode allows a node to send an implicitly
addrgssed message to a group without being itssmember. The member id is not used and may be set
to zerp.

GRP |INPUT_NO_ACK - The node will receive incoming messages on that group but would not feturn
ACKS, responses, or issue challenges; the member id may be set to zero. This mode allows a npde to
monitpr group messages without:being a member of the group. The member id is not used and may
be sef to zero.

NM_ADDRESS::NM_INHJALIZE

This gommand injtialises a range of address table entries to the “empty” value. The entire entry is
zeroed. The response is the standard response code format defined above.

To initialise“all entries, specify index to be 0 and index_end to be all 1’s. To initialise all entrieg at or
greater than an index, specify index_end to be all 1’s. When some indices are valid and sonje are
invaliﬁ in\a range of indices, invalid indices are ignored and fail silently.

NM_ADDRESS::NM_CREATE

This command uses the same data structure and has the same effect as
NM_ADDRESS::NM_UPDATE. The response is the standard response code format defined above.

NM_ADDRESS::NM_UPDATE

This command is used to update an address table entry. Address table entries with an index greater
than 14 must use this command. The response is the standard response code format defined above.

NM_ADDRESS::NM_ENUMERATE

This command queries an address table entry, or the next entry if the specified entry is empty.
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Enumeration rules

At each successive enumeration, the requestor should specify the request’s index to be 1 greater than
the index returned from the previous response.

Only in-use entries are returned. Unused entries are ones whose first two bytes are zero.

NV configuration commands (NM_NV_CONFIG)

The network variable configuration table is used for static, and dynamic NVs, but not aliases. The table
is indexed by a flat nv index corresponding to that used for the NM_NV_DEF command.

NV Cpnfiguration Table Entry Structure

The network variable configuration entry nv_struct is expanded to accommodate the@xtended ngtwork
management command features. The new version is nv_struct_ext.

The ipdex of the target nv; used when the nv configuration entry is used to target a single NV|. This
field ig valid if its value is not OXFFFF, and either bits nv_read_by_index or,nv_write_by index is|set. If
nv_repd_by index is set, the node may use NV_FETCH to fetch the target NV at the indicated [ndex.
If nv_write_by_index is set, the node may use NM_SET_NV to write\to the target NV at the ind|cated
index| The target node’s address is indicated in the address table_entry whose index is indicated by
nv_addr_index.

NM_NV_CONFIG::NM_INITIALIZE

This ¢ommand initialises a range of nv configuration ‘entries to the “unbound” value. Each NV/|array
element is treated as a separate entry.

To initialize all entries, specify index to be 0.and index_end to be all 1’s. To initialize all entrieq at or
greater than an index, specify index_end tozbe all 1’s. Invalid indices are ignored and fail silently. The
response is the standard response code format defined above.

The fields are initialised as follows;

Field Initial Value
nv_priority unchanged
nv_direction unchanged
nv_selector hi/lo unchanged
nv_tarnaround 0
nv-service unchanged
nv_auth unchanged
nv_write_by_index 0
nv_read_by_index 0
nv_remote_nm_auth |0
nv_service unchanged
nv_addr_index OxFFFF
Unused fields 0
nv_target_index OxFFFF
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NM_NV_CONFIG::NM_CREATE

This command wuses the same data structure and has the same effect as
NM_NV_CONFIG::NM_UPDATE. The response is the standard response code format defined above.

NM_NV_CONFIG:NM_UPDATE

This command is used to modify an nv or alias configuration entry. Each NV array element is treated
as a separate entry. The response is the standard response code format defined above.

NM_NV_CONFIGTNM_ENUMERATE

This gommand queries an nv config table entry, or the next allocated entry if the specified'entry|is not
allocdted. Allocation means the corresponding NV is allocated. Each NV array element.is €numegrated
as a geparate entry.
Enumeration rules

At each successive enumeration, the requestor should specify the request’s_index to be 1 greatef than
the index returned from the previous response.

The gnumeration returns only bound NVs (one with either a bound_selector, or whose addresq table
index|is not Oxffff).

Alias configuration commands (NM_ALIAS_CONFIG)

The glias configuration table is used for aliases of primary network variables.
Alias|configuration table structures

The dlias entry contains the expanded nv.struct_ext and a 16-bit index of the primary NV. Unlike the
structure defined in A.22 and A.25 that has a “short” version with an 8-bit primary index and a [long”
versign with a 3 bytes primary index, the alias_struct_ext below will be uniformly used in all plaforms
that sppport the extended command-set.
NM_ALIAS_CONFIG::NM_INITIALIZE

This gommand initialise$ a range of alias entries to the “unbound” value.
To initialise all entries, specify index to be 0 and index_end to be all 1’s. To initialise all entrieq at or
greater than anjndex, specify index_end to be all 1’s. Invalid indices are ignored and fail silently. The

index|fields in\Mhis structure are alias indices. The alias index is relative to the beginning of thg alias
table.
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The fields are initialised as follows:

Field Initial Value
alias_nv.nv_priority 0
alias_nv.nv_direction 0
alias_nv.nv_selector_hi/lo 0 OxFFFF
alias_nv.nv_turnaround 0
alias_nv.nv_service 0

alias nv.nv_auth 0
alias_nv.nv_write_by_index 0
alias_nv.nv_remote_nm_auth 0
alias_nv.nv_selection 0
alias_nv.nv_addr_index 0
alias_nv.nv_read_by_index 0

Unused fields 0
alias_primary OxFFFF

NM_ALIAS CONFIG::NM_CREATE
This | command uses the same data structure /,and has the same effect as
NM_ALIAS_CONFIG::NM_UPDATE. The response is thé standard response code format defined
abovg.

NM_ALIAS_CONFIG::NM_UPDATE

This ¢gommand is used to update an alias configuration entry. The response is the standard response
code format defined above.

NM_ALIAS_CONFIG::NM_ENUMERATE

This gommand queries an alias.cenfiguration entry, or the next allocated entry if the specified eptry is
not allocated.

Enumeration Rules

At each successive‘enumeration, the requestor should specify the request’s index to be 1 greatef than
the index returned.from the previous response.

The data structures used for all the install command messages are in A.30.

Backyard Compatibility

A node that supports the extended command set, ECS, must continue to support the legacy Network
Management commands as defined in this International Standard. However, once a node has been
written by any extended commands, it is considered to operate in the extended mode, and shall return
a negative response to the following legacy commands. The hexadecimal command codes from this
standard are included for reference.

The ECS command set contains spare bits for some of the fields. These are reserved for future use. In
order to provide for backward compatibility in the future, all unused bits must be set to zero.

ECS implementations built on top of pre-ECS protocol stacks may be able to respond negatively only
to network variable commands. Such nodes would have the
EXTCAP_INCOMING_GROUP_RESTRICTED capability flag set. This is acceptable as long as one of
the following is true:
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1) 1. The node has no more than 15 bindable message tags.
2) 2. The node has at least one static network variable.

Commands Requiring a negative response if operating in extended mode:
— NM_query_nv_config (0x68)
— NM_update_nv_config (0x6B)
— NM_update_group_addr command (0x69)

—+ NM_query_address (0x67)

—+ NM_update_address (0x66)

—+ NM_update_domain (0x63)

—+ NM_query_domain (0x6A)

—+ NM_leave_domain (0x64)

These restrictions, responding negatively to the legacy commands if a ©ode can, or otherwise]living
withinl the limits of no more than 15 bindable message tags or having at least one static ngtwork
varialple allows a legacy network manager to perform databasesrecovery on the network without
destrgying the operation of the nodes that support the extended, network management command set.
Othenwise, the recovery of the network database from the nodes will be inconsistent and could [result
in a ¢atastrophic network outage with no backup networkidatabase (since database recovery was
invoked to begin with).

Messpge Handling

Messpage Size

The mode will return failure if a command data is not the exact size as defined. In the future,
extengions to command data or addition of new commands will be signaled by a node via a higher
versign number in the field snvt_capability_info.ver_ nm_max. In the future, the response fo the
NM_GET_CAPABILITY_INFO comiand may be lengthened in a backward compatible way without
affectjng the version number to"accommodate new capabilities. In this case, if the requestor recejves a
response to the NM_GET_CAPABILITY_INFO command with more information than expectefl, the
requgstor can use the response data that it understands and ignore the rest of the returned respgnse.

13.7.18 Memory refresh

This gommand causes the node to rewrite the existing contents of non-volatile memory at a spgcified
addrégss foraspecified number of bytes. This can be used to periodically rewrite the contents of non-
volatile memory to extend the retention time of the memory contents. An error is returned if a réfresh
of mgmory is requested and none exists at the specified address. Also, if “offset” falls beyond the end
of the non-volatile memory area, an error Is returned. In this way, the sender of these commands can
simply increment the offset until an error is returned. The count should be limited to 8 if the target is
online and could be as high as 38 if the target is offline. The data structures used are in A.31. If the
non-volatile memory can be written by sector only, the count and offset values refer to entire sectors
instead of individual bytes.

13.7.19 Query SI

This command is used to retrieve self-identification (Sl) data for a node and for its network variables if
this information is located outside the addressable memory space of the protocol processor (e.g., in
the memory space of a co-processor). The field ‘si’ in the structure described in B.1.1 is a pointer to
the address where a node’s self-identification data is located. A null (0) address indicates that that
node provides no self-identification data. A non-null address that does not consist of all 1’s points to
the address where this data is located. In this case, the data is read directly with a read memory
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command. An address consisting of all 1’s indicates that the self-identification information is located
outside the addressable memory space of the protocol processor. The Query SI command must be
implemented on the protocol processor in that case to read the self-identification data.

The device issuing this command need know nothing about physical addresses on the co-processor;
instead the requester only deals with offsets. The requester starts with an offset of 0 and then bumps
the offset for each subsequent request. The byte count shall be limited to 16 unless the target node
has sufficiently large buffers to handle larger counts. The data structures used are in A.32.

13.7.20 Network variable value fetch

This rlnessage is used to poll network variables. It has two advantages over the network variable poll
messpge: it uses the network variable index and is thus independent of network variable sglector
assighments, and it also obtains the value regardless of the node's online/offline condifion. The data
structpures used are in A.33.

13.7.21 Manual service request message

This message is unlike the other network management messages in that(it is an unsolicited megsage.
It is sent over the network from a node when a Manual Service Request'for that node is initiated. The
messpge is sent as a domain-wide broadcast on domain length O-with a source subnet 0 and|node
address of 0. The data structures used are in A.34.

13.7.22 Network management escape code

One ¢f the network management command codes is reserved as an escape. The value of the escape
code fis 0x7D. Sending the escape code as the netwerk management command causes the first two
bytes|of the APDU to be interpreted as additional ‘command codes. This capability allows the ngtwork
management protocol to be extended in product'specific ways.

If a fode responds to network management messages that use the network management escape
code,[then that node shall always respond to the Product Query command. All other commands are
product specific and are documented with the products. The response to this command has two forms.
The short form contains only a single byte to specify the product. The complete form contains:

— response code,
—+ product byte/(as-in the short form),
—+ two bytexield for the model number,

—+ single byte for the firmware version,

-\ byte for the device configuration or mode, and

— byte for the transceiver type.

The single byte product specification codes are reserved and must be allocated to ensure no conflict
among implementations. In the complete response form, the value of the device configuration
options/modes byte returned is zero unless the device can be put into several modes or device
configurations. In this case, the byte contains the current mode or configuration of the device.

Success or failure is reported on the escape code rather than on the subcode or command. The data
structures used are in A.35.
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13.7.23 Router mode

This request instructs the router to perform one of several router-related tasks. The “resume”
command returns the router from the “all flood” state. The “init router tables” command copies all
routing tables from non-volatile memory into the RAM tables (if a configured router) or sets all RAM
tables to flood (if a learning router); this is the same action that occurs after node reset. The “mode all
flood” command causes the router to forward all packets in the domain. The Router Mode command
affects both router halves, and is conveyed via the Request-Response protocol. Note that the normal
Network Management Node Mode request may be used to take the entire router offline and online.
The data structures used are in A.36.

13.7.24 Router clear group or subnet table

This request is used to clear all entries in either the group or subnet routing table for a.sirigle dpmain
for a|single router half. The command is segmented to cover 8-byte sections imorder to prevent
lengthy non-volatile memory write operations. This command is conveyed via the\Request-Response
proto¢ol. The network configuration memory checksum in non-volatile memory;yis’ updated. The data
structpres used are in A.37.

13.7.25 Router group or subnet table download

This fequest is used to configure the entire group or subnet t{able in non-volatile memory for the
specified domain for a single router half. The download functigh'is broken into 8-byte sections| This
command is conveyed via the Request-Response protocol. The network configuration memory
checksum in non-volatile memory is updated. The data structures used are described in A.38.

13.7.26 Router group forward

This nequest sets the forwarding flag in the routing table for a given group in the specified domain. This
command is conveyed via the Request-Response protocol. The network configuration memory
checksum in non-volatile memory is updated if changed. The data structures used are desgribed
in A.39.

13.7.27 Router subnet forward
This ftequest sets the forwarding flag in the routing table for a given subnet in the specified dgmain.
This gommand is conveyed via the Request-Response protocol. The network configuration mémory

checksum in non-volatile’ memory is updated if changed. The data structures used are desgribed
in A.40.

13.7.28 Router Do Not forward group

This equest clears the forwardlng flag in the routlng table for a given group in the specmed dgmain.

checksum in non-volatile memory is updated if changed. The data structures used are described
in A41.

13.7.29 Router Do Not forward subnet

This request clears the forwarding flag in the routing table for a given subnet in the specified domain.
This command is conveyed via the Request-Response protocol. The network configuration memory
checksum in non-volatile memory is updated if changed. The data structures used are described
in A42.

13.7.30 Router group or subnet table report

This request is used to report the current settings of either group or subnet tables in non-volatile
memory or RAM for the specified domain for a single router half. The report function is broken into 8-
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byte sections. This command is conveyed via the Request-Response protocol. The data structures

used are described in A.43.

13.7.31 Router status

This request is used to report the router network configuration memory and flood/normal modes. It is

conveyed via the Request-Response protocol. The data structures used are described in A.44.

13.7.32 Router half escape code

AIthonljgh this is not in itself a network management command, it is included in this subclau
completeness. When this code is placed at the start of the APDU and is followed by any“N¢g
Manalgement or Network Diagnostic command, that command shall be passed over to the)other
half fgr processing. Any responses shall be returned in the normal manner.

byte command; /* Destination: NM, code: 30 */

13.8 [DPDU types and formats

13.8.1 General

Most IDiagnostic PDUs (DPDUs) are conveyed within session layer Requests and/or Responsg

default, a DPDU then inherits either the request or the respense attribute of the enveloping SPDU.

This g$ubclause lists DPDUs. The bit and byte ordering rules defined in Annex A apply, with the
significant bit of each byte being transmitted first; ‘the first byte of a record is considered the]
significant byte of that record. In the value section of the descriptions, the value correspond
comnpand number or a response code for that message. In addition, the string “+ pass/fail” mear]
a single bit flag is set in the high order bit of'the response to indicate that the command was
succgssful or that it failed.

13.8.2 Query status

This gommand gives a snapshof of a node’s health. It conveys error statistics, reset informatio|
node [state, the error log, the system image version, and the protocol processor model numbe

e for
twork
router

bs. By

most
least
5 to a
s that
either

n, the
. The

error ptatistics, reset cause;*and error log can all be cleared via the “clear status” command. Nofe that

the stptistics are alsocleared whenever the node resets. This command never requires authenti
to be executed. Thedata structures used are described in A.45.

The fields are defined as follows:

cation

— tragsmission_errors: This is a count of the number of transmission errors that have ocq
on the network. A transmission error is detected via a CRC error during packet recepf

— transaction_timeouts: This is a count of the number of timeouts that have occurred in
attempting to carry out acknowledged or request/response transactions. A timeout occurs
when a node fails to receive all the expected acknowledgments or responses after retrying

the configured number of times at the configured interval;

— receive_transaction_full: This counter reflects the number of times an incoming unack

d_rpt,

ackd or request message was lost because there were no receive transaction records

available;

— lost_messages: This is the number of messages that were addressed to the node that were

thrown away because there was no application buffer available for the message;
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— missed_messages: This is the number of messages that were on the network but could not
be received because there was no network buffer (packet buffer) available for the message
or the network buffer was too small to receive the message;

— reset_cause: This byte contains the reset cause information. This identifies the source of the
most recent reset. The values for this byte are as follows (X => don’t care):

— Power-up reset ObXXXXXXX1
— External reset 0bXXXXXX10
—  WODT reset 0bXXXX1100
—+ Software-initiated reset 0bXXX10100

—+ node_state: This contains both the node state and node condition (as defined'in the {Node
State” section in the network management section).

The node_state structure is shown below:
struct node_state
{
unsigned :4; // application specific
unsignedoffline :1; // 1=>0ffline, 0=>0Online
unsignedstate :3; // 2=>Unconfigured
// 3=>Applicaticrless
// 4=>Configured
// 6=>Hard offline
}i
Generally, a node will only have the offline field set if it is in the configured state. However, if a

node is told to transition from the configured state to another state while it is offling, the
node_state may show both offline as set and a state other than configured.

Examples of node_state values when viewed as a byte field are shown below:
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Unconfigured 0x02

Unconfig/App-less 0x03

Configured/online 0x04

Configured/hard-offline 0x06 /* Permanent offline */

Configured/offline 0x0C /* Non-reset retained offline */
/* (note this is actually an */
/* encoding of the node state */
/* of “configured” and the */
/* offline condition) */

Configured 0x8C /* Non-reset retained bypass- */

*

mode offline Like config- *
/* ured/offline except that */,
/* the application went off- ¢¥%
/* line in bypass mode *

version: The version number reflects the version of the protocol implementation residing in

the protocol processor and may be used by a network management(tool for com

buting

addresses to non-volatile memory data fields not supported by the standard NM address

assignment/reporting commands. The version number is 1 to 127 for implement
containing no additional, application specific customization, yand 128 to 25
implementations with additional, application specific features. 25%,is a special escape v
that means more version number information is available via’other commands;

error_log: The error log contains the most recent error logged by the system. A valu
indicates no error. An error in the range 1..127 is anyapplication error and unique
application. An error in the range 128..255 is a‘system error. While the errors a
instance of the protocol can detect and report is/itnplementation specific, the following a|
currently allocated error numbers allocated for.system errors.

ations

6 for
Brsion

e of 0
o the
given
re the
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0x81

0x82

0x83

Bad Event

NV Length

NV Short

-84 -

The application processor's scheduler has an event table. It
contains encoded representations of the various when clauses
in the program. If the scheduler encounters a illegal event code,
this error is logged.

If an incoming NV update has a length that differs from the
length of the matching input NV in the application, this error is
logged and the NV update is discarded.

If an incoming NV update is missing the second byte of the
selector, this error is logged.

0x84

0x85

0x88

0x8A

0x8D

0x93

0x9A

0x9B

OxA1

EE Write Fail

Bad Address Type

Sync NV

Invalid Domain

Invalid Address Index

Invalid NV Index

lllegal Transceiver
Register Address

Transceiver Register
Operation Failure

Self-Installation
Semaphore

After each write to EEPROM, the result is read back. [f,there is
a mismatch, this error is logged.

If the type field in the address table is illegal, this grror is
logged.

When NVs are written to, a bit array is updated to indicate an
update needs to be transmitted. In "pastxévents"”, this bit array
is examined and a message is generated for each NV th}t is so

marked and its bit is cleared. However, if no buffer is available,
the application goes into preemption mode. If while in
preemption mode, a sync NV-whose bit is set is written to|by the
application, then this error is.logged.

An attempt is made o send a message using a domain table
entry that has a length: byte that does not yield 0 when AND’ed
with OxF8. The message is discarded.

An attempt wasymade to access the address table using|an out
of range index. This could occur when using any of the afjldress
table related NM commands, or when sending explicit
messages or NVs using the address table.

An\attempt was made to access the NV config or NV alias table
using an out of range index. This could occur when using|any of
the NV table related NM commands, or when formulatinglan NV
update message.

An attempt was made to access a special purpose| mode
transceiver register using an out of range index. This| could
occur when accessing a transceiver register using the
"retrieve_xcvr_status" function.

A timeout occurred waiting for the MAC layer to get a chance to
query the special purpose mode transceiver.

0xA2

0xCO0 to
OxDF

Read/VVvrite semaphore

State Byte Semaphore

The error log byte is used in certain cases for saving state
information across unexpected.

— model_number: The model number is the protocol processor model.

The model and version numbers together can be used to determine the exact firmware image in use

by a node.
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13.8.3 Proxy status

2 (E)

This command can be used to deliver a command to one or more target nodes via an agent node. The
proxy command is sent to an agent along with a target address in the APDU. The agent node relays
the command to the target and then relays the response back to the original requester. The agent
repeats the message from the requestor verbatim except for the target address being removed. The
proxy command can only be used to relay a status request or a query id (unconfigured) request.
Although this command never itself requires authentication to be executed, if the original request is
marked to be authenticated, the relayed request to the target shall also be so marked.

The g
APDL
used
relaye
the tq
reque
data

The r
recei
broad
single

This ¢

Finall
delivd
be re
for a

drawi
have

13.8.4

This g
exten
A nod
each

13.8.¢

This
trans(
of da

rigimat requester specifies the target address via datamthe formmof amaddresstabteentry
. The agent node uses this to determine the destination address and the retry/timequt|¥
Huring the transaction. There is one exception—the domain bit is ignored (the messagg)is 4
d in the same domain in which it was received). Note that the retry/timeout values supp
rget address should result in a transaction duration that is shorter than those used by the o
ster. In general, this command works best if the agent and target are on the(same channe
tructures used are described in A.46.

bsponse data received by the original requester shall be identical to,that which would have
ed as a result of a direct request to the target. Note that in the caselof a query id (unconfig
cast, a direct message could result in multiple responses, wheféas a proxy command ser
agent with a broadcast target would result in only a single response to the original requestg

ommand is disallowed if the agent receives the requestron-a flexible domain.

y, if the agent node is in the process of sending<outgoing transactions, it may not be a
r the relayed request immediately. Depending onthow long this is delayed, the response m
ceived by the original requester in time, even after several retries. Therefore, a transaction

broxy command is more likely than for otheprtransactions; this should be taken into account
ng conclusions from same. Also, in order for the proxy command to work, the agent node
at least two application input buffers.

} Clear status

ommand clears a subset of.the information in the status response. The statistics informatio
Hed statistics information,\the reset cause register and the error log are cleared by this com
e that does a status tequest on a periodic basis may choose to use a clear command foll
successful status response. The data structures used are described in A.47.

b Query transceiver status

command-retrieves the status register information from a transceiver. It fails if there
eiver on the node, or if communication with the transceiver fails. It returns seven registers’
a‘regardless of the number of registers that the transceiver actually supports. It is up
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Annex A
(normative)

Reference implementation

This annex specifies a reference implementation of this standard. To do so it uses. machi
independent pseudocode algorithms that define functions within the protocol and descriptions of
related data structures. These algorithms are extracted from a working reference implementation.
working implementation to verify the algorithms, it was necessary to define"a-boundary and

make

an inte
the pra
are plg
severa

This rqg
MC683

Note: ]
includg

rface between the protocol processor and the physical layer as well as a boundary betwd
tocol application layer and the actual application. These interfaces are informative. Also, th
ces in the reference implementation where a particular function céuld be accomplisheq
ways. These are also noted as informative exceptions.

60 processor called out in the code.

[he body of this standard has preference in case of functions specified in the body but
d in this annex and in case of inconsistencies between’the body and the annex.

Sectiops written in Lucida console underlayed yelMow are not normative because they

hardwa

re dependent.

Sectios written in courier New Italic underlayed in blue are normative but hardware depends

Sectiofs written in courier New underlayed in green are normative and hardware independent.

A.2 R

/:':-.‘:-,'::‘:-, %

R

redictive CSMA algorithm
.~
File: spm.c
version: 1.7
eference: None
Pulrpose: MAC sublayer, comm_type = 2 using SPI port on 360.

This does not support continuous frame exchange.

ne-
the
To

ben
ere
in

ference implementation includes machine-dependent implementation details for a Motofola

not

are

nt.

This files also has functions to support

io buttons for testing purpose such as
manual service request, reset, io pin, and LEDs.

Note: None.

To Do: None.

.-..-..-..v..n..v..-..n..-..n..-..v..n..v..-..n..-..n..v..n..u..v..-..-..-..n..v..n..n..-..u..-..-..n..v..n..n..-..n..v..n..-..v..n..-..-..n..v..n..v..-..u..-..n..-..v..n..v..-..n..-..n..-..n..u..v..-..n..-./
R e i A e S e i i S e i o L Sk R ik L S e i S T S o i o R R R U e i L o S e o S o

/* START INFORMATIVE - Direct Mode */ )
/* This implementation is for transceivers that work with the MAC
* sublayer configured for comm_type = 2 only.

* If

the implementation needs to support transceivers with the MAC

* sublayer configured for comm_type = 1,
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*

this example serves only as a starting point for such an
* implemenation. */
/* END INFORMATIVE - Direct Mode */

/******%*4‘ e dededededededede e dedede Sl de S ddefddde Nl de AN dde Nl ddefhddeddhddddd

section: Inciudes

Fededededededede et sl **********************************************/
#include <str1ng.h>

#include <stdlib.h>

#include <cnp_1.h>
#include <node.h>
#include <Tlink.h>
#inclycke \phy);Lai.h)

/.-..-..v..n.. 345 S I s P L ) b L 45 S Sy P U ) 5 s iy L 445 ) 33 4yt U ) EL L iy 5 b (5 ey P b ey o e i e L iy s i s e i e b ]
eI R Bt e A R R o S i U S o o S e Tk L i e e i L S i i (e T S i e i S S o o e S T R o L R R e

Sectid Constant Definitions

e e e s B R R R R R S R R R PR

JOw, K
LR S R R R

/* Used to indicate how often to check status of i/o0 buttons */
#define PHYIO_CHECK_INTERVAL 0,1 /* In Seconds */

/* Maqro sets bit B of 16 bit word X */
#define SET_BIT(B,X) (((0x0001u << (B)) | (X))

/* Magro Clears bit B of 16 bit word X */
#define CLEAR_BIT(B,X) (( ~(0x0001u << (B)) ) & (X))

/* bugl Port Ram Base on Arnewsh Board */

#define DPRB 0x01000000UL

/* SPY Parameter Ram Base */

#define SPIB (DPRB + OxD8OUL)
/* SCd2 Parameter Ram Base */

#define scc2B (DPRB + OxDOOUL)
/* Register Base = DPRB + 4 k */
#define REGB (DPRB + 0x1000UL)
/* 16Rit CPM Command Register */

#define CR (REGB + 0x5€0QUL)
/* 16 |bit Serial DMA Config Register */
#define SDCR (REGB 4-0x51EUL)
/* 24(32)bit CPM Interrupt(config Reg.*/
#define CICR (REGB + 0x540uL)
/% 32|bit CPM Interrupt 'Pending Reg. */
#define CIPR (REGB + 0x544uL)
/* 32|bit CPM Inte€rrupt Mask Reg. */
#define CIMR (REGB + 0x548uL)

/% Clear CISR-bit by writing a 1%/
/* 32 |bit(CPM Interrupt Service Register*/
#define ISR (REGB + 0x54cCuL)

/* 32 bit SI Clock Route */
#define SICR (REGB + OX6ECUL)

/* 16 bit SPI Mode Register */
#define SPMODE (REGB + 0x6A0UL)

/* Clear SPIE bit by writing a 1%/
/* 8 bit SPI Event Register */
#define SPIE (REGB + 0x6A6UL)

/% 8 bit SPI Mask Register */
#define SPIM (REGB + OX6AAUL)

/* 8 bit SPI Command Register */
#define SPCOM (REGB + Ox6ADUL)
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/* 32 bit SCC2 general mode register low */

#define GSMRL2 (REGB + 0x620uUL)

/% 32 bit SCC2 general mode register high */
#define GSMRH2 (REGB + 0x624UL)

/* 16 bit SCC2 protocol specific mode reg */
#define PSMR2 (REGB + 0x628UL)

/* 16 bit SCC2 transmit on demand */

#define TODR2 (REGB + 0x62CUL)

/* 16 tt—SEE2Data—sync |cy;btc:| =

#define DSR2 (REGB + Ox62EUL)

/% Clear SCCE bit by writing a 1 */
/* 16|bit SCC2 event register */
#define SCCE2 (REGB + 0x630uL)

/% 16|bit SCC2 mask register */
#define sccm2 (REGB + 0x634uUL)

/* 8 Bit SCC2 status register */
#define sccs2 (REGB + 0x637UL)

/* 32|bit Baud rate gen config register */
#define BRGC2 (REGB + Ox5F4uUL)

/* 16|bit port A data direction reg */
#define PADIR (REGB + 0x550uL)

/* 16|bit port A pin assignment reg */
#define PAPAR (REGB + 0x552UL)

/* 16|bit port A open drain register */
#define PAODR (REGB + 0x554uL)

/% 16 |bit port A data register */
#define PADAT (REGB + Ox558Ut)

/* 32|bit port B direction register */
#define PBDIR (REGB + *0x6B8UL)

/% 32|bit port B pin assignnent register */
#define PBPAR (REGB + Ox6BCUL)

/* 16 |bit port B open dkain register */
#define PBODR (REGB + 0x6C2UL)

/% 32 |bit port B data register */
#define PBDAT (REGB + 0x6C4UL)

/* 16 |bit porty€ direction register */
#define PCDIR (REGB + 0x560uL)

/% 16 |bit port C pin assignment reg */
#define\PCPAR (REGB + 0x562UL)

/* 16 bit port C special options */
#define PCSO (REGB + 0x564uUL)

/% 16 bit port C data register */
#define PCDAT (REGB + Ox566UL)

/* 16 bit port C interrupt register */
#define PCINT (REGB + 0x568uUL)

/* Timer Related Constants */
/* 16 bit timer general config register */
#define TGCR (REGB + 0x580uL)

/* 16 bit timer reference reg 1 */
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*

/* or 32 bit cascaded 1 & 2
#define TRR1 (REGB + 0x594uL)

/* 16 bit timer counter reg 1 */
/* or 32 bit cascaded 1 & 2 =/
#define TCN1 (REGB + 0x59cCuUL)

/* 16 bit timer
#define TMR2

/* 16 bit timer
#define TRR2

mode register 4 */
(REGB + 0x592uUL)

reference register 4 */
(REGB + 0x596UL)

14908-1 © ISO/IEC:2012 (E)

/* 16
#defin

/* 16
#defin

/* 16
#defin

bit timer
e TCR2

capture
(REGB

register 4 */
+ O0x59AUL)

counter
(REGB

bit timer
e TCN2

register 4 */
+ Ox59EUL)

bit timer
e TER2

event register 4 */
(REGB + Ox5B2UL)

/* ISH
/* Int
#defin

/* Usd
#defin

/% SP1
#defin

defines */
errupt vector base on Arnewsh Board*/
e VBASE 0x00000000UL

r Interrupt vector num 3 MSbits */
e UIVN_MSB 0x4u

Int.vector num 5 LSBits from CPIC table*/
e SPIVN_LSB 0Ox5U

Yededed g el dedededed

8 bit|vector number 3 msb set by user,
UIVN_NSB left 5 to bitS 7 6 5 then OR W1th SPIVN_L
number
/% 32
#defin

Fedededededededededoded Fededededededeede oSt

fo ofe 4l W o o o

B R R SR OSOSOSON P R R OROROROROROR

b1t SPI Int. vector address
e SPIV

*/

(CCCUTIVN_MSB << 5)N] SPIVN_LSB) *

d an ISR for int error since int.
int. error int. vector:’num 5 LSB
e CERRVN_LSB oxour

/* neeg
/* CPN
#defin

/* cpm error iv */
#define CERRV ((((UEVN.MSB << 5) |

/* spu
#defin

/% bus
#defin

/* SP]
#defin

error cann

CERRVN_LSB) *

rious interrupt exception vector */

e SPURINTV:.Ox60U + VBASE

error( exception vector */
e BUSERRV Ox8U + VBASE

e\SPI_CH_NUM 0x5u

5 1sb from CPIC tab1e shift

vector address is 4 t1mes vector number + vector base

charinel Number for CPM Command Register Commands */

el dedededededede e dedede et

SB to get vector
"**/

e oo oo e e Yoo et

* 4UL) + VBASE)

ot be masked */

* 4UL) + VBASE)

/-.':
#define SCC2_CH_NUM 0x4u
/* opcode for CPM Com.
#define INIT_TRP_OPCODE 0Ox0uU

/* number of receive (transmit) BDs for SPI */
#define NUM_BD Ox1uU

/* RBD_BASE and TBD_BASE must be divisible by 8 */

/* receive buffer descriptor base */
#define RBD_BASE (DPRB + 0x500UL)

SCC2 channel number for CPM Command Register Command */

Reg. to Init Tx Rx Param Ram */
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/* put Transmit buffers right after Receive, 8bytes per BD */
/* transmit buffer descriptor base */
#define TBD_BASE (RBD_BASE + (NUM_BD * 0x8U))

Yededededed e dedededededede e dedede NSNS dede Al NN dde Al RN ddeNhddehNhdde NN dde NNl Rt

FCR_INIT
bits 7 to 5 unused,
bit 4, Mot bi end1an =1
bits 3 to 0 %unct1on code dma = 8 y
/* SPI Param Function Code Reg1ster Init /
#define FCR_INIT 0x18u

¥ 1 o ) = - L W al =l ' L e L W all =l e L
/ ma TeMgTiT OT recerve puTrTers z Dytes per—_ourrter 7

#define MAX_BUF_LEN Ox2U

/* CP|Interrupt Request Level */
#define CPIR_LEVEL 0x4U

#define NUM_BD_SCC2 0x1u

/* scq¢2 receive buffer descriptor. base */
#defige RBD_BASE_SCC2 (DPRB + 0x440UL)

/* scq2 transmit bd base */
#define TBD_BASE_SCC2 (RBD_BASE_ScCC2 + (NUM_BD_ScCC2 * 8U))

/* ma)y buffer Tength scc2 */
#define MAX_BL_SCC2 16U

/* length of history arrays */
#defige NUM_HIST 512

/* time limit before xcvr resets */
#defige RESET_COUNT_LIMIT OXFFFF

/* number of ticks to delay during restartprocessing */
#defige RESTART_DELAY_TICKS 165000uUL

/* Cgnstants related to Channel Access Algorithm */
/* ma)ximum size of backlog for access”algorithm */
#define MAX_BACKLOG 63U

/* # qf additional slots per backlog increment */
#define W_BASE 16U

/* usdd in conversion from this specification’s
reference time to clock ticks on the 360 */
#define NICS_TICKS_BASE."480UL

/* usH
#defin

in computation of SPI-SPM bit clock */
BIT_CLOGK\BASE 312500UL

d
e
/* used in cenputation of bit clock */
#defige RATIO-BASE 3UL

/.- FORORY Qe Jo et e e e e e e e e T e T T T T T T T T T T T e e e e e e T T T T T T T e T e T T e e e e e e e e e e e

Imp]eqentat1on spec1f1c timing ad]ustments to channe1 access a1gor1thm

This 1S where one would add or subtract from the respective times to
account for differences between the implementation specific delays and
1atenc1es and those 1n th1s spec1f1cat1on

/ aqjustment to the betal s1ot time */

#define BETA1_ADJUST_TICKS O

.n..-..n..-..n..u..v..-..n./
R R R S S R

/* adjustment to the beta2 slot time */
#define BETA2_ADJUST_TICKS 0

/* adjustment to the cycle timer time */
#define CYCLE_ADJUST_TICKS O

/* adjustment to the begin of packet tx */
#define WAIT_TX_ADJUST_TICKS 0
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Type De 1n1t1ons

e Ve de e e e e e e e e e e e

/* 68360 communications processor reg1ster def1n1t1ons =/

Eypedef struct /* CP Command Register 16 bit */
unsigned reset : 1; /* reset CPM */
unsigned : 3; /* unused */
unsigned opcode : 4; /* opcode for command */
unsigned chnum : 4; /* channel number selects which port
SPI, SCC etc */
uns ;gn::u' —3—F—unuset—f
ungigned flag : 1; /* flag, command executes when set,

cp clears when done */
} cpcgmmandReg;

Eypedef struct /* Serial DMA Config Register 16 bit */

ungigned :1; /* unused */

ungigned frz : 2; freeze */

ungigned 1 2; /* unused */

ungigned sism : 3; SDMA 1nterrupt service mask */
ungigned :1; /* unused */

ungigned said : 3; /* SDMA arbitration ID */
ungigned 1 2; /* unused */

ungigned inte : 1; /* interrupt error */

ungigned intb : 1; /* interrupt break point */

} SbMAConfigReg;

Eypedef struct /* CPM interrupt configuration register 32 bit */

ungigned : 8; /* unused */

ungigned scdp : 2; /* scc port for priority slot d */
ungigned sccp : 2; /* scc port for\priority slot c */
ungigned schp : 2; /* scc port for priority slot b */
ungigned scap : 2; /* scc port'for priority slot a */
ungigned irl : 3; /* interrupt request level */

ungigned hpi : 5; /* highest priority interrupt */
ungigned vba : 3; /* vecter base address number offset */
ungigned : 4; /* reserved */

ungigned sps : 1; /**spread priority scheme */

} CcIconfigReg;

/* CPN interrupt source 32(bjt, same type for CIPR CIMR CISR */

typedd¢f struct

{ /* names correspond to. sources */
ungigned pcO :
ungigned sccl
ungigned scc2
ungigned scc3
ungigned scca
ungigned pcil
ungigned_ timerl :
ungignedpc?2
ungighed pc3
ungignéd sdma
unsigned idmal
unsigned idma2
unsigned :
unsigned timer2 :
unsigned rtt :
unsigned

/* bit 31 */

/* bit 24 %/
/% bit 23 */

/* unused */

/* bit 16 qnused =/

unsigned pc4 /* bit 15 */
unsigned pc5
unsigned * unused */

unsigned timer3 :
unsigned pc6 :
unsigned pc7
unsigned pc8
unsigned

: /* bit 8 unused */
unsigned timer4 :

/* bit 7 */

PRRERRPRRRRRERRRRHERRRERRRERER
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unsigned pc9 ;1
unsigned spi : 1; /* bit 5 */
unsigned smcl ;1
unsigned smc?2 : 1 /* also pip */
unsigned pclO ;1
unsigned pcll : 1
unsigned 1 /* bit 0 unused */

} CISourceReg;

/* serial interface clock route register 32 bit*/

Eypedef struct
unsigned gr4 ;1 /* grant support for scc4*/
uns ;gn:u' sc4 1, /“‘ conmrection—fot bt_\_ﬁ‘r"‘/l
ungigned r4cs : 3; /* receive clock source for scc4*/
ungigned t4cs : 3; /* transmit clock source for scc4*/
ungigned gr3 : 1; /* grant support for scc3 */
ungigned sc3 :1; /* connection for scc3 */
ungigned r3cs : 3; /* receive clock source for scc3 */
ungigned t3cs : 3; /* transmit clock source for scc3 */
ungigned gr2 : 1; /* grant support for scc2 */
ungigned sc2 1 1; /* connection for scc2 */
ungigned r2cs : 3; /* receive clock source for scc2 */
ungigned t2cs : 3; /* transmit clock source for scc2 */
ungigned grl : 1; /* grant support for sccl */
ungigned scl 1 1; /* connection for sccl */
ungigned rlcs : 3; /* receive clock source for sccl %Y
ungigned tlcs : 3; /* transmit clock source for scCel */

} siclockRouteReg;

Eypedef struct /% SPI command register &,bit¥*/
ungigned str : 1; /* start transmit andsreceive */
ungigned res : 7; /* reserved write with\zeros */

} sPidommandReg;

Eypedef struct /* SPI mode regiSter 16 bit */
ungigned ;1 /* unused */
ungigned loop : 1; /* Tlocal leep back */
ungigned ci : 1; /* clock_invert */
ungigned cp ;1 /* clock phase */
ungigned divl6 : 1; /* divide brgclk by 16 for spiclk */
ungigned rev 1 1; /* reverse data from big endian to

1ittle endian */
ungigned ms :1; /*master slave */
ungigned en ;1 /* enable SPI */
ungigned len H /* number of bits per char = len + 1 */
ungigned pms T 4 /* prescale modulus select, divide
down clock */

} SPINodeReg;

Eypedef struct{)/* SPI event and mask registers 8 bit */
ungigned 1 2, /% unused */
ungignedmme : 1; /* multi-master error */
ungighed txe : 1; /* transmit error */
ungignéd : 1; /* unused */
unsigned bsy : I; /7 busy error */
unsigned txb : 1; /* transmit buffer complete */
unsigned rxb : 1; /* receive buffer complete */

} SPIEventMaskReg;

Eypedef struct /% SPI Parameter RAM 40 bytes*/
uintlé rbase; /* base address of receive BD's, set by user */
uintlé tbase; /* base address of transmit BD's, set by user */
uint8 rfcr; /* receive function code, set by user */
uint8 tfcr; /* transmit function code, set by user */
uintlé mrblr; /* maximum receive buffer length register,

set by user */
uint32 rstate; /* rx internal state 3/
uint32 ridp; /* rx internal data ptr */



https://iecnorm.com/api/?name=798e89ece12210945c94aa8a577bef7b

-93 - 14908-1 © ISO/IEC:2012 (E)

uintlé rbptr; /* rx BD ptr */
uintl6é ribc; /* rx internal byte count */
uint32 rtemp; /* rx temp */
uint32 tstate; /* tx internal state =/
uint32 tidp; /* tx internal data ptr */
uintl6e tbptr; /* tx BD ptr */
uintl6e tibc; /* tx internal byte count */
uint32 ttemp; /* tx temp */
} SPIParamRam;
Eypedef struct /* Receive Buffer Descriptor 8 bytes */
ungigred—e——13 +—empty—buffer—ready—torecetve™/
ungigned i 1; /* unused */
ungigned w : 1; /* wrap final bd so wrap to top */
ungigned i : 1; /* interrupt, set rxb bit in spie register
when filled */

ungigned 1 : 1; /* last, if slave then buffer has last bit */

ungigned : 1; /* unused */

ungigned cm : 1; /* continuous mode buffer can be overwritten
e a1ways 1l

ungigned : 7 /* unused */

ungigned ov : 1; /* receiver overrun only when slave */

ungigned me : 1; /* multiple master error */

uintl6 datalen; /* data 1en%th = number of bytes written
into buf =/

SPMRxFrame * dataPtr; /* ptr to buffer of data */

} RBufferDesc;

Eypedef struct /* Transmit Buffer Descriptor™8 bytes */
ungigned r 1; /* ready to transmit buffer\*/
ungigned 1; /* unused */
ungigned w 1; /* wrap final bd so wrap~to top */
ungigned 1 1; /* dinterrupt, set txb hit in spie register
when sent */
ungigned 1 : 1; /* last, if slavesthen buffer has last bit */
ungigned i 1; /* unused */
ungigned cm : 1; /* continuous, mede buffer can be re-sent
r always 1\%/
ungigned 1 7; /* unused */
ungigned un : 1; /* transmit-underrun only when slave */
ungigned me : 1; /* multiple master error */
uintlé dataLen /* datalJdength = number of bytes to send

fromthis buffer */
SPNTxFrame * dataPtr; 7* ptr to buffer of data */
} TBufferbesc;

/* sc¢ structs */

Eypedef struct /* general scc mode register high 32 bit */
ungigned : 15; /* unused */
ungigned_gde : 1; /* glitch detect enable */
ungignedtcrc @ 2; /* transparent crc */
ungighed revd : 1; /* reverse data */
ungignéd trx : 1; /* transparent receiver */
unsigned ttx : I; /= transparent transmitter -~/
unsigned cdp : 1; /* cd pulse */
unsigned ctsp : 1; /* cts pulse */
unsigned cds : 1; /* cd sampling */
unsigned ctss : 1; /* cts sampling */
unsigned tfl : 1; /* transmit fifo length */
unsigned rfw : 1; /* receive fifl width */
unsigned txsy : 1; /* transmitter synchronized to receiver */
unsigned synl : 2; /* sync length */
unsigned rtsm : 1; /* rts mode */
unsigned rsyn : 1; /* receive sync timing */

} GSMRegHigh;

typedef struct /* general scc mode register Tlow 32 bit */
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{
unsigned : 1; /* unused */
unsigned edge : 2; /* DPLL clock edge */
unsigned tci : 1; /* transmit clock invert */
unsigned tsnc : 2; /* transmit sense bits */
unsigned rinv : 1; /* dpll receive invert data*/
unsigned tinv : 1; /* dpll transmit invert data */
unsigned tpl : 3; /* transmit preamble length */
unsigned tpp : 2; /* transmit preamble pattern */
unsigned tend : 1; /* transmit frame ending */
unsigned tdcr : 2; /* transmit divide clock rate */
unsigned rdcr : 2; /* receive dpll clock rate */
unsigned renc : 3; /* receiver decoding method */
ung ;gn:u' tenc—: 3, /“‘ tlﬂll)lll;ttcl CIILUd;IIy |||ct:|ud "'/I
ungigned diag : 2; /* diagnostic mode */
ungigned enr : 1; /* enable receive */
ungigned ent : 1; /* enable transmit */
ungigned mode : 4; /* channel protocol mode */

} GSMRegLow;

Eypedef struct /* SCC event/mask register 16 bit */
ungigned : 3 /* unused */
ungigned glr : 1; /* glitch on receive */
ungigned glt : 1; /* glitch on tranmit */
ungigned dcc : 1; /* dpl1 carrier sense changed */
ungigned 1 2 /* unused */
ungigned gra : 1; /* graceful stop complete */
ungigned 1 2 /* unused */
ungigned txe : 1; /* transmit error */
ungigned rch : 1; /* receive character or lehg-word */
ungigned bsy : 1; /* busy condition */
ungigned tx : 1; /* buffer transmitted #/
ungigned rx : 1; /* buffer received */

} SsccHventMaskReg;

Eypedef struct /* scc status regiSter 8 bit */
ungigned : 6; /* unused */
ungigned cs 1; /* carrier sense>*/
ungigned 1; /* unused */

} sccstatusReg;

Eypedef struct /* SCC Paraméter RAM Transparent mode 56 bytes */
uintlé rbase; /* base address of receive BD's, set by user */
uintlé tbase; /* base address of transmit BD's, set by user */
uint8 rfcr; /* reteive function code, set by user */
uint8 tfcr; /* stransmit function code, set by user */
uintle mrblr; /*‘\maximum receive buffer length register,

set by user */
uint32 rstate;\/* rx internal state =/
uint32 ridp¢ /* rx internal data ptr */
uintle rbptxy /* rx BD ptr */
uintle ribe; /* rx internal byte count */
uint32crtemp; /* rx temp */
uint3d2 tstate; /* tx internal state = /)
uint32 tidp; /* tx internal data ptr */
uintlo tbptr; /- tX BD ptr */
uintl6é tibc; /* tx internal byte count */
uint32 ttemp; /* tx temp */
uint32 rcrc; /* temp receive crc */
uint32 tcrc; /* temp transmit crc */
uint32 crcp; /* crc preset for transparent mode */
uint32 crcc; /* crc constant for transparent mode */

} sccparamRam;

Eypedef struct /* SCC Receive Buffer Descriptor 8 bytes */
unsigned e 1; /* empty buffer ready to receive*/
unsigned 1; /* unused */
unsigned w 1; /* wrap final bd so wrap to top */
unsigned i 1; /* interrupt, set rxb bit in scce register
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when filled */

this buffer last in frame */

first in frame */

continuous mode buffer can be overwritten
e always 1 */

%

unsigned 1
unsigned f
unsigned cm :

EOE]

unsigned cr : crc error */

unsigned ov : receiver overrun */
unsigned cd : carrier detect lost */
uintt6 datai_v:n, /“' data—tengthr—number—of :Jytc:) wTtten
into buffer */
Byte * dataPtr; /* ptr to buffer of data */
} SCCReceiveBD;

R

RPRRRRNRR RRR
SOOI NN
R

unsigned : 1; /* unused */

unsigned de : 1; /* dpll error */
unsigned : 2; /* unused */

unsigned no : 1; /* non octet error */
unsigned : 1; /* unused */

Eypedef struct SCC Transmit Buffer Descriptor 8 bytes */
ready to transmit buffer */
unused */
wrap final bd so wrap to top */
interrupt, set txb bit in scce register
when sent */
* last byte in frame in this buffer */
* transmit crc */
continuous mode buffer can be re-<Sent r always 1 */
unused */
transmit underrun */
cts lost during frame transmission */
/ data length = number of bytes to send
from this buffer */
Byte * dataPtr; /* ptr to buffer of data. ¥/
} scCTlransmitBD;

ungigned r
ungigned

ungigned w
ungigned 1

R

R

ungigned tc :
ungigned cm :
ungigned :
ungigned un :
ungigned ct
uiftle  dataL

b

SR

\\\\\$ S0

/
1
1
1
1
ungigned 1 : 1;
1
1
7
1
1
e

Eypedef struct /* BRGC baud rate generato¥sconfig register 32 bit */

ungigned : 14; /* unused */

ungigned rst 1; /* reset. brg */

ungigned en 1 /* enable\brg count */

ungigned extc : 2 /* enable external clock source */

ungigned atb 1 /* autebaud */

ungigned cd 1 /* ~¢lock divider */

ungigned divle : 1 /¥\div 16 clock */

} BRGGonfigReg;

Eypedef struct /* pohrt a direction register 16 bit */
ungigned drl5 : /* pin direction 0 = input 1 = output */
ungigned drl4 :
ungigned drl3.:
ungigned drd2.-:
ungigned driil :
ungigned_drio :
ungignedndr9
ungighed dr8
ungignéd dr7
unsigned dro
unsigned dr5
unsigned dr4
unsigned dr3
unsigned dr2
unsigned drl
unsigned dr0

} PAD1rect10nReg,

RPRRRRPRHRRPRRRRRPREAR

Eypedef struct /* port a pin assignment register 16 bit */

unsigned dd15 : 1;
unsigned dd14 : 1;
unsigned dd13 : 1;
unsigned ddi12 : 1;

/* 0 = general purpose io */
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unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
} PAP1nAss1gnmentReg,

ddil :
dd10 :

dd9
dds8
dd7
dd6
dd5
dd4
dd3
dd2
ddl
ddo

1;
1;
1;
1;
1,
:1;
:1;
1;
1;
1;
1;

:1:

typede
{

uns
uns
uns
uns
uns
uns
uns
uns
uns
} PAO(

typede
{

uns
ung
uns
ung
uns
ung
uns
ung
uns
ung
uns
ung
uns
ung
uns
ung
} PAD3

typeds
{

uns
ung
uns
ung
uns
ung
uns
ung
uns

f struct

igned
igned
igned
igned
igned
igned
igned
igned
igned

enDrainReg;

od7
od6
od5
od4
od3

odl

f struct

igned
igned
igned
igned
igned
igned
igned
igned
igned
igned
igned
igned
igned
igned
igned
igned
taReg;

di5 :
di4 :
di3 :
di2 :
dil :
dio :

d9
d8
d7

f struct

igned
igned
igned
igned
igned
igned
igned
igned
ignhéd

drl7 .
drl6.:
dra5.
dri4g :
drl3 :
drl2 :
drll :

RRRRRPRE R0

RPRRPRRPRRPREPERRERRERRR R

/* port a open drain register 16 bit */

/* unused */
/* 0 = active drive 1 = open drain */

/* unused */

/* unused */

/* port a data register 16 bit &/

/* value of pin */

/* PBDIR port b direction register 32 bit */

unused*/
pin with given # */
pin with same &

pin with same
pin with same
pin with same
pin with same
pin with same
pin with same

-
SR

EORE I
R

3
s

unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned

} PBD1rect1onReg,
Eypedef struct /*
AR /* unused*/

unsigned

drl0 :

ar9
dr8
dr7
dr6
dr5
dr4
dr3
dr2
drl
dro0

RPRRPRRPRRPERRHRRRRREPRE R

pin with same
pin with same
pin with same
pin with same
pin with same
pin with same
pin with same
pin with same
pin with same
pin with same

B
EE

3
e

*
%

3
e

*
%

3
s

*
%

3
s

\\\\\\\\\}\ SOOI
HHEHRHHHFHHFHRHRERHHHHRHR

-
A NS SN SN

PBPAR port b pin assignment register 32 bit */
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*

unsigned dd17 :
unsigned dd16 :
unsigned dd15 :
unsigned dd14 :
unsigned dd13 :
unsigned dd12 :
unsigned ddll :
unsigned dd10 :
unsigned dd9 :
unsigned dd8
unsigned dd7
unsigned ddé6
uns1gned dd5

ool 4

pin with given # =/
pin with same
pin with same
pin with same
pin with same
pin with same
pin with same
pin with same
pin with same
pin with same
pin with same
pin with same
pin with same

ERE e I I
EC I I I I I TN RN I

-
-

HEHEHBFFHHFFHRFHRFHRTHRHHR
-
\\\\\\\\\\\\\\\\\\

N ool el ants Slasi i ol el el sel ol ol wel el srl anl e
OSSN SSORN N SR SRS NN
O

Un |g||:u ulu= |JIII Vv;t:l 2>dadlll

ungigned dd3 * pin with same e
ungigned dd2 * pin with same # *
ungigned ddl * pin with same e
ungigned ddo * pin with same # *

} PBP1nAss1gnmentReg,

Eypedef struct /* PBODR port b open drain register 16 bit &/
ungigned odl5 : 1; /* pin with same # */
ungigned od14 : 1; /* pin with same # */
ungigned odl3 : 1; /* pin with same # */
ungigned od12 : 1; /* pin with same # */
ungigned odll : 1; /* pin with same # */
ungigned od10 : 1; /* pin with same # */
ungigned od9 : 1; /* pin with same # &/
ungigned od8 : 1; /* pin with same #~¥%/
ungigned od7 : 1; /* pin with same’ # %/
ungigned od6 : 1; /* pin with same\# */
ungigned od5 : 1; /* pin with same # */
ungigned od4 : 1; /* pin with same # */
ungigned od3 : 1; /* pin with\same # */
ungigned od2 : 1; /* pin with same # */
ungigned odl : 1; /* pin_ With same # */
ungigned od0 : 1; /* piiwith same # */

} PBOFenDra1nReg,

Eypedef struct /* PBDAT port biydata register 32 bit */
ungigned : 14; /* unused*/
ungigned d17 : 1; /* pin with given # */
ungigned dil6 : 1; /* pin with same # */
ungigned d15 : 1; /* pin with same # */
ungigned d14 : 1; /* pin with same # */
ungigned d13 : 1; /* pin with same # */
ungigned d12 : 1; /* pin with same # */
ungigned d11 : 14 /* pin with same # */
ungigned d10 : 1y /* pin with same # */
ungigned d9 «\1j /* pin with same # */
ungigned d8() > 1; /* pin with same # */
ungigned d7y\:: 1; /* pin with same # */
ungignedd6” : 1; /* pin with same # */
ungignednd5 : 1; /* pin with same # */
ungighed d4 : 1; /* pin with same # */
ungignéd d3 : 1; /* pin with same # */
unsigned dZ : I; 77 pin with same # */
unsigned d1 : 1; /* pin with same # */
unsigned d0 : 1; /* pin with same # */

} PBDataReg;

Eypedef struct /% port c direction register 16 bit */
unsigned : 4; /* unused */
unsigned drll : 1; /* pin direction 0 = input 1 = output */
unsigned drl0 : 1;
unsigned dr9 : 1;
unsigned dr8 : 1;
unsigned dr7 : 1;
unsigned dr6 : 1;
unsigned dr5 : 1;
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unsigned dr4
unsigned dr3
unsigned dr2
unsigned drl
unsigned dr0

} PCD1rect10nReg,

RRRER

Eypedef struct /* port c pin assignment register 16 bit */

/* unused */
/* 0 = general purpose io */

unsigned :
unsigned ddll :
unsigned dd10 :
uns1gned ddo :

AT

ung |g||:u OCro
ungigned dd7
ungigned ddé6
ungigned dd5
ungigned dd4
ungigned dd3
ungigned dd2
ungigned ddl
ungigned ddo
} PCP1nAss1gnmentReg,

) PR R R R R RS

Eypedef struct /% port c data register 16 bit */

/* unused */
/* value of pin */

ungigned :

ungigned di11 :
ungigned d10 :
ungigned d9 :
ungigned d8
ungigned d7
ungigned dé6
ungigned d5
ungigned d4
ungigned d3
ungigned d2
ungigned di1
ungigned doO

} PCD3taReg;

RPRRPRRPRRPRRRPERERERA

Eypedef struct /* port & interrupt control register 16 bit */

/* undsed */

ungigned
/*.edge detect mode for Tine*/

ungigned edmll :
ungigned edml0 :
ungigned edm9
ungigned edm8
ungigned edm7
ungigned edm6
ungigned edm5
ungigned edm4
ungigned edm3
ungigned edm?2
ungigned_edml
ungigned;edm0O
} PCInterruptReg;

R R R e

Eypeder STtruct /¥ port C special options register 1o bit */
unsigned 4; /* unused */
unsigned cd4 : 1; /* carrier detect */
unsigned cts4 : 1; /* clear to send */
unsigned cd3 : 1; /* carrier detect */
unsigned cts3 : 1; /* clear to send */
unsigned cd2 : 1; /* carrier detect */
unsigned cts2 : 1; /* clear to send */
unsigned cdl : 1; /* carrier detect */
unsigned ctsl : 1; /* clear to send */
unsigned 1 4, /* unused */

} PCSpec1a10pt1onsReg,

/* Timer related TypeDefs */
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Eypedef struct /* timer general config register 16 bit */

/* cascade timer 4 */
freeze timer 4 */
/* stop timer 4 */
reset timer 4 */
/* %ate mode pin 2 */
reeze timer 3 */

unsigned cas4 : 1;
unsigned frz4 : 1;

unsigned stp4 : 1;

unsigned rst4 : 1;

unsigned gm2 : 1;

unsigned frz3 1;

unsigned stp3 : 1; /* stop timer 3 */
unsigned rst3 : 1; reset timer 3 */
unsigned cas2 : 1; /* cascade timer 2 */
unsigned frz2 1; /* freeze timer 2 */
un§g y = et 2 J‘/I
ungigned rst2 1; * reset timer 2 */
ungigned gml 1; B

ungigned frzl : 1;

ungigned stpl : 1;

ungigned rstl : 1;

} TimgrGencConfigReg;

; %ate mode pin 1 */
* freeze timer 1 */
* stop timer 1 */

o

* reset timer 1 */

/
/
/
/
/

EYPedff struct  /* timer mode register 16 bit */

ungigned ps
ungigned ce
ungigned om

g /* prescaler */
i1
ungigned ori : 1
i1
2
1

* capture edge */

* output mode */

* output ref interrupt enable */
* free run/restart */

* input clock source */

* gate enable */

ungigned frr :
ungigned iclk :
ungigned ge

} TimgrModeReg;

SIS

Eypedef struct /* timer event register 16 bit)*/

ungigned : 14, /* unused */
ungigned ref : 1; /* output reference “event */
ungigned cap : 1; /* 1input capture_evVent */

} TimgrEventReg;

/* stfucture used for byte by byte_c¥c checking on receive */
Eypedef struct

uintlé poly;

uintlé crc;

uint8 crcBit;

uint8 dataBit;

uint8 dataByte;
} CRCRaram;

/* stfuctures used\for debugging purposes */

Eypedef struct\:/* contains record of SPM frame */

SPNState\state; /* state when received status byte */
SPNRxFrame rf; /* RX frame */
SPNTXFrame tf; /* TX frames */
uint3Z duration; /=~ time to run 1isr -~/
uint32 start; /* start time of isr */
uintl6 rb; /* index to receive buffer */
uintl6 tb; /* index to transmit bufer */
} Record;

typedef struct /* contains history of frame records */

int index; /* current record wraps around when full */
Record records[NUM_HIST]; /* array of records */
} History;
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Fedededededede A dede Sl de N dddehdddehddde NN dde RN dde AN ddefhddefhddedhddedhddddd

"Loca1 Global

etk s v dededefdeddend

/* pointers to SPI registers all are constant pointers to volatiles
volatile is needed to insure mem access occurs at each reference */

static volatile CPCommandReg * const crPtrGbl =
(volatile cPCommandReg *) CR;

static volatile SDMAConfigReg * const sdcrPtrGbl =
(volatile SDMAConfigReg *) SDCR;

static volatile C;ConfigRe%_ * const cicrptrGbl =
(volatile CiConfigReg *) CICR;

stati¢votatite€ESoturceReg—*—const—ciprPtrébt—
(volatile CISourceReg *) CIPR;
stati¢ volatile CISourceReg * const cimrPtrGbl =
(volatile CISourceReg *) CIMR;
stati¢ volatile CISourceReg * const cisrPtrGbl =
(volatile CISourceReg *) CISR;

statig¢ volatile SIClockRouteReg * const sicrpPtrGbl =
(volatile siClockRouteReg *) SICR;

stati¢ volatile SPIModeReg * const spmodePtrGbl =
(volatile SPIModeReg *) SPMODE;

statiq volatile SPIEventMaskReg * const spiePtrGbl
(volatile SPIEventMaskReg *) SPIE;

statiq¢ volatile SPIEventMaskReg * const spimPtrGbl =
(volatile SPIEventMaskReg *) SPIM;
statiq¢ volatile SPICommandReg * const spcomPtrGbl./s
(volatile sPICommandReg *) SPCOM;

stati¢ volatile SPIParamRam * const spiParamPtrGbl
(volatile SPIParamRam *) SPIB;
statiq volatile RBufferbDesc * const rbdPtrGhl
(volatile RBufferDesc *) RBD_BASE;
statiq volatile TBufferbDesc * const tbdPtrGbl
(volatile TBufferDesc *) TBD.BASE;

/* SCq2 registers */

statiq¢ volatile GSMRegLow * const gsmrl2PtrGbl =
(volatile GSMRegLow\¥*) GSMRL2;

statiq¢ volatile GSMRegHigh <*\.¢onst gsmrh2PtrGbl =
(volatile GSMRegHjitgh *) GSMRH2;

stati¢ volatile uintl6é * .«const dsr2PtrGbl =
(volatile uihtl6 *) DSR2;

stati¢ volatile uintl6* const todr2PtrGbl =
(volatile‘wintl6é *) TODR2;

statiq¢ volatile SCCEventMaskReg * const scce2PtrGbl
(volatile SCCEventMaskReg *) SCCE2;
statiq¢ volatilé).SCCEventMaskReg * const sccm2PtrGbl =
(volatile SCCEventMaskReg *) SCCM2;
stati¢ volatite scCcStatusReg * const sccs2PtrGbl =
(volatile SCCStatusReg *) SCCS2;

stati¢ volatile BRGConfigReg * const brgc2PtrGbl =
(volatile BRGConfigReg *) BRGC2;

static volatile SCCParamRam * const scc2ParamPtrGb]l
(volatile sccpParamRam *) SCC2B;

static volatile SCCReceiveBD * const scc2rbdPtrGbl =
(volatile SCCReceiveBD *) RBD_BASE_SCC2;

static volatile SCCTransmitBD * const scc2tbdPtrGbl
(volatile SCCTransmitBD *) TBD_BASE_SCC2;

/* allocate storage for scc transmit and receive buffers,
init to zeros */

static volatile Byte scc2rBufGb1[NUM_BD_SCC2] [MAX_BL_SCC2]

static volatile Byte scc2tBufGb1[NUM_BD_SCC2] [MAX_BL_SCC2]

{0}
{0};

/* Port A registers */
static volatile PADirectionReg

*

const padirpPtrGbl =
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(volatile PADirectionReg *) PADIR;
static volatile PAPinAssignmentReg * const paparPtrGbl =

(volatile PAPinAssignmentReg *) PAPAR;
static volatile PAOpenDrainReg * const paodrPtrGbl

(volatile PAOpenDrainReg *) PAODR;
static volatile PADataReg * const padatPtrGbl =

(volatile PADataReg *) PADAT;

/% Port B registers */

static volatile PBDirectionReg * const pbdirPtrGbl
(volatile PBDirectionReg *) PBDIR;

static volatile PBPinAssignmentReg *

© const pbparPtrGbl =
(vo]at11e PBP1nAss1gnmentReg ) PBPAR

statigvotatite rDupc:mJlalllr\c:y ~ LUII)L pUUUIrLIUUI =

(volatile PBOpenDrainReg *) PBODR;

stati¢ volatile PBDataReg * const pbdatPter1 E

(volatile PBDataReg *) PBDAT;

/* Poft C registers */

statiq¢ volatile PCDirectionReg const pcdirpPtrGbl =

(volatile PCDirectionReg *) PCDIR;

statiq¢ volatile PCPinAssignmentReg * const pcparPtrGbl =

(volatile PCPinAssignmentReg *) PCPAR;

statiq¢ volatile PCDataReg * const pcdatPtrGbl =

(volatile PCDataReg *) PCDAT;

statiq¢ volatile PCSpecialOptionsReg * const pcsoPtrGbl =

(volatile PCSpecialoptionsReg *) PCSO;

statiq¢ volatile PCInterruptReg * const pcintPtrGbl =

(volatile PCInterruptReg *) PCINT;

*

/* const ptr to ptr to function returning void with veid params */
statiq¢ volatile void (** const spivPtrGbl) (void) =

(volatile void (**)(void)) SPIV; /* ptr\to vector */
stati¢ volatile void (** const cerrther])(void) =

(volatile void (**)(void)) CERRV; /*\ptr to vector */
stati¢ volatile void (** const spurintvPtrGbl)(void) =

(volatile void (**)(void)) SPURINTV; /* ptr to vector */
statiq volatile void (** const buserrvPtrGbl) (void) =

(volatile void (**)(void)) BUSERRV; /* ptr to vector */

/* Timer 1-2 stuff */
stati¢ volatile TimerGenConfigReg _¥\const tgcrPtrGbl =
(volatile TimerGenConfigReg *) TGCR;

statiq volatile uint32 * const-trrl2PtrGbl =

(volatile uint32*)JTRR1; /* cascaded 32 bit ref */
statiq¢ volatile uint32 * Const tcnl2PtrGbl =

(volatile uint327*) TCN1l; /* cascaded 32 bit timer */

stati¢ volatile TimepModeReg * const tmr2PtrGbl =
(volatile‘\TimerModeReg *) TMR2;
statiq¢ volatile uintld6é * const trr2PtrGbl =
(volatile uintl6é *) TRR2;

stati¢ volatil€éluintleé * const tcr2PtrGbl =
(volatile uintl6 *) TCR2;

stati¢ volatite uintlé * const tcn2PtrGbl =
Gvolatile uintl6 *) TCN2;

stati¢ volatile TimerEventReg * const ter2PtrGbl =
(volatile TimerEventReg *) TER2;

R e R R Rk Rk A R T S Rk R Sk SR Tk R T S R ok Uk Sk SR A R Ak Sk ok Ok R O o A S R R

/ >I.
Sect1on G10ba1s

B R R S R S R R S ROROROSOR

/* parameters for SPMIsr execution h1story for debugg1ng purposes */
volatile MACParam macGbl; /* extern in physical.h */

volatile SPMParam spme1; /% extern 1in physical.h */

volatile CRCParam crcGbl;

volatile History hBufGbl = {0}; /* Initialize to zero */
/* exception count for debugging puposes. Incremented in exception

service routines for bus error and spurious interrupt */
volatile uint32 exceptions = 0;
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/* Timer for PHYIO */
MsTimer phyIOTimer;

/* Special Purpose Mode Init */
static intl6 SPMInit(void);

/* Special Purpose Mode Int. Service Routine */
static void SPMIsr(void);

/* CPM int error Int. Service Routive */

statigq—votd hEIIIDI(VU;d),

/* Spurious interrupt error ISR */
statiq void SpurIntIisr(void);

/* bug error ISR */ )
statiq void BuserrIsr(void);

/* Initialize MAC hardware timer */
statiq uint32 * MACTimerInit(void);

/* delay function waits for delay ticks */
statiq¢ Boolean DelayTicks(uint32 delay);

/* usg@s MACTimer hardware timer */

statiq void UpdateElapsedTimer(TimerData32 * t);
statiq void StartElapsedTimer(TimerData32 * t);
/* ing¢rements backlog */

stati¢ void IncrementBacklog(uint8 deltaBacklog)}
/% deg¢rement backlog */

stati¢ void DecrementBacklog(uint8 deltaBackTeg);

/* #define SPM_TEST */ /* To include\ a main to test SPM only */
/* #d¢fine SPM_HISTORY */ /* To debugrwithout break points */

/****7** Tk dkdhk
Function: main
Returns:
Refergnce:
Purpoge: To test mac Tlayer only
Comments:

Fedede e

st e e e dedede e dededede e de e

s e dedefA NN S dede e dede e dededefdede e dededefddt

#ifdef SPM_TEST
void main(Q)

{

Tong count™='0;

PHYInigtsPM(Q);

macGbl.tl = 8; /* b Dbyte packet =/
macGbl.tc = 0;

macGb1.tPkt[0]
macGb1.tPkt[1]
macGb1.tPkt[2
macGb1.tPkt[3]
macGbl.tPkt[4]
macGb1.tPkt[5]
macGbl.tPkt[6]
macGb1.tPkt[7]
macGbl.tpr = TR

[ | | T T 1

count = 0;
¥h11e (macGb1.tpr != FALSE )
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}

#en

/**
Fun
Ret
Ref
Pur

com

S i i
Fe ek

Vvoi

}
/**

Fun
Ret

Refergnce:
Pur H
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count++;

count = 0;
¥h11e (spmGb1.mode != STOP )

count++;

return;

dif

TR hhhNNdddddddddeddhdhhh RN hdhdddeddeddddhdh R dddddedededdedd

ction: PHYInitSPM

urngs:
er¢nce:
poge: Set up special purpose mode
SPMInit() initializes all the 68360 registers
MACTimerInit() starts up a 32 bit hardware timer (25Mhz)
PHYEnableSPMIsr() configures the Interrupt Service Routfihe
ments:

JO% .-..n..-..n..-..v..n..v..-..n..-..n..v..n..u..v..-..-..-..n..v..n..n..-..u..-..-..n..v..n..n..-..n..v..n..-..v..n..-..-..n..v..n..v..-..u..-..n..-..v..n..v..-..n..-..n.*,-..u..v./
e R e e e e e R R i S R T e S i L S T S T S ik L e i L S L S L S i e S i A e T S e

d RHYInitSPM(void)

intl6 initok = 0;

ex¢eptions = 0; /* for debugging */
in{toK = SPMInit();

/*|initialize and start MAC hardware timer */
spGb1.clock = MACTimerInit();

/*|reconfigure SPI SPMODE */
/* |spmodePtrGbl1->loop = 1; */ /* loc@l Toop back for test */

hBYyfGb1.index = 0; /* start history,at 0 */

/* |updates communications parameters
brings out of reset and starts frame exchange
and loads config regs

7':/
PHYEnablesPMIsr(Q);

return;

TR hhhNfdddddddeNdeddhdh RN hdddedededdeddedddh R ddddededededededd

ction: SPMInit
urygs: 1 if2ok, 0 if error.

set up special purpose mode

Basic approach: Use SPI to tx and rx frames from xcvr.
The spi bit clock is wired externally to clk3 input
This is used to clock the scc2 port that generates

poge:

the Trame cCIlocCkK.

2 % Fedededededede e dedededdd Fedededehdede el de NNl Rt dd R %*/

itatic intl6e SPMInit()

intl6 1i; /* for loop counter */

SDMAConfigReg sdcrTemp; /* scratch to set up sdcr */

CPCommandReg crTemp; /* scratch to set up cr */

SCCReceiveBD srbdTemp; /* scratch */

SCCTransmitBD stbdTemp; /* scratch */

SCCEventMaskReg scceTemp; /* scratch */

CIConfigReg cicrTemp; /* scratch to set up cicr */

SPIEventMaskReg spiemTemp; /* scratch to set up spie or spim*/

SPIModeReg spmodeTemp; /* scratch to set up spmode */


https://iecnorm.com/api/?name=798e89ece12210945c94aa8a577bef7b

14908-1 © ISO/IEC:2012 (E) -104 -

/* initialize registers and vectors*/

/* initialize SDMA Config Register */

sdcrTemp.frz = 0; /* ignore freeze */

sdcrTemp.sism /* level 7 interrupt mask */
sdcrTemp.said /* level 4 bus arbitration priority */
sdcrTemp.inte /* no error interrupts */

sdchemp intb /* no break interrupts */

*sdcrPtrGbl = sdcrTemp; /* write out sdcr */

7;
4;
0;
0;

/* set sicr */ ] )
sicrPtrGbl->sc2 = 0; /* scc2 in nmsi mode */

o g 3l v /

sigrPtrebt—>r2cs—6—F*recetve cltock—fromctk3—
siqrPtrGbl->t2cs = 6; /* transmit clock from c1k3 */

"LJMJL JL/
/50 1n1t1a11ze SCC2 Port for frame c10ck'
/50 1n1t1a11ze RBASE and TBA$E in SCC2 Param RAM */
sc¢2ParamPtrGbl->rbase (uintl6) RBD_BASE_SCC2;
sc¢2ParamPtrGbl->tbase (uintl6) TBD_BASE_SCC2;

e e e e e e e e e e T T e T e e T R R R

/*|initialize other parts of ScCcC2 parameter ram us1ng CP command */
cryemp.reset =0; no cpm reset */

crfemp.chnum = SCCZ_CH_NUM, * SCC2 Channel */

criemp.opcode = INIT_TRP_OPCODE; /* 1init param ram */

crfemp.flag = 1; * start command */

*cfPtrGbl = crTemp; * write to command“\régister */

B

#ifnd¢f SIMULATION
/*|wait for command to finish */
while ( crptrGbl->flag == 1)

) ; /* Do nothing */
#endif

/*|initialize function codes for param ram and buffer length
for scc2 */

/*|endian and function code */

sc¢2ParamPtrGbl->rfcr = (uint8), FCR_INIT;

/*|endian and function code *

sc¢2ParamPtrGbl->tfcr = (uint8) FCR_INIT;

/*| max receive buffer length */

sc¢2ParamPtrGbl->mrblr & ;Cuintl6) 2;

/*|initialize scc reteive buffer descriptors */

sriidTemp.e = 1; /* 1 = buffer ready to receive */
srijdTemp.w = 0; /* 0 = don't wrap this bd */
srijdTemp.i = 0; /* 0 = disable interrupts */
srijdTemp.1 = 03 /* 0 = not last */

srijdTemp.cm(=1; /* 1 = put in continuous mode */
srijdTemp.dey= 0; /* clear out dpll error*/
srijdTemp.no’= 0; /* clear out non octet error*/
srijdTempacr = 0; /* clear out crc error*/

srijdrTemp.ov = 0; /* clear out receiver overrun error */
srijdTemp.cd = 0; /* clear out carrier detect lost error */
srbdTemp. dataren /7 Supertluous Set by cp */

/* set to first buffer but change below */
srbdTemp.dataPtr = &scc2rBufGb1[0][0];

for (i = 0; i < NUM_BD_SCC2; i++) /* loop thru buf descriptors */
scc2rbdPtrGb1[i] = srbdTemp; /* assign defaults from temp */
/* assign ptr to buffer */

! scc2rbdPtrGbl[i].dataPtr = &scc2rBufGb1[i][0];

scc2rbdPtrGb1[NUM_BD_SCC2 - 1].w = 1; /* wrap last rbd */

/* initialize scc transmit buffer descriptors */

stbdTemp.r 1; /* 1 = buffer ready to transm1t =/
stbhdTemp.w 0; /* 0 don't wrap this bd */
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stbdTemp.i = 0; /* 0 = disable interrupts */

stbdTemp.1 = 0; /* 0 = not last */

stbhdTemp.tc = 0; /* 0 = don't transmit crc */

stbdTemp.cm = 1; /* 1 = put in continuous mode */
stbdTemp.un = 0; /* clear out transmit underrunn error */
stbdTemp.ct = 0; /* clear out cts lost error */
stbdTemp.dataLen = 2; /* set to buffer Tength should be

2 bytes */
/* set to first buffer but change below */
stbdTemp.dataPtr = &scc2tBufGb1[0][0];

Eor (i = 0; i < NUM_BD_SCC2; i++) /* Toop thru buf descriptors */

A

/* assign ptr to buffer */ R
scc2tbdPtrGb1[i].dataPtr = &scc2tBufGb1[i][0];

scq¢2tbdPtrGb1[NUM_BD_SCC2 - 1].w = 1; /* wrap last tbhd */

/*|initialize port A and C for SCC2 Transparent mode operation */

padirPtrGbl->dr2 = 0; /* RXD for scc2 */
pagarPtrGbl->dd2 = 1; /* rxd connect internal */
paqdrPtrGbl->0d3 = 0; /* not open drain for txd */
padirPtrGbl->dr3 = 0; /* TXD for scc2 */
pagarPtrGbl->dd3 = 1; /* txd connect internal */
padirPtrGbl->drl0 = 0; /* clk3 sc2 */
pagarPtrGbl->dd10 = 1; /* connect internal */
*|lenable rts for scc2 */

pcdirpPtrGbl->drl = 0;

pcparPtrGbl->ddl = 1;

/*|general purpose io so CD always asserted #/
pcdirPtrGbl->dr7 = 1;

pcgarPtrGbl->dd7 = 0;

pcgoPtrGbl->cd2 = 0;

/*|use cts2 to initiate transmission. configure as gen purpose
i0o so always asserted low */

pcdirPtrGbl->dr6 1;

pcparPtrGbl->dd6 = 0;

pcgoPtrGbl->cts2 0; /* configure’as Tow always */

/*|set gsmr */

gsmrh2PtrGbl->tcrc = 0; /£%.16 bit ccitt crc */
gsnrh2PtrGbl->revd = 1;( /i 1= send msbit of each byte out first */
gsmrh2PtrGbl->trx = 1;. /* receiver in transparent mode */
gsnrh2PtrGbl->ttx = 1; ° /* transmitter in transparent mode */
gsmrh2PtrGbl->cdp =t; /* cd pulse mode */
gsnrh2PtrGbl->ctsp-= 1; /* cts pulse mode */
gsmrh2PtrGbl->cds’/= 1; /* cd synchronous mode */
gsmrh2PtrGbl->ctss = 1; /* cts synchronous mode */
gsmrh2PtrGbd2>synl = 0; /* receive sync on cd not on

sync pattern */
gsnrh2prtrebl1->tfl = 1; /* 1 byte fifo for Tower transmit

latency */

gsnri2PtrGbl->diag = 1; /* Tocal loop back for test*/

oo

/* initialize transparent mode crc type *
scc2ParamPtrGbl->crcp = Ox0000FFFFUL; /* 16 bit CCITT CRC */
scc2ParamPtrGbl->crcc = 0x0000FOBSUL ; /* 16 bit CCITT CRC */

/* clear any
scceTemp.glr
scceTemp.glt
scceTemp.dcc
scceTemp.gra
scceTemp. txe
scceTemp.rch
scceTemp.bsy
scceTemp.tx

scceTemp. rx

revious scc2 interrupt events, write 1 to clear */

nmnnmnuwunwnmnns

RPRRPRRRPRRERE


https://iecnorm.com/api/?name=798e89ece12210945c94aa8a577bef7b

14908-1 © ISO/IEC:2012 (E) -106 -

*scce2PtrGbl = scceTemp; /* write it out to SCCE2 */

Ve enab1e/d1sab1e interrupts write 1 to enable */
scceTemp.glr
scceTemp.glt
scceTemp.dcc
scceTemp.gra
scceTemp.txe
scceTemp.rch
scceTemp.bsy
scceTemp.tx

scceTemp. rx

*sccm2PtrGbl

!

OO

0
0;
0;
0;
0;
0;
0;
s

cceTemp, /* write it out to sccm2 */

=

clear any old scc2 interrupts from CISR */
/*|clear by writing 1 spi interrupt in service */
cigrPtrGbl->scc2 =

/*|enable/disable system interrupt for spi in CIMR*/
cinrrtrGbl->scc2 = 0; /* enable by writing 1 */
3 A s e e e e e i R e e/

SPI Port In1t1a11zat1on */

/*= R R R R R PR R RSO, +********/

*

/*|initialize RBASE and TBASE in SPI Param RAM */
/*|start of Receive BDs */

spiParamPtrGbl->rbase = (uintl6) RBD_BASE;
/*|start of transmit BDs */

spiParamPtrGbl->tbase = (uintl6) TBD_BASE;

/*|initialize other parts of SPI parameter ramusing CP command */
crfemp.reset =0; /* no cpm reset *

crfemp.chnum = SPI_CH_NUM; /* SPI Channel */

criemp.opcode = INIT_TRP_OPCODE; /* 1init,param ram */

crfemp.flag = 1; /* start command */

*cfPtrGbl = crTemp; /* write to command/register */

#ifnd¢f SIMULATION
/*|wait for command to finish */
¥h11e ( crptrGbl->flag == 1)

3|
#endif

/*|initialize function codes for param ram and buffer length*/
/*|endian and function ‘code */

sp1ParamPtrGbl->rferi’= (uint8) FCR_INIT;

/*|endian and function code */

spi1ParamPtrGbl->tfcr = (uint8) FCR_INIT;

/* |maximum buffer length */

spiParamPtrGbl->mrblr = (uintl6) MAX_BUF_LEN;

/*|initialize receive buffer descr1ptors */

rbdPtrGb}->e = 1; /* 1 = buffer ready to receive */
rbdPtrGb1->w = 1; /* 1 = wrap this bd */
rbdPtrGb1->1 = 1; /* 1 = enable interrupts of rxb */
rbdPEtrGbiT->cm = 1; /¥ 1 = continuous mode */
rbdPtrGb1->1 = 0; /* clear out */

rbdPtrGbl->ov = 0; /* clear out */

rbdPtrGb1->me = 0; /* clear out */

rbdPtrGb1->dataLen /* superfluous set by cp*/

rbdPtrGb1->dataPtr &spme1 rf; /* assign ptr to buffer */
/* initialize transm1t buffer descriptors */

tbhdPtrGbl->r buffer ready to transmit */

thdPtrGb1->w 1; wrap this bd */

thdPtrGcb1->1i 0; don't enable interrupts of txb */
thdPtrGbl->cm = 1; continuous mode */

thdPtrGcb1->1 = 1; = last */

tbdPtrGbl1->un = 0; clear out */

tbdPtrGbl->me = 0 clear out */

(||
\\
oSk 3 %
(I T | I T |

RHRORR

*

*

NN
2
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tbdPtrGbl->datalLen
tbdPtrGbl1->dataPtr

2; /* set to buffer length should be 2bytes */
&spmGb1.tf; /* assign ptr to buffer */

e e e Yo Yo Yo v Yo Yo v e e

D S A S S R R R R S R R R S R OROROT O JOROPOT

In1t1a11ze G1oba1s Structure for Channe1 Access A1gor1thm
and Spec1a1 Purpose Mode

e dedede e dedede e dde RNl de NN dde NN ddedhddedhdddehddedhddd -.':/

/* initialize receive frame buffers just to prevent garbage
in case out of sync */

spmGb1.rf.setTxFlag = 0;
spmGb1.rf.clrTxReqFlag = 0;
spmGb1.rf.rxbatavalid = 0;
Sp GhtrftxbatactS— G,
spmGb1.rf.setCollbDet = 0;
spmGb1.rf.rxFlag = 0;
spmGb1.rf.rwAck = 0
spGb1.rf.txon
spmGb1.rf.data

bl

frame status not transmitting */
* don't clear */

no valid data this frame */
mo—ctear—to—send—+

no collision detected */

not receiving */

not acknowledged */

3 not receiving */

bl

B

EOE

0;

SOUOSS5DSEYIYYYY

bl

/*|initialize receive frame buffers just to prevent garbage in case */
/* |out of sync*/
spmGb1.tf.txFlag = 0;
spmGb1.tf.txReqFlag =
spmGb1.tf.txbatavalid
spnGb1.tf.blank = 0;
spmGb1.tf.txAddrrRw = 0;
spnGb1.tf.txAddr = 0;
spnGb1.tf.data = 0;

* frame status not transmitting */
* don't req */

* no valid data this frame */
unused */

write */

f dgfau1t address */

0;
= 0;

¥

NSNS

/*|Initialize spm global parameters */

spmGb1.mode = STOP; /* no errors yet/*/

spnGb1.state = IDLE; /* state machine start state */
madGb1.tpr = FALSE; /* packet ,net' ready to transmit */
maqGbl.tc = 0; /* transmit-byte count 0 */
maqGb1.t1l = 0; /* last_byte is 0 */

madGb1.rpr = FALSE; /* packet not yet received */
maqGbl.rc = 0; * re@ceive byte count 0 */
maqGbl.r1l = 0; /¥ Adast byte is 0 */

spmGb1.crw = FALSE; /¥\don't write config register */
spnGbl.cra = 0; /* address zero nothing */
spmGb1.crbata = 0; /* empty data */

spmGbl.srr = FALSE; /* don't read from status register */
spnGbl.sra = 0; * empty address */

spmGb1.srbata = 0; /* put nothing in */

spnGb1.resetCount = 0; zero to start */
sp Gb1.collisionsThisekt = 0 ; /* # of collisions this packet */
madGb1.priorityPki~="FALSE; /* FALSE = not a priority packet */

/* |FALSE = channel access algo not complete */
spmGb1.accessApproved = FALSE;

/* |TRUE means._cycle timer to be reset and started */
spmGb1.cycTeTimerRestart = TRUE;

spmGb1cbacklog = 0; /* current channel backlog */
/* |dellta backlog on current transmit packet */

maqGh V. deltaBLTx
macGbl.deltaBLRX = U; /- delta backlog on 1ast receive packet */
macGbl.altPathBit = 0; /* alternate path bit */

/* signal to write alternate path bit */

spmGb1.writeAltPathBit = FALSE;

/* alt path bit written state for this pkt */
spmGb1.altPathBitwWritten = FALSE;

spmGb1.nodePriority = 0; /* node's priority slot number */

/* comm parameters for this node */

gor (i =0; i < NUM_COMM_PARAMS; 1i++)

spmGb1.configbata[i] = 0;
spmGb1.phase = RANDOM_IDLE; /* Idle for a long time */

spmGb1.kind = POST_RX; /* betal time slot type */
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spmGb1.nicsToTicks = 15; /* conversion factor this specification's
time base to 68 360 ticks */

spmGb1.bitClockRate = 156 250; /* in units of Hz */

spmGb1.beta2Ticks = 0; /* length of beta2 in 68 360 ticks
40ns each */

spmGb1.betalTicks = 0; /* length of betal in 68 360 ticks
40 ns each */

spmGb1.betalPostTxTicks = 0; /* length of betal in 68 360 ticks
40 ns each */

spmGb1.betalPostRxTicks = 0; /* length of betal in 68 360 ticks
40 ns each */

spmGb1.baseTicks = 0; /* duration of wbase in 68 360 ticks
40 ns each */

spnGbtrcycteticks—0 7 —durationof—avgpacket—cycte—in
68 360 ticks 40 ns each */

spmGb1.priorityChPostTxTicks = 0; /* ?urati?n of channel priority

slots *
spmGb1.priorityChPostRxTicks = 0; /* ?urati?n of channel priority
slots *
sp Gb1.pr1or1tyId1eT1cks =0; /* durat1on of priority idle wait */
/*|duration until node's priority slot */

spGb1.priorityNodeTicks = 0;

spmGb1. randomTicks = 0;

/*|timers for channel access a1gor1thm */
spmGb1.idleTimerStart = 0;

spnGb1.baseTimerStart = 0;

spmGb1.cycleTimerStart = 0;
spGb1.transmitTimerStart = 0;

spnGb1.elapsed = 0;

spnGb1.stopped = 0;

spmGb1.lastTime = 0;

/*|initialize crcGb1l for good form */

crq¢Gbl.poly = 0;

crd¢Gbl.crc = 0;

crqGbl.crcBit = 0;

crd¢Gbl.dataBit = 0;

crqGbl.dataByte = 0;

/*|initialize port B for SPI Master“operation */
/*|pin0 = spisel or chip select_if single master */
/*|pinl = spiclk  clock*/

/*|pin2 = spimosi master out *s}ave in */

/*|pin3 = spimiso master inlslave out */

/*|pin5 = ~ reset */

pbadrrPtrGbl->0d0 = 0; - /*0=active driven 1l=open drain(3 state), if output *
pbqdrPtrGbl->o0dl = 0%

pbqdrpPtrGbl->0d2 =05

pbqdrPtrGbl->0d3~=_0;

pbadrPtrGbl->0d5.2 0; /* not open drain for reset? */
pbparrPtrGb1£3dd0 = 0; /* general purpose pin chip select*/
pbgarPtrGbTs>ddl = 1; /* internal connect spiclk */
pbgarpPtrGbt->dd2 = 1; /* internal connect spimosi */
pbgarpPtrGbl->dd3 = 1; /* internal connect spimiso */
pbgarPtrGbl->dd5 = 0; /* general purpose i/o */
pbdiTPErGbI->dro = 1; /¥ output */

pbdirPtrGbl->drl = 1; /* output */

pbdirpPtrGbl->dr2 = 1; output */

/7“:

although input must conf1g as out else brgo4 */

pbdirpPtrGbl->dr3
pbdirPtrGbl->dr5

1;

/7':

iosw

initialize port B for IO pins :

itch, and LEDs r

/* output */

_: reset switch, manual service request,
eset-service and IOLED

pb8 = led reset service

pb9 =

pb12
pb13
pb14

general purpos
reset switch
manual servic
general purpo

e out led

e request
se in switch
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7':/

pbodrPtrGbl->0d8
pbodrPtrGb1->0d9 ;
/* since input NA, however open drain for pull down */
pbodrPtrGbl->0d12 = 1;

/* since input NA, however open drain for pull down */
pbodrPtrGb1->0d13 ;
/* since input NA, however no pull down */
pbodrPtrGbl->0d14 = 0;

0; /* 0 = active driven not open drain */

pbparPtrGbl->dd8 = 0; /* general purpose pin chip select*/
pbparpPtrGbl- >dd9 = 0; /* general purpose pin ch1p select*/
pb}alr’LlUUl >tci2— G, /“‘ 9c:||c:|a-= PuTrpPosST |J;II LIII|J )':ICL_L'/I
pbgarPtrGbl->dd13 = 0; /* general purpose pin chip select*/
pbgarPtrGbl->dd14 = 0; /* general purpose pin chip select*/
pbdirpPtrGbl->dr8 = 1; /* output */
pbdirpPtrGbl->dr9 = 1; /* output */
pbdirPtrGbl->drl2 = 0; /* dinput */
pbdirpPtrGbl->drl3 = 0; /* input */
pbdirPtrGbl->drl4 = 0; /* dinput */

/*|set initial va1ues */
pbdatPtrGbl->d8 =
pbdatPtrGbl->d9 =
pbdatPtrGbl->d12
pbdatPtrGbl->d13
pbdatPtrGbl->d14

i, /* input so NA */
1; /* input so NA */
0; /* input so NA */

*

reset xcvr */
/*|driven low to reset hold in reset until change. */
pbdatPtrGbl->d5 = 0;

/*|clear any prev1ous spi interrupt events\write 1 to clear */
spiemTemp.mme
spiemTemp. txe
spiemTemp.bsy
spiemTemp. txb
spiemTemp. rxb
*spiePtrGbl = sp1emTemp, /* write’it out to SPIE */

/*|assign address of isr funétions to vector table entry */
*spivPtrGbl = &SPMIsr; /* spi isr */

*cerrvPtrGbl = &CErrisr; /* comm error isr */
*spurintvPtrGbl = &Spurlnitisr; /* spurious interrupt isr */
/*|*buserrvPtrGbl = &BUSErrIsr; */ /* spurious interrupt isr */

/*|enable interruptsiwrite 1 to enable */
splemTemp.mme = O,

splemTemp.txe
spiemTemp.bs
spiemTemp. tX /* isr will run after transmit */

spiemTemp (rxb /* disr will run after receive buffer filled */
*spimPtrGhbl = spiemTemp; /* write it out to SPIM */

/* |11a5t-CICR reg1ster =/

ciq¢riemp.scdp /* scc4 has priority d */

cicrremp.sccp SCC3 has priority c ~/

cicrTemp.schp 1 /* scc2 has priority b */

cicrTemp.scap = 0; /* sccl has priority a */

cicrTemp.irl CPIR_LEVEL; /* level 4 interrupt request level */
cicrTemp.hpi 31; /* default highest priority = 31 = 1F hex*/
cicrTemp.vba UIVN_MSB; /* user interrupt vector number offset */
cicrTemp.sps 0; /* use grouped priority scheme */

*cicrPtrGbl = cicrTemp; /* write to cicr */

/* clear any old SPI interrupts from CISR */
cisrPtrGbl->spi = 1; /* clear by writing 1,

spi interrupt in service */
/* enable system interrupt for spi in CIMR¥*/
cimrPtrGbl->spi = 1; /* enable by writing 1 */
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/* init SPMODE register */
spmodeTemp.loop = 0;

bl

1 = Tocal Toop back

0 = no local loop back */

don't invert clock */

toggle clock at begin of data transfer */
don't divide brgclk by 16 */

use bigendian MSB first */

master mode */

8 bits per character = len + 1 */
prescale modulus select,

4 gives 1,25 Mbit/s */
spmodeTemp.en = enable spi */

*spmodePtrGbl = spmodeTemp, /* write to spmode register */

v

spmodeTemp. ci
spmodeTemp.cp
spmodeTemp.divl6
spmodeTemp. rev
spmodeTemp.ms
spmodeTemp. Ten
spmodeTemp . pms

DD

R

O T TR T T
P ANRERORO
L)

v

bl

D NN

/*|initialize SPCOM (probably don't need to do */
spgomPtrGbl->res = 0; /* should never have to change */
spgomPtrGbl->str = 0; /* superfluous auto cleared one
clock cycle after set */

/*= R S S R R R R S R S R R S

Enable 1nterrupts by sett1ng 1nterrupt pr1or1ty mask 1eve1
in Status Register to O, must use in line assembly code
agsumes CPU 1is 1in supervisor mode, Bits 10 9 8 are
interrupt priority mask Tevel

‘Jﬁ********************************/

asm(" ANDI #~0x0700,SR"); /* sets priority mask to Tevél)y000 */

/*|set up frame clock using scc2*/
/*|put data into transmit buffer */

sc¢2tBufGb1[0][0] = O0x01lu; /* first byte 7 bit delay
to sync frame“to spi */
scq¢2tBufGbT1[0] [1] = 0x00U; /* second byte %/

scq2tbdPtrGb1[0] .dataLen = 2; /* send juststwo bytes */

/* |enable frame clock */
gsmri12PtrGb1->enr 1: /* receive #/
gsmri12PtrGbl->ent = 1; /* transmif */

return(l);

/****:*****i*n Fededededededefe e NN A de NN dede AN ddefhdde NN ddefhdde Nl dNddedddd

Function: MACTi merIn1t

Returns: pointer to-hardware timer counter register
Refergnce:

Purpoge: initializé MAC hardware timer

comments:

*****:************************************************************/

uint331 * MACTimerInit(void)
{

tgqrPtrébl->cas2 = 1; /* cascade 1 and 2 */

tgqrrerGbl->frz2 = 0; /* ignore freeze pin */
tgCrPtrGbl->stpZ = U; /* normal unstopped operation */
tgcrPtrGbl->rst2 = 0; /* reset timer */

tmr2PtrGb1->ps = 0; /* prescaler */

tmr2PtrGbl->ce = 0; /* input capture disabled */
tmr2PtrGbl->om = 0; /* output mode pulse */

tmr2PtrGbl->ori = 0; /* diable output reference interrupt */
tmr2PtrGbl->frr = 0; /* 0= free running counter */
tmr2PtrGbl->iclk = 1; /* 1 = internal general system clk source */
tmr2PtrGbl->ge = 0; /* tgate is ignored */

/* set reference to max all ones */
*trr12PtrGbl = (uint32) OXFFFFFFFFU;

/* writing a 1 resets the reference event bit */
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ter2PtrGbl->ref = 1; ]

/* writing a 1 resets the capture event bit */
ter2PtrGbl->cap = 1;

*tcnl2PtrGbl = 0; /* start at zero */
tgcrPtrGbl->rst2 = 1; /* start timer running */

return(tcnl2PtrGbl);

/********-- edededefe e dededdeddenn
Functyomn: Dc1ayT|Lk:
Returns: Boolean state of mac timer running = true stopped = false
Refergnce:
Purposge:

Delay for a "delay" number of ticks
Used during various startup routines
to wait for xcvr hardware to respond
Comments:

*****:************************************************************/

?oo1ezn DelayTicks(uint32 delay)
uint32 start;
if|(tgcrPtrGbl->rst2 == 0)

/* timer not running so exit immediately with false”*/
return (FALSE);

elge
start = *tcnl2PtrGbl;
while ((*tcnl2PtrGbl - start) < delay)

; /% keep waiting */

return (TRUE);

/.-..-..v..n.. e e e e e e e e e e e e e e e e Y e Y AT T e e e e e e e e e e e T T e e e e e e e e e e e e e e
eI R It S i e i A S S T R R A ok T o S S e T S i e e i e i A S T S e e S i L i T S

Function: PHYSoftResetSPMXCVR

Returns:

Refergnce:

Purpoge: Software ,reset Special Purpose Mode XCVR by reading
from register zero

Ccomments:

*****:************************************************************/

void RHYSoftReSetSPMXCVR(void)
{

uintd¥6 “count;

spmGbT.sra
spmGb1.srr

U3
TRUE;

count = 0;
¥h11e ((spmGb1.srr != FALSE) && (count < OXFFFF))

count++;
spmGb1.srbata = 0;

return;

}

/.-..-..v..n..v..-..n..-..n..-..v..n..v..-..n..-..n..v..n..u..v..-..-..-..n..v..n..n..-..u..-..-..n..v..n..n..-..n..v..n..-..-..n..-..-..n..v..n..v..-..u..-..n..-..v..n..v..-..n..-..n..-..n..n..v.
R R T R T T S i U i e S i e R i A S i S S i (i S e T S i e e i U i A S T S e e o e S i L i T S A

Function: PHYHardResetSPMXCVR
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Return
Refere
Purpos

commen

A iy i
FeddedeNk

S:

nce:

e: hardware reset Special Purpose Mode XCVR by
asserting reset pin. then configures xcvr
this is used when xcvr hangs in tx_on mode
e.g. spmGbl.resetCount times out

ts:

oo e Yo ot e Yo e
LR R

K .n..-..n..v..n..-..v..-..-..-..n..v..n..n..-..u..-..-..n..v..n..n..-..n..v..n..-..v..n..-..-..n..v..n..v..-..u..-..n..-..v..n..v..-..n..-..n..-..n..u..v./
eI B R R ik S e i i i A S o S T L L S L S i e S T e i e S i Sk S e o S R T

void PHYHardResetSPMXCVR(void)
{

uns
int

igned long count;
L

Bog

pbd
/*

gog

/*|load in reverse order

}

tean yuud,
atPtrGbl->d5 = 0; /* drive xcvr into reset */
wait for a while for everything to settle down */

d = DelayTicks(RESTART_DELAY_TICKS);

atPtrGbl->d5 = 1; /* bring xcvr out of reset */

/*|initialize config registers on PLT-20 transceiver */

*

NUM_COMM_PARAMS - 1; /* should be 6 */
le (i >=0)

spmGb1.crbata = spmGbl.configbatali];

/* config registers start at 7 down to 1 */
spmGbl.cra = (Byte) i + 1;

spmGb1.crw = TRUE;

count = 0;

/* wait for ack but time out so not infinite Toop */
?h11e ((spmGb1.crw != FALSE) && (coumt < OXFFFFF))

count++;
%f (spmGb1.crw == TRUE) /* xcVr never acked try again */
! pbdatPtrGb1->d5 = 0; %*¥ reset xcvr */

/* wait for a whilefor everything to settle down */

good = DelayTicks((RESTART_DELAY_TICKS);

pbdatPtrGb1->d5 = 1; /* bring xcvr out of reset */

i = NUM_COMM_PARAMS - 1; /* start over again */
}1/* NOTE!!! \if the xcvr never acks this code will hang */
else

{
}

i--q

spnGh¥. crbata = 0;

spmGbT.cra = 0;

return;

}

/ R U
LR R

Functi

L 345 S L s L L ) (o b LA 45 Sy S by P U ) o s iy L 45 ) L iy th U ) S L iy b sy S b iy e i b e oy s i b s e i )
R R o L i i S i o S e e S o o o R T R e i S o S e T A T S e o S o o e ok S R e

on: PHYDisableSPMIsr

Returns:
Reference: ) ]
Purpose: To diable the Isr temporarily on node reset.

Must use PHYEnableIsr to reenable correctly.

Ccomments

******************************************************************/

void PHYDisableSPMIsr(void)
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{
/* once the first line below is executed, the ISR will stop
running. the next time it runs */
spmGb1.mode = STOP;
pbdatPtrGb1->d5 = 0; /* drive xcvr into reset */
spmGb1.state = DEBUG;
macGbl.tpr = FALSE;
macGb1. tc = 0;
macGbl.t] = 0;
maqGht—t P —FALSE;
maqGbl.rc = 0;
maqGb1.rl = 0;
spmGb1.crw = FALSE;
spmGbl.srr = FALSE;
spmGb1.sra = 0;
return;
}
/7'::':7':7“:-. TehfdedhdedddddhhhhNh NN NN h N ddedddhdhhhhN NN NN hfdddeddddhNhN NNk
Function: PHYEnableSPMIsr
Returnys:
Refergnce: ] ]
Purposge: To Enable the Isr after Being disabled on nodée~reset
Also to enable on powerup etc.
Computes clock rates etc based on node comm ‘parameters
Comments:

JORCRCORORN .-..n..-..n..-..v..n..v..-..n..-..n..v..n..u..v..-..-..-..n..v..n..n..-..u..-..-..n..v..n..n..-..n..v..n..-..v..n..-..-..n..v..n.*.-.,n..-..n..-..v..n..v..-..n..-..n..-..n..u..v./
e R R R U Bt S e S e e A S e L R Tk R ok S S ik U S T S T R ki L S e S L R R e e i e e e S e e

¥oid RHYEnableSPMIsr(void)

g 1;
uint32 inputClock;
uint32 commClock;
uint32 rxpPad;
uint32 txPad;
uint32 beta2;
Boglean good;

/*|compute conversion factof-nics_To_Tick */ ]

/* |converts from this spec1f1cat1on's time base to 683 660 ticks */
ingutClock = (uint32) eeps>configbata.inputClock;

commClock = (uint32) eep=>configbData.commClock;

spmGb1.nicsToTicks =\WICS_TICKS_BASE >> inputClock;

/* |compute channel.access algorithm parameters */

beta2 = (eep->configbata.reserved[2] * 20) + 40;

/* |compute betal = postpacket + networkidlewait +
interpacketpad + prepacket */

f | (eep=>configbata.reserved[4] < 128)

FXPad = eep->configData.reserved[4] = 41;

rxPad = (eep->configbData.reserved[4] - 128) * 145;

}f (eep->configbata.reserved[3] < 128)
txPad = eep->configbata.reserved[3] * 41;
else

txPad = (eep->configbata.reserved[3] - 128) * 145;
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/****************************************************************

Since this implementation runs in noncontinuous mode the
effective frame period is the actual frame period plus the
processing time for the ISR at the end of the frame. Therefore
we need to run at a higher bit clock than specified by the
network management so that the effective frame rate is the same
or better than the network manager specifies. For a bit rate of
156,25 kHz the frame period is 16 * 6,4 us = 102,4 us

Suppose the worst case time for ISR is 58 micro seconds

then the time left over for the actual frame is 102,4 - 58 =
44,4 ps. This corresponds to a bit rate of 16 * 1/(44,4 us)

= 360,36 kHz. The closest bit rate %reater than this that the
360 supports is 390,625 kHz. The effective frame period becomes
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58 pus + (16 * (1/390,625 kHz)) = 98,96 ps. This is faster so
OK. Effective bit rate is 16 * 1/(98,96 us) = 161,68 kHz.
Unless we can more than half the time for the ISR to run we
can't run fast enough to make the next step that is the 312,5
kHz bit rate.

.-..-..-..v..n..v..-..n..-..n..-..v..n..v..-..n..-..n..v..n..-..v..-..-..-..n..v..n..n..-..u..-..-..n..v..n..n..-..n..v..n..-..v..n..-..-..n..v..n..v..-..u..-..-..-..v..n..v..-..n..-..n..-..n..u..v./
E L R e S R i L e e e L S e i S R kS ik U S T S T A i L e i A S S e o L e T R o L

switch (spmGb1.bitClockRate)

case 78125:
/* run at 130 kHz to get same or faster effective rate */
spmodePtrGbl->div16 1; /* divide by 16 */
spmodePtrGb1->pms 2; /* prescale modulus select */

DT eaKy,

case 156250:
/* run at 390 kHz to get same or faster effective rate */
spmodePtrGbl->div16 1; /* divide by 16 */
spmodePtrGb1->pms 0; /* prescale modulus select */
break;

default:
/* 156 250 */
/* run at 390 kHz to get same or faster eff rate */
spmodePtrGbl->div16 1; /* divide by 16 */
gpmogePter1 >pms 0; /* prescale modulus select */

reak;

}

/*|reinitialize receive frame buffers */

spnGb1.rf.setTxFlag 0; /* frame status not transmitting */
spmGb1.rf.clrTxReqFlag ; /% don't clear */
spmGb1.rf.rxbatavalid * no valid data this frame */
spmGb1.rf.txbataCTs

no clear to send\%/
spmGb1.rf.setCol1Det no collision detected */
spmGb1.rf.rxFlag

not receiving %/
spmGb1.rf.rwAck not acknow]edged */
spGb1.rf.txon

not receiving */
spmGb1.rf.data

¥ * /

/*|reinitialize receive frame buffers */

%*
*
*
*

%

LI | | | R T 1
[eleolololololole)

D O N

spmGb1.tf.txFlag = 0; /* frame status not transmitting */
spnGb1.tf.txReqFlag = 0; /* don't req */
spnGb1.tf.txDatavalid = 0; /*-no valid data this frame */
spmGb1.tf.blank = 0; /*-unused */

spnGb1 . tf.txAddrrw = 0; N/L* write */

spmGb1.tf.txAddr = Q30 /* default address */
spnGb1.tf.data 0 /* */

/*|initialize crcGbl\\ for good form */
crqGbl.poly =

crqGbl.crc = 0;

crd¢Gbl.crcBit =03

crqGbl.dataBit\= 0;

crqGbl.dataByte = 0;

/*|Send” First Frame ISR keeps it going */
tbdPtrGb1->r 1; /* buffer ready to transmit */
spgomPtrGbl->str = 1;

/* wait for a while for everything to settle down */
good = DelayTicks(RESTART_DELAY_TICKS);

PHYHardResetSPMXCVR(); /* this also writes config registers */

return;

}

/.-..-..v..n..v..-..n..-..n..-..v..n..v..-..n..-..n..v..n..u..v..-..-..-..n..v..n..n..-..u..-..-..n..v..n..n..-..n..v..n..-..v..n..-..-..n..v..n..v..-..u..-..-..-..v..n..v..-..n..-..n..-..n..u..v.
LR i S T e S i L S e e i o S R L L o T i i L S L S e T L R e e e LR e R R

Function: PHYIOInit
Returns: None
Reference: None
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Purpose: To Init variables related to PHYIO function.
:  None

Fededededededededode

void PHYIOInit(void)
{

SetMsTimer (&phyIOTimer, (uintl6) (PHYIO_CHECK_INTERVAL * 1 000));

gp->resetPinPrevState = 1; /* Allow Reset Button Push */
gp->manualServiceRequestPrevState = 1; /* Allow Manual Service Request Push */
) gp->ioInputPinOPrevState = 1;
/****%************************************************************
Function: PHYIO
Returmrs— None
Refergnce: None
Purpoge: To handle Input switches (reset service and I0) and

to set value of ouput Teds

Manual Service Request and Reset pin share same LED to indicate
switch pushed

Non

Commer

Fedededede g Yok

¥oid RHYIO(void)

Fededededededededededode

/* |Perform Pin related checks only on timer expiry
to avoid bounce problem */
if |(MsTimerExpired(&phyIOTimer))

/* check reset switch */
/* reset pulled low &&
reset not enabled so need to enable &&
have not yet set this pin push */
if (( pbdatPtrGbl->d12 == 0) &&
Igp->resetNode &&
(gp->resetPinPrevState != 0))

{
gp->resetNode = TRUE; /* signal_sEheduler there is reset */
nmp->resetCause = EXTERNAL_RESET
/* NodeReset function will clear when reset is finished */
/* prevents sending more than*l reset until pin is toggled */
) gp->resetPinPrevState = 0;

/* reset pin high */
if (pbdatPtrGbl->d12 ==\1)

{
) gp->resetPinPrevState = 1;
if ((pbdatPtrebl+>d13 == 0) && /* manual service request pulled low */
Igp->manualServiceRequest && /* manualServiceRequest not enabled |*/
(gp->manualServiceRequestPrevState != 0)) /* have not yet set
( this pin push */
gp->manualServiceRequestPrevState = 0;
dgp>manualServiceRequest = TRUE; /* notify stack that
. manual service request enabled */
}f (pbdatPtrGbl->d13 == 1) /* manual service request high */
gp->manualServiceRequestPrevState = 1; /* manual service request toggled
) so next press will allow push */

if(pbdatPtrGb1->d14 == 1 &&
(gp->ioInputPinOPrevstate != 0)) /* debouncer, check

{ gen purpose io input */
gp->ioInputPin0 = 1;

else

{
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gp->ioInputPin0 = 0;

zf (pbdatPtrGb1->d14 == 1) /* io pin high */
gp->ioInputPinOPrevState =

}

SetMsTimer (&hyIOTimer,
(uintl6) (PHYIO_CHECK_INTERVAL * 1 000));

1; /* io pin to?g1ed SO next
press will allow push */

ret

(gp->resetNode || gp->manualServiceRequest || gp->ioOutputPin0)

pbdatPtrGb1->d8 = 1; /* turn on reset-service light */

e

pbdatPtrGb1->d8 = 0; /* turn off reset-service light */ Cb

N
gp->iooutputPinl == 0) /* set io output pin */ <ZSJ
\

0; (:>

. 9

pbdatPtrGb1->d9 = 1; & S)
QO

N\

N

&

pbdatPtrGb1->d9

urn;

Q'\q’

A
NS
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#ifdef SPM_HISTORY
hBufGb1.records[hBufGbl.index].tf = spmGbl.tf;
/* time period of 1isr */
/* C unsigned math is congruent mod 2An so negatives wrap around OK */
hBufGbl.records[hBufGbl.index].duration = *(spmGb1.clock) -
hBufGb1.records[hBufGbl.index].start;
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hBufGb1.index = (hBufGbl.index + 1) % NUM_HIST;

#endif
/* Send Frame */
tbdPtrGb1->r = 1; /*
spcomPtrGbl->str = 1;
} /* end if spmGb1.mode == STOP
} /* endif rxb event */

cisrptrGbl->spi = 1; /*
return;

/************'%m*ﬁx;**ﬁmagxx***n

ededededede e

buffer ready to transmit */
*/

clear spi bit in CISR by writing a 1 */

Tehhf R fdddddddededddhhhn

Functyomns CErrTst

Returys: none, no arguments allowed
Refergnce:
Purpoge:

Comments: must use interrupt pragma

TehhfR R hdddddeddddedddh RN NN ddddddd

/% An

terrupt pragma informs compiler
an interrupt handler with RTE

#pragma interrupt()

statiq void CErrIsr(void)

return;

}
/****:*****i*n

Function: SpurIntIsr

Returns: none, no arguments allowed
Refergnce:
Purpoge:
Comments:

Fedededededededededededddn

must use interrupt pragma

Tehhfn R ddddddeddddedddh RN NN ddddddd

/% An

terrupt pragma informs compiler
an interrupt handler with RTE

#pragma interrupt()

statiq¢ void SpurIntIsr(void)

exdeptions++;

return;

}
/****:*

Function:
Returns:
Refergnce:
Purpose:
comments:

JORORORORORR S0%
FeddNw

PR e T R
/*

terrupt pragma informs cgmp11er
an interrupt handler with RTE

b b s
R R R e

BUSErrIsc
none x.ne’ arguments allowed

must use 1nterrupt pragma

e e e e Yo Yo e ok Yoo vede e e de e e ey

in

interrupt service routine for CPM Int.

Tehhhhdn

interrupt service routine for spurieus interrupt Error

I b .

interrupt service routine for Bus errors

either

Error

*******/
to make next function
and saved state of registers &/

Fehhd R hddddddddd

TR hdddeddeddeddhdde R hndt

either

TR NG e dedededededededehhhhn

********/
tocmake next function
dnd saved state of registers */

o P ) L L i ey S i s S e b b S L e s i S e s
R i e S R SR S R e S e o L e o e e T S R T S

either

R R R R R S SRR NS
R R R e e

:“:7’::‘::‘::‘::‘:;‘:/
to make next function ]
and saved state of registers */

#pragma interrupt()
static void BustrrIsr(void)
exceptions++;

return;

e e e e e e

/**********+*n
Function: GetTransce1verStatus
Returns: none

Purpose:

e dededededef Nk

Tededddddeddeddedededdhh NN nht

To determine the status of transceiver registers.

The status registers are different from config registers.
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Comments The array shou1d have space for a11 the reg1ster values.

B R OROROROROR) D R RUROSUSOROSOROROROSOROSOROR SOTOSORORORORE .-“-..-4*“/

void GetTransce1verStatus(Byte transce1verStatusOut[])

int 1;
unsigned long count;
Boolean good;

/* read config registers on PLT-20 transceiver */

*

/* read in reverse order
i = NUM_COMM_PARAMS - 1; /* should be 6 */

¥h11e Ci>=0)

/* read status registers starting at 7 down to 1 */
spmGbl.sra = (Byte) i + 1;

spmGb1.srr = TRUE;

count = 0;

/* wait for ack but time out so not infinite Toop */
?h11e ((spmGb1.srr != FALSE) && (count < OXFFFFF))

count++;

%f (spmGb1.srr == TRUE) /* xcvr never acked try again */
pbdatPtrGbl->d5 = 0; /* first reset xcvr */
/* wait for a while for everything to settle doWwn—*/

good = DelayTicks(RESTART_DELAY_TICKS);

pbdatPtrGbl->d5 = 1; /* bring xcvr outrof reset */

i = NUM_COMM_ PARAMS - 1; /* start overcagain */
} /* NOTE!!! if the xcvr never acks this. cede will hang */
else

{
transceiverstatusout[i] = spmGb].8rData;
i--;

spmGb1.srbata = 0;
spmGbl.sra = 0;

return;

/****J ************TiM***End of Spm-C*************************/
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A.3 LPDU transmit algorithm
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A.5 Routing algorithm S\
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A.6 Learning algorithm

%

O
A.7 action control algorithm
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%,
7>

A.8 Network layer algorithm O
2
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N
O
PDU and SPDU@e’ﬁd algorithm with authentication

9 10
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