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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

governmen

tal and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Introduction

Digital signatures with appendix are designed to offer integrity, authentication and non-repudiation.
ISO/IEC 14888-2 specifies the class of digital signature mechanisms in which the security is based on the
difficulty of integer factorization. ISO/IEC 14888-3 specifies the class in which the security is based on
computing discrete logarithms. Unfortunately, if and when a large-scale general purpose quantum computer
becomes available, all of these techniques will no longer be secure for practical key sizes.[1]

This document specifies a class of digital signatures whose security depends only on the security of the
underlying hash function. At the time of publication of this document, standardized hash functions are
believed to be secure even against attacks using large scale quantum computers. Hence, the schemes
specified in this document do not suffer from the same problems as the schemes specified in ISO/IEC 14888-2
and ISO/IE€14888-3:

The hash-based signature (HBS) schemes specified in this document are stateful scheniesywhereby the
private keyl|is part of the state of the scheme. This means that at every signature generation, state information
held by thq signer must be updated, as otherwise the security of the scheme is compromised| Therefore,
when depldying any of the schemes specified in this document, it is expected that robust state-nlanagement
practices are implemented to ensure that state information is correctly updated.

© ISO/IEC 2024 - All rights reserved
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Part 4:

Stateful hash-based mechanisms
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Heployment of the stateful schemes described in this document.

ative references
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5 and definitions
poses of this document, the following terms and\definitions apply.
maintain terminology databases for use in’standardization at the following addresseg

ine browsing platform: available at https://www.iso.org/obp

ctropedia: available at https://www:électropedia.org/

tion path
values that show that agpecific node belongs to a Merkle tree (3.5)

inary tree
e in which each.node has exactly two other nodes that are directly subordinate

h
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e inpwhich each node has at most two other nodes that are directly subordinate

[SOURCE: I

F security is

needed for

«

PO/TEC-2382:2015, 2121636, modified — notes to entry have been removed.]

3.4
L-tree

unbalanced binary tree (3.3) used to compress the Winternitz+ One-Time Signature Scheme (WOTS+) public

keys in the
3.5

eXtended Merkle Signature Scheme (XMSS)

Merkle tree
balanced binary tree (3.2), where each node of the tree corresponds to the hash of the labels of the child nodes

3.6
one-time s

ignature

digital signature scheme where the security is limited to signing a single message for a given key pair
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state information
information regarding key usage stored with an eXtended Merkle Signature Scheme (XMSS) or Leighton-
Micali signature scheme (LMS) private key

3.8

state management
processes by which the state (3.7) is updated with each signature

Note 1 to entry: This is a crucial part of any stateful hash-based signature, as incorrect state information can lead to
signature forgeries.

39
Winternitz parameter
parameter [in the Winternitz one-time signature (3.6) scheme, which allows a trade-off betwéeh signature
size and computation time
4 Symbpls and abbreviated terms
4.1 Symbols
0xq0 the hexadecimal representation of the 0 byte
alllb concatenation of the bit sequences a and b incthe order specified
a*b multiplication of a and b
a &b bitwise logical AND of two bit strings-a and b
a XOR b bitwise logical EXCLUSIVE ORoftwo bit strings a and b
amaod b the remainder when a is.divided by b
a<{x the result of left-shifting a bit-string a by x positions (e.g. 0x08 << 1 = 0x10)
a>3xx the result of right-shifting a bit-string a by x positions (e.g. 0x08 >> 1 = 0x04]
ceil{x) the least intéger greater than or equal to x
d the nuwmber of layers of sub-trees in XMSS-MT
floo1(x) the-greatest integer less than or equal to x
h total height of the Merkle tree (or hyper tree for XMSS-MT and HSS)
N-OTEhl ?hh is the parameter which controls the maximum number of signatures, which are
1b(x) the base 2 logarithm of x
n the length in bytes of one element of the private key, public key or signature, and the
length of the message representative
m the arbitrary length message to be signed in XMSS, XMSS-MT, LM-OTS, LMS, and HSS
M’ the message representative signed in XMSS and XMSS-MT
toByte(x,y) computation of the y-byte string containing the binary representation of x in big-endian

byte order

© ISO/IEC 2024 - All rights reserved
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w the Winternitz parameter used in the XMSS and XMSS-MT algorithms

NOTE2 w controls the trade-off between computation time and signature size. Smaller
values of w/Wlead to faster computations, while larger values of w lead to smaller signatures.

w the Winternitz parameter used in the LMS and HSS algorithms. W and w are related as
follows: w=2W.
x[i] the ith element of the array x
[X] the result of truncating X to its leftmost y bits, e.g. [0xfe], = 0x£

4.2 Abbreviated terms

HBS hash-based signature
HSS hierarchical signature scheme
LMS Leighton-Micali signature scheme
OT|S one-time signature
RB[G random bit generator
WOTS+ Winternitz+ One-Time signature scheme
XM§$S eXtended Merkle Signature Scheme

XMSSFMT eXtended Merkle Signature Scheme Mudti Tree

5 XMSS|and XMSS-MT

5.1 Gengral

The XMSS gcheme is a stateful hash-based:signature scheme for which only a limited number of signatures
can be credted using a particular private key. The security of XMSS is based on the hardness of the Target
Collision Resistance (TCR) problem,and XMSS has been proven to be secure in the standard |model (see
Reference [[13]).

The XMSS-MT scheme, a variant of the XMSS scheme, is a stateful hash-based signature scheme that supports
a larger number of signatures than XMSS. XMSS-MT inherits all the security properties of XMSS.{4]

The OIDs fdr these algerithms shall be in accordance with Annex A. Test vectors can be found in Annex C.

5.2 Common building blocks

5.2.1 General

The XMSS and the XMSS-MT schemes are described in a unified way since they employ common building blocks.

5.2.2 Address format

The ADRS input has three different address formats (see Table 1). Each layout is appropriate for a different
step of the algorithms:

— the OTS address format is for the hash calls in the one-time signature schemes;

— the L-tree address format is for hashes used in the L-trees;

© ISO/IEC 2024 - All rights reserved
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— the hash tree address format is for the Merkle-tree construction.

An L-tree is an unbalanced binary hash tree used to compute the leaves of the main XMSS binary hash tree.

Each ADRS address format consists of six 32-bit fields and one 64-bit field. The fields are encoded as unsigned
integers. The layerAddress field refers to the layer in a multi-tree construction (0 if not using multi-trees).
The treeAddress refers to the position (from left to right) of a tree in a multi-tree construction (0 if not using
multi-trees). The field type differentiates the three ADRS layouts: 0 for OTS, 1 for L-tree and 2 for Hash tree.
The field keyAndMask is used to distinguish if the hash call intends to generate a key (0) or a bitmask (1) for
an OTS address. In the case of the L-tree and Hash tree address, keyAndMask is: (0) to generate a key, (1) to
generate the most significant n bytes of the 2n-byte bitmask and (2) to generate the least significant n bytes
of the 2n-byte bitmask.

Table 1 — XMSS address formats
OTS address L-tree address Hash treeaddress

R it + o + R it S +

| layerAddress (32 bits) | | layerAddress (32 bits) | | layerAddress (32| bits) |

e it + o + ol +

| treelddress (64 bits) | | treeAddress (64 bits) | | thsgeAddress (64| bits) |

fomm - + B + R R +

| type | O (32 bits) | | type =1 (32 bits) | Y type = 2 (32| bits) |

R it + o + o +

| OTSAddress (32 bits) | | ltreeAddress (32 bits),]| | padding = 0 (32| bits) |

e it + o + Fom - +

| chairfAddress (32 bits) | | treeHeight (32 pifs) | | treeHeight (32| bits) |

fomm - + oSN - + o +

| hashAhddress (32 bits) | | treeIndex (32 bits) | | treelIndex (32| bits) |

R it + o A + o +

| keyArfdMask (32 bits) | | keyAndMask (32 bits) | | keyAndMask (32| bits) |

fomm + B ittt e e + B et ] S +
NOTE Each KMSS Address in this table is 32-bytes.
The field OT'SAddress encodes the index ef.the OTS key pair within the tree, the chainAddress ¢ncodes the
chain indey and finally the hashAddress\encodes the hash function call index within the chain.
In the L-trde address layout, the ItreeAddress field encodes the index of the leaf computed with|this L-tree.
The treeHeght encodes the height-of the node used as input for the next computation inside the|L-tree. The
treelndex encodes the index of\the node at that height, inside the L-tree.
In the tree hash addressiformat, the padding field is always 0. The treeHeight encodes the height of the tree
node being|used for the'next computation, followed by the treelndex which is the node index at fhat height.
For the L-tyjee addréss‘layout, the keyAndMask field can be: 0 (key), 1 (first bitmask), and 2 (seconjd bitmask).
5.2.3 Re11uired cryptographic functions

5.23.1 G

eneral

The XMSS scheme uses the following cryptographic primitives:

— Keyed Hash-Function F(KEY, M), where KEY is an n-byte key, M is an n-byte message and the outputis n bytes.

— Keyed Hash-Function H(KEY, M), where KEY is an n-byte key, M is a 2n-byte message and the outputis n bytes.

— Keyed Hash-Function H_msg(KEY, M), where KEY is a 3n-byte key, M is an arbitrary length message and
the output is n bytes.

— Pseudo-Random Function PRF(KEY, M), where KEY is an n-byte key, M is a 32-byte message and the

output

is n bytes.

© ISO/IEC 2024 - All rights reserved
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— Pseudo-Random Function PRFy,y.o,(KEY, M), where KEY is an n-byte key, M is a 32-byte message and the
output is n bytes. This function 1s optlonal and only used if WOTS+ private keys are generated pseudo-
randomly.

— Pseudo-Random Function PRFKeygen ut(KEY, M), where KEY is an n-byte key, M is a 32-byte message and
the output is n bytes. This function is only used in XMSS_keygen if called from XMSS_MT_keygen.

— Anon-deterministic random number generator RBG that provides at least a security level of 8n bits.

These functions shall be implemented with SHA2-256 (Dedicated Hash-Function 4 defined in
ISO/IEC 10118-3), SHAKE256 (see ISO/IEC 10118-3:2018, C.2) as described below (see Annex B for further

considerati

5.2.3.2 F
When using
— F(KEY,
— H(KEY,
— H_msg
— PRF(KH
— PRFge,
— PRFge,
When using
— F(KEY,
— H(KEY,

— H_msg

— PRF(KE

— PRFy,
— PRFy,,
5.2.3.3 F

When using

— F(KEY,

ons on these instantiations).

pmctions Based om SHA2-256
y SHA2-256 as the underlying hash function and n=32, the following constructiofs 'sh
M): SHA2-256(toByte(0, 32) || KEY || M)

M): SHA2-256(toByte(1, 32) || KEY || M)

[KEY, M): SHA2-256(toByte(2, 32) || KEY || M)

'Y, M): SHA2-256(toByte(3, 32) || KEY || M)

Len(KEY, M): SHA2-256(toByte(4, 32) || KEY || M)
ben_mT(KEY, M): SHA2-256(toByte(5, 32) || KEY || M)
r SHA2-256 as the underlying hash function and@i=24, the following constructions sh:
M): SHA2-256/192(toByte(0, 4) || KEY || M)

M): SHA2-256/192(toByte(1, 4) || KEY ‘M)
[KEY, M): SHA2-256/192(toByte(2;4) || KEY || M)
Y, M): SHA2-256/192(toByte(3(.4) || KEY || M)
Len(KEY, M): SHA2-256/192{toByte(4, 4) || KEY || M)

oo wr(KEY, M): SHA2-256/192(toByte(5, 4) || KEY || M)

inctions Based on SHAKE
by SHAKE256and n=32, the following constructions shall be used.
M): SHAKE256(toByte(0, 32) || KEY || M, 256)

11 be used.

111 be used.

— H(KEY,

MY, SHAKE256(toByte(1, 32) || KEY || M, 256)

— H_msg(KEY, M): SHAKE256(toByte(2, 32) || KEY || M, 256)

— PRF(KEY, M): SHAKE256(toByte(3, 32) || KEY || M, 256)

— PRFyq,
— PRFy,,

gen(KEY, M): SHAKE256(toByte(4, 32) || KEY || M, 256)
gen_ mr(KEY, M): SHAKE256(toByte(5, 32) || KEY || M, 256)

When using SHAKE256 and n=24, the following constructions shall be used.

— F(KEY, M): SHAKE256(toByte(0, 4) || KEY || M, 192)

— H(KEY,

M): SHAKE256(toByte(1, 4) || KEY || M, 192)

© ISO/IEC 2024 - All rights reserved
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(KEY, M): SHAKE256(toByte(2, 4) || KEY || M, 192)

— PRF(KEY, M): SHAKE256(toByte(3, 4) || KEY || M, 192)

—  PRFyoyeen(KEY, M): SHAKE256(toByte(4, 4) || KEY || M, 192)

—  PRFyoypen wr(KEY, M): SHAKE256(toByte(5, 4) || KEY || M, 192)

5.2.4 Auxiliary functions

5.2.4.1 General

Both XMSS and XMSS-MT make use of two auxiliary functions, namely the base_w function and the chain

function. T

5.24.2 b

This functi

base w integers (i.e. integers between 0 and w-1).
Algorithm:|base_w(X, w, out_Ilen).
Input: A sequence of bytes X = X[0], ..., X[len_x - 1] of length len_x, the basew which shall be 4 or
output length out_len.
Output: A sequence of integers Q = Q[0],..., Q[out_len-1] of length out. [én from the set {0,1,...,w-1}
Steps:
a) SetinH0,out=0,total =0, bits = 0.
b) Forifrpm O to out_len - 1:
1) If hits is equal to 0 then
i) | Settotal = X[in].
ii)| Setin=in+ 1.
iii)| Set bits = 8.
2) Set bits = bits - Ib(w).
3) Set Q[out] = (total'=3 bits) & (w - 1).
4) Setout = out% .
c¢) ReturnQ.
5.2.4.3 Chainauxiliaryfunetion

ne specifications of these auxiliary functions are given in ».2.4.Z and 5.4.4.5.

pse_w auxiliary function

bn is used in the signing and verification process to convert a string of bites into a

sequence of

16, and the

The chain function is the main building block of the XMSS and XMSS-MT schemes. This is the function used
multiple times to produce the public key and signature from the private key material.

Algorithm:

chain(X, i, s, SEED, ADRS).

Input: A string X, starting index i, length s of the hash chain to be computed, n-byte value SEED, 32-byte value
ADRS formatted as an OTS address according to Table 1.

Output: An

n-byte value output

© ISO/IEC 2024 - All rights reserved
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Steps:

a) Ifsisequalto0,thenreturn X.

b) If(i+s)>w-1,thenreturn NULL.

c¢) Settmp =chain(X, i s- 1, SEED, ADRS).

d) SetADRS.hashAddress=(i+s-1).

e) SetADRS.keyAndMask = 0.

f) Set KEY = PRF(SEED, ADRS).

g) Set ADRSkeyAndMeask=+

h) Set BM|= PRF(SEED, ADRS).

i) Return F(KEY, tmp XOR BM).

5.2.5 WQTS+ One-Time Signature Auxiliary Scheme

5.2.5.1 General

Both XMSSjand XMSS-MT make use of an underlying one-time signatute)scheme called WOTS+.
signature scheme has limited applicability because a signing key canohly be used to sign a sing
If the samg¢ one-time signing key is used twice, the scheme loses. its security guarantees (in|
signature fprgery becomes possible). WOTS+ shall not be used.outside the context of XMSS and
5.2.5.2 givds the definition of WOTS+ key generation, signing\and verification, which are algorith
XMSS/XMSE-MT key generation, signing and verification,respectively.

5.2.5.2 WOTS+ key generation

5.2.5.2.1 |General

5.2.5.2.2, 5|2.5.2.3 and 5.2.5.2.4 describe(the key generation process for WOTS+. There are ty
methods to|create the private key: 1) generate the private key from a single seed (5.2.5.2.2), and
a uniform random private key (5.2.5:223). The main difference is that the method described in
more mempry-efficient as it uses a_pseudo-random function to generate all WOTS+ private kg
from a sing|e seed, while the one.described in 5.2.5.2.3 does not introduce an additional security
regarding the pseudo-randomfiinction step.

Throughouf the document, various other algorithms are required to generate WOTS+ privat
those, it is plways asstumed that the pseudo-random method described in 5.2.5.2.2 is used. Triv

(omitted for simplicity) to these algorithms are allowed so that the method described in 5.2.5

instead, at
same for bg

the cost of storing all WOTS+ private keys. The public key generation given in 5.2,
th/private key generation methods.

A one-time
le message.
particular,
| XMSS-MT.
ms used by

vo possible
2) generate
5.2.5.2.2 is
y elements
hssumption

e keys. For
ial changes
2.3 is used
5.2.4 is the

5.2.5.2.2

WOTS+ Private Key (pseudo-random)

This algorithm generates a WOTS+ private key. This method is called by the XMSS and XMSS-MT signatures
schemes and makes use of SK_S, which works as a seed for the generation of all WOTS+ private keys. This
method also receives an index idx which specifies what WOTS+ private key is required to be generated
(among the 2h possible ones), and the layer L and tree address T to identify the XMSS sub-tree (relevant
when using the XMSS-MT variant).

Algorithm:

Input: An n-

WOTS+_generate_privkey(SK_S, SEED, idx, L, T).

byte string SK_S, public seed SEED, an integer idx, layer L, tree address T.

Output: A sequence of n-byte values sk of length len.

© ISO/IEC 2024 - All rights reserved
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a)
b)
)
d)
e)
f)
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Set ADRS = toByte(0, 32).
Set ADRS.layerAddress = L.
Set ADRS.treeAddress = T.
Set ADRS.OTSAddress = idx.
Set ADRS.hashAddress = 0.

Forifrom O to len - 1:

ANDDC

L A :
L1IINO.CTIUITNIZITUUTI ©Too = 1.

1) Se
2) Sef

g) Return

5.2.5.2.3
This algorif
Algorithm:

Input: Nong.

Output: As

Steps:

a) Forifr
1) Le

b) Return

5.2.5.2.4

This algorif
is public in

Algorithm:

Input: Sequence of n-byte'strings sk of length len, n-byte SEED, a 32-byte ADRS formatted as an (

according t

Output: Sec

sk{i] = PRFyqygen(SK_S, SEED || ADRS)
sk.

WOTS+ private key (random)

hm generates a WOTS+ private key.

WOTS+_generate_privkey_random().

equence of n-byte values sk of length len.

pbm 0 to len - 1:
sk[i] be an n-byte string from the outptut generation function of an RBG

sk.

WOTS+ public key

hm generates a WOTS+public key from a private key. It should be noted that the SEE]
ormation that is alse made available to the verifier.

WOTS+_generate._pubkey(sk, SEED, ADRS).

p Table 1=

uence of n-byte strings pk of length len.

Steps:

D used here

TS address

a)

Forifrom O to len - 1:

1) Set ADRS.chainAddress = i.

2) Set pkli] = chain(sk[i], 0, w - 1, SEED, ADRS).

b)

Return pk.
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5.2.5.3 WOTS+ signing

This algorithm generates a signature from a private key and a message. The values len; and len, used in

WOTS+_sig

n are constants derived from the parameters n and w:

— leny = ceil(8*n/lb(w))
— len, = floor(Ib(len; * (w- 1)) /Ib(w)) + 1

Algorithm:

WOTS+_sign(sk, m, SEED, ADRS).

Input: A private key SK, a message M’ of length n bytes to be signed, n-byte SEED, a 32-byte ADRS formatted
as an OTS address according to Table 1.

[he WOTS+
y from the

the WOTS+

Output: Sighature sig Tor the message M.
Steps:
a) Setcsum=0.
b) Set msg = base_w(M’, w, len;).
¢) ForifrpmO tolen,-1:
1) Setcsum =csum+w-1 - msg[i].
d) Setcsum =csum << (8 - ((len, * Ib(w)) mod 8)).
e) Setlen?_bytes = ceil((len, * Ib(w)) / 8).
f) Setmsg = msg || base_w(toByte(csum, lenZ2_bytes), w, lery).
g) ForifrpmOtolen- 1:
1) Set ADRS.chainAddress = i.
2) Setsig[i] = chain(SK]i], 0, msg|i], SEED{ADRS).
h) Return|sig.
5.2.5.4 WOTS+ verification
5.2.5.4.1 |Compute the WOTS+ public key
This algorithm verifies if a'signature is authentic given a signature, a public key and a message.
verificatior] process js, divided into two parts. The first one recomputes the WOTS+ public ke
WOTS+ sighature. The second one checks if the recomputed WOTS+ public key matches the original one.
When used in the' context of XMSS or XMSS-MT signature verification, only the first part of
verification| process is performed, i.e. the WOTS+ public key recovery step. It is never compared wit

h any other

WOTS+ public Key. This veritication is implicitly done at the XMSS or XMSS-MT signature veriticat

This algorithm computes a WOTS+ public key from a message and its signature.

Algorithm:

WOTS+_pk_from_sig(sig, M, SEED, ADRS).

on level.

Input: A signature sig, a message M’ of length n bytes, n-byte SEED, a 32-byte ADRS formatted as an OTS
address according to Table 1.

Output: A public key candidate tmp_pk.

Steps:

a) Setcsum=0.

© ISO/IEC 2024 - All rights reserved
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b)
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Set msg = base_w(M’, w, len,).

For i from O to len, - 1:

1) Setcsum =csum+w-1-msg[i].

d)

f)
g)

Set csum = csum << (8 - ((len, * Ib(w)) mod 8)).
Set lenZ_bytes = ceil((len, * 1b(w)) / 8).
Set msg = msg || base_w(toByte(csum, len2_bytes), w, len,).

ForifromOtolen-1:

ANDDC

L A :
L1IINO.CTIUITNIZITUUTI ©Too = 1.

1) Se
2) Sef

h) Return

5.3 XMS

5.3.1 Gel

The XMSS

signatures.
binary tree
for XMSS-M
specifically
can be used
thus an XM

To prevent
is numbere
signature, |
same WOT
stateful sch

An XMSS ¢
which is a
key associg

informatiola}I

with the X

There are 5
profile, alth

The key ge

tmp_pk[i] = chain(sig[i], msg[i], w - 1 - msg|i], SEED, ADRS).

tmp_pk.
5 Algorithms

heral

kcheme is a multi-time stateful signature scheme that allows for a large but fixed
[t uses the WOTS+ one-time signature scheme as a buildingblock. It also uses a perfect
called a Merkle tree. This binary tree has height h/d (for XMSS, d = 1 and therefore h
T d > 1). For the sake of simplicity, the height can bé.considered to be h, since this ref
A tree of height h has exactly 2" leaf nodes. Each\lgaf node represents one WOTS+ k
to generate one signature. In practice, such abirtary tree represents a set of 2" WOTS
SS instantiation with parameter h allows up.to-2" signatures.

reusing the same WOTS+ key pair, each(leaf node (which is associated with a WOT
d from 0 to (2" - 1), where the leftmost leaf node has index 0. After producing a n
he index shall be increased by 1. This process shall be flawlessly performed since
b+ key pair more than once voids its security guarantees. This process makes the XM}
eme, meaning that the signer shall flawlessly update this index after each signature.

ignature essentially consists of two things: a WOTS+ signature and the authentic
bet of nodes of the Merkle tree. The WOTS+ signature is used to re-generate the W(
ted with the currentleaf node. The WOTS+ public key plus the authentication path
for a verifier to(réconstruct the root of the Merkle tree. If the re-computed root no
SS public key, the verifier then knows that the signature is authentic.

everal méthods to compute authentication paths, and each one offers a different p
ough allof them should compute exactly the same authentication path for a given sig

neration and signing algorithms (for both XMSS and XMSS-MT) assume that the pseu

WOTS+ pri

number of
ly balanced
d = h, while
brs to XMSS
by pair that
+ key pairs,

+ key pair)
ew WOTS+
reusing the
bS scheme a

ation path,
TS+ public
are enough
de matches

brformance
hature.

do-random

até key generation method described in 5.2.5.2.2 is used. In this case, the WOTS+ q

rivate keys

are generated from a seed SK_S contained in the private key SK. If the random method described in 5.2.5.2.3
is used instead, the XMSS private key will not have a SK_S element, but rather the WOTS+ private keys

instead.

5.3.2 Auxiliary functions

5.3.2.1 RAND_HASH

This algorithm implements the randomized tree hashing.

Algorithm:

RAND_HASH(LEFT, RIGHT, SEED, ADRS).

© ISO/IEC 2024 - All rights reserved
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Input: An n-byte string LEFT, an n-byte string RIGHT, an n-byte string SEED, a 32-byte string ADRS formatted
according to Table 1 as either an L-tree Address or a Hash tree Address.

Output: An n-byte string.

Steps:

a) SetADRS.keyAndMask = 0.
b) Set KEY =PRF(SEED, ADRS).
c) SetADRS.keyAndMask = 1.
d) Set BMy=PRF(SEED, ADRS).

e) Set ADRS.keyAndMask = 2.
f) Set BM| = PRF(SEED, ADRS).
g) ReturnH(KEY, (LEFT XOR BM,) || (RIGHT XOR BM,)).

5.3.2.2 L|TREE
This algorithm compresses a WOTS+ public key pk into a single n-byte valu€ pk[0].
Algorithm:[L_TREE(pk, SEED, ADRS).

Input: A sgquence of n-byte strings pk of length len, public SEED; and 32-byte address ADRS formatted
according tp Table 1 as an L-tree Address. It should be noted that this method modifies the input|pk.

Output: An|n-byte string pk[0].
Steps:
a) Setlen|=len.
b) Set ADRS.treeHeight = 0.
c) While fen’> 1 do:
1) Forifrom 0 to floor(len’/ 2) 1:
i) | Set ADRS.treelndex'= I.
ii) | Set pk[i] = RAND_HASH(pk[2i], pk[2i + 1], SEED, ADRS).
2) [Iflen’mod 2 is.equal to 1:
d) Set pk[floor(len’/ 2)] = pk[len’- 1].
1) Setlén’= ceil(len’/ 2).

2) Increment ADRS.treeHeight by 1.
e) Return pk|[0].

5.3.2.3 treeHash

The treeHash algorithm is an auxiliary function that computes a specific node of the tree. It is used in the
context of generating key pairs and computing authentication paths. It makes use of the conventional stack
data structure which has a push (insert an item at the top of the stack) and a pop (remove an item from the
top of the stack) operation working in a last-in-first-out fashion.

Algorithm: treeHash(SK, s, t, ADRS).

© ISO/IEC 2024 - All rights reserved
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Input: XMSS private key SK, an unsigned integer s representing the start index, an unsigned integer t
representing the target node height, and an address ADRS formatted according to Table 1 as a Hash tree
Address.

Output: n-byte root node of a sub-tree.
Steps:
a) If (smod (2% is not equal to 0) return -1.
b) forifromO to 2t-1:

1) SetSEED = SK.SEED.

2) SefADRSType=0.
3) Set ADRS.OTSAddress = (s + i).

4) Setpk=WOTS+_generate_pubkey(WOTS+_generate_privkey(SK.SK_S, SEED, s + ;;ADRS.IdyerAddress,
ADRS.treeAddress), SEED, ADRS).

5) SetADRS.type=1

6) SetADRS.ItreeAddress = (s + ).

7) Setnode =L_TREE(pk, SEED, ADRS).

8) Set{ADRS.type =2.

9) SetADRS.padding = 0.

10) Set ADRS.treeHeight = 0.

11) Set ADRS.treelndex = (i + s).

12) While (Stack is not empty and Top node.on Stack has same height t' as node):
i) | Set ADRS.treelndex = ((ADRS.treeindex - 1) / 2).
ii) | Set node = RAND_HASH(Stdek.pop(), node, SEED, ADRS).
iii)] Set ADRS.treeHeight =\(ADRS.treeHeight + 1).

13) Stdck.push(node).

c) ReturnStack.pop().

The description abevé-assumes that the pseudo-random key generation method from 5.2.5.2.2 is used.
Alternativdly, if theimethod from 5.2.5.2.3 is used, then step b)4) would not reconstruct the private key, and
instead it would use the one stored in sk (i.e. the WOTS+ private key).

5.3.3 XMSS Key Generation

5.3.3.1 General

This key generates an XMSS key pair for a given layer and tree. The XMSS private and public key generation
methods described in 5.3.3.2 follow the definition provided in Section 7.2.1 of NIST SP 800-208.[12] The
XMSS private and public keys consist of the following components:

NOTE SEED and root are public and stored in private and public keys.
— Private key:

— Ifthe pseudo-random method described in 5.2.5.2.2 is used, a seed SK_S (n bytes),

© ISO/IEC 2024 - All rights reserved
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idx, index of the next WOTS+ private key that has not been used yet (8 bytes),

SK_

ISO/IEC 14888-4:2024(en)

PRF, a key for the PRF (n bytes),

root, the root of the tree (n bytes),
SEED, the public seed (n bytes);
Public key:

type, the type code (4 bytes),

If the random method described in 5.2.5.2.3 is used, 2" WOTS+ private keys (2 * len * n bytes),

rog

SE|

The XMSS |
signature.
is returned
parameter;

The XMSS K
one that sh
flavours as
sake of clan

Both methg

is used, which derives all WOTS+ private key elements fsom SK_S. If the random method d

5.2.5.2.3is
shall store

++1 £ ofl o & Lo locst )
¢, LTI TUUL UL UIIU LITUT Lll Uy LCD},
D, the public seed (n bytes).

keygen algorithm also helps with the computation of the authenticationxpath f
The type code, which uniquely identifies the algorithm and parameterconfigura

).

ey generation is given in two flavours: one that shall be used if XMSS is used isolated, ¢

a single algorithm but this would lead to if-then-else branches and optional paramet
ity, they are presented separately.

ds assume that the pseudo-random WOTS+ privatekey generation method described

used, instead then the XMSS private key shallnot have a SK_S element, and the XMSS
hll (274 in total) WOTS+ private keys instead:

r the first
fion, which

as part of the public key, is assumed to be known by the implementation (as all gther cipher

nd another

h1]l be used if integrated into XMSS-MT key generation procedure: It is possible to implement both

ers. For the

in5.2.5.2.2
escribed in
private key

5.3.3.2 XMSS Key Generation (For XMSS-only)

Algorithm:[XMSS_keygen()

Output: priyate key SK, public key PK.

Steps:

a) LetSK.SK_S be an n-byte stking from the output generation function of an RBG.
b) Let SK.SEED be an n-bytestring from the output generation function of an RBG.
c) SetADRS =toByte(0,32).

d) LetSK|PRF bean n-byte string from the output generation function of an RBG.

e) Setroot={reeHash(SK, 0, h, ADRS).

f) SetSK.idx = 0.

g) SetSK.root=root.

h) SetSK=idx || SK_S|| SK_PRF || root || SK.SEED.

i) Set PK =type || root || SK.SEED.

j)  Return (SK || PK).

5.3.3.3 XMSS Key Generation (For XMSS-MT integration)

Algorithm:

XMSS_keygen(SK_MTS_S, L, T, ADRS).
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Input: an n-byte string from the output generation function of an RBG called SK_MTS_S, the layer L (in the

range [0, ..., d-1], where d is the number of layers for XMSS-MT), the tree index T, an n-byte ADRS.

Output: private key SK, public key PK.

Steps:

a)
b)
<)
d)
e)
f)
g)
h)

k)

534 XM

Given an XNISS private key, a message and an authenticatienpath, this algorithm generates an XM§
and updatgs the XMSS private key. This algorithm assumes that the authentication path has already been
pre-compu
computatig
XMSS priv

The XMSS 9

Algorithm:

Input: Priv

Let SK.SEED be an n-byte string from the output generation function of an RBG.

Set ADRS.layerAddress = L.

Set ADRS.treeAddress = T.

Set SK.SK_S = PRFyygen mr(SK_MTS_S, SEED || ADRS).

Let SK |

PRF be an n-byte string from the output generation function of an RBG.

Set roof = treeHash(SK, 0, h/d, ADRS).

Set SK.

dx=T*2h/d),

Set SK.root = root.

Set SK ¥ idx || SK_S || SK_PRF || root || SK.SEED.

Set PK F type || root || SK.SEED.

Return

idx_sig

(SK || PK).

SS Signing

ed using one of the authentication pathCcomputation algorithms. A simple authenti

te key given the index update process.
ignature consists of the following components.

the index of the used WOTS* key pair (8 bytes),

r, a bytp string used for randomized message hashing (n bytes),

sig_ots

AUTH,

a WOTS+ signature (len - n bytes),
he authentication path for the leaf (h - n bytes).
XMSS_sign(SK, AUTH, m).

ite’Key SK, authentication path AUTH, message m.

Ssignature

cation path

n algorithm is given in 5.3.5. It should be noted that the XMSS signing algorithm npodifies the

Output: The updated private key SK and the signature Sig.

Steps:

a)
b)
)
d)
e)

Set idx_sig = SK.idx.

Set SK.idx = SK.idx + 1.

Set ADRS = toByte(0, 32).

Set r = PRF(SK.PRF, toByte(idx_sig, 32)).

Set M’ = H_msg(r || SK.root || toByte(idx_sig, n), m).
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f) SetADRS.type =0.

g) Set ADRS.OTSAddress = idx_sig.

h) Set sig ots = WOTS+_sign(WOTS+_generate_privkey(SK.SK_S, idx_sig, ADRS.layerAddress, ADRS.
treeAddress), M', SK.SEED, ADRS).

i) SetSig=idx_sig || r|| sig_ots || AUTH.

i) Return (SK Sig).

In step b), SK shall be updated. No signature shall be returned if the update of SK fails.

5.3.5 XMSS Authentication Path Computation

This algori
index i, ang
variant cal
correctly ir
pair index 4

Algorithm:

Input: the ]
according t

Output: AU
Steps:

a) Forjfr
1) Sef
2) Sef

b) Return

5.3.6 XM

53.6.1 G

The XMSS
XMSS sign4g
node. If the

53.62 C

thm computes the authentication path given the XMSS private key SK, the WOTS+
| ADRS. It is important to note that this algorithm is simple but not efficient) A’ ma
ed the BDS algorithm can be found in Reference [11]. Any authentication path algor
hplemented, shall return the same authentication path for a given XMSS-private key,
nd ADRS buffer.

build Auth(SK, i, ADRS).

KMSS private key SK, the WOTS+ key pair index i, and ADRS\which is 32-byte value
p Table 1.

'H, the authentication path for key pair index i.

bm 0 to h/d - 1:

k = floor(i / (2/)) XOR 1.

AUTH|[j] = treeHash(SK, k * 2/, j, ADRS).
AUTH.

SS Verification

eneral

Verification algorithm is divided into two procedures: the first computes a root noc
ture and thexsecond one checks if the produced root node matches the XMSS pub
y match, the signature is accepted as authentic, and rejected otherwise.

pmpute Root Node from Signature

This algori

key pair of
re efficient

ithm, when
WOTS+ key

formatted

le from the
ic key root

him’computes a root node from a signature, a message, PK, and an n-byte ADRS

Algorithm:

Input: Tree

XMSS_rootFromSig(sig, M’, PK, ADRS).

signature sig, n-byte ADRS message M’, public key PK.

Output: The root node computed from the signature.

Steps:
a) Setsig_
b) Setidx_

ots = sig.sig_ots.

sig = sig.idx_sig.

c) SetAUTH = sig.auth.
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d) SetSEED = PK.SEED.

e) SetADRS.Type=0.

f) Set ADRS.OTSAddress = idx_sig.

g) Setpk_ots=WOTS+_pk_from_sig(sig_ots, M’, SEED, ADRS).
h) SetADRS.Type = 1.

i) Set ADRS.ItreeAddress = idx_sig.

j) Setnode[0] = L_TREE(pk_ots, SEED, ADRS).

k) Set ADRSHrpe==2-
1) Set ADIS.Padding =0.
m) Set ADRS.Treelndex = idx_sig.
n) ForifrpmOtoh/d- 1:
1) SetADRS.TreeHeight = i.
2) Iffloor(idx_sig / 27) mod 2 is equal to 0:
i) | Set ADRS.Treeindex = ADRS.Treelndex / 2.
ii)| Set node[1] = RAND_HASH(node[0], AUTH[i], SEED,/ADRS).
3) Iffloor(idx_sig / 21) mod 2 is not equal to O:
i) | Set ADRS.Treeindex = (ADRS.Treelndex - 1) [-2;
ii)| Set node[1] = RAND_HASH(AUTH]i], nodef0], SEED, ADRS).
4) Setnode[0] = node[1].
o) Return node[0].
5.3.6.3 XMSS Verify
This algorithm verifies an XMSS.signature using the XMSS public key and a message.
Algorithm:[XMSS_verify(Sig, PK, m).
Input: Signature Sig, public key PK, message m.
Output: VALID or INVALID.

Steps:

a) SetADRS =toByte(0, 32).

b) SetM'=H_msg(r || PK.root || toByte(idx_sig, n), m);
c) Setnode=XMSS_rootFromSig(Sig, M, PK, ADRS).

d) Ifnode is equal to PK.Root, then return VALID.

e) Ifnode is not equal to PK.Root, then return INVALID.
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5.4 XMSS-MT Algorithms

5.4.1 General

The XMSS Multi-Tree (XMSS-MT) scheme is a variant of the XMSS scheme and allows for a very large number
of signatures (e.g. 269). To achieve this, the Merkle tree used in XMSS-MT is composed of many sub-trees.
Each sub-tree has a height h / d, and there are d layers of sub-trees. The parameter d is important for XMSS-
MT, while it can be assumed as d = 1 for XMSS.

The type code, which uniquely identifies the algorithm and parameter configuration (returned as part of
the public key), is assumed to be known by the implementation. This is also the case for all other cipher
parameters).

5.4.2 XMSS-MT key Generation
This algorithm generates an XMSS-MT private and public key.
Algorithm:[XMSS_MT_keygen().
Input: No ipput.
Output: An|XMSS-MT key pair (SK_MT, PK_MT).
Steps:
a) SetSK|MTidx_MT = 0.
b) SetSKMTidx = 0.
¢) LetSK|MT.SK_S be an n-byte string from the output generation function of an RBG.
d) LetSK|MT.SK_PRF be an n-byte string from the output generation function of an RBG.
e) LetSK|MT.SEED be an n-byte string from the output generation function of an RBG.
f) Set ADRS =toByte(0, 32)
g) ForlayprfromOtod- 1:
1) Set ADRS.layerAddress = layer:
2) Fortreefrom0to (1 <<\((d - 1 - layer) * (h / d))) - 1:
i) | Set ADRS.treeAddress = tree.
ii) | Set (XMSSLSK, XMSS_PK) = XMSS_keygen(SK_MT.SK_S, tree, layer, ADRS)
iii)] setXMSS_SK(SK_MT, XMSS_SK.SK_S, tree, layer).

h) Set XMESSSK = getXMSS_SK(SK_MT, 0, d-1).

i) Set XMSS_SK.SEED = SK_MT.SEED.

j) Setroot=treeHash(XMSS_SK, 0, h / d, ADRS).
k) SetSK_MT.root = root.

1) Set PK_MT = type || root || SEED.

m) Return (SK_MT || PK_MT).

setXMSS_SK(SK_MT, SK_MT_S, tree, layer) denotes the procedure that sets the private key for the specific
XMSS subtree. getXMSS_SK(SK_MT, tree, layer) denotes the procedure that retrieves the specific subkey.
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5.4.3 XMSS-MT signing

5.4.3.1 XMSS-MT treeSig

The treeSig algorithm generates a WOTS+ signature for a message with a given authentication path.

Algorithm:

treeSig(M’, SK, idx_sig, ADRS)

Input: n-byte message M’, XMSS private key SK, signature index idx_sig, ADRS

Output: WOTS+ signature sig_ots and authentication path auth

Steps:

a) Setaut]
b)
9]

d)

Set AD]
Set AD|

sig_ots
M, SK.

Return|

e)
5.4.3.2

This algori
requires an
is provided
index upda
Algorithm:
Input: Priv
Output: Up
Steps:

a)
b)
9
d)

e)

Set ADJ
Set SER
Set SK |
Set idx]

Set SK |

h = build Auth(SK, idx_sig, ADRS).
RS.type = 0.
RS.0TSAddress = idx_sig.

= WOTS+_sign(WOTS+_generate_privkey(SK.SK_S, idx_sig, ADRS.layerdAddress, ADRS.t
bEED, ADRS).

sig_ots || auth.

XIMSS-MT Signing

thm generates an XMSS-MT signature and updates, the XMSS-MT private key. Thi
authentication path computation algorithm. A siniple authentication path computatio
in 5.3.5. It should be noted that the XMSS-MT signing algorithm modifies the private k
e process. The XMSS-MT signing algorithm uses the treeSig algorithm as an intermed

XMSS_MT_sign(SK_MT, m).
te key SK_MT, message m.
Hated private key SK_MT and Signature Sig_MT.

RS = toByte(0, 32).

D =SK_MT.SEED.
PRF = SK_MT\SK_PRF.
sig = SKCMT.idx.
IMT.idx = idx_sig + 1.

'eeAddress),

5 algorithm
h algorithm
by given the
liate step.

f) Setr=
g)

h)

Set M'=
Set Sig_
Let idx_
Let idx_

Set SK =

H_msg(r || SK_MT.root || toByte(idx_sig, n), m).

MT = idx_sig.

tree be the (h - ( h / d)) most significant bits of idx_sig.

leafbe the (h / d) least significant bits of idx_sig.

idx_leaf || getXMSS_SK(SK_MT, idx_tree, 0) || SK_PRF || toByte(0, n) || SEED.

Set ADRS.layerAddress = 0.
Set ADRS.treeAddress = idx_tree.
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n) Set Sig_tmp = treeSig(M’, SK, idx_leaf, ADRS).

o) SetSig MT = Sig MT || r|| Sig_tmp.

p) Forjfrom1tod- 1:

1)
2)
3)
4)
5)
6)
7)
8)
9)

Set root = treeHash(SK, 0, h / d, ADRS).

Let idx_leaf be the (h / d) least significant bits of idx_tree.

Let idx_tree be the (h -j * (h / d)) most significant bits of idx_tree.
Set XMSS_SK = getXMSS_SK(SK_MT, idx_tree, j).

£ YALCC CIZ 1l VAICC CI” CI1> _DDIY
\Y

a ¥
_[__
y
y
g

SetrSK=tchx—teaf HHXMSS—SKHHMSS—SK-SK—PRIHtoByteton
Set ADRS.layerAddress = j.

Set ADRS.treeAddress = idx_tree.

Set Sig_tmp to be treeSig(root, SK, idx_leaf, ADRS).

Set Sig_MT to be Sig_MT || Sig_tmp.

q) ReturnSK_MT || Sig_MT.

[t should bg noted that signatures produced in step p) can be cached and only computed once.

5.4.4 XMSS-MT Verification

This algorithm verifies if an XMSS-MT signature is authentie.

Algorithm:[XMSS_MT verify(Sig_MT, PK_MT, m).

Input: Signature Sig_MT, public key PK_MT, message.m.

Output: VALID or INVALID.

Steps:

a) Setidx|sig = Sig_MT.idx.

b) SetSEHD = PK_MT.SEED.

c) SetADRS =toByte(0, 32):

d) SetM’x H_msg(Sig-MT.R || PK_MT.Root || (toByte(idx_sig, n)), m).

e) Letidx|leafbethe (h / d) least significant bits of idx_sig.

f) Letidx|treebe the (h-h / d) most significant bits of idx_sig.

g) SetSig’ = getXMSSSignature(Sig_MT, 0).

h) Set ADRS.layerAddress = 0.

i) Set ADRS.treeAddress = idx_tree.

i) SetSigidx = idx_leaf.

k) Set node = XMSS_rootFromSig(Sig’, M', PK_MT, ADRS).

1) Forjfrom1ltod-1:

1y

Set idx_leaf'to be the (h / d) least significant bits of idx_tree.
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2)
3)
4)
5)
6)
7)

Set ADRS.layerAddress = j.

Set Sig’.idx = idx_leaf.

ISO/IEC 14888-4:2024(en)

Set ADRS.treeAddress = idx_tree.

Set Sig’ = getXMSSSignature(Sig_MT, j).

Set node = XMSS_rootFromSig(Sig’, node, PK_MT, ADRS).

m) Ifnode is equal to PK_MT.root, then return VALID.

DL

£

ANIZALLD

Set idx_tree to be the (h - j*h/d) most significant bits of idx_tree.

n) Ifnode

3 r's 1
IS5 11IUL Cbl\alal U

AT
I'Ix_1vi1.rouvc,

AN rs I
LIICIrreiurisr

IVVZIILIL,.

getXMSSSignature(Sig_MT, i) denotes the function that returns the i-th XMSS signature fronra

signature.

5.5 Suggested parameters

This document provides sets of parameters based on SHA2-256, SHA2-256/192 (SHA2-256 ti

the most s
represente

gnificant 24 bytes), or SHAKE256 with an output size of n bytes. The output dige
] as a parameter n which is given in bytes, i.e. n = 24 or n = 32.

Besides haying different choices for the underlying hash function ardd the output length, they a

terms of h
and d (the 1
Winternitz

The param
and signaty

Table 2 — XMSS sizes (in bytes)

height of the tree), which can be: 10, 16 or 20, for XMSS,:and 20, 40, 60 for XMSS-MT, r
umber of multi-trees in XMSS-MT). All XMSS and XMSS-MT parameters use a single v
parameter, w = 16, to be consistent with other XMSS$ published standards.

bters for XMSS and XMSS-MT, including their type code and corresponding private key
re sizes, are listed in Table 2 and Table 3, respectively.

h XMSS-MT

uncated to
5t length is

so differ in
bspectively,
alue for the

, public key

Type C¢de for Type Code for n Q\v w|Private key size Public key size |Signature gize
SHA2-256 SHAKE256 \O (4n +8) (2n +4) (8+n+ (len+h) * n)
0x0000000 0x00000010 32 10 16 136 68 2504
0x0000000 0x00000011 32 16 16 136 68 2 696
0x0000000 0x00000012 32 20 16 136 68 2 824
0x0000000 0x00000013 24 10 16 104 52 1496
0x0000000% 0x00000014 24 16 16 104 52 1640
0x0000000F 0x00680015 24 20 16 104 52 1736
Table 3 — XMSS-MT sizes (in bytes)
Type Code fm@:{Z’- WE?'qulfnfgr n h d w|Private key size |Public key size |Signature size
2506 SHAREZS0 cell(n/8)J+3n+ & [Zn+4& ceill(n/8)+n+(h+d
*len) * n
0x00000001 0x00000029 32 20 2 16 103 68 4963
0x00000002 0x0000002A 32 20 4 16 103 68 9251
0x00000003 0x0000002B 32 40 2 16 105 68 5605
0x00000004 0x0000002C 32 40 4 16 105 68 9893
0x00000005 0x0000002D 32 40 8 16 105 68 18469
0x00000006 0x0000002E 32 60 3 16 109 68 8 392
0x00000007 0x0000002F 32 60 6 16 109 68 14 824
0x00000008 0x00000030 32 60 12 16 109 68 27 688
0x00000021 0x00000031 24 20 2 16 79 52 2955
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Table 3 (continued)

Type Code for SHA2- Type Code for n h d w|Private key size | Public key size |Signature size
256 SHAKE256 ceil(h/8) +3n+4|2n +4 ceil(h/8)+n+ (h+d
*len) * n
0x00000022 000000032 24 |20 4 16 79 52 5403
0x00000023 0x00000033 24 40 2 16 81 52 3437
0x00000024 0x00000034 24 |40 4 16 81 52 5885
0x00000025 0x00000035 24 40 8 16 81 52 10 781
0x00000026 0x00000036 24 60 3 16 85 52 5145
0x00000027 0x00000037 24 |60 6 16 85 52 8817
0x00000028 0x00000038 24 60 12 16 85 52 16 161
6 LMS and HSS schemes
6.1 Byte|ordering convention

The functipns u8str(x), uléstr(x), and u32str(x) convert an unsigned integer 'to a sequence
and 4, respectively. The reverse operations are defined with the respective functions

length 1, 2,
strtoul6(x)

6.2 Cony
Algorithm:
Input: A by
Output: Th
Steps:

a) Settmy
b) Settmy

¢) Return

6.3 Cheg
Algorithm:
Input: A by
Output: Th

and strtou32(x).

erting to base 2V
coef(x, i, W)

fe string x, index i and base Win {1, 2, 4, 8}.

e ith W-bit value of x, when interpreting x as‘asequence of W-bit values.

= x[floor(i * W / 8)]. Here, x[/] is th€)-th byte from x.

=tmp >> (8- (W™* (imod (8 /D)) + W)).
(2W-1) & tmp.

ksum Calculation
checksum(x, W)
e string x0flength / and base 2W.

e checksum for x as a 16-bit unsigned integer.

Steps:

of bytes of
strtou8(x),

a)
b)
)
d)
e)
f)

Setls =

Return

Setsum =0
Set len; = ceil(8*]/W)
Set len, = ceil((floor(Ib((2¥ - 1) * len)) + 1) / W)

16 - (len, * W)

(sum << Is).

ForifromOto (1*8 /W) -1, set sum = sum + (2¥ - 1) - coef(x, i, W).
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6.4 Type code

A type code is an unsigned integer that is associated with a particular format of LM-OTS, LMS, and HSS.
All signatures and public keys use a 4-byte typecode which specifies the precise details of the format. The
typecode specifies the values for n and W, and the hash function to use for H.

6.5 LM-OTS

6.5.1 General

6.5 defines the LM-OTS signature scheme. LM-OTS is a one-time signature scheme used as a building block
for both LMS and HSS. LM-OTS shall not be used outside the context of LMS or HSS. LM-OTS has the following

parameters:

n: Outy

W: Thi
param

H: The

ut size of the hash function in bytes. This shall be 24 or 32.

5 shall be 1, 2, 4 or 8. It should be noted that in LMS/HSS, this parameter isjthe log
pter used in XMSS.

cryptographic hash function used in LM-OTS. This shall be SHA2-256(Dedicated Has

bf the same

h-Function

4 defined in ISO/IEC 10118-3), SHA256/192 (SHA2-256 truncated to the most significant 24 bytes) or
SHAKH256 with an output size of n (see ISO/IEC 10118-3:2018, C.2).
The parampter n determines the security of LM-OTS. The parametey. W determines the length |of the hash
chains in the scheme, which influences the signature size and computation time.
The LM-OTS key generation, signing and verification further take the following parameters into pccount:
— I: This |s a 16-byte identifier which indicates which Metkle tree this LM-OTS is used with.
— q: This|is a 32-bit integer that indicates the leaf of the’Merkle tree where the LM-OTS public key is used.
— len: The number of n-byte string elements thatimake up an LM-OTS signature.
The value I¢n is fully determined by n and W, alid computed as follows:
— leny = geil(8*n/W).
— len, = deil((floor(Ib((2W - 1) * lemy})+ 1) / W).
— len =lep, + len,.
A unique pgrameter set name-is associated with each parameter set. For example, LMOTS_SHA256_N32_W4
refers to LNI-OTS using SHA2-256 with n =32 and W = 4.
6.5.2 Key generation
6.5.2.1 Private Key
Algorithm: LMOTS_generate_privkey(l, g, type).

Input: An identifier /, the leaf index g, the 4-byte typecode type.

Output: LM

Steps:

-OTS private key.

a) Generate len n-byte strings x[0], ..., x[len-1] from the output generation function of an RBG.

b) Output private key k = u32str(type) || I || u32str(q) || x[0] || x[1] || --- || x[len-1].

An LM-OTS private key shall be used to sign at most one message.
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6.5.2.2 Private Key (from seed)

Alternative

Algorithm:

ly, a private key can be generated from an n-byte seed SK.S.

LMOTS_generate_privkey_from_seed(l, g, SK.S, type).

Input: An identifier I, the leaf index g, the n-byte seed SK.S, the 4-byte typecode type.

Output: LM

Steps:

-OTS private key.

a) forifromOtolen - 1:

1) X[I'_ = HU ii u3Zstr (q) ii ut6str ri) ii uBstr (u II) ii SKS)
b) Return|private key k = u32str(type) || I || u32str(q) || x[0] || x[1] || ... || x[len-1].
An LM-OT{ private key shall be used to sign at most one message.
6.5.2.3 Public Key
The LM-OTS public keys are generated from the private key in the following Wway:

Algorithm:
Input: LM-(
Output: LM
Steps:

a)
b)

Extrac
For i fr
1) Sef
2) Fo
3) Set
c) SetK=

d) Return

6.5.3 Sig

Algorithm:

LMOTS_generate_pubkey (k).
TS private key k.
-OTS public key.

the values I, g, type and x[] from k.

bm 0 to len - 1:

tmp = x[i].

j from 0 to 2W - 2, set tmp = H{H| u32str(q) || ul6éstr(i) || u8str(j) || tmp).
y[i] = tmp.

H(I || u32str(q) || uléstr(oxsoso) || y[0] || ... || y[len-1]).

u32str(type) || |}132str(q) || K.

ning

LMOTS sign(m, k).

Input: Mess

age’m to be signed, LM-OTS private key k.

Output: Signature s for message m.

Steps:
a)
b)
9
d)

Set M’ =

Extract the values [, g, x and type from k.

Let C be an n-byte string from the output generation function of an RBG.

H(I || u32str(q) || uléstr(oxsis1) || C || m).

Forifrom O to len - 1:

1) Seta =coef(M’|| checksum(M’,W).
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2) Settmp = x][i].
3) ForjfromOtoa-1,settmp=H(|| u32str(q) || uléstr(i) || u8str(j) || tmp).
4) Setyli] = tmp.

e) Returnu32str(type) || C || y[0] || --- || y[len-1].

6.5.4 Verification

Verifies if a signature is authentic given a signature, a public key and a message. The LM-OTS verification
process is divided into two parts. The first is to recompute the LM-OTS public key from the LM-OTS
signature. The second is to check if the recomputed LM-OTS public key matches the original one.

When used|in the context of LMS or HSS signature verification, only the first part of the LM-OTS}t/erification
process is performed, i.e. the LM-OTS public key recovery step. It is never compared with anylether LM-OTS
public key. [Chis verification is implicitly done at the LMS or HSS signature verification level,

Algorithm:|[LMOTS_pubkey_from_sig(m, s, pub_key).
Input: Mesdage m, signature s, the LMS public key pub_key.
Output: The recomputed LM-OTS public key Kc.
Steps:
a) Parse g to obtain C and y[0], ..., y[len - 1]. Parse pub_key to obtdin I and q.
b) SetM’$ H(I|| u32str(q) || uléstr(oxs181) || C || m).
c¢) ForifrpmOtolen-1:
1) Seta = coef(M’|| checksum(M’,W).
2) Settmp =yli].
3) Forjfromato 2W- 2, set tmp = H(I |}u32str(q) || ul6str(i) || u8str(j) || tmp).
4) Set z[i] = tmp.
d) SetKc# H(I|| u32str(q) || ul6str(oxsoso) || z[0] || z[1] || .- || z[len-1]).

e) Return Kc.

6.5.5 Suggested Parameters

The suggested parameters for LM-OTS can be found in Table 4.

Table 4 — LM-OTS parameter sets

Type Code for SHA2 | Type Code for SHAKE n w
0x00000001 0x00000009 32 1
0x00000002 0x0000000A 32 2
0x00000003 0x0000000B 32 4
0x00000004 0x0000000C 32 8
0x00000005 0x0000000D 24 1
0x00000006 0x0000000E 24 2
0x00000007 0x0000000F 24 4
0x00000008 0x00000010 24 8
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6.6.1 General

The LMS scheme can sign a fixed number of messages. It uses the LM-OTS signature scheme defined in 6.5
and builds a full binary Hash tree where the leaves are the public keys of LM-OTS key pairs. Each node of this
tree is associated with a node number. The root is defined to be the node with number 1. For a node with the
number N, the left child is defined as the node with number 2*N and the right child as the node with number

2*N + 1.

LMS uses the following parameters:

h: The height of the tree. This shall be in {5, 10, 15, 20, 25}.

m: The
with th

H: The
shall b

number of bytes associated with each node. This shall be in {24, 32}. This shall nott
e message m.

cryptographic hash function used in LM-OTS and to generate the Merkle treenodes i
e SHA2-256, SHA2-256/192 (SHA2-256 truncated to the most significant;24' bytes) or

with an output size of m.

OTS: A
param

An LMS trd
defined wi
with m = 37

The OIDs fq

6.6.2 Key
The LMS py

Private key:

q, thel
type, th

I, the id

otstypd,

bter set shall be the same as in LMS.

e will therefore have 2/ leaves, which allows it to sign gpto 2" messages. A parar

If the n
If the nj

these LM-0O

h a unique name LMS_SHA256_M32_H10, which corresponds to an LMS tree using
and h = 10.

r these algorithms shall be in accordance with Anhex A. Test vectors can be found in

 generation

ivate and public keys are composed of;

paf index (8 bytes).

e type code (4 bytes) .
the type code for the OTS (4 bytes).

entifier (16 bytes):

lethod described in 6.5.2.2 is used, a seed SK_S (n bytes)

rethod described in 6.5.2.1 is used, 2" LM-OTS private keys (2" * len * n bytes).

e confused

n LMS. This
SHAKE256

n LM-OTS signature scheme with the parameter defined in 6.5.(The hash function yised in this

neter set is
r SHA2-256

Annex C.

bd to derive

sed next; and

the identifier L The value q shall be 1n1t1ahzed to 0 Each LM- OTS key shall be generated w1th a different
value q. LM-OTS are indexed sequentially from 0 to 2/ - 1. The LM-OTS Kkey pairs used here are referred to as
(LM_OTS_PUB_KEY[i], LM_OTS_PRIVATE_KEYi]), for i in 0,...,2h - 1. Set I to be 16 bytes output from an RBG.

Public key:

type, the type code (4 bytes).
otstype, the type code for the OTS (4 bytes).
I, the identifier (16 bytes).

T[1], the root element of the tree (m bytes).
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An LMS public key is defined as the root of the binary Hash tree. In order to compute the root, the following
process shall be used. The string for the N-th node is denoted here as T[N], and the nodes are indexed from
1to 2(h+1) - 1:

a) Ifanodeisaleaf node (this means N >= 2#), then the value corresponding to the node is:
H(I || u32str(N) || uléstr(ox8282) || get K component from within concatenated string LM_OTS_PUB_KEY|N - 21])
b) Otherwise the node is computed as:

H(I || u32str(N) || uléstr(oxs383) || T[2*N] || T[2*N + 1])

¢) Output the LMS public key as:

U3ZSTr(type) [[u32striotstype) [T TT1]

6.6.3 Signing

An LMS sighature consists of three parts:

— The number g corresponding to the leaf index used in this signature. This is a4<byte value.
— An LM{OTS signature and the typecode indicating which LMS algorithmlisiused.

— An array of h m-byte values, which are the authentication path.

The authentication path is the minimal number of nodes required, such that someone verifying the signature
can recompute the root of the binary Hash tree from the authenti¢ation path and the LM-OTS signature.

Algorithm:[LMS_sign(m, k).

Input: Mesdage m to be signed, LMS private key k.
Output: Sighature s for message m.

Steps:
a) Letg_sfg be the currentindex q.

b) Updatdindex q to the next unuseddndex.

¢) Compute an LM-OTS signature of the message m, using the LM-OTS key pair corresponding o the index
q_sig fjom the LMS private-Key k.

d) Compufe the authentication path.
e) Sets=p32str(q_sig)’|| Imots_signature || u32str(type) || path[0] || path[1] || path[2] || ... || path[h-1]

Any implenpentation of LMS_sign shall ensure that the index q is updated before a signature is re|eased.

6.6.4 Verification

Algorithm: LMS_verify(m, public_key, s).

Input: Signature s, message m to be verified, LMS public key public_key.
Output: VALID if the signature is correct, otherwise INVALID.

Steps:

a) LetlIms_type be the type in public_key.

b) Letsig_type be the typeins.

¢) Iflms_type does not equal sig_type, return INVALID.
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d) Extract the LM-OTS signature s, using the index q from s, and compute the value Kc using LMOTS_
pubkey_from_sig(m, s, public_key).

e) Compute the root node candidate Tc for the LMS tree in the following way:
1) Setnode_num=2h+q.
2) Settmp =H(I || u32str(node_num) || uléstr(ox8282) || Kc).
3) Seti=0.
4) while node_num > 1 do:

i) parent_node_num = floor(node_num / 2)

ii) | If node_num is odd, set
tmp = H(I || u32str(parent_node_num) || uléstr(0x8383) || path[i] || tmp).
iii)] If node_num is even, set
tmp = H(I || u32str(parent_node_num) || uléstr(ox8383) || tmp || pathl}i]).
iv)| Set node_num = parent_node_num.
v)| Seti=i+1.
5) Se{ Tc=tmp.

f) If Tc isfequal to the value T[1] in the public key, then the eutput is VALID. Otherwise, the signature shall
be rejefted and the output is INVALID.

6.6.5 Suggested Parameters

The suggested parameters for LMS can be found in Table 5.

Table 5'— LMS sizes (in bytes)

6.7 HSS

Type Codefor SHA2 | Type Code for SHAKE n h
0x00000005 0x0000000F 32 5
0x00000006 0x00000010 32 10
0x06000007 0x00000011 32 15
0x00000008 0x00000012 32 20
0x00000009 0x00000013 32 25
0x0000000A 0x00000014 24 5
0x0000000B 0x00000015 24 10
0x0000000C 0x00000016 24 15
0x0000000D 0x00000017 24 20
0x0000000E 0x00000018 24 25

6.7.1 General

Using a very large number of nodes in a tree is costly, owing to the effort for generating a key pair scales with
the size of the tree. If a large number of signatures are required to be supported, the hierarchical signature
scheme (HSS) can be used.
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HSS uses the following parameters:

— L: The number of layers of LMS trees used. L shall be between 1 and 8, inclusive.

All layers shall use the same hash function. For each layer, the same LMS and LM-OTS parameter set shall be

used. Different layers may use a different set of LMS and LM-OTS parameters.

The OIDs for these algorithms shall be in accordance with Annex A. Test vectors can be found in Annex C.

6.7.2 Key generation
The HSS private and public keys are composed of:

Private key:

— g, the lgaf index (8 bytes).

— u32str(L), the number of layers (4 bytes).
— type, the type code (4 bytes).

— otstypd, the type code for the OTS (4 bytes).
— [, the identifier (16 bytes).

— Ifthe method described in 6.5.1.2 is used, a seed SK_S (n bytes)
— Ifthe :I

Public key:
— u32str(L), the number of layers (4 bytes).
— type, the type code (4 bytes).

— otstypdq, the type code for the OTS (4 bytes).
— [, the identifier (16 bytes).

— T[1], the root element of the tree.(n bytes).

ethod described in 6.5.1.1 is used, 2" LM-OTS private Keys (2 * len * n bytes).

If different|LMS and LM-OTS parameters are used across the layers, then the private and public key shall

contain thel type and otstype foreach individual layer.

An HSS key|pair is generated in the following way:

a) Generate an LMS/A&ey pair. The corresponding private key is prv[0] and public key pub[0].

b) ForeadhifronnTtolL - 1.

1) Geperate an LMS key pair. The corresponding private key is assigned to prv[i] and thg public key

to pubfil:

2) Sign pub[i] using prv|[i- 1] with LMS. This computes the signature sig[i - 1] = LMS_sign(pub[i], prvl[i - 1]).

The HSS private key consists of the values prv[0], ..., prv[L-1], pub[0], ..., pub[L-1], and sig[0], ..., sig[L-2]. It is
not necessary to keep secret the values pub and sig. The values prv[1],..., prv[L-1] and pub[1],..., pub[L-1] are

updated during signature generation.

The public key of HSS is the root node of the LMS tree at layer 0 and the number of layers: u32str(L) || type ||

otstype || I || pub[0].
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6.7.3 Signing

To sign a message m with HSS, the following steps are completed:

a) Check if the LMS key prv[L-1] can still sign messages:
1)  Ifitcanstill sign messages, then sign m with the LMS key and set sig[L-1] to the value of the signature.

2)  Ifthe number of signatures for the LMS key prv[L-1] is exhausted, find the smallest value d such
that prv[d], prv[d+1], ..., prv[L-1] are exhausted.

i) If d is equal to 0, then the HSS key pair is exhausted and no further signature shall be gen-
erated with this HSS key pair.

ii)  Ifdisnotequal to 0, then new LMS key pairs are generated for each layer i from d to L-1 as
follows:

(A) Generate a new LMS key pair and assign it to prv[i] and publi],
(B) Sign the value publi] with prv[i - 1], and set sig[i - 1] to the‘resulting valug.
iii)  Sign m with prv[L - 1] and set sig[L-1] to the resulting value:
b)  The HSS signature is then defined as:
u32str(L - 1) || sig[0] || pub[1] || -.- || pub[L=1] || sig[L-1]

The algorithm above assumes that the LMS signing algorithm updates the state prv, thus preventing key reuse.

6.7.4  Verification
To verify a pignature S, for a message M, with the public key pubkey, perform the following steps:
a) Set Nsgk = first four bytes of S.
b) If Nspkjl is not equal to the number of levels L in pub:
1) retfurn INVALID.
c¢) For (ig0;i<Nspk;i=i+1):
1) Setsiglist[i] = next LMS-signature parsed from S.
2) Set publist[i] = nextLMS public key parsed from S.
d) Setsiglist|[Nspk]-=darext LMS signature parsed from S.
e) Set key|= pub.

f) For (i 90pF< Nspk; i =i+ 1)

1) Setsig = siglist][i].
2) Setmsg = publist[i].
3) If (Ims_verify(msg, key, sig) is not VALID):
i) return INVALID.
4) Set key = msg.
g) returnlms_verify(M, key, siglist[Nspk]).
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6.7.5 Suggested Parameters

Each LMS tree in an HSS instance shall use a parameter set from Table 5. Additionally, all LMS instances
shall use the same hash function. A specific level in an HSS instance shall use the same LMS and LM-OTS
parameter sets. Different LMS and LM-OTS may be used on different levels, as long as the same hash function

is used.

7 Statem

anagement

One of the main challenges for the deployment of stateful hash-based signatures schemes refers to the
process of state management, i.e. the ability to ensure that a signature state is never re-used. This is
necessary for security purposes. The stateful HBS schemes defined in this document are based on one-time

signature (|
more than
same OTS p
and therefq
mechanism
a) The st3
be stoq]
state s
securit]
and m3
b) Oncea
proced
the sta
the sig

TSy buitdinmgblockswhichtosetheirsecurity guaranteesif-thesame6FSprivate
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rivate key). The problem of state management is well-known in the literature (séeRef
re this clause presents requirements for practitioners to implement robusg state ni
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te used by the stateful HBS schemes defined in this document is a piece_of informatio
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hature is produced). In other words, the ultimate goal is ensuring that these two pr

perforined in an atomic fashion.

Other mech

anisms to prevent state re-use may be used.

ey is used
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n that shall
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Annex A
(normative)

Object identifiers and ASN.1 module

This annex lists the object identifiers assigned to the digital signature mechanisms specified in this
document, namely: XMSS, XMSS-MT, LMS, and HSS. It should be noted that the additional information
required for interoperability such as the selected parameter set or the selected hash function are given in the

type field, w

hich is part of the public key and signature data structures as specified in 5.5, 6.5.5, 3

nd 6.6.5.

DigitalsSig
{iso (1)
asnl-mod

DEFINITION

id-isoiecl
{iso (1)
1d-14888-4

id-dswa-sf
id-dswa-sf]
id-dswa-sf]
id-dswa-sf]

alg-dswa-fd
PARMS
IDENTIFT

Param-dswg

alg-dswa-9d
PARMS
IDENTIFT

Param-dswal

alg-dswa-f
PARMS
IDENTIFT

Param-dswd
Ims-id
Ims-otsH

alg-dswa-f
PARMS
IDENTIFT

natureWithAppendixStatefulHash

standard(0) digital-signature-with-appendix (14888) partd (4)
ule (1) stateful-hash-based-mechanisms (0) versionl (1)}

S EXPLICIT TAGS = BEGIN

4888-4 OBJECT IDENTIFIER =

standard(0) digital-signature-with-appendix (14888) partd (4)}

-algorithms OBJECT IDENTIFIER {id-is0iec14888-4 algexithm(0) }

h-xmss OBJECT IDENTIFIER =
h-xmssmt OBJECT IDENTIFIER
h-1ms OBJECT IDENTIFIER
h-hss OBJECT IDENTIFIER

= { 1d-14888-4-algorithms~ }
{ id-14888-4-algorithms 2 }
{ 1id-14888-4-algorithms 3 }

{ 1id-14888-4-algofithms 4 }

fh-xmss ALGORITHM {
Param-dswa-sfh-xmss

ED BY { id-dswa-sfh-xmss } }

-sfh-xmss OCTET STRING (SIZE (&) -- xmss-id

fh-xmssmt ALGORITHM = {
Param-dswa-sfh-xmssmt

ED BY { id-dswa-sfh-xmssmt } }

-sfh-xmssmt OCTET STRING (SIZE (4)) -- xmssmt-id

fh-1ms ALGORITHM {
Param-dswa-sfh=1ms

ED BY { id-dswa=S8Sfh-1ms } }

-sfh-1ms = SEQUENCE {
OCTET SZRENG (SIZE (4)),

id OCTET{SIRING (SIZE (4)) }

fh-hse-ALGORITHM {
Param-dswa-sfh-hss

EDVBY { id-dswa-sfh-hss } }

-- The SEQ
Param-dswa

-- Copied

ALGORITHM
&Type
&DynParm
&id

WITH SYNTA
[PARMS
[DYN-PARI
IDENTIFI

AlgorithmI

UENCE encodes LMS tree parameters in order from layer 0 to layer L-1

-sfh-hss = SEQUENCE SIZE (1..8) OF Param-dswa-sfh-1lms
from Rec. ITU-T X.509 | ISO/IEC 9594-8:
= CLASS {
OPTIONAL,
S OPTIONAL,
OBJECT IDENTIFIER UNIQUE }
X A
&Type]
MS &DynParms ]
ED BY &id }
dentifier {ALGORITHM: SupportedAlgorithms} = SEQUENCE {
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algorithm ALGORITHM. &id ({SupportedAlgorithms}),
parameters ALGORITHM. &Type ({SupportedAlgorithms} {@algorithm}) OPTIONAL }

SupportedAlgorithms ALGORITHM ::= ({
alg-dswa-sfh-xmss |
alg-dswa-sfh-xmssmt |
alg-dswa-sfh-1lms |
alg-dswa-sfh-hss, ... }

END -- DigitalSignatureWithAppendixHash
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Annex B
(informative)

Relation to other standards

The parameters provided in this document are consistent with the parameters given in NIST SP 800-208[12]
and include a subset of the parameters given in IRTF RFC-8391.12] This document does not include the RFC-
8391 parameters based on n = 64 and those based on SHAKE128.

This docunpent is currently limited to the hash functions SHA2-256 and SHAKE256, which have been used
to instantidte XMSS in the RFC-8391[2] and LMS in Reference [3]. At the time of publication of 1§ document,
these hash functions are the only instantiations which have been published for a sufficientanmiount of time to
be considerjed mature.
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Annex C
(informative)

Numerical examples

C.1 General

In this annex, the public key, message and signature are expressed in hexadecimal notation. The private key
is given as g sequence in byte following the order defined in 5.3.3.1, 6.6.2 and 6.7.2. The privatekeys here are
examples apd shall never be used in practice.

C.2 XMSS

C.2.1 XMSS SHA2-256

Parameterg: n=32, h=10, w=16
Private key:
00000200 Q0010203 04050607 08090A0B OCODOEOF 10111213 1415¥%617 18191A1B 1CI1DIE1F 20212223
24252627 28292A2B 2C2D2E2F 30313233 34353637 38393A3B 3G3MN3E3F 9D898033 E37AF48E 6A1]6F8B

2
15651CC2 ¢7734670 07AD1937 5D38C23C 690C3483 40414243 44454647 48494A4B 4C4D4E4F 50515253
54555657 H8595A5B S5CS5DSESFE

Public key:

00000001 9YD898033 E37AF48E 6AL16F8B 15651CC2+67734670 07AD1937 5D38C23C 690C3483 40414243
44454647 48494A4B 4C4D4E4F 50515253 54555657 "98595A5B 5C5DSESFE

Message: 2

Signature:

00000200 §FF0300B E485DEA7 ESAEZES6 080302FE BC91B413 18C504F8 95BAABOB 068968F2 22EJDD2E
120538CB 7]2D11267 ECF55F62 897GB641 643310F0 39BE9757 CSFA9DS80 F71884E3 2447BA71 B4FF1C50
AD4211C5 [J1075BEC A1A9F757 30F91222 EAC89C6D 1E4E06D0 A222053A 607B34A5 420FD7FF 8A1336A4
DA238C23 42D210EE EE69C4698761A6E7B D52DFB25 D0C63273 35A873FB 4C4E98D8 185FDD47 9D7AGBLD
40E1E39A 47FFODBl 4937F33BJ3103915A 9D432FA6 4142BF30 E6F53540 19C3B3A3 55883940 6C6]B113
988587F9 LJDFAC790 22730B5F AA222914 4EOFE186 14A7AES2 DB820266 AOALFSBE 7DOESODF BCOB6DAE
74319DE3 7C5255CA 3A40RODF A85BA1B3 94ACE609 9447C3D9 D14A9497 CF483DAC 4A87E20B DO2T9ACO
6C8F58AE F923D4C7 7081CCCF EAE74869 1F1BCO9E8 8E3DEF45 AOFA7807 6A066DC5 B3F3E790 34D42891
F29DF451 245036F B7AF6D76 OE7BD436 537BD6A7 DOB8903D 1C56399B 2A95CDBD 3COBB251 12ED77A1
2BCAB58D HCDCOS8EA 6A105910 CE145A9C 57227AB6 D595E50C 063422A3 F8503847 AC6C0101 7F5}5A4B
36F2FB6A FC04948D 626EC2F7 A92555B4 61359521 2751DFA4 40E11664 DDIDIDFC 44AFB661 DIAJ53A7
C3E22570 A629D499 42892BF2 B5F72C00 A9ALB166 S56E6F7EF 9D5BD7D0 865EEC8A 745164FD D7542C8B

E4E7B71D 2ebF9R49—S4RBCAR4—RAFOFI43 46N Aol S04 RB2640 ki cOc4 665005250 4527087 6—k2E94000
D6918E7A BE489DD5 0CB299A9 7CF861B8 89887CF2 023DA55E 521927C4 7D40DE41 3593BD96 44435085
BE3FFD5E EALIDCES50 D996D3DA 8971B2EB DEAIABCC 02352922 EBIC75A2 0C79C8D2 914B12FC 3300266E
B78E2378 C4887EQ0F DI9ED8905 C46F6350 C2B3122E 19962EA2 3113DE6B CFEOD5BY9 BBFE68C4 BD25A777
F249D2BE AFBAAT7BY9 81C5A1BY9 84007208 D53A65A4 F709E281 FCDC5795 B94E3967 A30437CE D628744C
TB2EA492 FAT729683 8AT91E82 68363A11 9E3BB780 C7C7B130 070B2B37 5025EF74 85FCD628 4119D235
DABDSEC1 A7768260 17E2D6ED 4CECF209 OA44F394 CEAS92902 AE21A83A 2F2775FA 4695671A 2DF09A07
80ECB4DF 7F41EDC5 04817E89 CC632FEC 6EA1716A 14B44BCF 4704BBBF F6A014A0 01660EAA 5DFE779A7
AQ33B3FA 91748C55 30A176C7 898671E5 7F324254 FDA2A0B8 10DE218C 4AA13E(08 DY9ABE307 0OB4A8151
A70F0208 8B591012 6701F0A8 B2475C1D 7711AB56 A79AFD9B DC09622C 95D144D9 DET7A02D5 06304764
FFO9936F7 4D4D0FF6 E4E6C6ED EODB7516 652E95CC 92368D45 360EBDBL 2199EAFB 216E1B7B 09C6D331
6E8552E1 69EAE48E FD5C33B1 17879DCFKF 7DBD3795 327CEAB2 8D8A7C05 BD12654B 0ABC3AA(0 CB7390F2
BB5852D6 D4D13F61 B94CDO6E 937B51F1 83844A4A 78D0OB79A 9CCB5C87 AA022E13 154370C5 9DDB1E38
B3FE2FEF 96AE94E8 8B2E3C64 02E6F3BD 87B77101 48A658E9 6DAIFC38 BBCOE2A1l CD192E16 B44DS7EA
4AF81435 03035F37 71345169 E2655326 0DF269F5 11FC1CCFEF C26B5944 BA2B1052 16BEDOAC ED790D1D
1781BECE F3A39A7C F46A8D13 99E44170 B4D94888 4F6BF701 BB2FE7FC 9D357944 DFCECL7E 49817F3F
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ED983D2C
1DCE8CO07
C83F9E4F
BEDDEBD4
32605B7B
4615664D
EE498E3D
D6DETE9F
3EB2894E
FED5BEEOQ
2151D393
1BA300C3
C2B1EEBD
5CD52A6F
DAOC10D5
175225D3
976A88FC
ECA08C7D
FC389C2B
1394A8FC
690ACD70
6E674CC5
598705CA
384D39F2
BDD18FD2
790B7D51
58BC376D
67D7D6E2
759C573A
919F6741
96B71AD7
41DA0OBS5SD
92AF7376
4E96E008
F27D5FEL

Parameters

Private key:

00000200
24252627
34353637

Public key:

0000000D
3C3D3E3F

Message: 2

Signature:

00000200
48E8228D
F603994A
08AFD4A3
1E51D810
A9DE062B
3CF3E478
655D56F2
C1F7957B
B8AF48DB
33F4B69F
07CF7AAF
81CCOEE3
1193C5C1
F5A50B09
AAQ0378CD
90015D36
5EBO1C27

2D05AC4E
392F11F7
1FA1A24B
7T7TAF5391
73FADF32
DFDO9BDOE
TETT73F35
03931761
209EC584
23842414
A5D7935A
135640D9
09CDDD3A
0F099797
A5D39E9D
EBDQO2C68

08F41995
770E8BCC
7798399F
0187CDA2
90554D5C
5DD3FBB5
9CD7959D
55179A27
5FA1DOFA
DC049437
6F2996DB
969E028F
02257E5C
50E3DAE7
C558A855
2CCAT6D]

ISO/IEC 14888-4:2024(en)

95AF5C93
C7DA3ET1
D665E347
9F1EOBC1
2BOC8F11
61506679
B7578946
0BF5EAB7
c0030483
D5896A14
CFDBAASF
56F62297
35A79CoC
11D7FD29
728744CD
31584F21

131A59FC
035AA44F
A39E994E
B435C5BA
D9787D4E
D3A636C0
D6236177
5B7D6931
298319DE
48F93FF5
BB34D4B9
FD537D07
988D7D6F
B525804E
7BA02135
0C2C0o224

ESE4A283
ATFS5F3A2
E84E11D7
CO9B6D36E
1FE9038D
AB4A66B4
6CATEOL4
16AC288B
BB6F3C77
30E2C73C
83BCBD0O4
4BE35D52
47C99E11
9471BB25
F46F7598
COAC81BS

434C58B5
ACCOD772
05CA2017
E627395F
B6A08481
107F0EF6
673DAB60
13BCOEDS
5476B627
4EA085C2
64A2B455
45546BB4
3845F0BE
8C748297
3D9FFB5C
J85FCDIF

33EAED10
78C62120
2C368A12
D515FEBS8
330C9C91
978173CE
791E3F8B
A0959A84
8008DI9EF
33268D5D
C85623BB
ABDABS540
AET75E0DS8
37001D91
3D74A44B
E17B3RFS

963C8D2E
FCE201B1
E1078AAE
E7467A4A
26ETET79B
07D1A0BS
BD553166
31AAC33B
ED184446
C4498A30
E5BAECSF
85C364E1
76E91D0OD
4A5D260F
9278086F
179819F7

4970E83F
C7174340
F2AT7A013
B6A8DO9DY
48EBD471
626BA0EC
1D16D6AYS
169C64A0
09111677
1FB554C8
1F5471F3
19A2020A
6B5F6164
4BF2401D
0C1C1957

FOR

OE6E

51DEF3A3
NC537F1B
87797E98
0|3B41608
O5EFCT75E
FC38B4EL1l
AD5SAEFT78
JO03F336F
HAB27693
HD661E42
HO6F292A
g045CCF4
OAEAABG6C
gDD362EF
JQEASCASS
510D3D2F
5938D2831
A40D36C8
JF72589A

00010203
2A8292A2B
38393A3B

H8E84793
40414243

qr827191
43FAB06A
FLEFRE273

A33E8EEA
EF90679E
26EAAF28
CF1CAECA
694D6F4A
FOF1D8B2
AFOBFAQOO
06C95182
3388CD7F
1CBAGTFC
6E556C9A
87780552
A893460A
EE904D96
9B196DBD
662DB2F6
998CBESF
A6BD049B
395E1EEO

:n=24, h=10, w=16

04050607
2C2D2E2F
3C3D3E3F

033B0O7D3
44454647

2413DCDD
18369FFE
3NQ427RO

FB9309D9
25D2D701
6E3B4FOF
6E3CSFEF
0496FCB7
33075BFO0
DFC83824
5BC56A75
BA187CCE
20C4AF6C
C2A1C613
A24B35C5
TEA15566
049E70FA
BIO9F96B69
353B3A1C
076D2231
F265F1B3
1EB9983D

08090A0B
B8E84793
40414243

BE37A24CD

AOOFADO2

C41D48A9
DRS42CR3

39D03A39
5B38EELE
DO9C8AB69
AB82FDI9B
76DCB752
4CE63776
84FA1AES
C1279DC8
AFEE6ES2
EBF19A3A
47E7D883
62505F07
94C69514
95A0544A
41DOD8A6
F07B243C
CC3A5DAD
DF85686B
5CE3E04B

OCOROEOF
0B3B07D3
44454647

FF2B9636

E64DESB1

6A9AB2D7
20447640

01A4F5C4
FA663C98
D6FF1B3E
BA0148D7
14916D1F
1E5595E7
4DBC8F65
50F099E1
9CD3961B
C98DCF46
5F132F05
43F6F089
24FA6B42
S5ED85A4E
F5F1A884
D34346BD
ODA36CE4
53C623B&

10111213
E37A24CD

D47E85B3

FAD32103
5B826BCO
AECIEF178

7TAOCCASA
34ED6BDF
5710B2ED
FAD8DBCD
B6617F23
A1D7433D
2724724D
995EDO2A
5BFEBCCS8
741FEQ73
9C3ABC25
F880E35C
C516369C
57429CREO
FC6A8028
AAFFESBT
9EECO00E4
40E3175B

14151617
FF2B9636

5E074EC1

9E6E2136
BE195FA9
Kh0C23780

COEF9937
2D90849A
394B3296
D478326D
491C31C8
A32E4BCD
F4A085B0
Cl72E439
T7CE11ATO
05850HBAA
868BDIB7
CABBT7EIC
€9658B81
884F7634
15DAE957
ED4B64F8
0CC3A340
CB84959B

18191A1B
D47E85B3

30313233

346E1913
7A5DDAEO
E3FICARA

5C002FB4
3571C0A2
253F78EB
28952B6E
A189DC09
ES54C3BIF
43704563
70150987
8430C274
75103FB1
5D80BI95SE
B849670B
B325D8D4
50D9EE23
E40BCEOD
CA7TBA289
A40FC275
6D1E4695

1C1D1E1F
5E074EC1

34353637

F598FCFE
77940936
0468F81A

538%

5B3
9C3]]
7811
0054
569]
54F
F8C]
CED
C86

EF2¥

1CF
8697
776
4C8H
5F3
AB1H
S5E1

202]
303]

383

8124
B3B4

B451
079F
49F3
DCF6
BOF4
40C1
EE86
F4C6
08D1
5007
3156
6AAS
TA69
DE8C
A500
9632
EAQOF
BC5C

2223
3233

3A3B

6695
hO764

F414

3261

77146640
AT45EF9C
D4C6CA2B
TF256A01
17B50CE8
CEA44A08
3274EBSE
EF529D73
2A0E3525
7TECD4168
D81B60DB
FDBO96A3
CDFD6B2B
D231B856
S5ADF9B46

BCC24914
6DA13502
51B8F4ES
269DFD63
287BB535
908ADEF6
OOBFA8AT
8AAL1EF38
8F4408FF
9CE41F8E
018AD68D
721D11E1
336A06C2
9EDASDSA
29127D5A

C1A4ATFO
0A404D4A
F80A9FT75
EF55AF35
01E94530
BA340A96
DEDB916B
B834C653
EBE74336
C641A364
7CC25003
96AC2139
5A3B28D6
FOOBB609
41D74C69

64468F99
22D35836
F1FD0497
81721E6B
350B6E84
CAE084CD
EO074F6D3
2372EBOA
57DB8129
1BC2FCF5
D5D21DD5
63969FEL
Cl12E33A3
4908F208
BD8D8FE65

C8205CB4
DDY9F08BB
4777100D
DOC8C35B
29430461
EA82A038
61CB1ABB
96935BD7
CC627D13
C1D20B9F
708F51CF
C7FEA31B
B87E9564
8B75C43B
07DB30B2

8B5ABED7
2D5DAEEC
2DD12571
C7D26A93
F3685E7C
A2B1ADBS
BAD1B708
43A00126
A86ES318
B8F794C9
7965A73A
DBBD26D9
02BEC553
36851C1D
C79763B9
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76360B13
B3D7915E
67B8F648
8D3310E3
4690FFD8
FDB77273
AB8509F62
5B72FC18
C2B2E067
4079FCD9
148C1D8D
58E0BC25
F47BFOB7
FC811F04
4500355D

2A007BB5S
8D962C16
318EEFB3
BED9D927
DA0628D2
63603D0A
FAB11EOE
34430D7D
F8148326
A3B274E1
6842944E
A301E172
5096341
A3C8EBE9
246EA9A2

A500DA34
4ACFBFE3
55513FB8
7283D73F
A94915BD
5093ADA7
6C6335F7
4AC2706C
6396A407
7C220396
10B2DB49
1D44342E
4CDEC38F
4C17E568
512E3985


https://iecnorm.com/api/?name=7fe6b85c90ef2e15ae0b49224d3f2de8

4A8ED1FB A13B72B3 79678412
0A0801D1 B3F468E4 E83D84A0

B4416634 8
224539C7 2
56BF899C 3
A4688236 2
571E7ADB 5
998AA122 4
F53D44FF 9
3017A022 8

7DE6746 80383064
F988B1C CC64E2FB
D327B9F F6419BCF
5257C81 32BSFC77
8423A43 9EA24ES8D
8B57543 71409967
856355E 1862C5E0
51EA6DO EAE07490

96B323A3 FBDE832A 90587FC7

710781AE 1

E6937C1 51CE2CD5

AEDG6AZ2F5 FDB51841 F287E636

C57C085D 5
63B82622 E
EDO5A306 O

99CFD48 DCBBOB3B
4A2095A C2F9846B
48ACH48 121 0F6OREE

ISO/IEC 14888-4:2024(en)

3CT729AF5
3FD87AB3
C52A5A87
C7863F5D
F3B646F4
8FO030F8E
00E68493
E0927A69
4BDE172F
ABl11FBE7
B9C2D469
D14B311B
66A79640
43CA75AA
CFBOCS8FS
BA4B63RA9

404927CD
E18C1l266
48739780
3CCC551C
8BE2A3CE
B69A0DEF
7DOA40DE
D53C55C4
DE3222EC
88565A08
BF4656BB
752A5510
2797FCT71
6C44E58E
5F4412F1
53318752

4F1799F1
CEC592B1
6346AEED
922EEFFB
37D7A583
C81lEA4EC
9364EED2
E76884EA
BEFDCO033
9D8D24EE
3FFF2CFEF3
606CT7FC9
4AE9B2E9
33FB5B69
6E978284
8DB51153

B58970B2
4804BE65
F766CFB7
467DCF17
59FBFD26
DI9F90BC3
69CF4C10
AB2DC64B
CDD7B93F
364F8360
154A126A
23C4633D
E87993FB
7105DF28
1A881E56
83BOOFRT

3EQ07F00E
F4AB9906
853F1AF8
511D93CF
1E921155
128358D7
A8DEEC15
F67FA210
3E82C6C8
B23C747F
F2062703
11DD8FAB
89B84AE7
439EFEAE
B8AEA36C
ACCHO0F7

DBFFE5CE
6F12E686
BC84177A
14A5C05B
1FCS5EEAG
903A81DD
A4266F4C
AF0C3990
BO3FCBB7
F39E4279
EB8D8E77
629680F3
696F338A
CB929935
8AD66TA2
ED7AQ42F

E58D3660
7518B349
37C78495
814C1FA2
F363A479
27102FDD
100E09A4
59F4CFFB
1CO3D57E
OB2F3E05
D21FC367
58320986
18C6F522
0F10B1DA
CDCOFFE9
FOIEAL87

BFO93EE6 H
52D6740D 4
DE2AD560 F
CD378734

C.2.2 XM

Parameters

Private key:

00000200 O
24252627 2
3CFCDA23 2
54555657 §

Public key:

00000010 H

8C2EB2F EO0A8868D
37CCAED 4CO9BDFF4
2ADD6EO 5D8AYS9DB
C54E49F 6ESEEF46

SS SHAKE
:n=32, h=10, w=16

0010203 04050607
8292A2B 2C2D2E2F
CE5CEF48 5AEC1E22
8595A5B 5C5D5SESE

A62BDC3 9AF136A6

44454647 48494A4B 4C4DAE4F

Message: 2

Signature:

00000200 ¥
3861267B 9
383EEACB K
EA71B99C 7
DCEC1E8SB A
DBDF0322 4
09BES24B 7
15B2B9FD [
DD7184FA ()
4A9504DC 8
3814D76D 3
57BBAYFD §
420D79DC 3

88607BA B61D5412
EFDO945FA 5BD2CEF3
E83FD1B 18CCA27A
4B6CI9CD 17418AA2
A6FAAD7 008D6D33
8376134 1596C98D
1612157 349E3B18
E09CBD6 5334F390
S50E2DOF D835A141
COA8D11,~382907F9
28ECEF19\4BFA959B
D4F>9B3 EA47ED45
29693356 F224A6EL

7755EBED

DW3A231 D437C6A9

F1AB6901
29B9DC55
2CD5FELD

08090A0B
30313233
C35D739B

3E66F19D
50515253

28CDC83C
E8D47AE2
S5ABBOAES
C2b55D68
AEF99D17
84087701
T8EF442C
25B8FB41
E9685742
913CD523
071B53D8
32CB3279
91E52E5D
07405530

2CT7E44BE
6316FA6D
90DB2BAD

OCODOEOF
34353637
DC511425

3CFCDA23
54555657

1EC48749
6170ADE9
D121757B
FBFE3445
C5705129
C227149E
07037690
468B2EDO
85CF5CCL
DADD6B02
D852ACC7
088D07AA
CO63ECFO
4C1B4CAF

6E09CED1
04B18728
c9108174

10111213
38393A3B
40414243

2CEFEEF48
58595A5B

3A2D6D05
AATT7754C
8BEF01D4
F26343C2
1EAD3189
834DE9C6
4C0459C9
C8D660A1
BCB96401
DFFB71F1
1C296373
DA9DC433
BE5D3B69
39D8C8EE

82B5F3B9
C8BAB148
98256609

14151617
3C3D3ESPF
44454647

5AEC1E22
5C5D5ESF

31EC6ESC
7E900968
844AFC6A
71EFD032
B029702E
D7DBA924
7CB812DB
5034AF80
D67B29F9
1599AAF8
21F419CF
5E420ABA
42E2CDAE
557F976C

B39D6EFA
A6035E4A
1F¥50471D

¥8191A1B
BA62BDC3
48494A4B

C35D739B

EFC56373
9C5C3FEF
B5425B48
ECCOBABS8
E22D86E9
FOC4FE64
C7350E01
12D332C1
3774910A
OE3668A6
TBEE9336
6F7D9E32
882E4C06
AAFF8000

567FC23A
158B7A66
69D00B /D

1C1DI1E1F
9AF136A6
4C4D4E4F

DC511425

9E2D75F5
FF494DBS8
30AC854D
3226EDAS
2FF420CF
9BD76B7B
4463FFOF
56094403
7087C91C
9COCC9AB
3927AAT5
FED1BE7B
0A9BD16B
4600D7BD

C8E

9B3D¥

006

202]
3E6
505]

404

1A2
94E
2D5
COB
B84
3F3

3674

FC4y

BBA
01Bj
FDC
073

8CFEY

C8F314F2 E

BO3BF69 97694C05

B43A757D B619B9C3 7A6B9310
F7D91E80 CO6F661D C44BECLE

FE312F98 7
429DF00B 2
C390727D 2

3CD2D0OB 54D5D3C6
A5A8051 3FOE6EOF
9F39FFD F8FD4896

EBC136D3 BC5B42CB 9F0C7385
1900D6B3 A1CA10AC 86F48CAB

894C781D 0
C81AD319 5

22E1C39 58A4BD84
2FA4E9B E2CFEAC1

AF5A93A1 A6AB38CB 02FESFES
BC2ED413 C39D16A1 47B4514B

AE6CDOE2 3
2D9679DE 6

08B9DC4 308D6CSEB
77C4A46 92AC9229

E5B28A6D A71965A2 902B8B2F

F7A61BC3
CBDBBDS8F
7343619A
60BC7828
3FCAB5CO
4B7508AC
AD556F8E
73CBBC76
D6927D78
21BDDD22
19767FAS5
13570BF3
AB4ECE1B
D1F6A0A4
7C766C69

E2188436
6933500B
883C8A2B
49519108
DF79E0AQ
A81F760F
BDA1E479
1DC707F6
2F61A34E
CF691251
6A619410
B887C38A
F059D46E
E167CD6A
D135C814

TATCO45A
17221F62
4A087A92
BOB16768
62CA2C8A
A1AB2BF2
3896C4CE
4DD04366
723285F6
1B647D9C
D5DB1E99
E1052459
6C187141
78DD85F3
58F811C7

2E78B5E7
A9ECBFOB
D13036AD
9BBE2F20
D6BDF519
91F310D4
D1F7006F
37DE4D2E
6372B575
2F9CC063
891AA8F4
EB327F4B
6E3047B8
171EAE38
B61387ES8
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BCBC4C2B
477EBCFEB
D5BAFF11
69ACTF47
A1CA38AC
9B28D382
A72094CA
0BBD19AA
7B705E4D
509E3359
AE6DCI9AL
7T9EE0B90
55B3417D
C727BF76
EA2FFF25

8C3A2203
5645713E
89BF04CD
0784CD90
B8AE6888
AA827D1F
3228F88A
66ELE736
OEDB31F8
6E749D2A
A54B5EO03
02795C24
23968794
95270CB7
AEEEB544

5CD1

01BD
31E8
F153

2223
F19D
5253

4243

FA58
4491
OB1F
18CB
ESD1

[EED3
4C8y

FFF4
66F7
CAB2
5897
83BF
1A5D
1C54
86D1
D258

D67FAFE2
8D699289
E6882A86
D2D350DA
BSFECD2A
AF078661
AQ4C66A0
6D674617
53B947F3
DC3FBB46
5D07251B
83AF92A6
7T1FE6964
FFB6B8B2


https://iecnorm.com/api/?name=7fe6b85c90ef2e15ae0b49224d3f2de8

DB51FC95
CC3F0OECY
Cre46149
957BB730
F1F67170
2515AEDS
19DF6FB3
AQ05C19F3
FCB14253
1C7E4990
7D497981
EOA8C211
68E26CES
2707120E
TFCC6702
35E1774B
ED7FDB75
5CDECEAA
B44C4611
899EE498
855830FF
658872B2
E7D135D5
AF14A8BD
B2F60A15
F5B378E0
BOE140B5
DO4EBSFF
9B1C4B40
EE234098
33481F2D
39E820D4
2F59A3AB
61D54A7A

1AOFODBD AABBD998
C074825C 001DCT7EF
E59B1A4F D663735D
CD276C69 85754924
4930FB82 E6B751AB
553A6EF3 6FB4C8D5
E8E287A7 B879D11B
2DB1C344 5CF4EAE7
00D12A42 A3FAD289
FOO8CFC5 90E6EESC
004DD570 DCC399A3
A30524B0 9D4E2COF
F7A2D4C2 F6F60448
3DBBBD27 AD2D2D59
8053A1C4 AO8E36B9
19FEDRFOC FOCC2DOF

ISO/IEC 14888-4:2024(en)

209276E3
733C54D5
BASA59BF
C785B80F
559143D8
A380C4B6
3BB692EB
345C3F5A
7TAD78F4B
E14255DC
53D3B78E
69F6D9ED
81C601AE
62D97158
F7E57559
526BIBOA

D666ECC3
43226F9E
D87DD156
02799C02
73653449
F48782CE
665EF61A
COD1FEB3
FD868D5E
D38B8520
20069F96
BO9B89BY9
2736C0OBE
B447B101
11A17732
4CHT74CTR

6A99E1CS8
1CCC6B72
TFF49A63
8271DOF5
2612E6C4
D8AS2BA7
BA330D41
DA09986D
S5FC8228D
EC053969
AB83C6BCE
DC168001
27C40383
94A2F24B
89ADBB78
59A1FQ9RB

1E18F3CB
B1467F93
037CBAGL
654190BA
C3ABECOD
F4E045F1
AAC1DCOO
A7325523
F225759A
01836AAA
4BOO5SF6A
524F8DA4
0292C11A
72F90FCO
763CTF17
DI12FDG22

1E97E316
DI9F3B99A
99514B71
F779BF97
EE3D20C1
5B27505E
BOC1ECO02
46A16A7C
0E93B125
C7595685
BB5FA89C
502F7158
7DEFA9CB
B89A5345
4237CcC1cC
J1ARIAIE

5665F8EC
3EAAGF4F
AF54A91D
7B517A58
E16D8B98
07405E5B
7A017CFED
OAEB6E33
E4C4FESF
BOE10AO8
73D34AAD
819C65EB
273DFE36
7E9035D4
86FBACI95
C26CHCT1

78A5274B
48B1C659
8FC993A0
69F84497
6EODFODF
3B932669
8AB23D75
64788399
C585E0E4
1A09DA00
F3415D3D
8B278DB6
DE7F8BD6
6F08F7ES
4A09A27B
8C778CEB

85FC1F9 6C748620
030566E 83038ABA
6F14536 A9301A9C
FFFE3CEF 735130F9
37CBAD4 BAT741572
4C33E44 BACY6F4B
DAOBA6D FFOEBFEF28
F74811B 2FB26CO01
D645572 SAA50D5C
88F180B D44D1EBI1
(J31CA2CB C34CEDE9
H91A3C28 6E000D4C
7D5324DE AD9183D3
80007354 9B31C453
g0845A42 AC320E73
H6B3CC64 3F758D55
3J0816E8D 0F510559
4688C4FF 700B96CD

Parameters: n=24, h=10, w=16

Private key|:

00000200
24252627
34353637

Public key:

00000013
3C3D3E3F

Message: 2

Signature:

00000200
FFEAO3CB
33F69BB1
839F7196
944171E9
9E3DASBF
85919056
D73594F4
F2FEC6CF
EBO5E800
01303F66
AF52CDED
37E10CFEFF
457A82B5
34E3217E
99BD1801
3B7D5E9D
BE216A82
C3C3A59B

00010203 04050607
2A8292A2B 2C2D2E2F
38393A3B 3C3D3E3F

HBBE748C8 60784095
40414243 44454647

3D46B21B,7171809B
N244AFAFY E32ED739
JLAJEEFS5 ECDEE27C
4409 47RDA 3IARATACE

TBC41A06
2A5504F4
47C12F73
F3F7EE97
CO7C7AC3
36B3DEAB
0289371D
CBA30D2A
1BA807E9
1956B138
3C333DB4
4E291B6A
A108D553
11BO9A7CY
85F6706B
A2D70A69
DBAD1D4F
A352EA49

08090A0B
BBF748C8
40414243

8CH2DF9C

ES5D5813A
02944738
19238831
C3N23NDC2

B594314cC
3E06ACFEFC
TAFT763EB
11308713
C62879EA
C67334DC
25A70081
26A8CA54
418A49A7
B9315190
00FDOBO9B
CB79A569
13897F20
38880838
3AC935C6
AF8914AE
F957C967
DFD8040E

0CODOEQF
60784095
44454647

DAA1F870

8CB167CB
D20FBE68
7C349780
OFDR40AR

FB931475
47333B86
00166808
D52A8A82
43743CES
48D17FAT7
OEBEB648
7B85D219
CECBOFFA
272B9C82
380CEDFO
913F49A6
9AES50166
14CE5265
5F27130D
1329EB88
15E96A63

10111213
8C52DF9C

5DD8E4C8

8B011E74
C681458D
0B51A0CD
54C18C72

254EF140
DB3ES6F3
5F9E0C12
146F917A
F8810D49
38328EC3
BBDB9D03
AD7712A5
3C3FET762
6FCB8FE20
13B83D8A
1B5CB761
BBF972DC
BED3BB%.0
F142E67F
69CTBTBO
BESFB1B3

14151617
DAA1F870

7D3E54A8

DEE49B01
EF50CD58
66DDB6D9
AS4FEQRA

C4BE8B97
50BAOCE1L
D8AF89A4
9019AAF0
67982B3B
A74366C6
FC27F9EE
ACFCF7B4
CD8BAF78
48F0D2AD
ER&6704D
242F68A6
PDF1BEF774
24579B12
1FA9ASFEF
B5389509
B5033375

18191A1B
5DD8E4C8

30313233

B4B2F7F1
F6163421
08708A1A
2EA] 6T2R

D52A5ED4
F84ADFCQ
DC9B8DED
9D4EQOCE
3B85382B
C92D3B4C6
26148C42
AD75BAE2
11E77749
9FB0O1B2B
B3BE062B
3336AC6E
496790E0
8369A697
FB3FOCFEB
51D5C8D2
37242BEA

1C1D1E1F
7D3E54A8

34353637

6E14E7C5
CC46DA%4
BC64B880
223FRAI3R

D23$FEQ0O
OC820FFA
94E]C87A
4ECFAEILC
ACCIBETA
36A(0641C
0A34E89C
Ce6l}315C4
F8C$68A6
CDDTB7B8
A58%5D4C
8EE}9B52
6E6P6E4LS
83728D1B
F26¢EE4D
65084C8E
C447131D3

20212223
30313233

38393A3B

76941A5B
4AF 5824
275¢6A9D
ESAASAGG

5CB4D9B6 522E732C
CeD05768 97C8655E
752F1551 3D8B44C1l
7362AA2D DC3B2C2A
E635737B E3E177A3
1BCBAFEB CA809265
8487992E BDOCDDES
F6TE66AL E2FT72FA4
26A2C10A B6E4F6E2
F2FB04B5 2E51FEOQO6
991B7063 54286BC7
5233CB92 9689A19E
A51CCAB1 92358C19
9C0B5456 8BO073FE
C59403AD 744C39E3

A846883D
551022A5
C2675FEA
19940D54
8116C5EE
4AB854BB
033857B2
ADES7ELE
6C24329E
88727B51
98467B07
2B701827
C97DB772
BO9F67EBS
DOCE136B

A675C369
CD8049D1
75048908
FEEC53C5
EFB211FE
55A8D765
AF3B5394
487FA652
E2DF2559
5C3EC5E3
B5C443FB
1D68AE37
ADB4D429
77CEF51AA
639F020D

FDECBODB
49C08A96
19B1A058
D68CEC82
4A216ED8
2D83AFEF
S5E87EBA3
2CB53ED3
AAD94DE2
52E348FB
73918B46
E2F6D6C2
D521B88B
CCOAD620
6C80DFF8

06B8368E
59DE4B47
33565FD1
AESD7F2E
DB810892
1C1A226A
B6A96A40
FA8B3DA1l
F76E5992
564DA012
5503046A
294C764B
BE8B28B6
90524FBD
5E2BCEBO

© ISO/IEC 2024 - All rights reserved

37

36040CAQ
DC89890C
7C175EEA
TED77142
8F807ACS8
D7B4D66E
E6AEBFE56
5D438EC4
C31DEB28
FEO7CE9A
B521415E
6429B8EF
92FCF0CS
9BE81161
0286D81F

08434512
04060BCC
42A3348C
TEAABS553
60FE5069
A15D06E2
5A55FBC8
5F706CED
FC403E0C
2A4E9AF4
DC8AD493
C5D93BF3
70F59704
87DFC669
9552D0E6

1A4FDOOF
D81CD578
B3A17683
7C9D9422
E943D5A9
B38DB52C
F7D77975
TF33689E
83796C94
F8C24B7B
FA748520
46AA1232
6D12B3CC
DBDE5B97
F9D980CC


https://iecnorm.com/api/?name=7fe6b85c90ef2e15ae0b49224d3f2de8

27AE370C
3A55A2FA
5532D853
D20A19DE
D7C13F1A
724EACAO
EBECD3FO0
1D300922
BEFFFEFBE7
456C5EBA
FF6E45F5
E4C382D0
004CC057
FO4F5ABA
203569B7
1267299D
E49D83A2
23800001
AE341474

C.3 XMS

C.3.1 XM
Parameters

Private key:

08000000
25262728
89839FC7
55565758

Public key:

00000001

AODDCOCF CF183D81
A2484F81 3957204E

4

06CC7AF FODF4D83

F1B2E833 AFCCATAB

2

37059AA E82CA915

FC6CDD72 221A418C

0
B
6

39AB901 F9AACSFEB
0956F3C 2F482BD1
EF2D2ED 2BA4AA93

DI9C5F5C6 76BC7B6F

0
5
E
C
7
4

2825B87 46D88522
8E90546 29EF9D8Y
CB1C6D5 52DD6956
F3D010F 3A345FFC
DFO5ABA BEAC3415
CBBAAC3 35584DF6

ISO/IEC 14888-4:2024(en)

F8D8B977
2C46A2BS8
1CF88DES
3237704A
785EA4D4
DCFC268E
S5CTF72EA
2D74672E
3EED5S3BF
8CEO6ASD
TA51C65F
9446106B
CDC4BCF5
BC617B32
F269663B
DARDABED

4EOA1AGE
6EBA1467
DC832E21
A708065B
EFB0O0CDS
4485BF26
9621C669
BOFAFC84
FE11F705
E1CB70E7
3D45976E
55A3FE28
F800B2FD
3ECDA2CD
7004795F
04B46FTD

A1DO5SF10
D59FAAE2
7E1D269D
808E7026
A5C95314
FD3F11D1
4B39B500
75D46EAS
TBEFT7AL36
0702C6CD
C5B8074B
B7853FA7
91AC3A8B
72643D4D
5041D3AB
BR3ORBSORA

B8C67822
7TA674D1B
B7BF0OCC5
739BC748
5FFD35C8
A1DOC804
B18E6ABS
EE91D433
B887790D
CAB7E23D
696E8CA9
D98F2BBO
E657672F
CF77C8C3
CA13DAFD
1C566620

99BD7563
DAD5307A
53538071
24CB8C88
AECA1861
8CA4A2F1
37F49328
B8DFI9BBE
5057AD04
ECT7D1E4B
1C6230A3
2675C797
51558F63
BD74631F
B74CA432
94574FF8

8BD7A2A6
1D26769E
9A47ACO7
D4EATESC
C42E6DFC
5133AFBF
E548F4F6
ACF3EF4F
23D6C6DC
E22DC791
B2B6D700
152C7B26
2751AELF
CFFESF12
50E5AFEB
0562526C

CE89FF59
38845433
AF8D72AA
7845CTAC
B898D6EA
A5AD47AE
363B5EBA
13E4B790
TABE6871
ADS8EDELF
1DE648DC
339FC088
040883FF
01Cc2BO7C
66651731
CCOhB1723

H
N
1

0
2
3
9

4

D4B7DF2 AD21A6BD
OEBDBSE D8AF60EC
CA370F5 BOF1FD22

S-MT

E11A84D1
57177326

SS-MT SHA2-256

:n=32, h=20, d=2, w=16

1020304 05060708
92A2B2C 2D2E2F30
A6B89D1 A4ET7D56B
95A5B5C 5D5SESE

70E0C8C CAT74EB54

44454647 48494A4B 4C4ADAE4F

Message: 2

Signature:

08000015
1893346B
BAEC6007
59CA8912
431DA119
6F593FA4
BEE8242E
98B20743
715027D0
08A3AEC3
86BE65AD
A3FD832C
CCOBA7C1
077E23AD
8897E00E
944DAET4
FDE60812
6B88CFF1
9DBA576C
34F8D2D3
93E50A75
CCO2FCA3
C85BCF1B
TB8FICTFE
16965E0A
COEFABOO
15A201B1

2
q
g
9
4
1=
9
=
B
1
9

CAFE9C8 71DC7677
45CA534 A6F84512
1559667 5C208FFD
EA63B11 92E88862
4C5E2A1 E11DS8TLAS
E74C7CT7 ECQA3399
F6246E5 BC950445
0A3CB69 338A884C
D2E81AN 3C375D07
79AC5BE CO058A119
EIXE249 OA3EAB3E

Hi

ROREITE 042224

090A0BOC
31323334
4A45FCE9

4D358FAB
50515253

DESEIQEOC
351D23FE
BOCFB245
141721B3
DBEF3BF4
A328056B
B487CE8D
5BA1A5SB4
9D1AECD6
19ES5F8FA

568F49FD
19453038

6C9B200E
ESA5A923

ODOEOF10
35363738
6B20BD40

CE89839F
5455565

100A86D0
CDF0O5ECS5
2714451A
9F25A4EA
E60C3B67
F3C4DB58
509CBAD1
3D4B11C4
CAEAES5A
FOAT165F

C500D5A5
AS68RBE08

4EDDBSF1
F23D637C

11121314
393A3B3C
41424344

C73A6B89
58595A5B

1DOD6F11
464EC591
153C0743
75AD518C
549309B8
CD261D24
FA1C401F
E23785FD
3F2575F5
ABEC1561

D03457AE
2855400F

2891ACB3
6EB57ED3

15161718
SREE3F67
45464748

D1A4E7D5
5C5D5ESFE

D971C66A
14B65D1E
CEABAEB9
19C962FD
8744B271
2E114890
DA882BEF
F5A3F35C
793E9465
FOE599E2

EB478707
5DO7D5R]

45B2716D
D42CE069

191A1BIC
OEOC8CCA
494A4BA4C

6B4A45FC

3AACFCDA
E6F1B591
AS5E6DB2D
FAFCCAS5SC
F912401C
DAQOES78E
05FC3DDC
818A8DF4
DF1329CA
C4470E07

58E3DAE4
D64R39D]

E786941C
1F5F724C

1D1E1F20
74EB544D
4D4E4F50

E96B20BD

7T64F23AE
CBD83100
7TAB1A29B
918D2C45
515C46B5
12B9B534
6FA52546
0EA60904
1FD82B27
DAC66BFC

65D48720
50571C86

Ch6
SEA4]

2123
3581
5157

404

ED8H
6E7]
B581
D8B
DAAJ
39F
1127
CCc2}
4E81
232]]
0667

ECOF
6A1A

2324
'ABCE
5354

4243

12076
ABDO
AMAGAA
E403
3914
025F
[OFFC
D769
L\7E69
01B3
2D5B

852

5DE4

1
9

F130E71 ADB405FB
4B31506 3A5F38CE

FFDC3EA4 13AD7EZE

E
5

A450A75 32622EE3
21EF466 6F292608

F8C1539E E1C2EBBD
CBCI9D3CC FEOBC61D

8
9
0
4
6
2
8
2

F8EF52B B1201D9C
229CBDS 99BA8069
8734977 4FE4CFC4
4389E06 DDOO6ES5S1
1B2E051 DC4D6E1B
817C4D0 BBD911A9
A637E94 FBEF1478D
83C288B FBOSF68E

038AF557
B0237B08
840324D4
D24D36A2
22C6066F
EATE1CEFE3
BAD4492C
22AD945A
B55BEDEC
5B74B2D9
CFBFE156
AC4F6CFEF9
1C83B22B
D2FF28EE
D58198C7

20E456A0
421c41cC7
ACC3F9E1L
01A867AF
C9281345
14D0819B
2A26C174
04B75EB8
02506C20
E775E691
B86675D1
0CAA48C1
3282C9A0
8DCF40BB
D27CF525

287CA489
8F043EF1
1CF188AE
DA52B913
D0370328
63FAET704
29044DB1
40483892
CCBDASD3
13E1A399
D5BC57E3
B4BBI9E44
2C9ADA87
C8D4222D
EC12AD57

BDCO9DOFE
D735BE60
3E2C60BD
EDAE845B
TEE94E48
B81E1AGF
1F48FES59
FACBOC19
FO8A310D
A8BB5682
7D1A9958
13AB400E
9C197E17
F3042F7E
11C16863
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66DCI9726
90DOCC6A
68F760B6
C4F1D976
9993CC17
34BES5CS8
09D4EAGF
CAD40029
4CB20D1D
85AE64A6
BESOFBCY
20651090
CO9A9DCBD
C21E4A0B
64A2E008

07CF80F6
3BB58C52
97C7C836
8AS5COADF
9A72798C
218C5F97
2E573AB2
BC441CAA
26FDC417
2A9FC618
E984FA35
52AB0BD1
B6OAOBFC3
675416EC
791423C0

8C077B43
E8195DD6
32CCD88A
E841662A
D44860F2
4AT7B9761
64B67550
DOE9B2EO
71D95989
6CCT7ED26
37F065FE
CCFDCC6B
50A3C261
ADED4765
7TA195BCF


https://iecnorm.com/api/?name=7fe6b85c90ef2e15ae0b49224d3f2de8

F41213B1
42826D39
2B136298
3D59838F
1714506D
1CD1BAC2
5C1B99AC
E9D7B4B1
ED647524
6C91A8C1
E16BB918
E4304BE9
2A85CC5A
107924B6
ASF411BD
5E8647E8
1AT7ATF51
94752DES8
3004D735
2E600F23
EAS5A6545
35263A38
34975690
46AAC66D
B113848E
9BABI9E63
5C70F678
3BE4E43A
4DB7FB8D
0E124778
387881A8
DE5D4CFC
D4DCASDC
DD01344C
D48F0686
4C29B892
1F35639D
B5672099
407C1F1A
1DA24BEE
1DOF8F53
BDCC4BF0
6CF520BB
EO1C719A
2D8216C2
1268DEO4
784E06FF
5CB5610B
AD873FEC
E8373FCB
4FF4DCTA
519EEB7C
16702B27
FBEABD85
C91DD2D9
2F9ABC20
4BAA4191
BO6EA4BS
5A2B69D0
39B150FA
704063E9
5B971898
0C6CD281
BA99ABE1
ABECF0D4
8D4CO1BF
59013200
C79CB6AL
61476FE3
3D2108C5
67F7006E
6D5B46CF

A98F1EFD
130237A1
333F798B
2E4FTF3E
D6A9BA49
28F84F9A
CECOES961
TE2C5DF8
9A9EB4F8
E4744COF
B96DE9DB
9437E040
EFE22DD5
A4F5A4A8
30FC736B
DEAFOFEDS

3FE080B6
0OC3BE44E
CB72A275
4E0277C4
35B1619E
DC6ED979
6CA6595D
4DD5391E
AQE95AES
7CD8B6BB
1F3B839F
919349D4
1526BFAS
TF133F39
87CTBFAF
JDCODOB6

ISO/IEC 14888-4:2024(en)

F6BEO9BS51
8487F6EA
996F1B68
9C7ETF8D
BADFADD3
8F9A1514
E9FCF265
SFF2AATE
TEE66814
A9791C1D
B3B918A7
2C618BCO
A10DE334
9B497899
1A383CD6
4431F172

BO37C8F2
52AAA081
ES53EE237
EESF6254
BD5C47E3
B928B0O91
CcCc8102DC
08326A50
63B7E9D8
F560F6DD
55C0DC33
05DBD72D
82875EDA
4DCOAF3A
F556BF4F
55BOF458

OE45CD8C
645FB369
138FD7EF
TF39D5ES
1D24BE4E
A27952D7
4425D2BF
34953710
25DF305D
E2B90F35
F2AT7TACAG
841EB20F
1BB9EBRE3
3D220A4A
C8ET7905A
D46CD251

1BB2251E
4C9AE8BY
3EEDE271
C7157B16
004FD685
311DAE12
29AF47D8
0FO069A9E
6177BOF9
23DA4F97
46F842E2
556C7DAB
71A1BD86
CO0930ABA
B78D5711
8D2D3A14

3C56F41E
68DEAS58C
F45FCD04
554934CD
AF2821FF
DI9FATDOS
C95C9928
D3DDCBBF
B77F3B64
C882CC1l6
CBOAQTFS
4556DFCA
CE7680DC
0F95F481
642FBC35
BO8GOSOF

4FD200CB
6124AC7C
E72AABCE
458E47A3
FC59C016
3EOFEAGA
38443B89
09F46197
03AB06C4
BE936983
A8DCFC8F
47BE3317
3302785A
2D2CC2B5
A570392B
DBCCO8DA

47359662
7194F62D
8B390D80
D1A4637C
07AAT5CE
443364FC
2C43A9BD
AT762FB5E
85F03564
DE369DD9
CB313E32
8841D57D
182EBC19
3DBFC020
3101BB89

251

056F

A29B4678
Yy609D108
JYCc1c7DrEC
2AA2CCDB1
ABCBDAOD
H24C9ACC
UB8A9E934
AE178156
N24E835B
AEB4013C
7774541
7N971BC5B
504BC1DO
UYEB20778
E|72AD4EQ
OC338CB3
N55D482A
UEBEFB75
JY1C3EC18
SJEF5F8694
A7TET76DTE
H9675D48
A658663C
H3B59E06
HBBE951F9
H1A62CFE
gBOEFBO1
HDS7003B
O3A10F17
8AC21A2E
H4A77502
381D76F8
N2CcAl81C
3J3FEB184
gEF3CAS82
8A822DDA
9DFDCB33
OB3BE20Q8
H390%DEY
0|44BBB67

5ED85937
CCDD4D11
C6ADES08
A72DA799
EA610CF2
9715B4CA
2B3C0889
F3ED19C5
22A12207
81F7E88B
DBB1D2B9
647A46C6
FBOECS5AA
9BF65E4E
F1365FB1
657EA608
9B2CC4C9
07338574
C6A91B18
3C581642
F2EB80EZ2
266C9E80
3F393639
A998849F
AC38A69E
2759BA36
ODODE40E
4A1B449E
EA7F40DD
155C7475
EO084DABL
4639181k
4EB6ECB4
7C914%A3
9784642D
C34AET T4
JADA2811
F497A7D5
8569C2AE
60F3FC62

OAT LI A

95EAC48A
C8502AF8
EF24AA73
D101A093
BE2B19B3
60B6036E
A27DB957
34FD176C
8271B10A
6D2D1CE4
03ADAGE2
A698F236
4A969E11
2BAB3721
37E419AF
6A3COEF1
22250B03
B4188BB6
0OB75DOFD
807D3A0D
23D66690
2C5DA07B
7C32B5EQ
23700D87
28876932
98391D23
DC7BC1C2
45351FQA
15022B3A
F6B6BTA0
A5331CA7T
FC7D572D
CCEF5160
S5A59E51A
A158A8FF
CB506B45
3C2C46CH
66C79541
F95D8957
OEB81A41

o R R Wt e e =W

97011BOF
DF478D3F
1F18FOEE
13181951
50F1D421
0904538D
0BF2838A
FA4CC4E7
3BO009BA
85F408DO0
4E4BAESS
3F481842
32E7D33A
FF5400EF
9F9695D3
9C9C6BOS
769A5655
D1ADB7FE
46663930
8E911754
D1F1E397
5A2287C6
7CDOF21A
F54DASAB
ATDADZE4
APCS5BAGS
0UBBA6D4
787F1CAb6
C662A160
8DB3CC2F
E8728E83
3E40274C
BD766847
OEODEEO1
8BFO05C3C
AC93A527
0CCECOCD
68AA953F
B25361AB
30EEA90A

A T

DF91282C
F29DCD23
805A27BA
EB7635A3
003A8958
3C98B66F
60472731
AF17BA55
4C21A2D8
757B1DA6
FC76D3FD
019D244cC
E5444FB5
T7C6F709B
6497BFFE
775DE583
2A570EEC
51A3620F
BB037¥B3
A9ABS3CO
4FP26E2F
{ACF7005
752EC3D1
887160D6
FE89D5A3
EBA84B9D
54E1A775
OBOFE088
5D4F46D4
924FF706
BDF8A56B
AC081449
BCAOBI9F
DO0O00AA4
9C18EAF7
EOOCEASF
8482D30E
AAB500D1
CDB3DB44
651A939C

Y RaWal nValaWak -]

D2CASD28
F87A3D70
A19BAOF4
B5A4B12B
BC5A3F39
7C3ACEOQ6
78EEQFAE
729844E5
A6050F31
CA636125
64 6BDAF6
AG6FAFALS
6C631EED
229A241%3
23166252
9EB2E113
2D53A001
CDO7BE77
EF3968C3
4B33584C
E7BA5A85
49DE96D8
051301AA
912225A5
AF92E69D
FOEODO049
91C0290F
3FF17265
52BA6D53
E98A961A
2A8540A9
3C68EAAE
9EF677B3
C64B998D
28A52F1D
40665557
C63064E1
A3728AF9
616AA6FD
E4AFA585

E8F7B647
AB86ATD35
4AAFI9A33
EOFC20C8
C63B3F9E
29A12B0OA
B7A0F101
48D453E5
89DBE158
4900E50C
3B6D4896
NY76A88C
€81D9E1B
23018C41
16000359
3EDFE72A
87F0A898
FO4E476F
DO7BOAOE
9C88290A
68C4ADBS
E9A26CBF
FB7E9FC7
6D8D4472
A8763EDD
3357D736
283AT752E
944ECB98
060B8ELF
ABD74664
C202D2C2
E7E1D822
A68B0770
16BE26E4
2D36E276
AC049B63
0CE60034
8BAB38D2
C4140034
425E8A51

WAV Nl at il =i

EE9B8ES6
B48AEDB2
85954432
67CF3A42
FFeT7E9BD
0ACOBCAY9
6297A108
4A5A6A6F1
413C3439
97466382
BY9EO1ABC
5128FB0OO
0B3E623C
36C79248
4E11D5B6
35ACB504
95FA1969
D3F836B3
5EC1D6BY
66507A6F
0029BAFF
A6135981
014CDA74
9822760C
D8630F46
C56BF43A
49E5EQSE
D3E3B3BD
9C6CB730
4AE3AEC6
5B4FCBA2
6C91A2A3
90B44575
5EAAAS5TC
327FCOCF
52A3882D
E321783A
AAAE4EO9C
4A6B70E4
3BB029A6

L=l W alo Kot o)

A49
SNOY:
B9A
56D
AD5
D317
5001
C2F
E4D
8ECH
cc7
132
15A
9D9]
9B1
3837
343
499
49E}
BE6
5D2]
A00}
56E
EOE]
E30]
7TA8H
53CH
FF8}
4927
E8F]
452
BCC
4A8
648
BEE
0B3]
525
2FF
4EA
ABO]

5CDA
'CCAb6
9A9A
2424
57B5
AB7AE
CEAF
[176E
Al2A
40A9
AC73
9Cc97
0A25
7CF1
ABl4
D7D3
BB8F
E7A5
[64F5
FOCF
CO9A2
90F4
6AC4
A1D9
AQE6
[836D
[1EEC
[ATEF
[C5BO
4771
EB6C
E945
A27D
9FD8
153E
25C1
FOEC
9FF7
E1EE
0OBCE

0A5995FC
A7757E74
2EDOL1ELE
24583096
877A20DE
FF270E29
F6294ECD
7246B5B7
0962E844
63D8FCCS
CBC8FAS9A
2C6A8A4E
927743A3
2772CAlLC
50E83618

\SAE I AR w2 S )

DO00C99D
1C5B82E7
0CB3498F
55E976A1
8C596370
EC5D82D7
CBB54CFB
CD1A9FD3
A1809D89
FB5ECS8FO
OFBS5F6BF
B57B81AF
841360AD
5A73C447
9C930D57

T OO DDt

25DES54AD
628A1DE7
D3539813
BBFFODF2
C3CEES30
17E4975D
FA52F349
5445CC14
51433D9C
B843E5BY9
AAFCFCAE
1C4F22C2
CEF86BDC
94221F2B
A5586037

TZIL T T Do L

F6071902
824DCCC6b
9ESAQ2E7
6AEBES84A
3E190958
B678F01C
D4373940
TE93AC24
9169CB79
0E52011A
60FD29CE
BA6494FD
6A2D91BC
184BE4DO
16FBFB1B

fa)
T2 U oT

73F1102F
0C7D6EB8
1EF7EB38
68C6E432
87B78982
D916244E
A75B4031
26A45B78
A538E4EB
BE41858C
963165DE
478DBEAB
CODF5E62
F42373B0
BDDCFA9D

2100070 2
XL Tom

8D98AFBO
A6A4780B
5779D626
087FEODS
3C2FETCF
58B2FF14
E6AATFFET
3E9207CO0
DE41AC02
46963E45
FS5F86E3E
51D84C3F
C4919D9%4
81964058
1F50EB79
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AR AAYE T

1451D542
24ECF84A
735F87E0
6254C661
A5ACO0F9
42062301
00840238
E4E1EF5B
19522857
BO49F1CA
30095B21
F0533A47
0051B98A
Al63BES1
5BO9A3BAE

DT o0 oY

C8F4ABOF
19C933C0
2FAT77923
CDF34887
D453317E
0B7E3DCC
2CABCE68
13A97A8C
8237560C
F822CCA4
93A44Ce68
6DCCDDAS
43EBF989
E214C88B
43352D44

12AB8692
19533611
CEE8CAS5D
6A411599
B81F669F
9EF9CFEE
COEFC847
F9184877
FB48149D
9A5AD0O2D
88F03DB6
51CF7C6D
92AD4332
BD8472AF
FOF2C936


https://iecnorm.com/api/?name=7fe6b85c90ef2e15ae0b49224d3f2de8

0C26BD64 2
BD4CEAF3
2B6992F6
7054C96B 1
A9A4313E 9
44A949EF 7
087F0456
39D7D2C6
76975C5A 5
EEBOF234 7
9BE7424A
1E4F16CB 0
1C819609
AC31FA39
BFFC650E 8
9924600B B

E8034AA

DOOCDIODF
C6FBA936

776149A
3E5CF87
D8402C2

C40F5850
C883B936

1D63005
EC1A4FD

D860A131

5AA388E

C9D70D11
B55C9F24

46BB60B
AQFOT2B

2D44E533
F664FC6D
1ED4F61D
B284125C
06C098C6
0079173A
AB6A4851
CCc051853
AB60AB36
1A9B435B
02E69F87
CED28221
BD69ETES
84F45626
66014448
ES2827CFE

ISO/IEC 14888-4:2024(en)

287F12F0
9D2E73AB
30AB1FE1L
8DE59866
D12B2037
DA143EF2
278C013D
49D41BCD
F2394BES
77A0B5DC
0CE7380C
886FECB4
4FES5F0CO
3E5ED766
CE3928AE
22FAF99R

EAAB6CAQD
DDDDB283
BF349214
AAE6B626
A6580B88
5506BAEA
34C74338
BECC8857
DA36A9DB
B8BB2FFA
EBAB9707
6D3C8745
56BB0B29
8EEOAA37
5D5760D3
6372R3E3

6A8B913A
C72FF70E
BA33CF97
8918013F
CEAT75B30
E2BD8439
26239121
B3E70B21
06C9A54B
9F1440B2
D3902B13
62C1EDG67
34052DD7
6527BF20
AT747AC88
OF3A8AF]

289A51CH9
3CB84E97
0B3B4069
B6E800DD
F23223E5
AED87B69
F12342FB
6F3324A8
43649AA0
C1AOBAFS5
TA344D5E
094970B6
AAG686B21
3313DABD
16FD4FCA
ADOFECAD

S5FDA1038
93B7FAB8E
9A57E432
8E129765
21128A18
53B6E770
BE667F78
22863F82
4C08523B
OAD7EDBO
2361E4D4
EF174A3C
7DC6F3DF
D1883264
CF49D972
3DR12128

5DF2B71F
08E277C1
7276BABF
9283B027
2CEQEC86
3FAA9BB3
3C973580
DE5D1517
FOEA2C58
6DFF521D
049373D7
47220A0B
18176A5D
22F0E860
4D18D4AS8
1FES2DDED

BA42F770
240F92DE
FO904F43A
F0693F28
7F3128C0
6C7ABB9A
AC4BEDD1
FBBDFD7A
BB464DB0O
DI9B6CAZ26
6AE03BD2
30A85F0C
85C20F2F
BOE9I9CFF
3480D73C

FOR

5FC3BCAE 7
ED6E4C71 1
34267BBC H
94213D1E 2
BEFOD742B 1
68425048 ¥
4B66F8B0O 7
DBASBY96E [
9470ABD6 0
21B27E

Parameters;

Private key|:

08000000 O
25262728 2
35363738 3

Public key:

00000021 9§
3C3D3E3F 4

Message: 2

Signature:

08000014 A
F6ATA4EGC 9
48864624 A
943AA6FF 5§
58700817 K
69F9E90F 4
6CC549BF (
B6BC17E9 §H
C71135D7 §
5039430D 7
TBD8E4F8

0B9532B
CO936BCY
972DE4B
2CB6869
CEC7811
4867AEA
A261F58
BC1lE4EFC
529D000

644573C4
5D59ED70
FF64CAA2
DAF4EQ1C
T44R2F85
4BCD145C
C7A03DFO
9FE04781
0066F523

FAAB0538
7978AF19
103C689E
8E2F8365
6DE764C5
CCADIC7C
B7EB9726
72E1BFO9C
836A03AB

: n=24, h=20, d=2, w=16

1020304
92A2B2C
93A3B3C

2D4D48D
0414243

AES53C90
E389E1E
2EF835C
9666AC8
92C21BE
BEFBD0O02
270D446
0510A1HE
A6 93 6elA
9384D@8
789AEDO

5AF638C3

24QCAR09

05060708
2D2E2F82
3D3E3F40

764921D4
44454647

54A5ET2A
0DCB50CF
5DD48413
50C43997
CO9A51D4B
80E8%36C
4DeA95C6
5315BF97
C6466538
9E70C361
05C2FE41
87AD2ACSH

090A0BOC
D4D48D76
41424344

38550FA2

S5FFLEDQ7
R76A34ES8
6DAEAC82
2BE95C02
58CC9713
9064B70B
2DD04FES
267C633E
04DF141A
3DC415CB
1FC22782
3CEIAQFC

43E46FD5
FO6ET7D966
69C3D283
3708E610
54AE81B6
AODS510EA
728BBC8F
6DD3A248
6D5CB4AS

ODOEOF10
4921D438
454647

CBEA616E

23355936
BEF779341
FDFADCOF
980E98D3
9EAGE42E
9AF5CD56
088CC802
AE94B48E
DE33419A
F38DDFCE
8560C5C1
RCCAFQODA

TEB8680C
D95B1B46
BC2982CD
24DF917F
0C7629C6
AlEF12EB
9A1DAAO3
598BATAE
AB82D3CE9

11121314
550FA2CRB.

FOB5B8AB

31D848DE
E1DDBY96F
56F35868
A9FF73D1
176EATBE
D2C58875
COD13DCA
F265A41A
EE2596A7
93649E0F
3ACO8ACT
E1RMA28A6

3F6B8A4C
TF36E3FB
COAF09CE
A3C40868
9D7F5070
1F34E430
EA22240A
FB049751
019F88A3

19161718
EA616EFO

920ED62C

9CFC29F5
F1337362
B86FE483
DD91414C
DFCF61B0
FA3199A0
C1A8B209
D5D8B49B
FCOF8D5B
DF9A733B
FFBD41CO
2224F7DEF

B39AC740
C38AB2AC
314358B9
69EA9811
D7272779
85FB0800
BB5D2266
9D879580
CO29E7TE

191A1BRIC
B5B8ABS2

30313233

B1E33AC1
2F0063E2
33699874
BB566E92
T7FOED365
01735D50
A7C8C279
66FC69DC
AF5973B9
TAB2ACTC
B93B4287
RRASRS2R

B732B02E
TET725CA7T
9BB4 3C At
B49810B4
BO93A1B4B
BOCESS575
6CEAF614
AF927F3A
037061BF

1D1E1F20
OED62C30

34353637

796F5056
3AA0D734
30677BBC
CBO0OD6B1
BCC6188F
545A40CB
950DB862
D4363388
0C470FFC
448F4CDA
B51A1041
CR2Q89FHBA

E2FY

3BE
1DD]
9FC
4DFY
81E]
686
645
66D

2121
3137

383

6F24
ES58

031y

D11
1c4
384
S5EB
47E4

AFS5F

92E
A65]

and

425B88E2
E281A911 7
BBI9CB3AA
BAO7D4C2 7
95C2AC4F 7
9CD951D1 5
2AAB8A545 2
46B704EA 9
233BBE37
B8F25393
9D741196 6
BED836EA 5
965C82D4
04381FE3 5
327387C7 5

C5F5E58F

TCE2F59

CAE62809

0CC36E7
14AAF10
84ABF96
5D3EEF2
21106F0

F4C4CD1E
F376F0AF

7T1AET1A
3074560

B51EOB38

29E4046
496997E

487977DB
EFB3BDED
C94B6926
60BCI9BE9
BDD738BD
B831836B
0512c20C
B4ACCBB2
403A2E4F
DB87534D
2E337778
480D83F0
FD40B475
COBATEF1
5E0423B5

8216A72C
85EB861D
910453ED
3593ECOB
166DA281
5D93CFDF
7C055104
CCO9BCADE
954EDD4F
981A7891
AQ8C711F
49E80029
62C0OB559
7D54B356
F03C494F

74B184D7
9EF3688B
908C2A97
F7EB1BB4
FEO99A18
DBO0OB60B
4472C57A
2BA90326
2EA1C40D
4EF39D94
TEADDAG63
0CB48F97
B40DO5SBE
AECBBD10
5A9FCDC2

E6B2F678
00AC534A
DEDO535B
F5182C6C
2A342E44
DBE4COAD
AD5C5607
00C6EAS3
75CA5E89
DF82681A
082A3761
7C68730F
DOEF7A41
FF90136A
34385D14

AACFEF7389
09CD964D
D1DD5D49
E2A1429E
FA31360A
648DB013
8322100A
415FD5CO
65695371
C28D79BA
DE700F6C
FFBOFC8F
F70A09DE
A4CEC855
71B831A2
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OE2FD40A
8F7FBDSF
77DCOC1A
E0987979
OFF45ABF
877E90FB
78DFADC3
FEE28716
2602E548
56C21677
13DE0923
110BEO35
3CEE67D9
S5EE467DA
F422D6DE

84506555
F3FB72F4
BB10010C
E101D523
36005F38
4C97EA80
2DC930B7
E6A9211B
FO1BACFE
AC714432
5A7D82D1
89419520
DC1B2CL1F
12F0BACF
TAA09325

3B1B
4DB3
9569
4AEQ
33EF
3B2E
4B41
D191

14987

5CE1

2324
3334

3A3B

TA84
E680
E0SC
F61F
9E28
9996
E8OB
84A8
1BA7
0779
D632
66E2

6BF91D96
0E152789
96385819
59185243
45272ADF
5AD4C19D
2BEFT7AAQ7
OE8A2FE9
4E79FD43
17CE8BTF
4D8172AB
159DEC27
F5618310
C546AD1D
8995B4B6


https://iecnorm.com/api/?name=7fe6b85c90ef2e15ae0b49224d3f2de8

9B2546B5
64CE8113
924FD211
1E8E4607
98068FFE
2B2B8CCE
51COAB4F
EC6BF3D4
A9B654C5
D157ADOF
9C798342
TCF14527
0CF68784
8AEFD39C
DDD63937
72DFB5CD
6BF27297
EF57078A
3E6B8570
DD55EBE9
61988DFA
B8EDAF19
862A1FB7
8741ADC1
A3DFB670
9EOADAAE
A40DF596
47A09348
B27234E8
8A300BE4
AOB7DA39
664557F3
C7A2C001
4DC7BBD3
974098F0
3783AA29
289D1BCH
F7526BD1
43F7CDIE
DD7BDC5E
DCO99F5A
83044792
4BDEO1A2
5B529AC4
3B04DD14
1C3917BF
D9368161

C3.2 XM

Parameters

Private ke

08000000
25262728
9E558303
55565758

Public key

1
4

293EDOB 6FF19D3E
14434D2 160D6A4F

A32C4D53 E93EA30F

9
7
7
8
6

33D365B D43D32E5S
74336FC 3AF44B7F
8E81167 92852702
CCBF929 TFAE29AF
B50675C BO610C6A

DOE62C42 3FABOTES

7

5C94219 128DE055

ABD969C8 8BB910C2

2
2
9
5
2

C432FE2 40567C45
T796EFAA 559A7702
A77E50C CA9F98DB
F6DD11B EB26B710
BOFOOF3 BO364DE6

ISO/IEC 14888-4:2024(en)

ABB94721
AC15B54A
OF41BB4F
22D2F2DE
4425D6ES
57601954
CAB4A838
41F7FFB7
9A5AF537
AB2B57A4
3CD9141E
3AE3C3F5S
94EB4455
43C640F5
72C9BD00
12BDCC28

8ESEE391
8BOSFF6A
680779D4
EOE335AC
6FDB86FE
DA2BF4BF
94DF382C
1B6DD871
219425ED
74E65393
0B4B14ES8
41F98CD6
5A426C58
44F42E7F
A8413914
524FCD42

FOFED4E1
9764B2ES
2A265456
S5CATF2FE
454C38DE
7B91211E
EFO0C147A
73EFFAET
9364DB70
201FDOBB
C1lB943CC
035D8D73
ADEOF8E9
4396026B
91C8425E
OFRAF25A

1E7ATFE2
C3D1F58F
A3E28C67
BFD40C13
79949365
FD2DA2B5
E3E4AAQ07
D6DCF4B6
68222814
9E9901AA
B2ABFE29
4D11AD56
49A985C7
351A8E06
4D654634
3857R8DRB

81EC6A5L1
559FF5FE
CBF32ACC
BO89F2C7
FEOFA9FD
AAQF611B
FA805210
713351FE
FCDACT7B5
A24C1A74
7D1F1D97
T9A2FB83
9B79EDD9
AA9C4822
69771FBD
D6CH7413

63F069D8
35F253C6
DFCC80D6
4B361F57
EB270D34
FO66FFF5
05A4A761
5FCAC6CD
7TACOBES3
3B854188
0A86F357
60A050BB
E6DD1C2A
68F15040
45223958
152BADGA

B41325D0
FE708360
3A9B590F
88DCB1D2
61806FDO
42C43B90
4A06D98E
86C4C5FD
82706A73
4B6EAFCC
50969D64
87344500
5ED64015
2BBATES9
8BD970B1
DE87D773

0

1
2
5
9
3
1
0
9
N
3
H
K|
A
H
1
5
1
¥
9
1
5
9
4
g
H
1
2
H
8
3

0

N B

01610FA D3B17856
IAB519CA AC8681C7
CDBBALA 5F3ABA21
S9EF4AF O01EEE060
6F8647E EB255DCO
E78A7B1 C2079BBB
C1C5131 7D80036D
6A6EO1A EB96E392
8F878D2 CE650662
74DF639 70E1440B
C8A3573 E3A540D3
14D7085 65D62445
81F2ECEF BF49E4ES
E8B59FF EE19B1D1
BBO13F8 0552EE34
IAACT7997 47992CBD
E6F03C6 CDOD369C
8C93BC1 306CABOE
8D3B791 11B024BD
EFBDADGF 64A81C3A
EC779FD 6D990A3D
E791CDD F6CEEB99
34D797E 3878FDE3
3E70140 DBOA8B83F
064F343 95CFC58F
DD153F6 ODESAFF9
766D01F 63168D23
3717CD5 51F476C7
DFBBC4F 8ED3498C
0AB9687 7TE618C44
490864D C6FO2ELF

SS-MT SHAKE

1020304 05060708

2

QO2ADODOC ONOTOT 2N
T Dt

9DF0359C
9ED8CDCE
D8691F18
FCB7AFFC
239A18DD
BE184401
75E2036E
1FAF012D
320F17EB
F30C63D2
73E601CD
69FAT7330
54A3DB5B
F6DA4F86
6881365A
205ACB5SA
06059D8B
CF733A46
8D6FDD2A
7625FD7B
92F8B25E
1FFBBE18
5D78C776
5AATCCC2
C824D92B
320774E1
6F8CCCB4
D0960DAB
2DFGBAS3C
D152DF7D
QE2A2165

:n=32, h=20,d=2, w=16

090A0BOC

21222272/
== T

DDB1C99E
87753758
F89699A6
D389AD6E
2C366BB9
D1023088
491F39B1
AF70C795
1E732C10
D3BCF8ES
2CT798E26
680933A2
29015462
83D6DCBO
00AB3AS8C
30065D6F
B4F95DA5
2A6CE349
205ACA91
041B8CDC
72F7D879
6F11967B
31D99DEE
23535AFE
7725D246
BECDIEC6
2D50E482
7TEADOAB7
59A068ED
8FEFBI95E6
87DF2502

ODOEOF10

’JII’J("J'7’JO

D0204D9B
4542A1FE
9A07A0B4
6D2DOF76
D1A7DIEC
9D3FE987
FFB845D9
TAT8A3D2
B2D5CT7AF
8F0C2DB8
C42B92D2
55EDD801
3808D501
D309F338
D6AAASEF
127C025D
CBDOA25F
CAB14917
AGFT793R2
8DEROS04
8K51232B
QGBD2D7A
8898BIEB
D6CBA551
7T6EOBAF7
3FFOFFD6
TD75F5E7
6254DDB8
01D9F3E6
24D279B9
846BD66B

11121314

2027 2D D
o

4DBC7979
670D99D5
263C3CFC
C28CB5C4
C32CEDD6
A23E9972
C6CB6EA2
A2028C60
029C9A3D
TDFBCIE2
C5507Fr64
4CAT7TBF9
3A64134E
1E852BES6
D6D@23B38
23€D4B69
F'SAD3B79
BBF431F5
84718C20
6FC32DCF
0975A2ED
AAADC64A
CB881B20
31505CDO
EDC68ASF
9B9A4B74
1E94DCB8
2177022C
TEDS5EB45
FF7D5D08
91BBF6A0

15161718

N2 2T Q
Do

E6DASBC7
868F1AGE
959ABB8F
B3C250CE
E77A38FF
45672531
583AF148
52633054
3161E73E
E2BBDGES
E231B34A
68834021
ZAAS50CO0F
385C7D54
BD53A4BF
142F3DCB
OESA6AAE
BA4BDFEF90
109A9015
A2B1739C
1D790FEA
3E64032E
6410CE23
24C60E43
D40E3B7A
6AA99A25
5AEC8ED3
9B4ESEF6
36F9FE90
277CC509
EF75B755

191A1BIC

lala¥aVNal~NavA
1=

4E16A9DA
2BOB4F1E
270CEEBY
CFADQDAB
970A6DC4
663LECEE
0316843F
472C7BD2
8B1AD7DS
61257C44
64664D87
0AF1779A
F71CF680
24E1Co612
92A3D6CH5
60ABBI1E
D14F625F
4B36C71C
AEEA36F1
57F7611A
DBB97548
44F1AF54
A1974AFB
870CD3A0
8F5DIESE
62EED006
7C59687D
86267401
OFA4FF99
EED2D337
AASDFD

1D1E1F20

RDLAD20O2 Q0
= p g

147
S5DC
48Al
B2CH
82F
89E]
A92}
E2F
9384
282
6Coll
8CE4
3CT1
533
8FBI]
4257
TA2
89F]
860]
B8B
A84
3A2
BE1]
82E
4FF
41B
72E]
494
B474
7ED

21217

BBFB
DAFD
DDF4
FAEE2
S5E76
AEDD7
[4090
[84D9
h1F64
1D1E
8865
E211
E363
1D89
BOCF
B95E
57B9
0989
1B7E
7915
96C9
B4D3
B40D
8BD9
E044
4D40
4E9A
14E8
160B
0E26

2324

AT

EFAB

8
5

835804D 9F540A7C
95A5B5C 5D5SESFE

00000029 69C006C5 D6BE4B38
44454647 48494A4B 4C4D4EA4F

Message: 25

Signature:

080000BA FCEBCBSE 55ECB1A3
87867906 B53EDF81 3EC6FDD7

A9039F8C

294DE9EF
50515253

4AE795C7
38E6D37D

40FEB440

ABI9E5S583
54555657

4BC20311
69721506

41424344

03883580
58595A5B

D62A6GF4A
7FD28D85

45464748

4D9F540A
5C5D5SESF

38D7EAAC
5197508A
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494A4BA4C

T7CA9039F

027EF5FD
0A210998

4D4E4F50

8C40FEB4

C974C334
96A5A857

T

51525354

40414243

C77F278C
494DA813


https://iecnorm.com/api/?name=7fe6b85c90ef2e15ae0b49224d3f2de8

AAFAT1B4
4C759C88
25F44A5B
9318008C
DA65DF09
B1E20827
ES01BA45
95425F6C
BEFD05917
79179FA7T
309838E4
BO9EOBOCF
BFDCADED
S5ECEDC64
B8836A15
4530A02B
BD783E2E
85BB02AA
46316C7D
EDFS5FES9
DI9FC5530
8C1209AB
3626CT7E3
AAG4F1AD
DO9DF9517
6E994633
50F87F2F
1AE86832
8628B3DC
264BA430
AD91BCCC
A33A5E93
4D9454C2
7D46CA25
A90CE9BO
449C0F12
7B17B2DB
B3735722
188654D8
1DCO9F89
D9579567
1E91FF2B
6510682A
221021EA
61CD2352
F2DAB340
DCY9B5BBF
A5CT7EFOB
C00D5126
96814642
B92196BE
36BA29A8
F184EA00
FBDO00OD4
29D863F0
215EF30D
C3BAFE73
ECC24022
5CBB54AF
4AET789FA
AQOFB34E1
6328B10D
B455EEBD
5AC4028D
D7704DC4
F6BE8D4D
7D7ET70E2
7D49548B
61FC27E4
EEA9C664
4F7B852F
1E10F382

A3A686AE
F208EDAY
1D8C2299
93BDF4AD
0780C4C3
92904788
D2A381F1
B460D525
055C30C7
86BOF41B
A405794F
11E45A4B
12039023
9DOAE1E2
4124E3B7
27204BFD

187CC8DO
261AD192
ED54ECB9
B432FFDB
026FAEDO
6E94D4CC
DB2BE087
6C92898E
C4ABCA4D
9DF65A41
8517D368
4EDA91E9
141C0741
7BEE3DA3
77C87890
D266ABID

ISO/IEC 14888-4:2024(en)

0086B38B
EB3C3287
74DAT70AE
2CDB2D64
61E67214
DE57D3F1
386C3F66
7B77CEBS
41702D49
D23D054A
4B001F3C
10DEC1CA
0939EC8C
BB7FAB83
8E3FCBFE
BORFO11E

3223A70D
1AAF02F1
877A1280
AGEBCBC7
35CAF6D9
C6085A02
21BOFAAT
A92BTE3F
49194819
0410E168
B68C2140
31853730
0OB5B1F1A
26806C20
T9FTET5B
24DFEADA

S5E0530DF
A4BC55AA
8758C825
047B9A48
57D20F40
23C49COE
D747FB3F
82D6EI93E
8A02B8I9F
68BD3193
259BAAD7
BBE84278
67740B04
7CTB98FE
CCC8BY97B
3AFBOIODE

3426DASC
50CA9BCC
79F6B281
2ACAGEF7
F31BC1D2
84E24F64
BF1E5203
305D09D0
BEOBCA3D
2FB81EAQ06
354D1ADF
862D80B6
1E71D9F7
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EB3D43AA CD5C695E B6669B66 1909CE21 0647DB3F 82426AA6 8D01D878 6DT46DFE A407781F OEAA60DA4
B40A6428 ADBB07C4 7244AECC 3494124FE FF2B25D8 E05E2675 020699DB 9AD791A4 CO926A38 6FA47681
F509E718 87783F1F S5F04B7DA 063FEB1D 2BOF52B9 1600BFD2 A9D76F15 O0E64F80A 7BBOF004 F2EOCDBI
830AB3D9 CO564FF1 D40825F1 60872B01 ED431107 CO2AB6B8 C855202F 8BS06ES2 BEFA4593 AFC851ED
B69510AE 114126B3 CAT20FA5 E95C4EQA C04B72B9 02D788B9 754D6AD6 36665BFD 2B65A281 2BB24598
AFD74582 45A7B2D6 A04C80CB 79FABAC4 F8DEOD42 CB924566 AF6196BA 1E63647E 8E939CD5 09CO2FF7
C13D5D1C DODIE60C 6B59E27D B5FCFD81 613E498B D181BF82 CACD67BF 4C0D426A 041FES8C4 CD22B3E0
5016D004 05F01E89 05998B04 D0456532 99EBA106 273FE1FB 478D26D5 C5882F7E 96BD7FD0 1EE12574
BF839EFB 5D1C462D 434C5EE3 205D0022 1D234622 441361D9 8A1EB135 904ED83F AC76126D 7CE9B2DB
F8969AF6 583E6606 F2CFE836 2278CCF4 A39197EE 275F9353 0394117B C78263C3 EC54CC91 820DA20C
0CE63227 Al47FE6B 636C7ED8 0182789F SB7COELF B8D34893 D40C20BF CA43DFA8 E372124C B5746B59
CO6FBF76 790B2C39 204509CF BF24ECCC D51B6198 6C105063 D27EF1D3 36CC5AD0 C419778B 888D1700
5EA24112 FB424FF9 81540037 CDCBF473 2CAE28A6 6DAE6281 E459BBD4 D8A84E66 EBTIE64D 17DD2ESC
25F0E946 D18EAF73 CDS5ABFSD 01FD6147 1701A027 E92ACOF8 B37FD645 841BC387 5DB4D223 AS5CAEF25
4689753C B5364E0D C6E43529 CCO8600A 9499724A 7CATDE7S5 B361AEALl C9388D1C 2F77697D 2EAC38EE
0831AESF 8C690CC2 60889C6R EJCEOF03 QI1ESFGRS D83IDNA2RC OBS5CGER2A 048D3RCC FIFRDEDQ 45BDD1S82
11838394 HCD3452B 138A7E78 E61052D1 28DA879B BD1C7068 4AE61CEE 1BD5E50D 6D8D3873 292A278A
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07B1B3F5 (BE4795D 90277D65 F561143C S565FDEBE 4CF2D823 6B227804 651D9819 E26559pPD.B77413BE
DD9362D5 FOF381CF 8AC551C2 3513844A F7047C5B B9279E7D 87C96620 4597C47B 5213EACH 28C16311
8EF36973 HB85DB3C5 992E3696 73975A21 SEB495A6 79ACB265 81A5C376 063C73F7 D6161486 FOETASFO
A43EA69B 1J2038723 0B778CC3 32F0B96D 4D914D7D 7E017617 A1D2ADIC 499D0861 BOAER7AA 341301A7
DA23FE4C 1JCOD88F8 3B3F8184 0C15CA95 8F9C85CF ASDCBDAS5 35508572 273C5488 (AFR73C033 AOBR4CAD
2B5CO7A2 E227BC66 0895A07C E12BF397 9049B045 61E455C8 30D7BBCY FE461D25xI434DDBF 4D9GCCEC
8A1649DC HECATC55 21F1B863 7DD13D99 79A2BF6A 0F98DCD6 5CA10CBA 37AEROF2 E3EE27F4 3E2ACDAO
1421FE41 42AB9F64 04E0E06C 22F4CDDC EB59737A 7C8ECFFE 5AC81013 86G39D61 CEOCA93A 17BB1425
A95C38F3 2CT1FF4B 9CT79DTAE 79D30A55 87C8B352 7BO9D99AA 986EDCF0O 218480F3 1C336150 1E4ABD2D
3310175F 4F166378 50F117BD E7EA827D 8BS5CCDC4 7E6F8ATE 21525081 SEIDIDCB 67D752ED 865%12BA
C32059B0 24D6B9AD 52AB4853 B388ASCA 91952849 ESDBB6F4 4AA23BE4~FA641BD1 BBF70D24 AS58310DF
2719DCE8 @ASBF089F C7FA0047 79B9F433 AB84C0129 BFEFECCE 09A3F549 D4DBFE93 29F9EC37 1COHTDF7
AC70F4CA (D49822B B5C4645D BBO9F691 C9580A61 43C9DB98 DEFDB16B A1AB3F61 C8C497E6 1B3B6A8O
554AEECF 97E3D7BA 9BDD8643 5D7D1692 B78BA81A C78895D6 58515C10 SCCDECC4 449F2297 25746857
9569E9F8 H97D3ADC 5242B567 600FCD38 2AA10461 05888EB2¢98D3EF1B C89E3B7A E8016679 03DFDB50
87750066 §120C140 06EFDCC8 76B07E72 F7530ED5 BAFC517Q J66A866F 1997C945 17542C58 14CEBDS7
F1321C3B (710E953 28E567E1 3BBE9963 82866D21 E8102350 0E3B660E EADCF362 D83879DB 564¢D6F2
CBC4D7C5 H1024DBB FOFCD730 5D63C238 EC6DB565 B50CIDBF DCDE59A6 FAC58814 CDA0321A 250F38A4
EOSFFE3A 4E8F2176 B76AF11A 4F92B946 D576B69B 3EB2334F B5B37789 B816DEE6 B9259D18 4E34946D
20035B39 ¢0539C1F 5B28037E F132B8C2 6BFIDE91,E048ED07 AS52BE3FC C951C7CB 758B32ED 01645CB1
D35182A5 OB650A23 A2F91292 170E85C8 ESECEB78 61F27C07 FD912C81 5F6982F7 E0503BEB BB4(E6O1
E4D3234E 2E791041 D932CBB2 46D6671A 71CT78AFE 471B9B23 12324087 8EBCA68A 0D210490 D97¢B762
5FA17B14 HDC691A2 55806C6C 06128D55 96CRAT92 A83D4715 AF49279D 6F65CC57 79AAF859 80BGOCE2
D1C3385F 1|/9E88D00 726E72F4 4F8F14DA CAR0C4B1 D8D24FSE COEAD7D3 68CAB472 81DE72C6 F22F5B22
F9971F3D FDS8FOFOF 25B704FB 9E7104F5, 4F76AB1E 00C66EFB 4111C54A DOE0SDC3 F91E084B 32C]4BAD
2097E7E5 E6AF553B 3F7C8157 DOC15E4942BA1B69 ED6AC836 OBOEGBBF 6C815B5D 555E394A 35F$CAE2
B8C6F501 85237288 4C192652 36B>6BDOA 47AF27DC 1479DF2B 59040E86 25816817 B039339E 8DAJE923
CA4B7176 7|482918E A3830754 5240a414FE D6A9CA3E 59DA4B52 4855CE13 54E3FF03 D478B96D 835p62EE
E44736B6 F[1D4D7AE 23C7E20A BS5E14852 9B7AEAF3 5500CB5D 67638BDC AE105553 4978B8B5 578¢2F60
FBCEF2BC H7A61266 CA8D8550NFFB78370 F7F77E50 56E857FB A6024D42 3DCFF359 22154A70 55A%01CF
44F56E3D 1JIE4CCDB A5823FR2.J)20249B0C B240E2D4 42BCF33F ACEE9B64 3995FEOB 7BDBB386 58BA74D2
F37FD530 Y706A5A3 BDB3FSIUC 16FC701B 278A80A5 F1DF2FC1 C5F80493 D2C6964A 33067392 CC62E3ES
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Parameters: n=24,h=20, d=2, w=16

Private key:

08000000 0T0Z0304 05060708 UJ0A0UB0OC ODOEOFI0 11121314 15161718 IOIAIBIC IDIELFZ20 21222324
25262728 292A2B2C 2D2E2F70 1B02B281 ACB7F8E(Q 82098C35 9E2BB987 3D7B3603 41F12D30 31323334
35363738 393A3B3C 3D3E3F40 41424344 454647

Public key:

00000031 701B02B2 81ACB7F8 E082098C 359E2BB9 873D7B36 0341F12D 30313233 34353637 38393A3B
3C3D3E3F 40414243 44454647

Message: 25

Signature:

080000E0 199594BE AC866B26 FA250A5F DE4028EC 2BABEABS5 8CCBA382 11005D0D 265FABDC 95ECDA4D7
479516CD B15DDC36 86079EC1 269B1427 3D3B282A 807FCTBC 4F84A367 887066CF 69C36CD1 S5CFO2ACL
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HYAOB24EA
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g2CESTD1
6048281
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99140986
AE2D66EA
89C5C8B5
4ADDDDCS8
BA459614
6CC51539
2DDB5636
56065C1D
3B57893C
62B8418E
8B646B01
0D7862AA
2AB9EADA
88EBBD73
BE6291B7
412559E6
71A31BEB
DC990245
7391B33A
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DE96D0BS8
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CBB4B9D2
OBEBSETE
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77DED774
95A24BF2
1D26FeB8
59€E9DDC
35FE099C
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EDB9280A
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612984D9
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C1464BA7
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BF45D93E
8CE130DE
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C402AFBS
F29C9781
187B8F64
65FDAASFE
DDCAl221
683AFTAT
7C9BD705
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9AD8D464
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B3FF994E
CCO0L53806
T7C23EB46
36227756
85661006
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45BBF884
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0A267CBF
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2BBE8DAF
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14CD8086
E7BDFEES
E1B58174
025C651C
45F102FA
8F43F1C4
E26312F9
586AAD77
81B60CEL
588EDB82
01D8E863
5335B79A
F3FDFAFF
64C09CDD
2DB045B9
7DFA78DE
6EE3C5DC
9212B844
1E9308E1
67F12730
542FBBE1
0BC224BE
A225CF1lE
7359DA2%
8FLANIB4
7BBDA27B
9€399E8D
8A80138A
BD87C052
9BB5BD4C
6A2D50FB
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6FAF3566
DO7A8C57
85FCOAA2
051F7234
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F58B17DB
1DF49F58
46CD0583
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FF6AFC4E
1B364EC7
AETEF149
8FL5ASF6F
8157A14B
DE024BEB
TE857CCT
80A504DD
F69520FC
5C004180
14E9401A
6F072BF5
F6707406
ODBEF9E7
F67CA401
65C121EB
83D8517F
ECB8E2D0
0F4FEGDRS
CC9346C6
SKSFFEOA
O2BE44E9
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1A043C66
BA4F16B1
E6DC5E3D
AB88333ES8
58DEC9C2
453EA374
36602DC3
6B27C2FC
5F808511
0B27DC87
819E860C
ECA08D23
2C24F18A
0734D2BA
544D971C
D7A671FC
11EBF5E9
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AE6291EF
A9B84384
7D7EE1E9
16A0361A
07413D33
316DBC8A
DO09D716
B3FFB374
559CFB37
55AF3B7F
7DA46EDY
F8ET78F6A
BAFE3779
00413350
78014A34
062BDCEB
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09530A7F
FD044110
B591C2BB
F23675F9
0585BA05
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65E12D41
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AES538975
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7515441A
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14D1B9CO
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8C2AD826
9B5A4825
E7DAFES4
082E03CB
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3BF3AAF1
26EEA82B
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850DBF2E
359R05F10
5EBOD180
G5B28185
€F3994FD
04C7EB1A
D4924BAB
7511BEF9
9A2C9173
BC7207F8
ECD68668
FETF930F
B6000138
31E6DCO09
963AA408
3CCOCT7AS
A54CCB31
C8D58BES
B4433A84
DFE9C297
0342267A
A1854569
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DFFAEDSA
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9033B389
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38E4786D
DO95CIOF1
0D109835
DCBD4617
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82D5 0T 6
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FFD4AALQ
3DE4672C
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3A843A22
6CCBC3FD
FFD1A773
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211B4B10
0OA7A34C5
D992D6EA
C6B26641
B28EDB48
AQ4F32A9
E82E6A1S8
316DC7D7
A3B49E84
BFEOAS1E
8E152679
OE4AC86A
EOB7ELS2A
19841386
A993E3D6
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372C5EEQ
3FD03131
F8A905F0
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b N /R ~WaWale)

923
B9D]]
B51
3914
8B 8]
6FFY
2F8

FESYF

AES8]
301
4D2
E24
7BB
8B2
2F3
1144
4361
C2A]

8611

810
845]
5D3]
5A7
61D4
C9E}
EQ07
92AY
7TAEH
5BD
1297
F10]
15A]
C35
8B4]
B384
2C21
4E0
CAO}
C407
6CF

noo

11DF
2AEQ
C304
55C8
8B6E
14D0C
84DC
24B0
2193
978E
6DD3
B338
BF69
D434
5189
8915
7C3F
0C1D
7CD5
6C68
2065
DOCE
02ED
L0043
8C05
EC42
DB15
[OEF2
9B4D
FE17
1200
[1C4D
78AA
5DC1
hMAOEQ
E6C8
D3ED
'1C2E
3FDC
F81D

SR =y s o g

4CA086BC
39A4780C
68125549
592B489F
FFOD98FF
6ABCC1F2
EC72AC8B
A99C1E7B
8F9051EC
5672709A
876EB802
51850069
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3C8CBC67
D5B06D27
5635810C
66DF101D
44C48BBE
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94A9E53D

[SAy i ary

E7C4AD78
54EFD2F6
8889B279
A226A0CS8
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0OE1355B8
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C5935796
OFB83F08
ATAEA583
EC86592A
4655BE6D
D3COF78F
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B47519E0
8AL5A2FB
CAFDDOOE
A20A009A
ESBFIA4F
47893050
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7TEBE8D55
6B31E411
555C339D
59EO0EDBB
5C81CDF7
D669B0C7
089F7421
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F6DFB8AD
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6062A8B8 3F00BEC1 1051A32D

C4 LMS

C.4.1 LMS SHA2-256

Parameters: n=32, h=10, W=4

ISO/IEC 14888-4:2024(en)

8D088811 70D9D4A5 60E7BDFA CY99EDEOA A9AEFAl8 C2DT7F5

Private key:

00000000 00000000 00000006 00000003 OFOEODOC OBOA0908 07060504 03020100 2F2E2D2C 2B2A2928
27262524 23222120 1F1E1DIC 1B1A1918 17161514 13121110

Public key:

00000006 (0000003 OFOEODOC 0BOA0908 07060504 03020100 A7CD5F57 42C84B1C B579091 7 D¥ODATFD
4435ED69 EBD5951E 3DEA3606 02F488AE

Message: 25

Signature:

00000000 00000003 7AD25F69 6309A956 AOOCFA31 53016A62 3B27DAC3 144795AC 75A82ACC 94FFBOB6
B11BF66C H8AB1C2C 13834027 64ECF73F CDF25D15 8A348209 B3E36C31 AAGQFBT2 42554201 91876726
AEF21CA4 H40F24FC 33DA7FS8C 75951F57 14B44683 8530FE71 8BB32FBF,88223E97 A3244C26 BB4$8TD2
8F6A4AAD TABBCETE FDDI2FAB 6CF52F96 BCEDABO4 EF031388 34CACOGEN81E8F2CB 43024176 ASD(2E35
999A0580 €6A2B625 A4D668B1 357F030A 4DIFFFD3 6BDF88D9 2402F348’ 37496C93 8028DB38 FBEASBSA
B64BCE63 [J5A93C7A E09818BD 039D498B 7FF3A2C3 OE2ED8C3 9E35ARBF 48AE92CA C4058707 91EG11B6
BADOEEE2 (C7TBEEOC 24A2AC3D 6386E1FA 3EE97EE6 C972DD8C 033CS5112 87E4101E BBC8855E 78A49484
D2191F64 ([769CE91 9BIDF12C 32FAODBO 33ADBIAD B7FB8733¢8391BAOA 1E713E99 D3F22F23 A864F159
3465053A H5B62BCO 08CI9DSF7 2EFTCFB5 3570A41A 4D78FDED YFIA99CT 39C23809 SA47A6F4 0D6(64B6
66892591 21C822E9 E2227C13 59A50642 BO9D2FF52 DFB72BQD 323A4F0A 75FC2155 472915B6 B98J1BOD
66D3CB17 0767A3F DF36E59C 9FF920B1 7876136B OF8GEE3F D1C65947 59C26648 TF876022 F7038C05
CEB654C7 ([117DE6B F1E90AB8 C17E60DC 9BATFA76 CG408AA6 BOF8C320 624C83D0 6F5CC791 B38IHOOES
0BF50CTA EAC87AFC 68C60EAE E9B55426 001B1BO6EE43A1F3 06D29D54 0A8DC212 F3CC58BC BB2§881F
E54B1902 HYA5C468D 24CAF765 D69943C8 9E3BSEFC FG6CDF8BA A487F0A2 942CAFBD 0AATE4ES DEE(BATF
53245A8A @ECE4FA4 FAB83656 15E31C11 12AA1952 ADFAC3FD 11AE3CAD D225C34C 0CE43724 BD4{46ED
TES52A6F2 2313CEB9 64FC6C3A 5BO0ASTE CI1FIREI6 BCF67147 616E4623 107FBO6C 10199009 3BIE17A0
DYE42B73 FB43A965 ETDTE827 057843B7 99EC64B7 SF3ECS8AA ADE85576 5D8066E4 28F89F44 3D2(0BY4
A686D24A 2CB60D23 3A37EOE0 316C52A2 2C9DEEO1 A3A308F4 4BOESBFF 213BT7FF2 FAF63074 B89FE29A
AC90B710 g2C3938C F2C8ADBB C8E3D91D84DE9476 5E889F16 6B4438ED FDE40ACD EA2DC957 D301560D
04DF642A 1JBA48AE4 DIAE305F 2C7E6LRY ATE96561 46020AC8 16B3BCAF A4AEOF373 9CAB441F 19437942
73R43675 [257CF2A C4649D03 4BA275A5 SA88FESS5 SADB8133 6E72645A D50AD9SD COTF3840 FABH46A4
20A866DC F93BOD55 F6DCC2A7 GBODAECT ES5C330C8 99C682CD A69C11C7 A03C8B52 530757CF E90(DAS2
B3E6814D HADOF497 C80596D1SKI506B67 DO5S5DEC2 A4F63467 B4824CE0 E63ADAD3 D12A9C84 23437CET7
3163B310 227630A0 B3084773)E76D20A0 89EFDEO3 783FC361 1COB4F95 74577004 BE4AA329 D59A80ARA
CDAOE335 EF37D8C5 C57B0EY7 9C3E65A9 9124B209 C1796BE2 E597EEC1 FB534627 6B125767 005|BB2F
74974C59 4858E3ES D9R2AE037 EAOF522B A85517F5 74967031 F3C813B8 E071DAD2 60909173 7A3$3C02
AD45A093 TBOAC946 EDDP6528 §997FAB1 OFOE76D2 5EE7T5D47 78388568 EC23AARA9 EATB482A OE0$6708
58F41B48 H62D696R D23E72E5 2952B2A4 C11D49D4 DIAEF137 D31F3A7D 727B5A0D 62054C02 A8E(A1CC
B9922714 HYE82DOE238D38927 EB348A6C 2805F19B 4151C12F DIF9FDID 2FAA0092 5BF270D6 8CCHC59D
B2504D56 §7019AB2 1B7FEE43 96B2E46B 80687E39 22D7E287 E8DDY071 341F7569 1CS54BB3C 97EAB3FO
66335DCD ([5B@1L679 024B60BE F708DBE4 C624BB12 OE9BCO9C 3DSEB6AS ECEEODED C5373FF4 F89D1425
4DOBBEOD ap4Qo54 85200171 1108660 36562603 000CIIE03 Co3RNDR0 ORIRBRA] DOASET7A18 FARTITIR3
57682EE9 4F60A488 3AE3F076 53264160 35AF2CF3 F27ESBCD FO41ECC6 1A24404A A0870183 F2F9C891
2CB3B433 611F2389 264A500B D6F7C8EF 4C67B052 B8433C78 9BFCDAE2 ECCA3EA8 BC6EC026 C453C011
0121C85C FAC9751B 51DC6A15 3C476E67 AOE074F0 3098DDC5 TA95BBDB 2F9E3D4F 3A560BCS 4911AEOB
DDE393F3 D7349EA8 EE064EB9 D3D918E6 37DD3C99 DACC5730 DE8637A5 DE960DAS E733EA03 FD489F70
16496DC3 7179B88A OF27EF9D 16FAEF6B B6D2A290 B3B63CC3 3183D83C 973DOBEE A83183BC D026C87D
77B7D076 4BFD0584 OEB02505 82D95523 3EF6AC92 1F2BY0BF A596BCD0O 0A09C227 03ACE97B DBAAS44A
2E4403FE 5E349A54 417A6B71 E16C6080 2937917C 1DOB75C1 884AFSAF 74B7943D S5CA5A12D 5EF687CB
47E15C55 CD147D52 34863487 74B4ESF3 2F486BBA E370E418 EE2C1F86 C7863CD0 0C1138C4 9C2193FC
C7BD7043 C483F372 69520114 38841D3B ASCFBF28 B992273C DB611FC9 BBD1B946 B0OS94F90 AD48DF79
26DDF084 EE12B903 AF3A1EC2 18B5D412 7D7F7DBC 1DDABFOA 6ABF3DD4 81D90B07 AF574946 2FBF465C
20057F73 92C4F5EC CBD8AS9D E7654214 FEODOA72 3FE9F5A8 F0672F43 9EFF51BA 6F5AEB6A ADOC358B
4EAFAS55D BF662991 65C4561C 88DF46C4 C9SESF8E 02709BA9 B09270DC OE3F8FCS5 DD78F973 DOBO861B
8DC2840A CEF1CB5SA SECCO06D5 29502642 A01B313D 06F796E0 B646111B E2601DBF BA55D173 0F877713
3BAACOC6 AAC892FD EEF3DFC5 9278D214 9DF52F52 BC5376FB AFCC113B 3E3CB943 F3A1BADE 95D1A6EO
8063A180 AE996F3D 107A02AB 8444ACA1 E023RA609 075C148F 2F49D740 004CTBAF C3C474C9 1DD0830B
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