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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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Digital signature mechanisms can be used to provide services such as entity authentication, data
origin authentication, non-repudiation and data integrity. A digital signature mechanism satisfies the
following requirements.

— Given either or both of the following two things:

— the verification key, but not the signature key;

— aset of signatures on a sequence of messages that an attacker has adaptively chosen,

— 1

— i

S|
NOTE
NOTE
signa
signa
Digit
folloy

— 4
q

should be computationally infeasible for the attacker to:

- produce a valid signature on a new message:

- in some circumstances, produce a new signature on a previously signed_message;
- recover the signature key;

should be computationally infeasible, even for the signer, to find'two different messa
ame signature.

1  Computational feasibility depends on the specific securityréquirements and environmg
ure key is allowed. One example of such applicationsds'amembership credential in an anon
ure mechanism as specified in ISO/IEC 20008.

hl signature mechanisms are based on asymimetric cryptographic techniques and
ving three basic operations:

process for generating pairs of keys,swhere each pair consists of a private signature
orresponding public verification key;

process that uses the signaturekey, called the signature process;
process that uses the verification key, called the verification process.
bllowing are the twoitypes of digital signature mechanisms:

Uhen, for a given signature key, any two signatures produced for the same messag
lentical, the echanism is said to be deterministic (or non-randomized) (see ISO/IEC
irther details);

Uhen, fora given message and signature key, any two applications of the signature pro
with.high probability) two distinct signatures, the mechanism is said to be random

ges with the

nt.

2 Insome applications, producing a new signature on/a previously signed message withouft knowing the

ymous digital

involve the

key and the

b are always
14888-1 for

cess produce
zed (or non-

Q. <

eterministic).

The mechanisms specified in this document are all randomized.

Digital signature mechanisms can also be divided into the following two categories:

— when the whole message has to be stored and/or transmitted along with the signature, the
mechanism is termed a "signature mechanism with appendix" (such mechanisms are the subject of
the ISO/IEC 14888 series);

— when the whole message, or part of it, can be recovered from the signature, the mechanism is termed
a "signature mechanism giving message recovery" (the ISO/IEC 9796 series specifies mechanisms
in this category).

The verification of a digital signature requires access to the signing entity’s verification key. It is, thus,
essential for a verifier to be able to associate the correct verification key with the signing entity, or more

© ISO/IEC 2018 - All rights reserved
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precisely, with (parts of) the signing entity’s identification data. This association between the signer’s
identification data and the signer’s public verification key can either be guaranteed by an outside entity
or mechanism, or the association can be somehow inherent in the verification key itself. In the former
case, the scheme is said to be “certificate-based.” In the latter case, the scheme is said to be “identity
based.” Typically, in an identity-based scheme, the verifier can calculate the signer’s public verification
key from the signer’s identification data. The digital signature mechanisms specified in this document
are classified into certificate-based and identity-based mechanisms.

NOTE 3
For further in

formation, see ISO/IEC 9594-8 (also known as X.509), ISO/IEC 11770-3 and ISO/IEC 15945.

For certificate-based mechanisms, various PKI standards can be used as the basis of key management.

blem

The security of a signature mechanism is based on an intractable computational problem,ie. a pr

for which, d
factorizatior
mechanisms
digital signa

NOTE4 Th
2 and certific
the discrete 1
have been req
now contains

This docume
in ISO/IEC 1
2:2002 and t
(SRA, EC-RD
which (SM2

The mechan
being signed

The Intern
Commission
involve the

The ISO and

The holder d
under reaso
In this resp
Information

Certicom Cor

fure mechanisms with appendix based on the factorization problem.

iven current knowledge, finding a solution is computationally infeasible, such)al
problem and the discrete logarithm problem. This document specifies digital~sign
with appendix based on the discrete logarithm problem, and ISO/IEC 14888:2 spe

e first edition of the ISO/IEC 14888 series grouped identity-based mechanisms-into ISO/IEC 1
hte-based mechanisms into ISO/IEC 14888-3, with both parts covering mechanisms based o
bgarithm and the factorization problems. Since the second edition waspublished, the mech

discrete logarithm based mechanisms.

ntincludes 14 mechanisms: two of which (DSA and Pointelieval/Vaudenay algorithm)
1888-3:1998, three of which (EC-DSA, EC-KCDSA, and EC-GDSA) were from ISO/IEC 1!
hree of which (KCDSA, IBS-1 and IBS-2) were addeddn ISO/IEC 14888-3:2006, four of v
SA, EC-SDSA and EC-FSDSA) were added in ISO/IEC)14888-3:2006/Amd 1:2010, and t
hnd Chinese IBS) are added in this document.

sms specified in this document use a collision resistant hash-function to hash the me
(possibly in more than one part). ISO/IEC10118 specifies hash-functions.

htional Organization for Standardization (ISO) and International Electroteck
(IEC) draw attention to the fact that it is claimed that compliance with this documen
se of patents.

[EC take no position concerning the evidence, validity and scope of these patent right

f these patent rights has assured ISO and IEC that he/she is willing to negotiate lic
hable and non-discFiminatory terms and conditions with applicants throughout the v
bct, the statement-of the holder of this patent right is registered with the ISO anc
may be obtained from:

p. Beijing Huadalnfosec Technology Co., Ltd
Blvd, Building A

a
rganized. ISO/IEC 14888-2 now contains integer factoring-based mechanisms, and this docluE‘ment

s the
ature
cifies

1888-
both
isms

were
594.6-
vhich
wo of

5sage

inical
L may

1°2]

bnces
vorld.
| IEC.

4701 Tahoe 4F, Tower B, Yandong Bldg
MISSISSAUGIA ON_L4W 0B5 No. 2 Wanhong West St.
CANADA Chaoyang District

100015 BEIJING

P.R. CHINA

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights other than those identified above. ISO and IEC shall not be held responsible for identifying
any or all such patent rights.

viii
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ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of patents
relevant to their standards. Users are encouraged to consult the databases for the most up to date
information concerning patents.

NOTES5  The mechanisms of EC-DSA, EC-GDSA. EC-RDSA and EC-FSDSA may be vulnerable to a key substitution
attack[10]. The attack is realized if an adversary can find two distinct public keys and one signature such that
the signature is valid for both public keys. There are several approaches of avoiding this attack and its possible
impact on the security of a cryptographic system. For example, the public key corresponding to the private
signing key can be added into the message to be signed.

Annexes A, B and D are normative elements; Annexes C, E, F, G and H are for information.
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IT Security techniques — Digital signatures with
appendix —

Part 3:
Discrete logarithm based mechanisms

1 3

This
discr

This

—

Annex A defines object identifiers assigned-to the digital signature mechanisms sped

cope

Hocument specifies digital signature mechanisms with appendix whose security is |
bte logarithm problem.

Hocument provides

general description of a digital signature with appendix mechanism, and
variety of mechanisms that provide digital signatures with-appendix.
hch mechanism, this document specifies

he process of generating a pair of keys,

he process of producing signatures, and

he process of verifying signatures.

docu

Anne

mnent, and defines algorithm paramefer structures.

x B defines conversion functions of FE2I, I12FE, FE2BS, BS2I, 12BS, 120S and OS2I

docu

Anne

ix D defines how to genetate DSA domain parameters.

ment.

2

The

consfitutes requdirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced document (including any amendme

[SO/IECA0118-3, IT Security techniques — Hash-functions — Part 3: Dedicated hash-functiol

ormative references

llowing doecuments are referred to in the text in such a way that some or all of

based on the

ified in this

used in this

heir content
applies. For
nts) applies.

N

ISO/IEC 14888-1, Information technology — Security techniques — Digital signatures with appendix —
Part 1: General

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 14888-1 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2018 - All rights reserved
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3.1

finite commutative group
finite set E with the binary operation “*” such that

for all group elementsa, b € E,a* b € E;

for all group elementsa, b,c€ E,(a*b)*c=a* (b *c);

of the group;

for all group elements a € E, there exists a group element b € Ewith b *a =¢;

there exists a group element e € E with e * a = a for all a € E, where e is called the identity element

for all g1

Note 1 to entn
is described

3.2
cyclic grouy
finite commu
of order n

3.3
elliptic cury
cyclic group

Note 1 to ent
equal to 2m, f

An elliptic cut
(when r = p fq
m), where the
consists of a d

An affine point P of £ is one that can be represefited as an ordered pair (Py, Py) € F x F, such that the select

x=Pyandy=
Let “+” denotg
well-known s
of E “at infini
together with

Note 2 to ent
F x F that sati

3.4
order (of a g

oup elementsa,b € E,a*b=b*a

y: In some cases, such as when E is the set of points on an elliptic curve, arithmetic in the finit
yith additive notation.

tative group (3.1), E, of n elements that contains a group element a € E, called the gene|

e group
3.2) defined on the points of an elliptic curve over afifiite field

y: Let F = GF(r) denote the Galois field with cardinality/r, where either r is an odd prime, p,
r some positive integer, m.

ve defined over F can be determined by an affine'curve formula, either of the form y2 = x3 + a{

bset &

rator,

or ris

X+ ap

r some odd prime p) or of the form y2 + x)p&x3 + a1x2 + a (when r = 2m for some positive i
coefficients aj and a are (appropriately chosen) elements of F. The corresponding elliptic c
ollection of certain affine points from F%*F together with a special (non-affine) point “at infin

P), satisfies the given affine curye formula when the indicated arithmetic is performed in the f

the binary operation knowras “elliptic-curve addition”, defined for (most) affine points of E
bcant-and-tangent rules: Once the collection of affine points of E is augmented by O, a special
y” that serves as the.identity element for “+” (but is not represented as an ordered pair), thq

the binary operation “+” forms a finite, commutative, elliptic-curve group, E.

'y: The cardinality of the elliptic-curve group, E, is one more than the number of ordered p:
5fy the affifie-curve formula for E.

froup-element a)

!

teger
rve E

: ”

ity .

ion of
eld, F.

by the
point
set E

irsin

e iffteger n such that an=e, where e is the identity element of the group, a” is dd

fined

least positiv

recursively such that a0 = e and am = a*am-1 (m > 0), and * is the group operation

3.5
pairing

function which takes two elements, P and Q, from an elliptic curve group (3.3) over a finite field, G1, as
input, and produces an element from another cyclic group (3.2) over a finite field, Gz, as output, and which
has the following two properties (where it is assumed that the cyclic groups, G1 and G, have order g, for
some prime g, and for any two elements P, Q, the output of the pairing function is written as <P, Q>)

— Bilinearity: If P, P1, P2, Q, Q1, Q2 are elements of G1, and a is an integer satisfying 1 <a < q - 1, then

<P1+ Py,

Q> =<P1, Q> * <Py, Q>,

<P, Q1 + Q2> =<P, Q1> * <P, Q2> and
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<[a]P, Q> = <P, [a]Q> = <P, Q>4

— Non-degeneracy: If P is a non-identity element of Gy, <P, P> # 1

3.6

trusted key generation centre

KGC

-3:2018(E)

trusted third party, which, in an identity-based signature mechanism, generates a private signature
key for each signing entity

4 hymbols and abbreviated terms

a® ! bitwise exclusive OR of a and b, where a and b are either bits or strings-of bits of the
same length, and in the latter case, the XOR operation is performed’bit-wise|

ai, az elliptic curve coefficients

a mogl n for an arbitrary integer a and a positive integer n, the upique integer remainder r,

0 <r<(n-1),satisfying r = a - bn, for some integer b.

(4, B|CO) the coefficients of the signature formula, which, for the mechanisms specifipd in
Clause 6, defines how the signature is computed
NOTE 1 The signature formula is specified in 5.2.1.

D a parameter which specifies the relationship between the signature key andl the verifi-
cation key

E an elliptic curve defined by twoelliptic curve coefficients, a1 and az

E a finite commutative group;for the mechanisms based on a multiplicative group, the
elements of E are in Z,";-for the mechanisms based on an additive group of glliptic curve
points, the elements:OPE are the points on an elliptic curve E over GF(r)

#E the cardinality-ef £; for the mechanisms based on a multiplicative group Z,'|, #£isp - 1;
for the mechanisms based on an additive group of elliptic curve points, #E is one more
than the ntumber of points on the elliptic curve E over GF(r) [including Of (the point at
infinity)]

F a finite field

Fp a‘finite field of order p

gcd(N1,/N2))  the greatest common divisor of integers N1 and Np

G an element of order g in E

GF(n) the finite field of cardinality r, where r is a prime power

G1 a cyclic group of prime order g; elements of G1 are points on an elliptic curve over GF(r)

G? a cyclic group of prime order g; elements of G, are elements of a finite field GF(r)

Hq1 a hash-function that converts a data string into an element in G1
NOTE 2 The input data string is converted to an integer first, then the integer is
converted to a point on E over GF(r) by using the I2P function, specified in Annex C.

h, Hp hash-functions, i.e. one of the mechanisms specified in ISO/IEC 10118

© ISO/IEC 2018 - All rights reserved
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ID

T

T>

a data string containing an identifier of the signer, used in Mechanisms SM2, IBS-1,
IBS-2 and Chinese IBS

an embedding degree (or extension degree)

multiplication operation that takes a positive integer n and a point P on the curve E as
input and produces as output another point Q on the curve E, where

Q=[n]P=P+P+ ..+ Paddedn - 1 times. The operation satisfies [0]P = O (the point at
infinity), and [-n]P = [n](-P)

a generator of G1 which is used in Mechanisms IBS-1, IBS-2 and Chinese IBS

a prime number or a power of a prime number
a prime number that is a divisor of #E and the order of G1 and G

the size of GF(r); in the mechanisms based on an additive group of elliptic¢ curve pojnts,
ris a prime power, p™, for some prime p = 2 and integer m = 1.

the assignment
the first part of the assignment T
the second part of the assignment T

the KGC's master private key, generated as a randgmly chosen integer, which is used in
mechanisms IBS-1, IBS-2 and Chinese IBS

the KGC's master public key, an element af\G{, which is used in mechanisms IBS-1, IBS-2
and Chinese IBS

the set of integers i with 0 <i < N and gcd (i, N) = 1, with arithmetic defined modulg N
the set of integers i with 0 <i <'p and p a prime number, which is a multiplicative group
the bit-length of the prime:number (or prime power) p

the bit-length of the prime number g

the output bit-Jength of hash-functions h and Hy

pre-signature

x-coordinate of ITin which IT = (IIy, Iy) is an elliptic curve point

y+coordinate of ITin which IT = (I, Ily) is an elliptic curve point

firsteiement of 7 in which 11 = (115, [1p) 1S an element of an extension tield of degree 2
second element of [T in which IT = (I, I1p) is an element of an extension field of degree 2
the point at infinity on the elliptic curve E

a bilinear and non-degenerate pairing

X || Yis used to mean the result of the concatenation of data items X and Y in the order
specified.
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5 General model

5.1

5.1.1

Parameter generation process

Certificate-based mechanisms

5.1.1.1 Generation of domain parameters

-3:2018(E)

For digital signature mechanisms based on discrete logarithms, the set of domain parameters includes
the following parameters:

In th
mech

5.1.1

A sig]
0<X

wher

NOTE

possible X values. For example, the value 1.¢an be excluded because this value results in the user

key b
5.1.2

5.1.2

Both
Curve

5.1.2

The s

, a finite commutative group;
a prime divisor of #E;
, an element of order g in E.

e group E, multiplicative notation is used. It is worthwhile to note,that the particul
anism chosen may place additional constraints on the choice of E-q, and G.

2 Generation of signature key and verification key

nature key of a signing entity is a secretly generated random or pseudo-random intege
< q. The corresponding public verification key Y is an element of £ and is computed as

—¢*’

e D is a parameter defined by the mechanisin to be used. The value of D is one of two val

bing the generator, G, which is easily detectable.
Identity-based mechanisms

1 Notation

identity-based/mechanisms specified in Clause 7 are based on the use of pairings
groups. To specify identity-based mechanisms, the additive group notation is used.

2 Generation of domain parameters

et¢of' domain parameters includes the following parameters:

ar signature

r X such that
Formula (1):

)

hes, -1 and 1.

An implementation is still considered compliant if it excludes a few integers from consideration as

s verification

over elliptic

— E, afinite commutative group;

— GF(r), the Galois field of cardinality r;

— (1, acyclic group of prime order g;

— Gy, acyclic group of prime order g;

— P, agenerator of Gy;

— @, aprime number — the cardinality of G1 and G;

— <>, abilinear and non-degenerate pairing.
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neration of master key

A master private key of a KGC is a secretly generated random or pseudo-random integer U such that
0 < U < q. The corresponding master public key Vis an element of G1 and is computed as:

|4

[u1p

5.1.2.4 Ge

neration of signature key and verification key

A signature key of a signing entity is an element of G1 and is computed by the KGC as Formula (2):

5.1.3 Par{

5.1.3.1 Se

The bit-leng
recommendg

NOTE1 Se
2112 steps ar

2112, For a comprehensive analysis of paranteter sizes, see References [25] and [34].

Itis not nece
signature sc

is the KGC's master private key;

D) is the public verification key

is an identity string for the KGC;

is a hash-function.
meter selection

lecting parameter size

ths of parameters for typical secutity levels are shown in Table 1. The min
bd security level is 2112,

Curity level means the number of steps in the best known attack on a cryptographic primif
e required in the best known-attack on a hash-function, the security level of the hash-funct

ssary to select a, f and y having the same security level; the security level of an implem
heme is the mininmim of the security levels of the parameters.

Table'l — Parameter sizes according to the security level

(2)

mum

ive. If
ion is

bnted

Securitylevel 280 2112 2128 2192 2256
a 1024 2048 3072 7 680 15360
B 160 224 256 384 512
4 160 224 256 384 512

It is recommended that the security level of 280 should only be used for legacy applications.

NOTE 2

table. For example, DSA in 6.1 only supports the security levels up to 2128,

5.1.3.2 Selecting a hash-function

Not every mechanism specified in this document provides all of the levels of security specified in this

Selection of hash-functions shall be based on those standardized in ISO/IEC 10118-3. That is, h and H>
shall be one of the mechanisms specified in ISO/IEC 10118-3, and Hy converts a data string obtained by

using one of

the mechanisms specified in ISO/IEC 10118-3 into an element in G7.

The hash-functions used in this document should be collision-resistant.
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The security strength for the selected hash-function should meet or exceed the security strength of the
parameters used in key generation. The relationship between the security levels of a hash-function and
the key generation parameters is shown in 5.1.3.1.

Furthermore, implementations that verify digital signatures shall have a way of securely determining
which hash-function was used by the signer. Otherwise, an attacker might be able to convince a verifier
to use a different weaker, hash-function and thus, bypass the intended security level.

5.1.4 Validity of domain parameters and verification key

The signature verifier may require assurance that the domain parameters and public verification

key Wmmmmmmne signature

verifies, and an adversary may be able to generate signatures that verify.

Assurance of the validity of domain parameters can be provided by one of the following:

— selection of valid domain parameters from a trusted published source, sughias a standprd;

— generation of valid domain parameters by a trusted third party, suchjas«a CA or a KGC;

— Validation of candidate domain parameters by a trusted third patity/such as a CA or a KGC;

— fpr the signer, generation of valid domain parameters by the sigher using a trusted sysftem;

— Validation of candidate domain parameters by the user (ie. the signer or verifier).

Assurance of validity of a public verification key can be‘provided by one of the following:

— fprthe signer, generation of the public verification/private signature key pair using a trusted system;

— fpr the signer or verifier, validation of the public verification key by a trusted third party, such as a
(A or a KGG;

— Validation of the public verificationkéy by the user (i.e. the signer or verifier).

NOTH1 Validation of domain parameters and keys is required. However, how to achieve this |s outside the

scope|of this document.

NOTH2 The method of authenticating the signer is dependent on the real applications, whiclj is out of the

scope|of this document.

5.2 |Signature process

5.2.1f General

All of the(signature mechanisms in this document make use of a randomizing value K, which is used

(along-with the message) to produce a witness R (the first part of the signature) and ar assignment

(Tq, T7)- Thesigmature for tie Message 1S the pair (R, S ) Where S (the secomnd part of the signature) is

computed as the solution of a signature formula.

In the certificate-based mechanisms, specified in Clause 6, the signature formula is Formula (3):

AK + BXP + C = 0 (mod q)

where

©IS

(4, B, C) isapermutation of (S, T1, T2) or (S, T1, S +T2);
X is the private signature key;

D is a parameter depending on the particular mechanism.

0/IEC 2018 - All rights reserved
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In the identity-based mechanisms specified in Clause 7, the signature formula is Formula (4):

[K]A + [UP]B + C = O (in G1)

where
(4,B,0)
U
Y

is a permutation of (S, Ty, T2) or (S, T, [Y-1]S +T?2);
is the master private key;

is the public verification key;

(4)

D
The permut3

The signatut
Figure 1):

— produci

— produci

is a parameter depending on the particular mechanism.
tion will be specified or agreed upon when setting up the signature system,

e process and the formation of a signed message consist of the following-eight stage

g the randomizer;

ng the pre-signature;

— prepari

g the message for signing;

— computing the witness;

— computi
mechan

g the assignment (it is not necessary to compute the assignment in the identity-}
sms);

— computing the second part of the signature;

— constru
— constru

In this proc
(optional) ar

'ting the appendix;
'ting the signed message.

bss, the signing entity makes use of its private signature key, its public verificatio
d the domain parameters:;

5.2.2 Pro

ucing the randomiizer

For each sighature, the signing entity freshly generates a secret randomizer which is an integer K
0 < K < q. The output ofthis stage is K, which shall be kept secret and destroyed safely after use.

NOTE1 THerandomizer K can be considered as an ephemeral key.

NOTE 2  Fof the same rationale of 5.1.1.2, an implementation is still considered compliant if it excludes
integers fromlcansideration as possible Kvalues

5 (see

based

n key

with

a few

5.2.3 Producing the pre-signature

The inputs to this stage are the randomizer K and optionally signature key X, with which the signing
entity computes the pre-signature, /1, by using K and public parameters as input. In the certificate-
based mechanisms specified in Clause 6, it is computed as Formula (5):

I1=GK

(5)

in E. In the identity-based mechanisms specified in Clause 7, it is individually specified in the

mechanisms

. The output of this stage is the pre-signature, I1.
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5.2.4 Preparing the message for signing

In the process of preparing the message, one of M1 and M becomes message M (with a prefix, optionally),
the other becomes empty.

5.2.5 Computing the witness (the first part of the signature)

The variables to this stage are the pre-signature I1 from 5.2.3 and Mj from 5.2.4. The values of these
variables are taken as inputs to the witness function. The output of the witness function is the witness R.
The witness function is specified in the mechanisms.

5.2.6] Computing the assignment

The ipputs to the assignment function are the first part of the signature, which isthe wifness R from
5.2.5] M from 5.2.4, and, optionally, the verification key Y. The output of thedsSignmeent function
is asgignment T = (T1, T2). In the certificate-based mechanisms specified in ¢lause 6, Tj and T, are
integprs such that:

(=]

<|T1l<q,0<|T2| <q

In th¢ identity-based mechanisms specified in Clause 7, T1 and T7zare elements of G1. It is njot necessary
to compute T in the identity-based mechanisms.

5.2.7) Computing the second part of the signature

The ihputs to this stage are the randomizer K from 5.241, the signature key X, the assignmerjt T = (T4, T2)
from(5.2.6, the permutation (4, B, C) of (S, T1, Tz)wa variable D in 5.1.1.2 and domain parameter q as
specified in 5.1.1.1 and 5.1.2.1.

In the¢ certificate-based mechanisms, the signing entity forms the signature formula [See Formula (6)]:

AK + BXD + C = 0 (mod q) 6)

and splves the signature formula-for S, the second part of the signature, where 0 < S <gq.

In the identity-based mechanisms, the signing entity solves the signature formula for S, thg second part
of thg signature such that'S € G1. This solution satisfies the signature formula [see Formulg (7)]:

[K]A + [UP]B + CE/0F (in G1) (7)
The pair (R, S} Will be called the signature, 2.

5.2.8] Censtructing the appendix

The appendix is constructed from the signature and an optional text field, text, as [(R, S), text]. The
text field could include a certificate that cryptographically ties the public verification key to the
identification data of the signing entity.

As indicated in ISO/IEC 14888-1, depending on the application, there are different ways of forming the
appendix and appending it to the message. The general requirement is that the verifier is able to relate
the correct signature to the message. For successful verification, it is also essential that prior to the
verification process, the verifier is able to associate the correct verification key with the signature.

5.2.9 Constructing the signed message

The signed message is obtained by the concatenation of message M and the appendix,i.e. M || [(R, S), text].

© ISO/IEC 2018 - All rights reserved 9
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Figure 1 —
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5.3 Verification process

5.3.1 General

The verificaf

retrieving the withess;

preparing message for verification;

retrieving
mechanisms);

recomputing the pre-signature;
recomputing the witness;

verifying the witness.

lM [l (R ), text)
Signed‘Message

ion process.consists of the following six stages (see Figure 2):

Signature process with randomized witness (one of M1 and M; is M, the other is empty)

In this process, the verifier makes use of the signer’s verification key, KGC's master public key (only for
the identity-based mechanisms specified in Clause 7) and the domain parameters.

10
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Retrieving the witness
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The verifier retrieves the signature (R, §) from the appendix, and divides it into the witness R and the
second part of the signature S. Also, the verifier checks the range or the bit length of the signature
elements, R and S, according to the rule specified by each signature process. If the predefined rule is
violated, the signature shall be rejected.

5.3.3

Preparing message for verification

The verifier retrieves M from the signed message and divides the message into two parts M1 and M>.

5.3.4

This
5.3.2

Retrieving the assignment

stage is identical to 5.2.6. The inputs to the assignment function consist of the) wit
M from 5.3.3, and (optionally) the verification key Y. The assignment T = (T3,'T?) is

as th
recor

5.3.5

The 1
T=(

sign
In thd

11

wher

n
n

In thg

5.3.6

The d
input

In M
verifi

verifIr assigns to the coefficients (4, B, C) the values (S, T1, T2)according to the order spe

e output from the assignment function. In the identity-based mechanisnis,’it is not
hpute T.

Recomputing the pre-signature

nputs to this stage are the set of domain parameters, the \verification key Y, the
1, T2) from 5.3.4, the second part of the signature S from:5:3.2, and optionally R fro

ure function, and in the certificate-based mechanism§,)computes the element I7'.
certificate-based mechanisms, 1" is computed in'&/as Formula (8):

'=Ym Gn

g
1 =-A-1Bmod g;

=-A-1Cmod q.

identity-based mechanisms, it is individually specified in the mechanisms.

Recomputingthe witness

omputations ‘at-this stage are the same as in 5.2.5. The verifier executes the witness f
s are [1' from*5.3.5 and M1 from 5.3.3. The output is the recomputed witness, R".

pchanisim [BS-2 specified in 7.2, the process of recomputing the witness is cor
cation functions, instead of computing R'".

ness R from
recomputed
hecessary to

assignment
m 5.3.2. The
cified by the

(8)

unction. The

hputing two

5.3.7
The s

Verifying the witness

ignature is verified if the recomputed witness, R’, from 5.3.6 is equal to R from 5.3.2.

In Mechanism IBS-2 specified in 7.2, the process of verifying the witness involves checking whether the
two verification function values computed in 5.3.6 are identical, instead of verifying whether R = R"holds.

© ISO/IEC 2018 - All rights reserved
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i
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A 4

[ Verifying Witness ]47

A 4
Yes / No

Figure 2 — Verification process with arandomized witness

6 Certificate-based mechanisms

6.1 General

Clause 6 specifies eleven certificate;based mechanisms. These make use of arithmetic ip the
multiplicative group Z," or the additive:group of elliptic curve points. The mechanisms using arithmetic
in the multiglicative group Z,", are.the Digital Signature Algorithm (DSA), the Korean Certificate-based
Digital Signature Algorithm (KCBSA), the Pointcheval/Vaudenay algorithm, and the Schnorr Digital
Slgnature Algorithm (SDSA).(The mechanisms using arithmetic in the additive group of elliptic furve
Curve
Fithm
b Full

s, an

: A : 3 i oreinate{Hy p ves for
EC-DSA, EC- KCDSA EC- GDSA EC RDSA EC- SDSA EC FSDSA and SM2 are restrlcted to non- smgular and
non-supersingular curves.

The hash-function identifier can be used for binding the signature mechanism and the hash-function.
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6.2 DSA

6.2.1 General

DSA (Digital Signature Algorithm) is a signature mechanism with E = Z,*, p a prime, and q a prime
dividing p — 1. The parameter D of DSA is equal to 1. The message is prepared such that M1 is empty and
M3 is the message to be signed, i.e. M = M. The witness function is defined by Formula (9):

R=1Imod q 9

where I = GK mod p for some integer K

The gssignment function is defined by Formula (10):
(T1, T2) = (=R, -BS2I(y, H)) (10)
where H = h(M) is the truncated hash-code of message M, converted toaninteger accdrding to the
convgrsion rule given in Annex B.

The doefficients (4, B, C) of the DSA signature formula are set as pexformula (11):

(4, B, C) = (S, T1, T2) (11)

Thus| the signature formula becomes Formula (12):
SK - RX - BS2I(y, H) = 0 (mod q) (12)

NOTE This mechanism is taken from Refereri¢e [17]. The notation here has been changed|slightly from
Reference [17] to conform with the notation used.elsewhere in this document.

6.2.2| Parameters

p a prime, where 2a-1 < p < 2¢;
q a prime divisor of p — Iy where 26-1 < g < 25.
G a generator of thesstibgroup of order g, such that 1 < G < p.

Four [choices for the pair (a, ) are allowed in DSA, which are (1 024, 160), (2 048, 224), (2 048, 256),
and (B 072, 256). It is recommended that the security strength of the (@, §) pair and the y|be the same
unlegs an agreement has been made between participating entities to use a stronger hash function.

The iptegers p, ¢, and G can be public and can be common to a group of users.

The parametersp, gamd ¢are generated as specified im Anex D~ H compatibitity with tie NIST Federal
standard is not required then the parameters p and g can be generated by using the prime generation
techniques given in ISO/IEC 18032.

It is recommended that all users check the proper generation of the DSA public parameters according to
Reference [17].

NOTE If a signer were free to specifically choose the domain parameter g to facilitate a collision between
hash values, then an attack against such an instance of DSA could be mounted in which the required collision on
the underlying hash-function could be found with complexity of 274, 2101, or 2114 (corresponding to y = 160, 224,
or 256, respectively), as opposed to the most secure instances, in which the complexity of finding a collision would
be 280, 2112 or 2128,[39] The attack is, however, easily detectable. Furthermore, the attack cannot be mounted
when domain parameters are generated as specified in Reference [17] which includes the method specified in
Annex D. If the use of an appropriate method for the generation of domain parameters cannot be verified, the
attack can also be prevented by using a mechanism of the type specified in 6.3, 6.4 and 6.7.
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It is recommended that digital signatures based on SHA-1 should only be used for legacy applications.

6.2.3 Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < q. The parameter D is 1. The corresponding public verification key Y is Formula (13):

Y=GXmod p (13)

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6.2.4 Signature process
6.2.4.1 Prpducing the randomizer
The signing gntity computes a random or pseudo-random integer K such that 0 < K£-q.
6.2.4.2 Prpducing the pre-signature
The input to|this stage is the randomizer K, and the signing entity computes Formula (14):

IT=GKmjod p (14)
6.2.4.3 Preparing the message for signing
The messagg is prepared such that M is empty and My is'‘the message to be signed, i.e. My = M.
6.2.4.4 Computing the witness
The signing entity computes R = I mod q where the witness is simply a function of the pre-signature.
Thus, see Foymula (15):

R = (GKmod p) mod q (15)
6.2.4.5 Computing the assignment
The signing|entity computes the hash-code; if the output bit length of the selected hash-functjon is
larger than ([ logql, #-5 set to the leftmost (most significant) [logzql bits of h(M3). Otherwise, H
is h(My). Afterwards, H is converted to integer according to conversion rule, BS2I, in Annex B. The
assignment (T1, F2)is (R, -BS2I(y, H)).
6.2.4.6 Computing the second partof the signature
The signature is (R, S) where R is computed in 6.2.4.4 and [see Formula (16)]:

S= (K1 (BS2I(y, H) + XR)) mod g (16)

where H is the leftmost (most significant) min(f, y) bits of h(M>).

The value of h(M3) is an y-bit string output of the appropriate hash-function in 6.2.2. For use in

computing S,

this string shall be converted to an integer.

It is required to check if R = 0 or S = 0. If either R = 0 or S = 0, a new value of K should be generated
and the signature should be recalculated (it is extremely unlikely that R = 0 or S = 0 if signatures are
generated properly).

14
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6.2.4.7 Constructing the appendix

The appendix will be the concatenation of (R, S) and an optional text field, text, (R, S), text).

6.2.4.8 Constructing the signed message

A signed message is the concatenation of a message, M, and the appendix:

M||((R, S), text)

6.2.5—Verificationproeess

6.2.5{1 General

Prior|to verifying the signature of a signed message, it is necessary that the vegifier has tr
of p,q, Gand Y.

6.2.5|2 Retrieving the witness

The verifier retrieves the witness R and the second part of the sigrature S from the af
verifier checks to see that 0 < R < g and 0 < S < q. If either condition is violated, the signa
rejected.

6.2.5|3 Preparing the message for verification

The v

6.2.5

This
6.2.5

erifier retrieves Mz = M from the signed message. M1 is empty.

4 Retrieving the assignment

stage is identical to 6.2.4.5. The inputs to the assignment function consist of the wi
2 and M from 6.2.5.3. The assignmment T = (T1, T3) is recomputed as output from thg

funct

6.2.5

The i
and s

signafture using Formula (17):

]

6.2.5

ion, 6.2.4.5.

5 Recomputing the pre-signature

hputs to this stage ate domain parameters, verification key Y, assignment T = (T1, T?)
econd part of the sighature S from 6.2.5.2. The verifier obtains a recomputed value |

-1 -1
Z,:Y—S Tiniod q G—S T, mod q modp

usted copies

pendix. The
ture shall be

ness R from
assignment

from 6.2.5.4
1" of the pre-

(17)

6.</Recomputing the witness

The computations at this stage are the same as in 6.2.4.4. The verifier executes the witness function.
The input is I1' from 6.2.5.5. Note that M1 is empty. The output is the recomputed witness R’ such that
R'=1I"mod q.

6.2.5

.7 Verifying the witness

The verifier compares the recomputed witness, R' from 6.2.5.6 to the value of R from 6.2.5.2. [f R' = R,
then the signature is verified.

© ISO/IEC 2018 - All rights reserved
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6.3 KCDSA

6.3.1 General

KCDSA (Korean Certificate-based Digital Signature Algorithm) is a signature mechanism with £=Z," p

-1
a prime, and g a prime dividing p - 1. Verification key Y is GX ; that is, the parameter D is -1. The
message is prepared such that M is empty and M5 is the message to be signed, i.e. M = M. The witness
function is defined by Formula (18):

R = h(12BS(a, 1))

(18)

If yis greate
R=12BS

Domain parz:

Formula (20):
(T1, T2) §

where V = B
The coefficig

(4,B,0C)

Thus, the sig
-K+ SX-

NOTE Th
Reference [36

6.3.2 Parg
p a priy
q a priy
F an inf
G F(p-1

- than £, then the witness function is replaced by Formula (19):

B, BS21(y, h(12BS(a, IT))) mod 25)

imeters shall indicate the employed hash-function. The assignment fui¢tion is defin
v.-1)

b21(B, R @ H) mod q. The value H is the hash-code from theZpublic key Y and message |
nts (4, B, C) of the KCDSA signature formula are setas Formula (21):

= (T2, S, T1)

nature formula becomes Formula (22):

+ /=0 (mod q)

is mechanism is taken from Reference [36]. The notation here has been changed slightly
] to conform with notation used elsewhere in this document.

meters

ne, where 2a-1 < p 52«
he divisor of p~1, where 26-1 < q < 28
eger suchthat 1 < F<p-1and F(r-1)/amod p > 1

/44nod p, an element of order q in Z,"

(19)

ed by

(20)

M.

(21)

(22)

from

~

the input block size (in bits) of the selected hash-function h

Hash-function identifier or OID with specified hash-function.

Three choices of the triplet (a, 5, h) are allowed in KCDSA, which are (2 048, 224, SHA-224), (3 072, 256,
SHA-256), and (2 048, 224, SHA-256). Among these, (2 048, 224, SHA-224) and (3 072, 256, SHA-256)
are recommended, while (2 048, 224, SHA-256) can be used in the case when only SHA-256 is available
and SHA-224 is not.

The integers

16
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6.3.3 Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < q. The parameter D is -1. The corresponding public verification key Y is Formula (23):

Xt
Y=G mod p (23)

A user’s secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6.3.4—Sigmature process

6.3.4/1 Producing the randomizer

The digning entity computes a random or pseudo-random integer K such that 0&K'< q.

6.3.412 Producing the pre-signature
The ihput to this stage is the randomizer K and the signing entity computes Formula (24):

Il= GKmod p (24)

6.3.4{3 Preparing the message for signing

-lsl

The hessage is prepared such that M is empty and-M?3 is the message to be signed, i.e. M

6.3.4{4 Computing the witness

The gigning entity computes witness R = hl2BS(«, 7)), where the output of h is the hash-c¢de of the bit
string of length a converted from the pre-signature I1. If y is greater than f, then, the computation of
witngss is replaced by R = 12BS(3, BS2I(y, h(12BS(a, I1))) mod 25).

The donversion rules, [2BS and. BS21, are given in Annex B.

6.3.4{5 Computing the assignment

The digning entity computes the assignment (T, T2) = (V, -1) where V = BS2I(S, R @ H) mod g, where
H = h[Y'||M3) is the.hash-code of the concatenation of Y’ = [2BS(l, Y mod 2/) and message M| The value of
Y'is g bit string-ofilength I In computing V, the bit string R @ H shall be converted to an irjteger before
modylo reduetion with respect to g.

If y is|greater than g, then the computation of H is replaced by H = 12BS(S, BS2I(y, h(Y' ||M2)) mod 25).

naranat

NOTE Viic o fiond aolian o o nense dhc o goliin con o loanmt o0 o 0 3 X
T IS a Attt varaCToTr a oSt traS; oS v arat tan ottt prasa oSt parartters

6.3.4.6 Computing the second part of the signature

The signature is (R, S) where R is computed in 6.3.4.4 and [see Formula (25)]:
S=X(K-V)modq (25)

6.3.4.7 Constructing the appendix

The appendix will be the concatenation of (R, S) and an optional text field, text, ((R, S), text).
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nstructing the signed message

A signed message is the concatenation of a message, M, and the appendix:

M||((R, S), text)

6.3.5 Verification process

6.3.5.1 Ge

neral

Prior to veri
of p,qand G.

The verifier
verification

6.3.5.2 Re

The verifier
verifier then

If the let]
the emp

If any of the

6.3.5.3 Pr

The verifier

6.3.5.4 Re

This stage i3
6.3.5.2 and |

0<S<q

If the length of the value y is greater than f3, the bit length of R is equal to §.

H AN 3 s £ H | 33 ot +1 s L 4 fad
Yy ITg e STEITatuT COT a STETIC U TIIC S Sag T 1S TICCTSSart y oratc v eT e rras—rastet 3

also acquires the necessary data items for the verification process: for éxample
key Y (see ISO/IEC 14888-1:2008, Clause 9 for additional required data items).

trieving the witness

checks whether the following conditions hold or not:

gth of the value y is not greater than f3, the bit length of Ris equal to the output bit len
oyed hash-function h;

hbove condition does not hold the signature shall be rejected.

pparing the message for verification

retrieves M = M from the signed message. M1 is empty.

trieving the assignment

identical to 6.3.4.5,The inputs to the assignment function consist of the witness R
> from 6.3.5.3. Therassignment T = (T4, T2) is recomputed as output from the assign
4.5.

function, 6.3

6.3.5.5 Re

The inputs t
and second |

computing-the pre-signature

p this-'Stage are domain parameters, verification key Y, assignment T = (T4, T2) from 6
part of the signature S from 6.3.5.2. The verifier obtains a recomputed value 1’ of the

retrieves the witness R and the second part of the signature, S _from the appendix.

opies

2, the

The

bth of

from
ment

h pre_

signature u

r=v®

ing Formula (26):

mod q GTl mod q modp

6.3.5.6 Recomputing the witness

(26)

The computations at this stage are the same as in 6.3.4.4. The verifier executes the witness function.
The inputis I1' from 6.3.5.5. Note that M1 is empty. The output is the recomputed witness R'.

6.3.5.7 Ve

rifying the witness

The verifier compares the recomputed witness, R’ from 6.3.5.6 to the value of R from 6.3.5.2. If R' = R,
then the signature is valid.

18
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6.4 Pointcheval/Vaudenay algorithm

6.4.1 General

The method of Pointcheval/Vaudenay is a variant of the DSA algorithm, with E = Z,*, p a prime, and q
a prime divisor of p - 1. The parameter D is equal to 1. The message is prepared such that M1 is empty
and My is the message to be signed, i.e. M2 = M. The witness is defined by Formula (27):

R=1Imod q (27)

and the assignment function is defined by Formula (79)-

(T1, T2) = (=R, -H) (28)

wherg H = h(I2BS(f, R)||M) is the hash-code of the concatenation of the witness' R and the message
M. Nqte that the computation of T2 above requires the conversion of the hashscode to an|integer. The
convgrsion function is given in Annex B.

The qoefficients (4, B, C) of the Pointcheval/Vaudenay signature formulaare set as Formula (29):

(4,B,C)=(S, T1, T2) (29)

Thus] the signature formula becomes Formula (30):

SK-RX-H=0 (mod q) (30)

NOTH This mechanism is based on the algorithm designed by D. Pointcheval and S.|Vaudenay in
Referg¢nce [31].

6.4.2| Parameters

a prime
a prime divisor of p -1

an integer such that1 < F<p - 1 and F(p-1)/4 mod p > 1

Q m QT

F(r-1)/q mod(p
Hashifunction identifier or OID with specified hash-function

It is recommended that all users check the proper generation of the public parameters.

6.4.3|_“Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < q. The parameter D is 1. The corresponding public verification key Y is Formula (31):

Y=GXmod p (31)

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.
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6.4.4 Signature process

6.4.4.1 Pr

oducing the randomizer

The signing entity computes a random or pseudo-random integer K such that 0 < K < q.

6.44.2 Pr

The input to

oducing the pre-signature

this stage is the randomizer K and the signing entity computes Formula (32):

I1=GKmod p

6.4.4.3 Pr

The messageé

6.4.4.4 Computing the witness

The signing
Thus, see Fo

R = (GKnpod p) mod g

6.4.4.5 Computing the assignment

The signing
is the hash-
witness shal

6.4.4.6 Computing the signature

The signatuf

S=K-1(E

6.4.4.7 Constructing the appendix

The appendj

6.4.4.8 Copnstructing the signed message

A signed me

MI|((R, S

6.4.5 Veri

(32)

eparing message for signing

is prepared such that M1 is empty and M3 is the message to be signed, i.e -;My= M.

entity computes R = [ mod q where the witness is simply a function of the pre-sign:
Fmula (33):

entity computes the assignment (T1, T2) =.(=R; -BS2I(y, H)), where H = h(I12BS(p, R]
code of the concatenation of the witness, and message M. Before the concatenatiol
[l be converted to a bit string of length f:

e is (R, S) where R is computed.in 6.4.4.4 and [see Formula (34)]:
S2I(y, H) + XR) mod g

x will be the.concatenation of (R, §) and an optional text field, text, ((R, S), text).

bsage is the concatenation of a message, M, and the appendix:

iture.

(33)

[|M2)
0, the

(34)

), text)

fication process

6.4.5.1 General

Prior to verifying the signature of a signed message, it is necessary that the verifier has trusted copies

of p, g and G.

The verifier also acquires the necessary data items for the verification process: for example, the
verification key Y (see ISO/IEC 14888-1:2008, Clause 9 for additional required data items).

20
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6.4.5.2 Retrieving the witness

The verifier retrieves the witness R and the second part of the signature S from the appendix. The
verifier then checks to see that 0 < R < g and 0 < S < q. If either condition is violated, the signature shall
be rejected.

6.4.5

.3 Preparing the message for verification

The verifier retrieves My = M from the signed message. M1 is empty.

6.4.5

.4 Retrieving the assignment

This

stage is identical to 6.4.4.5. The inputs to the assignment function consist of the\w!

ness R from

6.4.512 and M7 from 6.4.5.3. The assignment T = (T1, T) is recomputed as output frem th¢ assignment
functiion, 6.4.4.5.
6.4.5{5 Recomputing the pre-signature
The inputs to this stage are domain parameters, verification key Y, assignment T = (T1, T2)|from 6.4.5.4
and second part of the signature S from 6.4.5.2. The verifier obtains’a’recomputed value JI' of the pre-
signafture by computing it using Formula (35):
-1 -1
]T;:Y—S T1 mod q G—S T, mod q mod p (35)

6.4.5

The d
The i

6.4.5

The V
then

6.5

6.5.1

SDSA|
a pri
mess
a has

6 Recomputing the witness

omputations at this stage are the same as 11'6.4.4.4. The verifier executes the witn
hputs are [1' from 6.4.5.5. Note that M1 iscefpty. The output is the recomputed witnes

7 Verifying the witness

erifier compares the recomputed witness, R’, from 6.4.5.6 to the value of R from 6.4/
the signature is valid.

SDSA

General

(SchnorrDigital Signature Algorithm) is a signature mechanism with £ = Z,", p a
me dividing p - 1. The parameter D is equal to 1. The message is prepared such t}
hge totbe signed, i.e. M1 = M, and M3 is empty. The witness function is defined by setti
h-code. The assignment function is defined by setting T1 = -1 and T equal to the ne

bss function.
S R,

5.2. If R"=R,

brime, and g
1at Mq is the
hg R equal to
gative of the

pr'which is obtained by converting R to an integer according to the conversion rule, H

integ

Annex B and then reducing modulo q.

The coefficients (4, B, C) of the SDSA signature formula are set as Formula (36):

S2I, given in

(A,B,C)=(T1, T2, S) (36)
Thus, the signature formula becomes Formula (37):
-K+ T2X+5=0 (modq) (37)

NOTE

SDSA stands for Schnorr Digital Signature Algorithm. The mechanism is taken from References [32]
and [33]. The notation here has been changed from References [32] and [33] to conform with the notation used in
the ISO/IEC 14888 series.
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6.5.2 Parameters

p

q
G

a prime, where 2a-1 < p < 2a
a prime divisor of p - 1, where 26-1 < g < 28

a generator of the subgroup of order g, such that 1 <G < q

Four choices for the pair (a, h) are allowed in SDSA, namely (1 024, SHA-1), (2 048, SHA-224), (2 048,
SHA-256), and (3 072, SHA-256). Corresponding 8 should be selected according to a in Table 1.

The integer

p.q.and G can be publicand can be common to a group of users

The parame]
generated us

It is recomm
to Reference

ters p, ¢ and G are generated as specified in Annex D. The parameters p and 'g.¢
ing the prime generation techniques given in ISO/IEC 18032.

ended that all users check the proper generation of the SDSA public parameters acco|
[17].

It is recommiended that digital signatures based on SHA-1 should only be used forlegacy applicati

6.5.3 Gen

The signatui
that 0 < X < d

Y=GXm

A user's secq]
signature ke

6.5.4 Sign

6.5.4.1 Pr

The signing

6.54.2 Pr
The input to
I1=GKm

6.54.3 Pr

eration of signature key and verification key

e key of a signing entity is a secretly generated random‘er’pseudo-random integer X
. The parameter D is 1. The corresponding public verifigation key Y is Formula (38):

bd p

et signature key X and public verification keyY are normally fixed for a period of timg
y X shall be kept secret.

ature process

pducing the randomizer

entity computes a randgmror pseudo-random integer K such that 0 < K < g.

pducing the pre-signature
this stage is therandomizer K, and the signing entity computes Formula (39):

od p

pparing message for signing

hn be

rding

PNS.

such

(38)

2. The

(39)

The message is prepared such that M1 is the message to be signed, i.e. M1 = M, and M3 is empty.

6.54.4 Co

mputing the witness

The signing entity computes the witness R as the hash-code of the pre-signature /T and the message M
[see Formula (40)]:

R = h(12BS(a, IT) ||M)

22
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6.5.4.5 Computing the assignment

The value of the witness R is converted to an integer according to conversion rule, BS2], in Annex B and
then reducing modulo gq. The assignment (71, T7) is (-1, -BS2I(y, R) mod q).

6.5.4.6 Computing the second part of the signature
The signature is (R, S) where S = (K + BS2I(y, R)X) mod q.

As an option, one may wish to check if R =0 or § = 0. If either R = 0 or S = 0, a new value of K should
be generated and the signature should be recalculated (it is extremely unlikely that R = 0 or S = 0 if

i Fravac ann ganmapatad e N 1)
signaguresaregenerated-properhy)

6.5.417 Constructing the appendix

The dppendix will be the concatenation of (R, §) and an optional text field text.

6.5.4/8 Constructing the signed message

A sighed message is the concatenation of the message, M, and the appendix

M| ((R,S) |I text)

6.5.5| Verification process

6.5.5|1 General

The verifying entity acquires the necessary data,items required for the verification procesg.

6.5.5|2 Retrieving the witness

The verifier retrieves the witness R-and the second part of the signature S from the appendix. The
verifier checks to see that R is a nogn*zero string within the range of the hash function and fhat 0 < S < q.

6.5.5|3 Preparing message for verification

The verifier retrieves Mfrom the signed message and divides the message into two part$ My and My,
such that M1 = M and"M7'is empty.

6.5.5{4 Retrieving the assignment

The Input-Fo"the assignment function consists of the witness R from 6.5.5.2. The agsignment is

Formlula (41):
T=(T1, T2) = (-1, -BS2I(y, R) mod q) (41)

6.5.5.5 Recomputing the pre-signature

The inputs to this stage are domain parameters, verification key Y, assignment T = (T1, T2) from 6.5.5.4
and second part of the signature S from 6.5.5.2. The verifier obtains a recomputed value [T’ of the pre-
signature by computing it using Formula (42):

H/ZY(TZ mod q) G(—ST1 mod q) mod p=Y(T2 mod q) G(S mod q) mod p (4_2)
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6.5.5.6 Recomputing the witness

The computations at this stage are the same as in 6.5.4.4 and 6.5.4.5. The verifier executes the witness
function. The input is [T’ from 6.5.5.5 and My from 6.5.5.3. The output is the recomputed witness R’
which is the hash-code of the recomputed pre-signature I1"and the message M.

6.5.5.7 Verifying the witness

The verifier compares the recomputed witness, R'from 6.5.5.6 to the retrieved version of R from 6.5.5.2.
If R"= R, then the signature is verified.

6.6 EC-DSA

6.6.1 Gengral

EC-DSA (Elliptic Curve Digital Signature Algorithm) is an elliptic curve analogue of the_ DSA algorfithm.
The coefficignts (4, B, C) of the EC-DSA signature formula are set as Formula (43):

(A, B CYE(S T1, T2) (43)
where (T1, T2) = (-R, -BS2I(y, H)) and H = h(M) is the truncated hash-céde of message M, converted to

an integer a¢cording to the conversion rule given in Annex B. The hash=function h is one of SHA-1,|SHA-
224, SHA-25p, SHA-384 and SHA-512 described in ISO/IEC 10118-3;

Verification key Yis [X]G; that is, the parameter D is equal to 1{The message is prepared such that|M; is
empty and M is the message to be signed, i.e. My = M. The witness function is defined by Formula|(44):

R = FE2I(r; I1x) mod q (44)

The convers]on rule, FE2], is given in Annex B.

Thus the sighature formula becomes Formula(45):
SK - RX 1+ BS2I(y, H) = 0 (mod q) (45)

NOTE THis mechanism is based on the algorithm described in Reference [7].

6.6.2 Pargmeters

F a finjite field

E an elliptic curve group over field F
HE the ¢ardinality of £

q a prime divisor of #E

G a point on the elliptic curve of order g

All these parameters can be public and can be common to a group of users. The security strength of the
hash function used shall meet or exceed the security strength associated with the bit length of q.

Itis recommended that all users check the proper generation of the EC-DSA public parameters according
to Reference [7] or Reference [17].

It is recommended that digital signatures based on SHA-1 should only be used for legacy applications.
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Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < q. The parameter D is 1. The corresponding public verification key Y is Formula (46):

Y

= [X]G

(46)

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6.6.4

Signature process

6.6.4

The digning entity computes a random or pseudo-random integer K such that 0 < Kx q.

6.6.4

The ihput to this stage is the randomizer K and the signing entity computes Formula (47):

1]

6.6.4

The hessage is prepared such that M is empty and My 1S the message to be signed, i.e. M

6.6.4

The digning entity computes R = FE2I(r, [Ix)unod q.

6.6.4

The
large
is h(/]
assig

6.6.4
The s

1 Producing the randomizer

2 Producing the pre-signature

= [K]G

3 Preparing message for signing

4 Computing the witness

5 Computing the assignment

igning entity computes thethash-code; if the output bit length of the selected has
F than [logzql, H is set'to the leftmost (most significant) [logaq| bits of h(M2). (
7). Afterwards, H is .converted to integer according to conversion rule, BS2], in A
hment (71, T7) is (=R)=BS2I(y, H)).

6 Computing-the second part of the signature

ignature-isi(R, S) where R is computed in 6.6.4.4, and [see Formula (48)]:

= (K-1(XR + BS2I(y, H))) mod q

(47)

-lsl

h-function is
therwise, H
nnex B. The

(48)

It is required to check if R = 0 or S = 0. If either R = 0 or S = 0, a new value of K should be generated
and the signature should be recalculated (it is extremely unlikely that R = 0 or S = 0 if signatures are
generated properly).

6.6.4.7 Constructing the appendix

The appendix will be the concatenation of (R, S) and an optional text field, text, ((R, S), text).

6.6.4.8 Constructing the signed message

A signed message is the concatenation of the message, M, and the appendix:

M||((R, S), text)

© ISO/IEC 2018 - All rights reserved
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6.6.5 Verification process

6.6.5.1 General

The verifying entity acquires the necessary data items required for the verification process.

6.6.5.2 Retrieving the witness

The verifier retrieves the witness R and the second part of the signature S from the appendix. The
verifier then first checks to see that 0 < R < g and 0 < § < g; if either condition is violated the signature
shall be rejected.

6.6.5.3 Pr

The verifier
will be empt

6.6.5.4 Re

This stage is
6.6.5.2 and |
function, 6.6

eparing message for verification

Fetrieves M from the signed message and divides the message into two parts Mt and M
y and Mp = M.

trieving the assignment

identical to 6.6.4.5. The inputs to the assignment function consist of the witness R
M, from 6.6.5.3. The assignment T = (T1, T) is recomputed @s output from the assign
4.5.

6.6.5.5 Re

The inputs t
and second |
signature by

m'=[-$

6.6.5.6 Re

The comput
The input is

6.6.5.7 Ve

The verifier

computing the pre-signature

b this stage are system parameters, verification*kKey Y, assignment T = (T1, T2) from 6
part of the signature S from 6.6.5.2. The verifier obtains a recomputed value IT'of the
computing it using Formula (49):

171 mod q]Y + [-S-1T2 mod q]G

computing the witness

htions at this stage are the'same as in 6.6.4.4. The verifier executes the witness fun
/1' from 6.6.5.5. The output is the recomputed witness R".

rifying the witnéss

compares the recomputed witness, R'from 6.6.5.6 to the retrieved version of R from 6.|

If R"= R, then the signdture is verified.

6.7 EC-K(

DSA

(>. M1

from
ment

ction.

6.7.1 General

EC-KCDSA (Elliptic Curve Korean Certificate-based Digital Signature Algorithm) is a signature
mechanism with verification key Y = [X~1]G; that is, the parameter D is equal to —1. The message is
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prepared such that M; is empty and M3 is the message to be signed, i.e. M3 = M. The witness function is
defined by Formula (50):

R = h(FE2BS(r, ITx)) (50)

If y is greater than (3, then the witness function is replaced by Formula (51):

R =12BS(B, BS2I(y, h(FE2BS(r, My))) mod 25) (51)

where f’is8* [/ 8]1.

Domain parameters shall indicate the employed hash-function. The assignment function.|s defined by
Formjula (52):

~

1, T2) = (V,-1) (52)

wherg V=BS2I(f’, (R @ H)) mod q. The value H is the hash-code from publickey Y and medsage M.
The qoefficients (4, B, C) of the EC-KCDSA signature formula are set as(Formula (53):
(4, B, €)= (T2, S, T1) (53)

Thus| the signature formula becomes Formula (54):

K+ SX-1+ V=0 (mod q) (54)

NOTE This mechanism is taken from Referenceé<f37]. The notation here has been changed|slightly from
Reference [37] to conform with notation used elsewhere in this document.

6.7.2| Parameters

l the input block size (in bits).ef the selected hash-function h
a finite field

E an elliptic curve group over field F

#E the cardinalityof E

q a prime-divisor of #E

G a peint on the elliptic curve of order g

Hashifunetion identifier or OID with specified hash-function

All these parameters can be public and can be common to a group of users.

It is recommended that all users check the proper generation of the EC-KCDSA public parameters
according to Reference [37].
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6.7.3 Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < g. The parameter D is -1. The corresponding public verification key Y is Formula (55):

Y=[X1]G

(55)

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6.7.4 Sig

ature process

6.7.4.1 Pr

The signing

6.74.2 Pr
The input to
I=[K]G

6.7.4.3 Pr

The messageé

6.7.4.4 Computing the witness

The signing
than S, then

The convers

6.7.4.5 Computing the assignment

The signing
H=h(Y"|| Mj
I bits of a bit

padded as mjuch as needed after the sequence. In computing V, the bit string R @ H shall be conver

an integer bg

pducing the randomizer

entity computes a random or pseudo-random integer K such that 0 < K < g,

pducing the pre-signature

this stage is the randomizer K and the signing entity computes Formula (56):

pparing the message for signing

is prepared such that M1 is empty and M3 is the€ méssage to be signed, i.e. My = M.

entity computes R = h(FE2BS(r, I1x)), where output of h is the hash-code of ITy. If y is g1
the computation of witness is replaged by R = 12BS(’, BS21(y, h(FE2BS(r, I1x))) mod 2/

on rules, FE2BS, I2BS and BS2I{are given in Annex B.

entity computes thetassignment (71, T2) = (V, -1) where V = BS2I(f’, R @ H) mod g, V
) is the hash-codeof the concatenation of Y’ and message M. The value of Y'is the left
sequence FE2BS(r, Yx) || FE2BS(r, Yy). If | is greater than the length of the sequencq

efore modtde reduction with respect to g.

- than{5,"then the computation of H is replaced by H = [2BS(f’, BS2I(y, h(Y’ || M2)) mod

(56)

eater

).

vhere
most
e, 0 is
ed to

28).

s\afixed value for a user, thus, this value can be kept as a user parameter.

If y is greate
NOTE Y’
6.7.4.6 Co

mputing the second part of the signature

The signature is (R, S) where R is computed in 6.7.4.4 and [see Formula (57)]:

S=X(K-

6.7.4.7 Co

V) mod q

nstructing the appendix

The appendix will be the concatenation of (R, S) and an optional text field, text, ((R, S), text).
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8 Constructing the signed message

A signed message is the concatenation of a message, M, and the appendix:

M || ((R, S), text)
6.7.5 Verification process
6.7.5.1 General
Prio tU vl ;f_y ;lls thc oisuatux © Uf [23 oi5ucd lllCODGSC, ;t ;D et oodl _y that thc \ A2 ;f;cx hao tl dSted Copies
of E, ¢ and G.

The verifier also acquires the necessary data items for the verification processi for ¢
verifijcation key Y (see ISO/IEC 14888-1:2008, Clause 9 for additional required data’items).

6.7.5

The yerifier retrieves the witness R and the second part of the sigdature S from the aj
verifier then checks whether the following conditions hold or not:

—

-+ —-

— i
If any

6.7.5
The v

6.7.5

This ptage is identical to6.7.4.5. The inputs to the assignment function consist of the wif
6.7.5.2 and M3 from 6.25:3. The assignment T = (T1, T2) is recomputed as output from thg

he employed hash-function h;

2 Retrieving the witness

<S<gq;

the length of the value y is not greater than f, the bit 1éngth of R is equal to the output
the length of the value y is greater than S, thebit length of R is equal to .
of the above condition does not hold the signiature shall be rejected.

3 Preparing the message for verification

erifier retrieves M = M from the signed message. M1 is empty.

4 Retrieving the assignment

functfion, 6.7.4.5.

6.7.5

The ipnputsto'this stage are domain parameters, verification key Y, assignment T = (T1, T7)
and the’second part of the signature S from 6.7.5.2. The verifier obtains a recomputed v{

5 Recomputing the pre-signature

pre-s

Il

gnature using Formula (58):

"=[Smod q]Y + [T1 mod q]G

6.7.5.6 Recomputing the witness

xample, the

pendix. The

bit length of

ness R from
assignment

from 6.7.5.4
lue IT' of the

(58)

The computations at this stage are the same as in 6.7.4.4. The verifier executes the witness function.
The inputis I1' from 6.7.5.5. Note that M1 is empty. The output is the recomputed witness R".

6.7.5.7 Verifying the witness

The verifier compares the recomputed witness R’ from 6.7.5.6 to the value of R from 6.7.5.2. If R’ = R,
then the signature is valid.
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6.8 EC-GDSA

6.8.1 General

EC-GDSA (Elliptic Curve German Digital Signature Algorithm) is a signature mechanism with
verification key Y = [X-1]G; that is, the parameter D is equal to —1. The message is prepared such that My
is empty and M is the message to be signed, i.e. M3 = M. The witness function is defined by Formula (59):

R = FE2I(r, IIx) mod q (59)

The coefficients (A R () of the EC-GDSA signature formula are set as Formula (60}

(4, B, C)F (T1, 5, T2) (60)

where

(Tlt TZ) B (_R! H)'
H is the¢ hash-code of the message M.

Thus, the signature formula becomes Formula (61):

-RK+ SX1+H=0 (mod q) (61)

NOTE E(Q-GDSA stands for Elliptic Curve German Digital Signature Algorithml[16].
6.8.2 Pargmeters

F a finjite field

E an elliptic curve group over field F

H#E the ¢ardinality of E

q a prime divisor of #F

G a pojnt on the elliptic ctirve of order q

Hash-functiqn identifier or ©ID with specified hash-function

All these palfameters.¢airbe public and can be common to a group of users.

It is recommlended that all users check the proper generation of the public parameters.

6 8 3 G ea £ a3 4= 1 | Ly v - 1
O, eneratioiror SISIHAUUIT RTY 4dIIU VI ITICLAUUIT RTY

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < q. The parameter D is -1. Thus, the corresponding public verification key Y is Formula (62):

Y= [X-1]G (62)

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.
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6.8.4 Signature process

6.8.4.1 Producing the randomizer

The signing entity computes a random or pseudo-random integer K such that 0 < K < q.

6.8.4.2 Producing the pre-signature
The input to this stage is the randomizer K and the signing entity computes Formula (63):

1= [K]G (63)

6.8.4{3 Preparing message for signing

-lsl

The rhessage is prepared such that M is empty and M3 is the message to be signed;’i.e. M

6.8.414 Computing the witness

The digning entity computes R = FE2I(r, [Ix) mod q where the witness-is simply a functiop of the pre-
signalture.

6.8.4{5 Computing the assignment

The gigning entity computes the assignment (T1, T2) = (=R, BS2I(y, H)) where H is the hash-code of the
messhge Mo.

6.8.4/6 Computing the second part of the sighature
The gignature is (R, S) where R is computed in'6.8.4.4 and [see Formula (64)]:
S|= X(KR - BS2I(y, H)) mod q (64)

6.8.4{7 Constructing the appendix

The gppendix will be the concatenation of (R, S) and an optional text field, text, ((R, S), text).

6.8.4{8 Constructingthe signed message

A sighed message'is the concatenation of the message, M, and the appendix:

MI|((R, S)ytext)

6.8.5 Verification process

6.8.5.1 General

The verifying entity acquires the necessary data items required for the verification process.

6.8.5.2 Retrieving the witness

The verifier retrieves the witness R and the second part of the signature S from the appendix. The
verifier then first checks to see that 0 < R < g and 0 < S < g; if either condition is violated the signature
shall be rejected.
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6.8.5.3 Preparing message for verification

The verifier retrieves M from the signed message and divides the message into two parts M1 and M. M1
will be empty and My = M.

6.8.5.4 Retrieving the assignment

This stage is identical to 6.8.4.5. The inputs to the assignment function consist of the witness R from
6.8.5.2 and M3 from 6.8.5.3. The assignment T = (T4, T2) is recomputed as output from the assignment
function, 6.8.4.5.

6.8.5.5 Re

The inputs t
and second |
signature by

m'=[(-T

6.8.5.6 Re

The comput
The input is

6.8.5.7 Ve

The verifier

If R"= R, then the signature is verified.

6.9 EC-RI

6.9.1 Gen

EC-RDSA (H
verification
Mj is empty
signature fo

(A,B,C)

where (T4, T|
in 6.9.4.5.

computing the pre-signature

b this stage are system parameters, verification key Y, assignment T = (T1, T72) from 6
part of the signature S from 6.8.5.2. The verifier obtains a recomputed value.I1"of the
computing it using Formula (65):

)-1S mod q]Y + [(-T1)-1T2 mod q]G

computing the witness

htions at this stage are the same as in 6.8.4.4. The verifiefexecutes the witness fun
/' from 6.8.5.5. The output is the recomputed witness R%

rifying the witness

compares the recomputed witness, R’ from 6.8:5.6 to the retrieved version of R from 6.

)SA

bral

lliptic Curve Russian Digital Signature Algorithm) is a signature mechanism
key Y = [X]G; that is, the’ parameter D is equal to 1. The message is prepared suc}
and M3 is the message'to be signed, i.e. My = M. The coefficients (4, B, C) of the EC-
'mula are set as Foxmula (66):

= (T].l T2, _S)

b) = (H,'R)and H = h(M) is the hash-code of message M, converted to an integer as desc

8.5.4
h pre_

(65)

ction.

‘90

N

with
1 that
RDSA

(66)

ribed

L7

The witness

£ 3 re—dafs 1 A 1 L
TUICLIivIn IS UcTilicu vy 1uriula (U7 J.

R = FE2I(r, IIx) mod q

Thus the signature formula becomes Formula (68):

HK + RX -

NOTE

S=0 (mod q)

(67)

(68)

EC-RDSA stands for Elliptic Curve Russian Digital Signature Algorithm. The mechanism is taken from

Reference [21]. The notation here has been changed from Referencel22] to conform with the notation used in ISO/
[EC 14888 (all parts).
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6.9.2 Parameters

p a prime

an elliptic curve group over the field GF(p)
HE the cardinality of £
q a prime divisor of #E

G a point on the elliptic curve of order q

Hashifunction identifier or OID with specified hash-function.

All these parameters can be public and can be common to a group of users.

6.9.3| Generation of signature key and verification key

The qignature key of a signing entity is a secretly generated random or psetido-random integer X such
that § < X < gq. The parameter D is 1. The corresponding public verification key Y is Formuld (69):

Yl= [X]G (69)

A usqr’s secret signature key X and public verification key Y are normally fixed for a period of time. The
signafture key X shall be kept secret.

NOTH Reference [21] does not completely specify theprocess of generation of a user’s secret signature key X.
6.9.4| Signature process

6.9.4/1 Producing the randomizer

The digning entity generates a random or pseudo-random integer K such that 0 < K< q.

6.9.412 Producing the pre-signature
The ihput to this stage is the.randomizer K, and the signing entity computes Formula (70):

= [K]G (70)

6.9.4{3 Prepdring message for signing

-IEI

The rhessage is prepared such that M1 is empty and M is the message to be signed, i.e. M>

6.9.4.4 Computing the witness

The signing entity computes R = FE2I(r, IIy) mod g.

6.9.4.5 Computing the assignment

The signing entity computes H = h(Mz). H is then converted to an integer according to conversion rule
BS2Iin Annex B. If H is equal to 0 mod g, then H is set to 1. The assignment (T, T2) is (BS2I(y, H), R), if
BS2I(y, H) # 0(mod q), or (1, R) otherwise.
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mputing the second part of the signature

The signature is (R, S) where R is computed as given in 6.9.4.4 and [see Formula (71)]:

S=RX+ KHmod g

(71)

The signer should check whether R = 0 or S = 0. If either R = 0 or S = 0, a new value of K should be
generated and the signature should be recalculated.

6.9.4.7 Co

nstructing the appendix

The append

((R, S) || text).

6.9.4.8 Constructing the signed message

A signed me

M1l (R, ;

6.9.5 Verification process

6.9.5.1 Re

The verifier
verifier then
be rejected.

6.9.5.2 Pr

The verifier
will be empt]

6.9.5.3 Re
This stage is

6.9.5.1 and M
function giv

6.9.5.4 Re

The inputs t

x will be the concatenation of (R, S) and an optional text field text, i.e. it will

bsage is the concatenation of the message M and the appendix:

b) || text)

trieving the witness

retrieves the witness R and the second part éP’ the signature S from the appendix
checks whether 0 <R < g and 0 < § < g; if eithércondition does not hold, the signature

pparing message for verification

Fetrieves M from the signed message and divides the message into two parts M1 and M
y and Mp = M.

trieving the assignment

identical to 6.9.4.5.\The inputs to the assignment function consist of the witness R
[> from 6.9.5.2. THe assignment T'= (T, T7) is recomputed as the output from the assign
bn in 6.9.4.5.

computing the pre-signature

b this stage are system parameters, the verification key Y, the assignment T = (T1, T?)

equal

. The
shall

(2. M4

from
ment

from
b [1' of

6.9.5.3, and {]

heSecond part of the signature S from 6.9.5.1. The verifier obtains a recomputed valug

the pre-signature by computing it using Formula (72):

n'=1[-T1"

1T2 mod q]Y + [T171S mod q]G

6.9.5.5 Recomputing the witness

(72)

The computations at this stage are the same as in 6.9.4.4. The verifier executes the witness function.
The inputis I1' from 6.9.5.4. The output is the recomputed witness, R".

6.9.5.6 Verifying the witness

The verifier compares the recomputed witness, R'from 6.9.5.5 to the retrieved version of R from 6.9.5.1.
If R"= R, then the signature is verified.
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6.10 EC-SDSA

6.10.1 General

EC-SDSA (Elliptic Curve Schnorr Digital Signature Algorithm) is a signature mechanism with
verification key Y = [X]G; that is, the parameter D is equal to 1. The message is prepared such that M is
empty and M1 = M the message to be signed. The witness R is computed as a hash-code of the message M
and a random pre-signature I1 = [K]G, by one of two methods, either:

— normal R = h(FE2BS(r, I1x) || FE2BS(r, I1y) || M); or

— optimized R = h(FE2BS(r, IIx) || M).

The first method generates the witness by hashing the concatenation of the x-ceordinate of II, the
y-codrdinate of I1 and the message M. The second method omits the y-coordihate fr¢gm the hash
calcullation and thereby improves performance.

The second method is an optimized variant of EC-SDSA (see Reference [30]).
The qoefficients (4, B, C) of the EC-SDSA signature formula are set as Formula (73):
(4, B,C) = (T1, T2, 5) (73)

wher (T1, T2) = (-1, -BS2I(y, R) mod q).

Thus| the signature formula becomes Formula (74):

K+ T2X+ 5 =0 (mod q) (74)

NOTH EC-SDSA stands for Elliptic Curve Schhorr Digital Signature Algorithm. The mechanismlis taken from
Refergnce [33]. The notation here has been changed from Reference [33] to conform with the notatipn used in the
ISO/IEC 14888 series.

6.10.2 Parameters

F a finite field

E elliptic curve group over the field F
H#E cardinalitytef.E

q primedivisor of #E

G a-point of order q on the elliptic curve

Hashfumctiomidentiffer or Otbwithrspecified rash=furnction
All these parameters can be public and can be common to a group of users.

It is recommended that all users check the proper generation of the public parameters according to
Reference [7].

6.10.3 Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < q. The parameter D is 1. The corresponding public verification key Yis Y = [X]G.

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.
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6.10.4 Signature process

6.10.4.1 Producing the randomizer

The signing entity computes a random or pseudo-random integer K such that 0 < K < q.

6.10.4.2 Producing the pre-signature

The input to this stage is the randomizer K, and the signing entity computes I1 = [K]G.

6.10.4.3 Preparing message for signing

The messagg is prepared such that M1 is the message to be signed, i.e. M1 = M, and M3 is empty.

6.10.4.4 Computing the witness
The signing gntity computes R = h(FE2BS(r, I1x)||FE2BS(r, ITy)||M).
For the optithized variant of EC-SDSA, the signing entity instead computes R s-h(FE2BS(r, I1x)||M)

6.10.4.5 Computing the assignment

The value of|the witness R is converted to an integer according to conversion rule, BS2I, in Annex B and
then reducirlg modulo q.

The assignment (71, T2) is (-1, -BS2I(y, R) mod q).

6.10.4.6 Computing the second part of the signature
The signatute is (R, S) where S = (K + BS2I(y, R)X) mied q.

As an optior], one may wish to check if R = 0 1§ = 0. If either R = 0 or S = 0, a new value of K should
be generatedl and the signature should be recalculated (it is extremely unlikely that R = 0 or S 0 if
signatures afe generated properly).

6.10.4.7 Co[:structing the appendix

The appendiix will be the concatenation of (R, S) and an optional text field, text.

6.10.4.8 Constructing the signed message
A signed megsage is the concatenation of the message, M, and the appendix:

M || ((R, §) M text)

6.10.5 Verification process

6.10.5.1 General

The verifying entity acquires the necessary data items required for the verification process.

6.10.5.2 Retrieving the witness

The verifier retrieves the witness R and the second part of the signature S from the appendix. The
verifier first checks to see that R is a non-zero string within the range of the hash function and 0 < S < g;
if either condition is violated the signature shall be rejected.
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6.10.5.3 Preparing message for verification

The verifier retrieves M from the signed message and divides the message into two parts M; and My,
such that M1 = M and M3 is empty.

6.10.5.4 Retrieving the assignment

The input to the assignment function consists of the witness R from 6.10.5.2. The assignment
T =(Tq, T2) = (-1, -BS2I(y, R) mod q).

6.10.5.5 Recomputing the pre-signature

The ihputs to this stage are system parameters, verification key Y, assignment T = (T1, Tofirom 6.10.5.4
and second part of the signature S from 6.10.5.2. The verifier obtains a recomputed-yalue [I' of the pre-
signafture by computing it using the formula:

I =[-ST1 mod q]G + [T2 mod q]Y = [Smod q]G + [T2 mod q]Y

6.10.5.6 Recomputing the witness

The domputations at this stage are the same asin 6.10.4.4 and 6.10.4.5. The verifier execute$ the witness
functiion from 6.10.4.4. The input is I1' from 6.10.5.5. The outputis the recomputed witneds R’ which is
the hpash-code of the recomputed pre-signature [1' and the méssage M.

6.10.5.7 Verifying the witness

The yerifier compares the recomputed witness;-R"from 6.10.5.6 to the retrieved versign of R from
6.10.5.2. If R = R, then the signature is verified.

6.11| EC-FSDSA

6.11.]1 General

EC-F$DSA (Elliptic Curve FulkSehnorr Digital Signature Algorithm) is a signature mechanism with
verification key Y = [X]G; thatis, the parameter D is equal to 1. The message is prepared such that M; is
emptly and My = M the message to be signed. The witness R is computed as Formula (75):

R|= FE2BS(r, Tx)[{FE2BS(r, ITy) (75)

The doefficients{(4, B, C) of the EC-FSDSA signature formula are set as Formula (76):
(4, B,C)=(T1, T2, S) (76)

where T = (T1, T2) = (-1, -BS2I(y, h(R||M)) mod q).
Thus, the signature formula becomes Formula (77):

-K+ T2X+S5=0 (mod q) (77)

NOTE EC-FSDSA stands for Elliptic Curve Full Schnorr Digital Signature Algorithm. The mechanism is taken
from Reference [33]. The notation here has been changed from Reference [33] to conform with the notation used
in the ISO/IEC 14888 series.
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6.11.2 Parameters

F a finite field

E an elliptic curve group over the field F
HE the cardinality of £

q a prime divisor of #E£

G a point of order q on the elliptic curve E

Hash functign identifier or OID with specified hash function
All these palfameters can be public and can be common to a group of users.

It is recomnjended that all users check the proper generation of the public parametersaccording to
Reference [7].

6.11.3 Gengration of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < ¢. The parameter D is 1. The corresponding public verificationkey Yis Y = [X]G.

A user's secret signature key X and public verification key Y are nopmally fixed for a period of tim¢. The
signature kely X shall be kept secret.

6.11.4 Signature process

6.11.4.1 Prpducing the randomizer

The signing gntity computes a random or pseudg=random integer K such that 0 < K< q.

6.11.4.2 Prpducing the pre-signature

The input tolthis stage is the randomizer’'K, and the signing entity computes I1 = [K]G.

6.11.4.3 Preparing message forsigning

The messagg is prepared such that M3 is the message to be signed, i.e. M = M, and M is empty.

6.11.4.4 Computingthe witness
The signing gntity computes R = FE2BS(r, I1x)||[FE2BS(r, ITy).

6.11.4.5 Computing the assignment

The signing entity computes the hash code h(R||M). Afterwards, the hash code is converted to an integer
according to conversion rule, BS2], in Annex B and then reduced modulo gq. The assignment (T, T?) is
(-1, -BS2I(y, h(R||M)) mod q).

6.11.4.6 Computing the second part of the signature

The signature is (R, S) where S = (K+BS2I(y, h(R||M))X mod q).

As an option, one may wish to check if R = 0 or S = 0. If either R = 0 or S = 0, a new value of K should
be generated and the signature should be recalculated. (It is extremely unlikely that R = 0 or S = 0 if
signatures are generated properly).
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6.11.4.7 Constructing the appendix

The appendix will be the concatenation of (R, ) and an optional text field, text.

6.11.4.8 Constructing the signed message
A signed message is the concatenation of the message, M, and the appendix:

(M |[ (R,S) || text)

6.11.

6.11.5.1 General

The verifying entity acquires the necessary data items required for the verification procesg.

6.11.5.2 Retrieving the witness

The verifier retrieves the witness R and the second part of the signature S from the appendix. The
verifier first checks to see that R represents a point on E and 0 < S £'gyif either condition if violated the
signafture shall be rejected.

6.11.5.3 Preparing message for verification

The verifier retrieves M from the signed message and divides the message into two part$ My and My,
such that Mz = M and My is empty.

6.11.5.4 Retrieving the assignment

The ipput to the assignment function is computed as in 6.11.4.5 from the witness R from|6.11.5.2 and
the message M from 6.11.5.3. The assighment is given by T = (T4, T2) = (-1, -BS2I(y, h(R||M)) mod q).

6.11.5.5 Recomputing the pre-signature

The ihputs to this stage are system parameters, verification key Y, assignment T = (T4, T7) firom 6.11.5.4
and second part of the signature S from 6.11.5.2. The verifier obtains a recomputed value [I' of the pre-
signafture by computingit using the formula:

I = [-ST1 mod\q|G + [T2 mod g]Y = [Smod q]G + [T2 mod q]Y

6.11.5.6 Recomputing the witness

The domputations at this stage are the same as in 6.11.4.4. The verifier executes the witngss function.
The inputis [T from 6.11.5.5. The output is the recomputed witness R'.

6.11.5.7 Verifying the witness

The verifier compares the recomputed witness, R’ from 6.11.5.6 to the retrieved version of R from
6.11.5.2. If R' = R, then the signature is verified.

6.12 SM2

6.12.1 General

The SM2 algorithm is a signature mechanism based on elliptic curves with verification key Y = [X]G; that
is, the parameter D is equal to 1. The message is prepared such that My is the concatenation of the hash-
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code Z and the message M to be signed, where Z is the hash-code of a message that is the concatenation
of the length of ID (the identifier of the signing entity), the value of ID, a4, ay, the x-coordinate of G, the
y-coordinate of G, the x-coordinate of Y and the y-coordinate of Y, i.e.,, M1 = Z||M, and M3 is empty. The
witness function is defined by the formula:

R = BS2I(y, h(M1)) + FE2I(r, I1x) mod q

The conversion rules, BS2I and FE2], are given in Annex B.

The assignment function is defined by Formula (78):

(T1, T2) 5B (78)

The coefficignts (4, B, C) of the SM2 signature formula are set as Formula (79):

(4,B,C)E (T, S+ T2, 5) (79)

Thus, the signature formula becomes Formula (80):

-K+(R4S)X+5=0 (mod q) (80)

NOTE THe SM2 signature mechanism is taken from [42]. The notation here has been changed from [¢#2] to
conform with|the notation used in this document.

6.12.2 Pargmeters

F a finite field

E an elliptic curve group over the field F

H#E the cqrdinality of E

q a primne divisor of #E

G a point on the elliptic curve of order g

Hash-functiqn identifier or OIDwith specified hash-function

All these palfameters can be.public and can be common to a group of users.

NOTE It {s recommended that all users check the proper generation of the public parameters.

6.12.3 Gengration of signature key and verification key

The Slgnatu e ke}r Cf fal olgnlng antity |c La1 cacratly nnnnvr\for] randam or r\conr]n random intacar " Such

AAAAA ¥ STCTeTry It ottt TroaraotT ot Tt TOTC O THIte 5T

that 0 < X< q - 1. The parameter D is 1. The corresponding public verification key Y'is Formula (81):
Y= [X]G (81)

A user’s secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6.12.4 Signature process

6.12.4.1 Producing the randomizer

The signing entity generates a random or pseudo-random integer K such that 0 < K < q.
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6.12.4.2 Producing the pre-signature

The input to this stage is the randomizer K and the signing entity computes /1 = [K]G.

6.12.4.3 Preparing message for signing

Let entlen be the bit-length of a distinguishing identifier ID of the signing entity. Let ENTL be two bytes
string transformed from the integer entlen, i.e., ENTL = 12BS(16, entlen). Then Z can be computed as
Formula (82):

Z = h(ENTL||ID|| FE2BS(r, a1) || FE2BS(r; a2) || FE2BS(r;, Gx) || FE2BS(r; Gy) || FE2BS(r, Yx) || FE2BS(r,
Yirh (82)

The thessage is prepared such that M is the concatenation of the hash-code Z and the-megsage M to be
signe(d, i.e., M1 = Z||M and M3 is empty.

The donversion rules, [2BS and FE2BS, are given in Annex B.

6.12.4.4 Computing the witness

The digning entity computes H = h(M1), and then computes R = (BS2I(y, H) + FE2I(r, Il x) ) mjod q.

6.12.4.5 Computing the assignment

The gigning entity computes the assignment (71, 72) = (~I5.R).

6.12.4.6 Computing the second part of the signature

The gignature is (R, S) where R is computed in-612.4.4, and [see Formula (83)]:
SIE (1 +X)"Y(K-RX)) mod q (83)
Itis required to checkif R=0, R+ K'=q,or S=0.If oneof R=0, R+ K= g, or S = 0 holds, a ngw value of K
should be generated and the signature should be recalculated.

NOTH1 Itisextremely unlikely that R=0, R+ K =g, or S = 0 if signatures are generated properly

NOTH2 Itis easy to seethat R+ S= (1 + X)"1(R + K) mod q. In view of 0 < R + K < 2q, it holds that R + S=0
(mod ) if and only if R+ K= q.

6.12.4.7 Constructing the appendix

The gppendix will be the concatenation of (R, S) and an optional text field, text, ((R, S), text).

6.12. .3 CUllDtl u\,t;us thc oisucd HITS5dgT
A signed message is the concatenation of the message, M, and the appendix:

M||((R, S), text)

6.12.5 Verification process

6.12.5.1 General

The verifying entity acquires the necessary data items required for the verification process.
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trieving the witness

The verifier retrieves the witness R and the second part of the signature S from the appendix. The
verifier then first checks to see that 0 < R < g and 0 < S < g; if either condition is violated, the signature
shall be rejected.

6.12.5.3 Preparing message for verification

The verifier retrieves M from the signed message and divides the message into two parts My and M.
M1 = Z||M, where Z = h(ENTL||ID||FE2BS(r, a1)||[FE2BS(r, a2)||[FE2BS(r, Gx)||FE2BS(r, Gy)||FE2BS(r, Yx)||
FE2BS(r, Yy)), and M> is empty.

6.12.5.4 Re

The input t
T=(T1, T7) 3

6.12.5.5 Re
The inputs t

and the secd
checks if W 3

The verifier

m'=[S]G

6.12.5.6 Re

The comput
The inputs a|

6.12.5.7 Ve

The verifier
6.12.5.2. If R

7 Identit

7.1 Genel

Clause 7 sp

Ire IT' from 6.12.5.5 and M1 from 6.12.5.3. The output is the recomputed witness R'.

trieving the assignment

p the assignment function consists of the witness R from 6.12.5.2. The .dssign
(-1, R).

computing the pre-signature

b this stage are system parameters, verification key Y, assignment T = (T4, T2) from 6.]
nd part of the signature S from 6.12.5.2. The verifier computes W = (T + S) mod d
£ 0. If W= 0 holds, the signature shall be rejected.

hen obtains a recomputed value I1' of the pre-signatureby computing it using Formulg

+ [W]Y

computing the witness

htions at this stage are the same as in6.12.4.4. The verifier executes the witness fun

rifying the witness

compares the recomputed witness, R’ from 6.12.5.6 to the retrieved version of R
‘= R, then the signature is verified.

y-based mechanisms

ral

pcifies) three identity-based mechanisms that are based on pairings. An identity-I

ment

2.5.

5N

Q.

~

(84):
(84)

ction.

from

based

signature m

echanism involves three entities: a trusted Key Generation Centre (KGC), a signer

hnd a

verifier.

The following data items are required for the signature process:

identity
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domain parameters, E, GF(r), G, G2, q, P, < >;
public master key V;

signature key X;

message M;

hash-function identifier for H1 and H (optional);

string ID;
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— other text (optional).

The hash-function identifier can be used for binding the signature mechanism and the hash-function.
The following data items are required for the verification process:

— domain parameters, E, GF(r), G1, G2, q, P, < >;

— public master key V;

— verification key Y, which can be derived from an identity string;

— IpessageM;
— sjignature 2;
— Hash-function identifier for H1 and H (optional);
NOTH1 The signer and verifier have to agree on the specific hash-functions fotoh, H; and Hp used in the
mechanism. If any of these hash-functions are not uniquely determined by other means, the hash-function

identifier is required in both the signature and verification processes (see ISO/IEC 14888-1).

— Identity string ID;

o

ther text (optional).

NOTH2  Typical elliptic curves for IBS-1 and IBS-2 are superssifigular elliptic curves over GF(r), where r=pm, p
is a pfime 22 and m is an integer >1.

7.2 |IBS-1

7.2.1] General

IBS-1{ is an identity-based signature schieme on an additive group of elliptic curve points. It takes
Formjula (85):

(4, B, C)= (T, S, T2) (85)

where T1 =-Y, T = [R]Y. D = 1.
Thus| the signature fotmula becomes Formula (86):

HK]Y + [U-1]SRR]Y = 0% (in G1) (86)

NOTE This mechanism is based on the algorithm designed by Hess in Reference [22].

7.2.2 Parameters

The signature mechanism takes place in an environment where the entities involved share the following
parameters, which have been defined in Clause 4: G1, G, P, q, < >, H1, and Hj.

It is recommended that all users check the proper generation of the public parameters.

7.2.3 Generation of master key and signature/verification key

A master key pair of a KGC is (U, V), where U is the master private key generated by choosing an integer
such that 0 < U < g at random, and V is the master public key generated by computing V= [U]P. The KGC
publishes V and keeps U secret.
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A signature and verification key pair of a signer is (X, Y), where Y'is the public verification key generated
from an identity string ID and a hash-function Hj, i.e. Y = H1(ID), and X is the private signature key
generated by computing X = [U]Y, which is done by the KGC and given to the signer.

7.2.4 Signature process

7.2.4.1 Producing the randomizer

The signer first chooses a random or pseudo-random integer K such that 0 < K < q. The signer keeps the
value K secret.

7.2.4.2 Prpducing the pre-signature
The signer takes K, P and X as input to produce the pre-signature result [Formula (87)]:
1= <X, B>K (87)

NOTE IT{s an element in an extension field of GF(p™) and the extension has degree 4\for characteristidp = 2,
degree 6 for dharacteristic p = 3 and degree 2 for characteristic p > 3.

7.2.4.3 Preparing message for signing

The signer prepares the message such that My is empty and M is the'signed message M, i.e. M1 = M.

7.2.4.4 Computing the witness

Let I1 = (I, Ifp). The signer applies the hash-function Hy to.M1||FE2BS(r, 1) ||FE2BS(r, I1p) (concaterjation
of M1, FE2BS(r, I1;) and FE2BS(r, ITp)) to obtain the witness [Formula (88)]:

R = BS2I(y, H2(M1|| FE2BS(r, 1)||[FE2BS(r, IT5))):mod g (88)

If R = 0, output “invalid” and stop.

For fields of higher extension degree, more terms will appear in the value to be hashed. For example, for
extension ddgree 3, IT = (I, I1p, I1;) dnd'the input to Hy would be Formula (89):

My || FEZBS(r, I1q) || FE2BS(5:p) || FE2ZBS(r, I1c) (89)

7.2.4.5 Computing the;assignment

The assignment is..="(T1, T2) as (=Y, [R]Y). However, it is not necessary for the signer to compute the
assignment.

7.2.4.6 Computing the second part of the signature

The signer computes the second part of the signature as Formula (90):

S=[K-R]X (90)

The signature is X' = (R, S).

7.2.4.7 Constructing the appendix

The signer constructs the appendix that is the concatenation of (R, S) and an optional text field, text, i.e.
((R, S), text).
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7.2.4.8 Constructing the signed message

-3:2018(E)

The signer constructs the signed message that is the concatenation of the message, M, and the appendix,

ie.M

7.2.5

7.2.5

[I((R, S), text).

Verification process

.1 General

The verifier first acquires the necessary data items required for the verification process.

7.2.5
The v

The ¥
Othel

7.2.5

The v
such

7.2.5

The 3
to col

7.2.5
The v
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NOTH

7.2.5
The V
R

2 Retrieving the witness
erifier retrieves the witness R and the second part of the signature S from the @ppengd

rerifier then checks if S € (1 holds; if the condition is violated, the signature shall
wise, the verifier carries out the following steps.

3 Preparing message for verification

erifier retrieves M from the signed message and divides the\message into two part]
that M3 is empty and M is equal to M.

4 Retrieving the assignment

ssignment is T = (T4, T2), where T1 = =Y, and T €[R]Y. However, it is not necessary fo
mpute the assignment.

5 Recomputing the pre-signature

erifier recomputes the pre-signature value [see Formula (91)]:

'=<S P>*<Y, V>R

The pairing <Y, V> cani be pre-computed.

6 Recomputingthe witness

erifier recomputes the witness [Formula (92)]:

' = BS21(y;H3(Ma|| FE2BS(r, 11,))||[FE2BS(r, ")) mod q

exte

iX.

be rejected.

s M1 and M

I the verifier

(91)

(92)

example, for

For frirlds of higher extension degree, more terms will appear in the value to be hashed. For

sioh degree 3 1" = (J1," I1y" [1.") and the input to Hy would he Formula (93):

My || FE2BS(r, llo") || FE2BS(;, ") || FE2BS(r, 11, )

7.2.5

.7 Verifying the witness

(93)

The verifier checks whether R’ = R holds. If it holds, the signature is verified; otherwise, it is invalid.
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7.3 1BS-2

7.3.1 General

IBS-2 is an identity-based signature scheme on an additive group of elliptic curve points. It takes
Formula (94):

(A, B C)=(T1, S T2) (94)

where

T1=-Y, [2 = [-H]Y:
H isahash-code from Hy. D = -1.

Thus, the signature formula becomes Formula (95):

[-KTY + [U-1]S + [-H]Y = 0g (in G1) (95)
NOTE THis mechanism is based on the algorithm designed by Cha and Cheontini Reference [15].

7.3.2 Pargmeters

The parametfers are the same as in 7.2.2.

7.3.3 Gengration of master key and signature/verification key

This operatipn is the same as in 7.2.3.
7.3.4 Signature process

7.3.4.1 Prpducing the randomizer

The signer first chooses a random or_psetido-random integer K such that 0 < K < q. The signer keeps the
value K secré¢t.

7.3.4.2 Prpducing the prefsignature

The signer takes K and ¥.as.input to produce the pre-signature result [see Formula (96)]:

= [K]Y (96)

7.3.4.3 Preparing message for signing

The signer prepares the message such that My is empty and M is the signed message M, i.e. M = M.

7.3.4.4 Computing the witness
The signer obtain the witness from the pre-signature result [see Formula (97)]:

R=11 (97)

46 © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=e72480bd7726c597931976c6878db53e

ISO/IEC 14888

7.3.4.5 Computing the assignment

The assignment is Formula (98):

-3:2018(E)

T= (T, T?) (98)
where

T =-Y;

Ty =[-H]Y

where H = BS2I(y, Hz2(M2||FE2BS(r, I1x))) mod q.
Howsgver, the signer only needs to compute the value of H.
7.3.46 Computing the second part of the signature
The gigner computes the second part of the signature as Formula (99):

Sl=[K+H]X (99)
The gignature is X' = (R, S).
7.3.4,7 Constructing the appendix
The digner constructs the appendix that is the concatenation of (R, S) and an optional text field, text, i.e.
((R, 5)), text).
7.3.4/8 Constructing the signed message

The s
i.e. M|

7.3.5

7.3.5
The V

7.3.5
The v

igner constructs the signed message that is the concatenation of the message, M, and t
|((R, S), text).

Verification process

1 General

erifier first agquires the necessary data items required for the verification process.

2 Retrieving the witness

erifier retrieves the pre-signature R and the second part of the signature S from the g

he appendix,

ppendix.

The verifier Tirst checks If R and 5 € (1 holds; If either condition 1s violated the signature shall be
rejected. Otherwise, the verifier carries out the following steps.

7.3.5

.3 Preparing message for verification

The verifier retrieves M from the signed message and divides the message into two parts M1 and M
such that M; is empty and M3 is equal to M.
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7.3.5.4 Retrieving the assignment

The assignment is Formula (100):

T=(T1,T2)

where

where H

However, thg

7.3.5.5 Re
The verifier

II'=R

7.3.5.6 Re

Instead of re

7.3.5.7 Ve

The verifier
is invalid.

7.4 Ching€

74.1 Gen

The Chinese
points. It taK

(4,B,C)

where T1 = ||

Thus, the sig

1Y

(100)

= BS2I(y, H2(M2||FE2BS(r, I1x))) mod g.
 verifier only needs to recompute the value of H.
computing the pre-signature

Fetrieves the pre-signature value as Formula (101):

computing the witness

computing the witness value R, the verifier computes‘two pairings <P, S>and <V, [T + |

rifying the witness

Checks if <P, S> = <V, [T + [H]Y> holds. Ifi{ hiolds, then the signature is verified; otherw

se IBS

bral

IBS algorithm is an identity-based signature scheme on an additive group of elliptic
es Formula (102):

= (T1, S, [Y1S5+:72)

LY-1]P, T9-£[Y-1R]P, D = 1.

nature formula becomes Formula (103):

(101)

H]Y>.

ise, it

furve

(102)

[-KY-1]P

NOTE
[43] to confor

+ [U1]S + [Y1]S + [-1R]P = O (in G1)

m with the notation used in this document.

7.4.2 Parameters

(103)

The Chinese IBS signature mechanism is taken from [43]. The notation here has been changed from

The signature mechanism takes place in an environment where the entities involved share the following

parameters,
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which have been defined in Clause 4: G1, G2, P, Q, g, < >, and h.
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Given a hash function h with output bit length v, a non-negative integer n with bit-length b,, and a bit
string Z, the function h; (Z, n) for i = 1,2 is defined as follows:

1) Seta 32-bit counter ct; = 0x00000001, and let hlen =8[ (5 b,)/321, where [z] denotes the smallest
integer no less than z.

2) Forj=1to [hlen/vl,let Haj= h(0x0i||Z||ctj) and then set ctj+1 = ctj + 1.
3) SetHa as the first hlen bits of Haq || Haz || -+ || Ha [ hien/v1-
4) Output (BS2I (hlen, Ha) mod (n - 1)) + 1.

It is rgcommended that attuserstheck the proper generation of the public parameters:

7.4.3| Generation of master key and signature/verification key

A mapter key pair of a KGC is (U, V), where U is the master private key generated.by choosifpg an integer
such fhat 0 < U < g at random, and V is the master public key generated by computing V = []Q. The KGC
publighes V and keeps U secret.

A sighature and verification key pair of a signer is (X, Y), where Yis the'‘public verification kpy generated
from(an identity string ID, an identifier of the private key generationfunction hid, and the function hy,
i.e., Y|= h1(ID||hid, q), and X is the private signature key generatedby computing X = [U(U + Y)~1]P, which
is done by the KGC and given to the signer. If U+Y mod g = 0,,KGC generates another magter key pair,
publighes the master public key and updates private signature keys.

7.4.4| Signature process

7.4.41 Producing the randomizer

The sligning entity generates a random or pseudo-random integer K such that 0 < K < q. The|signer keeps
the value K secret.

7.4.42 Producing the pre-signature

—

The signer takes K, P and V as-input to produce the pre-signature result [see Formula (104)
M= <P, V>K (104)
NOTE The pairing<P, /> can be pre-computed.

7.4.43 Preparing message for signing

The gigner prepares the message such that My is empty and My is the signed message M, i.e}, M1 = M.

7.4.4.4 Computing the witness

Let [T = (IIy, IIp). The signer applies the function hz to the concatenation of M1, FE2BS(r, I1;) and
FE2BS(r, I1p) to obtain the witness [see Formula (105)]:

R = hy(My || FE2BS(r, 11;) || FE2BS(r, T5), q) (105)

If K-R mod g = 0, a new value of K should be generated and the signature should be recalculated.

For fields of higher extension degree, more terms will appear in the value to be hashed. For example, for
extension degree 3, I1 = (Il, I1p, I1;) and the input to hy would be Formula (106):

My || FE2BS(r, 1) || FE2BS(r, ITy) || FE2BS(r, I10) (106)
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7.4.4.5 Computing the assignment

The assignment is T = (T1, T2) as ([-Y-1]P, [Y"1R]P). However, it is not necessary for the signer to compute
the assignment.

7.4.4.6 Computing the second part of the signature

The signer computes the second part of the signature as Formula (107):

S=[K-R]1X (107)

The signatute is 2’ = (R, S).

7.4.4.7 Constructing the appendix

The signer cpnstructs the appendix that is the concatenation of (R, S) and an optionaltext field, text, i.e.,
((R, S), text).

7.4.4.8 Constructing the signed message
A signed megsage is the concatenation of the message, M, and the appendixyi.e., M || ((R, S), text).

7.4.5 Verification process

7.4.5.1 General

The verifier first acquires the necessary data items required for the verification process.

7.4.5.2 Rdtrieving the witness
The verifier fetrieves the witness R and the secord part of the signature S from the appendix.

The verifier then checks if R € [1, g - 1] and\S’€ G1 hold; if either condition is violated the signature shall
be rejected. Ptherwise, the verifier carriés out in the follows steps.

7.4.5.3 Preparing message for verification

The verifier|retrieves M from.the signed message and divides the message into two parts My and M
such that My|is empty and.Mt’is equal to M.

7.4.5.4 Rdtrieving the assignment

The assignmjent is/T = (T1, T2) where T1 = [-Y-1]P, and T = [Y-1R]P. However, it is not necessary for the
verifier to cqmpute the assignment. T

7.4.5.5 Recomputing the pre-signature

The verifier recomputes the pre-signature value [see Formula (108)]:

II'=<S, [Y]Q +V>* <P, V>R (108)

NOTE The pairing <P, V> can be pre-computed.
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7.4.5.6 Recomputing the witness
The verifier recomputes the witness [see Formula (109)]:

R’ = hy(M1||FE2ZBS(r, 1) || FE2BS(r; I1p'), q) (109)
For fields of higher extension degree, more terms will appear in the value to be hashed. For example, for
extension degree 3, I1 =(I1,’, I1p’, [1;' ) and the input to hy would be Formula (110):

Mq || FE2BS(r, I1;") || FE2BS(r, I1p") || FE2BS(r, I1.") (110)

7.4.5{7 Verifying the witness

The verifier checks whether R’ = R holds. If it holds, the signature is verified; otherwise, it ils invalid.
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Annex A
(normative)

Object identifiers

Annex A lists the object identifiers assigned to the digital signature mechanisms specified in this
document, and defines algorithm parameter structures.

DigitalSignatureWithAppendixDL {
iso(l) sltandard(0) digital-signature-with-appendix (14888) part3(3)
asnl-module (1) discrete-logarithm-based-mechanisms (0) }
DEFINITIONS EXPLICIT TAGS = BEGIN
-—- EXPORTS |pAl11l; --
IMPORTS
HashFundtions
FROM [DedicatedHashFunctions {
igo (1) standard(0) encryption-algorithms (10118) part3.(3)
asjnl-module (1)
dedicated-hash-functions (0) } ;
OID = OBJECT IDENTIFIER -- alias
-— Synonyms| —-
id-dswa-dl |OID = {
iso(l) standard(0) digital-signature-with-appé&ndix (14888) part3(3)
algorithm(0) }
-- Assignmgnts --
id-dswa-dl-|DSA OID = { ise{(l) member-body(2) us(840) ansi-x9-57 (10040
x9cm (4) dsal(1l) }
id-dswa-d1—-KCDSA OID = { Jdodswa-dl kcdsa(2) }
id-dswa-dl1-PVS OID = { id-dswa-dl pvs(3) }
id-dswa-dl1-EC-DSA OID ::= { iso(l) member-body(2) us(840) ansi-x9-62 (10045
signatures (4) ecdsa-with-Regcommended(2) }
id-dswa-dl1-{EC-KCDSA OID % { id-dswa-dl ec-kcdsa(5) }
id-dswa-dl1-EC-GDSA OID = { id-dswa-dl ec-gdsa(6) }
id-dswa-dl1-IBS-1 OIb = { id-dswa-dl ibs-1(7) }
id-dswa-d1—-IBS-2 6,ND = { id-dswa-dl ibs-2(8) }
id-dswa-dl1-{EC-RDSA~QID = { id-dswa-dl ec-rdsa(9) }
id-dswa-d1-SDSA OID = { id-dswa-dl sdsa(10) }
id-dswa-dl1-EC-$DPSA OID = { id-dswa-dl ec-sdsa(11l) }
id-dswa-dl1—ECSF'SDSA OID ::= { id-dswa-dl ec-fsdsa(l12) }
id-dswa-dl1-EGSDSA-opt OID ::= { id-dswa-dl ec-sdsa-opt(13) }
id-dswa-dl1-SM2 OID = { id-dswa-dl sm2(14) }
id-dswa-dl-Chinese-IBS OID = { id-dswa-dl chinese-IBS(15) }
DigitalSignatureWithAppendix = SEQUENCE ({
algorithm ALGORITHM. &id({DSAlgorithms}),
parameters ALGORITHM. &Type ({DSAlgorithms}{@algorithm}) OPTIONAL

}

DSAlgorithms ALGORI
dswa-dl1-DSA
dswa-d1-KCDSA
dswa-dl-PVS
dswa-dl1-EC-DSA
dswa-dl1-EC-KCDSA
dswa-dl1-EC-GDSA
dswa-dl-IBS-1
dswa-dl1-IBS-2
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dswa-dl EC-RDSA |
dswa-dl SDSA |
dswa-dl EC-SDSA |
dswa-dl EC-FSDSA |
dswa-dl EC-SDSA-opt,

-- Expect additional algorithms --

}

dswa-dl-DSA ALGORITHM ::= {
OID id-dswa-dl-DSA PARMS NullParms
}

dswa-dl1-KCDSA ATGORTTHM ::= {

ISO/IEC 14888-3:2018(E)

O1D id-dswa-dl-KCDSA PARMS HashFunctions

dswa1dl-PVS ALGORITHM ::= {
01D id-dswa-dl-PVS PARMS HashFunctions

dswa{dl-EC-DSA ALGORITHM ::= {
01D id-dswa-dl-EC-DSA PARMS NullParms

dswa1dl-EC-KCDSA ALGORITHM ::= {
O1D id-dswa-dl-EC-KCDSA PARMS HashFunctions

dswa4dl-EC-GDSA ALGORITHM ::= {
01D id-dswa-dl-EC-GDSA PARMS HashFunctions

dswa4dl-IBS-1 ALGORITHM ::= {
O1D id-dswa-dl-IBS-1 PARMS HashFunctiors

dswa4dl-IBS-2 ALGORITHM ::= {
01D id-dswa-dl-IBS-2 PARMS HashEtnctions

dswa4dl-EC-RDSA ALGORITHM ::#&\
O1D id-dswa-dl-EC-RDSAPARMS HashFunctions

dswa4dl-SDSA ALGORITHM™: := {
OID jJd-dswa-dl1-SDSA\PARMS HashFunctions

dswa1dl-EC-SDS§A-ALGORITHM ::= {
OID jJd-dswa<dl-EC-SDSA PARMS HashFunctions

dswatadlEC-FSDSA ALGORITHM ::= ({

0ID RO NI Vo T T ek ek Mt ¥ o R S ] e
oS wWa oL o T-ODOIr L InNTo IS IIT OIIC CIroirs

}

dswa-dl-EC-SDSA-opt ALGORITHM ::= ({

OID id-dswa-dl-EC-SDSA-opt PARMS HashFunctions

}
NullParms ::= NULL
-- Cryptographic algorithm identification --
ALGORITHM ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,

&Type OPTIONAL

}
WITH SYNTAX { OID &id [PARMS &Type] }
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END -- DigitalSignatureWithAppendixDL --
NOTE1  Alternative OIDs for KCDSA presented in KCAC.TG.OID are as follows:

{iso (1) member-body(2) korea(410) kisa(20004) npki-alg(l) kcdsal(21)}
— KCDSA

{iso (1) member-body(2) korea(410) kisa(20004) npki-alg(l) kcdsalWithHAS160(22)}
— KCDSA with HAS160, where the HAS160 is a Korean hash standard algorithm

{iso (1) member-body(2) korea(410) kisa(20004) npki-alg(l) kcdsalWithSHAIL (23)}
— KCDSA with SHA1

NOTE 2  Alfernative OID for EC-KCDSA with HAS160 presented in TTAS.KO-12.0015 is

{iso (1) memper-body(2) korea(410) kisa(20004) npki-alg(l) ecc(100) signature (4)
eckcdsa-with-HAS160 (1) }.
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Annex B
(normative)

Conversion functions (I)

B.1 Conversion from a field element to an integer: FE2I(r, x)

-3:2018(E)

Inpug values

n- a prime or a power of a prime.

X - an element of the Galois field GF(r).

Assumptions

When r = p, where p is an odd prime:
X € GF(p) is (already) represented as an integer in {0, 1, ..., p{-)1}.
When r = pm, where p is an odd prime and m is an integer‘greater than 1:

X € GF(pm) is represented as a p-ary string of lengthrin;

X = Xm-1 Xm-2 ... X0, where x; € {0, 1,...,p - 1} for0 < i < m.
When r = 2:
X € GF(2) is (already) represented as an\integer in {0, 1}.

When r = 2m, where m is an integer'greater than 1:
X € GF(2m) is represented asatbinary string of length m;

X = Xm-1 Xm-2 ... X0, wheréx; € {0, 1} for 0 <i < m.

Outpjut value

When r = p, where'p is an odd prime:
HE2I(r, x) =¥€{0, 1, .., p - 1}.

When-F= pm, where p is an odd prime, m is an integer greater than 1, and x is repres
g-afy string xm-1 Xm-2 - . . Xo:

ented as the

FE2I(r,x) =pm-lxp1 +pMm2xpmp+...+x0€{0,1,...,pm - 1}.
When r=2:
FE2I(r,x) =x € {0, 1}.

When r = 2m, where m is an integer greater than 1 and x is represented as the binary string x,,; -1

Xm-2...X0:

FE2I(r,x) =2m-1xp,1+2m2x, 5+...+x0€{0,1,...,2m-1}.

© ISO/IEC 2018 - All rights reserved
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B.2 Conversion from an integer to a field element: I2FE(r, x)

Input values

— r-aprime or a power of a prime.
— Xx-anintegerin{0, 1, .. r-1}.
Assumptions

— When r = p, where p is an odd prime:

E] FlVal aldny b | . b . o4
emengsorGr(pjarc represcitet as HItegers 1 v, 1, - -

— When r £ pm, where p is an odd prime and m is an integer greater than 1:

——

Elementfs of GF(p™) are represented as a p-ary string of length m.

— Whenr# 2:

Elements of GF(2) are represented as integers in {0, 1}.

— Whenr f 2m, where m is an integer greater than 1:

Elementfs of GF(2™M) are represented as a binary string of length m

Output value
— Whenr# pisanodd prime:

I2FE(r,x) =x€{0,1,...,p-1}.

— When r § pm, where p is an odd prime and m is an'integer greater than 1:

[2FE(r, X)) = Xm-1 Xm-2 - - - Xo-

A p-ary |string whose m components (representing a base p expansion of x, padded with le

zeros, [if necessary, to attainslthe desired

a:=x;
i:=0;

While (i<m)do{

length) can be

computed as fo

hding
lows.

b:= la/p];
xj:=a - (p)(b);
a:=b;
i=i+1}

— Whenr=2:
I2FE(r, x) =x € {0, 1}.
— When r=2m, where m is an integer greater than 1:

[2FE(r, X) = Xm-1 Xm-2 - - - X0,

a binary string whose m components (representing a base 2 expansion of x, padded with leading
zeros, if necessary, to attain the desired length) can be computed as follows.

56
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a:=x;
i:=0;
While (i<m)do{
b:= la/2];
xj:=a - (2)(b);

a:=b;

>

X

X

i=i+1}

[ values

- a prime or a power of a prime.

- an element of the Galois field GF(r).
mptions

Vhen r = p, where p is an odd prime:

€ GF(p) is represented as an integer in {0, 1, .../p+1}.

€ GF(p™) is represented as a p-ary stringof length m;

= Xm-1 Xm-2 --- X0, where x; € {0, 1, .., p - 1} for 0 < i< m.
Vhen r = 2:

€ GF(2) is represented asdn'integer in {0, 1}.

Vhen r = 2m, where m is an integer greater than 1:

€ GF(2m) is représented as a binary string of length m;

= Xm-1 Xm-2-.2%0, Where x; € {0, 1} for 0 < i < m.

Outpput valué

— K

E2BS(r, x) = 12BS( g, FE2I(r, x) ),

Conversion from a field element to a binary string: FE2ZBS(r, %)

Vhen r = pm, where p is an odd prime and mds’an integer greater than 1:

\

B.4

vitere g =8 T 1ogz56( T 1~

Conversion from a binary string to an integer: BS2I(g, x)

Input values

— g - apositive integer, indicating the length of the input string.

— X=Xg-1Xg-2...X0 - abinary string of length g.

Outp

ut value

— BS2I(g,x)=29"1xg-1+29-2xg2+...+x0€{0,1,...,29 - 1}.
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B.5 Conversion from an integer to a binary string: 12BS(g, x)

Input values

— g - apositive integer, indicating the length of the output string.

— Xx-anintegerin{0, 1, ..., 29 - 1}.

Output value

— 12BS(g, x) =x4-1Xg-2 ... X0.

: A 1 b L A 1 o - L I | 1 cdl 1
A blna[‘_‘ OLI llls WIIUST y LUllll}UllCllLb Ll Cl}l UDCllLlllg d UdsStT 4 UAlellblUll Ul X, pauucu VVILIT IT
zeros, if

B.6 Conv
120S(h, x):

Input value

— h - apogitive integer, indicating theléngth of the output octet string.

Output value
— Compute a string of integers, x;-1 xp—2 . .. X0, where x; € {0, 1, ..., 255} for 0 <i < h, representing g
256 exppnsion of x-padded with leading zeros, if necessary, to attain length, h. The x; values c

58

x - aningegerin {0, 1, ..., 256" — 1},

computgd as followss.

necessary, to attain the desired length) can be computed as follows.
a:=x;
i:=0;

While (i<g)do{

b:= la/2];
xj:=a - (2)(b);
a:=b;
i=i+1)

ersion between an integer and an@ctet string: 120S(h, x) & 0S21(h, M|

T

nding

base
an be

a-=x,

i:=0;

While (i<h)do{
b:= la/256];
xj:=a - (256)(b);
a:=b;

i=i+1})
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— 120S( h, x) = Mp—1 Mp—3 ... My,

where octet M; is equivalent to the 8-long binary string [2BS(8, x;).
0S2I(h, M):
Input values
— h-apositive integer, indicating the length of the input octet string.
— M=Mp_1 Mp—3...Mp- an octet string of length h.

Assumption

ISO/IEC 14888-3:2018(E)

— Hor 0 <i<h, Mjisrepresented as an 8-long binary string.
Outpjut value
— (ompute the string of integers, xp-1 Xp-2 . . . X0,

wherp x; = BS2I(8, M;) € {0, 1, ..., 255} for 0 <i < h.

— QS2I( h,x) =256h-1xp_1 + 2562 x5 +...+x0€{0, 1,..., 256313

© ISO/IEC 2018 - All rights reserved
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Annex C
(informative)

Conversion functions (II)

Annex C specifies Function I12P (Integer to Point conversion), which is used to specify the two identity
based signature mechanisms in Clause 7.

This functio

an integer t

current knoy
also used by

reason, this

Given a set
as input, a

n
T =12P(u). 1
field eleme

In is believed to hold the properties of the randomness and onewayness, i.e. cenvg
a point such that the point is randomly distributed in the selected group andthat
vledge, recovering the integer from the point is computationally infeasible. Thisfunct

function is recommended as informative.

bf elliptic curve domain parameters (1, g, a1, az), Function I2P opérates on an inte

the following specification, the operations of addition and mifltiplication between
s follow the specification in ISO/IEC 15946-1, and the_gperation of KDF1 follow

rting
given
ion is

IEEE P1363. However, there is no formal security proof of this function published. For this

ger u

produces a point T of order q on the curve E over GF(r) as output, which is specified as

finite
s the

specificatior] in ISO/IEC 18033-2.
a) Setv=HS2I(8 [logzse(r) |, KDF1, (120S([logzse(u )1, u)dength in bytes of representation|of r))
mod r. Iffv = 0, output "invalid" and stop.
b) SetA=uymod 2.
c) Ifrisapgrime (r=p)and the curve E is Y2 = X3 +.@1¥X + a, defined over GF(p), compute the point T in
the following way:
1) Letk have the value of v.
2) Conjpute the field element ¢ = x3 + a1x + a2 mod p. If ¢ = 0, output "invalid" and stop.
3) Find a square root d of c modulo p (i.e. an integer d with 0 < d < p such that d2 = ¢ mod|p) or
detgrmine that no such square roots exist.
i) [To determine thé existence of the square root, compute 6§ = c(P-1)/2 mod p. If § = 1, d gxists,
otherwise, d does not exist.
ii) |If§# 1, compute u=u + 1 and go to Step a).
iii) [If 6 =%, find d.
The'operation of finding two field elements d such that d2 = c mod p is given in Referenice [4]
and Reference [23]. In order to make the result unique, if the application of this mechanism
has a specific requirement on which value should be chosen, follow the requirement.
Otherwise, a smallest absolute value modulo p is recommended.
iv) Sety=(I2FE(r,p - 1))A x d.
v) Setpoint T = (x,y), compute T = [#E/q]T, and output T.
d) Ifrisanodd prime power (r=pm, p>2, m=2)and the curve Eis Y2 =x3 + a1x2 + ap (wWhen p = 3) and
Y2 = x3 + a1x + az (when p > 3) defined over GF(p™), compute the point T in the following way:
1) Setx=I12FE(r, V).
2) If(p=3),setc=x3+aix2+ azin GF(pm).If c = 0, output "invalid" and stop.
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3) If(p>3),setc=x3+aix+azin GF(pm).If c =0, output "invalid" and stop.

4) Find a square root d of ¢ in GF(p™) [i.e. a GF(p™) element d such that d? = ¢ in GF(p™)] or
determine that no such square roots exist. If the result is no such square roots existing, Set
u=u+1and go to Step a).

NOTE1 Theoperations of determining the existence of and finding a square root of a field element are
given in References [4] and [23]. In order to make the result unique, if the application of this mechanism
has a specific requirement on which value should be chosen, follow the requirement. Otherwise,
compare the maximum degrees of the results, and select d with smaller degree. If the maximum degree
of the values are same, then select d with smaller absolute value coefficient of the degree. If both the
degree and the coefficient are same, then compare the second largest degree and select d with smaller
absolute value coefficient of the degree. Repeat this process until the unique d 1s selected.

§) Sety=(I2FE(r,p-1))Axd.
d) Setpoint T = (x,y), compute T = [#E/q]T, and output T.

e) Ifris a prime power of 2 (r = 2m, m 2 2) and the curve E is Y2 + XY = X8/+ a1X2 + ay fdefined over
(F(2m), compute the point T in the following way:

1) Setx=I12FE(nv).
) Setc=x+aq+azx(2)in GF(2m). If ¢ = 0, output "invalid* and stop.

3J) Find a field element d satisfying d2 + d = ¢ in GF(2™m)-0r determine that no such intggers exist. If
the result is no such integers existing, Set u = u (1 and go to Step a).

NOTE2  The operations of determining the ‘eXistence of and finding a field elemenft d such that
d2 +d=cin GF(2m)is given in References [4] and|23]. In order to make the result unique, if the application
of this mechanism has a specific requirement.on which value should be chosen, follow the{requirement.
Otherwise, compare the maximum degrees-of the results, and select d with smaller maxinjum degree. If
the maximum degree of two values are same, then compare the second largest degree and select d with
smaller second largest degree. Repeatithis process until the unique d is selected.

4) Sety=(d+I12FE(, 1) x x.
§) Setpoint T = (x,y), compute T = [#E/q]T, and output T.
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Annex D
(normative)

Generation of DSA domain parameters

D.1 Generation of the prime p and g

The prime g
to construct]
used to cons
congruent t
given in Ann

Let h be the
in bits. Let a

Step 1. (
in bits.

Step 2. (

Step 3. K
1.In ter

Step 4. {
is one w|

Step 5.1
Step 6. L
Step 7. K

Vik=~H
Step 8. 1
X=W+
Step 9. L
Step 10.

bneration scheme starts by using the appropriate hash-function and a user supplied

SEED

a prime g, in the range 28-1 < g < 2B. Once this is accomplished, the same SEED ViIlue is

truct an X in the range 2a-1 < X < 2@. The prime p is then formed by rounding-X té an
1 mod 2q as described below. Conversion functions between integer and Sequend
ex B.

hppropriate hash-function for the («, §) pair, and let m (= y) be the lenigth of its output
-1=n*m+ b, where b and n are integers,and 0 < b < m.

hoose an arbitrary sequence of at least f§ bits and call it SEEP: Let s be the length of

ompute U = h(SEED) mod 25.

orm q from U by setting the most significant bit{the 28-1 bit) and the least significant
ms of Boolean operations, ¢ = U OR 28-1 OR 1. Note that 25-1 < q < 28.

fse a robust primality testing algorithm testest whether q is prime (a robust primalit
here the probability of a non-prime number passing the test is at most 2-#/2).

[ g is not a prime, go to Step 1.

et counter = 0 and offset = 1.

por k=0, ..., nlet

((SEED + offset + k) mod 25)

Let W be the intéger W = Vo + Vi * 2m + ... + V1 * 2(0-1)*m + (V,, mod 2b) * 2n*m g
pa-1, Note that'0 < W < 2a-1 and hence 2a-1 < X < 24,

et c = Xmod 2q and set p = X - (¢ - 1). Note that p is congruent to 1 mod 2g.

If p, <221, then go to Step 13.

mber
e are

block

SEED

bit to

y test

nd let

Step 11.
Step 12.
Step 13.
Step 14.

Perform a robust primality test on p.
If p passes the test performed in Step 11, go to Step 15.
Let counter = counter + 1 and offset = offset + n + 1.

If counter 24a go to Step 1, otherwise (i.e. if counter <4a) go to Step 7.

Step 15. Save the value of counter and optionally the value of SEED for use in certifying the proper
generation of p and q.

NOTE This procedure is taken from Reference [17], Appendix A.
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D.2 Generation of the generator ¢

D.2.1 Unverifiable generation of ¢

This method is used to determine the generator G when the validation of G is not required.
G is determined from p and q.

Step 1.e = (p-1)/q.
Step 2. Set F = any integer, where 1 < F < p-1, and F differs from any value previously tr

Step3.G=Femodp

-3:2018(E)

The value of

ied.

ep 4.1f G = 1, then go to Step 2.

D.2.2 Verifiable generation of ¢

For this method, the generator G is based on the values of p, g, index and SEED..The index is §
length eight that represents an unsigned integer. index can be used to produce different val
the same (p, q) pair. The value of SEED is the final saved value from the algorithm describ
h be the appropriate hash-function for the (a, ) pair. Note that this method supports the g
multiple values of G for specific values of p and gq. The use of different values of G may be usg
key spparation by providing different values for index.

Here|“ggen” is an ACSII byte string 0x6767656E, and countds'a 16-bit counter (i.e. an unsi
definpd module 216).

epl.e=(p-1)/q.

ep 2. count = 1.

ep 3. U=SEED || “ggen” || index || count.
ep 4. W=nh(U).

ep 5. G = Wemod p.

ep 6.If G < 2, then increment count and go to Step 3.

| bit string of
1es of G from
ed in D.1. Let
reneration of
d to support

oned integer

© ISO/IEC 2018 - All rights reserved
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Annex E
(informative)

The Weil and Tate pairings

E.1 General

The Weil pailring and Tate pairing are both functions <P, Q> of pairs P, Q of points on an elliptig cu

They are useq
Let G1 and (
group of poi
multiplicatiy
A pairing is

cryptograph
Tate pairing
be either a nj
The modifie
— Bilinear

<P1+ Py
<P, Q1 +
<[a]P, Q>
— Non-deg

E.2 Thef

The followinig three functions are used to compute the Weil and Tate pairings.

d in the two identity-based mechanisms specified in Clause 7.

[> denote two groups of prime order g, where G1, with an additive notation, denote
hts on an elliptic curve E; and Gy, with a multiplicative notation, denotes)a‘subgroup
e group of a finite field.

h computable bilinear map between these two groups. Two pairifigs have been studic
ic use. They are Weil pairingl2Z][35] and a modified version[land a modified vers
18][19]. In this document, < > denotes a general bilinear map,d-e: < >: G1 x G1 = G2, whid
odified Weil pairing or Tate pairing.

|l Weil pairing and Tate pairing have the following two‘properties:
If P, P1, P2, Q, Q1, Q2 are points of a cyclic group of prime order g and a satisfying1 <a <

Q>=<P1, Q> <P2, Q>

02> = <P, Q1> * <P, Q2>;

=<P, [a]Q> = <P, Q>9;

enerate: If P is a non-identity point of the cyclic group, <P, P> # 1.

unctions f, g and'd

rve E.

s the
bf the

bd for
on of
h can

q-1;

7)) by

— Let E belan ellipticjcurve with the formula y2 + a1*x*y + a3*y = x3 + a2*x2 + as*x + ae.

— Given three finite points (xo, yo0), (x1,y1), (1, v) on E, define the function f((xo, yo), (x1, Y1), (1,
if (x0, yol=0pand (x1,y1) = 0 then f=1
else if (xo, y0) = O then f=u-x1
else if (x1,y1) = 0g then f=u-xp
else if xg # x1 then f=(x1-x0)*v-(y1-yo) *u-x1*yo +x0*y1
elseifyp #y1 then f=u-xg
else f=(a1*yo-3*x02 - 2*az* xo — as) * (u—xp) +

64

(2*yo + ar* xo + az) * (v - yo)
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=-(v-y0)? - (u-x0)* (ar* (v-yo) -

(u-x0) *(2*x0+az +u))

Given points A4, B, Con E,letg(4, B,C) =f(4,B,C) / f(A+ B,- (A + B), C).

NOTE Dependent on the value r defined in Clause 4 and the curve E, the above function f might be
simplified. The following are a few widely used examples, which do not cover every possible case. If r is a
prime (r = p) and the curve E is y2 = x3 + a4x + ag defined over GF(p), or if r is an odd prime power (r = pm,

3,m >2) and the curve Eis y2 = x3 + g4 * x + gg defined over GF(pm), the function fcan be written as

iI-

as f=(yo +x0%) * (u+x0) +x0* (v+yo) = (v+yo?) + (u+x0) * (v+yo+ (u+x0) * (u+ap) If
3 (r=3m,m = 2) and the curve E is Y2 = x3 + axx2 + a¢ defined over GF(3m), the function f can
f
¢
f

=2*yo*(v-yo0) -2 *az*xo* (u-xo).

bllowing algorithm.

fori=t-1,t-2,..,0do{

f=*f*g9(A A C);

A=A+A4;

if n; # 0 then {
f=*g9(A,D,C);
A=A+D;

}
Setd(D, C, 1) = fand output d(D, C, I).

Omitting the patameter /, d(D, C, I) is denoted as d(D, C).

E.3

Let

The Weil pairing

JetA=D, f=1.Letl=(ng ..., ho) be the bit representation of I sughithat I = }; n; 2 and n

= (-3*x02-a4)*(u-x0)+2*yp* (v yo) = - (v y0)2 + (u-x0)2* (2 * X0 + U). Ifrlsaprnhepowerofz
=2m,m 2 2) and the curve Eisy2 + x*y = x3 + az * x2 + ag defined over GF(2m), the functioh.f

an be written
is a power of
be written as

iven two points D and C on E and one integer [ > 2, the Weil function &(D, C, ) is computed via the

£ 0.

| > 2 be prime, and let P and ¢ be points on E with [IJP = [[[J = U, the Welil pairing <P, Q> can be
computed in the following steps:

choose some random point T on E (such that Og, Q, T, P + T are all distinct), then:

compute <P, Q>=((d(P,Q-T)/d(P,-T))/(d(Q, P+ T)/d(Q, T)) ).

If during the computation of the pairing, a division by zero is attempted, then the computation should
be restarted with a new point T.

©IS
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E.4 The Tate pairing

Let !> 2 be prime, and let P and Q be points on E with [[]P = Og, the Tate pairing <P, Q> can be computed

in the follow

ing steps:

— choose some random point T on E, then

— compute <P, Q>=(d(P,Q-T)/d(P,-T)).

If during the computation of the pairing, a division by zero is attempted, then the computation should

be restarted

with a new point T.

NOTE M
[21] and [30].

E.5 The jeduced Tate pairing

Let]/>2bep
following stq

— choose s

— compute

where k is t
extension fi
computation

NOTE1 M

NOTE2 Th

ps:

ome random point T on E;

<P,Q>=(d(P,Q-T)/d(P,~T))?" /',

should be restarted with a new point T.

re detailed information of pairing implementation can be found in References [4] and [23].

e reduced Tate pairing is used in numericalexamples of F.11 and F.12.

re detailed information of the Weil and Tate pairing implementation can be found in Referencks [8],

rime, and let P and Q be points on E with [I] P = O, the pairing <P, Q> candbe computed |n the

he dimension of the extension field (e.g. k = 2) and p¥ is the number of elements in the
bld. If during the computation of the pairing, adiyision by zero is attempted, thepn the
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F1

General

Annex F
(informative)

ISO/IEC 14888-3:2018(E)

Numerical examples

In Aglnex F, unless otherwise explicitly stated, all the values are expressed in hexadecimal

It is |
legac

F.2

F2.1

F2.1

A con
valué

ecommended that digital signatures based on SHA-1 and RIPEMD-160 should- only

y applications.

DSA mechanism

Example 1: 2 048-bit Prime p, SHA-224

1 General

plete explanation of the generation of all values is given in Reference [17]. This exam
for DSA with @ = 2 048 and § = 224. All hashing;.including generation of domain p3

performed with SHA-224.

F2.1

2 Parameters

2048

IS
1

224

=
1

0C088E11l

S
>
Il

-
I

2

B4865EEC

=
Il

19833272
F1E28FAC

A1731594

2F38B186

44BFB4CB

CO010Al11B

33716089

20371025

90421876

TEE034F0

33BCE4ES8

DCED277F

BAABSF18

5614496E

EAE8AT72D

481B6ECT

9036440A

DSFDE928

C2AF9770

25897819

AB1229D9S

887D4B22

CE4F5EE4

C71DO0A56

9BFI9BAZ28

FC7BEA43

CACS5BABD

5352785F

nhotation.

87F489B6

8462FD97
8055907F
HCD6A1B3

20057782

2C20756E
BOF8E2EG6
E801E241
AF8F47C3
BF702024
B515851F

q = B4D0963C

171CBDDS8

5AF85215

05058E58

5CC2177E

98E5E157

40D74138
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1CEB932A

6ESEEBFS8

091383F1

B15ED172

ECDBED3C

69F42710

E0F29109

31CO98FB

6F124894

B4969174

1FDF3C4F

BBEF73CB

5CFFDO9C2

010057BD

FB6DESCD

FE3F645A

O0ODAB43A

C6C1lC4E6

3A07ACG6B

425132B8

3BCC4C6E

9D3BEFC6

CBA49802

35C6B9F3

C2F5250B

0A46BB5C

64901743

811A9074

79392E18

CEFT7TA6255
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Counter

G

F2.1.3 Sig

F2.1.4 Pe

M
K
h(M)

24

A92434D5
8F37C34A
EAOA25A2
E6A8ADS5S0

CAGEAE44

6752B028

15444706

CAF73A0C

2510B4CA

E2D3C050

CF11954E

9A8B17ES

68C7DC48

C42528B7

A236645F

OF3B1BED

4BFT7FB82

093374A3

BCAQ0993C

FBDE4BAG6

8804EB74

TD6FES59

CD1F2250

C959C630

1ECEBL17B

8DEED793

428BA0CC

8EF05038

61D7BA3A

941F85E9

E2932E80

1F3B2B8E

9EBSAE58C

885E9C6D

C5234A28

FAD461DE

010841CC

ABS8E692A

2740D6ED

57ABA465

8B55F033

9F416A6F

9336DB36

3E3DBY9BF

A279DOA3 A4243A2B

31246FAl

3AFD496A

B9512D1B

184B2733

A642DE61

F7D27677

B292B5FD

469360A9

DFC56&91

2E9B92E6

CB8D1430

F12EASCC

9E4AABAB

9114E39E

D808DCEFO

08A0313E

5C5ED61C

48F61B4D

1B4F7DD9

messace data
mn ge-data

DB7EQ0CB4

E109A40A

697E6CT5

A629390A

nature key and verification key

16909C9E

BDCDEBFO

D80D8916

72B99005

FED6BOOB

22AF6077

42255286

1BF9567A

1CDCA791

61A7EBBS

DASE115F

823874F0

5B0243CA

6A517FBO

0BBFEC32

5BB8C9®7

62K7BI9B3

25127129

8D7BA182

1E22AR42

0D184F18

E1E40CC5

1BB64070

74923C59

FFCD416D

EDD92F45

EBB61A38

B50D02E2

0589E4DF

D24E6728

C2023212

EAB2CC8E

3E3512D3

26997E41

C4890ED3

F85F5B7D

94D9A78B

2458D43D

5A8BCIOCD

738918AC

79EABAE%

57178145

1BDDAE72

BA5C900C

08943D85

66B6E0O9C

EB82F720

EA142BAD

A6CE8134

1A09AAAL

A34EDY943

F171CB81

9DAAGYH16
0TBY924E7
AC53F]66

AF964426

3BA7343B

508527141
5D7EAL10
49341A1BF
76C2815D
BFD00(11
E16470DC
08CFCHE2Z2
9705779191

698AB’|EE

ASCII form of "abc" = 61 62 63

2973C724

23097D22

F.2.1.5 Signature

R
S

68

1DFAAAGF

4A3E6377

7TF9BD6DB

3405D822

87DA6148

DO9A4CD6

3C08CD7A

86427477

6529A2F3

67BA9FIC

1DA427DF

BDA255B3

4EBC7D89

E3982EB9

6780A7DD

2AADBCE4

3D42F405

Cl1AAGE90

© ISO/IEC 2018 - All rights reserved

F3E09362

BDAOB3F7

F8DCBB33

TOFTC2F7

E8BA1293

E36C9DA7

93CC1A00

0EA23173


https://iecnorm.com/api/?name=e72480bd7726c597931976c6878db53e

F.2.1.6 Verification

Rr
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1DFAAAGF 87DA6148 6529A2F3 4EBC7D89 3D42F405 F8DCBB33 93CC1A00

F.2.2 Example 2: 3 072-bit Prime p, SHA-256

F.2.2.1 General

This example is sample value for DSA with @ = 3 072 and 8 = 256. All hashing, including generation of
domain parameters, is performed with SHA-256.

F.2.2

a

p
$EED

2 Parameters

3072

256
193AFCA7
C2D9BD47
2
90066455
AT7795A1C
4B9B2140
04AF7042
90340222
E8AT78ES54
2C59EFD1
FE1IFCB19
BESCD540
2CR¥941D
3F9383EA

E97C2C56

Cl1E77B3C

B5CFC38F

TAD46076

E1EB523F

OEEFD6EA

9F491D8D

2D7BA35L

B1LEB®651

ESF9996A

2415A014

AD179C54

1C08504F

0OEA878DE

1ECC618C

9CAA4A4S8

982CEG6BB

009D20A%

11EF9DPAL

3485261C

C21EA8DS

1A5A0FBF

8EAQFCCD

51A84047

0C1C8CEO

BOBF3215

87C11E3D

81322E47

B428A1F29

9856936C6

E7880E4E

29F58835

D068699B

F1D29F5D

615B766C

E5381752

6B2FCEBO

30D460C4

03EFE434

597F1FEA

B8B8BI 9%

2C260FEE

AB4DCFEO

5BFA690F

FE56B89F

6BA58A1D

5D159394

5862D0BD

38FC8BOE

E388D30D

D983BEYA

88310DD8

742D73EE

C9C83515

FO1FD610

5E678458

1B9004A2

AA637BCY

DBBEF6DB

87TE27F44

8A3FETAQ

E6F29AF7

4B376C37

BOB20F69

DC77EC5B

C7F37BE4

59CC446

Q

w

[/E56258

61940CA54

~J]

811CD99

AC2EFAAB

1ESFE34

)]

1/6BOCAG63

ODAOFB2

5l

i)

642773E

g

F401C2A

144C1AEL

834 9B8BF

O8]

949EF1A

Counter

G

0D15C3F3
8BC25F3E
CFA0478A
FCCFB11D
20

5E5CBA99

4D521E37

E3FCOA83

941FDDC6

54717B08

2EO0A680D

F84A4BDD
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35617055

20068958

CE64805B

885EB903

5B06B097

AC91328E

1BFEC416

76E5B142

AEAT8E4A

0CC2D2BB

C22B50FC

B4B2CB73

49A77TA48

45746910

B715F7B8

15B941D3

38469DF7

3D448EDE

2846F9A0

D1624CD8

F7DCY987E

3B7ACCCS

C393914cC

69
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F2.2.3 Sig

70

T92E6A92

3DFCB5D3

AAD1AA94

E5B9C9B6

3D3DO3DF

2ABT7AQOFO0

3E2117AB

B7332AA1

85FD8F4A

EFEF642B

AD1078BA

8B2F49A7

805276A9

9275AFAl

60126FEB

C48351C4

21DA4251

CC6AF335

7T5AADB52

F8ECOB60

2CF05DB8

6FB171B9

98F07D24

E08C4720

61D91673

FB6F66CC

AT7FOF09B

BFA9EF17

81622BCE

E31476B6

EASAAFFE

23AE4870

3397F393

A961CE9S6

45969D9C

7299E231

ECBFA618

791D5982

TF2E90BS

CT7ET7TATCC

4D6063D7

F8BD90B3

9AC3AE3B

B66B5B4B

E58259B0

E3B98856

74C1D2C2

DA1ABBRF

EOC6B6CA

9BAGE2F7

90489ACS

7TA88126B

ATAFBO6A2

BEF25CAEQ

CEF8289A

84660896

E62363CD

914D7828

9799620F

5A13F812

2E2873D5

AFF387D9

F82CFD8E

E2B63A6D

00E11C33

E34563F9

8E51E029

2844CCB8

F2A427AB

TEDO747E

787F7TDED

9410E73B

CAFBD55E

B6947549

CD65750B

C59EQEOA

IBBOE1A2

684148PA

6DET9DA2

506F56pPD

23CETDBA

2D09F1FB

W

(@)

' BB8764

[ee]

B891C86

~J

/ESFAOD

@)

DA4282F

N

B5C36C3

BR8874AE

IS

1343442

Ul

B52D62E

~J

PDC4 3E94

DBB®1056

92D3DE87

EF6074E7

FAA98A48

F8FCO4ED

A9F 93600

FA3DB7DE

954E1376

Cl1A2E7TA

97C2556B

nature key and verification key

NBC1587 297CE7B9 EA1AD665

5879390F

A7624121

CDB4781A

7B8B6IOFE

6AEB448B

618C5E2D

DB8DDB52

4FBE3830

79BB4D7E

1CF2BC4D

2698B26F

224A5958

6FCB5CFEFB

FEOCF3E1l

CD005D18

A064573E

4FFCOD46

71FA36D2

781CEBB3

JFO2ED25

BECCA6BO

96ABD4CD

393EF35A

FCO5CFA7

EC3562A3

61E6D558

9DF97879

ATEC8A93

D4866ADS8

CABC8553

75535DCE

A56B2CEF

FODF9131

13B3435B

3D04CF25

1BFB694A

2EE44173

88FE1C4F

25A5E830

F567D1B4

6B0C8625

B942E025

02BB303C

2656E913

C8D3D698

23AC87FD

8E5DBO5SA

79888A99

84607228

9FDBCY941

0OAC55916

4578F28B

92AB7701

1BB48CAS

FA679CAS8

97BFEASD

3ABC1587

2AFEBC11

CBFI9F310

2F5F78B7

1EE6ECO1

297CETB9

008985A8

98FD3FD3

461B2404

6B89BA5L1

EOB34CEO

21CD2D97

854C49A6

DB883D21

CAFB5FOC

545DA462

8CTEGFE7

5D920174

5F4E0676

84C989FA

66FD77F6

499D1AAF

4AACES40
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CF549395

117375E9

2D8F2CEE

8DE632C2

354974F9
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F.2.2.

ISO/IEC 14888

4 Per message data

ASCII form of "abc" =61 62 63

-3:2018(E)

K = A6902C1E ©6E3943C5 62806158 8A8B007B CCEA91DB F1291548 3F04B24A
BO678BEE
hUW) = BAT7816BF 8FO01CFEA 414140DE 5DAE2223 BO0361A3 96177A9C B410FF6l
F20015AD
F.2.2{5 Signature
R = 5F184E64 5A38BESF B4A6871B 6503A9D1 2924C7AB E04B#H1471 00c6C2EC
AGE3BE3E
S = 91EBOC7B A3D4B9B6 0B825C3D 9F2CADA8 A2C9D772N\3267B033 CBICDCFEF88
03DB9C18
F.2.2)6 Verification
R' = 5F184E64 5A38BESF B4A6871B 65034A9D1 2924C7AB E04B7141 (Q066C2EC
AGE3BE3E
F.3 |KCDSA mechanism
F3.1] Example 1: 2 048-bit Prime p;224-bit Prime g, SHA-224
F.3.1]1 General

This

F3.1

bxample uses SHA-224 as the hash-function h. The hash-code is simply the value of SH

2 Parameters

~
Il

200-{i.e. 512 in decimal)

2048
224

A-224.

8DABCI1B5

3A4F10C6

3FF5000C

380709EA

828B4F8F

0C1160A0

3233444F

C95D11BE

A5448E9F

FF235694

2E1C416B

BO6EOES0

E66D4ES5D

98763C5A
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46661DF5

3BCOES16

94351CFE

51A5CDFC

57F7FAQF

2A18AD17

1E829C76

8CO9F803E

FO42E399

A5529EA3

7593B18B

93BB0397

A811E70B

4CF36ADB

B729B800

B34AF9BE

47DCF43F

TE3788D5

031FE7D5

14F4F431

56980BD4

DD92751B

E582CCFC

302F5894

1BO9CCOAE

OA6828DA

12028260

C54BBE29

71
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TET790228

13403B8B

AFCCSOF50

F384C97C

864F1884

T9A51F53

4292D75C

93B711C3

55D8B713

91B58C31

1EC103CD

A3600FF4

03A2182B

6COEBDOS8

DEES655E

FDIBE7FE

59310B09
6E6397E0
C5CF0B38
CBF3FAL3

E54650F2

291CBEFB

83380BF2

888CD115

2A3BB997

C721528A

886AF3B9

72787F6D

537F32CC

F3.1.3 Sig

X

~
Ll

+ OE9BE1FS8

67A6F61C

854FD93C

F7704E99

F36618F7

5BC72556

E7DB16FC

167B9434

3D1704EE

2784AFE4

F2CODEA3

7TA414D16

0D00C14A

1B2DFBOA

0B954F25

6C62F4EC

T4EF4839

BD9BE354

9147EEAF

F2317F45

1A7B45C8

5E3734E7

TA9A5A96

TA225044

3EA302D2

BADASDAG

F3480183

22C6A3F9

E281F7FE

85CC9OCE2

185C8258

3B9CBE48

9B6467 3R

nature key and verification key

t 2F1991C1 AF401872\8A5A431B

0EC6BC65

t 04EDESC6

582F76A2

18922494

ED4FTD35

TEA29297

F22B8B1B

TF6239B6

B788FE95

ABCACBG6B

32230BCS

C6CE7CO9B

B2D5885D

8BO79E4A
B6EYEBO3
367E4ECT
2BAEBG6FO
69850A56
9D3C3C6hF
7813D054
E81661F3
387EZECY
E9D27CB4

85681C4E

9B5459DF

DE6F4666
8F06B768
C2D230E8

8CB8FAEAS

D385A357

68C1EB57

2F6ETEES

6953C0C8

17C999DB

358896CH

27ED1912

21512D5D

79C04707

400BESEY

B16F6D25

AEA27D10

F8102B49

9A40BEE2

1C90BE4C

3EDB21AA

B24B45CD

EATF8002

5104AD03

E68BA17D

E63C605E

B5C7653A

2C0580B0

EF546241

6AC5DE17

6797FE57

3DD1ESES

FAICAESE

C33A8861

EE2784E3

72

3577A71D

5ACS9570E

6ADBOFD7

47999350

1BDOCOFO

8216ESAQ

70EB5B84

3B7F085D

6852BE7C

6D613561

8059FA52

EQO7CB5F1

99C205B2

EED9760E

7T1E9A1D4

9COAECEA

B1DB364B

441FA90D

EE4FF405

9B8746D8

A60578BF

7815C73F
8BD9AATS
BDCY9AFD3
DFESAQF2
23591F17
65E1AF6D

08852898

AQO87ACAA

A44FC314

CE8F5F17

AOB9192F

8A4FC7CB

903E5A1L3
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BO9FCB565

TE733E90

E3E71203

E2220C08

5065F6A3

8004910B
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F3.1.

4 Per message data

ISO/IEC 14888-3:2018(E)

h(

F3.1

F3.1

F.3.2

M = ASCII form of "This is a test message for KCDSA usage!” =
54 68 69 73 20 69 73 20 61 20 74 65 73 74 20 6D
65 73 73 61 67 65 20 66 6F 72 20 4B 43 44 53 41
20 75 73 61 67 65 21
K = 49561994 FD2BADSE 410CA1C1 5C3FD3F1 2E70263F 2820AD5C
566DED8O
Y' = 1BDOCOFO EO7CBS5F1 EE4FF405 23591F17 8A4FCTCB 5065H6A3
8216E9A0 99C205B2 9B8746D8 65E1AF6D 903E5A13 8B04910B
70EB5B84 EED9760E A60578BE 08852898
V' ||M) = B3F921C1 8DDD06B6 09D02BDS 916F180E 5DFBLIC8 9FEC063D
059A3575
V = SE4E4BEC B42ED14C 1F00A98C DO77A8CL D65E6F5A 50D7ACDI
6AFTEC24
5 Signature
R = EDB76A2D 39F3D7FA 16D08259 4118BOCEF 8BA57692 CFEF3BAAEC
6F6DD951
S = 5260A2DF 2E923DES 77B130AC 8B5SESB17 63973B88 D5D4627A

R' =

DEFBACF52

6 Verification

EDB¥6A2D

6F6DDO51

39F3D7FA 16D08259 4118BOCFE 8BA57692 CEF3BAAEC

Example 2: 3 072-bit Prime p, 256-bit Prime g, SHA-256

F.3.2.1 General

This example uses SHA-256 as the hash-function h. The hash-code is simply the value of SHA-256.

F.3.2.2 Parameters

P~
Il

R
Il

=
Il

200 (i.e. 512 in decimal)

3072
256

CBAEACE3 677E98AD B2E49C00 2B8BOF43 4143B466 515839BF
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74

813B097D

3ECC8887

702AB6EF

E891933C

8475A422

FOO2A2ES

2D1EE681

Cl16DFBI1C

0919B7ES

1007E017

62D7EB79

195BCBBA

5008C27A

FB77DC4C

402FC89B

EDD40818

5F08D161

830B8461

3415BC22

3F3571CC

35D0SA0E

7E4114B6

1055EFEA

3531BDDS

31609874

EEFD4291

5040E309

BE5548D7

8A6AEB20

EC71E5A9

S5E5844F3

8F6C48C3

1EE4674B

8DB58B84

EBOF1C22

TA9DCCC6

5D6117B8

F400C42B

02CD7A31

5841F198

115A9FEE

CB4ADS8F

D96982C9

DDA226C7

F23E3E02

F C2A8CAF4

5D9B872F

- 17A1C167

EO26F1F3

4E33AD89

613FA35D

119ECCDE

BCB3ROEE

E/EQ06FS81

5DOCA66C

A0C9940A

9EESES61

EBE43218

BAS84A2B

172F2648

692E0DDB

BDOEO6DF

C4D65E06

87180079

A760A401

AF836CCS8

87133749

B7C3D79K

BICAF18F

0778863F

CO9B6D5AY

5B69C16C

3FDAA347

32600443

Al12A3625

2639616F

73784334

E1D62D05

B6615508

C72594A3

1B619B04

66F2EC13

5149BE43

AAB1BBA4

5409268B

791C2729

FCB9C259

373127A2

5D17289C

6E97ADCD

3B6D3001

594020C2

6ATFI9BD7

DE7737EE

8539AC7T8

83ED66GFE7

87C676A3

E83A318E

4EABA3CB

63F1BB4F

C23252A4

FBA82B45

A4B014BC

31FCD33A

121E37D9

4CC37E71

05A1F490

28BF930F

40DBA3BE

434F0534

3704535,

3D032D18

AASBCESF

CA06A300

C55ECAQ6

BO7F31A8

0010848F

C86F31E2

814E4352

T9A85A90

6706E5FE

8A840330

9B856298

2BD04B92

484EAA63

BD8A47 5

8F/ELDB3

CA2F4904

33D2BY9AA

F0663A0A

62BE1D85

9EB85603

F2667ACB

C9B678B4

1E8ACACB

0C09D631

CD541037

1F495BBS8

258DBFCE

D4E1574E

4F4F8515

41512FC3

6F574504

DDOFFC3D

9729E8CO

667C07D8

BAF9A850

EB89452D

2BFF804F

95C1lEOB1

88F6DFI1

8EBOOF4C

D11DDAO0Y

51509F97

B7482796

98184D73

5645E060

FES59D32E

55BC30FA

4D878B48

612B746F

523656A0

922A4AF3

5F545012

5B16792D

2D2AD2ED

E8D70A83

6431BC52

EDD63047

C566516B
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673A3BLF

32BE1905

8CC6F496

5C2BC1l61l

C7B6077C

7874FB3D
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AED51403 31F29528 B30FC8BS

9FBFF84B 64BF0238 AATE2AF2

240A5E64 5A6469CY9 B002215D

F.3.2.3 Signature key and verification key

E3.2

7C28569A

8391C232

94B46FAT7

078DBO5A

45C8D306

A9371C28

ECADC15A

9A91C2A4

AD7DC189

ISO/IEC 14888-3:2018(E)

18017B09

1CO6DADC

ED2FB547

96CEQ046E

53A84FFC

F1F2E7B1

A942D777

EBE04383

2574E10E
DF21DCDB
B98C47C2
D41533A9
EC75A24C
D4500092
CB670CTF
9415B1AA
E66786C5
483B2257
2EQ0D9712
D722AFBA
9DSEODY9A
A7743B08
8B626ECFEF

FOBD4DEA

806F1C42

AT72073F6

B2F6FCOF

558AB932

FF26247C

09F5E449

3B95BFD7

97264B90

CCE0378C

DBOCE35D

B42C4897

T8EFA8S8

CBITBOAOSC

A219E764

4422221

30F250A6

4 (Per message data

58F7CF8F

5565506D

504FA4FB

OA154CAE

F297D293

AQOA659B

CF236A0A

4167850A

CB49920D

C73 980

BAET7C684

C4D10F19

A90D0551

EAOA3AZ2A

8EEF487C

A5C86178

A4A6CF2B

A3DF98D5

C7F411E2

CC544E43

7T47ECCO5

637CE139

6F3CO93BE

4PHCT80

855558F4

1A261A02

D3D35BC5S

72112CES8

1803845D

617661C1

Cl101DBFB

83EAQOF87

EB177DBE

A6CBEEE®6

3EAA3B18

0008889A

B3483647

CF6487AC

8DI9CF591

BE4527DF

DAC4C42F

BDF718C2

726CE899

FEFD39792

7C670BCF

6A372FEQ

715BC33A

3E7A4651

60E4EC1H

1B6B5D88

YA353DAE

2C899373

A87BCBBS

AT0F9CO00

C9D30686

FEB67BE6

92DD229B

FD4D69C5

2696B044

49BF14E4

1B066497

58B547A2

B85928EC

98C46448B

M

AdLITTorm

54 68 69

65 73 73

20 75 73

83F3008F

B3EF79B2

EAQOA3AZ2A

oI

Inisi1s atest message 1or KLDSA usage!

73 20 69 73 20 61 20 74 65

61 67 65 20 66 6F 72 20 4B

61 67 65 21

CEBAEST7E CT7TA64A3A FTEE6EEL

F8F3DD53

617661C1 6A372FEQ0 58B547A2
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73 74 20

43 44 53

9CC197A6

8B626ECF

6D

41

DSEBA3AS

442222E1

75
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8EEF487C Cl101DBFB 715BC33A B85928EC FOBD4DEA 30F250A6
A5C86178 83EAQOF87 3ET7A4651 98C4644B
h(Y'||M) = 4DAF2A9B 83446B62 F571A669 FACB2D30 7ADE18DE 1A3FFB87
649ABA4E 606A0751
V = 1935B399 849AB60F OAE62FAD 82B281E9 1A098A8F 51E6ETD6
BA581801 F02604A0
F.3.2.5 Signature
R # 547A9902 0O7DEDD6D FF9789C4 7879ACDY9 60D79251 4BDY91CS51
DEC2A24F 904CO03F1
S F 1668797B 26641E72 94AA68D3 8562EAE3 CAA842D0 F446949C
4268AE3D 0392434F
F.3.2.6 Verification
R' 4 547A9902 O07DEDD6D FF9789C4 7879ACD9-60D79251 4BD91C51
DEC2A24F 904CO03F1

F3.3 Example 3: 2 048-bit Prime p, 224-bit Prime g, SHA-256

F.3.3.1 Ge

This exampl

F3.3.2 Pa

~
Il

=

=
Ll

neral

rfameters

2048

P 224

t 8DABCI1BS

SA4F10C6H

T 200 (i.e. 512 in decimal)

C95D11BE

AD448FOF

46661DF5

3BCOE916

8CI9F803E

FO42FE399

B729B800

B34AFOBE

e uses SHA-256 as the hash-funcbion h. The hash-code is simply the value of SHA-256.

DD92751B

ES82CCFEC

76

3FF5000C

380709EA

828B4F8F

0C1160A0

3233444F

TE790228

13403B8B

FF235694

2E1C416B

BO6EOE90

E66D4E5D

98763C5A

4292D75C

93B711C3

94351CFE

51A5CDEC

57F7FAQF

2A18AD17

1E829C76

A3600FF4

03A2182B

A5529EA3

7593B18B

93BB0397

A811E70B

4CF36ADB

59310B0S

6E6397E0

47DCF43F

TE3788D5

031FE7D5

14F4F431

56980BD4

291CBEFB

83380BF2
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302F5894

1B9CCO9AE

OA6828DA

1A028260

C54BBE29

C721528A

886AF3B9
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E3.3

AFCCYOF50

F384C97C

864F1884

79A51F53

OE9BELFS8

67A6F61C

55D8B713

91B58C31

1EC103CD

7TA414D16

0DO0C14A

6COEBDO8
DEES655E

FDIBE7FE

TASA5A96

TA225044

C5CF0OB38

CBF3FAL3

E54650F2

8BO79E4A

B6E9EBO3

ISO/IEC 14888-3:2018(E)

888CD115

2A3BB997

D385A357

68C1EB5S7

72787F6D

537F32CC

3EDB21AA

B24B45CD

854FD93C

F7704E99

F36618F7

5BC72556

E7DB16FC

167B9434

3D1704EE

2784AFE4

F2CO9DEA3

2F1991C1

OEC6BC65

04EDE5C6

582F76A2

18921494

EDAFTD35

3577A71D

5AC9570E

1B2DFBOA

0B954F25

6C62F4EC

T4EF4839

BD9BE354

9147EEAF

F2317F45

1A7B45CS8

5E3734E7

AF401872

TERAR9297

F22B8B1B

TF6239B6

B788FE95

3B7F085D

6852BE7C

3EA302D2
BADASDAG
F3480183
22C6A3F9
E281F7FE
85CC9OCE2
185C8258
3B9CBE48

9B64673F

3 Signature key and verification key

8AHA431B

ABCACBG6B

32230BC5

C6CE7C9B

B2D5885D

7T1E9A1D4

9COAECEA

367E4EC7

2BAEBG6FO

69850A56

9D3C3CoF

7813D054

E81661F3

387ETEGI

FOI27CB4

85681C4E

9B5459DF

DE6F4666

8F06B768

C2D230E8

8C8FAEAS

7815C73F

8BDO9AATS

2F6ET7EES

6953C0C8

17C999DB

358896C4

27ED1912

21512D5D

79C04707

400BESE9

Bl16F6D25

AEA27D10

F8102B49

9A40BEE2

1C90BE4C

AO87ACAA

A44FC314

EATF8002

5104ADO3

E@8BAL7D

E63C605E

B5C7653A

2C0580B0

EF546241

6AC5DE17

6797FES57

3DD1ESE9

FAICAESE

C33A8861

EE2784E3

BO9FCB565

TF733E90

6ADBOFD7

4A999350

1BDOCOFO

8216E9A0

70EB5B84

6D613561

8059FA52

EO7CB5F1

99C205B2

EED9760E
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B1DB364B
441FA90D
EE4FF405
9B8746D8

A60578BF

BDCOAFD3

DFE9AQF2

23591F17

65E1AF6D

08852898

CE8F5F17

AOB9192F

8A4FCT/CB

903E5A13

E3E71203

E2220C08

5065F6A3

8004910B
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F3.3.4 Per message data

M = ASCII form of "This is a test message for KCDSA usage!” =
54 68 69 73 20 69 73 20 61 20 74 65 73 74 20 6D
65 73 73 61 67 65 20 66 6F 72 20 4B 43 44 53 41
20 75 73 61 67 65 21

K = 49561994 FD2BADSE 410CA1C1 5C3FD3F1 2E70263F 2820AD5C
566DED80

Y' 5 1BDOCOFO EQ7CBS5F1 EE4FF405 23591F17 8A4FCT7CB 5065F6A3
8216E9A0 99C205B2 9B8746D8 65E1AF6D 903E5A13 80049108
70EB5B84 EED9760E A60578BE 08852898

12BS(4, BS2I(y, h(Y'||M2)) mod 28) =

894315A9 A68EF862 7DO15AAE 4EBB41B3 FEDS8GAAR 9614CC67
09DE2B47

V § 489142E8 F4A1ACEl 4F693AFD 632A6FBZ \S5A8392AD E61F8A26
3F665A1B

F3.3.5 Signature

R 3 C1D25741 522F5483 32686088 2D912E04 A45B1807 700B4641
36B8715C

S 3 OAFAEAG3 92942822\86BO0F9E1 9ECIBC13 BFA29B54 5747F262
ODA3AFC1

F.3.3.6 Verification

R' 4 C1D257M1 522F5483 32686053 2D912E04 A45B1807 700B4641

36B8715C

F.3.4 Example 4: 2 048-bit Prime p, 224-bit Prime g, SHA-256 (Same parameter as in
F.3.3. However, E3.4 is provided additionally to be consistent with[36])

F.3.4.1 General

This example uses SHA-256 as the hash-function h. The hash-code is simply the value of SHA-256.
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F.3.4.2 Parameters

P~
1

200 (i.e., 512 in decimal)

2048
224
C3159A30

2C14F8B8

CDBCCOOC

AOD9BI98E

E2A99043

35F724BF

9634F7D3

E14C4AFC

ISO/IEC 14888-3:2018(E)

FB16FEB1

475D78F9

2C579932

3A83F8FB

4636A5DE

F4FD27C8

8A3163CF

34736388

3F070C89

03F60C10

E989B74A

B3F67B66

8090221F

BB6A5C40

1E46AEQ0D

487844CO0

1DB282E1

1E8AQ9FA

45CAFEZE

61BG46CO0O

FBAAACSO0

2790E86B

F357BD6F

4088BCBB

B82370E2

6DEF337D7

9648E276

5B69542E

BOEF6F1A

B02DEQ042

9FE9ALE1

316BD80OE

B67465B4

C51BUF29

07689A93

3284775B

AS9693AAS8

D81C78A5

DB270C21

B0C6245C

6286D964

75159D66

A54DB7ES

2B26FFED

D40F910B

14E2567F

OA18D49A

2194E0D2

7824pE92

18F04DBD

0DAE9601

ES5FB52A5

DD70BCE4

TEOAAEG2

9BADEAES

35EAB4EOQ

AC4EF29C

29C90E82

08F82601

8CC2DFO0D

ASD88FFB

4C66FC0O9

C083991E

6DZ2€96D0

B3C61C13

ACS9BF881

453342B7

ACT3EDIF

F8012956

0EF3274E

BD371FA0O

FDFEA922

BCD28B77

8F7DASE9

B7F31BF3

013476D5

828C31lEB

F684C570

LF5E1C12

1C846242

D1DDDBED

A9EBOCBS

49076EE1

1B25ADAD

B90641F8

52CBC3D5

14FFC69F

EBC330A1

13A8B241

B39F3158

E76E9B€6

SOB386CA

C62F3BC2

4937FEDC

47628ABC

0BB8FBF9

24EE1611

6C7212EB

F4226F18

D50BFB42

45C4B7E4

738DATAS8

3625D5A1

37ET7699A

1534C63F

2EDF4EQ0OQ

ABA54E87

46A2557C

874250ED

5902F6CC

6692AB82

3A18CO6E

515537EE

© ISO/IEC 2018 - All rights reserved

1A155C29

08C4A9EF

D6529B40

7458F898

F3EAEL17F

T5A29E74

BC5ECFF9

6FF920BC

88ACB5C6

FO8F92AC

715329A2

70F5CF19

1A38592D

C01B4245

79
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F.3.4.3 Signature key and verification key

X

F3.4.4 Pe

Yl

B55D61EC 0114E020 EFC4C9BB

6D94FF7C

0712496F

3301115D

5A83C355

CF76CE98

479CC871

551574E6

8BE9T7ACO

4CE3A10B

E3560E7B

S5F2F3D2E

9FODBBE6

EB152552

DI1CD5SETE

38409E17

2D58707A

46C2623E

8E1269A4

D3954174

767D608A

FES50BFD2

AGF1976C

84E8FESE

0A991C29

7BB6276D

57DDE307

994A5039

C4D833B5

F783929D

D9379D14

32E55AED

B2595029

F3EBFAE7

1CCO022E0

CABSFAF2

D069202A

E2DADI916

43892EDS5

' message data

D548FCED

F903B634

C060B987

39BE4B68

89BDACO7

968F3AC3

F1159E75

D12F8285

CC92A6E4

189AA70C

D89088A0

3858D782

75EFBB51

S5FATTBAF

A345445D

3D51A705

E1BF2D1F

FC429531

558FC132

F52AA730

EB4D5FF9

BDD9C096

6365B422

ASCII form of “This is a test message for KCDSA usage!”

54 68 69 73 20 69 73 2091

65 73 73

20 75 73

ALSC22F64

E74CCAD6

C4D833BS5

F783929D

61 67 65

61 67 £5

DDEI1%693

D069202A

E2DAD916

2066 6F

21

3AD15BCB

968F3AC3

F1159E75

D8379D14 43892ED5 D12F8285

20 74 65

72 20 4B

928D6A3B

S5FATTBAF

A345445D

3D51A705

73 74 20

43 44 53

5ACFOD7A

BDD9C096

63C5B422

2AA30COC

93016C1F

27B86EQX

49DBOBEF

99B71D59

0752C5DA

EOBCD2BA

41

2302615C

0752C5DA

EOBCD2BA

12BS(B, BS2I(y, h(Y" ||M2)) mod 25)

80

6B1908F3 DSES543EF 08C1lCO03A

4C2E342B

38EE397D BD535F23 8BA66C32

8EB7BDCB

185D8E22

49442FES

45257F6C

FEOO2E63

© ISO/IEC 2018 - All rights reserved
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F.3.4.

F.3.4.

5 Signature

R

(95)
1

53F7318E 64B61CCC 8367AC08 5119A1CB BB25510F E1BEC124

C29989E0

B750F725 1585204C 236E4204 884166A2 6C6CF08B D281167A

S5EFADD52

6 Verification

ISO/IEC 14888-3:2018(E)

F.4

F.4.1

This
valud

F.4.2

F.4.2

bxample uses a 2 048-bit Prime p and SHA-224 as the hash-function h. The hash-code
of SHA-224.

~
|

=
Il

C29989E0

General

1 Parameters

2

EEADFD4F
39B25F76
695F306C
A2EE/BBA
FIAE412B
F7B38648

BA2C2111

= 200 (i.e. 512 in decimal)

9CC4EFET7

083743F1

IAE9F631

E6C38A8F

128ECF26

6190B6A4

821C3EES

Pointcheval/Vaudenay mechanism

F5B3F5D9
82691 9FE
TEC4AC94
2A4C1C30
DB9DBD74
0211E61F

BDD1BBC2

Example 1: 2 048-bit Prime p, SHA-224

047399E1

D5C750F5

74FD88F9

1FEC7149

C91CBDCA

FS5F767C2

E4C89E5A

00E6DO1D

BC6ADOC1

714798E6

1356AD5SA

4ED4CEA4F

31F9FDEF

5C54DC16

R' = 53F7318E 64B61CCC 8367AC08 5119A1CB BB25510F E1BEC124

6DE30E40

COBY9E229

2FD2D865

87449AFF

43AC2770

FEQ99F47

0167A8D6

B0235223

50D67BFB

95BET7E9%4

76COFD6E

C3E87841

ASFEF99D

BC376597

44B45E72

469278F0

F01C274cC

33537111

9B4463CE

C582A659

© ISO/IEC 2018 - All rights reserved

AB2A54A7
TE6F5CO3
B3291116
78C33059

4FBA73B6

072A5F1A

A3787C59

2785FA22

40544989

6EF25CF05

022498A0

2839A1DF

6A38AAT6

2E635460

38824CC9

EAS51A6BS

594BOAE2

3589852C

65E5E1D5

55D802CE

050E79BB

12627447

is simply the

81
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ABAQOF6CB

A15193A9

2EAD2E4A

5F657ADA

E5B31614

37683EE2

60596837

6CAT27E3

2F7C760A

64CDOBFF

997FF1CA

427BA8TC

661C1734

ASD8F32E

61E86750

A3B2B228

6E87790A

06FFC4EC

DFC2BBOB

B20ES760

D8B3CFEDC

88299DE3

3C8B551B

17504261

9FT756AA3

178862DF

3D00A46A

100F58B7

82606A1C

E99DE6G27

44AD8ADD

C154A308

E787A3DE

CD593D82

BC80ACD2

8F9EF77B

F4.2.2 Sig

X 3

AGE49A82

9C76C8A4

886045F9

395F0CFC

9C9F27E9

DABFDB3D

5EE9B836

99E36A65

87812CD2

48D351F5

9E1C9545

AFB8C269

nature key and verification key

26534136 393884D5 885F924C

118E1BIA
D88E9870
C6C2048E
27F26DF2
3659BB68
3FOE40FA
D0867B95
BBD61A86
0577EB51
AB964428
11789ED5

386947FE

78469EB9

5B8D087C

CCBFDB4A

FES50F61C

9198D358

DSAB1ASE

C6150431

19610021

872EE96D

401511ED

BD4CBE9B

B6296190

8C1D7ASF

4351E2BA

31573684

F2BD39F4

2ZA8377A9

87614940

431C94DB

A99E3576

43AC10BF

1FC3D785

8A15EEAA

8B870F9F

BC18D60C

522352A0

188C83AC

64BF87C8

E2D3394E

42866D82

E93B19C5

DDC4CC5E

8189FEF4

435E55DB

D746800A

0613D279

1E1F7450

C937D5CE

36391E67

609AE941

AETF56AE

860A2560

1F5BFFD3

F567CA43

72DB1BB2

F3F832Ch

BD670CB1

0B24150B

55CAQOF37

F1B4F23E

2FC3E8AS8

01ABS1ICF

3042E8A2

FFASAA2D

8A24B3 8%

17B323B4

88CO3ABS

8AC89B5A

422157D5

01B6CDOF

677F4F8F

2FTEAD42

Co6F06142

86F40B57

0CDD1877

842EF938

F4.2.3 Per message data

K

x
Il

<
I

82

717548D2

236214D0

787CEDES

4943FD61l

2CTFAFTE

BD149C67

ASCII form of "abc" = 61

BE1BD5DC

45C83654

62 63

AD2C2E47

E1F9B472

5DA789D5

C736D584

© ISO/IEC 2018 - All rights reserved
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F4.2.4 Signature

R

R||M

h(R||M)

AF246E82

EBOD97E7

AF246E82

EBOD9S7E7

15986F5F

74F24075

74F24075

616263

E1D8BF68

343014D5

343014D5

2BD8FE31

FC648CEOQ

FC648CEOQ

25065C4cC

ISO/IEC 14888-3:2018(E)

09771BDO

09771BDO

DOA77CDD

48DF1438

48DF1438

73EESES85

F.4.2

H!

01D29EF2

370F4FD9

867ATE33

5 Verification

18A358C2

COBBC507

AA042C69

EE3A90AD

C64BF470

EEF740DE

59DFA542

24ETE658

CF1CDI9F5

52816FA7

94A3E764

KP246E82

EBOD97E7

3E761FD9

2635ABE3

A8790BA9

07D39346

64DB83E9

OFC81437

C7984657

A688FODE

368FF8CE

4 ECCCFET

O4FADDA3

4ED385FF

74F24075

B97DC37D

85E18D55

OCDOA93D

D909753C

7C91EACS

BAD1A15D

D4BOBE24

3C5D67EB

E10A3F80

TE6A6147

5C73E38F

EO1D85BD

343014D5

4DAD75E2

AF94B75B

C92E4736

4C91L024F

CDC41AAQ

3FD61B53

9DB622E1

C5A37ED4

BE42B30C

B79FE310

9C6BD8BA

AQ15FB6C

FC648CEO

4EF3A6FD

36RC2FAE

ES5A050BD

DC12D5AA

D383B3BA

25E2991E

0936BES55

C5A3D0OF1

6255B2AE

09C8172D

131A2073

09771BDO

3D5ACYFL

8E8TEA24

DA2BF62E

5A98FETE

094BOA58

D841D159

2AE4005A

CAF1BS8EFEC

15F0251C

BDOCD110

191D9D64

48DF1438

F.5

SDSA mechanism

F.5.1 Example 1: 2 048-bit Prime p, SHA-224

F.5.1.1 General

For this example, the “2 048-bit MODP group with 224-bit prime order subgroup” in RFC-5114 is used
as the group. SHA-224 is used exclusively for the hash-function, so the hash-code is simply the value of
SHA-224, converted according to Annex B to the appropriate data item.
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F.5.1.2 Parameters

2048

224
AD107E1LE
B54B1597

EB3D688A

9123A9D0

B61DOA75

309C180E

D660FAAT

E6FA141D

1DE6B85A

9559C51F

FO95A56DB

1274A0A6

A20D64E>S

AF9A3C40

6D3F8152

683B9FD1

7BA1DF15

ADG6AC212

9037C9ED

C9F98D11

B3BF8A31

278273C7

CDF93ACC

BE6OE69C

CO9B53DCF

CF9DES38

AC4032EF

74866A08

AB739D77

Cl766910

E2471504

F180EB34

BB77A86F

10E183ER

B539CCE3

EDFET2FE

EFDA4DFS

ED34DBF6

70918836

DE31EFDC

44328387

C928B2B9

4BAB0A29

4E71B81C

4F2D9AE3

CFE4FFE3

00C29F52

1999024A

22EA1ED4

118E98DI

0C1AB15B

D19963DD

409D13CD

9B6AA4BD

DO1ESFEF
C6BA0OB2C
81286130
7310F712
315D75E1
C52172E4
E3FB73C1
OAC4DFFE
9DF30B5C
A6824A4E
C57DB17G
F4Dp27277
09939D54
19529745
051AE3D4
DO9E263E4
566AFBB4

7B5A0F1C

55B7394B

8BBC27BE

BC8985DB

1FD5A074

98C641A4

13042E9B

6B8E75B9

0Cl0E64F

8FFDAGS50

LOBOAGFO

620A8652

5AC1348B

DA7460CD

D6F83456

28C8F8AC

770589EF

8D6C0191

7T1CFFF4C

7AD5B7DO

6A00EOAQ

1602E714

15987D9A

80CD86AL

23F10BOE

TEE363E2

6CDEBE7B

DD921F01

BESES9001

B8A762D0

B5F6C6B2

6E3025E3

B70A8137

6AA21ETF

81E1BCFE

19C418E1

B6C12207

B9C49708

415D93388

DCOA486D

BOES8TES

16E79763

FFA31F71

89998CAF

AT70C4AFA

A8D66AD7

521BCY98A

50717CBE

16A330EF

150B8EEB

S5F2FF381

94B30269

F6EC0179

81BCO87F

801C0OD34

B36371EB

2A7065B3

C58D93FE

84B890D3

99717710

F.5.1.3 Signature key and verification key

X

84

602FE736 80BEFCB2 A8B46779

D7D371A9

A7DBB446 FD8C4B82 61BE026D

191F2BFA

1F80535A

35FF652B

94FA9847

4738CEBC

21A3F4DE

74B17110

© ISO/IEC 2018 - All rights reserved
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46725D07
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F5.1

14AD2013

9D60E7AB

F434548D

748DAD56

8958A107

DD202405

2EFC8B7D

E3BDI9FE2

44B278E0

429596DD

B11B3E57

823A2AE7

7CTFFO05D

B458A96D

4C1FA6D5

9259C45C

384118E0

AOBAFAS5S1

D0B902C4

F4783408

E0C41990

21B71A5E

19897C48

09D2CF6A

ISO/IEC 14888-3:2018(E)

EF736831

0AA93CAF

CEF37940

A4EF099A

E734F069

OFF546FA

61C1F9A3

09673967

66015ED4

06DACT737

E717E23A

38A8735D

1CE715E0

10B63F6A

1D582280

2EBF1698

6ACO8EBO

5BA73FE3

DF71A27D

B1884697

4 Per message data

<
I

=
I

=
Il

93EB331F

6995BD17

5191E4AB

9EDCA15D

ASCII form of "abc" = 616263

7BFA2DD5
SEFD1ELS
60FCB613
6F0C873B
85F8A578
4DF4A141
F39B1987
FDSE7862
065F8DAS
Q854 8EF5
D0680C63

B838BDBD

6B31BB27

40799851

442BEBDS

A5717098

DFE717BE

9 7DAJECT

17016E91

55656BAF

A34966B9

ODC69BFF

EE60E03B

FFCOD1AE

BSE2DC3A

5904CD09

FA2AG0LF

16DA3BOD

E9EE994A

03C5F139

B3B1EDBC

0123FC81

BA67D89F

AE773475

EBEC88D6

1B9D7D35

42BE2TA3

DC8F86DC

1ABAASOF

3865BC21

A4C6A29E

D9183CDD

438B1lEAS

4C0352D8

2C1D3C01

4C14A969

72472B44

F17CA52A

42435BDY

1DF546E2

9EEB3D7D

1180F537

AOBB9379

29100D38

OCD1111E

DSFF1586

4976523F

271D186A

B974BADC

2AEA1AT1

06D0C2E6

6BOF164F

09D021DD

DCOE846X%

B8O1F362

CABACOD1

08A542A1

4B1CO9A94

BO9E65F82

AB255E1D

1D73351B

ODEASABO

88184905

D85117F4

77C3C21D

5452777D

F97602E0

R =

3FE41463

CC192C12

316AD681

CC18128B

72872367

© ISO/IEC 2018 - All rights reserved

AFAGE66]

48346281

6F6CAT44

4DF721E5

DI9B2A651

0D97F3D3

85
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F.5.1.5 Signature

R

CCl92C12

316AD681

4C776699

FEZ2D5SF1F

F.5.1.6 Verification

H!

72872367

9F9D52E1

48346281

52B47F29

4DF721E5

335E548F

D9B2A651

A3B90625

0D97F3D3

C55FC9A4

60FCB613

6F0C873B

85F8A578

4DF4A141

F39B1987

FDSE7862

065F8DAS

08548EF5

D0680C63

B838BDBD

3FE41463

CCl92C12

316AD681

40799851

442BEBDS

A5717098

DFE717DC

97DAOECT

17016E91

55656BAF

A34966B9

ODC69BFF

EE60OEO3B

CC18128B

72872367

BS5E2DC3A

5904CD09

FA2A601F

16DA3BOD

E9EE994A

03C5F139

B3B1EDBC

0123FC81

BA67D8I9F

AET773475

AFAGERGL

48346281

3865BC21

A4C6A29E

D9183CDD

438B1lEAS

4C0352D8

2C1D3C01

4C14A969

72472B84

F1T7CAS2A

42435BDY

6F6CAT44

4DF721E5

F.5.2 Example 2: 2 048-bitPrime p, SHA-256

F5.2.1 Ge

For this exa

neral

ple, the™2 048-bit MODP group with 256-bit prime order subgroup” in RFC-5114 is
as the groupl SHA<256 is used exclusively for the hash-function, so the hash-code is simply the va

29100D38

OCD1111E

DSOFFE1586

4976523F

271D186A

B974BADC

2AEAIATIL

06D0C2E6

6BOF164F

09D021DD

D9B2A651

SHA-256, copverted according to Annex B to the appropriate data item.

4B1C9O9A94

BOE65F82

AB255KDD

1D78351B

ODEABABO

88184905

D85117F4

77C3C21D

5452777D

F97602E0

0D97F3D3

used
lue of

87A8E61D B4B6663C FEFBBD19C 65195999 8CEEF608

5D2CEED4 435E3B00 EOODEF8F1 D61957D4 FAFTDF45

16C3D911 34096FAA 3BF4296D 830E9AT7C 209E0C64

5A8A9D30 6BCF67ED 91F9E672 5B4758C0 22E0BLEF

F.5.2.2 Parameters
a = 2048
B = 256
p =

86

660DDOF2

61B2AA30

97517ABD

4275BF7B
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F.5.2

6C5BFC11

4FDB70C5

F13C6D9A

67E144E5

COB857F6

75F26375

D45F9088

81B23F76

51BFA4AB

14056425

89962856

D7014103

B941F54E

B63ACAE1

3AD83477

1CCACBS3

DED4010A

A4B54330

B1E59BBS

CAA6B790

96524D8E

E6B486F6

BDOBE621

Cl198AF12

ISO/IEC 14888-3:2018(E)

BC39A0BF

2D525267

F6A167B5

B3CA3F79

C3A3960A

6116D227

12307F5C

35488A0E

A41825D9

71506026

54E710C3

6E11715F

693877FA

3FB32C9B

07F4793A

BE3A6C1B

A55AE313

777DE62A

1D14348F

A4BD1BFF

C8484B1E

B3353BBB

184B523D

5E2327CF

8CF83642

A308BOFE

D7EF09CA

73134D0B

1AOBA125

0C6B47B1

41000A65

AABBABG2

6F2F9193

E83B9C80

052588B9

64E0EC37

1DB246C3

EF98C582

AT70.95A0897

64F5FBD3

DBO94AE9

2ET775066

10DBC150

BC3773BF

0196F931

8AC376D2

B5045AF2

D052B985

B7D2BBD2

TED02837

2F630784

664B4COF

B4479976

3 Signature keyand verification key

X

73018895
B7DC23AF

57A17258

20D47AAQ

69006B88

D4A3F47C

55995BAl1

4545AD51

1EIA1597
60EDBD48
77TBE463F
TE8C6F62
CTTAS5TF2
82D6ED38
767164E1
DI1ISZEAQOA
DF016199
0DF92B52
90FO00EFS8
6CC41659

40129DA2

DS8FCD701

F3109C5D

4CATB18F

FFAFED4A

901228F8

DDE463EDS

64E67982

DFC967C1

DB2A3B73

ECDOG6ELS

C7891428

D647D148

99B1A47D

6EA62EQ09

B41B7878

21EF2054

ACOBB555

C28CBB18

E9EC144B

428EBC83

FB3F2EL5

13D3FE14

57CD0915

CDC67EB6

D4795451

1EB3750B

18892E07

79FCFES3

8DC1DD5D

80B149C4

40A05BDB

DEF2EB4D3

1D64796C

E222407A

6161145E

35CE42FF

64E176EB

9D6875AB

D9424E57

A598480D

CE058972

F2927CDB

© ISO/IEC 2018 - All rights reserved

3A9F225E

FO3BA651

3F4817EC

D964398D

FDD9580E

D34952AE

C55BBD56

DE650212
0D8206C9
3A65A665
BE1C6362
55085345
2B705C53

4AAE8DE4

6408FCB1

20F6B1EOQ

B788ECBB

659C6BD8

Cl15E34D6

2243BE39

BA4500A7

3AEA2231

9392E6C8

447188C7

55C1D3ES5

A33A2F43

4B222329

FA432FE7
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8BOF0689 1E408083 7E761057

FB63C624 F32E66B0 5FC31C5D

E88C417D 2E57797B 8F55A2FF

F.5.2.4 Per message data

ASCII form of "abc" = 616263

2BT73E8FF

3A7C0168

6CA556E0

BC6CBS8AC

FFB25FA9

C6EE4DDB

FABFD74A

18FD4320

2D4D0O0E2

C8D1FDA4

7582032A

BOD4F721

AD3D503F

23B8EBSA

F 41979DBA

027D79AC

3667E373

08A895D6

0CO02BE30

C0899526

27FEQ78F

292B5F4E

077EACA4

AD3C99BS8

S5FO00E2FB

- CDAC932A

D6DBOCE®6

F.5.2.5 Signature

R

CDAC932A

D6DBOCE6

EEC63305

19606871

35EE887C

F8F2D239

3F8AATEA

B8FD4A54

7186C43E

CD9C8297

225AAC64

EE75113E

SEA3EC39

7C17B2ES

758FCFEFCE

EOEDGI6E

758FCFCE

EOED696E

A25BBB51

460C2689

0C950BAF

564AA5DE

Al67E114

98B5E62E

4AFF1DDE

FC904AB3

95B26149

E795FEAE

TC462EDO

TE549903

7E549903

665AD584

3D7FFC59

972E6EOB

6104920A

0lFEE171

9CE5C344

5AF18E4C

40A88B76

B/C6D2CD

C90C8293

D49B8E2F

FD891F41

FD891F41

9511D125

OF317B7A

00A79416

5E9F 687K

EF2848T11

646950EF

A3E3787F

40F2D436

554463F9

FBOD0506

FB5410CB

FB5410CB

8CO077E93

2C01ECB4

9696CC95

469BC831

6146CC69

F57B1490

66D15D23

D2840185

26E48F09

OFE2BF91

DDD246F3

DDD246F3

S =

SOUOALA

DA4EEGFES

F.5.2.6 Verification

m=

88

41979DBA

027D79AC

3667E373

08A895D6

EUSTIELCE

FO1783CE

19606871

35EE887C

F8F2D239

3F8AATEA

DDUOBOoUA

A25BBB51

460C2689

0C950BAF

564AA5DE

EOoYRTLODE

665AD584

3D7FFC59

972E6EOB

6104920A

ULUSEB40

9511D125

OF317B7A

00A79416

5E9F687F
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8CO077E93

2CO1FCB4

9696CC95

469BC831
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0CO2BE30
C0899526
27FEQ78F
292B5SF4E
077EACA4

AD3C99BS8

B8FD4A54

7186C43E

CD9C8297

225AAC64

EE75113E

5EA3EC39

Al67E114

98B5E62E

4AFF1DDE

FC904AB3

95B26149

E795FEAE

OlFEE171

9CE5C344

5AF18E4C

40A88B76

F7C6D2CD

C90C8293

ISO/IEC 14888-3:2018(E)

EF284811

646950EF

A3E3787F

40F2D436

554463F9

FBODO506

6146CC69

F57B1490

66D15D23

D2840185

26E48F09

OFE2BF91

F.6

F.6.1

For t
simp

From
ensul
discr

F.6.2
F.6.2

The f]
The 9

S5FO00E2FB
CDAC932A

D6DBOCE®6

General

7C17B2ES8

758FCFCE

EOED696E

EC-DSA mechanism

7C462EDO

7E549903

a

b

Example 1: Field F,m, m =191, SHA-1

1 Parameters

2866537B267675263 6A68F565

2E49EF57 1F00786F 67B0081B

(Gx, Gy)

36B3DAF8 A23206F9 C4F299D7

o2/ DD QLT DDOD Q2D
OO 7T O Do o O9 Tz

D49B8E2F

FD891F41

he following examples, SHA-1 is used exclusively for theshash-function, so that the
y the value of SHA-1, converted according to Annex B toythe appropriate data item.

a security viewpoint, it is important to avoid €ryptographically weak curves (e.g.
ed that a particular curve is not vulnerable to ‘attacks on special instances of the ¢lliptic curve
bte logarithm problem).

lliptic curve is: Y2 + X Y= X3 + a X2 + b over Fpm.

54E12640

9495A3D9

B21A9C36

A AL 7
IS Z T ICTIY

FB5410CB

DDD24%6F3

hash-code is

it should be

276B649E

5462F5DE

9137F2C8

A1
T L

eld Fpm is represented as pelyfomials modulo the irreducible polynomial x191 + x9 +

F7526267

0AA185EC

4AE1AAOD

inioNoNaloRnin)
T JUUIor oD

=

40000000 00000000 00000000

F.6.2.2 Signature key and verification key

X
Y
Yx

Yy

340562E1 DDA332F9 D2AEC168
(Yx, Yy)
5DE37E75 6BD55D72 E3768CB3

55CO0EOEO 2F5FB132 CAF416EF
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04A20E90

249B5696

96FFEB96

85B229BB

C39067C8

EE39D0OED

2614dEA4

B8E13520

93BBBI9A5

4D03760F

CE28A2E7

03125BAl
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F.6.2.3 Per message data

M = ASCII form of "abc" =61 62 63
K = 3EEACE72 B4919D99 1738D521 879F787C B590AFF8 189D2B69
I = (ix, Ily)
IIy = 438E5A11 FB55E4C6 5471DCD4 9E266142 A3BDF2BE 9D5772D5
IIy = 2AD603A0 5BD1D177 649F9167 E6F475B7 E2FF590C 85AF15DA
h(M)  A9993E36 4706816A BA3E2571 7850C26C 9CDOD8SD
F.6.2.4 Signature
R 3 O038ESA11 FBS55E4C6 5471DCD4 998452B1 E02D8AF7 099BBY30
S 3 0CY9A08C3 4468C244 B4E5SD6B2 1B3C6836 28074160 20328B6E
F.6.2.5 \Verification
3 (M. iy)
H;( + 438E5A11 FB55E4C6 5471DCD4 9E266142~\A3BDF2BF 9D5772D5
H;, + 2AD603A0 5BD1D177 649F9167 E6F4%5b7 E2FF590C 85AF15DA
R' ¥ 038E5A11 FB55E4C6 5471DCD4 998452B1 EO02D8AF7 099BB930
F.6.3 Example 2: Field Fp, 192-bit Prime @, SHA-1
F.6.3.1 Parameters
The field is i, where p is in hexadecithal:
p ¥ FFFFFFFEF FFFEEFFE FFFFFFFE FFFFFFFE FFFFFFFE FEFFFEEF
The elliptic qurve is: Y2 = X3+ a X + b over Fp,.
a ¥ FFFEFEFF FFFFFFFF FFFFFFFF FFFFFFFE FFFEFFFEFE FEFEFFEC
b F 64210519 E59C80E7 OFATESAB 72243049 FEB8DEEC C146B9B1
G = (Gx, Gy)
Gy = 188DASBOE BO3090F6 7CBF20EB 43A18800 F4FFOAFD 82FF1012
Gy = 07192B95 FFC8DAT78 631011ED 6B24CDD5 73F977A1 1E794811
q = FFFFFFFF FFFFFFFE FEFFFFFFF 99DEF836 146BCO9B1 B4D22831

90
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F.6.3.2 Signature key and verification key

ISO/IEC 14888-3:2018(E)

X = 1A8D598F CI15BFOFD 89030B5C B1111AER 92AE8BAF 5EA475FB
= (Yx, Yy)
Yy = 62B12D60 690CDCF3 30BABAB6 E69763B4 71F994DD 702D16A5
Yy = 63BF5ECO 8069705F FFEF65ESC AS5C0D697 16DFCB34 74373902
F.6.3.3 Per message data
M = ASCII form of "abc" = 616263
h(M) = A9993E36 4706816A BA3E2571 7850C26C 9CDOD89D
K = FA6DE297 46BBEB7F 8BRBR1E761 F85F7DFB 2983169D,.82FA2F4E
I1 = (Iy, ITy)
IIy = 88505238 0OFF147B7 34C330C4 3D39B2C4 A89E29B0 F749FEAD
Ily = 9CFOFALC BEFEFB91 7747A3BB 29C072B9-289C2547 884FD835
F.6.3/4 Signature
R = 88505238 OFF147B7 34C330C4.3D39B2C4 A89F29B0 F749FEAD
S = E9ECC781 06DEF82B F1070CEI D4D804C3 CRB390046 951DF686
F.6.3/5 Verification
i = (iy.11y)
H} = 88505238 OEFFI47B7 34C330C4 3D39B2C4 A89F29B0 FT749FEAD
‘H; = OCFOFA1IC\BEFEFB91 7747A3BB 29C072B9 289C2547 884FD835
R' = 88505238 0OFF147B7 34C330C4 3D39B2C4 A89F29B0 F749FEAD
F.6.4) Example 3: Field F,m, m =283, SHA-256
F.6.4]1 / 'Barameters

The

The elliptic curve is:Y2 + XY = X3 + aX2 + b over Fp™.

a

b

Gx

1

eld F>m is represented as polynomials modulo the irreducible polynomial xZ83 + xIZ + x7 + x5 + 1.

027B680A C8B8596D ALA4AF8A 19A0303F CA97FD76 45309FA2

A581485A F6263E31 3B79A2F5

(Gx, Gy)

05F93925 8DB7DDY90 E1934F8C 70BODFEC 2EED25B8 557EACO9C
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80E2E198 F8CDBECD 86B12053
Gy = 03676854 FE24141C B98FE6D4 B20D02B4 516FF702 350EDDBO
826779C8 13FODF45 BE8112F4
q = 03FFFFFF FFFFFFFF FFFFFFFF FFFFFFFE FFFFEF90 399660FC
938A9016 5B042A7C EFADB307
F.6.4.2 Signature key and verification key
X F 010652D3 7BOASDB6 4D4033AC 6549CD1D F37E1EED E2612C23
63257C6A FF6C8CB5 DCB63648
Y 3 (Yx Yy)
Yy  0390858E 9327A714 CT74AF0C3 ADEDF4E6 C75CAFDC C46507A4
9E415B13 8A094B6F 43E882AC
Yy  00D4A65D 973CD150 A5221BED F872A4BA 207EP442 T7DFFFD48
27C5BF16 9E719162 504D0631
F.6.4.3 Pel message data
M 3z ASCII form of "Example of ECDSA with Bs283"
h(M) § FOBF4AEF 3F694EBD DEOA7944\5C897ADB 2430B918 77C772DA
9B7362CB 03AEA87F
K § 0100EC32 1393E6DD 6C4D47BE 5AE189E5 E3540857 9D086217
8F94CCBB A3C40492/ 4D88E297
m 5 (Iix, Ily)
IIy ¥ 077CB284vAC41E72E DAZA93EB 8D6DFF58 620F6C69 D528DFEY
0D909AA5 CABCO3A3 4E5D5AT6
F.6.4.4 Signature
R = 037CB284 AC41E72E DA2A93EB 8D6DFF58 620F7CD9 9B927EEC
7TA060A8F 6FB7D926 S5EAFATOF
S = 00A37AC1 OAEBFC22 FCOEGEE2 2E8F235E 3EEB0555 AOFOF9DA
92DOFFAT7 34AD7679 56D27F23

92
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F.6.4.5 Verification

(T 1Ty)

ISO/IEC 14888-3:2018(E)

077CB284 AC41E72E DA2AS3EB 8D6DFEL8 620F6C69 D528DFE9

0D909AA5 CABCO3A3 4ES5D5AT6

037CB284 AC41E72E DA2AS3EB 8D6DFFEL8 620F7CD9 9B927EEC

TA060A8F 6FB7D926 OLEAFAT6F

F.6.5

F.6.5]1 Parameters

The fjeld is F, where p is in hexadecimal:

Example 4: Field F, 256-bit Prime p, SHA-256

p = FFFFFFFF 00000001 00000000 00000000 00000Q00 FFFFFFFF FFFFFFFF
FFFFFFEFE
The dlliptic curve is: Y2 = X3 + aX + b over F),.
a = FFFFFFFF 00000001 00000000 0000000 00000000 FEFEFFFEEF
FFFFFFFE FEFFFFEFEC
b = SAC635D8 AA3A93E7 B3EBBDS5 769886BC 651D06B0O CC53BOF6
3BCE3C3E 27D2604B
G = (Gx, Gy)
Gy = 6B17D1F2 E12C4247 F8BCEG6ES 63A440F2 77037D81 2DEB33A0
F4A13945 D89YBC296
Gy = 4FE342E2 FE1IATFOB 8EET7EB4A 7COF9El6 2BCE3357 6B315ECE
CBB64068 37BEF51F5
g =(BFFFFFFF 00000000 FFFFFFFF FFFFFFFEF BCEGFAAD A7179E84
F3BO9CAC2 FC632551
F.6.5.2 Signature key and verification key
X = C477F9F6 5C22CCE2 0657FAAS B2D1D812 2336F851 A508A1ED
04E479C3 4985BF96
Y = (Yx, Yy)
Yy = B7TEO8SAFD FE94BAD3 F1DC8C73 4798BA1C 62B3A0AD 1E9EAZ2A3
© ISO/IEC 2018 - All rights reserved 93
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8201CD08 89BC7A19
Yy = 3603F747 959DBF7A 4BB226E4 19287290 63ADCTAE 43529E61
B563BBC6 06CC5E09
F.6.5.3 Per message data
M = ASCII form of "Example of ECDSA with P-256"
h(M) = A41A41A1 2A799548 211C410C 65D8133A FDE34D28 BDD542E4
B680CF28 99C8A8C4
K 3 7TA1ATE52 797FC8CA AA435D2A 4DACE391 58504BF2 04FBE19F
14DBB427 FAEES0AE
m 5 (Iy, Iy)
IIy 3 2B42F576 DO7F4165 FF65D1F3 B1500F81 E44C316E<ZFOB3EFS
7325B69A CA46104F
F.6.5.4 Signature
R 3 2B42F576 DOT7F4165 FF65D1F3 B150QF81 E44C316F 1FOB3EFDS
7325B69A CA46104F
S 3 DC42C212 2D6392CD 3E3A993A\89502A81 98C1886F E69D262C
4B329BDB 6B63FAF1
F.6.5.5 Verification
s (iy.11y)
I 7 2B42F576 DO;7F4165 FF65D1F3 B1500F81 E44C316F 1FOB3EFS
7325B6QOA CA46104F
R' § 2B42F576 DOT7F4165 FF65D1F3 B1500F81 E44C316F 1FOB3EFS
[325B69A CA46104F

F.6.6 Example 5: Field Fp, 192-bit Prime p, SHA-224

F.6.6.1 Parameters

The field is F, where p is in hexadecimal:

p

FFFFFFFE FEFEFFFFE FEFFEFFFEE FEFEFFFFE FEFEFFFEE FEFEEFFEE

The elliptic curve is: Y2 = X3 + aX + b over F),.

94
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a = FFFFFFFF FFFFFFFE FEFFFFFFE FEFFFFFFE FEFFEFFFE FEFFEFEFC
b = 64210519 ES9C80E7 OFATEO9AB 72243049 FEBS8DEEC Cl146B9R1
G = (Gx, Gy)
Gy = 188DAB0OE B0O3090F6 7CBF20EB 43A18800 F4FFOAFD 82FF1012
Gy = 07192B95 FFC8DA78 631011ED 6B24CDD5 73F977A1 1E794811
q = FFFFFFFF FFFFFFFF FFFFFFFE 99DEF836 146BC9B1 B4D22831
F.6.6)2 Signature key and verification key
X = 1A8D598F C15BFOFD 89030B5C B1111AEB 92AE8BAF SEA4/5FB
= (Yx Yy)
Yy = 62B12D60 690CDCFEF3 30BABAB6 E69763B4 71F994DD 702D16A5
Yy = 63BF5ECO0 8069705F FFF65E5C A5C0D697 16DECB34 74373902
F.6.6j3 Per message data
M = ASCII form of “abc” = 61 62 63
h(M) = 23097D22 3405D822 8642A477,.BDA255B3 2AADBCE4 BDAOB3FE7
E36C9DA7
= 23097D22 3405D822 8642A477 BDA255B3 2AADBCE4 BDAOB3FE7
= FA6DE297 46BBEB7F~8BB1E761 F85F7DFB 2983169D 82FA2F4E
= ([Ix, My)
IIy = 88505238 OEF147B7 34C330C4 3D39B2C4 A89F29B0 FT749FEAD
I[Iy = 9CFOFALC" BEFEFBO1 7747A3BB 29C072B9 289C2547 884FD835
F.6.64 Signature
R_=-88505238 OFF147B7 34C330C4 3D39B2C4 A89F29B0 F749FEAD
§ = 6663F278 36987EED 458582D1 F443293A 5ED88849 B2FC5CDY
F.6.6.5 Verification
m = (1)
H} = 88505238 0FF147B7 34C330C4 3D39B2C4 A89F29B0O F749FEAD
H} = 9CF9FAIC BEFEFB91 7747A3BB 29C072B9 289C2547 884FD835
R’ = 88505238 0OFF147B7 34C330C4 3D39B2C4 A89F29B0 FT749FEAD
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F.6.7 Example 6: Field F,m, m =233, SHA-256

F.6.7.1 Parameters

The field Fom is represented as polynomials modulo the irreducible polynomial x233 + x74 + 1.

The elliptic curve is: Y2 + XY = X3 + aX? + b over Fpm.

a=20
b=1
G § (Gx Gy)

Gy # 0172 32BA853A TET31AF1l 29F22FF4 149563A4 19C26BF5

OA4COD6E EFAD6126

Gy # 01DB 537DECES8 19B7F70F 555A67C4 27A8CDS9B F18AEBSB

56E0C110 56FAE6A3

qg £ 0080 00000000 00000000 00000000 00069D5B~-BI15BCD4

6EFB1ADS5 F173ABDF

F.6.7.2 Signature key and verification key

X § 8434613F 4B799B4C 26E4D7AB 8EJY81B0 4B09E648 C94AFFDI
4B611A20

Y £ (Yx, Yy)

Yy £ 017C 9DD766AE FBE4DEAB 15F46DB0 671DC4CA 0767ED51
ECEA9475 7D9C66ZH

Yy £ 01CD D7260848\37AE73C1 1C27D605 C6EB2DSE 31482358

780305C2, 522B151B
F.6.7.3 Pel message data

M £ ASEIIl form of “abc” =61 62 63

h(M) = BA7816BF 8FOICFEA 414140DE 5DAE2223 B00361A3 96177A9C
B410FF61 F20015AD
H = BA 7816BF8F 01CFEA41 4140DESD AE2223B0 0361A396
177A9CB4 10FF61F2
K = 0001 90DA6OFE 3B179B96 611DB7C7 E5217C9A FFOAEE43
5782EBFB 2DFFE27F

11 = (I, ITy)
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IIy = O1BE A7231662 E6516F11 E37D59D5 OOEAE71D 116E9B7B
BCE5964B 88D4CC4D
IIy = 00C9 8F8CO9ATD 65880920 C2FEBELSLS 2D824597 9E6D67CE
82A41EF1 BAD22FD3
F.6.7.4 Signature
R = 003E A7231662 E6516F11 E37D59D5 00D70F09 E62D64FE
6FF445C9 B479C8BO
S = 002D 72C73DA3 3A9B267F OBEC9E6C B6BECEED 014F67D4
A3D30006 B3EBE2DC
F.6.7{5 Verification
m = (1)
H& = 01BE A7231662 E6516F11 E37D59D5 (QQEAE71D 116E9B7B
BCE5964B 88D4CC4D
o, = 00C9 8FB8CO9ATD 65880920 C2EKFEBRELS 2D824597 9E6D6TCE
82A41EF1 BAD22FD3
R' = 003E A7231662 E6516F11 E37D59D5 00D70F09 E62D64FE

F.6.8

6FF445C9 B479C8B0O

F.6.8]1 Parameters

The fleld Fom is represented as polynomials modulo the irreducible polynomial x283 + x12 4

Example 7: Field F2,m=283, SHA-384

The dlliptic curge-is: Y2 + XY = X3 + aX? + b over Fom.

a,= 0

b= 1

G = (Gx Gy)

Gy = 0503213F 78CA4488 3F1A3B81 62F188E5 53CD265F 23C1567A
16876913 BOC2AC24 58492836

Gy = 01CCDA38 OF1C9E31 8DY90F95D 07ES5426F E8T7E45C0 E8184698
E4596236 4E341161 77DD2259

q = 01FFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFE9AE 2ED07577
265DFF7F 94451E06 1E163C61l

© ISO/IEC 2018 - All rights reserved

x7 + x5+ 1.

97


https://iecnorm.com/api/?name=e72480bd7726c597931976c6878db53e

ISO/IEC 14888-3:2018(E)

F.6.8.2 Signature key and verification key

X = 00069E6D 19F7E454 AB83664FF 49208F60 38EAF842 E164DF42
DO0F64948 FFOC94B0O 14988329
Y = (Yx Yy)
Yy = 01B64A60 D4A36540 9635AAAZ 7E1708D9 0B83S9AFA 2D9820E1
2B79C3AF 1094B601 OAAEFS5BE
Yy # 0334B5F3 0OCA21756 BDE6D477 38F2458F 56FBEF6BD C76FCEBS
F3E59145 5F041A95 2EE87ASE
F.6.8.3 Pel message data
M ¥ ASCII form of “abc” =61 62 63
h(M) £ CBO0753F 45A35E8B B5A03D69 9AC65007 272C32ABCOEDED1L63
1A8B605A 43FF5BED 8086072B AlE7CC23 58BAECA]l 34C825A7
H £ 019600EA 7E8B46BD 176B407A D3358CA0 ,0E4E5865 561DBDAZ2
C63516C0 B487FEB7 DBO10COE
K ¥ E308 4442D66F A9A02C42 890163ESJ)TEE33CAl F4583C65
BCBDE927 81C7A3C8 3E89B773
1 & (Ix, Iy)
IIy # 07C973D5 8FD17A06 AASF39D5 EC42E0A6 BI992F6CC 61F15756
5DD7036C 147D9005.v400C1328
IIy # 012EB10A BEDZ281AE DDA27842 3ECB4514 5E59AEFB 5838C287
AFDO981F0 DY90238E0 A8B13720
F.6.8.4 Signature
R ¥ 0{0973D5 8FD17A06 AASF39D5 EC42E0A6 B99339C1 DSTFF6FO
EABDUZED O TAESOE EOUIOREUD
S = 01634F16 C591CFC8 19DDOF33 72261EE6 0596515B 85CAF647
A0369888 BY9A1866D 865CFEF19D
F.6.8.5 \Verification
= (L)
I, = 07C973D5 8FD17A06 AA8F39D5 EC42EQA6 B992F6CC 61F15756
5DD7036C 147DS005 400C1328
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=
1

AFD981F0 D90238E0 A8B13720

)
1

EABDO4ED 57AE35F2 E5C95E05

F.7 EC-KCDSA mechanism

ISO/IEC 14888-3:2018(E)

012EB10A BED281AE DDA27842 3ECB4514 S5ES9AEFB 5838C287

01C973D5 8FD17A06 AA8F39D5 EC42E0A6 B99339C1 DST7FFE6FO

F7.1

F.7.1{1 General
This

F.7.1]2 Parameters

The fjeld is F, where p is

kxample 1: Field rp, Z24-bit Frime p, SHA-4244

bxample uses SHA-224 as the hash-function h. The hash-code is simply the‘¥alue of SH

A-224.

p = FFFFFFFE FFFFFFEFE FFFFFEFEFE FFFFEEER §0000000 00000000
00000001
The dlliptic curve is: Y2 = X3 + a X + b over Fp.
aq = FFFFFFFF FEFFFEFFE FEFFFFEFEEVEFREFEFEFFEFE FEFFFEFEFE FEFFFFEFEE
FFFFFFFE
b = B4A4050A85 0CO04B3AB E5413256 5044B0B7 D7BFD8BA 270B3943
2355FFR4
G = (Gx, Gy)
Gy = B70EOCBD\\BB4BF7F 321390B9 4A03C1D3 56C21122 343280D6
115C1iD21
Gy = BD376388 BOFT723FB 4C22DFE6 CD4375A0 5A074764 44D58199
85007E34
g = FFFFFFFF FFFFFFFF FFFFFFFE FFFF16A2 EOBSFO3E 13DD2945
5C5C2A3D
F.7.1.3 Signature key and verification key
X = 562A6F64 E162FFCB 51CD4707 774AE366 81B6CEF2 0O5FE5S5D43
912956A2
Y = (Yx, Yy)
Yy = B574169E 4FCEF1AF 3429D8BB 5481FF7D FA978690 492E1098
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B80OA5579
Yy = 1576819B D9F0B685 19EE844A FE8S88CCFB 2AD574A5 6472D954

1461AE7E

F7.1.4 Per message data

M = ASCII form of “This is a sample message for EC-KCDSA implementation validation.” =

54 68 69 73 20 69 73 20 61 20 73 61 6D 70 6C 65 20 6D
65 73 73 61 67 65 20 66 6F 72 20 45 43 2D 4B 43 44 53
41 20 69 6D 70 6C 65 6D 65 6E 74 61 74 69 6F 6E 20 76
61 6C 69 64 61 74 69 6F 6E 2E

K|= 76A0AFC1 8646D1B6 20A079FB 223865A7 BCB447F3 COSA35DS8
78EA4CDA

= [K]G = (IIx, IIy)

IIy |= F887C158 65203FF7 2C69C113 A457DF64,4¥627801 DFF99D1B
CCB49C2D

Ily |= ADE18B5B B7118745 017631E5 E54BB86C0O0 332D70B3 CAA8FB1O0
728B66ED

Y'|= B574169E 4FCEF1AF 3429D8BB 5481FF7D FA978690 492E1098
B80A5579 1576819B DYEOB685 19EE844A FE88CCFB 2AD574A5
6472D954 1461AEA#E~00000000 00000000

h(Y'||[M) |= 8C5CB967 71166477 FF84D281 DB766201 2F842138 8AAGFCO5
282E2E03
F7.1.5 Signature

R 3 EEADP8CIO91 EOCDCEBS 799B00D2 412D928F DD23122A 1C2BDF43
CZEODUALFA

S = AEBAB53C 7A44A8B2 2F35FDBY9 DE265F23 B89F65A6 9A8B7BD4

061911A6

F.7.1.6 Verification

R' = EEA58C91 EOCDCEBS5 799B00D2 412D928F DD23122A 1C2BDF43

100

C2F8DAFA
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F7.2 Example 2: Field Fp, 256-bit Prime p, SHA-256

F.7.2.1 General

This example uses SHA-256 as the hash-function h. The hash-code is simply the value of SHA-256.

F.7.2.2 Parameters

The field is F, where p is

ISO/IEC 14888-3:2018(E)

p = FFFFFFFF 00000001 00000000 00000000 00000000 FFFFFFEF

FFFFFFFE FEFFFFEFEFE
The dlliptic curve is: Y2 = X3 + a X + b over Fp.

a = FFFFFFFF 00000001 00000000 00000000 00000000QFFFFFEFF
FFFFFFFE FEFFFEFFEC

b = S5AC635D8 AA3A93E7 B3EBBD55 769886BC 651:D06B0 CC53BOF6
3BCE3C3E 27D2604B

G = (Gx, Gy)

Gy = 6B17D1F2 E12C4247 F8BCEGES 63A440F2 77037D81 2DEB33A0
F4A13945 D898C296

Gy = 4FE342E2 FEIATFO9B S8EE/EB4A 7COF9El16 2BCE3357 6B315ECE
CBB64068 37BEF51F5S

q = FFFFFFFF 00000000 FFFFFFFF FFFFFFFF BCEGFAAD A7179E84
F3BI9CAC2 FC632551

F.7.2{3 Signature key.and verification key

X = 905bda275 AA4DO843 9EDDED1I3 FA1C6CBB CCE775D8 CC9433DE
B69C5984 8B3594DF

Y= (Yy, Yy)

Yy = 148EDDD3 734FDS5F1 5987579F 516089A8 COFEF4AB 76B59D7B
8A01CDC5 6C4EDFDF

Yy = A4E2E42C B4372A6F 2F3F71A1 49481549 F68D2963 539C853E
46B94696 569E8D61
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F7.2.4 Per message data

M = ASCII form of “This is a sample message for EC-KCDSA implementation validation.” =
54 68 69 73 20 69 73 20 61 20 73 61 6D 70 6C 65 20 6D
65 73 73 61 67 65 20 66 6F 72 20 45 43 2D 4B 43 44 53
41 20 69 6D 70 6C 65 6D 65 6E 74 61 74 69 6F 6E 20 76
6l 6C 69 64 61 74 69 6F 6E 2E

K|= 71B88F39 8916DA9C 90F555F1 B5732B7D C636B49C 638150BA
Cl1BFO5C FE16596A

= [K]G = (IIx, ITy)

IIx|= EC3847B0 CA52038A 823D0230 14546B41 4946EFOA 6EE(9228
38948459 5F30E26C

IIy|= 0640451D 36932442 4ABC681D 65653986 6AD9C494 D26FACl4
69FC2A08 D945F130

Y'|= 148EDDD3 734FD5F1 5987579F 516089A8 COFEF4AB 76B59D7B
8AQ1CDCS5 6C4EDFDEF A4E2E42C B43%2A6F 2F3F71A1 49481549
F68D2963 539C853E 46B94696 569E8D61

h(Y'||M)|= 681C8ED8 9ESBOEL1B C369AAJ0 6F6B9813 E6338F0C 54BE577A
87623492 52F9BEDF
F7.2.5 Signature
R 3 OEDDF680 601266EE 1DA83ES5 A6D9445F CT781DAEB 14C765E7
ES5DOCDBA F1E14A68
S 3 9B333457°661C7CF7 41BDDBCO 835553DF BB37EE74 F53DB699
EOALIY780 C7TB6F1DO
E7.2.6 Verification

R' = OEDDF680

ES5DOCDBA F1F14A68

F.7.3 Example 3: Field F,m, m = 233, SHA-224

F.7.3.1 General

This example uses SHA-224 as the hash-function h. The hash-code is simply the value of SHA-224.

102
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E7.3.2 Parameters
The field F2m is represented as polynomials modulo the irreducible polynomial x233 + x74 + 1.
The elliptic curve is: Y2+ XY= X3 + a X2 + b over Fp™m.

a=1

b = 0066 647EDE6C 332C7F8C 0923BB58 213B333B 20E9CEA42

81FE115F 7D8F90AD

G = (Gx, Gy)
Gy = 00FA CO9DFCBAC 8313BB21 39F1BB75 5FEF65BC 391F8B36
F8F8EB73 71FD558B

Gy = 0100 6A08A419 03350678 E58528BE BFSAOBEF F86/ATCA

36716F7E 01F81052
g = 0100 00000000 00000000 00000000 0013EYT4 ET2FB8A69

22031D26 03CFEOD7

F.7.3]3 Signature key and verification key

X = O0BF 83825505 3DBF499C BRAMDODE3 5BC14AFC 1EA142F3
S5EE69838 5B48D688
Y = (Yx Yy)

Yy = 01F4 85A65E59 B836E140 1C8A311F 01C92626 C663E69F

12A627E5 3E8F0675

Yy = 01BF 338€E75A DFBO7DEB D962E1D8 0C101587 269AC995

1B40422B 12E9DA3E
F7.3[4 Per message data

M= ASCII form of “This is a sample message for EC-KCDSA implementation validation.” =

|| Q o Q o) 2N Q o) 20 Yl 20 v o) 1 FARmY 20 Ialal
1 U O U7 9 \% \%J 9 \% UL \% 9 UL \op = I U UJ \% \op =

65 73 73 61 67 65 20 66 6F 72 20 45 43 2D 4B 43 44 53
41 20 69 6D 70 6C 65 6D 65 6E 74 61 74 69 6F 6E 20 76

61 6C 69 64 61 74 69 6F 6E 2E

K = 00F4 F088192E 8EBICD8B 4ECB3A53 33746B40 EBF16966
A213B18A 176B2F62
I = [K]G = (I, Iy)
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IIy = 00E4 5041E7AA 060B8B1A 02A7ACAC DB4ESSEF F61F33CO
BB8D6EC2 F1C68BAl
IIy = 0155 B3A1DA61 F81E04D5 80D07E92 93DF3D4C T7FE34686
BD157374 4D8D3F18
Y' = 01F485A6 S5E59B336 E1401C8A 311F01CY9 2626C663 E69F12A6
27E53E8F 067501BF 338CE75A DFBO7DEB D962E1D8 0C101587
269AC995 1B40422B 12E9DA3E 00000000
h(Y'||M) |= E74B3C74 72F2E97E C31861CA 1773472E 58828A98 026277CB
O0EF36AC
F7.3.5 Signature
R 3 82EF9427 4AC70A3D AC231E38 AEOFOD31 8FDS8E189<EE40A3EQ
61EC80BF
S 3 00A8 CDT7F7573 BAC3C4C4 OOF65FDC CCD46ES8 EBFCLH4CE
45571075 FD7704DB
F.7.3.6 Verification
R' # 82EF9427 4ACT70A3D AC231E38\AEOF0D31 8FD8E189 EE40A3EOQ

E7.4 Example 4: Field F,m, m = 233 (Koblitz Curve), SHA-224

61EC80BF

F.7.4.1 Geperal

This examplp uses SHA-224-as-the hash-function h. The hash-code is simply the value of SHA-224
example usep a Koblitz cuxve-as an elliptic curve.

F7.4.2 Pa
The field Fy

fameters

 is'represented as polynomials modulo the irreducible polynomial x233 + x74 + 1.

This

The elliptic curveis: Y2+ X Y= X3 + a X2 + b over Fm.

a
b
G

Gx

Gy

104

0
1

(Gx, Gy)

0172 32BA853A TET31AF1 29F22FF4 149563A4 19C26BF5

OA4COD6E EFAD6126

01DB 537DECE8 19B7F70F 555A67C4 27A8CD9B F18AEBI9B
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56E0C110 56FAE6A3
g = 80 00000000 00000000 00000000 00069D5B B915BCD4

6EFB1ADS5 F173ABDF

F.7.4.3 Signature key and verification key

X = 0073 6439374F 72B1C723 AE611CB3 DEFBCAOA8 E2C5096B

DBOC2D37 21167B49

Y = (Yx, Yy)

Yy = 01E9 1DEFBD41 AE655105 EO46EO3E C13E3860 OE9A2CH
920B8E75 53721605

Yy = 0112 9C2706D1 9D134891 C7BAD84A 5600C2AF F86068C4

7497F5BD 498D0OB76
F.7.4/4 Per message data

M = ASCII form of “This is a sample message fot EC-KCDSA implementation validation.” =
54 68 69 73 20 69 73 20 61520 73 61 6D 70 6C 65 20 6D
65 73 73 61 67 65 20 66,0F 72 20 45 43 2D 4B 43 44 53
41 20 69 6D 70 6C 65\6D 65 6E 74 61 74 69 o6F 6E 20 76
61 6C 69 64 61 74469 6F 6E 2E

K = 0061 7AAO0B7A8L197A2B81 01500BFE 55D5322A 7149E275
FO1ADBC7 E30128E4

IT = [K]G = [y Ily)

IIy = 01BB."9CDB150A 2E5669ED C491320C 3F84E28A 7D6631BC
01127677 A2CF2FEF

Hy = 00DA E917793C 12DE86AA 6727C396 A3131B69 33344EDD

B621DD2z9 BCUIB048

Y’ = O1E91DEF BD41AE65 5105E046 EO3EC13E 38600E9A 2C9A920B
8E755372 16050112 9C2706D1 9D134891 C7BAD84A 5600C2AF
F86068C4 7497F5BD 498D0B76 00000000

FC712972 727661DE B546E86A B6937DB7 DI9E61A36 DEFSCEA86

h(Y"|[M)

044BFF25
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F.7.4.5 Signature

R = B164A12F 615CC661 Cl0B78CB 6EO1CODE 46337C50 CO36FACS
51178752
S = 004A 2109081E B3ADFO95C 19FFAE89 5D303B83 147B27C6

EFAE8536 2BFAB8SA

F.7.4.6 Verification

R' 3 B164A12F 615CC661 Cl0B78CB 6E01CO9DE 46337C50 CO36FACS

51178752

E7.5 Example 5: Field F;m, m=283, SHA-256

F.7.5.1 Geperal

This examplg uses SHA-256 as the hash-function h. The hash-code is simply: the value of SHA-256.

F.7.5.2 Parameters
The field F2 is represented as polynomials modulo the irreducible polynomial x283 + x12 + x7 + x3 + 1.

The elliptic qurve is: Y2+ XY= X3 + a X2 + b over Fm,

a1

b 4 027B680A C8B8596D ALA4AF8A"19A0303F CA97FD76 45309FA2
A581485A F6263E31 3BJ/OAZFS

G F (Gx Gy)

Gx 3 05F93925 8DB7DDY90 E1934F8C 70BODFEC 2EED25B8 557EACOC
80E2E198 ESCDBECD 86B12053

Gy ¥ 03676854.\FE24141C B98FE6D4 B20D02B4 516FF702 350EDDBO
826°AROCE8 13FO0DF45 BE8112F4

q A 03FFFFFF FFFFFFFF FEFFFFFFEF FEFFFFFEF FEFFFEF90 399660FC
938A9016 5B042A7C EFADB307

F.7.5.3 Signature key and verification key

X = 00D64BEC 51F1ADAO 5BBD4F2B 53405B0C E8AIB99C D8DB6309
76A47F76 FO8F205E EFC3FBDS8

Y = (Yx Yy)

Yy = 04313C7E 9C4F80D2 6A287B37 FETFAA96 BE31F116 2E18BDB4

106
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70CF43D4 DB28DE10 8BOOT7ESF
Yy = 0342CCF6 F502F9DF EC208170 24326C26 E867E1FB EC6634CB

17023CA0 222D6112 EOBFA1O06

F.7.5.4 Per message data

M = ASCII form of “This is a sample message for EC-KCDSA implementation validation.” =

54 68 69 73 20 69 73 20 61 20 73 61 6D 70 6C 65 20 6D

h(y"1IM)

E7.5

R

65 73 73

41 20 69
61 6C 69
00D18E44

E8598126

61

67

65 20 66

oF

6D 70 6C

64 61 74
CBT7F75F8

AFEEE4E3

[K1G = (IIx, ITy)

0lEBEL1E7

F8A4E2AE

0721C5B3

AB731AES

04313C7E

70CF43D4

24326C26

148DF2CD

S5B8B8ATA

5 Signature

4A23BAT3

8BAFI9EF6

C3027F28

4A038EE1

8C52833B

9C4Fr80D2

DB28DEI0

ES86YEL1FB

IA4E5437

EA50D662

65 6D 65

69 6F 6E
01277FA5

8DDOEOSE

833189B3
BE47FACA
1DEE2FAE
ABM6F45
BA287B37
8BOO7E9F
EC6634CB

69F5F0B4

72 20 45

6E 74 61
2E

CEF31A268

ACCAHB3DC

DA84FD46

FE7FAA96

0342CCF6

17023CA0

FEO7A8TA

43 2D 4B

74 69 6F

8CC2F322

85788292

CBCFEF37BA

BE31F116

F502F9DF

D630C512

43 44 b3

6E207 76

2FASF26E

E0006D90

676677BB

2E18BDB4

EC208170

A3978248

B29A9010 ACD1E231 3BSA252C E209CT7BF 3643926F

ATBEOSLO T

03AA4FFF

8B5F97BO

F.7.5.6 Verification

Rr

4A23BA73

ATBF8C87

AL 70D4U

F1F4C3EE BFOC8798 2E717572 71CB7662 BA03463B

5CT7F7C2C 88A31799

B29A9010 ACDI1EZ231 3BY9A252C E209CT7BF 3643926F

AB8C76D40
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F.7.6 Example 6: Field F;m, m = 283 (Koblitz Curve), SHA-256

F.7.6.1 General

This example uses SHA-256 as the hash-function h. The hash-code is simply the value of SHA-256. This
example uses a Koblitz curve as an elliptic curve.

F.7.6.2 Parameters

The field F,m is represented as polynomials modulo the irreducible polynomial x283 + x12 + x7 + x5 + 1.

The elliptic furveis: Y2+ X Y = XS + a X2 + b over FM.
az0
b 31
G 7 (Gx, Gy)
Gx # 0503213F 78CA4488 3F1A3B81 62F188E5 53CD265F,23C1567A
16876913 BOC2AC24 58492836
Gy 01CCDA38 OF1C9E31 8DSOF95D 07ELS426F E8FE45C0O0 E8184698
E4596236 4E341161 77DD2259
q OlFFFFFF FFFFFFFF FFFFFFFF FEFFFREEFE FEFFEOAE 2ED07577
265DFF7F 94451E06 1E163C61
F.7.6.3 Signature key and verification key
X 014930E6 6B51F09F EEBBAFFC 9111C5CF 8AE406C9 35AC9618
FOA613B9 6DO7F7DBUSFOEBAT4
Y 3 (Yx Yy)
Yx 078A6ACD D5F779F2 5S5E8AB413 965E217F E6B1E63D 4717EEFS
ODC8C59D'F7B1A095 BC3027AE
Yy 07B6D962 5F2DODDF 516B5037 E1E7B115 26E12AC4 E65AD498
CD85D65A 9E915D58 6976CO0F

F.7.6.4 Per message data

M = ASCII form of “This is a sample message for EC-KCDSA implementation validation.” =

54 68 69 73 20 69 73 20 61 20 73 61 6D 70 6C 65 20 6D

65 73 73 61 67 65 20 66 6F 72 20 45 43 2D 4B 43 44 53

41 20 69 6D 70 6C 65 6D 65 6E 74 61 74 69 6F 6E 20 76

61 6C 69 64 61 74 69 6F 6E 2E
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K = O1EA8FB5 72B7B2DA 7149DCD8 78101ECF 3F296400 E13A0D65
C8B6ELS58 C0237C6D A55268A1
T = [K]G = (IIx, Iy)
IIy = 0227BDFF E74468EE 3A327AAC 7078252F F545113A 1DD9A2EO
7A0D238B AE601410 34D91C33
IIy = 02F519CC EO8F4ACC 46AB4323 45DDOF69 408E1346 S5E017832
94DE4128 4EZ4D0ZB D6916937
Y' = 078A6ACD D5F779F2 5E8AB413 965E217F E6BIE63D 4717EEEFDS
0DC8C59D F7B1A095 BC3027AE 07B6D962 5F2DO9DDFEF 516B5037
E1E7B115 26E12AC4 E65AD498 CD85D65A
h(f'|IM) = 23893E3F 87BA26BB BOSEOE9B F83A40B0 14EEBO5B C87B3AF4
C34902D6 12C8A2B4
F7.6{5 Signature
R = E214F3CF 8BBB6E92 F779E6C8 A3424BA8 64734002 5EB49EED
C6016746 81B14AFD
S = 0014CCOB B9245B7A 8BC3C€6EQ0 392AAACE DCED8A61 9D9676E9
73D5244D TF45EQ01D BA25A93E
F.7.6)6 Verification
R' = E214F3CF 8BBB6E92 F779E6C8 A3424BA8 64734002 5EB49EED
C6016746€\81B14AFD
FE7.7) Example 7:Field Fp, 224-bit Prime p, SHA-256
F7.7]1 General

This

bxample uses SHA-256 as the hash-function h. The hash-code is simply the value of SH

F.7.7.2 Parameters

The field is Fp where p is

p

FFFFFFFF FEFFFFEFE FEFFFFFFEF FFFFFFFE 00000000 00000000

00000001

The elliptic curve is: Y2 = X3 + aX + b over F),.
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a = FFFFFFFE FEFFFEFFEFE FEFEFFFEFEFE FEEFFFFEFE FEFFFEFEFE FEFEFEFEEE
FFFFEFFEFE

b = B4050A85 0CO04B3AB F5413256 5044BOB7 D7BFD8BA 270B3943
2355FFB4

G = (Gx, Gy)

Gy = B70EOCBD 6BB4BF7F 321390B9 4A03C1D3 56C21122 343280D6
115C1Dp21

Gy # BD376388 BS5F723FB 4C22DFE6 CD4375A0 5A074764 44D58199
85007E34

q ¥ FFFFFFFF FFFFFFFE FEFFFFEFE FFFF16A2 EOBS8FO3E 13DD2945
5C5C2A3D

F7.7.3 Signature key and verification key

X ¥ 61585827 449DBCOE C161B2CFE 8575CO9DF ,149F41DD 0289BE4F
F110773D

Y § (Yx Yy)

Yy # CFA3AOC1 F4A0903E 84F314BOXA0FB3EFA 531DB6D3 86739E01
2609557C

Yy # FDB53330 B727A7B3 D4QE332B 59AF060C 957D908D 18862159

E7.7.4 Pe

110

F92B26B3

ASCII formtof“This is a sample message for EC-KCDSA implementation validation.”

' message data

© ISO/IEC 2018 - All rights reserved

54 6869 73 20 69 73 20 61 20 73 61 6D 70 6C 65 20 6D
66 )73 73 61 67 65 20 66 6F 72 20 45 43 2D 4B 43 44 53
a4l U oY oD /U bl ©BOS D ©O OLE 74 Ol 74 ©I ©OF OL U 70
61 6C 69 64 61 74 69 6F 6E 2F
EEC79D8D 4648DF3A 832A66E3 775537E0 00CC9B95 7E1319C5
DB9DDAF7
[K]G = (IIx, ITy)

= 71A141D9 23FBE6A3 B15130BE FE4400E9 630B8137 9DF0162E
AFF6470C
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Ily = 08CDBF65 BO9FF5604 79C19237 D6F1AT760 0331F60A O011FC507
79DC4CDC

Y' = CFA3AO0C1 F4A0903E 84F314B0 70FB3EFA 531DB6D3 86739E01
2609557C FDB53330 B727A7B3 D40E332B 59AF060C 957D908D
18862159 F92B26B3 00000000 00000000

[M) mod 28" = 54F85A9A 6E91CEE3 176F05C9 61689D8E 3BDFC29A

E7.7

E7.7

F.7.8

E7.8

This

F.7.8
The f]
The d

54D0E4B0 B842C41F

5 Signature
R = 64B49E97 7TE6534F8 77CB68A3 806F6A98 9311CEAA.BAGAA055
8077C04B
S = AFF23D40 B1779511 51BE32F6 561B1R73 9E3EBF82 2CC52D4C

B3909A93

6 Verification

R' = 64B49E97 TE6534F8 7T7CB68A3N806F6A98 9311CEAA 8A64A055

8077C04B
Example 8: Field F,m, m = 233,'SHA-256
1 General

bxample uses SHA-256 as.the hash-function h. The hash-code is simply the value of SH

2 Parameters
eld Fom is représented as polynomials modulo the irreducible polynomial x233 + x74 4

lliptic curyeis: Y2 + XY = X3 + aX? + b over Fpm.

a~="1

-3:2018(E)

A-256.

b = 0066 647EDE6C 332C7F8C 0923BB58 213B333B 20E9CE42

81FE115F 7D8F90AD
G = (Gx, Gy)

Gy O0OFA CO9DFCBAC 8313BB21 39F1BB75 5FEF65BC 391F8B36

F8F8EB73 71FD558B

Gy 0100 6A08A419 03350678 E58528BE BFSAOBEF F867AT7CA
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36716F7E 01F81052
g = 0100 00000000 00000000 00000000 OO13E974 E72F8A69

22031D26 03CFEOD7

F.7.8.3 Signature key and verification key

X = 000E D21C5C28 5F2B454A 0OFE5D97C 6A86AA3F 7CB14FFED

D35EB089 BEI11F031

Y £ (Yx Yy)

Yy + 0068 AS0FAF91 43203612 1C5B6D2C 9307EA20 1FFE6F74
EOSEF223 OAEC930F

Yy # 0052 67430AF3 EF4FB190 A4430F26 9521D7FC EO07E221

245F5D14 C7541963

F7.8.4 Pel message data

M

ASCII form of “This is a sample message for EC-KCDSA implementation validation.”
- 54 68 69 73 20 69 73 20 61 20 73,61 6D 70 6C 65 20 6D

65 73 73 61 67 65 20 66 6F 72,20 45 43 2D 4B 43 44 53

41 20 69 6D 70 6C 65 6D 68 6E 74 61 74 69 6F 6E 20 76

61 6C 69 64 61 74 69 O6FN6E 2E

K ¥ 0000 A516B3AD 24EBJ7FE85 4D101DDF ABSAO09AY9 9D2C566A

09B29E57 2DAFDE%S

I 5 [K]G = (IIx, Ily)

IIy # 0153 03B§4973 AF9A034D 203C50BB 1C98C047 AA01E280

BICAL214 BS5F19A5B

IIy # OLE8 6F2226BF 8FDY9E1S5E 3F26B4EF CBE76148 E39C9236

FToDSBLUT 906054U10
Y’ = 0068A50F AF914320 36121C5B 6D2C9307 EA201FFE 6F74EQ9E
F2230AEC 930F0052 67430AF3 EF4FB190 A4430F26 9521D7FC
E007E221 245F5D14 C7541963 00000000
h(Y'||[M) mod 28" = F33B 7E265137 98DEA674 DE5697D5 3DCE457B D19C406D

C23C034A A8849855
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F.7.8.5 Signature

R = EICY9 75FBDOES8 98FDB018 61C4EC8D 4CEAE19B 8CFCBBCS8
09EF3A03 AD3A853A
S = OOEF T7A6CAAZB 46D5BEQ7 DB837779 49F2505C 877FC475

76A54D40 BCD53D5F

F.7.8.6 Verification

F.7.9

F.7.9
This

exampple uses a Koblitz curve as an elliptic curve.

F.7.9
The f]
The 9

-3:2018(E)

R' = E1CY9 75FBDOE8 98FDB018 61C4EC8D 4CEAE19B 8CFCBBCS

O9EF3A03 AD3A853A

Example 9: Field F,m, m = 233 (Koblitz curve), SHA-256

1 General

bxample uses SHA-256 as the hash-function h. The hash-code s simply the value of SI

2 Parameters
eld Fpm is represented as polynomials modulo the irreducible polynomial x233 + x74 4
Iliptic curve is: Y2 + XY = X3 + aX? + b over F3m
a=20
b =1
G = (Gx, Gy)
Gy = 0172 32BA8G3A TET31AF1l 29F22FF4 149563A4 19C26BF5

OA4CODGENVEFADG6126

Gy 01DB\337DECE8 19B7F70F 555A67C4 27A8CD9B F18AEB9B
SCE0C110 56FAE6A3

g ,= 80 00000000 00000000 00000000 00069D5B BO915BCD4

1A-256. This

GEFRIADS F173ARDE

E7.9.

3 Signature key and verification key
X = 0028 13E18571 44BE8611 A7B93256 4EB3603D B08406A6
90D8185D EFEGECSF
Y = (Y, Yy)

Yy = OOCF 66347977 26F04185 BCO953B3D DB4B9375 9D074522
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0938DA29 DDT7FAL85

Yy = 01EO O00F206CE D0896589 2BCFA3E7 B459CED4 7188EBDA

TAT4BO3E 2ECB66FC

F7.9.4 Per message data

M

h(Y'||M) mg

F.7.9.5 Sig

R

S

ASCII form of “This is a sample message for EC-KCDSA implementation validation.”

54 68 69 73 20 69 73 20 61 20 73 61 6D 70 6C 65 20 6D

d 28" = 19 2B5AD22F E1C413D1 414499CC 4EBEFD60 7F952216

nature

65 73 73 61 67 65 20 66 6F 72 20 45 43 2D 4B 43 44 53
41 20 69 6D 70 6C 65 6D 65 6E 74 61 74 69 6F 6E 20 76
61 6C 69 64 61 74 69 6F 6E 2E

0006 B64D5DB8 65FD5E32 72ABFDBA EF0964F1 C26546A0
1582A4AD E5COC2CF

[K]G = (ITx, Iy)

003D 7E8D8IDF 5276B2C0O 4A827557 F24D4E3F B6637CEA4
5A826CB5 4B7C236C

00BO EF449FF2 8EE97721 4999B7KF)7B9I3AADE E01C4685
20474883 85A9ECT0

00CF6634 797726F0 4185B(95 3B3DDB4B 93759D07 45220938
DA29DD7F A58501E0 008206CE D0896589 2BCFA3E7 B459CED4

7188EBDA 7A74BOZENZECB66EC 00000000

9ADA3ZI9AC 26ABA5S5SE

D4 B2C6E695 9906C6A6 A8290AEF 7261FE96 EADCC177

63AIDESD DOOS737C
08 657B1lFOC DFCDF279 A6433A8D 68BA2D02 244A4C34

8519A05F A2CF37ED

F.7.9.6 Verification

Rr

114

D4 B2C6E695 9906C6A6 A8290AEF 7261FE96 EADCC177

63A1DE9D D009737C
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F.8 EC-GDSA mechanism

F.8.1 General

ISO/IEC 14888-3:2018(E)

For the following examples Brainpool curves and SHA-2 are used.

F8.2 Example 1: Field Fp, 192-bit Prime p, SHA-256

F.8.2.1 Parameters

The f

The d

F.8.2

F.8.2

eld is F where p is in hexadecimal:
p = C302F41D 932A36CD A7A34630 93D18DB7 8FCE476D E1A86299
Iliptic curve is: Y2 = X3 + a X + b over Fp,.
a = 6A911740 76B1lEOE1l 9C39C031 FE8685C1 CAEO40ESC6I9A28EF
b = 469A28EF T7C28CCA3 DC721D04 4F4496BC CATEF414 OFBF25C9
G = (Gx, Gy)
Gy = COAO647E AAB6A487 53B033C5 6CBOFO0QONOVAZE5C48 53375FD6
Gy = 14B69086 6ABD5BB8 8B5F4828 C1490002 E6773FA2 FA299B8F
q = C302F41D 932A36CD ATA3462F 9E9E916B 5BESF102 9ACA4ACCIL
2 Signature key and verification key,
X = 40F95B49 A3B1BF55 33PA56DF D3B5061E E1DF6439 84D41E35
Y = (Yx, Yy)
Yy = 754A8F6C 30RDZ8AE9 A63443C9 T7DEC844A 15F797D0 B78FEEQ3
Yy = 63EC81B4, 6A9F3833 025037DF E7DCDDE7 AF20C5E7 C6733C35
3 Per message data
M = _ASCII form of "brainpoolP192r1" =
62 72 61 69 6E 70 6F 6F 6C 50 31 39 32 72 31
K = DA966260 96288CC4 @OFI1704F COSF44D] ECI8BD32 CEBOZDOB
I = (IIx, Iy)
IIy = AOOBOAAZ 5DB6ABS5SC 21B86300 DS9BCOSFS5 6ESDDIB7 F1DC4774
IIy = 58COF50E 2E1F6B01 A50E280E 6DB71637 AES579BC 1565F369
h(M) = 2AE5880D 61FCA83B 2D4C9281 356B9FD2 F7C21359 BAT789FBF
D7068AF2 FO9A101EC
H = 2AE5880D 61FCA83B 2D4C9281 356B9FD2 F7C21359 BAT789FBF

(H is the truncated SHA-256 hash-code of message M to the same bit length as q.)
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F.8.2.4 Signature

R
S

F.8.2.5 Verification

AOOBOAA2 5DB6AB5SC 21B86300 D9BCO99F5 6E9DDIB7 F1DC4774

634635EF 813247D7 20245C94 09FB20A2 67C560C8 8EB2BO7B

R' = AOOBOAA2 G5DB6AB5C 21B86300 D9BCO99F5 6ESDDIB7 F1DC4774

F8.3 ExampleZ:Fieldt5224-bitPrimep SHA 22—
F.8.3.1 Parameters
The field is H, where p is in hexadecimal:
p ¥ D7C134AA 26436686 2A183025 75D1D787 BO9F0757 97DABIFS
TEC8COFF
The elliptic qurve is: Y2 = X3 + a X + b over Fp,.
a 3 68A5E62C A9CE6CIC 299803A6 C1530B51 4E4A82AD8 BO042A59
CAD29F43
b 3 2580F63C CFE44138 870713B1 AS2369E3 3E2135D2 66DBB372
386C400B
G 7 (Gx, Gy)
Gx 3 D9029AD2 CTE5SCF43 408238B2A 87DC68CY9 E4CE3174 ClEGEFDE
E12C07D
Gy ¥ 58AA56F7 T72C0J26F 24C6B89E 4ECDAC24 354BY9E9Y9 CAA3F6D3
761402CD
g 3 D7C134ARN26436686 2A183025 75D0FB98 D116BC4B 6DDEBCA3
ASANI3OF
F.8.3.2 Signature key and verification key
X = 7E75BC2C D573B38A ED0977AD 611763DD 57FB29B2 20883344
B81DF037
Y = (Yx Yy)
Yy = 8B29B268 866CEDCD A528F443 CAE7BO7B F82BDC59 1A4BAZ29A
C5E7BA4E
Yy = CD7746C1 4DEEA220 EAIBF164 C203C46E 60AF6699 CE6E1448

116

076B5807
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F.8.3.3 Per message data
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M = ASCII form of "brainpoolP224r1" =
62 72 61 69 6E 70 6F 6F 6C 50 32 32 34 72 31
K = 5B604F2C 35ED0401 FCA31E88 0OCB55C2A 7456E71A 5CBAASDEFE
2FC03CA9
I = (Ix, Iy)
Iy = 60FBB2B1 5F055CD1 D482ED6D C5069C8F 624A3405 B67D11B3
B65E0234
IIy = 2C4359F0 AS5A69F5A 29DIC1lF3 86C1DCA6 5A47D160 DAAFBEB2
BASA2FDB
h(M) = AC2AC36A D5DAF131 951BA30B 330722C7 4BCEEF79 0617D1FO0
908E06GAF
F8.34 Signature
R = 60FBB2B1 5F055CD1 D482ED6D GH069C8F 624A3405 B67D11B3
B65E0234
S = S5A050F05 AF0B106B A3FX4696 E6162CA4 6FBABD2C 144419DB
B5BFBDCO
F.8.3)5 Verification
R' = 60FBB2B1 5F0O55CD1 D482ED6D C5069C8F 624A3405 B67D11BR3

F.8.4

B65E0234

F.8.4j]1 Parameters

The fjeld’is F, where p is in hexadecimal:

Example 3:Field F, 256-bit Prime p, SHA-256

p

A9FB57DB A1EEA9BC 3E660A90 9D838D72 6E3BF623 D5262028

2013481D

1F6E5377

The elliptic curve is: Y2 = X3 + a X + b over Fp.

a

7D5A0975 FC2C3057 EEF67530 417AFFE7 FB8055C1 26DC5C6C

E94A4B44

F330B5DS

26DC5C6C E94A4B44 F330B5D9 BBD77CBF 95841629 S5CEFTEICE

6BCCDC18

FF8CO07B6

© ISO/IEC 2018 - All rights reserved

117


https://iecnorm.com/api/?name=e72480bd7726c597931976c6878db53e

ISO/IEC 14888-3:2018(E)

G = (Gx, Gy)
Gy = 8BDZAEBY9 CBT7E57CB 2C4B482F FC81B7AF BO9DE27E1l E3BD23C2
3A4453BD 9ACE3262
Gy = S547EF835 C3DAC4FD 97F8461A 14611DCY9 C2774513 2DEDS8E5L4
5C1D54C7 2F046997
q = A9FB57DB AIEEA9BC 3E660A90 9D838D71 8C397AA3 B561A6E7
901EQE82 974856A7
F.8.4.2 Signature key and verification key
X 3 52B929B4 0297437B 98973A2C 437ESF03 A231EB61 EOCD38ED
AD802F00 D55A13A3
Y 3 (Yx, Yy)
Yy # 90A53ES5 D88397AC 76C7C128 297134D9 4BB52866 AD6474C1l
3690A5E1 6848ACOD
Yy # OC31FOOF OB3EAC60 A92A19AD 96ESBAJIV3A43E100 D4D6SFFF
2B8F1D8C D6790714
F.8.4.3 Pel message data
M z ASCII form of "brainpoolP256r1*=
62 72 61 69 6E 70 6F-6F 6C 50 32 35 36 72 31
K 3 0OE642127 2DDAB9C2/ 07B119BD D10C0386 1005752E EABB3ACY
7513041A DEE286D9
m 5 (Iix, Iy)
IIy 3 829349F3 B6EIF3E5 15EB9581 BEOF958D CCAAA6B6 8D83BATT
01DD7A08 67E44EAT
Hy = URYZ7I976 FOUUERIU/T ©SBEOO0LIE O7TZDSSET oD ECY DO77D743
8FDEE63D 27CE9763
h(M) = DB7A981C 4E37DDEO AEA27A34 E3179BD6 DF307204 75A7993A
FA93DF1D AT7EC9910

118
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F8.4.4 Signature

R

829349E3

01DD7A08

3DC2F103

610042B7

F.8.4.5 Verification

ISO/IEC 14888-3:2018(E)

B6E1F3E5 15EB9581 BEOF958D CCAAA6B6 8D83BAT7

6 7E44EA7

296A793E 50DC2266 657470A4 OD2CY9EA1 CAT797DEA

730BBDCE

F.9

F9.1

F9.1

For the following example, SHA-256 is used exclusively for the hash-function, so the hash-c

thev

From
ensul
discr

F9.1
The f

The 9

Rr

= 829349E3

01DD7A08

B6E1F3E5 15EB9581 BEOF958D CCAAA6B6 8D83BATM

67E44EAT

EC-RDSA mechanism

Example 1: Field F, 256-bit Prime p, SHA-256

1 General

hlue of SHA-256, converted according to Annex B te-the appropriate data item.

a security viewpoint, it is important to avoid cryptographically weak curves (e.g.
ed that a particular curve is not vulnerable.to attacks on special instances of the ¢

bte logarithm problem).

2 Parameters

eld is Fp where p is in hexadecimal:

p = 80000000 0060000 00000000 00000000 00000000 00000000

bde is simply

it should be
lliptic curve

000000004,00000431
Iliptic curve is:¥2= X3 + aX + b over Fp.

a =7

h=>5FBFF498 AA938CE7 39B8E022 FBAFEF40 563F6E6A 3472FC2A
514C0OCES DAE23B7E

G = (Gx, Gy)

Gy = 2

Gy = 08E2A8A0 E65147D4 BD631603 0E16D19C 85C97F0A 9CA26712
2B96ABBC EATESFCS

g = 80000000 00000000 00000000 00000001 S5OFEBAL8 92976154
C59CFC19 3ACCFE5B3
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F9.1.3 Signature key and verification key

X = 7TA929ADE 789BBY9BE 10ED359D D39A72C1 1B60S961F 49397EEE
1D19CE98 91EC3B28
Y = (Yx Yy)
Yy = 7TF2B49E2 70DB6D90 D8595BEC 458B50C5 8585BA1D 4EO9B788F
6689DBD8 E56FD80B
Yy 3 26F1B489 D6701DD1 85C8413A 977B3CBB AF64D1C5 93D26627
DFFB101A 87FF77DA
F9.1.4 Pel message data
M z ASCII form of "abc" = 616263
h(M) 3 BA7816BF 8FO01CFEA 414140DE 5DAE2223 BOO0361A3<96177A9C
B410FF61 F20015AD
K 4 77105C9B 20BCD312 2823C8CF 6FCC7B95 ,6DE33814 E95BTFE6
4FED9245 94DCEAB3
I 5 (Iix, Iy)
IIy 3 41AA28D2 F1AB1482 80CDOYEDS QFEDA419 74053554 A42767B8
3AD043FD 39DC0493
Iy 3 489C375A 9941A304 9E33B343 61DD2041 72AD98C3 E5916DEZ2
7695D22A 61FAE46E
F9.1.5 Signature
R 3+ 41AA28D24WFTAB1482 80CDY9EDS5 6FEDA419 74053554 A42767B8
3ADO043FD 39DC0493
S 3 OATJBA472 2DA5693F 229D175F ABGAFB85 7EC2273B 9F88DAS8
J2UEDSTILT 7ECEIRSO
F9.1.6 Verification
= ()
H; = 41AA28D2 F1AB1482 80CDOED5 6FEDA419 74053554 A42767B8
3AD043FD 39DC0493
H; = 489C375A 9941A304 9E33B343 61DD2041 72AD98C3 ELS916DE2

120
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RI

7695D22A

61FAE46E

ISO/IEC 14888-3:2018(E)

41AA28D2 F1AB1482 80CDY9EDS 6FEDA419 74053554 A42767BS8

3AD043FD

39DC0493

F9.2 Example 2: Field Fp, 512-bit Prime p, SHA-512

F.9.2.1 General

For the following example, SHA-512 is used exclusively for the hash-function, so the hash-code is simply

thev

From
ensul
discr

F.9.2
The f]

The d

hlue of SHA-512, converted according to Annex B to the appropriate data item.

a security viewpoint, it is important to avoid cryptographically weak curves-(e.g.
ed that a particular curve is not vulnerable to attacks on special instances-of the ¢

bte logarithm problem).
2 Parameters
eld is F, where p is in hexadecimal:

p 4531ACD1 FEO0023C7 550D267B 6B2FEE80C922B14B2 FFBO0F04
D4EB7C09 B5D2D15D F1D85274 1AF4704A 0458047E 80E4546D
35B8336F AC224DD8 1664BBF5 2Z28BE6373

Iliptic curve is: Y2 = X3 + aX + b over Fp,.

a 7

b 1ICFF0806 A31116DA 289D8CFA5 4E57EB74 8BCSH5F377 E49400FD
D788B649 ECAIAC43 61834013 B2AD7322 480A89CA 58EQCF74
BCY9ES540C 2ADD6897 FADOA308 4F302ADC

G = (Gx, Gy)

Gy = 24D19CC6 4572EE30 F396BF6E BBFD7A6C 5213B3B3 D7057CCS8
25891093 A68CD762 FD606112 62CD838D C6B60AA7 EEES804E2
8BC84997 TFAC33B4 B530F1B1 20248A09A

Gy 2BB312A4 3BD2CE6E 0D020613 C857ACDD CFBFO61E 91E5F2C3
F32447C2 59F39B2C 83AB156D 77F1496B F7EB3351 E1EE4E43
DC1A18BY9 1B24640B 6DBB92CB 1ADD371E

q 4531ACD1 FEO0023C7 550D267B 6B2FEE80 922B14B2 FFBO90F04
D4EB7C09 B5D2D15D A82F2D7E CBI1DBAC7 19905C5E ECC423F1
D86E25ED BE23C595 D644AAF1 87E6E6DF
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F9.2.3 Signature key and verification key

X =

F9.2.4 Pe

M
h(M)

0BA6048A
0OEE7508E
A2636B7B

(Yx, Yy)

115DC5BC

ADAE241B

508B1020

FD18AADF

96760C7B

A40936D4

T72E8123B

C6296782

48598D8A

7756D7C9

2200A056

1FA18DD4

BO9E740D4

3091A0ES8

3322DAD2

C4AB5A65

51466970

827E2714

BE33C181

5B5C320C

F75C4541

37C7C90C

639F5D7F

4C114E1F

854621DD

5C1D9DD9

D40BOF56

B72AFD61

9339FDF2

' message data

5A515856

DD33612C

21DC3AC1

EA199441

TF35ECAS

ASCII form of "abc" = 616263

DDAF35A1
0A9EEEE6
454D4423
3B109DOF
2EE0410C
E29FFF5E
(Ix, Iy)

13C56557
A15DA3RG
21345785

JOB8ABSAE

93617ABA

4B55D39A

643CE80OE

05D95496

33ClEELE

BCEF22GD

E300898B

89COEB29

AAG6D2536

5DF67642

CC417349

2192992A

2A9ACY94F

1A085730

8D8EBI71

E4062389

F6C91A08

73F5BE70

A20C9158

TA94CI9FC

D13314AF

D530EFEL

B751CFAQ

DO43FFE7

3677BEEC

AE204131

27T74ECLAS8

A54CA49F

483EEC3A

6CB12FD8

T6F28E85

AFOCAF80

27DBDD77

14F2ADDC

014CC352

69BC5B92

E2634FAQ

FOC70A27

12E6FA4E

36BA3C23

8A544589

F91843C2

1046A2DC

BCE5D337

267F3DC4

4C8B4DDF

503B3D52

59A3C¢DBS8

89A97TEAZ2

A3FEEBBD

0E76066E

C36C82A4

58CF7E84

6AD5793C

48003E1C

491768DE

BB5751A6

F9.2.5 Signature

R =

122

13C56557

A15DA3B6

21315785

TF660A00

A6328140

E300898B

89COEB29

AA6D2536

CF4EBI1B7

1287C279

F6C91A08

73F5BE70

A20C9158

BC67COCF

BBO96F231

AFOCAF80

27DBDD77

14F2ADDC

E7D20256

1046A2DC

BCE5D337
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