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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Digital signature mechanisms can be used to provide services such as entity authentication, data
origin authentication, non-repudiation and data integrity. A digital signature mechanism satisfies the
following requirements.

— Given either or both of the following two things:

— the verification key, but not the signature key;

— aset of signatures on a sequence of messages that an attacker has adaptively chosen;

i

— i

S|
NOTE
NOTE
signa
signa
Digit
folloy

— 4
q

should be computationally infeasible for the attacker

- to produce a valid signature on a new message,

- in some circumstances, to produce a new signature on a previously signed messag
- to recover the signature key;

should be computationally infeasible, even for the signer, to find'two different messa
ame signature.

1  Computational feasibility depends on the specific securityréquirements and environmg
ure key is allowed. One example of such applicationsds'amembership credential in an anon
ure mechanism as specified in ISO/IEC 20008.

hl signature mechanisms are based on asymimetric cryptographic techniques and
ving three basic operations:

process for generating pairs of keys,swhere each pair consists of a private signature
orresponding public verification key;

process that uses the signaturekey, called the signature process;
process that uses the verification key, called the verification process.
bllowing are the twoitypes of digital signature mechanisms:

Uhen, for a given signature key, any two signatures produced for the same messag
lentical, the mechanism is said to be deterministic (or non-randomized) (see ISO/IEC
irther details);

Uhen, fora given message and signature key, any two applications of the signature pro
with.high probability) two distinct signatures, the mechanism is said to be random

ges with the

nt.

2 Insome applications, producing a new signature on/a previously signed message without knowing the

ymous digital

involve the

key and the

b are always
14888-1 for

cess produce
zed (or non-

Q. <

eterministic).

The mechanisms specified in this part of ISO/IEC 14888 are all randomized.

Digital signature mechanisms can also be divided into the following two categories:

— when the whole message has to be stored and/or transmitted along with the signature, the
mechanism is termed a "signature mechanism with appendix" (such mechanisms are the subject of
ISO/IEC 14888);

— when the whole message, or part of it, can be recovered from the signature, the mechanism is
termed a "signature mechanism giving message recovery" (ISO/IEC 9796 specifies mechanisms in
this category).

The verification of a digital signature requires access to the signing entity’s verification key. It is, thus,
essential for a verifier to be able to associate the correct verification key with the signing entity, or more

© ISO/IEC 2016 - All rights reserved
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precisely, with (parts of) the signing entity’s identification data. This association between the signer’s
identification data and the signer’s public verification key can either be guaranteed by an outside entity
or mechanism, or the association can be somehow inherent in the verification key itself. In the former
case, the scheme is said to be “certificate-based.” In the latter case, the scheme is said to be “identity
based.” Typically, in an identity-based scheme, the verifier can calculate the signer’s public verification
key from the signer’s identification data. The digital signature mechanisms specified in this part of
ISO/IEC 14888 are classified into certificate-based and identity-based mechanisms.

NOTE 3
For further in

The security of a signature mechanism is based on an intractable computational problem,ie. a pr

formation, see ISO/IEC 9594-8 (also known as X.509), ISO/IEC 11770-3 and ISO/IEC 15945.

For certificate-based mechanisms, various PKI standards can be used as the basis of key management.
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Fithm and the factorization problems. Since the second edition was published, the mecha
brganized. ISO/IEC 14888-2 now contains integer factoring-based meehanisms, and this p
B now contains discrete logarithm based mechanisms.

SO/IEC 14888 includes 12 mechanisms, two of which wer€in ISO/IEC 14888-3:1998,
re from ISO/IEC 15946-2:2002 and three of which were added in ISO/IEC 14888-3:
Curve Russian Digital Signature Algorithm (EC-RDSA) and three mechanisms bas
fal signature are added in ISO/IEC 14888-3:2006/Amd.1:2010.

sms specified in this part of ISO/IEC 14888 use a collision resistant hash-function to
being signed (possibly in more than one part). ISO/IEC 10118 specifies hash-function
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identifying any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of patents

relevant to their standards. Users are encouraged to consult the databases for the most up to date

information

NOTE 5

concerning patents.

The mechanisms of EC-DSA, EC-GDSA. EC-RDSA and EC-FSDSA may be vulnerable to a key substitution

attack.[10] The attack is realized if an adversary can find two distinct public keys and one signature such that
the signature is valid for both public keys. There are several approaches of avoiding this attack and its possible
impact on the security of a cryptographic system. For example, the public key corresponding to the private
signing key can be added into the message to be signed.
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Information technology — Security techniques — Digital
signatures with appendix —

Part 3:
Discrete logarithm based mechanisms

1 Scope

This part of ISO/IEC 14888 specifies digital signature mechanisms with appendix"whosg security is
based on the discrete logarithm problem.

This part of ISO/IEC 14888 provides

— ageneral description of a digital signature with appendix mechanism, and
— gdvariety of mechanisms that provide digital signatures with-appendix.
For epch mechanism, this part of ISO/IEC 14888 specifies

— the process of generating a pair of keys,

— the process of producing signatures, and

— the process of verifying signatures.

2 ormative references

The flollowing documents, in whole©r in part, are normatively referenced in this document and are
indispensable for its application, For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 10118-3, Information technology — Security techniques — Hash-functions
ISO/IEC 14888-1:2008, Information technology — Security techniques — Digital signatures with appendix

— Pafrt 1: General
3 Termsand definitions

For thé/purposes of this document, the terms and definitions given in ISO/IEC 14888-1 and the
follow ius al.}l.}ly.

3.1
finite commutative group
finite set E with the binary operation “*” such that

— forall group elementsa, b € E,a*b € E;
— forall group elementsa, b,c€ E, (a*b)*c=a* (b *c);

— there exists a group element e € E with e * a = a for all a € E, where e is called the identity element
of the group;

— for all group elements a € E, there exists a group element b € Ewith b *a =¢;

© ISO/IEC 2016 - All rights reserved 1
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— forall group elementsa, b€ E,a*b=b*a

Note 1 to entry: In some cases, such as when E is the set of points on an elliptic curve, arithmetic in the finite set
Eis described with additive notation.

3.2

cyclic group
finite commutative group (3.1), E, of n elements that contains a group element a € E, called the generator,

of order n

3.3

elliptic curve group

cyclic group

Note 1 tg
either r i
An elliptic cui
(when r = p f{
m), where thé
consists of a

3.2) defined on the points of an elliptic curve over a finite field
entry: Let F = GF(r) denote the Galois field with cardinality~\7

an odd prime, p, or r is equal to 2m for some positivey’ integel
ve defined over F can be determined by an affine curve formula, either of the form y2'= x3 + a{
r some odd prime p) or of the form y2 + xy = x3 + a1x2 + az (when r = 2m for séme positive i
coefficients aj and a are (appropriately chosen) elements of F. The corresponding elliptic c
ollection of certain affine points from F x F together with a special (non-affine) point “at inf

An affine point P of E is one that can be represented as an ordered pair (Py, Py) € F X(Fysuch that the select

x=Pyandy=

Let “+” denotg
well-known s
of E “at infini

together with

Note 2 to ent
F x F that sati

3.4

order (of a g
least positiy
recursively §

3.5

pairing
function wh
input, and p
which has th
g, for some p

Bilinear

P), satisfies the given affine curve formula when the indicated arithmétie is performed in the f
the binary operation known as “elliptic-curve addition”, defined for\(most) affine points of E
pcant-and-tangent rules. Once the collection of affine points of Elisaugmented by O, a special
y” that serves as the identity element for “+” (but is not reptesénted as an ordered pair), thq

the binary operation “+” forms a finite, commutative, elliptic-curve group, E.

'y: The cardinality of the elliptic-curve group, E, is pnie,more than the number of ordered p:
5fy the affine curve formula for E.

froup element a)
e integer n such that a"=e, where e is the identity element of the group, a” is de
uch that a0=e and a"=a*am-1 (m>0)£and * is the group operation

ch takes two elements, Pand Q, from an elliptic curve group (3.3) over a finite field,
roduces an element from’ another cyclic group (3.2) over a finite field, G, as outpuf
e following two properties (where it is assumed that the cyclic groups, G1 and G, have
rime g, and for any two elements P, Q, the output of the pairing function is written as <

ty: If P, P1, P2Q, Q1, Q2 are elements of G1, and a is an integer satisfying 1 <a<q-1,

Q> Q>

- *

E3

<P1
<P, Q1

+
+

P,
Q2>

<Py,
<P, Q1>

<Py,
<P, Q2>
P,Q>= <P, [a]Q> = <P, Q>4

!

where
. m.
X+dap
teger
rve E
nity”.
ion of
eld, F.
by the
point
set E

irs in

fined

(71, as
, and
prder

P, 0>)

then

Q>,

and

<[a]
3.6
trusted key
KGC

Non-degeneracy: If P is a non-identity element of G1, <P, P> # 1

generation centre

trusted third party, which, in an identity-based signature mechanism, generates a private signature

key for each

signing entity
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4 Symbols and abbreviated terms

w

abb bitwise exclusive OR of a and b, where a and b are either bits or strings of bits of
the same length, and in the latter case, the XOR operation is performed bit-wise

ay, a elliptic curve coefficients

amod n for an arbitrary integer a and a positive integer n, the unique integer remainder
1,0 <r<(n-1),satisfying r = a - bn, for some integer b.

(4,B,0C) the coefficients of the signature formula, which, for the mechanisms specified in
Ctause 6, defines ttow the Sigmature 1S computed
NOTE 1 The signature formula is specified in 5.2.1.
a parameter which specifies the relationship between the signature’key and the
verification key
an elliptic curve defined by two elliptic curve coefficients,af and az

E a finite commutative group; for the mechanisms based’on a multiplicative
group, the elements of £ are in Z,"; for the mechanisms based on an additiv¢
group of elliptic curve points, the elements of £ arethe points on an elliptic
curve E over GF(r)

#E the cardinality of E; for the mechanisms/based on a multiplicative group Z,}, #£
is p - 1; for the mechanisms based on an additive group of elliptic curve points,
#E is one more than the number of points on the elliptic curve E over GF(r)
[including Of (the point at infinity)]

F a finite field

Fp a finite field of order p

gcd(N1, N2)  the greatest commondivisor of integers N1 and Ny

G an element of ©rder g in E

GF(r) the finitefield of cardinality r, where r is a prime power

G1 a cycliggroup of prime order g; elements of G1 are points on an elliptic curv
over'GF(r)

G? a cyclic group of prime order g; elements of G are elements of a finite field ¢F(r)

Hi a hash-function that converts a data string into an element in G1
NOTE 2 The input data string is converted to an integer first, then the integer is
converted to a point on E over GF(r) by using the I2P function, specified in Annex C.

h, Hy hash-functions, i.e. one of the mechanisms specified in ISO/IEC 10118

ID a data string containing an identifier of the signer, used in Mechanisms IBS-1
and [BS-2

m an embedding degree (or extension degree)

© ISO/IEC 2016 - All rights reserved 3
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[n]P multiplication operation that takes a positive integer n and a point P on the
curve E as input and produces as output another point Q on the curve E, where
Q=[n]P=P+ P+ ..+ Paddedn -1 times. The operation satisfies [0]P = 0 (the
point at infinity), and [-n]P = [n](-P)

P a generator of G1 which is used in Mechanisms IBS-1 and IBS-2

p a prime number or a power of a prime number

q a prime number that is a divisor of #E and the order of G1 and G»

r the-stze-of GF {1 inrthe-mechanismsbasedonranadditive groupofethipticeurve

points, r is a prime power, p™m, for some prime p = 2 and integer m = 1.

T the assignment

T1 the first part of the assignment T

T the second part of the assignment T

U the KGC's master private key, generated as a randomly chosetrinteger, which is

used in mechanisms IBS-1 and IBS-2

% the KGC's master public key, an element G1, of which is used in mechanisms
IBS-1 and IBS-2

Zy* the set of integers i with 0 <i < N and gcd (i, N)y=A, with arithmetic defined
modulo N
Zy" the set of integers i with 0 <i < p and p @prime number, which is a

multiplicative group

a the bit-length of the prime numbgé?r (or prime power) p

B the bit-length of the prime fiumber g

y the output bit-length efhash-functions h and H

I pre-signature

Iy x-coordinatesof /] inwhich [T =([Iy,IIy) is an elliptic curve point

Iy y-coordinate of [] inwhich [] =([Tx,IIy) isan elliptic curve point

I, first element of [T inwhich [T =([1,,I]}) is an element of an extension field
of degree2

I, second element of [ in which [T =([1,,II},) is an element of an extension
field of degree 2

(1 the point at infinity on the elliptic curve E

<> a bilinear and non-degenerate pairing

[l X || Yis used to mean the result of the concatenation of data items X and Y in the
order specified.

4 © ISO/IEC 2016 - All rights reserved
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5 General model

5.1

5.1.1

Parameter generation process

Certificate-based mechanisms

5.1.1.1 Generation of domain parameters

For digital signature mechanisms based on discrete logarithms, the set of domain parameters includes
the following parameters:

In th
mech

5.1.1

A sig]
0<X

wher

NOTE

possible X values. For example, the value 1.éan be excluded because this value results in the user

key b
5.1.2

5.1.2

The
ellipt

5.1.2

The s

, a finite commutative group;
a prime divisor of #FE;

, an element of order g in E.

e group E, multiplicative notation is used. It is worthwhile to note,that the particular signature

anism chosen may place additional constraints on the choice of E-q, and G.

2 Generation of signature key and verification key

nature key of a signing entity is a secretly generated random or pseudo-random integgr X such that

< g. The corresponding public verification key Y is an €lement of £ and is computed as

—¢*"

e D is a parameter defined by the mechanism to be used. The value of D is one of two Values, -1 and 1.

An implementation is still considered compliant if it excludes a few integers from co

bing the generator, G, which is easily detectable.
Identity-based mechanisms

1 Notation

wo identity-based“mechanisms specified in Clause 7 are both based on the use of
ic curve groups. To specify identity-based mechanisms, the additive group notation is

2 Generation of domain parameters

et¢of' domain parameters includes the following parameters:

— E, afinite commutative group;

— GF(r), the Galois field of cardinality r;

— (1, acyclic group of prime order g;

— Gy, acyclic group of prime order g;

— P, agenerator of Gy;

— @, aprime number — the cardinality of G1 and G;

— <>, abilinear and non-degenerate pairing

© ISO/IEC 2016 - All rights reserved
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neration of master key

A master private key of a KGC is a secretly generated random or pseudo-random integer U such that
0 < U < q. The corresponding master public key Vis an element of G1 and is computed as

|4

[U]P.

5.1.2.4 Ge

neration of signature key and verification key

A signature key of a signing entity is an element of G1 and is computed by the KGC as

X

[UTY

where U is t
identity stril

5.1.3 Par{

5.1.3.1 Se

The bit-leng
recommendg

NOTE1 Se
2112 steps ar

2112 For a comprehensive analysis of parameter sizes, see References [25] and [34].

[tisnotnece
signature sc

he KGC's master private key and Y = Hy(ID) is the public verification key, where ID
ng for the KGC and H1 is a hash-function.

meter selection

lecting parameter size

ths of parameters for typical security levels are shewn’ in Table 1. The min
bd security level is 2112,

curity level means the number of steps in the best known attack on a cryptographic primit
e required in the best known attack on a hash-function, the security level of the hash-funct

csary to select @, fand y having the same security level; the security level of an implem
heme is the minimum of the security levélsof the parameters.

Table 1 — Parameter sizes’according to the security level

Security level 280 2112 2128 2192 2256
a 1024 2048 3072 7680 15360
B 160 224 256 384 512
Y 160 224 256 384 512

It is recommiended that the Security level of 280 should only be used for legacy applications.

NOTE2 Ng

specified in this table.For-example, DSA in 6.1 only supports the security levels up to 2128,

5.1.3.2 Se

t every mechanhism specified in this part of ISO/IEC 14888 provides all of the levels of se

lecting a hash-function

is an

mum

ive. If
ion is

bnted

curity

Selection of hash-functions should be based on those standardized in ISO/IEC 10118-3. That is, h and H>
shall be one of the mechanisms specified in ISO/IEC 10118-3, and H1 converts a data string obtained by

using one of

the mechanisms specified in ISO/IEC 10118-3 into an element in Gj.

The hash-functions used in this part of ISO/IEC 14888 should be collision-resistant.

The security strength for the selected hash-function should meet or exceed the security strength of the
parameters used in key generation. The relationship between the security levels of a hash-function and

the key gene

ration parameters is shown in 5.1.3.1.

Furthermore, implementations that verify digital signatures shall have a way of securely determining
which hash-function was used by the signer. Otherwise, an attacker might be able to convince a verifier
to use a different weaker, hash-function and thus, bypass the intended security level.
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5.1.4 Validity of domain parameters and verification key

The signature verifier may require assurance that the domain parameters and public verification
key are valid, otherwise, there is no assurance of meeting the intended security even if the signature
verifies, and an adversary may be able to generate signatures that verify.

Assurance of the validity of domain parameters can be provided by one of the following:
— selection of valid domain parameters from a trusted published source, such as a standard;

— generation of valid domain parameters by a trusted third party, such as a CA or a KGC;

— vaiidatton of candidate domain parameters by a trusted third party, suchras a CAor a KGC;
— fpr the signer, generation of valid domain parameters by the signer using a trustéd,sysftem;
— Vfalidation of candidate domain parameters by the user (i.e. the signer or verifier).

Assurance of validity of a public verification key can be provided by one of the'following:
— fprthesigner, generation of the public verification/private signature-key pair using a trusted system;

— fpr the signer or verifier, validation of the public verification key by a trusted third party, such as a
(A or a KGC;

— wvalidation of the public verification key by the user (i.e. the signer or verifier).

NOTH1 Validation of domain parameters and keys is required. However, how to achieve this |s outside the
scope|of this part of ISO/IEC 14888.

NOTH2  The method of authenticating the signer‘is.dependent on the real applications, whicl} is out of the
scope|of this part of ISO/IEC 14888.

5.2 |Signature process

5.2.1] General

All of the signature mechanisms in this part of ISO/IEC 14888 make use of a randomizing value K,
which is used (along with the-message) to produce a witness R (the first part of the signature) and an
assighment (T1, T2). The signature for the message is the pair (R, S) where S (the secongl part of the
signafture) is computed as the solution of a signature formula.

In th¢ certificatesbased mechanisms, specified in Clause 6, the signature formula is

AK + BXD& €= 0 (mod q),

given that (4, B, C) is a permutation of (S, T1, T2), X is the private signature key and D isja parameter
depending on the particular mechanism.

In the identity-based mechanisms specified in Clause 7, the signature formula is

[K]A + [UP]B + C = O (in G1).

Given that (4, B, C) is a permutation of (S, T1, T7), U is the master private key and D is a parameter
depending on the particular mechanism.

The permutation will be specified or agreed upon when setting up the signature system.

© ISO/IEC 2016 - All rights reserved 7
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The signature process and the formation of a signed message consist of the following eight stages (see

Figure 1):

— producing the randomizer;

computi

producing the pre-signature;

preparing the message for signing;

ng the witness;

computing the assignment (it is not necessary to compute the assignment in the identity-based

mechan

constru
constru

In this proc
(optional) ar

5.2.2 Pro

For each sig

0<K<q.Th
NOTE1 Th
NOTE2 Fo

integers from

I

N
STITSJ;

computing the second part of the signature;

'ting the appendix;
'ting the signed message.

bss, the signing entity makes use of its private signature key, its public verificatio
d the domain parameters.

ucing the randomizer

ature, the signing entity freshly generates a secret rafidomizer which is an integer K
e output of this stage is K, which shall be kept secret@nd destroyed safely after use.

e randomizer K can be considered as an ephemeral.key.

' the same rationale of 5.1.1.2, an implementation is still considered compliant if it excludes
consideration as possible K values.

5.2.3 Prodlucing the pre-signature

The inputs t
entity comp
based mechs

1T = 6K

in E. In thd
mechanisms

p this stage are the randomizer’K and optionally signature key X, with which the si
ites the pre-signature, [/ ¢By using K and public parameters as input. In the certif
nisms specified in Clause 6, it is computed as

identity-based mechanisms specified in Clause 7, it is individually specified i
. The outpgtef this stage is the pre-signature, /] .

h key

with

a few

bning
cate-

h the

5.2.5 Computing the witness (the first part of the signature)

The variables to this stage are the pre-signature [/ from 5.2.3 and M; from 5.2.4. The values of these
variables are taken as inputs to the witness function. The output of the witness function is the witness

R. The witne

ss function is specified in the mechanisms.

5.2.6 Computing the assignment

The inputs to the assignment function are the first part of the signature, which is the witness R from
5.2.5, My from 5.2.4, and, optionally, the verification key Y. The output of the assignment function
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is assignment T = (Tq, T2). In the certificate-based mechanisms specified in Clause 6, T1 and T are
integers such that

0

<|T1|<q,0<|T2]|<q.

In the identity-based mechanisms specified in Clause 7, T1 and T3 are elements of G1. It is not necessary
to compute T in the identity-based mechanisms.

5.2.7

Computing the second part of the signature

The inputs to this stage are the randomizer K from 5.2.1, the signature key X, the assignment T = (T4,

T) f
speci

In thd

A

and s

In thd
of the

[4
The f

5.2.8

The 4
text
ident|

As in
appetl

the c
verifi

5.2.9
The s

om 5.2.6, the permutation (4, B, C) of (S, T1, T2), a variable D in 5.1.1.2 and domainp
iedin 5.1.1.1 and 5.1.2.1.

certificate-based mechanisms, the signing entity forms the signature formgala

K + BXD + C = 0 (mod q)

plves the signature formula for S, the second part of the signaturé, where 0 <S<gq.

signature such that S € G;. This solution satisfies the signature formula

(]A + [UP]B + C = 0g (in G1).

air (R, §) will be called the signature, 2.

Constructing the appendix

ppendix is constructed from the signature and an optional text field, text, as [(R,

fication data of the signing entity:

Hicated in ISO/IEC 14888-1,depending on the application, there are different ways of
1dix and appending it to-the message. The general requirement is that the verifier is :
brrect signature to the message. For successful verification, it is also essential that
cation process, thewerifier is able to associate the correct verification key with the si

Constructingthe signed message

igned message is obtained by the concatenation of message M and the appendix, i.e. M |

identity-based mechanisms, the signing entity solves the signature formula for S, thd

second part

), text]. The

field could include a certificate that cryptographically ties the public verification key to the

forming the
ible to relate
prior to the
bnature.

[(R, S), text].
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Message, M Signature Key, X

[ Producing Randomizer ]

I\ K
[ Producing Pre-Signature }4
— 3
Preparing Message
[ p. g . 9 ] Vai
E S D[ Computing Witness ]
E R p
(R ->[ Computing Assignment ]47

v I
T :{ Computing Second Part of Signature }1 T

v S

T >{ Constructing Appendix }1
4 (R, S), text]

:{ Constructing Signed Message ]

< MIIIR,S), text]

Signed Message

Figure 1 — $ignature process with randomizedwitness (one of M1 and M3 is M, the other is empty)

5.3 Verification process

5.3.1 Gengral

The verification process consjsts of the following six stages (see Figure 2):

— retrieving the witness;
— preparipg messagefor verification;

— retrievipg the“assignment (it is optional to compute the assignment in the identity-based
mechan]sins);

— recomputing the pre-signature;
— recomputing the witness;
— verifying the witness.

In this process, the verifier makes use of the signer’s verification key, KGC's master public key (only for
the identity-based mechanisms specified in Clause 7) and the domain parameters.

5.3.2 Retrieving the witness

The verifier retrieves the signature (R, S) from the appendix, and divides it into the witness R and the
second part of the signature S. Also, the verifier checks the range or the bit length of the signature

10 © ISO/IEC 2016 - All rights reserved
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elements, R and S, according to the rule specified by each signature process. If the predefined rule is
violated, the signature shall be rejected.

5.3.3

Preparing message for verification

The verifier retrieves M from the signed message and divides the message into two parts M1 and M».

5.3.4

Retrieving the assignment

This stage is identical to 5.2.6. The inputs to the assignment function consist of the witness R from
5.3.2, M from 5.3.3, and (optionally) the verification key Y. The assignment T = (T4, T3) is recomputed

as th
recor

5.3.5

The 1
T=(

sign
In thd
|

wher

In thg

5.3.6

The d
input

In M
verifi

5.3.7
The s

In Me
two v

VerifIr assigns to the coefficients (4, B, C) the values (S, T1, T2) according to the order spe

e output from the assignment function. In the identity-based mechanisms, it is not
hpute T.

Recomputing the pre-signature

nputs to this stage are the set of domain parameters, the verificatien' key Y, the
1, T2) from 5.3.4, the second part of the signature S from 5.3.2, and @ptionally R fro

ure function, and in the certificate-based mechanisms, computesthe element []”.

certificate-based mechanisms, []” is computed in E as
], = thGI’l
e m =-A1Bmod g and n = -A-1C mod gq.

identity-based mechanisms, it is individually’specified in the mechanisms.

Recomputing the witness

omputations at this stage are the-$ame as in 5.2.5. The verifier executes the witness f
sare /]’ from 5.3.5 and M1 frem 5.3.3. The output is the recomputed witness, R".

pchanism [BS-2 specified\in 7.2, the process of recomputing the witness is cor
cation functions, instead of computing R".

Verifying the witness

ignature is yérified if the recomputed witness, R’, from 5.3.6 is equal to R from 5.3.2.

chanisn IBS-2 specified in 7.2, the process of verifying the witness involves checking
erification function values computed in 5.3.6 are identical, instead of verifying whethel

necessary to

assignment
m 5.3.2. The
cified by the

unction. The

hputing two

whether the
"R =R'holds.
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Me

ssage, M

Signature, X'

v

N

[ Preparing Message ]

[ Retrieving witness ]

| R

Verification Key, ¥

6 Certifi

6.1 Genel

6.1 6.1

Ly Y
i I 2
bmm e "--P[ Retrieving Assignment ]4
r
A y \
[ Retrieving Pre-Signature
H/
‘ \
--------------------------- P[ Recomputing Witness
R/
A4
[ Verifying Witness ]Q—
A
Yes /«No

rate-based mechanisms

ral

General

Figure 2 — Verification process with a randomized witness

In elliptic cyrve(arithmetic, an elliptic curve point is represented as affine coordinates. That

elliptic curv

e point /] has two coordinates: x-coordinate, [/, and y-coordinate, []y . Elliptic c

1S, an
Hrves

for EC-DSA,

non-supersingular curves.

EC-KCDSA, EC-GDSA, EC-RDSA, EC-SDSA and EC-FSDSA are restricted to non-singular and

The hash-function identifier can be used for binding the signature mechanism and the hash-function.

12
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6.2 DSA

6.2.1 General

DSA (Digital Signature Algorithm) is a signature mechanism with E = Z,", p a prime, and q a prime
dividing p — 1. The parameter D of DSA is equal to 1. The message is prepared such that M1 is empty and
M5 is the message to be signed, i.e. M3 = M. The witness function is defined by the formula

R =[] mod g, where J] = Gkmod p for some integer K.

and the assignment function bv the formula

(T1, T2) = (R, -BS2I(y, H)),

where H = h(M) is the truncated hash-code of message M, converted to an integer accdrding to the
convgrsion rule given in Annex B.

The doefficients (4, B, C) of the DSA signature formula are set as follows:

(4, B, C)=(S, T1, T2).

Thus(the signature formula becomes

SK - RX - BS2I(y, H) = 0 (mod q).

NOTE This mechanism is taken from Reference [1Z]. The notation here has been changed|slightly from
Reference [17] to conform with the notation used elsewhere in this part of ISO/IEC 14888.

6.2.2| Parameters

p a prime, where 2a-1 < p < 2¢,
q a prime divisor of p -1, where 261 < g < 28.
G a generator of the subgroup of order g, such that 1 < G < p.

Four choices for the pair{a, §) are allowed in DSA, which are (1024, 160), (2048, 224), (2048, 256), and
(3072, 256). It is recommended that the security strength of the («, ) pair and the y be the|same unless
an agreement has been made between participating entities to use a stronger hash functiop.

The iptegers p,'q; and G can be public and can be common to a group of users.

The garameters p, g and G are generated as specified in Annex D. If compatibility with the NIST Federal
standardis not required then the parameters p and g can be generated by using the prime generation
techniques given in ISO/TEC 18032.

It is recommended that all users check the proper generation of the DSA public parameters according to
Reference [17].

NOTE If a signer were free to specifically choose the domain parameter g to facilitate a collision between
hash values, then an attack against such an instance of DSA could be mounted in which the required collision
on the underlying hash-function could be found with complexity of 274, 2101, or 2114 (corresponding to y =
160, 224, or 256, respectively), as opposed to the most secure instances, in which the complexity of finding a
collision would be 280, 2112 or 2128 [39] The attack is, however, easily detectable. Furthermore, the attack cannot
be mounted when domain parameters are generated as specified in Reference [17] which includes the method
specified in Annex D. If the use of an appropriate method for the generation of domain parameters cannot be
verified, the attack can also be prevented by using a mechanism of the type specified in 6.3, 6.4 and 6.7.

It is recommended that digital signatures based on SHA-1 should only be used for legacy applications.
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6.2.3 Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < g. The parameter D is 1. The corresponding public verification key Y'is

Y =GXmod p.

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6.2.4 Signature process

6.2.4.1 Prpducing the randomizer

The signing gntity computes a random or pseudo-random integer K such that 0 < K< q,

6.2.4.2 Prpducing the pre-signature
The input to|this stage is the randomizer K, and the signing entity computes

Il =GKmod p.

6.2.4.3 Preparing the message for signing

The messagd is prepared such that M is empty and M is the méssage to be signed, i.e. M = M.

6.2.4.4 Computing the witness

The signing| entity computes R = [/ mod q where the witness is simply a function of the pre-
signature. Thus

R = (GKnpod p) mod q.

6.2.4.5 Computing the assignment

The signing| entity computes—the hash-code; if the output bit length of the selected hash-furction
is larger than [logzql, H iS set to the leftmost (most significant) [logzql bits of h(M2). Othernwise,
H is h(M3). Afterwards, Hyis converted to integer according to conversion rule, BS2I, in Annex H. The
assignment (T1, T7) is(GR-BS2I(y, H)).

6.2.4.6 Cor’nputing the second part of the signature

The signatuteis (P, C) where Ris r‘nmpnhﬂd in62A44and

S=(K1(BS2I(y, H) + XR)) mod q

where H = the leftmost (most significant) min(f, y) bits of h(M3).

The value of h(M3) is an y-bit string output of the appropriate hash-function in 6.2.2. For use in
computing S, this string shall be converted to an integer.

It is required to check if R = 0 or S = 0. If either R = 0 or S = 0, a new value of K should be generated
and the signature should be recalculated (it is extremely unlikely that R = 0 or S = 0 if signatures are
generated properly).

14 © ISO/IEC 2016 - All rights reserved
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6.2.4.7 Constructing the appendix

The appendix will be the concatenation of (R, S) and an optional text field, text, ((R, S), text).

6.2.4.8 Constructing the signed message

A signed message is the concatenation of a message, M, and the appendix.

M||((R, S), text)

usted copies

ture shall be

6.2.5—Verificationproeess

6.2.5{1 General

Prior|to verifying the signature of a signed message, it is necessary that the vegifier has tr

of p,q, Gand Y.

6.2.5|2 Retrieving the witness

The Verifier retrieves the witness R and the second part of the signature S from the appendix. And, the
verifier checks to see that 0 < R < g and 0 < S < q. If either condition is violated, the signa

rejected.

6.2.5|3 Preparing the message for verification

The v

6.2.5

This
6.2.5

erifier retrieves Mz = M from the signed message. M1 is empty.

4 Retrieving the assignment

Ktage is identical to 6.2.4.5. The inputs to the assignment function consist of the wi
2 and M from 6.2.5.3. The assignmment T = (T1, T7) is recomputed as output from thg

funct

6.2.5

The i
and s

]

6.2.5

ion, 6.2.4.5.

5 Recomputing the pre-signature

hputs to this stage ate domain parameters, verification key Y, assignment T = (T1, T?)

[’ =Y-S-1T1mod q (G -S-1T2 mod q mod p.

6, Recomputing the witness

econd part of theSignature S from 6.2.5.2. The verifier obtains a recomputed value []
signafture using the formula

ness R from
assignment

from 6.2.5.4
" of the pre-

The computations at this stage are the same as in 6.2.4.4. The verifier executes the witness function.
The inputis [/]” from 6.2.5.5. Note that M7 is empty. The output is the recomputed witness R’ such that
R'= ][I’ modgq.

6.2.5

.7 Verifying the witness

The verifier compares the recomputed witness, R' from 6.2.5.6 to the value of R from 6.2.5.2. If R' = R,
then the signature is verified.

© ISO/IEC 2016 - All rights reserved
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6.3 KCDSA

6.3.1 General

KCDSA (Korean Certificate-based Digital Signature Algorithm) is a signature mechanism with £ = Z," p

-1
a prime, and q a prime dividing p - 1. Verification key Y is G* ; that is, the parameter D is -1. The
message is prepared such that M is empty and M5 is the message to be signed, i.e. M = M. The witness
function is defined by the formula

R=h(I2BS(B, IT)).

If y is longerfthan S, then the witness function is replaced by the formula
R =12BS(B, BS2I(y, h(I2BS(B, 1] ))) mod 25).

Domain parameters shall indicate the employed hash-function. The assignment function is defingd by
the formula

(T1, T2) 5 (V,-1),

where V= B$2I(f, R @ H) mod q. The value H is the hash-code from the-public key Y and message M.
The coefficignts (4, B, C) of the KCDSA signature formula are set as,

(4, B, C)E (T2, S, T1).

Thus the sighature formula becomes

-K+ SX-1+ V=0 (mod q).

NOTE THis mechanism is taken from Reference [36]. The notation here has been changed slightly] from
Reference [3€] to conform with notation used elsewhere in this part of ISO/IEC 14888.

6.3.2 Pargmeters

p a pritpe, where 2a-1 < p 2%

q a primpe divisor of p ~1), where 21 < g < 28

F an integer suchitlat 1 < F<p-1land F(p- D/4mod p > 1
G

F(r -1}/a mod-p, an element of order q in Z,"

~

the in put block size (in hifc) of the selected hash-function h

Hash-function identifier or OID with specified hash-function.

Three choices of the triplet (a, §, h) are allowed in KCDSA, which are (2048, 224, SHA-224), (3072, 256,
SHA-256), and (2048, 224, SHA-256). Among these, (2048, 224, SHA-224) and (3072, 256, SHA-256) are
recommended, while (2048, 224, SHA-256) can be used in the case when only SHA-256 is available and
SHA-224 is not.

The integers, p, q, G and ], can be public and can be common to a group of users.
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6.3.3 Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < q. The parameter D is -1. The corresponding public verification key Yis

— X-l
Y=G" modp.

A user’s secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6.3.4—Sigmature process

6.3.4/1 Producing the randomizer

The digning entity computes a random or pseudo-random integer K such that 0& K< q.

6.3.412 Producing the pre-signature

The ihput to this stage is the randomizer K and the signing entity computes

[l = GKmod p.

6.3.4{3 Preparing the message for signing

-lsl

The hessage is prepared such that M; is empty and-M?3 is the message to be signed, i.e. M

6.3.4{4 Computing the witness

The digning entity computes witness R = B{I2BS(B, [ )), where the output of H is the hasl-code of the
bit stfing of length a converted from thepre-signature [/ .If y is longer than S, then, the computation of
witngss is replaced by R = I2BS(B, BS21(y, h(I2BS(B, 1] ))) mod 25).

The donversion rules, IZBS and-BSZI, are given in Annex B.

6.3.4{5 Computing the.assignment

The qigning entity computes the assignment (T1, T2) = (V, -1) where V = BS2I(f, R €© H) mod q, where
H=h(Y'||M3) is thethash-code of the concatenation of Y’ = [2BS(I, Y mod 2!) and message M The value of
Y'is g bit stringofilength I In computing V, the bit string R @ H shall be converted to an injteger before
modylo reduction with respect to gq.

If y is]longer than B, then the computation of H is replaced by H = I2BS(B, BS2I(y, h(Y' [[M2)) mod 25).

NOT T isafixed vatue forauser, thus, this value tam be kKept a5 a USer paralmneter:

6.3.4.6 Computing the second part of the signature

The signature is (R, S) where R is computed in 6.3.4.4 and

S=X(K-V)mod gq.

6.3.4.7 Constructing the appendix

The appendix will be the concatenation of (R, S) and an optional text field, text, ((R, S), text).
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nstructing the signed message

A signed message is the concatenation of a message, M, and the appendix.

M||((R, S), text)

6.3.5 Verification process

6.3.5.1 Ge

neral

Prior to veri
of p, g and G.

The verifier
verification

6.3.5.2 Re

The verifier
verifier then

0<S<q

the emp

If any of the

6.3.5.3 Pr

The verifier

6.3.5.4 Re

This stage i3
6.3.5.2 and |
function, 6.3

If the lefgth of the value y is not longer than f, the bit length,of\R is equal to the output bit len

If the length of the value y is longer than g, the bit length of R is equal to £5.

H AN 3 s £ H | 33 ot +1 s L 4 fad
Yy HTE e STEITatuT COT a STETIC U TIIC S Sag T 1S ICCTSSart y orac e v eT e rras—rastet 3

also acquires the necessary data items for the verification process: for éxample
key Y (see ISO/IEC 14888-1:2008, Clause 9 for additional required data items])-

trieving the witness

checks whether the following conditions hold or not:

oyed hash-function h;

hbove condition does not hold the signature shall be rejected.

eparing the message for verification

retrieves M = M from the signed message. M1 is empty.

trieving the assignment

identical to 6.3.4.5,The inputs to the assignment function consist of the witness R
> from 6.3.5.3. Therassignment T = (T4, T2) is recomputed as output from the assign
4.5.

6.3.5.5 Re

The inputs t
and second {

computing-the pre-signature

p this-'Stage are domain parameters, verification key Y, assignment T = (T4, T2) from 6
artof'the signature S from 6.3.5.2. The verifier obtains a recomputed value [[” of th

signature u

retrieves the witness R and the second part of the signature, S _from the appendix.

opies

e, the

The

bth of

from
ment

b pre-

'ng the formula

J[’ =YSmodqGT1 mOdC]modp,

6.3.5.6 Recomputing the witness

The computations at this stage are the same as in 6.3.4.4. The verifier executes the witness function.

The input is

6.3.5.7 Ve

[’ from 6.3.5.5. Note that My is empty. The output is the recomputed witness R".

rifying the witness

The verifier compares the recomputed witness, R’ from 6.3.5.6 to the value of R from 6.3.5.2. If R' = R,
then the signature is valid.
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6.4 Pointcheval/Vaudenay algorithm

6.4.1 General

The method of Pointcheval/Vaudenay is a variant of the DSA algorithm, with £ =Z,", p a prime, and g a
prime divisor of p - 1. The parameter D is equal to 1. The message is prepared such that My is empty and
M3 is the message to be signed, i.e. M = M. The witness is defined by the formula

R= ][] modgq

and the assignment function is defined by the formula

(T1, T2) = (-R, -H)

wherg H = h(I2BS(f, R)||M) is the hash-code of the concatenation of the witness'R and the message
M. Nqte that the computation of T2 above requires the conversion of the hashscode to an|integer. The
convgrsion function is given in Annex B.

The qoefficients (4, B, C) of the Pointcheval/Vaudenay signature formulaare set as follows

(4, B,C) = (S, T1, T2).

Thus| the signature formula becomes
SK-RX- H=0 (mod q).

NOTE| This mechanism is based on the algorithm designed by D. Pointcheval and S. Vaudenay in Reference [31].
6.4.2| Parameters

a prime
a prime divisor of p - 1

an integer such that < F<p-1and F(r-1)/dmod p > 1

Q m QT

F(r-1)/qa mod p
Hashtfunction identifier or OID with specified hash-function

It is recommended that all users check the proper generation of the public parameters.

6.4.3| <(Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < q. The parameter D is 1. The corresponding public verification key Y'is

Y=GXmod p.

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6.4.4 Signature process

6.4.4.1 Producing the randomizer

The signing entity computes a random or pseudo-random integer K such that 0 < K < q.
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6.4.4.2 Producing the pre-signature
The input to this stage is the randomizer K and the signing entity computes

Il =GKmod p.

6.4.4.3 Preparing message for signing

The message is prepared such that M1 is empty and M is the message to be signed, i.e. M2 = M.

thowitnocc
tTHe-WAHthHeSsSs

6444 C

The signing| entity computes R = [/ mod q where the witness is simply a function ef, the pre-
signature. Thus

R = (GKmod p) mod g.

6.4.4.5 Computing the assignment

The signing|entity computes the assignment (T1, T2) = (-R, -BS2I(y, H))};where H = h(I2BS(f5, R]||M2)
is the hash-fode of the concatenation of the witness and message M3+ Before the concatenation, the
witness shalll be converted to a bit string of length |p|.

6.4.4.6 Computing the signature
The signatuge is (R, S) where R is computed in 6.4.4.4 and
S =K1(BF2I(y, H) + XR) mod q.

6.4.4.7 Cn[:structing the appendix

The appendifx will be the concatenation of (R, S) and an optional text field, text, (R, S), text).

6.4.4.8 Constructing the signed message

A signed megsage is the concatenation of a message, M, and the appendix.

M||((R, S), text)

6.4.5 Verification*process

6.4.5.1 General

Prior to verifying the signature of a signed message, it is necessary that the verifier has trusted copies
of p, g and G.

The verifier also acquires the necessary data items for the verification process: for example, the
verification key Y (see ISO/IEC 14888-1:2008, Clause 9 for additional required data items).

6.4.5.2 Retrieving the witness

The verifier retrieves the witness R and the second part of the signature S from the appendix. The
verifier then checks to see that 0 < R < g and 0 < S < q. If either condition is violated, the signature shall
be rejected.

20 © ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=be7e6665196d6916f03e11caaceaf221

6.4.5

ISO/IEC 14888

.3 Preparing the message for verification

The verifier retrieves My = M from the signed message. M1 is empty.

6.4.5

.4 Retrieving the assignment

-3:2016(E)

This stage is identical to 6.4.4.5. The inputs to the assignment function consist of the witness R from
6.4.5.2 and M7 from 6.4.5.3. The assignment T = (T1, T2) is recomputed as output from the assignment

funct

6.4.5

ion, 6.4.4.5.

.5 Recomputing the pre-signature

The i
and s

)

6.4.5

The d
The i

6.4.5

The V
then

6.5

6.5.1

SDSA
prim
to be
code.

which is obtained by converting R to an integer according to the conversion rule, BSZI, give]

and t

The d
(4

hputs to this stage are domain parameters, verification key Y, assignment T = (T1,:T%2)

[’ =Y-S-1T1mod q (G -S-1T2 mod g mod p.

6 Recomputing the witness

omputations at this stage are the same as in 6.4.4.4. The verifier executes the witn
hputs are [/’ from 6.4.5.5. Note that Mj is empty. The outpuit is the recomputed witn

7 Verifying the witness

erifier compares the recomputed witness, R’,sfrom 6.4.5.6 to the value of R from 6.4.
the signature is valid.

SDSA

General

(Schnorr Digital Signature*Algorithm) is a signature mechanism with £ = Z,", p a pj
e dividing p-1. The parameter D is equal to 1. The message is prepared such that My is
signed, i.e. M1 = M, and'M> is empty. The witness function is defined by setting R equ
The assignment furiction is defined by setting T1 = -1 and T equal to the negative @

hen reducing modulo q.
oefficients {4, B, C) of the SDSA signature formula are set as follows:

|, B, C}y=(T1, T2, S).

econd part of the signature S from 6.4.5.2. The verifier obtains a recomputed value [’
signature by computing it using the formula

from 6.4.5.4
of the pre-

bss function.
bss R,

5.2. If R"=R,

ime, and g a
the message
al to a hash-
f the integer
n in Annex B

Thus

the sigmature formuta becomnres

-K+ T2X+S = 0 (mod q).

NOTE

SDSA stands for Schnorr Digital Signature Algorithm. The mechanism is taken from References [32]
and [33]. The notation here has been changed from References [32] and [33] to conform with the notation used in
ISO/IEC 14888.
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6.5.2 Parameters

p

q
G

Four

choices

a prime, where 2a1 < p < 2,
a prime divisor of p -1, where 25-1 < g < 28.

a generator of the subgroup of order g, such that 1 < G < q.

for the pair (o, h) are allowed in SDSA, namely (1024,

SHA-1),

(2048, SHA-224), (2048, SHA-256), and (3072, SHA-256). Corresponding 8 should be selected according

to ain Table

1.

The integer9 p, q, and G can be public and can be common to a group of users.

The paramefers p, q and G are generated as specified in Annex D. The parameters p and-q c
generated uging the prime generation techniques given in ISO/IEC 18032.

It is recom
to Reference

ended that all users check the proper generation of the SDSA public parameters acco|
[17].

It is recommlended that digital signatures based on SHA-1 should only be used-for legacy applicati

6.5.3 Gen

The signatut
that 0 <X <

Y=GXm

A user's secq
signature ke

6.5.4 Sign
6.5.4.1 Pr
The signing

6.54.2 Pr

The input to
I1 =GK

eration of signature key and verification key

e key of a signing entity is a secretly generated random*or pseudo-random integer X
. The parameter D is 1. The corresponding public yérification key Y is

hd p.

et signature key X and public verification.Kéy Y are normally fixed for a period of timg
y X shall be kept secret.

ature process

pducing the randomizer

bntity computes a random or pseudo-random integer K such that 0 < K < q.

pducing the pre-signature
this stage isithe randomizer K, and the signing entity computes

mod p.

hn be

rding

PNS.

such

. The

6543 P

paring message for Sigming

The message is prepared such that My is the message to be signed, i.e. M1 = M, and M3 is empty.

6.54.4 Co

mputing the witness

The signing entity computes the witness R as the hash-code of the pre-signature /] and the first part of

the message

M1

R=h(I2BS(B, IT) ||M).
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6.5.4.5 Computing the assignment

The value of the witness R is converted to an integer according to conversion rule, BSZl, in Annex B and
then reducing modulo gq. The assignment (T1, T2) is (-1, -BS2I(y, R) mod q).

6.5.4.6 Computing the second part of the signature
The signature is (R, S) where S = (K + BS2I(y, R)X) mod q.

As an option, one may wish to check if R =0 or § = 0. If either R = 0 or S = 0, a new value of K should
be generated and the signature should be recalculated (it is extremely unlikely that R = 0 or S = 0 if

i fuavac v ganmapatad e nae 1)
signaguresaregenerated-properhy

6.5.417 Constructing the appendix

The dppendix will be the concatenation of (R, §) and an optional text field text.

6.5.4/8 Constructing the signed message
A sighed message is the concatenation of the message, M, and the appendix

M| ((R,S) || text).

6.5.5| Verification process

6.5.5|1 General

The verifying entity acquires the necessary data,items required for the verification procesg.

6.5.5|2 Retrieving the witness

The verifier retrieves the witness R~and the second part of the signature S from the appendix. The
verifier checks to see that R is a ngn*zero string within the range of the hash function and fhat 0 < S < q.

6.5.5|3 Preparing message for verification

The verifier retrieves Mfrom the signed message and divides the message into two part$ My and My,
such that M1 = M and"M7'is empty.

6.5.5{4 Retrieving the assignment

The ihputtothe assignment function consists of the witness R from 6.5.5.2. The assignment

TI={(T1, T>) = (-1, -BS2I(y, R) mod q).

6.5.5.5 Recomputing the pre-signature

The inputs to this stage are domain parameters, verification key Y, assignment T = (T, T7) from 6.5.5.4
and second part of the signature S from 6.5.5.2. The verifier obtains a recomputed value /]’ of the pre-
signature by computing it using the formula

JI’ =Y(T2 mod q)G(-ST1 mod q) mod p =Y(T2 mod q)G(S mod q) mod p.
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6.5.5.6 Recomputing the witness

The computations at this stage are the same as in 6.5.4.4 and 6.5.4.5. The verifier executes the witness
function. The input is [/’ from 6.5.5.5 and M; from 6.5.5.3. The output is the recomputed witness R’
which is the hash-code of the recomputed pre-signature /]’ and the message M.

6.5.5.7 Verifying the witness

The verifier compares the recomputed witness, R'from 6.5.5.6 to the retrieved version of R from 6.5.5.2.
If R"= R, then the signature is verified.

6.6 EC-DSA

6.6.1 General

EC-DSA (Elliptic Curve Digital Signature Algorithm) is an elliptic curve analogue of the’DSA algorfithm.
The coefficignts (4, B, C) of the EC-DSA signature formula are set as follows

(A4 B C)E(S T1, T2)
where (T1, Tp) = (-R, -BS2I(y, H)) and H = h(M) is the truncated hash-code of message M, converted|to an

integer accoyding to the conversion rule given in Annex B. The hash-funetion h is one of SHA-1, SHA-224,
SHA-256, SHIA-384 and SHA-512 described in ISO/IEC 10118-3.

Verification key Y is [X]G; that is, the parameter D is equal to{l.)The message is prepared such thiat M4
is empty and M3 is the message to be signed, i.e. M = M. The witness function is defined by the forjmula

R =FE2I(r, ][] x) mod gq.

The converslon rule, FEZI, is given in Annex B.
Thus the sighature formula becomes
SK - RX 1+ BS2I(y, H) = 0 (mod q).
NOTE THis mechanism is based.on the algorithm described in Reference [7].

6.6.2 Pargmeters

F a finjite field

E an elliptic curve group over field F
HE the ¢ardinality of &

q a prime divisor of #E

G a point on the elliptic curve of order g

All these parameters can be public and can be common to a group of users. The security strength of the
hash function used shall meet or exceed the security strength associated with the bit length of q.

Itis recommended that all users check the proper generation of the EC-DSA public parameters according
to Reference [7] or Reference [17].

It is recommended that digital signatures based on SHA-1 should only be used for legacy applications
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6.6.3 Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < q. The parameter D is 1. The corresponding public verification key Y'is

Y = [X]G.

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6.6.4 __Signature process

6.6.4/1 Producing the randomizer

The digning entity computes a random or pseudo-random integer K such that 0 < Kx q.

6.6.412 Producing the pre-signature
The ihput to this stage is the randomizer K and the signing entity computes

I[ =[K]G.

6.6.4{3 Preparing message for signing

-lsl

The hessage is prepared such that M; is empty and My 1s the message to be signed, i.e. M

6.6.4{4 Computing the witness

The signing entity computes R = FE2I(r, [] »)'mod q.

6.6.4{5 Computing the assignment

The signing entity computes the-hash-code; if the output bit length of the selected hpsh-function
is larger than [logzql, H is,setto the leftmost (most significant) [logzq| bits of h(M2)]. Otherwise,
H is h(M3). Afterwards, H is converted to integer according to conversion rule, BSZI, in Annex B. The
assighment (T, T2) is (-R=BS2I(y, H)).

6.6.4{6 Computingthe second part of the signature

The signature-is{(R, S) where R is computed in 6.6.4.4, and

SlE (K=1(XR + BS2I(y, H))) mod q.

It is required to check if R = 0 or S = 0. If either R = 0 or S = 0, a new value of K should be generated
and the signature should be recalculated (it is extremely unlikely that R = 0 or S = 0 if signatures are
generated properly).

6.6.4.7 Constructing the appendix

The appendix will be the concatenation of (R, S) and an optional text field, text, ((R, S), text).

6.6.4.8 Constructing the signed message

A signed message is the concatenation of the message, M, and the appendix.

MI|((R, S), text)
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6.6.5 Verification process

6.6.5.1 Ge

neral

The verifying entity acquires the necessary data items required for the verification process.

6.6.5.2 Re

trieving the witness

The verifier retrieves the witness R and the second part of the signature S from the appendix. The
verifier then first checks to see that 0 < R < g and 0 < § < g; if either condition is violated the signature
shall be rejected.

6.6.5.3 Pr

The verifier
will be empt

6.6.5.4 Re

This stage is
6.6.5.2 and |
function, 6.6

eparing message for verification

Fetrieves M from the signed message and divides the message into two parts M1 and M
y and Mp = M.

trieving the assignment

identical to 6.6.4.5. The inputs to the assignment function consist of the witness R
M, from 6.6.5.3. The assignment T = (T1, T2) is recomputed @s output from the assign
4.5.

6.6.5.5 Re

The inputs t

and second part of the signature S from 6.6.5.2. The verifiér:obtains a recomputed value [/’ of th

signature by

11" =
6.6.5.6 Re
The comput

The input is

6.6.5.7 Ve

The verifier

If R"= R, then the signature is verified.

computing the pre-signature

b this stage are system parameters, verification*kKey Y, assignment T = (T1, T2) from 6

computing it using the formula

b -1T1 mod q]Y + [-S -1T2 mod q]G.

computing the witness

hitions at this stage are the'same as in 6.6.4.4. The verifier executes the witness fun
[’ from 6.6.5.5. The output is the recomputed witnessR'.

rifying the witnéss

compares the recomputed witness, R’ from 6.6.5.6 to the retrieved version of R from 6.

(>. M1

from
ment

o~

b pre-

ction.
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EC-KCDSA

General

EC-KCDSA (Elliptic Curve Korean Certificate-based Digital Signature Algorithm) is a signature
mechanism with verification key Y = [X-1]G; that is, the parameter D is equal to -1. The message is
prepared such that M7 is empty and M3 is the message to be signed, i.e. M3 = M. The witness function is
defined by the formula

R

= h(FE2BS(r, I14)).

Ifyis
R

wher

D0m<
the fq

~

wher

The d
(4

Thus

NOTH
Refer

6.7.2

l
F

longer than f, then the witness function is replaced by the formula

= 12BS(B’, BS2I(y, h(FE2BS(r, I1x))) mod 28)

e [’ is 8 ¥ / 80l

iin parameters shall indicate the employed hash-function. The assignment function
rmula

1, T2) = (V,-1)

e V= BS2I(f5, (R ® H)) mod q. The value H is the hash-code from public key Y and mes;
oefficients (4, B, C) of the EC-KCDSA signature formula are set as follows

|, B, C) = (Ty, S, T1).

the signature formula becomes

K+ SX-1+ V=0 (mod q).

This mechanism is takenfrom Reference [37]. The notation here has been changed
bnce [37] to conform with netation used elsewhere in this part of ISO/IEC 14888.

Parameters

the input bloek size (in bits) of the selected hash-function h
a finitefield

afi elliptic curve group over field F

HE

q
G

a prime divisor of #E

a point on the elliptic curve of order g

Hash-function identifier or OID with specified hash-function

All these parameters can be public and can be common to a group of users.

s defined by

age M.

slightly from

It is recommended that all users check the proper generation of the EC-KCDSA public parameters
according to Reference [37].
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6.7.3 Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < g. The parameter D is -1. The corresponding public verification key Y'is

Y=[X1]G.

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The

signature ke

y X shall be kept secret.

ature process

6.7.4 Sig
6.74.1 Pr
The signing
6.7.4.2 Pr
The input to
1T = [K]
6.7.4.3 Pr

The messageé

pducing the randomizer

entity computes a random or pseudo-random integer K such that 0 < K < g,

pducing the pre-signature

this stage is the randomizer K and the signing entity computes

G.

pparing the message for signing

is prepared such that M1 is empty and M3 is the méssage to be signed, i.e. My = M.

6.7.4.4 Computing the witness

The signing ¢
than S, then

The convers

ntity computes R = h(FE2BS(r, [] x )), where output of h is the hash-code of []y .Ifyisl

on rules, FEZBS, I12BS and BS2i,‘are given in Annex B.

6.7.4.5 Computing the assignment

The signing
H=h(Y"|| Mz]
bits of a bit s
as much as 1
integer befol

entity computes the'assignment (T, T2) = (V, 1) where V = BS2I(, R @ H) mod q, V

equence FEZBS(r)Yx)||FE2BS(r, Yy). If 1 is longer than the length of the sequence, 0 is pz
needed after-the sequence. In computing V, the bit string R @ H shall be converted
'e module.xeduction with respect to q.

thanfthen the computation of H is replaced by H = IZBS(f’, BS2I(y, h(Y' || M2)) mod 2

he computation of witness is replaced by R = I2BS(f’, BS2I(y, h(FE2BS(r, [] x))) mod 25’).

bnger

vhere

is the hash-code{of the concatenation of Y'and message M;. The value of Y'is the leftmost

dded
to an

5.

s afixed value for a user, thus, this value can be kept as a user parameter.

If y is longer
NOTE Y’
6.7.4.6 Co

mputing the second part of the signature

The signature is (R, §) where R is computed in 6.7.4.4 and

S=X(K-

6.7.4.7 Co

The appendi
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V) mod q.

nstructing the appendix

x will be the concatenation of (R, S) and an optional text field, text, (R, S), text).
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6.7.4.8 Constructing the signed message
A signed message is the concatenation of a message, M, and the appendix.

M| ((R, S), text)

6.7.5 Verification process

6.7.5.1 General

3 i 1 fxz3 £lo 3 £ £ : d 1 3 ot +1 1£3 L 4 1
PI‘IO O VeTry g tnCSigiatutr c o a Stig oS Sage T IS e eessarytrattnt-ver et ras—r dSted COples

of E, ¢ and G.
The verifier also acquires the necessary data items for the verification processi for ¢xample, the
verifijcation key Y (see ISO/IEC 14888-1:2008, Clause 9 for additional required data’items).
6.7.5|2 Retrieving the witness

The yerifier retrieves the witness R and the second part of the sigdature S from the appendix. The
verifier then checks whether the following conditions hold or not:

— (0<S<gq;

if the length of the value y is not longer than S, the bitlength of R is equal to the output]bit length of
he employed hash-function h;

—

—

— ifthe length of the value y is longer than £, the bit tength of R is equal to S.

If any of the above condition does not hold the sigrniature shall be rejected.

6.7.5{3 Preparing the message for verification

The Verifier retrieves My = M from the signed message. M1 is empty.

6.7.5{4 Retrieving the assignment

This ptage is identical to6.7.4.5. The inputs to the assignment function consist of the witness R from
6.7.5.2 and My from 6.25:3. The assignment T = (T4, T2) is recomputed as output from the¢ assignment
functjion, 6.7.4.5.

6.7.5{5 Recomputing the pre-signature

The inputstothis stage are domain parameters, verification key Y, assignment T = (T1, T2) from 6.7.5.4
and the/seeond part of the signature S from 6.7.5.2. The verifier obtains a recomputed valyie [/’ of the

pre-sighature using the formula

I1’ =[Smod q]Y + [T1 mod q]G.

6.7.5.6 Recomputing the witness

The computations at this stage are the same as in 6.7.4.4. The verifier executes the witness function.
The inputis [/’ from 6.7.5.5. Note that M7 is empty. The output is the recomputed witness R,

6.7.5.7 Verifying the witness

The verifier compares the recomputed witness R’ from 6.7.5.6 to the value of R from 6.7.5.2. If R’ = R,
then the signature is valid.
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6.8 EC-GDSA

6.8.1 General

EC-GDSA (Elliptic Curve German Digital Signature Algorithm) is a signature mechanism with
verification key Y = [X1]G; that is, the parameter D is equal to —1. The message is prepared such that My
is empty and M3 is the message to be signed, i.e. M3 = M. The witness function is defined by the formula

R =FE2I(r, [] x) mod q.

The coefficients (A R () of the EC-GNSA signature formula are set as follows:

(4 B, C)F(T1, S T2)

where (T1, Tp) = (-R, H) and H is the hash-code of the message M.
Thus the sighature formula becomes

-RK + SX1 + H= 0 (mod q).

NOTE E(Q-GDSA stands for Elliptic Curve German Digital Signature Algorithm.[16]
6.8.2 Pardmeters

F a finjite field

E an elliptic curve group over field F

H#E the ¢ardinality of £

q a prime divisor of #E

G a pojnt on the elliptic curve of orderg

Hash-functign identifier or OID withrspecified hash-function

All these paifameters can be public and can be common to a group of users.

It is recommiended that all dsers check the proper generation of the public parameters.

6.8.3 Gengration ofsignature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < ¢. Theparameter D is -1. Thus, the corresponding public verification key Y'is

Y = [X-1]G.

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6.8.4 Signature process

6.8.4.1 Producing the randomizer

The signing entity computes a random or pseudo-random integer K such that 0 < K < q.

30 © ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=be7e6665196d6916f03e11caaceaf221

ISO/IEC 14888-3:2016(E)

6.8.4.2 Producing the pre-signature

The input to this stage is the randomizer K and the signing entity computes

11 =[K]G.

6.8.4.3 Preparing message for signing

The message is prepared such that M; is empty and M is the message to be signed, i.e. M3 = M.

n of the pre-

signalture.

6.8.4{5 Computing the assignment

The digning entity computes the assignment (T1, T2) = (-R, BS2I(y, H)) where H is the hasl-code of the
messhge Mo.

6.8.4{6 Computing the second part of the signature

The gignature is (R, S) where R is computed in 6.8.4.4 and

S| X(KR - BS2I(y, H)) mod q.

6.8.417 Constructing the appendix

The gppendix will be the concatenation of (R, S) and an optional text field, text, ((R, S), text).

6.8.4{8 Constructing the signed message

A sighed message is the concatenation of the message, M, and the appendix

MII((R, S), text).

6.8.5| Verificationprocess

6.8.5|1 General

1%2]

The veriff;/ing entity acquires the necessary data items required for the verification proces

6.8.5.2 Retrieving the witness

The verifier retrieves the witness R and the second part of the signature S from the appendix. The
verifier then first checks to see that 0 < R < g and 0 < S < g; if either condition is violated the signature
shall be rejected.

6.8.5.3 Preparing message for verification

The verifier retrieves M from the signed message and divides the message into two parts M1 and M. M
will be empty and M = M.
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6.8.5.4 Retrieving the assignment

This stage is identical to 6.8.4.5. The inputs to the assignment function consist of the witness R from
6.8.5.2 and M; from 6.8.5.3. The assignment T = (T4, T7) is recomputed as output from the assignment
function, 6.8.4.5.

6.8.5.5 Recomputing the pre-signature

The inputs to this stage are system parameters, verification key Y, assignment T = (T, T2) from 6.8.5.4
and second part of the signature S from 6.8.5.2. The verifier obtains a recomputed value [/’ of the pre-
signature by computing it using the formula

(G
6.8.5.6 Re
The comput

The input is

6.8.5.7 Ve

The verifier

'1)-1S mod q]Y + [(-T1) ~1T2 mod q]G.

computing the witness

htions at this stage are the same as in 6.8.4.4. The verifier executes the witness fun
[’ from 6.8.5.5. The output is the recomputed witnessR".

rifying the witness

compares the recomputed witness, R'from 6.8.5.6 to the retrieved version of R from 6]

If R"= R, then the signature is verified.

6.9 EC-RI

6.9.1 Gen

EC-RDSA (K
verification
empty and M
formula are

(4,B, 0C)
where (T4, T|
in 6.9.4.5.
The witness

R =FE2I

)SA

bral

lliptic Curve Russian Digital Signature Algorithm) is a signature mechanism
key Y = [X]G; that is, the parameter Dis equal to 1. The message is prepared such that
- is the message to be signed, i.e. M= M. The coefficients (4, B, C) of the EC-RDSA sign
set as follows:

= (T1, T2, -S)
b) = (H, R) and H = h{M) is the hash-code of message M, converted to an integer as desc

function is defihed by the formula

T, []x)mod q.

Thus the sig

ction.

‘P"

N

with
Mq is
ature

ribed

hatute formula becomes

HK + RX -

NOTE

S=0 (mod q).

EC-RDSA stands for Elliptic Curve Russian Digital Signature Algorithm. The mechanism is taken from

Reference [21]. The notation here has been changed from Reference [22] to conform with the notation used in
ISO/IEC 14888.
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6.9.2 Parameters

p a prime

an elliptic curve group over the field GF(p)
HE the cardinality of E
q a prime divisor of #E

G a point on the elliptic curve of order g

Hashtfunction identifier or OID with specified hash-function

All these parameters can be public and can be common to a group of users.

6.9.3| Generation of signature key and verification key

The qignature key of a signing entity is a secretly generated random or psetido-random integer X such
that § < X < q. The parameter D is 1. The corresponding public verification key Y is

Yl= [X]G.

A usqr’s secret signature key X and public verification key Y are normally fixed for a period of time. The
signafture key X shall be kept secret.

NOTH Reference [21] does not completely specify theprocess of generation of a user’s secret signature key X.
6.9.4| Signature process

6.9.4/1 Producing the randomizer

The digning entity generates a random or pseudo-random integer K such that 0 < K< q.

6.9.412 Producing the pre-signature
The ihput to this stage is the.randomizer K, and the signing entity computes

II = [K]G.

6.9.4{3 Prepdring message for signing

The rhessage is prepared such that M1 is empty and M3 is the message to be signed, i.e. Mz ¥ M.

6.9.4.4 Computing the witness

The signing entity computes R = FE2I(r, [] y) mod g.

6.9.4.5 Computing the assignment

The signing entity computes H = h(M>). H is then converted to an integer according to conversion rule
BS2Iin Annex B. If H is equal to 0 mod g, then H is set to 1. The assignment (T1, T?) is (BS2I(y, H), R), if
BS21(y, H) # 0 (mod q), or (1, R) otherwise.
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6.9.4.6 Co

mputing the second part of the signature

The signature is (R, S) where R is computed as given in 6.9.4.4 and

S=RX+

KH mod q.

The signer should check whether R = 0 or S = 0. If either R = 0 or S = 0, a new value of K should be
generated and the signature should be recalculated.

6.9.4.7 Co

The append

((R, S) || text).

nstructing the appendix

x will be the concatenation of (R, S) and an optional text field text, i.e. it will

6.9.4.8 Constructing the signed message

A signed me

bsage is the concatenation of the message M and the appendix

M ((R, $) || text).
6.9.5 Verification process
6.9.5.1 Retrieving the witness

The verifier
verifier then
be rejected.

6.9.5.2 Pr

The verifier
will be empt]

6.9.5.3 Re
This stage is

6.9.5.1 and M
function giv

6.9.5.4 Re

The inputs t
6.9.5.3, and {

retrieves the witness R and the second part éP the signature S from the appendix
checks whether 0 <R < g and 0 < § < g; if eithércondition does not hold, the signature

pparing message for verification

Fetrieves M from the signed message and divides the message into two parts M1 and M
y and Mp = M.

trieving the assignment

identical to 6.9.4.5.\The inputs to the assignment function consist of the witness R
[> from 6.9.5.2. THe assignment T'= (T, T7) is recomputed as the output from the assign
bn in 6.9.4.5.

computing the pre-signature

b this stage are system parameters, the verification key Y, the assignment T = (T4, T2)
hesecond part of the signature S from 6.9.5.1. The verifier obtains a recomputed valy

equal

. The
shall

(2. M4

from
ment

from

el

of the pre-signature by computing it using the formula

I1’ = [-T171T2 mod q]Y + [T1"1S mod q]G.

6.9.5.5 Recomputing the witness

The computations at this stage are the same as in 6.9.4.4. The verifier executes the witness function.

The input is

6.9.5.6 Ve

[’ from 6.9.5.4. The output is the recomputed witness, R’.

rifying the witness

The verifier compares the recomputed witness, R’ from 6.9.5.5 to the retrieved version of R from 6.9.5.1.
If R"= R, then the signature is verified.
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EC-SDSA

6.10.1 General

-3:2016(E)

EC-SDSA (Elliptic Curve Schnorr Digital Signature Algorithm) is a signature mechanism with
verification key Y = [X]G; that is, the parameter D is equal to 1. The message is prepared such that M2 is
empty and M1 = M the message to be signed. The witness R is computed as a hash-code of the message
M and a random pre-signature [] = [K]G, by one of two methods, either

normal R=h(FE2BS(r, [[x) || FE2BS(r, IIy) || M)

or

optinfized R =h(FE2BS(r, [1x) || M).

The flirst method generates the witness by hashing the concatenation of the x-coordinat

y-codrdinate of [/ and the message M. The second method omits the y-ceapdinate fr
calcuflation and thereby improves performance.

The s
The d

(4

wher

Thus

NOTH
Refer
1SO/1

6.10.

F

E
HE

q

econd method is an optimized variant of EC-SDSA (see Reference{30]).
oefficients (4, B, C) of the EC-SDSA signature formula are setas-follows:

, B, () =(T1, T2, 5)

e (T1, T2) = (-1, -BS2I(y, R) mod q).
the signature formula becomes

K+ T2X+S = 0 (mod q).

EC-SDSA stands for Elliptic CurveSchnorr Digital Signature Algorithm. The mechanism
bnce [33]. The notation here has been cthanged from Reference [33] to conform with the no
C 14888.

2 Parameters

a finite field
elliptic curye'group over the field F
cardinality of £

prime divisor of #E

G

A pninf of order g-on the n”ipfir curve

e of ], the
bm the hash

is taken from
ation used in

Hash-function identifier or OID with specified hash-function

All these parameters can be public and can be common to a group of users.

It is recommended that all users check the proper generation of the public parameters according to
Reference [7].

6.10.

3 Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < q. The parameter D is 1. The corresponding public verification key Yis Y = [X]G.
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A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6.10.4 Signature process

6.10.4.1 Producing the randomizer

The signing entity computes a random or pseudo-random integer K such that 0 < K < q.

6.10.4.2 Producing the pre-signature

The input tofthis stage is the randomizer K, and the signing entity computes [/ = [K]G.

6.10.4.3 Preparing message for signing

The messagg is prepared such that M; is the message to be signed, i.e. M1 = M, and Mzis-empty.

6.10.4.4 Computing the witness
The signing entity computes R = h(FE2BS(r, 1 x )||FE2BS(r, [1y)||M).
For the optitphized variant of EC-SDSA, the signing entity instead compGtes R = h(FE2BS(r, [ x)|IM

L

6.10.4.5 Computing the assignment

The value of|the witness R is converted to an integer according to conversion rule, BSZl, in Annex B and
then reducirlg modulo q.

The assignment (71, T2) is (-1, -BSZI(y, R) mod q).

6.10.4.6 Computing the second part of the signature
The signature is (R, S) where S = (K + BS2I(35-R)X) mod q.

As an optior], one may wish to check:ifi\R = 0 or S = 0. If either R = 0 or S = 0, a new value of K should
be generatedl and the signature should be recalculated (it is extremely unlikely that R = 0 or S 0 if
signatures afe generated properly).

6.10.4.7 Constructing the\appendix

The appendil will be the-concatenation of (R, §) and an optional text field, text.

6.10.4.8 Constructing the signed message

A signed me

M || ((R, S) || text).

6.10.5 Verification process

6.10.5.1 General

The verifying entity acquires the necessary data items required for the verification process.
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5.2 Retrieving the witness
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The verifier retrieves the witness R and the second part of the signature S from the appendix. The
verifier first checks to see that R is a non-zero string within the range of the hash functionand 0 < S<g;
if either condition is violated the signature shall be rejected.

6.10.

5.3 Preparing message for verification

The verifier retrieves M from the signed message and divides the message into two parts M; and M,
such that M1 = M and M3 is empty.

6.10.
The

T = (1
6.10.

Thei
and s
pre-s

)

6.10.

The o
funct
the h

6.10.

The
6.10.

5.4 Retrieving the assignment

nput to the assignment function consists of the witness R from 6.10.5.2~The
"1, T2) = (-1, -BS2I(y, R) mod q).

5.5 Recomputing the pre-signature

hputs to this stage are system parameters, verification key Y, assignment T = (T, T2) f
econd part of the signature S from 6.10.5.2. The verifier obtaiins-a recomputed valy
ignature by computing it using the formula

[’ =[-ST1 mod q]G + [T2 mod q]Y = [S mod q]G + [T2 mod Y.

5.6 Recomputing the witness

omputations at this stage are the same as in®6.10.4.4 and 6.10.4.5. The verifier execute
ion from 6.10.4.4. The inputis [//” from 6.20.5.5. The output is the recomputed witnes
hsh-code of the recomputed pre-signattice’ //” and the message M.

5.7 Verifying the witness

rerifier compares the recomputed witness, R’ from 6.10.5.6 to the retrieved versic
b.2. If R" = R, then the signature is verified.

6.11

6.11.

EC-F§
verifi
empt

EC-FSDSA

1 General

DSA (EMipfic Curve Full Schnorr Digital Signature Algorithm) is a signature mec
cationkey Y = [X]G; that is, the parameter D is equal to 1. The message is prepared su
y and M; = M the message to be signed. The witness R is computed as

R

assignment

5 the witness
s R’which is

n of R from

hanism with
ch that M7 is

LL2DC

LZDO

(e TT
01177~

The coefficients (4, B, C) of the EC-FSDSA signature formula are set as follows:

(A,B,C) = (T1, T2, 5)

where T = (T1, T?) = (-1, -BS2I(y, h(R||M)) mod q).

Thus,

the signature formula becomes

-K+T2X + S =0 (mod q).
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NOTE EC-FSDSA stands for Elliptic Curve Full Schnorr Digital Signature Algorithm. The mechanism is taken
from Reference [33]. The notation here has been changed from Reference [33] to conform with the notation used
in ISO/IEC 14888.

6.11.2 Parameters

F a finite field
E an elliptic curve group over the field F

H#E the cardinality of E

q a pritme divisor of #E

G a point of order q on the elliptic curve E

Hash functign identifier or OID with specified hash function

All these pajfameters can be public and can be common to a group of users.

It is recomnpended that all users check the proper generation of the public‘parameters according to
Reference [7].

6.11.3 Gengration of signature key and verification key

The signature key of a signing entity is a secretly generated ratdom or pseudo-random integer X such
that 0 < X < ¢. The parameter D is 1. The corresponding publioverification key Yis Y = [X]G.

A user's secrjet signature key X and public verification key ¥'are normally fixed for a period of tim¢. The
signature kely X shall be kept secret.

6.11.4 Signature process

6.11.4.1 Prpducing the randomizer

The signing gntity computes a random:or pseudo-random integer K such that 0 < K < q.

6.11.4.2 Prpducing the pre-sighature

The input tofthis stage is the pandomizer K, and the signing entity computes [/ = [K]G.

6.11.4.3 Preparingniessage for signing

The messagg is prepared such that M is the message to be signed, i.e. M = M, and M1 is empty.

6.11.4.4 Computing the witness
The signing entity computes R = FE2BS(r, [ x )||FE2BS(r, [1y ).

6.11.4.5 Computing the assignment

The signing entity computes the hash code h(R||M). Afterwards, the hash code is converted to an integer
according to conversion rule, BSZI, in Annex B and then reduced modulo g. The assignment (T4, T7) is
(-1, -BS2I(y, h(R||M)) mod q).

6.11.4.6 Computing the second part of the signature

The signature is (R, S) where S = (K+BS2I(y, h(R||M))X mod q).
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As an option, one may wish to check if R =0 or S = 0. If either R = 0 or S = 0, a new value of K should
be generated and the signature should be recalculated. (It is extremely unlikely that R = 0 or S = 0 if

signa

6.11.

tures are generated properly).

4.7 Constructing the appendix

The appendix will be the concatenation of (R,S) and an optional text field, text.

6.11.

4.8 Constructing the signed message

A signed message is the concatenation of the message, M, and the appendix:

(

6.11.

6.11.
The v

6.11.
The
sign

6.11.

The ¥
such

1 (R,S) || text).

5 Verification process

5.1 General

erifying entity acquires the necessary data items required for the-verification proces

5.2 Retrieving the witness

rerifier retrieves the witness R and the second part of the signature S from the aj

verifIr first checks to see that R represents a point on £dnd 0 < S < g; if either condition i

ure shall be rejected.

5.3 Preparing message for verification

erifier retrieves M from the signed message and divides the message into two part
that Mz = M and M1 is empty.

pendix. The
violated the

5 M1 and Mo,

6.11.5.4 Retrieving the assignmeént

The ipput to the assignment function is computed as in 6.11.4.5 from the witness R from|6.11.4.4 and
the message M from 6.11.4.3.*Fhe assignment is given by T = (T4, T2) = (-1, -BS2I(y, h(R||M)) mod q).
6.11.5.5 Recomputingithe pre-signature

The ipputs to thisistage are system parameters, verification key Y, assignment T = (T4, T2) ffrom 6.11.5.4
and decond parttof the signature S from 6.11.5.2. The verifier obtains a recomputed valye [/’ of the

pre-s

]

ignature by computing it using the formula

[<£]-ST1 mod q]G + [T2 mod q]Y = [S mod q]G + [T2 mod q]Y.

6.11.

5.6 Recomputing the witness

The computations at this stage are the same as in 6.11.4.4. The verifier executes the witness function.
The inputis [/” from 6.11.5.5. The output is the recomputed witness R’.

6.11.

5.7 Verifying the witness

The verifier compares the recomputed witness, R’ from 6.11.5.6 to the retrieved version of R from
6.11.5.2. If R" = R, then the signature is verified.
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7 Identity-based mechanisms

7.1 General

71 7.1 General

The following data items are required for the signature process:

— domain parameters, £, GF(T), 6T, G2, , b, <>,

— public njaster key V;

— signature key X;

— messagd M;

— hash-function identifier for H; and H3 (optional);
— identity|string ID;

— other text (optional).

The hash-fur]\ction identifier can be used for binding the signatupe mechanism and the hash-funct

The followinlg data items are required for the verification process:
— domain parameters, E, GF(r), G1, G2, q, P, < >;

— public njaster key V;

— verificafion key Y, which can be derived from;an identity string;
— messagg M;

— signature Y;

— hash-function identifier for H1'and H3 (optional);

NOTE1 THe signer and verifier have to agree on the specific hash-functions for h, H; and H used
mechanism. If any of these hash-functions are not uniquely determined by other means, the hash-fu

identifier is r¢quired in both\the signature and verification processes (see ISO/IEC 14888-1).
— Identity|string {D;

— other text foptional).

on.

n the
hction

NOTE 2  Typical elliptic curves for IBS-1 and IBS-2 are super-singular elliptic curves over GF(r), where r = pm, p

isa prime 22 and m is an integer >1.
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7.2

7.2.1

ISO/IEC 14888

IBS-1

General

-3:2016(E)

IBS-1 is an identity-based signature scheme on an additive group of elliptic curve points. It takes

(4 B C)=(T1,S T2)

where T1 ==Y, T2 = [R]Y. D = -1. Thus, the signature formula becomes

[-K]Y + [U-1]S + [R]Y = Og (in Gq).

NOTE

7.2.2
Thes

paraineters, which have been defined in Clause 4: G1, G, P, q, < >, H1, and Hy.

Itisr

7.2.3

A ma
such
publi

A sighature and verification key pair of a signer is (X, Y), where Y is the public verification k

from
genel

7.2.4

7.2.4

The s
valué

7.2.4
The s
I

This mechanism is based on the algorithm designed by Hess in Reference [22].

Parameters

ignature mechanism takes place in an environment where the entitieslinvolved share

ecommended that all users check the proper generation of the public parameters.

Generation of master key and signature/verification-Key

ster key pair of a KGC is (U, V), where U is the mastetprivate key generated by choosil
that 0 < U < g at random, and V is the master public key generated by computing V= [
ches Vand keeps U secret.

an identity string /D and a hash-function Hy, i.e. Y = H1(ID), and X is the private s
ated by computing X = [U]Y, which is done by the KGC and given to the signer.

Signature process

1 Producing the randomizer

igner first chooses arandom or pseudo-random integer K such that 0 < K < g. The sigr
K secret.

2 Producing the pre-signature

igner takes K, P and X as input to produce the pre-signature result

[ =<X, P>K,

he following

\g an integer
U1P. The KGC

by generated
gnature key

er keeps the

NOTE
p=2,

7.2.4

I[ is an element in an extension field of GF(p™) and the extension has degree 4 for characteristic

degree 6 for characteristic p = 3 and degree 2 for characteristic p > 3.

.3 Preparing message for signing

The signer prepares the message such that My is empty and My is the signed message M, i.e. M1 = M.

7.2.4

.4 Computing the witness

Let [I = ([l, II,). The signer applies the hash-function Hz to M1||FE2BS(r, [1,)||FE2BS(r, I1})

(conc

atenation of My, FE2BS(r, [[,) and FE2BS(r, [1})) to obtain the witness

© ISO/IEC 2016 - All rights reserved
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R = BS2I(y, H2(Mq]] FE2BS(r, [1,)||FE2BS(r, 1[}))) mod q.

If R=0, outp

ut “invalid” and stop.

For fields of higher extension degree, more terms will appear in the value to be hashed. For example, for
extension degree 3, [/ =([[,,[l,,1].) and the input to H» would be

My || FE2BS(r, IT,) || FE2BS(r, IT}) || FE2BS(r, I1,)-

7.2.4.5 Co

The assignm

mputing the assignment

entis T = (T, T-) as LYV IRV However it is not necessarv for the sicner to comnu
27 \ Wb A S 7 o4 =] r

e the

assignment.

7.2.4.6 Computing the second part of the signature

The signer c

S=[K-1

The signatuf

bmputes the second part of the signature as

)X,

eis ) =(R,S).

7.2.4.7 Constructing the appendix

The signer c
((R, S), text).

bnstructs the appendix that is the concatenation of(R, S) and an optional text field, te;

7.2.4.8 Constructing the signed message

The signer c
i.e. M||((R, S)

bnstructs the signed message that is the'concatenation of the message, M, and the appe
, text).

7.2.5 Verification process

7.2.5.1 General

The verifier

7.2.5.2 Re
The verifier

The verifier
Otherwise, t|

first acquires the necessary data items required for the verification process.

trieving the withess
retrievesthe witness R and the second part of the signature S from the appendix.

then ¢hecks if S € G1 holds; if the condition is violated, the signature shall be rej¢

kt, i.e.

ndix,

cted.

héwerifier carries out the following steps.

7.2.5.3 Preparing message for verification

The verifier retrieves M from the signed message and divides the message into two parts M1 and M

such that M

7.2.5.4 Re

is empty and M is equal to M.

trieving the assignment

The assignment is T = (T, T2), where T1 = -Y, and T = [R]Y. However, it is not necessary for the verifier

to compute t

42

he assignment.
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7.2.5.5 Recomputing the pre-signature

The v

erifier recomputes the pre-signature value

II" =<8, P>*<Y, V>R,

NOTE

The pairing <Y, V> can be pre-computed.

7.2.5.6 Recomputing the witness

The v

erifier recomputes the witness

-3:2016(E)

=

For fields of higher extension degree, more terms will appear in the value to be hashed. For

exter

=<

7.2.5
The V

7.3

7.3.1
IBS-2

wher

Thus

NOTE

7.3.2

= BS2I(y, Ho(M1|| FE2BS(r, I1, )I|FE2BS(r, [,"))) mod q.

sion degree 3, [[" = [1,’, II,, I1.”) and the input to H, would be

1 || FE2BS(x, [1,°) || FE2BS(r, I1,) || FE2BS(r, I1.).
7 Verifying the witness
erifier checks whether R’ = R holds. If it holds, the signature is verified; otherwise, it i
IBS-2
General

is an identity-based signature scheme,on an additive group of elliptic curve points. I

l, B, C) = (T1, S, T2)

e T1 =-Y, T2 = [- H]Y, and H.isa hash-code from Hp. D = -1.
the signature formula'becomes

K1Y + [U1]S + [-H]Y'= O (in G1).

Parameters

This mechanism is based on the algorithm designed by Cha and Cheon in Reference [15]|

example, for

s invalid.

takes

The

arametersarethesameasin 722

7.3.3

Generation of master key and signature/verification key

This operation is the same as in 7.2.3.

7.3.4

7.3.4

Signature process

.1 Producing the randomizer

The signer first chooses a random or pseudo-random integer K such that 0 < K < q. The signer keeps the

value

K secret.

© ISO/IEC 2016 - All rights reserved

43


https://iecnorm.com/api/?name=be7e6665196d6916f03e11caaceaf221

ISO/IEC 14888-3:2016(E)

7.3.4.2 Producing the pre-signature
The signer takes K and Y as input to produce the pre-signature result

11 =[K]Y.

7.3.4.3 Preparing message for signing

The signer prepares the message such that Mj is empty and M is the signed message M, i.e. My = M.

7.3.4.4 Computing-the-witness
The signer optain the witness from the pre-signature result

R=]].

7.3.4.5 Computing the assignment
The assignmentis T = (T, T2) as
T1=-Y,4nd
Ty =[-H]Y
where H = B§2I(y, H2(M2||FE2BS(r, [y ))) mod gq. However, the signer only needs to compute the valug¢ of H.

7.3.4.6 Computing the second part of the signature

The signer cpmputes the second part of the signatiire as
S=[K+ H]X
The signatutge is }.' = (R, S).

7.3.4.7 Constructing the appendix

The signer cpnstructs the appendix that is the concatenation of (R, S) and an optional text field, text, i.e.
((R, S), text).

7.3.4.8 Constructing the signed message

The signer cpnstructs the signed message that is the concatenation of the message, M, and the appéndix,
i.e. M||((R, S), Text).

7.3.5 Verification process

7.3.5.1 General

The verifier first acquires the necessary data items required for the verification process.

7.3.5.2 Retrieving the witness
The verifier retrieves the pre-signature R and the second part of the signature S from the appendix.

The verifier first checks if R and S € (1 holds; if either condition is violated the signature shall be
rejected. Otherwise, the verifier carries out the following steps.
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.3 Preparing message for verification

-3:2016(E)

The verifier retrieves M from the signed message and divides the message into two parts M1 and M
such that M1 is empty and M5 is equal to M.

7.3.5

.4 Retrieving the assignment

The assignment is T = (T1, T) as

T1=-Y,and
% = [-H]Y.
where H = BS2I(y, H2(M3||FE2BS(r, [1x))) mod q. However, the verifier only needsito re

value

7.3.5
The v
I

7.3.5

Inste

7.3.5

The
itis il

of H.

5 Recomputing the pre-signature

erifier retrieves the pre-signature value as
[’ =R.
6 Recomputing the witness

hd of recomputing the witness value R, the verifiér computes two pairings <P, $> and <V

7 Verifying the witness

erifier checks if <P, S> =<V, [[" + [H]¥> holds. If it holds, then the signature is verifie
nvalid.

compute the

II" +[H]Y>.

1; otherwise,
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Annex A
(normative)

Object identifier

Annex A lists the object identifiers assigned to the digital signature mechanisms specified in this part

of ISO/IEC 14888, and defines algorithm parameter structures.

DigitalSignatureWithAppendixDL {

iso(l) sltandard(0) digital-signature-with-appendix (14888) part3(3)
asnl-module (1) discrete-logarithm-based-mechanisms (0) }
DEFINITIONS EXPLICIT TAGS = BEGIN
-—- EXPORTS |pAl11l; --
IMPORTS
HashFundtions
FROM [DedicatedHashFunctions {
igo (1) standard(0) encryption-algorithms (10118) part3.(3)

asjnl-module (1)
dedicated-hash-functions (0) } ;

OID = OBJECT IDENTIFIER -- alias
-— Synonyms| —-
id-dswa-dl |OID = {
iso(l) standard(0) digital-signature-with-appé&ndix (14888) part3(3)

algorithm(0) }
-- Assignmgnts --
id-dswa-dl-|DSA OID ::= { ise{(l) member-body(2) us(840)
x9cm (4) dsal(l) }
id-dswa-dl1—-KCDSA OID = { Jdodswa-dl kcdsa(2) }
id-dswa-dl1-PVS OID ::= { id-dswa-dl pvs(3) }
id-dswa-dl1-EC-DSA OID ::= { iso(l) member-body(2) us (840)

4) ecdsa-with-Regommended (2) }

id-dswa-dl
id-dswa-dl

id-dswa-dl1-ECSEFSDSA OID

H ec-fsdsa (12) }
id-dswa-dl1-EGSDSA-opt OID ::

ec-sdsa-opt (13) }

signatures
id-dswa-dl1-{EC-KCDSA OID % { id-dswa-dl ec-kcdsa(5) }
id-dswa-dl1-EC-GDSA OID = { id-dswa-dl ec-gdsa(6) }
id-dswa-dl1-IBS-1 OIb = { id-dswa-dl ibs-1(7) }
id-dswa-d1-IBS-2 6,ND = { id-dswa-dl ibs-2(8) }
id-dswa-dl1-4EC-RDSA~QID = { id-dswa-dl ec-rdsa(9) }
id-dswa-d1-SDSA OID = { id-dswa-dl sdsa(10) }
id-dswa-dl1-EC-$DPSA OID = { id-dswa-dl ec-sdsa(11l) }
{
{

ansi-x9-57 (10040

ansi-x9-62 (10045

DigitalSignatureWithAppendix SEQUENCE {
algorithm ALGORITHM. &id({DSAlgorithms}),
parameters ALGORITHM. &Type ({DSAlgorithms}{@algorithm}) OPTIONAL

}

DSAlgorithms ALGORITHM
dswa-dl1-DSA |
dswa-d1l-KCDSA |
dswa-dl-PVS |
dswa-dl-EC-DSA |
dswa-dl-EC-KCDSA |
dswa-dl1-EC-GDSA |
dswa-dl1-IBS-1 |
dswa-dl-IBS-2 |
dswa-dl EC-RDSA |
dswa-dl SDSA

46
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dswa-dl EC-SDSA |
dswa—-dl EC-FSDSA |
dswa-dl EC-SDSA-opt,

-- Expect additional algorithms --
}

dswa-dl1-DSA ALGORITHM ::= {
OID id-dswa-dl1-DSA PARMS NullParms
}

dswa-dl1-KCDSA ALGORITHM ::= {
OID id-dswa-dl1-KCDSA PARMS HashFunctions

ISO/IEC 14888-3:2016(E)

dswa4dl-PVS ALGORITHM ::= {
01D id-dswa-dl1-PVS PARMS HashFunctions

dswa4dl-EC-DSA ALGORITHM ::= {
O]1D id-dswa-dl-EC-DSA PARMS NullParms

dswa1dl-EC-KCDSA ALGORITHM ::= {

01D id-dswa-dl1-EC-KCDSA PARMS HashFunctions

dswa1dl-EC-GDSA ALGORITHM ::= {

O1D id-dswa-dl1-EC-GDSA PARMS HashFunctions

dswa4dl-IBS-1 ALGORITHM ::= {
O1D id-dswa-dl1-IBS-1 PARMS HashFunctions

dswa4dl-IBS-2 ALGORITHM ::= {
01D id-dswa-dl1-IBS-2 PARMS HashFunctions

dswa1dl-EC-RDSA ALGORITHM ::= {

O1D id-dswa-dl1-EC-RDSA PARMS “HashFunctions

dswa4dl-SDSA ALGORITHM : :=.
OID jd-dswa-dl-SDSA PARMS: HashFunctions

dswa4dl-EC-SDSA ALGORITHM ::= {
OID jd-dswa-dl-eC>SDSA PARMS HashFunctions

dswa4dl-EC=PSDSA ALGORITHM ::= {
OID jd-dswa-dl-EC-FSDSA PARMS HashFunctions
}

dswa-dl-EC-SDSA-opt ALGORITHM ::= {

OID id-dswa-dl-EC-SDSA-opt PARMS HashFunctions

}

NullParms ::= NULL
-- Cryptographic algorithm identification --
ALGORITHM ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Type OPTIONAL
}
WITH SYNTAX { OID &id [PARMS &Type] }

END -- DigitalSignatureWithAppendixDL --
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NOTE1  Alternative OIDs for KCDSA presented in KCAC.TG.OID are as follows:

{iso(l) member-body(2) korea(410) kisa(20004) npki-alg(l) kcdsal(21)}
- KCDSA

{iso (1) member-body(2) korea(410) kisa(20004) npki-alg(l) kcdsalWithHAS160(22)}
- KCDSA with HAS160, where the HAS160 is a Korean hash standard algorithm

{iso (1) member-body(2) korea(410) kisa(20004) npki-alg(l) kcdsalWithSHAIL (23)}
- KCDSA with SHA1

NOTE 2  Alternative OID for EC-KCDSA with HAS160 presented in TTAS.KO-12.0015 is

{iso (1) mgmber-body (2) korea(410) kisa (20004) npki-alg(l) ecc(100) signature (4)
eckcdsal-with-HAS160 (1) }.
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B.1

ISO/IEC 14888
Annex B
(normative)

Conversion functions (I)

Conversion from a field element to an integer: FE2I(r, x)

-3:2016(E)

Inpu

2

— 'V
X

X

[ values

- a prime or a power of a prime.

- an element of the Galois field GF(r).

mptions

Vhen r = p, where p is an odd prime:

€ GF(p) is (already) represented as an integer in {0, 1, ..., pl-)1}.
Vhen r = pm, where p is an odd prime and m is an integer‘greater than 1:
€ GF(p™) is represented as a p-ary string of lengthin;

= Xm-1 Xm-2 ... X0, where x; € {0,1,...,p - 1} fot0'<i<m.

Vhen r = 2:

€ GF(2) is (already) represented as an\integer in {0, 1}.

Vhen r = 2m, where m is an integer\greater than 1:

€ GF(2m) is represented asaltbinary string of length m;

= Xm-1 Xm-2 ... X0, wheréx; € {0, 1} for 0 <i<m.

Outpjut value

V
H
— Vi
12

Vhen r = p, where'p is an odd prime:
E2I(r,x) =%€{0,1,...,p - 1}.

Vhen-r~= pm, where p is an odd prime, m is an integer greater than 1, and x is repres
-afy string xm-1 xm-2 - . - Xo:

ented as the

FE2I(r,x) =pm 1 xpm1 +pm2xma+...+x0€{0,1,..., pm -1}

— Whenr=2:

FE2I(r,x) =x € {0, 1}.

— When r = 2m, where m is an integer greater than 1 and x is represented as the binary string x,,; -1

X

m-2 . ..X0-

FE2I(r,x) =2m-1x, 1 +2m2x, >+...+x0€{0,1,...,2m-1}.

© ISO/IEC 2016 - All rights reserved
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B.2 Conversion from an integer to a field element: IZFE(r, x)

Input values

— r-aprime or a power of a prime.

— Xx-anintegerin{0, 1, .. r-1}.

Assumptions

50

When r = p, where p is an odd prime:

Elementsof-6F{parerepresentedasintegersi{6- 5 ——7p—1F

When r £ pm, where p is an odd prime and m is an integer greater than 1:
Elementfs of GF(p™) are represented as a p-ary strings of length m.
Whenr § 2:

Elementfs of GF(2) are represented integers in {0, 1}.

When r £ 2m, where m is an integer greater than 1:

Elementfs of GF(2™M) are represented as a binary strings of length
Output yalue

When r # p is an odd prime:

I2FE(r,x) =x€{0,1,...,p - 1}

When r £ pm, where p is an odd prime and m is an’'integer greater than 1:
I2FE(1, X) = Xm-1 Xm-2 - - - X0-

A p-ary |string whose m components (representing a base p expansion of x, padded with le

zeros, if

hding

necessary, to attain the desiged length) can be computed as follows.
a:=x;
i:=0;
While.(i<m)do{
b:= la/p];
xi:=a~ (p)(b)
a.=Db;
i=i+1}

When r = 2:

I2FE(r, x) =x € {0, 1}.

When r = 2m, where m is an integer greater than 1:

I2FE(1, X) = Xm-1 Xm=2 - - - X0,

a binary string whose m components (representing a base 2 expansion of x, padded with leading

zeros, if

necessary, to attain the desired length) can be computed as follows.

© ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=be7e6665196d6916f03e11caaceaf221

ISO/IEC 14888-3:2016(E)

a:=x;
i:=0;
While (i<m)do{

b:= la/2];
xi:=a - (2)(b);
a:=b;
i=i+1)

B.3 |Conversion from a field element to a binary string: FEZBS(r, %)
Inpug values

— 11— aprime or a power of a prime.

— X- an element of the Galois field GF(r).

Assumptions

— When r = p, where p is an odd prime:

X € GF(p) is represented as an integer in {0, 1, .../p<'1}.

— When r = pm, where p is an odd prime and mds‘an integer greater than 1:

X € GF(pm) is represented as a p-ary string-of length m;

X = Xm-1Xm-2 ... Xo, where x; € {0, 1, . .;;p - 1} for 0 <i < m.
— Whenr=2:
X € GF(2) is represented asdn'integer in {0, 1}.

— When r=2m, where m is an integer greater than 1:
X € GF(2m) is représented as a binary string of length m;
X = Xm-1 Xm-2..2X0, where x; € {0, 1} for 0 < i < m.

Outpput valué

x4

E2BS(, x) = 12BS( g, FE2I(1, x) ),
witere g =8 T1og256{ T 1

B.4 Conversion from a binary string to an integer: BS2I (g, x)
Input values

— g - apositive integer, indicating the length of the input string.

— X=Xg-1Xg-2...X0 - abinary string of length g.

Output value

— BS2I(g,x)=291x4-1+292x42+...+x0€{0,1,...,29-1}.
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B.5 Conversion from an integer to a binary string: 12BS(g, x)

Input values

— g - apositive integer, indicating the length of the output string.

— Xx-anin

tegerin {0, 1, ..., 29 - 1}.

Output value

— 12BS(g, X) = Xg-1 Xg-2 - . . X0

A binary
zeros, if

B.6 Conv
120S(h, x):

Input value

— h - apogitive integer, indicating theléngth of the output octet string.

— x-anintegerin{0, 1, .., 256h - 1}
Output value
— Compute a string of integers, x;-1 xp—2 . .. X0, where x; € {0, 1, ..., 255} for 0 <i < h, representing g

256 exp

computgd as followss.

— 120S(h,

where o

52

A 1 b L d 1 L - £ 1.1 | ] 1
SUITE WITUST ¢y CUIITPUILICTILS (ITTPITSCTIILIITES d UdST 4 TAPAIISIUIL U X, JpdaUUutCu WILIL 1T

necessary, to attain the desired length) can be computed as follows.
a:=x;
i:=0;

While (i<g)do{

b:= la/2];
xi:=a - (2)(b);
a:=b;
i=i+1}

T

hnsion of x-padded with leading zeros, if necessary, to attain length, h. The x; values c

ersion between an integer and an@ctet string: 120S(h, x) & 0S2I(h, M)

nding

base
an be

While (i<h)do{
b:= la/256];
Xxi:=a- (256)(b);
a:=b;
i=i+1}
X) = Mp-1 Mp—2 ... My,

ctet M; is equivalent to the 8-long binary string I2BS(8, x;).
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0S2I(h, M):

Input values

— h-apositive integer, indicating the length of the input octet string.

— M=Mp_1 Mp—3...Mp- an octet string of length h.

Assumption

ISO/IEC 14888-3:2016(E)

Out
—
wher

0521

or 0 <i<h, Mjis represented as an 8-long binary string.
tvalue
ompute the string of integers, xp-1 Xp-2 . . . X0,

b x; = BS21(8, M) €{0,1,...,255} for 0 <i<h.

h,x) = 256h-1xp_1 + 256h2xp_2+...+x0€{0,1,...,256h - 1}

© ISO/IEC 2016 - All rights reserved
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Annex C
(informative)

Conversion functions (II)

Annex C specifies Function I2P (Integer to Point conversion), which is used to specify the two identity
based signature mechanisms in Clause 7.

This functio

an integer t

current knoy
also used by

reason, this

Given a set
as input, a

n
T = 12P(u). 1
field eleme

In is believed to hold the properties of the randomness and onewayness, i.e. convg
a point such that the point is randomly distributed in the selected group andthat
vledge, recovering the integer from the point is computationally infeasible. Thisfunct

function is recommended as informative.

bf elliptic curve domain parameters (r, g, ai, az), Function I2P operates on an inte

the following specification, the operations of addition and mufltiplication between
s follow the specification in ISO/IEC 15946-1, and the dperation of KDF1 follow

rting
given
ion is

IEEE P1363. However, there is no formal security proof of this function published. For this

ger u

produces a point T of order q on the curve E over GF(r) as output, which is specified as

finite
s the

specificatior] in ISO/IEC 18033-2.
a) Setv=HS2I(8 [logse(r) 1, KDF1yy (120S([logzse( u )1, u),length in bytes of representation|of r))
mod r. Iffv = 0, output "invalid" and stop.
b) SetA=uymod 2.
c) Ifrisapgrime (r=p)and the curve E is Y2 = X3 + q1X)+ ay defined over GF(p), compute the poirt T in
the following way:
1) Letk have the value of v.
2) Conjpute the field element ¢ = x3 +*arx + az mod p. If ¢ = 0, output "invalid" and stop.
3) Find a square root d of ¢ medulo p (i.e. an integer d with 0 < d < p such that d2 = ¢ mod|p) or
detdrmine that no such square roots exist.
i) [To determine the-existence of the square root, compute 6 = c(P-1)/2 mod p. If § = 1, d gxists,
otherwise, d dgesnot exist.
ii) |If§# 1, compute u=u + 1 and go to Step a).
iii) |If 6 =4:find d.
The|apération of finding two field elements d such that d2 = ¢ mod p is given in Referenge [4]
and Reference {Z3timordertommake the resultumnique; if theappticatiomof this mecharnism has
a specific requirement on which value should be chosen, follow the requirement. Otherwise, a
smallest absolute value modulo p is recommended.
iv) Sety=(I2FE(r,p - 1))A x d.
v) Setpoint T = (x,y), compute T=[#E/q]T, and output T.
d) Ifrisanodd prime power (r=pm, p>2, m=2)and the curve Eis Y2 =x3 + a1x2 + ap (when p = 3) and
Y2 = x3 + a1x + az (when p > 3) defined over GF(p™), compute the point T in the following way:
1) Setx=I12FE(r,v).
2) If(p=3),setc=x3+aix2+ ayin GF(pm).If ¢ = 0, output "invalid" and stop.
54 © ISO/IEC 2016 - All rights reserved
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3) If(p>3),setc=x3+aix+azin GF(pm).If c =0, output "invalid" and stop.

4) Find a square root d of c in GF(p™) [i.e. a GF(p™) element d such that d 2 = ¢ in GF(p™)] or
determine that no such square roots exist. If the result is no such square roots existing, Set
u=u+1and go to Step a).

NOTE1 The operations of determining the existence of and finding a square root of a field element are
given in References [4] and [23]. In order to make the result unique, if the application of this mechanism has
a specific requirement on which value should be chosen, follow the requirement. Otherwise, compare the
maximum degrees of the results, and select d with smaller degree. If the maximum degree of the values are
same, then select d with smaller absolute value coefficient of the degree. If both the degree and the coefficient
are same, then compare the second largest degree and select d with smaller absolute value coefficient of the
egree. Repeat this process until the unique d 1s selected.

(@3]

) Sety= (I2FE(r,p - 1))A x d.

N

) Setpoint T=(x,y), compute T = [#E/q]T, and output T.

If ris a prime power of 2 (r = 2m, m = 2) and the curve E is Y2 + XY = X8/+ a1X2 + ay fdefined over
F(2m), compute the point T in the following way:

[on)

1) Setx=I2FE(rv).
) Setc=x+aq+azx(2) in GF(2m). If ¢ = 0, output "invalid* and stop.

3J) Find a field element d satisfying d2 + d = ¢ in GF(2™m)-0r determine that no such intggers exist. If
the result is no such integers existing, Set u = u (1 and go to Step a).

NOTE 2  The operations of determining the existence of and finding a field element d such thatd2 + d = ¢
W GF(2m) is given in References [4] and [23]. In otder to make the result unique, if the appljcation of this
echanism has a specific requirement on which value should be chosen, follow the requirement. Otherwise,
pmpare the maximum degrees of the results,'ahd select d with smaller maximum degree. If the maximum
egree of two values are same, then compare the second largest degree and select d with smaller second
rgest degree. Repeat this process until.the unique d is selected.

55

_— 0

4) Sety=(d+ I2FE(r, A)) x x.
§) Setpoint T = (x,y), compute T=[#E/q]T, and output T.

© ISO/IEC 2016 - All rights reserved 55


https://iecnorm.com/api/?name=be7e6665196d6916f03e11caaceaf221

ISO/IEC 14888-3:2016(E)

Annex D
(normative)

Generation of DSA domain parameters

D.1 Generation of the prime p and q

The prime generation scheme starts by using the appropriate hash-function and a user supplied
to construct{a prime g, in the range 261 < g < 2B. Once this is accomplished, the same SEED ViII
used to consftruct an X in the range 2a-1 < X < 2@, The prime p is then formed by rounding-X t6 an

congruent t
given in Ann

Let h be the
in bits. Let ¢

ex B.

L1 = n*m + b, where b and n are integers,and 0 < b < m.

SEED

ue is

mber
1 mod 2q as described below. Conversion functions between integer and Sequende are

hppropriate hash-function for the (a, §) pair, and let m (= y) be the lenigth of its output|block

Step 1. (hoose an arbitrary sequence of at least [ bits and call it SEEP: Let s be the length of |[SEED
in bits.
Step 2. qompute U = h(SEED) mod 25.
Step 3. Horm g from U by setting the most significant bit{the 28 - 1 bit) and the least significajnt bit
to 1. In terms of Boolean operations, g = U OR 28-1 OR4., Note that 28-1 < g < 25.
Step 4. UYse a robust primality testing algorithm testest whether g is prime (a robust primality test
is one where the probability of a non-prime number passing the test is at most 2-5/2).
Step 5. If g is not a prime, go to Step 1.
Step 6. et counter = 0 and offset = 1.
Step 7.Fpr k=0, ..., nlet
Vk E h((SEED + offset + k) mod 25).
Step 8. Let W be the intéger W = V0 + V1 * 2m + .., + Vn-1 * 2(n-1)*m + (Vn mod 2b) * 2n*m and let
X =W+ a1 Note that 0-< W < 2a-1 and hence 2a-1 < X < 2¢,
Step 9. lfet c = X mod 2q and set p = X - (c - 1). Note that p is congruent to 1 mod 2gq.
Step 10.[If p g 2¢°1, then go to Step 13.
Step 11.|Perform a robust primality teston p
Step 12. If p passes the test performed in Step 11, go to Step 15.
Step 13. Let counter = counter + 1 and offset = offset + n + 1.
Step 14. If counter 24« go to Step 1, otherwise (i.e. if counter <4a) go to Step 7.
Step 15. Save the value of counter and optionally the value of SEED for use in certifying the proper
generation of p and q.
NOTE This procedure is taken from Reference [17], Appendix A.

56
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D.2 Generation of the generator G

D.2.1 Unverifiable generation of ¢

This method is used to determine the generator G when the validation of G is not required. The value of
G is determined from p and q.

Step 1.e = (p-1)/q.
Step 2. Set F = any integer, where 1 < F < p-1, and F differs from any value previously tried.

Step3.G=Femodp

ep 4.1f G = 1, then go to Step 2.

D.2.2 Verifiable generation of G

For this method, the generator G is based on the values of p, g, index and SEED..The index is 4 bit string of
length eight that represents an unsigned integer. index can be used to produce different valfies of G from
the same (p, q) pair. The value of SEED is the final saved value from the algorithm describ¢d in D.1. Let
h be the appropriate hash-function for the (a, ) pair. Note that this method supports the generation of
multiple values of G for specific values of p and gq. The use of different values of G may be usgd to support
key spparation by providing different values for index.

Here|“ggen” is an ACSII byte string 0x6767656E, and countds'a 16-bit counter (i.e. an unsigned integer
definpd module 216).

epl.e=(p-1)/q.

ep 2. count = 1.

ep 3. U=SEED || “ggen” || index || count.
ep 4. W=nh(U).

ep 5. G = Wemod p.

ep 6.If G < 2, then increment count and go to Step 3.
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Annex E
(informative)

The Weil and Tate pairings

E.1 General

The Weil pailring and Tate pairing are both functions <P, Q> of pairs P, Q of points on an ellipti¢ €u

They are useq

Let G1 and (
group of poi
multiplicatiy
A pairing is
for cryptog

version of T
< >: G1 X Gl -

The modifie
— Bilinear
<P1+ Py
<P, Q1+
<[a]P, Q>

Non-deg

E.2 Thef|

d in the two identity-based mechanisms specified in Clause 7.

[> denote two groups of prime order g, where G1, with an additive notation, denote
hts on an elliptic curve E; and Gy, with a multiplicative notation, denotes)a‘subgroup
e group of a finite field.

a computable bilinear map between these two groups. Two pairings have been st
aphic use. They are Weil pairingl2Z][35] and a modified ¥€psionlll] and a mo

> G2, which can be either a modified Weil pairing or Tate pairing.

| Weil pairing and Tate pairing have the following two‘properties:

If P, P1, P2, Q, Q1, Q2 are points of a cyclic group of prime order g and a satisfying 1 <a <
Q> =<P1, Q> * <Py, Q>;

02> = <P, Q1> * <P, Q2>;

= <P, [a]Q> = <P, Q>1;

enerate: If P is a non-identity point of the cyclic group, <P, P> # 1.

unctions f, g and d

The followinig three functions are used to compute the Weil and Tate pairings.

Let E be

Givd

if (x0,y0) =0

an elliptic curvewith the formula y2 + a1*x*y + az*y = x3 + a*x2 + as*x + a.

n three finite points (X, yo), (X1, y1), (u, v) on E, define the function f((xo, yo), (X1, y1), (u,

- and (x1,y1) = 0g then f=1

rve E.

s the
bf the

hdied
lified

hte pairing.[18][19] In this part of ISO/IEC 14888, < > denotes a general bilinear malp, i.e.

V)) by

than

else if (xg, yo}="0¢
else if (x1,y1) = 0g
else if xg # x1

elseifyg #y1

Else

58

ey
CIICIT J - a ATl

then f=u-xo

then f=&1-x0) *v-(y1-y0) *u-x1*y0 +xo0*y1

then f=u-xo

f=(a1*yo-3*x0% - 2*az* xo - as) * (u - xo) +
(2*yo +a1*xo +az) * (v-yo)

=-(v-y0)2- (u-xo0) *(ar* (v-yo) -

(u-x0) *(2*x0+az +u))
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— Given points A, B,Con E, let g(A, B, C) =f(A,B,C) /f(A+ B, - (A + B), C).

-3:2016(E)

NOTE Dependent on the value r defined in Clause 4 and the curve E, the above function f might be
simplified. The following are a few widely used examples, which do not cover every possible case. If r is a
prime (r = p) and the curve E is y2 = x3 + asx + ag defined over GF(p), or if r is an odd prime power (r = pm, p >
3, m=2) and the curve E is y2 = x3 + as*x + ag defined over GF(pm), the function fcan be written as f= (-3*xg?2
-as) * (u-x0) + 2 *yo* (v-yo) =- (v-y0)2 + (u - x0)2* (2*xo + u). If r is a prime power of 2 (r=2m, m = 2) and
the curve E is y2 + x*y = x3 + a*x2 + ag defined over GF(2m), the function fcan be written as f= (yo + x92) * (u
+x0) +x0* (V+y0) = (v+yo?2) + (u+x0)*(v+yo+ (u+x0)* (u+az)). Ifrisapower of 3 (r=3m m=2) and the
curve E is Y2 =x3 + apx 2 + ag defined over GF(3™), the function f can be written as f= 2*yo*(v - yo) - 2*az*xo *
(u - x0).

b) f

c S

Omit

E.3
Let ]

Vall & - 4 A A Wal A m] 1 . + 1 La W | ALl L i 1l o 1 -
— UlIVCII LWU DUIILS U 41U G UIT L dIIU ULIC TIILESCL 1T = 4, LIIC VVECIT TUIICLIUIT U(U, G, 1715 U
the following algorithm.

etA=D,f=1.Letl=(ng ..., no) be the bit representation of / such that I = ; n; 2iand n
pri=t-1,t-2,..,0do{
f=1*f*g9(A A C);
A=A+4;
if n; # 0 then {
f=*g(4,D,C);
A=A+D;

}
et d(D, C,I) = fand outputd(D, C, 1),
[ing the parameter [, d(D, C, 1) isidenoted as d(D, C).

The Weil pairing
> 2 be prime, and-let'P and @ be points on E with [I]P = [[]Q = O, the Weil pairing <

computed in the following steps:

If duffing the computation of the pairing, a division by zero is attempted, then the compuf]

oose some tandom point T on E (such that Og, Q, T, P + T are all distinct), then

mpute<p, Q> = ((d(P,Q-T) /d(P,-T)) / (d(@, P+ T) /d(@, T))).

omputed via

¢ # 0.

P, Q > can be

ation should

be re tartad vith 4 naw naint T
Statea W ReWpoehte—+-

E.4

The Tate pairing

Let !> 2 be prime, and let P and Q be points on E with [I]P = Og, the Tate pairing < P, Q > can be computed
in the following steps:

— choose some random point T on E, then

— compute<P,Q>=(d(P,Q-T) /d(P,-T)).

© ISO/IEC 2016 - All rights reserved
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If during the computation of the pairing, a division by zero is attempted, then the computation should

be restarted

with a new point T.

NOTE More detailed information of the Weil and Tate pairing implementation can be found in References

(8], [21] and [30].

E.5 The reduced Tate pairing

Letl/>2bep

rime, and let P and Q be points on E with [I] P = O, the pairing <P, Q> can be computed in the

following steps:

— choose
— compute

where k is t
extension fi
computation

NOTE1 M

NOTE2 Th

ome random point 1 on k;
<P,Q>=(dP,Q-T)/d(P,-T)) (pk-1) /1

he dimension of the extension field (e.g. k = 2) and pk is the number of elements in the
bld. If during the computation of the pairing, a division by zero is attempted, thepn the
should be restarted with a new point T.

re detailed information of pairing implementation can be found in Reférences [4] and [23].

e reduced Tate pairing is used in numerical examples of F.11 and E12:

60
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Annex F
(informative)

Numerical examples

General

In Anlnex F, unless otherwise explicitly stated, all the values are expressed in hexadecimal

[tis1
legac

F.2

F2.1

F2.1

A con
valud

performed with SHA-224.

F2.1

ecommended that digital signatures based on SHA-1 and RIPEMD-160 should- only
y applications.

DSA mechanism

Example 1: 2048-bit Prime P, SHA-224

1 General

plete explanation of the generation of all values is given in Reference [17]. This exam
for DSA with @ = 2048 and g = 224. All hashingjincluding generation of domain p4

2 Parameters
a = 2048
B = 224
SEED = 0CO088E11 2F88B186 90421876 5614496E C2AF9770 C71DOA56 4
F=2
P = B4865EFC 44BFB4CB 7EE034F0 EAE8A72D 25897819 9BF9BA28 4

19833272 CO10A11B 33BCE4E8 481B6ECT7 AB1229D9 FCT7BEA43 §
P1IE28FAC 33716089 DCED277F 9036440A 887D4B22 CACLBABD H

A1731594 20371025 BAABLSF18 DSFDE928 CE4F5EE4 5352785F

nhotation.

be used for

ple is sample

rameters, is

TF489B6

462FDY97
055907F
CD6A1B3

0057782

2C20756E 171CBDD8 1CEBS932A EQOF29109 5CFFDI9CZ2 3A07AC6B C2F5250B

BO9F8E2E6 5AF85215 6ES8EEBF8 31CO098FB 010057BD 425132B8 0A46BBS5C

E801E241 05058E58 091383F1 6F124894 FB6DEOCD 3BCC4C6E 64901743

AF8F47C3 5CC2177E B15ED172 B4969174 FE3F645A 9D3BEFC6 811A9074

BF702024 98E5E157 ECDBED3C 1FDF3C4F OODAB43A CBA49802 79392E18

B515851F

Q = B4D0963C 40D74138 69F42710 BBEF73CB C6ClC4E6 35C6BI9F3 CEFT7A6255
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Counter

G =

F2.1.3 Sig

h(M)=

24

A92434D5 6752B028 CF11954E

8F37C34A 15444A06 SA8B17ES

EAQA25A2 CAFT73A0C 68C7DC48

E6A8AD50 2510B4CA C42528B7

CAGEAE44 E2D3C050 A236645F

OF3B1BED

4BEFT7FB82

093374A3

BCA0993C

FBDE4BAG6

8804EB74
TDEFE959
CD1F2250
C959C630

1ECEB17B

8DEED793

428BA0CC

8EF05038

61D7BA3A

941F85E9

E2932E80

1F3B2B8E

9EB8AES58C

885E9C6D

C5234A28

FAD461DE 8B55F033 DB7E0CB4

010841CC 9F416A6F E109A40A

ABBE692A 9336DB36 697E6CT5

2740D6ED 3E3DBY9BF A629390A

57ABA465
nature key and verification key

r A279D0A3 A4243A2B 16909C9E

t 31246FA1

3AFD496A
B9512D1B
184B2733
A642DE61
F7D27677
B292B5FD
469360A9
DFC56691

2E9BO92E6

CB8D1430

F12EASCC

9E4AABAB

9114E39E

D808DCFO

08A0313E

5C5ED61C

48F61B4D

1B4F7DD9

messace data
mn ge-data

BDCDEBFO

D80D8916

72B99005

FED6BO@B

22AF6077

42255286

1BF9567A

1CDCAT791

61A7EBBS

DASE115F

823874F0

5B0243CA

6A517FBO

0BBFEC32

5BB8C %)/

62A7B9B3

25127129

8D7BA182

1E22AA42

0D184F18

E1E40CC5

1BB64070

74923C59

FEFCD416D
EDD92F45
EBB61A38

B50D02EZ2

0589E4DF
D24E6728
C2023212
EAB2CCS8E
3E3512D3
26997E41
C4890ED3
F85F5B7D
94D9A78B

2458D43D

5A8BCIOCD

738918AC

79EABAES

57178145

1BDDAE72

BA5C900C

08943D85

66B6E09C

EB82F720

EA142BAD

A6CE8134

1A09AAAL

A34EDY943

F171CB81

9DAAGY16
0TBY23E7
AC53F166

AF964426

3BA73493B

508527

S5D7EA]

49341A

76C281

BFDOO(

El6470

08CFCH

970577

698AB]

ASCII form of "abc" = 61 62 63

2973C724 TFOBD6DB 3CO8CD7A

23097D22 3405D822 8642A477

F.2.1.5 Signature

R =

S=

62

1DFAAAGF 87DA6148 6529A2F3

4A3E6377 DOSA4CD6 67BA9SFOC

1DA427DF

BDA255B3

4EBC7D89

E3982EB9

6780A7DD

2AADBCE4

3D42F405

Cl1AAGES0
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BDAOB3F7

F8DCBB33

T0FTC2F7

41

10

BF

5D

11

DC

E2

91

EE

E8BA1293

E36C9DA7

93CC1A00

OEA23173
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1DFAAAGF 87DA6148 6529A2F3 4EBC7D89 3D42F405 F8DCBB33 93CC1A00

F.2.2 Example 2: 3072-bit Prime P, SHA-256

F.2.2.1 General

This example is sample value for DSA with a = 3072 and f = 256. All hashing, including generation of

domain parameters, is performed with SHA-256.

F.2.2

a

B
SEED

2 Parameters

3072

256
193AFCA7
C2D9BD47
2
90066455
AT795A1C
4B9B2140
04AF7042
90340222
E8AT78ES54
2C59EFD1
FE1FCB19
BESCD540
202F941D
3F9383EA

E97C2C56

Cl1E77B3C

B5CFC38F
TAD46076
E1EB523F
OEEFD6EA
9F491D8D
2DT7BA35%
BIEB6651
E8F9996A
2415A014
AD179C54
1C08504F

0OEA878DE

1ECC618C

9CAA4A4S8

982CEG6BB

009D20AF

11ERJDAL

3485261C

C21EA8DS

1A5A0FBF

8EAQFCCD

51A84047

0C1C8CEO

BOBF3215

87C11E3D

81322E47

B4281F29

996936C6

E7880E4E

29F58835

D068699B

F1D29F5D

615B766C

E5381752

6B2FCEBO

30D460C4

03EFE434

597F1FEA

B8B8BI99Y

2C260FEE

AB4DCFEO

5BFA690F

FES56B89F

6BA58A1D

5D159394

5862D0BD

38FC8BOE

E388D30D

D983BEYSA

88310DD8

742D73EE

C9C83515

FO1FD610

S5E678458

1B9004A2

AAB637BCY

DBBEF6DB

87TE27F44

8A3FETAQ

E6F29AF7

4B376C37

BOB20F69

DC77EC5B

C7F37BE4

¢59CC446

37E56258

940CA54

71811CD99

AC2EFAAB

31E8FE34

16BOCAG3

HODAOFB2

H642773E

HE401C2A

144C1AE1L

4349B8BF

3949EF1A

Counter

G

OD15C3F3

8BC25F3E

CFA0478A

FCCFB11D

20

5E5CBA99

4D521E37

E3FCOA83
941FDDC6

54717B08

2EO0A680D

F84A4BDD
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35617055

20068958

CE64805B

885EB903

5B06B097

AC91328E

1BFEC416

7T6ES5B142

AEAT8E4A

0CC2D2BB

C22B50FC

B4B2CB73

49A77TA48

45746910

B715F7B8

15B941D3

38469DF7

3D448EDE

2846F9A0

D1624CD8

F7DC9Y987E

3B7ACCCS

C393914cC

63
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F2.2.3 Sig

64

X

T92E6A92

3DFCB5D3

AAD1AA94

E5B9C9B6

3D3DO3DF

2AB7AO0FO0

3E2117AB

B7332AA1

85FD8F4A

EFEF642B

AD1078BA

8B2F49A7

805276A9

9275AFAl

60126FEB

C48351C4

21DA4251

CC6AF335

T5AADB52

F8ECOB60

2CF05DB8

6FB171B9

98F07D24

E08C4720

61D91673
FB6F66CC
ATFOF09B
BFAOEF17
81622BCE

E31476B6

EASAAFFE

23AE4870

3397F393

A961CE96

45969D9C

7299E231

ECBFA618

791D5982

TF2E90BS

CTETATCC

4D6063D7

F8BDY90B3

9AC3AE3B

B66B5B4B

E58259B0

E3B98856

74C1D2C2

DA1ABBRF

- OEBB8764

- 8B891C86

TTF9FAOD

D2A4282F

2B5C36C3

BA88T74AE

44343442

5B52D62E

TDC43E94

D3B61056

EOC6B6CA

9BAGE2F7

90489ACS

7TA88126B

ATAFBO6A2

BF25CAEQ

92D3DE87

EF6074E7

FAAO8A48

F8FCO4ED

A9F98600

EASDB7DE

954E1376

Cl1A2E7TA

97C2556B

CEF8289A

84660896

E62363CD

914D7828

9799620F

5A13F812

nature key and verification key

F 3ABC1587 297CE7BY9 EA1AD665

5879390F

A7624121

CDB47E1A

TB8B6IFE

6AEB448B

618C5E2D

DB8DDB52

4FBE3830

79BB4D7E

2E2873D5

AFF387D9

F82CFD8E

E2B63A6D

00E11C33

E34563F9

1CF2BC4D

2098B26F

224A5958

6FCB5CFEB

FEOCF3E1

CD005D18

A064573E

4FFCOD46

71FA36D2

781CEBB3

8E51E029
2844CCB8
F2A427AB
TEDO747E
787FTDED

9410ET3B

TF92ED25

BECCA6BO
96ABD4CD
393EF35A
FCO5CFAT
EC3562A3
61E6D558
9DF97879
ATEC8AS3

D4866ADS

CAFBD55E

B6947549

CD65750B

C59EQEOQOA

3B30E1A2

CABC8553

75535DCE

A56B2CEF

FSDF9131

13B3435B

3D04CF25

1BFB694A

2EE44173

88FE1C4F

25A5E830

6841449A

6DE190A2

506F54DD

23CE708A

2D09FIFB

F567D1B4

6B0C8425

B942E(25

02BB3(3C

2656E913

C8D3Dg98

23AC87FD

8E5DB(5A

79888499

846072428

9FDBCY941

0OAC55916

4578F28B

92AB7701

1BB48CAS

FA679CAS8

97BFEAS8D

3ABC1587

2AFEBC11

CBFI9F310

2F5F78B7

1EE6ECO1

297CE7TB9

008985A8

98FD3FD3

461B2404

6B89BAS1

EOB34CEO

21CD2D97

854C49A6

DB883D21

CAFB5FOC

545DA462

8CTEGFET

5D920174

© ISO/IEC 2016 - All rights reserved

5F4E0676

84C989FA

66FD77F6

499D1AAF

4AACES40

CF549395

117375E9

2D8F2CEE

8DE632C2

354974F9
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F.2.2.4 Per message data

ISO/IEC 14888-3:2016(E)

F.2.2

F2.2

F.3

F3.1

F.3.1
This

F3.1

M = ASCII form of "abc" =61 62 63
K = A6902C1E 6E3943C5 62806158 8A8B007B CCEASIDB F1291548 3F04B24A
BO678BEE
h(M) = BA7816BF 8F01CFEA 414140DE 5DAE2223 BO0361A3 96177A9C B410FF61
F20015AD
5 Signature
R = SF184E64 5A38BESF B4A6871B 6503A9D1 2924C7AB E04B7Y¥41 (QO066C2EC
AG6E3BE3E
S = 91EBOC7B A3D4B9B6 0B825C3D 9F2CADA8 A2C9D7M 3267B033 (¢BCDCES8S
03DB9C18
6 Verification
R' = S5F184E64 5A38BESF B4A6871B 6503A9D1 2924C7AB E04B7141 (O066C2EC
AGE3BE3E
KCDSA mechanism

1 General

Example 1: 2048-bit Prime B-224-bit Prime Q, SHA-224

bxample uses SHA-224 as the hash-function h. The hash-code is simply the value of SHA-224.

~—~
Il

R
It

2 Parameters

206-(i.e. 512 in decimal)

2048

224

8DABCI1B5

3A4F10C6

3FF5000C

380709EA

828B4F8F

0C1160A0

3233444F

C95D11BE

A5448E9F

FF235694

2E1C416B

BO6EOES0

E66D4ES5D

98763C5A
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46661DF5

3BCOES16

94351CFE

51A5CDFC

57F7FAQF

2A18AD17

1E829C76

8CO9F803E
FO42E399
A5529EA3
7593B18B
93BB0397
A811E70B

4CF36ADB

B729B800

B34AF9BE

47DCF43F

TE3788D5

031FE7D5

14F4F431

56980BD4

DD92751B

E582CCFC

302F5894

1BO9CCOAE

OA6828DA

12028260

C54BBE29

65
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ISO/IEC 14888-3:2016(E)

TET790228

13403B8B

AFCCSOF50

F384C97C

864F1884

T9A51F53

4292D75C

93B711C3

55D8B713

91B58C31

1EC103CD

A3600FF4

03A2182B

6COEBDOS8

DEES655E

FDIBE7FE

59310B09
6E6397E0
C5CF0B38
CBF3FAL3

E54650F2

291CBEFB

83380BF2

888CD115

2A3BB997

C721528A

886AF3B9

72787F6D

537F32CC

F3.1.3 Sig

X

~
Ll

t OE9BE1FS8

67A6F61C

854FD93C

F7704E99

F36618F7

5BC72556

E7DB16FC

167B9434

3D1704EE

2784AFE4

F2CODEA3

7TA414D16

0D00C14A

1B2DFBOA

0B954F25

6C62F4EC

T4EF4839

BD9BE354

9147EEAF

F2317F45

1A7B45C8

5E3734E7

TA9A5A96

TA225044

3EA302D2

BADASDAG

F3480183

22C6A3F9

E281F7FE

85CC9OCE2

185C8258

3B9CBE48

9B6467 3R

nature key and verification key

- 2F1991C1 AF401872\8A5A431B

0EC6BC65

t 04EDESC6

582F76A2

18922494

ED4FTD35

TEA29297

F22B8B1B

TF6239B6

B788FE95

ABCACBG6B

32230BCS

C6CE7CO9B

B2D5885D

8BO79E4A
B6EYEBO3
367E4ECT
2BAEBG6FO
69850A56
9D3C3C6hF
7813D054
E81661F3
387EZECY
E9D27CB4

85681C4E

9B5459DF

DE6F4666
8F06B768
C2D230E8

8CB8FAEAS

D385A357

68C1EB57

2F6ETEES

6953C0C8

17C999DB

358896CH

27ED1912

21512D5D

79C04707

400BESEY

B16F6D25

AEA27D10

F8102B49

9A40BEE2

1C90BE4C

3EDB21AA

B24B45CD

EATF8002

5104AD03

E68BA17D

E63C605E

B5C7653A

2C0580B0

EF546241

6AC5DE17

6797FES57

3DD1ESES

FAICAESE

C33A8861

EE2784E3

66

3577A71D

5ACS9570E

6ADBOFD7

47999350

1BDOCOFO

8216ESAQ

70EB5B84

3B7F085D

6852BE7C

6D613561

8059FA52

EQO7CB5F1

99C205B2

EED9760E

7T1E9A1D4

9COAECEA

B1DB364B

441FA90D

EE4FF405

9B8746D8

A60578BF

7815C73F
8BD9AATS
BDCY9AFD3
DFESAQF2
23591F17
65E1AF6D

08852898

AQO87ACAA

A44FC314

CE8F5F17

AOB9192F

8A4FC7CB

903E5A1L3
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BO9FCB565

TE733E90

E3E71203

E2220C08

5065F6A3

8004910B
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F3.1.

4 Per message data

M =

ISO/IEC 14888-3:2016(E)

ASCII form of "This is a test message for KCDSA usage!” =

54 68 69

65 73 73

20 75 73

49561994

73 20 69

61 67 65

61 67 65

FD2BADSE

73 20 61

20 66 6oF

21

410CAlC1

20 74 65

72 20 4B

5C3FD3F1

73 74 20

43 44 53

2ET70263F

6D

41

2820AD5C

h(

F3.1

F3.1

F.3.2

Y =

" [I1M)

R

95
Il

R' =

566DED80

1BDOCOFO

8216E9A0

70EB5B84

B3F921C1

059A3575

5E4E4BEC

6AFTEC24

5 Signature

EQ7CB5F1

99C205B2

EED9760E

8DDD06B6

B42ED14C

EE4FF405

9B8746D8

A60578BF

09D02BD5

1F00AS8C

23591F17

65E1AF6D

08852898

916F180E

DO77A8C1

8A4FCTCB

903E5AL3

5DFBLOCS

D65E6GFLA

5065F6A3

8004910B

9FEC063D

50D7ACD1

EDB76A2D 39F3D7FA 16D0O8259 4118BOCF 8BA57692 CEF3BAAEC

6F6DD951

5260A2DF 2ES23DES 77B130AC 8B5SE8SB17 63973B88 D5D4627A

DEFBACF52

6 Verification

EDB¥6A2D 39F3D7FA 16D08259 4118BOCFEF 8BA57692 CEF3BAAEC

6F6DDO51

Exdample 2: 3072-bit Prime P, 256-bit Prime Q, SHA-256

F.3.2.1 General

This example uses SHA-256 as the hash-function h. The hash-code is simply the value of SHA-256.

F.3.2.2 Parameters

P~
Il

R
Il

200 (i.e. 512 in decimal)

3072

256

CBAEACE3 677E98AD B2E49C00 2B8BOF43 4143B466 515839BF

© ISO/IEC 2016 - All rights reserved

67
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68

813B097D

3ECC8887

702AB6EF

E891933C

8475A422

FOO2A2ES

2D1EE681

Cl16DFBI1C

0919B7ES

1007E017

62D7EB79

195BCBBA

5008C27A

FB77DC4C

402FC89B

EDD40818

5F08D161

830B8461

3415BC22

3F3571CC

35D0SA0E

7E4114B6

1055EFEA

3531BDDS

31609874

EEFD4291

5040E309

BE5548D7

8A6AEB20

EC71E5A9

S5E5844F3

8F6C48C3

1EE4674B

8DB58B84

EBOF1C22

TA9DCCC6

5D6117B8

F400C42B

02CD7A31

5841F198

115A9FEE

CB4ADS8F

D96982C9

DDA226C7

F23E3E02

- C2A8CAF4

5D9B872F

- 17A1C167

EO26F1F3

4E33AD89

613FA35D

119ECCDE

BCB3ROEE

E/EQ06FS81

5DOCA66C

A0C9940A

9EESES61

EBE43218

BAS84A2B

172F2648

692E0DDB

BDOEO6DF

C4D65E06

87180079

A760A401

AF836CCS8

87133749

B7C3D79K

BICAF18F

0778863F

CO9B6D5AY

5B69C16C

3FDAA347

32600443

Al12A3625

2639616F

73784334

E1D62D05

B6615508

C72594A3

1B619B04

66F2EC13

5149BE43

AAB1BBA4

5409268B

791C2729

FCB9C259

373127A2

5D17289C

6E97ADCD

3B6D3001

594020C2

6ATFI9BD7

DE7737EE

8539AC7T8

83ED66GFE7

87C676A3

E83A318E

4EABA3CB

63F1BB4F

C23252A4

FBA82B45

A4B014BC

31FCD33A

121E37D9

4CC37E71

05A1F490

28BF930F

40DBA3BE

434F0534

3704535,

3D032D18

AASBCESF

CA06A300

C55ECAQ6

BO7F31A8

0010848F

C86F31E2

814E4352

T9A85A90

6706E5FE

8A840330

9B856298

2BD04B92

484EAA63

BD8A47 5

8F/ELDB3

CA2F4904

33D2BY9AA

F0663A0A

62BE1D85

9EB85603

F2667ACB

C9B678B4

1E8ACACB

0C09D631

CD541037

1F495BBS8

258DBFCE

D4E1574E

4F4F8515

41512FC3

6F574504

DDOFFC3D

9729E8CO

667C07D8

BAF9A850

EB89452D

2BFF804F

95C1lEOB1

88F6DFI1

8EBOOF4C

D11DDAO0Y

51509F97

B7482796

98184D73

5645E060

FES59D32E

55BC30FA

4D878B48

612B746F

523656A0

922A4AF3

5F545012

5B16792D

2D2AD2ED

E8D70A83

6431BC52

EDD63047

C566516B

© ISO/IEC 2016 - All rights reserved

673A3BLF

32BE1905

8CC6F496

5C2BC1l61l

C7B6077C

7874FB3D
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AED51403 31F29528 B30FC8BS

9FBFF84B 64BF0238 AATE2AF2

240A5E64 5A6469CY9 B002215D

F.3.2.3 Signature key and verification key

E3.2

7C28569A

8391C232

94B46FAT7

078DBO5A

45C8D306

A9371C28

ECADC15A

9A91C2A4

AD7DC189

ISO/IEC 14888-3:2016(E)

18017B09

1CO6DADC

ED2FB547

96CEQ046E

53A84FFC

F1F2E7B1

A942D777

EBE04383

2574E10E
DF21DCDB
B98C47C2
D41533A9
EC75A24C
D4500092
CB670CTF
9415B1AA
E66786C5
483B2257
2EQ0D9712
D722AFBA
9DSEODY9A
A7743B08
8B626ECFEF

FOBD4DEA

806F1C42

AT72073F6

B2F6FCOF

558AB932

FF26247C

09F5E449

3B95BFD7

97264B90

CCE0378C

DBOCE35D

B42C4897

T8EFA8S8

CBITBOAOSC

A219E764

4422221

30F250A6

4 (Per message data

58F7CF8F

5565506D

504FA4FB

OA154CAE

F297D293

AQOA659B

CF236A0A

4167850A

CB49920D

C73 980

BAET7C684

C4D10F19

A90D0551

EAOA3AZ2A

8EEF487C

A5C86178

A4A6CF2B

A3DF98D5

C7F411E2

CC544E43

7T47ECCO5

637CE139

6F3CO93BE

4PHCT80

855558F4

1A261A02

D3D35BC5S

72112CES8

1803845D

617661C1

Cl101DBFB

83EAQOF87

EB177DBE

A6CBEEE®6

3EAA3B18

0008889A

B3483647

CF6487AC

8DI9CF591

BE4527DF

DAC4C42F

BDF718C2

726CE899

FEFD39792

7C670BCF

6A372FEQ

715BC33A

3E7A4651

60E4EC1H

1B6B5D88

YA353DAE

2C899373

A87BCBBS

AT0F9CO00

C9D30686

FEB67BE6

92DD229B

FD4D69C5

2696B044

49BF14E4

1B066497

58B547A2

B85928EC

98C46448B

M

AdLITTorm

54 68 69

65 73 73

20 75 73

83F3008F

B3EF79B2

EAQOA3A2A

oI

Inisis atest message 1or KLDSA usage!

73 20 69 73 20 61 20 74 65

61 67 65 20 66 6F 72 20 4B

61 67 65 21

CEBAEST7E CT7A64A3A FTEE6EEL

F8F3DD53

617661C1 6A372FEQ 58B547A2
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73 74 20

43 44 53

9CC197A6

8B626ECF

6D

41

D5SEBA3AS

442222E1

69
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8EEF487C Cl101DBFB 715BC33A B85928EC FOBD4DEA 30F250A6
A5C86178 83EAQOF87 3ET7A4651 98C4644B
h(Y'||M) = 4DAF2A9B 83446B62 F571A669 FACB2D30 7ADE18DE 1A3FFB87
649ABA4E 606A0751
V = 1935B399 849AB60F OAEG62FAD 82B281E9 1A098A8F 51E6ETD6
BA581801 F02604A0
F.3.2.5 Signature
R # 547A9902 0O7DEDD6D FF9789C4 7879ACDY9 60D79251 4BDY91CS51
DEC2A24F 904CO03F1
S F 1668797B 26641E72 94AA68D3 8562EAE3 CAA842D0 F446949C
4268AE3D 0392434F
F.3.2.6 Verification
R' 4 547A9902 O07DEDD6D FF9789C4 7879ACD9-60D79251 4BD91C51
DEC2A24F 904CO03F1

F.3.3 Example 3: 2048-bit Prime P, 224-bitPrime Q, SHA-256

F.3.3.1 Geperal

This examplg uses SHA-256 as the hashtfunction h. The hash-code is simply the value of SHA-256.

F.3.3.2 Parameters

[ 5§ 200 (i.e. 512 in)decimal)

- 2048

S
Ll

- 224

8DABCI1BS5

CO5D11BE

46661DF5

8COF803E

B729B800

DD92751B

70

3A4F10C6

3FF5000C

380709EA

828B4F8F

0C1160A0

3233444F

TE790228

A5448E9F

FF235694

2E1C416B

BO6EOE90

E66D4ES5D

98763C5A

4292D75C

3BCOE916
94351CFE
51A5CDFC
57F7TFAQF
2A18AD17
1E829C76

A3600FF4

FO042E399

A5529EA3

7593B18B

93BB0397

A811E70B

4CF36ADB

59310B09

B34AF9BE

47DCF43F

7TE3788D5

031FE7D5

14F4F431

56980BD4

291CBEFB
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E582CCFC
302F5894
1BO9CCOAE
OA6828DA
1A028260
C54BBE29

C721528A
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E3.3

13403B8B

AFCCIOF50

F384C97C

864F1884

79A51F53

OE9BELFS8

93B711C3

55D8B713

91B58C31

1EC103CD

7TA414D16

03A2182B

6COEBDO8

DEE5655E

FDIBE7FE

TASA5A96

6E6397E0

C5CFOB38

CBF3FAL3

E54650F2

8BO79E4A

ISO/IEC 14888-3:2016(E)

83380BF2

888CD115

2A3BB997

D385A357

886AF3B9

72787F6D

537F32CC

3EDB21AA

67A6F61C
854FD93C
F7704E99
F36618F7
5BC72556
E7DB16FC
167B9434
3D1704EE
2784AFE4

F2C9DEA3

2F1991C1
OEC6BC65
04EDES5C6
582FT7 6A2
k8921494
FD4F7D35

3577A71D

0DO0OC14A

1B2DFBOA

0B954F25

6C62F4EC

T4EF4839

BD9BE354

9147EEAF

F2317F45

1A7B45CS8

5E3734E7

AF401892

JEA29297

F22B8B1B

TF6239B6

B788FE95

3B7F085D

TA225044

3EA302D2

BADASDAG

F3480183

22C6A3F9

E281F7FE

85CC9OCE2

185C8258

3B9CBE48

9B646J3F

3 Signature key and verificatiowKkey

8A5A431B

ABCACBG6B

32230BC5

C6CE7C9B

B2D5885D

71E9A1D4

B6E9EBO3

367E4ECT

2BAEBGFO

69850A56

9D3C3CoF

7813D054

E81661EF3

38JEYECO

E9127CB4

85681C4E

9B5459DF

DE6F4666

8F06B768

C2D230E8

8C8FAEAS

7815C73F

68C1EB5S7

2F6ET7EES

6953C0C8

17C999DB

358896C4

27ED1912

21512D5D

79C04707

400BESE9

Bl16F6D25

AEA27D10

F8102B49

9A40BEE2

1C90BE4C

AO87ACAA

B24B45CD

EATF8002

S5DE4ADO3

E68BAL1TD

E63C605E

B5C7653A

2C0580B0

EF546241

6AC5DE17

6797FES57

3DD1ESE9

FAICAESE

C33A8861

EE2784E3

BO9FCB565

5AC9570E

6ADBOFD7

4A999350

1BDOCOFO

8216E9A0

70EB5B84

6852BE7C

6D613561

8059FA52

EQ7CB5F1

99C205B2

EED9760E
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9COAECEA

B1DB364B

441FA90D

EE4FF405

9B8746D8

A60578BF

8BDYOAATS

BDCOAFD3

DFE9AQF2

23591F17

65E1AF6D

08852898

A44FC314

CE8F5F17

AOB9192F

8A4FCTCB

903E5A13

TF733E90

E3E71203

E2220C08

5065F6A3

8004910B

71
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F3.3.4 Per message data

M = ASCII form of "This is a test message for KCDSA usage!” =
54 68 69 73 20 69 73 20 61 20 74 65 73 74 20 6D
65 73 73 61 67 65 20 66 6F 72 20 4B 43 44 53 41
20 75 73 61 67 65 21
K = 49561994 FD2BADSE 410CA1C1 5C3FD3F1 2E70263F 2820ADS5C
566DED80
Y' 5 1BDOCOFO EQ7CBS5F1 EE4FF405 23591F17 8A4FCT7CB 5065F6A3
8216E9A0 99C205B2 9B8746D8 65E1AF6D 903E5A13 80049108
70EB5B84 EED9760E A60578BE 08852898
12BS(B, BS2I[y, h(Y' ||M2)) mod 2P) =
894315A9 A68EF862 7DO15AAE 4EBB41B3 FEDS8GAAR 9614CC67
09DE2B47
V § 489142E8 F4A1ACEl 4F693AFD 632A6FBZ \5A8392AD E61F8A26
3F665A1B
F3.3.5 Signature
R § C1D25741 522F5483 32686088 2D912E04 A45B1807 700B4641
36B8715C
S 3 OAFAEA63 92942822\86BOF9E1l 9EC1BC13 BFA29B54 5747F262
ODA3AFC1
F.3.3.6 Verification
R' 4 C1D25M1 522F5483 32686053 2D912E04 A45B1807 700B4641
36B8715C

F.4 Pointcheval-Vaudenay mechanism

F4.1 Example 1: 2048-bit Prime P, SHA-224

F4.1.1 General

This example uses SHA-224 as the hash-function h. The hash-code is simply the value of SHA-224.

72
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F4.1.2 Parameters

200 (i.e. 512 in decimal)

2

EEADFD4F

39B25F76

695F306C

9CC4EFF7

083743F1

1AE9F631

F5B3F5D9

826919FE

TEC4ACY94

047399E1

D5C750F5

74FD88F9

ISO/IEC 14888-3:2016(E)

00E6DO1D

BC6ADOC1

714798E6

6DE30E40

COBY9E229

2FD2D865

A2EET7BB4

F1AE412B

E7B38648

BA2C2111

B0235223

50D67BFB

95BET7E9%4

76COFD6E

C3E87841

ASFEF99D

BC376597

ABAQF6CB

A15193A9

2EAD2E4A

5F657ADA

ESB3I614

J7683EE2

AGE49A82

E6C38A8F

128ECF26

6190B6A4

821C3EES

44B45E72

469278F0

FO01lCc274cC

33537111

9B4463CE

C582A659

60596834

6CAIR)YE3

2F7C760A

64CDOBFF

997FF1CA

427BA8C

9C9F27E9

2A4C1C30

DB9DBD74

0211E61F

BDD1BBC2

AB2A54A7

TE6F5CO3

B3291116

78C33059

4FBA73B6

0F2ZA5F1A

661C1734

A9DSF32E

61E86750

A3B2B228

6E87790A

O6FFC4EC

87812CD2

1FEC7149

C91CBDCA

FS5F767C2

E4C89E5A

A3787C59

2785FA22

40544989

6EFZ25CF05

022498A0

2839A1DF

DFC2BBOB

B20E9760

D8B3CFEDC

88299DE3

3C8B551B

17504261

8A15EEAA

1356AD5A

4ED4CEA4F

31F9FDEF

5C54DC16

6A38ART6

2E635460

38824CC9

EAS51A6BS

594BOAE2

9FT756AA3

178862DF

3D00A46A

100F58B7

82606A1C

E99DE627

36391E67

87449AFR

43AC2ZTF0

FE999F47

0167A8D6

3589852C

65E5E1D5

55D802CE

050E79BB

12627447

44AD8ADD

C154A308

E787A3DE

CD593D82

BC80ACD2

8FOEFT77B

3042E8A2

9C76C8A4

886045F9

395F0CFEC

DABFDB3D

SEE9B836

99E36A65

48D351F5

9E1C9545

AFB8C269

F.4.1.3 Signature key and verification key

X

26534136 393884D5 885F924C

118E1BIA

D88E9870 78469EBY B6296190
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8B870F9F

BC18D60C

522352A0

188C83AC

64BF87C8

609AE941

AETF56AE

860A2560

1F5BFFD3

FFASAA2D

8A24B387

17B323B4

88CO3ABS
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C6C2048E

27F26DF2

3659BB68

3FOE40FA

D0867B95

BBD61A86

5B8D087C

CCBFDB4A

FES50F61C

9198D358

DSAB1ASE

C6150431

8C1D7ASF

4351E2BA

31573684

F2BD39F4

2A8377A9

87614940

E2D3394E

42866D82

E93B19C5

DDC4CC5E

8189FEF4

435E55DB

F567CA43

72DB1BB2

F3F832C5

BD670CB1

0B24150B

55CAOQOF37

8AC89B5A

422157D5

01B6CDOF

677F4F8F

2FTEAD42

Co6F06142

0577EB51

AB964428

117B9EDS

386947FE BD4CBEO9B

196E0021

872EE96D

401511ED

F4.1.4 Pel message data

M A

F 717548D2

236214D0

t 787CEDE9

4943FD61

ASCII form of "abc" = 61

F4.1.5 Signature

R

R||M

h(R||M)

AF246E82

EBOD97E7

AF246E82

EBOD97E7

2CTFAFTE

BD149C67

74F24075

T4F224075

616263

431C94DB

A99E3576

43AC10BF

1FC3D785

BE1BD5DC

45C83654

62 63

343014D5

343014D5

D746800A

0613D279

1E1F7450

C937D5CE

AD2C2E47

E1F9B4J2

FC648CEOQ

FC648CEOQ

F1B4F23E

2FC3E8AS8

01ABS1CF

5DA7@®9D5

C736D584

09771BDO

09771BDO

86F40B57

0CDD1877

842EF 9388

68CHE081

ECD4ACE4

48DF1438

48DF1438

5986F5F E1D8BF68 2BDS8FE31 25065C4C DY9AT77CDD 73EELES8S

QLDLOEF2

- >/Ur4rpy

867ATE33

F4.1.6 Verification

]Y' =

74

18A358C2

COBBC507

AAQ042C69

EE3A90AD

SET7TO0LEDY

2635ABE3

A8T790BA9

07D39346

64DB83E9

BY TDUCSTD

85E18D55

0CDOAS3D

D909753C

T7CI91EACS

aDADTOR

AF94B75B

C92E4736

4C91024F

CDC41AA0

AL S3AOED

36EC2FAE

E5A050BD

DC12D5AA

D383B3BA
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SDOAULIE L

8E8TEA24

DA2BF62E

5A98FETE

094BOA5S



https://iecnorm.com/api/?name=be7e6665196d6916f03e11caaceaf221

C64BF470

EEF740DE

59DFA542

24E7TE658

CF1CDI9F5

5281 6FA7

0FC81437

C7984657

A688FODE

368FF8C1

41ECCCFE7

04FADDA3

BADIA15D

D4B0BE24

3C5D67EB

E10A3F80

TE6A6147

5C73E38F

3FD61B53

9DB622E1

C5A37ED4

BE42B30C

B79FE310

9C6BD8BA

ISO/IEC 14888-3:2016(E)

25E2991E

0936BES55

C5A3D0OF1

6255B2AE

09C8172D

131A2073

D841D159

2AE4005A

CAF1BS8FC

15F0251C

BDOCD110

191D9D64

F.5

F.5.1

F5.1

For t
as th
SHA-

F5.1

2

R =

94A3ET764

AF246E82

EBOD9S7E7

1 General

Parameters

2048

224

ADIO7E1E

B54B1597

EB3D688A

92037C9ED

C9F98D11

B3BF8A31

4ED385FF

74F24075

SDSA mechanism

9123X9D0
B61D0OA75
309C180E
EFDA4DFS8
ED34DBF6

70918836

E0O1D85BD

343014D5

Example 1: 2048-bit Prime P, SHA-224

D660FAAT

E6FA141D

1DE6B85A

DI91ESFEF

C6BAOB2C

81286130

AQ15FB6C

FC648CEOQ

9559C51F

FO95A56DB

1274A0A6

55B7394B

8BBC27BE

BC8985DB

09771BDO

A20D64ES

AF9A3C40

6D3F8152

7AD5B7DO

6A00EOAQ

1602E714

48DF1438

his example, the ‘2048-bit MODP group with 224~bit prime order subgroup‘ in RFC-
e group. SHA-224 is used exclusively for the hash’ftinction, so the hash-code is simply
P24, converted according to Annex B to the appropriate data item.

683B9FD1

7BA1DF15

AD6AC212

B6C12207

B9C49708

415D9330

G =

278273C7

CDF93ACC

BE60OE69C

CI9B53DCF

CFI9DES38

AC4032EF

74866A08

DE31EFDC

44328387

C928B2B9

4BA8B0A29

4E71B81C

4F2DS9AE3

CFE4FFE3
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7310F712

315D75E1

C52172E4

E3FB73C1

OAC4DFFE

9DF30B5C

A6824A4E

1FD5A074

98C641A4

13042E9B

6B8E75B9

0Cl0E64F

8FFDACS50

10B9A6GFO

15987D9A

80CD86AL

23F10BOE

TEF363E2

6CDEBE7B

DD921F01

DCOA486D

BOES87ES

16E79763

FFA31F71

89998CAF

AT0C4AFA

5114 is used

the value of
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F5.1.3 Sig

X

AB739D77

Cl1766910

E2471504

F180EB34

BB77A86F

10E183ED

00C29F52
1999024A
22EA1ED4
118E98D1
OC1AB15B

D19963DD

C57DB17C

F4D02727

09939D54

19529745

051AE3D4

DO9E263E4

620A8652

5AC1348B

DA7460CD

D6F83456

28C8F8AC

770589EF

BESES001

B8AT762D0

B5F6C6B2

6E3025E3

B70A8137

6AA21ETF

A8D66AD7

521BCY98A

50717CBE

16A330EF

150B8EEB

S5F2FF381

B539CCE3

EDFE72FE

81BCO87F

801C0D34

B36371EB

409D13CD

9B6AA4BD

2AT7065B3

C58D93FE

566AFBB4

T7B5A0F1C

84B890D3

99717710

nature key and verification key

602FE736 80BEFCB2 A8B46779

D7D371A9
A7DBB446
14AD2013
9D60E7AB
F434548D
748DAD56
8958A107
DD202405
1CE715E0
10BG3F6A

[P582280

FD8C4B82
2EFC8B7D
E3BDI9FEZ2
44B278E0
429596DP
B11B3ES57
823A2AE7
6ACO8EBO
5BA73FE3

DF71A27D

61BE026D

7CTFF05D

B458A96D

4CRFAGD5

9259C45C

384118E0

AO8AFAS1

93EB331F

6995BD17

5191E4AB

8D6C0191

7T1CFFF4C

191F2BFA

1F80535A

35FF652B

94FAIB84T

DOB902C4

F4783408

E0C41990

21B71A5E

19897C48

09D2CF6A

EBEC88D6

1B9D7D35

42BE27A3

81E1BCFE

19C418E1l

4738CEBC

21A3F4DE

74B17110

EF736831

0AA93CAF

CEF37940

A4EF099A

E734F069

OFF546FA

1DF546E2

9EEB3D7D

1180F537

94B30269

F6EC0179

BE389A99

46725D07

CABC0944

61C1F9A3

09673967

66015ED4

06DACT737

E717E23A

38A8735D

DCOE8465

B801F382

CABACOD1

2EBF1698

B1884697

F5.1.4 Per message data

76

9EDCA15D

ASCII form of "abc" = 616263

TBFA2DD5 6B31BB27 FFCODIAE

S5EFDI1ELS

60FCB613 40799851 BS5E2DC3A

DC8F86DC

1ABAASOF

3865BC21

AOBB9379

29100D38
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6F0C873B

85F8A578

4DF4A141

F39B1987

FDSE7862

065F8DAS

442BEBDS

A5717098

DFE717DC

97DAQOECT

17016E91

55656BAF

5904CD09

FA2A601F

16DA3BOD

E9EE994A

03C5F139

B3B1EDBC

A4C6A29E

D9183CDD

438B1lEAS

4C0352D8

2C1D3C01

4C14A969

ISO/IEC 14888-3:2016(E)

OCD1111E

DSFF1586

4976523F

271D186A

B974BADC

2AEA1AT1

BO9E65F82

AB255E1D

1D73351B

ODEASABO

88184905

D85117F4

08548EF5

D0680C63

B838BDBD

3FE41463

CC192C12

316AD681

5 Signature

CCl92C12

316AD681

4C776699

FE2DSF1F

6 Verification

60FCB613

6F0C873B

85F8AST78

4DF4A141

F39B1987

A34966B9

ODC69BFF

EE6OEO3B

CC18128B

72872367

72872367

9F9D52E1

4099851

442BEBDS

A5717098

DFE717DC

97DAQECT

0123FC81

BA67D89F

AET773475

AFAGE661

48346281

48346281

52B4&AF29

BSE2DC3A

5904CD09

FA2A601F

16DA3BOD

E9EE994A

72472B44

F17CA52A

42435BD9Y

6F6CAT44

4DF721E5

4DV 21E5

335E548F

3865BC21

A4C6A29E

D9183CDD

438B1lEAS

4C0352D8

06D0C2E6

6BOF164F

09D021DD

D9B2AG51

D9B2A651

A3B90625

29100D38

OCD1111E

DSFF1586

4976523F

271D186A

77C3C21D

54521T79D

FO97602E0

OD9S7F3D3

0D97F3D3

C55FC9A4

4B1COA94

BO9E65F82

AB255E1D

1D73351B

ODEABABO

FDOE7862

065F8DAS

08548EF5

D0680C63

B838BDBD

17016E91

55656BAF

A34966B9

ODC69BFF

EE60E03B
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03C5F139

B3B1EDBC

0123FC81

BA67D89F

AE773475

2C1D3C01

4C14A969

72472B44

F17CA52A

42435BD9S

B974BADC

2AEA1AT1

06D0C2E6

6BOF164F

09D021DD

88184905

D85117F4

77C3C21D

5452777D

F97602E0
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3FE41463 CC18128B AFA6E661 6F6CAT44

R' = CC192C12 72872367 48346281 4DF721E5 D9B2A651 0D97F3D3

E5.2 Example 2: 2048-bit Prime P, SHA-256

316AD681

F.5.2.1 General

For this example, the ‘2048-bit MODP group with 256-bit prime order subgroup’ in RFC-5114 is used

as the group

SHA-256, col
F.5.2.2 Pa
a 7
ﬁ E
p =
G -
78

rfameters

2048

256

87A8E61D

5D2CEED4

16C3D911

5A8ASD30

6C5BFC11

4FDB70C5

F13C6D9A

67E144E5

COB857F6

T5F26375

693877FA

3FB32C9B

OMNEATO3A

B4B6663C

435E3B00

34096FAA

6BCF67ED

D45F9088

81B23F76

51BFA4AB

14056425

89962856

D7614103

D7EF09CA

73134D0B

1A0BA125

FEBBD19C

EOODF8F1

3BF4296D

91F9E672

B941F54E

B63ACAEL

3AD83477

ICCACBS83

DED4010A

A4B54330

DBO94AE9

2E775066

10DBC150

65195999

D61957D4

830E9ATC

5B4758C0

BLES59BBS

CAA6B790

96524D8E

E6B486F6

BDOBE621

Cl198AF12

1E1A1597

60EDBD48

7T71BE463F

8CEEF603

FAERTDEF45

209E0C64

22E0BlEF

BC39A0BF

2D525267

F6A167B5

B3CA3F79

C3A3960A

6116D227

4CATB1S8F

FF4FED4A

. SHA-256 is used exclusively for the hash-function, so the hash-code is simply the ya
werted according to Annex B to the appropriate data item.

660DDOF2

61B2AA30

97517ABD

42°75BF7B

12307F5C

35488A0E

A41825D9

71506026

54E710C3

6E11715F

21EF2054

ACOBB555

lue of

BESAOCILB

AS55AE313

T7T7TDE62A

1D14348F

A4BDIBFF

C8484B1E

B3353BBB

UCoB4 /B1

41000A65

AABBABG62

6F2F9193

E83B9C80

052588B9

64E0EC37

BCS/773BE

0196F931

8AC376D2

B5045AF2

D052B985

B7D2BBD2

7TFD02837

IB8Colk o0l

CTTASTF2

82D6ED38

767164E1

D182EAOQA

DF016199

0DF92B52

YULZZ3ES

DDF463E5

64E67982

DFC967C1

DB2A3B73

ECDO6E15

C7891428

Cz8CBBLS

E9EC144B

428EBC83

FB3F2EbL5

13D3FE14

57CD0915

CDC67EB6
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q:

184B523D 1DB246C3 2F630784

5E2327CF EF98C582 664B4COF

8CF83642 AT09A097 B4479976

A308BOFE

64F5FBD3

F.5.2.3 Signature key and verification key

F.5.2

X

73018895

20D47AAQ

55995BA1

90FO00EFS8

6CC41659

40129DA2

DSFCD701

ISO/IEC 14888-3:2016(E)

D647D148

99B1A47D

6EA62E09

D4795451

1EB3750B

18892E07

~
1

<
I

=
I

=
T

B7DC23AF

57A17258

8DC1DD5D

80B149C4

40A05BDB

DEF2EB4D3

1D64796C

E222407A

6161145E

8BOF0689

FB63C624

E88C417D

69006B88

D4A3F47C

35CE42FF

64E176EB

9D6875AB

D9424E57

A598480D

CE058972

F2927CDB

1E408083

F32E66B0

2E57799B

4 Per message data

4545AD51

3A9F225E

FO3BA651

3F4817EC

D964398D

FDD9580E

D34952AE

C55BBD56

TET&L057

SEC31C5D

8F55A2FF

ASCII formyof "abc" = 616263

2BTSESEFE

23B8EBSA

41979DBA

3A7C0168

EEC63305

19606871

6CA556E0Q

A25BBB51

F3109C5D

DE650212

0D8206C9

3A65A665

BE1C6362

55085345

2B'M5C53

4AAE8DE4

BC6CBSBAC

FFB25FA9

C6EE4DDB

FABED74A

665AD584

B41B7878

6408FCB1

20F6B1E0

B78E8ECBB

659C6BD8

Cl15E34D6

2243BE39

BA4500A7

18FD4320

2D4D00E2

C8D1FDA4

9511D125

T9FGFES3

SAEA2231

9392E6C8

447188C7

55C1D3ES5

A33A2F43

4B222329

FA432FE7

7582032A

BOD4F721

AD3D503F

8CO077E93

027/D79AC

3667E373

08A895D6

0C02BE30

C0899526

27FEQ78F

292B5F4E

35EE887C

F8F2D239

3F8AATEA

B8FD4A54

7186C43E

CD9C8297

225AAC64
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460C2689

0C950BAF

564AA5DE

Al67E114

98B5E62E

4AFF1DDE

FC904AB3

3D/FFC59

972E6E0B

6104920A

OlFEE171

9CE5C344

5AF18E4C

40A88B76

OF317/B/A

00A79416

S5E9F687F

EF284811

646950EF

A3E3787F

40F2D436

2CO01FCB4

9696CC95

469BC831

6146CC69

F57B1490

66D15D23

D2840185
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R =

077EACA4

AD3C99BS8

S5FO0E2FB

CDAC932A

D6DBOCE6

F.5.2.5 Signature

R

F5.2.6 Ve

I

EE75113E

SEA3EC39

7C17B2ES

758FCFCE

EOED696E

95B26149

E795FEAE

7C462EDO

7E549903

F7C6D2CD

C90C8293

D49BBE2F

FD891F41

554463F9

FBOD0506

FB5410CB

26E48F09

OFE2BF91

DDD246F3

CDACY932A

D6DBOCE®6

+ 3505AEA2

DA4EEGFES

Fification

41979DBA

027D79AC

3667E373

08A895D6

0CO02BE30

C0899526

27FEQ78F

292B5F4E

077EACA4

AD3C99B8

S5FO0QE2FB

- CDAC932A

758FCFCE

EOED696E

EO39E18F

FO1783CE

19606871

35EE887C

F8F2D239

3F8AATEA

B8FD4A54

7186C43E

CD9C8297

225AAC614

EET7S113E

SEA3EC39

7C17B2ES

758FCFCE

7E549903

DDC6580A

A25BBB51

460C2689

0C950BAF

564AA5DE

Ale7E114

98BLEGZE

ARFF1DDE

FC904AB3

95B26149

E795FEAE

7C462EDO

7E549903

FD891F41

E89E15DF

665AD584

3D7FFC59

972E6E(B

6104920A

0lFEE171

9CE5C344

5AF18E4C

40A88B76

F7C6D2CD

C90C8293

D49B8E2F

FD891F41

FB5410CB

0103FB45

95%1P125

QF317B7A

00A79416

5E9F687F

EF284811

646950EF

A3E3787F

40F2D436

554463F9

FBODO506

FB5410CB

DDD246F3

C1BBZ63E

8CO77E93

2CO1FCB4

9696CC95

469BC831

6146CC69

F57B1490

66D15D23

D2840185

26E48F09

OFE2BF91

DDD246F3

D6DBOCE6

EOED696E

F.6 EC-DSA mechanism

F.6.1 General

For the following examples, SHA-1 is used exclusively for the hash-function, so that the hash-code is

simply the value of SHA-1, converted according to Annex B to the appropriate data item.

From a security viewpoint, it is important to avoid cryptographically weak curves (e.g. it should be
ensured that a particular curve is not vulnerable to attacks on special instances of the elliptic curve

discrete logarithm problem).
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F.6.2 Example 1: Field F;m, m =191, SHA-1

F.6.2.1 Parameters

The field Fom is represented as polynomials modulo the irreducible polynomial x191 + x9 + 1.

The elliptic curve is: Y2+ XY= X3 + a X2 + b over Fpm,

ISO/IEC 14888-3:2016(E)

a = 2866537B 67675263 6A68F565 54E12640 276B649E F7526267
b = 2E45EF57 1F00786F 67B0081B 9495A3D9 5462F5DE OAA185EC
G = (Gx, Gy)
Gy = 36B3DAF8 A23206F9 C4F299D7 B21A9C36 9137F2C8 4AE1AAOD
Gy = 765BE734 33B3F95E 332932E7 0EA245CA 2418EAQOE E98018FB
Q = 40000000 00000000 00000000 04A20E90 C39067€8" 93BBBI9AS
F.6.2{2 Signature key and verification key
X = 340562E1 DDA332F9 D2AEC168 249B5696 -EE39DOED 4D03760F
= (Yx, Yy)
Yy = S5DE37E75 6BD55D72 E3768CB3 96FFEB96 2614dEA4 CE28A2ZET
Yy = 55COEOEO 2F5FB132 CAF416EF"85B229BB B8E13520 03125BAl
F.6.2]3 Per message data
M = ASCII form of "abc" = 64 62 63
K = 3EEACE72 B491©9P99 1738D521 879F787C B590AFF8 189D2B69
1 = (Hy.IIy)
]]X = 438E>AL1l FB55E4C6 5471DCD4 9E266142 A3BDF2BE 9D5772D5
HY = 2ADB03A0 5BD1D177 649F9167 E6F475B7 E2FF590C 85AF15DA
h(M)=>A9993E36 4706816A BA3E2571 7850C26C 9CDOD89D
F.6.24\"Signature
R = 038E5A11 FBS55E4C6 5471DCD4 998452B1 E02D8AF7 099BB930
S = 0CY9A08C3 4468C244 B4ESD6B2 1B3C6836 28074160 20328B6E
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F.6.2.5 Verification

I = (IIy.Iy)
]]% = 438E5A11 FB55E4C6 5471DCD4 9E266142 A3BDEF2BFE 9D5772D5
]]; = 2AD603A0 5BD1D177 649F9167 E6F475b7 E2FF590C 85AF15DA
R' = 038E5A11 FB55E4C6 5471DCD4 998452B1 EO02D8AF7 099BB930
F.6.3 Example 2: Field Fp 192-bit Prime P SHA-1
F.6.3.1 Parameters
The field is Hp where P is in hexadecimal
P 3 FFFFFFFF FEFFFFFFE FEFFFFFFEF FEFFFFEFFE FEFEFFFEFFF FFFEREEF
The elliptic qurve is: Y2=X3 + a X + b over Fp.
a ¥ FFFFFFFF FFFFFEFFF FFFFFFFF FFFFFFFE FFFFEREF FEFFEFFEC
b F 64210519 E59C80E7 OFATESAB 72243049 FEBSDEEC C146B9B1
G F (Gx, Gy)
Gx ¥ 188DA8S0OE BO3090F6 7CBF20EB 43A18800 F4FFOAFD 82FF1012
Gy ¥ 07192BS95 FFC8DA78 631011ED &BZ24CDD5 73F977A1 1E794811
Q ¥ FFFFFFFF FFFFFFFF FFFFFFER 99DEF836 146BCO9B1 B4D22831
F.6.3.2 Signature key and verification key
X # 1A8D598F CI15BFORDN89030BS5C B1111AEB 92AE8BAF 5EA475FB
Yx 3 (Yx Yy)
Yy ¥ 62B12D60 690CDCF3 30BABAB6 E69763B4 71F994DD 702D16A5
Yy ¥ 63BF5ECH 8069705F FFF65E5C AS55CO0D697 16DFCB34 74373902
F.6.3.3 Pel méssage data
M = ASCII form of "abc" = 616263
h(M) = A9993E36 4706816A BA3E2571 7850C26C 9CDOD89D
K = FA6DE297 46BBEB7F 8BBlE761 F85F7DFB 2983169D 82FA2F4E
I = (Ix.Ily).
HX = 88505238 OFF147B7 34C330C4 3D39B2C4 A89F29B0 F749FEAD
HY = 9CFOFA1C BEFEFB91 7747A3BB 29C072B9 289C2547 884FD835.
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F.6.3.4 Signature

88505238 OFF147B7 34C330C4 3D39B2C4 A89F29B0 FT749FEAD

=
1

E9ECC781 06DEF82B F1070CF1 D4D804C3 CB390046 951DF686

95)
1
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F.6.3.5 Verification

II' = (IIy.117).
]]% = 88505238 OFF147B7 34C330C4 3D39B2C4 A89F29B0 F749FEAD
]]; = 9CFOFAL1C BEFEFB91 7747A3BB 29C072B9 289C2547 884FD835
R' = 88505238 0FF147B7 34C330C4 3D39B2C4 A89F29B0 F749FEAD
F.6.4 Example3:Field Fom m =283 SHA-256
F.6.4.1 Parameters
The field F is represented as polynomials modulo the irreducible polynomial x283 + x12+ x7 + xJ + 1.
The elliptic qurve is:Y2 + XY = X3 + aX2 + b over Fom.
aF 1
b ¥ 027B680A C8B8596D ALA4AF8A 1S9A0303F CA9TFDA6 45309FA2
A581485A F6263E31 3B79A2F5
G § (Gx, Gy)
Gy ¥ 05F93925 8DB7DD90 E1934F8C T70BOREEC 2EED25B8 557EACOC
80E2E198 F8CDBECD 86B12053
Gy ¥ 03676854 FE24141C B98FE6D4\B20D02B4 516FF702 350EDDBO
826779C8 13FO0DF45 BE81I2F4
Q O3FFFFFF FFFFFFFF BFEFFFFFEF FEFFFEFFFE FEFFFEF90 399660FC
938A9016 5B042AM EFADB307
F.6.4.2 Signature key and verification key
X § 010652B3*7BOA9DB6 4D4033AC 6549CD1D F37E1EED E2612C23
63259C6A FF6C8CB5 DCB63648
Yx 3\ Yy)
Yy = 0390858E 9327A714 C74AF0C3 ADEDF4E6 CT75CAFDC C46507A4
9E415B13 8A094B6F 43E882AC
Yy = 00D4A65D 973CD150 A5221BED F872A4BA 207FF442 TTDFFFD48
27C5BFl6 9E719162 504D0631
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M = ASCII form of "Example of ECDSA with B-283"
h(M) = FOBF4AEF 3F694EBD DEOA7944 5C897ADB 2430B918 77C772DA
9B7362CB 03AEA87F
K = 0100EC32 1393E6DD 6C4D47BE 5AE189ES5 E3540857 9D086217
8F94CCBB A3C4049A 4D88EZ297
11 = (Ilx.Iy).
Iy = 077CB284 AC41E72E DA2A93EB 8D6DFF58 620F6C69 D528DEEOS
0DS09AA5 CABCO3A3 4ESD5SAT6
F.6.4/4 Signature
R = 037CB284 AC41E72E DA2A93EB 8D6DFF58 620F7CD9 9BO927EEC
7A060A8F 6FB7D926 SEAFAT6F
S = 00A37AC1 OAEBFC22 FC6EG6EE2 2E8FE235E 3EEB0555 AOFOF9DA
92D9FFAT7 34AD7679 56D27F23
F.6.4)5 Verification
I = (Ily.My)
]]} = 077CB284 AC41ET7XE DA2A93EB 8D6DFF58 620F6C69 D528DFE9
0DS09AA5 CABCO3A3 4ESD5SAT6
R' = 037CB284WAC41ET72E DA2A93EB 8D6DFFE58 620F7CD9 9B927EEC
TAOGQOABT 6FB7D926 SEAFAT6F

F.6.5

F.6.5]1 , Parameters

Example4: Field Fp, 256-bit Prime P, SHA-256

Th f 1d e L Dic i L A | H ]
e CIU IS I'P WIICTI T I 15 11T IICAdUCTUILIIAT

P_

FFFFFFEFEF 00000001 00000000 00000000 00000000 FFFFFFFF FFFFFFFF

FFFEFFEFEE

The elliptic curve is:Y2 = X3 + aX + b over Fp.

a

FFFFFFEFEF 00000001 00000000 00000000 00000000 FFFFFFFEF

FFFFFFEFE

FFFFFFFEC

5AC635D8 AA3AS3E7 B3EBBD55 769886BC 651D06B0 CC53BOF6

3BCE3C3E

27D2604B
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G = (Gx, Gy)
Gy = 6B17D1F2 E12C4247 F8BCEG6ES 63A440F2 77037D81 2DEB33A0
F4A13945 D898C296
Gy = 4FE342E2 FE1ATFO9B S8EET7EB4A 7COF9El6 2BCE3357 6B315ECE
CBB64068 37BES1FS
Q = FFFFFFFEF 00000000 FFFFFFFE FEFFFFFFF BCEGFAAD A7179E84
F3BI9CAC2 FC632551
F.6.5.2 Signature key and verification key
X 3 C47T7F9F6 5C22CCE2 0657FAA5 B2D1D812 2336F851 A508ALED
04E479C3 4985BF96
Y 3 (Yx, Yy)
Yy # B7EOSAFD FE94BAD3 F1DC8C73 4798BA1C 62B3®QAD 1ESEA2A3
8201CD08 89BC7A1S
Yy 3 3603F747 959DBF7A 4BB226E4 19287290V 63ADCTAE 43529E61
B563BBC6 06CC5E09
F.6.5.3 Pel message data
M z ASCII form of "Example of ECDSA with P-256"
h(M) § A41A41A1 2A799548 2H1C410C 65D8133A FDE34D28 BDD542E4
B680CF28 99C8A8C4
K F 7TA1ATES2 797FC8CA AA435D2A 4DACE391 58504BF2 04FBE19F
14DBB427WFAEES0AE
Il 7 (HX.Hy)-
Iy 7 2B42F576 DOT7F4165 FF65D1F3 B1500F81 E44C316F 1FOB3EFDS
7325B69A CA46104F
F.6.5.4 Signature
R = 2B42F576 DO7F4165 FF65D1F3 B1500F81 E44C316F 1FOB3EF5
7325B69A CA46104F
S = DC42C212 2D6392CD 3E3A993A 89502A81 98C1886F E69D262C
4B329BDB 6B63FAF1
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F.6.5.

5 Verification
I = (I Iy)
Iy =
7325B69A CA46104F
R' =

7325B69A CA46104F

ISO/IEC 14888-3:2016(E)

2B42F576 DOT7F4165 FF65D1F3 B1500F81 E44C316F 1FOB3EFDS

2B42F576 DOT7F4165 FF65D1F3 B1500F81 E44C316F 1FOB3EFDS

A-224.

E.7 [EC-KCDSA mechanism
F.7.1] Example 1: Field Fp, 224-bit Prime P, SHA-224
F7.141 General
This gxample uses SHA-224 as the hash-function h. The hash-code is&imply the value of SH
F7.12 Parameters
The fleld is Fp where P is
P = FFFFFFFF FFFFFFFF FFFFFFFF FPFEFFEFE 00000000 00000000
00000001
The dlliptic curve is: Y2 =X3 + a X + b over Fp;
a = FFFFFFFF FFFFFFFF . FFFFFFFF FFEFFFFFE FFFFFFEFE FEFEFFFEFE
FFFFFFFE
b = B4A4050A85 0COABR3AB F5413256 5044B0B7 D7BFD8BA 270B3943
2355FFR%
G = (Gx, GV}
Gy =/B70EOCBD 6BB4BF7F 321390B9 4A03C1D3 56C21122 343280D6
115C1D21
C.I, = BNDR76338 RELFTT2IFTR AC22NDEEE CDARITEAQN 52074764 4405870990
85007E34
Q = FFFFFFFF FFFFFFFF FEFFFFEFFF FFFEF16A2 EOB8S8FO3E 13DD2945

5C5C2A3D
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F7.1.3 Signature key and verification key

88

X

562A06F64 E162FFCB 51CD4707 774AE366 81B6CEF2 O5FE5D43
912956A2

(Yx, Yy)

B574169E 4FCEF1AF 3429D8BB 5481FF7D FA978690 492E1098

B80OA5579

1576819B DO9F0B685 19EE844A FE88CCEB 2AD574A5 6472D954

1461AE7E
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F.7.1.4 Per message data

h(

E7.1

M

ASCII form of “This is a sample message for EC-KCDSA implementation validation.” =

54 68 69

65 73 73

41 20 69

61 6C 69

73 20 69

61 67 65
6D

70 6C

64 61 74

73 20 61
20 66 6oF
65 6D 65

69 6F 6E

20 73 61

72 20 45
6E 74 61

2E

ISO/IEC 14888-3:2016(E)

6D 70 6C

43 2D 4B

74 69 6F

65 20 6D

43 44 53

6E 20 76

" [I1M)

R

7T6A0AFC1

78EA4CDA

8646D1B6

Gr=(IIx.Ily).

F887C158

CCB49C2D

ADE18B5B

728B66ED

B574169E

B80A5579

6472D954

8C5CB967

282E2E03

5 Signature

65203FF7

B7118745

4FCEF1AF

1576819B

1461AE7E

71166477

20A079FB

2C69C113

017631E5

3429D8BB

DOSFOB68S

000Q0000

FF84D281

223865A7

A457DF64

E54B36C0O

S5AQ1FFTD

19EE844A

00000000

DB766201

BCB447F3

4F 627801

332D70B3

FA978690

FES88CCEB

2F842138

CO3A35D8

DFF99D1B

CAA8FBI10

492E1098

2AD574A5

8AAGFCO5

EEAS58COXEOCDCEBS 799B00D2 412D928F DD23122A 1C2BDF43

C2F8DAFA

AEBABS53C 7A44A8B2 2F35FDBY DE265F23 B89F65A6 9A8B7BD4

061911A6

F.7.1.6 Verification

R' = EEA58CS1 EOCDCEBS 799B00D2 412D928F DD23122A 1C2BDF43

C2F8DAFA

E7.2 Example 2: Field Fp, 256-bit Prime B, SHA-256

F.7.2.1 General

This example uses SHA-256 as the hash-function h. The hash-code is simply the value of SHA-256.
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F.7.2.2 Parameters

The field is Fp where P is

P = FFFFFFFE 00000001 00000000 00000000 00000000 FFFFFEFFEF
FFFFFFEFEF FEFEFFFEFE

The elliptic curve is: Y2 = X3 + a X+ b over Fp.

a = FFFFFFFF 00000001 00000000 00000000 00000000 FFFFFFFEF

FFFFFFFF FFFFFFFC

b 3 5AC635D8 AA3A93E7 B3EBBD55 769886BC 651D06B0 CC53BOF6
3BCE3C3E 27D2604B

G 3 (Gx, Gy)

Gy ¥ 6B17D1F2 E12C4247 F8BCE6E5 63A440F2 77037D81/,2PEB33A0
FAA13945 D898C296

Gy ¥ 4FE342E2 FE1A7FO9B 8EE7EB4A 7COF9E16 2BEE3357 6B315ECE
CBB64068 37BF51F5

Q 4 FFFFFFFF 00000000 FFFFFFFF FFEFRRFF BCEG6FAAD A7179E84

F3BI9CAC2 FC632551

F.7.2.3 Signature key and verification key

X 3 9051A275 AA4D9843 9EDDED13 FA1C6CBB CCE775D8 CC9433DE
E69C5984 8B3594DF

Y 3 (Yx Yy)

Yx ¥ 148EDDD3 T34FD5F1 5987579F 516089A8 COFEF4AB 76B59D7B
8A01CBE5" 6C4EDFDF

Yy 3 A4ERE42C B4372A6F 2F3F71A1 49481549 F68D2963 539C853E

4€B94696 569E8D61

F7.2.4 Per message data

M = ASCII form of “This is a sample message for EC-KCDSA implementation validation.” =
54 68 69 73 20 69 73 20 61 20 73 61 6D 70 6C 65 20 6D
65 73 73 61 67 65 20 66 6F 72 20 45 43 2D 4B 43 44 53
41 20 69 6D 70 6C 65 6D 65 6E 74 61 74 69 6F 6E 20 76

61 6C 69 64 61 74 69 6F 6E 2E
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K = 71B88F39 8916DA9C 90F555F1 B5732B7D C636B49C 638150BA
Cl1BFO5C FE16596A
II' = Gk=(IIx.Iy).
Iy = EC3847B0 CA52038A 823D0230 14546B41 4946EFO0A 6EE09228
38948459 5F30E26C
IIy = 0640451D 36932442 4ABC681D 65653986 6AD9C494 D26FAC1l4
69FC2A08 D945F130
Y' = 148EDDD3 734FD5SF1 5987579F 516089A8 COFEF4AB 76B539D7B
8AQ1CDC5 6C4EDFDF A4E2E42C B4372A6F 2F3FT71A1 49481549
F68D2963 539C853E 46B94696 569E8D61
h(Y[ ||[M) = 681C8ED8 9E8BOEIB C369AA10 6F6B9813 E6338F0C 54BES577A
87623492 52F9BEDF
F.7.2)5 Signature
R = OEDDF680 601266EE 1DA83ES5 AGD9445F CT81DAEB 14C765E7
E5DOCDBA F1F14A68
S = 9B333457 661C7CF7 41BDDBCO 835553DF BB37EE74 F53DB699
EOA17780 CT7B6F1DO
F7.2/6 Verification
R' = OEDDF680 60¥266EE 1DA83E55 A6D9445F C781DAEB 14C765E7
E5DOCDBA F1F14A68
F.7.3] Example.3:Field F;m, m=233, SHA-224
F7.3]1 General
This exaimple uses SHA-224 as the hash-function h. The hash-code is simply the value of SH

F.7.3.2 Parameters

A-224.

The field Fym is represented as polynomials modulo the irreducible polynomial x233 + x74 + 1.

The elliptic curve is: Y2 + XY= X3 + a X2 + b over Fpm,

a

b

1

0066 647EDE6C 332C7F8C 0923BB58 213B333B 20E9CE42

81FE115F

(Gx, Gy)

TD8F90AD
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Gy = OOFA CODFCBAC 8313BB21 39F1BB75 S5FEF65BC 391F8B36
F8F8EB73 71FD558B

Gy = 0100 6A08A419 03350678 E58528BE BFS8AOBEF F867ATCA

36716F7E 01F81052
Q = 0100 00000000 00000000 00000000 0013ES74 E72F8A69

22031D26 O03CFEOD7

F7.3.3 Signature key and verification key

X 3 00BF 83825505 3DBF499C BE190DE3 5BC14AFC 1EA142F3
5EE69838 5B48D688

Y 3 (Yx, Yy)

Yy # 01F4 85A65E59 B336E140 1C8BA311F 01C92626 C6Q3E6IF
12A627E5 3E8F0675

Yy 3 01BF 338CE75A DFBO7DEB D962E1D8 0C101387 269AC995

1B40422B 12ESDA3E

F7.3.4 Pel message data

M |[= ASCII form of “This is a sample message for EC-KCDSA implementation validation.”|=
54 68 69 73 20 69 73 2661 20 73 61 6D 70 6C 65 20 6D
65 73 73 61 67 6520 66 6F 72 20 45 43 2D 4B 43 44 53
41 20 69 6D 70 € 65 6D 65 6E 74 61 74 69 6F 6E 20 76
61 6C 69 64~61 74 69 6F 6E 2E

K|= 00F4 FO88I92E 8EB1CD8B 4ECB3A53 33746B40 EBF16966

A213BI8A 176B2F62

H = Gk= (HX,Hy)-

]YX = 00E4 5041E7AA 060B8B1A 02A7ACAC DB4EO9S5EF F61F33CO

BB8D6EC2 F1C68BA1
Iy = 0155 B3A1DA61l F81E04D5 80DO7E92 93DF3D4C TFE34686
BD157374 4D8D3F18
Y' = 01F485A6 L5E59B336 E1401C8A 311F01CS 2626C663 E69F12A6

27E53E8F 067501BF 338CE75A DFBO7DEB D962E1D8 0C101587
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269AC995 1B40422B 12E9DA3E 00000000

h(Y'||M) = E74B3C74 72F2E97E C31861CA 1773472E 58828A98 026277CB

E7.3.

-3:2016(E)

E7.3

F.7.4

F.7.4
This

00EF36AC
5 Signature
R = 82EF9427 4ACT70A3D AC231E38 AEOFOD31 8FD8E189 EE40A3EQ
61EC80BF
S = 00A8 CDT7F7573 BAC3C4C4 O0F65FDC CCD46F58 EBFC54CE

45571075 FD7704DB

6 Verification

R' = 82EF9427 4ACT70A3D AC231E38 AEOF0D31 8FDSEL89 EE40A3EO

61EC80BF

Example 4: Field F;m, m=233 (Koblitz Curve), SHA-224

1 General

bxample uses SHA-224 as the hash-function i\ The hash-code is simply the value of S

exampple uses a Koblitz curve as an elliptic curve.

F.7.4
The f]
The 6

2 Parameters
eld Fpm is represented as polynantials modulo the irreducible polynomial x233 + x74 4
lliptic curve is: Y2 + XY = X3%a X2 + b over Fpm.
a=0
b=1
G = (GxGy)
Gy =\0172 32BA853A TET731AF1l 29F22FF4 149563A4 19C26BF5

OA4CO9D6E EFAD6126

HA-224. This

Gy 01DB 537DECE8 19B7F70F 555A67C4 27A8CD9B F18AEBI9B

56E0C110 56FAE6A3
Q = 80 00000000 00000000 00000000 00069D5B B915BCD4

6EFB1AD5 F173ABDF
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F.7.4.3 Signature key and verification key

X = 0073 6439374F 72B1C723 AE611CB3 DFBCAOA8 E2C5096B
DBOC2D37 21167B49

Y = (Yx Yy)

Yy = 01E9 1DEFBD41 AE655105 EO46EO3E Cl13E3860 0E9A2CH

920B8E75 53721605

Yy 3 0112 9C2706D1 9D134891 C7BAD84A 5600C2AF F86068C4

7497F5BD 498D0OB76
F7.4.4 Pel message data

M |= ASCII form of “This is a sample message for EC-KCDSA implementation validation.”|=
54 68 69 73 20 69 73 20 61 20 73 61 6D 70 6865 20 6D
65 73 73 61 67 65 20 66 6F 72 20 45 43 2D 4B 43 44 53
41 20 69 6D 70 6C 65 6D 65 6E 74 61,74 69 6F 6E 20 76
61 6C 69 64 61 74 69 6F 6E 2E

K= 0061 7AA0B7A8 197A2B81 01500BEE»55D5322A 7149E275

FO91ADBC7 E30128E4

I F Gk=(IIx,Ily).

]]X = 01BB 9CDB150A 2E5669ED C491320C 3F84E28A 7D6631BC
51127677 A2CF2FEF

Iy F O0ODA E917793C' 12DE86AA 6727C396 A3131B69 33344EDD
B621DD29% BC09B648

Y'[ OLE9TDEF BD41AE65 5105E046 EO3ECI3E 38600ESA 2C9AS20B

8E755372 16050112 9C2706D1 9D134891 C7BAD84A 5600C2AF

F86068CA 749 7F5BD—498D0B 7600000000

h(Y'||M) = FC712972 727661DE B546E86A B6937DB7 DIE61A36 DF5CEA86

044BFF25
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F.7.4.5

R

E7.4.6

Signature

ISO/IEC 14888-3:2016(E)

B164A12F 615CC661 C1l0B78CB 6EOICODE 46337C50 CO36FACS

51178752

004A 2109081E B3ADF95C 19FFAE89 5D303B83 147B27C6

EFAE8536

Verification

2BFAB89A

F.7.5

F.7.5
This

E7.5

The fleld Fom is represented as polynomials modulo thetyreducible polynomial x283 + x12 4

51178752

1 General

2 Parameters

Example 5: Field F;m, m=283, SHA-256

The dlliptic curve is: Y2 + X Y= X3 + a X2 + b over Fynt

R' = B164A12F 615CC661 Cl10B78CB 6EOLCO9DE 46337C50 CO36FACS

bxample uses SHA-256 as the hash-function h. The hash-code-is simply the value of SH

A-256.

x7 + x5+ 1.

a=1

b = 027B680A C8B8596D ASA4AFS8A 19A0303F CA97FD76 45309FA2
A581485A F6263E3d, 3B79A2F5

G = (Gx, Gy)

Gy = 05F93925 8DB7DDY90 E1934F8C 70BODFEC 2EED25B8 557EACSC
80E2E198 FS8CDBECD 86B12053

Gy = 0366854 FE24141C B98FE6D4 B20D02B4 516FF702 350EDDBO
826779C8 13F0DF45 BE8112F4

Q"= O3FFFFFF FFFFFFFF FFFFFEFFF FFFEFFEE FFFFEF90 399660FC
938A9016 5B042A7C EFADB307

F.7.5.3 Signature key and verification key

X = 00D64BEC 51F1ADAO 5BBD4F2B 53405B0C E8A1B99C D8DB6309
76A47F76 FO8F205E EFC3FBDS8

Y = (Yx, Yy)

Yy = 04313C7E 9C4Fr80D2 6A287B37 FETFAA96 BE31F116 2E18BDB4

© ISO/IEC 2016 - All rights reserved
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70CF43D4 DB28DE10 8BOO7ESF

Yy = 0342CCF6 F502F9DF EC208170 24326C26 E867ELFB EC6634CB

17023CA0 222D6112 EOBFA1O06

F7.5.4 Per message data

M = ASCII form of “This is a sample message for EC-KCDSA implementation validation.” =

54 68 69 73 20 69 73 20 61 20 73 61 6D 70 6C 65 20 6D
65 73 73 61 67 65 20 66 6F 72 20 45 43 2D 4B 43 44 53
41 20 69 6D 70 6C 65 6D 65 6E 74 61 74 69 6F 6E 20 76
61 6C 69 64 61 74 69 6F 6E 2E
K|= 00D18E44 CB7F75F8 01277FA5 CF31A268 8CC2F322 2FA9F26E
E8598126 AFEEE4E3 8DDOEOSE
II'|= Gk= (I, Iy ).
]]X = OlEBEIE7 8BAFI9EF6 833189B3 ACC5B3DC{(85788292 E0006D9S0
F8A4E2AE C3027F28 BE47FACA
]YY = 0721C5B3 4A038EE1l 1DEE2FAE DA84FD46 CBCF37BA 676677BB
AB731AE8 8C52833B AB776F45
Y'|= 04313C7E 9C4F80D2 6A28%B37 FETFAA96 BE31F116 2E18BDB4
70CF43D4 DB28DE10 8BOO7ESF 0342CCF6 F502F9DF EC208170
24326C26 EB6T7E1IEB EC6634CB 17023CAOQ
h(Y'||M) |¢ 148DF2CD 1a4ES437 69FS5F0B4 FEO7A87A D630C512 A3978248
S5B8B8A1A, EA50D662
F.7.5.5 Signature
R 3 4AZ23BA73 B29A9010 ACD1E231 3BY9A252C E209C7BF 3643926F
AT7TBF8C87 A8C76D40
S = O03AA4FFF F1FAC3EE BF9C8798 2E717572 71CB7662 BA03463B
8B5F97B0 5C7F7C2C 88A31799
E7.5.6 Verification
R' = 4A23BA73 B29AS010 ACD1E231 3B9A252C E209CT7BF 3643926F
A7BF8C87 A8C76D40
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F.7.6 Example 6: Field F;m, m=283 (Koblitz Curve), SHA-256

F.7.6.1 General

This example uses SHA-256 as the hash-function h. The hash-code is simply the value of SHA-256. This
example uses a Koblitz curve as an elliptic curve.

F.7.6.2 Parameters

The field Fom is represented as polynomials modulo the irreducible polynomial x283 + x12 + x7 + x5 + 1.

The d

E7.6

LlIptic curve 1s: Y4+ X Y = X3 +a X4 + b over koM,

a
b
G

Gx

Gy

0

1

(Gx, Gy)
0503213F
16876913
01CCDA38
E4596236
01FFFFFF

265DFFT7F

78CA4488

BOC2AC24

OF1C9E31

4E341161

FFFFFEFEE

94451E06

3F1A3B81

58492836

8D90F95D

77DD2259

FFFFFEFEE

1E163Ch1

3 Signature key and verificatiopkey

X

Yx

Yy

014930E6
FOAG613B9
(Yx, Yy)

078A6AELD
QDCBC59D
07B6D962

CD85D65A

6B51F09F

6DOJF /DB

D5F779F2

F7B1A095

5F2D9DDF

9E915D58

EEBBAFFC

8F6EBAT4

5E8AB413

BC3027AE

516B5037

6976C0O00F

62F188E5

07E5426F

EFFFFFFF

9111C5CF

965E217F

E1IE7B115

53CDPRO5F

E87E45C0

FFFFEOAE

8AE406C9

E6B1E63D

26E12AC4

23C1567A

E8184698

2EDO7577

35AC9618

4717EEF5

E65AD498

F.7.6.4 Per message data

M = ASCII form of “This is a sample message for EC-KCDSA implementation validation.” =

54 68 69

65 73 73

41 20 69

61 6C 69

73 20 69

61 67 65

6D 70 6C

64 61 74

© ISO/IEC 2016 - All rights reserved
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K = O1EA8FBS5 72B7B2DA 7149DCD8 78101ECFEF 3F296400 E13A0D65
C8B6ES58 C0237C6D A55268A1
[T = Gk=(Ily Ily).
IYX = 0227BDFF E74468EE 3A327AAC 7078252F F545113A 1DD9A2EOQ
7A0D238B AE601410 34D91C33
]]Y = 02F519CC EO8F4ACC 46AB4323 45DDOF69 408E1346 5E017832
94DE4128 4E24D02B D6916937
Y' 3 078A6ACD D5SF779F2 5E8AB413 965E217F E6B1E63D 4717EEFS
0DC8C59D F7B1A095 BC3027AE 07B6D962 5F2DO9DDF 516B50 8%
E1E7B115 26E12AC4 E65AD498 CD85D65LA
h(Y'|IM) 4 23893E3F 87BA26BB BOSEOE9B F83A40B0 14EFB95B,£87B3AF4
C34902D6 12C8A2B4
F7.6.5 Signature
R # E214F3CF 8BBB6E92 F779E6C8 A3424BABV 64734002 S5EB49EED
C6016746 81B14AFD
S 4 0014CCOB B9245B7A 8BC3C6EQ «392AAACE DCED8A61 9D9676E9
73D5244D T7F45E01D B425AQ98E
F.7.6.6 Verification
R' 3 E214F3CF 8BBB6E92) F779E6C8 A3424BA8 64734002 5EB49EED
C6016746 B81BIZAFD

F.8 EC-GDSA mechanism

F.8.1 Genpral

For the following examples Brainpool curves and SHA-2 are used.

F.8.2 Example 1: Field Fp, 192-bit Prime P, SHA-256

F.8.2.1 Parameters

The field is Fp where P is in hexadecimal

P =

C302F41D 932A36CD AT7A34630 93D18DB7 8FCE476D E1A86297

The elliptic curve is: Y2=X3 + a X + b over Fp.

98
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a = 6A911740 76BLEOE1l 9C39C031 FE8685C1 CAEO040E5 C69A28EF
b = 469A28EF T7C28CCA3 DC721D04 4F4496BC CATEF414 OFBF25C9
G = (Gx, Gy)
Gy = COAO647E AAB6A487 53B033C5 6CBOF090 OA2F5C48 53375FD6
Gy = 14B69086 6ABDSBB8 8BLF4828 C1490002 E6773FA2 FA299B8F
Q = C302F41D 932A36CD ATA3462F 9E9E916B 5BE8F102 SAC4ACCl
F.8.2)2 Signature key and verification key
X = 40F95B49 A3B1BF55 311A56DF D3B5061E E1IDF6439 84D41F35
= (Yx Yy)
Yy = 754A8F6C 30D28AE9 A63443C9 T7DEC844A 15F797D0 B78FEEQ3
Yy = 63EC81B4 6A9F3833 025037DF E7DCDDE7 AERZOE5E7 C6733C35
F.8.2j]3 Per message data
M = ASCII form of "brainpoolP192r1" =
62 72 61 69 6E 70 6F 6F 6C 50 31 39 32 72 31
K = 52966260 96288CC4 69F17Q4E CO5F44D1 EC18BD32 CEB02DSB
11 = (Iy.Ily).
Iy = AOOBOAA2 5DB6AB5SE, 21B86300 DI9BCO99F5 6E9DD1IB7 F1DC4774
[I, = 58COF50E 2ELEGBO1 A50E280E 6DB71637 AE9579BC 1565F369
h(M) = 2AE5880D, 61FCA83B 2D4C9281 356B9FD2 F7C21359 BAT89FBF
D7068AE2 FOAL101EC
H = 2AES880D 61FCA83B 2D4C9281 356BY9FD2 F7C21359 BAT789FBF
(H is the truncated SHA-256 hash-code of message M to the same bit length as q.)
E8.2/4. . Signature
R = AOOBOAA2 5DB6AB5SC 21B86300 DSBCY99F5 6EO9DDIB7 F1DC4774
S = 634635EF 813247D7 20245C94 09FB20A2 67C560C8 8EB2B07B

F.8.2.5 Verification

Rr

AOOBOAA2 5DB6AB5C 21B86300 D9BCIO99F5 6EO9DD1B7 F1DC4774
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F.8.3 Example 2: Field Fp, 224-bit Prime P, SHA-224

F.8.3.1 Parameters

The field is Fp where P is in hexadecimal

P

a

Gx

Gy

X

Yx

Yy

F.8.3.3 Per message data

M

= D7C134AA 26436686 2A183025 75D1D787 BO9F0757 97DA8IYFS

TEC8COFF
The elliptic curve is: Y2=X3 + a X + b over Fp.

3 68ALE62C ASCE6CLC 299803A6 C1530B51 4E182AD8 BO042A59
CAD29F43

3 2580F63C CFE44138 870713B1 A92369E3 3E2135D2 66DBB8A42
386C400B

7 (Gx, Gy)

1 D902SAD2 CTESCF43 40823B2A 87DC68CY9 E4CEG4A74 ClEGEFDE
E12C07D

3 58AA56F7 72C0726F 24C6B89E 4ECDAC24v354BO9E99 CAA3F6D3
761402CD

1 D7CL134AA 26436686 2A183025 «}5DOFB98 D116BC4B 6DDEBCA3
ASAT939F

F.8.3.2 Signature key and verification Key

3 7E75BC2C D573B3824) EDOS977AD 611763DD 57FB29B2 20883344
B81DF037

3 (Yx, Yy)

3+ 8B29B268 866CEDCD A528F443 CAE7BO7B F82BDC59 1A4BA29A
CS5EYBA4E

—CD7 A CTADEEAZ 20— FEATBF 64 C203C46E—60AF 6699 CEGETE4ES
076B5807

= ASCII form of "brainpoolP224r1" =
62 72 61 69 6E 70 6F 6F 6C 50 32 32 34 72 31

= 5B604F2C 35ED0401 FCA31E88 O0CB55C2A 7456E71A 5CBAASDF

100

2FCO3CA9
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11 = (y.Ily).
]]X = 60FBB2B1 5F055CD1 D482ED6D C5069C8F 624A3405 B67D11B3
B65E0234
]YY = 2C4359F0 ASA69F5A 29D1C1F3 86C1DCA6 5A47D160 DA1FBFB2
BASA2FDB
h(M) = AC2AC36A D5SDAF131 951BA30B 330722C7 4BCFFF79 0617D1F0
908E06AF
F8.3/4 Signature
R = 60FBB2B1 5F055CD1 D482ED6D C5069C8F 624A3405,B67D11B3
B65E0234
S = S5A050F05 AFOB106B A3F14696 E6162CA4 6EBABD2C 144419DB
B5BFBDCO
F.8.3{5 Verification
R' = 60FBB2B1 5F055CD1 D482ED6D.C5069C8F 624A3405 B67D11B3
B65E0234
F.8.4) Example 3: Field Fp, 256-bit Prime B SHA-256
F8.4j]1 Parameters
The fjeld is Fp where P is in hexadecimal
P = A9FB57DBWALEEASBC 3E660A90 9D838D72 6E3BF623 D5262028
20134830 1F6E5377
The dlliptic curyeis: Y2 = X3 + a X + b over Fp.
a~=>/D5A0975 FC2C3057 EEF67530 417AFFE7 FB8055C1 26DC5C6C
E94A4B44 F330B5D9
b = 26DC5C6C E94A4B44 F330B5D9 BBD77CBF 95841629 5CFT7EICE
6BCCDC18 FF8CO7B6
G = (Gx, Gy)
Gy = 8BD2AEBY9 CBT7ELT7CB 2C4B482F FC81B7AF BO9DE27E1 E3BD23C2
3A4453BD 9ACE3262
Gy = S547EF835 C3DACA4FD 97F8461A 14611DC9 C2774513 2DEDS8E5L4
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5C1D54C7

2F046997

Q = A9FB57DB AlEEASBC 3E660A90

901EQE82

974856A7

F.8.4.2 Signature key and verification key

X

~

>

~
~

F.8.4.3 Pe

M

Iy

h(M) 1

52B929B4 0297437B 98973A2C

ADSO02F00

D55A13A3

9D838D71

437E8F03

8C397AA3

A231EB61

B561A6F7

EOCD38FD

(Yx, Yy)

90A53E95
3690A5E1
OC31FOOF

2B8F1D8C

D88397AC

6848AC0OD

0B3EAC60

D6790714

' message data

76C7C128

AS92A19AD

ASCII form of "brainpoolP256r1" =

62 72 61
E6421272

513041AD
(Ix.Ily)-
829349E3
01DD7A08
0E927978
8FDEE63D

DB7A9E1C

FEAS3DF1D

69 6E 70

DDAB9C20

E6286D9

B6E1F3ES

67E44EAT

E6Q0F907

27CE9763

4E37DDEO

ATEC9910

6F 6F 6C

7B119BDD

I5EB9581

68B68CIE

AEA27A34

297134D9

96E9BA31

50 3235

10€03861

BEOF958D

572D33EC

E3179BD6

4BB52866

3A43E100

36 72 31

005752EE

CCAAA6BG6

2F8D8FCY

DF307204

AD6474C1

D4De8FEF

ABB3ACY97

8D83BAT77

D577D743

T5AT7993A

F.8.4.4 Signature

R

9]
1

102

829349E3

01DD7A08

3DC2F103

610042B7

B6E1F3ES

6 7E44EAT

296A793E

730BBDCE

15EB9581

50DC2266

BEOF958D

657470A4

CCAAAGBG6

0D2C9EAL
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F.8.4.5 \Verification
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829349E3 B6ELIF3E5 15EB9581 BEOF958D CCAAA6B6 8D83BAT7

01DD7A08

6 7E44EA7

F.9 EC-RDSA mechanism

F9.1 Example 1: Field Fp, 256-bit Prime P, SHA-256

F9.1

For the following example, SHA-256 is used exclusively for the hash-function, so thehash-c
hlue of SHA-256, converted according to Annex B to the appropriate data items

thev

From
ensul
discr

Fo9.1
The f]

The d

1 General

a security viewpoint, it is important to avoid cryptographically weak{ctrves (e.g.
ed that a particular curve is not vulnerable to attacks on special inistances of the ¢
bte logarithm problem).
2 Parameters
eld is Fp where P is in hexadecimal
P = 80000000 00000000 00000000 00LODO000 00000000 00000000
00000000 00000431
lliptic curve is: Y2 = X3 + aX + b over Fp.
a="7
b = S5FBFF498 AA938CEZ 39B8E022 FBAFEF40 563F6E6A 3472FC2A
514COCE9 DAEZ23BTE
G = (Gx, Gy)
Gy = 2
Gy = 08E2A8A0 E65147D4 BD631603 0OE16D19C 85C97FO0A 9CA26712
2B96ABBC EATESFCS
O-= 80000000 00000000 00000000 00000001 SOFEBAI8 92976154
C59CFC19 3ACCF5B3
F.9.1.3 Signature key and verification key
X = 7A929ADE 789BBI9BE 10ED359D D39A72C1l 1B60961F 49397EEE
1D19CE98 91EC3B28
Y = (Yx Yy)
Yy = 7F2B49E2 70DB6D90 D8595BEC 458B50C5 8585BA1D 4E9B788F
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6689DBD8 E56FD80OB

Yy = 26F1B489 D6701DD1 85C8413A 977B3CBB AF64D1C5 93D26627
DFFB101A 87FF77DA
F9.1.4 Per message data
M = ASCII form of "abc" = 616263
h(M) = BA7816BF 8FO0ICFEA 414140DE 5DAE2223 BO0361A3 96177A9C
B410FF61 F20015AD
K 4 77105C9B 20BCD312 2823C8CF 6FCC7B95 6DE33814 E95BT7FE6
4FED9245 94DCEAB3
I 3 (Hy.Ily)
Ty 7 41AA28D2 F1AB1482 80CD9EDS 6FEDA419 74053554\A42767B8
3AD043FD 39DC0493
Iy - 489C375A 9941A304 9E33B343 61DD2041<72AD98C3 E5916DE2
7695D22A 61FAE46E
F9.1.5 Signature
R 3 41AA28D2 F1AB1482 80CDSEDPS> 6FEDA419 74053554 A42767BS8
3AD043FD 39DC0493
S 3 OATBA472 2DA5693FK.229D175F AB6AFB85 7EC2273B 9F88DA58
92CED311 7FCFlE36
F9.1.6 Verification
3 (I, ity)
]]} 3 4XAA28D2 F1AB1482 80CDSEDS5 6FEDA419 74053554 A42767B8
SADU43FD 39DCU493
]]; = 489C375A 9941A304 9E33B343 61DD2041 72AD98C3 E5916DE2
7695D22A 61FAE46E
R' = 41AA28D2 F1AB1482 80CDY9EDS5 6FEDA419 74053554 A42767B8
3AD043FD 39DC0493
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