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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology, |

International
The main ta

Standards ad
an Internation

brnmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inforn
b0 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives}-Part 2.
5k of the joint technical committee is to prepare International Standards.Draft Interna

opted by the joint technical committee are circulated to national bodies forvoting. Publicat
al Standard requires approval by at least 75 % of the national bodies gasting a vote.

ISO/IEC 148

[a

J

8-3 was prepared by Joint Technical Committee ISO/IEC.JFC 1, Subcommittee

IT Security techniques.

This second
revised. It al
and object id

ISO/IEC 148

hation

tional
on as

C 27,

dition cancels and replaces the first edition (ISO/IEC 14888-3:1998), which has been technically

50 incorporates Technical Corrigendum ISO/IEC 14888-3:1998/Cor.1:2001. New mecha
ntifiers have been specified.

IS consists of the following parts, under thecgeneral title Information technology — Seé

Digital signatures with appendix:
eneral
teger factorization based mechanisms

iscrete logarithm based mechanisms

hisms

curity

techniques —
— Part1: G
— Part 2: I
— Part3: D
Vi
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Introduction

Digital signature mechanisms can be used to provide services such as entity authentication, data origin
authentication, non-repudiation, and data integrity. A digital signature mechanism satisfies the following
requirements.

e Given either or both of the following two things:

o the verification key but not the signature key,

o a set of signatures on a sequence of messages that an attacker has adaptively.chosen,
it should be computationally infeasible for the attacker:

o to produce a valid signature on a new message,

o to produce a new signature on a previously signed message, or

o to recover the signature key.
It should be computationally infeasible, even for the signer, to find twocdifferent messages with the
same signature.

NOTE|- Computational feasibility depends on the specific security requirements and-environment.

Digitdl signature mechanisms are based on asymmetric cryptographic techniques and involvg three basic
operations.
e| A process for generating pairs of keys, where each pair consists of a private signaturg key and the
corresponding public verification key.

A process that uses the signature key, called the signature process.

A process that uses the verification key, called the verification process.

Therqg are two types of digital signature mechanisms.
When, for a given signature key, anysxtwo signatures produced for the same message are always
identical, the mechanism is said to be:hon-randomized (or deterministic); see ISO/IEC 14888-1.

When, for a given message and signature key, each application of the signature procegs produces a
different signature, the mechanism is said to be randomized.

The dight mechanisms specified in-this part of ISO/IEC 14888 are all randomized.

Digital signature mechanisms can also be divided into the following two categories.
¢| When the whole.message has to be stored and/or transmitted along with the dignature, the
mechanism is( termed a "signature mechanism with appendix" (which is thg subject of
ISO/IEC 14888).
| When theswhole message, or part of it, can be recovered from the signature, the rhechanism is
termed-a"signature mechanism giving message recovery" (see ISO/IEC 9796).

Secuiity of'the digital signature mechanisms is based on unsolvable problems, i.e. problems fo which, given
current knowledge finding a solution is computatlonally |nfeaS|bIe such as the factorlzat|on pragblem and the
idix based on
the discrete logarithm problem, and ISO/IEC 14888-2 specifies digital S|gnature mechanisms with appendix
based on the factorization problem.

NOTE - The previous version of ISO/IEC 14888 grouped identity-based mechanisms into Part 2 and certificate-based
mechanisms into Part 3, with each of the two parts covering mechanisms based on both the discrete logarithm and the
factorisation problems. This revision re-organizes the grouping, so that Part 2 contains integer factoring based
mechanisms and Part 3 discrete logarithm based mechanisms.

This part of ISO/IEC 14888 includes eight mechanisms, two of which were in ISO/IEC 14888-3:1998, and

three of which are in ISO/IEC 15946-2:2002. The Korean Certificate-based Digital Signature Algorithm
(KCDSA) and two mechanisms based on pairing technology are newly added.
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The mechanisms specified in this part of ISO/IEC 14888 use a collision resistant hash-function for hashing the
entire message (possibly in more than one part). ISO/IEC 10118 specifies hash-functions.

The International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC)
draw attention to the fact that it is claimed that compliance with this document may involve the use of patents.

The ISO and IEC take no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured the ISO and IEC that he is willing to negotiate licences under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect,
the statement of the holder of this patent right is registered with the ISO and IEC. Information may be obtained

from:

ISO/IEC JT(Q

http://www.ni

din.de/sc27

Further inforn

nation is available from the identified patent-holders.

1/SC 27 Standing Document 8 (SD 8) "Patent Information". SD 8 is publicly availaljle at:

Area

In

entors Patent

Issue date

Contact address

DSA

Kr

Avitz US 5 231 668

1993-07-27

[no licengédequired]

Attention is d
rights other t
such patent r

viii

ghts.

rawn to the possibility that some of the elements of this, decument may be the subject of patent
han those identified above. ISO and IEC shall not be held responsible for identifying any|or all
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Information technology — Security techniques —

Dig

ital signatures with appendix —

Part 3:

Dis

crete logarithm based mechanisms

1 S

This part of ISO/IEC 14888 specifies digital signature mechanisms with appendix:whose securit

the di

Fore

The
verifig
of) th
signe
can b
baseq
the v
signa
baseq

NOTE
inform

jcope

screte logarithm problem. This part of ISO/IEC 14888 provides

a general description of a digital signature with appendix mechanism;
a variety of mechanisms that provide digital signatures with appendix.
hch mechanism, this part of ISO/IEC 14888 specifies

the process of generating a pair of keys;

the process of producing signatures;

the process of verifying signatures.

erification of a digital signature requirés the signing entity’s verification key. It is thus ¢
r to be able to associate the correct verification key with the signing entity, or more precise
b signing entity’s identification data. This association between the signer’s identification
’s public verification key canceither be guaranteed by an outside entity or mechanism, or th
e somehow inherent in the yerification key itself. In the former case, the scheme is said to K
. In the latter case, the scheme is said to be “identity based.” Typically, in an identity-b3
erifier can derive thelsigner's public verification key from the signer’s identification dat
ure mechanisms.specified in this part of ISO/IEC 14888 are classified into certificate-base
mechanisms,

— For cettificate-based mechanisms, various PKI standards can be used for key manageme
ation, seedlSO/IEC 11770-3, ISO/IEC 9594-8 (also known as X.509) and ISO/IEC 15945.

2 Normativereferences

y is based on

ssential for a
ly, with (parts
data and the
e association
e “certificate-
sed scheme,
h. The digital
and identity-

ht. For further

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 10118 (all parts), Information technology — Security techniques — Hash-functions

ISO/IEC 14888-1:1998, Information technology — Security techniques — Digital signatures with appendix —
Part 1: General
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3 Terms

and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 14888-1 and the following apply.

3.1

finite commutative group
finite set E with the binary operation “+” such that

for all a

,b,ceE (axb)*xc=ax*(b*c)

there exists e € Ewith e * a=afor all a € E;

for all

for all a

for all 4

NOTE 1 —If &°
thata” = e.

NOTE2-1Ins
with additive n

3.2
cyclic group

group E of n ¢lements that contains an element a < E, called the generator, of order n

3.3

pairing
function whic
and produce
following two
and for any t\

- Bilinearn
<P.
<P
<[a

- Non-de

34

Trusted Key
KGC

trusted third

each signing

|P, Q> = <P, [a]Q> = <P, @>°.

c Ethereexistsb e EwWithrb ¥ a=—¢;
.becE a*xb=>b*a;
,beE,a*bekE.

=g, and a"" = a * a" (for n > 0) is defined recursively, the order of a € E s the least positive integer

bme cases, such as when E is the set of points on an elliptic curve, arithmetic in the finite set E is desg
tation.

h takes two elements, P and Q, from an elliptic‘curve cyclic group over a finite field, G4, as
5 an element from another cyclic group oveér a finite field, G,, as output, and which ha3
properties (where we assume that the cyclic groups G; and G, have order q, for some pr
vo elements P, Q, the output of the pairing function is written as <P, Q>).

ity: If P, Pq, P2, Q, Qq, Q, are elements of G, and a is an integer satisfying 1 <a<q -1, the
+P21 Q>=<P15 Q>*<P21 Q>l
Qi+ Q> =<P, Q> * <P-Q»>, and

generacy: If P is a nof-identity element of G4, <P, P> # 1.

Generation_Centre

barty, which, in an identity-based signature mechanism, generates a private signature k
entity

n such

cribed

input,
s the
me q,

by for

key

4 Symbols

allb concatenation of a and b, in the order specified

adb bitwise exclusive OR of a and b

as, a, elliptic curve coefficients

(A, B, C) a permutation of (S, T4, T), which specifies the functionality of the signature mechanisms

D a parameter which specifies the relationship between the signature key and the verification

E an elliptic curve defined by two elliptic curve coefficients, a; and a,

2 © ISO/IEC 2006 — All rights reserved
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E a finite commutative group; in the mechanisms based on a multiplicative group, elements of E
are in Z,; in the mechanisms based on an additive group of elliptic curve points, elements of E
are the points on the elliptic curve E over GF(r)

#E the cardinality of E; in the mechanisms based on a multiplicative group, #E is p - 1; in the
mechanisms based on an additive group of elliptic curve points, #E is the number of points on
the elliptic curve E over GF(r)

gcd(N4, N) the greatest common divisor of integers Ny and N,

G an element of order g in E

GF(r) the Galois field of cardinality r

G, a cyclic group of prime order g; elements of G, are points on an elliptic curve ovef GF(r)

G, a cyclic group of prime order g; elements of G, are elements of a finite field:GF(r)

H, a hash-function that converts a data string into an element in G, (firsPexpress the fata string as
an integer and then convert the integer into a point on E over GF£(r) by using the| /2P function,
see Annex C for details)

h, H, hash-functions, i.e. one of the mechanisms specified in ISOAEC 10118

ID a data string containing an identifier of the signer, used in-Mechanisms IBS-1 and IBS-2

m an embedding degree (or extension degree)

[n]P multiplication operation that takes a positive integer n and a point P on the curve B as input and
produces as output another point Q on the curve E, where Q =[n]P =P+ P+ ... +|P added n -1
times. The operation satisfies [0]P = O (the point at infinity), and [-n]P = [n](-P)

P a generator of G; which is used in Meechanisms IBS-1 and IBS-2

p a prime number or a prime power

q a divisor of #£ and the order of G, and G,, which is a prime number

r the size of GF(r); in¢he mechanisms based on an additive group of elliptic curve|points, r is a
prime power, p", for'some prime p > 2 and integer m > 1.

T the assignmient

T, the first part of the assignment T

T, the-second part of the assignment T

U KGC's master private key, which is a randomly chosen integer used in Mechanisins IBS-1 and
IBS-2

Y4 KGC's master public key, which is an element of G, used in Mechanisms |IBS-1 and IBS-2

Zy the set of integers U with 0 < U < N and gcd (U, N) = 1, with arithmetic defined modulo N

a the bit-length of a prime number (or prime power) p

g the bit-length of a prime number q

14 the output bit-length of hash-functions h and H,

11, x-coordinate of 77

Og the point at infinity on the elliptic curve E

<> a bilinear and non-degenerate pairing
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5 General model

5.1
5.1.1 Certif

51.11

Parameter generation process

icate-based mechanisms

Generation of domain parameters

For digital signature mechanisms based on discrete logarithms, the set of domain parameters includes the
following parameters:

-E,afin
- @, a prin
-G, anel

In the group

te commutative group;
ne divisor of #E;
ement of order g in E

£, multiplicative notation is used. It is worthwhile to note that the particular Signature mech

chosen may place additional constraints on the choice of E, g, and G.

5.1.1.2

A signature k
< q. The corrg

Y=G",

where D is a

NOTE - An impplementation is still considered compliant if jtexcludes a few integers from consideration as poss

values. For eX
generator, G,

5.1.2

5.1.21 Ng

The two iden
curve groups

51.2.2 Gg

For the idern
parameters in

Generation of signature key and verification key

by of a signing entity is a secretly generated random or pseude=random integer X such that
psponding public verification key Yis an element of E and is computed as

ample, the value 1 can be excluded because-this value results in the user’s verification key bei
hich is easily detectable.

Identity-based mechanisms

tation

As a result we use additive group notation here and throughout clause 7.

neration of,domain parameters

tity-based” digital signature mechanisms based on discrete logarithms, the set of d
cludes the following parameters:

anism

0<X

barameter defined by the mechanism to be used:The value of D is one of two values, -1 and 1.

ible X
hg the

lity-based mechanisms. specified in clause 7 are both based on the use of pairings over ¢lliptic

bmain

- G4, a cyclic group of prime order q;

- G, a cyclic group of prime order g;

- P, a generator of Gy;

- g, a prime number - the cardinality of G; and G,

5.1.2.3

Generation of master key

A master private key of a KGC is a secretly generated random or pseudo-random integer U such that
0 < U < q. The corresponding master public key V is an element of G4 and is computed as

V=[UIP.
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4  Generation of signature key and verification key

A signature key of a signing entity is an element of G4 and is computed by the KGC as

X

=[U]Y,

where U is the KGC's master private key and Y is the public verification key generated from an identity string
ID and a hash-function Hy, i.e., Y = H;(ID).

5.1.3 Parameter selection
5.1.3[1 Selecting parameter size
The RQit-lengths of parameters for typical security levels are shown in Table 1. The minimum T

secur|
NOTE
requir
analys

It is
signa

5.1.3.
Selec
one o
the m

NOTE

NOTE]
param

ty level is 2%,

— Security level means the number of steps in the best known attack on a cryptographic primitive.
bd in the best known attack on a hash-function, the security level of the hash-funttion is 2% For a
is of parameter sizes, see Silverman [27], and Lenstra and Verheul [22].

ecommended

f 2% steps are
comprehensive

f the mechanisms/specified in ISO/IEC 10118-3 and H; converts a data string obtained by
echanisms specified in ISO/IEC 10118-3 into an element in G, (see Annex B for details).

1 — The hash=functions used in this part of ISO/IEC 14888 should be collision-resistant.

2 —~The security strength for the selected hash-function must meet or exceed the security s
eters in key generation. The relation between the security levels of a hash-function and parameters

above

ot necessary to select «, f, and y having same security level;\the” security level of an|implemented
ure scheme is the lowest among security levels of parameters,
Table 1 — Parameter sizes according to the security level
Security level 280 2™ 2128 2192 2%

a 1024 2048 3072 7680 15360

p 160 224 256 384 512

% 160 224 256 384 512
2  Selecting hash-fungction
tion of hash-functions\should be based on those standardized in ISO/IEC 10118-3. That is| h and H, are

using one of

trength of the
s shown in the

clause

Furthermore, implementations that verify digital signatures shall have a way of securely determining which
hash-function was used by the signer. Otherwise an attacker might be able to convince a verifier to use a
different weaker, hash-function and thus bypass the intended security level.

5.1.4

Validity of domain parameters and verification key

The signature verifier may require assurance that the domain parameters and public verification key are valid,
otherwise there is no assurance of meeting the intended security even if the signature verifies, and an

adver

sary may be able to generate signatures that verify.
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Assurance of the validity of domain parameters can be provided by one of the following:

- Selection of valid domain parameters from a trusted published source, such as a standard;

- Generation of valid domain parameters by a trusted third party, such as a CA or a KGC;

- Validati
- For the
- Validati
Assurance of
- For the

- For the
a KGC;

- Validati

NOTE 1 - Vali
document.

NOTE 2 — The)
document.

5.2 Signat

on of candidate domain parameters by a trusted third party, such as a CA or a KGC;
signer, generation of valid domain parameters by the signer using a trusted system; and

on of candidate domain parameters by the user (i.e., the signer or verifier).

validity of a public verification key can be provided by one of the following:
signer, generation of the public verification/private signature key pair using a trusted system;

signer or verifier, validation of the public verification key by a trusted third party,-such as a|CA or
and

pn of the public verification key by the user (i.e., the signer or verifier)(

Hation of domain parameters and keys is required. However, how to achieve this is outside the scope|of this

method of authenticating the signer is dependent on the real,applications, which is out of the scope|of this

ure process

All of the sig
used (along

ature mechanisms in this part of ISO/IEC 14888 make use of a randomizing value K, which is
ith the message) to produce a witness R (the first part of the signature) and an assignmenpt (75,

T,). The signpture for the message is the pair (R, S)Wwhere S (the second part of the signature) is computed

as the solutiop of a signature equation.

In the certificate-based mechanisms, specified'in Clause 6, the signature equation is

AK + BX]

given that (A
depending or

In the identity-based mechanisms, specified in Clause 7, the signature equation is

[KIA + [U

)+C50(mod qQ),

, B, C) is a permutation of (S, T4, T,), X is the private signature key and D is a parameter
the particular mechanism.

PIB + €= 0% (in G,).

Given that (A B C) is a permutation of (S, T3, T5), U is the master private key and D is a parameter

depending on

the particular mechanism.

The permutation will be specified or agreed upon when setting up the signature system.

The signature process and the formation of a signed message consist of eight stages (See Figure 1):

- Producing the randomizer

- Producing the pre-signature

- Preparing the message for signing

- Computing the witness
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- Computing the assignment (it is not necessary to compute the assignment in the identity-based

mechanisms)
Computing the second part of the signature
Constructing the appendix

Constructing the signed message.

In this process, the signing entity makes use of its private signature key, its public verification key (optional)
and the domain parameters.

5.21

For €
0<K

NOTE|

NOTE
from g

5.2.2
The i
comp
mech

1

in E.
The g

5.2.3

In the

5.24

The
varial]
witne

5.2.5

Producing the randomizer

ach signature, the signing entity freshly generates a secret randomizer which,is”an ir
< q. The output of this stage is K, which shall be kept secret and destroyed safely after use

1 — The randomizer K can be considered as an ephemeral key.

2 — For the same rationale of 5.1.1.2, an implementation is still considered\compliant if it excludes
pnsideration as possible K values.

Producing the pre-signature

puts to this stage are the randomizer K and optionally signature key X, with which the
anisms specified in Clause 6, it is computed as

7= G~

n the identity-based mechanisms specified in Clause 7, it is individually specified in the
utput of this stage is the pre-signature//7.

Preparing the message for signing
process of preparing the(message, one of M, and M, becomes message M, the other becq
Computing the witness (the first part of the signature)

ariables to this.stage are the pre-signature /77 from 5.2.2 and M; from 5.2.3. The va
les are takén as inputs to the witness function. The output of the witness function is the W
5s function)is specified in the mechanisms.

Computing the assignment

teger K with

a few integers

signing entity

utes the pre-signature, 77, by using K and public) parameters as input. In the ceftificate-based

mechanisms.

mes empty.

ues of these
tness R. The

The inputs to the assignment function are the first part of the signature, which is the witness R from 5.2.4, M,
from 5.2.3, and, optionally, the verification key Y. The output of the assignment function is assignment T = (T,
T,). In the certificate-based mechanisms specified in Clause 6, T; and T, are integers such that

0<|T4|<q,0<|T2|<q.

In the identity-based mechanisms specified in Clause 7, T; and T, are elements of Gj. It is not necessary to
compute T in the identity-based mechanisms.
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5.2.6 Computing the second part of the signature

The inputs to this stage are the randomizer K from 5.2.1, the signature key X, the assignment T = (T4, T,) from
5.2.5, the permutation (A, B, C) of (S, T, T,), a variable D in 5.1.2 and domain parameter q as specified in

5.1.1.1and 5

g.2.1.

In the certificate-based mechanisms, the signing entity forms the signature equation

AK + BX® + C =0 (mod g),

and solves the signature equation for S, the second part of the signature, where 0 < S < q.

In the identity
the signature

[KIA + [U

The pair (R,
5.2.7 Cons
The appendi
could include
signing entity
NOTE — As ing
and appending

message. For
associate the g

5.2.8 Cons

The signed nf

-based mechanisms, the signing entity solves the signature equation for S, the secondy
such that S € G;. This solution satisfies the signature equation

PIB + C = 0 (in G,).
b) will be called the signature, 2.

ructing the appendix

is constructed from the signature and an optional text field, text,/as ((R, S), text). The tex
a certificate that cryptographically ties the public verification\key to the identification data

icated in ISO/IEC 14888-1, depending on the applications there are different ways of forming the ap
it to the message. The general requirement is that the vérifier is able to relate the correct signature
successful verification, it is also essential that prior\to the verification process, the verifier is
orrect verification key with the signature.

q

ructing the signed message

essage is obtained by the concatenation of message M and the appendix, i.e., M || (R, S),

art of

t field
of the

bendix
to the
ble to

text).
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Message, M Signature Key, X

text Verification Key, ¥

[ Producing Randomizer ]
K

A 4 .
[ Producing Pre_Signature }
Y
[ Preparing Message ] 7
M, M,
i | v
; '--)[ Computing Witness ]
E R
' v

Lormms { Computing Assignment ]q
iT
[ —b[ Computing Second Partof Signature ]4—'—

S
\ 4

,': Construeting Appexdix ]47

i ((R, S), text)

’ Constructing Signed Message ]

rM Il (R, ), text)

Signed Message

Figure 1 — Signature process with randomized witness (one of M; and M, is M, the other is empty)

5.3 |Verification process

The verification process consists of six stages (See Figure 2).
- Retrieving the witness
- Preparing message for verification
- Retrieving the assignment (it is optional to compute the assignment in the identity-based mechanisms)
- Recomputing the pre-signature
- Recomputing the witness

- Verifying the witness.
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In this process, the verifier makes use of the signer’s verification key, KGC's master public key (only for the
identity-based mechanisms specified in Clause 7) and the domain parameters.

5.3.1 Retrieving the witness

The verifier retrieves the signature (R, S) from the appendix, and divides it into the witness R and the second
part of the signature S. Also, the verifier checks the range or the bit length of the signature elements, R and S,
according to the rule specified by each signature process. If the predefined rule is violated, the signature shall
be rejected.

5.3.2 Preparing message for verification

The verifier rltrieves M from the signed message and divides the message into two parts My and My

5.3.3 Retrigving the assignment

This stage is|identical to 5.2.5. The inputs to the assignment function consist of the witness R from 5.3{1, M,
from 5.3.2, aphd (optionally) the verification key Y. The assignment T = (T4, T,) is recomputed as the ¢utput
from the assignment function. In the identity-based mechanisms, it is not necessary-to recompute T.

5.3.4 Recomputing the pre-signature

The inputs to| this stage are the set of domain parameters, the verification ‘key Y, the assignment T = (T4, T5)
from 5.3.3, the second part of the signature S from 5.3.1, and optionally’ R from 5.3.1. The verifier assigns to
the coefficientts (A, B, C) the values (S, T, T,) according to the ordef. specified by the signature function, and

in the certificIte—based mechanisms, computes the element ﬁ

In the certificate-based mechanisms, ﬁ is computed in E as

7 =Y"G",
where m=-A"Bmod g and n=-A"C mod q.

In the identitybased mechanisms, it is individually specified in the mechanisms.

5.3.5 Recomputing the witness

The computations at this stage areithe same as in 5.2.4. The verifier executes the witness function. The |nputs
are /1 fromp.3.4 and M, from/5.3.2. The output is the recomputed witness, R.

In Mechanisin IBS-2 specified in Clause 7.2, the process of recomputing the witness is computing two
verification fupctionsxinstead of computing R.

5.3.6 Verifyingthe witness

The signature is verified if the recomputed witness, R, from 5.3.5 is equal to R from 5.3.1.

In Mechanism IBS-2 specified in Clause 7.2, the process of verifying the witness involves checking whether
the two verification function values computed in 5.3.5 are identical, instead of verifying whether R = R holds.
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Message, M Signature, & Verification Key, Y

v
[ Retrieving witness J
J—5T

A

M,

v
e T { Retrieving Assignment ]4
is

v v
[ Recomputing Pre-Signature

lﬁ

————————————————————— b{ Recomputing Witness ]

J’ﬁ

[ Verifying Witness

h
Yes / Na

Figure 2 — Verification pfocess with a randomized witness

6 Certificate-based mechanisms

This glause specifies six certificatesbased mechanisms. These make use of arithmetic in the|multiplicative
group Z, or the additive groupelfiptic curve points. The mechanisms using arithmetic in the |multiplicative
group Z,,, are the Digital Signature Algorithm (DSA), the Korean Certificate-based Digital Signature Algorithm
(KCDBA) and the Pointcheval/Vaudenay algorithm. The mechanisms using arithmetic in the additive group of
ellipti¢ curve points are-the' Elliptic Curve DSA (EC-DSA), the Elliptic Curve KCDSA (EC-KCIDSA) and the
Elliptic Curve German Digital Signature Algorithm (EC-GDSA).

In elliptic curve arithmetic, an elliptic curve point is represented as affine coordinates. That is, ar| elliptic curve
point /7 has two)coordinates: x-coordinate, 7Z, and y-coordinate, 7Z,. Elliptic curves for EC-DSA} EC-KCDSA,
and HC-GDSA are restricted to non-singular curves.

The Hash<function identifier can be used for binding the signature mechanism and the hash-functjon.

6.1 DSA
DSA (Digital Signature Algorithm) is a signature mechanism with E = Z;,, p a prime, and q a prime dividing p -
1. The parameter D of DSA is equal to 1. The message is prepared such that M, is empty and M, is the
message to be signed, i.e., M, = M. The witness function is defined by the formula

R=1ITmod q,

and the assignment function by the formula

(T1, T2) = (-R, -H),
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where H = h(M) is the hash-code of message M, converted to an integer according to the conversion rule
given in Annex B.

NOTE — This mechanism is taken from the U.S. National Institute of Standards and Technology (NIST) Federal
Information Processing Standards Publication 186-3 (FIPS PUB 186-3). The notation here has been changed slightly from

FIPS PUB 186

-3 to conform with the notation used elsewhere in this part of ISO/IEC 14888.

The coefficients (A, B, C) of the DSA signature equation are set as follows

(A, B, C)=(S, Ty, T).
Thus the signature equation becomes
SK-RX}H =0 (mod q).
6.1.1 Parameters
p a prime, where 24" < p < 2%
a prime divisor of p -1, where 27" < q < 2.
G a generator of the subgroup of order q, such that1 < G <q.

Four choiceg

for the pair (o,h) are allowed in DSA, which are (1024, SHA-1), (2048, SHA-224),

SHA-256), and (3072, SHA-256). Corresponding g should be selécted according to « in Section 5

Table 1.
The integers

The paramet

b, q, and G can be public and can be common toa‘group of users.

brs p, g and G are generated as specified\in Annex D. If compatibility with the NIST F

standard is ot required then the parameters p and q can be generated by using the prime gene

techniques gi

NOTE 1 - Itis
PUB 186-3.

NOTE 2 — It i
collisions on th
and, 2'%, resp
to avoid this pr|

NOTE 3 — SHA
SHA-1 is not re

6.1.2 Gene

ven in ISO/IEC 18032.

2048,
1.3.1.

pderal
ration

recommended that all users checkithe proper generation of the DSA public parameters according t¢ FIPS

5 recognized that DSA possesses an unfavourable property in which an attack can be mounted

e underlying hash-functions can be found with a complexity of 2 2" and 2" as compared to 2 0

bctively in the most secure case [30]. This attack though is easily detectable. For users who may st
bperty, it can be prevented by using the mechanisms of 6.2, 6.3 and 6.5.

-1 has receptly-been demonstrated to provide less than 80 bits of security for digital signatures. The
commended.for the generation of digital signatures.

ration of signature key and verification key

where
2112
Il wish

use of

The signature key of a signing entity IS a secretly generated random or pseudo-random Integer X suc
0 < X < q. The parameter D is 1. The corresponding public verification key Y is

Y =G* mod p.

that

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6.1.3 Signature process

6.1.3.1

Producing the randomizer

The signing entity computes a random or pseudo-random integer K such that 0 < K< q.

12
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6.1.3.2 Producing the pre-signature

The input to this stage is the randomizer K, and the signing entity computes
7= G" mod p.

6.1.3.3  Preparing the message for signing

The message is prepared such that M, is empty and M, is the message to be signed, i.e., M, = M.

6.1.3.4 _ Computing the witness

The signing entity computes R = /Tmod q where the witness is simply a function of the pre-signajure. Thus,

R= (GK mod p) mod q.

6.1.3/5 Computing the assignment

The digning entity computes the assignment (T4, T,) = (-R, -BS2I(H)) whére H = h(M,) is the |hash-code of
message M,. The conversion function, BS2/, is given in Annex B.

6.1.3J6 Computing the second part of the signature
The sjgnature is (R, S) where R is computed in 6.1.3.4, and
§ = (K" (BS2/(h(M,)) + XR)) mod q.

The vlue of h(M,) is an y-bit string output of the approepriate hash-function in 6.1.1. For use in computing S,
this s{ring shall be converted to an integer.

As ar| option, one may wish to check if R 0 or S = 0. If either R = 0 or S = 0, a new value of K should be

generted and the signature should be recalculated. (It is extremely unlikely that R = 0 or S = ( if signatures
are ggnerated properly).

6.1.3)7 Constructing the appendix

The gppendix will be the concatenation of (R, S) and an optional text field, text, ((R, S), text).

6.1.38 Constructing the signed message
A signed message is the concatenation of a message, M, and the appendix.

MII(R, S), text)

6.1.4 Verification process

Prior to verifying the signature of a signed message, it is necessary that the verifier has trusted copies of p, q,
GandY.

6.1.4.1 Retrieving the witness

The verifier retrieves the witness R and the second part of the signature S from the appendix. And, the verifier
checks to see that 0 < R < g and 0 < S < q. If either condition is violated the signature shall be rejected.

6.1.4.2 Preparing the message for verification

The verifier retrieves M, = M from the signed message. M, is empty.
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6.1.43 Re

trieving the assignment

This stage is identical to 6.1.3.5. The inputs to the assignment function consist of the withess R from 6.1.4.1
and M, from 6.1.4.2. The assignment T = (T4, T,) is recomputed as output from the assignment function,

6.1.3.5.

6.1.44 Re

computing the pre-signature

The inputs to this stage are domain parameters, verification key Y, assignment T = (T;, T,) from 6.1.4.3 and

second part of the signature S from 6.1.4.1. The verifier obtains a recomputed value /7 of the pre-signature
using the formula

=Y
6.1.4.5
The comput
input is 77 f
mod q.

6.1.4.6

The verifier ¢
the signature

6.2 KCDS

KCDSA (Kor
prime, and q
prepared sug
defined by th

R = h(I2!

Domain para
formula

(T4, Tp) 3
where V = B

NOTE - This

Reicomputing the witness

Verifying the witness

'1T1 mod q G-S"]T2 mod q modp

ions at this stage are the same as in 6.1.3.4. The verifier executes thepwitness function.

om 6.1.4.4. Note that M, is empty. The output is the recomputed witness R such that R

pmpares the recomputed witness, R from 6.1.4.5 to the value of R from 6.1.4.1. If R = R
is valid.

A

ban Certificate-based Digital Signature Algorithm) is a signature mechanism with £ = Z

a prime dividing p - 1. Verification key-¥is G*": that is, the parameter D is -1. The mess

e formula
BS(11)).
meters shall indicatetthe employed hash-function. The assignment function is defined
(V1 -1 )!

2I(R ®H)mod q. The value H is the hash-code from the public key Y and message M.

meéchanism is taken from the Korean Telecommunications Technology Association Standard (TTA

S|E

, then

D> p a
hge is

h that M, is empty and M, is the message to be signed, i.e., M, = M. The witness function is

y the

S.KO-

12.0001/R1), 26

D 2000 Th abih, feans TTACQ LKA 19 NANA /DA ¢

M with

(PN H har o b =y honaad H A £
- DCC—Z oo CToanontTereaSs ot Cangea—Sngrty 1T o7 o oz ouo 7t tO—COmOT

notation used elsewhere in this part of ISO/IEC 14888.

The coefficients (A, B, C) of the KCDSA signature equation are set as,

(A, B, C)

=(T2, S, Ty).

Thus the signature equation becomes

-K+ SX°

14

'+ V=0 (mod g).
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6.2.1 Parameters
a 1024+256i, for i an integer 0 < i< 4
yij 160+32j, for jan integer 0 <j < 3
p a prime, where 2¢" < p <2
q a prime divisor of p - 1, where 2/ < g < 2/
F an integer suchthat1<F<p-1and F -1 mod p > 1
G F(p a mod p, an element of order g in Z;,
/ the input block size (in bits) of the selected hash-function h
Hagh-function identifier or OID with specified hash-function

The inptegers, p, q, G, and /, can be public and can be common to a group of-users.

NOTE|

6.2.2

The s
<X<

¥

A use€
signa

6.2.3

6.2.3,

The

6.2.3.

— It is recommended that all users check the proper generation of the KCDSA public parameters.

Generation of signature key and verification key

ignature key of a signing entity is a secretly generated.fandom or pseudo-random integer
q. The parameter D is —1. The corresponding publi¢verification key Y is

= G*" mod p.

r's secret signature key X and public veérification key Y are normally fixed for a period
ure key X shall be kept secret.

Signature process

g Producing the randomizer

gning entity computes.a random or pseudo-random integer K such that 0 < K< q.

2  Producing‘the pre-signature

The ipput to this.stage is the randomizer K and the signing entity computes

N

7=.G" mod p.

X such that 0

of time. The

6.2.3.

3  Preparing the message for signing

The message is prepared such that M, is empty and M, is the message to be signed, i.e., M, = M.

6.2.3.4 Computing the witness

The signing entity computes R = h(/I2BS(71)), where the output of H is the hash-code of the bit string of length
« converted from the pre-signature /7. The witness is simply a function of the pre-signature. Thus,

R = h(12BS(G* mod p)).

© IS0/

IEC 2006 — All rights reserved
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To compute R, an integer /7shall be converted to a bit string of length «. The conversion rule, I12BS, is given
in Annex B.

6.2.3.5 Computing the assignment

The signing entity computes the assignment (T4, T,) = (V, -1) where V = BS2/(R ® H) mod q, where H=h(Y’
|IM>) is the hash-code of the concatenation of Y’ = [2BS(Y mod 2’) and message M,. The value of Y’ is a bit
string of length /. In computing V, the bit string R ® H shall be converted to an integer before modulo reduction
with respect to q.

NOTE - Y’is a fixed value for a user, Thus this value can be kept as a user parameter.

6.2.3.6 Cgmputing the second part of the signature

The signaturg is (R, S) where R is computed in 6.2.3.4, and
S=X(K|-V)mod q.

6.2.3.7 Cgnstructing the appendix

The appendiy will be the concatenation of (R, S) and an optional text field, text;,((R, S), text).

6.2.3.8 Cgnstructing the signed message
A signed megsage is the concatenation of a message, M, and the appendix.

M|((R, §), text)

6.2.4 Verification process

Prior to verifying the signature of a signed messagg) it is necessary that the verifier has trusted copies ¢f p, g
and G.

The verifier gdlso acquires the necessary data items for the verification process: for example, the verification
key Y (see ISO/IEC 14888-1:1998, clause\9 for additional required data items).

6.2.4.1 Retrieving the witness

The verifier r¢trieves the witness R and the second part of the signature S from the appendix. The verifigr first
checks to seg¢ that the bitlength of R is equal to the output bit length of the employed hash-function h apd 0 <
S < q. If either condition.is violated the signature shall be rejected.

6.2.4.2 Preparing the message for verification

The verifier retrieves M, = M from the signed message. M, is empty.

6.2.4.3 Retrieving the assignment
This stage is identical to 6.2.3.5. The inputs to the assignment function consist of the witness R from 6.2.4.1

and M, from 6.2.4.2. The assignment T = (T4, T,) is recomputed as output from the assignment function,
6.2.3.5.
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6.2.4.4 Recomputing the pre-signature

The inputs to this stage are domain parameters, verification key Y, assignment T = (T;, T,) from 6.2.4.3 and

second part of the signature S from 6.2.4.1. The verifier obtains a recomputed value /7 of the pre-signature

using

the formula

H - YSmodq G T, mod q mod p.

6.2.4.

5 Recomputing the witness

The camputations at this stage are the same as in 6 2 34 The verifier executes the witness function. The

input
6.2.4.

The V
the si

6.3

The n
diviso
mess

R

S ﬁ from 6.2.4.4. Note that M, is empty. The output is the recomputed witness R.
6 Verifying the witness

erifier compares the recomputed witness, R from 6.2.4.5 to the value of Riffom 6.2.4.1. |
pjnature is valid.

Pointcheval/Vaudenay algorithm

r of p - 1. The parameter D is equal to 1. The message is_prepared such that M, is empty
hge to be signed, i.e., M, = M. The witness is defined by the'formula

Y = /7mod q,

and the assignment function is defined by the formula

(
wherg

that t
functi

NOTE
The ¢
(A

Thus

[@a)

I, T2) = (-R, -H)
H = h(I12BS(R)||M) is the hash-code-of the concatenation of the witness R and the mes

ne computation of T, above requires the conversion of the hash-code to an integer. Th
bn is given in Annex B.

— This mechanism is based on‘the algorithm designed by D. Pointcheval and S. Vaudenay in [26].
pefficients (A, B, C)ofithe Pointcheval/Vaudenay signature equation are set as follows

\, B, C) = (S, Ty, ‘F).

the signature equation becomes

K-RX*-H= 0 (mod q).

R = R, then

nethod of Pointcheval/Vaudenay is a variant of the DSA algorithm, with E = z, p a prime, and q a prime

and M, is the

bage M. Note
e conversion

6.3.1

p

q

F

G

Parameters
a prime

a prime divisor of p - 1

p-1)lq

an integer suchthat1 < F<p-1and F( mod p > 1

(p-1)q

F mod p

Hash-function identifier or OID with specified hash-function

NOTE

— It is recommended that all users check the proper generation of the public parameters.

© ISO/IEC 2006 — All rights reserved
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6.3.2 Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such that
0 < X < q. The parameter D is 1. The corresponding public verification key Y'is

Y =G* mod p.

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The

signature key

X shall be kept secret.

6.3.3 Signature process

6.3.3.1 Pr
The signing ¢
6.3.3.2 Pr

The input to t

7= G" nod p.

6.3.3.3
The message
6.3.3.4

The signing €

R = (G* inod p) mod g.

6.3.3.5
The signing €

code of the
converted to

6.3.3.6 Ca
The signature

S=K'(H

Preparing message for signing

Cdmputing the witness

Cagmputing the assignment

pbducing the randomizer

ntity computes a random or pseudo-random integer K such that 0 < K< q.

pducing the pre-signature

his stage is the randomizer K and the signing entity computes

is prepared such that M, is empty and M, is the mesSage to be signed, i.e., M, = M.

ntity computes R = /7mod q where the withess is simply a function of the pre-signature. Th

ntity computes the assignment (T4, T») = (-R, -BS2I(H)), where H = h(I2BS(R)||M,) is the
oncatenation of the witness and message M,. Before the concatenation, the witness sh
b bit string of length {p).

mputing the signature
is (R, S) where R is computed in 6.3.3.4, and

S2I(H) + XR) mod q.

hash-
all be

6.3.3.7

Constructing the appendix

The appendix will be the concatenation of (R, S) and an optional text field, text, ((R, S), text).

6.3.3.8

Constructing the signed message

A signed message is the concatenation of a message, M, and the appendix.

MI|((R, S), text)

18
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6.3.4 Verification process

Prior to verifying the signature of a signed message, it is necessary that the verifier has trusted copies of p, q
and G.

The verifier also acquires the necessary data items for the verification process: for example, the verification
key Y (see ISO/IEC 14888-1:1998, clause 9 for additional required data items).

6.3.4.1  Retrieving the witness

The verifier retrieves the witness R and the second part of the signature S from the appendix. And, the verifier
chec . i ftrorrisvi ' jected.

6.3.4. Preparing the message for verification

The verifier retrieves M, = M from the signed message. M, is empty.

6.3.4, Retrieving the assignment

This $tage is identical to 6.3.3.5. The inputs to the assignment function €onsist of the witness R from 6.3.4.1

and M, from 6.3.4.2. The assignment T = (T4, T,) is recomputed as,'output from the assignment function,
6.3.3.b.

6.3.4, Recomputing the pre-signature

The ipputs to this stage are domain parameters, verification key Y, assignment T = (T;, T) from 6.3.4.3 and

secor|d part of the signature S from 6.3.4.1. The verifier obtains a recomputed value // of the |pre-signature
by computing it using the formula

I7 = Y—S'1T1 mod q G—S'1T2 mod q mod p.
6.3.455 Recomputing the witness

The qomputations at this stage-are’ the same as in 6.3.3.4. The verifier executes the witness [function. The
inputg are // from 6.3.4.4. Note'that M, is empty. The output is the recomputed witness R.

6.3.46  Verifying the witness

The Verifier compares the recomputed witness, ﬁ, from 6.3.4.5 to the value of R from 6.3.4.1. If R = R, then
the signature is valid.

6.4 |EC-DSA

EC-DSA (Elliptic Curve Digital Signature Algorithm) is an elliptic curve analogue of the DSA algorithm. The
coefficients (A, B, C) of the EC-DSA signature equation are set as follows

(A, B, C)=(S Ty, Ty),
where (T4, T,) = (-R, -H) and H = h(M) is the truncated hash-code of message M, converted to an integer
according to the conversion rule given in Annex B. The hash-function h is one of SHA-1, SHA-224, SHA-256,
SHA-384 and SHA-512 described in ISO/IEC 10118-3.

NOTE — This mechanism is based on the algorithm described in [5].
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Verification key Y is [X]G; that is, the parameter D is equal to 1. The message is prepared such that M, is
empty and M, is the message to be signed, i.e., M, = M. The witness function is defined by the formula

R = FE2/(IZ) mod g.

The conversion rule, FE2I, is given in Annex B.

Thus the signature equation becomes

SK - RX

6.4.1 Paran
F
E

#E

q
G
All these para

NOTE 1 — It is
X9.62 [5].

NOTE 2 SH
of SHA-1 is no

6.4.2 Gene

The signaturg
<X<q.The

Y =[X]G

A user's sec
signature key

-H = 0 (mod q).

heters

a finite field

an elliptic curve group over field F
the cardinality of E

a prime divisor of #E

a point on the elliptic curve of order g

meters can be public and can be common to a group of users.

recommended that all users check the proper generation“of the EC-DSA public parameters accordling to

A-1 has recently been demonstrated to provide less'than 80 bits of security for digital signatures. The use

recommended for the generation of digital sighatures.

ration of signature key and verification key

key of a signing entity is a secretly generated random or pseudo-random integer X such
barameter D is 1. The corresponding public verification key Y'is

et signature key X)and public verification key Y are normally fixed for a period of timg.

X shall be kept'secret.

6.4.3 Signdture process

6.431 Pr

bducing the randomizer

that O

The

The signing entity computes a random or pseudo-random integer K such that 0 < K< q.

6.4.3.2

Producing the pre-signature

The input to this stage is the randomizer K and the signing entity computes

I7=[K]G

6.4.3.3

Preparing message for signing

The message is prepared such that M, is empty and M, is the message to be signed, i.e., M, = M.

20
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6.4.3.4 Computing the witness

The signing entity computes R = FE2I(/1) mod q.

6.4.3.5 Computing the assignment

The signing entity computes the hash-code; if the output bit length of the selected hash-function is larger than

[log,ql, H is set to the leftmost [log,q| bits of h(M,). Otherwise, H is h(M,). Afterwards, H is converted to
integer according to conversion rule, BS2/, in Annex B. The assignment (T;, T,) is (-R, -BS2I(H)).

6.4.3.6 Computing the second part of the signature

The sfgnature is (R, S) where R is computed in 6.4.3.4, and
3= (K(XR + H)) mod g.
As ar] option, one may wish to check if R=0 or S = 0. If either R = 0 or S = 0, aynew value of K should be

generted and the signature should be recalculated. (It is extremely unlikely that(R= 0 or S = ( if signatures
are gg¢nerated properly).

6.4.3J7 Constructing the appendix

The gppendix will be the concatenation of (R, S) and an optional textfield, text, (R, S), text).

6.4.38 Constructing the signed message

A sig,:[red message is the concatenation of the message, ‘M, and the appendix.

[I((R, S), text)

6.4.4| Verification process

The verifying entity acquires the necessary data items required for the verification process.

6.4.4N1  Retrieving the witness

The vEerifier retrieves the withess’R and the second part of the signature S from the appendix. And, the verifier
first checks to see that 0 < R<'gand 0 < S < g; if either condition is violated the signature shall b rejected.

6.4.42 Preparing ' message for verification

The Verifier retrieves M from the signed message and divides the message into two parts M, and M,. M, will
be empty andW; = M.

6.4.43.° Retrieving the assignment

This stage is identical to 6.4.3.5. The inputs to the assignment function consist of the withess R from 6.4.4.1
and M, from 6.4.4.2. The assignment T = (T4, T,) is recomputed as output from the assignment function,
6.4.3.5.

6.4.44 Recomputing the pre-signature

The inputs to this stage are system parameters, verification key Y, assignment T = (T4, T,) from 6.4.4.3 and

second part of the signature S from 6.4.4.1. The verifier obtains a recomputed value // of the pre-signature
by computing it using the formula

1T =[-S"T, mod q]Y +[-S™'T, mod qG.
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6.4.4.5

Recomputing the witness

The computations at this stage are the same as in 6.4.3.4. The verifier executes the witness function. The

inputis 1/ from 6.4.4.4. The output is the recomputed witness R .

6.44.6 Ve

rifying the witness

The verifier compares the recomputed witness, R from 6.4.4.5 to the retrieved version of R from 6.4.4.1. If R

= R, then the

6.5 EC-KGBSA

EC-KCDSA
with verificati
is empty and

R = h(FE

Domain para
formula

(T4, Tp) 3
where V = BS

NOTE - This
12.0015), 19 [
used elsewher

NOTE - The d
definition of EQ

signature is verified.

Elliptic Curve Korean Certificate-based Digital Signature Algorithm) is a signatureymech

meters shall indicate the employed hash-function. The assignment function is defined

(Vv -1 )!
2I((R ® H) mod q. The value H is the hash-code from public key Y and message M.

mechanism is taken from the Korean Telecommunications¥Technology Association Standard (TTA
ec 2001. The notation here has been changed slightly from TTAS.KO-12.0015 to conform with n
e in this part of ISO/IEC 14888.

omestic standard for EC-KCDSA has been reyised. This is the reason of the slight difference betwe
-KCDSA in this document and the definition in 15946-2.

The coefficients (A, B, C) of the EC-KCDSA signature equation are set as follows

= (T2, S, Ty).
ature equation becomes
' + V=0 (mod q).

neters
the input.block size (in bits) of the selected hash-function h

afinite field

ANism

bn key Y = [X'1]G; that is, the parameter D is equal to -1. The message is prepared such that M,
M, is the message to be signed, i.e., M, = M. The witness function is defined by)thé formul3
2BS(/L))-

y the

S.KO-
btation

en the

(A, B, C)
Thus the sign
-K+ SX
6.5.1 Paran
/
F
E
#E
q
G

an elliptic curve group over field F
the cardinality of E
a prime divisor of #E

a point on the elliptic curve of order q

Hash-function identifier or OID with specified hash-function

All these parameters can be public and can be common to a group of users.

NOTE - It is recommended that all users check the proper generation of the public parameters.
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6.5.2 Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such that
0 < X < q. The parameter D is —1. The corresponding public verification key Y'is

Y=[X"G.

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6.5.3 Signature process

6.5.31  Producing the randomizer

The signing entity computes a random or pseudo-random integer K such that 0 < K < g

6.5.32 Producing the pre-signature

The

6.5.3.3 Preparing the message for signing

The

6.5.34 Computing the witness

The

simply a function of the pre-signature. To compute R, the field element /7 shall be converted t

The

6.5.3/5 Computing the assignment

The
H=h
ofa

befor¢ modulo reductien.with respect to q.

NOTE]- Y’is a fixed, value for a user, Thus this value can be kept as a user parameter.

6.5.3)6 _Computing the second part of the signature

The

imput to this stage is the randomizer K and the signing entity computes

1= [K]G.

4igning entity computes R = h(FE2BS(/L)), where output of h is the hash-code of 7Z. T

conversion rule, FE2BS, is given in Anféx B.

bit sequence FE2BS(Y&)||FE2BS(Y,). In computing V, the bit string R @ H shall be converted

message is prepared such that M, is empty and M, is the'message to be signed, i.e., M, = M.

he witness is
p a bit string.

$igning entity computes (the assignment (T4, T2) = (V, -1) where V = BS2[(R & H) mod q, where
(Y]IM,) is the hash-code aof the concatenation of Y’ and message M,. The value of Y’ is the

leftmost / bits
to an integer

signature is (R, S) where R is computed in 6.5.3.4, and

S=X(K -V)mod q.

6.5.3.7 Constructing the appendix

The

appendix will be the concatenation of (R, S) and an optional text field, text, ((R, S), text).

6.5.3.8  Constructing the signed message

A signed message is the concatenation of a message, M, and the appendix.

MI|((R, S), text)
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6.5.4 Verification process

Prior to verifying the signature of a signed message, it is necessary that the verifier has trusted copies of E, q

and G.

The verifier also acquires the necessary data items for the verification process: for example, the verification
key Y (see ISO/IEC 14888-1:1998, clause 9 for additional required data items).

6.541 Re

trieving the witness

The verifier retrieves the witness R and the second part of the signature S from the appendix. And, the verifier

first checks td
0<S<q.If¢g

ither condition is violated the signature shall be rejected.

6.5.4.2 Preparing the message for verification

The verifier rgtrieves M, = M from the signed message. M, is empty.

6.5.4.3 Reftrieving the assignment

This stage is
and M, from
6.5.3.5.

identical to 6.5.3.5. The inputs to the assignment function consish of the witness R from 6
6.5.4.2. The assignment T = (T4, T,) is recomputed as output‘from the assignment fur

6.5.4.4 Recomputing the pre-signature

The inputs to
the second j

this stage are domain parameters, verification key Y, assignment T = (T4, T,) from 6.5.4.

h and

5.4.1
ction,

3 and

art of the signature S from 6.5.4.1. The verifier obtains a recomputed value /7 of th¢ pre-
signature usipg the formula

mod q]Y + [T mod q]G.

6.5.4.5 Recomputing the witness

The computations at this stage are theJsame as in 6.5.3.4. The verifier executes the witness function.

input is 1/ fi

om 6.5.4.4. Note that M, is empty. The output is the recomputed witness R.

6.546 V

The verifier

ifying the witness

mpares the recomputed witness R from 6.5.4.5 to the value of R from 6.5.4.1. If R = R

the signaturelis valid:

6.6 EC-GDSA

The

then

EC-GDSA (Elliptic Curve German Digital Signature Algorithm) is a signature mechanism with verification key
Y = [X1]G; that is, the parameter D is equal to -1. The message is prepared such that M, is empty and M, is

the message

to be signed, i.e., M, = M. The witness function is defined by the formula

R = FE2/(IZ) mod g.

The coefficients (A, B, C) of the EC-GDSA signature equation are set as follows:

(A, B, C)

= (T1, S, Tz),

where (T, T,) = (-R, H) and H is the hash-code of the message M.

24
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Thus the signature equation becomes
-RK+SX"+H = 0 (mod g).

NOTE — EC-GDSA stands for Elliptic Curve German Digital Signature Algorithm (H. Erwin, and S. Pascale. “Digital
Signature Scheme EC-GDSA,” German Federal Office for Information Security, December 2005).

6.6.1 Parameters

F a finite field

E amettipticcurvegroupover-fietdF
#E the cardinality of E

q a prime divisor of #E

G a point on the elliptic curve of order q

Hagh-function identifier or OID with specified hash-function
All th¢se parameters can be public and can be common to a group oflusers.

NOTE]|- It is recommended that all users check the proper generation of.the public parameters.

6.6.2| Generation of signature key and verification key

The gignature key of a signing entity is a secretly generated random or pseudo-random integer |X such that 0
< X <|q. The parameter D is —1. Thus, the corresponding public verification key Y'is

Y =[X"]G.

A usg@r's secret signature key X and public verification key Y are normally fixed for a period|of time. The
signature key X shall be kept secret.

6.6.3| Signature process

6.6.3.1 Producing the randomizer

The sjgning entity computes a random or pseudo-random integer K such that 0 < K< q.

6.6.32 Producing the pre-signature

The irrput to'this stage is the randomizer K and the signing entity computes

7= [K]G.
6.6.3.3 Preparing message for signing

The message is prepared such that M, is empty and M, is the message to be signed, i.e., M, = M.

6.6.3.4 Computing the witness

The signing entity computes R = FE2I(/1) mod q where the witness is simply a function of the pre-signature.
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6.6.3.5 Computing the assignment

The signing entity computes the assignment (T;, T,) = (-R, BS2I(H)) where H is the hash-code of the message

M.

6.6.3.6 Computing the second part of the signature

The signature is (R, S) where R is computed in 6.6.3.4, and

S = X(KR — BS2/(H)) mod g.

6.6.3.7 Cag

The appendix

6.6.3.8 Co
A signed mes

MII((R, S

6.6.4 Verifi

The verifying

6.6.4.1  Reftrieving the witness

The verifier re¢trieves the witness R and the second part of the signature S from the appendix. And, the V

first checks tq

6.6.4.2 Preparing message for verification

The verifier r
be empty ang

6.6.4.3 Retrieving the assignment

This stage is
and M, from
6.6.3.5.

6.6.4.4 Recomputing the pre-signature

nstructing the appendix

will be the concatenation of (R, S) and an optional text field, text, (R, S), text).

nstructing the signed message
sage is the concatenation of the message, M, and the appendix

), text).

cation process

entity acquires the necessary data items required for the verification process.

see that 0 < R< gand 0 < S < q; if either;condition is violated the signature shall be rejects

ptrieves M from the signed mesSage and divides the message into two parts M; and M. |
M2 =M.

identical to 6.6.3:5./The inputs to the assignment function consist of the witness R from 6
6.6.4.2. The assignment T = (T4, T,) is recomputed as output from the assignment fur

erifier
pd.

/1, will

.6.4.1
ction,

The inputs to

this” stage are system parameters, verification key Y, assignment T = (T4, T,) from 6.6.4.

3 and

second part of the signature S from 6.6.4.1. The verifier obtains a recomputed value ﬁ of the pre-signature

by computing

it using the formula

17 = [(-T:) 'S mod q]Y + [(-T1) ' T, mod q]G.

6.6.4.5 Recomputing the witnhess

The computations at this stage are the same as in 6.6.3.4. The verifier executes the witness function. The

inputis // from 6.6.4.4. The output is the recomputed witness R .
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6.6.4.6  Verifying the witness

The verifier compares the recomputed witness, R from 6.6.4.5 to the retrieved version of R from 6.6.4.1. If
R =R, then the signature is verified.

7 ldentity-based mechanisms

This clause specifies two identity-based mechanisms that are based on pairings. An identity-based signature
mechanism involves three entities: a trusted Key Generation Centre (KGC), a signer and a verifier.

The fpllowing data items are required for the signature process:
— | domain parameters, E, GF(r), G4, G,, q, P, <>
— | public master key V
— | signature key X
— | message M
— | hash-function identifier for H; and H, (optional)
— | identity string ID
— | other text (optional).
The hash-function identifier can be used for binding the signature mechanism and the hash-functjon.
The fpllowing data items are required for the verification process:
— | domain parameters, E, GF(r), G4, G»,4q, P, <>
— | public master key V
— | verification key Y, which(©an be derived from an identity string
— | message M
— | signature 3’

— | hash-fupction identifier for H; and H, (optional)

NOTE| - The signer and verifier have to agree on the specific hash-functions for h, H; and H; used in thel mechanism. If
any of these hash-functions are not uniquely determined by other means, the hash-function identifier is required in both
the signatiire and verification processes (see ISO/IEC 14888-1)

— lIdentity string ID
— other text (optional).

NOTE — Typical elliptic curves for IBS-1 and IBS-2 are super-singular elliptic curves over GF(r), where r = p”, p is a prime
>2 and mis an integer > 1.

71 IBS-1

NOTE — This mechanism is based on the algorithm designed by Hess in [19].
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IBS-1 is an identity-based signature scheme on an additive group of elliptic curve points. It takes

(A, B, C)

= (T1, S, Tz),

where T, =-Y, T, = [R]Y. D = -1. Thus the signature equation becomes

[-K]Y + [U"S + [R]Y = Og (in Gy).

711

Parameters

The signature mechanism takes place in an environment where the entities involved share the following

parameters, \
NOTE — It is re
71.2 Gene

A master key
such that 0 4

publishes V gnd keeps U secret.

A signature and verification key pair of a signer is (X, Y), where Y is the public verification key generateq

an identity st
computing X

7.1.3 Signdture process

7131 Pr

The signer fi
value K secrg

7132 Pr
The signer ta
171 =<X

NOTE - /7 =
curves used to|

7133

The signer pr

commended that all users check the proper generation of the public parameters.

Fation of master key and signature/verification key

= [U]Y, which is done by the KGC and given to the signer.

Preparing.message for signing

nich have been aefinead in Liause 4.1. G4, Gy, F, q, < =, F¢, and M.

pair of a KGC is (U, V), where U is the master private key generated by.choosing an ifnteger

U < g at random, and V is the master public key generated by computing V = [U]P. The

KGC

from

ing /D and a hash-function H,, i.e., Y = Hy(ID), and X is the\private signature key generated by

bducing the randomizer

st chooses a random or pseudo-random‘integer K such that 0 < K < g. The signer keeps the

t.

pducing the pre-signature

Kes K, P and X as input to-produce the pre-signature result
P>X,

<X, P> is an elément in G, over GF(p™) where p is a prime and m is an integer. In the existing
implement this. mechanism, when p=2, m=4,whenp =3, m=6,andwhenp >3, m=2.

ppates the message such that M, is empty and M, is the signed message M, i.e., M; = M.

elliptic

71.3.4

Computing the witness

The signer applies the hash-function H, to M;||FE2BS(/]) (concatenation of M, and FE2BS(/])) to obtain the

witness

R = Hy(M4||FE2BS(])).

NOTE - In the existing elliptic curves used to implement this mechanism, /7is an element in G, over GF(p™) where p is a
prime and m is an integer. When p > 3 and m = 2, // can be represented as [, + sqrt(-1)//, where /[ and [}, are the
elements in GF(p). In this case R = Hao(Mh||FE2BS(/])) is possibly computed as Ha(M1||FE2BS(/L)||FE2BS(/ 1)), e.g., in

Annex F.7.
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7.1.3.5 Computing the assignment

The assignment is T = (T4, T,) as (-Y, [R]Y). However, it is not necessary for the signer to compute the
assignment.

7.1.3.6 Computing the second part of the signature

The signer computes the second part of the signature as

S=[K-RIX.

The sjgnature 15 2 = (R, S).

7.1.3J7 Constructing the appendix

The signer constructs the appendix that is the concatenation of (R, S) and an optional’text field,
S), tekt).

7.1.38 Constructing the signed message

The signer constructs the signed message that is the concatenation of-the message, M, and the
MI|((R, S), text).

7.1.4| Verification process

The vgrifier first acquires the necessary data items requifed for the verification process.

7.1.401  Retrieving the witness

The vfrifier retrieves the witness R and the second part of the signature S from the appendix.

The vferifier then checks if the length of R'is equal to the output length of H, and S € G hold; if e
is violated the signature shall be rejected. Otherwise the verifier carries out in the follows steps.

7.1.42 Preparing message for verification

The vEerifier retrieves M fram'the signed message and divides the message into two parts M; ang

M, is

empty and M, is,equal to M.

7143 Retrieving the assignment

The gssignment is T = (T, T,), where T; = -Y, and T, = [R]Y. However, it is not necessary for
complte - the' assignment.

text, i.e., (R,

appendix, i.e.,

ther condition

M, such that

the verifier to

71.4.4 Recomputing the pre-signature

The verifier recomputes the pre-signature value

IT =<S, P>+ <Y, V>~

NOTE — The pairing <Y, V> can be pre-computed.

© ISO/IEC 2006 — All rights reserved
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7145 Re

computing the witness

The verifier recomputes the witness

R = Hy(My|| FE2BS(IT )).

7146 Ve

rifying the witness

The verifier checks whether R = R holds. If it holds, the signature is verified; otherwise, it is invalid.

7.2 IBS-2

NOTE — This mechanism is based on the algorithm designed by Cha and Cheon in [11].

IBS-2is an id

(A, B, C)
where T; = -Y
Thus the sign

FKIY + [
7.21 Paran
The parameter

7.2.2 Gene

This operatio

entity-based signature scheme on an additive group of elliptic curve points. It takes
=(Ty, S, Ty),

, T, = [- H]Y, and H is a hash-code from H,. D = -1.

ature equation becomes

'S + [- HIY = Og (in Gy).

neters

5 are the same as in Clause 7.1.1.

ration of master key and signature/verification key

N is the same as in Clause 7.1.2.

7.2.3 Signature process

7231 Pr

The signer fi
value K secrs

7232 Pr

The signer ta

pducing the randomizer

.

bducing the pre-signature

Kes K'and Y as input to produce the pre-signature result

11=[K]Y.

7.23.3

The signer pr:

7.2.3.4

Preparing message for signing

epares the message such that M, is empty and M, is the signed message M, i.e., M, = M.

Computing the witness

The signer obtain the witness from the pre-signature result

R=1/I
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7.2.3.5 Computing the assignment
The assignmentis T = (T4, T,) as
T,=-Y,and
T, =[- HY
where H = H,(M,||FE2BS(/1)). However, the signer only needs to compute the value of H.

7.2.3.6 Computing the second part of the signature

The sfgner computes the second part of the signature as,
§=[K+HX
The sjgnature is 2'= (R, S).

7.2.3J7 Constructing the appendix

The signer constructs the appendix that is the concatenation of (R, S)-and an optional text field,

S), tekt).

7.2.38 Constructing the sighed message

The signer constructs the signed message that is the congatenation of the message, M, and the

MI|((R, S), text).

7.2.4| Verification process

The vgrifier first acquires the necessary datarjtems required for the verification process.

7.241 Retrieving the witness

The vfrifier retrieves the pre-signature R and the second part of the signature S from the append

The Verifier first checks if.R~and S € Gy holds; if either condition is violated the signature sha

Otherpwise the verifier carries out the following steps.

7.24p2 Preparing message for verification

The verifier«etrieves M from the signed message and divides the message into two parts M; ang

M, is pmpty and M is equal to M.

text, i.e., (R,

appendix, i.e.,

X.

| be rejected.

M, such that

7.2.4.3 Retrieving the assignment
The assignmentis T= (T, T,) as
T,=-Y,and
T, = [-H]Y.

where H = H,(M,||FE2BS(R,)). However the verifier only needs to recompute the value of H.

© ISO/IEC 2006 — All rights reserved
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7.2.44 Recomputing the pre-signature

The verifier retrieves the pre-signature value as
=R

7.24.5 Recomputing the witness

Instead of recomputing the witness value R, the verifier computes two pairings <P, S> and <V, ﬁ + [H]Y>.

7.24.6  Vefifying the withess

The verifier checks if <P, S> = <V, ﬁ + [H]Y> holds. If it holds, then the signature is verified; otherwisg, it is
invalid.
32 © ISO/IEC 2006 — Al rights reserved
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Annex A
(normative)

ASN.1 module

This annex lists the ASN.1 module assigned to the digital signature mechanisms specified in this part of
ISO/IEC 14888.

DigifalSignatureWithAppendixDL {

50 (1) standard(0) digital-signature-with-appendix (14888) part (30
asnl-module (1) discrete-logarithm-based-mechanisms (0) }
DEFINITIONS EXPLICIT TAGS ::= BEGIN

-

-— EKPORTS All;

IMPORTS

HashFunctions

FROM DedicatedHashFunctions {
iso(l) standard(0) encryption-algorithms«10118) part(3) asnl-fpodule (1)

dedicated-hash-functions (0) } ;

OID [ := OBJECT IDENTIFIER -- alias

-- Synonyms --

id-dpwa-dl OID ::=

{
ipo(l) standard(0) digital-signatlire-with-appendix (14888) part3(3)
algorithm(0) }

-- Apsignments --

id-dpwa-d1-DSA OID :¢5 { iso(l) member-body(2) us(840) ansi-x9-57(L0040)
x9cm|(4) dsa-with-shal (3) M

id-dpwa-d1-KCDSA OID ::= id-dswa-dl kcdsa(2) }

id-dpwa-dl1-PVS QID id-dswa-dl pvs(3) }

id-dpwa-d1-EC-DSA 0OID
signptures (4) ecdsa-with-SHA
id-dpwa-dl-EC«KCDSA OID ::=
id-dpwa-dl-E€=GDSA OID ::=

iso(l) member-body(2) us(840) ansi-x9-62(L0045)
(1) 1}

id-dswa-dl ec-kcdsa(5) }
id-dswa-dl ec-gdsa(6) }
}
}

. . SRR VU U,

id-dpwa-dh~IBS-1 OID ::= id-dswa-dl ibs-1(7)
id-dpwardbl-IBS-2 OID ::= id-dswa-dl ibs-2(8)
Digi ::‘IQw'rjn::fwroWi fhﬂppondiy = SEQUENCE {

algorithm ALGORITHM. &id ({DSAlgorithms}),
parameters ALGORITHM. &Type ({DSAlgorithms} {@algorithm}) OPTIONAL

}

DSAlgorithms ALGORITHM
dswa-dl-DSA |
dswa-dl1-KCDSA |
dswa-d1-PVS |
dswa-dl-EC-DSA |

|
|
|

I
—~

dswa-dl-EC-KCDSA
dswa-dl-EC-GDSA
dswa-dl-IBS-1
dswa-dl-IBS-2,
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-- Expect additional algorithms --

}

dswa-dl-DSA ALGORITHM ::= {
OID id-dswa-dl-DSA PARMS NullParms
}

dswa-dl-KCDSA ALGORITHM ::= {
OID id-dswa-dl-KCDSA PARMS HashFunctions
}

dswa-dl-PYS ALGORITHM ::= {
OID id-dswa-dl-PVS PARMS HashFunctions
}

dswa-dl-EJ-DSA ALGORITHM ::= {
OID idHdswa-dl-EC-DSA PARMS NullParms

}

dswa-dl-E(J-KCDSA ALGORITHM ::= {
OID id-dswa-dl-EC-KCDSA PARMS HashFunctions

}

dswa-dl-E(J-GDSA ALGORITHM ::= {
OID id-dswa-dl-EC-GDSA PARMS HashFunctions
}

dswa-dl-IHS-1 ALGORITHM ::= {
OID id-dswa-dl-IBS-1 PARMS HashFunctions
}

dswa-dl-IHS-2 ALGORITHM ::= {
OID id-dswa-dl-IBS-2 PARMS HashFunetions
}

NullParms |::= NULL
-- Cryptographic algorithm identification --
ALGORITHM [: := CLASS {

&id OBJECT IDENTMLFIER UNIQUE,

&Type |OPTIONAL
}
WITH SYNTAX {_OFP &id [PARMS &Type] }

END -- DigitdlSignatureWithAppendixDL --

NOTE 1 - Alternative OIDs for KCDSA presented in KCAC.TG.OID are as follows:
{iso (1) member-body(2) korea(410) kisa(20004) npki-alg(l)
- KCDSA
{iso (1) member-body(2) korea(410) kisa(20004) npki-alg(l)
- KCDSA with HAS160, where the HAS160 is a Korean hash standard algorithm
{iso (1) member-body(2) korea(410) kisa(20004) npki-alg(l)
- KCDSA with SHA1

NOTE 2 - Alternative OIDs for EC-DSA presented in X9.62 are as follows:

kcdsal (21) }
kcdsalWithHAS160 (22) }

kcdsalWithSHAL (23) }

{iso(l) member-body(2) us(840) ansi-x9-62(10045) signatures(4)

ecdsa-with-Recommended (2)} - EC-DSA with Recommended

34
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{iso (1) member-body(2) us(840) ansi-x9-62(10045) signatures(4)
ecdsa-with-Specified(3)} - EC-DSA with Specified

NOTE 4 - Alternative OID for EC-KCDSA with HAS160 presented in TTAS.KO-12.0015 is
{iso (1) member-body(2) korea(410) kisa(20004) npki-alg(l) ecc(100) signature (4)
eckcdsa-with-HAS160 (1) }.
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Annex B
(normative)

Conversion functions ()

B.1 Conversion from a field element to an integer (FE2I)

A field elemept in F can be converted to integer by the following function:

® In cIse of GF(p), then FE2I(IL) = I1,.

® In case of GF(2™), then 77, is a bit string of length m. Let S,,.1Spm.2-++So be the bit string7Z. Then:

m—1

FE2(15)= Y 2's,
i=0
® In case of GF(p™), then 71, is a p-ary string of length m. Let s,,.1S,,2(Sp be the p-ary string 7Z,. Then:

m—1
FE2(I%) = Y. p's,

i=0
B.2 Conversion from an integer to a field element (/2FE)

An integer x ¢an be converted to a field element by the following function:

® |n case of GF(p), then I2FE(x) = x.
® In case of GF(2™), then I2FE(x) = I12BS(x).
® In case of GF(p™), x can be expressed as X = xo + X * P+ ... + Xpq * p””.
Thep I12FE(X) = {Xm.1,"*,X1,X0}-
B.3 Conversion from a field element to a bit sequence (FE2BS)

A field elemept can be converted to a bit sequence by the following function:

FE2BS(4) = I12BS(FE2/(a))

® In caqse of GF(p), then the bit length is 8 * [ logyss p |.
® In case of GF(2"), then the bit length is 8 = [ m/8 1.

® In case of GF(p™), then the bit length is 8 * [ log,ss p™ .

B.4 Conversion from a bit sequence to an integer (BS2I)
A g-long sequence of bits {x4, ... , X5} is converted to an integer by the rule

g-1 -2
(X1, oo s X = Xy % 297+ X0 % 297 4+ L+ X 2 + X,
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Conversion from an integer to a bit sequence (/2BS)

An integer x in the range 0 < x < 29 may be converted to a g-long sequence of bits by using its binary
expansion as shown below:

— g-1 9-2
X=X %27 + X% 277+ L+ X * 2+ Xg— {X1, ..., Xg}.

B.6

Conversion between an integer and an octet string (/20S & 0S2I)

This section specifies Functions /20S (Integer to Octet String conversion) and OS2/ (Octet String to Integer

convs

Function /20S takes as input a non-negative integer x, and produces the unique octet string M,
| as output, where / =[log,se(x + 1)1 is the length in octets of x. 120S is defined @s follows;

length

1

N

[oM)

Fore

Function OS2/ takes an octet string M, 4 M, ....Mg-as input and produces a non-negative intege

Itisd

—_

N

w

Fore

Note

rsion).

Write x in its unique /-digit base 256 representation:
X=x1256"" + x5 256" + ... + x; 256+ xq,
where 0 < x; < 256-
Let the octet M; have the value x;for 0 <j</-1.
Output the octet string M,.1 M, 5 ... Mj.

ample, 120S(10945) = 2A C1.

efined as follows:
Let integer y; have the value of the octet M; for 0 <j</-1.
Compute the integer y = y,4256 7" + y,, 256 72 + ... + y; 256 + y,.
Output y.

ample, OS2/(2A G4)= 10945.

hat the octet string of length zero (the empty octet string) is converted to the integer 0 and

1M/.2 Mo of

r y as output.

ice versa.
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Annex C
(informative)

Conversion functions (ll)

C.1 Conversion from an integer to a point (/12P)

This section
based signat

NOTE — This f

\IASre mechanisms in Clause 7.

pecifies Function /2P (Integer to Point conversion), which is used to specify the twa/ig

entity

inction is believed to hold the properties of the randomness and onewayness, i.e., converting an intg¢ger to

a point such that the point is randomly distributed in the selected group and that given current knowledge, recovering the
integer from the point is computationally infeasible. This function is also used by IEEE P1363. However, there is noformal
security proof ¢f this function published. For this reason, this function is recommended as informative.
Given a set df elliptic curve domain parameters (r, q, a;, a»), Function /2P operates on an integer u as|input,
and produceg a point T on the curve E over GF(r) as output, which is specified\as T = I2P(u). In the follpwing
specification,|the operations of addition and multiplication between finite field.elements follow the specification
in ISO/IEC 15946-1.
1. Set v 3 BS2/(Hy(120S(u))) mod q. If v = 0, output "invalid" and stop.
2. Set 13 umod 2.
3. If ris @ prime (r = p) and the curve E is Y2 =X+ apX + a, defined over GF(p), compute the point T in
the following way:
(a) | Let x have the value of v.
(b) | Compute the field element ¢ 5 x>+ a;x + a, mod p. If ¢ =0, output "invalid" and stop.
(c) | Find a square root d of c modulo p (i.e., an integer d with 0 < d < p such that d? = ¢ mog p) or
determine that no such square roots exist.
1) To determine the existence of the square root, compute 5= c*"?*mod p. If 5 1, d
exists, otherwise d does not exist.
2) (1§ =1, compute u=u+ 1 and go to Step 1.
3) Ifo=1,findd.
NOTE — The operation of finding a field element d such that d“ = ¢ mod p is given in [5] and [20].
(d) Sety=(I2FE(p - 1))* x d.
(e) Setpoint T = (x, y) and output T.

4. If ris an odd prime power (r = p™, p > 2, m>2) and the curve E is Y=x3+ax’+a, (when p = 3)

and
(a)
(b)

38

Set x = I2FE(v).

If (p=3),setc=x *+ax?+ayin GF(p™). If ¢ = 0, output "invalid" and stop.

Y =x*+ax+a, (when p > 3) defined over GF(p"™), compute the point T in the following way:
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(c) If(p>3),setc= x3+a;x +ayin GF(p™). If ¢ = 0, output "invalid" and stop.

(d) Find a square root d of ¢ in GF(p™) (i.e., a GF(p™) element d such that d = c in GF(p™)) or
determine that no such square roots exist. If the result is no such square roots existing, Set u =
u+ 1andgo to Step 1.

NOTE - The operations of determining the existence of and finding a square root of a field element are
given in [5] and [20].

(e) Sety=(I2FE(p— 1)) x d.

Sot oottt T — (1 2N\ ond o bt T
v/ AL AL A5y anaoatpot 1

5. If ris an even prime power (r = 2", m > 2) and the curve E is Y+ XY=X+ a1X2 +a4 defined over
GF(2™), compute the point T in the following way:

(@) Setx = I2FE(v).
(b) Setc=x+a;+ax?in GF2™). If ¢ = 0, output "invalid" and stop’

(c) Find a field element d satisfying d*+d =cin GF(2™) or defefmine that no such infegers exist. If
the result is no such integers existing, Set u = u + 1 and go to Step 1.

NOTE — The operations of determining the existence of‘and finding a field element d suchthat d®+d =c
in GF(2™) is given in [5] and [20].

(d) Sety=(d+I2FE(A)) x x.

(e) Setpoint T = (x, y) and output T.
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Annex D
(normative)

Generation of DSA domain parameters

D.1 Generation of the prime p and q

The prime ngneration scheme starts by using the appropriate hash-function and a user supplied SE|

construct a p
construct an
1 mod 2q as

fime q, in the range PLERS g < 2”. Once this is accomplished, the same SEED value-is'u
K in the range 27" < x < 2% The prime p is then formed by rounding X to a number congruy

Hescribed below. Conversion functions between integer and sequence are given in_/Annex B.

Let h be the appropriate hash-function for the («, ) pair, and let m be the length of its euiput block in bi

o-1=n*m + |

Step 1. (
bits.

Step 2. (

Step 3. F
terms of

Step 4. |
where th

Step 5.
Step 6. L

Step 7. F

Step 8. L
Note tha

Step 9.

D, where b and n are integers,and 0 < b <m.

Choose an arbitrary sequence of at least g bits and call it SEED. ket/s be the length of SH

ompute U = h(SEED) mod 2.

orm q from U by setting the most significant bit (the 24 bit) and the least significant bit tg
Boolean operations, g = U OR 27"" OR 1. Note that2” ' < g < 2’.

Jse a robust primality testing algorithm to test whether g is prime. (A robust primality test
b probability of a non-prime number passing the test is at most 2"”/2.)

g is not a prime, go to step 1.

et counter = 0 and offset = 1.
ork=0,...,nlet

Vik= h((SEED + offset* k) mod 2°).

et W be the intéger W= Vo+ V1* 2"+ ... + Vot * 2™ 4 (Vomod 2°) * 2" ™and let x = W
0 < W<2%%and hence 2'< x <2%

L et c = Xxmod 2qg and set p = X - (c - 1). Note that p is congruent to 1 mod 2q.

FD to
ed to
ent to

s. Let

ED in

1. In

S one

" 20:-1.

Step 10.

If6< 2" then go to Step 13.

Step 11.
Step 12.
Step 13.
Step 14.

Step 15.
and q.

Perform a robust primality test on p.
If p passes the test performed in Step 11, go to Step 15.
Let counter = counter + 1 and offset = offset + n + 1.

If counter > 2'? = 4096 go to Step 1, otherwise (i.e., if counter < 4096) go to Step 7.

Save the value of SEED and the value of counter for use in certifying the proper generation of p

NOTE - This procedure is taken from FIPS 186-3, Appendix A.

40
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D.2 Generation of the generator G

D.2.1 Unverifiable generation of G

This method is used to determine the generator G when the validation of G is not required. The value of G is
determined from p and q.

Step 1. e = (p-1)/q.

Step 2. Set F = any integer, where 1 < F < p-1, and F differs from any value previously tried.

Step 3. G = F " mod p.

n

tep 4. If G =1, then go to Step 2.

D.2.2 Verifiable generation of G
For this method, the generator G is based on the values of p, g and SEED.;\Let h be the appropriate hash-
functipn for the («, f) pair. Note that this method supports the generation ©f, multiple values of |G for specific
valueg of p and q. The use of different values of G may be used to. support key separation| by providing
differ¢nt values for index.

Step 1. e = (p-1)/q.

Step 2. count=1.

n

tep 3. U= SEED || “ggen” || index || count.

n

tep 4. W = h(U).

0

tep 5. G = W° mod p.

0

tep 6. If G = 1, then increment count and go to step 3.
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Annex E
(informative)

The Weil and Tate pairings

The Weil pairing and Tate pairing are both functions <P, Q> of pairs P, Q of points on an elliptic curve E. They

are used in th

e two identity-based mechanisms specified in Clause 7.

Let G4 and G} denote two groups of prime order q, where G4, with an additive notation, denotes the grlup of
points on an [elliptic curve E; and G,, with a multiplicative notation, denotes a subgroup of themultiplicative
group of a finjte field.
A pairing is [a computable bilinear map between these two groups. Two pairings have)been studig¢d for
cryptographiq use. They are Weil pairing [24, 28] and a modified version [7] and a modified version of Tate
pairing [16, 1[7]. In this document, < > denotes a general bilinear map, i.e., < >: G+x Gy — G,, which can be
either a modified Weil pairing or Tate pairing.
The modified|Weil pairing and Tate pairing have the following two properties:
- Bilineat: If P, P4, P,, Q, Q4, Q are points of a cyclic group of primé)order q and a satisfying 1 <adq -1,
<P+ P,, Q> =<P;, Q> * <P,, Q>,
<P] Q;+ Qx> =<P, Q> * <P, Q,>, and
<[a]P, Q> = <P, [a]Q> = <P, Q@>°.
- Non-degenerate: If P is a non-identity point of the cyclic\group, <P, P> = 1.
E.1 The fynctions f, g and d
The following|three functions are used to complute the Weil and Tate pairings.
— Let E He an elliptic curve with equation y2 + aexxy + agky = X+ az*x2 + ay*x + ag.
— Givyen three finite points (xo, ¥o), (X1, ¥1), (U, v) on E, define the function f((xo, ¥o), (X1, ¥1), (U, v)] by
if (Xo, yc) = OE and (X1, y1) ¥y OE then f=1
else if (ko, yo) = O¢ then f=u-x
else if (ky, y1)=0F then f=u-xq
else if X4y 204 then F=(x1-X%0)*v-(y1-Yo0)* U-Xg*Yo+ Xg* ¥y
else if yy # yq then f=u-xo

else

— Gi

42

f=(as * yo- 3% Xo? - 2%a* Xo-as) *(U-xo) +
(2% Yo + ar* Xo + a3) * (V - o)

== (V- y0)* - (U= o) * (@ (v - yo) -
(U-X0) * (2% Xo + a2 + U))

ven points A, B, C on E, let g(A, B, C) = (A, B, C)/ flA + B, — (A + B), C).
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NOTE — Dependent on the value r defined in Clause 4 and the curve E, the above function f might be simplified.
The following are a few widely used examples, which do not cover every possible case. If ris a prime (r = p) and
the curve E is y2 = x* + asx + ag defined over GF(p), or if ris an odd prime power (r = p”, p> 3, m > 2) and the
curve Eis y* = x° + ag*x + ag defined over GF(p™), the function f can be written as f= (-3+xo” - as) * (U - Xo) + 2 *yo*
(Vv-yo)=-(v- yo)2 +(u- xo)z* (2#x0 + ). If ris an even prime power (r = 2", m > 2) and the curve E is y2 + Xky = X
+ ap*x’ + ag defined over GF(2™), the function f can be written as f= (yo + xo°) * (U + Xo) + Xo* (V + yo) = (v + yo°) +
(U + x0) * (v + yo+ (U + Xo) * (u + a2)). If ris a power of 3 (r=3", m> 2) and the curve E is =x°%+ax’+as
defined over GF(3™), the function f can be written as f= 2#yo*(v - yo) - 2*a*xo * (U - Xo).

— Given two points D and C on E and one integer | > 2, the Weil function d(D, C, I) is computed via
the following algorithm.

i SetA=D,f=1.Let/=(n, ..., ng) be the bit representation of / such that /= 2. n; 2 and n; = 0.
Setr =1
4 fori=t-1,t-2,..,0do{
fr="1xf*xg(A, A, C),
A=A+ A
Set r=2=x*r
if n;= 0 then {
fr=1, = g(A, D, C);
A=A+D;

Set r=r+1

1
3. Setd(D, C, |) = f.and output d(D, C, /).
Omitting the parameter /, d(D, C, )'is denoted as d(D, C).

E.2 [The Weil pairing

Let / p 2 be primé;~and let P and Q be points on E with [[]P = []Q = Og, the Weil pairing < A, Q > can be
comppted in thefollowing steps:

chiogse some random point T on E (such that Og, Q, T, P + T are all distinct), then

° compute <P Q>= (d(Q P+ MN/Jd(Q T\\/(
GomptHe—<—— e a5

P Q. N/d(P
<t -f

( )
v =

If during the computation of the pairing, a division by zero is attempted, then the computation should be
restarted with a new point T.

E.3 The Tate pairing

Let /> 2 be prime, and let P and Q be points on E with [/]P = Og, the Tate pairing < P, Q > can be computed in
the following steps:

e choose some random point T on E, then

e compute <P, Q>= (d(P,Q-T)/d(P,-T)).
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If during the computation of the pairing, a division by zero is attempted, then the computation should be
restarted with a new point T.

NOTE — More detailed information of the Weil and Tate pairing implementation can be found in [6, 18, 35].
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In this annex, unless otherwise explicitly stated, all the values are expressed in hexadecimal notation.

Annex F

(informative)

Numerical examples

ISO/IEC 14888-3:2006(E)

F.1

F.1.1

A corf
samp

F.1.1

DSA mechanism

Example 1

nplete explanation of the generation of all values is given in Appendix 5 of{44, 15]. Th
e value for DSA with « = 2048 and g = 224. All hashing, including generafioh of domain g
perfotmed with SHA-224.

1 Parameters

2048
SEED = 61215F51
F=2

= 9441A6EC

N
Il

559F5CD8
AQ5F9047
6D76AEE?2
0D199886
5FBD2D24
00OBO3FFF
287F1279
4DB042D4
B6AGE341
=EIEDAB1B
ounterx="105

G = 834ED7D6

1B357887

TF1E92B5
21936BA2
58308F43
DE22F086
3B3E302C
7758625€
8786441D
EAFFB979
14F31938

C6AQ0ES83

10F6E78D

16FC455A

C84800E4
A81F0323
9D43D6F2
DATOAB32
€AA20359
DE456646
CE231FFE
A0543B5A
8BCF1288

0498C51B

OB55ADAS

9BDO6ABD

TES2A46C
84C2C1BD
79F7B138
802585D6
A1BCODDO
3004F2DE
TCA3A446
5E7638FE
C66A4590

D648964A

AA9ECEO3

ED534BOE

TEFBB7B5
69F8C322
32A250B0
47E95A65
6601410A
9C042AA2
8C5480F1
7T4AF0EC2
A942D5EF

DE55C198

B8F17F21

52FDB046

CBFADFC7
B730D79C
7B4BE08C
B962A924
5594386E
F0B38034
C68B5D81
AR44CEB4
2D481313

01790BD3

6F076735

9A6728

ECEF7E
B99793
3A0164
FDA568
692E84
EA246F]
94F697
C30C2D
AQOE90D

144B1D

30103B

s example is
arameters, is

C6
70
a3

50
o1

B2
2

P D

B 6

4709425F
756BF65C
DDB4CA3D
93CEOQOAE3
4D197101
7349FCD6
4c43020C
98A7C684
4E4D1E96

864E0928
FB6BD202
B318D2B6
AE687FB5
FO0898F75
755F40E7
C2C69793
F7C60199
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FFCAODCS
F71E4ES51
Cl05E5F1
2931A9CB
68178667
F7B2DF51
009571AA
1930D39E

9DE25527
9C31647A
FFO995F0A
8AAD60BE
CE88817C
636886E4
51C4DDE6
D006D545

05B144F9
32BEOOD7
C9544A35
TD2749E7
BESACCE®
D2AA6CS8B
AEFAE490
D49B6261

4A54EB19
89271CB9
9B5315A8
D131FDFC
24932817
82920266
66B37C71
D7FT786FC

AEDAF4DE

C449CDF3

6C8D03

77

CA60EODO
FEF3729A2
DFB4ASFA

06DEF3F8

1F51C1

10
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F.1.1.2

X = 1DFEAL14C
Y = 09E62BFB
E5368AAA
34FE8A51
42FC04CB
EEB1F8FC

R120DT7 AT

48027FC4
A85B9B1D
83EDA4B7
6123309A
B5AT785A2
50F9FDB7

QAR A AR

Signature key and verification key

50B8D2D0
86838D29
FO18AFA4
FCE3BBOC
533743AE
6FDAG6FLA

2062232820

OCADSFO05
AAB8882E
289939F9
7C4845DA
6BF6038A
F87C64D2

CROCC20N

33C11BFA
9215FBOD
6A54486F
02E15E4E
B5CDF486
22607022

RADALOD 2

F8268CFD
471CODE4
A10AA2F6
33EFAGAL
C3C9BEAb
F89F6978

Qe o220

28D5E9F6
3DBOAECC
BB7C5B45
857EACAS
F28BF90D
CBAQO1CFS8

QeI 26 AT ¢

3F5F3805
605673CC
A9BT78A59
0FCBDBC7

F.1.1.3 Per

404343EF
4F7ECE45
BEOC500B

message data

F167DD67
38BB4B5D
5D5AAFI9E

M E ASCII form of "abc" = 61 62 63

K F 1DFEA14C
h(M)
F.1.1.4 Signature

= 23097D22

R F 7D38D86E
S FC50A164F

F.1.1.5 Verification

R k 7D38D86E

F.1.2 Example 2

This example

48027FC4
3405D822

50B8D2D0
86427477

4AE38D96 E3607C04

32F0D624

4AE38D96

4154D233

E3607C04

parameters, ip performed with; SHA-256.

3E4731F1
BCFD50DA
5BB8E902

OCADSFO05

BDA255B3

E87CD4ED

1CEI6FFF

E87CD4FD

CC8DDEEF
613C6A36
ED3A8657

33C11BFA

2AADBCE4

EF3F9C61
E120054cC

EF3F9C61l

3CD46CAA
944816FC
F6AE8A4B

F8268CFD

BDAOB3F7

4C2B3EF2

3D87EDS5SD

4C2B3EF2

5E3EFBCL
A8441BAL
D1CCAC45

28D5E9F6
E36CO9DA7

1A2C240D
10396A61

1A2C240D

is sample value-forDSA with « = 3072 and £ = 256. All hashing, including generation of d

bmain

F.1.21 Pangameters
a F 3072
SEED =C3E4DGES DB8330C83 E410E437 BAIBJB6E 65ACB858B EBCABJBE 34517C50
957179CB
F=2
P = 8A6F9114 3C563196 D8123824 9AB8E468A 66C2896F 2B10C26C E24104AB
DBBE4029 1152C7D6 401FD703 8A97F781 15B5CF38 E1464545 F1679BFB
A31BCF3F 68BC54C0 0CB8064A OF4BDF1C 23D47A6B 3BBB8BG6A 9C664500
3C41AD94 5562EF3C 491D8693 C1344A07 7221966C F8580380 02467D4F
F3BC5AA6 7525F325 933C01C2 4E068270 BF33FBF6 E5A4891B CE4B6C15
C31C3032 9599550F 24E32C83 F63687C2 6220E96F 6CO9B83FC DC19C22B
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827A690C
99BB96BC
04317612
B7CA25DA
CE40412F
0779317E
0765E796
F293FFCD

B93509C5
3D05BC66
7787793B
8A59FA6D
AlF261C4
BC8C76A5
8ES5A2A81
1A569BFC

695012CE
21C51DC8
5C4E3A42
A6B3E958
036F77CF
BO6DDC28
CD0376B7
CBAF3DF4

6216EAF6
244C7B80
F2A2E681
531F5519
F7BCC371
2C088109
5683D739
918AAABS

3F91097B
6EB63635
F7E00999
9205D496
ABT76C5F6
656FCDO05
52357324
EF523399

ISO/IEC 14888-3:2006(E)

88E860B1
EB695EED
D1277BAB
0748D093
AB850F7D
238F8D3E
65EA52DA

B3882A
2A5900
6FE020
F2CC33

93
EO
DB
48

5CDB1FE3

7128F1
14330D

8D
0D

Jounter =

G =

BEFC780B
6030B2D3
635

732171BE
F966B97A
DE4CCE61
68329AA8
4F30599D
FOF655A6
50A21451
3ECF96BS8
23A28A17
EE3E6F4F
6849A2AC
82A1265A
45B976F9
FDOEO06BO

3934C22C

1CBD6272
0AC002B8
45E426F1
E872DC27
B26E8538
C68BF014
2A1E82BF
3429A05D
6417E596
18F57B6F
TA67343D
914578AE
72D68728
9EC152F9

6D282383

C80C3BB1
B47D86A1
3B32A3F0
1F2FF246
88896CDC
2BABFBFC
0998B555
FA951048
4D41B94F,
31DF51B4
TEBOCS1B
DF161828
87CT7A135
DO5A05F8

F.1.2]2 Signature key and verification key

X =

Y =

50936494
@8378A11
72C419DD
B61D3D14

88B7C84E

4604D3D7
D33E02EB

74742189

DB65244B
11A6321D

F22DB63F

F872600E
0DCC65D8
OEODB800
D6CES5FA
B9163684
E77A04EQ
4B4DB3C1
0A92ID7A
E47F7800
68BAE637
E71AEC70
40317BEB
879ED9A4
CB64B90E

3B6C20B2

45686343
27B7B661

472EA64B

FF92928B
D086004A
6F3EF155
259E5€83
10E2B527
C203B6EB
41BBOE4B
4FAGF0C1
169D7232
4BCC9131
5E51D67A
9B802B31
AE9D5S2CF
8A8C5B4A

AF6D55F2

62C4BESD
C4F3F921

B27045A5

AC993G6D7
CE8AF55C
E1614F23
8247E290
BEFF3AF07
83D4D4A0
1C611724
039A9EEB
4399C292
AC333C5D
8937F463
01DD5DAS
B9610237

A746B3D9

8A2F7C53
EABE79A0

927ELS

854C7B
11CCBC
6CEDB3
1070DF]
F506B9
4B8F6A
27A0CB
4156E2
90DCAD|
BC5939
23B1D6
62BFF5
E9F00B

D80ABO

099FD6
EO3F9D

45

B9
8B
30
EE
777
74
16
- 4
3D
B3
51

SA

2D

OE
2

SBFFETS

F2C38D29
F31BBD4C
68D880AB
EOAE2D15
8F493A62
ODBFAAC6
8CESFC6C

6405F48B

AAB80TDFF
247C5FD6
19418BFB
367E2D81
18DBFC80
8355FCBS8
633C0049
1E515441
67BD6151
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3200A224
7246FAQ0C
BEF1C534
0640F4B4
EE78D318
FC55BFF7
92938E5B
FB4EAE14
EOB8CS8ES

ATS6DET0
712232E6
86C8872B
1F76B8F8
9CADSEDA
F9622B22
CAB14D8A
42907511
CDF45682

3476F78
B4498CD4
1A34AB8S
D38FE670
58BD8260
5FC3E6B4
C21F0117
F4662BAl
TET7C2007

E669ES55T
A990E429
25849F3A
4900F9BD
28128D3D
TAC4884B
6546EB64
352E791E
0BO1B14C

FOABOT
1B1914
929D51
B83345
20ED6B
08179A
4BAE23

0
D2
TF
FO
05
FE
24

BE872AB6

960E4F

6C

47
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6EB8030E5 364E7229 8C2FF694 COD41E9A A4D11C98 F4A4266A 912F4BCS
97A0F184 8752910E 25F18C8D 0D2F80C2 B8CO9DD17 97FD360B 3938986C
43E6D3A4 70802DER 39BEDAA8 310A0FCB 4B46F56B
F.1.2.3 Per message data
M = ASCII form of "abc" = 61 62 63
K =1742DD26 734FAF9D 9E23C4A9 6D9D7401 712E9682 C45B3D6D 7F305A7E
DFDC6C88
h(M) FBETSI6BF BFUICFEA Z14140DE SDAEZZZ3 BOU3GIAS O96177A0C BZIOFEFGL
F20015AD
F.1.2.4 Signature
R F 72D12BE8 35E889FC D88AFB32 8C177D78 24BBE734 COCC35F4 EWUX238C3
FCE5873D
S F SEDABA94 0OCOF43E1l D60EQFFC 14A975D5 1DBAEA44 4ADZFD3C 1BlEGOFE
47E7938E
F.1.2.5 Velification
R E 72D12BES 35E889FC D8SAFB32 8C177D78 24BBE734 COCC35F4 FOA238C3
FCE5873D
F.2 KCDSA mechanism

A complete ¢

Secure Hash

F.2.1 Parameters

-~

- 1024

BE 160

48

= D7/BOAFG:
4CD224BF
C43A97E1L
I'2B3596C

04F4D53F
F348154A
AD67E687
4C5D3384

= 200 (i.e., 512 in decimal)

737DB88D
FBA6BFED
D10729CA
F7E25EE6

6BF77E12
797044DF
F622845D
44BA87BB

CD7EC3D7
C655DCC2
162AFCAS
09B164FB

1CBE3CB7
0C952C0OE
F0248CC4
465477B8

xplanation of the generation of all values is given in [29], Appendix 6. This example usgs the
Algorithm (SHA-1) as the hash-function h. The hash-code is simply the value of SHA-1.

7FDBASEA
8AB2D8D6

= C3DDD371

= 50E414cC7
C30B0OC54
652B2A07
AFCE3A6B
339F86B9
BC50DBBB

A400££A0
5C82379F

7BFO5BS8F

A56892D1
4102C27E
2E1F2517
41E3DOEL
BE2B5889
2C3AB639

925714AE

8DD725C1

AD633E42
TB5F9BEC
F2A3AFFF
3BEDOEFF
4A18B201

19464f£fA

62F0B943

D5CD8346
57B9DF2A
5815253A
54383C46
AFC41FE3

CEAD3A97

2C6F77FB

F2C09808
15312891
AEFE3572
65E69B47
AOD93D31

50D12194

111C772C
9D795E46
4CFAL1AF6
BA79BBC3
25EFDA79
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F.2.2 Signature key and verification key
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X = 068C4EF3 55D8B6F5 3EFFIDF6 F243F985 63896C58
Y = 96DCEOE7 b2F17009 3D9B51D2 BA782027 33B62C40 6D376975
8B3EOCBB AlFF6C78 727A3570 3CB6BC24 76C3C293 743DFEE9
4AA4BIEF A9A17FA6 BF790AC2 5A82C615 23F50ABA ACTB6464
7EB15C95 7BO7F5ED 7D467243 089F7469 5CD58FBF 57920CCO
C05D4582 9COA8161 B943F184 51845760 ED096540 E78AA975
0B03D024 48CDF8DE
F.2.3 Per message data
M = ASCII form of "abc” = 61 62 63
K = 4B037E4B 573BB7E3 34CADOA7 OBED6B58 81DFOESE
Y’ = 23F50ABA AC7b6464 7Eb15C95 7BO7FS5ED 7D467243 089F 7469
5CD58FBF 57920CC0O C05D4582 9COA8161 B943F184 51845160
ED096540 E78AA975 0B03D024 48CBF8DE
HY’||M) = 915A1B98 E87BAEOE B3D2B480 71423ABD 65124D9D
V = B5C5581A EBD40C45 9EEB0010 36B55D04 AC6D6ISE
F.2.4 Signature
R = 249F4382 03AFA24B 2D39B490 47F767B8 C97F2416
S = 15A183ED 488BDSAB 437DB103 163DB1B2D DE6DCOSD
F.2.5 Verification
R = 24974382 03AFA24B 2D39R490 47F767B9 CO7F2416
F.3 Pointcheval-Vaudenay mechanism
F.3.1] Parameters
L =200 (i.e.,.542'in decimal)
F=2
P = 8pF2A494 492276AA 3D25759B B06869CB EACODS83A FBS8DOCF7
GBB8324F 0D7882E5 D0762FC5 B7210EAF C2E9ADAC 32AB7AAC
49693DFB F83724C2 ECO0736EE 31C80291
@ =C773218C 737EC8EE 993B4F2D ED30F48E DACE915F
G = 626D0278 39EAOA13 413163A5 5B4CB500 299D5522 956CEFCB
3BFF10F3 99CE2C2E 71CBY9DES FA24BABF 58E5B795 21925C9C
C42E9F6F 464B088C C572AF53 E6D78802
F.3.2 Signature key and verification key
X =2070B322 3DBA372F DEICOFFC 7B2E3B49 8B260614
Y =19131871 D75B1612 A819F29D 78D1BOD7 346F7AA7 7BB62A8S
9BFD6C56 75DA9D21 2D3A36EF 1672Ef66 0B8C7C25 5CCOECT4
858FBA33 F44C0669 9630A76B 030EE333
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F.3.3 Per message data

K
K
M = ASCII form of "abc" = 61 62 63

358DAD57 1462710F 50E254CF 1A376B2B DEAADFBF

0D516729 8202E49B 4116AC10 4FC3F415 AE52F917

F.3.4 Signature

R = 8BAC1AB6 6410435C B7181F95 B16AB97C 92B341CO
R|IM = 8BACIAB6 6410435C B7181F95 BI16ABO7C 92B341C0 616263

h(R||M) F 2048680B 36D19516 CF78E869 BEAE7BEOQ AB5DC543
S F 5BFDAC3D 665FA38F 6ED315B3 B2F41B86 15187CCD

F.3.5 Verification

Il F 2FC6CB9A C3BEOEAC 3DAFO2EE FBO9G6FCA3 846708A2 8DD0%9730
165FE509 42F7F07E DFEF8E5S2 FCB9369E 3814AA24 60Q7E8047
5DOE61AD 461D6B16 B6CEC5BA AEL8946E

R E 8BAC1AB6 6410435C B7181F95 BL6AB97C 92B34QE0

F.4 EC-DSA mechanism

For the following examples, SHA-1 is used exclusively for thethash-function, so that the hash-code is $imply
the value of §HA-1, converted according to Annex B to the appropriate data item.

NOTE - From a security viewpoint, it is important to avoid ¢ryptographically weak curves (e.g., it should be ensurgd that
a particular cuive is not vulnerable to attacks on special instances of the elliptic curve discrete logarithm problem).

F.4.1 Exanmple 1: Field F,", m =191

F.4.1.1 Pangameters
The field F," i represented as polyhomials modulo the irreducible polynomial x*** + x° + 1.
The elliptic cyrve is: Y* + X Y= X" +a X + b over F,".

aF 2866539UB~067675263 6A68F565 54E12640 276B649E F7526267
b F 2E48EF57 1F00786F 67B0081B 9495A3D9 5462F5DE 0OAA185EC
G (6,76,

Gx = 36B3DAF8 A23206F9 C4F299D7 B21A9C36 9137F2C8 4AE1AAOD

Gy = 765BE734 33B3F95E 332932E7 OEA245CA 2418EAQOE F98018FB
Q = 40000000 00000000 00000000 04A20E90 C39067C8 93BBBIAS

F.41.2 Signature key and verification key

X = 340562E1 DDA332F9 D2AEC168 249B5696 EE39DOED 4D03760F

Y =(Y Yo
Yx = 5DE37E75 6BD55D72 E3768CB3 96FFEB96 2614dEA4 CE28A2E7
Yy = 55CO0EOEQ0 2F5FB132 CAF416EF 85B229BB B8E13520 03125BAl
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F.4.1.3 Per message data

M = ASCII form of "abc" = 61 62 63
K = 3EEACE72 B4919D99 1738D521 879F787C B590AFF8 189D2B69

11 = (17, I1,).
Il = 438E5A11 FB55E4C6 5471DCD4 9E266142 A3BDF2BF 9D5772D5
Il, = 2AD603A0 5BD1D177 649F9167 E6F475B7 E2FF590C 85AF15DA

Y

h(M) = A9993E36 4706816A BA3E2571 7850C26C 9CDOD89D

F.4.14 Signature

R = 038E5A11 FB55E4C6 5471DCD4 998452B1 EO02D8AF7 099BB930
S = 0C9A08C3 4468C244 BAE5SD6B2 1B3C6836 28074160 20328B6E

F.4.1}5 Verification

7 =[x, 1))

ﬁx = 438E5A11 FB55E4C6 5471DCD4 9E266142 A3BDE2BF 9D5772D5

ﬁy = 2AD603A0 5BD1D177 649F9167 E6F475b7 A2FF590C 85AF15DA
E = 038E5A11 FB55E4Co6 5471DCD4 998452B1 E02D8AF7 099BB930

F.4.2 Example 2: Field F_, 192-bit Prime P

F.4.211 Parameters
The field is F, where P is in hexadecimal

P = FFFFFFFF FFFFFFFR\FFFFFFFF FFFFFFFE FFFFFFFF FFFFFFEF

The dlliptic curve is: Y* = X° + a X% b over F..

a = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE FFFFFFFF FFFFFFEFC
b = 64210519 'E59C80E7 OFA7E9AB 72243049 FEBS8DEEC C146B9B1
G = (G, G

GX =_188DAS0OE BO03090F6 7CBF20EB 43A18800 F4FFOAFD 82FF1012
GY =07192B95 FFC8DA78 631011ED 6B24CDD5 73F977A1 1E794811
Q = FFFFFFFF FFFFFFFF FEFFFFFF 99DEF836 146BC9B1 B4D22831

F.4.2.2 Signature key and verification key

X = 1A8D598F C15BFOFD 89030B5C B1111AEB 92AE8BAF 5EA475FB
Y= (Y Vo)

Y, = 62B12D60 690CDCF3 30BABAB6 E69763B4 71F994DD 702D16A5
Y, = 63BF5EC0 8069705F FFF65E5C A5C0D697 16DFCB34 74373902

Y

F.4.2.3 Per message data

M = ASCII form of "abc" = 616263

h(M) = n9993E36 4706816A BA3E2571 7850C26C 9CD0OD89D
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K = FA6DE297 46BBEB7F 8BB1E761 F85F7DFB 2983169D 82FA2F4FE
11 = (11, I1)).
IT, = 88505238 OFF147B7 34C330C4 3D39B2C4 A89F29B0 F749FEAD
I1, = 9CF9FA1C BEFEFB91 7747A3BB 29C072B9 289C2547 884FD835.
F.4.2.4 Signature
R = 88505238 O0FF147B7 34C330C4 3D39B2C4 A89F29B0 F749FEAD
S = EY9ECC781 06DEF82B F1070CF1 D4D804C3 CB390046 951DF686
F.4.25 Vefification
k(M 1T,
ﬁx = 88505238 OFF147B7 34C330C4 3D39B2C4 A89F29B0 F749FEAD
ﬁY = 9CF9FA1C BEFEFB91 7747A3BB 29C072B9 289C2547 884FD835
R E 88505238 OFF147B7 34C330C4 3D39B2C4 A89F29B0 F749EEAD
F.5 EC-KCDSA mechanism

A complete e

F.5.1 Exan

This example
value of SHA

F.5.1.1 Pai
The field F,"i

The elliptic cu

afF 7 2546B543 5234A422 EQ0789675

Gx
Gy

Q =4 00000000 00000000 0001E6OF

ple 1: Field F,", m =163

Kplanation of the generation of all values is given in TFAS.KO-12.0015, Appendix VI.

uses the Secure Hash Algorithm (SHA-1)cas’ the hash-function h. The hash-code is simgly the

1.

ameters

(Gx Gy}

= 0 C9517D0%, -D5240D3C FF38C74B

- 7 AFB699895 46103D79 329FCC3D

I EC23211B 5966ADEA 1D3F87F7

5 represented as polynomials-modulo the irreducible polynomial X+ X+ +x+1.

rveis: Y2+ X Y=X+aX +boverF,"

F432C894 35DE5242

20B6CD4D 6F9DD4D9.

74880F33 BBEB03CB

EA5848AE FOB7CA9F.

F.5.1.2 Signature key and verification key

X = 533FC16B FFO07B2FE 15E761BB FB5F0B63 3FD43D42

Y
Yx
Yy

52

(Yo Yo)

C8821CC7 4DAEAFCI.

1 A143BF83 23444956 687CO3CA 8DD68CCC 9509DA33

3 55D548DB 894D5D47 1F813F2E E3E692D1 75B9B6FD
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F.5.1.

3 Per message data

M = ASCII form of “abc” = 61 62 63

K = 7D1C44A2 AD7318CF 2C525AAD 16515378 1EB702DA

7= G"= (11, I1).

ISO/IEC 14888-3:2006(E)

Il = 6 630EE3E5 C71F504B C141A406 AE71E062 441E5E42
ITl, =4 780DDE74 C235C60E C9A25253 DFCC60D4 AA281C6A
Y’ = 01A143BF 83234449 56687C03 CA8DD68C CC9509DA 330355D5
A89DRAYOAD ENAT71EG] [IE2EEIRE O02N1 75RO REEDANNNN 00000000
00000000 00000000 000OOOOOO 00000000
hY’||M) = 736F9391 4BB28FA7 E93B65D9 C7T60BSEE 1F8A4305
F.5.1/4 Signature
R = A4BFE332 2B286929 3322652E AF349057 F424A6BF
S =02 633CFF4A 9E81F1E5 266C4A01 7A7C41CO 04034£68
F.5.1}5 Verification

R = n4BFE332 2B286929 3322652E AF349057 F424A6BF

F.5.2 Example 2: Field F_, 192-bit Prime P
This g¢xample uses RIPEMD-160 as the hash-function fixThe hash-code is simply the value of RIPEMD-160.
F.5.211 Parameters
The field is Fr where P is
P = FFFFFFFF FFFFFFFR\PFFFFFFF FFFFFFFE FFFFFFFF FFFFFFEF
The gliptic curve is: Y? = X* + a X% b over F,.
a = FFFFFFFF (FFFFFFFF FFFFFFFF FFFFFFFE FFFFFFFF FFFFFFFC
b =64210509) 'E59C80E7 OFA7E9AB 72243049 FEBSDEEC C146B9B1
G = (G, G,
G, = 188DASOE B03090F6 7CBF20EB 43A18800 F4FFOAFD 82FF1012
Gy=07192B95 FFC8DA78 631011EC 6B24CDD5 73F977A1 1E794811
= FFFFFFFF FFFFFFFF FFFFFFFF 99DEF836 146BC9B1 B4D22831
F.5.2.2 Signature key and verification key
X =444811A3 23E03C28 A34CD859 EE2FF1A3 4D1AAF3C BOB5603B
Y, = (YY)
Y, = 793C9E6E F7CF74C4 CBSFFB6F 3A2C1A9F E9AEBBB2 8AA7451A
Y, = B0823C74 7BE23AF0 B170AFB8 13239437 789A03AA 9C526783
F.5.2.3 Per message data
M = ASCII form of “abc” = 61 62 63
K = 4B19A072 5424CD33 10B02D8C 8416C98D 64C618BF E935597D
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1= G"= (11, I1).
IT, = DE3DA2DF 1AFC3446 BB5CAA85 0A978D21 19246CDC 0B197E6C
[T, = 15DD6151 225CED60 29D3531F 33092512 89B124EB B15D172B
Y’ = 793C9E6E F7CF74C4 CBS8FFBGF 3A2C1ASF ESAEBBB2 8AAT7451A
B0823C74 7BE23AF0 B170AFB8 13239437 789A03AA 9C526783
00000000 00000000 00000000 00000000
h(Y’||M) = 96BAD51E F1B1CB1F 13710AA7 C0946EOB DEFB75BF1
F.5.2.4 Signature
R F 3CA29800 D425FCAA 51CCB209 B4ED5D6C 35210822
S F 3143B2EA 5A0E8644 CE8F768A 6FA4D193 C726AD08 019788ES5
F.5.2.5 Verjification
R E 3ca29800 D425FCAA 51CCB209 B4EDSDEC 35210822
F.5.3 Exanpple 2: Field F5", 32-bit Pand m=5

This example

F.5.3.1 Pagameters

The field is F

P

and m = 5. The field is represented as polynomials modulo the irreducible polynomial x ® _ 2. For conver
this field is represented as (a1 ...

an element o

The elliptic cu

L™ where P is

F FFEFFEEB

F.5.3.2

F.5.3.3

54

a
b
GF (G, G,
G

rveis: Y’ = X°+a X+ boverF,".

aslag).

= (00000000 00000000 QCQ00000 00000000 00000001)
= (00000000 00000000~00000000 00000001 00000106)

« F (FCDEE3EE EB6A9DOC 821C8B46 D27937BC OFBAC840)

G
Q

. F (3C329EQD "7ASFB6E4 048A69C1 12F8CB35 DFFB7CCC)

FFFFEEE7 000000FS FFFE3308 F697C1D6 D7DE35CF

Siﬂnature key and verification key

uses RIPEMD-160 as the hash-function h. The hash-code is simply the value of RIPEMD-1

X = CA7DCCDA 50098667 936876B4 72EDFCFC 8F613136

Y= (Y V)

Y, = (2A51DC89 0265DCCC 6DD5715F 2DA674AF 8AEICFE75)

Y, = (F488AED5 DDFCYBCA B4BIYEDB3 FC3F93F2 0660A53D)

Per message data

M = ASCII form of “abc” = 61 62 63

K = 792D8EC4 2B8377EF BCDO9BFAB 00348E4E 63F510F7
7= G"= (11, I1).

60.

ience,
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