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Information technology — Security techniques — Digital

signatures with appendix —

Part 3:
Certificate-based mechanisms

ISO/IEC 14888 specifies digital signature
mechanisms with appendix for messages of
arbitrary lepgth and is applicable for providing data
origin authentication, non-repudiation, and integrity
of data.

This part of ISO/IEC 14888 specifies certificate-
based digifal signature mechanisms with appendix.
In particuldr, this part of ISO/IEC 14888 provides 1)
a general description of certificate-based digital
signature mechanisms whose security is based on
the difficulty of the discrete logarithm problem in
the underlyjing commutative group (see Clause 6),
2) a generdl description of certificate-based digital
signature mechanisms whose security is based on
the difficulty of factoring (see Clause 7), and 3) a
variety of ormative digital signature mechanisms
with appendix using certificate-based mechanisms
for messages of arbitrary length (see Annex A

and B).

hre subject te-revision, and parties to
based ondhis part of ISO/IEC 14888
ged to.nvestigate the possibility of
mestirecent editions of the standards
indicated b
registers o

ISO/IEC 14888-1:1998, Information technology —
Security techniques — Digital signatures with
appendix — Part 1: General.

ISO/IEC 14888-2:1999, Information technology —
Security techniques — Digital signatures with
appendix — Part 2: Identity-based mechanisms.

ISO/IEC 9796:1991, Information technolog
Security techniques — Digital signature sc
giving message recovery.

ISO/IEC 9796-2:1997, Information technolq
Security techniques — Digital signature sc
giving message recovery — Part 2: Mecha
using a hash-functien.

ISO/IEC 101418¢<3:1998, Information techno
Security techniques — Hash-functions — F
Dedicated hash-functions.

ISOIIEC 10118-4:1998, Information techno
Security techniques — Hash-functions — F
Hash-functions using modular arithmetic.

3 General

This part of ISO/IEC 14888 makes use of t
definitions, symbols, legend for figures, anc
notation given in ISO/IEC 14888-1.

The verification of a digital signature requir
signing entity's verification key. It is thus es
for a verifier to be able to associate the cor|
verification key with the signing entity. For

certificate-based mechanisms, this associ

must be provided by some certifying meas
example, the verification key is retrieved frq
certificate.

The goal of this part of ISO/IEC 14888 is tg
the following processes and functions withi

heme

gy —
hemes
hisms

ogy —
Part 3:

ogy —
Part 4.

e

ps the
sential
Fect

tion

re, for
m a

specify

- the process of generating keys
- generating domain parameters
- generating signature and verification keys

- the process of producing signatures
- (optional) producing pre-signatures
- preparing the message for signature

h the
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- computing withesses
- computing the signature

- the process of verification
- preparing message for verification
- retrieving the witness
- computing the verification function
- verifying the witness

4 Definitions

For the purpose of this part of ISO/IEC 14888, the
definitions of ISO/IEC 14888-1 apply. Additional

© |SO/IEC

6 Digital signature mechanisms based
on discrete logarithms

6.1 Key generation process
6.1.1 Generating domain parameters
For digital signature mechanisms based on

discrete logarithms, the set Z of domain
parameters determines the following parameters:

- a finite commutative group E
- one or more divisors Q of #E
- one or more elements G of order Qin E

definitions whieh-are |Cqu|lcd are-as-foltowrs:

4.1 Finite commutative group: A finite set J with
the binary opération «x such that:

- For allja, b, c01J, (alb) Oc = a O(bLk)

- There pxists elJJ with elh = a for all al1J
- For alljadJ there exists b0J with blh = e
- For allla, b0J, alb =bla

4.2 Order of pn element in a finite commutative
group: If a’#e, and a"'=al&" (for n = 0), is
defined recurkively, the order of allJ is the least
positive integer n such that a" = e.

5 Symbol$ and notation

Throughout this part of ISO/IEC 14888 the
following sympols and notations are used in
addition to thgse given in ISO/IEC 14888-1.

E finite commutative group
#HE tihe cardinality of E

allb ncatenation of b to a

Q divisor of #E

G n element of order@in E

gcd(U, N) the greatest coemron divisor of
imtegers U.and N

In the group E, multiplicative notation is used.|The

signature mechanism will use one element G|lin E.
It is worthwhile to note that the particular signature
mechanism chosen may place additional
constraints on the choice of E5@)and G.

6.1.2 Generation of signature key and
verification key

A signature key ofa,signing entity is a secretl
generated randem-er pseudo-random integer|X
such that 0 <X'<"Q and gcd(X, Q) = 1. The
corresponding ‘public verification key Y'is an
element.6f E and is computed as

ys G~.

Note: It is allowed to exclude a few integers from consideration
as possible X values.

In some instances, validation of domain
parameters and keys may be required. Howegver, it
is outside the scope of this standard.

6.2 Signature process

In this clause the signature process for a clasp of
signature mechanisms is described. Within this
class the signature function for the mechanism to
be used is specified by a permutation (A, B, Q) of
(S, T, T2) which determines the coefficients of{the
signature equation.

T first part-of assignment AK+BX+ C =0 (mod Q).
T, cond part of assignment ) ) , .
_ _ This permutation will be specified or agreed upon

Zy the set of integers Uwith0< U< N when setting up the signature system.
2N thedsetdofgwtege_rianh O<U<N The signature process and the formation of a

and ged (U, N) = signed message consists of eight stages (See
a0 the greatest integer equal to or less Figure 1):

than a

- producing the randomizer
- producing the pre-signature
- preparing the message for signing
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- computing the witness (the first part of the
signature)

- computing the assignment

- computing the second part of the signature

- constructing the appendix

- constructing the signed message

In this process, the signing entity makes use of its
private signature key X, and the domain
parameters E, G, and Q.

6.2.1 Producmg the randomizer

is an mteger KW|th 0<K< Q and sat|sfy|ng

ged (K, Q) = 1. The output of this stage is K, which

the si ;ning entity keeps secret.

Note: [tis allowable to exclude a few integers from
considgration as possible K values.

6.2.2 | Producing the pre-signature

The impput to this stage is the randomizer K, with
whichl the signing entity computes

n=a:6"

in E. The output of this stage is the pre-signature,
M.

6.2.3 | Preparing the message for signing

The nmessage is split into two parts which will be
calleq data inputs M, and M,. One of these parts
may ke empty and the two parts need not be
distingt (See ISO/IEC 14888-1 for further details.)

6.2.4 | Computing the witness (the first'part of

the signature)

The Vfariables to this stage are the pre-signature 1
from ¢.2.2 and M, from 6.2:3. The values of these
varialjles are taken as inplits to the witness
functipn. The output of-the witness function is
witnegs R.

6.2.5 | Computing‘the assignment
The q}puts tothe assignment function are the first

part of the'signature, which is the witness R from
6.2.4|and’M, from 6.2.3. The output of the

ISO/IEC 14888-3:1998(E)

from 6.2.5, the permutation (A, B, C) of (5,71,T>)
and domain parameter Q as specified in 6.1.1. The
signing entity forms the signature equation

(AK+BX+ C)=0 (mod Q)

and solves the signature equation for S, the
second part of the signature, where 0<S<Q. The

pair (R, S) will be called the signature, 2.

6.2.7 Constructing the appendix

The append|x is constructed from the signature

R1S), text). The
text field could mclude a certlflcate Which
cryptographically ties the public Verifigation key to
the identification data of the signing entity.

Note: As indicated in ISO/IEG,14888-1, depending on the
application, there are different'ways of forming [the appendix
and appending it to the message. The generallrequirement is
that the verifier is able toelate the correct sigrjature to the
message. For successful verification, it is also|essential that
prior to the verification process, the verifier is gble to associate
the correct verification key with the signature.

6.2.8 ,Constructing the signed message

The signed message is obtained by the
concatenation of message M and appendix,

Ml (R, S), text)

assignment function is assignment T = (T1,7T2)
where T; and T, are integers such that

0<|T1]|<Q,0<|T,|<Q.

6.2.6 Computing the second part of the
signature

The inputs to this stage are randomizer K from
6.2.1, the signature key X, assignment T = (T,,T,)
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Figure 1 — Signature process with randomized witness

© ISO/IEC
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6.3 Verification process

The verification process consists of four stages
(See Figure 2).

- Preparing message for verification

- Retrieving the witness

- Computing the verification function
- retrieving the assignment
- recomputing the pre-signature
- recomputing the witness

- Verifying the witness.

ISO/IEC 14888-3:1998(E)

6.3.4 Verifying the witness
T_he signature is verified if the recomputed witness,

R from 6.3.3.3 is equal to R from 6.3.2. Additional
checks may be required (See A.1.2.4.6 for other
example checks.)

In this_pracess, the verifier makes use of the
signe[’s verification key Y and the domain
paranpeters: finite group E, element G in E and its
order|O.

6.3.1 | Preparing message for verification

The vgrifier retrieves M from the signed message
and djvides the message into two parts M; and M,.

6.3.2 | Retrieving the witness

The vErifier retrieves the signature (R, S) from the
appendix, and divides it into witness R and the
secor]d part of the signature S.

6.3.3 | Computing the verification function

6.3.3[l Retrieving the assignment

This gtage is identical to 6.2.5. The inputs to the
assighment function consist of the withess R from
6.3.2 jand M, from 6.3.1. The assignment
T=(1.,T,) is recomputed as the output from the
assighment function.

6.3.3.2 Recomputing the pre-signature

The ipputs to this stage are the set.Z of domain
parameters, the verification key Y, the assignment
T=(T.,T,) from 6.3.3.1 and the second part of the
signature S from 6.3.2. The-verifier assigns to the
coeffitients (A, B, C) the.values (S, T3, T,) according
to the| order specified by the signature function, and

compltes the element [] in Eas

=Y &

wherg m==A"Bmod Q and n=-A" C mod O.

6.3.3.3 Recomputing the witness

The computations at this stage are the same as in
6.2.4. The verifier executes the witness function.

The inputs are ﬁ from 6.3.3.2 and M, from 6.3.1.
The output is the recomputed witness, R.
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C)é Figure 2 — Verification process with a randomized witness

© ISO/IEC


https://iecnorm.com/api/?name=7698aa5d7dfd48d237a67f30709d3d11

© ISO/IEC

7 Digital signature mechanisms based
on factoring

Digital signature mechanisms based on factoring
utilize a deterministic witness and produce a one-
part signature, but can be randomized or
deterministic (Reference ISO/IEC 14888-1,
Figures 2 and 4). In either case, such a
mechanism employs an integer N as a component
of the verification key whose factorization is part of
the signature key. Itis assumed that it is
computationally infeasible to factor N into its prime
factors. Constraints should be imposed on the

ISO/IEC 14888-3:1998(E)

7.2.1.2 Computing the pre-signature

The pre-signature is a function of the randomizer
and independent of the message. The input to this
stage is the randomizer K and the signature key.
The output of this stage is the pre-signature,

denoted .

7.2.2 Preparing of message for signing

The message is used to construct data inputs M;
and M. The second part, M,, might be empty and

the two inputs need not be distinct.

genen@tion of the signature Rey 1o make the
factonjzation sufficiently difficult.

7.1 Key generation process
7.1.1|Generation of domain parameters

For digital signature mechanisms based on
factoning, the set Z of domain parameters
optionally contains an integer v used as a system
wide portion of the verification key, subject to the
condifions specified in 7.1.2.

7.1.2 | Generation of signature key and

verifigation key

7.1.21 Generation of signature key

A signature key of a signing entity is a secretly
generated collection X = ({Py,P, ..., P}, 9),
consisting of a set of randomly or pseudo-randomly
chosgn, but not necessarily distinct prime integers
P, and an integer s. The minimum number of
distingt primes to be used is two.

7.1.2p Generation of verification key

The vprification key Y'is a pair of integers (N, v)
wherg N is the product, [l P, of alkpfimes P, and v
is an [nteger which satisfies a condition depending
on the signature key.

If vis[specified as a domaln*parameter, additional
constfaints might be impoesed on the signature key
so that v satisfies the appropriate condition.

7.2 Signature(process
7.2.1|Producing the pre-signature (optional)

A ranflotnized signature mechanism employs a
pre-signature which depends only on a randomizer

7.2.3 Computing the witness

The input to this stage is the datalinpu
output is the hash token, H, determing
input M;. Note that the hashitoken is
as an integer mod N chosen so that O

7.2.4 Computing the signature

The inputs to this stage are the witneg
in 7.2.3, the signature key from 7.1.2.
optional data\input M, (See ISO/IEC 1
Figure 2); \For a randomized mechan
randomizer K and the pre-signature I1
valid(imputs. The output is a one-part
2= S.

7.2.5 Constructing the appendix

The appendix is constructed from the
and an optional text field, text. The te
include a certificate which cryptograph
public verification key to the identificat
the signing entity.

7.2.6 Constructing the signed messa

The signed message is obtained by c
the message M with the appendix fror

M| (Z, text).

7.3 Verification process
7.3.1 Preparing message for verificat
The verifier retrieves M from the signg

t M,. The

d by the data
nterpreted
<H<N.

s computed
| and
4888-1,

sm, the

are also
Sighature

sighature, =
Kt field could
ically ties the
ion data of

he
bncatenating
N 7.2.5,

on
d message

and determines the two data input pafts M; and M,

as specified in 7.2.2.

and a signature key. The pre-signature is
computed in two steps.

7.2.1.1 Producing the randomizer

The signing entity secretly generates a randomizer
which is an integer K mod N, possibly subject to
additional constraints. The output of this stage is
K, which the signing entity keeps secret.

7.3.2 Retrieving the witness

The verifier retrieves the value of the witness H as

a function of the data input M, accordi
witness function specified in 7.2.3.

ng to the

7.3.3 Computing the verification function

Using the integer v obtained either fro

m the

domain parameter set Z or the verification key Y,
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the verifier uses the verification function to obtain a
recomputed witness, H .

7.3.4 Verifying the witness

The signature is valid if the value of the retrieved
witness H agrees with the value from the

verification function of the recomputed witness, H.
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Annex A
(normative)

Examples of certificate-based digital signatures with appendix based on discrete
logarithms

Examples of such signature mechanisms are the
Digital Signature Algorithm (DSA) of the U.S. NIST,
Pointcheval/Vaudenay, and elliptic curve
signatures. These schemes are described below.

Secure Hash Algorithm is also described in
ISO/IEC DIS 10118-3. (Note that no control field

with a hash-function identifier is requir

ed for DSA,

thus the hash token is simply h(M). See ISO/IEC

The groups used for the signature mechanisms
include a multiplicative group Zs where Pis a
prime](i.e., DSA and Pointcheval/Vaudenay) and
an additive group formed by the points of an elliptic
curve|over a finite field (i.e., Elliptic Curve DSA).

A.1 Non-Elliptic curve based examples
A.1.0| Symbols and notation

A prime integer
Zpb set of integers Uwith0< U< P
Zp set of integers UwithO< U< P

A.1.1] The U.S. Digital Signature Algorithm
(DSA

This example is taken from the U.S. National
Instityte of Standards and Technology (NIST)
Fedelal Information Processing Standards
Publigation 186 (FIPS PUB 186), 19 May 1994
The dgeneral parameters defined in clause.6¢cshall
have the following forms. The notation here*has
been changed slightly from FIPS PUB,186 to
confofm with notation used elsewhere. in this part
of ISQ/IEC 14888.

The OSA is a signature mechanism with E= Zp, P
a prime, and Q a prime dividing P- 1. The
messhge is split such thatyM, is empty and M, = M.
The witness function is defined by the formula

R=N mod @

and the assignment function by the formula

2 LN

140060-1).
The coefficients (A, B, C) of the DSA
equation are set as follows
(A B, C) =(5T,,T):
Thus the signature eguation becomes

(SK - RX 7= 0 (mod Q).

A.1.1.1 DSA Parameters

L 512 + 641, for I an intege
p a prime, where 2"* < P4 2
Q a prime divisor of P-1, wl
< 2160
F an integer such that 1 <

D0 mod P>1
G F™0 mod P, an eleme
in E=Zp

The integers P, Q, and G can be publ
common to a group of users.

To achieve FIPS compliance, parame
are generated as specified in FIPS PU
Appendix 2 (Details can be found in A
this part of ISO/IEC 14888).

Note 1: The size of the prime P in this normati
specified by the Digital Signature Algorithm (D
the size of Pis restricted to be at most 1024 bi

Signature

r 0</<8
L
1ere2159<Q

F< P-1and F

nt of order Q

c and can be

ters Pand Q
B 186,
nnex C of

e example is as
BA). Note that
s. As of 19 May

1994, the size of P provides a sufficient securify margin. It is

acknowledged that future advances in number
algorithms may possibly render the size of P o
insufficient.

theoretic
1024 bits as

Note 2: It is recommended that all users check|

b T\ =L
( T 12)— CIG11)

where H = h(M) is the hash-token of message M,
converted to an integer according to the
conversion rule given in Annex C. The hash-
function his the Secure Hash Algorithm (SHA) as
adopted in the U.S. NIST Secure Hash Standard
(SHS), FIPS PUB 180-1, 17 April 1995. The

generation of the DSA public parameters.

the proper

Note 3: It is recognized that DSA possesses an unfavourable
property in which an attack can be mounted where collisions on

the underlying hash function can be found with
2"* as compared to 2%
though is easily detectable. For users who ma:
avoid this property, it can be prevented by usin
mechanism of A.1.2.

a complexity of

in the most secure case. This attack

y still wish to
g the
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A.1.1.2 DSA

generation of signature key and

verification key

The signature key of a signing entity is a secretly
generated random or pseudo-random integer X

such that 0 <

X < Q. The corresponding public

verification key Y'is

Y=G".

A user's secret signature key X and public
verification key Y are normally fixed for a period of
time. The signature key X must be kept secret.

© |SO/IEC

be generated and the signature should be
recalculated. (It is extremely unlikely that R = 0 or
S =0 if signatures are generated properly).

A.1.1.3.7 Constructing the appendix

The appendix will be the concatenation of (R, S)
and an optional text field, fext, (R, S)||text.

A.1.1.3.8 Constructing the signed message

A signed message is the concatenation of a
message, M, and the appendix.

A.1.1.3 DSA
A.1.1.3.1 Prdg
The signing ¢
random integ

must be geng
kept secret.

A.1.1.3.2 Prd

The input to t
signing entity

M=¢G"n

A.1.1.3.3 Pre

The messags
is the messag

A.1.1.3.4 Co

The signing €
the witness i
signature. Th

signature process
ducing the randomizer

ntity computes a random or pseudo-
br K such that 0<K<Q. Parameter K
rated for each signature and must be

ducing the pre-signature

his stage is the randomizer K and the
computes

hod P

paring the message for signing

is split such that M, is empty and M,
e, M2 =M.

Mmputing the witness

ntity computes R =N mod Q where
simply a function of the pre-
s,

R=(G"

A.1.1.35 Co
The signing
= (-R,-H) wh
message M

A.1.1.3.6 Co
signature

The signatur

R = (G"mod P) mod Q

od P) mod Q

puting the assignment

ntity computes the-assignment (71, T2)
re H= h(M) is the hash-token of
nd M= M.,

puting the*second part of the

is’(R/S). Thus,

S=(K'(h(M) + XR)) mod Q

The value of h(M) is a 160-bit string output of the

Secure Hash
this string mu
conversion ru

Algorithm. For use in computing S,
st be converted to an integer. The
le is given in Annex C.

As an option, one may wish to check if R=0o0r S=
0. If either R=0or S=0, a new value of K should

10

MR, S)|[Text

A.1.1.4 DSA verification process

Prior to verifying the signature of a signed
message, it is necessary that thecverifier has
trusted copies of P, Q@ and G.

The verifier also acquires the necessary data[fitems
for the verification progess. For example, the
verification key (see lSQ/IEC 14888-1, clausg 9 for
additional required data items).

A.1.1.4.1 Preparing the message for
verification

The vefifier retrieves M = M, from the signed
message. M, is empty.

A.1.4.2 Retrieving the witness

The verifier retrieves the witness R and the sgcond
part of the signature S from the appendix.

A.1.1.4.3 Retrieving the assignment

This stage is identical to A.1.1.3.5. The inputg to
the assignment function consist of the withes$ R
from A.1.1.4.2 and M, from A.1.1.4.1. The
assignment T = (T, T,) is recomputed as outgut
from the assignment function, A.1.1.3.5.

A.1.1.4.4 Recomputing the pre-signature

The inputs to this stage are domain paramete
verification key Y, assignment T = (T,,T3) fro
A.1.1.4.3 and second part of the signature S from
A.1.1.4.2. The verifier assigns the coefficient
(A, B, C) the values (S, T, T,) as determined Wy the

} i i value

IS,

M of the pre-signature using the formula

n = Y-A'lB mod Q G-A'lc mod Q o od Pin E.

A.1.1.4.5 Recomputing the witness

The computations at this stage are the same as in
A.1.1.3.4. The verifier executes the witness

function. The inputis I from A.1.1.4.4. Note that
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M, is empty. The output is the recomputed witness
R.

A.1.1.4.6 Verifying the witness

Let M, be the value from A.1.1.4.1, and Rand S
the values from A.1.1.4.2. Let Y be the public
verification key of the signing entity. To verify the
signature, the verifier first checks to see that
O0<R< Qand0< S< Q. If either condition is
violated the signature shall be rejected. If these two
conditions are satisfied, the verifier compares the

recomputed witness, R from A.1.1.4.5 to the value

ISO/IEC 14888-3:1998(E)

A.1.2.2 Pointcheval/Vaudenay generation of
signature key and verification key

The signature key of a signing entity is a secretly
generated random or pseudo-random integer X
such that 0 < X< Q. The corresponding public
verification key Y'is

Y=G*.
A user's secret signature key X and public

verification key Y are normally fixed for a period of
time. The signature key X must be kept secret.

of Rffom A.1.1.4.2. If R = R, then the signature is
valid.

A.1.2| Pointcheval/Vaudenay signatures

The method of Pointcheval/Vaudenay is a variant
of thel DSA algorithm, with E = Zp, P a prime, and
Q a pfime divisor of P-1. The message is split
such that M, is empty and M, = M. The witness is
defingd by the formula

R=TNmod Q
and the assignment function by the formula
[LT2) = (-R-H)

wherg H = h(R ||M) is the hash token of the
concdtenation of the witness R and the message
M. The hash-function h is the Secure Hash
Algorithm (SHA-1). Note that the computation.of
T, abpve requires the conversion of the hash;,code
to anjnteger. Some agreed upon method-for this
convdrsion is required for this step (seé.for
example ISO/IEC DIS 10118-4) .

—~

The cpefficients (A, B, C) of the
Point¢heval/Vaudenay signature equation are set
as follows

(/ ’ B! C) = (S: Tla TZ)

Thus the signature equation becomes

K-, RX- H= 0 (mod Q).

A.1.2.3 Pointcheval/Vaudenay sighathre
process

A.1.2.3.1 Producing the randomizer

The signing entity computes a random or pseudo-
random integer K such.ttiat 0<K<Q ar|d gcd(K,Q) =
1.

A.1.2.3.2 Producing the pre-signaturg

The input to this stage is the randomizer K and the
signing entity computes

= G* mod P.

A!1.2.3.3 Preparing message for signling

The message is split such that M, is gmpty and M,
is the message, M, = M.

A.1.2.3.4 Computing the witness

The signing entity computes R =T m¢d Q where
the witness is simply a function of the |pre-
signature. Thus,

R = (G mod P) mod Q

A.1.2.3.5 Computing the assignment

The signing entity computes the assignment (T4, 73)
= (-R,-H), where H = h(R||M) is the hakh token of
the concatenation of the witness and nessage M
(and M= M).

A.1.2.3.6 Computing the signature
The signature is (R, S). Thus,

A.1.2.1 Pointcheval/Vaudenay parameters

P prime number
Q prime divisor of P-1
F integer such that 1 < F< P-1 and
Fo0 mog p>1
P-
¢ Fmodp

Note: Special care should be taken to the generation of P, Q,
and F. For example, the procedures of A.1.1.1 may be used.

R = (G* mod P) mod Q
S=K'(h(R|IM) + XR) mod Q.

A.1.2.3.7 Constructing the appendix

The appendix will be the concatenation of (R, S)
and an optional text field, text, (R, S)||text.

11
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A.1.2.3.8 Constructing the signed message
A signed message is the concatenation of a

If these two conditions are satisfied, the verifier
compares the recomputed witness, R from

message, M,

MR, S)|

and the appendix.

|text

A.1.2.4 Pointcheval/Vaudenay verification

process

Prior to verifying the signature of a signed
message, it is necessary that the verifier has
trusted copies of P, Q and G and the other
necessary data items.

A.1.2.4.5 to the value of Rfrom A.1.2.4.2. If R =
R, then the signature is valid.

A.2 Elliptic curve based example

A.2.1 Elliptic curve DSA

The following scheme is an elliptic curve analogue
of the DSA algorithm. [See Annex D for additional

elliptic curve mathematical background
information.] Thus it is a signature mechanism with

Ebeing-a-cychc-grodp-ofpeints-on-an-ellipticgurve.

A.1.2.4.1 Prg
verification

The verifier re
message. M;

A1.24.2 Re

The verifier re
part of the sig

A.1.2.4.3 Re
This stage is
the assignme
from A.1.2.4.
assignment 7
from the assi

A.l1.2.4.4 Re

The inputs to
verification ke
A.1.2.4.3 and
A.1.2.4.2. Th
(A, B, C) the
the signature
value I of th
the formula

n=y™*

in E.

A.1.2.45 Re
The computa

paring the message for

trieves M, = M from the signed
is empty.

rieving the witness

trieves the witness R and the second
nature S from the appendix.

rieving the assignment

dentical to A.1.2.3.5. The inputs to
nt function consist of the witness R
P and M, from A.1.2.4.1. The

= (T, T,) is recomputed as output
jnment function, A.1.2.3.5.

computing the pre-signature

this stage are domain parameters,
y Y, assignment T = (T, T;) from
second part of the signature S from
e verifier assigns the coefficients
alues (S, T, T) as determined by
function, and obtains a recomputed

e pre-signature by computing it using

1g -Alc
monG monmOdP

computing the witness
ioris at this stage are the same as in

A.1.2.3.4.Th

p verifier executes the witness

We take
(A/B,C)=(S, T, T)

where (T3, T,) = (-R,H) and H is theohash tokep of
the message M.

Thus the signature equation becomes
SK- RX+ H =.0{mod Q).

A.2.1.1 Elliptic curve DSA parameters

F a finite field

E Elliptic curve group over field F
# E the cardinality of E

Q" aprime divisor of # E

G  apoint on the elliptic curve of order|Q

Note: Although it is standard in the literature to write the
arithmetic of elliptic curve groups additively, we will be
consistent with the general description above and use
multiplicative notation.

A.2.1.2 Elliptic curve DSA generation of
signature key and verification key

The signature key of a signing entity is a secretly
generated random or pseudo-random integer|X
such that 0 < X< Q. The corresponding publi
verification key Y'is

y=G~.
A user's secret signature key X and public

verification key Y are normally fixed for a peripd of
time. The signature key X must be kept secret.

function. The

inputs are M from A.1.2.4.4 and M,

from Al124.1. The output is the recomputed

witness R.

A.1.2.4.6 Verifying the witness

Let M, be the value from A.1.2.4.1, and Rand S
the values from A.1.2.4.2. The verifier checks to
seethat 0 < R< Qand 0 < S< Q. If either

condition is violated the signature shall be rejected.

12

A.2.1.3 Elliptic curve DSA signature process
A.2.1.3.1 Producing the randomizer

The random secret integer K'is generated,
0<K<Q.

A.2.1.3.2 Producing the pre-signature

The input to this stage is the randomizer K and the
signing entity computes

n= g~
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A.2.1.3.3 Preparing message for signing

The message is split such that M, is empty and M,
is the message, M, = M.

A.2.1.3.4 Computing the witness

The signing entity computes R = [y mod Q where
MMy is the x coordinate of the point 1, interpreted
as an integer in the range [1, Q-1] (See

ISO/IEC 14888-1, subclause 5.2).

A.2.1.3.5 Computing the assignment

The cignina-antibv computec-tha accianmant (T T\
g eHtty-corHpeteStHHeaSSIHRe (1

ISO/IEC 14888-3:1998(E)

A.2.1.4.1 Preparing message for verification

The verifier retrieves M from the signed message
and divides the message into two parts M; and M,.

M, will be empty and M, = M.

A.2.1.4.2 Retrieving the witness

The verifier retrieves the witness R and the second
part of the signature S from the appendix.

A.2.1.4.3 Retrieving the assignment

This stage is identical to A.2.1.3.5. The inputs to
the assignment function consist of the witness R

7
= (-R| H) where H is the hash-token of the
messpge M.

A.2.113.6 Computing the second part of the
signafure

The sjgnature is (R, S). Thus,

H=MN,mod Q
9= (KH(XR - H) mod Q
So that

(R, S) = ((NMy) mod Q, (K *(XR - H)) mod Q)

A.2.113.7 Constructing the appendix

The gppendix will be the concatenation of (R, S)
and ah optional text field, text, (R, S)||text.

A.2.1]3.8 Constructing the signed message

A sigmed message is the concatenation of the
messhge, M, and the appendix.

MII(R, S)l|text

A.2.114 Elliptic curve DSA verification process

The verifying entity acquires the necessary data
items|required for the verification process.

from A.2.1.4.2 and M, from A.2.1.4-1,
assignment T = (T, T,) is recomputed
from the assignment function, A:2.1.3

A.2.1.4.4 Recomputing the-pre-signat

The inputs to this stage-are system pa3
verification key Y, assignment T= (T
A.2.1.4.3 and seeond part of the signg
A.2.1.4.2. The'verifier assigns the cod
(A, B, C) the\values (S5,T,,T,) as deter
signature- furiction, and obtains a reco

M of the pre-signature by computing
formala

m= G-A'lcmod o) YA'lB mod Q

A.2.1.4.5 Recomputing the witness

The computations at this stage are th
A.2.1.3.4. The verifiergxecutes the w
function. The inputis M from A.2.1.4]

is the recomputed witness R.

A.2.1.4.6 Verifying the witness

Let M, R, and S be the values retrieve
signed message, and let Y be the pub
verification key of the signer. To verify
signature, the verifier first checks to s
O0<R< QandO0< S< Q;if either con

The
as output
5.

re

rameters,

T,) from

ture S from
fficients
mined by the
mputed value

t using the

P same as in
tness

4. The output

d from the
lic

the

pe that
lition is

violated the signature shall be rejected. If these two

conditions are satisfied, the verifier cg

recomputed witness, R from A.2.1.4.
retrieved version of R from A.2.1.4.2.

If R = R, then the signature is verifie

mpares the
b to the

13
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Annex B
(normative)

Example of certificate-based digital signatures with appendix based on factoring

Examples of such signature mechanisms are
digital signatures with hashing based on ISO/IEC
9796 (deterministic) and ESIGN (randomized).
These schemes are described below.

sv=1l mod¥lcm (P;-1, P,-1)if vis even.

The signature key Xis the set ({Pi, P},S).

B.1.2.3 Generation of verification key

B.1 Digithl signatures with hashing

based on |

O/IEC 9796

The digital sigpnature mechanism given in ISO/IEC
9796 is a detg¢rministic signature mechanism
based on facforing. As such, it does not employ a
randomizer of pre-signature. There are exactly two
secret prime factors Py, P in the signature key

defined in cl

B.1.1 Gener

The domain
specification
exponent V.

hash function
parameters.

se’”.

tion of the domain parameters

parameters Z optionally contain a
for a system wide verification
Other system parameters such as a
are optionally specified in the domain

B.1.2 Generation of the signature key and

verification kg
B.1.2.1 Publ
If not specifie
signing entity
where v< N

B.1.2.2 Geng
The signing
{P1, P2} of
chosen and
the following

y
c Verification Exponent
0 in the domain parameter set, the

selects a positive integer v,
modulus).

ration of signature key

bntity secretly generates“a&’ collection
two randomly or pseudo-randomly
distinct prime integers P, subject to
conditions

- if vis odd, then P-1 shallbe coprime to v

- if vis even

then.(P;- 1)/2 shall be coprime to v

The veriication Key Y IS the set (N, V).

B.1.3 Signature process

The signature process is that of (a, determ
signature mechanism, and as)-such doe
produce a pre-signature.

B.1.3.1 Preparing the message for signing

The data input M, 2-M is the message;
empty.

B.1.3.2 Computing the witness

The deterministic witness is an integer H M
determined by the hash token of the meg
The hash token is formed from a padded
code_as defined in ISO/IEC 10118 concatg
with-” an optional control field containing
function identification. If the hash function
uniquely specified by the domain parametg
control field is mandatory. If the verification
even, the resulting hash token is forced to
Jacobi symbol 1 mod N by dividing by
necessary.

B.1.3.3 Computing the signature
The signature is S= H° mod N.

B.1.3.4 Constructing the appendix

inistic
5 not

M, is

od N,
sage.
hash
nated
hash
is not
r, the
key is
have
2 if

The appendix is constructed from the sigpature

and an optional text field, text. The text field
include a certificate which cryptographically ti
public verification key to the identification d
the signing entity.

could
bs the
Ata of

and P, - P, slrall not'be divisible by 8.

R4 .2

Additional constraints on the P, to ensure that the
factorization of N = PP, is computationally
infeasible are optional.

The signing entity computes public modulus N =
PP, and the signature exponent, s, an integer
mod N with 0 < s < N so that

sv=1 modlcm(P, -1, P,-1)if vis odd,

14
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The signed message is obtained by the
concatenation of message M and the appendix,

M| (S, text).
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B.1.4 Verification process

The verifying entity acquires the necessary data
items required for the verification process (see
ISO/IEC 14888-1, clause 9).

B.1.4.1 Preparing the message for verification

The verifier retrieves M = M; from the signed
message. M, is empty.

B.1.4.2 Retrieving the witness

The witness H is reconstructed from the data input
M, according to B.1.3.2.

ISO/IEC 14888-3:1998(E)

B.2.2.2 Generation of verification key

The verification key is a pair of integers Y = (N, V),
where N is the product N = P,P,P; = PPQ and Vv is
an integer which satisfies the condition v=s2= 4.

B.2.3 Signature process

The signature process of ESIGN follows the
general model described in Clause 8 of ISO/IEC
14888-1. It is a randomized signature mechanism
which uses a deterministic withess and produces a

one-part signature.

B.1.4|3 Computing the verification function

Using the integer v obtained either from the
domaln parameters Z or the verification key Y, and
the integer N from the verification key Y, the
verifigr computes

H =S"mod N,

If the [verification exponent is even, H is modified
accorfling to its congruence modulo 8.

B.1.4}4 Verifying the witness

The signature is valid only if the value of the
retrieyed witness H agrees with the value of the

recomputed withess H .

B.2 ESIGN
B.2.1| Generation of domain parameters

ESIGN is a digital signature mechanism which
uses ps a modulus an integer N = P2Q where P>Q
are fdrime integers and a signature exponent s
equall to the verification exponent v, an integer
greater than or equal to 4. This_.éommon exponent
can be included in the domain parameters or
derived from a certificatelinthe optional text of the
appendix. Also specified-(optionally) in the domain
parameters is an integer n which specifies the size
of the|integer primes in bits. Nominally, n is 1/3 the
number of bits~Used to represent N. The size of
trJ]el hash token-is restricted to n-1 bits (i.e., 0 < H<
27).

B.2.3.1 Producing pre-signature
The pre-signature is computed intwo

B.2.3.1.1 Producing the randemizer

The signing entity generates secretly
which is a random ¢pr~ pseudo-ran

steps.

a randomizer
dom positive

integer K Mod PQ. stich that 0 < K| < PQ. The

output of this stage is K, which the
keeps secret.

B.2.3.1.2:. Producing the pre-signature
The input to this stage is the randomi
signature key X. The signing entity
pre-signature M = (U, V), where U =
V= (sk*")™" mod P. The second part
signature shall be kept secret.

B.2.3.2 Preparing the message for si

signing entity

ker K and the
computes the
* mod N and
V of the pre-

hning

The entire message M is taken as input M; to the

computation of witness, M; = Mis th
M, is empty, see 8.2 of ISO/IEC 1488

B.2.3.3 Computing the witness

P message;
B-1.

The deterministic witness is the hash token of the

2

B.2.3.4 Computing the signature

message, denoted H where H should be less than
e

The inputs to this stage are P and Q from the

signature key X, K the randomizer

computed in

B.2.3.1.1, the pre-signature I = (U, V) computed in

B.2.3.1.2 and the withess H comput
The signature S is computed using th

pd in B.2.3.3.
b formula:

B.2.2 -Generationof signatturekey-and
verification key

B.2.2.1 Generation of signature key

The signature key of a signing entity is a secretly
generated collection X = ({P., P, Ps}, 9),
determined by two distinct randomly or pseudo-
randomly chosen prime integers P, = P, = P and
P; = Q with P>Q and the signature exponent s with
Ss24. The factors P and Q shall be kept secret.

S=K+ ([2°"H- U)/PQLV mod P)PQ mod N.
The output of this step is the signature ¥ = S,
B.2.3.5 Constructing the appendix
The appendix is constructed from the signature

and an optional text field, text. The text field could
include a certificate which cryptographically ties the

15
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public verification key to the identification data of
the signing entity.

B.2.3.6 Constructing the signed message

The signed

message is obtained by the

concatenation of message M and appendix, M ||(S,

text).

B.2.4 Verification process

The verifying

entity acquires the necessary data

items required for the verification process.

B.2.4.1 Prep

The verifier
message. M.

B.2.4.2 Retri

The witness
M.

B.2.4.3 Com

Using the i
domain para

verifier comp
S'm

B.2.4.4 Verif

The signatur
reconstructeg

recomputed

Aring message for veritication

retrieves M = M; from the signed
is empty.

bving the witness
H is reconstructed from the data input

buting the verification function

teger v obtained either from the
eters Z or the verification key Y, the

ites H , the high n bits of
pd N,

ing the witness

e is valid only if the value of the
witness H agrees with value of the

vithess H .
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Annex C
(informative)

FIPS PUB 186 Generation of Primes P and Q

The prime generation scheme starts by using the Step 6. Let counter = 0 and offset = 2
SHA-1 and a user supplled SEED to construct a

prime Q, in the range 2% < 0 < 2™, Once thisis Step 7. Fork=0, ...,nlet
accomplished, the same SEED value is used to Vi = SHA[(SEED + offset + k) mod 29].

construct an X in the range 2-* < X< 2". The

prim y ng 160 , (n-1)*160 VO 2160
congruent to 1 mod 2Q as described below. 27+ L+ V¥ 2 + (V-fmopl 2°) * 2
and let X =W + 2"*. Note that0 g w < 2"*
An ineger x in the range 0 < x < 2% may be and hence 2! < X < 2",
convgrted to a g-long sequence of bits by using its
binary expansion as shown below: Step 9. Letc = X nied2Q and
set P=X- (c - 1)\/Note that P is ¢ongruent to
x:x1*29'1+x2*29'2+___+xg_l*2+xg-> 1 mod 20.
{Xl, vee Xg}.
Step 10.:lf.P < 2", then go to Step 13.
Conversely, a g-long sequence of bits {X, ... , Xg}
is corjverted to an integer by the rule Step-bl. Perform a robust primaljty test on P.
1 ooy Xgh > X1 ¥ 29 4 %, % 292+ 4 Xy %2 Step 12. If P passes the test perfprmed in
+ Xg. Step 11, go to Step 15.
Note that the first bit of the sequence corresponds Step 13. Let counter = counter +|1 and offset
to the| most significant bit of the corresponding = offset + n + 1.

integgr and the last bit to the least significant bit.
Step 14. If counter = 2" = 4096 do to Step 1,
Let L{1 = n*160 + b, where b and n are integefs otherwise (i.e., if counter < 4096) go to Step 7.
and 0|< b < 160.
Step 15. Save the value of SEED and the
Step 1. Choose an arbitrary sequence of at value of counter for use in certifying the proper
Idast 160 bits and call it SEED¢ Léet g be the generation of Pand Q.
Igngth of SEED in bits.

fep 2. Compute U =SHA[SEED] XOR
HA[(SEED+1) mod 29.

gnificant bit{the 2P b|t) and the least
gnificantlbitto 1. In terms of Boolean
herations;, (g UOR 2 *OR 1.

S
S
Step 3. Form.Q from U by setting the most
s
s
o}
Npte that 2™ < Q < 21

Step 4. Use a robust primality testing
algorithm to test whether Q is prime. (A robust
primality test is one where the probability of a
n%(r;-)prime number passing the test is at most
27

Step 5. If Qis not a prime, go to step 1.

17
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Annex D
(informative)

Elliptic Curve mathematical background
The text in this informative annex is extracted

directly from ANSI X9.62-1998, Public Key
Cryptography For the Financial Services Industry:

D.1.1 Addition rules for elliptic curves over Fp

The set of points E(Fp) forms a group with the
following addition rules:

The Elliptic Curve Digital Signature Algorithm
(ECDSA). This text is included to provide

ot - . ) o+0=0
additional ellipticturve mathematica background
information td implementers beyond what is (i) (xy)+ O=0+(xy) = (xy) for all{xy} T
provided in the normative clauses of this standard. E(Fp)

For even more elliptic curve mathematical
information, see Menezes, A., «Elliptic Curve Public
Key Cryptosystems.»

(iii) (x,y) + (x,-y) = Ofor all (x,yYE &(F) (le.

the negative of a the point(x,y) is -(X,

(x,-))

~ O

It is noted thgt some of the notation in this annex is (iv) (Rule for adding twaq 'distinct points that are
slightly differgnt than used elsewhere in this not inverses of gach other)
International tandard. For example, this annex bwo

will describe @rithmetic with additive notation,

whereas Clad

As an example, gx converts to xG and ab converts Then (X1,YiI ¥ (X2,¥2) = (X3,¥3), where:
to A+B. — 2 —

Xg—}\ -X1 - X2, Y3 = }\(Xl-Xg)-yland
D.1 Elliptic|Curves and points A =%.
An elliptic curye E defined over F, is a set of points 2
P = (Xp,¥p) Where x, and y, are elements of F; that (v) (Rule for doubling a point)

satisfy a certd
infinity denotq
underlying fig|

If g= pis an ¢pdd prime (so the underlying field is 2
F,) and p>3, then a,b shall satisfy 4a® + 27b7 0 ) =xita
(mod p), and every point P = (x,,yp) on E{ather 2y,

than the poin
in Fp

se A.2 uses multiplicative notation.

in equation, together with the point at
d O. F,is sometimes called the
d.

O) shall satisfy the following equation

Let: (x1,y1) U E(Fp)and (x2,y2) O E(Fp) be
points such that)x; # X,.

Let (x1,y1) O E(Fp) be a point with y; # 0.
Then 2(x1,Y1) = (X3,Y3), Where:
X3 = N - 2x, y3 = A(Xy - X3) - y1 and

The group E(Fp) is abelian, which means that

s 3 P1 + P, = P, + P4 for all points P, and P in E(f).
Yp +Xp Hax, +b. The curve is said to be supersingular if
# E(Fp) = p + 1; otherwise it is non-supersingylar.
If g = 2™ is a power of 24se the underlying field is N o
F,m), then b ghall be-diori-zero in Fom, and every D.1.2 Addition rules for elliptic curves over Fom
point P = (xp,Yp) o E (other than the point O) shall The set of points E(F,m) forms a group with the

satisfy the fol

owing equation in Fom:

following addition rules:

p

An elliptic cur

2 —y3 2
Yp ¥ XpYp =Xp taxp +b.

ve point P (which is not the point at

infinity O) is represented by two field elements, the
x-coordinate of P and the y-coordinate of P:

P= (Xp,yp) .

18
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(i) (xy) + (x,x+y) = Ofor all (x,y) O E(Fom) (i.e.
the negative of a the point (x,y) is - (X,y) =
(X.x+Y))

(iv) (Rule for adding two distinct points that are
not inverses of each other)

Let: (x1,y1) O E(Fzm) and (Xz,y2) O E(Fm)
be two points such that x; # x..
Then (X1,y1) + (X2,¥2) = (Xs,y3), where:
X3:)\2+)\+X1+X2+a,y3: A(X1 + X3) +
+
Xs+yrand A= %

Vi

AT T2
) (Rule for doubling a point)

)
=

Let (X1,y1) O E(F>m) be a point with x; # 0.
Then 2(x1,y1) = (X3,y3), where:
X3= A+ A +a, Y3 =x°+ (A + 1)xs, and

A Y1

=X, +2=
l .
X1

The group E(F,m) is abelian, which means that P,
+ P, 3 P, + P for all points P, and P, in E(Fom).

19
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Num

Annex E
(informative)

erical examples of certificate-based digital signatures with appendix

E.1 The U.S. Digital Signature Algorithm (DSA)

A complete explanation of the generation of all values is given in FIPS PUB 186, Appendix 5. In this example

the following values, expressed in hexadecimal notation, will be used.

E1.1 DSA p rameters
L F 200 (512 1)
SEED [ d5014e4b 60ef2ba8 b6211b40 62ba3224 e0427dd3

FE?2

P F 8df2a494 492276aa 3d25759b b06869cbh eac0d83a fb8d0Ocf7
cbb8324f 0d7882e5 d0762fc5 b7210eaf c2e9adac 32ab7aac
49693dfb f83724c2 ec0736ee 31c80291

Q E c773218c 737ec8ee 993b4f2d ed30f48e dace915f

G F 626d0278 39ealal3 413163a5 5b4cb500 299d5522,.956¢cefch

3bff10f3 99ce2c2e 71cb9de5 fa24babf 58e5b795 . 21925c9c
c42e9f6f 464b088c c572af53 e6d78802

E.1.2 DSA signature key and verification key

X
Y

E.1.3 DSA pe
K

K-l

M

h(M)

E.1.4 DSA sig
R

S

E.1.5 DSA Ve

= 2070b322 3dba372f delcOffc 7b2e3b49 <8b260614

= 19131871 d75b1612 a819f29d 78d1b0dY 346f7aa7 7bb62a85
9bfd6c56 75da9d21 2d3a36ef 1672ef66 0b8c7c25 5ccOec74
858fba33 f44c0669 9630a76b 030ee333

r message data
= 358dad57 1462710f 50e254¢f 1a376b2b  deaadfbf

= 0d516729 8202e49b  4116acl0 4fc3f415 aeb2f917
= ASCII form of "abc" = 616263
= a9993e36 4706816a ba3e2571 7850c26c 9cd0d89d

nature
= 8baclab6.-6410435¢c b7181f95 bl6ab97c 92b341c0

- 41e2345f 1f56df24 58f426d1 55b4ba2d b6dcd8c8

rifiCation values

R =8baclab6 6410435c b7181f95 b16ab97c 92b341cO

E.2 The Pointcheval/Vaudenay Signature Algorithm

The following

20

values are expressed in hexadecimal notation.
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E.2.1 Pointcheval/Vaudenay parameters
L =200 (=512 1q)

F=2

P = 8df2a494 492276aa 3d25759b b06869cbh eac0d83a fb8d0Ocf7
cbb8324f 0d7882e5 d0762fc5 b7210eaf c2e9adac 32ab7aac
49693dfb f83724c2 ec0736ee 31c80291

Q =c773218c 737ec8ee 993b4f2d ed30f48e dace915f

G = 626d0278 39ealal3 413163a5 5b4cb500 299d5522 956c¢cefch
3bff10f3 99ce2c2e 71cb9de5 fa24babf 58e5b795 21925c9c
c42e9f6f 464b088c c572af53 e6d78802

E.2.2|Pointcheval/Vaudenay signature key and verification key
X =2070b322 3dba372f delcOffc 7b2e3b49 8b260614

Y = 19131871 d75b1612 a819f29d 78d1b0d7 346f7aa7 7bb62a85
9bfd6c56 75da9d21 2d3a36ef 1672ef66 0b8c7c25 5ccOecr4
858fba33 f44c0669 9630a76b 030ee333

E.2.3|Pointcheval/Vaudenay per message data
K = 358dad57 1462710f 50e254cf 1a376b2b deaadfhf

K™ = 0d516729 8202e49b 4116acl0 4fc3f415 ae52f917
M = ASCII form of "abc" = 616263

E.2.4|Pointcheval/Vaudenay signature
R = 8baclab6 6410435c b7181f95 bl6ab97c 92b341c0

R|IM = 8baclab6 6410435c b7181f95 bl6ab97c 92b341c0 616263
h(|R|IM) = 2048680b 36d19516 cf78e869 " beae7bc9 ab5dc543
S = 5bfdac3d 665fa38f 6ed315b63 b2f41b86 15187ccd

E.2.5|Pointcheval/Vaudenay Verificatiofyvalues

M = 2fc6cb9a c3beeac:— 3daf02ee fb96fca3 846708a2 8dd05730
165fe509 42f1f07e dfef8e52 fcb9369e 3814aa24 607e8047
5d0e6lad, 461d6b16 b6cecbba ae58946e

R = 8baclab6’6410435c b7181f95 bl6ab97c 92b341c0

E.3 Elliptic cutve DSA

For the following examples, SHA-1 is used exclusively for the hash function, so that the hash tokgn is simply
the vdlue of SHA-1, converted according to Annex C to the appropriate data item.

Note: E ) nt to avoid os (o 0
ks on special instances of the elliptic curve discrete logarithm problem).

is not vulnerable to attac

particular curve

E.3.1 Example 1: Field F,", m=191
E.3.1.1 Elliptic curve DSA parameters
The field /" is represented as polynomials modulo the irreducible polynomial x

191

+x9+1.

The curve is E: Y2+ X Y = X* + ax® + b over /""", where (in hexadecimal)

21
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a
b

2866537b 67675263 6a68f565 54e12640 276b649e 7526267
2e45ef57 1f00786f 67b0081b 9495a3d9 5462f5de 0Oaal85ec

The base pointis G = ( G, G, ) where (in hexadecimal)

Gx
Gy

36b3daf8 a23206f9 ¢4f299d7 b21a9c36 9137f2c8 4aelaald
765be734 33b3f95e 332932e7 Oea245ca 2418eale f98018fb

The order of G is (in decimal)

Q =1569275433846670190958947355803350458831205595451630533029.

DS A ] and varifioot:

E.3.1.2 Ellipti
The signaturg

X=1

S-S RTZVI-N anaticaleans PPN on-lcars
b LUT Ve LIy JIUI mature l\\ey armuverimmoeauutt l\\ay

key is

275552191113212300012030439187146164646146646466749494799

The verificatipn key is

Y=(

Y
Yy

E.3.1.3 Ellipt

X = (Y, Y, ) where (in hexadecimal)

5de37e75 6bd55d72 e3768cb30 96ffeb96 2614dead ce28a2er
55c0e0e0 2f5fb132 caf4l6ef 85b229bb b8el3520 03125bal

¢ curve DSA per message data

M = ASCII fom of "abc" = 616263

h(Mm)

which is conv

H=9
The value of
K=1
E.3.1.4 Ellipt
N=¢6"=(n,
n, 4
ny, 3
R=11,, conv

R =8

= 29993e36 4706816a ba3e2571 7850c26¢ ,9cd0d89d

erted to an integer according to Annex C to get

68236873715988614170569073515315707566766479517

he randomizer is interpreted as an integer mod Q as
542725565216523985789236956265265265235675811949404040041
¢ curve DSA signature

M, ) where (in hexadecimal)

438eball fb55€4c6 5471dcd4 9e266142 a3bdf2bf 9d5772d5
2ad603a0 5bdld177 649f9167 e6f475b7 e2ff590c 85afl5da

brted to aniinteger mod Q according to Annex C.

7194383164871543355722284926904419997237591535066528048 mod Q

S =308992691965804947361541664549085895292153777025772063598 mod Q

E.3.1.5 Ellipt

The recomputed pre-signature is derived from the received message and verification key according to

A2.1.4.4.

ic curve DSA verification

M =(M, M,)where (in hexadecimal)

22
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438e5all fb55e4c6 5471dcd4 9e266142 a3bdf2bf 9d5772d5

MNy=
ﬁy: 2ad603a0 5bd1d177 649f9167 e6f475b7 e2ff590c 85afl5da

The recomputed witness, R is ﬁx converted to an integer mod Q

R = 87194383164871543355722284926904419997237591535066528048

E.3.2 Example 2: Field F,, 192-bit Prime p
E.3.2.1 Elliptic curve DSA parameters

The field is F, where
p=6277101735386680763835789423207/666416083908700390324961279

Thechve isE : Y2 = X2+aX+b over Fp, where (in hexadecimal)

a = ffffffff  fHFfeeE fAFAEFE fffffffe  fPFAFAFF fffffffc
b =64210519 e59c80e7 Ofa7e9ab 72243049 feb8deec c146b9bil

The base pointis G = ( G, G, ) where (in hexadecimal)

Gy
Gy

The drder of G is (in decimal)

188da80e b03090f6 7cbf20eb 43al18800 f4ff0afd 82ff1012
07192b95 ffc8da78 63101lec 6b24cdd5 73f977al\ ¥e794811

Q=6277101735386680763835789423176059013767194773182842284081
E.3.2{2 Elliptic curve DSA signature key and verification key
The sjgnature key is selected randomly and kept secret.'It's value as an integer mod Q is

X =651056770906015076056810763456358567190100156695615665659

The cprresponding verification key is given by
Y= G"=(Y,, Y,), where (in hexadecimal)

62b12d60 690cdcf3,* 30babab6 e69763b4 71f994dd 702d16a5
63bf5ecO 8069705f fff65e5c a5c0d697 16dfch34 74373902

Y
Yy

E.3.2{3 Elliptic curve DSA per message data
M = ASCII form of "abc") = 616263

h(M) = a9993e36 4706816a ba3e2571 7850c26c 9cd0d89d
whichl is converted to an integer according to Annex C to get

H =968236873715988614170569073515315707566766479517

The value of the randomizer interpreted as an integer mod J IS given by

K =6140507067065001063065065565667405560006161556565665656654

E.3.2.4 Elliptic curve DSA signature
Nn=G"“=(n, N,)where (in hexadecimal)

My
rly

88505238 0ff147b7 34c330c4 3d39b2c4 a89f29b0 749fead
9cfofalc befefb91l 7747a3bb 29c072b9 289c2547 884fd835

23
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R =M, converted to an integer mod Q according to Annex C.

R = 3342403536405981729393488334694600415596881826869351677613 mod Q

The signature, computed according to the signature function given in A.2.1 has value

S =5735822328888155254683894997897571951568553642892029982342 mod Q

E.3.2.5 Ellipt

ic curve DSA verification

The hash code is computed from the received message

M = ASCII form of "abc" = 616263

h(M
and the recorf

H =

The recompu
A2.1.4.4. T4

X

3| 3|

y

The recompu

The signature

E.4 Digital

In this examp)
X9.31. The €
this standard

© |SO/IEC

=a9993e36 4706816a ba3e2571 7850c26¢c 9cd0d89d

nputed hash token is h(ﬂ) converted to an integer mod Q according to Annex C.

068236873715988614170569073515315707566766479517

fed pre-signature is derived from the received message and verification keyraccording to
(M, ~M,)where (in hexadecimal)

88505238 0ff147b7 34c330c4 3d39b2c4 a89f29b0 f7A9fead
9cfofalc befefb91l 7747a3bb 29c072b9 289c2547 .884fd835

fed witness, Ris M x converted to an integer mod Q

R = 3342403536405981729393488334694600416596881826869351677613

is verified since the recomputed witness equals the retrieved witness.

signature with hashing based o ISO/IEC 9796

e, all values are presented in hexadecimal. This example is derived from U.S. ANSI Stand
xamples in X9.31 use a nonstandard representation of integers mod N. To be consistent w
those integer values are madified.

hrd
th

E.4.1 Example with v odd (v = 3)
E.4.1.1 Genejation of signature keyand verification key
E.4.1.1.1 Pullic verification exponent
v=3
E.4.1.1.2 Private signature key
E.4.1.1.2.1 Pyivaté prime factors
P, = d8cd81f0 35ec57ef 8229551 49d3bff7 0c53520d
76906076 B46c7arg Ze16ebds 9febicoh 50600097
8ed64a90 59c¢5b039 98a0e94c 86d78b85 ba37b5af
d987505f
P, = €c109249 5d867e64 065dee3e 7955f2eb c7d47a2d
7c995338 8f97dddc 3elcal9c 35ca659e dc3d6c08
f64068ea fedbd911 27f9cb7e dcl74871 1b624e30
b857caad

24
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S= 1ccda20b cffb8d51 7ee96668 66621b11 822c¢7950
d55f4bb5 bee37989 a7d17312 e326718b e0d62cch
1141578 b36be2e6 0d599d4e 41346¢82 d845498a
81b2f663 2fd7dl1cc efcabf74 17350238 109ec289
d5382762 b77al1c99 96dd1d2b 71ab2faf 52aba9de
d19f3f5d 5d71d054 73ec9c79 92d84128 Obac72b8
7bf51ebl ccb65c87
E.4.1.1.3 Public verification modulus
N= acdlcc46 dfe54fe8 fo786672 664ca269 0dOad7e5
003bc642 7954d939 eee8b271 52e6a947 45050cc2
0a31c654 c3ecff07 3233530c 79be90e0 26e2421d
d378b88b 40136¢48 7d33075a 1612ab90 c5b75d33]
2659a5d0 b5c19576 102d3424 3lac3bbb a8f98449
bd58bcOb 5e254633
E.4.1)2 Signature Generation
M = ASCII form of "abc" = 616263
a9993e36 4706816a ba3e2571 7850¢26¢ 9cd0d89d

HM) =

The sfring x'33cc’

is postfixed to the hash, indicating that the hash-function is SHA-1. Padding|consisting of

repetifions of the nibble X’b’  (and where the rightmost trailing nibble is always the hexadecimal yalue x'a’
acting as a field separator to the hash h(M)) is prefixed to the‘hash. This is preceded by the header hex value
X'6’

H= 6bbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbH
bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbHy
bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbHy
bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbHy
bbbbbbbb bbbbbbbhb bbbbbbbb bbbbbbbb bbbbbbbHy
bbbbbbbb bbbaa999 3e364706 8l6aba3e 25717850
€26¢9cd0 d89d33cc

S = H mod N is now computed to pe-the following:

S= 500abdc?2 48d78e2d b9182a98 7b296€93 53083435
070fbel6 b1629a30 7cab53d3 c9b70611 bffad79e
cb744397 b01c6flc b4775051 1510005e €9f83709
15788172 98db07fb b746c6d7 774bb069 64244463
3abc79c2 0cb81f8b dfoff07e eba2efc3 11a80438
©22492c8 89fcOb17 4681lebce 427149c9 8fe34580
5112f4d2 d8b53761

E.4.1)3 Signature Verification
The vatue H=STod (V)15 Computed:

H = 6bbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb
bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb
bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb
bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb
bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb
bbbbbbbb bbbaa999 3e364706 8l6aba3e 25717850
€26¢9cd0 d89d33cc

Since H = Hmod (N), the signature is verified.

25
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E.4.2 Example with v even (v = 2)
The padding used in U.S. ANSI Standard X9.31 ensures that any valid witness ends with hexadecimal value of

X'c’  orxe

E.4.2.1 Generation of signature key and verification key
E.4.2.1.1 Public verification exponent

v=2

E.4.2.1.2 Private signature key
E.4.2.1.2.1 Private prime factors

© |SO/IEC

hg of

alue

P, = dbb3cb4c 375c0ecd 2fd300db 4085472 93ca004c
edd2019c e79cat8a t5eefbh2s dd3tafos +83b0c2f
01d7f8b4 931856f6 dd3ebal? 7d763c03 eldceabc
d803he33

P, = eeaada53 47999fe7 6fb78760 64bbec66 cb409a77
39ef5a59 06613dc3 7225d41d 2beb1of 5ec77a85
38767a87 bb7015d6 07ff26de 61282753 9306balc
fff093a7

E.4.2.1.2.2 Pfivate signature exponent

s= 19926985 e9h2bffs a284lccc d80fc73a 28a14266
0987eb12 3dbcaeb2 b8ee546d 2356a3a5 7d9c28ed
71e455c4 466¢cbe30 7787dc5a 9959b747 5a189a8f
038a4741 e4b10153 be08c26e 4401f7ab 6e7e9609
2caf07c0 870b13b6 4669667 3029ec2c 77aabc39
7fa528a2 45d7073c e69cc9bd cd7bef9l 599dca48
4000c0bd 8ab0814e

E.4.2.1.3 Pulglic verification modulus

N = ccd34c2f 4d95ffad 14208666 c07e39d1 450a1330
4¢3f5891 ede57595 c/A72a369 lab51d2b ecel476b
8f22ae22 3365183 bc3ee2d4 cacdba3a d0c4d478
1c523a10 efe6203d 6f3bc226 bf9a4597 27b8f122
c482d8c8 6019f9a8 69329187 096430a6 c67cb103
742bcbc6 6906ad23 836ebabb 511d5d80 ab8cb599
74e9aac6 2d785¢45

E.4.2.2 SignTure Generation
M = ASCII foim of "abc" = 616263

h(M) = a9993€36 4706816a ba3e2571 7850c26¢ 9cd0d89d
The string x'33cc’~ \is postfixed to the hash, indicating that the hash function is SHA-1. Padding consisti
repetitions of the nibble xX’b’  (and where the rightmost trailing nibble is always the hexadecimal value x'g
acting as a field\separator to the hash h(M)) is prefixed to the hash. This is preceded by the header hex
X'6" to give an intermediate value H'.

H'= 6bbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb
bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb
bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb
bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb
bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb
bbbbbbbb bbbaa999 3e364706 816aba3e 25717850
€26¢9cd0 d89d33cc
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Since the Jacobi symbol Q%Qof H’with respect to n is -1, H'is divided by 2 before signing in order to force

the Jacobi symbol of H= H/2to +1.

H= 35dddddd dddddddd dddddddd dddddddd dddddddd
dddddddd dddddddd dddddddd dddddddd dddddddd
dddddddd dddddddd dddddddd dddddddd dddddddd
dddddddd dddddddd dddddddd dddddddd dddddddd
dddddddd dddddddd dddddddd dddddddd dddddddd
dddddddd dddd54cc 9f1b2383 40b55d1f 12b8bc28
61364e68 6c4e99e6

S = H-mod-Nis-row-computed-to-be-the-following:

S= 232f0e08 eb9a2395 7646697f c7884796 d39a04fd
Oeff5b72 b60813d4 €6919178 91c96603 876d0879
3aad86da f2e6187f f62c226e 81bd6b99 3b27091e
0864895a f10f222a eb022961 b444d312 ea3db789
1d4550b2 80cf2469 3d4465b9 57e53chd b0f8c29d
2b5eel54 5d6c9l1a4 HSeaaacec 0096d8a5 edcfeO6a
2cd320bd f853d817

E.4.2]3 Signature Verification
The iftermediate value H' = S* mod (N) is computed.

= 96f56e51 6fb821cf 36430888 e2a05bf3 672c3552
6e617ab4 100797b7 €994c58h 3cd73f4e 0f03698d
b144d044 558813a5 de6104f6 ecefdcbc f2e6f69a
3e745c33 1208425f 915de448 elbc67b9 49db1344
e6adfaea 823clbca 8h54b3a9 2h8652c8 e89ed325
964dede8 8b295856 €4539738 10680061 98d3f971
13b35c5d €c129c25f

Sincel H' ends with the hexadecimal valug-%f  which is not a valid witness value of X'c’  or X'6 ,
H=(N-H")

H = 35dddddd dddddddd dddddddd dddddddd dddddddd
dddddddd dddddddd dddddddd dddddddd dddddddd
dddddddd dddddddd dddddddd dddddddd dddddddd
dddddddd dddddddd dddddddd dddddddd dddddddd
dddddddd dddddddd dddddddd dddddddd dddddddd
dddddddd dddd54cc 9f1b2383 40b55d1f 12b8bc28
61:364e68 6c4e99e6

the s|gnature (s verified
E.5 ESIGN signature algorithm
E.5.1 ' ESIGN-domain-parameters

n =768

S =V =1024

E.5.2 Signature key and verification key
E.5.2.1 Signature key

The signature key consists of two primes P and Q whose values (given in hexadecimal) are
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P,=P,=P = fd3764f3 7b98dfe4 8e30b2c4 004e2d03
0a5e8018 2f94b156 fe6edb5f  16f902da
d60e4730 30deab98 75f3d749 de79c361
8874d195 4102dfe0 47637bab  495c7dc2
912fdeb9 4b2d5eca b798e90e  c6e634b7
b4f1153b 4d9f4bd0 3c45cfc7  2600e549

P;=Q =8332d671 713a0dea 71€9453a b323c499
24550957 ef6985a5 3770af04  elc76529
a0bc855e  ca025f9c 540cfOb5  3684ea5e
5777b647 17e78b99 1c2bacb6  9befed40
f414d805 al594e56 90ce67f6  42c42714
7c94balf 2dc9adf8 eacdl114b  1723700f

E.5.2.2 Verifigation key

The verificatipn key consists of the verification exponent,

v=s F1024
and the modylus, whose value (given in hexadecimal) is
N F 805c6554 66eeab7c al798241 5Saalaca7

df54ab5c 17953109 9a08cf05  5d6bd9of
7e5d4ff8 95ch633b 3368dac6é  8c3ff751
1c5ccf4d5  6adelaa? 20558dad  17d466df
f0e7f3b9 3ddd6934 07al8a66 bc74cebl
ebac6901 4b6ce22a 78e70676  4cabde4dd
196¢7007 54ch46¢7 30f77bcO0 = bel955cc
fb26df7e 4c005dc7 b836acc2 ~f04e696b
10578b6d 2cb993f3 4a01fb95  2727517f
4ac8499a 51829133 ,16b2fcaa 5c594c3e
9b8b24ec 313c8863 4b7bbfef bfdac7eb
689c79a8 6b5e4401 b7ece53c  ab9f2326
25c70842 2f5fe450 9631128d a2775427
0af91fc9 b09800a0 e4339609 aa%allOb6
2f6812f1 91a3d598 177001a0 88db58a4
adzfefba 230735e0 0aeb8031 50403d11l
5115167 65bada30 d57f2b4c  b9438e59
551828f1 9704aab5 4169f107 e66dae3f

E.5.3 ESIGN signature process

E.5.3.1 ESIGN pre-signature

E.5.3.1.1 ESIGN randomizer

The randomizer is given (in hexadecimal) by

K = 76a4d0dd 5b024775 2d546ca4 27b6e8be
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