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Interna

INFORMATION TECHNOLOGY -
SMALL COMPUTER SYSTEM INTERFACE (SCSI) -

Part 481: Security features for SCSI commands (SFSC)

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC partrcrpate in the development of Internatronal Standards through technical

act|V|ty ISO and IEC technrcal commlttees coIIaborate in frelds of mutual mterest Other |nter
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take pa

ISO/IEC JTC 1.
The formal decisions or agreements of IEC and ISO on technical matters express, as ng
possible, an international consensus of opinion on the relevant subjects{since each te

IEC, ISO and ISO/IEC publications have the form of recommendations\for international use
accepted by IEC National Committees and ISO member bodies in, that sense. While all reag
efforts are made to ensure that the technical content of IEC,IS@ and ISO/IEC publica
accurate, IEC or ISO cannot be held responsible for the wayyin which they are used or
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees and ISO member
undertake to apply IEC, ISO and ISO/IEC publicationg transparently to the maximum extent g
in their national and regional publications. Any divergence between any ISO, IEC or I3
publication and the corresponding national or regienal publication should be clearly indicate
latter.

ISO and IEC do not provide any attestation, of conformity. Independent certification bodies
conformity assessment services and, in sgme areas, access to IEC marks of conformity. ISO
are not responsible for any services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or+SO or its directors, employees, servants or agents in
individual experts and members of their technical committees and IEC National Commi
ISO member bodies for anycpersonal injury, property damage or other damage of any
whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses
out of the publication of; use of, or reliance upon, this ISO/IEC publication or any oth
ISO or ISO/IEC publications.

Attention is drawn)to the normative references cited in this publication. Use of the refe
publications is indispensable for the correct application of this publication.

Attention istdrawn to the possibility that some of the elements of this ISO/IEC publicati
be the subiject of patent rights. ISO and IEC shall not be held responsible for identifying
all such-patent rights.

ional Standard ISO/IEC 14776-481 was prepared by subcommittee 25: Interconnection of infor]

ational
tin the

work. In the field of information technology, ISO and IEC have established a joint technical compmittee,

arly as
chnical

committee has representation from all interested IEC National Committees’and ISO member hodies.

and are
onable
ions is
for any

bodies
ossible
5O/IEC
d in the

provide
or IEC

cluding
tees or
nature
arising
er |EC,

renced

bn may
any or

ation

technology equipment, of ISO/IEC joint technical committee 1: Information technology.

The list of all currently available parts of the ISO/IEC 14776 series, under the general title Information
technology — Small computer system interface (SCSI), can be found on the IEC and ISO web sites.
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The text of this standard is based on the following documents:

Cbv Report on voting

JTC1-SC25/2845/CDV JTC1-SC25/2871/RVC

Full information on the voting for the approval of this standard can be found in the report on voting indicated in
the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2, except as described in
3.4 and 3.5.

A bilingual version of this publication may be issued at a later date.

IMPDRTANT - The 'colour inside’ logo on the cover page of this publication indicates {hat
it cqntains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

ISO/IEC 14776 (all parts) provides for many different commands that define device models and commands for
different SCSI devices. This document defines security features for use by all SCSI devices. This document
defines the security model that is basic to every device model and the parameter data that may apply to any
device model.

Figure 1 shows the relationship of this document to the other documents and related projects in the SCSI
family of standards.

(shared for all device types)

Device type specific command sets Primary command set

(e.g SBC-4_SSC-4)

Security features
(this standard)

)
SCSiI transport protocols S
(e.g., SPL-3, FCP-4) ,\<b’
A

SCSI Architecture Model
(SAM-5)

Interconnects
(e.g., SAS-3, Fibre Channel)

Figure 1 — SCSI document structure

The SGSI document structure in figure 1 shows the general applicability of the documents to one another.
Figure [l is not intended to imply a relationship such asa hierarchy, protocol stack, or system architecture.

The term SCSI is used to refer to ISO/IEC 14776 (all parts).

These gocuments specify the interfaces, functions and operations necessary to ensure interoperability
between conforming implementations. This'document contains a functional description. Conforming
implementations employ any design technique that does not violate interoperability.
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INFORMATION TECHNOLOGY -
SMALL COMPUTER SYSTEM INTERFACE (SCSI) -

Part 481: Security features for SCSI commands (SFSC)

1 Scope

ISO/IEC 14776 (all parts) provides for many different types of SCSI devices (e.g., disks, tapes, media
changers). This part of ISO/IEC 14776 defines a device model that is applicable to all SCSI devices. Other
command standards expand on the general SCSI device model in ways appropriate to specific types of SCSI

devices-

ISO/IE|C 14776 (all parts) specifies the interfaces, functions, and operations necessary, to

intero

Conforming implementations employ any design technique that does not violate interoperability.

This dd
model

additiopal information on the security goals and threat model discussed in this docUment see Annex A

2 Nor

The fol
require
the late

ISO/IE
Archite

ISO/IE
INCITS

INCITS
-(FC-S

INCITS
INCITS
ANSI/IE

RFC 24

rability between conforming SCSI implementations. This document is a functional.desd|

cument defines security features for use by all SCSI devices. This documentdefines the s
hat is basic to every device model and the parameter data that applies’to any device mog

mative references

owing documents are referred to in the text in such a way that.some or all of their content cons
st edition of the referenced document (including any améndments) applies.

C 14776-415, Information Technology — Small cemputer system interface (SCSI) - Part 414
Cture Model - 5 (SAM-5)

C 10646:2017, Information technology - Uhiversal Coded Character Set (UCS)
496-2012, Information Technology ~Fibre Channel - Security Protocols - 2 (FC-SP-2)

496-2012/AM1-2015, Information Technology - Fibre Channel - Security Protocols - 2/Amend
P-2/AM1)

502, Information technology — SCSI Primary Commands - 5 (SPC-5)
516, Informatiorr technology — SCSI Stream Commands - 4 (SSC-4)
FEE 1619.452007, Standard for Authenticated Encryption with Length Expansion for Storage D¢

10, Fhe"NULL Encryption Algorithm and Its Use With IPsec !

ensure
Fiption.

ecurity
el. For

titutes

ments of this document. For dated references, only the edition cited applies. For undated referg¢nces,

. SCSI

ment 1

bvices

RFC 34

47."Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography Specifications Versio

217

RFC 3526, More Modular Exponential (MODP) Diffie-Hellman groups for Internet Key Exchange (IKE) !

RFC 3566, The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec !

RFC 3602, The AES-CBC Cipher Algorithm and Its Use with IPsec !

1 Copies of the IETF RFCs may be obtained at http:/www.ietf.org/.
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RFC 4106, The Use of Galois/Counter Mode (GCM) in IPsec Encapsulating Security Payload 1

RFC 4309, Using Advanced Encryption Standard (AES) CCM Mode with IPsec Encapsulating Security
Payload 1

RFC 4434, The AES-XCBC-PRF-128 Algorithm for the Internet Key Exchange Protocol (IKE)

RFC 5996, Internet Key Exchange Protocol Version 2 (IKEv2) !

RFC 6151, Updated Security Considerations for the MD5 Message-Digest and the HMAC-MD5 Algorithms 1

RFC 7296, Internet Key Exchange Protocol Version 2 (IKEv2) !

NIST S
Galois

FIPS 1

FIPS 1

L O I - VO H 'y raan Ao Mo L s £ =¥} S e L Ad J —0
\epellidl Tuoniatiurn) ouu=oO0U, INCLCUTITTIITCTIUativrnr TUT DIUCA UTOTICT WiOUc o Ul UUT

Counter (GCM) Mode for Confidentiality and Authentication and GMAC 2

B0-4, Secure Hash Standard 2

D8-1, The Keyed-Hash Message Authentication Code (HMAC) 2

2 Copies of the NIST and FIPS standards may be obtained at http://csrc.nist.gov/publications/.

ation:
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3 Terms and definitions, symbols, abbreviations, and conventions

3.1 Terms and definitions

For the

purposes of this document the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

* |IEC Electropedia: available at http://www.electropedia.org/
+ ISO Online browsing platform: available at http://www.iso.org/obp

3.141

additional authenticated data

AAD

bytes

3.1.2
additi
combin

Note 1

3.1.3

data input to a combined mode encryption algorithm (e.g., AES-GCM) as part of integrity. clhecking
compufations

Note 1 tp entry: The IKEv2-SCSI Encrypted payload (see 5.3.5.11) uses AAD.

nal sense code
ation of the ADDITIONAL SENSE CODE field and the ADDITIONAL SENSE CODE QUALIFIER field in sen

b entry: See SPC-5.

applictaﬁion client

object
Note 1t
3.1.4
byte
sequen

3.1.5

at is the source of SCSI commands
b entry: See SAM-5.

ce of eight contiguous bits considered as a unit

command

reques
Note 1t

3.1.6

describing a unit of work to be performéd by a device server
D entry: See SAM-5.

command descriptor block

cbB

structufte used to communicate commands from an application client to a device server (see SPC-5)

Note 1

3.1.7

b entry: A CDB may have a fixed length of up to 16 bytes or a variable length of between 12 bytes and 26

command standard

SCSls
Note 1t

andard.that defines the model, commands, and parameter data for a device type
b.&atry: SBC-3, SSC-4, SMC-3, MMC-6, and SES-2 are examples of command standards.

e data

0 bytes.

3.1.8

cryptographic command sequence

CCSs

defined sequence of SECURITY PROTOCOL IN commands (see SPC-5) and SECURITY PROTOCOL OUT

comma

nds (see SPC-5) that realize the cryptographic protocol of a specified security operation

Note 1 to entry: The SECURITY PROTOCOL IN commands and SECURITY PROTOCOL OUT commands in the Key
Exchange step and Authentication step, if any, of an IKEv2-SCSI (see 3.1.25) SA creation transaction (see 3.1.53) are a

CCs.
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3.1.9

Data-In Buffer

buffer specified by the application client to receive data from the device server during the processi
command

Note 1 to entry: See SAM-5.

3.1.10

Data-Out Buffer

buffer specified by the application client to supply data that is sent from the application client to the
server during the processing of a command

Note 1 to entry: See SAM-5.

3.1.11

ng of a

device

deferrgd error

CHECK CONDITION status and sense data that is returned as the result of an error or exception, ¢
that ocgurred during processing of a previous command for which GOOD status or CONDITION-ME
has alr¢ady been returned

Note 1 tp entry: See SPC-5.

3.1.12
designjtion
distingyishing name, identifier, or title

3.1.13
device[server
object Within a logical unit that processes SCSI commands according\to the rules of command manag

Note 1 tp entry: See SAM-5.

3.1.14
device|type

peripheral device type

device [model implemented by the logical unit and-ifdicated to the application client by the content
PERIPHERAL DEVICE TYPE field in the standard INQUIRY data (see SPC-5)

3.1.15

Encapsulating Security Payload for SCSI

ESP-SCSI

method for transferring encrypted-and/or integrity checked parameter data in Data-In Buffers and/or D
Buffers|based on Encapsulating Security Payload (see RFC 4303)

Note 1 tp entry: See 4.1.5.

3.1.16

Extended CDB

XCDB

CDB that contains another CDB and additional information to support extra processing
Note 1 tp entry;)Some security features use XCDBs.

Note 2 tp entry: See SPC-5.

ndition
| status

Ement

5 of the

hta-Out

3.1.17

Extended Unique Identifier 48-bit format

EUI-48

48-bit identifier that is globally unique

Note 1 to entry: The IEEE maintains a tutorial describing EUI-48 at
https://standards.ieee.org/content/dam/ieee-standards/standards/web/documents/tutorials/eui.pdf.
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3.1.18

Extended Unique Identifier 64-bit format
EUI-64

64-bit identifier that is globally unique

Note 1 to entry: The IEEE maintains a tutorial describing EUI-64 at
https://standards.ieee.org/content/dam/ieee-standards/standards/web/documents/tutorials/eui.pdf.

3.1.19

field

group of one or more contiguous bits, a part of a larger structure such as a CDB (see 3.1.6) or sense data
(see 3.1.72)

3.1.20

hard rgset
conditign resulting from the events defined by SAM-5 in which the SCSI device performs the hard resef opera-
tions described in SAM-5, this document, and the applicable command standards

3.1.21
hashed message authentication code
HMAC
type of|message authentication code that is calculated using the cryptographic hash function as defined in
FIPS 198-1 (see clause 2) in combination with a secret key

3.1.22
I_T nexus
nexus etween a SCSI initiator port and a SCSI target port

Note 1 tp entry: See SAM-5.

3.1.23
I_T neXus loss
conditign resulting from the events defined by SAM-5

Note 1 tp entry: In response to this condition, the SCSI device performs the |_T nexus loss operations described i SAM-5,
this doctiment, and other applicable standards.

3.1.24
LT L Eexus

nexus etween a SCSI initiator port, a:SCSI target port, and a logical unit
Note 1 tp entry: See SAM-5.

3.1.25
IKEv2-5CSl
Internet Key Exchange (protocol version 2 for SCSI

Note 1 tp entry: See 4:1.3.

3.1.26
IKEv2-5CS| key
shared [key’(see 3.1.75) used to provide security for IKEv2-SCSI operations

Note 1 {0 entryr IKEVZ-STST Keys USed aiter SA creation 1S complete are maintaned in the MGMT_DATA SA parameter
(see 3.1.56).

Note 2 to entry: The shared key names used by IKEv2-SCSI are listed in 4.1.3.4.
Note 3 to entry: The creation and deletion of an SA are examples of IKEv2-SCSI operations that use IKEv2-SCSI keys.

3.1.27

IKEv2-SCSI CCS

CCS (see 3.1.8) that is the Key Exchange step and Authentication step, if any, of an IKEv2-SCSI (see 3.1.25)
SA creation transaction (see 3.1.53)
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3.1.28

information unit

U

delimited and sequenced set of information in a format appropriate for transport by the service delivery
subsystem

Note 1 to entry: A CDB for a specific SCSI command is an example of an IU.

3.1.29

initiator port name
name (see 3.1.39) of a SCSl initiator port

3.1.30

integrity check value

value ysed 1o cryptographically validate the integrity of a speciiied set ol bytes that contain speciiigd data
based ¢n a shared key (see 3.1.75)

3.1.31

interndt assigned numbers authority

IANA

service|that assigns and manages registries of code values (i.e., code points) for the |\ETF and other ysers of
the public internet

Note 1 tp entry: See http://www.ietf.org.

Note 2 tp entry: See http://www.iana.org.

Note 3 tp entry: IANA maintains code values used by Internet Key Exchange version 2 (IKEv2) at
http://wyw.iana.org/assignments/ikev2-parameters

3.1.32

key derivation function

KDF

algorithm that is used to derive cryptographic keying material from a shared secret and other information
3.1.33

least s|gnificant bit

LSB

<in a binary code> bit or bit position with the smallest numerical weighting in a group of bits that, wheph taken
as a whole, represent a numerical value

EXAMPLE - In the number 0001b, the.bijt that is set to one.

3.1.34

left-aligned

type of ffield containing ASCII data in which unused bytes are placed at the end of the field (i.e., highes} offset)
and ar¢g filled with ASCll-space (20h) characters

Note 1 tp entry: See/SPC-5.

3.1.35

Iogica!unit

externdllynaddressable entity within a SCSI target device that implements a SCSI device model and gontains

a device server
Note 1 to entry: See SAM-5.

3.1.36
logical
LUN
encode

unit number

d 64-bit identifier for a logical unit

Note 1 to entry: See SAM-5.
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3.1.37
logical unit reset
condition resulting from the events defined by SAM-5

Note 1 to entry: In response to this condition, the logical unit performs the logical unit reset operations described in SAM-5,
this document, and other applicable standards.

3.1.38

most significant bit

MSB

<in a binary code> bit or bit position with the largest numerical weighting in a group of bits that, when taken as
a whole, represent a numerical value

EXAMPLE - In the number 1000b, the bit that is set to one.

3.1.39
name
label oflan object that is unique within a specified context and should never change

Note 1 tp entry: In some situations, the term name and world wide identifier (WWID) are interchangeable.

3.1.40
nexus
relationship between two SCSI devices, and the SCSI initiator port and SCSI target port objects withih those
SCSI devices

Note 1 tp entry: See SAM-5.

3.1.4
nonce
value that is used one and only one time to provide uniqueness to’a value (e.g., a secure cryptographic key)
in whose derivation the nonce participates or to uniquely identify a single instance of something [(e.g., a
timestamp) exchanged between an application client and a.device server

3.1.42
null-padded
type of{field in which unused bytes are placed_at'the end of the field (i.e., highest offset) and are filled with
ASCII null (00h) characters

Note 1 tp entry: See SPC-5.

3.1.43
null-teyminated
type of ffield in which the last used-byte (i.e., highest offset) is required to contain an ASCII null (O0h) character

Note 1 tp entry: See SPC-5.

3.1.44
organizationally unique identifier
oul
compahny_id

IEEE cpmpany_id

numeri¢ identifier that is assigned by the IEEE such that no assigned identifiers are identical

Note 1 to entry: The IEEE prefers OUI for EUI-48 identifiers (see 3.1.17) and company_id for EUI-64 identifiers (see
3.1.18). However, the numeric identifier is called an OUI when that identifier is assigned by the IEEE.

Note 2 to entry: The IEEE maintains a tutorial describing the OUI at
https://standards.ieee.org/content/dam/ieee-standards/standards/web/documents/tutorials/eui.pdf.

3.1.45

page

regular parameter structure or format used by several commands and identified with a value known as a page
code
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3.1.46

peripheral device
object that connects to a logical unit

3.1.47

plaintext
unencrypted bytes

3.1.48

power cycle
power being removed from and later applied to a SCSI device

3.1.49

pre-sharedkey

shared
ation of

Note 1t

Note 2 t
that this

Note 3

3.1.50

randon
secure
signific

3.1.51

requesit for comment

RFC

standand developed by the Internet Engineering Task Foree

Note 1

3.1.52
right-a
type of
and arg

Note 1t

3.1.53

SA cre’rtion transaction

seque
comma

Note 1

3.1.54

the function that requires its use
b entry: The requirements on pre-shared keys that are particular to this document are described in"4.1.3.3

b entry: Some of the RFCs referenced by this document use the name pre-shared secret for.thé same inf
document calls a pre-shared key.

b entry: See SPC-5.

1 nonce

hnt uniqueness and randomness in cryptographic calculations

b entry: See http://www.ietf.org/.

igned
field containing ASCII data in which-Unused bytes are placed at the start of the field (i.e., lowes
filled with ASCII space (20h) characters

b entry: See SPC-5.

ce of SECURITY PROTOCOL IN commands (see SPC-5) and SECURITY PROTOCO
nds (see SPC-5) that is used to create an SA between an application client and device server

b entry: A CCSi(see 3.1.8) is a kind of SA creation transaction.

SA ger

compullation and initialization of the SA parameter values (see 3.1.56) required to create an SA (see 3

eration

key (see 3.1.75) that is established by a method outside the scope of this document prior.ta tlwe initi-

2.
rmation

random number (see 4.2) that has a negligible chance of repeating‘and whose uses include pifoviding

| offset)

L OUT

11.70)

Note 1 to entry: SA generation is performed separately by the application client and device server after all SCSI
commands required to create an SA have been performed without error

Note 2 to entry: See 4.1.3.9.
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3.1.55

SA keys

shared keys (see 3.1.75) that are maintained in the USAGE_DATA SA parameter (see 3.1.56)

Note 1 to entry: SA keys are used to provide security for the operations that use the SA (e.g., encryption of command
parameter data).

Note 2 to entry: The shared key names used by IKEv2-SCSI are listed in 4.1.3.4.

3.1.56
SA parameter
parameter stored by both an application client and a device server

Note 1 to entry: SA parameters are associated with one SA (see 3.1.70) and identified by a pair of SAls (see 3.1.71).
Note 2 to entry: See 4.1.1.2.

3.1.57
SA participant
application client or device server that participates in the creation or use of an SA (see 3.1.70)

3.1.58
salt bytes
sequenice of bytes whose contents are unpredictable in advance of their use

Note 1 fo entry: Salt bytes are kept secret prior to their use and disclosed during their use (e.g., bytes added to a
cryptographic operation to increase the entropy in the result (see RFC 4106)).

3.1.59
SCSI device
device that contains one or more SCSI ports that are each connécted to a service delivery subsystem and
supporis a SCSI application protocol

Note 1 tp entry: See SAM-5.

3.1.60
SCSI device name
name (see 3.1.39) of a SCSI device that is world*wide unique within the protocol of a SCSI domdin (see
3.1.61)|in which the SCSI device has SCSI ports, (See 3.1.64)

Note 1 {o entry: The SCSI device name may be made available to other SCSI devices or SCSI ports in ways [that are
defined py a SCSI transport protocol standard (See 3.1.67).

Note 2 tp entry: See SAM-5.

3.1.61
SCSI domain
intercomnection of two or mere*SCSI devices and a service delivery subsystem

3.1.62
SCSiI initiator deyice
SCSI device (see"3.1.59) containing application clients (see 3.1.3) and SCSl initiator ports (see 3.1.63)
Note 1 [to entry:~SCSI initiator devices originate device service and task management requests (see SAM-p) to be

processgd, by-a SCSI target device (see 3.1.65) and receive device service and task management responses frgm SCSI
target devices.

Note 2 to entry: See SAM-5.

3.1.63

SCSil initiator port

initiator port

SCSl initiator device (see SAM-5) object that acts as the connection between application clients and a service
delivery subsystem through which requests and responses are routed

Note 1 to entry: See SAM-5.
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3.1.64

SCSI port
SCSl initiator port (see 3.1.63) or SCSI target port (see 3.1.66)

3.1.65

SCSil target device
SCSI device (see 3.1.59) containing logical units (see 3.1.35) and SCSI target ports (see 3.1.66)

Note 1 to entry: SCSI target devices receive device service and task management requests (see SAM-5) for processing
and send device service and task management responses to SCSI initiator devices.

Note 2 to entry: See SAM-5.

3.1.66

SCSiI target port

target
SCSI t
manag

Note 1

3.1.67

SCSI tr
protoc
SCSl s

Note 1

3.1.68
secure
SHA
secure

Note 1t

3.1.69
secure
randon

Note 1

3.1.70

securify association

SA
relation
to apply
Note 1

3.1.711

securify association index

SAI
numbe

bort
arget device (see SAM-5) object that acts as the connection between device servers a
brs and a service delivery subsystem through which requests and responses are routed

b entry: See SAM-5.

ansport protocol standard
bl standard
andard that defines a SCSI transport protocol

b entry: FCP-4, SPL-3, SRP, and SBP-3 are examples of SCSI transport prétocol standards.

hash algorithm

hash algorithm (e.g., SHA-1) defined in FIPS 180-4, Secure Hash Standard (SHS)
b entry: See clause 2.

random number
number that is generated in ways that protect the random number from security attacks

D entry: See 4.2.

ship and associated security processing between an application client and a device server that
security functions (e.9:, integrity checking, encryption) to data that is transferred in either dire

b entry: See 4.1.1,

representing the parameters for an SA as stored internally by the application client or device {

nd task

is used
ction

erver

Note 1t

b entry: In other security models, this value is called the security parameters index (SPI).

Note 2 to entry: See 4.1.1.

3.1.72

sense data
data describing an error, exceptional condition, or completion information

Note 1 to entry: See SPC-5.
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3.1.73
sense key
contents of the SENSE KEY field in sense data (see SPC-5)

3.1.74

service delivery subsystem

part of a SCSI domain that transmits service requests to a logical unit or SCSI target device and returns
logical unit or SCSI target device responses to a SCSI initiator device

Note 1 to entry: See SAM-5.

3.1.75
shared key
SK
cryptodraphically protected Secret (€.9., with more randomness (see RFC 4089) than a password] that is
known pnly to a defined and limited set of entities (e.g., one application client and one device server)

Note 1 tp entry: The shared key names used by IKEv2-SCSI are listed in 4.1.3.4.

3.1.76
SK_ai
shared |[key (see 3.1.75) used for integrity checking data in a Data-Out Buffer

EXAMPLE — The integrity checking the Encrypted payload in an IKEv2-SCSI Authentication/step SECURITY PRQTOCOL
OUT cojnmand (see 4.1.3.7.2) uses an SK_ai.

3.1.77
SK_ar
shared [key (see 3.1.75) used for integrity checking data in a Data-In Buffer

EXAMPLE — The integrity checking the Encrypted payload in an IKEv2-SCSI Authentication step SECURITY PRQTOCOL
IN command (see 4.1.3.7.3) uses an SK_ar.

3.1.78
SK_d
shared|key (see 3.1.75) KDF input material used-té’ generate the shared keys stored in the KEYMAT SA
paramgter (see 3.1.56)

3.1.79
SK_ei
shared [key (see 3.1.75) used for encrypting data in a Data-Out Buffer

EXAMPLE - Encrypting the Encrypted*payload in an IKEv2-SCSI Authentication step SECURITY PROTOCOL OUT
command (see 4.1.3.7.2) uses an SK”ei.

3.1.80
SK_er
shared|key (see 3.1575) used for encrypting data in a Data-In Buffer

EXAMPILE — Encfypting the Encrypted payload in an IKEv2-SCSI Authentication step SECURITY PROTQCOL IN
commarnd (see4.1.3.7.3) uses an SK_er.

3.1.81
SK_pi
shared key (see 3.1.75) used to construct the IKEv2-SCSI| Data-Out Buffer Authentication payload (see
4.1.3.7.2)

3.1.82

SK_pr

shared key (see 3.1.75) used to construct the IKEv2-SCSI Data-In Buffer Authentication payload (see
4.1.3.7.3)
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3.1.83
status

one byte of response information that contains a coded value defined in SAM-5, transferred from a device
server to an application client upon completion of each command

Note 1 to entry: See SAM-5.

3.1.84

system
one or more SCSI domains operating as a single configuration

3.1.85

target port name
name (see 3.1.39) of a SCSI target port

3.1.86
task se

group

queuing) and ACA rules

Note 1t
Note 2

3.1.87
trust a
authori

3.1.88

unit atlention condition

asynchronous status information that a logical unit establishes<to report to the initiator ports associat
one or more |_T nexuses

Note 1 tp entry: See SAM-5.

3.1.89

user data

data contained in logical blocks (e.g., see SBEC-3) that is not protection information (see SPC-5)

Note 1 tp entry: Each command standard (see 3:1.7) may provide its own definition of user data.

3.1.90

UTF-8

characfer set that is a transformation format of the character set defined by ISO/IEC 10646

Note 1

3.1.91
word
sequen

t
bf commands within a logical unit, whose interaction is dependent on the task manageme

D entry: The Control mode page (see SPC-5) defines management capabilities for task sets.
b entry: See SAM-5.

nchor
ative entity for which trust is assumed and not derived

b entry: See RFC 3629;

ce of 16 cantiguous bits considered as a unit

3.1.92

zero-padded

ed with

type of field in which unused bytes are placed at the end of the Tield (i.e., highest offset) and are filled with

zZeros

Note 1 to entry: See SPC-5.
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3.2 Abbreviations and symbols

3.2.1 Abbreviations

Abbreviation Meaning

AAD Additional Authenticated Data (see 3.1.1)

ACA Auto Contingent Allegiance (see SAM-5)

AES Advanced Encryption Standards

AES-GCM Advanced Encryption Standard - Galois Counter Mode (see RFC 4106)

ASCII American Standard Code for Information Interchange INCITS 4-1986 (R2002)(see
INCITS 4-1986 (R2002))

ASN.1 Abstract Syntax Notation One (see clause 2)

Command Descriptor Block (see 3.1.6)
EC Communications Security Establishment Canada

Elliptic Curve group modulo Prime (see RFC 5903)
DSA Elliptic Curve Digital Signature Algorithm (see RFC 4754)
P-SCSI Encapsulating Security Payload for SCSI (see 3.1.15)
1-48 Extended Unique Identifier 48-bit format (see 3.1.17)
1-64 Extended Unique Identifier 64-bit format (see 3.1.18)
-SP-2 Fibre Channel Security Protocols-2

Federal Information Processing Standard
AC Hashed Message Authentication Code (see 3(1:21)

P Hypertext Transfer Protocol (see RFC 2616)

Internet Assigned Numbers Authority (see\3.1.31)
Identifier or Identification

Institute of Electrical and Electronics Engineers
Internet Key Exchange version.2 (see clause 2)
Internet Protocol version 4

Internet Protocol version 6

Information Unit

Key Derivation Function (see 3.1.32)

Least Significant Bit*(see 3.1.33)

Logical Unit Number (see 3.1.36)

Message Authentication Code

ODP Modular-exponential (see RFC 3526)

Most Significant Bit (see 3.1.38)

Organizationally Unique Identifier (see 3.1.44)
Rublic Key Infrastructure (see RFC 5280 and RFC 6818)
Pseudo-Random Function (see RFC 7296)
Request For Comments (see 3.1.51)

Security Association (see 3.1.70)

Security Association Index (see 3.1.71)

XN 3 ESmosTI I T Immmmm

M-S SCSI Architecture Model - 5 (see clause 2)
HF SA-Ysage—Fype{see-5-3-5-44)
SBC-4 SCSI Block Commands - 4
SCSI Small Computer System Interface
SFSC Security Features for SCSI Commands (this document)
SHA-1 Secure Hash Algorithm, 160 bits (see 3.1.68)
SHA-256 Secure Hash Algorithm, 256 bits (see 3.1.68)
SHA-384 Secure Hash Algorithm, 384 bits (see 3.1.68)

SHA-512 Secure Hash Algorithm, 512 bits (see 3.1.68)
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Abbreviation

Meaning

-24 -

SK Shared Key (see 3.1.75)
SPC-5 SCSI Primary Commands - 5 (see clause 2)
SSC-4 SCSI Stream Commands - 4 (see clause 2)
URI Uniform Resource Identifier (see RFC 3986)
URL Uniform Resource Locator (see RFC 3986)
VPD Vital Product Data (see SPC-5)
VS Vendor Specific (see 3.3.12)
XCDB Extended CDB (see 3.1.16)

3.2.2 Symbols
Symbol Meaning
Il concatenation
nja not applicable
X{ XX any valid value for a bit or field

3.2.3 Mathematical operators

athematical
perator

+ 0=

NV VvV IAA X N |

H

3.3 Keywords

3.3.1
invalid

keyworf used to describe)an illegal or unsupported bit, byte, word, field or code value
Note 1 tp entry: Receipt-by the device server of an invalid bit, byte, word, field or code value shall be reported as

3.3.2
mandatory

keyworghindicating an item that is required to be implemented as defined in this document

Meaning

plus

minus

divided by
multiplied by

less than

less than or equal to
greater than

greater than or equal to
equal to

not equal to

BN error.

3.3.3
may

keyword indicating flexibility of choice with no implied preference

3.34
may not

keyword indicating flexibility of choice with no implied preference
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3.3.5

obsolete
keyword indicating that an item was defined in prior SCSI standards but has been removed from this
document

3.3.6

option,

optional

keywords that describe features that are not required to be implemented by this document

Note 1 to entry: If any optional feature defined by this document is implemented, then it shall be implemented as defined in
this document.

3.3.7
prohibited

3.3.8

reservéd

keywor|

Note 1
docume

Note 2 t
Note 3

3.3.9

H referring to bits, bytes, words, fields and code values that are set aside for future standardiza

0 entry: A reserved bit, byte, word or field shall be set to zero, or in accordance*with a future extensioj
ht.

D entry: Recipients are not required to check reserved bits, bytes, words.or fields for zero values.
b entry: Receipt of reserved code values in defined fields shall be reported as an error.

restric

keyworld referring to bits, bytes, words, and fields that arevset aside for other identified standarg
purposes

Note 1
where t

3.3.10
shall
keywor|
Note 1 t
products

3.3.11
should
keywor|

3.3.12
vendor
VS
keywor|

ed

entry: A restricted bit, byte, word, or field shall be\treated as a reserved bit, byte, word or field in theg
e restricted designation appears.

H indicating a mandatory requiremént

b entry: Designers are required toimplement all such mandatory requirements to ensure interoperability W
that conform to this documenit.

H indicating flexibility of choice with a strongly preferred alternative

specific

(i.e., a
rmative
of this

tion
h to this

ization

context

ith other

d.indicating that specification of the referenced item (e.g., a bit, field, code value) is determineg

SCSId

by the

A
CVICTVCTTOUI

Note 1 to entry: Specification of the referenced item is determined by the SCSI device vendor and may be used differently
in various implementations.
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3.4 Editorial conventions

Certain words and terms used in this document have a specific meaning beyond the normal English meaning.
These words and terms are defined either in 3.1 or in the text where they first appear. Names of commands,
statuses, sense keys, and additional sense codes are in all uppercase (e.g., REQUEST SENSE). Lowercase
is used for words having the normal English meaning.

If there is more than one CDB length for a particular command (e.g., MODE SENSE(6) and MODE
SENSE(10)) and the name of the command is used in a sentence without any CDB length descriptor (e.g.,
MODE SENSE), then the condition described in the sentence applies to all CDB lengths for that command.

The names of fields are in small uppercase (e.g., ALLOCATION LENGTH). When a field name is a concatenation
of acronyms, uppercase letters may be used for readability (e.g., NORMACA). Normal case is used when the
contents of a field are being discussed. Fields containing only one bit are usually referred to as the.neme bit
instead| of the name field.

When the value of the bit or field is not relevant, x or xx appears in place of a specific value.

()
3
»

Lists sgquenced by lowercase or uppercase letters show no ordering relationship between the listed it
EXAMPLE 1 — The following list shows no relationship between the colors named:

a) | red, specificity one of the following colors:
A) crimson; or

B) amber;

b) | blue; or

c) |green.

Lists sgquenced by numbers show an ordering relationship between the listed items.
EXAMPLE 2 — The following list shows the order in which a pagé.is meant to be read:

1) |top;

2) | middle; and

3) | bottom.

Lists are associated with an introductory paragraph or phrase, and are numbered relative to that paradraph or
phrase|(i.e., all lists begin with an a) or 1) entry).

If a confflict arises between text, tables, or figures, the order of precedence to resolve the conflicts is teit; then

tables; pnd finally figures. Not all tables or figures are fully described in the text. Tables show data format and
values.[Notes do not constitute any requirements for implementors.

3.5 Numeric and character conventions

3.51 Nr.Jmeric conventions

A binary number is represented in this document by any sequence of digits comprised of only the Arabic
numerals 0 and 1 immediately followed by a lower-case b (e.g., 0101b). Underscores or spaces may be
included in binary number representations to increase readability or delineate field boundaries (e.g.,
00101 1010b or 0_0101_1010Db).

A hexadecimal number is represented in this document by any sequence of digits comprised of only the
Arabic numerals 0 to 9 and/or the upper-case English letters A to F immediately followed by a lower-case h
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(e.g., FA23h). Underscores or spaces may be included in hexadecimal number representations to increase
readability or delineate field boundaries (e.g., B FD8C FA23h or B_FD8C_FA23h).

A decimal number is represented in this document by any sequence of digits comprised of only the Arabic
numerals 0 to 9 not immediately followed by a lower-case b or lower-case h (e.g., 25).

A range of numeric values is represented in this document in the form “a to z”, where a is the first value
included in the range, all values between a and z are included in the range, and z is the last value included in
the range (e.g., the representation “Oh to 3h” includes the values Oh, 1h, 2h, and 3h).

This document uses the following conventions for representing decimal numbers:

the thousands separator is used in both the integer portion and the fraction portion of a numb
the decimal representation for a year is 1999 not 1 999.

Table 1|shows some examples of decimal numbers represented using various conventions;

Table 1 — Numbering conventions examples

ISO/IEC United States This document
0,6 0.6 0.6
3,141 592 65 3.14159265 3.141592 65
1000 1,000 1000
1323 462,95 1,323,462.95 1323 462.95

A decimal number represented in this document with an overline over one or more digits following the flecimal

point isla number where the overlined digits are infinitely tepeating (e.g., 666.6 means 666.666 666..| or 666
2/3 and 12.142 857 means 12.142 857 142 857... or 121/7).

3.5.2 Uhits of measure

This ddcument represents values using.'both decimal units of measure and binary units of measure.|Values
are repfesented by the following formats:

a) | for values based on decimal units of measure:

1) numerical value_(e.g., 100);

2) space;

3) prefix symboland unit:
1) decimal prefix symbol (e.g., M) (see table 2); and
2) Mhit-abbreviation (e.g., B);

and

b) | for values based on binary units of measure:

1)< numerical value (e.g., 1 024);

2) SPACE;,

3) prefix symbol and unit:
1) binary prefix symbol (e.g., Gi) (see table 2); and
2) unit abbreviation (e.g., b).
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Table 2 compares the prefix, symbols, and power of the binary and decimal units.

Table 2 — Comparison of decimal prefixes and binary prefixes

Decimal Binary
Prefix Prefix Power Prefix Prefix Power
name symbol (base-10) name symbol (base-2)
kilo k 108 kibi Ki 210
mega M 108 mebi Mi 220
giga G 10° gibi Gi 230
tera T 1012 tebi Ti 240
peta P 1015 pebi Pi 250
exa E 1018 exbi Ei 290
zetta Z 102 zebi Zi 270
yotta Y 1024 yobi Yi 280

3.5.3 Byte encoded character strings conventions

When

characErS are enclosed in single quotation marks. The single quotation‘marks identify the start and en

charac
be enc

An AS(

The en
the cha

EXAMP

represent encoded characters is the same as writiig out the following sequence of byte values: 53h 43h 53h 49h |

65h 76h

3.6 Bit and byte ordering

This sy
(e.g., th

his document requires one or more bytes to contain specific'encoded characters, the g

rs that are required to be encoded but are not themselves to.be encoded. The characters thd
pded are shown in the case that is to be encoded.

L1l space character (i.e., 20h) may be represented imasstring by the character ‘-’ (e.g., ‘SCSI~d

coded characters and the single quotation marks.that enclose them are preceded by text that s
racter encoding methodology and the number of characters required to be encoded.

69h 63h 65h.

e format of a CDB)).

If a fiel
right a

consists-0of more than one bit and contains a single value (e.g., a number), the LSB is showr
d the MSB'’is shown on the left (e.g., in a byte, bit 7 is the MSB and is shown on the left, and bit
is Shown on the right). The MSB and LSB are not labeled if the field consists of 8 or fewer bit

| E - Using the notation described in this subclause, stating that the eleven ASCII characters ‘SCSI devicq’

pecific
d of the
t are to

evice’').

becifies

POh 64h

bclause describes the representation of fields in a table that defines the format of a SCSI s{ructure

on the
0 is the
S,

ordering). The MSB and LSB are labeled.

lored at

(i.e., big-endian byte

If a field consists of more than one byte and always contains multiple fields each with their own values (e.g., a
descriptor), then there is no MSB and LSB of the field itself and thus there are no MSB and LSB labels. Each
individual field has an MSB and LSB that are labeled as appropriate in the table, if any, that describes the
format of the sub-structure having multiple fields.
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If a field that consists of more than one byte contains either multiple fields each with their own values or a
single value, then:

a) the MSB and LSB are labeled and they apply as described in this subclause whenever the field
contains a single value; and

b) the labels on constituent fields supersede the single value labels whenever the field contains multiple
fields.

If a field contains a text string (e.g., ASCII or UTF-8), the MSB label is the MSB of the first character and the
LSB label is the LSB of the last character.

When required for clarity, multiple byte fields may be represented with only two rows in a table. This condition
is represented by values in the byte number column not increasing by one in each subsequent table row, thus

indicati e tre presence of-additionat 'uytca.
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4 Sec

urity features model common to all device types

4.1 Security features for SCSI devices

4118

4111

ecurity associations

Principles of SAs

Before an application client and device server begin applying security functions (e.g., data integrity checking,
data encryption) to messages (i.e., data that is transferred in either direction between them), they perform a
security protocol to create at least one SA (see 4.1.1.3). The result of the SA creation protocol is two sets of
SA parameters (see 4.1.1.2), one that is maintained by the application client and one that is maintained by the

device

server

In this
securit
respon

Figure

In both

model, SAs decouple the process of creating a security relationship from its usage in\pro

P shows the relationship between application clients and device servers with respect to SAs.

Application Client Device Server
SA Parameters SA"Parameters
Table Table
- T T T e T T DS SAIA—»F— — — — — — 1
Y One Set of SA
[ J
A Aol —— — — — — - oK Parameters
CSAla =21 " 56 Set of SA o [~~~ —— 1
Parameters :
I _._ — .
[ J
[ J

Figure’2 — SA relationships

the application client and the device server, the SA parameters are modeled as being storg

indexeliqarray and the SAl (i.e., thecAC_SAlI or the DS_SAI in figure 2) identifies one set of SA parg

within

given §
as havi
The de

SAs sh
anl_ T

at array. The application client and device server are not required to store the parameters
hg two different SAl«values (i.e., one for the application client and one for the device server).
ice server shall'maintain a single SA parameters table for all |_T nexuses.

bl not be-preserved across a power cycle, hard reset, or logical unit reset. SAs shall not be affg
nexusdoss.

essing

y functions. This decoupling allows either the creation or the usage of an SA to be upgraded in
be to changing security threats without requiring both processes to be upgraded simultaneously.

din an
meters
for any

A in the same array locations. In order to support this implementation flexibility, a single SA is modeled

cted by
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4.1.1.2 SA parameters

Each SAIl shall identify one set of SA parameters that includes at least the SA parameters defined in table 3.
Individual security protocols define how the SA parameters are generated and/or used by that security
protocol.

Table 3 — Minimum SA parameters (part 1 of 3)

Size (bytes) 2

Name Description Min. Max. | Scope b

SA parameters that identify and manage the SA.

The SAl used by the application client to identify the
SA.°©

DS_$AI The SAl used by the device server to identify the SA. © 4 4 Pdublic

The number of seconds that may elapse after the com-
pletion of an SA access operation (i.e., SA creation or
SA usage by a command) before the device server
should discard the state associated with this SA (e.g.,
TIMBOUT the SA parameters). If SA state is discarded because no 4 4 Pdublic
SA access operations are received during the specified
interval, then the device server shall respond to further
attempts to access the SA as if the SA had never been
created. This parameter shall not be set to zero.

AC_$At 4 4 Poblic

SA parameters that are incorporated in messages to prevent mg@sgg'e replay attacks.

A sequence number that is incremented for each
response message received by an application client on

d .
AC_$QN which a security function is performed and used to 8 8 Pplic
detect replay attacks (see A.4).
A sequence number that is inerémented for each
DS_$QN request message received by-a device server on which 8 8 Public

a security function is performed and used to detect
replay attacks.

8 These size values are guidelines. Specific security protocols may place more exacting size
requirements on SA parameters.

ublic SA parameters may.be transferred outside a SCSI device unencrypted. Secret SA paramgters

all not be transferred.outside a SCSI device.

Al values between 0'and 255, inclusive, are reserved.

once SA parameters shall be at least half the size of the KEY_SEED SA parameter.
€ Tlhe number of-bits of entropy in the KEY_SEED SA parameter should be as close to the numbegr of
its in the KEY_SEED SA parameter as possible (see RFC 3766).
' Hields within a Field specific SA parameter are Public or Secret as defined by the applicable SA
creation protocol.

o

O



https://iecnorm.com/api/?name=07f7ca39cf47713cd5dff6810a3d4192

ISO/IEC 14776-481

:2019 © ISO/IEC 2019 -32 -

Table 3 — Minimum SA parameters (part 2 of 3)

Name

Description

Size (bytes) 2

Min.

Max.

Scope P

SA parameters that are used by security functions to derive the secret keys that are applied to messages
(e.g., for encryption).

AC_NONCE ¢

A random nonce value that is generated by the applica-
tion client and used as an input to the key derivation
security algorithm specified by the KDF_ID SA parame-
ter during the derivation of an encryption key.

16

64

Public

A random nonce value that is generated by the device

DS_NONCE ¢

Server and used as an input 1o the Key derivation secu-
rity algorithm specified by the KDF_ID SA parameter
during the derivation of an encryption key.

16

64

Public

KEY |SEED ©

A value that is known only to the application client and
device server that are creating this SA that in combina-
tion with the applicable nonce is used to derive the
KEYMAT SA parameter. The KEY_SEED SA parameter
shall be set to zero as part of completing the SA
creation function.

16

64

Segcret

KDF|ID

A security algorithm (see 4.1.6) coded value that identi<
fies the KDF used by the application client and device
server.

4

4

Pyblic

SA parameters th
devide server.

at are used by security functions to secure ze@ges between the application clienf and

Va\

KEYMAT

A value that is known only to the application client and
device server that are participating in'this SA that may
be subdivided into one or more key values that are used
in security functions that secure-messages. The con-
tents of KEYMAT depend on the USAGE_TYPE SA
parameter value.

14

1024

Sefcret

requirements

o

o O

e

O

o

on SA parameters.

hese size values are guidelines. Specific security protocols may place more exacting size

ublic SA parameters may, be transferred outside a SCSI device unencrypted. Secret SA parameters
all not be transferred outside a SCSI device.

Al values between Q_and 255, inclusive, are reserved.
once SA parameters shall be at least half the size of the KEY_SEED SA parameter.
he number of bits-of entropy in the KEY_SEED SA parameter should be as close to the numbegr of
its in the KEY."SEED SA parameter as possible (see RFC 3766).
f Hields within‘a Field specific SA parameter are Public or Secret as defined by the applicable SA
reation-protocol.
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Table 3 — Minimum SA parameters (part 3 of 3)

Size (bytes) 2
Name Description Min. Max. | Scope b
SA parameters that are used by SA management functions.
USAGE_TYPE ﬁsc;%ded value (see table 4) that indicates how the SA is 5 5 Public
Information associated with how the SA is used (e.g.,
cryptographic algorithms and key sizes). The contents .
USAGE_DATA | ¢ USAGE_DATA depend on the USAGE_TYPE SA 0 | 1024} Public
parameter value.
SA data that is used in ways defined by the SA creation Field
MGMT_DATA protocol to perform SA management functions (e.g., 0 1024 .
deletion of the SA). Bpetific

requirements on SA parameters.

o

all not be transferred outside a SCSI device.
Al values between 0 and 255, inclusive, are reserved.

O

its in the KEY_SEED SA parameter as possible (see RFC 3766).

(@]

reation protocol.

8 These size values are guidelines. Specific security protocols may place more exacting size

once SA parameters shall be at least half the size of the KEY_SEED’ SA parameter.
€ Tlhe number of bits of entropy in the KEY_SEED SA parameter should be as close to the numbegr of

' Hields within a Field specific SA parameter are Public or Secret as defined by the applicable SA

ublic SA parameters may be transferred outside a SCSI device unencrypteds Secret SA parameters

The USAGE_TYPE SA parameter (see table 4) provides.an.indication of how the SA is to be used.

Table 4 — USAGE_TYPE SA parameter

USAGE_TYPE SA parameter

Code 2 Description Usage model Description | Refer¢nce
000Ph to 0080h Reserved

0081h Tape data encryption ESP-SCSI P None © SSg-4
008ph to 8000h Resetved

8001h Obsolete

800Ph to FFFFh Reserved

a

(
$A is'tobe created as described in 5.3.5.14.
H

b ESP.SCSI usage is defined in 4.1.5.
C

UJSAGE\TYPE values between 8000h and CFFFh inclusive place additional constraints on how an

5.3.5.14) shall contain zero.

ne USAGE DATA LENGTH Tield In the TKEVZ-oLSI SAU T Lryptographic Algorithms payload (see
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4.1.1.3 Creating an SA

The SECURITY PROTOCOL IN command (see SPC-5) and SECURITY PROTOCOL OUT command (see
SPC-5) security protocols shown in table 5 are used to create SAs. The process of creating an SA establishes
the SA parameter (see 4.1.1.2) values as follows:

a) initial values for:
A) AC_SQN set as described in 4.1.3.9; and
B) DS_SQN set as described in 4.1.3.9;

b) unchanging values for the lifetime of the SA:

A) AC_SAI;

B) DS_SAI;

C) TIMEOUT;

B—KbBFb;

E) KEYMAT;

F) USAGE_TYPE;

G) USAGE_DATA; and

H) MGMT_DATA;

and

c) | values that are zero (see 4.1.3.9) upon completion of SA creation:

A) KEY_SEED;

B) AC_NONCE; and

C) DS_NONCE.

Table 5 — Security protocols that create SAs

Becurity
Protocol
Code Description References

40h SA creation capabilities 5.2
41h IKEv2-SCSI 4.1.3and 5.3

4.1.2 Key derivation functions
41 .2.1K[(DFS overview
A KDF produces KEYMAT from ininput KEY_SEED and STRING as follows:
KEYMAT = KDF( KEY=~SEED, STRING )
Where:

KEY_SEED.is an SA parameter (see 4.1.1.2); and
STRING is a specified sequence of bytes.
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Table 6 summarizes the KDFs defined by this document.

Table 6 — KDFs summary

Security

Algorithm
Code
(see table 25) | Description Reference

8002 0002h IKEv2-based iterative HMAC KDF based on SHA-1 4123
8002 0005h IKEv2-based iterative HMAC KDF based on SHA-256 41.2.3
8002 0006h IKEv2-based iterative HMAC KDF based on SHA-384 41.2.3
8002 0007h IKEv2-based iterative HMAC KDF based on SHA-512 41.2.3
8002 0004h IKEv2-based iterative KDF based on AES-128 in XCBC mode 4124

4.1.2.2|IKEv2-based iterative KDF

To produce a sufficient number of bits in KEYMAT, the IKEv2-based (see RFC 7296) iterative KDF uses the
following equation:

KEYMAT =Tq || To [| T3l T4 Il - [ Tn

WHere:
T, = KDF( KEY_SEED, STRING || 01h );

T, = KDF( KEY_SEED, T4 || STRING || 02h );
T4 = KDF( KEY_SEED, T, || STRING || 03h );
T, = KDF( KEY_SEED, T4 || STRING || 04h );

Ty = KDF( KEY_SEED, Ty.1 || STRING || Nh )}

KDF is the function defined in 4,1.271;
KEY_SEED is an SA parameter (see4.1.1.2); and
STRING is a specified sequenceof bytes.

Protoc¢ls that use the IKEv2-based itérative KDF to generate KEYMAT should ensure that the nufnber of
KEYMAT bits requested does not cause N to exceed 255. If N reaches 256, then:

1) | the requested number of KEYMAT bits is not returned; and
2) | the request to produce KEYMAT shall be terminated with an error.

4.1.2.3|HMAC-based KDFs
If the KDF_ID is-ore of those shown in table 7, the KDF is a combination of the:
a) | HMAC function defined in FIPS 198-1 (see clause 2);

b) | secure hash function shown in table 7 for the specified KDF_ID value; and
c) TKEvZ-based rerative KDF technique (see 4.1.2.2).

The technique requires the following inputs from or related to the SA parameters:

AC_SAI;
DS_SAl,
AC_NONCE;
DS_NONCE;
KEY_SEED; and

® QO O T O
—_——_———
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The USAGE_TYPE SA parameter and USAGE_DATA SA parameter (see 4.1.1.2) specify the KEYMAT size
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the number of KEYMAT bits that are to be produced.

as part of the security protocol that performs SA creation (see 4.1.1.3).

The IKEv2-based iterative KDF technique (see 4.1.2.2) is applied with the following inputs:

a) IFUNC (see 4.1.2.2) is the HMAC function defined in FIPS 198-1 with the translation of inputs names
shown in table 7;
b) KEY_SEED is the KEY_SEED SA parameter; and
c) STRING contains the concatenated contents of the following SA parameters:
1) AC_NONCE;
2) DS_NONCE;
3)—AE—SAtand
4) DS_SAIL
Table 7 — HMAC-based KDFs
KDF_ID (see table 6)
FIPS 198-1 inputs
selected by KDF_ID 8002 0002h 8002 0005h 8002 0006h 8002 0007h
H (i.b., hash function) SHA-1 SHA-256 SHA-384 SHA-512
T (see table 8) (see table 8) (see table 8) (see table 8)
B (i.€., hash input block size) 2 64 64 128 128
L (i.¢., hash output block size) & ° 20 32 48 64

K (i

.., key)

KEY_SEED SA parameter

text

STRING as.defined in this subclause and used in 4.1.2.2

n accordance with FIPS 198-1, all sizes are-shown in bytes.
b The HMAC-based KDFs defined by this document do not truncate (i.e., the truncation describe
FIPS 198-1 does not apply).

d in

Details

Table 8 —<'Hash functions used by HMAC based on KDF_ID

of the hash functions that act.as inputs to the FIPS 198-1 HMAC function are shown in table 8

KDF_ID

(see table 6) Function | Description

8002 0002h SHA-1 HMAC input H is the SHA-1 secure hash function defined in
FIPS 180-4 (see clause 2).

8002°0005h SHA-256 HMAC input H is the SHA-256 secure hash function defined in
FIPS 180-4.

o002 0006bh SHA-504 HMAC input A'Is the SHA-564 secure hash tunction detined In
FIPS 180-4.

8002 0007h SHA-512 HMAC input H is the SHA-512 secure hash function defined in
FIPS 180-4.
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4.1.2.4 AES-XCBC-PRF-128 IKEv2-based iterative KDF If
the KDF_ID is 8002 0004h, the KDF is a combination of:

a) the AES-XCBC-PRF-128 secure hash function defined in RFC 4434 (see clause 2) and RFC 3566;
and

b) the IKEv2-based iterative KDF technique (see 4.1.2.2).

The technique requires the following inputs from or related to the SA parameters:

a) AC_SAI;

b) DS_SAI;

c) AC_NONCE;

d) rBSINONCE;

e) | KEY_SEED; and

f) |the number of KEYMAT bits that are to be produced.

The IKEv2-based iterative KDF (see 4.1.2.2) is applied with the following inputs:

a) | IFUNC (see 4.1.2.2) is the AES-XCBC-PRF-128 secure hash function with“the translation of inputs
names shown in table 9;

b) | KEY_SEED is the KEY_SEED SA parameter; and

¢) | STRING contains the concatenated contents of the following SA parameters:
1) AC_NONCE;

2) DS_NONCE;

3) AC_SAI; and

4) DS_SAl

Table 9 — RFC 3566 parameter translations for the)KDF based on AES-XCBC-PRF-128

RFC 3566 Parameter | Translation

K (i.e., key) KEY_SEED SAparameter
M (i.e., message) STRING as-defined in this subclause and used in 4.1.2.2

4.1.3 Using IKEv2-SCSI to create an SA

4.1.3.1|0Overview

The IKEV2-SCSI protocol is\a‘subset of the IKEv2 protocol (see RFC 7296) that this document defines|for use
in the greation and maintenance of an SA.

An IKEY2-SCSI| SAlcreation transaction shall only be initiated by the application client.

The IKEv2-SCSI protocol creates the following pair of IKE SAs (see RFC 7296):

a) Lan'SA that protects data transferred from the application client to the device server: and
b) an SA that protects data transferred from the device server to the application client.

An IKEv2-SCSI SA creation transaction consists of the following steps:

1) Device Server Capabilities step (see 4.1.3.5): the application client determines the device server's
cryptographic capabilities;

2) Key Exchange step (see 4.1.3.6): the application client and device server:
A) perform a key exchange;
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B) determine SAls;

C) generate the shared keys used for SA management (e.g., SA creation and deletion) (see 4.1.3.8);

and
D) may complete the generation of the SA (see 4.1.3.9);
and
Authentication step (see 4.1.3.7): unless omitted by application client and device
negotiations in the previous steps, the application client and device server:
A) authenticate:

a) each other;

b) the key exchange; and

c) the capability selection;

and
B) complete the generation of the SA (see 4.1.3.9).

server

The values in the SECURITY PROTOCOL field and the SECURITY PROTOCOL SPECIFIC field in the SEQURITY

PROTC

step of

The K¢y Exchange step and the Authentication step depend on the results from,the Device

the IKEv2-SCSI protocol (see 5.3.2).

COL IN command (see SPC-5) and SECURITY PROTOCOL OUT command (see SPC-8))identify the

Server

Capabilities step in order to create an SA. During the Key Exchange step, the application client and device

server
a)
b)
c)

More d

An app

a)
b)

If the d
step re

Changes in the device server’s capabilities do not take effect until at least one application client hg

notified
After a

two or {

a)

b)

perform independent computations to construct the following sets of shared keys:

shared keys that are used by the Authentication step;
shared keys that are used by the Authentication step and to delete.thé SA; and

generated SA.

btails about these shared keys are provided in 4.1.3.4.

ication client may or may not:

proceed to the Key Exchange step after the Device Server Capabilities step; or
bvice server's capabilities have changed since the Device Server Capabilities step, the Authen
urns an error and the Key Exchangé“step may return an error.

of the new capabilities via the parameter data returned by the Device Server Capabilities step

Device Server Capabilities step, the application client performs SA creation by sending a sequ

if the Authéntication step is skipped (see 4.1.3.3.4):
1) aKey Exchange step SECURITY PROTOCOL OUT command (see 4.1.3.6.2); and
2), la)Key Exchange step SECURITY PROTOCOL IN command (see 4.1.3.6.3);

shared keys that are used by SCSI usage type specific opérations that obtain security flom the

perform a separate Device Server Capabilities step for each IKEv2-SCSI SA creation transacfion.

tication

s been

ence of

our IKEv2-SCSI,.commands over a single |_T_L nexus to the device server. The following comfmands
constityte an IKEv2-SCSIF CCS:

or

It the Authentication step Is performed:

1) a Key Exchange step SECURITY PROTOCOL OUT command (see 4.1.3.6.2);

2) a Key Exchange step SECURITY PROTOCOL IN command (see 4.1.3.6.3);

3) an Authentication step SECURITY PROTOCOL OUT command (see 4.1.3.7.2); and
4) an Authentication step SECURITY PROTOCOL IN command (see 4.1.3.7.3).

The device server shall process each command in the IKEv2-SCSI CCS to completion before returning
status. While a command in the IKEv2-SCSI| CCS is being processed by the device server, the application
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client may use the REQUEST SENSE command (see 4.1.4) to ascertain the device server’s progress for the

comma

nd.

If an error is encountered, the device server or application client may abandon the IKEv2-SCSI CCS before

the SA

is created (see 4.1.3.10).

The device server shall maintain state for the IKEv2-SCSI CCS on a given I_T_L nexus from the time the Key
Exchange step SECURITY PROTOCOL OUT command is completed with GOOD status until one of the

followin

a)
b)
c)
d)

If the d
commg
one for

a)
b)

Except
subclal
alter its|
If all of

a)

g occurs:

the IKEv2-SCSI CCS completes successfully;
the IKEv2-SCSI CCS is abandoned as described in 4.1.3.10;
the SA being created by the IKEv2-SCSI CCS is deleted as described in 4.1.3.11;

= = imeout
Values payload (see 5.3.5.15) in the Key Exchange step SECURITY PROTOCOL OUT, pa]ameter

data elapses and none of the following commands have been received:

A) the next command in the IKEv2-SCSI CCS; or

B) a REQUEST SENSE command,;

or

one of the following event related SCSI device conditions (see SAM-5) occurs:
A) power cycle;

B) hard reset;

C) logical unit reset; or

D) L_T nexus loss.

evice server receives a SECURITY PROTOCOL OUT command or SECURITY PROTOCOL IN
nd with the SECURITY PROTOCOL field set to IKEv2-SCSI (j-&., 41h) on an I_T_L nexus other than the
which IKEv2-SCSI CCS state is being maintained, then:

an additional IKEv2-SCSI CCS may be started; or
the device server may terminate the command with CHECK CONDITION status, with the sefpse key
set to ABORTED COMMAND, and the addijtional sense code set to CONFLICTING SA CRHATION
REQUEST.

for the PERSISTENT RESERVE :QUT command (see SPC-5) and the cases described in this
se, a device server that is maintaining a IKEv2-SCSI CCS state on a particular |_T_L nexus shall not
processing of new commands réceived on that |_T_L nexus.

the following conditions aretrue:

the device servers«includes the following algorithm descriptors in the IKEv2-SCSI SA (reation
Capabilities payload (see 5.3.5.12) in the parameter data returned by the Device Server Cappbilities
step SECURITY-PROTOCOL IN command (see 4.1.3.5):
A) an SA-AUTH_OUT algorithm descriptor (see 5.3.6.6) with the ALGORITHM IDENTIFIER fielfl set to

SA AUTH_NONE; and
B) an>SA_AUTH_IN algorithm descriptor (see 5.3.6.6) with the ALGORITHM IDENTIFIER field set to

SA_AUTH_NONE;

and

the application client sends the following algorithm descriptors to the device server in the TKEv2-SCSI

SA Cryptographic Algorithms payload (see 5.3.5.13) in the Key Exchange step SECURITY

PROTOCOL OUT command (see 4.1.3.6.2):

A) an SA_AUTH_OUT algorithm descriptor with the ALGORITHM IDENTIFIER field set to
SA_AUTH_NONE; and

B) an SA AUTH_IN algorithm descriptor with the ALGORITHM IDENTIFIER field set to
SA_AUTH_NONE,
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then:

the Authentication step is skipped;
the IKEv2-SCSI CCS consists of the two Key Exchange step commands;

the device server requires the IKEv2-SCSI SAUT Cryptographic Algorithms payload (see 5.3.5.14) to
be present in the parameter data sent by the Key Exchange step SECURITY PROTOCOL OUT

command;

the device server returns the IKEv2-SCSI SAUT Cryptographic Algorithms payload in the parameter

data returned by the Key Exchange step SECURITY PROTOCOL IN command; and
SA creation occurs upon the completion of the Key Exchange step.

Operation of an IKEv2-SCSI CCS depends on SA_AUTH_NONE being used in both the Authentication step
SECURITY PROTOCOL OUT command and the Authentication step SECUIRTY PROTOCOL IN command,

LITELL ALAOVA

or SA
PROT(
maintai

If no ot

a)

NEAl I—I_I‘lul‘llE IIU‘l IUUiIIH uacu‘ lUy Clti ICI bUIIIIIIaIIUI. Plubcbbillg IUqu;IUIIIUIItD piabcu‘ Ul t;lv SEL
DCOL OUT command during the Key Exchange step (see 5.3.6.6) ensure that this depend
hed.

her errors are detected and any of the following conditions are true:

the device server does not include an SA_AUTH_OUT algorithm descriptor’ with the ALQ
IDENTIFIER field set to SA_AUTH_NONE in the IKEv2-SCSI SA CreationiCapabilities payloa
parameter data returned by the Device Server Capabilities step SECURITY PROTO(
command;

the device server does not include an SA_AUTH_IN algorithntdescriptor with the ALQ
IDENTIFIER field set to SA_AUTH_NONE in the IKEv2-SCSI SA Creation Capabilities payloa
parameter data returned by the Device Server Capabilities step SECURITY PROTO(
command; or

the application client does not set the ALGORITHMJIDENTIFIER field to SA_AUTH_NONE
SA_AUTH_OUT algorithm descriptor and the SA_AUTH_IN algorithm descriptor in the IKEV
SA Cryptographic Algorithms payload sent to the device server in the Key Exchange step SE(
PROTOCOL OUT command,

the Authentication step is processed;

the IKEv2-SCSI CCS consists of the two Key Exchange step commands and two Authenticati
commands;

the device server requires the IKEv2-SCSI SAUT Cryptographic Algorithms payload to be
from the parameter datacsent by the Key Exchange step SECURITY PROTOCOL OUT comm|
the device server omits the IKEv2-SCSI SAUT Cryptographic Algorithms payload from the pa
data returned by the-Key Exchange step SECURITY PROTOCOL IN command;

URITY
ency is

ORITHM
d in the
COL IN

ORITHM
d in the
COL IN

in the
P-SCSI
URITY

on step

absent
and;
ameter

the device servenrequires the IKEv2-SCSI SAUT Cryptographic Algorithms payload to be prgsent in

the parameter data sent by the Authentication step SECURITY PROTOCOL OUT command;
the device-server returns the IKEv2-SCSI SAUT Cryptographic Algorithms payload in the pa
data returtied by the Authentication step SECURITY PROTOCOL IN command; and

SA creation occurs upon the completion of the Authentication step.

SA parficipants should perform the Authentication step unless man-in-the-middle attacks (see A.4) ar|

ameter

b not of

concern or are prevented by a means outside the scope of this document (e.g., physical security of the
transport).

Omission of the Authentication step provides no defense against a man-in-the-middle adversary that is
capable of modifying SCSI commands. Such an adversary is able to insert itself as an intermediary on the
created SA without knowledge of the SA participants, thereby completely subverting the intended security.
Omission of the Authentication step is only appropriate in environments where the absence of such
adversaries is assured by other means.
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EXAMPLE - Environments where it is appropriate to skip the Authentication step include those that protect data transfers

using:

a) adirect physical connection between the systems that contain the application client and the device server; or

b)

4.1.3.2

end-to-end security in the SCSI transport protocol (e.g., FC-SP-2).

IKEv2-SCSI Protocol summary

This subclause summarizes the IKE-v2-SCSI payloads (see 5.3.5) that are exchanged between an
application client and a device server during all steps of an IKEv2-SCSI SA creation transaction using
message diagrams. Each IKEv2-SCSI step (see 4.1.3.1) is shown in a separate figure. The contents of a
payload (e.g., Key Exchange) may not be the same in both directions of transfer.

Figure 3 shows the Device Server Capabilities step (see 4.1.3.5). The Device Server Capabilities step

consist
(see 5.

5 of a SECURITY PROTOCOL IN command carrying an IKEv2-SCSI SA Creation Capabilities, payload
B.5.12). The IKEv2-SCSI header is not used.
Application Client Device. Server

1

IKEv2-SCSI SA Creation Capabilities >7

Key:
oad Parameter data transferred using a SECURITY
payload(s) PROTOCOL IN command (see SPC-5)
payload Required payload

The IKH

Figure
PROT(

Figure 3 — IKEv2-SCSI Device Server Capabilities step
Fv2-SCSI SA Creation Capabilities payload indicates the device server's capabilities for SA cre

4 shows the Key Exchange step (see 4.4:3:6). The Key Exchange step consists of a SEG
COL OUT command followed by a SECURITY PROTOCOL IN command.

ation.

URITY

Application Client Device Server

IKEv2-SCSlheader — IKEv2-SCSI Timeout Values —
IKEv2-SESI'SA Cryptographic Algorithms — <<IKEv2-SCSI
SAUT Cryptographic Algorithms>> — Key Exchange — Nonce

C IKEV2:SCSI header — IKEv2-SCSI Cryptographic Algorithms —
Key:

<<IKEv2-SCSI SAUT Cryptographic Algorithms>> —
Key Exchange — Nonce — [Certificate Request]

oad Parameter list data transferred using a SECURITY
payload(s) PROTOCOL OUT command (see SPC-5)
)

oad Parameter data transferred using a SECURITY
PROTOCOL IN command (see SPC-5)
payload Required payload
[payload] Optional payload

<<payload>> Required if the Authentication step skipped (see 4.1.3.1),
otherwise absent

Figure 4 — IKEv2-SCSI Key Exchange step
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The IKEv2-SCSI Timeout Values payload (see 5.3.5.15) contains timeouts for SA creation and usage.

The IKEv2-SCSI SA Cryptographic Algorithms payloads (see 5.3.5.13) are used to select and agree on the
cryptographic algorithms used for creating the SA.

If the Authentication step is skipped (see 4.1.3.1), the IKEv2-SCSI SAUT Cryptographic Algorithms payloads
(see 5.3.5.14) are used to select and agree on usage of the SA and the cryptographic algorithms used by the
created SA. If the Authentication step is processed (i.e., not skipped), the SA usage and algorithms selection
is performed during the Authentication step.

The Key Exchange payload (see 5.3.5.3) and Nonce payload (see 5.3.5.8) are part of the key and nonce
exchanges that are used to generate the IKEv2-SCSI keys and SA keys.

The Certificate chucb‘l payiuau' Of payiuadb (bc:t: 5.3.5.6) enabtes-thedeviceserverto requestaT tificate
from the application client. If the Authentication step is being skipped (see 4.1.3.1), the device server.ghall not
includel any Certificate Request payloads in the parameter data. Use of the Certificate Requést payload is
described in 4.1.3.3.3.4.

Figure |5 shows the Authentication step (see 4.1.3.7). The Authentication step consists of a SEQURITY
PROTQCOL OUT command followed by a SECURITY PROTOCOL IN command.

Application Client Device Server

IKEv2-SCSI header — Encrypted( Identification — Application
Client — IKEv2-SCSI SAUT Cryptographic Algorithms — [Certifi-
cate] — [Certificate Request] — [Notify] — Authentication )

IKEv2-SCSI header — Encrypted( Identification — Device Server
— IKEv2-SCSI SAUT Cryptographic Atlgerithms — [Certificate] —
Authentication )

A

Key:

Ioad Parameter list data transferred using a SECURITY
payload(s) PROTOCOL:OUT command (see SPC-5)

Parameter data transferred using a SECURITY

payload(s) PROTOCOL IN command (see SPC-5)
payload Required payload
[payload] Optional payload

Figure 5 — IKEv2-SCSI Authentication step

An Engrypted payload\(see 5.3.5.11) contains all other Authentication step payloads that are protected using
the cryptographicialgorithms determined by the IKEv2-SCSI SA Cryptographic Algorithms payloagls (see
5.3.5.18) in the Key Exchange step (see figure 4).

The Id¢ntification payloads (see 5.3.5.4) contain the identities to be authenticated. These identities fare not
require-{ to-be-SCSlnames-oridentifiers-

The IKEv2-SCSI SAUT Cryptographic Algorithms payloads (see 5.3.5.14) are used to select and agree on
usage of the SA and the cryptographic algorithms used by the created SA.

The Certificate payload or payloads (see 5.3.5.5) respond to the Certificate Request payload(s) sent by the
device server in the Key Exchange step SECURITY PROTOCOL IN command.
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The Certificate Request payload or payloads (see 5.3.5.6) allows an application client to request the delivery
of a Certificate payload (see 5.3.5.5) in the parameter data for the Authentication step SECURITY
PROTOCOL IN command (see 4.1.3.3.3.4).

The Notify payload (see 5.3.5.9) provides a means for the application client to inform the device server that
this is the only SA being used between them, and that the device server should discard state for any other
SAs created by the same application client.

The Authenticate payloads (see 5.3.5.7) authenticate not only the SA participants, but also the entire protocol
sequence (e.g., the Authenticate payloads prevent a man-in-the-middle attack from succeeding).

Figure 6 shows the Delete operation (see 4.1.3.11). The Delete operation consists of a SECURITY
PROTOCOL OUT command.

Application Client Device Server

IKEv2-SCSI header — Encrypted( Delete )

Key:
Ioad Parameter list data transferred using a SECURITY
payload(s) PROTOCOL OUT command (see SPC-5)
payload Required payload

Figure 6 — IKEv2-SCSI Delete operation
An Engrypted payload (see 5.3.5.11) contains the Delete payload that is protected using the cryptographic
algoritims determined by the IKEv2-SCSI SA Cryptographic"Algorithms payloads (see 5.3.5.13) in the Key
Exchange step that was used to create the SA.
The Dellete payload (see 5.3.5.10) specifies the SAto’'be deleted.
4.1.3.3|IKEv2-SCSI Authentication
4.1.3.3]1 Overview
IKEv2-$CSI authentication includes:these security functions:

a) | the application clientiand device server each establish an identity by demonstrating knowledge of a
secret authentication key associated with that identity;

b) [the application ‘client demonstrates knowledge of the current device server capability informatipn; and
c) | the application Client and device server check the integrity of the current IKEv2-SCSI CCS.

An IKBv2 SCSl-authentication algorithm accomplishes these functions by generating and verifying
authentication data based on a concatenation of bytes that includes device server capability informatjon and
the spqcified portion of the IKEv2-SCSI parameter data (see 5.3.5.7) from the IKEv2-SCSI Key Exghange

4.2 0N

step (seed-13-67-

An authentication key associated with an identity is used to generate authentication data. IKEv2-SCSI
transfers the authentication data in the AUTHENTICATION DATA field of the IKEv2-SCSI Authentication payload
(see 5.3.5.7). The recipient of an IKEv2-SCSI Authentication payload uses a verification key associated with
the identity to verify the authentication data. The identity is:

a) transferred in the IDENTIFICATION DATA field of the appropriate IKEv2-SCSI Identification payload (see
5.3.5.4); or
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b)

obtained from a certificate transferred in the IKEv2-SCSI Certificate payload (see 5.3.5.5).

IKEv2-SCSI Authentication is bidirectional (i.e., both the application client and the device server authenticate).
IKEv2-SCSI Authentication is skipped when the application client and device server agree to do so during the

Key Ex

change step (see 4.1.3.3.4).

The following IKEv2-SCSI Authentication methods are defined:

a)
b)

pre-shared key (see 4.1.3.3.2): the authentication key is also used as the verification key; and

digital signature (see 4.1.3.3.3): the verification key and a different authentication key
public/private key pair. The authentication data is a digital signature.

form a

Certificates and the IKEv2-SCSI Certificate payload may be used to provide verification keys for digital

signatu
41.3.3

Pre-sh
authen
DATA fi
authen

N

If pre-s
Authen
the app

Verification of the authentication data shall consist of:

1)

2)

Verifica
succes

The pre-shared key requirementsyin RFC 7296 shall apply to IKEv2-SCSI pre-shared keys, includ

followin

Co tU app“batiun biiClltb dl |u' u'cvibc OCIVCTS.
2 Pre-shared key authentication

ared key authentication uses a single cryptographic algorithm to both gefjerate and
ication data. A pre-shared key is associated with an identity that is transferred in"the IDENTIF
bld of the appropriate Identification payload (see 5.3.5.4). The pre-shared’key serves as b,
ication key and the verification key for the identity.

DTE 1 - A pre-shared key that is not kept secret may compromise the security properties of IKEv2-SCSI.

hared key authentication is used, then the pre-shared key is theé Key for the cryptographic alg
ication data is generated by applying the cryptographic algorithm with this key to the input da
licable concatenation of bytes described in 5.3.5.7).

computing the expected contents of the AUTHENTICATION DATA field of the Authentication paylo
5.3.5.7) using the input data and a verification key associated with the identity receiveg
Identification payload (see 5.3.5.4); and

comparing the expected contents to thelactual contents of the AUTHENTICATION DATA field.

tion is successful if the expected tontents match the actual contents, otherwise verificatio
5ful.

g requirements on interfaces for provisioning pre-shared keys:

ASCII strings of at least 64 bytes shall be supported;

a null terminator.shall not be added to any input before it is used as a pre-shared key;

a hexadecithal 'ASCII encoding of the pre-shared key shall be supported; and

ASCII encodings other than hexadecimal may be supported. Support for any such encodir
includesspecification of the algorithm for translating the encoding to a binary string as par
interface.

verify
CATION
oth the

orithm.
a(e.g.,

ad (see
in the

N is not

ing the

g shall
t of the

owing requirements Tor pre-shared Keys apply In addition to those tound In RFC 72Y06:

a pre-shared key shall be associated with one identity;
the same pre-shared key shall not be used to authenticate both an application client and a
server;

device

the same pre-shared key should not be used for a group of application clients or a group of device

servers;

information about the size of the pre-shared key shall be stored at the same time that the pre-shared

key is stored; and
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e) the means for provisioning pre-shared keys are outside the scope of this document.
4.1.3.3.3 Digital signature authentication
4.1.3.3.3.1 Overview
Digital signature authentication uses a matched pair of signature and verification cryptographic algorithms to
generate and verify authentication data that is a digital signature. A public/private key pair is associated with
an identity. The private key is used as the authentication key for the identity. The public key is used as the

verification key for the identity.

NOTE 2 - A private authentication key that is not kept secret may compromise the security properties of
IKEv2-SCSI.

If digita signature authentication is used, then the private key is the key for the signature algorithmJy digital
signature is generated by applying the signature algorithm with this private key to the input data*(d.g., the
applicaple concatenation of bytes described in 5.3.5.7).

Verificgtion of the digital signature shall consist of using the public verification key associated with the|identity
and thg input data to verify the digital signature received as the contents of the AUTHENTICATION DATA|field of
the Aufhentication payload (see 5.3.5.7). Verification is successful if the digital signature is a valiq digital
signature over the input data, otherwise verification is not successful.

The method used by an application client or a device server to obtain a pfivate authentication key is outside
the scope of this document. An identity and associated public verificatigh“key are obtained as follows:

a) | if certificates are used for digital signature authentication, then the identity and the associate@l public
verification key are obtained from a certificate transferred-in the first IKEv2-SCSI Certificate payload
(see 4.1.3.3.3.4); or
b) |if certificates are not used for digital signature authentication, then the identity is transferred in the
IDENTIFICATION DATA field of the appropriate IKEv2-SCSI Identification payload (see 5.3.5.4) and the
public verification key may be:

A) transferred as a raw RSA key in an IKEv2-SCSI Certificate payload (see 5.3.5.5); or
B) obtained by means that are outside theé scope of this document.

If certiffcates are not used for digital signature authentication, the association between the identity aind the
public Key should be verified by means‘eutside the scope of this document.

4.1.3.3{3.2 Certificates and digital.signature authentication

A certiflcate (see RFC 5280.and RFC 6818) is a data structure that contains:

a) | an identity;

b) | a public key:far that identity;

c) | additional¥elevant information that may constrain use of the public key;
d) | the identity of a certification authority (see RFC 5280 and RFC 6818); and
e) | a digital signature generated by that certification authority.

If the identity and-associated pubtic key used to verify a digitat signature are optained from a certificate, then
the certification path from the certificate to a trust anchor should be validated (see RFC 5280 and RFC 6818).
If certification path validation is not successful, verification of the digital signature for that identity shall fail
independent of whether the digital signature is valid.

The method used by an application client or a device server to obtain a trust anchor are outside the scope of
this document.
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4.1.3.3.3.3 Example of certificate use for digital signature authentication

An example of certificate use involves an application client or device server that trusts a certification authority.
Based on this trust, the public key of that certification authority is used to validate a certificate presented as
part of authentication. Successful validation of that certificate establishes that the public key in that certificate
is associated with the identity in the certificate. That public key is then used to verify the digital signature in the
Authentication payload (see 5.3.5.7).

In this example, providing a certificate as part of the IKEv2-SCSI Authentication step (see 4.1.3.7) allows a
single certification authority public key to serve as a trust anchor (see RFC 5280 and RFC 6818) for
verification of digital signatures for any identity that has been issued a certificate by that certification authority,
so that a public key for each identity does not have to be obtained by other means.

H + iy 4 H 1 'l TR | 1 Il 1 ! g ) H 4 () Ll
Val'dal Ll ad LCTUTTCAIT MTICIUUCS TTTUTUPIC CIICTURS DTCYUTTU VCTITYITIT te—signatore, ana - the-vanaatn ma
Y )

traverse a certification path composed of multiple certificates (see RFC 5280 and RFC 6818).
4.1.3.3/3.4 Handling of the Certificate Request payload and the Certificate payload

As detdiled in this subclause, a Certificate Request payload (see 5.3.5.6) in one set'of parameter data
requests the delivery of a Certificate payload (see 5.3.5.5) in the next set of parameter-data transferred. The
purpos¢ of these IKEv2-SCSI protocol elements is as follows:

a) |each SA participant is allowed to require the delivery of a Certificate payload by the other SA
participant for use in authentication; and
b) | each Certificate Request payload indicates the trust anchors list (see RFC 7296) used by thg device
server or application client when PKI-based Authentication is-being used with certificates that|are not
self signed (see RFC 5280 and RFC 6818).

The presence of one or more Certificate Request payloads in the Key Exchange step SECURITY
PROTQCOL IN command (see 4.1.3.6.3) parameter data indicates that the device server requifes the
application client to include a Certificate payload in the parameter list for the Authentication step SEGURITY
PROTQCOL OUT command (see 4.1.3.7.2).

The presence of one or more Certificate Request payloads in the Authentication step SECURITY
PROTQCOL OUT command parameter list:specifies that the application client requires the device sgrver to
return a Certificate payload in the parameter data for the Authentication step SECURITY PROTOCOL IN
commgnd (see 4.1.3.7.3).

If any CQertificate payloads are included in the parameter data, the first Certificate payload shall conain the
public key used to verify the Authentication payload. Additional Certificate payloads may be used to gssist in
establighing a certification_path from the certificate in the first payload to a trust anchor (see RFC 7296, RFC
5280 and RFC 6818).

The application client and device server may use different authentication methods that require ondo not
requirg the use-of\Certificate payloads. The presence or absence of Certificate Request paylodds and
Certificate payloads may vary in any of the commands described in this subclause.

4.1.3.3/4Constraints on skipping the Authentication step

In the Device Server Capabilities step (see 4.1.3.5), the parameter data returned by the SECURITY
PROTOCOL IN command (see 5.2.3.2) contains the IKEv2-SCSI SA Creation Algorithms payload (see
5.3.5.12) that contains one or more SA_AUTH_OUT IKEv2-SCSI cryptographic algorithm descriptors (see
5.3.6.6) and one or more SA_AUTH_IN IKEv2-SCSI cryptographic algorithm descriptors.
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The de
a)

b)

vice server shall allow the Authentication step to be omitted (see 4.1.3.1) if:

the ALGORITHM IDENTIFIER field is set to SA_ AUTH_NONE (see 5.3.6.6) in one of the SA_AUT

H_OUT

IKEv2-SCSI cryptographic algorithm descriptors returned in the Device Server Capabilities step; and
the ALGORITHM IDENTIFIER field is set to SA_AUTH_NONE in one of the SA_AUTH_IN IKEv2-SCSI

cryptographic algorithm descriptors returned in the Device Server Capabilities step.

The methods for configuring a device server to return SA_AUTH_NONE are outside the scope of this
document. Device servers shall not be manufactured to return SA_AUTH_NONE as an Authentication
payload authentication algorithm type in the Device Server Capabilities step.

In the Key Exchange step SECURITY PROTOCOL OUT command (see 4.1.3.6.2), the application client
requests that the Authentication step be omitted by setting the ALGORITHM IDENTIFIER field to

SA_A

TLL AL

a)

b)

e
T _INUINL T

Algorithms payload (see 5.3.5.13); and

payload.

To enslire adequate SA security, the application client should not select the SALAUTH_NONE valu

Authen

a)

b)

ication payload authentication algorithm type unless:

SA_AUTH_NONE availability; and
the application client is configured to omit the Authenticatien step.

If SA_AUTH_NONE is used, IKEv2-SCSI has no protection)against man-in-the-middle attacks. E
return ¢f the SA_AUTH_NONE authentication algorithm type in the Device Capabilities step, and allo

decisio
where
a SCSI
an end

s that absence of authentication is acceptable. Such decisions should only be made in sit

applicT‘ion client to select SA_AUTH_NONE in the Key Exchange step are administrative securit

target device, or an end-to-end secure_service delivery subsystem such as Fibre Channel sec
to-end FC-SP-2 SA).

the SA_AUTH_OUT cryptographic algorithm descriptor in the IKEv2-SCSI SA Cryptographic

the SA_AUTH_IN cryptographic algorithm descriptor in the IKEv2-SCSI SA Cryptographic Algprithms

2 as an

an SA _AUTH_OUT IKEv2-SCSI cryptographic algorithm desetiptor and an SA_AUWTH_IN
IKEv2-SCSI cryptographic algorithm descriptor from the Device Server Capabilities step indicates

habling
ving an
policy
pations

ctive attacks on IKEv2-SCSI are not of cencern (e.g., direct attachment of a SCSI initiator device and

Lred by
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4.1.3.4 Summary of IKEv2-SCSI shared keys nomenclature and shared key sizes

The IKEv2-SCSI shared keys are named as shown in table 10.

Table 10 — IKEv2-SCSI shared key names and SA shared key names

SA parameter that
Name stores this shared key | Description
Shared keys used only during Authentication step
Shared key used to construct the Authentication payload (see
SK_pi 5.3.5.7) for the SECURITY PROTOCOL OUT parameter list in the
shall not be stored in | Authentication step (see 4.1.3.7.2).
any SAparammeter Shared key used 1o construct the Authentication payload for th¢
SK p SECURITY PROTOCOL IN parameter data in the Authentication
step.
Shared keys used: (b'\ -
a) during IKEv2-SCSI SA creation and management; and b‘
b) for bytes in a Data-Out Buffer or Data-In Buffer ACO'
Shared key used to integrity check the Encrypted payload in thp
MGMT DATA SECURITY PRQTQCOL OUT parameter list in the:
SK a - a) Authentication step; and
h b) IKEv2-SCSI Delete operation‘(see 4.1.3.11).
KEYMAT Shared key used to integrity check the contents of a Data-Out Buffer.
Shared key used to integrity‘check the Encrypted payload (see
MGMT_DATA 5.3.5.11) in the SECURITY"PROTOCOL IN parameter data in the
SK_a Authentication step (see 4.1.3.7.3).
KEYMAT Shared key used-to integrity check the contents of a Data-In Byffer.
Shared key usedto encrypt the Encrypted payload in the SECURITY
MGMT_DATA PROTOCOQL O_UT _paramet.er listin the:
SK e a) Authentication step; and
B b) AIKEv2-SCSI Delete operation.
KEYMAT Shared key used to encrypt the contents of a Data-Out Buffer.
MGMT DATA Shared key used to encrypt the Encrypted payload in the SECURITY
SK_ e - PROTOCOL IN parameter data in the Authentication step.
KEYMAT Shared key used to encrypt the contents of a Data-In Buffer.
('\S\ Shared key used to construct the SA keys
Shared key material that is used as input to the KDF that genefates
SK_d KEX-SEED the KEYMAT SA parameter bytes for the SA.
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The sizes of the shared keys are determined as shown in table 11.

Table 11 — Shared key size determination

Na

Shared key size determination

me

integrity checking ® P integrity checking ® P

Separate encryption and Combined mode encryption and

SK_ai and | for the value in the ALGORITHM IDENTIFIER field
SK ar ¢ | of the INTEG IKEv2-SCSI cryptographic Zero

The shared key size is shown in table 68

algorithm descriptor (see 5.3.6.4) b

SK _drand | LENGTH field of the ENCR IKEv2-SCSI
lei © cryptographic algorithm descriptor (see

The -sharad kev siza is tha valiig in thg

EY

The shared key size is the value in the KEY LENGTH field of the ENCR IKEv2-SCS]

cryptographic algorithm descriptorplus
number of salt bytes shown in table 64

b
5.3.6.2) °. 53.6.2) "

the
see

SK _fdiand | The shared key size is equal to the PRF output length (see table 66) asseCiated with the
SK |

pr © value in the ALGORITHM IDENTIFIER field of the PRF IKEv2-SCSI cryptographic algorithm

SH d |535.13).

descriptor (see 5.3.6.3) in the IKEv2-SCSI SA Cryptographic Algorithms payload (see

(s

(i.

In

a TH

b Fq

Cihyptographic Algorithms payload (see 5.3.5.14).
¢ Tg accommodate two shared keys of the specified'size, the shared key length shown is doubled for the
pyrposes of shared key generation.
combined mode encryption and integrity checking, the SK_er and SK_ei are used for both encrlyption
ar|d integrity checking.

be 5.3.6.4).

., the KEYMAT SA parameter), the algorithm descriptor is located in an IKEv2-SCSI SAUT

e use of combined mode encryption and integrity checking is indicated by the AUTH_COMBINED
vdlue in the ALGORITHM IDENTIFIER field in the INTEG IKEv2-SCS].¢ryptographic algorithm descrigtor

r the shared keys used to create an SA, the algorithm descriptor is located in an IKEv2-SCS| $A
Cihyptographic Algorithms payload (see 5.3.5.13). For the‘shared keys used after the SA is created

41.3.5

In the Device Server Capabilities-step, the application client sends a SECURITY PROTOCOL IN co

(see S

Device Server Capabilities step

mmand

PC-5) with the SECURITY PROTOCOL field set to SA creation capabilities (i.e., 40h) and the SECURITY
PROTOQOL SPECIFIC field set.10.0101h.

The dgvice server returns the SECURITY PROTOCOL IN parameter data specified by the SHCURITY

PROTO
Creatio]

COL SPECIFIGfield (see 5.2.2) and the parameter data (see 5.2.3.2) contains an IKEv2-S(
h Capabilifies payload (see 5.3.5.12).

LS| SA
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In the Device Server Capabilities step, the device server shall return parameter data containing the
IKEv2-SCSI cryptographic algorithm descriptors (see 5.3.6) in at least one complete row shown in table 12.

Table 12 — Device Server Capabilities step parameter data requirements

IKEv2-SCSI cryptographic algorithm descriptor
ENCR PRF INTEG D-H SA_AUTH_OUT| SA_AUTH_IN
(see 5.3.6.2) (see 5.3.6.3) (see 5.3.6.4) (see 5.3.6.5) (see 5.3.6.6) (see 5.3.6.6)
The ALGORITHM | The ALGORITHM | The ALGORITHM | The ALGORITHM | The ALGORITHM | The ALGORITHM
IDENTIFIER field | IDENTIFIER field | IDENTIFIER field | IDENTIFIER field | IDENTIFIER field | IDENTIFIER field
set to set to set to set to set to set to
8001 0014h 8002 0005h F003 0001h 8004 000Eh 00F9 0001h 00F9 0001h
(i.e., AESSGCTMTJT (I.€., IREVZ-USe (e, AUTH_ (€., Z0438-bit (€., RSA (e, RPA
and the Key based on COMBINED) MODP group Digital Digitgl
LENGTH field SHA-256) (finite field Signature) Sighature)
set fo 0010h D-H))

The ALGORITHM | The ALGORITHM | The ALGORITHM | The ALGORITHM | The ALGORITHM|}“The ALGORITHM
IDENTIFIER field | IDENTIFIER field | IDENTIFIER field | IDENTIFIER field | IDENTIFIER field | IDENTIFIER field
set to set to set to set to set tQ set tq
8001 000Ch 8002 0007h 8003 000Eh 8004 0015h 00F9.000Bh 00F9 00pBh
(i.e., AES-CBC) | (i.e., IKEv2-use (i.e., (i.e., 521-bit (ie., ECDSA (i.e., ECDSA
and the Key based on AUTH_HMAC_ | random ECP with' SHA-512 with SHA-512

LENGTH field set SHA-512) SHA2_ group) on the on the
to[0020h 512_256) P-521 curve) P-521 cUrve)
In the Pevice Server Capabilities step, the device server shall return parameter data containing one

SA_AUTH_OUT IKEv2-SCSI cryptographic algorithm descriptor with the ALGORITHM IDENTIFIER fieldl set to
SA_AUTH_NONE and one SA_AUTH_IN IKEv2-SCSI cryptographic algorithm descriptor with the ALJORITHM
IDENTIF|ER field set to SA_AUTH_NONE if any of the following are true:

a) | the ALGORITHM IDENTIFIER field is set to SA~AUTH_NONE in one of the SA_ AUTH_OUT IKEJ2-SCSI
cryptographic algorithm descriptors returned in the Device Server Capabilities step; or
b) [the ALGORITHM IDENTIFIER field is set-to SA_ AUTH_NONE in one of the SA_AUTH_IN IKEV2-SCSI
cryptographic algorithm descriptors.returned in the Device Server Capabilities step.

The deyice server capabilities returngd-in the SECURITY PROTOCOL IN parameter data may be chapged at
any time by means that are outsjde the scope of this document, However, such changes shall not take effect
until at Jeast one application client-has been notified of the new capabilities in the parameter data retufned by
the Deyice Server Capabilities step SECURITY PROTOCOL IN command. Management applications may
ensurethat their device seryer capabilities changes take effect by sending a Device Server Capabilities step
SECURITY PROTOCOL IN command to the device server after the changes have been made.

If the device server capabilities change (i.e., upon completion of the processing for a Device|Server
Capabijities step-SECURITY PROTOCOL IN command that reported changed information in its pafjameter
data), thenthe device server shall establish a unit attention condition for the initiator port associated with
every | T nexus except the I_T nexus on WhICh the Dewce Server Capabllltles step SECURITY PROJFOCOL
IN comhs v v N-CAPABILITIES
DATA HAS CHANGED

The Device Server Capabilities step participates in the negotiation to skip the Authentication step as
described in 4.1.3.3.4.

NOTE 3 - The Device Server Capabilities step has no IKEv2 exchange equivalent in RFC 7296. This step
replaces most of IKEv2's negotiation by having the application client obtain the supported capabilities from
the device server.
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4.1.3.6

4.1.3.6

IKEv2-SCSI Key Exchange step

.1 Overview

The Key Exchange step consists of a Diffie-Hellman key exchange with nonces (see RFC 7296) and is
accomplished as follows:

1)
2)
3)

a SECURITY PROTOCOL OUT command (see 4.1.3.6.2);
a SECURITY PROTOCOL IN command (see 4.1.3.6.3); and
key exchange completion (see 4.1.3.6.4).

NOTE 4 - The Key Exchange step corresponds to the IKEv2 IKE_SA_INIT exchange in RFC 7296, except
that determination of device server capabilities has been moved to the Device Server Capabilities step.

4.1.3.6

To sen

PROT(
the SEQ
5.3.4) g

The IK

creatiof transaction and the SA that is created.

The IK
those r

If the A
followin

a)
b)
If the a
ofan S

IKEv2-

negotiation ©Of SA creation algorithms are described in 5.3.5.13 and 5.3.6.

2 Key Exchange step SECURITY PROTOCOL OUT command

COL OUT command (see SPC-5) with the SECURITY PROTOCOL field set to IKEv2-SCSI (i.e., 4
nd the following:

an IKEv2-SCSI Timeout Values payload (see 5.3.5.15);

an IKEv2-SCSI SA Cryptographic Algorithms payload (see 5.3.5.13);

if the Authentication step is skipped (see 4.1.3.1), an IKEv2-SCSI'SAUT Cryptographic Alg
payload (see 5.3.5.14);

a Key Exchange payload (see 5.3.5.3); and
a Nonce payload (see 5.3.5.8).

Fv2-SCSI Timeout Values payload contains the inactivity timeouts that apply to this IKEv2-S

Fv2-SCSI SA Cryptographic Algorithms payload selects the cryptographic algorithms from

g information about the SA to be created:
the cryptographic algorithms\selected by the application client from among those returneq

Device Server Capabilities-step; and
the usage data (see 5.3.5714), if any, that is specific to the SA.

A.

S5CS| SA-Cryptographic Algorithms payload error checking requirements that ensure a sug

pturned in the Device Server Capabilities step-(see 4.1.3.5) to be used in the creation of the SA.

d its key exchange message to the device server, the application client sends'a-SECURITY

1h) and

URITY PROTOCOL SPECIFIC field set to 0102h. The parameter list consists of an IKEV2-SCSI header (see

prithms

CSI SA

among

uthentication step is skipped, the IKEv2-SCSI SAUT Cryptographic Algorithms payload contgins the

in the

pplication client is Gnable to select a set of algorithms that are appropriate for the intended creatjon and
usage ¢f the SA, then the)application client should not perform the Key Exchange step to request the ¢

reation

cessful

IKEv2-

SA creation are described in 5.3.5.14 and 5.3.6.
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The Key Exchange payload contains the value sent by the application client during a Diffie-Hellman key
exchange (see 5.3.5.3).

The No

nce payload contains the application client's random nonce.
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4.1.3.6.3 Key Exchange step SECURITY PROTOCOL IN command

If the Key Exchange step SECURITY PROTOCOL OUT command (see 4.1.3.6.2) completes with GOOD
status, then the application client sends a SECURITY PROTOCOL IN command (see SPC-5) with the
SECURITY PROTOCOL field set to IKEv2-SCSI (i.e., 41h) and the SECURITY PROTOCOL SPECIFIC field set to 0102h
to obtain the device server's key exchange message.

The parameter data returned by the device server in response to the SECURITY PROTOCOL IN command
shall contain an IKEv2-SCSI header (see 5.3.4) and the following:

1) an IKEv2-SCSI SA Cryptographic Algorithms payload (see 5.3.5.13);

2) if the Authentication step is skipped (see 4.1.3.1), an IKEv2-SCSI SAUT Cryptographic Algorithms
payload (see 5.3.5.14);

3) d Ir\c:y Exct Tange payiuau' (al::c 5.3.5.3),

4) | a Nonce payload (see 5.3.5.8); and

5) | zero or more Certificate Request payloads (see 5.3.5.6).

As parf of processing of the Key Exchange step SECURITY PROTOCOL IN command{ithe devicq server

a) | associate the SECURITY PROTOCOL IN command to the last Key Exchange step SEGURITY
PROTOCOL OUT command received on the |_T_L nexus. If the device server is maintaining gtate for
at least one IKEv2-SCSI CCS and the device server is unable to establish this association, then the
device server shall:
A) terminate the SECURITY PROTOCOL IN command with CHECK CONDITION status, With the

sense key set to NOT READY, and the additional sense code set to LOGICAL UNIT NOT

READY, SA CREATION IN PROGRESS; and
B) continue the IKEv2-SCSI CCS.

If the device is not maintaining state for at leastyone IKEv2-SCSI CSS, the device servér shall

terminate the SECURITY PROTOCOL IN command with CHECK CONDITION status, with thg¢ sense

key set to ILLEGAL REQUEST, and the additional sense code set to COMMAND SEQUENCE

ERROR;

b) | return the device server’s SAl in the IKEv2-SCSI header IKE_SA DEVICE SERVER SAl field;

c) | return the IKEv2-SCSI SA Cryptographic Algorithms payload containing:

A) the SA creation cryptographic algorithms supplied by the application client in the Key Exchange
step SECURITY PROTOCOL,OUT command parameter list; and

B) the device server's SAl in the sal field (see 5.3.5.13);

d) | if the Authentication step is.Skipped, return the IKEv2-SCSI SAUT Cryptographic Algorithms payload

containing:

A) the SA usage cryptographic algorithms supplied by the application client in the Key Exchange
step SECURIFY;PROTOCOL OUT command parameter list; and

B) the device server's SAl in the sal field (see 5.3.5.14);

e) | return information about the completed Diffie-Hellman exchange with the Key Exchange paylopd; and

f) |return the/device server’s random nonce in the Nonce payload.

If the Ky Exchange step SECURITY PROTOCOL IN command (see 4.1.3.6.3) completes with GOOD status,
then the application client should copy the device server’'s SAl from the IKE_SA DEVICE SERVER SAl field in the
IKEv2-$CSI header to the state the application client is maintaining for the IKEv2-SCSI CCS.

Except for the sAl field, the application client should compare the fields in the IKEv2-SCSI SA Cryptographic
Algorithms payload and the IKEv2-SCSI SAUT Cryptographic Algorithms payload, if any, to the values sent in
the Key Exchange step SECURITY PROTOCOL OUT command (see 4.1.3.6.2). If the application client
detects differences in the contents of the payloads other than in the sal field, then the application client should
abandon the IKEv2-SCSI CCS and notify the device server that the IKEv2-SCSI CCS is being abandoned as
described in 4.1.3.10.
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4.1.3.6.

4 Key Exchange step completion

Before completing the Key Exchange step SECURITY PROTOCOL IN command (see 4.1.3.6.3) with GOOD
status the device server shall complete the Key Exchange step as described in this subclause.

Upon receipt of GOOD status for the Key Exchange step SECURITY PROTOCOL IN command the
application client should complete the Key Exchange step as described in this subclause.

If the Key Exchange step does not end with the IKEv2-SCSI CCS being abandoned (see 4.1.3.10), then the
contents of the SA_AUTH_OUT IKEv2-SCSI cryptographic algorithm descriptor and SA_AUTH_IN
IKEv2-SCSI cryptographic algorithm descriptor (see 5.3.6.6) in the IKEv2-SCSI SA Cryptographic Algorithms
payload specify how the shared key exchanged by the Key Exchange step SECURITY PROTOCOL OUT
command and the Key Exchange step SECURITY PROTOCOL IN command is used to generate additional

shared

a)

4.1.3.6

Proces

depends on the contents of the SA_AUTH_OUT IKEv2-SCSI cryptographic algorithm descrip

SA_AU
Cryptog

a)

b)

41.3.7
41.3.7

The Au

! £ ll
RTYS A4S TUNIUWS.

if the ALGORITHM IDENTIFIER field in both descriptors contain SA_AUTH_NONE, -then
participants generate the SA, including the generation of the shared keys used for SA'mana
(e.g., SA creation and management) and the shared keys used by the created}SA as de
4.1.3.9; or

if the ALGORITHM IDENTIFIER field in both descriptors contain a value otherthah SA_ AUTH |
then the SA participants generate shared keys (see 4.1.3.8.3) for the following:
A) seeding the Authentication step generation of the shared keys used'by the created SA; arn
B) SA creation and management.

5 After the Key Exchange step
sing of the IKEv2-SCSI CCS subsequent to completion of.the Key Exchange step (see 4.1

TH_IN IKEv2-SCSI cryptographic algorithm deScriptor (see 5.3.6.6) in the IKEv2-S(
raphic Algorithms payload as follows:

if the ALGORITHM IDENTIFIER field in both desctiptors contain SA_ AUTH_NONE, then processin

IKEv2-SCSI CCS is finished and the genefated SA is ready for use; or

if the ALGORITHM IDENTIFIER field in both descriptors contain a value other than SA_AUTH |

then processing of the IKEv2-SCSI CCS continues as follows:

A) the Authentication step is performed (see 4.1.3.7); and

B) the SA participants generate“the SA, including the generation of the shared keys used
management and the shared keys used by the created SA as defined in 4.1.3.9.

IKEv2-SCSI Authentication step
1 Overview
thentication-Step performs the following functions:

authenticates both the application client and the device server;
protects the previous steps of the protocol; and

he SA
pement
ined in
NONE,

d

.3.6.4)
or and
S| SA

g of the

NONE,

for SA

The Au

1)
2)

cryptographically binds the authentication and the previous steps to the created SA.

thentication step is accomplished as follows:

a SECURITY PROTOCOL OUT command (see 4.1.3.7.2); and
a SECURITY PROTOCOL IN command (see 4.1.3.7.3).

The parameter data for both commands shall be encrypted and integrity protected using the algorithms and
keys determined in the Key Exchange step (see 4.1.3.6).
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NOTE 5 - The Authentication step corresponds to the IKEv2 IKE_AUTH exchange in RFC 7296.

41.3.7

.2 Authentication step SECURITY PROTOCOL OUT command

To send its authentication message to the device server, the application client sends a SECURITY
PROTOCOL OUT command (see SPC-5) with the SECURITY PROTOCOL field set to IKEv2-SCSI (i.e., 41h) and
the SECURITY PROTOCOL SPECIFIC field set to 0103h. The parameter data consists of the IKEv2-SCSI header
(see 5.3.4) and an Encrypted payload (see 5.3.5.11) that:

a) is integrity checked and encrypted in one of the following ways:
A) using separate algorithms as follows:
a) integrity checked using:
A) the algorithm specified by the INTEG IKEv2-SCSI algorithm descriptor (see 5.3.6.4) in
theHEv2-SCSHSA-Cryptographic-Algerithms—paytoad{see-5-3-5-13fromthe Key
Exchange step (see 4.1.3.6); and
B) the SK_ai shared key (see 4.1.3.4);
and
b) encrypted using:
A) the algorithm specified by the ENCR IKEv2-SCSI algorithm descriptor{see 5.3.6.2) in the
IKEv2-SCSI SA Cryptographic Algorithms payload from the Key/Exchange step; 4nd
B) the SK_ei shared key (see 4.1.3.4);
or
B) using a combined integrity check and encryption algorithm that uses the following (i.e|, if the
INTEG IKEv2-SCSI algorithm descriptor indicates AUTH_COMBINED):
a) the algorithm specified by the ENCR IKEv2-SCSI algorithm descriptor in the IKEv2-SCSI SA
Cryptographic Algorithms payload; and
b) the SK_ei shared key with additional salt bytes as.described in 4.1.3.8.1 and table [I1 (see
4.1.3.4);
and
b) | contains the following:
1) an Identification — Application Client payload.(see 5.3.5.4);
2) an IKEv2-SCSI SAUT Cryptographic Algorithms payload (see 5.3.5.14);
3) zero or more Certificate payloads (seg(5.3.5.5);
4) zero or more Certificate Request payloads (see 5.3.5.6);
5) zero or one Notify payload (see'5:3.5.9); and
6) an Authentication payload (se€5.3.5.7).
Before performing any checks on data‘contained in the Encrypted payload, the device server shall valigate the
SECURITY PROTOCOL OUT cemmand parameter data as follows:

a) | the device server shall-compare the IKE_SA APPLICATION CLIENT SAl field and the IKE_SA DEVICE [SERVER
sAl field in the JKEv2-SCSI header to the SAI values the device server is maintaining|(for the
IKEv2-SCSI CCS; if any, being maintained for the I_T_L nexus on which the SECURITY PROJTOCOL
OUT command was received as described in 5.3.4; and

b) | the devieelserver shall decrypt and check the integrity of the Encrypted payload as descifibed in
5.3.5.114.

Errors fletected during the decryption and integrity checking of the Encrypted payload shall be hanfdled as

describ

edIn o5.9.0.4.

In the SECURITY PROTOCOL OUT command parameter list, the application client:

sends information about the SA usage and cryptographic algorithms;
sends its identity in the Identification — Application Client payload,;

sends information proving knowledge of the secret corresponding to the application client's identity in

the Authentication payload; and
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d) integrity protects the Key Exchange step and the Authentication step using the Authentication
payload.

The application client may include the Notify payload to send an initial contact notification to the device server.
If sent, the initial contact notification specifies that the application client has no stored state for any SAs with
the device server other than the SA that is being created.

In response to receipt of an initial contact notification, the device server should delete all other SAs that were
authenticated with a SECURITY PROTOCOL OUT command that contained the same ldentification -
Application Client payload data as the payload data in the SECURITY PROTOCOL OUT command that the
device server is processing.

If the device server deletes other SAs in response to an initial contact notification, the device server shall do
so only ; icati nand. If
an error occurs during the Authentication SECURITY PROTOCOL OUT command, the device server shall
ignore {he initial contact notification.

If the device server is unable to proceed with SA creation for any reason (e.g., the Yerification of the
Authentication payload fails), then the device server shall terminate the SECURITYYPROTOCQL OUT
commgnd with CHECK CONDITION status, with the sense key set to ABORTED*€COMMAND, and the
additional sense code set to an appropriate value. The additional sense code AUTHENTICATION FAILED
shall bg used if verification of the Authentication payload fails, or if authentication\fails for any other reason.

4.1.3.7]3 Authentication step SECURITY PROTOCOL IN command

If the Authentication step SECURITY PROTOCOL OUT command(see 4.1.3.7.2) completes with|GOOD
status,|then the application client sends a SECURITY PROTOEOL IN command (see SPC-5) with the
SECURITY PROTOCOL field set to IKEv2-SCSI (i.e., 41h) and the SECURITY PROTOCOL SPECIFIC field set tg 0103h
to obtain the device server's authentication message. The parameter data consists of the IKEv2-SCSl|header
(see 5.8.4) and an Encrypted payload (see 5.3.5.11) that:

a) |is integrity checked and encrypted in one of the following ways:
A) using separate algorithms as follows:
a) integrity checked using:
A) the algorithm specified: by the INTEG IKEv2-SCSI algorithm descriptor (see 5.3.6.4) in
the IKEv2-SCSI SA Cryptographic Algorithms payload (see 5.3.5.13) from the Key
Exchange step (see4.1.3.6); and
B) the SK_ar shared'key (see 4.1.3.4);
and
b) encrypted using:
A) the algerithm specified by the ENCR IKEv2-SCSI algorithm descriptor (see 5.3.6.2) in the
IKEv2-SCSI SA Cryptographic Algorithms payload from the Key Exchange step; 4nd
B) the'SK_er shared key (see 4.1.3.4);
or
B) usingya combined integrity check and encryption algorithm that uses the following (i.e}, if the
INTEG IKEv2-SCSI algorithm descriptor indicates AUTH_COMBINED):
a) ' the algorithm specified by the ENCR IKEv2-SCSI algorithm descriptor in the IKEv2-SCSI SA
Cryptographic Algorithms payload from the Key Exchange step; and
b) the SK_er shared key with additional salt bytes as described in 4.1.3.8.1T and fable 11 (see
4.1.3.4);

and
b) contains the following:
1) an Identification — Device Server payload (see 5.3.5.4);
2) an IKEv2-SCSI SAUT Cryptographic Algorithms payload (see 5.3.5.14);
3) zero or more Certificate payloads (see 4.1.3.3.3.4); and
4) an Authentication payload (see 5.3.5.7).
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In the SECURITY PROTOCOL IN parameter data, the device server shall:

o 0O T o
—_ — — —

confirm information about the SA usage and cryptographic algorithms;

send its identity in the Identification — Device Server payload;

authenticate its identity; and

protect the integrity of the prior step messages using the Authentication payload.

Before completing the SECURITY PROTOCOL IN command with GOOD status, the device server shall
generate the SA as described in 4.1.3.9.

The application client should verify the Authentication payload as described in 5.3.5.7. The Certificate
payload(s) are used as part of this verification for PKl-based authentication. If the Authentication payload is
verified and no other error occurs, the application client should generate the SA as described in 4.1.3.9.

If the :Jpplication client is unable to proceed with SA creation for any reason (e.g., the verificatiorlu of the

Authen

a)
b)

The ap
to the v

ication payload fails), then the application client should:

not use the SA for any additional activities; and
notify the device server that the IKEv2-SCSI CCS is being abandoned as described in 4.1.3.1

D.

blication client should compare the fields in the IKEv2-SCSI SAUT Cryptographic Algorithms payload

alues sent in the Authentication step SECURITY PROTOCOL OUT command (see 4.1.3.7.2

application client detects differences in the contents of the payloads, the application client should aban

IKEv2-
4.1.31

4.1.3.8
41.3.8

If the A
41.3.8

a)
b)

If the A
describ)

a)
b)
Regard

keys (s
type of

BCS| CCS and notify the device server that the IKEv2-SCSI CCS is'‘being abandoned as desc
.

Generating shared keys
1 Overview

uthentication step is skipped (see 4.1.3.1), then‘shared key generation is performed as desc
2 and is summarized as follows:

). If the
don the
ribed in

fibed in

the shared keys for SA management (e.g., SA creation and deletion) are generated at the same time

as the shared keys used by the created SA; and

all the shared keys are generated during completion of the Key Exchange step (see 4.1.3.6.4).

uthentication step is proces$éed (i.e., not skipped), then shared key generation is perforined as

ed in 4.1.3.8.3 and is summarized as follows:

the shared keys fer\SA management (e.g., SA creation and deletion) are generated dufing the

completion of the\Key Exchange step (see 4.1.3.6.4); and
the shared keys-dsed by the created SA are generated during SA generation (see 4.1.3.9).

less of whén the SA management shared keys (e.g., used for SA creation and deletion) and
be 4.1:3:4) used by the created SA are generated, the organization of the shared keys depends
encryption and integrity checking algorithm being used as follows:

shared
on the

a)

b)

if an encryption algorithm that requires separate integrity checking is used, then separate shared keys

are generated for each algorithm; or

if an encryption algorithm that includes integrity checking is used (i.e., if the ALGORITHM IDENTIFIER
field in the INTEG IKEv2-SCSI cryptographic algorithm descriptor (see 5.3.6.4) contains
AUTH_COMBINED), then no shared keys are generated for the integrity checking algorithm but
additional key material is generated to act as salt bytes (see table 64 in 5.3.6.2) for the combined

mode encryption algorithm.
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4.1.3.8.

2 Generating shared keys when the Authentication step is skipped

If the Authentication step is skipped (see 4.1.3.1), then the shared keys for SA management are generated at
the same time as the shared keys for use by the created SA.

As part of completing the Key Exchange step (see 4.1.3.6.4), the SA participants generate all necessary

shared

1)
2)
3)

keys as follows:

generate SKEYSEED (see RFC 7296) as described in 4.1.3.8.4;

generate the shared keys used for SA management as described in 4.1.3.8.5; and

as part of generating the SA (see 4.1.3.9) (i.e., as part of completing the Key Exchange step as
described in 4.1.3.6.4), generate the shared keys for use by the created SA as described in 4.1.3.8.6
and store them in the KEYMAT SA parameter.

4.1.3.8

If the Al

1)

41.3.8
41.3.8

The SA

1)

3 Generating shared keys when the Authentication step is processed
Lithentication step is not skipped (see 4.1.3.1), then:

the shared keys for SA management are generated during completion of the Key,Exchange step (see
4.1.3.6.4) as follows:

1) generate SKEYSEED (see RFC 7296) as described in 4.1.3.8.4; and

2) generate the shared keys used for SA management as described in'4.1.3.8.5;
and

the shared keys for use by the created SA are generated during SA‘géneration (see 4.1.3.9), near the
end of processing for the Authentication step (see 4.1.3.7) as described in 4.1.3.8.6 and are sfored in
the KEYMAT SA parameter.

4 Initializing shared key generation
4.1 Initializing for SA creation shared key generation
parameters are initialized for the KDF function used to generate SA creation shared keys as fpllows:

generate the input to the PRF by performing the last steps of the key exchange algorithm selected by
the ALGORITHM IDENTIFIER field in the D-H IKEv2-SCSI algorithm descriptor (see 5.3.6.5) in the
IKEv2-SCSI SA Cryptographic Algorithms payload (see 5.3.5.13) using at least the contents of one of
the following fields as inputs to those last steps:
A) the KEY EXCHANGE DATAfield in the Key Exchange payload (see 5.3.5.3) in the Key Exchange
SECURITY PROTOCOL OUT command (see 4.1.3.6.2) parameter data; and
B) the KEY EXCHANGE DATA field in the Key Exchange payload in the Key Exchange SEGURITY
PROTOCOL IN:command (see 4.1.3.6.3) parameter data;
generate SKEYSEED (see RFC 7296) using the output from step (1) and the PRF selected by the
ALGORITHM IDENWFIER field in the PRF IKEv2-SCSI cryptographic algorithm descriptor (see 5.3.6.3) in
the IKEv2,SCSI SA Cryptographic Algorithms payload;
store the~generated SKEYSEED value in the KEY_SEED SA parameter;
store.thecontents of the IKE_SA APPLICATION CLIENT SAl field from the IKEv2-SCSI Header (seg 5.3.4)
from the Key Exchange step SECURITY PROTOCOL IN command (see 4.1.3.6.3) in the AC_|SAI SA

parameter;

store the contents of the IKE_SA DEVICE SERVER SAl field from the TKEv2-SCSI Header (see 5.3.4) from
the Key Exchange step SECURITY PROTOCOL IN command (see 4.1.3.6.3) in the DS_SAI SA
parameter;

store the contents of the NONCE DATA field from the Nonce payload (see 5.3.5.8) from the parameter
data for the Key Exchange step SECURITY PROTOCOL OUT command (see 4.1.3.6.2) in the
AC_NONCE SA parameter; and

store the contents of the NONCE DATA field from the Nonce payload (see 5.3.5.8) from the parameter
data for the Key Exchange step SECURITY PROTOCOL IN command (see 4.1.3.6.3) in the
DS_NONCE SA parameter.
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4.1.3.8.

4.2 Initializing for generation of shared keys used by the created SA

The SA parameters are initialized for the KDF function used to generate the shared keys that are used by the
created SA as follows:

store the SK_d value that was generated along with the other shared keys used in SA creation (see

4.1.3.8.5) in the KEY_SEED SA parameter;

store the contents of the IKE_SA APPLICATION CLIENT SAl field from the IKEv2-SCSI Header (see 5.3.4)

from the Key Exchange step SECURITY PROTOCOL IN command (see 4.1.3.6.3) in the AC__

parameter;

store the contents of the IKE_SA DEVICE SERVER SAl field from the IKEv2-SCSI Header (see 5.3.

SAlI SA

4) from

the Key Exchange step SECURITY PROTOCOL IN command (see 4.1.3.6.3) in the DS_SAI SA

parameter;

4.1.3.8

The sh
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data for the Key Exchange step SECURITY PROTOCOL OUT command (see 4.1.3;6-2
AC_NONCE SA parameter; and
store the contents of the NONCE DATA field from the Nonce payload (see 5.3.5.8) from the pa
data for the Key Exchange step SECURITY PROTOCOL IN command (se€4.1.3.6.3
DS_NONCE SA parameter.

5 Generating shared keys used for SA management

ared keys used for SA management (e.g., SA creation and deletion) are generated us
EED generated during initialization (see 4.1.3.8.4) and the steps deScfibed in this subclause.

operation of SA management requires that the application client and device server use th
br each shared key. SA management operations attempted with different values for the same
Llt in errors (e.g., integrity check errors).

Ehared keys are generated for SA management depénds on:

whether the encryption algorithm includesintegrity checking as indicated by the contents
ALGORITHM IDENTIFIER field in the INTEG IKEv2-SCSI cryptographic algorithm descriptor (see
of the IKEv2-SCSI SA Cryptographic Algorithms payload (see 5.3.5.13); and

whether the Authentication step is skipped (see 4.1.3.1).

he contents of the initialized SA*parameters (see 4.1.3.8.4.1), the INTEG ALGORITHM IDENTIFIg

KDF selected by the ALGORITHM IDENTIFIER field in the PRF IKEv2-SCSI cryptographic al
tor in the IKEv2-SCSI SA Cryptographic Algorithms payload the following shared keys (see 1
erated in the order shown:

if the INTEG ALGORITHM IDENTIFIER field is not set to AUTH_COMBINED, then generate the fq
shared keys (see’4.1.3.4):
A) if the Althentication step is not skipped, generate the following shared keys:

1) SK d;

2)2SK_ai;

3) SK ar;

ameter
in the

ameter

in the

ng the

e Same

shared

of the
b.3.6.4)

R field,
porithm
1.1.3.4)

llowing

4) SK_ei:

o) SK_er,
6) SK pi; and
7) SK pr;
or
B) if the Authentication step is skipped, generate the following shared keys:
1) SK d;
2) SK_ai;
3) SK ar;
4) SK ei; and
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5) SK er;
or

if the INTEG ALGORITHM IDENTIFIER field is set to AUTH_COMBINED, then generate the following

shared keys:
A) if the Authentication step is not skipped, generate the following shared keys:
) SK_d;
) SK_ei with additional salt bytes as described in 4.1.3.8.1 and table 11 (see 4.1.3.4);
3) SK_er with additional salt bytes as described in 4.1.3.8.1 and table 11 (see 4.1.3.4);
) SK_pi; and
5) SK pr;
or
B) if the Authentication step is skipped, generate the following shared keys:
1) SK_d;

The sh
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<) OIN_CTWILT aUUTUTAD odit UYLTS doS UTOUTTUCU TIT 5. 1T.0.0. 1T dlfU idUIT TT {SCT 5. 1.0.59), d

3) SK_er with additional salt bytes as described in 4.1.3.8.1 and table 11 (see 4.1.3.4):

bred keys thus generated are combined with other data and stored in the MGMT_DAJTA 8A pa
ribed in 4.1.3.9.

determine the sizes of the shared keys to be generated is summarized in table M1 (see 4.1.3.4).

6 Generating shared keys for use by the created SA

of completing the Authentication step and generating the SA\(se¢ 4.1.3.9), the SA parti
e the SA parameters for performing a KDF (see 4.1.3.8.4.2), )and use the KDF selected
FHM IDENTIFIER field in the PRF IKEv2-SCSI cryptographic algorithm descriptor in the Key Ex
Fv2-SCSI SA Cryptographic Algorithms payload (see 5.3.543) to generate the following shar¢
.3.4) in the order shown and store them in the KEYMAT,SA parameter:

if the ALGORITHM IDENTIFIER field in the ENCR IKEv2-SCSI cryptographic algorithm descripf

ameter

Cipants
by the
change
bd keys

or (see

5.3.6.2) contains ENCR_NULL in the IKEv2-SCSI SAUT Cryptographic Algorithms payload (see

5.3.5.14), then generate the following shared, keys:

1) SK_ ai; and

2) SK_ ar;

and

if the ALGORITHM IDENTIFIER field in the ENCR IKEv2-SCSI cryptographic algorithm descriptor d
contain ENCR_NULL in the IKEv2-SCSI SAUT Cryptographic Algorithms payload, then gene
following shared keys:

A) if the ALGORITHM IDENTIFIER field in the INTEG IKEv2-SCSI cryptographic algorithm de|

oes not
ate the

scriptor

(see 5.3.6.4) does not contain AUTH_COMBINED in the IKEv2-SCSI SAUT Cryptographic

Algorithms paylead (see 5.3.5.14), then generate the following shared keys:
1) SK_ai;
2) SK_ ar;
3) SK.ei;’and
4) SK er;
or
B) (if sthe ALGORITHM IDENTIFIER field in the INTEG IKEv2-SCSI cryptographic algorithm de

scriptor

contains AUTH_COMBINED in the IKEv2-SCSI SAUT Cryptographic Algorithms paylog

d, then

generate the following shared keys:

1) SK_ei with additional salt bytes as described in 4.1.3.8.1 and table 11 (see 4.1.3.4); and

2) SK_er with additional salt bytes as described in 4.1.3.8.1 and table 11 (see 4.1.3.4).

How to determine the sizes of the shared keys to be generated is summarized in table 11 (see 4.1.3.4).
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4.1.3.9 IKEv2-SCSI SA generation

Depending on whether or not the Authentication step was skipped (see 4.1.3.1), the SA participants shall
generate shared keys as described in 4.1.3.8.

The SA participants shall initialize the SA parameters as follows:

1)

KEYMAT shall be set as follows:

A) if the Authentication step is skipped, KEYMAT shall be set as described in 4.1.3.8.2; or
B) if the Authentication step is processed, KEYMAT shall be set as described in 4.1.3.8.3;
and
the other SA parameters shall be set as follows:
A) AC_SAI shall be set to the value in the IKE_SA APPLICATION CLIENT SAl field in the IKEv2-SCSI
hreadet (DUC 534) thre Ir\t::y E)\uhallgc step- SECURFYPROTOEOE-OUTF<commmand (see
4.1.3.6.2);
B) DS_SAI shall be set to the value in the IKE_SA DEVICE SERVER SAl field in the IKEv2{SCSl|header
in the Key Exchange step SECURITY PROTOCOL IN command (see 4.1.3.6.3);
C) TIMEOUT shall be set to the IKEV2-SCSI SA INACTIVITY TIMEOUT field in the IKEy2-SCSI Timeout
Values payload (see 5.3.5.15) in the Key Exchange step SECURITY,/PROTOCOL OUT
command;
D) KDF_ID shall be set to the value in the ALGORITHM IDENTIFIER field \in the PRF IKEW2-SCSI
cryptographic algorithm descriptor (see 5.3.6.3) in the IKEv2-SCSI 'SA Cryptographic Algprithms
payload (see 5.3.5.13);
E) AC_SQN shall be set to one;
F) DS_SQN shall be set to one;
G) AC_NONCE shall be set to zero;
H) DS_NONCE shall be set to zero;
I) KEY_SEED shall be set to zero;
J) USAGE_TYPE shall be set to the value inithe sA TYPE field in the IKEv2-SCSI| SAUT
Cryptographic Algorithms payload (see 5.8.5.14) in the Key Exchange step SECURITY
PROTOCOL OUT command;
K) USAGE_DATA shall contain at least, the following values from the IKEv2-SCSI| SAUT
Cryptographic Algorithms payload (see 5.3.5.14) in either the Key Exchange step SEQURITY
PROTOCOL OUT command or theiAuthentication step SECURITY PROTOCOL OUT command:
a) the ALGORITHM IDENTIFIER.field and KEY LENGTH field from the ENCR IKEV2-SCSI
cryptographic algorithm descriptor (see 5.3.6.2);

b) the ALGORITHM IDENTIRIER field from the INTEG IKEv2-SCSI cryptographic algorithm
descriptor (see 5.3.6:4); and

c) the contents, if any,of the USAGE DATA field;

and

L) MGMT_DATA shall contain at least the following values:

a) from the\IKEv2-SCSI SA Cryptographic Algorithms payload (see 5.3.5.13) in the Key
Exchange step SECURITY PROTOCOL OUT command:
A)~the ALGORITHM IDENTIFIER field and KEY LENGTH field from the ENCR IKEW2-SCSI
cryptographic algorithm descriptor (see 5.3.6.2); and
B) the ALGORITHM IDENTIFIER field from the INTEG IKEv2-SCSI cryptographic algorithm
descriptor (see 5.3.6.4);
b) from the shared keys generated for SA management (see 4.1.3.8.5), the following|shared

keys and salt bytes:
A) the value of SK_ai, if any;
B) the value of SK_ar, if any;
C) the value of SK_ei, with additional salt bytes, if any; and
D) the value of SK_er, with additional salt bytes, if any;
and
c) the next value of the MESSAGE ID field in the IKEv2-SCSI header.
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NOTE 6 - The inclusion of the algorithm identifiers and key length in MGMT_DATA SA parameter enables the
SA to apply the same encryption and integrity algorithms that IKEv2-SCSI negotiated to future IKEv2-SCSI
SECURITY PROTOCOL OUT commands and IKEv2-SCSI SECURITY PROTOCOL IN commands, if any.

4.1.3.10 Abandoning an IKEv2-SCSI CCS

The occurrence of errors in either the application client or the device server may require that an IKEv2-SCSI
CCS be abandoned.

A device server shall indicate that it has abandoned an IKEv2-SCSI CCS, if any, by terminating an
IKEv2-SCSI CCS command (see 4.1.3.1) received on the |_T_L nexus for which the IKEv2-SCSI CCS state is
being maintained with any combination of status and sense data other than those shown in table 13.

Table 13 — IKEv2- | comman rminations th n ndon th
Status Additional Sense
IKEV2-SCSI CCS command | (Sense Key) Code Description
SECURITY PROTOCOL OUT GOOD n/a Indicates IKEy2-SCSI CCB is
SECURITY PROTOCOL IN (n/a) progressing.as described jn
this document
Key Exchange step CHECK CONFLICTING SA At least one IKEv2-SCSI €CCS
SECURITY PROTOCOL OUT | CONDITION | CREATION REQUEST | is—already active, and attempts
(see #.1.3.6.2) (ABORTED to start another are blockgd
COMMAND) until the first CCS compleles
SECURITY PROTOCOL OUT CHECK LOGICAL UNIT NOT | Device server is busy prog¢ess-
SECURITY PROTOCOL IN CONDITION | READY, SACREATION | ing another command in the
(NOT IN PROGRESS IKEv2-SCSI CCS associajed
READY) with this |_T_L nexus or al|dif-
ferent IKEv2-SCSI CCS apso-
ciated with a different |_T |L
nexus
SECURITY PROTOCOL IN CHECK INVALID FIELD IN CDB | Incorrect SECURITY
CONDITION PROTOCOL IN CDB format
Authentication step Rs:é_éicéé'll_' UNABLE TO Device server is unable to
SECURITY PROTOCOL OUT ) DECRYPT decrypt the Encrypted payload
(see #.1.3.7.2) PARAMETER LIST (see 5.3.5.11) or the integyity
check fails
SECURITY PROTOCOL OQUT SA CREATION Indicates device server
PARAMETER VALUE | detection of an error that
REJECTED may be the result of another

application client attempting

to perform a denial of sery
attack against the applicat
client that initiated the CC
(see 5.3.8.2)

ice
ion

>

As part of abandoning an IKEv2-SCSI CCS, the device server shall:

a)
b)

discard all maintained state (see 4.1.3.1); and
prepare to allow a future Key Exchange step SECURITY PROTOCOL OUT command received on
any |_T_L nexus to start a new IKEv2-SCSI| CCS.

After a device server abandons an IKEv2-SCSI CCS, the device server shall respond to all new IKEv2-SCSI
protocol commands as if an IKEv2-SCSI CCS had never been started.
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An application client should not abandon an IKEv2-SCSI CCS when the next command in the CCS is a
SECURITY PROTOCOL IN command. Instead, the application client should send the appropriate SECURITY
PROTOCOL IN command and then abandon the IKEv2-SCSI CCS.

An application client should specify that it has abandoned an IKEv2-SCSI CCS by sending an IKEv2-SCSI
Delete operation (see 4.1.3.11) with application client SAl and device server SAl information that matches that
of the IKEv2-SCSI CCS being abandoned.

4.1.3.11 Deleting an IKEv2-SCSI| SA
As part of deleting an SA, both sets of SA parameters (see 4.1.1.2) are deleted as follows:

1) the application client uses the information in its SA parameters to prepare an IKEv2-SCSI Delete
UpUIdt;UII ti Idt IUunbtb u'cictiun Uf ti Ic UICV;bU SCIVCI ,b SA }Jdlalllctclb,

2) | the application client deletes its SA parameters and any associated data;
3) | the application client sends the IKEv2-SCSI Delete operation prepared in step (1)-toythe|device
server; and
4) |in response to the IKEv2-SCSI Delete operation, the device server deletes its SA parameters @and any
associated data.

The IKEv2-SCSI Delete operation is a SECURITY PROTOCOL OUT command with the SECURITY PRPTOCOL
field sef to IKEv2-SCSI (i.e., 41h) and the SECURITY PROTOCOL SPECIFIC field set t0.0104h. The parameter data
consists of the IKEv2-SCSI header (see 5.3.4) and an Encrypted payload. (see 5.3.5.11) that conta|ns one
Delete payload (see 5.3.5.10).

The Dellete payload should conform to the requirements described in 5.8.5.10.

The deyice server shall process a valid Delete operation SECYRITY PROTOCOL OUT command regardless
of whether or not IKEv2-SCSI CCS state is being maintained for the |_T_L nexus on which the command is
received.

The application client SAl and device server SAl infermation in a valid Delete operation may not ideptify an
IKEv2-$CSI CCS for which the device server is maintaining state for the |_T_L nexus on which the command
is receiyed (see 5.3.5.11). This shall not be considered an error.

4.1.4 Spcurity progress indication

The cryptographic calculations fequired by some security protocols are capable of consuming sigpificant
amounts of time in the device server. While cryptographic security calculations are in progress, thel device
server $hall provide pollable.REQUEST SENSE data (see SPC-5) with:

a) |the sense key setto NOT READY;
b) | the additionalsense code set to LOGICAL UNIT NOT READY, SA CREATION IN PROGRES#$; and

c) |the PROGRESS INDICATION field set to indicate the progress of the device server in perforniing the
necessary cryptographic calculations.

The device’server shall not use the progress indication to report the detailed progress of cryptographic
computations that take a variable amount of time based on their inputs. The device server may use the
progress indication to report synthetic progress that does not reveal the detailed progress of the computation
(e.g., divide a constant expected time for the computation by 10 and advance the progress indication in 10 %
increments based on the elapsed time as compared to the expected time).

The requirements in this subclause apply to implementations of Diffie-Hellman computations and operations
involving any keys (e.g., RSA) that optimize operations on large numbers based on the values of inputs (e.g.,
a computational step may be skipped if a bit or set of bits in an input is zero). A progress indication that
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advances based on the computation structure (e.g., count of computational steps) may reveal the time taken
by content-dependent portions of the computation, and reveal information about the inputs.

4.1.5 ESP-SCSI encapsulations for parameter data

4.1.5.1 Overview

Subclause 4.1.5 defines a method for transferring encrypted and/or integrity checked parameter data in
Data-In Buffers, Data-Out Buffers, variable length CDBs (see SPC-5), and Extended CDBs (see SPC-5). This
method is based on the Encapsulating Security Payload (see RFC 4303) standard developed by the IETF.

NOTE 7 - Because of the constrained usage of ESP-SCSI parameter data in Data-In Buffers and/or Data-Out
B a amath d daofinad i in ™ a o naon Aiffo ara h o ol i D 4

4.1.5.2([ESP-SCSI required inputs

Prior tg using the ESP-SCSI descriptors defined in 4.1.5, an SA shall be created (see.4:1.1.3) With SA
paramdters that conform to the requirements defined in 4.1.1.2 and to the following:

a) | the USAGE_TYPE SA parameter shall be set to a value for which ESP-SCSI usage is defined|in table

4 (see 4.1.1.2);

b) | the USAGE_DATA SA parameter shall contain at least the following;

A) the algorithm identifier and key length for the encryption algorithin (e.g., the ALGORITHM IDENTIFIER
field and KEY LENGTH field from the ENCR IKEv2-SCSI cryptographic algorithm descripfor (see
5.3.6.2) in the IKEv2-SCSI SAUT Cryptographic Algorithms payload (see 5.3.5.14) nedotiated
by an IKEv2-SCSI SA creation protocol (see 4.1.3)); and

B) the algorithm identifier for the integrity algorithm (e.g?, the ALGORITHM IDENTIFIER field fiom the
INTEG IKEv2-SCSI cryptographic algorithm desgriptor (see 5.3.6.4) in the IKEv2-SCS| SAUT
Cryptographic Algorithms payload (see 5.375.14) negotiated by an IKEv2-SCSI SA cfeation
protocol (see 4.1.3));

and

c) |the KEYMAT SA parameter shall consist.of the shared keys described in 4.1.3.8.6.

ESP-SLSI uses the following additional information derived from the contents of the USAGE_DATA SA
paramgter:

a) | the encryption algorithm ideptifier shall indicate:

A) the absence of encryption by being set to ENCR_NULL (see table 25 in 4.1.6);

B) the size of the initialization vector, if any (e.g., as shown in table 64 (see 5.3.6.2));

C) the size of the salt.bytes, if any (e.g., as shown in table 64 (see 5.3.6.2)); and

D) for combined mode encryption algorithms, the size of the integrity check value (ile., the
algorithm's'"MAC length as shown in table 64 (see 5.3.6.2));

and

b) | the integrity algorithm identifier shall indicate:

A) thé.wuse of a combined mode encryption algorithm being set to AUTH_COMBINED (see table 25
in4.1.6); and

B)_for non-combined mode encryption algorithms, the size of the integrity check value (¢.g., as
showmn i tabte 68 (See 5-3.6.4))-

Each shared key in KEYMAT shall be derived from the KDF generated bits in the order shown in 4.1.3.8.6.
The size of each of the shared keys in KEYMAT is determined by the negotiated encryption algorithm and
integrity algorithm as described in 4.1.3.4.
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Before data bytes are encrypted and after they are decrypted, they have the format shown in table 14.

Table 14 — ESP-SCSI data format before encryption and after decryption

Bit
Byte 7 6 5 4 3 °

0

UNENCRYPTED BYTES

p-1
¢]

PADDING BYTES

j=1
i PAD LENGTH (j-p)

j+1 MUST BE ZERO

The UNENCRYPTED BYTES field contains the bytes that are to be protected via encryption or that haje been

decrypted.

Before encryption, the PADDING BYTES field contains zero to 255 bytes. The number of padding bytes is:

a) | defined by the encryption algorithm; or

b) | the number required to cause the length of all bytes priorte encryption (i.e., j+2) to be 3 whole

The contents of the padding bytes are:

a) | defined by the encryption algorithm; or

multiple of the alignment (see table 64 in 5.3.6.2) for the encryption algorithm being used.

b) |if the encryption algorithm does not define the padding bytes contents, a series of one bytg binary

values starting at one and incrementing by.one in each successive byte (i.e., 01h in the first padding
byte, 02h in the second padding byte, &tc.).

If the encryption algorithm does not place requirements on the contents of the padding bytes optipn (i.e.,
option (b)), then after decryption the contents of the padding bytes shall be verified to match the serieg of one
byte binary values described in this_subclause. If this verification is not successful, the device server shall
terminTe the command with CHEGK CONDITION status, with the sense key set to ILLEGAL REQUHST, the

additio

al sense code set to, INVALID FIELD IN PARAMETER LIST, the sksv bit set to one, and SENSE KEY

SPECIF|c field set to indicate 'the last byte in the encrypted data (see SPC-5). If this verificatiof is not

succes$ful in an application/client, the decrypted data should be ignored.
The PAD LENGTH field\is set to the number of bytes in the PADDING BYTES field.

The MUST BE ZERO field is set to zero. After decryption, the contents of the MUST BE ZERO field shall be
to be zero: M. this verification is not successful, the device server shall terminate the command with

verified
CHECK

CONDITION status, with the sense key set to ILLEGAL REQUEST, the additional sense code set to IINVALID

FIELD IN PARAMETER LIST, the sksv bit set to one, and SENSE KEY SPECIFIC field set to indicate the last byte
in the encrypted data (see SPC-5). If this verification is not successful in an application client, the decrypted

data should be ignored.
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4.1.5.4 ESP-SCSI outbound data descriptors

4.1.5.4.1 Overview

If ESP-SCSI is used in a variable length CDB (see SPC-5), an Extended CDB (see SPC-5), or parameter list
data that appears in a Data-Out Buffer, then the parameter list data contains one or more descriptors selected

based on the criteria shown in table 15.

Table 15 — ESP-SCSI outbound data descriptors

External Initialization
descriptor vector
Descriptor name length 2 present b Reference
No No 415421
ESP-SCSI CDB
No Yes 415422
No No 415421
ESP-SCSI Data-Out Buffer
No Yes 415422
ESP-SCSI Data-Out Buf- Yes No 4.1,543.1
fer without length Yes Yes 445432
@ Yes means the data format defined for the Data-Out Bufferparameter data
includes a length for the ESP-SCSI descriptor.
b See the USAGE_DATA SA parameter description.in.4.1.5.2 for more
information about the initialization vector.
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4.1.5.4.2 ESP-SCSI CDBs or Data-Out Buffer parameter lists including a descriptor length
4.1.5.4.2.1 Initialization vector absent

If the USAGE_DATA SA parameter (see 4.1.5.2) indicates an encryption algorithm whose initialization vector
size is zero, then the variable length CDB (see SPC-5), Extended CDB (see SPC-5), or Data-Out Buffer
parameter list descriptor shown in table 16 contains the ESP-SCSI data.

Table 16 — ESP-SCSI CDBs or Data-Out Buffer parameter list descriptor without initialization vector

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
DESCRIPTOR LENGTH (N-T)
1 (L$B)
2
Reserved

3

4 (MSB)

DS_SAl

7 (L$B)

8 (MSB)

DS_SQN

15 (L$B)

16

ENCRYPTED OR AUTHENTICATED DATA

i-1

i (MSB)

INTEGRITY\CHECK VALUE

n (L$B)
The DEBCRIPTOR LENGTH field specifies the number of bytes that follow in the ESP-SCSI CDB or ESP-SCSI
Data-Opt Buffer parameter list descriptor.
The Ds| sal field is set to the value in.the-DS_SAI SA parameter (see 4.1.1.2) for the SA that is being used to
preparg the ESP-SCSI CDB or ESR-SCSI Data-Out Buffer parameter list descriptor. If the DS_SAI yalue is
not kngwn to the device server,the device server shall terminate the command with CHECK CONDITION
status, |with the sense key set'to ILLEGAL REQUEST, the additional sense code set to INVALID FIELD IN
PARAMETER LIST, the sks\-bit set to one, and SENSE KEY SPECIFIC field set (see SPC-5).

The Ds| saN field shouldbe set to one plus the value in the application client's DS_SQN SA paramefer (see
4.1.1.2) for the SArthat is being used to prepare the ESP-SCSI CDB or ESP-SCSI Data-Out Buffer pafameter
list degcriptor.(Before sending the ESP-SCSI CDB or ESP-SCSI Data-Out Buffer parameter ljst, the
application client should copy the contents of the DS_saN field to its DS_SQN SA parameter.

The deyice’server shall terminate the command with CHECK CONDITION status, with the sense key set to
ILLEGAL REQUEST, the additional sense code set to INVALID FIELD IN PARAMETER LIST, the sksv bit set
to one, and SENSE KEY SPECIFIC field set (see SPC-5) if any of the following conditions occur:

a) the Ds_saN field is set to zero;

b) the value in the DS_SaN field is less than or equal to the value in the device server's DS_SQN SA
parameter; or

c) the value in the DS_saN field is greater than 32 plus the value in the device server's DS_SQN SA
parameter.
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If the DS_SQN SA parameter is equal to FFFF FFFF FFFF FFFFh, the device server shall delete the SA.

The INITIALIZATION VECTOR field, if any, contains a value that is used as an input into the encryption algorithm
and/or integrity algorithm specified by the SA specified by the DS_sAl field. The INITIALIZATION VECTOR field is
not encrypted. The encryption algorithm and/or integrity algorithm may define additional requirements for the
INITIALIZATION VECTOR field.

The ENCRYPTED OR AUTHENTICATED DATA field contains:

a)

if an encryption algorithm for the SA specified by the Ds_sal field is not ENCR_NULL, encrypted data

bytes for the following:
1) the bytes in the UNENCRYPTED BYTES field (see 4.1.5.3);
2) the bytes in the PADDING BYTES field (see 4.1.5.3);

b)

If the in
AAD in

1)
2)

The INTEGRITY CHECK VALUE field contains a value that is computed as _follows:

a)

b)

Uponr
compu
specifie
subcla
the dey
ILLEGA
to one,

If the ¢
integrit
the con

3) ti 1T IlJth ti Idt ib t;lb‘ FAU LENGITH flb‘iu‘ (bﬁb‘ 41 53), dl Ilj
4) the byte that is the MUST BE zERO field (see 4.1.5.3);
or

otherwise, the unencrypted data bytes.

tegrity algorithm for the SA specified by the Ds_sal field is AUTH_COMBINED (see 4.1.5.2), t
put to the encryption algorithm is composed of the following concatenated bytés:

the bytes in the Ds_saAl field; and
the bytes in the DS_SsaN field.

if the integrity algorithm is not AUTH_COMBINED, the integrity check value is computed us

specified integrity algorithm with the following concaternated bytes as inputs:

1) the bytes in the DS_sAl field;

2) the bytes in the Ds_saN field,;

3) the bytes in the INITIALIZATION VECTOR field,.if:any; and

4) the bytes in the ENCRYPTED OR AUTHENTICATED DATA field after encryption, if any, hg
performed;

or

if the integrity algorithm is AUTH_COMBINED, the integrity check value is computed as an ad

output of the specified encryption.algorithm.

pceipt of ESP-SCSI CDB or ESP-SCSI Data-Out Buffer parameter data, the device serv
e an integrity check valug for the ESP-SCSI CDB or ESP-SCSI Data-Out Buffer parameter
d by the algorithms specified by the SA specified by the DS_sAl field using the inputs showr
se. If the computed-integrity check value does not match the value in the INTEGRITY CHECK VAL
ice server shall terminate the command with CHECK CONDITION status, with the sense ke
L REQUEST,the-additional sense code set to INVALID FIELD IN PARAMETER LIST, the sks
and SENSE KEY: SPECIFIC field set (see SPC-5).

bmmand.is not terminated due to a sequence number error or a mismatch between the co
check value and the contents of the INTEGRITY CHECK VALUE field, then the device server sh
teqts of the received DS_saN field to its DS_SQN SA parameter.

hen the

ing the

s been

ditional

pr shall
Hata as
in this
JE field,
y set to
bit set

mputed
il copy
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If the USAGE_DATA SA parameter indicates an encryption algorithm whose initialization vector size (i.e., s) is
greater than zero, then the variable length CDB (see SPC-5), Extended CDB (see SPC-5), or Data-Out Buffer
parameter data descriptor shown in table 17 contains the ESP-SCSI data.

Table 17 — ESP-SCSI CDBs or Data-Out Buffer full parameter list descriptor

Bit
Byte 7 6 S 4 3 2 °
0 (MSB)
DESCRIPTOR LENGTH (n-1)
1 (LSB)
2
Reserved

3

4 (MSB)
XX ] DS_SAI

7 (L$B)
8 (MSB)
DS_SQN
15 (L$B)
16 (MSB)
INITIALIZATION VECTOR
16+s1 (L$B)
16+9

ENCRYPTED OR. AUTHENTICATED DATA
i-1

i (MSB)
INTEGRITY CHECK VALUE

n (L$B)

The DHSCRIPTOR LENGTH field, DS_SAI field, DS_SQN field, INITIALIZATION VECTOR field, ENCRYP

AUTHENTICATED DATA field, and INTEGRITY.€HECK VALUE field are defined in 4.1.5.4.2.1.

TED OR
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4.1.5.4.3 ESP-SCSI Data-Out Buffer parameter lists for externally specified descriptor length
4.1.5.4.3.1 Initialization vector absent

If the USAGE_DATA SA parameter (see 4.1.5.2) indicates an encryption algorithm whose initialization vector
size is zero and the length of the ESP-SCSI Data-Out Buffer parameter list descriptor is specified in the same
parameter list that contains the descriptor, then the Data-Out Buffer parameter list descriptor shown in table
18 contains the ESP-SCSI data.

Table 18 — ESP-SCSI Data-Out Buffer parameter list descriptor without length and initialization vector

Bit

Byte
0

Reserved

7 6 5 4 3 2 1 0

4 (MSB)

DS_SAl
7 (L$B)
8 (MSB)

DS_SQN
15 (L$B)

b ENCRYPTED OR AUTHENTICATED DATA

i (MSB)
ooe INTEGRITY .CHECK VALUE
n (L$B)

The Ds| sAl field, DS_SaN field, ENCRYPTED OR AUTHENTICATED DATA field, and INTEGRITY CHECK VALUE fleld are
defined in 4.1.5.4.2.1.
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4.1.5.4.3.2 Initialization vector present

If the USAGE_DATA SA parameter indicates an encryption algorithm whose initialization vector size (i.e., s) is
greater than zero and the length of the ESP-SCSI Data-Out Buffer parameter list descriptor is specified in the
same parameter list that contains the descriptor, then the Data-Out Buffer parameter list descriptor shown in
table 19 contains the ESP-SCSI data.

Table 19 — ESP-SCSI Data-Out Buffer parameter list descriptor without length

Bit
Byte 7 6 5 4 3 2 1 0
0
Reserved
3
4 (MSB)
DS_SAl
7 (L$B)
8 (MSB)
DS_SQN
15 (L$B)
16 (MSB)
INITIALIZATION VECTOR
16+s41 (L$B)
16+
ENCRYPTED OR AUTHENTICATED DATA
i-1
i (MSB)
INTEGRITY“CHECK VALUE
n (L$B)
The Dg|_sAl field, DS_SQN field, INITIALIZATION,VECTOR field, ENCRYPTED OR AUTHENTICATED DATA figld, and
INTEGRITY CHECK VALUE field are defined in411.5.4.2.1.
4.1.5.5|ESP-SCSI Data-In Buffer parameter data descriptors
4.1.5.5{1 Overview
A devige server shall transfer ESP-SCSI parameter data descriptors in a Data-In Buffer only in resporse to a
reques{ that specifies_ an.SA using the AC_SAI SA parameter and DS_SAI SA parameter values (see 4.1.1.2).
If the gpecified combination of AC_SAI and DS_SAI values in a command that requests the tralsfer of
ESP-S[CSI parameéter data descriptors is not known to the device server, then the device server shall

additional seénse code set to INVALID FIELD IN PARAMETER LIST or to INVALID FIELD IN CDB, the $Ksv bit

termingte the_command with CHECK CONDITION status, with the sense key set to ILLEGAL REQUHST, the
set to Elne, and SENSE KEY SPECIFIC field set (see SPC-5).
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If ESP-SCSI is used in parameter data which appears in a Data-In Buffer, the parameter data contains one or
more descriptors selected based on the criteria shown in table 20.

Table 20 — ESP-SCSI Data-In Buffer parameter data descriptors

External Initialization
descriptor vector
Descriptor name length 2 present b Reference
No No 415521
ESP-SCSI Data-In Buffer
No Yes 415522
ESP-SCSI Data-In Buffer Yes No 4.1.5.5.3.1
without length Yes Yes 415532
@ Yes means the data format defined for the Data-In Buffer parameter data
includes a length for the ESP-SCSI descriptor.
b See the USAGE_DATA SA parameter description in 4.1.5.2 for more
information about the initialization vector.
If ESP{SCSI parameter data descriptors are used in a Data-In Buffer, then the qutbound data (see 4.1.5.4)
should jnclude at least one ESP-SCSI descriptor using the same SA.
4.1.5.5/2 ESP-SCSI Data-In Buffer parameter data including a descriptor length
4.1.5.5{2.1 Initialization vector absent
If the USAGE_DATA SA parameter (see 4.1.5.2) indicates an encryption algorithm whose initialization vector
size is zero, then the Data-In Buffer parameter data descriptorshown in table 21 contains the ESP-SC§I data.
1]ab|e 21 — ESP-SCSI Data-In Buffer parameter.data descriptor without initialization vectqr
Bik
Byte 7 6 5 4 3 2 1 D
0 (MSB)
DESCRIPTOR LENGTH (n-1)
1 (L$B)
2
Reserved
3
4 (MSB)
AC_SAl
7 (L$B)
8 (MSB)
(L X AC_SQN
15 (L$B)
16
ENCRYPTED OR AUTHENTICATED DATA
i-1
i (MSB)
INTEGRITY CHECK VALUE
n (LSB)

The DESCRIPTOR LENGTH field specifies the number of bytes that follow in the ESP-SCSI Data-In Buffer
parameter data descriptor.
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The Ac_sail field is set to the value in the AC_SAI SA parameter (see 4.1.1.2) for the SA that is being used to
prepare the ESP-SCSI Data-In Buffer parameter data descriptor. If the AC_SAl value is not known to the
application client, the ESP-SCSI Data-In Buffer parameter data descriptor should be ignored.

The AC_saN field is set to one plus the value in the device server’s AC_SQN SA parameter (see 4.1.1.2) for
the SA that is being used to prepare the ESP-SCSI Data-In Buffer parameter data descriptor. Before sending
the ESP-SCSI Data-Out Buffer parameter list as part of a command that completes with GOOD status, the
device server shall copy the contents of the AC_saN field to its AC_SQN SA parameter. The device server
shall not send two ESP-SCSI Data-Out Buffer parameter data descriptors that contain the same values in
AC_SAl field and AC_SQN field.

If the AC_SQN SA parameter is equal to FFFF FFFF FFFF FFFFh, the device server shall delete the SA after
the Data-In Buffer parameter data containing that value is sent.

The application client should ignore the ESP-SCSI data-in parameter data descriptor if any of the-fgllowing
occur:

a) | the AC_saN field is set to zero;
b) | the value in the AC_saN field is less than or equal to the value in the application glient's AC_3QN SA
parameter; or
c) | the value in the AC_saN field is greater than 32 plus the value in the application client's AC_YQN SA
parameter.

The INITIALIZATION VECTOR field, if any, contains a value that is used as an.ifput into the encryption algorithm
and/or |ntegrity algorithm specified by the SA specified by the AC_sAl field. The INITIALIZATION VECTONR field is
not endrypted. The encryption algorithm and/or integrity algorithm may’define additional requirementq for the
INITIALIZATION VECTOR field.

The ENCRYPTED OR AUTHENTICATED DATA field contains:

a) | if an encryption algorithm for the SA specified by, the AC_saAl field is not ENCR_NULL, encrypted data
bytes for the following:

1) the bytes in the UNENCRYPTED BYTES field (see 4.1.5.3);
2) the bytes in the PADDING BYTES field(see 4.1.5.3);

3) the byte that is the PAD LENGTH fiéld (see 4.1.5.3); and
4) the byte that is the MUST BE zERO field (see 4.1.5.3);

or

b) | otherwise, the unencrypted data bytes.

If the integrity algorithm for the: SA specified by the Ac_sal field is AUTH_COMBINED (see 4.1.5.2), then the
AAD input to the encryptionalgorithm is composed of the following concatenated bytes:

1) | the bytes in the*AC_sAl field; and
2) | the bytes jn‘the AC_saN field;

The INTEGRITY-GHECK VALUE field contains a value that is computed as follows:

a) | if.the integrity algorithm is not AUTH_COMBINED, the integrity check value is computed uging the
specified integrity algorithm with the following concatenated bytes as inputs:
1) the bytes in the AC_sAl field;
2) the bytes in the AC_saN field;
3) the bytes in the INITIALIZATION VECTOR field, if any; and
4) the bytes in the ENCRYPTED OR AUTHENTICATED DATA field after encryption, if any, has been
performed;

or
b) if the integrity algorithms is AUTH_COMBINED, the integrity check value is computed as an
additional output of the specified encryption algorithm.
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Upon receipt of ESP-SCSI Data-In Buffer parameter data, the application client should compute an integrity
check value for the ESP-SCSI parameter data as specified by the algorithms specified by the SA specified by
the Ac_sal field using the inputs shown in this subclause. If the computed integrity check value does not
match the value in the INTEGRITY CHECK VALUE field, the results returned by the command should be ignored.

The application client should copy the contents of the AC_saN field to its AC_SQN SA parameter if all of the
following occur:

a) the command completed with GOOD status;
b) the ESP-SCSI data-in parameter data descriptor was not ignored due to inconsistency problems with

the AC_saN field; and
c) the computed integrity check value matched the contents of the INTEGRITY CHECK VALUE field.

4.1.5.5;2-2-nitiatizationvectorpresent
If the USAGE_DATA SA parameter indicates an encryption algorithm whose initialization vector.Size (ile., s) is
greater|than zero, then the Data-In Buffer parameter data descriptor shown in table 22 contains the ESP-SCSI
data.
Table 22 — ESP-SCSI Data-In Buffer full parameter data descriptor
Bit
Byte 7 6 5 4 3 2 1 D
0 (MSB)
DESCRIPTOR LENGTH (n-1
1 (L$B)
2
Reserved
3
4 (MSB)
AC_SAl
7 (L$B)
8 (MSB)
AC_SQN
15 (L$B)
16 (MSB)
INITIALIZATION VECTOR
16+s41 (L$B)
16+g
ENCRYPTED OR AUTHENTICATED DATA
i-1
i (MSB)
INTEGRITY CHECK VALUE
n (L$B)
The DESTRIPTOR LENGTH fIeld, AC_SAT fleld, AC_SQN ffeld, INTTTALTZATION VECTOR fiefd, ENCRYPTED OR

AUTHENTICATED DATA field, and INTEGRITY CHECK VALUE field are defined in 4.1.5.5.2.1.
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4.1.5.5.3 ESP-SCSI Data-In Buffer parameter data for externally specified descriptor length
4.1.5.5.3.1 Initialization vector absent

If the USAGE_DATA SA parameter (see 4.1.5.2) indicates an encryption algorithm whose initialization vector
size is zero and the length of the ESP-SCSI Data-In Buffer parameter data descriptor is specified in the same
parameter data that contains the descriptor, then the Data-In Buffer parameter data descriptor shown in table
23 contains the ESP-SCSI data.

Table 23 — ESP-SCSI Data-In Buffer parameter data descriptor without length and initialization vector

Bit

Byte
0

Reserved

7 6 5 4 3 2 1 0

4 (MSB)

AC_SAl
7 (L$B)
8 (MSB)

AC_SQN
15 (L$B)

b ENCRYPTED OR AUTHENTICATED DATA

i (MSB)
ooe INTEGRITY .CHECK VALUE
n (L$B)

The Ac] sAl field, AC_SaN field, ENCRYPTED OR AUTHENTICATED DATA field, and INTEGRITY CHECK VALUE fleld are
defined in 4.1.5.5.2.1.
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4.1.5.5.3.2 Initialization vector present

If the USAGE_DATA SA parameter indicates an encryption algorithm whose initialization vector size (i.e., s) is
greater than zero and the length of the ESP-SCSI Data-In Buffer parameter data descriptor is specified in the
same parameter data that contains the descriptor, then the Data-In Buffer parameter data descriptor shown in
table 24 contains the ESP-SCSI data.

Table 24 — ESP-SCSI Data-In Buffer parameter data descriptor without length

Bit

Byte 7 6 5 4 3 2 1 0

Reserved

4 (MSB)
AC_SAI
7 (L$B)
8 (MSB)
AC_SQN
15 (L$B)
16 (MSB)
s INITIALIZATION VECTOR
16+s1 (L$B)
16+
oee ENCRYPTED OR AUTHENTICATED DATA

i (MSB)
coe INTEGRITY“CHECK VALUE
n (L$B)

The Ad|_sal field, AC_SaN field, INITIALIZATION;VECTOR field, ENCRYPTED OR AUTHENTICATED DATA figld, and
INTEGRITY CHECK VALUE field are defined in4.1.5.5.2.1.
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4.1.6 Security algorithm codes

Table 25 lists the security algorithm codes used in security protocol parameter data.

Table 25 — Security algorithm codes (part 1 of 2)

Code Description Reference
Encryption algorithms
0001 000Ch | CBC-AES-256-HMAC-SHA-1 IEEE 1619.1
0001 0010h | CCM-128-AES-256 IEEE 1619.1
0001 0014h | GCM-128-AES-256 IEEE 1619.1
000t 00t16h XTS-AES-256-HMAC-SHA-512 ITEEE 16191
8001 000Bh 2 | ENCR_NULL 5.3.6.2
8001 000Ch @ | AES-CBC RFC 3602
8001 0010h @ | AES-CCM with a 16-byte MAC RFC 4309
8001 0014h 2 | AES-GCM with a 16-byte MAC RFC 4106
8001(0400h to | Vendor specific
80011 FFFFh
PRF and KDF algorithms
8007 0002h 2 | IKEv2-use based on SHA-1
8007 0004h 2 | IKEv2-use based on AES-128 in CBC mode table 66
8002 0005h 2 | IKEv2-use based on SHA-256 (see 5.3.6.3
8002 0007h 2 | IKEv2-use based on SHA-512
8002(0400h to | Vendor specific
800R FFFFh
Integrity check'ﬁ@?ﬁe., AUTH) algorithms
8003 0002h 2 | AUTH_HMAC_SHA1_96 RFC 2404
8003 000Ch @ | AUTH_HMAC_SHA2_256_128 RFC 4868
8003 000Eh 2 | AUTH_HMAC_SHA2 512 256 RFC 4868
FO0Q3 0000h | AUTH_COMBINED 5.3.6.4
8003(0400h to | Vendor specific
800B FFFFh
@ THe lower order 16.bits of this code value are assigned to match an IANA assigned value, if any, for an
eduivalent IKEv2 encryption algorithm and values of 800xh in the high order 16 bits have x selecjed to
match the [ANA assigned IKEv2 transform type (e.g., 8001h — Encryption Algorithms, 8002h — PIRFs
arld KDEs).
b PRFs are equivalent to the prf() functions defined in RFC 7296. KDFs are equivalent to the prf+(
fupetions defined in RFC 7296.
¢ The low order 8 bits of this code value are assigned to match the AUTH METHOD field in the
Authentication payload (see 5.3.5.7).
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Table 25 — Security algorithm codes (part 2 of 2)

e(q
m
an
b pp
fu
° Th
Al

d KDFs).

uivalent IKEv2 encryption algorithm-and values of 800xh in the high order 16 bits have x selec
btch the IANA assigned IKEv2 transform type (e.g., 8001h — Encryption Algorithms, 8002h — P

RFs are equivalent to the prf() functions defined in RFC 7296. KDFs are equivalent to the prf+(
hctions defined in RFC 7296.
e low order 8 bits ofithis code value are assigned to match the AUTH METHOD field in the
thentication payload (see 5.3.5.7).

Code Description Reference
Diffie-Hellman algorithms

8004 000Eh 2 | 2 048-bit MODP group (finite field D-H) RFC 3526
8004 000Fh @ | 3 072-bit MODP group (finite field D-H) RFC 3526
8004 0010h 2 | 4 096-bit MODP group (finite field D-H) RFC 3526
8004 0011h @ | 6 144-bit MODP group (finite field D-H) RFC 3526
8004 0012h 2 | 8 192-bit MODP group (finite field D-H) RFC 3526
8004 0013h @ | 256-bit random ECP group RFC 5903
8004 0015h 2 | 521-bit random ECP group RFC 5903
8004/0400h to | Vendor specific

800¢ FFFFh

SA Authentication payload authentication algorithms ‘8) :

00F9 0000h © | SA_ AUTH_NONE 441.3.3.4 and 5.3.6.6
00F9 0001h © | RSA Digital Signature with SHA-1 RFC 7296
00F9 0002h © | Shared Key Message Integrity Code RFC 7296
00F9 0009h © | ECDSA with SHA-256 on the P-256 curve RFC 4754
00F9 000Bh ¢ | ECDSA with SHA-512 on the P-521 curve RFC 4754
00F9[00C9h to | Vendor specific

009 O00FFh

Other algorithﬁ@‘

0000(0000h to | Restricted IANA

000P FFFFh

Al| others Reserved

@ THe lower order 16 bits of this code valug are assigned to match an IANA assigned value, if any, for an

ed to
RFs
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4.2 Secure random numbers

Secure random numbers should be generated as specified by RFC 4086 (e.g., see NIST SP 800-90 A).

If the same random number source is used to generate random numbers for multiple purposes (e.g., nonces
and secret keys), then interactions between the two shall not be allowed to compromise secrecy. If the value
sequence generated by the common random number source is predictable to any degree, then the random
number values that are transmitted outside the SCSI device may provide information about the random
number values that the SCSI device maintains internally, based on the reasonable assumption that an
adversary knows the order in which the random numbers are obtained from the common random number
source. SCSI devices shall eliminate sources of such predictability.

Compliance with RFC 4086 is one method for achieving the required independence between random number
values.
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5 Security protocol parameters for all device types

5.1 Security protocol information description

5.1.1 Overview

The security protocol information security protocol (i.e., the SECURITY PROTOCOL field set to 00h in a
SECURITY PROTOCOL IN command) returns security protocol related information. A SECURITY
PROTOCOL IN command with the SECURITY PROTOCOL field set to 00h is not associated with a previous
SECURITY PROTOCOL OUT command and shall be processed without regard for whether a SECURITY
PROTOCOL OUT command has been processed.

If the SECURITY PROTOCOI IN command is supported, the SECURITY PROTQCOI field set to 00h shall be
supporied as defined in this document.

5.1.2 CDB description

If the SECURITY PROTOCOL field is set to 00h in a SECURITY PROTOCOL IN command, the contents of the
SECURITY PROTOCOL SPECIFIC field are defined in table 26.

Table 26 — secuRITY PROTOCOL SPECIFIC field for SECURITY PROTOCOL IN protocol 00h

Code Description Support Reference

0000h Supported security protocol list Mandatory 51.3

0001h Certificate data Mandatory 51.4

0002h Security compliance information Optional 515
All others | Reserved

All othgr CDB fields for SECURITY PROTOCOL IN.éommand shall meet the requirements stated in SPC-5.

Each time a SECURITY PROTOCOL IN command with the SECURITY PROTOCOL field set to 00h is received,
the deVfice server shall transfer the data defined in 5.1 starting with byte 0.



https://iecnorm.com/api/?name=07f7ca39cf47713cd5dff6810a3d4192

ISO/IEC 14776-481:2019 © ISO/IEC 2019 -80 -

5.1.3 Supported security protocols list description

If the SECURITY PROTOCOL field is set to 00h and the SECURITY PROTOCOL SPECIFIC field is set to 0000h in a
SECURITY PROTOCOL IN command, then the parameter data shall have the format shown in table 27.

Table 27 — Supported security protocols SECURITY PROTOCOL IN parameter data

Bit
Byte 7 6 5 4 3 2 1 0
0
Reserved
(MSB) SUPPORTED SECURITY PROTOCOL LIST LENGTH
(m-7) (L$B)
Supported security protocol list
8 SUPPORTED SECURITY PROTOCOL (00h) [first]
m SUPPORTED SECURITY PROTOCOL [last]
m+1
Pad bytes (if any)
n

The SUPPORTED SECURITY PROTOCOL LIST LENGTH field indicates(the total length, in bytes, of the supported
security protocol list that follows.

Each SUPPORTED SECURITY PROTOCOL field in the supported security protocols list shall contain ong of the
security protocol values (see SPC-5) supported by the.logical unit. The values shall be listed in as¢gending
order starting with 00h.

The total data length shall conform to the ALLOCATION LENGTH field requirements (see SPC-5). Pad bytes may
be appgnded to meet this length. Pad bytes\shall have a value of 00h.
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5.1.4 Certificate data description
5.1.4.1 Certificate overview

A certificate is either an X.509 Public Key Certificate (see 5.1.4.2) or an X.509 Attribute Certificate (see
5.1.4.3) depending on the capabilities of the logical unit.

If the SECURITY PROTOCOL field is set to 00h and the SECURITY PROTOCOL SPECIFIC field is set to 0001h in a
SECURITY PROTOCOL IN command, then the parameter data shall have the format shown in table 28.

Table 28 — Certificate data SECURITY PROTOCOL IN parameter data

Bit
Byte 7 6 5 4 3 2 1 0
0
] Reserved
2 (MSB)
CERTIFICATE LENGTH (m-3)
3 (L$B)
4
CERTIFICATE
m
m+1
Pad bytes (if any)
n

The CERTIFICATE LENGTH field indicates the total length, in bytes, of the certificate or certificates thaf follow.
The lerjgth may include more than one certificate. If the device server does not have a certificate to transfer,
the CERTIFICATE LENGTH field shall be set to 0000h.

The coptents of the CERTIFICATE field are defined\in 5:1.4.2 and 5.1.4.3.

The totpl data length shall conform to the ALLOCATION LENGTH field requirements (see SPC-5). Pad byles may
be appgnded to meet this length. Pad bytes-shall have a value of 00h.

5.1.4.2[Public Key certificate description

RFC 5280 and RFC 6818 define the certificate syntax for certificates consistent with X.509v3 Puflic Key
Certificate Specification.

5.1.4.3|Attribute certificate description

RFC 5F55 defines the certificate syntax for certificates consistent with X.509v2 Attribute Certificate
Specifigation.
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5.1.5 Security compliance information description
5.1.5.1 Security compliance information overview

The security compliance information parameter data contains information about security standards that apply
to this SCSI target device.

If the SECURITY PROTOCOL field is set to 00h and the SECURITY PROTOCOL SPECIFIC field is set to 0002h in a
SECURITY PROTOCOL IN command, then the parameter data shall have the format shown in table 29.

Table 29 — Security compliance information SECURITY PROTOCOL IN parameter data

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
SECURITY COMPLIANCE INFORMATION LENGTH (m-3)
3 (L$B)
Compliance descriptors
4
Compliance descriptor [first]
Compliance descriptor [last]
m
m+1
Pad bytes\(if any)
n

The SELURITY COMPLIANCE INFORMATION LENGTH field indicates the total length, in bytes, of the compliance
descriptors that follow.

Each cpmpliance descriptor (see 5.1.5:2) contains information about a security standard that applieg to this
SCSI tgrget device. Compliance deseriptors may be returned in any order.

The total data length shall conform to the ALLOCATION LENGTH field requirements (see SPC-5). Pad bytes may
be appgnded to meet this length. Pad bytes shall have a value of 00h.
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5.1.5.2 Compliance descriptor overview

The format of a compliance descriptor in the security compliance information SECURITY PROTOCOL IN
parameter data is shown in table 30.

Table 30 — Compliance descriptor format

Bit
Byte 7 6 5 4 3 2 0
0 (MSB)
COMPLIANCE DESCRIPTOR TYPE —
1 (LSB)
2 i} pu |
3 I\CTOTIVCTU
4 (MSB)
COMPLIANCE DESCRIPTOR LENGTH (n-3)
7 (L$B)
8
Descriptor specific information
n
The CQMPLIANCE DESCRIPTOR TYPE field (see table 31) indicates theormat of the descriptor gpecific

informdtion. The security compliance information SECURITY PROTQCOL IN parameter data may
more than one compliance descriptor with the same value in the COMPLIANCE DESCRIPTOR TYPE field.

Table 31 — COMPLIANCE DESCRIPTOR TYPE field

contain

Related
Code Description standards Reference
0001h Security requirements for cryptographic modules FIPS 140-2 5.1.5.3
FIPS 140-3
All others | Reserved

The CQMPLIANCE DESCRIPTOR LENGTH*field indicates the number of bytes that follow in the com

descriptor.

bliance

The coptents of the descriptor specific information depend on the value in the COMPLIANCE DESCRIPTQR TYPE

field.
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5.1.5.3 FIPS 140 compliance descriptor

The FIPS 140 compliance descriptor (see table 32) contains information that may be used to locate
information about a FIPS 140 certificate associated with the SCSI target device. The SCSI target device may
or may not be operating in the mode specified by that certificate.

Table 32 — FIPS 140 compliance descriptor

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
COMPLIANCE DESCRIPTOR TYPE (0001h) —]
1 (LSB)
2
Reserved
3
4 (MSB)
COMPLIANCE DESCRIPTOR LENGTH (0000 0208h)
7 (L$B)
8 RELATED STANDARD
OVERALL SECURITY LEVEL
10
Reserved
15
16 (MSB)
COMPLIANCE DESERIPTOR HARDWARE VERSION
143 (L$B)
144 (MSB)
COMPLIANCE DESCRIPTOR VERSION
271 (L$B)
272 (MSB)
COMPLIANCE DESCRIPTOR MODULE NAME
527 (L$B)
The COMPLIANCE DESCRIPTOR TYPE\field and COMPLIANCE DESCRIPTOR LENGTH field are defined in 5.1.5.2 and
shall bg set as shown in table 32'for the FIPS 140 compliance descriptor.
The RELATED STANDARD field (see table 33) is an ASCII data field (see SPC-5) that indicates the [related
standald described by this compliance descriptor.
Table 33 — RELATED STANDARD field
Code Related standard
00h none specified
32h FIPS 140-2
33h FIPS 140-3
All others Reserved

The OVERALL SECURITY LEVEL field is an ASCII data field (see SPC-5) that indicates the FIPS 140 overall
security level that is reported by NIST or CSEC.
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The COMPLIANCE DESCRIPTOR HARDWARE VERSION field is null-terminated, null-padded data (see SPC-5) that
indicates the version number of the hardware in the module, as reported by NIST or CSEC.

The COMPLIANCE DESCRIPTOR VERSION field is null-terminated, null-padded data (see SPC-5) that indicates the
version number of the firmware or software in the module, as reported by NIST or CSEC. The value in the
COMPLIANCE DESCRIPTOR VERSION field is not related to the PRODUCT REVISION LEVEL field of standard INQUIRY
data (see SPC-5).

The COMPLIANCE DESCRIPTOR MODULE NAME field is null-terminated, null-padded data (see SPC-5) that
indicates the name or identifier of the cryptographic module, as reported by NIST or CSEC.

5.2 SA creation capabilities

5210
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SA creation capabilities SECURITY PROTOCOL IN command, and this pfecessing shall not affect th
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described in 5.2.

The SA creation capabilities SECURITY PROTOCOEIN CDB requirements are described in 5.2.2.
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PROTQCOL IN command depends on the-alue in the SECURITY PROTOCOL SPECIFIC field in the CDB.

5.2.2 SA creation capabilities CDB-description

The SA creation capabilitieS\SECURITY PROTOCOL IN CDB has the format defined in SPC-5
additiomal requirements déescribed in this subclause.
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ECURITY PROTOCOL field in a SECURITY PROTOCOL IN command (see SPC-5) is set'to 40h, t
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If the SECURITY PROTOCOL field is set to SA creation capabilities (i.e., 40h) in a SECURITY PROTOCOL IN
command, then the SECURITY PROTOCOL SPECIFIC field (see table 34) identifies the SA creation protocol (see

4.1.1.3) for which the device server shall return capability information.

Table 34 — SECURITY PROTOCOL SPECIFIC field for the SA creation capabilities

Parameter
Code Description data format
0000h Supported device server capabilities formats 5.2.3.1
0001h to 0100h | Reserved
0101h IKEv2-SCSI device server capabilities 5232
0102h to FFFFh | Reserved
FOOOh to FFFFh | Vendor Specific

If an SA creation capabilities SECURITY PROTOCOL IN command is received with the INC.512 b
one, then the device server shall terminate the SECURITY PROTOCOL IN command with (
CONDITION status, with the sense key set to ILLEGAL REQUEST, and the additional’ sense cod

INVALID FIELD IN CDB.

5.2.3 SA creation capabilities parameter data formats

5.2.3.1[Supported device server capabilities formats parameter data format

t set to
HECK
p set to

The supported device server capabilities formats parameter data\(see table 35) indicates the capabilities

paramgter data formats that the device server supports.

Table 35 — Supported device server capabilities formats parameter data

Bit
Byte 7 6 5 4 3 2 1 D
0 (MSB)
PARAMETER DATA LENGTH (n-3)
3 (L$B)
Supported capabilities parameter data formats
4 (MSB) CAPABILITIES PARAMETER DATA FORMAT (0000h)
[first] (L$B)
n-1| | (MSB)
CAPABILITIES PARAMETER DATA FORMAT [last]
n (L$B)

The PARAMETER DATA LENGTH field indicates the number of bytes that follow in the parameter data.

Each CAPABILITIES PARAMETER DATA FORMAT field in the supported capabilities parameter data formats list shall
contain one of the SECURITY PROTOCOL SPECIFIC field values (see table 34) supported by the device server.

The values shall be listed in ascending order starting with 0000h.
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5.2.3.2

IKEv2-SCSI device server capabilities parameter data format

The IKEv2-SCSI device server capabilities parameter data (see table 36) indicates the IKEv2 transforms (i.e.,
key exchange protocols and authentication protocols) supported by the device server for IKEv2-SCSI.

Table 36 — IKEv2-SCSI device server capabilities parameter data

Bit
Byte 7 6 5 4 3 2 1 0

0 (MSB)

PARAMETER DATA LENGTH (n-3)

3 (LSB)

4

IKEv2-SCSI SA Creation Capabilities payload

(see 5.3.5.12)

n
The PARAMETER DATA LENGTH field indicates the number of bytes that follow in the parametérdata.
The IKEv2-SCSI SA Creation Capabilities payload (see 5.3.5.12) indicates thesalgorithms suppofrted by
IKEv2-$CSI in the Key Exchange step (see 4.1.3.6) and Authentication step (see 4:1.3.7).
The primary content of the IKEv2-SCSI device server capabilities SA creation/capabilities parameter|data is
an IKEy2-SCSI payload (see 5.3.5) that is used by the device server and ‘application client in the consfruction
of othef IKEv2-SCSI payloads (see 4.1.3).

5.3 IK

5310
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data is

Ev2-SCSI

verview

FCURITY PROTOCOL field in a SECURITY PROTOCOL OUT command (see SPC-5) or a SE(
COL IN command (see SPC-5) is set te\d41h, then the command is part of an IKEv2-SCSI C(
nd is used to transfer IKEv2-SCSI protocol information to or from the device server.

KEv2-SCSI CCS, a defined seqtience of SECURITY PROTOCOL OUT commands and SE(
DCOL IN commands are sent’by the application client and processed by the device se
rized in 4.1.3.1.

Fv2-SCSI SECURITYPROTOCOL OUT CDB format is described in 5.3.3.

Fv2-SCSI SECURITY PROTOCOL IN CDB format is described in 5.3.2.

Fv2-SCSHSECURITY PROTOCOL OUT command and the IKEv2-SCSI SECURITY PROTO

nd use-the same parameter data format (see 5.3.4). The primary content of the IKEv2-SCSI pa
pne 'ormore IKE payloads (see 5.3.5).

URITY
LS (see

URITY
fver as

COL IN
ameter

If the IKEV2-SCSI SA creation protocol is supported (see 5.71), the SA creation capabilifies protocol (see 5.2)
shall also be supported.
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5.3.2 IKEv2-SCSI SECURITY PROTOCOL IN CDB description

The IKEv2-SCSI SECURITY PROTOCOL IN CDB has the format defined in SPC-5 with the additional

requirements described in this subclause.

If the SECURITY PROTOCOL field is set to IKEv2-SCSI (i.e., 41h) in a SECURITY PROTOCOL IN command, the
SECURITY PROTOCOL SPECIFIC field (see table 37) identifies the IKEv2-SCSI step (see 4.1.3.1) that the device

server is to process. If the IKEv2-SCSI| SA creation protocol is supported (see 5.1), the SEC
PROTOCOL IN command support requirements are shown in table 37.

URITY

Table 37 — SECURITY PROTOCOL SPECIFIC field as defined by the IKEv2-SCSI SECURITY PROTOCOL

IN command
References

Code Description Support Usage Data format
0000h to O0OFFh | Restricted RFC 7296 RFC 7296
0100h to 0101h | Reserved

0102h Key Exchange step | Mandatory 4.1.3.6.3 5.3.4

0103h Authentication step | Mandatory 4.1.3.7.3 534
0104h to EFFFh | Reserved
FOO0Oh to FFFFh | Vendor Specific

If an IKEv2-SCSI SECURITY PROTOCOL IN command is received'with the INC_512 bit set to one W

hile the

device server is maintaining state for an IKEv2-SCSI CCS on the)l* T_L nexus on which the command was

received (see 4.1.3.1), then:

a) | the device server shall terminate the SECURITY.RROTOCOL IN command with CHECK CON
status, with the sense key set to NOT READY,\and the additional sense code set to LOGICA
NOT READY, SA CREATION IN PROGRESS; and

b) | the device server shall continue the IKEV2-SCSI CCS by preparing to receive another SEC
PROTOCOL IN command or SECURITY PROTOCOL OUT command.

If an IKEv2-SCSI SECURITY PROTOCOL IN command is received with the INC_512 bit set to one W
device [server is not maintaining state for an IKEv2-SCSI CCS (see 4.1.3.1), then the device serv
termingte the SECURITY PROTOCQOL IN command with CHECK CONDITION status, with the sense
to ILLEGAL REQUEST, and the ‘additional sense code set to INVALID FIELD IN CDB.

DITION
L UNIT

URITY
hile the

pr shall
key set
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5.3.3 IKEv2-SCSI SECURITY PROTOCOL OUT CDB description

The IKEv2-SCSI SECURITY PROTOCOL OUT CDB has the format defined in SPC-5 with the additional
requirements described in this subclause.

If the SECURITY PROTOCOL field is set to IKEv2-SCSI (i.e., 41h) in a SECURITY PROTOCOL OUT command,
the SECURITY PROTOCOL SPECIFIC field (see table 38) identifies the IKEv2-SCSI step (see 4.1.3.1) that the
device server is to process. If the IKEv2-SCSI SA creation protocol is supported (see 5.1), the SECURITY
PROTOCOL OUT command support requirements are shown in table 38.

Table 38 — SECURITY PROTOCOL SPECIFIC field as defined by the IKEv2-SCSI SECURITY PROTOCOL

If an IK
the dev
receive

a)

b)

If an IK
the deV
terming
settol

Any IK

OUT command
References

Code Description Support Usage Data format
0000h to O0OFFh | Restricted RFC 7296 RFC 7296
0100h to 0101h | Reserved

0102h Key Exchange step | Mandatory 4.1.3.6.3 5.3.4

0103h Authentication step | Mandatory 4.1.3.7.3 534

0104h Delete operation Mandatory 4.1.3.14 534
0105h to EFFFh | Reserved
FOO0Oh to FFFFh | Vendor Specific

Ev2-SCSI SECURITY PROTOCOL OUT command is received with the INC_512 bit set to on
ce server is maintaining state for an IKEv2-SCSI CC8on the |_T_L nexus on which the comm3
d (see 4.1.3.1), then:

the device server shall terminate the SECURITY PROTOCOL OUT command with
CONDITION status, with the sense key set'to NOT READY, and the additional sense cod
LOGICAL UNIT NOT READY, SA CREATION IN PROGRESS; and

the device server shall continue thedKEv2-SCSI CCS by preparing to receive another SE(
PROTOCOL OUT command or SECURITY PROTOCOL IN command.

Ev2-SCSI SECURITY PROTQEOL OUT command is received with the INC_512 bit set to on
ice server is not maintaining-state for an IKEv2-SCSI CCS (see 4.1.3.1), then the device serv

e while
nd was

CHECK
p set to

URITY

e while
er shall

te the SECURITY PROTOCOL OUT command with CHECK CONDITION status, with the sefpse key

|| EGAL REQUEST,.and the additional sense code set to INVALID FIELD IN CDB.

Fv2-SCSI SECURITY PROTOCOL OUT command with a transfer length of up to 16 384 byt

not be ferminated with'an error due to the number of bytes to be transferred and processed.

ps shall
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5.3.4 IKEv2-SCSI parameter data format

Table 39 shows the parameter list format used by a SECURITY PROTOCOL OUT command and the
parameter data format used by a SECURITY PROTOCOL IN command if the SECURITY PROTOCOL field is set
to IKEv2-SCSiI (i.e., 41h).

Table 39 — IKEv2-SCSI SECURITY PROTOCOL OUT command and SECURITY PROTOCOL IN
command parameter data

Bit
Byte 7 6 5 4 3 2 1 0
IKEv2-SCSI header
0
oo Restricted (see RFC 7296)
3
4 (MSB)
IKE_SA APPLICATION CLIENT SAI
7 (L$B)
8
Restricted (see RFC 7296)
1"
12 (MSB)
IKE_SA DEVICE SERVER SA|
15 (L$B)
16 NEXT PAYLOAD
17 MAJOR VERSION (2h) ‘ MINOR VERSION
18 EXCHANGE)TYPE
19 Reserved INFTR ‘ VERSION RSPNS Reserved
20 (MSB)
MESSAGE ID
23 (L$B)
24 (MSB)
IKE LENGTH (n+1)
27 (L$B)
KN IKEv2-SCSI payloads
28
IKEv2-SCSI payload (see 5.3.5) [first]
b IKEv2-SCSI payload (see 5.3.5) [last]
n

The IKE_SA APPLICATION CLIENT SAl field specifies the value that is or is destined to become the AC_SAI SA
parameter (see 4.1.1.2) in the generated SA (see 4.1.3.9). The AC_SAl is chosen by the application client to
uniquely identify its representation of the SA that is being negotiated or managed (e.g., deleted).
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If the device server receives an IKEv2-SCSI header with the IKE_SA APPLICATION CLIENT SAl field set to zero,
then the error shall be processed as described in 5.3.8.

The application client should compare the IKE_SA APPLICATION CLIENT SAI field contents in any SECURITY
PROTOCOL IN parameter data to the value that the application client is maintaining for the IKEv2-SCSI CCS
or SA management. If the two values are not identical, the application client should abandon the IKEv2-SCSI
CCS, if any, and notify the device server that the IKEv2-SCSI CCS, if any, is being abandoned as described in
4.1.3.10.

Except in the Key Exchange step SECURITY PROTOCOL OUT command (see 4.1.3.6.2), the IKE_SA DEVICE
SERVER SAl field specifies the value that is or is destined to become the DS_SAI SA parameter in the
generated SA. The DS_SAIl is chosen by the device server in accordance with the requirements in 4.1.1.1 to
uniquely identify its representation of the SA that is being negotiated. In the Key Exchange step SECURITY
PROT fetd :

The application client should compare the IKE_SA DEVICE SERVER SAl field contents in the Authenticatipn step
ITY PROTOCOL IN parameter data to the value that the application client is maintaining|for the
IKEv2-ECSI CCS. If the two values are not identical, the application client should abandéh, the IKEVR2-SCSI
d notify the device server that the IKEv2-SCSI CCS is being abandoned as described in 4.1.3]10.
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The device server shall validate the contents of the IKE_SA APPLICATION CLIENT SAl field and the IKE_SA DEVICE
SERVER SAl field as shown in table 40.

Table 40 — IKEv2-SCSI header checking of SAls

Expected contents for ...

Contents of SECURITY IKE_SA IKE_SA

PROTOCOL SPECIFIC field | APPLICATION DEVICE

in SECURITY CLIENT SERVER Device server action if expected field

PROTOCOL OUT CDB SAl field SAl field contents not received

0102h any value reserved | No actions taken based on expected field

(i.e., Key Exchange step) contents.

0103 A match with the SAI The device server shall:

(i.e., Authentication step) | values maintained for an a) terminate the SECURITY PROTOCOL
IKEv2-SCSI CCS on the OUT command with CHECK COND|TION
|_T_L nexus on which the status, with the sense key'set to ILLEGAL
command was received REQUEST, and the additional sens¢ code

set to SA CREATIONY'PARAMETER
VALUE REJECTED; and

b) continue the IKEV2-SCSI CCS by
preparing to receive another Authenti-
cation step,SECURITY PROTOCOL
OUT eemmand.

0104 If at least one IKEv2-SCSI | The deviceZserver shall:

(i.e., Delete operation) CCS is being maintained a) Aerminate the SECURITY PROTOCOL
forthe |_T L nexus on OUT command with CHECK CONDJTION
which the command was status, with the sense key set to ILLEGAL
received, then a match REQUEST, and the additional sens¢ code
with the SAl values set to SA CREATION PARAMETER
maintained for: VALUE REJECTED; and

a) an IKEv2-SCSI b) continue the IKEv2-SCSI CCS by
CCS; or preparing to receive another Authenti-
b) any active SA cation step SECURITY PROTOCOL
OUT command.
If no IKEv2-SCSI CCS is The device server shall terminate the SECU-
being-maintained for the RITY PROTOCOL OUT command with CHECK
I_T_L nexus on which the | CONDITION status, with the sense key sef/to
command was received, ILLEGAL REQUEST, and the additional sepse
then a match with the SAl | code set to INVALID FIELD IN PARAMETHR
values maintained for any | LIST.
active SA
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The NEXT PAYLOAD field (see table 41) identifies the first IKEv2-SCSI payload that follows the IKEv2-SCSI
header.

Table 41 — NEXT PAYLOAD field

Support requirements in
SECURITY PROTOCOL ...
Code IKE Payload Name IN ouT Reference
00h No Next Payload Mandatory 5.3.5.2
01h to 20h Reserved
21h Security Association Prohibited 2 RFC 7296
22h Key Exchange Mandatory 563.9.3
23h Identification — Application Client Prohibited Mandatory 5.3.p.4
24h Identification — Device Server Mandatory Prohibited 5.3.p.4
25h Certificate Optional 5.3.9.5
26h Certificate Request Optional 5.3..6
27h Authentication Mandatory 5.3.5.7
28h Nonce Mandatory 53.5.8
29h Notify Prohibited Mandatory 5.3.5.9
3Ah Delete Prohibited Mandatory 5.3.9.10
2Bh Vendor ID Prohibited RFC 7296
4Ch Traffic Selector — Application Client Prohibited RFC 7296
4Dh Traffic Selector — Device Server Prohibited RFC 7296
2Eh Encrypted Mandatory 5.3.8.11
2Fh Configuration Prohibited RFC 1296
30h Extensible Authentication Prohibited RFC 7296
31hjto 7Fh Restricted RFC 7296
80h IKEv2-SCSI SA Creation Capabilities Mandatory 5.3.8.12
81h IKEv2-SCSI SA Cryptographic Algorithms Mandatory 5.3.4.13
82h IKEv2-SCSI SAUT Cryptographic Algorithms Mandatory 5.3.9.14
83h IKEv2-SGSITimeout Values Mandatory 5.3.4.15
84h to BFh Reserved
COhlto FFh | Vendor Specific
@ The Security Association payload type value is not used in IKEv2-SCSI. The IKEv2-SCSI SA
Clyptagraphic Algorithms payload (i.e., 81h) and IKEv2-SCSI SAUT Cryptographic Algorithms payload
(iJe.,82h) are used instead.

The MAJOR VERSION field shall contain the value 2h. If a device server receives an IKEv2-SCSI header with a
MAJOR VERSION field containing a value other than 2h, then the error shall be processed as described in 5.3.8.

The MINOR VERSION field is reserved.

The EXCHANGE TYPE field is reserved.
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The initiator (INTTR) bit shall be set to:

a)
b)

one for SECURITY PROTOCOL OUT commands; and
zero for SECURITY PROTOCOL IN commands.

If a device server receives an IKEv2-SCSI| header with the INTTR bit set to zero, the error shall be processed
as described in 5.3.8.

If an application client receives an IKEv2-SCSI header with the INTTR bit set to one, the application client
should abandon the IKEv2-SCSI CCS and notify the device server that the IKEv2-SCSI CCS is being

abando

ned as described in 4.1.3.10.

The VERSION bit is reserved.

The reg

a)
b)

If a deV
as desq

If an aj
should
abanddg

The ME

If the d
IKEv2-

If the &
PROT(
device

The IKE

ponse (RSPNS) bit shall be set to:

zero for SECURITY PROTOCOL OUT commands; and
one for SECURITY PROTOCOL IN commands.

ice server receives an IKEv2-SCSI header with the RSPNS bit set to one, the/error shall be prg
ribed in 5.3.8.

plication client receives an IKEv2-SCSI header with the RSPNS bit,set)to zero, the applicatio)
abandon the IKEv2-SCSI CCS and notify the device server thatthe IKEv2-SCSI CCS i
ned as described in 4.1.3.10.

SSAGE ID field (see table 42) identifies the function of the parameter data.

Table 42 — MESSAGE 1D field

Code Description

0000 0000h | Key Exchange step SECURITY PROTOCOL OUT command (see
4.1.3.6.2) or SECURITY-PROTOCOL IN command (see 4.1.3.6.3)

0000 0001h | Authentication step;SECURITY PROTOCOL OUT command (see
4.1.3.7.2) or SEGURITY PROTOCOL IN command (see 4.1.3.7.3)

0000 0002h | Delete operation in a SECURITY PROTOCOL OUT command

All others Reserved

bvice server receives a. SECURITY PROTOCOL OUT command with an invalid MESSAGE ID fig
BCSI| header, then(the error shall be processed as described in 5.3.8.

pplication_elient receives an invalid MESSAGE ID field in the parameter data for a SEC
DCOL IN_cemmand, then the application client should abandon the IKEv2-SCSI CCS and ndg
server_that'the IKEv2-SCSI CCS is being abandoned as described in 4.1.3.10.

cessed

n client
5 being

Id in its

URITY
tify the

P-SCSI

LENGTH field specifies the total number of bytes in the parameter data, including the IKEv

header

(S TIY] Hmar O QO 1 !
diiu dil thT T\NEVZ=o Lol PaylldUus.

NOTE 8 - The contents of the IKE LENGTH field differ from those found in most SCSI length fields. However,
they are consistent with the IKEv2 usage (see RFC 7296).

Each IKEv2-SCSI payload (see 5.3.5) contains specific data related to the operation being performed. A
specific combination of IKEv2-SCSI payloads is specified for each operation (e.g., Key Exchange) as
summarized in 4.1.3.2. The Encryption payload (see 5.3.6.2) nests one set of IKEv2-SCSI payloads inside
another.
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Based on the contents of the SECURITY PROTOCOL SPECIFIC field in the SECURITY PROTOCOL OUT CDB, the
device server shall:

a) validate the contents of the NEXT PAYLOAD field in the IKEv2-SCSI header as shown in table 43, before
performing any decryption or integrity checking; and

b) validate that the number of instances of each next payload value shown in table 43 occur in the
parameter data after the encrypted data, if any, is decrypted and integrity checked (i.e., if the NEXT
PAYLOAD field in the IKEv2-SCSI header contains 2Eh, after the Encrypted payload is decrypted and
integrity checked).

If in the parameter data for a SECURITY PROTOCOL OUT command the next payload values in the
IKEv2-SCSI header and in the unencrypted payloads in the IKEv2-SCSI payloads (see table 39) do not meet
the requirements shown in table 43 for the listed SECURITY PROTOCOL SPECIFIC field contents, then the error

shall bgprocessedasdescribedinm5-3-8—Otherwisethedeviceserverstattnotprocessamerrordye to an
unexpected ordering of next payload values in the parameter data.
Based pn the contents of the SECURITY PROTOCOL SPECIFIC field in the SECURITY PROTOCOL N corhmand,
the deviice server shall:
a) | place one of the next payload values allowed by table 43 in the NEXT PAYLOAD field in the IKEW2-SCSI
header; and
b) | include the number of instances of each next payload value shown in table 43 in the parameter data
independent of whether the resulting payloads are encrypted or not.
Taple 43 — Next payload values in SECURITY PROTOCOL OUT/IN parameter data (part 1 of| 3)
Next payload
value allowed Number of timgs
in IKEv2-SCSI a next payloac
Next payload value header value is allowed
s\\}\' Authentication stdp
SECURITY PROTOCOL OUT command with@) not skipped
SECURITY PROTOCOL SPECIFIC field set to 0102h (i.e., Key Exchange step) (see 4.1.3.1)
83h (i.e., IKEv2-SCSI Timeout Values) Yes 1
81h (i.e., IKEv2-SCSI SA Cryptographic Algorithms) Yes 1
87h (i.e., IKEv2-SCSI SAUT Cryptographic Algorithms) No 0
272h (i.e., Key Exchange) Yes 1
28h (i.e., Nonce) Yes 1
0dh (i.e., No Next Payload) No 1
Al] other next payload codes No 0
- Authentication step
SECUR@ROTOCOL OUT command with skipped
SECURITY, PROTOCOL SPECIFIC field set to 0102h (i.e., Key Exchange step) (see 4.1.3.1)
83h\(i+€., IKEv2-SCSI Timeout Values) Yes 1
81h (i.e., IKEv2-SCSI SA Cryptographic Algorithms) Yes 1
82h (i.e., IKEv2-SCSI SAUT Cryptographic Algorithms) Yes 1
22h (i.e., Key Exchange) Yes 1
28h (i.e., Nonce) Yes 1
00h (i.e., No Next Payload) No 1
All other next payload codes No 0
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Table 43 — Next payload values in SECURITY PROTOCOL OUT/IN parameter data (part 2 of 3)

Next payload
value allowed Number of times

in IKEv2-SCSI a next payload
Next payload value header value is allowed

Authentication step
SECURITY PROTOCOL IN command with not skipped
SECURITY PROTOCOL SPECIFIC field set to 0102h (i.e., Key Exchange step) (see 4.1.3.1)
81h (i.e., IKEv2-SCSI SA Cryptographic Algorithms) Yes 1
82h (i.e., IKEv2-SCSI SAUT Cryptographic Algorithms) No 0
22h-{re—Key-Exchange) Yes !
28h (i.e., Nonce) Yes 1
2dh (i.e., Certificate Request) Yes 0 or'more
0gh (i.e., No Next Payload) No 1
Al] other next payload codes No

@l\hentlcatlon step
SECURITY PROTOCOL IN command with N skipped
SHCURITY PROTOCOL SPECIFIC field set to 0102h (i.e., Key Exchange ;@p) (see 4.1.3.1)
81h (i.e., IKEv2-SCSI SA Cryptographic Algorithms) Yes 1
87h (i.e., IKEv2-SCSI SAUT Cryptographic Algorithms) Yes 1
272h (i.e., Key Exchange) Yes 1
28h (i.e., Nonce) Yes 1
24h (i.e., Certificate Request) Yes 0 or more
0dh (i.e., No Next Payload) No
Al] other next payload codes No 0

SECURITY PROTOCOL OUT command.with
SHCURITY PROTOCOL SPECIFIC field set t0-0103h (i.e., Authentication step)

2Bh (i.e., Encrypted) Yes 1

23h (i.e., Identification — Application Client) No 1
84h (i.e., IKEv2-SCSI SAUT.Cryptographic Algorithms) No 1

25h (i.e., Certificate) No 0 or more
2gh (i.e., Certificate Request) No 0 or more
29h (i.e., Notify) No Oor1
27h (i.e., Authentication) No 1

0dh (i.e=,,No Next Payload) No 1

Al| other next payload codes No 0
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Table 43 — Next payload values in SECURITY PROTOCOL OUT/IN parameter data (part 3 of 3)

Next payload
value allowed Number of times
in IKEv2-SCSI a next payload
Next payload value header value is allowed
SECURITY PROTOCOL IN command with
SECURITY PROTOCOL SPECIFIC field set to 0103h (i.e., Authentication step)
2Eh (i.e., Encrypted) Yes 1
24h (i.e., Identification — Device Server) No 1
82h (i.e., IKEv2-SCSI SAUT Cryptographic Algorithms) No 1
29 (i.e., Ceriificate) No 0 or more
27|h (i.e., Authentication) No 1
0dh (i.e., No Next Payload) No
Al] other next payload codes No 0
SECURITY PROTOCOL OUT command with /\@
SHCURITY PROTOCOL SPECIFIC field set to 0104h (i.e., Delete operation) ‘(\
2Eh (i.e., Encrypted) Yes 1
2Ah (i.e., Delete) No 1
0gh (i.e., No Next Payload) No 1
Al] other next payload codes No 0
5.3.5 IKEv2-SCSI payloads
5.3.5.1|IKEv2-SCSI payload format
Each IKEv2-SCSI payload (see table 44) is composed of a header and data that is specific to the payload
type.
Table 44 — IKEv2-SCSI payload format
Bif
Byte 7 6 5 4 3 2 1 D
A@ ) IKEv2-SCSI payload header
0 NEXT PAYLOAD
1 CRIT ‘ Reserved
2 (MSB)
IKE PAYLOAD LENGTH (n+1)
3 (L$B)
{</v IKEv2-SCSI payload-specific data
4
Payload-specific data
n

The NEXT PAYLOAD field identifies the IKEv2-SCSI payload that follows this IKEv2-SCSI payload using one of

the code values shown in table 41 (see 5.3.4).



https://iecnorm.com/api/?name=07f7ca39cf47713cd5dff6810a3d4192

ISO/IEC 14776-481:2019 © ISO/IEC 2019 -98 -

The device server shall set the critical (CRIT) bit to one in all IKEv2-SCSI payloads returned to the application
client. The application client should set the CRIT bit to one in all IKEv2-SCSI payloads sent to the device
server.

If a device server receives an IKEv2-SCSI payload that it does not recognize (e.g., an IKEv2-SCSI payload
identified by a next payload value of 01h) with the CRIT bit set to one, then the error shall be processed
as described in 5.3.8.

If an application client receives an IKEv2-SCSI payload that it does not recognize with the CRIT bit set to one,
then the application client should abandon the IKEv2-SCSI CCS and notify the device server that the
IKEv2-SCSI CCS is being abandoned as described in 4.1.3.10.

If an application client or device server receives an IKEv2-SCSI payload that it does not recognize with the
CRIT b| bct tU £C1U, t;lcll It ahuuiu‘ usSc tilb‘ NEAT FATLUAD flﬁid dlllj ‘lilU IRE FATLUAD LENGITH flciu' tO Sk'p
procespging of the unrecognized IKEv2-SCSI payload and continue processing at the next IKEVP-SCSI
payload.

The IKH PAYLOAD LENGTH field specifies the total number of bytes in the payload, including,the IKEVR-SCSI
payload header. The value in the IKE PAYLOAD LENGTH field is not required to be a multiple of two or fqur (i.e.,
no byte alignment is maintained among IKEv2-SCSI payloads).

NTE 9 - The contents of the IKE PAYLOAD LENGTH field differ from those found innmost SCSI length field
Hpwever, they are consistent with the IKEv2 usage (see RFC 7296).

@

The format and contents of the IKEv2-SCSI payload-specific data depends on the value in the NEXT PAYLOAD
field of:

a) |the IKEv2-SCSI header (see 5.3.4), if this is the first IKEv2-SCSI payload in the parameter dafa; or
b) [the previous IKEv2-SCSI payload, in all other cases

5.3.5.2|No Next payload

A NEXT|PAYLOAD field that is set to 00h (i.e., No Next payload) specifies that no more IKEv2-SCSI payloads
follow the current payload. The IKEv2-SCSI No Next payload contains no bytes.
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5.3.5.3 Key Exchange payload

The Key Exchange payload (see table 45) transfers Diffie-Hellman shared key exchange data between an
application client and a device server or vice versa.

Table 45 — Key Exchange payload format

Bit
Byte 7 6 5 4 3 2 1 0
0 NEXT PAYLOAD
1 CRIT Reserved
2 (MSB) PR
3 INEC TATLUAD LEINGOTTT \II T I} (L ;B)
4 MSB
( ) DIFFIE-HELLMAN GROUP NUMBER
v
5 (L$B)
6
Reserved
7
8
KEY EXCHANGE DATA
n

The NEKT PAYLOAD field, CRIT bit, and IKE PAYLOAD LENGTH field are described in 5.3.5.1.

The DIFFIE-HELLMAN GROUP NUMBER field specifies the least sigfificant 16 bits from ALGORITHM IDENTIF
in the D-H IKEv2-SCSI algorithm descriptor (see 5.3.6.5).in _the IKEv2-SCSI SA Cryptographic Alg

payload

(see 5.3.5.13).

The KEy EXCHANGE DATA field specifies the sender's;Diffie-Hellman public value for this key exchan

binary fepresentation of key exchange data is defined in the reference cited for the Diffie-Hellman grg

is used

When 4

(see table 70).

prime modulus (i.e., mod p) Diffie-Hellman group is used, the length of the Diffie-Hellman publ

ER field
brithms

je. The
up that

c value

shall bg equal to the length of the primé.modulus over which the exponentiation was performed as shown in
table 7|0 (see 5.3.6.5). Bits that are set to zero shall be prepended to the KEY EXCHANGE DATA
necesspry.

Diffie-Hellman exponentiakreuse and reuse of analogous Diffie-Hellman public values for Diffie-H

mecham

a)
b)

If Diffief

isms not based on_exponentiation:

should not-be-performed; and

if performed, shall be constrained (e.g., requirements for discarding Diffie-Hellman informa
defineduin RFC 7296.

Hellman exponentials and public values are reused in IKEv2-SCSI, the associated random

field if

ellman

ion) as

nonces

shall not be reused and the new random nonces should have a large number of bits of entropy (see RFC

7296).
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5.3.5.4 Identification — Application Client payload and Identification — Device Server payload

The Identification — Application Client payload (see table 46) transfers identification information from the
application client to the device server. The ldentification — Device Server payload (see table 46) transfers

identification information from the device server to the application client.

Table 46 — Identification payload format

Bit
Byte ! ® > 4 ’ 2 1 °

0 NEXT PAYLOAD

1 CRIT Reserved

2 MSB

( ) IKE PAYLOAD LENGTH (n+1)

3 (L$B)
4 ID TYPE

5

Reserved

7

8
IDENTIFICATION DATA

n

The NEKT PAYLOAD field, CRIT bit, and IKE PAYLOAD LENGTH field are deSeribed in 5.3.5.1.

The ID IrYPE field describes the contents of the IDENTIFICATION PATA field and shall contain one of the

values ghown in table 47.

Table 47 — ID-TYPE field

Code Name 2 Contents of the IDENTIFICATION DATA field
The value of a certificate subject field (see RFC 4945
09h ID_DER_ASN1_DN G prc 5280 and RFC 6818)
The value of a name contained in a Subject AIternativI
OAh ID_DER_ASN1 GN | Name (i.e., SubjectAltName) certificate extension (se
RFC 4945, RFC 5280 and RFC 6818)
0Bh ID_KEY_ID Arbitrary identity data (e.g.: initiator port names, targe
port names, and SCSI device names)
FC-SP-2 certificates that certify a Fibre Channel namg¢
OCh ID_FC_NAME as an identity to be used (see RFC 4595 and FC-SP-2)
All others Prohibited
! See"RFC 7296 and RFC 4595 for additional information about the associated identification
data’for these names.

The contents of the IDENTIFICATION DATA field depend on the value in the ID TYPE field.

If the Certificate payload is included in the parameter data, the identity in the Identification — Application Client
payload or Identification — Device Server payload is not required to match anything in the Certificate payload
(see RFC 7296). Based on information provided by a configuration method that is outside the scope of this

document, device servers and application clients are required to verify a match between:

a) the identity in an Identification payload; and

named
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b) the subject name or subject alternative name in a Certificate payload that contains an X.509
Certificate (see 5.3.5.5).

If a device server receives an ldentification — Application Client payload that does not conform to the
requirements in RFC 7296 or the requirements in this subclause, then the IKEv2-SCSI CCS state maintained
for the |_T_L nexus shall be abandoned as described in 5.3.8.3.

If an application client receives an ldentification — Device Server payload that does not conform to the
requirements in RFC 7296 or the requirements in this subclause, then the application client should abandon
the IKEv2-SCSI CCS and notify the device server that the IKEv2-SCSI CCS is being abandoned as described
in 4.1.3.10.

5.3.5.5 Certificate payload

The Certificate payload (see table 48) delivers a requested identity authentication certificate. The protpcol for
using (ertificate payloads is described in 4.1.3.3.3.4.

Table 48 — Certificate payload format

Bit
Byte 7 6 5 4 3 2 1 D
0 NEXT PAYLOAD

CRIT Reserved

1
2 (MSB)
IKE PAYLOAD LENGTH (0+7)
3 (L$B)
4
5

CERTIFICATE ENGODING

b CERTIFICATE. DATA

The NEKT PAYLOAD field, CRIT bit, and IKE PAYLOAD LENGTH field are described in 5.3.5.1.

The CERTIFICATE ENCODING field describes the contents of the CERTIFICATE DATA field and shall contair] one of
the valyies shown in table 49.

Table 49 — CERTIFICATE ENCODING field

Code Description Reference
00h Reserved
01h to 03h | Prohibited Annex B
04h X.509 Certificate - Signature RFC 7296
05h to OAh | Prohibited Annex B
0Bh Raw RSA Key RFC 5996
0Ch to ODh | Prohibited Annex B
OEh to C8h | Restricted IANA
C9h to FFh | Reserved

The contents of the CERTIFICATE DATA field depend on the value in the CERTIFICATE ENCODING field.

The relationship between the Certificate payload and the Identification payload is described in 5.3.5.4.
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Device servers that support certificates should support a mechanism outside the scope of this document for
replacing certificates and have the ability to store more than one certificate to facilitate such replacements.

5.3.5.6

Certificate Request payload

The Certificate Request payload (see table 50) allows an application client or device server to request the use
of certificates as part of identity authentication and to name one or more trust anchors (see RFC 7296) for the
certificate verification process. The Certificate payload (see table 48) delivers a requested identity
authentication certificate. The protocol for using Certificate Request payloads is described in 4.1.3.3.3.4.

Table 50 — Certificate Request payload format

Bit
Byte 7 6 5 4 3 2 1 0
0 NEXT PAYLOAD
1 CRIT Reserved
2 (MSB)
IKE PAYLOAD LENGTH (n+1)
3 (L$B)
4 CERTIFICATE ENCODING
Certification authority list
5 (MSB)
CERTIFICATION AUTHORITY, [first]
24 (L$B)
n-19 (MSB)
CERTIFICATION AUTHORITY [last]
n (L$B)
The NEKT PAYLOAD field, CRIT bit, and IKE PAYLOAD LENGTH field are described in 5.3.5.1.
The value in the CERTIFICATE ENCODING field\(see table 49 in 5.3.5.5) indicates the type or format of ceftificate
being requested. Multiple Certificate Request payloads may be included in the parameter data transfdrred by
a single command. If the parameter-data contains more than one Certificate Request payload, each
Certificate Request payload should-have a different value in the CERTIFICATE ENCODING field.
Each QERTIFICATION AUTHQRITY field contains an indicator of a trusted authority for the certificate type
indicatgd by the CERTIFICATE ENCODING field in this Certificate Request payload. The indicator is a SHA}1 hash
of the gublic key of a trusted certification authority. The indicator is encoded as the SHA-1 hash of the Bubject
Public Key Info element from the trust anchor certificate (see RFC 5280 and RFC 6818).
Device|servers.that support certificates should support a mechanism outside the scope of this document for
replacing certification authority values, and shall have the ability to store one or more certification ajuthority
values fofagilitate such replacements.
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5.3.5.7

Authentication payload

The Authentication payload (see table 51) allows the application client and a device server to verify that the

data tra

nsfers in their IKEv2-SCSI CCS have not been compromised by a man-in-the-middle attack (see A.4).

Table 51 — Authentication payload format

Bit
Byte 7 6 5 4 3 2 1 0
0 NEXT PAYLOAD
1 CRIT Reserved
2 | (MSB) TSN
3 INC TATLUAD LEINGTTT \II T I} (L ;B)
4 AUTH METHOD
5
Reserved
7
8
AUTHENTICATION DATA
n
The NEKT PAYLOAD field, CRIT bit, and IKE PAYLOAD LENGTH field are described in 5.3.5.1.
The AUTH METHOD field indicates the authentication algorithm to be @pplied to this Authentication paylopd. The
AUTH METHOD field contains the least significant eight bits ‘of the ALGORITHM IDENTIFIER field in an

SA AU
Exchan

If the g
PROT(
IDENTIF
payload

a)

b)

If the g
PROT(
IDENTIF]
payload
the dev

TH_OUT algorithm descriptor or an SA_AUTH_IN algorithm descriptor (see 5.3.6.6) from the Key
ge step (see 4.1.3.6).

ontents of the AUTH METHOD field in the parameter data for the Authentication step SEQURITY
PCOL OUT command (see 4.1.3.7.2) do net“match the least significant eight bits in the ALGORITHM
ER field in the SA_AUTH_OUT algorithm descriptor in the IKEv2-SCSI SA Cryptographic Algprithms
(see 5.3.5.13) in the Key Exchange step, then the device server shall:

terminate the SECURITY PROTOCOL OUT command CHECK CONDITION status, with thg sense
key set to ABORTED COMMAND and the additional sense code set to AUTHENTICATION HAILED;
and

abandon the IKEv2-SCSH-CCS (see 4.1.3.10).

ontents of the AUTH*METHOD field in the parameter data for the Authentication step SEQURITY
DCOL IN command (see 4.1.3.7.3) do not match the least significant eight bits in the ALGPRITHM
ER field in the’SA_AUTH_IN algorithm descriptor in the IKEv2-SCSI SA Cryptographic Algprithms
in the Key.Exchange step, then the application client should abandon the IKEv2-SCSI CCS and notify
ice server.that the IKEv2-SCSI CCS is being abandoned as described in 4.1.3.10.

A\uthentication step SECURITY PROTOCOL OUT command (see 4.1.3.7.2) parameter ljst, the
AFHOMN-DATA-field-contains-the—re of-apphying-the-algerithm-speeified-by-the-A-GORFHWHBENTIFIER

Cryptographic Algorithms payload (see 5.3.5.13) in the Key Exchange step (see 4.1.3.6) as described in table
72 (see 5.3.6.6) and this subclause to generate the following concatenation of bytes:

1)
2)

all the bytes in the Data-In Buffer returned by the Device Server Capabilities step (see 4.1.3.5)
SECURITY PROTOCOL IN command;

all the bytes in the Data-Out Buffer sent by the Key Exchange step SECURITY PROTOCOL OUT
command (see 4.1.3.6.2) in the same IKEv2-SCSI| CCS for which GOOD status was returned;
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3)

all the bytes in the IKEv2-SCSI payload-specific data part (see 5.3.5.1) of the Nonce payload (see

5.3.5.8) that was received in the Key Exchange step SECURITY PROTOCOL IN command in the

same IKEv2-SCSI| CCS; and

all the bytes produced by applying the PRF selected by the PRF IKEv2-SCSI cryptographic algorithm

descriptor (see 5.3.6.3) in the IKEv2-SCSI SA Cryptographic Algorithms payload (see 5.3.5.13) to the

following inputs:

1) the SK_pi shared key (see 4.1.3.4); and

2) all the bytes in the IKEv2-SCSI payload-specific data part (see 5.3.5.1) of the Identification —
Application Client payload (see 5.3.5.4).

While processing the Authentication step SECURITY PROTOCOL OUT command, the device server shall
verify the contents of the AUTHENTICATION DATA field by applying the algorithm specified by the ALGORITHM

IDENTIFI

ER field in the SA_AUTH_OUT IKEv2-SCSI cryptographic algorithm descriptor in the IKEv2-SCSI SA

Cryptog
72 (sed

If the v
shall:

a)

b)

For the
server
ALGORI
IKEv2-
describ

raphicAtgorithmspaytoad{see5-3-5-13)imthe ey Excheangestep(see4-13-6)asdescribedhin table
5.3.6.6) and this subclause to generate the following concatenation of bytes:

all the bytes in the Data-In Buffer that the device server returned to any application client in response
to the last received Device Server Capabilities step SECURITY PROTOCOL IN command;
all the bytes in the Data-Out Buffer received in the Key Exchange step SECURITY'PROTOCQL OUT
command (see 4.1.3.6.2) in the same IKEv2-SCSI| CCS for which GOOD status‘was returned
all the bytes in the IKEv2-SCSI payload-specific data part (see 5.3.5.1) (of\the Nonce paylogd (see
5.3.5.8) sent in the Key Exchange step SECURITY PROTOCOLYN command in thg same
IKEv2-SCSI CCS; and
all the bytes produced by applying the PRF selected by the PRF IKEv2-SCSI cryptographic algorithm
descriptor (see 5.3.6.3) in the IKEv2-SCSI SA Cryptographic Algorithms payload (see 5.3.5.13) to the
following inputs:

1) the SK_pi shared key (see 4.1.3.4); and
2) all the bytes received in the IKEv2-SCSI payload-specific data part (see 5.3.5.1)|of the

Identification — Application Client payload (see 5.3)5.4) of the parameter list being procesged.

brification of the contents of the AUTHENTICATION\DATA field is not successful, then the devicq server

terminate the SECURITY PROTOCOL\OUT command with CHECK CONDITION status, with the
sense key set to ABORTED COMMAND and the additional sense code set to AUTHENTIGATION
FAILED; and

abandon the IKEv2-SCSI CCS (see 4.1.3.10).

Authentication step SECURITY PROTOCOL IN command (see 4.1.3.7.3) parameter list, thel device
shall compute the AUTHENTICATION DATA field contents by applying the algorithm specified by the
THM IDENTIFIER field-in the SA_AUTH_IN IKEv2-SCSI cryptographic algorithm descriptof in the
5CSI SA Cryptographic Algorithms payload (see 5.3.5.13) in the Key Exchange step (see 4.1]|3.6) as
ed in table 72 (see 5.3.6.6) and this subclause to generate the following concatenation of bytes:

all the bytés in the Data-In Buffer that the device server returned to any application client in rgsponse
to the-last received Device Server Capabilities step SECURITY PROTOCOL IN command;
all the' bytes in the Data-In Buffer sent by the most recent Key Exchange step SEQURITY

PROTOCOL IN command (see 4.1.3.6.3) in the same IKEv2-SCSI CCS for which GOOD stafus was

returned,;

all the bytes in the IKEv2-SCSI payload-specific data part (see 5.3.5.1) of the Nonce payload (see
5.3.5.8) received in the Key Exchange step SECURITY PROTOCOL OUT command in the same
IKEv2-SCSI CCS; and

all the bytes produced by applying the PRF selected by the PRF IKEv2-SCSI cryptographic algorithm
descriptor (see 5.3.6.3) in the IKEv2-SCSI SA Cryptographic Algorithms payload (see 5.3.5.13) to the
following inputs:

1) the SK_pr shared key (see 4.1.3.4); and
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2) all the bytes in the IKEv2-SCSI payload-specific data part (see 5.3.5.1) of the Identification —

Device Server payload (see 5.3.5.4).

After the Authentication step SECURITY PROTOCOL IN command completes with GOOD status, the
application client should verify the contents of the AUTHENTICATION DATA field by applying the algorithm
specified by the ALGORITHM IDENTIFIER field in the SA_AUTH_IN IKEv2-SCSI cryptographic algorithm
descriptor in the IKEv2-SCSI| SA Cryptographic Algorithms payload (see 5.3.5.13) in the Key Exchange step
(see 4.1.3.6) as described in table 72 (see 5.3.6.6) and this subclause to generate the following concatenation
of bytes:

all the bytes in the Data-In Buffer returned by the Device Server Capabilities step (see 4.1.3.5)

SECURITY PROTOCOL IN command,

all the bytes in the Data-In Buffer returned by the most recent Key Exchange step SECURITY

DLhAoTAC oolon

FI\UI1 UUOL i?‘j CUIlTIal |u' (acc 41 363) ill tilc o>dITIT ”(EVZ‘SUOI UUS fUI VVilibil GOCD btd
returned;
all the bytes in the IKEv2-SCSI payload-specific data part (see 5.3.5.1) of the Nonce paylo

us was

hd (see

5.3.5.8) sent in the Key Exchange step SECURITY PROTOCOL OUT commandvin thg¢ same

IKEv2-SCSI CCS; and

all the bytes produced by applying the PRF selected by the PRF IKEv2-SCSI cryptographic al

descriptor (see 5.3.6.3) in the IKEv2-SCSI SA Cryptographic Algorithms payload (see 5.3.5.13

following inputs:

1) the SK_pr shared key (see 4.1.3.4); and

2) all the bytes in the IKEv2-SCSI payload-specific data part (see_5.3.5.1) of the Identifig
Device Server payload (see 5.3.5.4) received in the SECURITYAPROTOCOL IN paramets

If the verification of the contents of the AUTHENTICATION DATA field is nab’successful, then the applicatig

should
abanddg

If the A
with the

abandon the IKEv2-SCSI CCS and notify the device server that the IKEv2-SCSI CCS i
ned as described in 4.1.3.10.

UTH METHOD field is set to 01h (i.e., RSA Digital Signature), the RSA digital signature shall be ¢

EMSA-PKCS1-v1_5 signature encoding method,as defined in RFC 3447 (see RFC 7296).

gorithm
) to the

ation —
r data.
n client
5 being

ncoded

5.3.5.8|Nonce payload
The Nonce payload (see table 52) transfers:one random nonce from the application client to the devicg server
or from(|the device server to the application client.
Table 52 — Nonce payload format
Bi
Byte 7 6 5 4 3 2 1 D
0 NEXT PAYLOAD
1 CRIT l Reserved
2 (MSB)
IKE PAYLOAD LENGTH (n+1)
3 (L$B)
4
NONCE DATA
n

The NEXT PAYLOAD field, CRIT bit, and IKE PAYLOAD LENGTH field are described in 5.3.5.1.

In the Key Exchange step SECURITY PROTOCOL OUT command (see 4.1.3.6.2) the NONCE DATA field
specifies the application client’s random nonce.


https://iecnorm.com/api/?name=07f7ca39cf47713cd5dff6810a3d4192

ISO/IEC 14776-481:2019 © ISO/IEC 2019 -106 -

In the Key Exchange step SECURITY PROTOCOL IN command (see 4.1.3.6.3) the NONCE DATA field
indicates the device server’s random nonce.

The requirements that RFC 7296 places on the nonce data shall apply to this document.
5.3.5.9 Notify payload

This document uses the Notify payload (see table 53) to provide initial contact notification from the application
client to the device server. See Annex B for information about differences between this document and IKEv2.

Table 53 — Notify payload format

Bit
Byte 7 6 5 4 3 2 1 0

0 NEXT PAYLOAD

1 CRIT Reserved

2 (MSB)

IKE PAYLOAD LENGTH (0010h)

3 (L$B)

4 PROTOCOL ID (01h)

5 SAl sIZE (08h)

6 (MSB)

NOTIFY MESSAGE TYPE (4000h)

7 (L$B)

8

i Restricted (see RFC'7296)

1

12 (MSB)

(XX ] SAI

15 (L$B)
The NEKT PAYLOAD field, CRIT bit, and IKE PAYLOAD LENGTH field are described in 5.3.5.1.
The PROTOCOL ID field is set as shownip table 53 for the IKEv2-SCSI Notify payload. If the device server
receives a PROTOCOL ID field that is not-set as shown in table 53, the IKEv2-SCSI CCS state maintained for the
I_T_L nexus shall be abandoned.as described in 5.3.8.3.
The sa| size field is set as shownh in table 53 for the IKEv2-SCSI Notify payload. If the device server receives
an sAl BIzE field that is notyset as shown in table 53, the IKEv2-SCSI| CCS state maintained for thg¢ |_T_L
nexus shall be abandoned as described in 5.3.8.3.
The NJTIFY MESSAGE TYPE field is set as shown in table 53 (i.e., INITIAL_CONTACT) for the IKEVR-SCSI

Notify payload:lf-the device server receives a NOTIFY MESSAGE TYPE field that is not set as shown in table 53,
the IKEv2-SCSI CCS state maintained for the |_T_L nexus shall be abandoned as described in 5.3.8.3.

The sAHietd-speeifies-the-device-sery At—f-the-contentso : 8 otid aHo-the-eentents of
the IKE_SA DEVICE SERVER SAl field in the IKEv2-SCSI header (see 5.3.4), then the IKEv2-SCSI CCS state
maintained for the |_T_L nexus shall be abandoned as described in 5.3.8.3.

Unless an error is detected, the device server shall process the Notify payload as described in 4.1.3.7.2.
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5.3.5.10 Delete payload

The Delete payload (see table 54) requests the deletion of an existing SA or the abandonment of an
IKEv2-SCSI CCS that is in progress.

Table 54 — Delete payload format

Bit
Byte 7 6 5 4 3 2 1 0

0 NEXT PAYLOAD

1 CRIT Reserved

2 (MSB) A AL 04 Q1)

3 INC TATLUAD LEINGTTT \UU 101 I} (L ;B)

4 PROTOCOL ID (01h)

5 SAl sIZE (08h)

6 (MSB)

NUMBER OF SAIS (0002h)

7 (L$B)

8

i Restricted (see RFC 7296)

1

12 (MSB)

AC_SAI

15 (L$B)

16

Restricted.(see RFC 7296)

19

20 (MSB)

DS_SAl

23 (L$B)
The NEKT PAYLOAD field, CRIT bit, and IKE.PAYLOAD LENGTH field are described in 5.3.5.1.
The PROTOCOL ID field is set asshown in table 54 for the IKEv2-SCSI Delete payload. If the devicq server
receives a PROTOCOL ID field that'is not set as shown in table 54, the error shall be processed as descfibed in
5.3.8.3
The saA| size field is set ‘as shown in table 54 for the IKEv2-SCSI Delete payload. If the device server receives
an sAl $1ZE field thatsis\not set as shown in table 54, the error shall be processed as described in 5.3.83.
The NUMBER QF.SAIS field is set as shown in table 54 for the IKEv2-SCSI Delete payload. If the devicg server
receisz a NUMBER OF SAIS field that is not set as shown in table 54, the error shall be processed as degscribed
in 5.3.8.3,

The Ac_sAl field specifies the AC_SAIl SA parameter value for the SA to be deleted. If the contents of the
AC_sAl field do not match the contents of the IKE_SA APPLICATION CLIENT SAl field in the IKEv2-SCSI header
(see 5.3.4), then the error shall be processed as described in 5.3.8.3.

The Ds_sAl field specifies the DS_SAI SA parameter value for the SA to be deleted. If the contents of the
DS_sAlI field do not match the contents of the IKE_SA DEVICE SERVER SAl field in the IKEv2-SCSI header (see
5.3.4), then the error shall be processed as described in 5.3.8.3.
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If the device server is maintaining SA parameters for which the AC_SAI matches the contents of the AC_SAl
field and the DS_SAI matches the contents of the DS_sAl field, then that set of SA parameters shall be

deleted

The IKEv2-SCSI CCS shall be abandoned (see 4.1.3.10) if:

a)

b)

the device server is maintaining state for an IKEv2-SCSI CCS on the |_T_L nexus on which the

command was received; and

the contents of:

A) the Ac_sal field match the application client’s SAl in the maintained state; and
B) the Ds_sAl field match the device server’s SAl in the maintained state.

5.3.5.11 Encrypted payload

5.3.5.1
The fol
a)
b)
The AL
the IKB
indicate
follows
a)
b)

If the E
integrit

found in the MGMT_DATA SA parameter (See 4.1.3.9).

.1 Combined mode encryption

owing types of encryption algorithms are used in the Encrypted payload:

non-combined modes that use separate algorithms to encrypt/decrypt and integrity chgck the

Encrypted payload; and
combined modes in which a single encryption algorithm does both encryption/decryption and i
checking.

BORITHM IDENTIFIER field in the INTEG IKEv2-SCSI cryptographic algetithm descriptor (see 5.3
v2-SCSI SA Cryptographic Algorithms payload (see 5.3.5.13) in the Key Exchange step (see
s the type of encryption algorithm to be applied to the Encrypted payload for IKEv2-SCSI func

if the ALGORITHM IDENTIFIER field is not set to AUTHL.COMBINED, a non-combined mode en
algorithm is being used; or

if the ALGORITHM IDENTIFIER field is set to AUTH COMBINED, a combined mode encryption al
is being used.

hcrypted payload is in parameter data that is not associated with an active IKEv2-SCSI CCS, t
checking algorithm identifier that selects between combined and non-combined mode encry

htegrity

.6.4) in
1.1.3.6)
ions as
Cryption
jorithm

hen the
ption is
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5.3.5.11.2 Encrypted payload introduction

The Encrypted payload (see table 55) transfers one or more other IKEv2-SCSI payloads that are encrypted

and integrity checked from the application client to the device server and vice versa.

If IKEv2-SCSI parameter data contains the Encrypted payload, then the Encrypted payload is the first

payload

in the parameter data (i.e., the NEXT PAYLOAD field in the IKEv2-SCSI header (see 5.3.5.1) contains 2Eh).

Since the NEXT PAYLOAD field in an Encrypted payload identifies the first payload in the CIPHERTEXT fie

Id, there

is no way to identify a payload following the Encrypted payload. As a result, the Encrypted payload is required

to be the last payload in the IKEv2-SCSI payloads part of the parameter data (see 5.3.4).

Table 55 — Encrypted payload format

Bi
Byte 7 6 3 4 3 2 ! )
0 NEXT PAYLOAD
1 CRIT Reserved
2 (MSB)
IKE PAYLOAD LENGTH (n+1)
3 (L$B)
4
INITIALIZATION VECTOR
i-1
i
CIPHERTEXT
k-1
k
INTEGRITY~GHECK VALUE
n

The NEKT PAYLOAD field identifies the first IKEv2-SESI payload in the CIPHERTEXT field using the coded values

shown |n table 41 (see 5.3.5.1).
The CRJT bit and IKE PAYLOAD LENGTH field are described in 5.3.5.1.

The IKH PAYLOAD LENGTH field specifies the number of bytes that follow in the Encrypted payload. The
of bytes in the CIPHERTEXT field, is-equal to the number of bytes in the plaintext (see table 56).

humber

The INITIALIZATION VECTOR field specifies the initialization vector encryption algorithm input value. The size of

the initiplization vector is defined by the encryption algorithm as shown in table 64 (see 5.3.6.2).

The CIRHERTEXT field contains an output of the encryption algorithm specified by the ALGORITHM IDENTIFIER

field inthe ENER IKEv2-SCSI cryptographic algorithm descriptor (see 5.3.6.2) in the IKEv2-S

CSI SA

Cryptographic Algorithms payload (see 5.3.5.13) in the Key Exchange step (see 4.1.3.6) using the inppts:

a) HkEv2-SCSIAAB-s-an-encryptionalgorithrminputasfollows:
A) if a non-combined mode encryption algorithm is being used (see 5.3.5.11.1), then there is
input; or

no AAD

B) if a combined mode encryption algorithm is being used (see 5.3.5.11.1), then the AAD described

in 5.3.5.11.3 is an input;
b) the contents of the INITIALIZATION VECTOR field (see table 64);
c) the plaintext data shown in table 56; and

d) the shared key value, key length, and salt bytes (see table 64 in 5.3.6.2), if any, for one of the

following shared keys:
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A) if the Encrypted payload appears in the parameter data for an Authentication step SECURITY
PROTOCOL OUT command (see 4.1.3.7.2) or the parameter data for a Delete operation
SECURITY PROTOCOL OUT command (see 4.1.3.11) that affects an active IKEv2-SCSI CCS,

then the SK_ei shared key (see 4.1.3.4) for the IKEv2-SCSI CCS;

B) if the Encrypted payload appears in the parameter data for an Authentication step SECURITY

PROTOCOL IN command (see 4.1.3.7.3), then the SK_er shared key (see 4.1.3.4)
IKEv2-SCSI CCS; or

for the

C) if the Encrypted payload appears in the parameter data for a Delete operation SECURITY
PROTOCOL OUT command (see 4.1.3.11) that does not affect an active IKEv2-SCSI CCS, then

the SK_ei shared key (see 4.1.3.4) from the MGMT_DATA SA parameter (see 4.1.3.9).

NOTE 10 - Salt bytes (see table 64 in 5.3.6.2) are used only by combined mode encryption algorithms (see

5.

3.5.11.1).

If the E
comm3
the MG

The INT
(e.g., i
encrypf
algorith

If the in
algorith
Exchan
by pro
IKEv2-

a)

If the E
commg3

hcrypted payload appears in the parameter data for a Delete operation SECURITY PROTOC(
nd that does not affect an active IKEv2-SCSI CCS, then the encryption algorithm identifier s
MT_DATA SA parameter indicates the encryption algorithm to use.

EGRITY CHECK VALUE field contains the integrity check value that is computed as described in 5.

the integrity algorithm is AUTH_COMBINED, then the integrity check value is an outpu
ion algorithm). The size of the integrity check value is defined by the integrity algorithm or en
m, depending on which algorithm computes the value.

tegrity algorithm specified by the ALGORITHM IDENTIFIER field in the INTEG IKEv2-SCSI crypto
m descriptor in the IKEv2-SCSI SA Cryptographic Algorithms\payload (see 5.3.5.13) in t
ge step is not AUTH_COMBINED, then the contents of the INTEGRITY CHECK VALUE field are co
Lessing the integrity check algorithm specified by the ALGORITHM IDENTIFIER field in the
BCSI cryptographic algorithm descriptor using the following-inputs:

a byte string composed of:

1) the AAD described in 5.3.5.11.3;

2) the contents of the INITIALIZATION VECTOR field (see table 55); and

3) the ciphertext that is the result of encrypting the plaintext data;

and

the shared key value from one of thedollowing shared keys:

A) if the Encrypted payload appears in the parameter data for an Authentication step SE(C
PROTOCOL OUT command (see 4.1.3.7.2) or the parameter data for a Delete op
SECURITY PROTOCOL©®UT command (see 4.1.3.11) that affects an active IKEv2-SCS
then the SK_ai shared\key (see 4.1.3.4) for the IKEv2-SCSI CCS;

B) if the Encrypted payload appears in the parameter data for an Authentication step SE(
PROTOCOL IN‘eommand (see 4.1.3.7.3), then the SK_ar shared key (see 4.1.3.4)
IKEv2-SCSI CCS; or

C) if the Encrypted payload appears in the parameter data for a Delete operation SEC
PROTOCOL OUT command (see 4.1.3.11) that does not affect an active IKEv2-SCSI CQ
the SK ai shared key (see 4.1.3.4) from the MGMT_DATA SA parameter (see 4.1.3.9).

hcrypted payload appears in the parameter data for a Delete operation SECURITY PROTOC(
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While computing the encrypted CIPHERTEXT field contents for an Encrypted payload, the plaintext format
shown in table 56 is used.

Table 56 — Plaintext format for Encrypted payload CIPHERTEXT field

Bit
Byte 7 6 5 4 3 2 1 0
IKEv2-SCSI payloads
0
oo IKEv2-SCSI payload (see 5.3.5) [first]
IKEv2-SCSI payload (see 5.3.5) [last]
n
o]
PADDING BYTES (if any)
k-1
k PAD LENGTH (k-p)
Each IIKEv2-SCSI payload (see 5.3.5) contains specific data related/te'the operation being performed. A
specific combination of IKEv2-SCSI payloads is required for ea€hyoperation (e.g., Authentication) as
summdrized in 4.1.3.2.
The PADDING BYTES field contains zero to 255 bytes. The number of padding bytes is:

a)
b)

The co

a)
b)

If the e

defined by the encryption algorithm; or
any number of bytes that causes the length of\all plaintext bytes (i.e., k+1) to be a whole mu
the alignment (see table 64 in 5.3.6.2) forsthé“encryption algorithm being used.
ntents of the padding bytes are:

defined by the encryption algorithm; or
if the encryption algorithm does not define the padding bytes contents, a series of one bytg

byte, 02h in the second padding byte, etc.).

ncryption algorithm does not place requirements on the contents of the padding bytes (i.e., optiq

in effec
byte bi

shall bg¢ processéd as described in 5.3.8.2. If this verification is not successful in an application cli
decrypted data.should be ignored.

The PAD.LENGTH field specifies the number of bytes in the PADDING BYTES field.

t), then after decryption the contents of the padding bytes shall be verified to match the series

Iltiple of

binary

values starting at one and\incrementing by one in each successive byte (i.e., 01h in the first padding

n(b)is
of one

ary values desefibed in this subclause. If this verification is not successful in a device server, the error

pnt, the

5.3.5.11.3 IKEv2-SCSI AAD

The AAD defined by this document for IKEv2-SCSI use is as follows:

1)
2)

all the bytes in the IKEv2-SCSI Header (see 5.3.4); and

all the bytes in the IKEv2-SCSI Payload Header (see 5.3.5.1) of the Encrypted payload (see 5.3.5.11).
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5.3.5.11.4 Processing a received Encrypted payload

Before performing any checks of data contained in the CIPHERTEXT field, the contents of the INTEGRITY CHECK
VALUE field and CIPHERTEXT field shall be integrity checked and decrypted based on the contents of the IKE_SA
APPLICATION CLIENT SAl field and the IKE_SA DEVICE SERVER SAl field in the IKEv2-SCSI header (see 5.3.4) as
described in this subclause.

Computation of the comparison integrity check value and decryption of an Encrypted payload is performed as
follows:

1) if a non-combined mode encryption algorithm is being used (see 5.3.5.11.1), then the comparison
integrity check value is computed by performing the integrity check algorithm specified by the
ALGORITHM IDENTIFIER field in the INTEG IKEv2-SCSI cryptographic algorithm descriptor using the
fU“UVViIIg illputb.

A) a byte string composed of:

1) the AAD described in 5.3.5.11.3;

2) the contents of the INITIALIZATION VECTOR field (see table 55) in the Encrypted payload] and

3) the contents of the CIPHERTEXT field (see table 55) in the Encrypted paylodd:

and

B) the shared key value from one of the following shared keys:

a) ifthe Encrypted payload appears in the parameter data for an Authentication step SEGURITY
PROTOCOL OUT command (see 4.1.3.7.2) or the parameter‘data for a Delete operation
SECURITY PROTOCOL OUT command (see 4.1.3.11) that affects an active IKEvR-SCSI
CCS, then the SK_ai shared key (see 4.1.3.4) for the IKEv2-SCSI| CCS;

b) if the Encrypted payload appears in the parameter data(for'an Authentication step SEGURITY
PROTOCOL IN command (see 4.1.3.7.3), then the SK_ar shared key (see 4.1.3.4)(for the
IKEv2-SCSI CCS; or

c) if the Encrypted payload appears in the parameter data for a Delete operation SEGURITY
PROTOCOL OUT command (see 4.1.3.11)&hat does not affect an active IKEv2-SC$I CCS,
then the SK_ai shared key (see 4.1.3.4) from the MGMT_DATA SA parameter (see 41.3.9);

and
2) | process the CIPHERTEXT field using the encryption algorithm specified by the ALGORITHM IDENTIFIER
field in the ENCR IKEv2-SCSI cryptographic algorithm descriptor (see 5.3.6.2) in the IKEv2-S[CSI SA
Cryptographic Algorithms payload (see\5.3.5.13) in the Key Exchange step (see 4.1.3.6) uging the
inputs:
A) IKEv2-SCSI AAD is an input tothe encryption algorithm as follows:
a) if a non-combined modé encryption algorithm is being used (see 5.3.5.11.1), then thefe is no
AAD input; or
b) if a combined mode encryption algorithm is being used (see 5.3.5.11.1), then the AAD
described in 5.3.5.11.3 is an input;
B) the contents of<the INITIALIZATION VECTOR field (see table 55) in the Encrypted payload;
the contents.of the CIPHERTEXT field (see table 55) in the Encrypted payload; and
) the shared‘key value, key length, and salt bytes (see table 64 in 5.3.6.2), if any, for on¢ of the
following:shared keys:
a) .fthe Encrypted payload appears in the parameter data for an Authentication step SEGURITY
PROTOCOL OUT command (see 4.1.3.7.2), or the parameter data for a Delete ogeration
SECURITY PROTOCOL OUT command (see 4.1.3.11) that affects an active IKEvR-SCSI
CCS, then the SK_ei shared key (see 4.1.3.4) for the IKEv2-SCSI CCS;
b) ifthe Encrypted payload appears in the parameter data for an Authentication step SECURITY
PROTOCOL IN command (see 4.1.3.7.3), then the SK_er shared key (see 4.1.3.4) for the
IKEv2-SCSI CCS; or
c) if the Encrypted payload appears in the parameter data for a Delete operation SECURITY
PROTOCOL OUT command (see 4.1.3.11) that does not affect an active IKEv2-SCSI CCS,
then the SK_ei shared key (see 4.1.3.4) from the MGMT_DATA SA parameter (see 4.1.3.9).

o0
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The results of step (2) are:

a) the decrypted plaintext, if a non-combined mode encryption algorithm is being used (see 5.3.5.11.1);
or

b) the decrypted plaintext and the comparison integrity check value, if a combined mode encryption
algorithm is being used.

If the Encrypted payload appears in the parameter data for a Delete operation SECURITY PROTOCOL OUT
command that does not affect an active IKEv2-SCSI CCS, then the integrity checking algorithm identifier
value and encryption algorithm identifier value that are stored in the MGMT_DATA SA parameter indicate the
integrity checking algorithm to use.

If the comparison integrity check value differs from the value in the INTEGRITY CHECK VALUE field of the
Encryp ed payiuau', e

a) |the application client should abandon the IKEv2-SCSI CCS and notify the device sérver that the
IKEv2-SCSI CCS is being abandoned as described in 4.1.3.10; and
b) | the device server shall respond to the mismatch as follows:

A) if the IKEv2-SCSI header (see 5.3.4) specifies an attempt to provide authentication data fgr or the
deletion of an IKE-v2-SCSI CCS on the |_T_L nexus on which the command was receivgd, then
the device server shall:
a) terminate the SECURITY PROTOCOL OUT command with CHECK CONDITION statls, with

the sense key set to ILLEGAL REQUEST, and the additional sense code set to SA

CREATION PARAMETER VALUE REJECTED; and
b) continue the IKEv2-SCSI CCS by preparing to receive another Authenticatign step

SECURITY PROTOCOL OUT command,;
or

B) ifthe IKEv2-SCSI header (see 5.3.4) specifies the deletion of an active SA, then the devicg server
shall terminate the SECURITY PROTOCOL QUT command with CHECK CONDITION]|status,
with the sense key set to ILLEGAL REQUEST, and the additional sense code set to INVALID
FIELD IN PARAMETER LIST.
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5.3.5.12 IKEv2-SCSI SA Creation Capabilities payload

The IKEv2-SCSI SA Creation Capabilities payload (see table 57) lists all the security algorithms that the
device server allows to be used in an IKEv2-SCSI CCS. Events that are outside the scope of this document
may change the contents of the IKEv2-SCSI SA Creation Capabilities payload at any time.

Table 57 — IKEv2-SCSI SA Creation Capabilities payload format

Bit
Byte 7 6 5 4 3 2 1 0
0 NEXT PAYLOAD (00h)
1 CRIT Reserved
2 (MSB)
IKE PAYLOAD LENGTH (n+1)
3 (L$B)
4
5 Reserved
6
7 NUMBER OF ALGORITHM DESCRIPTORS
IKEv2-SCSI cryptographic algorithm descriptors
8
IKEv2-SCSI cryptographicralgorithm descriptor
(see 5.3.6) [first]
IKEv2-SCSI cryptographic algorithm descriptor
n (see 5.3:6) [last]

The NEKT PAYLOAD field, CRIT bit, and IKE PAYLOAD LENGTH field are described in 5.3.5.1.

The NEXT PAYLOAD field is set as shown in“table 57 (i.e., No Next Payload) in the IKEv2-SCSI SA Qreation
Capabilities payload.

The NUMBER OF ALGORITHM DESCRIPTORS field specifies the number of IKEv2-SCSI cryptographic algorithm
descriptors that follow in the IKEv2-SCSI SA Creation Capabilities payload.

Each IKEv2-SCSI cryptographic algorithm descriptor (see 5.3.6) describes one combination of decurity
algoritim and algorithm-attributes that the device server allows to be used in an IKEv2-SCSI CCS. |If more
than onje set of algorithm attributes (e.g., key length) is allowed for any allowed security algorithm) then a
different SCSI cryptographic algorithms descriptor shall be included for each set of algorithm attributeg.

The S{SI cryptographic algorithms descriptors shall be ordered by:

1) increasing algorithm type;
2) increasing algorithm identifier within the same algorithm type; and
3) increasing key length, if any, within the same algorithm identifier.

The algorithms allowed may be a subset of the algorithms supported by the device server.
The method for changing the device server supported algorithms that are allowed is outside the scope of this

document. Any changes in allowed algorithms do not take effect until the new list is returned to any application
client in an IKEv2-SCSI SA Creation Capabilities payload.
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5.3.5.13 IKEv2-SCSI SA Cryptographic Algorithms payload

The IKEv2-SCSI SA Cryptographic Algorithms payload (see table 58) lists the security algorithms that are
being used in the creation and management (e.g., deletion) of an SA using an IKEv2-SCSI CCS.

Table 58 — IKEv2-SCSI SA Cryptographic Algorithms payload format

Bit
Byte 7 6 5 4 3 2 1 0

0 NEXT PAYLOAD

1 CRIT Reserved

2 | (MSB) TSN

3 INC TATLUAD LEINGTTT \II T I} (L ;B)

4

Reserved

13

14 (MSB)

USAGE DATA LENGTH (0000h)

15 (L$B)

16

Reserved

19

20 NUMBER OF ALGORITHM.DESCRIPTORS

IKEv2-SCSI cryptographic algorithm)descriptors
21
IKEv2-SCSKeryptographic algorithm descriptor
(see 5.3.6)first]

IKEv2-SCSI cryptographic algorithm descriptor

" (see 5.3.6) [last]
The NEKT PAYLOAD field, CRIT bit,;and IKE PAYLOAD LENGTH field are described in 5.3.5.1.
The USAGE DATA LENGTH fieldhis set as shown in table 58 in the IKEv2-SCSI SA Cryptographic Algprithms
payload.
The NUMBER OF ALGORITHM DESCRIPTORS field specifies the number of IKEv2-SCSI cryptographic algorithm
descripfors that fellow in the IKEv2-SCSI SA Cryptographic Algorithms payload. If a device server regeives a
NUMBER OF ALGORITHM DESCRIPTORS field that is not set to six, then the error shall be processed as dgscribed
in 5.3.4.3.

Each IKEV2=SCStTryptographic atgoTithm aesTriptor (See 5.3.6) UesCribes one ComBIinmation of S

algorithm and algorithm attributes to be used during the IKEv2-SCSI CCS.

The IKEv2-SCSI cryptographic algorithm descriptors are ordered as follows:

ok

one ENCR IKEv2-SCSI cryptographic algorithm descriptor (see 5.3.6.2);
one PRF IKEv2-SCSI cryptographic algorithm descriptor (see 5.3.6.3);
one INTEG IKEv2-SCSI cryptographic algorithm descriptor (see 5.3.6.4);
one D-H IKEv2-SCSI cryptographic algorithm descriptor (see 5.3.6.5);

ecurity
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