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INFORMATION TECHNOLOGY -
SMALL COMPUTER SYSTEM INTERFACE (SCSI) -

Part 454: SCSI Primary Commands - 4 (SPC-4)

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the speC|aI|zed system for worldwide standardlzat|on National bodies that are
nical
gommittees established by the respective organization to deal with particular fields of téelnical
gctivity. 1ISO and IEC technical committees collaborate in fields of mutual interest. Other international
drganizations, governmental and non-governmental, in liaison with ISO and IEC, also take-part jn the

ork. In the field of information technology, ISO and IEC have established a joint technical comnjittee,
IBO/IEC JTC 1.

he formal decisions or agreements of IEC and ISO on technical matters eXpress, as neafly as
gossible, an international consensus of opinion on the relevant subjects _since each technical
gommittee has representation from all interested IEC National Committees.and ISO member bodies.
IEC, ISO and ISO/IEC publications have the form of recommendations for international use ar{d are
gccepted by IEC National Committees and ISO member bodies in.that sense. While all reasopable
gfforts are made to ensure that the technical content of IEC 1SO and ISO/IEC publicatigns is
gccurate, IEC or ISO cannot be held responsible for the way,)in which they are used or fgr any

isinterpretation by any end user.
In order to promote international uniformity, IEC National’ Committees and ISO member bodies

ndertake to apply IEC, ISO and ISO/IEC publications transparently to the maximum extent pogsible
in their national and regional publications. Any divergence between any ISO, IEC or ISQ/IEC
dublication and the corresponding national or regional publication should be clearly indicated |n the

IBO and IEC do not provide any attestation~6f conformity. Independent certification bodies provide
gonformity assessment services and, in some areas, access to IEC marks of conformity. ISO gr IEC
gre not responsible for any services carried out by independent certification bodies.
All users should ensure that they have the latest edition of this publication.

o liability shall attach to IEC erISO or its directors, employees, servants or agents inclyding
individual experts and mempbers of their technical committees and IEC National Committdes or
IBO member bodies for any-personal injury, property damage or other damage of any npture

hatsoever, whether direet or indirect, or for costs (including legal fees) and expenses afising
dut of the publicatian\of, use of, or reliance upon, this ISO/IEC publication or any other|IEC,
150 or ISO/IEC publications.
Attention is drawn) to the normative references cited in this publication. Use of the referénced
dublications is.indispensable for the correct application of this publication.
Attention isdrawn to the possibility that some of the elements of this ISO/IEC publicatior] may
He the subject of patent rights. ISO and IEC shall not be held responsible for identifying any or
dll such patent rights.

International Standard ISO/IEC 14776-454 was prepared by subcommittee 25: Interconnection of information
technology equipment, of ISO/IEC joint technical committee 1: Information technology.

The list

of all currently available parts of the ISO/IEC 14776 series, under the general title Information

technology — Small computer system interface (SCSI), can be found on the IEC web site.

This International Standard has been approved by vote of the member bodies and the voting results may be
obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2 except as described in 3.4
and 3.5.
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A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates that
it contains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

The SCSI command set is designed to provide efficient peer-to-peer operation of SCSI devices (e.g., disks,
tapes, media changers) by an operating system. The SCSI command set assumes an underlying
command-response protocol.

The SCSI command set provides multiple operating systems concurrent control over one or more SCSI
devices. However, proper coordination of activities between the multiple operating systems is critical to avoid
data corruption. Commands that assist with coordination between multiple operating systems are described in
this standard. However, details of the coordination are beyond the scope of the SCSI command set.

This standard defines the device model for all SCSI devices. This standard defines the SCSI commandk that
are basidto every device model and the SCSI commands that may apply to any device model.

With any|technical document there may arise questions of interpretation as new products’ are implemgnted.
INCITS has established procedures to issue technical opinions concerning the standards developged by
INCITS. These procedures may result in SCSI Technical Information Bulletins being published by INCITS.

Figure 1 shows the relationship of this standard to the other standards and related projects in the SCSI family
of standards as of the publication of this standard.

Primary command set
(shared for all device types)
(this standard)

Device-type specific command sets
(e.g., SBC-3, SSC-4)

SCSl\transport protocols
(e.g., SPL-3, FCP-4)

SCSI Architecture Model
(SAM-5)

Interconnects
(e.g., SAS-3, Fibre Channel)

Figure 1 — SCSI document structure

The SCS| documentstructure in figure 1 is intended to show the general applicability of the documents tp one
another. Figure 1dsynot intended to imply a relationship such as a hierarchy, protocol stack, or system prchi-
tecture.

SCSI Arghitecture Model: Defines the SCSI systems model, the functional partitioning of the SCSI stapdard
set and requirements applicable to all SCSI implementations and implementation standards.

Device-Type Specific Command Sets: Implementation standards that define specific device types including
a device model for each device type. These standards specify the required commands and behaviors that are
specific to a given device type and prescribe the requirements to be followed by a SCSI initiator device when
sending commands to a SCSI target device having the specific device type. The commands and behaviors for
a specific device type may include by reference commands and behaviors that are shared by all SCSI
devices.

Shared Command Set: An implementation standard that defines a model for all SCSI device types. This
standard specifies the required commands and behavior that is common to all SCSI devices, regardless of
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device type, and prescribes the requirements to be followed by a SCSI initiator device when sending
commands to any SCSI target device.

SCSI Transport Protocols: Implementation standards that define the requirements for exchanging infor-
mation so that different SCSI devices are capable of communicating.

Interconnects: Implementation standards that define the communications mechanism employed by the SCSI
transport protocols. These standards may describe the electrical and signaling requirements essential for
SCSI devices to interoperate over a given interconnect. Interconnect standards may allow the interconnection
of devices other than SCSI devices in ways that are outside the scope of this standard.

The termSCStisusedto Teferto tISOHEC 4776 (attparts):

These standards specify the interfaces, functions and operations necessary to ensure interoperability
between conforming implementations. This standard is a functional description. Conforming implementations
may employ any design technique that does not violate interoperability.
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INFORMATION TECHNOLOGY -
SMALL COMPUTER SYSTEM INTERFACE (SCSI) -

Part 454: SCSI Primary Commands - 4 (SPC-4)

1 Scope

ISO/IEC 14776 (aII parts) provides for many different types of SCSI devices (e. g disks, tapes, media

changers

N _Thic ndard -dafia A dalitbhat 1o oncliaohl 4 al. Sl d

mand

standards

ISO/IEC
interope
Conformi

This stan
any featy

commandis that may apply to any device model.

The follo
made ob

a)
b)

c)

M= == 0 0O (n ==

d)
e)
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¢)]
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i)

< Tmow == =

2 Norm

The follo
requirem
the latest

ihked commands;

Otk
Y EELRLLE ol.allualu eSS aaeviecenoaertmatis apPpPTTCaoTcto—an ooJt reveeS—othereoth

5 expand on the general SCSI device model in ways appropriate to specific types of SCSI devi

ability between conforming SCSI implementations. This standard is a functianal descri
hg implementations employ any design technique that does not violate interoperability.

dard defines the SCSI commands that are mandatory and optional for all SCSI devices. Supp
re defined in this standard is optional unless otherwise stated. This standard also defines the

ving commands, parameter data, and features defined in previots)versions of the SPC standa
bolete by this standard:

ne TARGET RESET supported (TRS) bit and the WAKEUP supported (WAKES) bit in the REF
UPPORTED TASK MANAGEMENT FUNCTIONS patameter data;

ode value 10b (i.e., Per initiator port) in the MOBE PAGE POLICY field in the mode page
escriptor in the Mode Page Policy VPD page;

e removable medium devices with an attached ' medium changer model, MCHNGR bit in the sta
NQUIRY data, the MOVE MEDIUM ATTACHED command in disks and tapes, and the R
LEMENT STATUS ATTACHED command in disks and tapes;

e PPC bit in the LOG SENSE command;
tandard);
XTENDED COPY support for the processing of setmarks by sequential-access devices;

EAD BUFFER commands with the MODE field set to 00h and 1Ah; and
VRITE BUFFER commands with the MODE field set to 00h, 1Ah, and 1Bh.

ative references

€S.

14776 (all parts) specifies the interfaces, functions, and operations necessary/to ensure

btion.

prt for
SCSI

d are

PORT
bolicy

hdard
EAD

ne NUL bit in EXTENDED CORY command target descriptors (i.e., CSCD descriptors in this

edition of the referenced document (including any amendments) applies.

ving documents are referred to in the text in such a way that some or all of their content consfjtutes
bnts of\this document. For dated references, only the edition cited applies. For undated refergnces,

ISO/IEC 14776-115, Information technology - Small Computer System Interface (SCSI) - Part 115: Parallel

Interface -

5 (SPI-5)

ISO/IEC 14776-153, Information technology - Small Computer System Interface (SCSI) - Part 153: Serial

Attached

SCSI- 2.1 (SAS-2.1)

ISO/IEC 14776-322, Information technology - Small Computer System Interface (SCSI) - Part 322: SCSI
Block Commands - 2 (SBC-2)
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ISO/IEC 14776-323, Information technology - Small Computer System Interface (SCSI) - Part 323: SCSI
Block Commands - 3 (SBC-3)

ISO/IEC 14776-331, Information technology - Small Computer System Interface (SCSI) - Part 331: Stream

Comman

ds (SSC)

ISO/IEC 14776-414, Information technology - Small Computer System Interface (SCSI) - Part 414: SCSI
Architecture Model - 4 (SAM-4)

ISO/IEC 14776-452, Information technology - Small Computer System Interface (SCSI) - Part 452: SCSI
Primary Commands - 2 (SPC-2)

ISO/IEC
Primary (

ISO 5807
system fl

INCITS 3
INCITS 3
INCITS 3

INCITS 4

14776-453, Information technology - Small Computer System Interface (SCSI) - Part 453: SCS
Commands - 3 (SPC-3)

:1985, Information processing - Documentation symbols and conventions for data, forogram an
bwcharts, program network charts and system resources charts

18-1998, SCS/ Controller Commands - 2 (SCC-2)
65, Information technology SCSI RDMA Protocol (SRP)
75-2004, Information technology - Serial Bus Protocol 3 (SBP-3)

57, Information technology - Serial Attached SCSI - 2 (SAS=2) ")

INCITS I8-2010, Information technology - Multi-Media Command Set - 6 (MMC-6)

INCITS
AM1)

INCITS 4

INCITS 4

INCITS 481-2011, Information technology - Fibre Channel Protocol for SCSI - 4 (FCP-4) (planned as 1SC

14776-22

8-2010/AM 1-2012, Information technology - Multi-Media Command Set 6 - Amendment 1 (M

70-2011, Information technology - FibresChannel - Framing and Signaling Interface - 3 (FC-FS

77-2011, Information technology --Fibre Channel - Link Services - 2 (FC-LS-2)

4)

INCITS

INCITS 489, Information technology - SCSI Over PCI Express® (SOP)

INCITS

INCITS 496-2012, Information technology - Fibre Channel - Security Protocols - 2 (FC-SP-2)

4-2012, Information-téchnology SCSI Media Changer Commands 3 (SMC-3)

2, Information technology - SAS Protocol Layer - 3 (SPL-3) (planned as ISO/IEC 14776-263)

MC 6

3)

/IEC

INCITS 496-2012/AM 1-2015, Information technology - Fibre Channel - Security Protocols - 2/Amendment 1 -
(FC-SP-2/AM1)

INCITS 515, Information technology - Small Computer System Interface (SCSI) - SCSI Architecture Model - 5
(SAM-5) (planned as ISO/IEC 14776-415)

INCITS 5

16, Information technology - SCSI Stream Commands - 4 (SSC-4)

1) SAS-2.1 supersedes SAS-2 but does not contain the information that this standard references

no

rmatively in 7.5.13.
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INCITS 5

17, Information technology - SCSI / ATA Translation - 3 (SAT-3)

ANSI/IEEE 1394a-2000, High Performance Serial Bus (supplement to ANSI/IEEE 1394-1995)

ANSI/IEEE 1619.1-2007, Standard for Authenticated Encryption with Length Expansion for Storage Devices

ANSI/IEEE 1667:2009, Standard Protocol for Authentication in Host Attachments of Transient Storage

Devices

INCITS 4-1986 (R2002), Information Systems - Coded Character Sets - 7-Bit American National Standard

Code for

Information Interchange (7-Bit ASCII)

ISO/IEC
Architect

ISO/IEC

ISO/IEC
alphabet

ISO/IEC
alphabet

ISO/IEC
alphabet

ISO/IEC
alphabet

ISO/IEC
Latin/Cyn

ISO/IEC
Latin/Ara

ISO/IEC
Latin/Gre

ISO/IEC
Latin/Heh

ISO/IEC
alphabet

ISO/IEC

13213, Information technology - Microprocessor systems - Control and Status Registers (GSR)
ire for microcomputer buses

b46:1991, Information technology - ISO 7-bit coded character set for information interchange

B859-1:1998, Information technology - 8-bit single-byte coded graphic character-sets - Part 1: [
No. 1

B859-2:1999, Information technology - 8-bit single-byte coded graphic\.character sets - Part 2: [
No. 2

B859-3:1999, Information technology - 8-bit single-byte coded.graphic character sets - Part 3: 1
INo. 3

B859-4:1998, Information technology - 8-bit single-byte coded graphic character sets - Part 4: 1
INo. 4

B859-5:1999, Information technology - 8-bit single-byte coded graphic character sets - Part 5:
llic alphabet

B859-6:1999, Information technology+8-bit single-byte coded graphic character sets - Part 6:
bic alphabet

B859-7:2003, Information techinology - 8-bit single-byte coded graphic character sets - Part 7:
ek alphabet

B859-8:1999, Information technology - 8-bit single-byte coded graphic character sets - Part 8:
rew alphabet

B859-9:1999 NInformation technology - 8-bit single-byte coded graphic character sets - Part 9: 1
INo. 5

B859-10:1998, Information technology - 8-bit single-byte coded graphic character sets - Part 1(:

Latin alphabet No. 6

ISO/IEC 10646:2017, Information technology - Universal Coded Character Set (UCS)

Video Performance Guarantee Profile 1 Revision 1.0 (VPG1), May 24, 2011

NOTE 1 - For more information about documents published by the CFA, see http://www.compactflash.org/.

RFC 791

RFC 132

, Internet Protocol - DARPA Internet Program - Protocol Specification

1, The MD5 Message-Digest Algorithm

atin

atin

atin

atin

atin
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RFC 2104, HMAC: Keyed-Hashing for Message Authentication
RFC 2279, UTF-8, a transformation format of ISO 10646

RFC 2410, The NULL Encryption Algorithm and Its Use With IPsec
RFC 2437, PKCS #1: RSA Cryptography Specifications Version 2.0
RFC 2616, Hypertext Transfer Protocol - HTTP/1.1

RFC 3526, More Modular Exponential (MODP) Diffie-Hellman groups for Internet Key Exchange (IKE)

RFC 356p, The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec

RFC 360R, The AES-CBC Cipher Algorithm and Its Use with IPsec

RFC 376p, Determining Strengths For Public Keys Used For Exchanging Symmetric Keys
RFC 408p, Randomness Requirements for Security

RFC 410p, The Use of Galois/Counter Mode (GCM) in IPsec Encapsulating Security Payload
RFC 42911, IP Version 6 Addressing Architecture

RFC 430, IP Encapsulating Security Payload (ESP)

RFC 430p, Internet Key Exchange (IKEv2) Protocol

RFC 430p, Using Advanced Encryption Standard (AES).CCM Mode with IPsec Encapsulating Security
Payload

RFC 4434, The AES-XCBC-PRF-128 Algorithm feor the Internet Key Exchange Protocol (IKE)

RFC 459p, Use of IKEv2 in the Fibre Channel Security Association Management Protocol

RFC 4718, IKEv2 Clarifications and Implementation Guidelines

RFC 4758, ECP Groups for IKE and IKEv2

RFC Errgta for RFC 4753;-http:/rfc-editor.org/errata_search.php?rfc=4753

RFC 4754, IKE and IKEVZ2 Authentication Using the Elliptic Curve Digital Signature Algorithm (ECDSA)

RFC 486B, UsingHMAC-SHA-256, HMAC-SHA-384, and HMAC-SHA-512 with IPsec

RFC 528D \nternet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Prqfile

RFC 5282, Using Authenticated Encryption Algorithms with the Encrypted Payload of the Internet Key
Exchange version 2 (IKEv2) Protocol

RFC 5755, An Internet Attribute Certificate Profile for Authorization

RFC 6818, Updates to the Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile

RFC 7143, iSCSI Protocol (Consolidated)
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RFC 7144, Internet Small Computer Systems Interface (iISCSI) SCSI Features Update

NOTE 2 - For more information on the RFCs and standards published by the Internet Engineering Task Force
(IETF), see http://www.ietf.org/.

NIST SP

(Special Publication) 800-38D, Recommendation for Block Cipher Modes of Operation:

Galois/Counter (GCM) Mode for Confidentiality and Authentication and GMAC

NIST SP

800-90 A, Recommendation for Random Number Generation Using Deterministic Random Bit

Generators

FIPS 14Q

2

FIPS 140

FIPS 140

FIPS 180

FIPS 198

NO7
and

Universa

NO]

2-Seetrity-Reguirerrentsfor-Cryptographic-Moduies

-2, Annex C: Approved Random Number Generators

-3, Security Requirements for Cryptographic Modules (in development)
-4, Secure Hash Standard

-1, The Keyed-Hash Message Authentication Code (HMAC)

[E 3 - For more information on NIST and FIPS standards published by the:National Institute of Standards
Technology, see http://csrc.nist.gov/publications/.

Serial Bus 3.0 Specification Revision 1.0 (USB-3), November12, 2008

[E 4 - For more information on publications by the USB Implémenters Forum, see http://www.usb.org/.
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3 Terms, definitions, symbols, abbreviations, and conventions

3.1 Terms and definitions

3.11

access control list

ACL

data used by a SCSI target device to configure access rights for initiator ports according to the access
controls state of the SCSI target device

Note 1 to entry: See 8.3.1.3.

3.1.2
access g
ACE
one entry

3.1.3
access @
SCSI targ
Note 1 to
REPORT

Note 2 to

314

access C
entity wit
8.3.1) for|

Note 1 to
logical uni

3.1.5
active pd
power c(

commandls

Note 1 to

3.1.6

additional authenticated data

AAD
bytes of
computat

EXAMPLE

3.1.7

ontrol list entry

in the access control list (see 3.1.1)

ontrols
et device feature that restricts initiator port access to specific logical units

entry: Information is modified about logical units in the parameter data of the/INQUIRY command (see 6.6
| UNS command (see 6.33).

bntry: See 8.3.1.

ontrols coordinator
nin a SCSI target device that coordinates the managément and enforcement of access controld
all logical units within the SCSI target device

entry: The access controls coordinator is always addressable through the ACCESS CONTROLS well kno
(see 8.3) and LUN 0.

pwer condition
ndition in which a device server, is capable of completing the processing of all its supp|

entry: See 5.11.4.

jata input to_acombined mode encryption algorithm (e.g., AES-GCM) as part of integrity che
ions

: The IKEV2-SCSI Encrypted payload (see 7.7.3.5.11) uses AAD.

additionatsensetode

) and

(see

orted

cking

combination of the ADDITIONAL SENSE CODE field and the ADDITIONAL SENSE CODE QUALIFIER field in sense data

(see 4.5)

3.1.8
alias list

list of alias values (see 3.1.9) and their associated designations (see 3.1.41) maintained by the device server
and managed by the CHANGE ALIASES command (see 6.2) and REPORT ALIASES command (see 6.30)
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3.1.9
alias value
numeric value associated to a designation (see 3.1.41) in the alias list (see 3.1.8)

Note 1 to entry: Used in command or parameter data to reference a SCSI target device or SCSI target port.
Note 2 to entry: See 6.2.2.

3.1.10
application client
object that is the source of SCSI commands

Note 1 to entry: See SAM-5.

311
ASCII format list log parameter
log parameter that contains ASCII data in a list log parameter format

Note 1 to entry: See 7.3.2.2.2.4.

3.1.12
attribute
single un|t of MAM (see 3.1.88) information

3.1.13
auto contingent allegiance
ACA
task set qondition established following the return of CHECK CONDITION status if the NACA bit is set to ¢ne in
the CONTROL byte

Note 1 to entry: See SAM-5.

3.1.14
background function
background scan operation (see SBC-3) or device specific background function (see 5.3)

3.1.15
binary fgrmat list log parameter
log parameter that contains binary data in<a-list log parameter format

Note 1 to entry: See 7.3.2.2.2.5.

3.1.16
blocked command
command that is in the blocked state (see SAM-5)

Note 1 to ¢ntry: Commands become blocked if an ACA condition occurs and the blocked state ends when the ACA
condition is cleared.

3.1.17
bounded data counter log parameter
log parameter that contains one saturating counter (see 3.1.134) value for which the establishment of
thresholds is allowed

Note 1 to entry: Effects on other log parameters in the same log page are determined by the format and linking field in the
parameter control byte.

Note 2 to entry: See 7.3.2.2.2.2.

3.1.18

byte

B

sequence of eight contiguous bits considered as a unit
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3.1.19

cache memory
temporary and often volatile data storage area outside the area accessible by application clients

Note 1 to entry: Cache memory may contain a subset of the data stored in the non-volatile data storage area.

3.1.20

CbCS capability
descriptor that specifies access to a logical unit or volume (see SSC-4) for specific commands

Note 1 to entry: A CbCS capability is a component of a CbCS credential (see 3.1.20) and a CbCS extension descriptor
(see 5.13.6.7.16).

Note 2 to entry: See 5.13.6.7.13.

3.1.21
CbCS c
shared k

3.1.22

CbCS cr[rdential

combina
Note 1 to
Note 2 to

3.1.23

CbCS Management Application Client class

CbCS (s
5.13.6.7.

Note 1 to

3.1.24

ChCS MLnagement Device Server class

CbCS (s
5.13.6.7.

Note 1 to

from a seq

Note 2 to

3.1.25

CbCS master key

shared k

authentic

Note 1 to

3.1.26

CbCS security’token
randomwmmmmm_m@agmwmmm

pability key
y (see 3.1.159) that is cryptographically associated with a specific CbCS capability,(see 3.1.2(

on of a CbCS capability (see 3.1.20) and a CbCS capability key (see 3.1,21)
entry: A CbCS credential is returned by a RECEIVE CREDENTIAL command (See 6.26).
entry: See 5.13.6.7.12.

be 5.13.6.7) class whose objects manage, or an object'that manages CbCS shared keys
1)
entry: See 5.13.6.7.4.

e 5.13.6.7) class whose objects prepare, or an object that prepares CbCS credentials
2)

entry: A CbCS credential is prepared jn response to a RECEIVE CREDENTIAL command (see 6.26) requ
ure CDB originator (see 5.13.6.7.5).

entry: See 5.13.6.7.3.

by (see 3.1.159)frem which CbCS working keys (see 3.1.28) are derived that is composed
ation key component and a generation key component

entry: See 513.6.7.11.

~

(see

(see

est

of an

nexus and returned to a secure CDB originator (see 5.13.6.7.5)
Note 1 to entry: See 5.13.6.7.10.

3.1.27

CbCS working keys
shared keys (see 3.1.159) that are used to cryptographically associate a CbCS capability (see 3.1.20) with a
CbCS capability key (see 3.1.21)

Note 1 to entry: See 5.13.6.7.11.

n|_T
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code set enumeration
coded value used in one field to indicate the format of data in other fields or descriptors

Note 1 to entry: See 4.3.3.

3.1.29

command
request describing a unit of work to be performed by a device server

Note 1 to entry: See SAM-5.

3.1.30

command descriptor block

CDB
structure

Note 1 to

3.1.31

command standard

SCSl sta

EXAMPLH: SBC-3, SSC-4, SMC-3, MMC-6, and SES-2 are examples of command standards.

3.1.32

company_id

synonym

3.1.33

copy mahager

object (s

(see 5.16.4.3)

3.1.34

copy ope¢ration
foreground or background operation that results from the processing of a third-party copy command

Note 1 to

3.1.35

copy souirce or copy destination

CsScD
source 0
(see 6.4)

3.1.36

cryptographicccommand sequence

CCs

defined gequénce of SECURITY PROTOCOL IN commands (see 6.40) and SECURITY PROTOCOL

used to communicate commands from an application client to a device server (see 4.2)
entry: A CDB may have a fixed length of up to 16 bytes or a variable length of between 12 and 260 bytes.

ndard that defines the model, commands, and parameter data for a device type

for OUI (see 3.1.99)

be SAM-5) that processes third-party copy commands (see 5.16.3) and manages copy opera

entry: See 5.16.4.3.

or an EXTENDED COPY(LID1) command (see 6.5)

commands (see 6.41) that realize the cryptographic protocol of a specified security operation
EXAMPLE: The SECURITY PROTOCOL IN commands and SECURITY PROTOCOL OUT commands in the Key

Exchange

3.1.37

step and Authentication step, if any, of an IKEv2-SCSI (see 3.1.67) SA creation transaction (see 3.1.128).

data counter log parameter
bounded data counter log parameter (see 7.3.2.2.2.2) or unbounded data counter log parameter (see

7.3.2.2.2

3)

tions

destination of a-copy operation (see 6.4.6) performed by an EXTENDED COPY(LID4) command

ouT
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3.1.38

Data-In Buffer

buffer specified by the application client to receive data from the device server during the processing of a
command

Note 1 to entry: See SAM-5.

3.1.39

Data-Out Buffer

buffer specified by the application client to supply data that is sent from the application client to the device
server during the processing of a command

Note 1 to entry: See SAM-5.

3.1.40

deferred|error
CHECK CONDITION status and sense data that is returned as the result of an error or exception condition
that occurred during processing of a previous command for which GOOD status or CONDITION MET status
has already been returned

Note 1 to entry: See 4.5.7.

3.1.41
designatlion
distinguighing name, identifier, or title

3.1.42
designatflion
<access fontrols> name and optional identifier information that-specifies a SCSI target device or SCSI jarget
port for apsociation with an alias value (see 3.1.9) in the alias list (see 3.1.8) as described in 6.2.2

3.1.43
device server
object within a logical unit that processes SCSI commands according to the rules of command managerent

Note 1 to entry: See SAM-5.

3.1.44
device service request
request, submitted by an application'client, conveying a SCSI command to a device server

Note 1 to entry: See SAM-5.

3.1.45
device service response
response returned to.an application client by a device server on completion of a SCSI command

Note 1 to ¢ntry: See”SAM-5.

3.1.46
device type
type of peripheral device (i.e., device model) implemented by the device server and indicated to the appli-
cation client by the contents of the PERIPHERAL DEVICE TYPE field in the standard INQUIRY data (see 6.6.2)

3.1.47

element

addressable physical component of a medium changer SCSI device that may serve as the location of a
removable unit of data storage medium

Note 1 to entry: See SMC-3.
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3.1.48
enabled command
command that is being processed by the device server and is progressing towards completion

Note 1 to entry: See SAM-4.

3.1.49

Encapsulating Security Payload for SCSI

ESP-SCSI

method for transferring encrypted and/or integrity checked parameter data in Data-In Buffers and/or Data-Out
Buffers based on Encapsulating Security Payload (see RFC 4303)

Note 1 to entry: See 5.13.7.

3.1.50
Enforcement Manager class
commang security (see 5.13.6) class whose objects are, or an object that is consulted by the.Secure{ CDB
Processqr class (see 3.1.147) or Secure CDB Processor class objects to determine if the processing of a
command is permitted or prohibited
Note 1 to ¢ntry: The Enforcement Manager class is equivalent to the Policy Enforcement Point4n the policy model dgfined
by RFC 2753 and similar policy-based authorization standards.

Note 2 to éntry: See 5.13.6.4.

3.1.51
Error history I_T nexus
I_T nexus for which the device server has reserved access to the error history snapshot (see 3.1.52)

3.1.52
Error higtory snapshot
contents pf the error history at a specific point in time

Note 1 to éntry: See 5.5.2.

3.1.53
Extended CDB
XCDB
CDB thag contains another CDB and additional information to support extra processing (e.g., segurity
features)

Note 1 to entry: See 4.2.4.

3.1.54
EUI-48
48-bit identifier that is globally unique

Note 1 to eéntry: The IEEE maintains a tutorial describing EUI-48 at http://standards.ieee.org/develop/regauth/tut/euil pdf.

3.1.55
EUI-64
64-bit identifier that is globally unique

Note 1 to entry: The IEEE maintains a tutorial describing EUI-64 at http://standards.ieee.org/develop/regauth/tut/eui.pdf.

3.1.56

faulted I_T nexus

I_T nexus on which a CHECK CONDITION status was returned that resulted in the establishment of an ACA
Note 1 to entry: The faulted I_T nexus condition is cleared when the ACA condition is cleared.

Note 2 to entry: See SAM-5.
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group of one or more contiguous bits, a part of a larger structure such as a CDB (see 3.1.30) or sense data
(see 3.1.155)

3.1.58

hard reset
condition resulting from the events defined by SAM-5 in which the SCSI device performs the hard reset opera-

tions des

3.1.59

hashed essage authentication code

HMAC

cribed in SAM-5, this standard, and the applicable command standards

type of message authentication code that is calculated using the cryptographic hash function as. defin
FIPS 198-1 in combination with a secret key

3.1.60
host

SCSI deyice with the characteristics of a primary computing device

Note 1 to
auxiliary ¢
Note 2 to

3.1.61

bntry: A host is typically a personal computer, workstation, server, minicomputer, mainframe computer, or
bmputing device.

entry: A host includes one or more SCSI initiator devices.

IEEE company_id

synonym

3.1.62
I_T nexu

for OUI (see 3.1.99)

nexus befween a SCSI initiator port and a SCSI targetport

Note 1 to

3.1.63
L_T nexu
condition

entry: See SAM-5.

Is loss
resulting from the events defined by SAM-5

Note 1 to gntry: In response to this condition; the SCSI device performs the |_T nexus loss operations described in S

this stand

3.1.64

ird, and other applicable standards.

I_T_L nexus
nexus between a SCSlinitiator port, a SCSI target port, and a logical unit

ed in

AM-5,

Note 1 to entry: See-SAM-5.

3.1.65

I_T_L_Qj|néxus transaction

informatiomtramsferredbetweemrSESt pultb e aillyic tatastrocture-withdefimed-boundartes (c.g., art
mation unit)

3.1.66

idle power condition
power condition in which a device server is capable of completing the processing of all its supported
commands, except those that require the logical unit be in the active power condition (see 3.1.5) to be
capable of completing the command with GOOD status

Note 1 to entry: See 5.11.5.

infor-
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3.1.67

IKEv2-SCSI
Internet Key Exchange protocol version 2 for SCSI

Note 1 to entry: See 5.13.4.

3.1.68

IKEv2-SCSI keys
shared keys (see 3.1.159) used to provide security for IKEv2-SCSI operations (e.g., creation and deletion of

the SA)

Note 1 to entry: IKEv2-SCSI keys used after SA creation is complete are maintained in the MGMT_DATA SA parameter
(see 3.1.131).

Note 2 to

3.1.69

IKEv2-S(
CCS (se
3.1.67) S

3.1.70
informat
V)
delimited
subsyste

3.1.71
initiator
synonym

3.1.72
initiator
value by

3.1.73
initiator
name (s§
3.1.74
integrity

value us
based on

3.1.75

entry: The shared key names used by IKEv2-SCSI are listed in 5.13.4.4.

LSI CCS
e 3.1.36) that is the Key Exchange step and Authentication step, if any, of an IKEv2-SCSI
A creation transaction (see 3.1.128)

on unit
and sequenced set of information in a format appropriate fortransport by the service de

m (e.g., a CDB for a specific SCSI command)

bort
bus with SCSI initiator port (see 3.1.139)

bort identifier
which a SCSI initiator port (see 3.1.139) is‘referenced within a SCSI domain (see SAM-5)

pbort name
e 3.1.91) of a SCSI initiator pert

check value
bd to cryptographically validate the integrity of a specified set of bytes that contain specified
a shared key (see3.1.159)

internet assigned numbers authority

IANA
service

hat assigns and manages registries of code values (i.e., code points) for the IETF

http://ww

Lietf nrg) and other users of the pllhlif‘ internet (cnn h‘H‘p'//\AI\AI\AI iana nrg)

(see

ivery

data

(see

EXAMPLE: The IANA maintains code values used by Internet Key Exchange version 2 (IKEv2) at
https://www.iana.org/assignments/ikev2-parameters/ikev2-parameters.xhtml.

3.1.76

Internet protocol domain name
name of a computer or hierarchy of computers within the domain name system defined by the IETF (see RFC
1035 and RFC 1591)
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protocol number

coded value assigned to identify protocols that layer on the Internet protocol (see RFC 791)

EXAMPLE: The Internet protocol number assigned to the transmission control protocol (TCP, see RFC 793) is six.

Note 1 to entry: The IANA maintains a list of Internet protocol number assignments at
https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml.

3.1.78

key derivation function

KDF
algorith

that ic 1icad ta darive-crvntaoaranhic kevina-material from a2 sharad secret and other information
tHAHS tO-GoHY Fptegrapic«e\HhRg-HateHa+-Heha-SHarea Fe+—ahRa-eHe—HHoHRaHOh

3.1.79
least sig
LSB

<in a binary code> bit or bit position with the smallest numerical weighting in a group of bits’that, when

as a who

EXAMPLH — In the number 0001b, the bit that is set to one.

3.1.80

left-aligned

hificant bit

e, represent a numerical value

taken

type of figld containing ASCII data in which unused bytes are placed at the end of the field (i.e., highest gffset)

and are f|
Note 1 to

3.1.81
logical u

externally

a device
Note 1 to

3.1.82
logical u
LUACD
structure

LUN by which the logical unit is to ‘be accessed

Note 1 to

3.1.83
logical u
list of the

3.1.84
logical u
LUN
encoded

lled with ASCII space (20h) characters
bntry: See 4.3.1.

nit

server

entry: See SAM-5.

nit access control descriptor

within an ACE (see 3.1.2)that identifies a logical unit to which access is allowed and specifig

entry: See 8.3.1.3.3.

hit inventory
logical unit.hdmbers reported by a REPORT LUNS command (see 6.33)

r\it nuimber

64-bit identifier for a logical unit

Note 1 to entry: See SAM-5.

3.1.85
logical u
condition

nit reset
resulting from the events defined by SAM-5

addressable entity within a SCSI target device\that implements a SCSI device model and conptains

s the

Note 1 to entry: In response to this condition, the logical unit performs the logical unit reset operations described in SAM-5,
this standard, and other applicable standards.
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3.1.86
low power condition
any power condition other than the active power condition (see 5.11.4)

3.1.87

medium

physical entity that stores data in a nonvolatile manner (i.e., retained through a power cycle) in accordance
with commands processed by the device server

3.1.88

medium auxiliary memory
MAM
auxiliary memory residing in a volume (e.g., a tape cartridge) that is accessible to the device server

Note 1 to entry: See 7.4.

3.1.89

media changer
device thpt mechanizes the movement of volumes to and from the SCSI device that records on or readg from

the medi
Note 1 to eéntry: See SMC-3.

3.1.90
most significant bit
MSB
<in a binary code> bit or bit position with the largest numerical weighting in a group of bits that, when taklen as
a whole, fepresent a numerical value

EXAMPLH: In the number 1000b, the bit that is set to one.

3.1.91
name
label of an object that is unique within a specified.context and should never change

EXAMPLH: The term name and world wide identifier (WWWID) may be interchangeable.

3.1.92
network jaddress authority
NAA
field within a name (see 3.1.91) that specifies the format and length of that name

Note 1 to ¢ntry: See 7.8.6.6 and~FC-FS-3.

3.1.93
nexus
relationship between two SCSI devices, and the SCSI initiator port and SCSI target port objects within those
SCSI deyices

Note 1 to ¢ntry:,.See SAM-5.

3.1.94
non-volatile cache memory
cache memory (see 3.1.19) that retains data through any power cycle

3.1.95

nonce

value that is used one and only one time to provide uniqueness to a value (e.g., a secure cryptographic key)
in whose derivation it participates or to uniquely identify a single instance of something (e.g., a timestamp)
exchanged between an application client and a device server


https://iecnorm.com/api/?name=3b23ace84458f8212465ae8ab35722e0

ISO/IEC 14776-454:2018 © ISO/IEC 2018 -55-

3.1.96

null-padded

type of field in which unused bytes are placed at the end of the field (i.e., highest offset) and are filled with
ASCII null (00h) characters

Note 1 to entry: See 4.3.2.

3.1.97
null-terminated
type of field in which the last used byte (i.e., highest offset) is required to contain an ASCII null (00h) character

Note 1 to entry: See 4.3.2.

3.1.98
one
logical trye condition of a variable

3.1.99
organizationally unique identifier
oul
numeric identifier that is assigned by the IEEE such that no assigned identifiers arge identical
Note 1 to ¢ntry: OUl is equivalent to company_id or IEEE company_id.

Note 2 to eéntry: The IEEE prefers OUI for EUI-48 identifiers (see 3.1.54) and company/id for EUI-64 identifiers (seq
3.1.55). Hpwever, the numeric identifier is called an OUI when that identifier is asgsigned by the IEEE.

Note 3 to eéntry: The IEEE maintains a tutorial describing the OUI at http://standafds.ieee.org/develop/regauth/tut/eyi.pdf.

3.1.100
page

regular parameter structure or format used by several commands and identified with a value known as a|lpage
code

3.1.101
peripherpl device
object that connects to a logical unit

3.1.102
peripherpl device identifying information
value asEociated with a peripheraldevice accessed via the REPORT IDENTIFYING INFORMA[ION
commang (see 6.32) and SET IDENTIFYING INFORMATION command (see 6.43)

Note 1 to ¢ntry: See 5.6.

3.1.103
peripherpl device textidentifying information
UTF-8 (see 3.1.186).format string associated with a peripheral device accessed via the REPORT IDENTI-
FYING INFORMATION command (see 6.32) and SET IDENTIFYING INFORMATION command (see 6.43)

Note 1 to ¢ntry:See 5.6.

3.1.104
peripheral device type
synonym for device type (see 3.1.46)

3.1.105

persist through power loss

capability associated with some features that allows an application client to request that a device server
maintain information regarding that feature across power failures


https://iecnorm.com/api/?name=3b23ace84458f8212465ae8ab35722e0

ISO/IEC 14776-454:2018 © ISO/IEC 2018 - 56 -

3.1.106
persistent reservation holder
I_T nexus(es) that are allowed to release or change a persistent reservation without preempting it

Note 1 to entry: See 5.12.10.

3.1.107
plaintext
unencrypted bytes

3.1.108
power cycle
power befing removed from and Tater applied 1o a SCST device

3.1.109
power on
condition|resulting from the events defined by SAM-5 in which the SCSI device performs the‘power on dpera-
tions desgribed in SAM-5, this standard, and the applicable command standards

3.1.110
pre-sharpd key
shared ke¢y (see 3.1.159) that is established by a method outside the scope of\this standard prior to th¢ initi-
ation of the function that requires its use
Note 1 to e¢ntry: The requirements on pre-shared keys that are particular to this;standard are described in 5.13.4.3.4.

Note 2 to e¢ntry: Some of the RFCs referenced by this standard use the name pre-shared secret for the same infornjation
that this standard calls a pre-shared key.

3.1.11
primary target port asymmetric access state

characte]’istic that defines the behavior of a target port and’the allowable command set for a logical unitjwhen
commandls and task management functions are routed’through the target port maintaining that state

Note 1 to éntry: See 5.15.2.1.

3.1.112
primary target port group
set of target ports that are in the same primary target port asymmetric access state (see 3.1.111) at all times
Note 1 to éntry: See 5.15.2.1.

3.1.113
primary target port grouplasymmetric access state
primary target port asymmetric access state (see 3.1.111) common to the set of target ports in a primary farget
port group (see 3.1.112)

Note 1 to entry: See5,15.2.1.

3.1.114
protectign.information
one or more fields appended to each logical block that contain a CRC and device type specific information

Note 1 to entry: See SBC-3 and SSC-4.

3.1.115
protocol identifier
coded value used in various fields to identify the SCSI transport protocol to which other fields apply

Note 1 to entry: See 7.6.1.
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3.1.116
protocol

specific

requirement that is defined by a SCSI transport protocol standard (see 3.1.143)
Note 1 to entry: See SAM-5.

3.1.117
protocol

standard

synonymous with SCSI transport protocol standard (see 3.1.143)

3.1.118

proxy token

identifier
controls
Note 1 to

3.1.119
random
secure r3
significan

3.1.120
request
RFC
name giv|

3.1.121

registere
condition
comman
5.12.7),
(see 5.12

3.1.122
registran
|_T nexu

3.1.123
right-alig

or a logical unit that may be generated to share access to that logical unit in the presence of.a

entry: See 8.3.1.6.2.

honce
ndom number (see 4.4) that has a negligible chance of repeating and whose uses include pro
t uniqueness and randomness in cryptographic calculations

or comment

en to standards developed by the Internet Engineering Task Force

d

that exists for an |_T nexus following the successful'‘completion of a PERSISTENT RESERVE
| with a REGISTER service action, REGISTER'AND IGNORE EXISTING KEY service action

r REGISTER AND MOVE service action (sée 5.12.8) and lasting until the registration is ren
A1)

t
5 that is registered (see 3.1.121)

ned

type of figld containing ASCHdata in which unused bytes are placed at the start of the field (i.e., lowest g

and are f|
Note 1 to

lled with ASCII space (20h) characters
bntry: See 4.3,

3.1.124
relative j
identifier

Note 1 to emtry—Appticatio S

values.

port identifier
ora,SCSI port (see 3.1.140)

CCess

iding

ouT
(see
oved

ffset)

Note 2 to entry: See SAM-5.

3.1.125
relative i

nitiator port identifier

relative port identifier (see 3.1.124) for a SCSI initiator port (see 3.1.139)

3.1.126

relative target port identifier
relative port identifier (see 3.1.124) for a SCSI target port (see 3.1.142)
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3.1.127

ROD token
kind of token (see 3.1.178) that is a representation of data

Note 1 to entry: See 5.16.6.

3.1.128
SA creat

ion transaction

any sequence of SECURITY PROTOCOL IN commands (see 6.40) and SECURITY PROTOCOL OUT
commands (see 6.41) that is used to create an SA between an application client and device server

Note 1 to entry: A CCS (see 3.1.36) is a kind of SA creation transaction.

3.1.129

SA genefation

computa
3.1.152)

Note 1 to
command

Note 2 to

3.1.130
SA keys

ion and initialization of the SA parameter values (see 3.1.131) required to create”an’ SA

entry: SA generation is performed separately by the application client and device server aftepall SCSI
5 required to create an SA have been performed without error

entry: See 5.13.4.9.

shared keys (see 3.1.159) that are maintained in the USAGE_DATA SA parameter (see 3.1.131)

Note 1 to
parameter

Note 2 to

3.1.131

data).
entry: The shared key names used by IKEv2-SCSI are listed in,5.13.4.4.

SA parameters

parametg
Note 1 to
Note 2 to

3.1.132
SA partig
applicatig

3.1.133
salt byte

rs stored by both an application client and a device server
entry: SA parameters are associated with one SA (see 3.1.152) and identified by a pair of SAls (see 3.1.1
bntry: See 5.13.2.2..

Lipant
n client or device server that'participates in the creation or use of an SA (see 3.1.152)

sequencfof bytes whosetontents are unpredictable in advance of their use

Note 1 to
cryptograp

3.1.134
saturatin

bntry: Salt bytes\are kept secret prior to their use, and disclosed during their use (e.g., bytes added to a
hic operatiahito increase the entropy in the result (see RFC 4106)).

g«counter

entry: SA keys are used to provide security for the operations that use‘the SA (e.g., encryption of command

(see

counter t

hat remains at its maximum value after reaching its maximum value

3.1.135

SCSI device
device that contains one or more SCSI ports that are each connected to a service delivery subsystem and

supports

a SCSI application protocol

Note 1 to entry: See SAM-5.
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3.1.136

SCSI device name

name (see 3.1.91) of a SCSI device that is world wide unique within the protocol of a SCSI domain (see
3.1.137) in which the SCSI device has SCSI ports (see 3.1.140)

Note 1 to entry: The SCSI device name may be made available to other SCSI devices or SCSI ports in protocol specific
ways.

Note 2 to entry: See SAM-5.

3.1.137
SCSI domain
interconnection of two or more SCSI devices and a service delivery subsystem

3.1.138
SCSl initiator device
SCSI deyice (see 3.1.135) containing application clients (see 3.1.10) and SCSI initiator ports,(see’3.1.139)
Note 1 to eéntry: SCSI initiator devices originate device service and task management requests (see SAM-5) to be
processed by a SCSI target device (see 3.1.141) and receive device service and task managementrésponses from|[SCSI
target devices.

Note 2 to eéntry: See SAM-5.

3.1.139
SCSil inifiator port
SCSil initiator device (see SAM-5) object that acts as the connection between application clients and a s¢rvice
delivery gubsystem through which requests and responses are routed

Note 1 to ¢ntry: See SAM-5.

3.1.140
SCSI port
SCSl initiator port (see 3.1.139) or SCSI target port (see*3:1.142)

3.1.141
SCSiI target device
SCSI deyvice (see 3.1.135) containing logical-units (see 3.1.81) and SCSI target ports (see 3.1.142)

Note 1 to entry: SCSI target devices receive device service and task management requests (see SAM-5) for procesfsing
and send flevice service and task management responses to SCSI initiator devices.

Note 2 to eéntry: See SAM-5.

3.1.142
SCSI target port
target part

SCSI tanget device-(see SAM-5) object that acts as the connection between device servers and task
managerg and a service delivery subsystem through which requests and responses are routed

Note 1 to eéntry: See.SAM-5.

3.1.143
SCSI transport protocol standard
SCSI standard that defines a SCSI transport protocol (e.g., FCP-4, SPL-3, SRP, or SBP-3)

3.1.144

secondary target port asymmetric access state

characteristic indicating a condition that affects the way in which an individual target port participates in its
assigned primary target port group (see 3.1.112)

Note 1 to entry: See 5.15.2.1.
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secondary target port group
one or more target ports that are in the same secondary target port asymmetric access state (see 3.1.144)

Note 1 to

3.1.146

entry: See 5.15.2.1.

Secure CDB Originator class
command security (see 5.13.6) class whose objects are, or an object that is an application client that origi-

nates se
Note 1 to

3.1.147

cure CDBs
entry: See 5.13.6.2.

Secure GDB Processor class
commang security (see 5.13.6) class whose objects are, or an object that is a device server that'proc
secure CPBs

Note 1 to

3.1.148

entry: See 5.13.6.3.

Secure Gontent Storage Association

SCSA

organizafion that develops specifications for protecting digital media content

Note 1 to

3.1.149

entry: See http://www.vidity.com.

Secure Digital Card Association

SD Card

organizafion that establishes and maintains standards for secure digital memory card applications

Note 1 to

3.1.150

entry: See http://www.sdcard.org/.

secure hlash algorithm

SHA
secure h

3.1.151

ash algorithm (e.g., SHA-1) defined in FIPS 180-4, Secure Hash Standard (SHS)

secure random number
random rlumber that is generated in'ways that protect it from security attacks

Note 1 to

3.1.152

entry: See 4.4.

security f[association

SA
relations

to apply
Note 1 to

3.1.153

ecurity functions (e.g., integrity checking, encryption) to data that is transferred in either directi

pSSes

used
ol

{ip and-associated security processing between an application client and a device server that is

ntry: See 5.13.2.

security association index

SAl

number representing the parameters for an SA as stored internally by the application client or device server

Note 1 to
Note 2 to

entry: In other security models, this value is called the security parameters index (SPI).
entry: See 5.13.2.
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3.1.154

Security Manager class

command security (see 5.13.6) class whose objects maintain, or an object that maintains information about
which secure CDBs may be originated by which secure CDB originator (see 3.1.146) application clients to
which secure CDB processor (see 3.1.147) device servers

Note 1 to entry: The Security Manager responds to requests to allow the origination of secure CDBs from secure CDB
originator application clients, and updates secure CDB permissions and prohibitions in appropriate enforcement manager
(see 3.1.50) members.

Note 2 to entry: The Security Manager is equivalent to the Policy Decision Point in the policy model defined by RFC 2753
and similar policy-based authorization standards.

Note 3 to entry: See 5.13.6.5.

3.1.155
sense d3ta
data des¢ribing an error, exceptional condition, or completion information

Note 1 to éntry: A device server delivers sense data to an application client in the same |_T_L_Q nexus-transaction|(see
3.1.65) as|the status or as parameter data in response to a REQUEST SENSE command (see 6,39);

Note 2 to ¢ntry: See 4.5.

3.1.156
sense kgy
contents pf the SENSE KEY field in sense data (see 4.5)

3.1.157
service gction
extension of the operation code (see 4.2.5.1) used to define a_ cemmand

Note 1 to entry: See 4.2.5.2.

3.1.158
service delivery subsystem
that part pf a SCSI domain that transmits service_requests to a logical unit or SCSI target device and rgturns
logical un)it or SCSI target device responses to @ SCSI initiator device

Note 1 to entry: See SAM-5.

3.1.159
shared key
SK
cryptographically protected secret (e.g., with more randomness (see RFC 4089) than a password) that is
known only to a defined and limited set of entities (e.g., one application client and one device server)

Note 1 to ¢ntry: The shared key names used by IKEv2-SCSI are listed in 5.13.4.4.

3.1.160
SK_ai
shared key (seé 3.1.159) used for integrity checking data in a Data-Out Buffer (e.g., integrity checking the
Encryptgd\payload in an IKEv2-SCSI Authentication step SECURITY PROTOCOL OUT command (see
5.13.4.7.2))

3.1.161

SK_ar

shared key (see 3.1.159) used for integrity checking data in a Data-In Buffer (e.g., integrity checking the
Encrypted payload in an IKEv2-SCSI Authentication step SECURITY PROTOCOL IN command (see
5.13.4.7.3))
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3.1.162
SK_d

shared key (see 3.1.159) KDF input material use to generate the shared keys stored in the KEYMAT SA
Parameter (see 3.1.131)

3.1.163
SK_ei

shared key (see 3.1.159) used for encrypting data in a Data-Out Buffer (e.g., encrypting the Encrypted
payload in an IKEv2-SCSI Authentication step SECURITY PROTOCOL OUT command (see 5.13.4.7.2))

3.1.164
SK_er

shared kaLy (see 3.1.159) used for encrypting data in a Data-In Buffer (e.g., encrypting the Encrypted pa

in an IKE|

3.1.165
SK_pi
shared k
5.134.7.

3.1.166
SK_pr
shared K
5.13.4.7.

3.1.167
standby

power condition in which a device server is capable of completing the processing of all its supp
s, except those that require the logical unit be\in the idle power condition (see 3.1.66) or active
power condition (see 3.1.5) to be capable of completing, the command with GOOD status

comman

Note 1 to

3.1.168
status
one byte
server to

Note 1 to

3.1.169
storage
SNIA

organization that dévelops and promotes standards for storage management and other storage-rg

functions
Note 1 to

3.1.170
system

v2-SCSI Authentication step SECURITY PROTOCOL IN command (see 5.13.4.7.3))

by (see 3.1.159) used to construct the IKEv2-SCSI Data-Out Buffer Autheftication payload
?)

ey (see 3.1.159) used to construct the IKEv2-SCSI Data-In.Buffer Authentication payload
B)

power condition

bntry: See 5.11.6.

of response information that.contains a coded value defined in SAM-5, transferred from a d
an application client upon completion of each command

entry: See SAM-5.

networking industry association

entry; See http://www.snia.org/.

yload

(see

(see

orted

evice

lated

one or more SCSI domains operating as a single configuration

3.1.171

target port asymmetric access state
primary target port asymmetric access state (see 3.1.111) or secondary target port asymmetric access state
(see 3.1.144)
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3.1.172

target port group
primary target port group (see 3.1.112) or secondary target port group (see 3.1.145)

3.1.173

target port identifier
value by which a SCSI target port (see 3.1.142) is referenced within a SCSI domain (see SAM-5)

3.1.174

target port name
name (see 3.1.91) of a SCSI target port

3.1.175

task set
group of
queuing)
Note 1 to
Note 2 to

3.1.176
TCP porf
one of th

Note 1 to ¢
port numb,

3.1.177

and ACA rules
bntry: The Control mode page (see 7.5.8) defines management capabilities for task setst
entry: See SAM-5.

numbers
b data necessary to establish a TCP connection

entry: TCP port numbers may be assigned to protocols that layer on TCP-by IANA. IANA maintains a list o
er assignments at http://www.iana.org/assignments/port-numbers.

third-panty command

comman
devices

i sent to one SCSI device requesting that an gperation be performed involving two other

EXAMPLH: The EXTENDED COPY command may perforin-copy operations between two or more SCSI devices n

which are

3.1.178
token
represen

3.1.179
Trusted
TCG
organiza
security {
Note 1 to

3.1.180

the SCSI device to which the EXTENDED COPY command was sent.

ation of a collection of data (e:g:, management data, security data)

Computing Group

bchnologies
entry: Seehitps://www.trustedcomputinggroup.org.

unboundeddata counter log parameter
log parameter that contains one or more saturating counter values (see 3.1.1734) or wrapping counter values
(see 3.1.190) that do not affect other log parameters in the same log page and for which the establishment of
thresholds is not allowed

Note 1 to entry: See 7.3.2.2.2.3.

3.1.181

commands within a logical unit, whose interaction is dependent on the task managemenf] (i

TCP

SCSI

bne of

tion that develops and promotes open standards for hardware-enabled trusted computing and

unit attention condition
asynchronous status information that a logical unit establishes to report to the initiator ports associated with
one or more |_T nexuses

Note 1 to entry: See SAM-5.
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3.1.182

universal time

uTt

time at longitude zero, colloquially known as Greenwich Mean Time

Note 1 to entry: See http://aa.usno.navy.mil/fag/docs/UT.php.

3.1.183
URI Schemes
syntax specifications for UTF-8 (see 3.1.186) format strings that identify resources (see RFC 3986)

Note 1 to entry: IANA maintains a list of schemes for URI and URL names at:
https://www.iana.org/assignments/uri-schemes/uri-schemes.xhtml.

3.1.184
user data
data confained in logical blocks (e.g., see SBC-3) that is not protection information (see 3.1.114)

Note 1 to éntry: Each command standard (see 3.1.31) may provide its own definition of user data.

3.1.185
user datI segment
contiguouis sequence of logical blocks

Note 1 to eéntry: See SBC-3.

3.1.186
UTF-8
charactel set that is a transformation format of the character set defined by ISO 10646

Note 1 to éntry: See RFC 2279.

3.1.187
volatile gache memory
cache memory (see 3.1.19) that does not retain datacthrough power cycles

3.1.188
well known logical unit

logical un)it that only does specific functions-in a SCSI target device

Note 1 to eéntry: Well known logical units allow an application client to issue requests to receive and manage specifi
informatiop usually relating to a SCSI target device.

Note 2 to entry: See clause 8 and SAM-5.

3.1.189
word
sequenceg of 16 contiguous bits considered as a unit

3.1.190
wrapping counter
counter that'wraps back to zero after reaching its maximum value

3.1.191
zero
logical false condition of a variable

3.1.192

zero-padded

type of field in which unused bytes are placed at the end of the field (i.e., highest offset) and are filled with
zeros

Note 1 to entry: See 4.3.2.
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3.2 Abbreviations and symbols

3.2.1 Abbreviations

Abbreviations used in this standard:

Abbreviation

Meaning

AAD Additional Authenticated Data (see 3.1.6)

ACE Access Control list Entry (see 3.1.2)

ACL Access Control List (see 3.1.1)

ACA Auto-Contingent-Allegiance(see-3-1-13)

ADC-3 Automation/Drive Interface - Commands - 3 (see bibliography)
ADT-2 Automation/Drive Interface - Transport Protocol - 2 (see bibliography)
AE$ Advanced Encryption Standards

AE$-GCM Advanced Encryption Standard - Galois Counter Mode (see RFC 4106)
ASC Additional Sense Code (see 4.5)

ASCII American Standard Code for Information Interchange

ASCQ Additional Sense Code Qualifier (see 4.5)

ASN.1 Abstract Syntax Notation One

ATA AT Attachment (see www.t13.0rg)

ATAPI AT Attachment with Packet Interface (see www.t13.0rg)

CbCS Capability-based Command Security (see 5.13:6.7)

CCp Cryptographic Command Sequence (see 3:1.36)

CDB Command Descriptor Block (see 3.1.30)

CFA CompactFlash Association

CRLC Cyclic Redundancy Check

CSCD Copy Source or Copy Destination-(see 3.1.35)

CSE Communications Security Establishment Canada

D_ID Destination Identifier (defihed in FC-FS-3)

ECP Elliptic Curve group modulo Prime (see RFC 4753)

ECDSA Elliptic Curve Digital\Signature Algorithm (see RFC 4754)
ESIP-SCSI Encapsulating Security Payload for SCSI (see 3.1.49)

EU[-48 Extended Unigque Identifier, a 48-bit globally unique identifier (see 3.1.54)
EUl-64 Extended-Unique Identifier, a 64-bit globally unique identifier (see 3.1.55)
FC{FS-3 Fibre Channel Framing and Signaling Interface - 3 (see clause 2)
FCILS-2 Fibre.Channel Link Services - 2 (see clause 2)

FC{SP-2 Eibre Channel Security Protocols - 2 (see clause 2)

FCPP-4 Fibre Channel Protocol for SCSI - 4 (see clause 2)

FIPS Federal Information Processing Standard

HMAC Hashed Message Authentication Code (see 3.1.59)

HTTP Hypertext Transfer Protocol (see RFC 2616)

IANA Internet Assigned Numbers Authority (see 3.1.75)

1D Identifier or ldentification

IEEE Institute of Electrical and Electronics Engineers

IKEv2 Internet Key Exchange version 2

IP Internet Protocol

IPv4 Internet Protocol version 4

IPv6 Internet Protocol version 6

iISCSI Internet SCSI

1] Information Unit

KDF Key Derivation Function (see 3.1.78)

LBA Logical Block Address



https://iecnorm.com/api/?name=3b23ace84458f8212465ae8ab35722e0

ISO/IEC 14776-454:2018 © ISO/IEC 2018 - 66 -

Abbreviation Meaning

LID1 List Identifier is 1 byte (i.e., a third-party copy command with a one-byte LIST IDENTI-
FIER field)

LID4 List Identifier is 4 bytes (i.e., a third-party copy command with a four-byte LIST IDEN-
TIFIER field)

LSB Least Significant Bit (see 3.1.79)

LUACD Logical Unit Access Control Descriptor (see 3.1.82)

LUN Logical Unit Number (see 3.1.84)

MAC Message Authentication Code

MAM Medium Auxiliary Memory (see 3.1.88)

M = i =

MQDP Modular exponential (see RFC 3526)

MS Most Significant Bit (see 3.1.90)

N Network Address Authority (see 3.1.92)

OCRW SCSI Specification for Optical Card Reader/Writer

0S Object-based Storage Devices Commands

ou Organizationally Unique Identifier (see 3.1.99)

PK Public Key Infrastructure (see RFC 5280 and RFC 6818)

PRF Pseudo-Random Function (see RFC 4306)

RAID Redundant Array of Independent Disks

RBC SCSI Reduced Block Commands (see bibliography:)

RDMA Remote Direct Memory Access (see SRP)

RFC Request For Comments (see 3.1.120)

ROpP Representation Of Data (see 5.16.6)

SA Security Association (see 3.1.152)

SA Security Association Index (see 3:1.153)

SAM-2 SCSI Architecture Model - 2 (see)bibliography)

SAM-4 SCSI Architecture Model - 4 (see clause 2)

SAM-5 SCSI Architecture Model -'5 (see clause 2)

SAB-2 Serial Attached SCSI 2 (see clause 2)

SAT-3 SCSI / ATA Translation -3 (see clause 2)

SAUT SA Usage Types(see 7.7.3.5.14)

SB(C-2 SCSI Block Cammands - 2 (see clause 2)

SB(C-3 SCSI Block:*Commands - 3 (see clause 2)

SB(C-4 SCSI Block Commands - 4

SBP-3 Serial\Bus Protocol - 3 (see clause 2)

SCC-2 SCSI Controller Commands - 2 (see clause 2)

SCHA Secure Content Storage Association (see 3.1.148)

SC§HI Small Computer System Interface

SEp-2 SCSI Enclosure Services - 2 (see bibliography)

SEB-3 SCSI Enclosure Services - 3 (see bibliography)

SHA-A1 Secure Hash Algorithm, 160 bits (see 3.1.150)

SHA-256 SeeureHash-Algerithm256-bits{see-3-4-456}

SHA-384 Secure Hash Algorithm, 384 bits (see 3.1.150)

SHA-512 Secure Hash Algorithm, 512 bits (see 3.1.150)

SK Shared Key (see 3.1.159)

SMC-3 SCSI Media Changer Commands -3

SNIA Storage Networking Industry Association (see 3.1.169)

SPC-2 SCSI Primary Commands - 2 (see clause 2)

SPC-3 SCSI Primary Commands - 3 (see clause 2)

SPC-4 SCSI Primary Commands - 4 (this standard)

SPI-5 SCSI Parallel Interface - 5 (see clause 2)
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Abbreviation

Meaning

SPL-2 SAS Protocol Layer - 2 (see bibliography)
SPL-3 SAS Protocol Layer - 3 (see clause 2)
SRP SCSI RDMA Protocol (see clause 2)
SSC-4 SCSI Stream Commands - 4 (see clause 2)
TCG Trusted Computing Group (see 3.1.179)
TCP Transmission Control Protocol (see RFC 793)
UFS Universal Flash Storage (developed by JEDEC)
UML Unified Modeling Language (developed by OMG)
URI Uniform Resource Identifier (see RFC 3986 and 3.1.183)
URFE Oniform Resource Locator (see RFC 3986 and 3.1.183)
uT Universal time (see 3.1.182)
usB Universal Serial Bus
USB-3 Universal Serial Bus - 3
VPD Vital Product Data (see 7.8)
VPG Video Performance Guarantee Profile 1
VS Vendor Specific (see 3.3.12)
XCDbB Extended CDB (see 3.1.53)
ZBC Zoned Block Commands (see clause 2)
3.2.2 Symbols

Symbols Jused in this standard:

Symbol
|

n/a
X, XX
&
N

Meaning

concatenation

not applicable

any valid value for a bit orfield

grammatical and

segment descriptor trafdsfer data (see 3.7.5)

3.2.3 Mathematical operators

Mathemdtical operators used in this standard:

Mathematical
operator

+

Meaning
plus

minus
divided by
multiplied by

1 thaon

# OV VIAA X N

less than or equal to
greater than

greater than or equal to
not equal to
concatenation
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3.3 Keywords

3.31

invalid

keyword used to describe an illegal or unsupported bit, byte, word, field or code value

Note 1 to entry: Receipt by the device server of an invalid bit, byte, word, field or code value shall be reported as an error.

3.3.2
mandatory
keyword indicating an item that is required to be implemented as defined in this standard

3.3.3
may
keyword |ndicating flexibility of choice with no implied preference

3.34
may not
keyword |ndicating flexibility of choice with no implied preference

3.3.5
obsolete
keyword |ndicating that an item was defined in prior SCSI standards but has\been removed from this stapdard

3.3.6
option, gptional
keywordg that describe features that are not required to be implemented by this standard

Note 1 to ¢ntry: If any optional feature defined by this standard is implemented, then it shall be implemented as defifped in
this standard.

3.3.7
prohibited
keyword Jused to describe a feature, function, or coded value that is defined in a non-SCSI standard (|.e., a
standard|that is not a member of the SCSI family of standards) to which this standard makes a nornpative
referencg where the use of said featurefunction, or coded value is not allowed for implementations of this
standard

3.3.8
reserved
keyword referring to bits, bytes; words, fields and code values that are set aside for future standardizatign

Note 1 to éntry: A reserved bit/ byte, word or field shall be set to zero, or in accordance with a future extension to th
standard.

7]

Note 2 to ¢ntry: Regipiénts are not required to check reserved bits, bytes, words or fields for zero values.
Note 3 to entry: Receipt of reserved code values in defined fields shall be reported as an error.

3.3.9
restricted
keyword referring to bits, bytes, words, and fields that are set aside for other identified standardization
purposes

Note 1 to entry: A restricted bit, byte, word, or field shall be treated as a reserved bit, byte, word or field in the context
where the restricted designation appears.

3.3.10
shall
keyword indicating a mandatory requirement

Note 1 to entry: Designers are required to implement all such mandatory requirements to ensure interoperability with other
products that conform to this standard.
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3.3.11
should

keyword indicating flexibility of choice with a strongly preferred alternative

3.3.12

vendor specific (VS)
something (e.g., a bit, field, code value) that is not defined by this standard

Note 1 to entry: Specification of the referenced item is determined by the SCSI device vendor and may be used differently

in various

implementations.

3.4 Cor

Certain W

ventions

These words and terms are defined either in 3.1 or in the text where they first appear. Namés'of comm

statuses,
is used fq

If there
SENSE(
MODE S

The nam
of acrony
contents
instead o
When thq

Lists seq

EXAMPLE
r
A
B
b
9

Lists seq
EXAMPLH
1) t

3)

sense keys, and additional sense codes are in all uppercase (e.g., REQUEST SENSE). Lowe
r words having the normal English meaning.

s more than one CDB length for a particular command (e.g., MODE'SENSE(6) and M
0)) and the name of the command is used in a sentence without any €DB length descriptor

ms, uppercase letters may be used for readability (e.g., NORMACA). Normal case is used whg
of a field are being discussed. Fields containing only one bit are usually referred to as the nar
f the name field.

value of the bit or field is not relevant, x or xx appears in place of a specific value.

lenced by lowercase or uppercase letters, show no ordering relationship between the listed iten
1 — The following list shows no relationship,between the colors named:

bd, specificity one of the following celers:

) crimson; or

) amber;

ue; or
reen.

lenced by numbers-show an ordering relationship between the listed items.
2 — The following list shows the order in which a page is meant to be read:
p;

iddle; and
ottam.

ords and terms used in this standard have a specific meaning beyond the normal English meaning.

ands,
Fcase

ODE
(e.g.,

ENSE), then the condition described in the sentence applies to all CBB lengths for that command.

bs of fields are in small uppercase (e.g., ALLOCATION LENGTH).‘When a field name is a concatenation

n the
he bit

nsS.

Lists are associated with an introductory paragraph or phrase, and are numbered relative to that paragraph or

phrase (i.

e., all lists begin with an a) or 1) entry).

If a conflict arises between text, tables, or figures, the order of precedence to resolve the conflicts is text; then
tables; and finally figures. Not all tables or figures are fully described in the text. Tables show data format and
values. Notes do not constitute any requirements for implementors.
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3.5 Numeric and character conventions

3.5.1 Numeric conventions

A binary number is represented in this standard by any sequence of digits comprised of only the Arabic
numerals 0 and 1 immediately followed by a lower-case b (e.g., 0101b). Underscores or spaces may be
included in binary number representations to increase readability or delineate field boundaries (e.g.,
001011010b or 0_0101_1010b).

A hexadecimal number is represented in this standard by any sequence of digits comprised of only the Arabic

numeralg 0 through 9 and/or the upper-case English lefters A through F immediately Tollowed by a lower
h (e.g., FA23h). Underscores or spaces may be included in hexadecimal number representations toNnc

readabili

A decim{
numerals

A range
included
the range

This stan

a) t
b) t
c) t
d) t

Table 1 s

A decima
point is a
2/3 and 1

or delineate field boundaries (e.g., B FD8C FA23h or B_FD8C_FA23h).

I number is represented in this standard by any sequence of digits comprised of only the A
0 through 9 not immediately followed by a lower-case b or lower-case h (e.g., 25).

Of numeric values is represented in this standard in the form “a to z”, Wwhere a is the first
n the range, all values between a and z are included in the range, and.z is the last value includ
(e.g., the representation “Oh to 3h” includes the values Oh, 1h, 2h, and.3h).

dard uses the following conventions for representing decimal numbers:
ne decimal separator (i.e., separating the integer and fractional portions of the number) is a per
e thousands separator (i.e., separating groups of threg\digits in a portion of the number) is a s
e thousands separator is used in both the integer partion and the fraction portion of a number
e decimal representation for a year is 1999 not 1:999.

hows some examples of decimal numbers represented using various conventions.

Table 1 — Numbering conventions examples

French English This standard
0,6 0.6 0.6
3,140°592 65 | 3.14159265 3.141 592 65
1000 1,000 1000
1323 462,95 | 1,323,462.95 1323 462.95

I number represented in this standard with an overline over one or more digits following the de
number where the overlined digits are infinitely repeating (e.g., 666.6 means 666.666 666... d
2.142.857'means 12.142 857 142 857... or 12 1/7).

-rcase
[ease

rabic

value

edin

jod;
pace;
and

cimal
r 666

3.5.2Un

ts of measure

This standard represents values using both decimal units of measure and binary units of measure. Values are
represented by the following formats:

a) for values based on decimal units of measure:

1

) numerical value (e.g., 100);

2) space;
3) prefix symbol and unit:

1) decimal prefix symbol (e.g., M) (see table 2); and
2) unit abbreviation (e.g., B);
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and

b) for values based on binary units of measure:
numerical value (e.g., 1 024);

1)

2) space;

3)

prefix symbol and unit:

1) binary prefix symbol (e.g., Gi) (see table 2); and
2) unit abbreviation (e.g., b).

Table 2 compares the prefix, symbols, and power of the binary and decimal units.

Table 2 — Comparison of decimal prefixes and binary prefixes

Decimal Binary

Prefix Prefix Power Prefix Prefix Power
hame symbol (base-10) name symbol (base-2)
kilo k 103 kibi Ki 210
mega M 108 mebi Mi 220
giga G 10° gibi Gi 230
tera T 1012 tebi Ti 240
peta P 101° pebi Pi 250
exa E 1018 exbi Ei 260
zetta z 1021 zebi Zi 270
yotta Y 1024 yobi Yi 280

3.5.3 Byte encoded character strings conventions

When thi

are enclo
that are r
are show|

An ASCI

The enca
the charg

EXAMPLE

represent
65h 76h 6

bh 63h"65h.

- Using thenotation described in this subclause, stating that the eleven ASCII characters ‘SCSI device’
encoded Characters is the same as writing out the following sequence of byte values: 53h 43h 53h 49h 20h 64h

5 standard requires one or more bytes to‘Contain specific encoded characters, the specific charicters
sed in single quotation marks. The single quotation marks identify the start and end of the char

bquired to be encoded but are notthemselves to be encoded. The characters that are to be en¢oded
h in the case that is to be encoded.

cters

space character (i.e., 20h))may be represented in a string by the character ‘-’ (e.g., ‘SCSI—deyice’).

ded characters and-+the single quotation marks that enclose them are preceded by text that spgcifies
cter encoding methodology and the number of characters required to be encoded.

3.6 Bit and byte ordering

This subclause describes the representation of fields in a table that defines the format of a SCSI structure
(e.g., the format of a CDB).

If a field consists of more than one bit and contains a single value (e.g., a number), the least significant bit
(LSB) is shown on the right and the most significant bit (MSB) is shown on the left (e.g., in a byte, bit 7 is the
MSB and is shown on the left, and bit 0 is the LSB and is shown on the right). The MSB and LSB are not
labeled if the field consists of 8 or fewer bits.
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If a field consists of more than one byte and contains a single value, the byte containing the MSB is stored at
the lowest address and the byte containing the LSB is stored at the highest address (i.e., big-endian byte
ordering). The MSB and LSB are labeled.

If a field consists of more than one byte and always contains multiple fields each with their own values (e.g., a
descriptor), then there is no MSB and LSB of the field itself and thus there are no MSB and LSB labels. Each
individual field has an MSB and LSB that are labeled as appropriate in the table, if any, that describes the
format of the sub-structure having multiple fields.

If a field that consists of more than one byte contains either multiple fields each with their own values or a
single value, then:

the MSB and LSB are labeled and they apply as described in this subclause whenevern. thg field
gontains a single value; and

b) the labels on constituent fields supersede the single value labels whenever the field cantains multiple
fields.

a)

If a field ¢ontains a text string (e.g., ASCII or UTF-8), the MSB label is the MSB of the’first character and the
LSB labe] is the LSB of the last character.

When required for clarity, multiple byte fields may be represented with only two\rows in a table. This condition
is repres¢nted by values in the byte number column not increasing by one irneach subsequent table row, thus
indicating the presence of additional bytes.
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3.7 Notation conventions

3.7.1 Notation for procedure calls

In this standard, the model for functional interfaces between objects is a procedure call. Such interfaces are
specified using the following notation:

[Result =] Procedure Name (IN ([input-1] [,input-2] ...]), OUT ([output-1] [,output-2] ...))

Where:

Outp

This nota
require g
associatg
The follo

Foun

Where:

Foun

Input Arg

Patte

Iltem

d = Flag

uments:

|ist = ftem<NN>

Result:

Procedure Name:

put-1, Input-2, ...:

ut-1, Output-2, ...

"I

ving is an example of a procedure call specification:

d = Search (IN (Pattern, Item List), OUTy({Item Found]))

Flag: if set to one (indicates that a matching item was located.

n=... /* Definition of Pattern argument */
Argument containing the search pattern.

A single value representing the outcome of the procedure call.
A descriptive name for the function modeled by the procedure call. When the

procedure call model is used to describe a SCSI transport protocol service, the
procedure name is the same as the service name.

A comma-separated list of names identifying caller-supplied input arguments.

A comma-separated list of names identifying output-arguments to be returng¢d by
the procedure call.

Brackets enclosing optional or conditionalarguments.

tion allows arguments to be specified as inputs and‘Qutputs. An interface between entitie§ may
nly inputs. If a procedure call has no output arguments, the word OUT, preceding commg, and
d pair of balanced parentheses are omitted.

/* Definition of Item List as an array of NN Iltem arguments*/
Contains the items to be searched for a match.

Output Arguments:

Item

Found = ltem ...

/* Item located by the search procedure call */
This argument is only returned if the search succeeds.
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3.7.2 Notation for state diagrams

All state diagrams use the notation shown in figure 2.

S0: State 0 S1: State 1
— State1 -
g State 0 —
State 0 —p»
Transition destination labels

Figure 2 — Example state diagram
The statd diagram is followed by subclauses describing the states and\state transitions.

Each stafe and state transition is described in the list with particdlar attention to the conditions that cauge the
transition|to occur and special conditions related to the transition!

A system| described in this manner has the following properties:

a) time elapses only within discrete states; and
b) state transitions are logically instantaneaus.
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3.7.3 Notation for flowcharts

This standard uses flowcharts that ISO 5807:1985 defines as program flowcharts. Figure 3 shows an example
flowchart.

Start

L

Process
‘ Yes —>@
o 3
Process End

Figure 3 — Example flowchart

The folloyving types of symbols are shown in<figure 3:

a) dtermination (e.g., start and end) symbol;
b) g process symbol;

c) g decision symbol; and

d) qreference (e.g., 1 and\2) symbol.

A termingtion symbol shows the starting point for the flowchart or the ending point for the flowchart.

A procesg symbol shows any kind of processing function that occurs as a result of entering this conditior) from
a previous symbol.

A decisign symbol shows a point in the progression of the flowchart from which there is more than ong exit

'b'I't £ hiak. 1 + fafiadd L il A HH <l Tbad H Y o 2l . bal
pOSSI I I ) VT WITTortT Ullly VTG To odluolicu IJy UTS CUTTUTUUVUTT UTOUTNTVTU WILTTITT TS UTUIoTUTT DyIIIU\JI.

A reference symbol shows a connection to or from another flowchart and has the same number in both the
source flowchart and destination flowchart.

3.7.4 Notation for UML figures

3.7.4.1 Overview

This standard contains class diagram figures that use notation that is based on UML.
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Some class diagrams contain constraints or notes that use the notion shown in table 3.

Table 3 — Class diagram constraints and notes notation

Notation Description

AN The presence of the curly brackets defines constraint that

{constraint text} is a normative requirement. An example of a constraint is

shown in figure 4.

note text

|;7

The absence of curly brackets defines a note that is infor-
mative. An example of a note is shown in figure 6.

The notafion used to denote multiplicity of instances of classes and attributes in class diagrams is sho

table 4.

Table 4 — Class diagram multiplicity notation

Notation

Description

not specified

The number of instances of a class or an attribute is not specified.

1

One instance of the class or attribute exists:

0.”* Zero or more instances of the class ar attribute exist.
1.* One or more instances of the class‘er attribute exist.
0.1 Zero or one instance of the class or attribute exists.
n..m n to m instances of the class or attribute exist (e.g., 2..8).
X,n..m Multiple disjoint instances of the class or attribute exist (e.g., 2, 8..15).

Class diggrams show:

a)
b)

OoOomrs o =

vo or more classes (see 3.7.4:2); and

ne or more of the following‘relationships between them:
) association (see 3.7.4.3);

) aggregation (see3\7.4.4);

) generalization (see 3.7.4.5); and

) dependency (s¢e 3.7.4.6).

wn in
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3.7.4.2 Class notation

The notation used for classes is shown in table 5.

Table 5 — Class diagram notation for classes

Notation Description

Class Name

Class Name

Class Name

A class with no attributes or operations

Class Name

Class Name

Attribute01[1]
Attribute02[1]

Attribute01[1]
Attribute02[1]

A class with attributes andine’operation

Class Name

A class Wwith operations and no attributgs

Operation01()
Operation02()

Class Name
Attribute01[d]
Attribute02] 1]

Operation01()
Operation02()

A class with attributes and operations

Class Name
Attribute01[1..*]

A class with attributes that have a

Attribute02[1] specified multiplicity (see table 4 in
Operation01/() 3.7.4.1) and operations
Operation02()

3.7.4.3 Class association relationships notation

The notation used to denote association (i.e., "knows about") relationships between classes is shown in|table
6. Unlesq the'two classes in an association relationship also have an aggregation relationship (see 3.4.4.4),
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association relationships have multiplicity notation (see table 4 in 3.7.4.1) at each end of the relationship line.

Table 6 — Class diagram notation for associations

Notation

Description

Class

I

association name

1.7 0..1

multiplicity notation

Class B

(see ta:m

Class A knows about Class B (i.e., read as "Class
A association name Class B") and Class B knows
about Class A (i.e., read as "Class B association
name Class A")

Class B knows about Class A (i.e., read as "Class

Clags A r Class B B knows about Class A") but Class A does not
1 0.1 know about Class B
role name Class A knows about Class B (i.e., read as "Clgss
Clags A N Class B A uses the role name attribute of Class$ B") but
0.. 0.1 Class B does not know about Class:A
Note: The use of role names and association names are optional.
Several gxample association relationships between classes are shown in figure-4.
Class A Class D 1 0..1 Class C
Attribute 01[1] Attribute aa[1] Attribute 01[1]
Attribute 02[1] Attribute 02[1]
Operption 1()
1.* - 1 0.*
- association name
0..1 0.1 0..1| Attribute dc
Class E Class F
Class B Attribute co[1]
Attribute 03[1]
Eigure 4 — Example class association relationships
3.7.4.4 Cjass aggregation relationships notation

The agg
aggregat

egation(rélationship is a specific type of association (see table 6). The notation used to d
on (i.e5"is a part of" or "contains") relationships between classes is shown in table 7. Aggreg

bnote
ation
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relationships always include multiplicity notation (see table 4 in 3.7.4.1) at each end of the relationship line.

Table 7 — Class diagram notation for aggregations

Notation Description

The Part class is part of the Whole class and may

Part continue to exist even if the Whole class is

(7 0. 0. \ removed (i.e., read as "the Whole contains the
multiplicity notation (see table 4) Part.")
The Part class is part of the Whole class, shall
@ 1 Part uniy 'uuiung toome-Whoteclass,and-stattnotoon-
1 0.x tinue to exist if the Whole class is removed,(itg|,

read as "the Whole contains the Part.")

Several gxample aggregation relationships between classes are shown in figure 5.

Whole Part A 0.* 1 Whole
Attribute 01[1] Attribute A[1] | 7 @ Attribute’01[1]
Attribute 02[1] // Attribute 02[1]
Dperation 1() /
/
1.* i 1 1
{Constraint between o
0.1 associations} 4 * 4
Part Part B Part C

Attribute 03[1] Attribute B[1] Attribute C[1]

Figure 5 — Example class aggregation relationships
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3.7.4.5 Class generalization relationships notation

The notation used to denote generalization (i.e., "is a kind of") relationships between classes is shown in table
8.

Table 8 — Class diagram notation for generalizations

Description

Subclass is a kind of superclass. A subclass
shares all the attributes and operations of the
superclass (i.e., the subclass inherits from the
superclass).

Notation

Several gxample generalization relationships between classes are shown in figure 6.

Multiple superclasses — single \subclass

Single superclass — single subclass
(i.e., multiple inheritance)

Superclass

Attribute 01[1]
Attribute 02[1]

Subclass A
Attribute 03[1]

Single superclass — multiple subclasses

Superclass

Attribute 01[1]
Attribute 02[1]

Superclass A

Superclass B

Attribute 1A[1]
Attribute 2A[1]

Attribute 1B[1]
Attribute 2B[1]

T

i)

Subclass B

Attribute 04[1]

~ _ — — — — 7 Thereis no significance
= — T 7 - __ -4 togeneralizations that are
- combined or not combined.

Subclass C
Attribute C[1]

Subclass B
Attribute B[1]

Subclass A
Attribute A[1]

Eigure 6 — Example class generalization relationships
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3.7.4.6 Class dependency relationships notation

The notation used to denote dependency (i.e., "depends on") relationships between classes is shown in table
9.

Table 9 — Class diagram notation for dependencies

Notation Description

Class A depends on class B. A change in class B

ClassA |-~~~ -------~ Class B may cause a change in class A.

An example dependency relationship between classes is shown in figure 7.

Dependent | - - - - - - - | Independent

Figure 7 — Example class dependency relationships
3.7.4.7 Opbject notation

The notation used for objects is shown in table 10.

Table 10 — Notation for objécts

Notation Description

label : Class Name Notation for a hamed object with no attributes

label : Class Name
Attribute01 = x Notation for a named object with attributes
Attribute02 = y

‘ : Class Name’ —‘ Notation for an anonymous object with no attributes
: Class Name
Attribute01 = x Notation for an anonymous object with attributes

Attribute02 =y

3.7.5 Notation for EXTENDED COPY command segment descriptors

The segment descriptors (see 6.4.6) contained in the parameter list for an EXTENDED COPY command (see
6.4) request the copy manager to perform operations on copy sources and copy destinations. The names of
segment descriptors indicate this by inserting a right pointing arrow (i.e., —) between a brief description of the
copy source and a brief description of the copy destination (e.g., block—stream).

If the segment descriptor requests the transfer of data to the copy destination and another location, an
ampersand (i.e., &) is appended to the copy destination with a description of the additional location following
the ampersand (e.g., block—stream&application client\).
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ral concepts

4.1 Introduction

This standard defines behaviors that are common to all SCSI device models (see clause 5). This standard
defines the SCSI commands that are basic to more than one device model and the SCSI commands that may
apply to any device model (see clause 6). This standard defines the parameters that are basic to more than
one device model (see clause 7).

4.2 Con
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nmand Descriptor Block
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4.2.2 Fixed length CDB formats

4.2.2.1 Formats for 6-byte CDBs

4.2.2.1.1 Generic 6-byte CDB format

Table 11 shows the generic format of a 6-byte CDB.

Table 11 — Generic CDB format for 6-byte commands

Bit

Byte 7 6 5 4 3 2
0 OPERATION CODE
1
miscellaneous CDB information
4
5 CONTROL

The OPERATION CODE field is defined in 4.2.5.1.

Miscellan

eous CDB information is defined by the standard that defines the~command.

The coNTRoOL byte is defined in SAM-5.
4.2.2.1.2(Typical 6-byte CDB format
Table 12 shows the typical format of a 6-byte CDB, including the location of:
a) the TRANSFER LENGTH field, if any;
b) the PARAMETER LIST LENGTH field, if any; and
c) the ALLOCATION LENGTH field, if any.
Table 12 — Typical CDB format for 6-byte commands
Bit
Byte 7 6 5 4 3 2
0 OPERATION CODE
1
miscellaneous CDB information
3
TRANSFER LENGTH (if any)
4 PARAMETER LIST LENGTH (if any)
ALLOCATION LENGTH (if any)
5 CONTROL

The OPERATION CODE field is defined in 4.2.5.1.

Miscellaneous CDB information is defined by the standard that defines the command.

The TRANSFER LENGTH field, if any, is defined in 4.2.5.4.

The PARAMETER LIST LENGTH field, if any, is defined in 4.2.5.5.
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The ALLOCATION LENGTH field, if any, is defined in 4.2.5.6.
The CONTROL byte is defined in SAM-5.

4.2.2.2 Formats for 10-byte CDBs

4.2.2.2.1 Generic 10-byte CDB format

Table 13 shows the generic format of a 10-byte CDB, including the location of the SERVICE ACTION field, if any.

Table 13 — Generic CDB format for 10-byte commands

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE
1 miscellaneous CDB information . SERVICE ACTI.ON (if ar?y) .
miscellaneous CDB information-(if any)
2
miscellaneous CDB information
8
9 CONTROL

The OPERATION CODE field is defined in 4.2.5.1.
Miscellanieous CDB information is defined by the standard that.defines the command.
The SERVICE ACTION field, if any, is defined in 4.2.5.2.

The coNTRoL byte is defined in SAM-5.
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4.2.2.2.2 Typical 10-byte CDB format
Table 14 shows the typical format of a 10-byte CDB, including the location of:

a) the SERVICE ACTION field, if any;

b) the LOGICAL BLOCK ADDRESS field, if any;

c) the TRANSFER LENGTH field, if any;

d) the PARAMETER LIST LENGTH field, if any; and
e) the ALLOCATION LENGTH field, if any.

Table 14 — Typical CDB format for 10-byte commands

Bit
Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE

1 miscellaneous CDB information SERVICE ACTION (if any)

2 (MSB)
LOGICAL BLOCK ADDRESS (if any)

5 (LSH
6 miscellaneous CDB information

7 (MSB) TRANSFER LENGTH (if any)

PARAMETER LIST LENGTH\(ifany)

8 ALLOCATION LENGTH (if-any) (LSH
9 CONTROL

The OPERATION CODE field is defined in 4.2.5.1.

Miscellanieous CDB information is defined by the standard that defines the command.
The SERVICE ACTION field, if any, is defined in 4.2.5.2.

The LOGICAL BLOCK ADDRESS field, if any, is.defined in 4.2.5.3.

The TRANSFER LENGTH field, if any, is\defined in 4.2.5.4.

The PARAMETER LIST LENGTH fi€ld, if any, is defined in 4.2.5.5.

The ALLOCATION LENGTH field, if any, is defined in 4.2.5.6.

The coONTROL byte isdefined in SAM-5.
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4.2.2.3 Formats for 12-byte CDBs

4.2.2.31

Table 15 shows the generic format of a 12-byte CDB, including the location of the SERVICE ACTION field, if any.

Generic 12-byte CDB format

Table 15 — Generic CDB format for 12-byte commands

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE
1 miscellaneous CDB information . SERVICE ACTION (i ar?y) :
miscellaneous CDB information (if any)
2
miscellaneous CDB information
10
1 CONTROL
The OPERATION CODE field is defined in 4.2.5.1.
Miscellanieous CDB information is defined by the standard that defines the command.
The SERVICE ACTION field, if any, is defined in 4.2.5.2.
The coNTRoL byte is defined in SAM-5.
4.2.2.3.2(Typical 12-byte CDB format
Table 16 shows the typical format of a 12-byte CDB,‘including the location of:
a) the SERVICE ACTION field, if any;
b) the LOGICAL BLOCK ADDRESS field, if any;
c) the TRANSFER LENGTH field, if any;
d) the PARAMETER LIST LENGTH field;if any; and
e) the ALLOCATION LENGTH field,if any.
Table 16 — Typical CDB format for 12-byte commands
Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE
1 miscellaneous CDB information SERVICE ACTION (if any)
2 (MSB)
LOGICAL BLOCK ADDRESS (if any)
5 (LSB)
6 (MSB) TRANSFER LENGTH (if any)
PARAMETER LIST LENGTH (if any)
9 ALLOCATION LENGTH (if any) (LSB)
10 miscellaneous CDB information
1 CONTROL

The OPERATION CODE field is defined in 4.2.5.1.
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Miscellan

eous CDB information is defined by the standard that defines the command.

The SERVICE ACTION field, if any, is defined in 4.2.5.2.

The LOGICAL BLOCK ADDRESS field, if any, is defined in 4.2.5.3.

The TRAN

SFER LENGTH field, if any, is defined in 4.2.5.4.

The PARAMETER LIST LENGTH field, if any, is defined in 4.2.5.5.

The ALLOCATION LENGTH field, if any, is defined in 4.2.5.6.

The coNTRoL byte is defined in SAM-5.
4.2.2.3.3[MAINTENANCE IN CDB format
Table 17| shows the generic format of a CDB that uses the MAINTENANCE IN operation code. |f the
PERIPHERAL DEVICE TYPE field is set to OCh (i.e., storage array controller device) or the, SCES bit is set to ¢ne in
the standard INQUIRY data (see 6.6.2), then the MAINTENANCE IN service action definition in SCC-2 fpr the
specified|service action, if any, applies.
Table 17 — Generic CDB format for MAINTENANCE IN<commands
Bit
Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE~(A3h)

1 miscellaneous CDB information SERVICE ACTION

2

miscellaneous CDB information

10

1 CONTROL
The OPERATION CODE field is defined in 4:2:5.1 and shall be set as shown in table 17 for any commang that
uses the MAINTENANCE IN CDB format.
Miscellaheous CDB information is defined by the standard that defines the command that usels the
MAINTEINANCE IN CDB format.
The SERVICE ACTION field\is defined in 4.2.5.2, and in the standard that defines the command that usgs the
MAINTENANCE IN,€DB format. A numeric ordered listing of service actions associated with the
MAINTENANCE INNEDB format is provided in F.3.3.

The CON1

RoOL'byte is defined in SAM-5.
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4.2.2.3.4 MAINTENANCE OUT CDB format

Table 18 shows the generic format of a CDB that uses the MAINTENANCE OUT operation code. If the
PERIPHERAL DEVICE TYPE field is set to OCh (i.e., storage array controller device) or the SCCs bit is set to one in
the standard INQUIRY data (see 6.6.2), then the MAINTENANCE OUT service action definition in SCC-2 for
the specified service action, if any, applies.

Table 18 — Generic CDB format for MAINTENANCE OUT commands

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (A4h)
1 miscellaneous CDB information SERVICE ACTION
2
miscellaneous CDB information
10
1 CONTROL

The OPERATION CODE field is defined in 4.2.5.1 and shall be set as shown in,table 18 for any commang that
uses the MAINTENANCE OUT CDB format.

Miscellaheous CDB information is defined by the standard that-defines the command that usels the
MAINTEINANCE OUT CDB format.

The SERVICE ACTION field is defined in 4.2.5.2, and in the standard that defines the command that usgs the
MAINTENANCE OUT CDB format. A numeric ordered listing of service actions associated with the
MAINTEINANCE OUT CDB format is provided in F.3.3.
The coNTRoL byte is defined in SAM-5.
4.2.2.3.5[SERVICE ACTION IN(12) CDB format

Table 19 shows the generic format of a CDB that uses the SERVICE ACTION IN(12) operation code.

Table 19 — Generic-CDB format for SERVICE ACTION IN(12) commands

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (ABh)
1 miscellaneous CDB information SERVICE ACTION
2
miscellaneous CDB information
10
11 CONTROL

The OPERATION CODE field is defined in 4.2.5.1 and shall be set as shown in table 19 for any command that
uses the SERVICE ACTION IN(12) CDB format.

Miscellaneous CDB information is defined by the standard that defines the command that uses the SERVICE
ACTION IN(12) CDB format.

The SERVICE ACTION field is defined in 4.2.5.2, and in the standard that defines the command that uses the
SERVICE ACTION IN(12) CDB format. A numeric ordered listing of service actions associated with the


https://iecnorm.com/api/?name=3b23ace84458f8212465ae8ab35722e0

ISO/IEC 14776-454:2018 © ISO/IEC 2018

-89 -

SERVICE ACTION IN(12) CDB format is provided in table F.5 (see F.3.4).

The CONTROL byte is defined in SAM-5.

4.2.2.3.6 SERVICE ACTION OUT(12) CDB format

Table 20 shows the generic format of a CDB that uses the SERVICE ACTION OUT(12) operation code.

Table 20 — Generic CDB format for SERVICE ACTION OUT(12) commands

Bit
Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE (A9h)

1 miscellaneous CDB information SERVICE ACTION

2

miscellaneous CDB information

10

1 CONTROL
The OPERATION CODE field is defined in 4.2.5.1 and shall be set as shown in‘able 20 for any commang that
uses the SERVICE ACTION OUT(12) CDB format.
Miscellarieous CDB information is defined by the standard that definés the command that uses the SERVICE
ACTION OUT(12) CDB format.
The SERVICE ACTION field is defined in 4.2.5.2, and in the standard that defines the command that usgs the
SERVICE ACTION OUT(12) CDB format. A numeric ordered listing of service actions associated with the
SERVICE ACTION OUT(12) CDB format is provided in,table F.5 (see F.3.4).
The coNTRoL byte is defined in SAM-5.
4.2.2.4 Fprmats for 16-byte CDBs
4.2.2.4.1|Generic 16-byte CDB format
Table 21 shows the generic format of a 16-byte CDB, including the location of the SERVICE ACTION field, if any.

Table 21 — Generic CDB format for 16-byte commands

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE
1 miscellaneous CDB information SERVICE ACTION (if any)
miscelfaneous CDBInformation (if-any)
2
miscellaneous CDB information
14
15 CONTROL

The OPERATION CODE field is defined in 4.2.5.1.

Miscellaneous CDB information is defined by the standard that defines the command.
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The SERVICE ACTION field, if any, is defined in 4.2.5.2.
The CONTROL byte is defined in SAM-5.
4.2.2.4.2 Typical 16-byte CDB format, if eight-byte LBAs not supported

Table 22 shows the typical format of a 16-byte CDB for commands that do not support eight-byte LBA values,
including the location of:

a) the SERVICE ACTION field, if any;

b) the LOGICAL BLOCK ADDRESS field, if any;

c) thEe TRANSFER LENGTH fietd;ifany;

d) the PARAMETER LIST LENGTH field, if any; and
e) the ALLOCATION LENGTH field, if any.

Table 22 — Typical CDB format for 16-byte commands, if eight-byte LBAs not supported

Bit
Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE

1 miscellaneous CDB information SERVICE ACTION (if any)

2 (MSB)
LOGICAL BLOCK ADDRESS\(if any)

5 (LSB)
6
miscellaneous‘CDB information

9
10 (MSB) TRANSFER LENGTH (if any)
PARAMETER LIST LENGTH (if any)
13 ALEOCATION LENGTH (if any) (LSH)
14 miscellaneous CDB information
15 CONTROL

The OPERATION CODE field is defined’in 4.2.5.1.

Miscellanieous CDB information is defined by the standard that defines the command.
The SERVICE ACTION field if any, is defined in 4.2.5.2.

The LOGICAL BLOCK-ADDRESS field, if any, is defined in 4.2.5.3.

The TRANSFER LENGTH field, if any, is defined in 4.2.5.4.

The PARAMETER LIST LENGTH field, if any, is defined in 4.2.5.5.
The ALLOCATION LENGTH field, if any, is defined in 4.2.5.6.

The CONTROL byte is defined in SAM-5.
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4.2.2.4.3 Typical 16-byte CDB format with eight-byte LBAs supported

Table 23 shows the typical format of a 16-byte CDB for commands that support eight-byte LBA values,
including the location of:

a) the SERVICE ACTION field, if any;

b) the LOGICAL BLOCK ADDRESS field;

c) the TRANSFER LENGTH field, if any;

d) the PARAMETER LIST LENGTH field, if any; and
e) the ALLOCATION LENGTH field, if any.

T PTE
Bit
Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE

1 miscellaneous CDB information SERVICE ACTION (if any)

2 (MSB)
LOGICAL BLOCK ADDRESS

9 (LSB)
10 (MSB) TRANSFER LENGTH (if any)
PARAMETER LIST LENGTH, (if;any)
13 ALLOCATION LENGTH (if‘any) (LSH)
14 miscellaneous GBB information
15 CONTROL

The OPERATION CODE field is defined in 4.2.5.1.

Miscellanieous CDB information is defined by the standard that defines the command.
The SERVICE ACTION field, if any, is defined in 4.2.5.2.

The LOGIEAL BLOCK ADDRESS field is defined in 4.2.5.3.

The TRANSFER LENGTH field, if any, is defined in 4.2.5.4.

The PARAMETER LIST LENGTH.field, if any, is defined in 4.2.5.5.

The ALLOCATION LENGTHfield, if any, is defined in 4.2.5.6.

The coONTROL byteis defined in SAM-5.
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SERVICE ACTION IN(16) CDB format

Table 24 shows the generic format of a CDB that uses the SERVICE ACTION IN(16) operation code.

Table 24 — Generic CDB format for SERVICE ACTION IN(16) commands

Bit
Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE (9Eh)

1 miscellaneous CDB information SERVICE ACTION

2

miscellaneous CDB information

14

15 CONTROL
The OPERATION CODE field is defined in 4.2.5.1 and shall be set as shown in table 24/for’any commang that
uses the SERVICE ACTION IN(16) CDB format.
Miscellarfeous CDB information is defined by the standard that defines the command that uses the SERVICE
ACTION [N(16) CDB format.
The SERVICE ACTION field is defined in 4.2.5.2, and in the standard that.defines the command that usgs the
SERVICE ACTION IN(16) CDB format. A numeric ordered listing.of service actions associated with the
SERVICE ACTION IN(16) CDB format is provided in table F.6 (s€e F.3.4).

The CON1

42245

Table 25

ROL byte is defined in SAM-5.
SERVICE ACTION OUT(16) CDB format

shows the generic format of a CDB thatwses the SERVICE ACTION OUT(16) operation code.

Table 25 — Generic CDB format for SERVICE ACTION OUT(16) commands

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (9Fh)
1 miscellaneous.CDB information SERVICE ACTION
2
miscellaneous CDB information
14
15 CONTROL

The OPERATION CODE field is defined in 4.2.5.7 and shall be set as shown in table 25 for any command that

uses the

SERVICE ACTION OUT(16) CDB format.

Miscellaneous CDB information is defined by the standard that defines the command that uses the SERVICE

ACTION

OUT(16) CDB format.

The SERVICE ACTION field is defined in 4.2.5.2, and in the standard that defines the command that uses the
SERVICE ACTION OUT(16) CDB format. A numeric ordered listing of service actions associated with the
SERVICE ACTION OUT(16) CDB format is provided in table F.6 (see F.3.4).

The CONTROL byte is defined in SAM-5.
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4.2.2.4.6 SERVICE ACTION BIDIRECTIONAL CDB format

Table 26 shows the generic format of a CDB that uses the SERVICE ACTION BIDIRECTIONAL operation

code.

Table 26 — Generic CDB format for SERVICE ACTION BIDIRECTIONAL commands

Bit
Byte

5 4 3 2

0

OPERATION CODE (9Dh)

1

e
T

2

14

miscellaneous CDB information

15

CONTROL

The OPEHR
uses the

Miscellan
ACTION

The SER
SERVICE
with the §

The CON1

4.2.3 Var

ROL byte is defined in SAM-5.

able length CDB formats

4.2.3.1 Generic variable length CDB format

ATION CODE field is defined in 4.2.5.1 and shall be set as shown in table 26\.for any commang that
SERVICE ACTION BIDIRECTIONAL CDB format.

eous CDB information is defined by the standard that defines the ¢command that uses the SERVICE
BIDIRECTIONAL CDB format.

ICE ACTION field is defined in 4.2.5.2, and in the standard-that defines the command that usgs the
F ACTION BIDIRECTIONAL CDB format. A numeric @rdered listing of service actions assogiated
SERVICE ACTION BIDIRECTIONAL CDB format is provided in table F.7 (see F.3.5).

Table 27 shows the generic format of a variable length CDB.
Table 27 — Generic variable length CDB
Bit
Byte 7 5 4 3 2 0
0 OPERATION CODE (7Fh)
1 CONTROL
2
oo miscellaneous CDB information
6
7 ADDITIONAL CDB LENGTH (n-7)
8 (MSB)
SERVICE ACTION —_—

9 (LSB)
10
b miscellaneous CDB information
n
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The OPERATION CODE field is defined in 4.2.5.1 and shall be set as shown in table 27 for any command that
uses the variable length CDB format.

The ADDITIONAL CDB LENGTH field specifies the number of additional CDB bytes that follow. The value in the
ADDITIONAL CDB LENGTH field shall be a multiple of four. If the number of CDB bytes delivered by the service
delivery subsystem is not sufficient to contain the number of bytes specified by the ADDITIONAL CDB LENGTH
field, then the command shall be terminated with CHECK CONDITION status, with the sense key set to
ILLEGAL REQUEST, and the additional sense code set to INVALID FIELD IN CDB.

The CONTROL byte is defined in SAM-5.

Miscellareous €BBinformation s defined by the standardthat defimes the commmandthat uses the vayiable
length CIDB format.

The SERVICE ACTION field is defined in 4.2.5.2, and in the standard that defines the command that usgs the
variable length CDB format. The SERVICE ACTION field is required in the variable length CDBformat. Lists of
service aftion values ranges associated with the variable length CDB format are provided in F.3.6.



https://iecnorm.com/api/?name=3b23ace84458f8212465ae8ab35722e0

ISO/IEC 14776-454:2018 © ISO/IEC 2018 -95-

4.2.3.2 Typical 32-byte variable length CDB format

Table 28 shows the typical format of a 32-byte CDB for commands that support eight-byte LBA values,
including the location of:

a) the SERVICE ACTION field;

b) the LOGICAL BLOCK ADDRESS field, if any;

c) the TRANSFER LENGTH field, if any;

d) the PARAMETER LIST LENGTH field, if any; and
e) the ALLOCATION LENGTH field, if any.

Bit
Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE (7Fh)

1 CONTROL

2

miscellaneous CDB information

6

7 ADDITIONAL CDB LENGTH (18h)

8 (MSB)

SERVICE ACTION

9 (LSB)

10

11 miscellaneous<CDB information

12 (MSB)

LOGIEAL BLOCK ADDRESS (if any)

19 (LSH)

20

oo miscellaneous CDB information

27

28 (MSB) TRANSFER LENGTH (if any)

PARAMETER LIST LENGTH (if any)

31 ALLOCATION LENGTH (if any) (LSB)
The OPERATION CODE<field is defined in 4.2.5.1 and shall be set as shown in table 28 for any commang that
uses the typical variable length CDB format for 32-byte commands.

The coNTROL(byte is defined in SAM-5.
Miscellaneous CDBinformation s defined by the standard thatdefimes the command—————————

The ADDITIONAL CDB LENGTH field is defined in 4.2.3.1 and shall be set as shown in table 28 for any command
that uses the typical variable length CDB format for 32-byte commands.

The SERVICE ACTION field is defined in 4.2.5.2.
The LOGICAL BLOCK ADDRESS field, if any, is defined in 4.2.5.3.

The TRANSFER LENGTH field, if any, is defined in 4.2.5.4.
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The PARAMETER LIST LENGTH field, if any, is defined in 4.2.5.5.

The ALLOCATION LENGTH field, if any, is defined in 4.2.5.6.

4.2.4 Extended CDBs

4.2.4.1 XCDB model

Any SCSI CDB except an XCDB may be extended in an XCDB. An XCDB shall be extended by adding
additional XCDB descriptors to the existing XCDB.

XCDB dgscriptors may be:

a) gdded by application clients and removed by device servers; or

b) gdded and removed by entities outside the scope of this standard that transport or pfocess CDBs and

ACDBs during their transfer from an application client to a device server.
4.2.4.2 The XCDB format
Table 29 [shows the format of an XCDB. In an XCDB, the CONTROL byte (see- SAM-5) is the CONTROL bjyte in
the cDB fleld.
Table 29 — XCDB format
Bit
Byte 7 6 4 3 0

0 OPERATION €@DE (7Eh)

1 Reserved

2 (MSB)

LENGTH (n-3)

3 (LSB)

4

(XX ] CDB

i

XCDB descriptors

k

oo XCDB descriptor [first]

b XCDB descriptor [last]

n

The OPERATION CODE field is defined in 4.2.5.1 and shall be set as shown in table 29 for an XCDB.

The LENGTH field specifies the number of bytes that follow in the XCDB.

The cDB field contains the CDB to which XCDB descriptors are being appended.
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Each XCDB descriptor (see table 30) contains fields associated with a specified extension type (see table 31).
The command shall be terminated with CHECK CONDITION status, with the sense key set to ILLEGAL
REQUEST, and the additional sense code set to INVALID XCDB, if:

a) an XCDB does not contain at least one XCDB descriptor;
b) more than one XCDB descriptor contains the same extension type; or
c) the order of extension types in the XCDB descriptors differs from that shown in table 31.

Table 30 — XCDB descriptor format

Bthe't 7 6 5 4 3 2 1 0
0 EXTENSION TYPE
1
Extension parameters
n

The EXTENSION TYPE field (see table 31) specifies the size and format of the extension‘parameters that follow
in the XCDB descriptor.

Table 31 — EXTENSION TYPE field

Extension
Descriptor size
Code Order 2 Description (bytes) Reference
40h first CbCS extension descriptor 140 5.13.6.7.16
all others | Reserved

@ Thg order in which XCDB descriptors appear in-aA XCDB is arranged so that all the XCDB descriptors
thaf follow an XCDB descriptor defined in a_future version of this standard are also XCDB descriptprs
deflned in a future version of this standard-(i.e., after encountering one unrecognized XCDB
dedcriptor, all subsequent XCDB descriptors are also going to be unrecognized).

The extepsion parameters contain additional information whose processing is associated with the CDB |n the
cDB field. The number, content, @and size of the extension parameters depends on the contents ¢f the
EXTENSION TYPE field.
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4.2.5 Common CDB fields

4.2.5.1 Operation code

The first byte of a SCSI CDB shall contain the OPERATION CODE field (see table 32) specifying the command
being requested by the CDB.

Some operation codes are further qualified by a service action code (see 4.2.5.2). In such cases, the
operation code and service action code combine to specify the command being requested. The location of the
SERVICE ACTION field in the CDB varies depending on the operation code value. Operation codes and service

action co

42528

The SER
allowing 1

a)

b)

O Q) N C

4253L

des are defined in this standard and command standards.

Table 32 — OPERATION cODE field

Code Length of CDB Generic CDB format | Reference
00h to 1Fh | 6 byte command see table 11 4221
20h to 5Fh | 10 byte command see table 13 42272
60h to 7Dh | Reserved

7Eh variable (i.e., extended) see table 29 4242

7Fh variable see table 27 4.2.31
80h to 9Fh 16 byte command see table21 4224
AOh to BFh | 12 byte command see table 15 4223
COh to FFh | vendor specific

prvice action

ICE ACTION field provides further qualification for the OPERATION CODE field for some comm
or:

nrelated commands that share the “same operation code (e.g., the REPORT SUPPOJ
PERATION CODES command and the REPORT TARGET PORT GROUPS command); and
set of related functions that share the same operation code (e.g., the PERSISTENT RESER
ommand).

bgical block address

The logic
contiguo

The typidal 10-byte CDB format and typical 12-byte CDB format allow 32-bit LOGICAL BLOCK ADDRESS f{
The 16-blyte CDB has two typical formats:

a)

Al block addresses ©on a logical unit or within a volume or partition shall begin with block zero a
s up to the lastJogical block of that logical unit or within that volume or partition.

ands,

RTED

E IN

nd be

ields.

nerallows a 32-hit LOGICAL BLOCK ADDRESS field (enn table 99); and

b) the other allows a 64-bit LOGICAL BLOCK ADDRESS field (see table 23).

The typical 32-byte variable length CDB format (see table 28) allows a 64-bit LOGICAL BLOCK ADDRESS field.

LOGICAL BLOCK ADDRESS fields in additional parameter data have their length specified for each occurrence.
See the specific command descriptions.
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4.2.5.4 Transfer length

The TRANSFER LENGTH field specifies the amount of data to be transferred, usually the number of blocks.
Some commands use transfer length to specify the requested number of bytes to be sent as defined in the
command description.

In commands that use multiple bytes for the TRANSFER LENGTH field, a transfer length of zero specifies that no
data transfer shall take place. This condition shall not be considered an error. A value of one or greater

specifies

Refer to t

the number of blocks or bytes that shall be transferred.

he specific command description for further information.

4255 PLrameter list length

The PARAMETER LIST LENGTH field is used to specify the number of bytes available for transfer in’the Dat|

Buffer. T|
parametq
be transfi

4256 A
The ALLO

allocated
stated in

An allocation length of zero specifies that no data shall be transferred. This condition shall not be consi

an error.

The devi
by the Al
whichevs
mode da
the Data-
PARAMETH
the conte
ALLOCATI

If the anj
ALLOCATI
shall be f{
key set tq

4.3 Dat

his field is typically used in CDBs for parameters that are sent to a device sewer (e.g.,
rs, diagnostic parameters, log parameters). A parameter length of zero specifies‘that no data
prred. This condition shall not be considered an error, unless otherwise specified-

location length

CATION LENGTH field specifies the maximum number of bytes or blocks that an application clier
in the Data-In Buffer. The ALLOCATION LENGTH field specifies bytes'unless a different requirem
the command definition.

e server shall terminate transfers to the Data-ln.Buffer when the number of bytes or blocks spég

r is less. The allocation length is used toclimit the maximum amount of variable length data
a, log data, diagnostic data) returned to:an application client. If the information being transfer
In Buffer includes fields containing counts of the number of bytes in some or all of the data (g
ER DATA LENGTH field, a PAGE LENGTH field, a DESCRIPTOR LENGTH field, an AVAILABLE DATA field)
nts of these fields shall not be altered to reflect the truncation, if any, that results from an insuf
DN LENGTH value, unless the standard that describes the Data-In Buffer format states otherwise]

ount of information_ that is available to be transferred exceeds the maximum value tha
DN LENGTH field in_cembination with other fields in the CDB is capable of specifying, then ng
ransferred and the.command shall be terminated with CHECK CONDITION status, with the §

ILLEGAL REQUEST, and the additional sense code set to INVALID FIELD IN CDB.

A field requirements

B-Out
mode
shall

t has

ent is

Hered

cified

LOCATION LENGTH field have been transferred or when all available data have been transfgrred,

(e.g.,
ed to
.g.,a
then
icient

t the
data
ense

4.3.1 ASCII data field requirements

ASCII data fields shall contain only ASCII printable characters (i.e., code values 20h to 7Eh) and may be
terminated with one or more ASCII null (O0h) characters.

ASCII data fields described as being left-aligned shall have any unused bytes at the end of the field (i.e.,

highest o

ffset) and the unused bytes shall be filled with ASCII space characters (20h).

ASCII data fields described as being right-aligned shall have any unused bytes at the start of the field (i.e.,
lowest offset) and the unused bytes shall be filled with ASCII space characters (20h).
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4.3.2 Null data field termination and zero padding requirements
A data field that is described as being null-terminated shall have:

1) zero or more bytes that contain ASCII or UTF-8 characters that are not the null (i.e., 00h) character;
2) followed by one byte that contains the ASCII/UTF-8 null character; and
3) followed by zero or more bytes whose contents are ignored.

A data field may be specified to be a fixed length. The length specified for a data field may be greater than the
length required to contain the contents of the field. A data field may be specified to have a length that is a
multiple of a given value (e.g., a multiple of four bytes). When such fields are described as being null-padded,
the bytes ; i i B null
(00h) chgracters. When such fields are described as being zero-padded, the bytes, if any, between the_gnd of
the data @nd the end of the field data shall contain zeros.

NOTE 5 - There is no difference between the pad byte contents in null-padded and zero-paddedfields. The
diffgrence is in the format of the other bytes in the field.

A data figld that is described as being both null-terminated and null-padded shall have at least ong byte
containing an ASCII or UTF-8 null (00h) character in the end of the field (i.e., highest offset) and may|have
more thah one byte containing ASCII or UTF-8 null characters to meet the specified field length requirenpents.
If more than one byte in a null-terminated, null-padded field contains the ASEIF or UTF-8 null character| then
all the byfes containing the ASCII or UTF-8 null character shall be at the éngd of the field (i.e., only the highest
offsets).

4.3.3 Vanjable type data field requirements
Paramet¢r lists may contain fields or descriptors in which’data may be represented in different formats. To
indicate Which format is being used a field may be defined that contains a code set enumeration (see|table
33).

Table 33.—=,Code set enumeration

Code Description
Oh Reserved
1h The associated fields or descriptors contain binary values
2h The associated fields or descriptors contain ASCII printable characters
(i.es;~code values 20h to 7Eh)
3h The associated fields or descriptors contain UTF-8 codes
4h to Fh,\*\Reserved

4.3.4 Port identifier field requirements

The contents of RELATIVE PORT IDENTIFIER fields, RELATIVE INITIATOR PORT IDENTIFIER fields, and RELATIVE
TARGET PORT IDENTIFIER fields are defined in table 34.

Table 34 — Relative port identifier values

Value Description
Oh Reserved
1h Relative port 1, historically known as port A
2h Relative port 2, historically known as port B
3h to FFFFh | Relative port 3 through 65 535
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4.4 Sec

ure random numbers

Secure random numbers should be generated as specified by RFC 4086 (e.g., see NIST SP 800-90 A).

If the same random number source is used to generate random numbers for multiple purposes (e.g., nonces
and secret keys), then interactions between the two shall not be allowed to compromise secrecy. If the value
sequence generated by the common random number source is predictable to any degree, then the random
number values that are transmitted outside the SCSI device may provide information about the random
number values that the SCSI device maintains internally, based on the reasonable assumption that an
adversary knows the order in which the random numbers are obtained from the common random number

source. S

CSl devices shall eliminate sources of such predictability.

Compliar
values.

4.5 Sen

4.5.1 Sense data introduction

Sense d3
response
transacti
value of
usedtor

The first
and form

ce with RFC 4086 is one method for achieving the required independence between random.ny

se data

bn as the status shall be either fixed format or descriptorformat sense data format based g
he D_SENSE bit in the Control mode page (see 7.5.8)¢The REQUEST SENSE command m
pquest either fixed format sense data or descriptor format sense data.

byte of all sense data contains the RESPONSE COBEfield (see table 35) that indicates the repor
bt of the sense data.

Table 35 — Sense’data response codes

mber

ta shall be returned in the same |_T_L_Q nexus transaction as(the status and as parameter data in
to the REQUEST SENSE command (see 6.39). Sense data‘returned in the same |_T_L_Q nexus

n the
by be

F type

Reportitype Sense data format
Response
Code Description Reference Description Reference

00h to 6Fh Reserved

70h Current information 4.5.6 Fixed 453

71h Deferred error 457 Fixed 453

72h Current information 456 Descriptor 45.2

73h Deferred error 4.5.7 Descriptor 452
74h+to 7Eh Reserved

7Fh Vendor specific

If sense data is returned in the same |_T_L_Q nexus transaction as the status, the RESPONSE CODE field shall

be set to

70h in all unit attention condition sense data in which:

a) the ADDITIONAL SENSE CODE field is set to 29h; or
b) the additional sense code is set to MODE PARAMETERS CHANGED.
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4.5.2 Descriptor format sense data
4.5.2.1 Descriptor format sense data overview

The descriptor format sense data for response codes 72h (i.e., current information) and 73h (i.e., deferred
errors) is defined in table 36.

Table 36 — Descriptor format sense data

Bit

Byte 7 6 5 4 3 2 1 0

0 Reserved RESPONSE CODE (72h or 73h)

Reserved SENSE KEY

ADDITIONAL SENSE CODE

ADDITIONAL SENSE CODE QUALIFIER

SDAT_OVFL Reserved

Reserved

Njoja b~ WIN|=

ADDITIONAL SENSE LENGTH (n=7)

Sense data descriptor list

Sense data descriptor (see table 37) [first]

Sense data descriptor (see table 37) [last]
n

The conténts of the RESPONSE CODE field indicate the report type and format of the sense data (see 4.5.1)). For
descriptor format sense data, the RESRONSE CODE field shall be set to 72h or 73h.

The SEN$E KEY field, ADDITIONAL SENSE CODE field, and ADDITIONAL SENSE CODE QUALIFIER field proyide a
hierarchy of information. Thethierarchy provides a top-down approach for an application client to detefmine
informati¢n relating to the-reported condition.

The SENSE KEY field indicates generic information describing a reported condition. The sense keys are dgfined
in 4.5.8.

The ADDI'IONALJSENSE CODE field indicates further information related to the condition reported in the $ENSE
KEY field] ‘Support of the additional sense codes not required by this standard is optional. For a |ist of
additional sense codes see 4.5.8. If the device server does not have further information related to the reported
condition, the ADDITIONAL SENSE CODE field shall be set to zero.

The ADDITIONAL SENSE CODE QUALIFIER field indicates detailed information related to the condition reported in
the ADDITIONAL SENSE CODE field. If the condition is reported by the device server, the value returned shall be
as defined in 4.5.8. If the device server does not have detailed information related to the reported condition,
the ADDITIONAL SENSE CODE QUALIFIER field shall be set to zero.

A sense data overflow (SDAT_OVFL) bit set to one indicates that the device server truncated the sense data to
ensure that the sense data length is less than or equal to the length specified in the MAXIMUM SENSE DATA
LENGTH field in the Control Extension mode page (see 7.5.9). A SDAT_OVFL bit set to zero indicates that the
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device server did not truncate the sense data to ensure that the sense data length is less than or equal to the
length specified in the MAXIMUM SENSE DATA LENGTH field in the Control Extension mode page.

The ADDITIONAL SENSE LENGTH field indicates the number of additional sense bytes that follow. The additional
sense length shall be less than or equal to 244 (i.e., limiting the total length of the sense data to 252 bytes). If
the sense data is being transferred as parameter data by a REQUEST SENSE command, then the contents
of the ADDITIONAL SENSE LENGTH field are not altered based on the allocation length (see 4.2.5.6). If the sense
data is being transferred in the same |_T_L_Q nexus transaction as the status and the sense data is longer
than the length specified in the MAXIMUM SENSE DATA LENGTH field in the Control Extension mode page (see
7.5.9), then the device server shall ensure the number of sense data bytes is less than or equal to the length
specified in the MAXIMUM SENSE DATA LENGTH field in the Control Extension mode page by discarding entire

descripto
the devic
VPD pag

Sense d
descripto

S(ie., notinciuding a partiardescriptor)- T he maximun totat fengthrof the sense datatransfer
e server is indicated in the MAXIMUM SUPPORTED SENSE DATA LENGTH field in the Extended INQ
b (see 7.8.7).

hta descriptors (see table 37) provide specific sense information. A given typeyof sense
I shall be included in the sense data only if that descriptor contains valid information.

Table 37 — Sense data descriptor format

d by
UIRY

data

Bit
Byte 7 6 5 4 3 2 1 0
0 DESCRIPTOR TYPE
1 ADDITIONAL LENGTH (n=1)
2
Sense data descriptor specific
n
The DESQRIPTOR TYPE field (see table 38) identifies theitype of sense data descriptor.

Table 38 —DESCRIPTOR TYPE field

Number of
descriptors
allowed
Code Descriptioh (maximum) Reference
00h Information 148 4522
01h Command specific information 18 4523
02h Sense key specific 18 4524
03h Field replaceable unit 14 4525
04h Stream commands 1 SSC-4
05h Block commands 18 SBC-3
@ The direct-access block device sense data descriptor, if used, is used by a direct-access
block device instead of the information, command specific information, sense key
specific, field replaceable unit, and block commands sense data descriptors. See SBC-3,
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Table 38 — DESCRIPTOR TYPE field

Number of
descriptors
allowed
Code Description (maximum) Reference
06h OSD object identification 1 OsD
07h OSD response integrity check value 1 OsD
08h OSD attribute identification 1 OsD
0%k ATA-StatusReturn 4 SAF3
OAh Another progress indication 32 45.2.6
0Bh User data segment referral 1 SBC-3
0Ch Forwarded sense data 2 4.52.7
0Dh Direct-access block device 148 SBC-3
OEh to 7Fh | Reserved
80h to FFh | Vendor specific 452.8
@ The direct-access block device sense data descriptor, if used, is\Uséd by a direct-access
block device instead of the information, command specific information, sense key
specific, field replaceable unit, and block commands sense data descriptors. See SBC-3,

The ADDTIONAL LENGTH field indicates the number of sense data descriptor specific bytes that follow |n the

sense data descriptor.

4.5.2.2 Infformation sense data descriptor

The infofmation sense data descriptor (see table'\39) is included in the descriptor format sense data if
device-type information or command specificiinformation is available as defined in this standard or a
commang standard. See 4.5.4 for device sérver requirements regarding how values are returned in the

INFORMAT|ION field.

Table 39 —Information sense data descriptor format

Bit
Byte 7 6 5 4 3 2 1 0

0 DESCRIPTOR TYPE (00h)

1 ADDITIONAL LENGTH (OAh)

2 |vauo (1) Reserved

3 Reserved

4 | \(vsB)

oee INFORMATION

1 (LSB)

The DESCRIPTOR TYPE and ADDITIONAL LENGTH fields are described in 4.5.2.1 and shall be set as shown in
table 39 for the information sense data descriptor.

The VALID bit shall be set to one.

NOTE 6 - In SPC-2, in the fixed format sense data (see 4.5.3), and in sense data descriptors other than the
information sense data descriptor that contain a VALID bit and an INFORMATION field (e.g., the direct-access
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block device sense data descriptor (see SBC-3)), the VALID bit indicates whether the contents of the
INFORMATION field are valid as defined by a command standard. Since the contents of the INFORMATION field
are valid whenever the information sense data descriptor is included in the sense data, the only legal value
for the VALID bit in the information sense data descriptor is one.

The contents of the INFORMATION field are device-type or command specific and are defined in a command

standard.

4.5.2.3 Command-specific information sense data descriptor

The command-specific information sense data descriptor

(see table 40) is included in the descrip

tor format
eported

SensedE ense galta-lniormation avalable that depend on-the ommand 1o AN allidal=
conditior] occurred. See 4.5.5 for device server requirements regarding how values are returned4jn the
COMMAND-SPECIFIC INFORMATION field.
Table 40 — Command-specific information sense data descriptor format
Bit
Byte 7 6 4 3 2 1 0

0 DESCRIPTOR TYPE (01h)

1 ADDITIONAL LENGTH (0OAh)

2 Reserved

3 Reserved

4 (MSB)

COMMAND-SPECIFIG INFORMATION

1 (LSB)
The DESCRIPTOR TYPE and ADDITIONAL LENGTH fields @re described in 4.5.2.1 and shall be set as shown in
table 40 for the command-specific information sense\data descriptor.

The confents of the COMMAND-SPECIFIC INFORMATION field are command specific, and are defined ip this

standard

or a command standard.
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4.5.2.4 Sense key specific sense data descriptor
4.5.2.4.1 Sense key specific sense data descriptor overview

The sense key specific sense data descriptor (see table 41) is included in the descriptor format sense data if
additional information is available about the reported condition described in 4.5.2.1. The format and content of
the sense key specific information depends on the value in the SENSE KEY field (see 4.5.2.1).

Table 41 — Sense key specific sense data descriptor format

Byt'zit 7 6 5 4 3 2 1 0
0 DESCRIPTOR TYPE (02h)
1 ADDITIONAL LENGTH (06h)
2 Reserved
3 Reserved
4 | sksv(1b) |
5 sense key specific information (see table 42)
6
7 Reserved

The DESGRIPTOR TYPE and ADDITIONAL LENGTH fields are described.in 4.5.2.1 and shall be set as shown in
table 41 for the sense-key specific sense data descriptor.

The sense-key specific valid (SksV) bit shall be set to one.

NOTE 7 - In SPC-2, in the fixed format sense data (see 4.5.3), and in sense data descriptors other than the
sense key specific sense data descriptor that contain a VALID bit and an INFORMATION field (e.g., the
direft-access block device sense data descriptofi(see SBC-3)), the sksvV bit indicates whether the sense key
spefific information is valid as defined by a command standard. Since the sense key specific information is
vali§l whenever a sense key specific sense data descriptor is included in the sense data, the only legal value
for the sksV bit in the sense key specific'sense data descriptor is one.
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The content and format of the sense key specific information (see table 42) is determined by the value of the
SENSE KEY field (see 4.5.2.1).

Table 42 — Sense key specific information definitions

Sense key Sense key specific information Reference
ILLEGAL REQUEST Field pointer 45242
HARDWARE ERROR, Actual retry count 45243

MEDIUM ERROR, or
RECOVERED ERROR

NO SENSE or NOT READY Progress indication 45244
COPY ABORTED Segment pointer 45245
UNIT ATTENTION Unit attention condition queue overflow 45246
All other sense keys In descriptor format sense data:

a) the sense key specific sense data deggériptor shall
not appear in the sense data descriptor list; and
b) in other sense data descriptors that/¢ontain an Sksv
bit and sense key specific information (e.g., the
direct-access block device sense data descriptor
(see SBC-3)), the sksvV hit'shall be set to zero.
In fixed format sense data (se€-4:5.3), the SKsV bit shall be
set to zero.

4.5.2.4.2|Field pointer sense key specific information

If the sepse key is ILLEGAL REQUEST, the sense key specific information (see table 41) shall have the
content and format shown in table 43.

Table 43 — Field pointer sense key specific information

Bit
Byte 7 6 5 4 3 2 1 0
0 SKSV c/D Reserved BPV BIT POINTER
1 (MSB)
FIELD POINTER
2 (LSB)

The sks\| bit is described in’4.5.2.4.1 for descriptor format sense data and in 4.5.3 for fixed format sense|data.

A commdnd data/(c/D) bit set to one indicates that the illegal parameter is in the CDB. A c/D bit set tq zero
indicateq that thesillegal parameter is in the data parameters transferred by the application client |n the
Data-Out|Buffen

A bit pointer valid (BPV) bit set to zero indicates that the value in the BIT POINTER field is not valid. A BPV bit set
to one indicates that the BIT POINTER field specifies which bit of the byte designated by the FIELD POINTER field
is in error. If a multiple-bit field is in error, the BIT POINTER field shall point to the first bit (i.e., the left-most bit) of
the field. If several consecutive bits are reserved, each bit should be treated as a single-bit field.

The FIELD POINTER field indicates which byte of the CDB or of the parameter data was in error. Bytes are
numbered starting from zero, as shown in the tables describing the commands and parameters. If a
multiple-byte field is in error, the field pointer shall point to the first byte (i.e., the left-most byte) of the field. If
several consecutive bytes are reserved, each shall be treated as a single-byte field.
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TE 8 - The byte or bytes identified as being in error may not be the bytes that need to be changed to

correct the problem.

45243

Actual retry count sense key specific information

If the sense key is HARDWARE ERROR, MEDIUM ERROR, or RECOVERED ERROR, then the sense key

specific information (see table 41) shall have the content and format shown in table 44.
Table 44 — Actual retry count sense key specific information
Bit
Byte 7 6 5 4 3 2 1 0
0 SKSV Reserved
1 (MSB)
ACTUAL RETRY COUNT

2 (LSB)
The sks\| bit is described in 4.5.2.4.1 for descriptor format sense data and in 4.5.3 for fixed format sense|data.
The ACTUYAL RETRY COUNT field contains vendor specific information on the number of retries of the recpvery
algorithm used in attempting to recover an error or exception condition. ThisAjeld should be computed |n the
same way as the retry count fields within the Read-Write Error Recovery mode“page (see SBC-3, SSC-4, and
MMC-6).
4.5.2.4.4|Progress indication sense key specific information
If the serjse key is NO SENSE or NOT READY, the sense key.specific information (see table 41) shalllhave
the contgnt and format shown in table 45.

Table 45 — Progress indication;sense key specific information
Bit
Byte 7 6 5 4 3 2 1 0
0 SKsV Reserved
1 (MSB)
PROGRESS INDICATION

2 (LSB)
The sks\| bit is described in@4:5.2.4.1 for descriptor format sense data and in 4.5.3 for fixed format sense|data.
The PROGRESS INDICATION field is a percent complete indication in which the value is a numerator that has
65 536 (10000h) as.ts'denominator. The progress indication shall be based upon the total operation|. The
progress |indication.numerator should be time related; however, this is not an absolute requirement.
EXAMPLH -<Since format time varies with the number of defects encountered, etc., the device server may assign vglues
to variousisteps within the prace and e these value he pragress indication numerato he gran ity of these
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4.52.4.5

Segment pointer sense key specific information

If the sense key is COPY ABORTED, the sense key specific information (see table 41) shall have the content
and format shown in table 46.

Table 46 — Segment pointer sense key specific information

Bit
Byte 7 6 5 4 3 2 1 0
0 SKSV Reserved SD Reserved BPV BIT POINTER
1 MSBY
FIELD POINTER

2 (LSB)
The sks\| bit is described in 4.5.2.4.1 for descriptor format sense data and in 4.5.3 for fixed format sense|data.
The segment descriptor (SD) bit indicates whether the field pointer is relative to the startief the parameIer list
or to the start of a segment descriptor. An sSD bit set to zero indicates that the field pointek is relative to the start
of the pafameter list. An SD bit set to one indicates that the field pointer is relative tothe start of the segment
descriptor indicated by the third and fourth bytes of the COMMAND-SPECIFIC INFORMATION field (see 5.16.7.4).

A bit poin

to one indlicates that the BIT POINTER field specifies which bit of the byte-designated by the FIELD POINTE

ter valid (BPV) bit set to zero indicates that the value in the BIT PQINTER field is not valid. A BPv iit set

field

is in erron. If a multiple-bit field is in error, the BIT POINTER field shall peintto the most-significant (i.e., left-most)
bit of the ffield.
The FIELD POINTER field indicates which byte of the parameterlist or segment descriptor was being proc¢ssed
when the|error or exception condition was detected.
If the sD pit is set to zero and the byte in error has an ©ffset greater than FFFFh, the FIELD POINTER field shall
be set to|[FFFFh and the BPV bit shall be set to zero:
4.5.2.4.6|Unit attention condition queue overflow sense key specific information
If the senise key is UNIT ATTENTION, the sense key specific information (see table 41) shall have the cgntent
and format shown in table 47.
Table 47 — Unit attention condition queue overflow sense key specific information
Bit
Byte 7 6 5 4 3 2 1 0
0 SKSV Reserved OVERFIlOW
1
Reserved
2

The sksv bit is described in 4.5.2.4.1 for descriptor format sense data and in 4.5.3 for fixed format sense data.

An OVERFLOW bit set to one indicates that the unit attention condition queue has overflowed. An OVERFLOW bit
set to zero indicates that the unit attention condition queue has not overflowed.
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4.5.2.5 Field replaceable unit sense data descriptor

The field replaceable unit sense data descriptor (see table 48) is included in the descriptor format sense data

if information is available about a component associated with the sense data.

Table 48 — Field replaceable unit sense data descriptor format

Bit
Byte 4 3 0

0 DESCRIPTOR TYPE (03h)

1 ADBIHONATHEENGTHHO2R)

2 Reserved

3 FIELD REPLACEABLE UNIT CODE
The DESGRIPTOR TYPE and ADDITIONAL LENGTH fields are described in 4.5.2.1 and shall betset as shown in
table 48 for the field replaceable unit sense data descriptor.
Non-zerqg values in the FIELD REPLACEABLE UNIT CODE field are used to identify a component associated with
the sense data. A value of zero in this field indicates that no specific component has been associated with the
sense dgta or that the data is not available. The format of this information.is_not specified by this star|dard.
Additiongl information about the field replaceable unit may be availableinythe ASCII Information VPD|page
(see 7.8.3), if supported by the device server.
4.5.2.6 Ahother progress indication sense data descriptor
If the serlse key is set to NO SENSE or NOT READY, the another progress indication sense data desgriptor
(see table 49) may be included in the descriptor format sense data to provide a progress indication fdr one
operation] other than the one described by the non-descriptor fields in 4.5.2.1. The sense data should include
one another progress indication sense data descripterfor each operation for which the device server is aple to
report progress other than the operation described, by the non-descriptor fields in 4.5.2.1.

Table 49 — Another progress indication sense data descriptor format
Bit
Byte 4 3 0

0 DESCRIPTOR TYPE (0OAh)

1 ADDITIONAL LENGTH (06h)

2 ANOTHER SENSE KEY

3 ANOTHER ADDITIONAL SENSE CODE

4 ANOTHER ADDITIONAL SENSE CODE QUALIFIER

5 Reserved

6

ANOTHER PROGRESS INDICATION — ]
7 (LSB)

The DESCRIPTOR TYPE field and ADDITIONAL LENGTH field are described in 4.5.2.1 and shall be set as shown in
table 49 for the progress indications sense data descriptor.

The ANOTHER SENSE KEY field indicates generic information about the operation for which this another
progress indication sense data descriptor provides a progress indication. A list of sense key values is in 4.5.8.
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The ANOTHER ADDITIONAL SENSE CODE field indicates further information about the operation for which this
another progress indication sense data descriptor provides a progress indication. A list of additional sense
codes is in 4.5.8.

The ANOTHER ADDITIONAL SENSE CODE QUALIFIER field indicates detailed information related to the additional
sense code for the operation for which this another progress indication sense data descriptor provides a
progress indication. The value returned in the ADDITIONAL SENSE CODE QUALIFIER field shall be as defined in
4.5.8.

The ANOTHER PROGRESS INDICATION field indicates a percent complete for the operation indicated by the
ANOTHER SENSE KEY field, the ANOTHER ADDITIONAL SENSE CODE field, and the ANOTHER ADDITIONAL SENSE CODE
QUALIFIERfletd—The vatue imthe ANOTHER PROGRESS TNDICATION fietd shatbeasdefinedin452244-

4.5.2.7 Fprwarded sense data

Forwarddd sense data descriptors (see table 50) are included in the descriptor format sense data if status and
sense data is available from another device server as part of command completion-(e7g., an excgption
condition|returned by a copy target device in an EXTENDED COPY(LID4) command (see-6.4) or EXTENDED
COPY(LIP1) command (see 6.5) during segment descriptor processing).

Table 50 — Forwarded sense data descriptor format

Bit
7 6 5 4 3 2 1 0
Byte

0 DESCRIPTOR TYPE (0ChH)

1 ADDITIONAL LENGTH(n-1)

2 FSDT Reserved SENSE DATA SOURCE

3 FORWARDED STATUS

4
FORWARDED SENSE DATA

n

The DESGRIPTOR TYPE field is described.in 4.5.2.1, and shall be set as shown in table 50 for the forwarded
sense dafa descriptor.

The ADDITIONAL LENGTH field shall be set to:
a) g minimum of 22, if'the FORWARDED SENSE DATA field contains fixed format sense data (i.¢, the
HESPONSE CODE\field (see 4.5.1) in the forwarded sense data is 70h or 71h);
b) g minimum<®©#f-10, if the FORWARDED SENSE DATA field contains descriptor format sense data (i.g., the
RESPONSE CODE field in the forwarded sense data is 72h or 73h); and
tyo less.than a multiple of four (i.e., the FORWARDED SENSE DATA field is a multiple of four byfes in
ITngth).

c)

A forwarded sense data truncated (FSDT) bit set to one indicates that the contents of the FORWARDED SENSE
DATA field have been truncated (i.e., the FORWARDED SENSE DATA field does not contain all of the sense data
that was supplied). An FSDT bit set to zero indicates that the contents of the FORWARDED SENSE DATA field have
not been truncated.
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The SENSE DATA SOURCE field (see table 51) indicates the supplier of the forwarded sense data.

The FORWB-SWMWWMW&W%:MWWM
sense data at the same time that the forwarded sense data was returned.

The FOR
zero-pad

4.5.2.8V

Vendor s
vendor s

Table 51 — SENSE DATA SOURCE field

Code Description

Oh Unknown
1h EXTENDED COPY command copy source (see 5.16.7.2)
2h EXTENDED COPY command copy destination (see 5.16.7.2)

all others | Reserved

VARDED SENSE DATA field contains the forwarded sense data. The FORWARDED SENSE. DATA fiel
Hed (see 4.3.2) field whose length is a multiple of four bytes.

bndor specific sense data descriptors

becific sense data descriptors (see table 52) may be included in the descriptor format sense ¢
pecific data is available that further defines the nature of the reported €ondition.

Table 52 — Vendor specific sense data descriptor format

arded

d is a

ata if

Bit
Byte

7 6 5 4 3 2 1 0

0

DESCRIPTOR TYPEA80h to FFh)

1

ADDITIONAL LENGTH (n-1)

2

Vendor specific

n

The DESC
shall be

RIPTOR TYPE field and ADDITIONAILENGTH field are described in 4.5.2.1. The DESCRIPTOR TYPH
et as shown in table 52 for the/vendor specific sense data descriptor.

F field
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4.5.3 Fixed format sense data

The fixed format sense data for response codes 70h (current information) and 71h (deferred errors) is defined
in table 53.

Table 53 — Fixed format sense data

Bit
Byte 7 6 5 4 3 2 1 0
0 VALID RESPONSE CODE (70h or 71h)
1 Obsotete
2 FILEMARK EOM ILI SDAT_OVFL SENSE KEY
3 (MSB)
INFORMATION
(LSB)
ADDITIONAL SENSE LENGTH (n-7)
(MSB)
COMMAND-SPECIFIC INFORMATION
1" (LSB)
12 ADDITIONAL SENSE CODE
13 ADDITIONAL SENSE CODE QUALIFIER
14 FIELD REPLACEABLE/UNIT CODE
15 SKSV
16 sense key.specific information (see 4.5.2.4)
17
18
Additional sense bytes
n
A VALID bit set to zero indicates that the INFORMATION field is not defined in this standard or any jother
commangd standard. A VALID bit set'to one indicates the INFORMATION field contains valid informatipn as
defined in this standard or a command standard. See 4.5.4 for device server requirements regarding the|vALID
bit.
The conténts of the RESPONSE CODE field indicate the report type and format of the sense data (see 4.5.1)). For
fixed fornpat sense data, the RESPONSE CODE field shall be set to 70h or 71h.
The meahing of:the FILEMARK bit is device-type or command specific (e.g., see the SSC-4 READ command
and SPACE-cemmand for examples of FILEMARK bit usage) and the bit is defined in a command standargl.

The meaning of the end-of-medium (EOM) bit is device-type or command specific (e.g., see the SSC-4 READ
command, SPACE command, and WRITE command for examples of EOM bit usage) and the bit is defined in a
command standard.

The meaning of the incorrect length indicator (iLI) bit is device-type or command specific (e.g., see the SSC-4
READ command an example of ILI bit usage) and the bit is defined in a command standard.

The SDAT_OVFL bit, SENSE KEY field, ADDITIONAL SENSE CODE field, and ADDITIONAL SENSE CODE QUALIFIER field
are described in 4.5.2.1.
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The contents of the INFORMATION field are device-type or command specific and are defined in a command
standard. See 4.5.4 for device server requirements regarding how values are returned in the INFORMATION

field.

The ADDITIONAL SENSE LENGTH field indicates the number of additional sense bytes that follow. The additional
sense length shall be less than or equal to 244 (i.e., limiting the total length of the sense data to 252 bytes). If
the sense data is being returned as parameter data by a REQUEST SENSE command, then the contents of
the ADDITIONAL SENSE LENGTH field are not altered based on the allocation length (see 4.2.5.6). If the sense
data is being returned in the same |_T_L_Q nexus transaction as the status and the sense data is longer than
the length specified in the MAXIMUM SENSE DATA LENGTH field in the Control Extension mode page (see 7.5.9),
then the device server shall ensure the number of sense data bytes is less than or equal to the length
specified[imthe MAXTMUM SENSE DATA LENGTH fietd i the Comntrot EXtension mode page. 1 e maximum
length of|the sense data returned by the device server is indicated in the MAXIMUM SUPPORTED SENSE|
LENGTH field in the Extended INQUIRY VPD page (see 7.8.7).

The confents of the COMMAND-SPECIFIC INFORMATION field are command specific, and areydefined i
standard|or a command standard. The COMMAND-SPECIFIC INFORMATION field should be ignored in sense

a
b

)
)

that is not related to a command or operation (e.g., pollable sense data (see 5.10)).

See 4.5.p for device server requirements regarding how values are returned in the COMMAND-SPH
INFORMAT|ION field.

The FIELQ REPLACEABLE UNIT CODE field is described in 4.5.2.5.

A sense-

in this standard. An SKSV bit set to zero indicates that the‘content and format of the sense key sp
informati¢n is not as defined by this standard.

The sense key specific information is described in 4:5:2.4.

The addifional sense bytes may contain:

a

b

)
)

mformation related to conditions detected during the processing of an EXTENDED COPY com
see 5.16.7.4); and/or
endor specific data that fdrther defines the nature of the reported condition.

<

4.5.4 Refurning a value in‘the INFORMATION field in the sense data

To return|a value less than or equal to FFFF_FFFFh in the INFORMATION field:

a

)

iff fixed fermat sense data (see 4.5.3) is being returned, the device server shall set the VALID bit {
nd,shall set the INFORMATION field to the value; and

for a command or operation for which the COMMAND-SPECIFIC INFORMATION field is not defined; of

total
DATA

n this
data:

CIFIC

ey specific valid (SksV) bit set to one indicates the sénse key specific information is valid as d¢fined

ecific

mand

D one

b) if descriptor format sense data (see 4.5.2) is being returned and a sense data descriptor that coptains
a VALID bit and an INFORMATION field is being returned (e.g., the information descriptor (see 4.5.2.2) or
the direct-access block device sense data descriptor (see SBC-3)), then the device server shall set
the VALID bit to one, the first four bytes of the INFORMATION field to zero, and the next four bytes of the

INFORMATION field to the value.

To return a value greater than FFFF_FFFFh in the INFORMATION field:

a

)

if fixed format sense data (see 4.5.3) is being returned, the device server shall set the VALID bit to zero
and shall set the INFORMATION field to a vendor specific value. The value is not able to be reported;

and
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b) if descriptor format sense data (see 4.5.2) is being returned and a sense data descriptor that contains
a VALID bit and an INFORMATION field is being returned (e.g., the information descriptor (see 4.5.2.2) or
the direct-access block device sense data descriptor (see SBC-3)), then the device server shall set
the VALID bit to one and shall set the INFORMATION field to the value.

To return sense data and not return a value in the INFORMATION field:

a) if fixed format sense data (see 4.5.3) is being returned, the device server shall set the VALID bit to zero
and shall set the INFORMATION field to a vendor specific value; and
b) if descriptor format sense data (see 4.5.2) is being returned, then:
A) the device server shall not return an information descriptor (see 4.5.2.2); and
B)—if asense datadescriptor otherthanmam informatiom descriptor that containsa vACDD bitand an
INFORMATION field is being returned (e.g., the direct-access block device sense data desqgriptor
(see SBC-3)), then the device server shall set the VALID bit to zero and shall set the INFORMATION
field to a vendor specific value.

urning a value in the COMMAND-SPECIFIC INFORMATION field in the sense data

a) iff fixed format sense data (see 4.5.3) is being returned, the““device server shall set the
OMMAND-SPECIFIC INFORMATION field to the value; and
b) iff descriptor format sense data (see 4.5.2) is being returned and-a sense data descriptor that contains

COMMAND-SPECIFIC INFORMATION field is being returned (€.g., the command-specific information
escriptor (see 4.5.2.3) or the direct-access block device sense data descriptor (see SBC-3))| then
the device server shall set the first four bytes of the COMMAND-SPECIFIC INFORMATION field to zerq, and
the next four bytes of the COMMAND-SPECIFIC INFORMATION field to the value.

To return|a value greater than FFFF_FFFFh in the COMMAND-SPECIFIC INFORMATION field:

a) iff fixed format sense data (see 4.5.3) is being returned, the device server shall set the
OMMAND-SPECIFIC INFORMATION field toa vendor specific value. The value is not able to be repprted;
nd

b) iff descriptor format sense data (se€4.5.2) is being returned and a sense data descriptor that contains

COMMAND-SPECIFIC INFORMATION field is being returned (e.g., the command-specific information
escriptor (see 4.5.2.3) or'the direct-access block device sense data descriptor (see SBC-3))| then
the device server shall set the COMMAND-SPECIFIC INFORMATION field to the value.

To return|sense data and notreturn a value in the COMMAND-SPECIFIC INFORMATION field:

fixed format' sense data (see 4.5.3) is being returned, the device server shall set the

OMMAND<SPECIFIC INFORMATION field to a vendor specific value; and

b) iff descriptor format sense data (see 4.5.2) is being returned, then:

) theJdevice server shall not return a command-specific information descriptor (see 4.5.2.3); 4nd

)\.if’a sense data descriptor that contains a COMMAND-SPECIFIC INFORMATION field is being retpirned
(e.g., the direct-access block device sense data descriptor (see SBC-3)), then the device server
shall set the COMMAND-SPECIFIC INFORMATION field to a vendor specific value.

4.5.6 Current information
Response codes 70h and 72h (i.e., current information) indicate that the sense data is:
a) the result of an error, exception condition, or protocol specific failure that is associated with CHECK

CONDITION status; or
b) additional information that is associated with a status other than CHECK CONDITION.
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Current information includes:

a) errors generated during processing of a command terminated with CHECK CONDITION status;

b) errors not related to any command that are detected during processing of a command (e.g.

servomechanism failures, off-track errors, or power-up test errors); and
c) referral information (see SBC-3) associated with GOOD status.

4.5.7 Deferred errors

, disk

Response codes 71h and 73h (deferred error) indicate that the sense data is the result of an error or

exceptiorconditiomthatoccurredduring processing of a previous command for which GOODstatus or

CONDIT|ON MET status has already been returned. Such commands are associated with the use

immediate bit and with some forms of caching. Device servers that implement these features shallimple

deferred prror reporting.

The defdrred error may be indicated by returning CHECK CONDITION status to an.application
accessed through a defined |_T nexus as described in this subclause.

If a com
terminated command shall not have been processed. After the device servér detects a deferred
condition| the device server shall return a deferred error according to the follewing rules:

a) if no external intervention is necessary to recover a deferred ertor, a deferred error indication sh

b)

eferred error attempts to access the particular function or subset of data associated wi

for the command attempting the access;

c) iff the device server_is-Unable to associate a deferred error with an |_T nexus or with a part
ubset of data, then.the device server shall return a deferred error for one command received on

I| T nexus. If multiple deferred errors have accumulated for an |_T nexus, then:

) one error,shall be returned; and

) only the last error should be returned;

if the SESItarget device is unable to associate a deferred error with a particular logical unit, the

target.device shall establish a deferred error for every logical unit and shall return the deferred

forome command received on each appropriate |_T nexus associated with each logical unit; or

and terminates with CHECK CONDITION status and the sense data describes a deferred erra

bf the
ment

Client

r, the
error

eferred error and the TST field'equals 001b, then the command attempting the access shall 1
locked by the deferred erforand the cause of the deferred error may result in an error being req

Il not

e returned unless required by the error handling parameters.of a mode page (e.g., the Informational
xceptions mode page defined by SBC-3 and SSC-4). The occurrence of the error may be logged;

it is possible to associate a deferred error with an\l_T nexus and with a particular functior} or a
articular subset of data, and the error is either unrecovered or required to be reported by the mode
arameters, then a deferred error indication shall*be returned for a command received on the |_ T
exus associated with the deferred error. If a command received on an |_T nexus other than tHe |_T
exus associated with the deferred error attempts to access the particular function or subset of data
ssociated with the deferred error and the TST field equals 000b (see 7.5.8), then the device derver
hall complete the command with BUSY status or ACA ACTIVE status according to the requirefents
SAM-5. If a command received.on an |_T nexus other than the |_T nexus associated with the

h the
ot be
orted

icular
each

SCSI
error

e) if a command has never been an enabled command, and a deferred error occurs, the device server
shall terminate the command with CHECK CONDITION status and deferred error information
returned in the sense data. If a deferred error occurs after a command becomes an enabled
command and the command is affected by the error, then the device server shall terminate the

command with CHECK CONDITION status and the current error information shall be returned

in the

sense data. In this case, if the current error information does not adequately define the deferred error
condition, a deferred error may still exist after the current error information has been returned. If a
deferred error occurs after a command has become an enabled command and the command
completes successfully, then the device server may choose to return the deferred error information
after the completion of the current command in conjunction with a subsequent command that has not

begun processing.
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NOTE 9 - A deferred error may indicate that an operation was unsuccessful long after GOOD status was
returned. If the application client is unable to replicate or recover from other sources the data that is being
written using cached or buffered write operations, then synchronization commands should be performed
before the critical data is destroyed. This is necessary for actions taken when deferred errors occur in the
storing of the data. The synchronizing process should provide the necessary commands to allow returning
CHECK CONDITION status and subsequent returning of deferred error sense information after all cached or
buffered operations are completed.

4.5.8 Sense key and additional sense code definitions

The sense keys are defined in table 54.

Table 54 — Sense key descriptions (part 1 of 2)

Sens¢
Key

Description

Oh

NO SENSE: Indicates that there is no specific sense key information to bé reported. This
may occur for a successful command or for a command that is terminated with CHECK
CONDITION status (e.g., as a result of the FILEMARK bit, EOM bit, or ILNDIt being set to one)

1h

RECOVERED ERROR: Indicates that the command completed suecessfully, with some reqov-
ery action performed by the device server. Details may be deteriined by examining the sense
data (e.g., the INFORMATION field). If multiple recovered errers.occur during one command, the
choice of which error to report (e.g., first, last, most severe)-is vendor specific.

2h

NOT READY: Indicates that the logical unit is not agcessible. Operator intervention may bs
required to correct this condition.

3h

MEDIUM ERROR: Indicates that the command terminated with a non-recovered error condgli-

tion that may have been caused by a flaw innthe medium or an error in the recorded data. This
sense key may also be returned if the deyice server is unable to distinguish between a flaw in
the medium and a specific hardware fajlure (i.e., sense key 4h).

4h

HARDWARE ERROR: Indicates that the device server detected a non-recoverable hardware
failure (e.g., controller failure, device failure, or parity error) while performing the command|or
during a self test.

5h

ILLEGAL REQUEST: Indicates that:
a) the commandmas addressed to an incorrect logical unit number (see SAM-5);
b) the command had an invalid task attribute (see SAM-5);
c) the command was addressed to a logical unit whose current configuration prohibits
processing the command;
d) there'was an illegal parameter in the CDB; or
e) there was an illegal parameter in the additional parameters supplied as data for some
commands (e.g., PERSISTENT RESERVE OUT).
If the.device server detects an invalid parameter in the CDB, the device server shall termingte
the command without altering the medium. If the device server detects an invalid parametef in
the additional parameters supplied as data, then the device server may have already altergd

the medium.

6h

UNIT ATTENTION: Indicates that a unit attention condition has been established (e.g., the
removable medium may have been changed, a logical unit reset occurred). See SAM-5.

7h

DATA PROTECT: Indicates that a command that reads or writes the medium was attempted
on a block that is protected. The read or write operation was not performed.

8h

BLANK CHECK: Indicates that blank or non-blank medium was encountered when not
expected.

9h

VENDOR SPECIFIC: This sense key is available for reporting vendor specific conditions.
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Table 54 — Sense key descriptions (part 2 of 2)

Sense
Key Description

Ah COPY ABORTED: Indicates a third-party copy command (see 5.16.3) was aborted after some
data was transferred but before all data was transferred.

Bh ABORTED COMMAND: Indicates that the device server aborted the command. The appli-
cation client may be able to recover by trying the command again.
Ch Reserved

Dh MOHHME-OVVERELOW: lndicastactbhat- a-biiffarad-SOCQl daviaa baoo ragakhad £ nd-af. nn.—lié'on
VULUNML U VLN OV Taricatt statra oumCTC U oo oT Ut vicTTras Teac o Ut Tra=or-party

and data may remain in the buffer that has not been written to the medium. One or more
RECOVER BUFFERED DATA command(s) may be issued to read the unwritten data(from the
buffer. (See SSC-4.)

Eh MISCOMPARE: Indicates that the source data did not match the data read froni.the medium.

Fh COMPLETED: Indicates there is command completed sense data (see SAM:=5) to be report
This may occur for a successful command.

[4%
o

The addifional sense codes (i.e., the ADDITIONAL SENSE CODE field and ADDITIONAL SENSE CODE QUALIFIER field
values in[sense data) are defined in table 55.

Table 55 — ASC and ASCQ assignments (part’1 of 18)

D — Direct Access Block Device (SBC-3) Device Column kgy
. T— Sequential Access Device (SSC-4) blank = code not ttsed
L — Printer Device (SSC) not blank = code ysed

P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Devicé’/(SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)
E — SCSI Enclosure Services device (SES-3)
. B — Simplified, Direct-Access (Reduced Block) device (RBC)
K — Optical Card Reader/Writer device (OCRW)
V —Automation/Device Interface device (ADC-3)
. F= Object-based Storage Device (OSD-2)

ASC A$CQ IZ')TLIQ’WR(.)MAEBK\./F Description
20h OBh DT PWROMAEBK ACCESS DENIED - ACL LUN CONFLICT

20h d8h DT PWROMAEBK ACCESS DENIED - ENROLLMENT CONFLICT

20h dth DT PWROMAEBK ACCESS DENIED - INITIATOR PENDING-ENROLLED
20h dsh DT _RWROMAEBK ACCESS DENIED - INVALID LU IDENTIFIER

20h (g3h DI._PWROMAEBK ACCESS DENIED - INVALID MGMT ID KEY

20h 0Ah DT PWROMAEBK ACCESS DENIED - INVALID PROXY TOKEN

20h 0J2h7, BT PWROMAEBK ACCESS DENIED - NO ACCESS RIGHTS

4Bh (Q3h,Y DT PWROMAEBK ACK/NAK TIMEOUT

67h 02h A ADD LOGICAL UNIT FAILED

13h 00h D w O BK ADDRESS MARK NOT FOUND FOR DATA FIELD
12h 00h D W O BK ADDRESS MARK NOT FOUND FOR ID FIELD
67h 08h A ASSIGN FAILURE OCCURRED

27h  03h T R ASSOCIATED WRITE PROTECT

2Ah 06h DTLPWROMAEBKVF ASYMMETRIC ACCESS STATE CHANGED

47h  04h DTLPWROMAEBKVF ASYNCHRONOUS INFORMATION PROTECTION ERROR DETECTED

44h  71h DT B ATA DEVICE FAILED SET FEATURES

67h 0Bh DT B ATA DEVICE FEATURE NOT ENABLED

00h 1Dh DT B ATA PASS THROUGH INFORMATION AVAILABLE
00h 2th D ATOMIC COMMAND ABORTED DUE TO ACA

67h 06h A ATTACHMENT OF LOGICAL UNIT FAILED
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Table 55 — ASC and ASCQ assignments (part 2 of 18)

D — Direct Access Block Device (SBC-3) Device Column key
. T — Sequential Access Device (SSC-4) blank = code not used
L — Printer Device (SSC) not blank = code used
P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Device (SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)
E — SCSI Enclosure Services device (SES-3)
—B—Simplified Direct-Access{Reduced Bleck)-deviece {RBG)
K — Optical Card Reader/Writer device (OCRW)
V — Automation/Device Interface device (ADC-3)
. F — Object-based Storage Device (OSD-2)
ASC A$CQ DTLPWROMAEBKVF Description
21h deh D ATTEMPT TO READ INVALID DATA
00h 11h R AUDIO PLAY OPERATION IN PROGRESS
00h 12h R AUDIO PLAY OPERATION PAUSED
00h 14h R AUDIO PLAY OPERATION STOPPED DUE TO'ERROR
00h 13h R AUDIO PLAY OPERATION SUCCESSFULLY COMPLETED
74h 40h DT R MAEBKVY AUTHENTICATION FAILED
66h (Oh AUTOMATIC DOCUMENT FEEDER CQVER UP
66h d1h AUTOMATIC DOCUMENT FEEDERLIFT UP
55h (deh DT WROM B AUXILIARY MEMORY OUT OF SPACE
11h 12h DT WROM B AUXILIARY MEMORY READ ERROR
0Ch gBh DT WROM B AUXILIARY MEMORY WRITE ERROR
00h d4h T BEGINNING-OF-PART{TION/MEDIUM DETECTED
0Ch gesh DT W O B BLOCK NOT COMPRESSIBLE
14h  (4h T BLOCK SEQUENCE)ERROR
29h (3h DTLPWROMAEBKVF BUS DEVICE RESET FUNCTION OCCURRED
11h Qgeh DT WRO B CANNOT DECOMPRESS USING DECLARED ALGORITHM
30h @geh DT WRO B CANNOT FORMAT MEDIUM - INCOMPATIBLE MEDIUM
30h 0g2h DT WRO BK CANNQTREAD MEDIUM - INCOMPATIBLE FORMAT
30h dth DT WRO BK CANNOT READ MEDIUM - UNKNOWN FORMAT
30h (Q8h R CANNOT WRITE - APPLICATION CODE MISMATCH
30h d5h DT WRO BK CANNOT WRITE MEDIUM - INCOMPATIBLE FORMAT
30h d4h DT WRO BK CANNOT WRITE MEDIUM - UNKNOWN FORMAT
2Ah (9h D CAPACITY DATA HAS CHANGED
52h (oh T CARTRIDGE FAULT
73h  (Oh R CD CONTROL ERROR
24h (1th DTLPWR@ AEBKVF CDB DECRYPTION ERROR
3Fh (J2h DTLPWROM BK CHANGED OPERATING DEFINITION
11h  ({6h WRO B CIRC UNRECOVERED ERROR
30h d3h DT, R M K CLEANING CARTRIDGE INSTALLED
30h (Jd7h DIELE" WROMAEBKVF CLEANING FAILURE
30h QAh, (DT WRO AEBK CLEANING REQUEST REJECTED
00h 176 DTL WROMAEBKVF CLEANING REQUESTED
30h 13h v CEEANING YOLEUMEEXPIRED
4Ah 00h DTLPWROMAEBKVF COMMAND PHASE ERROR
2Ch 00h DTLPWROMAEBKVF COMMAND SEQUENCE ERROR
2Eh 01h D W OM B COMMAND TIMEOUT BEFORE PROCESSING
2Eh 02h D W OM B COMMAND TIMEOUT DURING PROCESSING
COMMAND TIMEOUT DURING PROCESSING DUE TO ERROR
2Eh 03h D W OM B RECOVERY
6Eh 00h A COMMAND TO LOGICAL UNIT FAILED
2Fh 00h DTLPWROMAEBKVF COMMANDS CLEARED BY ANOTHER INITIATOR
2Fh 02h DTLPWROMAEBKVF COMMANDS CLEARED BY DEVICE SERVER
2Fh  01h D COMMANDS CLEARED BY POWER LOSS NOTIFICATION
3Fh 04h DT WROMAEBK COMPONENT DEVICE ATTACHED
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Table 55 — ASC and ASCQ assignments (part 3 of 18)

D — Direct Access Block Device (SBC-3)
. T — Sequential Access Device (SSC-4)
L — Printer Device (SSC)

Device Column key
blank = code not used
not blank = code used

P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Device (SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)

=]

E — SCSI Enclosure Services device (SES-3)

O

Sirrptfied-BDireet
K — Optical Card Reader/Writer device (OCRW)
V — Automation/Device Interface device (ADC-3)

A (Raodiucad Rlack)\devicalRRC
TCTCC oSS COuCC oot GCvicCIRo T

\
7

. F — Object-based Storage Device (OSD-2)
ASC A$CQ DTLPWROMAEBKVF Description
0OCh 4h DT W O B COMPRESSION CHECK MISCOMPARE ERROR
27h deh R F CONDITIONAL WRITE PROTECT
67h (Oh A CONFIGURATION FAILURE
67h (d1h A CONFIGURATION OF INCAPABLE LOGICAL UNITS FAILED
6Fh (7h R CONFLICT IN BINDING NONCE RECORDING
00h 1Eh DT R MAEBKYV CONFLICTING SA CREATION REQUEST
4Bh (J7rh DT PWROMAEBK F CONNECTION LOST
5Dh 35h D B CONTROLLER IMPENDING FAILURE ACCESS TIMES TOO HIGH
5Dh 3q7h D B CONTROLLER IMPENDING FAILURE CHANNEL PARAMETRICS
5Dh 28h D B CONTROLLER IMPENDING FAILURE CONTROLLER DETECTED
5Dh 242h D B CONTROLLER IMPENDING.FAILURE DATA ERROR RATE TOO HIGH
CONTROLLER IMPENDING FAILURE DRIVE CALIBRATION RETRY
5Dh 2Ch D B COUNT
5Dh 31th D B CONTROLLER IMPENDING FAILURE DRIVE ERROR RATE TOO HIGH
5Dh Z20h D B CONTROLLER MPENDING FAILURE GENERAL HARD DRIVE FAILURE
5Dh 43h D B CONTROLLER IMPENDING FAILURE SEEK ERROR RATE TOO HIGH
5Dh 2Ah D B CONTROLLER IMPENDING FAILURE SEEK TIME PERFORMANCE
5Dh 2Bh D B CONTROLLER IMPENDING FAILURE SPIN-UP RETRY COUNT
5Dh 326h D B CONTROLLER IMPENDING FAILURE START UNIT TIMES TOO HIGH
5Dh 29 D B CONTROLLER IMPENDING FAILURE THROUGHPUT PERFORMANCE
5Dh 34h D B CONTROLLER IMPENDING FAILURE TOO MANY BLOCK REASSIGNS
2Bh (Joh DTLPWRO K COPY CANNOT EXECUTE SINCE HOST CANNOT DISCONNECT
COPY PROTECTION KEY EXCHANGE FAILURE - AUTHENTICATION
6Fh QOh R
FAILURE
6Eh  d2h R COPY PROTECTION KEY EXCHANGE FAILURE - KEY NOT
ESTABLISHED
6Fh (d1h R COPY PROTECTION KEY EXCHANGE FAILURE - KEY NOT PRESENT
26h 0ODh DTLPWRO K COPY SEGMENT GRANULARITY VIOLATION
0ODh (d5h DTEPWRO A K COPY TARGET DEVICE DATA OVERRUN
0Dh (J4h DEEPWRO A K COPY TARGET DEVICE DATA UNDERRUN
0Dh (2h,( DTLPWRO A K COPY TARGET DEVICE NOT REACHABLE
67h (7h A CREATION OF LOGICAL UNIT FAILED
74h O CERYPTOSRAPHICINTESRIT Y- VALBAHONTFALED——
73h  10h R CURRENT POWER CALIBRATION AREA ALMOST FULL
73h  11h R CURRENT POWER CALIBRATION AREA IS FULL
2Ch 04h R CURRENT PROGRAM AREA IS EMPTY
2Ch 03h R CURRENT PROGRAM AREA IS NOT EMPTY
30h 09h R CURRENT SESSION NOT FIXATED FOR APPEND
5Dh 35h D B DATA CHANNEL IMPENDING FAILURE ACCESS TIMES TOO HIGH
5Dh 37h D B DATA CHANNEL IMPENDING FAILURE CHANNEL PARAMETRICS
5Dh 38h D B DATA CHANNEL IMPENDING FAILURE CONTROLLER DETECTED
5Dh 32h D B DATA CHANNEL IMPENDING FAILURE DATA ERROR RATE TOO HIGH
5Dh 3Ch D B DATA CHANNEL IMPENDING FAILURE DRIVE CALIBRATION RETRY

COUNT
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Table 55 — ASC and ASCQ assignments (part 4 of 18)

D — Direct Access Block Device (SBC-3) Device Column key
. T — Sequential Access Device (SSC-4) blank = code not used
L — Printer Device (SSC) not blank = code used

P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Device (SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)
E — SCSI Enclosure Services device (SES-3)

—B—Simplified Direct-Access{Reduced Bleck)-deviece {RBG)
K — Optical Card Reader/Writer device (OCRW)
V — Automation/Device Interface device (ADC-3)
. F — Object-based Storage Device (OSD-2)
ASC A$CQ DTLPWROMAEBKVF Description
5Dh 3Jth D B DATA CHANNEL IMPENDING FAILURE DRIVE ERRORRATE TOO H|GH
5Dh 30h D B DATA CHANNEL IMPENDING FAILURE GENERAL HARD DRIVE FAIJURE
5Dh 3I3h D B DATA CHANNEL IMPENDING FAILURE SEEK ERROR RATE TOO HI{sH
5Dh 3Ah D B DATA CHANNEL IMPENDING FAILURE SEEK TIME PERFORMANCH
5Dh 3Bh D B DATA CHANNEL IMPENDING FAILURE SRIN-UP RETRY COUNT
5Dh 36h D B DATA CHANNEL IMPENDING FAILURE\.START UNIT TIMES TOO HIGH
50h 3%h D B DATA CHANNEL IMPENDING FAILURE'THROUGHPUT PERFORMANCE
5Dh 34h D B DATA CHANNEL IMPENDING FAILURE TOO MANY BLOCK REASSIGNS
55h (JAh M DATA CURRENTLY UNAVAILABLE
26h (¢5h DTLPWRO A BK DATA DECRYPTION ERROR
26h  10h T DATA DECRYPTION KEY-FAIL LIMIT REACHED
2Ah (ODh T DATA ENCRYPTION CAPABILITIES CHANGED
74h  A1h T DATA ENCRYPTION.CONFIGURATION PREVENTED
2Ah  13h T DATA ENCRYPTION)KEY INSTANCE COUNTER HAS CHANGED
2Ah  11h T DATA ENCRYPTION PARAMETERS CHANGED BY ANOTHER I_T NEXUS
DATA ENCRYRTION PARAMETERS CHANGED BY VENDOR SPECIHIC

2Ah  12h T EVENT
0OCh g5h DT W O B DATA EXPANSION OCCURRED DURING COMPRESSION
69h (Oh A DATAROSS ON LOGICAL UNIT
4Bh (d5h DT PWROMAEBK DATA OFFSET ERROR
41h (qoh D DATA PATH FAILURE (SHOULD USE 40 NN)
47h (q1h DTLPWROMAEBKVF.-DATA PHASE CRC ERROR DETECTED
4Bh (Joh DTLPWROMAEBKVF DATA PHASE ERROR
11h  ({7h W O B DATA RE-SYNCHRONIZATION ERROR
16h (3h D W O BK DATA SYNC ERROR - DATA AUTO-REALLOCATED
16h d1h D W 0 BK DATA SYNC ERROR - DATA REWRITTEN
16h ({g4h D W O BK DATA SYNC ERROR - RECOMMEND REASSIGNMENT
16h (J2h D W O BK DATA SYNC ERROR - RECOMMEND REWRITE
16h (Jq0h D W O BK DATA SYNCHRONIZATION MARK ERROR
53h M DATA TRANSFER DEVICE ERROR - EJECT FAILED
53h M DATA TRANSFER DEVICE ERROR - LIBRARY COMMUNICATION FAILED
53h M DATA TRANSFER DEVICE ERROR - LOAD FAILED
53h PDATATRAN RDEY RROR—UNEOADFAIED
53h 0Bh M DATA TRANSFER DEVICE ERROR - UNLOAD MISSING
3Bh 1Bh M DATA TRANSFER DEVICE INSERTED

3Bh 1Ah M DATA TRANSFER DEVICE REMOVED

4Bh O0Ah DT PWROMAEBK DATA-IN BUFFER ERROR

4Bh 09h DT PWROMAEBK DATA-IN BUFFER OVERFLOW - DATA BUFFER DESCRIPTOR AREA
4Bh 08h DT PWROMAEBK DATA-IN BUFFER OVERFLOW - DATA BUFFER SIZE

4Bh ODh DT PWROMAEBK DATA-OUT BUFFER ERROR

4Bh 0Ch DT PWROMAEBK DATA-OUT BUFFER OVERFLOW - DATA BUFFER DESCRIPTOR AREA
4Bh 0Bh DT PWROMAEBK DATA-OUT BUFFER OVERFLOW - DATA BUFFER SIZE

11h 0Dh DT WRO B DE-COMPRESSION CRC ERROR

71h  00h T DECOMPRESSION EXCEPTION LONG ALGORITHM ID

MM m™m ™ m
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Table 55 — ASC and ASCQ assignments (part 5 of 18)

D — Direct Access Block Device (SBC-3) Device Column key
. T — Sequential Access Device (SSC-4) blank = code not used
L — Printer Device (SSC) not blank = code used
P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Device (SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)
E — SCSI Enclosure Services device (SES-3)
—B—Simplified Direct-Access{Reduced Bleck)-deviece {RBG)
K — Optical Card Reader/Writer device (OCRW)
V — Automation/Device Interface device (ADC-3)
. F — Object-based Storage Device (OSD-2)
ASC A$CQ DTLPWROMAEBKVF Description
70h  NNh T DECOMPRESSION EXCEPTION SHORT ALGORITHMD OF NN
1%h doh D O K DEFECT LIST ERROR
1%h ({3h D o] K DEFECT LIST ERROR IN GROWN LIST
1%h (J2h D o] K DEFECT LIST ERROR IN PRIMARY LIST
1%h (qith D o K DEFECT LIST NOT AVAILABLE
1Ch (goh D o] BK DEFECT LIST NOT FOUND
32h Qth D W O BK DEFECT LIST UPDATE FAILURE
0Ch (Fh R DEFECTS IN ERROR WINDOW
3Fh d5h DT WROMAEBK DEVICE IDENTIFIER CHANGEDR
29h (4h DTLPWROMAEBKVF DEVICE INTERNAL RESET,
40h NNh DTLPWROMAEBKVF DIAGNOSTIC FAILURE ON‘COMPONENT NN (80h-FFh)
74h (d8h DT R M E VF DIGITAL SIGNATURE YARIDATION FAILURE
66h (J2h DOCUMENT JAM INJAUTOMATIC DOCUMENT FEEDER
66h (3h DOCUMENT MISS*EEED AUTOMATIC IN DOCUMENT FEEDER
6Fh ({5h R DRIVE REGION'MUST BE PERMANENT/REGION RESET COUNT ERROR
53h Q7h M DUPLICATE«OLUME IDENTIFIER
3Fh JFh DTLPWROMAEBKVF ECHO BUREER OVERWRITTEN
3Bh 18h M ELEMENT DISABLED
3Bh 19h M ELEMENT ENABLED
53h (8h M ELEMENT STATUS UNKNOWN
72h  (Q4h R EMPTY OR PARTIALLY WRITTEN RESERVED TRACK
34h Joh DTLPWROMAEBKVE-ENCLOSURE FAILURE
35h g5h DTL WROMAEBKVF ENCLOSURE SERVICES CHECKSUM ERROR
35h Joh DTLPWROMAEBKVF ENCLOSURE SERVICES FAILURE
35h (3h DTLPWROMAEBKVF ENCLOSURE SERVICES TRANSFER FAILURE
35h (J4h DTLPWROMAEBKVF ENCLOSURE SERVICES TRANSFER REFUSED
35h (J2h DTLPWROMAEBKVF ENCLOSURE SERVICES UNAVAILABLE
74h  QAh T ENCRYPTED BLOCK NOT RAW READ ENABLED
74h  ODh T, ENCRYPTION ALGORITHM DISABLED
74h  0d9h T ENCRYPTION MODE MISMATCH ON READ
74h  (7h T ENCRYPTION PARAMETERS NOT USEABLE
3Bh (Fh R END OF MEDIUM REACHED
63h 06h R ENB-OF USER-AREAENCOUNTERED-ON-THISTRACK
00h 05h TL END-OF-DATA DETECTED
14h 03h T END-OF-DATA NOT FOUND
00h 02h T END-OF-PARTITION/MEDIUM DETECTED
51h 00h DT RO ERASE FAILURE
5th 01th D R ERASE FAILURE - INCOMPLETE ERASE OPERATION DETECTED
00h 18h T ERASE OPERATION IN PROGRESS
74h  05h T ERROR DECRYPTING DATA
ODh 00h DTLPWRO A K ERROR DETECTED BY THIRD PARTY TEMPORARY INITIATOR
2Ah  0Ah DT ERROR HISTORY I_T NEXUS CLEARED
2Ah  0Bh DT ERROR HISTORY SNAPSHOT RELEASED
0OAh 00h DTLPWROMAEBKVF ERRORLOG OVERFLOW
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Table 55 — ASC and ASCQ assignments (part 6 of 18)

D — Direct Access Block Device (SBC-3) Device Column key
. T — Sequential Access Device (SSC-4) blank = code not used
L — Printer Device (SSC) not blank = code used
P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Device (SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)
E — SCSI Enclosure Services device (SES-3)
—B—Simplified Direct-Access{Reduced Bleck)-deviece {RBG)
K — Optical Card Reader/Writer device (OCRW)
V — Automation/Device Interface device (ADC-3)
. F — Object-based Storage Device (OSD-2)
ASC A$CQ DTLPWROMAEBKVF Description
11h  10h R ERROR READING ISRC NUMBER
11h R ERROR READING UPC/EAN NUMBER
2Ah F ERROR RECOVERY ATTRIBUTES HAVE CHANGED
11h DT WRO BK ERROR TOO LONG TO CORRECT
38h (6h B ESN - DEVICE BUSY CLASS EVENT
38h (4h B ESN - MEDIA CLASS EVENT
38h (2h B ESN - POWER MANAGEMENT CLASS EVENT
38h doh B EVENT STATUS NOTIFICATION
03h (2h T EXCESSIVE WRITE ERRORS
67h (4h A EXCHANGE OF LOGICAL UNIPFAILED
00h 20h DT P B EXTENDED COPY INFORMATION AVAILABLE
74h  gFh T EXTERNAL DATA ENGRYPTION CONTROL ERROR
74h gEh T EXTERNAL DATA ENCRYPTION CONTROL TIMEOUT
74h  41h V  EXTERNAL DATAENCRYPTION KEY MANAGER ACCESS ERROR
74h  g2h V  EXTERNAL DATA ENCRYPTION KEY MANAGER ERROR
74h  43h V  EXTERNAL DATA ENCRYPTION KEY NOT FOUND
74h  @4h V  EXTERNAL\DATA ENCRYPTION REQUEST NOT AUTHORIZED
3Bh (7h L FAILED,TO SENSE BOTTOM-OF-FORM
3Bh (6h L FAILED TO SENSE TOP-OF-FORM
5Dh q0h DTLPWROMAEBKVF FAILURE PREDICTION THRESHOLD EXCEEDED
5Dh HFh DTLPWROMAEBKVF “FAILURE PREDICTION THRESHOLD EXCEEDED (FALSE)
00h (Q1h T FILEMARK DETECTED
14h  (2h T FILEMARK OR SETMARK NOT FOUND
5Dh D B FIRMWARE IMPENDING FAILURE ACCESS TIMES TOO HIGH
5Dh D B FIRMWARE IMPENDING FAILURE CHANNEL PARAMETRICS
5Dh D B FIRMWARE IMPENDING FAILURE CONTROLLER DETECTED
5Dh D B FIRMWARE IMPENDING FAILURE DATA ERROR RATE TOO HIGH
5Dh D B FIRMWARE IMPENDING FAILURE DRIVE CALIBRATION RETRY COUNT
5Dh D B FIRMWARE IMPENDING FAILURE DRIVE ERROR RATE TOO HIGH
5Dh R B FIRMWARE IMPENDING FAILURE GENERAL HARD DRIVE FAILURH
5Dh D B FIRMWARE IMPENDING FAILURE SEEK ERROR RATE TOO HIGH
5Dh D B FIRMWARE IMPENDING FAILURE SEEK TIME PERFORMANCE
5Dh = B RMAWAREHMPENBING FAEURE-SPIN-UP-RETRY-COUN
5Dh 66h D B FIRMWARE IMPENDING FAILURE START UNIT TIMES TOO HIGH
5Dh 691 D B FIRMWARE IMPENDING FAILURE THROUGHPUT PERFORMANCE
5Dh 64h D B FIRMWARE IMPENDING FAILURE TOO MANY BLOCK REASSIGNS
09h 02h WRO K FOCUS SERVO FAILURE
3th 0th D L RO B FORMAT COMMAND FAILED
28h 02h R FORMAT-LAYER MAY HAVE CHANGED
58h 00h o] GENERATION DOES NOT EXIST
1Ch 02h D o] BK GROWN DEFECT LIST NOT FOUND
5Dh 15h D B HARDWARE IMPENDING FAILURE ACCESS TIMES TOO HIGH
5Dh 17h D B HARDWARE IMPENDING FAILURE CHANNEL PARAMETRICS
5Dh 18h D B HARDWARE IMPENDING FAILURE CONTROLLER DETECTED
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Table 55 — ASC and ASCQ assignments (part 7 of 18)

D — Direct Access Block Device (SBC-3) Device Column key
. T — Sequential Access Device (SSC-4) blank = code not used
L — Printer Device (SSC) not blank = code used
P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Device (SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)
E — SCSI Enclosure Services device (SES-3)
—B—Simplified Direct-Access{Reduced Bleck)-deviece {RBG)
K — Optical Card Reader/Writer device (OCRW)

V — Automation/Device Interface device (ADC-3)

. F — Object-based Storage Device (OSD-2)
ASC A$CQ DTLPWROMAEBKVF Description
5Dh D B HARDWARE IMPENDING FAILURE DATA ERROR RATE TOO HIGH
5Dh D B HARDWARE IMPENDING FAILURE DRIVE CALIBRATION RETRY CQUNT]
5Dh D B HARDWARE IMPENDING FAILURE DRIVE ERROR RATE TOO HIGH
5Dh D B HARDWARE IMPENDING FAILURE GENERAL'HARD DRIVE FAILURE
5Dh D B HARDWARE IMPENDING FAILURE SEEK'ERROR RATE TOO HIGH
5Dh D B HARDWARE IMPENDING FAILURE SEEK TIME PERFORMANCE
5Dh D B HARDWARE IMPENDING FAILURE SRIN-UP RETRY COUNT
5Dh D B HARDWARE IMPENDING FAILURE-START UNIT TIMES TOO HIGH
5Dh D B HARDWARE IMPENDING FAILURE THROUGHPUT PERFORMANCH|
5Dh D B HARDWARE IMPENDING FAILURE TOO MANY BLOCK REASSIGNS]
27h DT WRO BK HARDWARE WRITE PROTECTED
09h DT WRO B HEAD SELECT FAULT:
00h DTLPWROMAEBKVF 1/0 PROCESS TERMINATED
10h D W O BK ID CRC OR ECC ERROR
5Eh DTLPWRO A K IDLE CONDITION ACTIVATED BY COMMAND
5Eh DTLPWRO A K IDLE CONDITION ACTIVATED BY TIMER
5Eh DTLPWRO A K IDLE_B CONDITION ACTIVATED BY COMMAND
5Eh DTLPWRO A K IDLE_B CONDITION ACTIVATED BY TIMER
5Eh DTLPWRO A K IDLE “€ CONDITION ACTIVATED BY COMMAND
5Eh DTLPWRO A K IDLE’ C CONDITION ACTIVATED BY TIMER
20h T ILLEGAL COMMAND WHEN NOT IN APPEND-ONLY MODE
20h T ILLEGAL COMMAND WHILE IN EXPLICIT ADDRESS MODE
20h T ILLEGAL COMMAND WHILE IN IMPLICIT ADDRESS MODE
20h T ILLEGAL COMMAND WHILE IN WRITE CAPABLE STATE
22h D ILLEGAL FUNCTION (USE 20 00, 24 00, OR 26 00)
64h R ILLEGAL MODE FOR THIS TRACK
2Ch B ILLEGAL POWER CONDITION REQUEST
2Ah DTLPWROMAEBKVF IMPLICIT ASYMMETRIC ACCESS STATE TRANSITION FAILED
28h DT ~WROM B IMPORT OR EXPORT ELEMENT ACCESSED
28h M IMPORT/EXPORT ELEMENT ACCESSED, MEDIUM CHANGED
30h DT WROM BK INCOMPATIBLE MEDIUM INSTALLED
30h M INCOMPATIBLE VOLUME QUALIFIER
30h v INCOMPATBLEEVOLUMETYPE
11h T INCOMPLETE BLOCK READ
26h T INCOMPLETE KEY-ASSOCIATED DATA SET
0Ch D INCOMPLETE MULTIPLE ATOMIC WRITE OPERATIONS
0Dh DTLPWRO A K INCORRECT COPY TARGET DEVICE TYPE
74h T INCORRECT DATA ENCRYPTION KEY
74h T INCORRECT ENCRYPTION PARAMETERS
OEh DT PWROMAEBK F INFORMATION UNIT TOO LONG
OEh DT PWROMAEBK F INFORMATION UNIT TOO SHORT
47h DTLPWROMAEBKVF INFORMATION UNIT iuCRC ERROR DETECTED
6Ah A INFORMATIONAL, REFER TO LOG
48h DTLPWROMAEBKVF INITIATOR DETECTED ERROR MESSAGE RECEIVED
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Table 55 — ASC and ASCQ assignments (part 8 of 18)

D — Direct Access Block Device (SBC-3) Device Column key
. T — Sequential Access Device (SSC-4) blank = code not used
L — Printer Device (SSC) not blank = code used
P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Device (SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)
E — SCSI Enclosure Services device (SES-3)
—B—Simplified Direct-Access{Reduced Bleck)-deviece {RBG)
K — Optical Card Reader/Writer device (OCRW)
V — Automation/Device Interface device (ADC-3)
. F — Object-based Storage Device (OSD-2)
ASC A$CQ DTLPWROMAEBKVF Description
4Bh (Jeh DT PWROMAEBK INITIATOR RESPONSE TIMEOUT
26h (QBh DTLPWRO K INLINE DATA LENGTH EXCEEDED
3Fh (J3h DTLPWROMAEBKVF INQUIRY DATA HAS CHANGED
3Fh 15h DTLPWR MAEBK INSPECT REFERRALS SENSE DESCRIPTORS
55h (g5h DT PWROMAEBK INSUFFICIENT ACCESS CONTROL RESOURCES
6Fh Q6h R INSUFFICIENT BLOCK COUNT FOR BINDING NONCE RECORDING
55h (Bh DTLPWROMAEBKVF INSUFFICIENT POWER FOR OPERAT|ON
55h (@J4h DTLPWROMAE K INSUFFICIENT REGISTRATION RESOURCES
55h (J2h DTLPWROMAE K INSUFFICIENT RESERVATION‘RESOURCES
55h (3h DTLPWROMAE K INSUFFICIENT RESOURCES
55h OCh DT P B INSUFFICIENT RESOUREES TO CREATE ROD
55h ODh DT P B INSUFFICIENT RESOUREGES TO CREATE ROD TOKEN
2Eh dqoh D WROM B INSUFFICIENT TIME'FOR OPERATION
55h (QEh D INSUFFICIENT ZONE RESOURCES
44h (JOh DTLPWROMAEBKVF INTERNAL TARGET FAILURE
21h  (2h R INVALID ADBRESS FOR WRITE
3Dh doh DTLPWROMAE K INVALID BITS IN IDENTIFY MESSAGE
2Ch (2h INVALID{COMBINATION OF WINDOWS SPECIFIED
20h doh DTLPWROMAEBKVF INVALID COMMAND OPERATION CODE
26h dFh F INVALID DATA-OUT BUFFER INTEGRITY CHECK VALUE
21h dth DT WROM BK INVALID ELEMENT ADDRESS
24h (O0h DTLPWROMAEBKWVE-INVALID FIELD IN CDB
OEh (g3h DT P R MAEBK_F INVALID FIELD IN COMMAND INFORMATION UNIT
26h (J0h DTLPWROMAEBKVF INVALID FIELD IN PARAMETER LIST
OEh qoh DT PWROMAEBK F INVALID INFORMATION UNIT
49h (JOh DTLPWROMAEBKVF INVALID MESSAGE ERROR
26h OCh DTLPWRO K INVALID OPERATION FOR COPY SOURCE OR DESTINATION
64h (1h R INVALID PACKET SIZE
26h Qeh DT PWROMAEBK INVALID PARAMETER WHILE PORT IS ENABLED
26h (¢4h DREPWROMAEBKVF INVALID RELEASE OF PERSISTENT RESERVATION
74h  12h, ( DT R MAEBKYVY INVALID SA USAGE
4Bh (1h DT PWROMAEBK INVALID TARGET PORT TRANSFER TAG RECEIVED
23h OB+ B HNVYAHIB-TOKEN-OPERATION, CAUSENOT REPORTABLE
23h 0OAh DT P B INVALID TOKEN OPERATION, INVALID TOKEN LENGTH
INVALID TOKEN OPERATION, REMOTE ROD TOKEN CREATION NOT
23h 03h DT P B SUPPORTED
INVALID TOKEN OPERATION, REMOTE TOKEN USAGE NOT

23h 02h DT P B SUPPORTED
23h 08h DT P B INVALID TOKEN OPERATION, TOKEN CANCELLED
23h 05h DT P B INVALID TOKEN OPERATION, TOKEN CORRUPT
23h 09h DT P B INVALID TOKEN OPERATION, TOKEN DELETED
23h 07h DT P B INVALID TOKEN OPERATION, TOKEN EXPIRED
23h 06h DT P B INVALID TOKEN OPERATION, TOKEN REVOKED
23h 04h DT P B INVALID TOKEN OPERATION, TOKEN UNKNOWN
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Table 55 — ASC and ASCQ assignments (part 9 of 18)

D — Direct Access Block Device (SBC-3) Device Column key
. T — Sequential Access Device (SSC-4) blank = code not used
L — Printer Device (SSC) not blank = code used
P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Device (SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)
E — SCSI Enclosure Services device (SES-3)
—B—Simplified Direct-Access{Reduced Bleck)-deviece {RBG)
K — Optical Card Reader/Writer device (OCRW)
V — Automation/Device Interface device (ADC-3)
. F — Object-based Storage Device (OSD-2)
ASC A$CQ DTLPWROMAEBKVF Description
23h dth DT P B INVALID TOKEN OPERATION, UNSUPPORTED TOKEN TYPE
21h  d3h R INVALID WRITE CROSSING LAYER JUMP
24h (d8h DT R MAEBKV INVALID XCDB
29h (J7h DTLPWROMAEBKVF |_T NEXUS LOSS OCCURRED
11h  ({5h WRO B L-EC UNCORRECTABLE ERROR
60h (Oh LAMP FAILURE
14h  ({7h T LOCATE OPERATION FAILURE
00h  19h T LOCATE OPERATION IN PROGRESS
5Bh (2h DTLPWROM K LOG COUNTER AT MAXIMUM
5Bh Joh DTLPWROM K LOG EXCEPTION
5Bh (3h DTLPWROM K LOG LIST CODES EXHAUSTED
2Ah (J2h DTL WROMAE K LOG PARAMETERS CHANGED
21h doh DT WRO BK LOGICAL BLOCK ADDRESS OUT OF RANGE
10h g2h DT W O LOGICAL BLOCKSAPPLICATION TAG CHECK FAILED
10h gth DT W O LOGICAL BLOCK GUARD CHECK FAILED
10h ({4h T LOGICAL BLOCK PROTECTION ERROR ON RECOVER BUFFERED PATA
10h ({5h T LOGICAL BLOCK PROTECTION METHOD ERROR
10h d3h DT W O LOGICALBLOCK REFERENCE TAG CHECK FAILED
74h  1Mh DT R M E V LOGICAL UNIT ACCESS NOT AUTHORIZED
08h d3h DT ROM BK LOGICAL UNIT COMMUNICATION CRC ERROR (ULTRA-DMA/32)
08h doh DTL WROMAEBKVF SLOGICAL UNIT COMMUNICATION FAILURE
08h (J2h DTL WROMAEBKWVE-LOGICAL UNIT COMMUNICATION PARITY ERROR
08h (d1h DTL WROMAEBKMF LOGICAL UNIT COMMUNICATION TIME-OUT
05h (Joh DTL WROMAEBKVF LOGICAL UNIT DOES NOT RESPOND TO SELECTION
4Ch (Joh DTLPWROMAEBKVF LOGICAL UNIT FAILED SELF-CONFIGURATION
3Eh (3h DTLPWROMAEBKVF LOGICAL UNIT FAILED SELF-TEST
3Eh (q1ih DTLPWROMAEBKVF LOGICAL UNIT FAILURE
5Dh (2h R LOGICAL UNIT FAILURE PREDICTION THRESHOLD EXCEEDED
3Eh Joh DTAEPWROMAEBKVF LOGICAL UNIT HAS NOT SELF-CONFIGURED YET
04h (d1h DREEPWROMAEBKVF LOGICAL UNIT IS IN PROCESS OF BECOMING READY
LOGICAL UNIT NOT ACCESSIBLE, ASYMMETRIC ACCESS STATE
04h 0AR’,“BTLPWROMAEBKVF TRANSITION
04h 0B —BTFEPWROMAEBK Y LOGSICAE UNTNOTACCESSIBEETARGET PORTIN-STANDBY-STATE
04h OCh DTLPWROMAEBKVF ;?,AC;!EAL UNIT NOT ACCESSIBLE, TARGET PORT IN UNAVAILABLE
68h 00h A LOGICAL UNIT NOT CONFIGURED
04h 18h M LOGICAL UNIT NOT READY, A DOOR IS OPEN
LOGICAL UNIT NOT READY, ADDITIONAL POWER USE NOT YET

04h 1Ch DT MAEB GRANTED
04h 10h DT WROM B LOGICAL UNIT NOT READY, AUXILIARY MEMORY NOT ACCESSIBLE
04h 17h M LOGICAL UNIT NOT READY, CALIBRATION REQUIRED
04h 00h DTLPWROMAEBKVF LOGICAL UNIT NOT READY, CAUSE NOT REPORTABLE
04h 1Dh D LOGICAL UNIT NOT READY, CONFIGURATION IN PROGRESS
04h 16h M LOGICAL UNIT NOT READY, CONFIGURATION REQUIRED
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Table 55 — ASC and ASCQ assignments (part 10 of 18)

D — Direct Access Block Device (SBC-3)
. T — Sequential Access Device (SSC-4)
L — Printer Device (SSC)

Device Column key

P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Device (SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)
E — SCSI Enclosure Services device (SES-3)

O

K — Optical Card Reader/Writer device (OCRW)
V — Automation/Device Interface device (ADC-3)

(=] Simanbifind MNirant
OTHPHTECCTT et

A (Raodiucad Rlack)\devicalRRC
TCTCC oSS COuCC oot GCvicCIRo T

\
7

. F — Object-based Storage Device (OSD-2)
ASC A$CQ DTLPWROMAEBKVF Description
04h (Q4h DTL RO B LOGICAL UNIT NOT READY, FORMAT IN PROGRESS
04h 21h DTLPWROMAEBKVF LOGICAL UNIT NOT READY, HARD RESET REQUIRED
04h (J2h DTLPWROMAEBKVF LOGICAL UNIT NOT READY, INITIALIZING COMMAND REQUIRED
04h 20h DTLPWROMAEBKVF LOGICAL UNIT NOT READY, LOGICAL UNIT RESET REQUIRED
04h d8h R LOGICAL UNIT NOT READY, LONG WRITE IN PROGRESS
04h (J3h DTLPWROMAEBKVF LOGICAL UNIT NOT READY, MANUALINJERVENTION REQUIRED
04h 1ER D LOGICAL UNIT NOT READY, MICRQCODE ACTIVATION REQUIRED
04h 1Fh DTLPWROMAEBKVF LOGICAL UNIT NOT READY, MICROCODE DOWNLOAD REQUIRED
04h 1Mh DT WRO AEB VF LOGICAL UNIT NOT READY, NOTIFY (ENABLE SPINUP) REQUIRED
04h 12h M V  LOGICAL UNIT NOT READY, OFFLINE
04h  19h M LOGICAL UNIT NOT REABRY, OPERATING IN SEQUENTIAL MODE
04h (J7h DTLPWROMAEBKVF LOGICAL UNIT NOT READY, OPERATION IN PROGRESS
04h 22h DTLPWROMAEBKVF LOGICAL UNIT NOTREADY, POWER CYCLE REQUIRED
04h d5h DT W O A BK F LOGICAL UNIT NOQTDREADY, REBUILD IN PROGRESS
04h deh DT W O A BK LOGICAL UNITNOT READY, RECALCULATION IN PROGRESS
04h  15h M LOGICAL UNIT'NOT READY, ROBOTICS DISABLED
04h 13h DT R MAEBKV LOGICAL UNIT NOT READY, SA CREATION IN PROGRESS
04h 1Bh D B LOGICALUNIT NOT READY, SANITIZE IN PROGRESS
04h Qeh DT R MAEBKVF LOGICAL UNIT NOT READY, SECURITY SESSION IN PROGRESS
04h (J9h DTLPWROMAEBKVF LOGICAL UNIT NOT READY, SELF-TEST IN PROGRESS
04h 14h D B LOGICAL UNIT NOT READY, SPACE ALLOCATION IN PROGRESS
04ah 1an D B LOGICAL UNIT NOT READY, START STOP UNIT COMMAND IN
PROGRESS
04h 0Dh F LOGICAL UNIT NOT READY, STRUCTURE CHECK REQUIRED
25h Joh DTLPWROMAEBKVF LOGICAL UNIT NOT SUPPORTED
27h J2h DT WRQ@ BK LOGICAL UNIT SOFTWARE WRITE PROTECTED
00h 1Fh DT B LOGICAL UNIT TRANSITIONING TO ANOTHER POWER CONDITION
3Eh (Q4h DTLPWROMAEBKVF LOGICAL UNIT UNABLE TO UPDATE SELF-TEST LOG
5Eh Joh DTEPWRO A K LOW POWER CONDITION ON
55n  dah T MAXIMUM NUMBER OF SUPPLEMENTAL DECRYPTION KEYS
EXCEEDED
15h Q1 DTL WROM BK MECHANICAL POSITIONING ERROR
3Bh 1o R MECHANICAL POSIHONING ORCHANGER ERROR—
5Dh 01h R B MEDIA FAILURE PREDICTION THRESHOLD EXCEEDED
53h 00h DTL WROM BK MEDIA LOAD OR EJECT FAILED
6Fh 04h R MEDIA REGION CODE IS MISMATCHED TO LOGICAL UNIT REGION
3Fh 11h DT WROM B MEDIUM AUXILIARY MEMORY ACCESSIBLE
55h 09h M MEDIUM AUXILIARY MEMORY NOT ACCESSIBLE
3Bh ODh DT WROM BK MEDIUM DESTINATION ELEMENT FULL
31th 00h DT WRO BK MEDIUM FORMAT CORRUPTED
3Fh 10h DT WROM B MEDIUM LOADABLE
3Bh 13h DT WROM BK MEDIUM MAGAZINE INSERTED
3Bh 14h DT WROM BK MEDIUM MAGAZINE LOCKED
3Bh 11h DT WROM BK MEDIUM MAGAZINE NOT ACCESSIBLE

blank = code not used
not blank = code used
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Table 55 — ASC and ASCQ assignments (part 11 of 18)

D — Direct Access Block Device (SBC-3) Device Column key
. T — Sequential Access Device (SSC-4) blank = code not used
L — Printer Device (SSC) not blank = code used
P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Device (SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)
E — SCSI Enclosure Services device (SES-3)
—B—Simplified Direct-Access{Reduced Bleck)-deviece {RBG)
K — Optical Card Reader/Writer device (OCRW)
V — Automation/Device Interface device (ADC-3)
. F — Object-based Storage Device (OSD-2)
ASC A$CQ DTLPWROMAEBKVF Description
3Bh 12h DT WROM BK MEDIUM MAGAZINE REMOVED
3Bh 15h DT WROM BK MEDIUM MAGAZINE UNLOCKED
30h  10h R MEDIUM NOT FORMATTED
3Ah Joh DTL WROM BK MEDIUM NOT PRESENT
3Ah (3h DT WROM B MEDIUM NOT PRESENT - LOADABLE
3Ah Q4h DT WRO B MEDIUM NOT PRESENT - MEDIUM AUX{IIIARY MEMORY ACCESSIBLE
3Ah th DT WROM BK MEDIUM NOT PRESENT - TRAY CLOSED
3Ah (J2h DT WROM BK MEDIUM NOT PRESENT - TRAY.OPEN
53h d2h DT WROM BK MEDIUM REMOVAL PREVENTED
53h (3h M MEDIUM REMOVAL PREVENTED BY DATA TRANSFER ELEMENT
2Ah  15h T M V  MEDIUM REMOVAL PREVENTION PREEMPTED
3Bh geh DT WROM BK MEDIUM SOURCE ELEMENT EMPTY
53h (Q4h T MEDIUM THREAD GR UNTHREAD FAILURE
43h (q0h DTLPWROMAEBKVF MESSAGE ERROR
3Fh J1th DTLPWROMAEBKVF MICROCODE HAS BEEN CHANGED
3Fh 16h DT PWROMAEBKVF MICROCODE'HAS BEEN CHANGED WITHOUT RESET
1Dh doh DT WRO BK MISCOMPARE DURING VERIFY OPERATION
1Dh D B MISCOMPARE VERIFY OF UNMAPPED LBA
11h h DT 0] BK MISCORRECTED ERROR
2Ah DTL WROMAEBKVF MODE PARAMETERS CHANGED
67h (3h A MODIFICATION OF LOGICAL UNIT FAILED
69h (1h A MULTIPLE LOGICAL UNIT FAILURES
07h doh DTL WROM BK MULTIPLE PERIPHERAL DEVICES SELECTED
11h ¢3h DT W O BK MULTIPLE READ ERRORS
0OCh geh DT W O BK MULTIPLE WRITE ERRORS
67h (9h A MULTIPLY ASSIGNED LOGICAL UNIT
4Bh (J4h DT PWROMAEBK NAK RECEIVED
00h doh DTLPWROMAEBKVF NO ADDITIONAL SENSE INFORMATION
00h 15h R NO CURRENT AUDIO STATUS TO RETURN
32h Jgoh B W O BK NO DEFECT SPARE LOCATION AVAILABLE
11h  (%h T NO GAP FOUND
01h qoh,D w O BK NO INDEX/SECTOR SIGNAL
72h NOMOR ON N NSAREA
72h  05h R NO MORE TRACK RESERVATIONS ALLOWED
06h 00h D WROM BK NO REFERENCE POSITION FOUND
02h 00h D WRO BK NO SEEK COMPLETE
03h 01h T NO WRITE CURRENT
24h  06h F NONCE NOT UNIQUE
24h  07h F NONCE TIMESTAMP OUT OF RANGE
28h 00h DTLPWROMAEBKVF NOT READY TO READY CHANGE, MEDIUM MAY HAVE CHANGED
2Ch 0Bh T NOT RESERVED
00h 16h DTLPWROMAEBKVF OPERATION IN PROGRESS
5Ah 01th DT WROM BK OPERATOR MEDIUM REMOVAL REQUEST
5Ah 00h DTLPWRO BK OPERATOR REQUEST OR STATE CHANGE INPUT
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Table 55 — ASC and ASCQ assignments (part 12 of 18)

D — Direct Access Block Device (SBC-3) Device Column key
. T — Sequential Access Device (SSC-4) blank = code not used
L — Printer Device (SSC) not blank = code used
P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Device (SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)
E — SCSI Enclosure Services device (SES-3)
—B—Simplified Direct-Access{Reduced Bleck)-deviece {RBG)
K — Optical Card Reader/Writer device (OCRW)
V — Automation/Device Interface device (ADC-3)
. F — Object-based Storage Device (OSD-2)
ASC A$CQ DTLPWROMAEBKVF Description
5Ah (d3h DT WRO A BK OPERATOR SELECTED WRITE PERMIT
5Ah J2h DT WRO A BK OPERATOR SELECTED WRITE PROTECT
2Ch 0Ch D ORWRITE GENERATION DOES NOT MATCH
61h ({2h OUT OF FOCUS
4eh (Joh DTLPWROMAEBKVF OVERLAPPED COMMANDS ATTEMPTED
2Dh doh T OVERWRITE ERROR ON UPDATE IN RIACE
20h (@5h T Obsolete
24h  Q2h T Obsolete
24h (Q3h T Obsolete
63h (1h R PACKET DOES NOT FIT INAVAILABLE SPACE
3Bh {5h L PAPER JAM
1Ah  (Joh DTLPWROMAEBKVF PARAMETER LIST LENGTH ERROR
26h d1th DTLPWROMAEBKVF PARAMETER NOT SUPPORTED
26h (J2h DTLPWROMAEBKVF PARAMETER VALUE INVALID
2Ah (qo0h DTL WROMAEBKVF PARAMETERS CHANGED
69h (2h A PARITY/DATA\MISMATCH
1Fh Qoh D o] K PARTIAL DEFECT LIST TRANSFER
2Ch (QAh F PARTITION OR COLLECTION CONTAINS USER OBJECTS
4Bh 14h DT PWROMAEBK F PCIEACS VIOLATION
4Bh 10h DT PWROMAEBK F PE@IE'COMPLETER ABORT
4Bh QFrh DT PWROMAEBK F“RPCIE COMPLETION TIMEOUT
4Bh 12h DT PWROMAEBK-E-PCIE ECRC CHECK FAILED
4Bh Qeh DT PWROMAEBK._F PCIE FABRIC ERROR
4Bh M1th DT PWROMAEBK F PCIE POISONED TLP RECEIVED
4Bh 15h DT PWROMAEBK F PCIE TLP PREFIX BLOCKED
4Bh 13h DT PWROMAEBK F PCIE UNSUPPORTED REQUEST
03h doh DTL W4 O BK PERIPHERAL DEVICE WRITE FAULT
27h  (@5h T R PERMANENT WRITE PROTECT
2Ch deh R PERSISTENT PREVENT CONFLICT
44h (Q1h DBDIP MAEBKVF PERSISTENT RESERVATION INFORMATION LOST
27h 4h T R PERSISTENT WRITE PROTECT
47h 6h DT MAEBKVF PHY TEST FUNCTION IN PROGRESS
50h 0O2h T POSTHONERRORRELATED-TO-THVING
3Bh 0Ch T POSITION PAST BEGINNING OF MEDIUM
3Bh 0Bh POSITION PAST END OF MEDIUM
15h 02h DT WRO BK POSITIONING ERROR DETECTED BY READ OF MEDIUM
73h  01h R POWER CALIBRATION AREA ALMOST FULL
73h  03h R POWER CALIBRATION AREA ERROR
73h  02h R POWER CALIBRATION AREA IS FULL
29h 01h DTLPWROMAEBKVF POWER ON OCCURRED
29h 00h DTLPWROMAEBKVF POWER ON, RESET, OR BUS DEVICE RESET OCCURRED
5Eh 41h B POWER STATE CHANGE TO ACTIVE
5Eh 47h BK POWER STATE CHANGE TO DEVICE CONTROL
5Eh 42h B POWER STATE CHANGE TO IDLE
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Table 55 — ASC and ASCQ assignments (part 13 of 18)

D — Direct Access Block Device (SBC-3) Device Column key
. T — Sequential Access Device (SSC-4) blank = code not used
L — Printer Device (SSC) not blank = code used
P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Device (SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)
E — SCSI Enclosure Services device (SES-3)
—B—Simplified Direct-Access{Reduced Bleck)-deviece {RBG)
K — Optical Card Reader/Writer device (OCRW)
V — Automation/Device Interface device (ADC-3)
. F — Object-based Storage Device (OSD-2)
ASC A$CQ DTLPWROMAEBKVF Description
5Eh 45h B POWER STATE CHANGE TO SLEEP
5Eh 43h B POWER STATE CHANGE TO STANDBY
42h doh D POWER-ON OR SELF-TEST FAILURE (SHOULD,.USE 40 NN)
2Ch (g7h DTLPWROMAEBKVF PREVIOUS BUSY STATUS
2Ch (9h DTLPWROM EBKVF PREVIOUS RESERVATION CONFLICT STATUS
2Ch (8h DTLPWROMAEBKVF PREVIOUS TASK SET FULL STATUS
1Ch dth D o] BK PRIMARY DEFECT LIST NOT FOUND
2Ah (@8h DT WROMAEBKVF PRIORITY CHANGED
73h  Q5h R PROGRAM MEMORY AREA IS‘FULL
73h  d4h R PROGRAM MEMORY AREA UPDATE FAILURE
00h (7h T PROGRAMMABLE EARLY-WARNING DETECTED
47h (d5h DTLPWROMAEBKVF PROTOCOL SERVICE(CRC ERROR
55h (7h F QUOTA ERROR
40h doh D RAM FAILURE (SHQULD USE 40 NN)
15h JqOh DTL WROM BK RANDOM POSIFIONING ERROR
73h  17h R RDZ IS FULL
21th d7h D READ BOWUNDARY VIOLATION
11h 13h DTLPWRO AEBKVF READ ERROR - FAILED RETRANSMISSION REQUEST
11h 14h D READ-ERROR - LBA MARKED BAD BY APPLICATION CLIENT
11h  11h R READ ERROR - LOSS OF STREAMING
6Fh (d3h R READ OF SCRAMBLED SECTOR WITHOUT AUTHENTICATION
3Bh ({Ah READ PAST BEGINNING OF MEDIUM
3Bh d9h READ PAST END OF MEDIUM
3Bh 17h F READ PAST END OF USER OBJECT
11h dth DT WRO BK READ RETRIES EXHAUSTED
6Ch (oh A REBUILD FAILURE OCCURRED
6Dh (Oh A RECALCULATE FAILURE OCCURRED
14h (qith DT _AWRO BK RECORD NOT FOUND
14h (@6h DT ~W O BK RECORD NOT FOUND - DATA AUTO-REALLOCATED
14h (g5h DR~ W O BK RECORD NOT FOUND - RECOMMEND REASSIGNMENT
14h (QOh,( DTL WRO BK RECORDED ENTITY NOT FOUND
18h Q26D WRO BK RECOVERED DATA - DATA AUTO-REALLOCATED
18h (O5h—B WRE B¢ RECOVEREDDATA=RECOMMENDREASSIGNMENT
18h 06h D WRO BK RECOVERED DATA - RECOMMEND REWRITE
17h 05h D WRO BK RECOVERED DATA USING PREVIOUS SECTOR ID
18h 03h R RECOVERED DATA WITH CIRC
18h 07h D W O BK RECOVERED DATA WITH ECC - DATA REWRITTEN
18h 01h D WRO BK RECOVERED DATA WITH ERROR CORR. & RETRIES APPLIED
18h 00h DT WRO BK RECOVERED DATA WITH ERROR CORRECTION APPLIED
18h 04h R RECOVERED DATA WITH L-EC
18h 08h R RECOVERED DATA WITH LINKING
17h  03h DT WRO BK RECOVERED DATA WITH NEGATIVE HEAD OFFSET
17h  00h DT WRO BK RECOVERED DATA WITH NO ERROR CORRECTION APPLIED
17h 02h DT WRO BK RECOVERED DATA WITH POSITIVE HEAD OFFSET
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Table 55 — ASC and ASCQ assignments (part 14 of 18)

D — Direct Access Block Device (SBC-3) Device Column key
. T — Sequential Access Device (SSC-4) blank = code not used
L — Printer Device (SSC) not blank = code used

P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Device (SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)
E — SCSI Enclosure Services device (SES-3)

—B—Simplified Direct-Access{Reduced Bleck)-deviece {RBG)
K — Optical Card Reader/Writer device (OCRW)

V — Automation/Device Interface device (ADC-3)

. F — Object-based Storage Device (OSD-2)
ASC A$CQ DTLPWROMAEBKVF Description
17h ¢q1th DT WRO BK RECOVERED DATA WITH RETRIES
17h  ({4h WRO B RECOVERED DATA WITH RETRIES AND/OR CIRC\APPLIED
17h deh D W O BK RECOVERED DATA WITHOUT ECC - DATA AUTO*REALLOCATED
17h Qq%h D WRO BK RECOVERED DATA WITHOUT ECC - DATA REWRITTEN
17h dq7h D WRO BK RECOVERED DATA WITHOUT ECC - RECOMMEND REASSIGNMENT
17h d8h D WRO BK RECOVERED DATA WITHOUT ECC - RECOMMEND REWRITE
1Eh Qqoh D W O BK RECOVERED ID WITH ECC CORRECTION
3Fh dé6h DT WROMAEB REDUNDANCY GROUP CREATED-OR MODIFIED
3Fh d7hn DT WROMAEB REDUNDANCY GROUP DELETED
6Bh (1h A REDUNDANCY LEVEL GOF BETTER
6Bh (J2h A REDUNDANCY LEVEL GOT.WORSE
2Ah (d5h DTLPWROMAE REGISTRATIONS PREEMPTED
67h (d5h A REMOVE OF LOGICGAL UNIT FAILED
3Fh Jeh DTLPWROMAE REPORTED LUNS'DATA HAS CHANGED
3Bh ({8h T REPOSITION ERROR
2Ah (3h DTLPWROMAE K RESERVATI@NS PREEMPTED
2Ah (J4h DTLPWROMAE RESERVATIONS RELEASED
2Ch obh D RESET.WRITE POINTER NOT ALLOWED
00h 1Ah T REWIND OPERATION IN PROGRESS
36h (oh L RIBBON, INK, OR TONER FAILURE
73h  Q6h R RMA/PMA IS ALMOST FULL
72h d6h R RMZ EXTENSION IS NOT ALLOWED
37h dgoh DTL WROMAEBKMVF ROUNDED PARAMETER
5Ch doh D o] RPL STATUS CHANGE
2Ah  14h DT R MAEBKYV SA CREATION CAPABILITIES DATA HAS CHANGED
74h J0h DT RMAEBKYV SA CREATION PARAMETER NOT SUPPORTED
74h  10h DT R “"MAEBKYV SA CREATION PARAMETER VALUE INVALID
74h 11h DT R MAEBKV SA CREATION PARAMETER VALUE REJECTED
3th d3h D B SANITIZE COMMAND FAILED
39h (Joh DI WROMAE K SAVING PARAMETERS NOT SUPPORTED
62h Oh SCAN HEAD POSITIONING ERROR
2%h 2  DTLPWROMAEBKVF SCSIBUS RESET OCCURRED
47h
47h 02h DTLPWROMAEBKVF SCSIPARITY ERROR DETECTED DURING ST DATA PHASE
54h  00h P SCSI TO HOST SYSTEM INTERFACE FAILURE
24h  04h F SECURITY AUDIT VALUE FROZEN
74h 79 D SECURITY CONFLICT IN TRANSLATED DEVICE
74h  00h T SECURITY ERROR
24h  05h F SECURITY WORKING KEY FROZEN
45h 00h DTLPWROMAEBKVF SELECT OR RESELECT FAILURE
3Bh 00h TL SEQUENTIAL POSITIONING ERROR
5Dh 45h D B SERVO IMPENDING FAILURE ACCESS TIMES TOO HIGH
5Dh 47h D B SERVO IMPENDING FAILURE CHANNEL PARAMETRICS
5Dh 48h D B SERVO IMPENDING FAILURE CONTROLLER DETECTED
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Table 55 — ASC and ASCQ assignments (part 15 of 18)

D — Direct Access Block Device (SBC-3) Device Column key
. T — Sequential Access Device (SSC-4) blank = code not used
L — Printer Device (SSC) not blank = code used
P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Device (SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)
E — SCSI Enclosure Services device (SES-3)
—B—Simplified Direct-Access{Reduced Bleck)-deviece {RBG)
K — Optical Card Reader/Writer device (OCRW)
V — Automation/Device Interface device (ADC-3)
. F — Object-based Storage Device (OSD-2)

ASC A$CQ DTLPWROMAEBKVF Description
5Dh 42h D B SERVO IMPENDING FAILURE DATA ERROR RATE TQO HIGH
5Dh D B SERVO IMPENDING FAILURE DRIVE CALIBRATION RETRY COUNT]
5Dh D B SERVO IMPENDING FAILURE DRIVE ERROR RATE TOO HIGH
5Dh D B SERVO IMPENDING FAILURE GENERAL HARD DRIVE FAILURE
5Dh D B SERVO IMPENDING FAILURE SEEK ERROR RATE TOO HIGH
5Dh D B SERVO IMPENDING FAILURE SEEK TIVWE’PERFORMANCE
5Dh D B SERVO IMPENDING FAILURE SPINfUP RETRY COUNT
5Dh D B SERVO IMPENDING FAILURE START UNIT TIMES TOO HIGH
5Dh D B SERVO IMPENDING FAILURE THROUGHPUT PERFORMANCE
5Dh D B SERVO IMPENDING FAILURE.TOO MANY BLOCK REASSIGNS
72h R SESSION FIXATION ERROR
72h  Q3h R SESSION FIXATION ERROR - INCOMPLETE TRACK IN SESSION
72h  (1h R SESSION FIXATION.ERROR WRITING LEAD-IN
72h  (2h R SESSION FIXATIGNJERROR WRITING LEAD-OUT
00h T SET CAPACITY(OPERATION IN PROGRESS
67h h DTLPWROMAEBKVF SET TARGET 'PORT GROUPS COMMAND FAILED
00h T SETMARK:DETECTED
3Bh (4h L SLEW EAILURE
47h 7Fh DT PWROMAEBK SOME-COMMANDS CLEARED BY ISCSI PROTOCOL EVENT
2Fh (J3h DTLPWROMAEBKVF S@ME COMMANDS CLEARED BY QUEUING LAYER EVENT
27h d7h D B SPACE ALLOCATION FAILED WRITE PROTECT
5Dh (3h R SPARE AREA EXHAUSTION PREDICTION THRESHOLD EXCEEDEL
3Fh d8h DT WROMAEB SPARE CREATED OR MODIFIED
3Fh d9h DT WROMAEB SPARE DELETED
5Dh § D B SPINDLE IMPENDING FAILURE ACCESS TIMES TOO HIGH
5Dh D B SPINDLE IMPENDING FAILURE CHANNEL PARAMETRICS
5Dh D B SPINDLE IMPENDING FAILURE CONTROLLER DETECTED
5Dh D B SPINDLE IMPENDING FAILURE DATA ERROR RATE TOO HIGH
5Dh D B SPINDLE IMPENDING FAILURE DRIVE CALIBRATION RETRY COUNT
5Dh 8] B SPINDLE IMPENDING FAILURE DRIVE ERROR RATE TOO HIGH
5Dh D B SPINDLE IMPENDING FAILURE GENERAL HARD DRIVE FAILURE
5Dh D B SPINDLE IMPENDING FAILURE SEEK ERROR RATE TOO HIGH
5Dh B B PHND MPENDHNGFATUR MEPERFORMAN
5Dh 5Bh D B SPINDLE IMPENDING FAILURE SPIN-UP RETRY COUNT
5Dh 56h D B SPINDLE IMPENDING FAILURE START UNIT TIMES TOO HIGH
5Dh 59h D B SPINDLE IMPENDING FAILURE THROUGHPUT PERFORMANCE
5Dh 54h D B SPINDLE IMPENDING FAILURE TOO MANY BLOCK REASSIGNS
09h 03h WRO SPINDLE SERVO FAILURE
5Ch 02h D o] SPINDLES NOT SYNCHRONIZED
5Ch 01h D o] SPINDLES SYNCHRONIZED
5Eh 04h DTLPWRO A K STANDBY CONDITION ACTIVATED BY COMMAND
5Eh 02h DTLPWRO A K STANDBY CONDITION ACTIVATED BY TIMER
5Eh 0Ah DTLPWRO A K STANDBY_Y CONDITION ACTIVATED BY COMMAND
5Eh 09 DTLPWRO A K STANDBY_Y CONDITION ACTIVATED BY TIMER
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Table 55 — ASC and ASCQ assignments (part 16 of 18)

D — Direct Access Block Device (SBC-3) Device Column key
. T — Sequential Access Device (SSC-4) blank = code not used
L — Printer Device (SSC) not blank = code used

P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Device (SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)
E — SCSI Enclosure Services device (SES-3)

—B—Simplified Direct-Access{Reduced Bleck)-deviece {RBG)
K — Optical Card Reader/Writer device (OCRW)
V — Automation/Device Interface device (ADC-3)
. F — Object-based Storage Device (OSD-2)
ASC A$CQ DTLPWROMAEBKVF Description
6Bh (oOh A STATE CHANGE HAS OCCURRED
68h dth D SUBSIDIARY LOGICAL UNIT NOT CONFIGURED
1Bh (J0h DTLPWROMAEBKVF SYNCHRONOUS DATA TRANSFER ERROR
55h Qth D o] BK SYSTEM BUFFER FULL
55h (Oh P SYSTEM RESOURCE FAILURE
4Dh NNh DTLPWROMAEBKVF TAGGED OVERLAPPED COMMANDS (NiN'= TASK TAG)
33h (oh T TAPE LENGTH ERROR
3Bh (Q3h L TAPE OR ELECTRONIC VERTICAL+ORMS UNIT NOT READY
3Bh (Q1h T TAPE POSITION ERROR AT BEGINNING-OF-MEDIUM
3Bh {2h T TAPE POSITION ERROR AT END-OF-MEDIUM
3Fh qoh DTLPWROMAEBKVF TARGET OPERATING CONDITIONS HAVE CHANGED
38h (d7h D THIN PROVISIONING SOFT THRESHOLD REACHED
0Dh (Jth DTLPWRO A K THIRD PARTY DEVICE FAILURE
5Bh (J1h DTLPWROM K THRESHOLD CONDITION MET
26h (3h DTLPWROMAE K THRESHOLD PARAMETERS NOT SUPPORTED
3Eh (J2h DTLPWROMAEBKVF TIMEOUT ON'LOGICAL UNIT
2Ah  10h DT M E V TIMESTAMR CHANGED
38h 1lch T TOO MANY LOGICAL OBJECTS ON PARTITION TO SUPPORT
OPERATION
26h (8h DTLPWRO K TOO/MANY SEGMENT DESCRIPTORS
26h (6h DTLPWRO K TOO MANY TARGET DESCRIPTORS
2Ch (1h TOO MANY WINDOWS SPECIFIED
4Bh (J2h DT PWROMAEBK TOO MUCH WRITE DATA
0%h doh DT WRO B TRACK FOLLOWING ERROR
09h (1h WRO K TRACKING SERVO FAILURE

20h deh DTLPWROMAEBKVF TRANSCEIVER MODE CHANGED TO LVD
20h (d5h DTLPWROMAEBKVF TRANSCEIVER MODE CHANGED TO SINGLE-ENDED

61h (1h UNABLE TO ACQUIRE VIDEO

74h  d1h T/ UNABLE TO DECRYPT DATA

74h DT R MAEBKV UNABLE TO DECRYPT PARAMETER LIST

57h (Oh R UNABLE TO RECOVER TABLE-OF-CONTENTS
21h  Q4h<,D UNALIGNED WRITE COMMAND

74h ONENCRYPFEBDATAENCOUNTER

26h OAh DTLPWRO K UNEXPECTED INEXACT SEGMENT

74h 06h T UNKNOWN SIGNATURE VERIFICATION KEY
53h 01h T UNLOAD TAPE FAILURE

08h 04h DTLPWRO K UNREACHABLE COPY TARGET

11h 00h DT WRO BK UNRECOVERED READ ERROR

11h 04h D W O BK UNRECOVERED READ ERROR - AUTO REALLOCATE FAILED

11h 0Bh D W O BK UNRECOVERED READ ERROR - RECOMMEND REASSIGNMENT
11h 0Ch D W O BK UNRECOVERED READ ERROR - RECOMMEND REWRITE THE DATA
46h 00h DTLPWROM BK UNSUCCESSFUL SOFT RESET

35h 01th DTLPWROMAEBKVF UNSUPPORTED ENCLOSURE FUNCTION

26h 09h DTLPWRO K UNSUPPORTED SEGMENT DESCRIPTOR TYPE CODE
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Table 55 — ASC and ASCQ assignments (part 17 of 18)

D — Direct Access Block Device (SBC-3)
. T — Sequential Access Device (SSC-4)
L — Printer Device (SSC)
P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Device (SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)
E — SCSI Enclosure Services device (SES-3)

Device Column key
blank = code not used
not blank = code used

WRITE ERROR - PADDING BLOCKS ADDED

0Ch 0Ah R

0Ch 03h D W O BK WRITE ERROR - RECOMMEND REASSIGNMENT

0Ch 01h K WRITE ERROR - RECOVERED WITH AUTO REALLOCATION
0Ch 08h R WRITE ERROR - RECOVERY FAILED

0Ch 07h R WRITE ERROR - RECOVERY NEEDED

0Ch 0Ch DTLPWRO AEBKVF WRITE ERROR - UNEXPECTED UNSOLICITED DATA
27h 00h DT WRO BK WRITE PROTECTED

2Ch OEh D ZONE IS OFFLINE

27h 08h D ZONE IS READ ONLY

31h  02h R ZONED FORMATTING FAILED DUE TO SPARE LINKING
3Fh 12h DTLPWR MAEBK F iSCSIIP ADDRESS ADDED

—B—Simplified Direct-Access{Reduced Bleck)-deviece {RBG)
K — Optical Card Reader/Writer device (OCRW)
V — Automation/Device Interface device (ADC-3)
. F — Object-based Storage Device (OSD-2)

ASC A$CQ DTLPWROMAEBKVF Description
26h (Jd7h DTLPWRO K UNSUPPORTED TARGET DESCRIPTOR TYPE CODRE
59h doOh O UPDATED BLOCK READ
26h  12h T VENDOR SPECIFIC KEY REFERENCE NOT FOQUND
00h 1Ch T VERIFY OPERATION IN PROGRESS
09%h d5h DT WRO B VIBRATION INDUCED TRACKING ERROR
61h (Oh VIDEO ACQUISITION ERROR
65h Joh DTLPWROMAEBKVF VOLTAGE FAULT
53h 0d5h M VOLUME IDENTIFIER INVALID
53h d6h M VOLUME IDENTIFIER MISSING
3Fh DT WROMAEBK VOLUME SET CREATED OR MODIFIED
3Fh DT WROMAEBK VOLUME SET DEASSIGNED
3Fh gBh DT WROMAEBK VOLUME SET DELETED
3Fh Ogbh DT WROMAEBK VOLUME SET REASSIGNED
0Bh (qoh DTLPWROMAEBKVF WARNING
0Bh (@5h DTLPWRO AEBKVF WARNING - BACKGROUND MEDIUM SCAN DETECTED MEDIUM ERROR
0Bh (@4h DTLPWRO AEBKVF WARNING - BACKGROUND PRE-SCAN DETECTED MEDIUM ERROR
0Bh (03h DTLPWROMAEBKVF WARNING=BACKGROUND SELF-TEST FAILED
0Bh J7h DTLPWROMAEBKVF WARNING - DEGRADED POWER TO NON-VOLATILE CACHE
0Bh d9h D WARNING - DEVICE STATISTICS NOTIFICATION ACTIVE
0Bh (2h DTLPWROMAEBKVF WARNING - ENCLOSURE DEGRADED
0Bh @6h DTLPWROMAEBKVF “WARNING - NON-VOLATILE CACHE NOW VOLATILE
0Bh (d8h DTLPWROMAEBKVFE.-WARNING - POWER LOSS EXPECTED
0Bh (J1th DTLPWROMAEBKMF WARNING - SPECIFIED TEMPERATURE EXCEEDED
30h ODh T WORM MEDIUM - INTEGRITY CHECK
30h T WORM MEDIUM - OVERWRITE ATTEMPTED
11h 15h D WRITE AFTER SANITIZE REQUIRED
50h doOh T WRITE APPEND ERROR
50h (Q1h T WRITE APPEND POSITION ERROR
21h @d5h D WRITE BOUNDARY VIOLATION
0Ch doh T R WRITE ERROR
0Ch ({2h,(D w O BK WRITE ERROR - AUTO REALLOCATION FAILED
0Ch (%h R WRITE ERROR - LOSS OF STREAMING
OCh AHR AR RROR=NO NOUG ) >,
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Table 55 — ASC and ASCQ assignments (part 18 of 18)

D — Direct Access Block Device (SBC-3) Device Column key
. T — Sequential Access Device (SSC-4) blank = code not used
L — Printer Device (SSC) not blank = code used

P — Processor Device (SPC-2)
. W — Write Once Block Device (SBC)
R — C/DVD Device (MMC-6)
O — Optical Memory Block Device (SBC)
. M — Media Changer Device (SMC-3)
A — Storage Array Device (SCC-2)
E — SCSI Enclosure Services device (SES-3)

dueced-Rlock-davice{RRC
A\ =A~4

(Rad: caot
WCCC oS COuCC oot —aCviceT

K — Optical Card Reader/Writer device (OCRW)
V — Automation/Device Interface device (ADC-3)
. F — Object-based Storage Device (OSD-2)

(=] Simanlifind MNirant A
o =4 OTHPHTECCTT et

\
7

ASC A$CQ DTLPWROMAEBKVF Description
3Fh  14h DTLPWR MAEBK F iSCSIIP ADDRESS CHANGED
3Fh  13h DTLPWR MAEBK F iSCSIIP ADDRESS REMOVED

80h xHxh \
Throyigh > Vendor specific
FFh xxh /
xxh  §0h \
Throdggh > Vendor specific qualification of standard ASC
xxh  HFh /

All codes not shown are-ré€served.
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5 Mode

| common to all device types

5.1 Introduction to the model common to all device types

5.1.1 Overview

This model describes some of the general characteristics expected of most SCSI devices. This model is not
intended to alter any requirements defined elsewhere in SCSI. Devices conforming to this standard shall

conform t

0 SAM-5.

5.1.2 Img
51.21C

This stan

a) t
b) t
c) t

These co
to determ

If the de
completiq
CHECK
comman
replaced

ortant commands for all SCSI device servers
ommands implemented by all SCSI device servers
dard defines the following mandatory commands (see 6.1):

ne INQUIRY command (see 5.1.2.3);
ne REPORT LUNS command (see 5.1.2.4); and
ne TEST UNIT READY command (see 5.1.2.5).

mmands are used to discover a logical unit’s capabilities, to discover the system configuratior
ine whether a logical unit is ready.

ice server is able to process commands after an efror occurs that prohibits normal com
n, then the device server may include a field replaceable unit code in the sense data when rety
CONDITION status for commands other than the INQUIRY command (see 6.6), the REPORT
] (see 6.33), and the REQUEST SENSE conimand (see 6.39). If the sense data includes 3
ble unit code, then an application client‘may use the INQUIRY command to reques

correspo
field repl

5.1.2.2 Commands recommended for all. SCSI device servers
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designed|to use previous versions'of this standard or status polling features defined by command stand
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The INQ
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may incly
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nding ASCII Information VPD page (see, 7+8.3), if any, which contains ASCII information abo
ceable unit causing the error.

r the REQUEST SENSE command is recommended to provide compatibility with application g

ing the INQUIRY command

JIRY command. (see 6.6) may be used by an application client to determine the configuratio
it. Device servers respond with information that includes their device type and standard versio
de the manufacturer's identification, model number and other information.

, and
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EVPD
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The INQUIRY command may return incomplete information until the device serve completes the power on

process (

5.1.24 U

see 6.6.1).

sing the REPORT LUNS command

The REPORT LUNS command (see 6.33) may be used by an application client to request a logical unit

inventory

report of the logical units that are accessible to the |_T nexus on which the command is sent.
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The application client may select different types of logical unit inventories to be reported. Examples of using
different logical unit inventory report types are shown in Annex B.

5.1.2.5 Using the TEST UNIT READY command

The TEST UNIT READY command (see 6.47) allows an application client to poll a logical unit until it is ready
without allocating space for returned data. The TEST UNIT READY command may be used to check the
media status of logical units with removable media. Device servers should respond promptly to indicate the
current status of the SCSI device.

5.1.2.6 Using the REQUEST SENSE command

The REQUEST SENSE command (see 6.39) may be used by an application client to poll the status 6fsome
background operations and to clear interlocked unit attention conditions (see 7.5.8).
5.1.3 Implicit head of queue

Each of the following commands may be processed by the task manager as if the command has 3 task
attribute ¢f HEAD OF QUEUE (see SAM-5) if the command is received with a SIMPLE task attribute or an ORQERED

task attritpute:

a) INQUIRY; and
b) REPORT LUNS.

See SAM-5 for additional rules on implicit head of queue processing.

5.2 DeVice clocks and timestamps

A timestgmp may be included in data logged or_recorded by a device server based on a the contents of a
device clpck saturating counter described in this’subclause.

Device clpcks may be managed with:

a) the REPORT TIMESTAMP-command (see 6.38);
b) the SET TIMESTAMP command (see 6.46);

c) the Control Extension. mode page (see 7.5.9); and
d) methods outside thé scope of this standard.

A device [clock is initialized by a:

a) power on.reset or hard reset that sets a device clock to zero;
b) §ET TIMESTAMP command that sets a device clock to a specified value; or
c) method outside the scope of this standard.

The Tcmos bit in the Control Extension mode page (see 7.5.9) specifies whether the device server allows a
device clock to be initialized by methods outside the scope of this standard. The scsip bit in the Control
Extension mode page (see 7.5.9) specifies whether methods outside the scope of this standard take
precedence over the SET TIMESTAMP command for initializing a device clock.

After a device clock is initialized, the device server shall increment it by one every millisecond, plus or minus a
vendor specific tolerance.

A device clock shall not be affected by an |_T nexus loss or a logical unit reset.
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If a device clock is initialized by means other than the SET TIMESTAMP command (see 6.46), the device
server shall establish a unit attention condition for the initiator port associated with every |_T nexus (see
SAM-5), with the additional sense code set to TIMESTAMP CHANGED.

The format of a device clock value is shown in table 56.

Table 56 — Device clock value format

Bit
Byte 7 6 5 4 3 2 1 0

0 (MSB)

b TIMESTAMP

5 (LSB)

The TIMESTAMP field contains the value of a device clock.

A data sfructure that contains a device clock value may indicate the most recent evenbthat initializegl that
device clpck by associating a timestamp origin value (see table 57) with that device clock value.

Table 57 — Timestamp origin value

Code Description

000b Device clock initialized to zero at power on or‘as the result of a hard reset

001b Reserved

010b Device clock initialized by the SET TIMESTAMP command (see 6.46)

011b Device clock initialized by methods<utside the scope of this standard
100b to 111b | Reserved

5.3 DeViice specific background functions

5.3.1 Intnoduction

Device specific background functions are SCSI target device specific functions that a SCSI target devicg¢ may
perform that have no specific.association with application client initiated operations. A device spgcific
background function is initiated'if:

a) g device specific.event associated with the function occurs (e.g., a timer expires or a counter re@ches
its limit); and
b) the function)is enabled.

If conditigns’are met to initiate more than one device specific background function (e.g., more than one device

specific event accurs) then the order of performing the functions is device specific_Qther device derver
processes (e.g., processing a command) may or may not have any impact on events associated with device
specific background functions.

Device specific background functions do not include self-test operations (see 5.14) or background scan
operations (see SBC-3).

Device specific background functions:

a) may include background functions for the informational exceptions that are managed using the
Informational Exceptions Control mode page (see applicable command standard);
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b) may include regular, device specific self testing or saving of device specific data;

c) may require the logical unit to be in a different power condition to be performed (e.g., a logical unit
may require being in the active power condition to access the medium for some functions);

d) may be enabled or disabled via the EBF bit in the Informational Exceptions Control mode page;

e) shall be affected by the PERF bit and the LOGERR bit in the Informational Exceptions Control mode
page, if the background function is associated with informational exceptions;

f) should be processed relative to power conditions based on the setting in the PM_BG_PRECEDENCE
field in the Power Condition mode page (see 7.5.13);

g) may have impact on the SCSI target device’s performance (e.g., if a logical unit is performing a
background function, and the device server receives a command from an application client that
requires access to the logical unit, then the logical unit may take a short period of time (e.g., two

i i it and);

h) shall not affect power condition timers as defined in the Power Condition mode page;

i) shall not affect timers defined in the Background Control mode page (see SBC-3); and

j) hall have no negative impact on the reliability of the logical unit.

5.3.2 Sugpending and resuming device specific background functions

The SCS| target device shall suspend a device specific background function in progress if:

a)

b)

The SCS| target device may suspend a deyice specific background function in progress if:

a)
b)
c)

gny of the following are true:
A) a command or task management function is processed( that requires the device specific
background function to be suspended; or
) a SCSI event (e.g., a reset event) (see SAM-5) occurs that requires the device specific
background function to be suspended;

(wul

r

Il of the following are true:

) a power condition timer defined in the Power.Condition mode page (see 7.5.13) expires;

) the PM_BG_PRECEDENCE field in the Power.Condition mode page is set to 10b; and

) the SCSI target device is unable to continue performing the device specific background fumpction
in the power condition associated withisthe timer that expired.

om0 O

power condition timer defined,in the Power Condition mode page (see 7.5.13) expires;
e PM_BG_PRECEDENCE fi€ld\in the Power Condition mode page is set to 00b; and

he SCSI target device is unable to continue performing the device-specific background functjon in
he power condition associated with the timer that expired.

— —~ o~ )

If a devige specific background function is suspended, the device server shall not stop any process that
causes a|device specific background function to be initiated (e.g., not stop any timers or counters assogiated

with devige specific:background functions).

A susperjded'device specific background function may be resumed if:

a)
b)
c)
d)
e)
f)

there are no commands in the task set to be processed;

there are no task management functions to be processed;

there are no SCSI events to be processed;

no ACA condition (see SAM-5) exists;

the PM_BG_PRECEDENCE field in the Power Condition mode page (see 7.5.13) is set to 00b; or

the PM_BG_PRECEDENCE field in the Power Condition mode page is set to 10b, and no power condition
timer defined in the Power Condition mode page has expired.
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5.4 Downloading and activating microcode

5.4.1 Downloading microcode

SCSI target device implementations may use microcode (e.g., firmware) that is stored in nonvolatile storage.
Microcode may be changeable by an application client using the WRITE BUFFER command (see 6.49). The
WRITE BUFFER command provides multiple methods for downloading microcode to the SCSI target device
and activating the microcode.

Downloading microcode involves the following steps:

Download: the application client transfers complete microcode from the Data-Out buffer to thg device
gerver in one or more WRITE BUFFER commands; and
q
n

1)

2) Save: if defined by the download microcode mode, the device server saves the migrocofde to

onvolatile storage.

The SCS] target device begins using the new microcode for the first time after it is activatéd’(see 5.4.2) ap part
of the redponse to an event defined by the download microcode mode.

After power on or hard reset, the logical unit shall use the last microcode for that-logical unit that was sayed to
nonvolatile storage.
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Table 58 defines the WRITE BUFFER download microcode modes with respect to the steps described in this
subclause.

Table 58 — WRITE BUFFER download microcode modes

Down-
Mode load 2 | Save P | Activate ©
Download microcode and activate (i.e., 04h) yes d no yes
Download microcode, save, and activate (i.e., 05h) yes d yes optional
Download microcode with offsets and activate (i.e., 06h) yes © no yes
Downloae-microcode-with-effsets;—saverand-activate{-e—0+) yes—< yes optional
Downldad microcode with offsets, save, and defer activate (i.e., OEh) f yes © yes no
Downldad microcode with offsets, select activation events, save, and yes © yes no
defer agtivate (i.e., 0Dh) f
Activatg deferred microcode (i.e., OFh) ¢ no no yes

@ Entrjes in the Download column are as follows. For modes labeled yes, the application client delivers
microcode in the WRITE BUFFER command(s). For modes labeled no, the application client does pot
deliyer microcode with the WRITE BUFFER command.

b Entrjes in the Save column are as follows. For modes labeled yes, the dévijce server shall save the
microcode to nonvolatile storage for use after each subsequent power.'on or hard reset, and shall not
retufn GOOD status for the final command in the WRITE BUFFER sequence (i.e., the series of WRITE
BURFER commands that downloads the microcode) until the micrecode has been saved. For modes
labegled no, the device server shall discard the microcode on the next power on or hard reset.

¢ Entrjes in the Activate column are as follows. For modes Jabeled yes, the device server shall activate
the microcode (see 5.4.2) after completion of the final command in the WRITE BUFFER sequenceji.e.,
the series of WRITE BUFFER commands that downloads the microcode and activates it). For modes
labeled optional, the device server may or may not'activate the microcode image upon completion pf
the final command in the WRITE BUFFER sequencée. For modes labeled no, the device server shal| not
actiyate the microcode upon completion of the final command in the WRITE BUFFER sequence.

d The application client delivers microcode irva vendor specific number of WRITE BUFFER commanfs
(i.e.] a WRITE BUFFER sequence). The-device server should require that the microcode be delivergd in
a simgle command. The device server.shall perform any required verification of the microcode prior|to
returning GOOD status for the finallWRITE BUFFER command in a sequence (i.e., the WRITE
BURFER command deliveringthe1ast part of the microcode).

€ Thelapplication client delivers microcode in one or more WRITE BUFFER commands, specifying a

buffer ID and buffer offset.in each command. If the device server does not receive the necessary

WRI|TE BUFFER commands required to deliver the complete microcode before a logical unit reset

occlrrs, an |_T nexus.Joss occurs, or a WRITE BUFFER command specifying a different download

micocode modetis.processed, then the device server shall discard the new microcode. If the devide
servier determines that it is processing the final WRITE BUFFER command (i.e., the WRITE BUFFER
command delivering the last part of the microcode), then the device server shall perform any required
verification of the microcode prior to returning GOOD status for the command.
Micrnoeode downloaded with this mode is defined as deferred microcode.

9 Support for mode OFh is mandatory if either mode 0Dh or mode OEh is supported.



https://iecnorm.com/api/?name=3b23ace84458f8212465ae8ab35722e0

ISO/IEC 14776-454:2018 © ISO/IEC 2018 -142 -

Table 59 summarizes how the WRITE BUFFER download microcode modes process the BUFFER ID field, the
BUFFER OFFSET field, and the PARAMETER LIST LENGTH field in the WRITE BUFFER CDB.

Table 59 — WRITE BUFFER download microcode field processing

BUFFER ID field, BUFFER OFFSET

field, and PARAMETER LIST
Mode LENGTH field processing
Download microcode and activate (i.e., 04h) vendor specific
Download microcode, save, and activate (i.e., 05h) vendor specific
Downldad microcode with offsets and activate (i.e., 06h) 6.49.6
Downldad microcode with offsets, save, and activate (i.e., 07h) 6.49.6
Downldad microcode with offsets, select activation events, save, and 6.49.6 and 6:49:9
defer agtivate (i.e., ODh)
Downldad microcode with offsets, save, and defer activate (i.e., OEh) 6:49.6
Activatg¢ deferred microcode (i.e., OFh) ignored

If the deyice server is unable to process a WRITE BUFFER command with ‘adownload microcode mode
because |of a vendor specific condition (e.g., the device server requires the mictrocode be delivered in prder,
and the HUFFER OFFSET field is not equal to the contents of the previous WRITE BUFFER command’s BUFFER
OFFSET field plus the contents of the previous WRITE BUFFER commahd’s PARAMETER LIST LENGTH field),
then the gevice server shall terminate the command with CHECK CONDITION status, with the sense kgy set
to ILLEGAL REQUEST, and the additional sense code set to COMMAND SEQUENCE ERROR.

If the devjce server detects a digital signature validation failuré while processing a WRITE BUFFER command
that dowmloads microcode, it shall terminate the command*with CHECK CONDITION status, with the $ense
key set t¢ ABORTED COMMAND, and the additional sense code set to DIGITAL SIGNATURE VALIDATION
FAILURH.
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The MULTI I_T NEXUS MICROCODE DOWNLOAD field (see table 58) in the Extended INQUIRY Data VPD page
(see 7.8.7) indicates how the device server handles concurrent attempts to download microcode using the
WRITE BUFFER command download microcode modes from multiple |_T nexuses.

Table 60 — MULTI I_T NEXUS MICROCODE DOWNLOAD field (part 1 of 2)

Code Description

Oh The handling of concurrent WRITE BUFFER download microcode operations from
multiple |_T nexus is vendor specific.
1h For modes that download microcode (see table 58), the device server shall:
o) o WA/DITE DILICEED A mand ath P Y I el el el rearT fiald oot t

e—i-e-WRHEBUFER-commeand-with-the-BoFFER-OFFSET-field-settozero-is
received on any |_T nexus, then the command shall be processed as describeg
elsewhere in this subclause. This shall establish the |_T nexus for the WRITE
BUFFER sequence, and cause any microcode downloaded on another |_[F nexys
to be discarded;

b) if a WRITE BUFFER command with the BUFFER OFFSET field set.to\a non-zero
value is received on the established |_T nexus for the WRITE-BUFFER
sequence, then the command shall be processed as described elsewhere in this
subclause; and

c) ifa WRITE BUFFER command with the BUFFER OFFSET field set to a non-zero
value is received on an |I_T nexus that is different frorithe established |_T nexys
for the WRITE BUFFER sequence, then the device ‘server shall terminate the
command with CHECK CONDITION status, withithe sense key set to ILLEGAL
REQUEST, and the additional sense code sét to COMMAND SEQUENCE
ERROR. The WRITE BUFFER sequenge for the established |_T nexus should
not be affected.

If a WRITE BUFFER command with mode OFh (i.e., activate deferred microcode) is
received on an |_T nexus that is different from the established |_T nexus for the WRITE
BUFFER sequence, then the device server shall terminate the WRITE BUFFER
command with mode OFh with CHECK CONDITION status, with the sense key set to
ILLEGAL REQUEST, and the additional sense code set to COMMAND SEQUENCE
ERROR. Any deferred microgode shall not be invalidated.

A
=0

For modes that download.microcode (see table 58), the device server shall allow con-
current sequences of WRITE BUFFER commands to be processed as described else-
where in this subgclause on more than one |_T nexus.

If a WRITE BUFFER command with mode OFh (i.e., activate deferred microcode) is
received on<an*l_T nexus that is different from the established |_T nexus for the WRITH
BUFFER.sequence, then the device server shall process the command as described
elsewhere'in this subclause.
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Table 60 — MULTI I_T NEXUS MICROCODE DOWNLOAD field (part 2 of 2)

Code Description

3h For modes that download microcode (see table 58), the device server shall:

a) ifa WRITE BUFFER command with the BUFFER OFFSET field set to zero is
received on any |_T nexus, then the command shall be processed as described
elsewhere in this subclause. This shall establish the |_T nexus for the WRITE
BUFFER sequence, and cause any microcode downloaded on another |_T nexus
to be discarded;

b) if a WRITE BUFFER command with the BUFFER OFFSET field set to a non-zero
value is received on the established | T nexus for the WRITE BUFFER
sequence, then the command shall be processed as described elsewhere inthis
subclause; and

c) if a WRITE BUFFER command with the BUFFER OFFSET field set to a nohtzero
value is received on an |_T nexus that is different from the established} T nexds
for the WRITE BUFFER sequence, then the device server shall terminate the
command with CHECK CONDITION status, with the sense key'set to ILLEGAL
REQUEST, and the additional sense code set to COMMANB\SEQUENCE
ERROR. The WRITE BUFFER sequence for the established'| T nexus should
not be affected.

If a WRITE BUFFER command with mode OFh (i.e., activate‘deferred microcode) is
received on an |_T nexus that is different from the established |_T nexus for the WRITH
BUFFER sequence, then the device server shall process the command as described
elsewhere in this subclause.

4h fo Fh | Reserved

For all WRITE BUFFER command modes that download:microcode (see table 58), the COMMAND SPECIFIC
field (se¢ 6.35.4.2) located in the command timeouts:descriptor of the parameter data returned by the
REPORT| SUPPORTED OPERATION CODES command (see 6.35) indicates the maximum time that agcess
to the SCSI device is limited or not possible through any SCSI ports associated with a logical unit that
processes a WRITE BUFFER command that activates microcode.

5.4.2 Actlivating microcode

If the SCBI target device contains.multiple logical units, the activation of microcode by one logical unif may
change the microcode for other logical units in that SCSI target device.

Activating microcode for a’logical unit may result in:

a)
b)

hard reset;)or
logical Unijt reset for each logical unit affected by the microcode download (i.e., logical units that
ctivated™microcode or logical units that processed a logical unit reset due to another logicgl unit

g
g
g
gctivated microcode).

If microcode is activated due to processing a WRITE BUFFER command with a mode that requires activation
after processing (i.e., modes 04h (see 6.49.4), 06h (see 6.49.6), and OFh (see 6.49.11)), then:

a) if the microcode activation resulted in a hard reset or resulted in a logical unit reset, the device server
shall establish a unit attention condition (see SAM-5) for the initiator port associated with every | T
nexus affected by the microcode activation except the |_T nexus on which the WRITE BUFFER
command was received with the additional sense code set to MICROCODE HAS BEEN CHANGED;
or

b) if the microcode activation did not result in a hard reset and did not result in a logical unit reset, the
device server shall establish a unit attention condition for the initiator port associated with every |_ T
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nexus affected by the microcode activation with the additional sense code set to MICROCODE HAS
BEEN CHANGED WITHOUT RESET.

If microcode is activated due to processing a WRITE BUFFER command with a mode that may cause
activation after processing (i.e., for modes 05h (see 6.49.5) and 07h (see 6.49.7)), then the device server shall
establish a unit attention condition (see SAM-5) based on the setting of the ACTIVATE MICROCODE field in the
Extended INQUIRY VPD page (see 7.8.7).

If microcode is activated as a result of a power on or as a result of a hard reset, the device server may
establish a unit attention condition (see SAM-5) for the initiator port associated with every |_T nexus with the
additional sense code set to MICROCODE HAS BEEN CHANGED in addition to the unit attention condition

for the pgwerormrortrard Teset:

If deferrdd microcode (see table 58) is activated due to a command defined by its command,standqrd as
causing deferred microcode to be activated (e.g., the FORMAT UNIT command and the START 8TOP |[UNIT
command (see SBC-3)), then the device server:

a) shall establish a unit attention condition (see SAM-5) for the initiator port assaociated with every | T
exus affected by the microcode activation:
A) if the microcode activation resulted in a hard reset or resulted in a logical unit reset, the additional
sense code for the established unit attention shall be set,to MICROCODE HAS BEEN
CHANGED; or
B) if the microcode activation did not result in a hard reset and{did not result in a logical unit feset,
the additional sense code for the established unit attention’shall be set to MICROCODE| HAS
BEEN CHANGED WITHOUT RESET;

-]

and
hay establish other unit attention condition(s) as defined for the command (e.g., CAPACITY DATA
HAS CHANGED for the FORMAT UNIT command),

=

b)

If new mjcrocode is saved before deferred microcode’is activated, then that deferred microcode (s not
activated

5.5 Error history

5.5.1 Errpr history overview

Error history is data collected.by.a logical unit to aid in troubleshooting errors.

istory

. The
format of the error history, including how the application client error history, if any, is incorporated into the error
history, is defined by the manufacturer of the logical unit.

5.5.2 Retrieving error history with the READ BUFFER command

Device servers may allow the error history to be retrieved using a sequence of READ BUFFER commands on
one |_T nexus.
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Error history is returned using error history snapshots. An error history snapshot is the contents of the error
history at a specific point in time, created by the device server at vendor specific times or requested by the
application client using the READ BUFFER command with certain buffer IDs.

The |_T nexus being used to retrieve an error history snapshot is called the error history |_T nexus. Only one
I_T nexus at a time is allowed to be the error history |_T nexus, and only the error history |_T nexus is allowed
to retrieve an error history snapshot.

To retrieve the complete error history, an application client uses one |_T nexus to:

1) create an error history snapshot if one does not already exist, establish the |_T nexus as the error

2)

3)

history T—T mexus, andTetrieve the error history ditectory by sending a READ BUFFERTommTanyg
g.18.7.2) with:
A) the MODE field set to 1Ch (i.e., error history);
B) the BUFFER ID field set to one of the following:
a) If the error history I_T nexus is expected to be valid:
A) 00h (i.e., return error history directory); or
B) 01h (i.e., return error history directory and create new snapshot);
b) if the application client has knowledge obtained by means outside the scope of this sta
that the error history |_T nexus is no longer valid:
A) 02h (i.e., return error history directory and establish new efror history I_T nexus); of
B) 03h (i.e., return error history directory, establish new efror‘history I_T nexus, and (¢
new snhapshot);
) the BUFFER OFFSET field set to 000000h; and
) the ALLOCATION LENGTH field set to at least 2 088 (i.e., large enough to transfer the complete
history directory);
retrieve the error history. The application client usesta)Data-In Buffer size that is a multiple
dffset boundary indicated in the READ BUFFER desé¢riptor (see 6.18.4). For each buffer ID indi
in the error history directory in the range of 10hto EFh, the application client sends one or
READ BUFFER commands (see 6.18.7.3) as follows:
1) send the first READ BUFFER command‘with:
a) the MODE field set to 1Ch (i.e., error history);
b) the BUFFER ID field set to the buffer ID (i.e., an error history data buffer);
c) the BUFFER OFFSET field set.t6"000000h; and
d) the ALLOCATION LENGTH field set to the size of the Data-In Buffer;
and
2) until the number of bytes‘returned by the previous READ BUFFER command does not equ
specified allocation length and/or the total number of bytes returned from the buffer ID equa
maximum availabje‘length indicated in the error history directory, send zero or more addi
READ BUFFER.commands with:
a) the MODE field set to 1Ch (i.e., error history);
b) the BUEFER ID field set to the buffer ID (i.e., an error history data buffer);
c) the\BUFFER OFFSET field set to the previous buffer offset plus the previous allocation lg
and
d)_Jthe ALLOCATION LENGTH field set to the size of the Data-In Buffer;

CL O

| (see

hdard

reate

error

bf the
cated
more

al the
Is the
tional

ngth;

dnd

clear the error history I_T nexus and, depending on the buffer ID, release the error history sna
by sending a READ BUFFER command with:
A) the MODE field set to 1Ch (i.e., error history);
B) the BUFFER ID field set to:
a) FEh (i.e., clear error history |_T nexus) (see 6.18.7.4); or
b) FFh (i.e., clear error history |_T nexus and release snapshot) (see 6.18.7.5);

pshot

C) the BUFFER OFFSET field set to any value allowed by table 234 (see 6.18.7.1) (e.g., 000000h); and
D) the ALLOCATION LENGTH field set to any value allowed for the chosen BUFFER ID field value (see

6.18.7.4 or 6.18.7.5) (e.g., 000000h).
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While an error history snapshot exists, the device server:

a) shall not modify the error history snapshot to reflect any changes to the error history;

b) may or may not record events that are detected into the error history; and

c) if the device server supports the WRITE BUFFER command download application client error history
mode (see 6.49.12), shall record the specified application client error history into the error history.

The device server shall clear the established error history |_T nexus and not release the error history
shapshot:

a) upon processing of a READ BUFFER command on the error history |_T nexus with:
A—thewoDE fietdsettotCh({ie, errorhistory);amd

B) the BUFFER ID field set to FEh (i.e., clear error history |_T nexus) (see 6.18.7.4);
ar

b) ifan |_T nexus loss occurs on the error history |_T nexus.

The devige server shall clear the established error history |_T nexus and release the error history snapshot:
a) Upon processing of a READ BUFFER command using the same |I_T nexus that was used to establish

ne snapshot with:

) the MODE field set to 1Ch (i.e., error history); and

) the BUFFER ID field set to FFh (i.e., clear error history I_T nexus and release snapshot) (see

6.18.7.5);

b) ifa power on occurs;

c) ifahard reset occurs; or

d) iffalogical unit reset occurs.

O == C

The devige server shall not replace or release the error history snapshot while the error history |_T nexus is
established.

The devige server shall implement a vendor specific timer for error history snapshot retrieval. If the vendor
specific timer expires, then:

a) the device server shall:
A) clear the error history I_T nexus; and
B) establish a unit attention_condition for the error history |_T nexus with the additional sense|code
set to ERROR HISTORY'_T NEXUS CLEARED;
r
b) the device server shalk

) clear the error-history |_T nexus;

) release the.error history snapshot; and

) establishyasunit attention condition for the error history I_T nexus with the additional sense|code
set to/ERROR HISTORY SNAPSHOT RELEASED.

OO r=—-t0

After an ¢rrorhistory snapshot is released, the device server shall resume recording error history for gvents
that are deteeted.

Error history may also be retrieved by vendor specific methods or other READ BUFFER command sequences
that are outside the scope of this standard.
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5.5.3 Adding application client error history with the WRITE BUFFER command

An application client adds application client detected error history to the error history collected by a logical unit
using a WRITE BUFFER command with the MODE field set to 1Ch (see 6.49.12). The application client error

history:

a) may be recovered:
A) as part of the error history (see 5.5.2); or
B) by means outside the scope of this standard;
and

b) is not used for any logical unit related error recovery.

Error hisfory that contains a mix of application client error history and logical unit error history may beus
correlate|an application client-detected error with errors detected internally by the logical unit.

Applicatipn clients should minimize the amount of error history they store to prevent error_history ove
(see 6.49.12).
5.5.4 Clearing error history with the WRITE BUFFER command

An appligation client clears the portions of the error history that the device'server allows to be clear

sending
a)

c)

d) 4l other fields in the parameter list set as 6.49.12 deScribes.

Clearing

a)
b)

t
b) the PARAMETER LIST LENGTH field set to 00001Ah;
i

a WRITE BUFFER command (see 6.49.12) with:
e MODE field set to 1Ch (i.e., download error history);

m the parameter list, the CLR bit set to one; and

error history shall not:

dear the error history I_T nexus, if any; or
release the error history snapshot, if.any, if it was created with the READ BUFFER command
§.5.2).

ed to

flows

ed by

(see
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5.6 Identifying information

The REPORT IDENTIFYING INFORMATION command (see 6.32) and SET IDENTIFYING INFORMATION
command (see 6.43) allow an application client to maintain one or more sets of identifying information
associated with the peripheral device.

Identifying information shall persist through power cycles (i.e., be stored in non-volatile storage), hard resets,

logical un

it resets, |_T nexus losses, media format operations, and media replacement.

Table 61 defines the identifying information types.

Table 61 — Identitying information types

Ider

tifying information type Length Support 2

Peripheral device identifying information: a value describing 0 to 64 bytes Mandatory
the peripheral device (e.g., an operating system volume label)

65 to 512 byies Optional

natg

ente

Peripheral device text identifying information: a null-termi- 0 to 256 bytes Optional

des¢ription of the peripheral device (e.g., a descriptive string

d (see 4.3.2) UTF-8 format string providing an informational

red by a system administrator)

a 1
¢

hese support requirements shall apply only if the REPORT IDENTIFYING INFORMATION
ommand and/or SET IDENTIFYING INFORMATION command are implemented.

Identifyinp information is changed by:

a) t
b) 3

If a mech
shall est
additiona

5.7 Mec

Some ty

Medium auxiliary memory is used to store data describing the media and its contents. This standard sug

medium
comman
memory

identifying information through a management interface).

ne SET IDENTIFYING INFORMATION command;or
mechanism outside the scope of this standard (e.g., a system administrator may be able to ch

anism outside the scope of this standard changes the identifying information, then the device {
hblish a unit attention condition-for the initiator port associated with every |_T nexus wif
sense code set to DEVICE IDENTIFIER CHANGED.

lium auxiliary memory

pbes of media,especially removable media, include a non-volatile memory referred to as |

auxiliaryymemory with the READ ATTRIBUTE command (see 6.17) and the WRITE ATTRIE
| (see6:48). These commands are used to retrieve and store information in the medium au
n the form of MAM attributes.

A MAM a

ttribute Is represented In a format described in /.4.

ange

erver
h the

MAM.
ports
BUTE
iliary
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There are three types of MAM attributes (see table 62).

Table 62 — Types of MAM attributes

Readable Writable
Attribute with READ with WRITE
Type Attribute Source Example ATTRIBUTE | ATTRIBUTE
Medium | Permanently stored in the medium Media Serial Yes No
auxiliary memory during manufacture. | Number
Device | Maintained by the device server. Load Count Yes No
Hpst Maintained by the application client. Backup Date Yes Yes

Depending on the attribute type, MAM attributes have the states shown in table 63.

Table 63 — MAM attribute states

Attribyte
Type Attribute State | Description
Medium | Read Only An application client may read the contents of theyMAM attribute with th
or READ ATTRIBUTE command, but an attemptdoe clear or change the MAM
Devick attribute using the WRITE ATTRIBUTE command shall result in the devigce
server terminating the command with CHECK CONDITION status. If the
READ ONLY bit (see 7.4.1) is set to ong, the attribute is in the read only state.

Unsupported The device server does not suppeort the MAM attribute and shall not retufn
this attribute in response to a-READ ATTRIBUTE command.

Unavailable The MAM attribute exists but is not available at this time. The device seryer
shall not return this attribute in response to a READ ATTRIBUTE commgnd.

Host Nonexistent A host attribute does\not exist in the medium auxiliary memory until a
WRITE ATTRIBUTE command creates it.

Read/Write The MAM attribute has been created using the WRITE ATTRIBUTE
command. After the MAM attribute has been created, the contents may be
altered-using subsequent WRITE ATTRIBUTE commands. A read/write
MAM:attribute may be placed in the nonexistent state using a WRITE
ATTRIBUTE command with the attribute length set to zero. If the READ ONLY
bit'(see 7.4.1) is set to zero, the MAM attribute is in the read/write state.

Unsupported The device server does not support the MAM attribute and shall not retufn
this attribute in response to a READ ATTRIBUTE command.

5.8 Parameter rounding
For certalneommeandsone-ormore—specifiedparameters-may-be-constrainred-to-arange-of-valges—Bevice

servers may choose to implement only selected values from this range. If the device server receives a value
that it does not support, the device server shall:

a) terminate the command (e.g., by returning CHECK CONDITION status with ILLEGAL REQUEST
sense key); or
b) round the value received to a supported value.

If parameter rounding is implemented, a device server that receives a parameter value that is not an exact
supported value shall adjust the value to one that it supports and shall return CHECK CONDITION status,
with the sense key set to RECOVERED ERROR, and the additional sense code set to ROUNDED
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PARAMETER. The application client should send an appropriate command to learn what value the device
server has selected.

The device server shall reject unsupported values unless rounding is permitted in the description of the
parameter. When the description of a parameter states that rounding is permitted, the device server should
adjust maximum value fields down to the next lower supported value than the one specified by the application
client. Minimum value fields should be rounded up to the next higher supported value than the one specified
by the application client. In some cases, the type of rounding (i.e., up or down) is described in the definition of
the parameter.

5.9 Parging variable length parameter lists and parameter data

Parametg¢r lists and parameter data (e.g., diagnostic pages, mode pages, log pages, and VPD’pages)

include Iq
field in th
lists and
DESIGNAT
7.8.6.1)).

An applig
SCSil sta

If a devic
more byt
version o
36 bytes
sense ke
LIST.

For parafneter lists containing a descriptor length:field and a descriptor list, if a device server receives

bytes in
device s¢g
paramet

sense Co

An applig
the appli
defining
should ig

ngth fields indicating the size of the parameter list or parameter data (e.g., the M@DE‘DATA LE
e mode parameter header (see 7.5.5)). Parameter lists and parameter data often)inClude desq
descriptor length fields containing the length of the descriptors in the descftiptor lists (e.g
OR LENGTH field in the designation descriptor used in the Device Identification VPD page

ation client or device server shall not assume that any length field«Contains the value define
ndard.

s than are defined in the standard to which it was designed (e.g., the device server complies
f a SCSI standard defining that a parameter list has 24 bytes, but receives a parameter list cont
, then the device server shall terminate the command with CHECK CONDITION status, wi
y set to ILLEGAL REQUEST, and the additional sense code set to INVALID FIELD IN PARAMI

b descriptor than are defined in the standard to which the device server was designed (e.g
rver complies with a version of a SESI standard defining that a descriptor is 12 bytes, but rece

He set to INVALID FIELD INNPARAMETER LIST.

ation client should ignore any bytes of parameter data beyond those defined in the standard to
ation client was designed (e.g., if the application client complies with a version of a SCSI sta
P4 bytes of parameter data, but receives 36 bytes of parameter data, then the application
hore the last«12'bytes or the parameter data).

For addi
should i
client wa
descript
descripto

onal response bytes containing a descriptor length field and a descriptor list, an application
nore any bytes in each descriptor beyond those defined in the standard to which the appliq
designed (e.g., if the application client complies with a version of a SCSI standard defining

often
NGTH
riptor
., the
(see

d in a

B server receives a parameter list containing a length field (e.g:, a PAGE LENGTH field) and contgining

vith a
ining
h the
FTER

more
., the
ves a

br list containing a 16 byte formi.of that descriptor), then the device server shall terminate the
command with CHECK CONDITION status, with the sense key set to ILLEGAL REQUEST, and the add

tional

vhich
hdard
client

client
ation
hat a

r, then the application client should ignore the last 12 bytes of the descriptor).

f that
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5.10 Pollable condition information

5.10.1 Information that does not represent an exception condition

A device server may have information about a condition that does not represent an exception condition. This

information is not reported with a CHECK CONDITION status. Instead, this information is reported:

a) as sense data format parameter data in response to a REQUEST SENSE command as described in

5.10.2; or
b) as log parameter data as described in 5.10.3.

5.10.2 REQUEST SENSE pollable sense data
5.10.2.1 Making information available for the REQUEST SENSE command

SCSI target devices are required to make specified information used in the parametér, data returned &
REQUEST SENSE command (see 6.39) available whenever that information is applicable. Which senseg
is returngd in the REQUEST SENSE parameter data is determined at the time the REQUEST SE
command is processed.

Applicatipn clients have no way to control which pollable sense data-is_returned by a REQUEST SH
command. Mechanisms that are specialized to a particular function (€:g+ log pages, mode pages) shoy
used to gbtain information about that function.

5.10.2.2 Belecting pollable sense data to return

Conditiops that are not related to the availability of pellable sense data (e.g., a pending unit attg
condition) may cause the device server to ignore all available pollable sense data.

If pollablg sense data is available to be returned-by a REQUEST SENSE command (see 6.39), the cho
which sepse key and additional sense code tateturn shall be made as follows:

1) nse data with the sense key.set'to NOT READY and the additional sense code set to:
1) LOGICAL UNIT NOT READY, INITIALIZING COMMAND REQUIRED (see 5.11.7); and
) any other additional sénse code that is associated with pollable sense data when combine
a sense key set to,NOT READY;
nd
2) nse data with the'sense key set to NO SENSE and the additional sense code set:
1) as defined forthe informational exceptions sense data described in the Informational Exce
Controlamode page (see applicable command standard);
) to LQGICAL UNIT TRANSITIONING TO ANOTHER POWER CONDITION (see 5.11.9
SBE€-=3);
) sas-defined for any power condition related sense data described in 5.11.7; and

y the
data
ENSE

ENSE
Id be

ntion

ice of

| with

ptions

and

) \any other additional sense code that is associated with pollable sense data when combine

| with

a sense key set to NO SENSE.

5.10.2.3 Returning one or more progress indications

If the sense key is set to NOT READY or NO SENSE in the header of the sense data being returned by a
REQUEST SENSE command (see 6.39) and progress indication information is associated with the pollable

sense data, if any, in the sense data (see 5.10.2.1), then:

a) if the DESC bit is set to zero in the REQUEST SENSE command, the device server shall set the

SKSV

bit in the fixed-format sense data to one only if progress indication information is available for the
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additional sense code associated with the ADDITIONAL SENSE CODE field and ADDITIONAL SENSE CODE
QUALIFIER field; or
b) if the DESC bit is set to one in the REQUEST SENSE command, the device server places progress
indications in the sense data as follows:
A) if progress indication information is available for the additional sense code associated with the

ADDITIONAL SENSE CODE field and ADDITIONAL SENSE CODE QUALIFIER field in the sense

data

header, then the device server shall include one sense key specific sense data descriptor (see

4.5.2.4) that contains the available progress indication information; and

B) if progress indication information is available for one or more additional sense codes that are not
associated with the ADDITIONAL SENSE CODE field and ADDITIONAL SENSE CODE QUALIFIER field in
the sense data header, then for each instance of available progress indication information, the
device server shoutdinctude oneanother progress indication sense data descriptor (See 4.5.2.6)
that contains the available progress indication information.

5.10.3 Lag parameter pollable device condition information
The folloyving background testing functions report their condition information using log‘page parameters

a) self-test operations report whether a test is in progress, but not how far it\has progressed usirjg the

Jelf-Test Results log page (see 7.3.17); and
b) direct-access block devices report progress for background pre-scan operations and backgfound
medium scan operations using the Background Scan Results loglpage (see SBC-3).

5.11 Pogwer management
5.11.1 Pgwer management overview
The Power Condition mode page (see 7.5.13) and-Power Consumption mode page (see 7.5.14) allgw an
applicatipn client to manage the power utilization of a logical unit in a manner that may reduce gower
consumption of the SCSI target device.
Power consumption management is 'described in 5.11.2, including its interactions with power congition
management. Power condition management is described in 5.11.3.
A changg in the power consuniption setting or power condition of any logical unit in a SCSI target devicg may
result in p change in the SCSI target device's power utilization. If a SCSI target device contains myltiple
logical units, then the SCSlytarget device’s power utilization may not change until a group of the logical units
have chgnged their power consumption in the active power condition (see 5.11.2) or changed to a jower
power condition (see5.11.3). Any grouping or groupings of logical units for power management is outside the
scope of this standard.
5.11.2 Power-consumpiion-management

Power consumption management allows control of the maximum power consumption (e.g., see USB-3) of a
logical unit that is in the active power condition (see 5.11.4).

If power consumption management is supported, the device server shall support:

a) the Power Consumption mode page (see 7.5.14); and
b) the Power Consumption VPD page (see 7.8.11).
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The Power Consumption VPD page contains one or more power consumption descriptors that indicate the
maximum power consumption levels supported by the device server using:

a) a

power consumption identifier; and

b) information about the maximum power consumption associated with that power consumption
identifier.

An application client may specify use of one of the maximum power consumption levels indicated by the
Power Consumption VPD page by setting the POWER CONSUMPTION IDENTIFIER field in the Power Consumption
mode page to the contents of that POWER CONSUMPTION IDENTIFIER field in the Power Consumption VPD page.
The SCSI target device shall limit the maximum power consumption while the logical unit is in the active

power co
page that

Power cd

5.11.3 Pgq

Fields in
oneorm

Comman
a)
b)

c)

d)
e)

20 =0 0O T

Transpof
condition

There sh
to anothe
in a low ¢

The curre

a) t

nditiontothe vatue indicated i the-power consumptiom descriptor- i the Power-Consumption

is associated with the POWER CONSUMPTION IDENTIFIER field in the Power Consumption mode.j
nsumption management shall:

e used to limit the maximum power consumption while in the active power condition;
ot affect the power consumed during a change between power conditions; and
ot affect the power consumed while in a power condition other than active:

wer conditions management

the Power Condition mode page (see 7.5.13) manage power. tanditions by enabling and initig
bre idle condition timers and/or standby condition timers.

d standards may define the following additional power management features:

ower conditions (e.g., the stopped power condition in SBC-3);

hanges to the power condition state machine-{(e.g., the SSU_PC8:Stopped state in SBC-3);
ommands that manage power conditions\(e.g., a START STOP UNIT command in SBQ
IMC-6);

hanges to commands defined in this;standard; or

node pages, log pages, or VPD pages that are associated with managing power conditions.

t protocol standards (e.g., . SPL-3) may define additional requirements on the states in the (
state machine defined in(thjs standard or a command standard.

bll be no notification teithe application client that a logical unit has changed from one power con
r. The response to.a REQUEST SENSE command (see 6.39) may indicate whether a logical
ower condition and which low power condition.

nt powercondition of a logical unit may be decreased by:

e expiration of a power condition timer;

VPD
age.

lizing

-3 or

ower

dition
init is

b) t

ne.completion of background functions; or

c) power condition activities described in a command standard.

The current power condition of a logical unit is increased by:

a) the processing of a command that the device server is unable to continue processing while in the
current power condition;

b) the processing of a background function that the device server is unable to process while in the
current power condition; or

c) power condition activities described in a command standard.
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If a device server processes a command that the device server is capable of completing while the logical unit
is in a low power condition, then the device server shall not stop any enabled power condition timers,
regardless of which power condition the logical unit was in when the device server began processing the
command.

If a device server processes a command that the device server is not capable of completing while the logical
unit is in a low power condition, then the device server shall stop any running power condition timers. On
completion of the command, the device server shall reinitialize all enabled power condition timers based on
their values in the Power Condition mode page (see 7.5.13) and start the timers, regardless of which power
condition the logical unit was in when the device server began processing the command.

The devigeservershattprocessany task manmagement functiom (see SAM=5), except COGICAT ONIT RESET,
regardlegs of current power condition, without changing to a different power condition. The power,candition
timers shgll not be affected by task management functions, except LOGICAL UNIT RESET.

The devige server may change power conditions or power condition timers while processing attOGICAL|UNIT
RESET.

No powef condition defined in this standard shall affect the supply of any power required for proper opefation
of a service delivery subsystem.

Logical upits that contain cache memory shall write all cached data to the mediam for the logical unit (e.g., as
a logical unit would do in response to a SYNCHRONIZE CACHE command as described in SBC-3) pfior to
entering Into any power condition that prevents accessing the media (e-g’, before a SCSI target device [stops
its spindl¢ motor during a change to the standby power condition).

5.11.4 Agtive power condition
While in fhe active power condition:

e device server is capable of completingthe processing of its supported commands, including those
nat require media access, without theJogical unit changing power condition;
ne device server completes processing of a command in the shortest time when compared {o the
me required for completion of thatcommand if command processing began while the logical un|t was
m any of the idle power conditions or standby power conditions; and
ne SCSI target device may consume more power than while the logical unit is in any of the idle power
onditions or standby power conditions (e.g., a disk drive's spindle motor may be active).

O
~
= o~ o~ o~ —~

o —

A logical [unit that is in the-active power condition may be affected by power consumption management (see
5.11.2).

5.11.5 Idle power.conditions

A device|server may support more than one idle power condition (i.e., idle_a, idle_b, and idle_c) to provide
progressively lower power consumption (i.e., the following power consumption relationship: idle_a > idle_b >
idle_c).

NOTE 10 - The idle_a power condition was referenced as the idle power condition in SPC-3.
While in one of the idle power conditions:
a) the device server is capable of completing the processing of its supported commands, except those

that require the logical unit to be in the active power condition to be capable of completing the
command with GOOD status (e.g., commands that require media access to complete processing);
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b)

c)

d)

the device server may take longer to complete processing a command than while the logical unit is in
the active power condition (e.g., the device may have to activate some circuitry before completing
processing of a command);

the power consumed by the SCSI target device while in an idle power condition should be less than
the power consumed while the logical unit is in the active power condition and may be greater than
the power consumed while the logical unit is in a standby power condition; and

the peak power consumption during a change from an idle power condition to the active power
condition shall be no more than the typical peak power consumption in the active power condition.

5.11.6 Standby power conditions

A device|server may support more than one standby power condition (i.e., standby_y and standby| z) to

provide
standby ) > standby_z).

NOTE 11 - The standby_z power condition was referenced as the standby power condition in SPC-3.

While in

a)

b)

d)

5.11.7 Pqwer condition pollable sense data

If the logifal unit is in any power condition other than active, the following data shall be available for use
REQUESJT SENSE command while returning pollable sense data (see 5.10.2) and:

a)

brogressively lower power consumption (i.e., the following power consumption relationship:

bne of the standby power conditions:

the device server is not capable of completing the processing of ,commands that require media
gccess without the logical unit changing to the active power condition. SCSI transport prgtocol
standards may impose additional requirements on command processing while changing to a higher
dower condition (e.g., the response may be CHECK CONDITION status with sense key set tof NOT
READY and additional sense bytes set to LOGICAL UNIT NOT READY, NOTIFY (ENABLE SPINUP)
REQUIRED instead of GOOD status (see SPL-3));

the device server may take longer to complete processing a command than while the logical unft is in
the active power condition or one of the idle power ¢onditions (e.g., a disk drive's spindle motofr may
need to be started);
the power consumed by the SCSI target device while in one of the standby power conditions should
He less than the power consumed while the{ogical unit is in the active power condition or any pf the
idle power conditions; and

the peak power consumption during :achange from a standby power condition to the active power
gondition or an idle power condition_is*not limited by this standard.

iff the logical-Unit is in an idle power condition (see 5.11.5), then the sense key shall be set to NO
3ENSE and‘the additional sense code set to one of the following:

A) LOWAPOWER CONDITION ON if the reason for entry into the idle power condition is unknown;
B) IDLE CONDITION ACTIVATED BY TIMER if the logical unit entered the idle_a power condition

due to the idle_a condition timer (see 5.11.8.4);

e idle_a power
condition due to processing of a command;

D) IDLE_B CONDITION ACTIVATED BY TIMER if the logical unit entered the idle_b power condition
due to the idle_b condition timer (see 5.11.8.4);

E) IDLE_B CONDITION ACTIVATED BY COMMAND if the logical unit entered the idle_b power
condition due to processing of a command;

F) IDLE_C CONDITION ACTIVATED BY TIMER if the logical unit entered the idle_c power condition
due to the idle_c condition timer (see 5.11.8.4); or

G) IDLE_C CONDITION ACTIVATED BY COMMAND if the logical unit entered the idle_c power
condition due to processing of a command;
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b) if the logical unit is in a standby power condition (see 5.11.6), then the sense key shall be set to NO
SENSE and the additional sense code set to one of the following:
A) LOW POWER CONDITION ON if the reason for entry into the standby power condition is
unknown;
B) STANDBY_Y CONDITION ACTIVATED BY TIMER if the logical unit entered the standby_y power
condition due to the standby_y condition timer (see 5.11.8.5);
C) STANDBY_Y CONDITION ACTIVATED BY COMMAND if the logical unit entered the standby_y
power condition due to processing of a command;
D) STANDBY CONDITION ACTIVATED BY TIMER if the logical unit entered the standby z power
condition due to the standby_z condition timer (see 5.11.8.5); or
E) STANDBY CONDITION ACTIVATED BY COMMAND if the logical unit entered the standby z
POWET CoNdition due to processing of @ Commmand;

ar
i the logical unit is in the stopped power condition (see SBC-3), then the sense key shall)be ket to
NOT READY and the additional sense code shall be set to LOGICAL UNIT NOT REJADY,
NITIALIZING COMMAND REQUIRED.

c)

NOTE 12 - Device servers that conform to SBC-2 may not provide the pollable sense data'described in c).

5.11.8 Paower condition state machine
5.11.8.1 Power condition state machine overview

The powgr condition state machine describes the logical unit power states and transitions resulting from
commang processing and Power Condition mode page values (sée 7.5.13).

The powér condition state machine states are shown in table\64.

Table 64 — Power condition state machine states

State Reference
PCO:PoweredsOn @ 5.11.8.2
PC1:Active 5.11.8.3
PC2:ldle 5.11.8.4
PC3:Standby 5.11.8.5
PC4:Active_Wait 5.11.8.6
PC5:Wait_Idle 5.11.8.7
PC6:Wait_Standby 5.11.8.8
a8 PCO:Powered_On is the initial state.

While in fhe follewing power condition state machine states the logical unit may be increasing power usage to
enter a h|gherpower condition:

a) PC4:Active_Wait.

While in the following power condition state machine states the logical unit may be decreasing power usage to
enter a lower power condition:

a) PC5:Wait_ldle; and
b) PC6:Wait_Standby.
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The power condition state machine maintains the timers listed in table 65.
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Table 65 — Power condition state machine timers

Timer Initial value 2 Enable bit P
idle_a condition IDLE_A CONDITION TIMER field IDLE_A bit
idle_b condition IDLE_B CONDITION TIMER field IDLE_B bit
idle_c condition IDLE_C CONDITION TIMER field IDLE_C bit

standby_y condition

STANDBY_Y CONDITION TIMER field

STANDBY_Y bit

Standby_Z condition

STANDBY_Z CONDITION TIMER Tield

STANDBY_Z DIt

@ These fields and bits are in the Power Condition mode page (see 7.5.13).

b In a direct-access block device, the enabled state of these bits may be
overridden by a START STOP UNIT command (see SBC-3).

If more tHan one of the timers listed in table 65 expire at the same time, then only onestimer is processed.

processing priority order shall be as follows:

1) standby_z condition timer;
2) standby_y condition timer;
3) idle_c condition timer;
4) ifle_b condition timer; and
5) idle_a condition timer.

The powér condition state machine shall start in the PCO:Powered On state after power on.

Figure 8 flescribes the power condition state machine.

The

PC4: PC1:
Active_Wait Active
4>
PC5: PC2:
PCO: J i
Wait_IdI Idl
Poweted On ait_ldle de
4>
L PCe6: PC3:
Wait_Standby Standby
-
4>
-t —
g
|

Figure 8 — Power condition state machine

5.11.8.2 PCO:Powered_On state

5.11.8.2.1 PCO:Powered_On state d

escription

The logical unit shall enter this state upon power on.
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5.11.8.2

.2 Transition PC0:Powered_On to PC4:Active_Wait

This transition shall occur after:

a)

the logical unit is ready to begin power on initialization.

The transition shall include a Transitioning From Powered On argument.

5.11.8.3

5.11.8.3

While in

PC1:Active state

.1 PC1:Active state description

his state, if power on initialization is not complete, then the logical unit shall complete its pow

initializatipn.

While in
a)
b)
c)

5.11.8.3

this state, if power on initialization is complete, then:

the logical unit is in the active power condition (see 5.11.4);
gach enabled idle condition timer is running; and

gach enabled standby condition timer is running.

.2 Transition PC1:Active to PC5:Wait_Idle

This transition shall occur if:

a)
b)

gn idle condition timer is enabled; and
hat idle condition timer has expired.

—

The trangition shall include a:

a)
b)
c)

5.11.8.3

Transitioning To Idle_a argument, if the highest priority timer (see 5.11.8.1) that expired is the |
gondition timer;

Transitioning To Idle_b argument, if the‘highest priority timer that expired is the idle_b condition
ar

Transitioning To Idle_c argument,if the highest priority timer that expired is the idle_c condition

.3 Transition PC1:Active to,PC6:Wait_Standby

This transition shall occur if;

b)

g standby condition timer is enabled; and
that standby-cendition timer has expired.

The trangition shall'include a:

a)

er on

dle a
imer;

imer.

Transitioning To Standby_z argument, if the highest priority timer (see 5.11.8.1) that expired

s the

standby_z condition timer; or

b) Transitioning To Standby y argument, if the highest priority timer that expired is the standby y

5.11.8.4
5.11.8.4
While in

a)

condition timer.

PC2:ldle state

.1 PC2:ldle state description
this state:

the logical unit is in an idle power condition (see 5.11.5);
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b) the device server shall provide power condition pollable sense data (see 5.11.7);

c) each enabled idle condition timer that has not expired is running; and

d) each enabled standby condition timer that has not expired is running.
If a lower priority (see 5.11.8.1) idle condition timer is enabled and expires, then that timer is ignored.
5.11.8.4.2 Transition PC2:Idle to PC4:Active_Wait

This transition shall occur if:

a) the device server processes a command that requires the logical unit to be in the PC1:Active state to
dontimue processing thatcommmand:

The trangition shall include a:

a) Transitioning From Idle argument; and
b) Transitioning From Idle_c argument, if the current power condition is the idle_c power condition

5.11.8.4.3 Transition PC2:Idle to PC5:Wait_ldle

This transition shall occur if:

a) 4gn idle condition timer is enabled;

b) that idle condition timer has expired; and

c) the priority (see 5.11.8.1) of that idle condition timer is greater than the priority of the idle condition
timer associated with the current idle power condition.

The trangition shall include a:

a) Transitioning To Idle_b argument, if the highest priority timer that expired is the idle_b condition fimer;

ar

b) Transitioning To Idle_c argument, if the highest priority timer that expired is the idle_c condition fimer.
5.11.8.4.4 Transition PC2:Idle to PC6:Wait_Standby

This transition shall occur if:

a) 4 standby condition timer is enabled; and
b) that standby condition:timer has expired.

The trangition shall include-a:

a) Transitioning To Standby_z argument, if the highest priority timer (see 5.11.8.1) that expired |s the
standby—z condition timer; or

b) Trapsitioning To Standby_y argument, if the highest priority timer that expired is the stanglby y
olondition timer. T

5.11.8.5 PC3:Standby state
5.11.8.5.1 PC3:Standby state description
While in this state:
a) the logical unit is in a standby power condition (see 5.11.6);
b) the device server shall provide power condition pollable sense data (see 5.11.7);

c) each enabled idle condition timer that has not expired is running; and
d) each enabled standby condition timer that has not expired is running.
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If an idle condition timer or a lower priority (see 5.11.8.1) standby condition timer is enabled and expires, then
that timer is ignored.

5.11.8.5.2 Transition PC3:Standby to PC4:Active_Wait

This transition shall occur if:

a) the device server processes a command that requires the logical unit to be in the PC1:Active state to

continue processing that command.

The transition shall include a Transitioning From Standby argument.

5.11.8.5.3 Transition PC3:Standby to PC6:Wait_Standby

This transition shall occur if:

a)

The trangition shall include a Transitioning To Standby_z argument.
5.11.8.6
5.11.8.6.1 PC4:Active_Wait state description
While in this state:

a) gach idle condition timer that is enabled and not.expired is running;

b) dach standby condition timer that is enabled and not expired is running;
the device server shall provide power condition pollable sense data (see 5.11.7) with the sensg key

c)

the standby_z condition timer is enabled;
b) the standby z condition timer expired; and
c) t

ne current power condition is the standby_y power condition.

PC4:Active_Wait state

et to NO SENSE and the additional sense code set to LOGICAL UNIT TRANSITIONING TO
NOTHER POWER CONDITION; and

d) the logical unit is performing the operations required for it to be in the PC1:Active state (e.g., & disk

If this stafe was entered with a Trafnsjtioning From Idle argument, then:

rive spins up its media).

a) the device server isscapable of processing and completing the same commands that the device

rver is able to process and complete while in the PC2:ldle state;

b) the peak power.consumed in this state shall be no more than the typical peak power consumed jin the

c)

C1: Activestate; and
the device server shall terminate any command that requires the logical unit be in the PC1:Active
ate toseontinue processing, with CHECK CONDITION status, with the sense key set to NOT READY
nd.the additional sense code set to LOGICAL UNIT IS IN PROCESS OF BECOMING READY if all
f'the following are true:

A) this state was entered with a Transitioning From Idle_c argument; and

B) the ccr IDLE field in the Power Condition mode page (see 7.5.13) is set to 10b (i.e., enabled).

If this state was entered with a Transitioning From Standby argument, then:

the device server is capable of processing and completing the same commands that the device
server is able to process and complete while in the PC3:Standby state;

the peak power consumption in this state is not limited by this standard; and

if the cCF STANDBY field in the Power Condition mode page (see 7.5.13) is set to 10b (i.e., enabled),
then the device server shall terminate any command that requires the logical unit be in the PC1:Active
state or PC2:ldle state to continue processing, with CHECK CONDITION status, with the sense key
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set to NOT READY and the additional sense code set to LOGICAL UNIT IS IN PROCESS OF

BECOMING READY.

If this state was entered with a Transitioning From Powered On argument, then:

a) the device server is capable of processing and completing the same commands (except a TEST
UNIT READY command) that the device server is able to process and complete while in the

b)

If an idle [condition timer or a standby condition timer is enabled and expires, then that timeriis’ignored

state.

5.11.8.6.2 Transition PC4:Active_Wait to PC1:Active

This transition shall occur if:

a)

5.11.8.7
5.11.8.7.1 PC5:Wait_ldle state description

While in this state:

a)
b)
c)

d)

e)

If an idle [condition timer or a standby condition timer is enabled and expires, then that timer is ignored

state.

5.11.8.7.2 Transition PC5:Wait_ldle to PC2:Idle

PC3:Standby state; and
the device server shall terminate with CHECK CONDITION status, with the sense key set to

NOT

READY and the additional sense code set to LOGICAL UNIT IS IN PROCESS OF BECOMING

READY any of the following commands:

continue processing; and
B) all TEST UNIT READY commands (see 6.47).

the logical unit meets the requirements for being in the PC1:Active state.

PC5:Wait_ldle state

gach idle condition timer that is enabled and‘not expired is running;

gach standby condition timer that is enabled and not expired is running;

the device server shall provide power.condition pollable sense data (see 5.11.7) with the sens
set to NO SENSE and the additional sense code set to LOGICAL UNIT TRANSITIONIN
ANOTHER POWER CONDITION;

ne logical unit is performing the operations required for it to be in the PC2:Idle state (e.g., red
ower usage); and

e device server is capable of processing and completing the same commands, except a S
TOP UNIT commandiwith the IMMED bit set to zero (see SBC-3), that the device server is a
rocess and complete in the PC2:ldle state.

O (N LT =t

This transition shall occur if:

a)

the logical unit meets the requirements for being in:

Ay—any commandthatTequires—thetogicaunitbe—imthe PC tAcTtive state—or PC2idiestate to

n this

e key
5 TO

ucing

TART
ble to

n this

A) the idle_a power condition, if this state was entered with a Transitioning To Idle_a argument;
B) the idle_b power condition, if this state was entered with a Transitioning To Idle_b argument; or

C) the idle_c power condition, if this state was entered with a Transitioning To Idle_c argument.
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5.11.8.8 PC6:Wait_Standby state

5.11.8.8.1 PC6:Wait_Standby state description

While in t

a) e
b) e

his state:

ach idle condition timer that is enabled and not expired is running;
ach standby condition timer that is enabled and not expired is running;

c) the device server shall provide power condition pollable sense data (see 5.11.7) with the sense key
set to NO SENSE and the additional sense code set to LOGICAL UNIT TRANSITIONING TO
ANOTHER POWER CONDITION;

d) i
"
e) t
9
A
If an idle
state.
5.11.8.8.1

This tran

a) t
A

B

5.12 Re

5.12.1 Persistent Reservations overview

Reservat
(i.e., com
selected

Applicatiq
applicati
deadlock

The pers

| , I . et forT-to—be—The—PEs-Star!

bducing power usage); and

e device server is capable of processing and completing the same commands, except)a S
TOP UNIT command with the IMMED bit set to zero (see SBC-3), that the device server is a
rocess and complete in the PC3:Standby state.

condition timer or a standby condition timer is enabled and expires, then thattimer is ignored

P Transition PC6:Wait_Standby to PC3:Standby
ition shall occur if:

ne logical unit meets the requirements for being in:
argument; or

argument.

servations

ons may be used to allow-a device server to process commands from a selected set of |_T ne
binations of initiator ports accessing target ports) and reject commands from I_T nexuses outsid
set. The device server uniquely identifies |_T nexuses using protocol specific mechanisms.

n clients may_add or remove I_T nexuses from the selected set using reservation commands.
bn clients do-not cooperate in the reservation protocol, data may be unexpectedly modifie
conditiens’may occur.

stent reservations mechanism allows multiple application clients communicating through multip

(e.g.,

TART
ble to

n the

) the standby_y power condition, if this state was @ntered with a Transitioning To Standlby_y

) the standby z power condition, if this state.was entered with a Transitioning To Stangby z

reservations are not reset by hard reset, logical unit reset, or |_T nexus loss.

The persistent reservation held by a failing |_T nexus may be preempted by another |_T nexus as part of its
recovery process. Persistent reservations shall be retained by the device server until released, preempted, or
cleared by mechanisms defined in this standard. Persistent reservations may be retained if power to the SCSI
target device is removed.

The PERSISTENT RESERVE OUT command and PERSISTENT RESERVE IN command provide the basic
mechanism for dynamic contention resolution in systems with multiple initiator ports accessing a logical unit.
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Before a persistent reservation may be established, the application client shall register a reservation key for

each |_T nexus with the device server. Reservation keys allow:

a) authentication of subsequent PERSISTENT RESERVE OUT commands;

b) identification of other |_T nexuses that are registered;

c) identification of the reservation key(s) that have an associated persistent reservation;
d) preemption of a persistent reservation from a failing or uncooperative |_T nexus; and
e) multiple |_T nexuses to participate in a persistent reservation.

The reservation key provides a method for the application client to associate a protocol-independent ide

ntifier

with a registered |_T nexus. The reservation key is used in the PERSISTENT RESERVE IN command to

identify — — ; )
reservatipn key is used in the PERSISTENT RESERVE OUT command to register an |_T nexus, to)veri
|_T nexup being used for the PERSISTENT RESERVE OUT command is registered, and to spegcify
registratipns or persistent reservation to preempt.

Reservalion key values may be used by application clients to identify registered |_’F nexuses,
applicatign specific methods that are outside the scope of this standard. This standard\provides the ab
register no more than one reservation key per |_T nexus. Multiple initiator ports maytiuse the same resery
key valug for a logical unit accessed through the same target ports. An initiator port may use the
reservation key value for a logical unit accessed through different target ports, The logical unit shall main
separate|reservation key for each |_T nexus, regardless of the reservation Key’s value.

An appligation client may register an |_T nexus with multiple logical units in a SCSI target device usin
combinatjon of unique or duplicate reservation keys. These rules previde the ability for an application cli

. The
fy the
which

ising
lity to
ation
same
tain a

J any
ent to

preempt multiple |_T nexuses with a single PERSISTENT RESERVE OUT command, but they do not prjovide

the ability for the application client to uniquely identify the | K nexuses using the PERSISTENT RESH
S.

(see 6.15.3.2) of a persistent reservation shall be the entire logical unit.

(see 6.15.3.3) of a persistent reservation defines the selected set of |_T nexuses for whig
persistent reservation places restrictions-on commands.

The detal|ls of which commands are allowed under what types of reservations are described in table 66.
In table 66 and table 67 the\following keywords are used:

a) allowed: Commands received from |_T nexuses not holding the reservation or from |_T nexuse

FRVE

.1 for

h the

s not

registeredifia registrants only or all registrants type persistent reservation is present should complete

ormally
onflict: Commands received from |_T nexuses not holding the reservation or from |_T nexuse
registered if a registrants only or all registrants type persistent reservation is present shall n

b)

s not
ot be

performed and the device server shall complete the command with RESERVATION CONFLICT

status.

Commands from |_T nexuses holding a reservation should complete normally. The behavior of commands
from registered |_T nexuses if a registrants only or all registrants type persistent reservation is present is

defined in table 66 and table 67.

A command shall be checked for reservation conflicts when the device server begins processing of the
command. After that check succeeds, the device server shall not complete the command with RESERVATION

CONFLICT status due to a subsequent reservation.
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The time at which a reservation is established with respect to other commands being managed by the device
server is vendor specific. Successful completion of a reservation command indicates that the new reservation
is established. A reservation may apply to some or all of the commands in the task set before the completion
of the reservation command. The reservation shall apply to all commands received by the device server after
successful completion of the reservation command. Any persistent reserve service action shall be performed
as a single indivisible event.

Multiple persistent reserve service actions may be present in the task set at the same time. The order of
processing of such service actions is defined by the task set management requirements defined in SAM-5, but
each is processed as a single indivisible command without any interleaving of actions that may be required by
other reservation commands.

For each|command, this standard or a command standard defines the conditions that result in the gommand
being completed with RESERVATION CONFLICT. Command standards define the conditions€ither |n the
device mpdel or in the descriptions of each specific command.
Table §6 — SPC-4 commands that are allowed in the presence of various reservations (part 1 of 3)
Addressed logical unit has this.type of persistent
reservation held by another I_T nexus
From any I_T From From not registered
nexus registered I_T nexus
I_T(nexus
Write Excl (RR all Write Excl | Excl Agc-
Commiand Excl | Access | types) RR ess - RR
ACCE$S CONTROL IN Allowed | Allowed | Allowed Allowed Allowed
ACCE$S CONTROL OUT Allowed | Allowed | Allowed Allowed Allowed
CHANGE ALIASES Conflict>| Conflict Allowed Conflict Confligt
COPY |IOPERATION ABORT Conflict | Conflict | Allowed Conflict Confligt
EXTENDED COPY/(LID4) Conflict | Conflict | Allowed Conflict Confligt
EXTENDED COPY/(LID1) Conflict | Conflict | Allowed Conflict Confligt
INQUIRY Allowed | Allowed | Allowed Allowed Allowegd
LOG SELECT Conflict | Conflict Allowed Conflict Confligt
LOG SENSE Allowed | Allowed | Allowed Allowed Allowed
MANAGEMENT PROTOCOL IN Allowed | Conflict | Allowed Allowed Confligt
MANAGEMENT PROTOCOL OUT Conflict | Conflict | Allowed Conflict Confligt
MODE|SELECT(6).”MODE SELECT(10) || Conflict | Conflict | Allowed Conflict Confligt
MODE|SENSE(6) / MODE SENSE(10) Allowed® | Conflict Allowed Allowed® Confligt
PERSIBFENT RESERVE IN Allowed | Allowed | Allowed Allowed Allowed
PERSISTENT RESERVE OUT see table 67
READ ATTRIBUTE Allowed®| Conflict | Allowed Allowed® Conflict
Key: Excl=Exclusive, RR=Registrants Only or All Registrants

@ Exceptions to the behavior of the RESERVE and RELEASE commands described in SPC-2 are
defined in 5.12.3.

b Logical units claiming compliance with SPC-2 or SPC-3 may return RESERVATION CONFLICT status
in this case. Logical units may report whether certain commands are allowed in the ALLOW COMMANDS
field of the parameter data returned by the PERSISTENT RESERVE IN command with REPORT
CAPABILITIES service action (see 6.15.4).
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Table 66 — SPC-4 commands that are allowed in the presence of various reservations (part 2 of 3)

Addressed logical unit has this type of persistent
reservation held by another |_T nexus
Fromany I_T From From not registered
nexus registered I_T nexus
I_T nexus

Write Excl (RR all Write Excl | Excl Acc-
Command Excl | Access types) RR ess —RR
READ BUFFER Allowed®| Conflict | Allowed Allowed® Conflict
READ MEDIA SERIAL NUMBER Allowed | Allowed | Allowed Allowed Allowefd
RECEIVE CREDENTIAL Conflict | Conflict | Allowed Conflict Confligt
RECEI}\/E COPY DATA(LID4) Allowed | Allowed | Allowed Allowed Allowed
RECEI}\/E COPY DATA(LID1) Allowed® | Allowed®| Allowed | Allowed®" | Allowe¢®
RECEIVE COPY OPERATING Allowed® | Allowed®| Allowed | Alldwed® Allowedtb
PARANIETERS
RECEIVE COPY FAILURE Allowed® | Allowed®|  Allowed’ ' Allowed® | Allowed®
DETAILS(LID1)
RECEI}\/E COPY STATUS(LID4) Allowed | Allowed | Allewed Allowed Allowed
RECEI}\/E COPY STATUS(LID1) Allowed® | Allowed® | ‘Allowed | Allowed® | Allowed®
RECEI}\/E ROD TOKEN INFORMATION || Allowed | Allowed/| Allowed Allowed Allowed
RECEIl\/E DIAGNOSTIC RESULTS Allowed®| Cofflict | Allowed Allowed® Confligt
RELEASE(6) / RELEASE(10) As defined in SPC-2 2
REMOWVE |_T NEXUS Conflict’| Conflict | Allowed Conflict Confligt
REPOIRT ALIASES Allowed | Allowed | Allowed Allowed Allowefd
REPORT ALL ROD TOKENS Allowed | Allowed | Allowed Allowed Allowed
REPORT IDENTIFYING INFORMATIONL|| Allowed | Allowed | Allowed Allowed Allowed
REPORT LUNS Allowed | Allowed | Allowed Allowed Allowed
REPORT PRIORITY Allowed | Allowed | Allowed Allowed Allowed
REPORT SUPPORTED ORERATION || 15 vedb | Allowed®| Allowed | Allowed® | Allowed®
CODES$
REPORT SUPPORTED TASK b b b b
MANAGEMENT FUNCTIONS Allowed” | Allowed Allowed Allowed Allowed
REPORT TARGET PORT GROUPS Allowed | Allowed | Allowed Allowed Allowefd
REPORT TIMESTAMP Allowed | Allowed | Allowed Allowed Allowed
REQUEST-SENSE Allowed-Allgwed 1 Allowed Allowed Allow
RESERVE(6) / RESERVE(10) As defined in SPC-2 2
Key: Excl=Exclusive, RR=Registrants Only or All Registrants

@ Exceptions to the behavior of the RESERVE and RELEASE commands described in SPC-2 are
defined in 5.12.3.

b Logical units claiming compliance with SPC-2 or SPC-3 may return RESERVATION CONFLICT status
in this case. Logical units may report whether certain commands are allowed in the ALLOW COMMANDS
field of the parameter data returned by the PERSISTENT RESERVE IN command with REPORT
CAPABILITIES service action (see 6.15.4).
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Table 66 — SPC-4 commands that are allowed in the presence of various reservations (part 3 of 3)

Addressed logical unit has this type of persistent

reservation held by another |_T nexus

From any |_T From From not registered
nexus registered I_T nexus
I_T nexus
Write Excl (RR all Write Excl Excl Acc-
Command Excl | Access types) RR ess —RR
SECURITY PROTOCOL IN Allowed | Conflict Allowed Allowed Conflict
SECURITY PROTOCOL OUT Conflict | Conflict | Allowed Conflict Caniligt
SEND DIAGNOSTIC Conflict | Conflict Allowed Conflict Confligt
SET IDENTIFYING INFORMATION Conflict | Conflict | Allowed Conflict Confligt
SET PRIORITY Conflict | Conflict Allowed Conflict Confligt
SET TARGET PORT GROUPS Conflict | Conflict Allowed Canflict Confligt
SET TIMESTAMP Conflict | Conflict Allowed Conflict Confligt
TEST UNIT READY Allowed® | Allowed® | Allowed’, |’ Allowed ° | Allowed P
WRITH ATTRIBUTE Conflict | Conflict Allowed Conflict Confligt
WRITH BUFFER Conflict | Conflict Allowed Conflict Confligt
Key: Excl=Exclusive, RR=Registrants Only or All Registrants

a8 Exdeptions to the behavior of the RESERVE and RELEASE commands described in SPC-2 are
defiped in 5.12.3.

b Logical units claiming compliance with SPC-2 or SPC*3 may return RESERVATION CONFLICT stgtus
in this case. Logical units may report whether ceftain commands are allowed in the ALLOW COMMANDS
field of the parameter data returned by the PERSISTENT RESERVE IN command with REPORT
CAIPABILITIES service action (see 6.15.4).
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Table 67 — PERSISTENT RESERVE OUT service actions that are allowed in the presence of
various reservations

Addressed logical unit has a persistent

reservation held by another |_T nexus

Command is from | Command is from

a registered a not registered

Service action I_T nexus I_T nexus
CLEAR Allowed Conflict
PREEMPT Allowed Condlict
PREEMPT AND ABORT Allowed Conflict
REGISTER Allowed Allowed
REGISTER AND IGNORE EXISTING KEY Allowed Allowed
REGISTER AND MOVE Conflict Conflict
RELEASE Allowed 2 Conflict
REPLACE LOST RESERVATION P Allowed Conflict
RESERVE Conflict Conflict

@ The reservation is not released (see 5.12.11.2.2).

b |f the device server has not detected that persistent reservation information has
been lost, then the command shall be processed as shown in this table. If the device
server has detected that persistent reservation infokmation has been lost, then the
command shall be processed as described in$)12.5.4.

5.12.2 Third party persistent reservations

Except for all registrants type reservations, a;reservation holder (see 5.12.10) may move the pers|stent
reservatipn to a third party (e.g., a copy manager supporting the EXTENDED COPY command) usirlg the
REGISTER AND MOVE service action (see 5.12.8). A copy manager supporting the EXTENDED GOPY
command may be instructed to move the.persistent reservation to a specified |_T nexus using the third|party
persistent reservations source |_T nexus segment descriptor (see 6.4.6.18).

5.12.3 Exceptions to SPC2'RESERVE and RELEASE behavior

This subglause defines exceptions to the behavior of the RESERVE command and RELEASE command
defined in SPC-2. TheeRESERVE command and RELEASE command are obsolete in this standard, ejxcept
for the behavior defined in this subclause. Device servers that operate using the exceptions described in this
subclausg shall set the CRH bit to one in the parameter data returned by the REPORT CAPABILITIES s¢rvice
action of the.PERSISTENT RESERVE IN command (see 6.15.4).

A RELEASE(6) command or RELEASE(10) command shall complete with GOOD status, but the persistent
reservation shall not be released, if the command is received from:

a) an |_T nexus that is a persistent reservation holder (see 5.12.10); or
b) an |_T nexus that is registered if a registrants only or all registrants type persistent reservation is
present.
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A RESERVE(6) command or RESERVE(10) command shall complete with GOOD status, but no reservation
shall be established and the persistent reservation shall not be changed, if the command is received from:

a) an|_T nexus that is a persistent reservation holder; or
b) an |_T nexus that is registered if a registrants only or all registrants type persistent reservation is
present.

In all other cases, the device server shall process a RESERVE(6) command, RESERVE(10) command,
RELEASE(6) command, or RELEASE(10) command as defined in SPC-2.

5.12.4 PersistentTeservations imteractions with iIKEv2-SC StSATreation

If a PERBISTENT RESERVE OUT command is received while an IKEv2-SCSI CCS is in progresq (see
5.13.4), the device server shall terminate the command with CHECK CONDITION status, with.the"sense key
NOT READY, and the additional sense code set to LOGICAL UNIT NOT READY, SACREATIQN IN
PROGRESS. The sense key specific additional sense data may be set as described in 5.13°5.

5.12.5 Preserving persistent reservations and registrations
5.12.5.1 Requirements for preserving persistent reservations and registrations
The devige server shall preserve the following information for each existing registration across any hard feset,

logical unit reset, or I_T nexus loss, and if the persist through powerloss capability is enabled (see 5.14.5.2),
across ary power cycle:

a) for SCSI transport protocols where initiator port ‘names are required, the initiator port name;
dtherwise, the initiator port identifier;
b) reservation key; and

c) indication of the target port to which the registration was applied.

The devige server shall preserve the following:information about the existing persistent reservation across any
hard resqt, logical unit reset, or I_T nexus loss, and if the persist through power loss capability is enabled (see
5.12.5.2)| across any power cycle:

a) for SCSI transport protoCols where initiator port names are required, the initiator port name;
dtherwise, the initiator port identifier;

b) reservation key;

C) scope;

d) type; and

e) indication of-the*target port through which the reservation was established.

NOTE 13 ~.The scope of a persistent reservation is always LU_SCOPE (see 6.15.3.2). For an all registrants
typg persistent reservation, preserving the scope and type is sufficient.

5.12.5.2 Preserving persistentreservations and registrations through power 1oss

The application client may request activation of the persist through power loss device server capability to
preserve the persistent reservation and registrations across power cycles by setting the APTPL bit to one in the
PERSISTENT RESERVE OUT parameter data associated with a REGISTER service action, REGISTER AND
IGNORE EXISTING KEY service action, or REGISTER AND MOVE service action.

After the application client enables the persist through power loss capability the device server shall preserve
the persistent reservation, if any, and all current and future registrations associated with the logical unit to
which the REGISTER service action, the REGISTER AND IGNORE EXISTING KEY service action, or the
REGISTER AND MOVE service action was addressed until an application client disables the persist through
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power loss capability. The APTPL value from the most recent successfully completed REGISTER service
action, REGISTER AND IGNORE EXISTING KEY service action, or REGISTER AND MOVE service action
from any application client shall determine the logical unit’'s behavior in the event of a power loss.

5.12.5.3 Nonvolatile memory considerations for preserving persistent reservations and registrations

The capability of preserving persistent reservations and registrations across power cycles requires logical
units to use nonvolatile memory within the SCSI device. Any logical unit that supports the persist through
power loss capability of persistent reservation and has nonvolatile memory that is not ready shall allow the
following commands into the task set:

a) Y

b) UOG SENSE;

c) READ BUFFER,;

d) REPORT LUNS;

e) REPORT TARGET PORT GROUPS;

f) EQUEST SENSE;

g) START STOP UNIT with the START bit set to one and the POWER CONDITION field set to OH (see
BC-3); and

h) RITE BUFFER.

Until nonjolatile memory has become ready after a power cycle, commands-other than those listed in this
subclausg shall be terminated with CHECK CONDITION status, with thelsense key set to NOT READY, and
the additional sense code set as described in table 336 (see 6.47).
5.12.5.4 Loss of persistent reservation information

5.12.5.4.1 Loss of persistent reservation information overview
While the persist through power loss capability is enabled (see 5.12.5.2), the device server may defect a
failure (d.9., a hardware failure in nonvolatile memory) that causes the loss of the preserved persj|stent

reservatipn information.

The failufe detected by the device server may be:

a) recoverable through the combined actions of the device server and application client (e.g., sufficient
ronvolatile memory is available to recreate the lost persistent reservation and registrgtions
information) using the ‘processes described in 5.12.5.4.2 (i.e., a recoverable lost persistent
reservation); or

b) uUnrecoverable, except by operator intervention (i.e., an unrecoverable lost persistent reservation).

5.12.5.4.2 Recoverable loss of persistent reservation information

If the deYice server detects a recoverable lost persistent reservation, the device server shall establish a
recoveraple lost persistent reservation condition. A recoverable lost persistent reservation conditioh is a
condition|in.which the device server shall:

a) not terminate a PERSISTENT RESERVE OUT command with the REPLACE LOST RESERVATION
service action with RESERVATION CONFLICT status; and

b) terminate with CHECK CONDITION status with the sense key set to DATA PROTECT and the
additional sense code set to PERSISTENT RESERVATION INFORMATION LOST all commands
other than:
A) a PERSISTENT RESERVE OUT command with a REPLACE LOST RESERVATION service

action; and

B) those commands listed in 5.12.5.3.
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The device server shall clear a recoverable lost persistent reservation condition in response to:

a) the successful processing of a PERSISTENT RESERVE OUT command with the REPLACE LOST
RESERVATION service action (see 5.12.11.3); or
b) the recoverable lost persistent reservation becoming an unrecoverable lost persistent reservation.

The device server shall not clear a recoverable lost persistent reservation condition for any reason other than
the reasons described in this subclause.

5.12.5.4.3 Unrecoverable loss of persistent reservation information overview

If the devf

a)
b)

Q

5.12.6 Fi
5.12.6.1

The appl

hould operate as if it has non volatile memory that is not ready (see 5.12.5.3); or

ay terminate commands other than those commands listed in 5.12.5.3 with CHECK GCOND
atus with the sense key set to HARDWARE ERROR with the additional sense"code set
ppropriate value.

nding persistent reservations and reservation keys
Summary of commands for finding persistent reservations and.reservation keys

cation client may obtain information about the persistent resefvation and the reservation keys

registratipns) that are present within a device server by issuing a PERSISTENT RESERVE IN comman

a READ
action.

5.12.6.2

An applid
determin

In respor
the follow

a) t
b) t
t

The PR
registere

RESERVATION service action, a READ KEYS servicé-action, or a READ FULL STATUS s¢

Reporting reservation keys

ation client may send a PERSISTENT RESERVE IN command with READ KEYS service act
b if any |_T nexuses have been registered with a logical unit through any target port.

se to a PERSISTENT RESERVE-IN'with READ KEYS service action the device server shall
ing:

ne current PRgeneration value (see 6.15.2); and
ne reservation key for every |_T nexus that is currently registered regardless of the targe
nrough which the registration occurred.

eneration value-allows the application client to verify that the configuration of the I_T ne

configuration of the™[> T nexus registered with a logical unit has not been modified).

Duplicatg

reservation keys shall be reported if multiple |_T nexuses are registered using the same resery

TION
to an

(i.e.,
l with
rvice

on to

eport

| port

uses

d with a logical unit has not been modified (i.e., if the PRgeneration value is not changed, the

ation

key.

If an application client uses a different reservation key for each |_T nexus, the application client may use the
reservation key to uniquely identify an |_T nexus.

5.12.6.3 Reporting the persistent reservation

An application client may send a PERSISTENT RESERVE IN command with READ RESERVATION service

action to

receive the persistent reservation information.
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In response to a PERSISTENT RESERVE IN command with READ RESERVATION service action the device
server shall report the following information for the persistent reservation, if any:

a) the current PRgeneration value (see 6.15.2);

b) the registered reservation key, if any, associated with the |_T nexus that holds the persistent
reservation (see 5.12.10). If the persistent reservation is an all registrants type, the registered
reservation key reported shall be zero; and

c) the scope and type of the persistent reservation, if any.

If an application client uses a different reservation key for each |_T nexus, the application client may use the
reservation key to associate the persistent reservation with the |_T nexus that holds the persistent

reservatigm-Thisassociation s done using techmiques thatare outside thestope of thisstardard—

5.12.6.4

An applig
action to

In respor]
server sh
registere

a) t
b) w
c) fif
d)
e) g

—

5.12.7 Registering

To estab
server. A
with REG

If the |_T]
5.12.11.2
service a
69, respsg

ifanl_T
removed
nexuses
table 68.

Reporting full status

receive all information about registrations and the persistent reservation, if any.

se to a PERSISTENT RESERVE IN command with READ FULL STATUSyservice action the g
all report the current PRgeneration value (see 6.15.2) and, for every I\T nexus that is curi
i, the following information:

ne registered reservation key;

hether the |_T nexus is a persistent reservation holder;

the |_T nexus is a persistent reservation holder, the scope-and type of the persistent reservati
ne relative target port identifier identifying the target port.of the |_T nexus; and

TransportID identifying the initiator port of the |_T nexus.

ish a persistent reservation the application client shall first register an |_T nexus with the d
n application client registers with a logical unit by issuing a PERSISTENT RESERVE OUT com
ISTER service action or REGISTER'AND IGNORE EXISTING KEY service action.

nexus has an established.registration, an application client may remove the reservation key
.3). This is accomplished by-issuing a PERSISTENT RESERVE OUT command with a REGI
ction or a REGISTER AND IGNORE EXISTING KEY service action as shown in table 68 and
ctively.

nexus has not yet established a reservation key or the reservation key and registration have
then an application client may register that |_T nexus and zero or more specified unregisterg
by issuing a PERSISTENT RESERVE OUT command with REGISTER service action as defir

ation client may send a PERSISTENT RESERVE IN command with READ FULL‘STATUS sgrvice

evice
ently

evice
mand

(see
BTER
table

been
dl T
ed in
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If the |_T nexus has an established registration, the application client may change the reservation key by
issuing a PERSISTENT RESERVE OUT command with REGISTER service action as defined in table 68.

Table 68 — Register behaviors for a REGISTER service action

Parameter list fields 2
Command SERVICE ACTION
I_T nexus | RESERVATION | RESERVATION
status KEY KEY SPEC_I_PT | Device server action
zero ignore Do nothing except return GOOD status.
Register the |_T nexus on which the cotps|
Zero mand was received with the value specifigd
receilved in the SERVICE ACTION RESERVATION [KEY figld.
on én Z€ero NON-ZEro Register the |_T nexus on whiéh,the com-
unregigtered mand was received and each“unregistered
|_T ngxus one |_T nexus specified in the parameter list with
the value specified in the SERVICE ACTION
RESERVATION KEY field. °
non-zero ignore ignore Return RESERVATION CONFLICT status
Not equal to
LT nexus ignore ignore ReturntRESERVATION CONFLICT status
reservation
key
7610 Unregister the |_T nexus on which the
received on zero command was received (see 5.12.11.2.3)
alr‘?rgfIiLesd Equal to one " | Return CHECK CONDITION status. ©
- I_T nexus Change the reservation key of the |_T nexus
reservation Jero on which the command was received to tHe
key non-zero value specified in the SERVICE ACTION RESER-
VATION KEY field.
one Return CHECK CONDITION status. ©
@ For|requirements regarding the’ parameter list fields not shown in this table, see 6.16.3.
If e:;ry I_T nexus specifiediin the parameter list is registered, the device server shall terminate the
command with CHECK"CONDITION status, with the sense key set to ILLEGAL REQUEST, and the
addjtional sense code)Set to INVALID FIELD IN PARAMETER LIST. Devices compliant with SPC-3
may return an additional sense code set to INVALID FIELD IN CDB.
¢ The sense key-shall be set to ILLEGAL REQUEST, and the additional sense code shall be set to
INVALID FIELD IN PARAMETER LIST. Devices compliant with SPC-3 may return an additional sepse
codp sette INVALID FIELD IN CDB.
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Alternatively, an application client may establish a reservation key for an |_T nexus without regard for whether
one has previously been established by issuing a PERSISTENT RESERVE OUT command with REGISTER

AND IGN

ORE EXISTING KEY service action as defined in table 69.

Table 69 — Register behaviors for a REGISTER AND IGNORE EXISTING KEY service action

Command
I_T nexus SERVICE ACTION
status RESERVATION KEY Results

Parameter list
fields 2

unreg
I T

receivl;d on an

zZero Do nothing except return GOOD status.

Register the |_T nexus on which the command was receivg
non-zero with the value specified in the SERVICE ACTION RESERVATION
KEY field.

istered
nexus

o

receiy
regi
I T

7610 Unregister the |_T nexus on which the command was receiy
ed on a (see 5.12.11.2.3).

ed

stered Change the reservation key of the |_T nexus on which the
nEXus non-zero command was received to the value specified in the SERVIQ
ACTION RESERVATION KEY field.

m

@ Thd
sen

6.16.3.

RESERVATION KEY field is ignored when processing a REGISTER AND IGNORE EXISTING KE
ice action. For requirements regarding other parameter list fields not shown in this table, see

Y

If a PER
IGNORE
complets
status, w|
REGISTH

In respory
AND IGN
I_T nexu

a) f
b) p
c) i
d)

3
n
A
B

ignore the contents.of\the sCOPE and TYPE fields;

SISTENT RESERVE OUT command with a REGISTER service action or a REGISTER
EXISTING KEY service action is attempted, but\there are insufficient device server resourg
the operation, then the device server shall‘terminate the command with CHECK CONDI
th the sense key set to ILLEGAL REQUEST and the additional sense code set to INSUFFIG

RATION RESOURCES.

se to a PERSISTENT RESERVE QUT command with a REGISTER service action or a REGI
ORE EXISTING KEY service action the device server shall perform a registration for each spg
5 by doing the following as an.uninterrupted series of actions:

rocess the registration request regardless of any persistent reservations;
rocess the APTPL bit;

ssociate the reservation key specified in the SERVICE ACTION RESERVATION KEY field with th

exus being registered, where:

) the |_Tgexus(es) being registered are shown in table 70; and

) regardless of how the |_T nexus initiator port is specified, the association for the initiator g
based on either the initiator port name on SCSI transport protocols where initiator port nams
required or the initiator port identifier on SCSI transport protocols where initiator port name

AND
es to
TION
IENT

BTER
cified

e | T

ort is
s are
s are

not required:

e) register the reservation key specified in the SERVICE ACTION RESERVATION KEY field without changing
any persistent reservation that may exist; and
f) retain the reservation key specified in the SERVICE ACTION RESERVATION KEY field and associated
information.
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Table 70 — I_T Nexuses being registered
I_T nexus(es) being registered
SPEC_I_PT 2 | ALL_TG_PT Initiator port Target port
0 0 The port’s names or identifiers to be registered are determined from the |_T
nexus on which the PERSISTENT RESERVE OUT command was received
0 1 The port’s name or identifier to be Register all of the target ports in the
registered is determined fromthe | T | SCSI target device
nexus on which the PERSISTENT
RESERVE OUT command was
received
1 0 a) The port’s name or identifier to be | The port's name or idéntifier to be
registered is determined from the | registered is determined fromthe | T
|_T nexus on which the PERSIS- | nexus on which the-PERSISTENT,
TENT RESERVE OUT command | RESERVE OWJ\command was
was received; and received
b) Specified by each TransportID in
the additional parameter data (see
6.16.3)
1 1 a) The port’s name or identifier to be ¢ Régister all of the target ports in the
registered is determined from the () SCSI target device
I_T nexus on which the PERSIS:
TENT RESERVE OUT command
was received; and
b) Specified by each TransportID in
the additional parameéter data
@ |f the SPEC_|_PT bit is set to one and the service action is REGISTER AND IGNORE EXISTING KRY,
then the device server shall terminate thel/€ommand with CHECK CONDITION status, with the serjse
key|set to ILLEGAL REQUEST, and the additional sense code set to INVALID FIELD IN PARAMETER
LIST.
After the|registration request has\béen processed, the device server shall then allow other PERSISTENT
RESERVE OUT commands from the registered |_T nexus to be processed. The device server shall retajn the
reservation key until the key-isichanged as described in this subclause or removed as described in 5.12{11.
Any PERSISTENT RESERVE OUT command service action received from an unregistered |_T nexus,|other
than the REGISTER or'the REGISTER AND IGNORE EXISTING KEY service action, shall be completedl with
RESERVATION CONFLICT status.
It is not y or a
new resefvalion K A reg dllon Nd NAVe NO elic QN an QlNe <10 allon e.0 nore l.l.

nexus is registered with the same reservation key and one of those |_T nexuses rgisters again it has no
effect on the other |_T nexus’ registrations). A registration that contains a non-zero value in the SERVICE
ACTION RESERVATION KEY field shall have no effect on any persistent reservations (i.e., the reservation key for

an |_T nexus may be changed without affecting any previously created persistent reservation).

Multiple |_T nexuses may be registered with the same reservation key. An application client may use the

same reservation key for other I_T nexuses and logical units.
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5.12.8 Registering and moving the reservation

The PERSISTENT RESERVE OUT command REGISTER AND MOVE service action is used to register a
specified |_T nexus (see table 71) and move the reservation to establish that |_T nexus as the reservation
holder.

Table 71 — Register behaviors for a REGISTER AND MOVE service action

Parameter list fields 2
Command SERVICE ACTION
LT :fxus RESERVATION | RESERVATION
status KEY KEY UNREG | Device server action
receied on
an tuer:lzgls- ignore ignore ignore | Return RESERVATION CONFLICTstatus. [
|_T rlexus
Not equal to
|_T nexus ignore ignore | Return RESERVATION-CONFLICT status.
reservation
key
zero ignore | Return CHECK CONDITION status. b
receiyed on The |_T neéxus on which PERSISTENT
the regjstered Lero | RESERVE OUT command was received shall
I_T nexus of Equal to remain registered. See this subclause for the
reseryation q registration and the move specifications.
holder I_T nexus
reservation non-zero © The |_T nexus on which PERSISTENT
key RESERVE OUT command was received shall
e be unregistered (see 5.12.11.2.3) upon con}-
pletion of command processing. See this syb-
clause for the registration and the move
specifications.
receivgd on a
registefed |_T
nexus|that is ignore ignore ignore | Return RESERVATION CONFLICT status.
not thq reser-
vation|holder

@ For|requirements regarding other parameter list fields not shown in this table see 6.16.4.

b The sense key-shall be set to ILLEGAL REQUEST, and the additional sense code shall be set to
INVALID FIELD-IN PARAMETER LIST. Devices compliant with SPC-3 may return an additional sepse
code set to-INVALID FIELD IN CDB.

¢ The application client and backup application should use the same reservation key.

d Dewiceg compliant with SPC-3 may return CHECK CONDITION status with the sense key set to
ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

If a PERSISTENT RESERVE OUT command with a REGISTER AND MOVE service action is attempted, but
there are insufficient device server resources to complete the operation, then the device server shall terminate
the command with CHECK CONDITION status, with the sense key set to ILLEGAL REQUEST, and the
additional sense code set to INSUFFICIENT REGISTRATION RESOURCES.

If a PERSISTENT RESERVE OUT command with a REGISTER AND MOVE service action is received and
the established persistent reservation is a Write Exclusive - All Registrants type reservation or Exclusive
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Access - All Registrants type reservation, then the device server shall complete the command with
RESERVATION CONFLICT status.

If a PERSISTENT RESERVE OUT command with a REGISTER AND MOVE service action is received and
there is no persistent reservation established, then the device server shall terminate the command with
CHECK CONDITION status, with the sense key set to ILLEGAL REQUEST, and the additional sense code set
to INVALID FIELD IN CDB.

If a PERSISTENT RESERVE OUT command with a REGISTER AND MOVE service action specifies a
TransportID that is the same as the initiator port of the |_T nexus on which the command received, then the
device server shall terminate the command with CHECK CONDITION status, with the sense key set to
ILLEGALREQUEST, andtheadditionmat sense code setto INVACI D FELD N PARAMETER TIST.——

In resporjse to a PERSISTENT RESERVE OUT command with a REGISTER AND MOVE service actign the
device sgrver shall perform a register and move by doing the following as an uninterrupted series '6f actions:

a) process the APTPL bit;
i

b) ignore the contents of the SCOPE and TYPE fields;
c) 4gssociate the reservation key specified in the SERVICE ACTION RESERVATION\KEY field with the |_ T
nexus specified as the destination of the register and move, where:
A) the I_T nexus is specified by the Transport|D and the RELATIVE TARGET PORT IDENTIFIER field (see
6.16.4); and
B) regardless of the TransportID format used, the association for the initiator port is based on gither
the initiator port name on SCSI transport protocols wheresinitiator port names are required pr the
initiator port identifier on SCSI transport protocols wherg-initiator port names are not required;
d) register the reservation key specified in the SERVICE ACTION RESERVATION KEY field;
e) retain the reservation key specified in the SERVICE-ACTION RESERVATION KEY field and assogiated

imformation;
f) release the persistent reservation for the persistent reservation holder (i.e., the |_T nexus on which
the command was received);

g) move the persistent reservation to the specified |_T nexus using the same scope and type gs the
dersistent reservation released in item f);and

h) if the UNREG bit is set to one, unregister (see 5.12.11.2.3) the I_T nexus on which PERSISTENT
RESERVE OUT command was received.

It is not ah error for a REGISTER AND/MOVE service action to register an |_T nexus that is already regigtered
with the §ame reservation key or adifferent reservation key.

5.12.9 Reéserving

An applidation client-creates a persistent reservation by issuing a PERSISTENT RESERVE OUT command
with RESERVE serviee action through a registered I_T nexus with the following parameters:

a) HESERVATION KEY set to the value of the reservation key that is registered with the logical unit for the
|| T.néxus; and
b) TYPE field and scorPE field set to the persistent reservation being created.

Only one persistent reservation is allowed at a time per logical unit and that persistent reservation has a
scope of LU_SCOPE.

If the device server receives a PERSISTENT RESERVE OUT command from an |_T nexus other than a
persistent reservation holder (see 5.12.10) that attempts to create a persistent reservation when a persistent
reservation already exists for the logical unit, then the device server shall complete the command with
RESERVATION CONFLICT status.
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If a persistent reservation holder attempts to modify the type or scope of an existing persistent reservation, the
device server shall complete the command with RESERVATION CONFLICT status.

If the device server receives a PERSISTENT RESERVE OUT command with RESERVE service action where
the TYPE field and the SCOPE field contain the same values as the existing type and scope from a persistent
reservation holder, then the device server shall not make any change to the existing persistent reservation

and shall

complete the command with GOOD status.

See 5.12.1 for information on when a persistent reservation takes effect.

5.12.10 F
The pers

a) fi

ol

b) f
A

A persist
RESERMV

a) fi

I

rersistentTeservationm hrotder
stent reservation holder is determined by the type of the persistent reservation as follows:

br a persistent reservation of the type Write Exclusive — All Registrants or Exclusive Access|

egistrants, the persistent reservation holder is any registered |_T nexus; or

br all other persistent reservation types, the persistent reservation holder is thé I'“T nexus:

) for which the reservation was established with a PERSISTENT RESERVE OUT comman
the RESERVE service action, the PREEMPT service action, the PREEMPT AND ABORT s
action, or the REPLACE LOST RESERVATION service action; or,

) to which the reservation was moved by a PERSISTENT \RESERVE OUT command
REGISTER AND MOVE service action.

ent reservation holder has its reservation key returned in the parameter data from a PERSIS
E IN command with READ RESERVATION service action as follows:

br a persistent reservation of the type Write Exclusive — All Registrants or Exclusive Access
egistrants, the reservation key shall be set to zero; or

b) f

br all other persistent reservation types, the reservation key shall be set to the registered resery
y for the |_T nexus that holds the persistentreservation.

- All

with

rvice

with

[ENT

- All

ation

It is not gn error for a persistent reservation holder to send a PERSISTENT RESERVE OUT commang with
RESERVE service action to the reserved.logical unit with TYPE and SCOPE fields that match those
persistent reservation (see 5.12.9).

A persisfent reservation holder is"allowed to release the persistent reservation using the PERSIS]
RESERVE OUT command with RELEASE service action (see 5.12.11.2.2).

If the registration of the persistent reservation holder is removed (see 5.12.11.2), the reservation sh
released] If the persistent'reservation holder is more than one |_T nexus, the reservation shall not be rel¢ased
until the registrations~for all persistent reservation holder |_T nexuses are removed.

5.12.11

eleasing persistent reservations and removing registrations

bf the

[ENT

bll be

5.12.11.1 Releasing persistent reservations, removing registrations, and lost reservation information

The appli

cation client may use PERSISTENT RESERVE OUT command service actions to:

a) release persistent reservations and remove registrations (see 5.12.11.2); and
b) begin the process of recovering from lost reservation information, if any (see 5.12.5.4 and 5.12.11.3).
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5.12.11.2 Service actions that release persistent reservations and remove registrations

5.12.11.2.1 Service actions that release persistent reservations and remove registrations overview

An application client may release or preempt the persistent reservation by issuing one of the following
commands through a registered |_T nexus with the RESERVATION KEY field set to the reservation key value that
is registered with the logical unit for that |_T nexus:

a) a PERSISTENT RESERVE OUT command with RELEASE service action from a persistent
reservation holder (see 5.12.11.2.2);
b) a PERSISTENT RESERVE OUT command with PREEMPT service action specifying the reservation

yof the persistentTeservatiom otderor totders{see 5. 127117247;
c) g PERSISTENT RESERVE OUT command with PREEMPT AND ABORT service action spedifying
the reservation key of the persistent reservation holder or holders (see 5.12.11.2.6);
d) 4 PERSISTENT RESERVE OUT command with CLEAR service action (see 5.12.11.2,7);'0r
e) if the |_T nexus is the persistent reservation holder and the persistent reservation is not an all
registrants type, then a PERSISTENT RESERVE OUT command with REGISTER service actlon or
REGISTER AND IGNORE EXISTING KEY service action with the SERVICE ACTION RESERVATION KEY
field set to zero (see 5.12.11.2.3).
Table 72 defines processing for a persistent reservation released or preempted.\by an application client hased
on the regervation type.
Table 72 — Processing for a released or preempted-persistent reservation
Resgervation Type Processing
Write Exclusive — Registrants Only or | This persistentteservation shall be released if the persis-
Exclusive Access — Registrants Only | tent reservation holder (see 5.12.10) of this reservation
type beconies unregistered.
Write Exclusive — All Registrants or This persistent reservation shall be released if:
Exclusive Access — All Registrants a) the registration for the last registered I_T nexus
is removed; or
b) the type or scope is changed.
Write Exclusive or Exclusive Access This persistent reservation shall be released if the persis-
tent reservation holder (see 5.12.10) of this reservation
type becomes unregistered.
An applidation client may remove registrations by issuing one of the following commands through a regigtered
|_T nexus with the RESERVATION KEY field set to the reservation key value that is registered with the logical unit
for that | [T nexus:
a) q PERSISTENT RESERVE OUT command with PREEMPT service action with the SERVICE ACTION
HESERVATION KEY field set to the reservation key (see 5.12.11.2.4) to be removed;
b) g RERSISTENT RESERVE OUT command with PREEMPT AND ABORT service action with the
SERVICE ACTION RESERVATION KEY field set to the reservation key (see 5 12 11 2 6) to | ’ ;

c) aPERSISTENT RESERVE OUT command with CLEAR service action (see 5.12.11.2.7); or
d) a PERSISTENT RESERVE OUT command with REGISTER service action or REGISTER AND
IGNORE EXISTING KEY service action with the SERVICE ACTION RESERVATION KEY field set to zero
(see 5.12.11.2.3).

After a reservation key (i.e., registration) has been removed, no information shall be reported for that
unregistered I_T nexus in subsequent READ KEYS service actions until the I_T nexus is registered again
(see 5.12.7).
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If the persist through power loss capability is not enabled, loss of power also causes persistent reservations to
be released and registrations to be removed. If the most recent APTPL value received by the device server is
zero (see 6.16.3), the processing of a power on condition:

a) releases all persistent reservations; and
b) removes all registered reservation keys (see 5.12.7).

5.12.11.2.2 Releasing

Only the persistent reservation holder (see 5.12.10) is allowed to release a persistent reservation.

ouT
h the

with RELEASE service action through an |_T nexus that is a persistent reservation holder Wi
following [parameters:

a) HRESERVATION KEY field set to the value of the reservation key that is registered with, the logical upit for
the |_T nexus; and
b) TvPE field and ScoPE field set to match the persistent reservation being releaséed.

se to a persistent reservation release request from the persistent reservation holder the device
Il perform a release by doing the following as an uninterrupted series.of actions:

c) ifthe NUAR bit (see 7.5.8) is set to zero and the released persistent reservation is either a regisfrants
nly type or an all registrants type persistent reservation;,then the device server shall establish p unit
ttention condition for the initiator port associated with every registered |_T nexus other than |_T
exus on which the PERSISTENT RESERVE QUT.command with RELEASE service action was

received, with the additional sense code set to RESERVATIONS RELEASED;
d) ifthe NUAR bit is set to one and the released persistent reservation is either a registrants only type or
n all registrants type persistent reservation;\then the device server shall not establish a unit attg¢ntion
ndition; and
e) iff the persistent reservation is of any ather type, the device server shall not establish a unit att¢ntion
ndition.

The devige server shall not alter the established persistent reservation and shall terminate the commang with
CHECK CONDITION status, with the;sense key set to ILLEGAL REQUEST, and the additional sense codle set
to INVAL|D RELEASE OF PERSISTENT RESERVATION, for a PERSISTENT RESERVE OUT commanf that
specifies|the release of a persistent reservation if:

a) the requesting | T-nexus is a persistent reservation holder (see 5.12.10); and
b) the scope and'FYPE fields do not match the scope and type of the established persistent reservation.

If there ik no persistent reservation or in response to a persistent reservation release request fijom a
registeredl | T.nexus that is not a persistent reservation holder (see 5.12.10), then the device server sh’|all do
the following:

a) not release the persistent reservation, if any;
b) not remove any registrations; and
c) complete the command with GOOD status.

5.12.11.2.3 Unregistering
An application client may remove a registration for an |_T nexus by issuing a PERSISTENT RESERVE OUT

command with REGISTER service action or a REGISTER AND IGNORE EXISTING KEY service action with
the SERVICE ACTION RESERVATION KEY field set to zero through that |_T nexus.
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If the |_T nexus is a reservation holder, the persistent reservation is of an all registrants type, and the |_T
nexus is the last remaining registered |_T nexus, then the device server shall also release the persistent
reservation.

If the |_T nexus is the reservation holder and the persistent reservation is of a type other than all registrants,
then the device server shall also release the persistent reservation. If the persistent reservation is a
registrants only type, then the device server shall establish a unit attention condition for the initiator port
associated with every registered |_T nexus except for the |_T nexus on which the PERSISTENT RESERVE
OUT command was received, with the additional sense code set to RESERVATIONS RELEASED.
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5.12.11.2.4.1 Commands that preempt reservations

A PERSISTENT RESERVE OUT command with PREEMPT service action or PREEMPT AND ABORT
service action is used to:

a) preempt (i.e., replace) the persistent reservation and remove registrations (see 5.12.11.2.4.3); or
b) remove registrations (see 5.12.11.2.5).

Table 73 lists the actions taken by the device server based on the current persistent reservation type and the

SERVICE 4

KCTTON RESERVATION REY fietdimthe PERSISTENT RESERVE OUT command:

Table 73 — Preempting actions

Resdrvation | Service Action
pe Reservation Key Device server action Referende
All Registrants | Zero Preempt the persistent reservation and 5.12.11.2.4.3
remove registrations.
Not Zero Remove registrations. 5.12.11.2]5
All othjer types | Zero Terminate the command with CHECK CONDI-
TION status, with the sense-key set to ILLE-
GAL REQUEST, and the additional sense code
set to INVALID FIELD IN'PARAMETER LIST.
Reservation holder’s | Preempt the persistent reservation and 5.12.11.2.4.3
reservation key remove registrations.
Any other, non-zero | Remove registrations. 5.12.11.2]5
reservation key
See figune 9 for a description of how a device sérver interprets a PREEMPT service action to determipe its
actions (e.g., preempt the persistent reservation, remove registration, or both preempt the persjstent
reservatipn and remove registration).



https://iecnorm.com/api/?name=3b23ace84458f8212465ae8ab35722e0

ISO/IEC 14776-454:2018 © ISO/IEC 2018

-183 -

( PREEMPT service action )
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I_T nexus CONFLICT
registered? status

A

L

Valid
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RESERVATION
KEY?
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Figure 9 — Device server interpretation of PREEMPT service action
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5.12.11.2.4.2 Failed persistent reservation preempt

If the preempting |_T nexus’ PREEMPT service action or PREEMPT AND ABORT service action fails (e.g.,
repeated TASK SET FULL status, repeated BUSY status, SCSI transport protocol time-out, or time-out due to
the task set being blocked due to failed initiator port or failed SCSI initiator device), then the application client
may send a LOGICAL UNIT RESET task management function to the failing logical unit to remove blocking
commands and then resend the preempting service action.

5.12.11.2.4.3 Preempting persistent reservations and registration handling
An application client may preempt the persistent reservation with another persistent reservation by issuing a

PERS'S N\ A NV U0 O ara W PR TP oTViCe 3 O or PR A2 ANA
action th

grvice

a) HRESERVATION KEY field set to the value of the reservation key that is registered with the.logical uhit for
b) 9ERVICE ACTION RESERVATION KEY field set to the value of the reservation key'of the persistent

PE field and scoPE field set to define a new persistent reservation. The ,SCOPE and TYPE ¢f the

If the SERVICE ACTION RESERVATION KEY field identifies a persistent reseryation holder (see 5.12.10), the device

a) release the persistent reservation for the holder identified by the SERVICE ACTION RESERVATION KEY

b) remove the registrations for all |_T nexuses identified by the SERVICE ACTION RESERVATION KEY| field,

gxcept the |_T nexus that is being used for the .PERSISTENT RESERVE OUT command. If pn all
gistrants persistent reservation is present and‘the SERVICE ACTION RESERVATION KEY field is pet to
Zero, then all registrations shall be removed‘except for that of the I_T nexus that is being used fpr the
RERSISTENT RESERVE OUT command;

c) gstablish a persistent reservation for the preempting I_T nexus using the contents of the scorPE and
PE fields;

d) process commands as defined in"§:12.1;

e) ¢stablish a unit attention condition for the initiator port associated with every I_T nexus that st its

dersistent reservation and/ar registration, with the additional sense code set to REGISTRATJONS
RREEMPTED; and
f) if the type or scope hias'changed, then for every I_T nexus whose reservation key was not rempved,
gxcept for the |_T-nexus on which the PERSISTENT RESERVE OUT command was received, the
device server shall establish a unit attention condition for the initiator port associated with that |_T
exus, with theadditional sense code set to RESERVATIONS RELEASED. If the type or scope|have
ot changed; then no unit attention condition(s) shall be established for this reason.

After the PERSISTENT RESERVE OUT command has been completed with GOOD status, new comnpands
are subjectio’the persistent reservation restrictions established by the preempting |_T nexus.

The following commands shall be affected in a vendor specific manner either by the restrictions established by
the persistent reservation being preempted or by the restrictions established by the preempting |_T nexus:

a) acommand received after the arrival, but before the completion of the PERSISTENT RESERVE OUT
command with the PREEMPT service action or the PREEMPT AND ABORT service action; or

b) a command that has been placed into a task set by the task manager (see SAM-4) at the time the
PERSISTENT RESERVE OUT command with the PREEMPT service action or the PREEMPT AND
ABORT service action is received.


https://iecnorm.com/api/?name=3b23ace84458f8212465ae8ab35722e0

ISO/IEC 14776-454:2018 © ISO/IEC 2018 -185 -

Completion status shall be returned for each command unless it was aborted by a PERSISTENT RESERVE
OUT command with the PREEMPT AND ABORT service action and TAS bit set to zero in the Control mode
page (see 7.5.8).

If an all registrants persistent reservation is not present, it is not an error for the persistent reservation holder
to preempt itself (i.e., a PERSISTENT RESERVE OUT with a PREEMPT service action or a PREEMPT AND
ABORT service action with the SERVICE ACTION RESERVATION KEY value equal to the persistent reservation
holder’s reservation key that is received from the persistent reservation holder). In that case, the device server
shall establish the new persistent reservation and maintain the registration.

5.12.11.2.5 Removing registrations

If a registered reservation key does not identify a persistent reservation holder (see 5.12.10), an appli¢ation
client maly remove the registration(s) without affecting any persistent reservations by issuing a PERSISTENT
RESERVE OUT command with PREEMPT service action through a registered |_T nexus with' the follpwing
parametgrs:

ESERVATION KEY field set to the value of the reservation key that is registered-forthe I_T nexus| and
ERVICE ACTION RESERVATION KEY field set to match the reservation key\of the registratipn or
registrations being removed.

If the SERVICE ACTION RESERVATION KEY field does not identify a persistentreéservation holder or there|is no
persistent reservation holder (i.e., there is no persistent reservation), thén)the device server shall perfprm a
preempt py doing the following in an uninterrupted series of actions:

a) remove the registrations for all |_T nexuses specified bydhe SERVICE ACTION RESERVATION KEY field;

b) ignore the contents of the SCOPE and TYPE fields;

c) process commands as defined in 5.12.1; and

d) dstablish a unit attention condition for the initiator,port associated with every I_T nexus that Ipst its
registration other than the I_T nexus on whiech the PERSISTENT RESERVE OUT command was
received, with the additional sense code setto REGISTRATIONS PREEMPTED.

If a PERBISTENT RESERVE OUT with a PREEMPT service action or a PREEMPT AND ABORT service
action sets the SERVICE ACTION RESERVATION KEY field to a value that does not match any regisftered
reservation key, then the device server shall complete the command with RESERVATION CONFLICT status.

It is not gn error for a PERSISTENT,;RESERVE OUT with a PREEMPT service action or a PREEMPT|AND
ABORT sgervice action to set the RESERVATION KEY and the SERVICE ACTION RESERVATION KEY to the pame
value. Hpwever, no unit attention condition is established for the |_T nexus on which the PERSISTENT
RESERVE OUT command was received. The registration is removed.

5.12.11.2.6 Preempting and aborting

The appljcation-¢lient’s request for and the device server’s responses to a PERSISTENT RESERVE|OUT
command with PREEMPT AND ABORT service action are identical to the responses to a PREEMPT sérvice
action (;T;e §.12.11.2.4) except for the additions described in this subclause. If no reservation ccTanict
occurred, the device server shall perform the following uninterrupted series of actions:

a) if the persistent reservation is not an all registrants type then:

A) if the TST field is set to 000b (see 7.5.8) and the faulted |_T nexus, if any, is not the |_T nexus
associated with the persistent reservation or registration being preempted, then the task set ACA
condition shall be processed as defined in SAM-5;

B) if the TST field is set to 000b and the faulted |_T nexus, if any, is the |_T nexus associated with the
persistent reservation or registration being preempted, then the PERSISTENT RESERVE OUT
command shall be processed without regard for the task set ACA condition; or

C) if the TsT field is set to 001b, then the ACA condition shall be processed as defined in SAM-5;
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b)

c)

d)

e)

¢)]

h)

perform the uninterrupted series of actions described for the PREEMPT service action (see
5.12.11.2.4);
all commands from the |_T nexus(es) associated with the persistent reservations or registrations
being preempted (i.e., preempted commands) except the PERSISTENT RESERVE OUT command
itself shall be aborted as defined in SAM-5;
for each copy operation (see 5.16.4.3) being processed:
A) the third-party copy command (see 5.16.3), if any, that is associated with that copy operation shall
be aborted as described in c); and
B) that copy operation shall be processed as a background copy operation and aborted as if a
COPY OPERATION ABORT command (see 6.3) has been received;
after the PERSISTENT RESERVE OUT command with PREEMPT AND ABORT service action has
gompteted;,attmew commmands are subject to the persistent Teservation restrictions established by the
greempting |_T nexus;
if the persistent reservation is not an all registrants type, then the device server shall clear)any ACA
dondition associated with an |_T nexus being preempted and shall abort any commands with arf ACA
gttribute received on that |_T nexus;
iff the persistent reservation is an all registrants type, then:
A) if the service action reservation key is set to zero, the device server shall clear any ACA condition
and shall abort any commands with an ACA attribute; or
B) if the service action reservation key is not set to zero, the device server shall do the followihg for
any I_T nexus registered using the specified reservation key:
a) clear any ACA condition; and
b) abort any commands with an ACA attribute;
nd
br logical units that implement the PREVENT ALLOW MEBIUM REMOVAL command (see SBC-3,
SC-4, and SMC-3), the device server shall perform @n action equivalent to the processing of a
REVENT ALLOW MEDIUM REMOVAL command with) the PREVENT field equal to zero received on
he |_T nexuses associated with the persistent reservation being preempted.

o O W = Q

The actigns described in this subclause shall be performed for all |_T nexuses that are registered with the
non-zero|SERVICE ACTION RESERVATION KEY value, without regard for whether the preempted |_T nexuse$ hold
the persistent reservation. If the SERVICE ACTION:-RESERVATION KEY field is set to zero and an all registrants
persistent reservation is present, the device serier shall abort all commands for all registered |_T nexuses.

5.12.11.2.7 Clearing

Any application client may releasehe persistent reservation and remove all registrations from a device gerver
by issuing a PERSISTENT RESERVE OUT command with CLEAR service action through a registergd |_T

nexus with the following parameter:

a)

RESERVATION KEY field set to the value of the reservation key that is registered with the logical upit for
ne |_T nexus:

—

In response to<this request the device server shall perform a clear by doing the following as part |of an

uninterrupted'series of actions:

a)
b)
c)
d)

release the persistent reservation, if any;

remove all registration(s);

ignore the contents of the SCOPE and TYPE fields;

for logical units that implement the PREVENT ALLOW MEDIUM REMOVAL command (see SBC-3,
SSC-4, and SMC-3), the device server shall perform an action equivalent to the processing of a
PREVENT ALLOW MEDIUM REMOVAL command with the PREVENT field equal to zero received on
the |_T nexuses associated with the persistent reservation being cleared;

continue normal processing of any commands from any |_T nexus that have been accepted by the
device server as allowed (i.e., nonconflicting); and
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f) establish a unit attention condition for the initiator port associated with every registered |_T nexus
other than the |_T nexus on which the PERSISTENT RESERVE OUT command with CLEAR service
action was received, with the additional sense code set to RESERVATIONS PREEMPTED.

NOTE 14 - Application clients should not use the CLEAR service action except during recovery operations

that are associated with a specific initiator port, since the effect of the CLEAR service action defeats the
persistent reservations features that protect data integrity.

5.12.11.3 Replacing lost reservations

A PERSISTENT RESERVE OUT command with the REPLACE LOST RESERVATION service action is used
to:

a) begin a recovery process for the lost persistent reservation that is managed by applicatien clients;
gnd

b) dause the device server to stop terminating commands due to a lost persistent ¢eservation| (see
§5.12.5.4).

If the device server has not detected that persistent reservation information has been’lost (see 5.12.5.4)} then
the devige server shall terminate a PERSISTENT RESERVE OUT commandiwith the REPLACE LOST
RESERVYATION service action with CHECK CONDITION status, with the sense key set to ILLEGAL
REQUEST, and the additional sense code set to INVALID RELEASE OF PERSISTENT RESERVATION

An appligation client may replace lost reservation information by issuing’a PERSISTENT RESERVE|OUT
command with the REPLACE LOST RESERVATION service action with the following parameters:

ESERVATION KEY field set to zero;
ERVICE ACTION RESERVATION KEY field set to the value of the new reservation key (i.e., the valuefused
tp replace the lost reservation key value); and

PE field and scoPE field set to define a new persistent reservation. The scope and type of th¢ new
ersistent reservation may be different than.those of the lost persistent reservation.

a)
b)

c)

To procefss a valid PERSISTENT RESERVECOUT command with the REPLACE LOST RESERVATION
service aftion the device server shall perform-the following as an uninterrupted series of actions:

a) remove the prior registrations for-all |_T nexuses, if any, without establishing unit attention conditions;

stablish a registration for-the”|_T nexus that is being used for the PERSISTENT RESERVE|OUT
mmand using the service-action reservation key;

c) release any persistent reservations known to the device server;

d) gstablish a new peérsistent reservation for the |_T nexus that is being used for the PERSISTENT
ESERVE OUT eommand using the contents of the SCOPE and TYPE fields;

e) t the PRgeneration value to zero; and

f) op terminating commands due to a lost persistent reservation (see 5.12.5.4).

After the PERSISTENT RESERVE OUT command with the REPLACE LOST RESERVATION service action
has been completed with GOOD status:

a) new commands are subject to the new persistent reservation restrictions established by the
command; and

b) until the APTPL bit is set to one in a PERSISTENT RESERVE OUT command with a REGISTER
service action or a REGISTER AND IGNORE EXISTING KEY service action that completes with
GOOD status, the persist through power loss capability is not enabled (see 5.12.5.2).
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5.13 Security features

5.13.1 Security goals and threat model

5.13.1.1 Introduction

In many cases, the security goals and threat model used for the Internet are applicable to SCSI commands.
The Internet security goals and threat model found in RFC 3552 as they apply to SCSI are summarized in
5.13.1. Terms, concepts, and classes of security techniques that are defined in RFC 3552 are discussed

based on their RFC 3552 definitions without modification in this standard.

The seCLllrity goals and threat model described in 5.13.1 are valid for all SCSI device types. Com]nand

standard$ may modify this model to handle threats appropriate to specific device types.
5.13.1.2 Becurity goals
The overgll goals of security may be divided into the following categories:

a) gommunications security (i.e., protecting communications); and

b) dystem security (e.g., protecting systems from unauthorized usage,_ inappropriate usage, and genial

df service).

als interact as a result of communications being carried out by systems, with access to

a) gonfidentiality: preventing unintended entities’from seeing the data;

b) dryptographic data integrity: ensuring that the data that arrives is identical to the data tha
nt; and

c) Ppeer entity authentication: ensuring~that the communicating endpoints are the intended

ntities.

Data origin authentication (i.e., ensuring that the received data was sent by the authenticated peer)
combinatjon of peer entity authentication and cryptographic data integrity.

Non Repldiation enhances.data origin authentication with the ability to prove to a third party that the s
sent the glata that the receiver received.

Cryptogrpphic datarintegrity is called data integrity in RFC 3552. The term cryptographic is added i

hose
b the
hels.

[ was

peer

s the

bnder

h this

standard|to distinguish the class of integrity protection required to counter malicious attacks from the class of

integrity
noise).
against

rotection required to deal with random data corruption (e.g., caused by cosmic rays or ele
chanisms used to deal with random data corruption (e.g., parity bits and CRCs) have minimal
alicious attacks that are able to modify integrity checks to conceal their modifications to the

trical
value

data.

Cryptographic data integrity requires knowledge of a secret key in order to modify an integrity check without
that modification being detectable. Systems should provide a high level of assurance that an attacker is

unable to learn, guess, discover, or otherwise obtain the required secret key.

In addition to the primary areas, there is another area of control:

a) authorization: controlling what an entity is allowed to do. For communications security this is control

of the entities with which an entity is allowed to communicate.

A form of authorization is access control (i.e., controlling what an entity is allowed to access).
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5.13.1.3 Threat model

Most secured systems are vulnerable to an attacker equipped with sufficient resources, time, and skills. In
order to make designing a security system practical, a threat model is defined to describe the capabilities that
an attacker is assumed to be able to deploy (e.g., knowledge, computing capability, and ability to control the
system).

The main purposes of a threat model are as follows:

a) to identify the threats of concern; and
b) to rule some threats explicitly out of scope.

. Design of security measures that resist attackers with essentially unlimited capabilities [(e.qg.,
certain nation-states) is outside the scope of this standard. Security measures that are suséeptible to g level
of capabijlity available to some attackers may still be useful for deterring attackers who"lack that leyel of
capability, especially when combined with non-technical security measures such as physical access coritrols.

The computational capability of an attacker is treated as a variable because that.capability is inherently a
moving target as a result of more powerful processors. The computational capability of an attacker influgnces
design agpects (e.g., key length). Well designed security systems are agile in.that they are able to operale not
only with|different key lengths, but also with different cryptographic algorithms.

The Intefnet threat model described in RFC 3552 is generally applicable to SCSI, and is specifically
applicablg if Internet Protocols are used by the SCSI transport (€<g., iSCSI, Fibre Channel via FCIP, or|Fibre
Channel yia iFCP). The basic assumptions of the Internet threat model are:

a) gnd systems engaging in communication are nat.under the control of the attacker; and
b) the attacker is able to read any communicated data (e.g., data in an IU) and undetectably remove,
hange, or inject forged |Us, including injection of IUs that appear to be from a known and/or trusted
stem.

Communiications security designs are basedon an additional assumption that secrets (e.g., keys) uged to
secure the communications are protected'so that an attacker is unable to learn, guess, discover, or othgrwise
obtain them. A consequence of this assumption is that attacks against secured communications are asspmed
to begin ithout with advance knowledge of the secrets used to secure the communications.
5.13.1.4 Types of attacks

The folloyving types of attacks are considered:

a)
b)

assive attacks (i.e., attacks that only require reading IUs); and
ctive_attacks (i.e., attacks that require the attacker to change communication and/or engdge in
mmuhication).

More information on attack types is available in RFC 3552.

Simple passive attacks involve reading communicated data that the attacker was not intended to see (e.g.,
password, credit card number). More complex passive attacks involve post-processing the communicated
data (e.g., checking a challenge-response pair against a dictionary to see if a common word was used as a
password).

There are a wide variety of active attacks (e.g., spoofing, replay, insertion, deletion, known plaintext, and
modification of communications). Man-in-the-middle attacks are a class of active attacks that involve the
attacker inserting itself in the middle of communication, enabling it to intercept all communications without the
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knowledge of the communicating parties for various purposes (e.g., insertion, deletion, replay, modification
and/or inspection via decryption of the communications).

5.13.1.5 SCSI security considerations

The application of communication security techniques (see RFC 3552) is defined by command standards.
This subclause describes specific design considerations in applying the threat model (see 5.13.1.3) to all
SCSI device types.

SCSI environments tend not to be fully connected (i.e., there are restrictions on the SCSI device servers with
which a SCSI application client is able to communicate) due to the following mechanisms:

a)

O T
—~ — —+ T3

)
)

The resu
to transn

SCSl se
SAM-5) t

Security
transport
cryptogr
situations
scope sp
that is de

5.13.2 Security associations

5.13.21

Before an application client and device server begin applying security functions (e.g., data integrity che

data enc
security f
SA paran
the devic

In this m
security
response

hysical and logical connectivity restrictions (e.g., in SCSI to SCSI gateways across, dif
ansports);

UN mapping and masking; and

ansport zoning.

ting connectivity is more limited than the Internet security assumption that an, 6ff-path attacker i
it to an arbitrary victim (see RFC 3552).

curity designs are also influenced by SCSI being a client-server distributed service mode
nat is realized over a number of different SCSI transport protocols-and’interconnects.

functionality may be defined as part of a command set or at.thé SCSI transport level. Some
protocols (e.g., Fibre Channel and iSCSI) define securityAunctionality that provides confiden
hphic integrity, and peer entity authentication for al.communicated data. However, ther
in which some or all of those mechanisms are not used and there are SCSI communications v
ans more than one SCSI transport protocol (e.g.,via a gateway between iSCSI and FCP). Se
fined by a command set is appropriate for such sifuations.

Principles of SAs

yption) to messages (i.e( data that is transferred in either direction between them), they perf
rotocol to create at least,.one SA (see 5.13.2.3). The result of the SA creation protocol is two
heters (see 5.13.2.2);-0ne that is maintained by the application client and one that is maintain
P server.

pdel, SAs decouple the process of creating a security relationship from its usage in proce
functions™\This decoupling allows either the creation or the usage of an SA to be upgrad
to changing security threats without requiring both processes to be upgraded simultaneously.
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Figure 10 shows the relationship between application clients and device servers with respect to SAs.

Application Client Device Server
SA Parameters SA Parameters
Table Table
C T T T e T DS_SAIA— — — — — = = 7
. One Set of SA
L ] Parameters
AC_SAI sh
AT One Set of SA one=" - — === —
Parameters ¢
ik .
[
[
Figure 10 — SA relationships
In both the application client and the device server, the SA parameters are modeled as being stored
indexed array and the SAI (i.e., the AC_SAIl or the DS_SAlI in figure 10) identifies one set of SA paran
within that array. The application client and device server are not required to-store the parameters fqg

in an
eters
r any

given SAJin the same array locations. In order to support this implementation flexibility, a single SA is modeled

as having two different SAl values (i.e., one for the application client and onefor the device server).

The devig¢e server shall maintain a single SA parameters table for allJ T-hexuses.

SAs shal| not be preserved across a power cycle, hard reset, or-lagical unit reset. SAs shall not be affected by

an |_T ngxus loss.
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5.13.2.2 SA parameters

Each SAl shall identify at least the SA parameters defined in table 74. Individual security protocols define how
the SA parameters are generated and/or used by that security protocol.

Table 74 — Minimum SA parameters (part 1 of 2)

Size (bytes) @

Name Description Min. Max. | Scope b

SA parameters that identify and manage the SA.

The SAl used by the application client to identify the
SA. ¢

DS_SAI The SAl used by the device server to identify the SA. © 4 4 Public

The number of seconds that may elapse after the com-
pletion of an SA access operation (i.e., SA creation or
SA usage by a command) before the device server
should discard the state associated with this SA (e.g.,
TIMEOUT the SA parameters). If SA state is discarded because no 4 4 Public
SA access operations are received during the specified
interval, then the device server shall respond to further
attempts to access the SA as if the SA had never been
created. This parameter shall not be set to zero

AC_SAI 4 4 Rublic

SA parpmeters that are incorporated in messages to prevent r@s?age replay attacks.

A sequence number that is incremented-for'each
response message received by an application client on

AC_SQN which a security function is performiedrand used to 8 8 Public
detect replay attacks (see 5.13.1@).
A sequence number that is incremented for each

DS_SAN request message received’by a device server on which 8 8 Public

a security function is performed and used to detect
replay attacks.

8 These size values are guidelines. Specific security protocols may place more exacting size
requirements on SA parameters.

b Puplic SA parameters may be transferred outside a SCSI device unencrypted. Secret SA parametg
shall not be transferredyoutside a SCSI device. Fields within a protocol specific SA parameter are
Shared or Secret as defined by the applicable SA creation protocol.

¢ SA| values between 0 and 255, inclusive, are reserved.
d Nohce SA parameters shall be at least half the size of the KEY_SEED SA parameter.

€ The numberof bits of entropy in the KEY_SEED SA parameter should be as close to the number jof
bitg in,theyKEY_SEED SA parameter as possible (see RFC 3766).

D
=
[72]
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Table 74 — Minimum SA parameters (part 2 of 2)

Size (bytes) @

Name Description Min. Max. | Scope b

SA parameters that are used by security functions to derive the secret keys that are applied to messages
(e.g., for encryption).

A random nonce value that is generated by the applica-
tion client and used as an input to the key derivation
security algorithm specified by the KDF_ID SA parame-

ter durina thg darivation of an - encrvntion-kaevs
e gRe-GeHYaHOR-6+aR-BRcH/PHORKBY-

AC_NONCE ¢ 16 64 Public

A random nonce value that is generated by the device
server and used as an input to the key derivation secu-
rity algorithm specified by the KDF_ID SA parameter
during the derivation of an encryption key.

DS_NQNCE ¢ 16 64 Public

A value that is known only to the application client and
device server that are creating this SA that in combina-
tion with the applicable nonce is used to derive the
KEYMAT SA parameter. The KEY_SEED SA parameter
shall be set to zero as part of completing the SA
creation function.

KEY_SEED °© 16 64 Secret

A security algorithm (see 5.13.8) coded value that iden-
KDF_ID tifies the KDF used by the application client and\device 4 4 Public
server.

SA parameters that are used by security functions to secur@?éssages between the application client gnd
device [server. N

A value that is known only to the application client and
device server that are participating in this SA that may
be subdivided into one or mare key values that are used
in security functions that-seécure messages. The con-
tents of KEYMAT depend on the USAGE_TYPE SA
parameter value.

KEYMAT 14 1024 Secret

SA parpmeters that are used by SAGn‘gnagement functions.

A coded value-(see table 75) that indicates how the SA

USAGE_TYPE | 2 2 Public
- is used.
Information associated with how the SA is used (e.g.,
USAGE_DATA cryptographic algorithms and key sizes). The contents 0 1024 Public

of USAGE_DATA depend on the USAGE_TYPE SA
parameter value.

SA data that is used in ways defined by the SA creation
MGMT| DATA protocol to perform SA management functions (e.g., 0 1024

deletion-of-the-SAqY

Protogol
specific

@ These size values are guidelines. Specific security protocols may place more exacting size
requirements on SA parameters.

Public SA parameters may be transferred outside a SCSI device unencrypted. Secret SA parameters
shall not be transferred outside a SCSI device. Fields within a protocol specific SA parameter are
Shared or Secret as defined by the applicable SA creation protocol.

¢ SAl values between 0 and 255, inclusive, are reserved.
d Nonce SA parameters shall be at least half the size of the KEY_SEED SA parameter.

The number of bits of entropy in the KEY_SEED SA parameter should be as close to the number of
bits in the KEY_SEED SA parameter as possible (see RFC 3766).

b
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The USAGE_TYPE SA parameter (see table 75) provides an indication of how the SA is to be used.

Table 75 — USAGE_TYPE SA parameter

USAGE_TYPE SA parameter

Code 2 Description Usage model Description | Reference

0000h to 0080h Reserved

0081h Tape data encryption ESP-SCSI P None °© SSC-4
0082h-t0-8000h Reserved

8001h CbCS authentication and ESP-SCSI P None © 5.18.6.f
credential encryption

8002H to FFFFh Reserved

a8 UYAGE_TYPE values between 8000h and CFFFh inclusive place additional constraints on how gn
SA is to be created as described in 7.7.3.5.14.

b EQP-SCSI usage is defined in 5.13.7.

¢ Thie USAGE DATA LENGTH field in the IKEv2-SCSI SAUT Cryptographic Algorithms payload (see
7.1.3.5.14) shall contain zero.

5.13.2.3 Creating an SA

The SEQURITY PROTOCOL IN command (see 6.40) and SECURITY PROTOCOL OUT command| (see
6.41) sedqurity protocols shown in table 76 are used to create’'SAS. The process of creating an SA establishes
the SA parameter (see 5.13.2.2) values as follows:

a) initial values for:

) AC_SQN set as described in 5.13.4.9; and
) DS_SQN set as described in 5.13.4;9;
nchanging values for the lifetime of the SA:
AC_SAI;

DS_SAl,

TIMEOUT;

KDF_ID;

KEYMAT,

USAGE_TYPE;

USAGE_DATA;and

MGMT_DATA;

b)

D — — ~ ~— — — ~— ~—

o

lues that are zero (see 5.13.4.9) upon completion of SA creation:
) KEY_SEED;

) ¢{A€” NONCE; and

)“\DS NONCF

Table 76 — Security protocols that create SAs

Security
Protocol
Code Description References

40h SA creation capabilities 7.7.2
41h IKEv2-SCSI 5.134and 7.7.3
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5.13.3 Key derivation functions

5.13.3.1 KDFs overview

A KDF produces KEYMAT from in input KEY_SEED and STRING as follows:
KEYMAT = KDF( KEY_SEED, STRING )
Where:

KEY_SEED is a SA Parameter (see 5.13.2.2); and
STRING is a specified sequence of bytes.

Table 77 summarizes the RDFsdefimed by this standard:

Table 77 — KDFs summary

Security

Algorithm
Code
(sele table 105) | Description Reference

8P02 0002h IKEv2-based iterative HMAC KDF based on SHA-1 5.13.3.3
802 0005h IKEv2-based iterative HMAC KDF based on SHA-256 5.13.3.3
802 0006h IKEv2-based iterative HMAC KDF based on SHA-384 5.13.3.3
8Dp02 0007h IKEv2-based iterative HMAC KDF based o)SHA-512 5.13.3.3
8002 0004h IKEv2-based iterative KDF based on.AES-128 in XCBC mode 5.13.34

5.13.3.2 IKEv2-based iterative KDF

To produce a sufficient number of bits in KEYMAT; the IKEv2-based (see RFC 4306) iterative ussg
following [equation:

KEYMAT =Ty || T2 [l Ta Il Ta ll - 1l Ty

Whete:
1 = KDF(KEY_SEED, STRING || 01h );

(
, = KDF( KEY_SEED, T4 || STRING || 02h );
5 = KDF(KEY_SEED, T, || STRING || 03h );
4+ = KDF( KEY_SEED, T5 || STRING || 04h );

N = KDF(KEY SEED, Ty.1 || STRING || Nh );

s the

DF is the function defined in 5.13.3.1;
EY (SEED is a SA Parameter (see 5.13.2.2); and
TRING is a specified sequence of bytes.

Protocols that use the IKEv2-based iterative KDF to generate KEYMAT should ensure that the number of

KEYMAT bits requested does not cause N to exceed 255. If N reaches 256, then:

1) the requested number of KEYMAT bits is not returned; and
2) the request to produce KEYMAT shall be terminated with an error.
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If the KDF_ID is one of those shown in table 78, the KDF is a combination of the:

a) HMAC function defined in FIPS 198-1;
b) secure hash function shown in table 78 for the specified KDF_ID value; and
c) IKEv2-based iterative KDF technique (see 5.13.3.2).

The technique requires the following inputs from or related to the SA parameters:

a) AC_SAI;

b) OS—SAT

c) AC_NONCE;
d) DS_NONCE;
e) KEY_SEED; and
f) KHEYMAT size, in bits.
The USAGE_TYPE SA parameter and USAGE_DATA SA parameter (see 5.13.2.2) specify the KEYMAT size
as part of the security protocol that performs SA creation (see 5.13.2.3).
The IKEW2-based iterative KDF technique (see 5.13.3.2) is applied with the follewing inputs:
a) IFUNC (see 5.13.3.2) is the HMAC function defined in FIPS_198-1 with the translation of ihputs
rnames shown in table 78;
b) KEY_SEED is the KEY_SEED SA parameter; and
¢) 3TRING contains the concatenated contents of the following SA parameters:
1) AC_NONCE;
2) DS_NONCE;
J) AC_SAI; and
4) DS_SAI
Table 78 —HMAC-based KDFs
KDF_ID (see table 77)
FIPS 198-1 inputs
selected by KDF_ID 8002 0002h 8002 0005h 8002 0006h 8002 0007
H (i.e.| hash function) SHA-1 SHA-256 SHA-384 SHA-512
e (see table 79) | (see table 79) | (see table 79) | (see table 719)
B (i.e.| hash input bleck-size) 2 64 64 128 128
L (i.e.|hash outputblock size) & ° 20 32 48 64
K (i.e.| key) KEY_SEED SA parameter
text STRING as defined in this subclause and used in 5.13.3.2
@ In accordance with FIPS 198-1, all sizes are shown in bytes.
b The HMAC-based KDFs defined by this standard do not truncate (i.e., FIPS 198-1 Lambda equals
the L shown in this table).
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Details of the hash functions that act as inputs to the FIPS 198-1 HMAC function are shown in table 79.

Table 79 — Hash functions used by HMAC based on KDF_ID

KDF_ID
(see table 77) Function | Description
8002 0002h SHA-1 HMAC input H is the SHA-1 secure hash function defined in
FIPS 180-4.
8002 0005h SHA-256 HMAC input H is the SHA-256 secure hash function defined in
FIPS 180-4.
JSOOZ 0006h SHA-384 HMAC input H is the SHA-384 secure hash function defined in
FIPS 180-4.
8002 0007h SHA-512 HMAC input H is the SHA-512 secure hash function defined in
FIPS 180-4.

5.13.3.4 AES-XCBC-PRF-128 IKEv2-based iterative KDF

If the KDF_ID is 8002 0004h, the KDF is a combination of:

a)
b)

the AES-XCBC-PRF-128 secure hash function defined in RFC 4434, and RFC 3566; and
the IKEv2-based iterative KDF technique (see 5.13.3.2).

The techhique requires the following inputs from or related to the,.SA-parameters:

a)
b)
c)
d)
e)
f)

AC_SAl;

DS _SAl
AC_NONCE;
OS_NONCE;

HEY_SEED; and

the number of KEYMAT bits that are to/be produced.

The IKEV2-based iterative KDF (see 5.13:3.2) is applied with the following inputs:

FUNC (see 5.13.3.2) is therNAES-XCBC-PRF-128 secure hash function with the translation of
ames shown in table 80;

EY_SEED is the KEY\SEED SA parameter; and

TRING contains théjconcatenated contents of the following SA parameters:

) AC_NONCE;

) DS_NONCE;

) AC_SAl/and

) DS_SAl

DO N s p X T —

T[able 80 — RFC 3566 parameter translations for the KDF based on AES-XCBC-PRF-128

nputs

RFC 3566 Parameter | Translation

K (i.e., key) KEY_SEED SA parameter

M (i.e., message) STRING as defined in this subclause and used in 5.13.3.2
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5.13.4 Using IKEv2-SCSI to create an SA

5.13.4.1 Overview

The IKEv2-SCSI protocol is a subset of the IKEv2 protocol (see RFC 4306) that this standard defines for use

in the cre

An IKEv2

The IKEv

ation and maintenance of an SA.
-SCSI SA creation transaction shall only be initiated by the application client.

2-SCSI protocol creates the following pair of IKE SAs (see RFC 4306):

a)
b) 34

An IKEVZ
1)
2)

Ol =0

3)

>0 >0

B

The valu
PROTO(Q
of the IKH

The Key
Capabilit
server pe

a)
b)

mSAthat protects data transferredfrontheapptication client tothedevice server;amnd
n SA that protects data transferred from the device server to the application client.

-SCSI SA creation transaction consists of the following steps:

evice Server Capabilities step (see 5.13.4.5): The application client determines the d

erver's cryptographic capabilities;

(ey Exchange step (see 5.13.4.6): The application client and device server:

) perform a key exchange;

) determine SAls;

) generate the shared keys used for SA management (e.g.,."SA creation and deletion)
5.13.4.8); and

) may complete the generation of the SA (see 5.13.4.9);

nd

\uthentication step (see 5.13.4.7): Unless omitted by application client and device
egotiations in the previous steps, the application cliefit and device server:
) authenticate:

a) each other;

b) the key exchange; and

c) the capability selection;

and
) complete the generation of the SA(see 5.13.4.9).

es in the SECURITY PROTOCOL, field and the SECURITY PROTOCOL SPECIFIC field in the SEC
OL IN command (see 6.40) and SECURITY PROTOCOL OUT command (see 6.41) identify th
Ev2-SCSI protocol (see 7(7.3.2).

Exchange step andithe Authentication step depend on the results from the Device S
es step in orderto.create an SA. During the Key Exchange step, the application client and d
rform independent computations to construct the following sets of shared keys:

hared keys that are used by the Authentication step;
hared<eys that are used by the Authentication step and to delete the SA; and

evice

(see

erver

RITY
step

erver
evice

S
S
Cc) S
9

enerated SA.

hared keys that are used by SCSI usage type specific operations that obtain security frovln the

More details about these shared keys are provided in 5.13.4.4.

An application client may or may not:

a) proceed to the Key Exchange step after the Device Server Capabilities step; or
b) perform a separate Device Server Capabilities step for each IKEv2-SCSI SA creation transaction.

If the device server's capabilities have changed since the Device Server Capabilities step, the Authentication
step returns an error, and the Key Exchange step may return an error.
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Changes in the device server’s capabilities do not take effect until at least one application client has been
notified of the new capabilities via the parameter data returned by the Device Server Capabilities step.

After a Device Server Capabilities step, the application client performs SA creation by sending a sequence of
two or four IKEv2-SCSI commands over a single |_T_L nexus to the device server. The following commands
constitute an IKEv2-SCSI CCS:

a) if the Authentication step is skipped (see 5.13.4.3.4):
1) a Key Exchange step SECURITY PROTOCOL OUT command (see 5.13.4.6.2); and
2) a Key Exchange step SECURITY PROTOCOL IN command (see 5.13.4.6.3);
or
b) iffteAuthenticationmstepisperformed:
1) a Key Exchange step SECURITY PROTOCOL OUT command (see 5.13.4.6.2);
) a Key Exchange step SECURITY PROTOCOL IN command (see 5.13.4.6.3);
) an Authentication step SECURITY PROTOCOL OUT command (see 5.13.4.7.2); and
) an Authentication step SECURITY PROTOCOL IN command (see 5.13.4.7.3).

The device server shall process each command in the IKEv2-SCSI CCS to completion before returning
status. While a command in the IKEv2-SCSI CCS is being processed by the device'\server, the appligation
client may use the REQUEST SENSE command (see 5.13.5) to ascertain the device server’s progress fpr the
commangl.

If an errgr is encountered, the device server or application client may abandon the IKEv2-SCSI CCS Hefore
the SA is|created (see 5.13.4.10).

The devige server shall maintain state for the IKEv2-SCSI CCS an a given I_T_L nexus from the time thg Key
Exchangg step SECURITY PROTOCOL OUT command is-completed with GOOD status until one ¢f the
followingoccurs:

a) the IKEv2-SCSI CCS completes successfully;

b) the IKEv2-SCSI CCS is abandoned as described in 5.13.4.10;

c) the SA being created by the IKEv2-SCS|«CCS is deleted as described in 5.13.4.11;

d) the number of seconds specified in the IkEv2-scsI PROTOCOL TIMEOUT field of the IKEv2-SCSI Timeout
\falues payload (see 7.7.3.5.15) in.the Key Exchange step SECURITY PROTOCOL OUT parameter
data elapses and none of the following commands have been received:

A) the next command in the IKEv2-SCSI CCS; or
B) a REQUEST SENSE command;
ar

e) dne of the following event related SCSI device conditions (see SAM-5) occurs:

A) power cycle;

B) hard reset;

@) logical unitrreset; or
) I_T nexus loss.

If the deyice'sérver receives a SECURITY PROTOCOL OUT command or SECURITY PROTOCOL IN
commandg ‘with the SECURITY PROTOCOL field set to IKEv2-SCSI (i.e., 41h) on an |_T_L nexus other thgn the
one for which IKEv2-SCSI CCS state is being maintained, then:

a) an additional IKEv2-SCSI CCS may be started; or

b) the device server may terminate the command with CHECK CONDITION status, with the sense key
set to ABORTED COMMAND, and the additional sense code set to CONFLICTING SA CREATION
REQUEST.

Except for the PERSISTENT RESERVE OUT command (see 5.12.4) and the cases described in this
subclause, a device server that is maintaining a IKEv2-SCSI CCS state on a particular |_T_L nexus shall not
alter its processing of new commands received on that |_T_L nexus.
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If all of the following conditions are true:

a)

b)

then:

b)
c)

()
~

the device server includes the following algorithm descriptors in the IKEv2-SCSI SA Creation

Capabilities payload (see 7.7.3.5.12) in the parameter data returned by the Device Server Capabilities

step SECURITY PROTOCOL IN command (see 5.13.4.5):

A) an SA_AUTH_OUT algorithm descriptor (see 7.7.3.6.6) with the ALGORITHM IDENTIFIER field set to
SA_AUTH_NONE; and

B) an SA_AUTH_IN algorithm descriptor (see 7.7.3.6.6) with the ALGORITHM IDENTIFIER field set to
SA_AUTH_NONE;

and

the application client sends the following algorithm descriptors to the device server in the IKEv2-SCSI

JACryptographic Atgorithms paytoad{see 7. 7.9.5. 31 the Key Excirange step SECURITY

ROTOCOL OUT command (see 5.13.4.6.2):

) an SA AUTH_OUT algorithm descriptor with the ALGORITHM IDENTIFIER field sét to

SA_AUTH_NONE; and
B) an SA _AUTH_IN algorithm descriptor with the ALGORITHM IDENTIFIER™) field st to
SA_AUTH_NONE,

T T

he Authentication step is skipped;

ne IKEv2-SCSI CCS consists of the two Key Exchange step commands;
e device server requires the IKEv2-SCSI| SAUT Cryptographic(Algorithms payload (see 7.7.3]5.14)
b be present in the parameter data sent by the Key Exchangestep SECURITY PROTOCOL|OUT
ommand;
ne device server returns the IKEv2-SCSI SAUT Cryptographic Algorithms payload in the parameter
ata returned by the Key Exchange step SECURITY PROTOCOL IN command; and
A creation occurs upon the completion of the Key. Exchange step.

N —+ O + —+ —~ —~

Operation of an IKEv2-SCSI CCS depends on SA_AUTH_NONE being used in both the Authentication step
SECURITY PROTOCOL OUT command and the Atithentication step SECUIRTY PROTOCOL IN comrmand,
or SA_AUTH_NONE not being used by either command. Processing requirements placed on the SECURITY
PROTOCGOL OUT command during the Key Exchange step (see 7.7.3.6.6) ensure that this dependency is

maintaingd.

If no othgr errors are detected and any of the following conditions are true:

a)

b)

the device server does‘not include an SA_AUTH_OUT algorithm descriptor with the ALGORITHM
IDENTIFIER field set to:SA_AUTH_NONE in the IKEv2-SCSI SA Creation Capabilities payload |n the
arameter data returned by the Device Server Capabilities step SECURITY PROTOCOL IN
mmand;
the device server does not include an SA_AUTH_IN algorithm descriptor with the ALGORITHM
IDENTIFIER field set to SA_AUTH_NONE in the IKEv2-SCSI SA Creation Capabilities payload |n the
arameter data returned by the Device Server Capabilities step SECURITY PROTOCOL IN
mmahd; or
the ‘application client does not set the ALGORITHM IDENTIFIER field to SA_AUTH_NONE ip the
SA_AUTH_OUT algorithm descriptor and the SA_AUTH_IN algorithm descriptor in the IKEv2-SCSI
SA Cryptographic Algorithms payload sent to the device server in the Key Exchange step SECURITY
PROTOCOL OUT command,

the Authentication step is processed;

the IKEv2-SCSI CCS consists of the two Key Exchange step commands and two Authentication step
commands;

the device server requires the IKEv2-SCSI SAUT Cryptographic Algorithms payload to be absent
from the parameter data sent by the Key Exchange step SECURITY PROTOCOL OUT command;
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d) the device server omits the IKEv2-SCSI SAUT Cryptographic Algorithms payload from the parameter
data returned by the Key Exchange step SECURITY PROTOCOL IN command;
e) the device server requires the IKEv2-SCSI SAUT Cryptographic Algorithms payload to be present in
the parameter data sent by the Authentication step SECURITY PROTOCOL OUT command;
f) the device server returns the IKEv2-SCSI SAUT Cryptographic Algorithms payload in the parameter
data returned by the Authentication step SECURITY PROTOCOL IN command; and

g)

SA creation occurs upon the completion of the Authentication step.

SA participants should perform the Authentication step unless man-in-the-middle attacks (see 5.13.1.4) are
not of concern or are prevented by a means outside the scope of this standard (e.g., physical security of the
transport).

OmissiovL of the Authentication step provides no defense against a man-in-the-middle adversary.t

capable
created

Omissioh of the Authentication step is only appropriate in environments where the absence of
adversaries is assured by other means (e.g., a direct physical connection between the systems on whig

bf modifying SCSI commands. Such an adversary is able to insert itself as an intermediary g
$A without knowledge of the SA participants, thereby completely subverting the intended se

hat is

n the
urity.
such
h the

applicatipn client and device server or use of end-to-end security in the SCSI transport protocol suph as

FC-SP-2).

5.13.4.2

This subclause summarizes the IKE-v2-SCSI payloads (see 7.7.3,5) that are exchanged betweg

|IKEv2-SCSI Protocol summary

n an

applicatipn client and a device server during all steps of an IKEv2:SCSI SA creation transaction psing
message diagrams. Each IKEv2-SCSI step (see 5.13.4.1) is shown\in a separate figure. The contents of a

payload

Figure 11 shows the Device Server Capabilities step (see 5.13.4.5). The Device Server Capabilities
pf a SECURITY PROTOCOL IN command carrying an IKEv2-SCSI SA Creation Capabilities payload

consists
(see 7.7

le.g., Key Exchange) may not be the same in both directions of transfer.

.3.5.12). The IKEv2-SCSI header is not used.

Application Client Device Server

<—< IKEv2:SCSI SA Creation Capabilities )7
Key:

oad Parameter data transferred using a SECURITY
payload(s) PROTOCOL IN command (see 6.40)

payload Required payload

step

The IKEV2-SCSI SA Creation Capabilities payload indicates the device server's capabilities for SA creat

Figure 11 — IKEv2-SCSI Device Server Capabilities step

on.
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Figure 12 shows the Key Exchange step (see 5.13.4.6). The Key Exchange step consists of a SECURITY
PROTOCOL OUT command followed by a SECURITY PROTOCOL IN command.

Application Client Device Server

T

IKEv2-SCSI header — IKEv2-SCSI Timeout Values —
IKEv2-SCSI SA Cryptographic Algorithms — <<IKEv2-SCSI
SAUT Cryptographic Algorithms>> — Key Exchange — Nonce

f IKEv2-SCSI header — IKEv2-SCSI Cryptographic Algorithms — \
<<IKEv2-SCSI SAUT Cryptographic Algorithms>> — f—

oad Parameter data transferred using a SECURITY
payload(s) PROTOCOL IN command (see 6.40)

Key Exchange — Nonce — [Certificate Request]

Key:

oad Parameter list data transferred using a SECURITY
payload(s) PROTOCOL OUT command (see 6.41)

payload Required payload

[payload] Optional payload

<<payload>> Required if Authentication step skipped(see 5.13.4.1),
otherwise absent

The IKEV

The IKEV
cryptogrg

If the Aut
(see 7.7.

the creafed SA. If the Authentication stepyis processed (i.e., not skipped), the SA usage and algor

selection

The Key

The Cert
from the
not inclug
describeq

Figure 12 — IKEv2-SCSI Key Exchange step
2-SCSI Timeout Values payload (see 7.7.3.5.15) contains timeouts for SA creation and usage.

2-SCSI SA Cryptographic Algorithms payloads«(see 7.7.3.5.13) are used to select and agree g
phic algorithms used for creating the SA.

hentication step is skipped (see 5.13.4.1),'the IKEv2-SCSI SAUT Cryptographic Algorithms pay
B.5.14) are used to select and agree 'on usage of the SA and the cryptographic algorithms us

is performed during the Authentication step.

ficate Request payload or payloads (see 7.7.3.5.6) enables the device server to request a cert
ppplication client. If the Authentication step is being skipped (see 5.13.4.1), the device serve
e any Certificate Request payloads in the parameter data. Use of the Certificate Request payl
in 5.13/4.3:3.4.

n the

loads
ed by
thms

F-xchange payload (see 7.7.3.5.3) and Nonce payload (see 7.7.3.5.8) are part of the key and nonce
exchanggs that are used to generate the IKEv2-SCSI keys and SA keys.

ficate
shall
bad is
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Figure 13 shows the Authentication step (see 5.13.4.7). The Authentication step consists of a SECURITY

PROTOCOL OUT command followed by a SECURITY PROTOCOL IN command.

Application Client Device Server

IKEv2-SCSI header — Encrypted( Identification — Application
Client — IKEv2-SCSI SAUT Cryptographic Algorithms — [Certifi-
cate] — [Certificate Request] — [Notify] — Authentication )

f IKEv2-SCSI header — Encrypted( Identification — Device Server \
<——  —IKEv2-SCSI SAUT Cryptographic Algorithms — [Certificate] — f—

Authentication )

Key:
oad Parameter list data transferred using a SECURITY
payload(s) PROTOCOL OUT command (see 6.41)
oad Parameter data transferred using a SECURITY
payload(s) PROTOCOL IN command (see 6.40)

payload Required payload
[payload] Optional payload

Figure 13 — IKEv2-SCSI Authentication,step

An Encrypted payload (see 7.7.3.5.11) contains all other Authentication step payloads that are prot

bcted

using thg cryptographic algorithms determined by the IKEv2-SESI SA Cryptographic Algorithms payjoads

(see 7.7.8.5.13) in the Key Exchange step (see figure 12).

The Idenfification payloads (see 7.7.3.5.4) contain the identities to be authenticated. These identities a
required {o be SCSI names or identifiers.

The IKEVW2-SCSI SAUT Cryptographic Algorithms* payloads (see 7.7.3.5.14) are used to select and agr
usage of the SA and the cryptographic algorithms used by the created SA.

e not

Ee on

The Certfficate payload or payloads (seé-7.7.3.5.5) respond to the Certificate Request payload(s) sent by the

device sgrver in the Key Exchange-step SECURITY PROTOCOL IN command.

The Cer
delivery
PROTOQOL IN command (see 5.13.4.3.3.4).

ificate Request payldad or payloads (see 7.7.3.5.6) allows an application client to request the
¢f a Certificate payload (see 7.7.3.5.5) in the parameter data for the Authentication step SECURITY

The Notifly payload {see 7.7.3.5.9) provides a means for the application client to inform the device servedr that

this is the only SA_being used between them, and that the device server should discard state for any
SAs created by the same application client.

The Authertieate
protocol sequence

(e.g., the Authenticate payloads prevent a man-in-the-middle attack from succeeding).

other

bntire
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Figure 14 shows the Delete operation (see 5.13.4.11). The Delete operation consists of a SECURITY

PROTOCOL OUT command.
Application Client Device Server
IKEv2-SCSI header — Encrypted( Delete )
Key:
— Parameter list data transferred using a SECURITY
peymee) PROTOCOL OUT command (see 6.41)
payload Required payload

An Encrylpted payload (see 7.7.3.5.11) contains the Delete payload that is protected usifg the cryptogr
algorithms determined by the IKEv2-SCSI SA Cryptographic Algorithms payloads (sée 7.7.3.5.13) in th
Exchangg step that was used to create the SA.

The Delefe payload (see 7.7.3.5.10) specifies the SA to be deleted.

5.13.4.3 IKEv2-SCSI Authentication

5.13.4.3.1 Overview

IKEv2-S¢SI authentication includes these security functions:

a)

b)
c)

An IKEvR SCSI authentication algorithm accomplishes these functions by generating and ver
authentication data based on a concatenation of bytes that includes device server capability informatio
the specified portion of the IKEv2-SCSI| parameter data (see 7.7.3.5.7) from the IKEv2-SCSI Key Exch
step (se€ 5.13.4.6).

An authgntication key associated with an identity is used to generate authentication data. IKEv2-
transfers|the authentication’ data in the AUTHENTICATION DATA field of the IKEv2-SCSI Authentication pa
(see 7.7.8.5.7). The recipient of an IKEv2-SCSI Authentication payload uses a verification key associate
the identity to verify.the authentication data. The identity is:

a)

b)

Figure 14 — IKEv2-SCSI Delete operation

the application client and device server each establish an identity by demonstrating knowledg
secret authentication key associated with thatidentity;

the application client demonstrates knowledge of the current device server capability informatior
the application client and device servenicheck the integrity of the current IKEv2-SCSI CCS.

transferred in the IDENTIFICATION DATA field of the appropriate IKEv2-SCSI Identification payloag

aphic
b Key

b of a
; and
fying

h and
ange

SCSI
yload
 with

(see

=~

73,5.4); or

(o

IKEv2-SCSI Authentication is bidirectional (i.e., both the application client and the device server authenticate).
IKEv2-SCSI Authentication is skipped when the application client and device server agree to do so during the
Key Exchange step (see 5.13.4.3.4).

The following IKEv2-SCSI Authentication methods are defined:

a) pre-shared key (see 5.13.4.3.2): the authentication key is also used as the verification key; and

b)

digital signature (see 5.13.4.3.3): the verification key and authentication key form a public/p
key pair. The authentication data is a digital signature based on asymmetric cryptography.

rivate
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Certificates and the IKEv2-SCSI Certificate payload may be used to provide verification keys for digital
signatures to application clients and device servers.

5.13.4.3.2 Pre-shared key authentication

Pre-shared key authentication uses a single cryptographic algorithm to both generate and verify
authentication data. A pre-shared key is associated with an identity that is transferred in the IDENTIFICATION
DATA field of the appropriate Identification payload (see 7.7.3.5.4). The pre-shared key serves as both the

authentication key and the verification key for the identity.

NOTE 15 - A pre-shared key that is not kept secret may compromise the security properties of IKEv2-SCSI.

If pre-shdred key authentication is used, then the pre-shared key is the key for the cryptographic algofithm.
Authentidation data is generated by applying the cryptographic algorithm with this key to the input data|(e.qg.,
the appli¢able concatenation of bytes described in 7.7.3.5.7).

Verificatipn of the authentication data shall consist of:

1) gomputing the expected contents of the AUTHENTICATION DATA field of the Authentication payload (see
7.7.3.5.7) using the input data and a verification key associated with the identity received in the
entification payload (see 7.7.3.5.4); and

2) gomparing the expected contents to the actual contents of the AUTHENTICATION DATA field.

Verificatipn is successful if the expected contents match the actual-contents, otherwise verification |s not
successfyl.

The pre-ghared key requirements in RFC 4306 shall apply.to JIKEv2-SCSI pre-shared keys, including the
following [requirements on interfaces for provisioning pre-shared keys:

clude specification of the algorithm for translating the encoding to a binary string as part ¢f the
terface.

a) ASCII strings of at least 64 bytes shall be supported;

b) g null terminator shall not be added to any input before it is used as a pre-shared key;

c) g hexadecimal ASCII encoding of the pre=shared key shall be supported; and

d) ASCII encodings other than hexadecimal may be supported. Support for any such encoding| shall
i
i

The folloyving requirements for presshared keys apply in addition to those found in RFC 4306:

a) d pre-shared key shall.be associated with one identity;

b) the same pre-shared key shall not be used to authenticate both an application client and a device
server;

c) the same pre=shared key should not be used for a group of application clients or a group of device
servers;

y is.stored; and
e.méans for provisioning pre-shared keys are outside the scope of this standard.

d) information“about the size of the pre-shared key shall be stored at the same time that the pre-shared
ﬂ:e

e)

5.13.4.3.3 Digital signature authentication
5.13.4.3.3.1 Overview

Digital signature authentication uses a matched pair of signature and verification cryptographic algorithms to
generate and verify authentication data that is a digital signature. A public/private key pair is associated with
an identity. The private key is used as the authentication key for the identity. The public key is used as the
verification key for the identity.
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NOTE 16 - A private authentication key that is not kept secret may compromise the security properties of
IKEv2-SCSI.

If digital signature authentication is used, then the private key is the key for the signature algorithm. A digital
signature is generated by applying the signature algorithm with this private key to the input data (e.g., the
applicable concatenation of bytes described in 7.7.3.5.7).

Verification of the digital signature shall consist of using the public verification key associated with the identity
and the input data to verify the digital signature received as the contents of the AUTHENTICATION DATA field of
the Authentication payload (see 7.7.3.5.7). Verification is successful if the digital signature is a valid digital
signature over the input data, otherwise verification is not successful.

The meaps by which an application client or device server obtains a private authentication key are outside the
scope of this standard. An identity and associated public verification key are obtained as follows:

a) if certificates are used for digital signature authentication, then the identity and the associated public
rification key are obtained from a certificate transferred in the first the IKEv2<SCSI Certificate
ayload (see 5.13.4.3.3.4); or
b) if certificates are not used for digital signature authentication, then the identity is transferred |n the
IDENTIFICATION DATA field of the appropriate IKEv2-SCSI Identification paylodd (see 7.7.3.5.4) and the
ublic verification key may be:

) transferred as a raw RSA key in an IKEv2-SCSI Certificate payload (see 7.7.3.5.5); or

) obtained by means that are outside the scope of this standard.

If certificates are not used for digital signature authentication, the association between the identity arld the
public key should be verified by means outside the scope of thisstandard.

5.13.4.3.3.2 Certificates and digital signature authentication

A certificgte (see RFC 5280 and RFC 6818) is a data structure that contains:

a) gn identity;

b) g public key for that identity;

c) ddditional relevant information that may constrain use of the public key;
d) the identity of a certification authdrity (see RFC 5280 and RFC 6818); and
e) 4qdigital signature generated by that certification authority.

If the ideptity and associated publickey used to verify a digital signature are obtained from a certificate| then
the certification path from the«certificate to a trust anchor should be validated (see RFC 5280 and RFC §818).
If certification path validation)is not successful, verification of the digital signature for that identity shall fail
independent of whether the'digital signature is valid.

The meaps by whichian application client or device server obtains a trust anchor are outside the scope ¢f this
standard

5.13.4.3.3:3¢Example of certificate use for digital signature authentication

An example of certificate use involves an application client or device server that trusts a certification authority.
Based on this trust, the public key of that certification authority is used to validate a certificate presented as
part of authentication. Successful validation of that certificate establishes that the public key in that certificate
is associated with the identity in the certificate. That public key is then used to verify the digital signature in the
Authentication payload (see 7.7.3.5.7).

In this example, providing a certificate as part of the IKEv2-SCSI Authentication step (see 5.13.4.7) allows a
single certification authority public key to serve as a trust anchor (see RFC 5280 and RFC 6818) for
verification of digital signatures for any identity that has been issued a certificate by that certification authority,
so that a public key for each identity does not have to be obtained by other means.
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Validating a certificate includes multiple checks beyond verifying the signature, and the validation may
traverse a certification path composed of multiple certificates (see RFC 5280 and RFC 6818).

5.13.4.3.3.4 Handling of the Certificate Request payload and the Certificate payload

As detailed in this subclause, a Certificate Request payload (see 7.7.3.5.6) in one set of parameter data
requests the delivery of a Certificate payload (see 7.7.3.5.5) in the next set of parameter data transferred. The
purpose of these IKEv2-SCSI protocol elements is as follows:

a) each SA participant is allowed to require the delivery of a Certificate payload by the other SA

evice
'e not

b)

The presence of one or more Certificate Request payloads in the Key Exchange step SECURITY
PROTOCOL IN command (see 5.13.4.6.3) parameter data indicates that the device-sefver requirdgs the
applicatign client to include a Certificate payload in the parameter list for the Authentication step SECURITY
PROTOCQOL OUT command (see 5.13.4.7.2).

The presence of one or more Certificate Request payloads in the Authentication step SECURITY
PROTOQOL OUT command parameter list specifies that the application client requires the device seryer to
return a Certificate payload in the parameter data for the Authentication step SECURITY PROTOCOL IN
commandg (see 5.13.4.7.3).

If any Certificate payloads are included in the parameter data, the first Certificate payload shall conta|n the
public key used to verify the Authentication payload. Additional Certificate payloads may be used to assist in
establish|ng a certification path from the certificate in the fitst\payload to a trust anchor (see RFC 4306{ RFC
5280 and RFC 6818).

The application client and device server may use different authentication methods that require or do not
require the use of Certificate payloads. The presence or absence of Certificate Request payload$ and
Certificate payloads may vary in any of the commands described in this subclause.

5.13.4.3.4 Constraints on skipping the Authentication step

In the De¢vice Server Capabilities step (see 5.13.4.5), the parameter data returned by the SECURITY
PROTOQOL IN command (see 7.7.2.3.2) contains the IKEv2-SCSI SA Creation Algorithms payload (see
7.7.3.5.12) that contains oneter'more SA_AUTH_OUT IKEv2-SCSI cryptographic algorithm descriptorg (see
7.7.3.6.6) and one or more 'SA_AUTH_IN IKEv2-SCSI cryptographic algorithm descriptors.

The devige server shallallow the Authentication step to be omitted (see 5.13.4.1) if:

the ALGORITHM IDENTIFIER field is set to SA_AUTH_NONE (see 7.7.3.6.6) in one of the

JA_AUTH_OUT IKEv2-SCSI cryptographic algorithm descriptors returned in the Device Server

Capabilities step; and

b) the ALGORITHM IDENTIFIER field is set to SA_AUTH_NONE in one of the SA_AUTH_IN IKEv2-SCSI
cryptographic algorithm descriptors returned in the Device Server Capabilities step.

a)

The methods for configuring a device server to return SA_AUTH_NONE are outside the scope of this
standard. Device servers shall not be manufactured to return SA_AUTH_NONE as an Authentication payload
authentication algorithm type in the Device Server Capabilities step.
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In the Key Exchange step SECURITY PROTOCOL OUT command (see 5.13.4.6.2), the application client

requests that the Authentication step be omitted by setting the ALGORITHM IDENTIFIER fie
SA_AUTH_NONE in:

Id to

a) the SA_AUTH_OUT cryptographic algorithm descriptor in the IKEv2-SCSI SA Cryptographic

Algorithms payload (see 7.7.3.5.13); and

b) the SA_AUTH_IN cryptographic algorithm descriptor in the IKEv2-SCSI SA Cryptographic Algorithms

payload.

To ensure adequate SA security, the application client should not select the SA_ AUTH_NONE value as an

Authentication payload authentication algorithm type unless:

a) gn SA AUTH_OUT IKEv2-SCSI cryptographic algorithm descriptor and an SA AWIH _IN
IKEv2-SCSI cryptographic algorithm descriptor from the Device Server Capabilities stepjindicates
A AUTH_NONE availability; and

b) the application client is configured to omit the Authentication step.

If SA_AUYTH_NONE is used, IKEv2-SCSI has no protection against man-in-the-middle attacks. Eng

bling

return of the SA_AUTH_NONE authentication algorithm type in the Device Capabilities step, and allowipg an
applicatipn client to select SA_AUTH_NONE in the Key Exchange step are administrative security policy

decisiong that absence of authentication is acceptable. Such decisions should only be made in situé

tions

where adtive attacks on IKEv2-SCSI are not of concern (e.g., direct attachment of a SCSI initiator devicg and
a SCSI target device, or an end-to-end secure service delivery subsyster such as Fibre Channel securgd by

an end-tg-end FC-SP-2 SA).
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5.13.4.4 Summary of IKEv2-SCSI shared keys nomenclature and shared key sizes

The IKEv2-SCSI shared keys are named as shown in table 81.

Table 81 — IKEv2-SCSI shared key names and SA shared key names

SA parameter that
Name stores this shared key | Description
Shared keys used only during Authentication step
Shared key used to construct the Authentication payload (see
SK_pi 35 Herthe-SECURIY-PROTFOCOL-OUparametertistinihe
shall not be stored in | Authentication step (see 5.13.4.7.2).
any SA parameter | Shared key used to construct the Authentication payload for-the
SK pr SECURITY PROTOCOL IN parameter data in the Authentication
step.
Shared keys used: /\QD'
a) during IKEv2-SCSI SA creation and management; and ’\
b) for bytes in a Data-Out Buffer or Data-In Buffer
Shared key used to integrity check the-Encrypted payload in the
MGMT DATA SECURITY PRQTQCOL OUT parameter list in the:
SK ai - a) Authentication step; and
h b) IKEv2-SCSI Delete operation (see 5.13.4.11).
KEYMAT Shared key used to integrity ‘check the contents of a Data-Out Byffer.
Shared key used to intégrity check the Encrypted payload (see
MGMT_DATA 7.7.3.5.11) in the SECURITY PROTOCOL IN parameter data in the
SK_ar Authentication step\(See 5.13.4.7.3).
KEYMAT Shared key uséd to integrity check the contents of a Data-In Buffer.
Shared key.used to encrypt the Encrypted payload in the SECUR|ITY
MGMT DATA PROTOQCOL OpT .paramet.er list in the:
SK ei - a)~Authentication step; and
B b) IKEv2-SCSI Delete operation.
KEYMAT Shared key used to encrypt the contents of a Data-Out Buffer.
MGMT DATA Shared key used to encrypt the Encrypted payload in the SECURITY
SK er - PROTOCOL IN parameter data in the Authentication step.
KEYMAT Shared key used to encrypt the contents of a Data-In Buffer.
‘\\Y Shared key used to construct the SA keys
Shared key material that is used as input to the KDF that generafes
SK_d BEY_SEED the KEYMAT SA parameter bytes for the SA.
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The sizes of the shared keys are determined as shown in table 82.

Table 82 — Shared key size determination

Name

Shared key size determination

Separate encryption and Combined mode encryption and
integrity checking ® integrity checking ®

SK_ai and | for the value in the ALGORITHM IDENTIFIER field
SK_ar ¢ | of the INTEG IKEv2-SCS| cryptographic zero

The shared key size is shown in table 553

algorithm descriptor (see 7.7.3.6.4) °.

SK e

SK_erand | LENGTH field of the ENCR IKEv2-SCSI

The shared key size is the value in the KEY LENGTH field of the ENCR IKEv2-SCSI

¢ | cryptographic algorithm descriptor (see cryptographic algorithm descriptor plus th

7.7.36.2) b

7.7.36.2) °.

The shared key size is the value in the KE

number of salt bytes shown intable 549 ($ee

<

e

SK_piand

SK

_§  |7.7.35.13).

descriptor (see 7.7.3.6.3) in the IKEv2-SCSI SA Cryptographic Aldgorithms payload (see

The shared key size is equal to the PRF output length (see table 551)associated with the
SK_pt © value in the ALGORITHM IDENTIFIER field of the PRF IKEv2-SCSI ¢ryptographic algorithm

2 The
valu

For

(seq 7.7.3.6.4).

Cryptographic Algorithms payload (see 7.7.3.5.13). For the shared keys used after the SA is create

use of combined mode encryption and integrity checking is,indicated by the AUTH_COMBINE
e in the ALGORITHM IDENTIFIER field in the INTEG IKEv2-SCS} cryptographic algorithm descriptd

he shared keys used to create an SA, the algorithm-descriptor is located in an IKEv2-SCSI| SA

= U

(i.e.] the KEYMAT SA parameter), the algorithm deseriptor is located in an IKEv2-SCSI SAUT
Cryptographic Algorithms payload (see 7.7.3.5.14);
¢ To dccommodate two shared keys of the specified size, the shared key length shown is doubled for the
purposes of shared key generation.
4" In cgmbined mode encryption and integrity checking, the SK_er and SK_ei are used for both encrygtion
and|integrity checking.
5.13.4.5 Pevice Server Capabilities.step
In the Dgvice Server Capabilities step, the application client sends a SECURITY PROTOCOL IN command
(see 6.40) with the SECURITY PROTOCOL field set to SA creation capabilities (i.e., 40h) and the SECPRITY
PROTOCO| SPECIFIC field set'to 0101h.
The dev|ce serverxeturns the SECURITY PROTOCOL IN parameter data specified by the SECPRITY
PROTOCOL SPECIFIE field (see 7.7.2.2) and the parameter data (see 7.7.2.3.2) contains an IKEv2-SC$I SA

Creation

Capabijlities payload (see 7.7.3.5.12).
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In the Device Server Capabilities step, the device server shall return parameter data containing the
IKEv2-SCSI cryptographic algorithm descriptors (see 7.7.3.6) in at least one complete row shown in table 83.

Table 83 — Device Server Capabilities step parameter data requirements

IKEv2-SCSI cryptographic algorithm descriptor

ENCR PRF INTEG D-H SA_AUTH_OUT| SA_AUTH_IN
(see 7.7.3.6.2) | (see 7.7.3.6.3) | (see 7.7.3.6.4) | (see 7.7.3.6.5) | (see 7.7.3.6.6) | (see 7.7.3.6.6)
The ALGORITHM | The ALGORITHM | The ALGORITHM | The ALGORITHM | The ALGORITHM | The ALGORITHM
IDENTIFIER field | IDENTIFIER field | IDENTIFIER field | IDENTIFIER field | IDENTIFIER field | IDENTIFIER field

sdifo sefto sefto sefto sefto sefio

8001]0014h 8002 0005h F003 0001h 8004 000Eh 00F9 0001h 00F9 00071h

(i.e., AHS-GCM) | (i.e., IKEv2-use (i.e., AUTH_ (i.e., 2 048-bit (i.e., RSA (ie-RSA
and the KEY based on COMBINED) MODP group Digital Digital
LENGTH field SHA-256) (finite field Signature) Signaturdg)
set to]0010h D-H))

The ALEORITHM | The ALGORITHM | The ALGORITHM | The ALGORITHM | The ALGORITHM | The ALGORITHM
IDENTIHIER field | IDENTIFIER field | IDENTIFIER field | IDENTIFIER field | IDENTIFIERfield | IDENTIFIER field
seft to set to set to set to sef to set to
8001 P00Ch 8002 0007h 8003 000Eh 8004 0015h 00F9 000Bh 00F9 000Bh
(i.e.,AHS-CBC) | (i.e., IKEv2-use (i.e., (i.e., 521-bit (i.e., ECDSA (i.e., ECD$A

and the KEY based on AUTH_HMAC_ | random ECP with SHA-512 with SHA-§12
LENGTH|field set SHA-512) SHA2_ group) on the on the
to 0P20h 512_256) P-521 curve) P-521 cunyje)

In the Dg¢vice Server Capabilities step, the device servér shall return parameter data containing one
SA_AUTH_OUT IKEv2-SCSI cryptographic algorithm desgriptor with the ALGORITHM IDENTIFIER field is pet to
SA_AUTH_NONE and one SA_AUTH_IN IKEv2-SCSI cryptographic algorithm descriptor with the ALGORITHM

IDENTIFIER field is set to SA_AUTH_NONE if any of the“following are true:

a)

b)

The devi

the ALGORITHM IDENTIFIER field is set tocSA_AUTH_NONE in one of the SA_ AUTH_OUT IKEv2{SCSI
gryptographic algorithm descriptors returned in the Device Server Capabilities step; or

the ALGORITHM IDENTIFIER field is<set to SA_AUTH_NONE in one of the SA_AUTH_IN IKEv2{SCSI
gryptographic algorithm descriptors returned in the Device Server Capabilities step.

e server capabilities returned in the SECURITY PROTOCOL IN parameter data may be changed at

any time |by means that are qutside the scope of this standard, However, such changes shall not take gffect
until at lepst one application client has been notified of the new capabilities in the parameter data returngd by

the Devige Server Capabilities step SECURITY PROTOCOL IN command. Management applications
ensure that their device\server capabilities changes take effect by sending a Device Server Capabilitieg
SECURITY PROTOECOL IN command to the device server after the changes have been made.

may
step

If the delice(server capabilities change (i.e., upon completion of the processing for a Device Sgrver
Capabilitlesstep SECURITY PROTOCOL IN command that reported changed information in its parapneter

1 Il H 1 T P L) e b (R £ bl it b e
data), thbll IS UcviLtT STIVET Sliall ©TolalllslT a Ullit dtleTitiaunm CUTTUTUHUTT TOUT TS T tUT PUTL ds550UULIdLIT

with

every |_T nexus except the |_T nexus on which the Device Server Capabilities step SECURITY PROTOCOL
IN command was received (see SAM-5), with the additional sense code set to SA CREATION CAPABILITIES
DATA HAS CHANGED.

The Device Server Capabilities step participates in the negotiation to skip the Authentication step as
described in 5.13.4.3.4.

NOTE 17 - The Device Server Capabilities step has no IKEv2 exchange equivalent in RFC 4306. This step
replaces most of IKEv2's negotiation by having the application client obtain the supported capabilities from
the device server.
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5.13.4.61

KEv2-SCSI Key Exchange step

5.13.4.6.1 Overview

The Key Exchange step consists of a Diffie-Hellman key exchange with nonces (see RFC 4306) and is
accomplished as follows:

1) a
2) a

SECURITY PROTOCOL OUT command (see 5.13.4.6.2);
SECURITY PROTOCOL IN command (see 5.13.4.6.3); and

3) key exchange completion (see 5.13.4.6.4)

=40 faW TN lo H OoA2006.

NOJ
that

5.13.4.6.2 Key Exchange step SECURITY PROTOCOL OUT command

To send
PROTO(

the SECURITY PROTOCOL SPECIFIC field set to 0102h. The parameter list consists of an 1KEv2-SCSI heade

7.7.3.4) g

1)
2)

Tloe-l = lo 4 oleotatloetliim LI n- 4
= TO0 TTICT I\TY LAUNAITYT olTPY CUITTOPUITUS TU TIT TN VA TN O/ TINTT TAUTNAlTytS 1T A O FOoUU, TALTUU

determination of device server capabilities has been moved to the Device Server Capabilities step.

its key exchange message to the device server, the application client sends a SECURITY

OL OUT command (see 6.41) with the SECURITY PROTOCOL field set to IKEV24SCSI (i.e., 41h
nd the following:

n IKEv2-SCSI Timeout Values payload (see 7.7.3.5.15);
n IKEv2-SCSI SA Cryptographic Algorithms payload (see 7.7.3.5:13);

) and
[ (see

3) iff the Authentication step is skipped (see 5.13.4.1), an IKEv2-SCGSI| SAUT Cryptographic Algorithms

4)
5)

The IKE
creation

The IKE

those rettirned in the Device Server Capabilities’step (see 5.13.4.5) to be used in the creation of the SA

If the Auf
following

—

a)
i

b) the usage data (se€ 7.7.3.5.14), if any, that is specific to the SA.

If the app
usage of
of an SA

IKEv2-S

ayload (see 7.7.3.5.14);
Key Exchange payload (see 7.7.3.5.3); and
Nonce payload (see 7.7.3.5.8).

2-SCSI Timeout Values payload contains the,inactivity timeouts that apply to this IKEv2-SC
ransaction and the SA that is created.

2-SCSI SA Cryptographic Algorithms payload selects the cryptographic algorithms from a
hentication step is skipped, theMKEv2-SCSI SAUT Cryptographic Algorithms payload contair
information about the SA to betcreated:

ne cryptographic algorithms selected by the application client from among those returned

evice Server Capabilities step; and

lication clientis'unable to select a set of algorithms that are appropriate for the intended creatio

51 SA

mong

s the

n the

h and

the SA, thenthe application client should not perform the Key Exchange step to request the crg¢ation

CSICSA Cryptographic Algorithms payload error checking requirements that ensure a succefssful

negotiati

mof SATreation atgorithms are described i 7.7.3.5. t3and 7.7.3.0.

IKEv2-SCSI SAUT Cryptographic Algorithms payload error checking requirements that ensure a successful
SA creation are described in 7.7.3.5.14 and 7.7.3.6.

The Key Exchange payload contains the application client's Diffie-Hellman value.

The Nonce payload contains the application client's random nonce.
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5.13.4.6.3 Key Exchange step SECURITY PROTOCOL IN command

If the Key Exchange step SECURITY PROTOCOL OUT command (see 5.13.4.6.2) completes with GOOD
status, then the application client sends a SECURITY PROTOCOL IN command (see 6.40) with the SECURITY
PROTOCOL field set to IKEv2-SCSI (i.e., 41h) and the SECURITY PROTOCOL SPECIFIC field set to 0102h to obtain
the device server's key exchange message.

The parameter data returned by the device server in response to the SECURITY PROTOCOL IN command
shall contain an IKEv2-SCSI header (see 7.7.3.4) and the following:

1) an IKEv2- SCSI SA Cryptograph|c Algorlthms payload (see 7.7.3.5. 13)
2) i fCAtgonithms

dayload (see 7. 7 3 5. 14)
3) 4 Key Exchange payload (see 7.7.3.5.3);
4) g Nonce payload (see 7.7.3.5.8); and
5) zero or more Certificate Request payloads (see 7.7.3.5.6).
As part df processing of the Key Exchange step SECURITY PROTOCOL IN command, the device gerver
shall:
a) 4gssociate the SECURITY PROTOCOL IN command to the last Key Exchange step SECURITY

RROTOCOL OUT command received on the |_T_L nexus. If the device server is maintaining stgte for

t least one IKEv2-SCSI CCS and the device server is unable td_establish this association, thgn the
device server shall:

A) terminate the SECURITY PROTOCOL IN command with CHECK CONDITION status, with the
sense key set to NOT READY, and the additional sense code set to LOGICAL UNIT[NOT
READY, SA CREATION IN PROGRESS; and

B) continue the IKEv2-SCSI CCS.

If the device is not maintaining state for at least one IKEv2-SCSI CSS, the device server|shall

terminate the SECURITY PROTOCOL IN conimand with CHECK CONDITION status, with the sense

Key set to ILLEGAL REQUEST, and the*additional sense code set to COMMAND SEQUHBNCE

BHRROR.

b) return the device server’s SAl in the IKEv2-SCSI header IKE_SA DEVICE SERVER SAl field;
c) return the IKEv2-SCSI SA Cryptographic Algorithms payload containing:

A) the SA creation cryptographic-algorithms supplied by the application client in the Key Exchange
step SECURITY PROTOCOL OUT command parameter list; and

B) the device server's SALin the sal field (see 7.7.3.5.13);

d) i the Authentication step is skipped, return the IKEv2-SCSI SAUT Cryptographic Algorithms payload
gontaining:

A) the SA usage cryptographic algorithms supplied by the application client in the Key Exchange
step SECURITY PROTOCOL OUT command parameter list; and

B) the deviCe'server's SAl in the sAl field (see 7.7.3.5.14);

e) return information about the completed Diffie-Hellman exchange with the Key Exchange payload; and
f) returnthe*device server’s random nonce in the Nonce payload.
If the Key_EXchange step SECURITY PROTOCOL IN command (see 5.13.4.6.3) completes with GOOD

status, then the application client should copy the device server’s SAl from the IKE_SA DEVICE SERVER SAl field
in the IKEv2-SCSI header to the state it is maintaining for the IKEv2-SCSI CCS.

Except for the sAl field, the application client should compare the fields in the IKEv2-SCSI SA Cryptographic
Algorithms payload and the IKEv2-SCSI SAUT Cryptographic Algorithms payload, if any, to the values sent in
the Key Exchange step SECURITY PROTOCOL OUT command (see 5.13.4.6.2). If the application client
detects differences in the contents of the payloads other than in the sAl field, then the application client should
abandon the IKEv2-SCSI CCS and notify the device server that the IKEv2-SCSI CCS is being abandoned as
described in 5.13.4.10.


https://iecnorm.com/api/?name=3b23ace84458f8212465ae8ab35722e0

ISO/IEC

5.13.4.6.

14776-454:2018 © ISO/IEC 2018 -214 -

4 Key Exchange step completion

Before completing the Key Exchange step SECURITY PROTOCOL IN command (see 5.13.4.6.3) with GOOD
status the device server shall complete the Key Exchange step as described in this subclause.

Upon receipt of GOOD status for the Key Exchange step SECURITY PROTOCOL IN command the

applicati

on client should complete the Key Exchange step as described in this subclause.

If the Key Exchange step does not end with the IKEv2-SCSI CCS being abandoned (see 5.13.4.10), then the
contents of the SA_AUTH_OUT IKEv2-SCSI cryptographic algorithm descriptor and SA_AUTH_IN
IKEv2-SCSI cryptographic algorithm descriptor (see 7.7.3.6.6) in the IKEv2-SCSI SA Cryptograph|c

Algorithqrspaytoadspecify how theshared—kKey exchanged by the Key Excrange step SECURITY

PROTO

generate|additional shared keys as follows:

a)

b)

5.13.4.6.

Processiphg of the IKEv2-SCSI CCS subsequent to completion)of the Key Exchange step (see 5.13.4

depend

SA_AUTH_IN IKEv2-SCSI cryptographic algorithmcdescriptor (see 7.7.3.6.6) in the IKEv2-SC§
Cryptographic Algorithms payload as follows:

a)

b)

5.13.4.7 IKEv2-SCSI Authentication step
5.13.4.7.1 Overview

The Authentication step performs the following functions:

a)
b)
c)

¢OL OUT command and the Key Exchange step SECURITY PROTOCOL IN command is U§

if the ALGORITHM IDENTIFIER field in both descriptors contain SA AUTH_NONE) then th
darticipants generate the SA, including the generation of the shared keys usedfor'SA manags
(e.g., SA creation and management) and the shared keys used by the created SA as defir
5.13.4.9; or

if the ALGORITHM IDENTIFIER field in both descriptors contain a value other than SA_AUTH_N
then the SA participants generate shared keys (see 5.13.4.8.3) for the following:

A) seeding the Authentication step generation of the shared keys used by the created SA; and
B) SA creation and management.

b After the Key Exchange step

g on the contents of the SA_AUTH_OUT IKEv2-SCSI cryptographic algorithm descripto

if the ALGORITHM IDENTIFIER field in both descriptors contain SA_ AUTH_NONE, then processing
KEv2-SCSI CCS is finished and the génerated SA is ready for use; or

iff the ALGORITHM IDENTIFIER field in_both descriptors contain a value other than SA_AUTH_N
then processing of the IKEv2-SCSI'CCS continues as follows:
A) the Authentication step is performed (see 5.13.4.7); and
B) the SA participants genérate the SA, including the generation of the shared keys used f
management and the shared keys used by the created SA as defined in 5.13.4.9.

ed to

v

b SA
ment
ed in

ONE,

1.6.4)
I and
| SA

Df the

ONE,

br SA

uthenticates both the application client and the device server;

protects the previous steps of the protocol; and
cryptographically binds the authentication and the previous steps to the created SA.

The Authentication step is accomplished as follows:

1)
2)

a SECURITY PROTOCOL OUT command (see 5.13.4.7.2); and
a SECURITY PROTOCOL IN command (see 5.13.4.7.3).

The parameter data for both commands shall be encrypted and integrity protected using the algorithms and

keys de

termined in the Key Exchange step (see 5.13.4.6).


https://iecnorm.com/api/?name=3b23ace84458f8212465ae8ab35722e0

ISO/IEC 14776-454:2018 © ISO/IEC 2018 -215 -

NOTE 19 - The Authentication step corresponds to the IKEv2 IKE_AUTH exchange in RFC 4306.

5.13.4.7.2 Authentication step SECURITY PROTOCOL OUT command

To send its authentication message to the device server, the application client sends a SECURITY
PROTOCOL OUT command (see 6.41) with the SECURITY PROTOCOL field set to IKEv2-SCSI (i.e., 41h) and
the SECURITY PROTOCOL SPECIFIC field set to 0103h. The parameter data consists of the IKEv2-SCSI header
(see 7.7.3.4) and an Encrypted payload (see 7.7.3.5.11) that:

a) is integrity checked and encrypted in one of the following ways:
A) using separate algorithms as follows:
a) illtcylity checked uaillg tre fu”uvvillg.
A) the algorithm specified by the INTEG IKEv2-SCSI algorithm descriptor (see 7.7.3.6.4) in
the IKEv2-SCSI SA Cryptographic Algorithms payload (see 7.7.3.5.13) frém the Key
Exchange step (see 5.13.4.6); and
B) the SK_ai shared key (see 5.13.4.4);
and
b) encrypted using the following:
A) the algorithm specified by the ENCR IKEv2-SCSI algorithm descriptor (see 7.7.3.6.2) in
the IKEv2-SCSI SA Cryptographic Algorithms payload from the.Key Exchange step}| and
B) the SK_ei shared key (see 5.13.4.4);
or
B) using a combined integrity check and encryption algorithm( that uses the following (i.e., |if the
INTEG IKEv2-SCSI algorithm descriptor indicates AUTH_COMBINED):
a) the algorithm specified by the ENCR IKEv2-SCSI algorithm descriptor in the IKEv2-SCBI SA
Cryptographic Algorithms payload; and
b) the SK_ei shared key with additional salt bytes as described in 5.13.4.8.1 and table 87 (see
5.13.4.4);
gnd
b) dontains the following:
1) an Identification — Application Client payload (see 7.7.3.5.4);
2) an IKEv2-SCSI SAUT Cryptographic-Algorithms payload (see 7.7.3.5.14);
J) zero or more Certificate payloads:(see 7.7.3.5.5);
4) zero or more Certificate Request payloads (see 7.7.3.5.6);
§) zero or one Notify payload (see’7.7.3.5.9); and
g) an Authentication payload(see 7.7.3.5.7).
Before pgrforming any checks onrdata contained in the Encrypted payload, the device server shall validate the
SECURITY PROTOCOL OUT.command parameter data as follows:

a) the device server'shall compare the IKE_SA APPLICATION CLIENT SAl field and the IKE_SA DEVICE SERVER
gal field in thesllKEv2-SCSI header to the SAI values it is maintaining for the IKEv2-SCSI CCS, if any,
Heing maintained for the |_T_L nexus on which the SECURITY PROTOCOL OUT command was
received-as described in 7.7.3.4; and

b) the device server shall decrypt and check the integrity of the Encrypted payload as descrijed in
71.7.85.11.4.

Errors detected during the decryption and integrity checking of the Encrypted payload shall be handled as
described in 7.7.3.8.2.

In the SECURITY PROTOCOL OUT command parameter list, the application client:

a)
b)
c)

sends information about the SA usage and cryptographic algorithms;
sends its identity in the Identification — Application Client payload;

sends information proving knowledge of the secret corresponding to the application client's identity in
the Authentication payload; and
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d) integrity protects the Key Exchange step and the Authentication step using the Authentication
payload.

The application client may include the Notify payload to send an initial contact notification to the device server.
If sent, the initial contact notification specifies that the application client has no stored state for any SAs with
the device server other than the SA that is being created.

In response to receipt of an initial contact notification, the device server should delete all other SAs that were
authenticated with a SECURITY PROTOCOL OUT command that contained the same Identification -
Application Client payload data as that which is present in the SECURITY PROTOCOL OUT command that
the device server is processing.

If the deVice server deletes other SAs in response to an initial contact notification, the device server sh
so only after the successful completion of the Authentication step SECURITY PROTOCOL OUT,commg

an error
ignore th

If the de
Authenti
comman

additiongl sense code set to an appropriate value. The additional sense code AUTHENTICATION FA
shall be ysed if verification of the Authentication payload fails, or if authentication fails for any other reasg

5.13.4.7.

If the Authentication step SECURITY PROTOCOL OUT command (see 5.13.4.7.2) completes with G
status, then the application client sends a SECURITY PROTOQEOL IN command (see 6.40) with the SEC
PROTOCO] field set to IKEv2-SCSI (i.e., 41h) and the SECURITY PROTOCOL SPECIFIC field set to 0103h to ¢
the devide server's authentication message. The paramegter data consists of the IKEv2-SCSI headef
7.7.3.4) gnd an Encrypted payload (see 7.7.3.5.11) that:

a)

$ integrity checked and encrypted in oneof the following ways:
A) using separate algorithms as follows:

B) wusing a combined integrity check and encryption algorithm that uses the following (i.e.,

pbccurs during the Authentication SECURITY PROTOCOL OUT command, the device server
b initial contact notification.

vice server is unable to proceed with SA creation for any reason (e.g.,the’verification ¢
Cation payload fails), then the device server shall terminate the SECURITY PROTOCOL
1 with CHECK CONDITION status, with the sense key set to ABORTED COMMAND, an

B Authentication step SECURITY PROTOCOL IN command

a) integrity checked using the-following:
A) the algorithm specified by the INTEG IKEv2-SCSI algorithm descriptor (see 7.7.3.6

Exchange step (see 5.13.4.6); and
B) the SK_ar shared key (see 5.13.4.4);
and
b) encrypted-using the following:
A) the algorithm specified by the ENCR IKEv2-SCSI algorithm descriptor (see 7.7.3.6
the IKEv2-SCSI SA Cryptographic Algorithms payload from the Key Exchange step
B)~\the SK_er shared key (see 5.13.4.4);
or

all do
nd. If
shall

f the
ouT
d the
ILED
on.

OOD
URITY
btain
(see

4)in

the IKEv2-SCSI SA Cryptographic Algorithms payload (see 7.7.3.5.13) from th¢ Key

2) in
and

if the

INTEG IKEv2-SCSI algorithm descriptor indicates AUTH_COMBINED):

a) the algorithm specified by the ENCR IKEv2-SCSI algorithm descriptor in the IKEv2-SCSI SA

Cryptographic Algorithms payload from the Key Exchange step; and

b) the SK_er shared key with additional salt bytes as described in 5.13.4.8.1 and table 82 (see

5.13.4.4);

and
b) contains the following:
1) an Identification — Device Server payload (see 7.7.3.5.4);
2) an IKEv2-SCSI SAUT Cryptographic Algorithms payload (see 7.7.3.5.14);
3) zero or more Certificate payloads (see 5.13.4.3.3.4); and
4) an Authentication payload (see 7.7.3.5.7).
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In the SECURITY PROTOCOL IN parameter data, the device server shall:

a) confirm information about the SA usage and cryptographic algorithms;

b) send its identity in the Identification — Device Server payload;

c) authenticate its identity; and

d) protect the integrity of the prior step messages using the Authentication payload.

Before completing the SECURITY PROTOCOL IN command with GOOD status, the device server shall

generate

the SA as described in 5.13.4.9.

The application client should verify the Authentication payload as described in 7.7.3.5.7. The Certificate

payload(¢)areusedas part of this verification for PRi=based—authentication. 1 theAuthenticationm payit

verified and no other error occurs, the application client should generate the SA as described in 5.13.4.9.

If the ap

Authentidation payload fails), then the application client should:

a) not use the SA for any additional activities; and
b) notify the device server that the IKEv2-SCSI CCS is being abandoned as described in 5.13.4.1Q.

The appl
to the va

applicatign client detects differences in the contents of the payloads, the application client should abandd
IKEv2-S¢SI CCS and notify the device server that the IKEv2-SCSI CES.is being abandoned as descril
5.13.4.10.

5.13.4.8

5.13.4.8.

If the Authentication step is skipped (see 5.13.4.1);then shared key generation is performed as descrik

5.13.4.8.

a) t

If the Authentication step is processed (i.e., not skipped), then shared key generation is perform
described in 5.13.4.8.3 and isssummarized as follows:

a) t

(@)

b) t

Regardlgss,of when the SA management shared keys (e.g., used for SA creation and deletion) and s
keys (se¢ 5.93.4.4) used by the created SA are generated, the organization of the shared keys depen

gs the shared keys used by the created SA; and
b) 4gll the shared keys are generated during completion of the Key Exchange step (see 5.13.4.6.4)

plication client is unable to proceed with SA creation for any reason (e.g., the verificdtion

cation client should compare the fields in the IKEv2-SCSI| SAUT Cryptographic Algorithms pa
ues sent in the Authentication step SECURITY PROTOCOL OUT command (see 5.13.4.7.2).

Senerating shared keys

| Overview

P and is summarized as follows:

ne shared keys for SA management(e.g., SA creation and deletion) are generated at the sams

e shared keys'for SA management (e.g., SA creation and deletion) are generated durin
ompletion of the Key Exchange step (see 5.13.4.6.4); and
ne sharedKeys used by the created SA are generated during SA generation (see 5.13.4.9).

pad is

bf the

yload
If the
n the
ed in

ed in

time

bd as

g the

hared

s on

the type of encryption and integrity checking algorithm being used as follows:

a) if an encryption algorithm that requires separate integrity checking is used, then separate shared keys
are generated for each algorithm; or
b) if an encryption algorithm that includes integrity checking is used (i.e., if the ALGORITHM IDENTIFIER
field in the INTEG IKEv2-SCSI cryptographic algorithm descriptor (see 7.7.3.6.4) contains
AUTH_COMBINED), then no shared keys are generated for the integrity checking algorithm but
additional key material is generated to act as salt bytes (see table 549 in 7.7.3.6.2) for the combined
mode encryption algorithm.
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5.13.4.8.2 Generating shared keys when the Authentication step is skipped

If the Authentication step is skipped (see 5.13.4.1), then the shared keys for SA management are generated
at the same time as the shared keys for use by the created SA.

As part of completing the Key Exchange step (see 5.13.4.6.4), the SA participants generate all necessary
shared keys as follows:

1)
2)
3)

5.13.4.8.3 Generating shared keys when the Authentication step is processed

If the Authentication step is not skipped (see 5.13.4.1), then:

1)

5.13.4.8.4 Initializing shared key generation
5.13.4.8.4.1 Initializing for SA creation shared key generation

The SA

2)

3)
4)

5)

6)

7)

generate SKEYSEED (see RFC 4306) as described in 5.13.4.8.4;
generate the shared keys used for SA management as described in 5.13.4.8.5;
as part of generatlng the SA (see 5.13.4.9) (i.e., as part of completmg the Key Exchange step as

5 13 4. 8 6 and store them in the KEYMAT SA parameter

the shared keys for SA management are generated during completion of the.Key Exchange step (see
4.13.4.6.4) as follows;
1) generate SKEYSEED (see RFC 4306) as described in 5.13.4.8.4; and

) generate the shared keys used for SA management as described\in 5.13.4.8.5;

the shared keys for use by the created SA are generated during’ SA generation (see 5.13.4.9)] near
the end of processing for the Authentication step (see 5.13:4.7) as described in 5.13.4.8.6 and|store
them in the KEYMAT SA parameter.

darameters are initialized for the KDF function used to generate SA creation shared keys as follpws:

denerate the input to the PRF function by performing the last steps of the key exchange alggrithm
lected by the ALGORITHM IDENTIFIER field in the D-H IKEv2-SCSI algorithm descriptor (see 7.7.8.6.5)
the IKEv2-SCSI SA Cryptographic Algorithms payload (see 7.7.3.5.13) using at least the conptents
df one of the following fields as inputs to those last steps:
A) the KEY EXCHANGE,DATA field in the Key Exchange payload (see 7.7.3.5.3) in the Key Exchange
SECURITY PROTOQCOL OUT command (see 5.13.4.6.2) parameter data; and
B) the KEY EXCHANGE DATA field in the Key Exchange payload in the Key Exchange SECURITY
PROTOCOQOL N command (see 5.13.4.6.3) parameter data;
denerate SKEYSEED (see RFC 4306) using the output from step 1) and the PRF selected hy the

LGORITHMIDENTIFIER field in the PRF IKEv2-SCSI cryptographic algorithm descriptor (see 7.7.8.6.3)
in the IKEV2-SCSI SA Cryptographic Algorithms payload;

ore'the generated SKEYSEED value in the KEY_SEED SA parameter;

ore“the contents of the IKE_SA APPLICATION CLIENT SAl field from the IKEv2-SCSI Headern (see
7.7.3.4) from the Key Exchange step SECURITY PROTOCOL IN command (see 5.13.4.6.3) in the
AC_SAIl SA parameter;
store the contents of the IKE_SA DEVICE SERVER SAl field from the IKEv2-SCSI Header (see 7.7.3.4)
from the Key Exchange step SECURITY PROTOCOL IN command (see 5.13.4.6.3) in the DS_SAI
SA parameter;
store the contents of the NONCE DATA field from the Nonce payload (see 7.7.3.5.8) from the parameter
data for the Key Exchange step SECURITY PROTOCOL OUT command (see 5.13.4.6.2) in the
AC_NONCE SA parameter; and
store the contents of the NONCE DATA field from the Nonce payload (see 7.7.3.5.8) from the parameter
data for the Key Exchange step SECURITY PROTOCOL IN command (see 5.13.4.6.3) in the
DS_NONCE SA parameter.
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5.13.4.8.4.2 Initializing for generation of shared keys used by the created SA

The SA parameters are initialized for the KDF function used to generate the shared keys that are used by the
created SA as follows:

1) store the SK_d value that was generated along with the other shared keys used in SA creation (see
5.13.4.8.5) in the KEY_SEED SA parameter;
2) store the contents of the IKE_SA APPLICATION CLIENT SAl field from the IKEv2-SCSI Header (see
7.7.3.4) from the Key Exchange step SECURITY PROTOCOL IN command (see 5.13.4.6.3) in the
AC_SAl SA parameter;
3) store the contents of the IKE_SA DEVICE SERVER SAl field from the IKEv2-SCSI Header (see 7.7.3.4)

f.
S
4) s

d

A
5) s
d
0
5.13.4.8.

The sha
SKEYSE

Correct d
value for
key resul

Which sh

a) W

A parameter;

tore the contents of the NONCE DATA field from the Nonce payload (see 7.7.3.5.8) from thé para
ata for the Key Exchange step SECURITY PROTOCOL OUT command (see 5.13.4/6.2) i
C_NONCE SA parameter; and

tore the contents of the NONCE DATA field from the Nonce payload (see 7.7.3.5.8) from the para
ata for the Key Exchange step SECURITY PROTOCOL IN command (see’5.13.4.6.3) i
S _NONCE SA parameter.

b Generating shared keys used for SA management

ed keys used for SA management (e.g., SA creation and.deletion) are generated usin
FD generated during initialization (see 5.13.4.8.4) and the steps/described in this subclause.

peration of SA management requires that the applicdtion client and device server use the
each shared key. SA management operations attenipted with different values for the same s
in errors (e.g., integrity check errors).

ared keys are generated for SA managementdepends on:

b)

Using thg contents of the initialized SA parameters (see 5.13.4.8.4.1), the INTEG ALGORITHM IDENTIFIER
and the KDF selected by the ALGORITHM IDENTIFIER field in the PRF IKEv2-SCSI cryptographic algg

descript

are genefated in the order-shown:

a) if the INTEG-ALGORITHM IDENTIFIER field is not set to AUTH_COMBINED, then generate the foll

LGORITHM IDENTIFIER field in the INTEG IKEv2-SCSI cryptographic algorithm descriptor|
.7.3.6.4) of the IKEv2-SCSI SA Cryptographic Algorithms payload (see 7.7.3.5.13), and
hether the Authentication step,is\skipped (see 5.13.4.1).

in the IKEv2-SCSISSA Cryptographic Algorithms payload the following shared keys (see 5.1

hared keys'(see 5.13.4.4):
) if thesAuthentication step is not skipped, generate the following shared keys:
19 SK_d;

 SA

meter
n the

meter

h the

g the

same
hared

hether the encryption algorithm includes integrity checking as indicated by the contents ¢f the

(see

field,
rithm
B.4.4)

bwing

2) SK ai;

3) SK ar;

4) SK_ eij;

5) SK er;

6) SK pi; and
7) SK pr;

or

B) if the Authentication step is skipped, generate the following shared keys:

1) SK d;
2) SK ai;
3) SK ar;
4) SK_ei; and
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(0]

5) SK er;
r

b) if the INTEG ALGORITHM IDENTIFIER field is set to AUTH_COMBINED, then generate the following
shared keys:
A) if the Authentication step is not skipped, generate the following shared keys:

1) SK_d;

2) SK ei with additional salt bytes as described in 5.13.4.8.1 and table 82 (see 5.13.4.4);
3) SK er with additional salt bytes as described in 5.13.4.8.1 and table 82 (see 5.13.4.4);
4) SK_pi; and

5) SK pr;

or

The shargd keys thus generated are combined with other data and stored in the MGMT DATA SA para
as descriped in 5.13.4.9.

How to determine the sizes of the shared keys to be generated is summarized in table 82 (see 5.13.4.4).

5.13.4.8.6 Generating shared keys for use by the created SA

As part g
initialize
ALGORITH
step IKE
(see 5.13

j—

a)

= QO N s ] =

b)

I =h O

(@)

T if the Authenticationm step s skipped, generatethe fottowing shared keys:

1) SK_d;

2) SK ei with additional salt bytes as described in 5.13.4.8.1 and table 82 (see 5.13.4.4); and

3) SK_ er with additional salt bytes as described in 5.13.4.8.1 and table 82 (see 5.134.4).

f completing the Authentication step and generating the SA(see 5.13.4.9), the SA partici
the SA parameters for performing a KDF (see 5.13.4.8:4.2), and use the KDF selected b
M IDENTIFIER field in the PRF IKEv2-SCSI cryptographic algorithm descriptor in the Key Exch
2-SCSI SA Cryptographic Algorithms payload (see 7:7.3.5.13) to generate the following shareg
.4.4) in the order shown and store them in the KEYMAT SA parameter:

the ALGORITHM IDENTIFIER field in the ENCR IKEv2-SCSI cryptographic algorithm descriptof
.7.3.6.2) contains ENCR_NULL in the IKEv2-SCSI SAUT Cryptographic Algorithms payload
.7.3.5.14), then generate the following shared keys:
) SK_ ai;

) SK ar;

nd

meter

bants
y the
ange
keys

(see
(see

the ALGORITHM IDENTIFIER field;in the ENCR IKEv2-SCSI cryptographic algorithm descriptor dogs not

ontain ENCR_NULL in the IKEv2-SCSI SAUT Cryptographic Algorithms payload, then genera

bllowing shared keys:

) if the ALGORITHMSIDENTIFIER field in the INTEG IKEv2-SCSI cryptographic algorithm desqd
(see 7.7.3.6 4)does not contain AUTH_COMBINED in the IKEv2-SCSI SAUT Cryptogr
Algorithmspayload (see 7.7.3.5.14), then generate the following shared keys:

1) SK_af
2) SKiar;
3) «SK ei; and
4) JSK er;

e the

riptor
Bphic

y)

generate the following shared keys:

if the ALGORITHM IDENTIFIER field in the INTEG IKEv2-SCSI cryptographic algorithm descriptor
contains AUTH_COMBINED in the IKEv2-SCSI SAUT Cryptographic Algorithms payload,

then

1) SK_ei with additional salt bytes as described in 5.13.4.8.1 and table 82 (see 5.13.4.4); and

2) SK_er with additional salt bytes as described in 5.13.4.8.1 and table 82 (see 5.13.4.4).

How to determine the sizes of the shared keys to be generated is summarized in table 82 (see 5.13.4.4).
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5.13.4.9 IKEv2-SCSI SA generation

Depending on whether or not the Authentication step was skipped (see 5.13.4.1), the SA participants shall
generate shared keys as described in 5.13.4.8.

The SA participants shall initialize the SA parameters as follows:

1)

KEYMAT shall be set as follows:

A) if the Authentication step is skipped, KEYMAT shall be set as described in 5.13.4.8.2; or
B) if the Authentication step is processed, KEYMAT shall be set as described in 5.13.4.8.3;
and

2) t
A

C . — T o Tm

)

Te other SA parameters siattbesetas fottows:

AC_SAl shall be set to the value in the IKE_SA APPLICATION CLIENT SAl field in the IKEV2
header (see 7.7.3.4) in the Key Exchange step SECURITY PROTOCOL OUT command
5.13.4.6.2);

DS_SAl shall be set to the value in the IKE_SA DEVICE SERVER SAl field in the IKEv2-SCSI h
in the Key Exchange step SECURITY PROTOCOL IN command (see 5.13.4.6.3);
TIMEOUT shall be set to the IKEV2-SCSI SA INACTIVITY TIMEOUT field in the IKEv2-SCSI Tir
Values payload (see 7.7.3.5.15) in the Key Exchange step SECURITY PROTOCOL
command;

KDF_ID shall be set to the value in the ALGORITHM IDENTIFIER field in the PRF IKEv2-

SCSI
(see

pader

heout
ouT

SCSI

cryptographic algorithm descriptor (see 7.7.3.6.3) in the I\ KEV2-SCSI SA Cryptographic

Algorithms payload (see 7.7.3.5.13);

AC_SQN shall be set to one;

DS_SQN shall be set to one;

AC_NONCE shall be set to zero;

DS_NONCE shall be set to zero;

KEY_SEED shall be set to zero;

USAGE_TYPE shall be set to the value.in the sA TYype field in the IKEv2-SCSI

Cryptographic Algorithms payload (see»7.7.3.5.14) in the Key Exchange step SECU

PROTOCOL OUT command;

USAGE_DATA shall contain at least the following values from the IKEv2-SCSI

Cryptographic Algorithms payload(see 7.7.3.5.14) in either the Key Exchange step SECU

PROTOCOL OUT command or.the Authentication step SECURITY PROTOCOL OUT comr

a) the ALGORITHM IDENTIFIER field and KEY LENGTH field from the ENCR IKEv2{
cryptographic algorithm descriptor (see 7.7.3.6.2);

b) the ALGORITHM IDENTIFIER field from the INTEG IKEv2-SCSI cryptographic algd
descriptor (see 7.7.3.6.4); and

c) the contentssif\any, of the USAGE DATA field;

and

MGMT_DATA-shall contain at least the following values:

a) fromythe IKEv2-SCSI SA Cryptographic Algorithms payload (see 7.7.3.5.13) in thg
Exchange step SECURITY PROTOCOL OUT command:
A) the ALGORITHM IDENTIFIER field and KEY LENGTH field from the ENCR IKEv2{

cryptographic algorithm descriptor (see 7.7.3.6.2); and

BAUT
RITY

BAUT
RITY
nand:
SCSI

rithm

Key

SCSI

B) the ALGORITHM IDENTIFIER field from the INTEG IKEv2-SCSI cryptographic algqg

rithm

descriptor (see 7.7.3.6.4);

b) from the shared keys generated for SA management (see 5.13.4.8.5), the following shared

keys and salt bytes:
A) the value of SK_ai, if any;
B) the value of SK_ar, if any;
C) the value of SK_ei, with additional salt bytes, if any; and
D) the value of SK_er, with additional salt bytes, if any;
and
c) the next value of the MESSAGE ID field in the IKEv2-SCSI header.
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NOTE 20 - The inclusion of the algorithm identifiers and key length in MGMT_DATA SA parameter enables
the SA to apply the same encryption and integrity algorithms that IKEv2-SCSI negotiated to future
IKEv2-SCSI SECURITY PROTOCOL OUT commands and IKEv2-SCSI SECURITY PROTOCOL IN
commands, if any.

5.13.4.10 Abandoning an IKEv2-SCSI CCS

The occurrence of errors in either the application client or the device server may require that an IKEv2-SCSI
CCS be abandoned.

A device server shall indicate that it has abandoned an IKEv2-SCSI CCS, if any, by terminating an

state

|IKEV2-SCSIL.CCS command (enp 5134 1) received onthe | T | nexus for which the IKEVv2-SCSI CC
haintained with any combination of status and sense data other than those shown in table 84}

is being 1

Table 84 — IKEv2-SCSI command terminations that do not abandon the CCS

Status Additional Sense
IKEv2;SCSI CCS command | (Sense Key) Code Description
SECURITY PROTOCOL OUT GOOD n/a Indicates. IKEv2-SCSI CCS |s
SECURITY PROTOCOL IN (n/a) progressing as described in
this.standard
Key Exchange step CHECK CONFLICTING SA At least one IKEv2-SCSI C¢S
SECURITY PROTOCOL OUT | CONDITION | CREATION REQUEST, {is already active, and attempts
(see 5.[13.4.6.2) (ABORTED to start another are blocked
COMMAND) until the first CCS complete$
SECURITY PROTOCOL OUT CHECK LOGICAL UNIT NOT | Device server is busy procepss-
SECURITY PROTOCOL IN CONDITION | READY, SACREATION | ing another command in thg
(NOT IN PROGRESS IKEv2-SCSI CCS associatefl
READY) with this |_T_L nexus or a d|f-
ferent IKEv2-SCSI CCS asgo-
ciated with a different |_T_L
nexus
SECURITY PROTOCOL IN CHECGK INVALID FIELD IN CDB | Incorrect SECURITY
CONDITION PROTOCOL IN CDB format
Authentication step R(g‘ga(ég;‘_ UNABLE TO Device server is unable to
SECURITY PROTOCOL OUT ) DECRYPT decrypt the Encrypted paylgad
(see 5.[13.4.7.2) PARAMETER LIST (see 7.7.3.5.11) or the integfity
check fails
SECURITY PROTOCOLOUT SA CREATION To adapt to possible denial pf
PARAMETER VALUE | service attacks, a condition for
REJECTED which the optimal response

includes an additional sense

code of SA CREATION

PARAMETER VALUE INVAL

D

and the abandonment of the
CCS is not causing the CCS

to be abandoned

As part of abandoning an IKEv2-SCSI CCS, the device server shall:

a) discard all maintained state (see 5.13.4.1); and
b) prepare to allow a future Key Exchange step SECURITY PROTOCOL OUT command received on
any I_T_L nexus to start a new IKEv2-SCSI CCS.
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After a device server abandons an IKEv2-SCSI CCS, the device server shall respond to all new IKEv2-SCSI
protocol commands as if an IKEv2-SCSI CCS had never been started.

An application client should not abandon an IKEv2-SCSI CCS when the next command in the CCS is a
SECURITY PROTOCOL IN command. Instead, the application client should send the appropriate SECURITY
PROTOCOL IN command and then abandon the IKEv2-SCSI CCS.

An application client should specify that it has abandoned an IKEv2-SCSI CCS by sending an IKEv2-SCSI
Delete operation (see 5.13.4.11) with application client SAl and device server SAl information that matches
that of the IKEv2-SCSI CCS being abandoned.

5.13.4.11Detetingam IKEv2-SCSISA

As part of deleting an SA, both sets of SA parameters (see 5.13.2.2) are deleted as follows:

1) the application client uses the information in its SA parameters to prepare an IKEw2-SCSI Delete
dperation that requests deletion of the device server’'s SA parameters;

2) the application client deletes its SA parameters and any associated data;

3) the application client sends the IKEv2-SCSI Delete operation prepared in step\1) to the device sgrver;

4) in response to the IKEv2-SCSI Delete operation, the device server deletes’its SA parameters and any

ssociated data.

Q

The IKEV2-SCSI Delete operation is a SECURITY PROTOCOL OUT command with the SECURITY PROTOCOL
field set tp IKEv2-SCSI (i.e., 41h) and the SECURITY PROTOCOL SPECIFIG.field set to 0104h. The parametef data
consists ¢f the IKEv2-SCSI header (see 7.7.3.4) and an Encrypted payload (see 7.7.3.5.11) that contais the
one Delefe payload (see 7.7.3.5.10).

The Delete payload should conform to the requirements described in 7.7.3.5.10.

The devig¢e server shall process a valid Delete operation SECURITY PROTOCOL OUT command regaldless
of whether or not IKEv2-SCSI CCS state is being maintained for the |_T_L nexus on which the command is
received.

The application client SAl and device server SAl information in a valid Delete operation may or mgy not
identify ah IKEv2-SCSI CCS for which state'is being maintained for the |_T_L nexus on which the command is
received [see 7.7.3.5.11).

5.13.5 Security progress indication

The cryptographic caleulations required by some security protocols are capable of consuming significant
amounts|of time in thetdevice server. While cryptographic security calculations are in progress, the device
server shall provideypollable REQUEST SENSE data (see 5.10.2) with:

a) thesense key setto NOT READY;

b) thé.additional sense code set to LOGICAL UNIT NOT READY, SA CREATION IN PROGRESS;[and

c) the PROGRESS INDICATION field set to indicate the progress of the device server in performing the
necessary cryptographic calculations.

The device server shall not use the progress indication to report the detailed progress of cryptographic
computations that take a variable amount of time based on their inputs. The device server may use the
progress indication to report synthetic progress that does not reveal the detailed progress of the computation
(e.g., divide a constant expected time for the computation by 10 and advance the progress indication in 10%
increments based on the elapsed time as compared to the expected time).

The requirements in this subclause apply to implementations of Diffie-Hellman computations and operations
involving any keys (e.g., RSA) that optimize operations on large numbers based on the values of inputs (e.g.,
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a computational step may be skipped if a bit or set of bits in an input is zero). A progress indication that
advances based on the computation structure (e.g., count of computational steps) may reveal the time taken
by content-dependent portions of the computation, and reveal information about the inputs.

5.13.6 Command security

5.13.6.1 Overview

SCSI command security defines techniques for protecting against inadvertent or malicious misuse of SCSI
commands to gain unauthorized access to logical units.

The folloyving classes are used to specify SCSI command security:

a) 9
b) §
c) H
d) S

The relatlonship between those classes varies depending on the implemented security technique.

5.13.6.2 Becure CDB Originator class

The Secl

attached |a security CDB extension (see 4.2.4) that allows an enforeement manager to determine if the
command may be processed by the addressed logical unit.

The secure CDB originator interacts with the security managér to determine:

a) the types of the SCSI commands it is allowed to send to the Secure CDB processor; and
b) the content of the security CDB extension to'\be attached to the SCSI commands.

5.13.6.3 Becure CDB Processor class

The Seclire CDB Processor class is a kind of device server that processes SCSI commands that ha
security extension, if an.enforcement manager allows that type of SCSI command from the

attached
originatin

The secu
following

—

a)
b) t

ecure CDB Originator class;
ecurity Manager class;
nforcement Manager class; and
ecure CDB Processor class.

re CDB Originator class is a kind of application client that originates SCSI commands to which

g application client to be processed.

re CDB processor determines if a SCSI command is allowed to be processed by communicatir
information to the‘enforcement manager:

ne CDB of the;SCSI command to be processed; and
he security\€DB extension, if any, attached to the SCSI command to be processed.

The secU

have an attached security CDB extension:

re,CDB processor shall always allow the processing of the following commands when they g

it has
SCSI

Ve an

g the

o not

a) INQUIRY;
b) REPORT LUNS;

c) REPORT SUPPORTED OPERATION CODES;

d) REPORT SUPPORTED TASK MANAGEMENT FUNCTIONS;
e) REPORT TARGET PORT GROUPS; and

fy REQUEST SENSE.
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5.13.6.4 Enforcement Manager class

The Enforcement Manager class is either contained within a:

a) device server (i.e., has the same LUN as the secure CDB processor); or
b) target device (e.g., has a W_LUN, or vendor specific presence in the SCSI target device).

The enforcement manager determines if the secure CDB processor is allowed to, or prevented from,
processing a SCSI command using security information received from the security manager.

If a secure CDB originator has not been authenticated, the enforcement manager shall not make

determingtions about whethera-command-fronT that secure C DB origimator is attowed or prevented——

5.13.6.5 Becurity Manager class

The Sectrrity Manager class communicates with the Secure CDB Originator class (see 5¢13.6.2) an
Enforcement Manager class (see 5.13.6.4) as shown in table 85.

Table 85 — Security Manager class relationships

d the

Communications mechanism for ...

Secure CDB Enforcement
Security Manager location Originator, Manager

An application client located in the same Outside the scope of
S{SI device as the secure CDB originator this standard

Via the SCSI domain’s
service delivery subsys-
tem (see SAM-5)

A gevice server located in the same SCSI
deyvice as the secure CDB processor

Via the.SCSI domain’s
service delivery subsys-
tem (see SAM-5)

Outside the scope of
this standard

A BCSI device contained within the same Via the SCSI domain’s | Via the SCSI domain’s
S¢SI domain as the secure CDB originator | service delivery subsys- | service delivery subsys-

and the secure CDB processor 2 tem (see SAM-5) tem (see SAM-5)
Ngt a SCSI device, device serverj.or Outside the scope of Outside the scope of
application client this standard this standard

This SCSI device is required to contain an application client and a device server (i.e., to
contain both a SCSkinitiator Port class (see SAM-5) and a SCSI Target Port class (see
SAM-5)).

The security managét:

a)

b)

c)

maintains® SCSI command security information for the SCSI domain (e.g., authorization
duthentication information);

and

elivers to the enforcement manager the security information required by the enforcement ma

hager

to determine if the secure CDB processor is allowed to, or prevented from, processing a SCSI

command; and
responds to requests from authenticated secure CDB originators to send SCSI commands
secure CDB processor as follows:

security manager responds with the authorization information necessary for the secure

to a

A) if the secure CDB originator sends its authentication and an authorization request, then the

CDB

originator to generate security information to be attached to any authorized CDB that is sent to

the secure CDB processor; or

B) if the secure CDB originator sends its authentication, an authorization request, and the security

information to be attached to CDBs, then the security manager shall only accept the request

if the
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secure CDB originator is authorized to send the requested SCSI commands to the requ
secure CDB processor.

5.13.6.6 The relationship between SAs and command security

ested

As defined by this standard, SAs provide the following forms of secure communications for selected portions
of selected CDB and command parameter data:

a) cryptographic data integrity provided by Message Authentication Code or Integrity Check Value; and
b) confidentially provided by data encryption.

The SAs
originato
features

CDB data and the parameter data.

Authorizg

a
b) ¢

SAs proy

enforcement managers (see 5.13.6.4). Every secure CDB originator that'is authenticated using an

required

Some cd
establish
mechani
originato

originatof.

5.13.6.7
5.13.6.7.

CbCS is
keys ang

N —_— I N fromrt

to the secure CDB processor. The function of securing CDBs is performed by the command sé&
Jescribed in 5.13.6. Command security and SAs features may be used in concert to protect bo
tion information (see 5.13.6.5) includes associations between:

ermissions to use certain commands and command options; and
ecure CDB originator identities.

ide a mechanism for satisfying the secure CDB originator authentication requirements plac
0 be authenticated using a unique SA.

mmand security techniques (e.g., the CbCS technique described in 5.13.6.7) depend q
ed secure channel between a secure CDB originater)and secure CDB processor. SAs proy
sm for establishing such secure channels. If SAs are used in this manner, multiple secure
rs may share a common SA; however, such.SAs do not authenticate any specific secure
Capability-based command security technique

| Overview

b credential-based system that;manages access to a logical unit by the coordination between s
security parameters set;by the CbCS management application client (see 5.13.6.7.4

coordina
not defin

credenti{Is generated by the CbCS management device server (see 5.13.6.7.3). The mechanis

The CbC

CbCS ssg
credentid

ion between the Cb€S*management device server and the CbCS management application cli
d in this standard:

S protocol enables centralized management of SCSI command security.

cures=access to a logical unit or a volume (see SSC-4) by providing cryptographic integ

CDB
curity
h the

ed on
SA is

n an
ide a
CDB
CcDB

hared
and
m for
ent is

ity of

Is that are added to commands sent to the logical unit. This cryptographic integrity is bas

mutual t

bd on

ust-and key exchanges between the CbCS management device server, CbCS managgment

application client, and the enforcement manager.

Different levels of protection and security are achieved by using different CbCS methods. The following CbCS

methods

are defined by this standard:

a) the BASIC CbCS method (see 5.13.6.7.8.2) provides protection against errors but does not prevent
unauthorized access caused by means of malicious attacks (e.g., identity spoofing and network

a

ttacks); and

b) the CAPKEY CbCS method (see 5.13.6.7.8.3) enforces application client authentication and provides
cryptographic integrity of credentials. It protects against the following types of unauthorized access

a

ttacks:
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A) Without cryptographic message integrity in the service delivery subsystem:
a) illegal use of credentials beyond their original scope and life span;
b) forging or stealing credentials; and
c) using malformed credentials;
and
B) with cryptographic message integrity in the service delivery subsystem:
a) network errors and malicious message modifications; and
b) message replay attacks.

CbCS also supports rapid revocation of credentials, per SCSI target device and per logical unit.

CbCS dofb not defimetaskmmamagement functiomrsecurity:

CbCS (s

a)

b)

e figure 15) is composed of the following classes:

ecurity Manager class (see 5.13.6.7.2) that contains the following classes:
) CbCS Management Device Server class (see 5.13.6.7.3); and

) CbCS Management Application Client class (see 5.13.6.7.4);

CSl Initiator Device class (see SAM-5) that contains the following class:

) Secure CDB Originator class (see 5.13.6.7.5);

nd

CSI Target Device class (see SAM-5) that contains the following classes:
) Secure CDB Processor class (see 5.13.6.7.6); and

) Enforcement Manager class (see 5.13.6.7.7).

O (00 > (0> (0
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Figure 15 shows the flow of transactions between the components of a CbCS capable SCSI domain.

CDRB nrocessor
Ll

4 N
Note: See SAM-5 0.1 1 1.% 1.*
for details on SCSI Target Device N SCSI Device N "~ | SCSI Domain
classes shown in
the shaded area. 1 ? ) ’ 1 ’ 1
1
Level 1 Hierarchical Logical Unit
1 SCSiI Initiator Device | '\Q)
5
1.* .
1 -
Logical Unit b?.)
1.* /\QD’
1 Application Client b/‘\
| N
1 /\ <<>_)
Device Server O\\
- O
\ T & )
] 0..1
Secure CDB Processor Secure CDB Originator Security Managpr
Progess CbCS information() Request CbCS capabilities() 1 ’ 1»
1 . Reguest CbCS capability keys()
1.* 1.*
requests authorization
5 delivers capabilities and shared keys
” g 8 P : 1 1 1
*qw: E ‘g S CbCS Management Device Server
a2z 2 E L Decision database[1]
g 2ig i Authenticate secure CDB originator()
S | © \
S > 1
o AN
[&]
. AN
_ |- <A — — — 4 {Each instance of
a SCS| Target exchanges |shared keys
0.1 0.1 Device class that
quorcement Manager contains a secure
[

14 4

Exchange shared keys()
Receive security parameters()
Validate SCSI command() manager.}

shall contain at least
one enforcement

1.7

CbCS Management Application Client

Exchange shared keys()
Send security parameters()

1]

Figure 15 — CbCS overview class diagram
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Each instance of CbCS shall contain:

a) one security manager that shall contain:
A) one CbCS management device server; and
B) one CbCS management application;

b) one or more SCSI initiator devices that shall contain:
A) one or more secure CDB originators;
and

c) one or more SCSI target devices that shall contain:
A) one secure CDB processor per logical unit; and
B) the following:

aj_one enforcemennt MTanager per secure CDB Processor,

b) one enforcement manager per SCSI target device; or
c) both.

5.13.6.7.2 Security Manager class

The Seclrity Manager class for the CbCS technique manages access of secure CDB originators to |
units or Jolumes (see SSC-4). The security manager uses a decision database to.obtain the authoriz
information required for deciding the type and duration of access granted to secure.CDB originator to a
logical unit or volume (see SSC-4). The security manager communicates with secure CDB originat
provide them CbCS credentials (see 5.13.6.7.12), and with enforcement managers to exchange shared
(see 5.13.6.7.11) and send CbCS parameters (see 5.13.6.7.15).

The secdrity manager may be located and may communicate with secure CDB originators and enforcq
managers as follows:

a) if the security manager is a SCSI device contained within the same SCSI domain as the secur¢
riginator and the enforcement manager, then the 'security manager shall contain an application
nd use the application client to communicateto the enforcement manager, and the security ma
hall contain a device server and use the device server to communicate with secure CDB origin
b) if the security manager is an application client located in the same device as the secure
riginators, the security manager shall communicate to the enforcement manager via the
omain's service delivery subsystem; and the security manager may communicate with the s
DB originators by means outside-the scope of this standard; and

iff the security manager is a_device server located in the same device as the secure CDB proc
the security manager shallcemmunicate to the secure CDB originators via the SCSI domain's s
elivery subsystem, and‘the security manager may communicate with the enforcement manag
eans outside the scope of this standard.

c)

The secyrity manager's_device server is called the CbCS management device server (see 5.13.6.7.3
security ranager's application client is called the CbCS management application client (see 5.13.6.7.4)

If the sedurity manager is a SCSI device, the security manager shall perform CbCS management usir]
CbCS management device server and the CbCS management application client as follows:

bgical
ation
given
brs to
keys

ment

CcDB
client
hager
ators;
CDB
SCSI
bcure

SSor,
rvice
er by

. The

g the

a) the CbCS management device server (see 5.13.6.7.3) provides access policy controls to secure CDB

originators using policy-coordinated CbCS capabilities; and

b) the CbCS management application client (see 5.13.6.7.4) prevents unsecured access to a logical unit

or a volume (see SSC-4) in concert with:

A) the CbCS management device server (see 5.13.6.7.3);
B) the enforcement manager; and

C) the secure CDB processor.

CbCS management is confined to the CbCS management application client and CbCS management device
server. The communication of CbCS management information may occur in a manner outside the scope of

this standard.
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5.13.6.7.3 CbCS Management Device Server class

5.13.6.7.3.1 CbCS Management Device Server class overview

The CbCS Management Device Server class returns a CbCS capability and a CbCS capability key (i.e.,
Capability-Key) with each CbCS credential giving the secure CDB originator access to:

a) a specific logical unit; or
b) if requested, a specific volume mounted in a specific logical unit (see SSC-4).

This standard defines the RECEIVE CREDENTIAL command (see 6.26) that the secure CDB originator may

use to re

Comman
whose cr

The CbG
page (se

5.13.6.7.

The Deci

and duraltion of access granted to a secure CDB originator for a given(logical unit or volume (see S
bCSI target device. CbCS Credentials are prepared by the CbCS management device server ased

within a §
on the co

5.13.6.7.

The CbC
CbCS p3
comman
domain’s

The CbC
shared b

a) t
b) t
c) t
The shar
5.13.6.7.

The Sec

nuesta CoCStapabitity anda CbCStapabitity key fromma CoCSTmamagement device SeTver.

ds to and responses from the CbCS management device server are protected by use)of 3
bation included the Authentication Step (see 6.26).

S management device server shall set the CBCs bit to zero in any Extended AINQUIRY Data|
p 7.8.7) that it returns.

B.2 Decision Database attribute

sion Database attribute is used to obtain the authorization information’required for deciding th¢

ntents of that Decision Database attribute.

il CbCS Management Application Client class
S Management Application Client class exchanges shared keys (see 5.13.6.7.11) with and ¢
rameters (see 5.13.6.7.15) to the enforcement manager using SECURITY PROTOCOL
s (see 6.41) and SECURITY PROTOCOL IN commands (see 6.40) transferred over the

service delivery subsystem.

S capability keys are computed by.the CbCS management device server using shared keys th
btween:

ne enforcement manager;

ne CbCS management application client; and
ne CbCS management device server.

bd keys are managed by the security manager.

b Secure’CDB Originator class

iree €DB Originator class requests CbCS capabilities and CbCS capability keys from the (¢

n SA

VPD

type
5C-4)

ends
ouT
SCSI

bt are

LbCS

manager

hent’device server for a specific logical unit or volume (see SSC-4). The secure CDB orig

nator

sends the CbCS capability and integrity check value to the logical unit's secure CDB processor as part of a
CbCS extended CDB as described in 5.13.6.7.16.

For more

information on the Secure CDB Originator class, see 5.13.6.2.

5.13.6.7.6 Secure CDB Processor class

The Secure CDB Processor class:

a) receives a CbCS capability descriptor (see 6.26.2.3) from a secure CDB originator in a CbCS
extension descriptor (see 5.13.6.7.16);


https://iecnorm.com/api/?name=3b23ace84458f8212465ae8ab35722e0

ISO/IEC 14776-454:2018 © ISO/IEC 2018 -231 -

b) requests the SCSI command be validated by the enforcement manager; and

c) if the Enforcement Manager validates the SCSI command, then the secure CDB processor processes

that SCSI command.

The secure CDB processor indicates that CbCS is applied to a logical unit by setting the CBCs bit to one

in the

Extended INQUIRY Data VPD page (see 7.8.7). If the CBCS bit is set to one, the logical unit shall support the

following:

a) Extended CDBs (see 4.2.4);
b) CbCS extension type (see 5.13.6.7.16);

c) SECURITY PROTOCOL IN commands (see 6.40) specifying the CbCS security protocol (see 7.7.4);

md
ECURITY PROTOCOL OUT commands (see 6.41) specifying the CbCS security protocol
7.4).

d)

For morefinformation on the Secure CDB Processor class see 5.13.6.3.
5.13.6.7.F Enforcement Manager class
The Enfofcement Manager class:

a) receives shared keys (see 5.13.6.7.11) and CbCS parameters (s€e”5.13.6.7.15) from the
anagement application client;

b) 4quthenticates the CbCS capability received from a secure, GDB processor with an integrity
lue as described in 5.13.6.7.13.2;

c) lidates SCSI commands sent by secure CDB originaters as described in 5.13.6.7.13.2; and

d) if the CAPKEY CbCS method (see 5.13.6.7.8.3) isisupported, supplies one security token

.13.6.7.10) for each active |_T nexus to the secure"CDB processor for delivery to the secure
riginator that is using that I_T nexus.

(see

CbCS

check

(see
CcDB

The enfdrcement manager may be contained within*the secure CDB processor or within the SCSI {arget

device. Iflthe enforcement manager is contained within the secure CDB processor, the shared keys and

CbCS

parameters the enforcement manager uses'pertain to that logical unit. If the enforcement manager is

contained within the SCSI target device, the shared keys and CbCS parameters the enforcement ma
uses perfain to the SCSI target device, and the SECURITY PROTOCOL well-known logical unit (see &
used for the commands to exchange shared keys and set CbCS parameters.

If a shargd key is stored in a well’known logical unit then that key is shared between all logical units with
SCSI target device but shall only*used by a logical unit if there has been no shared key assigned to that |
unit (i.e.,|a shared key assigned to a logical unit always overrides any shared key assigned to a well k
logical unit).

For more|information-on the Enforcement Manager class see 5.13.6.4.

hager
.5) is

n the
bgical
nown
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CS methods

5.13.6.7.8.1 Overview

- 232 -

The CbCS methods defined by this standard are summarized in table 86.

Table 86 — CbCS methods

CbCE
method

P : ided by f

Level of security provided, including I_T
nexus security provided by SCSI transport

(e.g., FC-SP-2)

enforcement manager and
secure CDB processor

Without
I_T nexus security

With
I_T nexus security

Protection against errors provided by
verifying that the CbCS capability allows

No protection against

Same protection as
provided by the SCS

BASIC processing, but no validation of the attacks transport on the |_T
authenticity of the CbCS capability. nexus
CbCS capability
Protection against errors and some CbCS capability 2?}?523?3@28:169'.
attacks by both verifying that the CbCS | authenticity assured;, i —
= o . . . . nexus; other networ
CAPKEY | capability allows processing, and vali- but still subject to net- .
. . attacks (e.g., data pri-
dating the authenticity of the CbCS work attacks\(e«g., N
capability replay attacks) vacy) thwarted by S¢S
' transport security on
the |_T nexus
If a secufe CDB processor receives a command for a logic¢al unit that has CbCS enabled, the enforcgment
manager| shall validate the command as described in"6:13.6.7.13.2 before any other field in the CPB is
validated| including the operation code.

5.13.6.7.8.2 The BASIC CbCS method

The BAS|C CbCS method validates that the’CbCS capability authorizes the encapsulated command for
CDB. Thjs method provides centrally~-managed policy-driven command access control mechanism that

enforces jauth

The BASJC CbCS method does\not validate the authenticity of the CbCS capability.

orized access based,en capabilities.

Preparing CbCS credentials for the BASIC CbCS method does not require the knowledge of CbCS s

keys and

server. In the CbCS extension descriptor (see 5.13.6.7.16):

a)

t
b) the‘following CbCS capability descriptor fields are ignored:
I-

may be done-by the secure CDB originator without coordination with the CbCS management d

ne CbCS capability descriptor (see 6.26.2.3) cBcs METHOD field is set to BASIC;

each

hared
evice

and
c) thelN

Nl N | !
) UICT RET VEROSIUN TICIU, dllU

B) the INTEGRITY CHECK VALUE ALGORITHM field;

TEGRITY CHECK VALUE field is set to zero.

The BASIC CbCS method controls access between the secure CDB originator and the secure CDB processor
without requiring authentication of the secure CDB originator. This method is sufficient for the secure CDB
processor to request that the enforcement manager verify the CbCS capabilities sent by the secure CDB

originator.
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5.13.6.7.8.3 The CAPKEY CbCS method

The CAPKEY CbCS method provides centrally-managed policy-driven command access control mechanism

that enforces authorized access based on capabilities.

In addition, the CAPKEY CbCS method assures the integrity and authenticity of the CbCS capability

transferred with each command.

The CAPKEY CbCS method provides for security of commands delivered to the secure CDB processor.
When used in conjunction with a secure service delivery subsystem, the method provides additional

protection against network attacks (see 5.13.6.7.8.1).

Each capability (see 5.13.6.7.13) is cryptographically associated with a capability key, and the pair is.ret
to a secyre CDB originator (see 5.13.6.7.5) in a credential (see 5.13.6.7.12) in response to,.a REC|
CREDENTIAL command (see 6.26).

If the cagability is associated with a specific command using a CbCS extension descriptor(see 5.13.6.
then an jntegrity check value is computed using the capability key and a CbCS\security token
5.13.6.7.[10). The enforcement manager (see 5.13.6.7.7) validates this integrity check value as descrik
5.13.6.7.13.3.

5.13.6.7.9 CbCS trust assumptions

After the Jogical unit is trusted (i.e., after a secure CDB originator authenticates that it is communicating
specific logical unit), the secure CDB originator trusts the securexCDB processor and the enforceg
manager|to do the following:

a) deny any access attempt from any application client‘that is not authorized by the security mar
nd
b) deny access from any application client that-does not perform the CbCS protocols and fun

efined by this standard.
The CbCB management device server and the!CbCS management application client are trusted after:

a) the CbCS management device server is authenticated by the secure CDB originator; and
b) the CbCS management application client is authenticated by the CbCS Enforcement Manager.

The Cb(S management device server and the CbCS management application client are trusted to d

a) curely store long<lived shared keys and capability keys;

b) drant credentials to secure CDB originators according to access control policies that are outsig
ope of thissstandard; and

c) perform:the defined security functions.

irned
EIVE

/.16),
(see
ed in

ith a
ment

ager;

ctions

o the

e the

The servjce'delivery subsystem between the secure CDB originator and the secure CDB processor

s not

trusted. However, the CbCS security model for CbCS methods other than BASIC is defined so that
commands generated by the secure CDB originator are processed by the secure CDB processor only after

the secure CDB originator interacts with both the CbCS management device server and the secure
processor as defined in this standard.

CDB
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The communications trust requirements shown in table 87 provide a basis for the CbCS trust assumptions.

Table 87 — CbCS communications trust requirement

CbCS cryptographic communications | Requirement
For connections between trust requirements level
secure CDB originator and M ) b Obtional 2
secure CDB processor essage integrity P
secure CDB originator and ) TR . b
CbCS management application client Message confidentiality © and integrity Mandatory
CbCY management application client and ) b
enfor¢gement manager Message integrity MandaiQy
CbCY management application client and ) TP . b
CbCd management device server Message confidentiality © and integrity Mandatory

a If

b M}ssage integrity algorithms are those that table 105 (see 5.13.8) describes as integrity checking

his requirement is not met, then the conditions that table 86 (see 5.13.6.7.8) show foran |_T
Kus without security apply.

., AUTH) algorithms.

ssage confidentiality algorithms are those that table 105 (see 5.13,8) describes as encryption
orithms.

5.13.6.7.

A CbCS

enforcement manager (see 5.13.6.7.7) and returned to a“secure CDB originator (see 5.13.6.7.5) b

secure G
with the 4
(i.e., the

The secu
enforcem

Each sed
checking

If a hard
manager
enforcem

After a p
maintaini

10 CbCS security tokens
security token is a random nonce that is at least eight bytes in length that is chosen b

DB processor (see 5.13.6.7.6) in response to aaSECURITY PROTOCOL IN command (see
ECURITY PROTOCOL field set to 07h (i.e., CbCS) and the SECURITY PROTOCOL SPECIFIC field set t
Security Token CbCS page) as described in(%.7.4.3.4.

rity token shall be unique to each instance of an |_T nexus known to the secure CDB processg
ent manager. Security tokens shall be reset and maintained as described in this subclause.

urity token shall contain at.least as many bytes as the largest cipher block size for all the int
algorithms supported by the.SCSI target device (see 7.7.4.3.3).

eset, logical unit reset,~or |_T nexus loss is detected by the secure CDB processor, the enforcg
shall be notified of the event once for each affected |_T nexus. In response to such a notificatiq
ent manager shall/discard the security token, if any, associated with the affected |_T nexus.

ower on;~the enforcement manager shall discard all security tokens, if any, that it had
hg beforethe power on.

In respon

y the
y the
6.40)
b 3Fh

r and

egrity

ment
n the

been

selto a request for a security token for a given |_T nexus from the secure CDB processo

r, the

enforcement manager shall do one of the Tollowing.

a) return the security token value, if any, that is being maintained for the specified |_T nexus to the

S

ecure CDB processor; or

b) if no security token is being maintained for the specified |_T nexus, then:

1

) a security token shall be prepared;

2) the security token shall be returned to the secure CDB processor; and
3) the security token shall be maintained in association with the specified |_T nexus until one of the

events described in this subclause causes it to be discarded.
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5.13.6.7.11 CbCS shared keys

5.13.6.7.11.1 Overview

Cryptographic integrity checking for CbCS capabilities depends on the following hierarchy of shared keys that
is specific to the CbCS model:

1) a master key that is composed of:
A) an authentication key; and
B) a generation key;

Coording

a) t
b) t
c) t

The mec
and the (

The follo
the CbCS
a) 4

5

b) n

g

These ke
key). Theg
some w3
identifierg

Within a

¢y to the objects that are managing it without revealing the CbCS shared key’s value.

ted sets of CbCS shared keys that conform to this hierarchy are{maintained by:

ne CbCS management application client (see 5.13.6.7.4);
he CbCS management device server (see 5.13.6.7.3); and
e enforcement manager (see 5.13.6.7.7).

hanism for coordinating CbCS shared key sets.between the CbCS management application
bCS management device server is outside the scope of this standard.

ving security protocols are provided by this standard for coordinating CbCS shared key sets betf
management application client and;the enforcement manager:

Diffie-Hellman key exchange, protocol for changing all the components of the master key
.13.6.7.11.4); and

)aster

LbCS

client

ween

(see

nechanisms that invalidate,a working key or set a working key based on the generation key

omponent of the current master key (see 5.13.6.7.11.5).

y management protacols associate a key identifier with each shared key (i.e., master key or wq
CbCS management application client may use these key identifiers to describe the shared
y (e.g., when‘the shared key was last refreshed or the intended use of the shared key)
shall notbe used to contain shared key values.

ny SCSI target device that contains an enforcement manager, sets of CbCS shared key

rking
ey in
Key

S are

maintaing

d\as follows:

a) a separate set of per-logical unit CbCS shared keys for a logical unit that has CbCS enabled;

b) one target-wide set of CbCS shared keys that are accessible to all logical units that have CbCS
enabled; or

c) both a target-wide set of CbCS shared keys and per-logical unit sets of CbCS shared keys.

The enforcement manager in any logical unit that has CbCS enabled shall have access to at least one set of
CbCS shared keys.
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If an enforcement manager has access to both a target-wide set of CbCS shared keys and a per-logical unit
set of CbCS shared keys, then a working key defined in the per-logical unit set of CbCS shared keys, if any,
shall be used instead of the equivalent working key from the target-wide set of CbCS shared keys.

All CbCS shared keys should be retired from active use (i.e., set, changed, or discarded) often enough to
thwart key attacks. How often to retire CbCS shared keys from active use is outside the scope of this
standard.

The shared keys in a CbCS shared key set and the CbCS pages used to manage them between the CbCS
management application client and the enforcement manager are summarized in table 88.

Fable-88—Summary-of CbGS-shared-keys

Data Capability

CbCS shared key | Applicable CbCS page direction protection Refererce
Master Current CbCS Parameters 2@ In Working key 7.7.4.3l5
Authentication, | Set Master Key — Seed Exchange Out AN 7.7.4.5(5
and Set Master Key — Seed Exchange In Authe;etlcatlon 7.7.4.3|6
Gengration Set Master Key — Change Master Key P Out y 7.7.4.56
Current CbCS Parameters @ In Working key 7.7.4.35
Working key Invalidate Key out Authentication | 7.7.4.5/3
Set Key key 7.7.4.54

@ Only key identifiers are returned, not shared key values.
b The|new authentication key computed during the seed exchange is the authentication key used for|this
CbdsS page.

5.13.6.7.11.2 CbCS shared key identifiers

CbCS shared key identifiers (see table 89) are_set by the CbCS pages (see table 88 in 5.13.6.7.11.1|) that
change the values of a CbCS shared key and“eported by the Current CbCS Parameters CbCS pagq (see
7.7.4.3.5).

Table 89 = CbCS shared key identifier values

Value Description

0000 0000 0000 0000k 2@ The associated CbCS shared key has not been modified since the
SCSI target device was manufactured

0Q00 0000 0000:0001h to The associated CbCS shared key has a valid value that has been
FFFF FFFEEFFF FFFDh set by the applicable CbCS page

FHAFF FEEFFFFF FFFEh @ | The associated CbCS shared key does not have a valid value
FHFEEFFF FFFF FFFFh 2@ | The associated CbCS shared key is not supported

@ The use of this value in the CbCS pages that change CbCS shared key values is reserved.

5.13.6.7.11.3 Specifying which CbCS shared key to change

The logical unit to which a SECURITY PROTOCOL IN command (see 6.40) or a SECURITY PROTOCOL
OUT command (see 6.41) that specifies one of the CbCS pages shown in table 88 (see 5.13.6.7.11.1) is
addressed determines which CbCS shared key is modified as follows:

a) if the command is addressed to the SECURITY PROTOCOL well known logical unit (see 8.5), then
the CbCS the target-wide (see 5.13.6.7.11.1) set of CbCS shared keys is modified; or
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b) if the command is addressed to a logical unit that is not a well known logical unit, then the per-logical
unit (see 5.13.6.7.11.1) set of CbCS shared keys for the specified logical unit are modified.

5.13.6.7.11.4 Updating a CbCS master key

Both components of the CbCS master key (i.e., the authentication key and the generation key) are changed
using a single Diffie-Hellman exchange CCS as summarized in this subclause. Use of the Diffie-Hellman
exchange ensures forward secrecy of the master key.

The CbC
1)
2)

3)

OV T O T Q

NO
diffe
5.13

The devi
The devi
ILLEGAL
following

a) 4
g
b) 3

q
4

The devi

a)
b)

00 £ Q

5.13.6.7.

A working key is invalidated using the Invalidate Key CbCS page (see 7.7.4.5.3) and set to a new value

the Set K

New wor

S master key update CCS is composed of the following commands:

FSECURITY PROTOCOLOUT Ttommand processing the Setvaster Key—SeedExchange T
age (see 7.7.4.5.5);

SECURITY PROTOCOL IN command processing the Set Master Key — Seed Exchange
age (see 7.7.4.3.6); and

SECURITY PROTOCOL OUT command processing the Set Master Key — Change Maste
bCS page (see 7.7.4.5.6).

[E 21 - The capability key used to access the two Set Master Key — Seed Exchange CbCS pages is
rent from the capability key used to access the Set Master Key — Change Master Key CbCS page (see
.6.7.12.3).

ce server shall maintain CCS state for only one CbCS master key\update CCS for all |_T nex
Ce server shall terminate the command with CHECK CONDITION status, with the sense key

REQUEST, and the additional sense code set to COMMAND SEQUENCE ERROR, if any

conditions occur:

command attempts to start a new CbCS master key'update CCS while state is being maintain

nother; or

sequence of CbCS master key update CCS commands other than the one shown in this subg
attempted.

e server shall discard the CbCS master key update CCS state if any of the following occur:
command in the CCS does not:complete with GOOD status; or

he entire CbCS master key~update CCS command sequence shown in this subclause i

ompleted within ten seconds of the successful completion of processing for the SECU
ROTOCOL OUT command for the Set Master Key — Seed Exchange CbCS page.

11.5 Changing a CbCS working keys

ey CbCS-page (see 7.7.4.5.4).

ing keys are computed based on the applicable master key and a random number seed.

CbCS
CbCS

I Key

uses.
et to
pf the

bd for

lause

S not
RITY

using

Working

- L ! : Ol L 1l il Py L L 40 0 =7 44 O\
CYyoS diT UTdURTU USITTY LULO STIdITU RCY TUCTILTNCTS (SCTC J. T0.0.7.1TT.2).

5.13.6.7.12 CbCS credentials

5.13.6.7.12.1 Overview

Each CbCS credential authorizes access to:

a) a
b) a

logical unit; or
specific volume (see SSC-4) mounted in a specific logical unit.
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The applicability of CbCS credentials to the BASIC CbCS method (see 5.13.6.7.8.2) is outside the scope of
this standard.

The format of a CbCS credential is described in 6.26.2.2.

The primary components of a CbCS credential are as follows:
a) a CbCS capability whose format and preparation are described in 5.13.6.7.13; and
b) the CbCS capability key that is an integrity check value that is computed as follows:

A) if the credential is to be sent to a secure CDB originator (see 5.13.6.7.5), the CbCS capability key
is computed based on a working key as described in 5.13.6.7.12.2; or

5.13.6.7.4), then the CbCS capability key is computed based on a working key or the mast
as described in 5.13.6.7.12.3.

Regardlefs of how it is computed, the CbCS capability key is used as follows:

a) By the secure CDB originator to prepare CbCS extension descriptors (see 57136.7.16) sent fo the
secure CDB processor (see 5.13.6.7.6);

b) By the CbCS management application client to prepare CbCS extension descriptors sent fo the
gnforcement manager (see 5.13.6.7.7); and

c) by the enforcement manager to validate the integrity of capabilitie€s”(see 5.13.6.7.13.3) in CbCS
gxtension descriptors received by the secure CDB processor.

5.13.6.7.12.2 CbCS capability key computations for the secure CDB originator

For credentials sent to the secure CDB originator (see-§.13.6.7.5), the CbCS capability key|(see
5.13.6.7.12.1) is computed without knowledge of the command for which the CbCS capability key is peing
prepared|using the following inputs:

a) the integrity check value algorithm specified* by the INTEGRITY CHECK VALUE ALGORITHM field (see
g.26.2.3) in the CbCS capability descriptor; and
b) the following inputs to this integrity cheek value algorithm:
A) all the bytes in the CbCS capability descriptor (see 6.26.2.3); and
B) the working key specified, by “the KEY VERSION field (see 6.26.2.3) in the CbCS capability

descriptor.
5.13.6.7.12.3 CbCS capability key computations for general use

The computation of the CbCS capability key depends on the command for which the CbCS capability key is
being computed as described in this subclause. This computation is more general than the compufation
described in 5.13.65/:12.2, but the computation produces the same results because the secure|CDB
originator should not-be allowed to use the commands that produce the exceptional cases described in this
subclauseg.

The CbCB capability key computations described in this subclause are used:

a) for credentials that are to be used by the CbCS management application client (see 5.13.6.7.4); and
b) by the enforcement manager (see 5.13.6.7.7) when validating a CbCS capability descriptor (see
5.13.6.7.13).

When the enforcement manager is validating a CbCS capability descriptor, the command is determined by
inspecting the CDB that is being processed.
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Based on the command associated with the credential, the CbCS capability key (see 5.13.6.7.12.1) is
computed using the following inputs:

a) the integrity check value algorithm specified by the INTEGRITY CHECK VALUE ALGORITHM field (see
6.26.2.3) in the CbCS capability descriptor; and

b) the following inputs to this integrity check value algorithm:

A) all the bytes in the CbCS capability descriptor (see 6.26.2.3); and
B) the following CbCS shared key:

a) if the command is a SECURITY PROTOCOL IN command (see 6.40) or a SECURITY
PROTOCOL OUT command (see 6.41) with the SECURITY PROTOCOL field set to 07h (i.e.,
CbCS) and the SECURITY PROTOCOL SPECIFIC field set to a value that is greater than CFFFh,
themrthe fottowing shared key shattbeusea:
A) if the command does not access the Set Master Key - Change Key CbCS pagdg (see

7.7.4.5.6), then the authentication key component of the master key (see 5-13)6.7 [11) is
used; or
B) if the command accesses the Set Master Key - Change Key CbCSrpage, then the
authentication key component of the new master key (see 7.7.4.3.6)'maintained |n the
CbCS master key update CCS (see 5.13.6.7.11.4) is used;

or

b) if the command is not one of those described in step b) B) a), then.the working key spgcified
by the KEY VERSION field (see 6.26.2.3) in the CbCS capability descriptor.

5.13.6.7.13 CbCS capability descriptors

5.13.6.7.13.1 Overview

CbCS capability descriptors are components of:

a) (bCS credentials (see 5.13.6.7.12); and
b) (@bCS extension descriptors (see 5.13.6.7.16);

The formpt of a CbCS capability descriptor is deseribed in 6.26.2.3.

CbCS capability descriptors contain:

formation about what commands are allowed if the CbCS capability descriptor is associated yith a
pecific CDB via a CbCS extension descriptor;
b) ipformation that identifies a specific logical unit or a specific volume (see SSC-4) mounted in a
pecific logical unit towwhich the CbCS capability is bound;

time limit on the-validity of the CbCS capability descriptor;
imformation that the CbCS management application client (see 5.13.6.7.4) may use to invalidatg one
r more CbGS capability descriptors before the time limit expires; and
e) informationthat the enforcement manager uses to cryptographically validate the CbCS capability
escriptor, if specified, as described in 5.13.6.7.13.

a) i

5.13.6.7.13.2'CbCS extension descriptor validation

The enforcement manager (see 5.13.6.7.7) shall validate the CbCS capability descriptor (see 6.26.2.3)
included in the CbCS extension descriptor (see 5.13.6.7.16). If the validation fails, the enforcement manager
shall interact with the secure CDB processor (see 5.13.6.7.6) in a way that causes the command containing
the CbCS extension descriptor to be terminated with the sense key set to ILLEGAL REQUEST, and the
additional sense code set to INVALID FIELD IN CDB.
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The enforcement manager’s validation of a CbCS extension descriptor shall fail if any of the following
conditions occur:

1)

2)
3)

4)
5)

6)
7)

8)

10) the PoLICY ACCESS TAG field is set to a non-zero value that'does not match the policy acces

11) the command in the cbB field of the extended CDB (sée 4.2.4) that contains the CbCS exte

5.13.6.7.13.3 CAPKEY CbCS method capability integrity validation

If the CbCS method is CAPKEY, the enforcement mianager’s validation of a CbCS capability descriptof
fail the infegrity tests if any of the situations described in this subclause occur.

Before attempting to cryptographically validate the integrity of the CbCS capability descriptor, the enforce
manager|shall fail the validation if any of the following conditions occur in the CbCS capability descripto
6.26.2.3)

a)

b)

a CbCS extension descriptor is not present on a command that table 90 (see 5.13.6.7.14) shows as

requiring a CbCS capability;

the command is one that table 90 (see 5.13.6.7.14) shows as never being allowed if CbCS is enabled;
the cBcs METHOD field is set to a value that is less than the value in the minimum CbCS method CbCS

parameter (see 5.13.6.7.15);

the cBcs METHOD field is set to a value that table 267 defines as reserved (see 6.26.2.3) or a value

that the enforcement manager does not support (see 7.7.4.3.3);
if the cBCcs METHOD field is set to CAPKEY and the integrity validation described in 5.13.6.7.13.3

fails;

Te DESIGNATION TYPE fiefd s settoa vatue that tabie 266 defimes as Teserved (See 6:26:2737;

e DESIGNATION TYPE field is set to 1h (i.e., logical unit designation descriptor), and the cente

ne DESIGNATION DESCRIPTOR field in which a logical unit name (see SAM-5) is indicated)dos

natch the addressed logical unit;

e DESIGNATION TYPE field is set to 2h (MAM attribute descriptor) and either of the following are

) the ATTRIBUTE IDENTIFIER field in the DESIGNATION DESCRIPTOR field is set to any value othe
0401h (i.e., MEDIUM SERIAL NUMBER); or

Y 5 o~ o~

accessible via the addressed logical unit;

the CAPABILITY EXPIRATION TIME field is set to a non-zero value and_the value in the CAPA
HXPIRATION TIME field is less than (i.e., prior to) the current time in\the clock CbCS paramete
§.13.6.7.15);

¢bCS parameter (see 5.13.6.7.15); or

descriptor is not allowed by the PERMISSIONS BIT MASKfield (see 5.13.6.7.14).

the KEY VERSION field specifies an invalid working key as follows:
A) the command jswhot a SECURITY PROTOCOL IN command (see 6.40) or a SECU
PROTOCOL OUT command (see 6.41) with the SECURITY PROTOCOL field set to 07h (i.e., d
and the SECURITY PROTOCOL SPECIFIC field set to a value that is greater than CFFFh (i.e., th
VERSION-field is ignored for these commands);

B) the perslogical unit working key (see 5.13.6.7.11), if any, specified by the KEY VERSION fi
invalid (see 5.13.6.7.11.2); and

@) thetarget-wide working key (see 5.13.6.7.11), if any, specified by the KEY VERSION field is i

nts of
s not

true:
than

B) the DESIGNATION DESCRIPTOR field contents do not match the MAM attribute of the volume that is

BILITY
(see

s tag

nsion

shall

ment
[ (see

RITY
bCS)
e KEY
eld is

hvalid

(see 5.13.6.7.11.2);

or
the INTEGRITY CHECK VALUE ALGORITHM field is set to a value that is:

A) not one of those that table 105 (see 5.13.8) lists as being an integrity checking (i.e., AUTH)

algorithm;
B) is AUTH_COMBINED; or
C) is a value that the enforcement manager does not support (see 7.7.4.3.3).
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If no integrity checking configuration errors are found in the CbCS capability descriptor, the enforcement
manager shall:

1) compute the CbCS capability key for the CbCS capability descriptor as described in 5.13.6.7.12.3;
and

2) compute the expected contents of CbCS extension descriptor INTEGRITY CHECK VALUE field (see
5.13.6.7.16), using the following inputs:
A) the integrity check value algorithm specified by the INTEGRITY CHECK VALUE ALGORITHM field (see

6.26.2.3) in the CbCS capability descriptor; and

B) the following inputs to this integrity check value algorithm:

a) all the bytes in the security token (see 5.13.6.7.10) for the |_T nexus on which the command
Was Teceived a5 the string forwhich theintegrity check vatueisto becomputed;amd

b) the CbCS capability key computed in step 1) as the cryptographic key.

The enfofcement manager shall fail the validation if the contents of CbCS extension descriptor INTEGRITY
CHECK VALUE field do not match the computed expected contents of CbCS extension degseriptor INTEGRITY
CHECK VALUE field.

5.13.6.7.14 Association between commands and permission bits

The PERMISSIONS BIT MASK field in the CbCS capability (see 6.26.2.3) specifies\which commands are allowed
by the CbhCS capability. When processing commands with the CbCS extension, the enforcement mahager
shall verify that the bits applicable to the encapsulated SCSI command_are all set to one in the PERMISEIONS
BIT MASK field before processing the command. The associations between commands and permission bits are
defined in table 90 and table 91 for commands defined in this standard.

Table 90 — Associations between commands and permissions (part 1 of 3)

PERMISSIONS BIT MASK bits 2

DATA | DATA | PARM | PARM | SEC
Command READ | WRITE | READ | WRITE | MGMT | RESRV | MGMT
ACCESS CONTROL IN never allow °
ACCESS CONTROL OUT never allow P
CHANGE ALIASES always allow ©
COPY DPERATION ABORT never allow P
EXTENDED COPY/(LID4) never allow P
EXTENDED COPY(LID1) never allow P
INQUIRY always allow ©
LOG SELECT 1
LOG SENSE 1
MANAGEMENT PROTOCOL IN 1
MANAGEMENT PROTOCOLC OUT 1

@ The command in the cDB field of the extended CDB (see 4.2.4) that contains the CbCS extension
descriptor shall be allowed only if all of the bits marked with a 1 in the row for that command are set

in the PERMISSIONS BIT MASK field of the CbCS capability in the CbCS extension descriptor. The
permissions bits represented by the empty cells in a row are ignored.

If the CBCS bit is set to one in the Extended INQUIRY Data VPD page (see 7.8.7), this command shall
never be allowed.

This command shall always be allowed regardless of whether the CbCS extension descriptor is present
and if the CbCS extension descriptor is present regardless of the value in the PERMISSIONS BIT MASK
field.
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Table 90 — Associations between commands and permissions (part 2 of 3)

Command

PERMISSIONS BIT MASK bits 2

PARM
WRITE

SEC
MGMT

DATA
READ

DATA
WRITE

PARM

READ RESRV

MGMT

MODE SELECT(6)

1

MODE SELECT(10)

1

MODE SENSE(6)

MODE SENSE(10)

PERSISTENT RESERVE IN

PERSI$TENT RESERVE OUT

READ ATTRIBUTE 1
READ BUFFER 1

READ MEDIA SERIAL NUMBER 1

RECEIYE COPY DATA(LID4) always allow ©

RECEIVE COPY DATA(LID1) never allow °

RECEIYE COPY OPERATING PARAMETERS || never allow P

RECEIYE COPY FAILURE DETAILS(LID1) never allow °

RECEIYE COPY STATUS(LID4) always allow ©

RECEIYE COPY STATUS(LID1) never allow®

RECEIYE ROD TOKEN INFORMATION always aflow ©

RECEIVE CREDENTIAL always allow ©

RECEIVE DIAGNOSTIC RESULTS | 1 | | |
REMOVYE |_T NEXUS never allow P

REPORT ALIASES always allow ©

REPORT ALL ROD TOKENS

always allow ©

REPORT IDENTIFYING INFORMATION

I

REPORT LUNS

always allow ©

REPORT PRIORITY

I T

REPORT SUPPORTED.OPERATION CODES

always allow ©

REPORT SUPPORTED TASK MANAGEMENT
FUNCT|IONS

always allow ©

REPORT TARGET PORT GROUPS

always allow ©

REPORT\MMESTAMP

| [+ ] [ |

never be allowed.

field.

@ The command in the cDB field of the extended CDB (see 4.2.4) that contains the CbCS extension
descriptor shall be allowed only if all of the bits marked with a 1 in the row for that command are set
in the PERMISSIONS BIT MASK field of the CbCS capability in the CbCS extension descriptor. The
permissions bits represented by the empty cells in a row are ignored.

b If the CBCS bit is set to one in the Extended INQUIRY Data VPD page (see 7.8.7), this command shall

¢ This command shall always be allowed regardless of whether the CbCS extension descriptor is present
and if the CbCS extension descriptor is present regardless of the value in the PERMISSIONS BIT MASK
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Table 90 — Associations between commands and permissions (part 3 of 3)

PERMISSIONS BIT MASK bits 2

PARM
READ

PARM
WRITE

SEC
MGMT

DATA
READ

DATA

WRITE RESRV | MGMT

Command

REQUEST SENSE 1
SECURITY PROTOCOL IN
SECURITY PROTOCOL OUT
SEND DIAGNOSTIC

SET IDENTIFYING INFORMATION
SET PRIORITY

SET TARGET PORT GROUPS
SET TIMESTAMP

TEST YNIT READY
WRITE[ATTRIBUTE 1
WRITE[BUFFER 1

@ The|command in the cDB field of the extended CDB (see 4.2.4) that contains the CbCS extension
des¢riptor shall be allowed only if all of the bits marked with a 1 ind¢herow for that command are set
in the PERMISSIONS BIT MASK field of the CbCS capability in the GbCS extension descriptor. The
perrpissions bits represented by the empty cells in a row are ignored.

b | the cBCS bit is set to one in the Extended INQUIRY Data VPD page (see 7.8.7), this command shall
never be allowed.

¢ Thid command shall always be allowed regardless of whether the CbCS extension descriptor is present
and|if the CbCS extension descriptor is present regardless of the value in the PERMISSIONS BIT MAS
field.

see table 91

see table 91

S Al

always allow ©

The usape of the PERMISSIONS BIT MASK field for the SECURITY PROTOCOL IN command and the
SECURITY PROTOCOL OUT command depend on the following characteristics as shown in table 91:

a) the contents of the SECURITY.RROTOCOL field; and
b) the contents of the SECURITY,PROTOCOL SPECIFIC field.

Table 91 — Associations between security protocol commands and permissions

SECURITY
SECURITY | PROTOCOL
PROTOCOL | SPECIFIC
Command field field Description
SECURITRY- PROTOCOL IN 00h any Always allowed regardless of whether the CblCS
SECURITY-PROTOCOLIN o7H . extension descriptor is present and if the ChCS
003Fh extension descriptor is present regardless of the
value in the PERMISSIONS BIT MASK field
SECURITY PROTOCOL IN 07h 0040h to | Allowed only if the CbCS extension descriptor
FFFFh s present and the SEC MGMT bit is set to one in
SECURITY PROTOCOL OUT any any the PERMISSIONS BIT MASK field

Command standards may describe the associations between commands and permission bits for the
commands that they define. The processing requirements for those associations are the same as those
described in this standard.
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15 CbCS parameters

15.1 Overview

CbCS parameters:

a) provide the CbCS Management Application Client class (see 5.13.6.7.4) with a means to control the
operation of the Enforcement Manager class (see 5.13.6.7.7);
b) allow the Secure CDB Processor class (see 5.13.6.7.6) to receive security tokens and other CbCS

nformation from the Enforcement Manager class; and

c) allow any application client to receive basic operational CbCS information from the Enforcement

tamager ctass:.

CbCS parameters that are not changeable indicate which CbCS features and algorithms are supported. An

applicatign client may retrieve the unchangeable CbCS parameters by using the SECURITY RROTOC

comman

to return the Unchangeable CbCS Parameters CbCS page (see 7.7.4.3.3).

DL IN

The CbC[S parameters with values that change in response to various conditions are simmarized in table 92.

Table 92 — Summary of changeable CbCS parameters (part.1 of 2)

Data Capability

Parame¢ter Support | Applicable CbCS page direction | protection | Refererjce
CbCS parameters that are updated automaticallx\t};ged on |_T nexus
Security token See @ Security Token ’ In ‘ None 7.7.4.314
CbCS parameters that provide initial values fo@sagmically created logical units 9

Initial mMinimum ) Current CbCS Parameters In Working key | 7.7.4.315
Optional — -

CbCS method Set Minimum CbGS Method © Out | Working key | 7.7.4.5|2

Initial pplicy ) Current CbCS Parameters In Working key | 7.7.4.3]5
Optional X q X

access|tag Set Policy.Access Tag Out Working key | 7.7.4.5{1

CIfa

kno

d)fa
unit

@ Marjdatory if the CAPKEY CbCS method (see 5.13.6.7.8.3) is supported.

b scsl target devices that do not dynamically create logical units may not implement these CbCS
pargmeters. Retrieving and setting these CbCS parameters is possible only if the SECURITY
PRQTOCOL well known logical’unit (see 8.5) is implemented. SCSI target devices that dynamically
credte logical units but do'not implement the SECURITY PROTOCOL well known logical unit shall
proVide a means outside)the scope of this standard for managing the values of these CbCS param¢

logig¢al unit, then‘the initial Minimum CbCS Method CbCS parameter is changed. If a Set Minimum
Cb(dS Method-E€bCS page is processed by any logical unit other than the SECURITY PROTOCOL

Set Minimum CbCS Method CbCS page is processed by the SECURITY PROTOCOL well kno

vn logical-unit, then the minimum CbCS method CbCS parameter for that logical unit is changs
5et Rolicy Access Tag CbCS page is processed by the SECURITY PROTOCOL well known log

ters.
vn

well
d.

ical
S

then the initial policy access tag CbCS parameter is changed. If a Set Policy Access Tag CbC

page is processed by any logical unit other than the SECURITY PROTOCOL well known logical unit,
then the policy access tag CbCS parameter for that logical unit is changed.
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Table 92 — Summary of changeable CbCS parameters (part 2 of 2)

Data Capability

b scq
para
PR(
creq
proy

¢ Ifa
logid
Cb(Q
kno

difa
unit
pag
ther

Parameter Support | Applicable CbCS page direction | protection | Reference
CbCS parameters that affect the CbCS enforcement manager processing

Minimum CbCS Mandatory Current CbCS Parameters In Working key | 7.7.4.3.5

method Set Minimum CbCS Method © Out | Working key | 7.7.4.5.2

Policy Access Mandatory Current CbCS Parameters In Working key | 7.7.4.3.5

Tag Set Policy Access Tag ¢ Out | Working key | 7.7.4.5.1

Clock Mandatory | Current CbCS Parameters In Working key | 7.7.4)3]5

CbCS $hared

zﬁﬁe%rse;:bcs See @ |see5.13.6.7.11

identifigrs

8 Mardatory if the CAPKEY CbCS method (see 5.13.6.7.8.3) is supported.

| target devices that do not dynamically create logical units may not implement these CbCS
meters. Retrieving and setting these CbCS parameters is possible only jif the SECURITY

TOCOL well known logical unit (see 8.5) is implemented. SCSI target’devices that dynamically
te logical units but do not implement the SECURITY PROTOCQL ‘well known logical unit shall
ide a means outside the scope of this standard for managingth@values of these CbCS parame
Set Minimum CbCS Method CbCS page is processed by thee SECURITY PROTOCOL well kno
al unit, then the initial Minimum CbCS Method CbCS parameter is changed. If a Set Minimum
S Method CbCS page is processed by any logical unit other than the SECURITY PROTOCOL
vn logical unit, then the minimum CbCS method CbES parameter for that logical unit is changg
Bet Policy Access Tag CbCS page is processed-by the SECURITY PROTOCOL well known log
then the initial policy access tag CbCS parameter is changed. If a Set Policy Access Tag CbC
b is processed by any logical unit other than.the SECURITY PROTOCOL well known logical un
the policy access tag CbCS parameter.for that logical unit is changed.

ters.
vn

well
d.
ical

N

S
it,

The secu

The minimum CbCS method parametérindicates the minimum allowable CbCS method (see 5.13.6.7.8)

used in
minimum
parametgq

The polic
(see 6.26
parametgq
units.

rity token CbCS parameter is deseribed in 5.13.6.7.10.

apabilities (see 6.26.2.3))processed by an enforcement manager (see 5.13.6.7.7). The
CbCS method CbCS parameter provides an initial value for the minimum CbCS method
r for dynamically created logical units.

y access tag parameter indicates the allowable contents of the POLICY ACCESS TAG field in capal]
.2.3) processed by an enforcement manager (see 5.13.6.7.7). The initial policy access tag (
r providés)an initial value for the policy access tag CbCS parameter for dynamically created |

to be
nitial
CbCS

ilities
CbCS
bgical

The cloc

K EbCS parameter indicates the time used by the enforcement manager (see 5.13.6.7.7)

Wwhen

evaluating the contents of the CAPABILITY EXPIRATION TIME field in a capability (see 6.26.2.3). The clock CbCS
parameter is the timestamp (see 5.2) and its value is managed using the same mechanisms that are used to
manage a timestamp.

The CbCS shared keys and CbCS shared key identifiers are described in 5.13.6.7.11.
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5.13.6.7.16 CbCS extension descriptor format

The CbCS extension descriptor (see table 93) allows the capability-based command security technique (see
5.13.6.7) to be used with a SCSI command via the parameters defined in this subclause. Support for the
CbCS extension descriptor is mandatory if the CBCS bit is set to one in the Extended INQUIRY Data VPD page
(see 7.8.7). If an extended CDB (see 4.2.4) includes a CbCS extension descriptor, the CDB field may contain
any CDB defined in this standard or any command standard.

Table 93 — CbCS extension descriptor format

Bit
Byte 7 6 5 4 3 2 1 0
0 EXTENSION TYPE (40h)
1
2 Reserved
3
4
CbCS capability descriptor (see 6.26:2.3)
75
76 (MSB)
INTEGRITY CHECK VALUE
139 (LSB)
The EXTENSION TYPE field is defined in 4.2.4.2 and shall be set as shown in table 93 for the CbCS extension
descriptoy.
The CbC capability descriptor is defined in 6.26.2.3.
The contents of INTEGRITY CHECK VALUE field depend on the contents of the cBCcs METHOD field in the CbCS
capability descriptor as follows:
a) ifthe cBcs METHOD field is not set\to CAPKEY or a vendor specific value (see table 267 in 6.26.2.3),
then the INTEGRITY CHECK VALUE field is reserved;
b) iff the cBcs METHOD field is set to a vendor specific value, then the contents of the INTEGRITY GHECK
MALUE field are vendor specific; or
c) ifthe cBcs METHOD field‘is set to CAPKEY, then the INTEGRITY CHECK VALUE field contains an integrity

heck value thatis.computed using the integrity check value algorithm specified by the INTE
HECK VALUE ALGORITHM field in the CbCS capability descriptor (see 6.26.2.3) and the following i
b the integrity~check value algorithm:

being:sent as the string for which the integrity check value is to be computed; and
) Ahe)CbCS capability key from the credential (see 5.13.6.7.12) in which the CbCS cap

GRITY
nputs

) all the"bytes in the security token (see 5.13.6.7.10) for the |_T nexus on which the command is

bbility

déscriptor was received by the secure CDB originator as the cryptographic key.

The enforcement manager shall validate the CbCS capability descriptor and the INTEGRITY CHECK VALUE field
as described in 5.13.6.7.13.2.
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5.13.7 ESP-SCSI encapsulations for parameter data
5.13.7.1 Overview

Subclause 5.13.7 defines a method for transferring encrypted and/or integrity checked parameter data in
Data-In Buffers, Data-Out Buffers, variable length CDBs (see 4.2.3), and extended CDBs (see 4.2.4). This
method is based on the Encapsulating Security Payload (see RFC 4303) standard developed by the IETF.

NOTE 22 - Because of the constrained usage of ESP-SCSI parameter data in Data-In Buffers and/or
Data-Out Buffers, the method defined in this standard differs from the one found in RFC 4303.

5.13.7.2 ESP-SEStrequired-inputs

Prior to Jsing the ESP-SCSI descriptors defined in 5.13.7, an SA shall be created (see 5.13.2(3) with SA
parametdrs that conform to the requirements defined in 5.13.2.2 and to the following:

a) the USAGE_TYPE SA parameter shall be set to a value for which ESP-SCSI usage'is defined in| table
75 (see 5.13.2.2);

b) the USAGE_DATA SA parameter shall contain at least the following:
A) the algorithm identifier and key length for the encryption algorithm (e.g».the ALGORITHM IDENJIFIER

field and KEY LENGTH field from the ENCR IKEv2-SCSI cryptographic algorithm descriptof (see
7.7.3.6.2) in the IKEv2-SCSI SAUT Cryptographic Algorithms payload (see 7.7.3.5.14) negotiated
by an IKEv2-SCSI SA creation protocol (see 5.13.4)); and
B) the algorithm identifier for the integrity algorithm (e.g., the’ALGORITHM IDENTIFIER field from the
INTEG IKEv2-SCSI cryptographic algorithm descriptor (see 7.7.3.6.4) in the IKEv2-SCSI $AUT
Cryptographic Algorithms payload (see 7.7.3.5.14) negotiated by an IKEv2-SCSI| SA crgation
protocol (see 5.13.4));

gnd

c) the KEYMAT SA parameter shall consist of the shared keys described in 5.13.4.8.6.

ESP-SCS$I uses the following additional informatignderived from the contents of the USAGE_DATA SA
parametdqr:
a) the encryption algorithm identifier shall indicate:

A) the absence of encryption by*being set to ENCR_NULL (see table 105 in 5.13.8);

B) the size of the initialization-Vector, if any (e.g., as shown in table 549 (see 7.7.3.6.2));

@) the size of the salt bytes)if any (e.g., as shown in table 549 (see 7.7.3.6.2)); and

[}) for combined mode éencryption algorithms, the size of the integrity check value (i.e
algorithm's MAC dength as shown in table 549 (see 7.7.3.6.2));

nd

ne integrity algorithm identifier shall indicate:

) the use ofia.combined mode encryption algorithm being set to AUTH_COMBINED (see table 105
in 5.13:8); and

B) for.nen-combined mode encryption algorithms, the size of the integrity check value (e.g., as

shown in table 553 (see 7.7.3.6.4)).

, the

Q

b)

N —+

Each shared key in KEYMAT shall be derived from the KDF generated bits in the order shown in 5.13.4.8.6.
The size of each of the shared keys in KEYMAT is determined by the negotiated encryption algorithm and
integrity algorithm as described in 5.13.4.4.
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5.13.7.3 ESP-SCSI data format before encryption and after decryption

Before data bytes are encrypted and after they are decrypted, they have the format shown in table 94.

Table 94 — ESP-SCSI data format before encryption and after decryption

Bit
Byte 7 6 5 4 3 2 1 0

0

UNENCRYPTED BYTES

p-1
P

PADDING BYTES

j1
i PAD LENGTH (j-p)

j+1 MUST BE ZERO

The UNEmCRYPTED BYTES field contains the bytes that are to be protected via encryption or that have

decrypted.

Before encryption, the PADDING BYTES field contains zero to 255 bytes. The.number of padding bytes is:

a)
b)
The con

a)
b)

defined by the encryption algorithm; or
ne number required to cause the length of all bytes frior to encryption (i.e., j+2) to be a
hultiple of the alignment (see table 549 in 7.7.3.6.2) for.the encryption algorithm being used.

-5

tents of the padding bytes are:

defined by the encryption algorithm; or
f the encryption algorithm does not define the padding bytes contents, a series of one byte

o < =

yte, 02h in the second padding byte, etc.).

If the engryption algorithm does not.place requirements on the contents of the padding bytes optio

option b

)), then after decryption the gontents of the padding bytes shall be verified to match the series

byte bingry values described in ‘this subclause. If this verification is not successful in a device serv
device server shall terminate-the command with CHECK CONDITION status, with the sense key

ILLEGA

toone, a

LIREQUEST, theadditional sense code set to INVALID FIELD IN PARAMETER LIST, the sksv

If this verffication is met-successful in an application client, the decrypted data should be ignored.

The PAD LENGTIH:field is set to the number of bytes in the PADDING BYTES field.

The mMusT

been

whole

inary

alues starting at one and incrementing-by one in each successive byte (i.e., 01h in the first padding

(i.e.,
f one
r, the
et to
it set

nd SENSE KEY SPECIFIC field set to indicate the last byte in the encrypted data as defined in 4.5..4.2.

BE'ZERO field is set to zero. After decryption, the contents of the MUST BE ZERO field shall be verified

to be zero. If this verification is not successful in a device server, the device server shall terminate the
command with CHECK CONDITION status, with the sense key set to ILLEGAL REQUEST, the additional
sense code set to INVALID FIELD IN PARAMETER LIST, the sKsV bit set to one, and SENSE KEY SPECIFIC field
set to indicate the last byte in the encrypted data as defined in 4.5.2.4.2. If this verification is not successful in
an application client, the decrypted data should be ignored.
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5.13.7.4 ESP-SCSI outbound data descriptors

5.13.7.4.1 Overview

If ESP-SCSI is used in a variable length CDB (see 4.2.3), an extended CDB (see 4.2.4), or parameter list data
that appears in a Data-Out Buffer, then the parameter list data contains one or more descriptors selected
based on the criteria shown in table 95.

Table 95 — ESP-SCSI outbound data descriptors

External Initialization
deseriptor veetor
Descriptor name length @ present b Reference
No No 5.13.7.4.2.1
ESP-SCSI CDB
No Yes 5.13.7.4.2.2
No No 5.13.7.42A1
ESP-SCSI Data-Out Buffer
No Yes 5.1377.4:2.2
ESP-SCSI Data-Out Buf- Yes No 5.18.7.4.3.1
fer without length Yes Yes 5.13.7.4.3.2
@ Yes means the data format defined for the Data-Out Buffer parameter data
includes a length for the ESP-SCSI descriptor.
b See the USAGE_DATA SA parameter descriptioh'in 5.13.7.2 for more
information about the initialization vector.
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5.13.7.4.2 ESP-SCSI CDBs or Data-Out Buffer parameter lists including a descriptor length

5.13.7.4.2.1 Initialization vector absent

If the USAGE_DATA SA parameter (see 5.13.7.2) indicates an encryption algorithm whose initialization vector
size is zero, then the variable length CDB (see 4.2.3), extended CDB (see 4.2.4), or Data-Out Buffer

parameter list descriptor shown in table 96 contains the ESP-SCSI data.

Table 96 — ESP-SCSI CDBs or Data-Out Buffer parameter list descriptor without initialization vector

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
DESCRIPTOR LENGTH (n-1)
1 (LSB)
2
Reserved

3

4 (MSB)

DS_SAl

7 (LSB)

8 (MSB)

LX X} DS_SQN

15 (LSB)

16

ENCRYPTED OR AUTHENTICATED DATA

i-1

i (MSB)

INTEGRITY CHECK VALUE

n (LSB)
The DESGRIPTOR LENGTH field specifies the~number of bytes that follow in the ESP-SCSI CDB or ESP{SCSI
Data-Out|Buffer parameter list descriptor.
The Ds_4dAl field is set to the valuelinithe DS_SAI SA parameter (see 5.13.2.2) for the SA that is being uged to
prepare the ESP-SCSI CDB or ESP-SCSI Data-Out Buffer parameter list descriptor. If the DS_SAI value is
not known to the device server, the device server shall terminate the command with CHECK CONDITION
status, wjth the sense key set to ILLEGAL REQUEST, the additional sense code set to INVALID FIELD IN
PARAMHTER LIST, the'sKSV bit set to one, and SENSE KEY SPECIFIC field set as defined in 4.5.2.4.2.
The Ds_gaN field (should be set to one plus the value in the application client's DS_SQN SA parameter (see
5.13.2.2) for the*SA that is being used to prepare the ESP-SCSI CDB or ESP-SCSI Data-Out Buffer
parametqr list'descriptor. Before sending the ESP-SCSI CDB or ESP-SCSI Data-Out Buffer parameter ligt, the
applicatiqn elient should copy the contents of the bDS_saN field to its DS_SQN SA parameter.

The device server shall terminate the command with CHECK CONDITION status, with the sense key set to
ILLEGAL REQUEST, the additional sense code set to INVALID FIELD IN PARAMETER LIST, the sksv bit set
to one, and SENSE KEY SPECIFIC field set as defined in 4.5.2.4.2 if any of the following conditions occur:

a) the Ds_saN field is set to zero;

b) the value in the DS_saN field is less than or equal to the value in the device server’'s DS_SQN SA
parameter; or

c) the value in the DS_saN field is greater than 32 plus the value in the device server's DS_SQN SA
parameter.
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If the DS_SQN SA parameter is equal to FFFF FFFF FFFF FFFFh, the device server shall delete the SA.

The INITIALIZATION VECTOR field, if any, contains a value that is used as an input into the encryption algorithm
and/or integrity algorithm specified by the SA specified by the Ds_SAl field. The INITIALIZATION VECTOR field is
not encrypted. The encryption algorithm and/or integrity algorithm may define additional requirements for the
INITIALIZATION VECTOR field.

The ENCRYPTED OR AUTHENTICATED DATA field contains:

a)

b)

If the integrity algorithm for the SA specified by the Ds_sal field is AUTH_COMBINED. (see 5.13.7.2), the
AAD inpyt to the encryption algorithm is composed of the following concatenated bytes:

1)
2)

The INTEGRITY CHECK VALUE field contains a value that is computed as.follows:

a)

b)

Upon regeipt of ESP-SCSI CDB, or ESP-SCSI Data-Out Buffer parameter data, the device server
computelan integrity check value for the ESP-SCSI CDB or ESP-SCSI Data-Out Buffer parameter da
specified| by the algorithms.specified by the SA specified by the Ds_sAl field using the inputs shown i
subclause. If the computed‘integrity check value does not match the value in the INTEGRITY CHECK VALUH
the devide server shall:terminate the command with CHECK CONDITION status, with the sense key
REQUEST, the additional sense code set to INVALID FIELD IN PARAMETER LIST, the sksvV bit set
to one, and SENSE.KEY SPECIFIC field set as defined in 4.5.2.4.2.

ILLEGAL

If the colnmand is not terminated due to a sequence number error or a mismatch between the com

if an encryption algorithm for the SA specified by the Ds_sal field is not ENCR_NULL, encrypted data

bytes for the following:

I thebytes mthe UNENCRYPTED BYTES fiefd (See 5. 13.7-3);
2) the bytes in the PADDING BYTES field (see 5.13.7.3);

J) the byte that is the PAD LENGTH field (see 5.13.7.3); and
4) the byte that is the MUST BE ZERO field (see 5.13.7.3);

ar
dtherwise, the unencrypted data bytes.

—

e bytes in the DS_sAl field; and
he bytes in the DS_SaN field.

—

iff the integrity algorithm is not AUTH_COMBINED, the jintegrity check value is computed usir]

pecified integrity algorithm with the following congaténated bytes as inputs:

) the bytes in the DS_saAl field;

) the bytes in the DS_SaN field;

) the bytes in the INITIALIZATION VECTOR figld, if any; and

) the bytes in the ENCRYPTED OR AUTHENTICATED DATA field after encryption, if any, has
performed;

S
1
2
3
4

dr
iff the integrity algorithm is AUTH "COMBINED, the integrity check value is computed as an add
utput of the specified encryption algorithm.

o =

n the

g the

been

tional

shall
ta as
h this
field,
et to

buted

integrity check value and the contents of the INTEGRITY CHECK VALUE field, then the device server shall copy
the contents of the received DS_saN field to its DS_SQN SA parameter.
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5.13.7.4.2.2 Initialization vector present

If the USAGE_DATA SA parameter indicates an encryption algorithm whose initialization vector size (i.e., s) is
greater than zero, then the variable length CDB (see 4.2.3), extended CDB (see 4.2.4), or Data-Out Buffer
parameter data descriptor shown in table 97 contains the ESP-SCSI data.

Table 97 — ESP-SCSI CDBs or Data-Out Buffer full parameter list descriptor

Bit

Byte 7 6 5 4 3 2 1 0

0 (MSB)

DESCRIPTOR LENGTH (n-T)
1 (LSB)
2
Reserved

3

4 (MSB)

DS_SAl

7 (LSB)

8 (MSB)

LX X} DS_SQN

15 (LSB)

16 (MSB)

INITIALIZATION VECTOR
16+s-1 (LSB)
16+s

ENCRYPTEDR OR AUTHENTICATED DATA

i-1

i (MSB)

INTEGRITY CHECK VALUE

n (LSB)

The DESCRIPTOR LENGTH field, DS_sAdfield, DS_sSaN field, ENCRYPTED OR AUTHENTICATED DATA field, and
INTEGRITY CHECK VALUE field are defined in 5.13.7.4.2.1.



https://iecnorm.com/api/?name=3b23ace84458f8212465ae8ab35722e0

ISO/IEC 14776-454:2018 © ISO/IEC 2018 - 253 -

5.13.7.4.3 ESP-SCSI Data-Out Buffer parameter lists for externally specified descriptor length
5.13.7.4.3.1 Initialization vector absent

If the USAGE_DATA SA parameter (see 5.13.7.2) indicates an encryption algorithm whose initialization vector
size is zero and the length of the ESP-SCSI Data-Out Buffer parameter list descriptor is specified in the same
parameter list that contains the descriptor, then the Data-Out Buffer parameter list descriptor shown in table

98 contains the ESP-SCSI data.

Table 98 — ESP-SCSI Data-Out Buffer parameter list descriptor without length and initialization vector

Bit
Byte

7 6 5 4 3 2 1 0

oo Reserved

4 (MSB)

DS_SAl
7 (LSB)
8 (MSB)

DS_SQN
15 (LSH)

b ENCRYPTED OR AUTHENTICATED DATA

i (MSB)
X INTEGRITY CHECK VALUE
o (LSH)

The Ds_dAl field, DS_SaN field, ENCRYPTED ORAUTHENTICATED DATA field, and INTEGRITY CHECK VALUE fie|d are
defined in 5.13.7.4.2.1.
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5.13.7.4.3.2 Initialization vector present

If the USAGE_DATA SA parameter indicates an encryption algorithm whose initialization vector size (i.e., s) is
greater than zero and the length of the ESP-SCSI Data-Out Buffer parameter list descriptor is specified in the
same parameter list that contains the descriptor, then the Data-Out Buffer parameter list descriptor shown in
table 99 contains the ESP-SCSI data.

Table 99 — ESP-SCSI Data-Out Buffer parameter list descriptor without length

Bit
Byte 7 6 5 4 3 2 1 0
0
oo Reserved
3
4 (MSB)
DS_SAl
7 (LSB)
8 (MSB)
DS_SQN
15 (LSB)
16 (MSB)
INITIALIZATION VECTOR
16+s-1 (LSB)
16+s
ENCRYPTED, QR‘AUTHENTICATED DATA
i-1
i (MSB)
INTEGRITY CHECK VALUE
n (LSB)
The Ds_$Al field, DS_SQN field, INITIALIZATION VECTOR field, ENCRYPTED OR AUTHENTICATED DATA field, and
INTEGRITY CHECK VALUE field are definedtin 5.13.7.4.2.1.
5.13.7.5 ESP-SCSI Data-In Buffer parameter data descriptors
5.13.7.5.1 Overview
A device [server shall.transfer ESP-SCSI parameter data descriptors in a Data-In Buffer only in responsg to a
request that spegifies an SA using the AC_SAIl SA parameter and DS_SAI SA parameter values| (see
5.13.2.2)| If the.specified combination of AC_SAIl and DS_SAI values in a command that requests the transfer
of ESP-§CSI parameter data descriptors is not known to the device server, then the device server|shall
terminatq the.command with CHECK CONDITION status, with the sense key set to ILLEGAL REQUES]T, the
additional SEnse code set 1o INVALID FIELD IN PARAMETER LIST or to INVALID FIECD IN'CTDB; The SKsV bit

set to one, and SENSE KEY SPECIFIC field set as defined in 4.5.2.4.2.
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If ESP-SCSI is used in parameter data which appears in a Data-In Buffer, the parameter data contains one or
more descriptors selected based on the criteria shown in table 100.

Table 100 — ESP-SCSI Data-In Buffer parameter data descriptors

External Initialization
descriptor vector
Descriptor name length @ present b Reference
No No 5.13.7.5.2.1
ESP-SCSI Data-In Buffer
No Yes 5.13.7.5.2.2
ESP-SCSI Data-In Buffer Yes No 5.13.7.5.3.1
without length Yes Yes 5.13.7.5.3.2

@ Yes means the data format defined for the Data-Out Buffer parameter data
includes a length for the ESP-SCSI descriptor.

b See the USAGE_DATA SA parameter description in 5.13.7.2 for more
information about the initialization vector.

If ESP-SCSI parameter data descriptors are used in a Data-In Buffer, then the outbound data (see 5.18.7.4)
should influde at least one ESP-SCSI descriptor using the same SA.

5.13.7.5.2 ESP-SCSI Data-In Buffer parameter data including a descriptor length
5.13.7.5.2.1 Initialization vector absent

If the USAGE_DATA SA parameter (see 5.13.7.2) indicates an encryption algorithm whose initialization yector
size is zgro, then the Data-In Buffer parameter data descriptor shown in table 101 contains the ESP{SCSI

data.

Table 101 — ESP-SCSI Data-In Buffer parameter data descriptor without initialization vector

Bit
Byte 7 6 5 4 3 2 1 0
0 MSB
( ) DESCRIPTOR LENGTH (n-1)
1 (LSB)
2
Reserved

3

4 (MSB)
AC_SAI

7 (LSB)
8 (MSB)

15 - (LSB)
16
ENCRYPTED OR AUTHENTICATED DATA

i-1

i (MSB)
INTEGRITY CHECK VALUE

n (LSB)
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The DESCRIPTOR LENGTH field specifies the number of bytes that follow in the ESP-SCSI Data-In Buffer
parameter data descriptor.

The AC_saAl field is set to the value in the AC_SAI SA parameter (see 5.13.2.2) for the SA that is being used to
prepare the ESP-SCSI Data-In Buffer parameter data descriptor. If the AC_SAI value is not known to the
application client, the ESP-SCSI data-in parameter data descriptor should be ignored.

The AC_saN field is set to one plus the value in the device server’'s AC_SQN SA parameter (see 5.13.2.2) for
the SA that is being used to prepare the ESP-SCSI data-on buffer parameter data descriptor. Before sending
the ESP-SCSI Data-Out Buffer parameter list as part of a command that completes with GOOD status, the
device server shall copy the contents of the AC_saN field to its AC_SQN SA parameter. The device server

shall notﬁmwmrmmmm
AC_SAI field and AC_SQN field.

If the AC|
the Data-

The appl
occur:

a) t
b) t

A
c) t
A
The INITIA
and/or in

not encry
INITIALIZA

The ENCH

a) ff
b
1

2
3
4
Q
b) g

If the intg
AAD inpy

| SQN SA parameter is equal to FFFF FFFF FFFF FFFFh, the device server shall delete the SA
In Buffer parameter data containing that value is sent.

cation client should ignore the ESP-SCSI data-in parameter data descriptor'if-any of the foll

e AC_SQN field is set to zero;

ne value in the AC_saN field is less than or equal to the value in thé.application client's AC_SQ
arameter; or

ne value in the AC_saN field is greater than 32 plus the value.in-the application client's AC_SQ
arameter.

LIZATION VECTOR field, if any, contains a value that is\used as an input into the encryption algg
egrity algorithm specified by the SA specified by.thé Ac_sAl field. The INITIALIZATION VECTOR fi
pted. The encryption algorithm and/or integrity.algorithm may define additional requirements f
FION VECTOR field.

YPTED OR AUTHENTICATED DATA field contains:

an encryption algorithm for the SA Specified by the ACc_saAl field is not ENCR_NULL, encrypted
ytes for the following:

) the bytes in the UNENCRYRTED BYTES field (see 5.13.7.3);

) the bytes in the PADDING,BYTES field (see 5.13.7.3);

) the byte that is the, PAD LENGTH field (see 5.13.7.3); and

) the byte that is the-MUST BE zERO field (see 5.13.7.3);

r

therwise, the unencrypted data bytes.

grity algerithm for the SA specified by the AC_sAl field is AUTH_COMBINED (see 5.13.7.2), th¢
t to the-encryption algorithm is composed of the following concatenated bytes:

les in

after

bwing

N SA

N SA

rithm
eld is
Dr the

data

n the

1) t

ne.bytes in the AC_sAl field; and

2) the bytes in the AC_SsaN field;

The INTEGRITY CHECK VALUE field contains a value that is computed as follows:

a) if the integrity algorithm is not AUTH_COMBINED, the integrity check value is computed using the

S
1

pecified integrity algorithm with the following concatenated bytes as inputs:
) the bytes in the AC_saAl field;

2) the bytes in the AC_saN field;
3) the bytes in the INITIALIZATION VECTOR field, if any; and
4) the bytes in the ENCRYPTED OR AUTHENTICATED DATA field after encryption, if any, has

performed;

been
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or
b) if the integrity algorithms is AUTH_COMBINED, the integrity check value is computed as an
additional output of the specified encryption algorithm.

Upon receipt of ESP-SCSI Data-In Buffer parameter data, the application client should compute an integrity
check value for the ESP-SCSI parameter data as specified by the algorithms specified by the SA specified by
the AC_sAl field using the inputs shown in this subclause. If the computed integrity check value does not
match the value in the INTEGRITY CHECK VALUE field, the results returned by the command should be ignored.

The application client should copy the contents of the AC_saN field to its AC_SQN SA parameter if all of the

following occur:
a) the command completed with GOOD status;
b) the ESP-SCSI data-in parameter data descriptor was not ignored due to inconsistency préblemsg with
the AC_saN field; and
c) the computed integrity check value matched the contents of the INTEGRITY CHECK VALUE field.
5.13.7.5.2.2 Initialization vector present
If the USAGE_DATA SA parameter indicates an encryption algorithm whose initialization vector size (i.e/, s) is
greater than zero, then the Data-In Buffer parameter data descriptor shown in table 102 containjs the
ESP-SC$I data.
Table 102 — ESP-SCSI Data-In Buffer full parameter data descriptor
Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
DESCRIPTORILENGTH (n-1)
1 (LSB)
2
Reserved
3
4 (MSB)
AC_SAI
7 (LSB)
8 (MSB)
LX) AC_SQN
15 (LSB)
16 (MSB)
INITIALIZATION VECTOR
16+s-1 (LSB)
16+s
ENCRYPTED OR AUTHENTICATED DATA
i-1
i (MSB)
INTEGRITY CHECK VALUE
n (LSB)

The DESCRIPTOR LENGTH field, AC_SAl field, AC_sSaN field, ENCRYPTED OR AUTHENTICATED DATA field, and
INTEGRITY CHECK VALUE field are defined in 5.13.7.5.2.1.
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5.13.7.5.3 ESP-SCSI Data-In Buffer parameter data for externally specified descriptor length
5.13.7.5.3.1 Initialization vector absent

If the USAGE_DATA SA parameter (see 5.13.7.2) indicates an encryption algorithm whose initialization vector
size is zero and the length of the ESP-SCSI Data-In Buffer parameter data descriptor is specified in the same
parameter data that contains the descriptor, then the Data-In Buffer parameter data descriptor shown in table
103 contains the ESP-SCSI data.

Table 103 — ESP-SCSI Data-In Buffer parameter data descriptor without length and initialization

vector
Bit
Byte 7 6 5 4 3 2 1 0

0
oo Reserved

3

4 (MSB)
AC_SAl

7 (LSB)
8 (MSB)
LXK ] AC_SQN

15 (LSH)
16
ENCRYPTED OR AUTHENTICATED DATA
i-1

i (MSB)
INTEGRITY CHECK VALUE

n (LSB)

The Ac_dAl field, AC_SaN field, ENCRYPTED ©R AUTHENTICATED DATA field, and INTEGRITY CHECK VALUE fie|d are
defined in 5.13.7.5.2.1.
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5.13.7.5.3.2 Initialization vector present

If the USAGE_DATA SA parameter indicates an encryption algorithm whose initialization vector size (i.e., s) is
greater than zero and the length of the ESP-SCSI Data-In Buffer parameter data descriptor is specified in the
same parameter data that contains the descriptor, then the Data-In Buffer parameter data descriptor shown in
table 104 contains the ESP-SCSI data.

Table 104 — ESP-SCSI Data-In Buffer parameter data descriptor without length

Bit

Byte 7 6 5 4 3 2 1 0
0
i Reserved
3
4 (MSB)
AC_SAl
7 (LSB)
8 (MSB)
XX ] AC_SQN
15 (LSH)
16 (MSB)
INITIALIZATION VECTOR

16+s-1 (LSH)

16+s
ENCRYPTED.OR‘AUTHENTICATED DATA
i-1
i (MSB)
INTEGRITY CHECK VALUE
n (LSB)
The Ac_$Al field, AC_SaN field, INITIALIZATION VECTOR field, ENCRYPTED OR AUTHENTICATED DATA field, and
INTEGRITY CHECK VALUE field are definedtin 5.13.7.5.2.1.
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5.13.8 Security algorithm codes

Table 105 lists the security algorithm codes used in security protocol parameter data.

Table 105 — Security algorithm codes (part 1 of 2)

Code Description Reference
Encryption algorithms
0001 000Ch | CBC-AES-256-HMAC-SHA-1 IEEE 1619.1
0001 0010h | CCM-128-AES-256 IEEE 1619.1
0001/0014h | GCM-128-AES-256 IEEE 1619.1
0001/0016h | XTS-AES-256-HMAC-SHA-512 IEEE 16,19.1
8001 J0OBh @ | ENCR_NULL 7:7.3.6.2
8001 JoOCh @ | AES-CBC RFC 3602
8001 Q010h @ | AES-CCM with a 16-byte MAC RFC 4309
8001 Q014h 2 | AES-GCM with a 16-byte MAC RFC 4106
8001 0f00h to | Vendor specific
8001 FFFFh
; b A\
PRF and KDF algorithms ®
8002 Q002h @ | IKEv2-use based on SHA-1
8002 Q004h 2 | IKEv2-use based on AES-128 in CBC mode table 551
8002 Q005h @ | IKEv2-use based on SHA-256 (see 7.7.3.6.3)
8002 Q007h 2 | IKEv2-use based on SHA-512
8002 0f00h to | Vendor specific
8002 FFFFh
Integrity chq&lﬁg (i.e., AUTH) algorithms
8003 Q002h @ | AUTH_HMAC_SHA1.96 RFC 2404
8003 J0OCh @ | AUTH_HMAC_SHAZ 256_128 RFC 4868
8003 JOOEh @ | AUTH_HMAC \SHA2 512 256 RFC 4868
F003]0000h | AUTH_COMBINED 7.7.3.6.4
8003 0f00h to | Vender specific
8003 FFFFh
8 Thellower order.16 bits of this code value are assigned to match an IANA assigned value, if any, for an
equivalentIKEV2 encryption algorithm and values of 800xh in the high order 16 bits have x selectedl to
match the IANA assigned IKEv2 transform type (e.g., 8001h — Encryption Algorithms, 8002h — PREs
and|KDFEs).
b PRFsare equivalent to the pri() functions defined in RFC 4306. KDFs are equivalent to the pri+()
functions defined in RFC 4306.
¢ The low order 8 bits of this code value are assigned to match the AUTH METHOD field in the
Authentication payload (see 7.7.3.5.7).
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Table 105 — Security algorithm codes (part 2 of 2)

Code Description Reference
Diffie-Hellman algorithms
8004 000Eh 2 | 2 048-bit MODP group (finite field D-H) RFC 3526
8004 000Fh @ | 3 072-bit MODP group (finite field D-H) RFC 3526
8004 0010h 2 | 4 096-bit MODP group (finite field D-H) RFC 3526
8004 0013h @ | 256-bit random ECP group RFC 4753
8004 QQ15h 2 | 521-bit random ECP group. REC 4753
8004 0B00h to | Vendor specific
8004 FFFFh
SA Authentication payload authentication algorithms (,\b“ v
00F9 QO00h © | SA_ AUTH_NONE 5.13,4.374 and 7.7.3|6.6
00F9 0001h © | RSA Digital Signature with SHA-1 RFC 4306
00F9 0002h © | Shared Key Message Integrity Code RFC 4306
00F9 Q009h © | ECDSA with SHA-256 on the P-256 curve RFC 4754
00F9 QOOBh © | ECDSA with SHA-512 on the P-521 curve RFC 4754
00F9 0PC9h to | Vendor specific
00F9|00FFh
Other algorithm?«
0000 0P0O0h to | Restricted IANA
0000 FFFFh
All othgr values | Reserved
@ Thellower order 16 bits of this code value are\assigned to match an IANA assigned value, if any, for an
equivalent IKEv2 encryption algorithm andalues of 800xh in the high order 16 bits have x selectedl to
match the IANA assigned IKEv2 transform type (e.g., 8001h — Encryption Algorithms, 8002h — PREs
and|KDFs).
b PRAs are equivalent to the prf() fanctions defined in RFC 4306. KDFs are equivalent to the prf+()
fungtions defined in RFC 4306.
¢ Thellow order 8 bits of this code value are assigned to match the AUTH METHOD field in the
Authentication payload-(See 7.7.3.5.7).

5.14 Seflf-test operations

5.14.1 Seflf-test types

The SEND DIAGNOSTIC command (see 6.42) provides methods for an application client to request that a
SCSI target device perform self test operations. This standard defines the following self-tests:

a) the default self-test (see 5.14.2);
b) the short self-test (see 5.14.3); and
c) the extended self-test (see 5.14.3).
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5.14.2 Default self-test

The default self-test is mandatory for all SCSI target device types that support the SEND DIAGNOSTIC
command. The operations performed for the default self-test are not defined by this standard (e.g., performing
no diagnostics and returning GOOD status is a valid default self-test). An application client requests that a
SCSI target device perform a default self-test by setting the SELFTEST bit to one in the SEND DIAGNOSTIC
command (see 6.42).

An application client may use the DEVOFFL bit and the UNITOFFL bit in the SEND DIAGNOSTIC command to
allow the device server to perform operations during a default self-test that affect conditions for one or more
logical units in the SCSI target device (e.g., if the DEVOFFL bit is set to one, then the device server may

establish

clear

sdTesErvations whiteperformingthetest,andif the UNmOrFEbitisSettoone,; themthetogital unit

may alter|its medium while performing the test).

While a $CSI target device is performing a default self-test, the device server shall terminateall commjands,
except INQUIRY commands, REPORT LUNS commands, and REQUEST SENSE commands, with CHECK

CONDITION status with the sense key set to NOT READY and the additional sense codé set to LOG
UNIT NQT READY, SELF-TEST IN PROGRESS. If the device server receives an,INQUIRY commgq
REPORT| LUNS command, or a REQUEST SENSE command while performing adefault self-test, the
device sgrver shall process the command.

If the SCHI target device detects no errors during a default self-test, then thé.device server shall comple
commang with GOOD status. If the SCSI target device detects an error during the test, then the device s
shall terminate the command with CHECK CONDITION status with-the sense key set to HARDW
ERROR

5.14.3 The short self-test and extended self-test
An applidation client may request that a SCSI target device perform a short self-test or the extended se

by setting the SELFTEST bit to zero and specifying.@n appropriate value in the SELF-TEST CODE field
SEND DIAGNOSTIC command (see 6.42).

hnd the additional sense code set to indicate the cause of the error.

ICAL
nd, a
n the

e the
erver
ARE

f-test
n the

The critefia for the short self-test are that the tést has one or more segments and completes in two minutes or

less. The|criteria for the extended self-test\are that the test has one or more segments and that the comp
time reqliired by the SCSI target device to complete the extended self-test is reported in the EXTE
SELF-TES|r COMPLETION MINUTES fi€ld\in the Extended INQUIRY Data VPD page (see 7.8.7), the EXTE
SELF-TEST COMPLETION TIME field in the Control mode page (see 7.5.8), or both.

The testq performed in the segments are vendor specific and may be the same for the short self-test an
extended self-test.

The folloyving are gxamples of segments:

a)

n electrical segment wherein the logical unit tests its own electronics. The tests in this segme

letion
NDED
NDED

d the

nt are

ndor specific, but some examples of tests that may be included are:

A) a buffer RAM test;

B) a read/write circuitry test; and

C) a test of the read/write heads;

a seek/servo segment wherein a device tests it capability to find and servo on data tracks; and

a read/verify scan segment wherein a device performs read scanning of some or all of the medium

surface.
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5.14.4 Self-test modes

5.14.4.1 Self-test modes overview

A foreground mode (see 5.14.4.2) and a background mode (see 5.14.4.3) are defined for the short self-test
and the extended self-test. An application client specifies the self-test mode by the value in the SELF-TEST
coDE field in the SEND DIAGNOSTIC command (see 6.42).

5.14.4.2 Foreground mode

If an application client specifies a self-test to be performed in the foreground mode, the device server shall
return stgtusforthecommand-afterthesetf-testtrasbeemcompietea:

While a §CSI target device is performing a self-test in the foreground mode, the device server shall'terminate
all commands, except INQUIRY commands, REPORT LUNS commands, and REQUEST SENSE
commanfls, with CHECK CONDITION status, with the sense key set to NOT READY, afdythe addifional
sense cofle set to LOGICAL UNIT NOT READY, SELF-TEST IN PROGRESS. If the device.server receivies an
INQUIRY command, a REPORT LUNS command, or a REQUEST SENSE command-while perfornting a
self-test in the foreground mode, then the device server shall process the command:

If a SCS| target device is performing a self-test in the foreground mode and,an_error occurs during the test,
then:

—

a) the SCSI target device shall abort the self-test; and

b) the device server is:

) able to update the Self-Test Results log page (see 7:3:17), then the device server shall updafe the
Self-Test Results log page and terminate the, SEND DIAGNOSTIC command with CHECK
CONDITION status, with the sense key set to HARDWARE ERROR, and the additional $ense
code set to LOGICAL UNIT FAILED SELR-TEST. The application client may obtain additional
information about the failure by reading the Self-Test Results log page; or

B) unable to update the Self-Test Results 10g'page, then the device server shall terminate the $END

DIAGNOSTIC command with CHECKCONDITION status, with the sense key set to HARDWARE

ERROR, and the additional sense code set to LOGICAL UNIT UNABLE TO UPDATE

SELF-TEST LOG.

I

An appli¢ation client may cause a_SCSI target device to abort a self-test that is being performed In the
foreground mode by using a taSk*management function (see SAM-5) (e.g., an ABORT TASK] task
management function, a CLEAR' TASK SET task management function) or a transport specific reset (g4.g., a
hard res¢t event) (see SAM=5): In addition, a self-test being performed in the foreground mode shall be
terminatgdd by an |_T nexus.Joss event or a power loss expected event (see SAM-5). If a SCSI target device
aborts a self-test that is\being performed in the foreground mode based on the SCSI target device receiying a
task marfagement function or a transport specific event, then the device server shall update the Self-Test
Results log page (see 7.3.17).

5.14.4.3 Background mode

If a device server receives a SEND DIAGNOSTIC command specifying a self-test to be performed in the
background mode, then:

a) the device server shall terminate the command if the CDB is invalid; or
b) the device server shall:
1) complete the command with GOOD status;
2) initialize the next self-test results log parameter in the Self-Test Results log page (see 7.3.17) by
setting:
a) the SELF-TEST CODE field to the self-test code from the SEND DIAGNOSTIC command; and
b) the SELF-TEST RESULTS field to Fh;
and
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3) begin the self-test.

An application client may request that a device server abort a self-test that is being performed in the
background mode by sending a SEND DIAGNOSTIC command with the SELF-TEST CODE field set to 100b
(i.e., abort background self-test function). A SCSI target device shall not abort a self-test being performed in
the background mode as the result of an |_T nexus loss event (see SAM-5). A SCSI target device shall abort
a self-test being performed in the background mode as the result of a power loss expected event (see
SAM-5).

While the SCSI target device is performing a self-test in the background mode, the device server shall
terminate with CHECK CONDITION status, with the sense key set to NOT READY and the additional sense
code to O AN TOTREADY—S ~TES NPROGRESS any recoivedSEND BDHAGNOSTIC
command that meets any of the following criteria:

a) the SELFTEST bit is set to one; or
b) the SELF-TEST CODE field is set to a value other than 000b or 100b.

If the SC§I target device is performing a self-test in the background mode, and the deyice-server receives any
command that requires suspension of the self-test to process, except those listed initable 106, then:

a) the device server shall suspend the self-test;
b) the device server shall begin processing the command within two\séeonds after the CDB has|been
vialidated; and

c) dfter the command completes, the device server shall resume-the self-test.

If the defice server receives one of the commands listed in table(t06, then the device server shall:

a) gbort the self-test;
b) update the self-test log; and
c) Begin processing the command within two seconds after the CDB has been validated.

Table 106 — Exception commands for background self-tests

Devicg type Command Referenge
SEND DIAGNOSTIC (with SELF-TEST cODE field set to 100b) 6.42
All deVfice types | WRITE BUFFER\(with the MODE field set to any download microcode
mode (see table'58 in 5.4)) 6.49
Direct pccess FORMAT.UNIT SBC-3
block START.STOP UNIT )
Sequential FRQRSE
accqu< FORMAT MEDIUM SSC-4
) LOAD UNLOAD
Objecttbased Any command with operation code 7Fh (i.e., all commands defined by 0SD
storage the OSD standard)
NOTE — Device types not listed in this table do not have commands that are exceptions for background
self-tests, other than those listed above for all device types.

5.14.4.4 Features common to foreground and background self-test modes

An application client may use a REQUEST SENSE command (see 6.39) to poll for progress indication at any
time during a self-test. The device server shall provide pollable REQUEST SENSE data (see 5.10.2) with the
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sense key set to NOT READY, the additional sense code set to LOGICAL UNIT NOT READY, SELF-TEST IN
PROGRESS, and the PROGRESS INDICATION field set to indicate the progress of the self-test.

An application client may use the EBACKERR bit and the MRIE field in the Informational Exceptions Control
mode page (see applicable command standard) to control the reporting of errors that occur during a
background self-test operation.

An application client may obtain information about the 20 most recent self-tests, including the self-test in
progress, if any, by reading the Self-Test Results log page (see 7.3.17). With the exception of progress
indication, this is the only method for an application client to obtain information about self-tests performed in
the background mode unless an error occurs during the self-test.
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Table 107 summarizes:

- 266 -

a) when a device server returns status after receipt of a self-test command;
b) how an application client may abort a self-test;

c) how a device server processes commands that are entered into the task set while a self-test is in

progress; and
d) how a self-test failure is reported.

Table 107 — Self-test mode summary

Self- When Processing of
test rstatusis—T—Hewto-abert commands-while-a
mode| | returned | the self-test self-test is in progress Self-test failure reporting
Fore- After the | A task If the command is The device server terminatés the
ground| | self-test | management | INQUIRY, REPORT LUNS | SEND DIAGNOSTIC command WT
is com- function or or REQUEST SENSE, CHECK CONDITION status, with the
plete reset event then process normally, sense key set to HARDWARE
that causes a | otherwise, terminate with ERROR, and the additional sense
self-test to be | CHECK CONDITION sta- | code set to LOGICAL UNIT FAILED
aborted (see | tus, with the sense key set | SELF-TEST or LOGICAL UNIT
5.14.4.2) to NOT READY, and the UNABLE TO UPDATE SELF-TEST
additional sense code set | LOG-(see 5.14.4.2). @
to LOGICAL UNIT NOT
READY, SELF-TEST IN
PROGRESS.
Back- | | Afterthe | A SEND Process the command; An application client:
ground| | CDB is DIAG- except as described in a) checks the Self-Test Results
validated | NOSTIC 5.14.4.3. log page (see 7.3.17) after fhe
command PROGRESS INDICATION field
with the returned in response to a
SELF-TEST REQUEST SENSE commapd
CODE field set indicates that the self-test is
to 100b complete; or
b) uses the EBACKERR bit and the
MRIE field (see applicable
command standard) to spegify
a method of indicating that &
failure occurred. If a failure
occurs, then an additional
sense code of WARNING -
BACKGROUND SELF-TES|T
FAILED shall be returned using
the method defined in the MRIE
field.
a The device servershall not rapr\rl’ an error ||nti| aftnr thn Self. Tnet Rasulis Ing paga IS ||pr~|atad_
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5.15 Target port group asymmetric access states

5.15.1 Target port group access overview

Logical units may be connected to one or more service delivery subsystems via multiple target ports (see
SAM-5). The access to logical units through the multiple target ports may be symmetrical (see 5.15.3) or
asymmetrical (see 5.15.2).

If referrals are supported (see SBC-3), then a logical unit accessed through a target port group may have
different target port group asymmetric access states based on the user data segments being accessed.

5.15.2 Agsymmetric logical unit access

5.15.2.1 Introduction to asymmetric logical unit access

Asymmefric logical unit access occurs when the access characteristics of one port may differ from thgse of
another port. SCSI target devices with target ports implemented in separate physical units may designate
differing |evels of access for the target ports associated with each logical unit. While commands and task
management functions (see SAM-5) may be routed to a logical unit through any-target port, the performpance
may not be optimal, and the allowable command set may be less completg'than when the same comnands
and task jnanagement functions are routed through a different target port._In addition, some target port$ may
be in a sthte (e.g., offline) that is unique to that target port. If a failure on.thie path to one target port is detgcted,
the SCSl|target device may perform automatic internal reconfiguration to make a logical unit accessiblg from
a different set of target ports or may be instructed by the application client to make a logical unit accegsible
from a different set of target ports.

A target [port characteristic called primary target port\asymmetric access state (see 5.15.2.4) dgfines
propertigs of a target port and the allowable command set for a logical unit when commands and task
management functions are routed through the targét'port maintaining that state.

target port group is defined as aset of target ports that are in the same primary target port
asymmetfric access state at all times (i.e., a-change in one target port’s primary target port asymmetric agcess
state implies an equivalent change in the primary target port asymmetric access state of all target ports jn the
imary target port group). A primary target port group asymmetric access state is defined gs the
primary target port asymmetric acCess state common to the set of target ports in a primary target port group.
One targét port is a member of.at most one primary target port group for a logical unit group (see 7.8.6.9). The
grouping|of target ports in a.primary target port group is vendor specific.

A logical|unit may have.commands and task management functions routed through multiple primary farget
port groups. Logicalunits support asymmetric logical unit access if different primary target port groups may be
in differept primarytarget port group asymmetric access states. Support for asymmetric logical unit agcess
should npt affect*how the device server responds to unsupported commands or how the task mampager
respondsg torunsupported task management functions.

An example of asymmetric logical unit access is a SCSI controller device with two separated controllers
where all target ports on one controller are in the same primary target port asymmetric access state with
respect to a logical unit and are members of the same primary target port group. Target ports on the other
controller are members of another primary target port group. The behavior of each primary target port group
may be different with respect to a logical unit, but all members of a single primary target port group are always
in the same primary target port group asymmetric access state with respect to a logical unit.
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An example of primary target port groups is shown in figure 16.

Logical Unit
[
Primary Primary
Target Port Target Port
Group 1 Group n
Target Target ¢ Target Target
Port 1 Port 2 Port10 [® ® ® | Portn

Figure 16 — Primary target port group example

Another farget port characteristic called secondary target port asymmetric access state (see 5.1%.2.4)
indicates|a condition that affects the way in which an individual target port participates in its assigned pryjmary
target poft group. All target ports, if any, in one secondary target port asymfmetric access state are grquped
into a seg¢ondary target port group. Secondary target port groups have the-following properties:

a) 4qtarget portin any secondary target port group also shall bekin“one primary target port group;

b) g change of secondary target port asymmetric access state for one target port shall not ¢ause
ghanges in the secondary target port asymmetric access,state of other target ports, if any, in the same
secondary target port group; and

c) 4qtarget port may be a member of zero or more secondary target port groups.

The term| target port asymmetric access state, represénts both primary target port asymmetric access gtates
and secdndary target port asymmetric access states. The term, target port group, represents both prjmary
target poft groups and secondary target port groups.

5.15.2.2 Explicit and implicit asymmetri¢_logical unit access

Asymmetric logical unit access may.-be managed explicitly by an application client using the RERORT
TARGET|PORT GROUPS (see 6.37) command and SET TARGET PORT GROUPS (see 6.45) command.

Alternatijely, asymmetric lagical unit access may be managed implicitly by the SCSI target device basgd on
the type o¢f transactions being routed through each target port and the internal configuration capabilities pf the
primary target port greup(s) through which the logical unit may be accessed. The logical units may attempt to
maintain|full performrance across the primary target port groups that are busiest and that show the[most
reliable performance, allowing other primary target port groups to select a lower performance primary farget
port asymmetricraccess state.

|mp|IC|t “““““““““ y—atrgetP0 aSyrmme ‘:“““:“‘ oaSet—omn “‘G‘GG‘
individual target port and how such conditions affect that target port’s ability to participate in its assigned
primary target port group.

If both explicit and implicit asymmetric logical unit access management methods are implemented, the
precedence of one over the other is vendor specific.

5.15.2.3 Discovery of asymmetric logical unit access behavior

SCSI logical units with asymmetric logical unit access may be identified using the INQUIRY command. The
value in the target port group support (TPGS) field (see 6.6.2) indicates whether or not the logical unit supports


https://iecnorm.com/api/?name=3b23ace84458f8212465ae8ab35722e0

ISO/IEC 14776-454:2018 © ISO/IEC 2018 - 269 -

asymmetric logical unit access and if so whether implicit or explicit management is supported. The target port
asymmetric access states supported by a logical unit may be determined by the REPORT TARGET PORT
GROUPS command parameter data (see 6.37).

5.15.2.4 Target port asymmetric access states

5.15.2.4.1 Target port asymmetric access states overview

For all SCSI target devices that report in the INQUIRY data that they support asymmetric logical unit access,
all of the target ports in a primary target port group (see 5.15.2.1) shall be in the same primary target port

asymmetric access state with respect to the ability to route information to a logical unit. The primary target port
asymme C aCCESS States are:

a) gctive/optimized;

b) gctive/non-optimized;

c) standby;

d) Jnavailable; and

gical block dependent.

)
~

Individual target ports may be in secondary target port groups (see 5.15.2.1). that have the follgwing
secondary target port asymmetric access states:

a) dffline.
5.15.2.4.2 Active/optimized state
The actiye/optimized state is a primary target port asymmetric access state. While commands andg task
management functions are being routed through a target port in the active/optimized primary target port

asymmefric access state, the device server shall function(e.g., respond to commands) as specified |n the
appropriate command standards. All target ports within a primary target port group should be capable of

The SCY| target device shall participate in all:task management functions as defined in SAM-5 and madified

/non-optimized state is a primary target port asymmetric access state. While commands ang task
management functions are being routed through a target port in the active/non-optimized primary targgt port
asymmetric access state, the.device server shall function as specified in the appropriate command standards.

The procgssing of seme task management functions and commands, especially those involving data transfer

primary target perf asymmetric access state.

The SCY| target device shall participate in all task management functions as defined in SAM-5 and madified
by the applicable SCSI transport protocol standards.

5.15.2.4.4 Standby state

The standby state is a primary target port asymmetric access state. While being accessed through a target
port in the standby primary target port asymmetric access state, the device server shall support those of the
following commands that it supports while in the active/optimized primary target port asymmetric access state:

a) INQUIRY;
b) LOG SELECT:
c) LOG SENSE;


https://iecnorm.com/api/?name=3b23ace84458f8212465ae8ab35722e0

ISO/IEC 14776-454:2018 © ISO/IEC 2018 - 270 -

d) MODE SELECT:

e) MODE SENSE;

f) REPORT LUNS;

g) RECEIVE DIAGNOSTIC RESULTS;
h) SEND DIAGNOSTIC;

i) REPORT TARGET PORT GROUPS;
j) SET TARGET PORT GROUPS;

k) REQUEST SENSE;

) PERSISTENT RESERVE IN;

m) PERSISTENT RESERVE OUT:

n) echo buffer modes of READ BUFFER; and

The devige server may support other commands while in the standby state.

The device server shall terminate commands that are not supported in the standby state with CH
CONDITION status, with the sense key set to NOT READY, and the additional sense code ‘set to LOQ
UNIT NQT ACCESSIBLE, TARGET PORT IN STANDBY STATE.

The SCY| target device shall participate in all task management functions as defined in SAM-5 and mg
by the applicable SCSI transport protocol standards.

5.15.2.4.5 Unavailable state

The unaVailable state is a primary target port asymmetric access state. While being accessed through a
port in thie unavailable primary target port asymmetric access<tate, the device server shall accept ¢
limited spt of commands. The unavailable primary targetport asymmetric access state is intende
situationg where the target port accessibility to a logical unit may be severely constrained due to SCSI
device limitations (e.g., hardware errors). Therefore it may-not be possible to transition from the unava

ECK
ICAL

dified

arget
nly a
d for
arget
ilable

state to the active/optimized state, the active/non-optimized state, or the standby state. The unavajlable

primary target port asymmetric access state is alsO.intended for minimizing any disruption when usin
downloading microcode modes of the WRITE BUEFER command (see 5.4).

While in fhe unavailable primary target port.asymmetric access state, the device server shall support thq
the following commands that it supports while in the active/optimized state:

a) INQUIRY (the peripheral qualifier (see 6.6.2) shall be set to 001b);
b) REPORT LUNS;

c) REPORT TARGET PORT GROUPS;

d) §ET TARGET PORT.GROUPS;

e) REQUEST SENSE;

f) cho buffer mades of READ BUFFER,;

g) ¢gcho buffermodes of WRITE BUFFER; and

h) downloadimicrocode mode of WRITE BUFFER.

g the

se of

The devige.server may support other commands while in the unavailable state.

The device server shall terminate commands that are not supported in the unavailable state with CHECK
CONDITION status, with the sense key set to NOT READY, and the additional sense code set to LOGICAL

UNIT NOT ACCESSIBLE, TARGET PORT IN UNAVAILABLE STATE.

The SCSI target device is not required to participate in all task management functions (see SAM-5 an
applicable SCSI transport protocol standards).

d the
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5.15.2.4.6 Offline state

The offline state is a secondary target port asymmetric access state. Target ports in the offline secondary
target port asymmetric access state are not accessible via the service delivery subsystem (e.g., during
maintenance, port replacement, port disabled, hot swap, or power failures that affect only a subset of target
ports). While in the offline secondary target port asymmetric state, the target port is not capable of receiving or
responding to any commands or task management functions.

The offline secondary target port asymmetric access state allows a device server to report that some target
ports are not capable of being accessed.

After ac

second

5.15.2.4.7 Logical block dependent state

The logital block dependent state is a primary target port asymmetric access state..,The logical
dependent state only occurs if the device server supports referrals (see 7.8.7).

The targ

a)
b)
c)
d)

a

gctive/optimized;
gctive/non-optimized;
transitioning; or
uUnavailable.

mewmmmme
target port asymmetric access state.

block

bt port asymmetric access state for a user data segment shall be one 'of the following targett port
asymmetric access states:

An appli¢ation client may determine the target port asymmetric access state for user data segmerts by

issuing a|REPORT REFERRALS command (see SBC-3).
5.15.2.5 Transitions between target port asymmetric access states
The movément from one target port asymmetrictaccess state to another is called a transition.

During a

a)

b)

if during the transition,_the logical unit is inaccessible, then the transition is performed as a
indivisible event andsthe device server shall respond by either returning BUSY status, or retd
HECK CONDITHON status, with the sense key set to NOT READY, and the sense code

OGICAL UNIT.NOT ACCESSIBLE, ASYMMETRIC ACCESS STATE TRANSITION; or
if during theAransition the target ports in a primary target port group are able to access the requ
Ipgical unitythen:
) the<device server shall support those of the following commands that it supports while
active/optimized primary target port asymmetric access state:

transition between target port'asymmetric access states the device server shall respond to a
command in one of the following ways:

Single
rning
set to
ested

n the

a) INQUIRY;

b) REPORT LUNS;

c) REPORT TARGET PORT GROUPS;

d) REQUEST SENSE;

e) echo buffer modes of READ BUFFER; and
f) echo buffer modes of WRITE BUFFER,;

B) the device server may support other commands when those commands are routed through a

target port that is transitioning between primary target port asymmetric access states;

C) the device server shall terminate commands that are not supported during a transition with
CHECK CONDITION status, with the sense key set to NOT READY, and the additional sense
code set to LOGICAL UNIT NOT ACCESSIBLE, ASYMMETRIC ACCESS STATE TRANSITION;

and
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D) the SCSI target device is not required to participate in all task management functions.

If the transition was explicit to a supported target port asymmetric access state and it failed, then the device
server shall terminate the command with CHECK CONDITION status, with the sense key set to HARDWARE
ERROR, and the additional sense code set to SET TARGET PORT GROUPS COMMAND FAILED. If the
transition was to a primary target port asymmetric access state, the primary target port group that
encountered the error should complete a transition to the unavailable primary target port asymmetric access
state.

If a target port asymmetric access state change occurred as a result of the failed transition, then the device
server shall establlsh a unit attentlon condltlon for the |n|t|ator port associated W|th every I T nexus other than
the |_T ng bense
code set fo ASYMMETRIC ACCESS STATE CHANGED.

If the trar]sition was implicit and it failed, then the device server shall establish a unit attention condition fpr the
initiator port associated with every |_T nexus with the additional sense code set to IMPLICITASYMMHTRIC
ACCESY STATE TRANSITION FAILED.

An impligjt CLEAR TASK SET task management function may be performed following ‘a transition failurg.

Once a Iansition is completed, the new target port asymmetric access staté may apply to some[or all
commangls entered into the task set before the completion of the transition:\Fhe new target port asymmetric
access sfate shall apply to all commands received by the device server after' completion of a transition.

If a transftion is to the offline secondary target port asymmetric access state, communication with the s¢rvice
delivery subsystem shall be terminated. This may result in cammands being terminated and may gause
commang timeouts to occur on the initiator.

After an implicit target port asymmetric access state change, a device server shall establish a unit attgntion
condition for the initiator port associated with every 1_T nexus with the additional sense code $et to
ASYMMHETRIC ACCESS STATE CHANGED.

After an explicit target port asymmetric access<éstate change, a device server shall establish a unit attgntion
condition| with the additional sense code set to ASYMMETRIC ACCESS STATE CHANGED for the injtiator
port assdciated with every |_T nexus otherthan the |_T nexus on which the SET TARGET PORT GRQUPS
command was received.

5.15.2.6 Preference indicator

A devicelserver may indicate/one or more primary target port groups is a preferred primary target port group
for accegsing a logicalwnit’by setting the PREF bit to one in the target port group descriptor (see 6.37). The
preferenge indicatiomjis;independent of the primary target port asymmetric access state.

An appli¢ationsclient may use the PREF bit value in the target port group descriptor to influence thg path
selected[for-alogical unit (e.g., a primary target port group in the standby primary target port asymrmetric
access state with the PREF bit set to one may be chosen over a primary target port group ip the
active/optimized primary target port asymmetric access state with the PREF bit set to zero).

The value of the PREF bit for a primary target port group may change whenever a primary target port
asymmetric access state changes.

5.15.2.7 Target port asymmetric access state reporting

Target port asymmetric access state information is reported in a target port group descriptor (see table 308) in
the parameter data returned by the REPORT TARGET PORT GROUPS command (see 6.37). Each target
port group d