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INFORMATION TECHNOLOGY -
SMALL COMPUTER SYSTEM INTERFACE (SCSI) -

Part 372: Enclosure Services - 2 (SES-2)

FOREWORD

1(E)

1) IS0 (International Organization for Standardization) and IEC (International Electrotechnical Commission)

P)

B)

A)

o)

6)

B)

0)

IEC participate in the development of International Standards. Their preparation is entrusted to tech|
committees; any ISO and IEC member body interested in the subject dealt with may participate in
preparatory work. International governmental and non-governmental organizations liaising-with ISO
IEC also participate in this preparation.

In the field of information technology, ISO and IEC have established a joint technical~Committee, 1SQ
JTC 1. Draft International Standards adopted by the joint technical committee/are circulated to nat|
bodies for voting. Publication as an International Standard requires approval by at least 75 % o]
national bodies casting a vote.

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as posg
an international consensus of opinion on the relevant subjects(since each technical committee
representation from all interested IEC and ISO member bodies:

IEC, I1SO and ISO/IEC publications have the form of recommendations for international use ang
accepted by IEC and ISO member bodies in that sense€:\While all reasonable efforts are made to er]
that the technical content of IEC, ISO and ISO/IEC<ublications is accurate, IEC or ISO cannot be
responsible for the way in which they are used or for. any misinterpretation by any end user.

In order to promote international uniformity, IEC and ISO member bodies undertake to apply IEC, 1ISQ
ISO/IEC publications transparently to the maximum extent possible in their national and regi
publications. Any divergence between any ISO/IEC publication and the corresponding national or reg
publication should be clearly indicatedin the latter.

ISO and IEC provide no marking.procedure to indicate their approval and cannot be rendered respon
for any equipment declaredtobe in conformity with an ISO/IEC publication.

All users should ensure ‘that they have the latest edition of this publication.

No liability shall-attach to IEC or ISO or its directors, employees, servants or agents including indiv
experts and members of their technical committees and IEC or ISO member bodies for any perg
injury, property damage or other damage of any nature whatsoever, whether direct or indirect, or for
(including_ legal fees) and expenses arising out of the publication of, use of, or reliance upon, this ISG
publication or any other IEC, ISO or ISO/IEC publications.

Attention is drawn to the normative references cited in this publication. Use of the referenced publica

O or
hical
this
and

/IEC
onal
f the

ible,
has

are
sure
held

and
onal
onal

Sible

dual

onal
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/IEC

ions

is indispensable for the correct application of this publication.

10)

Attention is drawn to the possibility that some of the elements of this International Standard may be the
subject of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent

rights.

International Standard ISO/IEC 14776-372 was prepared by subcommittee 25: Interconnection of
information technology equipment, of ISO/IEC joint technical committee 1: Information technology.

The list of all currently available parts of the ISO/IEC 14776 series, under the general title
Information technology — Small computer system interface (SCSI), can be found on the IEC web

site.

This International Standard has been approved by vote of the member bodies and the voting
results may be obtained from the address given on the second title page.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

IMPORTANT - The ‘colour inside’ logo on the cover page of this publication indicates that it
contains colours which are considered to be useful for the correct understanding of its
content. Users should therefore print this document using a colour printer.
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INTRODUCTION

This International Standard documents the commands and parameters necessary to manage and
sense the state of the power supplies, cooling devices, displays, indicators, individual drives, and
other non-SCSI elements installed in an enclosure. The command set uses the SCSI SEND
DIAGNOSTIC and RECEIVE DIAGNOSTIC RESULTS commands (see SPC-4) to obtain
configuration information for the enclosure and to set and sense standard bits for each type of
element that may be installed in the enclosure.

The standard is organized as follows:

Clause 1 Scope describes the relationship of this standard to the SCSI family of stand3drds.

Clause 2 Normative references provide references to other standards and documents.

Clause 3 Definitions, symbols, abbreviations, and conventions describe (terms |and
conventions used throughout this standard.

Clause 4 SCSI enclosure services model describes the model for SCSI enclosure services
peripheral devices, both standalone and attached.

Clause 5 Commands for enclosure services peripheral devices definé the command sgt for
a SCSI enclosure services peripheral device.

Clause 6 Parameters for enclosure services devices define diaghostic pages, log pages,
and mode parameters and pages specific to SCSI enclosure services peripheral
devices.

Clause 7 Element definitions define elements used by-several of the diagnostic pages

SC$I standards family

Figyre 0 shows the relationship of this standard to the-other standards and related projects in the §CSI
fam{ly of standards as of the publication of this standard.

5

Primary command set

Device-type speciﬁ%\command sets (shared for all device types)

)

3 (e.g., SBC-z\,E@-z, this standard) (SPC-3)
o o~

=

L. \

S < .

*g s @ : SCSI transport protocols
% (</() O (e.g., SAS-2, FCP-4)
<

0

O

)

Interconnects
(e.g., SAS-2, Fibre Channel)

Figure 0 — SCSI document structure

The SCSI document structure in figure 0 is intended to show the general applicability of the documents
to one another. Figure 0 is not intended to imply a relationship such as a hierarchy, protocol stack, or
system architecture.

SCSI Architecture Model: Defines the SCSI systems model, the functional partitioning of the SCSI
standard set and requirements applicable to all SCSI implementations and implementation standards.

Device-Type Specific Command Sets: Implementation standards that define specific device types
including a device model for each device type. These standards specify the required commands and
behaviors that are specific to a given device type and prescribe the requirements to be followed by a
SCSl initiator device when sending commands to a SCSI target device having the specific device type.
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The commands and behaviors for a specific device type may include reference commands and
behaviors that are shared by all SCSI devices.

Shared Command Set: An implementation standard that defines a model for all SCSI device types.
This standard specifies the required commands and behavior that is common to all SCSI devices,
regardless of device type, and prescribes the requirements to be followed by a SCSI initiator device
when sending commands to any SCSI target device.

SCSI Transport Protocols: Implementation standards that define the requirements for exchanging
information so that different SCSI devices are capable of communicating.

Intefconnects: Implementation standards that define the communications mechanism employefl by
the BCSI transport protocols. These standards may describe the electrical and signalling requiremgents
essential for SCSI devices to interoperate over a given interconnect. Interconnect standards|may gllow
the jnterconnection of devices other than SCSI devices in ways that are outside the' scope of|this
standard.

The|term SCSI is used to refer to the family of standards described in this subclause.
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INFORMATION TECHNOLOGY -
SMALL COMPUTER SYSTEM INTERFACE (SCSI) -

Part 372: Enclosure Services - 2 (SES-2)
1 Scope

This part of ISO/IEC 14776 documents the commands and parameters necessary to manage and
sense the state of the power supplies, cooling devices, displays, indicators, individual drives, and
other non-SCSI elements installed in an enclosure. The command set uses the SCSI SEND
DIAGNOSTIC and RECFIVE DIAGNOSTIC RESUITS commands (see SPC-4) to obtain
configuration information for the enclosure and to set and sense standard bits for each type of
element that may be installed in the enclosure.

The|following concepts from SES are made obsolete by this standard:

n) Array Control and Array Status diagnostic pages (page code 06h); and
b) secondary subenclosure support in the Help Text, String Out, and String{n\diagnostic paggs.

The|set of SCSI standards specifies the interfaces, functions, and operations necessary to ensure
intgroperability between conforming SCSI implementations. This standard is a functignal
desgription. Conforming implementations may employ any design téchnique that does not viglate
intefoperability.
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2

Normative references

The following referenced documents are indispensable for the application of this document. For
dated references, only the edition cited applies. For undated references, the latest edition of the

refe

renced document (including any amendments) applies.

The provisions of the referenced specifications other than ISO/IEC, IEC, ISO and ITU documents,
as identified in this clause, are valid within the context of this International Standard. The
reference to such a specification within this International Standard does not give it any further
status within ISO/IEC. In particular it does not give the referenced specifications the status of an
International Standard.

ISO

ISO
Pari

1ISO
(UO

ISO
(FC

ISO
342

ISO

639-1:2002, Codes for the representation of names of languages — Part 1: Alpha-2 code

IEC 8859-1:1998, Information technology - 8-bit single-byte coded graphic character sq
1: Latin alphabet No. 1

IEC 10646:2003, Information technology — Universal Multiple-Octet Coded Character|
S)

IEC 14%165-122:2005, Information technology — Fibre channel — Part™122: Arbitrated looy
LAL-2)

IEC 14776-342:2000, Information technology — Small computen system interface (SCSI) —
Controller Commands - 2 (SCC-2) ?

IEC 14776-414, Information technology — Small computer system interface (SCSI) — Part

Architecture Model - 4 (SAM-4) 3

T10
T10
T10

NOT
202-4
Way,
http:

Seri

NOT
http:

1760-D, Information technology — Serial Attachéd SCSI - 2 (SAS-2)
1828-D, Information technology — Fibre Channel Protocol - 4 (FCP-4)
1731-D, Information technology — SGSI Primary Commands - 4 (SPC-4)

E 1 For more information on the current status of T10 documents, contact the INCITS Secretariat at 202-737-8888 (ph
38-4922 (fax) or via Email at incits@iticerg. To obtain copies of this document, contact Global Engineering at 15 Inve
East Englewood, CO 80112-5704-at-303-792-2181 (phone), 800-854-7179 (phone), or 303-792-2192 (fax), o
'www.incits.org.

al ATA 2.6 (SATA-2) specification. 15 February 2007

F 2 For information On\the current status of Serial ATA documents, see the Serial ATA International Organizati
www.sata-io.org.

ts —

Set

Part

114:

one),
ness
see

bn at

1. ANSI INCITS 332-1999
2. ANSI INCITS 318-1998
3. T10/1683_D
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3 Terms, definitions, symbols, abbreviations, keywords and conventions

3.1 Terms and definitions

3141
application client

class whose objects are, or an object that is, the source of commands (see 3.1.6) and task

management function (see 3.1.40) request; see SAM-4

3.1.2
ASCII string

stringaof US-ASCII characters each encoded in 8 bits per ISQ/IEC 8859-1 containing only gra

hic

characters (i.e., code values 20h through 7Eh); ASCII strings do not contain the NULL charactér

00h

318
attached enclosure services process

enclosure services process (see 3.1.17) that is attached to a device server (see 3.141)in another §

targget device (see 3.1.33); see 4.1.3
3.111
byt

seqlience of eight contiguous bits considered as a unit
3.1f
clags
desgription of a set of objects (see 3.1.26) that share the same-characteristics; see SAM-4
3.1.p

command
reqyest describing a unit of work to be performed by adevice server (see 3.1.11); see SAM-4

3.7
conmpmand descriptor block
CD

strugture used to communicate a command/(see 3.1.6) from an application client (see 3.1.1) to a de

sener (see 3.1.11); see SAM-4

3.1.
conftrol element

datd structure used to access-an element (see 3.1.13) via the Enclosure Control diagnostic page

6.1.8); see clause 7

3.1.p
critical condition

enclosure condition established when one or more elements inside the enclosure have failed or
opefating outside of their specifications; the failure of the element makes continued normal operatid
at Igast some elements in the enclosure impossible; some elements within the enclosure may be

to continue normal operation
3.1.46

i.e.,

Csl

vice

see

are
n of
Able

device
mechanical, electrical, or electronic contrivance with a specific purpose

3.1.1
device server
class whose objects process, or an object that processes, commands (see 3.1.6); see SAM-4

3.1.12
device slot

position into which a SCSI device may be inserted in an enclosure; the position provides appropriate
power, signal, and control connections to the SCSI device; the position may also provide mechanical
protection, locking capability, automatic insertion, visual device status indicators, and other features to

manage the SCSI device in the enclosure
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3.1.13

element

portion of an enclosure (see 3.1.15) that is controlled, interrogated, or described by the enclosure
services process (see 3.1.17)

3.1.14
element type
type or kind of element (see 3.1.13) (e.g., Array Device Slot, Power Supply, or Cooling); see clause 7

3.1.15

enclosure
box, r
eledtronic interfaces for one or more SCSI devices

3.1.
enclosure services
ES
services that establish the mechanical environment, electrical environment, and external indicators|and
conLroIs for the proper operation and maintenance of devices within an enclosurg

3107

enc]osure services process
pro¢ess that manages and implements enclosure services and is gither a standalone enclosure
senices process (see 3.1.37) or an attached enclosure services proeess (see 3.1.3); see 4.1

3.1 £ 8
fiel
groyp of one or more contiguous bits

3.1.119

hard reset
condlition resulting from the events defined by SAM:4-in which the SCSI device performs the hard reset
opefations described in SAM-4, this standard, and’other applicable command standards (see table|3 in

I_T pexus loss
condlition resulting from the events defined by SAM-4 in which the SCSI device performs the |_T n¢xus
loss|operations described in SAM=4, this standard, and other applicable command standards (see tgble
3 in|clause 5)

3.1.p1

infgrmation condition
an gnclosure condition that should be made known to the application client (see 3.1.1); the conditipn is
not an error and does not reduce the capabilities of the devices in the enclosure

logical unit
clags whose objects implement, or an object that implements, a device model that manages|and
progesses commands (see 3.1.6) sent by an application client (see 3.1.1); see SAM-4

3.1.23

logical unit number

LUN

identifier for a logical unit; see SAM-4

3.1.24

logical unit reset

condition resulting from the events defined by SAM-4 in which the logical unit performs the logical unit
reset operations described in SAM-4, this standard, and other applicable command standards (see
table 3 in clause 5)
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3.1.25

noncritical condition

enclosure condition established when one or more elements inside the enclosure have failed or are
operating outside of their specifications; the failure of the elements does not affect continued normal
operation of the enclosure; all SCSI devices in the enclosure continue to operate according to their
specifications; the ability of the devices to operate correctly if additional failures occur may be reduced
by a noncritical condition

3.1.26
object
entity with a well-defined boundary and identity that encapsulates state and behavior; see SAM-4

ron
3in

the

the

hent
task

see
and

Vice
e of

3.1.34

SCSI target port

class whose objects act, or an object that acts, as the connection between device servers (see 3.1.11)
and task managers (see 3.1.41) and a service delivery subsystem through which requests, indications,
responses, and confirmations are routed; see SAM-4

3.1.35

secondary subenclosure

subenclosure (see 3.1.39) whose enclosure services process (see 3.1.17) does not provide access to
the enclosure services information of all the subenclosures in an enclosure (see 3.1.15); see 4.3
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3.1.36

simple subenclosure

subenclosure (see 3.1.39) that does not support any SES diagnostic page (see 6.1.1) except the Short
Enclosure Status diagnostic page (see 6.1.11); see 4.3.3

3.1.37
standalone enclosure services process
enclosure services process (see 3.1.17) that is also the device server (see 3.1.11); see 4.1.2

3.1.38
status element

see

portjon of an enclosure (see 3.1.15) accessed through a primary subenclosure’s (see 3:1.28) enclogure
senices process (see 3.1.17); see 4.3

3.1.40

task management function
task manager (see 3.1.41) service capable of being requested by an application client (see 3.1.1) to
affe¢t the processing of one or more commands (see 3.1.6); see SAM-4

3.1.1

task manager
clasis whose objects control, or an object that controls the sequiencing of commands (see 3.1.6)[and
prodesses task management functions (see 3.1.40); see SAM-4

3.1.42

text string
strirjg of characters using the character encoding“and language indicated by the Language element
(seg 7.3.18) containing only graphic characters; text strings do not contain the NULL charalcter
(i.e.} 00h or 0000h)

3.1.43

thrgshold control element
datg structure used to access an element (see 3.1.13) via the Threshold Out diagnostic page (see
6.1.8); see clause 7

3.1.44

thrgshold status element
datg structure used to@ccess an element (see 3.1.13) via the Threshold In diagnostic page (see 6.1.9);
see|clause 7

3.1.45

type descriptor
typq descriptor header (see 3.1.46) and corresponding type descriptor text, if any, accessed viq the
Conffiguration diagnostic page (see 6.1.2)

3.1.
type descriptor header

data structure in the Configuration diagnostic page (see 6.1.2) defining a set of elements (see 3.1.13)
sharing the same element type (see 3.1.14) and type descriptor text (see 3.1.47)

3.1.47

type descriptor text

text string (see 3.1.42) reported in the Configuration diagnostic page (see 6.1.2) describing the
elements (see 3.1.13) defined by a type descriptor (see 3.1.45)

3.1.48

unrecoverable condition

enclosure condition established when one or more elements inside the enclosure have failed and have
disabled some functions of the enclosure; the enclosure may be incapable of recovering or bypassing
the failure and requires repairs to correct the condition
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3.1.49
wrapping counter
counter that wraps back to zero after reaching its maximum value

3.2 Symbols and abbreviations

1(E)

AC alternating current
CcDB command descriptor block (see 3.1.7)
DC direct current
ES enclosure services (see 3.1.16)
ESI enclosure services interface (see SFF-8067)
FCP Fibre Channel Protocol standard (any version)
FCP-4 Fibre Channel Protocol - 4 standard (see clause 2)
GPIO general purpose input/output
LED light emitting diode
LSB least significant bit
LUN logical unit number (see 3.1.23)
MSB most significant bit
ROM read only memory
RMS root mean squared
rpm revolutions per minute
SAS Serial Attached SCSI standard (any version)
SAS-2 Serial Attached SCSI - 2 standard (see clause 2)
SCA-2 Single Connector Attach connector{sge SFF-8067)
SCSI Small Computer System Interfacefamily of standards (see clause 2)
SAM-4 SCSI Architecture Model - 4 standard (see clause 2)
SCC SCSI Controller Commands'standard (any version)
SCC-2 SCSI Controller Commands - 2 standard (see clause 2)
SPC-4 SCSI Primary Commands - 4 standard (see clause 2)
3.3| Keywords
3.3
invalid

A kgyword used to describe an illegal or unsupported bit, byte, word, field or code value. Receipt g
invalid bit, byte, word, field or code value shall be reported as an error.

3.3.
mandatory
A kgyword indicating an item that is required to be implemented as defined in this standard.

f an

A keywortd that indicates flexibility of choice with no implied preference (equivalent to “may or

may

not”).

3.34
may not
Keywords that indicates flexibility of choice with no implied preference (equivalent to “may or may n

3.3.5

obsolete

A keyword indicating that an item was defined in prior standards but has been removed from
standard.

ot”).

this
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3.3.6

optional

A keyword that describes features that are not required to be implemented by this standard. However, if
any optional feature defined in this standard is implemented, it shall be implemented as defined in this
standard.

3.3.7

prohibited

A keyword used to describe a feature, function, or coded value that is defined in a non-SCSI standard
(i.e., a standard that is not a member of the SCSI family of standards) to which this standard makes a
normative reference where the use of said feature, function, or coded value is not allowed for
implementations of thisstandard:

3.3.

reserved
A keyword referring to bits, bytes, words, fields and code values that are set aside for fufure
starldardization. Their use and interpretation may be specified by future extensions-{o this or gther
starjdards. A reserved bit, byte, word or field shall be set to zero, or in accordance with a fufture
extgnsion to this standard. Recipients are not required to check reserved bits, bytes, words or fieldp for
zerd values. Receipt of reserved code values in defined fields shall be reportged’as an error.

3.3.

shall
A keyword indicating a mandatory requirement. Designers are _required to implement all quch
marjdatory requirements to ensure interoperability with other products that conform to this standard.

3.3./10

shopuld
A kgyword indicating flexibility of choice with a strongly preferred alternative (equivalent to "is strongly
recdmmended”).

3.3./11
vendor specific

Something (e.g., a bit, field, or code value) that is not defined by this standard and may be {sed
diffgrently in various implementations.

34 Conventions

Cerfain words and terms used.in-this standard have a specific meaning beyond the normal English
megning. These words and.terms are defined either in clause 3 or in the text where they ffirst
appgar.

Names of SCSI commands, statuses, sense keys, and additional sense codes are in all uppergase
(e.g}, SEND DIAGNOSTIC command).

Names of SCSI diagnostic pages, mode pages, log pages, and elements are in mixed case (¢.g.,
Disgonnect-Reconnect mode page).

Names.of fields are in small uppercase (e.g., PAGE LENGTH). Normal case is used when|the
contents of a field are being discussed. Fields containing only one bit are usually referred fo as the
NAME bit instead of the NAME field.

Normal case is used for words having the normal English meaning.

A binary number is represented in this standard by any sequence of digits consisting of only the
Western-Arabic numerals 0 and 1 immediately followed by a lower-case b (e.g., 0101b).
Underscores or spaces may be included in binary number representations to increase readability
or delineate field boundaries (e.g., 0 0101 1010b or 0_0101_1010b).

A hexadecimal number is represented in this standard by any sequence of digits consisting of only
the Western-Arabic numerals 0 through 9 and/or the upper-case English letters A through F
immediately followed by a lower-case h (e.g., FA23h). Underscores or spaces may be included in
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1(E)

hexadecimal number representations to increase readability or delineate field boundaries (e.g., B
FD8C FA23h or B_FD8C_FA23h).

A decimal number is represented in this standard by any sequence of digits consisting of only the
Western-Arabic numerals 0 through 9 not immediately followed by a lower-case b or lower-case h

(e.g

., 25).

This standard uses the following conventions for representing decimal numbers:

Tab

A decimal number represented in this standard with an.overline over one or more digits folloy

the
666

List
the

relationship between the listed items:ists are associated with an introductory paragrap

phré
entr]

In th

Not

a) the decimal separator (i.e., separating the integer and fractional portions of the number) is a
period;
T thethousands separator (i-e-, separating groups of three digits Tma portiom of the mumber)]is a
space; and

e 1 shows some examples of decimal numbers using various numbering conventions.

Table 1 — Numbering conventions

French English This standard
0,6 0.6 0.6
3,141 592 65 3.14159265 3.141.59265
1000 1,000 1,000
1323 462,95 1,323,462.95 1,323 462.95

Hecimal point is a number where the overlined digits are infinitely repeating (e.g., 666.6 mg
666 666... or 666 2/3, and 12.142 857 means\12.142 857 142 857... or 12 1/7).

5 sequenced by letters (e.g., a) red, b) blue, ¢) green) show no ordering relationship betw
isted items. Lists sequenced by numbers (e.g., 1) red, 2) blue, 3) green) show an orde

se, and are numbered relative to that paragraph or phrase (i.e., all lists begin with an a)
y)-
e event of conflicting information the precedence for requirements defined in this standard

1) text;
P) tables; then
3) figures.

bs do not constitute any requirements for implementers.

C) the thousands separator is used in both the integer portion and the fraction portion of'a nunber.

ving
ans

een
ring
h or
r1)

is:
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4

41

SCSI enclosure services model

Access to the enclosure services process

411 Access to the enclosure services process overview

Enclosures may provide power, cooling, and protection for devices. In addition, enclosures may
provide external indicators about the state of the enclosure and devices. The indicators may
identify the enclosure, identify proper operation of the devices and enclosure elements, provide
indications of the state of RAID devices in the enclosure, and provide failure and maintenance
information. Some of the individual elements of an enclosure may be removable and replaceable
while the enclosure continues to operate. An enclosure services process typically manages all

thes
mar
enc
As 4§

the pnclosure services process by a serial link.

The
usin

41.

An
peri
The|

Star
the

The)
pag
enc
it. S
the
6.1
diag

The
enc

e enclosure elements and communicates with the SCSI application client. All those elem
aged by the enclosure services process are in the enclosure domain of that process.
osure domain may extend outside the actual box containing the enclosure servic€s proc
n example, an Uninterruptible Power Supply element may be located remotely and attache

application client has two mechanisms for accessing the enclosure services process,
g the RECEIVE DIAGNOSTIC RESULTS and SEND DIAGNOSTIC commands (see SPC-4

n) directly to a standalone enclosure services process (see 4.1.2); oF
b) indirectly through a logical unit of another peripheral device type (e.g., a block device) t
attached enclosure services process (see 4.1.3).

R Standalone enclosure services process

bpplication client may address the enclosure services process as a logical unit having
pheral device type of enclosure services (i.e., 0Dh))(see the INQUIRY command in SP(
commands for this peripheral device type are described in clause 5.

dalone enclosure services processes shall set the ENCSERV (enclosure services) bit to on
Standard INQUIRY data (see SPC-4).

application client uses the SEND DIAGNOSTIC command and the SES control-type diagng
s (see 6.1) to set various indicators and states within the enclosure domain, allowing
osure to provide the most appropriate environment for the other SCSI devices contained w
imilarly, the application clientirequests information from the enclosure services process u
RECEIVE DIAGNOSTIC-RESULTS command and the SES status-type diagnostic pages
to examine various status and warning information available from the enclosure.
nostic pages and page formats are defined in 6.1.

Enclosure Services Management mode page (see 6.3.2) may be implemented by a standa
osure services.process.

bnts
The
PSS,
d to

both
):

the
-4).

e in

stic
the
thin
5ing
see
The

one
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Figure 1 shows an example of an enclosure with a standalone enclosure services process.

Enclosure
SCSI target Additional
SCS| target device SCSl target
port device(s)

Logical unit with peripheral o FUEIE N
device type of ODh (SES) e Supply(s) K|
logical unit(s) a
Device server is the (baollng -
enclosure service /Bjecls (e.g. =
process %" fans) :
(the interfaces to the objects are
outside the scope of this standard Temperature | |
(e.g., GPIOs, serial buses)) Sensor(s)
[
[
Additional

object(s)

Figure 1.~ Standalone enclosure services process

418 Attached enclosure services process

An application client may also be able to address the enclosure services process using a logical
unitfwith some othéryperipheral device type (e.g., a block device) as a transport for enclogure
seryices information. Such peripheral devices have a communications connection to the attaghed
enclosure services process defined outside this standard (e.g., the Enclosure Services Interface
(ES)) in SEE-8067). The attached enclosure services process is not accessible as its own logical
unit} instead, it transports the standard enclosure services information through the addregdsed
logical unit.

A device server with an attached enclosure services process shall set the ENCSERV (enclosure
services) bit to one in the Standard INQUIRY data (see SPC-4). The attached enclosure services
process may or may not be currently attached.

Such device servers shall use the same SEND DIAGNOSTIC and RECEIVE DIAGNOSTIC
RESULTS commands and page formats used by a standalone enclosure services process (see
4.1.2), but otherwise support the peripheral device model specified by their peripheral device type
value.

An application client determines whether an enclosure services process is attached to the device
server by using the RECEIVE DIAGNOSTIC RESULTS command to request a Configuration
diagnostic page (see 6.1.2). If the device server is not able to communicate with an enclosure
services process, the device server shall terminate the command as described in 4.8.
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The Enclosure Services Management mode page (see 6.3.2) may be implemented by a logical unit
that allows access to an attached enclosure services process.

NOTE 3 One example using an attached enclosure services process is an enclosure of Fibre Channel disk drives with SCA-2
connectors defined in SFF-8067. The SCA-2 connector include pins for an Enclosure Services Interface (ESI). The backplane
connects selected disk drives’ ESI interfaces to an enclosure management processor serving as the attached enclosure services
process.

Figure 2 shows an example of an enclosure with an attached enclosure services process.

SCSltarget | | Additional
— | SCsl target device || SCSltarget
port device(s) Subénclosfire
|
|
I 05 L
Logical unit with peripheral - ! Pl
device type other than SES | | A.dd'lt'o".?l supply(s)
(e.g. 00h (direct-access ogical unit(s)

block device))

I—I:

Device server
(forwards diagnostic Cooling [
page 01h - 2Fh device(s) M
accesses) < (e.g., fans)

4 R e

The interface to the

attached enclosure services. Temperature | |
process is outside the sedpe sensor(s)
of this standard (e.g\ the
ESl interface in SEF-8067) |
I
Attached enclosure -
Services process | Additional
AN (the interfaces to the devices are device(s)
(.g., a standalone-microcontroller) outside the scope of this standard

{e.g., GPIOs, serial buses))

Figure 2 — Attached enclosure services process

The|only, SCSI device condition (see SAM-4) supported by an attached enclosure services progess
iS p \\\\\\\ n—Thaoloaical pinit Ao~ At Ao i ants hard raont ool pinit st el T oo 0SS

o
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to the attached enclosure services process.

4.2 Management of indicators and controls

An application client uses the SEND DIAGNOSTIC command to transmit control information to the
enclosure services process. The control information may include internal and external state
indicators as well as instructions to the enclosure to perform certain operations or to modify its
operating mode.

The internal and external state indicators may be set to one or zero by any application client. The
instructions of the application client may be ignored or overridden by the enclosure services
process to assure that the proper state information is available to any application client that wants
to sense an indicator (e.g., an application client may set the CRIT bit to zero in the Enclosure
Control diagnostic page (see 6.1.3) to specify that it believes that a critical condition does not exist


https://iecnorm.com/api/?name=aef8022c8c992ab01a91a8d41474c5fc

-26- 14776-372 © ISO/IEC:2011(E)

in the enclosure. The enclosure may choose to ignore the instruction if a critical condition still
exists.

The instructions to the enclosure may be ignored by the enclosure services process if the
instructions request an operation not implemented by the enclosure. Enclosure services processes
may modify the values requested by an application client to the most appropriate value
implemented in the enclosure. Instructions may also be ignored if the enclosure services process
detects that the instructions would generate undesirable conditions within the enclosure. As an
example, an application client may choose to save energy by selecting low fan speeds, but the
enclosure services process may ignore the request because high ambient temperatures are
present, requiring high fan speeds.

An Jipplication client uses the RECEIVE DIAGNOSTIC RESULTS command with the pcv bit slat to
one|to obtain many kinds of enclosure status information. The information shall indicate\the agtual
statg of the enclosure. The actual state is a vendor specific combination of the indications sdt by
the jnstructions from application clients and the indications established by the eneglosure servjces
progess.

4.3 Subenclosures
4.3.£ Subenclosures overview

An ¢nclosure consists of one subenclosure or multiple subenclosures:

When a single subenclosure is present, it is considered the primary subenclosure. There ar¢ no
secpndary subenclosures.

Whegn multiple subenclosures are present:

n) the primary subenclosure is the subenclosure whose enclosure services process provides
access to enclosure services information of.all the subenclosures; and
b) all other subenclosures are considered secondary subenclosures.
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Figure 3 shows an example of subenclosures.

Enclosure

Primary subenclosure (subenclosure identifier 00h)
(shown with a standalone enclosure services process)

Enclosure Vendor-
SCSIOtﬁrget services process/ [ | specific
P device server interface
e~ e~
Element Element Element Element

Secondary subenclosure A (not 00h)

Enclosure — ‘:sgslz';
services process gt
Element | | Element | | Element N § \ment

Secondary subenclosiice N (not 00h)
\\J

Vendor-
sure - 5 d_o
senviees process specific
\g P interface
[o)

Element | ‘Element | |Element| .. |Element

Figure 3 — Subenclosures

Each subenclosure’is identified by a one-byte subenclosure identifier. The primary subenclogure
shall have a subenclosure identifier of 00h. The primary subenclosure shall assign a non-zero
sublenclosuretidentifier for each secondary subenclosure. The relationship between|the
subenclosure identifier and the subenclosure’s location is vendor specific.

The|enclosure services information from multiple subenclosures is combined together into a sipgle
set of SES diagnostic pages by the primary subenclosure. The information from each subenclosure
is distinguished in the Configuration diagnostic page (see 6.1.2) by its subenclosure identifier.

The primary subenclosure may access enclosure service information in a subenclosure using the
SEND DIAGNOSTIC command and RECEIVE DIAGNOSTIC RESULTS commands over a SCSI
transport protocol, or may use a vendor-specific interface.

4.3.2 Generation code

The primary subenclosure’s enclosure services process shall maintain a four-byte wrapping
counter called the generation code. The generation code shall be incremented by one every time
that the Configuration diagnostic page changes (e.g., there is a change in the number or
configuration of subenclosures). The counter shall not be changed because of status element
changes. Enclosures that do not change in configuration should set the generation code to
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00000000h. If the generation code is at its maximum value (i.e., FFFFFFFFh), it shall wrap to
00000000h. The generation code should be set to 00000000h on power on.

The relationship between the subenclosure identifier and the subenclosure is fixed for a particular
configuration and generation code. As subenclosures are added or removed, the configuration and
generation code shall change. The addition or removal of a subenclosure may result in a change in
the relationship between a physical subenclosure and the corresponding subenclosure identifier.

The generation code is reported in most SES status-type diagnostic pages (see 6.1). The expected
generation code is used in most SES control-type diagnostic pages (see 6.1).

rep

-4 and SPC-4) for all I|_T nexuses when there is a change in the generation code:
tional sense code for the unit attention condition shall be TARGET OPERATING CONDITI(
E CHANGED. The unit attention condition shall be cleared for all |_T nexuses without b
brted if a RECEIVE DIAGNOSTIC RESULTS command is processed that\réquests

Configuration diagnostic page (i.e., the PCV bit is set to one and the PAGE CODE field-is set to 01

App
the
by t

4.3.

A si
6.1.
a pr

The

ication clients accessing an attached enclosure services process (see 4.1.3) should verify
peneration code has not unexpectedly changed, since no unit attention.Condition is establis
ne device server.

B Simple subenclosures

mple subenclosure is a subenclosure that does not support any SES diagnostic page
1) except the Short Enclosure Status diagnostic page (see 6.1.11). If a simple subenclosu
mary subenclosure, no secondary subenclosures exist.

enclosure services process in a simple subenclosure shall always return the Short Enclo

Staflus diagnostic page, regardless of which SESydiagnostic page is requested by a RECH

DIA
sub

The)
com
set

FUN

GNOSTIC RESULTS command. If a simple subenclosure is used as a secon(
bnclosure, it shall be represented by a Simple Subenclosure element (see 7.3.24).

enclosure services process in a simple subenclosure shall terminate any SEND DIAGNOS
mand using an SES diagnostic page code with CHECK CONDITION status with a sense
fo ILLEGAL REQUEST and an.additional sense code set to UNSUPPORTED ENCLOSU
CTION.

see
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4.3.4 Multiple enclosure services processes in a subenclosure
A subenclosure may be managed by more than one enclosure services process, as shown in
figure 4.
Enclosure
Primary subenclosure (subenclosure identifier 00h)
SCSl target Enclosure services process/device server Venqor
ort — (RELATIVE ENCLOSURE SERVICES PROCESS [~  specific
P IDENTIFIER field set to 001b) interface
Element | ... | Element | | Element | ... | Element | | Element | ... | Element
SCS! target Enclosure services process/device server Venc_lor
ort — (RELATIVE ENCLOSURE SERVICES PROCESS spetific
P IDENTIFIER field set to 010b) interface

Note 1 - Standalone enclosure services processes are showh in this example.

Note 2 - Each enclosure services process reports the NUMBER OF ENCLOSURE
SERVICES PROCESSES field set to 010b.

Note 3 - Elements may be accessible by a single/enclosure services process
or by multiple enclosure services processes.

Secondary subenclosures (if any)

Figure 4 — Multiple enclosure service processes in a subenclosure

Elements may be accessible by one-or more of the enclosure services processes. Coordinatign of

acce¢ss between multiple enclosuré services processes is vendor specific.

4.4

An
the
pro

4.5

A standalone enclosure services process (see 4.1.2) shall report errors detected while procesping
the [SEND DIAGNOSTIC command and the RECEIVE DIAGNOSTIC RESULTS commands as
defi - g, TIC

Use of the Enclosure Busy diagnostic page

bnclosure services~process may return the Enclosure Busy diagnostic page (see 6.1.12) with
BUSY bit set to ongrather than the requested diagnostic page when it is temporarily unable to
ide the requested diagnostic page.

Invalid field errors

command is set to an unsupported value, terminate the command with CHECK CONDITION status
with the sense key set to ILLEGAL REQUEST).

For an attached enclosure services process (see 4.1.3):

a)

b)

for the SEND DIAGNOSTIC command with the PF bit set to one and the PAGE CODE field in the
parameter list set to a value in the SES diagnostic page code range (see 6.1.1), the device
server is not capable of completely checking the fields in the CDB and parameter list. Instead,
the device server shall pass the page code and parameter list to the attached enclosure
services process and complete the command with GOOD status;

for the SEND DIAGNOSTIC command with PF bit set to zero or with the PF bit set to one and
the PAGE CODE field in the parameter list set to a value outside the SES diagnostic page code
range (see 6.1.1), the device server shall report errors detected while processing other fields in
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the CDB and while processing parameter lists containing page codes outside the SES
diagnostic page code range as defined in SPC-4;

for the RECEIVE DIAGNOSTIC RESULTS command with the Pcv bit set to one and the PAGE
CODE field set to a value in the SES diagnostic page code range (see 6.1.1), the device server
is not capable of completely checking the fields in the CDB. Instead, the device server shall
pass the page code to the attached enclosure services process, retrieve the diagnostic page, if
any, from the attached enclosure services process and return it to the application client as
parameter data, and complete the command with GOOD status; and

for the RECEIVE DIAGNOSTIC RESULTS command with the Pcv bit set to zero or with the pcv
bit set to one and the PAGE CODE field set to a value outside the SES diagnostic page code
range (see 6.1.1). the device server shall report errors detected while processing other fields in

The
pag

To nf
atta

To 1
atta

The
7.3.

4.6

For
sup
repd

a)

b)

C)

2)
b)

the CDB and while processing page codes outside the SES diagnostic page code rangg as
defined in SPC-4.

attached enclosure services process uses the INVOP bit in the Enclosure Status diagnqstic
b (see 6.1.4) and the Threshold In diagnostic page (see 6.1.9) to report errors,

eport errors detected in the SEND DIAGNOSTIC command CDB fields ot ‘parameter list| the
Ched enclosure services process shall:

if the PAGE CODE field is set to an unsupported value, set the (NVOP bit to one in the pext
Enclosure Status diagnostic page returned to any application client;
if the PAGE CODE field is set to 05h (i.e., Threshold Out diagnosti¢ page) and that is a suppqrted
value, set the INVOP bit to one in the next Threshold In diagnostic page (see 6.1.9) returngd to
any application client; and
if the PAGE CODE field is set to a supported value otherthan 05h, set the INVOP bit to one ir) the
next Enclosure Status diagnostic page (see 6.1.4)returned to any application client.

eport errors detected in the RECEIVE DIAGNOSTIC RESULTS command CDB fields,|the
Ched enclosure services process shall:

if the PAGE CODE field is set to an unsupported value, return no data; and
if the PAGE CODE field is set to a supported value, set the INVOP (invalid operation requested) bit
to one in the next Enclosure Statds diagnostic page (see 6.1.4) returned to any applicgtion
client. If this command is returning the Enclosure Status diagnostic page, report the error inf this
command.

attached enclosure services process may include an Invalid Operation Reason element (see
12) in the element list tolindicate the reason for the error.

Thresholds

elements that have limited sensing capability (e.g., temperature sensors, uninterruptible pd
blies, voltage\sensors, and current sensors), an enclosure services process may sup

wer
port

a)
b)

rting whendthe element crosses certain threshold values:

ahigh critical threshold;
a high warning threshold;

o lowwarnina thrachald: and
oW gt eSHoeT—are

d)

a low critical threshold.

Thresholds are supported using the Threshold Out diagnostic page (see 6.1.8), the Threshold In
diagnostic page (see 6.1.9), the threshold control element (see 7.2.4), and the threshold status
element (see 7.2.4).

When the value of a sensed parameter increases above the high critical threshold value or falls
below the low critical threshold value, the enclosure services process shall report a critical
condition to the application client by one of the mechanisms defined in 4.7. For those device
servers that use CHECK CONDITION status to indicate enclosure failures (see 4.7.4), the
command shall be terminated and the sense key shall be set to HARDWARE ERROR and the
additional sense code shall be set to ENCLOSURE FAILURE.
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When the value of a sensed parameter increases above the high warning threshold value or falls
below the low warning threshold value, the enclosure services process shall report a noncritical
condition to the application client by one of the mechanisms defined in 4.7. For those device
servers that use CHECK CONDITION status to indicate enclosure failures (see 4.7.4), the
command shall be completed and the sense key shall be set to RECOVERED ERROR and the
additional sense code shall be set to WARNING — ENCLOSURE DEGRADED.

4.7 Reporting methods
4.7.1 Reporting methods overview

Many enclosure functions are managed simply by setting controls and testing the status of the
elements within an enclosure. However, the enclosure services process also monitors a variefy of
warhing and error conditions. These conditions may be communicated to an application, client
using any of the following methods:

) polling (see 4.7.2);

) polling based on the timed completion function (see 4.7.3);
) CHECK CONDITION status (see 4.7.4); and

) asynchronous event notification (see 4.7.5).

4.7. Polling

The| application client may periodically poll the enclosure by sending’a RECEIVE DIAGNOSTIC
RESULTS command requesting an Enclosure Status diagnostic page (see 6.1.4) with an allocdtion
length greater than one. The information returned in byte 1 of the.Enclosure Status diagnostic gage
inclfides bits that summarize the status of the enclosure and.its elements as described in 6.14. If
one|of these bits is set to one, detailed information may<{hen be obtained by the application c|ient
by gending a RECEIVE DIAGNOSTIC RESULTS command requesting a complete Enclogure
Stafjus diagnostic page, Help Text diagnostic page (see 6.1.5), or Subenclosure Help Text
diagnostic page (see 6.1.14).

4.7.8 Timed completion function

The| application client may enable the optional timed completion function using the Enclosure
Seryices Management mode page (see'6:3.2). The application client may then periodically pol| the
enc|osure by sending a RECEIVE BIAGNOSTIC RESULTS command requesting an Enclosure
Stafus diagnostic page (see 6.1.4)'with an allocation length greater than one. The return of|the
diagnostic page may be delayed until one or more of the bits in byte 1 of the diagnostic page are
set fo one. The command shall be completed by the device server before the time specified in the
MAX|MUM TASK COMPLETION, TIME field is exceeded whether or not one of these bits is set to one. [This
polling option allows thetapplication client to access warning and error information at a time clpser
to the detection of theinformation by the enclosure services process.

4.7.£ CHECK.CONDITION status

A standalone_device server should not terminate a RECEIVE DIAGNOSTIC RESULTS command
with CHECK CONDITION status to report warning conditions and failure conditions relating to
enclosure services.

The device server may use informational exception conditions (see SPC-4) to indicate conditions
that do not require any recovery action.

For attached enclosure services processes (see 4.1.3), the device server shall not terminate
commands with CHECK CONDITION status to indicate the presence of information from the
enclosure services process. Application clients shall use polling (see 4.7.2) to access the
enclosure information through such device servers.
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4.7.5

For standalone enclosure services processes with a SCSI target port using a SCSI transport
protocol that supports notification of SES asynchronous events (e.g., Broadcast (SES) in SAS-2),
the enclosure services process:

4.8

The
ass

a)
b)

c)
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Asynchronous event notification

shall report an asynchronous event when the generation code changes (see 4.3.2);

1(E)

shall report an asynchronous event when an element change results in a change to the PRDFAIL
bit or the ELEMENT STATUS CODE field in a status element (see 7.2.3) (e.g., an element exceeds

a threshold);

may report an asynchronous event when an element change does not result in a change to the

pROEAL hit Artha o caoaENT oTATHIS cnne fiald in o ctatiic alamant (caag 7 2 2)-
A ROt MEN— AT De-HeeH - StatHS-818Me Rt 566

d)

additional sense code values defined for this standard are described in table 2. The valueg
gned in SPC-4.

T—Z=TO)5

should report an asynchronous event when the Element Descriptor diagnostic page
6.1.10) changes;
should report an asynchronous event when the Short Enclosure Status diagnostic [page
6.1.11) changes;
should report an asynchronous event when the Additional Element Status diagnostic page
6.1.13) changes;

see

see

see

should report an asynchronous event when the Download Microcode ‘Status diagnostic gage

(see 6.1.19) changes to a code implementing completion; and
should report an asynchronous event when the Subenclosure (Nickname Status diagn
page (see 6.1.21) changes.

Additional sense codes

pstic

are
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Table 2 — Sense keys and additional sense codes

Sense key Additional sense code Reason
ENCLOSURE SERVICES The enclosure services process has failed in an unknown
FAILURE @ manner.
ENCLOSURE SERVICES The device server communication with the enclosure
TRANSFER FAILURE @ services process has failed.
:ésg\gARE An unrecoverable enclosure failure (e.g., from a threshold
exceeding a critical limit (see 4.6)) has been detected by
b threenciosureservices Process: Forthrer-information ay be
ENCLOSURE FAILURE available using the RECEIVE DIAGNOSTIC RESULTS
command and requesting the Enclosure Status‘diagnostic
page (see 6.1.4).
HARDWARE The device server or the enclosure servicés process
ERRQR or ENCLOSURE SERVICES indicated either an error or an invalid format |F;1 their
ILLEGAL TRANSFER REFUSED 2 communication
REQUEST )
ILLEGAL UNSUPPORTED A SEND DIAGNOSTIC command has been attempted to a
REQUEST ENCLOSURE FUNCTION 2 | simple subenclosure (see4,3.3).
The device server communication with the enclosure
ENCLOSURE SERVICES .
NOT READY UNAVAILABLE 2 serylce proce_ss hasencountered an error, but may bgcome
available again.
A noncriticatfailure (e.g., from a threshold exceeding|a
warning limit(see 4.6)) has been detected by the enclosure
RECAVERED | WARNING — ENCLOSURE serwces.process. Th.IS may be managed by the
ERRAR DEGRADED P Informational Exceptions Control mode page (see SHC-4).
Further information may be available using the RECRIVE
DIAGNOSTIC RESULTS command and requesting the
Enclosure Status diagnostic page (see 6.1.4).
@ May be returned by any logical unit that provides access to enclosure services, either standalone (see 4.1.2) or attachied (see
4.13).
b Shquld only be returned by a standalone-enclosure services process in the sense data for a CHECK CONDITION stdtus
retyrned for a command other than RECEIVE DIAGNOSTIC RESULTS.
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5 Commands for enclosure services peripheral devices

The commands for standalone enclosure services processes (i.e., logical units with the peripheral
device type of enclosure services (i.e., 0Dh)) (see 4.1.2) are shown in table 3.

Table 3 — Commands for standalone enclosure services processes (part 1 of 2)

Command name 05332“2" Type b | Reference
ACCESS CONTROL IN 86h O SPC-4
ACCESS CONTROL OUT 87h 0] SP(C-4
CHANGE ALIASES A4h/0Bh 0] SP(C-4
INQUIRY f 12h M SP(C-4
LOG SELECT 4Ch 6] SP(C-4
LOG BENSE 4Dh O SP(C-4
MAINTENANCE IN fonaan 0 Da X e sc-2
MAINTENANCE OUT ﬁjmggﬂ :g 82: X ¢ SC(-2
MODE SELECT (10) 55h 0] SP(C-4
MODE SELECT (6) 15h 0] SP(C-4
MODE SENSE (10) 5Ah 0] SP(C-4
MODE SENSE (6) 1Ah 0] SP(-4
PERSISTENT RESERVE IN 5Eh 0] SP(C-4
PERSISTENT RESERVE OUT 5Fh 0] SP(C-4
READ BUFFER 3Ch O SPC-4
RECEIVE DIAGNOSTIC RESULTS °© 1Ch M SP(C-4
REDWUNDANCY GROUP IN BAh X € SC(-2
REDWUNDANCY GROUP OUT BBh X € SC(-2
REPORT ALIASES A3h/0Bh (0] SPC-4
REPOQRT IDENTIFYING INFORMATION A3h/05h O SPC-4
REPORT LUNS AOh M SP(C-4
REPORT PRIORITY A3h/0Eh 0] SP(C-4
REPORT SUPPORTED OPERATION CODES A3h/0Ch 0] SP(C-4
REPORY SUPPORTED TASK MANAGEMENT FUNCTIONS A3h/0Dh 0] SP(C-4
REPORT TARGET PORT GROUPS A3h/0Ah O SPC-4
REPORT TIMESTAMP A3h/0Fh O SPC-4

@ Some commands are defined by a combination of operation code and service action. The operation code value is shown
preceding the slash and the service action value is shown after the slash.

M means command implementation is mandatory. O means command implementation is optional. X means command
implementation requirements are detailed in the reference.

SES status-type diagnostic pages (see 6.1) are transferred by the RECEIVE DIAGNOSTIC RESULTS command with the
PCV bit set to one.

SES control-type diagnostic pages (see 6.1) are transferred by the SEND DIAGNOSTIC command with the PF bit set to one.
Device servers are only required to accept a single diagnostic page in each command.

If the SCCS bit is set to one in the standard INQUIRY data (see SPC-4), these commands shall be supported as required by
SCC-2. If the SCCS bit is set to zero, these commands shall not be supported.

In the standard INQUIRY data (see SPC-4), the MCHNGR bit shall be set to zero.

9 The following operation codes are obsolete: 16h, 17h, 56h, and 57h.
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Table 3 — Commands for standalone enclosure services processes (part 2 of 2)

Command name ocpggfi‘;" Type b | Reference
REQUEST SENSE 03h M SPC-4
SEND DIAGNOSTIC ¢ 1Dh M SPC-4
SET IDENTIFYING INFORMATION A4h/06h O SPC-4
SET PRIORITY A4h/OEh 0] SPC-4
SET FARGETFRORT-GROURS A4hiOAR o SRC-4
SET TIMESTAMP A4h/OFh o] SPC-4
SPARE IN BCh X € SC(C-2
SPARE OUT BDh X © SC(-2
TEST| UNIT READY 00h M SP(C-4
VOLUME SET IN BEh X € SC(-2
VOLUME SET OUT BFh X € SC(-2
WRITE BUFFER 3Bh 0] SPC-4
Obsolete 9

Resefved All others

@ Some commands are defined by a combination of operation code and service action. The operation code value ig
prg¢ceding the slash and the service action value is shown after the"slash.

b M

means command implementation is mandatory. O means €ommand implementation is optional. X means cdg

shown

mmand

implementation requirements are detailed in the reference.
¢ sHs status-type diagnostic pages (see 6.1) are transferréd\by the RECEIVE DIAGNOSTIC RESULTS command with the
PQV bit set to one.
d SHS control-type diagnostic pages (see 6.1) are transférred by the SEND DIAGNOSTIC command with the PF bit se{ to one.
Dgvice servers are only required to accept a single diagnostic page in each command.
€ If the SCCS bit is set to one in the standard INQUIRY data (see SPC-4), these commands shall be supported as reqtired by
S{C-2. If the SCCS bit is set to zero, these commands shall not be supported.
f In fhe standard INQUIRY data (see SPC-4);~the MCHNGR bit shall be set to zero.
9 The following operation codes are obsolete:"16h, 17h, 56h, and 57h.
All the commands are described in the referenced standards. The diagnostic pages accessedl by
the [SEND DIAGNOSTIC command and the RECEIVE DIAGNOSTIC RESULTS command|are
defiped in 6.1. The elements accessed by some of the diagnostic pages are defined in clausle 7.
The|format for the mode parameters and mode page accessed by the MODE SELECT commgnds

and

the MODE SENSE commands are defined in 6.3.
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6 Parameters for enclosure services devices

6.1 Diagnostic parameters
6.1.1 Diagnostic parameters overview

This clause defines the diagnostic page structure and the diagnostic pages that are applicable to
enclosure services devices and other device types that provide communications access to an
enclosure services process. Control pages are accessed with the SEND DIAGNOSTIC command.
Status pages are accessed with the RECEIVE DIAGNOSTIC RESULTS command.

The diagnostic page format is specified in SPC-4. All diagnostic pages have the diagnostic page

heafler defined in SPC-4, including the PAGE CODE and PAGE LENGTH fields.
The| PAGE CODE field identifies the diagnostic page being sent or requested. The page-codes|are
defiped in table 4.
Table 4 — Diagnostic page codes for enclosure service devices (part 4 of 2)
Page o Control .
cbde Description or Type Reference
status
00h Supported Diagnostic Pages diagnostic page Status M SPC4
SES [diagnostic pages

01h Configuration diagnostic page Status A 6.1.9

don Enclosure Control diagnostic page Control A 6.1.3
Enclosure Status diagnostic page Status A 6.1.4

03h Help Text diagnostic page Status B 6.1.9

dan String Out diagnostic page Control B 6.1.6
String In diagnostic page Status B 6.1.7

dsn Threshold Out diagnostic page Control B 6.1.4
Threshold In diagnostic'page Status B 6.1.9

heh Obsolete

(il7h Element Descriptor diagnostic page Status B 6.1.1p

¢8h Short Enclosure Status diagnostic page Status 0] 6.1.111

(i)gh Enclosure Busy diagnostic page Status B 6.1.1p

QAh Additional Element Status diagnostic page Status B 6.1.1B

(0Bh Subenclosure Help Text diagnostic page Status B 6.1.14

dahr Subenclosure String Out diagnostic page Control B 6.1.1p
O UVTTTUTUOUTE OUTHY T YAy TUSiv PYdy© Dtdivo d O T TO

0Dh Supported SES Diagnostic Pages diagnostic page Status B 6.1.17

OEh Download Microcode Control diagnostic page Control B 6.1.18
Download Microcode Status diagnostic page Status B 6.1.19

OFh Subenclosure Nickname Control diagnostic page Control B 6.1.20
Subenclosure Nickname Status diagnostic page Status B 6.1.21

a

b

A simple subenclosure responds with a Short Enclosure Status diagnostic page when any SES diagnostic page is
requested by a RECEIVE DIAGNOSTIC RESULTS command. See 4.3.3.
M means mandatory. O means optional. A means mandatory if the Short Enclosure Status diagnostic page is nof
supported, prohibited if the Short Enclosure Status diagnostic page is supported (i.e., in a simple subenclosure). B means
optional if the Short Enclosure Status diagnostic page is not supported, prohibited if the Short Enclosure Status diagnostic
page is supported (i.e., in a simple subenclosure).
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Table 4 — Diagnostic page codes for enclosure service devices (part 2 of 2)

Page Control
coge Description 2 or Type P| Reference
status
10h to 1Fh | Vendor-specific SES diagnostic pages
20h to 2Fh | Reserved for this standard
Additional non-SES diagnostic pages
30h to 3Eh | Reserved for all peripheral device types SPC-4
3Fh See specific SCSI transport protocol for definition SCS| trarjsport
protoqol
See specific peripheral device type for definition. |
40hito 7Fh Reserved for the SES peripheral device type SPCH
80h|to FFh | Vendor-specific diagnostic pages SPCH4
a8 Alsimple subenclosure responds with a Short Enclosure Status diagnostic page when.any SES diagnostic page is

re|
b M
Sy
of
P

Huested by a RECEIVE DIAGNOSTIC RESULTS command. See 4.3.3.

means mandatory. O means optional. A means mandatory if the Short EncloSure Status diagnostic page
pported, prohibited if the Short Enclosure Status diagnostic page is supported (i€ in a simple subenclosure). B
tional if the Short Enclosure Status diagnostic page is not supported, prohibited if the Short Enclosure Status dia
ge is supported (i.e., in a simple subenclosure).

is not
means
nostig

The

pag
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permanently be unavailable, then its diagnosticspage code shall be included in the list.

una
unti

DeV
dire
repdq

page.

Supported Diagnostic Pages diagnostic page defined in~SPC-4 contains a list of all diagnc
b codes implemented by the device server in ascending order beginning with diagnostic p
e 00h. If the device server is capable of accessing.a diagnostic page that may temporari

vailability of the resources necessary to transfer a diagnostic page shall not result in an ¢
a command attempts to access that diagnostic page.

ct diagnostic pages 01h through 2Fh to the attached enclosure services process and s
rt all diagnostic page codes 00h through 2Fh in the Supported Diagnostic Pages diagng

=Y
-

stic
age
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The
rror

ice servers supporting access to an attached enclosure services process (see 4.1.3) ghall
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stic
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6.1.2 Configuration diagnostic page
6.1.2.1 Configuration diagnostic page overview

The Configuration diagnostic page returns information about the enclosure, including the list of
elements in the enclosure. The element list shall include all elements with defined element status or
controls and may list any other elements in the enclosure. The Configuration diagnostic page provides
enclosure descriptor information and parameters. The Configuration diagnostic page may provide
descriptive text identifying element types in more detail.

The Configuration diagnostic page is read by the RECEIVE DIAGNOSTIC RESULTS command with a
PCV bit set to one and a PAGE CODE field set to 01h. A PAGE CODE field set to 01h in the parameter list for

a SENDBAGNOSTHEcommandisaminvatid-fretderror(see4-5y-
Table 5 defines the Configuration diagnostic page.
Table 5 — Configuration diagnostic page
Bit
Byte 7 6 5 4 3 2 1 0

0 PAGE CODE (01h)

1 NUMBER OF SECONDARY SUBENCLOSURES

2 (MSB)

PAGE LENGTH (n - 3)
3 (LBB)
4 (MSB)
GENERATION/CODE
7 (LBB)
Enclosure descriptor list
8
Enclosure descriptor(s) (oneper subenclosure) (see table 6 in 6.1.2.2)
Type descriptor header list (see 6.1.2.3)
Type descriptor header(s) (see table 7 in 6.1.2.3)
TFype descriptor text list (see 6.1.2.4)
Type.descriptor text(s) (one per type descriptor header) (see 6.1.2.4)

n
The|PAGE CODE field is set to 01h.
Thg NUMBER)OF SECONDARY SUBENCLOSURES field indicates the number of secondary
subgenclesures included in the enclosure descriptor list. The primary subenclosure shall be
desgribed by the first enclosure descriptor. Secondary subenclosures shall be described in
Subk ) ) .

The PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page.
The GENERATION CODE field indicates the value of the generation code (see 4.3.2).

The enclosure descriptor list contains an enclosure descriptor (see 6.1.2.2) for the primary
subenclosure and each secondary subenclosure, if any. The first enclosure descriptor shall
describe the primary subenclosure. Subsequent enclosure descriptors shall describe the
secondary subenclosures, and may be in any order.

The type descriptor header list is defined in 6.1.2.3.

The type descriptor text list is defined in 6.1.2.4.

NOTE 4 The type descriptor text list follows the complete type descriptor header list (i.e., after all type descriptor headers).
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6.1.2.2 Enclosure descriptor

Table 6 defines the enclosure descriptor.

Table 6 — Enclosure descriptor

Byte | 7 6 5 4 3 2 1 0
0 Reserved RELATIVE ENCLOSURE SERVICES Reserved | NUMBER OF ENCLOSURE SERVICES
PROCESS IDENTIFIER PROCESSES

1 SUBENCLOSURE IDENTIFIER

2 NUMBER OF TYPE DESCRIPTOR HEADERS

3 ENCLOSURE DESCRIPTOR LENGTH (m - 3)

4

» ENCLOSURE LOGICAL IDENTIFIER

12

19 ENCLOSURE VENDOR IDENTIFICATION

20

PRODUCT IDENTIFICATION
35
36
PRODUCT REVISION LEVEL
39
40
VENDOR-SPECIFIC ENGLOSURE INFORMATION

m
The| RELATIVE ENCLOSURE SERVICES PROCESSYDENTIFIER field identifies the enclosure serv|ces
prog¢ess relative to other enclosure services processes in the subenclosure. A value of (h is
resgrved.
The| NUMBER OF ENCLOSURE SERVICES)PROCESSES field indicates the number of enclosure servjces
progesses in the subenclosure. Arvalue of Oh indicates the number is not known.
Thel SUBENCLOSURE IDENTIFIER field indicates the subenclosure (see 4.3) described by fhis
enclosure descriptor.
The| NUMBER OF TYRPE\DESCRIPTOR HEADERS field indicates the number of type descriptor headlers
(se¢ 6.1.2.3) in the-Configuration diagnostic page with this subenclosure identifier. The fotal
number of type ‘descriptor headers is equal to the sum of the contents of the NUMBER OF TYPE
DESLRIPTORMHEADERS fields for the primary subenclosure and all of the secondary subenclosurés.
The|ENCLOSURE DESCRIPTOR LENGTH field indicates the number of bytes that follow in the enclosure
desgriptor. The value shall be a multiple of four, having allowed values between 36 and 252. [The
ENCLOSURE DESCRIPTOR LENGTH Includes the length of the ENCLOSURE LOGICAL IDENTIFIER field, the

ENCLOSURE VENDOR IDENTIFICATION field, the PRODUCT IDENTIFICATION field, the PRODUCT REVISION
LEVEL field, and any vendor specific enclosure information.

The ENCLOSURE LOGICAL IDENTIFIER field contains a unique logical identifier for the subenclosure. It
shall use an 8-byte NAA identifier, the format of which is defined in SPC-4 vital product data (see
SPC-4). The ENCLOSURE LOGICAL IDENTIFIER field shall be unique to the subenclosure and may be
different than the world wide name of the logical unit providing the enclosure services.

The ENCLOSURE VENDOR IDENTIFICATION field contains the identification string for the vendor of the
subenclosure in the same format as specified for the VENDOR IDENTIFICATION field of the standard
INQUIRY data (see SPC-4). The ENCLOSURE VENDOR IDENTIFICATION field may contain a different
value than the vendor identification of the logical unit providing the enclosure services.
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The PRODUCT IDENTIFICATION field contains the product identification string for the subenclosure in
the same format as specified for the PRODUCT IDENTIFICATION field of the standard INQUIRY data
(see SPC-4). The PRODUCT IDENTIFICATION field may contain a different value than the product
identification of the logical unit providing the enclosure services.

The PRODUCT REVISION LEVEL field contains the product revision level string for the subenclosure in
the same format as specified for the PRODUCT REVISION LEVEL field of the standard INQUIRY data
(see SPC-4). The PRODUCT REVISION LEVEL field may contain a different value than the product
revision level of the logical unit providing the enclosure services.

The VENDOR-SPECIFIC ENCLOSURE INFORMATION field contains vendor-specific information.

6.1.2.3 Type descriptor header list

The| type descriptor header list shall contain type descriptor headers in the following order,
regardless of their subenclosure identifiers:

1) type descriptor headers for Device Slot elements and Array Device Slot elements; and
P) type descriptor headers for elements with other element types.

The|elements of an enclosure shall be listed in the same order in:

a) the type descriptor header list;

b) the type descriptor text list (see 6.1.2.4);

c) the Enclosure Control diagnostic page (see 6.1.3);
d) the Enclosure Status diagnostic page (see 6.1.4);
e) the Threshold Out diagnostic page (see 6.1.8); and
f) the Threshold In diagnostic page (see 6.1.9).

The|type descriptor header is defined in table 7.

Table 7 — Type descriptor header format

Byt | 7 6 5 4 3 2 1 (
0 ELEMENT TYPE
1 NUMBER OF POSSIBLE ELEMENTS
2 SUBENCLOSURE IDENTIFIER
3 TYPE DESCRIPTOR TEXT LENGTH

The|ELEMENT TYPE fieldin the type descriptor header indicates the element type being describgd in
the type descriptor.- The list of element types is shown in table 59 (see 7.1). More than one {ype
desctriptor header may contain the same ELEMENT TYPE field value (e.g., there may be two pgqwer
supplies that provide +12 V and five power supplies that provide +5 V. In this case, a separate TYPE
DESLRIPFOR HEADER may be used for the +12 V power supplies and for the +5 V power supplieg).

Thel NUMBER OF POSSIBLE ELEMENTS field in the type descriptor header indicates the numbgr of
elements of the indicated type that it is possible to install in the subenclosure. The actual number
of elements installed may be smaller than the number that the configuration is capable of
accepting. If the NUMBER OF POSSIBLE ELEMENTS field is set to zero, then the type descriptor
corresponds to one overall element and no individual elements. The maximum number of elements
represented by a single type descriptor shall be 255.

The SUBENCLOSURE IDENTIFIER field in the type descriptor header indicates the subenclosure (see
4.3) in which the elements described by this type descriptor reside.

The TYPE DESCRIPTOR TEXT LENGTH field in the type descriptor header indicates the number of bytes
in the type descriptor text (see 6.1.2.4), if any. If the ELEMENT TYPE field is set to a vendor specific
value, then the TYPE DESCRIPTOR TEXT LENGTH field shall be set to a nonzero value and shall have
type descriptor text adequate to identify the element to an application client. Other element types
may have a TYPE DESCRIPTOR TEXT LENGTH field set to 00h.
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6.1.2.4 Type descriptor text list

The type descriptor text list shall contain type descriptor texts in the same order as the type
descriptor headers. If the TYPE DESCRIPTOR TEXT LENGTH field is set to zero in the type descriptor
header, then there is no type descriptor text.

The type descriptor text is a text string from zero to 255 bytes for each type descriptor header (see
6.1.2.3). The text string, if it has a length greater than zero, may contain any descriptive
information about the element type that may be useful to an application client that is displaying the
configuration of the enclosure (e.g., the manufacturer’s part number for a replacement element, a
brief description of the element and its properties, or instructions about configuration limitations

and radundancy raauiramaents of the alamantes of that fvna)
FeatheaRey—+eqguHemeits—otre-eremeits—otattypPe)-

The| type descriptor text uses the character encoding and language indicated by the kanguage
element (see 7.3.18).

6.1.8 Enclosure Control diagnostic page

—

The| Enclosure Control diagnostic page provides access to the control elements identified by the

Conffiguration diagnostic page (see 6.1.2).

Thel Enclosure Control diagnostic page is written by the SEND DTAGNOSTIC command. A

RECEIVE DIAGNOSTIC RESULTS command with a Pcv bit set to orfe’and a PAGE CODE field s¢t to
02hlis defined as the request to read the Enclosure Status diagnaostic page (see 6.1.4).
Table 8 defines the Enclosure Control diagnostic page.
Table 8 — Enclosure Control-diagnostic page
Bit
Bytd 7 6 5 4 3 2 1 0
0 PAGE CODE (02h)
1 Reserved | INFO ‘ NON-CRIT CRIT ‘ UNRE[COV
2 (MSB)
PAGE LENGTH (n - 3)
3 (LSB)
4 (MSB)
EXPECTED GENERATION CODE
7 (LSB)
Control descriptor list
8
Control descriptor (first) (see table 9)
Control descriptor (last) (see table 9)
n

The PAGE CODE field is set to 02h.

The INFO bit, the NON-CRIT bit, the CRIT bit, and the UNRECOV bit are each mandatory and may be set
to one in the enclosure by the application client when the application client has detected that one
or more of the elements in the enclosure are not operating normally.

An INFO (informational condition) bit set to one specifies that the application client is detecting an
informational condition. An INFO bit set to zero has no effect.

A NON-CRIT (noncritical condition) bit set to one specifies that the application client is detecting a
noncritical condition. A NON-CRIT bit set to zero specifies that the application client is not detecting
a noncritical condition. If the enclosure services process has independently determined that a
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noncritical condition is present, then a request from the application client to set the NON-CRIT bit to
zero shall be ignored by the enclosure services process.

A cRIT (critical condition) bit set to one specifies that the application client is detecting a critical
condition. A CRIT bit set to zero specifies that the application client is not detecting a critical
condition. If the enclosure services process has independently determined that a critical condition
is present, then a request from the application client to set the CRIT bit to zero shall be ignored by
the enclosure services process.

An UNRECOV (unrecoverable condition) bit set to one specifies that the application client is
detecting an unrecoverable condition. An UNRECOV bit set to zero specifies that the application
clieptis not defeciing an unrecoverable condition. Tf the enclosure services process jhas
indgpendently determined that an unrecoverable condition is present, then a request from|the
application client to set the UNRECOV bit to zero shall be ignored by the enclosure services-procgss.

The|PAGE LENGTH field specifies the number of bytes that follow in the diagnostic page:

The| EXPECTED GENERATION CODE field specifies the expected value of the géneration code (see
4.3.R). If the EXPECTED GENERATION CODE field contains the current generation, code (i.e., the value
of the generation code field that would be returned by a Configuration diagnostic page at this time),
then the enclosure services process shall process the diagnostic page. If the EXPECTED
GENERATION CODE field does not contain the current generation codés then the application C'Lient
shall be notified of an invalid field error (see 4.5) and the enclos(lre services process shall ignore
the femainder of the Enclosure Control diagnostic page.

Thel| control descriptor list contains a control descriptor for each type descriptor header in|the
Configuration diagnostic page (see 6.1.2).

Table 9 defines the control descriptor.

Table 9 — Control descriptor

Bit
Bytd 7 6 5 4 3 2 1 0
0
3 Qverall control element (see table 60 in 7.2.2)
Individual control element list
Individual control element (first) (see table 60 in 7.2.2)
m -3
Individual control element (last) (see table 60 in 7.2.2)
m

Th Ll % ] ] % HP= | % £ Lt ] % P~ % o
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descriptor header. The general format for the overall control element is defined by table 60 in 7.2.2.

The individual control element list contains an individual control element for each of the possible
elements identified by the NUMBER OF POSSIBLE ELEMENTS field in the corresponding type descriptor
header.

Each control element contains control information for the element. The general format for the
individual control element is defined by table 60 in 7.2.2.
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The individual control elements override the overall control element as defined in table 10.

Table 10 — Control element processing

Individual Overall
control control Description
elementsSELECT| element P
bit SELECT bit
0 The enclosure services process shall not change the element
0 4 The enclosure services process should change the element based on
' the overall control element
The enclosure services process should change the element based|on
1 Oor1 e
the individual control element

6.1.4

Enclosure Status diagnostic page

The| Enclosure Status diagnostic page provides access to the status elements identified by| the
Conffiguration diagnostic page (see 6.1.2).

The|Enclosure Status diagnostic page is read by the RECEIVE DIAGNOSTIC RESULTS comnjand
withla PCV bit set to one and a PAGE CODE field set to 02h. The transmission of a page using the SEND
DIAGNOSTIC command with a PAGE CODE field set to 02h is défined as the transmission of an
Enclosure Control diagnostic page (see 6.1.3).

Table 11 defines the Enclosure Status diagnostic page.

Table 11 — Enclosure Status.diagnostic page

Bit
Bytel 7 6 5 4 3 2 1 q
0 PAGE CODE (02h)
1 Reserved INVOP INFO NON-CRIT CRIT | UNRHCOV
2 (MSB)
PAGE LENGTH (n - 3)
3 (LYB)
4 (MSB)
GENERATION CODE
7 (LYB)
Status descriptor list

8

Status descriptor (first) (see table 12)

Status descriptor (last) (see table 12)
n

The PAGE CODE field is set to 02h.

The INVOP bit, the INFO bit, the NON-CRIT bit, the CRIT bit, and the UNRECOV bit are each mandatory.
The bits may be read with an allocation length greater than one and may be examined by an
enclosure polling procedure to determine if events have occurred that require reading the complete
page. The bits are set independently and may be set in any combination. The bits may be set by
either the enclosure services process or with the Enclosure Control diagnostic page.

The INVOP (Invalid operation requested) bit shall be set to one if an invalid field error has occurred
(e.g., an Enclosure Control diagnostic page with an invalid format has previously been transmitted
to the enclosure services process and an application client has not already been informed of the
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invalid field error) and the SEND DIAGNOSTIC command was not terminated with CHECK
CONDITION status to notify the application client of the invalid field error.

Each time the INVOP bit is set to one:

a) standalone enclosure services processes (see 4.1.2) shall set the INVOP bit to one the first time

b)

they return the Enclosure Status diagnostic page to the same |_T nexus that transmitted the
invalid control-type diagnostic page and shall set the INVOP bit to zero for subsequent requests;
and

attached enclosure services processes (see 4.1.3) shall set the INVOP bit to one the first time
they return the Enclosure Status diagnostic page to any application client and shall set the

Cor
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Control diagnostic page. Each time the INFO bit is set to one by any meehanism:
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Conftrol diagnostic page. A CRIT bit set to zero indicates that both the following conditions are n

An
con

INVOP DIt to zero tfor subsequent requests.

nvalid Operation Reason status element may be included in the element list as reported by
figuration diagnostic page (see 6.1.2). If the INVOP bit is set to zero and an Invalid Operd
son status element (see 7.3.12) is included, then the Invalid Operation Reason,status elen
| be ignored.

NFO (information) bit set to one indicates that one or more information.€onditions have b
cted by the enclosure services process or specified by an application,client with the Enclo

p) standalone enclosure services processes (see 4.1.2) shall sef'the INFO bit set to one the
time they return the Enclosure Status diagnostic page to each/I_T nexus and shall set the
bit to zero for subsequent requests; and

b) attached enclosure services processes (see 4.1.3) shallyset the INFO bit set to one the first
they return the Enclosure Status diagnostic page to-any application client and may set the
bit to zero for subsequent requests.

NFO bit shall be set to one once as an indicatien to the application client that an informa
Jition is available and not set to one again until"a new information condition occurs.

DN-CRIT (noncritical condition) bit set to ohe indicates that one or more noncritical condit
b been detected by the enclosure services process or specified by an application client with
osure Control diagnostic page. A\NON-CRIT bit set to zero indicates that both the folloy
Jitions are met:

a) all noncritical conditions\have been corrected in the enclosure; and
b) an application client has set the NON-CRIT bit to zero in the Enclosure Control diagnostic pa

RIT (critical conditian)\bit set to one indicates that one or more critical conditions have b
cted by the enclosure services process or specified by an application client with the Enclo

p) all critieal-conditions have been corrected in the enclosure; and
b) an application client has set the CRIT bit to zero in the Enclosure Control diagnostic page.

UNRECOV (unrecoverable condition) bit set to one indicates that one or more unrecover
Hitions have been detected by the enclosure services process or specified by an applicd
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client with the Enclosure Control diagnostic page. An UNRECOV bit set to zero indicates that both
the following conditions are met:

a) all unrecoverable conditions have been corrected in the enclosure; and
b) an application client has set the UNRECOV bit to zero in the Enclosure Control diagnostic page.

The

The

PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page.

GENERATION CODE field indicates the value of the generation code (see 4.3.2).

The status descriptor list contains a status descriptor for each type descriptor header in the

Con

figuration diagnostic page (see 6.1.2).
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le 12 defines the status descriptor.

Table 12 — Status descriptor

Bit
Byte 7 6 5 4 3 2 1 0
0
3 Overall status element (see table 61 in 7.2.3)
Individual status element list
Individual status element (first) (see table 61 in 7.2.3)
m -3
Individual status element (last) (see table 61 in 7.2.3)
m

The| overall status element provides summary status for all the elements\described by the

des

The|individual status element list contains an individual status.element for each of the poss
elements identified by the NUMBER OF POSSIBLE ELEMENTS field in"the corresponding type descr

hea

Her.

ype

Criptor header and may provide status for elements whose individual status is not availgble.
The|general format for the overall status element is defined by table 61,in 7.2.3.

ible
ptor

Each individual status element contains status information for the element. The general format for

the

Individual status elements override the overall status element (e.g., an enclosure with th

tem
and
stat

element contains the average and the individual status elements contain the specific indivi
values).

6.1.

The|Help Text diagnostic\page contains a text string from the primary subenclosure that descr

the

be performed. TheHelp Text diagnostic page allows enclosure-independent application clien
retdrn enclosute-specific text describing the state of the enclosure and explain
enclosure-dependent corrective actions that may be required. This page does not sup

sec

diagnostic\page (see 6.1.14).

The

ndividual status element is defined by table 61.in 7.2.3.

or may report the individual sensor values in the individual status elements). Both the ov
s element and the element statussélement may contain information (e.g., the overall st

b Help Text diagnostic-page

present state of the primary subenclosure and indicates what corrective actions, if any, sh

bndary, subenclosures. For secondary subenclosures, see the Subenclosure Help ]

ree

perature sensors may report the averageof the three sensors in the overall status element
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Hual
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Help Text diagnostic page is read by the RECEIVE DIAGNOSTIC RESULTS command with a

PCV bit set to one and a PAGE CODE field set to 03h. A PAGE CODE field set to 03h in the parameter
list for a SEND DIAGNOSTIC command is an invalid field error (see 4.5).



https://iecnorm.com/api/?name=aef8022c8c992ab01a91a8d41474c5fc

— 46—

Table 13 defines the Help Text diagnostic page.

Table 13 — Help Text diagnostic page

14776-372 © ISO/IEC:2011(E)

Bit

Byte 7 6 5 4 3 2 1 0

0 PAGE CODE (03h)

1 Obsolete

2 (MSB)

PAGE LENGTH (n - 3) 2
3 {£5B)
4
PRIMARY SUBENCLOSURE HELP TEXT

M
The|PAGE CODE field is set to 03h.
The|PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page.
Thel PRIMARY SUBENCLOSURE HELP TEXT field contains a text string describing what corredtive
actipns should be performed on the primary subenclosure. The text{string shall use the langyage

and

6.1.
The

cliemt to the enclosure services process of the primary subenclosure. The binary string may cor

bits
the

This
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info
41,
info
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Context of the elements defined in the Configuration diagnostic page (see 6.1.2).

enclosure String Out diagnostic page (see'6.1.15).

character set indicated by the Language element (see 7.3.18)-

String Out diagnostic page
String Out diagnostic page transmits an enclosure dependent binary string from the applica

describing indicator states, text or graphic display information, or control information out

page does not support secondary subgef¢losures. For secondary subenclosures, see

format of the binary string is vendoer specific. For standalone enclosure services proces
4.1.2), an application client may)select the format of the binary string using the manufac
e and mode from the standard INQUIRY data (see SPC-4) or using the enclosure he
mation in the Configuration.diagnostic page. For attached enclosure services processes

tion
tain
Side

the

ses

rer
der
see

B), an application client should select the format of the binary string using the enclosure header

rmation in the Configuration diagnostic page.

String Out diagnestic page is written by the SEND DIAGNOSTIC command. A RECH
GNOSTIC RESULTS command with a PCV bit set to one and a PAGE CODE field set to 04
ned as therequest to read the String In diagnostic page (see 6.1.7).

e 14 defines the String Out diagnostic page.

IVE
his

Table 14 — String Out diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (04h)
1 Obsolete
2 (MSB)
PAGE LENGTH (n - 3)
3 (LSB)
4
PRIMARY SUBENCLOSURE STRING OUT DATA
n

The

PAGE CODE field is set to 04h.
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The PAGE LENGTH field specifies the number of bytes that follow in the diagnostic page.

The PRIMARY SUBENCLOSURE STRING OUT DATA field shall contain the vendor specific information to
be transferred from the application client to the enclosure services process of the primary
subenclosure.

6.1.7 String In diagnostic page

The String In diagnostic page transmits a subenclosure dependent binary string from the enclosure
services process of the primary subenclosure to the application client. The binary string may
contain bits describing keyboard states, switch states, or the content of other information provided
by the primary subenclosure to the application client

Thig page does not support secondary subenclosures. For secondary subenclosures;. 'see| the
Sublenclosure String In diagnostic page (see 6.1.16).

The|format of the binary string is vendor specific. For standalone enclosure senvices procegses
(se¢ 4.1.2), an application client may determine the format of the binary.-stfing using|the
manufacturer name and mode from the standard INQUIRY data (see SRC-4) or using|the
enc|osure header information in the Configuration diagnostic page (see«6.1.2). For attached
enclosure services processes (see 4.1.3), an application client should select the format of|the
bindry string using the enclosure header information in the Configuration’diagnostic page.

PCV|bit set to one and a PAGE CODE field set to 04h. The transmission of a page using the SEND
DIAGNOSTIC command with a PAGE CODE field set to 04h iscdefined as the transmission of a S{ring
Out|diagnostic page (see 6.1.6).

The| String In diagnostic page is read by the RECEIVE DIAGNOSTIC RESULTS command w|¥h a

Table 15 defines the String In diagnostic page.

Table 15 — String In diagnostic page

BytcueBit 7 6 5 4 ’ ’ 1 i
; PAGE CODE (04h)
] Obsolete
i (MSB) PAGE LENGTH (n - 3) (LSB)
4

PRIMARY SUBENCLOSURE STRING IN DATA

The|PAGE c@DE field is set to 04h.

The|PAGE_LENGTH field indicates the number of bytes that follow in the diagnostic page.

The PRIMARY SUBENCLOSURE STRING IN DATA field shall contain the vendor speciiic information to be
transferred from the enclosure services process of the primary subenclosure to the application
client.

6.1.8 Threshold Out diagnostic page

The Threshold Out diagnostic page is transmitted to the enclosure services process to establish
threshold values for those elements that have limited sensing capability (e.g., temperature
sensors, uninterruptible power supplies, voltage sensors, and current sensors).

The Threshold Out diagnostic page is written by the SEND DIAGNOSTIC command. A RECEIVE
DIAGNOSTIC RESULTS command with a PcV bit set to one and a PAGE CODE field set to 05h is
defined as the request to read the Threshold In diagnostic page (see 6.1.9).
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Table 16 defines the Threshold Out diagnostic page.

Table 16 — Threshold Out diagnostic page

14776-372 © ISO/IEC:2011(E)

Bit

Byte 7 6 5 4 3 2 1 0

0 PAGE CODE (05h)

1 Reserved

2 (MSB)

- PAGE LENGTH (n - 3) ¢SB)

= D
4 (MSB)
EXPECTED GENERATION CODE
(LSB)
Threshold control descriptor list
8
Threshold control descriptor (first) (see table 17)
Threshold control descriptor (last) (see table 17)

n
The|PAGE CODE field is set to 05h.
The|PAGE LENGTH field specifies the number of bytes that/follow in the diagnostic page.
The| EXPECTED GENERATION CODE field is defined.in'the Enclosure Control diagnostic page (see
6.1.B).
The|threshold control descriptor list contains a threshold control descriptor for each type descriptor

hea

Her in the Configuration diagnostic page (see 6.1.2).

Table 17 defines the threshold contral descriptor.

Table' 17 — Threshold control descriptor

Bit
Byte 7 6 5 4 3 2 1 0
0
3 Overall threshold control element (see table 64 in 7.2.4)
Individual threshold control element list
Individual threshold control element (first) (see table 64 in 7.2.4)
m-3
Individual threshold control element (last) (see table 64 in 7.2.4)
m

The overall threshold control element provides shared threshold control for all the elements
described by the type descriptor header. The general format for the overall threshold control
element is defined in table 64 (see 7.2.4).

The individual threshold control element list contains an individual threshold control element for
each of the possible elements identified by the NUMBER OF POSSIBLE ELEMENTS field in the
corresponding type descriptor header.
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Each individual threshold control element contains threshold control information for the element.
The general format for the individual threshold control element is defined in table 64 (see 7.2.4).

6.1.9 Threshold In diagnostic page

The Threshold In diagnostic page is transmitted from the enclosure services process to the
application client to report the actual threshold values for those elements that have limited sensing
capability (e.g., temperature sensors, uninterruptible power supplies, voltage sensors, and current
sensors).

The Threshold In diagnostic page is read by the RECEIVE DIAGNOSTIC RESULTS command with
aP i i issj ' -ND

shold Out diagnostic page (see 6.1.8).
Table 18 defines the Threshold In diagnostic page.

Table 18 — Threshold In diagnostic page

Bit
Byté 7 6 5 4 3 2 1 g
0 PAGE CODE (05h)
1 Reserved INVOP Reserved
2 (MSB)
PAGE LENGTH (n~3)
3 (LSB)
4 (MSB)
GENERATION CODE
7 (LSB)
Threshold status descriptor list
8
Threshold status descriptor (first) (see table 19)
Threshold status descriptor (last) (see table 19)
n

The|PAGE cODE field is-set'to 05h.

The|INVOP (Invalid operation requested) bit shall be set to one if a Threshold Out diagnostic gage
with an invalid{format has previously been transmitted to the enclosure services process ang an
application chent has not already been informed of the error (i.e., if the SEND DIAGNOSTIC
conmmand:sending the invalid Threshold Out diagnostic page was not terminated with CHECK
COINDITION status to notify the application client of the error).

EachTime the INVOP bit IS Setf to one:

a) standalone enclosure services processes (see 4.1.2) shall set the INVOP bit to one the first time
they return the Threshold In diagnostic page to the same I_T nexus that transmitted the invalid
control page and shall set the INVOP bit to zero for subsequent requests; and

b) attached enclosure services processes (see 4.1.3) shall set the INVOP bit to one the first time
they return the Threshold In diagnostic page to any application client and shall set the INVOP bit
to zero for subsequent requests.

An Invalid Operation Reason threshold status element may be included in the element list. If the
INVOP bit is set to zero and an Invalid Operation Reason threshold status element (see 7.3.12) is
included, then the Invalid Operation Reason threshold status element shall be ignored.

The PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page.
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GENERATION CODE field indicates the value of the generation code (see 4.3.2).

The threshold status descriptor list contains a threshold status descriptor for each type descriptor
header in the Configuration diagnostic page (see 6.1.2).

Tabl

e 19 defines the threshold status descriptor.

Table 19 — Threshold status descriptor

Bit
Byte 7 6 5 4 3 2 1 0
0
3 Overall threshold status element (see table 65 in 7.2.5)
Individual threshold status element list
Individual threshold status element (first) (see table 65 in 7¢2.5)
m-3 - :
Individual threshold status element (last) (see table™65 in 7.2.5)
m
The overall threshold status element provides shared threshold status for all the eleménts
desfribed by the type descriptor header. The general format for the overall threshold status

elern

The
of th

type

Eac
gen

6.1.10 Element Descriptor diagnostic page

The
strir

The
com
the

hent is defined by table 65 (see 7.2.5).

individual threshold status element list contains.an individual threshold status element for 6
e possible elements identified by the NUMBER-OF POSSIBLE ELEMENTS field in the correspon
descriptor header.

h individual threshold status element centains threshold status information for the element.
bral format for the individual threshold status element is defined by table 65 (see 7.2.5).

Element Descriptor diagnéstic page returns a list of vendor-specific, variable-length A
gs, one for each element in the Enclosure Status diagnostic page (see 6.1.4).

Element Descriptor*diagnostic page is read by the RECEIVE DIAGNOSTIC RESU
mand with a PCy bit'set to one and a PAGE CODE field set to 07h. A PAGE CODE field set to 07
barameter list.forra SEND DIAGNOSTIC command is as having an invalid field error (see 4

ach
ing

The

Jal

| TS
hin
.5).
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Table 20 defines the Element Descriptor diagnostic page.

Table 20 — Element Descriptor diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (07h)
1 Reserved
2 (MSB)
~ PAGE LENGTH (n - 3) 2
3 =5B)
4 (MSB)
GENERATION CODE
1 (LBB)
Element descriptor by type list
8
Element descriptor by type descriptor (first element type) (see table 21)
Element descriptor by type descriptor (last element type) (see table 21)
"

The|PAGE CODE field is set to 07h.
The|PAGE LENGTH field indicates the number of bytes that/follow in the diagnostic page.
The|GENERATION CODE field indicates the value of the'generation code (see 4.3.2).

The|element type descriptor list contains an element descriptor by type descriptor for each element
typqg.

Table 21 defines the element descriptek by type descriptor.

Table 21 —= Element descriptor by type descriptor

Bit 7 6 5 4 3 2 1 0

Byte

Overall descriptor (see table 22)

varigble ——5—— Element descriptor (first element) (see table 22)

Element descriptor (last element) (see table 22)

X

The overall descriptor contains any descriptor information applying to all elements of the type or
describing elements that have no individual descriptor information. The format of the overall
descriptor is defined in table 22.

Following the overall descriptor, there shall be one element descriptor for each of the possible
elements identified by the NUMBER OF POSSIBLE ELEMENTS field in the corresponding type descriptor
header in the Configuration diagnostic page (see 6.1.2). Each element descriptor contains the
descriptive information for the element. The format of the element descriptor is defined in table 22.
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Table 22 defines the overall descriptor and the element descriptor.

Table 22 — Overall descriptor format and element descriptor format

14776-372 © ISO/IEC:2011(E)

Bit
Byte 7 6 5 4 3 2 0
0
] Reserved
2 MSB
- ( ) DESCRIPTOR LENGTH (m - 3) s
=SB)
4
DESCRIPTOR
m

The| DESCRIPTOR LENGTH field indicates the length in bytes of the DESCRIPTOR field) A DESCRIATOR
LENGTH of zero indicates that no DESCRIPTOR field is contained in the overall descriptor or element
descgriptor.

The| DESCRIPTOR field indicates an ASCII string reporting vendor-spetific information about| the

element. The DESCRIPTOR field shall not be modified by the Languagécelement (see 7.3.18).

6.1.11

Short Enclosure Status diagnostic page

The|Short Enclosure Status diagnostic page indicates the status‘of a simple subenclossure (see 4.8.3).

Table 23 defines the Short Enclosure Status diagnostic page.

Table 23 — Short Enclosure Status diagnostic page

Byté 7 6 5 4 3 2 g
0 PAGE CODE (08h)
1 SHORT ENCLOSURE STATUS
2 (MSB)
PAGE LENGTH (0000h)
3 (LSB)

The|PAGE CODE field is setto 08h.

The|SHORT ENCLOSURE STATUS field indicates vendor specific status about the simple subenclosure.

The|PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page and is s¢t to

000ph.

6.1.127, “Enclosure Busy diagnostic page
The ' ' el ! ! dis

unable to return the requested diagnostic page. See 4.4.

Table 24 defines the Enclosure Busy diagnostic page.

Table 24 — Enclosure Busy diagnostic page

Bit
Byte 7 6 5 4 3 2 0
0 PAGE CODE (09h)
1 Vendor specific ‘ BUSY
2 MSB
( ) PAGE LENGTH (0000h) ——
3 (LSB)
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The PAGE CODE field is set to 09h.

A BUSY bit set to one indicates that the enclosure services process is busy and the application
client should retry the RECEIVE DIAGNOSTIC RESULTS command. A BUSY bit set to zero
indicates that the enclosure services process is not busy and is capable of responding to a
RECEIVE DIAGNOSTIC RESULTS command requesting an SES diagnostic page. The BUSY bit
shall be set to one whenever this diagnostic page is returned in place of another diagnostic page

(i.e.

, the requested diagnostic page).

The PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page and is set to

000

6.1.
6.1.
The)

The
eac

field in the corresponding type descriptor header in the Configuration diagnostic page (see 6.1

It m

The
Enc

The
com
in th

Oh.

3 Additional Element Status diagnostic page
3.1 Additional Element Status diagnostic page overview

Additional Element Status diagnostic page provides additional information about:

n) Device Slot elements (see 7.3.2);

b) Array Device Slot elements (see 7.3.3);

c) SAS Expander elements (see 7.3.25);

d) SCSI Initiator Port elements (see 7.3.23) containing SAS phys;

e) SCSI Target Port elements (see 7.3.22) containing SAS phys; and
f) Enclosure Services Controller Electronics elements (see 7.3:9).

Additional Element Status diagnostic page returns an Additienal Element Status descripto
h of the following elements that have been allowed for by the NUMBER OF POSSIBLE ELEMH

p) Device Slot elements;
b) Array Device Slot elements; and
c) SAS Expander elements;

by include Additional Element Status descriptors for:

p) SCSI Initiator Port elements;
b) SCSI Target Port elements; and
c) Enclosure Services Controller Electronics elements.

Additional Element Status.descriptors shall be in the same order as the status elements in
osure Status diagnostic ‘page (see 6.1.4).

Additional Element{ Status diagnostic page is read by the RECEIVE DIAGNOSTIC RESU
mand with a PGV bit set to one and a PAGE CODE field set to OAh. A PAGE CODE field set to
e parameter list for a SEND DIAGNOSTIC command is an invalid field error (see 4.5).

I for
NTS
2):

the

LTS
OAh
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Table 25 defines the Additional Element Status diagnostic page.

Table 25 — Additional Element Status diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (0Ah)
1 Reserved
2 (MSB)
- PAGE LENGTH (n - 3) ¢SB)
= D
4 (MSB)
GENERATION CODE
(LSB)
Additional Element Status descriptor list
8
Additional Element Status descriptor (first) (see table 26 and table 27)
Additional Element Status descriptor (last) (see-table 26 and table 27)
n

The|PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page.
The| GENERATION CODE field indicates the value of the generation code (see 4.3.2).
Table 26 defines the format of the Additional Elemént Status descriptor with the EIP bit set to one.

Table 26 — Additional Element Status descriptor with the EIP bit set to one

Byt | 7 6 5 4 3 2 1 0
d INVALID Reserved EIP (1b) PROTOCOL IDENTIFIER
1 ADDITIONAL ELEMENT STATUS DESCRIPTOR LENGTH (x - 1)
7 Reserved
3 ELEMENT INDEX
4
; Protocol-specific information

Table 27 defines the format of the Additional Element Status descriptor with the EIP bit set to z¢ro.

Table 27 — Additional Element Status descriptor with the EIP bit set to zero

Byte | 7 6 5 4 3 2 1 0

EIP (Ob)
ADDITIONAL ELEMENT STATUS DESCRIPTOR LENGTH (X - 1)

0 INVALID Reserved PROTOCOL IDENTIFIER

Protocol-specific information

1
2
X

An INVALID bit set to one indicates that the contents of the protocol-specific information are invalid.
An INVALID bit set to zero indicates that the contents of the protocol-specific information are valid.
The enclosure services process may set the INVALID bit to one when the ELEMENT STATUS CODE field
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in the element status for the associated element (see table 62 in 7.2.3) is set to 5h (i.e., not
installed), 6h (i.e., unknown), or 7h (i.e., not available).

An EIP (element index present) bit set to one indicates that the Additional Element Status descriptor

has
Stat

the format defined in table 26. An EIP bit set to zero indicates that the Additional Element
us descriptor has the format defined in table 27 (i.e., does not include the two extra bytes

including the ELEMENT INDEX field that are defined in table 26). The EIP bit should be set to one.

The

PROTOCOL IDENTIFIER field is defined in SPC-4 and identifies the protocol of the device being

described by the Additional Element Status descriptor.

The
in th

The
The
(sesq
elen

The
IDEN
prof
set

ADDTTTONAL ELEMENT STATUS DESCRIPTOR LENGTH flefdimaicates the mumberof bytes thatfgllow
e Additional Element Status descriptor.

ELEMENT INDEX field indicates the index of the status element that this descriptor is descriljing.
index is based on the position of the status element in the Enclosure Status diagnostic pgges
6.1.4) relative to all other individual status elements. It does not include_the overall status
nents.

contents of the protocol-specific information bytes depend on the centents of the PROTQcOL
TIFIER field. If the PROTOCOL IDENTIFIER field is set to Oh (i.e.{ Fibre Channel), then|the
pcol-specific information is defined in table 28 (see 6.1.13.2). If the’ PROTOCOL IDENTIFIER field is
o 6h (i.e., SAS), then the protocol-specific information is defined in table 32 (see 6.1.13.3)

6.1.13.2 Additional Element Status descriptor protocol-specific information for Fjbre

Chg

The
Slot

Tab

nnel

Additional Element Status descriptor is used to describe a Device Slot element or an Array Degvice
element that may contain:

n) a Fibre Channel device; or
b) a SCSI Initiator Port, SCSI Target Port;.'of Enclosure Services Controller Electronics element
that is a Fibre Channel device.

T

Cthel devices (see FCP-4) with the EIP bit set to one.

e 28 defines the Additional Element'Status descriptor protocol-specific information for Fjibre

ble 28 — Additional Element Status descriptor protocol-specific information for Fibre
€hannel with the EIP bit set to one

Byte | 7 6 5 4 3 2 1 0
0 NUMBER OF PORTS
1
] Reserved
4
3 DEVICE SLOT NUMBER
MSB)
NODE NAME EE——
11 (LSB)
Port descriptor list
12
p Port descriptor (first) (see table 30)
y-15 ,
Port descriptor (last) (see table 30)
y
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Table 29 defines the Additional Element Status descriptor protocol-specific information for Fibre
Channel devices (see FCP-4) with the EIP bit set to zero. This format does not include the two extra

byte

s that are in table 28.

Table 29 — Additional Element Status descriptor protocol-specific information for Fibre

Channel with the EIP bit set to zero

Bit
Byte 7 6 5 4 3 2 1 0
0 NUMBER OF PORTS
1 Reserved
2 (MSB)
NODE NAME
g (LSB)
Port descriptor list
10 ) i
ok Port descriptor (first) (see table 30)
D
y-[15 .
Port descriptor (last) (see table\30)
Y
The|NUMBER OF PORTS field indicates how many Fibre Channel ports are in the port descriptor]list.
Thefe is one port descriptor for each port.
The|DEVICE SLOT NUMBER field indicates the number:of‘the device slot represented by the element.
The| NODE NAME field contains the Node Name(see FCP-4) of the corresponding Fibre Channel
nodg.
Table 30 defines the port descriptor.
Table 30 — Port descriptor
Bit
Byte 7 6 5 4 3 2 1 0
0 PORT LOOP POSITION
1 BYPASS REASON
2
N Reserved
4 PORT REQUESTED HARD ADDRESS
(MSB)
N_PORT IDENTIFIER
7 - (LSB)
(MSB)
N_PORT NAME —
15 (LSB)

The PORT LOOP POSITION field indicates the relative position of the corresponding Fibre Channel
port on a Fibre Channel Arbitrated Loop (see FC-AL-2).
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The BYPASS REASON field indicates the reason the corresponding Fibre Channel port is being

bypassed, if it is being bypassed, and is defined in table 31.

Table 31 — BYPASS REASON field

Code Description

Either:

00h a) the portis not being bypassed; or

request of an application client or the device).

b) the port is being bypassed and no reason is available (e.g., it is being bypassed by

01h|to OFh Reserved

10h Link failure rate is too high
11h Loss-of-synchronization rate is too high
12h Loss-of-signal rate is too high
13h Primitive sequence protocol error rate is too high
14h Invalid transmission word rate is too high
15h CRC error rate is too high
16h|to 1Fh Reserved for error rate reasons
POh Link failure count is too high
P1h Loss-of-synchronization count is too high
P2h Loss-of-signal count is too high
P3h Primitive sequence protocol error count is too high
P4h Invalid transmission word count.i§’too high
P5h CRC error count is too high

26h|to 2Fh Reserved for count reasons

30h|to BFh Reserved

COhto FFh Vendor specific

Thg PORT REQUESTED HARD ADDRESS field contains the Preferred Hard Address of
corresponding Fibre Channel port on a Fibre Channel Arbitrated Loop (see FC-AL-2).

The|N_PORT IDENTYFIER field contains the Port Identifier (see FCP-4) of the corresponding F
Chgnnel port{Applications may compare the lower 8 bits of this field with the PORT REQUES]
HARD ADDRESS field to determine whether the port was assigned its requested address.

The| NCPORT NAME field contains the Port_Name (see FCP-4) of the corresponding Fibre Cha

port

the

ibre
TED

hnel

6.1.13.3 Additional Element Status descriptor protocol-specific information for SAS

6.1.13.3.1 Additional Element Status descriptor protocol-specific information for SAS

overview

Table 32 defines the Additional Element Status descriptor for SAS devices and expander devices

(see SAS-2). This is used to describe:

a) a Device Slot element or an Array Device Slot element that may contain a SAS device or a

SATA device;
b) a SAS Expander element;
c) a SCSI Initiator Port element containing SAS phys;
d) a SCSI Target Port element containing SAS phys; or
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e) an Enclosure Services Controller Electronics element containing SAS phys.

1(E)

Table 32 — Additional Element Status descriptor protocol-specific information for SAS

Bit
Byte 7 6 5 4 3 2 1 0
0 Descriptor-type specific
1 DESCRIPTOR TYPE Descriptor-type specific
2
Descriptor-type specific
The|DESCRIPTOR TYPE field is defined in table 33.

Table 33 — DESCRIPTOR TYPE field

Code Description
00b Used for Device Slot elements and Array Device Slot elements (see 6.1.13.3.2
Used for:
a) SAS Expander elements (see 6.1.13.3.3);
01b b) SCSiI Initiator Port element (see 6.1.13.3.4);
c) SCSI Target Port element (see 6.1.13.3.4);-and
d) Enclosure Services Controller Electronics elements (see 6.1.13.3.4).
All others Reserved
6.1./13.3.2 Additional Element Status descriptor protocol-specific information for Deyice
Slot elements and Array Device Slot elements:for SAS
Table 34 defines the Additional Element Status-descriptor protocol-specific information for Dejice
Sloflelements and Array Device Slot elements with the EIP bit (see 6.1.13.1) set to one.

Table 34 — Additional Element Status\descriptor protocol-specific information for Device

elements and Array Device Slot elements for SAS with the EIP bit set to one

Slot

Bit
Bytd 7 6 5 4 3 2 1 q
0 NUMBER OF PHY DESCRIPTORS
1 DESCRIPTOR.TYPE (00Db) Reserved Ng; f‘sl"‘
Reserved
DEVICE SLOT NUMBER
Phy descriptor list
4
> Phy descriptor (first) (see table 36)
z-27 .
Phy descriptor (last) (see table 36)
zZ

Table 35 defines the Additional Element Status descriptor protocol-specific information for Device
Slot elements and Array Device Slot elements with the EIP bit (see 6.1.13.1) set to zero. This
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format does not include the two extra bytes including the DEVICE SLOT NUMBER field that are in table

34.

Table 35 — Additional Element Status descriptor protocol-specific information for Device Slot
elements and Array Device Slot elements for SAS with the EIP bit set to zero

Bit

Byte 7 6 5 4 3 2 1 0
0 NUMBER OF PHY DESCRIPTORS
1__ |DESCRIPTOR TYPE (00b) Reserved NS': f‘s'-'-

Phy descriptor list

2
py Phy descriptor (first) (see table 36)
z-27
Phy descriptor (last) (see table 36)
z

The|DESCRIPTOR TYPE field is set to 00b.

Theg NUMBER OF PHY DESCRIPTORS field indicates how many phy descriptors are in the |phy
desgriptor list.

A NOT ALL PHYS bit set to one indicates that all phys imthe SAS device or SATA device may or may
not pe described. A NOT ALL PHYS bit set to zero indicates that all phys in the SAS device or SIATA

device are described.

NOTE 5 The NOT ALL PHYS bit may be set to one for SAS«devices with multiple ports, where the enclosure services procesg only
has gccess to information about the phys in one of the ports (e.g., in the same SAS domain as the enclosure services procgss).

The|DEVICE SLOT NUMBER field, if any, indicates the number of the device slot.

Table 36 defines the phy descriptor:

Table 36 — Phy descriptor

Bit
Bytd 7 6 5 4 3 2 1 q
0 Reserved DEVICE TYPE Reserved
1 Reserved
SSP STP SMP
2 Reserved INITIATOR | INITIATOR | INITIATOR | Resdrved
PORT PORT PORT
SMP
SATA PORT SSP TARGET |STP TARGET SATA
3 Reserved TARGET
SELECTOR PORT PORT DEVICE
PORT
4
” ATTACHED SAS ADDRESS
12
SAS ADDRESS
19
20 PHY IDENTIFIER
21

27

Reserved
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If the device in the device slot is a SAS device, then:

a)

the DEVICE TYPE field, SSP INITIATOR PORT bit, STP INITIATOR PORT bit, SMP INITIATOR PORT bit, SSP
TARGET PORT bit, STP TARGET PORT bit, SMP TARGET PORT bit, SAS ADDRESS field, and PHY
IDENTIFIER field contain the values of the fields in the IDENTIFY address frame transmitted by

the phy;

b) the SATA PORT SELECTOR bit shall be set to zero; and
c) the SATA DEVICE bit shall be set to zero.

NOTE 6 The phy transmits these fields in the IDENTIFY address frame to the attached phy (e.g., an expander phy in an
expander device). The enclosure services process may retrieve the values from the attached phy (e.g., an enclosure process

built i

nto an expander device has direct access to the values received by the expander phy).

If thle device in the device slot is a SATA device, then:

The
add

NOT
elen
add
diffe

NOT

6.1.13.3.3 Additional Element Status descriptor protocol-specific information for SAS

A) the DEVICE TYPE field shall be set to 000b;

b) the SSP INITIATOR PORT bit shall be set to zero;
C) the STP INITIATOR PORT bit shall be set to zero;
d) the SMP INITIATOR PORT bit shall be set to zero;
£) the SSP TARGET PORT bit shall be set to zero;
f) the STP TARGET PORT bit shall be set to zero;
g) the SMP TARGET PORT bit shall be set to zero;

bridge, and
) the PHY IDENTIFIER field shall be set to 00h.

ress of the expander phy to which the SAS device or SATA device is attached).

= 7 All the fields are from the perspective of the SAS device or SATA device associated with
nent (e.g., the disk drive), not the device (e.g., the expander device) which receives the IDEN]
ess frame. The attacHeD sas AppResS)fields for multiple phys in the same SAS device or SATA de
r if it is attached to more than.one'SAS domain.

F 8 A SATA device may be attached-to more than one SAS domain using a SATA port selector.

ATTACHED SAS ADDRESS field contains the,SAS address of the attached phy (e.g., the §

h) if the SATA device is attached to a SATA port selector, the SATA(PORT SELECTOR bit shall bg set
to one;

) if the SATA device is not attached to a SATA port selector/the’ SATA PORT SELECTOR bit sha]l be
set to zero;

) the SATA DEVICE bit shall be set to one;

k) the SAs ADDRESS field shall be set to the SAS address of the STP target port of the STP/SATA

the
[1FY
vice
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Expander elements

Table 37 defines the Additional Element Status descriptor protocol-specific information for SAS
Expander elements (see SAS-2).

Table 37 — Additional Element Status descriptor protocol-specific information

—61-—

for SAS Expander elements

Bit
Byte

5

4 3

2

NUMBER OF EXPANDER PHY DESCRIPTORS

DESCRIPTOR TYPE (01 b)‘

Reserved

Reserved

SAS ADDRESS

11
Expander phy descriptor list
1P
1k Expander phy descriptor (first) (see table 38)
yqi1

3

Expander phy descriptor(last) (see table 38)

The|DESCRIPTOR TYPE field is set to 01b.

The|NUMBER OF EXPANDER PHY DESCRIPTORS field’indicates how many expander phy descriptors

in the expander phy descriptor list.

The|sAs ADDRESS field indicates the SASaddress of the expander device.

Table 38 defines the expander phy descriptor.

Table 38 — Expander phy descriptor

are

Bit
Byte

5

4 3

G

CONNECTOR ELEMENT INDEX

1

OTHER ELEMENT INDEX

The| CONNECTOR ELEMENT INDEX field indicates the index of a SAS Connector element (see 7.3
to which the expander phy is attached. If the expander phy is not attached to a conne

26)

ctor

representea vy a SAS Lonnector erement, thelm the CONNECTOR ELEMENT TNDEX flretldsmattbes

FFh.

tto

The OTHER ELEMENT INDEX field indicates the index of a Device Slot element (see 7.3.2), Array
Device Slot element (see 7.3.3), SAS Expander element (see 7.3.25), SCSI Initiator Port element
(see 7.3.23), SCSI Target Port element (see 7.3.22), or Enclosure Services Controller Electronics
element (see 7.3.9) to which the expander phy is attached. If the expander phy is not attached to

one of those elements, then the OTHER ELEMENT INDEX field shall be set to FFh.

6.1.13.3.4

Additional Element Status descriptor protocol-specific information for SCSI

Initiator Port, SCSI Target Port, and Enclosure Services Controller Electronics elements for
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SAS

Table 39 defines the Additional Element Status descriptor protocol-specific information for SCSI
Initiator Port and SCSI Target Port elements representing SCSI initiator ports and SCSI target ports
with SAS phys.

Table 39 — Additional Element Status descriptor protocol-specific information for SCSI
Initiator Port, SCSI Target Port, and Enclosure Services Controller Electronics
elements for SAS

Bit
Byte 7 6 5 4 3 2 1 0
( NUMBER OF PHY DESCRIPTORS
DESCRIPTOR TYPE (01b) Reserved
. Reserved

Phy descriptor list

Phy descriptor (first) (see table 40)

Phy descriptor (last) (see table 40)

The|DESCRIPTOR TYPE field is set to 01b.

Thel NUMBER OF PHY DESCRIPTORS field indicat€s how many phy descriptors are in the |phy
descriptor list.

Table 40 defines the phy descriptor.

Table 40 — Phy descriptor

Byte " 7 6 5 4 3 2 1 0
0 PHY IDENTIFIER
1 Reserved
2 CONNECTOR ELEMENT INDEX
3 OTHER ELEMENT INDEX
14 SAS ADDRESS

The PHY IDENTIFIER field indicates the phy identifier (see SAS-2) of the phy.

The CONNECTOR ELEMENT INDEX field indicates the index of a SAS Connector element (see 7.3.26)
to which the phy is attached. If the phy is not attached to a connector represented by a SAS
Connector element, then this field shall be set to FFh.

The OTHER ELEMENT INDEX field indicates the index of a Device Slot element (see 7.3.2), Array
Device Slot element (see 7.3.3), SAS Expander element (see 7.3.25), SCSI Initiator Port element
(see 7.3.23), SCSI Target Port element (see 7.3.22), or Enclosure Services Controller Electronics
element (see 7.3.9) to which the phy is attached. If the phy is not attached to one of those
elements, then this field shall be set to FFh.
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The sAs ADDRESS field indicates the SAS address of the phy. If the enclosure services process
does not know the SAS address (e.g., the enclosure services process is in an expander on the

back-side of an SCC controller, and this is a phy in a SCSI target port on the front-side of the
controller), this field shall be set to zero.

6.1.14 Subenclosure Help Text diagnostic page

The Subenclosure Help Text diagnostic page contains a text string from an enclosure
describes the present state of the enclosure and provides text indicating what corrective actio
any, should be performed. The Subenclosure Help Text diagnostic page all
enclosure-independent application clients to return enclosure-specific text describing the sta

the prelosure-and-explain-onclosure-depender

SCC

that
ns, if
ows
te of

The| Subenclosure Help Text diagnostic page is read by the RECEIVE DIAGNOSTIC RESULTS
conmmand with a PCV bit set to one and a PAGE CODE field set to 0Bh. A PAGE CODE field set to 0Bh
in the parameter list for a SEND DIAGNOSTIC command is an invalid field error (see 4:5).
Table 41 defines the Subenclosure Help Text diagnostic page.
Table 41 — Subenclosure Help Text diagnostic page
Byt | 7 6 5 4 3 2 1 0
0 PAGE CODE (0Bh)
1 NUMBER OF SECONDARY SUBENCLOSURES
2 (MSB)
PAGE LENGTH/(n - 3)
3 (LSB)
4 (MSB)
GENERATION CODE
7 (LSB)
Subenclosure help text list
8
Subenclosure help text (primary subenclosure) (see table 42)
Subenclosure help text (last subenclosure) (see table 42)
n

The|PAGE cODE fieldis set to 0Bh.

The| NUMBEROF SECONDARY SUBENCLOSURES field specifies the number of secondary subenclo$ure

subgenglesure help text. The NUMBER OF SECONDARY SUBENCLOSURES field shall be set to the same

hel} texts-that are included in the subenclosure help text list, not including the primary

valyeas'the NUMBER OF SECONDARY SUBENCLOSURES field in the Configuration diagnostic page

see

6.1.2).
The PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page.

The GENERATION CODE field indicates the value of the generation code (see 4.3.2).
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Table 42 defines the format of each subenclosure help text. The first subenclosure help text shall
be for the primary subenclosure; subenclosure help text for the secondary subenclosures may
follow in any order.

Table 42 — Subenclosure help text format

Bit

Byte 7 6 5 4 3 2 1 0

0 Reserved

1 SUBENCLOSURE IDENTIFIER

2 (MSB)

SUBENCLOSURE HELP TEXT LENGTH (m - 3)
3 (LSB)
4
SUBENCLOSURE HELP TEXT

n

The|SUBENCLOSURE IDENTIFIER field indicates the subenclosure (see 4.3) to which the subenclogure

helg

The

HELP TEXT field. If a subenclosure has no help text, then the SUBENELOSURE HELP TEXT LENGTH

sha

The)

be performed on the subenclosure. The text string shall use the language and character
indicated by the Language element (see 7.3.18).

6.1.15 Subenclosure String Out diagnostic page

The

the ppplication client to the enclosure services process of the specified subenclosure. The bi
g may contain bits describing indicator states, text or graphic display information, or coptrol

strir

information outside the context of the~elements defined in the Configuration diagnostic page
6.1.R).

The
(ses
nan
info
41,
info

The
RE(
0CH

text applies.

SUBENCLOSURE HELP TEXT LENGTH field indicates the number gf’bytes in the SUBENCLOS

| be set to 0000h.

SUBENCLOSURE HELP TEXT field contains a text string deseribing what corrective actions sh

format of the binary string.is vendor specific. For standalone enclosure services proces
4.1.2), an application client may select the format of the binary string using the manufac
e and mode from the standard INQUIRY data (see SPC-4) or using the enclosure he
'mation in the Configuration diagnostic page. For attached enclosure services processes

rmation in the \€onfiguration diagnostic page.

Subenglosure String Out diagnostic page is written by the SEND DIAGNOSTIC comman
LEIVE'DIAGNOSTIC RESULTS command with a PCV bit set to one and a PAGE CODE field s
is’defined as the request to read the Subenclosure String In diagnostic page (see 6.1.16).

URE
field

buld
set

Subenclosure String Out diagnostic page tfansmits an enclosure dependent binary string from

hary

see

ses

rer
der
see

B), an application client should select the format of the binary string using the enclosure header

d. A
bt to

14
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Table 43 defines the Subenclosure String Out diagnostic page.

Table 43 — Subenclosure String Out diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (0Ch)
1 SUBENCLOSURE IDENTIFIER
2 MSB
( ) PAGE LENGTH (n - 3) s8)
> \I_
4 MSB
( ) EXPECTED GENERATION CODE
7 (LSB)
8

SUBENCLOSURE STRING OUT DATA

The|PAGE CODE field is set to OCh.

The| SUBENCLOSURE IDENTIFIER field specifies the subenclosure (seel4.3) to which the applicdtion
cliept is sending the subenclosure string out data. If the SUBENCLOSURE IDENTIFIER field doeg not
matrh a SUBENCLOSURE IDENTIFIER field value indicated in the Configuration diagnostic page, then
the pnclosure services process shall report an invalid field error(see 4.5).

The|PAGE LENGTH field specifies the number of bytes that'\follow in the diagnostic page.

The| EXPECTED GENERATION CODE field is defined in the Enclosure Control diagnostic page (see
6.1.B).

Thel SUBENCLOSURE STRING OUT DATA field:shall contain the vendor specific information t¢ be
trarisferred from the application clientto the enclosure services process of the specified
subenclosure.

6.1.16 Subenclosure String In diagnostic page

The| Subenclosure String In diagnostic page transmits enclosure dependent binary string(s) from
the enclosure services process of the subenclosures to the application client. The binary strlngs
may contain bits describing keyboard states, switch states, or the content of other informgtion
provided by the primary~subenclosure to the application client.

The|format of eagh'binary string is vendor specific. For standalone enclosure services procegses
(seI 4.1.2), an~application client may determine the format of the binary string using|the
manufacturer'name and mode from the standard INQUIRY data (see SPC-4) or using|the
enclosure-header information in the Configuration diagnostic page (see 6.1.2). For attached
enc|osurelservices processes (see 4.1.3), an application client should select the format off the
bingdry.string using the enclosure header information in the Configuration diagnostic page.

The transmission of a page using the SEND DIAGNOSTIC command with a PAGE CODE field set to
OCh is defined as the transmission of a Subenclosure String Out diagnostic page (see 6.1.15).
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Table 44 defines the Subenclosure String In diagnostic page.

Table 44 — Subenclosure String In diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (0Ch)
1 NUMBER OF SECONDARY SUBENCLOSURES
2 (MSB)
~ PAGE LENGTH (n - 3) sp)
- \I_
4 (MSB)
GENERATION CODE
1 (LSB)
Subenclosure string in data list
8
Subenclosure string in data (primary subenclosure) (seetable 45)
Subenclosure string in data (last subenclosure) (see table 45)
"

The|PAGE CcODE field is set to OCh.

The|NUMBER OF SECONDARY SUBENCLOSURES field indieates the number of secondary subenclogure
string in data values that are included in the subenclosure string in data list, not including| the
primary subenclosure string in data. The NUMBER-OF SECONDARY SUBENCLOSURES field shall bg set
to the same value as the NUMBER OF SECONBARY SUBENCLOSURES field in the Configuraltion

diagnostic page (see 6.1.2).
The|PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page.
The|GENERATION CODE field indicates-the value of the generation code (see 4.3.2).

Table 45 defines the format,of:ieach subenclosure string in data. The first subenclosure string in
data shall be for the primary subenclosure; subenclosure string in data for the secondary
subenclosures may follow.in any order.

Table 45 — Subenclosure string in data format

Bit
Byte 7 6 5 4 3 2 1 0
0 Reserved
1 SUBENCLOSURE IDENTIFIER
2 (MSB)
SUBENCLOSURE STRING IN DATA LENGTH (m - 3)
3 (LSB)
4
SUBENCLOSURE STRING IN DATA
m

The SUBENCLOSURE IDENTIFIER field indicates the subenclosure (see 4.3) to which the subenclosure
string in data applies.

The SUBENCLOSURE STRING IN DATA LENGTH field indicates the number of bytes in the SUBENCLOSURE
STRING IN DATA field. If a subenclosure has no subenclosure string in data, then the SUBENCLOSURE
STRING IN DATA LENGTH field shall be set to 0000h.
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The SUBENCLOSURE STRING IN DATA field shall contain the vendor specific information to be
transferred from the enclosure services process to the application client.

6.1.17 Supported SES Diagnostic Pages diagnostic page

The Supported SES Diagnostic Pages diagnostic subpage returns the list of diagnostic pages in
the range of 01h to 2Fh implemented by the enclosure services process.

The Supported SES Diagnostic Pages diagnostic page is read by the RECEIVE DIAGNOSTIC
RESULTS command with a PcV bit set to one and a PAGE CODE field set to ODh. A PAGE CODE field
set to ODh in the parameter list for a SEND DIAGNOSTIC command is an invalid field error (see
4.5)

Table 46 defines the Supported SES Diagnostic Pages diagnostic page.

Table 46 — Supported SES Diagnostic Pages diagnostic page

Bit
Byté 7 6 5 4 3 2 1 0
0 PAGE CODE (0Dh)
1 Reserved
2 MSB
( ) PAGE LENGTH (n - 3)
3 (LSB)
4
SUPPORTED SES(PAGE LIST
PAD+(if-needed)
n

The|PAGE CODE field is set to ODh.
The|PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page.

The|[SUPPORTED SES PAGE LIST field contains a list of all diagnostic page codes, one per byte, in the
range of 01h to 2Fh that are implemented by the enclosure services process. It shall be sortgd in
ascending order beginning with page code 01h. The Supported SES Diagnostic Pages page qode
(i.e.} ODh) shall be included.in the list.

The| PAD field contains.zero, one, two, or three bytes set to 00h such that the total length of| the
diagnostic page is_a-multiple of four.

6.1.18 Download Microcode Control diagnostic page

The| Download Microcode Control diagnostic page transmits a vendor-specific microcode (ji.e.,
firmwate)image to the control memory space of the enclosure services process. The image may
be saved to non-volatile storage (e.g.. a flash ROM)

The Download Microcode Control diagnostic page is written by the SEND DIAGNOSTIC command.
A RECEIVE DIAGNOSTIC RESULTS command with a PCV bit set to one and a PAGE CODE field set
to OEh is defined as the request to read the Download Microcode Status diagnostic page (see
6.1.19).

The microcode image may be sent using one or more SEND DIAGNOSTIC commands. If the
complete set of SEND DIAGNOSTIC commands required to deliver the microcode image are not
received before:

a) for standalone enclosure services processes (see 4.1.2), a logical unit reset, hard reset, power
on, or |_T nexus loss; or
b) for attached enclosure services processes (see 4.1.3), power on,

then the incomplete microcode image shall not be used.
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If an error is detected, then the enclosure services process shall abort the download microcode
operation and set the SUBENCLOSURE DOWNLOAD MICROCODE STATUS field to the appropriate value in
the Download Microcode Status diagnostic page.

Table 47 defines the Download Microcode Control diagnostic page.

Table 47 — Download Microcode Control diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (OEh)
1 SUBENCLOSURE IDENTIFIER
2 (MSB)
PAGE LENGTH (n - 3)
3 (LSB)
4 (MSB)
EXPECTED GENERATION CODE
7 (LSB)
ts DOWNLOAD MICROCODE MODE
9
Reserved
10
1 BUFFER ID
12 (MSB)
i BUFFER QOFFSET
15 (LSB)
16 (MSB)
MICROCODE IMAGE LENGTH
19 (LSB)
20 (MSB)
MICROCODE DATA LENGTH (m - 23)
28 (LSB)
24
MICROCODE DATA
n
m 11
PAD (if needed)
1
The|PAGE CODE field isset to OEh.
The| SUBENCLQSURE IDENTIFIER field specifies the subenclosure (see 4.3) to which the applicdtion
cliept is sending the microcode image. If the SUBENCLOSURE IDENTIFIER field does not mat¢h a
SUBENCLOSURE IDENTIFIER field value found in the Configuration diagnostic page (see 6.1.2), then
the [enclesure services process shall abort the download microcode operation and set|the
' i ' atus

diagnostic page.

The PAGE LENGTH field specifies the number of bytes that follow in the diagnostic page. If the PAGE
LENGTH field value does not match the number of bytes that follow in the diagnostic page, then the
enclosure services process shall abort the download microcode operation and set the
SUBENCLOSURE DOWNLOAD MICROCODE STATUS field to 80h in the Download Microcode Status

diagnostic page.

The EXPECTED GENERATION CODE field is defined in the Enclosure Control diagnostic page (see
6.1.3). If the EXPECTED GENERATION CODE field is not set to the current generation code, then the
enclosure services process shall abort the download microcode operation and set the
SUBENCLOSURE DOWNLOAD MICROCODE STATUS field to 80h in the Download Microcode Status

diagnostic page.
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The DOWNLOAD MICROCODE MODE field is defined in table 48.

Table 48 — DOWNLOAD MICROCODE MODE field (part 1 of 2)

Code | Name Description
After the last SEND DIAGNOSTIC command delivering a Download Microcode
Control diagnostic page to the subenclosure completes, the enclosure services
process shall:
1) verify the complete microcode image (e.g., perform a vendor specific
checksum);
Bowntoad 2) pluvidcu' there—are no—errors—imthe-microcode illlagc, set-the—SUBENCLOSURE
microcode DOWNLOAD MICROCODE STATUS field to 10h in the Download Microgodq Status
06h with diagnostic page;
offsets 3) wait for a RECEIVE DIAGNOSTIC RESULTS command, requesting the
and Download Microcode Status diagnostic page; and
activate 4) activate the new microcode image (i.e., reboot).
The downloaded microcode shall be used until:
a) itis supplanted by another download microcode 'operation;
b) for standalone enclosure services processes)hard reset or power on; pr
c) for attached enclosure services processes; power on.
After the last SEND DIAGNOSTIC command-delivering a Download Micrpcode
Control diagnostic page to the subenclosure completes, the enclosure sdrvices
process shall verify the complete microcode image (e.g., perform a vendor specific
checksum) and save the new microcade image into non-volatile storage (e.g|, flash
ROM).
If there are no errors in the microcode image or in the save operation, then the
enclosure services process shall return the SUBENCLOSURE DOWNLOAD MICRPCODE
STATUS field set to one of the following values in the Download Microcode [Status
Download | diagnostic page, if requested, and activate the new microcode when specifieq:
microcode a) 10h: activate the'new microcode image after:
07h with A) returning\the Download Microcode Status diagnostic page;
offsets, B) powenon; or
save, and C) forstandalone enclosure services processes, hard reset;
activate b) 11h:for standalone enclosure services processes only. Activate the new
mic¢rocode image after:
A) power on; or
B) hard reset;
c) 12h: activate the new microcode image after power on.
The application client may determine the microcode revision level currently in hse by
retrieving the PRODUCT REVISION LEVEL field in the Enclosure descriptor(in the
Configuration diagnostic page.
After the last SEND DIAGNOSTIC command delivering a Download Micrpcode
COMNtrol oiagn051ic Page 10 1he Ssubericliosure Colmnplietes, the enciosure s rvices
process shall verify the complete microcode image (e.g., perform a vendor-specific
checksum), save the new microcode image into non-volatile storage (e.g., flash
Download N :
; ROM), and defer activation of the new microcode.
microcode
OEh \cl)vflft:ets If there are no errors in the microcode image or in the save operation, then the
save a,md enclosurg services process shall return the S.UBENCLOSURE DOW.NLOAD MICROCOD!E
defer, STATUS field set t<_) 13h in the Dgwnload Microcode Status diagnostic page, if
activate requested, and activate the new microcode after:

a) processing a Download Microcode Control diagnostic page with the DOWNLOAD
MICROCODE MODE field set to OFh (i.e., Activate deferred microcode);

b) power on; or

c) hard reset.
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Table 48 — DOWNLOAD MICROCODE MODE field (part 2 of 2)

1(E)

Code | Name Description

Activate enclosure services process shall activate the new microcode image.

OFh deferred

: The application client may determine the microcode revision level currently in
microcode

retrieving the PRODUCT REVISION LEVEL field in the Enclosure descriptor
Configuration diagnostic page.

After the SEND DIAGNOSTIC command specifying this mode completes, the

use by
in the

Reserved. The enclosure services process shall abort the download microcode

All others | Reserved operation and set the SUBENCLOSURE DOWNLOAD MICROCODE STATUS field to [80h in
the Download Microcode Status diagnostic page.
Onde a download microcode operation has begun, if the DOWNLOAD MICROCODE MQDE. field value

chapges while specifying the same buffer ID, then the enclosure services process-shall abort
download microcode operation and set the SUBENCLOSURE DOWNLOAD MICROCQBE STATUS fie
80h|in the Download Microcode Status diagnostic page.

The|BUFFER ID field specifies a specific buffer within the enclosure services process to receive
micfocode image. The enclosure services process assigns vendof,specific buffer ID code]
buffers (e.g., the main firmware image may be stored in buffer 00hand a backup firmware im
may be stored in buffer 01h). The enclosure services process-shall support a buffer ID valu
00h|. If more than one buffer is supported, then it shall assign additional buffer ID co|
contiguously, beginning with 01h. If it receives an unsupported buffer ID code, then the enclo
seryices process shall abort the download microcode/operation and set the SUBENCLOS
DOWNLOAD MICROCODE STATUS field to 80h in the Download Microcode Status diagnostic page.

The] enclosure services process may require that'only one subenclosure download microg

the
d to

the
s to
age
e of
des
sure
URE

ode

opefation be processed at a time, and/or may gequire that only one buffer ID be used at a time. If

the l[enclosure services process does notxaccept the specified combination of subenclos
identifier and buffer ID, then it shall abort the download microcode operation and set

ure
the

SUBENCLOSURE DOWNLOAD MICROCODESTATUS field to 80h in the Download Microcode Status

diagnostic page.

The|BUFFER OFFSET field specifies the offset in bytes within the buffer to which the microcode
is written. The BUFFER OFFSET field shall be set to a multiple of four. The enclosure services proc
may require that the BUFFER OFFSET field be contiguously increasing in consecutive SE

Hata
ess
ND

DIAGNOSTIC commands: If the enclosure services process does not accept the specified bdiffer

offset, then it shall abort the download microcode operation and set the SUBENCLOSURE DOWNL
MICROCODE STATUS field to 80h in the Download Microcode Status diagnostic page.

The| MICROCODE TMAGE LENGTH field specifies the total number of bytes in the microcode image
applicationintends to send to the specified buffer ID. The microcode image may be sent using
or njore(SEND DIAGNOSTIC commands.

OAD

the
one

Th,\ A RO -A Attty £ o1 H o k. £ bt H . A AR A
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The MICROCODE DATA field contains part of the vendor specific microcode image.

The PAD field contains zero, one, two, or three bytes set to 00h such that the total length of the

diagnostic page is a multiple of four.

6.1.19 Download Microcode Status diagnostic page

The Download Microcode Status diagnostic page transmits information about the status of on
more download microcode operations to the application client.

e or

The transmission of a page using the SEND DIAGNOSTIC command with a PAGE CODE field set to

OEh is defined as the transmission of a Download Microcode Control diagnostic page (see 6.1.

18).
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Table 49 defines the Download Microcode Status diagnostic page.

Table 49 — Download Microcode Status diagnostic page

Bit
Byte 7 6 5 4 3 2 0
0 PAGE CODE (OEh)
1 NUMBER OF SECONDARY SUBENCLOSURES
2 (MSB)
PAGE LENGTH (n - 3)
3 (LSB)
4 (MSB)
GENERATION CODE
7 (LSB)
Download microcode status descriptor list
8
3 Download microcode status descriptor (primary subenclosure) (see table 50)
n-1% ) .
Download microcode status descriptor (last subenclosure) (see table 50)
n
The|PAGE CODE field is set to OEh.
The|NUMBER OF SECONDARY SUBENCLOSURES field indicates the number of separate subenclosgure

download microcode status descriptors that are.included in the download microcode status

descriptor list, not including the primary subenclosure download microcode status descriptor.

The

NUMBER OF SECONDARY SUBENCLOSURES field(shall be set to the same value as the NUMBER OF

SECPNDARY SUBENCLOSURES field in the Configuration diagnostic page (see 6.1.2).
The|PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page.

The| GENERATION CODE field indicates-the value of the generation code (see 4.3.2).

Table 50 defines the format of‘€ach subenclosure’s download microcode status descriptor. Thelfirst
download microcode status descriptor shall be for the primary subenclosure. Download microdode
statyis descriptors for the\secondary subenclosures may follow in any order.

Table 50 — Download microcode status descriptor format

Bit
Byte 7 6 5 4 3 2 0

0 Reserved
1 SUBENCLOSURE IDENTIFIER
2 SUBENCLOSURE DOWNLOAD MICROCODE STATUS
3 SUBENCLOSURE DOWNLOAD MICROCODE ADDITIONAL STATUS
4 (MSB)

SUBENCLOSURE DOWNLOAD MICROCODE MAXIMUM SIZE —_—
7 (LSB)
8

Reserved

10
11 SUBENCLOSURE DOWNLOAD MICROCODE EXPECTED BUFFER ID
12 (MSB)
15 SUBENCLOSURE DOWNLOAD MICROCODE EXPECTED BUFFER OFFSET W
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The SUBENCLOSURE IDENTIFIER field indicates the subenclosure (see 4.3) to which the download
microcode status descriptor applies.

The SUBENCLOSURE DOWNLOAD MICROCODE STATUS field indicates the status of download microcode
operations for the subenclosure and is defined in table 51. After reporting a code indicating
completion, the enclosure services process shall set the SUBENCLOSURE DOWNLOAD MICROCODE
STATUS field to 00h and shall set the SUBENCLOSURE DOWNLOAD MICROCODE ADDITIONAL STATUS field

to 00h.

Table 51 — SUBENCLOSURE DOWNLOAD MICROCODE STATUS field (part 1 of 2)

Cdde

Description

Codes indicating interim status

0ph No download microcode operation in progress.
Download microcode operation in progress. The enclosure services process has redeived

Ofh one or more Download Microcode Control diagnostic pages and,isCawaiting additional
microcode data.

obh Download microcode operation data transfer complete, currently updating non-volatile

i storage

obh The enclosure services process is currently updating-non-volatile storage with deferred

microcode
04h tp OFh | Reserved for codes indicating interim status

Codes indicating completion with no errors

Download microcode operation completewwith no error. The enclosure services prpcess

1pn begins using the new microcode after returning this status.
Download microcode operation complete with no error. The enclosure services prpcess
11h (e.g., a standalone enclosure services process) begins using the new microcode after the
next hard reset or power on.
Download microcode operation complete with no error. The enclosure services prpcess
12h (e.g., an attached enclosure services process) begins using the new microcode after the
next power on.
Download microcode operation complete with no error. The enclosure services prpcess
(e.g., an attached enclosure services process) begins using the new microcode after:
18h a) processing a Download Microcode Control diagnostic page specifying the activate
deferred microcode mode;
b) hard-reset; or
C) ~power on.
14h tp 6Fh | Reserved for codes indicating no error
Other

70h tp 7Fh | Vendor-specific

Codes indicating completion with errors

Error in one or more of the Download Microcode Control diagnostic page fields, new
microcode discarded. The SUBENCLOSURE DOWNLOAD MICROCODE ADDITIONAL STATUS field

80h shall be set to the offset of the lowest byte of the field in the Download Microcode Control
diagnostic page that is in error.

81h Microcode image error (e.g., a problem detected from a vendor-specific check of the
microcode image such as a checksum), new microcode discarded.
Download microcode timeout, new microcode discarded. The enclosure services process

82h may discard microcode data after a vendor-specific amount of time if it does not receive the

entire microcode image.
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Table 51 — SUBENCLOSURE DOWNLOAD MICROCODE STATUS field (part 2 of 2)

Code Description
Internal error in the download microcode operation; new microcode image is needed before
83h a hard reset or power on (e.g., a flash ROM write failed and no backup ROM image is
available).
84h Internal error in the download microcode operation; hard reset and power on safe (e.g., the
enclosure services process will use a backup ROM image on hard reset or power on).
Processed a Download Microcode Control diagnostic page with the DOWNLOAD MICROCODE
8;;] VMIUDUE flciu‘ bct tU GF;I (i.U., cu.;tiva‘u: u'c:fc:llcu' IIIibIUbUU‘U) VV;IEII “ICIU ib o u'cferred
microcode.
86h tp EFh | Reserved for codes indicating errors
Other
Vendor specific error in the download microcode operation; microeode image staftus is
FOh tp FFh o
vendor specific.
The| SUBENCLOSURE DOWNLOAD MICROCODE ADDITIONAL STATUS field provides additional statug for

cert

The
of th
usin

The
the

diag
con

FFh.

The
that

hin values of the SUBENCLOSURE DOWNLOAD MICROCODE STATUS field.as described in table 5[1.

SUBENCLOSURE DOWNLOAD MICROCODE MAXIMUM SIZE field indicates the maximum size in bytes
e microcode image that the enclosure services process accepts. The image may be delivered
g one or more Download Microcode Control diagnostic pages.

SUBENCLOSURE DOWNLOAD MICROCODE EXPECTED BUFFER ID field indicates the next value |that
enclosure services process expects in the BUFFER ID field in the Download Microcode Control
nostic page. If the enclosure services process accepts multiple BUFFER ID field values
currently, then it shall set the SUBENCLOSURE, DOWNLOAD MICROCODE EXPECTED BUFFER ID field to

SUBENCLOSURE DOWNLOAD MICROCOPE*EXPECTED BUFFER OFFSET field indicates the next value
the enclosure services process expects in the BUFFER OFFSET field in the Download Microqode

Co

trol diagnostic page. If the enelosure services process accepts arbitrary BUFFER OFFSET field

values, then it shall set the SUBENELOSURE DOWNLOAD MICROCODE EXPECTED BUFFER OFFSET field to

FFAFFFFFh.

6.1.20 Subenclosure Nickname Control diagnostic page

Thel Subenclosure Nickname Control diagnostic page transmits a text string to the enclosgure
ser\ices process tosserve as the nickname for the specified subenclosure. The nickname is sgved

to npn-volatile storage (e.g., a flash ROM) so it may be retrieved after future hard resets.

The| Subenclosure Nickname Control diagnostic page is written by the SEND DIAGNOSTIC
command;"A RECEIVE DIAGNOSTIC RESULTS command with a PCV bit set to one and a RAGE
copefield set to OFh is defined as the request to read the Subenclosure Nickname Stertus

diaglluaiib Page (DUU 6124 )
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Table 52 defines the Subenclosure Nickname Control diagnostic page.

Table 52 — Subenclosure Nickname Control diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (OFh)
1 SUBENCLOSURE IDENTIFIER
2 (MSB)
PAGE LENGTH (0024h) sp)
A \I_
4 (MSB)
EXPECTED GENERATION CODE
7 (LSB)
8
35 SUBENCLOSURE NICKNAME
The|PAGE CODE field is set to OFh.

The

cliemt is sending the subenclosure nickname. If the SUBENCLOSURE-IDENTIFIER value does not m

a su
enc
Sub

The|
LEN
sha
STA]

The
6.1.
enc
SUB
diag

The

(see¢ 7.3.18) is present;.then the SUBENCLOSURE NICKNAME field shall contain a text string

cha
enc
elern
SuB
sha

6.1.

SUBENCLOSURE IDENTIFIER field specifies the subenclosure (seel4.3) to which the applicg

BENCLOSURE IDENTIFIER value found in the Configuration diagnostic page (see 6.1.2), then
osure services process shall set the SUBENCLOSURE NIGKNAME STATUS field to 80h in
enclosure Nickname Status diagnostic page.

PAGE LENGTH field specifies the number of bytes that follow in the diagnostic page. If the A
5TH field value does not match the length of the ‘page, then the enclosure services prod
| not change the subenclosure nickname and«shall set the SUBENCLOSURE NICKNAME MICROQ
'US field to 80h in the Subenclosure Nickname Status diagnostic page.

EXPECTED GENERATION CODE field is.defined in the Enclosure Control diagnostic page
3). If the EXPECTED GENERATION CODE field is not set to the current generation code,
osure services process shall not change the subenclosure nickname and shall set
ENCLOSURE NICKNAME MICRQCOBE STATUS field to 80h in the Subenclosure Nickname St
nostic page.

SUBENCLOSURE NICKNAME field specifies the subenclosure nickname. If a Language elen
racters using the.language and character set indicated by the Language element and
hent alongwith the subenclosure nickname. If a Language element is not available, then

ENCLOSURENNICKNAME field shall contain an ASCII string and the enclosure services prog
| store-the' language code value of 0000h along with the subenclosure nickname.

tion
Atch
the
the

AGE
€ess
ODE

see
the
the
htus

hent
vith
the

osure services-process shall store the language code value indicated by the Langujage

the
ess

P41, Subenclosure Nickname Status diagnostic page

The Subenclosure Nickname Status diagnostic page transmits the nickname of each subenclosure
to the application client.

The transmission of a page using the SEND DIAGNOSTIC command with a PAGE CODE field set to
OFh is defined as the transmission of a Subenclosure Nickname Control diagnostic page (see
6.1.20).
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Table 53 defines the Subenclosure Nickname Status diagnostic page.

Table 53 — Subenclosure Nickname Status diagnostic page

Bit

Byte 7 6 5 4 3 2 1 0

0 PAGE CODE (OFh)

1 NUMBER OF SECONDARY SUBENCLOSURES

2 (MSB)

PAGE LENGTH (n - 3) —
3 (LSB)
4 (MSB)
GENERATION CODE
7 (LSB)
Subenclosure nickname status descriptor list

8

47 Subenclosure nickname status descriptor (primary subenclosure) (see table 54)
n - 39 ) )

Subenclosure nickname status descriptor (last subenclosure) (see table 54)
n

The|PAGE CcODE field is set to OFh.

The|NUMBER OF SECONDARY SUBENCLOSURES field indieates the number of secondary subenclogure
nickname status descriptor values that are included, mot including the primary subenclosure. [The
NUMBER OF SECONDARY SUBENCLOSURES field shall'be set to the same value as the NUMBER OF

SECPNDARY SUBENCLOSURES field in the Configuration diagnostic page (see 6.1.2).
The|PAGE LENGTH field indicates the number, of bytes that follow in the diagnostic page.

The|GENERATION CODE field indicates the value of the generation code (see 4.3.2).

Table 54 defines the format of each subenclosure’s enclosure nickname status descriptor. Thelfirst
subenclosure nickname statuis-descriptor shall be for the primary subenclosure. Subenclogure

nickname status descriptors'fer secondary subenclosures may follow in any order.

Table54 — Subenclosure nickname status descriptor format

Bit
Byte 7 6 5 4 3 2 0

0 Reserved
1 SUBENCLOSURE IDENTIFIER
2 SUBENGLOSURE-ENGEOSUREMNGKNAME-STATYS
3 SUBENCLOSURE ENCLOSURE NICKNAME ADDITIONAL STATUS
4

Reserved
5
6 (MSB)

SUBENCLOSURE NICKNAME LANGUAGE CODE

7 (LSB)
8
39 SUBENCLOSURE NICKNAME

The SUBENCLOSURE IDENTIFIER field indicates the subenclosure (see 4.3) to which the subenclosure
nickname status descriptor applies.
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The SUBENCLOSURE NICKNAME STATUS field indicates the status of nickname operations for the
subenclosure and is defined in table 55. After reporting a non-zero value, the enclosure services
process shall set the SUBENCLOSURE NICKNAME STATUS field to 00h and shall set the SUBENCLOSURE
NICKNAME ADDITIONAL STATUS field to 00h.

Table 55 — SUBENCLOSURE NICKNAME STATUS field

Code Description
00h No errors
Error in one or more of the Subenclosure Nickname Control diagnostic page fields. The
80h SUBENCLOSURE NICKNAME ADDITIONAL STATUS field shall be set to the offset of the lowedt byte
of the field in the Subenclosure Nickname Control diagnostic page that has an error.
8[h Internal error. The nickname is lost.
8Ph Internal error. The previous nickname preserved.
All ofhers | Reserved
The| SUBENCLOSURE NICKNAME ADDITIONAL STATUS field provides additionalsstatus for certain values
of the SUBENCLOSURE NICKNAME STATUS field as described in table 55.
The| SUBENCLOSURE NICKNAME LANGUAGE CODE field indicates the language and character set of the
subenclosure nickname, as defined by the LANGUAGE CODE fi€ldin the Language element (see
7.3.118).
The| SUBENCLOSURE NICKNAME field indicates the subenclosure nickname.
6.2| Log parameters for enclosure services devices
Thig subclause describes descriptors and pages for log parameters used with enclosure servjces
devices.
Table 56 defines the log page codes for gnclosure services devices.
Table 56 — Log page codes for enclosure services devices
Page code | Subpage code | Description Reference
hon 00h Supported Log Pages log page SPQg-4
FFh Supported Log Pages and Subpages log pages SPQ4-4
D6h Q0h Non-Medium Error log page SPd-4
D7h 00h Last n Error Events log page SPd-4
DBh 00h Last n Deferred Error or Asynchronous Events log page SPd-4
DDh 00h Temperature log page SPd-4
Eh 00h Start-Stop Cycle Counter log page SPd-4
OFh 00h Application Client log page SPC-4
10h 00h Self-Test Results log page SPC-4
18h 00h to FEh Protocol Specific Port log pages SPC-4
2Fh 00h Informational Exceptions log page SPC-4
01h to 3Eh FFh Supported Subpages log page SPC-4
30h to 3Eh 00h to FEh Vendor specific
All others Reserved
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6.3

6.3.1
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Mode parameters for enclosure services devices

Mode parameters overview

This subclause describes descriptors and pages for mode parameters used with enclosure
services devices.

The mode parameter list, including the mode parameter header and mode block descriptor are

described in SPC-4.

The MEDIUM TYPE field is contained in the mode parameter header (see SPC-4). For enclosure
services devices, the MEDIUM TYPE field is reserved.

The|DEVICE SPECIFIC PARAMETER field is contained in the mode parameter header (see SPC-4).|For
enclosure services devices, the DEVICE SPECIFIC PARAMETER field is reserved.
The| BLOCK DESCRIPTOR LENGTH field is contained in the mode parameter header\(see SP(J-4).
Enclosure services devices have no BLOCK DESCRIPTOR field. For enclosure services devices] the
BLOCK DESCRIPTOR LENGTH field shall be set to zero.
Table 57 defines the mode page codes for enclosure services devices.
Table 57 — Mode page codes for enclosure services devices
Page code | Subpage code | Description Reference]
00h N/A Vendor specific
01h 00h to FEh Reserved for this standard
02h 00h Disconnect-Reconnect mode page ‘ SPC-4
03h to 08h 00h to FEh Reserved forthis standard
09h 00h Obsolete
00h Contrel mode page SPC-4
OAh 01h Control Extension mode page SPC-4
FOh to FEh Reserved for this standard
0Bh to 13h 00h to FEh Reserved for this standard
14h 00h Enclosure Services Management mode page 6.3.2
14h Oth'to FEh Reserved for this standard
18h 00h Protocol Specific Logical Unit mode page SPC-4
01h to FEh See SCSI transport protocol standard SPC-4
P 00h Protocol Specific Port mode page SPC-4
01h to FEh See SCSI transport protocol standard SPC-4
1Bh 00h to FEh Reserved for this standard
1Ch 00h Informational Exceptions Control mode page SPC-4
1Dh to 1Fh 00h to FEh Reserved for this standard
20h to 3Eh N/A Vendor specific
3Fh @ 00h @ Return all pages SPC-4
3Fh @ FFh @ Return all pages and subpages SPC-4
00h to 3Fh @ FFh @ Return all subpages SPC-4
All others Reserved for SPC-4

@ Valid only for the MODE SENSE command (see SPC-4).
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6.3.2 Enclosure Services Management mode page

The Enclosure Services Management mode page provides controls over those features involving
communication with an enclosure services process. If the Enclosure Services Management mode page
is not implemented, then the device server shall not implement the timed completion function (see
4.7.3).

When a RECEIVE DIAGNOSTIC RESULTS command is received by a device server that supports
enclosure services and the ENBLTC bit has been set to one, the device server may wait up to the time
contained in the MAXIMUM TASK COMPLETION TIME field before returning the requested diagnostic page.
The device server shall only perform this delay operation for Enclosure Status diagnostic pages (see
6.1.4). If a noncritical, critical. or unrecoverable condition exists or occurs during the waiting period,
therl the device server shall stop waiting and return the requested diagnostic page.

Table 58 defines the Enclosure Services Management mode page.

Table 58 — Enclosure Services Management mode page

Bit
Byte 7 6 5 4 3 2 1 D
0 PS SPF (0b) PAGE CODE (14h)
1 PAGE LENGTH (06h)
2
Reserved
4
5 Reserved ENBLTC
6 (MSB)
MAXIMUM TASK GOMPLETION TIME
7 (LEB)

The|Ps (parameters savable) bit is defined incfSPC-4. For enclosure services devices, the PS hit is
not festricted.

The|sPF bit is defined in SPC-4 and is-set to zero for this mode page.
The|PAGE LENGTH field is defined.in SPC-4 and is set to 06h for this mode page.

An ENBLTC (enable timed completion) bit set to one specifies that the device server shall enablq the
timgd completion function'(see 4.7.3). An ENBLTC bit set to zero specifies that the device sefver
shall disable the timed-completion function.

The| MAXIMUM TASK GOMPLETION TIME field specifies the maximum time that the device server may
chopse to wait-before returning a diagnostic page. The timing of the wait period shall begin when
the fransmission of RECEIVE DIAGNOSTIC RESULTS command to the device server is complete
and|end withthe transfer of the Enclosure Status diagnostic page and the transfer of complgtion
statys, In_éstablishing the value for the MAXIMUM TASK COMPLETION TIME field, the application c|ient
shopld‘consider any time periods that are not controlled by the device server (e.g., reconnedtion
overheads, congestion latency, and protocol timeouts). The value is specified in 100 ms units. A
value of 0000h specifies a vendor specific maximum time (e.g., infinite).
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7 Element definitions

71 Element definitions overview
This clause contains the format definitions for:

a) control elements in the Enclosure Control diagnostic page (see 6.1.3);

b) status elements in the Enclosure Status diagnostic page (see 6.1.4);

c) threshold control elements in the Threshold Out diagnostic page (see 6.1.8); and
d) threshold status elements in the Threshold In diagnostic page (see 6.1.9).

Field format definitions common to all element types are described in 7.2. Field format definitions
that|differ for different element types are described in 7.3.
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Table 59 defines the elements and their element type codes.

Table 59 — Element type codes

tf;i’gizte Name Z'::i:itbig Threshold P |Reference
00h Unspecified no none 7.3.1
01h Device Slot no none 7.3.2
02h Power Supply no none 734
03h Cooling no none 7.3.%
04h Temperature Sensor yes temperature /3.6
05h Door Lock no none 7.3.7
06h Audible Alarm yes none 7.3.8
07h Enclosure Services Controller Electronics no none 7.3.9
08h SCC Controller Electronics no none 7.3.10
0%9h Nonvolatile Cache no none 7.3.1
OAh Invalid Operation Reason ° no none 7.3.12
0Bh Uninterruptible Power Supply no battery status 7.3.13
0Ch Display no none 7.3.14
0Dh Key Pad Entry no none 7.3.16
OEh Enclosure no none 7.3.1|6
OFh SCSI Port/Transceiver no none 7.3.17
10h Language no none 7.3.18
11h Communication Port no none 7.3.1|9
12h Voltage Sensor yes % voltage 7.3.20
13h Current Sensor yes % current 7.3.21
14h SCSI Target Port no none 7.3.22
15h SCSI Initiator. Port no none 7.3.23
16h Simple Stibenclosure no none 7.3.24
17h Array(Dgevice Slot no none 7.3.8
18h SAS Expander no none 7.3.25
19h SAS Connector no none 7.3.26

1Ah to(/Fh | Reserved

80p to'FFh | Vendor specific

@ A “DISABLE bit support” value of yes means the DISABLE bit is supported in the coMMON CcONTRoOL field of the control
element (see 7.2.2).

b The “threshold” value indicates the value, if any, that is subject to comparison with the threshold specified by the
threshold control element (see 7.2.4) and indicated by the threshold status element (see 7.2.5).

¢ A special threshold status element format defined if the INVOP bit is set to one. See 7.3.12.
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7.2

Element formats

7.21 Element formats overview

Unless otherwise specified, all status and control bits are optional. All control bits are advisory and may
be ignored or overridden to maintain a proper operating environment in the enclosure.

7.2.2 Control element format

Tabl

e 60 defines the format of the control element.

Table 60 — Control element format

Bit
Byte 7 6 5 4 3 2 1 0
) COMMON CONTROL
SELECT PRDFAIL DISABLE | RST SWAP Reserved
1
5 Element type specific control information
The[coMMON CONTROL field contains those bits that may be used by any ¢ontrol element.

As
fung
enc
indi

A PRDFAIL (predicted failure) bit set to one specifies that'the enclosure services process shall

ont
that
elen
indi

A DI
DISA
elen
bit i

AR
SWA
bit
stat

NOT
correj

The

tions defined by the other bits in the control element. A SELEET bit set to zero specifies thaf
osure services process shall ignore all other bits in the control element. The SELECT bit all
idual control elements to be selected for control operations.

he “predicted failure state” indicator, if any, forithe element. A PRDFAIL bit set to zero spec]
the enclosure services process turn off the<*predicted failure state” indicator, if any, fon

Cator.

SABLE bit set to one specifies that_the' enclosure services process shall disable the elemer
BLE bit set to zero specifies that, the enclosure services shall allow normal operation of
nent to resume. The interpretation of the disabled state is specific to the element. The DISA
5 defined for each element listed with disable support in table 59 (see 7.1).

BT SWAP (reset swap) bit set to one specifies that the enclosure services process shall sef
P bit to zero in the status element for the |_T nexus accessing the control element. A RST S
et to zero specifies that the enclosure services process shall not change the SwaP bit in
Is element for.the |_T nexus accessing the control element.

E 9 The DJSABLE bit and the RST SWAP bit are not intended to be accessed as part of a read-modify-write procedure wi
spondingbits’in the status element (see 7.2.3).

element type specific control information is defined separately for each element type in

ContreMnformation containing conflicting bits may cause unpredictable behavior or may cause

ELECT bit set to one specifies that the enclosure services process should perform the control

the
oWS

turn
fies
the

hent. The element is not required to implement the PRDFAIL bit or the “predicted failure state”

t. A
the
BLE

the
WAP
the

h the

7.3.
the

enclosure services process to report an invalid field error (see 4.5).
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7.2.3 Status element format
Table 61 defines the format of the status element.

Table 61 — Status element format

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON STATUS
Reserved‘ PRDFAIL ‘DISABLED‘ SWAP ‘ ELEMENT STATUS CODE
4
3 Element type specific status information

The|comMMON STATUS field contains those bits that may be returned by any status element.

A PRDFAIL (predicted failure) bit set to one indicates that the element has the capability of predigting
failyre and that a failure has been predicted. The “predicted failure state” indicator may additionally
be get by the PRDFAIL bit in the corresponding control element. A PRDFAIL bit'set to zero indicgtes
that|the “predicted failure state” indicator is turned off or is not implemented.

A DISABLED bit set to one indicates that the element has been disabled (see the DISABLE bit inf the
conjrol element (see 7.2.2)). A DISABLED bit set to zero indicates that the element has not bleen
disgbled or that the disable function is not implemented. The-DISABLED bit is defined for gach
element listed with disable support in table 59 (see 7.1).

A SWAP bit set to one indicates that an element has Beeh swapped (i.e., removed and inserted)
(e.g|, for a Device element, the device been removed and the same or another device has heen
insdrted in the same device slot) since the last time\the RST SWAP bit was set to one in the coptrol
element (see 7.2.2) for the |_T nexus being used to access the status element. A SWAP bit s¢t to
zerq indicates that the element has not been swapped. The SWAP bit is set to zero when the|RST
SWAP bit is set to one in the control element\and remains set to zero until another swap occurs. [The
SWAP bit provides an indication that an.element’s properties may have been changed without|any
chapge of configuration. A standaloné-enclosure services process shall maintain one sSwaAP bif for
each |_T nexus. An attached enclosure services process shall maintain one swAP bit shared by all
|_T hexuses.

The|ELEMENT STATUS CODE.field is defined in table 62.

Table 62 — ELEMENT STATUS CODE field

Codp Name Condition
Oh Unsupported Status detection is not implemented for this element.
1h OK Element is installed and no error conditions are known.
2h Critical Critical condition is detected.
3h Noncritical Noncritical condition is detected.
4h Unrecoverable Unrecoverable condition is detected.
5h Not Installed Element is not installed in enclosure.
6h Unknown Sensor has failed or element status is not available.
. Element installed, no known errors, but the element has not been turned

7h Not Available . .

on or set into operation.

The initiator port from which the RECEIVE DIAGNOSTIC RESULT
8h No Access Allowed . .

command was received does not have access to this element.

9h to Fh | Reserved
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In an overall status element, the enclosure services process shall set the ELEMENT STATUS CODE
field as defined in table 63.

Table 63 — ELEMENT STATUS CODE field usage in an overall status element

Condition Valid values

The enclosure services process does not implement overall status detection | Oh

The [enclosure services
procegs implements overall

Any value representin

There are no individual status elements
overall status

gthe

There-are-one-ormore-individual-status-elements
and, in each of them, the ELEMENT STATUS CODE
field is set to Oh (i.e., Unsupported)

Any value representin
overall status
gtatus detection

g the

There are one or more individual status elements | Oh (i.e., Unsupported) or
and, in each of them, the ELEMENT STATUS CODE | any value representirjg the
field is not set to Oh (i.e., Unsupported) overall status
The|element type specific status information is defined separately for each element type in 7.3
7.2.4 Threshold control element format
Table 64 defines the format of the threshold control element.
Table 64 — Threshold control element format
Byt | 7 6 5 4 3 2 1 0
0 REQUESTED HIGH.CRITICAL THRESHOLD
1 REQUESTED/HIGH WARNING THRESHOLD
2 REQUESTED LOW WARNING THRESHOLD
3 REQUESTED LOW CRITICAL THRESHOLD
The|REQUESTED HIGH CRITICAL THRESHOLD field recommends a value for the high critical threshqld.
The|REQUESTED HIGH WARNING THRESHOLD field recommends a value for the high warning threshold.

The|REQUESTED LOW WARNING THRESHOLD field recommends a value for the low warning threshpld.

The|REQUESTED LOW GRITICAL THRESHOLD field recommends a value for the low critical thresholf.

All

the

wit

elements-that have a sensor value to compare with a threshold, the enclosure services proq
may:

contents of the threshold control element for those elements that have no value to be comp
h a threshold and for those elements that do not implement the threshold function. For th

flelds in the'threshold control element are advisory. The enclosure services process shall igiore

red
ose
ess

a) accept the fields transmitted in the overall threshold control element or the individual threshold

control element;
b) set the thresholds to more appropriate values than those requested; or
c) ignore the contents of any or all of the requested threshold fields.

Table 59 (see 7.1) lists those elements that use threshold control elements. The definition of each
threshold field for an element type is defined in the subclause describing that element type.

See 4.6 for how the enclosure services process uses thresholds.
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Threshold status element format

Table 65 defines the format of the threshold status element.

Table 65 — Threshold status element format

14776-372 © ISO/IEC:2011(E)

Byte | 7 6 5 4 3 2 1 0
0 HIGH CRITICAL THRESHOLD
1 HIGH WARNING THRESHOLD
3 LOW CRITICAL THRESHOLD
The|HIGH CRITICAL THRESHOLD field indicates the high critical threshold. The enclosufé indicates a

criti

cal condition if the sensor detects a value higher than the high critical threshold. A §

IGH

CRITICAL THRESHOLD field set to 00h indicates that the sensor does not test a high-critical thresHold.
The|HIGH WARNING THRESHOLD field indicates the high warning threshold. The.enclosure indicatgs a
nongritical condition if the sensor detects a value higher than the high.warning threshold. A HIGH
WARNING THRESHOLD field set to 00h indicates that the sensor does’' not test a high warnming
threshold.

The|Low WARNING THRESHOLD field indicates the low warning thfeshold. The enclosure indicatgs a
nongritical condition if the sensor detects a value lower than the low warning threshold. A Low
WARNING THRESHOLD field set to 00h indicates that the sensor does not test a low warnging
threshold.

The|Low CRITICAL THRESHOLD field indicates the low critical threshold. The enclosure indicates a
critical condition if the sensor detects a value lower than the low critical threshold. A Low CRITICAL
THRESHOLD field set to 00h indicates that the:sensor does not test a low critical threshold.
The|threshold fields indicate the thresholds that the enclosure is using at the time the Threshold In
diagnostic page is returned.

Table 59 (see 7.1) lists those elements that use threshold status elements. The definition of gach
threghold field for an elementtype is defined in the subclause describing that element type.

See| 4.6 for how the enclesure services process uses thresholds.

7.3| Field definitions for all element types

7.3 Unspecified element

The|Unspegified element manages an unspecified part of the enclosure.

Tab

e 66.defines the Unspecified control element.

lable oo — Unspecified control element

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON CONTROL
1
Reserved
3

The

COMMON CONTROL field is defined in 7.2.2.
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Table 67 defines the Unspecified status element.

Table 67 — Unspecified status element

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON STATUS
1
Reserved
3

The|coMMON STATUS field is defined in 7.2.3.

7.3.R Device Slot element

The|Device Slot element manages a device slot (e.g., containing a SCSI device such as\a'disk drivg) in
the enclosure.

Addjtional information about a Device Slot element may be reported in the Additional Element Status
diagnostic page (see 6.1.13).

Table 68 defines the Device Slot control element.

Table 68 — Device Slot control element

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON.CONTROL
1 Réserved
RQST DO NOT RQST RQST RQST RQST

2 Reserved Reserved

ACTIVE REMOVE MISSING INSERT | REMOVE IDENT

DEVICE ENABLE ENABLE
3 Reserved RQST FAULT Reserved
OFF BYP A BYP B

The|RQST ACTIVE (request device activity indication) bit has no effect if the enclosure provides no
visuial activity indication. The RQST ACTIVE bit may be set to one by the application client to cauge a
visulal indication that the device is active. The enclosure services process shall sustain the agtive
condlition of the visual indicator for at least 0.5 s.

NOTE 10 To maintain the‘active indication asserted (if present), the application client sets the bit to one at least once ¢very
05s

A DO NOT REMOYE bit set to one specifies that the device not be removed. A DO NOT REMOVE bif set
to zero specifies that the device may be removed. The DO NOT REMOVE bit may control mechanical
inteflocks“or*visual indications that the device should not be removed.

A RQSTWISSING (request device missing indication) bit set to one specifies that the device slat be
identified by a visual indication that a previously present device is missing (e.g., has been
removed). A RQST MISSING bit set to zero specifies that the device missing indication shall be
cleared.

A RQST INSERT (request insert) bit set to one specifies that the device slot be prepared for the
insertion of a device. A RQST INSERT bit set to zero specifies that the device slot take no action to
prepare for the insertion of a device. The bit may control mechanical interlocks or visual indications
that a device may be inserted in the device slot.

A RQST REMOVE (request removal) bit set to one specifies that the device slot be prepared for the
removal of a device. A RQST REMOVE bit set to zero specifies that the device slot take no action to
prepare for the removal of a device. The bit may control mechanical interlocks or visual indications
that a device may be removed from the device slot.
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A RQST IDENT (request identify) bit set to one specifies that the enclosure services process identify
the element (i.e., the device slot) by a visual indication. A RQST IDENT bit set to zero specifies that
the enclosure services process not identify the element by a visual indication.

A RQST FAULT (request fault indication) bit set to one specifies that the device slot be identified by a
visual indication that a fault is present in the device. A RQST FAULT bit set to zero specifies that the
fault indication shall be cleared if the indication is not also being set by the device or the enclosure
services process.

A DEVICE OFF bit set to one specifies that the device be turned off. A DEVICE OFF bit set to zero
specifies that the device may be turned on if all other prerequisites are met.

An ENABLE BYP A (enable bypass Port A) bit set to one specifies that port A for the devicl be
bypassed. An ENABLE BYP A bit set to zero specifies that, if there is no other cause for the 'port tp be
byppssed, the port bypass shall be disabled and the device shall be included on’the deyice
intefface.

An ENABLE BYP B (enable bypass Port B) bit set to one specifies that port/B‘for the devic¢ be
bypassed. An ENABLE BYP B bit set to zero specifies that, if there is no other Cause for the port tp be
byppssed, the port bypass shall be disabled and the device shall beliricluded on the deyice
intefface.
Table 69 defines the Device Slot status element.

Table 69 — Device Slot statuscelement

Blit
Byte 7 6 5 4 3 2 1 0

0 COMMON STATUS

1 SL.OT ADDRESS
APP CLIENT | DO NOT | ENCLOSURE | ENCFOSURE | READY TO

2 RMV IDENT REPORT
BYPASSED A| REMOVE | BYPASSED A [-BYPASSED B INSERT
APP CLIENT | FAULT FAULT DEVICE DENICE

3 DEVICE OFF |BYPASSED A|BYPASSED B
BYPASSED B| SENSED REQSTD BYPASSED A| BYPABSED B

The|coMMON STATUS field isdefined in 7.2.3.

Table 70 defines the SLOT'ADDRESS field.

Table 70 — sLOT ADDRESS field

Kind|of status Condition Description
element
Qvetall Any Vendor specific
Device Stotisfora ool daddress Ol tre primary pdrdiiel SUol larget port orin
o parallel SCSI device | SCSI target device
Individual - X
Device Slot is not for a Vendor specific
parallel SCSI device P

A DO NOT REMOVE bit set to one indicates that the corresponding control bit has been set to one. A
DO NOT REMOVE bit set to zero indicates that the corresponding control bit has been set to zero or
has not been implemented. If the DO NOT REMOVE bit is set to one, it indicates that mechanical
interlocks or visual signals are present and activated to indicate that the device should not be
removed. If the DO NOT REMOVE bit is set to zero, it indicates that mechanical interlocks or visual
signals are not present or not activated, indicating that the device may be removed.
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A READY TO INSERT bit set to one indicates that the device slot has been prepared for the insertion
of a device. A READY TO INSERT bit set to zero indicates that the device slot is unable to accept the
insertion of a device or that the RQST INSERT control bit is not implemented.

A RMV (remove) bit set to one indicates that the device slot has been prepared for the removal of
the device. A RMV bit set to zero indicates that the device cannot be removed from the device slot
or that the RQST REMOVE control bit is not implemented.

An IDENT (identify) bit set to one indicates that the enclosure services process is identifying the
element by a visual indication because the RQST IDENT bit was set to one in the control element. An
IDENT bit set to zero indicates that the enclosure services process is not identifying the element by
a vifual indication because of the RQST IDENT bit in the conirol element, or a visual indication, i§ not
implemented.

A REPORT bit set to one indicates that the enclosure services process is using this device to report
the [Enclosure Status diagnostic page. A REPORT bit set to zero indicates that it is'\not using|this
dev|ce to report the Enclosure Status diagnostic page. In the overall status element, the de)ice
seryer shall set the REPORT bit to zero and the application client should ignorg’the REPORT bit.

A FAULT SENSED bit set to one indicates that the enclosure or device has detected a fault cond|tion
and|may be displaying a visual indication of the fault condition. A FAULT SENSED bit set to zero
indicates that there is no fault condition detected by the device or enclosure.

A FAULT REQSTD (fault requested) bit set to one indicates that.the RQST FAULT control bit has Heen
set {o one, specifying that the device slot be identified by a visual fault indication. A FAULT REQSTD
bit get to zero indicates that the RQST FAULT control bit has been set to zero or that the RQST FAULT
confrol bit is not implemented.

A DEVICE OFF bit set to one indicates that the device is turned off. A DEVICE OFF bit set to zero
indi¢ates that the device is turned on.

A BYPASSED A bit set to one indicates that Port A has been bypassed by request of the applicgtion
cIieJ]t, the device, or the enclosure. A BYPASSED A bit set to zero indicates that the port bypags is
disgbled and the device is included on the device interface.

A BYPASSED B bit set to one indicates that Port B has been bypassed by request of the applicgtion
cIieJ]t, the device, or the enclosure. A BYPASSED B bit set to zero indicates that the port bypags is
disgbled and the device is included on the device interface.

An ENCLOSURE BYPASSEDR-A bit set to one indicates that Port A has been bypassed by request of the
enclosure services process. An ENCLOSURE BYPASSED A bit set to zero indicates that Port A ig not
being bypassed under control of the enclosure services process. The device may still be bypagsed
undgr control of the application client or the device.

An ENCLOSURE BYPASSED B bit set to one indicates that Port B has been bypassed by request of the
enclosufe jservices process. An ENCLOSURE BYPASSED B bit set to zero indicates that Port B ig not
being.bypassed under control of the enclosure services process. The device may still be bypagsed
under control of the application client or the device.

An APP CLIENT BYPASSED A (application client bypassed Port A) bit set to one indicates that Port A
has been bypassed by request of an application client. An APP CLIENT BYPASSED A bit indicates that
Port A is not being bypassed under control of an application client. The device may still be
bypassed under control of the enclosure services process or the device.

An APP CLIENT BYPASSED B (application client bypassed Port B) bit set to one indicates that Port B
has been bypassed by request of an application client. An APP CLIENT BYPASSED B bit indicates that
Port B is not being bypassed under control of an application client. The device may still be
bypassed under control of the enclosure services process or the device.

A DEVICE BYPASSED A bit set to one indicates that Port A has been bypassed by request of the
device. A DEVICE BYPASSED A bit indicates that Port A is not being bypassed by request of the
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device. When set to one, the device may be removed, turned off, not operational, or controlling the
bypass signals under control of the device. When set to zero, the device may still be bypassed
under control of the enclosure services process or the application client.

A DEVICE BYPASSED B bit set to one indicates that Port B has been bypassed by request of the
device. A DEVICE BYPASSED B bit indicates Port B is not being bypassed by request of the device.
When set to one, the device may be removed, turned off, not operational, or controlling the bypass
signals under control of the device. When set to zero, the device may still be bypassed under
control of the enclosure services process or the application client.

7.3.3 Array Device Slot element

The|Array Device Slot element manages a device slot (e.g., containing a SCSI device such as'a |[disk
drive) in an enclosure that is being used in a storage array (e.g., by a RAID controller). The~mapping
between the visual indicators associated with the Array Device Slot element and the requests tq set
thode indicators is vendor specific.

Addjtional information about an Array Device Slot element may be reported in the;Additional Element
Statps diagnostic page (see 6.1.13).

Table 71 defines the Array Device Slot control element.

Table 71 — Array Device Slot control element

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON CONTROL
RQST IN RQST
RQST RSVD | RQST HOT | RQST CONS’| ~ RQST IN Q Q RQBT R/R
1 RQST OK FAILED REBUILD/
DEVICE SPARE CHECK.> | CRIT ARRAY ABORT
ARRAY REMAP
DO NOT RQST RQST RQST
2 RQST ACTIVE Reserved RQST IDENT |Regerved
REMOVE MISSING INSERT REMOVE
3 Reserved RQST FAULT | DEVICE OFF ENABLE ENABLE Reserved
BYP A BYP B

ThelcoMMON CONTROL field is. défined in 7.2.2.

A RQST OK (request OK) bit set to one specifies that the “device okay” indicator be turned op. A
RQS[r OK bit set to zero specifies that the “device okay” indicator be turned off.

A RQST RSVD DEVICE.{request reserved device) bit set to one specifies that the “reserved deVice
indifator be turned on. A RQST RSVD DEVICE bit set to zero specifies that the “reserved deVice
indi¢ator be turned off.

A RQST HOT SPARE (request hot spare) bit set to one specifies that the “hot spare” indicatof be
turan ORn. A RQST HOT SPARE bit set to zero specifies that the “hot spare” indicator be turned o‘f.

A RQST CONS CHECK (request consistency check in progress) bit set to one specifies that the
“consistency check in progress” indicator be turned on. A RQST CONS CHECK bit set to zero specifies
that the “consistency check in progress” indicator be turned off.

A RQST IN CRIT ARRAY (request in critical array) bit set to one specifies that the “in critical array”
indicator be turned on. A RQST IN CRIT ARRAY bit set to zero specifies that the “in critical array”
indicator be turned off.

A RQST IN FAILED ARRAY (request in failed array) bit set to one specifies that the “in failed array”
indicator be turned on. A RQST IN FAILED ARRAY bit set to zero specifies that the “in failed array”
indicator be turned off.
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A RQST REBUILD/REMAP (request rebuild/remap) bit set to one specifies that the “rebuild/remap”
indicator be turned on. A RQST REBUILD/REMAP bit set to zero specifies that the “rebuild/remap”
indicator be turned off.

A RQST R/R ABORT (request rebuild/remap aborted) bit set to one specifies that the “rebuild/remap
abort” indicator be turned on. A RQST R/R ABORT bit set to zero specifies that the “rebuild/remap
abort” indicator be turned off.

The RQST ACTIVE (request device activity indication) bit, DO NOT REMOVE bit, RQST INSERT (request
insert) bit, RQST REMOVE (request removal) bit, RQST MISSING (request device missing indication) bit,
RQST IDENT (request identify) bit, RQST FAULT (request fault indication) bit, DEVICE OFF bit, ENABLE
BYP[A (enable bypass port A) bit, and ENABLE BYP B (enable bypass port B) bit are defined,in the
Devjce Slot control element (see 7.3.2).

Table 72 defines the Array Device Slot status element.

Table 72 — Array Device Slot status element

Bytel | 7 6 5 4 3 2 1 )
0 COMMON STATUS
1 OK RSVD HOT SPARE | CONS CHK IN CRIT N FAILED REBUILD/ R/R ABORT
DEVICE ARRAY ARRAY REMAP
APP CLIENT

DO NOT | ENCLOSURE | ENCLOSURE | READY)TO
2 BYPASSED RMV IDENT REHORT
REMOVE | BYPASSED A | BYPASSED B INSERT

A
APP CLIENT
FAULT FAULT BYPASSED DEVICE DEYICE
3 BYPASSED DEVICEOFF |BYPASSED A
5 SENSED REQSTD B BYPASSED A|BYPA$SED B

The|coMMON STATUS field is defined in 7.2:3.

An OK bit set to one indicates that the “device okay” indicator is turned on. An OK bit set to zero
indicates that the “device okay” indicator is turned off.

A RBVD DEVICE (reserved dévjce) bit set to one indicates that the “reserved device” indicator is
turned on. A RSVD DEVICE bit set to zero indicates that the “reserved device” indicator is turned|off.

A HOT SPARE bit set.to_one indicates that the “hot spare” indicator is turned on. A HOT SPARE bif set
to zgero indicates that'the “hot spare” indicator is turned off.

A CPNS CHECKY{(Consistency check in progress) bit set to one indicates that the “consistency chjeck
in pfogress®indicator is turned on, showing that the device is participating in an array consistgncy
chefk activity. A CONS CHECK bit set to zero indicates that the “consistency check in progress
indigatopis turned off.

An IN CRIT ARRAY (in critical array) bit set to one indicates that the “in critical array” indicator is
turned on, showing that the device is participating in an array which would be degraded or become
unavailable if the device were removed. An IN CRIT ARRAY bit set to zero indicates that the “in
critical array” indicator is turned off.

An IN FAILED ARRAY bit set to one indicates that the “in failed array” indicator is turned on, showing
that the device is a member of an array that has failed. The IN FAILED ARRAY bit set to zero indicates
that the “in failed array” indicator is turned off.

A REBUILD/REMAP bit set to one indicates that the “rebuild/remap” indicator is turned on, showing
that the device is participating in a rebuild or remap of the array contents. A REBUILD/REMAP bit set
to zero indicates that the “rebuild/remap” indicator is turned off.
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An R/R ABORT (rebuild/remap abort) bit set to one indicates that the “rebuild/remap abort” indicator
is on, showing that a rebuild or remap of the array contents has been unsuccessfully terminated.
An R/R ABORT bit set to zero indicates that the “rebuild/remap abort” indicator is turned off.

The DO NOT REMOVE bit, READY TO INSERT bit, RMV (remove) bit, IDENT (identify) bit, and REPORT bit
are defined in the Device Slot status element (see 7.3.2).

The FAULT SENSED bit, FAULT REQSTD bit, and DEVICE OFF bit are defined in the Device Slot status
element (see 7.3.2).

The APP CLIENT BYPASSED A bit, APP CLIENT BYPASSED B bit, ENCLOSURE BYPASSED A bit, ENCLOSURE
BYPRSSED B Dit, BYPASSED A Dit, BYPASSED B Dit, DEVICE BYPASSED A Dit, and DEVICE BYPASSED B bit
are defined in the Device Slot status element (see 7.3.2).

7.3.4 Power Supply element

The|Power Supply element manages a power supply (e.g., providing power to devicerslots (see 7.8.2),
arraly device slots (see 7.3.3), enclosure services process electronics (see 7.3.9), and/or SCC contrpller
eledtronics (see 7.3.10)).

Table 73 defines the Power Supply control element.

Table 73 — Power Supply control element

Byte | 7 6 5 4 3 2 1 0
0 COMMON CONTROL
RQST
1 IDENT Reserved
Reserved
Reserved ‘ RQST FAIL ‘ RQST ON Reserved

ThelcoMMON CONTROL field is defined inn7.2.2.

A RQST IDENT (request identify) bit set to one specifies that the enclosure services process ideptify
the plement by a visual indication.' A RQST IDENT bit set to zero specifies that the enclosure servjces
progess not identify the elenmient by a visual indication.

A RQST FAIL (request failure indication) bit set to one specifies that the enclosure services progess
shall enable a visual'indication that a failure is present in the element. A RQST FAIL bit set to zero
spetkifies that the enclosure services process shall disable a visual indication that a failuge is
pregent in the element, unless the enclosure services process is itself detecting a failure in| the
element. Some-failure indications in the STATUS INFORMATION field are latched. Setting the RQST|FAIL
bit tp oneand’then setting it to zero shall reset any latched failure indications.

A RQSTON (request power supply on) bit set to one specifies that the power supply be turned on or

rem in Oorn. vvhner the RQsT ON Di[ iS Sel [0 ZerQ, the power SUpply iS requested O wrm oIr orre ain
off.
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Table 74 defines the Power Supply status element.

Table 74 — Power Supply status element

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON STATUS
1 IDENT Reserved

2 Reserved DC OVER | DC UNDER | DC OVER Reserve
VOLTAGE | VOLTAGE | CURRENT

d

RQSTED OVERTMP TEMP
3 HOT SWAP FAIL OFF AC FAIL DC'FAIL
ON FAIL WARN

The|coMMON STATUS field is defined in 7.2.3.

An

element by a visual indication because the RQST IDENT bit was set to one in the control element}.
IDENT bit set to zero indicates that the enclosure services process is not identifying the elemer]
a visual indication based on the RQST IDENT bit in the control element,(or a visual indication is
implemented.

A D OVERVOLTAGE bit set to one indicates an overvoltage condition has been detected at
power supply output. A DC OVERVOLTAGE bit set to zero indicates that the RQST FAIL control bit
beeph set to one and then set to zero, or that a power on has-occurred.

A DL UNDERVOLTAGE bit set to one indicates an underpveltage condition has been detected af
powler supply output. A DC UNDERVOLTAGE bit set torzero indicates that the RQST FAIL control bit
beeh set to one and then set to zero, or that a power on has occurred.

A Df OVERCURRENT bit set to one indicates.an overcurrent condition has been detected at
power supply output. The DC OVERCURRENT bit set to zero indicates that the RQST FAIL contrg
has|been set to one and then set to zero; or that a power on has occurred.

AH
the subenclosure that contains(the element. A HOT SWAP bit set to zero may or may not indi
thaf the element is not a feplaceable element or power is required to be removed from
subenclosure before the element is replaced.

A FAIL bit set to one-indicates that the enclosure services process is identifying the element w
visual failure indication based on the RQST FAIL bit in the control element or its own detection
faildre. A FAIL bitiset to zero indicates that:

DENT (identify) bit set to one indicates that the enclosure services processJis identifying

p) the“enclosure services process is not identifying the element with a visual failure indicg
based on the RQST FAIL bit in the control element or its own detection of a failure (e.g.
ELEMENT STATUS CODE field is not set to 1h (i.e., OK)); or

the
An
t by
not

the
has

the
has

the
| bit

DT SWAP bit set to one indicates that the element may be replaced without removing power from

cate
the

th a
of a

tion
the

J_a visuat faiture imdication 15 ot imptemented:

A RQSTED ON (requested on) bit set to one indicates that the power supply has been manually
turned on or has been requested to turn on by setting the RQST ON control bit to one. A RQSTED ON

bit

set to zero indicates that the RQST ON control bit has been set to zero.

An OFF bit set to one indicates the power supply is not providing power. The OFF bit shall be set to
one if:

a) the RQST ON control bit is set to zero to request the power supply be turned off;
b) the power supply is turned off manually; or
c) a failure has caused the power supply to stop providing power.

An OFF bit set to zero indicates the power supply is providing its specified output.
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An OVERTMP FAIL (over temperature failure) bit set to one indicates the power supply has detected
a temperature above the safe operating temperature range. The power supply may shut down. An
OVERTMP FAIL bit set to zero indicates that the RQST FAIL control bit has been set to one then set to
zero, or that a power on has occurred.

A TEMP WARN (over temperature warning) bit set to one indicates the power supply has detected a
temperature within the safe operating temperature range, but above the normal operating
temperature range. A TEMP WARN bit set to zero indicates that the temperature is within the normal
operating temperature range.

An AC FAIL bit set to one indicates that the power supply is not receiving the specified AC power. An

AC H

AD
AD

7.3.
The

Table 75 defines the Cooling control element.

AIL DIt set to zero Iindicates that normal AC power IS being received.

C FAIL bit set to one indicates that the power supply is unable to supply the specified-DC po
L FAIL bit set to zero indicates that normal DC power is being provided.

b Cooling element

Cooling element manages a fan, blower, or other cooling mechanism.

Table 75 — Cooling control element

wer.

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON CONTROL
1 RQST Reserved
IDENT
Reserved
Reserved | RQST FAIL ‘ RQST ON Reserved REQUESTED SPEED CODE
The|cOMMON CONTROL field is defined.in“7.2.2.
A RQST IDENT (request identify) bit_set to one specifies that the enclosure services process ideptify
the plement by a visual indication. A RQST IDENT bit set to zero specifies that the enclosure servjces

prog

AR
sha
spe
pres
elen

AR
turn

ess not identify the element by a visual indication.

DST FAIL (request failure indication) bit set to one specifies that the enclosure services prog
| enable a visual jndication that a failure is present in the element. A RQST FAIL bit set to
cifies that the.enclosure services process shall disable a visual indication that a failuj
ent in theselement, unless the enclosure services process is itself detecting a failure in
nent.

DST ON (request cooling mechanism on) bit set to one specifies that the cooling mechanisn

ess
rero
e is
the

 be
d to

ed o or remain on. When the RQST ON bit is set to zero, the cooling mechanism is requestd

turn

off or remain off.
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The REQUESTED SPEED CODE field specifies the requested speed or rate of cooling of the cooling
mechanism, and is defined in table 76.

Table 76 — REQUESTED SPEED CODE field

Table 77 defines the Cooling status element.

Code | Description

000b | Leave fan at current speed

001b | Set cooling mechanism to at lowest speed

010b | Set cooling mechanism to second lowest speed
0TTb | Set cooling mechanism o third lowest speed
100b | Set cooling mechanism to intermediate speed
101b | Set cooling mechanism to third highest speed
110b | Set cooling mechanism to second highest speed
111b | Set cooling mechanism to highest speed

Table 77 — Cooling status element

Byt | 7 6 5 4 3 2 0
d COMMON STATUS
1 IDENT Reserved (MSB)
7 ACTUAL FAN SPEED (LSB)
3 HOT SWAP FAIL RQSLED OFF Reserved ACTUAL SPEED CODE

The|coMMON STATUS field is defined in 7+2.3.

The| IDENT bit, HOT SWAP bit, and.FAIL bit are defined in the Power Supply element (see 7.3.4).

The| ACTUAL FAN SPEED fieldindicates the actual fan speed in revolutions per minute (rpm) w

mulfiplied by a factor of 10°(e.g., 000h indicates O rpom and 7FFh indicates 20 470 rpm).

A RQSTED ON (requested on) bit set to one indicates that the cooling mechanism has been mant
turned on or has been requested to be turned on by setting the RQST ON control bit to one.
RQS[TED ON bit jstset to zero when the RQST ON control bit is set to zero.

An OFF bit 'set'to one indicates that the cooling mechanism is not providing cooling. The OF
shall be(set to one if the RQST ON control bit is set to zero to request the cooling element be tu
off. [The’ oFF bit shall be set to one if the cooling mechanism is turned off manually. The OFF bit s

hen

ally
The

F bit
ned
hall

be tGi tU Ul1c If d faiiwc ;Idb bdubUU‘ t;IU bUUiillg lIIUL’;IdIIiDIII tU biUP Upcldiillg. AII UFF IUIi bUt iU Zero
indicates that the cooling mechanism is operating.
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The ACTUAL SPEED CODE field indicates the actual speed or rate of cooling of the cooling
mechanism, as defined in table 78.

Table 78 — ACTUAL SPEED CODE field

7.3.p

Code | Description

000b Cooling mechanism is stopped

001b | Cooling mechanism is at its lowest speed

010b Cooling mechanism is at its second lowest speed
011b Cooling mechanism is at its third lowest speed
100b Cooling mechanism is at its intermediate speed
101b Cooling mechanism is at its third highest speed
110b Cooling mechanism is at its second highest speed
111b Cooling mechanism is at its highest speed

Temperature Sensor element

The| Temperature Sensor element manages a temperature sensor.

Thregshold control and threshold status elements (see 7.2.4.and 7.2.5) are supported
temperature sensors. Table 79 defines the Temperature Sensor threshold control element field

Table 79 — Temperature Sensor threshold control element field definitions

for

')

Field(s)

Description

REQUESTED HIGH CRITICAL THRESHOLD field
REQUESTED HIGH WARNING THRESHOLD field
REQUESTED LOW WARNING THRESHOLD field
REQUESTED LOW CRITICAL THRESHOLD field

Same units as the TEMPERATURE field in the status ele|

ment

Table 80 defines the Temperature Sensor threshold status element fields.

Table 80 — Temperature Sensor threshold status element field definitions

Field(s)

Description

HIGH| CRITICAL THRESHOLD' field
HIGH| WARNING THRESHOLD field
LOW [WARNING THRESHOLD field
LOW [CRITICAL(THRESHOLD field

Compared to the TEMPERATURE field in the status element

Table 8 1\defines the Temperature Sensor control element.

Table 81 — Temperature Sensor control element

Bit
Byte 7 6 5 4 3 2

0 COMMON CONTROL

1 RQST RQST FAIL Reserved

IDENT
2
Reserved
3

The COMMON CONTROL field is defined in 7.2.2. When the DISABLE bit in the COMMON CONTROL field is
set to one, the temperature sensor’s output is ignored (i.e., not tested against any threshold
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values. No noncritical, critical, or unrecoverable conditions are indicated because of the
temperature values sensed). When the DISABLE bit is set to zero, the temperature sensor’s output is

not i

The

gnored.

RQST IDENT bit and the RQST FAIL bit are defined in the Cooling element (see 7.3.5).

Table 82 defines the Temperature Sensor status element.

Table 82 — Temperature Sensor status element

e of

the
old.

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON STATUS
1 IDENT ‘ FAIL ‘ Reserved
2 TEMPERATURE
oT oT Ut uT
3 Reserved FAILURE | WARNING | “RAILURE | WARNING
The|cOMMON STATUS field is defined in 7.2.3.
The|IDENT bit and the FAIL bit are defined in the Power Supply element (see 7.3.4).
The| TEMPERATURE field indicates the temperature at the sensor in degrees Celsius, offseft by
+20|°C. The range of the value expresses a temperature between —19 °C and +235 °C. A valu
00hlis reserved.
An OT FAILURE (over temperature failure) bit set to .ené indicates that the temperature is above
safd operating temperature range or higher than.the value indicated by the high critical thresh
An QT FAILURE bit set to zero indicates that the temperature is within the safe operating temperature
range or below the value specified by the HIGH CRITICAL THRESHOLD field.

An
the
thre
ope

A U]
safg
UT A
rang

A U]
the
thre
ope

DT WARNING (over temperature warning) bit set to one indicates that the temperature is ah
normal operating temperature range or higher than the value indicated by the high war
shold. An OT WARNING bit set\to zero indicates that the temperature is within the noj

[ FAILURE (under temperature failure) bit set to one indicates that the temperature is below
operating temperature range or lower than the value indicated by the low critical threshol

e or above the'value specified by the LOW CRITICAL THRESHOLD field.

normaheperating temperature range or lower than the value indicated by the low war

rating temperature range ordbgelow the value specified by the HIGH WARNING THRESHOLD field.

ove
ning
mal

the
d. A

AILURE bit set to zero indicates that the temperature is within the safe operating temperature

[ WARNING\(under temperature warning) bit set to one indicates that the temperature is bg¢low

Ning

shofd,"A UT WARNING bit set to zero indicates that the temperature is within the nofmal

rating temperature range or above the value specified by the LOw WARNING THRESHOLD field.

7.3.7

The

Door Lock element
Door Lock element manages a door lock.
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Table 83 defines the Door Lock control element.

Table 83 — Door Lock control element

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON CONTROL
RQST
1 IDENT RQST FAIL Reserved
Reserved
Reserved | UNLOE

The|coMMON CONTROL field is defined in 7.2.2.
The|RQST IDENT bit and the RQST FAIL bit are defined in the Cooling element (see 7,3.5).

An UNLOCK bit set to one specifies that the door latch be unlocked or remain’unlocked. An UNLOCK
bit get to zero specifies that the door latch be locked or remain locked.

Table 84 defines the Door Lock status element.

Table 84 — Door Lock status element

Byte | 7 6 5 4 3 2 1 0
0 COMMORNSTATUS
1 IDENT | FAIL | Reserved
2 Reserved
3 Reserved | UNLOCKED

The|coMMON STATUS field is defined in“7.2.3.
The[IDENT bit and the FAIL bit are defined in the Power Supply element (see 7.3.4).

An UNLOCKED bit set to one 'indicates that the door latch is unlocked. An UNLOCKED bit set to zero
indicates that the door |atch'is locked or in its normal operating state.

7.3.B Audible Alarm element

The|Audible Alarm*element manages an audible alarm.
Table 85 defines the Audible Alarm control element.

Table 85 — Audible Alarm control element

Bit
Byte 7 6 5 4 3 2 1 0

0 COMMON CONTROL

RQST
1 Q RQST FAIL Reserved

IDENT
2 Reserved

SET TONE URGENCY CONTROL
3 Reserved| SET MUTE |Reserved
REMIND INFO NON-CRIT CRIT UNRECOV

The COMMON CONTROL field is defined in 7.2.2. When the DISABLE bit in the COMMON CONTROL field is
set to one, the audible alarm shall be disabled and emit no sound regardless of the error condition
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that exists. When the DISABLE bit is set to zero, the audible alarm is enabled and may emit sound

whe

The

n an error condition exists.

RQST IDENT bit and the RQST FAIL bit are defined in the Cooling element (see 7.3.5).

A SET MUTE bit set to one specifies that the alarm be placed in the muted state. The alarm shall
emit no sound when in the muted state. When the SET MUTE bit is set to zero, the alarm is set to the
un-muted state and the tone appropriate to the most urgent condition present shall be generated.
When the SET MUTE bit is set to one, the reminding tone is also muted.

A SET REMIND bit set to one specifies that the alarm emit a tone suitable for reminding the user that

othgrtones are active. Whenm the SET REMIND bit 7S Setto zero, the atarmremitsthe tone appropiiate
to the most urgent condition that is present.
Each of the TONE URGENCY CONTROL bits requests that the audible alarm emit a tone of increaging
urgency (bit 3, least urgent). If more than one bit is set to one, the tone that signals_the‘most urgent
of the selected conditions is activated.
The|quality of each tone and the use of separate tones is vendor specific. The bits and tones may
be get either by the TONE URGENCY CONTROL bits or by the enclosure sernvices process. The T|ONE
URGENCY CONTROL bits set by the enclosure are not affected by the SETMUTE bit or the SET REMIND
bit, plthough the tone emitted by the alarm is modified by the bits.
If a hew error condition occurs while the audible alarm is set in the-remind or muted state, the dtate
is cleared and the normal alarm conditions occur for that errar condition, but not the previous grror
conflition.
If al| bits are set to zero, the audible alarm is silent until*a new error condition occurs.
An INFO (informational condition tone urgency control) bit set to one specifies that the audible alarm
emif a tone suitable to warn of an information condition. The INFO bit is set to zero to s$top
requesting the audible alarm to emit the tone.
A NDN-CRIT (noncritical condition tone\urgency control) bit set to one specifies that the audible
alarm emit a tone suitable to warn of.a noncritical condition. The NON-CRIT bit is set to zero to stop
requesting the audible alarm to emit-the tone.
A cRIT (critical condition tong-urgency control) bit set to one specifies that the audible alarm emit a
tong suitable to warn of a critical condition. The CRIT bit is set to zero to stop requesting the audible
alarm to emit the tone.
An UNRECOV (unrecoverable condition tone urgency control) bit set to one specifies that the audible
alarm emit a tone. suitable to warn of an unrecoverable condition. The UNRECOV bit is set to zero to
stof requesting the audible alarm to emit the tone.
Table 86-defines the Audible Alarm status element.
Table 86 — Audible Alarm status element
Byte | 7 6 5 4 3 2 1 0

0 COMMON STATUS

1 IDENT ‘ FAIL ‘ Reserved

2 Reserved

RQST TONE URGENCY INDICATOR
3 MUTED |[Reserved| REMIND
MUTE INFO ‘ NON-CRIT ‘ CRIT ‘ UNRECOV

The coMMON STATUS field is defined in 7.2.3.

The

IDENT bit and the FAIL bit are defined in the Power Supply element (see 7.3.4).
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A RQST MUTE (request mute) bit set to one indicates that a panel control has been manipulated to
request that the audible alarm be muted. A RQST MUTE bit set to zero indicates that the SET MUTE
control bit has been set to one.

A MUTED bit set to one indicates that the audible alarm is in the muted state. A MUTED bit set to zero
indicates that the audible alarm is in the un-muted state. No sound is emitted by the audible alarm
when it is in the muted state.

A REMIND bit set to one indicates that the audible alarm is in the remind state. A REMIND bit set to
zero indicates that the audible alarm is not in the remind state.

Eac
one

If al

is s¢t to one, the audible alarm tone is modified to the remind tone.

An
alar

als@ indicated. An INFO bit set to zero indicates that the audible alarm is not emitting
corresponding tone.

AN
alar

indicated. A NON-CRIT bit set to zero indicates that the.audible alarm is not emitting
corresponding tone.

Ac
emi

An
aud
toz
7.3.
The)
the

Tab

the tone that signals the most urgent of the indicated conditions is active.

bits are set to zero or if the MUTED bit is set to one, the audible alarm is silent. If the REMIN

NFO (information condition tone urgency indicator) bit set to one indicate® that the aud
m is emitting a tone suitable to warn of an information condition unless”a more urgent tor

DN-CRIT (noncritical condition tone urgency indicator) bit set to'\one indicates that the aug
M is emitting a tone suitable to warn of a noncritical conditiofi-tnless a more urgent tone is

RIT (critical condition tone urgency indicator) bit setto one indicates that the audible alar

UNRECOV (unrecoverable condition tone urgency indicator) bit set to one indicates thaf]
ble alarm is emitting a tone suitable totwarn of an unrecoverable condition. An UNRECOV bi
bro indicates that the audible alarmis’not emitting the corresponding tone.

D Enclosure Services Controller Electronics element

Enclosure Services Controller Electronics element manages the processor circuitry use
enclosure services process.

e 87 defines the Enclosure Services Controller Electronics control element.

Table.87-— Enclosure Services Controller Electronics control element

ting a tone suitable to warn of a critical condition.uhless a more urgent tone is also indicated.
CRIT| bit set to zero indicates that the audible alarm-is not emitting the corresponding tone.

— - . bit3Tst it o tto

D bit

ible
eis
the

ible
Blso
the

the
set

i by

Byte 7 6 5 4 3 2 1 0
0 COMMON CONTROL
1 RS RQST FAIL Reserved
IDENT

2 Reserved SELECT
ELEMENT

3 Reserved

The coOMMON CONTROL field is defined in 7.2.2.

The

RQST IDENT bit and the RQST FAIL bit are defined in the Cooling element (see 7.3.5).

A SELECT ELEMENT bit set to one specifies that the enclosure services process represented by the
specified Enclosure Services Controller Electronics element be assigned to be the active enclosure
services process. The active enclosure services process prepares all the status-type diagnostic
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