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INFORMATION TECHNOLOGY -
SMALL COMPUTER SYSTEM INTERFACE (SCSI) -

Part 323: SCSI Block Commands — 3 (SBC-3)

FOREWORD

017

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical

Interna

committees established by the respective organization to deal with particular fields of,technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other internpational

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take pa

tin the

work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC JTC 1.
The formal decisions or agreements of IEC and ISO on technical matters (express, as nqg
possible, an international consensus of opinion on the relevant subjects since each te

arly as
chnical

committee has representation from all interested IEC National Committeesi:and ISO member bodies.

IEC, ISO and ISO/IEC publications have the form of recommendations for international use
accepted by IEC National Committees and ISO member bodies in’ that sense. While all reag
efforts are made to ensure that the technical content of IEC,\ISO and ISO/IEC publica
accurate, IEC or ISO cannot be held responsible for the way/in which they are used or
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees and ISO member
undertake to apply IEC, ISO and ISO/IEC publicationsdransparently to the maximum extent g
in their national and regional publications. Any divergence between any ISO, IEC or I3
publication and the corresponding national or regional publication should be clearly indicate
latter.

ISO and IEC do not provide any attestation’of conformity. Independent certification bodies
conformity assessment services and, in some areas, access to IEC marks of conformity. ISO
are not responsible for any services caftied out by independent certification bodies.

All users should ensure that they have'the latest edition of this publication.

No liability shall attach to IEC or ISO or its directors, employees, servants or agents in
individual experts and mempbers of their technical committees and IEC National Commi
ISO member bodies for.any personal injury, property damage or other damage of any
whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses
out of the publication of, use of, or reliance upon, this ISO/IEC publication or any oth
ISO or ISO/IEC publications.

Attention is drawn’ to the normative references cited in this publication. Use of the refe
publications is.indispensable for the correct application of this publication.

Attentionds_drawn to the possibility that some of the elements of this ISO/IEC publicati
be the Subject of patent rights. ISO and IEC shall not be held responsible for identifying
all such patent rights.

ional Standard ISO/IEC 14776-323 was prepared by subcommittee 25: Interconnection of info

technol

and are
onable
ions is
for any

bodies
ossible
5O/IEC
d in the

provide
or IEC

cluding
tees or
nature
arising
er |EC,

renced

bn may
any or

rmation

The list of all currently available parts of the ISO/IEC 14776 series, under the general title Information
technology — Small computer system interface (SCSI), can be found on the IEC web site.

This International Standard has been approved by vote of the member bodies and the voting results may be
obtained from the address given on the second title page.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2, except as described in
3.5 and 3.6.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates that
it contains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

General

The purpose of this standard is to define the model and command set extensions to be used in conjunction
with the SCSI Primary Command Set standard - 4 (SPC-4) to facilitate operation of SCSI direct-access block
devices (e.g., hard disk drives).

SCSI standards family

Figure 0 shows the relationship of this standard to the other standards and related projects in the SCSI family
of standlards as of the publication of this standard.

Primary command set
(shared for all device‘types)
(SPC44)

Device-type specific command sets
(e.g., MMC-6, this standard)

N

SCSI transport protocols <</C)
(e.g., SPL-2, FCP-4) O\\

r

Interconnects
(e.g., SAS-3, Fibre Channel)

SCSI Architecture Model
(SAM-5)

Figure 0 — SCSI document relationships

Figure P gives the general relationship of the documents to one another and is not intended to imply a
relationship such as a hierarchy, protocol stack,.or system architecture.

The sef of SCSI standards specifies the interfaces, functions, and operations necessary to ensure

interopgrability between conforming SCShimplementations. This standard is a functional description.
Conforming implementations may employ any design technique that does not violate interoperability. $ee
SAM-5for more information about.the' relationships between the SCSI standards.

This standard makes obsolete the“following concepts from SBC-2:

a) | linked commands;

b) [the partial medium-indicator (PMI) bit and the LOGICAL BLOCK ADDRESS field in the READ

CAPACITY (10) command and the READ CAPACITY (16) command;

c) |the READ/{6) command and the WRITE (6) command;

d) | the XDREAD (10) command, the XDREAD (32) command, the XDWRITE (10) command, and the

XDWRITE (32) command;

e) [the sYNC_Nv bit in the SYNCHRONIZE CACHE commands;

f) Lthe’FUA_ NV bit in read commands;

g) the FUA_Nv bit in write commands;

h) the LBDATA bit and the PBDATA bit in the WRITE SAME commands;

i) the initialization pattern modifier (IP MODIFIER) field in the initialization pattern descriptor in the
FORMAT UNIT command; and

j) the XOR Control mode page.
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INFORMATION TECHNOLOGY -
SMALL COMPUTER SYSTEM INTERFACE (SCSI) -

Part 323: SCSI Block Commands - 3 (SBC-3)

1 Scope

This part of ISO/IEC 14776 defines the command set extensions to facilitate operation of SCSI direct access
block devices. The clauses in this standard, implemented in conjunction with the applicable clauses of SPC-4,
specify the standard command set for SCSI direct access block devices.

The obj

a)

b)

2 Norr

The foll
requirer
latest e(

ISO/IEC
Protoco

ISO/IEQ
Comma|

INCITS
INCITS
INCITS
INCITS

pctives of this standard are to:

logical unit that declares itself to be a direct access block device in the PERIPHERAL DEVICE TYP
the standard INQUIRY data (see SPC-4); and
define commands and parameters unique to the direct access block device type.

hative references

ition of the referenced document (including any amendments) applies.

Layer - 2 (SPL-2)

hds - 2 (SCC-2)

513-2015, Information Technology - SCSI Primary Commands - 4 (SPC-4)
515-2016, Information Technology - SCSI Architecture Model - 5 (SAM-5)
517-2015, Information Technology - SCSI / ATA Translation - 3 (SAT-3)
448-2008, Information Technology -"SCSI Enclosure Services - 2 (SES-2)

14776-262, Information Technology - Small Computer SystemInterface (SCSI) - Part 262: SAS

permit an application client to communicate over a SCSI service delivery subsystem (see"SAM}5) with a

E field of

bwing documents are referred to in the text in such a way that some ot all of their content consfjtutes
nents of this document. For dated references, only the edition cited\applies. For undated referepces, the

14776-342, Information Technology - Small Computéer System Interface (SCSI) - Part 342: Cantroller
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3 Terms, definitions, symbols, abbreviations, keywords, and conventions

3.1 Terms and definitions

For the

purposes of this document the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

3.141

additignal sense code

combin
Note 1

3.1.2
AND
Boolea
both of

313
AND o
perforn
bits
Note 1
Data-Ou

314

anchoied

logical
referen

3.1.5

applicz:ion client

object
Note 1

IEC Electropedia: available at http://www.electropedia.org/
ISO Online browsing platform: available at http://www.iso.org/obp

ation of the ADDITIONAL SENSE CODE field and the ADDITIONAL SENSE CODE QUALIFIER field insen
o entry: See SPC-4.

n arithmetic function (see 3.1.10) on two binary input values that results in an output value of o
the input values are one or zero if either of the input values is zero

beration
ance of an AND (see 3.1.2) bitwise on two multiple-bit input valués both having the same num|

o entry: An example of multiple-bit inputs is the current contentof a logical block and the content containe
t Buffer having the same number of bytes.

block provisioning state of an LBA (see 4.7:4) in which physical capacity has been reserved for
Ced logical block (see 4.7.4.8)

at is the source of SCSI comimands
0 entry: See SAM-5.

tic read reassignment

5e data

he if

ber of

d in the

the

sequence after the device server detects a recovered error or an unrecovered error during which the device
server, without intervention from an application client, performs a reassign operation on the LBA for which the
error was detected

3.1.8

background function
either a background scan operation (see 4.24) or a device specific background function (see 3.1.23)

3.1.9
bitmap

buffer

temporary buffer within a device server (e.g., for one or more bytes of the result of an AND operation
(see 3.1.3) or an OR operation (see 3.1.51))
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3.1.10

Boolean arithmetic function

function that produces an output from one or more inputs according to the rules of AND (see 3.1.2), XOR
(see 3.1.27), and OR (see 3.1.50)

3.1.11
byte
sequence of eight contiguous bits considered as a unit

3.1.12
cache
temporgry data storage area that is capable of containing a subset of the logical block data stored by the
logical pnit and is either volatile or non-volatile

3.1.13
check gata
informdtion contained within a redundancy group (see 3.1.73) that may allow lost or destroyed XOR-protected
data (s¢e 3.1.105) to be recreated

3.1.14
command
requesy describing a unit of work to be performed by a device server

Note 1 o entry: See SAM-5.

3.1.15
command descriptor block
cbB
structuffe used to communicate commands from an application client to a device server

Note 1 o entry: See SPC-4.

3.1.16
compafe operation
process$ by which a device server compares two sets of data for equality

3.1.17
cyclic redundancy check
CRC
error chiecking mechanism-that checks data integrity by computing a polynomial algorithm based checksum
(see 4.22.4)

3.1.18
Data-In Buffer
buffer gpecified-by the application client to receive data from the device server during the processing df a
command

nios O SAME cnd CSDO A4
Note 1 to-entry-—See-SAM-5-ard-SRGH4-

3.1.19

Data-Out Buffer

buffer specified by the application client to supply data that is sent from the application client to the device
server during the processing of a command

Note 1 to entry: See SAM-5 and SPC-4.

3.1.20

deallocated

logical block provisioning state of an LBA (see 4.7.1) in which physical capacity has not been reserved for the
referenced logical block (see 4.7.4.7)


https://iecnorm.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

-22 - ISO/IEC 14776-323:2017 © ISO/IEC 2017

3.1.21
defect list
GLIST (see 4.13) or PLIST (see 4.13)

3.1.22

device server

object within a logical unit (see 3.1.43) that processes SCSI commands according to the rules of command
management

Note 1 to entry: See SAM-5.

3.1.23
device|specific background functions
SCSI target device specific functions that a SCSI target device may perform that have no specifi€ assqciation
with application client-initiated operations

Note 1 o entry: See SPC-4.

3.1.24
device|type

type of [peripheral device (i.e., device model) implemented by the device server and indicated to the
application client by the PERIPHERAL DEVICE TYPE field of the standard INQUIRY data (see SPC-4)

3.1.25
direct access block device
device fhat is capable of containing data stored in logical blocks that each have a unique LBA (see 4.3)

3.1.26
error cprrecting code
ECC
error chiecking mechanism that checks data integritycand enables some errors in the logical block datg to be
corrected

3.1.27
exclus|ve-or
XOR
Booleap arithmetic function on twa:binary input values that results in an output value of one if one and only
one of {he input values is one, orf zero if both of the input values are either zero or one

3.1.28
extent
set of lggical blocks oecupying contiguous LBAs on a logical unit

3.1.29
field

group gf one-ar more contiguous bits, a part of a larger structure (e.g., a CDB (see 3.1.15) or sense dafa (see
SPC-4))

3.1.30

format corrupt

vendor specific condition in which the device server may not be able to perform logical block access
commands (see 4.10)

3.1.31
format operation
process by which a device server initializes the medium in a logical unit

Note 1 to entry: See 4.10.
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3.1.32

fully provisioned logical unit
logical unit that stores logical block data for every LBA and has assigned physical capacity for every LBA

Note 1

3.1.33
grown
GLIST

to entry: See 4.7.2.

defect list

list of physical blocks that the device server has detected as containing medium defects or that the application

client h
Note 1

3.1.34

as specified as containing medium defects

o entry: See 4.13.

hard rgset
conditign resulting from the events defined by SAM-5 during which the SCSI device perfosms the hard

operati

3.1.35

bns described in SAM-5, this standard, and other applicable command standards {see table 31

I_T nexus
relationship between a SCSI initiator port and a SCSI target port

Note 1

3.1.36

o entry: See SAM-5.

I_T nexus loss

conditig

loss op

3.1.37

LBA m

brations described in SAM-5, this standard, and other applicable command standards (see tab

apping resource

resourde used by a logical unit that supports logical block provisioning management

Note 1

o entry: An example of a mapping resourcesis a physical block or a data structure associated with trackin

resourceg usage.

3.1.38
logical

block

set of data bytes accessed and referenced as a unit (see 4.5)

3.1.39
logical

block access command

commagnd that requests access to one or more logical blocks that may require access to the medium

Note 1

3.1.40
logical
LBA

value u

314
logical

o entry: See'4.2.2.

block address

reset

n resulting from the events defined by SAM-5 during which the SCSI device performs the |_T nexus

e 31)

sed to reference a logical block (see 4.5)

block data

user data and protection information, if any

3.1.42
logical

block length

number of bytes of user data in a logical block (see 4.5)
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3.1.43
logical unit
externally addressable entity within a SCSI target device (see 3.1.76) that implements a SCSI device model

Note 1 to entry: See SAM-5.

3.1.44

logical unit reset

condition resulting from the events defined by SAM-5 in which the logical unit performs the logical unit reset
operations described in SAM-5, this standard, and other applicable command standards (see table 31)

3.1.45

mappeld
logical block provisioning state of an LBA (see 4.7.1) in which physical capacity has been assignéed tothe
referenped logical block (see 4.7.4.6)

3.1.46
medium
materidl that is not cache on which data is stored

Note 1 o entry: The plural of medium is media.

Note 2 fo entry: An example of a medium in which data is stored is a magnetic disk«

3.1.47
medium defect
area of|the medium that results in a recovered error or an unrecovered error when a read medium opgration
or a write medium operation is performed

Note 1 fo entry: See 4.13.

3.1.48
non-vTﬁatile cache
cache that retains logical block data through any\power cycle

3.1.49
non-vq‘latile medium
mediunm that retains logical block data'through any power cycle

3.1.50
OR

Boolea arithmetic function(see 3.1.10) on two binary input values that results in an output value of ope if
either df the input values.are one or zero if both of the input values are zero

3.1.51
OR op¢ration
performance of an OR (see 3.1.50) bitwise on two multiple-bit input values both having the same numper of
bits
Note 1 to entry: An example of multiple-bit inputs is the current content of a logical block and the content contained in the
Data-Out Buffer having the same number of bytes.

3.1.52
point in time ROD token
ROD token with a ROD type that is a point in time copy ROD

Note 1 to entry: See SPC-4.

3.1.53
physical block
set of data bytes accessed as a unit by the device server (see 4.6)
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physical block length
number of bytes of logical block data in a physical block (see 4.6)

3.1.55

physical element
component that provides non-volatile storage for an associated group of logical blocks (see 4.20)

3.1.56
power
seque

cycle
ce of power being removed followed by power being applied to a SCSI device

3.1.57

power
conditig
operati

3.1.58
primarj
PLIST
list of p

Note 1

3.1.59
protec
group @
logical

Note 1

3.1.60
protec
length

3.1.61

on
n resulting from the events defined by SAM-5 during which a SCSI device performs.the'power
bns described in SAM-5, this standard, and other applicable command standards (se€ table 31

y defect list

hysical blocks containing medium defects that are considered permanent
o entry: See 4.13.

ion information
f fields at the end of each logical block or at specified(intervals within each logical block that co
block guard, an application tag, and a reference tag

o entry: See 4.22.

ion information interval
bf user data that occurs within a logical-block before each protection information

pseud¢ read data

indeter

3.1.62

minate logical block data

pseudd® unrecovered error

simulat]
reports

ed error (e.g., ‘ereéated by a WRITE LONG command (see 5.41 and 5.42)) for which a device s¢
that it is upable to read or write a logical block, regardless of whether the data on the medium i

recoverable, or Gnrecoverable

3.1.63

on

htain a

rver
5 valid,

pseud¢ untrecovered error with correction enabled

pseudo unrecovered error (see 3.1.62) for which a device server performs the maximum error recovery as
specified in the Read-Write Error Recovery mode page (see 6.5.8)

Note 1 to entry: See 4.18.2.

3.1.64

pseudo unrecovered error with correction disabled

pseudo

unrecovered error (see 3.1.62) for which a device server performs no error recovery

Note 1 to entry: See 4.18.2.
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3.1.65
read cache operation
process by which a device server reads logical blocks for one or more LBAs from cache as described in 4.15

3.1.66
read command
command that requests read operations

Note 1 to entry: See 4.2.2.

3.1.67

read medium-operation
process$ by which a device server reads logical blocks for one or more LBAs from the medium using the
paramgters specified in the Read-Write Error Recovery mode page (see 6.5.8)

3.1.68
read operation
proces$ by which a device server performs operations as described in this standard

Note 1 o entry: Examples of read operations are read cache operations and read medium|eperations.
Note 2 o entry: See 4.2.3.

3.1.69
reassign
perform a reassign operation

3.1.70
reassign operation
operatipn during which the device server changes the assignment of an LBA from a specified physical block
to another physical block and adds the specified physi¢al block to the GLIST

3.1.7
recovered error
error fof which a device server is able to read‘or write a logical block within the recovery limits specified in the
Read-Write Error Recovery mode page.(see 6.5.8) or the Verify Error Recovery mode page (see 6.5.9)

3.1.72
recove’r‘ed read error
recoveted error that occurs_during a read medium operation

3.1.73
redundancy group
groupirlg of XOR-protected data (see 3.1.105) and associated check data (see 3.1.13) into a single type of
data regundancy._(see SCC-2)

3.1.74
resouree-previsionedegical-unit
logical unit that may or may not store logical block data for every LBA and that provides enough LBA mapping
resources (see 3.1.37) to map every LBA

Note 1 to entry: See 4.7.3.2.

3.1.75

sanitize operation

process by which a device server alters information on a logical unit such that recovery of previous logical
block data from the cache and the medium is not possible

Note 1 to entry: See 4.11.
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3.1.76

SCSil target device
SCSI device containing logical units and SCSI target ports that receives device service requests and task

management requests for processing and sends device service responses and task management responses
to SCSl initiator devices

Note 1 to entry: See SAM-5.

3.1.77

sense data
data describing command completed information that a device server delivers to an application client in the

T 1 REOLIECT CEN

SE

same |

comma
Note 1

3.1.78
sense
content

Note 1

3.1.79
status

one byte of response information that contains a coded value defineddin SAM-5, transferred from a de

server
Note 1

3.1.80

stopped power condition

power
comma

Note 1

3.1.81

synchrionize cache operation

proces
cache (

3.1.82
thin pr
logical
enough

Note 1

3.1.83

O oniit o o . ot = Botaraatardaota o B 4
I_I__\\( TTUOAUO LTdATTOdULIVIT do U1V olWdiUuo Ul do PGIGIIIULUI udaia It IUOP\JIIOU W AN ULUVUT VL1
nd
o entry: See SPC-4.

Key
s of the SENSE KEY field in the sense data

o entry: See SAM-5.

0 an application client upon completion of each command
o entry: See SAM-5.

ondition in which a device server terminates TEST UNIT READY commands and logical block
nds

o entry: See 4.21.4.

5 by which a device server synchronizes logical blocks within the volatile cache with the non-vg
r the medium
bvisioned logical unit

LBA mapping resources (see 3.1.37) to map every LBA
o entry:«See 4.7.3.3.

thresheld-set

init that may or nmay not store logical block data for every LBA and that may or may not providg

vice

HCCEeSS

atile

set of two or more logical blocks used for tracking logical block provisioning thresholds
Note 1 to entry: See 4.7.3.7.

3.1.84

threshold set size
number of LBAs in a threshold set

Note 1 to entry: See 4.7.3.7.
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representation of a collection of data
Note 1 to entry: See SPC-4.

3.1.86

unit attention condition
state that a logical unit (see 3.1.43) maintains while the logical unit has asynchronous status information to
report to the SCSI initiator ports associated with one or more |_T nexuses (see 3.1.35)

Note 1 to entry: See SAM-5.

017

3.1.87
unmap
comma

Note 1

3.1.88
unmap
proces

Note 1

3.1.89

unmapped

logical

3.1.90
unrecg
error fo
limits s
mode g

3.1.91
unreca
unreco

3.1.92
unreco
unreco

command
nd that requests an unmap operation

0 entry: See 4.2.2.

operation
5 by which a device server either deallocates or anchors a single LBA

o entry: See 4.2.3 and 4.7.3.4.

plock provisioning state of an LBA (see 4.7.1) in which the EBA is either anchored or deallocatg

vered error
I which a device server is unable to read a logical block or write a logical block within the recoy
pecified in the Read-Write Error Recovery mode page (see 6.5.8) and/or the Verify Error Recoy
age (see 6.5.9)

vered read error
ered error that occurs during-aread medium operation

vered write error
ered error that occurs during a write medium operation

3.1.93
user d
datac

nor other information that may not be accessible to the application client

ta
tainediin-ogical blocks that is accessible by an application client and is neither protection infon

ery
ery

mation

3.1.94

user data segment
contiguous sequence of logical blocks

Note 1 to entry: See 4.28.

3.1.95

verify command

comma

nd that requests verify operations

Note 1 to entry: See 4.2.2.
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3.1.96

verify medium operation

process by which a device server reads logical blocks for one or more LBAs from the medium using the
parameters specified in the Verify Error Recovery mode page (see 6.5.9)

3.1.97
verify operation
process by which the device server performs operations as described in this standard

Note 1 to entry: An example of a verify operation is a verify medium operation.
Note 2 to entry: See 4.2.3.

3.1.98
volatillcache
cache that does not retain logical block data between power cycles

3.1.99
volatilg¢ medium
mediunp that does not retain logical block data between power cycles

Note 1 fo entry: An example of volatile medium is a silicon memory device that loses data written to it if device pqwer is
lost.

3.1.10
write cache operation
process$ by which a device server writes logical blocks for one or more LBAs to the cache (see 4.7.1)

3.1.101
write command
command that requests write operations

Note 1 fo entry: See 4.2.2.

3.1.10

write medium operation

process$ by which a device server writes\logical blocks for one or more LBAs to the medium using the
paramgqters specified in the Read-Write-Error Recovery mode page (see 6.5.8)

3.1.103
write operation
process$ by which a device server performs operations as described in this standard

Note 1 fo entry: Examples of write operations are write cache operations and write medium operations.

Note 2 o entry: See4:2.3.

Note 1 to entry: An example of multiple-bit inputs is the current content of a logical block and the content contained in the
Data-Out Buffer having the same number of bytes.

3.1.105
XOR-protected data
logical blocks (i.e., including logical block data) that are part of a redundancy group
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3.2 Symbols
Symbols used in this standard include:
Symbol Meaning
+ plus
- minus
x multiplied by
+ divided by
= equals
# not equal to
< less than
> greater than

3.3 Abbreviations

Abbrev|ations used in this standard include:

breviation = Meaning

CS Capability based Command Security
B command descriptor block (see 3.1.15)
C cyclic redundancy check (see 3.1.17)
C error correcting code (see 3.1.26)
P-4 Fibre Channel Protocol for SCSI, fourth/version (see Bibliography)
LIST grown defect list (see 3.1.33)
LBA logical block address (see 3.1.40)
LBP logical block provisioning (se€'4.7.4)
LEB least significant bit
LUN logical unit number
implementation is\mandatory
MC-6 SCSI Multimedia Commands - 6 (see Bibliography)
SB most significant bit
implementation is optional
PLIST primary defect list (see 3.1.58)
not applicable
D representation of data (see SPC-4)
SAM-5 SCSI Architecture Model - 5 (see clause 2)
SAS-3 Serial Attached SCSI-3 (see Bibliography)
SLCSI Small Computer System Interface family of standards
SCC-2 SCSI-3 Controller Commands - 2 (see clause 2)
SES-2 SCSI Enclosure Services - 2 (see clause 2)
SPC-4 SCSI Primary Commands - 4 (see clause 2)
SPL-2 SAS Protocol Layer-2 (see clause 2)
VPD Vital product data (see 6.6)

XOR exclusive-or (see 3.1.27)


https://iecnorm.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017 -31-

3.4 Keywords

3.41

ignored
keyword used to describe an unused bit, byte, word, field or code value

Note 1 to entry: The contents or value of an ignored bit, byte, word, field or code value shall not be examined by the
receiving SCSI device and may be set to any value by the transmitting SCSI device.

3.4.2
invalid

keywor
Note 1

3.4.3

! 4 ! ) T 1 BN I R R TS (R~ DX ! !
L USTU LU UTSUNUT diT icydal U UTToUppPuUTrtcUu Uit Dy LC, WUIU, TITIU Ul COUT VAdlutT

o entry: Receipt of an invalid bit, byte, word, field or code value shall be reported as an error.

mandatory
keyworf indicating an item that is required to be implemented as defined in this standard

344
may

keyworf that indicates flexibility of choice with no implied preference

Note 1

3.4.5

may not

o entry: “May” is equivalent to “may or may not”.

keyworfs that indicate flexibility of choice with no implied preference

Note 1

3.4.6

o entry: “May not” is equivalent to “may or may not”.

obsolete
keyworf indicating that an item was defined in ptior SCSI standards but has been removed from this s

3.4.7

optional

keyworf that describes features that-are not required to be implemented by this standard; however, if

optiond feature defined in this standard is implemented, then it shall be implemented as defined in thig
standard

3.4.8
prohib

ted

keyworf used to deScribe a feature, function, or coded value that is defined in a non-SCSI standard (i
standaild that is meta member of the SCSI family of standards) to which this standard makes a normafive

referen
standa

3.4.9

Ce wherethe use of said feature, function, or coded value is not allowed for implementations of
d

andard

Bny

]

e., a

this

reserved
keyword referring to bits, bytes, words, fields and code values that are set aside for future standardization

Note 1 to entry: A reserved bit, byte, word or field shall be set to zero, or in accordance with a future extension to this
standard.

Note 2 to entry: Recipients are not required to check reserved bits, bytes, words or fields for zero values. Receipt of
reserved code values in defined fields shall be reported as an error.
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3.4.10

restricted

keyword referring to bits, bytes, words, and fields that are set aside for other identified standardization
purposes

Note 1 to entry: A restricted bit, byte, word, or field shall be treated as a reserved bit, byte, word or field in the context
where the restricted designation appears.

3.4.1
shall
keyword indicating a mandatory requirement

Note 1 fo eniry: Designers are required to implement all such mandafory requirements 1o ensure interoperability ith
other prpducts that conform to this standard.

3.412
should
keyworf indicating flexibility of choice with a strongly preferred alternative

Note 1 o entry: “Should” is equivalent to the phrase “it is strongly recommended”.

3.413
vendol specific
something (e.g., a bit, field, code value) that is not defined by this standard

Note 1 {o entry: Specification of the referenced item is determined by the SCSkdevice vendor and may be used differently
in varioys implementations.

3.5 Editorial conventions

Certain|words and terms used in this standard have a specific meaning beyond the normal English mganing.
These yords and terms are defined either in this clause.or in the text where they first appear.

Normallcase is used for words having the normal English meaning.

Upper ¢ase is used when referring to names of’‘commands, status codes, sense keys, and additional $ense
codes (e.g., REQUEST SENSE command).

If therelis more than one CDB length fora’particular command (e.g., ORWRITE (16) and ORWRITE ($2)),
and thg name of the command is used:in a sentence without any CDB length descriptor (e.g., ORWRITE),
then thé condition described in the'sentence applies to all CDB lengths for that command.

Names|of fields and state variables are in small uppercase (e.g. NAME). When a field or state variable hame
containg acronyms, upperease letters may also be used for readability (e.g., the LOGERR bit). Normal ¢ase is
used when the contentsof-a field or state variable are being discussed. Fields or state variables contajining
only ong bit are usually referred to as the NAME bit instead of the NAME field.

Lists sgquenced-by. lowercase or uppercase letters show no ordering relationship between the listed it

®
3
»

EXAMPLE 1 ~.The following list shows no relationship between the listed items:

a) | red'(i-e., one of the following colors):

A)Y__crimson-—or
+ -

B) amber;
b) blue; or
c) green.

Lists sequenced by numbers show an ordering relationship between the listed items.
EXAMPLE 2 -The following list shows an ordered relationship between the named items:

1) top;
2) middle; and
3) bottom.

Lists are associated with an introductory paragraph or phrase, and are numbered relative to that paragraph or
phrase (i.e., all lists begin with an a) or 1) entry).
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In the event of conflicting information the precedence for requirements defined in this standard is:

1) text;
2) tables; then
3) figures.

Tables show data format and values. Not all tables or figures are fully described in the text.
Notes and examples do not constitute any requirements for implementers, and notes are numbered
consecutively throughout this standard.

3.6 Numeric and character conventions

3.6.1 NLmeric conventions

A binary number is represented in this standard by any sequence of digits comprised of only the
Westerp-Arabic numerals 0 and 1 immediately followed by a lower-case b (e.g., 0101b). Underscores jare
included between characters in binary number representations to increase readability or delineate field
boundgries (e.g., 0_0101_1010b).

A hexaflecimal number is represented in this standard by any sequence of digits Gemprised of only the
Westerp-Arabic numerals 0 to 9 and/or the upper-case English letters A to F immediately followed by &
lower-case h (e.g., FA23h). Underscores are included in hexadecimal numbperrepresentations to increase
readabllity or delineate field boundaries (e.g., B_FD8C_FA23h).

A decimal number is represented in this standard by any sequence of-digits comprised of only the
Westerp-Arabic numerals 0 to 9 not immediately followed by a lowér-case b or lower-case h (e.g., 25)

A rangé of numeric values is represented in this standard in the/form “a to z”, where a is the first value
includef in the range, all values between a and z are included.ih the range, and z is the last value inclfided in
the range (e.g., the representation “Oh to 3h” includes the.values Oh, 1h, 2h, and 3h).

This stgndard uses the following conventions for representing decimal numbers:

a) | the decimal separator (i.e., separating thé&.integer and fractional portions of the number) is a pgriod;

b) [the thousands separator (i.e., separating*groups of three digits in a portion of the number) is a[space;
and
c) | the thousands separator is used in both the integer portion and the fraction portion of a numbgr.

Table 1[shows some examples of decCimal numbers represented using various conventions.

Table 1 — Numbering convention examples

ISO/IEC United States This standard
0,6 0.6 0.6
3,141 592 65 3.14159265 3.141 592 65
1 000 1,000 1000
1323 462,95 1,323,462.95 1323 462.95

A decimal number represented in this standard with an overline over one or more digits following the decimal
point is a number where the overlined digits are infinitely repeating (e.g., 666.6 means 666.666 666... or
666 2/3, and 12.142 857 means 12.142 857 142 857... or 12 1/7).

3.6.2 Units of measure

This standard represents values using both decimal units of measure and binary units of measure. Values are
represented by the following formats:

a) for values based on decimal units of measure:
1) numerical value (e.g., 100);
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2) space;

3) prefix symbol and unit:
1) decimal prefix symbol (e.g., M) (see table 2); and
2) unit abbreviation;

and

b) for values based on binary units of measure:

1) numerical value (e.g., 1 024);

2) space;

3) prefix symbol and unit:
1) binary prefix symbol (e.q.. Gi) (see table 2): and
2) unit abbreviation.

Table 2[compares the prefix, symbols, and power of the binary and decimal units.

Table 2 — Comparison of decimal prefixes and binary prefixes

Decimal Binary
Pref{x name | Prefix symbol Power Prefix name | Prefix symbol Powe"
(base-10) (base-2)
kilo k 103 kibi Ki 210
nhega M 108 mebi Mi 220
jiga G 10° gibi Gi 530
era T 1012 tebi Ti 240
heta P 101° pebi Pi 250
exa E 108 exbi Ei 260
Zetta z 1021 zebi Zi 270
yotta Y 1024 yobi Yi 280
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3.7 State machine conventions

Figure 1 shows how state machines are described in this standard.

S0: State 0 S1: State 1

— State1 .

State 0 —
State0—>< ate

Transition destination labels

Figure 1 — Example state machine figure

The stdte machine figure is followed by subclauses describing the states and state transitions.

Each sfate and state transition is described in the list with particular attention to the conditions that cayse the
transition to occur and special conditions related to the transition.

A system specified in this manner has the following properiies:

a) | time elapses only within discrete states; and
b) | state transitions are logically instantaneous.
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4 Direct access block device type model

4.1 Direct access block device type model introduction

Table 3 shows the topics in clause 4 and a reference to the subclause where each topic is described.

Table 3 — Direct access block device type model topics

Topic Reference
Direct access block device type model overview 4.2
Media examples 4.3
Removable media 44
Logical blocks 4.5
Physical blocks 4.6
Logical block provisioning 4.7
Data de-duplication 4.8
Ready state 4.9
Initialization

Sanitize operations 4.11
Write protection 412
Medium defects 413
Write and unmap failures 414
Caches 4.15
Implicit HEAD OF QUEUE command processing 4.16
Reservations 417
Error reporting 4.18
Model for XOR commands 4.19
Rebuild assist mode 4.20
START STOP UNIT and power conditions 4.21
Protection information model 4.22
Grouping function 4.23
Background scan operations 4.24
Association between commands and CbCS permission bits 4.25
Deferred microcode activation 4.26
Model for uninterrupted sequences on LBA ranges 4.27
Referrals 4.28
ORWRITE commands 4.29
Block device ROD token operations 4.30
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4.2 Direct access block device type model

4.2.1 Direct access block device type model overview

SCSI devices that conform to this standard are referred to as direct access block devices (e.g., hard disk
drives, removable rigid disks, and solid state drives).

This standard is to be used in conjunction with SAM-5, SPC-4, SCC-2, and SES-2.

Direct a

ccess block devices store data in logical blocks for later retrieval.

Logical blocks are stored by a process that causes localized changes or transitions within a medium. The

changegs made to the medium to store the logical blocks may be volatile (i.e., not retained through pow
or non-volatile (i.e., retained through power cycles).

cycles)

4.2.2 Lpgical block access command types

The following are logical block access command types:

a)
b)
c)
d)
e)
See tal

comma
COMP/

423L

Eachn
a)
b)
c)
d)
A devig
require
specifig

In a de

a)
b)
c)

The req
operati

read commands;

unmap commands;

verify commands;

write commands; and

other commands (e.g., a FORMAT UNIT command or a SANITIZE command).

le 31 for a list of commands for direct access block devices, including the logical block access

nd type. Some commands may be more than one type of logical block access command (e.g.,
ARE AND WRITE command is both a read command and a write command).

pgical block access operation types

bmed command type (see 4.2.2) is processed’by performing one or more of the following:

read operations;
unmap operations;
verify operations; and
write operations.

e server that supports optiohalfeatures (e.g., caches (see 4.15)) may be required to support ad
ments (e.g., cache coherency, LBA mapping resource allocations) that are related to those featy

operations (e.g., read. operations, write operations).
ice server that does/not support any optional features:

any read opetation causes only read medium operations to be performed;
any verify{operation causes only verify medium operations to be performed; and
any write operation causes only write medium operations to be performed.

uiretments for any optional feature (e.g., caches) may include additional requirements for the
bnsidescribed in this subclause.

er

ditional
res for

If an optional feature (e.g., caches) defines requirements for read operations, then the device server shall
support those requirements for both verify operations and read operations.

4.3 Media examples

4.3.1 Media examples overview

Examples of types of media used by the direct access block device are:

a)
b)

a rotating medium (see 4.3.2); and
a memory medium (see 4.3.3).
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Other types of media are possible.

4.3.2 Rotating media

017

A rotating medium is one or more spinning disks, each coated with a magnetic material that allows flux

changes to be induced and recorded. An actuator positions a read-write head radially across the spinning
disk, allowing the device to randomly read or write the information at any radial position. Data is stored by
using the write portion of the head to record flux changes and the recorded data is read by using the read

portion

of the head.

The circular path followed by the read-write head at a particular radius is called a track. A track is divided into

sector
actuat
radius |

A logic
may als

A rotati

a)
b)

A STAHR
The rot

4.3.3 Memory media

A mem
(DRAM

A mem
STOP

These
regard|
than dig

A mem
backup

4.4 Removable media

r has a read-write head to access each of the disk surfaces, then the collection of tracks at a pa
called a cylinder.

I block is stored in one or more sectors, or a sector may store more than one logical block. Se
o contain information for accessing, synchronizing, and protecting the integrity oftthe’logical bl

hg medium direct access block device is ready if:

the disks are rotating at the correct speed; and
the read-write circuitry is powered and ready to access the data.

hting medium in a direct access block device is non-volatile.

bry medium is solid state, random access memory {(RAM) (e.g., static RAM (SRAM), dynamic R
), magnetoresistive RAM (MRAM), ferroelectric RAM (FeERAM), or flash memory).

bry medium direct access block device may be ready after power on and may not require a ST.
UNIT command (see 5.25) to bring the logical unit to a ready state.

pss of their location on the medium..Memory medium direct access block devices may store le
bks or tapes and may be volatile,

bry medium may be volatile (€.9., SRAM or DRAM) or non-volatile (e.g., SRAM or DRAM with
MRAM, FeRAM, or flasi miemory).

The me
or jack

A remojable-medium has an attribute of being mounted or demounted on a suitable transport mechani

direct

dium may.-keremovable or non-removable. A removable medium may be contained within a c3
t to prevent damage to the recording surfaces.

cess block device. A removable medium is mounted when the direct access block device is ¢

T STOP UNIT command (see 5.25) may be required to bring the logical unit to the ready state]

\ind the
rticular

Ctors
Dcks.

RAM

ART

ogical units may be nonmechanical, andlogical blocks may be accessed with similar access tines

bs data

hattery

rtridge

M in a

hpable

of acce

ssing its medium (e.g., performing read medium operations and write medium operations). A

removable medium is demounted at any other time (e.g., during loading, unloading, or storage).

An application client may check whether a removable medium is mounted by sending a TEST UNIT READY
command (see SPC-4). A direct access block device containing a removable medium may not be accessible
for read operations, unmap operations, and write operations until it receives a START STOP UNIT command
with the START bit set to one (see 5.25).

If a direct access block device implements cache, either volatile or non-volatile, then the device server
ensures that all logical blocks on the medium contain the most recent logical block data prior to permitting
demounting of the removable medium.


https://iecnorm.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017 -39-

If the medium in a direct access block device is removable, and the medium is removed, then the device
server shall establish a unit attention condition with the additional sense code set to the appropriate value
(e.g., MEDIUM NOT PRESENT). The PREVENT ALLOW MEDIUM REMOVAL command (see 5.10) allows

an appl

ication client to restrict the demounting of the removable medium.

If an application client sends a START STOP UNIT command to request that the removable medium to be

ejected

and the direct access block device is prevented from demounting the medium by a previous

PREVENT ALLOW MEDIUM REMOVAL command, then the START STOP UNIT command is terminated by
the device server.

4.5 Ld

Logical

a)

b)

The nu
length i
4096 b
any, an

same for all logical blocks in the logical unit. The LOGICAL BLGCK'LENGTH field in the READ CAPACITY

params
block le
are use
suppor

Each Ig
bytes in
the logi
client. 1
and thg
logical

Some ¢

If the capacity of the logicalunit exceeds that accessible with four-byte LBAs, then the device server r

the RET
indicati

a)

b)

gical Blocks

blocks are stored on the medium. Logical blocks:

contain logical block data that contains:
A) user data; and

B) protection information, if any;

and

may contain additional information (e.g., an ECC which may be used for medium defect manag
(see 4.13)), which may not be accessible to the application client.

mber of bytes of user data contained in each logical block is the fogical block length. The logicg
5 greater than or equal to one byte and should be an even numiber of bytes (e.g., 512 bytes, 520

ement

| block
bytes,

ytes, or 4 104 bytes). The logical block length does not include the length of protection informdtion, if

d additional information, if any, that are contained in thedogical block. The logical block length i

ter data (see 5.15.2) and the READ CAPACITY (16)/parameter data (see 5.16.2) indicates the
ngth. The FORMAT UNIT command (see 5.3) and.the mode parameter block descriptor (see 6
d together by an application client to change the\ogical block length in direct access block devid
changeable logical block lengths.

gical block is referenced by a unique LBA, which is represented as either four bytes in length @
length. The LBAs on a logical unit shall begin with zero and shall be contiguous up to the last |
cal unit. The last LBA is [n-1], where [n] is the number of logical blocks accessible by the applid
[he RETURNED LOGICAL BLOCK ADDRESS field in the READ CAPACITY (10) parameter data (see
READ CAPACITY (16) parafneter data (see 5.16.2) indicates the value of [n-1]. Each LBA hag
block provisioning state (see'4.7) of mapped, deallocated, or anchored.

ommands support only.four-byte LOGICAL BLOCK ADDRESS fields (e.g., READ (10), and WRITE

5 the
(10)
logical
5.2)
es that

r eight

| BA on
ation

b.15.2)
a

10)).

pturns

URNED LOGICAL.BLOCK ADDRESS field set to FFFF_FFFFh in the READ CAPACITY (10) parametgr data,

ng that an application client should:

enable descriptor format sense data (see SPC-4) in the Control mode page (see SPC-4) and
REQUEST SENSE commands (see SPC-4) it sends; and
uUs€.commands with eight-byte LOGICAL BLOCK ADDRESS fields (e.g., READ (16), and WRITE (1

n any

6)).

NOTE 1 - If a command requests access to an LBA greater than FFFF_FFFFh, fixed format sense data is
used, and an error occurs for that LBA, then there is no field in the sense data large enough to report that
LBA as having an error (see 4.18).

If a command is received that references or attempts to access a logical block that exceeds the capacity of the
medium, then the device server shall terminate the command (e.g., with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to LOGICAL BLOCK ADDRESS

OUT OF RANGE). The device server:

a)
b)

should terminate the command before processing; and

may terminate the command after the device server has transferred some, all, or none of the data.
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The location of a logical block on the medium is not required to have a relationship to the location of any other
logical block. However, in a direct access block device with rotating media (see 4.3.2), the time to access a
logical block at LBA [x+1] after accessing LBA [x] is often less than the time to access some other logical
block.

4.6 Physical blocks

A physical block is a set of data bytes on the medium accessed by the device server as a unit. A physical
block may contain:

a) | a portion of a logical block (i.e., there are multiple physical blocks in the logical block)(e.g., a\physical
block length of 512 bytes with a logical block length of 2 048 bytes);
b) | a single complete logical block; or

c) | more than one logical block (i.e., there are multiple logical blocks in the physical block)(e.g., a
physical block length of 4 096 bytes with a logical block length of 512 bytes).

Each physical block may include additional information (e.g., an ECC which may be used for medium defect
managgément (see 4.13)), which may not be accessible to the application client.

If the dg¢vice server supports the COR_DIS bit and/or the WR_UNCOR bit in a WRITE LONG command (s¢e 5.41
and 5.42), then the device server shall have the capability of marking individtal logical blocks as contgining
pseudqg unrecovered errors with correction enabled or with correction disabled.

Logicallblocks may or may not be aligned to physical block boundaries? A mechanism for establishing|the
alignment is not defined by this standard.



https://iecnorm.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017 -41-

Figure 2 shows examples of where there are one or more physical blocks per logical block, and LBA 0 is
aligned to a physical block boundary. The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field and the
LOWEST ALIGNED LOGICAL BLOCK ADDRESS field in the READ CAPACITY (16) parameter data (see 5.16.2)
indicate the alignment.

The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field is set to Oh (i.e., indicating one or more
physical blocks per logical block).

The LOWEST ALIGNED LOGICAL BLOCK ADDRESS field is set to 0000h (i.e., indicating that LBA 0 is
located at the beginning of a physical block).

4 physical blocks per logical block:

LBA 1
PB PB PB PB PB PB PB PB

3 physical blocks per logical block:

LBA 1 LBA 2 '\b‘
PB PB PB PB PB PB PB PB PB

P physical blocks per logical block:
LBA 1 LBA 2 LBA3~ LBA 4
PB PB PB PB PB PB PB PB PB PB

1 physical block per logical block:
LBA1|LBA2|LBA3|LBA4 LE?\\B‘ LBAG6 |LBA7|LBA S8 |LBA9 |LBA 10| .|.
PB PB PB PB PB PB PB PB PB PB

B

Key:
LBA n = logical block with LBA n
PB = physical block

Figure 2 — One or more physical blocks per logical block examples
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Figure 3 shows examples of where there are one or more logical blocks per physical block, and LBA 0 is
aligned to a physical block boundary. The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field and the
LOWEST ALIGNED LOGICAL BLOCK ADDRESS field in the READ CAPACITY (16) parameter data (see 5.16.2)

indicate the alignment.

The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field is set to a non-zero value (i.e., indicating more
than one logical block per physical block).
The LOWEST ALIGNED LOGICAL BLOCK ADDRESS field is set to 0000h (i.e., indicating that LBA 0 is located
at the beginning of a physical block).

LQGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field set to 1h (i.e., 2' logical blocks per physical’bl

bck):

LBA1|LBA2|LBA3

LBA4|LBA S

LBAG |LBA7

LBA8|LBA9

LBA 10

LBA 11

PB PB

PB

PB

PB

PB

Lg

GICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field set to 2h (i.e., 2° logical blocksper physical bl

LBA1|LBA2|LBA3

LBA 4 [ LBA 5

LBAG [LBA 7

LBA 8

LBA 9

LBA 10

LBA 11

PB

L

PB

PB

bCk):

Lg

GICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field set to 3h (i.e.

, 24logical blocks per physical bl

LBA1|(LBA2|LBA3|LBA4|LBA5|LBAG6 LBQS{
PB
Keyl:
LBA n = logical block with LBA n
PB F physical block
Figure 3 — One or more logical blocks per physical block examples
Figure

aligned
LOWEST

indicatg the alignment.

LOG

1 shows examples of where thereqare two logical blocks per physical block, and different LBAs
to physical block boundaries. . The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field and thd
ALIGNED LOGICAL BLOCK ADDRESS field in the READ CAPACITY (16) parameter data (see 5.16,

CAL BLOCKS PER(PHYSICAL BLOCK EXPONENT field set to 1h (i.e., 2" logical blocks per physical blog

bCk):

are

k):

LOWEST ALIGNED LOGICAL BLOCK ADDRESS field set to 0000h:

LBA 1

LBA2 | LBA 3

LBA4 | LBAS

LBAG6 [ LBA7

LBA 8 |LBA9

=

PB

PB

PB

PB

LOWEST ALIGNED LOGICAL BLOCK

ADDRESS field set to 0001h:

LBA O LBA 2

LBA3|LBA4

LBAS5|LBAG

LBA7|LBAS8

LBA 9

LBA 10| ...

PB PB

PB

PB

PB

PB

Key:
LBA n = logical block with LBA n
PB = physical block

Figure 4 — Two logical blocks per physical block alignment examples
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Figure 5 shows examples of where there are four logical blocks per physical block, and different LBAs are
aligned to physical block boundaries. The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field and the
LOWEST ALIGNED LOGICAL BLOCK ADDRESS field in the READ CAPACITY (16) parameter data (see 5.16.2)
indicate the alignment.

LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field set to 2h (i.e., 22 logical blocks per physical block):

LOWEST ALIGNED LOGICAL BLOCK ADDRESS field set to 0000h:

LBA1|LBA2|LBA3|LBA4|LBAS|LBAG|LBA7

PB PB

LOWEST ALIGNED LOGICAL BLOCK ADDRESS field set to 0001h:

LBA 0 LBA2|LBA3|LBA4|LBAS5|LBAG LW [ LBA 8

PB PB RB

1

LOWEST ALIGNED LOGICAL BLOCK ADDRESS field set to 0002h:

LBAO | LBA 1 LBA3|LBA4|LBAS LB@ ULBA 7 [LBA 8| LBA9

PB PB PB

B

LOWEST ALIGNED LOGICAL BLOCK ADDRESS field set to 0003h:

LBAO|LBA1|LBA2 LBA 4 LBA;:,(_B‘;O\ 6|LBA7|LBAS8|LBAY [LBA 1(

PB PB PB

L

Key:

LBA
PB

If there
physic3
should:

a)
b)

See an
optimal

[ h = logical block with LBA n
= physical block

Figure 5 — Four logical blocks per physical block alignment examples

is more than one logical block per physical block, then not all of the logical blocks are aligned {
| block boundaries. When using logical block access commands (see 4.2.2), application clients

specify an LBA\that is aligned to a physical block boundary; and
access an integral number of physical blocks, provided that the access does not go beyond th
LBA on the medium.

hex Eforan example method in which application clients may use alignment information to det
petformance for logical block access.

o the

e last

Ermine
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4.7 Logical block provisioning

4.7.1 Logical block provisioning overview

017

Each LBA in a logical unit is either mapped or unmapped. For LBAs that are mapped, there is a known
relationship between the LBA and one or more physical blocks that contain logical block data. For LBAs that
are unmapped, the relationship between the LBA and a physical block is not defined. Figure 6 shows two
examples of the relationship between mapped and unmapped LBAs and physical blocks in a logical unit. One
example shows one LBA per physical block and one example shows two LBAs per physical block. The
LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field is defined in the READ CAPACITY (16) parameter data

a2\

(see 5.

U )

LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field set to Oh (i.e., 2 logical blocks per physical bl

LBA O LBA 1 LBA 2 LBA 3 LBA 4 LBA S LBA 9 Q)VLBA 7

PB PB Unmapped PB Unmapped | Unmapped RB PB

LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field set to 1h (i.e., 2' logical blocks per physical bl

LBA O LBA 1 LBA 2 LBA 3 LBA 4 L%\K\(/ LBA 6 LBA 7

PB Unmapped PB Unmapped

Key:

LBA
PB
Unr

Figur
Eachu
machin

a)

b)

Depend
availab
data fo

Table 4

[ = logical block with LBA n
= physical block
happed = the relationship between the LBA(s) and a-physical block is not defined

b 6 — Examples of the relationship between'mapped and unmapped LBAs and physical G

nmapped LBA is either anchored or deallocated. Anchored and deallocated are states in the LB
e (see 4.7.4) that have the following-properties:

a write command that specifies an anchored LBA does not require allocation of additional LBA
mapping resources for that.LBA; and
a write command that specifies a deallocated LBA may require allocation of LBA mapping res

ing on the logical block provisioning types (see table 4), the quantity of LBA mapping resource
e to a logical unit may be greater than, equal to, or less than the quantity required to store logic4
every LBA.

list the logical block provisioning states supported by each type of logical block provisioning.

locks

P state

purces.

S
| block

[I'able 4 — Logical block provisioning states supported by logical block provisioning typﬁ

Logical block provisioning states
Type Unmapped Reference
Mapped
Anchored Deallocated
Fully provisioned Mandatory Prohibited Prohibited 4.7.2
Resource provisioned Mandatory Mandatory Prohibited 4.7.3.2
Thin provisioned Mandatory Optional Mandatory 4.7.3.3
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4.7.2 Fully provisioned logical unit

The device server shall map every LBA in a fully provisioned logical unit. A fully provisioned logical unit shall
provide enough LBA mapping resources to contain all logical blocks for the logical unit's capacity as reported
in the READ CAPACITY (10) parameter data (see 5.15.2) and the READ CAPACITY (16) parameter data
(see 5.16.2). The device server shall not cause any LBA on a fully provisioned logical unit to become
unmapped (i.e., anchored or deallocated).

A fully provisioned logical unit does not support logical block provisioning management (see 4.7.3). A fully
provisioned logical unit may support the GET LBA STATUS command (see 5.4).

The device server in a fully provisioned logical unit shall set the L BPME bit to zero in the READ CAPACITY (16)
paramgter data (see 5.16.2).

4.7.3 Lpgical block provisioning management
4.7.3.1|Logical block provisioning management overview

A logical unit that supports logical block provisioning management (i.e., implements'unmapped LBAs, unmap
operatipns, and related actions) shall be either:

a) | resource provisioned (see 4.7.3.2); or
b) [thin provisioned (see 4.7.3.3).

A logical unit that supports logical block provisioning management shallimplement the LBP state machine
(see 4.7.4) for each LBA.

The deyice server in a logical unit that supports logical block provisioning management:

a) | shall support the Logical Block Provisioning VPD page (see 6.6.4);
b) | may supply a provisioning group designation descriptor as defined in the Logical Block Provis|oning
VPD page;

c) | may support logical block provisioning thresholds (see 4.7.3.7.1);

d) | may support the GET LBA STATUS command (see 5.4);

e) | should support the Block Limits VPD page (see 6.6.3); and

f) |shall support at least one of the following unmap mechanisms:

A) the UNMAP command (see.5.28);

B) the UNMAP bit in the WRITE SAME (10) command (see 5.43);
C) the UNMAP bit in the WRITE SAME (16) command (see 5.44); or
D) the uNMAP bit in the WRITE SAME (32) command (see 5.45).

If the dgvice server supports:

a) | the UNMAP bit in the WRITE SAME (10) command or in the WRITE SAME (16) command; and
b) | the WRITE SAME (32) command (see 5.45),

then thé¢ device server shall support the UNMAP bit in the WRITE SAME (32) command.

If a deviice server supports the UNMAP command and the Block Limits VPD page, then the device serfver
shall:

a) setthe MAXIMUM UNMAP LBA COUNT field in the Block Limits VPD page to a value greater than or equal
to one; and

b) setthe MAXIMUM UNMAP DESCRIPTOR COUNT field in the Block Limits VPD page to a value greater than
or equal to one.

4.7.3.2 Resource provisioned logical unit

A resource provisioned logical unit shall support logical block provisioning management (see 4.7.3.1).

The device server in a resource provisioned logical unit assigns mapping resources to every LBA for the
capacity indicated by the RETURNED LOGICAL BLOCK ADDRESS field in the READ CAPACITY (10) parameter
data (see 5.15.2) and the READ CAPACITY (16) parameter data (see 5.16.2).
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The device server shall map or anchor (i.e., not deallocate) each LBA in a resource provisioned logical unit. A
resource provisioned logical unit shall provide LBA mapping resources sufficient to map all LBAs for the
logical unit’'s capacity as indicated in the RETURNED LOGICAL BLOCK ADDRESS field of the READ CAPACITY (10)
parameter data (see 5.15.2) and the READ CAPACITY (16) parameter data (see 5.16.2). A resource
provisioned logical unit may provide resources in excess of this requirement. The device server shall not
cause any LBA on a resource provisioned logical unit to become deallocated.

The device server in a resource provisioned logical unit shall set:

a) the LBPME bit to one in the READ CAPACITY (16) parameter data (see 5.16.2);

b) the PROVISIONING TYPE field to 001b (i.e., resource provisioned) in the Logical Block Provisioning VPD
page (see 6.6.4): and

c) | the ANC_suP bit to one in the Logical Block Provisioning VPD page.

The inifial condition of every LBA in a resource provisioned logical unit is anchored (see 4.7.4.1.).
4.7.3.3[Thin provisioned logical unit

A thin grovisioned logical unit shall support logical block provisioning management (see4.7.3.1).

The deyice server in a thin provisioned logical unit may indicate a larger capacity, in‘the RETURNED LOGICAL
BLOCK ADDRESS field in the READ CAPACITY (10) parameter data (see 5.15.2) and the READ
CAPAJITY (16) parameter data (see 5.16.2) than the number of LBA mapping resources available for
mapping LBAs in the logical unit.

The deyice server shall map, anchor, or deallocate each LBA in a thin provisioned logical unit (see table 4). A
thin prdvisioned logical unit is not required to provide LBA mapping.resources sufficient to map all LBAs for

the logical unit’'s capacity as indicated in the RETURNED LOGICAK BLOCK ADDRESS field of the READ
CAPAJITY (10) parameter data (see 5.15.2) and the READ-CAPACITY (16) parameter data (see 5.1¢.2).

If the lagical unit does not support anchored LBAs (i.e, the.ANC_SUP bit is set to zero in the Logical Blgck
Provisipning VPD page (see 6.6.4)), then:

a) | every unmapped LBA in the logical unit shall be deallocated; and
b) [the device server shall terminate everyscommand that specifies anchoring an LBA (e.g., a WRITE
SAME command with the ANCHOR bit'set to one (see 5.43)).

The deyice server in a thin provisioned lagical unit shall set:

a) |the LBPME bit to one in the READ CAPACITY (16) parameter data (see 5.16.2); and
b) [the PROVISIONING TYPE figld'to 010b (i.e., thin provisioned) in the Logical Block Provisioning VPP page
(see 6.6.4).

The inifial condition of every'LBA in a thin provisioned logical unit is deallocated (see 4.7.4.1).

4.7.3.4([Unmapping.LBAs

4.7.3.4{1 Processing unmap requests

ionr clients use unmap commands (see table 31

that is neguestedto-be-uynmapped—the-deviceserversh

to request that LBAs be unmapped. For each LBA

a) perform an unmap operation (see 4.7.3.4.2) on the LBA; or
b) make no change to the logical block provisioning state of the LBA.

The application client determines the logical block provisioning state of LBAs using the GET LBA STATUS
command (see 5.4).

4.7.3.4.2 Unmap operations

An unmap operation:

a) results in a single LBA becoming either deallocated or anchored;
b) may change the relationship between one LBA and one or more physical blocks; and
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c) may change the logical block data that is returned in response to a subsequent read command
specifying that LBA.

The data in all other mapped LBAs on the medium shall be preserved. Performing an unmap operation on an
unmapped LBA shall not be considered an error.

An unmap operation may or may not release LBA mapping resources.
An application client may use an unmap command (see 4.2.2) to request that the device server perform one
or more unmap operations. A single unmap command may result in zero or more unmap operations.

4.7.3.4.3 WRITE SAME command and unmap operations

A WRITE SAME command (see 5.43, 5.44, and 5.45) may be used to request unmap operations that
deallocpte or anchor the specified LBAs. If unmap operations are requested in a WRITE SAME.commiand,
then fof each specified LBA:

a) | if the Data-Out Buffer of the WRITE SAME command is the same as the logical block data retprned

by a read operation from that LBA while in the unmapped state (see 4.7.4.5),,then:

1) the device server performs the actions described in table 5; and

2) if an unmap operation is not performed in step 1), then the device servér shall perform the
specified write operation to that LBA;

or

b) |if the Data-Out Buffer of the WRITE SAME command is not thie;same as the logical block datg
returned by a read operation from that LBA while in the unmapped state (see 4.7.4.5), then the|device
server shall perform the specified write operation to that LBA.

Table 5 - WRITE SAME command and unmap operations

Logical block
provisioning
marjagement type

Unmap operations‘that request to Unmap operations that requgst to
deallocate the specified LBA anchor the specified LBA

a) should perform an unmap operation to

Thin provisioned deallocate the LBA (see 4.7.4.7.1); or | should perform an unmap opefation
ogical unit b) may.perform an unmap operation to to anchor the LBA
anchor the LBA (see 4.7.4.8.1)
Resolirce provisioned | _should perform an unmap operation to should perform an unmap opefation
ogical unit anchor the LBA to anchor the LBA

A WRITE SAME command shall not cause an LBA to become unmapped if unmapping that LBA creafes a
case in|which a Subsequent read of that unmapped LBA is able to return logical block data that differs fjom the
Data-Opt Bufferfor that WRITE SAME command (see 4.7.4.5).

If the déviee server does not support allowing a WRITE SAME command to request unmap operations, then
the deviceservershatt:

a) perform the write operations specified by the WRITE SAME command; and
b) not perform any unmap operations.

The device server shall perform the write operations specified by a WRITE SAME command and shall not
perform any unmap operations if the device server sets the LBPRZ bit to one in the READ CAPACITY (16)
parameter data (see 5.16.2), and:

a) any bit in the user data transferred from the Data-Out Buffer is not zero; or
b) the protection information, if any, transferred from the Data-Out Buffer is not set to
FFFF_FFFF_FFFF_FFFFh.
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4.7.3.5 Autonomous LBA transitions

A device server may perform the following actions at any time:

a) transition any deallocated LBA to mapped;
b) transition any anchored LBA to mapped; or
c) transition any deallocated LBA to anchored.

If the LBPRz bit in the READ CAPACITY (16) parameter data (see 5.16.2) is set to one, and a mapped LBA
references a logical block that contains:

a) user data with all bits set to zero; and

b) protectiommformation, ifany, setto Frrr_rrrt_frrr _Frrem,

then the¢ device server may transition that mapped LBA to anchored or deallocated at any time.

The lodical block provisioning state machine (see 4.7.4) specifies additional requirements forthe trangitions
specifigd in this subclause.

4.7.3.6|Thin provisioned logical unit resource exhaustion considerations

a) | a write operation is requested by an application client, and a tempgrary lack of LBA mapping
resources prevents the logical unit from performing the write operation; or

b) | an unmap operation that transitions an LBA to the anchored state“is requested by an applicatiop client
and a temporary lack of LBA mapping resources prevents the logical unit from anchoring the LBA,

then theé device server shall terminate the command requesting.the operation with CHECK CONDITIQN
status with the sense key set to NOT READY and the additional sense code set to LOGICAL UNIT NQT
READY, SPACE ALLOCATION IN PROGRESS. In this casg, the application client should resend the
command.

If:

a) | a write operation is requested by an application client, and a persistent lack of LBA mapping
resources prevents the logical unit from performing the write operation; or

b) | an unmap operation that transitions an LBA to the anchored state is requested by an applicatiop client
and a persistent lack of LBA mapping resources prevents the logical unit from anchoring the LiBA,

then the device server shall terminate’the command requesting the unmap operation with CHECK
CONDITION status with the sense’key set to DATA PROTECT and the additional sense code set to SPACE

ALLOGATION FAILED WRITE PROTECT. This condition shall not cause the device server to set the WP bit in
the DEVICE-SPECIFIC PARAMETER field of the mode page header to one (see 6.5.1). In this case, recovery
actions|by the application)client are outside the scope of this standard.

A logical block provisioning threshold may be available to monitor the availability of LBA mapping resqurces
(see 4.Y.3.7). Adogical block provisioning log parameter that reports available LBA mapping resourceg may
be available in-the Logical Block Provisioning log page (see 6.4.4).

4.7.3.7|Logical block provisioning thresholds

4.7.3.7.1 Logical block provisioning thresholds overview

Logical block provisioning thresholds provide a mechanism for the device server to establish a unit attention
condition to notify application clients when thresholds related to logical block provisioning are crossed. Logical
block provisioning thresholds may operate on an armed increasing basis or an armed decreasing basis.

If a device server supports logical block provisioning thresholds, then the device server:

a) shall support the Logical Block Provisioning mode page (see 6.5.7); and
b) may support the Logical Block Provisioning log page (see 6.4.4).

The end points of the range over which a logical block provisioning threshold operates are defined as follows:
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threshold minimum = ((threshold count x threshold set size) — (threshold set size x 0.5))

threshold maximum = ((threshold count x threshold set size) + (threshold set size x 0.5))

threshold minimum is the lowest number of LBAs in the range for this threshold;

threshold maximum is the highest number of LBAs in the range for this threshold;

threshold count is the center of the threshold range for this threshold (i.e., the threshold count

value as specified in the threshold descriptor in the Logical Block
Provisioning mode page); and

threshold set size  is the number of LBAs in each threshold set (i.e., 2(threshold exponent) | [BAg
where the threshold exponent is indicated in the Logical Block Provis|oning
VPD page (see 6.6.4)).
Table 6|defines the meaning of the combinations of values for the THRESHOLD RESOURCE fiéld,the THRESHOLD
TYPE figld, and the THRESHOLD ARMING field that are used for logical block provisioning thresholds. Seq the
Logical|Block Provisioning mode page (see 6.5.7) for the definition of these fields.
Table § — Threshold resource value, threshold type value, and threshold arming value for logica| block
provisioning thresholds
Threshold Threshold Thres.hold o
resource arming Description
type value
vdlue value
The device.sérver applies the threshold to the availability of
Qth 000b 000b LBA mapping resources and performs notifications as the
availability of those resources decreases. @
The'device server applies the threshold to the usage of | BA
02h 000b 001b fapping resources and performs notifications as the usgge of
those resources increases.
All other combinations Reserved
8 The point when availability of LBA mapping resources reaches zero corresponds to the persistent lack
of LBA mapping resources‘described in 4.7.3.6.
4.7.3.7]2 Logical block provisioning armed decreasing thresholds
Figure ¥ shows the.@peration of a logical block provisioning armed decreasing threshold. Figure 7 repiesents
the entire range,ofpossible values over which the threshold is being applied (e.g., for an available respurce,
the lowpst value represents zero available resources and the highest value represents the maximum ppssible

numbe

of available resources).

If enabl

00b in

the threshold descriptor in the Logical Block Provisioning mode page (see 6.5.7)) operates as shown in
figure 7.
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<+--cC b
Highest valu

e

Notes:
a) if the value to which the threshold is being applied drops below the threshold maximum for the

threshold range, then the notification trigger shall be enabled;
h) ifthe value towhich the threshold is hning npplinr{ increases ahove the threshold maximu

4.7.3.7

Figure
the ent

resourg
maximuym possible number of resources being used).

If enab

the thrg
figure §.

the threshold range, then the natification trigger shall be disabled;
c) if the notification trigger is enabled, then the device server may disable the notificatian,trigg
and perform logical block provisioning threshold notification (see 4.7.3.7.4); and
below the threshold minimum for the threshold range, then the device server‘shall disable
4.7.3.7.4.

Figure 7 — Armed decreasing threshold operation
3 Logical block provisioning armed increasing thresholds

re range of possible values over which the threshold is being applied (e.g., for tracking usage (¢
e, the lowest value represents zero resources being used and the highest value represents the

Not

notification trigger and perform logical block provisioning threshold notification as defined in

for

er

d) if the notification trigger is enabled and the value to which the threshold is beingyapplied drpps

he

B shows the operation of a logical block provisioning armed‘increasing threshold. Figure 8 reprgsents

f a

ed, reporting of armed increasing threshold events (i.e., the THRESHOLD ARMING field is set to 0P1b in
shold descriptor in the Logical Block Provisianing mode page (see 6.5.7)) operates as shown ip

e

d
b c———p»
west value Highest val
hreshold minimum —><— Threshold range —>§<—Threshold maximurm
PS!

a) if the value to"which the threshold is being applied increases above the threshold minimum
the threshold range, then the notification trigger shall be enabled;

b) if the"value to which the threshold is being applied decreases below the threshold minimum
the-threshold range, then the notification trigger shall be disabled;

and perform logical block provisioning threshold notification (see 4.7.3.7.4); and

d) if the notification trigger is enabled and the value to which the threshold is being applied
increases above the threshold maximum for the threshold range, then the device server sh

for

for

c), if-the notification trigger is enabled, then the device server may disable the notification triggl;er

all

disable the natification trigger and perform logical block provisioning threshold notification as

defined in 4.7.3.7 4.

Figure 8 — Armed increasing threshold operation
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4.7.3.7.4 Logical block provisioning threshold notification

If the LBPERE bit is set to one in the Read-Write Error Recovery mode page (see 6.5.8), then logical block
provisioning threshold notification is enabled and the device server shall perform notification for thresholds
with the THRESHOLD TYPE field set to 000b in the threshold descriptor in the Logical Block Provisioning mode
page (see 6.5.7) as follows:

a) if the SITUA bit is set to one in the Logical Block Provisioning mode page, then:

A) if the device server has not established a unit attention condition as a result of this threshold
being crossed since the last logical unit reset (see SAM-5) and a command through which the
device server is able to report a unit attention condition arrives on any |_T nexus, then the device
Server shattestablisiraunitattertionm conditionm withthe additiomat sense code setto 1 RN PROVI-
SIONING SOFT THRESHOLD REACHED for only the SCSI initiator port associated with the |_T
nexus on which that command was received before processing that command; or

B) if the device server has established a unit attention condition as a result of this threshold eing
crossed since the last logical unit reset and a command through which the device server isfable to
report a unit attention condition arrives on any |_T nexus, then the device server should egtablish
a unit attention condition with the additional sense code set to THIN PROVISIONING SORT
THRESHOLD REACHED for only the SCSI initiator port associated withithe |_T nexus on|[which
that command was received before processing that command unless.establishment of thq unit
attention condition causes a vendor specific frequency of unit attention conditions for this
threshold to be exceeded;

or

b) |if the SITUA bit is set to zero, then:

A) if the device server has not established a unit attention,condition for the SCSI initiator port
associated with all |_T nexuses as a result of this threshold being crossed since the last Iggical
unit reset (see SAM-5), then the device server shall establish a unit attention condition with the
additional sense code set to THIN PROVISIONING SOFT THRESHOLD REACHED for the SCSI
initiator port associated with every |_T nexus; or

B) if the device server has established a unit attention condition for the SCSI initiator ports
associated with all |_T nexuses as a result of this threshold being crossed since the last Iqgical
unit reset, then the device server should establish a unit attention condition with the additipnal
sense code set to THIN PROVISIONING SOFT THRESHOLD REACHED for the SCSI inftiator
port associated with every |_T nexus, unless establishment of the unit attention condition ¢gauses
a vendor specific frequency of unit attention conditions for this threshold to be exceeded.

If a unif attention condition is established as described in this subclause, then the device server shall neport
the follpwing value in the INFORMATION field in the sense data (see SPC-4):

a) | the byte offset in the:lLogical Block Provisioning mode page of the first byte of the threshold degcriptor
to which this threshold notification applies.

If a unif attention condition with the additional sense code set to THIN PROVISIONING SOFT THRESHOLD
REACHED is received by the application client, then the application client should reissue the command and
take fufther recovery actions (e.g., administrator notification or other administrator actions). These recpvery
actions|are outside the scope of this standard.

If the LBPERE bit is set to zero, then logical block provisioning threshold notification is disabled and the|device
server shall not establish any unit attention condition with the additional sense code set to THIN
PROVISIONING SOFT THRESHOLD REACHED.

An additional sense code set to THIN PROVISIONING SOFT THRESHOLD REACHED is applicable to both
thin provisioned logical units (see 4.7.3.3) and resource provisioned logical units (see 4.7.3.2).

4.7.4 LBP (logical block provisioning) state machine
4.7.4.1 LBP state machine overview
The LBP (logical block provisioning) state machine describes the mapping and unmapping of a single LBA by

the device server for a thin provisioned logical unit (see 4.7.3.3) or a resource provisioned logical unit
(see 4.7.3.2). This state machine does not apply to fully provisioned logical units (see 4.7.2).
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There is one instance of this state machine for each LBA. If a command requests mapping or unmapping of
more than one LBA, then there may be an independent transition in each instance of the state machine (e.g.,
each LBA may individually transition from mapped to deallocated or from anchored to deallocated).

4.7.4.2 LBP state machine for thin provisioned logical units supporting anchored LBAs

If the logical unit supports anchored LBAs (i.e., the ANC_SUP bit is set to one) and deallocated LBAs (i.e., is a
thin provisioned logical unit), then this state machine consists of the following states:

a) LBP1:Mapped state (see 4.7.4.6);
b) LBP2:Deallocated state (see 4.7.4.7) (initial state); and

c) ]‘tBﬁo.An(,hUleu' State(see 4.7.4.8).
The inifial state of the state machine associated with each LBA is the LBP2:Deallocated state.
Figure D describes the LBP state machine for a logical unit that supports anchored LBAs and,deallocated
LBAs.

LBP2:Deallocated

LBP1:Mapped LBP3:Anchored

R e ——
—>

Figure 9 — LBP state machine (anchored LBAs supported and deallocated LBAs supportef)
4.7.4.3|LBP state machine for thin provisioned logical units not supporting anchored LBAs

If the logical unit does not support-anchored LBAs (i.e., is a thin provisioned logical unit and the ANC_SUP bit is
set to zero), then this state machine consists of the following states:

a) | LBP1:Mapped state(see 4.7.4.6); and
b) | LBP2:Deallocated state (see 4.7.4.7) (initial state).

The inifial state of‘the state machine associated with each LBA is the LBP2:Deallocated state.
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Figure 10 describes the LBP state machine for a logical unit that does not support anchored LBAs.

LBP2:Deallocated

LBP1:Mapped

———————————
—

Figure 10 — LBP state machine (anchored LBAs not supported)
4.7.4.4|LBP state machine for resource provisioned logical units
If the lggical unit does not support deallocated LBAs (i.e., is a resource provisioned logical unit and the

ANC_SsUP bit is set to one), then this state machine consists of the following states:

a) | LBP1:Mapped state (see 4.7.4.6)); and
b) [ LBP3:Anchored state (see 4.7.4.8) (initial state).

The inifjal state of the state machine associated with each EBA is the LBP3:Anchored state for a resoyrce
provisigned logical unit (see 4.7.3.2).

Figure (11 describes the LBP state machine for a logical unit that does not support deallocated LBAs.

LBP1:Mapped LBP3:Anchored

Figure 11 — LBP state machine (deallocated LBAs not supported)
4.7.4.5 Performing read operations with respect to logical block provisioning

Table 7 defines the logical block data that a read operation shall return for a mapped LBA.
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Table 7 — Logical block data returned by a read operation from a mapped LBA

Condition Logical block data returned

The LBA became mapped as the result of a format
operation or sanitize operation and no write command
has specified that LBA since the LBA became
mapped.

The logical block data that was written to that
LBA by the format operation or the sanitize
operation.

The LBA became mapped as the result of a write
command and no additional write command has
specified that LBA since the LBA was mapped.

Imne IOgiLdI btockdata thatwas writterto that
LBA by that write command.

The UBA became mapped as the result of an The logical block data that would-be 'returnd if
autorjomous transition, and no write command has that autonomous transition had‘not occurred and
specified that LBA since the LBA was mapped. the LBA had remained unmapped (see table 8).
A wrife command has specified that LBA since that The logical block data that'was most recently
LBA was mapped. written to that LBA.

Table 8| defines the logical block data that a read operation shall return for.an unmapped LBA.

Table 8 — Logical block data returned by a read operation from an unmapped LBA

LBPREZ | Method used to

bit 3 unmap the LBA Logical block data returned

see? The value specified to be written if the write operation had been perforfned.

Logical block data<containing:

0 see © a) user data setto a vendor specific value that is not obtained from any
other LBA&~and

b) protection information, if any, set to FFFF_FFFF_FFFF_FFFFh.

Logical-block data containing:
1 Any a)-\user data set to zero; and
b)~protection information, if any, set to FFFF_FFFF_FFFF_FFFFh.

@ The LBPRZ bit is in thetREAD CAPACITY (16) parameter data (see 5.16.2).
b Alcommand for which-the device server is allowed to perform either:

a)| a write with specified logical block data; or

b)| an unmap’operation if the logical block data returned by read operations from unmapped LBA
matches the logical block data specified for the command that resulted in the unmap operatign.

(@]

These commands are:
a)| asFORMAT UNIT command specifying an initialization pattern;
b) _La.SANITIZE command specifying a sanitize overwrite operation; and

c) aWRITE SAME command with the UNMAP bit set to one.
¢ These methods include but are not limited to:
) a FORMAT UNIT command not specifying an initialization pattern;
) a REASSIGN BLOCKS command;
) a SANITIZE command specifying a sanitize block erase operation or a sanitize cryptographic erase
operation; and
d) an UNMAP command.

O T o

After a read operation returns a value for an LBA, subsequent read operations form that LBA shall return the
same value until a subsequent command alters the logical block data in that LBA (e.g., a write command or an
unmap command (see table 31)).
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4.7.4.6

4.7.4.6.

LBP1:Mapped state

1 LBP1:Mapped state description

Upon entry into this state, the relationship between the LBA and the physical block(s) that contains the logical
block for that LBA shall be established.

If this state was entered from the LBP2:Deallocated state (see 4.7.4.7), then the device server shall allocate
LBA mapping resources, if any, required to map the LBA.

If this state was entered from the LBP3:Anchored state (see 4.7.4.8), then:

a)
b)

4.7.4.6

This trd
a)

This trg
(see 5.

a)
b)
4.7.4.6

This trd
a)

This tra
(see 5.

a)
b)

4.7.4.7

4.7.4.7

While i this state:

a)
b)

For an
from th

rthedevite server shattmotattocate CBATTappg TeSOUTTES,;, and
the resource exhaustion conditions described in 4.7.3.6 shall not occur.

2 Transition LBP1:Mapped to LBP2:Deallocated
nsition shall occur after:

an unmap operation that results in the deallocation of the LBA that was mapped.

6.2), and the mapped LBA references a logical block that contains:

user data with all bits set to zero; and
protection information, if any, set to FFFF_FFFF_FFFF_FFFFEh.

3 Transition LBP1:Mapped to LBP3:Anchored
nsition shall occur after:

an unmap operation that results in the anchoring,of the LBA that was mapped.

6.2), and the mapped LBA references a.logical block that contains:

user data with all bits set to zero; and
protection information, if any, setto FFFF_FFFF_FFFF_FFFFh.

LBP2:Deallocated state

1 LBP2:Deallocated state description

there shall be\no relationship between the LBA and any physical block(s); and
the devicéserver should deallocate LBA mapping resources after they are no longer in use.

| BA inthis state, an unmap operation that specifies deallocation of the LBA shall not cause a trg
s state.

nsition may occur at any time if the LBPRZ bit is set to one in the READ CAPACITY (16) parametgr data

nsition may occur at any time if the LBPRZ bit-is’set to one in the READ CAPACITY (16) parametégr data

nsition

4.7.4.7.

2 Transition LBP2:Deallocated to LBP1:Mapped

This transition:

a)
b)

shall occur after a write operation to the LBA that was deallocated; or
may occur at any time for reasons outside the scope of this standard.

BA) as
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3 Transition LBP2:Deallocated to LBP3:Anchored

This transition:

a)
b)

4.7.4.8

4.7.4.8.

017

shall occur after an unmap operation that results in anchoring of the LBA that was deallocated; or

may occur at any time for reasons outside the scope of this standard.
LBP3:Anchored state

1 LBP3:Anchored state description

Upon ¢

a)
b)

If this s
resourd

If this s

a)
b)
c)

For an
from of|

The de
describ

4.7.4.8

This trd

a)
b)

4.7.4.8

This trd

a)

4.8 Data de-duplication

Data d¢-duplication is the ability of a device server to recognize redundant or duplicate data and redud

numbe

ry mto this state:

LBA mapping resources shall be associated with the LBA; and
there may or may not be a relationship between the LBA and physical block(s).

ate was entered from the LBP2:Deallocated state, then the device server shall allocate LBA m|
es, if any, required to anchor the LBA.

ate was entered from the LBP1:Mapped state, then:

the device server shall not allocate LBA mapping resources;
the device server relies on LBA mapping resources already allocated.to the LBA; and
the resource exhaustion conditions described in 4.7.3.6 shall not 0cCedr.

| BA in this state, an unmap operation that specifies anchoring’of-the LBA shall not cause a tra
this state.

ice server shall process a read command specifying an LBA in this state (i.e., an anchored LB
ed in table 8.

2 Transition LBP3:Anchored to LBP1:Mapped

nsition:

shall occur after a write operation to the'LBA that was anchored; or
may occur at any time for reasons-outside the scope of this standard.

3 Transition LBP3:Anchored!/to LBP2:Deallocated

nsition shall occur after:

an unmap operation:that results in the deallocation of the LBA that was anchored.

ofduplicate or redundant copies of the data while maintaining the application client supplied L

apping

hsition

A) as

e the
BAs of

the dup

5. 4 ! ! 4 : il [ n ! L T el ] n 4 m s T L
neatc Ul Teuunudarit COPICS UT'tNe Udald. UE=Uuuplivauurt stidail Tiot alicUl protcCuurt nmormiatort, i

ny.

Logical units that support data de-duplication may report a count of LBA resources that have been made
available as a result of being de-duplicated (see 6.4.4.4).

4.9 Ready state

A direct access block device is ready when the device server is capable of processing logical block access

comma

nds that require access to the medium (see 4.2.2).

A direct access block device using a removable medium (see 4.4) is not ready until a volume is mounted and
other conditions are met (see 4.3). While a direct access block device is not ready the device server shall
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terminate logical block access commands with CHECK CONDITION status with the sense key set to NOT
READY and the appropriate additional sense code for the condition.

Some direct access block devices may be switched from being ready to being not ready by using the START
STOP UNIT command (see 5.25).

To make a direct access block device ready, an application client may be required to issue a START STOP
UNIT command:

a) with a START bit set to one and the POWER CONDITION field set to Oh (i.e., START_VALID); or
b) with the POWER CONDITION field set to 1h (i.e., ACTIVE).

4.10 Initialization

A direct access block device may require initialization of its medium prior to processing logicalblock agcess
commands. This initialization is requested by an application client using a FORMAT UNIT gommand
(see 5.8). Parameters related to the format (e.g., logical block length) may be set with a2 MODE SELECT
command (see SPC-4 and 6.5.2) prior to the format operation. Some direct access’block devices are
initializ¢d by means outside the scope of this standard. The time when the initialization occurs is vendpr
specifid.

Direct gccess block devices using a non-volatile medium may save the parameters related to the format and
only require initialization once. However, some mode parameters may-require initialization after each Ipgical

unit reset. A catastrophic failure of the direct access block device may.require that an application client{send a
FORMAT UNIT command to recover from the failure.

Direct gccess block devices that use a volatile medium may «€quire initialization after each logical unit{reset
prior to[the processing of logical block access commands (se€ 4.2.2). Mode parameters may also reqyire
initialization after logical unit resets.

NPTE 2 - It is possible that mode parameter block-déscriptors read with a MODE SENSE command before
FORMAT UNIT completes contain information not-reflecting the true state of the medium.

A direct access block device may become farmat corrupt after processing a MODE SELECT commang that

changes parameters (e.g., the logical block length) related to the medium format. During this time, the|device
server [nay terminate logical block access commands with CHECK CONDITION status with the sense key set
to NOT|READY and the appropriate’additional sense code for the condition.

Any time the READ CAPACITY-: (10) parameter data (see 5.15.2) or the READ CAPACITY (16) parameter

data (s¢e 5.16.2) changes (e.9., when a FORMAT UNIT command or a MODE SELECT command capses a
changd to the logical block length or protection information, or when a vendor specific mechanism causes a
changed), then the device-server shall establish a unit attention condition for the SCSI initiator port (seq
SAM-5) associated. with each I_T nexus, except the |_T nexus on which the command causing the change
was reg¢eived with.the additional sense code set to CAPACITY DATA HAS CHANGED.

NPTE(@ 4 Logical units compliant with SBC were not required to establish a unit attention condition with the
affditional sense code set to CAPACITY DATA HAS CHANGED.

4.11 Sanitize operations

4.11.1 Sanitize operations overview

A sanitize operation causes the device server to:

a) affect the information on the logical unit’s medium such that recovery of logical block data from the
medium is not possible;

b) affect the information in the cache by a method that is outside the scope of this standard such that
previously existing data in cache is unable to be accessed; and
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prevent future access by an application client to cache or medium where the device server is unable
to alter the information.

One of the following sanitize operations may be requested on the logical unit's medium:

a)
b)

c)

a sanitize overwrite operation that causes the device server to alter information by writing a data
pattern to the medium one or more times;

a sanitize block erase operation that causes the device server to alter information by setting the
physical blocks to a vendor specific value; or

a sanitize cryptographic erase operation that causes the device server to change encryption keys to
prevent correct decryption of previously stored information, which may cause protection information, if
any. to be indeterminate.

An application client may request that a sanitize operation be performed in the restricted completion mode or

the unrgstricted completion mode (see 4.11.3) using the AUSE bit in the SANITIZE command (see 5.24).

In the Ynrestricted completion mode, a SANITIZE command with the EXIT FAILURE MODE sefvice agtion

exits a failed sanitize operation.

In the restricted completion mode, the only method to exit a failed sanitize operation-is “for a SANITIZE

command to request another sanitize operation and for that operation to completewithout error. If a sanitize
operatipn in the restricted completion mode completes with an error, and a subsequent SANITIZE conpmand

requests the unrestricted completion mode (i.e., the AUSE bit set to one), then.the device server shall
termingte that SANITIZE command as described in 5.24.1.

All sanitize operations shall be performed on:

a)
b)

c)

An app

command (see 5.24). While the medium is write protected (see 4.12) the device server shall terminatd a

the medium that is being used to store logical block data;
the medium that is not being used to store logical block.data (e.g., areas previously used to stpre
logical block data, areas available for allocation, and‘physical blocks that have become inaccessible);
and

all cache.

ication client requests that the device serverperform a sanitize operation using the SANITIZE

SANITIZE command with CHECK CONDITION-status with the sense key set to DATA PROTECT and|the

appropfiate additional sense code for the condition.
4.11.2 Performing a sanitize operation

Before performing a sanitize operation, the device server shall:

a)

O

terminate all commands in all task sets except INQUIRY commands, REPORT LUNS commands,
LOG SENSE commands that specify the Temperature log page (see SPC-4), and REQUEST]
SENSE commands with CHECK CONDITION status with the sense key set to NOT READY, the
additional sense code set to LOGICAL UNIT NOT READY, SANITIZE IN PROGRESS, and thg
PROGRESS INDICATION field in the sense data set to indicate that the sanitize operation is beginning;
stop allrenabled power condition timers (see SPC-4);

stop.dll timers for enabled background scan operations (see 4.24);
stop all timers or counters enabled for device specific background functions (see SPC-4); and

v

e
While p

o 0
— ===

a)

b)

c)

discard partially downloaded microcode, if any.
erforming a sanitize operation, the device server shall:

process INQUIRY commands, REPORT LUNS commands, LOG SENSE commands that specify the
Temperature log page (see SPC-4), and REQUEST SENSE commands and terminate all other
commands with CHECK CONDITION status with the sense key set to NOT READY, the additional
sense code set to LOGICAL UNIT NOT READY, SANITIZE IN PROGRESS, and the PROGRESS
INDICATION field in the sense data set to indicate the progress of the sanitize operation;

provide pollable sense data (see SPC-4) with the sense key set to NOT READY, the additional sense
code set to LOGICAL UNIT NOT READY, SANITIZE IN PROGRESS, and the PROGRESS INDICATION
field set to indicate the progress of the sanitize operation;

suspend the sanitize operation while processing the following conditions (see SAM-5):
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f)

)]

h)

4.11.3 (
If a san
suppor

a)
b)
If a san
then:

a)
b)

If the sanitize operation completes with an error in restricted completion mode, then the device server

a)

If a san

a)

A) a power on;

B) a hard reset;

C) alogical unit reset; or

D) a power loss expected;

not suspend the sanitize operation while processing an |_T nexus loss;

resume performing the sanitize operation after processing:

A) alogical unit reset; or

B) a power loss expected condition in which no power loss occurs within constraints defined
applicable SCSI transport protocol standard (e.g., power loss timeout in SPL-3);

process task management functions without affecting the processing of the sanitize operation

an ABORT TASK task management function aborts the SANITIZE command and has no effe

by the

(e.g.,
t on

performing the sanitize operation);

logical blocks, logical block length, or protection information settings for the logical unif); and
identify inaccessible physical blocks and in a vendor specific manner prevent futureaccess to
blocks following a successful sanitize operation.

Completing a sanitize operation

itize operation completes without error, and logical block provisioning management (see 4.7.3)
ed, then:

the initial condition for every LBA should be anchored (see 4.7.3.2) or deallocated (see 4.7.3.
read operations and write operations should complete withouterror.

read commands are processed as described in 5,24.2.2, 5.24.2.3, 5.24.2.4, and 5.24.2.5; and
write operations should complete without error,

terminate the SANITIZE command being performed, if any (e.g., the IMMED bit was set to zero
CDB, and the failure occurs before status is returned for the command), with CHECK CONDI
status with the sense key set to MEDIUM ERROR and the additional sense code set to SANIT
COMMAND FAILED; and
until completion of a successful sanitize operation has occurred, terminate all commands, exc|
SANITIZE commands allowed in the restricted completion mode, INQUIRY commands, REPC
LUNS commands, LOG SENSE commands specifying the Temperature log page (see SPC-4
REQUEST SENSEscommands, with CHECK CONDITION status with the sense key set to MH
ERROR and the-additional sense code set to SANITIZE COMMAND FAILED.

itize operation\completes with an error in unrestricted completion mode, then the device server

terminaterthe SANITIZE command being performed, if any (e.g., the IMMED bit was set to zero
CDBjand the failure occurs before status is returned for the command), with CHECK CONDI
status with the sense key set to MEDIUM ERROR and the additional sense code set to SANIT

COMMAND FAILED; and

not alter mode data, INQUIRY data, or READ CAPACITY (16) parameter data (e.g., the aumbgr of

these

S

); and

itize operation completes without error and logical block. provisioning management is not suppgrted,

shall:

in the
[ION
[1ZE

ept
RT

, and
EDIUM

shall:

in the
[ION
[1ZE

b)

until completion of a successful sanitize operation has occurred, terminate all commands, except
SANITIZE commands, INQUIRY commands, REPORT LUNS commands, LOG SENSE commands

specifying the Temperature log page (see SPC-4), and REQUEST SENSE commands, with C

HECK

CONDITION status with the sense key set to MEDIUM ERROR and the additional sense code set to

SANITIZE COMMAND FAILED.

A sanitize operation that completed with error and was cleared with a SANITIZE command with the service
action of EXIT FAILURE MODE may have not performed a complete sanitize operation (e.g., this action may
enable the recovery of logical block data from the cache and medium for those logical blocks that were not

sanitize

d).

After the sanitize operation completes the device server shall:

1)

initialize all enabled timers and counters; and
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2) start all enabled timers and counters for power conditions and background functions.

4.12 Write protection

Write protection prevents the alteration of the medium by logical block access commands issued to the device
server. Write protection is controlled by:

a) the user of the medium through manual intervention (e.g., a mechanical lock on the SCSI target
device);
b) hardware controls (n gtabs on the medium’s hmleing); or

c) | software write protection.

All sources of write protection are independent. If present, any write protection shall cause otherwise yalid
logical plock access commands that request alteration of the medium to be terminated by the-device derver
with CHECK CONDITION status with the sense key set to DATA PROTECT and the appropriate additjonal
sense ¢ode for the condition. Only when all write protections are disabled shall the deviceserver procgss
logical plock access commands that request alteration of the medium.

Hardware write protection results when a physical attribute of the SCSI target device or its medium is clhanged
to spedfy that writing shall be prohibited. Changing the state of the hardware(write protection requires
physicgl intervention, either with the SCSI target device or its medium. If allewed by the SCSI target device,

then chlanging the hardware write protection while the medium is mounted\results in vendor specific bghavior
that mgy include the writing of previously buffered data (e.g., data in.€ache).

Software write protection results when the device server is marked-as write protected by the applicatiop client
using the swr bit in the Control mode page (see SPC-4). Changing the state of software write protectign shall
not preyent previously accepted logical block data (e.g., logical block data in cache) from being writter] to the
mediunp.

The deyice server reports the status of write protection‘in the device server and on the medium with the
DEVICE{SPECIFIC PARAMETER field in the mode parameéter header (see 6.5.1).

413 V\Ledium defects

4.13.1 Medium defects overview.
Any mgdium has the potential for medium defects that cause data to be lost. Therefore, physical blocks and/
or logical blocks may contain-additional information that allows the detection of changes to the logical plock
data cqused by mediung defect or other phenomena. The additional information may also allow the lodical
block dpta to be reconstructed following the detection of such a change (e.g., ECC bytes).

A medipm defect-Causes:

a) | a reeovered error if the device server is able to read or write a logical block within the logical ynit’'s
recovery limits; or

b) Lanunrecavered error if the device server is unable to read or write a logical block within the logical

unit’s recovery limits,

where the logical unit’s recovery limits are:

a) specified in the Read-Write Error Recovery mode page (see 6.5.8);

b) specified in the Verify Error Recovery mode page (see 6.5.9); or

c) vendor specific, if the device server does not implement the Read-Write Error Recovery mode page
or the Verify Error Recovery mode page.

Direct access block devices may allow an application client to examine and modify the additional information
by using the READ LONG commands (see 5.19 and 5.20) and the WRITE LONG commands (see 5.41 and
5.42). An application client may use the WRITE LONG commands to alter the additional information to test the
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defect detection logic of the direct access block device or to emulate a logical block with an unrecovered read
error when generating a mirror copy. This may induce a recovered error or an unrecovered error.

Direct access block devices may allow an application client to use the features of the WRITE LONG
commands (see 5.41 and 5.42) to:

a) disable error correction on specific logical blocks or physical blocks;

b) disable automatic reassignment on specific logical blocks or physical blocks; and

c) mark specific logical blocks or physical blocks as containing pseudo unrecovered errors with
correction enabled or pseudo unrecovered errors with correction disabled.

These features provide methods for an application client to prevent recovered errors and unrecovered errors
from bgmgTeportedas mformationaexception cConditions and prevent Unmnecessary reassigm operations.

During p self-test operation (see SPC-4) or a background scan operation (see 4.24.1), the device-server shall:

a) | ignore pseudo unrecovered errors with correction disabled; and
b) | process pseudo unrecovered errors with correction enabled.

The device server maintains the defect lists defined in table 9.

Table 9 — Defect lists (i.e., PLIST and GLIST)

Defect list Source Content
PLIST Address descriptorsi(see 6.2) for physical blocks that
(i.e} primary | Manufacturer contain permanent‘medium defects and never contain
defect list) logical block data

Address desctriptors for physical blocks detected by the)
device server to have medium defects during an optiona

FORMAT UNIT certification process performed during a format operatign
commands (see 5.3)

Address descriptors for physical blocks specified in the
GLIST FORMAT UNIT parameter list (see 5.3.2)

(i.e], grown REASSIGN BLOCKS Address descriptors for physical blocks referenced by the
defect list) commands (see 5.21) LBAs specified in the reassign LBA list (see 5.21.2)

Read medium Address descriptors for physical blocks that have been
operations reassigned as the result of automatic read reassignment
Write medium Address descriptors for physical blocks that have been
operations reassigned as the result of automatic write reassignment

The RHAD DEFECT DATA commands (see 5.17 and 5.18) allow an application client to request that the
device perver return the PLIST and/or the GLIST.

The FQRMAT,UNIT command allows an application client to request that the device server clear the GLIST.

During g format operation, the device server shall not assign LBAs to any physical block in:

a) the PLIST, if the PLIST is specified to be used; or
b) the GLIST, if the GLIST is specified to be used.

A device server performs automatic reassignment of defects as specified by the settings in the Read-Write
Error Recovery mode page (see 6.5.8).

The device server does not perform automatic read reassignment for an LBA referencing a logical block on
which an unrecovered error has occurred. If the application client is notified by the device server that an
unrecovered error occurred (e.g., as indicated by a read command being terminated with CHECK
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CONDITION status with the sense key set to MEDIUM ERROR and the additional sense code set to
UNRECOVERED READ ERROR) and:

a)

the application client is able to regenerate the logical block data for the LBA (e.g., in a redundancy
group (see 4.19.1), the application client regenerates logical block data from the logical block data on
the other logical units in the redundancy group) and the AWRE bit is set to one in the Read-Write Error
Recovery mode page, then the application client may send a write command with that regenerated
logical block data to trigger automatic write reassignment;

the application client is able to regenerate the logical block data for the LBA and the AWRE bit is set to
zero in the Read-Write Error Recovery mode page, then the application client may:

1) send a REASSIGN BLOCKS command to perform a reassign operation on the LBA; and

Z) Seldd write command withthat regerneraled IOgide DIOCK dald,
or

the application client is unable to regenerate the logical block data for the LBA, then-the“appligation
client may send a REASSIGN BLOCKS command to request that the device seryvér perform a
reassign operation on the LBA.
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4.13.2 Generation of defect lists

This standard defines address descriptor formats for describing defects (see 6.2). Table 10 lists the defects
that each address descriptor format is capable of describing.

Table 10 — Address descriptor formats

Single Mu:‘tipl.e slegluer:(tial
Format physical physical blocks Reference
block Entire track | Range
Short|block format yes no no 6/2.2
Extended bytes from index format yes @ yes © yes” 6[2.3
Extended physical sector format yes b yes f yes i 6|2.4
Long plock format yes no no 6/2.5
Bytes| from index format yes © yes 9 no 6]|2.6
Physical sector format yes d yes h no 6]|2.7
8 Dgscribes a single physical block with the MADS bit set to zero and'\the BYTES FROM INDEX field sef to a
value other than FFF_FFFFh.
b Dgscribes a single physical block with the MADS bit set to zerg)and the SECTOR NUMBER field set t a
value other than FFF_FFFFh.
¢ Dgscribes a single physical block with the BYTES FROMINBEX field set to a value other than
FHFF_FFFFh.
d Dgscribes a single physical block with the SECTORNUMBER field set to a value other than FFFF_FFFFh.
€ Dgscribes an entire track with the BYTES FROM.INDEX field set to FFF_FFFFh.
' Déscribes an entire track with the SECTOR NUMBER field set to FFF_FFFFh.
9 Dgscribes an entire track with the BYTES EROM INDEX field set to FFFF_FFFFh.
h Dgscribes an entire track with the SECTOR' NUMBER field set to FFFF_FFFFh.
' Dgscribes a range with a pair of address descriptors using the same address descriptor format in jwhich:
a) [the first address descriptor describes the starting location and has the MADS bit set to one;
b) |the second address descripter describes the ending location and has the MADS bit set to zero;|and
c) [the ending location is afterithe starting location.
For a d|rect access block(device using rotating media (see 4.3.2), to represent two or more sequential
physicgl blocks on the same track using a pair of address descriptors:
a) | the MADS bit shall be set to one in the first address descriptor;
b) | the MADS bit shall be set to zero in the second address descriptor;
c) | the CYLINDER NUMBER field in the first address descriptor shall be equal to the CYLINDER NUMBRER field
inthe’/second address descriptor;
d) | the’HEAD NUMBER field in the first address descriptor shall be equal to the HEAD NUMBER field i} the

second address descriptor;

e) for a pair of extended bytes from index format address descriptors, the BYTES FROM INDEX field in the

f)

first address descriptor shall be less than the BYTES FROM INDEX field in the second address
descriptor; and
for a pair of extended physical sector format address descriptors, the SECTOR NUMBER field in t

he first

address descriptor shall be less than the SECTOR NUMBER field in the second address descriptor.

For a direct access block device using rotating media, to represent two or more sequential tracks on the same
head using a pair of address descriptors:

a)
b)

the MADS bit shall be set to one in the first address descriptor;
the MADS bit shall be set to zero in the second address descriptor;
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c) the CYLINDER NUMBER field in the first address descriptor shall be less than the CYLINDER NUMBER field

in the second address descriptor;

d) the HEAD NUMBER field in the first address descriptor shall be equal to the HEAD NUMBER field in
second address descriptor;

e) for a pair of extended bytes from index format address descriptors, the BYTES FROM INDEX field
first address descriptor and the second address descriptor shall be equal to FFF_FFFFh; and

the

in the

f) for a pair of extended physical sector format address descriptors, the SECTOR NUMBER field in the first

address descriptor and the second address descriptor shall be equal to FFF_FFFFh.

4.14

If one gr more write commands have not completed when a power loss, a medium error, or hardware

error

occurs [e.g., a removable medium was incorrectly demounted), then any data in the logical blocks refefenced
by the LBAs specified by any of those commands is indeterminate. Before sending a ready,command of verify
command specifying any LBAs that were specified by one of the write commands thatdid not completg, the

applicagion client should resend that write command. If an application client sends ajread command of
command specifying any LBAs that were specified by one of the write commands that did not complete
resending that write command, then the device server may return old data, new data, vendor specific g
any comnbination thereof for the logical blocks referenced by the specified LBAs.

If logicgl block provisioning (see 4.7) is supported and one or more unmap.commands have not comp
when alpower loss, medium error, or hardware error occurs, then thedoegical block provisioning state g
LBAs re¢quested to be unmapped by any of those commands may or may not have changed. Before s
a read gommand or verify command specifying any LBAs that were-specified by one of the unmap com
that did not complete, the application client should resend that\unmap command.

4.15 Gaches

4.15.1 Caches overview

Direct access block devices may implement caches. A cache is an area of temporary storage in the di

verify
before
ata, or

eted
f the
ending
mands

rect

access|block device (e.g., to enhanceperformance) separate from the medium that is not directly accg¢ssible

by the application client.

A cachg stores logical block data.

A caché may be volatile or-non-volatile. A volatile cache does not retain data through power cycles. A
non-volatile cache retains,data through power cycles. There may be a limit on the amount of time a
non-volatile cache is able to retain data without power (see 4.15.9).

4.15.2 Read caching

While grocessing read commands and verify commands, the device server may use the cache to store

logical

blocks thatthe application client may request at some future time The algorithm used to manage the ¢

ache is

not part of this standard. However, parameters are provided (see 6.5.5) to advise the device server about

future requests, or to restrict the use of cache for a particular request.

4.15.3 Write caching

While processing write commands, the device server may perform a write cache operation to store logical

block data that is to be written to the medium at a later time with a write medium operation. This is call

ed

write-back caching. A write command may complete prior to logical blocks being written to the medium. As a
result of using write-back caching there is a period of time during which the logical block data may be lost if:

a) power to the SCSI target device is lost and a volatile cache is being used; or
b) a hardware failure occurs.
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There is also the possibility of an error occurring during the subsequent write medium operation. If an error
occurs during the write medium operation, then the error may be reported as a deferred error on a later
command. The application client may request that write-back caching be disabled with the Caching mode
page (see 6.5.5) to prevent detected write errors from being reported as deferred errors. Even with write-back
caching disabled, undetected write errors may occur. Verify commands (e.g., VERIFY and WRITE AND
VERIFY) may be used to detect those errors.

If processing a write command results in logical block data in cache that is different from the logical block data
on the medium, then the device server shall retain that logical block data in cache until a write medium
operation is performed using that logical block data. After the write medium operation is complete, the device
server may retain that logical block data in cache.

4.15.4 Command interactions with caches

The application client may affect behavior of the cache with:

a) | the PRE-FETCH commands (see 5.8 and 5.9);
b) [the SYNCHRONIZE CACHE commands (see 5.26 and 5.27); and
c) | the Caching mode page (see 6.5.5).

When the cache becomes full of logical block data, the device server may replace\the logical block data in the
cache with new logical block data. The disable page out (DPO) bit in the CDBs. of read commands, verify
commands, and write commands allows the application client to influence the replacement of logical bjock
data in the cache. A read command, verify command, or a write commahnd with a DPO bit set to one is g hint to
the deMice server that the logical blocks specified by that command are’not likely to be accessed in th¢ near
future gnd should not be put in the cache or retained by the cache:

Application clients may use the force unit access (FUA) bit in the.CDBs of read commands (e.g., see 5[11) or
write cgmmands (e.g., see 5.33) to specify that the deviceserver shall access the medium or non-volatile
cache.

Setting|the DPO bit to one (e.g., see 5.11) and the Fuabit to one in all read commands and all write commands
has thegl same effect as bypassing the volatile cache:

4.15.5 Write operation and write medium operation interactions with caches

For eagh LBA accessed by a write operation:

1) | if a cache contains more recent logical block data for that LBA than the medium, then the device

server shall:

A) perform a write_cache operation to that LBA to update the logical block data in the cache;

B) invalidate that'hBA in the cache and perform a write medium operation to that LBA; or

C) perform a write cache operation to that LBA to update the logical block data in the cache and
perform.awrite medium operation to that LBA.

For eagh LBA accessed by a write medium operation that is not part of a write operation:

1) | if acaehe contains more recent logical block data for that LBA than the medium, then the device
server shall:

B) invalidate that LBA in the cache, before the device server performs the write medium operation to
that LBA.

4.15.6 Read operation and read medium operation interactions with caches

For each LBA accessed by a read operation:

1) if a cache contains more recent logical block data for that LBA than the medium, then the device
server shall perform a read cache operation from that LBA,; or
2) the device server shall perform a read medium operation from that LBA.
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For each LBA accessed by a read medium operation that is not part of a read operation:

1) if a cache contains more recent logical block data for the LBA than the medium, then the device

server shall perform a write medium operation to that LBA; and
2) the device server may invalidate that LBA in the cache, before the device server performs the
medium operation from that LBA.

4.15.7 Verify medium operation interactions with caches

For each LBA accessed by a verify medium operation:

1) _if a cache contains more recent logical block data for the LBA than the medium, then the devi
server shall perform a write medium operation to that LBA,;

2) | the device server may invalidate that LBA in the cache; and

3) | before the device server performs the verify medium operation from that LBA.

4.15.8 Unmap operation interactions with caches

During pn unmap operation, the device server changes any logical block data in th€\cache for the LBA
unmapped by the operation so that any logical block data transferred by the device‘server to the Data
Buffer while processing a subsequent read command reflects the results of the unmap operation (see
4.7.4.71 and 4.7.4.8.1).

4.15.9 Power loss effects on caches

read

e

n

The poyver, if any, needed to maintain a non-volatile cache may,decrease to the point that the device s¢rver is

unable [to ensure the non-volatility of the cache for a vendor spécific interval of time (e.g., the battery v
becomés too low too sustain cache contents beyond a vendor’specific time). If this occurs and the Ext
INQUIRY Data VPD page (see SPC-4) indicates that the.device server contains non-volatile cache (i.
NV_SUH bit set to one), then:

a) | if the reporting of informational exceptions‘control warnings is enabled (i.e., the EWASC bit is s
one in the Information Exceptions Control mode page (see 6.5.6)), then the device server shal
the degraded non-volatile cache as:spécified in the Information Exceptions Control mode pag
an additional sense code set to WARNING - DEGRADED POWER TO NON-VOLATILE CACH
b) | if the reporting of informational exceptions control warnings is disabled (i.e., the EWASC bit is
zero in the Information Exceptions Control mode page), then the device server shall establish
attention condition (see SAM-5) for the SCSI initiator port associated with every |_T nexus wit
additional sense codge set to WARNING - DEGRADED POWER TO NON-VOLATILE CACHE.

oltage
ended

et to
report
b with
HE; or
bet to
a unit
n the

Non-volatile caches may become volatile (e.g., battery voltage becomes too low to sustain cache contents

when ppwer is lost). If non-volatile caches become volatile, then logical block data transferred for read
commands or write commands in which the force unit access (FUA) bit in the CDB is set to one may by
the cache.

If a norf-volatile:cache becomes volatile, then the device server shall set the REMAINING NON-VOLATILE
field to gero\in' the Non-volatile Cache log page (see 6.4.5).

pass

[IME

bes that

a) if the reporting of informational exceptions control warnings is enabled (i.e., the EWASC bit is set to

one in the Information Exceptions Control mode page (see 6.5.6)), then the device server shal
the change in the cache as specified in the Information Exceptions Control mode page with th
additional sense code set to WARNING - NON-VOLATILE CACHE NOW VOLATILE; or

| report
e

b) if the reporting of informational exceptions control warnings is disabled (i.e., the EWASC bit is set to

zero in the Information Exceptions Control mode page), then the device server shall establish
attention condition (see SAM-5) for the SCSI initiator port associated with every |_T nexus wit
additional sense code set to WARNING - NON-VOLATILE CACHE NOW VOLATILE.

a unit
h the
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a power on or hard reset occurs;

the Extended INQUIRY Data VPD page indicates that the device server contains a non-volatile
(i.e., the Nv_suUP bit is set to one); and

the non-volatile cache is currently volatile,

cache

then the device server shall establish a unit attention condition for the SCSI initiator port associated with every
|_T nexus with the additional sense code set to WARNING - NON-VOLATILE CACHE NOW VOLATILE.

4.16 Impticit-head-of quetrecommand-processing

Each o

a HEAD|OF QUEUE task attribute (see SAM-5), even if the command is received with a SIMPLEctask attrib
an ORDERED task attribute:

a)
b)

The following command defined by this standard shall be processed by the task manager as if it has 3
OF QUEE task attribute, even if the command is received with a SIMPLE task attribute or an ORDERED t4
attribute:

a)

See SHC-4 for additional commands subject to implicit HEAD OF QUEUE command processing. See SA
additional rules on implicit head of queue processing.

4.17 Reservations

Reservption restrictions are placed on commands as a result of access qualifiers associated with the 1
reservgtion. See SPC-4 for a description of réservations. The details of commands that are allowed uf
what types of reservations are described intable 11.

reservi

For ead

the commmand with RESERVATION CONFLICT status.

Comm
of com}wands from registered |_T nexuses when a registrants only or all registrants type persistent
tion is present.

the following commands defined by this standard may be processed by the task managerias if it has

the READ CAPACITY (10) command (see 5.15); and
the READ CAPACITY (16) command (see 5.16).

the SANITIZE command (see 5.24).

ute or

HEAD
sk

M-5 for

ype of
der

nds from |_T nexuses holding.a réservation should complete normally. Table 11 specifies the bg¢havior

h command, this standard or SPC-4 defines the conditions that result in the device server com

pleting
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Table 11 — SBC-3 commands that are allowed in the presence of various reservations (part 1 of 2)

Addressed logical unit has this type of persistent
reservation held by another I_T nexus

From L_T nexus not

Command From any |_T nexus re:i;ct)::ed registered
. | LTnexus | write |Exclusive
Ex‘cl:vlzzve Ezzfe%ﬁg_m_‘mess
-RR -RR

COMPARE AND WRITE Conflict Conflict Allowed Conflict Conflict
FORMAT UNIT Conflict Conflict Allowed Conflict Conflict
GET |.BA STATUS Allowed Conflict Allowed Allowed Conflict
ORWRITE (16) / (32) Conflict Conflict Allowed Conflict Conflict
POPULATE TOKEN Allowed Conflict Allowed Allowed Conflict
PRE-FETCH (10) / (16) Allowed Conflict Allowed Allowed Conflict
PREYENT ALLOW MEDIUM REMOVAL Allowed Allowed Allowed Allowed Allpwed

(Prevent=0)

PREYENT ALLOW MEDIUM REMOVAL

Conflict Conflict Allowed Conflict Conflict
(Previent = 0)

READ (10)/ (12) / (16) / (32) Allowed Conflict Allowed Allowed Conflict
READ CAPACITY (10) / (16) Allowed Allowed Allowed Allowed Allpwed
REAID DEFECT DATA (10) / (12) Allowed @ | Conflict Allowed | Allowed? | Copflict
REAID LONG (10) / (16) Conflict Conflict Allowed Conflict Conflict
REA$SIGN BLOCKS Conflict Conflict Allowed Conflict Conflict
REPORT REFERRALS Allowed Allowed Allowed Allowed Allpwed
SANITIZE Conflict Conflict Allowed Conflict Conflict

START STOP UNIT with-START bit set to

one and POWER CONDITION field set to Oh Allowed Allowed Allowed Allowed Allpwed
START STOP UNIT\with START bit set to
zerp or POWER(CONDITION field set to a Conflict Conflict Allowed Conflict Conflict
valtie other.than Oh
SYNCHRONIZE CACHE (10) / (16) Conflict Conflict Allowed Conflict Conflict
Key:

RR = Registrants Only or All Registrants

Allowed = Commands received from |_T nexuses not holding the reservation or from |_T nexuses not
registered when a registrants only or all registrants type persistent reservation is present should complete
normally.

Conflict = Commands received from |_T nexuses not holding the reservation or from |_T nexuses not
registered when a registrants only or all registrants type persistent reservation is present shall not be
performed, and the device server shall complete the command with RESERVATION CONFLICT status.

@ The device server in logical units claiming compliance with SBC-2 may complete the command with
RESERVATION CONFLICT status. Device servers may report whether certain commands are allowed
in the PERSISTENT RESERVE IN command REPORT CAPABILITIES service action parameter data
ALLOW COMMANDS field (see SPC-4).
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Table 11 — SBC-3 commands that are allowed in the presence of various reservations (part 2 of 2)

reservation held by another I_T nexus

Addressed logical unit has this type of persistent

From I_T nexus not

Allowg
regi
norr

Confli
regi
perfl

Command From any |_T nexus regFi:::;ed registered
Write Exclusive I_(TR;ezllljs E Write: Exclusive
Exclusive | Access types) x?';;“'e A?;es S
UNMAP Conflict Conflict Allowed Conflict Conflict
VERIFY (10)/ (12) / (16) / (32) Allowed Conflict Allowed Allowed Conflict
WRITE (10) / (12) / (16) / (32) Conflict Conflict Allowed Conflict Conflict
\(/:\3/2R)” E AND VERIFY (10)/(12)/(16)/ Conflict Conflict Allowed Conflict Conflict
WRITE LONG (10) / (16) Conflict Conflict Allowed Conflict Conflict
WRITE SAME (10) / (16) / (32) Conflict Conflict Allowed Conflict Conflict
WRITE USING TOKEN Conflict Conflict Allowed Conflict Caonflict
XDWRITEREAD (10) / (32) Conflict Conflict Allowed Conflict Conflict
XPWRITE (10) / (32) Conflict Conflict Allowed Conflict Conflict
Key:
RR = Registrants Only or All Registrants

d = Commands received from |_T nexuses notholding the reservation or from |_T nexuses ng
stered when a registrants only or all registrantsitype persistent reservation is present should con
hally.

Ct = Commands received from |_T nexuses not holding the reservation or from I_T nexuses no

brmed, and the device server shallicomplete the command with RESERVATION CONFLICT st

stered when a registrants only or all_registrants type persistent reservation is present shall not e

t
plete

htus.

a Tt
R
in
Al

e device server in logical unitstclaiming compliance with SBC-2 may complete the command W
FSERVATION CONFLICTstatus. Device servers may report whether certain commands are al
the PERSISTENT RESERVE IN command REPORT CAPABILITIES service action parameter
LLOW COMMANDSHfield (see SPC-4).

ith
owed
data

418 E

4.18.1

rror reporting

Errof reporting overview

If any
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erver

shall terminate the command with CHECK CONDITION status with the sense key set to the specified value
and the additional sense code set to the appropriate value for the condition. Some errors may occur after the
completion status has already been reported. For such errors, SPC-4 defines a deferred error reporting
mechanism. Table 12 lists some error conditions and the applicable sense keys. The list does not provide a

comple

te list of all conditions that may cause CHECK CONDITION status.
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Table 12 — Example error conditions

Condition Sense key
Invalid LBA ILLEGAL REQUEST
Unsupported option requested ILLEGAL REQUEST

Logical unit reset, |_T nexus loss, or medium change

since last command from this application client UNIT ATTENTION

Logigal block provisioning threshold notification UNIT ATTENTION

Self diagnostic failed HARDWARE ERROR

Unreg¢overed error MEDIUM ERROR or HARDWARE ERROR
Recopered read error RECOVERED ERROR

Pseuflo unrecovered error MEDIUM ERROR

g;eg-:;%%rn%ther error that may be resolved by repeating ABORTED COMMAND

Attenppt to write on write protected medium DATA PROTECT

Direct gccess block devices compliant with this standard shall support'both the fixed and descriptor forfnats of
sense (ata (see SPC-4).
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Table 13 summarizes use of the sense data fields.

Table 13 — Sense data field usage for direct access block devices

Field Usage Reference
READ LONG commands 5.19 and 5.20
REASSIGN BLOCKS command 5.21
WRITE LONG commands 5.41 and 5.42

INFORMATION field @

Any command that accesses the medium, based on the
Read-Write Error Recovery mode page

4.20.3-and $.5.8

Any command that accesses the medium, based on the
Verify Error Recovery mode page

Any command that is terminated with a logical block

provisioning threshold notification 47374
COMPARE AND WRITE command 52
EXTENDED COPY command SPC-4
REASSIGN BLOCKS command 5.21
COMMAND-SPECIFIC
INFQRMATION field If rebuild assist mode is enabled (see 4.20), then any
command that accesses the mediumgbased on the 4.20.3

Read-Write Error Recovery mode page b

READ LONG commands

5.19 and §.20

ILI bit
WRITE LONG commands

5.41 and §.42

s
b If

th

e SPC-4 for a description of how the VALID-bit interacts with the INFORMATION field.

fixed format sense data is used but the value to be placed in the COMMAND-SPECIFIC INFORMATIDN
figld is greater than FFFF_FFFFh (e.g) an 8-byte LBA), then the device server shall report no value in
e INFORMATION field (see SPC-4) @nd shall report no value in the COMMAND-SPECIFIC INFORMATIPN
figld (see SPC-4).

If a comhmand attempts to access©or reference an invalid LBA, then the device server shall report the f|rst

invalid

If a rec
LBA)o
(see SH

If an un
unreco

C-4).

ered error occurred in the INFORMATION field of the sense data (see SPC-4).

4.18.2 Processing pseudo unrecovered errors

| BA (e.g., lowest numbered LBA) in the INFORMATION field of the sense data (see SPC-4).

bvered read erraf isteported, then device server shall report the last LBA (e.g., highest numbefed
N which a recovered read error occurred for the command in the INFORMATION field of the sensq data

recovered-error is reported, then the device server shall report the LBA of the logical block on which an

If a pseudo unrecovered error with correction disabled is encountered on a logical block (e.g., by a command,
a background scan, or a background self-test), then the device server shall:

a)

b)

perform no error recovery on the affected logical blocks, including any read error recovery enabled by
the Read-Write Error Recovery mode page (see 6.5.8) or the Verify Error Recovery mode page

(see 6.5.9);

perform no automatic read reassignment or automatic write reassignment for the affected logical
blocks, regardless of the settings of the AWRE bit and the ARRE bit in the Read-Write Error Recovery

mode page;

not consider errors on the affected logical blocks to be informational exception conditions as defined

in the Information Exceptions Control mode page (see 6.5.6);
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not log errors on the affected logical blocks in any log page that contain error counters (see SPC-4);

and

in any information returned for the error (e.g., in sense data or in the Background Scan Result

page (see 6.4.2)), set the sense key to MEDIUM ERROR and either:

A) should set the additional sense code to READ ERROR — LBA MARKED BAD BY APPLIC
CLIENT; or

B) may set the additional sense code to UNRECOVERABLE READ ERROR.

s log

ATION

The logical unit shall clear a pseudo unrecovered error if it processes or performs one of the following for that

LBA:

a format operation:

The log
a)

If a pse]
a backg

4.18.3

Table 1

a reassign operation;

a sanitize overwrite operation;

a sanitize block erase operation; or
a write command that is not a WRITE LONG command specifying a pseudo unrecovered erro

ical unit may clear a pseudo unrecovered error if it processes or performs one of the following

a sanitize cryptographic erase operation;
an unmap operation; or

capacity to be lower than that LBA.
ical unit shall not clear a pseudo unrecovered error if it processes one of the following for that

a read command.

round scan, or a background self-test), then the device server shall:

if enabled by the Read-Write Error Recovery mode page (see 6.5.8) or the Verify Error Recov
mode page (see 6.5.9), perform error recovery on the affected logical blocks;

perform no automatic read reassignment or automatic write reassignment for the affected logi
blocks, regardless of the settings of the*AWRE bit and the ARRE bit in the Read-Write Error Reg
mode page;
consider errors on the affected Jagical blocks to be informational exception conditions as defin
the Information Exceptions Cantrol mode page (see 6.5.6);

log errors on the affected.logical blocks in any log page that contain error counters (see SPC-
in any information returned for the error (e.g., in sense data or in the Background Scan Result
page (see 6.4.2)), setthe sense key to MEDIUM ERROR and either:
A) should set the additional sense code to READ ERROR — LBA MARKED BAD BY APPLIC

CLIENT; or
B) may set.the additional sense code to UNRECOVERABLE READ ERROR.

Block commands sense data descriptor

™.

or that

a MODE SELECT command that uses the mode parameter block déscriptor (see 6.5.2) to chamge the

| BA:

udo unrecovered error with correction enabled is encountered on a logical block (e.g., by a conjmand,

Pry

cal
overy

ed in

1); and
5 log

ATION

SPC-4

4 defines the block commands sense data descriptor used in descriptor format sense data (seef

TToTIToCvYToTUT
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Table 14 — Block commands sense data descriptor format

Bit
Byte 7 6 5 4 3 2 1 0
0 DESCRIPTOR TYPE (05h)
1 ADDITIONAL LENGTH (02h)
2 Reserved
3 Reserved ILI Reserved
The DEBCRIPTOR TYPE field and the ADDITIONAL LENGTH field are defined in SPC-4 and shall be.setto the
values ghown in table 14 for the block commands sense data descriptor.
The indorrect length indication (ILI) bit set to one indicates that:
a) | the command was a READ LONG command or WRITE LONG command with*a requested daja
length; and
b) | the requested data length in the READ LONG command or WRITE LONG command did not match
the length of the logical block.
An ILI bjt set to zero indicates that either:
a) | the command was not a READ LONG command or WRITE LONG command with a requested data
length; or
b) | the requested data length in the READ LONG command or WRITE LONG command matched the
length of the logical block.
4.18.4 User data segment referral sense data descriptor
Table 1p defines the user data segment referral sense data descriptor used in descriptor format sense data for
direct dccess block devices. The user data segment referral sense data descriptor contains descriptorp
indicatipg the user data segment(s) on the{ogical unit and the SCSI target port groups through which those
user ddta segments may be accessed (see 4.28).
Table 15 — User data segment referral sense data descriptor format
Bit
Byte 7 6 5 4 3 2 1 0
0 DESCRIPTOR TYPE (0OBh)
1 ADDITIONAL LENGTH (y -1)
2 Reserved NOT|ALL_R
3 Reserved
User data segment referral descriptor list
4
User data segment referral descriptor [first]
4+n
y-m
User data segment referral descriptor [last]
y
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The DESCRIPTOR TYPE field is defined in SPC-4 and shall be set to the value shown in table 15 for the user
data segment referral sense data descriptor.

The ADDITIONAL LENGTH field indicates the number of bytes that follow in the logical block referrals sense data
descriptor.

A not all referrals (NOT_ALL_R) bit set to zero indicates that the list of user data segment referral descriptors is
a complete list of user data segments. A NOT_ALL_R bit set to one indicates that there are more user data
segments than are able to be indicated by the user data segment referral sense data.

Each user data segment referral descriptor (see table 16) indicates information identifying:

ment th

descriptor; and
one or more SCSI target port groups through which the user data segment indicated by this degcriptor
is able to be accessed.

User data segment referral descriptors shall be listed in ascending LBA order. If a user data segment feferral
descripfor describes the last user data segment (i.e., points to the largest LBA) and the-preceding usef data
segment descriptors do not represent the complete list of user data segments, then, the'next user data

segment referral descriptor, if any, shall describe the first user data segment (i.e., the'user data segmerjts may
wrap).
Table 16 defines the user data segment referral descriptor.
Table 16 — User data segment referral descriptor format
Bit
Byte 7 6 5 4 3 2 1 0
0
Reserved
2
3 NUMBER OF TARGET PORT GROUP DESCRIPTORS
4 (MSB)
FIRST USER DATA SEGMENT LBA
11 (LisB)
12 (MSB)
LAST USER DATA SEGMENT LBA
19 (LisSB)
Target port group descriptor list
20
Target port group descriptor [first]
23
m-3
Target port group descriptor [last]
m

The NUMBER OF TARGET PORT GROUP DESCRIPTORS field indicates the number of target port group descriptors
that follow.


https://iecnorm.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017 - 75—

The FIRST USER DATA SEGMENT LBA field indicates the first LBA of the first user data segment (see 4.28)
indicated by this descriptor.

The LA

ST USER DATA SEGMENT LBA field indicates the last LBA of the last user data segment (see 4.28)

indicated by this descriptor.

The target port group descriptor (see table 17) specifies the target port group and the asymmetric access
state of the target port group (see SPC-4). The device server shall return one target port group descriptor for
each target port group in a target port asymmetric access state of active/optimized, active/non-optimized, or
transitioning. The device server may return one target port group descriptor for each target port group in a
target port asymmetric access state of unavailable.

Table 17 — Target port group descriptor

Bit
Byte 7 6 5 4 3 2 1 0

0 Reserved ASYMMETRIC\ACCESS STATE

1 Reserved

2 (MSB)

TARGET PORT GROUP

3 (4sB)

The ASYMMETRIC ACCESS STATE field (see SPC-4) contains the asymmetric access state of the user dafa

segment(s) specified by this descriptor that may be accessed. through this target port group.

The TA
issuing

4.18.5

Table 1

sense data (see SPC-4) instead of any of the following sense data descriptors:

If the d
list, the

RGET PORT GROUP field specifies a target port group(see SPC-4) that the application client useg
commands associated with the user data segments specified by this descriptor.

Direct-access block device sense data descriptor

B defines the direct-access block device,sense data descriptor, which may be used in descriptor]

information (see SPC-4);
command-specific informatién‘(see SPC-4);
sense key specific (see SBC-4);

field replaceable unit(see SPC-4); and
block commands (see 4.18.3).

bvice server includes the direct-access block device sense data descriptor in a sense data des
n it shall notinclude any of those sense data descriptors in the same sense data descriptor list

when

format

Criptor
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Table 18 — Direct-access block device sense data descriptor format

017

Byte

Bit 4 3

DESCRIPTOR TYPE (ODh)

ADDITIONAL LENGTH (1Eh)

VALID Reserved ILI Reserved

Reserved

AW IN|=~O

SKSV

Sense key specific information

[=2)

FIELD REPLACEABLE UNIT CODE

(MSB)

INFORMATION

SB)

(MSB)

COMMAND-SPECIFIC INFORMATION

(L

SB)

The DE
block d

A VALID
comma
defined

The LI

A sens

bvice sense data descriptor.

bit set to zero indicates that the INFORMATION/field is not defined in this standard or any other
nd standard. A VALID bit set to one indicates.the INFORMATION field contains valid information as
in this standard or a command standard:

bit is described in the block commands sense data descriptor (see 4.18.3).

inform

as defined by SPC-4.

The sefse key specific information is described in the sense key specific sense data descriptor (see S

The FI

SPC-4).
The INHORMATION-field is described in the information sense data descriptor (see SPC-4).

The COMMAND=SPECIFIC INFORMATION field is described in the command-specific information sense daté
descripfor/(see SPC-4). The COMMAND-SPECIFIC INFORMATION field should be ignored in sense data for
command.or operation for which the COMMAND-SPECIFIC INFORMATION field is not defined and in sense

p-key specific valid (SKsV) bit set to one indicates the sense key specific information contains v
tion as defined in SPC-4. An SKsSV bit set to zero indicates that the sense key specific informatio

D REPLACEABLEUNM CODE field is described in the field replaceable unit sense data descriptor

BCRIPTOR TYPE field is described in SPC-4, and shall/bée set as shown in table 18 for the direct-iccess

blid
n is not

PC-4).

(see

a
data

that is not related to a command or operation (e.g., pollable sense data).

4.19 Model for XOR commands

4.19.1 Model for XOR commands overview

In storage arrays, a SCSI storage array device (see SCC-2) organizes a group of direct access block devices
into objects. The type of object supported by this model is the redundancy group, where some of the logical
blocks on the direct access block devices are used for XOR-protected data and some of the logical blocks are

used fo

r check data. The check data is generated by performing a cumulative XOR operation of the
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XOR-protected data. The XOR operation may be performed by the SCSI storage array device or by the direct
access block devices.

A direct access block device containing XOR-protected data is called a data disk. A direct access block device
containing check data is called a parity disk.

Performing the XOR operation in the direct access block devices may result in a reduced number of data
transfers across a service delivery subsystem.

For example, when the XOR operation is performed within the SCSI storage array device, the following
commands are used for a typical update write sequence:

1) _aread command to the data disk;

2) | a write command to the data disk;

3) | a read command to the parity disk; and
4) | a write command to the parity disk.

The SSI storage array device also does two internal XOR operations in this sequence.

In contfast, during SCSI storage array device supervised XOR operations (see 4.19.2).0nly the followihg
operatipns are used:

a) | a write command to the data disk;
b) | a read command to the data disk; and
c) | a write command to the parity disk.

4.19.2 BCSI storage array device supervised XOR operations
4.19.2.1 SCSI storage array device supervised XOR operations overview

A SCSI storage array device (see SCC-2) supervises three‘basic operations that require XOR functionality:

a) | update write operation (see 4.19.2.2);
b) | regenerate operation (see 4.19.2.3); and
c) | rebuild operation (see 4.19.2.4).

Command sequences for each of these operations use the device servers in the direct access block devices
to perfgrm the necessary XOR functions.

XDWRI|TEREAD commands (see 5.47-and 5.48) and XPWRITE commands (see 5.49 and 5.50) are rgquired
to implgment SCSI storage array.device supervised XOR operations. The SCSI storage array device glso
uses READ commands and WRITE commands for certain operations.

4.19.2.2 Update write operation

The upflate write operation writes new XOR-protected data to a data disk and updates the check datajon the
parity disk. The seguénce performed by the SCSI storage array device (see SCC-2) is as follows:

1) | send<an. XDWRITEREAD command to the data disk with the Data-Out Buffer containing the npw

XOR-protected data; and

2) | send an XPWRITE command to the parity disk with the Data-Out Buffer for this command conjtaining
the logical block data from the Data-In Buffer of the XDWRITEREAD command.

4.19.2.3 Regenerate operation

The regenerate operation is used to recreate one or more logical blocks that have an error. This is
accomplished by reading the associated logical block from each of the other direct access block devices
within the redundancy group and performing an XOR operation on each of these logical blocks. The last XOR
result is the data that should have been present on the unreadable direct access block device. The number of
steps is dependent on the number of direct access block devices in the redundancy group, but the sequence
performed by the SCSI storage array device (see SCC-2) is as follows:

1) send a READ command to the first direct access block device;
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2) send an XDWRITEREAD command with the DISABLE WRITE bit set to one to the next direct access
block device using the logical block data from the Data-In Buffer of the previous command as the
logical block data in the Data-Out Buffer for this command; and

3) repeat step 2) until all direct access block devices in the redundancy group except the failed device
have been accessed. The logical block data in the Data-In Buffer for the last command is the
regenerated data.

4.19.2.4 Rebuild operation

The rebuild operation is similar to the regenerate operation, except that the last XOR result is written to the
replacement device. This function is used when a failed device is replaced and the SCSI storage array device
(see SCC-2) is writing the rebuilt data to the replacement device. The number of steps is dependent\oh the
number of direct access block devices in the redundancy group, but the sequence performed bythe SCSI
storagq array device (see SCC-2) is as follows:

1) | perform the regenerate operation (see 4.19.2.3); and
2) | send a WRITE command to the replacement device using the regenerated data.

rray subsystem considerations

4.19.3.1 Array subsystem considerations overview

This supclause lists considerations that apply to any array subsystem and describes how use of the XDR
commands may affect handling of those situations.

4.19.3.2 Access to an inconsistent stripe

is a set of corresponding extents from two or maore ‘direct access block devices.

When the SCSI storage array device (see SCC-2) issues an update write to a data disk, the data in the data
disk hap been updated when successful status is retdrned for the command. Until the parity disk has Qeen

updatedl the associated stripe in the redundancy greup is not consistent (i.e., performing an XOR opergtion on
the XOR-protected data does not produce thescheck data).

The S{SI storage array device shall keep.track of this window of inconsistency and ensure that a reggnerate
or rebulld operation for any data extent within the stripe is not attempted until after the parity disk has been
updatedl, making the stripe consistent,again. For multi-initiator systems, tracking the updates may be ore
complex because each SCSI stafage array device is required to ensure that a second SCSI storage afray
device [s not writing to a stripe that the first SCSI storage array device is regenerating or rebuilding. The
coordination between SCSlsstorage array devices is system specific and is beyond the scope of this standard.

If a deviice server terminates any of the XOR commands with CHECK CONDITION status and an
unrecoyered error is.indicated, then an inconsistent stripe may result. It is the SCSI storage array device'’s
responsibility to identify the failing device, identify the scope of the failure, and then to limit access to the
inconsigtent stripe! The recovery procedures that the SCSI storage array device implements are outsigle the
scope ¢f this'standard.

4.20 Rebuild assist mode

4.20.1 Rebuild assist mode overview

The rebuild assist mode provides a method for a SCSI storage array device (see SCC-2) to read recovered
logical blocks from a failed logical unit in a storage array instead of rebuilding the logical blocks from other
logical units in the storage array. This mode allows the failed logical unit to report logical blocks that are
unreadable without requiring the SCSI storage array device to read every LBA in the failed logical unit to
determine the unrecovered logical blocks. The SCSI storage array device then copies the logical blocks
recovered from the failed logical unit to a replacement logical unit and only rebuilds the failed logical blocks.
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Enabling the rebuild assist mode:

The sel

may cause the device server to initiate a self test to identify the scope of failures, if any;

modifies READ command recovery behavior by the device server based on the setting of the RARC bit
(see 4.20.3 and 5.11); and

may cause sense data to be returned by the device server that indicates the location of multiple failing
logical blocks on read commands and write commands.

f-test operations performed by the device server while rebuild assist mode is enabled may result in

detection of failed physical elements. A predicted unrecovered error is an unrecovered error that is the result
of an attempt by the device server to access an LBA associated with a failed physical element. An

unpredi nrecover [TOr iS an unrecover rror that is the result of Vi rver an LBA
that is ot associated with a failed physical element.
4.20.2 Enabling rebuild assist mode
An application client should enable rebuild assist mode after the application client determines that a repuild is
requirefl. The application client enables the rebuild assist mode by setting the ENABLEDbIt to one and $etting
the DISABLED PHYSICAL ELEMENT field to all zeros in the Rebuild Assist Output diagndstic page (see 6.3]3).
If a SEIND DIAGNOSTIC command requests the enabling of the rebuild assist mode, then the device server:
1) | shall enable the rebuild assist mode;
2) | may perform a diagnostic test of the physical elements contained,within the logical unit; and
3) | should disable any physical elements that are not functional if’a diagnostic test of the physical
elements is performed.
The application client may verify that rebuild assist mode is enabled by verifying that the ENABLED bit i$ set to

one in fhe Rebuild Assist Input diagnostic page (see 6.3.2),

4.20.3
4.20.3.

After re
logical
process

The rel
errors t
unreco

4.20.3.

If a dey
affect p

If rebui
and thsg

sing the rebuild assist mode
| Using rebuild assist mode overview

build assist mode is enabled, the application client should issue read commands to read the aJailable
block data from the failed logical unit:'If the device server does not detect an unrecovered errof while
5ing a read command, then the device server should complete the read command without errof.

uild assist mode allows the.device server to report unrecovered read errors or unrecovered wrjte
hat are either predicted (ive/, predicted unrecovered errors) or unpredicted (i.e., unpredicted
ered errors).

P Unpredicted unrecovered read error

ice server teeeives a read command with the RARC bit set to one, then rebuild assist mode shajl not
rocessing.of the read command.

d assist mode is enabled and a device server receives a read command with the RARC bit set tp zero
device server detects an unpredicted unrecovered error that is not a pseudo unrecovered read error

(see 4.18.2), then the device server:

1)
2)

shall perform limited read recovery that is vendor specific;

shall transfer the data for all recovered logical blocks, if any, from the logical block referenced by the
starting LBA of the failed read command up to the first unrecovered logical block (i.e., the lowest
numbered LBA) to the Data-in Buffer;

shall terminate the command with CHECK CONDITION status with the sense key set to MEDIUM
ERROR, the additional sense code set to UNRECOVERED READ ERROR, and report the LBA
referencing the unrecovered logical block in the INFORMATION field (see SPC-4); and

may use this failure in a vendor specific manner to predict other logical blocks that may be
unrecovered.
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If the application client receives sense data with the sense key set to MEDIUM ERROR, the additional sense
code set to UNRECOVERED READ ERROR, and the INFORMATION field indicating a valid LBA (see SPC-4),
then the application client should issue the next read command with the starting LBA set to the contents of the
INFORMATION field plus one.

4.20.3.3 Predicted unrecovered read error

If the device server receives a read command with the RARC bit set to one, then rebuild assist mode shall not
affect the processing of the read command.

If rebuild assist mode is enabled and the device server receives a read command with the RARC bit set to zero,

and the

1)
2)

3)

If the a
sense (
then th
COMMA
should

4.20.3.

If rebui
procesg
status
report t

field (s¢e SPC-4).

4.20.3.

If rebui
proces;

devite Server detects a predictedunrecovered error, thermthe device Server.

shall perform limited read recovery that is vendor specific;
shall transfer the data for all recovered logical blocks, if any, from the logical block referenced
starting LBA of the failed read command up to the first predicted unrecovered LBA-(i.e.; the lo
numbered LBA) to the Data-in Buffer; and
shall terminate the read command with CHECK CONDITION status with the sense key set to
ABORTED COMMAND, the additional sense code set to MULTIPLE READ'ERRORS, and:
A) report the following value in the INFORMATION field (see SPC-4):

a) the LBA referencing the first unrecovered logical block (i.e., the lowest numbered LBA

and

B) report the following value in the COMMAND-SPECIFIC INFORMATION field (see SPC-4):

a) the LBA referencing the last unrecovered logical block (i.e., the highest numbered LE

sequence of contiguous unrecovered logical blocks that started with the LBA indicate
INFORMATION field.

bplication client receives sense data with the sense key set to ABORTED COMMAND, the add
ode set to MULTIPLE READ ERRORS, and the.INFORMATION field indicating a valid LBA (see S
e application client should issue the next read.command with the starting LBA set to the content
ND-SPECIFIC INFORMATION field plus one to continue recovering data from the logical unit. This p
be repeated until all of the LBAs have been scanned.

i Unpredicted unrecovered write error
5ing a write command, then the device server shall terminate the command with CHECK CONL
vith the sense key set to MEDIUM ERROR, the additional sense code set to WRITE ERROR,
he LBA referencing thefirst logical block (i.e., the lowest numbered LBA) in error in the INFORM
b Predicted,unrecovered write error

d assist-mode is enabled and the device server detects a predicted unrecovered error while
ing 'a write command, then the device server:

d assist mode is enabled and the device server detects an unpredicted unrecovered error whil¢

by the
vest

BA) in a
d in the

tional

PC-4),
5 of the
rocess

ITION
nd
TION

1)
2)
3)

Hransfors-the-write-datafrom-the-Data-Out Buffer;
wHer;

writes the transferred data up to the logical block referenced by the failing LBA; and
shall terminate the write command with CHECK CONDITION status with the sense key set to
ABORTED COMMAND, the additional sense code set to MULTIPLE WRITE ERRORS, and:
A) report the following value in the INFORMATION field (see SPC-4):

a) the LBA referencing the first logical block (i.e., the lowest numbered LBA) in error;

and

B) report the following value in the COMMAND-SPECIFIC INFORMATION field (see SPC-4):

a) the LBA referencing the last logical block (i.e., the highest numbered LBA) in error in a
sequence of contiguous logical blocks that started with the LBA indicated in the INFORMATION

field.
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If the application client receives sense data with the sense key set to ABORTED COMMAND, the additional
sense code set to MULTIPLE WRITE ERRORS, and the INFORMATION field indicating a valid LBA (see
SPC-4), then the application client should issue the next write command with the starting LBA set to the
contents of the COMMAND-SPECIFIC INFORMATION field plus one to continue writing to the logical unit.

4.20.4 Disabling the rebuild assist mode

Rebuild assist mode shall be disabled after a power on.

Rebuild assist mode shall not be affected by a hard reset, an |_T nexus loss, or any task management
functions (see SAM-5).

The application client disables rebuild assist mode by setting the ENABLED bit to zero in the RebuildAssist
Outputidiagnostic page (see 6.3.3).

4.20.5 Testing rebuild assist mode

The Repuild Assist Output diagnostic page (see 6.3.3) provides a method to test the application client
rebuild jprocess.

[

An application client places a logical unit into a simulated failing condition by setting the ENABLED bit td one
and setfting one or more bits in the DISABLED PHYSICAL ELEMENT field to one jin‘the Rebuild Assist Outpd
diagnostic page.

=3

Each bit in the DISABLED PHYSICAL ELEMENT field represents a physicalelement that is associated with g group
of LBA$ that are treated as having predicted unrecovered read errors* The correlation of bits in the DIJABLED
PHYSICAL ELEMENT field to LBAs in the logical unit is vendor specific!

An application client ends a test by disabling the rebuild assist, mode (see 4.20.4).

4.21 START STOP UNIT and power conditions

4.21.1 BTART STOP UNIT and power conditions overview

The STIART STOP UNIT command (see 5/25) allows an application client to control the power conditign of a
logical pinit. This method includes specifying that the logical unit transition to a specific power condition.

In addition to the START STOP UNIT command, the power condition of a logical unit may be controlled by the
Power Condition mode page (see SPC-4). If both the START STOP UNIT command and the Power Cgndition
mode gage methods are being used to control the power condition of the same logical unit, then the ppwer
conditign specified by any~START STOP UNIT command shall override the Power Condition mode page's
power ¢ontrol.

4.21.2 Processing'of concurrent START STOP UNIT commands

If a START,STOP UNIT command is being processed by the device server, and a subsequent START|STOP
UNIT cpmmand for which the CDB is validated requests that the logical unit change to a different powgr
condition than was specified by the START STOP UNIT command being processed, then the device server
shall terminate the subsequent START STOP UNIT command with CHECK CONDITION status with the
sense key set to NOT READY and the additional sense code set to LOGICAL UNIT NOT READY, START
STOP UNIT COMMAND IN PROGRESS.

The constraints on concurrent START STOP UNIT commands apply only to commands that have the IMMED
bit set to zero. The effects of concurrent power condition changes requested by START STOP UNIT
commands with the IMMED bit set to one are vendor specific.
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4.21.3 Managing logical block access commands during a change to the active power condition

Applica

tion clients may minimize the return of BUSY status or TASK SET FULL status during a change to the

active power condition by:

a)
b)

polling the power condition using the REQUEST SENSE command (see SPC-4); or
sending a START STOP UNIT command with the IMMED bit set to zero and the START bit set to one
and waiting for GOOD status to be returned.

4.21.4 Stopped power condition

In addif

SPC-4,

While in the stopped power condition:

a)

b)

c)

d)

No pow
of a se

4.21.5
4.21.5.

The SS
START]

dg

- , . . . thed in
this stand

the device server shall terminate TEST UNIT READY commands and logical block access commands
with CHECK CONDITION status with the sense key set to NOT READY and the.additional sehse
code set to LOGICAL UNIT NOT READY, INITIALIZING COMMAND REQUIRED;
the power consumed by the SCSI target device while in the stopped power_ condition should be less
than the power consumed when the logical unit is in the active power condition or any of the igle
power conditions (e.g., for direct access block devices that have a rotating medium, the mediym is
stopped in the stopped power condition);
the peak power consumption during a change from the stopped power condition to the active power
condition or an idle power condition is not limited by this standard; and
the peak power consumption during a change from the stepped power condition to a standby power
condition shall be no more than the typical peak power_.econsumption in the active power condition.

er condition defined in this standard shall affect the{supply of any power required for proper opgration
vice delivery subsystem.

START STOP UNIT and power condition state machine

| START STOP UNIT and power condition state machine overview
U_PC (START STOP UNIT and,power condition) state machine for logical units implementing the
STOP UNIT command descrikles the:

logical unit power states(and transitions resulting from specifications in the START STOP UNI
command;

settings in the Power:\Condition mode page (see SPC-4); and
the processing ef\commands.

DTE 4 - The. SSU'_PC state machine is an enhanced version of the PC (power condition) state machine
pscribed in-SPC-4.
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The SSU_PC state machine consists of the states shown in table 19.

Table 19 — Summary of states in the SSU_PC state machine

State Reference PC state machine state with additional
definition (see SPC-4)
SSU_PCO0:Powered_On?@ 4.215.2 PCO:Powered_On
SSU_PC1:Active 42153 PC1:Active
SSU_PC2:ldle 42154 PC2:1dle
SSU_PC3:Standby 42155 PC3:Standby
SSU_PC4:Active_Wait 42156 PC4:Active_Wait
SSU_PC5:Wait_lIdle 42157 PC5:Wait_ldle
SSU_PC6:Wait_Standby 421538 PC6:Wait_Standby
SSU_PC7:ldle_Wait 42159 n/a
SSU_PC8:Stopped 4.21.5.10 nfa
SSU_PC9:Standby_Wait 4.21.5.11 n/a
SSU_PC10:Wait_Stopped 4.21.512 n/a
8 SSU_PCO0:Powered_On is the initial state.

While in

conditign:
a) | SSU_PC4:Active_Wait;

b) | SSU_PC7:ldle_Wait; and
c) | SSU_PC9:Standby_Wait.

t

he following SSU_PC states, the logical unit may.be increasing power usage to enter a highef power

While in the following SSU_PC states, thelogical unit may be decreasing power usage to enter a lower power

conditign:

a) | SSU_PC5:Wait_Idle;
b) | SSU_PC6:Wait_Standby;and
c) | SSU_PC10:Wait_Stopped.

Any co

require

The SJU_PC._state machine shall start in the SSU_PCO0:Powered_On state after power on. The SSU |

state

state afterpower on by a mechanism outside the scope of this standard.

mand causing @ state machine transition (e.g., a START STOP UNIT command with the IMMEL bit set
to zero) shall not complete with GOOD status until this state machine reaches the state (i.e., power condition)

or specified-by the command.

chihe shall be configured to transition to the SSU_PC4:Active_Wait state or the SSU_PC8:St

PC
bpped

This state machine references timers controlled by the Power Condition mode page (see SPC-4) and refers to
the START STOP UNIT command (see 5.25).
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Figure 12 describes the SSU_PC state machine.

SSU_PCO: SSU_PCS8:
Powered_On? Stopped”
-
| N
SSU_PC9: SSU_PC3:

Standby_Wait" Standby ?

SSU_PC4:
Active_Wait? ‘
<—J < >
SSU_PC1:
h > Active * SSU_PC10:

] RO
Wait_Stopped®
—> _\
-
_ SSU_PC7;
Wait_Standby
—_’
41 -
—————————————
4>
SSU_PC6: SSU_PC2: SSU_PCS5:
Wait_Idle ? Ide ? Idle_Wait®
_/ <_/
> «— 1V
-
-
=
-
>
- J

2 This state or transition is also described in SPC -4, but may have additional characteristics
unique to this standard (e.g., a transition to or from a state described in this standard).
® This state or transition is described in this standard.

Figure 12 — SSU_PC state machine
4.21.5.2 SSU_PCO0:Powered_On state
4.21.5.2.1 SSU_PCO0:Powered_On state description

See the PCO:Powered_On state in SPC-4 for details about this state.
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4.21.5.2.2 Transition SSU_PCO0:Powered_On to SSU_PC4:Active_Wait

This transition shall occur if:

a) the logical unit is ready to begin power on initialization; and
b) the logical unit has been configured to transition to the SSU_PC4:Active_Wait state.

The transition shall include a Transitioning From Powered On argument.
4.21.5.2.3 Transition SSU_PCO0:Powered_On to SSU_PC8:Stopped

This transition shall occur if;

a) | the logical unit has been configured to transition to the SSU_PC8:Stopped state.

The trapsition shall include a Transitioning From Powered On argument.
4.21.5.3 SSU_PC1:Active state

4.21.5.8.1 SSU_PC1:Active state description

See thg PC1:Active state in SPC-4 for details about this state.
4.21.5.8.2 Transition SSU_PC1:Active to SSU_PC5:Wait_ldle

This trgnsition shall occur if:

a) | the device server processes a START STOP UNIT comimand (see 5.25) with the POWER CONOITION
field set to 2h (i.e., IDLE); or
b) | an idle condition timer (see SPC-4) is enabled, and‘that timer has expired.

The trahsition shall include a:

a) | Transitioning To Idle_a argument, if:

A) the highest priority timer that expired is the idle_a condition timer; or

B) the START STOP UNIT command’being processed has the POWER CONDITION MODIFIER fi¢ld set
to Oh (i.e., idle_a power condition);

b) [ Transitioning To Idle_b argument;if:

A) the highest priority timerthat expired is the idle_b condition timer; or

B) the START STOP UNIJFcommand being processed has the POWER CONDITION MODIFIER fi¢ld set
to 1h (i.e., idle_b _power condition);

or

c¢) | TransitioningJo-ldle_c argument, if:

A) the highest priority timer that expired is the idle_c condition timer; or

B) theSTART STOP UNIT command being processed has the POWER CONDITION MODIFIER fi¢ld set
te-2h(i.e., idle_c power condition).

4.21.5.8.3 Fransition SSU_PC1:Active to SSU_PC6:Wait_Standby

This transition shall occur if:

a) the device server processes a START STOP UNIT command (see 5.25) with the POWER CONDITION
field set to 3h (i.e., STANDBY); or
b) a standby condition timer (see SPC-4) is enabled and that timer has expired.

The transition shall include a:

a) Transitioning To Standby_z argument, if:
A) the highest priority timer that expired is the standby_z condition timer; or
B) the START STOP UNIT command being processed has the POWER CONDITION MODIFIER field set
to Oh (i.e., standby_z power condition);
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or

Transitioning To Standby_y argument, if:
A) the highest priority timer that expired is the standby_y condition timer; or

017

B) the START STOP UNIT command being processed has the POWER CONDITION MODIFIER field set

to 1h (i.e., standby_y power condition).

4.21.5.3.4 Transition SSU_PC1:Active to SSU_PC10:Wait_Stopped

This transition shall occur if:

a)

the device server processes a START STOP UNIT command (see 5.25) with the START bit set

O zero

4.21.5.
4.21.5.
See thg
4.21.5.

This trd

The tra

a)
b)

4.21.5.

This trd

a)

and the POWER CONDITION field set to Oh (i.e., START_VALID).
i SSU_PC2:ldle state

1.1 SSU_PC2:ldle state description

PC2:ldle state in SPC-4 for details about this state.

1.2 Transition SSU_PC2:ldle to SSU_PC4:Active_Wait

nsition shall occur if:

the device server processes a START STOP UNIT command{see 5.25) with the START bit set
and the POWER CONDITION field set to Oh (i.e., START_VALID);

to one

the device server processes a START STOP UNIT comimand with the POWER CONDITION field s¢t to 1h

(i.e., ACTIVE); or
the device server processes a command that requifes the logical unit to be in the SSU_PC1:A
state to continue processing that command.

hsition shall include a:
Transitioning From Idle argument; and
Transitioning From Idle_c argument.ifdhe current power condition is the idle_c power conditio

1.3 Transition SSU_PC2:ldle to'SSU_PC5:Wait_lIdle

nsition shall occur if:

the following occur;

A) an idle conditionrtimer is enabled and that idle condition timer has expired; and

B) the priority of that idle condition timer is greater than the priority of the idle condition timer
associated with the current idle power condition (see SPC-4);

or

the device server processes a START STOP UNIT command (see 5.25) with the POWER COND
fieldset to 2h (i.e., IDLE) and the POWER CONDITION MODIFIER field set to a value that specifies {

ctive

.

ITION
hat the

loaicealunit trancition to-a lowar idla nawar condition
O gicat-dHHttaRSitioR—toaowWweriat W-et—-corRaitioh-

TpPoYWwoTT

The transition shall include a:

a)

Transitioning To Idle_b argument, if:
A) the highest priority timer that expired is the idle_b condition timer; or

B) the START STOP UNIT command being processed has the POWER CONDITION MODIFIER field set

to 1h (i.e., idle_b power condition);
or

Transitioning To Idle_c argument, if:
A) the highest priority timer that expired is the idle_c condition timer; or

B) the START STOP UNIT command being processed has the POWER CONDITION MODIFIER field set

to 2h (i.e., idle_c power condition).
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4.21.5.4.4 Transition SSU_PC2:ldle to SSU_PC6:Wait_Standby

This transition shall occur if:

a) the device server processes a START STOP UNIT command (see 5.25) with the POWER CONDITION
field set to 3h (i.e., STANDBY); or
b) a standby condition timer is enabled and that timer has expired.

The transition shall include a:

a) Transitioning To Standby_z argument, if:
A) the highest priority timer that expired is the standby_z condition timer; or

B the START - STOPUNIT command being processed s the POWER CONDITION MODTFIERfield set

to Oh (i.e., standby_z power condition);
or

b) [ Transitioning To Standby_y argument, if:

A) the highest priority timer that expired is the standby_y condition timer; or

B) the START STOP UNIT command being processed has the POWER CONDITION MODIFIER fi¢ld set
to 1h (i.e., standby_y power condition).

4.21.5.4.5 Transition SSU_PC2:Idle to SSU_PC7:Idle_Wait

This trgnsition shall occur if:

a) | the device server processes a START STOP UNIT command\(see 5.25) with the POWER CONOITION
field set to 2h (i.e., IDLE) and the POWER CONDITION MODIFIER field set to a value that specifies that the
logical unit transition to a higher idle power condition:

The trapsition shall include Transitioning From Idle argument and a:

a) | Transitioning To Idle_a argument, if the START.STOP UNIT command being processed has the
POWER CONDITION MODIFIER field set to Oh.(i.&/, idle_a power condition); or
b) | Transitioning To Idle_b argument, if the START STOP UNIT command being processed has the
POWER CONDITION MODIFIER field set te:h (i.e., idle_b power condition).
4.21.5.4.6 Transition SSU_PC2:ldle to. SSU_PC10:Wait_Stopped

This trgnsition shall occur if:

a) | the device server processes a START STOP UNIT command (see 5.25) with the START bit set fo zero
and the POWER CONBITION field set to Oh (i.e., START_VALID).

4.21.5.9 SSU_PC3:Standby state
4.21.5.9.1 SSUPC3:Standby state description

See the PC3:Standby state in SPC-4 for details about this state.

4.21.5.5.2 Transition SSU_PC3:Standby to SSU_PC4:Active_Wait

This transition shall occur if:

a) the device server processes a START STOP UNIT command (see 5.25) with the START bit set to one
and the POWER CONDITION field set to Oh (i.e., START_VALID);

b) the device server processes a START STOP UNIT command with the POWER CONDITION field set to 1h
(i.e., ACTIVE); or

c) the device server processes a command that requires the logical unit to be in the SSU_PC1:Active
state to continue processing that command.

The transition shall include a Transitioning From Standby argument.
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4.21.5.5.3 Transition SSU_PC3:Standby to SSU_PC6:Wait_Standby

This transition shall occur if:

a) the following occur:
A) the standby_z condition timer is enabled and that timer expires; and
B) the priority of that standby condition timer is greater than the priority of the standby condition timer
associated with the current standby power condition (see SPC-4);

or

b) the device server processes a START STOP UNIT command with the POWER CONDITION field set to 3h

(e, STANDB Y and the POWER CONDITION MODTFIER fietd Settoa vatue that specifies that thetlogical

unit transition to a lower standby power condition.

The trapsition shall include Transitioning To Standby_z argument.
4.21.5.9.4 Transition SSU_PC3:Standby to SSU_PC7:Idle_Wait

This trgnsition shall occur if:

a) | the device server processes a START STOP UNIT command (see 5.25) with the POWER CONOITION
field set to 2h (i.e., IDLE); or

b) | the device server processes a command and determines that the.dévice server is capable of
continuing the processing of that command, when the logical uhit)is in the SSU_PC2:1dle statg.

The trapsition shall include a Transitioning From Standby argument. and a:

a) | Transitioning To Idle_a argument, if:

A) the device server processes a command and determines that the device server is capablg of
continuing the processing of that command, when the logical unit is in the idle_a power condition;
or

B) the device server processes a START SEOP UNIT command with the POWER CONDITION MPDIFIER
field set to Oh (i.e., idle_a power condition);

b) [ Transitioning To Idle_b argument, if:

A) the device server processes a command and determines that the device server is capablg of
continuing the processing of that command, when the logical unit is in the idle_b power condition;
or

B) the device server processes a START STOP UNIT command with the POWER CONDITION MPDIFIER
field set to 1h (i.e., idle;b power condition);

or

c) | Transitioning To-ldle_c argument, if:

A) the device server processes a command and determines that the device server is capablg of
continuing the processing of that command, when the logical unit is in the idle_c power condition;
or

B) thedevice server processes a START STOP UNIT command with the POWER CONDITION MPDIFIER
field set to 2h (i.e., idle_c power condition).

4.21.5.5.5 Transition SSU_PC3:Standby to SSU_PC9:Standby_Wait

This transition shall occur if:

a) the device server processes a START STOP UNIT command (see 5.25) with the POWER CONDITION
field set to 3h (i.e., STANDBY) and the POWER CONDITION MODIFIER field set to a value that specifies
that the logical unit transition to a higher standby power condition.

The transition shall include a Transitioning To Standby_y argument.
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4.21.5.5.6 Transition SSU_PC3:Standby to SSU_PC10:Wait_Stopped

This transition shall occur if:

a) the device server processes a START STOP UNIT command (see 5.25) with the START bit set to zero
and the POWER CONDITION field set to Oh (i.e., START_VALID).

4.21.5.6 SSU_PC4:Active_Wait state

4.21.5.6.1 SSU_PC4:Active_Wait state description

While irthis—state:

a) | each idle condition timer that is enabled and not expired is running;

b) | each standby condition timer that is enabled and not expired is running;
c) | the device server shall provide power management pollable sense data (see SPC-4)with the gense
key set to NO SENSE and the additional sense code set to LOGICAL UNIT TRANSITIONING TO
ANOTHER POWER CONDITION; and
d) | the logical unit is performing the operations required for it to be in the SSU/PC1:Active state (e.g., a
disk drive spins up its medium).

If this sfate was entered with a Transitioning From Idle argument, then:

a) |the device server is capable of processing and completing the satme commands, except START
STOP UNIT commands with the IMMED bit set to zero (see 5.25);"that the device server is ablg to
process and complete while in the SSU_PC2:ldle state;
b) | the peak power consumed in this state shall be no more than the typical peak power consumed in the
SSU_PC1:Active state; and

c) |if:

A) this state was entered with a Transitioning From Idle_c argument; and

B) the ccF IDLE field in the Power Condition mode page (see SPC-4) is set to 10b (i.e., enabl

D
o
-—

then the device server shall terminate any‘command, except a START STOP UNIT command| that
requires the logical unit be in the SSU_RC1:Active state to continue processing, with CHECK
CONDITION status, with the sense key set to NOT READY and the additional sense code sefto
LOGICAL UNIT IS IN PROCESS.OF BECOMING READY.

If this sfate was entered with a Transitioning From Standby argument, then:

a) | the device server is capable of processing and completing the same commands, except START
STOP UNIT commands with the IMMED bit set to zero, that the device server is able to process and
complete while in the\SSU_PC3:Standby state;

b) | the peak power.censumption in this state is not limited by this standard; and
c) | if the cCF STANDBY field in the Power Condition mode page (see SPC-4) is set to 10b (i.e., engbled),
then the deyice server shall terminate any command, except a START STOP UNIT command| that
requires the logical unit be in the SSU_PC1:Active state or SSU_PC2:ldle state to continue
processing, with CHECK CONDITION status, with the sense key set to NOT READY and the
additional sense code set to LOGICAL UNIT IS IN PROCESS OF BECOMING READY.

a) the device server is capable of processing and completing the same commands, except START
STOP UNIT commands with the IMMED bit set to zero, that the device server is able to process and
complete while in the SSU_PC8:Stopped state;

b) the peak power consumption in this state is not limited by this standard; and

c) if the ccF sTOPPED field in the Power Condition mode page (see SPC-4) is set to 10b (i.e., enabled),
then the device server shall terminate any TEST UNIT READY command or medium access
command, with CHECK CONDITION status, with the sense key set to NOT READY and the
additional sense code set to LOGICAL UNIT IS IN PROCESS OF BECOMING READY.
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If this state was entered with a Transitioning From Powered On argument, then:

a) the device server is capable of processing and completing the same commands, except START
STOP UNIT commands with the IMMED bit set to zero or TEST UNIT READY command, that the
device server is able to process and complete while in the SSU_PC8:Stopped state;

b) the peak power consumption in this state is not limited by this standard; and

c) the device server shall terminate any TEST UNIT READY command or medium access command
with CHECK CONDITION status with the sense key set to NOT READY and the additional sense
code set to LOGICAL UNIT IS IN PROCESS OF BECOMING READY.

If an idle condition timer or a standby condition timer is enabled and expires, then that timer is ignored in this
state.

4.21.5.6.2 Transition SSU_PC4:Active_Wait to SSU_PC1:Active

See thg PC4:Active_Wait to PC1:Active transition in SPC-4 for details about this transition,
4.21.5.f SSU_PC5:Wait_ldle state

4.21.5.Y.1 SSU_PC5:Wait_lIdle state description

See thg PC5:Wait_Idle state in SPC-4 for details about this state.

4.21.5.7.2 Transition SSU_PC5:Wait_ldle to SSU_PC2:ldle

See thg PC5:Wait_Idle to PC2:Idle transition in SPC-4 for details about this transition.
4.21.5.8 SSU_PC6:Wait_Standby state

4.21.5.8.1 SSU_PC6:Wait_Standby state description

See thg PC6:Wait_Standby state in SPC-4 for details about this state.

4.21.5.8.2 Transition SSU_PC6:Wait_Standby to SSU_PC3:Standby

See thg PC6:Wait_Standby to PC3:Standby transition in SPC-4 for details about this transition.
4.21.5.9 SSU_PCT7:Idle_Wait state

4.21.5.9.1 SSU_PCT7:Idle”Wait state description

While i this state:

a) | each idle~condition timer that is enabled and not expired is running;

b) | eachsstandby condition timer that is enabled and not expired is running;

c) | the'device server shall provide power management pollable sense data (see SPC-4) with the gense

key’set to NO SENSE and the additional sense code set to LOGICAL UNIT TRANSITIONING TO

ANOTHER POWER CONDITION; and

d) thelogical unit is performing the operations required for it to be in the SSU_PC2:Idle state (e.g., a disk
drive spins up its medium).

If this state was entered with a Transitioning From Idle argument, then:

a) the device server is capable of processing and completing the same commands, except START
STOP UNIT commands with the IMMED bit set to zero (see 5.25), that the device server is able to
process and complete while in the SSU_PC2:ldle state; and

b) the peak power consumed in this state shall be no more than the typical peak power consumed in the
SSU_PC1:Active state.
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If this state was entered with a Transitioning From Standby argument, then:

a) the device server is capable of processing and completing the same commands, except START
STOP UNIT commands with the IMMED bit set to zero, that the device server is able to process and
complete while in the SSU_PC3:Standby state;

b) the peak power consumption in this state is not limited by this standard; and

c) the cCF STANDBY field in the Power Condition mode page (see SPC-4) is set to 10b (i.e., enabled),
then the device server shall terminate any command, except a START STOP UNIT command, that
requires the logical unit be in the SSU_PC1:Active state or SSU_PC2:ldle state to continue
processing, with CHECK CONDITION status, with the sense key set to NOT READY and the
additional sense code set to LOGICAL UNIT IS IN PROCESS OF BECOMING READY.

If this sfate was entered with a Transitioning From Stopped argument, then:

a) | the device server is capable of processing and completing the same commands, except:START
STOP UNIT commands with the IMMED bit set to zero, that the device server is able to process and
complete while in the SSU_PC8:Stopped state;

b) | the peak power consumption in this state is not limited by this standard; and
c) | if the ccF sTOPPED field in the Power Condition mode page (see SPC-4) is sét to 10b (i.e., engbled),
then the device server shall terminate any TEST UNIT READY commandiorrmedium access
command, with CHECK CONDITION status, with the sense key set to NOT READY and the
additional sense code set to LOGICAL UNIT IS IN PROCESS OF BECOMING READY.

If an idle condition timer or a standby condition timer is enabled and expires, then that timer is ignored|in this
state.

4.21.5.9.2 Transition SSU_PC7:ldle_Wait to SSU_PC2:Idle

This trgnsition shall occur when the logical unit meets the requirements for being in the:

a) | idle_a power condition, if this state was entered with a Transitioning To Idle_a argument;
b) [idle_b power condition, if this state was entered with a Transitioning To Idle_b argument; or
c¢) |idle_c power condition, if this state was entered with a Transitioning To Idle_c argument.

4.21.5.10 SSU_PC8:Stopped state
4.21.5.10.1 SSU_PC8:Stopped state description

While i this state:

a) | the logical unit is in_the stopped power condition (see 4.21.4);

b) | the idle conditiongtimers and the standby condition timers are disabled;

c) | the device serverjshall provide power management pollable sense data (see SPC-4); and
d) |the device server shall terminate each medium access command or TEST UNIT READY command
(see SPC<4)-as described in 4.21.4.

4.21.5.10.2Transition SSU_PC8:Stopped to SSU_PC4:Active_Wait

This trdnsitien-shal-occurit

a) the device server processes a START STOP UNIT command (see 5.25) with the START bit set to one
and the POWER CONDITION field set to Oh (i.e., START_VALID); or

b) the device server processes a START STOP UNIT command with the POWER CONDITION field set to 1h
(i.e., ACTIVE).

The transition shall include a Transitioning From Stopped argument.
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4.21.5.10.3 Transition SSU_PC8:Stopped to SSU_PC7:Idle_Wait

This transition shall occur if:

a) the device server processes a START STOP UNIT command (see 5.25) with the POWER CONDITION
field set to 2h (i.e., IDLE).

The transition shall include a Transitioning From Stopped argument and a:

a) Transitioning To Idle_a argument, if the START STOP UNIT command being processed has the
POWER CONDITION MODIFIER field set to Oh (i.e., idle_a power condition);

b) Transitioning To Idle_b argument, if the START STOP UNIT command being processed has the

POWER CONDITION MODIFIER fletdsetto (e, Tdte _bpower condition);or

c¢) | Transitioning To Idle_c argument, if the START STOP UNIT command being processed has the

POWER CONDITION MODIFIER field set to 2h (i.e., idle_c power condition).

4.21.5.10.4 Transition SSU_PC8:Stopped to SSU_PC9:Standby_Wait

This trgnsition shall occur if:

a) | the device server processes a START STOP UNIT command (see 5.25).with the POWER CONOITION
field set to STANDBY.

The trapsition shall include a Transitioning From Stopped argument and a:

a) | Transitioning To Standby_z argument, if the START STOP UNIT~command being processed hias the
POWER CONDITION MODIFIER field set to Oh (i.e., standby_z power condition); or
b) | Transitioning To Standby_y argument, if the START STOR.UNIT command being processed has the
POWER CONDITION MODIFIER field set to 1h (i.e., standbyy power condition).

4.21.5.11 SSU_PC9:Standby_Wait state
4.21.5.11.1 SSU_PC9:Standby_Wait state description

While i this state:

a) |the device server shall provide power management pollable sense data (see SPC-4) with the ense
key set to NO SENSE and the additional sense code set to LOGICAL UNIT TRANSITIONING TO

ANOTHER POWER CONDITJON;
b) | the peak power consumed,in this state shall be no more than the typical peak power consumed in the
SSU_PC1:Active state; and
c) | the logical unit is performing the operations required for it to be in the SSU_PC3:Standby statq ((e.g.,
a direct access,block device is activating circuitry).

If this sfate was entered with a Transitioning From Standby argument, then the device server is capable of
processing and completing the same commands, except START STOP UNIT commands with the IMMED bit
set to zero (see'5.25), that the device server is able to process and complete in the SSU_PC3:Standby state.

If this sfate was entered with a Transitioning From Stopped argument, then:

STOP UNIT commands with the IMMED bit set to zero, that the device server is able to process and
complete while in the SSU_PC8:Stopped state; and
b) if the ccF sTOPPED field in the Power Condition mode page (see SPC-4) is set to 10b (i.e., enabled),
then the device server shall terminate any TEST UNIT READY command or medium access
command, with CHECK CONDITION status, with the sense key set to NOT READY and the
additional sense code set to LOGICAL UNIT IS IN PROCESS OF BECOMING READY.

4.21.5.11.2 Transition SSU_PC9:Standby_Wait to SSU_PC3:Standby

This transition shall occur when the logical unit meets the requirements for being in the:

a) standby_y power condition, if this state was entered with a Transitioning To Standby_y argument; or
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b)

standby_z power condition, if this state was entered with a Transitioning To Standby z argument.

4.21.5.12 SSU_PC10:Wait_Stopped state

4.21.5.12.1 SSU_PC10:Wait_Stopped state description

While in this state:

a)

4.21.5.

This trd

a)

422 F

4.22.1

The prq
betwee
checke
retaine
device
effect o

Suppor

SPC-4).

If the lo
Discon
service

false efrors when logical blocks are transmitted out of order.

Protect

the device server shall provide power management pollable sense data (see SPC-4) with the sense

key set to NO SENSE and the additional sense code set to LOGICAL UNIT TRANSITIONING
ANOTHER POWER CONDITION;

STOP UNIT commands with the IMMED bit set to zero (see 5.25), that the device server is able
process and complete in the SSU_PC8:Stopped state;

the logical unit is performing the operations required for it to be in the SSU_PC8:Stopped statg
a disk drive spins down its medium); and

the device server shall terminate any TEST UNIT READY command or medium aecess comn
with CHECK CONDITION status with the sense key set to NOT READY and’the additional se
code set to LOGICAL UNIT NOT READY, INITIALIZING COMMAND REQUIRED.

12.2 Transition SSU_PC10:Wait_Stopped to SSU_PC8:Stopped

nsition shall occur when:

the logical unit meets the requirements for being in the SSU_PC8:Stopped state.

rotection information model

Protection information overview

h a sender and a receiver. Protectiontifformation is generated at the application layer and mayj
H by any object associated with the\|_T_L nexus (see SAM-5). Once received, protection inform
i (e.g., written to the medium, stored in non-volatile memory, or recalculated on read back) by
server until overwritten. Powéploss, hard reset, logical unit reset, and |_T nexus loss shall hav
n the retention of protection information.

t for protection information shall be indicated in the PROTECT bit in the standard INQUIRY data

gical unit is formatted with protection information, and the EMDP bit is set to one in the
nect-Reconnect mode page (see SPC-4), then checking of the logical block reference tag withi
delivery(subsystem without accounting for modified data pointers and data alignments may ca

ofhdnformation is also referred to as the data integrity field (DIF).

thedevice Server s capabte of processing and compteting the sarme commands, except START

TO

to

P (e.g.,

and
hse

tection information model provides for protection of user data while user data is being transferfed

be
ation is
he

no

see

N a
lise

4.22.2 Protection types

4.22.2.1 Protection types overview

The content of protection information is dependent on the type of protection to which a logical unit has been
formatted.

The type of protection supported by the logical unit shall be indicated in the sPT field in the Extended INQUIRY
Data VPD page (see SPC-4). The current protection type shall be indicated in the P_TYPE field in the READ
CAPACITY (16) parameter data (see 5.16.2).
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An application client may format the logical unit to a specific type of protection using the FMTPINFO field and

the PROTECTION FIELD USAGE field in the FORMAT UNIT command (see 5.3).

An application client may format the logical unit to place protection information at intervals other than on
logical block boundaries using the PROTECTION INTERVAL EXPONENT field in the FORMAT UNIT command.

A medium access command is processed in a different manner by a device server depending on the type of

protection in effect. When used in relation to types of protection, the term “medium access command”
defined as any one of the following commands:

a) COMPARE AND WRITE;
b) ORWRITE (16);

is

)

c) TORWRITE(32];

d) [ READ (10);

e) | READ (12);

f) | READ (16);

g) | READ (32);

h) | VERIFY (10);

i) | VERIFY (12):

i) |VERIFY (16):

k) | VERIFY (32):

) [WRITE (10);

m)| WRITE (12);

n) | WRITE (16);

) [ WRITE (32);

) | WRITE AND VERIFY (10);
) 12);
16);
32);

WRITE AND VERIFY
r) | WRITE AND VERIFY
s) | WRITE AND VERIFY
t) [WRITE SAME (10);
u) | WRITE SAME (16);
v) | WRITE SAME (32);
w) | XDWRITEREAD (10); and
x) | XDWRITEREAD (32).

~ o~~~

4.22.2.2 Type 0 protection

Type 0 [protection defines no protection over that which is defined within the transport protocol.

A logical unit that has been férmatted with protection information disabled (see 5.2) or a logical unit that does

termlnated by the device server W|th CHECK CONDITION status with the sense key set to ILLEGAL
REQUEST and the additional sense code set to INVALID COMMAND OPERATION CODE:

a) READ (32);

) VERIFY (32);

c) WRITE (32);

d) WRITE AND VERIFY (32); and
) WRITE SAME (32).

he
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4.22.2.

Type 1

a)
b)
c)

If type

3 Type 1 protection

protection:

defines the content of each LOGICAL BLOCK GUARD field;
does not define the content of any LOGICAL BLOCK APPLICATION TAG field; and
defines the content of each LOGICAL BLOCK REFERENCE TAG field.

1 protection is enabled, then the following medium access commands are invalid and shall be

terminated by the device server with CHECK CONDITION status with the sense key set to ILLEGAL
REQUEST and the additional sense code set to INVALID COMMAND OPERATION CODE:

a)
b)
c)
d)
e)

For val

READT(32];

VERIFY (32);

WRITE (32);

WRITE AND VERIFY (32); and
WRITE SAME (32).

or the QRPROTECT field is set to:

a)

b)

4.22.2.

Type 2

a)
b)
c)

If type 1
ORPROT
be term
REQUE

a)
b)
c)
d)
e)
f)

9)
h)
i)

zero, the Data-In Buffer and/or Data-Out Buffer associated with those commands shall consis
logical block data containing only user data; or

a non-zero value, the Data-In Buffer and/or Data-Out Buffer shall\consist of logical block data
containing both user data and protection information.

L Type 2 protection

protection:

defines the content of each LOGICAL BLOCK GUARD:field;
does not define the content of any LOGICAL BLOCK APPLICATION TAG field; and

BLOCK REFERENCE TAG field.

P protection is enabled and the RDPROFECT field, the WRPROTECT field, the VRPROTECT field, or t

FST and the additional senseccode set to INVALID COMMAND OPERATION CODE:

COMPARE AND WRITE;
ORWRITE (16);
ORWRITE (32);

READ (10);

READ (12);

READ (16):
VERIFY.(10);

VERIEY (12);

VERIFY (16);

)
k)
1)
m)
n)
0)
p)
q)
r

s)

(10)-
LWRITE-(40):

d medium access commands in which the RDPROTECT field, the WRPROTECT field; the VRPROTE(QT field,

of

defines, except for the first logical block addréssed by the command, the content of each LOGICAL

he

ECT field is set to a non-zero value, then the following medium access commands are invalid ard shall
inated by the device server with" CHECK CONDITION status with the sense key set to ILLEGAL

WRITE (12);

WRITE (16);

WRITE AND VERIFY (10);
WRITE AND VERIFY (12);
WRITE AND VERIFY (16);
WRITE SAME (10);
WRITE SAME (16);
XDWRITEREAD (10); and
XDWRITEREAD (32).
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For valid medium access commands in which the RDPROTECT field, the WRPROTECT field, the VRPROTECT field,
or the ORPROTECT field is set to:

a)

b)

zero, the Data-In Buffer and/or Data-Out Buffer associated with those commands shall consist of

logical block data containing only user data; or
a non-zero value, the Data-In Buffer and/or Data-Out Buffer shall consist of logical block data
containing both user data and protection information.

4.22.2.5 Type 3 protection

Type 3

protection:

a)
b)
c)

If type

termingted by the device server with CHECK CONDITION status with the sense key set to/ILLEGAL

REQUE

a)
b)
c)
d)
e)
For val
or the

a)

b)

4.22.3

Table 2
interval
UNIT ¢

defines the content of each LOGICAL BLOCK GUARD field;
does not define the content of any LOGICAL BLOCK APPLICATION TAG field; and
does not define the content of any LOGICAL BLOCK REFERENCE TAG field.

B protection is enabled, then the following medium access commands are invalid and shall be

FST and the additional sense code set to INVALID COMMAND OPERATION, CODE:

READ (32);

VERIFY (32);

WRITE (32);

WRITE AND VERIFY (32); and
WRITE SAME (32).

RPROTECT field is set to:

zero, the Data-In Buffer and/or Data-Out Buffer assgciated with those commands shall consis
logical block data containing only user data; or

a non-zero value, the Data-In Buffer and/or Data<Out Buffer shall consist of logical block data
containing both user data and protection information.

Protection information format

bmmand (see 5.3.2.2))

Table 20 — Logical block data format with a single protection information interval

d medium access commands in which the RDPROTECT field;-the WRPROTECT field, the VRPROTE(QT field,

of

D defines the placement of protection information in a logical block with a single protection infomation
(i.e., the PROTECTION INTERVALEXPONENT field is set to zero in the parameter list header for a FQRMAT

Bit| 4 6 5 4 3 2 1

USER DATA

(MSB)

LOGICAL BLOCK GUARD

1 (LSB)

2 (MSB)

LOGICAL BLOCK APPLICATION TAG

3 (LSB)

4 (MSB)

LOGICAL BLOCK REFERENCE TAG

7 (LSB)
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Table 21 shows an example of the placement of protection information in a logical block with more than one
protection information interval (i.e., the PROTECTION INTERVAL EXPONENT field is set to a non-zero value in the
parameter list header for a FORMAT UNIT command (see 5.3.2.2)).

Table 21 — An example of the logical block data for a logical block with more than one protection

information interval

Bit
Byte 7 5 4 3 2 0

0

USER DATA ([first]
n-fl

n (MSB)

LOGICAL BLOCK GUARD [first]

n +|[1 (4sB)
n +[2 (MSB)

LOGICAL BLOCK APPLICATION TAG [first]
n+|3 (4sB)
n +|4 (MSB)

LOGICAL BLOCK REFERENCETAG [first]
n +|7 (4sB)
n+|8

USER DATA [second]
m -|1

m (MSB)

LOGICAKBLOCK GUARD [second]
m +1 (usB)
m +2 MSB
( ) LOGIGAL BLOCK APPLICATION TAG [second]

m+3 (usB)
m +H4 (MSB)

LOGICAL BLOCK REFERENCE TAG [second]
m+H7 (4sB)

USER DATA [last]
z-l

z (MSB)

LOGICAL BLOCK GUARD [last]

z+4 <SB)
z+2 (MSB)

LOGICAL BLOCK APPLICATION TAG [last] —_—
z+3 (LSB)
z+4 (MSB)

LOGICAL BLOCK REFERENCE TAG [last]
z+7 (LSB)

Each USER DATA field shall contain user data.

Each LOGICAL BLOCK GUARD field contains a CRC (see 4.22.4). Only the contents of the USER DATA field

immediately preceding THE LOGICAL BLOCK GUARD field (i.e., the user data between the preceding logical block
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reference tag, if any, and the current logical block guard) shall be used to generate and check the CRC
contained in the LOGICAL BLOCK GUARD field.

Each LOGICAL BLOCK APPLICATION TAG field is set by the application client. If the device server detects a:

LOGICAL BLOCK APPLICATION TAG field set to FFFFh and type 1 protection (see 4.22.2.3) is enabled;
LOGICAL BLOCK APPLICATION TAG field set to FFFFh and type 2 protection (see 4.22.2.4) is enabled; or

LOGICAL BLOCK APPLICATION TAG field set to FFFFh, LOGICAL BLOCK REFERENCE TAG field set to
FFFF_FFFFh, and type 3 protection (see 4.22.2.5) is enabled,

then the device server disables checking of all protection information for the associated protection information
interval when performing a read operation. Otherwise, if the ATMPE bit in the Control mode page (see SPC-4)

IS:

a)

b)

The LO
Control
shall nd

The co
contain

The firg
Buffer s

Tab

set to one, then the logical block application tags are defined by the Application Tag mode pag
(see 6.5.3); or
set to zero, then the logical block application tags are not defined by this standard,

5ICAL BLOCK APPLICATION TAG field may be modified by a device server if the ATO-bit is set to zer
mode page (see SPC-4). If the ATO bit is set to one in the Control mode page,\then the device
t modify the LOGICAL BLOCK APPLICATION TAG field.

htents of a LOGICAL BLOCK APPLICATION TAG field shall not be used to generate or check the CR
ed in the LOGICAL BLOCK GUARD field.

t LOGICAL BLOCK REFERENCE TAG field of the first logical block in the ‘Data-In Buffer and/or Data-
hall contain the value specified in table 22.

e 22 — Content of the first LOGICAL BLOCK REFERENCE TAG field for the first logical block in
Data-In Buffer and/or-Data-Out Buffer

e

b in the
server

Out

the

Prote

Content of the first LOGICAL BLOCK REFERENCE TAG field for the first logical b

tion Type in the Data-In Buffer and/or.-Data-Out Buffer

ock

T

pr
(see

pe 1@
ptection
4.22.2.3)

The least significant four bytes of the LBA contained in the LOGICAL BLOCK ADDRH
field of the CDB.

Type ?
(see

protection

4.22.2.4) The value in'the EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field of the CDE

Type 3
(see

Not defined in this standard. If the ATO bit is set to zero in the Control mode page
SPC-4), then this field may be modified by the device server. If the ATO bit is set t
in the Control mode page, then the device server shall not modify this field.

protection
4.22.2.5)

(see
D one

a Th

e length of\the protection information interval is equal to the logical block length (see 5.3.2).
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Subsequent LOGICAL BLOCK REFERENCE TAG fields for a logical block in the Data-In Buffer and/or Data-Out
Buffer shall be set as specified in table 23.

Table 23 — Content of subsequent LOGICAL BLOCK REFERENCE TAG fields for a logical block in the Data-In
Buffer and/or Data-Out Buffer

The content of subsequent LOGICAL BLOCK REFERENCE TAG fields in the Data-In

Protection Type | g, tter and/or Data-Out Buffer

TI - I 0 I I mm. T ;
LOGICAL BLOCK REFERENCE TAG field is FFFF_FFFFh, then the contents of the
subsequent LOGICAL BLOCK REFERENCE TAG field is 0000_0000h.

(se¢ 4.22.2.4)

Not defined in this standard. If the ATO bit is set to zero in the Control|mode page
(see SPC-4), then this field may be modified by the device server. Jfthe ATO bit is set
to one in the Control mode page, then the device server shall hiot'modify this figld.

Type [3 protection
(se¢ 4.22.2.5)

The cohtents of a LOGICAL BLOCK REFERENCE TAG field shall not be used to generate or check the CRG
containged in the LOGICAL BLOCK GUARD field.
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4.22.4 Logical block guard
4.22.4.1 Logical block guard overview

A LOGICAL BLOCK GUARD field shall contain a CRC that is generated from the contents of only the USER DATA
field immediately preceding the LOGICAL BLOCK GUARD field.

Table 24 defines the CRC polynomials used to generate the logical block guard from the contents of the USER
DATA field.

Table 24 — CRC polynomials

Function | Definition

A polynomial representing the transmitted USER DATA field, which is covered.by,the CRC| For
Fo) the purposes of the CRC, the coefficient of the highest order term shall be.byte zero bit sg¢ven

of the USER DATA field and the coefficient of the lowest order term shall’be-bit zero of the|last
byte of the USER DATA field.

F(x) A polynomial representing the received USER DATA field.

The generator polynomial:
G(x) G(x) = x 18+ xT+ x4+ x%+ 58+ x7 + x5+ x* + x2 + x + 1
(i.e., in finite field notation G(x) = 1_8BB7h)

R(K) The remainder polynomial calculated during CRC géneration by the transmitter, representing
the transmitted LOGICAL BLOCK GUARD field.

R'(x) A polynomial representing the received LOGICAL BLOCK GUARD field.

The remainder polynomial calculated dufing CRC checking by the receiver.

RB{) RB(x) = 0 indicates no error was detected.

RC{x) The remainder polynomial calculated during CRC checking by the receiver.
RC(x) = 0 indicates no error was’detected.

QA(x) The quotient polynomial calculated during CRC generation by the transmitter. The valug of
QA(x) is not used.

QB(x) The quotient polynomial calculated during CRC checking by the receiver. The value of QB(x)
is not used.

Qc(x) The quotient'pelynomial calculated during CRC checking by the receiver. The value of QC(x)
is not used.

M) A polynomial representing the transmitted USER DATA field followed by the transmitted
LQGIGAL BLOCK GUARD field.

M (k) A polynomial representing the received USER DATA field followed by the received LOGICAL

BLOCK GUARD field.

4.22.4.2 CRC generation

The equations that are used to generate the CRC from F(x) are as follows. All arithmetic is modulo 2.

The transmitter shall calculate the CRC by appending 16 zeros to F(x) and dividing by G(x) to obtain the
remainder R(x):

gx16 xF(Xx)) _ RX)
G(x) QA * 55

R(x) is the CRC value, and is transmitted in the LOGICAL BLOCK GUARD field.
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M(x) is the polynomial representing the USER DATA field followed by the LOGICAL BLOCK GUARD field (i.e., F(x)
followed by R(x)):

M(x

) = (x16 x F(x)) + R(x)

4.22.4.3 CRC checking

M’(x) (i.e., the polynomial representing the received USER DATA field followed by the received LOGICAL BLOCK
GUARD field) may differ from M(x) (i.e., the polynomial representing the transmitted USER DATA field followed by

the tran

smitted LOGICAL BLOCK GUARD field) if there are transmission errors.

. , Ly . , s
The regeiver may check M (v) \lalmhfy hy Qppanrhng 16 zaros-to E (v) and rlnlmllng hy f‘(v) and companng the

calcula

In the 4

The red
to zero

In the 4

ed remainder RB(x) to the received CRC value R’(x):

A xF'(x)) _ QB(x) + RBX)

G(x) G(x)
bsence of errors in F’(x) and R’(x), the remainder RB(x) is equal to R’(x).

eiver may check M’(x) validity by dividing M’(x) by G(x) and comparing the calculated remainde

M'(x) _ RC(x)
G0 - TG

bsence of errors in F’(x) and R’(x), the remainder RC(x) is equal to zero.

Both methods of checking M’(x) validity are mathematically equivalent.

4.22.4.4 CRC test cases

Severa

CRC test cases are shown in table 25.

Tablée’25 — CRC test cases

Pattern CRC

32 bytes eachrset'to 00h 0000h
32 bytes each set to FFh A293h
32 bytes of an incrementing pattern from 00h to 1Fh 0224h
2 bytes each set to FFh followed by 30 bytes set to 00h 21B8h
82 bytes of a decrementing pattern from FFh to EOh AOB7h

4.22.5 rpplication of protection information

Before an application client transmits or receives logical block data with protection information, the app

client:

determines if a logical unit supports protection information using the INQUIRY command (see
PROTECT bit in the standard INQUIRY data in SPC-4);
if protection information is supported, then determines if the logical unit is formatted to accept

RC(x)

ication

the

protection information using the READ CAPACITY (16) command (e.g., see the PROT_EN bit and the

P_TYPE field in the returned parameter data (see 5.16.2)); and

if the logical unit supports protection information and is not formatted to accept protection information,

then formats the logical unit (see 5.3) with protection information enabled.
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If the logical unit supports protection information and is formatted to accept protection information, then the
application client may use read commands that support protection information and should use verify
commands and write commands that support protection information.

4.22.6 Protection information and commands

The enabling of protection information enables fields in medium access commands that instruct the device
server on the handling of protection information. The detailed definitions of each command’s protection
information fields are in the individual command descriptions.

The commands that are affected while protection information is enabled are listed in table 31.

Commands that cause a device server to return the length in bytes of each logical block (e.g., the MOPE
SENSH (10) command and the READ CAPACITY (16) command) shall cause the device serverdo retlirn the
combingd length of the USER DATA field(s) contained in the logical block, not including the length) of any
protection information (i.e., the LOGICAL BLOCK GUARD field(s), the LOGICAL BLOCK APPLICATION TAG field(s), and
the LOGICAL BLOCK REFERENCE TAG field(s)) (e.g., if the user data plus the protection inforfmation is equpl to
520 bytes and there is one protection information interval, then 512 is returned).

4.23 Grouping function

informgtion about commands with the same group value are collected.into the specified group). The ddfinition
of the dttributes and the groups is outside the scope of this standard: Groups are identified with the GRoupP
NUMBER field in the CDBs of certain commands (e.g., the PREFETCH (10) command (see 5.8)).

Support for the grouping function is indicated in the GROUPSSUP bit in the Extended INQUIRY Data VPD page
(see SPC-4).

The collection of this information is outside the scope’of this standard (e.g., the information may not be
transmitted using any SCSI protocols).

A grouging function is a function that collects information about attributés.associated with commands (i.e.,

EXAMPLE - In a SCSI domain in which two applieations are using a subsystem where one application streams data and
anotherjaccesses data randomly, if:

a) | the streaming application groups alhof its commands with one group number (e.g., x); and

b) | the random application groups all‘of its commands with another group number (e.g., y),
then thel applications use those group nimbers (e.g., x and y) to collect separate performance metrics for each
applicatfon.

A manggement application.then reads the performance metrics and determines if the performance of a
specifid group is acceptable’

4.24 Background scan operations

4.24.1 Background scan overview

A background scan operation is either a background pre-scan operation (see 4.24.2) or a background
medium scan operation (see 4.24.3).

During a background scan operation, the device server performs read medium operations for the purpose of:

a) identifying logical blocks that are difficult to read (i.e., recoverable) or unreadable (i.e.,
unrecoverable);

b) logging problems encountered during the background scan operation; and

c) when allowed, taking a vendor specific action to repair recoverable logical blocks or perform
automatic read reallocation of recoverable logical blocks.

During a background scan operation, if a read medium operation encounters a recovered error (i.e., a logical
block is readable but requires extra actions (e.g., retries or application of a correction algorithm) to be read),
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then the device server may resolve the problem using vendor specific means. The value of the ARRE bit in the
Read-Write Error Recovery mode page (see 6.5.8) determines whether or not the device server performs
automatic read reassignment.

During a background scan operation, if a read medium operation encounters an unrecovered error (i.e., a
logical block is unreadable), then the device server may mark the logical block unrecoverable. The value of
the AWRE bit in the Read-Write Error Recovery mode page (see 6.5.8) determines whether or not the device
server performs automatic write reassignment. If the AWRE bit is set to one, then the device server performs
automatic write reassignment at the start of the next write medium operation accessing that logical block.

During a background scan operation, the device server:

a)
b)
c)
d)
4.24.2
4.24.2.

A back
1)
2)
3)

TTTay scar the fogicat biocks many order (€.g., based o physicatbtock tayout;

should not retain any data from logical blocks in cache memory after the logical blocks are.reg
shall ignore pseudo unrecovered errors with correction disabled (see 4.18.2); and

shall process pseudo unrecovered errors with correction enabled.

Background pre-scan operations
| Enabling background pre-scan operations

jround pre-scan operation is enabled after:

the EN_Ps bit in the Background Control mode page (see 6.5.4)is'set to zero:
the EN_PS bit is set to one; and
the SCSI device is power cycled if;
A) the s_L_FuULL bit in the Background Control mode page’is:
a) setto zero; or
b) set to one and the Background Scan log_parameters in the Background Scan Res
page (see 6.4.2) are not all used;

and
B) the saved value of the EN_PS bit is set\{o one.
background pre-scan operation is enabled, the device server shall:

initialize the Background Pre-scan) Time Limit timer to the time specified in the BACKGROUND PR
TIME LIMIT field in the Background Control mode page and start the timer;

initialize the Background Medium Scan Interval timer to the time specified in the BACKGROUND
SCAN INTERVAL TIME field‘in' the Background Control mode page and start the timer; and

begin the background.pre-scan operation (i.e., begin scanning the medium).

P Suspending and resuming background pre-scan operations

jround pre<sean operation shall be suspended when any of the following occurs:

a command or task management function is processed that requires the background pre-scarn
operation to be suspended;
a.SCSIl event (e.g., a hard reset) (see SAM-5) is processed that requires the background pre-

Lits log

F-SCAN

WEDIUM

5Can

operation to be suspended;
a power condition timer expires (see the Power Condition mode page in SPC-4), and the
PM_BG_PRECEDENCE field in the Power Condition mode page is set to 10b; or

the s_L_FULL bit in the Background Control mode page (see 6.5.4) is set to one, and the Background

Scan log parameters in the Background Scan Results log page (see 6.4.2) are all used.

If a command is received that requires a background pre-scan operation to be suspended, then the following

should

occur within the time specified in the MAXIMUM TIME TO SUSPEND BACKGROUND SCAN field in the

Background Control mode page:

a)
b)

the logical unit suspends the background medium scan operation; and
the device server begins processing the command.
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If a background pre-scan operation is suspended, then the device server shall not stop:

a) the Background Pre-scan Time Limit timer;

b) the Background Medium Scan Interval timer; and

c) any process that results in an event that causes a background function to occur (e.g., not stop any
timers or counters associated with background functions).

While a background pre-scan operation is suspended and not halted (see 4.24.3.2), the device server shall
convert each write operation accessing a logical block that has not been scanned during the background
pre-scan operation into a write medium operation followed by a verify medium operation in order to verify that
the logical block data just written was read back without error. If a write medium operation accesses a logical
block that has already been scanned during the background pre-scan operation, then the device server shall
not perform the additional verify medium operation.

A background pre-scan operation shall be resumed from where the operation was suspended when:

a) |there are no commands in any task set to be processed;
b) | there are no task management functions to be processed;
c) | there are no SCSI events to be processed;

d) | no ACA condition exists;

e) |the PM_BG_PRECEDENCE field in the Power Condition mode page is set tg 10b (see SPC-4), byt no
power condition timer defined in the Power Condition mode page has-expired;
f) |[the s_L_FuLL bit in the Background Control mode page is set to zero; or the Background Mediim
Scan log parameters in the Background Scan Results log page are'not all used;
g) |the logical unit has been idle for the time specified in the MINIMOM-IDLE TIME BEFORE BACKGROUND SCAN
field in the Background Control mode page; and

h) | the background pre-scan operation has not been halted (see 4.24.3.2).

4.24.2.8 Halting background pre-scan operations

The deyice server shall halt a background pre-scan operation if any of the following occurs:

a) |the background pre-scan operation compléfes scanning all logical blocks on the medium;
b) | an application client sets the EN_PS bit to, zero in the Background Control mode page (see 6.5|4);
c) | the Background Pre-scan Time Limittimer expires;

d) | the device server detects a fatal grror;

e) | the device server detects a vendor specific pattern of errors;

f) |the device server detects a medium formatted without a PLIST (see 4.13); or
g) |the device server detects temperature out of range.

After a packground pre-scan‘eperation has been halted, the device server shall not enable a backgroynd
operatipn until the conditions:in 4.24.2.1 are met.

4.24.3 Background.medium scan
4.24.3.1 Enabling background medium scan operations

Backgrpufid,medium scan operations are enabled if:

a) a background pre-scan operation (see 4.24.2) is not in progress;
b) the s_L_FULL bit in the Background Control mode page (see 6.5.4) is:
A) setto zero; or
B) set to one and the Background Scan log parameters in the Background Scan Results log page
(see 6.4.2) are not all used;

and
c) the EN_BMS bit in the Background Control mode page is set to one.

If background medium scan operations are enabled, then the device server shall begin a background medium
scan operation (i.e., begin scanning the medium) when:

a) the Background Medium Scan Interval timer has expired; and
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b) the logical unit has been idle for the time specified in the MINIMUM IDLE TIME BEFORE BACKGROUND SCAN
field in the Background Control mode page.

After power on, if background pre-scan operations are not enabled (see 4.24.2.1), then the device server shall
set the Background Medium Scan Interval timer to zero (i.e., expired).

Whenever a background medium scan operation begins, the device server shall set the Background Medium
Scan Interval timer to the time specified in the BACKGROUND MEDIUM SCAN INTERVAL TIME field in the
Background Control mode page and start the timer.

4.24.3.2 Suspending and resuming background medium scan operations

The lodical unit shall suspend a background medium scan operation if any of the following occurs:

a) | a command or task management function is processed that requires the background mediumfscan
operation to be suspended;
b) | a SCSI event (e.g., a hard reset) (see SAM-5) is processed that requires the background medium
scan operation to be suspended;

c) | a power condition timer expires (see the Power Condition mode page in SPC+4); and the
PM_BG_PRECEDENCE field in the Power Condition mode page is set to 10b;

d) [the s_L_FuLL bit in the Background Control mode page (see 6.5.4) is set to one, and the Background
Scan log parameters in the Background Scan Results log page (see 6.4.2) are all used; or
e) | an application client sets the EN_BMS bit in the Background Controlmode page to zero.

If a compmand is received that requires a background medium scan operation to be suspended, then the
followinlg should occur within the time specified in the MAXIMUM TIME(TOSUSPEND BACKGROUND SCAN fieldl in the
Backgrpund Control mode page:

a) | the logical unit suspends the background medium s¢an operation; and
b) | and the device server begins processing the command.

If a bagkground pre-scan operation is suspended, ther\the device server shall not stop:

a) |the Background Medium Scan Interval timer; and
b) | any process that results in an event that\causes a background function to occur (e.g., not stod any
timers or counters associated with background functions).

The lodical unit shall resume a suspendedbackground medium scan operation from where the operatipn was
suspended when:

a) |there are no commandsin,any task set to be processed;
b) | there are no task management functions to be processed;
c) | there are no SCS| events to be processed;

d) |the PM_BG_PREGEDENCE field in the Power Condition mode page is set to 10b (see SPC-4), byt no
power condition-timer defined in the Power Condition mode page has expired;
e) |the s_L_FuLEbit in the Background Control mode page is set to zero, or the Background Medium
Scan logparameters in the Background Scan Results log page are not all used;
f) [the EN=BMS bit in the Background Control mode page is set to one; and

g) |the'logical unit has been idle for the time specified in the MINIMUM IDLE TIME BEFORE BACKGROUND SCAN
field in the Background Control mode page.

4.24.3.3 Halting background medium scan operations

The device server shall halt background medium scan operations if any of the following occurs:

a) the background medium scan operation completes scanning all logical blocks on the medium;
b) the device server detects a fatal error;

c) the device server detects a vendor specific pattern of errors;

d) the device server detects a medium formatted without a PLIST (see 4.13); or

e) the device server detects temperature out of range.

After background medium scan operations have been halted, the device server shall not enable a
background medium scan operation until the conditions in 4.24.3.1 are met.
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4.24.4 Interpreting the logged background scan results

An application client may:

a) poll the Background Scan Results log page (see 6.4.2) to get information about background pre-scan
and background medium scan activity; or

b) use the EBACKERR bit and the MRIE field in the Informational Exceptions Control mode page
(see 6.5.6) to select a method of indicating that a medium error was detected.

If the EBACKERR bit is set to one and a medium error was detected, then the device server shall return the
following additional sense codes using the method defined by the value in the MRIE field:

a) during

a background pre-scan operation; or
b) [ WARNING - BACKGROUND MEDIUM SCAN DETECTED MEDIUM ERROR, if the failtire ocgurs
during a background medium scan operation.

The Bagckground Scan Status log parameter (see 6.4.2.2) in the Background Scan ResultsJog page
(see 6.4.2) indicates:

a) | whether or not a background scan operation is active or halted;
b) | the number of background scan operations that have been performed onthe medium; and
c) | the progress of a background scan operation, if active.

This information may be used by an application client to monitor the bagkground scan operations and jshould
be used by an application client after notification via an informational €xception (see 6.5.6).

The Background Scan Results log parameters (see 6.4.2.3), if any;in the Background Scan Results log page
describge the LBA and the reassignment status of each logical block that generated recovered errors of
unrecoyered errors during the background scan’s read meditum operations.

After an application client analyzes the Background Scan.Results log parameters and has completed dctions,
if any, tp repair any of the indicated LBAs, the application client may delete all Background Scan Results
paramdters by issuing a LOG SELECT command.(eq., with the PCR bit set to one in the CDB or with the PC
field sef to 11b and the PARAMETER LIST LENGTH field set to zero in the CDB) (see SPC-4).

A background medium scan operation may gentinue to run during log page accesses. To ensure that the
values |n the Background Scan Results log page do not change during a sequence of accesses, the
applicagion client:

1) | sets the EN_BMS bit to zero.in-the Background Control mode page in order to suspend the backpground
medium scan operation;

2) | reads the Background Scan Results log page with a LOG SENSE command;
3) | processes the Background Scan Results log page;

4) | deletes the Background Scan Results log page entries with the LOG SELECT command (e.g.| with
the PCR bit set\to one in the CDB); and

5) | sets the EN~BMS bit to one in the Background Control mode page in order to re-enable the
background scan operation.

4.25 Association between commands and CbCS permission bits

Table 26 defines the CbCS permissions required for each command defined in this standard. The permissions
shown in table 26 are defined in the PERMISSIONS BIT MASK field in the CbCS capability descriptor in a CbCS
extension descriptor (see SPC-4). This standard does not define any permissions specific to block
commands.
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Table 26 — Associations between commands and CbCS permissions

Command

Permissions bit mask bits 2

DATA READ

DATA WRITE

PARM READ

PARM WRITE

PHY ACC

COMPARE AND WRITE

1

FORMAT UNIT

1

GET

OR

RITE (16) / (32)

POP

ULATE TOKEN

PRE-

FETCH (10) / (16)

PRE
RE

ENT ALLOW MEDIUM
MOVAL

REAIL

D (10) / (12) / (16) / (32)

REAIL

D CAPACITY (10) / (16)

REAIL

D DEFECT DATA (10) / (12)

REAIL

D LONG (10) / (16)

REAS

bSIGN BLOCKS

RECE
INF

FIVE ROD TOKEN
DRMATION

See SPC-4

REP(

DRT REFERRALS

STAR

T STOP UNIT

SYN(

CHRONIZE CACHE (10) / (16)

UNM

AP

VERIFY (10)/ (12) / (16) / (32)

WRIT

E (10)/ (12) / (16) / (32)

WRIT
(16

E AND VERIFY (10)(12) /
/(32)

WRIT

E LONG (10):A(16)

WRIT

E SAME (10) / (16) / (32)

WRIT

E USING TOKEN

XDW

[TEREAD (10) / (32)

XPWRITE (10) / (32)

a8 A device server shall only process a command shown in this table as specified by the cDs field of an
extended CDB (see SPC-4) that contains a CbCS capability descriptor when all of the bits marked with
a “1”in the row for that command are set to one in the PERMISSIONS BIT MASK field in that descriptor. The
permissions bits represented by the empty cells in a row are ignored. If a device server receives a
command specified by the cDB field of an extended CDB that does not contain the CbCS capability
descriptor with all of the bits set to one as defined in this table, then the device server shall terminate
the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the
additional sense code set to INVALID FIELD IN PARAMETER LIST.
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4.26 Deferred microcode activation

After receiving a FORMAT UNIT command (see 5.3) or a START STOP UNIT command (see 5.25), a device
server shall, prior to processing the command, activate any deferred microcode that has been downloaded as
a result of a WRITE BUFFER command with the MODE field set to OEh (see SPC-4).

4.27 Model for uninterrupted sequences on LBA ranges

Direct g
perforn

ed on a specified range of LBAs. The uninterrupted sequence requirements are described in't
The un|nterrupted sequences do not impact the processing of commands that access logical bloeks. o
than thpse specified in the command requiring an uninterrupted sequence. The task attribute (see”SA

1-5)

controls interactions between multiple commands. Commands with uninterrupted sequences’on LBA flanges

are shgwn in table 27.

Table 27 — Commands that require uninterrupted sequences

blocks in the range specified by the command that
requires an uninterrupted sequence of actions while
performing the write operations specified in the
uninterrupted sequence of actions.

Command Consistency enforcement Reference
ORWRITE (16) 4 by
ORWRITE (32) The device server shall not perform<any operations requested T
XDWRITEREAD (10) by any other command in the task set on logical blocks in the
XDWRITEREAD (32) range specified by the commandithat requires an 547
uninterrupted sequence of actions while performing the
XPWRITE (10) specified uninterrupted séquence of actions. 5ho
XPWRITE (32) ’
The device server:shall not perform:
a) any operations requested by any COMPARE AND
WRITE©ommand in the task set on logical blocks in the
range specified by the command that requires an
uhinterrupted sequence of actions while performing the
specified uninterrupted sequence of actions;
b)" any write operations to or unmap operations on logical
COMPARE AND WRITE blocks in the range specified by the command that 5o
requires an uninterrupted sequence of actions while
performing the read operations specified in the
uninterrupted sequence of actions; and
c) any read operations or verify operations from logical

4.28 Referrals

4.28.1 Referrals overview

Referrals allow a logical unit to inform an application client that one or more user data segments (i.e., ranges
of logical blocks) are accessible through target port group(s).

Support for referrals is indicated by the device server setting the R_SuP bit to one in the Extended INQUIRY

Data VPD page (see SPC-4).
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An application client may determine information on referrals by:

a) issuing commands; or
b) monitoring sense data returned as part of a completed command or a terminated command.

Figure 13 shows an example of how a logical unit informs an application client that one or more user data
segments are accessible through target port groups.

Target port group W ( Target port group
CSl target port | ---| SCSI target port SCSI target port | --

n

SCSI targetpo

—

User data segment 2o User data segment

Lodical unit

SCSiI target device

N\
SCSl|device QO

-4——P Active/optimized target port asymmetric access (see SPC -4) to user data segment

Active/non-optimized target port;-asymmetric access (see SPC -4) to user data segment

Figure 13 — Referrals

4.28.2 Discovering referrals

An application client may determine referrals information on a logical unit by:

1) | determining if the)R”_SUP bit is set to one (i.e., the logical unit supports referrals) in the Extendégd
INQUIRY Data VPD page (see SPC-4);

2) | requestingthe user data segment information from the Referrals VPD page (see 6.6.5);

3

) | requestinga list of target port groups by issuing a REPORT TARGET PORT GROUPS command
(see-SPC-4); and

4) | either:

A)“requesting referrals information by issuing a REPORT REFERRALS command (see 5.23); or
B) monitoring for referral information in sense data returned by the device server (see 4.28.3).

The following calculation is used to determine the first LBA for each user data segment within the range of
LBAs indicated by the user data segment referral descriptors (see table 16) returned in:

a) the REPORT REFERRALS parameter data (see table 85); or
b) the user data segment referrals sense data descriptor (see 4.18.4):

first LBA of the current user data segment = first LBA + (segment size x segment multiplier)
where:
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first LBA  the initial value is the first user data segment LBA specified in the user data
segment referral descriptor (see table 16). Subsequent values, if any, are the
first LBA of the previous user data segment;

segment size  the content of the USER DATA SEGMENT SIZE field (see 6.6.5); and
segment multiplier  the content of the USER DATA SEGMENT MULTIPLIER field (see 6.6.5).

If the content of the USER DATA SEGMENT SIZE field is greater than zero, and the content of the USER DATA
SEGMENT MULTIPLIER field is greater than zero, then the following calculation may be used to determine the last
LBA for each user data segment within the range of LBAs indicated by the user data segment referral
descriptors (see table 16) returned in:

a) |the REPORT REFERRALS parameter data (see table 85); or
b) | the user data segment referrals sense data descriptor (see 4.18.4):

last LBA of the current user data segment = first LBA + (segment size — 1)

where:
first LBA  the first LBA of the current user data segment;

segment size  the content of the USER DATA SEGMENT SIZE field.(s€e 6.6.5).

If the content of the USER DATA SEGMENT SIZE field is zero, then there is only.0ne user data segment, apd the
last LBA of that user data segment is equal to the last LBA specified in the\last USER DATA SEGMENT LBA field
(see table 16).

See anphex G for examples for discovering referrals.
4.28.3 Referrals in sense data

Returning referral information in sense data is enabled ifithe:

a) | R_SUP bit is set to one (i.e., the logical unit supports referrals) in the Extended INQUIRY Data VPD
page (see SPC-4); and
b) | D_SENSE bit in the Control mode page is'set to one (i.e., returning descriptor formatted sense ¢lata is
enabled) (see SPC-4).

If reporting of referrals in sense data is efiabled, a command completes without error, no other sense gata is
available within the logical unit, and the-device server has an alternate |_T_L nexus that an application client
should use to access at least one.ef.the specified logical blocks, then the device server shall completq the

command with GOOD status with-the sense key set to COMPLETED, the additional sense code set tq
INSPECT REFERRALS SENSE DESCRIPTORS, and a user data segment referrals sense data descfiptor
(see 4.18.4).

The usér data segment referral sense data descriptor (see 4.18.4) shall define the description of as many
complete user datassegments (i.e., one user data segment referral descriptor contains one complete usgr data
segment) that fitin‘the maximum number of bytes allowed for sense data (i.e., 244 bytes or the maximum
suppor{ed sense data length indicated in the Extended INQUIRY Data VPD page (see SPC-4)). If all the user

Ata

descriptor (see 4.18.4); and
b) the selection of which user data segments to include in the user data segment referral sense data
descriptor is vendor specific.

Each user data segment referral sense data descriptor (see 4.18.4) contains information on alternate |_ T L
nexuses to user data segments that the application client should use to access LBAs within the LBA range(s)
indicated by the user data segments.

If reporting of referrals in sense data is enabled, the device server receives a command for which the device
server is not able to access user data associated with the requested command, and the inaccessible user

data is accessible through another target port group, then the device server shall terminate the command with
CHECK CONDITION status with the sense key set to ABORTED COMMAND, the additional sense code set
to INSPECT REFERRALS SENSE DESCRIPTORS, and a user data segment referral sense data descriptor.
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The user data segment referral sense data descriptor shall, at a minimum, indicate the user data segment that
contains the LBA of the first inaccessible logical block. Any other type of error that occurs while processing the
command shall take precedence and be reported as described in this standard. If any other type of error
occurs while the device server is processing the command, then processing that error shall take precedence
over processing the command, and the device server shall report the error as described in this standard.

If reporting of referrals in sense data is disabled (see 4.28.1), the device server receives a command for which
the device server is not able to access user data associated with the requested command, and the
inaccessible user data is accessible through another target port group, then the device server shall terminate
the command with CHECK CONDITION status with the sense key set to HARDWARE ERROR and the
additional sense code set to INTERNAL TARGET FAILURE.

4.29 ORWRITE commands

4.29.1 DRWRITE commands overview

The ORWRITE commands (see 5.5 and 5.6) provide a mechanism for an application client to manipulpte
bitmap [structures on direct access block devices.

An ORWRITE command shall be processed by the device server performing the following as an unintefrupted
sequenice of actions (see 4.27):

1) | perform read operations from the LBAs specified by this command;

2) | transfer the specified number of logical blocks from the Data-Out Buffer;

3) | perform the specified Boolean arithmetic function on:

A) the user data contained in the logical blocks fromiread operations; and

B) the user data contained in the logical blocks transferred from the Data-Out Buffer;
store the results of the Boolean arithmetic functiotrin a bitmap buffer;

generate new protection information, if any, fronT the stored results;

store the generated protection informationgif-any, into the bitmap buffer; and

perform write operations using the updated logical block data from the bitmap buffer.

~N o o b
—_— =

If the clheck of the protection information from‘the read operations is successful (see table 46), and thg check
of the protection information transferred from the Data-Out Buffer is successful (see table 47), then the|device
server shall generate the new protectiontinformation (see 4.22) as follows:

a) | set the LOGICAL BLOCK GUARD field to the CRC (see 4.22.4) generated from the bitmap buffer hy the
device server;
b) | set the LOGICAL BLOCK\REFERENCE TAG field to the LOGICAL BLOCK REFERENCE TAG field receivefl from
the Data-Out Buffer;‘and
c) | set the LOGICAL\BLOCK APPLICATION TAG field to the LOGICAL BLOCK APPLICATION TAG field received from
the Data-Out-Buffer.

In ordef to support the manipulation of bitmap structures:

a) | the(ORWRITE (16) command supports the set operation (see 4.29.4); and
b) | the ORWRITE (32) command supports:

IA‘\) ti 1< bUt UpUIdiiUll, dlll.]I

B) the change generation and clear operation (see 4.29.3).

4.29.2 ORWgeneration code
4.29.2.1 ORWgeneration code overview

The ORWRITE commands use a generation code for synchronization. The device server shall establish and
maintain the following generation codes:

a) a current ORWgeneration code; and
b) a previous ORWgeneration code.
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Subsequent ORWRITE command processing by the device server is dependent on comparisons involving the
ORWgeneration codes. Changes in these ORWgeneration codes define a synchronization point in the
management of the bitmap.

4.29.2.2 ORWgeneration code processing

The device server shall maintain at least one current ORWRITE processing policy. The device server may
support more than one ORWRITE processing policy (see table 28 in 4.29.4).

When processing an ORWRITE (32) command (see 5.6), the device server compares the value in the
EXPECTED ORWGENERATION field in the CDB to the current ORWgeneration code (see 4.29.2.1), and:

a) | if the two values are equal, then the device server continues processing the ORWRITE (32)
command as described in table 28 for the set operation and as described in 4.29.3 for the chgnge
generation and clear operation; or
b) | if the two values are not equal, then:
A) for a set operation, the current ORWRITE processing policy (see table 28) détermines hoy the
device server continues processing the ORWRITE (32) command; and
B) for a change generation and clear operation, the device server terminates:the ORWRITE [32)
command (see 4.29.3).

If the dévice server supports both the ORWRITE (16) command (see 5.5) and.the ORWRITE (32) compmand,
then theé device server shall process all ORWRITE (16) commands as if theyContained an EXPECTED
ORWGENERATION field set to zero.

4.29.3 Change generation and clear operation

The ch@nge generation portion of the change generation and.clear operation is used to establish a point of
synchrgnization. The clear portion of the change generatiortand clear operation is used to set zero ormore
bits in the bitmap structure to zero.

The deyice server performs a change generation and’clear operation if:

a) | the BMmoP field in the ORWRITE (32) command (see 5.6) is set to 001b; and
b) | the value in the EXPECTED ORWGENERATION field is equal to the current ORWgeneration codelin the
device server.

If the dgvice server performs a changé-generation and clear operation, then the device server shall pgrform
the follpwing as an uninterrupted, sequence:

1) | perform read operations from the LBAs specified by this command;

2) | transfer the specifiedJogical blocks from the Data-Out Buffer;

3) | perform an AND-operation (see 3.1.3) on the user data contained in the logical blocks from the¢ read

operations and the user data contained in the logical blocks transferred from the Data-Out Buffer;

4) | store the results of the AND operation in a bitmap buffer;

5) | generatenew protection information, if any, from the stored results;

6) | storesthe generated protection information, if any, into the bitmap buffer;

7) | perform write operations using the updated logical block data from the bitmap buffer;

8) | setthe current ORWRITE processing policy to the value in the PREVIOUS GENERATION PROCESS$ING

field in the ORWRITE (32) command;

9) set the previous ORWgeneration code (see 4.29.2) to the current ORWgeneration code in the device
server; and

10) set the current ORWgeneration code (see 4.29.2) to the value in the NEw ORWGENERATION field in the
ORWRITE (32) command.

If the value in the EXPECTED ORWGENERATION field is not equal to the current ORWgeneration code, then the
device server shall terminate the ORWRITE (32) command with CHECK CONDITION status with the sense
key set to ILLEGAL REQUEST and the additional sense code set to ORWRITE GENERATION DOES NOT
MATCH.

If a power on or hard reset condition occurs, then the device server shall set:

a) the current ORWgeneration code to zero;
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b) the previous ORWgeneration code to zero; and
c) the current ORWRITE processing policy to 7h.

The device server shall preserve the following across a logical unit reset:

a) the current ORWgeneration code;
b) the previous ORWgeneration code; and
c) the current ORWRITE processing policy.
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4.29.4 Set operation

The set operation is used to set zero or more bits in the bitmap structure to one.

The device server performs a set operation for an ORWRITE command (see 5.5 and 5.6) if the BMOP field in
the CDB is set to 000b.

The device server shall perform a set operation by performing the actions specified in table 28, which shows
the current ORWgeneration code, the previous ORWgeneration code, and the device server’s current
ORWRITE processing policy (see 4.29.3).

Table 28 — Performing an ORWRITE set operation

The value in the EXPECTED ORWGENERATION field matches
(;:H::si?rzvgsllizs Current Previous
ORW(generation code ORW(generation code Any other valye
Oh PA PA CCG
1h Reserved
2h PA DN CCG
3h PA PA PA
4h Reserved
5h PA DN DN
6h Reserved
7h PA CCG CCG
8hto Fh Reserved
Key:

PA = the device server shall perform thefollowing as an uninterrupted sequence:

1)] perform read operations fromythe LBAs specified by the command;
2)| transfer the specified logical blocks from the Data-Out Buffer;

3)| perform an OR operatiorion the logical blocks from the read operations and the user data conjained
in the logical blocks transferred from the Data-Out Buffer;

4)| store the resulis'ofithe OR operation in a bitmap buffer;

5)| generate new protection information, if any, from the stored results;

6)| store the generated protection information, if any, into the bitmap buffer; and
7)| perform-write operations using the updated logical block data (i.e., those containing the user gata
resulting’from the OR operation and the generated protection information, if any) from the bitmap
buffer:

DN = thexdevi
with GOOD status.
CCG = the device server shall terminate the command with CHECK CONDITION status with the sense key

set to ILLEGAL REQUEST and the additional sense code set to ORWRITE GENERATION DOES NOT
MATCH



https://iecnorm.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017 -115 -

4.30 Block device ROD token operations

4.30.1 Block device ROD token operations overview
Application clients request that block device ROD token operations (see SPC-4) be performed using the
commands summarized in this subclause or the commands specified in SPC-4.

Copy managers (see SPC-4) that implement the POPULATE TOKEN command (see 5.7) or the WRITE
USING TOKEN command (see 5.46) shall implement the following:

a) the POPULATE TOKEN command;

b) s o \AMDITE LIOINIA TN

PaRaaaal
TS VVINT T = OUTTVNO T OIRETY U rartay

c) [the RECEIVE COPY STATUS (LID4) command (see SPC-4);

d) | the RECEIVE ROD TOKEN INFORMATION command (see SPC-4 and 5.22); and
e) | the Third-party Copy VPD page (see 6.6.6) containing at least one Block Device ROD Teken lLimits
descriptor (see 6.6.6.3).

The PQPULATE TOKEN command may cause the copy manager to create zero or ong-point in time ROD
tokens | If the POPULATE TOKEN command causes one point in time ROD token to be created, then this
point in|time ROD token may be retrieved by an application client using the RECEIVE ROD TOKEN
INFORMATION command.

The WRITE USING TOKEN command causes the copy manager to transfer.the data represented by the
specifigd ROD token (i.e., the data represented by the ROD token retrieved using the RECEIVE ROD TOKEN
INFORMATION command or the data represented by the block device”zero ROD token).

The copy manager manages the point in time ROD token.

After the copy manager begins processing a POPULATE TOKEN command or a WRITE USING TOKEN
command, the copy manager shall preserve information fordeturn in response to a RECEIVE ROD TQKEN
INFORMATION command as defined in SPC-4.

Block device range descriptor lists (see 5.7.3) contaifnon-overlapping block device range descriptors gnd are
used by the application client to specify:

a) | the logical blocks to include in the data represented by the ROD token;
b) [the sequence of the logical blocks in the data represented by the ROD token (e.g., the first logical
block represented by the LBA described in the first block device range descriptor is placed at the
beginning of the data represented by the ROD token, and the first logical block represented by the
LBA described in the seconhd block device range descriptor is placed in the data represented by the
ROD token immediately following the last logical block represented by the LBA described in the first
block device range«descriptor);

c) | the logical blocks\to be written from the data represented by the ROD token; and
d) | the sequence of.the logical blocks written from the data represented by the ROD token (e.g., the first
logical blockirepresented by the LBA described in the first block device range descriptor is written
from the-beginning of the data represented by the ROD token, and the first logical block represented
by the LBA described in the second block device range descriptor is written from data represented by
the(ROD token immediately following the data written to the last logical block represented by the LBA
described in the first block device range descriptor).

If the copy manager uses out of order transfers to create the representation of data for the ROD token, then
the TRANSFER COUNT field in the parameter data returned in the response to a RECEIVE ROD TOKEN
INFORMATION command with a list identifier that specifies a POPULATE TOKEN command (see 5.22.2)
shall be based only on the contiguous transfers that complete without error starting at the first LBA specified
by the first block device range descriptor (i.e., any transfers completed without error beyond the first
incomplete or unsuccessful transfer shall not contribute to the computation of the value in the TRANSFER
COUNT field).

If the copy manager uses out of order transfers to write from the data represented by the ROD token, then the
TRANSFER COUNT field in the parameter data returned in response to a RECEIVE ROD TOKEN

INFORMATION command with a list identifier that specifies a WRITE USING TOKEN command (see 5.22.3)
shall be based only on the contiguous transfers that complete without error starting at the first LBA specified


https://iecnorm.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

-116 — ISO/IEC 14776-323:2017 © ISO/IEC 2017

by the first block device range descriptor (i.e., any transfers completed without error beyond the first
incomplete or unsuccessful transfer shall not contribute to the computation of the value in the TRANSFER
COUNT field).

4.30.2 POPULATE TOKEN command and WRITE USING TOKEN command completion

As part of completing a block device token operation originated by a POPULATE TOKEN command (see 5.7)
or a WRITE USING TOKEN command (see 5.46), the copy manager shall compute the residual by
subtracting the sum of the contents of the NUMBER OF LOGICAL BLOCK fields in all of the complete block device
range descriptors of the parameter list (see 5.7.3) from the TRANSFER COUNT field in the parameter data

returne

in response to a RECEIVE ROD TOKEN INFORMATION command (see 5.22.2 and 5.22.3).

If the PDPULATE TOKEN command was received with the IMMED bit set to zero, and the residual is ne
then thé copy manager shall:

a)

If the W
negativ

a)
b)

and req

If the P
to one,
ROD T
with:

a)
b)
c)

DPULATE TOKEN command or WRITE USING TOKEN command was received with the IMMED

terminate the command with CHECK CONDITION status, with the additional sense.codé set to
TARGET DEVICE DATA UNDERRUN, the sense key set to:

A) COPY ABORTED, if the transfer count is not zero; or

B) ILLEGAL REQUEST, if the transfer count is zero,

and report the transfer count in the INFORMATION field (see SPC-4); or

complete the command with GOOD status and return parameter data for the RECEIVE ROD 1
INFORMATION command received on the same |I_T nexus with-a\matching LIST IDENTIFIER fi€]
A) the coPY OPERATION STATUS field set to 03h or 60h (see SPC-4);
B) the EXTENDED cOPY COMPLETION STATUS field set to CHECK CONDITION (see SAM-5); an
C) the SENSE DATA field with the additional sense code set'to COPY TARGET DEVICE DATA
UNDERRUN, the sense key set to:
a) COPY ABORTED, if the transfer count is Aot Zero; or
b) ILLEGAL REQUEST, if the transfer countis zero;

and report the transfer count in the INFORMATION field (see SPC-4).

RITE USING TOKEN command was received with the IMMED bit set to zero, and the residual i$
e, then the copy manager shall terminate the command with CHECK CONDITION status, the
additiopal sense code set to COPY TARGET 'DEVICE DATA UNDERRUN, the sense key set to:

COPY ABORTED, if the transfer.count is not zero; or
ILLEGAL REQUEST, if the transfer count is zero,

ort the transfer count in the'INFORMATION field (see SPC-4).

and the residual-is.negative, then the copy manager shall return parameter data for the RECE
DKEN INFORMATION command received on the same I_T nexus with a matching LIST IDENTIFI

the COPY_OPERATION STATUS field set to 03h or 60h (see SPC-4);
the EXTENDED COPY COMPLETION STATUS field set to CHECK CONDITION status (see SAM-5);

gative,

COPY

OKEN
d with:

d

bit set
VE
ER field

and

tHe' SENSE DATA field with the additional sense code set to COPY TARGET DEVICE DATA

LUNDERRUNthe-sensekeysettor—m———M

A) COPY ABORTED, if the transfer count is not zero; or
B) ILLEGAL REQUEST, if the transfer count is zero,

and report the transfer count in the INFORMATION field (see SPC-4).

4.30.3 Block device specific ROD tokens

Block device specific ROD token types (see SPC-4) are shown in table 29.
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Table 29 — ROD token type values

ROD token type Description Reference
FF00_0000h to FFFF_0000h | Reserved
FFFF_0001h Block device zero ROD token 4.30.4

FFFF_0002h to FFFF_FFEFh | Reserved

4.30.4 Block device zero ROD token

The bldck device zero ROD token represents user data in which all bits are set to zero and protection

informgtion, if any, is set to FFFF_FFFF_FFFF_FFFFh. If user data with all bits set to zero and protectfion
informdtion, if any, set to FFFF_FFFF_FFFF_FFFFh, is represented by a ROD token, then, in responde to a
RECEIVE ROD TOKEN INFORMATION command in which the LIST IDENTIFIER field spegcifies a POPULATE
TOKEN command, the copy manager may or may not return a ROD token that is the block device zerp ROD
token. The block device zero ROD token format is shown in table 30.

Table 30 — Block device zero ROD token-format

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
oo ROD TOKEN-TYPE (FFFF_0001h)
3 (4SB)
4
Reserved
5
6 (MSB)
ROD TOKEN LENGTH (01F8h)
7 (4SB)
8
oo Reserved
51

The lodical block length*associated with the block device zero ROD token is that of the direct access hlock
device o which the‘data is being written (e.g., if a block device zero ROD token is used to write to a lggical
unit that has 642-byte logical blocks, then the logical block length of the block device zero ROD token[is 642

bytes).

The ROPTOKEN TYPE field is defined in SPC-4 and shall be set to the value shown in table 30 for the bjock

device zero ROD token.

The ROD TOKEN LENGTH field is defined in SPC-4 and shall be set to the value shown in table 30 for the block

device zero ROD token.

4.30.5 ROD token device type specific data

The device type specific data for ROD tokens (see SPC-4) created by a copy manager for a direct access

block devices (see 6.7):

a) provides information about the logical unit at the time that the ROD token was created; and

b) is a subset of the parameter data returned by the READ CAPACITY (16) command (see 5.16) for the
logical unit that contains the copy manager that created the ROD token.
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If the READ CAPACITY (16) parameter data changes so that the copy manager that created the ROD token is
no longer able to access the data represented by the ROD token, then that copy manager shall invalidate the
ROD token.
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5 Commands for direct access block devices

5.1 Commands for direct access block devices overview

The commands for direct access block devices are listed in table 31.

Table 31 — Commands for direct access block devices (part 1 of 4)

Coanand °'°e’a“§ n Type LBACT Refellence
code

ACCESS CONTROL IN 86h O n/a SPC-4
ACCESS CONTROL OUT 87h O n/a SPC-4
ATA PASS-THROUGH (12) A1h O n/a SA[-3
ATA PASS-THROUGH (16) 85h O n/a SA[-3
CHANGE ALIASES A4h/0Bh 0o n/a SPC-4
COMPARE AND WRITE 89h 0 R, W 5[2
EXTENDED COPY 83h (0] n/a SPC-4
FORMAT UNIT 04h M z 53
GET[LBA STATUS 9ER/12h (0] n/a 54
INQUIRY 12h M n/a SPC-4
LOG|SELECT 4Ch O n/a SPC-4
LOG|SENSE 4Dh (0] n/a SPC-4
MAINTENANCE IN ﬁgmggz ttg %‘g;] X n/a gg 5_‘21
MAINTENANCE OUT oo oo | x na b
MODE SELECT (6) 15h (0] n/a SPC-4
MODE SELECT (10) 55h O n/a SPC-4
MODE SENSE (6) 1Ah O n/a SPC-4
MODE SENSE (10) 5Ah (0] n/a SPC-4
ORWRITE (16) 8Bh 0] R, W 5[5
ORWRITE (32) 7Fh/000Eh (0] R, W 56
PERSISTENT-RESERVE IN 5Eh O n/a SPC-4
PERSISTENT RESERVE OUT 5Fh O n/a SPC-4
POPULATE TOKEN 83h/10h (@) n/a Al7
PRE-FETCH (10) 34h 0] R 5.8
Key:

@) = optional Vv = verify command

M = mandatory W = write command

X = implementation requirements are definedin  Z = other command

the reference Pl = protection information
R = read command LBACT= logical block access command type
u = unmap command (see 4.2.2)

8 |f a command is defined by a combination of operation code and service action, then the operation
code value is shown preceding a slash and the service action value is shown after the slash.
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Table 31 — Commands for direct access block devices (part 2 of 4)

Command ozz';:ig n Type LBACT | Reference
PRE-FETCH (16) 90h O R 5.9
PREVENT ALLOW MEDIUM REMOVAL 1Eh 0] n/a 5.10
READ (10) 28h M R 5.11
READ (12) A8h @) R 5.12
READ (16) 88h M R 5.13
READ (32) 7Fh/0009h O R 5.14
READ ATTRIBUTE 8Ch ) n/a SPC-4
READ BUFFER 3Ch ] n/a SPC-4
READ CAPACITY (10) 25h M n/a 5.15
READ CAPACITY (16) 9Eh/10h M n/a 5.16
READ DEFECT DATA (10) 37h o] n/a 5.17
READ DEFECT DATA (12) B7h © n/a 5.18
READ LONG (10) 3Eh (6] z 5.19
READ LONG (16) 9Eh/11h o] z 5.20
REA$SIGN BLOCKS 07h @) z 5.21
RECEIVE COPY RESULTS 84h @) n/a SPC-4
SPC-4
RECEIVE DIAGNOSTIC RESULTS 1Ch X n/a 63
4.80
RECEIVE ROD TOKEN INFORMATION 84h/07h X n/a S5P ,:24
REDUNDANCY GROUP IN BAh X n/a SCL-2
REDUNDANCY GROUP OUT BBh X n/a SC-2
REMPVE I_T NEXUS A4h/0Ch ) n/a SPC-4
REPORT REFERRALS 9Eh/13h O n/a 5.23
REPORT ALIASES A3h/0Bh o] n/a SPC-4
REPORT IDENTIFYINGINFORMATION A3h/05h O n/a SPC-4
REPORT LUNS AOh M n/a SPC-4
REPORT PRIORITY A3h/OEh @] n/a SPC-4
REPORT SURPORTED OPERATION CODES A3h/0Ch @) n/a SPC-4
RIE:ILDJ 3§$|(S)LKIZPORTED TASK MANAGEMENT A3h/0Dh o n/a SpC.a
REPORT TARGET PORT GROUPS A3h/0Ah ] n/a SPC-4
Key:
O = optional \Y, = verify command
M = mandatory W = write command
X = implementation requirements are defined in Z = other command
the reference Pl = protection information

= read command
= unmap command

c X

LBACT= logical block access command type
(see 4.2.2)

8 |f a command is defined by a combination of operation code and service action, then the operation
code value is shown preceding a slash and the service action value is shown after the slash.



https://iecnorm.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017

121 -

Table 31 — Commands for direct access block devices (part 3 of 4)

Command ozz';:ig n Type LBACT | Reference
REQUEST SENSE 03h M n/a SPC-4
SANITIZE 48h O 4 5.24
SECURITY PROTOCOL IN A2h (0] n/a SPC-4
SECURITY PROTOCOL OUT B5h @) n/a SPC-4
SEND DIAGNOSTIC 1Dh (0] n/a SPC-4
SET IDENTIFYING INFORMATION A4h/06h 0] n/a SP(C-4
SET PRIORITY A4h/0Eh O n/a SP(C-4
SET [TARGET PORT GROUPS A4h/0Ah O n/a SPC-4
SPARE IN BCh X n/a SCeC-2
SPARE OUT BDh X n/a SCe-2
START STOP UNIT 1Bh (0] n/a 5.25
SYNCHRONIZE CACHE (10) 35h O w 5.26
SYNCHRONIZE CACHE (16) 91h (6] w 5.p7
TEST UNIT READY 00h M n/a SPC-4
D
UNMAP 42h X u >0
VER!FY (10) 2Fh 0] Vv, W 5.29
VER‘FY (12) AFh 0] Vv, W 5.80
VER‘FY (16) 8Fh 0] Vv, W 5.81
VERIFY (32) 7Fh/000AhN 0] Vv, W 5.2
VOLWUME SET IN BEh X n/a SCe-2
VOLUME SET OUT BFh X n/a SCC-2
WRITE (10) 2Ah (0] w 5.83
WRITE (12) AAh (0] w 5.84
WRITE (16) 8Ah (0] w 5.85
WRITE (32) 7Fh/000Bh (0] w 5.6
WRITE AND VERIFYA(10) 2Eh 0] Vv, W 5.87
WRITE AND VERIEY*(12) AEh (0] Vv, W 5.8
WRITE AND VERIFY (16) 8Eh 0] Vv, W 5.89
WRITE AND-VERIFY (32) 7Fh/000Ch 0] Vv, W 540
WRITECATTRIBUTE 8Dh O n/a SPC-4
WRITEBUFFER 3Bh O n/a SPC-4
Key:
O = optional \% = verify command
M = mandatory W = write command
X = implementation requirements are defined in  Z = other command
the reference Pl = protection information

cX

= read command
= unmap command

LBACT= logical block access command type

(see 4.2.2)

@ If a command is defined by a combination of operation code and service action, then the operation
code value is shown preceding a slash and the service action value is shown after the slash.
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Table 31 — Commands for direct access block devices (part 4 of 4)

Note

Note

Command °pe’at'§ n Type LBACT | Reference
code

WRITE LONG (10) 3Fh (0] 4 5.41
WRITE LONG (16) 9Fh/11h 0] Z 5.42
WRITE SAME (10) 41h X uw 54'473
WRITE SAME (16) 93h X U, w 5;474
| 545
WRITE SAME (32) 7Fh/000Dh X uw al7
| 5.46
WRITE USING TOKEN 83h/11h X Z 430
XDVV|RITEREAD (10) 53h 0] RyW 5.47
XDWRITEREAD (32) 7Fh/0007h 0] R, W 548
XPWRITE (10) 51h © R, W 5.49
XPWRITE (32) 7Fh/0006h (0] R, W 5.90

Notg 1 - The following operation codes are obsolete: 01h, 08h, 0Ah,'0Bh, 16h, 17h, 18h, 2Bh, 30h,[31h,

32h, 33h, 36h, 39h, 3Ah, 40h, 50h, 52h, 56h, 57h, 80h, 81h, 82h, 92h, A7h, B3h, and B4h
2 - The following operation codes are vendor specific: 02h;"05h, 06h, 09h, 0Ch, ODh, OEh, OFh{ 10h,
11h, 13h, 14h, 19h, 20h, 21h, 22h, 23h, 24h, 26h, 27h, 29h, 2Ch, 2Dh, and COh to FFh.
3 - A complete summary of operation codes is avaitable at http://www.t10.org/lists/2op.htm. The
summary includes information about obsolete. commands.

Key:

XZ0

cX

= optional \% = verify command
= mandatory W = write command
= implementation requirements are definedin  Z = other command
the reference Pl = protection information
= read command LBACT= logical block access command type
= unmap command (see 4.2.2)

a|f
cq

a command is defined by‘a’‘combination of operation code and service action, then the operation
de value is shown préceding a slash and the service action value is shown after the slash.

5.2 C(

The C(
as an u

DMPARE-AND WRITE command

MPARE"AND WRITE command (see table 32) requests that the device server perform the follpwing
ninterrupted sequence of actions (see 4.27):

2)

perform read operations irom the specified LBAS;

perform a compare operation on only the user data (i.e., not on the protection information) from:

A) the read operations; and

B) the compare instance transferred from the Data-Out Buffer;

if the compare operation indicates a match, then perform the following operations:

1) check the protection information, if any, in the write instance transferred from the Data-Out Buffer
based on the contents of the WRPROTECT field as defined in table 107; and

2) perform write operations to the LBAs specified by this command using the write instance;

and

if the compare operation does not indicate a match, then terminate the command with CHECK
CONDITION status with the sense key set to MISCOMPARE and the additional sense code set to
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MISCOMPARE DURING VERIFY OPERATION. In the sense data (see 4.18 and SPC-4) the offset
from the start of the Data-Out Buffer to the first byte of data that was not equal shall be reported in the
INFORMATION field.

The Data-Out Buffer contains two instances of logical block data:

1) the compare instance, in which:
A) the user data is used for the compare operation; and
B) the protection information, if any, is not used;

and

2) the write instance, in which:
A) the user data is used for the write operations; and
B) the protection information, if any, is used for the write operations.

Table 32 - COMPARE AND WRITE command

Bi
Byfe 7 6 5 4 3 2 1 0
0 OPERATION CODE (89h)
1 WRPROTECT DPO FUA Reserved
2 (MSB)
LOGICAL BLOCK ADPRESS
9 (4sB)
10
ood Reserved
12
13 NUMBER OF LOGICAL BLOCKS
11‘ Reserved GROUP NUMBER
1§ CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 32 for the
COMPARE AND WRITE command.

See the WRITE (10) command for the definition of the WRPROTECT field.

See thg READ (10) command (see 5.11) for the definition of the bPO bit. See the READ (10) command
(see 5.11) for the definition of the FUA bit specifying behavior for the read operations. See the WRITE {10)
command (see 5.33) for the definition of the FUA bit specifying behavior for the write operations.

The LOGICAL BLOCK ADDRESS field specifies the LBA of the first logical block (see 4.5) to be accessed by the
device perver (e.g., the first LBA accessed by both a read operation and a write operation). If the spedified
LBA exceeds the capacity of the medium, then the device server shall terminate the command with CHECK
CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code set to
LOGICAL BLOCK ADDRESS OUT OF RANGE.

The NUMBER OF LOGICAL BLOCKS field specifies:

a) the number of contiguous logical blocks on which read operations shall be performed, starting with
the LBA specified by the LOGICAL BLOCK ADDRESS field;

b) the number of contiguous logical blocks that shall be transferred from the Data-Out Buffer for the
compare operation; and

c) if the compare operation indicates a match, then the number of contiguous logical blocks that shall be
transferred from the Data-Out Buffer and on which write operations shall be performed, starting with
the LBA specified by the LOGICAL BLOCK ADDRESS field.
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A NUMBER OF LOGICAL BLOCKS field set to zero specifies that no read operations shall be performed, no logical
block data shall be transferred from the Data-Out Buffer, no compare operations shall be performed, and no
write operations shall be performed. This condition shall not be considered an error.

If the specified LBA and the specified number of logical blocks exceed the capacity of the medium (see 4.5),
then the device server shall terminate the command with CHECK CONDITION status with the sense key set
to ILLEGAL REQUEST and the additional sense code set to LOGICAL BLOCK ADDRESS OUT OF RANGE.

If the number of logical blocks exceeds the value in the MAXIMUM COMPARE AND WRITE LENGTH field in the Block
Limits VPD page (see 6.6.3), then the device server shall terminate the command with CHECK CONDITION
status with the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN

CDB.

See thq
The cO|

5.3 F(
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application client accessible logical blocks as specified in the number of'logical blocks and logical block
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PRE-FETCH (10) command (see 5.8) and 4.23 for the definition of the GROUP NUMBER field.
NTROL byte is defined in SAM-5.

DRMAT UNIT command

DRMAT UNIT command overview
RMAT UNIT command (see table 33) requests that the device serverformat the medium into

received in the last mode parameter block descriptor (see 6.5:2)in a MODE SELECT comman
. In addition, the device server may certify the medium and-create control structures for the
pment of the medium and defects. The degree that the fmedium is altered by this command is v

ice server receives a FORMAT UNIT command before receiving a MODE SELECT command
arameter block descriptor, then the device server shall use the number of logical blocks and lo
ngth at which the logical unit is currently formatted (i.e., no change is made to the number of Iq
bnd the logical block length of the logical wunit during the format operation).

Vice server shall handle any deferred microcode as specified in 4.26.
performing the operation specified-by this command, the device server shall stop all:

enabled power condition timers (see SPC-4):
timers for enabled background scan operations (see 4.24); and
timers or counters enabled for device-specific background functions.

e operation is complete, the device server shall reinitialize and restart all enabled timers and cq
er conditions and_background functions.

erforming a)format operation, the device server shall:

process'eommands already in a task set when a FORMAT UNIT command is received in a ve
specifie manner;
process an INQUIRY command by returning parameter data based on the condition of the logi

length
i (see

endor

vith a
pical
gical

unters

hdor

cal unit

IUUfUIC bcgillllillg iilc FOR?V‘;AT UNIT \.;UIIIIIIdIIUI (i.c., il"‘l‘QUiR‘l’ ddtd Di Id“ IIUt bi 1dl1yc uutii dﬁ.U
successful completion of a format operation):

process a REQUEST SENSE command by returning parameter data containing sense data with the

sense key set to NOT READY, the additional sense code set to LOGICAL UNIT NOT READY,

FORMAT IN PROGRESS, and the PROGRESS INDICATION field in the sense data (see SPC-4) set to

indicate the progress of the format operation;
process REPORT LUNS commands; and

terminate all commands, except INQUIRY commands, REPORT LUNS commands, and REQUEST
SENSE commands, with CHECK CONDITION status with the sense key set to NOT READY and the

additional sense code set to LOGICAL UNIT NOT READY, FORMAT IN PROGRESS.

NOTE 5 - The progress indication is available to the application client during a format operation as a
means to determine the logical unit's format progress.
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The simplest form of the FORMAT UNIT command (i.e., a FORMAT UNIT command with no parameter data)
accomplishes medium formatting with little application client control over medium defect management. The
device server implementation determines the degree of medium defect management that is to be performed.
Additional forms of this command increase the application client's control over medium defect management
(see 4.13). The application client may specify:

a)
b)
c)

that the device server clear the existing GLIST;
a list of address descriptors that the device server adds to the GLIST;
that the device server enable a certification operation that adds address descriptors for physical

blocks with medium defects discovered during the certification operation to the GLIST; and

d)

Followipg a successful format operation:

if the logical unit is fully provisioned (i.e., the LBPME bit in the READ CAPACITY (16) parameter
set to zero), then all LBAs in the logical unit are mapped (see 4.7.2); or
if the logical unit supports logical block provisioning management (i.e., the LBPME: bit is set to g

then:
A) if the LBPRZz bit in the READ CAPACITY (16) parameter data is set to zero, then each LBA|

logical unit shall be either:

a)

b)

B)

Table 3B defines the FORMAT UNIT €emmand.

a)

b)

if the LBPRZ bit is set to one, then each LBA in thedogical unit:

mapped, if an initialization pattern was specified that does pot match the vendor spec
returned by a read command for an unmapped LBA (see\4.7/4.5); or

unmapped (see 4.7.3.2 and 4.7.3.3), if no initialization pattern was specified
initialization pattern was specified that matches the.vehdor specific data returned by
command for an unmapped LBA (see 4.7.4.5); and

shall be mapped, if the format operation did. not initialize the user data to all zeroes
logical block referenced by that LBA,
shall be unmapped (see 4.7.3.2 and 4.7,3.3), if the format operation initialized the us
to all zeroes for the logical blocks referenced by all valid LBAs in the logical unit; or
may be unmapped (see 4.7.3.2 and*4.7.3.3), if the format operation initialized the user
all zeroes for the logical blockireferenced by that LBA, and the format operation
initialize the user data to all\zeroes for the logical blocks referenced by all valid LBA
logical unit.

Table 33 — FORMAT UNIT command

the behavior of the device server if it is not able to access the PLIST or GLIST or determine whether
orne Or DOLN Of merr eXib[b.

data is
ne),

in the
fic data
or an
a read
for the
er data
data to

did not
5 in the

Bi
7 6 5 4 3 2 1 0
Byte

0 OPERATION CODE (04h)

1 FMTPINFO LONGLIST | FMTDATA | CMPLST DEFECT LIST FORMAT

2 Venderspecific

3

Obsolete
4
5 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 33 for the FORMAT
UNIT command.

The combination (see table 38) of the format protection information (FMTPINFO) field and the PROTECTION FIELD
USAGE field in the parameter list header (see 5.3.2.2) specifies whether or not the device server enables or
disables the use of protection information.
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A LONGLIST bit set to zero specifies that the parameter list, if any, contains a short parameter list header as
defined in table 36. A LONGLIST bit set to one specifies that the parameter list, if any, contains a long parameter
list header as defined in table 37. If the FMTDATA bit is set to zero, then the LONGLIST bit shall be ignored.

A format data (FMTDATA) bit set to one specifies that the FORMAT UNIT parameter list (see 5.3.2) shall be
transferred from the Data-Out Buffer. A FMTDATA bit set to zero specifies that no parameter list be transferred
from the Data-Out Buffer. If the FMTDATA bit is set to zero and the FMTPINFO field is not set to zero, then the
device server shall terminate the command with CHECK CONDITION status with the sense key set to
ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

Following a successful format operation, the PROT_EN bit and the P_TYPE field in the READ CAPACITY (16)
parameter data (see 5.16.2) indicate the type of protection currently in effect on the logical unit.

If protegtion information is written during a format operation (i.e., the FMTPINFO field is set to a value grgater
than z€fro), then protection information shall be written to a default value of FFFF_FFFF_FFFF-REFFH.

A compllete list (CMPLST) bit set to zero specifies that the device server shall add the defectlistincluded in the
FORMAT UNIT parameter list to the existing GLIST (see 4.13). A CMPLST bit set to one specifies that the

device perver shall replace the existing GLIST with the defect list, if any, included in thee FORMAT UNI|T
paramgter list.

If the FMTDATA bit is set to zero, then the cMPLST bit shall be ignored.

If the FMTDATA bit is set to one, then the DEFECT LIST FORMAT field specifies¢he format of the address
descripfors in the defect list in the FORMAT UNIT parameter list.
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Table 34 defines support requirements for address descriptors based on the combinations of the FMTDATA bit,
the CMPLST bit, the DEFECT LIST FORMAT field, and the DEFECT LIST LENGTH field.

Table 34 — FORMAT UNIT command address descriptor support requirements

Field in the FORMAT UNIT CDB DEFECT
LIST Support | Comments
FMTDATA | CMPLST | DEFECT LIST FORMAT LENGTH 2
0 - 0600 Not - Vendor specific
y available defect inforfmation
0 |Either: . o) See P ang?
a) 000b (i.e., short block address ero b o
! descriptor)(see 6.2.2); © Sgq Jdnd
0 b) 001b (i.e., extended bytes from index 0] See ¢ and ¢
address descriptor)(see 6.2.3);
c) 010b (i.e., extended physical sector
address descriptor)(see 6.2.4);
d) 011b (i.e., long block address Non-zero
1 descriptor)(see 6.2.5); o See ©and ©
1 e) 100b (i.e., bytes from index address
descriptor)(see 6.2.6); or
f) 101b (i.e., physical sector address
descriptor)(see 6.2.7)
o Zero o) See P and ¢
Non-zero o) See ®and ¢
110b (i.e., vendor specific)
1 Zero o) SeePand®
Non-zero @) See ©and ©
All other combinations Reserved
@ This field is in the parameter list héader.
b N¢ defect list is included in the parameter list.
€ Aldefect list is included in tie parameter list.
4 THe device server retains the existing GLIST.
€ The device server discards the existing GLIST.
The CONTROL byte is defined in SAM-5.
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5.3.2 FORMAT UNIT parameter list

5.3.2.1

FORMAT UNIT parameter list overview

Table 35 defines the FORMAT UNIT parameter list.

Table 35 — FORMAT UNIT parameter list

Bit
Byte 7 6 5 4 3 2 1 0
0
Parameter list header (see table 36 or table 37 in 5.3.2.2)
Initialization pattern descriptor (if any) (see table 39 in 5.3.2.3)
Defect list (if any)
The pafameter list header is defined in 5.3.2.2.

The inifialization pattern descriptor, if any, is defined in 5.3.2.3.

The de
which t
physic3

Short b
order. H
ascend

the co

additional sense code set to INVALID FIELE.IN PARAMETER LIST.

5.3.2.2|Parameter list header

The pa

the app

shall te

and thdg
If the Lq

is used

ect list, if any, contains address descriptors (see 6.2) each specifying a location on the mediunp to

I block alignment (see 4.6) for logical blocks not specified in the defect list.

ock format address descriptors and long block format address descriptors should be in ascending

mand with CHECK CONDITION status, with the sense key set to ILLEGAL REQUEST and the

additional sense_¢ode set to INVALID FIELD IN PARAMETER LIST.

Table-36—Short-parameterlist-header

Bit
Byte 7 6 5 4 3 2 1 0
0 Reserved PROTECTION FIELD USAGE
Format options bits
FOV Obsolete IMMED Vendl(?r
1 DPRY DCRT STPF P specific
2 (MSB)
DEFECT LIST LENGTH —_—
3 (LSB)

ne device server shall not assign LBAs. The deviceserver shall maintain the current logical block to

ytes from index format address descriptorscand physical sector format address descriptors shdll be in
ng order. If the address descriptors are not'in the required order, then the device server may tefminate

ameter list headers (see table 36 and table 37) provide several optional format control parameters. If
lication client requeststa function that is not implemented by the device server, then the device|server
'minate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST

NGLIST bitis set to zero in the FORMAT UNIT CDB, then the short parameter list header (see taple 36)
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If the LONGLIST bit is set to one in the FORMAT UNIT CDB, then the long parameter list header (see table 37)
is used.

Table 37 — Long parameter list header

Bit
7 4 2 1
Byte 6 5 3 0
0 Reserved PROTECTION FIELD USAGE
Formmatoptions bits Vandor
FOV Obsolete IMMED L cif
1 DPRY DCRT STPF P Spgcific
2 Reserved
3 P_1_INFORMATION PROTECTION INTERVAIEXPONENT
4 (MSB)
DEFECT LIST LENGTH
7 (4sB)
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The combination (see table 38) of the PROTECTION FIELD USAGE field and the FMTPINFO field (see 5.3.1)

specifies the requested protection type (see 4.22.2).

Table 38 — FMTPINFO field and PROTECTION FIELD USAGE field (part 1 of 2)

Fields indicated by || Fields specified by the
the device server application client
Description
sPT @ PROTECT ° || FMTPINFO :IROTECTION
ELD USAGE
The logical unit shall be formatted to type 0
000b protection © (see 4.22.2.2) resulting in the PROT| EN
00b bit 9 being set to zero and the P_TyPE field © being set
to 000b.
XXXb 0
>000b lllegal ©
01b xxxb llegal f
1xb xxxb lllegal f
The logical unit shall be formatted to type 0
000b protection © (see4.22.2.2) resulting in the PROT| EN
xxxb 1 00b bit 9 being set tazero and the P_TyPE field ¢ being set
to 000b.
>000b lllegal £
xxxb 1 01b xxxb lllegal f
The logical unit shall be formatted to type 1
000p 000b protection 9 (see 4.22.2.3) resulting in the PROT| EN
001p 1 10b bit 9 being set to one and the P_TYPE field 9 being set
011p to 000b.
111b
>000b lllegal ©
010p
100p 1 10b Xxxb llegal f
101p
000p 1 11b xxxb llegal f

a8 Sge the Extended INQUIRY Data VPD page (see SPC-4) for the definition of the sPT field.

b Sge the standard INQUIRY data (see SPC-4) for the definition of the PROTECT bit.

¢ THhe device-server shall format the medium to the logical block length specified in the mode parameter
blpck descriptor of the mode parameter header (see SPC-4).

d Sge the READ CAPACITY (16) parameter data (see 5.16.2) for the definition of the PROT_EN bit and
P_[TYPE field.

€ The device server shall terminate the command with CHECK CONDITION Status with the sense key set
to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.

' The device server shall terminate the command with CHECK CONDITION status with the sense key set
to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

9 The device server shall format the medium to the logical block length specified in the mode parameter
block descriptor of the mode parameter header plus eight bytes for each protection information interval
(e.g., if the logical block length is 2 048 and the PROTECTION INTERVAL EXPONENT field set to two, then
there are four 512 byte protection information intervals each followed by eight bytes of protection
information resulting in a formatted logical block length of 2 080 bytes). Following a successful format
operation, the PROT_EN bit in the READ CAPACITY (16) parameter data (see 5.16.2) indicates whether
protection information (see 4.22) is enabled.
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Table 38 — FMTPINFO field and PROTECTION FIELD USAGE field (part 2 of 2)

Fields indicated by
the device server

Fields specified by the
application client

d S
P_
€ Th
to
b
to
9 Th
bl
(e
th
inf
of¢
pr

e the READ CAPACITY (16) parameter data*(see 5.16.2) for the definition of the PROT_EN bit 4
TYPE field.
e device server shall terminate the command with CHECK CONDITION status with the sense k
ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LI
e device server shall terminate the’command with CHECK CONDITION status with the sense k
ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

e device server shall format'the medium to the logical block length specified in the mode para
bck descriptor of the mode parameter header plus eight bytes for each protection information irterval
g., if the logical blocklength is 2 048 and the PROTECTION INTERVAL EXPONENT field set to two, then
ere are four 512 byte protection information intervals each followed by eight bytes of protection
ormation resulting’in a formatted logical block length of 2 080 bytes). Following a successful format
eration, the-PROT_EN bit in the READ CAPACITY (16) parameter data (see 5.16.2) indicates w
btection information (see 4.22) is enabled.

Description
a b PROTECTION
SPT PROTECT FMTPINFO
FIELD USAGE

001b The logical unit shall be formatted to type 2

010b 1 11b 000b protection 9 (see 4.22.2.4) resulting in the PROT_EN
101b bit ¢ being set to one and the P_TYPE field ¢ being set
111p to 00 1:

001p e

010b 1 11b >000b lllegal

011b e

100b 1 11b 000b lllegal

The logical unit shall be formatted to type 3

011p 001b protection. 9 (see 4.22.2.5).résulting in the PROT| EN
100p 1 11b bit 9 being set to one and the P_TYPE field 9 being set
101p to 010b.

111b

>001b lllegal ©
10b
110p 1 11b XXxb Reserved
8 Sge the Extended INQUIRY Data VPD page (see SPC<4))for the definition of the sPT field.
b Sge the standard INQUIRY data (see SPC-4) for the definition of the PROTECT bit.
¢ The device server shall format the medium to the_ logical block length specified in the mode parameter
blpck descriptor of the mode parameter header(see SPC-4).

nd

by set
ST.
by set

eter

ether

A form

t optiohs valid (FOV) bit set to zero specifies that the device server shall use its default settings
functionality represented by the DPRY bit, the DCRT bit, the STPF bit, and IP bit (i.e., the format options b

for the

its). If

the Fov bit is set to zero, then the application client should set each of the format options bits to zero. If the
FoOV bit is set to zero, and any of the format options bits are not set to zero, then the device server shall
terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
the additional sense code set to INVALID FIELD IN PARAMETER LIST.

A Fov bit set to one specifies that the device server shall process the format options bits as follows:

a)

b)

a disable primary (DPRY) bit:

A) set to zero specifies that the device server shall not assign LBAs to parts of the medium identified

as defective in the PLIST; or

B) set to one specifies that the device server shall not use the PLIST to identify defective areas of

a disable certification (DCRT) bit:

the medium, and the PLIST shall not be deleted;
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A) set to zero specifies that the device server shall perform a vendor specific medium certification
operation and add address descriptors for defects that it detects during the certification operation
to the GLIST; or

B) set to one specifies that the device server shall not perform any vendor specific medium certifi-
cation process or format verification operation;

c) the stop format (STPF) bit controls the behavior of the device server if the device server has been
requested to use the PLIST (i.e., the DPRY bit is set to zero) or the GLIST (i.e., the CMPLST bit is set to
zero) and one or more of the following occurs:

A) list locate error: the device server is not able to locate a specified defect list or determine
whether a specified defect list exists; or

B) li rror: th Vi rver en nters an error whil in ifi fect list;

d) | a STPF bit set to zero specifies that:

A) if a list locate error or a list access error occurs, then the device server shall continue.to pfocess
the FORMAT UNIT command; and

B) after the format operation is complete, if:
a) alist locate error and a list access error both occurred, then the device servér shall tefminate

the FORMAT UNIT command with CHECK CONDITION status at{the completion of the
command with the sense key set to RECOVERED ERROR and the'additional sense code set
to DEFECT LIST NOT FOUND or DEFECT LIST ERROR;

b) a list locate error occurred and a list access error did not occur, then the device server shall
terminate the FORMAT UNIT command with CHECK CONDITION status with the sense key
set to RECOVERED ERROR with the additional sepsg'code set to DEFECT LIST NOT
FOUND; and

c) a list access error occurred and a list locate error«id not occur, then the device server shall
terminate the FORMAT UNIT command with CHECK CONDITION status with the sense key
set to RECOVERED ERROR with the additienal sense code set to DEFECT LIST ERROR;

e) | a STPF bit set to one specifies that:

A) if a list locate error occurs, then the device server shall terminate the FORMAT UNIT command
with CHECK CONDITION status with the sense key set to MEDIUM ERROR and the additional
sense code set to either DEFECT LISFNOT FOUND; or

B) if a list access error occurs, then the device server shall terminate the FORMAT UNIT command
with CHECK CONDITION status with the sense key set to MEDIUM ERROR with the addjtional
sense code set to DEFECT LIST"ERROR;

and

f) |an initialization pattern (Ip).bit:
A) set to zero specifies'that an initialization pattern descriptor (see 5.3.2.3) is not included and that
the device servetshall use its default initialization pattern; or

B) set to one specifies that:
a) an initialization pattern descriptor is included in the FORMAT UNIT parameter list fgllowing
theparameter list header; and
b) ifthe device server does not support initialization pattern descriptors, then the devicg server
shall terminate the FORMAT UNIT command with CHECK CONDITION status with thg¢ sense
key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN
PARAMETER LIST.

An immediate (IMMED) bit set to zero specifies that the device server shall return status after the format
operation has completed. An IMMED bit set to one specifies that the device server shall return status after the
entire parameter list has been transferred.

The P_1_INFORMATION field, if any (i.e., if the long parameter list header is used), should be set to Oh. If the
P_I_INFORMATION field is not set to zero, then the device server shall terminate the command with CHECK
CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code set to
INVALID FIELD IN PARAMETER LIST.

For a type 0 or a type 1 protection information request, if the PROTECTION INTERVAL EXPONENT field, if any, is
not set to Oh, then the device server shall terminate the command with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER
LIST.
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For a type 2 protection or a type 3 protection format request, the protection interval exponent determines the
length of user data to be transferred before protection information is transferred (i.e., the protection
information interval).

The protection information interval is calculated as follows:
protection information interval = logical block length + 2(Protection interval exponent)
where:
logical block length is the number of bytes of user data in a logical block (see 4.5)

protection interval exponent  is zero if the short parameter list header (see table 36) is used or the
COMtENtS of tTe PROTECTION INTERVAL EXPONENT fletdif thetong paramgter list
header (see table 37) is used

If the pfotection information interval calculates to a value that is not an even number (e.g., 520+ 28 = 55) or

not a whole number (e.g., 520 + 2% = 32.5 and 520 + 210 = 0.508), then the device server sHall terminate the
command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST-and the adIitionaI
sense ¢ode set to INVALID FIELD IN PARAMETER LIST.

The DEFECT LIST LENGTH field specifies the total length in bytes of the defect list (i.e,, 'the address descfiptors)
that follow and does not include the length of the initialization pattern descriptor,'if.any. The formats fof the
addres$ descriptor(s) are shown in 6.2.

5.3.2.3|Initialization pattern descriptor
The inifialization pattern descriptor specifies that the device serverinitialize logical blocks to a specifief

pattern| The initialization pattern descriptor (see table 39) is transferred to the device server as part of|the
FORMAT UNIT parameter list.

Table 39 — Initialization pattern descriptor

Bit
Byte 7 6 5 4 3 2 1 0
0 Obsolete Sl Reserved
1 INITIALIZATION PATTERN TYPE
2 (MSB)
INITIALIZATION PATTERN LENGTH (N - 3)
3 (4sB)
4
INITIALIZATION PATTERN
n

A secu
pattern : athay
SI bit set to one specifies that the device server shall ignore:

a) the FMTPINFO field;

b) the FMTDATA bit;

c) the CMPLIST bit;

d) the DEFECT LIST FORMAT field;

e) all the bits and fields in the parameter list header, except the IMMED bit; and
f) any defect list data.

The device server shall write the initialization pattern using a security erasure write technique. The security
erasure write technique requirement and procedure is outside the scope of this standard. The device server is
not required to write the initialization pattern over the header and other parts of the medium not previously
accessible to the application client. If the device server is unable to write over any part of the medium that is
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currently accessible to the application client or may be made accessible to the application client in the future
(e.g., by clearing the defect list), then the device server shall terminate the command with CHECK
CONDITION status with the sense key set to MEDIUM ERROR and the additional sense code set to the
appropriate value for the condition. The device server shall attempt to rewrite all remaining parts of the
medium even if some parts are not able to be rewritten.

NOTE 6 - The intent of the security erasure write is to render any previous user data unrecoverable by any
analog or digital technique.

Migration from the si bit to the SANITIZE command (see 5.24) is recommended for all implementations.

of the
mediun. The device server is not required to initialize other areas of the medium. The device serverishall
format the medium as defined in the FORMAT UNIT command.

The INITIALIZATION PATTERN TYPE field (see table 40) specifies the type of pattern the device server shall use to
initializ¢ each logical block within the application client accessible part of the medium. All bytes within aflogical
block shall be written with the initialization pattern.

Table 40 — INITIALIZATION PATTERN TYPE field

Cogde Description

0gh Use a default initialization pattern @

Repe%t the pattern specified in the INITIALIZATION, PATTERN field as required to fill the logical
block

02h t¢ 7Fh | Reserved
80h t¢ FFh | Vendor specific

@ |f the INITIALIZATION PATTERN LENGTH field is hot'set to zero, then the device server shall terminatg the
cdmmand with CHECK CONDITION status*with the sense key set to ILLEGAL REQUEST and the
additional sense code set to INVALID FIELD IN PARAMETER LIST.

b If {he INITIALIZATION PATTERN LENGTH-field is set to zero, then the device server shall terminate the

cdgmmand with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the

additional sense code set to INVALID FIELD IN PARAMETER LIST.

01h

The INITIALIZATION PATTERN LENGTH field specifies the number of bytes contained in the INITIALIZATION PATTERN
field. If the initialization pattern length exceeds the current logical block length, then the device server ghall

termingte the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUES$T and
the additional sense.code set to INVALID FIELD IN PARAMETER LIST.

5.4.1 GET LBA STATUS command overview

The GET LBA STATUS command (see table 41) requests that the device server transfer parameter data
describing the logical block provisioning status (see 4.7) for the specified LBA and zero or more subsequent
LBAs to the Data-In Buffer.

The device server may or may not process this command as an uninterrupted sequence of actions (e.g., if
concurrent operations are occurring that affect the logical block provisioning status, then the returned
parameter data may be inconsistent or out of date).
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This command uses the SERVICE ACTION IN (16) CDB format (see clause A.2).

Table 41 — GET LBA STATUS command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (9Eh)
1 Reserved SERVICE ACTION (12h)
2 (MSB)
STARTING LOGICAL BLOCK ADDRESS
9 (usB.)
10 (MSB)
ALLOCATION LENGTH
13 (4SB)
14] Reserved
15I CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to thewalue shown in table 41 for the GH
STATUB command.

The SERVICE ACTION field is defined in SPC-4 and shall be settolthe value shown in table 41 for the GH
STATUB command.

The STARTING LOGICAL BLOCK ADDRESS field specifies the\kBA of the first logical block addressed by th
command. If the specified starting LBA exceeds the capacity of the medium (see 4.5), then the device
shall tefminate the command with CHECK CONDITION status with the sense key set to ILLEGAL RE(

and thd

The ALLOCATION LENGTH field is defined in SPC-4. In response to a GET LBA STATUS command, the
server may send less data to the Data-In(Buffer than is specified by the allocation length. If, in respons
single GET LBA STATUS command,the device server does not send sufficient data to the Data-In Bu
satisfy the requirement of the application client, then, to retrieve additional information, the application
may send additional GET LBA STATUS commands with different starting LBA values.

The CONTROL byte is defined.in SAM-5.

additional sense code set to LOGICAL BLOCK ADDRESS OUT OF RANGE.

ET LBA

T LBA

S
server
PUEST

levice
etoa
fer to
client
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5.4.2 GET LBA STATUS parameter data
5.4.2.1 GET LBA STATUS parameter data overview

The GET LBA STATUS parameter data (see table 42) contains an eight-byte header followed by one or more
LBA status descriptors.

Table 42 — GET LBA STATUS parameter data

Byte 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER DATA LENGTH (n - 3)
3 (4sB)
4
Reserved
7
LBA status descriptors
8
see LBA status descriptor [firstj(see 5.4.2.2)
23
n-15
LBA status deseriptor [last] (see 5.4.2.2) (if any)
n

The PARAMETER DATA LENGTH field indicates-the number of bytes of parameter data that follow. The value in
the PARAMETER DATA LENGTH field shall be:

a) | at least 20 (i.e., the availablé_parameter data shall contain at least one LBA status descriptor)] and
b) | four added to a multiple ©f)16 (i.e., the available parameter data shall end on a boundary between
LBA Status descriptors):

Due to processing considerations outside the scope of this standard, two GET LBA STATUS commangs with
identicgl values in all CBB fields may result in two different values in the PARAMETER DATA LENGTH field.

The relationship bétween the PARAMETER DATA LENGTH field and the ALLOCATION LENGTH field in the COB is
defined in SPC4.
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5.4.2.2 LBA status descriptor

The LBA status descriptor (see table 43) contains LBA status information for one or more LBAs.

Table 43 — LBA status descriptor format

7 6 5 4 3 2 1 0

0 (MSB)
LBA STATUS LOGICAL BLOCK ADDRESS

8 (MSB)
ood NUMBER OF LOGICAL BLOCKS

12 Reserved PROVISIONING STATUS

Reserved
15

The LBA STATUS LOGICAL BLOCK ADDRESS field contains the first LBAof the LBA extent for which this degcriptor
reports|LBA status.

The NUMBER OF LOGICAL BLOCKS field contains the number‘af logical blocks in that LBA extent. The deyice
server g$hould return the largest possible value in the NUMBER OF LOGICAL BLOCKS field.

The PRPVISIONING STATUS field is defined in table 44

Table 44— PROVISIONING STATUS field

Code Description

Oh Each LBA in the'LBA extent is mapped (see 4.7.4.6) or has an unknown state.
1h Each LBAin the LBA extent is deallocated (see 4.7.4.7).
2h Each LBA in the LBA extent is anchored (see 4.7.4.8).

All others | Reseérved

If the logical unitis fully provisioned (see 4.7.2), then the PROVISIONING STATUS field for all LBAs shall b¢ set to
Oh (i.e.] mapped or unknown).

5.4.2.3 TBA status descriptor relationships

The LBA STATUS LOGICAL BLOCK ADDRESS field in the first LBA status descriptor returned in the GET LBA
STATUS parameter data shall contain the value specified in the STARTING LOGICAL BLOCK ADDRESS field of the
CDB. For subsequent LBA status descriptors, the contents of the LBA STATUS LOGICAL BLOCK ADDRESS field
shall contain the sum of the values in:

a) the LBA STATUS LOGICAL BLOCK ADDRESS field in the previous LBA status descriptor; and
b) the NUMBER OF LOGICAL BLOCKS field in the previous LBA status descriptor.

Adjacent LBA status descriptors may have the same values for the PROVISIONING STATUS field.
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5.5 ORWRITE (16) command

017

The ORWRITE (16) command (see table 45) requests that the device server perform an ORWRITE command

set ope

ration (see 4.29.4).

Table 45 — ORWRITE (16) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (8Bh)
1 ORPROTECT DPO FUA Reserved
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (4UsB)
10 (MSB)
TRANSFER LENGTH
13 (4sB)
14 Reserved GROUP NUMBER
15 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be-set/to the value shown in table 45 for the

ORWR
See thq

TE (16) command.
READ (10) command (see 5.11) for the definition of the FUA bit specifying behavior for read

operatipns. See the WRITE (10) command (see 5:33) for the definition of the FUA bit specifying behav
write operations. See the READ (10) command,_(see 5.11) for the definition of the DPO bit. See the
PRE-FETCH (10) command (see 5.8) for the dgfinition of the LOGICAL BLOCK ADDRESS field. See the
PRE-FETCH (10) command (see 5.8) and 4:23 for the definition of the GROUP NUMBER field.

The TRANSFER LENGTH field specifies the number of contiguous logical blocks of data that are read, tran
from the Data-Out Buffer, and ORed(into a bitmap buffer, starting with the logical block referenced by tihe LBA

specifie

d by the LOGICAL BLOCK ADDRESS field. If the specified LBA and the specified transfer length ex

the capacity of the medium (see.4.5), then the device server shall terminate the command with CHEC
CONDITION status with the'sense key set to ILLEGAL REQUEST and the additional sense code set 1
LOGICAL BLOCK ADDRESS OUT OF RANGE. The TRANSFER LENGTH field is constrained by the MAX
TRANSFER LENGTH field.in"the Block Limits VPD page (see 6.6.3).

The CONTROL byteds-defined in SAM-5.

The deyice server shall:

a)

or for

sferred

ceed
K
o

IMUM

bed in

chéek protection information from the read operations based on the ORPROTECT field as descri

b)

P 40 !
dUIT 50, dllu

check protection information transferred from the Data-Out Buffer based on the ORPROTECT field as

described in table 47.

The order of the user data and protection information checks and comparisons is vendor specific.
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The device server shall check the protection information from the read operations based on the ORPROTECT
field as described in table 46. All footnotes for table 46 are at the end of the table.

Table 46 — oRPROTECT field - checking protection information from the read operations (part 1 of 3)

Logical unit Field in Extended
Code formatted. with protection INQUIRY Da?a If check fails 9 ¢, additional sense code
protection . . g | VPD page bit
. . information f
information value
LOGICAL BLOCK GUARD CHECK
LOGICAL GRD_CHK =1 FAILED
BLOCK GUARD
GRD_CHK =0 No check performed
LOGICAL APP CHK = 1 © LOGICAL BLOCK APPLICATION TAG
. BLOCK T CHECK FAILED
Yes ! APPLICATION
000K TAG APP_CHK =0 No check performed
LOGICAL REF CHK = 1D LOGICAL BLOCK REFERENCE TAG
BLOCK T CHECKFAILED
REFERENCE
TAG REF_CHK =0 No.¢heck performed
No No protection information on the medium to check.
LOGICAL BLOCK GUARD CHECK
LOGICAL GRD_CHK =} FAILED
BLOCK GUARD
GRD_CHK’=0 No check performed
LOGICAL APPUGHK = 1 © LOGICAL BLOCK APPLICATION TAG
BLOCK - CHECK FAILED
0014 Yes APPLICATION
101b[° TAG APP_CHK =0 No check performed
LOGIGAL REF CHK = 11 LOGICAL BLOCK REFERENCE TAG
BLOEK - CHECK FAILED
REFERENCE
TAG REF_CHK =0 No check performed
No Error condition 2
LOGICAL
BLOCK GUARD No check performed
LOGICAL APP CHK = 1 © LOGICAL BLOCK APPLICATION TAG
BLOCK T CHECK FAILED
APPLICATION
010b B Yes TAG APP_CHR =0 No checkperformed
LOGICAL REF CHK = 11 LOGICAL BLOCK REFERENCE TAG
BLOCK T CHECK FAILED
REFERENCE
TAG REF_CHK = 0 No check performed
No Error condition 2
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Table 46 — oRPROTECT field - checking protection information from the read operations (part 2 of 3)

Logical unit Field in Extended
Code formatted. with protection INQUIRY Da?a If check fails ¢ €, additional sense code
protection information 9 VPD page bit
information value f
LOGICAL
BLOCK GUARD No check performed
LOGICAL
BLOCK N h K rf d
Yes APPLICATION © check performe
011bf TAG
LOGICAL
BLOCK No check performed
REFERENCE
TAG
No Error condition @
_ LOGICALBLOCK GUARD CHECK
BLOCK GUARD
GRD_CHK =0 No.check performed
LOGICAL
BLOCK
A Yes appLicaTioN | VO check performed
100b TAG
LOGICAL
BLOCK
REFERENCE No*check performed
TAG

No

Error condition @
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Table 46 — oRPROTECT field - checking protection information from the read operations (part 3 of 3)

Logical unit Field in Extended
Code formatted. with protection INQUIRY Da?a If check fails ¢ €, additional sense code
protection . . VPD page bit
. - information 9 f
information value
110b to
111b Reserved

@ If the logical unit supports protection information (see 4.22) and has not been formatted with protection

in

'nrm:xfinn’ then the device server shall terminate the command with CHECK CONDITION statu

s with

th
C
b |f
Ccq
ad
CIf
dd
S
a

b
d |
sh
e |f
dd

b sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD\|
DB.

mmand with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and th
ditional sense code set to INVALID FIELD IN CDB.

vice server shall check the logical block application tag. If the ato bit in the Control mode page
PC-4) is set to one, then this knowledge is acquired from:
the Application Tag mode page (see 6.5.3), if the atmpe bit in the Control mode page (see S
is set to one; or.
a method not defined by this standard, if the ATMPE bit is set tozero.
the device server terminates the command with CHECK CONDJITON status, then the device s
all set the sense key to ABORTED COMMAND.
multiple errors occur while the device server is processing the command, then the selection by
vice server of which error to report is not defined by this'standard.

f Sge the Extended INQUIRY Data VPD page (see SPG.4) for the definitions of the GRD_CHK bit, t

AR
9 If
a

b

th
in
hoif
cq
el
gF:
~ kn
LOIf
te
R
boaf
m

P_CHK bit, and the REF_CHK bit.
he device server detects:
a LOGICAL BLOCK APPLICATION TAG field setto' FFFFh, and type 1 protection (see 4.22.2.3) is
enabled; or
a LOGICAL BLOCK APPLICATION TAG field set to FFFFh, the LOGICAL BLOCK REFERENCE TAG field
FFFF_FFFFh, and type 3 protection'(see 4.22.2.5) is enabled,
en the device server shall not check any protection information in the associated protection
ormation interval.
ype 1 protection is enabled;.then the device server shall check the logical block reference tag
mparing it to the lower four’bytes of the LBA associated with the logical block. If type 3 protect
abled, then the deviceserver shall check each logical block reference tag only if the device se
s knowledge of thé contents of the LOGICAL BLOCK REFERENCE TAG field. The method for acquirin
owledge is not defined by this standard.
the RwwpP bitiin'the Control mode page (see SPC-4) is set to one, then the device server shall
Fminate theccommand with CHECK CONDITION status with the sense key set to ILLEGAL
FQUEST and the additional sense code set to INVALID FIELD IN CDB.
the DPICZ bit in the Control mode page (see SPC-4) is set to one, and the RwwpP bit in the Cont
bde page is set to zero, then protection information shall not be checked.

N

the logical unit does not support protection information, then the device server should terminaté the

e

the device server has knowledge of the contents of the logical block applicationdag field, then the

(see

PC-4)

Brver
the

ne

set to

DY

on is
rver

g this

ol
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ORPROTECT field as described in table 47. All footnotes for table 47 are at the end of the table.

Table 47 — orRPROTECT field - checking protection information from the Data-Out Buffer (part 1 of 2)

ISO/IEC 14776-323:2017 © ISO/IEC 2017

Logical unit . .
formatted with Field in Device server
Code . protection If check fails ¢ ", additional sense code
protection . . check
. . information
information
0ood Yes©f9 No protection information in the Data-Out buffer to check
No No protection information in the Data-Out buffer to check
LOGICAL BLOCK Shall LOGICAL BLOCK GUARDB CHECK
GUARD FAILED
Yes LOGICAL BLOCK | Dependenton | LOGICAL BLOCK APPLICATION TAG
001b P APPLICATION TAG RWWP © CHECK FAILED
LOGICAL BLOCK | Shall (except | LOGICAL BEOCK REFERENCE TAG
REFERENCE TAG | for type 3)' CHECK FAILED
No Error condition @
LOGICAL BLOCK
GUARD Shall not No.check performed
Yes LOGICAL BLOCK | Dependentdn)| LOGICAL BLOCK APPLICATION TAG
010b P APPLICATION TAG RWWR.° CHECK FAILED
LOGICAL BLOCK Mav | LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG y CHECK FAILED
No Error condition @
LOGICAL BLOGK
GUARD Shall not No check performed
LOGICAL,BLOCK
011b b Yes APROORTION TAG Shall not No check performed
LOGICAL BLOCK
N FERENCE TAG Shall not No check performed
No Error condition @
LOGICAL BLOCK Shall LOGICAL BLOCK GUARD CHECK
GUARD FAILED
LOGICAL BLOCK
100 b Yes APPLICATION TAG Shall not No check performed
LOGICAL BLOCK
REFERENCE TAG Shall not No check performed
No Error condition @
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Table 47 — orRPROTECT field - checking protection information from the Data-Out Buffer (part 2 of 2)

Code

Logical unit
formatted with
protection
information

Field in
protection
information

Device server
check

If check fails 9 ", additional sense code

Yes

LOGICAL BLOCK
GUARD

Shall

LOGICAL BLOCK GUARD CHECK

FAILED

LOGICAL BLOCK
APRPLICATION-TAG

Dependent on
e ©

LOGICAL BLOCK APPLICATION TAG

CHECK EAILED

101b

LOGICAL BLOCK
REFERENCE TAG

May

LOGICAL BLOCK REFERENCETA

CHECK FAILED

uJ

No

Error condition @

110b 1
111b

Reserved

a |f
inf
th

b |f
CQO
ad

¢ If {he ATO bit is set to one in the Control mode page (see SPC-4), and the device server has know

If
frg
kn
d |f
sh
€ TH
Ff
te
ar
a)

b)
9 If

FF
S€

b logical unit supports protection information (see 4.22) and has not been\formatted with proteg
ormation, then the device server shall terminate the command with CHECK CONDITION statu
b sense key set to ILLEGAL REQUEST and the additional sense codé set to INVALID FIELD IN
he logical unit does not support protection information, then the device server should terminatg
mmand with CHECK CONDITION status with the sense key set)to ILLEGAL REQUEST and th
ditional sense code set to INVALID FIELD IN CDB.

the contents of the LOGICAL BLOCK APPLICATION TAG figld, then the device server:
may check each logical block application tag if the RWWP bit is set to zero in the Control mode
(see SPC-4); and
shall check each logical block application tagif the Rwwp bit is set to one in the Control mode
he ATMPE bit in the Control mode page (see~SPC-4) is set to one, then this knowledge is acqui
m the Application Tag mode page. If the ATMPE bit is set to zero, then the method for acquiring
owledge is not defined by this standard,
he device server terminates the command with CHECK CONDITION status, then the device s
all set the sense key to ABORTERD)COMMAND.
e device server shall write a generated CRC (see 4.22.4.2) into each LOGICAL BLOCK GUARD fie
he RwwP bit in the Controlmode page (see SPC-4) is set to one, then the device server shall
minate the command with-€CHECK CONDITION status with the sense key set to ILLEGAL REQ
d the additional sensé code set to INVALID FIELD IN CDB. If the RwwpP bit is set to zero, and:
type 1 protection is enabled, then the device server shall write the least significant four bytes
each LBA into\the LOGICAL BLOCK REFERENCE TAG field of each of the written logical blocks; o
type 3 protection is enabled, then the device server shall write a value of FFFF_FFFFh into t
LOGICAL-BLOCK REFERENCE TAG field of each of the written logical blocks.
he ATODits set to one in the Control mode page (see SPC-4), then the device server shall wri
FFh(into each LOGICAL BLOCK APPLICATION TAG field. If the ATO bit is set to zero, then the devic
rn/ef may write any value into each LOGICAL BLOCK APPLICATION TAG field.

tion

5 with
CDB.
the
e
ledge
page
page.
red
this
Brver
Id.
UEST
of

e

te
e

hif

Lol [T T ! : : : 41 ) 41 1 " 1
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~ device server of which error to report is not defined by this standard.

' If type 1 protection is enabled, then the device server shall check the logical block reference tag by
comparing it to the lower four bytes of the LBA associated with the logical block. If type 3 protection is
enabled, then the device server may check each logical block reference tag if the ATO bit is set to one in
the Control mode page (see SPC-4), and the device server has knowledge of the contents of the
LOGICAL BLOCK REFERENCE TAG. The method for acquiring this knowledge is not defined by this
standard.

the
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The ORWRITE (32) command (see table 48) requests that the device server perform one of the following
ORWRITE command (see 4.29) operations:

a) a change generation and clear operation (see 4.29.3); or
b) a setoperation (see 4.29.4).
Table 48 — ORWRITE (32) command
Bit
Byte 7 6 5 4 3 1 0
0 OPERATION CODE (7Fh)
1 CONTROL
2 Reserved BMOP
3 Reserved PREVIOUS GENERATION PROCESSING
4
Reserved
5
6 Reserved GROUP NUMBER
7 ADDITIONAL CDB KENGTH (18h)
8 (MSB)
SERVICEACTION (000Eh)
9 (4sB)
10 ORPROTECT DPO FUA Reserved
11 Reserved
12 (MSB)
LOGICAL BLOCK ADDRESS
19 (4sB)
20 (MSB)
EXPECTED ORWGENERATION
23 (4sB)
24 (MSB)
NEW ORWGENERATION
27 (4sB)
28 (MSB)
TRANSFER LENGTH
31 (LSB)

The OPERATION CODE field, the ADDITIONAL CDB LENGTH field, and the SERVICE ACTION field are defined in
SPC-4 and shall be set to the values shown in table 48 for the ORWRITE (32) command.

The CONTROL byte is defined in SAM-5.
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The bitmap operation (BMOP) field specifies the operation as described in table 49.

Table 49 — BmoP field

Code Description
The device server shall perform a set operation (see 4.29.4), and the contents of the
000b PREVIOUS GENERATION PROCESSING field and NEw ORWGENERATION field shall be
ignored.
otb Thedevite server stattperformTa change generation and clear operation (See 4,29.3).
All pothers Reserved

The PREVIOUS GENERATION PROCESSING field specifies the policy for performing future set operations th
be estaplished in the device server by a successful change generation and clear operation(see 4.29.2

See thq
the LOG

The EXPECTED ORWGENERATION field contains a code that is compared with generation codes establis
and m4dintained by the device server.

The NEfv ORWGENERATION field specifies the current ORWgeneration-cade that is to be established in
device perver by a successful change generation and clear operation.(see 4.29.3).

The de

a)

b)

The ord

ORWRITE (16) command (see 5.5) for the definitions of the FUA bit, the DPQbit, the ORPROTEQ
ICAL BLOCK ADDRESS field, the TRANSFER LENGTH field, and the GROUP NUMBER field.

ice server shall:

check protection information from the read operations,based on the ORPROTECT field as descri

table 46; and
check protection information transferred from the*Data-Out Buffer based on the ORPROTECT fie
described in table 47.

er of the user data and protection information checks and comparisons is vendor specific.

at is to
2).
T field,

hed

the

bed in

Id as
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5.7 POPULATE TOKEN command

5.7.1 POPULATE TOKEN command overview

The POPULATE TOKEN command (see table 50) requests that the copy manager (see SPC-4) create a point
in time ROD token that represents the specified logical blocks (see 4.30).

Each logical block represented by the point in time ROD token includes logical block data.

Bit

Byte

0 OPERATION CODE (83h)

1 Reserved SERVICE ACTION {10h)

Reserved

6 (MSB)
ood LIST IDENTIFIER
9 sB)
10 (MSB)

ood PARAMETER LIST LENGTH

14 Reserved GROUP NUMBER

15 CONTROL

The OPERATION CODE field and the SERVICE ACTION field are defined in SPC-4 and shall be set to the v4lues
shown |n table 50 for the POPULATE.FOKEN command.

The LIS|T IDENTIFIER field is defined jn SPC-4. The list identifier shall be processed as if the LIST ID USAGE field
in the parameter data for an EXTENDED COPY(LID4) command (see SPC-4) is set to 00b.

The PARAMETER LIST LENGTH field specifies the length in bytes of the parameter list that is available to be
transfefred from the DatasOut Buffer. If the parameter list length is greater than zero and less than 00000010h
(i.e., 14), then the copy. manager shall terminate the command with CHECK CONDITION status with the
sense Key set to ILEEGAL REQUEST and the additional sense code set to PARAMETER LIST LENGTH
ERROR. A PARAMETER LIST LENGTH field set to zero specifies that no data shall be transferred. This shall not
be congidered an error.

See thg RRE-FETCH (10) command (see 5.8) and 4.23 for the definition of the GROUP NUMBER field.

The CONTROL byte is defined in SAM-5.
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5.7.2 POPULATE TOKEN parameter list

The parameter list for the POPULATE TOKEN command is shown in table 51.

Table 51 — POPULATE TOKEN parameter list

— 147 -

Bit
Byte 7 6 5 4 1 0
0 (MSB)
POPULATE TOKEN DATA LENGTH (n - 1)

1 (sB)

2 Reserved RTV IMMED

3 Reserved

4 (MSB)

INACTIVITY TIMEOUT

7 (usB.)

8 (MSB)

ROD TYPE

11 (4sB)

12

Reserved
13
111 (MSB)
BLOCK DEVICE RANGE,DESCRIPTOR LENGTH (n - 15)
15 UsB)
Block:device range descriptor list

16

Block device range descriptor [first] (see 5.7.3)

31

n-15

Block device range descriptor [last] (see 5.7.3) (if any)

n
The POPULATE TOKEN DATA LENGTH field specifies the length in bytes of the data that is available to be
transfefred from'the Data-Out Buffer. The populate token data length does not include the number of Hytes in
the POHULATE jTOKEN DATA LENGTH field. If the POPULATE TOKEN DATA LENGTH field is less than 001Eh (i.g., 30),
then the¢ Copy manager shall terminate the command with CHECK CONDITION status with the sense key set
to ILLEGACREQUEST and the additional sense code setto INVACID FIEELD INPARAMETER LIST —

A ROD type valid (RTV) bit set to zero specifies that the copy manager may create a ROD token with any point
in time copy ROD type and shall ignore the contents of the ROD TYPE field. An RTV bit set to one specifies that

the copy manager shall use the contents of the ROD TYPE field to create the point in time copy ROD.

The immediate (IMMED) bit specifies when the copy manager shall return status for the POPULATE TOKEN
command. If the IMMED bit is set to zero, then the copy manager shall process the POPULATE TOKEN
command until all specified operations are complete or an error is detected. If the IMMED bit is set to one, then

the cop
1)
2)
3)

y manager:

shall validate the CDB (i.e., detect and report all errors in the CDB);

shall transfer all the parameter data to the copy manager;

may validate the parameter data;
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shall complete the POPULATE TOKEN command with GOOD status; and
shall complete performing of all specified operations as a background operation (see SPC-4).

017

If the INACTIVITY TIMEOUT field is not set to zero, then the INACTIVITY TIMEOUT field specifies the number of
seconds that the copy manager should wait for the next third-party copy command that uses the ROD token
created by the processing of this command before the copy manager invalidates that ROD token due to
expiration of this timeout (see SPC-4). If the INACTIVITY TIMEOUT field is set to a value larger than the value in
the MAXIMUM INACTIVITY TIMEOUT field in the Block Device ROD Token Limits descriptor (see 6.6.6.3), then the
copy manager shall terminate the command with CHECK CONDITION status with the sense key set to
ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.

wait for
this con

If the R
time co
the sen
PARAM

a)

b)

The BL
descrip
range g

ken Limits descriptor (see 6.6.6.3) specifies the number of seconds that the copy manager-sh
the next third-party copy command (see 6.6.6) that uses the ROD token created by the proces
hmand before the copy manager invalidates that ROD token due to expiration of this timeout.

[V bit is set to one, then the ROD TYPE field specifies the ROD type (see SPC-4) for creating the
py ROD token. The copy manager shall terminate the command with CHECK CONDITION stat
se key set to ILLEGAL REQUEST and the additional sense code set to INVALID'FIELD IN
ETER LIST, if:

the copy manager does not support the specified ROD type for use with the POPULATE TOK
command; or
the ROD TYPE field specifies a ROD type (see SPC-4) that is not-a point in time copy ROD.

DCK DEVICE RANGE DESCRIPTOR LENGTH field specifies the length.in bytes of the block device rar
for list. The block device range descriptor list length should-be a multiple of 16. If the block dev|

ice
buld
sing of

point in
s with

EN

ge
ce

escriptor list length is not a multiple of 16, then the lastdblock device range descriptor is incomplete

and sh

manager shall terminate the command with CHECK CONDITION status with the sense key set to ILLE
REQUEST and the additional sense code set to INVALID'FIELD IN PARAMETER LIST.

If any bllock device range descriptors in the block deVice range descriptor list are truncated due to the
paramgter list length in the CDB, then those blockdevice range descriptors shall be ignored.

If the nimber of complete block device range'descriptors is larger than the maximum range descriptor

in the

Il be ignored. If the block device range descriptor listlength is less than 0010h (i.e.,16), then th

lock Device ROD Token Limits descriptor (see 6.6.6.3), then the copy manager shall terminate

e copy
FGAL

5 value
the

command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the addlitional

sense ¢ode set to TOO MANY SEGMENT DESCRIPTORS.

If the séame LBA is included in more than one block device range descriptor, then the copy manager shall

termin
the add

If the n
fields in

te the command with‘€HECK CONDITION status with the sense key set to ILLEGAL REQUES
itional sense codeset to INVALID FIELD IN PARAMETER LIST.

all of the camplete block device range descriptors is larger than:

the MAXIMUM BYTES IN BLOCK ROD field in the block ROD device type specific features descripto)
ROP token features third-party copy descriptor in the Third-party Copy VPD page (see SPC-4

T and

imber of bytes of-user data represented by the sum of the contents of the NUMBER OF LOGICAL BLOCKS

I in the
and

that field is set to a nonzero value; or

3.6.6.3)

then the copy manager shall terminate the command with CHECK CONDITION status with the sense key set
to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.
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5.7.3B

lock device range descriptor

The block device range descriptor is defined in table 52.

Table 52 — Block device range descriptor

Bit
Byte 7 6 5 4 3 2 1 0

0 (MSB)
LOGICAL BLOCK ADDRESS
7 (4sB)
8 (MSB)
NUMBER OF LOGICAL BLOCKS
1 (usB)
12
Reserved
15

The LOGICAL BLOCK ADDRESS field specifies the first LBA on which theleopy manager shall operate for this

block d

bvice range descriptor.

The NUMBER OF LOGICAL BLOCKS field specifies the number of lIogical blocks on which the copy manager shall

operatsg
field.

Proces
OPTIMA
ROD tg
delays
specifig
page is
indicatg
Fora A

bytes o
SEGMEN

copy descriptor in the Third<party Copy VPD page may incur delays in processing.

Fora W
numbe
TOKEN
third-pz

If the n

for this block device range descriptor beginning withsthe LBA specified by the LOGICAL BLOCK AL

5ing of block device range descriptors with a number of logical blocks that is not a multiple of th
| BLOCK ROD LENGTH GRANULARITY field in thexblock ROD device type specific features descripto]
ken features third-party copy descriptor jn the Third-party Copy VPD page (see SPC-4) may in
n processing. If the OPTIMAL BLOCK RQD,LENGTH GRANULARITY field in the block ROD device typ|
features descriptor in the ROD token features third-party copy descriptor in the Third-party Coy
not reported, then the optimal trafsfer length granularity in the Block Limits VPD page (see 6.6.
the granularity.

(OPULATE TOKEN command, processing of block device range descriptors where the number
f user data contained in'the number of logical blocks exceeds the OPTIMAL BYTES TO TOKEN PER
T field in the block-ROD device type specific features descriptor in the ROD token features thir

RITE USING.TOKEN command (see 5.46), processing of block device range descriptors whe
of bytes.of(user data contained in the number of logical blocks exceeds the OPTIMAL BYTES FR
PER SEGMENT field in the block ROD device type specific features descriptor in the ROD token fg
rty copy descriptor in the Third-party Copy VPD page may incur delays in processing.

hmbeér of bytes of user data contained in the number of logical blocks is greater than:

DRESS

e
I in the
cur

a)

-

y VPD
3) may

of
0-party

e the
DM
atures

1)

2)

the value in the MAXIMUM BYTES IN BLOCK ROD field in the block ROD device type specific featu

res

descriptor in the ROD token features third-party copy descriptor in the Third-party Copy VPD page,

and the MAXIMUM BYTES IN BLOCK ROD field is set to a nonzero value; or
the value in the MAXIMUM TRANSFER LENGTH field in the Block Limits VPD page (see 6.6.3), the

MAXIMUM TRANSFER LENGTH field is set to a nonzero value, and the MAXIMUM BYTES IN BLOCK ROD field

in the block ROD device type specific features descriptor is not reported,

then the copy manager shall terminate the command with CHECK CONDITION status with the sense key set
to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.

If the NUMBER OF LOGICAL BLOCKS field is set to zero, then the copy manager shall perform no operation for this
block device range descriptor. This condition shall not be considered an error.
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If the specified LBA and the specified number of logical blocks exceed the capacity of the medium (see 4.5),
then the copy manager shall terminate the command with CHECK CONDITION status with the sense key set
to ILLEGAL REQUEST and the additional sense code set to LOGICAL BLOCK ADDRESS OUT OF RANGE.

5.8 PRE-FETCH (10) command

The PRE-FETCH (10) command (see table 53) requests that the device server:

a) for any mapped LBAs specified by the command that are not already contained in cache, perform
read - medium npnrnfinne and write cache npnrq’rinne (an 4 1‘;); and
b) | for any unmapped LBAs specified by the command, update the volatile cache and/or non-voldtile
cache to prevent retrieval of stale data.
No data shall be transferred to the Data-In Buffer.
Migration from the PRE-FETCH (10) command to the PRE-FETCH (16) command is recommended fdr all
implementations.
Table 53 — PRE-FETCH (10) command
Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE-(34h)
Reserved IMMED Obsolete
(MSB)
LOGICAL BLOCK ADDRESS
5 (4sB)
6 Reserved GROUP NUMBER
7 (MSB)
PREFETCH LENGTH
8 (4sB)
9 CONTROL
The OPERATION CODE field-istdefined in SPC-4 and shall be set to the value shown in table 53 for the

PRE-F

An imm

FTCH (10) command.

IMMED byit set to o€ specifies that the device server shall:

a)
b)

validate*the CDB;
if the-cache has:

ediate (IMMEB)\bit set to zero specifies that status shall be returned after the operation is complgte. An

A) ¥ sufficient capacity to accept all of the specified logical blocks, then complete the command with

c)

CONDITION MET status; or

B) insufficient capacity to accept all of the specified logical blocks, then complete the command with

GOOQOD status;

and

if one or more of the specified logical blocks are not successfully transferred to the cache for reasons
other than lack of cache capacity, then report a deferred error (see SPC-4).

The LOGICAL BLOCK ADDRESS field specifies the LBA of the first logical block (see 4.5) accessed by this
command.
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A GROUP NUMBER field set to a non-zero value specifies the group into which attributes associated with the
command should be collected (see 4.23). A GROUP NUMBER field set to zero specifies that any attributes
associated with the command shall not be collected into any group.

The PREFETCH LENGTH field specifies the number of contiguous logical blocks that shall be pre-fetched (i.e.,
transferred to the cache from the medium), starting with the LBA specified by the LOGICAL BLOCK ADDRESS
field. A PREFETCH LENGTH field set to zero specifies that all logical blocks starting with the LBA specified in the
LOGICAL BLOCK ADDRESS field to the last logical block on the medium shall be pre-fetched. Any other value
specifies the number of logical blocks that shall be pre-fetched. If the specified LBA and the specified prefetch
length exceed the capacity of the medium (see 4.5), then the device server shall terminate the command with
CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code set

If the IMMED bit is set to zero, and the specified logical blocks were transferred to the cache withodt errgr, then
the deMice server shall complete the command with CONDITION MET status.
If the IMMED bit is set to zero and the cache does not have sufficient capacity to accept.all of the specified
logical blocks, then the device server shall transfer to the cache as many of the specified logical blocks [that fit.
If these] logical blocks are transferred without error, then the device server shall complete the command with
GOOD [status.
5.9 PRE-FETCH (16) command
The PRE-FETCH (16) command (see table 54) requests that the’device server perform the actions defiped for
the PRE-FETCH (10) command (see 5.8).
No data shall be transferred to the Data-In Buffer.
Table 54 — PRE-FETCH (16) command
Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (90h)
1 Reserved IMMED Regerved
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (4sB)
10 (MSB)
PREFETCH LENGTH
13 (4sB)
14 Reserved GROUP NUMBER
15 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 54 for the
PRE-FETCH (16) command.

See the PRE-FETCH (10) command (see 5.8) for the definitions of the other fields in this command.
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5.10 PREVENT ALLOW MEDIUM REMOVAL command

The PREVENT ALLOW MEDIUM REMOVAL command (see table 55) requests that the logical unit enable or
disable the removal of the medium. If medium removal is prevented on any |_T nexus that has access to the

logical

unit, then the logical unit shall not allow medium removal.

Table 55 — PREVENT ALLOW MEDIUM REMOVAL command

Bit i 6 5 4 3 2 1 0
Byte
0 OPERATION CODE (1Eh)
1 Reserved
2 Reserved
3 Reserved
4 Reserved PREVENT
5 CONTROL
The OPERATION CODE field is defined in SPC-4 and shall be set to the@alue shown in table 55 for the
PREVEHNT ALLOW MEDIUM REMOVAL command.
Table 56 defines the PREVENT field.
Table 56 — PREVENT field
Value Description
00b Medium removal is allowed.
01b Medium removal shall be prevented.
10b to 1,1b-[ Obsolete
The CONTROL byte is defined in SAM-5.
The prgvention of medium removal shall begin when any application client issues a PREVENT ALLOW
MEDIUM REMOVAL command with the PREVENT field set to 01b (i.e., medium removal prevented). The
prevenfion of medium removal for the logical unit shall no longer be prevented after:
a) | one of the“following occurs for each I_T nexus through which medium removal had been prevented:
A) receipt'of a PREVENT ALLOW MEDIUM REMOVAL command with the PREVENT field set fo 00b;
OF:
BY, ‘an |_T nexus loss;
b) [apower on;
c) a hard reset; or
d) alogical unit reset.
If possible, the device server shall perform a synchronize cache operation before ending the prevention of
medium removal.

If a persistent reservation or registration is being preempted by a PERSISTENT RESERVE OUT command
with PREEMPT AND ABORT service action (see SPC-4) or PERSISTENT RESERVE OUT command with

CLEAR

service action (see SPC-4), then the equivalent of a PREVENT ALLOW MEDIUM REMOVAL

command with the PREVENT field set to 00b shall be processed for each the |_T nexuses associated with the
persistent reservation or registrations being preempted allowing an application client to override the

prevention of medium removal function for a SCSI initiator port (e.g., an initiator port is not operating
correctly).
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While a prevention of medium removal condition is in effect, the logical unit shall inhibit mechanisms that allow
removal of the medium by an operator.

5.11 READ (10) command

The READ (10) command (see table 57) requests that the device server:

a) perform read operations from the specified LBAs: and
b) transfer the requested logical block data to the Data-In Buffer.

The lodical block data transferred to the Data-In Buffer shall include protection information based on th¢ value
in the RDPROTECT field (see table 58) and the medium format.
Migration from the READ (10) command to the READ (16) command is recommended for all
implementations.
Table 57 — READ (10) command
Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (28h)
RDPROTECT DPO FUA RARC Obsolete | Obsgolete
(MSB)
LOGICAL BMOCK ADDRESS
5 (4sB)
6 Reserved GROUP NUMBER
7 (MSB)
TRANSFER LENGTH
8 (4sB)
9 CONTROL
The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 57 for the
READ (10) command.
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The device server shall check the protection information from the read operations before returning status for
the command based on the RDPROTECT field as described in table 58. All footnotes for table 58 are at the end

of the table.

Table 58 — RDPROTECT field (part 1 of 3)

Logical unit | Shall device
formatted server Field in Extended df
. . . INQUIRY Data | If check fails “ ',
Code with transmit protection . ‘e
TN P e ... h | VPDpage bit | additional sense code
Mt Vle\allvll MruvteLuvIi mirvi |||a't'|0‘ﬁ_ g
. : : . value
information | information?
_ LOGICAL BLOCK
LosicALBLOCK | GRD_CHK=T | 5;ARp CHECK FA|LED
GUARD
GRD_CHK =0 No check performed
LOGICAL BLOCK
LOGICALBLOCK | App_cHk =1¢ |  APPLICATION TAG
Yes | APPLICATION CHECK FAILED
es
0001 No TAG K
APP_CHK'=0 No check performed
| LOGICAL BLOCK
LOGICALBLOCK | Reg,_cHk=1' | REFERENCE TAG
REFERENCE CHECK FAILED
TAG
REF_CHK =0 No check performed
No No protection information available to check
_ LOGICAL BLOCK
LogjeatBLock | GRP_CHK=T | 5 ;ARD CHECK FA|LED
GUARD
GRD_CHK =0 No check performed
LOGICAL BLOCK
LOGICALBLOCK | app_cHk =1¢ | APPLICATION TAG
Yes Yes® APPLICATION CHECK FAILED
TAG
1%21)1, APP_CHK =0 No check performed
| LOGICAL BLOCK
LOGICALBLOCK | Rer_cHk=1' | REFERENCE TAG
REFERENCE CHECK FAILED
TAG
REF_CHK =0 No check performed
No 2 No protection information available to transmit to the Data-In Buffer or for
checking
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Table 58 — RDPROTECT field (part 2 of 3)

Logical unit | Shall device
formatted server Field in Extended
, . ; INQUIRY Data | If check fails 9,
Code with transmit protection VPD page bit | additional sense code
protection protection information " va?ug 9
information | information?
LOGISS;:;OCK No check performed
LOGICAL BLOCK
LOGICALBLOCK | app_cHK =1°¢ | APPLICATION TAG
APPLICATION CHECK FAILED
e TAG
01065 Yes Yes APP_CHK =0 No check performed
LOGICAL'BLOCK
LOGICALBLOCK | Rer_cHk=1! | REFERENCE TAG
REFERENCE CHECK FAILED
TAG
REF_CHK =0 No check performed
No @ No protection information available to transmittg,the Data-In Buffer or for
checking
LOGISS;:;OCK No eheck performed
LOGICAL BLOCK
Yes Yes © APPLICATION No check performed
011b° g
LOGICABLOCK
REFERENCE No check performed
TAG
No @ No protection information available to transmit to the Data-In Buffer or for
checking
_ LOGICAL BLOCK
LOGICALBLOCK | GRD_CHK=1T | 5)ARD CHECK FA|LED
GUARD
GRD_CHK =0 No check performed
. LOGICAL BLOCK
Yes Yes APPLICATION | No check performed
100b|° TAG
LOGICAL BLOCK
REFERENCE No check performed
TAG
No 2 No protection information available to transmit to the Data-In Buffer or for

checking
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Table 58 — RDPROTECT field (part 3 of 3)

ISO/IEC 14776-323:2017 © ISO/IEC 2017

Logical unit | Shall device Extended
formatted server Fieldin | \yQUIRY Data | If check fails ¢ f
Code with transmit protection VPD page bit | additional sense code
protection protection information " value 9
information | information?
111(1):’;0 Reserved

o

f

°T
f

—h

gvice server shall check each logical block application tag. If the ATO bit in.the Control mode pal

shall set the sense key to ABORTED COMMAND.

device server of which error to report is not defined by this standard.

ee SPC-4) is set to one, then this knowledge is acquired from:
the EXPECTED LOGICAL BLOCK APPLICATION TAG field and the LOGICAL BLOCK APPLICATION TAG |
field in the CDB, if a READ (32) command (see 5.14) is received\by the device server;
the Application Tag mode page (see 6.5.3), if a command atherthan READ (32) is received |
device server, and the ATMPE bit in the Control mode pade (See SPC-4) is set to one; or
a method not defined by this standard, if a command,other than READ (32) is received by th
device server, and the ATMPE bit is set to zero.

the device server terminates the command with CHECK CONDITION status, then the device s

ne device server shall transmit protection information to the Data-In Buffer.
multiple errors occur while the device serveris processing the command, then the selection by

be the Extended INQUIRY Data VPD _page (see SPC-4) for the definitions of the GRD_CHK bit,
PP_CHK bit, and the REF_CHK bit.
the device server detects:
a LOGICAL BLOCK APPLICATION-TAG field set to FFFFh, and type 1 protection (see 4.22.2.3) or t
protection (see 4.22.2.4)\is 'enabled; or
a LOGICAL BLOCK APPLICATION TAG field set to FFFFh, the LOGICAL BLOCK REFERENCE TAG field
FFFF_FFFFh, and type 3 protection (see 4.22.2.5) is enabled,
en the device servershall not check any protection information in the associated protection
formation interval,

th

type 1 protection is enabled, then the device server shall check the logical block reference tag
mparing.iftothe lower four bytes of the LBA associated with the logical block. If type 2 protect
e 3 protection is enabled, and the device server has knowledge of the contents of the LOGICAL

JASK
y the
e

erver

the

he

ype 2

set to

by
on or

f type
CAL

~ the method for acquiring this knowledge is not defined by th|s standard
J"If the DPICZ bit in the Control mode page (see SPC-4) is set to one, then protection information shall not
be checked.

then

A disable page out (DPO) bit set to zero specifies that the retention priority shall be determined by the

RETENTION PRIORITY fields in the Caching mode page (see 6.5.5). A DPO bit set to one specifies that the device
server shall assign the logical blocks accessed by this command the lowest retention priority for being fetched
into or retained by the cache (see 4.15). A DPO bit set to one overrides any retention priority specified in the

Caching mode page. All other aspects of the algorithm implementing the cache replacement strategy are not
defined by this standard.
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NOTE 7 - The DPO bit is used to control replacement of logical blocks in the cache when the application client
has information on the future usage of the logical blocks. If the DPO bit is set to one, then the application client
is specifying that the logical blocks accessed by the command are not likely to be accessed again in the near
future and are not to be put in the cache nor retained by the cache. If the DPO bit is set to zero, then the
application client is specifying that the logical blocks accessed by this command are likely to be accessed
again in the near future.

A force unit access (FUA) bit set to one specifies that the device server shall read the logical blocks from:

a)
b)

the non-volatile cache, if any; or
the medium.

If the F
non-vo
the logi

a)
b)
An FUA
a)
b)
c)

If rebui
assist r
that thg

If the re

termingte the command with CHECK CONDITION status with-the sense key set to ILLEGAL REQUES

the add
See thq
See thq

The TR
transfe
BLOCK 4
transfe
blocks

capacit
CONDI
LOGIC
TRANSF|

The cO|

5.12 K

UA Il.llt ;D bct tU Ul dlluI d VUidtiiC bdbilc bUIItaillb da 1T 1CUCI It VEIb;UII Uf d iuyibai lUiUl.olr\ t;ldll ti
atile cache, if any, or the medium, then, before reading the logical block, the device server ;sha
cal block to:

the non-volatile cache, if any; or
the medium.

bit set to zero specifies that the device server may read the logical blocks from:

the volatile cache, if any;
the non-volatile cache, if any; or
the medium.

d assist mode (see 4.20) is supported and not enabled, then the{device server shall ignore the
ecovery control (RARC) bit. If rebuild assist mode is supportediand enabled, then the RARC bit s
device server shall perform read medium operations as defined in 4.20.3.2 and 4.20.3.3.

build assist mode is not supported and the RARC bit is-sét to one, then the device server shoul

itional sense code set to INVALID FIELD IN CDB.
PRE-FETCH (10) command (see 5.8) for the definition of the LOGICAL BLOCK ADDRESS field.
PRE-FETCH (10) command and 4.23 forthe definition of the GROUP NUMBER field.

ANSFER LENGTH field specifies the number of contiguous logical blocks of data that shall be reag
red to the Data-In Buffer, starting with the logical block referenced by the LBA specified by the L
ADDRESS field. A TRANSFER LENGTHfield set to zero specifies that no logical blocks shall be read
red. This condition shall not be-considered an error. Any other value specifies the number of Ig
hat shall be read and transferred. If the specified LBA and the specified transfer length exceed
y of the medium (see 4.5),then the device server shall terminate the command with CHECK
TION status with thessense key set to ILLEGAL REQUEST and the additional sense code set
AL BLOCK ADDRESS OUT OF RANGE. The TRANSFER LENGTH field is constrained by the MAX
FR LENGTH field inthe Block Limits VPD page (see 6.6.3).

NTROL byte is-defined in SAM-5.

' EAD (12) command

e
| write

rebuild
ecifies

T and

and
OGICAL

or
gical

the

IMUM

The READ (12) command (see table 59) requests that the device server perform the actions defined for the
READ (10) command (see 5.11).

Migration from the READ (12) command to the READ (16) command is recommended for all
implementations.
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Table 59 — READ (12) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (A8h)
1 RDPROTECT DPO FUA RARC Obsolete | Obsolete
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (USB)
6 (MSB)
TRANSFER LENGTH
9 (4sSB)
Restricted
10 for Reserved GROUP NUMBER
MMC-6
11 CONTROL
The OPERATION CODE field is defined in SPC-4 and shall be set to the‘value shown in table 59 for the READ
(12) command.
The CONTROL byte is defined in SAM-5.

See thg

READ (10) command (see 5.11) for the definitiofis of the other fields in this command.
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5.13 READ (16) command

The READ (16) command (see table 60) requests that the device server perform the actions defined for the
READ (10) command (see 5.11).

Table 60 — READ (16) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (88h)
1 RDPROTECT DPO FUA RARC Obsolete) |“Rederved
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (4UsB)
10 (MSB)
TRANSFER LENGTH
13 (4sB)
Restricted
14 for Reserved GROUP NUMBER
MMC-6
15 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall.be set to the value shown in table 60 for the
READ (16) command.

The CONTROL byte is defined in SAM-5.
See thg READ (10) command (see 5.11) forthe definitions of the other fields in this command.
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5.14 READ (32) command

The READ (32) command (see table 61) requests that the device server perform the actions defined for the
READ (10) command (see 5.11).

The device server shall only process a READ (32) command if type 2 protection is enabled (see 4.22.2.4).

Table 61 — READ (32) command

Bit "’ [ ) 4 3 2 1 0
Byte

0 OPERATION CODE (7Fh)

CONTROL
Reserved
5
6 Reserved GROUP-NUMBER
7 ADDITIONAL CDB LENGTH (18h)
8 (MSB)

SERVICE ACTION (0009h)
9 (4sB)
10 RDPROTECT DPO FUA RARC Obsolete | Regerved
11 Reserved
12 (MSB)
LOGICAL BLOCK ADDRESS
19 (4sB)
20 (MSB)
EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG
23 (4sB)
24 (MSB)
EXPECTED LOGICAL BLOCK APPLICATION TAG
25 (4sB)
26 (MSB)
LOGICAL BLOCK APPLICATION TAG MASK

27 (4sB)
28 (MSB)
TRANSFER LENGTH
31 (4SB)

The OPERATION CODE field, the ADDITIONAL CDB LENGTH field, and the SERVICE ACTION field are defined in
SPC-4 and shall be set to the values shown in table 61 for the READ (32) command.

The CONTROL byte is defined in SAM-5.

See the READ (10) command (see 5.11) for the definitions of the GROUP NUMBER field, the RDPROTECT field,
the DPO bit, the FUA bit, the RARC bit, the LOGICAL BLOCK ADDRESS field, and the TRANSFER LENGTH field.

If checking of the LOGICAL BLOCK REFERENCE TAG field is enabled (see table 58 in 5.11), then the EXPECTED
INITIAL LOGICAL BLOCK REFERENCE TAG field contains the value of the LOGICAL BLOCK REFERENCE TAG field
expected in the protection information of the first logical block accessed by the command instead of a value
based on the LBA (see 4.22.3).
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If the ATO bit is set to one in the Control mode page (see SPC-4), and checking of the LOGICAL BLOCK
APPLICATION TAG field is enabled (see table 58 in 5.11), then the LOGICAL BLOCK APPLICATION TAG MASK field
contains a value that is a bit mask for enabling the checking of the LOGICAL BLOCK APPLICATION TAG field in
every instance of protection information for each logical block accessed by the command. A LOGICAL BLOCK
APPLICATION TAG MASK field bit set to one enables the checking of the corresponding bit of the EXPECTED
LOGICAL BLOCK APPLICATION TAG field with the corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in
every instance of protection information. A LOGICAL BLOCK APPLICATION TAG MASK field bit set to zero disables

the che

cking of the corresponding bit of the EXPECTED LOGICAL BLOCK APPLICATION TAG field with the

corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in every instance of protection information.

If the ATO bit is set:

a)
b)

then th
shall bd

5.15 K

5.15.1

The RE
paramse
Buffer.
logical
then th
CAPAQ

to zero; or
to one in the Control mode page (see SPC-4), and checking of the LOGICAL BLOCK APPLIGATION
field is disabled (see table 58),

P LOGICAL BLOCK APPLICATION TAG MASK field and the EXPECTED LOGICAL BLOCK APPLICATION TAG
ignored

EAD CAPACITY (10) command

READ CAPACITY (10) overview

AD CAPACITY (10) command (see table 62) requests that the device server transfer eight byt
ter data describing the capacity and medium format of the'direct access block device to the D3
This command may be processed as if it has a HEAD'OF QUEUE task attribute (see 4.16). If t
init supports protection information (see 4.22) or logical block provisioning management (see 4
e application client should use the READ CAPACITY (16) command (see 5.16) instead of the R
ITY (10) command.

TAG

field

ps of
ta-In
ne
),
EA

MigratiI]n from the READ CAPACITY (10) command to the READ CAPACITY (16) command is recomnjended

for all i

plementations.

Table 62 — READ CAPACITY (10) command

Bit
Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE (25h)

Reserved Obsolete
Obsolete
5
6

Reserved

7
8 Reserved Obsolete
9 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 62 for the READ
CAPACITY (10) command.

The co

NTROL byte is defined in SAM-5.
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5.15.2 READ CAPACITY (10) parameter data

The READ CAPACITY (10) parameter data is defined in table 63. Any time the READ CAPACITY (10)
parameter data changes, the device server should establish a unit attention condition as described in .

Table 63 — READ CAPACITY (10) parameter data

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
RETURNED LOGICAL BLOCK ADDRESS
3 (4sB)
4 (MSB)
LOGICAL BLOCK LENGTH IN BYTES
7 (4sB)
The deyice server shall set the RETURNED LOGICAL BLOCK ADDRESS field to the lower of:
a) | the LBA of the last logical block on the direct access block device; or
b) | FFFF_FFFFh, if the LBA of the last logical block on the direct-aceess block device is greater than the
maximum value that is able to be specified in the RETURNED LOGICAL BLOCK ADDRESS field.
If the RETURNED LOGICAL BLOCK ADDRESS field is set to FFFF_FFEFH, then the application client should [ssue a
READ CAPACITY (16) command (see 5.16) to request that the device server transfer the READ

CAPA(Q

The LO

5.16 R

5.16.1

The RHE
describ)

command is mandatory if thelogical unit supports protection information (see 4.22) or logical block

provisid
HEAD

ITY (16) parameter data to the Data-In Buffer.

5ICAL BLOCK LENGTH IN BYTES field contains the*tiumber of bytes of user data in a logical block.

' EAD CAPACITY (16) command

READ CAPACITY (16) command overview

AD CAPACITY (16) command (see table 64) requests that the device server transfer paramets
ng the capacity and medium format of the direct access block device to the Data-In Buffer. Thi

ning management.(see 4.7) and is optional otherwise. This command may be processed as if
DF QUEUE task attribute (see 4.16).

r data

L2

t has a
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This command uses the SERVICE ACTION IN (16) CDB format (see clause A.2).

Table 64 — READ CAPACITY (16) command

Bit

Byte 7 6 5 4 3

0 OPERATION CODE (9Eh)

1 Reserved

SERVICE ACTION (10h)

oo Obsolete

10 (MSB)
oed ALLOCATION LENGTH

—
—

SB)

14] Reserved

Obsolete

1 5' CONTROL

The OPERATION CODE field and SERVICE ACTION field are defined in SRC<4 and shall be set to the values|shown

in table|64 for the READ CAPACITY (16) command.
The ALLOCATION LENGTH field is defined in SPC-4.
The CONTROL byte is defined in SAM-5.

5.16.2 READ CAPACITY (16) parameter data

The RHAD CAPACITY (16) parameter data is defined in table 65. Any time the READ CAPACITY (16
paramgter data changes, the device server should establish a unit attention condition as described in

Table 65— READ CAPACITY (16) parameter data

Bit
Byte 7 6 5 4 3 0

0 (MSB)

RETURNED LOGICAL BLOCK ADDRESS

7 (usB)
8 (MSB)

LOGICAL BLOCK LENGTH IN BYTES

11 (LSB)
12 Reserved P_TYPE PROT_EN
13 P | EXPONENT LOGICAL BLOCKS PER PHYSICAL BLOCK

- EXPONENT
14 LBPME LBPRZ (MSB)
LOWEST ALIGNED LOGICAL BLOCK ADDRESS ~ ——————

15 (LSB)
16

i Reserved
31
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The RETURNED LOGICAL BLOCK ADDRESS field and LOGICAL BLOCK LENGTH IN BYTES field of the READ
CAPACITY (16) parameter data are defined in the READ CAPACITY (10) parameter data (see 5.15). The
maximum value that shall be returned in the RETURNED LOGICAL BLOCK ADDRESS field is
FFFF_FFFF_FFFF_FFFEh.

The protection type (P_TYPE) field and the protection enable (PROT_EN) bit (see table 66) indicate the logical
unit’s current type of protection.

Table 66 — P_TYPE field and PROT_EN bit

P_TYPE PROT_EN Description
nja 0 The logical unit is formatted to type 0 protection (see 4.22.2.2),
0qQ0b The logical unit is formatted to type 1 protection (see 4.22.2,3),
0Q1b 1 The logical unit is formatted to type 2 protection (see 4.22:2.4).
010b The logical unit is formatted to type 3 protection (seé 4.22.2.5).
011b fo 111b Reserved

The P_| EXPONENT field may be used to determine the number of protectiontinformation intervals placed within
each logical block (see 5.3.2).

The nuber of protection information intervals is calculated as follows:

number of protection informationfitervals = 2(P—i exponent)

where:
p_i exponent is the contents of\the’P_| EXPONENT field.

The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field is defined in table 67.

Table 67 — LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field

Code Description

0 One or more physical blocks per logical block 2

n>0 2" |ogical blocks per physical block

2" The number of physical blocks per logical block is not reported.

A logical block\provisioning management enabled (LBPME) bit set to one indicates that the logical unit
implements Jogical block prOV|S|on|ng management (i.e., |s resource prowsmned or thin prowswned)
(see 4. 3%
provisioning management (e.g., is fuIIy prowsmned (see 4.7. 2))

A logical block provisioning read zeros (LBPRZ) bit set to one indicates that, for read commands specifying an
unmapped LBA (see 4.7.4.5), the device server returns user data set to zero and protection information, if
any, set to FFFF_FFFF_FFFF_FFFFh. An LBPRZ bit set to zero indicates that, for read commands specifying
an unmapped LBA, the device server returns user data set to vendor specific data and protection information,
if any, set to FFFF_FFFF_FFFF_FFFFh.

The LOWEST ALIGNED LOGICAL BLOCK ADDRESS field indicates the LBA of the first logical block that is located at
the beginning of a physical block (see 4.6).


https://iecnorm.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017 - 165 —

5.17 READ DEFECT DATA (10) command

5.17.1 READ DEFECT DATA (10) command overview

The READ DEFECT DATA (10) command (see table 68) requests that the device server transfer parameter
data (see 5.17.2) containing a four-byte header, the PLIST, and/or the GLIST to the Data-In Buffer.

If the device server is unable to access a specified defect list due to a medium error, then the device server
shall terminate the command with CHECK CONDITION status with the sense key set to MEDIUM ERROR
and the additional sense code set to DEFECT LIST NOT FOUND.

If the device server is unable to access a specified defect list due to an error other than a medium error or
becausk a specified defect list does not exist, then the device server shall either:

1) | terminate the command with CHECK CONDITION status with the sense key set to NO-SENSE and
the additional sense code set to DEFECT LIST NOT FOUND; or
2) | return only the READ DEFECT DATA parameter data header, with the DEFECT LIST'LENGTH field set to
zero.

Devicelservers may or may not return a defect list until after a successful completioh of a FORMAT UNIT
commdnd (see 5.2).

Migratipn from the READ DEFECT DATA (10) command to the READ DEFECT DATA (12) command
recommended for all implementations.

[

Table 68 — READ DEFECT DATA (10) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (37h)
1 Reserved
2 Reserved REQ_PLIST | REQ_GLIST DEFECT LIST FORMAT
3
ooe Reserved
6
7 (MSB)
ALLOCATION LENGTH
8 (4sB)
9 CONTROL

The OPERATION.CODE field is defined in SPC-4 and shall be set to the value shown in table 68 for the READ
DEFEQT DATA (10) command.
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Table 69 defines the request PLIST (REQ_PLIST) bit and the request GLIST (REQ_GLIST) bit.

Table 69 — REQ_PLIST bit and REQ_GLIST bit

REQ_P

LIST | REQ_GLIST | Description

LENGTH field set to zero.

The device server shall return only the first four bytes of the READ DEFECT
0 DATA parameter data (i.e., the parameter data header), with the DEFECT LIST

y e device server shattreturmthe READ DEFECT DATA parameter data 116
and include the GLIST, if any, in the defect list.

ader

The device server shall return the READ DEFECT DATA parameter
data header and include the PLIST, if any, in the defect list.

The device server shall return the READ DEFECT DATA parameter data hg
1 and include the both the PLIST, if any, and the GLIST, if any,in the defect |
Whether the PLIST and GLIST are merged or not is vendor specific.

ader
5t.

The DEFECT LIST FORMAT field specifies the address descriptor format type (see’6.2) that the device se
should use for the defect list. A device server unable to return the requestedvaddress descriptor forma
return the address descriptors in their default format and indicate thatformat type in the DEFECT LIST F

field in
If the re

shall transfer the defect data and then terminate the commandwith CHECK CONDITION status with t

sense |

The AL
server

field, th
status V
CDB.

The cO|

he READ DEFECT DATA parameter data header (see 5.17.2.and 5.18.2).

quested defect list format and the returned defect list format are not the same, then the device

ey set to RECOVERED ERROR and the additionaksense code set to DEFECT LIST NOT FO

OCATION LENGTH field is defined in SPC-4. If the\length of the address descriptors that the devi
has to report is greater than the maximum value that is able to be specified by the ALLOCATION 1
en the device server shall transfer no data‘and shall terminate the command with CHECK CONIL
vith the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FI

NTROL byte is defined in SAM-5.

fver

I shall

DRMAT

server
he
UND.

Ce
ENGTH
DITION
ELD IN



https://iecnorm.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017

- 167 —

5.17.2 READ DEFECT DATA (10) parameter data

The READ DEFECT DATA (10) parameter data (see table 70) contains a four-byte header, followed by zero
or more address descriptors.

Table 70 — READ DEFECT DATA (10) parameter data

Bit
Byte 7 6 5 4 3 2 1 0
Parameter data header

0 Reserved

1 Reserved PLISTV GLISTV DEFECT LIST'BORMAT

2 (MSB)

DEFECT LIST LENGTH (n - 3)
3 (4sB)
Defect list (if any)

4

Address descriptor(s) (if any)

n
A PLIST valid (PLISTV) bit set to zero indicates that the defect liSt does not contain the PLIST. A pLISTV|bit set
to one indicates that the defect list contains the PLIST.
A GLIS|T valid (GLISTV) bit set to zero indicates that the defect list does not contain the GLIST. A GLISTV bit set
to one indicates that the defect list contains the GLIST:
The DEFECT LIST FORMAT field indicates the format.ef the address descriptors returned in the defect lisfl This
field is fefined in 6.2.
If the dévice server returns short block format address descriptors (see 6.2.2) or long block format address
descripfors (see 6.2.5), then the address(descriptors contain vendor specific values.
The DEFECT LIST LENGTH field indicates the length in bytes of the defect list. The DEFECT LIST LENGTH is| equal
to four or eight times the numbenof 'the address descriptors, depending on the format of the returned address

descrip
The de

5.18 K

5.18.1

fors (see 6.2).

ect list contains address descriptors (see 6.2).

'EAD DEFECT DATA (12) command

READDEFECT DATA (12) command overview

The READ DEFECT DATA (12) command (see table 71) requests that the device server transfer parameter
data (see 5.18.2) containing a four-byte header, the PLIST, and/or the GLIST to the Data-In Buffer.
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ication client determines the length of the defect list by sending a READ DEFECT DATA (12)

command with an allocation length field set to eight and the address descriptor index field set to 0000_0000h.
The device server returns the defect list header that contains the length of the defect list.

Table 71 — READ DEFECT DATA (12) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (B7h)
1 Reserved REQ_PLIST | REQ_GLIST DEFECT LIST FORMAT.
2 (MSB)
ADDRESS DESCRIPTOR INDEX
5 (4sSB)
6 (MSB)
ALLOCATION LENGTH
9 (4sB)
10 Reserved
1" CONTROL
The OPERATION CODE field is defined in SPC-4 and shall be setto the value shown in table 71 for the READ
DEFE(QT DATA (12) command.
See the READ DEFECT DATA (10) command (see 5.17).for the definitions of the REQ_PLIST bit, the
REQ_GLUIST bit, and the DEFECT LIST FORMAT field.
The ADPRESS DESCRIPTOR INDEX field specifies the\index of the first address descriptor (see 6.2) in the|defect
list that|/the device server shall return. If the ADDRESS DESCRIPTOR INDEX field is set to:

a) | a value less than the number of available address descriptors, then the device server shall trahsfer a
defect list beginning with the address descriptor that is at the ADDRESS DESCRIPTOR INDEX field|value
multiplied by the size of the address descriptor; or

b) | a value greater than or equal-to the number of available address descriptors, then the device $erver
shall return a zero length.defect list.

The ALLOCATION LENGTH field.is defined in SPC-4, however if the length of all the address descriptors that are
available is greater than RFFF_FFFFh, then the device server shall transfer the length of address desgriptors
specifigd by the allocatien length or the DEFECT LIST LENGTH field value plus eight, whichever is less, apd
complete the command with GOOD status.

The CONTROL bytelis defined in SAM-5.
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5.18.2 READ DEFECT DATA (12) parameter data

The READ DEFECT DATA (12) parameter data (see table 72) contains an eight-byte header, followed by zero

or more address descriptors.

Table 72 — READ DEFECT DATA (12) parameter data

Bit
Byte 7 6 5 4 3 2 1 0
Parameter data header

0 Reserved

1 Reserved PLISTV GLISTV DEFECT LIST'BORMAT

2 (MSB)
GENERATION CODE

3 (4sB)

4 (MSB)

DEFECT LIST LENGTH (n - 7)

7 (4sB)
Defect list (if any)

8

Address descriptor(s) (if any)

n

The GENERATION CODE field is a two-byte counter that shall be incremented by one by the device servef every

time the defect list is changed. A GENERATION CODE field set to 0000h indicates the generation code is
suppor{ed. If the GENERATION CODE field is supported, then the GENERATION CODE field shall be initializg
least 0001h at power on and the device serversshall wrap this field to 0001h as the next increment afte
reaching its maximum value (i.e., FFFFh).

Application clients that use the GENERATION CODE field should read this field often enough to ensure th
contents of this field do not incremént’a multiple of 65 535 times between readings.

The DEFECT LIST LENGTH field indicates the length in bytes of address descriptors from the beginning a
descriptor specified by the ADDRESS DESCRIPTOR INDEX field to the last address descriptor available to
returnef. A value of FFER_FFFFh in the DEFECT LIST LENGTH field indicates that more than FFFF_FFF
bytes are available.

See thg READ DEEFECT DATA (10) command (see 5.17) for the definitions of the other fields in the RH
DEFE(QT DATA((12) parameter data.

not
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5.19 READ LONG (10) command

017

The READ LONG (10) command (see table 73) requests that the device server transfer data from a single
logical block or physical block to the Data-In Buffer. The data transferred during the READ LONG (10)
command is vendor specific, but shall include the following items recorded on the medium:

a)

If the a
should
the EC
are on

if a logical block is being transferred, then:
A) user data or transformed user data for the logical block;

B) protection information or transformed protection information, if any, for the logical block; and

C) any additional information (e.g., ECC bytes) for all the physical blocks in the logical block;

of

if a physical block is being transferred, then:

A) user data or transformed user data for all the logical blocks in the physical block;

B) protection information or transformed protection information, if any, for all the logieal block
physical block; and

C) any additional information (e.g., ECC bytes).

jditional information contain an ECC, then any other additional bytes that afe\correctable by E(

he medium.

5 in the

LC

be included (e.g., a data synchronization mark within the area covered by~\ECC). It is not required for
C bytes to be at the end of the logical block data. The ECC bytes should be in the same order as they

If a cache contains a more recent version of the specified logical block orphysical block, then the device
server $hall write the logical block or physical block to the medium before reading it. The values in the
Read-Write Error Recovery mode page (see 6.5.8) do not apply to_this command. The device server may
perform retries while processing this command.
This command uses the SERVICE ACTION IN (16) CDB.format (see clause A.2).
Migratipn from the READ LONG (10) command to the*READ LONG (16) command is recommended fpr all
implementations.
Table 73-~"READ LONG (10) command
Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (3Eh)
Reserved PBLOCK CORRCT | Obsolete
(MSB)

LOGICAL BLOCK ADDRESS

5 (USB)

6 Reserved

7 MiSB)

BYTE TRANSFER LENGTH
8 (LSB)
9 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 73 for the READ
LONG (10) command.

If there is more than one logical block per physical block (i.e., the LOGICAL BLOCKS PER PHYSICAL BLOCK
EXPONENT field in the READ CAPACITY (16) parameter data (see 5.16.2) is set to a non-zero value), then:

a)

the device server shall support the physical block (PBLOCK) bit;
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b) a PBLOCK bit set to one specifies that the device server shall return the entire physical block containing

the specified logical block; and

C) a PBLOCK bit set to zero specifies that the device server shall return bytes representing only the

specified logical block.

If there are one or more physical blocks per logical block (i.e., the LOGICAL BLOCKS PER PHYSICAL BLOCK
EXPONENT field in the READ CAPACITY (16) parameter data (see 5.16.2) is set to zero), and the PBLOCK bit is
set to one, then the device server shall terminate the command with CHECK CONDITION status with the

sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

A correct (CORRCT) bit set to zero specifies that a logical block be read without any correction made by the

device server. A CORRCT bi zero should result in th Vi rver completing th mmand wi
GOOD status unless data is not transferred for some reason other than that the data is non-correctable
case the device server shall complete or terminate the command with the appropriate status and-sens
A CORRCT bit set to one specifies that the data be corrected by ECC before being transferred tojthe D
Buffer.

The LOGICAL BLOCK ADDRESS field specifies an LBA (see 4.5). If the specified LBA exceeds-the capacity
medium (see 4.5), then the device server shall terminate the command with CHECK/CONDITION stat
the sense key set to ILLEGAL REQUEST and the additional sense code set to LOGICAL BLOCK ADL
OUT OF RANGE.

The BYTE TRANSFER LENGTH field specifies the number of bytes of data that<shall be read from the spe
logical plock or physical block and transferred to the Data-In Buffer. If the\BYTE TRANSFER LENGTH field
set to zpro and does not match the available data length, then the device-server shall terminate the cor
with CHECK CONDITION status with the sense key set to ILLEGALLREQUEST and the additional sens
set to INVALID FIELD IN CDB. In the sense data (see 4.18 and SRC-4), the VALID bit shall be set to or
the ILI Hit shall each be set to one, and the INFORMATION field shall be set to the difference (i.e., residue
requested byte transfer length minus the actual available data“length in bytes. Negative values shall b
indicated by two's complement notation.

A BYTE|TRANSFER LENGTH field set to zero specifies that'no bytes shall be read. This condition shall no
considgred an error.

The CONTROL byte is defined in SAM-5.

h
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5.20 READ LONG (16) command

The READ LONG (16) command (see table 74) requests that the device server perform the actions defined
for the READ LONG (10) command (see 5.19).

Table 74 — READ LONG (16) command

Bit
Byte 7 6 5 4 3 1 0
0 OPERATION CODE (9Eh)
1 Reserved SERVICE ACTION (11h)
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (4sSB)
10
Reserved

11
12 (MSB)

BYTE TRANSFER LENGTH
13 (4sB)
14] Reserved PBLOCK CORRCT
1§ CONTROL

The OPERATION CODE field and SERVICE ACTION field arédefined in SPC-4 and shall be set to the values|shown

in table

74 for the READ LONG (16) command.

The CONTROL byte is defined in SAM-5.

See thq

READ LONG (10) command (see 5.19) for the definitions of the other fields in this command.

5.21 REASSIGN BLOCKS command

5.21.1 REASSIGN BLOCKS.command overview

The RE

occurrg
those Iq

The pa

|O |Ca| hlocks to ha raaccianad-The devicesaernvarshall ragccsiantha narte aftha madiim ticad far aach
HOGKS oD eTEaSSTgHea— -G VTee-SE T er—Statt gHtRe-partS-Ore-rearat oSttt

ASSIGN BLOCKS command (see table 75) requests that the device server perform a reassigr
operatipn on one or,more LBAs (e.g., LBAs referencing logical blocks on which unrecovered read errg
d) to anoether area on the medium set aside for this purpose and to add the physical blocks con
gical blocks to the GLIST. This command shall not alter the contents of the PLIST (see 4.13).

ameter list provided in the Data-Out Buffer contains a reassign LBA list that contains the LBAs
¥logical

rs
taining

of the

block referenced by an LBA in the reassign LBA list. More than one physical block may be reassigned by
each LBA. If the device server recovers logical block data from the original logical block, then the device
server shall perform a write medium operation to that LBA using the recovered logical block data, which writes
to the logical block referenced by the reassigned LBA.

The device server shall invalidate any of the specified LBAs that are in cache.

If the device server does not recover logical block data in a fully provisioned logical unit (see 4.7.2), then the
device server shall:

a)
b)

write vendor specific data as the user data; and

write a default value of FFFF_FFFF_FFFF_FFFFh as the protection information, if enabled

(see 4.22.2).
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If the device server does not recover logical block data in a resource provisioned logical unit (see 4.7.3.2) or a
thin provisioned logical unit (see 4.7.3.3), then the device server shall, for each specified LBA, either:

a) unmap the specified LBA; or
b) perform the following operations:
A) write vendor specific data as the user data; and
B) write a default value of FFFF_FFFF_FFFF_FFFFh as the protection information, if enabled.

The vendor specific data written as user data may contain remnants of the original logical block (e.g., partially
or fully recovered user data).

The data in all other logical blocks on the medium shall be preserved.

Specifyjng an LBA to be reassigned that previously has been reassigned causes the device server te'rgassign
that LBA again.

If the device server terminates the REASSIGN BLOCKS command with CHECK CONDITION status, and the
sense data COMMAND-SPECIFIC INFORMATION field contains a valid LBA, then the application client should
removg all LBAs from the reassign LBA list prior to the one returned in the COMMAND-SPECIFIC INFORMATION
field. If the sense key is set to MEDIUM ERROR and the INFORMATION field contains the-valid LBA, thgn the
application client should insert that LBA into the reassign LBA list and reissue the REASSIGN BLOCKIS
command with the new reassign LBA list. Otherwise, the application client should\perform any correctjve
action indicated by the sense data and then reissue the REASSIGN BLOCKS. command with the new
reassigh LBA list.

Table 75 — REASSIGN BLOCKS(command

Bit| 4 6 5 4 3 2 1 0

Byte

0 OPERATION CODE (07h)

1 Reserved LONGLBA | LONGLIST

oed Reserved

5 CONTROL

The OPERATION CODE field is:defined in SPC-4 and shall be set to the value shown in table 75 for the
REASSIGN BLOCKS command.

A long | BA (LONGLBA) bit set to zero specifies that the reassign LBA list in the REASSIGN BLOCKS
paramgter list (se€/5:21.2) contains four-byte LBAs. A LONGLBA bit set to one specifies that the reassign LBA
list in the REASSIGN BLOCKS parameter list contains eight-byte LBAs.

A long [ist(LONGLIST) bit set to zero specifies the REASSIGN BLOCKS short parameter list header
(see table’77) is used. A LONGLIST bit set to one specifies the REASSIGN BLOCKS long parameter list header
(see table 78) is used.

The CONTROL byte is defined in SAM-5.
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5.21.2 REASSIGN BLOCKS parameter list

The REASSIGN BLOCKS parameter list (see table 76) contains a four-byte parameter list header followed by
a reassign LBA list containing one or more LBAs.

Table 76 — REASSIGN BLOCKS parameter list

Bit
Byte 7 6 5 4 3 2 1 0
0
Parameter list header (see table 77 or table 78)
3
Reassign LBA list (if any)
4
Reassign LBA [first] (see table 79 or table 80)
7orM
n-4 onn-7
Reassign LBA [last] (see table 79 or'table 80)
n

The RHASSSIGN BLOCKS short parameter list header is defined in table 77.

Table 77 — REASSIGN BLOCKS short parameter list header

Bit

Byte 7 6 5 4 3 2 1 0

0

] Reserved

2 (MSB)

REASSIGN LBA LENGTH
3 (UsB)
The RHASSSIGN BLOCKS long parameter list header is defined in table 78.
Table 78 — REASSIGN BLOCKS long parameter list header

Byte Bi - 6 5 4 3 2 1 0

0 (MSB)

REASSIGN LBA LENGTH

3 (LSB)

The REASSIGN LBA LENGTH field specifies the total length in bytes of the reassign LBA list. The REASSIGN LBA
LENGTH field does not include the parameter list header length and is equal to:

a) four times the number of LBAs, if the LONGLBA bit in the REASSIGN BLOCKS command CDB bit is

set to zero; or
b) eight times the number of LBAs, if the LONGLBA bit is set to one.
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The REASSIGN LBA LIST field contains a list of LBAs to be reassigned. The LBAs shall be sorted in ascending

order.

If the LONGLBA bit is set to zero, then table 79 defines the format of the reassigned LBA.

Table 79 — Reassign LBA if the LONGLBA bit is set to zero

Bit
Byte 7 4 0
0 (MSB)
REASSIGN LOGICAL BLOCK ADDRESS
3 (usB.)
The REASSIGN LOGICAL BLOCK ADDRESS field specifies an LBA to be reassigned.
If the LONGLBA bit is set to one, then table 80 defines the reassign LBA.
Table 80 — Reassign LBA if the LONGLBA bit is sét'to one
Bit
Byte 7 4 0
0 (MSB)
REASSIGN LOGIGALBLOCK ADDRESS
7 (usB.)

The REASSIGN LOGICAL BLOCK ADDRESS field specifies‘an LBA to be reassigned.

If a specified LBA exceeds the capacity of the medium (see 4.5), then the device server shall terminatg the
command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the addlitional
ode should be set to LOGICAL BLOCK ADDRESS OUT OF RANGE or may be set to INVALID|FIELD

sense ¢

IN PARAMETER LIST.

If the difect access block device has.insufficient capacity to reassign all of the specified LBAs, then the|device
server $hall terminate the command with CHECK CONDITION status with the sense key set to HARDWARE

ERROR and the additional sénse code set to NO DEFECT SPARE LOCATION AVAILABLE.

If the direct access block device is unable to complete a REASSIGN BLOCKS command without error} then
the deviice server shall terminate the command with CHECK CONDITION status with the appropriate sense

data (s¢e 4.18 and-SPC-4).

If one d

COMMAND-SPECIFIC INFORMATION field of the sense data (see SPC-4). If:

a)

r more LBAs are not reassigned, then the device server shall report the first LBA not reassigned in the

infefmation about the first LBA not reassigned is not available;

b)
c)

all the LBAs have been reassigned; or
the first LBA not reassigned does not fit in the COMMAND-SPECIFIC INFORMATION field, then the device
server shall report the following value in the COMMAND-SPECIFIC INFORMATION field of the sense data

(see SPC-4):

A) FFFF_FFFFh if fixed format sense data is being used; or
B) FFFF_FFFF_FFFF_FFFFh if descriptor format sense data is being used.

If the REASSIGN BLOCKS command failed due to an unexpected unrecovered read error that would cause
the loss of data in a logical block not specified in the reassign LBA list, then the LBA of the logical block with

the unrecovered read error is reported in the INFORMATION field of the sense data (see 4.18.1).
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5.22 RECEIVE ROD TOKEN INFORMATION

5.22.1 RECEIVE ROD TOKEN INFORMATION overview
The RECEIVE ROD TOKEN INFORMATION command (see SPC-4) provides a method for an application

client to receive information about the results of a previous or current block device ROD token operation.
Table 81 shows the operations and a reference to the subclause where each topic is described.

Table 81 — RECEIVE ROD TOKEN INFORMATION reference

Command originating | Command RECEIVE ROD TOKEN INFORMATION
the operation reference returned parameter data reference
POPULATE TOKEN 5.7 5.22.2
WRITE USING TOKEN 5.46 5.22.3

5.22.2 RECEIVE ROD TOKEN INFORMATION parameter data for POPULATE TOKEN command

If a RECEIVE ROD TOKEN INFORMATION command (see SPC-4) specifies & list identifier that matches the
list idenftifier specified in a previous POPULATE TOKEN command (see/5.7) received on the same |_T[nexus,
then table 82 shows the parameter data returned by the copy managet-
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Table 82 — RECEIVE ROD TOKEN INFORMATION parameter data for POPULATE TOKEN

Bit
Byte 7 6 4 3 2 0
0 (MSB)
AVAILABLE DATA (n - 3)
3 (LSB)
4 Reserved RESPONSE-TO-SERWEEACHONOR)
5 Reserved COPY OPERATION STATUS
6 (MSB)
OPERATION COUNTER
7 (4sB)
8 (MSB)
ESTIMATED STATUS UPDATE DELAY
11 (usB)
12 EXTENDED COPY COMPLETION STATUS
13 LENGTH OF THE SENSE DATA FIELD.(m - 31)
14‘ SENSE DATA LENGTH
14 TRANSFER COUNTWUNITS (F1h)
T (MSB)
TRANSFER COUNT
23 (4sB)
2q (MSB)
SEGMENTS PROCESSED (0000h)
24 WsB)
26
oo Reserved
31
32
SENSE DATA (if any)
m
m +1 (MSB)
ROD TOKEN DESCRIPTOR LENGTH (n - (m + 4))
m +4 (4sB)
m+5
Restricted(see SPC4)
m+6
m+7
ROD TOKEN (if any)
n

The AVAILABLE DATA field, the COPY OPERATION STATUS field, the OPERATION COUNTER field, the ESTIMATED

STATUS UPDATE DELAY field, the EXTENDED COPY COMPLETION STATUS field, the LENGTH OF THE SENSE DATA FIELD
field, SENSE DATA LENGTH field, the SENSE DATA field, and the ROD TOKEN field are defined in SPC-4.
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The RESPONSE TO SERVICE ACTION field is defined in SPC-4 and shall be set to the value shown in table 82 in
response to a RECEIVE ROD TOKEN INFORMATION command in which the LIST IDENTIFIER field specifies a
POPULATE TOKEN command.

The TRANSFER COUNT UNITS field is defined in SPC-4 and shall be set to the value shown in table 82 in
response to a RECEIVE ROD TOKEN INFORMATION command in which the LIST IDENTIFIER field specifies a
POPULATE TOKEN command.

The TRANSFER COUNT field indicates the number of contiguous logical blocks represented by the ROD token
that were read without error starting at the LBA specified in the first block device range descriptor and
including the LBAs described in all complete block device range descriptors of the POPULATE TOKEN
command to which this response applies.

If the veLIue in the TRANSFER COUNT field is not equal to the sum of the contents of the NUMBER OF LOGICAL
BLOCKY|fields in all of the complete block device range descriptors of the POPULATE TOKEN command to
which this response applies, then the COPY OPERATION STATUS field shall be set to 3h. Otheryalues in fhe

COPY OPERATION STATUS field are defined in SPC-4.

The SEEMENTS PROCESSED field is defined in SPC-4 and shall be set to the value showmin table 82 in
response to a RECEIVE ROD TOKEN INFORMATION command in which the LIST 1DENTIFIER field spefifies a
POPULATE TOKEN command.

The ROp TOKEN DESCRIPTOR LENGTH field is defined in SPC-4 and shall be set.to the size of the ROD TQKEN
field plys two in response to a RECEIVE ROD TOKEN INFORMATION command in which the LIST IDENTIFIER
field specifies a POPULATE TOKEN command.
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5.22.3 The RECEIVE ROD TOKEN INFORMATION parameter data for the WRITE USING
TOKEN command

If a RECEIVE ROD TOKEN INFORMATION command (see SPC-4) specifies a list identifier that matches the

list identifier specified in a previous WRITE USING TOKEN command (see 5.46) received on the same I_T
nexus, then table 83 shows the parameter data returned by the copy manager.

Table 83 — RECEIVE ROD TOKEN INFORMATION parameter data for WRITE USING TOKEN

Byte 7 6 5 4 3 2 1 0
0 (MSB)
AVAILABLE DATA (n - 3)

3 (usB.)
4 Reserved RESPONSE TO SERVICE ACTION (11h)
5 Reserved COPY OPERATION STATUS
6 (MSB)

OPERATION COUNTER
7 (usB.)
8 (MSB)
ESTIMATED STATUS UPDATE DELAY
11 (usB.)
12 EXTENDED COPY/COMPLETION STATUS
13 LENGTH OF THE SENSE DATA FIELD ((n - 4) - 31)
14 SENSE DATA LENGTH
15 TRANSFER COUNT UNITS (F1h)
16 (MSB)
TRANSFER COUNT
23 (UsB)
24 (MSB)

SEGMENTS PROCESSED (0000h)
29 UsB)
26
Reserved
31
32
SENSE DATA (if any)
n-
n-3
Restricted (see SPC-4)

n

The AVAILABLE DATA field, the COPY OPERATION STATUS field, the OPERATION COUNTER field, the ESTIMATED
STATUS UPDATE DELAY field, the EXTENDED COPY COMPLETION STATUS field, the LENGTH OF THE SENSE DATA FIELD
field, the SENSE DATA LENGTH field, and the SENSE DATA field are defined in SPC-4.

The RESPONSE TO SERVICE ACTION field is defined in SPC-4 and shall be set to the value shown in table 83 in
response to a RECEIVE ROD TOKEN INFORMATION command in which the LIST IDENTIFIER field specifies a
WRITE USING TOKEN command.
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The TRANSFER COUNT UNITS field is defined in SPC-4 and shall be set to the value shown in table 83 in
response to a RECEIVE ROD TOKEN INFORMATION command in which the LIST IDENTIFIER field specifies a
WRITE USING TOKEN command.

The TRANSFER COUNT field indicates the number of contiguous logical blocks that were written without error
starting with the LBA specified in the first block device range descriptor and including the LBAs specified in all
block device range descriptors of the WRITE USING TOKEN command to which this response applies.

If the value in the TRANSFER COUNT field is not equal to the sum of the contents of the NUMBER OF LOGICAL
BLOCKS fields in all of the complete block device range descriptors of the WRITE USING TOKEN command to
which this response applies, then the COPY OPERATION STATUS field shall be set to 3h. Other values in the
COPY OPERATION STATUS field are defined in SPC-4.

The SEEMENTS PROCESSED field is defined in SPC-4 and shall be set to the value shown in table 83,in
response to a RECEIVE ROD TOKEN INFORMATION command in which the LIST IDENTIFIER field 'spefifies a
POPULATE TOKEN command.

5.23 REPORT REFERRALS command

5.23.1 REPORT REFERRALS command overview

The RHPORT REFERRALS command (see table 84) requests that the deyice server transfer parametgr data
indicating the user data segment(s) on the logical unit and the SCSI target ports though which those usgr data
segments may be accessed (see 4.28) to the Data-In Buffer. This éommand shall be supported by a Iggical
unit that reports in the Extended INQUIRY Data VPD page (see SPC-4) that it supports referrals (i.e., the
R_SUP bit set to one).

This command uses the SERVICE ACTION IN (16) CDB:format (see clause A.2).

Table 84 — REPORT REFERRALS command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (9Eh)
1 Reserved SERVICE ACTION (13h)
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (usB)
10 (MSB)
ALLOCATION LENGTH
13 LSB)
1 Reserved ONE_SEG
15 CONTROL

The OPERATION CODE field and SERVICE ACTION field are defined in SPC-4 and shall be set to the values shown
in table 84 for the REPORT REFERRALS command.

The LOGICAL BLOCK ADDRESS field specifies an LBA in the first user data segment that the device server shall
report in the REPORT REFERRALS parameter data. If the specified LBA exceeds the capacity of the medium
(see 4.5), then the device server shall terminate the command with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to LOGICAL BLOCK ADDRESS
OUT OF RANGE.

The ALLOCATION LENGTH field is defined in SPC-4.
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A one segment (ONE_SEG) bit set to zero specifics that the device server shall return information on all user
data segments starting with the user data segment that contains the LBA specified in the LOGICAL BLOCK
ADDRESS field and ending with the user data segment that contains the last LBA of the logical unit. A ONE_SEG
bit set to one specifies the device server shall only return information on the user data segment that contains
the LBA specified in the LOGICAL BLOCK ADDRESS field.

The CONTROL byte is defined in SAM-5.
5.23.2 REPORT REFERRALS parameter data

The REPORT REFERRALS parameter data (see table 85) contains information indicating the user data

segmermmmmwmmmwmmmmmmmms may
be accgssed (see 4.28).

Table 85 — REPORT REFERRALS parameter data

Bit
Byte 7 6 5 4 3 2 1 0
0
1 Reserved
2 (MSB)
USER DATA SEGMENT REFERRAL DESERIPTOR LENGTH (y - 3)
3 (usB.)
User data segment-referral descriptor list

4
oes User data segment'referral descriptor [first] (if any)

4 +|n

y-m
oes User'data segment referral descriptor [last] (if any)
y

The USER DATA SEGMENT REFERRAL DESCRIPTOR LENGTH field indicates the number of bytes that follow jn the
REPORT REFERRALS parameter data.

The usér data segment referral descriptor (see table 16) is defined in the user data segment referral sense
data dgscriptor (see 4.18.4).



https://iecnorm.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

-182 - ISO/IEC 14776-323:2017 © ISO/IEC 2

5.24 SANITIZE command

5.24.1 SANITIZE command overview

The SANITIZE command (see table 86) requests that the device server perform a sanitize operation
(see 4.11). This device server shall process this command as if it has a HEAD OF QUEUE task attribute
(see 4.16).

Table 86 — SANITIZE command

017

Byte

Bit| 4 6 5 4 3 2 1

OPERATION CODE (48h)

IMMED Reserved AUSE SERVICE ACTION

2

Reserved

(MSB)

PARAMETER LIST LENGTH

5B)

6
7
8
9

CONTROL

The oP
SANITI

If the immediate (IMMED) bit is set to zero, then the device server shall return status after the sanitize op

is comy
parame
progres

If the al
device
operati

If:

a)

b)

c)
then th
with the

The SE

ERATION CODE field is defined in SPC-4 and shall be'set to the value shown in table 86 for the
/E command.

leted. If the IMMED bit set to one, then the device server shall return status as soon as the CDH
ter data, if any, have been validated. The'REQUEST SENSE command may be used to poll fo
s of the sanitize operation regardless of the value of the IMMED bit.

server shall process a subsequent EXIT FAILURE MODE service action as if the previous sani
bn had completed without-error (see 4.11.3)

the AUSE bit is set to zero in the SANITIZE command that requested a sanitize operation;
the specified sanitize operation completes with an error; and
a subsequent:SANITIZE command with the EXIT FAILURE MODE service action is received,

b device (sever shall terminate that subsequent SANITIZE command with CHECK CONDITION
sensekey set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN

RVICE ACTION field is defined in 5.24.2.

eration
and
.

ow unrestricted sanitize exit (AUSE) bit is set to one, and the specified sanitize operation fails, then the

lize

status
CDB.

The PARAMETER LIST LENGTH field specifies the length in bytes of the parameter data that is available to be
transferred from the Data-Out Buffer. A PARAMETER LIST LENGTH field set to zero specifies that no data shall be
transferred.

The CONTROL byte is defined in SAM-5.
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5.24.2 SANITIZE command service actions

5.24.2.1 SANITIZE command service actions overview

The SANITIZE command service actions are defined in table 87. At least one service action shall be

supported if the SANITIZE command is supported. If the service action specified in the CDB is not supported,
then the device server shall terminate the command with CHECK CONDITION status with the sense key set
to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

If deferred microcode has been saved and not activated (see SPC-4), then the device sever shall terminate

this command with CHEC

V A VA UN REWU LJ.

Table 87 — SANITIZE service action codes

status with the sense key set to NOT READY and the additional

PARAMETER LIST LENGTH

Code Name Description . % Refefence
requirement
Perform a sanitize Set to > 0004h and
ot OVERWRITE overwrite operation < (logical block length + 5) 52422
02h | BLOCK ERASE Perform a sanitize block Set to 0000h 5.24.2.3
erase operation
Perform a sanitize
03h CRYPTOGRAPHIC cryptographic erase Set to 0000h 5.24.2.4
ERASE ;
operation
EXIT FAILURE Exit the sanitize failure
1Fh MODE mode Set to 0000h 5.24.2.5
all others | Reserved
@ |ffthe requirement is not met, then the SANITIZE command is terminated with CHECK CONDITION
status with the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID
F|ELD IN CDB.
5.24.2.2 OVERWRITE service action

The OV
operati

The pa

bn (see 4.11).

ameter list format for the OVERWRITE service action is defined in table 88.

Table 88 — OVERWRITE service action parameter list

ERWRITE service action (see table 87) requests that the device server perform a sanitize ovefwrite

—Bit
Byte 7 6 5 4 3 2 1 0
0 INVERT TEST OVERWRITE COUNT
1 Reserved
2 (MSB)
INITIALIZATION PATTERN LENGTH (n - 3)
3 LSB)
4
INITIALIZATION PATTERN
n
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If the INVERT bit is set to zero, then on each overwrite pass:

a)
b)

the user data shall be written as specified in the INITIALIZATION PATTERN field; and
the protection information, if any, shall be set to FFFF_FFFF_FFFF_FFFFh.

If the INVERT bit is set to one, then the user data and protection information bytes, if any, shall be inverted (i.e.,
each bit XORed with one) between consecutive overwrite passes.

The TEST field is defined in table 89.

Table 89 — TEST field

Code Description

00b Shall not cause any changes in the defined behavior of the SANITIZE command.

01b to 11b | Vendor specific @

@ Setting the TEST field to one of these values may adversely affect security properties of the
OVERWRITE service action.

The ov

The INITIALIZATION PATTERN LENGTH field specifies the length in bytes.of the INITIALIZATION PATTERN field
INITIALIZATION PATTERN LENGTH field is set to zero or a value greaterithan the logical block length, then

device

ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.

The INITIALIZATION PATTERN field specifies the data patternto be used to write the user data. This data
is repeated as necessary to fill each logical block. For‘each logical block, the first byte of the user dats
begin with the first byte of the initialization pattern,

If the INVERT bit is set to one and:

a)

b)

server shall terminate the command with CHECK CONDBITION status with the sense key set to

the OVERWRITE COUNT field is set to_.aneven number, then the pattern used for the first write pas
consist of:

A) the user data set to the inyversion of the INITIALIZATION PATTERN data; and
B) the protection information) if any, set to 0000_0000_0000_0000h;

or

the OVERWRITE CQUNT field is set to an odd number, then the pattern used for the first write pas
consist of:

A) the user data set to the INITIALIZATION PATTERN data; and

B) the protection information, if any, set to FFFF_FFFF_FFFF_FFFFh.

Sanitize overwrite operation completes without error:

ERWRITE COUNT field specifies the number of overwrite passes to begperformed. The value of 00h is
reservgd.

. If the
the

pattern
shall

s shall

s shall

the ‘device server completes read commands for which no other error occurs during processi

and

protection information, if any, shall be set to FFFF_FFFF_FFFF_FFFFh in all logical blocks on
medium.

5.24.2.3 BLOCK ERASE service action

g with
ration;

the

The BLOCK ERASE service action (see table 87) requests that the device server perform a sanitize block
erase operation (see 4.11).
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After a

a)

b)

5.24.2.

The CRYPTOGRAPHIC ERASE service action (see table 87) requests that the device serverperform
sanitizg cryptographic erase operation (see 4.11).

After a

a)

b)

5.24.2.

The EXIT FAILURE MODE service action (see’table 87) requests that the device server complete a s3

operati
the mo

action gompletes without error.

After syccessful completion of a SANITIZE command with the EXIT FAILURE MODE service action:

a)

b)

sanitize block erase operation completes without error:

the device server may terminate commands that request read operations specifying mapped LBAs
(see 4.7.1) based on the setting of the WABEREQ field in the Block Device Characteristics VPD page

(see 6.6.2); and
if the logical unit is formatted with protection information, then:
A) the protection information for each mapped LBA may be indeterminate; and

B) if the device server terminates a command that requests read operations specifying mapped
LBAs as a result of a protection information error, then the device server shall terminate that
command with CHECK CONDITION status with the sense key set to ABORTED COMMAND and
the appropriate additional sense code for the condition (e.g., for READ commands, the additional

SENse code definedmtable 587

1 CRYPTOGRAPHIC ERASE service action

Sanitize cryptographic erase operation completes without error:

the device server may terminate commands that request read operations\specifying mapped |

(see 4.7.1) based on the setting of the WACEREQ field in the Block Devi¢e Characteristics VPD

(see 6.6.2); and

if the logical unit is formatted with protection information, then:

A) the protection information for each mapped LBA may be.indeterminate; and

B) if the device server terminates a command that requests read operations specifying mapp
LBAs as a result of a protection information error, then the device server shall terminate tk
command with CHECK CONDITION status with.the sense key set to ABORTED COMMAN
the appropriate additional sense code for the.condition (e.g., for READ commands, the ad
sense code defined in table 58).

b EXIT FAILURE MODE service action

bn which completed with an error as’if the sanitize operation completed without an error (see 4
5t recent sanitize operation, if anyyhas completed without error, then the EXIT FAILURE MODE

if any LBA is mapped\(see 4.7.1), and the logical unit is formatted with protection information,

A) the protection.information for each mapped LBA may be indeterminate; and

B) if the device-server terminates a command that requests read operations specifying mapp
LBAs as\a result of a protection information error, then the device server shall terminate tk
command with CHECK CONDITION status with the sense key set to ABORTED COMMAN
thexappropriate additional sense code for the condition (e.g., for READ commands, the ad
sénse code defined in table 58).

| BAs
page

ed
at
D and
Hitional

nitize
11). If
Bervice

then:

ed
at
\D and
fitional

and
oo

the device server should complete reads to unmapped LBAs without error (see 4.7.4.7.1 and
4.7.4.8.1).

5.25 START STOP UNIT command

The START STOP UNIT command (see table 90) requests that the device server change the power condition
of the logical unit (see 4.21) or load or eject the medium. This includes specifying that the device server

enable

or disable the direct access block device for medium access operations by controlling power

conditions and timers.
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The device server shall handle any deferred microcode as specified in 4.26.

Table 90 — START STOP UNIT command

Byte Bit| ¢ 5 4 3 2 1 0
0 OPERATION CODE (1Bh)
1 Reserved IMMED
2 Reserved
3 Reserved POWER CONDITION MODIF[ER
4 POWER CONDITION Reserved | NO_FLUSH LOEJ START
5 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown‘in‘table 90 for the TART

STOP UNIT command.

been v

mediate (IMMED) bit is set to zero, then the device server shall return’status after the operation|is

lidated.

If the i
comple’Ied. If the IMMED bit is set to one, then the device server shall retarn status as soon as the CDH has
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The combinations of values in the POWER CONDITION field and the POWER CONDITION MODIFIER field are defined
in table 91. If the POWER CONDITION field is supported and is set to a value other than Oh, then the device
server shall ignore the START bit and the LOEJ bit.

Table 91 — POWER CONDITION and POWER CONDITION MODIFIER field (part 1 of 2)

POWER
POWER POWER
CONDITION . .
CONDITION | CONDITION Device server action
value name MODIFIER
vatte
START _ . .
Oh VALID Oh Process the START bit and the LOEJ bit.
1h ACTIVE Oh Cause the logical unit to transition to the active power conditign. @
Oh Cause the logical unit to transition to the idle ,aower conditidn. 2 °
2h IDLE 1h Cause the logical unit to transition to the idie\ b power conditiop. 2 P ©
2h Cause the logical unit to transition to the idle_c power conditiof. @ bd
oh Cause the logical unit to transition*tothe standby_z power
condition. 2 P
3h STANDBY : : -
1h Cause the logical unit to transition to the standby_y power
condition. 2 P
5h Obsolete Oh to Fh | Obsolete
LU Initialize and startall of the idle condition timers that are enabled
7h CONTROL Oh (see SPC-4), and initialize and start all of the standby conditioh
timers that.are enabled (see SPC-4).

@ Prqcess the following actions:
1) | The device server shall comply with-any SCSI transport protocol specific power condition trangition

restrictions (e.g., the NOTIFY (ENABLE SPINUP) requirement (see SPL-2));

2) | the logical unit shall transition to-the specified power condition; and

3) | the device server shall disable all of the idle condition timers that are enabled (see SPC-4) and

disable all of the standby condition timers that are enabled (see SPC-4) until another START $TOP

UNIT command is processed that returns control of the power condition to the logical unit or aflogical

unit reset occurs.

b |f 4 timer for a background scan operation expires, or a device specific event occurs, then the logi¢al unit
shIII not leave this power condition to perform the background function associated with the timer ¢r
event.

¢ The¢ device server shall cause the direct access block device to increase its tolerance of external physical
forges (e:g~Causes a device that has movable read/write heads to move those heads to a safe pgsition).

d The device server shall cause the direct access block device to increase its tolerance of external physical

forgés and reduce its power consumption to use less power than when the logical unit is in the idlg¢_b

power condition (e.g., cause a device that has rotating medium to rotate the medium at a lower

revolutions per minute).

If the specified timer is supported and enabled, then the device server shall:

1) force the specified timer to expire, which may cause the logical unit to transition to the specified

power condition;

2) initialize and start all of the idle condition timers that are enabled (see SPC-4); and

3) initialize and start all of the standby condition timers that are enabled (see SPC-4),

otherwise the device server shall terminate the START STOP UNIT command with CHECK CONDITION

status with the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID

FIELD IN CDB.
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Table 91 — POWER CONDITION and POWER CONDITION MODIFIER field (part 2 of 2)

POWER
POWER POWER
CONDITION | CONDITION CONDITION Device server action
MODIFIER
value name
value
Oh Force the idle_a condition timer to be initialized to zero. ©
Ah FISE{ECEO_ 1h Force the idle_b condition timer to be initialized to zero. ©
B 2h Force the idle_c condition timer to be initialized to zero. ©
Bh FORCE Oh Force the standby_z condition timer to be initialized to zero?'®
STANDBY_0 1h Force the standby_y condition timer to be initialized to zero. ©
All other combinations Reserved

8 Prqcess the following actions:
1) | The device server shall comply with any SCSI transport protocol specific paWwer condition trangition
restrictions (e.g., the NOTIFY (ENABLE SPINUP) requirement (see SPL-2));
2) | the logical unit shall transition to the specified power condition; and
3) | the device server shall disable all of the idle condition timers that are‘enabled (see SPC-4) and
disable all of the standby condition timers that are enabled (see SRC-4) until another START $TOP
UNIT command is processed that returns control of the power-condition to the logical unit or allogical
unit reset occurs.
b |f & timer for a background scan operation expires, or a device specific event occurs, then the logi¢al unit
shall not leave this power condition to perform the background function associated with the timer ¢r
event.
¢ The device server shall cause the direct access block.device to increase its tolerance of external physical
forges (e.g., causes a device that has movable read/write heads to move those heads to a safe pgsition).
4 The device server shall cause the direct access block device to increase its tolerance of external physical
for¢es and reduce its power consumption to use less power than when the logical unit is in the idl¢_b
poyver condition (e.g., cause a device that-has rotating medium to rotate the medium at a lower
reviolutions per minute).
€ If the specified timer is supported ang.enabled, then the device server shall:
1) | force the specified timer to expire, which may cause the logical unit to transition to the specified
power condition;
2) | initialize and start all of the idle condition timers that are enabled (see SPC-4); and
3) | initialize and start all,of the standby condition timers that are enabled (see SPC-4),
otherwise the device server shall terminate the START STOP UNIT command with CHECK CONDITION
stajus with the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID
FIHLD IN CDB.

If the START STOP UNIT command specifies a power condition that conflicts with an operation in proiress
then, after the . START STOP UNIT command completes with GOOD status, the logical unit may not bg in the
power ¢ondition that was requested by the command.

It is notan error 1o specity that the logical unit transition 10 Its current power conaition.

If no START STOP UNIT command is being processed by the device server, then the device server shall
process any received START STOP UNIT command.

If a START STOP UNIT command is being processed by the device server and a subsequent START STOP
UNIT command for which the CDB is validated requests that the logical unit change to the same power
condition that was specified by the START STOP UNIT command being processed, then the device server
shall process the subsequent command.

If the NO_FLUSH bit is set to zero, then the device server shall write all logical block data in cache that is newer
than logical block data on the medium to the medium (e.g., as if in response to a SYNCHRONIZE CACHE

command (see 5.26 and 5.27) with the LOGICAL BLOCK ADDRESS field set to zero and the NUMBER OF LOGICAL
BLOCKS field set to zero) prior to entering into any power condition that prevents accessing the medium (e.g.,



https://iecnorm.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017 - 189 —

before the rotating medium spindle motor is stopped during transition to the stopped power condition). If the
NO_FLUSH bit is set to one, then the device server should not write any cached logical blocks to the medium
prior to entering into any power condition that prevents accessing the medium.

If the load eject (LOEJ) bit is set to zero and the POWER CONDITION field is set to zero, then the logical unit shall
take no action regarding loading or ejecting the medium. If the LOEJ bit is set to one and the POWER CONDITION
field is set to zero, then the logical unit shall unload the medium if the START bit is set to zero. If the LOEJ bit is
set to one, the POWER CONDITION field is set to zero, and the START bit is set to one, then the logical unit shall
load the medium.

If the START bit is set to zero and the POWER CONDITION field is set to zero, then the device server shall:

a)
b)
c)

If the START bit set to one and the POWER CONDITION field is set to zero, then the device serverishall:

1)

2)
3)

4) |initialize and start any standby condition timer that is enabled.

The CONTROL byte is defined in SAM-5.

5.26

The S
block

medium, the device server either:

a) | perform a write medium operation to the,LBA using the logical block data in volatile cache; or
b) [ write the logical block to the non-volatile cache, if any.

Tause the fogicatunitto transition to the Stopped power conaitior;
stop any idle condition timer that is enabled (see SPC-4); and
stop any standby condition timer that is enabled (see SPC-4).

comply with requirements defined in SCSI transport protocol standards (e.g., the,NOTIFY (EN
SPINUP) requirement (see SPL-2));

cause the logical unit to transition to the active power condition;
initialize and start any idle condition timer that is enabled; and

SYNCHRONIZE CACHE (10) command

YINCHRONIZE CACHE (10) command (see table 92) requests that, for each logical block whose
dpta is in the volatile cache and has not already<been written to the non-volatile cache, if any, or

ABLE

logical
the

Migratipn from the SYNCHRONIZE CACHE (10) command to the SYNCHRONIZE CACHE (16) comnpand is

recommended for all implementations:.

Table 92 — SYNCHRONIZE CACHE (10) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (35h)
Reserved Obsolete IMMED Obsolete

(MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)

NUMBER OF LOGICAL BLOCKS —_—

8 (LSB)
9 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 92 for the
SYNCHRONIZE CACHE (10) command.
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See the PRE-FETCH (10) command (see 5.8) for the definition of the LOGICAL BLOCK ADDRESS field.
See the PRE-FETCH (10) command (see 5.8) and 4.23 for the definition of the GROUP NUMBER field.

An immediate (IMMED) bit set to zero specifies that the device server shall not return status until the
synchronize cache operation has been completed. An IMMED bit set to one specifies that the device server
shall return status as soon as the CDB has been validated. If the IMMED bit is set to one, and the device server
does not support the IMMED bit, then the device server shall terminate the command with CHECK CONDITION
status with the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN
CDB.

If the IMMED bit is set to one and the synchronize cache operation has not completed, then the SYNC_PROG
field in i EE 6 i fCe i ffethe i
comm

shall bg synchronized. If the specified LBA and the specified number of logical blocks ‘exceed the capacity of
the medium (see 4.5), then the device server shall terminate the command with CHECK CONDITION status

A logical block within the range that is not in cache is not considered an error.

The CONTROL byte is defined in SAM-5.

5.27 SYNCHRONIZE CACHE (16) command

The SYYNCHRONIZE CACHE (16) command (see table 93) requests that the device server perform th
actions|defined for the SYNCHRONIZE CACHE (10) command (see 5.26).

D

Table 93 —.SYNCHRONIZE CACHE (16) command

Bit, 5 6 5 4 3 2 1 0

Byte

0 OPERATION CODE (91h)

1 Reserved Obsolete IMMED Regerved

2 (MSB)

oed LOGICAL BLOCK ADDRESS
9 (4sB)
10 (MSB)

eee NUMBER OF LOGICAL BLOCKS |
13 (LSB)

14 Reserved GROUP NUMBER

15 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 93 for the
SYNCHRONIZE CACHE (16) command.

See the SYNCHRONIZE CACHE (10) command (see 5.26) for the definitions of the other fields in this
command.
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5.28 UNMAP command

5.28.1 UNMAP command overview

The UNMAP command (see table 94) requests that the device server cause one or more LBAs to be
unmapped (see 4.7.3).

Table 94 — UNMAP command

Byte

Bit 7 6 5 4 3 2 1

OPERATION CODE (42h)

Reserved AN

CHOR

Reserved

Reserved GROUP NUMBER

(MSB)

PARAMETER LIST LENGTH

(UsB)

O | 0 N | O,

CONTROL

The oP
comma

For a th

a)

b)

nd.
in provisioned logical unit (see 4.7.3.3):

an ANCHOR bit set to zero specifies thatiany LBA on which an unmap operation (see 4.7.3.4) i
performed shall either become deallocated or anchored and should become deallocated; and
an ANCHOR bit set to one specifiesythat any LBA on which an unmap operation is performed sk
become anchored.

ERATION CODE field is defined in SPC-4 and shall ©e set to the value shown in table 94 for the UNMAP

p

all

For a r¢source provisioned logical unit (see 4.7.3.2), any LBA on which an unmap operation is perfornped

shall bs

If the A
set to Z
sense |

See thg

The PA
be tran

come anchored (i.e., the command is processed as if the ANCHOR bit is set to one).

NCHOR bit is set to one; and the ANC_SUP bit in the Logical Block Provisioning VPD page (see 6
ero, then the deyvice’server shall terminate the command with CHECK CONDITION status with
ey set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

PRE-FETCH (10) command (see 5.8) and 4.23 for the definition of the GROUP NUMBER field.

RAMEFER'LIST LENGTH field specifies the length in bytes of the UNMAP parameter list that is avai

6.4) is
the

able to
Pight,

then thg

sfefred from the Data-Out Buffer. If the parameter list length is greater than zero and less than

to ILLEGAL REQUEST and the additional sense code set to PARAMETER LIST LENGTH ERROR. A
PARAMETER LIST LENGTH set to zero specifies that no data shall be transferred.

The CONTROL byte is defined in SAM-5.

e device server shall terminate the command with CHECK CONDITION status with the sense Hey set
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5.28.2 UNMAP parameter list

The UNMAP parameter list (see table 95) contains an UNMAP parameter list header and block descriptors for
LBA extents for which unmap requests (see 4.7.3.4.1) are to be processed by the device server. The LBAs
specified in the block descriptors may contain overlapping LBA extents, and may be in any order.

If the ANCHOR bit in the CDB is set to zero and the logical unit is thin provisioned (see 4.7.3.3), then the logical
block provisioning state for each specified LBA:

should become deallocated:;
may become anchored; or
may remain unchanged.

b)
then fo

a)

b)

the ANCHOR bit in the CDB is set to one and the ANC_SUP bit in the Logical Block Provisioning
page (see 6.6.4) is set to one; or
the logical unit is resource provisioned,

each specified LBA:

if the LBA is mapped, then the LBA shall not become deallocated and:

A) that LBA should become anchored (see 4.7.4.6.3); or

B) the logical block provisioning state of that LBA remains unchanged;

if the LBA is deallocated, then that LBA shall become anchored-(see 4.7.4.7.3). If a lack of LB|
mapping resources prevents the LBA from becoming anchoredthen the device server shall te
the command as described in 4.7.3.6; or

if the LBA is anchored, then that LBA shall remain anchored.

Table 95 — UNMAP, parameter list

VPD

minate

Byte

Bit 7 6 5 4 3 2 1

(MSB)

UNMAP DATA LENGTH (n - 1)

SB)

(MSB)

UNMAP BLOCK DESCRIPTOR DATA LENGTH (n - 7)

SB)

AW IN|=~|O

Reserved

UNMAP block descriptor list (if any)

UNMAP block descriptor [first] (see table 96) (if any)

UNMAP block descriptor [last] (see table 96) (if any)

The UNMAP DATA LENGTH field specifies the length in bytes of the following data that is available to be
transferred from the Data-Out Buffer. The unmap data length does not include the number of bytes in the
UNMAP DATA LENGTH field.
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The UNMAP BLOCK DESCRIPTOR DATA LENGTH field specifies the length in bytes of the UNMAP block descriptors
that are available to be transferred from the Data-Out Buffer. The unmap block descriptor data length should
be a multiple of 16. If the unmap block descriptor data length is not a multiple of 16, then the last unmap block
descriptor is incomplete and shall be ignored. If the UNMAP BLOCK DESCRIPTOR DATA LENGTH is set to zero, then
no unmap block descriptors are included in the UNMAP parameter list. This condition shall not be considered

an erro

r.

If any UNMAP block descriptors in the UNMAP block descriptor list are truncated due to the parameter list

length i

n the CDB, then that UNMAP block descriptor shall be ignored.

Table 96 defines the UNMAP block descriptor.

Table 96 — UNMAP block descriptor

Bit 7 6 5 4 3 2 1

(MSB)

bl UNMAP LOGICAL BLOCK ADDRESS

SB)

(MSB)

eed NUMBER OF LOGICAL BLOEKS

SB)

Reserved

15

The UN
(see 4.

The NU
beginni

If the N
descrip

If the specified LBA and the spécified number of logical blocks exceeds the capacity of the medium (se

then th
to ILLE

If the to
in the M
block d
VPD pa
sense |
LIST.

MAP LOGICAL BLOCK ADDRESS field specifies.the first LBA that is requested to be unmapped
.3.4.1) for this UNMAP block descriptor,

MBER OF LOGICAL BLOCKS field specifiesthe number of LBAs that are requested to be unmappe
hg with the LBA specified by the UNMAP LOGICAL BLOCK ADDRESS field.

JMBER OF LOGICAL BLOCKS is set-to zero, then no LBAs shall be unmapped for this UNMAP blog
for. This condition shall net'te considered an error.

b device server shalliterminate the command with CHECK CONDITION status with the sense K
GAL REQUESTand the additional sense code set to LOGICAL BLOCK ADDRESS OUT OF R

tal number ofdogical blocks specified in the UNMAP block descriptor data exceeds the value in
AXIMUM UNMAP LBA COUNT field in the Block Limits VPD page (see 6.6.3) or if the number of UN
bscriptors-exceeds the value of the MAXIMUM UNMAP BLOCK DESCRIPTOR COUNT field in the Block
ge, then the device server shall terminate the command with CHECK CONDITION status with

e 4.5),
ey set
ANGE.

licated
MAP
Limits
the
ETER

ey<set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAM

5.29 VERIFY (10) command

The VERIFY (10) command (see table 98) requests that the device server:

1)
2)

perform verify operations from the specified LBAs; and

if specified, perform a compare operation on:

A) the logical block data transferred from the Data-Out Buffer; and
B) the logical block data from the verify operations.
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The device server may process the LBAs in any order but shall perform this sequence in the specified order

for a given LBA.

The application client uses the BYTCHK field in the CDB to specify the contents of the Data-Out Buffer as
shown in table 97.

Table 97 — Data-Out Buffer contents for the VERIFY (10) command

BYTCHK field | Data-Out Buffer contents
00b Notused
01b Logical block data for the number of logical blocks specified in the VERIFICATION LENGTH field
10b Not defined
11b Logical block data for a single logical block

Migration from the VERIFY (10) command to the VERIFY (16) command is recommended for all

implementations.

Table 98 — VERIFY (10) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (2Fh)
1 VRPROTECT DPQ Reserved BYTCHK Obsolete
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (4sB)
Restricted

6 for Reseryed GROUP NUMBER

MMC-6
7 (MSB)

VERIFICATION LENGTH
(4sB)

9 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 98 for the

VERIFY (10).command.

See thg READ (10) command (see 5.11) for the definition of the DPO bit. See the PRE-FETCH (10) cor

hmand

¢ 41 bt ol ol 41 DRE Tl (40 /L
(See 5 ) 1O UHIT UCTITTUOIT U e LUGICAL BLUUA ADURESOS TICIU. OCC UIC TN T U ( TU) CUTTIITIANU (S

and 4.23 for the definition of the GROUP NUMBER field.

If the byte check (BYTCHK) field is set to 00b, then:

a) no Data-Out Buffer transfer shall occur;

b) for any mapped LBA specified by the command, the device server shall check the protection
information from the verify operation based on the VRPROTECT field as defined in table 99; and
c) for any unmapped LBA specified by the command, the verify operation shall complete without error.

a) the BYTCHK field is set to 01b or 11b;
b) the vBULS bit is set to zero in the Block Device Characteristics VPD page (see 6.6.2); and

ee 5.8)
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c) any LBA specified by the command is unmapped (i.e., deallocated or anchored),

then the device server shall terminate the command with CHECK CONDITION status with the sense key set
to MISCOMPARE and the additional sense code set to MISCOMPARE VERIFY OF UNMAPPED LBA.

If:

a) the BYTCHK field is set to 01b or 11b; and

b) either:
A) the vBULS bit is set to one in the Block Device Characteristics VPD page; or
B) all LBAs specified by the command are mapped,

a) | if the BYTCHK field is set to 01b, then the Data-Out Buffer transfer shall include the number.of.Ipgical
blocks specified by the VERIFICATION LENGTH field;
b) | if the BYTCHK field is set to 11b, then:
A) the Data-Out Buffer transfer shall include one logical block; and
B) the device server shall:
1) duplicate the single logical block, as described in the WRITE SAME,Command (see 5.43), the
number of times required to satisfy the VERIFICATION LENGTH field;tand
2) place the duplicated data in the Data-Out Buffer;
c) | the device server shall check the protection information transferred from the Data-Out Buffer hased
on the VRPROTECT field as defined in table 101;
d) | for any mapped LBA specified by the command, the device server'shall perform the verify opgration
and check the protection information from the verify operatiotibased on the VRPROTECT field gs
defined in table 100;

and

e) | the device server shall perform:

A) a compare operation of:
a) user data from the verify operations;and
b) user data from the Data-Out Buffer;

and

B) a compare operation based on the VRPROTECT field as defined in table 102 of:
a) protection information, from the verify operations; and
b) protection informationfrom the Data-Out Buffer.

The order of the user data and protection information checks and compare operations is vendor specific.

If a conmppare operation indi¢ates a miscompare, then the device server shall terminate the command with
t to the

, $tarting
[ION
pall not
f the

: ; Us with
the sense key set to ILLEGAL REQUEST and the addltlonal sense code set to LOGICAL BLOCK ADDRESS
OUT OF RANGE. The VERIFICATION LENGTH field is constrained by the MAXIMUM TRANSFER LENGTH field in the
Block Limits VPD page (see 6.6.3).

If the BYTCHK field is set to 01b, then the VERIFICATION LENGTH field also specifies the number of logical blocks
that the device server shall transfer from the Data-Out Buffer.

The CONTROL byte is defined in SAM-5.
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If the BYTCHK field is set to 00b, then table 99 defines the checks that the device server shall perform on the
protection information from the verify operations based on the VRPROTECT field. All footnotes for table 99 are
at the end of the table.

Table 99 — VRPROTECT field with the BYTCHK field set to 00b — checking protection information from the
verify operations (part 1 of 3)

Logical unit
. . Extended
Codermatted | Fieldn | INQUIRY Data |, e e
"II.II. . PI UI.G\’L.IVII VPD page bit LLEA 20} ]
protection | information 9 value !
information
LOGICAL GRD_CHK = 1 LOGICAL BLOCK GUARD,CHECK FAILED
BLOCK GUARD | GRD_CHK =0 No check performed
LOGICAL APP CHK = 1 © LOGICAL BLOCK APPLICATION TAG
BLOCK T CHECK FAILED
Yes | APPLICATION
0004 TAG APP_CHK =0 No check performed
LOGICAL REF CHK = 1 P LOGICAL BLOCK REFERENCE TAG
BLOCK T CHECKFAILED
REFERENCE
TAG REF_CHK = 0 No-check performed
No No protection information on the medium to check.
LOGICAL GRD_CHK-=y1 LOGICAL BLOCK GUARD CHECK FAILED
BLOCK GUARD | GRrp,cHK = 0 No check performed
LOGICAL APP' CHK = 1 © LOGICAL BLOCK APPLICATION TAG
BLOCK - CHECK FAILED
APPLICATION
1%011btb Yes TAG APP_CHK =0 No check performed
LOGIGAL REF CHK = 1 P LOGICAL BLOCK REFERENCE TAG
BLOCK - CHECK FAILED
REFERENCE
TAG REF_CHK =0 No check performed
No Error condition @
LOGICAL
BLOCK GUARD No check performed
LOGICAL APP CHK = 1 © LOGICAL BLOCK APPLICATION TAG
BLOCK - CHECK FAILED
APPLICATION
010b Yes TAG APP_CHK =0 No check performed
LOGICAL REF CHK = 1 P LOGICAL BLOCK REFERENCE TAG
BLOCK - CHECK FAILED
REFERENCE
TAG REF_CHK = 0 No check performed
No Error condition @
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Table 99 — VRPROTECT field with the BYTCHK field set to 00b — checking protection information from the
verify operations (part 2 of 3)

Logical unit
formatted Field In INg)l(Jtle;\? eD:lta
Code with protection VPD pade bit If check fails ¢ €, additional sense code
protection | information 9 vaF:uge f
information
LOGICAL
BLOCK GUARD No check performed
LOGICAL
BLOCK No check performed
APPLICATION
Yes
011b P TAG
LOGICAL
BLOCK No check performed
REFERENCE
TAG
No Error condition 2
LOGICAL GRD_CHK =1 LOGICAL BLOCK GUARD CHECK FAILED
BLOCK GUARD |  GRD CHK =0 No ‘check performed
LOGICAL
BLOCK No check perfermed
Yes APPLICATION
100b P TAG
LOGICAL
BLOCK Notcheck performed
REFERENCE
TAG
No Error condition 2
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Table 99 — VRPROTECT field with the BYTCHK field set to 00b — checking protection information from the

verify operations (part 3 of 3)

Code with protection

Logical unit

formatted Field in Extended

INQUIRY Data
VPD page bit

protection | information 9 t
value

information

If check fails ¢ €, additional sense code

111b

110b to

Reserved

a |f
in
th

b |f
cd
agd

CIf
dq
SH
a)

b)
c)

d|f
sh
e If
dg

AR
9 If
a)

b)

th
in
h |
CQ
ty
RH
pr
BL

' Sge the Extended INQUIRY Data VPD page (see SPC-4) for the definitions of the GRD_CHK bit, t

he logical unit does not support protection information, then the device server should terminat
mmand with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and th
ditional sense code set to INVALID FIELD IN CDB.

vice server shall check each logical block application tag. If the ATO bit in the Control mode pag
PC-4) is set to one, then this knowledge is acquired from:
the EXPECTED LOGICAL BLOCK APPLICATION TAG field and the LOGIGAL BLOCK APPLICATION TAG M
field in the CDB, if the command is a VERIFY (32) command (see 5.32);
the Application Tag mode page (see 6.5.3), if the command.is-not a VERIFY (32) command a
ATMPE bit in the Control mode page (see SPC-4) is set to‘ane; or
a method not defined by this standard, if the command is-not a VERIFY (32) command and t
ATMPE bit is set to zero.
he device server terminates the command with CHECK CONDITION status, then the device s
all set the sense key to ABORTED COMMAND.
multiple errors occur while the device server is processing the command, then the selection by
vice server of which error to report is not defined by this standard.

P_CHK bit, and the REF_CHK bit.
he device server detects:
a LOGICAL BLOCK APPLICATION TAG field set to FFFFh and type 1 protection (see 4.22.2.3) or t
protection (see 4.22.2.4) is enabled; or
a LOGICAL BLOCK APPLICATION TAG field set to FFFFh, LOGICAL BLOCK REFERENCE TAG field set
FFFF_FFFFh, and type'3 protection (see 4.22.2.5) is enabled,
bn the device server.shall not check any protection information in the associated protection
ormation interval.
ype 1 protection.is enabled, then the device server shall check each logical block reference ta
mparing it tosthe lower four bytes of the LBA associated with the logical block. If type 2 protecti
be 3 protection is enabled, and the device server has knowledge of the contents of the LOGICAL
FERENCE-TAG field, then the device server shall check the logical block reference tag. If type 2

OCK REFERENCE TAG field in a VERIFY (32) command (see 5.32). If type 3 protection is enabled

btection is enabled, then this knowledge may be acquired through the EXPECTED INITIAL LOGICAL

he logical unit supports protection information (see 4.22) and has not been formatted with pfrotection
ormation, then the device server shall terminate the command with CHECK CONDITION statup with
b sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD |

CDB.
the
e

he device server has knowledge of the contents of the LOGICAL BLOCK APPLICATION TAG field, thg¢n the

b (see
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nd the
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' |f the DPICZ bit in the Control mode page (see SPC-4) is set to one, then protection information shall not
be checked.
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If the BYTCHK field is set to 01b or 11b, then table 100 defines the checks that the device server shall perform

-199 —

on the protection information from the verify operations based on the VRPROTECT field. All footnotes for
table 100 are at the end of the table.

Table 100 — VRPROTECT field with the BYTCHK field set to 01b or 11b — checking protection information
from the verify operations (part 1 of 2)

Logical unit
formatted Field in Extended
o e e INQUIRY Data |,, , ; "
Codey with protection VPD - H ‘,..eek—faflsi&,adm ode
. . : g page bit
protection information t
. - value
information
LOGICAL BLOCK GUARD CGHECK
LOGICAL BLOCK GRD_CHK=1 | -\ 'ep
GUARD
GRD_CHK =0 No check performed
LOGICAL BLOCK-APPLICATION TAG
=1¢9
Yes | LOGICAL BLOCK APP_CHK = 1 CHECK FAIEED
000b APPLICATION TAG
APP_CHK =0 No check.performed
REF CHK =1 LOGICAL BLOCK REFERENCE TAG
LOGICAL BLOCK — CHECK FAILED
REFERENCE TAG
REF_CHK =0 No check performed
No No protection information availablg to check
LOGICAL BLOCK No check-performed
GUARD
001b
010b LOGICAL BLOCK
0110 Yes APPLICATION TAG No check performed
100b LOGICAL BLOCK
101b 4 REFERENCE TR No check performed
No Error condition @
110b
to Reserved
111b
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Table 100 — VRPROTECT field with the BYTCHK field set to 01b or 11b — checking protection information

from the verify operations (part 2 of 2)

Logical unit
R Fieldin |\ UIRY Data
Code with protection .~ | If check fails 9 ¢, additional sense code
protection information 9 VPD page bit
information value

@ |f the logical unit supports protection information (see 4.22) and has not been formatted with protection
information, then the device server shall terminate the command with CHECK CONDITION status with

thf sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD,IN
If {he logical unit does not support protection information, then the device server should terminats
command with CHECK CONDITION status with the sense key set to ILLEGAL REQUESTand th
additional sense code set to INVALID FIELD IN CDB.

If fhe device server has knowledge of the contents of the LOGICAL BLOCK APPLICATIONTAG field, th
dgvice server shall check each logical block application tag. If the ATO bit in the Control mode pag
SKHC-4) is set to one, then this knowledge is acquired from:

a)| the EXPECTED LOGICAL BLOCK APPLICATION TAG field and the LOGICAL BLOCK:APPLICATION TAG M
field in the CDB, if the command is a VERIFY (32) command (see 5.32);

b)| the Application Tag mode page (see 6.5.3), if the command is not & VERIFY (32) command a
ATMPE bit in the Control mode page (see SPC-4) is set to one; ot

c)| a method not defined by this standard, if the command is not-a VERIFY (32) command and tine

ATMPE bit is set to zero.

If type 1 protection is enabled, then the device server shall check each logical block reference tag
paring it to the lowerfour bytes of the LBA associated with the logical block. If type 2 protecti
type 3 protection is'enabled, and the device server has knowledge of the contents of the LOGICAL
REFERENCE TAG field, then the device server shall check the logical block reference tag. If type 2

protection is enabled, then this knowledge may be acquired through the EXPECTED INITIAL LOGICAL
REFERENCE TAG field in a VERIFY (32) command (see 5.32). If type 3 protection is enabled, then

method-foracquiring this knowledge is not defined by this standard.

If the’DRICZ bit in the Control mode page (see SPC-4) is set to one, then protection information sh
bd checked.

CDB.
the
e

bn the
b (see
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nd the

he device server terminates the command with CHECK CONDITION status, then the device s¢rver

the
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to
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DN or
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all not
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If the BYTCHK field is set to 01b or 11b, then table 101 defines the checks that the device server shall perform
on the protection information transferred from the Data-Out Buffer based on the VRPROTECT field. All footnotes
for table 101 are at the end of the table.

Table 101 — VRPROTECT field with the BYTCHK field set to 01b or 11b — checking protection information
from the Data-Out Buffer (part 1 of 2)

Logical unit
formatted Field in .
st Bratoaotion DeVIce server £ abhoolc £ail H H
Code AL AL PI VivLLliviil LEBAYZ B A V] 4Y |a||3&,ad'd'|‘t'|ﬁ‘h‘a'l'se'hee'e€‘de
. . . check
protection information
information
000h Yes No protection information in the Data-Out Buffer to check
No No protection information in the Data-Out Buffer to check
et Shall LOGICAL BLOCK.GUARD CHECK FAILED
Yes LOGICAL BLOCK May © LOGICAL BLOCK APPLICATION TAG
001b P APPLICATION TAG y CHECK FAILED
LOGICAL BLOCK | Shall (except | LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG for type 3) CHECK FAILED
No Error condition @
LOGICAL BLOCK Shall net No check performed
GUARD
Yes LOGICAL BLOCK My © LOGICAL BLOCK APPLICATION TAG
010b P APPLICATION TAG y CHECK FAILED
LOGICAL BLOCK May ' LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG y CHECK FAILED
No Error condition @
LOGERRELOCK Shall not No check performed
GUARD
011p b Yes A;if:gi;ghoffe Shall not No check performed
LOGICAL BLOCK Shall not No check performed
REFERENCE TAG
No Error condition @
LOGICAL BLOCK Shall LOGICAL BLOCK GUARD CHECK FAILED
100b b Yes A;if:gi;ghoffe Shall not No check performed
LOGICAL BLOCK Shall not No check performed
REFERENCE TAG
No Error condition @
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Table 101 — VRPROTECT field with the BYTCHK field set to 01b or 11b — checking protection information
from the Data-Out Buffer (part 2 of 2)

Logical unit
formatted Field in Device server
Code with protection If check fails 9 €, additional sense code
. . . check
protection information
information
HOS L oK Shall LOGICAL BLOCK GUARD CHECK FAILED
Yes LOGICAL BLOCK May © LOGICAL BLOCK APPLICATION TAG
101b P APPLICATION TAG y CHECK FAILED
LOGICAL BLOCK Mav f LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG y CHECK FAILED
No Error condition @
110b tp
111b Reserved
@ |If the logical unit supports protection information (see 4.22) and has nét been formatted with protgction
information, then the device server shall terminate the command with\CHECK CONDITION statu$ with
the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.
b |f the logical unit does not support protection information, thenthe device server should terminatq the
command with CHECK CONDITION status with the sense‘key set to ILLEGAL REQUEST and the
additional sense code set to INVALID FIELD IN CDB.
 If fhe device server has knowledge of the contents of the LOGICAL BLOCK APPLICATION TAG field anfl the
ATD bit is set to one in the Control mode page (see SPC-4), then the device server may check eafch
logical block application tag. If the ATO bit is set to‘ohe, then this knowledge is acquired from
a)| the EXPECTED LOGICAL BLOCK APPLICATION(TAG field and the LOGICAL BLOCK APPLICATION TAG MASK
field in the CDB, if the command is a VERIFY (32) command;
b)| the Application Tag mode page (see®,5.3), if the command is not a VERIFY (32) command apd the

ATMPE bit in the Control mode page.(see SPC-4) is set to one; or

BLOCK REFERENCE TAG field, then the deV|ce server may check each logical block reference tag If type 3
protection is enabled, then the method for acquiring this knowledge is not defined by this standard.
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If the BYTCHK field is set to 01b or 11b, then table 102 defines the processing by the device server of the
protection information during the compare operation based on the VRPROTECT field. All footnotes for table 102
are at the end of the table.

Table 102 — VRPROTECT field with the BYTCHK field set to 01b or 11b — compare operation requirements

(part 1 of 3)
Logical unit
Cod for‘r.rlzi\ited Field in protection Compare If compare fails °© d, additional sense
i pro;-,:;tlion information operation code
information
No protection information in the Data-Out Buffer to compare. Only)user data is
Yes s :
000b compared within each logical block.
No No protection information from the verify operations or in“the’ Data-Out Buffer to
compare. Only user data is compared within each logical block.
LOGICAL BLOCK GUARD Shall IESICE:EC[;A‘L BLOCK GUARD CHEGK
LOGICAL BLOCK
APPLICATION TAG Shall I(_JOHCE;IC?}?:;EIIEQSK APPLICATIONTAG
(ATo=1)°®
LOGICAL BLOCK
APPLICATION TAG Shall hot No compare performed
(a0 =0)f
b Yes LOGICAL BLOCK
001b REFERENCE TAG Shall 9 LOGICAL BLOCK REFERENCE [TAG
(ot type 3) CHECK FAILED
LOGICAL BLGGA h LOGICAL BLOCK REFERENCE [TAG
REFERENCE)TAG Shall CHECK FAILED
(type 3 and ATO = 1)
LOGICAL BLOCK
REFERENCE TAG Shall not No compare performed
(type 3 and ATO = 0)
No Error condition @
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Table 102 — vRPROTECT field with the BYTCHK field set to 01b or 11b — compare operation requirements

(part 2 of 3)
Logical unit
Code forvrciil;ted Field in protection Compare If compare fails °© d, additional sense
protection information operation code
information
LOGICAL BLOCK GUARD Shall not No compare performed
LOGICAL BlLOCK
APPLICATION TAG Shall LOGICAL BLOCK APPLICATION TAG
e CHECK FAILED
(ATO =1)
LOGICAL BLOCK
APPLICATION TAG Shall not No compare performed
(aTo=0)f
Yes LOGICAL BLOCK LOGICAL BLOGK REFERENCE [TAG
b g
010b REFERENCE TAG Shall CHECK EAILED
(not type 3)
LOGICAL BLOCK o LOGICAL BLOCK REFERENCE [TAG
REFERENCE TAG Shall
_ CHECK FAILED
(type 3 and ATO = 1)
LOGICAL BLOCK
REFERENCE TAG Shall not No compare performed
(type 3 and ATO = 0)
No Error condition @
LOGICAL BLOCK GUARD CHECK
LOGICAL BLOCK GUARD Shall FAILED
Jrtgbanh )X Shall LOGICAL BLOCK APPLICATION TAG
XWVe CHECK FAILED
(ATQ = 1)
LOGIGAL BLOCK
APPEICATION TAG Shall not No compare performed
(ATo=0)f
Yes
188:)% FESSE'S{’E\;CBEC;S\Z Shall 9 LOGICAL BLOCK REFERENCE [TAG
CHECK FAILED
(not type 3)
LOGICAL BLOCK o LOGICAL BLOCK REFERENCE [TAG
REFERENCE TAG Shall
_ CHECK FAILED
(type 3 and ATO = 1)
LOGICAL BLOCK
REFERENCE TAG Shall not No compare performed
(type 3 and ATO = 0)
No Error condition @
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Table 102 — vRPROTECT field with the BYTCHK field set to 01b or 11b — compare operation requirements

(part 3 of 3)
Logical unit
form_atted Field in protection Compare If compare fails °© d, additional sense
Code with . . .
. information operation code
protection
information
LOGICAL BLOCK GUARD Shall LOGICAL BLOCK GUARD CHECK
FAILED
o IR on T Shal LOGICAL BLOCK APPLICATION TAG
e CHECK FAILED
(ATO =1)
b Yes
101b LOGICAL BLOCK
APPLICATION TAG Shall not No compare performed
(aTo=0)f
LOGICAL BLOCK Shall not No compare ‘performed
REFERENCE TAG
No Error condition @
110b to
114 Reserved

a

rmation, then the device server shall terminate the.cemmand with CHECK CONDITION statug

he logical unit supports protection information (see 4.22) and has not been formatted with protgction

with
CDB.

If fhe logical unit does not support protection information, then the device server should terminatg the

mand with CHECK CONDITION status withvthe sense key set to ILLEGAL REQUEST and thee

If multiple errors occur while the device server is processing the command, then the selection by fthe

logical block application(tag.

logical block application tag.
e BYTCHK field js'set to 11b, then the device server shall compare the value from each LOGICAL B
FERENCE TAG field received in the single logical block data from the Data-Out Buffer with the

d the device server shall compare the value of the previous LOGICAL BLOCK REFERENCE TAG fieldl
e with“each of the subsequent LOGICAL BLOCK REFERENCE TAG fields (see 4.22.3).
e/BYTCHK field is set to 11b, then the device server shall compare the value from each LOGICAL B
FERENCE TAG field received in the single logical block data from the Data-Out Buffer with the
corresponding LOGICAL BLOCK REFERENCE TAG field in each logical block from the verify operations
(see 4.22.3).

he ATO bit is set to zero'in the Control mode page (see SPC-4), then the device server may mqdify

LOCK

responding)LOGICAL BLOCK REFERENCE TAG field in the first logical block from the verify operatipns,

plus

LOCK
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5.30 VERIFY (12) command

The VERIFY (12) command (see table 103) requests that the device server perform the actions defined for
the VERIFY (10) command (see 5.29).

Migration from the VERIFY (12) command to the VERIFY (16) command is recommended for all
implementations.

Table 103 — VERIFY (12) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (AFh)
1 VRPROTECT DPO Reserved BYTCHK Obsolete
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (4UsB)
6 (MSB)
VERIFICATION LENGTH
9 (4sB)
Restricted
10 for Reserved GROUP NUMBER
MMC-6
11 CONTROL

The OPERATION CODE field is defined in SPC-4 and“shall be set to the value shown in table 103 for the
VERIFY (12) command.

See thg VERIFY (10) command (see 5.29) for the definitions of the other fields in this command.
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5.31 VERIFY (16) command
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The VERIFY (16) command (see table 104) requests that the device server perform the actions defined for
the VERIFY (10) command (see 5.29).

Table 104 — VERIFY (16) command

Bit
Byte 7 6 4 3 0
0 OPERATION CODE (8Fh)
1 VRPROTECT DPO Reserved BYTCHK Rederved
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (4sSB)
10 (MSB)
VERIFICATION LENGTH
13 (4sB)
Restricted
14 for Reserved GROUP NUMBER
MMC-6
1§ CONTROL
The OPERATION CODE field is defined in SPC-4 and shall.be set to the value shown in table 104 for the
VERIFY (16) command.
See thg VERIFY (10) command (see 5.29) for the definitions of the other fields in this command.
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5.32 VERIFY (32) command

The VERIFY (32) command (see table 105) requests that the device server perform the actions defined for
the VERIFY (10) command (see 5.29).

The device server shall process a VERIFY (32) command only if type 2 protection is enabled (see 4.22.2.4).

Table 105 — VERIFY (32) command

Bit !’ [} L1 4 3 2 1 0
Byte

0 OPERATION CODE (7Fh)

CONTROL
Reserved
5
6 Reserved GROUP-NUMBER
7 ADDITIONAL CDB LENGTH (18h)
8 (MSB)

SERVICE ACTION (000Ah)
9 (4sB)
10 VRPROTECT DPO Reserved BYTCHK Regerved
11 Reserved
12 (MSB)
LOGICAL BLOCK ADDRESS
19 (4sB)
20 (MSB)
EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG
23 (4sB)
24 (MSB)
EXPECTED LOGICAL BLOCK APPLICATION TAG
25 (4sB)
26 (MSB)
LOGICAL BLOCK APPLICATION TAG MASK

27 (4sB)
28 (MSB)
VERIFICATION LENGTH
31 (4SB)

The OPERATION CODE field, the ADDITIONAL CDB LENGTH field, and the SERVICE ACTION field are defined in
SPC-4 and shall be set to the values shown in table 105 for the VERIFY (32) command.

See the VERIFY (10) command (see 5.29) for the definitions of the CONTROL byte, the GROUP NUMBER field,
the VRPROTECT field, the DPO bit, the BYTCHK field, the LOGICAL BLOCK ADDRESS field, and the VERIFICATION
LENGTH field.

If checking of the LOGICAL BLOCK REFERENCE TAG field is enabled (see table 99, table 100, table 101, and
table 102 in 5.29), then the EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field contains the value of the
LOGICAL BLOCK REFERENCE TAG field expected in the protection information of the first logical block accessed
by the command instead of a value based on the LBA (see 4.22.3).
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If the ATO bit is set to one in the Control mode page (see SPC-4) and checking of the LOGICAL BLOCK
APPLICATION TAG field is enabled (see table 99, table 100, table 101, and table 102 in 5.29), then the LOGICAL
BLOCK APPLICATION TAG MASK field contains a value that is a bit mask for enabling the checking of the LOGICAL
BLOCK APPLICATION TAG field in every instance of the protection information for each logical block accessed by

the command. A LOGICAL BLOCK APPLICATION TAG MASK bit set to one enables the checking of the

corresponding bit of the EXPECTED LOGICAL BLOCK APPLICATION TAG field with the corresponding bit of the
LOGICAL BLOCK APPLICATION TAG field in every instance of the protection information. A LOGICAL BLOCK
APPLICATION TAG MASK field bit set to zero disables the checking of the corresponding bit of the EXPECTED

LOGICAL BLOCK APPLICATION TAG field with the corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in
every instance of protection information.

The LOGICAT BLOTK APPLICATION TAG MASK fiefdandthe EXPECTED COGICAL BLOCK APPLICATION TAG fiefd shall
be ignared if:
a) |the ATO bit is set to zero; or
b) | the ATO bit is set to one in the Control mode page (see SPC-4) and checking of the-LOGICAL Block
APPLICATION TAG field is disabled (see table 99, table 100, table 101, and table 102in 5.29).
5.33 WRITE (10) command
The WRITE (10) command (see table 106) requests that the device server:
a) | transfer the specified logical block data from the Data-Out Buffer; and
b) | perform write operations to the specified LBAs using the transferred logical blocks.
Migration from the WRITE (10) command to the WRITE (16) command is recommended for all
implemgentations.
Table 106 — WRITE (10) command
Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (2Ah)
WRPROTECT DPO FUA Reserved | Obsolete | Obsgolete
(MSB)
LOGICAL BLOCK ADDRESS
5 (4sB)
6 Reserved GROUP NUMBER
7 (MSB)
TRANSFER LENGTH
8 (4sB)
9 GONFROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 106 for the

WRITE

(10) command.

The device server shall check the protection information, if any, transferred from the Data-Out Buffer based on
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the WRPROTECT field as described in table 107. All footnotes for table 107 are at the end of the table.

Table 107 — wRPROTECT field (part 1 of 2)

017

Logical unit
formatted Field in Device .
Code with protection server If check fails 9 |, additional sense code
protection information check
information
000k Yesfoh No protection information received from application client to check
No No protection information received from application client to check
ettt Shall LOGICAL BLOCK GUARD CHECKFAILED
Yes © LOGICAL BLOCK Dependent | LOGICAL BLOCK APPLICATION TAG
001ble APPLICATION TAG | on RwwpP © | CHECK FAILED
LOGICAL BLOCK | Shall (except | LOGICAL BLOCK REFERENCE TAG CHECK
REFERENCE TAG | for type 3)! | FAILED
No @ No protection information available to check
LOGICAL BLOCK
GUARD Shall not No check-performed
Yes © LOGICAL BLOCK Dependent | LOGICAL BLOCK APPLICATION TAG
o10ble APPLICATION TAG | on Rwwp ¢ | .GHECK FAILED
LOGICAL BLOCK May | LOGICAL BLOCK REFERENCE TAG CHECK
REFERENCE TAG y FAILED
No @ No protection information@vailable to check
LOGICAL BLOCK
GUARD Shall not No check performed
e LOGICAL BLOCK
011bb Yes APPLICATIONING Shall not No check performed
LOGIGAL, BLOCK
REFERENCE TAG Shall not No check performed
No @ No protection information available to check
O a0k Shall LOGICAL BLOCK GUARD CHECK FAILED
e LOGICAL BLOCK
1000 Yes APPLICATION TAG Shall not No check performed
LOGICAL BLOCK gholl not Nao chack narformad
REFERENCE TAG T LA
No @ No protection information available to check
O a0k Shall LOGICAL BLOCK GUARD CHECK FAILED
Yes © LOGICAL BLOCK Dependent | LOGICAL BLOCK APPLICATION TAG
101b P APPLICATION TAG | on Rwwp ¢ | CHECK FAILED
LOGICAL BLOCK May | LOGICAL BLOCK REFERENCE TAG CHECK
REFERENCE TAG y FAILED
No @ No protection information available to check
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Table 107 — wRPROTECT field (part 2 of 2)

Logical unit
formatted Field in Device _
Code with protection server If check fails ¢ |, additional sense code
protection information check
information
110b to
111b Reserved
a |f .

in
the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIERD'IN CDB.
If the logical unit does not support protection information, then the device server should terminatg the
reguested command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST
arjd the additional sense code set to INVALID FIELD IN CDB.
If the device server has knowledge of the contents of the LOGICAL BLOCK APPLICATION TAG field arld the
AT[o bit is set to one in the Control mode page (see SPC-4), then the device sérver:
a)l may check each logical block application tag if the Rwwp bit is set to zerg'in the Control modd page
(see SPC-4); and
b)| shall check each logical block application tag if the Rwwp bit is set'to-one in the Control mode page.
If the ATO bit in the Control mode page (see SPC-4) is set to one, then this knowledge is acquireq from:
a)| the EXPECTED LOGICAL BLOCK APPLICATION TAG field and the LOGICAL BLOCK APPLICATION TAG MASK
field in the CDB, if a WRITE (32) command (see 5.36) is feceived by the device server;
b)| the Application Tag mode page (see 6.5.3), if a command-other than WRITE (32) is received by the
device server and the ATMPE bit in the Control mode page (see SPC-4) is set to one; or
c)| a method not defined by this standard, if a command other than WRITE (32) is received by the
device server, and the ATMPE bit is set to zero.
If the device server terminates the command with\CHECK CONDITION status, then the device server
shall set the sense key to ABORTED COMMAND.
The device server shall preserve the contents of protection information (e.g., write it to the medium or
stpre it in non-volatile memory).
The device server shall write a generated CRC (see 4.22.4.2) into each LOGICAL BLOCK GUARD figld.
If the RwwP bit in the Control mode page (see SPC-4) is set to one, then the device server shall
tefminate the command with CHECK CONDITION status with the sense key set to ILLEGAL
REQUEST and the additionahsense code set to INVALID FIELD IN CDB. If the RwwP bit is set td zero
and:
a)| type 1 protection is_enabled, then the device server shall write the least significant four bytes|of
each LBA into the L OGICAL BLOCK REFERENCE TAG field of each of the written logical blocks; of
b)| type 2 protection or type 3 protection is enabled, then the device server shall write a value of]
FFFF_FFFEER:into the LOGICAL BLOCK REFERENCE TAG field of each of the written logical blockk.
If the ATO bitlisset to one in the Control mode page (see SPC-4), then the device server shall write
FEFFh into-each LOGICAL BLOCK APPLICATION TAG field. If the ATO bit is set to zero, then the devicg
sgrver(may write any value into each LOGICAL BLOCK APPLICATION TAG field.
If multiple errors occur while the device server is processing the command, then the selection by|the
dt VibU SCIVCI Uf Wilibil CITUI tU H:pUIt ib IIUt UIUﬂIIGUI IL.Jy “Iib btallljdlu‘.
If type 1 protection is enabled, then the device server shall check the logical block reference tag by
comparing it to the lower four bytes of the LBA associated with the logical block. If type 2 protection is
enabled and the device server has knowledge of the contents of the LOGICAL BLOCK REFERENCE TAG
field, then the device server shall check each logical block reference tag. If type 2 protection is enabled,
then this knowledge may be acquired through the EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field
in a WRITE (32) command (see 5.36). If type 3 protection is enabled, the ATO bit is set to one in the
Control mode page (see SPC-4), and the device server has knowledge of the contents of the LOGICAL
BLOCK REFERENCE TAG field, then the device server may check each logical block reference tag. If type
3 protection is enabled, then the method for acquiring this knowledge is not defined by this standard.

See the READ (10) command (see 5.11) for the definition of the DPO bit.
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A force unit access (FUA) bit set to one specifies that the device server shall write the logical blocks to:

a) the non-volatile cache, if any; or
b) the medium.

An FUA bit set to zero specifies that the device server shall write the logical blocks to:

a) volatile cache, if any;
b) non-volatile cache, if any; or
c) the medium.

See the PRE-FETCH (10) command (see 5.8) for the definition of the LOGICAL BLOCK ADDRESS field.

See thq

The TRANSFER LENGTH field specifies the number of contiguous logical blocks of data that shall be.trangferred
from the Data-Out Buffer and written, starting with the logical block referenced by the LBA specified by the

LOGICA

BLOCK ADDRESS field. A TRANSFER LENGTH field set to zero specifies that no logical blocks shall be

transfefred or written. This condition shall not be considered an error. Any other value spécifies the number of
logical plocks that shall be transferred and written. If the specified LBA and the specifiedytransfer length
exceed|the capacity of the medium (see 4.5), then the device server shall terminate\the command wit
CHECHK CONDITION status with the sense key set to ILLEGAL REQUEST and the’additional sense cgde set
to LOG|JCAL BLOCK ADDRESS OUT OF RANGE. The TRANSFER LENGTH field"is constrained by the MAXIMUM
TRANSFER LENGTH field in the Block Limits VPD page (see 6.6.3).

The CONTROL byte is defined in SAM-5.

5.34 WRITE (12) command

The WRITE (12) command (see table 108) requests that.the device server perform the actions defined|for the
WRITE|(10) command (see 5.33).

Migratipn from the WRITE (12) command to the WRITE (16) command is recommended for all
implementations.

Table 108 — WRITE (12) command

Bit
Byte 7 6 4 3 2 1 0
0 OPERATION CODE (AAh)
1 WRPROTECT DPO FUA Reserved | Obsolete | Obsgolete
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (4sB)
6 (MSB)
TRANSFER LENGTH
9 (LSB)
Restricted
10 for Reserved GROUP NUMBER
MMC-6
11 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 108 for the
WRITE (12) command.
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See the WRITE (10) command (see 5.33) for the definitions of the other fields in this command.

5.35 WRITE (16) command

The WRITE (16) command (see table 109) requests that the device server perform the actions defined for the
WRITE (10) command (see 5.33).

Table 109 — WRITE (16) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (8Ah)
1 WRPROTECT DPO FUA Reserved j'Obsolete | Regerved
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (4sB)
10 (MSB)
TRANSFER LENGTH
13 (4sB)
Restricted
14 for Reserved GROUP NUMBER
MMC-6
15 CONTROL

The OPERATION CODE field is defined in SPC-4-and shall be set to the value shown in table 109 for the
WRITE|(16) command.

See thg WRITE (10) command (see 5,33) for the definitions of the other fields in this command.
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5.36 WRITE (32) command

The WRITE (32) command (see table 110) requests that the device server perform the actions defined for the
WRITE (10) command (see 5.33).

The device server shall process a WRITE (32) command only if type 2 protection is enabled (see 4.22.2.4).

Table 110 - WRITE (32) command

Bit !’ [} L 4 3 2 1 0
Byte

0 OPERATION CODE (7Fh)

CONTROL
Reserved
5
6 Reserved GROUP-NUMBER
7 ADDITIONAL CDB LENGTH (18h)
8 (MSB)

SERVICE ACTION (000Bh)
9 (4sB)
10 WRPROTECT DPO FUA Reserved | Obsolete | Regerved
11 Reserved
12 (MSB)
LOGICAL BLOCK ADDRESS
19 (4sB)
20 (MSB)
EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG
23 (4sB)
24 (MSB)
EXPECTED LOGICAL BLOCK APPLICATION TAG
25 (4sB)
26 (MSB)
LOGICAL BLOCK APPLICATION TAG MASK

27 (4sB)
28 (MSB)
TRANSFER LENGTH
31 (4SB)

The OPERATION CODE field, the ADDITIONAL CDB LENGTH field, and the SERVICE ACTION field are defined in
SPC-4 and shall be set to the values shown in table 110 for the WRITE (32) command.

See the WRITE (10) command (see 5.33) for the definitions of the CONTROL byte, the GROUP NUMBER field, the
WRPROTECT field, the DPO bit, the FUA bit, the LOGICAL BLOCK ADDRESS field, and the TRANSFER LENGTH field.

If checking of the LOGICAL BLOCK REFERENCE TAG field is enabled (see table 107), then the EXPECTED INITIAL
LOGICAL BLOCK REFERENCE TAG field contains the value of the LOGICAL BLOCK REFERENCE TAG field expected in
the protection information of the first logical block accessed by the command instead of a value based on the
LBA (see 4.22.3).
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If the ATO bit is set to one in the Control mode page (see SPC-4) and checking of the LOGICAL BLOCK
APPLICATION TAG field is enabled (see table 107), then the LOGICAL BLOCK APPLICATION TAG MASK field contains
a value that is a bit mask for enabling the checking of the LOGICAL BLOCK APPLICATION TAG field in every
instance of protection information for each logical block accessed by the command. A LOGICAL BLOCK
APPLICATION TAG MASK bit set to one enables the checking of the corresponding bit of the EXPECTED LOGICAL
BLOCK APPLICATION TAG field with the corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in every
instance of protection information. A LOGICAL BLOCK APPLICATION TAG MASK field bit set to zero disables the
checking of the corresponding bit of the EXPECTED LOGICAL BLOCK APPLICATION TAG field with the
corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in every instance of protection information.

If the ATO bit is set to:

a) | to zero; or
b) | to one in the Control mode page (see SPC-4) and checking of the LOGICAL BLOCK APPLIGATION| TAG
field is disabled (see table 107),

then thé LOGICAL BLOCK APPLICATION TAG MASK field and the EXPECTED LOGICAL BLOCK APPLIGATION TAG|field
shall bg ignored

5.37 WRITE AND VERIFY (10) command

The WRITE AND VERIFY (10) command (see table 111) requests that the\device server:

1) | transfer the specified the logical block data for the command\from the Data-Out Buffer;
2) | perform write medium operations to the specified LBAs;

3) | perform verify operations from the specified LBAs; and

4) | if specified, perform a compare operation on:

A) the logical block data transferred from the Data=Out Buffer; and

B) the logical block data from the verify operations.

The deyice server may process the LBAs in any ordér but shall perform this sequence in the specified|order
for a giyen LBA.

Migratipn from the WRITE AND VERIFY (10).eommand to the WRITE AND VERIFY (16) command is
recommended for all implementations.

Table 111 — WRITE AND VERIFY (10) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (2Eh)
WRPROTECT DPO Reserved BYTCHK Obsolete

(MSB)
(IL L OGICAI Bl OCK ADDRESS
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)

TRANSFER LENGTH —_—

8 (LSB)
9 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 111 for the
WRITE AND VERIFY (10) command.
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See the PRE-FETCH (10) command (see 5.8) for the definition of the LOGICAL BLOCK ADDRESS field. See the
PRE-FETCH (10) command and 4.23 for the definition of the GROUP NUMBER field. See the WRITE (10)
command (see 5.33) for the definitions of the CONTROL byte, the TRANSFER LENGTH field and the WRPROTECT
field. See the READ (10) command (see 5.11) for the definition of the DPO bit.

See the VERIFY (10) command (see 5.29) for definition of the byte check (BYTCHK) field when set to 00b, 01b,
and 10b. For a WRITE AND VERIFY (10) command, a BYTCHK field set to 11b is reserved.

5.38 WRITE AND VERIFY (12) command

The WRITE AND VERIFY (12) command (see table 112) requests that the device server perform the chtions
defined for the WRITE AND VERIFY (10) command (see 5.37).

Migration from the WRITE AND VERIFY (12) command to the WRITE AND VERIFY (16) command is
recommended for all implementations.

Table 112 — WRITE AND VERIFY (12) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (AEh)
1 WRPROTECT DPO Reserved BYTCHK Obsolete
2 (MSB)
LOGICALBLOCK ADDRESS
5 (4sB)
6 (MSB)
TRANSFER LENGTH
9 (4sB)
Restricted
10 for Reserved GROUP NUMBER
MMC-6
1 CONTROL

The OPERATION CODE fiéld is defined in SPC-4 and shall be set to the value shown in table 112 for the
WRITE|AND VERIFY\(1+2) command.

See thg WRITEAND VERIFY (10) command (see 5.37) for the definitions of the other fields in this cohnmand.
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5.39 WRITE AND VERIFY (16) command

The WRITE AND VERIFY (16) command (see table 113) requests that the device server perform the actions
defined for the WRITE AND VERIFY (10) command (see 5.37).

Table 113 — WRITE AND VERIFY (16) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (8Eh)
1 WRPROTECT DPO Reserved BYTCHK Rederved
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (4UsB)
10 (MSB)
TRANSFER LENGTH
13 (4sB)
Restricted
14 for Reserved GROUP NUMBER
MMC-6
15 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall.be set to the value shown in table 113 for the
WRITE|/AND VERIFY (16) command.

See thg WRITE AND VERIFY (10) command (see"5.37) for the definitions of the other fields in this conmand.
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5.40 WRITE AND VERIFY (32) command

The WRITE AND VERIFY (32) command (see table 114) requests that the device server perform the actions
defined for the WRITE AND VERIFY (10) command (see 5.37).

The device server shall process a WRITE AND VERIFY (32) command only if type 2 protection is enabled
(see 4.22.2.4).

Table 114 — WRITE AND VERIFY (32) command

Bit
Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE (7Fh)

CONTROL
Reserved
5
6 Reserved GROUP NUMBER
7 ADDITIONAL CDB LENGTH-(18h)
8 (MSB)

SERVICE ACTION (000Ch)
9 (4sB)
10 WRPROTECT DPQ Reserved BYTCHK Regerved
11 Reserved
12 (MSB)
LOGICAL BLOCK ADDRESS
19 (4sB)
20 (MSB)
EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG
23 (4sB)
24 (MSB)
EXPECTED LOGICAL BLOCK APPLICATION TAG
25 (4sB)
26 (MSB)
LOGICAL BLOCK APPLICATION TAG MASK

27 (4sB)
28 (MSB)
TRANSFER LENGTH
31 (LSB)

The OPERATION CODE field, the ADDITIONAL CDB LENGTH field, and the SERVICE ACTION field are defined in
SPC-4 and shall be set to the values shown in table 114 for the WRITE AND VERIFY (32) command.

See the WRITE AND VERIFY (10) command (see 5.37) for the definitions of the CONTROL byte, the GROUP
NUMBER field, the WRPROTECT field, the DPO bit, the BYTCHK field, the LOGICAL BLOCK ADDRESS field, and the
TRANSFER LENGTH field.

If checking of the LOGICAL BLOCK REFERENCE TAG field is enabled (see table 107), then the EXPECTED INITIAL
LOGICAL BLOCK REFERENCE TAG field contains the value of the LOGICAL BLOCK REFERENCE TAG field expected in
the protection information of the first logical block accessed by the command instead of a value based on the
LBA (see 4.22.3).
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If the ATO bit is set to one in the Control mode page (see SPC-4) and checking of the LOGICAL BLOCK
APPLICATION TAG field is enabled (see table 107 in 5.33), then the LOGICAL BLOCK APPLICATION TAG MASK field
contains a value that is a bit mask for enabling the checking of the LOGICAL BLOCK APPLICATION TAG field in
every instance of protection information for each logical block accessed by the command. A LOGICAL BLOCK
APPLICATION TAG MASK bit set to one enables the checking of the corresponding bit of the EXPECTED LOGICAL
BLOCK APPLICATION TAG field with the corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in every
instance of protection information. A LOGICAL BLOCK APPLICATION TAG MASK field bit set to zero disables the

checking of the corresponding bit of the EXPECTED LOGICAL BLOCK APPLICATION TAG field with the

corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in every instance of protection information.

If the ATO bit is set to one in the Control mode page (see SPC-4) and checking of the LOGICAL BLOCK

APPLICA
APPLICA

5.41 WRITE LONG (10) command

The WH
physicg
block fr
be in th
shall w
status
logical
cache.

Migration from the WRITE LONG (10) command to the WRKFE'LONG (16) command is recommendeq

implem

entations.

TTON TAG flefdisdisabted(see table 107, orif the ATo bitisSetto zero, themthe TOGICAT BLoT
TION TAG MASK field and the EXPECTED LOGICAL BLOCK APPLICATION TAG field shall be ignored.

RITE LONG (10) command (see table 115) requests that the device server mark a logical block|
| block as containing a pseudo unrecovered error, or transfer data for a single logical block or p
pm the Data-Out Buffer and write it to the medium. The data written shall,be the same length an
e same order as the data returned by the READ LONG (10) command (see 5.19). The device
ite the logical block or physical block to the medium and shall net'complete the command with
ntil the logical block has been written on the medium without érror. If a cache contains the spe
block or physical block, then the device server shall invalidate that logical block or physical bloc

Table 115 — WRITE LONG (10) command

or
hysical
d shall
server
(GOOD
Cified
in the

for all

Byte

Bit, 5 6 5 4

3

OPERATION CODE (3Fh)

COR_DIS [WR_UNCOR| PBLOCK

Reserved

Ob

solete

(MSB)

LOGICAL BLOCK ADDRESS

SB)

(MSB)

BYTE TRANSFER LENGTH

SB)

©O© | 0 N OO,

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 115 for the

WRITE

LONG (10) command.
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The correction disabled (COR_DIS) bit, the write uncorrectable error (WR_UNCOR) bit, and the physical block
(PBLOCK) bit are defined in table 116. If there is more than one logical block per physical block (i.e., the
LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field in the READ CAPACITY (16) parameter data

(see 5.16.2) is set to a non-zero value), then the device server shall support the WR_UNCOR bit and the PBLOCK
bit.

Table 116 — cOR_DIS bit, WR_UNCOR bit, and PBLOCK bit (part 1 of 2)

More than
onetogical
COR_ILIS WR_UNCOR | PBLOCK | block per | Description
physical
block
0 s or no Write only the specified logical block using,the value ip the
y BYTE TRANSFER LENGTH field.
Terminate the WRITE LONG command with CHECK
no CONDITION status with the sense key set to ILLEGAL
0 0 REQUEST and the additional sense code set to INVALID
1 FIELD IN CDB.
Write the entire physicalblock containing the specifief
yes logical block using:the value in the BYTE TRANSFER LENGTH
field.
Mark only the specified logical block as containing a
pseudo unfecovered error with correction enabled
(see 4.18.2) in a manner that causes the device servg¢r to
0 s or no perform the maximum error recovery as defined by the
y Read-Write Error Recovery mode page (see 6.5.8).
Ignore the BYTE TRANSFER LENGTH field, and transfer po
data.
Terminate the WRITE LONG command with CHECK
no CONDITION status with the sense key set to ILLEGAL
0 1 REQUEST and the additional sense code set to INVALID
FIELD IN CDB.
Mark the entire physical block containing the specified
logical block as containing a pseudo unrecovered errpr
1 with correction enabled (i.e., mark all of the logical blgcks
in the same physical block that contains the specified
yes logical block as containing a pseudo unrecovered errpr
with correction enabled) (see 4.18.2).
Ignore the BYTE TRANSFER LENGTH field, and transfer no
data.
Key:
yes = The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field is set to a non-zero value in the READ
CAPACITY (16) parameter data (see 5.16.2).
no = The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field is set to zero in the READ
CAPACITY (16) parameter data.
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Table 116 — corR_DIS bit, WR_UNCOR bit, and PBLOCK bit (part 2 of 2)

COR_DIS

WR_UNCOR

PBLOCK

More than
onelogical
block per
physical
block

Description

\V/es orno
J

Mark only the specified logical block as containing a
pseudo unrecovered error with correction disabled
(see 4.18.2).

Write only the specified logical block using the valug'i
BYTE TRANSFER LENGTH field.

n the

no

Terminate the WRITE LONG command with . CHECK
CONDITION status with the sense key set to ILLEGA
REQUEST and the additional sense/céde set to INVA
FIELD IN CDB.

yes

Mark the entire physical block containing the specifie
logical block as containing/a‘pseudo unrecovered err:
with correction disabled (i;e¥; mark all of the logical bl
in the same physical block that contains the specified
logical block as containing a pseudo unrecovered err:
with correction disabled) (see 4.18.2).

Write the entire physical block containing the specifie
logical block using the value in the BYTE TRANSFER LE
field.

NGTH

yes or no

Mark’only the specified logical block as containing a
pseudo unrecovered error with correction disabled
(see 4.18.2).

Ignore the BYTE TRANSFER LENGTH field, and transfer no

data.

no

Terminate the WRITE LONG command with CHECK
CONDITION status with the sense key set to ILLEGA
REQUEST and the additional sense code set to INVA
FIELD IN CDB.

yes

Mark the entire physical block containing the specifie
logical block as containing a pseudo unrecovered err
with correction disabled (i.e., mark all of the logical bl
in the same physical block that contains the specified
logical block as containing a pseudo unrecovered err

bcks

DIr

4l " . T B L2 440 O
WILT COITE LU UISdUITU ) (SCT . 10.4).

Ignore the BYTE TRANSFER LENGTH field, and transfer no

data.

Key:

yes

no

CAPACITY (16) parameter data (see 5.16.2).

CAPACITY (16) parameter data.

= The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field is set to zero in the READ

= The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field is set to a non-zero value in the READ
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The setting of the cD_suP bit in the Extended INQUIRY Data VPD page (see SPC-4) indicates whether or not
the logical unit supports the COR_DIS bit being set to one, and the setting of the wu_SuP bit indicates whether
or not the logical unit supports the WR_UNCOR bit being set to one.

The LOGICAL BLOCK ADDRESS field specifies an LBA. If the specified LBA exceeds the capacity of the medium
(see 4.5), then the device server shall terminate the command with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to LOGICAL BLOCK ADDRESS
OUT OF RANGE.

If table 116 defines that the value in the BYTE TRANSFER LENGTH field is used, then the BYTE TRANSFER LENGTH
field specifies the number of bytes of data that the device server shall transfer from the Data-Out Buffer and
write to th ifi zero and
does n¢t match the data length that the device server returns for a READ LONG command (see 5.19 and
see 5.20), then the device server shall terminate the command with CHECK CONDITION status-with the
sense Key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN‘CDB. In the
sense data (see 4.18 and SPC-4), the ILI bit shall be set to one, and the difference (i.e., residug) of thg
requested length minus the actual length in bytes shall be reported in the INFORMATION fi€ld (see SPC{4).
Negatiye values shall be indicated by two's complement notation. If the BYTE TRANSFERMLENGTH field is|set to
zero, tHen no bytes shall be written. This condition shall not be considered an error:

The CONTROL byte is defined in SAM-5.

5.42 WRITE LONG (16) command

The WRITE LONG (16) command (see table 117) requests that the’device server mark a logical block]or
physicgl block as containing an error, or transfer data for a single logical block or physical block from the
Data-Opt Buffer and write it to the medium. The data writteAshall be the same length and shall be in thg same
order ap the data returned by the READ LONG (16) command (see 5.20). The device server shall write the
logical plock or physical block to the medium and shall'n6t complete the command with GOOD status yntil the
logical plock has been written on the medium without-error. If a cache contains the specified logical blgck or
physicgl block, then the device server shall invalidate that logical block or physical block in the cache.

This command uses the SERVICE ACTION,QUT (16) CDB format (see clause A.2).

Table 117 — WRITE LONG (16) command

Bit
Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE (9Fh)
1 CORYDIS |WR_UNCOR| PBLOCK SERVICE ACTION (11h)
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (HSB)
10

Reserved
11
12 (MSB)

BYTE TRANSFER LENGTH —]

13 (LSB)
14 Reserved
15 CONTROL
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The OPERATION CODE field and SERVICE ACTION field are defined in SPC-4 and shall be set to the values shown

in table

117 for the WRITE LONG (16) command.

See the WRITE LONG (10) command (see 5.41) for the definitions of the fields in this command.

5.43 WRITE SAME (10) command

The WRITE SAME (10) command (see table 118) requests that the device server transfer a single logical
block from the Data-Out Buffer and for each LBA in the specified range of LBAs:

a)
b)
The de

block o
(see 4.

If the m
server

then th
block.

perform a write operation using the contents of that logical block; or
perform an unmap operation.

f user data received from the Data-Out Buffer to each logical block without modification
.3.4.3)).

edium is formatted with protection information and the WRPROTECT field is set'to 000b, then the

the medium is formatted with protection information;
the WRPROTECT field is not set to 000b or a reserved value (see'table 107); and
the protection information from the Data-Out Buffer is setto°\FFFF_FFFF_FFFF_FFFFh,

b device server shall write FFFF_FFFF_FFFF_FFFFhte'the protection information for each log

the medium is formatted with type 1 or type 2’protection information;
the WRPROTECT field is not set to 000b or a'reserved value (see table 107); and
the protection information from the Data-Out Buffer is not set to FFFF_FFFF_FFFF_FFFFh,

the device server shall write the value from the LOGICAL BLOCK REFERENCE TAG field (see 4.22
received in the logical block\ffom the Data-Out Buffer into the corresponding LOGICAL BLOCK
REFERENCE TAG field of.the first logical block written. The device sever shall write the value of
previous LOGICAL BLOEK REFERENCE TAG field plus one into each of the subsequent LOGICAL BU
REFERENCE TAG fields;

if the ATO bit is 'set to one in the Control mode page (see SPC-4) and the and the ATMPE bit is
zero in the_€ontrol mode page, then the device server shall write the logical block application
received-in_the logical block from the Data-Out Buffer into the corresponding LOGICAL BLOCK
APPLICATION TAG field (see 4.22) of each logical block;

if the ATO bit is set to one in the Control mode page and the and the ATMPE bit is set to zero in
Cantrol mode page, then the device server shall write the value defined in the Application Tag

shall write the LOGICAL BLOCK GUARD field, APPLICATION TAG field, and LOGICAL BLOCK REFERENCE
field (sg¢e 4.22) for each logical block as required in the WRPROTECT field equals 000b row of table 110

ice server writes (i.e., subsequent read operations behave as if the device server wrotethe sipgle

device
TAG

ical

he
OCK

et to

fag

the
mode

V2 P - SN T L ol b ol : 1l
Payt (SCT V.J.0) MU UIC CUTTCSPUTTUNITY LUGILAL BLUURN AFFLICATIUN TAG TICIU UT'C©alll 1TOyiLal U

ock;

if the ATO bit is set to zero in the Control mode page, then the device server may write any value into

the LOGICAL BLOCK APPLICATION TAG field of each logical block; and

the device server shall write the value from the LOGICAL BLOCK GUARD field (see 4.22) received in the
logical block from the Data-Out Buffer into the corresponding LOGICAL BLOCK GUARD field of each

logical block.

the medium is formatted with type 3 protection information;
the WRPROTECT field is not set to 000b or a reserved value (see table 107); and
the protection information from the Data-Out Buffer is not set to FFFF_FFFF_FFFF_FFFFh,
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value from the LOGICAL BLOCK REFERENCE TAG field and the LOGICAL BLOCK APPLICATION TAG field

received in the logical block from the Data-Out Buffer into the corresponding LOGICAL BLOCK

REFERENCE TAG field of each logical block;

if the ATO bit is set to zero in the Control mode page, then the device server may write any value into

the LOGICAL BLOCK REFERENCE TAG field of each logical block; and
the device server shall write the value from the LOGICAL BLOCK GUARD field and the LOGICAL BLOCK
APPLICATION TAG field received in the logical block from the Data-Out Buffer into the corresponding
LOGICAL BLOCK GUARD field of each logical block.

MigratiJ)n from the WRITE SAME (10) command to the WRITE SAME (16) command is recommende( for all
implemgntations.
Table 118 — WRITE SAME (10) command
Bit
Byte 7 6 4 3 2 1 0
0 OPERATION CODE (41h)
WRPROTECT ANCHOR UNMAP Obsolete
(MSB)

LOGICAL BLOCK ADPRESS

5 (4sB)

6 Reserved GROUP NUMBER

7 (MSB)

NUMBER OF LOGICAL BLOCKS

8 (4sB)

9 CONTROL
The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 118 for the

WRITE
See thq

SAME (10) command.

WRITE (10) command_(see 5.33) for the definition of the WRPROTECT field.
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If the logical unit supports logical block provisioning management (see 4.7.3), then the ANCHOR bit in the CDB,
the UNMAP bit in the CDB, and the ANC_sSUP bit in the Logical Block Provisioning VPD page (see 6.6.4)

determ

ine how the device server processes the command as described in table 119.

Table 119 — UNMAP bit, ANCHOR bit, and ANC_SUP bit relationships

UNMAP bit @ ANCHOR bit ANC_SUP bit ° Action
0 Oor1 Write ©
0 t Oort Error—
: Dealoca o
1 0 Error 9
1 Anchor request

1

(see 4.7.3.4.9

)

im

to

@ THe device server in a logical unit that supports logical block provisioning management (see 4.7.3

b Sde the Logical Block Provisioning VPD page (see 6.6.4).
¢ THe device server shall perform the specified write operation to each LBA specified by the comm
4 THe device server shall terminate the command with CHECK CONDITION status with the sense K

plement the UNMAP bit.

ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

) may

and.
ey set

The de
comma
sense (

a)

b)
See thg
See thg

If the W
setto a
written,

If the W
contigu

Vice server shall ignore the UNMAP bit and the ANCHOR bit, or the device server shall terminate t

ode set to INVALID FIELD IN CDB if:

the logical unit is fully provisioned (i.e., the(tBPME bit is set to zero in the READ CAPACITY (16

parameter data (see 5.16.2)); and
the UNMAP bit is set to one or the ANCHOR bit is set to one.

PRE-FETCH (10) command (see"5.8) for the definition of the LOGICAL BLOCK ADDRESS field.
PRE-FETCH (10) command-(see 5.8) and 4.23 for the definition of the GROUP NUMBER field.

SNZ bit is set to zero in the_Block Limits VPD page (see 6.6.3), then a NUMBER OF LOGICAL BLOC
non-zero value specifies the number of contiguous logical blocks that are requested be unmap
starting with the logical block referenced by the LBA specified by the LOGICAL BLOCK ADDRESS

ISNZ bit is set to zefro, then a NUMBER OF LOGICAL BLOCKS field set to zero specifies that the num
pus logical blocks that are requested to be unmapped or written includes all of the logical block

starting

the wsNz bit is_set to one and the NUMBER OF LOGICAL BLOCKS field is set to zero, then the device serve
termingte the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUES

]

the additiohal sense code set to INVALID FIELD IN CDB.

with the =BA specified in the LOGICAL BLOCK ADDRESS field to the last logical block on the medi

he

nd with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the addlitional

s field
ped or
ield.

ber of
s

um. If
r shall
T and

If the number of logical blocks specified to be unmapped or written exceeds the value indicated in the
MAXIMUM WRITE SAME LENGTH field in the Block Limits VPD page (see 6.6.3), then the device server shall

terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
the additional sense code set to INVALID FIELD IN CDB.

See the WRITE (10) command (see 5.33) for the definition of the CONTROL byte.

5.44 WRITE SAME (16) command

The WRITE SAME (16) command (see table 120) requests that the device server perform the actions defined
for the WRITE SAME (10) command (see 5.43).
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Table 120 — WRITE SAME (16) command

Bit
Byte 6 5 4 3 2 1 0
0 OPERATION CODE (93h)
1 WRPROTECT ANCHOR UNMAP Obsolete NDOB
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (USB)
10 (MSB)
NUMBER OF LOGICAL BLOCKS
13 (4sB)
14] Reserved GROUP NUMBER
15I CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value'shown in table 120 for the
SAME (16) command.

The no|Data-Out Buffer (NDOB) bit specifies if data is transferred from the Data-Out Buffer. Table 121 g
the intgractions between the NDOB bit and the UNMAP bit.

WRITE|

Table 121 — NDOB bit and.UNMAP bit interactions

efines

NDOB| | UNMAP | Description
The device server shall-process the command using logical block data from the
0 Oor1
Data-Out Buffer.
The device serven shall terminate the command with CHECK CONDITION status with
0 the sense key-setto ILLEGAL REQUEST and the additional sense code set to INVALID
FIELD IN CDB.
The device server shall not transfer data from the Data-Out Buffer and shall process the
1 command as if the Data-Out Buffer contained user data set to all zeroes and protection
1 information, if any, containing:
a) the LOGICAL BLOCK GUARD field set to FFFFh;
b) the LOGICAL BLOCK REFERENCE TAG field set to FFFF_FFFFh; and
c) the LOGICAL BLOCK APPLICATION TAG field set to FFFFh.
See the WRITE SAME (10) command (see 5.43) for the definitions of the other fields in this command,

5.45 WRITE SAME (32) command

The WRITE SAME (32) command (see table 122) requests that the device server perform the actions defined
for the WRITE SAME (10) command (see 5.43).

The device server shall process a WRITE SAME (32) command only if type 2 protection is enabled
(see 4.22.2.4).



https://iecnorm.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017 - 227 -

Table 122 — WRITE SAME (32) command

Bit

Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE (7Fh)

CONTROL

Reserved

5

6 Reserved GROUP NUMBER

7 ADDITIONAL CDB LENGTH (18h)

8 (MSB)

SERVICE ACTION (000Dh)

9 (4sB)

10 WRPROTECT ANCHOR UNMAP Obsolete NpOB

1" Reserved

12 (MSB)

LOGICAL BLOCK ADDRESS

19 (usB)

20 (MSB)

EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG

23 (4sB)

2q (MSB)

EXPECTED LOGICAL BLOCK APPLICATION TAG
24 WsB)
26 (MSB)
LOGICAL BLOCK APPLICATION TAG MASK

27 (4sB)

28 (MSB)

NUMBER OF LOGICAL BLOCKS

31 (4sB)
The OPERATION COBE:field, the ADDITIONAL CDB LENGTH field, and the SERVICE ACTION field are defined ip
SPC-4 gnd shall'be set to the values shown in table 122 for the WRITE SAME (32) command.
See the WRITE SAME (10) command (see 5.43) for the definitions of the CONTROL byte, the GROUP NYMBER
field, the WRPROTECT field, the LOGICAL BLOCK ADDRESS field, the NUMBER OF LOGICAL BLOCKS field, the JUNMAP
bit, and-the-ANGHOR-bi:

See the WRITE SAME (16) command (see 5.44) for the definition of the NDOB bit.

If checking of the LOGICAL BLOCK REFERENCE TAG field is enabled (see table 107 in 5.33), then the EXPECTED
INITIAL LOGICAL BLOCK REFERENCE TAG field contains the value of the LOGICAL BLOCK REFERENCE TAG field
expected in the protection information of the first logical block accessed by the command instead of a value
based on the LBA (see 4.22.3).

If the ATO bit is set to one in the Control mode page (see SPC-4) and checking of the LOGICAL BLOCK
APPLICATION TAG field is enabled (see table 107 in 5.33), then the LOGICAL BLOCK APPLICATION TAG MASK field
contains a value that is a bit mask for enabling the checking of the LOGICAL BLOCK APPLICATION TAG field in
every instance of protection information for each logical block accessed by the command. A LOGICAL BLOCK
APPLICATION TAG MASK bit set to one enables the checking of the corresponding bit of the EXPECTED LOGICAL
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BLOCK APPLICATION TAG field with the corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in every
instance of protection information. A LOGICAL BLOCK APPLICATION TAG MASK field bit set to zero disables the
checking of the corresponding bit of the EXPECTED LOGICAL BLOCK APPLICATION TAG field with the
corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in every instance of protection information.

If the ATO bit is set to one in the Control mode page (see SPC-4) and checking of the LOGICAL BLOCK
APPLICATION TAG field is disabled (see table 107 in 5.33), or if the ATO bit is set to zero, then the LOGICAL BLOCK
APPLICATION TAG MASK field and the EXPECTED LOGICAL BLOCK APPLICATION TAG field shall be ignored.

5.46 WRITE USING TOKEN command

5.46.1 WRITE USING TOKEN command overview

The WRITE USING TOKEN command (see table 123) requests that the copy manager (see SPC-4) write
logical plock data represented by the specified ROD token to the specified LBAs.

Table 123 — WRITE USING TOKEN command

Bit
Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE {83h)

1 Reserved SERVICE ACTION (11h)

Reserved

6 (MSB)
oeq LIST IDENTIFIER

10 (MSB)
ood PARAMETER LIST LENGTH

11‘ Reserved GROUP NUMBER

1 é CONTROL

The OPERATION ¢ODE field and the SERVICE ACTION field are defined in SPC-4 and shall be set to the vdlues
shown |n table 123 for the WRITE USING TOKEN command.

The LIS IDENTIFIER field is defined in SPC-4. The list identifier shall be processed as if the LIST ID USAGE field
is set ta.00b in the parameter data for an EXTENDED COPY(I IF)A) command (qpp SP(‘.-A)

The PARAMETER LIST LENGTH field specifies the length in bytes of the parameter data that is available to be
transferred from the Data-Out Buffer. A PARAMETER LIST LENGTH set to zero specifies that no data shall be
transferred. This shall not be considered an error.

See the PRE-FETCH (10)FETCH (10) command (see 5.8) and 4.23 for the definition of the GROUP NUMBER
field.

The CONTROL byte is defined in SAM-5.
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5.46.2 WRITE USING TOKEN parameter list

The parameter list for the WRITE USING TOKEN command is defined in table 124.

Table 124 — WRITE USING TOKEN parameter list

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
WRITE USING TOKEN DATA LENGTH (n - 1)

1 (USB)

2 Reserved DEL_TKN IMMED

3

Reserved

7

8 (MSB)

OFFSET INTO ROD

15 (4sB)
16

ROD TOKEN
527
528

oed Reserved
533
534
53 BLOCK DEVIGE RANGE DESCRIPTOR LENGTH (n - 535)
D
Block device range descriptor list (if any)
536
Block device range descriptor [first] (see 5.7.3)
55
n-15
Block device range descriptor [last] (see 5.7.3)
n
The WRITE'USING TOKEN DATA LENGTH field specifies the length in bytes of the data that is available to Qe

transferred from the Data-Out Buffer. The write using token data Tength does not include the number of bytes
in the WRITE USING TOKEN DATA LENGTH field.

If the WRITE USING TOKEN DATA LENGTH field is less than 0226h (i.e., 550), then the copy manager shall

terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
the additional sense code set to INVALID FIELD IN PARAMETER LIST.

If the contents of the WRITE USING TOKEN DATA LENGTH field is not equal to the contents of the BLOCK DEVICE
RANGE DESCRIPTOR LENGTH field plus 534 then the device server should terminate the command with CHECK
CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code set to
INVALID FIELD IN PARAMETER LIST.

The immediate (IMMED) bit specifies when the copy manager shall return status for the WRITE USING TOKEN
command. If the IMMED bit is set to zero, then the copy manager shall process the WRITE USING TOKEN
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command until all specified operations are complete or an error is detected. If the IMMED bit is set to one, then
the copy manager:

1) shall validate the CDB (i.e., detect and report all errors in the CDB);

2) shall transfer all the parameter data to the copy manager;

3) may validate the parameter data;

4) shall complete the WRITE USING TOKEN command with GOOD status; and

5) shall complete processing of all specified operations as a background operation (see SPC-4).

If the operations specified by a WRITE USING TOKEN command are processed as a background operation
(i.e., the IMMED bit is set to one) (see SPC-4), then the copy manager shall not generate deferred errors (see

SAM—5' to report the errors encountered. if any. during this processing. The copy manager shall make error
informgtion available to an application client using a RECEIVE ROD TOKEN INFORMATION commar(d
(see 5.22).

A delete token (DEL_TKN) bit set to one specifies that the ROD token specified in the ROD TOKENfield should
be delgted when processing of the WRITE USING TOKEN command is complete. A DEL KN bit set tq zero
specifigs that the ROD token lifetime for the ROD token specified in the ROD TOKEN field. shall be as described
in SPCi4.

The OFFSET INTO ROD field specifies the offset into the data represented by the ROD token from the firgt byte
represgnted by the ROD token to the first byte to be transferred. The offset isrspecified in number of blocks

based ¢n the logical block length of the logical unit to which the WRITE USING TOKEN command is tp write
data. The copy manager that processes the WRITE USING TOKEN command shall compute the byte|offset
into thed ROD by multiplying the contents of the OFFSET INTO ROD field®y the logical block length of the(logical
unit to Which the WRITE USING TOKEN command is to write datas

EXAMPLE - To calculate an offset, a ROD token is created from LBAs<5 to 20 followed by LBAs 40 to 100 by a qopy
managef associated with a logical unit with a logical block length.of 512 bytes per logical block. That ROD token is
specifiedl in a WRITE USING TOKEN command that transfers onefogical block to a logical unit with a logical block length
of 4 096  bytes per logical block. The subsequent RECEIVE RODP TOKEN INFORMATION command indicates the
successful transfer of 4 096 bytes by setting the TRANSFER-COUNT field to one. To create a WRITE USING TOKEN
commard that transfers bytes from the ROD token starting at the point where the previous WRITE USING TOKEN
commard stopped, the OFFSET INTO ROD field is set ta.one (i.e., the contents of the TRANSFER COUNT field) plus the jalue in
the OFFZET INTO ROD field in the previous WRITE:USING TOKEN command (i.e., zero). The copy manager multiplies one
(i.e., thef value in the OFFSET INTO ROD field) by 4-096 (i.e., the logical block length for the logical unit to which the flata is
being wiitten) and the result is 4 096. As a result, the ROD token logical block that is the start of the transfer is LBA 8 (i.e.,
LBA 42 from the logical unit whose logicalblock length is 512 bytes per logical block that was used to create the ROD
token).

If the computed byte offset into the ROD is greater than or equal to the number of bytes represented Hy the
ROD tdken, then the copy-manager shall terminate the command with CHECK CONDITION status with the
sense Key set to ILLEGAL-REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER
LIST.

If the RDD TOKEN-LENGTH field (see SPC-4) in the ROD TOKEN field is not set to 01F8h, then the copy manager
shall tefminate'the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST
and thq additional sense key set to INVALID TOKEN OPERATION, INVALID TOKEN LENGTH.

The ROD.TOKEN field specifies the ROD token that represents the data from which logical block data is written.
The ROD token is defined as follows:

a) a ROD token returned by a RECEIVE ROD TOKEN INFORMATION command; or
b) a block device zero ROD token (see 4.30.4).

If the ROD token does not match any known to the copy manager, then the copy manager shall terminate the
command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional
sense code set to INVALID TOKEN OPERATION, TOKEN UNKNOWN.

The BLOCK DEVICE RANGE DESCRIPTOR LENGTH field specifies the length in bytes of the block device range
descriptor list. The block device range descriptor list length should be a multiple of 16. If the block device
range descriptor list length is not a multiple of 16, then the last block device range (see 5.7.3) descriptor is
incomplete and shall be ignored. If the block device range descriptor list length is less than 16, then the copy
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manager shall terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL
REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.

If the number of complete block device range descriptors is larger than the MAXIMUM RANGE DESCRIPTORS field
in the Block Device ROD Token Limits descriptor (see 6.6.6.3), then the copy manager shall terminate the

command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional
sense code set to TOO MANY SEGMENT DESCRIPTORS.

If the same LBA is included in more than one block device range descriptor, then the copy manager shall
terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and

the add

If the ni
fields in

a)

b)

then th
to ILLE

If the n
fields in
represe
the tran
manag

a)
b)

The co

5.47 X\DWRITEREAD (10) command

The XO
an unin

1)
2)
3)

itional sense code set to INVALID FIELD IN PARAMETER LIST.

all of the complete block device range descriptors is larger than:

the MAXIMUM BYTES IN BLOCK ROD field in the block ROD device type specific features descriptol
ROD token features third-party copy descriptor in the Third-party Copy VPD page (see ‘SPC-4
that field is set to a nonzero value; or

the MAXIMUM TOKEN TRANSFER SIZE field in the Block Device ROD Token Limits\cdescriptor
(see 6.6.6.3) and that field is set to a nonzero value,

b copy manager shall terminate the command with CHECK CONDITION status with the sense
GAL REQUEST and the additional sense code set to INVALID FIELDIN PARAMETER LIST.

all of the complete block device range descriptors is larger thanthe number of bytes in the da
nted by the ROD token minus the computed byte offset into¢the ROD (i.e., the total requested le
sfer exceeds the length of the data available in the data represented by the ROD token), then th
br shall:

transfer as many whole logical blocks as possible; and

if any portion of a logical block that is written hy. the copy manager corresponds to offsets into
ROD at or beyond the length of the data represented by the ROD token, then write that portior
logical block with user data with all bits set\to zero.

by manager may perform this check dufing the processing of each block device range descript

WRITEREAD (10) command (see table 125) requests that the device server perform the follow
terrupted sequence-of*actions (see 4.27):

perform read operations from the specified LBAs;

transfer thesspecified number of logical blocks from the Data-Out Buffer;
perform,anXOR operation on:

A) the.user data contained in the logical blocks from the read operations; and

B), (the user data contained in the logical blocks transferred from the Data-Out Buffer;
stare the results of the XOR operation (i.e., the XOR data) in a buffer;

MbeT Of bytes Of USET Uata TEpresentet by the SunTof the CoMtents of the NUMBER OF TOGICAL BLOCKS

I in the
and

ey set

imber of bytes of user data represented by the sum of the contents, of the NUMBER OF LOGICAL BLOCKS

a
hgth of
e copy

the
of the

ing as

If t;lb UISABDLE VWWRITE IL)It ib bbt tU £C10, ii ICT1 pUIfUIIII \A'Al IiU UpUIdtiUl 1S) iU t;IG bpcbiﬂbu‘ LBAD ubill
logical block data transferred from the Data-Out Buffer; and
transfer the results of the XOR operation to the Data-In Buffer.

the

The device server may process the LBAs in any order but shall perform this sequence in the specified order
for a given LBA.
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Logical block data for this command may include protection information, based on the WRPROTECT field, the
XORPINFO bit, and the medium format. This command is only available on transport protocols supporting

bidirect

ional commands.

Table 125 — XDWRITEREAD (10) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (53h)
DISABLE
1 WRPROTECT DPO FUA WRITE Obsolete . XORPINFO
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (4sB)
6 Reserved GROUP NUMBER
7 (MSB)
TRANSFER LENGTH
8 (4sB)
9 CONTROL
The OPERATION CODE field is defined in SPC-4 and shall be setdo the value shown in table 125 for the

XDWR
See thq
See thq

A DISAH
transfe
specifie
If the X
transm

If the x
formatt
check 4

If the X

a)
b)

then th
to ILLE

TEREAD (10) command.
WRITE (10) command (see 5.33) for the definitions of the WRPROTECT field and the FUA bit.
READ (10) command (see 5.11) for the defipition of the DPO bit.

red from the Data-Out Buffer after the XOR operation is complete. A DISABLE WRITE bit set to o
s that the device server shall not pefform a write operation.

DR protection information (XORPINFO) bit is set to zero, then the device server shall not check g
t protection information.

DRPINFO bit is set to one, the device server supports protection information, and the medium ha
bd with protection information, then the device server shall transmit protection information but s
ny of the protectiominformation fields.

DRPINFO bit is setto one and the device server:

supports protection information and the medium has not been formatted with protection inform
does not_support protection information,

b device server shall terminate the command with CHECK CONDITION status with the sense K
GALREQUEST and the additional sense code set to INVALID FIELD IN CDB.

LE WRITE bit set to zero specifies that the, device server shall perform a write operation using data

ne

=

5 been
nall not

aAtion or

ey set

See the PRE-FETCH (10) command (see 5.8) for the definition of the LOGICAL BLOCK ADDRESS field.
See the PRE-FETCH (10) command (see 5.8) and 4.23 for the definition of the GROUP NUMBER field.

The TRANSFER LENGTH field specifies the number of contiguous logical blocks of data that the device server
shall read, transfer from the Data-Out Buffer, and XOR into a buffer, starting with the logical block referenced
by the LBA specified by the LOGICAL BLOCK ADDRESS field. If the specified LBA and the specified transfer
length exceed the capacity of the medium (see 4.5), then the device server shall terminate the command with
CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code set
to LOGICAL BLOCK ADDRESS OUT OF RANGE. The TRANSFER LENGTH field is constrained by the MAXIMUM
TRANSFER LENGTH field in the Block Limits VPD page (see 6.6.4).

The CONTROL byte is defined in SAM-5.
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5.48 XDWRITEREAD (32) command

- 233 -

The XDWRITEREAD (32) command (see table 126) requests that the device server perform the actions

defined for the XDWRITEREAD (10) command (see 5.47).

Table 126 — XDWRITEREAD (32) command

Bit

Byte 7 6 4 3 2 1 0

0 OPERATION CODE (7Fh)

CONTROL

Reserved

5

6 Reserved GROUP NUMBER

7 ADDITIONAL CDB LENGTH (18h)

8 (MSB)

SERVICE ACTION (0007hH)
9 (4sB)
10 WRPROTECT DPO FUA DISABLE | 5psolete | xORPINFO
WRITE

1" Reserved

12 (MSB)

L@GICAL BLOCK ADDRESS

19 (4sB)

20

see Reserved

27

28 (MSB)

TRANSFER LENGTH

31 (4sB.)
The OPERATION CODE:field, the ADDITIONAL CDB LENGTH field, and the SERVICE ACTION field are defined ip
SPC-4 gnd shall-be set to the values shown in table 126 for the XDWRITEREAD (32) command.
See thg XDWRITEREAD (10) command (see 5.47) for the definitions of the other fields in this command.

5.49 XPWRITE (10) command

The XPWRITE (10) command (see table 127) requests that the device server perform the following as an

uninterrupted sequence of actions (see 4.27):

1)
2)
3)

perform read operations from the specified LBAs;

transfer the specified number of logical blocks from the Data-Out Buffer;

perform an XOR operation on:

A) the user data contained in the logical block data from the read operations; and

B) the user data contained in the logical block data transferred from the Data-Out Buffer;

and
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perform write operations to the specified LBAs using the results of the XOR operation (i.e., the XOR

data).

The device server may process the LBAs in any order but shall perform this sequence in the specified order
for a given LBA.

Logical block data for this command may include protection information, based on the XORPINFO bit and the
medium format.

Table 127 — XPWRITE (10) command

Byte

Bit 7 6 5 4 3 2 1

OPERATION CODE (51h)

Reserved DPO FUA Reserved | Obsolete | XOR

PINFO

(MSB)

LOGICAL BLOCK ADDRESS

SB)

Reserved GROUP NUMBER

(MSB)

TRANSFER LENGTH

SB)

O | 00 N O O

CONTROL

The opP
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ERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 127 for the
TE (10) command.

READ (10) command (see 5.11) for the definition of the DPO bit. See the WRITE (10) commar
B3) for the definition of the FUA bit. Seesthe PRE-FETCH (10) command (see 5.8) for the definit]
ICAL BLOCK ADDRESS field. See the PRE-FETCH (10) command (see 5.8) and 4.23 for the defin
UP NUMBER field.

DR protection information (X@RPINFO) bit is set to zero, the device server supports protection
te the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUES
itional sense code set\to INVALID FIELD IN CDB.

DRPINFO bit is set to one, the device server supports protection information, and the medium ha
bd with protection information, then the device server shall XOR the logical block data transferrg
B-Out Bufferwith the logical block data read, and then write the resulting XOR data. The device]
t check.any of the protection information fields.

DRPINEO bit is set to one and the device server:

a)

d
on of
ition of

tion, and the medium has been formatted with protection information, then the device server shall

T and

5 been
d from
server
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ation;

b)

or
does not support protection information,

then the device server shall terminate the command with CHECK CONDITION status with the sense key set
to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

The TRANSFER LENGTH field specifies the number of contiguous logical blocks that shall be read, XORed with
logical blocks transferred from the Data-Out Buffer, and written, starting with the logical block referenced by
the LBA specified by the LOGICAL BLOCK ADDRESS field. If the specified LBA and the specified transfer length
exceed the capacity of the medium (see 4.5), then the device server shall terminate the command with
CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code set
to LOGICAL BLOCK ADDRESS OUT OF RANGE. The TRANSFER LENGTH field is constrained by the MAXIMUM

TRANSF

ER LENGTH field in the Block Limits VPD page (see 6.6.3).
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The CONTROL byte is defined in SAM-5.

5.50 XPWRITE (32) command

The XPWRITE (32) command (see table 128) requests that the device server perform the actions defined for
the XPWRITE (10) command (see 5.49).

Table 128 — XPWRITE (32) command

Bit

Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE (7Fh)

CONTROL

Reserved

5

6 Reserved GROUP NUMBER

7 ADDITIONAL CDB LENGTHY(18h)

8 (MSB)

SERVICE ACTION (0006h)

9 (4sB)

10 Reserved DPO FUA Reserved | Obsolete | XORPINFO

11 Reserved

12 (MSB)

LOGICAL BLOCK ADDRESS

19 (4sB)

20

Reserved

27

28 (MSB)

TRANSFER LENGTH

31 (4sB)
The OPERATION-€ODE field, the ADDITIONAL CDB LENGTH field, and the SERVICE ACTION field are defined ih
SPC-4 pnd, shall be set to the values shown in table 128 for the XPWRITE (32) command.
See thl’. XP‘VA\I'RETE (1\’.\!) bUIIIIIIaIId (DUU 549) fUI ii 1c Ulcﬁl IitiUllb Uf ﬁ 1c Uti 1] flcidb ill t;lib bUIIIIIIdIIuI.
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6 Parameters for direct access block devices

6.1 Parameters for direct access block devices introduction

017

Table 129 shows the parameters for direct access block devices defined in clause 6 and a reference to the
subclause where each parameter type is defined.

Table 129 — P I for direct block devi

Parameter type Reference
Address descriptors 6.2
Diagnostic parameters 6.3
Log parameters 6.4
Mode parameters 6.5
Vital product data (VPD) parameters 6.6
Copy manager parameters 6.7

6.2 Address descriptors

6.2.1 A

This su

a)
b)
c)

d)

The for

ddress descriptor overview

pclause describes the address descriptors:(sée table 130) used for:

the FORMAT UNIT command (see 5.3);

the READ DEFECT DATA commands-(see 5.17 and 5.18);

the Translate Address Input diagnostic page (see 6.3.4) for the SEND DIAGNOSTIC comman
SPC-4); and

the Translate Address Outpabdiagnostic page (see 6.3.5) for the RECEIVE DIAGNOSTIC RE
command (see SPC-4).

Mmat type of an address.descriptor is:

specified in the/DEFECT LIST FORMAT field in the CDB for the FORMAT UNIT command (see 5.
indicated in the DEFECT LIST FORMAT field in the READ DEFECT DATA parameter data (see 5.11
5.18.2);

specified in the SUPPLIED FORMAT field and the TRANSLATE FORMAT field for the Translate Addre
Output-diagnostic page; or

indicated in the SUPPLIED FORMAT field and the TRANSLATE FORMAT field for the Translate Addrs

d (see

SULTS

B.1);
.2 and

SS

SS

InpUt diagnostic page.
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Table 130 defines the types of address descriptors.

Table 130 — Address descriptors

Type Description Reference
000b Short block format address descriptor 6.2.2
001b Extended bytes from index format address descriptor @ 6.2.3
010b Extended physical sector format address descriptor @ 6.2.4
011b Long block format address descriptor 6.2.5
100b Bytes from index format address descriptor @ 6.2.6
101b Physical sector format address descriptor @ 6:277
110b Vendor specific
111b Reserved

@ This address descriptor format type is defined for direct accessblock devices using

rotating media (see 4.3.2).

6.2.2 Short block format address descriptor

A format type of 000b specifies the short block format addressdescriptor (see table 131).

Table 131 — Short block format-address descriptor (000b)

Bit
Byte 7 6 5 4 3 2 1 0

0 (MSB)

oed SHORT BLOCK ADDRESS

3 (UsB)

For the]FORMAT UNIT parameter list, the SHORT BLOCK ADDRESS field specifies a four-byte LBA. If the
physicgl block containing the:logical block referenced by the specified LBA contains additional logical plocks,
then thé¢ device server may consider the LBAs of those additional logical blocks to also have been spgcified.

For the]READ DEEEECT DATA parameter data, the SHORT BLOCK ADDRESS field indicates a vendor spegific
four-byfe value.

For the| Translate Address diagnostic pages, the SHORT BLOCK ADDRESS field contains:

a) | afour-byte LBA, if the value is less than or equal to the capacity of the medium; or
b) ~a vendor specific four-byte value, It the value Is greater than the capacity of the medium.

6.2.3 Extended bytes from index address descriptor

A format type of 001b specifies the extended bytes from index format address descriptor (see table 132). For
the FORMAT UNIT parameter list and the READ DEFECT DATA parameter data, this address descriptor
contains the location of a defect that:

a) is the length of one track (see 4.3.2);
b) is less than the length of a physical block; or
c) starts from one address descriptor and extends to the next address descriptor.
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For the Translate Address diagnostic pages, this address descriptor contains the location of an LBA. For the
Translate Address Output diagnostic page (see 6.2.5), if the SUPPLIED FORMAT field is set to 001b and the
MADS bit in the ADDRESS TO TRANSLATE field is set to one, then the device server shall terminate the SEND
DIAGNOSTIC command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and

the addi

tional sense code set to INVALID FIELD IN PARAMETER LIST.

Table 132 — Extended bytes from index format address descriptor (001b)

Bit
Byte 7 6 5 4 3 2 1 0

0 (MSB)

CYLINDER NUMBER

2 (UsB)

HEAD NUMBER
4 MADS Reserved (MSB)
- BYTES FROM INDEX tsB)

The CYLINDER NUMBER field contains the cylinder number (see 4.3.2).

The HEAD NUMBER field contains the head number (see 4.3.2).

A multi

beginning of a defect that spans multiple addresses. The d€fect may be a number of sequential physic
blocks pn the same cylinder and head (i.e., a track) or may span a number of sequential tracks on the

head. A

a)

b)

See 4.1

The BYTES FROM INDEX field:

a)

b)
More th

Table 133 defines the order of the fields used for sorting extended bytes from index format address
descripfors-if-the command using the address descriptors specifies sorting.

address descriptor start (MADS) bit set to one specifies-that this address descriptor defines the

MADS bit set to zero specifies that:

this address descriptor defines the end of:a defect if the previous address descriptor has the M
set to one; or
this address descriptor defines a single track that contains one or more defects (i.e., the BYTE{
INDEX field contains FFF_FFFFh) ora single defect (i.e., the BYTES FROM INDEX field does not
FFF_FFFFh).

3.2 for valid combinations ¢f\two address descriptors that describe a defect.

al
same

ADS bit

FROM
ontain

if not set to FFF_FREFh, contains the number of bytes from the index (e.g., from the start of the track)

to the location being described; or
if set to FFF_&FFFh, specifies or indicates that the entire track is being described.

an one legical block may be described by this address descriptor.

Table 133 — Sorting order for extended bytes from index format address descriptors

Bit: (

MSB)
59 36 | 35 28 | 27

(LSB)
0

CYLINDER NUMBER field HEAD NUMBER field BYTES FROM INDEX field
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6.2.4 Extended physical sector format address descriptor

A format type of 010b specifies the extended physical sector format address descriptor (see table 134). For
the FORMAT UNIT parameter list and the READ DEFECT DATA parameter data, this address descriptor
contains the location of a defect that:

a) is the length of one track (see 4.3.2);
b) is less than the length of a physical block; or
c) starts from one address descriptor and extends to the next address descriptor.

For the Translate Address diagnostic pages, this address descriptor specifies the location of an LBA. For the
Translate Address Output diagnostic page (see 6.2.5), if the sSuPPLIED FORMAT field is set to 010b and the
MADS bt in the ADDRESS TO TRANSLATE field is set to one, then the device server shall terminate the/-SEND
DIAGNPSTIC command with CHECK CONDITION status with the sense key set to ILLEGAL REQUES$T and
the additional sense code set to INVALID FIELD IN PARAMETER LIST.

Table 134 — Extended physical sector format address descriptor (010b)

Bit
Byte 7 6 5 4 3 2 1 0

0 (MSB)

CYLINDER NUMBER

2 (UsB)

HEAD NUMBER
4 MADS Reserved (MSB)
- SECTOR NUMBER lsB)

The CYLINDER NUMBER field contains the cylinder'number (see 4.3.2).
The HEAD NUMBER field contains the head number (see 4.3.2).

A multitaddress descriptor start (MADS)_bit set to one specifies that this address descriptor defines the
beginninhg of a defect that spans multiple addresses. The defect may span a number of sequential phyjsical

blocks pn the same cylinder and\héad (i.e., a track) or may span a number of sequential tracks on the[same
head. A MADS bit set to zero specifies that:

a) | this address descriptor defines the end of a defect if the previous address descriptor has the MADS bit
set to one; or,
b) | this addressidescriptor defines a single track that contains one or more defects (i.e., the SECTPR

NUMBERAigld contains FFF_FFFFh) or a single defect (i.e., the SECTOR NUMBER field does not ¢ontain
FFF_EEFFh).

See 4.132fof valid combinations of two address descriptors that describe a defect.

The SECTOR NUMBER Tield:

a) if not set to FFF_FFFFh, contains the sector number (see 4.3.2) of the location being described; or
b) if setto FFF_FFFFh, specifies or indicates that the entire track is being described.

More than one logical block may be described by this address descriptor.
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Table 135 defines the order of the fields used for sorting extended physical sector format address descriptors
if the command using the address descriptors specifies sorting.

Table 135 — Sorting order for extended physical sector format address descriptors

Bit: (MSB) (LSB)
| 59 36| 35 28 | 27 0
CYLINDER NUMBER field HEAD NUMBER field SECTOR NUMBER field
6.2.5 Lpng block format address descriptor

A format type of 011b specifies the long block format address descriptor (see table 136).

Table 136 — Long block format address descriptor (011b)

Bit
Byte 7 6 5 4 3 2 1 0

0 (MSB)

LONG BLOCK ADDRESS

7 (usB.)
For thelFORMAT UNIT parameter list, the LONG BLOCK ADDRESS field specifies an eight-byte LBA. If the
physicdl block containing the logical block referenced by.the specified LBA contains additional logical plocks,
then thé device server may consider the LBAs of those additional logical blocks to also have been spgcified.
For the] READ DEFECT DATA parameter data, the/xONG BLOCK ADDRESS field indicates a vendor specffic
eight-byte value.
For the|Translate Address diagnostic pages,\the LONG BLOCK ADDRESS field contains:

a) | an eight-byte LBA, if the value is\less than or equal to the capacity of the medium; or
b) [ a vendor specific eight-byte, ifithe value is greater than the capacity of the medium.
6.2.6 Blytes from index format address descriptor
A format type of 100b specifies the bytes from index format address descriptor (see table 137). This afldress
descripfor contains the lo¢ation of a track or an offset from the start of a track.
Table 137 — Bytes from index format address descriptor (100b)
Blt v 4 4 2 2 1
Byte 7 6 5 4 3 2 1 0

0 (MSB)

CYLINDER NUMBER

2 (LSB)

HEAD NUMBER

4 (MSB)

BYTES FROM INDEX

7 (LSB)

The CYLINDER NUMBER field contains the cylinder number (see 4.3.2).



https://iecnorm.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017 - 241 -

The HEAD NUMBER field contains the head number (see 4.3.2).

The BYTES FROM INDEX field contains the number of bytes from the index (e.g., from the start of the track) to
the location being described. A BYTES FROM INDEX field set to FFFF_FFFFh specifies or indicates that the
entire track is being described.

More than one logical block may be described by this address descriptor.

Table 138 defines the order of the fields used for sorting bytes from index format address descriptors if the
command using the address descriptors specifies sorting.

Table 138 — Sorting order for bytes from index format address descriptors

Bit. | (MSB) (LSB)
|63 40 | 39 32|31 0

CYLINDER NUMBER field HEAD NUMBER field BYTES FROM INDEX fieldl

6.2.7 Physical sector format address descriptor

A format type of 101b specifies the physical sector format address descriptor'(see table 139). This addiress
descripfor contains the location of a track or a sector (see 4.3.2).

Table 139 — Physical sector format address descriptor (101b)

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
CYLINDER NUMBER
2 (4sB)
3 HEAD NUMBER
4 (MSB)
SECTOR NUMBER
7 (usB)

The CYLINDER NUMBER field.contains the cylinder number (see 4.3.2).
The HEAD NUMBER field\contains the head number (see 4.3.2).

The SECTOR NUMBER field contains the sector number (see 4.3.2). A SECTOR NUMBER field set to FFFF_|FFFFh
specifigs or indicates that the entire track is being described.

More than.one logical block may be described by this address descriptor.

Table 140 defines the order of the fields used for sorting physical sector format address descriptors if the
command using the address descriptors specifies sorting.

Table 140 — Sorting order for physical sector format address descriptors

Bit: | (MSB) (LSB)
| 63 40 | 39 32|31 0

CYLINDER NUMBER field HEAD NUMBER field SECTOR NUMBER field
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6.3 Diagnostic parameters

6.3.1 Diagnostic parameters overview
See table 141 for references to the pages and descriptors for diagnostic parameters used by direct access
block devices.

The diagnostic pages and their corresponding page codes for direct access block devices are defined in
table 141.

Table 141 — Diagnostic page codes for direct access block devices

Diagnostic page name Page code Reference
Diagnostic pages assigned by SPC-4 30h to 3Fh SPC-4
Rebuild Assist Input diagnostic page aoh 6.3.2
Rebuild Assist Output diagnostic page 6.3.3
5CSI enclosure services diagnostic pages 01h to 2Fh SES-2
Supported Diagnostic Page diagnostic page 00h SPC-4
[ranslate Address Input diagnostic page 6.3.4
[ranslate Address Output diagnostic page 4on 6.3.5
Dbsolete 41h

Vendor Specific diagnostic pages 80h to FFh

Reserved for this standard 43h to 7Fh
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6.3.2 Rebuild Assist Input diagnostic page
An application client sends a RECEIVE DIAGNOSTIC RESULTS command to retrieve a Rebuild Assist Input

diagnostic page (see table 142), which provides information about whether the rebuild assist mode (see 4.20)
is enabled or not and a device server’s rebuild assist mode capabilities.

Table 142 — Rebuild Assist Input diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (42h)
1 Reserved
2 (MSB)
PAGE LENGTH (4 + (2 x n))
3 (LSB)
4 Reserved ENABLED
5
Reserved
6
7 PHYSICAL ELEMENT LENGTH (n)
8
oo DISABLED PHYSICAL ELEMENT MASK (if any)
7 +|n
8 +|n
oo DISABLEB'PHYSICAL ELEMENT (if any)
7+ (2|%x n)

The PAGE CODE field and the PAGE LENGTH field are defined in SPC-4 and shall be set to the values defined in
table 142.

An ENABLED bit set to one indicates-that the rebuild assist mode is enabled. An ENABLED bit set to zero
indicatgs that the rebuild assist mode is disabled.

The PHYSICAL ELEMENT LENGTHHfield indicates the length in bytes of the DISABLED PHYSICAL ELEMENT MASBK field
and thq length in bytes ofithe DISABLED PHYSICAL ELEMENT field.

The bit$ in the DISABLED-PHYSICAL ELEMENT MASK field indicate the bits in the DISABLED PHYSICAL ELEMENT field
that arg supported.’Each bit set to one in the DISABLED PHYSICAL ELEMENT MASK field indicates that the
corresgonding.bit in the DISABLED PHYSICAL ELEMENT field is supported and may be set to one in a Rebpild
Assist Qutput'diagnostic page sent with a SEND DIAGNOSTIC command.

The bit$ inthe DISABLED PHYSICAL ELEMENT field indicate the physical elements that are disabled in this|logical
unit. Each bit set o one indicates that a physical element IS disabled, and the device server shall report
predicted read errors and predicted write errors for the associated group of LBAs.
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6.3.3 Rebuild Assist Output diagnostic page
An application client sends a SEND DIAGNOSTIC command to send a Rebuild Assist Output diagnostic page
(see table 143) that:

a) enables or disables rebuild assist mode (see 4.20.2); and/or
b) puts the logical unit in a simulated failure mode by disabling physical elements in conjunction with
rebuild assist mode (see 4.20.5).

Table 143 — Rebuild Assist Output diagnostic page

Bit\ 5 6 5 4 3 2 1 0

Byte

PAGE CODE (42h)

Reserved

(MSB)

PAGE LENGTH (4 + (2 x n)) (B)

Reserved ENABLE

Reserved

PHYSICAL ELEMENT.LENGTH (n)

O N[O | W IN| = |O

DISABLED PHYSICAL ELEMENT MASK (if any)

N
+
=

8 +|n
oo DISABLE PHYSICAL ELEMENT (if any)
7+ (2|%x n)

The PAGE CODE field and the PAGE-LENGTH field are defined in SPC-4 and shall be set to the values defined in
table 143.

An ENABLE bit set to one specifies that, after all fields in this diagnostic page have been validated:

a) | a self-test of the physical elements in the logical unit may be performed; and
b) | rebuild assistimode is enabled.

An ENABLE bit set-té zero specifies that:

a) | rebuild assist mode shall be disabled;
b) | the other fields in this page shall be ignored; and

c) all phyqir‘al elements shall be enabled

The PHYSICAL ELEMENT LENGTH field shall be set to the same value that is returned in the PHYSICAL ELEMENT
LENGTH field in the Rebuild Assist Input diagnostic page.

If the PHYSICAL ELEMENT LENGTH field is not set to the same value that is returned in the PHYSICAL ELEMENT
LENGTH field in the Rebuild Assist Input diagnostic page, then the device server shall terminate the command
with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code
set to INVALID FIELD IN PARAMETER LIST.

The device server shall ignore the DISABLED PHYSICAL ELEMENT MASK field.

Each bit in the DISABLE PHYSICAL ELEMENT field specifies a physical element that shall be disabled. A bit set to
one in the DISABLE PHYSICAL ELEMENT field specifies that the device server shall respond to read commands
and write commands specifying LBAs associated with that physical element as if the associated LBAs have
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predicted errors. A bit set to zero in the DISABLE PHYSICAL ELEMENT field specifies that the device server shall
respond to read commands and write commands specifying LBAs associated with that physical element as if
the associated LBAs do not have predicted errors. If the ENABLE bit is set to one, and the DISABLE PHYSICAL
ELEMENT field specifies:

a) any bits set to one that are not supported by the logical unit;
b) all bits that are supported by the logical unit are set to one; or
c) setting to zero any bits that are set to one,

then the device server shall terminate the command with CHECK CONDITION status with the sense key set
to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.

6.3.4 Translate Address Input diagnostic page
Table 144 defines the Translate Address Input diagnostic page sent by a device server in response tola
RECEIVE DIAGNOSTIC RESULTS command after a Translate Address Output diagnostic-page (see p.3.4)
has be¢n sent by an application client with the SEND DIAGNOSTIC command. If a Translate’ Address [Output
diagnostic page has not yet been processed by the device server, the results of a RECEIVE DIAGNOS$TIC
RESUUTS command requesting this diagnostic page are vendor specific.
Table 144 — Translate Address Input diagnostic/page
Bit
Byte 7 6 5 4 3 2 1 0

0 PAGE CQOPE(40h)

1 Reserved

2 (MSB)

PAGE LENGTH (n - 3)

3 (LSB)

4 Reserved SUPPLIED FORMAT

5 RAREA | ALTSEC ALTTRK Reserved TRANSLATED FORMAT

Translated address list

6 (MSB)

oo TRANSLATED ADDRESS 1 (if any)

13 (LSB)

n-|7 (MSB)
oo TRANSLATED ADDRESS X (if any)
n (LSB)

The PAGE CcODE field is defined in SPC-4 and shall be set to the value shown in table 144 for the Translate
Address Input diagnostic page.

The PAGE LENGTH field is defined in SPC-4.

The SUPPLIED FORMAT field contains the value from the SUPPLIED FORMAT field in the previous Translate
Address Output diagnostic page (see 6.3.5).

A reserved area (RAREA) bit set to zero indicates that no part of the translated address falls within a reserved
area of the medium (e.g., speed tolerance gap, alternate sector, or vendor reserved area). A RAREA bit set to
one indicates that all or part of the translated address falls within a reserved area of the medium. If the entire
translated address falls within a reserved area, then the device server may not return a translated address.
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An alternate sector (ALTSEC) bit set to zero indicates that no part of the translated address is located in an
alternate sector of the medium or that the device server is unable to determine this information. An ALTSEC bit
set to one indicates that the translated address is located in an alternate sector of the medium. If the device
server is unable to determine if all or part of the translated address is located in an alternate sector, then the
device server shall set this bit to zero.

An alternate track (ALTTRK) bit set to zero indicates that no part of the translated address is located on an
alternate track of the medium. An ALTTRK bit set to one indicates that part or all of the translated address is
located on an alternate track of the medium or the device server is unable to determine if all or part of the
translated address is located on an alternate track.

Translate

The TRANSLATED FORMAT fi
Addresp Output diagnostic page (see 6.3.4).

The TRANSLATED ADDRESS field(s) contains the address descriptor (see 6.2) that the device seryver'translated
from the address descriptor supplied by the application client in the previous Translate Address 'Outp
diagnostic page (see 6.3.5). Each field shall be in the format (see 6.2) specified in the TRANSLATED FO
field. If the short block format address descriptor (see 6.2.2) is specified, then the first four-bytes of the
TRANSLATED ADDRESS field shall contain the short block format address descriptor and'the last four bytgs shall
contain|0000_0000h.

If the rdturned data is in short block format (see 6.2.2), long block format (see6.2.5), or physical sector|format
(see 6.2.7) and the ADDRESS TO TRANSLATE field in the previous Translate Address Output diagnostic gage

covers more than one address after it has been translated (e.g., because-of'multiple physical sectors within a
single Ipgical block or multiple logical blocks within a single physical séctor), then the device server shall
return all possible addresses that are contained in the area specified by the address to be translated. |f the
returnef data is in bytes from index format (see 6.2.6), the device'server shall return a pair of translated
values for each of the possible addresses that are containedinthe area specified by the ADDRESS TO
TRANSLATE field in the previous Translate Address Output diaghostic page. Of the pair of translated values
returnef, the first indicates the starting location and the second the ending location of the area.

MAT
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6.3.5 Translate Address Output diagnostic page

The Translate Address diagnostic pages provides a method for an application client to have a device server
translate an address descriptor (see 6.2) from one format to another. The address descriptor to be translated
is sent to the device server in the Translate Address Output diagnostic page with a SEND DIAGNOSTIC
command and the results are returned by the device server in the Translate Address Input diagnostic page
sent in response to a RECEIVE DIAGNOSTIC RESULTS command.

Table 145 defines the format of the Translate Address Output diagnostic page sent with the SEND
DIAGNOSTIC command. The translated address returned in the Translate Address Input diagnostic page is
defined in 6.3.4.

Table 145 — Translate Address Output diagnostic page
Bit
Byte 7 6 5 4 3 2 1 0

0 PAGE CODE (40h)

1 Reserved

2 (MSB)

PAGE LENGTH (000Ah)

3 (usB.)

4 Reserved SUPPLIED FORMAT

5 Reserved TRANSLATE FORMAT

6 (MSB)

ADDRESS TO TRANSLATE

13 (usB.)
The PAGE CODE field and PAGE LENGTH field are defined in SPC-4 and shall be set to the values shown|in
table 145 for the Translate Address Output.diagnostic page.
The sUPPLIED FORMAT field specifies the'format (see 6.2) of the ADDRESS TO TRANSLATE field. If the device

server gloes not support the requested format, then the device server shall terminate the SEND DIAGNPOSTIC
command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the addlitional
sense ¢ode set to INVALID FIELD IN PARAMETER LIST.

The TRANSLATE FORMAT figld specifies the format (see 6.2) the device server shall use for the result of the

address translation. If the)device server does not support the specified format, then the device server shall
termingdte the SEND.DIAGNOSTIC command with CHECK CONDITION status with the sense key set|to
ILLEGAL REQUESTand the additional sense code set to INVALID FIELD IN PARAMETER LIST.

The ADPRESS<FO TRANSLATE field contains a single address descriptor that the application client is reqyesting
the deVice-server to translate. The format of this field depends on the value in the SUPPLIED FORMAT fie|d. The
formatq are‘described in 6.2. If the short block format address descriptor is specified, then the first fouf bytes
of the ADDRESS TO TRANSLATE field shall contain the short block format address descriptor and the last four
bytes shall contain 0000_0000h.
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6.4 Log parameters

6.4.1 Log parameters overview

6.4.1.1

Summary of log pages

ISO/IEC 14776-323:2017 © ISO/IEC 2017

See table 146 for references to the log pages and their corresponding page codes and subpage codes for
direct access block devices. See SPC-4 for a detailed description of logging operations.

Table 146 — Log page codes and subpage codes Tor direct access block devices

Log page name Page code @ | Subpage code &\Reference
Appligation Client log page OFh 00h SHC-4
ATA PASS-THROUGH Results 16h 00h SAT-3
Background Scan Results log page 15h 00h 64.2
Buffef Over-Run/Under-Run log page 01h 00h SHC-4
Formpt Status log page 08h 00h 64.3
Informational Exceptions log page 2Fh 00h SHC-4
Last n Deferred Errors Or Asynchronous Events log page 0Bh 00h SHC-4
Last n Error Events log page 07h 00h SHC-4
Logigal Block Provisioning log page 0Ch 00h 64.4
Non-Medium Error log page 06h 00h SHC-4
Non-yolatile Cache log page 17h 00h 64.5
Protocol-Specific Port log pages 18h 00h to FEh SHC-4
Read Error Counters log page 03h 00h SHC-4
Self-Test Results log page 10h 00h SHC-4
Solid|State Media log page 11h 00h 64.6
Start{Stop Cycle Counter log page OEh 00h SHC-4
Suppprted Log Pages.log)page 00h FFh SHC-4
Suppprted Log Pages-and Subpages log page 00h 00h SHC-4
Suppprted Subpages 01h to 3Fh FFh SHRC-4
Temperature log page 0Dh 00h SHC-4
Verify Ertor Counters log page 05h 00h SHC-4
Write Error Counters log page 02h 00h SPC-4
Vendor specific 30h to 3Eh 00h to FEh n/a

@ All page code and subpage code combinations not shown in this table are reserved.

6.4.1.2

Setting and resetting log parameters

In a LOG SELECT command (see SPC-4), an application client may specify that:

a)

all the parameters in a log page or pages are to be reset (i.e., the PCR bit set to one and the

PARAMETER LIST LENGTH field is set to zero); or
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b) individual parameters in log page are to be changed to specified new values (i.e., the PCR bit is set to
zero and the PARAMETER LIST LENGTH field is not set to zero).

The device server processing of LOG SELECT commands (see SPC-4) that request changes to individual log
parameters or reset all log parameters depend on the log parameter that is being changed or reset, and is
specified in the table that defines the log parameter using the keywords defined in table 147 (also see SPC-4).

Table 147 — Keywords for resetting or changing log parameters

Device server processing when:

any log parameter in any log page

Keyword
PCR bit is set to one @ PCR bit is set to zero P
Always Reset the log parameter. Change the log parameter.
Resef|Only | Reset the log parameter. If any changes are requested in the PARAMETER YALUE
field of the log parameter, then:
. a) terminate the command with CHECK CONDITION
Do not reset the log parameter; see .
. status, with the sense key set to ILLEGAL
the LOG SELECT command in oo
Neyer SPC-4 for description of possible REQUEST, and the additional sense code s¢t to
. INVALID FIELDN.,PARAMETER LIST; and
error conditions. : .
b) do not make any‘requested changes in any fleld in

@ |fthe PCR bit is set to one, and the PARAMETER LIST LENGTH figld is not set to zero, then the devicg
s@rver shall terminate the LOG SELECT command (see-SPC-4).
b |f the PCR bit is set to zero, and the PARAMETER LIST LENGTH field is set to zero. then no log param
afe changed (see SPC-4).

eters

6.4.2.1

Using the format shown in table 149, the'Background Scan log page reports information about:

a) | background pre-scan operations (see 4.24.2) and background medium scan operations (see 4

and

b) [ any logical blocks whefe an error was detected during a background scan operation.

6.4.2 Blackground Scan log page

Background Scan log page overview,

The pafameter codes for the'Background Scan log page are defined in table 148.

Table 148 — Background Scan log page parameter codes

24.3);

Parameter code | Description gﬁ:ﬁgzg:;;); Reference rsel;%;:::l
0000h Background Scan Status Never 6.4.2.2 Mandatory

0001h to 0800h | Background Scan Results Reset Only 6.4.2.3 Optional b

8000h to AFFFh | Vendor specific n/a Optional

All others

Reserved

@ The keywords in this column — Always, Reset Only, and Never — are defined in 6.4.1.2.
b If the Background Scan log page is supported, then at least one Background Scan Results log
parameter shall be supported.
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The Background Scan log page has the format defined in table 149.

Table 149 — Background Scan log page

Bit
Byte 7 6 5 4 3 2 1 0
0 DS (1b) SPF (0Ob) PAGE CODE (15h)
1 SUBPAGE CODE (00h)
2 (MSB)
PAGE LENGTH (n - 3)
3 (USB)
Background scan parameters
4
Background scan parameter [first] (if any)
oo Background scan parameter flast] (if any)
n

The digable save (Ds) bit, the subpage format (SPF) bit, the PAGE CODE field, the SUBPAGE CODE field, and the
PAGE LENGTH field are described in SPC-4.

The Ds|bit, the SPF bit, the PAGE CODE field, and the SUBPAGE CODE field shall be set to the values shown in
table 149 for the Background Scan log page.

If the dévice server processes a LOG SELECT.command with the PCR bit set to one (see SPC-4), then the
device perver shall:

a) | not change the values in the Background Scan Status log parameter; and
b) | delete all Background Scan Results log parameters.
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6.4.2.2 Background Scan Status log parameter

The Background Scan Status log parameter for the Background Scan log page has the format defined in

table 150.
Table 150 — Background Scan Status log parameter format
Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER CODE (0000h)
1 (4sB)
. Parameter control byte — binary format list log parameter (see SRC-4)
DU Obsolete TSD ETC T™MC FORMAT AND LINKING
3 PARAMETER LENGTH (OCh)
4 (MSB)
ACCUMULATED POWER ON MINUTES
7 (4sB)
Reserved
9 BACKGROUND SCAN_STATUS
10 (MSB)
NUMBER OF BACKGROUND SCANS PERFORMED
1" (4sB)
12 (MSB)
BACKGROUND SCAN PROGRESS
13 (4sB)
14 (MSB)
NUMBER-QF BACKGROUND MEDIUM SCANS PERFORMED
15 (4sB)
The PARAMETER CODE field is described in SPC-4 and shall be set to the value shown in table 150 for the
Backgrpund Scan Status log parameter.
The DU|bit, the TSD bit, the EFC bit, the TMC field, and the FORMAT AND LINKING field for the Background [Scan
Status log parameter shall.be set for a binary format list log parameter as described in SPC-4.
The PARAMETER LENGTHfield is described in SPC-4 and shall be set to the value shown in table 150 fof the
Backgrpund Scan‘Status log parameter.
The ACCUMULATED POWER ON MINUTES field indicates the number of minutes the device server has begn
powered on.since manufacturing.
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Table 151 defines the BACKGROUND SCAN STATUS field.

Table 151 — BACKGROUND SCAN STATUS field

timer expiring.

Code Description
00h No background scan operation is active.
01h A background medium scan operation is active.
02h A background pre-scan operation is active.
03n A background scan operation was halted due to a fatal error.
04h A background scan operation was halted due to a vendor specific pattern of errors:
osh A background scan operation was halted due to the medium being formatted|without the
PLIST.
06h A background scan operation was halted due to a vendor specific calise.
o7h A background scan operation was halted due to the temperature being out of the allowed
range.
Background medium scan operations are enabled (i.e., the EN_BMS bit is set to one in tihe
Background Control mode page (see 6.5.4)), and no background medium scan operatign is
08h oI . : o . . N
active (i.e., the device server is waiting for Background'Medium Scan Interval timer expifation
before starting the next background medium scan 6peration).
ooh A background scan operation was halted duetoithe S_L_FULL bit being set to one in the
Background Control mode page (see 6.5.4) and the background scan results list being full.
0Ah A background pre-scan operation was halted due to the Background Pre-scan Time Limit

0Bh tog FFh | Reserved

The NUMBER OF BACKGROUND SCANS PERFORMED field indicates the number of background scan opera
(i.e., the total number of background pre*scan operations plus the number of background medium sca
operatipns) that have been performed since the SCSI target device was shipped by the manufacturer.

The BA

The NUF[ABER OF (BACKGROUND MEDIUM SCANS PERFORMED field indicates the number of background me

Scan o

the NUMBER'OF BACKGROUND MEDIUM SCANS PERFORMED field contains 0000h, then the number of back
mediunp Scan operations is unknown.

eratjons*that have been performed since the SCSI target device was shipped by the manufact

ions

CKGROUND SCAN PROGRESSfield indicates the percent complete of a background scan operatiof in
progregs. The returned valug\is a numerator that has 65 536 (i.e., 1_0000h) as its denominator. If ther|
background scan operatign'in progress (i.e., no background scan operation has been initiated since po
or the most recent background scan operation has completed), then the device server shall set the
BACKGHOUND SCAN RROGRESS field to 0000h.

E iS no
wer on

Hium
urer. If
ground

The total number of background pre-scan operations that have been performed is the value in the NUMBER OF
BACKGROUND SCANS PERFORMED field minus the value in the NUMBER OF BACKGROUND MEDIUM SCANS
PERFORMED field.
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6.4.2.3 Background Scan Results log parameter

The Background Scan Results log parameter for the Background Scan log page has the format defined in

table 152. If the Background Scan log page is reset, then all Background Scan Results

log parameters are

discarded. If no errors have occurred during a background scan or the Background Scan log page has been

reset, then no Background Scan Results log parameters shall be present.

Table 152 — Background Scan Results log parameter format

Byte 7 6 5 4 3 2 1 0

0 (MSB)

PARAMETER CODE (0001h to 0800h)
1 (4sB)
. Parameter control byte — binary format list log parameter (see"SPC-4)
DU Obsolete TSD ETC T™MC FORMAT AND LINKING

3 PARAMETER LENGTH (14h)

4 (MSB)

ACCUMULATED POWER ON MINUTES

7 (4sB)

REASSIGN STATUS SENSE KEY

9 ADDITIONADSENSE CODE

10 ADDITIONAL SENSE CODE QUALIFIER

11

Vendor specific

9

T (MSB)

LOGICAL BLOCK ADDRESS

23 (4sB)
The PARAMETER CODE field is'described in SPC-4 and shall be set to a value from 0001h through 0800h in
sequenice as errors are discovered during a background scan operation. When all of the supported parameter
code values have been'\used, and a new error is discovered during a background scan operation, the pldest
Backgrpund Scan Results log parameter in the list (i.e., the Background Scan Results log parameter with the
smalledt value in-the"ACCUMULATED POWER ON MINUTES field) shall be discarded, and the PARAMETER CPDE
field in fhe Background Scan Results log parameter for the new defect shall be set to the parameter cpde
value of the(discarded Background Scan Results log parameter.
The DuU|bit,the TSD bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for a Background S¢an

Results log parameter shall be set for a binary format list log parameter as described in SPC-4.

The PARAMETER LENGTH field is defined in SPC-4 and shall be set to the value shown in table 152 for the

Background Scan Results log parameter.

The ACCUMULATED POWER ON MINUTES field indicates the number of minutes that the device server has been

powered on since manufacturing at the time the background scan error reported in the
Results log parameter occurred.

Background Scan
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Table 153 defines the REASSIGN STATUS field.

Table 153 — REASSIGN STATUS field (part 1 of 2)

ISO/IEC 14776-323:2017 © ISO/IEC 2017

Reason
Code | LOWIR bit @ .
0"9'"?," Additional conditions
0 1 error
1h [ Yes | Yes | coorere® O = TBA has not yet been reassigned. ©
unrecovered
The device server performed automatic read reassignmentfor the
2h Yes | No Recovered LBA (i.e., performed a reassign operation for the LBA"and a write
operation with recovered logical block data). @
The device server’s attempt to perform automatic-read reassignment
4h Yes | Yes | Recovered | failed. The logical block may or may not now have an uncorrecfable
error. ©
5h Yes | No Recovered The error was correctfad by the dgwce server rewriting the logigal
block without performing a reassign ‘eperation.
Either:
a) an application client caused automatic write reassignment fpr the
6h Yes | Yes Recoveredor LBA with a command performing a write operation; or
unrecovered | b) the LBPRz bit is set to one in the Logical Block Provisioning|VPD
page (see 6.6.4); and an application client caused an unmap
operation forithe LBA. ©
Either:
a) an application client caused a reassign operation for the LBA with
7h Yes | Yes Recovered or a REASSIGN BLOCKS command; or
unrecovered | b) theLBPRz bit is set to zero in the Logical Block Provisioning VPD
page (see 6.6.4), and an application client caused an unmap
operation for the LBA. ©
Key:
Yes [F specifies that a Background Scan Results log parameter shall be generated for the error.
No [F specifies that a Background Scan Results log parameter shall not be generated for the error

@ The LOWIR bit in,the/Background Control mode page (see 6.5.4).

b Type of error,detected while reading the logical block referenced by the LBA specified by the LOGICAL
BYocK ADDRESS field in the Background Scan Results log parameter (see 6.4.2.3) during a backgfound
sgan operation.

¢ The REASSIGN STATUS field in a given log parameter changes from 1h or 4h to 6h, 7h, or 8h when{a
relassign operation, write operation, or unmap operation on the LBA succeeds or when a reassigh
operation on the IS reassigned, any subsequent medium error occurring for the
LBA is reported in a new Iog parameter with the same value in the LOGICAL BLOCK ADDRESS field as the
value in the LOGICAL BLOCK ADDRESS field in the log parameter for the previous medium error for the
LBA.

4 The ARRE bit in the Read-Write Error Recovery mode page (see 6.5.8) controls automatic read
reassignment based on errors detected during all read medium operations, including those that are
part of background scan operations.
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Table 153 — REASSIGN STATUS field (part 2 of 2)

Reason
Code | LOWIR bit @ -
°"9'"§' Additional conditions
0 1 error
An application client’s request for a reassign operation for the LBA
Recoveredor | with a REASSIGN BLOCKS command failed. The logical block
8h Yes | Yes .
unrecovered | referenced by the LBA may or may not still have an uncorrectable
error.
All
otherd Reserved
Key:
Yes [F specifies that a Background Scan Results log parameter shall be generated for.the error.
No [ specifies that a Background Scan Results log parameter shall not be generated for the error

b T)
BL
Sq

@ The LOWIR bit in the Background Control mode page (see 6.5.4).

pe of error detected while reading the logical block referenced by the LBA specified by the LOd
OCK ADDRESS field in the Background Scan Results log parameter (see6.4.2.3) during a backg

°T
.

a7
re
o:

operation on the LBA fails. After the LBA is reassigned, any subsequent medium error occurring f
LBA is reported in a new log parameter with the same valte in the LOGICAL BLOCK ADDRESS field &
value in the LOGICAL BLOCK ADDRESS field in the log parameter for the previous medium error for the
LBA.

an operation.
€ REASSIGN STATUS field in a given log parameter changes from,th or 4h to 6h, 7h, or 8h when
ssign operation, write operation, or unmap operation on the LBA succeeds or when a reassig

€ ARRE bit in the Read-Write Error Recovery miode page (see 6.5.8) controls automatic read
assignment based on errors detected during.all read medium operations, including those that 3
rt of background scan operations.

ICAL
ound

a
A

br the
s the

=

e

If sens
field, a
conditig

the same format used by the sense.data (see SPC-4).

The LO

data is available, then the device server shall set the SENSE KEY field, the ADDITIONAL SENSE C
d the ADDITIONAL SENSE CODE QUALIFIER field to a hierarchy of additional information relating to
ns that occurred during the background scan operation. The content of these fields is represer

5ICAL BLOCK ADDRESS field indicates the LBA associated with the medium error.

DDE
error
ted in
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6.4.3 Format Status log page
6.4.3.1 Format Status log page overview
Using the format shown table 155, the Format Status log page reports information about the most recent

successful format operation and the state of the direct access block device since that operation was
performed. The parameter codes for the Format Status log page are listed in table 154.

Table 154 — Format Status log page parameter codes

Parameter code | Description gﬁ:‘;:g:;:g Reference ::C:)L)i?;
0000h Format Data Out Never 6.4.3.2 Mandgatory
0001h Grown Defects During Certification Never 6.4.3.3 Mandgatory
0002h Total Blocks Reassigned During Never 6.43.4 Mandgtory

Format
0003h Total New Blocks Reassigned Never 6.4.3.5 Mandgtory
0004h Power On Minutes Since Format Never 6.4.3.6 Mandgatory
0005I|1 to 7FFFh | Reserved
8000* to FFFFh | Vendor specific Optipnal
a T|i1e keywords in this column — Always, Reset Only, and\Never — are defined in 6.4.1.2.
The Format Status log page has the format defined in‘table 155.
Table 155+~ Format Status log page
Byte Bit| ¢ 6 5 4 3 2 1 0
0 DS (1b) SPF (Ob) PAGE CODE (08h)
1 SUBPAGE CODE (00h)
2 (MSB)
3 PAGE LENGTH (n - 3) sB)
Format Status log parameters
4
b Format Status log parameter [first]
Format Status log parameter [last]
n

The disable save (Ds) bit, the subpage format (SPF) bit, the PAGE CODE field, the SUBPAGE CODE field, and the
PAGE LENGTH field are described in SPC-4.
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The DS bit, the SPF bit, the PAGE CODE field, and the SUBPAGE CODE field shall be set to the values shown in
table 155 for the Format Status log page.

If a format operation has never been performed by the logical unit, then the log parameter for each Format
Status log parameter listed in table 154 is not defined by this standard. If a device server begins a format
operation, then the device server shall set each byte of the log parameter data (i.e., bytes four to n of the log
parameter), if any, to FFh for each Format Status log parameter (e.g., if the PARAMETER LENGTH field is set to
02h, then the log parameter data is set to FFFFh).

If the most recent format operation failed or the information for a Format Status log parameter is not available,
then the device server shall return FFh in each byte of the log parameter data (i.e., bytes four to n of the log

parameter). if any, for the Format Status log parameter (e.q., if the PARAMETER LENGTH field is set to 04h, then

the log [parameter data shall be set to FFFF_FFFFh). The device server shall set each Format Status log
paramgter to be a multiple of four bytes.

6.4.3.2|Format Data Out log parameter

The Fofmat Data Out log parameter of the Format Status log page has the format defified in table 156

Table 156 — Format Data Out log parameter format

Bit
Byte 7 6 5 4 3 2 1 0

0 (MSB)
PARAMETER CORE (0000h)
1 (usB.)

Parameter control byte — binary:format list log parameter (see SPC-4)

2
DU Obsolete TSD ETC T™C FORMAT AND LINKING
3 PARAMETER LENGTH (n - 3)
4 (MSB)
FORMAT DATA OUT
n (4sB)

The PARAMETER CODE field is deseribed in SPC-4 and shall be set to the value shown in table 156 for the
Format|Data Out log parameter.

The DU|bit, the ETC bit, the.TMC field, and the FORMAT AND LINKING field for the Format Data Out log parameter
shall be set for a binary format list log parameter as described in SPC-4.

The tarpet save disable (TsD) bit (see SPC-4) shall be set to zero for the Format Data Out log paramefer,
indicatipng that the/logical unit saves the Format Data Out log parameter at vendor specific intervals without
any reduestfrom an application client.

The PARAMETER LENGTH field is described in SPC-4.

After a successful format operation, the FORMAT DATA OUT field contains the FORMAT UNIT parameter list
(see 5.3.2).
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6.4.3.3 Grown Defects During Certification log parameter
The Grown Defects During Certification log parameter for the Format Status log page has the format defined
in table 157.
Table 157 — Grown Defects During Certification log parameter format
Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER CODE (0001h)
1 (4sB)
. Parameter control byte — binary format list log parameter (see SRC-4)
DU Obsolete TSD ETC TMC FORMAT AND LINKING

3 PARAMETER LENGTH (08h)

4 (MSB)

GROWN DEFECTS DURING CERTIFICATION

1" (4sB)
The PARAMETER CODE field is described in SPC-4 and shall be set to the value shown in table 157 for the
Grown Pefects During Certification log parameter.
The DU|bit, the ETC bit, the T™MC field, and the FORMAT AND LINKING field for the Grown Defects During
Certificption log parameter shall be set for a binary format list log parameters as described in SPC-4.
The tarpet save disable (TsD) bit (see SPC-4) shall be*set to zero for the Grown Defects During Certification
log parameter, indicating that the logical unit saves-thé Grown Defects During Certification log parameter at
vendor [specific intervals without any request from“an application client.
The PARAMETER LENGTH field is described in;.SPC-4 and shall be set to the value shown in table 157 for the
Grown Pefects During Certification log parameter.

After a
CERTIFI
The va
replace

After a
CERTIFI

successful format operation during which certification was performed, the GROWN DEFECTS DUR
CATION field shall indicate the;number of defects detected as a result of performing the certifica
ue in the GROWN DEFECTS-DURING CERTIFICATION field count reflects only those defects detected
d during the successful format operation that were not already part of the PLIST or GLIST.

successful format eperation during which certification was not performed, the GROWN DEFECTS
CATION field shallbe set to zero.

NG
ion.
and

DURING
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6.4.3.4 Total Blocks Reassigned During Format log parameter

The Total Blocks Reassigned During Format log parameter for the Format Status log page has the format
defined in table 158.

Table 158 — Total Blocks Reassigned During Format log parameter format

Bit| 4 6 5 4 3 2 1 0

Byte

0 (MSB)
PARAMETER CODE (0002h)
1 (usB.)

Parameter control byte — binary format list log parameter (see SRC-4)

2
DU Obsolete TSD ETC T™C FORMAT AND LINKING
3 PARAMETER LENGTH (08h)
4 (MSB)
TOTAL BLOCKS REASSIGNED DURING FORMAT
11 (4sB)

The PARAMETER CODE field is described in SPC-4 and shall be set to . the value shown in table 158 for the Total
Blocks Reassigned During Format log parameter.

The Du|bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for the Total Blocks Reassigned|During
Format|log parameter shall be set for a binary format listlog parameters described in SPC-4.

The tarpet save disable (TsD) bit (see SPC-4) shall be’set to zero for the Total Blocks Reassigned Dur|ng
Format|log parameter, indicating that the logical unit'saves the Total Blocks Reassigned During Formdt log
paramgter at vendor specific intervals without any ‘request from an application client.

The PARAMETER LENGTH field is described in,.SPC-4 and shall be set to the value shown in table 158 for the
Total Blocks Reassigned During Format log parameter.

The TOJAL BLOCKS REASSIGNED DURING-FORMAT field contains the count of the total number of logical bjocks
that wefe reassigned during the mast’recent successful format operation.
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6.4.3.5 Total New Blocks Reassigned log parameter

The Total New Blocks Reassigned log parameter for the Format Status log page has the format defined in
table 159.

Table 159 — Total New Blocks Reassigned log parameter format

Bit

Byte 7 6 5 4 3 2 1 0

0 (MSB)
PARAMETER CODE (0003h)
1 (usB.)

Parameter control byte — binary format list log parameter (see SRC-4)

2
DU Obsolete TSD ETC T™C FORMAT AND LINKING
3 PARAMETER LENGTH (08h)
4 (MSB)
TOTAL NEW BLOCKS REASSIGNED
11 (4sB)

The PARAMETER CODE field is described in SPC-4 and shall be set to. the value shown in table 159 for tHe Total
New Blpcks Reassigned log parameter.

The DU|bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for the Total New Blocks Reassjgned
log parameter shall be set for a binary format list log parameters described in SPC-4.

The tarpet save disable (TsD) bit (see SPC-4) shall be*set to zero for the Total New Blocks Reassigned log
paramgter, indicating that the logical unit saves the-Jotal New Blocks Reassigned log parameter at vendor
specifid intervals without any request from an application client.

The PARAMETER LENGTH field is described in;SPC-4 and shall be set to the value shown in table 159 for the
Total New Blocks Reassigned log parameter.

The TOFAL NEW BLOCKS REASSIGNED figld contains a count of the total number of logical blocks that have been
reassigned since the completion of the most recent successful format operation.
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6.4.3.6 Power On Minutes Since Format log parameter

The Power On Minutes Since Format log parameter for the Format Status log page has the format defined in
table 160.

Table 160 — Power On Minutes Since Format log parameter format

Bit
Byte 7 6 5 4 3 2 1 0

0 (MSB)

PARAMETER CODE (0004h)
1 (usB.)

Parameter control byte — binary format list log parameter (see SRC-4)

2
DU Obsolete TSD ETC T™C FORMAT AND LINKING
3 PARAMETER LENGTH (04h)
4 (MSB)
POWER ON MINUTES SINCE FORMAT
7 (4sB)

The PARAMETER CODE field is described in SPC-4 and shall be set to the value shown in table 160 for the
Power Pn Minutes Since Format log parameter.

The Du(bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for the Power On Minutes Since Format
log parameter shall be set for a binary format list log parameter as described in SPC-4.

The target save disable (TSD) bit (see SPC-4) shall be‘set to zero for the Power On Minutes Since Forinat log
paramgter, indicating that the logical unit saves the-Roawer On Minutes Since Format log parameter at bendor
specifid intervals without any request from an application client.

The PARAMETER LENGTH field is described in,.SPC-4 and shall be set to the value shown in table 160 for the
Power Pn Minutes Since Format log parameter.

The POWER ON MINUTES SINCE FORMAT.field contains the unsigned number of usage minutes (i.e., minutes with

power applied regardless of power.state) that have elapsed since the most recent successful format
operatipn.
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6.4.4 Logical Block Provisioning log page

6.4.4.1 Logical Block Provisioning log page overview
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Using the format defined in table 162, the Logical Block Provisioning log page reports the logical block
provisioning status of the logical unit. The parameter codes for the Logical Block Provisioning log page are

listed in table 161.

Table 161 — Logical Block Provisioning log parameters

fo
pd

each threshold resource/for which a threshold descriptor in the Logical Block Provisioning mo
ge (see 6.5.7) is available.

Pallameter Description Resettable or Reference Supgport
cpde @ P Changeable b Reqpired
Resolrces that are associated with thresholds (0000h to 00FFh)
(Joooh Reserved
Joo1h Available LBA Mapping Resource Count Never 6:4.4.2 Ootibnal ©
ptipna
Joozh Used LBA Mapping Resource Count Never 6.4.4.3
0003H to OOFFh | Reserved
Resoyrces that are not associated with thresholds (0000h to 00FFh)
(J100h De-duplicated LBA Resource Count Never 6.4.4.4
J101h Compressed LBA Resource Count Never 6.4.4.5 Optignal
(g102h Total Efficiency LBA Resource Count Never 6.4.4.6
0103H to FFEFh | Reserved
FFFOR to FFFFh | Vendor specific
8 Parameter codes 0000h to 00FFh are coordinated with the THRESHOLD RESOURCE field in the thrgshold
dgscriptor of the Logical Block Provisioning mode page (see 6.5.7).
b The keywords in this column — Always, Reset Only, and Never — are defined in 6.4.1.2.
C If this log page is supported, then atleast one parameter shall be supported. A logical block
prpvisioning log parameter in_ the'range 0001h to O0FFh should be provided to report resource ugage

e
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The Logical Block Provisioning log page has the format defined in table 162.

Table 162 — Logical Block Provisioning log page

Byte Bit| ¢ 6 5 4 3 2 1 0
0 DS (1b) SPF (0Ob) PAGE CODE (0Ch)
1 SUBPAGE CODE (00h)
2 (MSB)
PAGE LENGTH (n - 3)
3 (USB)
Logical block provisioning parameter list
4
b Logical block provisioning log parameter [first]
oed Logical block provisioning log parameter [last]
n

The digable save (Ds) bit, the subpage format (SPF) bit, the\PAGE CODE field, the SUBPAGE CODE field, and the
PAGE LENGTH field are described in SPC-4.

The Ds|bit, the sPF bit, the PAGE CODE field, and the SUBPAGE CODE field shall be set to the values shown in
table 162 for the Logical Block Provisioning log page.
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Available LBA Mapping Resource Count log parameter

1 Available LBA Mapping Resource Count log parameter overview

017

The Available LBA Mapping Resource Count log parameter of the Logical Block Provisioning log page has the
format defined in table 163.

Table 163 — Available LBA Mapping Resource Count log parameter format

Byte 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER CODE (0001h)
1 (4sB)
. Parameter control byte — binary format list log parameter (see"SPC-4)
DU Obsolete TSD ETC T™MC FORMAT AND LINIKING
3 PARAMETER LENGTH (08h)
4 (MSB)
RESOURCE COUNT,
7 (4sB)
Reserved SCOPE
9
Reserved
1"
The PARAMETER CODE field is described in SPC-4 and shall be set to the value shown in table 163 for the
Available LBA Mapping Resource Count log.parameter.
The Du|bit, the TSD bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for the Available LBA
Mapping Resource Count shall be setfor a binary format list log parameter as described in SPC-4.
The PARAMETER LENGTH field is deseribed in SPC-4 and shall be set to the value shown in table 163 fof the
Available LBA Mapping Resource Count.
The REBOURCE COUNT field-indicates an estimate of the number of available LBA mapping resources gnd is
defined in 6.4.4.2.2.
The scppE field indicates the scope to which the RESOURCE COUNT field applies and is defined in table|164.

Table 164 — scoPE field

Code | Description

00b | The scope of the resource count is not reported.

01b The RESOURCE COUNT field indicates a resource that is dedicated to the logical unit. Usage of
resources on other logical units does not impact the resource count.
The resource count field indicates resources that may or may not be dedicated to any logical unit

10b | including the addressed logical unit. Usage of resources on other logical units may impact the
resource count.

11b | Reserved
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6.4.4.2.2 RESOURCE COUNT field

The RESOURCE COUNT field indicates an estimate of the number of LBA resources expressed as a number of
threshold sets for the threshold resource indicated by the parameter code value. The nominal number of LBA
resources is calculated as follows:

LBA resources = resource count x threshold set size
where:
resource count is the value in the RESOURCE COUNT field; and

threshold set size is the number of LBAs in each threshold set (i.e.. 2 (threshold exponent) | gag
where the threshold exponent is indicated in the Logical Block Provis|oning
VPD page (see 6.6.4)).

6.4.4.3|Used LBA Mapping Resource Count log parameter

The Used LBA Mapping Resource Count log parameter of the Logical Block Provisioning log page hasg the
format flefined in table 165.

Table 165 — Used LBA Mapping Resource Count log parameter format

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER CODE (0002h)
1 (4sB)
. Parameter control byte — binary format list log parameter (see SPC-4)
DU Obsolete TSD ETC T™MC FORMAT AND LINKING
3 PARAMETER LENGTH (08h)
4 (MSB)
RESOURCE COUNT
7 (4sB)
Reserved SCOPE
9
Reserved
11

The PARAMETER.CODE field is described in SPC-4 and shall be set to the value shown in table 165 for the Used
LBA MappingjResource Count log parameter.

The bu apping
Resource Count log parameter shall be set for a binary format list log parameter as described in SPC-4.

The PARAMETER LENGTH field is described in SPC-4 and shall be set to the value shown in table 165 for the
Used LBA Mapping Resource Count log parameter.

The RESOURCE COUNT field indicates an estimate of the number of used LBA mapping resources and is
defined in 6.4.4.2.2.

The scoPE field indicates the scope to which the RESOURCE COUNT field applies and is defined in table 164.
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6.4.4.4 De-duplicated LBA Resource Count log parameter

The De-duplicated LBA Resource Count log parameter of the Logical Block Provisioning log page
(see table 166) contains information about de-duplicated LBA resources.

Table 166 — De-duplicated LBA Resource Count log parameter format

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER CODE (0100h)
1 (4sB)
. Parameter control byte — binary format list log parameter (see SRC-4)
DU Obsolete TSD ETC T™MC FORMAT AND LINKING
3 PARAMETER LENGTH (08h)
4 (MSB)
RESOURCE COUNT
7 (4sB)
Reserved SCOPE
9
Reserved
11

The PARAMETER CODE field is described in SPC-4 and, shall be set to the value shown in table 166 for the
De-duplicated LBA Resource Count log parameter

The DU|bit, the TSD bit, the ETC bit, the TMC fieldyand the FORMAT AND LINKING field for the De-duplicated LBA
Resource Count log parameter shall be set for'a binary format list log parameter as described in SPC-H4.

The PARAMETER LENGTH field is describéd-in SPC-4 and shall be set to the value shown in table 166 fof the
De-duplicated LBA Resource Countog parameter.

The REBOURCE COUNT field indicates an estimate of the number of LBA resources made available as g result
of de-dpplication and is defined in 6.4.4.2.2.

The scppE field indicates'the scope to which the RESOURCE COUNT field applies and is defined in table|164.
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6.4.4.5 Compressed LBA Resource Count log parameter

The Compressed LBA Resource Count log parameter of the Logical Block Provisioning log page
(see table 167) contains information about compressed LBA resources.

Table 167 — Compressed LBA Resource Count log parameter format

Bit
Byte 7 6 5 4 1 0
0 (MSB)
PARAMETER CODE (0101h)
1 (4sB)
. Parameter control byte — binary format list log parameter (see SRC-4)
DU Obsolete TSD ETC T™MC FORMAT AND LINKING
3 PARAMETER LENGTH (08h)
4 (MSB)
RESOURCE COUNT
7 (4sB)
Reserved SCOPE
9
Reserved
11
The PARAMETER CODE field is described in SPC-4 and, shall be set to the value shown in table 167 for the

Compregssed LBA Resource Count log parameter.

The DU
Resour

The PA

The RE

of compression and is defined in 6.4.4.2.2.

The sc

bit, the TSD bit, the ETC bit, the TMC fieldyand the FORMAT AND LINKING field for the Compressed LBA
ce Count log parameter shall be set fora binary format list log parameter as described in SPCH4.

RAMETER LENGTH field is describéd-in SPC-4 and shall be set to the value shown in table 167 fof the
Compregssed LBA Resource Count leg-parameter.

BOURCE COUNT field indicates an estimate of the number of LBA resources made available as g result

DPE field indicates'the scope to which the RESOURCE COUNT field applies and is defined in table|164.
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6.4.4.6 Total Efficiency LBA Resource Count log parameter
The Total Efficiency LBA Resource Count log parameter of the Logical Block Provisioning log page

(see table 168) contains information about the combined effects of all LBA resource efficiencies (e.g., the
result of the combination of de-duplicated LBA resources and compressed LBA resources).

Table 168 — Total Efficiency LBA Resource Count log parameter format

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER CODE (0102h)
1 (4sB)
. Parameter control byte — binary format list log parameter (see SR€-4)
DU Obsolete TSD ETC T™MC FORMAT AND LINKING
3 PARAMETER LENGTH (08h)
4 (MSB)
RESOURCE COUNT
7 (4sB)
8 Reserved SCOPE
9
Reserved
11

The PARAMETER CODE field is described in SPC-4 afidshall be set to the value shown in table 168 for tHe Total
Efficiency LBA Resource Count log parameter.

The Du|bit, the TSD bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for the Total Efficiengy LBA
Resource Count log parameter shall be _set for a binary format list log parameter as described in SPC-H4.

The PARAMETER LENGTH field is described in SPC-4 and shall be set to the value shown in table 168 fof the
Total Efficiency LBA Resource Count log parameter.

The REBOURCE COUNT field indicates an estimate of the number of LBA resources made available by the
combingd effects of all LBAreésource efficiency methods (e.g., de-duplication and compression) and is ¢efined
in 6.4.4.2.2. The algorithni-dsed to calculate this value is not defined by this standard.

The scppE field indicates the scope to which the RESOURCE COUNT field applies and is defined in table|164.
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6.4.5 Non-volatile Cache log page

6.4.5.1 Non-volatile Cache log page overview
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Using the format shown in table 170, the Nonvolatile Cache log page reports the status of battery backup for a
nonvolatile cache. The parameter codes for the Nonvolatile Cache log page are listed in table 169.

Table 169 — Nonvolatile Cache log parameters

— Resettable-or Support
Parameter code | Description Changeable Reference Réquired

(0000h Remaining Nonvolatile Time Never 6.4.5.2 Mandgatory

0001h Maximum Nonvolatile Time Never 6.4.5.3 Mandgtory
Alf others Reserved

@ The keywords in this column — Always, Reset Only, and Never — are defined}in'\6.4.1.2.
The Nanvolatile Cache log page has the format defined in table 170.
Table 170 — Nonvolatile Cache log page
Bit
Byte 7 6 5 4 3 2 1 0

0 DS SPF (Ob) PAGE CODE (17h)

1 SUBPAGE CODE (00h)
2 (MSB)

PAGE LENGTH (n - 3)
3 (4sB)
Nonvolatile cache log parameters

4
Non-volatile cache log parameter [first] (see table 169)
Nonvolatile cache log parameter [last] (see table 169)

n

The disable save (Ds) bif, the subpage format (SPF) bit, the PAGE CODE field, the SUBPAGE CODE field, and the
PAGE LENGTH field are described in SPC-4.

The SPF bit, the PAGE CODE field, and the SUBPAGE CODE field shall be set to the values shown in table 170 for
the Nonvolatile Cache log page.



https://iecnorm.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

- 270 - ISO/IEC 14776-323:2017 © ISO/IEC 2017

6.4.5.2 Remaining Nonvolatile Time log parameter

The Remaining Nonvolatile Time log parameter of the Nonvolatile Cache log page has the format defined in
table 171.

Table 171 — Remaining Nonvolatile Time parameter data

Bit

Byte 7 6 5 4 3 2 1 0

0 (MSB)
PARAMETER CODE (0000h)
1 (usB.)

Parameter control byte — binary format list log parameter (see SRC-4)

2
DU Obsolete TSD ETC T™C FORMAT AND LINKING
PARAMETER LENGTH (04h)
4 Obsolete
5 (MSB)
REMAINING NONVOLATILE TIME
7 (4sB)

The PARAMETER CODE field is described in SPC-4 and shall be et to the value shown in table 171 for the
Remaining Nonvolatile Time log parameter.

The DU|bit, the TSD bit, the ETC bit, the TMC field, and the}FORMAT AND LINKING field for the Remaining
Nonvolatile Time log parameter shall be set for a binary format list log parameter as described in SPCt4.

The PARAMETER LENGTH field is described in SPC=4.and shall be set to the value shown in table 171 for the
Remaining Nonvolatile Time log parameter.

The REMAINING NONVOLATILE TIME field is defined in table 172.

Table 172 — REMAINING NONVOLATILE TIME field

Cqde Description

Nonvolatile cache is volatile, either permanently or temporarily (e.g., if batteries requife

00_(Q000h .
- recharging).
Nonvolatile cache is expected to remain nonvolatile for an unknown amount of time (e|g., if
00_0001h ;
- battery status is unknown)
00_0qo2hto
FF_HERER—

FF_FFFFh | Nonvolatile cache is indefinitely nonvolatile.
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6.4.5.3 Maximum Nonvolatile Time log parameter

The Maximum Nonvolatile Time log parameter of the Nonvolatile Cache log page has the format defined in

table 173.
Table 173 — Maximum Nonvolatile Time parameter data
Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER CODE (0001h)
1 (4sB)
. Parameter control byte — binary format list log parameter (see SRC-4)
DU Obsolete TSD ETC T™C FORMAT AND LINKING
PARAMETER LENGTH (04h)
4 Obsolete
5 (MSB)
MAXIMUM NONVOLATILE TIME
7 (4sB)
The PARAMETER CODE field is described in SPC-4 and shall be et to the value shown in table 173 for the

Maximym Nonvolatile Time log parameter.

The DU
Nonvol

The PA

The MAXIMUM NONVOLATILE TIME field is defined in table 174.

bit, the TSD bit, the ETC bit, the TMC field, and the’}fFORMAT AND LINKING field for the Maximum
btile Time log parameter shall be set for a binary format list log parameter as described in SPC

RAMETER LENGTH field is described in SPC+4.and shall be set to the value shown in table 173 fol
Maximym Nonvolatile Time log parameter.

Table 174 — MAXIMUM NONVOLATILE TIME field

4.
I the

Cqde Description
00_4d0o00h | Nonvolatile cache is volatile
00_Q001h | Reserved
00 0d02hto Nonvolatile cache is capable of being nonvolatile for the estimated number of minutes
= indicated. If the time is based on batteries, then the time shall be based on the last full
FF_HFEEh . ) ) )
- charge capacity rather than the design capacity of the batteries.
FF_FFFFh | Nonvolatile cache is indefinitely nonvolatile.

6.4.6 Solid State Media log page

6.4.6.1 Solid State Media log page overview

Using the format shown in table 176, the Solid State media log page reports parameters that are specific to
SCSi target devices that contain solid state media. The parameter codes for the Solid State Media log page
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Table 175 — Solid State Media log parameters

.. Resettable or Support
Parameter code | Description Changeable Reference Required
0001h Percentage Used Endurance Never 6.4.62 | Mandatory
Indicator
Alfothers Reserved
@ The keywords in this column — Always, Reset Only, and Never — are defined in 6.4.1.2.
The Solid State Media log page has the format defined in table 176.
Table 176 — Solid State Media log page
Bit
Byte 7 6 5 4 3 2 1 0
0 DS SPF (Ob) PAGE-CODE (11h)
1 SUBPAGE CODE (00h)
2 (MSB)
PAGE LENGTH (n - 3)

3 (USB)

Solid state'media log parameters
4
Selid state media parameter [first]
Solid state media parameter [last]
n

The digable save (DsS)bit, the subpage format (SPF) bit, the PAGE CODE field, the SUBPAGE CODE field, and the
PAGE LENGTH field{@re described in SPC-4.

The sPF bit, thexPAGE CODE field, and the SUBPAGE CODE field shall be set to the values shown in table [176 for
the Solld State Media log page.
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6.4.6.2 Percentage Used Endurance Indicator log parameter

The Percentage Used Endurance Indicator log parameter of the Solid Sate Media log page has the format
defined in table 177.

Table 177 — Percentage Used Endurance Indicator log parameter format

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER CODE (0001h)
1 (4sB)
. Parameter control byte — binary format list log parameter (see SRC-4)
DU Obsolete TSD ETC T™MC FORMAT AND LINKING
3 PARAMETER LENGTH (04h)
4
Reserved
6
7 PERCENTAGE USED ENDURANCE JNDICATOR
The PARAMETER CODE field is described in SPC-4 and shall be §et to the value shown in table 177 for the
Percenfage Used Endurance Indicator log parameter.
The DU|bit, the TSD bit, the ETC bit, the TMC field, and the’}fFORMAT AND LINKING field for the Percentage Used

Endura

The PA
Percen

The PE
device
time of
contain

state m

contain

254 shall be reported as 255: The device server shall update the value at least once per power-on holr.

age Used Endurance Indicator log parameter.

RCENTAGE USED ENDURANCE INDICATOR field indicates an estimate of the percentage of a SCSI

manufacture. A value of 100 indicates that the estimated endurance of the SCSI target device
solid state media has been.consumed, but may not indicate a SCSI target device that contain
edia failure (e.g., minimum-power-off data retention capability reached for SCSI target devices
solid state media using flash technology). The value is allowed to exceed 100. Values greater

Ihce Indicator log parameter shall be set for a binary format list log parameter as described in S

RAMETER LENGTH field is described in SPCs4.and shall be set to the value shown in table 177 for

hat contains solid state media life that has been used. The value in the field shall be set to zer(

PC-4.
the

farget
at the
fhat
s50lid
that

than
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