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ISO (the International Organization for Standardization) and IEC (the Inter-
national Electrotechnical Commission) form the specialized system for worldwide
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Annex Al

581.

14608 consists of the following parts, underthe general title Information
by — Open Systems Interconnection — The Directory:

't 1: Directory Access Protocol ~ Protocol Implementation Conformance
ement (PICS) proforma
't 2: Directory System Protocol — Protocol Implementation Conformance
tement (PICS) proforma

forms an integral part of this part of ISO/IEC 14608.
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Introduction

This Recommendatlon | Internat10na1 Standard together w1th the others in the set, has been produced to facilitate the

o

1NCICOINCC
with the di
information
facilitate co
lists.

+ +h
togeiner

ectory mformatlon which they hold, can be v1ewed as an mtegrated whole, called the Directory. The

held by the Directory, collectively known as the Directory Information Base (DIB), is typically used to

mmunication between, with or about objects such as application entities, people, terminals and di

btribution

The Direct¢ry plays a significant role in Open Systems Interconnection, whose aim is to allew, with a miffimum of

technical ag

To evaluate
options wh
(PICS).

This Reco
defined in

reement outside the interconnection standards, the interconnection of information'processing systents:

from different manufacturers;
under different managements;
of different levels of complexity; and

of different technologies.

the conformance of a particular implementation, it is necessary to have a description of the capabflities and

ch have been implemented. Such a description is called a Protocol Implementation Conformance

mendation | International Standard includes the PICS proforma for the Directory Access Protocol
e 1988 CCITT Rec. X.500-Series | ISO/IEC 9594:1990.

btatement

DAP) as
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - OPEN SYSTEMS INTERCONNECTION -

THE DIRECTORY: DIRECTORY ACCESS PROTOCOL - PROTOCOL

IMPLEMENTATION CONFORMANCE STATEMENT (PICS) PROFORMA

This Reco
proforma
ISO/IEC 9

mendation | International Standard provides the Protocol Implementation Conformance Statéme
or the Directory Access Protocol (DAP) specified in the 1988 CCITT Rec. “X.500Series |
94:1990. This PICS proforma is in compliance with the relevant requirements, and in accordancg with the

nt (PICS)

relevant gujdance given in ITU-T Rec. X.296 | ISO/IEC 9646-7. Detail of the use of this proforma is provided in this

Recommendation | International Standard.

The suppligr of an implementation which is claimed to conform to CCITT Rec. X.500-Series | ISO/IEC 9594 i
to completg a copy of the PICS proforma provided in Annex A, and is required to pfovide the information ne
identify both the supplier and the implementation.

5 required
Fessary to

This PICS proforma applies to either a Directory User Agent (DUA) or a Directory System Agent (DSA), but npt both.

The followling Recommendations | International Standards contdin provisions which, through reference in
constitute grovisions of this Recommendation | International Standard. At the time of publication, the editions

were valid| All Recommendations and Standards are subject to revision, and the parties to agreements basq

Recommerjdation | International Standard are encouraged to investigate the possibility of applying the m

edition of the Recommendations and Standards listed, below. Members of IEC and ISO maintain registers of
ational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list off

valid Inter
valid ITU-T Recommendations.

2.1 Identical Recommendations | International Standards

- ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Ope|
Interconnection~=Basic Reference Model: The Basic Model.

4 ITU-T Recommendation X.247 (1994) | ISO/IEC 8650-2:1995, Information technology — Ope
Interconnection — Protocol specification for the Association Control Service Element:
Implementation Conformance Statement (PICS) proforma.

4 ITU-T Recommendation X.249D | ISO/MIEC 9072-4 ..D, Information technology — Oper

this text,
indicated
d on this
pst recent
currently
currently

n Systems

n Systems
Protocol

Systems
t (PICS)

Intérconnection — Remote Operations: Protocol Implementation Conformance Statemer
proforma.
2.2 Paired Recommendations | International Standards equivalent in technical content

— ITU-T Recommendation X.290 (1995), OSI conformance testing methodology and framework for

protocol Recommendations for ITU-T applications — General concepts.

ISO/IEC 9646-1:1994, Information technology — Open Systems Interconnection — Conformance testing

methodology and framework — Part 1: General concepts.

— ITU-T Recommendation X.296 (1995), OSI conformance testing methodology and framework for

protocol Recommendations for ITU-T applications — Implementation conformance statements.

D Tobe published.

ITU-T Rec. X.581 (1995 E)
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ISO/IEC 9646-7:1995, Information technology — Open Systems Interconnection — Conformance testing

methodology and framework — Part 7: Implementation Conformance Statements.

CCITT Recommendation X.500 (1988), The Directory — Overview of concepts, models and services.

ISO/IEC 9594-1:1990, Information technology — Open Systems Interconnection — The Directo
Overview of concepts, models and services.

CCITT Recommendation X.501 (1988), The Directory — Models.

ISO/IEC 9594-2:1990, Information technology — Open Systems Interconnection — The Directo
Models.

CCITT Recommendation X.509 (1988), The Directory — Authentication framework.

ry— Part 1:

ry — Part 2:

ISO/IEC 9594-8:1990, Information technology— Open Systems Interconnection — The Directory — Part 8:

Authentication framework.
CCITT Recommendation X 511 (1988), The Directory — Abstract service definition

ISO/IEC 9594-3:1990, Information technology — Open Systems Interconnection — The Directo
Abstract service definition.

CCITT Recommendation X.518 (1988), The Directory — Procedures for distributedleperation

ISO/IEC 9594-4:1990, Information technology— Open Systems Interconnection~'The Directo
Procedures for distributed operation.

CCITT Recommendation X.519 (1988), The Directory — Protocol specifications.

ISO/IEC 9594-5:1990, Information technology — Open Systems Interconnection — The Directo
Protocol specifications.

CCITT Recommendation X.520 (1988), The Directory — Selected attribute types.

ISO/IEC 9594-6:1990, Information technology — Open Systems Interconnection — The Directo
Selected attribute types.

CCITT Recommendation X.521 (1988), The Directory — Selected object classes.

ISO/IEC 9594-7:1990, Information technology ~'Open Systems Interconnection — The Directo
Selected object classes.

ry — Part 3:

y — Part 4:

y — Part 5:

ry — Part 6:

ry — Part 7:

ge of other

3 Definitions
For the purposes of this Recommendation | International Standard, the following definitions apply.
The follgwing terms defined in ITU-T.Réc. X.290 | ISO/IEC 9646-1:
a) Implementation conformance statement;
b) Implementation-conformance statement proforma;
c) Protocol Implementation Conformation Statement (PICS); and
d) PICS preforma.
Additionpl terms;
a) (Centralized DSA: A DSA that has no knowledge of other DSAs.
b)</Standalone DSA: A DSA that cannot use the Directory System Protocol, but has knowled
DSAs. Such DSAS use the referral procedure only.
c¢) Cooperating DSA: A DSA that has the capability of using the Directory System Protocol.
4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:

DAP Directory Access Protocol

DSA Directory System Agent
DUA  Directory User Agent

ICS

Implementation Conformance Statement

PICS Protocol Implementation Conformance Statement

ITU-T Rec. X.581 (1995 E)
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5 Conformance

A conforming PICS proforma shall be technically equivalent to the ITU-T | ISO/IEC published PICS proforma and shall
preserve the numbering and ordering of the items in the ITU-T | ISO/IEC PICS proforma.

A PICS which conforms to this Recommendation | International Standard shall:
a) describe an implementation which conforms to CCITT Rec. X.500-Series | ISO/IEC 9594;

b) be a confirming PICS proforma, which has been completed in accordance with the instruction for
completion given in A.2;

c) include the information necessary to uniquely identify both the supplier and the implementation.

ITU-T Rec. X.581 (1995 E) 3
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Annex A

PICS proforma for the directory access protocol?
(This annex forms an integral part of this Recommendation | International Standard)

Al Identification of PICS proforma corrigenda

The supplier of the PICS proforma shall identify any corrigenda (i.e. Technical Corrigenda or equivalent) to the
published proforma that have been applied. Suppliers of the proforma should modify the proforma, or attach relevant
additional pages in order to apply the corrigenda, and then record the application of the corrigenda in the table below.

Item ITU-T Rec. X-531 (1995) TISO/IET 14608-1:1996
1 Corr:
2 Corr:
3 Corr:
4 Implementors’ Guide version:

A2 Instructions

A.2.1 |Purpose and structure of the proforma

The purgose of this PICS proforma is to provide suppliers of implementations of CCITT Rec. X.500-Series |
ISO/IEC P594 with a consistent means of stating which capabilities haye been implemented.

which an implementation choice is allowed. Items are also previded for major mandatory capabilities fof which no
implementation choice is allowed. Each item includes an itern ' number, an item description, a status value spgcifying the
support requirement, and room for a support answer to be.provided by the supplier.

The prc;firma is in the form of a questionnaire and consists of a set of items. An item is provided for each cgpability for

This subdlause provides general information and instructions for completion of the proforma.
Subclausg¢ A.3 is for identification of the implementation.

Subclausg A.4 contains the means of speeifying, at a high level, the protocol and corrigenda that [have been
implemented.

Subclausg¢ A.5 contains the global statement of conformance.

Subclausgs A.6 onwards contain:tables in which the supplier specifies details of the implementation options chosen.
A.2.2 |Symbols, terms and abbreviations

A.2.2.1 |Introduction

Notationg have-been introduced in order to reduce the size of tables in the PICS proforma. These have allowefl the use of
multi-colpmn layout where the columns are headed ‘Status’, and ‘Support’. The definition of each are given below.

Additionally, the following definitions apply.
A.2.2.1.1 (PICS) item: A row in a PICS proforma table.

A.2.2.1.2 (PICS) question: The question to be answered in the intersection of a PICS item and either a support column
(i.e. “Is this item supported in the context applying to this table and column™) or supported values column (i.e. “What
values are supported for this item in the context applying to this table and column”) in a PICS proforma table.

A.2.2.1.3 status (value): An allowed entry in the status column for an item in a PICS proforma table.

2) Copyright release for PICS proforma — Users of this Recommendation | International Standard may freely reproduce the PICS
proforma in this annex so that it can be used for its intended purpose and may further publish the completed PICS.

4 ITU-T Rec. X.581 (1995 E)
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A.2.2.1.4 (support) answer: An allowed entry in the support or supported values columns for an item in a PICS, in
answer to a PICS question.

A.2.2.2 Item numbering

Each line within the PICS proforma which requires implementation detail to be entered is given an item number in the
first column. The item number column provides a means of uniquely referencing each possible answer within the PICS
proforma. Such referencing is necessary for specifying conditional expressions, test suite parameters, and test suite
selection expressions.

The means of referencing individual answers is to specify the following sequence:

a) if, and only if, the reference is being made from another Specification, then start with an unambiguous
identifier for the relevant ICS proforma specification, enclosed in parentheses — this identifier is stated in
the PICS proforma specification and is updated whenever the PICS proforma is updated — it is
recommended that this identifier be the relevant Specification number and year of publication, ps is used
in a Normative references clause, and this is the default for such identifiers;

b) the number of the relevant table or, if the tables are not numbered, of the smallest subclause encjosing the
relevant table;

c) asolidus character, “/”;
d) the item number of mnemonic reference to the item, to identify the row in_.which the answer appears;

e) if, and only if, more than one question occurs in the row identified by the item number or lImemonic
reference, then each possible answer is implicitly labelled a, b, c,€te:, from left to right, and thfs letter is
appended to the sequence, prefixed by a solidus character (“/”).if-@ mnemonic reference is used.

If mnemoniic references are specified and each uniquely identify an item in.the PICS proforma, then entries b} and c) in
the above gequence may be omitted.

A.2.2.3 Status column

The ‘Stats’ column indicates the level of support required for conformance to CCITT Rec. X.50P-Series |
ISO/IEC 9p94. The values are as follows:

m’ The item is mandatory. The capdbility is required to be implemented.
o’ The item is optional. The e¢dpability may be implemented.
fo.n’ The item is a mutuall§ exclusive or selectable option among a set (where n is the numper which

identifies the group of optional items). The requirement for each numbered group is speciffed as part
of the relevant,tables.

c The item @s)conditional. The requirement on the capability depends on the selection§ of other
optional\.or conditional items. The status (mandatory, optional, prohibited, or non-gpplicable)
depends ‘on the evaluation of a conditional expression which is specified as part of the relevant
tables.

cn The item is conditional (where n is the number which identifies the condition which is applicable).
The definitions for conditional statements are given as part of the relevant tables.

X The item is prohibited or exciuded. There IS a TequiTeNent ot 10 Use tiis capabitity 1 the given
context.
‘n/a’ The item is not applicable. The capability is not applicable in the given context.

A.2.2.4 Support column

The ‘Support’ column shall be completed by the supplier or implementor to indicate the level of implementation of each
capability. The proforma has been designed such that the only entries required in the ‘Support’ column are:

Y’ Yes, the capability is implemented in conformance with CCITT Rec. X.500-Series | ISO/IEC 9594.
‘N’ No, the capability is not implemented.

- No answer is required — it is unnecessary to answer the question with a yes or a no because the
question has a status value of non-applicable.

ITU-T Rec. X.581 (1995 E) 5
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A.2.2.5 Definition of support

A capability is said to be supported if the implementation is able:

- to generate the corresponding operation parameters (either automatically or because the end user requires
that capability explicitly);

- tointerpret, handle and when required make available to the end user the corresponding error or result.

A protocol element is said to be supported for a sending implementation if the implementation is able to generate it
under some circumstances (either automatically or because the end user requires relevant services explicitly).

A protocol element is said to be supported for a receiving implementation if it is correctly interpreted and handled and
also, when appropriate, made available to the end user.

An object class is said to be supported if the implementation is able to construct entries of that object class.|Support of
an object|class also requires support of the object identifier(s) of its superclass(es) of that object class.

An attribIte type is said to be supported by a DUA implementation if the DUA supports those aspects of the attribute
syntax which are pertinent to encoding, decoding or both of the attribute.

An attribfite type is said to be supported by a DSA implementation if the DSA supports 'a'subset or all aspects of the
attribute gyntax of the attribute and stores the attribute value(s) where appropriate.

A.2.2.6 [Note column

This column indicates the following:
n Refers to Note n.

d(n) A default value n within () is defined in the\Reécommendation | International Standard. When absent
in the PDU, both sender and receiver shall’interpret it as having the default value spedified in the
Recommendation | International Standard.

A.2.2.7 |Abbreviations

ACSE  Association Control Service Element
PDU Protocol Data Unit

ROSE Remote Operations Service Element
v1988  The 1988(version of the Specification

X.511 CCITT Recommendation X.511 and ISO/IEC 9594-3

A.2.3 |Instructions for completion

The suppllietshall complete all entries in the column marked ‘Support’. In certain clauses of the PICS profarma further
guidancelforcompletionmay be-necessary—Such-guidance-shall supplement-theguidancegivenin-this-clause and shall
have a scope restricted to the clause in which it appears. In addition, other specifically identified information shall be
provided by the implementor where requested. No changes shall be made to the proforma except the completion as
required. Recognizing that the level of detail required may, in some instances, exceed the space available for responses,
a number of responses specifically allow for the addition of appendices to the PICS.

A3 Identification of the implementation

A3.1 Date of statement

1 Date of statement? (yy-mm-dd)

6 ITU-T Rec. X.581 (1995 E)
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Identification of the implementation and/or system
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Item

Question

Response

Implementation Name

Version Number

Machine Name

Machine Version Number

Operating System Name

Operating System Version Number

SQlajlnibs Wi —

Special Configuration (Note)

Other Information

NOTE — Hnter one or more of the Tollowing contigurarions:

- DUA for connection to centralized DSAs;

-1 DUA for connection to either standalone or cooperating DSAs;
-1 Centralized DSA;

- Standalone DSA;

< Cooperating DSA;

- First-level DSA.

A33

Iidentification of the system supplier and/or test laboratory client

Item

Question

Response

(Qrganization Name

Contact Name(s)

Address

Telephone Number

Fax Number

[elex Number

E-Mail Address

||| n|pd

Dther Information

A4

A4.1

Protocel identification

CCITT Rec. X.500-Series | ISO/TEC 9594 protocol specifications and amendments implemented

Item

Identification of Protocol Specification

Support

CCITT Rec. X.500-Series (1988) | ISO/IEC 9594:1990

Amd:

Amd:

Amd:

Amd:

NliHpjiwin |-

Amd:

ITU-T Rec. X.581 (1995 E) 7
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A4.2  CCITT Rec. X.500-Series | ISO/IEC 9594 technical corrigenda implemented

Item CCITT Rec. X.500-Series (1988) | ISO/IEC 9594:1990 Support
1 Corr:
2 Corr:
3 Corr:
4 Corr:
5 Corr:
6 Implementors’ Guide version:

AS Global statement of conformance

Are all mandatory features implemented? (yes or no)

NOTE —|If a positive response is not given to this box, then the implementation does not conform to. CCITT Rec. X.5Q0-Series |
ISO/IEC|9594.

A.5.1 |DSA implementation and/or system

Answer if the implementation is a DSA.

Item Question Status Support Notes
1 Are all mandatory general capabilities for the DSA implemented? m
2 Are minimum knowledge requirements (X.518) implemented? c
3 Are all mandatory First-level DSA requirementsy(X.518) implemented? c 2
4 Is Cross Reference implemented? o
5 Is NSSR (non-specific subordinate referénce) implemented? o
6 Supported Security Level(s) None,
simple,
strong
7 Is asynchronous (ROSE class 2) mode of operation supported? m
8 Is the alias mechanism implemented? o
NOTES
1 This jtem is mandatory‘unless the special configuration in A.3.2/7 is a centralized DSA.
2 This jtem is mandatory if the special configuration in A.3.2/7 indicates the DSA acting as a First-level DSA.

A.5.2 DUA implementation and/or system

Answer if the implementation is a DUA.

Item Question Status Support Notes
Are all mandatory general capabilities for the DUA implemented? m
2 Supported Security Level(s) None,
simple,
strong
3 Is asynchronous (ROSE class 2) mode of operation supported? o

8 ITU-T Rec. X.581 (1995E)
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A.6 Capabilities and options

This part of the PICS proforma identifies the supported application context, the PDUs and operations. Finally, the
operation arguments and PDU parameters are identified.

A.6.1  Supported application context

The only application context supported by this PICS proforma is Directory Access application context.

A.6.2  Operations

Item Operation (%t?;l:) (Sl;astxs) Support Notes References

1 frectory Bimd T TIT A6.3.1

2 Directory Unbind m m A6.8.2

3 Read o m 1,2 A.6.3.3

4 (ompare o m 1 A634

5 Abandon o m 3 A.6.3.5

6 List o m 102 A.6.53.6

7 Search o m 1,2 A.6.3.7

8 AddEntry o m 1 A.6.3.8

9 RemoveEntry o m 1 A.6.3.9

10 NlodifyEntry o m 1 A.6.310

11 | MlodifyRDN 0 m 1 A6d11
NOTES
1 This Note applies to the DUA implementation only. If the suppoited security level in A.5.2/2 indicates ‘strorg’, then
conformance requires support of the signed form of the arguments for.the operation.
2 This Note applies to the DSA implementation only. If the¢supported security level in A.5.1/6 indicates ‘strorjg’, then
conformance requires support for the signed form of the results for the operation.
gr /'\115162/‘63 bandon operation can only be supported if the asynchronous mode (ROSE class 2) of operation is supported if} A.5.1/7

A.6.3 Brotocol elements
A.6.3.1 DirectoryBind Protocol Elements

A.6.3.1.1 |DirectoryBind Arguiments

Item Protocol Element (%ta;};s) (S];astzs) Support Notes References
1 Directory BindArg m m (X.511) 8.1
2 credentials cl cl
3 simple c2 c2
4 name m m
5 validity o o
6 password o o
7 strong c3 c3
8 externalProcedure o o
9 versions m m d(v1988)
cl: if the supported security level in A.5.2/2 is either ‘simple’ or ‘strong’ then m else o.
c2: if the supported security level in A.5.2/2 is ‘simple’ then m else o.
c3: if the supported security level (for a DSA in A.5.1/6 and for a DUA in A.5.2/2) is ‘strong’ then m else o.

ITU-T Rec. X.581 (1995 E) 9
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A.6.3.1.2 DirectoryBind Result

Item Protocol Element (%%‘:) (Sl;astzs) Support Notes References
1 Directory BindResult m m (X.511)8.1
2 credentials cl cl
3 simple c2 c2
4 name m m
5 validity o (]
6 password o
7 strong c3 c3
8 rexternatProcedure & o
9 versions m m d(v1988)
cl: if the supported security level (for a DSA in A.5.1/6 and for a DUA in A.5.2/2) is either ‘simple’ or ‘strong then m else o.
c2: if the supported security level (for a DSA in A.5.1/6 and for a DUA in A.5.2/2) is ‘simple’ then m elselo,
c3: if the supported security level (for a DSA in A.5.1/6 and for a DUA in A.5.2/2) is ‘strong’ then m else/o.

A.6.3.1.3 DirectoryBindError

Item Protocol Element (%::}1:) (S];astzs) Support Notes Refgrences
1 Directory BindError m m (X.511) 8.1
2 versions m m d(v1988)

3 ServiceProblem m m
4 SecurityProblem m m

A.6.3.2 | DirectoryUnbind Elements

DirectoryUnbind has no arguments (see 8.2/X.511).

A.6.3.3 | Read Elements

Item Protocol Element (%%}l;\s) (Slgastxs) Support Notes Refprences
1 ReadArgument m m (X.511)9.1
2 object m m
3 selection m m A.6.3.16
4 CommonArguments o m A.6.3.13
5 ReadResult m m
6 entry m m A.6.3.17
7 CommonResults m m A.6.3.14
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A.6.3.4 Compare Elements
Item Protocol Element (%?}l:) (Sl;z;;txs) Support Notes References
1 CompareArgument m m (X.511)9.2
2 object m m
3 purported m m
4 CommonArguments 0 m A.6.3.13
5 CompareResult m m (X.511)9.2
6 DistinguishedName m m
7 matched m m
8 fromEntry m m d(true)
9 CommonResults m m A6.3.14
A.6.3.5 Abandon Elements
Item Protocol Element Status Status Support Notes Refergnces
(DUA) (DSA)
AbandonArgument m m (X.511p9.3
invoked m m
AbandonResult m m
A.6.3.6 List Elements
Item Protocol Element atus Status Support Notes References
(DUA) (DSA)
1 ListArgument m m (X.511}10.1
2 object m m
3 CommonArguments o m A.6.3.13
4 LlistResult m m
5 listInfo m m
6 DistinguishedName o m
7 subordinates m m
8 RDN m m
9 aliasEntry m m d(false)
10 fromEntry m m d(true)
11 partialOutcomeQualifier o m
12 limitProblem o o
13 unexplored o cl A.6.3.20
14 unavailableCriticalExt m m
15 CommonResults m A.6.3.14
16 uncorrelatedListInfo o c2 A.6.3.6/4
cl: if A.3.2/7 indicates that the DSA is a cooperating DSA then m else o.
c2: if the supported security level in A.5.1/6 is ‘strong’ then m else o.
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A.6.3.7 Search Elements
Item Protocol Element (%?}l:) (Qsastxq) Support Notes References
1 SearchArgument m m (X.511) 10.2
2 baseObject m m
3 subset m m d(0)
4 filter 0 m d(and{}) A.63.8
5 searchAliases m m d(true)
6 selection 0 m di{n A.6.3.16
7 CommonArguments o m A.6.3.13
8 SearchResult m m (X.511) 10.2
9 searchInfo m m
10 DistinguishedName o m
11 entries m m A.6.3.17
12 PartialOutcomQuaf o m A.6|3.6/11
13 CommonResuits m m A.9.3.14
14 uncorrelatedSearchInfo o cl A.4.3.7/8
cl: if the supported security ievel in A.5.1/6 is ‘strong’ then m eise o.
A.6.3.8 | AddEntry Elements
Item Protocol Element (%t??:) (S];aétxs) Support Notes References
1 AddEntryArgument m m X5 111
2 object m m
3 entry m m A.p.3.17
4 CommonArguments o m Ap.3.13
5 AddEntryResult m m (X511 111
A.6.3.9 | RemoveEntry Elements
Item Protocol Element (%?}l:) (S];astxs) Support Notes Refprences
1 RemoyveEntry Argument m m (X.5[11) 11.2
2 object m m
3 CommonArguments o m A.6.3.13
4 RemoveEntryResult m m
12 ITU-T Rec. X.581 (1995 E)
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Status

Status

Item Protocol Element (DUA) (DSA) Support Notes References
1 ModifyEntry Argument m m X.511)11.3
2 object m m
3 changes m m
4 addAttribute m m
5 removeAttribute m m
6 addValues m m
7 removeValues m m
8 CommonArguments o) m A6313
9 ModifyEntryResult m m X.511)11.3

A.6.3.11 ModifyRDN Elements
Item Protocol Element Status Status Support Notes References
(DUA) (DSA)

1 ModifyRDNArgument m m X.511)11.4
2 object m
3 newRDN m m
4 deleteOIdRDN m m d(false)
5 CommonArguments o m A.6.3]13
6 ModifyRDNResult m m X.511)11.4
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A.6.3.12 Errors and Parameters

Item Protocol Element (%?}l;\s) (S];aStZS) Support Notes References
1 Abandoned cl m (X.511)12.2
2 AbandonFailed cl m X.511) 123
3 problem m m
4 operation m m
5 AttributeError c2 m (X.511)12.4
6 object m m
7 problems m m
8 problem m m
9 type m m
10 value m m
11 NameError c3 m (X.511) 12.5
12 problem m m
13 matched m
14 Referral c3 m (X.511)12.6
15 candidate m m A.9.3.20
16 SecurityError c3 m X.511) 12.7
17 problem m m
18 ServiceError c3 m (X.511)12.8
19 problem m m
20 UpdateError c4 m (X.511) 129
21 problem m m

cl: if the Abandon operation is implemented (see A.6.2/5) then'm-€lse o.

c2: if fit least one of the following operations is implemented'(see A.6.2, items 3, 4, 7, 8 or 10):

Rdad/Compare/ Search/AddEntry/ModifyEntry then m.else o.
c3: if at least one of the following operations is impleniented (see A.6.2, items 3, 4,7, 8, 10 or 11):
Rdad/Compare/ List/Search/AddEntry/ModifyEntry/ModifyRDN then m else o.
c4: if at least one of the following operations is implemented (see A.6.2, items 8, 10 or 11):
AddEntry/RemoveEntry/ModifyEntry/ModifyRDN then m else o.
A.6.3.13 CommonArguments-Elements
Item Protocol Element Status Status Support Notes References
(DUA) (DSA)
1 ServiceControls o m d({}h APp.3.15
2 SecutityParameters 0 cl d({})
3 Certification-path o m
4 name 0 m
5 time o m
6 random o m
7 target o o
8 requestor 0 m
9 OperationProgress o m d(notStarted)
10 nameResolutionPhase o m d(notStarted)
11 nextRDNToBeResolved o m
12 aliasedRDNs o m
13 extensions o m
cl: if the supported security level in A.5.1/6 is ‘strong’ then m else o.
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A.6.3.14 CommonResults Elements
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Item Protocol Element (%%‘:) (Sl;astxs) Support Notes References
1 SecurityParameters cl cl
2 certification-path 0 0
3 name o o
4 time m m
5 random m m
6 target n/a n/a -
7 performer m m
8 aliasDereferenced m m d(false)
cl: if the[supported security level (for a DSA in A.5.1/6 and for a DUA 1n A.5.2/2) 1s “strong’ then m else o.
A.6.3.15 Sprvice Controls
Item Protocol Element Status Status Support Notes References
(DUA) | (DSA) PP
1 ServiceControls o m (X.511p 7.5
2 options 0 m a({}h
3 priority o m
4 timeLimit o m
5 sizeLimit o m
6 scopeOfReferral o cl
cl: if A.3.2/7 indicates that the DSA is a cooperating DSA then melse'o.
A.6.3.16 Entry Information Selection
It Protocol Element Status | Status | g0 Not Ref
em rotocol Elemen (DUA) (DSA) uppo! otes eferences
1 HntryInformationSelection o m X.511) 7.6
2 attributeTypes o m
3 allAttributes [ m
4 select o m
5 infoTypes o m d(1)
A.6.3.17 EntryInformation
Item Protocol Element (%%n;s) (S];astxs) Support Notes References
1 EntryInformation m m (X.511)7.7
2 DistinguishedName m m
3 fromEntry m m d(True)
4 <attributeset> m m Note
5 Attribute Type m m
6 Attribute m m

NOTE - The <attributeset> denotes the SET OF CHOICE ASN.1 construction.
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A.6.3.18 Filter Elements

Item Protocol Element (%?}ZS) (S];astxs) Support Notes References
1 item 0 m A.6.3.19
2 and o m
3 or 0 m
4 not o m

A.6.3.19| Filter item Elements
Item Protocol Element Status Status Support Notes Refprences
(DUA) (DSA)

1 equality 0 m

2 substrings o m

3 type o m

4 strings 0 m

5 initial o m

6 any o m

7 final o m

7 greaterOrEqual o jui}

9 lessOrEqual o m
10 present o m
11 approximateMatch o m

A.6.3.2( Continuation reference
Item Protocal Element (%?}ZS) (Sl;‘gxs) Support Notes Refprences

1 targetObject o m

2 aliasedRDNs o m

3 OperationProgress o m
4 nameResolutionPhase o m

5 nextRDNToBeResolved 0 m

6 rdnsResolved o m

7 AccessPoint o m

8 Name o m

9 PresentationAddress o m
10 pSelector o m
11 sSelector o m
12 tSelector o m
13 nSelector o m
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