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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in_fields of mutual interest. Other international organizations, governmental and non-governmental, in
liaison with 130 and IEC, also take part in the work.

International Btandards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.
In the field of information technology, ISO and IEC have established a joint technical committee, ISOJEC JTC 1.
Draft Internatjonal Standards adopted by the joint technical committee are circulated to<national bodieq for voting.
Publication a$ an International Standard requires approval by at least 75 % of the nationalbodies casting a vote.

Attention is drawn to the possibility that some of the elements of this part of ISQ/IE€ 14598 may be thg subject of
patent rights.[{ISO and IEC shall not be held responsible for identifying any or al\such patent rights.

International [Standard ISO/IEC 14598-6 was prepared by Joint Technicah€ommittee ISO/IEC JTC 1, Information
technology, ubcommittee SC 7, Software engineering.

ISO/IEC 145P8-6 is intended for use in conjunction with IS@/IEC 9126-1 (in preparation) which Will replace
ISO/IEC 9126:1991.

ISO/IEC 14598 consists of the following parts, under the general title Software engineering — Product evValuation:
— Part 1: General overview

— Part 2: Planning and management

— Part 3: Pfocess for developers

— Part 4: Process for acquirers

— Part 5: Pfocess for evaluators

— Part 6: Documentation-of evaluation modules

Annexes A, B, C and-b of this part of ISO/IEC 14598 are for information only.

iv © ISO/IEC 2001 — All rights reserved
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ction

Software product evaluation depends on a set of evaluation techniques and metrics that provide information about
the quality characteristics of the software. Many metrics and associated methods for using the measurement
results can be used for specific software product evaluation. ISO/IEC 9126-2 and ISO/IEC 9126-3 provide example
metrics that correspond to one sub-characteristic. It is difficult to use these metrics consistently in an organisation.
It may be necessary to develop new metrics for specific use. Therefore, it is necessary that a supporting function

(see 14598-2) in the organisation specifies each metric for correct and consistent use within the orga

format for
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It will be applied within the context of the evaluation of software products.

Hocumenting a metric and associated methods, as well as guides for their use, should.be
bt of an evaluation module provides a solution to this need.

ion module specifies the evaluation methods applicable for evaluating a _Quality char
e evidence it needs. It also defines the elementary evaluation procedure and;the format fo
Ents resulting from the application of the techniques.

nt way of documenting evaluation modules has a number of advantages:

des a common reference in the description of the theoretical basis of evaluation modules.
lifies a minimal set of requirements for documenting and déveloping evaluation modules.

des a necessary tool in collecting and cataloguing the\large number of evaluation modules

modules provide a flexible and structured%“approach to making metrics applicable f
e and completed products. The use of evalGation modules produced according to this pg

for documenting an evaluation modulé’takes into account the following:

rmat supports the need for developing new metrics with respect to state of the art.
rmat provides a precise definition of metrics and their application.

des the information needed for those who will use them for an evaluation.

ovides guidance for the development process for new evaluation modules.

, C’and D are examples of evaluation modules.

s to ensure that software product evaluatiohs can be repeatable, reproducible and objectivé.

nisation. The
standardised.

hcteristic and
reporting the

anticipated.

Dbr evaluating
rt of ISO/IEC
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Software engineering — Product evaluation —

Part 6:
Documentation of evaluation modules

1 Scope
This part ¢f ISO/IEC 14598 defines the structure and content of the documentation to be:used tq describe an
Evaluation| Module. Evaluation modules are intended to be used within the context of the/tSO/IEC P126 and the
ISO/IEC 14598 multipart standards.

This part of ISO/IEC 14598 is intended to be used by experts in evaluation technology such as testing laboratories,
research irnstitutes and others when producing new evaluation modules.
2 Confprmance

The docunentation of an evaluation module conforms to this part.of ISO/IEC 14598 if it meets the refjuirements of
clause 6 (fprmat for documentation of an evaluation module).

3 Normative references
The following normative documents contain provisions which, through reference in this text, constitute provisions of
this part df ISO/IEC 14598. For dated references, subsequent amendments to, or revisions of, jany of these
publications do not apply. However, parties to@ agreements based on this part of ISO/IEC 14598 are gncouraged to
investigate| the possibility of applying the most recent editions of the normative documents indicatgd below. For
undated rgferences, the latest edition.0f the normative document referred to applies. Members of ISO and IEC
maintain rggisters of currently valid International Standards.

ISO/IEC 9126-1, Software engineering — Product quality — Part 1: Quality model.

ISO/IEC 12207, Information-technology — Software life cycle processes.

ISO/IEC 14598-1, Infermation technology — Software product evaluation — Part 1. General overview,

ISO/IEC 14598-2) Product evaluation — Part 2: Planning and management.

ISO/IEC 14598-3, Product evaluation — Part 3: Process for developers.
ISO/IEC 14598-4, Software engineering — Product evaluation — Part 4: Process for acquirers.

ISO/IEC 14598-5, Information technology — Software product evaluation — Part 5: Process for evaluators.

© ISO/IEC 2001 — All rights reserved 1
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4 Terms

and definitions

For the purposes of this part of ISO/IEC 14598, the following terms and definitions apply.

4.1

evaluation module
a package of evaluation technology for measuring software quality characteristics, sub-characteristics or attributes

NOTE

The package includes.

evaluation methods and techniques

inputs to t

data to bg

4.2
evaluation tq
the technique

5 Theev

Evaluation of]
characteristic
to manage tf
cover one or
aspect applyi
should be col

The benefit o
it suppor
what infg
)

it suppor|

it suppor
evaluatio

it suppor

he evaluation

measured and collected

supporting procedures and tools

chnology (technology used for evaluation)

Aluation module concept

software products can be a comprehensive task. Different aspects of quality characteristig
5 may require different evaluation techniques to be“applied and different data to be collecte
is complexity, an evaluation should be structured into manageable units. Each of thesq
more quality aspects. However, each unit should be focused on the evaluation of one spe
ng a specific evaluation technique. The infermmation necessary for conducting one of these
ected and packaged for future use. Such a’package is called an evaluation module.

using a standardized format of an evaluation module is that

ts the development of evaluation modules since it provides a table of contents which m3
rmation is necessary for an.evaluation and how this information is handled (principles, me
s the use of evaluation modules since information will be available in a homogenous way

s the reuse_oef\evaluation modules since it facilitates the establishment and maintenance of
n modules

s standardization of evaluation modules since the format is compliant with standards requin

s, tools, metrics, measures and other technical information used fofévaluation [ISO/IEC 14598-2]

s and sub-
d. In order

units can
Cific quality
bvaluations

kes visible
trics, tools,

libraries of

ements

An evaluatior

el 1 +. U inf 43 % £ ] 1 £ b +
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Of a quality

characteristic applying a specific evaluation technique. It clarifies which specific aspect of a software quality
characteristic is being measured. The procedure for making the measurement is defined as well as the

preconditions

and accuracy of the measurement.

Evaluation modules provide the link between evaluation techniques, metrics and measures. When parts 3, 4 or 5 of
ISO/IEC 14598 recommend the application of an evaluation technique, an appropriate evaluation module can be

selected from

an evaluation module library (see ISO/IEC 14598-2).

The documentation of an evaluation module has six parts EMO - EM5 serving different purposes, and an optional

annex EMA.

© ISO/IEC 2001 — All ri
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EMO provides formal information about the evaluation module and gives an introduction to the evaluation technique
described in the evaluation module.

EM1 defines the scope of applicability of the evaluation module.
EM2 provides relevant references.
EM3 includes the definitions needed for the evaluation module.

EM4 specifies the input products required for the evaluation and defines the data to be collected and measures to
be calculated.

EM5 contajns information about how to interpret measurement results.

The optional annex EMA includes the detailed procedure for applying the evaluation module: Althpugh EMA is
optional it is suggested that it be included.

NOTE The format for the documentation of an evaluation module complies with the formalrequirements of a standard as
described ir] ISO Directives Part 3. This facilitates standardization of evaluation modules.
6 Format for documentation of an evaluation module

The docunjentation of an evaluation module shall be formatted according'to 6.1, 6.2, 6.3, 6.4, 6.5, 6.6 jand 6.7.
6.1 EMO | Foreword and introduction

6.1.1 Foleword

This claus¢ shall provide information about

— prepaijation, approval, contributions and changes,
— relatiopship to other standards or other documents.
6.1.2 Intfoduction

This claus¢ should introducethe principles, background and technical rationale underlying the evaluatjon module.

NOTE A formal description of evaluation method is provided in 6.2.3.

6.2 EM1 :[Scope

6.2.1 Characteristics

This clause shall identify the characteristics, sub-characteristics or attributes that the evaluation module can
evaluate.

NOTE The evaluation module may contribute to one or more characteristics or sub-characteristics.

The quality model describing the characteristics, sub-characteristics or attributes shall be identified. The model in
ISO/IEC 9126-1 should be used, unless there is a particular reason to use another model.

6.2.2 Level of evaluation

This clause shall describe the level of the evaluation defined by the evaluation module. Evaluation levels are
related to the importance of the characteristic, sub-characteristics or attribute evaluated. The level should be

© ISO/IEC 2001 — All rights reserved 3
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described taking into account the assumed usage of the software and the environment of the software product (for
example, safety conditions, security constraints, economic risks, and application constraints).

The level defines the depth or thoroughness of the evaluation in terms of the evaluation techniques to be applied
and evaluation results to be achieved. Different evaluation levels give different levels of confidence in the quality of

the software product.

NOTE

in ISO/IEC 15026.

6.2.3 Techniques

Levels can be formulated as A, B, C, or D as described in ISO/IEC 14598-5. Software integrity levels are described

This clause s

or heuristics yinderlying the evaluation shall be included or adequately referenced.

NOTE Ex

6.2.4 Appli
This clause s

NOTE1l Fo

imperative lanquages.

It shall be de
in a specific S

NOTE2  So

6.3EM2: R

This clause 9
the result of g

6.4EM3: T

This clause s
definitions cal

6.5 EM4 : In

6.5.1 Input

This clause s

hall describe the evaluation techniques applied by the evaluation module. The relevant theg

hmples of evaluation techniques are reliability growth models, benchmark testing, static analysis of cd
Cability
hall identify the scope of application of the evaluation module.

example, the evaluation module may be applicable to a particular programming language, or to the

bcribed where in the software life cycle the evaluation module can be used. If it is intended
oftware life cycle process, this should be identified.

ftware life cycle processes are described in ISO/IEC 12207.
eferences

hall provide references to normative_and technical documents. If the evaluation module d
ther evaluation modules, then these-shall be mentioned here.

brms and definitions

nhall define technical termsused in the evaluation module. Alternatively, references to sourc
N be found shall be made.

puts and metrics

for the.evaluation

hall identify the inputs required for the evaluation. These shall be classified as product ¢

product inforn

ry, models

de.

class of all

to be used

epends on

bs in which

omponent,

ation, supporting information and product in use information

NOTE 1

description, program description, source code, executable code, and user documentation.

NOTE 2

report, program review report, unit test report, and user documentation review report.

NOTE 3

Information classified as product component includes software requirements specification, software design

Information classified as product information includes software requirements review report, software design review

Information classified as supporting information includes quality assurance plan, configuration management plan,

program test plan, and description of programming language and compiler. Supporting information is not evaluated but only
used as background information necessary for conducting the evaluation.

NOTE 4
behavior of the

system. System includes any associated hardware, software and users.

© ISO/IEC 2001 — All ri
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6.5.2 Data elements
This clause shall specify which data elements are to be extracted from the inputs.

NOTE 1 Examples of data elements are: Number of lines of code containing comments; frequency distribution of sentence
length in the user-manual; number of words in each help message; number of failures observed per hour of operation; number
of tokens of specified types found in each module by a specified lexical scan.

NOTE 2  In general, the data elements are the material from which measures are computed. But in some cases, the raw data
may itself constitute metrics.

6.5.3 Meirics and measures

This claus¢ shall describe how the measures are calculated from the data elements using metrics.
If the metrics are to be combined to obtain ‘higher-order’ metrics, then the dependency shall\lbe'made explicit.

All assumgtions and preconditions to be satisfied before measuring shall be stated.
6.6 EMS5 :[Interpretation of results

6.6.1 Mapping of measures
This clausg shall specify the meaning of the measures, that is, the interpretation of the results of the measurement.
This includes the evaluation scale onto which the values obtained by the defined metrics are to be mapped. If the
mapping id non-trivial then the details of the algorithms (functions) needed to make the mappings shgll be defined
or referenges shall be made to their sources. If several measures are obtained for a single charagteristic, sub-
characteridtics or attribute, then the clause shall describe' how they can be combined into a fating for the
characteridtic, sub-characteristics or attribute.

The accuracy of the measure shall be specified.

6.6.2 Reporting

This clausg shall describe the contents of'the report providing the result of applying the evaluation mogule. In some
cases, visyalization of obtained valu€s's important and should be encouraged.

6.7 EMA ] Application proCedure

NOTE The inclusion of\ EMA is optional but, if included, it shall have the following contents.

6.7.1 Delinition.of Technical Terms Used

This cIaus(T shaldefine technical terms that are not defined in 6.4, but used in part EMA of the evaluption module,
or referended.sources.

6.7.2 Resources Required

This clause shall specify the resources required when applying the evaluation module. This should include:
Software tools required (any software tools required should be identified and both generic tool types and
proprietary tools should be referenced); hardware/software needed; test-harness or other equipment; skills and
gualifications (any special skills and qualifications (for example, certification) required by the evaluator or the
evaluating organization should be identified); effort of application (the effort required for typical application of the
evaluation module should be estimated and, if this effort depends on attributes of the product (for example, number
of lines of code), an estimating algorithm should be given); and any other resources required.

© ISO/IEC 2001 — All rights reserved 5
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6.7.3 Evaluation instructions

This clause shall describe full details of the procedure to be followed. This should include the selection of evidence
(for example, sampling of code), the generation and recording of raw data, counting rules, algorithms for computing
metrics from raw data, the recording of results, and requirements for the retention of working and final
documentation. In particular, the steps to be taken to ensure traceability and repeatability of results should be
highlighted. The described procedure should be compliant with ISO Guide 25.

6.7.4 Documentation

This clause shall outline the internal documentation resulting from the usage of the evaluation module. The outlined
report shouldpbecomptiant-withtSE-Guide25:

6 © ISO/IEC 2001 — All rights reserved
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Annex A
(informative)

Development of evaluation modules

This informative annex provides guidance for the process of developing new evaluation modules. The new ISO/IEC
9126 part 2, part 3 and part 4 may serve as input for this process. The evaluation module development process

should incl

A.1 Iden

When the
the first stq
quality mo
decided.

A.2 Spe

ude five steps:

tification of the evaluation module requirements
heed for a new evaluation module is identified and a decision is made to develap the evalu

del and quality characteristic or sub-characteristic. Also, the stringengy~of the evaluati

cification of the evaluation module

ation module,

p should be to identify the requirements for the new evaluation module. Thisincludes identification of a

bn should be

Based on the identified requirements for the evaluation module the next step is to specify the evaluatipn techniques

and inputs
data elemg

A.3 Dev

This step
interpretati
required s
evaluation

A.4 Des

In this ste
evaluation

A.5 Veri

to the evaluation (for example, source code) as well"as the set of metrics and the funda
nts. Here ISO/IEC 9126 part 2, part 3 and part 4 may be useful.

elopment of the evaluation procedure

takes the formal specification fromiZithe previous step and adds some procedural
bn of metrics and data elements_should be explained in the context of the evaluation. T
hould be estimated and detailed:evaluation procedures should be developed. Trial appl
procedure may be necessary.

cription of the evaluation procedure

p the evaluation-procedure developed in the previous step should be described acc
module format; that is, the description should conform to this part of ISO/IEC 14598.

fication and validation of the evaluation module

mental set of

hspects. The
he resources
cation of the

brding to the

The evaluation module should be reviewed (verified) against its specification. Experts in the area covered by the
evaluation technique described should do this. The validation should ensure that the evaluation module represents
state of the art technology and existing technology that is unfamiliar to the organization.

The evaluation module should be tested (validated) by different groups of people in different environments. The
experience obtained should be fed back to the evaluation module development team as input for an update.

© ISO/IEC 2001 — All rights reserved
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Annex B
(informative)

Example of an evaluation module — Fault density

Information technology - Software product evaluation - Evaluation Module: Fault density

B.0 Introd

This evaluati
during design
phase. A hig
product reliak
the program i

In general, it
and the histo
estimate. The

Choose 4§
RGM.

1)

2) Record th

3) Decide o

recorded

4) Astime (

B.1 Scops
B.1.1 Char
Reliability — M

B.1.2 Leve

Level B as dg

Liction

bn module is used to determine the fault density of a program. Detecting a high jnumb
and testing phase reduces potential faults in the software, which will cause failures in th
N number of faults at the beginning of the operation phases cause frequent.failures and
5 put into operation.

is impossible to count the number of faults remaining in a softwaré/product. But by using
rical data of fault detection, the number can be estimated. The-fault density is calculated
general estimation procedure is as below:

n appropriate Reliability Growth Model RGM to adopt, forexample, an exponential RGM o

e cumulative number of detected faults with time:at a particular point in the test period.

N the number of parameters of the RGM equation that are required to fit the curve to the

) of the RGM equation tends to infinity;the estimated number of potential faults can be calg

hcteristics

laturity — Fault density

of evaluation

fined in' ISO/IEC 14598-5.

pr of faults
b operation
decreases

ility. Therefore it should be ensured that the fault density is below a specified’threshold value before

the model
using this

I S-shaped

set of data

ulated.

B.1.3 Technique

A reliability growth modelling technique is used. The number of faults in the final software product is predicted using
the reliability growth model.

B.1.4 Appli

cability

1) This is generally used during system testing and is applicable for all types of programming languages.

2) When it is necessary to compare the fault density value with another value for a program written in a different
programming language, the size values should be normalized.

© ISO/IEC 2001 — All ri
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B.2 References

B.3 Terms and definitions
The following definitions apply to the evaluation module:

Fault
A defect in the software.

Failure
Any occurrence of an event (or non-occurrence of some events) usually from a set of defined events.

LOC (Lines of Code)
The number of lines of code.

ELOC (Errfoneous Lines Of Code)
The number of lines of code, in which a failure is detected and modified.

EELOC (Eptimated Erroneous Lines Of Code)
The estimgted number of erroneous lines of code (ELOC).

NCLOC (Non-Commented Lines Of Code)
The number of lines of code without comments.

FDV (Fault Density Value)
The value that indicates the number of faults per unit of preduct volume.

B.4 Inpyts and metrics

B.4.1 Input for the evaluation

The following sources are used as input:to the evaluation:

1) Produgt Component : Source code

2) Produft Information : Program test report, Program review report, Program verification report
B.4.2 Data elements

The following data_elements must be collected in order to apply the evaluation technique:

1) The niimber of detected faults (ELOC).

2) Detected time of each failure. Time must be measured in a consistent way, for example, CPU time or calendar
time.

3) The number of lines of code (NCLOC).

B.4.3 Metrics and measures
The fault density value is calculated from

FDV = (EELOC - ELOC ) / NCLOC

© ISO/IEC 2001 — All rights reserved 9
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B.5 Interpretation of results

B.5.1 Mapping of measures

FDV (No mapping of metrics in this case).

Experimental

FDV<=10E-4

10E-4<FDV<=10E-3

source of scale inside the company:
Excellent

Good

10E-3<H
FDV>10

NOTICE : Th

B.5.2 Repo
The following
1) Identifica
2)

3) The corr

B.6 Applid

B.6.1 Defin

RGM

Reliability Growth Model. The Reliability Growth Model used to estimate the number of erroneous lines o

B.6.2 Reso
The following
Software To

1) LOC cou

Fault density value: FDV

PV<=10E-2 Fair

-2 Poor

b threshold values must be tailored in accordance with applied phase or software domain.
rting
information is reported as the result of applying the evaluation moedule:

tion of source code

bsponding rating {Excellent, Good, Fair, Poor}

ation procedure

ition of technical terms used

urces required
resources must.be available when the evaluation module is applied:
bls Required :

nting-tool

f code.

2) Modified
3)

Hardware/so

line counting tool

Reliability data collection tool and analysis tool (optional)

ftware Platform

No special requirements.

Test-harness or other Equipment

No special requirements, but use of a reliability data collection and analysis tool is recommended.

10
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Qualification

Knowledge of applying the RGM is required.

Man-powe

r Effort of Application

Most of the effort is related to testing and recording of failures. If a reliability and data collection tool is applied, the

application

Other Spe

of the RGM and calculating the FDV only requires limited effort.

cial Resources

No special

raquiramants
FegtH-eetits:

B.6.3 Evaluation instructions

1) Selec
Select sani
2) Genet

Failure da
reliability g

ion of Sample
ple source code. Sampling ratio should be more than half.
ation of Raw Data

a is extracted from test reports. If test reports are not available, testing is performed.
Fowth model RGM a minimum of XXX testing time is required:

For each failure, the location and time of occurrence is recorded.

Count mog
3) Algor

Estimate th
erroneous

EELO
Calculate t|
FDV 3

Notice: Ho
software tg

ified ELOC with modification time and total NCLOC0f each sample.

thm

ines of code is found by applying the RGM model:
C = RGM-({(Failure,Time)})

he fault density value:

(EELOC - ELOC )/ NCLOC

W to use the RGM_model or tool must be explained here in all details or alternatively re
ol and manual formaking the estimation must be provided.

4) RequirementsA0t retention of working and final document

Measure o

hce a week, and analyse the trend during the testing phase.

To apply the

e number of potential erroneous LOC using the reliability growth model RGM. The estimated number of

ferences to a

Action: If t

€ CalCulated value Of Tault density IS larger than some specified value (rating=poor), the s

reviewed, re-tested and debugged, and fault density is calculated again.

B.6.4 Documentation (Internal)

The followi

1) Identif
2) Identif

ng information is recorded for internal documentation:

ication and version of source code sample

ication and version of test documentation

3) The failure set used for estimating of EELOC

4) Date of application and responsible person

© ISO/IEC 2001 — All rights reserved
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Annex C
(informative)

Example of an evaluation module — Functionality

Information technology - Software product evaluation - Evaluation module: Functionality

C.0 Introd

This evaluatiq
is intended a
under specifig

A correct eva
stated needs

ISO/IEC 9124
sub-characte

The elementa
the sub-chara
standard will

The quality n
pertinent to e
with (y/n/d) ¢
applicable.

The answer
measured va

The “function

Liction

n module is used to determine the “functionality” of a software system/component, Where f
5 the extent to which software component provides functions which meet stated"and im
bd conditions.

luation is possible if there is a well-documented definition of the softwane/system requirem
are well described. In every case, the evaluation will consider how it isTdocumented.

defines the “functionality” in terms of sub-characteristics, as described in following paragr
istic is measurable through the measure of more sub-items.

Iry items hereby described for each sub-characteristic willloe an approximate level for the d
\cteristic value. A formula for this evaluation does not-cdrrently exist and the adoption of al

ach sub-characteristic. Metrics for each elemeéntary item to be measured are described in *
ossible answer for each question: y means yes, n means no and d means discard bg

y/n to a question is related to the comparison of the metric value with an expected v
ue is equal or better then the expected value then the answer is “yes”, otherwise the answg

hlity” characteristic is to be_evaluated with following rules:

hive confidence that the work will find a common agreement in the context of his applicatior].

inctionality
lied needs

ents and if

hphs. Each

efinition of
h emerging

nodel relevant to this evaluation module considers more than one metric for each elemeéntary item

checklists”,
pcause not

hlue: if the
ris “no”.

V@

Vc=2Vsc/nsc

Vsc| =X m, / (n-nd)

isthe measured value of the characteristic

m,

nd

Vsc Isthe measured value of the I-sub-characteristic

nsc is the number of sub-characteristics.

is1if thei-answer is positive, otherwiseis 0

nisthe total number of the measures

is the number of discarded questions

12
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C.1 Scope

C.1.1 Characteristics

Functionality metrics indicate if the software component satisfies the defined requirements. Also the software
component shall satisfy implied user needs; in other words, implicit requirements for the typology of the software
component under evaluation.

Metrics for functionality include indicators for 5 sub-characteristics:

— suitability

— accurgcy
— interoperability
— complfance

— security.

Suitability metrics measure the ratio of the satisfied functions during testing ‘and user operations tq the required
functions; in other words, functions performing tasks which do not conform-te documented requiremenis.

Accuracy metrics measure the precision:
— the rapge of erroneous of calculation
— the difference between the actual and expected results-of task performed
— incongistency between actual operation procedure and documented procedure (for example, in mgnuals)

Interoperability metrics measure the communicability level of the software component with other systems, other
software pfoducts other equipment:

— data tfansfer capability
— commgnd exchange capability

Compliance metrics measure the standardisation level of the software component against regulation ¢r rules of the
environmet.

4

Security metrics méasure the defence performance level against illegal access and/or illegal operation

C.1.2 Leyel.of evaluation

ISO/IEC 14598-5 in annex B (informative) describes the criteria for the selection of the evaluation level.

The criticality of the characteristic measured in this module in respect to different aspects (security, economy,..)
influences the definition of the accuracy of the evaluation, the definition of the quantity of measures to be executed,
and the techniques to be used. The question that determines the evaluation level is: if the “functionality” does not
meet the requirements, what kind of problem exists?

The following table indicates levels and conditions for each level, considering:

— safety aspects;

— economy aspects;

© ISO/IEC 2001 — All rights reserved 13
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— security aspects;

— environmental aspects.

The choice of the level shall be made adopting at least the higher level resulting from the analysis of each aspect.

Levels |safety aspects |economy aspects | Security aspects Environmental
aspects
A many people financial disaster Protection of stra- | unrecoverable
killed (company will not | tegic data and environmental
SUTVive) SEervices damage
B threat to human | large economic Protection of recoverable environ-
lives loss (company critical data and mental damage
engaged services
C damage to Significant Protection against | local pollution
property, few economic loss error risk
people injured | (company
affected)
D small damage | Negligible no specific risk no environmental risk
to property, no | economic loss identified
risk to people

C.1.3 Techpique

The following|table indicates the evaluation techniques adopted to evaluate the FUNCTIONALITY, startipg from the

row relative tp the chosen level and going down; that is;ifthe evaluation level to be adopted is B, the ftechniques
from level B tp level D are applied for the evaluation.

Evaluation t¢chniques for FUNCTIONALITY

Level A formal proofs (adequate techniques does not currently exist for the evaluation
the FUNCTIONALITY atlevel A)

Level B component testing (white-box testing)

Level C review, code ingpeetion

Level D functional testing (black-box testing)

The following|is an intfoductory description of the possible techniques indicated in the table.

Formal proofs

The most common method of program proving is the method of “inductive assertions”. The goal is the development
of a set of theorems about the software component under evaluation. The method begins by writing assertions
about the software component’s input conditions and correct results. A separate proof is necessary to show that the
program will always eventually terminate. Other proof techniques are the methods of “predicate transformers, “sub-

goal induction”, “computation induction”, “structural induction”, and “intermittent assertions”.

In the future, this evaluation module would be enlarged to cover this evaluation level, but presently this level for
FUNCTIONALITY is not measurable.

Component testing

Each software component is tested against the requirements. Also, it is tested to the completely integrated software
components.

14 © ISO/IEC 2001 — Al rights reserved
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White-box testing

This technique permits one to examine the internal structure of the software component: the tester derives test data

from an ex

amination of the program’s logic.

White-box testing is concerned with the degree to which test cases exercise or cover the logic (source code) of the
program. A useful coverage criterion is the “statement coverage”; that is to require every statement in the program

to be exec

coverage’,

Review

uted at least once. Stronger logic-coverage criteria are “path coverage
“decision/condition coverage” and “multiple condition coverage”.

decision coverage

condition

The procgss that involves the visual inspection/analysis of software components and all
documentgtion.

Code insplections

Code inspéctions involves the reading or visual inspection of a software component. The objective is

but not to
design. Co
analysis of

Checklists
The reviey
criteria. QU
informatior
Static anal
It is possil]

static anal
between th

that there g@re no paths which do not reach a“STOP” statement.

Another ty
of all the s

Functiong|
Thisis a p

The specif
specific teq

guessing methods,.™).

ind solutions to the errors. However, this technique is not able to find “high level” errors, 3
de inspection has to be considered as complementary to the computér;based inspection,
code.

activity is based on a defined checklist that permits, the’ activity to be repeated with f
estions in the checklist must be as simple as possibi€; the goal of the question has to b
. Checklists are subjected to revision, integration, and-deletion based on the application’s ¢

ysis of code
le to deduce the existence (possible) of ‘errors in software by analysing its source code

ysis is the “control flow”, in which the-Source code is subdivided into segments and th
e segments are examined to verify, for' example, that there are no segments that cannot b

pe of analysis concerns the:{Call graph”, or “structure of the software system”, that describg
pftware units.

testing
rocess of attempting to find discrepancies between the software product and its external

cation is analysed to derive a set of test cases. It is important to well define the test cag
hniquessatid methods (equivalence partitioning, boundary value, analysis, cause-effect gr

he pertinent

to find errors,
uch as in the
such as static

bW subjective
e elementary
Xperience.

One type of
b relationship
b executed or

s the nesting

specification.

es and apply
hphing, error-

Black-box

testing

The software is viewed as a black box; that is, there is no concern about the internal behaviour and structure of the
program. The tester is only interested in finding circumstances in which the program does not behave according to
its specifications. If there is not adequate exhaustive testing, it will be necessary to define adequate test cases.

C.1.4 Applicability

The scope of this evaluation module is to determine the “functionality measure” for the software product under

evaluation.

This evaluation module is applicable when two kinds of conditions are present:

condition concerning the requirement for the evaluation process:

© ISO/IEC 2001 — All rights reserved
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Applicable when the specific requirements for the evaluation process for the characteristic under evaluation
are satisfied (software requirements for Functionality).

— condition concerning the documentation input to the evaluation:

Applicable to the availability of the documentation input to the evaluation process.

Requirement for the Evaluation Process:

Software requirements for functionality

SUITABILIT
— Al functipnal requirements shall be documented.

— Hardwarg architecture of the product shall be described in the documentation.
— Software| architecture of the product shall be described in the documentation.
— Allinputq, processing and outputs shall be defined.

— The software components given to the laboratory to be evaluated ‘shall be well identified as software
compongnts under evaluation.

— All hw/sw requirements for testing shall be identified.

— The results of performed tests shall be documented.

— Test spefifications shall be fully specified.

— All desigh components shall be traceable with re§pect to functional requirements.
— The hw/qw environment for each test shaltbe described.

— ACCURACY

— The programs and data shall be free from contradictions within themselves and with the documentatjon.
— All functipns mentioned inthe software documentation shall be completely and correctly executable.
SECURITY

— The secyrity regquirements shall be defined.

— All the security threats, security objectives and security enforcing functions shall be identified
— The security enforcing functions shall fulfil security objectives.

NOTE This list of requirements need to be integrated with specific requirements for the software produce under evaluation.
Documentation INPUT to the Evaluation:

Applicable to the availability of the documentation input to the evaluation process

The following table describes the documents/components necessary for the evaluation process for each evaluation
level. Also, the table indicates when in a generic software life cycle the evaluation module may be used.

In the table, all that is defined for a level is valid for the other lower levels.

16 © ISO/IEC 2001 — All rights reserved
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Software components,
documentation required

Applicable Software
Life Cycle Phase

Requirements for the
evaluation

Level A

Software requirement review
report, software requirement
verification report,
requirement measurement
report, software design review
report, software design
verification report, design
measurement report, user
documentation review report,

During all software life
cycle phases

Not applicable

description of software
specification methods and
tools, description of design
methods and tools,
description of programming
language and compilers

Level B

Program review report,
program verification report,
program review report,
program measurement report,
program test plan, program
test report, unit test plan, unit
test report, system
requirement analysis, system
specification and design,
system test plan,
configuration management
plan, configuration
management report, quality
assurance plan, quality
assurance report

During all software life
cycle phases

Co-operation with the
“developer/during the
testing activities (7),
availability to the “target
environment” in which
insttumented code is
executed, availability of
change information
between “evaluation en-
vironment” and “target
environment”.

Level C

Source code, description of
programming language and
compilers, software re-
quirement specification(b),
software design description,
system review repeft;,'system
verification report, system test
plan, system test'report

After the software
development phase

source code written in C
language(6), co-operation
with the “developer” du-
ring the review process

Level D

Executable product (1), pro-
duct deScyiption (2), user
manuah(3), system manuals,
test.cases (4)

Before the delivery of
the product

(1) This means either running the product in the evaluation environment or having the access to the target
environment with the possibility of running the product there.

(2) Product description is a collection of information about what the user expects from the product. It may have the
form of “product coversheet”, or “user requirements”, or other information.

© ISO/IEC 2001 — All rights reserved
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(3) “User manual” is a collection of information about how to utilise the software product. It may also have the form
of “interactive information”, with or without paper support.

(4) “Test cases” include test data and test results. The evaluation process will utilise such information, but is not
limited to it.

(5) “Software requirement specification” means a collection of the essential requirements: functional requirements,
performance design constrains of the software and its external interfaces.

(6) The restriction for the source code language is due to the availability for the laboratory of the “parser” (or

precompiler, or interpreter) for the specified language. It is a temporary restriction, enlarged to other “languages”
when the |abnrntnry can dicr\neo of the relative “parse”

(7) “develope}” in this context is the “organisation” that has produced the software product.

For detailed description about the documentation indicated in the table, refer to ISO/IEC 14598+5.

C.2 Refergnces

and definitions

C.4 Inputgq and metrics

C.4.1 Input|for the evaluation

nformation
N about the

The following
technology -
contents of th

is the minimal input documentation for each evaluation level. See ISO/IEC 14598-5:
Software product evaluation - Rart 5: Process for evaluators (*) for more detailed informatio
e documents.

The titles of t
the developn]
documents. I

he documents are “indicative”; they may change depending on the internal/standard documentation in
ent environment. The contents required as described in (*) should be integrated/describef in similar
should be a uséfulacross reference indicating where the information is needed for the evajuation.

Input for evgluation level-A

Software req
software desi

Lirement review report, software requirement verification report, requirement measurem
gn’review report, software design verification report, design measurement report, user doc

ent report,
Imentation

and tools,

review repor

description of software specification methods and tools, description of design methods

description of programming language and compilers.

Program review report, program verification report, program review report, program measurement report, program
test plan, program test report, unit test plan, unit test report, system requirement analysis, system specification and
design, system test plan, configuration management plan, configuration management report, quality assurance
plan, quality assurance report.

Source code, description of programming language and compilers, software requirement specification, software
design description, system review report, system verification report, system test plan, system test report.

Executable product, product description, user manual, system manuals, test cases.
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Input for evaluation level B

Program review report, program verification report, program review report, program measurement report, program
test plan, program test report, unit test plan, unit test report, system requirement analysis, system specification and
design, system test plan, configuration management plan, configuration management report, quality assurance
plan, quality assurance report.

Source code, description of programming language and compilers, software requirement specification, software
design description, system review report, system verification report, system test plan, system test report.

Executable product, product description, user manual, system manuals, test cases.

Input for gvaluation level C

Source cofle, description of programming language and compilers, software requirement specificafion, software
design degdcription, system review report, system verification report, system test plan, system(test repdrt

Executablg product, product description, user manual, system manuals, test cases.
Input for gvaluation level D

Executablg product, product description, user manual, system manuals, testcases.

C.4.2 Data elements

The informjation to be extracted from the input documents is two'types:

— informfation to the “evaluation process”, for example, reguirements list
— informjation useful to “understand the system”

The first type of information are data to the evaluation process; this kind of data is described in|the following
paragraph [for each metric in which is utilised.

The seconf type of information is not sulject to evaluation; it may consist of various informal documegnts furnished
by the dewveloper to the evaluator; it-is;part of the documentation of the evaluation (for example, fay, mails, etc.).
These documents should be maintained by the evaluators with all other documentation (that is, working reports by
measure aftivities).

This paragraph, 4.2 Data, is defined at a general level in this evaluation module. For evaluation modules at lower

levels, thaj is, Evaluation~module for a “metric” (Fault density), this paragraph should be more dgscriptive and
precise.

C.4.3 Mefrics and measures

The following 15 the decomposition of the characteristic FUNCTIONALIT Y1 sub-characteristics and for each sub-
characteristic the metric to be used for the evaluation is indicated.

Metrics for COMPLIANCE
Compliance with (project) software development standards ratio

The ratio of correctly applied rules related to project development standards to total number of software
development standards rules.
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Compliance

with (project) documentation standards ratio

The ratio of correctly applied rules related to project documentation standards to total number of project
documentation standards rules.

Standardised data format ratio

The ratio of standardised data formats to the data formats to be standardised.

Standardised character ratio

The ratio of standardised graphic characters and control characters to those to be standardised.

Metrics for §

Functions a

UITABILITY

ailable ratio

The ratio of fiinctions effectively at disposal to the user to total number of specified function-

Functional s

The ratio of
operation (op

NOTE Sp)
or described in

Precision of
The ratio of i
Project docu
The ratio of p|
Product doc
The ratio of p

Metrics for A

pecification change ratio

unction that must be changed (change includes addition, modification and deletion) aft
ration testing) to total number of specified function.

ecified function is function which is defined requirements specifications or which is provided by operal
the user manual as user accessible functions.

Input-Output definition ratio

put-output data clearly and correctly defined tostetal number of Input-Output.

mentation ratio

Foject documents available with the préduct to total number of project documents required.
Limentation ratio

Foduct documents available with the product to total number of product documents required

CCURACY

Significant dligits ratio

The ratio of
specific accu

the implemented significant digits to the required significant digits for the data items t
acy.

br entering

pble software

nat require

Volume of thde ratio

The ratio of the actual volume of code to the required volume of code.

Correctness

The ratio of o

ratio

btained data with the needed degree of precision respect to the expected data.

Metrics for INTEROPERABILITY

Communicability ratio

The ratio of network communications that match to network communication standards.

The ratio of common technical vocabulary with the system and all inter-operating systems.

20
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Matched data format ratio

The ratio o

f data formats that match to those of the other systems involved inter-operation.

Matched character ratio

The ratio of graphic characters and control characters matched to those of the other systems in interoperation.

Metrics fo

r SECURITY

Software access control ratio

The ratio 0
Data acce
The ratio 0
Ciphered
The ratio 0
Access hi
The ratio

Access hig
accessed.

Data corrd

Frequency

f unauthorised access to software to the number of attempts.

5s control ratio

f unauthorised access/changes-to-data respect to the number of attempts.
ata ratio

f ciphered data to the data to be ciphered.

Story ratio

tories contain information on by whom, when and which of the confidential information

ption

of data corruption during operation.

Detected abnormal operation ratio

The ratio o

C.5 Inte

f detected illegal operations to.the input of illegal operations.

rpretation of results

C.5.1 Mapping of measures

The evalua
answers tg
characteris

tion scale<for each sub-characteristic of FUNCTIONALITY is related to the percentage of p
the preview questions (see Introduction). The following indicates the expected values for e
tic and the related rated value. The rated value for each sub-characteristic is input to the “fg

pf confidential information records that have access histories to all confidential information records.

records were

DSitive
ach sub-
rmula” for

the evalua‘ion of the characteristic FUNCTIONALITY.

Compliance Suitability Accuracy Interoperability Security

Expected
values:

more than 25% |more than 70% | More than 70% | more than 70% | more than

positive answer | positive answer | positive answer | positive answer | positive answer

70%

© ISO/IEC 2001 — All rights reserved
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Evaluated values | Evaluated values | Evaluated values | Evaluated values | Evaluated values
for Compliance for Suitability for Accuracy for for Security

Rated Interoperability

value

1 (poor) [0 . 0.25] [0 ..0.70] [0 ..0.70] [0 ..0.70] [0 ..0.70]

2 (fair) 10.25 .. 0.50] 10.70 .. 0.80] 10.70 .. 0.80] 10.70 .. 0.80] 10.70 .. 0.80]

3 (good) []0.50..0.75] 10.80 .. 0.00] 10.80 .. 0.00] 10.80 .. 0.00] 10.80 .. 0.00]

4 (excellent) | 0751 10901} T0:901i 10901} 70901

Starting from

Value for FUNCTIONALITY:

where nsc is

the sub-characteristic rated value, the following is the formula for the FUNCTIONALITY.

Vc

=2 Vsc/nsc

OT

C.5.2 Repofting

The results o
with ISO/IEC

The following
e Section

This section ¢

| - Identifications

o Identification of thewevaluator

the pame.af-the evaluator’s organisation,

the qddréss of the evaluator’s organisation,

f the evaluation shall be documented<in an Evaluation Report with structure and contents
14598-5 (Annex A).

summarises sections and contents for the required Evaluation Report template.

f the evaluationreport contains identification information relative to the evaluation performe

e |dentification of evaluation report

22

the number of pages in the report.

the name of the person responsible for the evaluation.

unique identification of the report (for example, serial number),

the location(s) where the evaluation has been carried out (if different from address above),

compliant
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e Identification of requester

— the name of requester’s organisation,

— the address of requester’s organisation,

— the name of software product supplier (if different from name above),

— the address of software product supplier (if different from address above).

e Section 2 - Evaluation requirements

This secti

of the evaluation report shall contain the evaluation requirements:

— algeneral description of the product application domain,

— algeneral description of the product purpose,

—

list of quality requirements and product information evaluated, possibly including refere

characteristics and evaluation levels.

e Sectiopn 3 - Evaluation specification

This secti

— t

of the evaluation report shall contain the evaluation specification:

scope of the evaluation, referring to the product deseription,

— the cross-reference between the information réquested in the evaluation requirements an
components,

— t

— t

specification of measurements and vetifications,

mapping between the specification of measurements and verifications and th

rgquirements.

e Sectio
This sectig
evaluation
shall be pr

e Sectio

4 - Evaluation methods

method includegd-here, the identification of product components on which the method has
pvided.

In 5 - Evaluation Results

This section of the evaluation report shall contain the evaluation results:

nce to quality

 the product

e evaluation

n shall contain the-documentation of the evaluation methods used to perform the evaluatjon. For each

been applied

— the evaluation results themselves,

— intermediate results or interpretation decision, whenever necessary,

— the reference to the tools used during the evaluation.

An Evaluation Report may include the results of more than one Evaluation Module, in that case the structure of the

sections is
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e Section 1 - Identifications

e Section 2 - Evaluation requirements

e Section 3 - Evaluation specification

e Section 4-A - Evaluation methods for Evaluation Module “ XXXXX"
e Section 5-A - Evaluation Results for Evaluation Module “ XXXXX"

e Section 4 B - Evaluation methods for Evaluation Module “YYYYYY”

e Section $ B - Evaluation Results for Evaluation Module “YYYYY”
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