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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) ARCHITECTURE -

Part 5-8: Intelligent grouping and resource sharing for HES Class 2
and Class 3 — Remote access core protocol

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC

-\arﬁr\ipah: n_tha Anx:nlnpmnn} of lnternational Standards fhrnugh teachnical commitieses—astablishad by the
espective organization to deal with particular fields of technical activity. ISO and IEC technical committees
ollaborate in fields of mutual interest. Other international organizations, governmental and non-governmen{al, in
iaison with ISO and IEC, also take part in the work. In the field of information technology, ISO and)IEC [have
pstablished a joint technical committee, ISO/IEC JTC 1.

2) The formal decisions or agreements of IEC and ISO on technical matters express, as neafrly’as possiblg, an
nternational consensus of opinion on the relevant subjects since each technical committee has representation
rom all interested IEC National Committees and ISO member bodies.

3) IEC, ISO and ISO/IEC publications have the form of recommendations for internatienial use and are accg¢pted
y IEC National Committees and ISO member bodies in that sense. While all reas@nable efforts are mafle to
ensure that the technical content of IEC, 1ISO and ISO/IEC publications is accurate, IEC or ISO cannot be| held
esponsible for the way in which they are used or for any misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees and 1SO member bodies undertake to
hpply IEC, 1ISO and ISO/IEC publications transparently to the maximum._extent possible in their nationa| and
egional publications. Any divergence between any ISO, IEC or ISOIIEC publication and the corresponfding
ational or regional publication should be clearly indicated in the latter:

5) SO and IEC do not provide any attestation of conformity. Indépendent certification bodies provide conformity
hssessment services and, in some areas, access to IEC mdrks*of conformity. 1ISO or IEC are not respor]sible
or any services carried out by independent certification bgdies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual experts
hind members of their technical committees and~IEC National Committees or ISO member bodies fof any
ersonal injury, property damage or other damage of any nature whatsoever, whether direct or indirect, ¢r for
osts (including legal fees) and expenses arising out of the publication of, use of, or reliance upon, this ISQ/IEC
ublication or any other IEC, ISO or ISO/IEC/publications.

8) Attention is drawn to the normative references cited in this publication. Use of the referenced publicatigns is
ndispensable for the correct application of this publication.

9) Attention is drawn to the possibility,that some of the elements of this ISO/IEC publication may be the subjéct of
atent rights. ISO and IEC shall'net be held responsible for identifying any or all such patent rights.

Intefnational Standard_ISO/IEC 14543-5-8 was prepared by subcommittee 25: Interconnegtion

of information technology equipment, of ISO/IEC joint technical committee 1: Informgtion

technology.

Thellist of all\currently available parts of the ISO/IEC 14543 series, under the general |title

Infofmationtechnology — Home electronic system (HES) architecture, can be found on| the

IEC|and1SO websites.

Thisitermatiomat-Stanmdard ras beemapproved by vote of the member bodies, andthevoting

results may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A bi

lingual version of this publication may be issued at a later date.

co

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a

lour printer.
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The

INTRODUCTION

ISO/IEC 14543-5 series of standards specifies the services and protocol

of the

application layer for Intelligent Grouping and Resource Sharing (IGRS) devices and services
in the Home Electronic System. Some parts reference Classes 1, 2 and 3, which are HES
designations specified in the HES architecture standard, ISO/IEC 14543-2-1.

The

ISO/IEC 14543-5 series includes the following parts.

— Part 5-1: Core protocol

message-exchange framework among devices.

device and service discovery protocol, device and service description,
invocation, security mechanisms, etc.

other high-speed data transports within a home.
Parts 5-2#: Application profile

Based on the IGRS core protocol.

used in IGRS basic applications.

Multiple application profiles are specified, includings:
— Part 5-21: AV profile

— Part 5-22: File profile

Part 5-3: Basic application

Includes an IGRS basic application list.

Specifies a basic application framework.

function definitions and service invocation interfaces.
Part 5-4: Device validatjen
Defines a standard method to validate an IGRS-compliant device.
Part 5-5: Device type
Specifies IGRS device types used in IGRS applications.
Part 5-6: Service type
Specifies basic service types used in IGRS applications.
Part \677: Remote access system architecture

Specifies the TCP/IP protocol stack as the basis and the HTTP protocol as

Specifies a series of device and service interaction/invocation standards, inclu

Specifies core protocols for a type of home network that supports stréaming media

Specifies a device and service interaction mechanismgas’well as application interfg

the

Hing
vice

and

ces

Specifies operation detailsy (device grouping, service description template, €fc.),

Specifies—the architecture and framework for the remote accessof IGRS devices

and

services in the Home Electronic System. The remote access communications protocol

and application profiles are specified in the following parts of ISO/IEC 14543-5:
— 1SO/IEC 14543-5-8: Remote access core protocol

— ISO/IEC 14543-5-9: Remote access service platform

— ISO/IEC 14543-5-101: Remote AV access profile

— ISO/IEC 14543-5-102: Remote universal management profile

— ISO/IEC 14543-5-11: Remote user interface

— ISO/IEC 14543-5-12: Remote access test and verification

e The relationships among these parts are specified in Part 5-7.
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Part 5-8: Remote access core protocol

e Provides detailed system components, system function modules, basic concepts of
IGRS remote access elements and their relationships, message exchange mechanisms
and security related specifications.

o Specifies interfaces between IGRS Remote Access (RA) client and service platforms.
Defines co-operative procedures among IGRS RA clients.

Part 5-9: Remote access service platform

o Specifies the IGRS RA service platform (IRSP) architectures and interfaces among
servers in the service platforms.

¢+ Based on Part 5-8: Remote access core protocol.

Parts 5-10#: Remote access application profiles

¢ Defines a device and service interaction mechanism for various applications,
¢ Based on Part 5-8: Remote access core protocol.

¢ Two profiles are under development:

— Part 5-101: Remote AV access profile.1 This part defines thé.\Ccommon requirempnts
for IGRS RA AV users and devices in IGRS networks.

— Part5-102: Remote universal management profilex'2 This part specifief a
mechanism for integrating devices with both relatively high and low procesging
capabilities into IGRS networks. It also specifies ‘universal remote device discoyery
and a management framework.

¢ Additional application profiles will be specified-inithe future.
Part 5-11: Remote user interface3

¢ Specifies adaptive user interface generation and remote device control mechanisms
suitable for different remote access applications and devices.

Part 5-12: Remote access test and verification4

¢ Defines a standard method to:test and verify IGRS-RA compliant device and seryvice
interfaces.

Under preparation. Stage at the time of publication: ISO/IEC DIS 14543-5-101:2017.
Under preparation. Stage at the time of publication: ISO/IEC CD 14543-5-102:2016.
Under preparation. Stage at the time of publication: ISO/IEC DIS 14543-5-11:2017.
Under preparation. Stage at the time of publication: ISO/IEC DIS 14543-5-12:2017.
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d) 1

This
submet) for resource sharing and service collaboration among“home and/or remote compu
cong

2

The

cite
any
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ISO
Inte

IETH

IETH

con]jent constitutes requirements of this do¢ument. For dated references, only the ed

INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) ARCHITECTURE -

Part 5-8: Intelligent grouping and resource sharing for HES
Class 2 and Class 3 — Remote access core protocol

ser and device remote discovery and online and offline status management mechanis
ser and device remote access message formats and message exchanging flows, and

emote data and service distribution and sharing mechanisms.

document is applicable to remote access of an IGRS( sub-network (called an I(

umer electronics and communication devices.

Normative references

following documents are referred to in thetext in such a way that some or all of

applies. For undated references, the latest edition of the referenced document (inclu
amendments) applies.

IEC 14543-5-9, Information technology — Home electronic system (HES) architectu
5-9: Intelligent grouping and resource sharing for HES Class 2 and Class 3 — Ren
PSS service platform

IEC 9594-8 | Recommendation ITU-T X.509, Information technology — Open Sysf
rconnection — Thee Directory: Public-key and attribute certificate frameworks

F RFC 2616,"Hypertext Transfer Protocol — HTTP/1.1

- RFC2818, HTTP over TLS

hote

NS,

ms,

5RS
ers,

heir
tion
Hing

Ve -
note

[ETH

E REC 4422 _Simple Authentication-and Security Layer (SASL)

IETF RFC 5246, The Transport Layer Security (TLS) Protocol — Version 1.2

IETF RFC 6120, Extensible Messaging and Presence Protocol (XMPP): Core

IETF RFC 6121, Extensible Messaging and Presence Protocol (XMPP): Instant Messaging

and

Presence

IETF RFC 7622, Extensible Messaging and Presence Protocol (XMPP): Address Format
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Terms, definitions and abbreviated terms

Terms and definitions

the purposes of this document, the following terms and definitions apply.

1

binding
relationship established between a user and a device, which represents an own/owned
relationship between the user and the device

Note|1 to entry: The user and device with binding relationship are shown in each other’s roster. One,use
bind multiple devices, and one device can be bound by multiple users.

3.1.2

buddy

relationship established between two users, which represents that the twg ‘Users trust ¢
othgr

Note|1 to entry: Two users with buddy relationship are shown in each other’s rostef.

3.1.8

conhection ID

instance identification that identifies the connection between\*dser and IRSP” and “device
IRSP”

3.1.4

contact group

set of multiple contacts where each has the samerattribute

3.1.p

dev|ce connection

network connection established between an IGRS RA device and the IRSP

Note
conn

3.1.
dev

1 to entry: Only one device connection can be maintained at any time. Multiple devices of one use
bct to the IRSP simultaneously:

3

D
ce connection ID

identtification that represents an instance of a connection between an IGRS RA device and

IRS

D

EXAMPLE If the'device ID is“#igrsdevice@igrs.com” and the connection ID is “home”, the device connection

“Higr:

Note
conn

device@igrs.com/home”.

1 fo-entry: A device connection ID is unique. The IRSP tests and guarantees the uniqueness of the d
ection 1D.

can

ach

and

can

the

ID is

Pvice

Note 2 to entry: A device connection ID consists of a device ID and a connection ID. A “/” is used to separate
these two IDs.

3.1.
dev

7
ice ID

unique identification of an IGRS RA device

EXAMPLE

the d

evice ID is “#igrsdevice@igrs.com”.

If the local part of a device ID is “#igrsdevice” and the domain name part of the user ID is “igrs.com”,

Note 1 to entry: A device ID consists of a local part and a domain name part. A “@” is used to separate the two
parts. Each device ID starts with a “#”.
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3.1.8
device verification code
string used to examine if the user has the authority to bind a device

Note 1 to entry: For a device without a user interface, the device verification code is used to bind a device to a

user. The device owner guarantees the safety of the device verification code.

3.1.9
IGRS RA device
physical device that is accessible to the IGRS RA user in the IGRS RA system

Note[T To enifry: A binding relaiionship can be established between an TGRS RA device and an IGRS RA
ibjing relationship can be established between two IGRS RA devices.

RS devices. It also provides re-transmission of collaborative messages. The IGRS/RA user and IGRS d
tart a data connection to the IRSP and supports interconnections using~the  data connection an

transmission functions of the IRSP.
3.1.11
IGRB RA service platform

collgction of multiple IGRS RA servers that are deployed on the Internet to maintain
relationships among IGRS RA user and IGRS RAdevice and to exchange collabora
mesisages

user.

user
vice
I re-

the
tive

Note|1 to entry: IGRS RA user and device can establish connections to the IRSP, can send collaborative

mesdages over these connections and can exchange meéssages in the servers of the IRSP.

3.1.12
IGRB RA user
entily that uses the IGRS RA devices and application services

Note|1 to entry: Generally, an IGRS'RA user is a human being. Each IGRS RA user should have a unique user 1D

(identification). A bundle relationship can be established between one IGRS RA user and another. A bi
relatipnship can be established between one IGRS RA user and one IGRS device.

3.1.13
interested connection

conmection thatlagged onto the IRSP using a user ID and requested the roster of that usef

3.1.14
roster
list fhal’stores all users and devices by which this specific user or device is permitted accsd

hding

SS

Note 1 to entry: A roster is managed by the IRSP. Each user or device has one and only one roster on the IRSP.

3.1.15
roster item
item in the roster

3.1.16
service ID
identification of a service
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17
ing

relationship established between two or more devices, which represents that these devices
have a binding relationship with the same user, or these devices belong to the same user

Note

3.1.
use

1 to entry: Devices with sibling relationship are shown in each other’s roster.

18
r connection

network connection established between an IGRS RA user and the IRSP

Note

3.1.
use

1 to entry: Multiple user connections can be maintained simultaneously for one user.

19
F connection ID

identification that represents an instance of a connection between an IGRS RA-user and the
IRSP

EXAMPLE If the user ID is “igrsuser@igrs.com” and the connection ID is “office”, the’ user connection |D is
“igrstiser@igrs.com/office”.

Note|1 to entry: A user connection ID is unique. The IRSP tests and guarantees the uniqueness of a|user
conngction ID.

Note|2 to entry: A user connection ID consists of a user ID and a connection ID. A “/” is used to separate th¢ two
IDs.

Note|3 to entry: The connection ID is set by the user when loggingdn.

3.1.20

userf ID

unique identification of an IGRS RA user

EXAMPLE If the local part of a user ID is “igrsuser” and the domain name part of the user ID is “igrs.com], the
user D is “igrsuser@igrs.com”.

Note|1 to entry: A user ID consists of a(local part and a domain name part. A “@” is used to separate th¢ two
parts]

3.2 | Abbreviated terms

AS autonomous,system

HTTP hypertext thansfer protocol

ID identification

IGRB intelligent grouping and resource sharing

IRSP IGRS RA service platform

NAT network address translation

RA remoteaccess

SASL simple authentication and security layer

TLS transport layer security

TCP/IP transmission control protocol/Internet protocol

Ul user interface

XMPP extensible messaging and presence protocol
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4

Conformance

A system that conforms to this document shall be implemented according to Clauses 5
through 14, where the service flow and message exchange mechanism in each functional
block shall conform to Clauses 6 through 12. The user and device discovery and online status
management shall conform to Clause 13 and the security mechanism in IGRS RA system

shal

5

| conform to Clause 14.

IGRS RA overview

The
to th
ares

Eac
can
user
from

This
incly

a)
b)
c)
d)

This
Thre
1)
2)
3)

The

6

IGRS RA core protocol extends the IGRS application scenarios from the home and o
e mobile and remote access situations. The applications scope is extended from the
to the Internet for both fixed and mobile devices.

N IGRS RA user or device shall have a unique user ID or device ID. ©ne user or deg
establish relationships with other users or devices. Based on thesé) relationships,
or device can obtain and exchange the online/offline status, changing messages,
the other relevant users or devices.

document is based on the concepts of IGRS RA user and IGRS RA device. The cont
de:

GRS RA user and IGRS RA device concepts and relationship management mechanisr
Iser and device remote discovery and online and\offline status management mechanis
iser and device remote access message formats and message exchanging flows, and
emote data and service distribution and sharing mechanisms.

document is the core protocol of IGRS*RA based on IETF RFC 6120 and IETF RFC 6

e types of interactive relationships can be established and maintained:

Binding: relationship between user and device. Binding shows the user ownership of
jevices.

Sibling: relationship, between device and device. When two devices are bound with
bame user, these twa devices are in a sibling relationship with each other.

Buddy: relationship between user and user. Buddy means a trusting relationship.

detailed relationship definitions and management mechanisms are specified in Clause

IGRS;,RA service functional flow

ffice
| AN

vice
one
etc.

ents

ns;

ms;

121.

the

the

10.

The IGRS RA request/response messages shall conform to the request/response model of
HTTP/1.1 (see IETF RFC 2616). A typical service flow of IGRS RA service is shown in
Figure 1.
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< Service Initialization )

Is the
user or device
registered?

Yes

User or device registration

A 4

User or device logging into the
IRSP

The user or device
gets online here

relationship requested to be

Relationship establishment

Is~device
accessrights configuration
required?

No

Device access rights
configuration

&

A

Message exchanging

Do the
relationships need to be
released?

No

Relationship releasing

User or device logging out

The user or device
gets offline here

Service
termination

IEC

Figure 1 — Typical flow of IGRS RA service
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a) Service initialization

User or device service protocol initializes.

b) User or device registration

If this is the first time the user or device is using IGRS service and the user or device has
never registered onto the IRSP, he or it shall register onto the IRSP using his or its ID.
The detailed registration specifications are shown in Clause 7.

c) User or device logins

The user or device shall use a registered user ID or device ID to log into the IRSP to
utilize IGRS RA functions. After successfully logging into the IRSP, the user or device is

nline.
d) Establishing relationships
relationship shall be established between user—device, user—user or device-“device in
rder to exchange messages properly.
e) Device access rights configuration
evice owner may selectively grant different device access rights toother users by deyice
ccess right configuration to reduce user authentication times required. By using |this
evice access rights configuration, the other users can still access the devices even if the
evice owner is not online. The detailed specifications are shown in Clause 10.
f) Exchanging messages
unctions and services can exchange messages bétween user—device, user—usef or
evice—device that have established relationships.
g) Releasing relationships
elationships between user—device, user—user.or device—device can be released.
h) User or device logouts
he user or device shall send logout messages to the IRSP prior to exiting the seryice.
fter successfully logging out from the IRSP, the user or device is offline. When the pser
r device loses Internet connectionyit is considered as offline too.
i) Pervice termination
The user or device shall tecminate service as the final step.
7 [Registration management
7.1 User or device-registration flow
After the serviceris initialized, the user or device shall register onto the IRSP. The usqgr or
device registration flow is shown in Figure 2.
IGRS RA User or Device IRSP
Initialisation Service Init

Registration Request

v

Registration Registration Response

IEC

Figure 2 — IGRS RA user or device registration flow
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The user or device shall send a registration request message to the IRSP. The IRSP shall
send a registration response messages to the user or device according to the registration
results.

User registration and device registration are two independent procedures.

7.2 User registration management

The IGRS RA user shall send a registration request message as in Message 1.

M 4 . . |

http(s)://Domain Name of the Account Serveriregister.xml?name=/local part ofcthe Uger
ID&password=Password&domain=Domain Name of the Message Server

NOTE 1 Italics indicate where content is to be inserted; all other text in message |definitions is fixed in this
document.

NOTE 2 All contents in the message definition are mandatory in this document

Thelfunctionalities and the relative information of the Account Server and the Message Server
are ppecified in Clause 7 of ISO/IEC 14543-5-9:2017.

Addjtional segments may be required in addition to the;above message.

The|IRSP shall send a registration response message to the IGRS user when it receives| the
regigtration request message from an IGRS user. The “http” response status code and| the
confents of the registration response messages are seen in 7.4.

The|specification of user ID is specified,in IETF RFC 7622. Additional specifications in IGRS
RA system are given as the following-
a) Each IGRS user has one unigue user ID, the first character of the user ID shall not be |'#”.

b) When the user sets the-lecal part of his/her user ID, the IRSP shall verify if this palt is
bxclusive.

c) The IRSP may provide additional user registration interface in addition to the Uuser
fegistration interfaces based on HTTP.

7.3 | Device registration management

The|lGRS_device shall send a registration request message as in Message 2.

Message 2 — Device registration request message

http(s)://Domain Name of the Account Server/register.xml?name=device ID & password=
Password&domain=Domain Name of the Message Service&verifycode=device verification
code&type=device type&vendor=device vendor&model=device model

where the “verifycode”, “type”, “vendor” and “model” are optional parameters. More
information can be requested in addition to the above information.

The functions and the relative information of the Account Server and the Message Service are
specified in ISO/IEC 14543-5-9.
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The service platform shall return a registration response message when it receives a
registration request message from the device. The http response status code and contents in
the registration response messages are specified in Table 1.

The format of device ID is specified in IETF RFC 7622. Additional specifications in the IGRS
RA system are as follows:

a) Each device ID starts with “#”.

b) Each IGRS RA device shall have a unique local part of the device ID. This local part of the
the
the
be
reated as the exact same device as the old one (with the same local part in the deyicg ID).

c) |In addition to the HTTP based device registration interface, IRSP can providé.'additipnal
device registration interfaces.

7.4 | Registration response status code

The|registration response status code sent by the service platform to the registration reqpest
usel or device is shown in Table 1.

Table 1 — Registration response status code and(the contents in the
registration response message's

Status code Result Message content

200 Success

400 Parameter error <grror>
<code>400</code>
<detail>bad request</detail>
</error>

421 ID already exists <error>
<code>421</code>
<detail>id existed</detail>
</error>

500 Internal server error <error>

<code>500</code>

<detail>server internal error</detail>
</error>

In Thble 1, “Result”is not sent, but “Status code” and “Message content” shall be sent.

Whgn the “Status code” is 200, the “Message content” shall be empty.

8 [Lodgin

8.1 User or device login flow

After registering to the IRSP successfully, the user or device shall login to the IRSP each time
it has Internet access. The flow of user or device logging into the IRSP is given as in Figure 3.
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IGRS RA User or Device IRSP

Login Request

A\ 4

Login Login Response

A

IEC

Figure 3 — IGRS RA User or Device Login Flow

The
resy

8.2

The
the

connmection shall follow the TLS protocol specified in Clause 5 of IETF RFC 6120.

In addition, an IGRS RA user connection shall also follow the~SASL protocol as specifig

Clay

8.3

Afte
flow|

As d

conmection ID binding process, the client shall provide the corresponding connection ID

repr|
des

Whd
mod

It response message to the user or device.

User connection

establishment, maintenance and termination of an IGRS RA user cahnéction shall fo
Client-to-Server communication interactive flow specified in IETFI\IRFC 6120. The

se 6 of IETF RFC 6120 to implement the authentication process.

Messages for user connection ID binding

r completing the SASL authentication negotiation, the user connection shall follow
5 specified in Clause 7 of IETF RFC 6120 to jimmplement resource binding.

ne user may be logged in from multiple-focations using the same user ID, during the

esent the locations of the user conpection. The connection IDs shall contain relevant
riptions in order to distinguish the different login instances of this one user.

never an IGRS RA device-initiates a user connection, the IGRS RA user should us¢
el number or some characteristics of the device that this user is connected to as

bin

ing process as specified in Clause 7 of IETF RFC 6120.

017

user or device sends a login request message to the IRSP and the IRSP returnsha‘lpgin

llow
iser

d in

the

iser
s to
iser

the
the

conmection ID of this user-connection. That is, the user shall send a user connection ID
binﬂving request message shown in Message 3 to the IRSP during the user connectio

n 1D

<iq

Message 3 — User connection ID binding request message

type='set' id="'message SN'>
<bind xmIns='urn:ietf:params:xml:ns:xmpp-bind'>

<resource>Model number or some characteristics of the device which tlhis

ucar ic nnnnacntad fnc/racnurca>
HSeH—15—6GORAE6te61to<reSoutce

</bind>

</ig>

The

IRSP shall return the user connection ID binding response message as in Message 4.


https://iecnorm.com/api/?name=87d73606cab1a93ebd92b8562a880f7d

ISO/IEC 14543-5-8:2017 © IEC 2017 -17 -

Me

ssage 4 — User connection ID binding response message

If successful:

<iq id='message SN' type='result'>
<bind xmlIns="urn:ietf:params:xml:ns:xmpp-bind'>
<jid>User connection ID</jid>
</bind>
</ig>
If fpiled:
<iq id=' message SN' type='error'>
<error type='modify'>
<bad-request xmins='urn:ietf:params:xml:ns:xmpp-stanzas'/>
</error>
</|g>
8.4 | Device connection
The|establishment, maintenance and termination of IGRS RA( device connection shall fgllow

the

In addition, an IGRS RA device connection shall also follow the SASL protocol specifig

Clay

8.5

Afte
spe
may

The
one
repl

The

sendl Message 5 to.the IRSP.

se 6 of IETF RFC 6120 to implement the authentication process.

Messages for device connection ID binding

be provided by the device or the IRSP.

device ID instance shall be found online at any given time. A new connection {
hce the old one if exactly the same device ID logs in again and creates an ID binding.

device ID binding“progress is described in Clause 7 of IETF RFC 6120. The device {

Client-to-Server communication interactive flow specified)in IETF RFC 6120. The deyice
conmection shall follow the TLS protocol specified in Clause. 5 of IETF RFC 6120.

 the SASL authentication negotiation, the device connection shall follow the flows
ified in Clause 7 of IETF RFC 6120 to implement ID binding. The device connectiop ID

connection ID of a device@onnection ID binding is to the local part of the device ID. Only
hall

hall

Message 5 — Device connection ID binding request message

<iq type="set' id='message SN'>

<bind xmIns='urn:ietf:params:xml:ns:xmpp-bind'>
<resource>Local part of the device ID</resource>
</bind>

</ig>

The

IRSP shall return device connection resource binding response messages as

Message 6.

in
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If

</i

Message 6 — Device connection ID binding response message

If successful:

<iq id="message SN' type='result'>

<bind xmiIns="urn:ietf:params:xml:ns:xmpp-bind'>
<jid>Device connection ID</jid>
</bind>

</ig>

piled:

<iq id='message SN' type='error'>

<error type='modify'>
<bad-request xmins='urn:ietf:params:xml:ns:xmpp-stanzas'/>
</error>
]>

9

9.1

The
sele

Device access rights configuration

Overview

purpose of device access rights configuration is te allow the device owner to ¢
cted device access rights to other users and to,'reduce the user authentication ti

reqired. By acquiring certain device access rights)” the permitted users can still use

devi

The
list i
set
devi

ce even when the device owner is offline.

device access rights of a user shall be~configured by including a device-accessible

In the device access rights configuration’request messages. The device owner can fle
he device access rights of all users;;including buddies and non-buddies. Only users in
ce-accessible user list may access*the device.

Ong| device may possess multiplte services or functions. For the sake of security and sa

the

Hevice owner may not want to make available all the services and functions to the 9

usells. A device-accessible scope shall be configured in the device access rights configursg
reqyest messages. This\can limit the services and functions that the other users can acc
An accessible service ljst is used to set the device accessible scope.

9.2

The

Messages-for device access rights configuration request

user sends a device access rights configuration request as in Message 7 by using

usel connhection to the IRSP to configure the device access rights.

rant
mes
the

iser
ibly
the

ety,
ther
tion
ess.

the
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Message 7 — Device access rights configuration request message

<iq type='set' id="'message SN' to='Device ID of the configured device'>
<setaccess xmlIns=" http://www.igrs.org/spec2.0/basic#setaccess '>
<accessuserlist>
<jid>User ID</jid>
<jid> User ID </jid>

</ accessuserlist >

<accessservicelist>
<serviceid>Service ID</serviceid>
<serviceid>Service ID</serviceid>

</accessservicelist >
</setaccess >

</ig>

In the above message, the “accessuserlist” field represents device accéssible user list, [and
the faccessservicelist” field represents accessible service list.

9.3 | Messages for device access rights configuration response

Whgn the IRSP receives a device access rights configuration request message from a user, it
shall verify the relationship between the user and the configured device. If the user and| the
configured device have an existing binding relationship, the IRSP regards the user as owner
of the configured device, and it shall return a sucCessful device access rights configurgtion
resgqonse message to the user. Otherwise, itsshall return a failed device access rights
confliguration response message.

The|device access rights configuration respense message is given as in Message 8.

Message 8 — Device access rights-configuration response message

If quccessful:

<iq type='result' id='message SN' to='User ID'>

<setaccess xmlns='http://www.igrs.org/spec2.0/basic#setaccess'>
<deviceid>Device ID of the configured device</deviceid>

</setaccess >

</ig>

If fpiled:
<iItype='error' id='message SN' to='User ID' >
setaccessxmins=httpHwww igrs-orgrspec2-Otbasic#setaccess™
<deviceid> Device ID of the configured device</deviceid>
<error type='cancel’>
< not-acceptable xmins='urn:ietf:params:xml:ns:xmpp-stanzas'>
<text xmIns='urn:ietf:params:xml:ns:xmpp-stanzas'>
Reason for device access rights configuration failure
</text>
</error>
</setaccess >

</ig>

The reason for device access rights configuration failure can be included into the message
optionally.
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10 User and device relationship management

10.1 Overview

The concept of “user” is introduced into the IGRS RA system with three types of interactive
relationships: “user—device”, “device—device” and “user—user’. These are defined and
maintained as collaborative relationships in the IGRS RA system. Moreover, there are two
ways to set up the relationships: 1) “Request which needs the approval from the target” and 2)
“Request which does not need the approval from the target”. The corresponding message
flows are shown in Figure 4 and Figure 5, respectively.

User or Device 1 | IRSP User or Device\2

Relationship Establishment Request N

g

Relationship Establishment Request

Relationship Establishment
Hequest which needs Relationship Establishment Response

approval from the target <

> Relationship Update

Figure 4 — Flow of relationship establishment request
which needs approval from-target

Relationship Establishment Response

<«

IEC

In the workflow of Figure 4, the user or device 1 sends a relationship establishment request
meslsage to the IRSP. The IRSP forwards the request message to the target user or devide 2.
The|target user or device 2 replies to this relationship establishment request message |and
sendls a relationship establishment response message to the IRSP. Once the IRSP recefives
the response message, it updates the new-relationship if the relationship is established [and
forwards the response message to the gource user or device 1.

| User or Device 1 | | IRSP | | User or device 2 |

Relatienship Establishment Request

>

Relgtionship establishment
réquest which doesn’t . .
n¢ed approval from the Relationship Update

target Relationship Establishment Response

<

IEC

Figure 5 — Flow of relationship establishment request which
does not need approval from target

In the workflow of Figure 5, the user or device 1 sends a relationship establishment request
message to the IRSP. The IRSP decides if the relationship can be established according to
the Pre-approval status of the target user or device 2 that has been stored on the IRSP in
advance. Finally, the IRSP updates the new relationship if the relationship is established and
sends a relationship establishment response message to the source user or device 1.

Three types of interactive relationships can be established as shown in Figure 6:
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b) Sibling between device and device
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c) Buddy between user and user

Figure 6 — IGRS RA Relationships

Binding: user—device

This is a relationship between user and device as shown in Figure 6 a). The binding shows
the user ownership of the devices. A “roster”.is maintained for each user or device. A lser
an be found in the corresponding roster“of the binding device. By the same tokep, a
evice can be found in the corresponding“toster of the bound user. The user is perm|tted

obtain information of the binding“device (device IDs, online/offline status, gtc.).
ollaborative message exchanges are allowed between a user or device and the bqund
evice or user. One user may bind multiple devices and one device may be bound by
ultiple users.

In Figure 6 a), “User A” owns-three devices: A1, A2 and A3. That is, “User A” has binfing
elationships with “DevieenA1”, “Device A2”and “Device A3”. All three devices and Usper A
xist in the others’ roster. When “User A” changes its online/offline status, “Device A1”,
Device A2”and “Device A3” all receive a notification message. By the same token, when
any of the threéey~devices changes its online/offline status, “User A” receivep a
orresponding noatification. “User A” can choose one device as the target and send| the
ollaborative.application messages to it. Similarly, any one of the three devices can plso
set “User A’-as the target and send the collaborative application messages.

«

Bibling:xdevice—device

This“is a relationship between device and device as shown in Figure 6 b). When|two
deviCes are bound with the same user, these two devices are in a sibling relationship lwith
each other. Sibling devices shall be listed in each other’s roster. One device shall be
allowed to get information about its sibling devices (device IDs, online/offline status, etc.).
All sibling devices can exchange collaborative messages with each other.

In Figure 6 b), “Device A1”, “Device A2” and “Device A3” all belong to “User A”; thus they
are in a sibling relationship with each other and they shall exist in the other siblings’ roster.
Whenever one of the devices changes its online/offline status, its siblings shall receive the
corresponding notifications. Any one of the devices can choose one of its siblings as the
target and send the collaborative application messages.

Buddy: user—user

This is a relationship between user and user as shown in Figure 6 ¢). Buddy means a
trusting relationship. A buddy user shall be listed in his/her buddies’ roster. User shall be
allowed to get information (user ID, online/offline status, etc.) of his/her buddies. User can
exchange collaborative messages with his/her buddies.
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10.4 Relationship management mechanism

A user can choose to set his/her device access rights to other users. When one user
grants device access rights to his/her buddies, the accessible binding devices and this
user shall then be listed in his/her buddies’ roster. This simplifies the user authentication
process of the system; in particular, when the user is not online, other buddies shall still
be allowed to access the user’'s devices. This means that the user’s binding devices can
be set as the targets and his/her buddies can send collaborative messages to access
these devices.

If a user does not give his/her device access rights to the other users, his/her binding
device shall not be listed in his/her buddy’s roster. His/her buddy shall not be allowed to
get information (user ID, online/offline status, etc.) of his/her bound device. His/her buddy

i i i i vice
aintains both the user connection and device connection simultaneously, the“uger’s
uddy can still achieve collaborative applications with the user’s bound device ndirectly
y sending collaborative messages using the user connection, or by sending céllaborgtive
essages to the PubSub (Publish-Subscribe) node of the user.

In Figure 6 c), “User A” and “User B” have a buddy relationship. They exist-in each other’s
oster. When one of the users changes the online/offline status, the other shall receiye a
otification. “User A” or “User B” can set the other one as the target and gend
ollaborative application messages to each other. “User A” can choose to give the dejvice
ccess rights of “Device A1”, “Device A2”and “Device A3” to “User B”. If the access rights
}re granted, the three devices shall then be listed in the rester of “User B”. Whengver
hese devices change the online/offline status, “User B%'shall receive notificatipns.
User B” can set the devices as the target and send cellaborative messages. “User B”
s$hall also be listed in the rosters of the three devices.xThe detailed introduction of dejvice
gccess rights configuration is given in Clause 9.

The[IGRS RA relationship management mechanism is an extension to the general rgster
management mechanism defined in IETF RFEC;6120. The concepts of “User” and “Device’| are

intrgduced and the roster management flow_is extended.

a)

b)

c)

PubSub subscription management.itv relationship management

A PubSub node is establishedfor each user and device to support different interagtive
odes. Whenever the IRSReXecutes any relationship operations between the IGRS RA
sers and devices, it .shall also execute any corresponding PubSub subscrigtion
perations simultaneously (see IETF RFC 6120).

ecognition of all relationship operations

s described in-10.1, different relationships are established between users and devices.
hese relationships are stored in the rosters of the users and devices. However, because
ifferent relationships have different meanings, when the IRSP processes the roster-
elated meSsages, it first needs to determine the types of object (user or device) thaf are
involved.before establishing the corresponding relationship.

In order to determine the correct relationship, the user ID or device ID is required. Thelfirst
haracter of an IGRS RA device ID shall be “#”, and the first character of an IGRS RA
user ID shall not be “#” (see 7.2 and 7.3).

Rules of relationship establishment

During the process of relationship establishment, if the target object of the relationship
establishment is an IGRS RA user, the subscription request of the presence status of the
user shall be sent to the online resources of the user. The target user shall decide to
accept or reject this subscription request.

If the target object of the relationship establishment is an IGRS RA device with Ul, the
subscription request to the device presence status shall be sent to the device. The device
shall display the subscription request and let the user decide to accept or reject this
subscription request.

If the target object of the relationship establishment is an IGRS RA device without Ul, or if
the user cannot directly process the relationship establishment for whatever reason, a
device verification code shall be used to extend the presence status subscription
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management. The IGRS RA user or device first creates a user or device verification code.
When another user or device wants to subscribe to the presence status of this user or
device, he or it shall include a user or device verification code of the target user or device
in the subscription request messages. If the user or device verification code in the
subscription request message matches the user or device verification code of the target
user or device, then the subscription request message is approved automatically. The
detailed methods of device verification code generation are outside of the scope of this
document.

This document specifies IGRS RA relationship management mechanism in terms of how to
establish and release relationships. In the following descriptions, the source is the object

WMWM&M&@H_&W&MN%
he subscription request.

10.3 Relationship establishment

10.3.1 Messages for relationship establishment request

A source shall follow 3.1.1 of IETF RFC 6121 to send presence subscription request to| the
targpt to establish relationship.

Whgn an IGRS RA user intends to establish a binding relationship~with an IGRS RA dejvice
withput Ul, the presence subscription request message shall follow'Message 9.

Message 9 - Binding relationship establishment «request message with devjce
verification code

<ptesence id='message SN' to='"target device ID' type='subscribe'>

<igrs xmiIns="http://www.igrs.org/spec2.0/basic#relationship>
<verifycode> target device verification cade (optional)<verifycode>

</igrs>

</gresence>

10.3.2 Relationship establishment request procedure for IRSP
10.3.2.1 Overview

Whan the IRSP processes the relationship establishment request sent from an IGRS RA yser,
3.1.R of IETF RFC 6121 shall be followed.

10.3.2.2 Target does not exist

Whan the IRSP-receives the relationship establishment request message from the sourde, it
shall first check whether the target exists. If the target user or device ID does not exist in the
IRSP, it”shall discard the relationship establishment request and stop the subsequent
prodessing.

10.3.2.3 Target exists and IRSP accepts request automatically

If the IRSP finds the target device or user ID and the relationship establishment request

satisfies one of the following three conditions:

a) the source has successfully subscribed to the presence status of the target;

b) the source holds Pre-approval status in the roster of the target;

c) the relationship establishment request message includes the device verification code, and
it matches the device verification code of the target stored in the IRSP;

then the IRSP shall accept the relationship establishment request automatically and send a
relationship establishment acceptance response message to the source as in Message 10.
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Message 10 — Relationship establishment acceptance response message

<presence id='message SN' from='target user or device ID' to='source user or device ID'
type='subscribed'/>

If the target is online, for each online connection instance of the target, the IRSP shall send
an online announcement message as in Message 11 to the source.

Message 11 — Target online announcement message

<presence from='target user or device ID' to='source user or device ID'/>

If the request is a binding relationship establishment request (the sourcelis’an IGRS RA user
and|the target is an IGRS RA device), the IRSP shall set the group attribute of the target in
the roster of the source as MyDevices, and set the group attribute of the source in the rdster
of the target as MyOwner.

10.3.2.4 Target exists and IRSP forwards request to target

If the relationship establishment request does not satisfy(the conditions listed in 10.3.2.3] the
IRSP shall forward the relationship establishment request message to all the online resoufces
of the target (generally an IGRS RA user).

If the target has no online resource, the IRSP*shall first store the relationship establishment
reqest message and then send the request’message to the target when any of the tgrget
resdurces is online.

If the request is not accepted or rejected by any target or the IRSP, the IRSP shall send the
aboye relationship establishment<request message to the new online resource of the tdrget
whenever a new online resource-is created by the target. However, for the same source the
IRSP shall only store the latest'relationship management message received from the soyrce.
That is, if the source has sent multiple relationship management messages to the target when
the |target is offline, then ‘when the target goes online, the IRSP shall only send the |last
relationship management message received from the source to the online resources of| the
targpt.

10.3.3 Target-accepts or rejects relationship establishment request

Whgn thefarget receives a relationship establishment request message, it shall accept or
rejectdhe’request according to its local service logic. The local service logic of the target is
defined’and implemented by the target jtself For example the request may be displayed with
a Ul so that the user may decide whether to accept the request, or the request may be
automatically processed depending on the result of comparing the internal device verification
code without any user intervention, etc.

If the target accepts the relationship establishment request, the target shall send a
relationship establishment acceptance response message as in Message 10 to the source.

The target shall still send a relationship establishment acceptance response message as in
Message 10 to the specified source to pre-approve relationship establishment even when a
relationship establishment request message is not received. If a target sets “Pre-approval” to
a specified source on the IRSP, once the IRSP receives a relationship establishment request
message from the source, it shall accept the request according to 10.3.2.3 automatically
without forwarding the request message to the target.
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If the target rejects the relationship establishment request, it shall return a relationship
establishment rejection message to the source as in Message 12.

Message 12 — Relationship establishment rejection response message

<presence id='message SN' from='target user or device ID' to='source device or user ID'
type='unsubscribed'/>

Whgn the IRSP receives a relationship establishment acceptance response message ds in

¢ no
itemls for the source in the roster of the target (for example, the target sends a(rélationship
estgblishment acceptance response message as in Message 10 withoutYpeceiving [any
relationship establishment request message from the source), additional flow processes|are
needled to extend those described in 10.3.2.3.

The|IRSP shall create or update a corresponding item in the roster of the target. The Jabber
ID (PID) attribute of this item is the source user or device ID. . The other attributes shall be
configured as in Table 2.

Table 2 — Rules of IRSP processing target relationship establishment
acceptance response messages

Original status New status Forward or not
None None, Pre-approval No
None, Pre-approval None, Pre-approval No
None + Pending Out None + Pending Out, Pre-approval No
None + Pending Out, Pre-approval None + Pending Out, Pre-approval No
None + Pending In From Yes
None + Pending Out + In From + Pending Out Yes
To To, Pre-approval No
To, Pre-approval To, Pre-approval No
To + Pending In Both Yes
From From No
From*+'Pending Out From + Pending Out No
Both Both No

In the case of the “Forward or not” item being “Yes” in Table 2, the IRSP shall send a
relationship establishment acceptance response message as in Message 13 to the source. In
addition, if the target is online, for each online resource of the target, the IRSP shall send an
online advertisement message as in Message 14.

Message 13 — Relationship establishment acceptance response message

<presence from='target user or device ID' to='source user or device ID' type='subscribed'/>
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Message 14 — Target online advertisement message

<presence from='target user or device ID' to='source user or device ID'/>

In Table 2, if the new status is “From”, the IRSP shall examine if the relationship
establishment acceptance response message is a binding relationship management message.
If it is (the source is an IGRS RA user and the target is an IGRS RA device), the IRSP shall
set the target group attribute in the source roster as MyDevices, and set the source group
attripute-mthetargetrosteras MyOwrer:

In tHe above steps, if the IRSP creates or modifies any items, it shall push a message-with the
credted or modified items as in Message 15 to all the interested resources of the ¢arget.

Melssage 15 — Roster message pushed by the IRSP to all the interested connectigns
of the target

<iq to='interested connection ID of the target' type='set' id="message SN'>
<query xmlIns='jabber:iq:roster'>
<item jid='source user or device ID' name='name\ 'subscription="new status
<group>contact group</group>
</item>
</query>

v

</ig>

The|<group> segment in Message 15 is optional)lf the roster does not have a group, then|this
segment is removed.

10.4 Releasing relationship

Any|of the two parties in a relationship can send a relationship releasing request message to
the |IRSP to release the existing-relationship. The relationship releasing flow is showh in
Figyre 7.

| User or device 1 I | IRSP | | User or device 2 |

Relationship Releasing Request

Relationship Releasing ) Relationship Update

Relationship Releasing Response

<«

IEC

rigure 7/ — Flow ot relationship releasing

When an IGRS RA user wants to release an existing relationship, he or she shall follow 3.1.1
of IETF RFC 6121 and send a presence unsubscription request message as in Message 16 to
the IRSP.

Message 16 — Relationship releasing request message sent by an IGRS RA user

<presence id="'message SN' to='"target user or device ID' type="unsubscribe'/>
</presence>
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The IRSP shall check if the device ID of the to-be-released device exists in the roster of the
user. If it does not exist, the IGRS RA service shall discard the request; otherwise, the IRSP
shall follow IETF RFC 6121 to modify the items and send the messages accordingly.

When an IGRS RA device wants to release its relationship with a user, it shall follow 3.1.1 of
IETF RFC 6121 to send a presence unsubscription message as in Message 17 to the IRSP.

Message 17 — Relationship releasing request message sent by an IGRS RA device

<presence id='message SN' to="target user ID' type="'unsubscribed'/>

</nresence>

The| IRSP shall check if the user ID of the to-be-released user exists in the roster of| the
device. If he/she does not exist, the IGRS RA service shall discard the request; otherwise| the
IRSP shall follow IETF RFC 6121 to modify the items and send the messages accordingly.

10.9 Device verification code management
10.9.1 Device verification code management initiated by IGRS(RA user

An |GRS RA user shall send device verification code management request message as in
Mesisage 18 to create/modify/delete his or its device verificationrcode of his or her devices|

Mjssage 18 — Device verification code managemént 'request message sent by IGRS
RA user

<iq type='set' id="message SN' to="target device\lD'>
<queryxmlins="http://www.igrs.org/spec2:0/basic#relationship'>

<verifycode>empty or new device verification code<verifycode>
</query>

</ig>

IRSP shall set the device verification code of the IGRS RA device in the database as|the
“ver|fycode” segment in Message 18 once it receives a device verification code management
reqest message as in Message 18. If the “verifycode” segment is empty, the IRSP sghall
rempve the device verification code of the IGRS RA device. This means that the IGRS| RA
device has no device~verification code in the IRSP. After successfully processing the dejvice
verification code management request message, the IRSP shall return Message 19.

Melssage 19~ Device verification code management acceptance response messdge
forirequest message sent by IGRS RA user

<iq from='target device ID' to="source user ID of the management request message'
type=lresult' id='message SN'>
<query xmiIns="http://www.igrs.org/spec2.0/basic#relationship'>
<verifycode> ‘verifycode’ in the request message<verifycode>
</query>

</iq>

If the IRSP fails to process the device verification code management request message, it shall
return a device verification code management error response message as in Message 20.
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<iq
typ

from='target device ID' to=' source user ID of the management request message'
e='error' id='message SN'>
<query xmiIns="http://www.igrs.org/spec2.0/basic#relationship'>
<verifycode>‘verifycode’ in the request message<verifycode>
</query>
<error type='cancel'>
<internal-server-errorxmins='urn:ietf:params:xml:ns:xmpp-stanzas'/>

Message 20 — Device verification code management error response message for
request message sent by IGRS RA user

</error>
</ >
10.9.2 Device verification code management initiated by IGRS RA device
An IGRS RA device shall send device verification code management requést message gs in
Mesfisage 21 to create/modify/delete its device verification code.
Melssage 21 — Device verification code management request (message sent by IGRS
RA device
<iq type='set' id="'message SN'>
<queryxmlins="http://www.igrs.org/spec2.0/basic#relationship>
<verifycode> empty or new device verification code <verifycode>
</query>
</ >
IRSP shall set the device verification code ©f the IGRS RA device in the database as|the
“ver|fycode” segment in Message 21 once*“it receives a device verification code management
reqest message as in Message 21. Ilfithe “verifycode” segment is empty, the IRSP ghall
rempve the device verification code of“the IGRS RA device. This means that the IGRS| RA
device has no device verification code in the IRSP. After successfully processing the dejvice
verification code management request message, the IRSP shall return Message 22.
Message 22 — Device verification code management acceptance response messdge

fon

<iq
SN

</i

request message sent by IGRS RA device

to='source device’/ID of the management request message' type='"result' id='message
>
<quepy, Xmins="http://www.igrs.org/spec2.0/basic#relationship'>
<verifycode> ‘verifycode’ in the request message<verifycode>
<lquery>
]>

If the IRSP fails to process the device verification code management request message, it shall
return a device verification code management error response message as in Message 23.



https://iecnorm.com/api/?name=87d73606cab1a93ebd92b8562a880f7d

-30 - ISO/IEC 14543-5-8:2017 © IEC 2017

Message 23 - Device verification code management error response message for
request message sent by IGRS RA device

<iq to=' source device ID of the management request message' type='error' id="message
SN'>
<query xmiIns='http://www.igrs.org/spec2.0/basic#relationship'>
<verifycode>‘verifycode’ in the request message<verifycode>
</query>
<error type='cancel'>
<internal-server-errorxmins='urn:ietf:params:xml:ns:xmpp-stanzas'/>
</error>

</ >

11 [Message exchange

11.1 Overview

In the IGRS RA system, the messages exchanged between users-and devices shall all go
through the IRSP. The IRSP shall identify the usability of the exchange request message from
the source user or device and terminate the message exchange ‘procedure when the following
case¢s happen:

a) the source user or device does not have the message €xchange rights with the target;

b) relationship between the source and target does.not allow message exchange between
them;

c) request message contains wrong contents.

11.4 User or device — User or device message exchange that needs response

Fungtional flow is shown in Figure 8.

Ipitiator User or Device IRSP Target User or Devicq

Message Exchange Request N

Message Exchange Request

Message Exchange Response

A

Message Exchange Response

A

IEC

Figure 8 — Flow of message exchange between user or device and
user or device that needs response

When a user or device wants to exchange messages with another user or device, and
he/shel/it needs the target user or device to return a response message, the message
exchange source shall send a message exchange request message to the IRSP as in
Message 24.

Message 24 — Exchange request message that needs response

<iq id="'message SN' from=‘source user or device ID’ to="target user or device ID'
type=‘get’>
<query xmins=*‘http://www.igrs.org/spec2.0/basic#control’>
<data>request_data base64</data>
</query>

</ig>
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The IRSP shall receive the exchange request message and forward the received message to
the target user or device. The target user or device processes according to the message
content and sends the response message to the IRSP. The response message shall be as
shown in Message 25.

Message 25 — Exchange request response message for Message 24

If successful:

<iq id=‘message SN’ from=’target user or device ID’ to=‘source user or device ID’

ty =‘result’>

<query xmlns=‘http://www.igrs.org/spec2.0/basic#control’>
<data>response_data base64</data>

</query>

</iq>
If fpiled:

<iq id=‘message SN’ from=’target user or device ID’ to=‘source \user or device |(ID’
type=‘error’>
<error code=‘503" type=‘CANCEL’>

<service-unavailable xmins=‘urn:ietf:params:xml.nsi:xmpp-stanzas’/>
</error>

</ig>

The|IRSP shall forward the request response messageyto the source user or device.

11.3 User or device «— User or device message exchange that does not need respornse

Fungtional flow is shown in Figure 9.

nitiator User or Device IRSP Target User or Devicg

Message Exchange Request

Y

Message Exchange Request

IEC

Figure 9—\Flow of message exchange between user or device and
user or device that does not need response

Thig flow is-Useéd to exchange messages when one user or device requests a mesdage
exchanging.with another user or device but does not need the target user or devicg to
resgond(to‘the request. The source shall send Message 26 to the IRSP.

Message 26 — Exchange request message that does not need response

<message id=‘message SN’ from=‘source user or device ID’ to="target user or device ID'
type=‘normal’>
<query xmiIns=‘http://www.igrs.org/spec2.0/basic#status’>
<data>data_base64</data>
</query>

</iq>

IRSP shall receive the exchange request message and forward the message to the target
user or device. The target user or device does not need to respond to the request.
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User or device «— IRSP message exchange

Functional flow is shown in Figure 10.

User or Device IRSP

Forward to other servers
and get response
= et

Message Exchange Request

Y

Whe
thirg

exchange request message to the IRSP as in Message 27.

Message Exchange Response

IEC

Figure 10 — Flow of message exchange between user
or device and IRSP

party server outside of the IRSP, the message exchange source shall send a mess

n a user or device needs to exchange messages with another server in the IRSP, pr a

age

<iq

</i

Message 27 — Exchange request message that needs response

id=‘message SN’ from=‘source user or device ID’ type='set’>
<query xmiIns=‘http://www.igrs.org/spec2.0/basic#forward’>
<data>data_base64</data>
</query>
]>

IRS
mes
sery

exchange response message as(in Message 28 to the source user or device.

P shall forward the message to the-corresponding servers according to the request of
sage. The corresponding server.may be a server in the IGRS RA system, or a third p
er outside of the system. After processing the message, the IRSP shall send

the
arty
the

Message 28 — Exchange request response message for Message 27
If quccessful:
<iq id=‘message SN’ to=‘source user or device ID’ type=‘result’>
<quefy-xXmlins=‘http://www.igrs.org/spec2.0/basic#control’>
<data>response_data base64</data>
</guery>
</ig>
If failed:
<iq id=‘message SN’ to=‘source user or device ID’ type=‘error’>
<error code=‘503" type=‘CANCEL’>
<service-unavailable xmlns=‘urn:ietf:params:xml:ns:xmpp-stanzas’/>
</error>
</ig>

11.5 IGRS RA server pushes message to user or device

Functional flow is shown in Figure 11.
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User or Device IRSP

Push Message

IEC

Figure 11 — IRSP pushes message to user or device

Whgn the IRSP needs to push messages to an IGRS RA user or device, this mesgage
exchanging flow is used. The message is as in Message 29.

Mjssage 29 — Message pushed from IRSP to IGRS user or device

<miessage from='Domain Name of the server' to='user or device ID' xml:langs'en'
type='normal' id='message SN'>

<query xmlIns='http://www.igrs.org/spec2.0/ basic#pushmessage’>
<data>push_data_base64</data>
</query>

</message>

11.4 IGRS RA NAT traversal
As ghown in Figure 12, a public Internet terminal cannot push any collaborative message|to a
private network terminal that is behind a NAT device. Also two terminals that are in diffgrent
private networks cannot exchange collaborative.messages directly.
An |GRS RA server has a public Internet>routable IP address. Even though an IGRS| RA
device is behind a NAT device, a data connection to an IGRS RA server can stil| be
established. As a TCP/IP persistent connection is established between the IGRS RA deyice
and|server, the IGRS RA server can easily address and push messages to any online IGRS
RA |device. Additionally, if two IGRS RA devices are both on private networks, they|can
estgblish TCP/IP persistent connections to an IGRS RA server. The IGRS RA server|can
trangport the messages and achieve collaborative message exchanges between two devlces
behind NAT devices.

The|IGRS RA NATtraversal mechanism is based on a TCP/IP persistent connection between
the user or device and IRSP. Each IGRS RA device behind the NAT device shall establigh a
pergistent connection with IRSP. The IRSP can address each online IGRS RA device by|this

pers

istent conpection and push messages to the online device.
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