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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) ARCHITECTURE -

Part 5-4: Intelligent grouping and resource sharing for HES
Class 2 and Class 3 —
Device validation

i
1

FOREWORD

SO (International Organization for Standardization) and IEC (International Electrotechnical'Commission) for
pecialized system for worldwide standardization. National bodies that are members of’ISO or IEC particip
he development of International Standards. Their preparation is entrusted to technical committees; any 1SQ
EC member body interested in the subject dealt with may participate in this preparatory work. Internaf
overnmental and non-governmental organizations liaising with ISO and IEC als@ participate in this preparati

n the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC J
Draft International Standards adopted by the joint technical committee are|citculated to national bodies for v
Publication as an International Standard requires approval by at least 76-% of the national bodies casting a \

[he formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possibl

n the
te in
and
ional
on.

[C 1.
ting.
ote.

e, an

nternational consensus of opinion on the relevant subjects since each technical committee has representption

rom all interested IEC and ISO member bodies.

EC, ISO and ISO/IEC publications have the form of reeammendations for international use and are accq
y IEC and ISO member bodies in that sense. While" all reasonable efforts are made to ensure tha
echnical content of IEC, ISO and ISO/IEC publicatiens is accurate, IEC or ISO cannot be held responsib
he way in which they are used or for any misinterpretation by any end user.

n order to promote international uniformity;"JEC and ISO member bodies undertake to apply IEC, ISQ
SO/IEC publications transparently to themiaximum extent possible in their national and regional publicat
Any divergence between any ISO/IEC publication and the corresponding national or regional public
hould be clearly indicated in the latter.

SO and IEC provide no marking\procedure to indicate their approval and cannot be rendered responsib
ny equipment declared to bé in~conformity with an ISO/IEC publication.

Al users should ensure that they have the latest edition of this publication.

No liability shall attach-to IEC or ISO or its directors, employees, servants or agents including individual ex
nd members of their technical committees and IEC or ISO member bodies for any personal injury, pro
amage or other.damage of any nature whatsoever, whether direct or indirect, or for costs (including legal
nd expenses/arising out of the publication of, use of, or reliance upon, this ISO/IEC publication or any other
SO or ISQ/IEC publications.

h\ttentioh is drawn to the normative references cited in this publication. Use of the referenced publicatio
hdispensable for the correct application of this publication.

pted
the
e for

and
ons.
Ation

e for

perts

perty
fees)
IEC,

hs is

10) Attention is drawn to the possibility that some of the elements of this International Standard may be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

International Standard ISO/IEC 14543-5-4 was prepared by subcommittee 25: Interconnection
of information technology equipment, of ISO/IEC joint technical committee 1: Information
technology.

This International Standard has to be read in conjunction with ISO/IEC 14543-5-1.

The list of all currently available parts of the ISO/IEC 14543 series, under the general title
Information technology — Home electronic system (HES) architecture, can be found on the
IEC web site.
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This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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INTRODUCTION

ISO/IEC 14543-5, Information technology — Home electronic system (HES) architecture —

Part

5: Intelligent grouping and resource sharing (IGRS) consists of the following parts:

» Part 5-1: Core protocol

Specifies the TCP/IP protocol stack as the basis and the HTTP protocol as
message-exchanging framework among devices.

the

Specifies a series of device and service interaction/invocation standards, including

> |

> |

Part 5-2#: Application profiles

device and service discovery protocol, device and service description, sef
invocation, security mechanisms, etc.

Specifies core protocols for a type of home network that supports streaming‘media
other high-speed data transport within a home.

Based on the IGRS Core Protocol.

vice

and

Defines a device and service interaction mechanism, as well_as‘application interfaces

used in IGRS Basic Applications.

Multiple application profiles have been developed, including:

— Part 5-21: AV profile (under consideration)

— Part 5-22: File profile (under consideration)

Additional application profiles are planned (part numbers to be assigned)
— Part 5-2w: DVD profile

— Part 5-2x: QoS profile

— Part 5-2y: DMCP profile

— Part 5-2z: Universal control profile

Part 5-3: Basic application (under consideration)

Includes an IGRS basic application list.

Defines a basic application framework.

Specifies addresses, operation details (device grouping, service description temp
etc.), function definitions, and service invocation interfaces.

Part 5-4: Device validation

Defings )a standard method to confirm that a decive is IGRS-compliant.

Part(5-5: Device types (under consideration)

ate,

Defines IGRS Device types used in IGRS applications.

» Part 5-6: Service types (under consideration)

Defines basic service types used in IGRS applications.
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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) ARCHITECTURE -

Part 5-4: Intelligent grouping and resource sharing for HES
Class 2 and Class 3 —
Device validation

1 [Scope

Thig part of ISO/IEC 14543 specifies device validation methods for informationidevices |that
impllement ISO/IEC 14543-5-1. It defines an architecture framework for a device validation
system used by test devices and devices under test. Also, it describes @and specifies| the
devilce interaction process, message exchange requirements and conformance rules.

Thig part of ISO/IEC 14543 is applicable to resource sharing and service collaboration among
comlputers, consumer electronics, and communication devices in @.Local Area Network (HAN)
or Personal Area Network (PAN) environment, especially in a wirel€ss dynamic network.

2 [Normative reference

Thelfollowing referenced documents are indispensable for the application of this documient.
For |[dated references, only the edition cited applies."For undated references, the latest edjtion
of the referenced document, including any amendments, applies.

ISO[IEC 14543-5-1, Information technology:— Home electronic system (HES) architecture —
Parf 5-1: Intelligent grouping and resource sharing for HES Class 2 and Class 3 — Qore
protpcol

3 [Terms, definitions, abbhreviations and conventions

3.1 Terms and definitions

For the purposes of-this document the following terms and definitions apply. These termsg are
commonly used in other industry publications.

3.2
centralised~device group
set of JGRS devices with one IGRS device acting as the master

NOTE 1 The master is responsible for managing the setup, for dismissing a device group, and for processing a
joint request from other devices.

NOTE 2 The master device and other IGRS devices in such a device group form a centralised or master-slave
relationship.

3.3
client identifier
unique identifier associated with a client on an IGRS device to which this client belongs

3.4

device group

multiple IGRS devices that are organised into a logical group through the device group
management mechanism specified in ISO/IEC 14543-5-1
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NOTE Each IGRS device in a device group follows common interaction rules. Two types of device groups are
defined: peer-to-peer device group and centralised (master-slave) device group.

3.5
device identifier
globally unique device identifier associated with one IGRS device

3.6
device pipe
channel used to transfer device interaction messages

NOTE This channel is set up through the pipe setup mechanism specified in ISO/IEC 14543-5-1.

3.7
IGRPB client
application that draws upon the services of one or more connected IGRS devicés

NOTE Multiple client instances can exist on a network at the same time.

3.8
IGRPS device
infofmation device that conforms to ISO/IEC 14543-5-1

3.9
IGRB protocol
communications protocol that conforms to ISO/IEC 14543-5-1

3.1(
IGRPB service
shatfable resource encapsulated in an IGRS”device by implementing application interfaces
and|providing services for other IGRS devices

NOTE An IGRS service has an invocation“interface that meets the requirements of ISO/IEC 14543-5-1. Tlhese
invodation interfaces are described and._announced on the network through the IGRS service description
specffication.

3.11
IGR[S user
owner of an IGRS device and client

3.12
peef-to-peerdevice group
set pf IGRS devices where each IGRS device in the set has a peer-to-peer relationship [with
each other.

3.13
service identifier
unique identifier assigned to a service provided by a specific IGRS device

NOTE The same type of service may be provided by multiple IGRS devices within the same network. Each
instance of a service has a unique service identifier on the IGRS device providing that service.

3.14
service type
category of IGRS service defined according to the set of resources encapsulated

NOTE The service type enables service applications in the same category to have common invocation interfaces.
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3.15

test device

physical entity that can send, receive and validate network messages that conform to
ISO/IEC 14543-5-1

3.16
user identifier
identifier of an IGRS user

3.17 Abbreviations

HTTP Hypertext Transport Protocol

IGRS Intelligent Grouping and Resource Sharing
IP Internet Protocol

LAN Local Area Network

PAN Personal Area Network

TCP Transmission Control Protocol

ubpP User Datagram Protocol

3.14 Conventions

Lower case is used for words having the normal English:meaning. Certain words and tgrms
use]i in this standard have a specific meaning beyond, the normal English meaning and| are
writlen in upper case. These words and terms are defined either in this clause or in the|text
where they first appear.

4 [Conformance: IGRS device validation

4.1 Purpose

The| IGRS core protocol (ISO/IECY14543-5-1) shall be supported and implemented by all
IGRB-compliant  devices. Although different manufacturers may have diffgrent
impllementations, all impletmentations shall conform to the requirements defineq in
ISO[IEC 14543-5-1 in order to guarantee that all networked devices using the IGRS protocol
can| communicate properly with one another. Therefore, in order to ensure succegsful
intefoperability among* devices manufactured by different vendors, IGRS protocol
conformance testsspecified in this International Standard shall be met.

IGRE device ¥alidation is a type of black-box test that defines a series of conformance |test
suites to .analyse and determine whether required and optional interaction messgges
supportedi by IGRS devices, as well as response messages returned, have pagsed
conformance rules.

4.2 Conformance requirements

To be considered compliant with ISO/IEC 14543-5-1, each device shall meet the criteria
defined by the IGRS device validation conformance test suite described in Clause 6.

In addition, to be considered in compliance with this International Standard, the test methods
used shall meet all the mandatory requirements defined in the IGRS device grouping
conformance test suites specified in 6.1 to 6.7, and the IGRS resource sharing conformance
test suites specified in 6.8 to 6.13.

4.3 Test setup and method

In Figure 1, a device under test and one or more test devices are located in the same LAN IP
broadcast domain.
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IP Network
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Figure 1 — IGRS conformance test setup

each test case, the test devices shall send appropriate IGRS messages to the de
br test, receive response messages and determine the correctness of the respq
sages.

S device validation shall not consider the following test scenafios: lost message sen

Device validation requirements

test cases that comprise a test suite test thewvarious implementation requirements of
S core protocol feature specifications «(see Clauses 5, 6, 7, 8 9 and 1(
IEC 14543-5-1). The test suite is divided into two categories: mandatory and optidg
'y IGRS device shall pass all mandatory reference test cases. If an IGRS de
lements one or more optional features defined in ISO/IEC 14543-5-1, that device

IGRS test suite overview

Test suite structure

IEC 14543-5-1). The resource sharing test suite specifies each primary function of I¢

vice
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devices and the device under test due to network link dayér transport issues, multicast
message across subnets and conformance testing of IGRS devices over non-IP network.

the

of
nal.
vice
hall

ries:
ded
D of
5RS



https://iecnorm.com/api/?name=29ba00fd59327da0d64c10a485917681

14543-5-4 © ISO/IEC:2010(E) -1 -

IGRS Device Grouping  — Device Advertisement Conformance Test Suite
Conforma_nce Conformqnce Device Pipe Conformance Test Suite
Test Suite Test Suite

Device Description Document Retrieval Conformance Test Suite

Device Group Setup Conformance Test Suite

Device Search Conformance Test Suite

Device Online/Offline Event Subscription Conformance Test Suite

Device Group Search Conformance Test Suite

R faY H

MN\CoUUTLCT oriarin IH

Conformance Test
Suite

Service Advertisement Conformance Test Suite

Service Search Conformance Test Suite

Service Online/Offline Event Subscription Conformance Test Puite

Service Description Document Retrieval Conformance Test Shite

Session Conformance Test Suite

Service Invocation Conformance TestSuite

Figure 2 — IGRS conformance test suite structure

5.2 | Test suite description
5.2.1 IGRS device grouping test suite

Thiq test suite focuses on the device grouping capabilities of IGRS devices. It is divided|into
sevgn sub-function test suites, each of which istspecified in the subclause listed below.

a) Device advertisement conformance test\suite (see 6.1).

b) Device pipe conformance test suitec(see 6.2).

c) Device description document retrieval conformance test suite (see 6.3).
d) Device group setup conformance test suite (see 6.4).

e) Device search conformance test suite (see 6.5).

f) Device online/offline,event subscription conformance test suite (see 6.6).

g) Device group search conformance test suite (see 6.7).
5.2, IGRS re'source sharing test suite

Thig test suite focuses on resource sharing capabilities of IGRS services. It is divided intg six
subifunction. test suites, each of which is specified in the subclause listed below:

a ervice advertisement conformance test suite (see 6.8).

(=}

Service search conformance test suite (see 6.9).

o O

)

)

) Service online/offline event subscription conformance test suite (see 6.10).
) Service description document retrieval conformance test suite (see 6.11).

)

D

Session conformance test suite (see 6.12).

—h

) Service invocation conformance test suite (see 6.13).
5.2.3 Test suite description rules
The description of each IGRS sub-function test suite is divided into two parts:

a) reference messages related to the test suite;
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b) test case suite; includes pre-conditions and test cases. The pre-condition lists prerequisite

6

6.1
6.1

Devjce Online Advertisement refers to Table 7 of ISO/IEC 14543-5-1.
Devjce Offline Advertisement refers to Table 8 of ISO/IEC 14543-5-1.

6.1.
6.1.

Pred{condition 1, applicable to test case 1:

Pre{condition 2, applicable to test case 2 through 5:

6.1.

test conditions used by each test case of that test suite. The test case consists of the test

purpose, reference, test procedure, conformance category and the pass criteria, called the
pass verdict condition.

IGRS conformance test suite

Device advertisement conformance test suite

A1 Reference messages

P Test case suite

2.1 Pre-condition

he test device and the device under test are located in~the same LAN |IP broadcast
omain;

he test device is listening to multicast port 239.255.255.250:3880.

he test device and the device under test @re located in the same LAN IP broadcast
omain;

he test device is listening to multicast port' 239.255.255.250:3880;

he IGRS protocol on the device undertest is initiated and running normally.

p.2 Test case 1

Test purpose

[he test purpose is to eénsure that the device under test can automatically send a cofrect
Device  Online  Advertisement message to the multicast address |port
P39.255.255.250:3880 when the IGRS protocol is initiated.
Reference

Device Online Advertisement; see 9.1.1 of ISO/IEC 14543-5-1.

Conformance category

Mandatory

Test procedure

The device under test initiates the IGRS protocol.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device can listen for a Device Online Advertisement message sent from the
device under test on multicast address port.

b) The Device Online Advertisement message received by the test device shall conform
to the definitions of the HTTP command and the required fields shown in Table 7 of
ISO/IEC 14543-5-1.
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6.1.2.3 Test case 2
— Test purpose

The test purpose is to ensure that the device under test can resend a Device Online
Advertisement message to the multicast address 239.255.255.250:3880 before the
maximum advertising valid time defined in the cache-control: max-age field is reached.

— Reference

Device Online Advertisement; see 9.1.1 of ISO/IEC 14543-5-1.

— Conformance category
Mandatory
— Test procedure

[he test device receives the Device Online Advertisement message sent by the device
inder test at the multicast address and retrieves cache-control: max-<age field value tp be
n (maximum advertising valid time in seconds); at the same time, the’test device listens to
multicast address 239.255.255.250:3880 for n s.

— Pass verdict condition
['he following conditions are required so that the device passes this test.

d) The test device can receive another Device Oqline Advertisement message less fhan
n s after receiving the first Device Online Adyvertisement message from the device
under test.

) The Device Online Advertisement message received by the test device shall conform
to the definitions of the HTTP command and the required fields shown in Table |7 of
ISO/IEC 14543-5-1.

6.1.2.4 Test case 3

— Test purpose

[he test purpose is to ensure that, when there is configuration data change on the deyvice
inder test, a new Dévice Online Advertisement will be sent to multicast addfess
P39.255.255.250:3880., If 01-Configld field value is at maximum value (see Table | of
SO/IEC 14543-5-1),\then 01-Configld will be reset to 1; otherwise 01-Configld wil| be
incremented by -\

— [RReference
Device«Online Advertisement; see 9.1.1 of ISO/IEC 14543-5-1.

— Confoermance category

Mandatory

— Test procedure

a) The test device receives a Device Online Advertisement sent from the device under
test at multicast address 239.255.255.250:3880. The value in 01-Configld field is c1.

b) A new service is added or a service is terminated on the device under test.

c) The test device receives another Device Online Advertisement sent from the device
under test at multicast address 239.255.255.250:3880. The value in 01-Configld field is
c2.

— Pass verdict condition

The following conditions are required so that the device passes this test.
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a) In step 3 of the test procedure, the Device Online Advertisement message received by
the test device shall conform to the definitions in Table 7 of ISO/IEC 14543-5-1.

b) If c1is not the maximum value, then c2 = c1+1; otherwise c2 = 1.

6.1.2.5 Test case 4

— Test purpose
The test purpose is to ensure that, when the device under test resets, a Device Online
Advertisement is sent to multicast address 239.255.255.250:3880. If 01-Bootld field value

is at maximum value (see Table 7 of ISO/IEC 14543-5-1), then 01-Bootld will be reset to 1;
‘ o001 Bootid wi . Lo d

— Reference

Device Online Advertisement; see 9.1.1 of ISO/IEC 14543-5-1.
— Conformance category

Mandatory

— Test procedure

@) The test device receives a Device Online Advertisement sent from the device upder
test at multicast address 239.255.255.250:3880. The yalue in 01-Bootld field is b1.

) The device under test is rebooted.

) The test device receives another Device Online Advertisement sent from the deyvice
under test at multicast address 239.255.255.250:3880. The value in 01-Bootld fie|d is
b2.

— Pass verdict condition
['he following conditions are required sq‘that the device passes this test:

@) In step 3 of the test procedure,the Device Online Advertisement message receivefl by
the test device shall conform to the definitions in Table 7 of ISO/IEC 14543-5-1.

b) If b1 is not the maximum yvalue, then b2 = b1+1; otherwise b2 = 1.
6.1.R.6 Test case 5

— Test purpose

he test purpgse-is to ensure that the device under test can send the Device Offline
\dvertisement _message to multicast address 239.255.255.250:3880 under normal offline
bperation.

— [Reference

Dévice Offline Advertisement; see 9.1.2 of ISO/IEC 14543-5-1.

— Conformance category
Mandatory
— Test procedure
The online device under test goes offline normally.
— Pass verdict condition
The following conditions are required so that the device passes this test:

a) The test device can receive a Device Offline Advertisement message from the device
under test at multicast address 239.255.255.250:3880.
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b) The Device Offline Advertisement message received by the test device shall conform
to the definitions of the HTTP command and the required fields shown in Table 8 of
ISO/IEC 14543-5-1.

6.2 Device pipe conformance test suite
6.2.1 Reference messages

Pipe Setup Request based on Symmetric-key Cryptosystem refers to Table 9 of
ISO/IEC 14543-5-1.

Pipg—STtup ReSpoONSe based onm  SYMMEtrc-key CTyptosystem Tefers toTapte 19 of
ISOJIEC 14543-5-1.

Authentication Request based on Identity Authentication and Message Authenticgtion
Medhanism of Symmetric-key Cryptosystem refers to Table 17 of ISO/IEC 14543:5-1.

Authentication Response based on Identity Authentication and Message Authenticgtion
Medhanism of Symmetric-key Cryptosystem refers to Table 18 of ISO/IEC*14543-5-1.

Authentication Result Request based on Identity Authentication;afid Message Authenticgtion
Medhanism of Symmetric-key Cryptosystem refers to Table 19©f)ISO/IEC 14543-5-1.

Authentication Result Response based on Identity Authentication and Message Authenticgtion
Medhanism of Symmetric-key Cryptosystem refers to Table 20 of ISO/IEC 14543-5-1.

Pipg Setup Request based on Symmetricskey Authentication, Encrypted Mesgage
Transmission and Authentication Mechanism refers to Table 11 of ISO/IEC 14543-5-1.

Pipg Setup Response based on Symmetric-key Authentication, Encrypted Mesdage
Transmission and Authentication Mechanism refers to Table 12 of ISO/IEC 14543-5-1.

Authentication Request based,Con Identity Authentication and Encrypted Mesgage
Transmission and Authentication._Mechanism of Symmetric-key Cryptosystem refers to Thble
21 df ISO/IEC 14543-5-1.

Authentication Respaonse’ based on Identity Authentication and Encrypted Mesgage
Transmission and Authentication Mechanism of Symmetric-key Cryptosystem refers to Tpble
22 df ISO/IEC 14543:5-1.

Authentication{Result Request based on Identity Authentication and Encrypted Mesgage
Transmission/and Authentication Mechanism of Symmetric-key Cryptosystem refers to Thble
23 df ISO/NEC 14543-5-1.

Authentication Result ReSponse based on ldentity Authentication and Encrypted Message
Transmission and Authentication Mechanism of Symmetric-key Cryptosystem refers to Table
24 of ISO/IEC 14543-5-1.

Pipe Setup Request based on Authentication, Encrypted Message Transmission and
Authentication Mechanism of Public-key Cryptosystem refers to Table 13 of
ISO/IEC 14543-5-1.

Pipe Setup Response based on Authentication, Encrypted Message Transmission and
Authentication Mechanism of Public-key Cryptosystem refers to Table 14 of
ISO/IEC 14543-5-1.


https://iecnorm.com/api/?name=29ba00fd59327da0d64c10a485917681

- 16 - 14543-5-4 © ISO/IEC:2010(E)

Authentication Request based on Authentication and Encrypted Message Transmission and
Authentication Mechanism of Public-key Cryptosystem refers to Table 25 of
ISO/IEC 14543-5-1.

Authentication Response based on Authentication and Encrypted Message Transmission and
Authentication Mechanism of Public-key Cryptosystem refers to Table 26 of
ISO/IEC 14543-5-1.

Authentication Result Request based on Authentication and Encrypted Message Transmission
and Authentication Mechanism of Public-key Cryptosystem refers to Table 27 of
ISOHEC445643-5-4

Authentication Result Response based on Authentication and Encrypted-‘Mesgage
Transmission and Authentication Mechanism of Public-key Cryptosystem refers to Table 48 of
ISOJIEC 14543-5-1.

Pipg Setup Request based on Trusted Third Party Authentication, Encrypted Mesdage
Transmission and Authentication Mechanism refers to Table 15 of ISO/IEC14543-5-1.

Pipg Setup Response based on Trusted Third Party Authenti€ation, Encrypted Mesgage
Transmission and Authentication Mechanism refers to Table 16-0f 1SO/IEC 14543-5-1.

Authentication Request based on Authentication, Encrypted Message Transmission |and
Authentication Mechanism of Trusted Third Party refers to-Table 29 of ISO/IEC 14543-5-1

Authentication Response based on Authentication, Encrypted Message Transmission |and
Authentication Mechanism of Trusted Third Party-refers to Table 30 of ISO/IEC 14543-5-1

Authentication Result Request based onxAuthentication, Encrypted Message Transmisgsion
and|Authentication Mechanism of Trusted\Third Party refers to Table 31 of ISO/IEC 14543-5-1.

Authentication Result Response based on Authentication, Encrypted Message Transmisgsion
and|Authentication Mechanism .of TFrusted Third Party refers to Table 32 of ISO/IEC 14543;-5-1.

Secpre Device Pipe Setup Confirmation Request refers to Table 33 of ISO/IEC 14543-5-1.

Seclre Device Pipe Setup Confirmation Response refers to Table 34 of ISO/IEC 1454 3-5-{1.

1
—_

Secpre Device Ripe Teardown Notification Message refers to Table 35 of ISO/IEC 14543-5

Devjce Online Detection Request Message refers to Table 37 of ISO/IEC 14543-5-1.

Devjce'Online Detection Response Message refers to Table 38 of ISO/IEC 14543-5-1.

6.2.2 Unsecure device pipe conformance test suite
6.2.2.1 Pre-condition
Pre-condition 1, applicable to test case 1:

— the test device and the device under test are located in the same LAN IP broadcast
domain;
— the IGRS protocol on the device under test is initiated and running normally;

— the test device is listening to multicast port 239.255.255.250:3880 to receive Device
Online Advertisement sent by the device under test. 01-ListenerList field is retrieved;
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the test device sends a Device Online Advertisement periodically to multicast address

239.255.255.250:3880. The O01-ListenerList field contains IP address to set up
unsecure device pipe;

an

both test device and the device under test use IGRS: DeviceSecurity:NULL security

mechanism.

Pre-condition 2, applicable to test case 2:

Pre{condition 3, applicable to test case 3:

the test device and the device under test are located in the same LAN I|P broadcast
domain;

Ihe test device is listening to multicast port 239.255.255.250:3880 to receive anDegvice

Online Advertisement sent by the device under test. 01-ListenerList field is retrieved;

lhe test device sends a Device Online Advertisement periodically to multicast add
$39.255.255.250:3880. The O01-ListenerList field contains IP address o set up
nsecure device pipe;

[€SS
an

both the test device and the device under test use IGRS: DeviceSecurity:NULL secprity

echanism;

lhe device under test is equipped with a control interface that,can be used to initiat¢ an

nsecure device pipe setup with other devices.

lhe test device and the device under test are lecated in the same LAN IP broad
domain;

lhe IGRS protocol on the device under test is.nitiated and running normally;

lhe test device is listening to multicast port 239.255.255.250:3880 to receive De
Online Advertisement sent by the device-trder test. 01-ListenerList field is retrieved;

lhe test device sends a Device Online Advertisement periodically to multicast add
$39.255.255.250:3880. The 01-ListénerList field contains IP address to set up unse
device pipe;

both test device and the .device under test use IGRS: DeviceSecurity:NULL sec
echanism;

lhe device under test is/equipped with a control interface that can be used to ini
nsecure device pipe.teardown.

R.2 Test case1

Test purpose

'he test\purpose is to ensure that the device under test allows other devices to set u

insecure device pipe (TCP connection) with itself, using O1-ListenerList field add
etfieved from Device Online Advertisement.

Reference

Unsecure Device Pipe Setup; see 9.2.1 of ISO/IEC 14543-5-1.
Conformance category

Mandatory

Test procedure

cast

vice

[€SS
cure

Lirity

iate

D an
[€SS

The test device uses O01-ListenerList field address retrieved from Device Online

Advertisement sent by the device under test to set up TCP connection.
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Pass verdict condition

The test device and the device under test set up TCP connection successfully.

2.3 Test case 2

Test purpose

The test purpose is to ensure that the device under test can set up unsecure device pipe
(TCP connection) using 01-ListenerList field address retrieved from Device Online

Advertisement sent by other devices.

Reference

Insecure Device Pipe Setup; see 9.2.1 of ISO/IEC 14543-5-1.

Conformance category

Dptional

Test procedure

[he test device listens to O1-ListenerList field address given/by its own Device Or
;\g\\//iir;i.sement. The device under test initiates an unsecure-device pipe setup with the

Pass verdict condition

['he following conditions are required so that theydevice passes this test.
[he test device and the device under test set-up TCP connection successfully.
p.4 Test case 3

Test purpose

[he test purpose is to ensure‘that the device under test can tear down an unsecure de
bipe normally with other devices.

Reference

Insecure DeviceRipe Teardown; see 9.2.2 of ISO/IEC 14543-5-1.
Conformanceycategory

Dptional

Test(procedure

line
test

vice

a\The test device uses 01-ListenerlList field address retrieved from Device O

line

Advertisement sent by the device under test to set up TCP connection.
b) The device under test tears down the TCP connection with the test device.
Pass verdict condition

The following conditions are required so that the device passes this test.

a) In step 1 of the test procedure, the test device and the device under test set up TCP

connection successfully.

b) In step 2 of the test procedure, the device under test tears down the TCP connection

with the test device successfully.


https://iecnorm.com/api/?name=29ba00fd59327da0d64c10a485917681

14543-5-4 © ISO/IEC:2010(E) -19 -

6.2.3 Secure device pipe setup based on symmetric-key authentication and message
authentication mechanism conformance test suite

6.2.3.1 Pre-condition
Pre-condition 1, applicable to test case 1:

— the test device and the device under test are located in the same LAN IP broadcast
domain;

— the IGRS protocol on the device under test is initiated and running normally;

— 1the test device sends a Device Online Advertisement periodically to multicast’ addfess
$39.255.255.250:3880. The 01-SecurelListenerList field contains IP address to sef up
secure device pipe;

— both the test device and the device under test use device security miechanism based on
symmetric-key authentication and message authentication mechanism«

Pre{condition 2, applicable to test case 2 through test case 4:

— fhe test device and the device under test are located inh the same LAN IP broadcast
domain;

— 1{he IGRS protocol on the device under test is initiated@nd running normally;

— f{he test device is listening to multicast port 239:255.255.250:3880 to receive a Deyvice
Dnline Advertisement sent by the device undér test. 01-SecurelistenerList field is
fletrieved;

— the test device sends a Device Online Advertisement periodically to multicast addfess
239.255.255.250:3880. The 01-SecurelistenerList field contains IP address to sef up
g$ecure device pipe;

— both the test device and the device under test use device security mechanism based on
symmetric-key authentication and message authentication mechanism;

he test device sets up a secure device pipe with the device under test and completeq the
ipe setup request/response message interaction process required by device seclrity
echanism based on-/symmetric-key authentication and message authenticgtion
echanism.

Predcondition 3, applicable to test case 5 and test case 6:
he test deyice and the device under test are located in the same LAN IP broadcast
omain;

he IGRS protocol on the device under test is initiated and running normally;
hé{test device is listening to multicast port 239.255.255.250:3880 to receive a Deg

retrieved;

— the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurelistenerList field contains IP address to set up a
secure device pipe;

— both the test device and the device under test use device security mechanism based on
symmetric-key authentication and message authentication mechanism;

— the device under test is equipped with a control interface that can be used to initiate a
secure device pipe setup with other devices.

Pre-condition 4, applicable to test case 7 and test case 8:

— the test device and the device under test are located in the same LAN IP broadcast
domain;
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the IGRS protocol on the device under test is initiated and running normally;

the test device is listening to multicast port 239.255.255.250:3880 to receive a Device
Online Advertisement sent by the device under test. 01-SecureListenerList field is
retrieved;

the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurelListenerList field contains IP address to set up
secure device pipe;

both the test device and the device under test use a device security mechanism based on
symmetric-key authentication and message authentication mechanism.

TC€ oS SCTS D—a E - CeP1T0 1€ ES Cevicte Teecompretes a
request/response message interaction process required by device segprity
echanism based on symmetric-key authentication and message authénticgtion
echanism.

N

Test purpose

he test purpose is to ensure that, when the device under test 'receives a Pipe Sgetup
Request based on Symmetric-key Cryptosystem, it will return a (proper secure device pipe
Eetup response.

Reference

Pipe Setup Request based on Symmetric-key Cryptosystem; see 9.2.3.1 and 9.2.3.2]1 of
SO/IEC 14543-5-1.

Conformance category
Dptional

Test procedure

@) The test device uses the field~01-SecurelListenerlList addresses retrieved from| the
Device Online Advertisemept sent by the device under test to set up a TCP connegtion.

) The test device uses thelexisting TCP connection to send a Pipe Setup Request bgsed
on Symmetric-key Cryptosystem to the device under test. This message fofmat
conforms to the requirement definitions in Table 9 of ISO/IEC 14543-5-1. The |test
device is also listening to any response message on the TCP connection.

Pass verdict condition
The followingiconditions are required so that the device passes this test:

@) In step/4 of the test procedure, the test device and device under test set up TCP
connection successfully;

) Ih step 2 of the test procedure, the test device receives a Pipe Setup Response bgsed
on Symmetric-key Cryptosystem returned by the device under test;

c) In step 2 of the test procedure, the pipe setup response received by the test device
shall conform to the definitions of the HTTP command and the required fields shown in
Table 10 of ISO/IEC 14543-5-1.

.3.3 Test case 2

Test purpose

The test purpose is to ensure that, when the device under test receives an Authentication
Request based on Identity Authentication and Message Authentication Mechanism of
Symmetric-key Cryptosystem (includes challenge 1), it sends out the correct
authentication response (includes the correct response value to challenge 1) within 30 s.
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6.2.

Reference

Authentication Response based on Identity Authentication and Message Authentication
Mechanism of Symmetric-key Cryptosystem; see 9.2.3.1 and 9.2.3.3.1 of
ISO/IEC 14543-5-1.

Conformance category

Optional

Test procedure

a)

b)

Pass verdict condition

The following conditions are required so that the device passes this test:

B.4

Test purpose

Reference

Request/Response status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.

[he test device uses the existing TCP connection to send an Authentication Request
based on ldentity Authentication and a Message Authentication Mechanism of Symmagtric-
ey Cryptosystem to the device under test. This message format conforms’ to|the
equirement definitions in Table 17 of ISO/IEC 14543-5-1 (includes a random«numbefr as
Challenge 1). The test device is also listening to any response message on the TCP
connection.

After sending an authentication request, the test device\réceives an Authenticgtion
Response based on Identity Authentication and a Message Authentication Mechanism
of Symmetric-key Cryptosystem from the device underdest within 30 s.

The response received by the test device shall conform to the definitions of the HTTP
command and the required fields shown in Table/18 of ISO/IEC 14543-5-1.

The response received by the test device shall include the correct response value to
challenge 1.

Test case 3

['he test purpose is to ensure that; when a device under test receives an Authenticgtion
Result Request based onldentity Authentication and a Message Authenticgtion
Mechanism of Symmetriczkey Cryptosystem, and its response value matches |the
calculated result, it will'send out the correct authentication result response to confirm
successful authentication/(01-ReturnCode field value = 100 (success)).

Authentication “-Result Response based on Identity Authentication and Mesgage
Authentication Mechanism of Symmetric-key Cryptosystem; see 9.2.3.1, 9.2.3.3.1 |]and
clause 140f ISO/IEC 14543-5-1.

sontormance category

Optional

Test procedure

a)

The test device uses the existing TCP connection to send an Authentication Request
based on Identity Authentication and Message Authentication Mechanism of
Symmetric-key Cryptosystem to the device under test and receives the correct
authentication response from the device under test.

The test device uses the existing TCP connection to send an Authentication Result
Request based on ldentity Authentication and Message Authentication Mechanism of
Symmetric-key Cryptosystem to the device under test. This message format conforms
to the requirement definitions in Table 19 of ISO/IEC 14543-5-1 (including the correct
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response value). The test device is also listening to any response message on the
TCP connection.

Pass verdict condition

The following conditions are required so that the device passes this test:

a) In step 2 of the test procedure, after sending out a request, the test device receives an
Authentication Result Response based on Identity Authentication and Message
Authentication Mechanism of Symmetric-key Cryptosystem from the device under test
within 30 s.

b) In step 2 of the test procedure, the response received by the test device shall conform
tU thc dUI‘;II;t;UIID Uf thc ::TTP L'Ulllllldlld dlld thc IU\."U;IGd flc:dD DhUVVII ;II Tab:c 4 Of
ISO/IEC 14543-5-1.

) In step 2 of the test procedure, the 01-ReturnCode field in the response received by
the test device shall be 100.
B.5 Test case 4

bf Symmetric-key Cryptosystem and its response value does”not match the calcul
esult, it will send out the correct Secure Device Pipe Setup-Confirmation Response w|
B0 s, to indicate failure to setup secure device pipe, (04“ReturnCode field value =

'he test purpose is to ensure that, when a device under test receives an Authenticgtion
Result Request based on ldentity Authentication and Message, Adthentication Mechanism

hted
thin
405

a)

device setup failed)).

Reference

Request/Response status codes, seeTable 85 and Table 86 of ISO/IEC 14543-5-1.
Conformance category
Dptional

Test procedure

Secure Device Pipe Setup Confirmation Response; see 9.2.3.1, 9.2.3.4 and Clause 1|1 of
SO/IEC 14543-5-1.

The test device uses the existing TCP connection to send an Authentication Reqpuest
based on Identity Authentication and Message Authentication Mechanism| of
Symmetric-key Cryptosystem to the device under test and receives the cofrect
authentieation response from the device under test.

The test device uses the existing TCP connection to send an Authentication Result
Request based on Identity Authentication and Message Authentication Mechanisin of
Symmetric-key Cryptosystem to the device under test. This message format confqrms
fo the requirement definitions in Table 19 of ISO/IEC 14543-5-1 (includes the wfong

TESPONSE Vatue). 1 e test devite 1S5 atso IStemng to any TESPONSE message on the
TCP connection.

Pass verdict condition

The following conditions are required so that the device passes this test:

a)

b)

In step 2 of the test procedure, after sending out a request, the test device receives a
Secure Device Pipe Setup Confirmation Response from the device under test within
30 s.

In step 2 of the test procedure, the response received by the test device shall conform
to the definitions of the HTTP command and the required fields shown in Table 34 of
ISO/IEC 14543-5-1.

In step 2 of the test procedure, the 01-ReturnCode field in the response received by
the test device shall be 405.
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6.2.3.6 Test case 5

6.2.

Test purpose

The test purpose is to ensure that the device under test can set up TCP connection with
other devices by using the 01-SecurelListenerList field address in the Device Online
Advertisement. When the device security mechanism based on symmetric-key
authentication and message authentication mechanism is selected, the device under test
can send out the correct Pipe Setup Request based on Symmetric-key Cryptosystem.

Reference

ipe Sefup Request based on Symmefric-key Crypiosysiem; see 9.2.3.7 and 9.2.3.2]2 of
SO/IEC 14543-5-1.

Conformance category
Dptional

Test procedure
The test procedure shall contain the following actions.

d) The device under test initiates a secure device pipe setupwith the test device; af the
same time the test device is listening to the 01-SeeurelListenerList field addfess
included in its own Device Online Advertisement, to set-up a TCP connection witH the
device under test.

) The test device is listening to the setup TCP connection with the device under te$t to
receive any messages.

Pass verdict condition
The following conditions are required so that'the device passes this test.

@) In step 1 of the test procedure, thexdevice under test and the test device set up TCP
connection successfully.

) In step 2 of the test procedure,“the test device receives a Pipe Setup Request based
on Symmetric-key Cryptosystem sent by the device under test.

) In step 2 of the test procedure, the pipe setup request received by test device sghall
conform to the definitions of the HTTP command and the required fields shown in
Table 9 of ISO/IEC 14543-5-1.

B.7 Test case-6

Test purpose

'he test pUrpose is to ensure that, after the device under test has received a Pipe Sgetup
Response) based on Symmetric-key Cryptosystem, it can send out the cofrect
A\uthentication Request based on Identity Authentication and Message Authenticgtion
Mechanism of Symmetric-key Cryptosystem.

Reference

Authentication Request based on Identity Authentication and Message Authentication
Mechanism of Symmetric-key Cryptosystem; see 9.2.3.1 and 9.2.3.3.1 of
ISO/IEC 14543-5-1.

Conformance category
Optional

Test procedure
The test procedure shall contain the following actions.

a) The device under test initiates secure device pipe setup with a test device; at the same
time, the test device is listening to the 01-SecureListenerList field address included in
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its own Device Online Advertisement to set up TCP connection with the device under
test.

b) After the test device has received a Pipe Setup Request based on Symmetric-key
Cryptosystem, it will send out secure device pipe setup response to confirm the
security mechanism selected. This message format conforms to the requirement
definitions in Table 10 of ISO/IEC 14543-5-1. At the same time, the test device is
listening to the setup TCP connection with the device under test to receive any
messages.

— Pass verdict condition

The following conditions are required so that the device passes this test.

) In step 2 of the test procedure, the test device receives an Authentication Request
based on Identity Authentication and Message Authentication Mechanism of
Symmetric-key Cryptosystem sent by the device under test.

) In step 2 of the test procedure, the request received by the test device shall conforfn to
the requirement definitions in Table 17 of ISO/IEC 14543-5-1.

6.2.3.8 Test case 7

— Test purpose

['he test purpose is to ensure that, when the device under test'teceives an Authenticgtion
Response based on Identity Authentication and Message-Authentication Mechanism of
Symmetric-key Cryptosystem and its response value matehes the calculated result, if will
send out the correct authentication result request (this includes the correct respgnse
alue).

— [Reference

Authentication Result Request based “on Identity Authentication and Mesgage
Authentication Mechanism of Symmetricckey Cryptosystem; see 9.2.3.1 and 9.2.3.3.[1 of
SO/IEC 14543-5-1.

— Conformance category
Dptional
— Test procedure

\fter the test device has received an Authentication Request based on Ideptity
Authentication and) Message Authentication Mechanism of Symmetric-key Cryptosygtem
bent by the device under test, it will send out the correct authentication response (includes
he correct response value). This message format conforms to the requirement definitjons
n Table 48~of ISO/IEC 14543-5-1. At the same time, the test device is listening to| the
etup TCP connection with the device under test to receive any messages.

- ass verdict condition

a) The test device receives an Authentication Result Request based on Identity
Authentication and Message Authentication Mechanism of Symmetric-key
Cryptosystem sent from the device under test.

b) The request message received by the test device shall conform to the requirement
definitions in Table 19 of ISO/IEC 14543-5-1.
6.2.3.9 Test case 8
— Test purpose
The test purpose is to ensure that, when the device under test receives an Authentication
Response based on Identity Authentication and Message Authentication Mechanism of

Symmetric-key Cryptosystem and its response value does not match the calculated result,
it will send out the correct Secure Device Pipe Setup Confirmation Response to indicate
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6.2.4 Secure device pipe setup based on symmetric-key authentication, encrypted

6.2.4.1 Pre-condition

Predcondition 1, applicable{o,test case 1:

failure and to set up secure device pipe (01-ReturnCode field value = 405 (device setup
failed)).

Reference

Secure Device Pipe Setup Confirmation Response; see 9.2.3.1, 9.2.3.4 and Clause 11 of
ISO/IEC 14543-5-1.

Request/Response status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.

Conformance category

Dptional
Test procedure

\fter the test device has received an Authentication Request based on Ideptity
\uthentication and Message Authentication Mechanism of Symmetriczkey Cryptosygtem
bent by the device under test, it will send out the authentication response with wfong
esponse value. This message format conforms to the requirement.définitions in Tablg 18
pf ISO/IEC 14543-5-1. At the same time, the test device is listening to the setup TCP
connection with the device under test to receive any response{méssages.

Pass verdict condition

The following conditions are required so that the devicé passes this test.

d) The test device receives a Secure Device Pipe{Setup Confirmation Response from the
device under test.

) The response received by the test deviceishall conform to the definitions of the H[T TP
command and the required fields showrjn’ Table 34 of ISO/IEC 14543-5-1.

) The 01-ReturnCode field in the respanse received by the test device shall be 405.

message transmission and\authentication mechanism conformance test suife

he test device and\the device under test are located in the same LAN IP broadcast
domain;

lhe IGRS protocol on the device under test is initiated and running normally;

Ihe test device is listening to multicast port 239.255.255.250:3880 to receive a Degjvice
Online «Advertisement sent by the device under test. 01-SecureListenerList field is

to multicast addfess
- addle O e Up

both the test device and the device under test use a device security mechanism based on
symmetric-key authentication, encrypted message transmission and authentication
mechanism.

Pre-condition 2, applicable to test case 2 through test case 4:

the test device and the device under test are located in the same LAN |P broadcast
domain;

the IGRS protocol on the device under test is initiated and running normally;

the test device is listening to multicast port 239.255.255.250:3880 to receive a Device
Online Advertisement sent by the device under test. 01-SecurelListenerList field is
retrieved;
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Pre{condition 3, applicable to test case 5 and test case 6:

Predcondition 4, applicable to test case 7 andtest case 8:
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the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurelistenerList field contains IP address to set up a
secure device pipe;

both the test device and the device under test use device security mechanism based on
symmetric-key authentication, encrypted message transmission and authentication
mechanism;

the test device sets up secure device pipe with the device under test and completes a pipe
setup request/response message interaction process required by device security
mechanism based on symmetric-key authentication, encrypted message transmission and
authentication mechanism.

he test device and device under test are located in the same LAN IP broadcast'demain;
he IGRS protocol on the device under test is initiated and running normally;

he test device is listening to multicast port 239.255.255.250:3880 to 'receive a Device
nline Advertisement sent by the device under test. The 01-SecurélistenerList field is
etrieved;

he test device sends a Device Online Advertisement periodically to multicast addfess
39.255.255.250:3880. The 01-SecureListenerList field contains IP address to set yp a
ecure device pipe;

oth the test device and the device under test use device security mechanism based on
symmetric-key authentication, encrypted message ytransmission and authenticgtion
echanism;

he device under test is equipped with a contfol“interface that can be used to initiate a
$ecure device pipe setup request with other devices.

he test device and device under testware located in the same LAN IP broadcast domain;

lhe IGRS protocol on the device under test is initiated and running normally;

Ihe test device is listening to.multicast port 239.255.255.250:3880 to receive a Deyvice
Online Advertisement sentiby the device under test. 01-SecurelListenerList field is
etrieved;

lhe test device sends.a Device Online Advertisement periodically to multicast addfess
$39.255.255.250:3880. The 01-SecureListenerList field contains IP address to set yp a
$ecure device pipe;

both the test'device and the device under test use device security mechanism based on
symmetricskey authentication, encrypted message transmission and authenticgtion
echanism;

lhe deyice under test sets up secure device pipe with test device and completes a pipe
sefup request/response message interaction process required by device seclrity
. ) L Eee mAe e Em Y T ssionland

authentication mechanism.

6.2.4.2 Test case 1

Test purpose

The test purpose is to ensure that, when the device under test receives a Pipe Setup
Request based on Symmetric-key Authentication, Encrypted Message Transmission and
Authentication Mechanism, it will return the proper secure device pipe setup response.

Reference
Pipe Setup Response based on Symmetric-key Authentication, Encrypted Message

Transmission and Authentication Mechanism; see 9.2.3.1 and 9.2.3.2.3 of
ISO/IEC 14543-5-1
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6.2.

Conformance category
Optional

Test procedure
The test procedure shall contain the following actions.

a) The test device uses the field: 01-SecurelistenerList addresses retrieved from a
Device Online Advertisement sent by the device under test to setup TCP connection.

b) The test device uses the existing TCP connection to send a Pipe Setup Request based

on Symmetric-key  Authentication, Encrypted Message Transmission and
Authentication Mechanism to the device under test. This message format confornis to
the requirement definitions in Table 11 of ISO/IEC 14543-5-1. The test device\ijs’glso
listening to any response message on the TCP connection.

Pass verdict condition

The following conditions are required so that the device passes this test.

@) In step 1 of the test procedure, the test device and device under‘test set up TCP
connection successfully.

) In step 2 of the test procedure, the test device receives a Pipe Setup Response bgsed
on Symmetric-key  Authentication, Encrypted Message Transmission [and
Authentication Mechanism returned by the device undertest.

) In step 2 of the test procedure, the pipe setup response received by the test device
shall conform to the definitions of the HTTP command and the required fields shown in
Table 12 of ISO/IEC 14543-5-1.

4.3 Test case 2

Test purpose

[he test purpose is to ensure that, when‘the device under test receives an Authenticgtion

Request based on Identity Authentication, Encrypted Message Transmission |and

Authentication Mechanism of Symmetric-key Cryptosystem (including Challenge 1

Challenge 1) within 30 s.

and 9.2.3.3.2 of 1ISO/IEC 14543-5-1.
Conformance:.category

Dptional

), it

sends out the correct authentication response (including the correct response value to

Reference
Authentication Response based on Identity Authentication, Encrypted Mesgage
[ransmission and-Authentication Mechanism of Symmetric-key Cryptosystem; see 9.4.3.1

Test procedure

The test device uses the existing TCP connection to send an Authentication Request
based on ldentity Authentication, Encrypted Message Transmission and Authentication
Mechanism of Symmetric-key Cryptosystem to the device under test. This message format
conforms to the requirement definitions in Table 21 of ISO/IEC 14543-5-1 (includes a
random number as Challenge 1). The test device is also listening to any response

message on the TCP connection.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) After sending out an authentication request, the test device receives an authentication

response based on identity authentication and encrypted message transmission and
authentication mechanism of Symmetric-Key Cryptosystem from the device under test
within 30 s.


https://iecnorm.com/api/?name=29ba00fd59327da0d64c10a485917681

- 28 - 14543-5-4 © ISO/IEC:2010(E)

b) The response received by the test device shall conform to the definitions of the HTTP

command and the required fields shown in Table 22 of ISO/IEC 14543-5-1.

c) The response received by the test device shall include the correct response valu
Challenge 1, as specified in 9.2.3.3.2 of ISO/IEC 14543-5-1.

6.2.4.4 Test case 3

Test purpose

e to

The test purpose is to ensure that, when the device under test receives an Authentication

confirm successful authentication (01-ReturnCode field value = 100 (success)).

Reference

A\uthentication Result Response based on ldentity Authentication, Encrypted Mesgage

[ransmission and Authentication Mechanism of Symmetric-key Cryptasystem; see 9.2]3.1,

D.2.3.3.2 and Clause 11 of ISO/IEC 14543-5-1.

Request/Response status codes, see Table 85 and Table 86 ofASO/IEC 14543-5-1.

Conformance category

Dptional

Test procedure

The test procedure shall contain the following-actions.

d) The test device uses the existing TCP, connection to send an Authentication Reqguest
based on Identity Authentication, Encrypted Message Transmission and Authenticgtion
Mechanism of Symmetric-key Cryptosystem to the device under test and receiveg the
correct authentication responsedrom the device under test.

) The test device uses the existing TCP connection to send an Authentication Rgsult
Request based on Identity” Authentication, Encrypted Message Transmission |and
Authentication Mechanism of Symmetric-key Cryptosystem to the device under fest.
This message format' conforms to the requirement definitions in Table 23 of
ISO/IEC 14543-5-1 (this includes the correct response value). The test device is glso
listening to any«re€sponse message on the TCP connection.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) In step,2 of the test procedure, after sending out a request, the test device receivep an
Authéntication Result Response based on Identity Authentication, Encrypted Mesgage
Transmission and Authentication Mechanism of Symmetric-key Cryptosystem from the
device under test within 30 s.

b)

c)

6.2.4.5

In step 2 of the test procedure, the response received by the test device shall conform
to the definitions of the HTTP command and the required fields shown in Table 24 of
ISO/IEC 14543-5-1.

In step 2 of the test procedure, the 01-ReturnCode field in the response received by
the test device shall be 100.

Test case 4

— Test purpose

The test purpose is to ensure that, when a device under test receives an Authentication
Result Request based on Identity Authentication, Encrypted Message Transmission and
Authentication Mechanism of Symmetric-key Cryptosystem and its response value does
not match the calculated result, it will send out the correct Secure Device Pipe Setup
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6.2.4.6 Test case-5

Confirmation Response within 30 s so as to indicate failure and to set up secure device
pipe (01-ReturnCode field value = 405 (device setup failed)).

Reference

Secure Device Pipe Setup Confirmation Response; see 9.2.3.1, 9.2.3.4 and Clause 11 of
ISO/IEC 14543-5-1.

Request/Response status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.

Conformance category

Dptional

Test procedure
The test procedure shall contain the following actions.

@) The test device uses the existing TCP connection to send an Authentication Reqpuest
based on ldentity Authentication, Encrypted Message Transmissionyand Authenticgtion
Mechanism of Symmetric-key Cryptosystem to the device under \test and receiveqd the
correct authentication response from the device under test.

) The test device uses the existing TCP connection to send”an Authentication Rgsult
Request based on Identity Authentication, Encrypted )Message Transmission |and
Authentication Mechanism of Symmetric-key Cryptasystem to the device under fest.
This message format conforms to the requirement definitions in Table 23 of
ISO/IEC 14543-5-1 (this includes the wrong response value). The test device is jalso
listening to any response message on the TCP gonnection.

Pass verdict condition
The following conditions are required so that'the device passes this test.

d) In step 2 of the test procedure, after’sending out a request, the test device receives a
Secure Device Pipe Setup Confirmation Response from the device under test wjthin
30 s.

) In step 2 of the test procedure, the response received by the test device shall conform
to the definitions of the HT-TP command and the required fields shown in Table 34 of
ISO/IEC 14543-5-1.

) In step 2 of the test.procedure, the 01-ReturnCode field in the response received by
the test device shall be 405.

Test purpose

[he test purpose is to ensure that the device under test can set up TCP connection |jwith
bther-"devices by using the 01-SecureListenerList field address in the Device Online
A\dvertisement. When device security mechanism based on symmetric-key authentication,
pncrypted message transmission and authentication mechanism is selected, the deyvice
under test can send out the correct Pipe Setup Request based on Symmetric-key
Authentication, Encrypted Message Transmission and Authentication Mechanism.

Reference

Pipe Setup Request based on Symmetric-key Authentication, Encrypted Message
Transmission and Authentication Mechanism; see 9.2.3.1 and 9.2.3.2.3 of
ISO/IEC 14543-5-1.

Conformance category
Optional

Test procedure
The test procedure shall contain the following actions.


https://iecnorm.com/api/?name=29ba00fd59327da0d64c10a485917681

6.2.4.7

a)

b)
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The device under test initiates secure device pipe setup with the test device. At the
same time, the test device is listening to the 01-SecurelListenerList field address
included in its own Device Online Advertisement, to set up TCP connection with the
device under test.

The test device is listening to the setup TCP connection with the device under test to
receive any messages.

Pass verdict condition

The following conditions are required so that the device passes this test.

a)

In step 1 of the test procedure, the device under test and test device set up TCP

b

Test purpose

i £ LL
CUTITICUUIVUTT auuucaoluuy. l
sed

In step 2 of the test procedure, the test device receives a Pipe Setup Request.b
on Symmetric-key  Authentication, Encrypted Message Transmissjon |and
Authentication Mechanism sent by the device under test.

In step 2 of the test procedure, the pipe setup request received by test device shall
conform to the definitions of the HTTP command and the requiredofields shown in
Table 11 of ISO/IEC 14543-5-1.

Test case 6

[he test purpose is to ensure that, after the device undértéest has received a Pipe S
Response based on Symmetric-key Authentication, Encrypted Message Transmission
\uthentication Mechanism (to confirm security mechanism selection), it can send ouf
correct Authentication Request based on lIdentity. Authentication, Encrypted Mess
[ransmission and Authentication Mechanism of{Symmetric-key Cryptosystem.

Reference

Authentication Request based on<\ldentity Authentication, Encrypted Mess

and 9.2.3.3.2 of ISO/IEC 14543-5:4«
Conformance category
Dptional

Test procedure
The test procedute)shall contain the following actions.

d) The device under test initiates secure device pipe setup with the test device; af
same ftime, the test device is listening to the 01-SecurelListenerList field add
included in its own Device Online Advertisement, to set up TCP connection with
dewviceé under test.

[ransmission and Authentication Mechanism of Symmetric-key Cryptosystem; see 9.4.

tup
and
the
age

age
3.1

the
ress
the

t[) After the test device has received a Pipe Setup Request based on Symmetric

Lkey
n, it

will send out secure device pipe setup response to confirm security mechanism
selected. This message format conforms to the requirement definitions in Table 12 of
ISO/IEC 14543-5-1. At the same time, the test device is listening to the setup TCP
connection with the device under test to receive any messages.

Pass verdict condition

The following conditions are required so that the device passes this test.

a)

b)

In step 2 of the test procedure, the test device receives an Authentication Request
based on Identity Authentication, Encrypted Message Transmission and Authentication
Mechanism of Symmetric-key Cryptosystem sent by the device under test.

In step 2 of the test procedure, the request received by the test device shall conform to
the requirement definitions in Table 21 of ISO/IEC 14543-5-1.
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6.2.4.8 Test case 7

6.2.4.9 Test case 8

Test purpose

The test purpose is to ensure that, when the device under test receives authentication

response based on identity authentication and encrypted message transmission

and

authentication mechanism of Symmetric-key Cryptosystem, and when its response value

matches the calculated result, it will send out the correct authentication result req
(this includes the correct response value).

Reference

uest

uthentication Result Request based on Identity Authentication, Encrypted Mess
hnd 9.2.3.3.2 of ISO/IEC 14543-5-1.
Conformance category

Dptional

Test procedure

\fter the test device has received an Authentication Request based on Ide
Authentication, Encrypted Message Transmission and ,Authentication Mechanisn
Symmetric-key Cryptosystem sent by the device underctest, it will send out the co
huthentication response (this includes the correct response value). This message fo
conforms to the requirement definitions in Table 22 (of ISO/IEC 14543-5-1. At the s
ime, the test device is listening to the setup TCP-¢onnection with the device under te
eceive any messages.

Pass verdict condition
The following conditions are required sq that the device passes this test.

@) The test device receives an Authentication Result Request based on Ide
Authentication, Encrypted Message Transmission and Authentication Mechanisr
Symmetric-key Cryptosystem-sent from the device under test.

b) The request message received by the test device shall conform to the requirern
definitions in Table 23. of;ISO/IEC 14543-5-1.

Test purpose

[he test purpose is to ensure that, when the device under test receives authentica
esponse Jbased on identity authentication and encrypted message transmission
huthentication mechanism of Symmetric-key Cryptosystem, and its response value ¢
not match the calculated result, it will send out the correct Secure Device Pipe S
Confirmation Response to indicate failure to setup secure device pipe (01-Return(

[ransmission and Authentication Mechanism of Symmetric-key Cryptosystem; seen9:4.

age
3.1

htity

of
rect
mat
ame
5t to

htity
n of

hent

tion
and
oes
tup
ode

fieldwvalue = 405 (device setup failed)).

Reference

Secure Device Pipe Setup Confirmation Response; see 9.2.3.1, 9.2.3.4 and Clause 1
ISO/IEC 14543-5-1.

Request/Response status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.
Conformance category

Optional

1 of
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6.2.

Predcondition 1, applicable to test case 1:

Pre{condition 2, applicable to test case 2 through test case 4:
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Test procedure

After the test device has received an Authentication Request based on Identity
Authentication, Encrypted Message Transmission and Authentication Mechanism of
Symmetric-key Cryptosystem sent by the device under test, it will send out the
authentication response with wrong response value. This message format conforms to the
requirement definitions in Table 22 of ISO/IEC 14543-5-1. At the same time, the test
device is listening to the setup TCP connection with the device under test to receive any
messages.

Pass verdict condition

lhe following conditions are required so that the device passes this test.

) The test device receives a Secure Device Pipe Setup Confirmation Response-fron the
device under test.

) The response received by the test device shall conform to the definitionsof the H[T TP
command and the required fields shown in Table 34 of ISO/IEC 1454 3:5-1;

) The 01-ReturnCode field in the response received by the test device/shall be 405.
b Secure device pipe setup based on authentication, encrypted message
transmission and authentication mechanism of publictkey cryptosystem
conformance test suite

5.1 Pre-condition

he test device and device under test are located’ in the same LAN IP broadcast domain;
he IGRS protocol on the device under testdsinitiated and running normally;

he test device is listening to multicast.pport 239.255.255.250:3880 to receive a Device
Dnline Advertisement sent by the device under test. 01-SecurelListenerList field is
fletrieved;

the test device sends a Device~Online Advertisement periodically to multicast addfess
239.255.255.250:3880. The 01-SecurelListenerList field contains IP address to sef up
g$ecure device pipe;

Toth the test device and,'the device under test use authentication, encrypted mesgage
ransmission and authentication mechanism based on public-key cryptosystem.

he test devicerand device under test are located in the same LAN IP broadcast domain;

he IGRS$-protocol on the device under test is initiated and running normally;

he test™device is listening to multicast port 239.255.255.250:3880 to receive a Deyvice
nline’ Advertisement sent by the device under test. 01-SecurelListenerList field is
etriéved;

the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurelistenerList field contains IP address to set up a
secure device pipe;

both the test device and the device under test use authentication, encrypted message
transmission and authentication mechanism based on public-key cryptosystem:;

the test device sets up secure device pipe with the device under test and completes a pipe
setup request/response message interaction process required by authentication,
encrypted message transmission and authentication mechanism based on public-key
cryptosystem.

Pre-condition 3, applicable to test case 5 and test case 6:

the test device and device under test are located in the same LAN |IP broadcast domain;
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6.2.

the IGRS protocol on the device under test is initiated and running normally;

the test device is listening to multicast port 239.255.255.250:3880 to receive a Device
Online Advertisement sent by the device under test. 01-SecureListenerList field is
retrieved;

the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurelListenerList field contains IP address to set up
secure device pipe;

both the test device and the device under test use authentication, encrypted message
transmission and authentication mechanism based on public-key cryptosystem;

tifiate

lhe test device and device under test are located in the same LAN IP broadcast domain;
lhe IGRS protocol on the device under test is initiated and running normalty;

Ihe test device is listening to multicast port 239.255.255.250:3880>40 receive a Degjvice
Dnline Advertisement sent by the device under test. 01-SecureListenerList field is
fletrieved;

the test device sends a Device Online Advertisement pefiodically to multicast addfess
239.255.255.250:3880. The 01-SecurelListenerList field ©ontains IP address to set yp a
g$ecure device pipe;

oth test device and the device under test use authentication, encrypted mesgage
ransmission and authentication mechanism based on public-key cryptosystem;

he device under test sets up secure device pipe‘with the test device and completes a pipe
setup request/response message interaction process required by authentication,
encrypted message transmission and authentication mechanism based on publictkey
ryptosystem.

b.2 Test case 1
Test purpose

he test purpose is to ensure that, when the device under test receives a Pipe Sgetup
Request based on Authentication, Encrypted Message Transmission and Authenticgtion

Mechanism of Public-key Cryptosystem, it will return a proper secure device pipe setup
esponse.

Reference
Pipe Setup~Response based on Authentication, Encrypted Message Transmission |and

Authentication Mechanism of Public-key Cryptosystem; see 9.2.3.1 and 9.2.3.2.4 of
SO/IEC 14543-5-1

Conformance category
Optional

Test procedure
The test procedure shall contain the following actions.

a) The test device uses the field: 01-SecurelListenerList addresses retrieved from a
Device Online Advertisement sent by the device under test to setup TCP connection;

b) The test device uses the existing TCP connection to send a Pipe Setup Request based
on Authentication, Encrypted Message Transmission and Authentication Mechanism of
Public-key Cryptosystem to the device under test. This message format conforms to
the requirement definitions in Table 13 of ISO/IEC 14543-5-1. The test device is also
listening to any response message on the TCP connection.
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6.2
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Pass verdict condition

The following conditions are required so that the device passes this test.

a)

b)

c)

In step 1 of the test procedure, the test device and the device under test set up TCP
connection successfully;

In step 2 of the test procedure, the test device receives a Pipe Setup Response based
on Authentication, Encrypted Message Transmission and Authentication Mechanism of
Public-key Cryptosystem returned by the device under test.

In step 2 of the test procedure, the pipe setup response received by the test device
shall conform to the definitions of the HTTP command and the required fields shown in

T all 4.4 Fil NaYaVilal X W, N -2, K T~ |
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5.3 Test case 2
Test purpose
[he test purpose is to ensure that, when the device under test receives an-Authentica

Request based on Authentication, Encrypted Message Transmission and Authenticg
Mechanism of Public-key Cryptosystem (this includes Challenge 1)} it sends out

within 30 s.
Reference

Authentication Response based on Authentication, Encrypted Message Transmission
\uthentication Mechanism of Public-key Cryptosystem; see 9.2.3.1 and 9.2.3.3.1
SO/IEC 14543-5-1.

Conformance category
Dptional
Test procedure

he test device uses the existing TCP connection to send an Authentication Req
based on Authentication, «Encrypted Message Transmission and Authentics
Mechanism of Public-key Cryptosystem to the device under test. This message fo
conforms to the requirement definitions in Table 25 of ISO/IEC 14543-5-1 (this includ
andom number as Challenge 1). The test device is also listening to any respg
message on the TCR connection.

Pass verdict condition

The following conditions are required so that the device passes this test.

@) Aftersseénding out a authentication request, the test device receives an Authentica
Response based on Authentication, Encrypted Message Transmission
Authentication Mechanism of Public-key Cryptosystem from the device under

tion
tion
the

correct authentication response (this includes the correct response\value to Challenge 1)

and
of

Lest
tion
mat
BS a
nse

tion
and
test

within 30 s.

b) The response received by the test device shall conform to the definitions of the HTTP

command and the required fields shown in Table 26 of ISO/IEC 1454 3-5-1.

c) The response received by the test device shall include the correct response valu
Challenge 1 as specified in 9.2.3.3.3 of ISO/IEC 14543-5-1.

.5.4 Test case 3

Test purpose

e to

The test purpose is to ensure that, when the device under test receives an Authentication

Result Request based on Authentication, Encrypted Message Transmission

and

Authentication Mechanism of Public-key Cryptosystem and its response value matches
the calculated result, it will send out the correct authentication result response within 30 s
so as to confirm successful authentication (01-ReturnCode field value = 100 (success)).
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Reference

Authentication Result Response based on Authentication, Encrypted Message
Transmission and Authentication Mechanism of Public-key Cryptosystem; see 9.2.3.1,
9.2.3.3.3 and Clause 11 of ISO/IEC 14543-5-1.

Request/Response status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.

Conformance category

Optional

)

)

Test procedure

The test procedure shall contain the following actions.

Pass verdict condition

The following conditions are required so that the/device passes this test.

6.5

Test purpose

The test device uses the existing TCP connection to send an Authentication Reqpuest
based on Authentication, Encrypted Message Transmission and 'Authenticgtion
Mechanism of Public-key Cryptosystem to the device under test.and receives| the
correct authentication response from the device under test.

The test device uses the existing TCP connection to send an“Authentication Rgsult
Request based on Authentication, Encrypted Message Transmission |and
Authentication Mechanism of Public-key Cryptosystem to\the device under test. [This
message format conforms to the requirement (definitions in Table 27| of
ISO/IEC 14543-5-1 (includes the correct responsesvalue). The test device is jlso
listening to any response message on the TCP conection.

In step 2 of the test procedure, after sending out a request, the test device receivep an
Authentication Result Response based on Authentication, Encrypted Mesgage
Transmission and Authentication ‘Mechanism of Public-key Cryptosystem from| the
device under test within 30 s.

In step 2 of the test procedure,\the response received by the test device shall conform
to the definitions of the HTFP command and the required fields shown in Table 28 of
ISO/IEC 14543-5-1.

In step 2 of the test-procedure, the 01-ReturnCode field in the response receivedl by
the test device shall*be 100.

Test case4

[he test purpose is to ensure that, when the device under test receives an Authenticgtion
Result \'\Request based on Authentication, Encrypted Message Transmission |and
\uthentication Mechanism of Public-key Cryptosystem and its response value does| not
match’ the calculated result, it will send out the correct Secure Device Pipe Setup

Confirmation Response within 30 s so as to indicate failure and to set up secure delvice

pipe (01-ReturnCode field value = 405 (device setup failed)).

Reference

Secure Device Pipe Setup Confirmation Response; see 9.2.3.1, 9.2.3.4 and Clause 11 of
ISO/IEC 14543-5-1

Request/Response status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.

Conformance category

Optional
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Test procedure

The test procedure shall contain the following actions.

a)

The test device uses the existing TCP connection to send an Authentication Request
based on Authentication, Encrypted Message Transmission and Authentication
Mechanism of Public-key Cryptosystem to the device under test and receives the
correct authentication response from the device under test.

The test device uses the existing TCP connection to send an Authentication Result
Request based on Authentication, Encrypted Message Transmission and
Authentication Mechanism of Public-key Cryptosystem to the device under test. This
message format conforms to the requirement definitions in Table 27 of

)

b)

Pass verdict condition

The following conditions are required so that the device passes this test.

5.6

Test purpose

Reference

Conformiance category

Dptional

ISO/IEC 14543-5-1 (includes the wrong response value). The test device is\ jalso
listening to any response message on the TCP connection.

In step 2 of the test procedure, after sending out a request, the test device receives a
Secure Device Pipe Setup Confirmation Response from the deyice under test wjthin
30 s.

In step 2 of the test procedure, the response received by the.test device shall conform
to the definitions of the HTTP command and the required\fields shown in Table 34 of
ISO/IEC 14543-5-1.

In step 2 of the test procedure, the 01-ReturnCode fi€ld in the response received by
the test device shall be 405.

Test case 5

[he test purpose is to ensure that the device under test can set up TCP connection |jwith
bther devices by using the 01-SecurelistenerList field address in the Device Online
Advertisement. When the security.mechanism between devices is an authentication,
encrypted message transmission afd the authentication mechanism is based on puplic-
ey cryptosystem, the device under test can send out the correct Pipe Setup Reqpest
based on Authentication,, "Encrypted Message Transmission and Authenticgtion
Mechanism of Public-key .Cryptosystem.

Pipe Setup Request based on Authentication, Encrypted Message Transmission |and
Authentication (Mechanism of Public-key Cryptosystem; see 9.2.3.1 and 9.2.3.2.4 of
SO/IEC 14543-5-1.

est procedure

The test procedure shall contain the following actions.

a)

b)

The device under test initiates a secure device pipe setup request with the test device.
At the same time, the test device is listening to the 01-SecureListenerList field address
included in its own Device Online Advertisement, to set up TCP connection with the
device under test.

The test device is listening to the setup TCP connection with the device under test to
receive any messages.

Pass verdict condition

The following conditions are required so that the device passes this test.

a)

In step 1 of the test procedure, the device under test and test device set up TCP
connection successfully.
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b)

c)

In step 2 of the test procedure, the test device receives a Pipe Setup Request based
on Authentication, Encrypted Message Transmission and Authentication Mechanism of
Public-key Cryptosystem sent by the device under test.

In step 2 of the test procedure, the pipe setup request received by the test device shall
conform to the definitions of the HTTP command and the required fields shown in

Table 13 of ISO/IEC 14543-5-1.

6.2.5.7 Test case 6

Test purpose

Mechanism of Public-key Cryptosystem (confirm security mechanism selection), “it
tend out the correct Authentication Request based on Authentication and' Encry
Message Transmission and Authentication Mechanism of Public-key Cryptosystem.

Reference

Authentication Request based on Authentication, Encrypted Messagé Transmission
\uthentication Mechanism of Public-key Cryptosystem; see /9.2.3.1 and 9.2.3.3.1
SO/IEC 14543-5-1.

Conformance category
Dptional

Test procedure
The test procedure shall contain the following:actions.

@) The device under test initiates a secureidevice pipe setup with the test device. Af
same time, the test device is listening to the 01-SecurelListenerList field add
included in its own Device Onlineg Advertisement, to set up TCP connection with
device under test.

b) After the test device has received a Pipe Setup Request based on Authentica

Cryptosystem, it will send out a secure device pipe setup response to confirm
selected security mechanism. This message format conforms to the requirer
definitions in Table“14 of ISO/IEC 14543-5-1. At the same time, the test devic
listening to the tsetup TCP connection with the device under test to receive
messages.

Pass verdict condition
The following-conditions are required so that the device passes this test.

d) In step 2 of the test procedure, the test device receives an Authentication Req
based on Authentication, Encrypted Message Transmission and Authenticg
Mechanism of Public-key Cryptosystem sent by the device under test.

Encrypted Message Transmission and Authentication Mechanism of Publict
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b) Tn step Z of the test procedure, the request received by the test device shall contor
the requirement definitions in Table 25 of ISO/IEC 14543-5-1.

6.2.5.8 Test case 7

Test purpose

m to

The test purpose is to ensure that, when the device under test receives an Authentication
Response based on Authentication, Encrypted Message Transmission and Authentication
Mechanism of Public-key Cryptosystem and its response value matches the calculated
result, it will send out the correct authentication result request (this includes the correct

response value).

Reference
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Authentication Result Request based on Authentication, Encrypted Message Transmission
and Authentication Mechanism of Public-key Cryptosystem; see 9.2.3.1 and 9.2.3.3.3 of
ISO/IEC 14543-5-1.

Conformance category
Optional
Test procedure

After the test device has received an Authentication Request based on Authentication,
:nr‘rylntpd I\/Ipqeagp Transmission and Authentication Mechanism of Pllhlir-key
Cryptosystem sent by the device under test, it will send out the correct authenticgtion
esponse (this includes the correct response value). This message format conforms-td the
equirement definitions in Table 26 of ISO/IEC 14543-5-1. At the same timeg), the [test
evice is listening to the setup TCP connection with the device under test toreceive|any
nessages.

Pass verdict condition
The following conditions are required so that the device passes this\test.

@) The test device receives an Authentication Result Request‘based on Authentication,
Encrypted Message Transmission and Authentication™\Mechanism of Publictkey
Cryptosystem sent from the device under test.

) The request message received by the test device shall conform to the requirement
definitions in Table 27 of ISO/IEC 14543-5-1.

5.9 Test case 8

Test purpose
[he test purpose is to ensure that, whenthe device under test receives an Authenticgtion
Response based on Authentication, Encrypted Message Transmission and Authenticgtion
Mechanism of Public-key Cryptosystem and its response value does not match|the
calculated result, it will send outithe correct Secure Device Pipe Setup Confirmgtion

Response to indicate failure and to set up secure device pipe (01-ReturnCode field vhlue
= 405 (device setup failed)).

Reference

Secure Device PipeSetup Confirmation Response; see 9.2.3.1, 9.2.3.4 and Clause 1|1 of
SO/IEC 14543-5-1

Request/Response status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.

Conformance category

Dptional

Test procedure

After the test device has received an Authentication Request based on Authentication and
Encrypted Message Transmission, Authentication Mechanism of Public-key Cryptosystem
sent by the device under test, it will send out the authentication response with wrong
response value. This message format conforms to the requirement definitions in Table 26
of ISO/IEC 14543-5-1. At the same time, the test device is listening to the setup TCP
connection with the device under test to receive any response messages.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device receives a Secure Device Pipe Setup Confirmation Response from the
device under test.
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b) The response received by the test device shall conform to the definitions of the HTTP
command and the required fields shown in Table 34 of ISO/IEC 14543-5-1.

c) The 01-ReturnCode field in the response received by the test device shall be 405.

6.2.6 Secure device pipe setup based on trusted third party authentication,

encrypted message transmission and authentication mechanism conformance
test suite

6.2.6.1 Pre-condition

Pre-condition 1, applicable to test case 1 and test case 6:

Predcondition 2, applicable to test case 2:

he test device A, the test device B and the device under test are located in the same’LAN
IP broadcast domain. Test device B provides security identity authentication setvicg for
oth test device A and device under test;

he IGRS protocol on the device under test is initiated and running normally;

he test device A is listening to multicast port 239.255.255.250:3880 to.réceive a Deyice
Dnline Advertisement sent by the device under test. 01-SecureLlistenerList field is
fletrieved;

the test device A sends a Device Online Advertisement periodically to multicast addfess
239.255.255.250:3880. The 01-SecureListenerList field contains IP address to sef up
g$ecure device pipe;

oth the test device A and the device under test use device security mechanism basefl on
rusted third party authentication, encrypted message transmission and authenticgtion
echanism;

he device under test is equipped with a contfol interface that can be used to inijiate
ecure device pipe setup with other devices.

he test device A, the test device B and the device under test are located in the same LAN
IP broadcast domain. Test device\B provides security identity authentication servicg for
oth test device A and device _under test;

he IGRS protocol on the device under test is initiated and running normally;

he test device A is listening to multicast port 239.255.255.250:3880 to receive a Deyice
Dnline Advertisement sent by the device under test. 01-SecureListenerList field is
fetrieved;

the test device(A-sends a Device Online Advertisement periodically to multicast addfess
239.255.255.250:3880. The 01-SecurelListenerList field contains IP address to sef up
$ecure device pipe;

oth test.device A and the device under test use the device security mechanism basefl on
rusted\ third party authentication, encrypted message transmission and authenticgtion
gehanism.

Pre-condition 3, applicable to test case 3:

the test device A, the test device B and the device under test are located in the same LAN
IP broadcast domain. The device under test provides security identity authentication
service for both test device A and test device B;

the IGRS protocol on the device under test is initiated and running normally.

Pre-condition 4, applicable to test case 4 and test case 5:

the test device A, the test device B and the device under test are located in the same LAN
IP broadcast domain. Test device B provides security identity authentication service for
both test device A and the device under test;

the IGRS protocol on the device under test is initiated and running normally;
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the test device A is listening to multicast port 239.255.255.250:3880 to receive a Device
Online Advertisement sent by the device under test. 01-SecureListenerList field is
retrieved;

the test device A sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurelListenerList field contains IP address to set up
secure device pipe;

both the test device A and the device under test use a device security mechanism based
on trusted third party authentication, encrypted message transmission and authentication
mechanism;

the test device A sets up a secure device pipe with the device under test and completes a
ipe setup request/response message interaction process required by device seclrity
echanism based on trusted third party authentication, encrypted message transmisgion
nd authentication mechanism.

he test device A, the test device B and the device under test are located in the same LAN
IP broadcast domain. The test device B provides a security identity authentication sernvice
or both test device A and the device under test;

he IGRS protocol on the device under test is initiated and runring normally;

he test device A is listening to multicast port 239.255.255.250:3880 to receive a Deyice
Dnline Advertisement sent by the device under test-)01-SecureListenerList field is
fletrieved;

the test device A sends a Device Online Advertisement periodically to multicast addfess
239.255.255.250:3880. The 01-SecureListenerkist field contains IP address to sef up
g$ecure device pipe;

oth test device A and the device under tést'use a device security mechanism based on
rusted third party authentication, encrypted message transmission and authenticgtion
echanism;

he device under test sets up a secure device pipe with the test device A and completes a
ipe setup request/response message interaction process required by device seclrity
echanism based on trusted thired party authentication, encrypted message transmission
nd authentication mechanjsm.

.2 Test case 1

est purpose

he test purposeis to ensure the correctness of Pipe Setup Request based on Trugted
hird Party. Authentication, Encrypted Message Transmission and Authenticgtion
echanism/sent by the device under test.

eferénce

ipe” Setup Request based on Trusted Third Party Authentication, Encrypted Mesgage
Transmission and Authentication Mechanism; see 9.2.3.1 and 9.2.3.2.5 of
ISO/IEC 14543-5-1

Conformance category
Optional

Test procedure
The test procedure shall contain the following actions.

a) The device under test initiates a secure device pipe setup request with the test
device A. At the same time, test device A is listening to the 01-SecurelListenerList field
address included in its own Device Online Advertisement, to set up TCP connection
with the device under test.

b) The test device A is listening to any request message on the TCP connection.
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— Pass verdict condition
The following conditions are required so that the device passes this test.

a) In step 1 of the test procedure, test device A and the device under test set up TCP
connection successfully.

b) In step 2 of the test procedure, test device A receives a pipe setup request based on
trusted third party authentication, encrypted message transmission and authentication
mechanism sent by the device under test.

c) In step 2 of the test procedure, the pipe setup request received by test device A shall
conform to the definitions of the HTTP command and the required fields shown in

T all 4L Fil NaYaVilal X W, N -2, K T~ |
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6.2.6.3 Test case 2
— Test purpose
[he test purpose is to ensure that, when the device under test receiyves~a Pipe Setup

Request based on Trusted Third Party Authentication, Encrypted Message Transmisgion
hnd Authentication Mechanism, it will return a proper secure device pipé setup responge.

— [Reference

Pipe Setup Request based on Trusted Third Party Authentication, Encrypted Mesgage
[ransmission and Authentication Mechanism; se€~-9.2.3.1 and 9.2.3.2.5| of
SO/IEC 14543-5-1.

— Conformance category
Dptional

— Test procedure
The test procedure shall contain the following actions.

@) The test device A uses the field: 01-SecurelListenerList addresses retrieved from a
Device Online Advertisement-sent by the device under test to set up TCP connectign.

) The test device A uses the existing TCP connection to send a pipe setup request
based on trusted third-;party authentication, encrypted message transmission |and
authentication mechanism to the device under test. This message format conforms to
the requirement definitions in Table 15 of ISO/IEC 14543-5-1. The test device A is jalso
listening to any«re€sponse message on the TCP connection.

— Pass verdict condition
The following conditions are required so that the device passes this test.

@) In step®1 of the test procedure, test device A and the device under test set up TCP
connection successfully.

tr) In-step 2 of the test procedure, the test device A receives a Pipe Setup Respgnse
based on Trusted Third Party Authentication, Encrypted Message Transmission|and
Authentication Mechanism sent by the device under test.

c) In step 2 of the test procedure, the pipe setup response received by the test device A
shall conform to the definitions of the HTTP command and the required fields shown in
Table 16 of ISO/IEC 14543-5-1.

6.2.6.4 Test case 3

— Test purpose

The test purpose is to ensure that, when the device under test (as security identity service
provider) receives an Authentication Request based on Authentication, Encrypted
Message Transmission and Authentication Mechanism of Trusted Third Party, it will return
a proper authentication response within 30 s.
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Reference

Authentication Response based on Authentication, Encrypted Message Transmission and
Authentication Mechanism of Trusted Third Party; see 9.2.3.1 and 9.2.3.3.4 of
ISO/IEC 14543-5-1.

Conformance category

Optional

Test procedure

[he test device A uses the existing TCP connection to send an Authentication Reqpuest
pbased on Authentication, Encrypted Message Transmission and Authenticgtion
Mechanism of Trusted Third Party to the device under test. This message format confqrms
o the requirement definitions in Table 29 of ISO/IEC 14543-5-1. The test device A is plso
istening to any response message on the TCP connection.

Pass verdict condition

The following conditions are required so that the device passes this\test.

@) After sending out an authentication request, the test\_device A receives| an
Authentication Response based on Authentication, Encryptéed Message Transmission
and Authentication Mechanism of Trusted Third Party from the device under test wjthin
30 s.

) The response received by the test device A shall*conform to the definitions of| the
HTTP command and the required fields shown.in/ Table 30 of ISO/IEC 14543-5-1.

.p.5 Test case 4
Test purpose

['he test purpose is to ensure that, when the device under test receives an Authenticgtion
Result Request based on Authentication, Encrypted Message Transmission |and
Authentication Mechanism of Trusted Third Party and its content authentication passgqs, it

will send out the correct authentication result response within 30 s to confirm succegsful
huthentication (01-ReturnCode-field value = 100 (success)).

Reference
Authentication Result Response based on Authentication, Encrypted Mesgage

[ransmission and Authentication Mechanism of Trusted Third Party; see 9.2.3.1, 9.2.3.3.4
hnd Clause 11 0f)ISO/IEC 14543-5-1.

Request/Response status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.

Conformance category

Dpiional

Test procedure
The test procedure shall contain the following actions.

a) The test device A sends an Authentication Request based on Authentication,
Encrypted Message Transmission and Authentication Mechanism of Trusted Third
Party through the test device B to the device under test and receives the correct
authentication response from the device under test through the test device B.

b) The test device A uses the existing TCP connection to send an Authentication Result
Request based on Authentication, Encrypted Message Transmission and
Authentication Mechanism of Trusted Third Party to the device under test. This
message format conforms to the requirement definitions in Table 31 of
ISO/IEC 14543-5-1 (includes the correct authentication in the response message from
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6.2.

test device B in step 1). The test device A is also listening to any response message

on the TCP connection.
Pass verdict condition
The following conditions are required so that the device passes this test.
a) In step 2 of the test procedure, after sending out a request, the test device A rece

ives

an Authentication Result Response based on Authentication, Encrypted Message
Transmission and Authentication Mechanism of Trusted Third Party from the device

under test within 30 s.

b) In step 2 of the test procedure, the response received by test device A shall conform to
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ISO/IEC 14543-5-1.
) In step 2 of the test procedure, the 01-ReturnCode field in the response receive
test device A shall be 100.
5.6 Test case 5
Test purpose
['he test purpose is to ensure that, when the device under test receives an Authentica
Result Request based on Authentication, Encrypted Megssage Transmission
Authentication Mechanism of Trusted Third Party and its content authentication fails, if
send out the correct Secure Device Pipe Setup Confipmation Response within 30

indicate failure and to set up secure device pipe (01-ReturnCode field value = 405 (de|
setup failed)).

Reference

Secure Device Pipe Setup Confirmation Response; see 9.2.3.1, 9.2.3.4 and Clause 1
SO/IEC 14543-5-1.

Request/Response status codes, seeTable 85 and Table 86 of ISO/IEC 14543-5-1.
Conformance category
Dptional

Test procedure
The test procedure.shall contain the following actions.

@) The test device A sends an Authentication Request based on Authentica
Encrypted, Message Transmission and Authentication Mechanism of Trusted T
Party through test device B to the device under test and receives the co
authentication response from the device under test through test device B.

) The test device A uses the existing TCP connection to send an Authentication Re
Request based on Authentication, Encrypted Message Transmission
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Authentication Mechanism of Trusted Third Party to the device under test.

his

message format conforms to the requirement definitions in Table 31
ISO/IEC 14543-5-1 (includes the wrong authentication). The test device A is
listening to any response message on the TCP connection.

Pass verdict condition

The following conditions are required so that the device passes this test.

of
also

a) In step 2 of the test procedure, after sending out a request, test device A receives a
Secure Device Pipe Setup Confirmation Response from the device under test within

30 s.

b) In step 2 of the test procedure, the response received by test device A shall conform to
the definitions of the HTTP command and the required fields shown in Table 34 of

ISO/IEC 14543-5-1.
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c) In step 2 of the test procedure, the 01-ReturnCode field in the response received by
test device A shall be 405.

6.2.6.7 Test case 6
— Test purpose

The test purpose is to verify that the device under test sends a correct Authentication
Request based on Authentication, Encryption Message Transmission and Authentication
Mechanism of Trusted Third Party to the security identity service provider after receiving a
Pipe Setup Response based on Trusted Third Party Authentication, Encrypted Message
Transmission and Authentication Mechnism that confirms the secuity mechanism selection
hnd sets up a secure device pipe based on Trusted Third Party Autentication, Encryption
Message Transmission and Authentication Mechanism.

— [Reference

Authentication Request based on Authentication, Encrypted Message Jfransmission|and
Authentication Mechanism of Trusted Third Party; see 9.2.3.1, land 9.2.3.3.4 of
SO/IEC 14543-5-1.

— Conformance category
Dptional

— Test procedure
The test procedure shall contain the following actions.

d) The device under test initiates a secure device pipe setup with test device A. Af the
same time, test device A is listening .to“the 01-SecurelistenerList field addfess
included in its own Device Online Advertisement, to set up TCP connection with| the
device under test.

) After the test device A has received a Pipe Setup Request based on Trusted Tlhird
Party Authentication, Encrypted Message Transmission and Authentication Mechamism,
it will send out a secure device~pipe setup response to confirm the selected seclirity
mechanism. This message format conforms to the requirement definitions in Tablg¢ 16
of ISO/IEC 14543-5-1. At the same time, test device B is listening to the setup TCP
connection with the device under test to receive any messages.

— Pass verdict condition
The following conditions are required so that the device passes this test.

d) In step 2 of the test procedure, test device B receives an Authentication Reqpest
based on\ Authentication, Encrypted Message Transmission and Authenticgtion
Mechanism of Trusted Third Party sent by the device under test.

b) In step’2 of the test procedure, the request received by test device B shall conforin to
the requirement definitions in Table 29 of ISO/IEC 14543-5-1.

6.2.6.8° Testcase?
— Test purpose

The test purpose is to ensure that, when the device under test receives an Authentication
Response based on Authentication, Encrypted Message Transmission and Authentication
Mechanism of Trusted Third Party, it will send out the correct Authentication Result
Request based on Authentication, Encrypted Message Transmission and Authentication
Mechanism of Trusted Third Party.

— Reference
Authentication Result Request based on Authentication, Encrypted Message Transmission

and Authentication Mechanism of Trusted Third Party; see 9.2.3.1 and 9.2.3.3.4 of
ISO/IEC 14543-5-1.
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6.2
6.2.

Predcondition 1, applicable to test case 1:

Pre{condition 2, applicable to test case 2

Conformance category
Optional
Test procedure

After the test device B has received an Authentication Request based on Authentication,
Encrypted Message Transmission and Authentication Mechanism of Trusted Third Party
sent by the device under test, it will send out the correct authentication response. This
message format conforms to the requirement definitions in Table 30 of ISO/IEC 14543-5-1.
At the same time, the test device A is listening to the setup TCP connection with the

ass verdict condition

he following conditions are required so that the device passes this test.

) The test device A receives an Authentication Result Request based onf{Authenticafion,
Encrypted Message Transmission and Authentication Mechanism ‘of Trusted Tlhird
Party sent from the device under test.

b) The request message received by the test device A shall conform to the requirerment
definitions in Table 31 of ISO/IEC 14543-5-1.

g Secure device pipe setup confirmation conformance test suite

7.1 Pre-condition

he test device and device under test are located. in the same LAN IP broadcast domain;
he IGRS protocol on the device under test is.initiated and running normally;

he test device is listening to multicast~port 239.255.255.250:3880 to receive a Deyvice
Dnline Advertisement sent by the_device under test. 01-SecurelListenerList field is
fletrieved;

the test device sends a Device Online Advertisement periodically to multicast addfess
239.255.255.250:3880. The, 0d=SecurelListenerList field contains IP address to sef up
g$ecure device pipe;

ddress retrieved fram a Device Online Advertisement sent by the device under test tq set

}he test device connects to the device under test using 01-SecureListenerList field
p TCP connection;

he test device and device under test are located in the same LAN IP broadcast domain;

retrieved;

the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurelistenerList field contains IP address to setup
secure device pipe;

the device under test connects to the test device using 01-SecurelistenerList field
address retrieved from a Device Online Advertisement sent by the test device to set up
TCP connection.

6.2.7.2 Test case 1

Test purpose

The test purpose is to ensure that, if the device under test initiates the setup of secure
device pipe, when the device under test receives the response message which indicates
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initialization, and identity authentication phases have been completed properly, it sends

the correct Secure Device Pipe Setup Confirmation Request to the test device.
Reference

Secure Device Pipe Setup Confirmation Request; see 9.2.3.4 of ISO/IEC 14543-5-1.
Conformance category

Optional

Test procedure

he test procedure shall contain the following actions.

) The test device and the device under test complete secure device pipe set up,initia
security identity authentication and secure device pipe key negotiation between t
normally.

b) The test device is listening to the TCP connection setup with the device under te
receive any messages.

Pass verdict condition
The following conditions are required so that the device passes this test.

@) After the first two phases of device pipe setup are completed, the test device rece
a Secure Device Pipe Setup Confirmation Request fromythe device under test.

b) The request received by the test device shall conform to the definitions of the H
command and the required fields shown in Table’33 of ISO/IEC 14543-5-1.

) The 01-CreatePipeResult field in the request received by the test device shal
OK(success).

V.3 Test case 2

Test purpose
[he test purpose is to ensure that; when the device under test receives a Secure De
Pipe Setup Confirmation Request from test device, it sends out the proper Secure De
Pipe Setup Confirmation Response.

Reference

Secure Device Pipe\Setup Confirmation Response; see 9.2.3.4 of ISO/IEC 14543-5-1.
Conformance, category

Optional

Test procedure

ion,
hem
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The'test procedure shall contain the following actions.

a) The test device and device under test complete secure device pipe setup initiation,
security identity authentication and secure device pipe key negotiation between them

normally.

b) The test device sends a Secure Device Pipe Setup Confirmation Request to the device
under test. This message format conforms to the requirement definitions in Table 33 of
ISO/IEC 14543-5-1. At the same time, the test device is listening to the TCP

connection setup with the device under test to receive any response messages.
Pass verdict condition

The following conditions are required so that the device passes this test.

a) In step 2 of the test procedure, after the test device has sent a Secure Device Pipe
Setup Confirmation Request, it receives a Secure Device Pipe Setup Confirmation

Response sent by the device under test.
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b) In step 2 of the test procedure, the response received by the test device shall conform
to the definitions of the HTTP command and the required fields shown in Table 34 of
ISO/IEC 14543-5-1.

6.2.8 Secure device pipe teardown conformance test suite
6.2.8.1 Pre-condition

Pre-condition 1, applicable to test case 1:

the test device and the device under test are located in the same LAN I|IP broadcast
damain:

he IGRS protocol on the device under test is initiated and running normally;

he test device has setup a secure device pipe with the device under test;

he device under test is equipped with a control interface that can be used,to“tear down a
g$ecure device pipe with other devices.

6.2.8.2 Test case 1

— Test purpose

[he test purpose is to ensure that, when the device under test'is tearing down a segure
jevice pipe, it can send out the proper Secure Device)Pipe Teardown Notificgtion
Message.

— Reference

Secure Device Pipe Teardown Notification Message; see 9.2.4 of ISO/IEC 14543-5-1.
— Conformance category

Dptional

— Test procedure

['he device under test initiates @ secure device pipe setup tear down with the test deyice.
At the same time, the test\device is listening to the secure device pipe setup with| the
jevice under test to receive-any messages.

— Pass verdict conditian

The following conditions are required so that the device passes this test.

@) The test device receives a Secure Device Pipe Teardown Notification Message gent
from the device under test.

b) The hotification message received by the test device shall conform to the definitior)s of
thetHTTP command and the required fields shown in Table 35 of ISO/IEC 14543-5-1.

—

6.2.9 Device online detection conformance test suite

6.2.9.1 Pre-condition

Pre-condition 1, applicable to test case 1 and test case 2:

— the test device and the device under test are located in the same LAN IP broadcast
domain;

— the IGRS protocol on the device under test is initiated and running normally;

— the test device is listening to multicast port 239.255.255.250:3880 to receive a Device
Online Advertisement sent by the device under test;

— the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880;

— the test device sets up an unsecure device pipe with the device under test.
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Pre-condition 2, applicable to test case 3:

6.2.

6.2

the test device and device under test are located in the same LAN |IP broadcast domain;

the IGRS protocol on the device under test is initiated and running normally;

the test device is listening to multicast port 239.255.255.250:3880 to receive a De
Online Advertisement sent by the device under test;

vice

the test device sends a Device Online Advertisement periodically to multicast address

239.255.255.250:3880;
the test device sets up an unsecure device pipe with the device under test;

the device under test is equipped with a control interrace that can be used to ser
Device Online Detection Request Message.

D.2 Test case 1

Test purpose

[he test purpose is to ensure that, when the device under test receives a Device Or
Detection Request Message and the 01-TargetDeviceld field in, that request mess

matches device id of the device under test, it returns a proper-Device Online Deted
Response Message within 30 s.

Reference

Device Online Detection Response Message; see 9.2.6:0f ISO/IEC 14543-5-1.
Conformance category

Mandatory

Test procedure

he test device sends a Device Online Detection Request Message to the device u
est through device pipe setup; @his message format conforms to the requirer
jefinitions in Table 37 of ISO/IEC*14543-5-1. In addition, 01-TargetDeviceld field valy
configured to be the same as*the NT field in the Device Online Advertisement sent by
jevice under test. At the same time, the test device is also listening to the device

petween two devices for-30's to receive any response messages.

Pass verdict condition

The following conditions are required so that the device passes this test.

d) Within 30%s after the test device has sent out the request message, it shall recei
Device/Online Detection Response Message sent by the device under test on
device)pipe.

b) The-response message received by the test device shall conform to the definition
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the HTTP command and the required fields shown in Table 38 of ISO/IEC 14543-5-1.

c) I'heresponse message received by the test device shall satisty the tollowing.

e SourceDeviceld field in the response message shall match 01-TargetDeviceld field

in the request message.

e The 01-TargetDeviceld field in the response message shall match
SourceDeviceld field in the request message.

01-

e The 01-Acknowledgeld field in the response message shall match 01-Sequenceld

field in the request message.

9.3 Test case 2

Test purpose

The test purpose is to ensure that, when the device under test receives a Device Online
Detection Request Message, but 01-TargetDeviceld field in that request message does
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6.2.

not match device id of the device under test, it does not return a Device Online Detection

Response Message.

Reference

Device Online Detection Response Message; see 9.2.6 of ISO/IEC 14543-5-1.
Conformance category

Mandatory

Test procedure

he test device sends a Device Online Detection Request Message to the device.u

jevice under test. At the same time, the test device is also listening to-the device
petween two devices for 30 s to receive any response messages.

Pass verdict condition

The following conditions are required so that the device passes this test:

\fter the test device has sent out the request message;-it shall not receive a De
Dnline Detection Response Message sent by the device ‘under test.

D.4 Test case 3
Test purpose

[he test purpose is to ensure that, after the”device under test has set up a device
hnd needs to detect whether the otherdévice is online, it can send out a proper De
Dnline Detection Request Message.

Reference

Device Online Detection Request Message; see 9.2.6 of ISO/IEC 14543-5-1.
Conformance category

Dptional

Test procedure

[he device._under test initiates a Device Online Detection Request Message thrg
jevice pipe setup to the test device. At the same time, the test device is listening to
jevicetpipe setup with the device under test to receive any messages.

nder

est through device pipe setup. This message format conforms to the requirement
jefinitions in Table 37 of ISO/IEC 14543-5-1. In addition, 01-TargetDeviceld field valde is
configured to be different from the NT field in the Device Online Advertisenient sent by the

pipe

vice

bipe
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Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device receives a Device Online Detection Request Message sent by
device under test.

the

b) The request message received by the test device shall conform to the definitions of the

HTTP command and the required fields shown in Table 37 of ISO/IEC 14543-5-1.
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Device description document retrieval conformance test suite

1 Reference messages

Device Description Document Retrieval Request Message refers to Table 39 of
ISO/IEC 14543-5-1.

Device Description Document Retrieval Response Message refers to Table 40 of
ISO/IEC 14543-5-1.

6.3.
6.3.

Pre{condition 1, applicable to test case 1 through test case 4:

Pre{condition 2, applicable to test case 5:

6.3.

2 Test case suite

1 Pre-condition

he test device and device under test are located in the same LAN IP broadcast domain;
he IGRS protocol on the device under test is initiated and running normally;
he test device sets up a device pipe with the device under test;

he detailed device description document is stored on the device‘under test.

he test device and device under test are located in the‘same LAN IP broadcast domain;
he IGRS protocol on the device under test is initiated and running normally;
he test device sets up a device pipe with the déevice under test;

he device under test is equipped with a.control interface that can be used to acg¢ess
etailed device description documents of pther devices.

P.2 Test case 1
Test purpose

[he test purpose is to enstre that, when the device under test receives a De)ice
Description Document Retrieval Request Message, it can send out the proper Deyvice
Description Document Retrieval Response Message within 30 s.

Reference

Device  Description Document Retrieval Response Message; see 9.3.2| of
SO/IEC 14543-5-1.

Conformance category

Mandatory

Testprocedure

The test device sends a Device Description Document Retrieval Request Message to the
device under test. This message format conforms to the requirement definitions in
Table 39 of ISO/IEC 14543-5-1. At the same time, the test device is listening to any
messages sent by the device under test for 30 s.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) After the test device has sent a Device Description Document Retrieval Request
Message, it shall receive a Device Description Document Retrieval Response Message
from the device under test within 30 s.

b) The response message received by the test device shall conform to the definitions of
the HTTP command and the required fields shown in Table 40 of ISO/IEC 14543-5-1.
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c) The response message received by the test device shall satisfy the following.

e The 01-Acknowledgeld field in the response message shall match 01-Sequenceld
field in the request message.

e The <Acknowledgeld> field value in the response message body shall match
<Sequenceld> field value in the request message body.

e The 01-SourceDeviceld field in the response message shall match 01-
TargetDeviceld field in the request message.

e The O01-TargetDeviceld field in the response message shall match 01-
SourceDeviceld field in the request message.

e The <Clientld> field value in the response message body shall match <Clier|tld>
field value in the request message body.

6.3.2.3 Test case 2
— Test purpose

he test purpose is to ensure that, when the device under test receives a De)ice
Description Document Retrieval Request Message and it retrieves the proper device

jescription document, the <ReturnCode> field value in the respohse message body is|100
success).

— Reference

Device Description Document Retrieval Response Message; see 9.3.2 and clause 1[1 of
SO/IEC 14543-5-1

Request/Response status codes, see Table 85.and Table 86 of ISO/IEC 14543-5-1
— Conformance category

Mandatory

— Test procedure

[he test device sends a Device Description Document Retrieval Request Message tg the
jevice under test. This message format conforms to the requirement definitions in Thble
BO of ISO/IEC 14543-5-1) At the same time, the test device is listening to any messgges
tent by the device under test for 30 s.

— Pass verdict condition

The following conditions are required so that the device passes this test:

h) After~the test device has sent a Device Description Document Retrieval Request
Message, it shall receive a Device Description Document Retrieval Respgnse
Message from the device under test within 30 s;

)\The response messaqge received by the test device shall conform to the definitions of
the HTTP command and the required fields shown in Table 40 of ISO/IEC 14543-5-1;

c) The <ReturnCode> field in the response message body received by the test device
shall be 100.

6.3.2.4 Test case 3

— Test purpose

The test purpose is to ensure that, when the device under test receives a Device
Description Document Retrieval Request Message and it cannot retrieve the proper device
description document, the <ReturnCode> field value in the response message body is 204
(the device detailed description information access failed, or the device detailed
description information does not exist or is blank).
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Reference

Device Description Document Retrieval Response Message; see 9.3.2 and Clause 1
ISO/IEC 14543-5-1.

Request/Response status Codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.
Conformance category

Mandatory

1 of

n !
Col PruoLcUurc

[he test procedure shall contain the following actions.
h) Delete the detailed device description document stored in the device undefr test.

D) The test device sends a Device Description Document Retrieval Request Messag
the device under test. This message format conforms to the reguirement definitior
Table 39 of ISO/IEC 14543-5-1. At the same time, the test, device is listening to
messages sent by the device under test for 30 s.

Pass verdict condition

['he following conditions are required so that the device\passes this test.

h) In step 2 of the test procedure, after the fest)device has sent a Device Descrij
Document Retrieval Request Message, it shall receive a Device Description Docur
Retrieval Response Message from the device under test within 30 s.

D) In step 2 of the test procedure, the response message received by the test de
shall conform to the definitions ofithe HTTP command and the required fields show
Table 40 of ISO/IEC 14543-5-1\

In step 2 of the test procedure, the <ReturnCode> field in the response message |
received by the test device shall be 204.

\X4
~

.5 Test case 4

[est purpose

[he test purpose is to ensure that, when the device under test receives a De
Description~Document Retrieval Request Message and it retrieves the proper de
jescription document, the transmitted response message body contains the pr
jetaited device description document.

e to
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Reference

Device Description Document Retrieval Response Message; see 9.3.2 and Clause 1
ISO/IEC 14543-5-1.

Conformance category
Mandatory

Test procedure

1 of

The test device sends a Device Description Document Retrieval Request Message to the
device under test. This message format conforms to the requirement definitions in

Table 39 of ISO/IEC 14543-5-1. At the same time, the test device is listening to
messages sent by the device under test for 30 s.

any
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6.3.

6.4

6.4.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) After the test device has sent a Device Description Document Retrieval Req

uest

Message, it shall receive a Device Description Document Retrieval Response

Message from the device under test within 30 s.

b) The response message received by the test device shall conform to the definitions of
the HTTP command and the required fields shown in Table 40 of ISO/IEC 14543-5-1.

\X4
~

The device description document in the response message body received by the
device shall match the device description document stored in the device.

P.6 Test case 5

[est purpose

Description Document Retrieval Request Message.
Reference

Device  Description Document Retrieval Request Message; see 9.3.1
SO/IEC 14543-5-1.

Conformance category
Dptional

['est procedure

[he device under test initiates a re€quest to access detailed device description docun
pf test device. At the same time, the test device is listening to the device pipe setup
he device under test to receiveany messages.

Pass verdict condition

['he following conditiens are required so that the device passes this test.

h) The test_ device shall receive a Device Description Document Retrieval Req
Message-from the device under test.

D) Thexrequest message received by the test device shall conform to the definition

the HTTP command and the required fields shown in Table 39 of ISO/IEC 14543-511.

test

['he test purpose is to ensure that, when the device under test needs to access detjiled
jevice description documents of other devices, it can send- out the proper Deyice

of

hent
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Device group setup conformance test suite

1 Reference messages

Device Group Advertisement Message of Specified Peer-to-peer Device Group refers to
Table 41 of ISO/IEC 14543-5-1.

Device Leaves Specified Peer-to-peer Device Group Quit Group Message refers to Table 42
of ISO/IEC 14543-5-1.

Device Group Advertisement Message of Master-slave Device Group refers to Table 43 of
ISO/IEC 14543-5-1.
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Request Message to Join a Master-slave Device Group refers to Table 44 of
ISO/IEC 14543-5-1.

Response Message to Join a Master-slave Device Group refers to Table 45 of
ISO/IEC 14543-5-1.

Device Group Dissolve Notification Message Sent by Master Device refers to Table 46 of
ISO/IEC 14543-5-1.

Withdraw Notification Message Sent by Slave Device refers to Table 47 of ISO/IEC 14543-5-1.

6.4.2 Test case suite
6.4.2.1 Pre-Condition

Pred{condition 1, applicable to test case 1:

— the test device and device under test are located in the same LAN IP.broadcast domain;

— 1{he IGRS protocol on the device under test is initiated and running normally;

— the test device is listening to multicast port 239.255.255.250:3880;

— the device under test is equipped with a control interface 'that can be used to setup
pecified peer-to-peer device group.

Predcondition 2, applicable to test case 2:

— f{he test device and device under test are located’in the same LAN IP broadcast domain;
— 1{he IGRS protocol on the device under testds‘initiated and running normally;

— the test device sets up a specified peer-té*peer device group and sends specified peef-to-
eer device group advertisement periodically to multicast address 239.255.255.250:38B0;

— fhe test device is listening to multicast port 239.255.255.250:3880;

— the device under test is equipped with a control interface that can be used to join specjfied
eer-to-peer device group.

Pre{condition 3, applicable totest case 3:

— fhe test device A, te'st device B and the device under test are located in the same LAN IP
roadcast domainm;

— 1{he IGRS protocel on the device under test is initiated and running normally;

— the test device A sets up a specified peer-to-peer device group. The test device B and the
evice under test join this specified peer-to-peer device group;

— fhe téstdevice A is listening to multicast port 239.255.255.250:3880.

Predcondition- 4, nlr_\lr_\lir‘s\hln totest case 4

— the test device and device under test are located in the same LAN IP broadcast domain;
— the IGRS protocol on the device under test is initiated and running normally;

— the test device sets up a specified peer-to-peer device group and the device under test
joins this specified peer-to-peer device group;

— the test device is listening to multicast port 239.255.255.250:3880;
— the device under test is equipped with a control interface that can be used to leave the
specified peer-to-peer device group.

Pre-condition 5, applicable to test case 5:

— the test device and the device under test are located in the same LAN IP broadcast
domain;
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the IGRS protocol on the device under test is initiated and running normally;
the test device is listening to multicast port 239.255.255.250:3880;

the device under test is equipped with a control interface that can be used to set up a
master-slave device group.

Pre-condition 6, applicable to test case 6:

Predcondition 8, applicable to test case 8:

Pre{condition 9, applicable to test case 9:

the test device and the device under test are located in the same LAN I|P broadcast
domain;

the IGRS protocol on the device under test is initiated and running normally;

he device under test sets up a master-slave device group as the master device;

he test device sets up a device pipe with the device under test.

he test device and the device under test are located in the same (LAN IP broadcast
omain;

he IGRS protocol on the device under test is initiated and running nermally;

he device under test sets up a master-slave device group as the master device;
he test device sets up a device pipe with the device underdest;

he test device is listening to multicast port 239.255.255.250:3880;

he device under test is equipped with a control interface that can be used to dissolvg the
aster-slave device group.

he test device and device under test are located in the same LAN IP broadcast domain;
he IGRS protocol on the device under, test is initiated and running normally;

he test device sets up a master-slave device group as the master device and sendg out
aster-slave device group advertisement periodically;

he test device sets up a device pipe with the device under test;

he device under test is\equipped with a control interface that can be used to jojn a
aster-slave device group.

he test device and device under test are located in the same LAN IP broadcast domain;

he IGRS_protocol on the device under test is initiated and running normally;

he testidevice sets up a master-slave device group as the master device and sends
aster-slave device group advertisement periodically;

the test device sets up a device pipe with the device under test;

the device under test is equipped with a control interface that can be used to leave the
master-slave device group.

6.4.2.2 Test case 1

Test purpose

The test purpose is to ensure that, when the device under test sets up a specified peer-to-
peer device group, it can send out the proper Device Online Advertisement (this includes
its specified peer-to-peer device group ID) and the specified peer-to-peer device group
advertisement.

Reference
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Device Group Advertisement Message of Specified Peer-to-peer Device Group;
9.5.2.2 of ISO/IEC 14543-5-1.

Conformance category

Optional

Test procedure

The device under test initiates a specified peer-to-peer device group setup.

Pass verdict condition

The following conditions are required so that the device passes this test.

@) The test device shall receive a Device Online Advertisement message fromcthe de
under test at multicast address port. This message received by the testdevice §
conform to the definitions in Table 7 of ISO/IEC 14543-5-1.

) The test device shall receive a Device Group Advertisement Message of Spec
Peer-to-peer Device Group from the device under test at multicdst address port.
message received by the test device shall conform to the definitions of the H
command and the required fields shown in Table 41 of ISO/IEC 14543-5-1.

.3 Test case 2

[est purpose

he test purpose is to ensure that, when the devige ‘uhder test joins a specified pee
pbeer device group, it can send out the proper Device Online Advertisement (this incly
Its specified peer-to-peer device group ID).

Reference

Device Online Advertisement; see 9.1.1. of ISO/IEC 14543-5-1.
Conformance category

Dptional

['est procedure

he device under test:initiates a request to join a specified peer-to-peer device g
setup by the test device.

Pass verdict gondition

The following*conditions are required so that the device passes this test.

@) Theutest device shall receive a Device Online Advertisement message from the de
under test at multicast address port. This message received by the test device

see
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conform to the definitions in Table 7 of ISO/IEC 14543-5-1.

b) The 01-DeviceGrouplList field in the advertisement message received by the

test

device shall include the specified peer-to-peer device group ID used by the test device.

6.4.2.4 Test case 3

Test purpose

The test purpose is to ensure that, when the device under test is selected to be
responsible for sending a device group advertisement in a specified peer-to-peer device
group that it belongs to, it can send out the proper specified peer-to-peer device group

advertisement.


https://iecnorm.com/api/?name=29ba00fd59327da0d64c10a485917681

14543-5-4 © ISO/IEC:2010(E) - 57 -

6.4.

6.4.

Reference

Device Group Advertisement Message of Specified Peer-to-peer Device Group;
9.5.2.2 of ISO/IEC 14543-5-1.

Conformance category
Optional
Test procedure

he test procedure shall contain the following actions.

see

h) The test device A sends a Device Offline Advertisement message through multi
address 239.255.255.250:3880.

b) Between the test device B and device under test, the device under test is*selectg
be responsible for device group advertisement.

Pass verdict condition
['he following conditions are required so that the device passes this.fest.

h) The test device A shall receive a Device Group Advertisement Message of Spec
Peer-to-peer Device Group from the device under test at multicast address port.

b) This advertisement message received by the test device A shall conform to
definitions in Table 41 of ISO/IEC 14543-5-1.

P.5 Test case 4

[[est purpose

he test purpose is to ensure that, when the«device under test leaves a specified pee
peer device group, it can send out the proper Device Leaves a Specified Peer-to-
Device Group Quit Group Message.

Reference

Device Leaves a Specified Peer=to-peer Device Group Quit Group Message; see 9.5
pf ISO/IEC 14543-5-1.

Conformance category
Dptional

['est procedure

'he device under test initiates a request to leave a specified peer-to-peer device g
bet up by the-fest device.

Pass verdict condition
[he following conditions are required so that the device passes this test.

cast
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h).Fhe test device shall receive a Device Leaves a Specified Peer-to-peer Device G

oup

WUIT GTroup viessage 1Tofm tne device under test dat multiCast address port.

b) This message received by the test device shall conform to the definitions in Table 42

of ISO/IEC 14543-5-1.

2.6 Test case 5
Test purpose

The test purpose is to ensure that, when the device under test sets up a master-s

lave

(centralized) device group, it can send out the proper Device Group Advertisement

Message of Master-slave Device Group periodically.
Reference

Device Group Advertisement Message of Master-slave Device Group; see 9.5.3.1
9.5.3.2 of ISO/IEC 14543-5-1.

and
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Conformance category
Optional

Test procedure

The device under test initiates a master-slave (centralised) device group setup.
Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Group Advertisement Message of Master-s
Device Group periodically from the device under test

O(E)

lave

) This message received by the test device shall conform to the definitions in Tiabl
of ISO/IEC 14543-5-1.

p.7 Test case 6

[est purpose

[he test purpose is to ensure that, when the device under test is_the“master device

eceives a Request Message to Join a Master-slave Device Group, it can send out
broper Response Message to Join a Master-slave Device Group:

Reference

Response Message to Join a Master-slave DBevice Group; see 9.5.3.3
SO/IEC 14543-5-1.

Conformance category
Dptional
['est procedure

[he test device sends a Request (Message to Join a Master-slave Device Group to
jevice under test based on device: pipe. This message format conforms to the requirer
jefinitions in Table 44 of ISOHEC 14543-5-1. At the same time, the test device is liste
o the device pipe setup with:the device under test to receive any response messages.

Pass verdict condition

The following conditions are required so that the device passes this test.

h) After the test-device has sent a Request Message to Join a Master-slave Device Gr
it shall receive a Response Message to Join a Master-slave Device Group from
devicesunder test through device pipe within 30 s.

b) The.response message received by the test device shall conform to the definition

the\HTTP command and the required fields shown in Table 45 of ISO/IEC 14543-511.

b 43

and
the

of

the
hent
hing

bup,
the

=N

.8 Test case 7

Test purpose

The test purpose is to ensure that, when the device under test is the master device

and

needs to dissolve the master-slave (centralised) device group, it can send out the proper

Device Group Dissolve Notification Message Sent by Master Device.

Reference

Device Group Dissolve Notification Message Sent by Master Device; see 9.5.3.4 of

ISO/IEC 14543-5-1.
Conformance category

Optional
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6.4.

6.4.

Test procedure

The device under test initiates a request to dissolve master-slave (centralised) device

group.

Pass verdict condition
The following conditions are required so that the device passes this test:

a) The test device shall receive a Device Group Dissolve Notification Message Sent by

Master Device from the device under test at multicast address 239.255.255.250:38

80;

b) This message received by the test device shall conform to the definitions in Table 46

of ISO/IEC 14543-5-1.

.9 Test case 8

[est purpose

centralised) device group, it can send out the proper Request Message“to Join a Ma
slave Device Group to the master device.

Reference

Conformance category
Dptional
[est procedure

[he device under test initiates a request to join a master-slave (centralised) device g
betup by the test device. At the same:time, the test device is listening to the device
betup with the device under test to receive any messages.

Pass verdict condition

The following conditions are required so that the device passes this test.

h) The test device shall.receive a Request Message to Join a Master-slave Device G
from the device undertest based on device pipe.

D) This message received by the test device shall conform to the definitions in Tabl
of ISO/IEC 14543-5-1.

.10 Test.case 9

[est purpese

[he(test purpose is to ensure that, when the device under test leaves a master-s

Request Message to Join a Master-slave Device Group; s€e)9.5.3.3 of ISO/IEC 14543

he test purpose is to ensure that, when the device under test joinsya master-sjave

ster-

5-1.

oup
pipe

oup

17

e 44

ave

céntralised) device group, it can send out the proper Withdraw Notification Message

Bent

1 ] H n 4 1 H
y a oldvt UTVILT U a TlTidolcl UTVILC.

Reference

Withdraw Notification Message Sent by slave device; see 9.5.3.4 of ISO/IEC 14543-5-1.

Conformance category

Optional

Test procedure

The device under test initiates a request to leave a master-slave (centralised) de

group setup by the test device. At the same time, the test device is listening to the de
pipe setup with the device under test to receive any messages.

vice
vice
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6.5.
Devjce Search Request Message refers to Table 48 of ISO/IEC 14543-5-1.

Devjce Search Response Message refers to Table 49 of ISO/IEC 14543-5-1.
Devjce Search Request Message by Proxy refers to Table 50 of ISO/IEC 145483-5-1.
Devjce Search Response Message by Proxy refers to Table 51 of ISO/IEC 14543-5-1.
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Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device shall receive a Withdraw Notification Message Sent by slave device
based on device pipe from the device under test.

b) This message received by the test device shall conform to the definitions in Table 47
of ISO/IEC 14543-5-1.

Device search conformance test suite

1 Reference messages

P Test case suite

2.1 Pre-condition

Pre{condition 1, applicable to test case 1 through test’/case 7, test case 9 through |test

cas

Pre{condition 2, applicable te'test case 8:

11:

he test device and device under test are located in the same LAN IP broadcast domain;
he IGRS protocol on the device under test is’initiated and running normally;

he test device is listening to multicast address port 239.255.255.250:3880 to receiye a
evice Online Advertisement message sent by the device under test;

he IGRS service on the device under test is running normally;

he test device is listening to‘multicast address port 239.255.255.250:3880 to receiye a
ervice Online Advertisement-Message sent by the device under test.

he test device and\device under test are located in the same LAN IP broadcast domain;
he IGRS protocol on the device under test is initiated and running normally;

he test device sets up a specified peer-to-peer device group or master-slave (centralised)
evice group and the device under test joins that device group;

he test device is listening to multicast address port 239.255.255.250:3880 to receiye a
evice Online Advertisement message sent by the device under test.

Pre-condition 3, applicable to test case 12:

the test device and device under test are located in the same LAN |IP broadcast domain;
the IGRS protocol on the device under test is initiated and running normally;
the test device sets up a device pipe with the device under test;

the device under test is equipped with a control interface that can be used to search for
devices using multicast.

Pre-condition 4, applicable to test case 13:

the test device and device under test are located in the same LAN |IP broadcast domain;

the IGRS protocol on the device under test is initiated and running normally;
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the device under test is equipped with a control interface that can be used to search by

proxy.

Pre-condition 5, applicable to test case 14:

6.5.

the test device A, test device B and the device under test are located in the same LAN IP

broadcast domain;

the IGRS protocol on the device under test is initiated and running normally;
the test device A sets up a device pipe with the device under test;

the test device B sets up a device pipe with the device under test;

t|he device under test sets up master-slave device group, the test device A and test de
B join this device group as slave devices.
p.2 Test case 1

[est purpose

he test purpose is to ensure that, when the device under test receives a Device Se
Request Message based on multicast and there is a match in search'Condition, it can 3
but the proper Device Search Response Message based on (UDP to port 3880 of
equesting device.

Reference

Device Search Response Message; see 9.6.1 of ISO/IEC 14543-5-1.
Conformance category

Mandatory

['est procedure

[he test device sends a Device Search Request Message based on multicast to add
bort 239.255.255.250:3880. This_message format conforms to the requirement definif
in Table 48 of ISO/IEC 14543-551 and includes 01-SearchAll:TRUE field in the mess
A\t the same time, the test device is listening to any UDP messages on port 3880.

Pass verdict condition

['he following conditions are required so that the device passes this test.

h) The test device ‘shall receive a Device Search Response Message based on UD
port 3880, frarm the device under test.

b) The response message received by the test device shall conform to the definition

L) The.response message received by the test device shall satisfy the following:

the HT\,FP command and the required fields shown in Table 49 of ISO/IEC 14543-511.

vice

arch
end
the

ress
ons
hge.

P at

—_

o/ the USN field value, 01-SourceDeviceld field value in the response message s

hall

maich <Deviceld> value In the message body and NT field value In the De
Online Advertisement sent by the device under test;

e the 01-TargetDeviceld field in the response message shall match
SourceDeviceld field in the request message;

o the <Acknowledgeld> field value in the response message body shall match
Sequenceld field value in the request message;

vice

01-

01-

o the <Clientld> field value in the response message body shall match 01-Clientid

field value in the request message.
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6.5.2.3 Test case 2

2.4 Test case 3

Test purpose

The test purpose is to ensure that, when the device under test receives a Device Search
Request Message based on multicast and the search condition is set to SearchAll, it can
treat all other search conditions as invalid, and send out the proper Device Search
Response Message based on UDP.

Reference

Device Search Response Message; see 9.6.1 of ISO/IEC 14543-5-1.

Conformance category
Mandatory
[[est procedure

[he test device sends a Device Search Request Message based on<mdlticast to addfess
port 239.255.255.250:3880. This message format conforms to thejrequirement definitjons
[n Table 48 of ISO/IEC 14543-5-1. The message also includes the following:
h) 01-SearchAll: TRUE field;

b) 01-SearchByDeviceName field, but this field value. is)different from 01-DeviceNpme
value included in the Device Online Advertisement ‘of the device under test.
A\t the same time, the test device is listening to apy,UDP messages on port 3880.

Pass verdict condition
[he following conditions are required so that'the device passes this test.

h) The test device shall receive a Device Search Response Message based on UDP at
port 3880 from the device under test.

D) The response message received by the test device shall conform to the definitior]s of
the HTTP command and theyequired fields shown in Table 49 of ISO/IEC 14543-511.

—_

[est purpose

[he test purpose-~is*to ensure that the device under test sends out the proper Deyice
Search Response-Message when the device under test receives a Device Search Reqpest
Message based” on a multicast message that contains a search condition for|the
DeviceName-that matches its own search condition UDP.

Reference

Dévice Search Response Message; see 9.6.1 of ISO/IEC 14543-5-1.

Conformance category
Mandatory
Test procedure

The test device sends a Device Search Request Message based on multicast to address
port 239.255.255.250:3880. This message format conforms to the requirement definitions
in Table 48 of ISO/IEC 14543-5-1. The message

a) includes 01-SearchByDeviceName field, and this field value is the same as 01-
DeviceName value included in the Device Online Advertisement of the device under
test,

b) and none of the other optional search conditions are included.
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6.5.

6.5

At the same time, the test device is listening to any UDP messages on port 3880.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Search Response Message based on UDP at
port 3880 from the device under test.

b) The response message received by the test device shall conform to the definitions of
the HTTP command and the required fields shown in Table 49 of ISO/IEC 14543-5-1.

c) The <DeviceName> field value in the response message body shall match 01-
SearchByDeviceName field value in the request message.

P.5 Test case 4

)

D)

[est purpose

Reference

Device Search Response Message; see 9.6.1 of ISO/IEC 14543-5-1
Conformance category

Mandatory

['est procedure

A\t the same time, thie.tést device is listening to any UDP messages on port 3880.
Pass verdict condition

['he followingtconditions are required so that the device passes this test.

[he test purpose is to ensure that, when the device under test receives alBevice Segarch
Request Message based on multicast that contains a search condition forythe DeviceType
hnd if there is a match in the search condition, it can then send odt!the proper Deyice
Search Response Message based on UDP.

[he test device sends a Device Search Request Message based on multicast to addfess
bort 239.255.255.250:3880. This message format conforms to the requirement definitjons
[n Table 48 of ISO/IEC 14543-5-1. The message

includes 01-SearchByDeviceType field, and this field value is the same as|01-
DeviceType value included-in the Device Online Advertisement of the device upder
test,

and none of the othér optional search conditions are included.

The test~device shall receive a Device Search Response Message based on UDP at
port.3880 from the device under test.

Thé response message received by the test device shall conform to the definitiorls of
the HTTP command and the required fields shown in Table 49 of ISO/IEC 14543-5-1.

.2.6

The <DeviceType> field value in the response message body shall match 01-
SearchByDeviceType field value in the request message.

Test case 5

Test purpose

The test purpose is to ensure that, when the device under test receives a Device Search
Request Message based on multicast that contains a search condition for the ServiceType
and if there is a match in the search condition, it can then send out the proper Device
Search Response Message based on UDP.

Reference

Device Search Response Message; see 9.6.1 of ISO/IEC 14543-5-1.
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Conformance category
Mandatory
Test procedure

The test device sends a Device Search Request Message based on multicast to address
port 239.255.255.250:3880. This message format conforms to the requirement definitions
in Table 48 of ISO/IEC 14543-5-1. The message

a) Includes 01-SearchByServiceType field, and this field value is the same as 01-
Qpr\/ir‘pTylmn value included in the Device Online Advertisement of the device under

test;

b) And none of the other optional search conditions are included.

A\t the same time, the test device is listening to any UDP messages on port 3880.
Pass verdict condition

['he following conditions are required so that the device passes this test.

h) The test device shall receive a Device Search Response Message based on UDP at
port 3880 from the device under test.

b) The response message received by the test device shall’cohform to the definitions of
the HTTP command and the required fields shown in Table 49 of ISO/IEC 14543-5-1.

—

.7 Test case 6

[est purpose

he test purpose is to ensure that, when the.dévice under test receives a Device Search
Request Message based on multicast . that contains a search condition for |the
ServiceName and if there is a match in-the search condition, it can then send out| the
broper Device Search Response Message based on UDP.

Reference

Device Search Response Message; see 9.6.1 of ISO/IEC 14543-5-1.
Conformance category

Mandatory

['est procedure

[he test device sends a Device Search Request Message based on multicast to addfess
bort 239,255.255.250:3880. This message format conforms to the requirement definitjons
in Table'\48 of ISO/IEC 14543-5-1. The message

h)/ineludes 01-SearchByServiceName field, and this field value is the same as|01-
ServiceName value included in the Device Online Advertisement of the device uphder
test,

b) and none of the other optional search conditions are included.

At the same time, the test device is listening to any UDP messages on port 3880.
Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Search Response Message based on UDP at
port 3880 from the device under test.

b) The response message received by the test device shall conform to the definitions of
the HTTP command and the required fields shown in Table 49 of ISO/IEC 14543-5-1.
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6.5.2.8 Test case 7

.R.9 Test case 8

Test purpose

The test purpose is to ensure that, when the device under test receives a Device Search
Request Message based on multicast that contains a search condition for the Deviceld
and if there is a match in the search condition, it can then send out the proper Device
Search Response Message based on UDP.

Reference

Device Search Response Message; see 9.6.1 of ISO/IEC 14543-5-1.

Conformance category
Mandatory
[[est procedure

[he test device sends a Device Search Request Message based on<mdlticast to addfess
port 239.255.255.250:3880. This message format conforms to thejrequirement definitjons
[n Table 48 of ISO/IEC 14543-5-1. The message

h) includes 01-SearchByDeviceld field, and this field value is the same as USN vplue
included in the Device Online Advertisement of the deviee under test,

b) and none of the other optional search conditions aré_ included.

A\t the same time, the test device is listening to apy,UDP messages on port 3880.
Pass verdict condition

['he following conditions are required so that the device passes this test.

h) The test device shall receive a Device Search Response Message based on UDP at
port 3880 from the device underiest.

b) The response message received by the test device shall conform to the definitior]s of
the HTTP command and therequired fields shown in Table 49 of ISO/IEC 14543-5-1.

—

[est purpose

he test purpose.is to ensure that, when the device under test receives a Device Search
Request Message based on multicast that contains a search condition for |the
DeviceGroupld and if there is a match in the search condition, it can then send ouf the
broper Device Search Response Message based on UDP.

Reference

Conformance category
Optional
Test procedure

The test device sends a Device Search Request Message based on multicast to address
port 239.255.255.250:3880. This message format conforms to the requirement definitions
in Table 48 of ISO/IEC 14543-5-1. The message

a) includes 01-SearchByDeviceGroupld field, and this field value is the same as one of
the DeviceGroupld value in 01-DeviceGroupldList field included in the Device Online
Advertisement of the device under test,
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b) and none of the other optional search conditions are included.

At the same time, the test device is listening to any UDP messages on port 3880.
— Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Search Response Message based on UDP at
port 3880 from the device under test.

b) The response message received by the test device shall conform to the definitions of
[ the AT TP command and the requited frefds shown I T abte 49 of TSOAEC14543-571.
6.5.2.10 Test case 9
— Test purpose

'he test purpose is to ensure that, when the device under test receives)a’ Device Search
Request Message based on multicast that contains a combination \of” several search

conditions and if there is a match in the search condition, it can then.send out the prpper
Device Search Response Message based on UDP.

— Reference

Device Search Response Message; see 9.6.1 of ISO/IECA44543-5-1.
— Conformance category

Mandatory

— Test procedure

[he test device sends a Device Search(Request Message based on multicast to addfess
bort 239.255.255.250:3880. This message format conforms to the requirement definitjons
in Table 48 of ISO/IEC 14543-5-1. The message

h) includes 01-SearchByDevigeld field, and this field value is the same as USN vplue
included in the Device Online Advertisement of the device under test,

b) includes 01-SearchByDeviceType field, and this field value is the same as|01-
DeviceType value included in the Device Online Advertisement of the device under|test,

\L4
~

includes 01-SearchByServiceName field, and this field value is the same as|01-
ServiceName ‘value included in the service online advertisement of the device upder
test,

1) and none-of the other optional search conditions are included.
A\t the.same time, the test device is listening to any UDP messages on port 3880.
— Pass-werdict condition

1 o H HH H ! 4l ) ] H ot n
NS TUMOWITTY CUTIUTUUTTS alrc TTUYUITTU SU UNdl LTS UTVILE Padosoo TS 1T ol.

a) The test device shall receive a Device Search Response Message based on UDP at
port 3880 from the device under test.

b) The response message received by the test device shall conform to the definitions of
the HTTP command and the required fields shown in Table 49 of ISO/IEC 14543-5-1.

6.5.2.11 Test case 10

— Test purpose

The test purpose is to ensure that, when the device under test receives a Device Search
Request Message based on multicast and if there is no match in the search condition, it
does not send a Device Search Response Message based on UDP.
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6.5.

Reference

Device Search Response Message; see 9.6.1 of ISO/IEC 14543-5-1.
Conformance category

Mandatory

Test procedure

The test device sends a Device Search Request Message based on multlcast to address

rt 239. . Thi
n Table 48 of ISO/IEC 14543 5-1. The message
h) does not include 01-SearchAll: TRUE field,

D) includes 01-SearchByServiceName field, and this field value is differefit from
ServiceName value included in the service online advertisement of the)device u
test,

£) and none of the other optional search conditions are included.

A\t the same time, the test device is listening to any UDP messages on port 3880.
Pass verdict condition

['he following conditions are required so that the device passes this test.

h) The test device shall not receive a Device Search‘Response Message based on
at port 3880 from the device under test.

.12 Test case 11

[est purpose

'he test purpose is to ensure that, undef’normal circumstances, when the device u
est receives a Device Search Request Message based on multicast and if there
match in the search condition, the-<ReturnCode> value in the Device Search Respd
Message it sent based on UDP is\100 (success).

Reference

Device Search ResponseMessage; see 9.6.1 and Clause 11 of ISO/IEC 14543-5-1.

Request/Responsestatus codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.
Conformance.category
Mandatory,

[est(procedure

ons

01-
nder

UDP

nder
is a
nse

(eSS

he test device sends g Device Search annnef I\llnee:\gn based on multicast to add

port 239.255.255.250:3880. This message format conforms to the requirement definitions
in Table 48 of ISO/IEC 14543-5-1, and the message also includes 01-SearchAll:TRUE
field. At the same time, the test device is listening to any UDP messages on port 3880.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Search Response Message based on UD
port 3880 from the device under test.

P at

b) The response message received by the test device shall conform to the definitions of

the HTTP command and the required fields shown in Table 49 of ISO/IEC 14543-5-

1.

c) The <ReturnCode> field value in the response message received by the test device

shall be 100.
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6.5.2.13 Test case 12
— Test purpose
The test purpose is to ensure that, when the device under test needs to search for devices
based on multicast, it can send out the proper Device Search Request Message based on

multicast to address port 239.255.255.250:3880.

— Reference

Device Search Request Message; see 9.6.1 of ISO/IEC 14543-5-1.

— Conformance category
Dptional
— Test procedure

he device under test initiates a device search based on multicast; at the same time/ the
est device is listening to any messages on multicast address port 239:255.255.250:3880.

— Pass verdict condition
['he following conditions are required so that the device passes(this test.

h) The test device shall receive a Device Search Request\Message based on multicagt at
address port 239.255.255.250:3880 from the device under test.

D) The request message received by the test device shall conform to the definitions of the
HTTP command and the required fields shown-in.Table 48 of ISO/IEC 14543-5-1.

6.5.2.14 Test case 13

— Test purpose

['he test purpose is to ensure that, when the device under test needs to conduct a dejice
bearch by proxy, it can send out the;proper Device Search Request Message by proxy

— Reference

Device Search Request Message by proxy; see 9.6.2 of ISO/IEC 14543-5-1.
— Conformance category

Dptional

— Test procedute

[he device*under test initiates a device search with the test device. At the same time] the

est device is listening to the device pipe setup with the device under test to receive|any
nessages.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Search Request Message by proxy from the
device under test.

b) The request message received by the test device shall conform to the definitions of the
HTTP command and the required fields shown in Table 50 of ISO/IEC 14543-5-1.

6.5.2.15 Test case 14

— Test purpose

The test purpose is to ensure that, after receiving a Device Search Request Message by
proxy from its slave device, the device under test, as the master device, can search and
acquire all device information to return a proper response message.
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Reference

Device Search Response Message; see 9.6.2 of ISO/IEC 14543-5-1.

— Conformance category

6.6
6.6.

Devjce Online/Offline Event Subscription Request Message refers to Table 52
ISO[IEC 14543-5-1.

Devjce Online/Offline Event SubscriptionxRenewal Request Message refers to Table 5
ISO[IEC 14543-5-1.

Devjce Online/Offline Event Subscription Response Message refers to Table 54
ISO[IEC 14543-5-1.

Devjce Online/Offline Event Wnsubscription Message refers to Table 55 of ISO/IEC 14543

Devjce Online/Offling"Event Notification Message refers to Table 56 of ISO/IEC 14543-5-1

6.6.

6.6.

Pre{caendition 1, applicable to test case 1:

Optional

Test procedure

The test device A sends Device Search Request Message by proxy to the device under

est through mutual device pipe. This message format conforms to the requiren

nent

jefinitions in Table 50 of ISO/IEC 14543-5-1, and the message also includes
SearchAll: TRUE field. At the same time, the test device A is listening to the device
setup with the device under test to receive any response messages.

Pass verdict condition
I'he following conditions are required so that the device passes this test.

h) The test device A shall receive a Device Search Response Message by proxy from
device under test through mutual device pipe.

D) The response message received by the test device A shall<conform to the definitior

Device online/offline event subscription conformance test suite

( Reference messages

P Test case suite

2.1 Pre-condition

the HTTP command and the required fields shown in Table*51 of ISO/IEC 14543-5{1.

01-
bipe

the

s of

=N

of

3 of

of

5-1.

the test device and the device under test are in the same IP broadcast domain of L
Area Networks (LAN);

the IGRS protocol on the device under test is initiated and running normally;

the device pipe is successfully set up between the test device and device under test;

ocal

the device under test has a control interface through which the device under test can be

controlled to initiate the device online/offline event subscription.

Pre-condition 2, applicable to test case 2:

the test device and the device under test are in the same |P broadcast domain of LAN;
the IGRS protocol on the device under test is initiated and running normally;

the device pipe is successfully set up between the test device and device under test;
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the device under test successfully subscribes to device online/offline event through
test device;

O(E)

the

the device under test has a control interface through which the device under test can be

controlled to initiate the device online/offline event subscription renewal.

Pre-condition 3, applicable to test case 3:

the test device and the device under test are in the same IP broadcast domain of LAN;
the test device is listening for message on multicast port 239.255.255.250:3880;
the IGRS protocol on the device under test is initiated and running normally;

he device pipe is successfully set up between the test device and device under tesf(

he device under test successfully subscribes to device online/offline event on_the
jevice;

he device under test has a control interface through which the device under test ca
controlled to initiate the device online/offline event unsubscription.

Predcondition 4, applicable to test case 4:

he test device and the device under test are in the same IP breadcast domain of LAN;
he IGRS protocol on the device under test is initiated and punning normally;
he device pipe is successfully set up between the test dévice and device under test;

he test device and the device under test belongs to the'same master-slave group in w
he test device is slave device and the device undertest is master device.

Predcondition 5, applicable to test case 5:

he test device and device under test are in the same IP broadcast domain of LAN;
he IGRS protocol on the device underi{est is initiated and running normally;
he device pipe is successfully set up*between the test device and the device under tes

he test device and the device under test belongs to the same master-slave group in w|
he test device is slave devicetand the device under test is master device;

he test device successfullyysubscribes to device online/offline event on the device u
est.

Pre{condition 6, applicable to test case 6:

he test device\A, test device B and the device under test are in the same IP broad
Hfomain of LAN:

he IGR8 protocol on the device under test is initiated and running normally;
he device pipe is successfully set up between the test device A and device under test

test

 be

hich

bt ;
hich

nder

cast

heddevice pipe is successfully set up between the test device B and device under test

the device under test sets up a centralised group and the test device A and B join
group as slave devices;

the

the test device A successfully subscribes to device online/offline event on the device

under test.

6.6.2.2 Test case 1

Test purpose

The test purpose is to verify whether the device under test can send a correct Device
Online/Offline Event Subscription Request Message when it needs to subscribe to the device
online/offline event.
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Reference

Device Online/Offline Event Subscription Request Message; see 9.7.1 of ISO/IEC 14543-5-1.

Conformance category

Optional

Test procedure

The device under test initiates a request to subscribe online/offline event on the test device
and simultaneously the test device listens to the device pipe between the test device an
device under test to receive any messages.

6.6.

6.6.

the

Pass verdict condition
['he following conditions are required so that the device passes this test.

h) The test device shall receive a Device Online/Offline Event Subscription Req
Message from the device under test.

D) The request message shall conform to the definitions of the HTTP command and
required fields shown in Table 52 of ISO/IEC 14543-5-1.

.3 Test case 2

[est purpose

[he test purpose is to ensure that the device under test can send a correct De
Dnline/Offline Event Subscription Renewal Request Message when it needs to reney
Eubscription after successfully subscribing to adevice online/offline event.

Reference

Device Online/Offline Event Subscription Renewal Request Message; see 9.7.4
SO/IEC 14543-5-1.

Conformance category
Dptional
['est procedure

[he device underitest initiates a request to renew the online/offline event subscrig
hrough the test\device and simultaneously the test device listens to the device
petween the test’device and the device under test to receive any messages.

Pass verdict condition

[he following conditions are required so that the device passes this test.

Lest

the

vice
v its

of

tion
bipe

b) The request message shall conform to the definitions of the HTTP command and
required fields shown in Table 53 of ISO/IEC 14543-5-1.

2.4 Test case 3

Test purpose

The test purpose is to ensure whether the device under test can send a correct De

h)<Ahe test device shall receive a Device Online/Offline Event Subscription Ren]swal

the

vice

Online/Offline Event Unsubscription Message when it needs to cancel its subscription

after successfully subscribing to a device online/offline event.
Reference

Device Online/Offline Event Unsubscription Message; see 9.7.4 of ISO/IEC 14543-5-1.
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Conformance category
Optional
Test procedure

The device under test initiates a request to cancel the device online/offline event
subscription on the test device and simultaneously the test device listens to the device
pipe between the test device and the device under test to receive any messages.

Pass verdict condition

ne 1olnowing condaruons dare requirea so that tne device passes 1nis test.

h) The test device shall receive a Device Online/Offline Event Unsubscription Mesgage
from the device under test.

b) The message shall conform to the definitions of the HTTP command and'the required
fields shown in Table 55 of ISO/IEC 14543-5-1.

p.5 Test case 4

[est purpose

he test purpose is to verify whether the device under test.€an send a correct Deyvice

Dnline/Offline Event Subscription Response Message within'30 s when the device upder

est (master device) receives a Device Online/Offline Event Subscription Reqpuest
Message.

Reference

Device  Online/Offline Event Subscriptioh., " Response Message; see 9.7.3| of
SO/IEC 14543-5-1.

Conformance category
Dptional
['est procedure

[ 'he test device sends a.Device Online/Offline Event Subscription Request Message tq the
Hevice under test through' a device pipe between the test device and the device under|test,
hnd  this message. conforms to definitions and requirements of Table 52| of
SO/IEC 14543-5-1;~simultaneously the test device listens to the device pipe to recgive
ANy response messages.

Pass verdict \condition

['he following conditions are required so that the device passes this test:

h) After sending its request, the test device shall receive a Device Online/Offline Ejent
Subscription Response Message from the device under test within 30 s.

b) The response message shall conform to the definitions of the HTTP command and the
required fields shown in Table 54 of ISO/IEC 14543-5-1.

2.6 Test case 5

Test purpose

The test purpose is to verify whether the device under test can send a correct Device
Online/Offline Event Subscription Response Message within 30 s when the device under
test (master device) receives a Device Online/Offline Event Subscription Renewal
Request Message.
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6.6.

6.7

6.7.

Reference

Device Online/Offline Event Subscription Response Message; see 9.7.3
ISO/IEC 14543-5-1.

Conformance category
Optional
Test procedure

he test device sends a Device Online/Offline Event Subscription Renewal Regq

of

est

Message to the device under test through a device pipe between the test device and
jevice under test, and this message conforms to definitions and requirements of Tabl
pf ISO/IEC 14543-5-1. Simultaneously the test device listens to the device pipeio’rec
hny response messages.

Pass verdict condition
['he following conditions are required so that the device passes this test.

h) After sending its request, the test device shall receive a Device Online/Offline E
Subscription Response Message from the device under test within 30 s.

b) The response message shall conform to the definitions ef\the HTTP command and
required fields shown in Table 54 of ISO/IEC 14543-5¢1.

.7 Test case 6

[est purpose

[he test purpose is to verify, after receiving.a device online/offline event subscrip
whether the device under test (master device) can send a correct Device Online/Of]
Fvent Notification Message if a device evént is triggered.

Reference

Device Online/Offline Event Notification Message; see 9.7.5 of ISO/IEC 14543-5-1.
Conformance category

Dptional

['est procedure

[he rest device”B triggers a device event. Simultaneously test device A listens to

Pass verdict condition

['he following conditions are required so that the device passes this test.

the
e 53
eive

vent

the

ion,
fline

the

jevice pipe,between the test device A and the device under test to receive any messages.

Thao tact doviiea A _chall racaiha o Dnuinn OnlinalOfflina v

A o laotificaotion MMacd
S e ot OtV CC— o CCeTrve—™ CYVTCC— o oo iC— = vV STt T Ot TroatroTrT—1ivic oo

from the device under test.

QP

b) The notification message shall conform to the definitions of the HTTP command
the required fields shown in Table 56 of ISO/IEC 14543-5-1.

Device group search conformance test suite

1 Reference messages

Device Group Search Request Message refers to Table 57 of ISO/IEC 14543-5-1.

Device Group Search Response Message refers to Table 58 of ISO/IEC 14543-5-1.

and
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6.7.2 Test case suite

6.7.2.1 Pre-condition

Pre-condition 1, applicable to test case 1:

the test device and device under test are in the same IP broadcast domain of Local Area

Networks (LAN);
the IGRS protocol on the device under test is initiated and running normally;

the test device can detect and listen to a Device Online Advertisement message of
evice under test and get its device information on multicast port 239 255 255 250:388

the
01

he device under test has a control interface through which the device under test.ca
controlled to initiate device group search.

Pre{condition 2, applicable in test case 2 through test case 8:

6.7.

he test device and device under test are in the same IP broadcast domain of Local A
Networks (LAN);

he IGRS protocol on the device under test is initiated and running nermally;

he test device can detect and listen to a Device Online Advertisement message of

he device under test belongs to a certain device group, and it is responsible for
jevice group advertisement of this device group (selected in the specified peer-to-
jevice groups or it is the master device in a centralised device group);

he test device can detect and listen to device group online advertisement message
by the device under test and get the information of its device group on multicast
P39.255.255.250:3880.

p.2 Test case 1

[est purpose

[he test purpose is to verify whether the device under test can send a correct De
Sroup Search Request Message to multicast port 239.255.255.250:3880 when the de|
inder test is searching for a;device group.

Reference

Device Group Search Request Message; see 9.8.1 of ISO/IEC 14543-5-1.
Conformancetcategory

Dptional

[estiprocedure

jevice under test and get its device information on multicast\port 239.255.255.250:3880;

 be

\rea

the

the
beer

sent
port

vice
vice

;IU UIUVibU UIIdUI tcbt ;Ilit;dtcb bUdlbilUD fUI d db‘V;bU ylroup. Sillluitdllcuubiy tilc
device listens to multicast port 239.255.255.250:3880 to receive any messages.

Pass verdict condition

The following conditions are required so that the device passes this test.

test

a) The test device shall receive a Device Group Search Request Message based on

multicast from the device under test multicast.

b) The request message shall conform to the definitions of the HTTP command and
required fields shown in Table 57 of ISO/IEC 14543-5-1.

the
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6.7.2.3 Test case 2

2.4 Test case 3

Test purpose

The test purpose is to verify whether the device under test can send a correct UDP-based
unicast Device Group Search Response Message to port 3880 of the requesting device.

Reference
Device Group Search Response Message; see 9.8.2 of ISO/IEC 14543-5-1.

Conformance category

Dptional
[[est procedure

he test device sends a Device Group Search Request Message toVmulticast
P39.255.255.250:3880. This message conforms to the definitions and “requirement

he test device listens to UDP-based unicast message on port 3880.

Pass verdict condition
[he following conditions are required so that the device passes this test.

h) The test device shall receive a Device Group Sedrch Response Message from
device under test.

required fields shown in Table 58 of ISO/IEC14543-5-1.

[est purpose

[he test purpose is to verify whether the device under test can ignore other se
conditions and send a correct \WDP-based unicast Device Group Search Respd

Device Group Search Request Message and the message includes field:
SearchAll: TRUE.

Reference

Device Group Selarch Response Message; see 9.8.2 of ISO/IEC 14543-5-1.
Conformance\category

Dptional

[est\procedure

port
5 of

[able 57 of ISO/IEC 14543-5-1, and it includes field: 01-SearchAll:TRYE. Simultaneously

the

D) The response message shall conform to the definitions of the HTTP command and the

arch
nse

Message to port 3880 of the requesting device when the device under test receivg¢s a

01-

he test device sends a Device Group Search Request Message to multicast
239.255.255.250:3880.

This message conforms to the definitions and requirements of Table 57
ISO/IEC 14543-5-1 and it includes:

a) Field: 01-SearchAll:TRUE;

port

of

b) Field: 01-SearchByDeviceGroupName whose value is different from field:
<DeviceGroupName> in the device group notification message sent by the device

under test.
Simultaneously the test device listens to UDP-based unicast message on port 3880.
Pass verdict condition

The following conditions are required so that the device passes this test.
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a) The test device shall receive a Device Group Search Response Message from
device under test.

b) The response message shall conform to the definitions of the HTTP command and
required fields shown in Table 58 of ISO/IEC 14543-5-1.

2.5 Test case 4
Test purpose

0(E)
the

the

The test purpose is to verify whether the device under test can send a correct UDP-based

unicast Device Group Search Response Message to port 3880 of the requesting de

‘jevice group name condition match.
Reference

Device Group Search Response Message; see 9.8.2 of ISO/IEC 14543-5-1¢
Conformance category

Dptional

['est procedure

[he test device sends a Device Group Search Request Message to multicast
P39.255.255.250:3880.

[his message conforms to the definitions{ ahd requirements of Table 57
SO/IEC 14543-5-1 and

h) it includes field: 01-SearchByDeviceGraupName whose value is the same as f
<DeviceGroupName> in the device~group notification message sent by the de
under test,

D) it does not include other optionalssearch fields.

Bimultaneously the test device (distens to UDP-based unicast message on port 3880.
Pass verdict condition

'he following conditions are required so that the device passes this test.

h) The test devicetshall receive a Device Group Search Response Message from
device under test.

b) The response’ message shall conform to the definitions of the HTTP command and
requiredsfields shown in Table 58 of ISO/IEC 14543-5-1.

[estipurpose

vice
test

port

of

eld:
vice

the

the

unicast Device Group Search Response Message to port 3880 of the requesting de
when the device under test receives a Device Group Search Request Message with a
device group ID condition match.

Reference
Device Group Search Response Message; see 9.8.2 of ISO/IEC 14543-5-1.
Conformance category

Optional

1 n n H n b 1 bl bl Il H 1 & & 1 Dl d
NS ITOU PUTPUST 1o LU VCTITY WITTLITT 1T UTVILT UTTUTT 1Col LAIT STITU a LUITTULL UUT =Ud se

vice
test
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6.7.

Test procedure

The test device sends a Device Group Search Request Message to multicast port
239.255.255.250:3880.

This message conforms to the definitions and requirements of Table 57 of
ISO/IEC 14543-5-1 and

a) it includes field: 01-SearchByDeviceGrouplD whose value is the same as field:
<DeviceGroupID> in the device group notification message sent by the device under
test,

b) it does not include other fields of optional search precondition.

Bimultaneously the test device listens to UDP-based unicast message on port 3880.
Pass verdict condition

'he following conditions are required so that the device passes this test.

h) The test device shall receive a Device Group Search Response.Message from| the
device under test.

D) The response message shall conform to the definitions of the HTTP command and the
required fields shown in Table 58 of ISO/IEC 14543-5-1.

.7 Test case 6

[est purpose

[he test purpose is to verify whether the device under test can send a correct UDP-bgsed
inicast Device Group Search Response Message to port 3880 of the requesting deyvice
when the device under test receives a Device Group Search Request Message with a|test
Hevice group type condition match.

Reference

Device Group Search Response Nlgssage; see 9.8.2 of ISO/IEC 14543-5-1.
Conformance category

Dptional

['est procedure

he test device;-sends a Device Group Search Request Message to multicast |port
P39.255.255.250:3880.

[his message conforms to the definitions and requirements of Table 57| of
SO/EC*14543-5-1 and

b )\it includes field: 01-SearchByDeviceGroupType whose type is the same as the typge of
the device group which includes the device under test,

b) it does not include other fields of optional search precondition.

Simultaneously the test device listens to UDP-based unicast message on port 3880.
Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Group Search Response Message from the
device under test.

b) The response message shall conform to the definitions of the HTTP command and the
required fields shown in Table 58 of ISO/IEC 14543-5-1.
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2.8 Test case 7
Test purpose

The test purpose is to verify whether a device under test can send a correct UDP-based

unicast Device Group Search Response Message to port 3880 of the requesting de

vice

when the device under test receives a Device Group Search Request Message with multi-

condition match.
Reference

Device Group Search Response Message; see 9.8.2 of ISO/IEC 14543-5-1

Conformance category
Dptional
B0. Test procedure

he test device sends a Device Group Search Request Message)y’'to multicast
P39.255.255.250:38

[his message conforms to the definitions and requirements of Table 57
SO/IEC 14543-5-1 and

h) it includes field: 01-SearchByDeviceGroupName whose value is the same as f
<DeviceGroupName> in the device group notification message sent by the de
under test,

b) it includes field: 01-SearchByDeviceGroupld whose value is the same as f
<DeviceGrouplID> in the device group notification message sent by the device u
test,

c) it does not include other fields of optional search precondition.

Simultaneously the test device listeAs to UDP-based unicast message on port 3880.
Pass verdict condition

['he following conditions are required so that the device passes this test.

h) The test device shall\receive a Device Group Search Response Message from
device under test.

D) The response message shall conform to the definitions of the HTTP command and
required fields_shown in Table 58 of ISO/IEC 14543-5-1.

.9 Test.case 8

he (test purpose is to ensure that the device under test will not send a Device G

port

of

eld:
vice

eld:
nder

the

the

oup

Search Response Message when the device under test receives a Device Group Se

RequestMessage thatdoes not match a searcn preconaittom. .
Reference

Device Group Search Response Message; see 9.8.2 of ISO/IEC 14543-5-1.
Conformance category

Optional

Test procedure

The test device sends a Device Group Search Request Message to multicast
239.255.255.250:3880.

arch

port
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This message conforms to the definitions and requirements of Table 57 of
ISO/IEC 14543-5-1 and

a)

b)

c)

it includes field: 01-SearchByDeviceGroupName whose value is the same as field:
<DeviceGroupName> in the device group notification message sent by the device
under test,

it includes field: 01-SearchByDeviceGroupld whose value is different from field:
<DeviceGrouplD> in the device group notification message sent by the device under
test,

it does not include other fields of optional search precondition.

— IPass verdict condition

6.8
6.8.1

Seryice Online Advertisement Message refers to Table 59 ‘of ISO/IEC 14543-5-1.
Seryice Offline Advertisement Message refers to Table)60 of ISO/IEC 14543-5-1.

Seryice Online Registration Notification Message)refers to Table 61 of ISO/IEC 14543-5-1

Bimultaneously the test device listens to UDP-based unicast message on port 3880.

['he following conditions are required so that the device passes this test.

'he test device shall not receive a Device Group Search Response |Message from| the
jevice under test.

Service advertisement conformance test suite

Reference messages

Seryice Offline Notification Message based on Device Pipe refers to Table 64 of

ISOJIEC 14543-5-1.

6.8.p

6.8.2.1

Pre{condition 1, applicable.to test case 1 and 2:

Test case suite

Pre-condition

— {he test device anhd device under test are in the same IP broadcast domain of Local Area

Pre{candition 2, applicable to test case 3 and 4:

Networks (LAN);
— {he test device listens to multicast port: 239.255.255.250:3880;

— {he IGRS_protocol on the device under test is initiated and running normally.

— the test device and device under test are in the same IP broadcast domain of Local Area
Networks (LAN);

— the IGRS protocol on the device under test is initiated and running normally;

— the test device sets up centralised device group as master device;

— the device under test joins the centralised device group as slave device and device pipe is
successfully set up between the test device (master device) and device under test;

— the test device listens to the device pipe.
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2.2 Test case 1

Test purpose

O(E)

The test purpose is to verify whether the device under test can send the correct Service
Online Advertisement Message to multicast port: 239.255.255.250:3880 when IGRS

service of the device under test is added to network.
Reference

Service Online Advertisement Message; see 10.1.1 of ISO/IEC 14543-5-1.

Conformance category
Mandatory

[[est procedure

Fhe IGRS service is running on the device under test.

Pass verdict condition
The following conditions are required so that the device passes, this test.

h) The test device shall receive a Service Online Advertisement Message from the de
under test on port 239.255.255.250:3880.

b) The advertisement message shall conform to the ‘definitions and requirement
Table 59 of ISO/IEC 14543-5-1.

.3 Test case 2

[est purpose

[he test purpose is to verify whether the’device under test can send a correct Ser
Dffline Advertisement Message to multicast port: 239.255.255.250:3880 when I(
service is offline.

Reference

Service Offline Advertisement Message; see 10.1.1 of ISO/IEC 14543-5-1.
Conformance category

Mandatory

[[est procedute
[he test procedure shall contain the following actions.
h) The-lIGRS service is running on the device under test.

p){The IGRS service is terminating normally on the device under test.

vice

vice
SRS

Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device shall receive a Service Offline Advertisement Message from the de
under test on port 239.255.255.250:3880 after cancelling IGRS service on the de
under test;

vice
vice

b) The advertisement message shall conform to the definitions and requirements of

Table 60 of ISO/IEC 14543-5-1.

2.4 Test case 3

Test purpose

The test purpose is to verify whether the device under test can send a correct Ser

vice

Online Registration Notification Message to the master device through the device pipe if
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the device under test is a slave device in a centralised device group, when an IGRS
service is added to the network.

— Reference

Service Online Registration Notification Message; see 10.1.2 of ISO/IEC 14543-5-1.

Conformance category

Optional

est procedure

[he IGRS service is running on the device under test.

— Pass verdict condition
['he following conditions are required so that the device passes this test.

h) The test device shall receive a Service Online Registration Notification Message from
the device under test through the device pipe.

v

b) The notification message shall conform to the definitions and-requirements of Tablg 61
of ISO/IEC 14543-5-1.

6.8.2.5 Test case 4
— Test purpose

he test purpose is to verify whether the device-yunder test can send a correct Senvice
Dffline Notification Message based on Device Pipe’to master device in if the device under

est is a slave device in a centralised device group when an IGRS service is|not
connected with the device under test.

— Reference

Service Offline Notification Megssage based on Device Pipe; see 10.1.2| of
SO/IEC 14543-5-1.

— Conformance category
Dptional

— Test procedure

[he test procedure shall contain the following actions.

h) The IGRS-service is running on the device under test.

p) The IGRS service is terminating normally on the device under test.
— [Pass verdict condition

[heAfollowing conditions are required so that the device passes this test.

a) The test device shall receive a Service Offline Notification Message based on Device
Pipe from the device under test after terminating the IGRS service on the device under
test.

b) The notification message shall conform to the definitions and requirements of Table 62
of ISO/IEC 14543-5-1.

6.9 Service search conformance test suite
6.9.1 Reference messages

Service Search Request Message based on Multicast refers to Table 63 of ISO/IEC 14543-5-1.

Service Search Response Message based on UDP Unicast refers to Table 64 of
ISO/IEC 14543-5-1.
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Service Search Request Message by Proxy refers to Table 65 of ISO/IEC 14543-5-1.
Service Search Response Message by Proxy refers to Table 66 of ISO/IEC 14543-5-1.

6.9.2 Test case suite

6.9.2.1 Pre-condition

Pre-condition 1, applicable to test case 1 through 6, test case 8 and test case 9:

Predcondition 2, applicable to test case 7:

Pre{condition 3, applicable to tést case 10:

the test device and device under test are in the same IP broadcast domain of Local Area

INetworks (LAN);
he IGRS protocol on the device under test is initiated and running normally;

he test device captures a Device Online Advertisement message from the dévice u
test by listening to multicast port: 239.255.255.250:3880;

he IGRS service on the device under test works normally;

he test device captures a Service Online Advertisement Message from the device u
est by listening to multicast port: 239.255.255.250:3880.

he test device and device under test are in the same IR_broadcast domain of Local A
Networks (LAN);

he IGRS protocol on the device under test is initiated and running normally;

he test device captures a Device Online Advertisement message from the device u
est by listening to multicast port: 239.255.255.250:3880;

he IGRS service on the device under test works normally;

he test device captures a Service Onlihe Advertisement Message from the device u
est by listening to multicast port: 239.255.255.250:3880;

he test device sets up a centralised device group or specified peer-to-peer device gr
hnd the device under test joinsthat device group.

he test device and device under test are in the same IP broadcast domain of Local A
Networks (LAN);

he IGRS protocol-on the device under test is initiated and running normally;

he test device ‘captures a Device Online Advertisement message from the device u
est by listening to multicast port: 239.255.255.250:3880;

he IGRS service on the device under test works normally;

he'test device captures a Service Online Advertisement Message from the device u

nder

nder

\rea

nder

nder

bup,

\rea

nder

hder

est’by listening to multicast port; 239.255.255.250:3880;

the device under test has a control interface through which the device under test can be

controlled to initiate service search by multicast.

Pre-condition 4, applicable to test case 11:

the test device and device under test are in the same IP broadcast domain of Local Area

Networks (LAN);
the IGRS protocol on the device under test is initiated and running normally;
the device pipe is set up between the test device and device under test;

the device under test has a control interface through which the device under test can be

controlled to initiate service search by proxy.

Pre-condition 5, applicable to test case 12:
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the test device A, B, and device under test are in the same IP broadcast domain of Local

Area Networks (LAN);
the IGRS protocol on the device under test is initiated and running normally;

the test device A captures a Device Online Advertisement message from the device under

test by listening to multicast port: 239.255.255.250:3880;

the IGRS service on the device under test works normally;

the device pipe is set up between the test device A and device under test;
the device pipe is set up between the test device B and device under test;

he—device—undertest—sets—up—a—centralised—device—group—and—the—test-device-A—and test

jevice B join the group as slave devices. They both register service on the devicelunder

est (master device).

P.2 Test case 1

[est purpose

he test purpose is to verify whether the device under test can send a correct Senvice

Search Response Message based on UDP Unicast to port 3880 of'the other party when

he device under test receives a Service Search Request Message based on Multicast{and

if there is a match in the search precondition.

Reference

Service Search Response Message based on)'UDP Unicast; see 10.2.1| of

SO/IEC 14543-5-1.

Conformance category

Mandatory

['est procedure

[he test device sends a correct.Service Search Request Message based on Multicast to

multicast port 239.255.255.250:3880. This message conforms to the definitions |and

equirements of Table 63 of( ISO/IEC 14543-5-1 and it includes field: 01-SearchAll:TRUE

wvhose value is the samgel.as field: DeviceGroupName in the device group notificgtion

message sent by the device under test. Simultaneously the test device listens to UDP-

pased unicast message on port 3880.

Pass verdict condition

['he following\conditions are required so that the device passes this test.

h) The tesi device shall receive a Service Search Response Message based on UDP
Unjcast from the device under test on port 3880.

D) /The response message shall conform to the definitions of the HTTP command and the
réquired fields shown in Table 64 of ISO/IEC 14543-5-1.

c) The response message received by the test device shall satisfy the following:

e the value of field: 01-SourceDeviceld in the response message and field:
<Deviceld> in message body is the same as field: NT in the device under test
online advertisement message;

e the value of field: 01-TargetDeviceld in the response message is the same as field:
01-SourceDeviceld in search request message sent by the test device;

e the content of field: <Acknowledgeld> in the response message body is the same
as the value of field: 01-Sequenceld in search request message sent by the test
device;

e the content of field: <Clientld> in the response message body is the same as the
value of field: 01-Clientld in search request message sent by the test device.
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6.9.2.3 Test case 2

— Test purpose
The test purpose is to verify whether the device under test can ignore other search
preconditions and send a correct Service Search Response Message based on UDP

Unicast when the device under test receives a Service Search Request Message based
on Multicast which is requesting search all.

— Reference

Service Search Response Message based on UDP Unicast; see 10.2.1 of
SO/MEC 14543-5-1.

— Conformance category
Mandatory
— Test procedure

[he test device sends a correct Service Search Request Message based on Multicagt to
multicast port 239.255.255.250:3880. This message conforms, to the definitions |and
equirements of Table 63 of ISO/IEC 14543-5-1 and
h) it includes field: 01-SearchAll:TRUE,

b) it includes field: 01-SearchByDeviceName whoséx value is different from field:| 01-
DeviceName in the device under test online advertisement message.

Bimultaneously the test device listens to UDP-based unicast message on port 3880.
— Pass verdict condition
['he following conditions are required so thatthe device passes this test.

h) The test device shall receive a Service Search Response Message based on UDP
Unicast from the device under testion port 3880.

D

D) The response message shall.conform to the definitions and requirements of Tabl¢ 64

of ISO/IEC 14543-5-1.

6.9.2.4 Test case 3

— Test purpose

he test purpose-is'to verify whether the device under test can send a correct Senvice
Search Response” Message based on UDP Unicast that includes all of the deyvice
{nformation and the value of field: <ReturnCode> is 100 (successful) when the deyvice
inder testpeceives a Service Search Request Message based on Multicast with a deyvice
hame as the match condition.

— Reference

Service Search Response Message based on UDPUnicast; see 102 Tand Ctause 11 of
ISO/IEC 14543-5-1.

Response status code of response message in Table 85 and Table 86 of
ISO/IEC 14543-5-1.

— Conformance category
Mandatory
— Test procedure

The test device sends a correct Service Search Request Message based on Multicast to
multicast port 239.255.255.250:3880. This message conforms to the definitions and
requirements of Table 63 in ISO/IEC 14543-5-1 and
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a) it includes field: 01-SearchByDeviceName whose value is the same as field: 01-
DeviceName in the device under test online advertisement message,

b) it does not include other fields of optional search preconditions.

Simultaneously the test device listens whether it receives any UDP-based unicast
messages on port 3880 which need to be validated.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Service Search Response Message based on UDP
Unicast from the device under test on port 3660.

b) The response message shall conform to the definitions and requirements of Tabl¢ 64
of ISO/IEC 14543-5-1.

The response message received by the test device shall satisfy

\L4
~

o Field: <ServicelnfoList> of the response message includes all ‘the basic service
information of the device under test and its value is the sanie“as correspongding
field in Service Online Advertisement Message of the device.under test,

e the value of field: <ReturnCode> of the response message is 100.

.5 Test case 4

[est purpose

he test purpose is to verify whether the device under test can send the correct Senvice
Search Response Message based on UDP Unicast including all of the device inform3tion
hnd the value of field <ReturnCode> is 100%(successful) when the device under |test
eceives a Service Search Request Message based on Multicast with a devicg ID
condition.

Reference

Service Search Response Message ' based on UDP Unicast; see 10.2.1 and Clause 1|1 of
SO/IEC 14543-5-1.

Response status codeof response message in Table 85 and Table 86| of
SO/IEC 14543-5-1.

Conformance category
Mandatory
[est proecedure

I'he test device sends a correct Service Search Request Message based on Multicast to
multicast port 239.255.255.250:3880. This message conforms to the definitions |and

reguirements-ofTable-63-0fSOHEC14543-5-1-and

a) it includes field: 01-SearchByDeviceld whose value is the same as field: NT in the
device under test online advertisement message,

b) it does not include other fields of optional search precondition.

Simultaneously the test device listens to receive any UDP-based unicast messages on
port 3880.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Service Search Response Message based on UDP
Unicast from the device under test on port 3880.
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b) The response message shall conform to the definitions and requirements of Table 64
in ISO/IEC 14543-5-1.

c) The response message received by the test device shall satisfy the following:

o Field: <ServicelnfoList> of the response message includes all the basic service
information of the device under test and its value is the same as corresponding
field in Service Online Advertisement Message of device under test;

e the value of field: <ReturnCode> of the response message is 100.

6.9.2.6 Test case 5

4+
- Col YUIpyuotT

he test purpose is to verify whether the device under test can send the correct\Senvice
Search Response Message based on UDP Unicast including all the basic senvice
information of the device which matches to search precondition and the, value of fleld:
KReturnCode> of the message is 100 (successful) when the device undebtest recejves
Bervice Search Request Message based on Multicast with a service type condition majch.

— Reference

Service Search Response Message based on UDP Unicast; see-10.2.1 and Clause 1|1 of
SO/IEC 14543-5-1.

Response status code of response message in “Table 85 and Table 86| of
SO/IEC 14543-5-1.

— Conformance category
Mandatory
— Test procedure

[he test device sends a correct Service Search Request Message based on Multicagt to
multicast port 239.255.255.250:3880. This message conforms to the definitions |and
equirements of Table 63 in ISO/NEC 14543-5-1 and

h) it includes field: 01-SearchByServiceType whose value is the same as field:| 01-
ServiceType in onling )advertisement message sent by the device under test,
b) it does not include, other fields of optional search precondition.
Simultaneously( the test device listens to receive any UDP-based unicast message$ on
port 3880.

— Pass verdict condition

['he following conditions are required so that the device passes this test.

h)\Fhe test device shall receive a Service Search Response Message based on UDP
Unicast from the device under test on port 3880.

b) The response message shall conform to the definitions and requirements of Table 64
of ISO/IEC 14543-5-1.

c) The response message received by test device shall satisfy the following:

o Field: <ServicelnfoList> of the response message includes all the basic service
information of the device under test that matches to search precondition;

e the value of field: <ReturnCode> of the response message is 100.

6.9.2.7 Test case 6

— Test purpose

The test purpose is to verify whether the device under test can send the correct Service
Search Response Message based on UDP Unicast including all the basic service


https://iecnorm.com/api/?name=29ba00fd59327da0d64c10a485917681

14543-5-4 © ISO/IEC:2010(E) - 87 -

6.9.

information of the device which matches to search precondition and the value of field:
<ReturnCode> of the message is 100 (successful) when the device under test receives
Service Search Request Message based on Multicast with a service name condition match.

Reference

Service Search Response Message based on UDP Unicast; see 10.2.1 and Clause 11 of
ISO/IEC 14543-5-1.

Response status code of response message in Table 85 and Table 86 of
ISO/IEC 14543-5-1.

Conformance category
Mandatory
[[est procedure

[he test device sends a correct Service Search Request Message based on Multicast to
multicast port 239.255.255.250:3880. This message conforms jto*the definitions |and
equirements of Table 63 in ISO/IEC 14543-5-1 and

h) it includes field: 01-SearchByServiceName whose value“is the same as field:|01-
ServiceName in online advertisement message sent by the device under test,

D) it does not include other fields of optional search precondition.

Simultaneously the test device listens to receivesany UDP-based unicast message$ on

port 3880.

Pass verdict condition

['he following conditions are required so-that the device passes this test.

h) The test device shall receive a_Service Search Response Message based on UDP
Unicast from the device under:tést on port 3880.

D

b) The response message shall conform to the definitions and requirements of Tabl¢ 64
of ISO/IEC 14543-5-1.

L) The response message-received by the test device shall satisfy the following:

o Field: <ServicelnfoList> of the response message includes all the basic service
information efithe device under test that matches to search precondition;

e the valué of field: <ReturnCode> of the response message is 100.

.8 Test case 7

[est putpose

he test purpose is to verify whether the device under test can send the correct Senvice
Rearch Rpelnnnqp I\Apeqagp hased on UDP llnicast im‘lllding all the basic sewvice
information of the device which matches to search precondition and the value of field:
<ReturnCode> of the message is 100 (successful) when the device under test receives
Service Search Request Message based on Multicast with a service group ID condition
match.

Reference

Service Search Response Message based on UDP Unicast; see 10.2.1 and Clause 11 of
ISO/IEC 14543-5-1.

Response status code of response message in Table 85 and Table 86 in
ISO/IEC 14543-5-1.
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Conformance category
Optional
Test procedure

The test device sends a correct Service Search Request Message based on Multicast to
multicast port 239.255.255.250:3880. This message conforms to the definitions and
requirements of Table 63 in ISO/IEC 14543-5-1 and

a) it includes field: 01-SearchByDeviceGroupld whose value is the same as the device
group 1D in field- 01-F)p\/ir‘p(?.rm||nldl ist which is in the online advertisement message

of the device under test,

b) it does not include other fields of optional search preconditions.

Simultaneously the test device listens to receive any UDP-based unicast message$ on
port 3880.

Pass verdict condition

['he following conditions are required so that the device passes this test.

h) The test device shall receive a Service Search Response Message based on UDP
Unicast from the device under test on port 3880.

D

b) The response message shall conform to the definitions and requirements of Tabl¢ 64
in ISO/IEC 14543-5-1.

The response message received by the test device shall satisfy the following:

\L4
~

e Field: <ServicelnfoList> of the response’ message includes all the basic service
information of the device under test and.its value is the same as the corresponfding
field in Service Online Advertisement.Message of the device under test;

e the value of field: <ReturnCode>"0f the response message is 100.

P.9 Test case 8
[est purpose

he test purpose is to verify"whether the device under test can send the correct Senvice
Search Response Message based on UDP Unicast when the device under test recejves

Service Search Request Message based on Multicast with a combination of segarch
condition matches.

Reference

Service S€arch Response Message based on UDP Unicast; see 10.2.1 and Clause 1|1 of
SO/IEC(14543-5-1.

Response status code of response message in Table 85 and Table 86 in
ISOUEC14543-5-1

Conformance category
Mandatory
Test procedure

The test device sends a correct Service Search Request Message based on Multicast to
multicast port 239.255.255.250:3880. This message conforms to the definitions and
requirements of Table 63 in ISO/IEC 14543-5-1 and

a) it includes field: 01-SearchByDeviceld whose value is the same as field: USN of the
device under test online advertisement message,
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b) it includes field: 01-SearchByServiceName whose value is the same as field:
ServiceName of online advertisement message sent by the device under test,

c) it does not include other fields of optional search preconditions.

01-

Simultaneously the test device listens to receive any UDP-based unicast messages on

port 3880.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Service Search Response Message based on UDP

Unicast from the device under test on port 3630.

D) The response message shall conform to the definitions and requirements of T abl
of ISO/IEC 14543-5-1.

The response message received by the test device shall satisfy the following:

\L4
~

o Field: <ServicelnfoList> of the response message includes all ‘the basic ser
information of the device under test which matches with search{precondition;

o the value of field: <ReturnCode> of the response message is\100.

.10 Test case 9

[est purpose

he test purpose is to ensure that the device under test will not send a Service Se
Response Message based on UDP Unicast if thé device under test receives Ser
Search Request Message based on Multicast which 'does not match to search conditio

Reference

Bervice Search Response Message@based on UDP Unicast; see 10.2.1
SO/IEC 14543-5-1.

Conformance category
Mandatory
['est procedure

[he test device sends ‘a correct Service Search Request Message based on Multica
multicast port 239:255.255.250:3880. This message conforms to the definitions
equirements of Table 63 in ISO/IEC 14543-5-1 and

h) it includes field: 01-SearchByServiceName whose value is different from field:
ServiceName in Service Online Advertisement Message of the device under test,

h) itdoes not include other fields of optional search preconditions.

b 64

vice

Aarch
vice
.

of

5t to
and

01-

on

port 3880.
Pass verdict condition

The following conditions are required so that the device passes this test.

%‘imllltanpmmly the test device listens to receive any UDP-hased unicast messages

The test device shall not receive a Service Search Response Message based on UDP

Unicast from the device under test on port 3880.
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Test case10
Test purpose

The test purpose is to verify whether the device under test can send the correct Service
Search Request Message based on Multicast to multicast port: 239.255.255.250:3880
when the device under test needs to search service based on multicast.

Reference

Service Search Request Message based on Multicast; see 10.2.1 of ISO/IEC 14543-5-1.

Conformance category
Dptional
[[est procedure

he device under test initiates a search request for service based on multigast;
simultaneously the test device listens to all messages L ‘fi multicast |port
P39.255.255.250:3880.

Pass verdict condition
['he following conditions are required so that the device passes this test.

h) The test device shall receive a Service Search Request Message based on Multicast
from the device under test on multicast port.

b) The request message shall conform to the definitions and requirements of Table §3 of
ISO/IEC 14543-5-1.

.12 Test case 11

[est purpose
he test purpose is to verify whether'the device under test can send the correct Senvice
Search Request Message by Proxy through the device pipe when the device under |test
needs to search service on a specified device.

Reference

Service Search Request Message by Proxy; see 10.2.2 of ISO/IEC 14543-5-1.
Conformance category

Dptional

['est procedure

'he \.device under test initiates a request to search service on the test deyice;

Simiultaneously the test device listens to all messages on the device pipe between the|test
device and device under test.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device shall receive a Service Search Request Message by Proxy from the
device under test.

b) The request message shall conform to the definitions of the HTTP command and the
required fields shown in Table 65 in ISO/IEC 14543-5-1.
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6.9.2.13 Test case 12
— Test purpose

The test purpose is to verify whether the device under test can inquire about all the
information it receives and send the correct response message when the device under
test as the master device receives a Service Search Request Message by Proxy from the
slave device.

— Reference

Service Search Response Message by Proxy, see 10.2.2 of ISO/IEC 14543-5-1.

— Conformance category
Dptional
— Test procedure

he test device A sends a correct Service Search Request Message by Proxy to| the
Hevice under test through the device pipe between test device A andvthe device under|test.
[he message conforms to the definitions and requirements of Table 65| of
SO/IEC 14543-5-1 and it includes field: 01-SearchAll:TRUE.,Simultaneously the [test
jevice A listens to all messages on the device pipe between\test device A and the deyvice
inder test.

— Pass verdict condition

h) The test device A shall receive a Service Search Response Message by Proxy from
the device under test.

b) The response message shall conform to.the definitions of the HTTP command and the
required fields shown in Table 66 of ISONEC 14543-5-1.

Field: <ServicelnfoList> of the response message includes all the service informgtion
which the device under test can réceive.

\L4
~

6.10 Service online/offline event subscription conformance test suite

6.10.1 Reference messages

Seryice Online/Offline Event Subscription Request Message refers to Table 67 of
ISOJIEC 14543-5-1.

Seryice Online/QOffline Event Subscription Renewal Request Message refers to Table 68 of
ISO[IEC 14543<5x1.

Seryice Qhnline/Offline Event Subscription Response Message refers to Table 69 of
ISOJIEC 1454 3-5-1.

Service Online/Offline Event Unsubscription Message refers to Table 70 of
ISO/IEC 14543-5-1.

Service Online/Offline Event Notification Message refers to Table 71 of ISO/IEC 14543-5-1.

6.10.2 Test case suite
6.10.2.1 Pre-condition
Pre-condition 1, applicable to test case 1:

— the test device and the device under test are in the same |IP broadcast domain of LAN;

— the IGRS protocol on the device under test is initiated and running normally;
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the device pipe is successfully set up between the test device and device under test;

the device under test has a control interface through which the device under test can be
controlled to initiate service online/offline event subscription.

Pre-condition 2, applicable to test case 2:

Pre{condition 3, applicable to test case 3:

Predcondition 4, applicable to test case 4:

Pred{condition 5, applicable totest case 5 and 6:

the test device and device under test are in the same IP broadcast domain of LAN;
the IGRS protocol on the device under test is initiated and running normally;
the device pipe is successfully set up between the test device and device under test;

WM%MWWM&&M test
evice;

he device under test has a control interface through which the device under test cap be
ontrolled to initiate service online/offline event subscription renewal.

he test device and the device under test are in the same IP broadcastdomain of LAN;
he IGRS protocol on the device under test is initiated and running nermally;
he device pipe is successfully set up between the test device@and device under test;

he device under test successfully subscribes to service ©nline/offline event on the [test
dlevice;

he device under test has a control interface throughcwhich the device under test can be
ontrolled to initiate service online/offline event unsubscription.

he test device and device under test are in the same IP broadcast domain of LAN;
he IGRS protocol on the device underi{est is initiated and running normally;
he device pipe is successfully set up*between the test device and device under test;

he device under test sets up a-centralised device group and the test device joins| the
group as slave device.

he test device and device under test are in the same IP broadcast domain of LAN;
he IGRS protocdl on the device under test is initiated and running normally;
he device pipe.is successfully set up between the test device and device under test;

he devicésunder test sets up a centralised device group and the test device joins| the
group as.slave device;

he test device successfully subscribes to service online/offline event on the device upder
Ilest.

6.10.2.2 Test case 1

Test purpose

The test purpose is to verify whether the device under test can send the correct Service
Online/Offline Event Subscription Request Message when it needs to subscribe to a
service online/offline event.

Reference

Service Online/Offline Event Subscription Request Message; see 10.3.1 of
ISO/IEC 14543-5-1.
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— Conformance category
Optional
— Test procedure

The device under test initiates a request to subscribe online/offline event on the test
device and simultaneously the test device listens to the device pipe between the test
device and the device under test to receive any messages.

— Pass verdict condition

ne 1olnnowing condaruons dare requirea so that tne device passes 1nis test.

h) The test device shall receive a Service Online/Offline Event Subscription-Reqpest
Message from the device under test.

D) The request message shall conform to the definitions of the HTTP command and the
required fields shown in Table 67 in ISO/IEC 14543-5-1.

6.10.2.3 Test case 2
— Test purpose
he test purpose is to verify whether the device under test.can’ send the correct Senvice

Dnline/Offline Event Subscription Renewal Request Méssage if it needs to rgnhew
subscription after successfully subscribing to a service ontine/offline event.

— Reference

Service Online/Offline Event Subscription Renewal Request Message; see 10.3.2 of
SO/IEC 14543-5-1

— Conformance category
Dptional
— Test procedure

'he device under test initiates a request to renew the online/offline event subscriptioph on
he test device and simultaneously the test device listens to the device pipe between| the
est device and device under test to receive any messages.

— Pass verdict condition

'he following conditions are required so that the device passes this test.

h) The testidevice shall receive a Service Online/Offline Event Subscription Reng¢wal
Request Message from the device under test.

b) The request message shall conform to the definitions of the HTTP command and the
required fields shown in Table 68 in ISO/IEC 14543-5-1.

6.10.2.4 Test case 3

— Test purpose

The test purpose is to verify whether the device under test can send the correct Service
Online/Offline Event Unsubscription Message when it needs to cancel the subscription
after successfully subscribing to a service online/offline event.

— Reference
Service Online/Offline Event Unsubscription Message, see 10.3.4 of ISO/IEC 14543-5-1.
— Conformance category

Optional
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6.10.2.5 Test case 4
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Test procedure

The device under test initiates a request to cancel service online/offline event subscription
on the test device and simultaneously the test device listens to the device pipe between
the test device and device under test to receive any messages.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test devicte shall receive a Service Online/Offline Event Unsubscription Message
from the device under test.

) The message shall conform 1o the definitions of the HTTP command and the reqyired
fields shown in Table 70 in ISO/IEC 14543-5-1.

[est purpose

he test purpose is to verify whether the device under test can send_the correct Senvice
Dnline/Offline Event Subscription Response Message within 30 s when the device upder
est (master device) receives a Service Online/Offline Event Subscription Request
Message.

Reference

Service Online/Offline Event Subscription Response Message, see 10.3.3| of
SO/IEC 14543-5-1.

Conformance category
Dptional
['est procedure

he test device sends a Service: @nline/Offline Event Subscription Request Messagge to
he device under test through device pipe between the test device and device under {est,
hnd this message conforms:-to the definitions and requirements of Table 671 of
SO/IEC 14543-5-1. Simultaneously the test device listens to the device pipe to recgive
Ny response messages:

Pass verdict condition

['he following conditions are required so that the device passes this test.

h) After sending its request, the test device shall receive a Service Online/Offline Eyent
Subscription Response Message from the device under test within 30 s.

b) Thewresponse message shall conform to the definitions of the HTTP command and the
required fields shown in Table 69 in ISO/IEC 14543-5-1.

Test purpose

The test purpose is to verify whether the device under test can send the correct Service
Online/Offline Event Subscription Response Message within 30 s when the device under
test (master device) receives a Service Online/Offline Event Subscription Renewal
Request Message.

Reference

Service Online/Offline Event Subscription Response Message, see 10.3.3 of
ISO/IEC 14543-5-1.
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— Conformance category
Optional
— Test procedure

The test device sends a service online/offline subscription renewal request message to
the device under test through device pipe between the test device and the device under
test, and this message conforms to the definitions and requirements of Table 68 of
ISO/IEC 14543-5-1. Simultaneously the test device listens to the device pipe to receive
any response messages.

— Pass verdict condition
['he following conditions are required so that the device passes this test.

h) After sending its request, the test device shall receive a Service Online/Offline Eyent
Subscription Response Message from the device under test within 30 s:

b) The response message shall conform to the definitions of the HTTP.cemmand and the
required fields shown in Table 69 of ISO/IEC 14543-5-1.

6.10.2.7 Test case 6

— Test purpose

[he test purpose is to verify, when receiving a service‘gnline/offline event subscripfion,
whether the device under test (master device) can send the correct Service Online/Offline
Event Notification Message if a service event is triggered.

— Reference

Service Online/Offline Event Notification Méssage; see 10.3.5 of ISO/IEC 14543-5-1.
— Conformance category

Dptional

— Test procedure

[riggered service event:ithe test device starts a service and sends a Service Online
Registration Notification.Message to the device under test. The test device cancels a
bervice and sends a _Service Offline Notification Message based on Device Pipe to| the
jevice under test~Simultaneously the test device listens to the device pipe between| the
est device and’device under test to receive any messages.

— Pass verdict condition
'he following conditions are required so that the device passes this test.

h) ,The'test device shall receive a Service Online/Offline Event Notification Message from
the device under test.

b) The notification message shall conform to the definitions of the HTTP command and
the required fields shown in Table 71 of ISO/IEC 1454 3-5-1.

6.11 Service description document retrieval conformance test suite
6.11.1 Reference messages

Retrieve Service Description Document Request Message refers to Table 72 in
ISO/IEC 14543-5-1.

Retrieve Service Description Document Response Message refers to Table 73 in
ISO/IEC 14543-5-1.
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