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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) ARCHITECTURE -

Part 5-1: Intelligent grouping and resource sharing
for Class 2 and Class 3 — Core protocol

FOREWORD

Inte

pecialized system for worldwide standardization. National bodies that are members of ISO or IEC partieip
he development of International Standards. Their preparation is entrusted to technical committees; any 1S(
EC member body interested in the subject dealt with may participate in this preparatory work. Ihterna
jovernmental and non-governmental organizations liaising with ISO and IEC also participate in this*preparat

n the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC J
Draft International Standards adopted by the joint technical committee are circulated toational bodies for v,
Publication as an International Standard requires approval by at least 75 % of the national bodies casting a

[he formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possibl
nternational consensus of opinion on the relevant subjects since each techrical’committee has represent
rom all interested IEC and ISO member bodies.

EC, ISO and ISO/IEC publications have the form of recommendations”for international use and are acc
y IEC and ISO member bodies in that sense. While all reasofable efforts are made to ensure tha
echnical content of IEC, ISO and ISO/IEC publications is accurate,) IEC or ISO cannot be held responsib
he way in which they are used or for any misinterpretation by ‘any end user.

n order to promote international uniformity, IEC and IS@ member bodies undertake to apply IEC, ISQ
SO/IEC publications transparently to the maximum extent possible in their national and regional publica

hould be clearly indicated in the latter.

SO and IEC provide no marking procedure to, indicate their approval and cannot be rendered responsib
hny equipment declared to be in conformity-with an ISO/IEC publication.

A\l users should ensure that they have-the' latest edition of this publication.

No liability shall attach to IEC or [S©- or its directors, employees, servants or agents including individual eX
bnd members of their technicals\e@mmittees and IEC or ISO member bodies for any personal injury, prg
lamage or other damage of any ‘nature whatsoever, whether direct or indirect, or for costs (including legal
hnd expenses arising out ofthe publication of, use of, or reliance upon, this ISO/IEC publication or any othe
SO or ISO/IEC publications.

A\ttention is drawn/to the normative references cited in this publication. Use of the referenced publicatig
ndispensable for, the correct application of this publication.

A\ttention is.drawn to the possibility that some of the elements of this International Standard may be the subj
atent rights) ISO and IEC shall not be held responsible for identifying any or all such patent rights.

SO (International Organization for Standardization) and IEC (International Electrotechnical Commission) forin the

te in

and
ional
on.

rC 1.
bting.
ote.

B, an
ation

bpted
t the
e for

and
ions.

\ny divergence between any ISO/IEC publication‘@nd the corresponding national or regional publidation

e for

perts

perty
fees)
IEC,

ns is

pct of

tion

of il
tech

nationa

nology.

ition

The list of all currently available parts of the ISO/IEC 14543 series, under the general title
Information technology — Home electronic system (HES) architecture, can be found on the

IEC

web site.

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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INTRODUCTION

ISO/IEC 14543-5, Intelligent Grouping and Resource Sharing for HES (IGRS), is divided into
six parts:

> IGRS Part 5-1: Core Protocol

Specifies the TCP/IP protocol stack as the basis and the HTTP protocol as
message-exchanging framework among devices.

the

Defines a series of device and service interaction/invocation standards, including

device and service discovery protocol, device and service description, ser
invocation, security mechanisms, etc.

Specifies core protocols for a type of home network that supports streaming media
other high-speed data transport within a home.

» IGRS Parts 5-2#: Application profile (under consideration)

Based on the IGRS Core Protocol.

vice

and

Defines a device and service interaction mechanism, as well.as application interfaces

used in IGRS Basic Applications.

Multiple application profiles are being developed, incldding:
e Part 5-21: AV Profile (under consideration)
e Part 5-22: File Profile (under consideration)

Additional application profiles are planned (part numbers to be assigned; t
projects are under consideration)

e Part 5-2w: DVD Profile
e Part 5-2x:QoS Profile
e Part 5-2y: DMCP Profile

e Part 5-2z: UniversalkControl Profile

> IGRS Part 5-3: Basic Application (under consideration)

Includes an IGRS basic application list.
Defines a basic)application framework.

Addresses. operation specifics (device grouping, service description template, €
functiomdefinitions, and service invocation interfaces.

> IGRS.Part 5-4: Device Validation (under preparation)

ese

Defines a standard method to validate an IGRS-compliant device.

> IGRS Part 5-5: Device Types (under consideration)

Defines IGRS Device types used in IGRS applications.

» IGRS Part 5-6: Service Types (under consideration)

Defines basic service types used in IGRS applications.
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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) ARCHITECTURE -

Part 5-1: Intelligent grouping and resource sharing
for Class 2 and Class 3 — Core protocol

Scope

0(E)

by IGRS Devices in the Home Electronic System. An IGRS Device (Intelligent (Grou

5 of ISO/IEC 14543-5. The objective of this standard is to enable resource sharing

serVlice collaboration among devices. This standard describes:

b the interoperability mechanism;
b the process and messaging format of device discovery and device grouping;
p the process and messaging format of resource sharing améng IGRS Devices;

b IGRS Device and service description requirements.

Thig standard is applicable to resource sharing and service collaboration among compu
congumer electronics, and communication devices in a’Local Area Network (LAN) or Pers
Area Network (PAN) environment, especially in a wir€less dynamic network.

2

The
For

Normative references

of the referenced document, includingyany amendments, applies.

The

provisions of the referenced specifications other than ISO/IEC, IEC, ISO and

docliments, as identified in“this clause, are valid within the context of this Internati

Stan
give
spe

ISO
tory

ISO
Part

tification the stat(s,'of an International Standard.

IEC 9594-8:2005, Information technology — Open Systems Interconnection — The d
Public-key and attribute certificate frameworks

3XDedicated hash-functions
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Part 3: Block ciphers

ISO/IEC 19790,

cryptographic modules

ISO/IEC 29341-1:2008,
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IEEE 1363:2000, Standard Specifications For Public Key Cryptography
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Information technology — Security techniques — Security requirements for

Information technology — UPnP Device Architecture — Part 1: UPnP
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IETF RFC 1766: Tags for the Identification of Languages

IETF RFC 2234: Augmented BNF for Syntax Specifications: ABNF

IETF RFC 2616: Hypertext Transfer Protocol -- HTTP/1.1

IETF RFC 2774: An HTTP Extension Framework

IETF RFC 3447: Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography
Specifications Version 2.1
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C-REC-XML-1998-210:1998, Extensible Markup Language (XML) 1.0

L SOAP 1.2: Simple Object Access Protocol Version 1.2
[Iwww.w3.0rg/2002/12/soap-envelope

L WSDL 2.0: Web Service Description Language Version 2.0
/lwww.w3.org/TR/wsdl20/

Terms, definitions and abbreviations

Terms and definitions

the purposes of this document the following terms and definitions apply.

(
ralised device group
pf IGRS Devices with one IGRS Deviceacting as the master

F 1 The master is responsible for managihg the setup, for dismissing a Device Group, and for process|
equest from other devices.

F 2 The master device and other/IGRS Devices in such a Device Group form a centralised or master-
onship.

p
ht identifier
ue identifier assaociated with a Client on an IGRS Device to which that Client belongs

B
ce group

mulfiple AGRS Devices that are organised into a logical group through the device g

man

agement mechanism in the IGRS specification

jng a

Elave

oup

NOTE Each IGRS Device in a Device Group follows common interaction rules. Two types of Device Groups are
defined: peer-to-peer Device Group and centralised (master-slave) Device Group.

3.1.4
device identifier
globally unique device identifier associated with one IGRS Device

3.1.5
device pipe
channel used to transfer device interaction messages

NOTE This channel is set up through the pipe setup mechanism in the IGRS Specification.
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3.1.6
IGRS client
application that draws upon the services of one or more connected IGRS Devices

NOTE Multiple client instances can exist on a network at the same time.

3.1.7
IGRS device
information device that conforms to the IGRS specification

3.1.8
IGRP service
shafable resource encapsulated in an IGRS Device by implementing application_interfaces
and|providing services for other IGRS Devices

NOTE An IGRS Service has an invocation interface that meets the requirements of the IGRS, specification. These
invodation interfaces are described and announced on the network through the IGRS, .Service Description
Spedjfication.

3.1.9
IGRPB specification
ISO[IEC 14543-5 series of standards

3.1.10
IGRPB user
owngr of an IGRS Device and Client

3.1.111

peef-to-peer device group
set pf IGRS Devices where each IGRS Dev¥ice in this set has a peer-to-peer relationship |with
each other

3.1.12
seryice identifier
unique identifier assigned to a(service provided by a specific IGRS Device

NOT Note that the same type of service may be provided by multiple IGRS Devices within the same netjork.
Eachlinstance of a service has.a unique service identifier on the IGRS Device providing that service.

3.1.013
seryice type
catdgory of IGRS Service defined according to the set of resources encapsulated

NOTE The Service Type enables service applications in the same category to have common invocation interfaces.

3.1.14
user identifier
identifier of an IGRS user

3.2 Abbreviations

The following acronyms and abbreviations are used in this standard and commonly used in
other industry publications.

3DES 3 Data Encryption Standard
ABNF Augmented Backus-Naur Form
AES Advanced Encryption Standard
CA Certificate Authority
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ECC-192 192-bit Elliptic Curve Cryptography
ElGamal ElGamal Asymmetric Key Encryption Algorithm (Digital Signature Algorithm), see
IEEE 1363-2000

FIPS Federal Information Processing Standards

HTTP Hypertext Transport Protocol

IEEE Institute of Electrical and Electronics Engineers

IETF Internet Engineering Task Force

IGRS Intelligent Grouping and Resource Sharing, see ISO/IEC 14543-5 series

IGRS/1.0 \lersion 1.0 of the IGRS protocol_see this International Standard

ISPP IGRS Service Discovery Protocol, see this International Standard

IP Internet Protocol

PRNG Pseudo-random Number Generator

RING Random Number Generator

R$A-1024 Rivest-Shamir-Adleman-1024

SHA-1 Secure Hash Algorithm 1

SHA-256 Secure Hash Algorithm 256

S$DP Simple Service Discovery Protocol

SQAP Simple Object Access Protocol

T¢P Transmission Control Protocol

UDbP User Datagram Protocol

UFIQL Uniform Resource Locator

UFIEI Uniform Resource Identifier

UlPnP Universal Plug and Play

uuwiD Universally Unique Identifier

WBC World Wide Web Consortium

WEDL Web Service Desgription Language

XML Extended Markup Language,see W3C-REC-XML-1998-210:1998
4 [Conformance
4.1 IGRS network
An |GRS Network is defined by the architecture specified in Clause 5, the IGRS Dgvice
intefaction model specified in Clause 6, the message formats specified in Clause 7, deyvice
groyping procedures specified in Clause 9, and the resource sharing model specified in
Clayse (10 All mandatory requirements shall be implemented for conformance with |this
standard.

4.2 IGRS devices

To be considered IGRS compliant, each device shall meet the criteria defined by the IGRS
Device interaction model requirements specified in Clause 6, the message format (sent and
received) requirements specified in Clause 7, and the device and service description
requirements according to the templates specified in Clause 8.

In addition, a basic IGRS-compliant device shall also support the following requirements.

e The device shall be able to send a Device Online Advertisement Message as specified
in 9.1.
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e The device shall support other IGRS Devices to set up secure pipes based on the
security mechanism using a secure Device Pipe IP address specified in an online

5.1

The

des
follo

The
suit
Cor
ISO
ont
disc

serVice platform.

advertisement message.
Document Retrieval Request Messages from other IGRS Devices.
e The device shall be able to respond as specified in 9.6 to Device Search Req

Messages from other IGRS Devices.

Messages as specified in 10.1.

0(E)

null

The device shall be able to respond as specified in 9.3 to Device Description

uest

The service on the device shall be able to send Service Online/Offline Advertisement

P The device shall be able to respond as speciied In 10.2 to Device Search Req
Messages Based on Multicast from other IGRS Devices.

Document Retrieval Request Messages from other IGRS Devices.

b The device shall be able to respond as specified in 10.5 to Commen- Session S
Request Messages from other IGRS Device, and establish session ascordingly.

b The device shall be able to respond as specified in 10.6 to Servicé Invocation Req
Messages from other IGRS Devices.

IGRS architecture

Overview

wing purposes:

p to support device resource sharing and synergistic applications among divers
information devices, consumerelectronic devices, and communication devices
LAN or PAN network;

p to enable the interoperability among the devices and to make them easy to
utilising the features and'functionality of each device.

(specified in IETFY\RFC 793) and uses the HTTP protocol as the framework. The I(

Protocol supports wired LAN, ISO/IEC 8802-3-family network media,
IEC 8802-11, asywell as Bluetooth. IGRS defines device interaction specifications ba
he HTTP/1.4 protocol, including the IGRS Core Protocol comprising the platform of de
pvery and{resource sharing, and the IGRS Application Profile comprising the collabora

est

p The device shall be able to respond as specified in 10.4 to Service Description

etup

Lest

scope of the ISO/IEC 14543-5 series of standards) ‘called the IGRS specification inclydes
entgrprises, public areas, and homes. The IGRS specification includes a universal reso

Lrce

ription and a universal service interface. The' IGRS specification was developed forl the

fied
n a

Lise,

IGRS Specification Architecture is shown in Figure 1. It is based on the TCP/IP protpcol

5RS
and
sed
vice
tive
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IGRS Basic & Extended Applications | IGRS Applications

Device Collaborative Service Platform | IGRS Application Profiles

Device Discovery and Resource Sharing Platform | |GRS Core Protocol

IGRS Messaging Framework { HTTP /1.1

Transport and Network Protocol Suites ‘ TCP/IP Protocol Suite

Device Connectivity | Wired: 802.3, 802.3u
Wireless: 802.11a/blg, Bluetooth

Figure 1 — IGRS specification framework

The| techniques specified in the IGRS specification for¢device connection, data trangfer,
network protocol, and device message interaction framework are all widely-adopted, malure,
opeh industry technologies. As more and more new-network technologies become mafure,
IGRP may be amended to support these technologies\(such as IPv6, etc.). ISO/IEC 14543-5-1
to IBO/IEC 14543-5-6 specify three components:* IGRS Core Protocol, IGRS Applicgtion
Profile, and IGRS Basic Application. The IGRS Core Protocol defines IGRS Device grouping
and|[the interaction mechanism between clienf’and service. Based on the IGRS Core Protgcol,
the |IGRS Application Profiles define service descriptions and interaction logic for varfous
IGRPB applications. The various IGRS applications are standardised and shall be implemepted
as ppecified in the corresponding {GRS Application Profiles to ensure interoperabjlity.
Addjtional functions may be _.mplemented using protocols not specified in |the
ISOJIEC 14543-5 series. An applieation combining a profile specified in ISO/IEC 14543-p-2#
with| private functions is called-an IGRS extended application. The development of an IGRS
extdnded application is specified in ISO/IEC 14543-5-3.

5.2 IGRS Core Protocol

The| IGRS Core [Protocol, specified in ISO/IEC 14543-5-1, defines the mechanism of IGRS
Devjce discovefy-and resource sharing, including a device discovery mechanism, Device Pipe
setdp mechatism, service discovery mechanism, device group management mechanjsm,
sesgion management mechanism, service access mechanism, etc.

The| dévice discovery mechanism defines the process by which an IGRS Device adverfises
itself and discovers other device information on the network. The Device Pipe setup
mechanism defines the process by which two devices that have discovered each other
establish a reliable connection pipe. The device group management mechanism defines the
rules by which multiple devices form a specific device group on the basis of the connection
pipe. The service discovery mechanism defines the process by which one device discovers
the service information announced by other devices in the same device group. The session
mechanism defines the process of session setup and management for supporting client and
service access. The service access mechanism defines the rules that shall be followed in
order to complete service invocation between the IGRS Client and the IGRS Service.

5.3 IGRS Application Profile

An IGRS Application Profile, specified in multiple parts of ISO/IEC 14543-5-2x series, is a
series of application interaction rules defined for end applications based on the IGRS Core
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Protocol. For example, the audio/video framework of home multimedia defines the IGRS
Services that every audio/video device shall implement for applications in a home
environment, and the interaction rules between the service provider and the client.

5.4 IGRS Application

IGRS applications, specified in ISO/IEC 14543-5-3, are based on the IGRS Core Protocol,
specified in ISO/IEC 14543-5-1 and an |IGRS Application Profile, specified in
ISO/IEC 14543-5-2#. IGRS applications include two categories: IGRS basic applications that
are fully specified in ISO/IEC 14543-5-3 and IGRS extended applications (that include vendor
specific extensions). An IGRS extended application is based on the IGRS basic protocol and
IGRB application profile. An IGRS extended application conforms to the IGRS specificgtion
and|is intended to diversify and to enhance the current IGRS device functionalities. Itlis*tp be
notdd that IGRS Devices are categorised into different types based on different ugage
scenarios. IGRS basic applications are standardised applications that relate to specific degvice
typgs and possess the basic functionalities of an IGRS Device, as’ defined in
ISOJIEC 14543-5-5. In addition to basic applications implemented by IGRS Devices,
application developers have the freedom to develop various applications\¢onforming to| the
IGRP specifications. The developers shall implement the IGRS Core Protocol and may exjend
an |GRS Application Profile with proprietary functions to fully utilise the functionaljties
proided by their IGRS Devices. This kind of application extension is called an IGRS
extanded application.

An |GRS application is implemented through the interaction”“between one or more services
and|one or more clients that use these services. A typical IGRS application interactign is
shoyn in Figure 2.
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IGRS Device 1 IGRS Device 2
Client Service
Function 30
. : Function S
Function Invocation ! T S5
Invocation 4_' - T T T T _b Invocation H g %
Interface QS
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=
3
Data i~
Subscription/Query/ )
Data 4_- . _R_et_rl?V_al. _______ | Data .
Manipulation Manipulation [€¢==
<+ Data | I~ | Interface
Change Manipulatior
29
Collaborative . ST
Collaboration Research Dispatch Collaborative S8
Dispatch - —>'Stpport <« 3
Interface g‘
. . SOAPR, . .
Service Session Management 4 > Service Session Management
Device Group M SOAP i
B p Management 4 > Device Group Management
Dpvice Discovery and Pipe HTTP Device Discovery and Pipe
Management 4 > Management
TCP/UDP
TCR/IP stack < 4 TCP/IP stack
Figure 2 — IGRS application interaction
5.5 IGRS and other standards

The IGRS specification is in part based on existing specifications. The IGRS specification
uses the HTTP/1.1 and SOAP/1.2 protocols (specified in http://www.w3.0rg/2002/12/soap-
envelope) as the message framework for device interaction. IGRS supports interoperability
with many other specifications due to the wide adoption of the HTTP/1.1 and SOAP/1.2
protocols. Therefore, the IGRS specification provides a foundation for interoperability.
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6 IGRS device interaction model

6.1 Overview

The IGRS Device Interaction Model shown in Figure 3 describes the typical process of an
IGRS Device coming online, discovering other IGRS Devices, joining an IGRS Device group,
discovering the services of other IGRS Devices in the device group, performing service
invocation, and finally going offline. It includes 14 steps (see 6.2 through 6.15).

Device Online

v

Device (Group)
Discovery

v
v

Group Setup and
Join

| g ==

Event Service
Subscription Discovery

v v

Session Setup

Pipe

Event
Notification v

l Service Access
Event o Session
Unsubscription Termination

v

Pipe Disconnection

v

Group Dismiss

v

Device Offline

Figure 3 — IGRS device interaction model
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6.2 Device online

An IGRS Device shall send a device online advertisement to the specified multicast
addresses on all network connections on a regular time interval. The device advertisement
shall contain such information as device name, device model, device security attribute
requirement, device detailed information access address, etc. (see 9.1.1).

6.3 Device (group) discovery

An IGRS Device may listen to the device online advertisement information on the specified
multicast addresses to discover an IGRS Device (group) existing on the network.

An JGRS Device may send a device (group) search requests to the specified -multicast
addfess on all networks to which it connects. The IGRS Device (group) that recgives |this
reqest and matches the search criteria shall send the unicast device search response tg the
reqyesting IGRS Device (see 9.6 and 9.8).

6.4 | Device pipe setup

Except for an UDP-based multicast search (specified in IETF RFC 768) and unicast respgnse
intefaction among IGRS Devices, which do not require the setup’ of a Device Pipe, all| the
othgr interactions among IGRS Devices shall be based on the setup of a Device Pipe.

After discovering the target IGRS Device on the network; an IGRS Device may establish a
seclire pipe with the target IGRS Device through the,Device Pipe Management mechanism
(seq 9.2).

Thrgqugh the Device Pipe setup mechanism,«the IGRS specification encapsulates [and
simplifies the TCP connection setup and management process during IGRS applicgtion
interaction. Only one Device Pipe exists between two IGRS Devices at the same time.

Each IGRS Device should control the pipe setup requests from other IGRS Deviceg by
establishing an authorised/accessible IGRS Device list and the maximum numbefr of
congurrent pipes.

Devjce pipes are divided intoytwo categories.

p  Secure DevicewRipe: the Device Pipe setup is based on the security mechanpism
commonly supported by the two devices, which is authenticated by this mechanism

b UnsecuretDevice Pipe: the Device Pipe is setup without the security mechamism
commanly supported by the two devices (not authenticated).

Each IGRS=Device online advertisement message shall contain information about the seclrity
medhanism and relevant parameters, which are used in the process of Device Pipe setup| An
IGRB\Dévice may resolve the target IGRS Device online advertisement message in ordgr to
select an appropriate security mechanism fo esiablish a secure Device Pipe with the target
IGRS Device.

The IGRS Device pipe mechanism includes Device Pipe setup and Device Pipe management.
Two IGRS Devices shall determine the mutual trust relationship through the process of secure
Device Pipe setup.

After the Device Pipe setup is completed, two IGRS Devices may detect the online status of
each other interactively by exchanging device online-status detection request and response
messages.
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6.5 Device group setup and join

IGRS Device groups are further divided into three categories: global peer-to-peer device
group, specified peer-to-peer device group, and centralised device group.

After coming online, an IGRS Device is placed in a global peer-to-peer device group by
default. All IGRS Devices belong to the same global peer-to-peer device group (see 9.5).

An IGRS Device may join or set up a peer-to-peer device group through device configuration.
The security interaction rules of all IGRS Devices in the same peer-to-peer device group shall
be i iati i i ificati pipe
(seq 9.5.2). The master device shall control the joining of other devices through setting the
ssible/authorised device list and the maximum number of devices in the device group

Theluser may set up a centralised device group and designate a device as the master of|this
device group. The master device is responsible for periodically sending centralised device
groyp advertisement messages by multicast (see 9.5.3).

After discovering the existence of a centralised device group in the network, an IGRS Dejvice
may| initiate a joining request to the master device of this centralised device group. |The
masgfter device shall decide whether to approve the request according to relevant rules. |The
application shall define specific grouping requirements based(on needs, for example, setting
up @ssociation according to service and device types, etCZIGRS framework supports| the
establishment of device groups that provide certain setS. of services or consist of similar
device capabilities on similar physical devices.

An |IGRS Device may setup and/or join a specified peer-to-peer device group and a
cenfralised device group.

An I|GRS Device may setup and/or join“many specified peer-to-peer device groups |and
cenfralised device groups at the same_time. The creation of each device group: global peer-
to-peer device group, specified peer-to-peer device group and centralised device group $hall
be determined by the requirements,indicated in specific guidelines as defined in IGRS basic
applications.

6.6 | Service discovery

An |IGRS Client mayslisten to the assigned multicast address for the service ornline
advertisement message to discover an existing IGRS Service on the network.

An |GRS Client™may initiate the request for a detailed device description document of| the
target device) 'The detailed device description document includes the device service |list,
whigh describes for all services the names, types, and the URL addresses that poirt to
detdiled‘service description documents (see 10.4).

An IGRS client may send a service search request via a specified multicast address to all
IGRS Devices in the network. The search message should contain the type, name, and other
attributes of the services. The IGRS Device that receives the service search request and
contains the service matching the search criteria shall send an appropriate service search
response message to the IGRS Client (see 10.2).

An IGRS Client may send a service search request to a specified IGRS Device through a
Device Pipe. The IGRS Device that receives this search request shall return the
corresponding search results according to the search conditions (see 10.2).

An IGRS Client in a centralised device group may send a service online/offline event
subscription request to the specified IGRS Device through a Device Pipe. The subscription
criteria shall be described in the subscription request (see 10.3).
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6.7 Session setup

After discovering a service on the target IGRS Device through the service discovery
mechanism, an IGRS Client may establish a supporting environment for subsequent service
access through the session setup mechanism based on a Device Pipe (see 10.5).

An IGRS Service may attain service access control by gathering the authorised user and
device access list of this service. IGRS Services should set up the maximum number of
concurrent access.

IGRS Device relationships are determined hy whether devices are located in the same device
groyp, whether the IGRS Client device is the trusted device of the IGRS Service device;|and
whether the IGRS Client device is the specified trusted device of the IGRS Service device

During the session setup process, the IGRS Device providing an IGRS Service shall acquire
information about the IGRS Client device, such as the user ID and client-authentication
information. Based on this information, the IGRS Client access right shalkbe authenticgted.
Megnwhile, concurrent control shall be realised according to the Yconcurrent supgport
capabilities of IGRS Services. Only one session shall exist between one”’IGRS Client and|one
IGRB Service at the same time. After a session is successfully estaplished, an IGRS Client
may| invoke IGRS Services including function invocation, data{query, data retrieval, |etc.
thropigh invoking the interfaces of the IGRS Services.

6.8 | Service invocation

After establishing a session with an IGRS Service, an {GRS Client may invoke IGRS SerVices
through pre-defined service invocation mechanisms, in accordance with the interfaces
desg¢ribed in the IGRS Service description document (see 10.6).

6.9 | Session termination

When an IGRS Client finishes invoking,1GRS Services, the IGRS Client shall terminate| the
sesgion with the IGRS Service (see-~10.6). An IGRS Service may initiate the termination |of a
sesgion with an IGRS Client.

6.10 Device/Service onlineloffline event subscription

Aftef two IGRS Devices ‘have set up a Device Pipe, the IGRS Client may initiafe a
device/service onlinefoffline event subscription request with the other party. The IGRS Dejvice
that|receives the subscription request shall determine whether to accept the subscription] if it
accegpts the subseription, it then sends the result back to the IGRS Device containing| the
IGRB Client using an event subscription response message.

An IGRS Client may initiate an event subscription request to the target IGRS Device in the
same <peer-to-peer device group to subscribe to the service status change on the tﬂrget

device—including-sersce online/offlina
lee—hedaRg-SserHece-ohtiheroHHhRe-

An IGRS Client may initiate an event subscription request to the master device in a
centralised device group to subscribe to events in the device group, including device
online/offline and service online/offline.

The valid period of event subscription shall be determined by the IGRS Device that accepts
the event subscription request. The requesting IGRS Client shall be notified in the
subscription response message. An IGRS Client may initiate a subscription renewal request
during the valid period. If the IGRS Client does not send the subscription renewal request
during the valid period of event subscription, the IGRS Device that accepted the event
subscription shall delete all relevant subscription records.
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6.11 Device/Service online/offline event notification

When detecting the occurrence of events matching the subscription conditions, the IGRS
Device that accepted the event subscription request shall send an event notification message
to the IGRS Client through a Device Pipe. The content of the events shall be described in the
message.

6.12 Device/Service online/offline event unsubscription

After successfully achieving event subscription with a target IGRS Device, an IGRS Client
may send an unsubscription request to the target IGRS Device through a Device Pipe within
the yalid period of the event subscription.

6.13 Pipe disconnection

After a Device Pipe has been successfully established between two IGRS Devices, the pipe
may| be disabled under the following conditions.

a) device goes offline: after the Device Pipe has been established, \the pipe between| the
o devices shall be disabled immediately when the IGRS Device at‘either end detectq the
ther end has gone offline.

b) Pipe idle times out: after the Device Pipe is established, if-ng'session-based messagg¢ on
he pipe exists and no device interaction occurs in a speeific time interval except fpr a
ietection message of online/offline device status, the {GRS Device at either end ghall
isable the pipe.

c) One end initiated disconnection: after the Device Ripe is established, the device at ejther
fnd may send a pipe disconnection notificationdo the device at the other end of the pipe

efore the device has gone offline or is powered off for other management purposes.|The
evice that received the message shall disable the pipe immediately.

Aftef the Device Pipe is disabled, the message based on previous pipe shall require sefting
up new pipe between the devices.

6.14 Device group dismiss and(secession

Whgn all IGRS Devices in thelsame peer device group quit from this device group, the pleer-
to-pger device group shall be)dismissed (see 9.5.2).

The|master device ina-centralised device group may dismiss the device group according to
management needs.;When dismissing a centralised device group, the master device shall
icast a dismissing notification message to the network (see 9.5.3). After joining a
cenfralised device group, an IGRS Device shall continuously monitor the online status of the
device group., If one IGRS Device in a centralised device group receives the dismisging
notification."or detects the master device offline through the device online detegtion
medhanism, it shall mean that the centralised device group has been dismissed. The deyvice
shall then quit from this device group.

An IGRS Device in a device group may initiate secession from the device group in the
following cases.

a) Device offline: after an IGRS Device joins the device group, if due to network
disconnection or device power-off or for other device management reasons, it fails to
multicast the device online advertisement to the network on a regular basis, it shall be
regarded as device offline. The device offline status shall mean that the device quits from
all device groups that it has joined.

b) Initiated quit: after joining a centralised device group, an IGRS Device may send a Device
Group secession request to the master device in the group through the Device Pipe in
order to quit from the group. The quitting of an IGRS Device from a peer-to-peer device
group is only an attribute change of the device itself, and does not require interaction with
other peer devices in the group. An IGRS Device shall send a device online advertisement
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message when leaving from the peer device group, and delete the related group’s
information from the online advertisement message (see 9.1.1).

6.15 Device offline

If IGRS Device A receives an offline advertisement message from IGRS Device B or does not
receive an online advertisement message from device B again before the valid period of the

last

online advertisement of device B ends, A should regard B as offline.

The device online advertisement is based on the multicast mechanism. Due to the unreliable
nature of a multicast mechanism, the device online status detection mechanism should be

use
est

pipe
rece
Dev
rece

If am IGRS Device in a centralised device group receives offline event<notification abo

part

7

71

The
mes

The
HTT
extg

IGR
HTT

W he
and

Whe
ado
the

20 Kbyte shalladopt the chunked encoding transfer mechanism (RFC 2616) for transmissi

fo detect whether a device is online. After the Device Pipe between two TGRS Devicgs is

blished, either IGRS Device should send a device online detection message through
to detect whether the IGRS Device on the other side is online. The IGRS Device
ives the message shall send an online detection response message backto.'the I(
ce that initiates the detection. If the IGRS Device that initiates the detection fail
ive the response within a specified period, it should regard that device as offline.

cular device from the master device, that device should be regarded as offline.

IGRS message framework

Overview

messages among IGRS Devices include three types: request messages, respd
sages, and notification messages.

IGRS request/response messages shall conform to the request/response modg
P/1.1 (see RFC 2616), and also support all IGRS request/response messages thrg
nded HTTP/1.1 command types and.self-defined HTTP/1.1 headers (see 7.2, 7.3).

S defines device notification) messages that are uni-directional through exter
P/1.1 command types and self-defined HTTP/1.1 headers (see 7.2).

n authentication and, encryption are needed, the framework of IGRS request/respq
notification message. differs from the framework without encryption (see 7.4).

n the transmission of IGRS request/response messages and notification messages dg
bt a chunked\encoding transfer mechanism (RFC 2616), the message length (inclu
messagebody and message header) shall not exceed 20 kbyte. A message excee

the
that
5RS
5 to

ut a

nse

I of
ugh

ded

nse

Whe

n.an IGRS Device encounters an unknown field in a message, that field shall be ignor
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The IGRS request and notification message structure is shown in Table 1.

Table 1 - IGRS request and notification message

Message

Field explanation

POST[GETI][ NOTIFY] /IGRS HTTP/1.1

Extended HTTP command, including
POST, NOTIFY and GET,; the value
of Request-URI part is /IGRS

Host—Host P Arlrlrncc"nnrf

HTTP header: rnr_!‘llirad field

Cortent-type: text/xml: charset =utf-8

HTTP header: optional field

Corjtent-Length: message body length

HTTP header, can be omijtted wien
the message body is gmpty or
transmitted by chunked encoding
transfer mechanism

Man:"http://www.igrs.org/spec1.0” ; ns= 01

IGRS extensioncheader namespfice
definition: required field. See Clause
B.1

01-lGRSVersion: 1.0

IGRS protocol version: required ffield

01-IGRSMessageType: IGRS message type

String: required field

01-BourceDeviceld: ID of the device sends this message

URI, defined in 8.1.2: required field

01-TargetDeviceld: ID of the device receives this message.

URI, defined in 8.1.2: required field

01-Pequenceld:Sequence Number of this request message

32 bit unsigned Int (0 is reserved):
required field

—

Man:"http://www.w3.0rg/2002/12/soap-envelope’i-hs=02

SOAP extension namespace
definition: required field

02

BoapAction: action identifier

Refer to detailed message definition:
required field

Shall be blank line

<S(QAP-ENV:Envelope
xmlhs:SOAP-ENV="http://www.w3.0rg/2002/12/soap-envelope"
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

<SQAP-ENVBody>

<schema xmIns = "Nitp://WWW.w3.071g/200 T7XMLSchema
xmins:IGRS = “http://www.igrs.org/spec”

targetNamespace =“http://www.igrs.org/spec1.0”>

Name space definition, see clauses
B.9 and B.1

<element name="DeviceOperation” type="IGRS:DeviceOperationType
minOccurs="0" maxOccurs="1">

<element name="Session” type="IGRS:SessionType”’minOccurs="0"
maxOccurs="1">

<complexType name="DeviceOperation”>

<!--Device interaction-->

</complexType>

<complexType name="Session”>

IGRS SOAP usage.

Clientld, Serviceld and SequencelD
are 32-bit unsignedint (0 is
reserved).
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Message

Field explanation

<attribute name="request” type="IGRS:requestType”
use="required”/>

<!--Session interaction-->
</complexType>

<simpleType name="requestType”>
<restriction base="xsd:string">

<xsd:enumeration value="NeedResponse”/>

<XS
</rqg
</si

</s

J.b‘IIUIIIUIdI.iUII vdiuce—= INUORESPOUIISE /
striction>
mpleType>

hema>

</S

DAP-ENV:Body>

</S

DAP-ENV:Envelope>

NO

[E Italics indicate where content is to be inserted; all other text in message definitions is fixed.

7.3 | IGRS response message structure
Thelstructure of IGRS response messages is shown in Table.2.
Table 2 - IGRS response{message
Message Field explanation
HTTP/1.1 200 OK HTTP command line
Hodt: Host IP Address:port HTTP message header
Corltent-type: text/xml; charset = utf-8 HTTP message header
Corjtent-Length: message body length HTTP header: can be omitted when the
message body is empty or transmitted
by chunked encoding transfer
mechanism
Caghe-Control: no-cache=ext; HTTP message header
Ext HTTP message header
MAN:”http://www.igrs.org/spec1.0” ; ns= 01 IGRS namespace definition based on
HTTP extension framework [IETF RF(
2774], see Clause B.1
01-|GRSVersion{ 1.0 IGRS protocol version
01-IGRSMessageType: IGRSMsgType string, refer to detailed message

definition

01-SourceDeviceld: ID of the device sends this message

URI, defined in 8.1.2

01-TargetDeviceld: ID of the device receives this message

URI, defined in 8.1.2

01-ReturnCode: Response status code

Optional: defined in Clause 11

01-Acknowledgedld:Acknoledged sequence number

32 bit unsigned Int (0 is reserved), same
with the Sequenceld in request message

Man:"http://www.w3.0rg/2002/12/soap-envelope”; ns=02

SOAP HTTP extension identifier and
header

02-SoapAction: action identifier

Refer to detailed message definition

Shall be empty
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Message Field explanation

<SOAP-ENV:Envelope
xmIns:SOAP-ENV="http://www.w3.0rg/2002/12/soap-envelope"

SOAP-
ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

<SOAP-ENV:Body>

<schema xmins = “http://www.w3.0rg/2001/XMLSchema” Name space, see Clauses B.9 and B.1

xmIns:IGRS = “http://www.igrs.org/spec”

targetNamespace ="http://www.igrs.org/spec1.0”>

<el¢ment name="DeviceOperation” IGRS SOAP usage
type="IGRS:DeviceOperationType

minfOccurs="0" maxOccurs="1">

<el¢ment name="Session” type="IGRS:SessionType”’minOccurs="0"

maxOccurs="1">

<complexType name="DeviceOperation”>

<!--Pevice interaction-->

</cpmplexType>

<complexType name="Session”>

<!-{Session interaction-->

</cpmplexType>

</SPAP-ENV:Body>

</SPAP-ENV:Envelope>

NOTE Italics indicate where content is to be inserted; allother text in message definitions is fixed.
7.4 | IGRS message based on secure device pipe
7.4.1 Message authentication code generation

For devices implementing message interaction based on one of the following two mechanisms,
the message authentication_code shall be generated from the content of the IGRS header|and
the [HTTP message body\. using the sequence and format defined in Table 3 and]the
corresponding algorithm.in-the adopted security mechanism, as follows:
a) based on an identity authentication and message authentication mechanism;

b) based on an\identity authentication, encrypted message transmission, and mesgage

huthentication mechanism of the Symmetric Key System (see 8.1.5.2 and 8.1.5.3).

The|lIGRSSHT TP-extended header for labelling message authentication code is as follows:
01-MA jode

corresponds.
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Table 3 — Message authentication code

Message Field explanation
01-IGRSVersion: IGRS/1.0 Not including CR for newline and blank
01-IGRSMessageType: real message type Not including CR for newline and blank
01-Sequenceld: real sequence ID Not including CR for newline and blank; response

message is 01-Acknowledgeld: real sequence ID;
absent if there is no Sequenceld/Acknowledged
01-SourceDeviceld: real source device ID Not including CR for newline and blank
01-TargetDeviceld: real target device ID Not including CR for newline and blank
Mesdqage body HTTP message body content; message body format;
absent if there is no message bogy
NOTE Italics indicate where content is to be inserted; all other text in message definitions is fixed.
7.4.2 Message encryption

For

mesgsage transmission, and message authentication mechanism‘“of the Symmetrical

Sys

whigh is based on secure Device Pipe interaction.

The

Pipg interaction shall follow the following rules.

8

8.1
8.1.

An
with

belgw.

An IIGRS Client may get the device description documents of other IGRS Devices through
reqyest nfechanism specified in 9.3.

The

devices implementing message interation based on the identity-authentication, encry

em (see 8.1.5.2, 8.1.5.3), the encryption object is the original HTTP message b

content-length and content-type of the HTTP message header based on secure D¢

p  Content-type: application/octet-stream.
p Content-length: content length of message body after encryption.

b Encryption shall not be needed if there is no message body.
IGRS device and service description

IGRS device description
( Device descriptiontemplate

GRS Device describes relevant information such as device name, type, and servics
one XML document that conforms to the IGRS Device Description Template spec

bted
Key
bdy,

vice

list
fied

the

IGRS Device dncr‘rilnfinn mmplafp is defined as follows (an alsa Clause B R)'

<?xml version=“1.0" encoding="utf-8"?>

<schema targetNamespace="http://www.igrs.org/igrs/DeviceTemplate”

xmins:igrs=“http://www.igrs.org/igrs/DeviceTemplate”
xmlns=“http://www.w3.0rg/2001/XMLSchema” elementFormDefault="qualified”

attri

buteFormDefault="unqualified”>

<element name="root”>
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<complexType>
<sequence>
<element name=“deviceTemplateVersion” type="igrs:deviceTemplateVersionType”/>
<element name="“device” type=“igrs:deviceTemplateType”/>

<element name="“protocolVersion”
type="igrs:protocolVersionType”/>

</sequence>
</complexType>
</element>
<complexType name=“deviceTemplateVersionType”>
<sequence>
<element name=“major” type=“unsighedint”/>
<element name="minor” type=‘unsignedint’/>
</sequence>
</complexType>
<complexType name="“protocelVersionType”>
<sequence>
<element name="major” type=“unsignedint’/>
<element name=“minor” type=“unsignedint’/>
</sequence>

</complexType>

<complexType name="devicelTemplateType™>
<sequence>
<element name="“deviceType” type=“anyURI"/>
<element name="deviceName” type="“string”/>
<element name=“manufacturer” type="“string”/>
<element name="manufacturerURL” type=“anyURI” minOccurs="“0"/>

<element name=“modelDescription” type=“string” minOccurs="“0"/>
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<element name=“modelName” type="“string”/>
<element name=*modelNumber” type="“string” minOccurs=“0"/>
<element name=“modelURL” type=“anyURI” minOccurs=“0"/>
<element name="“serialNumber” type="“string” minOccurs=“0"/>

<element name="UDN” type=“anyURI"/>

<element name=“DevicelconURL” type="anyURI"/>
<elgment name=*joinedGroupList”’ type="“igrs:joinedGroupListType”
minOccurs="0"/>
<eldment name=“deviceSecurityldList”
type=“igrs:deviceSecurityldListType”/>
<element name="“serviceList”
type="“igrs:serviceListType’minOccurs=“0"/>

</sequence>
</complexType>
<complexType name=“joinedGroupListType”>

<sequence>

<element name=“deviceGroup” type="“igrs:deviceGroupType"/>

</sequence>

</complexType>

<complexType name="“deviceGroupType”>

<sequence>

<element name="“deviceGroupld” type=“anyURI"/>
<element name=“deviceGroupName” type="“string”/>
</sequence>
</complexType>
<complexType name="“deviceSecurityldListType”>

<sequence>
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<element name=“deviceSecurityld” type="anyURI” minOccurs=“0"
maxQOccurs="“5"/>
</sequence>
</complexType>

<complexType name="“servicelListType”>

<sequence>
<element name="service” type="“igrs:serviceTemplateType’.
maxXOccurs=“unbounded”/>
</sequence>
</complexType>
<complexType name="“serviceTemplateType”>
<sequence>
<element name="“serviceType” type="anyURI"/>
<element name="“serviceld” type=“unsignedInt’/>
<element name=’serviceName” type="string”/>
<element name="“serviceSecurityldList”
type="“igrs:serviceSecurityldListType”/>

<I--|Application developer may add additional service interfaces, but should use different
namespaces to make-a distinction -->

</sequence>

</complexType>

<complexType name="serviceSecurityldListType”>
<sequence>
<element name="“serviceSecurityld” type=“anyURI” minOccurs="“0"
maxQOccurs=“3"/>
</sequence>
</complexType>

</schema>


https://iecnorm.com/api/?name=4345503d17deb61e8fb50cfddee7fb57

14543-5-1 © ISO/IEC:2010(E) -31-

8.1.2 Device identifier

An IGRS Device identifier is a globally unique ID, called a UUID, so no two devices have the

sam

e ID.

The format of an IGRS Device identifier is described as follows by adopting the ABNF (IETF
RFC 2234):

<IGRSDeviceldURN> ::= “urn:” <IGRSNS> “:” <|GRSIDVAL>

=Val Ual TP o W = . n . Lo
<|G OINO~..= TONO.UCVICC.UCVILTIU

<|IG
"124

<UR
<tra
<up
<low

<nu

<UR

8.1.
An |

The
(RF

<IG
<|IG

<IG

RSIDVAL>::= 8 <URN chars>“-"4<URN chars>“-"4<URN chars>“-"4<URN chars>*-
URN chars>

N chars>::= <trans>

Ns>::= <upper> | <lower> | <number>

per>::= “A” | “B” | “C” | “D” | “E” | “F”

er>::="a” | “b” | “c” | “d” | “e” |

mber>::=40" | “17 | “27 | “3” | “4” | “5” | “6” | “7”" |
«g” | “g”

N chars> is case-insensitive.

B Device group identifier

IGRS Device group identifier is;a globally unique ID so no two groups have the same I

format of an IGRS Deyice group identifier is described as follows by adopting the A
C 2234):

RSDeviceGrouplddRN>::= “urn:"<IGRSNS>“:"<IGRSIDVAL>
RSNS>::={lGRS:DeviceGroup:DeviceGroupld”

RSIDVAAL>::= 8 <URN chars> “-"4<URN chars> “-"4<URN chars> “-"4<URN chars>

BNF

“"12<ORNTharsS

<URN chars>::=<trans>

<tra

<up

ns>::=<upper> | <lower> | <number>
per>::=“A” | “B” | “C” | “D” | “E” | “F”

“ " “w,n

<|0W€r>:.= “an | “bn | c | udu | e | ufn

<nu

mber>::=*0" | “1”7 | “2” | “3” | “4” | “5” | “6” | “7” |

“8” | “gn
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<URN chars> is case-insensitive.

8.1.4 Device type identifier

An IGRS Device type identifier is used for identifying an IGRS Device set containing the same
functions. The length of the IGRS Device type identifier shall be no more than 127 bytes.

The format of the IGRS Device type identifier is shown as follows by adopting the ABNF (RFC
2234):

DO - - LI L 11 2 LoD O oY TalnVa¥al 1 - el 1 lLOoODOT 1 -
<|IGRSDeviceTypeURN—="orm*<tGRSNS TGRSSMyUrEType>T<IGRSTYypeLrIst

<IGRSNS>::=“IGRS:Device:DeviceType”
<IGRSTypeList>=<IGRSSingleType>*<IGRSTypeVal>
<IGRSTypeVal> =<ConnectionSign><IGRSSingleType>
<IGRSSingleType> = <NAME>

<NAME>::=1*16<URN chars>

<URN chars>::=<trans>
<traps>::=<upper>|<lower>|<number>|<other>
<upper>::=“A” | “B” | “C” | “D” | “E” | “F" | “G” |*H" |
PR LMY LN O P |
QYRS T U VT WX

v | *z”

<lower>::="a” | “b” | “c’[\d” | “e” | “" | “g” | “h” |
TR T 0T [ 0™ | Tp” |

[Py 0 wan “w, o “wyn [T ] wyn

< L T T TV B A B

<number>::="0" | “1”7 | “2” | “3” | “4” | “5” | “6” | “7" |
«g” | ug”

<other>:;="-"|“" | *”

<ConnectionSign>::=*;"

<URN chars> is case-insensitive.
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8.1.5 Device security mechanism descriptor
8.1.5.1 Null security mechanism among devices

When two IGRS Devices that set up the Device Pipe adopt this security mechanism, no
security assurance measures shall be taken. That is, when the pipe is established, ID
authentication for the device shall not be performed. Messages in the channel are transmitted
without using IGRS specifications for confidentiality and/or integrity. This mechanism shall be
the required default security mechanism for IGRS Devices and may be used in an application
scenario where data security is not needed, for example, when communicating on a wired
medium within a house.

IGRP based on this device security mechanism is described as follows by adopting the ABNF
(RFE 2234):

<IGRSDeviceSecurityURN> :: =“urn:"<IGRSNS>
<IGRSNS> :: =“IGRS:DeviceSecurity:NULL”

8.1.5.2 Identity authentication and message authentication mechanism based on
symmetric-key cryptosystem

Two IGRS Devices may use a pre-shared key to authenticate each other and to establish a
seclire Device Pipe. The authentication process is d« bi-directional challenge/respgnse
prodess. The message transmitted on the Device Pipe shall not be encrypted, but shall be
chegked for integrity and authenticity. This mechanismbtis optional for IGRS Devices and may
be fapplied in small networks and devices with <weak cipher computing capabilities. [[his
seclrity option might be useful in a scenario where bogus or unqualified devices shall be
excluded from a device group. This secutity method protects the devices that|are
communicating, not the data transmitted.

The| challenge value in the process ©f the ID authentication in this mechanism shal|l be
gengerated based on the secure randem number generator (RNG) algorithm or pseudo-random
number generator (PRNG) algorithm and shall be regenerated each time when performing ID
authentication. The design andsimplementation of the RNG or PRNG algorithm conforming to
the | general detection standard is outside the scope of this standard. Please [see
ISOJIEC 18031:2005 for the.required elements and characteristis of RNG and PRNG.

The| response valug in' the process of ID authentication in this mechanism is generated
thropigh the secure hash algorithm based on the other party’s challenge value and the preset
shafed key. The.generation method is defined as follows.

b The.secure hash algorithm function is Hash (x).

p _The' response value is Hash (Challenge || Key), where Challenge is the challgnge
value and Key is the shared key by both parties.

The secure Hash algorithms supported by this mechanism are SHA-1 and SHA-256 specified
in ISO/IEC 10118-3:2004.

The mechanism used for ensuring the integrity and authentication of the message that is
transmitted in the pipe is the following.

a) Calculate one digest value for the target message stream transmitted by the pipe using
the secure Hash function.

b) Calculate the digest value again after concatenating with the preset-shared key.

c) Attach the digest value to 01-MAC.

d) Send the digest value and 01-MAC to the receiver.
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This digest value shall be used as the basis for determining the integrity and authentication of
the message. The algorithm format is: Hash (Hash (message) || Key), where, the Message is
the message to be transmitted by the pipe and the Key is the shared key for both parties.

After receiving the message, the receiver shall perform the same calculation process, and
shall compare the calculation results with the added digest value. If they are equal, the
message is transmitted by the transmitter without modification; otherwise, the message shall
be regarded as untrusted.

The precondition for |mpIement|ng this mechamsm is that both protocol part|C|pants should
share-ene :
distfibution and management of the shared key

IGRP based on this device security mechanism, is described as follows by adopting the ABNF
(RFC 2234):

<IGRSDeviceSecurityURN>::=“urn:” <IGRSNS> “:” <IGRSVAL1>“:"<|GRS}V/AL2>
<IGRSNS>::=“IGRS:DeviceSecurity:PreSharedKey MAC”
<IGRSVAL1>::="SHA-1"|"SHA-256"

<IGRSVAL2>::="SHA-1"|"SHA-256"

IGRBVAL1 is the description of the identity authentication algorithm; IGRSVAL2 is| the
desg¢ription of the message authentication algorithm:

8.1.5.3 Identity authentication, encryptéd message transmission and message
authentication mechanism based on symmetric-key cryptosystem

When two IGRS Devices adopt thisssécurity mechanism to establish the Device Pipe|, ID
authentication shall be performed. for the two devices based on a pre-shared key. [The
authentication process is a_, bi-directional challenge/response process. This seclrity
medhanism provides increased confidentiality, integrity, and authenticity for messdges
tranpmitted on the device ghannel. This mechanism is optional for IGRS Devices and majy be
applied in small networks:- and devices with weak cipher computing capabilities. This seclrity
optipn might be useful.in a scenario where bogus or unqualified devices must be exclyded
from a device group. This security method may be useful for a wireless medium because it
protpcts the devices that are communicating and the data transmitted,

The|challenge‘value, Key, or Nonce in this mechanism shall be generated using the segure
RNG or PRNG algorithm. The secure hash algorithm shall be used to implement] the
challenge/response authentication protocol and message integrity/authenticity protgcol.
Me nwhlle the method of ensunng the |ntegr|ty and authent|C|ty of the messages transml|tted

In addition, this security mechanism uses the symmetric-key cipher algorithm to ensure the
confidentiality of messages. The PipeKey that implements the message confidentiality is
generated through a Hash algorithm in the process of protocol authentication based on the
two challenge values generated by the bi-directional challenge/response protocol and the pre-
shared keys. The generation method is:

a) if the length of the bit string output by the Hash (Hash (Challenge 1|| Challenge 2 )|| Key)
is greater than or equal to the length of key of the symmetric-key cipher algorithm, the bit
string with the same length as the key length drawn from left to right shall be used as the
PipeKey;

b) if the length of the bit string output by the Hash (Hash (Challenge 1|| Challenge 2)|| Key) is
less than the length of key of the symmetric-key cipher algorithm, the Hash
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(Hash( Hash(Challenge1 || Challenge 2 )|| Key ) || Hash (Hash (Hash (Challenge 1 ||
Challenge 2) || Key )|| Key)) is generated,;

if the length is greater than or equal to the length of key of the symmetric-key cipher
algorithm, the bit strings with the same length as the key length drawn from left to right

shall be used as the PipeKey.

The

rest shall follow the same rules. The PipeKey, which can be shared by both parties, shall

then be generated.

The

PipeKey is only valid during the life cycle of the current pipe.

Whe
(Cip
into
pad
the

byte
16)

n implementing a symmetric-key cipher block algorithm (see ISO/IEC 18033-3);2CBC
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th used in the block encryption algorithm. IV will be placed in front of the encryption rgsult
ne first block to send to the receiving end. TheUmathematical formulas used by CBC

yption/decryption mode are: encryption: SV=Ex(B OV C=E(ROC)
EK(PNG-)CN—I); decryption: EZIV@DK(Cl)’ P2:C1®DK(C2)’ . PN:CJ\LI@DK(CN)_ Herne N

symmetric-key cipher algorithms that\this security mechanism currently supports are

AES-128-128 (128-bit block-lengthand 128-bit key-length), specified in ISO/IEC 18033
BDES-64-112 (64-bit block-length and 112-bit key-length), specified in ISO/IEC 19790.

1
»

implementation of thisxsecurity mechanism to enable the secure distribution [and
agement of a shared key'is outside the scope of this standard.

S based on this-device security mechanism, is described as follows by adopting the ABNF
C 2234):

RSDeviceSecurityURN>::=“urn:"<IGRSNS>“:"<IGRSVAL1>“"<IGRSVAL2>“."

RSVAL3>

<IGRSNS>::=“IGRS:DeviceSecurity:PreSharedKey_Cipher_MAC”

<IGRSVAL1>::=“SHA-1"|"SHA-256"

<IGRSVAL2>::="AES-128-128"|"3DES-64-112"

<IGRSVAL3>::=“SHA-1"|"SHA-256"

IGRSVAL1 is the description of the identity authentication algorithm; IGRSVAL2 is the
description of the message encryption algorithm; IGRSVALS is the description of the message
authentication algorithm.
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8.1.54 Identity authentication, encrypted message transmission and message
authentication mechanism based on public-key cryptosystem

When two IGRS Devices adopt this security mechanism to establish a Device Pipe, the two
devices shall be authenticated based on the PKI X.509 v3 (ISO/IEC 9594-8:2005). The
authentication process is a bi-directional challenge-response process. This security
mechanism provides increased confidentiality, integrity, and authenticity for messages
transmitted on the device channel. This mechanism is optional for IGRS Devices and may be
applied in medium or large networks and devices with strong cipher computing capabilities.
This security option might be useful in a scenario where bogus or unqualified devices shall be
excluded from a device group. This security method may be useful for a wireless medium

because it protects the devices thatare communicating and the data transmitted—

NOTE A public key is an aymmetric key system where one key is published and the other is secret.\Dhis gould
suppprt mass-marketed devices all containing the same public key, while the secret key is embedded jn or
dowrlloaded into a controller communicating with the mass-marketed devices.

The[challenge value, Key, or Nonce in this mechanism shall be generated using the segure
RNG or PRNG algorithm. The secure hash algorithm shall be used tovenable the mesgage
integrity/authenticity protocol.

For integrity and authenticity when processing a message, the(secure hash algorithm shall be
used to calculate the message to produce a digest. Théem a private key shall be Used
corresponding to the PKI X.509 certificate to perform signature operation on the digest vglue.
The| signature result shall be the criterion for message integrity and authenticity. |The
signjature results together with the message shall besent to the message receiver.

The| PipeKey generating method for message .confidentiality in this mechanism is diffdrent
from the third security mechanism. The following two design methods may be considered.

a) $imple method: The Pipe Key is generated from negotiations during the bi-directipnal
hallenge/response authentication process. The detailed procedure is the following.

»  The response party in the first round selects one random number (reserved for| the
PipeKey).

p  Encrypts it with the other party’s public key.

b Sends the encryption“results, response value, and the challenge value for the segond
round together to\the other party.

b The respongeparty in the second round uses its private key to decrypt the encrypted
value andwto-perform a secure Hash algorithm for the concatenation of the decrygtion
result and“the challenge value. Meanwhile, the response party uses the private kdy to
generate a signature for the challenge value and sends the signature result togdther
with-the result of the Hash algorithm to the other party.

p {The receiver party determines that the other party has obtained accurate (used ag the
Dianny) random number fhrmlgh \/nrifying the eignnhlrn and the r‘nmpnrienn with the

result of the Hash algorithm.

e The random number shall be used as the shared key PipeKey for both parties to
enable message confidentiality.

b) DH method: Adopt the Diffie-Hellman key switching protocol to negotiate the key PipeKey
shared by both parties. In this case, the Diffie-Hellman public key cipher model and
relevant algorithm shall be constructed.

With the third security mechanism, the PipeKey is only valid during the current life cycle of the
pipe and the PipeKey updating mechanism is not considered either.

The symmetric-key cipher algorithms, which this security mechanism currently supports, are
AES and 3DES. The public key algorithms, which this security mechanism currently supports,
are RSA-1024 [IETF RFC 3447] and ECC-192 (IEEE 1363-2000).
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The enabling of this security mechanism needs the support of the PKI X.509 v3 certificate and
CA (Certificate Authority) system. Due to the large scalability of the system, when the IGRS
protocol network is enabled within a small scope, the developers of protocols can enable one
simplified and sufficient X.509 CA system. When the IGRS protocol network is implemented in
a large-scale network, a complicated X.509 CA system is needed, or an external existing
X.509 CA system is another option.

It is required that the IGRS protocol use the public key certificate function of this security
mechanism according to the X.509 CA system interface standard.

BNF

<IGRSDeviceSecurityURN>::=“urn:"<IGRSNS>“:"<IGRSVAL1>“:"<IGRSVAL2>“"

<IGRSVAL3>""<|GRSVAL4>
<IGRSNS>::=“IGRS:DeviceSecurity:PKICertificate_Cipher_MAC”
<IGRSVAL1>::="RSA-1024"|’"ECC-192"|”"EIGamal”
<IGRSVAL2>::=“Simple”|"DH”
<IGRSVAL3>::="AES-128-128"|"3DES-64-112"
<IGRSVAL4>::=“SHA-1"|"SHA-256"

IGRBVAL1 is the description of the public.key algorithm; IGRSVAL?2 is the description of the
negeptiation key algorithm; IGRSVAL3 is the description of encrypted message transmisgsion
alggrithm, and IGRSVAL4 is the description of message authentication algorithm.

8.1.5.5 Identity authentication,’encrypted message transmission and message
signature mechanism based on trusted third party

Thig security mechanism prevides the ID authentication service for both parties that set up the
pipg based on the trusted ‘third party. The three parties complete the authentication progess
according to the Kerberos v5 protocol [IETF RFC 1510]. The key generation and distribytion
fundtion for message,confidentiality, integrity and authenticity shall be provided in the protpcol
ticket generated ‘by the trusted third party. Generally, this mechanism should allow handling
with| the confidentiality, integrity, and authenticity of messages transmitted in the pipe,| but
also can support the two parties of a pipe to negotiate and select according to the secprity
reqyirement*stipulated by the device advertisement. This security mechanism is optiona] for
IGRP .Devices and may be applied in large enterprise networks and systems dedicated to
support’security. This security option might be useful in a scenario where bogus or unqualjfied
devices must be excluded from a device group. This security method may be useful for a
wireless medium because it protects the devices that are communicating and the data
transmitted.

NOTE The involvement of a trusted third party to supply keys is commonly used by web browsers in Internet
commerce to block secure communications with bogus web sites masquerading as known vendors. A trusted key is
important if home control is offered as a managed service from a web-based vendor.

There are two methods for implementing the Kerberos protocol specified in IETF RFC 1510:

One is based on the shared key or symmetric key encryption mechanism. In this case, within
the scope of the IGRS protocol network, each IGRS Device simply shares one key with the
trusted third party (authentication service provider) in advance, without pre-setting the shared
key between the two interworking devices.
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The other implementation method is based on the public key system or PKI X.509 CA
certificate system. Although this method could be designed as the fourth security mechanism,
computation limitations should be considered. Since some low-power computing platforms
may have difficulty implementing the public key encryption algorithm, the mixed mode is
generally considered. In the mixed mode the platform with the more powerful computing
capability adopts the PKI X.509 certificate system, while the platform with the less powerful
computing capability adopts the symmetric-key cipher system. The trusted third party that
offers the authentication services should be able to support both cipher systems. The security
mechanism between the device and the trusted third party should adopt the IGRS Device
security mechanism defined in this document.

The
effid

bas¢d on PKI X.509). The concept of the centralised device group also exists im)the |
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The
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security mechanism also needs the support ofythe secure RNG or PRNG algori
re hash algorithm, and symmetric-key cipher algotithm.

symmetric-key cipher algorithms, which this security mechanism currently supports,
and 3DES. The public key algorithms)ahich this security mechanism currently supp
SA-1024.

S based on this device security.mechanism, is described as follows by adopting the A
C 2234):

RSDeviceSecurityURNX=::#“urn:"<IGRSNS>":."<|IGRSVAL1>“"<IGRSVAL2>":"
RSVAL3>""<IGRSVAL4>":"<IGRSVAL5>":"<IGRSVALG6>
RSNS>::=“|GRS:DeviceSecurity:3rdPartyAuthenService”

RSVAL1>:=“3rdAuthProtocol_Kerberosv5:AES-128-
|”3rdAuthProtocol_Kerberosv5:RSA-1024"
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d on the trusted third party are becoming main stream. Meanwhile, the technical
compplexity is great. Therefore, this security mechanism shall be‘considered as the bas
diregtion for future extensions of the security technology of theAGRS protocol. At present,
recdmmended that a simplified and effective method becchosen to enable this sec
medhanism, i.e., only support the minimum set of the Kerberos v5 mechanism attributes.
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it is
Urity

hm,

are
Drts,

BNF

<IG

SVAL2>::="AuthenServiceProvider”

<IGRSVAL3>::=<IGRSDeviceldURN> (see 8.1.2)

<IGRSVAL4>::= Authentication service identifier (see 8.2.2)

<IGRSVAL5>::=“AES-128-128"|"3DES-64-112"

<IGRSVALG6>::=“SHA-1"|"SHA-256"

IGRSVAL1 is the description of the Kerberos5-based authentication algorithm of the trusted
third party mechanism. IGRSVAL2, 3 and 4 compose the description of the third party
authentication service provider, where IGRSVAL3 is the identifier for device that provides
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authentication service and IGRSVAL4 is the service identifier of such service on a device that
is identified by IGRSVAL3. IGRSVAL5 is the description of the encrypted message
transmission algorithm for both end devices of a secure pipe, and IGRSVAL6 is the
description of message signature algorithm for both end devices of a secure pipe.

8.1.5.6 Encryption algorithm descriptors supported by security mechanism

The five security mechanisms described in 8.1.5.1 through 8.1.5.5 are categorized below by
the following levels of complexity from the lowest (level 0) to the highest complexity (level 4).
Level O is the default and means no security is used.

0. NULT

1. PreSharedKey_MAC

2. PreSharedKey_Cipher_MAC
3. PKICertificate_Cipher_MAC
4. 3rdPartyAuthenService

y device shall implement the null security mechanism. The other four.-mechanisms| are
ibnal. However, if a device implements a security level above 0, itshall implement all
r-complexity levels. For an example, a device that implements
ertificate_Cipher_MAC must also implement PreSharedKey Cipher_MAC,
haredKey_MAC, and NULL mechanisms. When a communicdtions session via a device
is initiated, the following procedure shall be executed to gnsure that the same and most
re mechanism is used by the devices sharing the pipe:

sing the NULL level of security, each device shall announce to the other devices ¢r to
he master, if present, the highest level of security-if.can support;

he device that initiates the secure pipe setup“or the master shall determine the highest
level supported by the devices sharing, the pipe based on the security algorjthm
arameters it receives from the other devices;

he initiating device or the master shall'send to each device a secure pipe setup request
essage to use this level for subsequent communications via the pipe;

secure pipe setup response megssage shall be returned from the recipient device tq the
initiating device or to the masteryverifying the successful device pipe setup at the specjfied
security level.

Table 4 describes five security mechanisms defined by IGRS and the corresponfding
relationships between .the security protocol and the security algorithm used in gach
medhanism.
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Table 4 — Device security mechanism protocol algorithm

Device security Security algorithm type Algorithm related to device security
mechanism involved mechanism
PreSharedKey_MAC AuthenticationAlgorithm AuthenticationAlgorithm:SHA-1
AuthenticationAlgorithm:SHA-256
MACAIgorithm MACAIgorithm:SHA-1

MACAIgorithm:SHA-256

P[eSha[edKey_( sipher MAC AuthenticationA gQ['thm AuthenticationAlgorithm-SHA-1
AuthenticationAlgorithm:SHA-256

EncryptAlgorithm EncryptAlgorithm:AES-128-128
EncryptAlgorithm:3DES-64-112
MACAIgorithm MACAIgorithm:SHA-1
MACAIgorithm:SHA-256
RKICertificate_Cipher_MAC PublicKeyAlgorithm PublicKeyAlgorithm*RSA-1024

PublicKeyAlgorithm:ECC-192
PublicKeyAlgorithm:ElGamal

KeyNegotiationAlgorithm KeyNegotiationAlgorithm:Simple
EncryptAlgorithm EncryptAlgorithm:AES-128-128
EncryptAlgorithm:3DES-64-112
MACAIgorithm MACAIgorithm:SHA-1
MACAIgorithm:SHA-256
C'dPartyAuthenService 3'dAuthProtocol_KerberosvS 11’>r2dsAuthProtocol_KerberosvS:AES-128-

3rdAuthProtocol_Kerberosv5:RSA-1024

AuthenServiceProvider AuthenServiceProvider:

DevicelD||ServicelD

EfcryptAlgorithm EncryptAlgorithm:AES-128-128
EncryptAlgorithm:3DES-64-112
MACAIgorithm MACAIgorithm:SHA-1

MACAIgorithm:SHA-256

The| level of comiplexity design principle for implementing security mechanisms shall glso
apply to eachyof the security algorithm options in the third column of Table 4. These options
are |istedsin~order from lowest to highest complexity. All lower complexity security algorithms
must be_implemented whenever a higher complexity security algorithm is chosen.|For
exaT’nple, if the AuthenticationAlgorithm of the PreSharedKey MAC is required, then a dejvice
that implements SHA-256 shall also implement SHA-1.

8.2 IGRS service description
8.21 Service description template

The IGRS Service description is based on WSDL2.0 (specified in
http://www.w3.org/TR/wsdI20/). In addition, the IGRS Service description adds specific
requirements that include:

e extension of WSDL portType, add support to IGRS Service information description;

e transmission Binding based on Device Pipe.
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This standard (see Clause 10) extends the WSDL service description template specified in
W3C WSDL 2.0. The IGRS Service description template is shown as follows (see also Clause

B.3):
<wsdl:definitions xmIns:igrs=“http://www.igrs.org/igrs/ServiceDescription”

xmins:wsdl="http://schemas.xmlsoap.org/wsdl/”

xmins:xsd="http://www.w3.0rg/2001/XMLSchema” xmiIns="http://schemas.xmlsoap.org/wsdl/”

targetNamespace="http://www.igrs.org/igrs/ServiceDescription” name="igrs”>

TWsditypes>
<schema targetNamespace=http://www.igrs.org/igrs/ServiceDescription
xmlps=“http://www.w3.0rg/2001/XMLSchema”
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/”
attriputeFormDefault="unqualified” elementFormDefault="qualified’>
<!-- IGRS Service Attribute Types -->

<attributeGroup name="“occurs”>

usef“optional” default="1"/>
<attribute .name=“maxOccurs”>
<simpleType>

<union
memberTypes=“xsd:nonNegativelnteger’>

<simpleType>

<enumeration

vaIU|e=“unbounded”/>

<attribute name="min@ccurs” type=“xsd:nonNegativelnteger|

<restriction base="NMTOKEN’

</restriction>
</simpleType>
</union>
</simpleType>
</attribute>

</attributeGroup>
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<element name="“serviceAttribute” type="igrs:IGRSDataType”/>

<element name="“serviceAttributeValues”
type=“igrs:IGRSDataValueType"/>

<complexType name=“IGRSDataType”>
<sequence>

<element name="“Serviceld’type=“xsd:unsignedInt’/>

<element name=“ServiceName”type="xsd:string*/>
<element name="ServiceType’type="“igrs;ServiceTypg"/>

<element
namle="ServiceSecurityld"type="igrs:ServiceSecurityld”/>

<l--other elements for servic€Attribute -->
</sequence>
<attribute name="name” type=“xsd:NCName”/>
<attribute name="type® type=“xsd:QName”/>
<attributeGroupsref="igrs:occurs”/>
<attributesname="mutability” use=“optional” default=“dynamig”>
<simpleType>
<restriction base="xsd:string”>
<enumeration value="static’/>
<enumeration value=“dynamic”/>

</restriction>

</simpleType>

</attribute>
<attribute name="“notifiable” use="optional” type=“xsd:boolean”
default="false”/>
</complexType>
<complexType name=“IGRSDataValueType”>

<sequence>
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<any namespace=“##tany” minOccurs=“0"
maxOccurs=“unbounded”/>

</sequence>
</complexType>
<l-- findServiceAttribute Message Types -->

<element name="“findServiceAttributeByNames”

type="igrs:NCNamesType’/>

<element name="“subscribeServiceAttributeByNames”

type=“igrs:NCNamesType”’/>

<element name="“findServiceAttribute”

type="igrs:findServiceAttributeType”/>

<complexType name=“findServiceAttribute Type”>
<sequence>

<element name="“findExpression”
typeg="“igrs:findExpressionType”/>

</sequence>
</complexType>
<complexFype name=“findExpressionType”>

<sequence>

</sequence>

</complexType>

SALAAL

<element ref="“igrs:findServiceAttributeByNames”/>

comptextypemame="NCNamesType*
<sequence>

<element name=“name” type=“xsd:NCName”
maxOccurs=“unbounded”/>

</sequence>
</complexType>

<element name=*findServiceAttributeResponse”
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type="igrs:findServiceAttributeResponseType’/>
<complexType name="“findServiceAttributeResponseType”>
<sequence>
<element name="result” type="“igrs:resultType”/>

</sequence>

</complexType>
<complexType name="“resultType”>
<sequence>
<element name="“serviceAttribute)/alues”
typeg="igrs:serviceAttributeValuesType” minOccurs="0"/>
<element name="“returnCode” type="xsd:unsignedint]/>
</sequence>
</complexType>
<complexType namezisérviceAttributeValuesType”>
<sequence maxOccurs=“unbounded”>
<element name=“name” type=“xsd:NCName”/>

<element name="“value”
type="igrs:IGRSDataValuéType”/>

</sequence>
</complexType>

<l-- Subscription Message Types -->

<element name="subscribe” type="igrs:subscribeType’/>
<complexType name="“subscribeType”>
<sequence>
<element name="“subscribeExpression”
type=“igrs:subscribeExpressionType”/>
<element name="location” type=“xsd:anyURI"/>

<element name="“expirationTime” type=“xsd:dateTime”/>
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</sequence>
</complexType>
<complexType name="“subscribeExpressionType”>
<sequence>

<element
ref="igrs:subscribeServiceAttributeByNames”/>

</sequence>
</complexType>
<element name=“renewSubscription”>
<complexType>
<sequence>

<element name="subscriptionld”
typg=“xsd:unsignedint’/>

€element name="“expirationTime”
type=“xsd:dateTime”/>

</Sequence>
<lcomplexType>
</element>
<element name=“unsubscribe”>
<complexType>

<sequence>

<element name=“location” type=“xsd:anyURI’

C:UIIICI It ||a|||c—“bu'uau I[JtIUI Iid”
type=“xsd:unsignedint’/>

</sequence>
</complexType>
</element>

<element name="“subscribeResponse”
type=“igrs:subscribeResponseType”/>

<complexType name="“subscribeResponseType”>
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<sequence>

<element name="“subscriptionld”
type=“xsd:unsignedint’/>

<element name="“terminationTime” type=“xsd:dateTime”
minOccurs=“0"/>

<element name="“returnCode” type=“xsd:unsignedInt’/>

</sequence>
</complexType>
<l-- Notification Message Types -->
<element name=“sendNotification” type="“igrs;sendNotificationType”[>
<complexType name="“sendNotificationType”>
<sequence>
<element name=’serviceAttribute”
type="igrs:serviceAttributeTypes”/>
</sequence>
</complexType>
<complexType name="“serviceAttributeTypes”>
<sequence maxOccurs=“unbounded”>
<element name=“name” type=“xsd:NCName”/>

<element name="value”
type=“igrs:lGRSDataValueType"/>

<element name="“subscriptionld”

type="xsd-unsignedint’t
</sequence>
</complexType>
<import namespace="http://schemas.xmlsoap.org/wsdl/”/>
<element name="IGRSportType” type=“igrs:portTypeType”/>
<complexType name=“portTypeType”>

<complexContent>
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<extension base=“wsdl:tPortType”>
<sequence>

<any namespace="“##other”
minOccurs=“0"

maxOccurs=“unbounded”/>

</sequence>

<attribute name="extends” use="“optional’>
<simpleType>
<list itemType=QName”/>
</simpleType>
</attribute>
<anyAttribute:namespace="##other”/>
</extension>
</complexContent=
</complexType>
</schema>
</wsdl:types>
<message name=“findServiceAttributelInputMessage”>
<part rame="“parameters” element="igrs:findServiceAttribute”/>
</message>

<message name=“findServiceAttributeOutputMessage”>

<part name="parameters” element="igrs:findServiceAttributeResponse”/>
</message>
<message name="“subscribelnputMessage”>
<part name=“parameters” element="igrs:subscribe”/>
</message>
<message name=“subscribeOutputMessage”>

<part name=“parameters” element="“igrs:subscribeResponse”/>
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</message>
<message name=“sendNotificationlnputMessage”>
<part name="“parameters” element="igrs:sendNotification”/>
</message>

<IGRSportType name="“subscribeServiceAttributePortType”>

type

min

inputElement="igrs:subscribeServiceAttributeByNames”/>

<operation name="“subscribe”>
<input message=“igrs:subscribelnputMessage”/>
<output message="igrs:subscribeOutputMessage”/>
</operation>
<igrs:serviceAttribute name="notifiableServiceAttribdteName”
=“igrs:IGRSDataType”
Dccurs=“0" maxOccurs=“unbounded” mutability="dynamic” notifiable="true”/>
<igrs:staticServiceAttributeValues>

<igrs:subscribeExtensibility

</igrs:staticServiceAttributeValues>
</IGRSportType>
<IGRSportTypename="notifyServiceAttributePortType”>
<gperation name=“sendNotification”>

<input message="“igrs:sendNotificationInputMessage”/>

</operation>

</IGRSportType>
<IGRSportType name="“findServiceAttributePortType”>
<operation name="“findServiceAttribute”>
<input message="“igrs:findServiceAttributelnputMessage”/>
<output message="“igrs:findServiceAttributeOutputMessage”/>

</operation>
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<igrs:serviceAttribute name="serviceAttributeName”

type=“xsd:NCName” minOccurs=“0"

maxOccurs=“unbounded” mutability="dynamic”/>

<igrs:staticServiceAttributeValues>

<igrs:findServiceAttributeExtensibility

inletEIement=“igrs:findServiceAttributeByNames”/>
<ligrs:staticServiceAttributeValues>

</IGRSportType>

</wsdl:definitions>

Thig International Standard defines a transport protocol based on‘d Device Pipe to extend the
WSDL2.0 transport protocol binding. This transport binding, based on a Device Pipe, i$ an

extgnsion to SOAP binding, and is identified by transport=thttp://www.igrs.org/igrs/igrsp{pe”,
see|Clause B.4.

The|following are the definitions of a transport-binding*template in the service descriptign of
Clause 10, see also Clause B.3:

<?xml version=“1.0" encoding="utf-8"?>

<schema targetNamespace="http://www.igrs.org/igrs/ServiceDescription”

xmlims:igrs=“http://www.igrs.org/igrs/ServiceDescription”
xmins=“http://www.w3.0rg/200 ./ XMLSchema”>

<element name="hinding” type="igrs:bindingType”/>
<complexType name="“bindingType”>
<attribute name="transport” type="igrs:transportMethod” use="optional’/>

<attribute name="“style” type="“igrs:styleChoice” use=“optional”/>

</complexType>
<simpleType name=*"“transportMethod”>
<restriction base="string”>
<enumeration value=http://www.igrs.org/igrs/igrspipe/>
</restriction>
</simpleType>

<simpleType name=*“styleChoice”>


http://www.igrs.org/igrs/igrspipe
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<restriction base="“string”>
<enumeration value="“rpc”/>
<enumeration value=“*document”/>
</restriction>

</simpleType>
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<element name="operation” type="igrs:operationType”/>

<complexType name="“operationType”>

<attribute name="soapAction” type=“anyURI” use=“optional’/>

<attribute name="“style” type="“igrs:styleChoice” use="optional”’/>

</complexType>
<element name=“body” type=“igrs:bodyType”/>

<complexType name=“bodyType”>

<attribute name="encodingStyle” type=“anyURI” use=“optional”/>

<attribute name="parts” typem‘NMTOKENS” use=

<attribute name="use”-type="igrs:useChoice” use=“optional’/>

<attribute name=“namespace” type=“anyURI” use
</complexType>
<simpleType name=“useChoice”>
<restriction base="string”>
<enumeration value="“literal’/>

<enumeration value=“encoded”/>

“optional’/>

=“optional”/>

</restriction>
</simpleType>
<element name="fault” type=“igrs:faultType”/>
<complexType name="“faultType”>
<complexContent>

<restriction base="igrs:bodyType”>
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<attribute name="parts” type=*“NMTOKENS” use="“prohibited’

</restriction>
</complexContent>
</complexType>

<element name="address” type="“igrs:addressType”/>

</sG
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<complexType name=“addressType”>

<attribute name="“location” type=“anyURI” use="required”/>
</complexType>
hema>

p Service identifier

IGRS Service identifier shall be used for identifying oné~séervice registered on a de
shall be allocated by the device where the IGRS Service is located. This identifier §
nique on this device. The service identifier and the device identifier shall be jointly
ddressing of services in the IGRS Device interworking protocol.

S Service identification.

B Service type identifier

IGRS Service type shall be usedifo define the globally unique identifier for different k
fandard services, and to identify the methods and event mechanisms of some servi
length of the IGRS Service\type identifier shall not exceed 127 bytes.

format of the IGRS Service type identifier is described as follows by adopting the A
C 2234):

RSServiceTypeURN> ::= “urn:” <IGRSNS> “:” <IGRSIDVAL>
RSNS>:/={IGRS:Service:ServiceType”

RSIDVAL>::=1*<URN chars>

>

vice
hall
sed

IGRS Service identifier is one 32-bit unsigned-integer. The 0 is reserved but not used for

nds
ces.

BNF

<URN chars>::=<trans>

<up
“J” |

“g

<trans>::=<upper> | <lower> | <number> | <other>
per>::=“A” | “B” | “C” | “D” | “E” | “F” | “G” | “H” |"I" |
K] L MY PNT SO | P QT | R |
(I B S A B A S B A 4

“wn “w N “,n “n "y

<|OW€F>..= a | nbu | c | ndn | e | ufu | g | nhu | i |
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PR R ]

nsn | utn | uun | v

| “Wl! | “Xl! | “yll | “Z”
<number>::=“0" | “17 | “27 | “3” | “4” | “6” | “6” | “7”" |"8” |
“9”

<0ther>..= “_n | u.n | “ o n

<URN chars> is case-insensitive.

IGRP allows developers to define proprietary service categories. These proprietary servicgs
shall be described according to the following URN-based method based on ABNF (RFC 2234):

<IGRSSelfDefineServiceTypeURN> ::= “urn:” <IGRSNS> “:” <IGRSIDVAL>
<IGRSNS>::= “IGRS:service:servicetype-p”

<IGRSIDVAL>::=1*<URN chars>

<URN chars>::= <trans>

<traps>::= <upper> | <lower> | <number> | <other>

<upper>::=“A” | “B” | “C" | “D” | “E” | “F" | “G” | *H> | “I” |

“JK” ] L | M

[*NT O™ [ "P7 | “Q7 [ "R™ | “S” | “T” | “U™ | *V7]

WX | “Y” | “Z”

<lower>::="a” | “b” | “c”| “d” | “e” | “T" | “g” | “h”" | “i" |

KT e | R e ||

wan | [1 )

utn | uu!v | nvu | w | an | nyn | “Z"

<number>i:= “0" | “17 | “2” | “3” | “4” | “5” | “6” | “7” |

“8” I “911

<0ther>..= “_n | n.n | “ n

<URN chars> is case-insensitive.

8.2.4 Service access control

The IGRS Service should achieve access control by managing the user identity and the
relationship between a user-located device and a service-located device. For any service, the
IGRS users should be divided into three categories: AnyUser, TrustedUser (user that has
passed identity authentication), and DesignatedTrustedUser (designated user that has passed
identity authentication). The relationship between a user-located device and a service-located
device shall be categorised into five types:
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a) AnyDevice;
b) GroupDevice (device that is in the same device group with the service-located device);

c) TrustedDevice (device that has passed identity authentication);

d) TrustedGroupDevice (device that has passed identity authentication and is in the same
device group with the service-located device);

e) DesignatedTrustedDevice (designated device that has passed identity authentication).

An IGRS Service should ensure the service access control logic through the setup of a
service access control policy described in Table 5.

Table 5 — Service access control policy

AnyDevice GroupDevice TrustedDevice TrustedGroup- Desighated
Device TrustedDevide
AnylUser Access allowed | Access allowed | Access allowed Access allowed |(Access allowed pr
or denied or denied or denied or denied denied
TruptedUser Access allowed | Access allowed | Access allowed Access allowed™ | Access allowed pr
or denied or denied or denied or denied denied
Dedignated Identifier list of | Identifier list of | Identifier list of Identifierlist of | Identifier list of
TruptedUser users with users with users with access | users,with users with accegs
access access permission access permission
permission permission permission

Whagther the relationship between a user-located d€vice and a service-located devicg is
trusted depends on the device identity authentication” through the process of Device Pipe
setyp. Devices that pass such authentication are trusted devices.

Usefls that pass identity authentication through ‘'session setup process are trusted users [to a

ser\ice.

8.2.5 Identity authentication mechanism of service sccess control
8.2.5.1 Use of identity authentication mechanism
The[IGRS Protocol has designed four user identity authentication mechanisms for services

(seqd 8.2.5.2 to 8.2.5.5). An“IGRS Service shall advertise the requirements for user ideptity
authentication mechanism in the “ServiceSecurityld” of the service description document (see
8.2.11).

8.2.5.2 No.identity authentication

With this_mechanism, services do not implement user identity authentication through| the

prodess(of'session setup. This mechanism is optional for an IGRS Service.

Based on thiS service security mechanism, IGRS 1S _described as jollows by adopting the

ABNF (RFC 2234):
<IGRSServiceSecurityURN>::=“urn:” <IGRSNS>
<IGRSNS>::=“IGRS:ServiceSecurity:NULL”"

8.2.5.3 Identity authentication mechanism based on symmetric-key cryptosystem

With this mechanism, services implement user identity authentication based on a pre-shared
key through the process of session setup. This mechanism is optional for an IGRS Service. In
other words, services implement authentication by judging whether the other party is aware of
the pre-shared key. The protocol authentication process is completed based on the
Challenge/Response interaction process. This mechanism is optional for an IGRS Service.
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In order to prevent authentication protocol messages from fabrications or repeated attacks,
the Challenge shall be generated on the basis of a secure random number generator (RNG)
algorithm or a pseudo random number generator (PRNG) algorithm in the protocol
implementation process. Also, the Challenge shall be regenerated in each execution of the
protocol.

The response value in the authentication protocol is generated by the other party’s Challenge
and pre-shared key with a secure Hash algorithm. The generation method is defined as: given
that secure Hash algorithm function is Hash (X), the Response value is Hash (Challenge ||
Key), where Challenge is challenge value and key is the shared key for both parties of
protocol. The secure Hash algorithm supported by this mechanism are SHA-1 and SHA-256.

The|precondition of this mechanism is that both parties to the authentication protocalknedd to
pre-share a same key. The implementer of this mechanism should ensure .the sefure
distqfibution and administration of the pre-shared key.

The|symmetric-key cipher algorithms, which this security mechanism currently supports,| are
AE{ and 3DES.

Thig service security mechanism is described as follows by adopting-the ABNF (RFC 2234|):
<IGRSServiceSecurityURN>::="urn:” <IGRSNS> “:” <IGRSVAL1>"“"<IGRSVAL2>
<IGRSNS>::=“IGRS:ServiceSecurity:PreSharedKey”
<IGRSVAL1>::="SHA-1"|"SHA-256"
<IGRSVAL2>::="AES-128-128"|"3DES-64-112?

IGRBVAL1 is the description of authentication algorithm and IGRSVAL2 is the descriptign of
message encryption algorithm.

8.2.5.4 Identity authentication mechanism based on public-key cryptosystem

With this mechanism, when service is invoked, the service provider implements the identity
authentication on the (service applicant based on the PKI X.509 v3 certificate. |The
authentication protocoliprocess is implemented based on Challenge/Response process. [This
meghanism is optionalfor an IGRS Service.

Thig security mechanism also needs a security random number generator or a pseudo random
number generator to generate a challenge value, key, or Nonce.

Thig authentication mechanism implementation needs the support from the PKI X.509 v3
certification and CA (Certificate Authority) system It is suggested that the IGRS profocol
developer implement a public key certificate function for this security mechanism according to
X.509 CA system interface standard.

The symmetric-key cipher algorithms, which this security mechanism currently supports, are
AES and 3DES. The public key algorithms, which this security mechanism currently supports,
are RSA-1024, ECC-192, and ElIGamal.

This service security mechanism is described as follows by adopting the ABNF (RFC 2234):
<IGRSServiceSecurityURN>::="urn:"<IGRSNS>":"<IGRSVAL1>“:"<IGRSVAL2>

<IGRSNS>::=“IGRS:ServiceSecurity:PKICertificate”
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<IGRSVAL1>::="“RSA-1024"|’"ECC-192"|"ElGamal”
<IGRSVAL2>::=“AES-128-128"|"3DES-64-112"

IGRSVAL1 is the description of public key algorithm, and IGRSVAL2 is the description of
encrypted message transmission algorithm.

8.2.5.5 Identity authentication mechanism based on trusted third party

With this mechanism, the service implements user identity authentication based on the trusted
thirg ; i i ; fCe; i ent
authentication a protocol process based on the Kerberos v5 protocol. This mechanisi is
optipnal for an IGRS Service.

The|implementation of the Kerberos protocol is mainly based on a pre-shared¢key encryption
medhanism. An IGRS Service or user needs to pre-share a key only withhthe trusted third
party. The distribution and administration of the key is implemented by the trusted third pafty.

The|symmetric-key cipher algorithms, which this security mechanism currently supports,| are
AESY and 3DES. The public key algorithms, which this security mechanism currently supperts,
are RSA-1024 and ECC-192.

Thig service security mechanism is described as follows by adopting the ABNF (RFC 2234j):
<IGRSDeviceSecurityURN>::=“urn:"<IGRSNS>":"<IGRSVAL1>“:"<IGRSVAL2>""
<IGRSVAL3>"“"<IGRSVAL4>“"<IGRSVAL5>""<IGRSVAL6>
<IGRSNS>::=“IGRS:ServiceSecurity:3rdPartyAuthenService”

<IGRSVAL1>::=“3rdAuthProtocol_Kerberosv5:AES-128-128"|"
3rdAuthProtocol_Kerberosv5:RSA«1024”

<IGRSVAL2>::=“AuthenServiceProvider”
<IGRSVAL3>::=<IGRSDeviceldURN> (see 8.1.2)
<IGRSVAL4>":= Authentication service identifier (see 8.2.2)
<IGRSVAL5>::="AES-128-128"|"3DES-64-112"

IGRBVAL is the description of the Kerberos5-based authentication algorithm of the trusted
thira_party mechanism.  IGRSVAI?2 3 and 4 compase the description of the third party
authentication service provider, where IGRSVAL3 is the identifier for the device that provides
authentication service and IGRSVAL4 is the service identifier of such service on a device that
is identified by IGRSVAL3. IGRSVALS5 is the description of the message (between client and
service) transmission encryption algorithm.

8.2.5.6 Encryption algorithm descriptor based on authentication mechanism

Table 6 defines the above mentioned authentication mechanisms and the corresponding
encryption algorithm descriptor.
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Table 6 — Device authentication mechanisms and the corresponding encryption
algorithm descriptor

0(E)

Authentication mechanism Algorithm/Protocol Algorithm name descriptor
descriptor
PreSharedKey AuthenAlgorithm AuthenAlgorithm:SHA-1

AuthenAlgorithm:SHA-256

EncryptAlgorithm EncryptAlgorithm:AES-128-128

EncryptAlgorithm:3DES-64-112

PReoblial PReoklial 1094
ot o oz

4 4 Al N Al N oA
roerttate toTreIcey GOt oIy GOttt T T o7

PublicKeyAlgorithm:ECC-192

PublicKeyAlgorithm:ElIGamal

EncryptAlgorithm EncryptAlgorithm:AES-128-128

EncryptAlgorithm:3DES-64-112

JrdPartyAuthenService Kerberosv5 Kerberosv5:AES-1282128

AuthenServiceProvider AuthenServiceProyider:IGRS DevicelD||
IGRS ServicelD

EncryptAlgorithm EncryptAlgorithm:AES-128-128

EncryptAlgorithm:3DES-64-112

The
app
are

shal

“level of complexity” design principle for implementing security mechanisms shall

y to each of the security algorithm options in the.third column of Table 6. These opt
isted in order from lowest to highest complexity. All lower complexity security algorit
| be implemented whenever a higher complexity security algorithm is chosen. For exar

if tHe AuthenticationAlgorithm of the PreSharedKey MAC is required, then a device

impl
8.3

The

lements SHA-256 shall also implementxSHA-1.

IGRS client description

IGRS Client identifier shall be-used to identify an IGRS Client. The IGRS Client iden

typd is unsigned integer and Q(s'reserved.

8.4

The

IGRS user description

IGRS user ideptifier shall be used to identify an IGRS user. The IGRS user identifier

is sfring and the maximum length is 127 bytes.

9

9.1
9.1.

IGRS device grouping

Dévice advertisement

also
ons
hms
hple,
that

ifier

fype

1 Device online advertisement

The IGRS Device advertisement mechanism shall adopt the ISDP protocol mechanism that is
derived from Simple Service Discovery Protocol (SSDP) defined in ISO/IEC 29341-1 and
specified in Annex A (ISDP). In the active state, each IGRS Device shall send the device
online advertisement message to the multicast address 239.255.255.250:3880 in multicast.
The device online advertisement message belongs to the IGRS notification-type message.

The

form of this message is shown in Table 7.
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Table 7 — Device online advertisement

Message Field explanation
NOTIFY * HTTP/1.1 HTTP extended command line
Host: 239.255.255.255.250:3880 Required
Cache-control:max-age=Max advertising valid time Required field, in seconds, min time is 3 s, when

device receives this message and the time has
expired, then the advertising device may be offline

Location: url of device description document Required field, support unsecure pipes among
IGRS Devices to get device description
dU\JUIIIUIItD. ThU VG:LIU Uf thlo flU:d ;D thc I\JIRL f
the documents. When device does not suppor
device description documents access through
non-secure pipes, then this field shallbe:
http://www.igrs.org/device, see Clause B.7.

NT: Juuid: Advertising device ID Required, defined in 8.1.2

NTY:isdp:alive Required

SERVER: OS/version IGRS/1.0 product/version Required

USN: uuid: Advertising device ID Required field, see/8.1.2
Man(:"http://www.igrs.org/spec1.0”; ns= 01 Required field, se€ Clause B.1
01-IGRSVersion:IGRS/1.0 Required field, IGRS protocol version number
01-1GRSMessageType: DeviceOnlineAdvertisement Required field

01-SourceDeviceld: Advertising device ID Regquired field, see 8.1.2

01-DeviceType: Device Type Required field, device type identifier, see 8.1.4
01-DeviceName: Device Name Required field, device name, string
01-Configld:Indicator of device configuration change Required field, type is ASCII code of 32bit

unsignedint (0 reserved), this field will indicatg
when service and other configuration changes|in

this device. 01-Configld shall be increased by pne
(1) whenever there is a configuration change. [This
field will return to 1 when upper limit is reachef.

o
-
1

Bootld:Indicator of device reboot Required field, type is ASCII code of 32bit

unsignedint (0 reserved), this field should

differentiate new advertising message and the
advertising message before reboot when devide
are rebooted. 01-Bootld value shall be increasged
by one (1) whenever there is a reboot. This fie|d
will return to 1 when upper limit is reached.

01-DeviceGroupldListiDevice Group ID list Required field, device group ID, URI, defined ip

8.1.3, spaced by “;” this field is empty when
device doesn’t join non-global group.

—_

01-DeviceSecurityldList: Security mechanism ID of device. Required field, URI, defined in 8.1.5, the secuyi

mechanisms are spaced by “;”.

y

01-§ecureListenerList: IP address and Port list used to set Optional field, type is string, format is “IP
up decurity Device Pipe. address:port”, muliti IP_address:port are spacgd
by “” listening port is fixed at 3880

01-ListenerList: IP address and Port list used to set up non- | Required field, type is string, format is “IP

security Device Pipe. address:port”, muliti IP address:port are spaced
by “;” one of the port number in the list shall be
3 880

When the configuration information on the IGRS Device changes, the online advertisement
message shall be re-sent to the network and the value of the 01-Configld shall be increased
by 1.

When the IGRS Device restarts, the online advertisement message shall be re-sent to the
network and the value of the 01-Bootld shall be increased by 1.
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Each IGRS Device may detect and listen to other IGRS Device online advertisement message
at address: 239.255.255.250:3880.

If an IGRS Device fails to re-send the online advertisement message within the specified
maximum time interval, the other IGRS Device shall regard the device as offline from the
network. The IGRS Device shall re-send online advertisement message within the maximum
time interval.

9.1.2 Device offline advertisement

When_an GRS Device needs tao exit the network due to pn\A/nr-nff or for a mqnagnrqent

reajon, it should send the device offline advertisement message to the addresg of
2391255.255.250:3880 in multicast to notify other IGRS Devices. The format of the ‘device
offlihe advertisement message is shown as the Table 8.

Table 8 — Device offline advertisement

Message Field Explanhation
NOTIFY * HTTP/1.1 Extended command.line
Host:239.255.255.250:3880 Required field
NT:uuid:Advertising device ID §e1qgired field,)type is URI, value refer to
NTS:isdp:byebye Required field
USN:uuid:Advertising device ID Réquired field, type is same as NT
Man:”http://www.igrs.org/spec1.0”; ns= 01 Required field, see Clause B.1
1-IGRSVersion:IGRS/1.0 Required field
1-IGRSMessageType: DeviceOfflineAdvertisement Required field
1-SourceDeviceld: Advertising device ID Required field, type is URI, defined in 8.1.2

9.2 | Device pipe management
9.2.1 Unsecure device pipe,setup

If two devices have no .security mechanism commonly supported and cannot implerhent
interactive authentication, they shall set up a Device Pipe without a security guarantee using
an ynsecure Device Pipe.

An pnsecure Device Pipe setup process is a TCP connection setup process between|two
devices. If the, TCP connection is successfully set up between two devices, an unsegure
Devjce Pipe-shall be regarded as successfully set up between two devices; otherwise | the
setup shall be regarded as a failure. The IGRS Device shall use 01-ListenerList field in| the
Devjcé&Online Advertisement message to describe the TCP connection address and the gorts

4 4 D H D
tO constroctrunsecure Device L] %A

9.2.2 Unsecure device pipe maintenance
Unsecure Device Pipe teardown may be caused by the following.

e If any device is offline, the unsecure Device Pipe related to this device shall be torn
down.

e If any device initiates a tear-down process of a TCP-related connection, the relevant
unsecure Device Pipe shall be torn down.
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9.2.3 Secure device pipe setup

9.2.3.1 Overview

— 59 —

An IGRS secure Device Pipe setup process is shown in Figure 4. It includes three phases as

follows:
a) pipe setup initialisation;

b) identity authentication and pipe key negotiation phase, and

c) pipe setup confirmation.

Pipe Setup'Response
< (Security Mechanism Selection

Confirmation)

Authentication Reguest (Challenge Value 1)

Authentication Response
(Response Value 1 + Challenge Value 2)

IGRS Device 1 IGRS Deyick 2
Multicast Multicast
Advertisement < Advertisement
U PO UR PO UPRPUUPRURUPIT Sty SOUPUDUPIPUUUPN ERUpR AP
i < TCP Connection Setup
Secure Device Pipe : Pipe Setup Request >
Setup Initiation | (Security Mechanism Selection) >

«
ID Authentication & Secure Authentication Result
Pipe Key Negotiation | (Response Value 2) >
P
! Authentication Result
: N
i
e
e
Secure Device PipetSetup
Confirmation .:’ Pipe Setup Confirmation (OK/Failed) >
E < Pipe Setup Confirmation (OK/Failed)
Figure 4 — Secure device pipe setup

Subclauses 9.2.3.2 to 9.2.3.4 describe the device interaction logic in the three phases of a
secure Device Pipe setup, among which IGRS Device 1 is used for the IGRS Device that
initialises a pipe setup request and IGRS Device 2 is the target IGRS Device in the pipe setup

request.

9.2.3.2 Secure device pipe setup initialisation

9.2.3.21 Secure device pipe setup initialisation — General

IGRS Device 1 implements the pipe interaction-security mechanism negotiation process with

IGRS Device 2 in this phase.
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Pipe setup initiation includes three steps are as follow.

Step 1: IGRS Device 1 initialises a TCP connection setup request to the device connection
address available for IGRS Device 2. If the setup is successful, it shall continue to Step 2;
otherwise, the pipe setup is a failure.

Step 2: Device 1 implements the intersection operation between the security mechanism and
a relevant encryption algorithm list (note that list sequence reflects priority) supported in the
advertisement message of Device 2, and the security mechanism and relevant encryption
algorithm list supported by Device 1. If the intersection is not empty, Device 1 shall further

d --“- -:-_ “:-‘-‘-“ HH—GO . g—eRG -:‘ ithr—based the
secuyrity attributes of both parties, and then send it to Device 2 through pipe setup request. If
intefsection is empty, Device 1 cannot send a pipe setup request to Device 2, and pipe sgtup
has [failed.

Step 3: After Device 2 receives the pipe setup request from Device 1, it.confirms whdther
the |security mechanism and corresponding encryption algorithm selectedxby Device 1|are
satigfied with the current security requirement and status of Device 2. If\Device 2 is satisfied,
it shall send a pipe setup response to Device 1, including the security mechanism |and
corresponding encryption algorithm. If it is not satisfied, it shall continue to Phase 3, whefre it
sendls a pipe setup failure confirmation to Device 1.

Thel pipe setup request and response message formats, correspond to the device seclrity
medhanism adopted. Detail descriptions are defined in 9.2:3.2.2 to0 9.2.3.2.5.

9.2.8.2.2 Device security mechanism basedyon symmetric-key authentication jJand
message authentication mechanism

When the device security interaction mechanism adopts a symmetric-key cryptosystem/ the
pipg setup request and response message.formats are described as follow (see Table 9).

Table 9 — Pipe setup request based on symmetric-key cryptosystem

Message Field Explanation
M-PQST /IGRS HTTP/1.1 HTTP EXTENDED COMMAND LINE
HostjTarget host IP:port Required field
MAN}”http://www.igrs.org/specet.0”; ns=01 Required field, see Clause B.1
01-IRSVersion: IGRS(1.0 Required field, IGRS version number
01-1RSMessageType:CreatePipeRequest Required field
01-TargetDeviceld:itarget device ID §e1q;ired field, type is URI, defined in
01-SpureeDeviceld:source device ID §e1q;ired field, type is URI, defined in
01-Sequenceld:Request Message Sequence ID Required field, type is unsignedint (0 is

reserved)

01-DeviceSecurityld:"urn:IGRS:DeviceSecurity:PreSharedKey_MAC” | Required field, type is URI

A pipe setup response shall be returned to the requesting device within 30 s after the request
is sent. The message format is shown as follows (see Table 10).
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Table 10 — Pipe setup response based on symmetric-key cryptosystem

Message Field explanation
HTTP/1.1 200 OK HTTP COMMAND LINE
Ext: Required field
Cache-control:no-cache="Ext” Required field
MAN:"http://www.igrs.org/spec1.0”;ns=01 Required field, see Clause B.1
01-IGRSVersion: IGRS/1.0 Required field
01-IGRSMessageType:CreatePipeResponse Required field
01-TargetDeviceld:Target device ID Required field, type is URI, defined in 8.1.2
01-SpurceDeviceld:source device ID Required field, type is URI, defined in\8)1.2
01-RpturnCode:Response status code of pipe creation Required field, status code refer to, Clause 11
01-Agknowledgeld:Response Message Sequence ID Required field, same with the sequence ID in

request message

9.2.3.2.3 Device security mechanism based on symmetric-key authentication,
encrypted message transmission, and authentication mechanism

When the security interaction mechanism used between.devices adopts symmetrictkey
cryptosystem, the pipe setup request and response message formats are as follow (see
Table 11).

[Table 11 — Pipe setup request based on symmetric-key authentication, encrypted
message transmission, and authentication mechanism

Message Field explanation
M-PQST /IGRS HTTP/1.1 HTTP EXTENDED COMMAND LINE
Host] Target Host IP:port Required field
MANJ”http://www.igrs.org/spec1.0”; ns=01 Required field, see Clause B.1
01-IGRSVersion: IGRS/1.0 Required field, IGRS version nuniber
01-1RSMessageType:CreatePipeRequest Required field, content shall be x| with

x being exactly the content of the
corresponding left hand column

01-TargetDeviceld: Target Device ID Required field, type is URI, defingd in
8.1.2

01-SpurceDeviceldi.Source Device ID Required field, type is URI, defingd in
8.1.2

01-Sequenceldi-Request Message Sequence ID Required field, type is unsignedInt (0

is reserved)

01- Required field, type is URI

DeviteSecuritdd"urn-1GRS:-DeviceSecuritv:PreSharedKey Cinher MAC”
PAA - T ¥ Y=
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A pipe setup response shall be returned to the requesting device within 30 s after the request
is sent. The message format is as follows (see Table 12).

Table 12 — Pipe setup response based on symmetric-key authentication, encrypted

message transmission, and authentication mechanism

Message Field explanation
HTTP/1.1 200 OK HTTP COMMAND LINE
Ext: Required field
Cache-caontrol:no-cache="Fxt” Required field
MAN}”http://www.igrs.org/spec1.0”;ns=01 Required field, see Clause B.1
01-IGRSVersion: IGRS/1.0 Required field, IGRS version number

01-IRSMessageType:CreatePipeResponse

Required field, content shall be x, with x bei
exactly the content of the corresponding left
hand column

9

01-TargetDeviceld: Target Device ID Required field, type is URI, defined in 8.1.2

01-SpurceDeviceld: Source Device ID Required field, type is,URI, defined in 8.1.2

01-ReturnCode: Response status code of pipe creation Required field /efefr to Clause 11

01-Agknowledgeld: Response Message sequence |ID Required field, 'same with the sequence ID in

request message

9.2.8.2.4 Security mechanism between devices is authentication, encrypted
message transmission, and authentication mechanism based on public{key
cryptosystem

In this mechanism, Device 1 shall enclose an _associated PKI X.509 v3 certificate for Devid

Step 3: After Device 2 receives the security mechanism and corresponding encryption
alggrithm confirmation request selected’by Device 1,

a) i

b) i

If al
encl

this

cannot bemet, it shall continue to Phase 3, sending pipe setup failed confirmation to

part

The

selected by Device 1 is accommodated by the current security requirement and staty

t confirms whether the security mechanism and corresponding encryption algor|

Device 2,
[t authenticates the creditability (or validity) of the PKI X.509 certificate of Device 1.

| meet the requirement, Device 2 shall send the pipe setup response to Device 1

certificatéyif it is valid, it shall continue to Phase 2 of pipe setup. If the conditions ak

her.

e 2.

thm
s of

and

ose the PKI X.609 certificate of Device 2. After Device 1 receives the security mechanism
selection confirmation and the PKI X.509 certificate of Device 2, it shall verify the validit

y of
ove
the

pipe setup Tequestand TesSponse mMessage formmats i this security mectanismrare as

follow (see Table 13).
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Table 13 — Pipe setup request based on authentication, encrypted message
transmission, and authentication mechanism of public-key cryptosystem

Message

Field explanation

M-POST /IGRS HTTP/1.1

HTTP EXTENDED COMMAND LINE

Host: Target Host IP:port

Required field

MAN

"http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-IGRSVersion: IGRS/1.0

Required field, IGRS version number

01-IGRSMessageType:CreatePipeRequest Rgguirfd.field, co‘rllte‘nht shal[be‘ X,
Ihe correspanang el rand colpmn

01-TargetDeviceld: Target Device ID Required field, type is URI} defined
in 8.1.2

01-SpurceDeviceld: Source Device ID Required field, type s URI, defined
in 8.1.2

01-Sequenceld: Request Message Sequence ID Required fieldi‘type is unsignedint (0
is reserved)

01-DviceSecurityld:"urn:IGRS:DeviceSecurity:PKICertificate_Cipher_MAC” | Required field, type is URI

Contgnt-type:application/octet-stream Required field

Contgent-length: Message body length Required field
Shall be empty

Mesdqage body Required field, certificate based on
x.509

A pipe setup response shall be returned to requesting device within 30 s after the request|s

senf, and the message format is as follows (see Table 14).

Table 14 — Pipe setup response-based on authentication, encrypted message
transmission, and authentication mechanism of public-key cryptosystem
Message Field explanation

HTTR/1.1 200 OK HTTP COMMAND LINE

Ext: Required field

Cache-control:no-cache="EXt" Required field

MAN/”http://www.igrs.ofg/spec1.0”; ns=01 Required field, see Clause B.1

01-IGRSVersion: IGRS/1.0 Required field, IGRS version number

01-1§RSMessageType:CreatePipeResponse Required field, content shall be x, with x beihg

exactly the content of the corresponding left
hand column

01-T

hrgetDeviceld: Target Device ID

Required field, type is URI, defined in 8.1.2

01-SourceDeviceld: Source Device ID

Required field, type is URI, defined in 8.1.2

01-ReturnCode: Response status code of pipe creation

Required field, refer to Clause 11

01-Acknowledgeld: Response Message sequence |ID

Required field, same with the sequence ID in

request message

Content-type:application/octet-stream

Required field

Content-length: Message body length

Required field

Shall be empty

Message body

Required field, certificate based on x.509
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9.2.3.2.5 Device security mechanism based on trusted third party’s authentication,
encrypted message transmission, and authentication mechanism

In this mechanism, Device 1, based on the Kerberos protocol, first requests that a third party
provide a security identity authentication service to generate the security interaction Ticket
between Device 1 and Device 2. Then it checks the validity of the related Ticket retrieved; if it
is valid, it shall continue to Phase 2, otherwise it shall proceed to Phase 3, sending a pipe

setup failed confirmation to Device 2.

The pipe setup request and response message formats in this security mechanism are as

follows (see Table 15).

T3ble 15 — Pipe setup request based on trusted third party authentication, enerypted
message transmission, and authentication mechanism

Message

Field explanation

M-PQST /IGRS HTTP/1.1

HTTP EXTENDED.€OMMAND LINE

Host] Target Host IP:port

Required field

MAN}”http://www.igrs.org/spec1.0”; ns=01

Required field, see Clause B.1

01-IGRSVersion:IGRS/1.0

Required field, IGRS version numbgr

01-I§RSMessageType:CreatePipeRequest

Required field, content shall be x, with x
being exactly the content of the
corresponding left hand column

01-TargetDeviceld: Target Device ID

Required field, type is URI, defined|in

8.1.2

01-SpurceDeviceld: Source Device ID

Required field, type is URI, defined|in

8.1.2

01-Sequenceld: Request Message Sequence ID

Required field, type is unsignedint [0 is
reserved)

01-DpviceSecurityld:"urn:IGRS:DeviceSecurity:3rdPartyAuthenService” Required field, type is URI

A pipe setup response shall be returned to requesting device within 30 s after the requept is

sen{. The message format is as follows (see Table 16).

Table 16 — Pipe setup.response based on trusted third party authentication, encrypted

message transmission, and authentication mechanism

Message

Field explanation

HTTH/1.1 200 OK

HTTP COMMAND LINE

Ext:

Required field

Cachg-control:no-cache="Ext”

Required field

MANhitp://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-IGRSVersion: IGRS/1.0

Required field, IGRS version number

01-IGRSMessageType:CreatePipeResponse

Required field, content shall be x, with x being
exactly the content of the corresponding left
hand column

01-TargetDeviceld: Target Device ID

Required field, type is URI, defined in 8.1.2

01-SourceDeviceld: Source Device ID

Required field, type is URI, defined in 8.1.2

01-ReturnCode: Response status code of pipe creation

Required field, refer to Clause 11

01-Acknowledgeld: Response Message sequence |ID

Required field, same with the sequence ID in
request message
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If the security mechanism negotiation of both parties is successful, it shall continue to
Phase 2 of pipe setup, implementing protocol interaction based on the security mechanism

and

9.2.3.3
9.2.3.3.1

encryption algorithm selected.

Secure identity authentication and pipeKey negotiation phase

Security mechanism between devices is identity authentication and

message authentication mechanism based on symmetric-key cryptosystem

The interaction steps in this phase depend on the security mechanism negotiation result of
IGRS Device 1 and IGRS Device 2 in Phase 1 (see 9.2.3.2).

Stey
gen

The

4: Device 1 generates a random number as Challenge 1 using a random.'nun
brator and encapsulates it as an authentication request to send to Device 2.

authentication request message format of step 4 is as follows (see Table 17).

Table 17 — Authentication request based on identity authentication’and message
authentication mechanism of symmetric-key cryptosystem

nber

Message

Field explanation

M-Pd

ST /IGRS HTTP/1.1

Extended command line

Host

Target Host IP:port

Required field

MAN

"http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-1d

RSVersion: IGRS/1.0

Required field

01-1G

RSMessageType:AuthenticateRequest

Required field

01-T

hrgetDeviceld: Target Device ID

Required field, type is URI, defined in 8.1.2

01-S

burceDeviceld: Source Device ID

Required field, type is URI, defined in 8.1.2

01-S

pquenceld: Request Message Sequence 1D

Required field, type is unsignedint (0 is
reserved)

Cont

bnt-type:application/octet-stream

Required field

Cont

ent-length: Message body length

Required field

Shall be empty

Chal

enge value 1 in step4

Required field

Steyq
calc
sha

first
with

n.30 s after the request is sent.

5: After Device 2 receives an authentication request, it shall extract Challenge 1 an
ulate response 1: Hash (Challenge1||PreSharedKey), among which PreSharedKey is f
e key forboth parties. Meanwhile it generates a random number as Challenge 2, and
encapsulates'the message {Response 1, Challenge 2} as the authentication response of the
cycle to send to Device 1; the response message shall be returned to requesting devi

)
re-

Ce

The message format of step 5 is given in Table 18.
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Table 18 — Authentication response based on identity authentication and message
authentication mechanism of symmetric-key cryptosystem

Message

Field explanation

HTTP/1.1 200 OK

HTTP COMMAND LINE

Ext:

Required field

Cache-control:no-cache="Ext”

Required field

MAN:"http://www.igrs.org/spec1.0”;ns=01 I;e1quired field, see Clause
01-1GRSYerstor—+SRSH-H Regtired-fietd
01-1§RSMessageType:AuthenticateResponse Required field
01-TargetDeviceld: Target Device ID Required field, type’is URI,

defined in 8.1h2
01-SpurceDeviceld: Source Device ID Required field, type is URI,

defined in 8.1.2
01-RpturnCode: Response status code Reguired field, refer to

Clause 11
01-Agknowledgeld: Response Message sequence |ID Required field, same with the

sequence ID in request

message
Contgent-type:multipart/byteranges; boundary=RESPONSE1_AND_CHALLANGE2 Required field
Contgent-length: Message body length Required field

Shall be empty
--REBPONSE1_AND_CHALLANGE2 Required field
Contgent-type:application/octet-stream Required field

Shall be empty
Response value 1 in step 5 Required field
--REBPONSE1_AND_CHALLANGE2 Required field
Contgnt-type:application/octet-stream Required field

Shall be empty
Challenge value 2 in step 5 Required field
--REBPONSE1_AND_CHALEANGE2-- Required field
Step 6: After Device 1 receives the authentication response of the first cycle, it shall extract
Response 1 and:Challenge 2, and calculate Hash(Challengel|| PreSharedKey)based on the
Challenge 1rand PreSharedKey of Device 1. Then it shall compare the calculation result wjith
Responsed; if they are equal, it will calculate Hash(Challenge?2 || PreSharedKey)as Response|2,
and|encapsulate Response 2 as the authentication result to send to Device 2. If they are not

equ

p| it will continue to Phase 3, sending pipe setup Failed confirmation to Device 2.

The authentication result message format of step 6 is as follows (see Table 19).
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Table 19 — Authentication result request based on identity authentication and message
authentication mechanism of symmetric-key cryptosystem

Message Field Explanation
M-POST /IGRS HTTP/1.1 extended command line
Host: Target Host IP:port Required field
MAN:"http://www.igrs.org/spec1.0”;ns=01 Required field, see Clause B.1
01-IGRSVersion: IGRS/1.0 Required field
01-IGRSMessageType:AuthenticateResultRequest Required field
01-TargetDeviceld: Target Device ID Required field, type is URI, defined in 8.1:2
01-SpurceDeviceld: Source Device ID Required field, type is URI, defined in"8.1.2
01-Sequenceld: Request Message Sequence ID Required field, type is unsignedint (0's
reserved)
Contgent-type:application/octet-stream Required field
Contgnt-length: Message body length Required field
Shall be empty
Mesdage body is response value 2 in step 6 Required field

Step 7: After Device 2 receives an authentication respons®@ result from Device 1, it ghall
extract Response 2 from it and calculate Hash(Challenge? || PreSharedKey) based on|the

Challenge 2 and PreSharedKey of Device 2. Then DBevice 2 shall compare the calculdtion
resylt with Response 2. If they are equal, it will send)/authentication OK to Device 1. If they
are pot equal, it shall continue to Phase 3, sending ‘pipe setup failed confirmation to Devide 1.
The|response message shall be returned to requesting device within 30 s after the requept is
sent.

The[message format of step 7 is as follows (see Table 20).

Table 20 — Authentication result response based on identity authentication and
message authentication mechanism of symmetric-key cryptosystem

Message Field explanation

HTTP/1.1 200 OK HTTP COMMAND LINE

Ext: Required field

Cache-control:fio-cache="Ext” Required field

MAN:”http:Hwww.igrs.org/spec1.0”;ns=01 Required field, see Clause B.1

01-IGRSVeftsion: IGRS/1.0 Required field

014IGRSMessageType:AuthenticateResultResponse Required field

0f:TargetDeviceld: Target Device 1D Reguired field type is UR| defined in
8.1.2

01-SourceDeviceld: Source Device ID §e1q121ired field, type is URI, defined in

01-ReturnCode: Response status code Required field, refer to Clause 11

01-Acknowledgeld: Response Message sequence ID Required field, same with the
sequence ID in request message

Because this security mechanism does not have message confidentiality processing, the
PipeKey calculation is not required here; therefore, if the bi-directional identification
authentication is successful, it shall continue to Phase 3, sending a pipe setup OK
confirmation to both parties and controlling the security attribute synchronisation relationship.
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9.2.3.3.2 Security mechanism between devices is identity authentication and
encrypted message transmission, and authentication mechanism based on
symmetric-key cryptosystem

The interaction steps in this phase depend on the security mechanism negotiation result of
IGRS Device 1 and IGRS Device 2 in Phase 1 (see 9.2.3.2).

Step 4: Device 1 generates a random number as Challenge 1 using a random number
generator and encapsulates it as an authentication request to send to Device 2. The message
format is as follows (see Table 21).

J’able 21 - Authentication request based on identity authentication and encrypted
megssage transmission and authentication mechanism of symmetric-key cryptosystem

Message Field explanation
M-HOST /IGRS HTTP/1.1 HTTP EXTENDED COMMAND LINE
Hodt: Target Host IP:port Required field
MAN:"http://www.igrs.org/spec1.0”;ns=01 Required field, 'see B.1
01-|GRSVersion: IGRS/1.0 Required field, IGRS version numben
01-IGRSMessageType:AuthenticateRequest Required field, content shall be x, with x

being/exactly the content of the
corresponding left hand column

01-TargetDeviceld: Target Device ID Required field, type is URI, defined i
8.1.2

01-PourceDeviceld: Source Device ID Required field, type is URI, defined i
8.1.2

01-Bequenceld: Request Message Sequence ID Required field, type is unsignedint (0] is
reserved)

Cortent-type:application/octet-stream Required field

Corjtent-length: Message body length Required field

Shall be empty

Megsage body is challenge value 1 in step 4 Required field

Step 5: After Device 2 receives an authentication request, it shall extract Challenge 1 and
calculate response 1: Hash(Challenge 1 || PreSharedKey), among which PreSharedKey is|the
pre-share key for both«parties. Meanwhile it generates a random number as Challenge 2, Ind
encapsulates the melssage {Response 1, Challenge 2} as the authentication response of the
first|cycle to send to.Device 1; the response message shall be returned to the requesting
devilce within 30:safter the request is sent.

The|messageformat of step 5 is (Table 22):
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Table 22 — Authentication response based on identity authentication and encrypted
message transmission and authentication mechanism of symmetric-key cryptosystem

Message Field Explanation
HTTP/1.1 200 OK HTTP COMMAND LINE
Ext: Required field
Cache-control:no-cache="Ext” Required field
MAN:”http://www.igrs.org/spec1.0”;ns=01 Required field, see ClauseB.1
01-IGRSVersion: IGRS/1.0 Reqliired field, IGRS version
01-lGRSMessageType:AuthenticateResponse Required field, content shall be|x,

with x being exactly the conten{ of
the corresponding left hand

column
01-TargetDeviceld: Target Device ID Required field, type’is URI,
defined in 8.1.2
01-pourceDeviceld: Source Device ID Requiredffield, type is URI,
defined’in"8.1.2
01-ReturnCode: Response status code Required field, refer to Clause 11
01-Acknowledgeld: Response Message sequence ID Required field, same with the
sequence ID in request messade
Corjtent-type:multipart/byteranges; Required field
boundary=RESPONSE1_AND_CHALLANGE2
Corjtent-length: Message body length Required field
Shall be empty
--RESPONSE1_AND_CHALLANGE2 Required field
Corltent-type:application/octet-stream Required field

Shall be empty

Regponse value 1 in step 5 Required field
——1RESPONSE1_AND_CHALLANGE2 Required field
Corjtent-type:application/octet-stream Required field

Shall be empty

Chpllenge value 2 in step 5 Required field
-- RESPONSE1_AND_GCHALLANGE2-- Required field

Step 6: After_Device 1 receives the authentication response of the first cycle, it shall exjract
Response A _and Challenge 2, and calculate Hash (Challenge 1 || PreSharedKey) based on
the Challénge 1 and PreSharedKey of Device 1. Then it shall compare the calculation rgsult
and|Response 1; if they are equal, it will calculate Hash (Challenge 2 || PreSharedKey) as
Response 2, and encapsulate Response 2 as authentication result to send to Device 2. If fhey
are not equal, it shall continue to Phase 3, sending a pipe setup failed confirmation to
Device 2.

The authentication result message format of step 6 is as follows (see Table 23).
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Table 23 — Authentication result request based on identity authentication and encrypted
message transmission and authentication mechanism of symmetric-key cryptosystem

Message Field explanation
M-POST /IGRS HTTP/1.1 HTTP EXTENDED COMMAND LINE
Host: Target Host IP:port Required field
MAN:"http://www.igrs.org/spec1.0”;ns=01 Required field, see Clause B.1
01-IGRSVersion: IGRS/1.0 Required field, IGRS version number
01-IGRSMessageType:AuthenticateResultRequest Be.quired fiﬁld‘,kconter‘lt spall ‘be X, with x
coneaponding 1ef hand colamn
01-TargetDeviceld: Target Device ID Required field, type is URI, definediny8.1.p
01-BourceDeviceld: Source Device ID Required field, type is URI, defined'in 8.1.p
01-Ppequenceld: Request Message Sequence ID (unsignedint) Required field, type is unsignedint (0 is
reserved)
Corjtent-type:application/octet-stream Required field
Cortent-length: Message body length Required field
Shall be empty
Megsage body is response value 2 in step 6 Required field

Step 7: After Device 2 receives an authentication response result from Device 1, it shall

extract Response 2 from it and calculate Hash (Challenge 2 || PreSharedKey) based on th
Challenge 2 and PreSharedKey of Device 2. Then it)shall compare the calculation result wj
Response 2, if they are equal, it shall send authentication OK to Device 1. If they are not
equal, it shall continue to Phase 3, sending pipe\setup failed confirmation to Device 1. Thg

(4

—

h

resgonse message shall be returned to requesting device within 30 s after the request is sent.

The[message format of step 7 is as follows (see Table 24).

(o)

cryptosystem

Table 24 — Authentication result response based on identity authentication and
ncrypted message transmission and authentication mechanism of symmetric-key

Message

Field explanation

HTTP/1.1 200 OK

HTTP COMMAND LINE

Ext:

Required field

Cache-conttetno-cache="Ext”

Required field

MAN:”http«//www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

0141GRSVersion: IGRS/1.0

Required field, IGRS version number

01 IGRSMessageType-AuthenticateResultResponse

Required field content shall be x_with x

being exactly the content of the
corresponding left hand column

01-TargetDeviceld: Target Device ID

Required field, type is URI, defined in
8.1.2

01-SourceDeviceld: Source Device ID

Required field, type is URI, defined in
8.1.2

01-ReturnCode: Response status code

Required field, refer to Clause 11

01-Acknowledgeld: Response Message sequence ID

Required field, same with the sequence
ID in request message

Because the security mechanism URN:IGRS:Security:PreSharedKey_ Cipher_MAC requires
that message confidentiality processing be implemented, PipeKey calculation is needed here.
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First, when Device 2 sends identification authentication OK, it shall calculate the PipeKey
immediately according to the methods described in this security mechanism. After Device 1

receives a bi-directional identification authentication OK message from Device 2,

calc

ulate PipeKey immediately the same way.

it shall

Phase 3 then continues with each device sending a pipe setup OK confirmation to each other,

and

9.2.3.3.3

The
IGR

Stey
gen
form

controlling the security attribute synchronisation relationship.

interaction steps in this phase depend on the security mechanism negotiation~tesu
S Device 1 and IGRS Device 2 in Phase 1 (see 9.2.3.2).

4: Device 1 generates a random number as Challenge 1 using a.random nun
prator and encapsulates it as an authentication request to send to Device-2. The mess
at is as follows (see Table 25).

Security mechanism between devices is authentication and encrypted
message transmission and authentication mechanism based on public-

key

It of

nber

age

Tlable 25 — Authentication request based on authentication and encrypted messagie
transmission and authentication mechanism of public-key cryptosystem
Message Eield explanation
M-PQST /IGRS HTTP/1.1 HTTP EXTENDED COMMAND LINE
Host] Target Host IP:port Required-field
MAN}”http://www.igrs.org/spec1.0”;ns=01 Reqtired field, see Clause B.1
01-IGRSVersion: IGRS/1.0 Required field, IGRS version number
01-IRSMessageType:AuthenticateRequest Required field, content shall be x, with x being
exactly the content of the corresponding left hand
column
01-TargetDeviceld: Target Device ID Required field, type is URI, defined in 8.1.2
01-SpurceDeviceld: Source Device ID Required field, type is URI, defined in 8.1.2
01-Sequenceld: Request Message Sequence ID Required field, type is unsignedint (0 is reserved)
Contgnt-type:application/octet-stream Required field
Contgent-length: Message body.length Required field
Shall be empty
Mesdage body is challenge value 1 in step 4 Required field
Step 5: After Device 2 receives an authentication request, it shall extract Challenge 1 and
the public key certificate of Device 1, and implement a digital signature to Challenge 1 wit
the

algo

Jrlvate key of DeV|ce 2, aSS|gn|ng the S|gnature value as Response 1. The S|gnature

random number as Challenge 2 and another Random b|t strmg It encrypts for

Ran

dom_bit_string with the public key of Device 1, representlng the result as

Cipher_Random_bit_string. It encapsulates the message {Response 1, Challenge 2,
Cipher_Random_bit_string} as a confirmation response of the first cycle to send to Device 1.

The

response message shall be returned to the requesting device within 30 s after the

request is sent. The message format is as follows (see Table 26).
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Table 26 — Authentication response based on authentication and encrypted message
transmission and authentication mechanism of public-key cryptosystem

Message Field explanation
HTTP/1.1 200 OK HTTP Command Line
Ext: Required field
Cache-control:no-cache="Ext” Required field
MAN:”http://www.igrs.org/spec1.0”;ns=01 Required field, see Clause B.1
01-IGRSVersion: IGRS/1.0 Required field, IGRS version number
01-lGRSMessageType:AuthenticateResponse Required field, content shall be x,cwith
x being exactly the content of the
corresponding left hand column
01-TargetDeviceld: Target Device ID §e1q;ired field, type is URN. defined i
01-pourceDeviceld: Source Device ID §e1q;ired field, type‘isyURI, defined i
01-ReturnCode: Response status code Required field, 'refer to Clause 11
01-Acknowledgeld: Response Message sequence ID Required field, same with the sequer|ce
ID in reqUest message
Cortent-type:multipart/byteranges; Required field

boundary=RESPONSE1_CHALLANGE2_CIPHERRANDOMSTRING

Cortent-length: Message body length Required field

Shall be empty
--RESPONSE1_CHALLANGE2_CIPHERRANDOMSTRING Required field

Cortent-type:application/octet-stream Required field

Shall be empty

Redponse value 1 in step 5 Required field
--RESPONSE1_CHALLANGE2_CIPHERRANDOMSTRING Required field
Corjtent-type:application/octet-stream Required field

Shall be empty

Chgllenge value 2 in step 5 Required field
--RESPONSE1_CHALLANGEZ .CIPHERRANDOMSTRING Required field
Corltent-type:applicationfoctet-stream Required field

Shall be empty

Cipper_Random~bit string in step 5 Required field
--RESPONSE1_JCHALLANGE2_CIPHERRANDOMSTRING-- Required field

Step 6.V After Device 1 receives the authentication response of the first cycle, it shall exfract
Response 1, Challenge 2, and Cipher_Random_bit_string, and then implement decryption to
Cipher_Random_bit_string with the private key of Device 1. The decryption result is recorded
as Random_bit_string1. Device 1 implements signature authentication with the public key,
Challenge 1 and Response 1 of Device 2; if it passes the authentication, Device 1 shall
implement a digital signature to Challenge 2 with the private key of Device 1 and regard the
signature result as Response 2; meanwhile Random_bit_string1 is used to encrypt for
Challenge2 with symmetric encryption algorithm, recording the encryption result as
Cipher_Challenge2, and then it encapsulates Response 2 and Cipher_Challenge2 as
authentication result to send to Device 2. If the signature is invalid, it shall continue to
Phase 3, sending pipe setup failed confirmation to Device 2.

The authentication result message format of step 6 is as follows (see Table 27).
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Table 27 — Authentication result request based on authentication and encrypted
message transmission and authentication mechanism of public-key cryptosystem

Message

Field explanation

M-POST /IGRS HTTP/1.1

HTTP EXTENDED COMMAND LINE

Host: Target Host IP:port

Required field

MAN:"http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-IGRSVersion: IGRS/1.0

Required field, IGRS version number

01-IGRSMessageType:AuthenticateResultRequest

Required field, content shall be x, with

£ 4L

b flas il n 4
ot grexattyte—tomeRtT o Tt

corresponding left hand column

01-TargetDeviceld: Target Device ID

Required field, type is URI, . definedin

8.1.2

01-pourceDeviceld: Source Device ID

Required field, type ig . URI, defined|in

8.1.2

01-Bequenceld: Request Message Sequence ID

Required field stype is unsignedint [0
is reserved)

Corjtent-type:multipart/byteranges;
bouhdary=RESPONSE2_CIPHERCHALLANGE2

Required-field

Cortent-length: Message body length

Required field

Shall be empty

--RESPONSE2_CIPHERCHALLANGE2

Required field

Cortent-type:application/octet-stream

Required field

Shall be empty

Redponse value 2 in step 5

Required field

--RESPONSE2_CIPHERCHALLANGE2

Required field

Cortent-type:application/octet-stream

Required field

Shall be empty

Cipper_Challenge2 in step 5

Required field

--RESPONSE2_CIPHERCHALLANGE2--

Required field

Step 7: After Device 2.receives authentication response result from Device 1, it shall ex{ract
Response 2 and Cipher_Challenge2 from it and decrypt for Cipher_Challenge2 with
symmetric encryption’ algorithm, using Random_bit_string as the key; meanwhilge it
implements signature validity check with the public key of Device 2, Challenge 2 |and
Response 2; ifythe decryption result is Challenge 2 and signature passes validity chedk, it
shall send bi-directional identification authentication OK and both party's correctly shgring
Random_bit.string message to device 1. If they are not equal, it shall continue to Phasle 3,
sendling\pipe setup failed confirmation to device 1. The response message shall be retugned

to rgquesting device within 30 s after the request is sent.

The message format of step 7 is as follows (see Table 28).
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Table 28 — Authentication result response based on authentication and encrypted
message transmission and authentication mechanism of public-key cryptosystem

Message Field explanation
HTTP/1.1 200 OK HTTP COMMAND LINE
Ext: Required field
Cache-control:no-cache="Ext” Required field
MAN:”http://www.igrs.org/spec1.0”;ns=01 Required field, see Clause B.1
01-IGRSVersion: IGRS/1.0 Required field, IGRS version number
01-IGRSMessageType:AuthenticateResultResponse Required field, content shall be x; Wwith x
being exactly the content of the
corresponding left hand column
01-TargetDeviceld: Target Device ID Required field, type is URI,-defined|in
8.1.2
01-PourceDeviceld: Source Device ID Required field, type-is URI, defined]in
8.1.2
01-ReturnCode: Response status code Required field; refer to Clause 11
01-Acknowledgeld: Response Message sequence ID Required field, same with the sequgence
ID in‘request message
After that, Device 1 shall define Random_bit_string1 as“\PipeKey; Device 2 shall dgfine
Random_bit_string as PipeKey and then continue to, Rhase 3, sending a pipe setup| OK
confirmation to both parties to control the security attribGte synchronisation relationship.
9.2.3.34 Security mechanism between devices is authentication, encrypted
message transmission and authentication mechanism based on trusted
third party
Her¢ the symmetric encryption system implements the Kerberos protocol, and assumes |that
both Device 1 and Device 2 share theif respective pre-shared keys with a trusted third party
that|provides authentication service.
Thelinteraction steps in this.phase depend on the security mechanism negotiation resuft of
IGRE Device 1 and IGRS Device 2 in Phase 1 (see 9.2.3.2).
Step 4: According tothe detailed description of security mechanism negotiated with Devige 2,
for exammple AuthenServiceProvider, EncryptAlgorithm and MACAIgorithm, Device 1 ghall
sendl a Ticket generation service request to AuthenServiceProvider; messages sent include:
{Deyice 1 ID,{Device 2 ID, description ID of security mechanism of trusted third party that is
supported by both Device 1 and 2, nonce. The token generated by Device 1 is based on the
seclrity A€lationship with AuthenServiceProvider}. The message format is as follows (see
Table 29)-



https://iecnorm.com/api/?name=4345503d17deb61e8fb50cfddee7fb57

14543-5-1 © ISO/IEC:2010(E)

— 75—

Table 29 — Authentication request based on authentication, encrypted message
transmission, and authentication mechanism of trusted third party

Message Field explanation
M-POST /IGRS HTTP/1.1 HTTP EXTENDED COMMAND LINE
Host: Target Host IP:port Required field
MAN:"http://www.igrs.org/spec1.0”;ns=01 Required field, see Clause B.1
01-IGRSVersion: IGRS/1.0 Required field, IGRS version number
01-IGRSMessageType:AuthenticateRequest R.efguirfd.field, co‘rllte‘nht shall‘be‘x,‘
the corresponding left hand colun]
01-TargetDeviceld: Target Device ID Required field, type is URI,.defined
in 8.1.2
01-TargetServiceld: Target Service ID Required field, type is.unsignedint [0
is reserved)
01-PourceDeviceld: Source Device ID Required field stype is URI, defined
in 8.1.2
01-Bequenceld: Request Message Sequence ID Requiregd-field, type is unsignedint [0
is reserved)
01-Pevice1ld: Device1 ID Required field, type is URI, defined
in81.2
01-Pevice2ld: Device2 ID Required field, type is URI, defined
in 8.1.2
01-DeviceSecurityld: Device security mechanism supported by both Required field, type is URI, defined
DeVice 1 and 2 description ID in 8.1.5.5
Shall be empty
Corjtent-type:multipart/byteranges; boundary=NONCE~TOKEN Required field
Shall be empty
--NONCE_TOKEN Required field
Cortent-type:application/octet-stream Required field
Shall be empty
Norlce in step 4 Required field
--NONCE_TOKEN Required field
Corjtent-type:application/octet-stream Required field
Shall be empty
Token in step 4 Required field
--NONCE_TQOKEN-- Required field
Step &: After the AuthenServiceProvider receives Ticket generation request from device|1, it
shaltmptementavatidity checktoTokenmof Device—t—ifitisvatid,—tshattgenerateaTicket

based on messages {Device 1 ID, Device 2 ID, description ID of security mechanism of
trusted third party that is supported by both Device 1 and 2}. AuthenServiceProvider
generates PipeKey and MACKey, and then it encrypts the message {Device 1 ID, description
ID of security mechanism of a trusted third party that is supported by both Device 1 and 2,
PipeKey, MACKey, valid Time} as Cipher1 with the pre-share key with Device 1; and encrypts
the message {Device 2 ID, Device 1 ID, description ID of security mechanism of trusted third
party that is supported by both Device 1 and 2, PipeKey, MACKey, valid Time} as Cipher2
using the pre-shared key with Device 2, and encapsulates Cipher 1 and Cipher 2 as Ticket
generation response to send to Device 1; the response message shall be returned to
requesting device within 30 s after the request is sent.

The message format of step 5 is as follows (see Table 30).
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transmission, and authentication mechanism of trusted third party

Message

Field explanation

HTTP/1.1 200 OK

HTTP COMMAND LINE

Ext:

Required field

Cache-control:no-cache="Ext”

Required field

MAN:”http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-1

GRSVersion:IGRS/1.0

Required field, IGRS version number

01-

GRSMessageType:AuthenticateResponse

Required field, content shall be x, with x
being exactly the content of the
corresponding left hand column

01-

[argetDeviceld: Target Device ID

Required field, type is URI, definéd in 8.1.2

01-

BourceDeviceld: Source Device ID

Required field, type is URI, defined in 8.1.2

01-

ReturnCode: Response status code

Required field, refer to Clause 11

01-

Acknowledgeld: Response Message sequence ID

Required field, same wjth the sequence ID
in request message

Con
bou

tent-type:multipart/byteranges;
ndary=CIPHER1_CIPHER2

Required field

Cor

tent-length: Message body length

Required field

Shall:be empty

-C

PHER1_CIPHER2

Required field

Con

tent-type:application/octet-stream

Required field

Shall be empty

pr, it
age

Ce 1
both

Cipher1 in step 5 Required field

--CIPHER1_CIPHER2 Required field

Cortent-type:application/octet-stream Required field

Shall be empty

Cipher2 in step 5 Required field

--CIPHER1_CIPHER2-- Required field
Step 6: After Device~Ireceives a Ticket generation response from AuthenServiceProvid
shall receive message Cipher 1 and Cipher 2 and decrypt for Cipher 1 to extract mess
{Deyice 1 ID, description ID of the security mechanism of the trusted third party that is
supported by both Device 1 and 2, PipeKey, MACKey, valid Time}, and then encrypt {Devi
ID, gescription*ID of security mechanism of the trusted third party that is supported by
Devjce 1sand 2, PipeKey, MACKey, valid Time} as Cipher3 with PipeKey, meanw

enchsuIating Cipher 2 and Cipher 3 as an authentication request to send to Device 2.

hile

The message format of step 6 is as follows (see Table 31).
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Table 31 — Authentication result request based on authentication, encrypted message
transmission, and authentication mechanism of trusted third party

Message

Field explanation

M-POST /IGRS HTTP/1.1

HTTP EXTENDED COMMAND
LINE

Host:

Target Host IP:port

Required field

MAN

http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-IGRSVersion: IGRS/1.0

Required field, IGRS version
number

01-1G

RSMessageType:AuthenticateResultRequest

Required field, content shall

be x, with x being exactly-the
content of the corresponding
left hand column

hrgetDeviceld: Target Device ID

Required field, typeis URI,
defined in 8.1.2

burceDeviceld: Source Device ID

Required field; type is URI,
defined in’8:1.2

pquenceld: Request Message Sequence ID

Reqgired field, type is
unsignedint

01-D
Devi

bviceSecurityld: Device security mechanism supported by both
e 1 and 2 description ID

Required field, type is URI,
defined in 8.1.5.5

Cont

bnt-type:multipart/byteranges; boundary=CIPHER2_CIPHER3

Required field

Cont

ent-length: Message body length

Required field

Shall be empty

--CIH

HER2_CIPHERS3

Required field

Cont

bnt-type:application/octet-stream

Required field

Shall be empty

Ciph

br2 in step 5

Required field

--CIH

HER2_CIPHERS3

Required field

Cont

bnt-type:application/octet-stream

Required field

Shall be empty

Ciph

br3 in step 6

Required field

--CIF

HER2_CIPHERS--

Required field

Stey
mes
Dev
by &
Pips

7: After Device 2 receives the authentication request from Device 1, it shall receivsg
sage {Cipher2, Cipher3}; first it decrypts Cipher 2 and extracts message {Device 2
ce 1 ID,-description ID of security mechanism of the trusted third party that is suppd
oth(Device 1 and 2, PipeKey, MACKey, valid Time}, and then decrypts Cipher 3

Key to extract message {Device 1 ID, description ID of security mechanism of the tru

third

the
ID,
rted
with
sted

hath Bl MACI

T~ 3

Borbvvthaot o A by | mP-WH 4 e} PRinallars ) walid T
palty uarat o SUpMPpMUITLICTU Uy A4S N UCTVIUT T daryu ~—, 1 IPUI\Uy, IVII‘\\II\U_Y7 varid LIl

me};

comparing the two clear text messages, if the content in related fields is identical, the
authentication is successful, and it shall set up security context of this pipe based on
EncryptAlgorithm, MACAIgorithm, PipeKey, and MACKey provided by trusted third party
security mechanism and send an authentication OK message to Device 1. Otherwise it shall
send the authentication Failed message. The response message shall be returned to
requesting device within 30 s after the request is sent.

The

message format of step 7 is as follows (see Table 32).
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Table 32 — Authentication result response based on authentication, encrypted message
transmission, and authentication mechanism of trusted third party

Message

Field explanation

HTTP/1.1 200 OK

HTTP COMMAND LINE

Ext:

Required field

Cache-control:no-cache="Ext”

Required field

MAN:”http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-IGRSVersion: IGRS/1.0

Required field, IGRS version

oY

01-

GRSMessageType:AuthenticateResultResponse

Required field, content shall be x,
with x being exactly the conteft of
the corresponding left hand.column

01

[argetDeviceld: Target Device ID

Required field, type is URM, defined
in 8.1.2

01-

BourceDeviceld: Source Device ID

Required field, type’is URI, defined
in 8.1.2

01-

ReturnCode: Response status code

Required field, refer to Clause 11

01-

\cknowledgeld: Response Message sequence ID

Requiréd field, same with the
sequence ID in request message

9.2.

Ste

The

message format of step 8 is as follows:

B.4 Secure device pipe setup confirmation phase

Table 33 — Secure device pipe setup confirmation request

8: If the pipe setup is successful for Deviced,) Device 1 shall send a pipe setup| OK
confirmation to Device 2, otherwise it shall send a pipe setup Failed confirmation.

Message

Field explanation

M-POST /IGRS HTTP/1.1

Extended command line

Host: Target Host IP:port

Required field

MAN:”http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-IGRSVersion: IGRSM.0

Required field, IGRS version number

01-IGRSMessageType:CreatePipeResultRequest

Required field, content shall be x, with x being
exactly the content of the corresponding left
hand column

01-CreatePipeResult: OK/FAILED

Required field, type is string; result of pipe
creation, if success, OK; if not, FAILED

0MTargetDeviceld: Target Device ID

required field, type is URI, defined in 8.1.2

01-SourceDeviceld: Source Device ID

Required field, type is URI, defined in 8.1.2

01-Sequenceld: Request Message Sequence ID

Required field, type is unsignedint (0 is reserved)

Step 9: When Device 2 receives a pipe setup OK confirmation from Device 1, and it has
successfully implemented the related protocol steps from the previous period, it shall return a

pipe setup OK confirmation to Device 1,

otherwise it shall return pipe setup Failed

confirmation. The response message shall be returned to requesting device within 30 s after
the request is sent.

The message format of step 9 is as follows (see Table 34).
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Table 34 — Secure device pipe setup confirmation response

Message Field explanation
HTTP/1.1 200 OK HTTP COMMAND LINE
Ext: Required field
Cache-control:no-cache="Ext” Required field
MAN:"http://www.igrs.org/spec1.0”;ns=01 Required field, see Clause B.1
01-IGRSVersion: IGRS/1.0 Required field, IGRS version number
01-IGRSMessageType:CreatePipeResultResponse Required field, content shall be x, with x being

exactly the content of the corresponding left
hand column

01-TargetDeviceld: Target Device ID Required field, type is URI, definedn*8.1.2
01-SpurceDeviceld: Source Device ID Required field, type is URI, defined.in 8.1.2
01-ReturnCode: Response status code Required field, refer to Clause’ 11
01-Agknowledgeld: Response Message sequence ID Required field, same with.the sequence ID ip

request message

Thig phase primarily shows pipe setup OK and Failed. All the protecol steps in Phase 1|and
Phape 2 shall be able to jump directly to any step in this phase(

Thig phase accomplishes a key objective through two steps: after the pipe is successfully set
up, [the security mechanism, encryption algorithm, afd security context selected after| the
negoptiations between both parties shall be in synchronisation.

9.2.4 Secure device pipe teardown

Aftef a pipe between devices is successfully. set up, one of the following reasons should rgsult
in pipe teardown:

one|device is offline

Both sides of a pipe should.start an online detection timer after the pipe is set up. If efther

device has not received thecorresponding online advertisement message before the online

ad\g]artisement period ends, it should send an online detection request message to the gther
[

side| of pipe (see 9.2,6)1f no response is received in 30 s after the request is sent, the device
shall be considered-offline, and the pipe is cut.

pipé times out

When acpipe between devices meets one of the two conditions below and time is more than
30 s

e a session does not exist. For more related content about session, please refer to 10.5,

e no request based on a session waiting for a response (request in the process of
session setup, device/service search request, event subscription request, detailed
information of device/service retrieval request).

initiate teardown

After a pipe is setup, the device on either side shall be able to send a pipe teardown notice
message to the device on the other side of the pipe when that device is out of network,
powered off, or to perform other administration functions. The device receiving this message
shall cut off the related pipe immediately.

The secure Device Pipe teardown notice message is defined as follows (see Table 35).
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Table 35 — Secure device pipe teardown notification message

Message

Field explanation

M-NOTIFY /IGRS HTTP/1.1

Extended command line

Host: Target Host IP:port

Required field

Ext:

Required field

Cache-control:no-cache="Ext”

Required field

MAN:"http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-IGRSVersion: IGRS/1.0

Required field, IGRS version number

01-I§RSMessageType:DetachPipeNotify

Required field, content shall be x, with x bej
exactly the content of the corresponding ‘left
hand column

9

01-TargetDeviceld: Target Device ID

Required field, type is URI, defined.in 8.1.2

01-SpurceDeviceld: Source Device ID

Required field, type is URI,defined in 8.1.2

9.2.5 Device trust relationship

After a pipe setup is implemented, the devices on both sides of the pipe shall be able to 1

a specified trust relationship. The IGRS specification defines two*types of trust relations|

between devices:

b trusted;

b untrusted.

A trlist relationship formed between devices afterrthe pipe setup process is shown in Tabl

Table 36 — Trust relationship formed between devices after pipe setup

hi

U

-

Pipe creation mechanism Result of Device trusted/untrusted
creation relationship

NULL Success Untrusted

Fail None
PreSharedKey_MAC Success Trusted

Fail Untrusted
PreSharedKey)Cipher_MAC Success Trusted

Fail Untrusted
PKlCettificate_Cipher_MAC Success Trusted

Fail Untrusted
3rdPartyAuthenService Success Trusted

Fail Untrusted

9.2.6 Device online detection

orm

ps

36.

After two IGRS Devices set up a security Device Pipe, either the IGRS Device shall be able to
generate a device online detection message to the other IGRS Device. The device receiving
the device online detection message shall send a device online detection response message

to the initiator.

Device online detection should be used to confirm whether the partner is online between two
devices. Such detection is based on a request/response message model. After a secure pipe
is set up between devices, the two devices may start a periodic online detection request. The
device that receives the request message shall return the corresponding device online
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response message. If one device has not received a response message after sending an
online detection request message in the specified period, it shall consider the partner to be
offline. The maximum waiting time shall be 30 s.

The device online detection message format is defined in Table 37.

Table 37 — Device online detection request message

Message Field explanation

M-POST /IGRS HTTP/1.1 Extended command line

Host] Target Host IP:port Required field

MAN}”http://www.igrs.org/spec1.0”;ns=01 Required field, see Clause B.1

01-IGRSVersion:IGRS/1.0 Required field, IGRS version.fumben

01-1RSMessageType:DeviceOnlineDetectionRequest Required field, content'§hall be x, wifh x
being exactly the contént of the
corresponding left pand column

01-SpurceDeviceld: Source Device ID Required field, type is URI, defined i
8.1.2

01-TargetDeviceld: Target Device ID Required field, type is URI, defined i
8.1,2

01-Sequenceld: Request Message Sequence ID Required field, type is unsignedint (0] is
reserved)

The[response message format of device online detection is defined in Table 38.

Table 38 — Device online detection response message
Message Field explanation

HTTR/1.1 200 OK HTTP COMMAND LINE

Ext: Required field

Cachle-control:no-cache="Ext” Required field

MAN|”http://www.igrs.org/spec1.0”;n5=01 Required field, see Clause B.1

01-I§RSVersion:IGRS/1.0 Required field, IGRS version number

01-I3JRSMessageType:DeviceOnlineDetectionResponse Required field, content shall be x, wifh x
being exactly the content of the
corresponding left hand column

01-SpurceDeviceld:Response to detection Device ID Required field, type is URI, defined i
8.1.2

01-TargetDeviceld:Request detection Device ID Required field, type is URI, defined i
8.1.2

01-A¢knowledgeld: Response Message sequence ID Required field, same with the sequer|ce
ID in request message

9.3 Detailed device description document retrieval
9.3.1 Retrieve detailed device description document request

IGRS clients may retrieve the related description information of a device by sending a detailed
device description document retrieval request message. The specific message format is
defined in Table 39.
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Table 39 — Device description document retrieval request message

Message Field explanation
M-GET /IGRS HTTP/1.1 HTTP COMMAND LINE
HOST: Target Host IP Address:port Required field
ACCEPT-LANGUAGE:expected description language Suggested field, and its description
conforms to RFC 1766.
MAN:"http://www.igrs.org/spec1.0”;ns=01 Required field, see Clause B.1
01-IGRSVersion:IGRS/1.0 Required field, IGRS version
01-|GRSMessageType:GetDeviceDescriptionRequest Required field
01-PourceDeviceld: source device IDthat is sending the request Required field and type is URN, For
definition, see 8.1.2
01-TargetDeviceld: target device ID Required field and type.is URI. For
definition, see 8.1.2
01-Bequenceld: Device Pipe message sequence |ID Required field,sand the type is 32-bit
unsigned Int (0'is reserved)
MAN:”http://www.w3.0rg/2002/12/soap-envelope”;ns=02 Required.field
02-poapAction:"IGRS-GetDeviceDescription-Request” Required field
Corjtent-Type: text/xml; charset=utf-8 Required field
Corjtent-Length: Message body length Required field
Shall be empty
<SQAP-ENV:Envelope Required field

xmlphs:SOAP-ENV="http://schemas.xmlsoap.org/soap/
envelope/”
SOAP-ENV:encodingStyle="http://schemas.xmlsoaporg/

Sogp/encoding/”>

<S(QAP-ENV:Body> Required field
<DgviceOperation xmIns="http://www.igrs.org/spec1.0”> Required field, see Clause B.1
<Cll|entld> Required field, and the type is 32-hit

igned Int (0 i d
Clignt ID who is sending the request unsigned Int (0 is reserved)

</Clientld>

<Sgqquenceld> Required field, and the type is 32-hit

unsigned Int (0 is reserved
Retfieval message sequence 1D ¢ ( )

</Sequenceld>

</DeviceOperation> Required field
</SPAP{ENV:Body> Required field
</SPAP<ENV:Envelope> Required field

9.3.2 Retrieve detailed device description document response

The device that receives the device description document request message shall return a
device description document response. The format of the response message is defined in
Table 40 below. The response message shall be returned to the requesting device within 30 s
after the request is sent.
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Table 40 — Device description document retrieval response message

Message

Field explanation

HTTP/1.1 200 OK

HTTP COMMAND LINE

CONTENT-LENGTH: Message body length

Required field

CONTENT-TYPE:text/xml; Charset=utf-8

Required field

CONTENT-LANGUAGE:Document description language

If and only if request message includes
ACCEPT-LANGUAGE field, this field is
a required field, language description
rule refer to RFC 1766

Ext

Required field

Caghe-control:no-cache="Ext”

Required field

MAN:"http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-|GRSVersion:IGRS/1.0

Required field

01-lGRSMessageType:GetDeviceDescriptionResponse

Required field; content should be ag
specified heref

01

\cknowledgeld: Device Pipe message acknowledgement ID

=3

Required field, and the type is 32-Hi
unsignedInt (0 is reserved). It is same to
“SequencelD” field in the requesting
message.

01-PourceDeviceld:source device ID that is sending response.

Required field, and type is URI. Fo
definition, see 8.1.2

01

[argetDeviceld: target device ID

Required field, and type is URI. Fo
definition, see 8.1.2

MAN:”http://www.w3.0rg/2002/12/soap-envelope”;ns=02

Required field

02

BoapAction:"IGRS-GetDeviceDescription-Response”

Required field

Shall be empty

<SQAP-ENV:Envelope

xmlhs:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelop
e/"
SOAP-ENV:encodingStyle="http://schémas.xmlsoap.org/soap

/eng¢oding/">

Required field

<SQAP-ENV:Body>

Required field

<DgviceOperation xmIns=:http://www.igrs.org/spec1.0”>

Required field, see Clause B.1

<Cllentld>
The client ID whe is‘sending response.

</Clientld>

Required field and the type is 32-bit
unsignedInt (0 is reserved).

<RgturnCode> Response return code </ReturnCode>

Required field, and for definition, sge
Clause 11

<Ackreowledgetd

RDocuirad finld and +h EIVISN o 29
eeHerGahethe—+

Response acknowledgement ID

</Acknowledgeld>

A A T DAL
unsignedInt (0 is reserved). It is same to
“SequencelD” field in the requesting
message

<DeviceDescription>
service description document

</DeviceDescription>

The service description document
constructed based on device description
template

</DeviceOperation>

Required field

</SOAP-ENV:Body>

Required field

</SOAP-ENV:Envelope>

Required field
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Retrieve detailed device description document based on non-secure pipe

IGRS Devices may support a user-defined message mechanism to retrieve a detailed device
description document through a non-secure pipe. As shown in Table 7, IGRS Devices may get
the device description document by using the URL of the description document indicated in
the “location” field.

9.5

Device group setup

An IGRS Device group is divided into three sub-types: global peer-to-peer device group,
specified peer-to-peer device group, and centralised device group. IGRS Devices may setup

and
app

9.5.

Befq
devi

join a peer-to-peer device group or a centralised device group according to
ication requirement. One device may join multiple device groups simultaneously.

( Global peer-to-peer device group

re an IGRS Device joins any device groups, the default shall be a glebal peer-to-
ce group. The global peer-to-peer device group does not need*a device g

advertisement and does not have a device group ID.

9.5.
9.5.

Any
pee

p Specified peer-to-peer device group

P.1 Specified peer-to-peer device group setup

the

beer
oup

device may set up a specified peer-to-peer device group. The process of setting lip a

-to-peer device group is as follows.

Eac
devi

9.5.

Ins

Advertise the identifier of this device group'in device advertisement.

I) Place the identifier and name of this device 'group into the description of this device.
)
)

Periodically advertise this device Group as explained in 9.5.2.2.

h device shall administer access,security among devices in a specified peer-to-
ce group.

p.2 Specified peer-to-peer device group advertisement

shal
devi
devi

pbecifying a peer-to-peer_device group, by default, the device setting up this device g
| be responsible for _this device group advertisement. If this device is offline, then
ce in the device group shall be selected to take charge of the group advertisement in
ce group advertisement interval. All group advertisements are implemented baseg

mulficast.

The|device 'group advertisement message format of a specified peer-to-peer device grou
defined in“Table 41.

beer

oup
one
one

on

pis



https://iecnorm.com/api/?name=4345503d17deb61e8fb50cfddee7fb57

14543-5-1 © ISO/IEC:2010(E)

— 85 —

Table 41 — Device group advertisement message of specified peer-to-peer device group

Message

Field explanation

NOTI

FY *HTTP/1.1

Extended HTTP COMMAND LINE

Host:

239.255.255.250:3880

Required field

Cach

e-control:max-age=Max advertisement valid time

Required field, type is 32 bit
unsignedInt (0 is reserved) when
device receives this message and
the time has expired, then the
device group no longer exists;
before this max—age is reached,

device-in-charge shall send_ng¢w
device group advertisement. tg
reset this time, unit is in~second

Loca

ion: http://www.igrs.org/devicegroup/peer

Required field, see,Cladse B.

NT:

uid: Advertising Device Group ID

Required field, se€ 8.1.3

NTS:

sdp:groupalive

Required field, \SDP required

SER

ER: OS/version IGRS/1.0 product/version

Required field

USN

uuid: Advertising Device Group ID

Required field, see 8.1.3

MAN

"http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.

01-1G

RSVersion:IGRS/1.0

Required field, IGRS version
number

01-1G

RSMessageType:PeerDeviceGroupAdvertisement

Required field, content shall b x,
with x being exactly the contept of
the corresponding left hand cqlumn

01-S

burceDeviceld: Source Device ID that is sending group advertisement

Required field, type is URI, dgfined
in 8.1.2

Cont

ent-Type:text/xml; charset=utf-8

Required field

Cont

ent-Length: Message body length

Required field

MAN

“http://www.w3.0rg/2002/12/soap-envelope?;ns=02

Required field

02-S

bapAction:"IGRS-PeerDeviceGroup-Advertisement”

Required field

Shall be empty

<SOAP-ENV:Envelope Required field
xmIng:SOAP-ENV="http://schemas’xmlsoap.org/soap/envelop

e/"

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap

/encqding/">

<SOAP-ENV:Body> Required field
<De\iceOpetation xmIns="http://www.igrs.org/spec1.0”> Required field, see Clause B.
<De\icé@roupld> Device Group ID </DeviceGroupld> Required field, see 8.1.3

<DeviceGroupName> Device Group Name </DeviceGroupName>

Required field, type is string

</DeviceOperation>

Required field

</SO

AP-ENV:Body>

Required field

</SO

AP-ENV:Envelope>

Required field
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9.5.2.3 Join specified peer-to-peer device group

0(E)

After another device receives the advertisement of this device group, it should decide whether
to join this peer-to-peer device group. The process of joining a specified peer-to-peer device
group is the same as Step a) in 9.5.2.1 of the specified peer-to-peer device group setup
described above. No identity authentication shall be required.

9.5.24 Leave specified peer-to-peer device group

A device in a specified peer-to-peer device group may leave the specified peer-to-peer device
group. The device shall remove the device group identifier and device group name from the

devlte description and shall no Tonger be responsible and/or ready to implement] the
advertisement of this device group. When a device leaves a specified peer-to-peer.deyvice
groyp normally, it shall send a quit group message based on multicast. This message does
not fequire a response. The format is defined in Table 42.
Tlable 42 — Device leaves a specified peer-to-peer device group quit group message
Message Field’Explanation
NOTIFY * HTTP/1.1 Extended HTTR COMMAND LINE
Host]239.255.255.250:3880 Required field
NT: Juid: Advertising Device Group ID Required field, see 8.1.3
NTS:jsdp:quitgroup Required field
USN{uuid:Advertising Device Group ID Required field, see 8.1.3
MAN}”http://www.igrs.org/spec1.0”;ns=01 Required field, see Clause B.1
01-IGRSVersion:IGRS/1.0 Required field, IGRS version number
01-I§RSMessageType: QuitPeerDeviceGroupNotify Required field, content shall be x, with
being exactly the content of the
corresponding left hand column
01-DeviceGroupld: Device Group ID of device-group to be Required field, type is URI, defined in 8}1.3
dism|ssed
01-SpurceDeviceld:Device ID of device gfoup to be dismissed Required field, type is URI, defined in 8{1.2
9.5.3 Centralised device/group
9.5.8.1 Centralised-device group setup
Any|device that is designated a master device may set up a centralised device group. [This
device servingas‘the master device of a centralised device group shall be responsible fof the
device grouphadvertisement in the network. Other devices may decide whether to join|this

cenfralised-device group after receiving the advertisement message.

9.5.

B.2 Centralised device group advertisement

A device group advertisement of centralised device group shall only be implemented by the

mas

ter device of the device group. The message format is defined in Table 43.
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Table 43 — Device group advertisement message of master-slave device group

Message Field explanation
NOTIFY * HTTP/1.1 Extended HTTP COMMAND LINE
Host:239.255.255.250:3880 Required field
Cache-control:max-age=Max advertisement valid time Required field, type is 32 bit

unsignedint (0 is reserved) when
device receives this message and
the time has expired, then the
device group no longer exists;
before this max—age is reached,
master device shall send new
device group advertisement,te
reset this time, unit is in second

Lofcation: http://www.igrs.org/devicegroup/centralised Required field, see Clause B.6
NT:uuid:Advertising Device Group ID Required field, se€8.1.3
NTS:isdp:groupalive Required fieldy ISDP requirement
SHRVER: OS/version IGRS/1.0 product/version Required field
U3N:uuid:Advertising Device Group ID Required field, see 8.1.3
MAN:”http://www.igrs.org/spec1.0”;ns=01 Required field, see Clause B.1
01FIGRSVersion:IGRS/1.0 Required field, IGRS version
number
01tIGRSMessageType:CentralisedDeviceGroupAdvertisement Required field, content shall be x,

with x being exactly the content pf
the corresponding left hand

column
01FSourceDeviceld: Source Device ID that is sending group Required field, type is URI,
advertisement defined in 8.1.2
Cqntent-Type:text/xml; charset=utf-8 Required field
Cdgntent-Length: Message body length Required field
MAN:”http://www.w3.0rg/2002/12/soap-envélope”;ns=02 Required field
02} SoapAction:"IGRS-CentralisedDevieeGroup-Advertisement” Required field

Shall be empty
<§OAP-ENV:Envelope Required field

xmIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelop

SQAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap

/epcoding/">

<§OAP-ENV:Body> Required field
<DOeviceOperation xmlns="http://www.igrs.org/spec1.0”> Required field, see Clause B.1
<HeviceGroupld> Device Group ID </DeviceGroupld> Required field. see 8.1.3
<DeviceGroupName> Device Group Name </DeviceGroupName> Required field, type is string
</DeviceOperation> Required field
</SOAP-ENV:Body> Required field
</SOAP-ENV:Envelope> Required field

9.5.3.3 Join centralised device group

When a device wants to join a centralised device group, this device shall generate a join
request to the master device in a centralised device group through a secure pipe or unsecure
pipe. After the device passes identification authentication with the master device in this
centralised device group, the master device shall return a response with the joining result.
Access security between slave devices in a centralised device group shall be administered
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commonly by the master device. If security authentication interaction is between two devices,
the master device shall be considered as a trusted third party. As an authentication server,
the master device shall be responsible for identification authentication among slave devices.

The format of request message to join a master-slave device group is defined in Table 44.

Table 44 — Request message to join a master-slave device group

Message

Field explanation

M-POST /IGRS HTTP/1.1

Extend HTTP COMMAND LINE

Host] Target Host IP Address:port

Required field

MAN}”http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-IGRSVersion: IGRS/1.0

Required field, IGRS version number

01-1RSMessageType:
JoinCentralisedDeviceGroupRequest

Required field, content shall be x, with x being expctly
the content of the correspondingfleft hand column

01-DeviceGroupld:Device group ID of the device group to

join

Required field, type is URI, defined in 8.1.3

01-SpurceDeviceld: Device ID of request device

Required field, type is(URI, defined in 8.1.2

01-TargetDeviceld: target master device ID

Required field, typens”URI, defined in 8.1.2

01-Sequenceld: Request Message Sequence ID

Required field; type is 32 bit unsignedint (0 is
reserved)

After the master device receives a join request{ it' shall decide whether to implement
identification authentication with the request device and give the corresponding respgnse
bas¢d on the requirement of this device. The fesponse message shall be returned to| the

reqyesting device within 30 s after the request is sent.

The|response message format is definediin Table 45.

Table 45 — Response message to join a master-slave device group

Message

Field explanation

HTTR/1.1 200 OK

HTTP COMMAND LINE

Ext:

Required field

Cache-control:no-cache="Ext”

Required field

MAN}”http://www.igrsterg/spec1,0”;ns=01

Required field, see Clause B.1

01-IGRSVersion. IGRS/1.0

Required field, IGRS version number

01-1RSMessageType:JoinDeviceGroupResponse

Required field, content shall be x, with x being expctly
the content of the corresponding left hand column

01-SpurceDeviceld: Source Master Device ID

Required field, type is URI, defined in 8.1.2

01-TargetDeviceld: Device ID of device that sent join
request

Required field, type is URI, defined in 8.1.2

01-ReturnCode: Response status code

Required field, see Clause 11

01-DeviceGroupld: Device group ID of device group to
join

Required field, type is URI, defined in 8.1.3

01-Acknowledgeld: Response Message sequence |ID

Required field, type is unsignedint (0 is reserved),
same as the sequence ID in request message

9.5.3.4

Centralised device group dissolve

Two cases shall cause a device in a centralised device group to withdraw from the group as

follows.
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a) The master device of this device group is offline. After the slave device receives the last
advertisement from this device group and has not received a new advertisement message
within the valid time specified in the previous advertisement, it shall regard the master
device as offline. If a pipe exists between the slave device and the master device, the
slave device should send a device online detection request to the master device through
the device online detection mechanism. It shall confirm whether the master device is

offline by the response status.

b) The master device of this device group sends a dissolve notice. The device group dissolve
notification message sent by the master device is a multicast message. The message

format is defined in Table 46.

Table 46 — Device group dissolve notification message sent by master device

Message

Field explanation

NOTIFY * HTTP/1.1

Extended HTTP COMMAND LINE

Hogt:239.255.255.250:3880

Required field

NT:uuid:Advertising Device ID

Required field; 'see 8.1.2

NT$:isdp:groupbyebye

Required_field

USIN:uuid:Advertising Device ID

Required field, see 8.1.2

MAN:”http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-|GRSVersion:IGRS/1.0

Required field

01-|GRSMessageType: QuitCentralisedDeviceGroupAdvertisement

Required field

01-DeviceGroupld:Device group ID of device group to quit

Required field, type is URI,
defined in 8.1.3

01-PourceDeviceld: master Device ID

Required field, type is URI,
defined in 8.1.2

A slpve device should send the notice“to withdraw from the centralised group to the mg

device. When the slave device leaves the master-slave device group normally, it shall se
withdraw notification message (does not require a response) to the master device.

megsage format is defined in.Table 47.

Table 47 - Withdraw notification message sent by slave device

ster
hd a
The

Message

Field explanation

M-NOTIFY /IGRS HTTP/1.1

Extended HTTP COMMAND
LINE

Hodt: Target Host IP Address:port

Required field

MAN:”http://www.igrs.org/spec1.0”;ns=01

Required field, see
Clause B.1

01-IGRSVersion:IGRS/1.0

Required field

01-IGRSMessageType: QuitCentralisedDeviceGroupNotify

Required field

01-TargetDeviceld:Master Device ID

Required field, type is URI,
defined in 8.1.2

01-SourceDeviceld: Device ID of device quitted from device group

Required field, type is URI,
defined in 8.1.2

01-DeviceGroupld: device group ID of device group request to quit

Required field, type is URI,
defined in 8.1.3
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9.6.1 Device search based on multicast

An IGRS Device should receive a network device messages existing on the network by
listening to device online advertisement messages. Also, it should obtain device information
by sending a device search message and waiting for a device search response message to

return.

IGRS Devices adopt the ISDP protocol mechanism.

An |GRS Device may send device search messages, as specified in Clause A.2 (to] the
mulficast address 239.255.255.250:3880, and search the device in compliance with| the

sealfch conditions in the entire network.

An IIGRS Device search message format based on multicast is shown in Table 48.

Table 48 — Device search request message

Message

Field explanation

M{SEARCH * HTTP/1.1

Extended HTTP command line by. ISDP

H(gst:239.255.255.250:3880

Required field

MAN:"isdp:discover”

Required field

MX:max time to wait response

Required field, in.Seconds. Response should be randomly
delayed with a,range of 0 s to MX s. Maximum MX value is
120 s.

ST:urn:schemas-IGRS-org:device:IGRS-
dejvice:1 (Search type)

Required.field, content shall be urn:schemas-IGRS-
org:device:lGRS-device:1

Man:"http://www.igrs.org/spec1.0”; ns= 01

Required field, see Clause B.1

01FIGRSVersion:IGRS/1.0

Required field, IGRS version number

01tIGRSMessageType:
SdarchDeviceRequest

Required field

01fSourceDeviceld: Source DeviceAD

Required field, type is URI, defined in 8.1.2

01}Sequenceld: Sequence ID of search
request message

Required field, type is unsignedint (0 is reserved)

O1fclientld: ID of client thatiinitiated
seprch request

Required field, type is unsignedint (0 is reserved)

01fSearchAll: TRUE

Optional field, type is string ,search all devices

01FSearchByDeviceName: Device name

Optional field, type is string ,search by device name

01fSearchByDeviceType: Device type

Optional field, type is URI, defined in 8.1.4 ,search by device
type

01}SearfchByDeviceld: Device ID

Required field, type is URI, defined in 8.1.2 ,search by device|ID

01-SearchByDeviceGroupld: Device group
ID

Optional field, type is URI, defined in 8.1.3 ,search all devices of
this device group

01-SearchByServiceType: Service type

Optional field, type is URI, defined in 8.2.3 ,search device
includes this service type

01-SearchByServiceName: Service name

Optional field, type is string,search device includes a specific
service name

At least one of the fields among

SearchByDeviceName, SearchByDeviceType, SearchByServiceType, SearchByServiceName and
SearchByDeviceld shall be valid. When SearchAll is true, the other fields shall be ignored; if SearchAll is
false, the search result should match with all fields of search precondition.

SearchAll, SearchByDeviceName, SearchByDeviceGroupld,

An IGRS Device that receives a device

search request shall detect the search condition. If the

search condition is met, the device shall send a device search response message to the IGRS
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Device that generated the device search. The search response message of this device shall
be sent unicast through UDP (target port number: 3880).

The device search response message format is defined in Table 49.
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Table 49 — Device search response message

Message

Field explanation

HTTP/1.1 200 OK

HTTP COMMAND LINE

Cach

e-control:max-age=Max time to receive response Message;no-

cache="Ext”

Required field, max-age type is
unsignediInt (0 is reserved), in seconds.
The field function is same to max-age
field in device online advertisement
message and it indicates the possible
device online duration.

Ext:

Required field

Serv

er:0S/version IGRS/1.0 product/version

Required field

Loca

ion: url of device description document

Required field, support unsecuire pipé¢s
among IGRS Devices to get.device
description documents. Its value is the
URL of the documents{When device|does
not support device description docunjents
access through nonssecure pipes, thén
this field shall bes
http://www.igrslorg/device, see
Clause B.7

ST:u

n:schemas-IGRS-org:device:IGRS-device:1

Requiréd field, content shall be x, wifh x
being ‘exactly the content of the
corresponding left hand column

USN

uuid:Response Device ID::Device Type ID

Required field, device ID defined in §.1.2,
device type ID defined in 8.1.4

MANJ”http://www.igrs.org/spec1.0”; ns=01 Required field, see Clause B.1
01-IGRSVersion:IGRS/1.0 Required field, IGRS version number
01-IRSMessageType:SearchDeviceResponse Required field, content shall be x, wifh x
being exactly the content of the
corresponding left hand column
01-SpurceDeviceld:Response Device ID Required field, for definition, refer to[8.1.2

01-T

hrgetDeviceld: device ID that sends request

Required field, for definition, refer to[8.1.2

01-S
initia

bcureListenerList: IP & port list of secure Device Pipes that are
ing device searching listening

Optional field and the type is string. The
type is “IP: Port” and multiple IP
addresses are separated with “;”. Segure

Device Pipe listener port is fixed at 3880

01-Li
initia

stenerList: IP & port list of non-secure Device Pipesthat are
ing device searching listening.

Required field and the type is string.|The
type is “IP: Port” and multiple IP
addresses are separated with “;”. On
port number shall be 3880

4

bviceSecurityldkist:Security mechanism list of the device

Required field, type is device security ID
list, see 8.1.5, separated with “;”

Cont

ent-type:text/xml; charset=utf-8

Required field

Cont

ent<length:Message body length

Required field

MAN

Yhtta-anana w3 agral/2002/12/coan _agnvalang”-ne—09
PN WO-BFG = ==t SpP-e-e+opeo—h =

Raoguired-field
~egtHea—Het&

02-SoapAction:"IGRS-SearchDevice-Response”

Required field

Shall be empty

<SOAP-ENV:Envelope xmins:SOAP-
ENV="http://www.w3.0rg/2002/12/soap-envelope"

SOAP-
ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

Required field

<SOAP-ENV:Body>

Required field

<DeviceOperation xmIns="www.igrs.org/spec1.0”>

Required field

<Ret

urnCode> Response status code </ReturnCode>

Required field, see Clause 11 for
definition
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Message

Field explanation

<Acknowledgeld>
Searching response device sequence ID

</Acknowledgeld>

Required field, the type is 32-bit
unsignedint (0 is reserved). It is same to
Sequenceld of searching request
message

<TargetClientld>
Target client ID
</TargetClientld>

Required field, type is unsignedint (0 is
reserved)

<SearchResult>

Required field

<DeViceTnfoList>

Required tield

<DeMicelnfo>

Required field

<DeMiceld> Device ID </Deviceld>

Required field, type is URI, defined i
8.1.2, device ID meets search criteria

<DeViceGroupldList>
<DeViceGroupld>

Device group ID
</DeyiceGroupld>

<I-- gther Device group ID --1>

</DeyiceGroupldList>

Required field, DeviceGroupldand type is
URI. For definitionpsee 8.1.3, device
group ID list meets’search criteria

<DeViceName> Device name </DeviceName>

Required field, type is string, Device
name meets search criteria

<DeViceSecurityldList>
<DeViceSecurityld>

Devige Security ID
</DeyiceSecurityld>

<l--other device security ID--1>

</DeyiceSecurityld>

Required field, DeviceSecurityld and|type
is URI. For definition, see 8.1.5, device
security mechanism list meets searc
criteria

<DeVliceType> Device type </DeviceType>

Required field, type is URI, defined i
8.1.4

<DeViceAdvertisementTerm> DevicesAdvertisement Period

</DeyiceAdvertisementTerm>

Optional field, in seconds, device
advertisement period that meets seafch
criteria, type is unsignedint

<Corffigld> Device configuration change ID </Configld>

Required field, and type is 32-bit
unsignediInt (0 is reserved). The
configuration changes, this field indigates
the change. Configld shall be increaged

by one (1) whenever there is a
configuration change. This field will return
to 1 when upper limit is reached

<Bogtld>,Device Reboot ID </Bootld>

Required field, and type is 32-bit
UnsignedInt (0 is reserved). When the

device Teboots; this fietdimdicatesthis
change. BootID value shall be increased
by one (1) whenever there is a reboot.
This field will return to 1 when upper limit
is reached

<SecurelistenerList>

<Securelistener>

IP address and port list for secure Device Pipe

</SecurelListener>
<l--other SecurelListener-->

</SecurelListenerList>

Optional field and the type is string. The
mode is “IP:Port”. Mutliple IP addresses
can be separated by “;”. Secure device
port number is 3880
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Message

Field explanation

<List

<List

enerList>

ener>

IP address and port list for non-secure Device Pipe

</Lis

tener>

<l--other Listener-->

</ListenerList>

Optional field and the type is string. The
mode is “IP:Port”. Mutliple IP addresses
can be separated by “;”. One Listener port
Number shall be 3880

</Devicelnfo>

Required field

<!--ofher device mio--

</DeyicelnfoList> Required field
</SegarchResult> Required field
</DeyiceOperation> Required field
</SOAP-ENV:Body> Required field

</SO

AP-ENV:Envelope>

Required field

9.6.

An
ano

p Device search by proxy

Table 50 — Device search request that slave device generates to master device

GRS Device may send out a device search request through a Device Pipe set up |with
her device. The message format of device search requestiis defined in Table 50.

Message

Field explanation

M-Post /IGRS HTTP/1.1

Extended command lin

HOST: Target device IP: port

Required field

MAN:”http://www.igrs.org/spec1.0”; ns=01

Required field, see
Clause B.1

01-IGRSVersion:IGRS/1.0

Required field, IGRS velsion
number

01-IGRSMessageType:SearchDeviceRequestOnDevice

Required field, content ghall

be x, with x being exactlly the
content of the corresponding
left hand column

01-Sequenceld: Request Message Sequence ID

Required field, type is
unsignedint (0 is reservgd)

01-SourceDéyiceld:Source Device ID

Required field, type is URI,
defined in 8.1.2

01-TargetDeviceld:Target Device ID

Required field, type is URI,
defined in 8.1.2

Content-type:text/xml: charset=utf-8

Required field

Content-length: Message body length

Required field

MAN:”http://www.w3.0rg/2002/12/soap-envelope”;ns=02

Required field

02-SoapAction:”IGRS-SearchDevice-Request-OnDevice”

Required field

Shall be empty

<SOAP-ENV:Envelope xmins:SOAP-ENV="http://www.w3.0rg/2002/12/soap-

envelope"

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

Required field

<SOAP-ENV:Body>

Required field

<DeviceOperation xmIns="www.igrs.org/spec1.0">

Required field
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<SourceClientld> Required field, type is

Source Client 1D unsignedInt (0 is reserved)

</SourceClientld>

Message Field explanation
<SearchAll> TRUE </SearchAll> Required field, type is
boolean
<SearchByDeviceName> Optional field, type is string
Device name
</SearchByDeviceName> .
<SearchByServiceType> Optional field, type is Udtl,

. defined in 8.2.3
Service type

</SearchByServiceType>

<SearchByServiceName> Optional field, type is stfing
Service name

</SearchByServiceName>

<SearchByDeviceGroupld> Optional field, type is URI,

. defined in 8.1.3
Device group ID

</SearchByDeviceGroupld>

<SearchByDeviceld> Optional field, type is URI,

. defined in 8.1.2
Device ID

</SearchByDeviceld>

</DeviceOperation> Required field
</SOAP-ENV:Body> Required field
</SOAP-ENV:Envelope> Required field

At least one of the fields among-\"SearchAll, SearchByDeviceName, SearchByDeviceGrqupld,
SearchByDeviceName, SearchByDevijceType, SearchByServiceType, SearchByServiceName and
SearchByDeviceld shall be valid. When*SearchAll is true, the other fields shall be ignored. If SearchAll is
false, the search result should match\with all fields of search precondition.

After receiving a search request, the device shall decide whether to send a response bgsed
on ifs status. If a master device receives a request from a slave device, it shall generate a
resgonse regardless of\whether a match is found, or, if the two devices have no master-sjave
relationship, the requested device may generate a response by searching all deyvice
megsages it knows, or it may ignore the request message. The response message format is
defined in Table 51.
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Table 51 — Device search response message

Message

Field explanation

HTTP/1.1 200 OK

Http Command Line

MAN:"http://www.igrs.org/spec1.0”; ns=01

Required field, see Clause B.1

01-IGRSVersion:IGRS/1.0

Required field, IGRS version number

01-IGRSMessageType: SearchDeviceResponseOnDevice

Required field, content shall be x, with x
being exactly the content of the
corresponding left hand column

01-TargetDeviceld- Target Device ID

R . fi is URI i )
8.1.2

01-SpurceDeviceld:Source Device ID

Required field, type is URI, defined i
8.1.2

01-Agknowledgeld: Response Message sequence ID

Required field, same wijth,the sequer|ce
ID in request message

Contgent-type:text/xml; charset=utf-8

Required field

Contgnt-length: Message body length

Required field

Ext:

Required field

Cache-control:max-age=possible online time of the device;no-
cachg="Ext”

Required-field, max-age type is
unsignedint (0 is reserved), in seconfs.
The field function is same to max-ag¢
field in device online advertisement
message and it indicates the possibl¢
device online duration

MAN}”http://www.w3.0rg/2002/12/soap-envelope”;ns=02

Required field

02-SpapAction:"IGRS-SearchDevice-Response-OnDevice”

Required field

Shall be empty

<SOAP-ENV:Envelope xmins:SOAP-
ENV#F"http://www.w3.0rg/2002/12/soap-envelope"

SOAP-
ENViencodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

Required field

<SOAP-ENV:Body>

Required field

<De\iceOperation xmIns="www.igrs:Qrg/spec1.0”>

Required field

<RetprnCode> Response status code </ReturnCode>

Required field, refer to Clause 11

<TargetClientld>
Target client ID
</TafgetClientld>

Required field, type is unsignedint (0| is

reserved)

<SedrchResult>

Required field

<DeMicelnfoList>

Required field

<DeVicelnfo>

Required field

<Deviceld> Device Id </Deviceld>

Required field, type is URI, defined in
8.1.2

<DeviceGroupldList>
<DeviceGroupld>

Device group ID
</DeviceGroupld>

<I--other Device group ID-->

</DeviceGroupldList>

Required field, device group ID type is
URI, defined in 8.1.3, device group ID list

<DeviceName> Device name</DeviceName>

Required field, type is string

<DeviceAdvertisementTerm> Device Advertisement Period
</DeviceAdvertisementTerm>

Optional field, in seconds, device
advertisement period that meets search
criteria, type is unsignedint
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Message

Field explanation

<DeviceSecurityldList>

<DeviceSecurityld>

Device Security mechanism

</DeviceSecurityld>

<I--other device security mechanism description-->

</DeviceSecurityldList>

Required field, type is URI, defined in
8.1.5

<DeviceType> Device type </DeviceType>

Required field

<Corfigld> Device configuration change 1D /Configia>

Required field, and type 1s 32 bit
unsignedInt (0 is reserved). The
configuration changes, this field,indigates
the change. Configld shall béjincreaged

by one (1) whenever there\js .d
configuration change. This field will return
to 1 when upper limit is'reached

<Bogtld> Device Reboot ID </Bootld>

Required field, and type is 32 bit

unsignedint (0 is'reserved). When th
device reboots,‘this field indicates th
change. Bootld value shall be increaged
by one {1)whenever there is a reboat.
This field/will return to 1 when upper|limit
is neached

%

[

<SedurelistenerList>

<Sedurelistener>

IP address and port list for secure Device Pipe
</SegurelListener>

<!--ofher SecurelListener-->

</SegurelListenerList>

Optional field and the type is string. The
mode is “IP:Port”. Mutliple IP addresges
can be separated by “;”. Secure devige
port number is 3880

<ListenerList>

<Listener>

IP address and port list for non-secure Device Pipe
</Listener>

<!--ofher Listener-->

</LisfenerList>

Optional field and the type is string. The
mode is “IP:Port”. Mutliple IP addresges
can be separated by “;”. One Listenef port
number shall be 3880

</Deyicelnfo>

Required field

<!I--other device information-->

</DeyicelnfoList>,

Required field

</SearchResult>

Required field

</DeyiceQperation>

Required field

</SOAR<ENV:Body>

Required field

<SOAP-ENV:Envelope>

Required field

9.7 Device online/offline event subscription

9.71 Device online/offline event subscription request

An IGRS Device may a send device online/offline subscription request to another IGRS
Device via an IGRS pipe to obtain a specified device online/offline event.

The device event subscription request message format is as follows (see Table 52).
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Table 52 — Device event subscription request message

Message

Field explanation

M-POST /IGRS HTTP/1.1

HTTP EXTENDED COMMAND
LINE

Host: Target Host IP:port

Required field

MAN:”http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-IGRSVersion:IGRS/1.0

Required field, IGRS version
number

01-|GRSMessageType-SubscribeDeviceFventRequest

Required field content shall be

X, with x being exactly the|
content of the correspending
left hand column

01-Pequenceld: Request Message Sequence ID

Required field, ltype is
unsignedInt(0Q4s reserved

01-PourceDeviceld:Source Device ID that request subscription

Required field, type is UR],
defined in 8.1.2

01-TargetDeviceld:Target Device ID that receives subscription request

Required field, type is UR|,
defined in 8.1.2

Corltent-type:text/xml; charset=utf-8

Required field

Corjtent-length: Message body length

Required field

MAN:"http://www.w3.0rg/2002/12/soap-envelope”;ns=02

Required field

02

BoapAction:”IGRS-SubscribeDeviceEvent-Request”

Required field

Shall be empty

<S(QAP-ENV:Envelope xmins:SOAP-ENV="http://www.w3.arg/2002/12/soap-
envelope"

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.oftg/soap/encoding/">

Required field

<SQAP-ENV:Body>

Required field

<DgviceOperation xmIns="www.igrs.org/spech.0">

Required field

<SqurceClientld>
Solirce Client ID

</SpurceClientld>

Required field, type is
unsignedInt (0 is reserved

<Sybscriptionld>
sulbpscription ID

</Spbscriptionld>

Required field, type is
unsignediInt (0 is reserved

<EXpectedSubsctiptionTerm>
Expected valid/subscription time

</EkpectedSubscriptionTerm>

Required field, in seconds|,
type is unsignedint (0 is
reserved)

<SybscriptionFilter>

Required field

<SubscribeAll>TRUE </SubscribeAll>

Optional field, type is string,
when True, subscribe all
devices’ online/offline events

<SubscribeByDeviceName>
Device name

</SubscribeByDeviceName>

Optional field, type is string.
Subscribe online/offline events
of specified device by device
name

<SubscribeByDeviceld>
Device ID

</SubscribeByDeviceld>

Optional field, type is URI,
defined in 8.1.2. Subscribe
online/offline events of
specified device by device ID
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Message Field explanation
<SubscribeByServiceType> Optional field, type is URI,

) defined in 8.2.3. Subscribe
Service type online/offline events of
</SubscribeByServiceType> specified device by service

type in the device
<SubscribeByDeviceGroupld> Optional field, type is URI,

. defined in 8.1.3. Subscribe
Device group 1D online/offline events of all
</SubscribeByDeviceGroupld> devices in a specific device

group
<SybseribeByBevieeType Sptionat-fetd—type-ts-bRd

. defined in 8.1.4. Subscribe
Deyice type online/offline events.of
</S|ibscribeByDeviceType> specified device by'devicq type
<SybscribeByServiceName> Optional field)ytype is string,

) subscribelenline/offline eVents
Se[vice name of specified device by the
</SlibscribeByServiceName> servicein the device
</SpbscriptionFilter> Required field
</DpviceOperation> Required field
</SPAP-ENV:Body> Required field
</SPAP-ENV:Envelope> Required field
At | least one of the fields among SubscribeAll, SdubscribeByDeviceName, SubscribeByDevjceld,
SulscribeByServiceType, SubscribeByDeviceType, SubscribéByDeviceGroupld and SubscribeByServiceName
shall be valid. When SubscribeAll is true, the other fields shall’ be ignored. If SubscribeAll is false, the sparch
resyilt should match with all fields of search precondition.

9.7.2 Device online/offline event subsgcription renewal request

If afclient wants to renew the devic€; online/offline subscription event after the prevjous
subsgcription expires, it shall use the~previous subscription ID to send renewal request. I{ the
rengwal is successful, the clientimay continue to subscribe to the event after that epent
expires. The request message-shall be sent based on a Device Pipe. The message format is
as follows (seeTable 53).
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Table 53 — Device online/offline event subscription renewal request message

Message

Field explanation

M-POST /IGRS HTTP/1.1

HTTP EXTENDED COMMAND LINE

Host: Target Host IP:port

Required field

MAN:”http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-IGRSVersion:IGRS/1.0

Required field, IGRS version number

01-IGRSMessageType:RenewSubscriptionDeviceEventRequest

Required field, content shall be x, with x

being exactly the content of the
r\nrrner\nnding left hand column

01

Bequenceld: Request Message Sequence ID

Required field, type is unsignedIn?|0 is
reserved)

01-BourceDeviceld:Source Device ID that request subscription renewal

in

Required field, type is URI,.defined
8.1.2

01-TargetDeviceld:Target Device ID that receives subscription renewal
reqyiest

Required field, type-is URI, definedin

8.1.2

Content-type:text/xml; charset=utf-8

Required field

Corjtent-length: Message body length

Required field

MAN:”http://www.w3.0rg/2002/12/soap-envelope”;ns=02

Required field

02-PoapAction:"IGRS-RenewSubscriptionDeviceEvent-Request”

Required field

Shall be empty

<SQAP-ENV:Envelope xmIns:SOAP-
ENY="http://www.w3.0rg/2002/12/soap-envelope"

SOAP-
ENY:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

Required field

<SQAP-ENV:Body>

Required field

<DgviceOperation xmIns="www.igrs.org/spec1.0”>

Required field

<SqurceClientld>
Soprce Client ID

</SpurceClientld>

Required field, type is unsignedInt [0 is
reserved)

<Sybscriptionld>
sulbpscription ID

</Spbscriptionld>

Required field, type is unsignedInt [0 is
reserved), same as the previous
subscription ID

<ExpectedSubscriptionTerm>
Expected valid subscription time

</EkpectedSubsecriptionTerm>

Required field, in seconds, type is
unsignedInt (0 is reserved)

</Dpvice©pération>

Required field

</SPAP-ENV:Body>

Required field

</SOAP-ENV:Envelope>

Required field

9.7.3 Device online/offline event subscription response

After receiving a device event subscription request message, a master device shall return a
subscription response message to the device requesting the subscription request. If the
relationship of the two devices is not master/slave, the device that receives the subscription
request may return a response message to the other party. The device also may ignore or not
return a response to the request. The response message shall be sent via the Device Pipe.
The response message shall be returned to the requesting device within 30 s after the
request is sent. If a device event subscription is successfully, the device that accepted the
subscription shall notify the subscriber. The message format is as follows (see Table 54).
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Table 54 — Device online/offline event subscription response message

Message

Field explanation

HTTP/1.1 200 OK

HTTP COMMAND LINE

Ext: Required field
Cache-control:no-cache="Ext” Required field
MAN:"http://www.igrs.org/spec1.0”;ns=01 Required field, see Clause B.1

01-IGRSVersion:IGRS/1.0

Required field, IGRS version number

01-IGRSMessage:SubscribeDeviceEventResponse Required field, content shall be x, with
x being exactly the content of the
corresponding left hand column

01-Agknowledgeld: Response Message sequence |ID Required field, same with the
sequence ID in request message

01-TargetDeviceld:Slave Device ID to request subscription Required field, typévis URI, defingd in
8.1.2

01-SpurceDeviceld:Master Device ID Required fieldytype is URI, defingd in
8.1.2

Contgent-type:text/xml;charset=utf-8 Requifed field

Contgnt-length: Message body length Regquired field

MAN}”http://www.w3.0rg/2002/12/soap-envelope”;ns=02 Required field

02-SpapAction:"IGRS-SubscribeDeviceEvent-Response” Required field
Shall be empty

<SOAP-ENV:Envelope xmins:SOAP- Required field

ENV#$ http://www.w3.0rg/2002/12/soap-envelope”

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

<SOAP-ENV:Body> Required field

<De\iceOperation xmIns="www.igrs.org/spec1.0”> Required field

<TargetClientld> Required field, type is unsignedIrjt (0

) is reserved)

Tardet client ID

</TafgetClientld>

<Subscriptionld> Required field, type is unsignedIrjt (0

. is reserved. Same ID as the
subgcription 1D Subscriptionld in request messade
</Subscriptionld>

<App

rovedSubscriptionTerm>

Required field, in seconds, type i
unsignediInt (0 is reserved). If

Appfoved valid sUbscription time subscription fails, this value is 0
</ApprovedSubscriptionTerm>

<RetprnCode> subscription Response status code </ReturnCode> Required field, refer to Clause 11
</DeyiceOperation> Required field
</SOAP-ENV:Body> Required field
</SOAP-ENV:Envelope> Required field

9.7.4 Device online/offline event unsubscription

A client may initiate the unsubscription of the previously subscribed event; the device event
unsubscription is based on the subscription identifier assigned in the previous subscription.

The

message format is as follows (see Table 55).
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Table 55 — Device online/offline event unsubscription message

Message

Field explanation

M-N

OTIFY /IGRS HTTP/1.1

Extended command line

Hos

t: Target Host IP: Port

Required field

MAN:"http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-1

GRSVersion:IGRS/1.0

Required field, IGRS version
number

01-1

GRSMessageType:UnSubscribeDeviceEventNotify

with x bej

the corresponding left hand
column

Required field, content shall be x,
nt of

01-PourceDeviceld:Slave Device ID to unsubscribe Required field, type is URI, d¢fined
in 8.1.2

01-TargetDeviceld:Master Device ID Required field, type is URI, dgfined
in 8.1.2

Corltent-type:text/xml; charset=utf-8 Requiredfield

Corjtent-length: Message body length Regquired field

MAN:"http://www.w3.0rg/2002/12/soap-envelope”;ns=02 Reduired field

02-BoapAction:"IGRS-UnSubscribeDeviceEvent-Notify” Required field
Shall be empty

<S(QAP-ENV:Envelope xmins:SOAP-ENV="http://www.w3.0rg/2002/12/soap- | Required field

envelope"

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

<S(QAP-ENV:Body> Required field

<DgviceOperation xmIns="www.igrs.org/spec1.0"> Required field

<SqurceClientld> Required field, type is unsigng¢dint
0i d

Soprce Client ID (0fs reserved)

</SpurceClientld>

<Sybscriptionld> Required field, type is unsigngdint

o (0 is reserved), same as the
subscription 1D previous Subscriptionld
</Spbscriptionld>

</D

eviceOperation>

Required field

</S

DAP-ENV:Body>

Required field

</S

DAP-ENV:Envelope>

Required field

9.7.

b Device online/offline event notification

If a device event is generated, the device that has accepted the subscription shall send a
related device event notification message to the subscriber device in the message format as
goven below (Table 56).
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Table 56 — Device online/offline event notification message

Message

Field explanation

M-NOTIFY /IGRS HTTP/1.1

Extended command line

Host: Target Host IP: Port

Required field

MAN:"http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-IGRSVersion:IGRS/1.0

Required field, IGRS version number

01-IGRSMessageType: NotifyDeviceEvent

Required field, content shall be x, with x
being exactly the content of the

corresponding left hand column

01-SpurceDeviceld:Master Device ID

Required field, type is URI, defined| in

8.1.2

01-TargetDeviceld:Slave Device ID to request subscription

Required field, type is URI, defined
8.1.2

n

Contgnt-type:text/xml; charset=utf-8

Required field

Contgent-length: Message body length

Required field

MAN}”http://www.w3.0rg/2002/12/soap-envelope”;ns=02

Required field

02-SpapAction:"IGRS-DeviceEvent-Notify”

Required-field

Shall be empty

<SOAP-ENV:Envelope xmins:SOAP-
ENV#F"http://www.w3.0rg/2002/12/soap-envelope"

SOAP-
ENViencodingStyle="http://schemas.xmlsoap.org/soap/encoding/™>

Required field

<SOAP-ENV:Body>

Required field

<DeViceOperation xmIns="www.igrs.org/spec1.0">

Required field

<SourceClientld>
Soufce client ID

</SogrceClientld>

Required field, type is unsignedInt [0 is
reserved)

<Subscriptionld>
subgcription ID

</Subscriptionld>

Required field, type is unsignedInt [0 is
reserved)

<EventType> Device event type for subscription </EventType>

Required field, type is string

<DeVicelnfo>

Required field

<!-- [Pevice sample deseription of device eventthat triggers the event -->

<DeViceld> Deviee& D </Deviceld>

Required field, type is URI, defined
8.1.2

n

<DeViceNamé&> Device name </DeviceName>

Required field, type is string

<DeicéSecurityldList>

Required field, type is URI, defined in

815

<DeviceSecurityld>

Device Security mechanism

</DeviceSecurityld>

<l--other device security mechanism description-->

</DeviceSecurityldList>

<Configld> Device configuration change ID </Configld>

Required field, and type is 32 bit
unsignedint (0 is reserved). The
configuration changes, this field
indicates the change. Configld shall be
increased by one (1) whenever there is
a configuration change. This field will
return to 1 when upper limit is reached.
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Message

Field explanation

<Bootld> Device Reboot ID </Bootld>

Required field, and type is 32 bit

Unsignedlint (0 is reserved). When the
device reboots, this field indicates this
change. Bootld value shall be increased
by one (1) whenever there is a reboot.
This field will return to 1 when upper

limit is reached

<SecurelListenerList>

<Securelistener>

Optional field and the type is string

. The

mode is “IP:Port”. Mutliple IP addresses
can be separated by “;”. Secure device

IP address and port list for secure Device Pipe port number is 3880

</SegurelListener>

<!--ofher SecurelListener-->

</SegurelListenerList>

<ListpnerList> Optional field and the'type is string] The
) mode is “IP:Port’}, ‘Mutliple IP addrgsses

<Listpner> can be separated/by “;”. One Listerjer

IP address and port list for non-secure Device Pipe port number shatl be 3880

</Listener>

<!--ofher Listener-->

</LisenerList>

</Deyicelnfo> Required field

<DeViceOperation> Required field

</SO

AP-ENV:Body>

Required field

</SO

AP-ENV:Envelope>

Required field

9.8
9.8.

A client on an IGRS Device shall-be able to search for a device group of interest on
ork using specific search canditions based on multicast. The device group search req
response messages are-‘bhased on the ISDP protocol. The format of a device group se
est message is as follows (see Table 57).

netv
and
requ

Device group search

( Device group search requestmessage

the
lest
arch
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Table 57 — Device group search request message

Message

Field Explanation

M-SEARCH * HTTP/1.1

ISDP command line

HOST:239.255.255.250:3880

Required field

MAN:

"isdp:discover”

Required field

MX: Max time to wait response

Required field, in seconds

before responding to search
request, device will wait for a
random time period(from 0 to

[WAY clad—ilo. o
W7 STCCoNGS)te—SentT O

the response message!

ck

MAN

http://www.igrs.org/spec1.0”;ns=01

Required field, see Byl

01-|GRSVersion: IGRS/1.0

Required field, '\GRS vers
number

on

01-|GRSMessageType:SearchDeviceGroupRequest

Required field, content sh
X, with xbeing exactly the|
content’of the correspond
left\hand column

Bl be

ng

01

Bequenceld: Request Message Sequence ID

Required field, type is
unsignedInt (0 is reserved

01

BourceDeviceld: Device ID initiating search

Required field, type is UR
defined in 8.1.2

01-BecureListenerList: IP & port list of secure Device Pipesthat.aré,initiating
devjce searching listening

Optional field and the typq i

string. The type is “IP: Po
and multiple IP addresses
separated with “;”. Secure
Device Pipe listener port i
fixed at 3880

01-ListenerList: IP and port list of non-secure Device Pipesthat are initiating
devjce searching listening

Required field and the typ
string. The type is “IP: Po
and multiple IP addresses
separated with “;”. One p9g
number shall be 3880

B is

are
rt

01

Clientld: ID of client initiating search request

Required field, type is 32-
unsignedInt (0 is reserved

01

BearchAll: YES

Optional field, type is strin
searching the device grou

01-BearchByDeviceGroupName: Device group name to be searched

Optional field, type is strin

01-pearchByDeviceGroupld:Device group ID to be searched

Optional field, type is strin
see 8.1.3

01

BearchByDeviceGroupType: Device group type to be searched

Optional field, type is strin
Peer means peer-to—peer
Centralised means maste
slave

At

SearchByDeviceName,

least one of the fields among SearchAll,

SearchByDeviceType, SearchByServiceType,

SearchByDeviceName,

SearchByServiceName

SearchByDeviceGroupld,

and

SearchByDeviceld shall be valid. When SearchAll is true, the other fields shall be ignored; if SearchAll is false,
the search result should match with all fields of search precondition.

9.8.2

Device group search response message

The device group search response message shall be returned using UDP unicast by the
device responsible for specified the peer-to-peer device group advertisement, or the master
device in a centralised device group. The message format is as follows (see Table 58).



https://iecnorm.com/api/?name=4345503d17deb61e8fb50cfddee7fb57

- 106 —

14543-5-1 © ISO/IEC:2010(E)

Table 58 — Device group search response message

Message

Field explanation

HTTP/1.1 200 OK

HTTP COMMAND LINE

Ext:

Required field

CACHE-CONTROL: max-age: max time of device advertisement
expire time;no-cache="Ext”

Required field, in seconds

MAN:"http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-IGRSVersion:IGRS/1.0

Required field, IGRS version number

014{GRSMessageType:SearchDeviceGroupResponse

Required field, content shall be x, wifh x
being exactly the content of the
corresponding left hand columf

014SourceDeviceld: Device ID that respond to the search request Required field, type is URJ, defined i
8.1.2
01{TargetDeviceld: Target Device ID that initiate the search request Required field, typefis\URI, defined i

8.1.2

014SecurelistenerList: IP and port list of secure Device Pipes that

are| initiating device searching listening

Optional field, and the type is string. The
type is “IP..Port” and multiple IP
addresses_are separated with “;”. Segure
Device ' Ripe listener port is fixed at 3880

Cc

]

ptent-type:text/xml; charset=utf-8

Required field

C

o

htent-length: Message body length

Réequired field

MAN:”http://www.w3.0rg/2002/12/soap-envelope”;ns=02

Required field

02{SoapAction:"IGRS-SearchDeviceGroup-Response”

Required field

Shall be empty

<SPAP-ENV:Envelope xmins:SOAP-
EN)V="http://www.w3.0rg/2002/12/soap-envelope"

SOAP-

EN)M:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

Required field

<SPAP-ENV:Body>

Required field

<DeviceOperation xmIns="www.igrs.org/spec1.0">

Required field

<ReturnCode> Response status code </ReturnCode>

Required field, see Clause 11 for
definition

<A¢knowledgeld>
Searching response deyvice'sequence ID

</Acknowledgeld>

Required field, the type is 32 bit
unsignedint (0 is reserved). It is samp to
Sequenceld of searching request
message

<Clientld>
Tafget client.ID
</lientld>

Required field, type is unsignedint (0] is

reserved)

<S¢archResult>

Required field

<DeviceGrouplnfoList>

Required field

<DeviceGrouplinfo>

Required field

<DeviceGroupld> Device Group ID </DeviceGroupld>

Required field, defined in 8.1.3, device
group ID that meets search criteria

<DeviceGroupName> Device Group name</DeviceGroupName>

Required field, type is string

<DeviceGroupAdvertisementTerm> Device Group Advertisement
Period </DeviceGroupAdvertisementTerm>

Optional field, in seconds, device group
advertisement period that meets search
criteria, type is unsignedint

<DeviceGroupType> Device Group type </DeviceGroupType>

Required field, type is string, Peer means
peer to peer, Centralised means master-
slave

</DeviceGrouplInfo>

Required field
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Message Field explanation
<!l--other device Group information-->
</DeviceGrouplnfoList> Required field
</SearchResult> Required field
</DeviceOperation> Required field
</SOAP-ENV:Body> Required field
<SOAP-ENV:Envelope> Required field

10 [IGRS resource sharing

10. Service online advertisement

10.1.1 Service online advertisement based on mutilcast

When an IGRS Service is added to the network, a service advertisement“message shall be

sen{ once via multicast. An IGRS Service advertisement mechanism, is<based on the |
protpcol mechanism as specified in Clauses A.2 and A.3. The service online advertiser
extgnds the HTTP method and header. The format of a service online’advertisement mesg
is de¢fined in Table 59.

SDP
hent
age
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Table 59 — Service online advertisement message

Message

Field explanation

NOTIFY * HTTP/1.1

Extended HTTP command line

Host:239.255.255:3880

Required field

Lo

cation: url of device description document

Required field, support unsecure pipes
among IGRS Devices to get device

description documents. Its value is the URL
of the documents. When device does not
support device description documents access

de|

Scriptor supported by advertisement'service

Security descriptors are separated by “;”

through non-secure pipes, then this field shall
be: hitp:/7TWww.igrs.org/device, see Claue
B.7

NT: Service Type Identifier Required field, and type is URI. Fot
definition, see 8.2.3

NTS:isdp:alive Required field

SHRVER: OS/version IGRS/1.0 product/version Required field

U$N: uuid: device ID of advertisement service:: sevice type Required field, and\type is URI. For defipition

identifier of Device identifierSee 8.1.2; for definitipn of
service type identifier, see 8.2.3

MAN:”http://www.igrs.org/spec1.0”; ns=01 Required field, see Clause B.1

01FIGRSVersion:IGRS/1.0 Required/field, IGRS version number

01tIGRSMessageType:ServiceOnlineAdvertisement Required field, content shall be x, with x
being exactly the content of the
corresponding left hand column

01fSourceDeviceld: device identifier Required field, for definition of device
identifier, see 8.1.2

01fServiceName: service name Required field, and type is string

01ServiceType: service type Required field, and type isURI. For definjtion
see 8.2.3

O01fServiceld: Service ldentifier Required field, for definition see 8.2.2

01fServiceSecuritylDList: Service Security Mechanism Required field, and type is URI. See 8.2J5.

01fSecureListenerList: IP address,and Port list used to set up Optional field, type is string, format is “If
sepurity Device Pipe address:port”, muliti IP address:port are
spaced by “;” listening port is fixed at 38B0
O1fListenerList: IP addreSs-and Port list used to set up non- Required field, type is string, format is “IP
sepurity Device Pipe. address:port”, muliti IP address:port are
spaced by “;” one of the port number in the
list shall be 3880
When a seryice goes offline normally, a service offline advertisement message shall be sent
to the netwaork.
The|message format of a service offline advertisement is defined in Table 60.
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Table 60 — Service offline advertisement message

Message

Field explanation

NOTIFY * HTTP/1.1

Extended command line

HOST:239.255.255.250:3880

Required field

NT:

Service Type Identifier

Required field, and type is URI,
see 8.2.3

NTS:isdp:byebye

Required field, content shall be
X, with x being exactly the
content of the corresponding

1 P

£ o ol ! [Ha¥n
rermanacortmmmM,STeToD

definition

us

N:uuid:device identifier of advertising service :: service type ldentifier

Required field, and'the type is
URI, see 8.1.2 and 8.2.3

MAN:”http://www.igrs.org/spec1.0”;ns=01 Required field,”see Clausg B.1
01-IGRSVersion:IGRS/1.0 Required field, IGRS version
01-lGRSMessageType: ServiceOfflineAdvetisement Required field
01-PourceDeviceld: Device ID of advertisement Required field, see 8.1.2
01-Perviceld: offline service identifier Required field, and type ig
unsignedInt (0 is reserved
10.1.2 Service online registration and offline notification based on device pipe
In g4 master-slave device group, when a service ofi\a slave device comes online or goes
offline, in addition to advertising via multicast, it shall also send a service online registrgtion
or offline notification message through the Device Pipe to the master device. After a device
joing a master-slave device group successfully; it shall register all of its services with| the

master device.

The

service online registration messagg;is defined in Table 61.
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Table 61 — Service online registration notification message

Message

Field explanation

M-NOTIFY /IGRS HTTP/1.1

HTTP command extension

HOST: target device IP address:port

Required field

Location: detailed service desription URL

Required field

MAN:"http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-IGRSVersion: IGRS/1.0

Required field, IGRS version

01-IGRSMessageType:RegisterServcieNotify

Required field, content shall be x, with x being

exactly the content of the corresponding left
hand column

01-SpurceDeviceld: source device ID

Required field, and type is URI. Forcdefinitioj
see 8.1.2

-

01-TargetDeviceld: target device ID

Required field, and type is URIFor definitioj
see 8.1.2

-

MAN}”http://www.w3.0rg/2002/12/soap-envelope”;ns=02

Required field

02-SpapAction:"IGRS-RegisterService-Notify”

Required field

Contgent-type:text/xml;charset=utf-8

Required field

Contgnt-length: message body length

Required field

Shall be-empty

<SOAP-ENV:Envelope

xmIng:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelop

el

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/

encofing/">

Required field

<SOAP-ENV:Body>

Required field

<De\iceOperation xmIns="http://www.igrs.org/spec1.0”>

Required field, see Clause B.1

<SeryicelList>

Required field

<Seryiceld> registration service ID </Serviceld>

Required field, and type is 32-bit unsignedin
is reserved)

t (0

<SeryiceName> registration service’name </ServiceName>

Required field, and type is string

<Ser}iceType> service typex</ServiceType>

Required field, see 8.2.3

<!I-- gther service info -#>

</SefvicelList>

Required field

</DeyiceOperation>

Required field

</SOAP-ENV:Body>

Required field

</SOAR-ENV:Envelope>

Required field

The service offline notification message is defined in Table 62.
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Table 62 — Service offline notification message

Message

Field explanation

M-NOTIFY /IGRS HTTP/1.1

HTTP command extension

HOST: target device IP address:port

Required field

MAN:"http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-IGRSVersion: IGRS/1.0

Required field, IGRS version

01-IGRSMessageType:UnRegisterServcieNotify

Required field, content shall be x, with x being
exactly the content of the corresponding left
hand column

01-SpurceDeviceld: source device ID

Required field, and type is URI. For definitign,
see 8.1.2

01-TargetDeviceld: target device ID (master device)

Required field, and type is URI. FEor definitign,
see 8.1.2

MAN}”http://www.w3.0rg/2002/12/soap-envelope”;ns=02

Required field

02-SpapAction:"IGRS-UnRegisterService-Notify”

Required field

Contgnt-type:text/xml;charset=utf-8

Required field

Contgnt-length: message body length

Required field

Shall be empty

<SOAP-ENV:Envelope

xmIng:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelop
e/"
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/

encofing/">

Required field

<SOAP-ENV:Body>

Required field

<De\iceOperation xmIns="http://www.igrs.org/specd.0”>

Required field, see Clause B.1

<SeryicelList>

Required field

<Seryiceld> registration service ID </ServieelD>

Required field, and type is 32-bit unsignedin
is reserved)

,_,
S

</DeyiceOperation>

Required field

</SOAP-ENV:Body>

Required field

</SOAP-ENV:Envelope>

Required field

10.2 Service search

10.2.1 Sefvice search based on multicast

IGRPB clients may search appropriate services through ISDP. This multicast-based sernvice

sealch request message is defined in Table 63.
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Table 63 — Multicast-based service search request message

Message

Field explanation

M-SEARCH * HTTP/1.1

ISDP command line

Host:

239.255.255.250:3880

Required field

MAN:"isdp:discover”

Required field

MX: waiting acknowledgement max time

Required field, in seconds. Maxim
value 120s

um

ST:urn:schemas-IGRS-org:service:IGRS-service:1

Required field

Man:

"http://www.igrs.org/spec1.0”; ns= 01

Required field, see Clause B.1

01-1d

RSVersion:IGRS/1.0

Required field, IGRS version

01-1G

RSMessageType: SearchServiceRequest

Required field

01-S

burceDeviceld: source device identifier

Required field, and type is URI. F
definition, see 8.4,2

01-Sequenceld: search message requesting sequence ID Required field,-type is unsigneding (0 is
reserved)
01-cljentld: the device identifierthat initiate searching Required field, and type is unsigngdint
01-SearchAll: TRUE Optional field, and type is string.
Search all services (when TRUE)
01-SearchByDeviceName: device name Optional field, and type is string.
Search all services on some devide.
01-SearchByDeviceld: device identifier Optional field, and type is URI. For
definition, see 8.1.2. Search all
services on some devices.
01-SearchByServiceType: service type Optional field, and type is URI. For
definition, see 8.2.3. Search all sgrvice
according to some service types.
01-SearchByDeviceGroupld: device group identifier Optional field, and type is URI. For
definition, see 8.1.3. Search all
services in some device groups.
01-SearchByServiceName:service name Optional field, and type is string.
Search all services with some seryice
names.
At ldast one of the fields among) SearchAll, SearchByDeviceName, SearchByDeviceld, SearchByService[lype,
SearghByDeviceGroupld and , SéarchByServiceName shall be valid. When SearchAll is true, the other fields shjall be
ignored. If SearchAll is false,.the search result should match with all fields of search precondition.
If sTrvice located\on a device meets the appropriate service search condition, this device
shall return a{search response based on UDP. For example, this device may be the mgster
devilce in the_master/slave group and includes the services provided by itself and the services
on sglave-devices that it can index in the device group. The message includes the basic

ser\1ice description information, with message format shown in Table 64.
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Table 64 — UDP unicast-based service search request message

Message

Field explanation

HTTP/1.1 200 OK

HTTP command line

Ext:

Required field

Cache-control: no-cache="Ext”

Required field

SERVER: OS/Version IGRS/1.0 Product/version

Required field

Location: url of device description document

Required field, support unsecure pi
among IGRS Devices to get device
o b ;

URL of the documents. When the d|
does not support device descriptior]
documents access through.non-sed
pipes, then this field shall.be:
http://www.igrs.org/device, see
Clause B.7

pes

the
evice

ure

(@)

T:urn:schemas-IGRS-org:service:IGRS-service: 1

Required field

C

SN:uuid:acknowledgement device identifier::Service type identifier

Required fiel@,, and type is URI. Fo
definition, see 8.1.2 and 8.2.3. Wh
searchifg using service type ID or
one sérvice has responded, servicq
ID i that particular service type ID
else,‘'the service type ID value sha
*more”

A
bnly
type

| be

an:"http://www.igrs.org/spec1.0”; ns= 01

Required field, see Clause B.1

1-IGRSVersion:IGRS/1.0

Required field, IGRS version numb

1-IGRSMessageType:SearchServiceResponse

Required field

1-SourceDeviceld responding device identifier

Required field

1-TargetDeviceld: search device identifier

Required field

[1-DeviceSecurityldList

Required field

1-SecureListenerList

Optional field

1-ListenerList

Required field

ontent-type:text/xml; charset=utf+8

Required field

ontent-length: message body-length

Required field

AN:"http://www.w3.0rg/2002/12/soap-envelope”;ns=02

Required field

olzloloolololololo oo | =

P-SoapAction:”IGRSsSearchService-Response”

Required field

Shall be empty

SOAP-ENV:Envelope xmins:SOAP-
NV="http://wvw.w3.0rg/2002/12/soap-envelope” SOAP-
NV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/”>

mmA

Required field

A

SOAPR-ENV:Body>

Required field

<peviteOperation xmIins=" http://www.igrs.org/spec1.0”>

Required field, see Clause B.1

<Acknowledgeld> response message sequence ID </
Acknowledgeld>

Required field

<TargetClientld> target client identifier </TargetClientld>

Required field, and type is unsignedint

(0 is reserved)

<ReturnCode> search return code </ReturnCode>

Required field

<SearchResult>

Required field

<ServicelnfoList>

Required field

<Servicelnfo>

Required field

<Deviceld> device identifier on that the service is running
</Deviceld>

Required field, and type is IGRS Device

identifier

<Serviceld> service identifier </Serviceld>

Required field, and type is unsignedint

(0 is reserved)
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Message Field explanation
<ServiceName> service name </ServiceName> Required field, and type is string
<ServiceType> service type </ServiceType> Required field, and type is IGRS Service

type
<ServiceSecurityldList> Required field, and type is URI. For
<ServiceSecurityld> definition, see 8.2.5
service security mechanism description </SeviceSecurityld>
<l-— other service security mechanism description -->
</ServiceSecurityldList>
<fServicelnfo> Required field
<I-- Other service information -->
<fServicelnfolList> Required field
<fSearchResult> Required field
<fDeviceOperation> Required field
<{SOAP-ENV:Body> Required field
<JSOAP-ENV:Envelope> Required field

10.2.2 Service search by proxy

An |
Dev

The

GRS client may send service search request to other JGRS Device in the network by the
ce Pipe.

service search request message by proxy is defined in Table 65.
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Table 65 — Service search request message by proxy

Message

Field explanation

M-POST /IGRS HTTP/1.1

HTTP extended command line

HOST:target host IP: port

Required field

MAN:“http://www.igrs.org/spec1.0% ns=01

Required field, see Clause B.1

01-IGRSVersion:IGRS/1.0

Required field, IGRS version number

01-IGRSMessageType: SearchServiceRequestOnDevice

Required field

01-Sequenceld: requesting message sequence ID

Required field, and type is

unsignedint (0 is reserved)

01-SpurceDeviceld:device identifierthat initiate searching

Required field, and type is URI|For
definition, see 8.1.2

01-TargetDeviceld:target device ID

Required field, and type is URI|For
definition, see 8.1/2

Contgnt-type:text/xml; charset=utf-8

Required field

Contgnt-length: message body length

Required fietd

MAN}”http://www.w3.0rg/2002/12/soap-envelope”;ns=02

Required field

02-SpapAction:"IGRS-SearchServiceRequest-OnDevice”

Required field

Shall be empty

<SOAP-ENV:Envelope xmins:SOAP-ENV="http://www.w3.0rg/2002/12/soap-
envelope" SOAP-
ENViencodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

Required field

<SOAP-ENV:Body>

Required field

<DeViceOperation xmIns="www.igrs.org/spec1.0">

Required field

<SoyrceClientld> source client ID </SourceClientld>

Required field,and type is
unsignedint (0 is reserved)

<SedrchAll> TRUE </SearchAll>

Optional field, and type is string.
Search all services. When this {ield
is valid, the following searching
conditions will not be considered.

<SegrchByDeviceName> device name-</SearchByDeviceName>

Optional field, and type is string.
Search service on the device wjth
some name

<SedrchByServiceType> serviece type </SearchByServiceType>

Optional field, and type is URI. [For
definition, see 8.2.3. The searching
is executed according to search type

<SedrchByServiceName> service name </SearchByServiceName>

Optional field, and type is string.
Searching is executed according to
name

<SegrchBybeviceGroupld> device group identifier
</SefprchByDeviceGroupld>

Optional field, and type is URI. [For
definition, see 8.1.3. Search sefvice
within some device group

<SearchByDeviceld> device identifier </SearchByDeviceld>

Optional field, and type is URI. For
definition, see 8.1.2. Search service
on some device

</DeviceOperation>

Required field

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Required field

At least one of the fields among SearchAll, SearchByDeviceName, SearchByDeviceld, SearchByServiceType,
SearchByDeviceGroupld and SearchByServiceName shall be valid. When SearchAll is true, the other fields shall be
ignored; if SearchAll is false, the search result should match with all fields of search precondition.
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If there is any service that meets the search condition among those indexed by the device
receiving the search request, the device may respond according its status. For the master
device in the master/slave group, it includes services it provides and services on slave
devices that it can index in the device group. This master device shall return a service search
response. The other types of devices may respond or ignore the request. The response
message shall be returned to the requesting device within 30 s after the request is sent.

The response message format is defined in Table 66.

Table 66 — Service search response message by proxy

Message Field explanation
HTTR/1.1 200 OK HTTP command line
Ext: Required field
Cache-control:no-cache="Ext” Required field
MAN}”http://www.igrs.org/spec1.0”;ns=01 Required fieldy¢see Clause B.1
01-IGRSVersion:IGRS/1.0 Required field, IGRS version
01-1§RSMessageType: SearchServiceResponseOnDevice Requirged field
01-TargetDeviceld:device identifierthat initiates searching request Regquired field, and type is URI.

For definition, see 8.1.2

01-SpurceDeviceld: acknowledgement device ID Required field, and type is URI,
For definition, see 8.1.2

01-Agknowledgeld:acknowledgement message ID Required field, and type is
unsignedint (0 is reserved). It id
same to Sequenceld in request|ng

message
Contgent-type:text/xml; charset=utf-8 Required field
Contgnt-length: message body length Required field
MAN|”http://www.w3.0rg/2002/12/soap-envelope*ns=02 Required field
02-SpapAction:”IGRS-SearchServiceResponse-OnDevice” Required field

Shall be empty

<SOAP-ENV:Envelope xmins:SOAPR-ENV="http://www.w3.0rg/2002/12/soap- | Required field
envelope"

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

<SOAP-ENV:Body> Required field

<De\iceOperation xmIns=“www.igrs.org/spec1.0“> Required field

<RetprnCode> Résponse status code </ReturnCode> Required field, refer to Clause 1

<TargetClientid>‘target client identifier </TargetClientld> Required field,and type is
unsignedint (0 is reserved)

<SedrechResult> Required field

<ServicelnfoList> Required field

<Servicelnfo> Required field

<Deviceld> device identifier onthat the service is running </Deviceld> Required field, and type is URI.
For definition, see 8.1.2

<Serviceld> service identifier </Serviceld> Required field, and type is
unsignedInt (0 is reserved)

<ServiceName> service name </ServiceName> Required field, and type is string

<ServiceType> service type </ServiceType> Required field, and type is URI.

For definition see 8.2.3
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Message

Field explanation

<ServiceSecurityldList>

<ServiceSecurityld>

service security mechanism description </ServiceSecurityld>

<l--other service security mechanism descriptor -->

</ServiceSecurityldList>

Required field, and type is URI.
For definition, see 8.2.5

<Location> url pointing to service description document </location>

Optional, and type is URI

</Servicelnfo>

Required field

<l--0

her service information-->

</Se

vicelnfoList>

Required field

</Se

brchResult>

Required field

</De

iceOperation>

Required field

</SQO

AP-ENV:Body>

Required field

</SO

AP-ENV:Envelope>

Required field

10.3
10.3

An

IGR
sent
subs

Service online/offline event subscription

.1 Service online/offline event subscription request

scription request is defined in Table 67.

GRS client may send an online/offline event subscription request message to ang
S Device to subscribe to all service online/offline €vents of that device. This messag
through the Device Pipe. The message format of the service online/offline e

ther
eis
vent
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Table 67 — Service online/offline event subscription request message

Message

Field explanation

M-POST /IGRS HTTP/1.1

HTTP extended command line

Host:target host IP:port

Required field

MAN:“http://www.igrs.org/spec1.0%;,ns=01

Required field, see Clause B.1

01-IGRSVersion:IGRS/1.0

Required field, IGRS version
number

01-IGRSMessageType:SubscribeServiceEventRequest

Required field

01-Sequenceld:requesting message sequence ID

Required field, and type is
unsignedint (0 is reserved)

01-SourceDeviceld:the device IDthat initiates request

Required field, and type-is UR
For definition, see |8:1.2

01-TargetDeviceld:target device ID

Required field, and type is UR
For definition)-see 8.1.2

Content-type:text/xml; charset=utf-8

Required\field

Content-length: message body length

Required field

MAN:"http://www.w3.0rg/2002/12/soap-envelope”;ns=02

Required field

02-SoapAction:"IGRS-SubscribeServiceEvent-Request”

Required field

Shall be empty

<SOAP-ENV:Envelope xmIns:SOAP-
ENV="http://www.w3.0rg/2002/12/soap-envelope"

SOAP-

ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

Required field

<SOAP-ENV:Body>

Required field

<DeviceOperation xmIns="http://www.igrs.org/spect.0”>

Required field, see Clause B.[l

<SourceClientld>
source client ID

</SourceClientld>

Required field, and type is
unsignedInt (0 is reserved)

<Subscriptionld>
subscription identifier

</Subscriptionld>

Required field, and type is
unsignedInt (0 is reserved). It
assigned by the subscription
requesting device and sent to|the
subscribed device

is

<ExpectedSubscriptionTerm>
Expected subscription term

</ExpectedSubscriptionTerm>

Required field, in seconds

<SubseriptionFilter>

Required field

<SUbscribeAll>TRUE </SubscribeAll>

Optional field, and type is stripg.
Subscribe all online and offline

eventsthat can be indexed on the
device

<SubscribeByServiceName>
service name

</SubscribeByServiceName>

Optional field, and type is string.
Subscribe some online and offline
events based on service name

<SubscribeByServiceld>
service identifier

</SubscribeByServiceld>

Optional field, and type is URI, For
definition, see 8.1.2. Subscribe
some service online/offline events
based on service identifier

<SubscribeByServiceType>
service type

</SubscribeByServiceType>

Optional field, and type is URI. For
definition, see 8.2.3. Subscribe
service online/offline events of
some service type
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Message

Field explanation

<SubscribeByDeviceGroupld>
device group identifier

</SubscribeByDeviceGroupld>

Optional field, and type is URI. For
definition, see 8.1.3. Subscribe all
service online/offline events within
some device group

<SubscribeByDeviceName>
device name

</SubscribeByDeviceName>

Optional field, and type is string.
Subscribe service online/offline
events of some device

<SubscribeByDeviceld>

Optional field. For definition, see
8.1.2. Subscribe service

device iaentifier

</SubscribeByDeviceld>

online/offline events of some
device

</SubscriptionFilter>

Required field

</DeviceOperation>

Required field

</SOAP-ENV:Body>

Required field

</SOAP-ENV:Envelope>

Required\field

At least one of the fields among SubscribeAll,

SubscribeByDeviceName, SubscribeByDevjceld,

SubscribeByServiceType, SubscribeByDeviceGroupld and SubscribeByServiceName shall be valid. When
SubscribeAll is true, the other fields shall be ignored; if SubscribeAll is false, the subscription result should

match with all fields of search precondition.

10.3
Ino

subg
form

.2 Service online/offline event subscription renewal request

rder to continue a subscription after the current subscription expires, the IGRS Client ghall
send a subscription renewal request based on thé<subscription identifier used in the cufrent
scription before it expires. This message is sent through the Device Pipe. The mesgage
at of the service online/offline event subscription renewal request is defined in Table §8.
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Table 68 — Service online/offline event subscription renewal request

Message Field explanation

M-POST /IGRS HTTP/1.1 HTTP extended command

line

Host:target host IP:port Required field

MAN:“http://www.igrs.org/spec1.0“;ns=01 Required field, see

Clause B.1

01-IGRSVersion:IGRS/1.0 Required field, IGRS version

number

01-IGRSMessageType:RenewSubscriptionServiceEventRequest Required field

01-Sequenceld:requesting message sequence 1D Required field, and(type is

unsignedint (0 is.reserved

01-SourceDeviceld:device IDthat initiates request Required field,sand type ig

URI. For definition, see 8.[1.2

01-TargetDeviceld:target device ID Requijredfield, and type is

URINFor definition, see 8.[1.2

Content-type:text/xml; charset=utf-8 Required field

Content-length: message body length Required field

MAN:”http://www.w3.0rg/2002/12/soap-envelope”;ns=02 Required field

02-SoapAction:"IGRS-RenewSubscriptionServiceEvent-Request” Required field

Shall be empty

<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://www.w3.0tg/2002/12/soap-
envelope"

Required field

SOAP-ENV:encodingStyle="http://schemas.xmlsoap;arg/soap/encoding/">

<SOAP-ENV:Body> Required field

<DeviceOperation xmIns="http://www.igrs.org/{spec1.0"> Required field, see

Clause B.1

<SourceClientld>
source client ID

</SourceClientld>

Required field, and type ig
unsignedInt (0 is reserved

<Subscriptionld>

Required field, and type ig

unsignedInt (0 is reserved)).
Same as previous
subscription ID

subscription identifier

</Subscriptionld>

<ExpectedSubseriptionTerm> Required field, in seconds]
Expected stbscription term

</ExpectedSubscriptionTerm>

</DeviceOperation> Required field

</QﬁAD-FN\/'Rnd\JI anllirad field

</SOAP-ENV:Envelope> Required field

10.3.3 Service online/offiline event subscription response

In a master-slave device group, if the client of the slave device sends a subscription or a
subscription renewal request, the master device shall return a subscription response to the
client. If no master-slave relationship exists between subscription sending and receiving
devices, the device that received the request may return a subscription response. If the
subscription was successful, after receiving a service event subscription request, the
subscribed device shall return a subscription response to the subscriber device. This
response message is sent through the Device Pipe and shall be returned to the requesting
device within 30 s after the request is sent. The message format is shown in Table 69.
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Table 69 — Service online/offline event subscription response

Message

Field explanation

HTTP/1.1 200 OK

HTTP command line

Ext: Required field
Cache-control:no-cache="Ext” Required field
MAN:"http://www.igrs.org/spec1.0”;ns=01 Required field, see Clause B.1

01-IGRSVersion:IGRS/1.0

Required field, IGRS version
number

01-1d

RSMessage:SubscribeServiceEventResponse

Required field

01-A

Cknowledgeld:acknowledgment message sequence ID

Required field, and it is same‘as
the sequence no. of requesting
message

hrgetDeviceld: the device IDthat initiates subscription

Required field, and‘type is URI.
For definition, se€e.8.1.2

burceDeviceld: the subscribed device identifier

Required field,yand type is URI.
For definition, see 8.1.2

Cont

bnt-type:text/xml; charset=utf-8

Requifed field

Cont

bnt-length: message body length

Regquired field

MAN

"http://www.w3.0rg/2002/12/soap-envelope”;ns=02

Required field

02-S

bapAction:"IGRS-SubscribeDeviceEvent-Response”

Required field

Shall be empty

<8O
ENV

SOA

AP-ENV:Envelope xmiIns:SOAP-
F"http://www.w3.0rg/2002/12/soap-envelope”

P-ENV:encodingStyle="http://schemas.xmlsoap.org/seap/encoding/">

Required field

<8O

\P-ENV:Body>

Required field

<DeV

iceOperation xmIns="www.igrs.org/spec1.0”>

Required field

<TargetClientld> Required field, and type is
) ) . unsignediInt (0 is reserved)

targgt client identifier

</TafgetClientld>

<Subscriptionld>

subs

</Su

Cription identifier

bscriptionld>

Required field, and type is

unsignedInt (0 is reserved).
Same as Subscription ID in
request message

<App
appr
</Ap

rovedSubscriptionTerm>
ved subscription term

brovedSubscriptionTerm>

Required field, in seconds, type
is 32-bit unsignediInt (0 is
reserved), if subscription failed,
this value is 0

<Ret

irnCode> subscription return status code </ReturnCode>

Required field, and see
Clause 11

</De

viceOperation>

Required Tield

</SO

AP-ENV:Body>

Required field

</SO

AP-ENV:Envelope>

Required field

10.3.4 Service online/offline event unsubscription

The clients may unsubscribe from an event that has been subscribed. The service event
unsubscription is based on the subscription identifier assigned previously. This message is
sent through the Device Pipe and a response shall not be needed. The message format is
defined in Table 70.
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Table 70 — Service online/offline event unsubscription message

Message

Field explanation

M-POST /IGRS HTTP/1.1

Extended command line

Host:

target host IP:port

Required field

MAN:“http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-IGRSVersion:IGRS/1.0

Required field, IGRS version
number

01-IGRSMessageType:UnSubscribeDeviceEventNotify

Required field

01-S

burceDeviceld: the slave device identifierthat revokes subscription

Required field, and type is URI.

For definition, see 8.1.2

01-T

hrgetDeviceld: target device identifier

Required field, and type is@@R}.

For definition, see 8.1.2

Cont

bnt-type:text/xml; charset=utf-8

Required field

Cont

ent-length: message body length

Required field

MAN

“http://www.w3.0rg/2002/12/soap-envelope”;ns=02

Required field

02-S

bapAction:"IGRS-UnSubscribeDeviceEvent-Notify”

Required-field

Shall\beempty

<8O
ENV

SOA
ENV

AP-ENV:Envelope xmlIns:SOAP-
E"http://www.w3.0rg/2002/12/soap-envelope"

D

encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

Required field

<8O

AP-ENV:Body>

Required field

<DeV

iceOperation xmlIns="www.igrs.org/spec1.0">

Required field

<Soy
sour

</So

rceClientld>
e client identifier

irceClientld>

Required field, and type is
unsignedint

Sub
</Su

<SuIcriptionld>

ription identifier

bscriptionld>

Required field, and type is
unsignediInt (0 is reserved)

</De

iceOperation>

Required field

</SQO

AP-ENV:Body>

Required field

</SO

AP-ENV:Envelope>

Required field

10.3

Whe
corr

.5 Service online/offline event notification

Tab

a 71
1=

n a service online/offline event is triggered, the subscribed device shall send
bsponding event notification to the subscriber device. The message format is defing

the
d in
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Table 71 — Service online/offline event notification message

Message

Field explanation

M-POST /IGRS HTTP/1.1

Extended command line

Host:target host IP:port

Required field

MAN:"http://www.igrs.org/spec1.0”;ns=01

Required field, see Clause B.1

01-IGRSVersion:IGRS/1.0

Required field, IGRS version number

01-IGRSMessageType: NotifyServiceEvent

Required field

01-SourceDeviceld: subscribed device identifier

Required field, and type is URI. For

definition, see 8.1.2

01-TargetDeviceld: device identifierthat initiates subscription

Required field, and type is JR}. Hor
definition, see 8.1.2

Contgent-type:text/xml; charset=utf-8

Required field

Contgnt-length:message body length

Required field

MAN}”http://www.w3.0rg/2002/12/soap-envelope”;ns=02

Required field

02-SpapAction:"IGRS-ServiceEvent-Notify”

Required/figld

Shall be/empty

<SOAP-ENV:Envelope xmins:SOAP-
ENVF"http://www.w3.0rg/2002/12/soap-envelope”

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/'>

Required field

<SOAP-ENV:Body>

Required field

<DeViceOperation xmIns="www.igrs.org/spec1.0">

Required field

<TargetClientld>
targdt client identifier

</TafgetClientld>

Required field, and type is
unsignedint (0 is reserved)

<Subscriptionld>
subgcription ID

</Subscriptionld>

Required field, and type is
unsignedInt (0 is reserved)

<EventType> Online/Offline </EventType>

Required field, and type is string,
service event type.

<Seryicelnfo>

Required field

<!--the subscribing device~simple description information of -->

<DeViceld> device identifier onthat the service is running </Deviceld>

Required field, and type is URI. Hor
definition, see 8.1.2

<SeryiceName>-service name </ServiceName>

Required field, and type is string

<Seryiceld>service identifier </Serviceld>

Required field, and type is
unsignediInt (0 is reserved)

<SeryiceType> service type </ServiceType>

Required field, and type is URI. Hor

definition, see 8.2.3

<ServiceSecurityldList>

<ServiceSecurityld>

security mechanism adopted by the device
</ServiceSecurityld>

<!--other service security mechanism descriptor -->

</ServiceSecurityldList>

Required field, and type is URI. For
definition, see 8.2.5

</Servicelnfo>

Required field

</DeviceOperation>

Required field

</SOAP-ENV:Body>

Required field

</SOAP-ENV:Envelope>

Required field
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10.4 Service description document retrieval
10.4.1 Retrieve service description document request

IGRS Clients may get detailed IGRS Service description information by sending a service
description retrieval request message. The message format is shown in Table 72.
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Table 72 — Retrieve service description document request message

Message

Field explanation

M-GET /IGRS HTTP/1.1

HTTP command line

HOST: target host IP address :port

Required field

ACCEPT-LANGUAGE: expected description language

Recommended field,
and the description
conforms to RFC 1766.

MAN:”http://www.igrs.org/spec1.0”;ns=01

Required field, see
Clause B.1

D1-IGRSVersion:IGRS/1.0

Required field, IGRS
version

D1-1IGRSMessageType:GetServiceDescriptionRequest

Required field, content
shall be x, withnx*being
exactly the(eontent of

the corresponding left

hand celumn

D1-SourceDeviceld: Source device IDthat is sending request

Required field, and the
type is URI. For
definition, see 8.1.2

D1-TargetDeviceld: target device ID

Required field, and the
type is URI. For
definition, see 8.1.2

D1-Sequenceld: Device Pipe message sequence ID

Required field, and the
type is 32-bit
unsignedInt (0 is
reserved)

Content-type:text/xml; charset=utf-8

Required field

Content-length:message body length

Required field

IMAN:”"http://www.w3.0rg/2002/12/soap-envelope*;ns=02

Required field

02-SoapAction:"IGRS-GetServiceDescription-Request”

Required field

Shall be empty

<SOAP-ENV:Envelope
kmIns:SOAP-ENV="http://www:w3.0rg/2002/12/soap-envelope”
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/

soap/encoding/”>

Required field

<SOAP-ENV:Body>

Required field

<DeviceOperation xmlIns="http://www.igrs.org/spec1.0”>

Required field, see

Clause B.1
<Clientld> Required field, and the
PP " L o . type is 32-bit
T T WiTuU 1o DUIIUIIIS QCTVIUT UGD\;II'JUUII IULIUUDL UnS'gnedInt (O |S
</Clientld> reserved)

<Serviceld> target service ID </Serviceld>

Required field. For
definition, see 8.2.2.

<Sequenceld>
service description request message sequence ID

</Sequenceld>

Required field, and the
type is 32-bit
unsignedint (0 is
reserved)

</DeviceOperation>

Required field

</SOAP-ENV:Body>

Required field

/SOAP-ENV:Envelope>

Required field
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10.4.2 Retrieve service description document response

After receiving a retrieval service description document request message, the device shall
return a response through the Device Pipe to the requesting device within 30 s after the
request is sent. The response message format of the device that receives the retrieval service

description document request message is defined in Table 73.

Table 73 — Retrieve service description document response message

Message

Field Explanation

HITRP/1 4 200 0K

HTTP commandline.

CONTENT-LENGTH: message body content length

Required field

CONTENT-TYPE:text/xml; charset=utf-8

Required field

CONTENT-LANGUAGE: documentation description language

When/only when the
requestingimessage
includes ACCEPT-
LANGUAGE field, and
the.field is a Required
field. For the languags
description, see RFC
1766

Ext:

Required field

Cache-control:no-cache="Ext”

Required field

MAN:"http://www.igrs.org/spec1.0”;ns=01

Required field, see
Clause B.1

01-IGRSVersion:IGRS/1.0

Required field

01-IGRSMessageType:GetServiceDescriptionResponse

Required field, conten
shall be x, with x being
exactly the content of
the corresponding left
hand column

01-Acknowledgeld:Device Pipe response.acknowledgement ID

[¢)

Required field, and tyq
is 32-bit unsignediInt (
is reserved). It is sam{
as “Sequenceld” in thg
request message

01-SourceDeviceld: source device IDthat is sending response

Required field and typ
is URI. For definition,
see 8.1.2.

uy

01-TargetDeviceldr target device ID

Required field, and tyq
is URI. For definition,
see 8.1.2.

[

MAN:”httpTHwww.w3.0rg/2002/12/soap-envelope”;ns=02

Required field

02-SeapAction:"IGRS-GetServiceDescription-Response”

Required field

Shall be empty

<SOAP-ENV:Envelope
xmIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<SOAP-ENV:Body>

Required field

<DeviceOperation xmIns="http://www.igrs.org/spec1.0”>

Required field, see
Clause B.1

<Clientld>
client ID who is sending response

</Clientld>

Required field, and type
is 32-bit unsignedint (0
is reserved)

<Serviceld>

Responding service 1D

Required field, and type
is 32-bit unsignedint (0
is reserved). For
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Message Field Explanation

</Serviceld> definition, see 8.2.2

<Acknowledgeld> Required field, and the
. . I type is 32-bit
getting service description response acknowledgement ID unsignedint (0 is

reserved). Same as
Sequenceld in the
request message

</Acknowledgeld>

<ReturnCode> getting service description return code </ReturnCode> Required field. For
definition, see
Clause 11
<ServiceDescription> The service description
) . is based on service
Service description document description template.

</ServiceDescription>

</DeviceOperation> Required/field

</SOAP-ENV:Body> Required field

</SOAP-ENV:Envelope> Required field
10.4.3 Other approaches to retrieve service description documents

Each IGRS Service may define a retrieval interface for specifie service description documg

by
and
des

10.9

10.9.

IGRP clients may get a service security:'mechanism description via a related IGRS Sen
advertisement and the detailed service‘description document. To invoke the service, an 1
Clienpt shall first set up a session with the IGRS Service according to the requirem
des¢ribed by the service security mechanism.

10.5

The

Step 1

A cl
meg
targ
Tab

nts

sing device description documents. In addition to the ‘approaches introduced in 1(.4.1

10.4.2, through the provided interface, IGRS Clients.may retrieve corresponding serv
ription documents through an unsecure pipe.

Session

1 Session setup condition

.2 Common session.setup and teardown process

interactive steps_gf-a'session setup process are described as follows.

ice

vice

RS
ent

ent generates a token based on the appropriate access control descriptor, authenticgtion

hanjsm;," cryptographic algorithm, etc., and sends a request to set up a session with
bt/service to the device providing that service using the message format definefd
ev4.

the
in
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Table 74 - Common session setup request message

Message

Field explanation

M-POST /IGRS HTTP/1.1

Extended HTTP command line

HOST: target host IP: port

Required field

MAN:"http://www.igrs.org/session”;ns=01

Required field, see Clause B.2

01-IGRSVersion:IGRS/1.0

Required field, IGRS version
number

01-IGRSMessageType:CreateSessionRequest

Required field

01-TargetDeviceld: target device identifier

Required field, and type is UR
For definition, see 8.1.2

01-SourceDeviceld: source device identifier

Required field, and type-is UR
For definition, see |8:1.2

01-Sequenceld: Device Pipe message requesting sequence 1D

Required field, and type is
unsignedInt (0-js reserved)

Content-type:text/xml; charset=utf-8

Required\field

Content-length: message body length

Required field

MAN:"http://www.w3.0rg/2002/12/soap-envelope”;ns =02

Regquired field

02-SoapAction:"IGRS-CreateSession-Request”

Required field

Shall be empty

<SOAP-ENV:Envelope xmins:SOAP-
ENV="http://www.w3.0rg/2002/12/soap-envelope"

SOAP-

ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

Required field

<SOAP-ENV:Body>

Required field

<Session xmIns="www.igrs.org/spec1.0">

Required field

<SourceClientld> source client ID </SourceGlientld>

Required field, and type is
unsignedInt (0 is reserved)

<TargetServiceld> target service ID </TargetServiceld>

Required field, and type is
unsignedInt (0 is reserved)

<Sequenceld> session creation(Sequence ID </Sequenceld>

Required field, and type is
unsignediInt (0 is reserved)

<Userlnfo>

Required field

<SourceUserld> Souree user ID </SourceUserld>

Required field, and type is
string. For definition, see 8.4

<ServiceSecurityld>
service seelirity mechanism description identifier

</ServieeSecurityld>

Required field. For definition,
see 8.2.5

<Token> the Token content generated by user </Token>

Required field, and type is
base64binary

<!I-- other info about the client-->

Optional

</Userinfo>

Required field

</Session>

Required field

</SOAP-ENV:Body>

Required field

</SOAP-ENV:Envelope>

Required field

A token is a kind of certificate with a special trust attribute. The token defined in this protocol
is used mainly for identity authentication during the session setup. The setup and structure
are defined in Table 75.
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Table 75 — Token setup and structure

Selected status

authentication mechanism AuthenticationAlgorithm Token
URN:IGRS:Security:NULL
URN:IGRS:ServiceSecurity:Pr PreSharedKeyAuthen {nonce, PreSharedKeyAuthen(nonce||
eSharedKey client ID, preshared secret key)}
URN:IGRS: PublicKkeyAuthen {nonce, client public key certificate,
ServiceSecurity:PKlCertificate (signature result of message

{noncel|client ID} using private key
based on PublicKeyAuthen)}

URN]IGRS: Kerberosv5 Generate Ticket based on the third
ServiceSecurity:thirdPartyAuth party authen secret key algorithm
enSefrvice

Step 2

After receiving a session setup request from a client, the service previsioning device shall
che¢k the validity of the token in the request based on the user idéentifier of the request|and
the user authentication algorithm. If the check is valid, the servieé provisioning device s$hall
return “session setup succeed” response; otherwise, it shatl\send a “session setup [fail”
resgonse. The response message shall be returned to the régquesting device within 30 s after
the fequest is sent. The format is defined in Table 76.
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Table 76 — Common session setup response message

Message Field explanation
HTTP/1.1 200 OK HTTP command line
Ext: Required field
Cache-control:no-cache="Ext” Required field
MAN:"http://www.igrs.org/session”;ns=01 Required field, see Clause B.2
01-IGRSVersion:IGRS/1.0 Required field, IGRS version

number

01-IRSMessageType: CreateSessionResponse Required field
01-T4rgetDeviceld: target device ID Required field, and type.iss\URI.

For definition, see 8.172

01-SqurceDeviceld: source device ID Required field, and type is UR
For definition, seg 8.1.2

01-Agknowledgeld: Device Pipe acknowledgement sequence ID Required fieldyand type is
unsignedint’(0 is reserved). It
same,as the Device Pipe
Sequenceld in the request

is

Content-type:text/xml; charset=utf-8 Reduired field
Contg¢nt-length: message body length Required field
MAN{ http://www.w3.0rg/2002/12/soap-envelope”;ns=02 Required field
02-SgapAction:”IGRS-CreateSession-Response” Required field

Shall be empty

<SOAP-ENV:Envelope xmins:SOAP-ENV="http://www.w3.0rg(2002/12/soap- Required field
envelppe"

SOAR-ENV:encodingStyle="http://schemas.xmlsoap.org/spap/encoding/">

<SOAP-ENV:Body> Required field
<Ses$ion xmIns="http://www.igrs.org/spec1.0"> Required field, see Clause B.[l
<SoufceServiceld> source service ID </SourceServiceld> Required field, and type is

unsignedInt (0 is reserved)

<TargetClientld> target client ID </TargetClientld> Required field, and type is
unsignedint (0 is reserved)

<TargdetUserld> target user ID, </TargetUserld> Required field, and type is strjng.
For definition, see 8.4

<Ackpowledgeld> ackngwledgement ID </Acknowledgeld> Required field, and type is
unsignedInt. (0 is reserved) lf|is
same as the SequencelD in the
request message body

<RetyrnCode>\return code of the session creation process </ReturnCode> Required field, see Clause 11
</Segsion> Required field

</SO kD_FN\/'Rndy> Required field
</SOAP-ENV:Envelope> Required field

Step 3

Tear down the session and generate a notification using the message format defined in
Table 77.
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Table 77 — Common session teardown notification message

Message Field explanation
M-NOTIFY /IGRS HTTP/1.1 Extended HTTP command line
Host: host IP address:port Required field
MAN:"http://www.igrs.org/session”;ns=01 Required field, see Clause B.2
01-IGRSVersion:IGRS/1.0 Required field, IGRS version number
01-IGRSMessageType:DestroySessionNotify Required field
01-SourceDeviceld: source device identifier Required field, and type is URI. For
definition, see 8.1.2
01-TargetDeviceld:target device identifier Required field, and type is URk.For
definition, see 8.1.2
Content-type:text/xml; charset=utf-8 Required field
Content-length: message body length Required field
MAN:"http://www.w3.0rg/2002/12/soap-envelope”;ns=02 Required field
02-SoapAction:"IGRS-DestroySession-Notify” Required field

Shall berempty

<SOAP-ENV:Envelope xmIns:SOAP- Required field
ENV="http://www.w3.0rg/2002/12/soap-envelope"

SOAP-

ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/,

"

<SOAP-ENV:Body> Required field

<Session xmIns="www.igrs.org/spec1.0"> Required field

<SourceServiceld> Optional field, and type is unsignedInt

(0 is reserved). When service side is
ending the session, this field is
</SourceServiceld> required, else this field does not exist

source service identifer

<SourceClientld> Optional field, and type is unsignedInt
(0 is reserved). When client side is
ending the session, this field is

</SourceClientld> required, else this field does not exist

source client identifer

<TargetServiceld> Optional field, and type is unsignedInt
(0 is reserved). When client side is
ending the session, this field is

required, else this field does not exisjt

target service ID

</TargetServiceld>

<TargetClientld> Optional field, and type is unsignedint
(0 is reserved). When service side

target clientdD terminates the session this field is

</TargetClientld> required. Otherwise the field does nqt
exist

<Token> Token of session </Token> Required field, and type is base64birjary

</Session> Required field

</SOAP-ENV:Body> Required field

</SOAP-ENV:Envelope> Required field

10.5.3 Session setup when service access control in master/slave device group is not
consistent with device pipe security attribute

When the access security control of a service requires a secure Device Pipe between the
requesting client device and the device that provides this service, but the Device Pipe setup
between these two devices does not agree with this requirement, and if both devices belong
to the same master/slave device group, the session shall be set up according to the following
steps.
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a) Same as step 1in 10.5.2.

b) Same as step 2 in 10.5.2, and the response status code in message shall be “Failed

c)

device authority”.

The client selects the appropriate service security mechanism descriptor based on a
trusted third party. The descriptor is selected from the Encryption Algorithm list supported
by the service description of the service provider. The client encapsulates the client device
identifier, service provider device identifier, and the Encryption Algorithm description ID
into a request to the master device for session encryption key generation. The message
format is defined in Table 78.
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Table 78 — Retrieve session encryption key generation request

Message

Field explanation

M-POST /IGRS HTTP/1.1

Extended HTTP command line

HOST: target host IP: port

Required field

MAN:"http://www.igrs.org/session”;ns=01

Required field, see Clause B.2

01-IGRSVersion:IGRS/1.0

Required field, IGRS version number

01-IGRSMessageType:ApplySessionKeyRequest

Required field

01-TargetDeviceld: target device identifier

Required field, and type is URI. For

definition, see 8.1.2

01tSourceDeviceld: source device identifier

Required field, and type is URI. For
definition, see 8.1.2

01{Sequenceld: Device Pipe message requesting 1D

Required field, and type is unsignedint (O
reserved)

is

Content-type: text/xml; charset=utf-8

Required field

Content-length: message body length

Required field

MAN:”http://www.w3.0rg/2002/12/soap-envelope”;ns =02

Required field.

02{SoapAction:”IGRS-ApplySessionKey-Request”

Required field

Shall be_empty

<SIOAP-ENV:Envelope xmins:SOAP-
ENV="http://www.w3.0rg/2002/12/soap-envelope"

SQAP-

g/'b

ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encodin

Required field

<SlOAP-ENV:Body>

Required field

<Session xmIns="www.igrs.org/spec1.0">

Required field

<(lientld> source client Identifier </Clientld>

Required field, and type is unsignedint (0
reserved)

is

<Slerviceld> target service identifier </Serviceld>

Required field, and type is unsignedint (0
reserved)

is

<AluthenServiceld> Authen Servicelldentifier
</AuthenServiceld>

Required field, and type is unsignedint

sefijuence ID </Sequenceld>

<Slequenceld> requesting session encryption secret key

Required field, and type is unsignedint (0
reserved)

is

<SlerviceHOSTDeviceld>
Tafget service device ID

</$erviceHOSTDeviceld>

Required field, for definition see 8.1.2

<SlerviceSecurityld>

SeyviCe security mechanism description identifier

Required field, and type is URI. For
definition, see 8.2.5

d : Q IR
</ clrvittotuiurnyiu

</Session>

Required field

</SOAP-ENV:Body>

Required field

</SOAP-ENV:Envelope>

Required field

d) After the master device receives a session encryption key generation request from a client,
it shall generate a random bit string in proper length to be the session encryption key
based on the Encryption Algorithm in the request. It shall also encrypt the session
encryption key generated, client identifier, and related Encryption Algorithm description ID
into Cipher 1 with the pre-shared key security mechanism set up between the master
device and client device. Meanwhile, it encrypts {service identifier, client identifier, service
security mechanism identifier based on trusted third party that is supported by both the
client and target service, session encryption key} into Cipher 2 with the pre-shared key
and mutually shared encryption algorithm between the master device and service provider
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device. It then sends Cipher 1 and Cipher 2 to the client. This message shall be returned
to the requesting device within 30 s after the request is sent. The message format is

defined in Table 79.

Table 79 — Retrieve session encryption key generation response

Message

Field explanation

HTTP/1.1 200 OK

HTTP command line

Ext:

Required field

Cache-control:no-cache="Fxt”

Required field

MAN:"http://www.igrs.org/session”;ns =01

Required field, see Clause B\2

01-IGRSVersion: IGRS/1.0

Required field, IGRS version
number

01-IGRSMessageType:ApplySessionKeyResponse

Required field

01-TargetDeviceld:target device identifier

Required field,see 8.1.2

01-SourceDeviceld:source device identifier

Required field;y'see 8.1.2

01-Acknowledgeld:Device Pipe acknowledgement sequence ID

Required field, and it is the same
as the‘request sequence ID of
Device Pipe

Content-type:text/xml; charset=utf-8

Required field

Content-length: message body length

Required field

MAN:"http://www.w3.0rg/2002/12/soap-envelope”;ns =02

Required field

02-SoapAction:"IGRS-ApplySessionKey-Response”

Required field

Shall be empty

<SOAP-ENV:Envelope xmins:SOAP-
ENV="http://www.w3.0rg/2002/12/soap-envelope*

SOAP-
ENV:encodingStyle="http://schemas.xmlsgap.org/soap/encoding/">

Required field

<SOAP-ENV:Body>

Required field

<Session xmIns="www.igrs.org/spect.0">

Required field

<Serviceld> source service identifier </Serviceld>

Required field, and type is
unsignediInt (0 is reserved)

<Clientld> target client ldentifier </Clientld>

Required field, and type is
unsignedInt (0 is reserved)

<ReturnCode> return code of session encryption secret key
</ReturnCode>

Required field, see Clause 11

<Acknowledgeld> sequence ID of the acknowledgement session
encryption.secret key </Acknowledgeld>

Required field, and it is the same
as the sequence ID of the
session encryption secret key

<@ipher1> cipher1 from master device </Cipher1>

Required field, type is base64

hinary

<TargetServiceHOSTDeviceld> target service slave device identifier
</TargetServiceHOSTDeviceld>

Required field, see 8.1.2

<TargetServiceld> target service identifier on the slave device
</TargetServiceld>

Required field, type is 32-bit
unsignediInt (0 is reserved)

<Cipher2> Cipher2 from master device </Cipher2>

Required field, type is base64
binary

</Session>

Required field

</SOAP-ENV:Body>

Required field

</SOAP-ENV:Envelope>

Required field

e) After the client receives the session encryption key retrieval response from the master
device, it shall extract message Cipher 1 and Cipher 2, and decrypt Cipher 1 with pre-
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shared key of master device to retrieve session encryption key. It then sends Cipher 2 to
the service provider device. The message format is defined in Table 80.

f)

Table 80 — Session encryption key transfer request message

Message

Field explanation

M-POST /IGRS HTTP/1.1

Extended HTTP command line

Host:target host IP:port

Required field

MAN:”http://www.igrs.org/session”;ns=01

Required field, see Clause B.2

TG RSVersion TGRS0

Reguiredfretd;, TGRS version

01-IGRSMessageType:TransferSessionKeyRequest

Required field

01-TargetDeviceld:target device ID

Required field, and type is URI. For
definition, see 8.1.2

01-SourceDeviceld:source device ID

Required field, and_type’is URI. For
definition, see 8.1.2

01-Sequenceld: Device Pipe requesting message ID

Required fieldy and type is
unsignedInt/(0”is reserved)

Content-type:text/xml; charset=utf-8

Required.field

Content-length: message body length

Required field

MAN:"http://www.w3.0rg/2002/12/soap-envelope”;ns =02

Required field

02-SoapAction:"IGRS-TransferSessionKey-Request”

Required field

Shall be empty

<SOAP-ENV:Envelope xmins:SOAP-
ENV="http://www.w3.0rg/2002/12/soap-envelope"

SOAP-

ENV:encodingStyle="http://schemas.xmlsoap.arg/seap/encoding/"

>

Required field

<SOAP-ENV:Body>

Required field

<Session xmIns="www.igrs.org/spec1.0">

Required field

<Clientld> client Identifier </Clientld>

Required field, and type is
unsignedint (0 is reserved)

<Serviceld> target service identifier </Serviceld>

Required field, and type is
unsignedInt (0 is reserved)

<Sequenceld> sequence ID of session encryption key transfer
message </Sequenceld>

Required field, and type is
unsignedInt (0 is reserved)

<TrustedthirdDeyiceld> trusted third party device identifier
</TrustedthirdDeviceld>

Required field, see 8.1.2

<Cipher2> cipher 2 </Cipher2>

Required field, type is base64
binary

<{Session>

Required field

</SUAF-ENVIBOdy~>

RKequired tield

</SOAP-ENV:Envelope>

Required field

After the service provider receives the session encryption key request and extracts
Cipher 2, it shall decrypt Cipher 2 with the pre-shared key between itself and the master
device. It shall confirm the client identifier, service security mechanism identifier based on
a trusted third party that is supported by both the client and target service, and the
session encryption key. Then a response message shall be sent to the client within 30 s
after the request was sent. The client shall be set as a trusted device immediately. The
response message format is defined in Table 81.
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Table 81 — Session encryption key transfer response message

Message

Field Explanation

HTTP/1.1 200 OK

HTTP command line

Ext:

Required field

Cache-control:no-cache="Ext”

Required field

MAN:”http://www.igrs.org/session”;ns =01

Required field, see Clause B.2

01-IGRSVersion: IGRS/1.0

Required field, IGRS version

01-IGRSMessageType:TransferSessionKeyResponse

Required field

01-TargetDeviceld: target device identifier

Required field, and type is URL.Fo
definition, see 8.1.2

01-SourceDeviceld: source device identifier

Required field, and type,is URI. Fo
definition, see 8.1.2

01-Acknowledgeld: Device Pipe acknowledgement message
sequence ID

Required field, ang,it’is' the same als
the sequence ID\ef the Device Pipq
request message

Content-type:text/xml; charset=utf-8

Required field

Content-length: message body length

Required-field

MAN:"http://www.w3.0rg/2002/12/soap-envelope”;ns=02

Required field

02-SoapAction:"IGRS-TransferSessionKey-Response”

Required field

Shall be empty

<SOAP-ENV:Envelope xmins:SOAP-
ENV="http://www.w3.0rg/2002/12/soap-envelope"

SOAP-

ENV:encodingStyle="http://schemas.xmlsoap.org/sdap/encoding/">

Required field

<SOAP-ENV:Body>

Required field

<Session xmIns="www.igrs.org/spec1.0">

Required field

<TargetClientld> target client identifier </TargetClientld>

Required field, and type is
unsignedint (0 is reserved)

<ReturnCode> response status code </ReturnCode>

Required field, see Clause 11

</Session>

Required field

</SOAP-ENV:Body>

Required field

</SOAP-ENV:Envelope>

Required field

\fter the client receives the session encryption key transfer response from the senvice
rovideritéshall regenerate a session setup request based on the access control stra

fegy

equirement from the service provider. The client sends this request to the senvice
rovider device after encrypting with the session encryption key. The message format is

amie as in step 1 of 10.5.2.

h) The service provider device decrypts for the session setup received with the session
encryption key, and implements a validity check of the Token in the request based on the
user identifier and user authentication algorithm in the request. If the check is valid, it
shall return a session setup success response to the client; otherwise it shall return a
session setup fail response. The response format is the same as in step 2 of 10.5.2. The
response shall also be encrypted with the session key. If the session setup is enabled, the
message interacting on this session shall be encrypted and transmitted with the session

encryption key until this session is torn down.

Session teardown. The message format is the same as in step 3 of 10.5.2.


https://iecnorm.com/api/?name=4345503d17deb61e8fb50cfddee7fb57

14543-5-1 © ISO/IEC:2010(E) - 137 -

10.6 Service invocation
10.6.1 Service invocation request message

The client may invoke a target service based on the session setup between the client and the
target service. For the definition of the service invocation request message, see Table 82.

Table 82 — Service invocation request message

Message Field explanation
M-PQST /GRS HTTP/1 1 Extended HTTP comman
line
Host] target host IP address: port Required field
MAN}’http://www.igrs.org/spec1.0”;ns=01 Required field, sée
Clause B.1
01-IRSVersion: IGRS/1.0 Requiredfigld, IGRS versjon
number
01-IRSMessageType:InvokeServiceRequest Required field
01-SpurceDeviceld: requesting device identifier Required field, and type ig
URI. For definition, see 8./1.2
01-TargetDeviceld: target device identifier Required field, and type is
URI. For definition, see 8./1.2
Contgnt-Type:text/xml; charset=utf-8 Required field
Contgnt-Length: Message body length Required field
MAN}”http://www.w3.0rg/2002/12/soap-envelope”;ns=02 Required field
02-SpapAction:"IGRS-InvokeService-Request” Required field
Shall be empty
<SOAP-ENV:Envelope xmins:SOAP-ENV="http://www.w3.0rg/2002/12/soap- Required field
envelope"

SOAP-ENV:encodingStyle="http://schemas.xml|soap.org/soap/encoding/">

<SOAP-ENV:Body> Required field
<Segsion xmIns="http://www.igrs.org/Spec1.0”> Required field, see
Clause B.1
<SoyrceClientld> source client identifier </SourceClientld> Required field, and type i
unsignedint (0 is reservejl)

<TargetServiceld> target service identifier </TargetServiceld> Required field, and type iJ
unsignediInt (0 is reserved

<Sequenceld> invacation sequence ID </Sequenceld> Required field, and type ig
unsignedInt (0 is reserved

<!--Here is-the specific invocation acknowledgement message-->

</Session> Required field
</SOAP-ENV:Body> Required field
</SOAP-ENV:Envelope> Required field

10.6.2 Service invocation response message

The response message is defined in Table 83.
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Table 83 — Service invocation response message

Message Field explanation
HTTP/1.1 200 OK HTTP command line
Ext: Required field
Cache-control:no-cache="Ext” Required field
MAN:"http://www.igrs.org/spec1.0”;ns=01 Required field, see
Clause B.1
01-IGRSVersion: IGRS/1.0 Required field, IGRS version
number
01-I§RSMessageType:InvokeServiceResponse Required field
01-TargetDeviceld: target device identifier Required field, and, type is
URI. For definition,"see 8./1.2
01-SpurceDeviceld: requesting device identifier Required fieldy and type is
URI. Fordefinition, see 8./1.2
Contgent-Type:text/xml; charset=utf-8 Required field
Contgnt-Length: Message body length Required field
MAN}”http://www.w3.0rg/2002/12/soap-envelope”;ns=02 Required field
02-SpapAction:"IGRS-InvokeService-Response” Required field

Shall be empty

<SOAP-ENV:Envelope xmins:SOAP-ENV="http://www.w3.0rg/2002/12/seap- Required field
envelope"

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/enceding/">

<SOAP-ENV:Body> Required field

<Segsion xmIns="http://www.igrs.org/spec1.0"> Required field, see
Clause B.1

<SoyrceServiceld> source service identifier </SourceServiceld> Required field, and type i

unsignedInt (0 is reserved

<TargetClientld> target client identifier </TargetClientld> Required field, and type isl
unsignedInt (0 is reserved

<Ackhowledgeld> invocation responsé sequence ID </Acknowledgeld> Required field, and type is
unsignediInt (0 is reserved
same as the SequencelD
the invocation request

=}

<RetprnCode> response §tatus code </ReturnCode> Required field, see
Clause 11

<!--Here is the speg¢ific' invocation acknowledgement message-->

</Segsion> Required field
</SOAP-ENV;Body> Required field
</SOAP<ENV:Envelope> Required field

10.6.3 Notification message based on session

In an IGRS session, clients and services may send notification messages (see 7.2.1) to each
other. The message is defined in Table 84.
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Table 84 — Notification message based on session

Message

Field explanation

M-NOTIFY /IGRS HTTP/1.1

Extended HTTP command

line

Host: target host IP address: port Required field

MAN:"http://www.igrs.org/spec1.0”;ns=01 Required field, see
Clause B.1

01-IGRSVersion: IGRS/1.0 Required field, IGRS version
number

01-IGRSMessageType:SendNotification Required field

01-TargetDeviceld:target device identifier Required field, and\typelis
URI. For definition,"see B.1.2

01-SpurceDeviceld: source device identifier Required field, and typelis
URI. For definition, see B.1.2

01-Sequenceld: Device pipe acknowledgement message sequence ID Requiredfield, and typelis
unsignedInt (0 is reservgd).
Same as the request
message Device Pipe 10

Contgnt-Type:text/xml; charset=utf-8 Required field

Contgnt-Length: message body length Required field

MAN}”http://www.w3.0rg/2002/12/soap-envelope”;ns=02 Required field

02-SpapAction:"IGRS-Send-Notification” Required field
Shall be empty

<SOAP-ENV:Envelope xmins:SOAP-ENV="http://www.w3.0rg/2002/12/soap- Required field

envelope"

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.ordg/soap/encoding/">

<SOAP-ENV:Body> Required field

<Segsion xmIns="http://www.igrs.org/spec1.0™request="NoResponse”> Required field, “request’
attribute indicates that np
response is needed, se¢q
Clause B.1

<SoyrceSessionEndpoint> source_séervice or client identifer Required field, and typelis

</SopirceSessionEndpoint> unsignedInt (0 is reservgd). If
message is sent from cljent
to service, this value is ¢lient
ID; otherwise, it is servige ID

<TargetSessionEndpoint> target client or service ID </TargetSessionEndpoint> Required field, and typelis
unsignedInt (0 is reservgd). If
message is sent from sqrvice
to client, this value is client
ID; otherwise, it is servige ID

<I--Herg’is-the specific event information -->
</SeSsien Regtired-fietd
</SOAP-ENV:Body> Required field

</SO

AP-ENV:Envelope>

Required field

11

Request/response status codes

In IGRS request/response messages, the response status code in the response message is
composed of three integers. The specific category and definition are defined in Table 85 and
Table 86.
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Table 85 — Response status code category

Response Status Code

Content

1xx General information response status code

2xx Device (device group) related message response status code
3xx Service related message response status code

4xx Sesstonretated-message—Ffespense-status—eode

5xx| Security related status code

B6XxX

Internal error code
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Table 86 — Response status code definition

Response status code

Content

100

Success

101 Internal service failure

102 Target device protocol version not supported

201 Requested device prohibited

203 Device group joining failed, authentication failed

204 _Device d_etailed descript_ion in_formation access failed, device detailed description
information does not exist or is blank

205 Device online/offline event subscription failed

206 Device (Service) online/offline event subscription does not exist

207 No matched results

303 Service invocation failed, unidentified invocation request

304 Service detailed description information does not exist or blank

305 Service invocation failed, session is not setup

307 Subscription does not exist

309 Status data requested to be subscribed does not exist

400 Session setup failed, authentication failed

401 Target service does not exist

402 Failed user authority

403 Failed device authority

404 Device pipe setup failed, authentication failed

405 Device pipe setup failedytarget device does not exist

406} Concurrence numbertexceeds limit, session setup failed

501 Secur_ity mechan_ism ‘has been selected, but negotiation specific to the actual
security mechanism is needed

502 Security negotiation request ignored

503 Security'negotiation process suspended

504 Security negotiation failed

505 D authentication failed

506 Ticket request failed

507 Ticket transmission failed

508 ACL checking failed

600 Unmatched protocol version, request message unresolved
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Annex A
(normative)

IGRS service discovery protocols (ISDP)

A.1 General

Based on Simple Service Discovery Protocol (SSDP), the IGRS Service Discovery Protocol
(ISDP) extends SSDP as specified in Clause 1 of ISO/IEC 29341-1 with the additional device
groJp discovery speciiied In Clause A.Z and Clause A.3. ISDP provides a mechanism
whefeby network clients and client groups, with little or no static configuration, can disepver
network services.

A.2| ISDP message format

A.2/1 General

ISDP uses part of the header format of HTTP 1.1 as defined in RFG2616. However, it is NOT
basé¢d on full HTTP 1.1 as it uses UDP instead of TCP, and it has4ts,own processing rules.

All ISDP messages shall be formatted according to 4.1 “Message Types” of RFC 2616. IBDP
messages shall have a start-line and a list of messagé _headers. While ISDP shares| the
defipitions of SSDP start-lines and message header; it’also has additional requiremgnts.
ISDP messages shall only use one of the three start<lines as defined in A.2.2. For each fype
of I3DP messages, ISDP also restricts the number ofvallowed fields and message headerg as
defined in A.2.3.

A.22 ISDP start-lines

Each ISDP message shall have exactly one start-line. See A.2.3 and A.2.4 below for| the
defipition of all possible ISDP messages. The start-line shall be formatted either as defingd in
5.1 |Request-Line” or 6.1 “Status:Line” of RFC 2616. Furthermore, the start-line shall be|one
of the following three. Please refer'to SSDP and HTTP extensions (defined in IETF RFC 3774)
for more details.
NOT|FY * HTTP/1.1\r\n
M-SHARCH * HTTP/1.1\nn

HTTKR/1.1 200 OK\A\A

A.23 ISDP message headers

Thelmessage headers in an |ISDP message shall be formatted according to 4 2 “Message
Headers” of RFC 2616. This specifies that each header field consists of a name followed by a
colon (":") and the field value. ISDP restricts allowed field values; they should not span
multiple lines.

The following HTTP headers shall be included in a NOTIFY * HTTP/1.1\nin ISDP
message:HOST,CACHE-CONTROL,LOCATION,NT,NTS,SERVER,USN. Please refer to SSDP and HTTP
extensions for more details.

The following HTTP headers shall be included in an M-SEARCH * HTTP/1.1\nn ISDP
message:HOST,MAN,MX,ST. Please refer to SSDP and HTTP extensions for more details.
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4 ISDP processing rules

When an ISDP message is received that is not formatted according to A.2.2, receivers should
silently discard the message. Receivers may try to parse such ISDP messages to try to

inte

roperate.

When parsing ISDP headers, receivers shall parse all required ISDP-defined header fields
(see A.2.2 and A.2.3) and may skip all other header fields. Receivers shall be able to skip

hea

der fields they do not understand.

A.3 ISDF usage In IGRS specification
Thig clause defines the ISDP protocol used in IGRS Device Advertisement, Device-Sedrch,
Devjce Group Advertisement, Device Group Search, Service Advertisement 'and Sernvice
Seafch messages.
ISDP supports Device Group Advertisement and Device Group Search:)ySome of the field
values required by HTTP headers are defined below.
HOST
Required. Multicast channel shall be 239.255.255.250:3880.
CACHE-CONTROL
Required. Used in device and device group advertisement'mechanisms.
LOCATION
Required. Contains a URL to description documents of devices, device groups or services. The formats of
IGRS device and service description documents are defined in 8.1.1 and 8.2.1
NT
Notification Type. Shall be one-of the following:
uuid:device identifier
Type is URI, refer to 8.1.2
uuid:device group identifier
Definition of device refer to 8.1.3
uuid:sefvice type identifier
Type is URI, refer to 8.2.3
NTS
Notifieation Sub-type. Shall be one of the following:
isdp:alive
isdp:byebye
isdp:groupalive
isdp:groupbyebye
isdp:quitgroup
SERVER
OS name/OS version, IGRS/1.0, product name/product version.
USN

Unique Service Name. ldentifies a unique instance of a device or service. Shall be one of the following:

uuid:device identifier

Type is URI, refer to 8.1.2.
uuid:device group identifier

Definition of device refer to 8.1.3.
uuid:service type identifier

Type is URI, refer to 8.2.3
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uuid:device identifier:device type identifier

device identifier defined in 8.1.2, and device type identifier defined in 8.1.4.
uuid:device identifier:service type identifier

device identifier defined in 8.1.2, and service type identifier defined in 8.2.3.

ST

Search Target. Required by device and service search messages. Shall be one of the following:
urn:schemas-IGRS-org:device:IGRS-device: 1
urn:schemas-IGRS-org:service:IGRS-service:1
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Annex B
(normative)

Description documents

B.1 Specification description

<?xml version="1.0" encoding="UTF-8"?>
<definitions xmlns="http://schemas.xmlsoap.org/wsdl/"
Xm|nc-anap:“h’r’rp-//cr‘hnmae xmlsoap nrg/wcril/ennp/"
xmins:http="http://schemas.xmlsoap.org/wsdl/http/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlins:igrsExt="http://www.igrs.ogr/igrs/ServiceDescription"
xmlips:igrs="http://www.igrs.org/igrs/Contentindex"
targetNamespace="http://www.igrs.org/igrs/Contentindex" name="Contentindex">
<types>

<element name="Type_Objectld" type="xsd:string"/>

<element name="Type_ContentList" type="ContentListType"/>

<element name="Type_ContentListScale" type="xsd:string"/>

<element name="Type_FilterRule" type="xsd:string/>

<element name="Type_BrowseFlag" type="BrowsgFlagType"/>

<element name="Type_SortRule" type="xsd:string"/>

<element name="Type_Count" type="xsd:Int" minOccurs="0"/>

<element name="Type_Transferlnstanceld" type="xsd:unsignedint"
minPccurs="0"/>
<element name="Type_TrangferState" type="TransferStateType"

minPccurs="0"/>

<element name="Type_Length"d¢ype="xsd:string" minOccurs="0"/>
<element name="Type_TagList’| type="xsd:string" minOccurs="0"/>
<element name="Type_URIF'type="xsd:string" minOccurs="0"/>
<element name="Type_ContentUpdateld" type="xsd:unsignedInt"/>

<element name="Type" MediaFormat" type="MediaFormatType"/>
<element name="Type_ServiceAttributeNgdme
typeg="ServiceAttributeNameTypge"/>
<element name="Type_Subscriptionld" type="xsd:unsignedInt"/>
<element name="Type_SearchAttributeName" type="xsd:string"/>
<elementiname="Type_AttributeValueList" type="xsd:string"/>
<element name="Type_SearchCapabilityList">
<complexType>
<sequence>
<element name="SearchCapability" type="xsd:stfing
minPccurs="0" maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>
<element name="Type_SortCapabilityList">
<complexType>
<sequence>
<element name="SortCapability" type="xsd:string
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>
<element name="Type_SearchAttributeValueList">
<complexType>
<sequence>
<element name="SearchAttributeValue"
type="xsd:string" minOccurs="0" maxOccurs="unbounded"/>
</sequence>
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</complexType>
</element>

<complexType name="ContentListType">
<sequence>
<element name="Container" type="igrs:ContainerType"
minOccurs="0" maxOccurs="unbounded"/>
<element name="Item" type="igrs:ltemType" minOccurs="0"
maxOccurs="unbounded"/>
</sequence>
</complexType>
<complexType name="Containerlype >
<sequence>
<element name="ContaingrAttribute
type="igrs:ContainerAttributeType"/>
</sequence>
<attribute name="Num_containers" type="xsd:string"/>
<attribute name="Num_items" type="xsd:string"/>
</complexType>
<complexType name="ContainerAttributeType">
<sequence>
<element name="Objectld" type="xsd:string"/>
<element name="Parentld" type="xsd:string" minOccurs="0"f>
<element name="Deviceld" type="xsd:string" minOccurs="0"Y/>
<element name="DeviceName" type="xsd:stfing

minQccurs="0"/>

<element namés"ObjectPath" type="xsd:stqing
minQccurs="0"/>
<element name="0pjectName" type="xsd:string"/>
<element name="0bjectStoreAttribute">
<complexType>
<sequence>

<element name="Read(nly

typeg="xsd:string" minOccurs="0"/>

<element name="Hide" type="xsd:stfing
minPccurs="0"/>

<element name="Document"
type="xsd:string" minOccurs="0"/>
<element name="Conf{ent"
type="xsd:string" minQ¢ecurs="0"/>
</sequence>
</complexType>
</element>
<element name="CreateTime" type="xsd:stfing"
minOccurs="0"/>
<element name="LastAccessTime" type="xsd:stfing"
minQecurs="0"/>
<element name="LastwriteTime" type="xsd:string"
minOccurs="0"/>
<element name="Additionallnfo" type="xsd:string"
minOccurs="0"/>
</sequence>

</complexType>
<complexType name="ltemType">
<sequence>
<element name="ltemAttribute" type="igrs:ltemAttributeType"/>
<element name="ItemReferences" minOccurs="0">
<complexType>
<sequence>
<element name="KeyFrame"
minOccurs="0">
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<attribute name="Id"
type="igrs:Type_Objectld"/>
</element>
<element name="MicroPhotograph"
minOccurs="0">
<attribute name="ld"
type="igrs:Type_Objectld"/>
</element>
</sequence>
</complexType>
</element>
</sequence>
</complexType>
<complexType name="ItemAttributeType">
<sequence>
<element name="Type_Objectld" type="xsd:string"/>
<element name="Parentld" type="xsd:string" minOccurs="0"{>
<element name="Deviceld" type="xsd:string" jminOccurs="0"Y/>
<element name="DeviceName" type="xsd:sting
minPccurs="0"/>
<element name="ObjectPath" type="xsd:sting
minPccurs="0"/>
<element name="ObjectName" type="xsd:string"/>
<element name="0ObjectStoreAttribute">
<complexType>
<sequence>
<element name="Read(nly
type="xsd:string" minOccurs="0"/>
<element name="Hide" type="xsd:stfing
minQccurs="0"/>
<element name="Document
typg="xsd:string" minOccurs="0"/>
<element name="Confent
typg="xsd:string" minOccurs="0"/>
</sequence>
</complexType>
<lelement>
<element name="CreateTime" type="xsd:sting
minQccurs="0"/>
<element name="LastAccessTime" type="xsd:stfing
minQccurs="0"/>
<element name="LastWriteTime" type="xsd:stfing
minOccurs="0">
<element name="ObjectType" type="igrs:ObjectTypeType
minOccurs="0"/>
<element name="Size" type="xsd:string" minOccurs="0"/>
<element name="Duration" type="xsd:string" minOccurs="0"f>
<element name="Encrypted” type="xsd:string” minOccurs="0"/>
<element name="DRMContendId" type="xsd:string" minOccurs="0"/>
<element name="Type_MediaFormat"
type="MediaFormatType"/>
<element name="0ObjectURI" type="xsd:string"/>
<element name="Type_ConnectionManagementServiceld"

type="xsd:unsignedInt"/>

<element name="Choices" minOccurs="0">
<complexType>
<sequence>

<element name="Choice" minOccurs="0"

maxOccurs="unbounded">

<complexType>
<sequence>
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<element
name="Selection" minOccurs="0" maxOccurs="unbounded">
<complexType>
<attribute name="Id" type="xsd:string"/>
<attribute name="Name" type="xsd:string"/>
</complexType>
</element>
</sequence>
<attribute names"ld"

type="xsd:string"/>

<attribute nameé="Ngme
type="xsd:string"/>
<attribute,. .mame="Default"
type="xsd:string"/>
<attribute name="Type"
typeg="xsd:string"/>

</complexType>

</element>
</sequence>
</complexType>
</element>
</sequence>

</complexType>
<complexType name="ObjectTypeType">
<choice>
<element name="Audio" type="igrs:AudioType"/>
<element name="Video" type="xsd:string"/>
<element name="Photo" type="xsd:string"/>
<elementname="Doc" type="xsd:string"/>
<element name="Camera" type="xsd:string"/>
<element name="Screen" type="xsd:string"/>
</choice>
</complexType>
<complexType name="AudioType">
<sequence>
<element name="Singer" type="xsd:string" minOccurs="0"/>
<element name="Genre" type="xsd:string" minOccurs="0"/>
<element name="MusicDisc" type="xsd:string" minOccurs="("/>
<element name="Author" type="xsd:string" minOccurs="0"/>
</sequence>
</complexType>

<complexType name="BrowseFlagType">

<choice>
<element name="Constant_ContainerSelfInfo"
type="xsd:string"/>
<element name="Constant_ContainerChildrenlinfo"
type="xsd:string"/>
</choice>

</complexType>

<complexType name="TransferStateType">
<choice>
<element name="IN_PROGRESS" type="xsd:string"/>
<element name="STOPPED" type="xsd:string"/>
<element name="ERROR" type="xsd:string"/>
<element name="COMPLETED" type="xsd:string"/>
</choice>
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</complexType>

<complexType name="MediaFormatType">

minOccurs="0"/>

minOccurs="0"/>

<sequence>
<element name="AudioFormat" type="xsd:string"
<element name="VideoFormat" type="xsd:string"
<element name="PhotoFormat" type="xsd:string"

minOccurs="0"/>

min

min

ref=

<element name="RemoteDesktop" type="RemoteDesktop"

ccurs="0"/>

<element name="VideoCamera" type="VideoGam

Dccurs="0"/>

</sequence>
<attribute name="Name" type="xsd:string"/>
<attribute name="Type" type="xsd:string"/>
</complexType>
<complexType name="ServiceAttributeNameType">
<choice>
<element name="CONTENTUPDATEIDY type="xsd:string"/>
<element name="SORTCAPS" type=‘Xsd:string"/>
<element name="OBJECTID" type5"xsd:string"/>
<element name="TRANSFERSTATE" type="xsd:string"/>
</choice>
</complexType>
</types>

<message name="GetSearchCapabilityListRequest"/>
<message name="GetSearchCapabilitylListResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="SearchCaps" ref="igrs: Type_SearchCapabilityList"/>
</message>
<message name="GetSearchAttributeCapabilityListRequest"/>
<message name="GetSearchAttributeCapabilityListResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="SearchAttributeC

'igrs:Type_SearchAttributeCapabilityList"/>

</message>

<message name="GetSortCapabilityListRequest"/>

<message mame="GetSortCapabilityListResponse">
<part’name="ReturnCode" type="xsd:unsignedint"/>
<part name="SortCaps" ref="igrs:Type_SortCapabilityList"/>

</meSsage>

<message name="GetContentUpdateldRequest"/>

<message name="GetContentUpdateldResponse">

era

hps

<part name="ReturnCode" type="xsd:unsignedIint"/>

<part name="ConientUpdateld" ref="1grs: Type_ConientUpdateld 7>
</message>
<message name="BrowseRequest">
<part name="Objectld" ref="igrs:Type_Objectld"/>
<part name="BrowseFlag" ref="igrs:Type_BrowseFlag"/>
<part name="BrowseRule" ref="igrs:Type_FilterRule"/>
<part name="Offset" ref="igrs:Type_Offset"/>
<part name="RequestCount" ref="igrs:Type_Count"/>
<part name="SortRule" ref="igrs:Type_SortRule"/>
<part name="ResultScale" ref="igrs:Type_ContentListScale"/>
</message>
<message name="BrowseResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="Result" ref="igrs:Type_ContentList"/>
<part name="NumberReturned" ref="igrs: Type_Count"/>
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<part name="ContainerNumberTotal" ref="igrs:Type_Count"/>
<part name="ltemNumberTotal" ref="igrs:Type_Count"/>
</message>
<message name="SearchRequest">
<part name="Objectld" ref="igrs:Type_Objectld"/>
<part name="SearchRule" ref="igrs:Type_SearchRule"/>
<part name="Offset" ref="igrs:Type_Offset"/>
<part name="RequestCount" ref="igrs:Type_Count"/>
<part name="SortRule" ref="igrs:Type_SortRule"/>
</message>
<message name="SearchResponse">

<part name="ReturnCode" type="xsd:unsignedint/>
<part name="Result" ref="igrs:Type_ContentList"/>
<part name="NumberReturned" ref="igrs: Type_Count"/>
<part name="NumberTotalMatched" ref="igrs:Type_Count"/>
</message>
<message name="SearchAttributeValueRequest">
<part name="Objectld" ref="igrs:Type_Objectld"/>
<part name="SearchAttributeName" type="xsd:string"/>
<part name="Offset" ref="igrs:Type_Offset"/>
<part name="RequestCount" ref="igrs:Type_Count"/>
</message>
<message name="SearchAttributeValueResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="AttributeValueList" type="Type\ AttributeValueList"/>
<part name="NumberReturned" ref="igrs;Type_Count"/>
<part name="NumberTotalMatched" ref5"igrs:Type_Count"/>
</message>
<message name="ConvertMediaFormatRequest">
<part name="Objectld" ref="igrs:Type."Objectld"/>
<part name="CurrentMediaFormat" ref="igrs: Type_MediaFormat"/>
<part name="TargetMediaFormat" ref="igrs:Type_MediaFormat"/>
</message>
<message name="ConvertMediaFormatResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="CreateObjectRequest">
<part name="Containerld" ref="igrs:Type_Objectld"/>
<part name="Elements" ref="igrs:Type_ContentList"/>
</message>
<message name="CreateObjectResponse">
<part’name="ReturnCode" type="xsd:unsignedint"/>
<part name="Objectld" ref="igrs:Type_Objectld"/>
<part name="Result" ref="igrs:Type_ContentList"/>
</meSsage>
<message name="DestroyObjectRequest">
<part name="0bjectld" ref="igrs:Type_Objectld"/>

</message>
<message name="DestroyObjectResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="UpdateObjectRequest">
<part name="Objectld" ref="igrs:Type_Objectld"/>
<part name="CurrentTag" ref="igrs:Type_TagList"/>
<part name="NewTag" ref="igrs:Type_TagList"/>
</message>
<message name="UpdateObjectResponse">
<part name="ReturnCode" type="xsd:unsignedInt"/>
</message>
<message name="ImportResourceRequest">
<part name="SourceURI" ref="igrs:Type_URI"/>
<part name="DestinationURI" ref="igrs:Type_URI"/>
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</message>
<message name="ImportResourceResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="Transferlnstanceld" ref="igrs:Type_TransferInstanceld"/>
</message>
<message name="ExportResourceRequest">
<part name="SourceURI" ref="igrs:Type_URI"/>
<part name="DestinationURI" ref="igrs:Type_URI"/>
</message>
<message name="ExportResourceResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>

<part name="Transferinstanceld" ref="igrs:Type_ I ransferinstanceld 7>
</message>
<message name="DeleteResourceRequest">
<part name="ResourceURI" ref="igrs:Type_URI"/>
</message>
<message name="DeleteResourceResponse">
<part name="ReturnCode" type="xsd:unsignedInt"/>
</message>
<message name="StopTransferResourceRequest">
<part name="Transferlnstanceld" ref="igrs:Type_TransferInstanceld"/>
</message>
<message name="StopTransferResourceResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="GetTransferProgressinfoRequest">
<part name="TransferInstanceld" ref=ligrs: Type_TransferInstanceld"/>
</message>
<message name="GetTransferProgressinfoResponse">
<part name="ReturnCode" type="Xsd:unsignedint"/>
<part name="TransferStatus}-ref="igrs: Type_TransferState"/>
<part name="TransferLength" ref="igrs:Type_Length"/>
<part name="TransferTofal" ref="igrs: Type_Total"/>
</message>
<message name="SubscribeéContentUpdateEventRequest">
<part name="0Objectld" ref="igrs:Type_Objectld"/>
</message>
<message name="SubscribeContentUpdateEventResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>
</message>
<message mame="UnsubscribeContentUpdateEventRequest">
<part’name="Objectld" ref="igrs:Type_Objectld"/>
</message>
<message name="UnsubscribeContentUpdateEventResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="SubscribeServiceAttributeRequest">

<part name="serviceAttributeName" type="1ype_serviceAfiributeName 7>
</message>
<message name="SubscribeServiceAttributeResponse">

<part name="ReturnCode" type="xsd:unsignedint"/>

<part name="Subscriptionld" type="Type_Subscriptionld"/>
</message>
<message name="UnsubscribeServiceAttributeRequest">

<part name="Subscriptionld" type="Type_Subscriptionld"/>
</message>
<message name="UnsubscribeServiceAttributeResponse">

<part name="ReturnCode" type="xsd:unsignedInt"/>
</message>

<portType name="ContentindexPortType">
<operation name="GetSearchCapabilityList">
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<input message="igrs:GetSearchCapabilityListRequest"/>

<output message="igrs:GetSearchCapabilityListResponse"/>
</operation>
<operation name="GetSearchAttributeCapabilityList">

<input message="igrs:GetSearchAttributeCapabilityListRequest"/>

<output message="igrs:GetSearchAttributeCapabilityListResponse"/>
</operation>
<operation name="GetSortCapabilityList">

<input message="igrs:GetSortCapabilityListRequest"/>

<output message="igrs:GetSortCapabilityListResponse"/>
</operation>

<operation name="GetContentUpdateld >
<input message="igrs:GetContentUpdateldRequest"/>
<output message="igrs:GetContentUpdateldResponse"/>
</operation>
<operation name="Browse">
<input message="igrs:BrowseRequest"/>
<output message="igrs:BrowseResponse"/>
</operation>
<operation name="Search">
<input message="igrs:SearchRequest"/>
<output message="igrs:SearchResponse"f>
</operation>
<operation name="SearchAttributeValue">
<input message="igrs:SearchAttributeValueRequest"/>
<output message="igrs:SearchAttributeValueResponse"/>
</operation>
<operation name="ConvertMediaFormat">
<input message="igrs:ConvertMediaFormatRequest"/>
<output message="igrs:ConvertMediaFormatResponse"/>
</operation>
<operation name="CreateOQbject">
<input messagez’igrs:CreateObjectRequest"/>
<output message="igrs:CreateObjectResponse"/>
</operation>
<operation namez"DestroyObject">
<inputimessage="igrs:DestroyObjectRequest"/>
<output message="igrs:DestroyObjectResponse"/>
</operatigon>
<operation name="UpdateObject">
<input message="igrs:UpdateObjectRequest"/>
<output message="igrs:UpdateObjectResponse"/>
</operation>
<operation name="ImportResource">
<input message="igrs:ImportResourceRequest"/>
<output message="igrs:ImportResourceResponse"/>
</operation>

<operaiion nhame="ExportResource™
<input message="igrs:ExportResourceRequest"/>
<output message="igrs:ExportResourceResponse"/>
</operation>
<operation name="DeleteResource">
<input message="igrs:DeleteResourceRequest"/>
<output message="igrs:DeleteResourceResponse"/>
</operation>
<operation name="StopTransferResource">
<input message="igrs:StopTransferResourceRequest"/>
<output message="igrs:StopTransferResourceResponse"/>
</operation>
<operation name="GetTransferProcessInfo">
<input message="igrs:GetTransferProcessRequest"/>
<output message="igrs:GetTransferProcessResponse"/>
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</operation>
<operation name="SubscribeContentUpdateEvent">

<input message="igrs:SubscribeContentUpdateEventRequest"/>
<output message="igrs:SubscribeContentUpdateEventResponse"/>

</operation>
<operation name="UnsubscribeContentUpdateEvent">

<input message="igrs:UnsubscribeContentUpdateEventRequest"/>
<output message="igrs:UnsubscribeContentUpdateEventResponse"/>

</operation>
<operation name="SubscribeServiceAttribute">

<input message="igrs:SubscribeServiceAttributeRequest"/>

notit

notit

notit

min

<output message="igrs:subscribeserviceAttriouteResponse™/>

</operation>
<operation name="UnsubscribeServiceAttribute">

<input message="igrs:UnsubscribeServiceAttributeRequest'/>
<output message="igrs:UnsubscribeServiceAttributeResponse"/>

</operation>

<igrs:serviceAttribute name="ContentUpdateld"
iable="true"/>

<igrs:serviceAttribute name="SortCaps" type="Type_SortCapability

iable="true"/>
<igrs:serviceAttribute name="Objectld"
iable="true"/>

<igrs:serviceAttribute name="TransferState" type="Type_TransferSt

Dccurs="0" notifiable="true"/>

</portType>

type="xsd:unsigne

type="Type_Obje

<binding name="ContentindexServicel GRSPipe" type="igrs:ContentindexPortType

<operation name="GetSearchCapabilityList">
</operation>

<operation name="GetSortCapabilityList">
</operation>

<operation name="GetContentUpdateld">
</operation>

<operation namez="Browse">

</operation>

<operation name="Search">

</operation>

<operaiion name="SearchAttributeValue">
</operation>

<gperation name="ConvertMediaFormat">
</operation>

<operation name="CreateObject">
</operation>

<operation name="DestroyObject">

</operation>

i Int"
ist"
ctld"

ate

<operaiion name="UpdateObject™>

</operation>

<operation name="ImportResource">

</operation>

<operation name="ExportResource">

</operation>

<operation name="DeleteResource">

</operation>

<operation name="StopTransferResource">
</operation>

<operation name="GetTransferProcesslInfo">
</operation>

<operation name="SubscribeContentUpdateEvent">
</operation>

<operation name="UnsubscribeContentUpdateEvent">
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</operation>
<operation name="SubscribeServiceAttribute">
</operation>
<operation name="UnsubscribeServiceAttribute">
</operation>

</binding>

<service name="ContentindexService">

0(E)

<port name="ContentlndexService"
binding="igrs:ContentIndexService| GRSPipe">
</port>
</service>
<types>
<element name="Type_ProtocollnfolList" type="ProtocollnfoListType"/>
<element name="Type_Protocolinfo" type="ProtocollnfoType"/>
<element name="Type_ConnectionManagementServiceld" type="xsd:string['/>
<element name="Type_Connectionld" type="xsd:unsignedInt}/>
<element name="Type_Transportinstanceld" type="xsd:unsignedint"
minQccurs="0"/>
<element name="Type_ConnectionldList" type="ConnectionldListType"/>
<element name="Type_ConnectionState" type="ConnectionStateType"
minPccurs="0"/>
<element name="Type_IPList" type="IPListTyp&" minOccurs="0"/>
<element name="Type_MediaFormatList" type="MediaFormatListType"/>
<element name="Type_ServiceAttributeNgme"
type="ServiceAttributeNameType" minOccurs="0"/>
<element name="Type_Subscriptionld" type="xsd:string" minOccurs="0"/>
<element name="Type_RenderingManagementinstancgID"
type="xsd:unsignedInt"/>
<element name="Type_ConnectionRoleHlag"
typg="ConnectionRoleFlagType"/>
<complexType name="R¢otocolInfoListType">
<sequence>
<element name="Type_Protocollnfo" type="ProtocollnfoType"
maxOccurs="unbounded"/>
</sequence>
</complexType>
<complexType name="ProtocollnfoType">
<sequence>
<element name="TransportProtocol">
<complexType>
<sequence>
<element name="Port" type="xsd:stfing"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
<attribute name="Name" type="xsd:string"/>

</complexType>
</element>
<element name="ControlProtocol" minOccurs="0">
<complexType>
<sequence>

<element name="Port" type="xsd:string"

minOccurs="0" maxOccurs="unbounded"/>

</sequence>
<attribute name="Name" type="xsd:string"/>
</complexType>

</element>

<element name="ParameterList" type="xsd:string"
minOccurs="0"/>

<element name="Additionallnfo" type="xsd:string"

minOccurs="0"/>
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</sequence>

</complexType>

<complexType name="ConnectionldListType">
<sequence>

<element name="Connectionld" type="xsd:string"
minOccurs="0" maxOccurs="unbounded"/>

</sequence>
</complexType>
<complexType name="ConnectionStateType">
<choice>
<element name="OK" type="xsd:string"/>

type

type

maxXOccurs="unbounded"/>

maxOccurs="unbounded"/>

min

min

min

min

min

<elemeni name="DISCONNECTED™ type="xsd:string"7>
<element name="CONTENTFORMATMISMAT
="xsd:string"/>
<element name="INSUFFICIENTBANDWIQ
="xsd:string"/>
<element name="UNRELIABLECHANNEL" type="xsd:string"
<element name="UNKNOWN" type="xsd:string!'/>
</choice>
</complexType>
<complexType name="IPListType">
<sequence>
<element name="|P" type="xsd:st

</sequence>
</complexType>
<complexType name="MediaFormatListType">
<sequence>
<element name="MediaFormat" type="MediaFormatT

</sequence>
</complexType>
<complexType name="MediaFormatType">

<sequence>
<element name="AudioFormat" type="xsd:st
Dccurs="0"/>
<element name="VideoFormat" type="xsd:st
Dccurs="0"/>
<element name="PhotoFormat" type="xsd:st

Dccurs="0"/>
<element name="ReomteDesktop" type="RemoteDesk
Dccurs="0"/>
<element name="VideoCamera" type="VideoCam
Dccurs="0"/>
</sequence>
<attribute name="Name" type="xsd:string"/>

CH"
TH"

>

ing

ype

ingll
ing“

ing

top

era

<attribute name="Type" type="xsd:string"/>

</complexType>
<complexType name="ServiceAttributeNameType">
<choice>
<element name="CONNECTIONSTATE" type="xsd:string"/>
<element name="CONNECTIONIDLIST" type="xsd:string"/>
<element name="PROTOCOLINFOLIST" type="xsd:string"/>
<element name="MEDIAFORMATLIST" type="xsd:string"/>
<element name="IPLIST" type="xsd:string"/>
</choice>
</complexType>
<complexType name="ConnectionRoleFlagType">
<choice>
<element name="ASSERVER" type="xsd:string"/>
<element name="ASCLIENT" type="xsd:string"/>
</choice>
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</complexType>
</types>

<message name="GetProtocolInfoRequest"/>

<message name="GetProtocollInfoResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="ProtocolinfolList" type="Type_ProtocolinfolList"/>
<part name="MediaFormatList" type="Type_ MediaFormatList"/>
<part name="IPList" type="Type_IPList"/>

</message>

<message name="PrepareForConnectionRequest">

Occurs="0"/>

Occurs="0"/>

Dccurs="0"/>

<part name="RemotieProiocollnfo" type="1ype_Protocollnfo />
<part name="PeerCMSId" type="Type_ConnectionManagementServigeld"

<part name="PeerConnectionld" type="Type_Connectionld" miniOgcurs="0{/>
<part name="ConnectionRoleFlag" type="Type_ConnectionRoleElag"/>
<part name="PeerlPList" type="Type_IPList" minOccurs="0"/>
</message>
<message name="PrepareForConnectionResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="Connectionld" type="Type_Connectionld"/>
<part name="Transportlnstanceld" type="Type_Transportinstangeld"

<part name="Rmsl|d" type="Type_RenderingManagementinstandeld"

<part name="UsablelPList" type="Type APList" miniOccurs="0"/>
</message>
<message name="ReleaseConnectionRequest">
<part name="Connectionld" type="Type_Connectionld"/>
</message>
<message name="ReleaseConnectionResponse">
<part name="ReturnCode"\type="xsd:unsignedIint"/>
</message>
<message name="GetActiveConnectionldListRequest"/>
<message name="GetActiveConnectionldlistResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="ConnectionldList" type="Type_ConnectionldList"/>
</message>
<message name="GetCurrentConnectioninfoRequest">
<part name="Connectionld" type="Type_ Connectionld"/>
</message?>
<message name="GetCurrentConnectionInfoResponse">
<part name="ReturnCode" type="xsd:unsignedInt"/>
<part name="Transportinstanceld" type="Type_Transportinstanceld"/>
<part name="Protocolinfo" type="Type_ Protocollnfo"/>
<part name="PeerCMSId" type="Type_ConnectionManagementServiceld"/>
<part name="PeerConnectionld" type="Type_Connectionld"/>

<part name="ConnectionState™ type="1ype_ConneciionState />
<part name="Rcsld" type="Type_RenderingManagementinstanceld"

miniOccurs="0"/>

</message>
<message name="SubscribeServiceAttributeRequest">

<part name="ServiceAttributeName" type="Type_ServiceAttributeName"/>
</message>
<message name="SubscribeServiceAttributeResponse">

<part name="ReturnCode" type="xsd:unsignedint"/>

<part name="Subscriptionld" type="Type_Subscriptionld"/>
</message>
<message name="UnsubscribeServiceAttributeRequest">

<part name="Subscriptionld" type="Type_Subscriptionld"/>
</message>
<message name="UnsubscribeServiceAttributeResponse">
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<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<portType name="ConnectionManagementPortType">
<operation name="GetProtocollnfo">
<input message="igrs:GetProtocoliInfoRequest"/>
<output message="igrs:GetProtocollInfoResponse"/>
</operation>
<operation name="PrepareForConnection">
<input message="igrs:PrepareForConnectionRequest"/>
<output message="igrs:PrepareForConnectionResponse"/>
</operation>

min
notit
notit

notit

type

<operation name="ReleaseConneciion >
<input message="igrs:ReleaseConnectionRequest"/>
<output message="igrs:ReleaseConnectionResponse"/>
</operation>
<operation name="GetActiveConnectionldList">
<input message="igrs:GetActiveConnectionldListRequest"/>
<output message="igrs:GetActiveConnectionldListResponse"/>
</operation>
<operation name="GetCurrentConnectioninfo">
<input message="igrs:GetCurrentConnectionlnfoRequest"/>
<output message="igrs:GetCurrentConnectioninfoResponse"/>
</operation>
<operation name="SubscribeServiceAttribute!>
<input message="igrs:SubscribeServiceAttributeRequest"/>
<output message="igrs:SubscribeServiceAttributeResponse"/>
</operation>
<operation name="UnsubscribeServiceAttribute">
<input message="igrs:UnsubscribeServiceAttributeRequest"/>
<output message="igrs:UnsubscribeServiceAttributeResponse"/>
</operation>

Dccurs="0" notifiable="true"/>

<igrs:serviceAttribute name="ConnectionldList" type="Type_Connectionld
iable="true"/>

<igrs:serviceAttribute name="ProtocollnfolList" type="Type_ Protocolinfo
iable="true"/>

<igrs:serxiceAttribute name="MediaFormatList" type="Type_ MediaFormat
iable="true"/>

<igrs:serviceAttribute name="IPList" type="Type_IPList" notifiable="true"/>

</portType>
<binding name="ConnectionManagementServicelGRSH
="igrs:ConnectionManagementPortType">
<operation name="GetProtocolInfo">

<igrs:serviceAttribute name="ConnectionState" type="Type_ConnectionS{ate

| ist"
| ist"

ist"

ipe

</operation>

<operaiion name="PrepareForConnection™
</operation>
<operation name="ReleaseConnection">
</operation>
<operation name="GetActiveConnectionldList">
</operation>
<operation name="GetCurrentConnectioninfo">
</operation>
<operation name="SubscribeServiceAttribute">
</operation>
<operation name="UnsubscribeServiceAttribute">
</operation>

</binding>

<service name="ConnectionManagementService">
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<port name="ConnectionManagementService"
binding="igrs:ConnectionManagementService| GRSPipe">
</port>
</service>
<types>

<element name="Type_TransportState" type="TransprotStateType"/>
<element name="Type_StorageMediaName" type="StorageMediaNameType"/>
<element name="Type_PlayMode" type="PlayModeType"/>

<element name="Type_PlaySpeed" type="PlaySpeedType"/>

type

min

="ServiceAttributeNameType" minOccurs="0"/>

Dccurs="0"/>

<complexType name="TimeShiftSwitchType">

<element name="1ype_TlrackNumber" type="xsd:.unsignedlni/>

<element name="Type_MediaTimelLength" type="xsd:string"/>

<element name="Type_TransportURIList" type="TransportURIListTypg!/>

<element name="Type_TransportURI" type="xsd:string"/>

<element name="Type_ControlURI" type="xsd:string" minOccurg="0"/>

<element name="Type_Item" type="xsd:string" minOccurs="0//>

<element name="Type_ItemList" type="ItemListType" minOccurs="0"/>

<element name="Type_SeekMode" type="SeekModeType'/>

<element name="Type_SeekTargetPosition" type="xsd:string"/>

<element name="Type_Transportinstanceld" type="xsd:unsignedint"/>

<element name="Type_ServiceAttributeNgme"
<element name="Type_Subscriptionld" type=xsd:string" minOccurs="0"/>
<element name="Type_Count" type="xsd:uisignedint" minOccurs="0"/>
<element name="Type_TimelLength" type="xsd:unsignedInt" minOccurs="0}/>

<element name="Type_TimeShiftSwitch" type="TimeShiftSwitchTlpe"

<choice>
<element name="OPEN" type="xsd:string"/>
<elementname="CLOSE" type="xsd:string"/>
</choice>
</complexType>
<complexType name="TransprotStateType">
<choice>
<element name="PLAYING" type="xsd:string"/>
<element name="PAUSED_PLAYBACK" type="xsd:string"/>
<element name="PAUSED_RECORDING" type="xsd:string"f>
<element name="STOPPED" type="xsd:string"/>
<element name="RECORDING" type="xsd:string"/>
<element name="TRANSITIONING" type="xsd:string"/>
<element name="NO_MEDIA_PRESENT" type="xsd:string"/
<element name="COMPLETE" type="xsd:string"/>
<element name="ERROR_OCCURRED" type="xsd:string"/>

A4

<jchoice>
</complexType>
<complexType name="StorageMediaNameType">
<choice>
<element name="UNKNOWN" type="xsd:string"/>
<element name="DV" type="xsd:string"/>
<element name="MINI-DV" type="xsd:string"/>
<element name="VHS" type="xsd:string"/>
<element name="W-VHS" type="xsd:string"/>
<element name="S-VHS" type="xsd:string"/>
<element name="D-VHS" type="xsd:string"/>
<element name="VHSC" type="xsd:string"/>
<element name="VIDEOS8" type="xsd:string"/>

<element name="HI8" type="xsd:string"/>
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<element name="CD-ROM" type="xsd:string"/>
<element name="CD-DA" type="xsd:string"/>
<element name="CD-R" type="xsd:string"/>
<element name="CD-RW" type="xsd:string"/>
<element name="VIDEO-CD" type="xsd:string"/>
<element name="SACD" type="xsd:string"/>
<element name="MD-AUDIQO" type="xsd:string"/>
<element name="MD-PICTURE" type="xsd:string"/>
<element name="DVD-ROM" type="xsd:string"/>
<element name="DVD-VIDEO" type="xsd:string"/>
<element name="DVD-R" type="xsd:string"/>
<element name="DVD+RW" type="xsd:string"7>
<element name="DVD-RW" type="xsd:string"/>
</choice>
</complexType>
<complexType name="PlayModeType">
<choice>
<element name="NORMAL" type="xsd:string"/>
<element name="SHUFFLE" type="xsd:string"/>
<element name="REPEAT_ONE" type="xsd:string"/>
<element name="REPEAT_ALL" type="xsd:string"/>
<element name="RANDOM" type=!xsd:string"/>
<element name="DIRECT_1" type3"xsd:string"/>
<element name="INTRO" type="xsd:string"/>
</choice>
</complexType>
<complexType name="PlaySpeedType">
<choice>
<element name="NORMAL" type="xsd:string"/>
<element name="FASTFORWARD" type="xsd:string"/>
<element name<="SLOWFORWARD" type="xsd:string"/>
<element name="FASTBACKWARD" type="xsd:string"/>
</choice>
</complexType>
<complextype name3"TransportURIListType">
<sequence>
<element name="TransportURI" type="xsd:string" minOccursfF"1"
maxOccurs="unbounded"/>
</sequence>
</complextype>
<complextype name="ltemListType">
<sequence>
<element name="Item" type="ItemType" minOccurs="1"/>
</sequence>
</complextype>
<complexType name="ltemType">
<sequence>
<elemeni name="TtemATtribuie™ type="TtemAitribuie Type7>
<element name="ltemReferences" minOccurs="0">
<complexType>

<sequence>
<element name="KeyFrame"
minOccurs="0">
<attribute name="Id"
type="igrs:Type_Objectld"/>
</element>
<element name="MicroPhotograph"
minOccurs="0">
<attribute name="Id"
type="igrs:Type_Objectld"/>
</element>

</sequence>
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</complexType>
</element>

</sequence>

</complexType>
<complexType name="ItemAttributeType">

<sequence>

<element name="0Objectld" type="xsd:string"/>

14543-5-1 © ISO/IEC:2010(E)

<element name="Parentld" type="xsd:string" minOccurs="0"/>

<element name="Deviceld" type="xsd:string" minOccurs="0"

/>

<element name="DeviceName" type="xsd:string"
minOccurs="0"/>
<element name="ODbjeciPath” fype="xsd:sifing"
minPccurs="0"/>
<element name="ObjectName" type=/xsd:stting"
minQccurs="0"/>
<element name="0ObjectStoreAttribute">
<complexType>
<sequence>
<element name="Read(nly"
typg="xsd:string" minOccurs="0"/>
<element name='Hide" type="xsd:stfing"
minPccurs="0"/>
<element name="Document"
typg="xsd:string" minOccurs="0"/>
<element name="Sys{em"
type="xsd:string" minOccurs="0"/>
</sequence>
</complexType>
</element>
<element name="CreateTime" type="xsd:stting"
minQccurs="0"/>
<element name="LastAccessTime" type="xsd:stfing"
minQOccurs="0"/>
<element name="LastWriteTime" type="xsd:stfing"
minOccurs="0"/>
<element name="ObjectType" type="igrs:ObjectTypeType"
minQccurs="0"/>
<element name="Size" type="xsd:string" minOccurs="0"/>
<element name="Duration" type="xsd:string" minOccurs="0"{>
<element name="Encrypted" type="xsd:string" minOccurs="("/>

type

<element name="DRMContendId" type="xsd:string" minOccurs="0"/>

<element name="Type_MediaFormat">
<complexType>

<sequence>
<element name="AudioFormat"
="xsdsstring" minOccurs="0"/>
<element name="VideoFor|nat"
type="xsd:string” minOccurs="0"7>
<element name="PhotoFormat"
type="xsd:string" minOccurs="0"/>
<element name="RemoteDesktop"
type="RemoteDesktop" minOccurs="0"/>
<element name="VideoCamera"
type="VideoCamera" minOccurs="0"/>
</sequence>

type="xsd:unsignedInt"/>

<attribute name="Name" type="xsd:string"/>
<attribute name="Type" type="xsd:string"/>
</complexType>
</element>
<element name="0ObjectURI" type="xsd:string"/>
<element

name="Type_ ConnectionMangementServiceld"
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<element name="Choices" minOccurs="0">
<complexType>
<sequence>
<element name="Choice" minOccurs="0"

maxOccurs="unbounded">

<complexType>

<sequence>
<element
name="Selection" minOccurs="0" maxOccurs="unbounded">
<complexType>
<attribute name="Id" type="xsd:string"/>
<attribute name="Name" type="xsd:string"/>
</complexType>
<lelement>
</sequence>
<attribute namez"ld"

typs
type
type

type

min

="xsd:string"/>
="xsd:string"/>
="xsd:string"/>

="xsd:string"/>

Dccurs="0"/>

<attribute name="Ngme
<attribute name="Default"

<attribute name="Type

</complexType>

</element>
</sequence>
</complexType>
</element>
</sequence>

</complexType>
<complexType namés"ObjectTypeType">

<choice>
<element name="Audio" type="igrs:AudioType

<element name="Video" type="xsd:string" minOccurs="0"/>
<element name="Photo" type="xsd:string" minOccurs="0"/>
<element name="Doc" type="xsd:string" minOccurs="0"/>
<element name="Camera" type="xsd:string" minOccurs="0"/
<element name="Screen" type="xsd:string" minOccurs="0"/>
</choice>
</complexType>
<complexType name="AudioType">
<sequence>

\

<elemeni name="SInger" type="xsd:string” mmoOccurs="0"7>
<element name="Genre" type="xsd:string" minOccurs="0"/>
<element name="MusicDisc" type="xsd:string" minOccurs="0"/>
<element name="Author" type="xsd:string" minOccurs="0"/>
</sequence>
</complexType>
<complexType name="SeekModeType">
<choice>
<element name="TRACK_NR" type="xsd:string"/>
<element name="TAPE_INDEX" type="xsd:string"/>
<element name="ABS_COUNT" type="xsd:string"/>
<element name="REL_COUNT" type="xsd:string"/>
<element name="ABS_TIME" type="xsd:string"/>
<element name="REL_TIME" type="xsd:string"/>
<element name="FRAME" type="xsd:string"/>


https://iecnorm.com/api/?name=4345503d17deb61e8fb50cfddee7fb57

- 162 - 14543-5-1 © ISO/IEC:2010(E)

</choice>
</complexType>
<complexType name="ServiceAttributeNameType">
<choice>
<element name="TRANSPORTSTATE" type="xsd:string"/>
<element name="CURRENTSPEED" type="xsd:string"/>
<element name="TRANSPROTURILIST" type="xsd:string"/>
<element name="PLAYMODE" type="xsd:string"/>
</choice>
</complexType>
</types>

<message name="SetTransportURIListRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
<part name="TransportURIList" type="igrs:Type_TransportURIList}/>
<part name="ltemList" type="Type_IltemList"/>
</message>
<message name="SetTransportURIListResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>
</message>
<message name="GetTransportinfoRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
</message>
<message name="GetTransportinfoResponse">
<part name="ReturnCode" type="xsd:unsigriedInt"/>
<part name="CurrentTransportState" type="Type_TransportState"/>
<part name="CurrentSpeed" type="Type_ PlaySpeed"/>
</message>
<message name="PlayRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
<part name="Speed" type="Type_ PlaySpeed"/>
<part name="Offset" type="Type_Count"/>
</message>
<message name="PlayResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="NextRequest">
<part name="lnstanceld" type="Type_Transportinstanceld"/>
</message>
<message name="NextResponse">
<part name="ReturnCode" type="xsd:unsignedInt"/>
</message>
<message hame="PreviousRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
</meSsage>
<message name="PreviousResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>

</message>
<message name="StopRequest">

<part name="Instanceld" type="Type_Transportinstanceld"/>
</message>
<message name="StopResponse">

<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="PauseRequest">

<part name="Instanceld" type="Type_Transportinstanceld"/>
</message>
<message name="PauseResponse">

<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="ResumeRequest">

<part name="Instanceld" type="Type_Transportinstanceld"/>
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</message>
<message name="ResumeResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="SeekRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
<part name="Unit" type="Type_SeekMode"/>
<part name="Target" type="Type_SeekTargetPosition"/>
</message>
<message name="SeekResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>

</message>
<message name="TimeShiftRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
<part name="ShiftTime" type="Type_TimelLength"/>
<part name="TimeShiftSwitch" type="Type_TimeShiftSwitch"/>
</message>
<message name="TimeShiftResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="GetPlayURIListRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
</message>
<message name="GetPlayURIListResponse">
<part name="ReturnCode" type="xsd:unsigriedInt"/>
<part name="TransportURIList" type="Type” TransportURIList"/>
</message>
<message name="GetAllIMedialnfoRequest">
<part name="Instanceld" type="Type_Jransportinstanceld"/>
</message>
<message name="GetAllIMedialnfoResponse">
<part name="ReturnCode"\type="xsd:unsignedInt"/>
<part name="ltemList" type="Type_ItemList"/>
</message>
<message name="GetCurrentMedialnfoRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
</message>
<message name="GetCurrentMedialnfoResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>
<part name="ElapsedDuration" type="Length"/>
<part name="CurrentURI" type="TransportURI"/>
<partname="ltem" type="Type_ltem"/>
</message>
<message name="GetCurrentPalyModeRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
</message>
<message name="GetCurrentPalyModeResponse">

<part name="RefurnCode™ type="xsd.unsignedini 7>
<part name="PlayMode" type="Type_PlayMode"/>
</message>
<message name="SetPlayModeRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
<part name="NewPlayMode" type="Type_PlayMode"/>
</message>
<message name="SetPlayModeResponse">
<part name="ReturnCode" type="xsd:unsignedInt"/>
</message>
<message name="SetChoiceSelectionRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
<part name="ChoiceType" type="xsd:string"/>
<part name="Selectionld" type="xsd:string"/>
</message>
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<message name="SetChoiceSelectionResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="SubscribeServiceAttributeRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
<part name="ServiceAttributeName" type="Type_ServiceAttributeName"/>
</message>
<message name="SubscribeServiceAttributeResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="Subscriptionld" type="Type_Subscriptionld"/>
</message>

<message name="unsubscribeServiceAtiributeRequest™
<part name="Subscriptionld" type="Type_Subscriptionld"/>
</message>
<message name="UnsubscribeServiceAttributeResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<portType name="MediaServerTransportPortType">
<operation name="SetTransportURIList">
<input message="igrs:SetTransportURIListRequest"/>
<output message="igrs:SetTransportURIListResponse"/>
</operation>
<operation name="GetTransportinfo">
<input message="igrs:GetTransportinfoRequest"/>
<output message="igrs:GetTransportinfoResponse"/>
</operation>
<operation name="Play">
<input message="igrs:PlayRequest"/>
<output message="igrs:PlayResponse"/>
</operation>
<operation name="Next">
<input message="igrs:NextRequest"/>
<output message='igrs:NextResponse"/>
</operation>
<operation name=!Previous">
<input message="igrs:PreviousRequest"/>
<output'message="igrs:PreviousResponse"/>
</operation>
<operatian name="Stop">
<ihput message="igrs:StopRequest"/>
<output message="igrs:StopResponse"/>
</gperation>
<operation name="Pause">
<input message="igrs:PauseRequest"/>
<output message="igrs:PauseResponse"/>
</operation>
<operation name="Resume">

<Input message="1grs:ResumeRequesi 7>
<output message="igrs:ResumeResponse"/>
</operation>
<operation name="Seek">
<input message="igrs:SeekRequest"/>
<output message="igrs:SeekResponse"/>
</operation>
<operation name="TimeShift">
<input message="igrs:TimeShiftRequest"/>
<output message="igrs:TimeShiftResponse"/>
</operation>
<operation name="GetPlayURIList">
<input message="igrs:GetPlayURIListRequest"/>
<output message="igrs:GetPlayURIListResponse"/>
</operation>
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<operation name="GetAllIMedialnfo">
<input message="igrs:GetAllIMedialnfoRequest"/>
<output message="igrs:GetAllIMedialnfoResponse"/>
</operation>
<operation name="GetCurrentMedialnfo">
<input message="igrs:GetCurrentMedialnfoRequest"/>
<output message="igrs:GetCurrentMedialnfoResponse"/>
</operation>
<operation name="GetPlayMode">
<input message="igrs:GetPalyModeRequest"/>
<output message="igrs:GetPalyModeResponse"/>

type
notit
notit

notit

type

="Type_CurrentTransportState" notifiable="true"/>
iable="true"/>
iable="true"/>
iable="true"/>
</portType>

<binding name="MediaServerTransportManagementService| GRSH
="igrs:MediaServerTransportManagementPortType">

<Joperation>
<operation name="SetPlayMode">
<input message="igrs:SetPlayModeRequest"/>
<output message="igrs:SetPlayModeResponse"/>
</operation>
<operation name="SetChoiceSelection">
<input message="igrs:SetChoiceSelectionRequest"/>
<output message="igrs:SetChoiceSelectionResponse"/>
</operation>
<operation name="SubscribeServiceAttribute">
<input message="igrs:SubscribeServiceAttributeRequest"/>
<output message="igrs:SubscribeServiceAttributeResponse"/>
</operation>
<operation name="UnsubscribeServiceAttribute">
<input message="igrs:UnsubscribeServiceAttributeRequest"/>
<output message="igrs:UnsubscribeServiceAttributeResponse"/>
</operation>

<igrs:serviceAttribute name="CurrentTransportSt
<igrs:serviceAttribute name="CurrentSpeed" type="Type_CurrentSp
<igrs:serviceAttribute.name="TransportUIRList" type="Type_TransportUIR

<igrs:serviceAttribute name="PlayMode" type="Type_PlayM

<gperation name="SetTransportURIList">
</operation>

<operation name="GetTransportinfo">
</operation>

<operation name="Play">

ate
ped"
| jst"

bde

ipe

</operation>

<operaiion nhame="Pause™>
</operation>

<operation name="Resume">
</operation>

<operation name="Stop">
</operation>

<operation name="Seek">
</operation>

<operation name="TimeShift">
</operation>

<operation name="GetAllIMedialnfo">
</operation>

<operation name="GetCurrentMedialnfo">
</operation>

<operation name="GetPalyMode">
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</operation>

<operation name="SetPlayMode">

</operation>

<operation name="SetChoiceSelection">
</operation>

<operation name="SubscribeServiceAttribute">
</operation>

<operation name="UnsubscribeServiceAttribute">
</operation>

type

min

</binding>
<service name="MediaServerTransportManagementService">
J <port name="MediaServerlransporiManagementSeryice"
binding="igrs:MediaServerTransportManagementService| GRSPipe">
</port>
</service>
<types>
<element name="Type_TransportState" type="TransportStateType"/>
<element name="Type_StorageMediaName" type="StorageMediaNameTypg"/>
<element name="Type_PlayMode" type="PlayModeType"/>
<element name="Type_PlaySpeed" type="PlaySpeedIype"/>
<element name="Type_TrackNumber" type="xsd:unsignedint"/>
<element name="Type_MediaTimelLength" type&"xsd:string"/>
<element name="Type_TransportURIList" type='TransportURIListType"/>
<element name="Type_TransportURI" type=!xsd:string"/>
<element name="Type_ControlURI" type="xsd:string" minOccurs="0"/>
<element name="Type_ltem" type="xsdstring" minOccurs="0"/>
<element name="Type_ItemList" type="ItemListType" minOccurs="0"/>
<element name="Type_SeekMode"type="SeekModeType"/>
<element name="Type_SeekTargetPosition" type="xsd:string"/>
<element name="Type_Transportinstanceld" type="xsd:unsignedint"/>
<element name="Type_ServiceAttributeNgme"
="ServiceAttributeNameType" minOccurs="0"/>
<element name="Type\ Subscriptionld" type="xsd:string" minOccurs="0"/>
<element name="Type_Count" type="xsd:unsignedInt" minOccurs="0"/>
<element name="Type_RecordInput" type="RecordlnputType"/>
<element name="Type -RecordBitRateType" type="RecordBitRateTypeType"/>
<element name="Typé_RecordBitRate" type="xsd:unsignedInt" minOccurs="0"/>
<element name="Type_ RecordAudioSampleRate" type="xsd:unsignedInt"
Dccurs="0"/>
<element name="Type_RecordAudioBitRate" type="xsd:unsignedint" minOccurs="0"/p
<element name="Type_RecordVideoFormat" type="xsd:string" minOccurs="0"/>
<elementiname="Type_TimeLength" type="xsd:unsignedInt" minOccurs="0"/>
<element'name="Type_TimeShiftSwitch" type="TimeShiftSwitchType" minOccurs="01/>
<complexType name="TimeShiftSwitchType">
<choice>

<elemeni name="OPEN" type="xsd:siring7>
<element name="CLOSE" type="xsd:string"/>
</choice>
</complexType>
<complexType name="RecordInputType">
<choice>
<element name="DIGITAL" type="xsd:string"/>
<element name="ANALOG" type="xsd:string"/>
</choice>
</complexType>
<complexType name="RecordBitRateTypeType">
<choice>
<element name="FIXED" type="xsd:string"/>
<element name="VARIABLE" type="xsd:string"/>
</choice>
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</complexType>
<complexType name="TransprotStateType">
<choice>

<element name="PLAYING" type="xsd:string"/>
<element name="PAUSED_PLAYBACK" type="xsd:string"/>
<element name="PAUSED_RECORDING" type="xsd:string"/>
<element name="STOPPED" type="xsd:string"/>
<element name="RECORDING" type="xsd:string"/>
<element name="TRANSITIONING" type="xsd:string"/>
<element name="NO_MEDIA_PRESENT" type="xsd:string"/>
<element name="COMPLETE" type="xsd:string"/>
<elemeni name="ERROR_OCCURRED™ type="xsd:string"/>

</choice>
</complexType>
<complexType name="StorageMediaNameType">
<choice>
<element name="UNKNOWN" type="xsd:string!'/>
<element name="DV" type="xsd:string"/>
<element name="MINI-DV" type="xsd:string"/>
<element name="VHS" type="xsd:string’/>
<element name="W-VHS" type="xsd:string"/>
<element name="S-VHS" type="xsd:string"/>
<element name="D-VHS" type="xsd:string"/>
<element name="VHSC" type="xsd:string"/>
<element name="VIDEQOS8' type="xsd:string"/>

<element name="HI|8%type="xsd:string"/>
<element name="CD-ROM" type="xsd:string"/>
<element name="CD-DA" type="xsd:string"/>
<element name<"CD-R" type="xsd:string"/>
<element name="CD-RW" type="xsd:string"/>
<elementname="VIDEO-CD" type="xsd:string"/>
<element name="SACD" type="xsd:string"/>
<element name="MD-AUDIO" type="xsd:string"/>
<element name="MD-PICTURE" type="xsd:string"/>
<element name="DVD-ROM" type="xsd:string"/>
<element name="DVD-VIDEO" type="xsd:string"/>
<element name="DVD-R" type="xsd:string"/>
<element name="DVD+RW" type="xsd:string"/>
<element name="DVD-RW" type="xsd:string"/>
</choice>
sfcomplexType>
<complexType name="PlayModeType">
<choice>
<element name="NORMAL" type="xsd:string"/>
<element name="SHUFFLE" type="xsd:string"/>
<elemeni name="REPEAT_ONE" type="xsd:siring7>
<element name="REPEAT_ALL" type="xsd:string"/>
<element name="RANDOM" type="xsd:string"/>
<element name="DIRECT_1" type="xsd:string"/>
<element name="INTRO" type="xsd:string"/>
</choice>
</complexType>
<complexType name="PlaySpeedType">
<choice>
<element name="NORMAL" type="xsd:string"/>
<element name="FASTFORWARD" type="xsd:string"/>
<element name="SLOWFORWARD" type="xsd:string"/>
<element name="FASTBACKWARD" type="xsd:string"/>
</choice>
</complexType>



https://iecnorm.com/api/?name=4345503d17deb61e8fb50cfddee7fb57

- 168 — 14543-5-1 © ISO/IEC:2010(E)

<complextype name="TransportURIListType">

<sequence>
<element name="TransportURI" type="string

maxOccurs="unbounded"/>

</sequence>

</complextype>
<complextype name="ltemListType">

<sequence>
<element name="ltem" type="ItemType" minOccurs="1"/>
</sequence>

</complextype>

minOccurs="1"

min

typs

min

type

min
min

min

Dccurs="0">

<complexType name="litem [ ype >

<sequence>
<element name="KeyFrg
Dccurs="0">
<attribute names
="igrs:Type_Objectld"/>
</element>
<element name="MicroPhotogr
Dccurs="0">
<attribute names
="igrs:Type_Objectld"/>
<lelement>
</seqlence>
</complexType>
</element>
</sequence>
</complexType>
<complexType name="ItemAttributeType">
<sequence>
<element name="Objectld" type="xsd:string"/>
<element name="Parentld" type="xsd:string" minOccurs="0"
<element name="Deviceld" type="xsd:string" minOccurs="0"
<element name="DeviceName" type="xsd:st
Dccurs="0"/>
<element name="ObjectPath" type="xsd:sti
Dccurs="0"/>
<element name="ObjectName" type="xsd:st

<sequence>
<element name="IltemAttribute" type="ItemAttributeType"/>
<element name="IltemReferences" minOccurs="0">
<complexType>

<element name="ObjectStoreAttribute">
<complexType>
<sequence>

me

llldll

aphll

llldll

>
>

ing

ingll

ing

<element name="Readd

nly

type="xsd:string” minOccurs="0"7>

minOccurs="0"/>

<element name="Hide" type="xsd:string

type="xsd:string" minOccurs="0"/>

type="xsd:string" minOccurs="0"/>

minOccurs="0"/>

minOccurs="0"/>

<element name="Document"
<element name="System"
</sequence>
</complexType>
</element>
<element name="CreateTime" type="xsd:string"
<element name="LastAccessTime" type="xsd:string"
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<element name="LastWriteTime" type="xsd:string"

minOccurs="0"/>

<element name="ObjectType" type="igrs:ObjectTypeType"

minOccurs="0"/>

<element name="Size" type="xsd:string" minOccurs="0"/>

<element name="Duration" type="xsd:string" minOccurs="0"/>

<element name="Encrypted" type="xsd:string" minOccurs="0"/>
<element name="DRMContendId" type="xsd:string" minOccurs="0"/>

<element name="Type_MediaFormat">
<complexType>

<sequence>
<element name="AudioForinat"
typg="xsd:string" minOccurs="0"/>
<element name="VideoFormat"
type="xsd:string" minOccurs="0"/>
<element namez="PhotoFormat"
type="xsd:string" minOccurs="0"/>
<element name='RemoteDesKtop"
typeg="RemoteDesktop" minOccurs="0"/>
<element name="VideoCamfera"
typeg="VideoCamera" minOccurs="0"/>
</sequence>

type

<attribute name="Name" type="xsd:string"/>
<attribute name="TType" type="xsd:string"/>
</complexType>
</element>
<element name="0ObjectyYRI" type="xsd:string"/>

="xsd:unsignedInt"/>
<element name="Choices" minOccurs="0">
<complexType>
<sequence>

maxOccurs="unbounded">

<complexType>

<element name="Type_ ConnectionMangementServideld"

<element name="Choice" minOccursfF"0"

<sequence>
<element
name="Selection" minOccurs="0" maxOccurs="unbounded">
<complexType=>
<attributesname="Id" type="string"/>
<attribute name="Name" type="string"/>
</complexType>
</element>
</sequence>
<attribute name="1d"
type="string"/>
<attribute name="Name"
type="string"/>
<attribute name="Default"
type="string"/>
<attribute name="Type"
type="string"/>
</complexType>
</element>
</sequence>
</complexType>

</element>
</sequence>
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</complexType>
<complexType name="ObjectTypeType">
<choice>
<element name="Audio" type="igrs:AudioType"
minOccurs="0"/>
<element name="Video" type="xsd:string" minOccurs="0"/>
<element name="Photo" type="xsd:string" minOccurs="0"/>
<element name="Doc" type="xsd:string" minOccurs="0"/>
<element name="Camera" type="xsd:string" minOccurs="0"/>
<element name="Screen" type="xsd:string" minOccurs="0"/>
</choice>
<JcomplexType>
<complexType name="AudioType">
<sequence>
<element name="Singer" type="xsd:string" minOccurs="0"/>
<element name="Genre" type="xsd:string" minOg¢curs="0"/>
<element name="MusicDisc" type="xsd:string"iminOccurs="("/>
<element name="Author" type="xsd:string" minOccurs="0"/>
</sequence>
</complexType>
<complexType name="SeekModeType">
<choice>
<element name="TRACK_NR" type="xsd:string"/>
<element name="TAPE_INDEX"type="xsd:string"/>
<element name="ABS_COUNT" type="xsd:string"/>
<element name="REL_CQUNT" type="xsd:string"/>
<element name="ABS <TIME" type="xsd:string"/>
<element name="REL/ TIME" type="xsd:string"/>
<element name="FRAME" type="xsd:string"/>
</choice>
</complexType>
<complexType name="ServiceAttributeNameType">
<choice>
<element name="TRANSPORTSTATE" type="xsd:string"/>
<element name="CURRENTSPEED" type="xsd:string"/>
<element name="TRANSPROTURILIST" type="xsd:string"/>
<element name="PLAYMODE" type="xsd:string"/>
</cheice>
</complexType>
</types>

<message name="SetTransportURIListRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
<part name="TransportURIList" type="Type_TransportURIList"/>
<part name="ltemList" type="Type_ItemList"/>
</message>
<message name="SetTransportURIListResponse">
<part name="RefurnCode™ type="xsd.unsignedini 7>
</message>
<message name="GetTransportinfoRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
</message>
<message name="GetTransportinfoResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="CurrentTransportState" type="Type_TransportState"/>
<part name="CurrentSpeed" type="Type_PlaySpeed"/>
</message>
<message name="PlayRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
<part name="Speed" type="Type_PlaySpeed"/>
<part name="0Offset" type="Type_Count"/>
</message>
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<message name="PlayResponse">

<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="NextRequest">

<part name="Instanceld" type="Type_Transportinstanceld"/>
</message>
<message name="NextResponse">

<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="PreviousRequest">

<part name="Instanceld" type="Type_Transportinstanceld"/>

</message>
<message name="PreviousResponse">

<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="StopRequest">

<part name="Instanceld" type="Type_Transportinstanceld"/>
</message>
<message name="StopResponse">

<part name="ReturnCode" type="xsd:unsignedIint"/>
</message>
<message name="PauseRequest">

<part name="Instanceld" type="Type_Transportinstanceld"/>
</message>
<message name="PauseResponse">

<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="ResumeRequest">

<part name="Instanceld" type="Type_ Transportinstanceld"/>
</message>
<message name="ResumeResponse*>

<part name="ReturnCode"\type="xsd:unsignedInt"/>
</message>
<message name="SeekRequest">

<part name="InstanCeld" type="Type_Transportinstanceld"/>

<part name="Unit" type="Type_SeekMode"/>

<part name="Target" type="Type_SeekTargetPosition"/>
</message>
<message name="SeekResponse">

<part name="ReturnCode" type="xsd:unsignedint"/>
</message?>
<message name="TimeShiftRequest">

<part name="Instanceld" type="Type_Transportinstanceld"/>

<part name="ShiftTime" type="Type_TimeLength"/>

<part name="TimeShiftSwitch" type="Type_TimeShiftSwitch"/>
</message>
<message name="TimeShiftResponse">

<part name="RefurnCode™ type="xsd.unsignedini 7>
</message>
<message name="GetPlayURIListRequest">

<part name="Instanceld" type="Type_Transportinstanceld"/>
</message>
<message name="GetPlayURIListResponse">

<part name="ReturnCode" type="xsd:unsignedint"/>

<part name="TransportURIList" type="igrs:TransportURIList"/>
</message>
<message name="GetAllIMedialnfoRequest">

<part name="Instanceld" type="Type_Transportinstanceld"/>
</message>
<message name="GetAllIMedialnfoResponse">

<part name="ReturnCode" type="xsd:unsignedint"/>

<part name="ltemList" type="Type_ItemList"/>


https://iecnorm.com/api/?name=4345503d17deb61e8fb50cfddee7fb57

-172 - 14543-5-1 © ISO/IEC:2010(E)

</message>
<message name="GetCurrentMedialnfoRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
</message>
<message name="GetCurrentMedialnfoResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="ElapsedDuration" type="Type_Length"/>
<part name="CurrentURI" type="Type_TransportURI"/>
<part name="ltem" type="Type_ContentList"/>
</message>
<message name="GetCurrentPlayModeRequest">
<part name="Instanceld" type="1ype_Iransportinstanceld 7>
</message>
<message name="GetCurrentPlayModeResponse">
<part name="ReturnCode" type="xsd:unsignedInt"/>
<part name="PlayMode" type="Type_PlayMode"/>
</message>
<message name="SetPlayModeRequest">
<part name="Instanceld" type="Type_Transportinstanceld’/>
<part name="NewPlayMode" type="Type_PlayMode"/>
</message>
<message name="SetPlayModeResponse">
<part name="ReturnCode" type="xsd:unsignedlft’/>
</message>
<message name="RecordRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
<part name="RecordInput" type="Typ€ ‘RecordInput"/>
<part name="RecordBitRateType" type="Type_ RecordBitRateType"/>
<part name="RecordBitRate" type="xsd:unsignedint" miniOccur="0"/>
<part name="RecordVbrArg" type="xsd:unsignedInt" miniOccur="0"/>
<part name="RecordAadioSampleRate" type="xsd:unsignedInt"
miniOccur="0"/>
<part name="RecordAudjoBitRate" type="xsd:unsignedInt" miniOccur="0"/>
<part name="Record\edioFormat" type="xsd:string" miniOccur="0"/>
</message>
<message name="RecordResponse">
<part name="ReéturnCode" type="xsd:unsignedint"/>
</message>
<message name="PauseRecordRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
</message?>
<message name="PauseRecordResponse">
<part name="ReturnCode" type="xsd:unsignedInt"/>
</meSsage>
<message name="ResumeRecordRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
</message>
<message name="ResumeRecordResponse™
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="StopRecordRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
</message>
<message name="StopRecordResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="SetChoiceSelectionRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
<part name="ChoiceType" ref="xsd:string"/>
<part name="Selectionld" ref="xsd:string"/>
</message>
<message name="SetChoiceSelectionResponse">
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<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="SubscribeServiceAttributeRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
<part name="ServiceAttributeName" type="Type_ServiceAttributeName"/>
</message>
<message name="SubscribeServiceAttributeResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="Subscriptionld" type="Type_Subscriptionld"/>
</message>
<message name="UnsubscribeServiceAttributeRequest">

<part name="subscriptionld” type="1ype_subscriptionld 7>
</message>
<message name="UnsubscribeServiceAttributeResponse">

<part name="ReturnCode" type="xsd:unsignedint"/>
</message>

<portType name="MediaRendererTransportManagementPortType">
<operation name="SetTransportURIList">
<input message="igrs:SetTransportURIListRequest"/>
<output message="igrs:SetTransportURIRListesponse"/>
</operation>
<operation name="GetTransportinfo">
<input message="igrs:GetTransportinfoRequest"/>
<output message="igrs:GetTransportinfoResponse"/>
</operation>
<operation name="Play">
<input message="igrs:PlayRequest"/>
<output message="igrs:PlayResponse"/>
</operation>
<operation name="Next">
<input message="igrs:NextRequest"/>
<output message='igrs:NextResponse"/>
</operation>
<operation name=!Previous">
<input message="igrs:PreviousRequest"/>
<outputmessage="igrs:PreviousResponse"/>
</operation>
<operatian name="Stop">
<ihput message="igrs:StopRequest"/>
<output message="igrs:StopResponse"/>
</gperation>
<operation name="Pause">
<input message="igrs:PauseRequest"/>
<output message="igrs:PauseResponse"/>
</operation>
<operation name="Resume">

<Input message="1grs:ResumeRequesi 7>
<output message="igrs:ResumeResponse"/>
</operation>
<operation name="Seek">
<input message="igrs:SeekRequest"/>
<output message="igrs:SeekResponse"/>
</operation>
<operation name="TimeShift">
<input message="igrs:TimeShiftRequest"/>
<output message="igrs:TimeShiftResponse"/>
</operation>
<operation name="GetPlayURIList">
<input message="igrs:GetPlayURIListRequest"/>
<output message="igrs:GetPlayURIListResponse"/>
</operation>
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<operation name="GetAllIMedialnfo">
<input message="igrs:GetAllIMedialnfoRequest"/>
<output message="igrs:GetAllIMedialnfoResponse"/>
</operation>
<operation name="GetCurrentMedialnfo">
<input message="igrs:GetCurrentMedialnfoRequest"/>
<output message="igrs:GetCurrentMedialnfoResponse"/>
</operation>
<operation name="GetCurrentPlayMode">
<input message="igrs:GetPlayModeRequest"/>
<output message="igrs:GetPlayModeResponse"/>
<Joperation>
<operation name="SetPlayMode">
<input message="igrs:SetPlayModeRequest"/>
<output message="igrs:SetPlayModeResponse"/>
</operation>
<operation name="Record">
<input message="igrs:RecordRequest"/>
<output message="igrs:RecordResponse"/>
</operation>
<operation name="PauseRecord">
<input message="igrs:PauseRecordRequest"/>
<output message="igrs:PauseRecordResponse"/>
</operation>
<operation name="ResumeRecord">
<input message="igrs:ResumeRecordRequest"/>
<output message="igrs:ResumeRecordResponse"/>
</operation>
<operation name="StopRecord">
<input message="igrs:StopRecordRequest"/>
<output message="igrs:StopRecordResponse"/>
</operation>
<operation name="SetChoiceSelection">
<input messagé&="igrs:SetChoiceSelectionRequest"/>
<output mesSage="igrs:SetChoiceSelectionResponse"/>
</operation>
<operation name="SubscribeServiceAttribute">
<inputmessage="igrs:SubscribeServiceDataRequest"/>
<qutput message="igrs:SubscribeServiceDataResponse"/>
</operation>
<operation name="UnsubscribeServiceAttribute">
<input message="igrs:UnsubscribeServiceDataRequest"/>
<output message="igrs:UnsubscribeServiceDataResponse"/>
</operation>

<igrs:serviceAttribute name="CurrentTransportS{ate"
typeg="Type_CurrentTransportState" notifiable="true"/>
<igrs:serviceAttributie name="currentspeed- type="Type_CurrentSpeed"

notifiable="true"/>

<igrs:serviceAttribute name="TransportUIRList" type="Type_TransportUIRList"
notifiable="true"/>

<igrs:serviceAttribute name="PlayMode" type="Type_PlayMode"
notifiable="true"/>

</portType>
<binding name="MediaRendererTransportManagementServicelGRSPipe"
type="igrs:MediaRendererTransportManagementPortType">
<operation name="SetTransportURIList">
</operation>
<operation name="GetTransportinfo">
</operation>
<operation name="Play">
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</operation>
<operation name="Next">
</operation>
<operation name="Previous">
</operation>
<operation name="Pause">
</operation>
<operation name="Resume">
</operation>
<operation name="Stop">
</operation>
<operation name="Seek >
</operation>
<operation name="TimeShift">
</operation>
<operation name="GetPlayURIList">
</operation>
<operation name="GetAllIMedialnfo">
</operation>
<operation name="GetCurrentMedialnfo">
</operation>
<operation name="GetCurrentPlayMode">
</operation>
<operation name="SetPlayMode">
</operation>
<operation name="Record">
</operation>
<operation name="SetChoiceSelection">
</operation>
<operation name="SubscribeServiceData">
</operation>
<operation name="UnsubscribeServiceData">
</operation>
</binding>
<service name="MediaRendererTransportManagementService">
<port name="MediaRendererTransportManagementSery
binding="igrs:MediaRendererTransportManagementService| GRSPipe">
</port>
</service>

ce

<types>
<element name="Type_PresetProfileList" type="xsd:string"/>
<element name="Type_Brightness" type="xsd:unsignedInt" minOccurs="0"/
<element name="Type_Contrast" type="xsd:unsignedInt" minOccurs="0"/>
<element name="Type_Sharpness" type="xsd:unsignedInt" minOccurs="0"/p
<element name="Type_VideoGain" type="xsd:unsignedInt" minOccurs="0"/p

\4

<element name="Type_VideoGreylLevel" type="xsd:unsignedint"
minOccurs="0"7>
<element name="Type_ColorTemperature" type="xsd:unsignedInt"

minOccurs="0"/>
<element name="Type_MuteState" type="xsd:boolean" minOccurs="0"/>
<element name="Type_Volume" type="xsd:unsignedInt" minOccurs="0"/>
<element name="Type_LoudnessSwitch" type="xsd:boolean" minOccurs="0"/>
<element name="Type_PlayChannel" type="PlayChannelType"/>
<element name="Type_RenderingManagementinstanceld"
type="xsd:unsignedint"/>
<element name="Type_PresetProfile" type="xsd:string"/>
<element name="Type_DisplayWindowld" type="xsd:unsignedInt"/>
<element name="Type_DisplayWindowSize" type="xsd:unsignedInt"/>
<element name="Type_DisplayWindowPosition" type="xsd:unsignedInt"/>
<element name="Type_DisplayWindowInfo" type="DisplayWindowInfoType"/>


https://iecnorm.com/api/?name=4345503d17deb61e8fb50cfddee7fb57

- 176 - 14543-5-1 © ISO/IEC:201

0(E)

<element name="Type_DisplayWindowInfoList"
type="DisplayWindowInfoListType"/>

<element name="Type_DisplayAttribute" type="DisplayAttribueType"/>

<complexType name="PlayChannelType">
<choice>
<element name="MASTER" type="xsd:string"/>
<element name="LF" type="xsd:string"/>
<element name="RF" type="xsd:string"/>
<element name="CF" type="xsd:string"/>
<element name="LFE" type="xsd:string"/>

min

min

type
type

type

<elemeni name="LS" type="xsd:siring" 7>
<element name="RS" type="xsd:string"/>
<element name="LFC" type="xsd:string"/>
<element name="RFC" type="xsd:string"/>
<element name="SD" type="xsd:string"/>
<element name="SL" type="xsd:string"/>
<element name="SR" type="xsd:string"/>
<element name="T" type="xsd:string"/>
<element name="B" type="xsd:string"/>
</choice>
</complexType>
<complexType name="DisplayWindowlnfoType">
<sequence>
<element name="DisplayWindow" type="DisplayWindowT
Dccurs="1" />
</sequence>
</complexType>
<complexType name="DisplayWindowType">
<sequence>
<element nate="Type_DisplayWindowld" type="xsd:st
Dccurs="1" />
<elementname="Type_DisplayWindowPosition">
<ecomplexType>

gsequence>
<element name="Cent
="xsd:unsignedInt" minOggurs="0"/>
<element name="Cent
="xsd:unsignedInt" minOccurs="0"/>
<element name="Cent
="xsd:unsignedint® minOccurs="0"/>
</sequence>
</complexType>
</element>

<element name="Type_DisplayWindowSize">
<complexType>

<sequence>

ype

ing

Br X"
erY"

erZ"

type

type

max

<element name="WIiNndowW
="xsd:unsignedInt" minOccurs="0"/>

dth"

<element name="WindowHeight"

="xsd:unsignedInt" minOccurs="0"/>
</sequence>
</complexType>
</element>
<element name="DisplayURI" type="xsd:string" minOccurs
Occurs="1"/>

<element name="DisplayMode" type="xsd:string

minOccurs="1" maxOccurs="1"/>

</sequence>

</complexType>

<complexType name="DisplayWindowlInfoListType">
<sequence>

=v|1ll
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<element name="DisplayWindowInfo"
type="DisplayWindowInfoType" minOccurs="1" />
</sequence>
</complexType>
</types>

<message name="ListPresetsRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld"/>
</message>
<message name="ListPresetsResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>
<part name="curreniPreseiNameLisi" ref="igrs: Type_PresetNameList/>
</message>
<message name="SelectPresetsRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld'}/>
<part name="PresetName" ref="igrs:Type_PresetName"/>
</message>
<message name="SelectPresetsResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="GetBrightnessRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld'}/>
</message>
<message name="GetBrightnessResponse">
<part name="ReturnCode" type="xsd:unsigriedInt"/>
<part name="CurrentBrightness" ref="igrs: Type_Brightness"/>
</message>
<message name="SetBrightnessRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld'}/>
<part name="DesiredBrightness™ref="igrs:Type_Brightness"/>
</message>
<message name="SetBrightnessResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="GetContrastRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld'}/>
</message>
<message name="GetContrastResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>
<part name="CurrentContrast" ref="igrs:Type_Contrast"/>
</message?>
<message name="SetContrastRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld'}/>
<part name="DesiredContrast" ref="igrs:Type_Contrast"/>
</meSsage>
<message name="SetContrastResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>
</message>
<message name="GetSharpnessRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld"/>
</message>
<message name="GetSharpnessResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="CurrentSharpness" ref="igrs:Type_Sharpness"/>
</message>
<message name="SetSharpnessRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld"/>
<part name="DesiredSharpness" ref="igrs:Type_Sharpness"/>
</message>
<message name="SetSharpnessResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
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<message name="GetVideoGainRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld"/>
</message>
<message name="GetVideoGainResponse">
<part name="ReturnCode" type="xsd:unsignedInt"/>
<part name="CurrentVideoGain" ref="igrs:Type_VideoGain"/>
</message>
<message name="SetVideoGainRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld"/>
<part name="DesiredVideoGain" ref="igrs:Type_VideoGain"/>
</message>

<message name="setvideoGainResponse™
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="GetVideoGreylLevelRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld'}/>
</message>
<message name="GetVideoGreylLevelResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>
<part name="CurrentVideoGreyLevel" ref="igrs:Type_VideoGreyLevel"/>
</message>
<message name="SetVideoGreylLevelRequest">
<part name="Instanceld" ref="igrs:Type_RendefingManagementinstanceld'}/>
<part name="DesiredVideoGreyLevel" ref="igrs:Type_VideoGreyLevel"/>
</message>
<message name="SetVideoGreylLevelResponse"'>
<part name="ReturnCode" type="xsd:dnsignedint"/>
</message>
<message name="GetColorTemperatureRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld'}/>
</message>
<message name="GetColorTemperatureResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="CurrentColorTemperature" ref="igrs:Type_ColorTemperature"f>
</message>
<message name="SetColorTemperatureRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld'}/>
<part name="DesiredColorTemperature" ref="igrs: Type_ColorTemperature'l/>
</message>
<message name="SetColorTemperatureResponse">
<part name="ReturnCode" type="xsd:unsignedInt"/>
</message>
<message name="GetMuteRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld'y>
<part name="Channel" ref="igrs:Type_PlayChannel"/>
</message>
<message name="GetMuteResponse">

<part name="RefurnCode™ type="xsd.unsignedini 7>
<part name="CurrentMute" ref="igrs: Type_Mute"/>
</message>
<message name="SetMuteRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld"/>
<part name="Channel" ref="igrs:Type_PlayChannel"/>
<part name="DesiredMute" ref="igrs:Type_Mute"/>
</message>
<message name="SetMuteResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="GetVolumeRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld"/>
<part name="Channel" ref="igrs:Type_PlayChannel"/>
</message>
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<message name="GetVolumeResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="CurrentVolume" ref="igrs:Type_Volume"/>
</message>
<message name="SetVolumeRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld"/>
<part name="Channel" ref="igrs:Type_PlayChannel"/>
<part name="DesiredVolume" ref="igrs:Type_Volume"/>
</message>
<message name="SetVolumeResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>
</message>
<message name="GetLoudnessRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld'}/>
<part name="Channel" ref="igrs:Type_PlayChannel"/>
</message>
<message name="GetLoudnessResponse">
<part name="ReturnCode" type="xsd:unsignedInt"/>
<part name="CurrentLoudness" ref="igrs:Type_LoudnessSwitch"/>
</message>
<message name="SetLoudnessRequest">
<part name="Instanceld" ref="igrs:Type_RenderingManagementinstanceld'}/>
<part name="Channel" ref="igrs:Type_PlayChanngel"/>
<part name="DesiredLoudness" ref="igrs:Type_Loudness"/>
</message>
<message name="SetLoudnessResponse">
<part name="ReturnCode" type="xsd:dnsignedint"/>
</message>
<message name="QueryServiceAttributeRequest">
<part name="Name" type="xsd:string"/>
</message>
<message name="QueryServiceAttributeResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="Attributelype" type="xsd:string"/>
<part name="AllowgdValueRange" type="xsd:string" minOccurs="0"/>
<part name="AllowedValueList" type="xsd:string" minOccurs="0"/>
</message>
<message name="GgetAllDisplayWindowlnfoRequest">
</message>.
<message name="GetAllDisplayWindowlnfoResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>
<part nameé="DisplayWindowInfoList" type="igrs:Type_DisplayWindowlInfoList"/>
</message>
<message name="GetPlayerDisplayAttributeRequest">
</meSsage>.
<message name="GetPlayerDisplayAttributeResponse">
<part name="ReturnCode" type="xsd:unsignedInt"/>
<part name="PlayerDisplayAttribuie™ type="igrs: I ype_DisplayWindowInfoLIst 7>
</message>
<message name="GetDisplayWindowSizeRequest">
<part name="Windowld" type="Type_DisplayWindowld"/>
</message>.
<message name="GetDisplayWindowSizeResponse">
<part name="ReturnCode" type="xsd:unsignedInt"/>
<part name="DisplayWindowSize" type="igrs:Type_DisplayWindowSize"/>
</message>
<message name="SetDisplayWindowSizeRequest">
<part name="Windowld" type="Type_DisplayWindowld"/>
<part name="DesiredDisplayWindowSize" type="igrs:Type_DisplayWindowSize"/>
</message>.
<message name="SetDisplayWindowSizeResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>
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</message>
<message name="GetDisplayWindowPositionRequest">
<part name="Windowld" type="Type_DisplayWindowld"/>
</message>.
<message name="GetDisplayWindowPositionResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="DisplayWindowSize" type="igrs:Type_DisplayWindowPosition"/>
</message>
<message name="SetDisplayWindowPositionRequest">
<part name="Windowld" type="Type_DisplayWindowld"/>
<part name="DesiredDisplayWindowPosition"

type

="igrs: Type_DisplayWindowPosition 7>
</message>.
<message name="SetDisplayWindowPositionResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<portType name="RenderingManagementPortType">
<operation name="ListPresets">
<input message="igrs:ListPresetsRequest"/>
<output message="igrs:ListPresetsResponse"/>
</operation>
<operation name="SelectPresets">
<input message="igrs:SelectPresetsRequest"/>
<output message="igrs:SelectPresetsReésponse"/>
</operation>
<operation name="GetBrightness">
<input message="igrs:GetBrighthessRequest"/>
<output message="igrs:GetBrightnessResponse"/>
</operation>
<operation name="SetBrightness'>
<input message="igrs:SétBrightnessRequest"/>
<output message="igrs:SetBrightnessResponse"/>
</operation>
<operation name="GetContrast">
<input message="igrs:GetContrastRequest"/>
<output message="igrs:GetContrastResponse"/>
</operation>
<operation name="SetContrast">
<input message="igrs:SetContrastRequest"/>
<output message="igrs:SetContrastResponse"/>
</operation>
<gperation name="GetSharpness">
<input message="igrs:GetSharpnessRequest"/>
<output message="igrs:GetSharpnessResponse"/>
</operation>
<operation name="SetSharpness">
<input message="igrs:SetSharpnessRequest"/>

<output message="igrs:SeisSharpnessResponse’/>
</operation>
<operation name="GetVideoGain">
<input message="igrs:GetVideoGainRequest"/>
<output message="igrs:GetVideoGainResponse"/>
</operation>
<operation name="SetVideoGain">
<input message="igrs:SetVideoGainRequest"/>
<output message="igrs:SetVideoGainResponse"/>
</operation>
<operation name="GetVideoGreyLevel">
<input message="igrs:GetVideoGreylLevelRequest"/>
<output message="igrs:GetVideoGreylLevelResponse"/>
</operation>
<operation name="SetVideoGreyLevel">
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<input message="igrs:SetVideoGreyLevelRequest"/>
<output message="igrs:SetVideoGreyLevelResponse"/>
</operation>
<operation name="GetColorTemperature">
<input message="igrs:GetColorTemperatureRequest"/>
<output message="igrs:GetColorTemperatureResponse"/>
</operation>
<operation name="SetColorTemperature">
<input message="igrs:SetColorTemperatureRequest"/>
<output message="igrs:SetColorTemperatureResponse"/>
</operation>

<operation hame="GetMuie™
<input message="igrs:GetMuteRequest"/>
<output message="igrs:GetMuteResponse"/>
</operation>
<operation name="SetMute">
<input message="igrs:SetMuteRequest"/>
<output message="igrs:SetMuteResponse"/>
</operation>
<operation name="GetVolume">
<input message="igrs:GetVolumeRequest"/>
<output message="igrs:GetVolumeResponsg’/>
</operation>
<operation name="SetVolume">
<input message="igrs:SetVolumeReguest"/>
<output message="igrs:SetVolumeResponse"/>
</operation>
<operation name="GetLoudness">
<input message="igrs:GetLoudnessRequest"/>
<output message="igrs:GetLoudnessResponse"/>
</operation>
<operation name="SetLoudness">
<input messagez'igrs:SetLoudnessRequest"/>
<output message="igrs:SetLoudnessResponse"/>
</operation>
<operation namez"QueryServiceAttribute">
<inputimiessage="igrs:QueryServiceAttributeRequest"/>
<output message="igrs:QueryServiceAttributeResponse"/>
</operation>
<operation name="GetAllDisplayWindowinfo">
<input message="igrs:GetAllDisplayWindowsRequest"/>
<output message="igrs:GetAllDisplayWindowsResponse"/>
</operation>
<operation name="GetPlayerDisplayAttribute">
<input message="igrs:GetPlayerDisplayAttributeRequest"/>
<output message="igrs:GetPlayerDisplayAttributeResponse"/>
</operation>.

<operation name="GeiDisplayWindowSize™
<input message="igrs:GetDisplayWindowSizeRequest"/>
<output message="igrs:GetDisplayWindowSizeResponse"/>
</operation>.
<operation name="SetDisplayWindowSize">
<input message="igrs:SetDisplayWindowSizeRequest"/>
<output message="igrs:SetDisplayWindowSizeResponse"/>
</operation>.
<operation name="GetDisplayWindowPosition">
<input message="igrs:GetDisplayWindowPositionRequest"/>
<output message="igrs:GetDisplayWindowPositionResponse"/>
</operation>.
<operation name="SetDisplayWindowPosition">
<input message="igrs:SetDisplayWindowPositionRequest"/>
<output message="igrs:SetDisplayWindowPositionResponse"/>
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</operation>.

<igrs:serviceAttribute name="CurrentPresetProfile" type="Type_ PresetProfileList"/>

<igrs:serviceAttribute name="CurrentBrightness" type="xsd:unsignedInt"
minOccurs="0"/>

<igrs:serviceAttribute name="CurrentContrast" type="xsd:unsignedInt"
minOccurs="0" />

<igrs:serviceAttribute name="CurrentMute" type="xsd:unsignedInt"

minOccurs="0" />

</portType>

<binding name="RenderingManagementServicelGRSHipe
typeg="igrs:RenderingManagementPortType">

<operation name="ListPresets">
</operation>

<operation name="SelectPresets">
</operation>

<operation name="GetBrightness">
</operation>

<operation name="SetBrightness">
</operation>

<operation name="GetContrast">
</operation>

<operation name="SetContrast">
</operation>

<operation name="GetSharpness">
</operation>

<operation name="SetSharpness">
</operation>

<operation name="GetVideoGain'>
</operation>

<operation name="SetVideoGain">
</operation>

<operation name="Get\VlideoGreyLevel">
</operation>

<operation namez"SetVideoGreyLevel">
</operation>

<operation name="GetColorTemperature">
</operatigon>

<operation name="SetColorTemperature">
</operation>

<gperation name="GetMute">

</operation>

<operation name="SetMute">

</operation>

<operation name="GetVolume">
</operation>

<operaiion name="setvolume™
</operation>

<operation name="GetLoudness">
</operation>

<operation name="SetLoudness">
</operation>

<operation name="QueryServiceAttribute">
</operation>

<operation name="GetAllDisplayWindowInfo">
</operation>

<operation name="GetPlayerDisplayAttribute">
</operation>

<operation name="GetDisplayWindowSize">
</operation>

<operation name="SetDisplayWindowSize">
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</operation>
<operation name="GetDisplayWindowPosition">
</operation>
<operation name="SetDisplayWindowPosition">
</operation>

</binding>

<service name="RenderingManagementService">

<port name="RenderingManagementService"
binding="igrs:RenderingManagementService| GRSPipe">
</port>
</service>
<types>

min

<sequence>
<element name<"|P" type="xsd:st
maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>
<complexType name="PortocollnfoliistType">
<sequence>
<element name="Protocollnfo" type="ProtocolinfoT
minPccurs="0" maxOccurs="unbounded"/>
</sequence>
</complexType>
<complexType name="ProtocollnfoType">
<sequence>
<element name="TransportProtocol">
<complexType>
<sequence>
<element name="Port" type="xsd:st
minPccurs="0" maxOegurs="unbounded"/>

min

min

<element name="Type_ProtocollnfoList" type="PortocolinfolListType//>
<element name="Type_Protocolinfo" type="ProtocollnfoType"/>
<element name="Type_Connectionld" type="xsd:unsignedInt"/>
<element name="Type_ServiceAttributeName" type="xsd:stf
Dccurs="0"/>
<element name="Type_Subscriptionld" type="xsd:string" minOccurs="0"/>
<element name="Type_IPList" minOccurs="0">
<complexType>

</sequence>
<attribute name="Name" type="xsd:string"/>
</complexType>

ing

ing

ype

ing

ing

</element>
<element name="ParameterList" type="xsd:st
Dceurs="0"/>
<element name="Additionallnfo" type="xsd:st|
ccurs="07>
</sequence>
</complexType>

</types>
<message name="GetProtocolInfoRequest"/>
<message name="GetProtocollInfoResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="ProtocolIinfoList" ref="igrs:Type_ProtocolinfoList"/>
<part name="IPList" ref="igrs:Type_IPList"/>
</message>
<message name="PrepareforConnectionRequest">
<part name="RemoteProtocollnfo" type="Type_Protocollnfo"/>
</message>
<message name="PrepareforConnectionResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>

ing
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<part name="Connectionld" type="Type_Connectionld"/>
</message>
<message name="ReleaseConnectionRequest">
<part name="Connectionld" type="Type_Connectionld"/>
</message>
<message name="ReleaseConnectionResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="SubscribeServiceAttributeRequest">
<part name="ServiceAttributeName" type="Type_ServiceAttributeName"/>
</message>
<message name="subscribeServiceAttributeResponse™
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="Subscribeld" type="Type_Subscriptionld"/>
</message>
<message name="UnsubscribeServiceAttributeRequest">
<part name="Subscriptionld" type="Type_Subscriptionld"/>
</message>
<message name="UnsubscribeServiceAttributeResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>

<portType name="FileConnectionManagementPortType">
<operation name="GetProtocolInfo">
<input message="igrs:GetProtocollnfoRequest"/>
<output message="igrs:GetProtocolinfoResponse"/>
</operation>
<operation name="PrepareforConnection">
<input message="igrs:PrepareforConnectionRequest"/>
<output message="igrs:PrepareforConnectionResponse"/>
</operation>
<operation name="ReleaseConnection">
<input messagez’igrs:ReleaseConnectionRequest"/>
<output message="igrs:ReleaseConnectionResponse"/>
</operation>
<operation namez"SubscribeServiceAttribute">
<inputimessage="igrs:SubscribeServiceAttributeRequest"/>
<output message="igrs:SubscribeServiceAttributeResponse"/>
</operatigon>
<operation name="UnsubscribeServiceAttribute">
<input message="igrs:UnsubscribeServiceAttributeRequest"/>
<output message="igrs:UnsubscribeServiceAttributeResponse"/>
</operation>

<igrs:serviceAttribute name="ProtocollnfoList" type="Type_Protocollnfolist"
notifiable="true"/>
<igrs:serviceAttribute name="IPList" type="Type_IPList" notifiable="true"/>

</portType>

<binding name="FileConnectionManagementServicelGRSPipe"

type="igrs:FileConnectionManagementPortType">

<operation name="GetProtocollnfo">

</operation>

<operation name="PrepareforConnection">

</operation>

<operation name="ReleaseConnection">

</operation>

<operation name="SubscribeServiceAttribute">

</operation>

<operation name="UnsubscribeServiceAttribute">

</operation>
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</binding>
<service name="FileConnectionManagementService">
<port name="FileConnectionManagementService"
binding="igrs:FileConnectionManagementServicel GRSPipe">
</port>
</service>
<types>

<element name=" Type_AuthenticationKey" type="xsd:string"/>
<element name=" Type_Instanceld" type="xsd:string"/>
<element name=" Type_Objectld" type="xsd:string"/>
<elemeni name=" [ype_subscriptionld" type="xsd:string 7>
<element name=" Type_FilterRule" type="xsd:string"/>
<element name=" Type_SortRule" type="xsd:string" />
<element name=" Type_ServiceAttributeName" type="xsd:string"/>
<element name=" Type_Count" type="xsd:int"/>
<element name=" Type_SortCapability" type="xsd:string"/>
<element name=" Type_SearchCapability" type="xsd:string" \/>
<element name=" Type_DeleteMode" type="xsd:string"/>
<element name=" Type_UserAuthenticationinfo"
typg="UserAuthenticationinfoType"/>
<element name=" Type_ObjectAttribute" type="Objé&ctAttributeType"/>
<element name=" Type_ObjectURI" type="xsd:string"/>
<element name=" Type_ObjectldList">

<complexType>

<sequence>
<element name="0Objectld" type="xsd:stfing"
minPccurs="1" maxOccurs="unbounded"/>
</sequence>
</complexType>

</element>
<element name="Type_ObjectList">
<complexType>
<sequehce>
<element name="Object" type="ObjectAttributeType
minQOccurs="0"/>
</sequence>
</complexType>
</element>
<element*name= "Type_ObjectURITreeList">
<complexType>
<sequence>
<element name="ObjectURITJree
typeg="ObjecttdRITreeType" minOccurs="1" maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>
<complexType name="0ObjeciURITreeType™
<attribute name="0bjectAttribute" type="ObjectAttributeType"/>
<attribute name= "ObjectURI" type ="xsd:string"/>
<sequence>
<element name="ObjectURITree"
type="ObjectURITreeType" minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</complexType>
<complexType name="UserAuthenticationInfoType">
<sequence>
<element name="UserInfo" minOccurs="0">
<complexType>
<sequence>
<element name="UserName"

type="xsd:string"/>
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<element name="UserPassword"

</sequence>
</complexType>
</element>
<element name="Devicelnfo" minOccurs="0">
<complexType>

<sequence>
<element name="Deviceld"
type="xsd:string"/>
<element name="DeviceName"
="xsd:string 7>
</sequence>
</complexType>

typs

min

min

min

min

min

="xsd:string"/>

</element>
<element name="3rdPartyAuthen" minOccurs="0/>
<complexType>
<sequence>

<element name=!3rdPartyAuthenT
</sequence>
</complexType>
</element>

</sequence>

</complexType>

<complexType name="ObjectAttribute Type">
<sequence>

<element name="ObjectType" type="xsd:string"/>
<element name="Qkjectld" type="xsd:string"/>
<element name="0ObjectName" type="xsd:string"/>

ype

<element name="Parentld" type="xsd:string" minOccurs="0"{>
<element name="Deviceld" type="xsd:string" minOccurs="0"Y/>
<element name="DeviceName" type="xsd:stfing
Dccurs="0"/>
<element name="AccessRight">
<complexType>
<sequence>
<element name="Read" type="xsd:stfing
Dccurs="0"/>
<element name="Write" type="xsd:stfing
Dccurs="0"/>
<element name="Hide" type="xsd:stfing
Dccurs="0">
</sequence>
</complexType>
</element>
<element name="CreateTime" type="xsd:stfing
ccurs="07>
<element name="LastAccessTime" type="xsd:string"
minOccurs="0"/>
<element name="LastWriteTime" type="xsd:string"

minOccurs="0"/>

minOccurs="0"/>

minOccurs="0"/>

<element name="Size" type="xsd:string" minOccurs="0"/>

<element name="Num_SubDirectories" type="unsignedint"

<element name="Num_SubFiles" type="unsignedInt"

</sequence>

</complexType>

</types>

<message name="GetAuthenticationKeyRequest">
<part name="Instanceld" type="Type_lInstanceld"/>
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<part name="UserAuthenticationInfo" type="Type_UserAuthenticationInfo"/>
</message>
<message name="GetAuthenticationKeyResponse">
<part name="ReturnCode" type="xsd:unsignedInt"/>
<part name="AuthenticationKey" type="xsd:string"/>
</message>
<message name="GetSortCapabilityRequest">
<part name="AuthenticationKey" type="Type_AuthenticationKey"/>
</message>
<message name="GetSortCapabilityResponse">
<part name="ReturnCode" type="unsignedInt"/>
<part name="sortCaps" ref="igrs: ype_soriCapabllity" 7>
</message>
<message name="GetSearchCapabilityRequest">
<part name="AuthenticationKey" type="Type_AuthenticationKey"/>
</message>
<message name="GetSearchCapabilityResponse">
<part name="ReturnCode" type="unsignedInt"/>
<part name="SearchCaps" ref="igrs:Type_SearchCapability"/>
</message>
<message name="BrowseRequest">
<part name="AuthenticationKey" type="Type_AuthenticationKey"/>
<part name="Objectld" type="Type_Objectld"/>
<part name="BrowseFilter" type="Type_FilterRule"/>
<part name="StartOffset" type="Type_Count'/>
<part name="RequestedCount" type="Type~Count"/>
<part name="SortRule" type="Type_Sor{Rule"/>
</message>
<message name="BrowseResponse">
<part name="ReturnCode" type=tunsignedint"/>
<part name="Result" type="Type_ObjectList"/>
<part name="NumberReturned" type="Type_Count"/>
<part name="NumberTotalMatched" type="Type_Count"/>
</message>
<message name="GetAttributeRequest">
<part name="AuthenticationKey" type="Type_AuthenticationKey"/>
<part name="Qbjectld" type="Type_Objectld"/>
</message>
<message name="GetAttributeResponse">
<part name="ReturnCode" type="unsignedInt"/>
<part name="ObjectAttribute" type="Type_ObjectAttribute"/>
</message>
<message name="SetAttributeRequest">
<part name="AuthenticationKey" tpe="Type_AuthenticationKey"/>
<part name="0bjectld" type="Type_Objectld"/>
<part name="0ObjectAttribute" type="Type_ObjectAttribute"/>
</message>
<message name="SefAtiribuieResponse™
<part name="ReturnCode" type="unsignedInt"/>
</message>
<message name="SearchRequest">
<part name="AuthenticationKey" type="Type_AuthenticationKey"/>
<part name="0ObjectldList" type="Type_ObjectldList"/>
<part name="SearchRule" type="Type_FilterRule"/>
<part name="StartOffset" type="Type_Count"/>
<part name="RequestedCount" type="Type_Count"/>
<part name="SortRule" ref="igrs:Type_SortRule"/>
</message>
<message name="SearchResponse">
<part name="ReturnCode" type="unsignedInt"/>
<part name="Result" type="Type_ObjectList"/>
<part name="NumberReturned" type="Type_Count"/>
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<part name="NumberTotalMatched" type="Type_Count"/>
</message>
<message name="GetBrowseFilterRequest">
<part name="AuthenticationKey" type="Type_AuthenticationKey"/>
</message>
<message name="GetBrowseFilterResponse">
<part name="ReturnCode" type="unsignedInt"/>
<part name="BrowseFilter" type="Type_FilterRule"/>
</message>
<message name="SetBrowseFilterRequest">
<part name="AuthenticationKey" type="Type_AuthenticationKey"/>
<part name="BrowseFilter" type="1ype_FilterRule">
</message>
<message name="SetBrowseFilterResponse">
<part name="ReturnCode" type="unsignedInt"/>
</message>
<message name="NewRequest">
<part name="AuthenticationKey" type="Type_Authenticationkey"/>
<part name="Parentld" type="Type_Objectld"/>
<part name="0ObjectAttribute" type="Type_ObjectAttribute"/>
</message>
message name="NewResponse">
<part name="ReturnCode" type="unsignedInt"/>
<part name="0Objectld" type="Type_Objectld*/>
</message>
<message name="CopyRequest">]
<part name="AuthenticationKey" type="Type_AuthenticationKey"/>
<part name="SourceObjectld" type=*Type_Objectld"/>
<part name="DestParentld" type="Type_Objectld"/>
message>
<message name="CopyResponse">
<part name="ReturnCode" type="unsignedInt"/>
<part name="DestObjectld" type="Type_Objectld"/>
<part name="DestObjectAttribute" type="Type_ObjectAttribute"/>
</message>
<message name="MoveRequest">
<part name="AuthenticationKey" type="Type_AuthenticationKey"/>
<part name="SourceObjectld" type="Type_Objectld"/>
<part name="DestParentld" type="Type_Objectld"/>
</message>
<message name="MoveResponse">
<part’name="ReturnCode" type="unsignedInt"/>
<part name="DestObjectld" type="Type_Objectld"/>
<part name="DestObjectAttribute" type="Type_ObjectAttribute"/>
</meSsage>
<message name="DeleteRequest">
<part name="AuthenticationKey" type="Type_AuthenticationKey"/>
<part name="0bjecild” type="Type_Objectld 7>
<part name="DeleteMode" type=" Type_ DeleteMode"/>
</message>
<message name="DeleteResponse">
<part name="ReturnCode" type="unsignedInt"/>
</message>
<message name="PrepareforDownloadRequest">
<part name="AuthenticationKey" type="Type_AuthenticationKey"/>
<part name="SourceObjectldList" type="Type_ObjectldList"/>
</message>
<message name="PrepareforDownloadResponse">
<part name="ReturnCode" type="unsignedInt"/>
<part name="SourceObjectURITreeList" type="Type_ObjectURITreeList"/>
</message>
<message name="PrepareforUploadRequest">
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<part name="AuthenticationKey" type="Type_AuthenticationKey"/>
<part name="ObjectAttribute" type="Type_ ObjectAttribute"/>
<part name="DestParentld" type="Type_Objectld"/>
</message>
<message name="PrepareforUploadResponse">
<part name="ReturnCode" type="unsignedInt"/>
<part name="DestParentURI" type="Type_ObjectURI"/>
</message>
<message name="SubscribeObjectChangeRequest">
<part name="AuthenticationKey" type="Type_AuthenticationKey"/>
<part name="Objectld" type="Type_Objectld"/>]

</message>
<message name="SubscribeObjectChangeResponse">
<part name="ReturnCode" type="unsignedInt"/>
</message>
<message name="UnSubscribeObjectChangeRequest">
<part name="AuthenticationKey" type="Type_AuthenticationKey"/>
<part name="Objectld" type="Type_Objectld"/>
</message>
<message name="UnSubscribeObjectChangeResponse">
<part name="ReturnCode" type="unsignedInt"/>
</message>
<message name="SubscribeServiceAttributeRequest">
<part name="AuthenticationKey" type="Type_AuthenticationKey"/>
<part name="ServiceAttributeName" type="Fype_ServiceAttributeName"/>
</message>
<message name="SubscribeServiceAttributeResponse">
<part name="ReturnCode" type="unsignedInt"/>
<part name="Subscriptionld" type="Type_Subscriptionld"/>
</message>
<message name="UnSubscribeServiceAttributedRequest">
<part name="AuthenticationKey"type="Type_AuthenticationKey"/>
<part name="Subscriptionld" type="Type_Subscriptionld"/>
</message>
<message name="UnSubscribeServiceAttributeResponse">
<part name="ReturnCode" type="unsignedInt"/>
</message>
<portType name="FileAccessManagementPortType">
<operatian name="GetAuthenticationKey">
<ihput message="igrs:GetAuthenticationKeyRequest"/>
<output message="igrs:GetAuthenticationKeyResponse"/>
</gperation>
<operation name="GetSortCapability">
<input message="igrs:GetSortCapabilityRequest"/>
<output message="igrs:GetSortCapabilityResponse"/>
</operation>
<operation name="GetSearchCapability">

<Input message="1grs:GeiSearchCapabilityRequesi’>

<output message="igrs:GetSearchCapabilityResponse"/>
</operation>
<operation name="Browse">

<input message="igrs:BrowseRequest"/>

<output message="igrs:BrowseResponse"/>
</operation>
<operation name="GetAttribute">

<input message="igrs:GetAttributeRequest"/>

<output message="igrs:GetAttributeResponse"/>
</operation>
<operation name="SetAttribute">

<input message="igrs:SetAttributeRequest"/>

<output message="igrs:SetAttributeResponse"/>
</operation>
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<operation name="Search">
<input message="igrs:SearchRequest"/>
<output message="igrs:SearchResponse"/>
</operation>
<operation name="GetBrowseFilter">
<input message="igrs:GetBrowseFilterRequest"/>
<output message="igrs:GetBrowseFilterResponse"/>
</operation>
<operation name="SetBrowseFilter">
<input message="igrs: SetBrowseFilterRequest"/>
<output message="igrs: SeiBrowseFilterResponse™’>
</operation>
<operation name="New">
<input message="igrs: NewRequest"/>
<output message="igrs: NewResponse"/>
</operation>
<operation name="Copy">
<input message="igrs:CopyRequest"/>
<output message="igrs:CopyResponse"/>
</operation>
<operation name="Move">
<input message="igrs:MoveRequest"/>
<output message="igrs:MoveResponsge’/>
</operation>
<operation name="Delete">
<input message="igrs:DeleteRequest"/>
<output message="igrs:DeleteResponse"/>
</operation>
<operation name="PrepareforDownload">
<input message="igrs:PfepareforDownloadRequest"/>
<output message="igrs:PrepareforDownloadResponse"/>
</operation>
<operation name="PrepareforUpload">
<input message="igrs:PrepareforUploadRequest"/>
<output message="igrs:PrepareforUploadResponse"/>
</operation>
<operation name="SubscribeObjectChange">
<input message="igrs:SubscribeObjectChangeRequest"/>
<output message="igrs:SubscribeObjectChangeResponse"/>
</operation>
<gperation name="UnsubscribeObjectChange">
<input message="igrs:UnsubscribeObjectChangeRequest"/>
<output message="igrs:UnsubscribeObjectChangeResponse"/>
</operation>
<operation name="SubscribeServiceAttribute">
<input message="igrs:SubscribeServiceAttributeRequest"/>
<output message="igrs:SubscribeServiceAftributeResponse’’>
</operation>
<operation name="UnSubscribeServiceAttribute">
<input message="igrs:UnSubscribeServiceAttributeRequest"/>
<output message="igrs:UnSubscribeServiceAttributeResponse"/>
</operation>
<igrs:serviceAttribute name="SortCaps" type="Type_SortCapability"
minOccurs="0" notifiable="true"/>
<igrs:serviceAttribute  name="SearchCaps" type="Type_SearchCapability"
minOccurs="0" notifiable="true"/>
</portType>
<binding name="FileAccessManagementServicel GRSPipe"
type="igrs:FileAccessManagementPortType">
<operation name="GetAuthenticationKey">
</operation>
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<operation name="GetSortCapability">
</operation>

<operation name="GetSearchCapability">
</operation>

<operation name="Browse">
</operation>

<operation name="GetAttribute">
</operation>

<operation name="SetAttribute">
</operation>

<operation name="Search">
<Joperation>

<operation name="GetBrowseFilter">
</operation>

<operation name="SetBrowseFilter">
</operation>

<operation name="New">
</operation>

<operation name="Copy">
</operation>

<operation name="Move">
</operation>

<operation name="Delete">
</operation>

<operation name="PrepareforDownload">
</operation>

<operation name="PrepareforUpload"s

</operation>

<operation name="SubscribeObjectChange">

</operation>
<operation namez"UnsubscribeObjectChange">

</operatigon>
<operaiion name="SubscribeServiceAttribute">

</operation>
<operation name="UnsubscribeServiceAttribute">

</operation>

</binding>
<service name="FileAccessManagementService">
<port name="FileAccessManagementService"
binding="igrs:FileAccessManagementServicel GRSPipe">
</port>
</service>
<types>

<element name="Type_Objectld" type="xsd:string"/>

<element name="Type_ContentList" type="ContentListType"/>
<element name="Type_ContentListScale" type="xsd:string"/>
<element name="Type_FilterRule" type="xsd:string"/>
<element name="Type_BrowseFlag" type="BrowseFlagType"/>
<element name="Type_SortRule" type="xsd:string"/>

<element name="Type_Count" type="xsd:Int" minOccurs="0"/>
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<element name="Type_Transferlnstanceld" type="xsd:unsignedint"

minOccurs="0"/>

<element name="Type_ TransferState" type="TransferStateType"

minOccurs="0"/>

<element name="Type_Length" type="xsd:string" minOccurs="0"/>
<element name="Type_TagList" type="xsd:string" minOccurs="0"/>
<element name="Type_URI" type="xsd:string" minOccurs="0"/>

<element name="Type_ContentUpdateld" type="xsd:unsignedInt"/>

<element name="Type_MediaFormat" type="MediaFormatType"/>
<element name="Type_ServiceAttributeName"

type="ServiceAtiributeName T ype'7>

minQccurs="0" maxOccurs="unbounded"/>

minOccurs="0" maxOccurs="unbounded"/>

type

min

maxOccurs="unbounded"/>

="xsd:string" minOccurs="0!maxOccurs="unbounded"/>

Dccurs="0"maxOccurs="unbounded"/>

<element name="Type_Subscriptionld" type="xsd:unsignedInt"/>
<element name="Type_SearchAttributeName" type="xsd:string"/>
<element name="Type_AttributeValuelList" type="xsd:string"/>
<element name="Type_SearchCapabilityList">
<complexType>
<sequence>
<element name="SearchCapability’ type="xsd:stfing"
</sequence>
</complexType>
</element>
<element name="Type_SortCapabilityList">
<complexType>
<sequence>
<element name="SortCapability" type="xsd:stfing

</sequence>
</complexType>
</element>
<element name="Type_SearchAttributeValueList">
<complexType>
<sequehce>
<element name="SearchAttributeVglue"
</sequence>
</complexType>
</element>

<complexType name="ContentListType">
<sequence>
<element name="Container" type="igrs:ContainerType

<element name="Item" type="igrs:ltemType" minOccursF"0"

</sequence>

</complexType>
<complexType name="ContainerType">
<sequence>
<element name="ContainerAttribute"

type="igrs:ContainerAttributeType"/>

</sequence>
<attribute name="Num_containers" type="xsd:string"/>
<attribute name="Num_items" type="xsd:string"/>
</complexType>
<complexType name="ContainerAttributeType">
<sequence>
<element name="Objectld" type="xsd:string"/>
<element name="Parentld" type="xsd:string" minOccurs="0"/>
<element name="Deviceld" type="xsd:string" minOccurs="0"/>
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<element name="DeviceName" type="xsd:string"

minOccurs="0"/>

<element name="0ObjectPath" type="xsd:string"

minOccurs="0"/>

type="xsd:string

<element name="0ObjectName" type="xsd:string"/>
<element name="0ObjectStoreAttribute">
<complexType>
<sequence>

<element name="ReadOnly"

minOccurs="0"/>

<element name="Hide" type="xsd:string"

min
type

type

min
min
min

min

ccurs="0"/>

<element name="Doeum
="xsd:string" minOccurs="0"/>
<element name="Conf
="xsd:string" minOccurs="0"/>
</sequence>
</complexType>
</element>
<element name="CreateTime" type="xsd:sti
Dccurs="0"/>
<element name="LastAccessTine" type="xsd:st
Dccurs="0"/>
<element name="LastWriteTime" type="xsd:st
Dccurs="0"/>
<element name="Additionallnfo" type="xsd:st|
Dccurs="0"/>
</sequence>

</complexType>
<complexType name="ltemType">
<sequence>

ent"

ent"

ingll

ing

ing

ng

<element name="ltemAttribute" type="igrs:ltemAttributeTypqg"/>
<elementname="ltemReferences" minOccurs="0">
<complexType>
<sequence>
<element name="KeyFrgme"
minQccurs="0">
<attribute names"ld"
type="igrs: Type_Objectid"/>
</element>
<element name="MicroPhotograph"
minQccurs="0">
<attribute names"ld"
type="igrs: Tiype_Objectld"/>
</element>
</sequence>
</complexType>
</elemeni>
</sequence>

</complexType>
<complexType name="ItemAttributeType">
<sequence>
<element name="Type_Objectld" type="xsd:string"/>

<element name="Parentld" type="xsd:string" minOccurs="0"/>

<element name="Deviceld" type="xsd:string" minOccurs="0"/>

<element name="DeviceName" type="xsd:string"
minOccurs="0"/>

<element name="ObjectPath" type="xsd:string"

minOccurs="0"/>

<element name="0ObjectName" type="xsd:string"/>
<element name="0ObjectStoreAttribute">
<complexType>
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<sequence>

0(E)

<element name="ReadOnly"

type="xsd:string" minOccurs="0"/>

<element name="Hide" type="xsd:string"

minOccurs="0"/>

<element name="Document"
type="xsd:string" minOccurs="0"/>
<element name="Content"
type="xsd:string" minOccurs="0"/>
</sequence>
</complexType>
<Jelement>
<element name="CreateTime" type="xsd.stfing"
minQccurs="0"/>
<element name="LastAccessTime" type="xsd:stting"
minQccurs="0"/>
<element name="LastWriteTime" type="xsd:stfing"
minQccurs="0"/>
<element name="ObjectType" type="igrs:ObjectTypeType"
minQccurs="0"/>
<element name="Size" type="xsd:string” minOccurs="0"/>
<element name="Duration" type="xsd:string" minOccurs="0"f>
<element name="Encrypted" typé€=jxsd:string" minOccurs="("/>
<element name="DRMContendld" types"Xsd:string" minOccurs="0"/>
<element name="Type_MediaFormat"
typg="MediaFormatType"/>
<element name="0ObjectyYRI" type="xsd:string"/>
<element namé="Type_ ConnectionManagementServigeld"
type="xsd:unsignedInt"/>
<element name="Choices" minOccurs="0">
<complexType>
<sequence>
<element name="Choice" minOccursfF"0"
maxOccurs="unbounded">
<complexType>
<sequence>
<element
name="Selection" minOccurs="0" maxOccurs="unbounded">
<complexType=>
<attributesname="Id" type="xsd:string"/>
<attribute name="Name" type="xsd:string"/>
</complexType>
</element>
</sequence>
<attribute name="ld"

type
type
type

type

="xsd:string"/>

<attribute name="Name"

="xsd:string"/>

<attribute name="Default"

="xsd:string"/>

<attribute name="Type"

="xsd:string"/>
</complexType>
</element>
</sequence>
</complexType>
</element>
</sequence>


https://iecnorm.com/api/?name=4345503d17deb61e8fb50cfddee7fb57

14543-5-1 © ISO/IEC:2010(E) — 195 —

</complexType>
<complexType name="ObjectTypeType">
<choice>
<element name="Audio" type="igrs:AudioType"/>
<element name="Video" type="xsd:string"/>
<element name="Photo" type="xsd:string"/>
<element name="Doc" type="xsd:string"/>
<element name="Camera" type="xsd:string"/>
<element name="Screen" type="xsd:string"/>
</choice>
</complexType>

type

type

<complexType name="Audio [ype™
<sequence>
<element name="Singer" type="xsd:string" minOccurs="0"/>
<element name="Genre" type="xsd:string" minOccurs="0"/>

<element name="Author" type="xsd:string" minQccurs="0"/>
</sequence>
</complexType>

<complexType name="BrowseFlagType">

<choice>
<element name="Constant_ContainerSelf
="xsd:string"/>
<element name="Constant_ContainerChildren
="xsd:string"/>
</choice>

</complexType>

<complexType name="TransferStateType">
<choice>
<element name="IN_PROGRESS" type="xsd:string"/>
<elementname="STOPPED" type="xsd:string"/>
<element name="ERROR" type="xsd:string"/>
<element name="COMPLETED" type="xsd:string"/>
</choice>
</complexType>

<complexType name="MediaFormatType">

<element name="MusicDisc" type="xsd:string" min@ccurs="("/>

ing"
ingll

ing

top

<sequence>
<element name="AudioFormat" type="xsd:st
minQccurs="0"/>
<element name="VideoFormat" type="xsd:st
minOccurs="0"/>
<element name="PhotoFormat" type="xsd:st
minOceurs="0"/>
<element name="RemoteDesktop" type="RemoteDesk
minOccurs="0"7>
<element name="VideoCamera" type="VideoCam
minOccurs="0"/>
</sequence>

<attribute name="Name" type="xsd:string"/>
<attribute name="Type" type="xsd:string"/>
</complexType>
<complexType name="ServiceAttributeNameType">
<choice>
<element name="CONTENTUPDATEID" type="xsd:string"/>
<element name="SORTCAPS" type="xsd:string"/>
<element name="OBJECTID" type="xsd:string"/>
<element name="TRANSFERSTATE" type="xsd:string"/>
</choice>
</complexType>

era"
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</types>

<message name="GetSearchCapabilityListRequest"/>
<message name="GetSearchCapabilityListResponse">
<part name="ReturnCode" type="xsd:unsignedInt"/>
<part name="SearchCaps" ref="igrs: Type_SearchCapabilityList"/>
</message>
<message name="GetSearchAttributeCapabilityListRequest"/>
<message name="GetSearchAttributeCapabilityListResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>
<part name="SearchAttributeCaps"

"igrs:Type_searchAttributeCapability[ist 7>

</message>

<message name="GetSortCapabilityListRequest"/>

<message name="GetSortCapabilityListResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="SortCaps" ref="igrs:Type_SortCapabilityList"/>

</message>

<message name="GetContentUpdateldRequest"/>

<message name="GetContentUpdateldResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="ContentUpdateld" ref="igrs: Type_CantentUpdateld"/>

</message>

<message name="BrowseRequest">
<part name="0bjectld" ref="igrs:Type_Objectld"/>
<part name="BrowseFlag" ref="igrs:Type, BrowseFlag"/>
<part name="BrowseRule" ref="igrs:Type FilterRule"/>
<part name="Offset" ref="igrs:Type ‘Offset"/>
<part name="RequestCount" ref="igrs:Type_Count"/>
<part name="SortRule" ref="igrs*I'ype_SortRule"/>

<part name="ResultScale" ref="igrs:Type ContentListScale"/>

</message>

<message name="BrowseResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="Result"ref="igrs:Type_ContentList"/>
<part name="NumberReturned" ref="igrs: Type_Count"/>
<part name="ContainerNumberTotal" ref="igrs:Type_Count"/>
<part name="ltemNumberTotal" ref="igrs:Type_Count"/>

</message>

<message name="SearchRequest">
<part name="Objectld" ref="igrs:Type_Objectld"/>
<part’name="SearchRule" ref="igrs:Type_SearchRule"/>
<part name="Offset" ref="igrs:Type_Offset"/>
<part name="RequestCount" ref="igrs:Type_Count"/>
<part name="SortRule" ref="igrs:Type_SortRule"/>

</message>

<message name="SearchResponse">

<part name="RefurnCode™ type="xsd.unsignedini 7>
<part name="Result" ref="igrs:Type_ContentList"/>
<part name="NumberReturned" ref="igrs: Type_Count"/>
<part name="NumberTotalMatched" ref="igrs:Type_Count"/>
</message>
<message name="SearchAttributeValueRequest">
<part name="0bjectld" ref="igrs:Type_Objectld"/>
<part name="SearchAttributeName" type="xsd:string"/>
<part name="Offset" ref="igrs:Type_Offset"/>
<part name="RequestCount" ref="igrs:Type_Count"/>
</message>
<message name="SearchAttributeValueResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="AttributeValueList" type="Type_ AttributeValueList"/>
<part name="NumberReturned" ref="igrs: Type_Count"/>
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<part name="NumberTotalMatched" ref="igrs:Type_Count"/>
</message>
<message name="ConvertMediaFormatRequest">
<part name="Objectld" ref="igrs:Type_Obijectld"/>
<part name="CurrentMediaFormat" ref="igrs: Type_MediaFormat"/>
<part name="TargetMediaFormat" ref="igrs:Type_MediaFormat"/>
</message>
<message name="ConvertMediaFormatResponse">
<part name="ReturnCode" type="xsd:unsignedInt"/>
</message>
<message name="CreateObjectRequest">

<part name="Containerld" ref="igrs: ype_Objecild"/>
<part name="Elements" ref="igrs:Type_ContentList"/>
</message>
<message name="CreateObjectResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="Objectld" ref="igrs:Type_Objectld"/>
<part name="Result" ref="igrs:Type_ContentList"/>
</message>
<message name="DestroyObjectRequest">
<part name="0Objectld" ref="igrs:Type_Objectld"/>
</message>
<message name="DestroyObjectResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="UpdateObjectRequest">
<part name="0Objectld" ref="igrs:Type{QObjectld"/>
<part name="CurrentTag" ref="igrs:Type_TagList"/>
<part name="NewTag" ref="igrs;Type_TagList"/>
</message>
<message name="UpdateObjectResponse">
<part name="ReturnCode"\type="xsd:unsignedInt"/>
</message>
<message name="ImportResourceRequest">
<part name="SourceWURI" ref="igrs:Type_URI"/>
<part name="DestinationURI" ref="igrs:Type_URI"/>
</message>
<message name="ImportResourceResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>
<part name="TransferInstanceld" ref="igrs:Type_TransferInstanceld"/>
</message?>
<message name="ExportResourceRequest">
<part name="SourceURI" ref="igrs:Type_URI"/>
<part name="DestinationURI" ref="igrs:Type_URI"/>
</meSsage>
<message name="ExportResourceResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>

<part name="Transferinstanceld" ref="igrs: Type_ I ransferinstanceld 7>
</message>
<message name="DeleteResourceRequest">
<part name="ResourceURI" ref="igrs:Type_URI"/>
</message>
<message name="DeleteResourceResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="StopTransferResourceRequest">
<part name="Transferlnstanceld" ref="igrs:Type_TransferInstanceld"/>
</message>
<message name="StopTransferResourceResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="GetTransferProgressinfoRequest">
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<part name="TransferInstanceld" ref="igrs:Type_TransferInstanceld"/>
</message>
<message name="GetTransferProgressinfoResponse">

<part name="ReturnCode" type="xsd:unsignedint"/>

<part name="TransferStatus" ref="igrs:Type_TransferState"/>

<part name="TransferLength" ref="igrs:Type_Length"/>

<part name="TransferTotal" ref="igrs:Type_Total"/>
</message>
<message name="SubscribeContentUpdateEventRequest">

<part name="Objectld" ref="igrs:Type_Objectld"/>
</message>

<message name="subscribeContentUpdateEveniResponse™>
<part name="ReturnCode" type="xsd:unsignedint"/>
</message>
<message name="UnsubscribeContentUpdateEventRequest">
<part name="Objectld" ref="igrs:Type_Objectld"/>
</message>
<message name="UnsubscribeContentUpdateEventResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>
</message>
<message name="SubscribeServiceAttributeRequest">
<part name="ServiceAttributeName" type="Type_ServiceAttributeName"/>
</message>
<message name="SubscribeServiceAttributeResponse”>
<part name="ReturnCode" type="xsd:unsigriedInt"/>
<part name="Subscriptionld" type="Typg, Subscriptionld"/>
</message>
<message name="UnsubscribeServiceAttributeRequest">
<part name="Subscriptionld" type="Type_Subscriptionld"/>
</message>
<message name="UnsubscribeServiceAttributeResponse">
<part name="ReturnCode"\type="xsd:unsignedIint"/>
</message>

<portType name="ContentladexPortType">
<operation namez="GetSearchCapabilityList">
<inputimiessage="igrs:GetSearchCapabilityListRequest"/>
<output message="igrs:GetSearchCapabilityListResponse"/>
</operatigon>
<operation name="GetSearchAttributeCapabilityList">
<input message="igrs:GetSearchAttributeCapabilityListRequest"/>
<output message="igrs:GetSearchAttributeCapabilityListResponse"|>
</operation>
<operation name="GetSortCapabilityList">
<input message="igrs:GetSortCapabilityListRequest"/>
<output message="igrs:GetSortCapabilityListResponse"/>
</operation>

<operaiion name="GetContentUpdateld>
<input message="igrs:GetContentUpdateldRequest"/>
<output message="igrs:GetContentUpdateldResponse"/>
</operation>
<operation name="Browse">
<input message="igrs:BrowseRequest"/>
<output message="igrs:BrowseResponse"/>
</operation>
<operation name="Search">
<input message="igrs:SearchRequest"/>
<output message="igrs:SearchResponse"/>
</operation>
<operation name="SearchAttributeValue">
<input message="igrs:SearchAttributeValueRequest"/>
<output message="igrs:SearchAttributeValueResponse"/>
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</operation>
<operation name="ConvertMediaFormat">
<input message="igrs:ConvertMediaFormatRequest"/>
<output message="igrs:ConvertMediaFormatResponse"/>
</operation>
<operation name="CreateObject">
<input message="igrs:CreateObjectRequest"/>
<output message="igrs:CreateObjectResponse"/>
</operation>
<operation name="DestroyObject">
<input message="igrs:DestroyObjectRequest"/>
<output message="igrs:DestroyObjectResponse™’>
</operation>
<operation name="UpdateObject">
<input message="igrs:UpdateObjectRequest"/>
<output message="igrs:UpdateObjectResponse"/>
</operation>
<operation name="ImportResource">
<input message="igrs:ImportResourceRequest"/>
<output message="igrs:ImportResourceResponsée’/>
</operation>
<operation name="ExportResource">
<input message="igrs:ExportResourceRequest"/>
<output message="igrs:ExportResourceResponse"/>
</operation>
<operation name="DeleteResource">
<input message="igrs:DeleteRésourceRequest"/>
<output message="igrs:DeleteResourceResponse"/>
</operation>
<operation name="StopTransferResource">
<input message="igrs:StopTransferResourceRequest"/>
<output message="igrs:StopTransferResourceResponse"/>
</operation>
<operation name="GetTransferProcessinfo">
<input message="igrs:GetTransferProcessRequest"/>
<output message="igrs:GetTransferProcessResponse"/>
</operation>
<operation name="SubscribeContentUpdateEvent">
<input message="igrs:SubscribeContentUpdateEventRequest"/>
<output message="igrs:SubscribeContentUpdateEventResponse"/>
</operation>
<gperation name="UnsubscribeContentUpdateEvent">
<input message="igrs:UnsubscribeContentUpdateEventRequest"/>
<output message="igrs:UnsubscribeContentUpdateEventResponse'}/>
</operation>
<operation name="SubscribeServiceAttribute">
<input message="igrs:SubscribeServiceAttributeRequest"/>
<outfput message="igrs:SubscribeServiceAltributeResponse’’>
</operation>
<operation name="UnsubscribeServiceAttribute">
<input message="igrs:UnsubscribeServiceAttributeRequest"/>
<output message="igrs:UnsubscribeServiceAttributeResponse"/>
</operation>

<igrs:serviceAttribute name="ContentUpdateld" type="xsd:unsignedint"
notifiable="true"/>

<igrs:serviceAttribute name="SortCaps" type="Type_SortCapabilityList"
notifiable="true"/>

<igrs:serviceAttribute name="Objectld" type="Type_Objectld"
notifiable="true"/>
<igrs:serviceAttribute name="TransferState" type="Type_TransferState"

minOccurs="0" notifiable="true"/>
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<binding name="ContentindexService| GRSPipe" type="igrs:ContentindexPortType">

<operation name="GetSearchCapabilityList">

</operation>

<operation name="GetSearchAttributeCapabilityList">

</operation>

<operation name="GetsortCapablilityList">

</operation>
<operation name="GetContentUpdateld">

</operation>
<operation name="Browse">

</operation>
<operation name="Search">

</operation>
<operation name="SearchAttribute Value">

</operation>
<operation name="ConvertMediaFormat">

</operation>
<operation namez"CreateObject">

</operatigon>
<operaiion name="DestroyObject">

</operation>
<operation name="UpdateObject">

</operation>

<operation name="ImportResource">

</operation>
<operation name="ExportResource">

</operation>
<operation name="DeleteResource">

</operation>
<operation name="StopTransferResource">
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</operation>
<operation name="GetTransferProcesslInfo">

</operation>
<operation name="SubscribeContentUpdateEvent">

</operation>
<operation name="UnsubscribeContentUpdateEvent">

</operation>
<operation name="SubscribeServiceAttribute">
</operation>
<operation name="UnsubscribeServiceAttribute">
</operation>
</binding>
<service name="ContentindexService">
<port name="ContentIndexSeryice"
binding="igrs:ContentIndexService| GRSPipe">
</port>
</service>
<types>
<element name="Type_ProtoeolinfolList" type="ProtocollnfoListType"/>
<element name="Type_Protocolinfo" type="ProtocollnfoType"/>
<element name="Type_gonnectionManagementServiceld" type="xsd:string['/>
<element name="Type\ Connectionld" type="xsd:unsignedInt"/>
<element name€="Type_Transportinstanceld" type="xsd:unsignedIint"
Dccurs="0"/>
<element name="Type_ConnectionldList" type="ConnectionldListType"/>
<element name="Type_ConnectionState" type="ConnectionStateType"
Dccurs="0"/>
<element*name="Type_IPList" type="IPListType" minOccurs="0"/>
<element name="Type_MediaFormatList" type="MediaFormatListType"/>
<element name="Type_ServiceAttributeNgme"
="ServiceAttributeNameType" minOccurs="0"/>
<element name="Type_Subscriptionld" type="xsd:string" minOccurs="0"/>
<element name="Type_RenderingManagementinstancgID"
="xsdjunsignedInt"/>
<element name="Type_ConnectionRoleHlag"

type="ConnectionRoleFlagType 7>

<complexType name="ProtocollnfoListType">
<sequence>

<element name="Type_ Protocollnfo" type="ProtocolinfoType"

maxOccurs="unbounded"/>

</sequence>
</complexType>
<complexType name="ProtocollnfoType">
<sequence>
<element name="TransportProtocol">
<complexType>
<sequence>

<element name="Port" type="xsd:string"

minOccurs="0" maxOccurs="unbounded"/>

</sequence>
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<attribute name="Name" type="xsd:string"/>
</complexType>
</element>
<element name="ControlProtocol" minOccurs="0">
<complexType>
<sequence>

<element name="Port" type="xsd:string"

minOccurs="0" maxOccurs="unbounded"/>

</sequence>
<attribute name="Name" type="xsd:string"/>
</complexType>

</element>
<element name="ParameterList" type="xsd.stfing"
minQccurs="0"/>
<element name="Additionallnfo" type="xsd:stting"
minQccurs="0"/>
</sequence>
</complexType>
<complexType name="ConnectionldListType">
<sequence>
<element name="Connectionid" type="xsd:stfing"
minPccurs="0" maxOccurs="unbounded"/>
</sequence>
</complexType>
<complexType name="ConnectionStateType!>
<choice>
<element name="0OK" type="xsd:string"/>
<element name="DISCONNECTED" type="xsd:string"/>
<element name="CONTENTFORMATMISMAT|CH"
type="xsd:string"/>
<element name="INSUFFICIENTBANDWIOQTH"
typeg="xsd:string"/>
<elementname="UNRELIABLECHANNEL" type="xsd:string"}>
<element name="UNKNOWN" type="xsd:string"/>
</choice>
</complexType>
<complexTypename="IPListType">
<seduence>
<element name="IP" type="xsd:stting"
maxOccurs="unbounded"/>
</sequence>
</eomplexType>
scomplexType name="MediaFormatListType">
<sequence>
<element name="MediaFormat" type="MediaFormatType"
maxOccurs="unbounded"/>
</sequence>
</complexType>
<complexType name="MediaFormatType">
<sequence>
<element name="AudioFormat" type="xsd:string"
minOccurs="0"/>
<element name="VideoFormat" type="xsd:string"
minOccurs="0"/>
<element name="PhotoFormat" type="xsd:string"
minOccurs="0"/>
<element name="ReomteDesktop" type="RemoteDesktop"
minOccurs="0"/>
<element name="VideoCamera" type="VideoCamera"
minOccurs="0"/>
</sequence>

<attribute name="Name" type="xsd:string"/>
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<attribute name="Type" type="xsd:string"/>
</complexType>
<complexType name="ServiceAttributeNameType">
<choice>
<element name="CONNECTIONSTATE" type="xsd:string"/>
<element name="CONNECTIONIDLIST" type="xsd:string"/>
<element name="PROTOCOLINFOLIST" type="xsd:string"/>
<element name="MEDIAFORMATLIST" type="xsd:string"/>
<element name="IPLIST" type="xsd:string"/>
</choice>
</complexType>

<complexType name="ConneciionRoleFlagType™>
<choice>
<element name="ASSERVER" type="xsd:string"/>
<element name="ASCLIENT" type="xsd:string"/>
</choice>
</complexType>
</types>

<message name="GetProtocollnfoRequest"/>

<message name="GetProtocollnfoResponse">
<part name="ReturnCode" type="xsd:unsignedInt'/=
<part name="ProtocolinfolList" type="Type_ProtocolinfolList"/>
<part name="MediaFormatList" type="Type_MediaFormatList"/>
<part name="IPList" type="Type_IPList"/>

</message>

<message name="PrepareForConnectionRequgst">
<part name="RemoteProtocolIinfo" type="Type_ Protocolinfo"/>
<part name="PeerCMSId" type="Type_ ConnectionManagementServig

Occurs="0"/>
<part name="PeerConnectionld" type="Type_Connectionld" miniOccurs="0
<part name="ConnectionRoleFlag" type="Type_ConnectionRoleFlag"/>
<part name="PeerlPList*>type="Type_IPList" minOccurs="0"/>

</message>

<message name="PreparekorConnectionResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="Connectionld" type="Type_Connectionld"/>

<part name="Transportlnstanceld" type="Type_Transportinstang
Occurs="0"/>
<part name="RmslId" type="Type_RenderingManagementlnstang

Dccurs="0"/>

<part’name="UsablelPList" type="Type_IPList" miniOccurs="0"/>
</message>
<message name="ReleaseConnectionRequest">

<part name="Connectionld" type="Type_Connectionld"/>
</message>

eld"

/>

eld"

eld"

<message name="ReleaseConnectionResponse">

<part name="RefurnCode™ type="xsd.unsignedini 7>
</message>
<message name="GetActiveConnectionldListRequest"/>
<message name="GetActiveConnectionldlistResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="ConnectionldList" type="Type_ConnectionldList"/>
</message>
<message name="GetCurrentConnectioninfoRequest">
<part name="Connectionld" type="Type_ Connectionld"/>
</message>
<message name="GetCurrentConnectionInfoResponse">
<part name="ReturnCode" type="xsd:unsignedInt"/>
<part name="Transportinstanceld" type="Type_Transportinstanceld"/>
<part name="Protocolinfo" type="Type_ Protocolinfo"/>
<part name="PeerCMSId" type="Type_ConnectionManagementServiceld"/>
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<part name="PeerConnectionld" type="Type_Connectionld"/>
<part name="ConnectionState" type="Type_ConnectionState"/>

<part name="Rcsld" type="Type_RenderingManagementinstanceld"
miniOccurs="0"/>
</message>

<message name="SubscribeServiceAttributeRequest">
<part name="ServiceAttributeName" type="Type_ServiceAttributeName"/>
</message>
<message name="SubscribeServiceAttributeResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>
<part name="Subscriptionld" type="Type_Subscriptionld"/>
</message>
<message name="UnsubscribeServiceAttributeRequest">
<part name="Subscriptionld" type="Type_Subscriptionld"/>
</message>
<message name="UnsubscribeServiceAttributeResponse">
<part name="ReturnCode" type="xsd:unsignedIint"/>
</message>
<portType name="ConnectionManagementPortType">
<operation name="GetProtocollnfo">
<input message="igrs:GetProtocolInfoRequest"/>
<output message="igrs:GetProtocolInfoResponse"/>
</operation>
<operation name="PrepareForConnection">
<input message="igrs:PrepareForConnectionRequest"/>
<output message="igrs:PrepareForConnectionResponse"/>
</operation>
<operation name="ReleaseConnection">
<input message="igrs:ReleaseConnectionRequest"/>
<output message="igrs:ReleaseConnectionResponse"/>
</operation>
<operation name="GetActiveConnectionldList">
<input messagez'igrs:GetActiveConnectionldListRequest"/>
<output message="igrs:GetActiveConnectionldListResponse"/>
</operation>
<operation namez"GetCurrentConnectioninfo">
<inputimessage="igrs:GetCurrentConnectionInfoRequest"/>
<output message="igrs:GetCurrentConnectionInfoResponse"/>
</operatigon>
<operatiion name="SubscribeServiceAttribute">
<input message="igrs:SubscribeServiceAttributeRequest"/>
<output message="igrs:SubscribeServiceAttributeResponse"/>
</operation>
<operation name="UnsubscribeServiceAttribute">
<input message="igrs:UnsubscribeServiceAttributeRequest"/>
<output message="igrs:UnsubscribeServiceAttributeResponse"/>
</operation>

<igrs:serviceAttribute name="ConnectionState" type="Type_ ConnectionState"
minOccurs="0" notifiable="true"/>

<igrs:serviceAttribute name="ConnectionldList" type="Type_ConnectionldList"
notifiable="true"/>

<igrs:serviceAttribute name="ProtocollnfolList" type="Type_ ProtocollnfolList"
notifiable="true"/>

<igrs:serviceAttribute name="MediaFormatList" type="Type_MediaFormatList"
notifiable="true"/>

<igrs:serviceAttribute name="IPList" type="Type_IPList" notifiable="true"/>

</portType>
<binding name="ConnectionManagementServicel GRSPipe"
type="igrs:ConnectionManagementPortType">
<operation name="GetProtocollnfo">
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</operation>
<operation name="PrepareForConnection">

</operation>
<operation name="ReleaseConnection">

</operation>
<operation name="GetActiveConnectionldLisi™>

</operation>
<operation name="GetCurrentConnectioninfo">

</operation>
<operation name="SubscribeServiceAttribute">

</operation>
<operation name="UnsubscribeServiceAttribute’>

</operation>
</binding>
<service name="ConnectionManagementService">
<port name="ConnectionManagementSer
binding="igrs:ConnectionManagementServicelGRSPipe">
</port>
</service>

ce

<types>
<element name=!Type_TransportState" type="TransprotStateType"/>
<element name="Type_StorageMediaName" type="StorageMediaNameTypg"/>
<element name="Type_PlayMode" type="PlayModeType"/>
<element.name="Type_PlaySpeed" type="PlaySpeedType"/>
<element*name="Type_TrackNumber" type="xsd:unsignedint"/>
<element name="Type_MediaTimelLength" type="xsd:string"/>
<element name="Type_TransportURIList" type="TransportURIListType"/>
<element name="Type_TransportURI" type="xsd:string"/>
<element name="Type_ControlURI" type="xsd:string" minOccurs="0"/>
<element name="Type_ltem" type="xsd:string" minOccurs="0"/>
<element name="Type_ItemList" type="ItemListType" minOccurs="0"/>
<element name="Type_SeekMode" type="SeekModeType"/>
<elemeni name="T1ype_sSeekTargetPosiiion” type="xsd:string 7>
<element name="Type_Transportinstanceld" type="xsd:unsignedInt"/>
<element name="Type_ServiceAttributeName"
type="ServiceAttributeNameType" minOccurs="0"/>
<element name="Type_Subscriptionld" type="xsd:string" minOccurs="0"/>
<element name="Type_Count" type="xsd:unsignedint" minOccurs="0"/>
<element name="Type_TimeLength" type="xsd:unsignedInt" minOccurs="0"/>
<element name="Type_TimeShiftSwitch" type="TimeShiftSwitchType"
minOccurs="0"/>

<complexType name="TimeShiftSwitchType">
<choice>
<element name="OPEN" type="xsd:string"/>
<element name="CLOSE" type="xsd:string"/>
</choice>
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</complexType>
<complexType name="TransprotStateType">
<choice>

<element name="PLAYING" type="xsd:string"/>
<element name="PAUSED_PLAYBACK" type="xsd:string"/>
<element name="PAUSED_RECORDING" type="xsd:string"/>
<element name="STOPPED" type="xsd:string"/>
<element name="RECORDING" type="xsd:string"/>
<element name="TRANSITIONING" type="xsd:string"/>
<element name="NO_MEDIA_PRESENT" type="xsd:string"/>
<element name="COMPLETE" type="xsd:string"/>

<element name="ERRUOR_OCCURRED" type="xsd:string’/>

</choice>
</complexType>
<complexType name="StorageMediaNameType">
<choice>
<element name="UNKNOWN" type="xsd:string!'/>
<element name="DV" type="xsd:string"/>
<element name="MINI-DV" type="xsd:string"/>
<element name="VHS" type="xsd:string’/>
<element name="W-VHS" type="xsd:string"/>
<element name="S-VHS" type="xsd:string"/>
<element name="D-VHS" type="xsd:string"/>
<element name="VHSC" type="xsd:string"/>
<element name="VIDEQOS8' type="xsd:string"/>

<element name="HI|8%type="xsd:string"/>
<element name="CD-ROM" type="xsd:string"/>
<element name="CD-DA" type="xsd:string"/>
<element name<"CD-R" type="xsd:string"/>
<element name="CD-RW" type="xsd:string"/>
<elementname="VIDEO-CD" type="xsd:string"/>
<element name="SACD" type="xsd:string"/>
<element name="MD-AUDIO" type="xsd:string"/>
<element name="MD-PICTURE" type="xsd:string"/>
<element name="DVD-ROM" type="xsd:string"/>
<element name="DVD-VIDEO" type="xsd:string"/>
<element name="DVD-R" type="xsd:string"/>
<element name="DVD+RW" type="xsd:string"/>
<element name="DVD-RW" type="xsd:string"/>

</choice>

<icomplexType>
<complexType name="PlayModeType">

<choice>
<element name="NORMAL" type="xsd:string"/>
<element name="SHUFFLE" type="xsd:string"/>

<elemeni name="REPEAT_ONE" type="xsd:siring7>
<element name="REPEAT_ALL" type="xsd:string"/>
<element name="RANDOM" type="xsd:string"/>
<element name="DIRECT_1" type="xsd:string"/>
<element name="INTRO" type="xsd:string"/>
</choice>
</complexType>
<complexType name="PlaySpeedType">
<choice>
<element name="NORMAL" type="xsd:string"/>
<element name="FASTFORWARD" type="xsd:string"/>
<element name="SLOWFORWARD" type="xsd:string"/>
<element name="FASTBACKWARD" type="xsd:string"/>
</choice>
</complexType>
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<complextype name="TransportURIListType">

<sequence>

<element name="TransportURI" type="xsd:string" minOccurs="1"
maxOccurs="unbounded"/>

</sequence>

</complextype>
<complextype name="ltemListType">

<sequence>
<element name="Item" type="ItemType" minOccurs="1"/>
</sequence>

</complextype>

min

typs

min

type

min
min

min

Dccurs="0">

<complexType name="litem [ ype >

<sequence>
<element name="KeyFrg
Dccurs="0">
<attribute names
="igrs:Type_Objectld"/>
</element>
<element name="MicroPhotogr
Dccurs="0">
<attribute names
="igrs:Type_Objectld"/>
<lelement>
</seqlience>
</complexType>
</element>
</sequence>
</complexType>
<complexType name="ltemAttributeType">
<sequence>
<element name="Objectld" type="xsd:string"/>
<element name="Parentld" type="xsd:string" minOccurs="0"
<element name="Deviceld" type="xsd:string" minOccurs="0"
<element name="DeviceName" type="xsd:sti
Dccurs="0"/>
<element name="ObjectPath" type="xsd:sti
Dccurs="0"/>
<element name="ObjectName" type="xsd:st

<sequence>
<element name="ItemAttribute" type="ItemAttributeType"/>
<element name="IltemReferences" minOccurs="0">
<complexType>

<element name="ObjectStoreAttribute">
<complexType>
<sequence>

me

llldll

aphll

llldll

>
>

ing

ingll

ing

<element name="Readd

nly

type="xsd:string” minOccurs="0"7>

minOccurs="0"/>

<element name="Hide" type="xsd:string

type="xsd:string" minOccurs="0"/>

type="xsd:string" minOccurs="0"/>

minOccurs="0"/>

minOccurs="0"/>

<element name="Document"
<element name="System"
</sequence>
</complexType>
</element>
<element name="CreateTime" type="xsd:string"
<element name="LastAccessTime" type="xsd:string"
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<element name="LastWriteTime" type="xsd:string"
minOccurs="0"/>

<element name="ObjectType" type="igrs:ObjectTypeType"
minOccurs="0"/>

<element name="Size" type="xsd:string" minOccurs="0"/>

<element name="Duration" type="xsd:string" minOccurs="0"/>

<element name="Encrypted" type="xsd:string" minOccurs="0"/>

<element name="DRMContendId" type="xsd:string" minOccurs="0"/>
<element name="Type_MediaFormat">
<complexType>

<sequence>
<element name="AudioForinat”
typg="xsd:string" minOccurs="0"/>
<element name="VideoFormat"
type="xsd:string" minOccurs="0"/>
<element namez="PhotoFormat"
type="xsd:string" minOccurs="0"/>
<element name='RemoteDesKtop"
typeg="RemoteDesktop" minOccurs="0"/>
<element name="VideoCamfera"
typeg="VideoCamera" minOccurs="0"/>
</sequence>

<attribute name="Name" type="xsd:string"/>
<attribute name="TType" type="xsd:string"/>
</complexType>

</element>
<element name="0ObjectyYRI" type="xsd:string"/>
<element name="Type_ ConnectionMangementServideld"

type="xsd:unsignedInt"/>
<element name="Choices" minOccurs="0">
<complexType>
<sequence>
<element name="Choice" minOccursfF"0"
maxOccurs="unbounded">
<complexType>

<sequence>
<element
name="Selection" minOccurs="0" maxOccurs="unbounded">
<complexType=>
<attributesname="Id" type="xsd:string"/>
<attribute name="Name" type="xsd:string"/>
</complexType>
</element>
</sequence>
<attribute name="ld"

type="xsd:string"/>

<attribute name="Name"
type="xsd:string"/>

<attribute name="Default"
type="xsd:string"/>

<attribute name="Type"
type="xsd:string"/>

</complexType>
</element>
</sequence>
</complexType>
</element>
</sequence>
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</complexType>
<complexType name="ObjectTypeType">
<choice>
<element name="Audio" type="igrs:AudioType"
minOccurs="0"/>
<element name="Video" type="xsd:string" minOccurs="0"/>
<element name="Photo" type="xsd:string" minOccurs="0"/>
<element name="Doc" type="xsd:string" minOccurs="0"/>
<element name="Camera" type="xsd:string" minOccurs="0"/>
<element name="Screen" type="xsd:string" minOccurs="0"/>
</choice>
<JcomplexType>
<complexType name="AudioType">
<sequence>
<element name="Singer" type="xsd:string" minOccurs="0"/>
<element name="Genre" type="xsd:string" minOg¢curs="0"/>
<element name="MusicDisc" type="xsd:string"iminOccurs="("/>
<element name="Author" type="xsd:string" minOccurs="0"/>
</sequence>
</complexType>
<complexType name="SeekModeType">
<choice>
<element name="TRACK_NR" type="xsd:string"/>
<element name="TAPE_INDEX" type="xsd:string"/>
<element name="ABS_COUNT" type="xsd:string"/>
<element name="REL_CQUNT" type="xsd:string"/>
<element name="ABS <TIME" type="xsd:string"/>
<element name="REL/ TIME" type="xsd:string"/>
<element name="FRAME" type="xsd:string"/>
</choice>
</complexType>
<complexType name="ServiceAttributeNameType">
<choice>
<element name="TRANSPORTSTATE" type="xsd:string"/>
<element name="CURRENTSPEED" type="xsd:string"/>
<element name="TRANSPROTURILIST" type="xsd:string"/>
<element name="PLAYMODE" type="xsd:string"/>
</cheice>
</complexType>
</types>

<message name="SetTransportURIListRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
<part name="TransportURIList" type="igrs:Type_TransportURIList"/>
<part name="ltemList" type="Type_ItemList"/>
</message>
<message name="SetTransportURIListResponse">
<part name="RefurnCode™ type="xsd.unsignedini 7>
</message>
<message name="GetTransportinfoRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
</message>
<message name="GetTransportinfoResponse">
<part name="ReturnCode" type="xsd:unsignedint"/>
<part name="CurrentTransportState" type="Type_TransportState"/>
<part name="CurrentSpeed" type="Type_PlaySpeed"/>
</message>
<message name="PlayRequest">
<part name="Instanceld" type="Type_Transportinstanceld"/>
<part name="Speed" type="Type_PlaySpeed"/>
<part name="0Offset" type="Type_Count"/>
</message>
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