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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) ARCHITECTURE -

Part 4-2: Communication layers — Transport, network and general parts of

data link layer for network enhanced control devices of HES Class 1

FOREWORD

Inte

SO (International Organization for Standardization) and IEC (International Electrotechnical Commission) fox
pecialized system for worldwide standardization. National bodies that are members of ISO or IEC patrticip
he development of International Standards. Their preparation is entrusted to technical committees; any 1S(
EC member body interested in the subject dealt with may participate in this preparatory work. Ihterna
jovernmental and non-governmental organizations liaising with ISO and IEC also participate in this/preparat

n the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC J
Draft International Standards adopted by the joint technical committee are circulated tomational bodies for v
Publication as an International Standard requires approval by at least 75 % of the national bodies casting a

[he formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possibl
nternational consensus of opinion on the relevant subjects since each technical’committee has represent
rom all interested IEC and ISO member bodies.

EC, ISO and ISO/IEC publications have the form of recommendations”for international use and are acc
y IEC and ISO member bodies in that sense. While all reasofable efforts are made to ensure tha
echnical content of IEC, ISO and ISO/IEC publications is accurate, [EC or ISO cannot be held responsib
he way in which they are used or for any misinterpretation by ‘any end user.

n order to promote international uniformity, IEC and IS@ member bodies undertake to apply IEC, ISQ
SO/IEC publications transparently to the maximum extent possible in their national and regional publica
A\ny divergence between any ISO/IEC publication%and the corresponding national or regional publig
hould be clearly indicated in the latter.

SO and IEC provide no marking procedure to, indicate their approval and cannot be rendered responsib
hny equipment declared to be in conformity-with an ISO/IEC publication.

A\l users should ensure that they have-the' latest edition of this publication.

No liability shall attach to IEC or [S© or its directors, employees, servants or agents including individual eX
bind members of their technicals\e@mmittees and IEC or ISO member bodies for any personal injury, prg
lamage or other damage of any ‘nature whatsoever, whether direct or indirect, or for costs (including legal
hnd expenses arising out ofthe publication of, use of, or reliance upon, this ISO/IEC publication or any othe
SO or ISO/IEC publications.

A\ttention is drawn/to the normative references cited in this publication. Use of the referenced publicatig
ndispensable for, the correct application of this publication.

A\ttention is.drawn to the possibility that some of the elements of this International Standard may be the subj
atent rights) ISO and IEC shall not be held responsible for identifying any or all such patent rights.
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The list of all currently available parts of the ISO/IEC 14543 series, under the general title
Information technology — Home electronic system (HES) architecture, can be found on the

IEC

web site.

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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This part of ISO/IEC 14543 specifies the media independent requirements for the data link layer and
the requirements for the network layer and the transport layer for Home Electronic System. This
standard stipulates the communication stack for providing the services specified in ISO/IEC 14543-4-1.
It can be used as the communication stack on the physical layers as specified in ECHONET 1

INTRODUCTION

Specifications. This part of ISO/IEC 14543 is based on ECHONET' specifications.

ISO/IEC 14543 Information technology — Home Electronic System (HES) architecture, currently

consists of 13 parts:

Part|2-1:
Part|3-1:
Part|3-2:

Part|3-3:
Part|3-4:

Part|3-5:

Part|3-6:

Part|3-7:

Part|4:

Part|4-1:
Part|4-2:
Part|5-1:

Part|5-2:

Additional parts are under preparation.

Introduction and device modularity

Communication layers — Application layer for network based control of HES Class™1
Communication layers — Transport, network and general parts of data link layer.for
network based control of HES Class 1

User process for network based control of HES Class 1

System management — Management procedures for network based ¢ontrol of HES
Class 1

Media and media dependent layers — Power line for network based control of HES
Class 1

Media and media dependent layers — Twisted pair for network based control of HES
Class 1

Media and media dependent layers — Radio frequency-for network based control of HES
Class 1

Home and building automation in a mixed-use building (technical report)
Communication layers — Application layer fornétwork enhanced control devices of HES
Class 1

Communication layers — Transport, network and general parts of data link layer for
network enhanced control devices of HES Class 1 (this standard)

Intelligent grouping and resource sharing for HES Class 2 and Class 3 — Core protocol/
(under consideration)

Intelligent grouping and resource sharing for HES Class 2 and Class 3 — Device
certification (under consideration)

1 Echonet™™ s the trade name of a product supplied by ECHONET Consortium. This information is given for the
convenience of users of this document and does not constitute an endorsement by IEC or ISO of the product

named. Equivalent products may be used if they can be shown lo lead to the same results.
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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) ARCHITECTURE -

Part 4-2: Communication layers — Transport, network and general parts of

1

data link layer for network enhanced control devices of HES Class 1

Scope

This
phys
netw

ISO
med
moul
fram
requ

This
the
ISO

Co
mid

-n

2

part of ISO/IEC 14543 specifies the services and protocol in a manner independentof
ical layer for the data link layer and for the network layer and the transport layer forusag
ork enhanced home electronic systems Class 1.

IEC 14543-4 is designed to enable the use of power line and wireless protocols‘as transmis
a. Slow transmission speeds discourage large data transfers, and it is desjrable to reducq
nting load on simple devices. In light of this situation, this part of ISO/IEC’ 14543 specifies
e format for the communications middleware block to minimize message size while fulfilling
irements of the communications layer structure.

part of ISO/IEC 14543 specifies the protocol difference absorption processing block and a pa
communications processing block. Figure 1 shows the  relationship between the protoc
IEC 14543-4 and HES reference model based on ISO/IEC7498.

the
e in

sion
the
the
the

rt of
| of

Application layer

Communication processing block Network layer

hmunication <
dleware block

Data link layer

Protocol difference absorption processing block

Physical layer Data link layer

Physical layer

Normative references

The

followihg referenced documents are indispensable for the application of this document. For d

igure 1 — Relationship between the protocol of ISO/IEC 14543-4 and OSI reference modg¢l

ated

refefences, only the edition cited applies. For undated references, the latest edition of the refere

hced

document (including any amendments) applies.

ISO/IEC 7498 (all parts), Information technology — Open systems interconnection — Basic reference
model

ISO/IEC 14543-2-1,

Part

2-1: Introduction and device modularity

Information technology — Home electronic system (HES) architecture —

ISO/IEC 24767-2, Information technology — Home network security — Part 2: Internal security services

(und

er consideration)



https://iecnorm.com/api/?name=f2de20188461cf96604f74dac86d87ab

14543-4-2 © ISO/IEC:2008(E) -7-

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 14543-2-1 and the
following apply.

3.11
application data (ADATA)
data region for messages exchanged by communications middleware

NOTE The maximum size is 256 bytes.

3.1.p
application data counter (ADC)
indi¢ates the size of the ADATA region

NOTE The size is variable in 1-byte increments.

3.1.8
application object (AOJ)
model of information to be disclosed to the network from\\information owned by| the
communications processing block or an access procedure model

NOTE The information or control target owned by each device is _Specified as a property and the opefating
methpd (setting, browsing) for this is specified as a service. AOJs’are used when class or instance i$ not
cons|dered.

3.1.4
application programming interface (API)
assgmbly of interface functions for middleware

NOTE API makes it easy to operate middleware for designers.

3.1.p
application property value data(APD)
is a data value related to the application property code (APC), such as a status notification or specific
setting and control by an application service code (ASC)

NOTE Detailed specifications, are provided for the size, code value, etc. of the APD for each APC.

3.1.6
conjmunications middleware block
this Imiddlewaré/’is arranged from data link layer to application layer and performs communications
processing according to the ISO/IEC 14543-4 protocol

NOTE _The/major features of ISO/IEC 14543-4 are implemented by communications middleware.

3.1.7

communications processing block

one processing block for the communications middleware; this block performs communication protocol
processing to facilitate remote device control/monitoring processing for application software, stores
information for the above and controls various information on the self-device as well as other device
statuses

3.1.8
DA data
node address of the destination of messages between lower-layer communications software

3.1.9
data link address (DLA)
address permitting unique identification of a node in a home network


https://iecnorm.com/api/?name=f2de20188461cf96604f74dac86d87ab

-8- 14543-4-2 © ISO/IEC:2008(E)

NOTE This is a logical address that is defined separately from the Node address native to lower-layer communications
software; it consists of a NetID and NodelD.

3.1.10
data link data
data that is composed of DHD, SDLA, DDLA, ADC and ADATA

3.1.11
data link frame
frame that is composed of DDC, DHD, SDLA, DDLA, ADC and ADATA

3.1./12

datg link data counter (DDC)
spegifies the order of split messages, indicates the end split of messages and stipulates pplit-
trangmission message identifiers

3.1.13
datd link header (DHD)
four kinds of data are included:

he first data is the message format for the ADATA/PADATA section;

he second specifies secure message or plain message;
he third specifies whether DDLA is a broadcast address or an.individual address;

nd the fourth constitutes a routing hop counter

It connects the subnets of different lower-layer- communications protocols (for different protocols, regardigss of
transinission media type) or divides the same protocal*into subnets. The lower-layer communications protocol is connected

mespages exchanged between,protocol difference absorption processing blocks are called datg link
splitfframes

3.1.16

hargdware address
address defined “based on a medium-specific addressing scheme, such as an ISO/IEC 8802-3
address; this(isya unique value for a node among the same kind of transmission medium

31T
NetiD
SUBNET identifier that is also a component of a data link address

3.1.18
node
communication node conforming to ISO/IEC 14543-4

NOTE In ISO/IEC 14543-4, this is a communications function to be uniquely identified by a Data Link Address.
There is no distinction between the application functions of nodes. The term “node” is used to describe the function
of one communication terminal.

3.1.19
node address
address to implement layer-2 communication in transmission media
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NOTE In ISO/IEC 14543-4, this does not signify an Ethernet MAC 2 address.

3.1.20
NodelD
identifier used to identify a node uniquely within the SUBNET

NOTE This is a logical address converted from the Node address native to the lower-layer communications

software. This is also a component of the data link address.

3.1.21
protocol difference absorption processing block

one processing block of the communications middleware

NOTE This block is intended to absorb differences of multiple protocols, including power lines and fow-p

ower

wirelgss, to configure a single network. The block performs address translation, communication type“convefsion,

data division and data assembly.
3.1.p2

SA gata
node¢ address of the source of messages between lower-layer communications software

3.1.p3
SUBNET
groyp of nodes using the same lower-layer communications“protocol

NOTE Each subnet has a NetlID; different subnets can be connected by a data link router.

3.2 | Abbreviations

ADATA Application Data

ADC Application Data Counter:

AOJ Application Object

APD Application Propetty Value Date
API Application Pragramming Interface
DDLA Destination’Data Link Address
DDC DatasLink Data Counter

DHDP Data Link Header

DLA Data Link Address

DSDATA Data Link Split Data

PADATA Plain Application Data

SDILA Source Data Link Address

4 Conformance

Products that claim conformance to this International Standard shall provide communication layers

with a frame format in conformance with clause 5 and 6.4 of this standard.

Ethernet™ is the trade name of a product supplied by Xerox Corporation. This information is given for the
convenience of users of this document and does not constitute an endorsement by ISO or IEC of the product
named. Equivalent products may be used if they can be shown to lead to the same results.
For technical specifications of the MAC address see ISO/IEC 8802-3.
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Frame format of communication layers

re 2 shows the frame format of the communication layers. In this document
(ISO/IEC 14543-4-2) DDC, DHD, SDLA and DDLA are described. ADC and ADATA are
described in ISO/IEC 14543-4-1. When property value data of 2 bytes or larger comprises
application property value data (APD), the most significant value in the sequence is stored

Bit 7 is the most significant bit and bit 0 is the least significant bit of the octet.

DDC DHD SDLA DDLA ADC ADATA

6

6.1

Whe
netw
iden
cods

The

Figure 2 — Data link frame format of communication layers

Requirements for the physical layer and independent data link layer

Requirements for the physical layer

n two or more home network systems reside close together, the cOmmunications between h
ork systems must not mix. Therefore, each transmission media\shall specify the principle
ifying each home network system, such as including in each.communication message a h
that can identify each home network system.

physical layer shall have the following functions.

A\ function to maintain the uniqueness of the nodes’ node addresses within the subnet
A\ function to serve as a container for data link,frame format shown in Figure 2
An intra-subnet communication function

A\ function to allow the individual nodes;to retain their own profiles and report them to the net
ayer. The items of the profile are as-follows:

- Node address length
- Node address mask pattern
In the special case of a’NULL value for a Node address, a special conversion rule is applig

- Node address

- Maximumymessage length

- Lower<layer communications software ID (+ Transmission medium ID)
- Broadcast function ID

A flag which shows broadcast function or no broadcast function.

ome
5 for
buse

vork

- Iransmission rate

e A function to allow the individual nodes to retain their own statuses and report them to the network

ayer. The compulsory status items are as follows:

— Stop

A state in which no lower-layer communications software operations are performed.

— Initialization

A state in which the lower-layer communications software is initialized.

— Normal operation

A state in which data is transmitted to or received from a transmission medium as the primary

function of the lower-layer communications software.
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6.2

— Error stop
A state in which operation is stopped by the occurrence of an error.

— Suspension

A state in which operation is paused by an instruction from the communications middleware.

Functions of the data link layer

ISO/IEC 14543-4 was designed to enable the use of power line and wireless protocols as transmission
media. Slow transmission speeds discourage large data transfers, and it is desirable to reduce the

mo

frame format for the communications middleware block to minimize message size while fulfilling

req

6.3

Thel|data link layer is defined for the following media:

6.4

6.4.1

ng 1oad on simple devices. In light o this situation, this part or ISU/MEL 14045 Specliley

uirements of the communications layer structure.

Possible media and their impact on layer-2

Power lines

bpecific low electric power radio
Twisted pair cable

IrDA_Control 3

LonTalk® 4

Bluetooth™ 5

Fthernet
Data link layer services

Data link header

b7 b6 b5 b4 b3 b2 b1 b0

*

I ADATA/PADATA configuration specification
b1:b0 = 8 Message format | (basic message format)

9 Message format |l ( comFound message format)
1:

* *

Message format Ill (arbitrary message format)
Reserved for future use

—\O—\O

Secure message s eC|f|cat|on
0: plain message; 1: secure message

DDLA code ty{)e spec,lflcatlon (individual/broadcast)
0: Individual; 1: Broadcast

Routing hop counter

Fixed

Note: When b7 = 0, b0 to b6 will be specified separately (reserved for future use).

Figure-3—Genfigurationef DBHD—————————————————————

the
the

The combination of b1 and b0 specifies the message format for the ADATA/PADATA section.

When b1:b0 =

3

0:0, it indicates message format | (basic message format), which allows one

IrDATM is the trade name of products supplied by the Infrared Data Association. This information is given for
the convenience of users of this document and does not constitute an endorsement by ISO or IEC of the

products named. Equivalent products may be used if they can be shown to lead to the same results.

LonTalk® is the trade name of a product supplied by Echelon Corporation. This information is given for the
convenience of users of this document and does not constitute an endorsement by ISO or IEC of the product

named. Equivalent products may be used if they can be shown to lead to the same results.

Bluetooth™™ is the trade name of a product supplied by Bluetooth SIG, Inc. This information is given for the
convenience of users of this document and does not constitute an endorsement by ISO or IEC of the product

named. Equivalent products may be used if they can be shown to lead to the same results.
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message to operate on one property of one object. When b1:b0 = 0:1, it indicates message
format Il (compound message format), which allows one message to operate on two or more
properties of one object. When b1:b0 = 1:0, it indicates message format Ill (arbitrary message
format), whose ADATA/PADATA section is in an arbitrary format.

Bit b2 indicates whether or not the ADATA section is encrypted. When b2 = 1, it means that
the ADATA section is encrypted. When b2 = 0, it means that the ADATA section is not
encrypted. Detailed information about encrypted and other secure messages is given in
ISO/IEC 24767-2.

Bit b3—spesifies—whether—the—DBEA{(BestinationDBata—tirk-Address)shewh—r—gure—2-is a
brogdcast address or an individual address. When b3 1, it indicates that a broadcast
addfess is stipulated by the DDLA code. When b3 = 0, it indicates that an individual~addfess

is stipulated by the DDLA code. Broadcast address codes are discussed in 6.4.2.2.

Bits|b4, b5 and b6 constitute a routing hop counter, which can be manipulated only by gata
link [routers. When a message received at one subnet of a data link router’is forwarded to
another subnet, the counter is incremented. For every transmission from’'an ordinary node, a
hop|count of 0 is used. The relationship between b4, b5 and b6 and theshop count is shown in
Table 1 below. The number of hops can be set to a value between,0.and 7.

Table 1 — Number of hop counts

b6 b5 b4 Hop count
(Router passes)

0 0 0 0

0 0 1 1

0 1 0 2

0 1 1 3

1 0 0 4

1 0 1 5

1 1 0 6

1 1 1 7

6.4.2 Data link address
6.4.2.1 General

The| data link¢address was introduced to conceal differences in lower-layer transmisgion
media from\the communications processing block and the application software. The basic
reqyirement for the address is that it uniquely identifies a node. The data link address |is a
logi¢alladdress defined separately from the node address unique to each given transmisgion
medium

A data link address consists of (1) an address (hereafter referred to as a NodelD) determined based
on an address (hereafter referred to as a node address) that enables communication in Layer-2 of the
transmission medium and (2) an address (hereafter referred to as a NetlID) that specifies the subnet.

Specifically, it consists of a NetID and a NodelD that uniquely correspond to the node address, as
shown in Figure 4. The NodelD is logically assigned so as to be unique within the subnet.

1st Byte 2nd Byte
Net ID (1 byte) Node ID (1 byte)

Figure 4 — Configuration of SDLA and DDLA for individual address
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The NetID signifies a subnet identifier. The NetlID of each node is set based on subnet
information held in data link routers. Until the NetID of a node is set by a data link router, the
NetID is set to 0x00, indicating NetlD not specified, and the node can communicate only
within the subnet to which the node belongs.

Table 2 — NetID codes

NetID (HEX) Meaning Remarks
1 0x00 NetID not specified
2 0x01 to Ox8F NetID assigned codes
3 0x90 to OxFF Codes available to user (manually Used, for example, when a system manager forian
assigned codes) apartment complex or building is present.

The|NodelD is an identifier used to uniquely identify a node within a subnet.Thé NodelD is
conyerted from a node address such that it is unique within the subnet. Each type of lower-
layefr communications software has its own conversion specifications.

6.4.2.2 Source/destination data link address (SDLA/DDLA)

This| subclause provides detailed specifications for the source dataslink address (SDLA)|and
destjnation data link address (DDLA).

Figure 4 shows the configuration of the source data link address\(SDLA) and the destination datg link
address (DDLA) prevailing when an individual address is stipulated by setting b3 of DHD to 0. When
b3 df DHD is set to 1 to specify a broadcast, the destination data link address (DDLA) becomgs a
cod¢ indicating a broadcast message for specific data_link address groups (including a general
broadcast). In this case, the SDLA configuration is as.shown in Figure 4, the DDLA configuration |s as
shown in Figure 5 and Table 3 and the broadcast target requirement code is as shown in Figufre 6
and Figure 7.

1st Byte 2nd Byte
Broadcast, type Broadcast target
requirement code requirement code

Figure 5 — DDLA (broadcast-stipulated) address configuration
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Table 3 — DDLA (broadcast-stipulated) address configuration

Broadcast type
requirement code

Broadcast target requirement code

Remarks

0x00 Specifies the node groups to be targeted for a An intra-domain broadcast. In all subnets within a
broadcast within all subnets. For node group domain, a broadcast is sent to the nodes
selection, see Figure 6 and Figure 7. stipulated by the broadcast target requirement

code.

0x01 Specifies the node groups to be targeted for a An intra-own-subnet broadcast. Within own
broadcast within own subnet. For node group subnet, a broadcast is sent to the nodes stipulated
selection, see Figure 6 and Figure 7. by the broadcast target requirement code.

0x02 All nodes within the subnet having the NetID code | A general broadcast within a specified subnef. A
stipulated by the broadcast target requirement broadcast is sent to all nodes within the subnet
code are targeted. stipulated by the broadcast target requirement

code.

0x03 Specifies the group multicast number to be An intra-domain group multicast. In all subnefs
targeted for a multicast within all subnets. within a domain, a group multicast is sent to fhe

nodes stipulated by the multicast target
requirement code.

This code is optional: However, if the intra-ddmain
group multicast function is installed, the intrajown-
subnet group/multicast function must also be
installed-

0x04 Specifies the group multicast number to be An intrazown-subnet group multicast. Within ¢wn
targeted for a multicast within own subnet. sdbnet, a group multicast is sent to the nodeg

stipulated by the multicast target requiremen
code.

This code is optional. However, if the intra-owWn-
subnet group multicast function is installed, the
intra-domain group multicast function must also be
installed.

0x05 |- Ox7F Reserved for future use.

0x80 |- OxFF Open to user. Used when a system manager will manage the

system in a collective housing unit or small office
building.

b7

Broadcast target requirement code (2" byte of DDLA for broadcast)

b6 bS5 b4 b3 b2 b1 bO

* * * * * * *

|— Broadcast to Node Group 0 YES/NO \
Broadcast to Node Group 1 YES/NO

Broadcast to Node Group 2 YES/NO

Bluddbdsl ‘lU NU\jG Oioup o T EOIIIl‘lIU
Broadcast to Node Group 4 YES/NO
Broadcast to Node Group 5 YES/NO

Broadcast to Node Group 6 YES/NO

=1: YES
0: NO

Broadcast to Node Group 7 YES/NO /

Figure 6 — Broadcast target requirement code
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Note that the Node IDs of the nodes belonging to Node Groups 0 to 7 are as indicated below. For
example, a node whose ID is 0xA2 belongs to Group 2.

0/8|4|C|2|A|6|E|1[9|5|D|3|B|7]|F
0 Group 0
8
4 Group 1
C
2 Group 2
A
6 Group 3
E
1 Group 4
9
5 Group 5
D
3 Group 6
B
7 Group 7
F

Figure 7 — Node group requirement bit specifications

6.4.3 Application data counter

Indigates the size of the application_data region (ADATA region) shown in Figure 2. The size is
varigble in 1-byte increments. The aceeptable ADATA region size ranges from 6 bytes to 256 hytes
(Ox0pB to OxFF; 0x00 = 256). The dower limit is 6 bytes, which indicates that a message consists pf at
least 6 bytes.

6.4.4 Data link split frames

In these specifications, messages exchanged between protocol difference absorption procegsing
sectlons are called,'data link split frames. The composition of these messages allows differencgs in
mesfpage sizet0~be absorbed so that the processing at the communications processing blogk is
independent.ef'the lower-layer communications software.

SOA DR)C DSDATA (n)
N : Number of split frames (max. 18)
DDC (n) : Data Link Data Counter (1 byte)
DSDATA (1)-(n): Data Link Data from DHD-ADATA (Data Link Frame) split into n parts. Max. 262 bytes.
SA/DA data : DA (recipient’s Node address data) when sending message

SA (source’s Node address data) when receiving message
When sending, DA data is created from the DDLA value in the Data Link Frame. Includes broadcast specification data.

Figure 8 — Format for protocol difference absorption processing section
Relationship with upper-layer messages

The data link split frame described above consists of a data link frame that has been split into
messages no larger than the maximum processable size for lower-layer communications software.
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Each one also contains header codes (DDC) for frame splitting, assembly and routing as well as
address data for the source and destination.

Data link frame (DHD-ADATA)

Pt | B8Y | pspata(n) e | BBF | Dpspata@) S | B (@\@A ")

Figure 9 — Relationship with upper-layer messages

6.4.% Data link data counter

Mesisages may be split into a maximum of eight components and b0-b2 show the order of the
splif messages (starts at b0 = b1 = b2 = 0; ends at a maximum of'b0 = b1 = b2 = 1). The pplit
meslsage identifier requirement bit (b4, b5, b6) is also specified for cases in which a mesgage
from the communications processing block is sent repeatedlyto the same node and in which
all df the repeated messages require splitting. However, the ‘method for setting this valug will
not [be specified here. Therefore, in the receiving-side protocol difference absorption
prodessing block, messages with the same node address for the source and the same vajues
for h4—b6 are assembled based on the data containgd’in the b0-b2 split counter.

b7 b6 bS5 b4 b3 b2 bl bO

1 * * * * * * *

T |
Specifies order (No.) of split message.

Indicates end of split message.
0: To be continued; 1: End of message

Stipulates split-transmission message identifier.

Fixed (reserved for future use)

Figure 10 — Configuration of DDC

Whegn a message is not split, values shall be set as follows: b2:b1:b0 = 0:0:0 and b3 = 1.

Whgnthe intended destination is the same, it is recommended that split messages havind the
same identifier be sent without any intervening messages.

6.5 Protocol difference absorption processing block

6.5.1 Overview

This subclause describes the processing specifications that are to be specified by the communications
processing block in the protocol difference absorption processing block. Note that the processes are
used simply to describe basic processing in the communications processing block and are not
intended as specifications for actual software structure.

e Message receipt/assembly processing

e Message splitting/transmission processing
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e Address conversion processing
e Conversion by communications type processing

e Lower-layer common lower-layer communications interface processing

6.5.2 Message receipt/assembly processing

A message is received from the lower-layer communications software block via an individual lower-
layer communications interface. Depending on the message header (DDC) in the protocol difference
absorption processing block, two types of processing are possible:

ocol

g is

the
the
mespage identification stipulator within the DDC and the split messagé number, all of which yere
recejved from the lower-layer communications software. The received message is held until the
mespage is properly assembled. Once assembly is complete, the ;message is handed off to common
lowdr-layer communications interface processing as data to~be forwarded to the communicafions
processing block and processing is terminated.

Sucly items as wait-time for the next message (required for assembly) and the number of messages
that [can be processed simultaneously are not spécified. Also, split message receiving functiong are
not required.

Nodg address data passed on from the lower-layer communications software as an individual lgwer-
layef communications interface is used“only for message assembly and do not require address
conyersion processing.

6.5.3 Message splitting/transmission processing

Whgn the send message length is smaller than the transmission buffer size (splitting not requirep), a
DDQ stipulating no splitting is created, the send message data and node address data for the intepded
recipient are handed off to the lower-layer communications software block via the individual lgwer-
layef communications interface and processing is terminated.

Whgn the send message length is larger than the transmission buffer size (splitting required)| the
mespage—~data is split into pieces of an appropriate size smaller than the transmission buffer size.
Thesgepieces, designated DSDATA(1)-DSDATA(n), are then handed off in order to the lower-layer
communications software block via the individual Inwpr-lnypr communications interface Tngpthpr with
a DDC for each (DDC[1]-DDC[n]) and the node address of the intended recipient, starting with the first
message. Once all messages have been handed off, processing is terminated.

The actual size and number of split messages and the decision on whether or not to incorporate
splitting functions, are implementation issues and therefore are not specified.

6.5.4 Address conversion processing

Two types of processing are possible depending on the address data (consists of a data link header
code and a NodelD code) received together with the send message from common lower-layer
communications interface processing

¢ when the address stipulates broadcast, processing is passed to communications type conversion
processing,
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e when the address stipulates individual, address conversion processing is performed for the
specified NodelD and node address for each lower-layer communications protocol, the address is
designated as the intended recipient address and processing is passed to message
splitting/transmission processing.

NodelD and node address conversion processing specifications are dependent on each lower-layer
communications protocol. Each lower-layer communications protocol is specified for each
transmission media.

The following are examples of address transmission. For some transmission media, NodelD is equal
to node address, so _in the case, address conversion is not needed. For some of the other
trangmission media, the value of the lowest byte of the node address is the same as NodelD.

The|number of available node addresses varies from one lower-layer communications' protocpl to
another. Furthermore, a special node address use is defined by some lower-layer communications
protocols. To comply with two or more lower-layer communications software programs, the NogelD
and hode address shall be selected while giving due consideration to the aforementioned matter.

6.5.5 Communications type conversion processing
6.5.5.1 Overview

Broddcast addresses are converted based on the broadcastcstipulated intended recipient |data
recejved from address conversion processing (this consists of the data link header code and the ¢ode
for B2 of the DDLA). Here, one of two types of processing is) performed, based on whether of not
broadcast is stipulated in the lower-layer communications prétocol.

6.5.5.2 When broadcast is stipulated in the lower-layer communications protocol

The| intended recipient requirement data _js&converted in accordance with the lower-layer
communications protocol broadcast requirement specifications. The broadcast requirement data,
intended recipient address and the send message are handed off to message splitting/transmigsion
processing and processing is terminated:

6.5.5.3 When broadcast is not stipulated in the lower-layer communications protocol

All tfansmission recipient node "addresses are extracted and the node address data (extractgd in
until
ests
5ing,

v for

Provides a common lower-layer communications interface to the communications processing block.
settings and control request data (send messages, etc.) are received from the communications
processing block via the common lower-layer communications interface. If the data consists of send
message data, it is handed off to address conversion processing; if it consists of lower-layer
communications block settings or data request data, it is handed off to the lower-layer communications
software block via the individual lower-layer communications interface. The individual lower-layer
communications interface is shown in Annex A.

In contrast, when received message data is received from message receipt/assembly processing, or
when settings/data response data is received from the lower-layer communications software block via
the individual lower-layer communications interface, it is notified to the communications processing
block in the format specified in the common lower-layer communications interface.
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7

7.1

Requirements for the network layer

Overview

This clause presents the specifications for communications processing in the communications
middleware. Note that the processes are used simply to describe basic processing in the
communications processing block and are not intended as specifications for actual software structure.

e Received message judgment processing

e Routing processing

.
7.2
7.2.
Prog

lows
are

bend message assembly and management processing
Received message determination processing
( Overview
essing shall be performed to confirm the recipients of messages received, from the com

r-layer communications interface. The received message identification processing specifica
divided into those for data link routers and those for nodes without the"data link router fung

Each of the two types of processing is defined below. The home DLA value, the home subnet N

valu

7.2,

If ng
proc

Cas
Netl
hom

Cas
Netl
0x0(

Cas
Netl
0x04

Cas
Netl
0x04
grou

b, etc. shall be retained as properties of the node profile class of theprofile object.

p Received message identification processing specifications for nodes withoy
the data link router function

ne of cases 1 to 9 listed below applies, the rece€ived message shall be discarded and
essing shall be terminated.

e 1: b3 of the DHD is 0 (individual message), the value of the hop counter in the DHD is 0
D in the SDLA is 0x00 or the same as thé NetID in the home DLA and the DDLA matcheg
e DLA.

p 2: b3 of the DHD is 1 (broadcast message), the value of the hop counter in the DHD is 0
D in the SDLA is 0x00 or the same as the NetID in the home DLA, the broadcasting type co
or 0x01 and the broadcasting,target code matches the home node group.

p 3: b3 of the DHD is. 1 (broadcast message), the value of the hop counter in the DHD is 0
D in the SDLA is 0x00 or the same as the NetID in the home DLA, the broadcasting type co
and the broadcasting target code points to the home NetID.

b 4: b3 of the*DHD is 1 (broadcast message), the value of the hop counter in the DHD is 0
D in the SDLA is 0x00 or the same as the NetID in the home DLA, the broadcasting type co

and-the broadcasting target code matches the home group multicast number. An intra-do
p smulticast is an optional function, so nodes that do not hold this function shall discard

recej

mon
ions
tion.
etlD

the

the
the

the
e is

the
e is

the
e is
mnain
the

ved’message and the processing shall be terminated.

Case 5: b3 of the DHD is 1 (broadcast message), the value of the hop counter in the DHD is 0, the
NetID in the SDLA is 0x00 or the same as the NetID in the home DLA, the broadcasting type code is
0x04 and the broadcasting target code matches the home group multicast number. An intra-own-
subnet group multicast is an optional function, so nodes that do not hold this function shall discard the

rece

ived message and the processing shall be terminated.

Case 6: b3 of the DHD is 0 (individual message), the value of the hop counter in the DHD is 1-7, the
NetID in the SDLA is not the same as the NetID in the home DLA and the DDLA matches the home

DLA
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Case 7: b3 of the DHD is 1 (broadcast message), the value of the hop counter in the DHD is 1-7, the
NetID in the SDLA is not the same as the NetID in the home DLA, the broadcasting type code is 0x00
and the broadcasting target code is OxFF or matches the home node group.

Case 8: b3 of the DHD is 1 (broadcast message), the value of the hop counter in the DHD is 1-7, the
NetID in the SDLA is not the same as the NetID in the home DLA, the broadcasting type code is 0x02
and the broadcasting target code points to the home NetID.

Case 9: The value of the hop counter in the DHD is 0 and the NetID in the SDLA is 0x00.

Eve one o1 the S the

processing shall be terminated if:

Casg¢ 10: A node that does not have the secure communication function receives a message for which
b2 of the DHD is 1 (secure message).

Casg¢ 11: A node that does not have the composite message processing functionyfeceives a mesgage
for which b1 and b0 of the DHD are 0 and 1, respectively (composite message):

Case¢ 12: A message is received for which b7 of the DHD is 0.

Cas¢ 13: A message is received for which b1 and b0 of the DHD are 1 and 0, respectively [or a
mespage is received for which b1 and b0 of the DHD are both 1

7.2.38 Specifications for the received message-identification processing for data link
routers

In the case of a data link router, the recipient of the received message shall be confirmed (based on
the DHD and DDLA data) and if one of the cases listed below applies, the processing of the recgived
mespage shall be handed only to the routing\processing part. With regard to cases 1 and 2, howguver,
one pf the sets of processing specifications’shall be implemented.

Case¢ 1: The DDLA code (designation of type) in the DHD specifies individual transmission (b3 F 0),
the [DDLA does not match the home DLA and the NetID in the DDLA does not match the NetID ip the
homge DLA.

Case 2: The DDLA code:{designation of type) in the DHD specifies individual transmission (b3|= 0)
and the DDLA does pot-match the home DLA.

Cas¢ 3: The RDDLA code (designation of type) in the DHD specifies broadcasting (b3 = 1) anq the
DDUA specifies 'subnet-specific intra-subnet simultaneous broadcasting for a subnet other thar| the
home subnet:

Casée—4: The DDLA code (dncigna‘rinn of hj/pn) in—the DHD epnhifinc hrnadhnefing (h’l = 1) the

broadcasting type requirement code in the DDLA specifies intra-domain group multicast and the
broadcasting target code in the DDLA does not match the home group multicast number.

If the following applies, the received message processing shall be handed to the routing processing
and object processing parts:

Case 5: The DDLA code (designation of type) in the DHD specifies broadcasting (b3 = 1), the DDLA
broadcasting type code specifies intra-domain broadcasting and the broadcasting target code points to
a node group that includes the home NodelD.

Case 6: The DDLA code (designation of type) in the DHD specifies broadcasting (b3 = 1), the
broadcasting type requirement code in the DDLA specifies intra-domain group multicast and the
broadcasting target code in the DDLA matches the home group multicast number.
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If one of the cases listed below applies, the processing shall be handed only to the object processing
part.

Case 7: The DDLA code (designation of type) in the DHD specifies individual transmission (b3 = 0)
and the DDLA matches the home DLA.

Case 8: The DDLA code (designation of type) in the DHD specifies broadcasting (b3 = 1), the DDLA
broadcasting type code specifies intra-subnet broadcasting and the broadcasting target code points to
a node group that includes the home NodelD.

Casg 97 The DDLCA code (designation of type) in the DHD specifies broadcastng (b3 = 1)) the
broadcasting type requirement code in the DDLA specifies intra-own-subnet group multicast-ang the
broadcasting target code in the DDLA matches the home group multicast number.

If none of the cases listed above applies, the received message shall be discarded and.the procegsing
shall be terminated.

7.3 | Routing processing
7.3 Overview

The| routing processing specifications are divided into specifications for data link routers [and
spegifications for nodes without the data link router function. The“routing processing uses data held as
properties of the node profile class and router profile class in the profile object.

7.3.2 Routing processing for nodes without the\data link router function

Thefe are two types of routing processing specifications for nodes without the data link router fungtion:
the simple type and the advanced type. Either type of specifications may be implemented and the
processing to be performed differs accordinglyx

Simple type routing processing specifications: All messages to other subnets are handed to the dgfault
router. Specifically, the default router-NodelD data is specified as the data to specify the destination
location within the subnet, the message to be sent is handed together with the processing tq the
protpcol difference absorption processing section through the common lower-layer communications
interface and the processing at the communications processing block is terminated.

Advanced type routing.processing specifications: Only the messages that have been identffied
as deliverable messages shall be transmitted. The NodelD data of the appropriate router is
spetified, the processing is handed to the protocol difference absorption processing segtion
throupgh the .common lower-layer communications interface and the processing at| the
communications processing block is terminated. Appropriate router shall mean the rquter
Ioc:l\ged on-the transmission path as determined based on the transmission path identffied

usinlg jthe) data on all routers. The messages that have been identified as undeliverpble
messages shall be discarded instead of being transmitted. In this case, the processing af the
communications processing block shall be terminated after the message is discarded.
Implementation of the advanced type specifications requires that the data on all routers be
acquired from the router in advance.

7.3.3 Routing processing for data link routers

The normal operation of a data link router shall be defined as the state in which the data link
router can perform the processing to respond to a write or read request for an object it holds
and can perform the following processing:
e received message routing processing;

e default router processing.
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The received message routing processing is performed when a data link router is requested to
perform message routing and the data link router is located on the direct routing path,
whereby the received message is sent to a node located in an adjacent subnet other than the
adjacent subnet that received the message. An adjacent subnet shall mean a subnet whose
location is such that a data link router can exchange messages directly with that subnet (see
Figure 11).

The default router processing is performed when a data link router is requested to perform message
routing and the data link router is not located on the direct routing path, whereby the received
message is sent to a router located in the subnet that received the message and on the direct routing
path for the received message.

Router B
Router A

The adjacent subnets for router A are subnet 1 and 2.
The adjacent subnets for router B are subnet 2 and<3¢

Figure 11 — Subnet ‘connections

Whgn a data link router is requested to perform*message routing, it shall perform the recdived
mespage routing processing if any one of the following conditions is satisfied:

e The DDLA code type in the DHD is¢*individual” and the path to the subnet specified by the
NetlD in the DDLA is located on-the side of the adjacent subnet that is different from the
adjacent subnet that receivedithe message.

e The DDLA code type in the’DHD is “broadcast,” the DDLA broadcasting type code is (x02
and the path to the subnet specified by the NetlD specified by the broadcasting tqrget
ode is located on the side of the adjacent subnet that is different from the adjagent
subnet that received.the message.

If neither of these_iconditions is satisfied, it shall attempt to perform the default rduter
prodessing. If the processing cannot be completed successfully, the received message ghall
be discarded.*Each of the two types of processing is explained below.

a) Received message routing processing

Whgn“a’data link router receives a message, it shall check the data link frame of the mesgage
and if one of the following conditions is satisfied, perform the received message routing
processing:

e b3 of the DHD is 0 (individual message) and the DDLA is different from its own DDLA
(individual message processing);

e b3 of the DHD is 1 (broadcast message) and the destination NetID (broadcasting type
code) is 0x00 (intra-domain broadcasting processing);

e b3 of the DHD is 1 (broadcast message), the destination NetID (broadcasting type
code) is 0x02 and the destination NodelD (broadcasting target code) is different from
its own NetlD (subnet-specific broadcasting processing for a subnet different from the
one it belongs to).

The received message routing processing shall include the following:
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1)

A check to confirm that it is justifiable to perform routing processing

The received message routing processing shall be terminated if:

the value of the hop counter in the DHD is 7 (maximum hop value error);

the DDLA code type in the DHD is “individual” and the NetID in the DDLA is not
included in the data link router’s own data on all routers (destination unknown);

the DDLA code type in the DHD is “individual” and the NetID in the DDLA is included
in the data link router’s own data on all routers, but the path thereto is not included
(path unknown);

?)

B)

'he DHD hop counter value shall be increased by 1.

the DDLA code type in the DHD is “broadcast,” the DDLA broadcasting type code is
0x02 and the NetID specified by the broadcasting target code is not included-in| the
data link router’s own data on all routers (destination unknown); or

the DDLA code type in the DHD is “broadcast,” the DDLA broadcasting’type code is
0x02, the NetID specified by the broadcasting target code is included/in the datallink
router’s own data on all routers, but the path thereto is not included\(path unknown).

Adding 1 to the hop counter value

Determination of the destination adjacent subnet

Bas¢d on the data on all routers, the adjacent subnet loCated on the path to the subnet that hag the

dest|nation data link router or node shall be determined:

)

Transmission request

[he lower-layer communications software shall be requested to send the processed data| link
rame as a data link message and the.féceived message routing processing shall be terminatgd.

If individual transmission“is specified and the destination node is located in| the
selected adjacent subnef, the lower-layer communications software shall be requepted
to send the data link-frame to that node.

If subnet-specific broadcasting is specified and the selected adjacent subnet is| the
destination subnet for the subnet-specific broadcast, the lower-layer communicatjons
software shall-be requested to broadcast the data link frame.

If individual transmission or subnet-specific broadcasting is specified and there |is a
data_link-router that is located on the routing path to the destination subnet for| the
subnet-specific broadcast or the destination node located in the selected adjarent
subnet, the lower-layer communications software shall be requested to send the fata
link frame to that data link router.

[T infra-domain simultaneous broadcast is specified, the lower-layer communications
software shall be requested to broadcast the data link frame to all adjacent subnets
with the exception of the adjacent subnet that received the message.

b) Default router processing

If a data link router receives a message, it shall check the data link frame of the message and
if one of the following conditions is satisfied, perform the default router processing:

e b3 of the DHD is 0 (individual message) and the DDLA is different from its own DDLA
(individual message processing);

e b3 of the DHD is 1 (broadcast message), the destination NetlD (broadcasting type code) is
0x02 and the destination NodelD (broadcasting target code) is different from its own NetID
(subnet-specific broadcasting processing for a subnet different from the one it belongs to).
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The default router processing shall include the following:

1

)

A check to confirm that it is justifiable to perform default router processing

The default router processing shall be terminated if:

the DDLA code type in the DHD is “individual” and the NetID in the DDLA is not
included in the Data Link Router’s own data on all Routers (destination unknown);

the DDLA code type in the DHD is “individual” and the NetID in the DDLA is included in
the data link router’s own data on all routers, but the path thereto is not included (path

—

o Q

7.4

Whe
obje
hea
prod

Non

)

Requirements for the transport layer

e.

unknown);

the DDLA code type in the DHD is “broadcast,” the DDLA broadcasting type.code is
0x02 and the NetlD specified by the broadcasting target code is not included in| the
data link router’s own data on all routers (destination unknown); or

the DDLA code type in the DHD is “broadcast,” the DDLA broadcasting type code is
0x02 and the NetID specified by the broadcasting target code is ngcluded in the gata
link router’'s own data on all routers, but the path thereto is.-not included (path
unknown).

Transmission request

he lower-layer communications software shall be requested to send the data link framg as
data link message and the processing shall be terminated. The destination subnet ghall
e the adjacent subnet that received the message.

If individual transmission or subnet-specific{broadcasting is specified and there [is a
data link router that is located on the routing path to the destination subnet for| the
subnet-specific broadcast or the destination node located in the destination adjafpent
subnet, the lower-layer communications software shall be requested to send the fata
link frame to that data link router.

Send message creation/management processing

n the data necessary to create’a data link message is received from startup processing or
ct processing, the data.réquired for a data link message, such as self-DLA, data|link
jer (DHD) and application data counter (ADC), is added to create the message |and
essing is then handgd off to routing processing.
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Annex A
(informative)

API functions

API function for application layer

No specific API function is required.

A.2| API functions for individual lower-layer communications interface
A.2f1 General
Thig clause provides the physical layer interface as APIls for individual lower-layer
communications interface. The requirements set forth presume that the~APIl procesp is
impllemented in the lower-layer communication software in the physical-layer (the protpcol
diffgrence absorption processing block calls a lower-layer communication software procgss).
It dgscribes the API function for physical layer (lower-layer communication layer) for C (ANSI)
lanquage .The detail APls are specified because the specifications are intended to sefure
interchangeability of the lower-layer communication layer viewpoint of the communicgtion
middlleware software developer. The API functions to be specCified for C language are based
on the following assumptions. This does not mean that the setting and use of functions gther
than those specified in this clause are prohibited.
¢ An 8-bit to 32-bit C-language-compatible microéemputer
e An operating system such as Windows or (iTRON
The|API functions for other languages will bé-specified in the future.
A.2)2 List of individual low-layer~c¢ommunication interface functions
The| following 29 functions are listed in Table A.1 as individual lower-layer communication
interfaces for physical layer interface functions.
Table A.1 - List of individual low-layer communication
interface functions
No. API naRw API function name Function
1 Request fop.lower- LowGetDevID Requests type and ID of lower-layer communication
layer communication software.
software-type
2 Request for Lowlnit Requests initialization of lower-layer communication
Initialization software.
3 Request for operation |LowRequestRun Requests that lower-layer communication software start
start operation.
4 Fault notice LowSetTrouble Notifies lower-layer communication software of fault (error)
status of high-order layer from Protocol Difference
Absorption Processing Block.
5 Request for warm LowStart Requests that lower-layer communication software perform
start a warm start process.
6 Request for LowSuspend Requests that lower-layer communication software suspend
suspension operation.
7 Request for operation |LowWakeup Requests that lower-layer communication software restart
restart operation.
8 Request for profile LowGetProData Gets profile data (static information) of lower-layer

data acquisition

communication software.



https://iecnorm.com/api/?name=f2de20188461cf96604f74dac86d87ab

- 26 — 14543-4-2 © ISO/IEC:2008(E)
No. APl name API function name Function

9 Request for status LowGetStatus Gets dynamic status (processing fault, address
data acquisition redundancy, etc.) of lower-layer communication software.

10 Request for data LowSendData Requests that lower-layer communication software send
transmission data.

11 Transmission result LowGetSendResult Requests data transmission result from lower-layer
acquisition communication software.

12 Request for LowSendCancel Requests that lower-layer communication software stop
transmission stop data transmission.

13 Request for received |LowReceiveData Requests that lower-layer communication software
data exchange received data.

14 Address information LowGetAddress Gets address information, such as Node addresses.or
acquisition house codes, recognized by lower-layer communieation

software.

15 Request for address LowSetAddress Sets such address information as Node addresses and
information setup house codes for lower-layer communication software.

16 Request for physical LowRegToMac Requests translation of NodelD intércorresponding Nodg
address translation address.

17 Request for NodelD LowReqTolD Requests translation of Nodé address into corresponding
translation NodelD.

18 Request for broadcast | LowRegBcastID Requests target NodelD\for broadcast.
destination address
acquisition

19 Request for complete | LowlnitAll Requests that lower-layer communication software effe¢t
initialization initialization,and acquire house code information again.

20 Request for LowStop Requests that lower-layer communication software stop
communication stop commumnications.

21 Request for complete |LowHalt Requests that lower-layer communication software stop
stop completely.

22 Reception of stop LowReceiveStop Requests the lower-layer communication software to
notification provide a stop notification

23 Lower-layer LowGetAddressTable | Acquires the number of lower-layer address table data
communication DataSize pairs held (lower-layer communication software).
software address
table data size
acquisition

24 Lower-layer LowGetAddressTable | Acquires lower-layer address table data held (lower-layer
communication Data communication software).
software address
table data acquisition

25 Master router; LowSetMasterRouter | Notifies the lower-layer communication software as to
notification Flag whether or not the home node is a master router.

26 Hardware address LowGetHardwareAdd | Acquires the hardware address data for the home node
data acquisition ress (lower-layer communication software).

27 Node address list LowGetDLAList Acquires the Node address list held (lower-layer
acquisition communication software).

28 Master router data LowGetMasterRouterl | Acquires the master router data held (lower-layer
acquisition nfo communication software).

29 Hardware address LowReqgToHardwareA | Requests the hardware address that corresponds to the
conversion request ddress Node address data delivered (lower-layer communication

software).
A.2.3 Individual lower-layer communication interface detail specifications

Individual Lower-Layer Communication Interface Detail Specifications is described below.
“Lower-layer communication software ID “ in the Function is power line = 0x11 to Ox1F,
Specific low electric power radio= 0x31 to Ox3F, Twisted Pair Cable= 0x41 to Ox4F,
IrDA_Control = 0x51 to Ox5F, LonTalk® = 0x61 to Ox6F, Bluetooth™ = 0x71 to Ox7F,
Ethernet™ = 0x81 to Ox8F, 0x90 to OxFF:for future reserved.
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A.2]

3.1 LowGetDevID

(1) Name
Lower-layer communication software type request function

(2) Function
Requests lower-layer communication software ID indicating lower-layer communication
software type.

(3) Synitax
BOOL LowGetDevID (

unsigned char *device_id /* [OUT] Lower-layer communication $oftwareg |D
*/

)

(4) Explanation
device _id : Lower-layer communication software 1D

(5) Return value
0: Failed acquisition
1: Successful acquisition

(6) Structure
None

(7) Notes/restrictions
It is presumed that this function.is called prior to the initialization request function
(Lowlnit) and operation startrequest function (LowRequestRun).

3.2 Lowlnit
(1) Name

()

Initialization request function

Functian
Requests that lower-layer communication software effect initialization (by performing

cold start) and acquire Node address again. Upon receipt of this request, the lower-I4
communication software performs a cold start to switch to the communication stop st

yer
bte

and then sets the initialization parameters for itself.

®)

(4)

Syntax

BOOL Lowlnit (
unsigned char device_id,
*/
LOW_INIT_DATA *init_data, /* [IN] Pointer to initialization parameter (1
void *low_init /* [IN] Pointer to initialization parameter (2

)

Explanation
device_id : Lower-layer communication software ID

/* [IN] Lower-layer communication software 1D

)"/
)"/

*init_data : Pointer to initialization parameter of the common specification item
*low_init : Pointer to initialization parameter, which differs for each lower-layer
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communication software. Parameter contents are specified for each
discrete lower-layer communication software program.

Return value

0: Failed initialization

1: Successful initialization

(6) Structure
typedef strut {
short sfholdtime, /* Maximum holding time for transmission data */
short rfholdtime,  /* Maximum holding time for received data */

(7)

3.3

(1)

()

®)

unsigned char low_mode, /* Operation mode specifications */
0x00 Normal operation mode
0x01 Test/maintenance mode
(Details are not stipulated.) */
short node_len, /* Node address length */
unsigned char node_ad[6], /* Node address */
} LOW_INIT_DATA

Except for node_ad[6], when there is no initialization data,setto NULL.

When node_len is set to NULL, node_ad[6] is not significant. (When node_len is NULL,
the Node address is not set.)

Notes/restrictions
If the lower-layer communication software'is already in the cold-start or warm-start sthte,

this function returns “Failed initialization™

LowRequestRun

Name

Operation start request function

Function

Requests that lower-layer communication software start operation. Upon receiving thjs
request, thesfower-layer communication software starts operation.

Syntax

BOOL LowRequestRun (unsigned char device_id  /* [IN] Lower-layer
communication software 1D */

)

Explanation
device_id : Lower-layer communication software ID
Return value

0: Failure to start

1: Successful start

Structure

None

Notes/restrictions

If the lower-layer communication software is not in the communication stop state, this
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function returns “Failure to start”.

A.2.3.4 LowSetTrouble

(1) Name

Fault notice function

(2) Function

Notifies the lower-layer communication software of the fault (error) status of a high-order

! £ 4l [t T T Al I D : ol !
IayCl TTUITT 1S T TULVCUT UTNTIICTTTICE ADSUTPUUTT TTULCSSITIY DIUUR.

(3) Syntax
BOOL LowSetTrouble (
unsigned char device_id, /* [IN] Lower-layer communicationsoftware 1 */
char htrouble_no /* [IN] Higher-layer trouble number */
)
(4) Explanation
device_id : Lower-layer communication software 1D
htrouble_no : Trouble No.

1 Trouble removed
2 Application software error
3 Communications Processing Block error
4 Protocol Difference Absorption Processing Block error
(5) Return value
0: Failed notice

1: Successful notice

(6) Structure

None

(7) Notes/restrictions

While an abnormality is reported, the lower-layer communication software performs the
following operations:

- Data reception process
Refrains from performing data reception or discards received data.

- Data transmission request from Protocol Difference Absorption Processing Block

Causes an error to be returned.

A.2.3.5 LowStart

(1) Name

Warm start request function

(2) Function
Requests that lower-layer communication software effect initialization (by performing a
warm start) while retaining the Node address. Upon receipt of this request, the lower-
layer communication software performs a warm start and switches to the communication
stop state.
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Syntax
BOOL LowReset (
unsigned char device_id /* [IN] Lower-layer communication software ID */
)
Explanation
device_id : Lower-layer communication software ID
Return value

O--Failed-request

(6)

()

3.6

(1)

()

)

1: Successful request

Structure

None

Notes/restrictions

If the lower-layer communication software is already in the cold-start or warm-start state,
this function returns “Failed request”.

When this request is received, the following warm start\process is performed:
- Clears transmitting and receiving buffers

- Resets higher-layer fault setup

- Resets various status/work areas

- Resets communication hardware block

LowSuspend

Name

Suspension request function

Function

Requests that lower-layer communication software suspend operation. Upon receipt pf
this request;:-the lower-layer communication software switches to the suspension stafe.

Syntax

BOOL LowSuspend (
unsigned char device_id /* [IN] Lower-layer communication software 1D */

)

(6)

(7)

I:yplqnnfinn

device_id : Lower-layer communication software ID

Return value
0: Failed suspension

1: Successful suspension

Structure

None

Notes/restrictions

If the lower-layer communication software is in a state other than normal operation, this
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function returns “Failed suspension”.

If the lower-layer communication software is in the midst of data transmission when this
request is received, it terminates a series of transmission processes and switches to the
suspension state. If it is in the midst of data reception, on the other hand, it discards the
received data and terminates the process.

The following operations are performed in the suspension state:

- Data reception

No data is to be received

- Data transmission request from Communication Processing Block

An error is returned.

A.23.7 LowWakeup

(1) Name

Operation restart request function

(2) Function
Requests that lower-layer communication software eXit;the suspension state. Upon
receipt of this request, the lower-layer communication software switches to the normal
operation state.

(3) Syntax
BOOL LowWakeup (
unsigned char device_id /* [IN] lower-layer communication softwpre
type ID */
)

(4) Explanation
device_id : Lewer-layer communication software ID

(5) Return value
0: Failure torestart

1: Successful restart

(6) Steucture

None

(7) Notes/restrictions

If the lower-layer communication software is in a state other than suspension, this
function returns “Failure to restart”.

A.2.3.8 LowGetProData

(1) Name

Profile data acquisition request function

(2) Function
Acquires profile data for lower-layer communication software and a special process
function address retained by the lower-layer communication software. Profile data
requested by this function consists of property value information for the lower-layer
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communication software profile class, such as the software development manufacturer
name and version number.

(3) Syntax

BOOL LowGetProData (

unsigned char device_id,

ID*/

LOW_PRO_DATA *pro_data, /* [OUT] Profile data */
short (**chmacfunc) (unsigned char node_id, unsigned char *node),

[* [ﬂl IT] NodelD ——Node address

/* [IN] Lower-layer communication software

unsigned char (**chnodefunc) (unsigned char *node),

void(**broadfunc) (const char bcast, char map[32])

(4) Explanation
device_id
*pro_data
**chmacfunc

**chnodefunc

**broadfunc

: Lower-layer communication software |D
: Pointer to profile data structure of lewer-layer communication softwa
: Pointer to address of function for translating a NodelD to the Node

: Pointer te address of function for translating the Node address spe

: Pointer to address of broadcast destination acquisition function is

translation function address */

/* [OUT] Node address —NodelD
translation function address */

/* [OUT] Broadcast destination acquisit
function address ¥

address specific to the lower-layer communication software is retu

re.

rned.

If the lower-layer communieation software has a NodelD equal to the

Node address or effects_simple linear translation, NULL is returnedl.

Specifications for thefunction arguments to be delivered are as
follows:

node_id: «[itt} NodelD before translation

node: [out] Node address after translation
This function'returns Node address size (in bytes).

to thatlower-layer communication software to a NodelD is returne

thetlower-layer communication software has a NodelD equal to th¢
Node address or effects simple linear translation, NULL is returnedl.

The specification for the function argument to be delivered is as
follows:

node: [out] Node address before translation
As the return value, this function returns the NodelD derived from
translation.

returned.
If lower-layer communication software has broadcast capability,

cific
. If

NULL

is returned.

Specifications for function arguments to be delivered are as follows:

bcast : [in] Broadcast target designation code for intra-
domain or intra-local-subnet broadcast
designation.

map[32] . [out] Returns array for broadcast destination

NodelD bitmap. The relationship between
broadcast destination NodelDs and bits is
shown below:

map[0]-bit0 : NodelD 0 (0x00)
map[0]-bit1 : NodelD 1 (0x01)
map[1]-bit0 : NodelD 8 (0x08)

mapl[2]-bit1 : NodelD 9 (0x09)
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®)

(6)

map[31]-bit7 : NodelD 255 (0xFF)
Return value
0: Failed acquisition

1: Successful acquisition

3.9

(7)

(1)

()

®)

Structure
typedef strut {
uhsigred-char feinrek +—owertayercommunication-seftwareb
unsigned char ver[3]; [* Lower-layer communication software(V|
*/
unsigned char maker[3]; /* Manufacturer code */
short node_len; /* Node address length */
unsigned char node_ad[6]; /* Node address */
unsigned char node_mask[6]; /* Node address maskyalue */
short house_len; /* House code length %
short *housecode; /* Pointer to house code information */
short slen; [* Transmittablé.data length */
short rlen; /* Receivable'data length */
short broad; /* Existence/mon-existence of broadcast
function (0: Non-existence, 1: Existenc
short baud; /* TFransmission rate */

}LOW_PRO_DATA

Notes/restrictions

None
LowGetStatus

Name

Status data acquisitionrequest function

Function

Requests the lower-layer communication software to provide the lower-layer
communication software status data. The status data that can be obtained by this
function-is-dynamic information such as that indicating a change to an abnormal statg
the current processing state.
Syntax

/*[IN] lower-layer communication software ID */

brsion No.

) */

or

[*[OUT] status of the lower-layer communication software */

(4)

®)

(6)

Explanation

device_id : Lower-layer communication software ID
*status : Pointer to status data structure is returned.
Return value

0: Failed acquisition

1: Successful acquisition

Structure
typedef strut {
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char upper_trouble; /* High-order layer fault code (0-127)

No fault or removal of trouble (0) */

char low_trouble; /* Lower-layer communication software block fault

code (0-127)
No fault or removal of trouble (0) */

char low_mode; /* Operation mode code

Normal operation (0)
Test mode, such as maintenance (1)
Monitoring mode (2) */

short state; [* Lower-layer communication software block status

7)

3.10

(1)

()

} LOW_STATUS;

Notes/restrictions

None

LowSendData

Name

Data transmission request function

Function

Requests that lower-layer communication software transmit data.

LOW_STS _STOP : 0 Stop status
LOW_STS_INI : 1 Initializing status
LOW_STS_RUN :2 Normal processing status
LOW_STS_ESTORP : 3 Error stop_status */
LOW_STS RST :4 warm start state
LOW_STS_CSTOP : 5 communication stop dtate
LOW_STS SPD : 6 suspend status

(3) Syntax
short  LowSendData (
unsigned,char device _id, /* [IN] Lower-layer communication software
type ID */
const unsigned char *buf, /* [IN] Pointer to transmission data */
short snd_sz, /* [IN] Transmission data size */
const unsigned char *da, /* [IN] Physical address of transmission
destination */
unsigned char broad, /* [IN] Broadcast specification */
)
(4) Explanation

device_id : Lower-layer communication software identification information.

*buf : Specifies pointer to data to be transmitted. The data to be delivered
here is one of the data exchanged between protocol difference
absorption processing blocks .

snd_sz . Specifies transmission data size.

*da . Specifies pointer to Node address of transmission destination within
local subnet. If “broad” specifies a simultaneous broadcast within the
domain or a broadcast within the local subnet, this parameter is not
used and the lower-layer communication software performs a
simultaneous broadcast.

broad . Specifies broadcast.

0x00 : Specifies no broadcast or a simultaneous broadcast within a
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specified subnet.
OxFF : Specifies a broadcast within the domain or within the local

subnet.
(5) Return value
LOW_BUFFER_FULL(0) . Buffer full error
LOW_NO_ERROR(1) :  Transmission accepted
LOW_BUFFER_SIZE_ERROR(2) :  Buffer size error
LOW_STATE_ERROR(3) . Internal error in lower-layer communication

software

(6) Structure

None

(7) Notes/restrictions

If the specified lower-layer communication software is not in the normal operation state,
this function returns “Internal error of lower-layer communication.software”.

A.23.11 LowGetSendResult

(1) Name

Transmission result acquisition request function
(2) Function

Requests the results of the last transmission‘of a message that was made by the lower-
layer communication software in response to a request by the message transmission
function.

(3) Syntax
/*[IN] lower-layer communication software ID */

/*[OUT] transmission result */

(4) Explanation
device_id ~’Lower-layer communication software identification information.

result : Transmission result. 0x00: Successful transmission, 0x01: Failed
transmission, OxFF: No response

(5) ,Return value

FOW_CANCEL(0) . Transmission stop

LOW_NO_ERROR(1) : Normal

LOW_NO SENDEND(2) . Transmitting status (transmission not
completed)

LOW_INTERNAL_ERROR(3) . Internal error in lower-layer communication
software

(6) Structure

None

(7) Notes/restrictions

If the lower-layer communication software is not in the normal operation state, this
function returns “Internal error of lower-layer communication software”.

Note that “result” is meaningful only when the return value is normal (NO_ERROR).
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3.12 LowSendCancel

(1) Name
Transmission stop request function

(2) Function
Requests that the lower-layer communication software cancel data transmission being
performed in accordance with the data transmission function

(3) Syniax
unsigned char LowSendCancel (

unsigned char device_id /*[IN] Lower-layer communication software 100 */

)

(4) Explanation
device_id : Lower-layer communication software identification information.

(5) Return value
LOW_CANCEL(0) No execution of\step processing because

transmission. has been completed
LOW_NO_ERROR(1) Normal
LOW_INTERNAL_ERROR(3) Internal @rror in lower-layer communication
software

(6) Structure
None

(7) Notes/restrictions
If the lower-layer communication software is not in the normal operation state, this
function returns “Internal’error of lower-layer communication software”.
Upon receipt of thisrequest, the lower-layer communication software discards all datp
retained in the transmitting buffer.

3.13 LowReceiveData

(1)

(2)

Name

Received-data request function

Function

Requests received data retained by lower-layer communication software.

®)

(4)

Syntax

short  LowReceiveData (
unsigned char device_id, r*
unsigned char *buf, r*
short buf_sz I
short *rcv_cz /*
unsigned char *sa I

)

Explanation

device_id

[IN] Lower-layer communication software ID
*/

[IN] Pointer to receiving buffer */

[IN] Receiving buffer size */

[OUT] Received data size */

[OUT] Transmission source Node address */

: Lower-layer communication software identification information.
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*buf : Specifies pointer (1st byte: DDC) to receiving buffer.
buf sz : Specifies receiving buffer size.

rcv_sz : Returns actual received data size.

sa : Returns transmission source Node address.

(5) Return value

LOW_NO_RECEIVE(0) . No received data

LOW_NO_ERROR(1) : Normal (with received data)

LOW_BUFFER_SIZE_ERROR(2) . Buffer size error

LOW_INTERNAL_ERROR(3) : Internal error in lower-layer communication
software

(6) Structure

None

(7) Notes/restrictions

If the specified lower-layer communication software is not in the,normal operation state,
this function returns “Internal error of lower-layer communication software”.

A.2;3.14 LowGetAddress

(1) Name

Address data acquisition request function

(2) Function

Requests address information retained by lower-layer communication software.

(3) Syntax
BOOL LowGetAddress (
unsigned char device_id, /* [IN] Lower-layer communication softwarg 1D
*/
short nodeClen, /* [OUT] Node address length */

unsignéd)char node_ad[7], /* [OUT] Node address */
unsigned char node_mask[7], /* [OUT] Node address mask value */

short *housecode_len, [* [OUT] Pointer to house code information
size */
unsigned char *housecode; /* [OUT] Pointer to house code informatior| */

)
(4). Explanation

device_id : Lower-layer communication software identification information.
node_ad T Returns Node address size.
node_len : Returns Node address.

housecode len : Pointer to house code information size is returned. The value “0x00”
indicates that no house code information is needed.
housecode : Pointer to house code information is returned.
(5) Return value
0: Failed address acquisition

1: Successful address acquisition

(6) Structure

None
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(7) Notes/restrictions

None

A.2.3.15 LowSetAddress

(1) Name

Address information setup request information

(2) Function

Sets the address Information Tor lower-layer communication software.

(3) Syntax
short  LowSetAddress (
unsigned char device _id, /* [IN] Lower-layer communication softwarg 1D
*/
short node_len, /* [IN] Node address length */

unsigned char node_ad[7], /* [IN] Node address */

unsigned char node_mask[7], /* [IN] Node address’mask value */

short housecode_len, /* [IN] House cod€ information size */
unsigned char *housecode, /* [IN] Pointer-to house code information */

)
(4) Explanation

device_id : Lower-layer communication software identification information.

node_ad . Specifies Node address size. The value “0x00” indicates that Node
address setupis\not requested.

node_len : Sets Node address.

housecode_len : Specifies.house code information size. The value “0x00” indicates [that
house.code setup is not requested.
*housecode : Specifies pointer to the house code information.

(5) Return value

LOW_NO_CHANGE(0) :  Unchangeable with software

LOW_NO-ERROR(1) : Normal

LOW_INTERNAL_ERROR(3) : Internal error in lower-layer communication
software

(6). (Structure

None

(77— Notesfrestrictions

None

A.2.3.16 LowReqgToMac

(1) Name

Physical address translation request function

(2) Function

Requests lower-layer communication software to furnish the Node address
corresponding to a delivered NodelD.
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A.2]

®)

Syntax
BOOL LowReqgToMac (
unsigned char device_id, /* [IN] Lower-layer communication software 1D
*/
unsigned char node _id, /* [IN] NodelD to be translated */
unsigned char *node, [* [OUT] Pointer to Node address derived from

translation */

short *node_len /* [OUT] Pointer to Node address size derived

from translation */

(4)

®)

(6)

7)

3.17

(1)

()

A
U

Explanation

device_id : Lower-layer communication software identification information.
node_id : Sets NodelD to be translated.

*node : Pointer to Node address derived from translation is‘returned.
*node_len : Pointer to Node address size derived from transfation is returned.

Return value
0: Failed translation

1: Successful translation

Structure

None

Notes/restrictions

None

LowReqTolD

Name

NodelD conversion fequest function
Function

Requests-the NodelD that corresponds to the Node address delivered (lower-layer
communication software).

(3)~\Syntax
BOOL LowReqTolD (
unsigned char device _id, [*[IN] Lower-layer communication software
short node_len [*[IN] Node address length to be translated
unsigned char *node, /*[IN] Node address to be translated */
unsigned char *node_id, /*[OUT] NodelD derived from translation */
)
(4) Explanation
device_id : Lower-layer communication software identification information.
node_len : Node address length to be translated
node : Specifies Node address to be translated.

*node _id : Pointer to NodelD derived from translation is returned.

ID */
*/
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(6)

(7)
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Return value

0: Failed

translation

1: Successful translation

Structure

None

Notes/restrictions

Naona
™NOHEe
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3.18

(1)

()

Name

Broadcast destination acquisition request function

Function

LowReqBcastID

Extracts target NodelD from the DDLA intra-domain or intra-local-subnet broadcast target

designation code delivered to lower-layer communication software.

(3) Syntax
BOOL LowReqBcastID (
unsigned char device_id, I fIN] Lower-layer communication softwarg 1D
!
unsigned char bcast, [* [IN] Broadcast target designation code *
short *map_len [* [OUT] Address length for transmitting
destination node */
unsigned char map /* [OUT] Address information for transmitting
destination node */
)
(4) Explanation
device _id : Lower-layer communication software identification information.
bcast : Broadcast target designation code to be targeted (broadcast target
designation code in DDLA 2nd byte position for intra-domain or intfa-
local-subnet broadcast designation).
map.len : Address length to bit map indicating translated NodelD
mep : Returns address for bitmap indicating NodelD derived from transiation.
The relationship between broadcast destination NodelDs and bits |s
shown below:
map|[0]-bit0 : NodelD 0 (0x00)
map|[0]-bit1 : NodelD 1 (0x01)
map[1]-bit0 : NodelD 8 (0x08)
map[2]-bit1 : NodelD 9 (0x09)
map[31]-bit7 : NodelD 255 (0xFF)
(5) Return value

0: Failed

translation

1: Successful translation
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(6) Structure
None

(7) Notes/restrictions
This function is not needed when the lower-layer communication software has broadcast
capability.

A.2.3.19 LowlnitAll

tH—Name
Complete initialization request function

(2) Function

Requests that lower-layer communication software effect initialization (by’performing|a

cold start) and acquire house code information and Node address again. Upon receipt of

this request, the lower-layer communication software performs a.cold start to switch fo
the communication stop state and then sets the initialization parameters for itself.
(3) Syntax
BOOL LowilnitAll
unsigned char device_id, /*[IN] Lower-layer communication
software ID */
LOW_INIT_DATA *lowinit_data /* [IN] Pointer to initialization paramgter
(1
void *low_init /* [IN] Pointer to initialization paramgter
)1
)
(4) Explanation

device_id : Lower-layer communication software identification information.

*lowinit_data .Rointer to initialization parameter for lower-layer communication
software common specification items.

*low_init : Pointer to initialization parameter, which varies with lower-layer
communication software. The parameter is variously stipulated for|all
lower-layer communication software programs.

(5) Reéturn value

07 Failed initialization

1: Successful initialization
(6) Structure

typedef strut {
short sfholdtime,  /* Information on maximum holding time for data
transmitted by lower-layer communication software
*/
short rfholdtime,  /* Information on maximum holding time for data

received by lower-layer communication software */
unsigned char low_mode, /* Operation mode selection */
short node_len, /* Node address length */
unsigned char node_ad[7] /* Node address */
} LOW_INIT_DATA

* Except for node_ad[7], NULL is to be set particularly when there is
no initialization data.
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* When node_len is set to NULL, node_ad[7] has no significance.
(When node_len is NULL, there will be no Node address setting.)

Notes/restrictions

If the lower-layer communication software is in cold start, warm start, or communicati
stop state, this function returns “Failed initialization”.

on

For lower-layer communication software that does not use house code information, the

same process will be performed as in the case of an initialization request.

A.23.20

LowStop

Name
Communication stop request function
Function

Requests the lower-layer communication software to stop thé communication proces
Upon reception of this request, the lower-layer communication software will shift to th
communication stop state.

Syntax
BOOL LowStop (
unsigned char device_id, Z[IN] Lower-layer communication software 1D
)
Explanation
device_id : Lower-layer'eommunication software identification information.

Return value
0: Failure to stop communications

1: Successful communication stop

Structure

None

Notes/restrictions

5ing.
e

*/

If'the lower-layer communication software is in a state other than normal operation, this

function returns “Failed suspension”.

If .

] | H ' £1, H H + ot £ Aot + H H kK 4
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request is received, it terminates a series of transmission processes and switches to

Nis
the

suspension state. If it is in the midst of data reception, on the other hand, it discards the

received data and terminates the process.
The following operations are performed in the suspension state:
- Data reception
No data is to be received.
- Data transmission request from Communication Processing Block

An error is returned.
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