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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) ARCHITECTURE -

Part 4-1: Communication layers — Application layer for
network enhanced control devices of HES Class 1

FOREWORD

Inte

SO (International Organization for Standardization) and IEC (International Electrotechnical Commission) fox
pecialized system for worldwide standardization. National bodies that are members of ISO or IEC particip
he development of International Standards. Their preparation is entrusted to technical committees; any 1S(
EC member body interested in the subject dealt with may participate in this preparatory work. Ihterna
jovernmental and non-governmental organizations liaising with ISO and IEC also participate in this*preparat

n the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC J
Draft International Standards adopted by the joint technical committee are circulated tomational bodies for v
Publication as an International Standard requires approval by at least 75 % of the national bodies casting a

[he formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possibl
nternational consensus of opinion on the relevant subjects since each technical’committee has represent
rom all interested IEC and ISO member bodies.

EC, ISO and ISO/IEC publications have the form of recommendations”for international use and are acc
y IEC and ISO member bodies in that sense. While all reasofable efforts are made to ensure tha
echnical content of IEC, ISO and ISO/IEC publications is accurate, [EC or ISO cannot be held responsib
he way in which they are used or for any misinterpretation by ‘any end user.

n order to promote international uniformity, IEC and IS@ member bodies undertake to apply IEC, ISQ
SO/IEC publications transparently to the maximum extent possible in their national and regional publica
Any divergence between any ISO/IEC publication‘@nd the corresponding national or regional publig
hould be clearly indicated in the latter.

SO and IEC provide no marking procedure to, indicate their approval and cannot be rendered responsib
hny equipment declared to be in conformity-with an ISO/IEC publication.

Al users should ensure that they have-the' latest edition of this publication.

No liability shall attach to IEC or [S©- or its directors, employees, servants or agents including individual eX
bnd members of their technicals\e@mmittees and IEC or ISO member bodies for any personal injury, prg
lamage or other damage of any ‘nature whatsoever, whether direct or indirect, or for costs (including legal
hnd expenses arising out of‘the publication of, use of, or reliance upon, this ISO/IEC publication or any othef
SO or ISO/IEC publications.

A\ttention is drawn/tothe normative references cited in this publication. Use of the referenced publicatig
ndispensable for, the correct application of this publication.

A\ttention is-drawn to the possibility that some of the elements of this International Standard may be the subj
atent rights) ISO and IEC shall not be held responsible for identifying any or all such patent rights.
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The list of all currently available parts of the ISO/IEC 14543 series, under the general title
Information technology — Home electronic system (HES) architecture, can be found on the

IEC

web site.

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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INTRODUCTION

This part of ISO/IEC 14543 specifies the services and protocol of the application layer for
usage in Home Electronic System. Some services are targeted to field level communication
between devices. Other services are exclusively reserved for management purposes. Some
services can be used for both management and run-time communication. This part of
ISO/IEC 14543 is based on ECHONET 1.

ISO/IEC 14543 Information technology — Home Electronic System (HES) architecture,
currently consists of 14 parts:

Part 2-1: Introduction and device modularity

12}
~

Part 3-1: Communication layers — Application layer for network based control of HES(Clas

Parfl 3-2: Communication layers — Transport, network and general parts of dataWink layel for
network based control of HES Class 1

Par 3-3: User process for network based control of HES Class 1

Parfl 3-4: System management — Management procedures for network ‘based control of HES
Clags 1

Parf 3-5: Media and media dependent layers — Powerline for network based control of HES
Clags 1

Parf 3-6: Media and media dependent layers — Twisted pair.for network based control of HES
Clags 1

Parf 3-7: Media and media dependent layers — Radio‘frequency for network based contrpl of
HES Class 1

Part 4: Home and building automation in a mixed=use building (technical report)

Parfl 4-1: Communication layers — Application layer for network enhanced control devicds of
HES§ Class 1 (this standard)

Partl 4-2: Communication layers — Transport, network and general parts of data link layel for
netwyork enhanced control devices of HES Class 1

Partl 5-1: Intelligent grouping and_resource sharing for HES Class 2 and Class 3 — CQore
protpcol (under consideration)

Parfl 5-2: Intelligent grouping~vand resource sharing for HES Class 2 and Class 3 — Deice
certlfication (under consideration)

Addjtional parts are dnder preparation.

1 Echonet TM s the trade name of a product supplied by ECHONET Consortium. This information is given for the
convenience of users of this document and does not constitute an endorsement by IEC or ISO of the product
named. Equivalent products may be used if they can be shown lo lead to the same results.
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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) ARCHITECTURE -

Part 4-1: Communication layers — Application layer for
network enhanced control devices of HES Class 1

Scope

This part of ISO/IEC 14543 specifies the services and protocol of the application layer for
usage _in_network enhanced home electronic system Class 1. It provides the services and the

inte
prov
ISO

2

The
For
of tH

ISO
Part

ISO
Part
nety

3

3.1

For
the

3.1.
app

datg
NOT

3.1.
app

ided by the transport layer, network layer and data link layer as specifieq
IEC 14543-4-2.

Normative references

following referenced documents are indispensable for the application of this docum
dated references, only the edition cited applies. For undated references, the latest ed
e referenced document (including any amendments) applies.

IEC 14543-2-1, Information technology — Home electroni¢”system (HES) architecty
2-1: Introduction and device modularity

IEC 14543-4-2, Information technology — Home{ électronic system (HES) architecty
4-2: Communication layers — Transport, network and general parts of data link laye
ork enhanced control devices of HES Class -1

Terms, definitions and abbreviations

Terms and definitions

the purposes of this document the terms and definitions given in ISO/IEC 14543-2-1
ollowing apply.

(
ication data (ADATA)
region for messages exchanged by communication middleware

E MaximumeSize is 256 bytes.

p

face to the user process. This procedure is based on the services and the protocel is

in

ent.
tion

re —
r for

and

ication data counter (ADC)

indi

ates the size of the ADATA region

NOTE The size is variable in 1-byte increments.

3.1.3

app

lication object (AOJ)

model of information to be disclosed to the network from information owned by the

com

munications processing block, or an access procedure model

NOTE 1 The information or control target owned by each device is specified as a property and the oper

meth

od (setting, browsing) for this is specified as a service.

NOTE 2 AOJs are used when class or instance is not considered.

ating
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3.1.4
application programming interface (API)
assembly of interface functions for middleware

NOTE API makes it easy to operate middleware for designers.

3.1.5
application property code (APC)
code value related to application property

3.1.

)

app
datsg

sett

NOT

3.1.
app

cod¢ value related to application service

3.1.
con
this

com
ISO

NOT

3.1.
con
one
prot
soft
as \

3.1.
DA
nod

3.1.

data link address (DLA)

add

NOT

ication property value data (APD)
value related to application property code (APC), such as status notification ar.spe
ng and control by an application service code (ASC)

F  Detailed specifications are provided for the size, code value, etc. of the APD for each APC:

y
ication service code (ASC)

B
munication middleware block
middleware is arranged from data link layer to\ application layer and perfd
munications processing according to the protocal specified in ISO/IEC 14543-4-1
IEC 14543-4-2.

F  The major features of ISO/IEC 14543-4 are implemeénted by communications middleware.

D
munication processing block
processing block for the communic¢ations middleware; this block performs communicg
bcol processing to facilitate remete device control/monitoring processing for applics
vare, stores information for the-above and controls various information on the self-de
ell as other device statuses

10
Hata
b address of the destination of messages between lower-layer communications softwa

11

ess penmitting unique identification of a node in a home network

cific

rms
and

tion
tion
vice

e

This is a logical address that is defined separately from the node address native to lower

layer

com

nunication sottware; It consists of a NetllD and NodelD.

3.1.12
data link data
data that is composed of DHD, SDLA, DDLA, ADC and ADATA

3.1.13
data link frame
frame that is composed of DDC, DHD, SDLA, DDLA, ADC and ADATA

3.1.14
data link data counter (DDC)

specifies order of split message,

transmission message identifier

indicates end split of message and stipulates split-
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3.1.15

data link header (DHD)

four kinds of data are included:

first data is the message format for the ADATA/PADATA section;

second data specifies secure message or plain message;

third data specifies DDLA is a broadcast address or an individual address;
fourth data constitutes a routing hop counter

3.1.16
data link split frame

messages-that-are-exchanged-between-protocol difference-absorption-processing-blocks
N ) 1 g Lig )

3.1.17
devjce ID
unique number assigned to each node

NOTE The device ID is retained and managed by the communications middleware block and hormally assign¢d by
applipation software.

3.1.18
domain
range on the network within which information transmission is legically guaranteed

NOTE Generally, it is thought that property and security control, including-homes and stores, use the same rfange
as a domain, but the domain can be defined by system.

3.1.119

hardware address
addfress defined based on a medium-specific addressing scheme, like IEE802 address; thjis is
a urlique value for a node among the same kind\of the transmission medium

3.1.20
NetID
SUBNET identifier that is also a component of a data link address

3.1.p1
nod
communication node conforming to ISO/IEC 14543-4

NOTE In ISO/IEC 14543-4y this is a communications function to be uniquely identified by a data link address.
Therg is no distinction (befWeen the application functions of nodes. The term node is used to describe the furction
of one communication, tefminal.

3.1.p2
node address
address\to implement layer-2 communication in transmission media

NOTE—ImMtSOHEC 45434, this corresponds to the own hardware adaress.

3.1.23
NodelD
identifier used to identify a node uniquely within the SUBNET

NOTE This is a logical address converted from the node address native to the lower-layer communications
software. This is also a component of data link address.

3.1.24
SA data
node address of the source of messages between lower-layer communications software
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3.1.25
SUBNET
group of nodes using the same lower-layer communications protocol

NOTE Each SUBNET has a NetlD; different SUBNETS can be connected by a data link router.

3.2 Abbreviations

For the purposes of this document abbreviations given in ISO/IEC 14543-2-1 and the

following apply.

ADATA Application-Data
ADC Application Data Counter

AP( Application Property Code

APO Application Property Value Data
API Application Programming Interface
AS( Application Service Code

AOJ Application Object

DDUA Destination Data Link Address
DD Data Link Data Counter

DHLO Data Link Header

DLA Data Link Address

DSDATA Data Link Split Data
PADATA Plain Application Data
SDUA Source Data Link Address

4 [Conformance

For conformance to this International Standard the following applies.

e Application layer protocol-data unit shall conform to the specifications describe

Clause 6.

e Application service shall conform to the specifications described in 7.2 and 7.3

mplementation of each service depends on the application.

e ommunicatign;“processing block state transitions shall conform to the specificat

Hescribed, in“Clause 9.

5 |[Seryices of the application layer

5.1 - Communieation-modes

4 in

The

ons

The application layer shall provide a large variety of application services to the application
process. Application processes in different devices interoperate by using services of
application layer over communication modes. According to the transport layer, the following

different types of communication modes shall exist.

e Unicast communication
— One to one communication with specifying destination node adores.

e Broadcast communication

— An intra-domain broadcast: In all SUBNETs within a domain, a broadcast is sent to the

nodes stipulated by the broadcast target requirement code.
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An intra-own-SUBNET broadcast: Within own SUBNET, a broadcast is sent to the
nodes stipulated by the broadcast target requirement code.

A general broadcast within a specified SUBNET: A broadcast is sent to all nodes
within the SUBNET stipulated by the broadcast target requirement code.

An intra-domain group multicast: In all SUBNET within a domain, a broadcast is sent
to the nodes stipulated by the broadcast target requirement code.

An intra-own-SUBNET broadcast to a node group: Within own SUBNET, a broadcast is
sent to the nodes stipulated by the broadcast target requirement code.

5.2 Service primitives of the application layer

5.2.1

General

Application software can access to one or multiple remote node by utilizing setvicep of
application layer. Control from application software using APls is described for,the' main three

casgs listed below, with a focus on how the application objects are perceived,

5.2.p

Case 1: Obtain other node status.
Case 2: Control other node functions.
Case 3: Notify other nodes of self-node status.

Case 1: Application objects when obtaining other node status

Thig standard provides two methods for obtaining the status“of another node. These methods
are [shown in Figure 1 and Figure 2. In the method shéewn in Figure 1, when a request is
recdived from an application, an obtain status request is issued to objects in the specjfied
othgr node (Node B), with the results notified to the)application. With this method, object fata

for the other node need not be stored in the communication middleware for the node (Noxe A
in Fligure 1) making the request. In the secondrmethod, shown in Figure 2, even whe

no

reqyest is received from an application, the co@mmunication middleware catches and holdq the
notified status of objects in other nodes injadvance and then returns them to an applicgtion

wheh it receives a request.

In this method, objects copied to application objects in other nodes actually exist within| the
communication middleware. In.the“former method, because the access is performed from an
application, a virtual copy.0f the application objects in the other node exists in|the
communication middleware. )In both cases, in order to set the desired application object
instance via the API, not only the application object class code but also an instance code|and
datg specifying the ndde’ (data link address, etc.) are necessary. From the viewpoint ofl the
application, thereforey-application objects are seen in the relationship shown in Figure 3 wjthin

the communication middleware.

Node A Read status Node B
Application software Application software

R
:|: API

I

Y Obj @ Obj

1 Synchronization of read 4
and status acquisition
Commupication middleware Lz Communication middleware

Figure 1 — Service primitive (obtain other node status: synchronous type)
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/ Read staD \ / \
Node A Node C
y o
Application software Application software
Y
I
— I = R T
[ A I— A —
4
Obj Obj
,,,,,,,,,,,,,,,,,,,,,,,,,, A Asynchronization of read v
and status acquisition
Sommmicaformiddteware liming ommrtmication-rideteware
o j . %

A
v

Figure 2 — Service primitive (obtain other node status: asynchronous type)

4 N

Node A

Application software

API

Node B Node C

Communication middleware

Figure 3 — Example of object view

5.2.8 Caseé2: Application objects when controlling other node functions

Thig standard provides a method for controlling the functions of other nodes, as shown in
Figure/4,-Just as in Figure 1, however, a request for control (property value setting) is isgued
to ohjects in the specified other naode (Node B) and the application is then notified ofl the
results (although there are exceptions to this). Basically, therefore, property data for objects
in the other node (Node B) need not be present in the communication middleware for the node
(Node A) making the request. To indicate the desired application object instance via the API,
a data link address, an application object class code and its instance code are required. From
the viewpoint of the application, application objects are seen in the relationship shown by
Node B in Figure 4 and Figure 5 within the communication middleware.
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Node A Control request Node B
Application software Application software
EEE——
v
Obj
Tomm filadreware |

~

Figure 4 — Service primitive (control other node functions)

Node A

Application software

Communication middleware

Figure 5 — Example of object view

5.2.[1 Case 3: Application objects when notifying another node of self-node statusl

This standard provides two methods for notifying application software on another node of the
status of the self-node. These methods are shown in Figure 6 and Figure 7. In the method
shown in Figure 6, when a request is received from an application, the specified other node
(Node B) is immediately notified and the device status need not be stored as an object in the
communication middleware for the node (Node A) announcing the status. In the second
method, shown in Figure 7, upon receiving a request from an application, the communication
middleware periodically sends notification of the property value to the other node using
asynchronous timing that differs from the request from the application. Here, application
object data actually exists in the communication middleware. In the former method (Figure 6),
however, because communication is stipulated by the application, a virtual copy of the
application objects exists in the communication middleware. In either case, from the viewpoint
of the application, the application objects of the self-node are seen as existing within the
communication middleware (see Figure 8).
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-

Node A

Status setting

V

Application software

-

L,ommul cation migdleware

- 15—

9

Setting and status
notification timing are
synchronous

Node B

Application software

J

"

communicatio ]u cware

Figure 6 — Service primitive (notify other nodes of self-node status: synchronous ty

a , N\
Node A

Application software

Obj

Communicati

n middleware

S\Q\g‘and status

ification timing are
@ asynchronous

J

/
Node'C
Application software
API :':
)
A
Communicatior] middleware

pe)

Figlire 7 — Service primitive(notify other nodes of self-node status: asynchronous ty

/

Node A

\

Application software

API

pe)

Node A

Communication middleware

Figure 8 — Example of object view
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As is clear from the three cases shown above, the communication middleware is viewed by
the application software as containing (and in some cases actually does contain)

a) a collection of application objects of the self-node whose role is to disclose the functions
of the self-node to other nodes and to be controlled by other nodes and

b) application objects at the node level whose role is to control and obtain the status of the
functions of other nodes.

Here, the self-device shall be specified as the unit for a collection of application object
instances showing the functions of the self-node. Only one such device exists in each piece of
communication middleware, but there may be as many other devices as there are other
reIaJed nodes. Based on the above, Figure 9 shows an example of application objects
configuration in a node for a system in which an air conditioner, ventilation fan and human
detgction sensor are connected as separate nodes via a network, seen from the perspegtive
of the application software in the air conditioner.

4 A

Communication middleware I

Other device n

Self-device Other device 2
(Object group for disclosure of self-node (Object group for control of other node
functions) functions)
Air conditioner class ilati
TInstance 1] Ventilation fan CIasﬁnstance 1
Properties Content Properties __Bontent
Operation status |ON/OFF Operation status\| ON/OFF
Operating mode |Auto/Coql .
Heat/.... -
Current set temp | Temp sefting Malfunctionstatus YES/NQ
Malfunction status| YES/NQ B
. J L

Other device 1
(Object group for control of other node functions)

( Body detection sensor

[Instance 1] [Instance2]

Properties Content]
Power _status ON/OFH IOFF

Mélfunction status VES/NO

. v

Figure 9 — Example of application object configuration in a node

6 Application layer protocol data unit (APDU)

6.1 Overview

In the communication middleware specifications, messages exchanged between
communications processing blocks are called data link frames. Data link frames are roughly
divided into two types depending on the specified DHD: secure message format whose
ADATA section is enciphered and plain message format whose ADATA section is not
enciphered. The secure message format and plain message format are subdivided into three
formats depending on the specified DHD. Therefore, the following six different message
formats are available for data link frames:
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e Plain basic message format

—-17 =

Insecure communication is performed so that one message is used to view or change the

contents of one property.

e Plain compound message format

Insecure communication is performed so that one message is used to view or change the

contents of two or more properties.

e Plain arbitrary message format

Insecure communication is performed so as to exchange information that complies with

vendor-unique specifications.

° Secure hasic messaae format
)

contents of one property.

e Becure compound message format

contents of two or more properties.

e Becure arbitrary message format

endor-unique specifications.

Figre 10 shows the data link frame format and application data frame format for the f
message format. Application data frame area is ADATA are. \Figure 11 shows the data
frame format and application data frame format for the secure message format. Applica
frame is PADATA are. Byte ordering in this dogument is big endian. The d

datsg

Secure communication is performed so that one message is used to view or change

Secure communication is performed so that one message is used to view,or change

Secure communication is performed so as to exchange information that complies

spet¢ification of secure message protocol is described.in ISO/IEC 24767-2.

Format Il (multiple property
simultaneous control form at

SN

multiple property simultaneous
control format)

Format Il (compound data S
format)

DAGJ

OHD|(SAQJ

CpASC:

~&|opclpoc| - |Poc|aPc| APD | | APC| APD
jze of Size 4 \
eque [¢] Request 1 Reques
st Retque
sth

OHD: Object Message Header .

SAOQJ: Specifies Source Application Object
DAOQJ: Specifies Destination Application Object (3B
ompound Application service Code 1B
OPC: Number of processed properties 1B
PDC: Property Data Counter 1B
APC: Applicafion Property Code 1B
APD: Application Property Value Data

Max. 245 byt

Format/l (basic data

format) OHD | SAQJ

DAOJ

APC |ASC| APD

OHD: Object Message Header
SAQJ: Specifi

DAOJ: Specifies Destination CPphca'uon Object (3B
APC: Application Property Code 1B
ASC: Application Service' Code
APD: Application Property Value Data

ijon Object ((:;.IBB?

the

the

with

lain
link
tion
etail

Max. 247 bytes)

DHD [SDLA | DDLA | ADC ADATA (Data Link Frame)
DHD: Data Link header 1B
SDLA: Source Data Link Address 2B
DDLA: Destination Data Link Address 2B

ADC: ADATA area byte counter
ADATA : Application

1B
ata Max. 256 bytes)

Figure 10 — Application data frame for plain data format (ADATA area)
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Format Il (multiple property
simultaneous control form at
multiple property simultaneous
control format)
Format Il (compound data Cp
format) OHD | S @J| DAOJ |ASC|OPC| PDC| ... |PDC|APC|APD| ...|APC| APD
YA Pk - - T T
Iégu%f S<I> © Request 1 Request'n
st Reque
sth
OHD: Object Message Header . ;182
S A0 Qpnm 18s-SouLce. AI £ I ticn. ﬁh;an} 3B
D AOQJ:; Specifies Destination Application Object 3B
CpASC: Compound Application service Code 1B
OPC: Number of processed properties 1B
PDC: Prop_erte{ Data Counter 1B
APC: Applicafion Property Code 1B
APD: Application Property Value Data Max 245 bytes(*1))
F t | (basic dat
format) (basic data OHD | SAOJ | DAOJ | APC{ASC| APD
OHD: Object Message Header . 1B
SAQJ: Specifies Source Application Object 3B
DAOQJ: Specifies Destination efplication Object (3B
APC: Application Property Code 1B
ASC: Application Service Code 1B
APD: Application Property Value Data Max. 247 bytes(*2))
SHD |PB PADATA Bcc{poa| MAS
NN (*3)
|D -ID| SDLA | DDLA |ADC | . | |

DHD: Data Link header

SDLA: Source Data Link Address
DDLA: Destination Data Link Address
ADC: ADATA area byte counter
ADATA : Application Data

Max. 256 bytes)

NOTE Wavy-lined areas are to be enciphefed.

(11) The maximum value shall be 235 bytes when encryption is used and 223 bytes when encryption| and
apthentication are used.

(12) The maximum value shall\be 237 bytes when encryption is used and 225 bytes when encryption| and
apthentication are used.

(13) This is included inthe frame format when encryption and authentication are used or when encryptipn is
uped without authentication. This is not included when authentication is used without encryption.

6.2

Re

—h

6.3

Ref

6.4

Data-link header (DHD)

¢r to1SO/IEC 14543-4-2 for a detailed definition.

Figure:11 — Application data frame for secure message (PADATA area)

Source/destination data link address (SDLA/DDLA)

er to ISO/IEC 14543-4-2 for a detailed definition.

Application data counter (ADC)

Indicates size of application data region (ADATA region). Is a 1-byte configuration and allows
the following range to be stipulated for the ADATA region size: 6-256 (0x06-0xFF, 0x00; 0x00
means 256). The minimum 6-byte specification comes from the need for either SAOJ or DAOJ
to be stipulated and for APC and ASC to be stipulated for all messages. Cases of 6-byte
messages are for example, (1) ASC means request service and DAOJ is stipulated and (2)
ASC means “response of processing impossible” and SAQJ is stipulated.
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Refer to ISO/IEC 14543-4-2 for a detailed specification.

6.5

Application data (ADATA)

The DATA region for messages is exchanged by communications middleware. Maximum size:

256

6.6

bytes.

Object message header (OHD)

This subclause provides detailed specifications for the object message header (OHD) shown

in F
and

NOT
mear
(rese

6.7

This
and

NOTE

App
sho

gure 10 and Figure 11 and its configuration is shown in Figure 12. The state in whic

h b1

b0 are both 0 will never occur.

b7 b6 b5 b4 b3 b2 b1 b0
[1]o]ofoofo]a]4]
L 1

Source object requirement 1: YES; 0: NO
Destination object requirement 1: YES; 0: NO

All “0” fixed

Fixed (reserved for future use)
F When b6 and b7 have values other than b6 = 0 and b7 = 1, bO-b5 will havé different meanings.The
ings of bits b0 to b5 when b6 and b7 have values other than b6 = 0 and, b/ =1 are to be stipulated in futu
rved for future use).

Figure 12 — Configuration of OHD

Application object (AOJ)

subclause provides detailed specifications for the source application object (SAQJ) {

1st Byte 2M\Byte 31 Byte

b7 b6 b5 b4 b3 b2 b1 b0 b7 b6 b5 b4 b3 b2 b1 b0 b7b6bS b4 b3 b2 b1 b0
(ol ]+« [#Teltle [s[e s ]e]s]

* x| x| x| x| x|

X3: Instance code

X2: Class code
X1: Class group code
0: Fixed

The meanings of'the bits when b7 of the 1st byte is 1 are to be stipulated in future (reserved for future

Figure 13 — Configuration of AOJ

ication- objects are described using the formats [X1.X2] and [X3], to be specifieq

vridin Figure 14. (However, “.” is used only for descriptive purposes and does not me

H IV o dAacianatad com

ode

destination application object (DAOJ) code’/shown in Figure 10 and Figure 11 and its
configuration is shown in Figure 13.

use).

as

HN a

cada N\ Tha ~Ahinnt ~Alooo hy thA hinmatian ~f VA4 ~SnA WO kil d

Spevlllu COTTT)

o OU0JCoT CIasS oS 1o T oTgratCU— oy oo COTTTOTIIatoOTT U 7% I alid 7825 WithGo

X3

shows the class instance. A single Node may contain more than one instance of the same
class, in which case X3 is used to identify each one. Detailed specifications for the objects
shown here are not described in this standard. The instance code 0x00 is regarded as a
special code (code for specifying all instances). When a DAOJ having this specified code is
received, it is handled as a code specifying a broadcast to all instances of a specified class.

- X1: Class group code0x00-0x7F.
- X2: Class code0x00-0xFF.
- X3: Instance code0x00—0xFF.
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NOTE X3 is an identifier code used when more than one of the same class specified by [X1.X2]exists within the
same node. However, 0x00 is used for general broadcast to all instances of class specified with [X1.X2].

Figure 14 — Definition of X1, X2 and X3 of AOJ

6.8 | Application property code (APC)

Thig subclause provides detailed specifications for the application property (APC)\code shiown
in Flgure 10 and Figure 11, see also Figure 15. The APC specifies a service target funcgion,
see|Table 1. Each object stipulated by X1 (class group code) and X2 (class’code), descrjbed
in the previous subclause, is specified here. (When a specified object{(ehanges, the tgrget
fundtion also changes even when the code remains unchanged. However, the detailed
spegifications are designed to ensure that, whenever possible, the-same functions will have
the same code.)

b7 b6 b5 bd b3 b2 b1 b0
[11e[a]a]a]a]a]a]

Stipulated for four regions: shafed by all objects; shared by each object
super class; unique to each object class; and user-defined.

Fixed

NOTE When b7 =0, the other bits will be defined differently.

Figure-15 — Configuration of APC
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Table 1 — APC allocation table

Ib3-b0
Uues |
Tex)\ 8 9 A B . (3 D E F
0 i
1 |
2 |
3 |
4 |
£ i
6 ! .
7 Region shared by | Region shared by : Region unique to each _Usgr— |
8 all object classes each class I class? defined
——group? ! — —
9 !
A i
B !
c |
D |
E |
F !
1 Stipulated for each user. In the case of a user-defined object)class, 0xA to OxF in the four high-
order bits (b7 to b4) are user-defined.
2 As a rule these two regions are used, but in practice(the boundary line will change for each clags
group.

6.9 | Application service code (ASC)

Thig subclause provides detailed specifications for the application service code (ASC) sh

in Flgure 10 and Figure 11. The configuration of ASC is given in Figure 16.

b7 b6 b5 b3 b2 b1 b0
lo]1]&ls]ss]a]s]

B
For details, see Tables 2,3,4

Fixed

NOTE In cases other than when b7:b6 = 0:1, the meaning of values bO-b5 will be specified separately.

Figure 16 — Configuration of ASC

Thig codestipulates manipulation of the properties stipulated by the AOJ.

6.10—Applicationproperty value-data(ARD)

own

This subclause presents detailed specifications for the code for the application property value
data (APD). APD consists of data for the relevant application property code (APC), such as
status notification or specific setting and control by an application service code (ASC).
Detailed specifications are provided for the size, code value, etc., of APD for each APC.

6.11 Compound application service code (CpASC)

This subclause provides detailed specifications for the compound application service

code(CpASC) code shown in Figure 10, Figure 11 and Figure 17.

«—b7-b4
values
(hex)
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b7 b6 b5 b4 b3 p2 b1 b0
lo|1]s&|&]a]s]&]s]

T T—
For details, see Tables 5, 6, 7.

Fixed (reserved for future use)

NOTE When bits b7 and b6 are 0 and 1, respectively, the meanings of bits b0 to b5 are stipulated separately.

7

7.1

App

comlpound application service.

7.2
7.2.

Bas
thre

kinds of responses: the “response,” which is given when_the stipulated properties exist;
‘response not possible,” which is given when thé{requested properties (including drray

the
ele

A«

exisfs, as a rule, it is either “response” or'“response not possible” (stipulated proces|
canpot be accepted, or the stipulated object exists but the property does not). When
reqest requires no response and the stipulated object does not exist, no response is m

The

progerty data and one a responseyto a notification request. However, both have the s
code¢.

Three specific operations are provided: write (response required/no response required),

and
the

Figure 17 — Configuration of CpASC

Application layer services

General

ication layer services have two types of services. These are basic application service

Basic application service
( Basic application

c application service is executed with utilizing format |¢dn-Figure 10 and Figure 11.

e main kinds of operations are “request”, “response” and\“notification”. There are also

ents) do not exist or when the stipulated serviee‘eannot be processed.

sponse” is considered a reply to a “request’; when the object stipulated in the D

‘e are two kinds of “notification’+“one indicating autonomous transmission of its

notification. The twelve operations shown below are set in consideration of whether o
content of the given-property is an array.

)  Property value write (response required/no response required)
(2) Property value read
) ( Rroperty value notification
(4)—Property value array-element-stipulated write (response required/no response requi

and

The
two
and

AOJ
s5ing
the
hde.
own
Bme

ead
not

red)

(6) Property value array-element-stipulated read

(6) Property value array-element-stipulated notification

(7)  Property value array-element-stipulated addition (response required/no response
required)

(8) Property value array-element-stipulated deletion (response required/no response
required)

(9)  Property value array-element-stipulated existence confirmation

(10) Property value array element addition (response required/no response required)
(11) Property value notification (response required)

(12) Property value array-element-stipulated notification (response required)

The relationship between message configuration (presence or absence of SAOJ and DAQOJ)

and

APC and ASC is described below.

The APC in a Data Link message stipulating only SAOJ indicates the properties of the
sender object specified in SAOJ. Here, ASC contains an autonomous “notification” or
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“notification” or “response” in response to a request for properties specified in SAOJ and
APC. When ASC is a “request,” the received message is treated as an error message.

e The APC in a data link message stipulating only DAOJ indicates the properties of the
sender object specified in DAOJ. Here, ASC contains a “request” regarding the properties
specified in DAOJ and APC When ASC is a “response” or a “notification,” the received
message is treated as an error message.

e For data link messages stipulating both SAOJ and DAOJ, the ASC value is used to
determine whether the APC is stipulated by the SAOJ or the DAOJ. When the ASC is a
“response” or a “notification,” the APC is considered to be a component of the object
specified by SAOJ and is viewed as a “response” or “notification” directed towards the

bbject stipulated in the DAOJ. When the AST 1s a 'request,” the APT Is considered 10 pe a

component of the DAOJ and is viewed as a “request” from the object stipulated\in| the

S5A0J.

Table 2 through Table 4 show specific ASC code assignments based on the content descrjbed
aboye. Specific descriptions of (1) through (10) above are provided in Table 2 through Tahle 4
and|are marked in the last column of these tables with (1) through (10). In\Figure 20 thrqugh
Figdre 29, the DAOJ during “requests” is shown as an individually stipulated code, but when it
is a| DAQOJ indicating general broadcast to instances, it is configured™and returned for gach
releyant instance along “response not possible” and “response.”. Note that in Table 2,| the
arraly elements described above are presented as elements. For.properties consisting of grray
elements, array element size is constant for each property and\it is assumed that a progerty
indi¢ating the size exists separately.

NOTE In cases other than when b7:b6 = 0:1, the meaning of values b0+b5 will be specified separately.

Figdre 16 provides a sequence diagram of the relatiohships between individual ASCs.
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Table 2 — List of ASCs for request

Service code

Application service content Symbol Remarks
(ASC)
0x60 Property value write request (no response required) Setl 1)
0x61 Property value write request (response required) SetC
0x62 Property value read request Get (2)
0x63 Property value notify request INF_REQ (3)
Praonerty value element-stipulated write request (no response
UX64 . ' " ' Setv
required) (4)
0x65 Property value element-stipulated write request (response required) | SetMC
0x66 Property value element-stipulated read request GetM (5)
0x67 Property value element-stipulated notify request INEM_REQ (6)
0x68 Prop_erty value element-stipulated add request (no response AddMI
required) @)
0x69 Property value element-stipulated add request (response required) AddMC
OXBA Prop‘erty value element-stipulated delete request (no response DellMI
required) ®)
0x6B Prop_erty value element-stipulated delete request (response DellMC
required)
0x6C Property value element existence confirm request CheckM 9)
0x6D Property value element add request (nodresponse required) AddMSI (10)
0x6E Property value element add request\(response required) AddMSC
Ox6F Reserved for future use
Table 3 — List of ASCs for response/notification
Service code
Application service content Symbol Remprks
(ASC)
0x71 Propértyrvalue write response Set_Res ASC=61 redponse (1)
0x72 Rroperty value read response Get_Res ASC=62 regdponse (2)
0x73 Property value notification INF NOTE 1) (3
0x75 Property value element-stipulated write response SetM_Res ASC=65 redponse (4)
0x786 Property value element-stipulated read response GetM_Res ASC=66 redponse (5)
Ox77 Property value element-stipulated notify INFM NOTE 2) (6
0x79 Property value element-stipulated add response AddM_Res ASC=69 redponse (7)
0x7B Property value element-stipulated delete response DelM Res ASC=6B regponse (8)
0x7C Prop_erty value element-stipulated existence CheckM_Res | ASC=6C response (9)
confirm response
Ox7E Property value element add response AddMS_Res ASC=6E response(10)
0x7F,0x70,0x74,
Reserved for future use
0x7A,0x7D

NOTE 1 Used for autonomous property value notification and for 0x63 response.

NOTE 2 Used for autonomous property value notification and for 0x67 response.
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Table 4 — List of ASCs for response not possible responses

— 25—

Service code

Application service content Symbol Remarks
(ASC)
. . ASC=60 response not
0x50 Property value write request response not possible Setl_SNA possible (1)
. . ASC=61 response not
0x51 Property value write request response not possible SetC_SNA possible (1)
. ASC=62 response not
0x52 Property value read response not possible Get_SNA possible (2)
. . ASC=63 résppnse not
0x53 Property value notify response not possible INF_SNA possible(3)
0x54 Propgrty value element-stipulated write response not SetMl SNA ASC.=64 resppnse not
possible - possible (4)
Property value element-stipulated write response not | SetMC_SN,, [/ASC=65 resppnse not
0x55 . .
possible A possible (4)
0x56 Propgrty value element-stipulated read response not GetM |SNA ASC_=66 resppnse not
possible possible (5)
0x57 Property_value element-stipulated notify response INFM_SNA ASC_=G7 resppnse not
not possible possible (6)
Property value element-stipulated add responsenot AddMI_SN ASC=68 resppnse not
0x58 . .
possible A possible (7)
Property value element-stipulated add respanse not AddMC_SN | ASC=69 resppnse not
0x59 . .
possible A possible (7)
0X5A Property_value element-stipulated d€lete response DelMI_SNA ASC_=6A respjonse not
not possible possible (8)
Property value element-stipulated’delete response DelMC_SN | ASC=6A resppnse not
0x5B . )
not possible A possible (8)
Property value element-stipulated existence confirm CheckM_S ASC=6C response not
0x5C . .
response not possible NA possible (9)
. AddMSI_S ASC=6D response not
0x5D Property value element add response not possible NA possible (10)
. AddMSC_S | ASC=6E resppnse not
0x5E Property vdlue element add response not possible NA possible (10)

0x5f

Reserved for future use
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Node Node

Node Node
(has relevant property) (has relevant property)

Q| asc=0x6* (*=0.4,8AD) | 9 9| asc =0x6" (*=1,2,5,6,8,8,C,E) |O

Process
possible

>

<no response>
| asc =0x7* (*=1,2,5,6,8,B,C,E) |

Individual response

<

Node

Node Node
(has relevant property) (does not have relevant property)

OI asc =0x6* (*=1,2.356.7.9B.CE) | O O [ asc=0x63/0x67 | O
> Process not d
possible [ asc=0x73/0x77 | o)
| asc=0x5* (*=12,356.7,9.8.CF) | < S
< General broadcast

N2
Node Node Node Node
(has relevant object but (does ot t?Jla\(/:% relevant
Not property’ obje

| asc=0x6* (*=0-E) | Process

v

asc=0x6" (*=Q-E) | ?

| asc=0x5" (*=0-E) | <no response>

A

not
possible ‘

Individual response

\%\J

Node Node
(has rele@t property) Os\
| asc=0x73/0x77 | J <<
Autonomous announcement \\
(individual/broadcast arbitrary) }

R\
Figure 18.<'Basic service sequence

Table 3 through Table 4 above.are specified for each property. Regarding those stipulatefl as
seryVices that must be incorporated in each property, if they have the functions of that progerty
and|disclose via communications (read/write notification, etc.), this indicates that they mugt be
prodessed. Processing of services for each property is designed for each application object.
In the application objéct access rules indicate all services that can be implemented. In|this
spegification, the follewing nine access rules are specified, see Figure 19:

Set Processes services related to write requests for non-array property values
(Performs processing indicated in (1))
Get Processes services related to read requests for non-array property values
(Performs processing indicated in (2))
SetM Processes services related to write requests for array property values
(Performs processing indicated in (4))
Gev PTOCES5ES SETVICes Telated 10 Tead Tequests Tor array property values
(Performs processing indicated in (5))
AddM Processes services related to element-stipulated add requests for array property values
(Performs processing indicated in (7))
DellM Processes services related to delete requests for array property values
(Performs processing indicated in (8))
CheckM Processes services related to existence confirm requests for array property value elements
AddMS Processes services related to non-element-stipulated add requests for array property values
AllM Processes all services related to SetM/GetM/INFM/AddM/DellM/CheckM
The above processing is specified for each property; there is no mixed stipulation of Set and SetM or of Get and GetM.

Figure 19 — Access rules
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7.2.2 Property value write service

In the case of a request (0x60, 0x61), this indicates a request to write the content shown in
the APD to the property stipulated in the APC of the DAOJ-stipulated object. In response to
this request, when a value indicating a response is stipulated (0x61) and the request is to be
(or has already been) accepted, a response (0x71) is returned. This response is not a
processing implementation response. When the request is not to be accepted, or when the
stipulated DAOJ exists but the stipulated APC does not exist, response not possible (0x50,
0x51) is returned. In the response frame format, SAOJ represents the value of the object
stipulated by the request and the relevant property is set in the APC. When the relevant
object itself does not exist, neither response nor response not possible is returned. (See
Figyre T8 for the exchrange procedure.)

b0=1—|
ADATA configuration during “process
not possible” response OHD| $AQJ | APC|ASC

L 0x50/0x51
b1=1—|
OHO DAOJ | APC|ASC N&QD

ﬂ ﬂ L_0x60,61
b0=1——7

ADATA configuration during “process”
response 9 9P OHD| 3$AQJ APQ\}‘éé
Lox71

ADATA configuration during request

Figure 20 — Relationship among property value write request, property value writ¢
accepted response and property value write process not possible response

When ADATA stipulates SAOJ during a request, the AOJ stipulated by SAOJ in ADATA ddring
the request is allocated as a DAOJ (b1 of QHD is also set to 1), in the case of both respgnse
not possible and response.

7.2.3 Property value read service

In t:Ee case of a read (0x62),this indicates a request to read the content of the propgerty
stiplilated in the APC of the-object stipulated in the DAOJ. In response to this read, when the
reqyest is to be (or has, already been) accepted, response (0x72) is returned. When| the
reqyest is not to be acecepted, or when the stipulated DAOJ exists but the stipulated APC
doe$ not exist, response not possible (0x52) is returned. In the response frame format, the
value of the object stipulated by the request is set in SAQOJ, the requested property is sg¢t in
APd and the value of the requested property (i.e., the read content) is set in APD. When
resgonse not<{pessible is returned, nothing is written to the APD. When the relevant object
itself does.not exist, neither response nor response not possible is returned. (See Figur¢ 18
for the exchiange procedure.)

14

DU=1 |

ADATA configuration during “process
not possible” response OHD| S$AQJ | APC|ASC

=] ﬂ ﬁ —ox52

OHD| DAOJ | APC|ASC

ﬂ ﬂ —0x62
b0=1"7

ADATA configuration during “process”

response 9 9P OHD| $AQJ |APC|ASC APD

ADATA configuration during

—ox72

Figure 21 — Relationship among property value read request, property value read
“accepted” response and property value read “process not possible” response
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When ADATA stipulates SAOJ during a request, the AOJ stipulated by SAOJ in ADATA during
the request is allocated as a DAOJ (b1 of OHD is also set to 1), in the case of both response
not possible and response.

7.2.4 Property value notification service

There are two types of notification: the notification sent as a response to a notify request
(0x63) and the autonomous notification which is unrelated to notify requests. The codes for
the two types are identical. (Here, notification in response to a notify request signifies an
announcement that does not specify the property value [content], while an autonomous
notification is a voluntary announcement that was not made in response to a request.) In the
cas¢ of a “notify request”’ (0x63), this indicates a request to notify (by general broaddast;
hergafter “announce” will signify a general broadcast to the entire domain) the contefntyof the
property stipulated in the APC of the object stipulated in the DAOJ. In response taothis nptify
reqyest, when the request was accepted, a response (0x73) value is notified;.when| the
reqyest is not to be accepted, a response not possible response (0x53) valuenis returned. In
the response frame format, the value of the object stipulated by the requestyis set in SAOJ,
the requested property is set in APC and the value of the requested.\property (i.e.,| the
notification content) is set in APD. Here, DDLA is set to general \broadcast, but when
resgonse not possible is returned, nothing is written to the APD and the DDLA sets the DLA
value of the requester. When the relevant object itself does not exist, neither response| nor
resgonse not possible is returned. (See Figure 18 for the exchangevprocedure.)

b0=1t7]
EDATA configuration during “process d g)‘
not possible” response OHDQ AQJ | APC| ASC

- ﬁ ﬂ ~0x53

'oHD|  DAOU | APC| ASC

bt ﬂ ﬂ T0x63

ADATA configuration during

ADATA configuration during Aprocess”

response OHD| $AQJ | APC|ASC APD
ADATA configuration during autonomous Fox73
notification

-n

igure 22 — Relationship among property value notification request, property valu
notification “accepted? response and property value notification “process not
possible” response

®

Whean ADATA stipulates SAOJ during a request, the AOJ stipulated by SAOJ in ADATA ddring
the request is allocated as a DAOJ. In the case of both response not possible and process,
the AOJ stipulated'in the SAOJ in the ADATA during request is allocated as a DAOJ wijthin
the ADATA (b1 of OHD is also set to 1). In the case of autonomous notification, the reqyired
notificationnof/status change does not add a DAOJ; in all other cases, the addition of a DAOJ
is optional.

7.2.5— Property value element-stipulated write service

In the case of a “request” (0x64, 0x65), this indicates a request to write the value stipulated in
the APD (includes array element number and write request value data) of the property
stipulated in the APC of the object stipulated in the DAOJ. In response to this request, when a
value to process the response is stipulated and when the request is to be (or has already
been) accepted, a response (0x75) is returned. However, this response is not a processing
implementation response. When the request is not to be accepted, or when the stipulated
DAOJ exists but the stipulated APC does not exist and when the stipulated DAOJ and APC
exist but the array element does not, response not possible (0x54, 0x55) is returned. In the
frame format for response, the value of the object stipulated by the request is SAOJ and the
relevant property is set in APC. When the relevant object itself does not exist, neither
response nor response not possible is returned. (See Figure 18 for the exchange procedure.)
Also, the response message DDLA is defined as the requesting entity (i.e., the request
message SDLA).
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b0=14—
Q&é}l{'ﬁ\ec&gfg%%?émn during process not omb| sacy | apclasc | Array Element No.
L 0x54/0x55 T T— 2 bytes (Unsigned Char)
b1=1—| Not required when responding for no property
ADATA configuration during S bAbJ APC| ASC .
B L_ox64,65
Jl ﬂ Array Elerhent No. Write data
LMax 246 bytes
— 2 bytes (Unsigned Char)
b0=1+— ﬂ
ADATA configuration during “ process” AN rcs | apcl ase |Aray Flement No

|—Ox73 L 2 bytes (Unsigned Char)

Figure 23 — Relationship among property value element-stipulated write‘request,

property value element-stipulated write accepted response and property.value elem¢nt-

stipulated write process not possible response

The|content of each array element number in an array format property is defined separa
for gach property. When the stipulated (array) element does not €xist, response not poss
is rdturned. Also, when ADATA stipulates SAOJ during a request,‘\the AOJ stipulated in S
by ADATA during the request is allocated as a DAOJ withinz ADATA (b1 of OHD is alsdg
to 1) in the case of both response not possible and response.

7.2.6 Property value element-stipulated read service

In the case of a read (0x66), this indicates a réquest to read the content stipulated in
arra'l;/ element indicated in the APD (includes ‘array element number data to be read) of
property stipulated in the APC of the object stipulated in the DAOJ. In response to this r
wheh the request is to be (or has already beéen) accepted, response (0x72) is returned. W
the request is not to be accepted, or when the stipulated DAOJ exists but the stipulated

doe$ not and when the stipulated DAOJ and APC exist but the array element does

resgonse not possible (0x52) is returned. In the frame format for response, the value of
objdct stipulated by the request isvset in SAOJ, the requested property is set in APC and
value (read content) of the requested property is set in APD. In the case of response]
possible, only the array element No. is attached to APD. When the relevant object itself ¢
not |exist, neither response nor response not possible is returned. (See Figure 18 for|
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exchange procedure.)<Also, the response message DDLA is defined as the requesting entity

(i.e.| the request message SDLA).
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b0=1—|
ADATA configuration during process not
possible response OHD $AQJ | APC|ASC Qg_ﬁy Element
L ox56 4 [ 2 bytes (Unsigned Char)
b1=1—| Not required when responding for no property
ADATA configuration during
OHD Z)l-\pJ APC| ASC APD:
' T 0x64,65
Array Elément
J No.
L 2 bytes (Unsigned Char)
b0=1—H
ADATA configuration during “process”
response OHO 3$AdJ | APC| ASC APD
L 0x75

Array Elemen{ Read data
No.

L Max 246 bytes

2 bytes (Unsigned Char)

Figure 24 — Relationship among property value element-stipulated'read request,
property value element-stipulated read “accepted” response.and Property value
element-stipulated read “process not possible’” response

content of each array element number in an array fermat property is defined separately

for ¢ach property. When the stipulated array element\(element) does not exist, responsg not

pos

5ible is returned. Also, when ADATA stipulates¢SAOJ during a request, the AOJ stipulpted

in the SAOJ by ADATA during the request is allocated as a DAOJ within the ADATA (b1 of

OHD is also set to 1) in the case of both respohse not possible and response.

7.2.

The
and
disti
sign

/ Property value element-stipulated-notification service

‘e are two types of notification: _netification sent in response to a notify request (0467);
autonomous notification, which is unrelated to notify requests. The two types are| not
nguished from each other in_the codes. (Here, notification in response to a notify request
ifies an announcement.that does not specify the property value [content], whild an

autgnomous notification is{ a ‘voluntary announcement that was not made in response o a
reqyest from someone.) In the case of a notify request (0x67), this indicates a requegt to
notify (announce) theleontent of the array element number stipulated in the APD of| the
property stipulated in-the APC of the object stipulated in the DAOJ. In response to this nptify
reqyest, when the request was accepted, an array element value (content) is announced gas a
resgonse (Ox7%)."When the request is not to be accepted, or when the stipulated DAOJ exists

but
ele
the
in A

valu

the stipulated APC does not, and when the stipulated DAOJ and APC exist but the grray
ent does ' not, response not possible (0x57) is returned. In the frame format for respopse,
alue of the object stipulated by the request is set in SAOJ, the requested property ig set
PC{and the value of the requested array element number and its array element value {i.e.,
Nno allofr onter e [ AFD Herle DDLCA e O gener proadcCad DU hen

response not possible is returned, nothing is written to the APD and the DDLA sets the DLA

e of the requester. When the relevant object itself does not exist, neither response nor

response not possible is returned. (See Figure 18 for the exchange procedure.)
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Figure 25 — Relationship among property value element-stipulated notification requ
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b0=t—
ADATA configuration during “process A El
not possible” response OHD $AQJ | APC|ASC p‘jz,a_y emeln
|—0x57 A L 2 bytes (Unsigned Char)
b1 :1_| ﬁ ﬁ N Not required when responding for no p
ADATA configuration during request
OHD 351\0 APC |ASC APD
—ox67
Array Eleginent
J No. :
L 2bytes (Unsigned Char)
b0=1—|
ADATA configuration during “process” oHO aev aealama APD
Tesponse
ADATA configuration during autonomous | Array Elemerjt Read data
notification ox77|.No.
I—Max 246
bytes

2 bytes (Unsigned Char)

perty value element-stipulated notification “accepted” response and property v
element-stipulated notification “process not possible” response

content of each array element number is defined separately for each property. When

TA stipulates SAOJ during a request, the AOJ stipulated in the SAOJ by ADATA dJ
request is allocated as a DAOJ within the ADATA (b1 of OHD is also set to 1) in the ¢
oth response not possible and response. In _the’ case of autonomous notification,
ired notification of status change does not add“a DAQOJ; in all other cases, the additig
NOJ is optional.

B Property value element-stipulated addition service

ne case of a request (0x68, 0x69), this indicates a request to add the array eler
ated in the APD (includes array element number and write request value) of the prop

ein. In response to this request, when a value indicating implementation of the respq
8) is stipulated and when\the request is to be (or has already been) accepted, a respg
8) is returned. However, this response is not a processing implementation respo
n the request is nef\to be accepted, or when the stipulated DAOJ exists but the stipul
does not and when the stipulated DAOJ and APC exist but the array element does
onse not possible (0x58, 0x59) is returned. In the frame format for response, the valy
bbject stipulated by the request is set in SAOJ and the requested property is set in A
n the relévant object itself does not exist, neither response nor response not possib
ned. (See Figure 18 for the exchange procedure.) Also, the response message DDLU
ned as\the requesting entity (i.e., the request message SDLA).
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b0=1—|
ADATA configuration during “process
not possible” response OHD| SAQJ | APC|ASC ﬁ[,’,ay Element
L 0x58/0x59‘0x57‘— 2 bytes (Unsigned Char)
b1=1—| ﬁ ﬂ n Not required when responding for no property
ADATA configuration during request
OHD| DAOJ |APC|ASC APD
HE |
: & 0x68,0x69|
ﬂ ﬂ ﬁrray Element| Write data
o.
L Max246 bytes
: 2 bytes (Unsigned Char)
b0=1"] A ]
ADATA V\fi;nraﬁ Q. Allrin; “r' 2 ’l_t\“ﬂ E:cuucnt
response OHD| S$AQJ |APC|AST N y

L 0x79 I— 2 bytes (Unsigned Char)

roperty value element-stipulated addition “accepted” response and property valu
element-stipulated addition “process not possible” response

content of each array element number in an array format propesty is defined separa

for ¢ach property. When the stipulated array element (element) does not exist, response

pOs:
in th
OHIl

7.2,

bible is returned. Also, when ADATA stipulates SAOJ during\a request, the AOJ stipul
e SAOJ by ADATA during the request is allocated as a-DAOJ within the ADATA (b
D is also set to 1) in the case of both response not possible and response.

D Property value element-stipulated deletion service

In the case of a request (Ox6A, 0x6B), this indicates a request to delete the array elen

indi

obje

impl

ated in the APD (array element number) ftem the property stipulated in the APC of

ct stipulated in the DAOJ. In response to this request, when a value indica
mentation of the response (0x6B) is“stipulated and when the request is to be (or

alrepdy been) accepted, a response (Ox7B) is returned. However, this response is n
prodessing implementation response.\When the request is not to be accepted (including cases

gure 26 — Relationship among property value element-stipulated addition request,

e

tely
not
hted
1 of

hent
the
ting
has
bt a

the
mat
vant
nor
the
LA).

property

in which the deletion is not to be implemented), or when the stipulated DAOJ exists but
stiplilated APC does not, responsée not possible (Ox5A, 0x5B) is returned. In the frame fo
for nesponse, the value of the.@bject stipulated by the request is set in SAOJ and the rele
progerty is set in APC. Whep the relevant object itself does not exist, neither response
resgonse not possible is‘returned. (See Figure 18 for the exchange procedure.) Also,
resgonse message DDLA'is defined as the requesting entity (i.e., the request message S[
Q(I)Dsé'ill'ﬁecr%r;fli)%%rsaéion dufing process not oHDl $ady | APc| Asc N?y Elemen
= 0x5A/0x5B L 2 bytes (Unsigned Char)
b1=1—| ﬁ ﬁ ﬁ Not required when responding for no
ADATA tonfiguration during request
OHD| DAQJ | APC| ASC APD
T = 0x6A.0x6B
Array Element]
u 1 No.
ﬂl_? bytes (Unsigned Char)
b0=1T"_—"]
él:;ﬁ;l’rﬁseconfiguration during “process” OHD| $ady |arc|asc ﬁgayEIement

L 0x79 I— 2 bytes (Unsigned Char)

Figure 27 — Relationship among property value element-stipulated deletion request,
property value element-stipulated deletion “accepted” response and property value

element-stipulated deletion “process not possible” response

The content of each array element number in an array format property is defined separately
for each property. When the stipulated array element (element) does not exist, response not
possible is returned. Also, when ADATA stipulates SAOJ during a request, the AOJ stipulated
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in the SAOJ by ADATA during the request is allocated as a DAOJ within the ADATA (b1 of
OHD is also set to 1) in the case of both response not possible and response.

7.2.10 Property value element-stipulated existence confirmation service

In the case of a request (0x6C), this indicates a request to confirm the existence of the array
element indicated in the APD (includes array element number value information) in the
property stipulated in the APC of the object stipulated in the DAOJ. In response to this
request, when the request is to be (or has already been) accepted, a response (0x7C) is
returned. However, this response is not a processing implementation response. When the
request is not to be accepted, or when the stipulated DAOJ exists but the stipulated APC
doetanot exist, response not possible (0x5C) is returned. In the frame format for responsg| the
value of the object stipulated by the request is set in SAOJ and the relevant property (syset in
APd. When the relevant object itself does not exist, neither response nor respoense| not
possgible is returned. (See Figure 18 for the exchange procedure.) Also, the.“respgnse
meslsage DDLA is defined as the requesting entity (i.e., the request message SDLA).

b0=1 —|
ADATA configuration during “process
not possible” response OHD| $AGJ | APC|ASC ﬁg_ay Element
= 0x5C L 2 bytesUnsigned Char)
b1=1_| Nofrequired when responding for no propefty
ADATA configuration during request N
OHD DApJ APC|ASC APD(-\
L ox6C C
/?\lrr \Qefﬁent

i
“—

2 bytes (Unsigned Char)

b0=1—

ADATA configuration during “process” OHD|

5 )/ Confirm
response $AQJ &EC ASC ﬁgay Elemeny existence result

[ Exists :0x30
L 0x7C Does not exist :0x31
2 bytesi(Unsigned Char)

APD

Figure 28 — Relationship-among property value element-stipulated existence
confirmation request, property value element-stipulated existence confirmation
accepted” response and property value element-stipulated existence confirmation
“process not possible” response

The|content of each)array element number in an array format property is defined separately
for ¢@ach property.,"When the stipulated (array) element does not exist, response not posgible
is returned. Also, when ADATA stipulates SAOJ during a request, the AOJ stipulated in| the
SAQJ by ADATA during the request is allocated as a DAOJ within the ADATA (b1 of OHD is
also| seton) in the case of both response not possible and response.

7.2. ttProperty vatueetementadditionmservice

In the case of a request (0x6D, Ox6E), this indicates a request to newly add an array element
to the property stipulated in the APC of the object stipulated in the DAOJ and to write to the
newly added array element the value data stipulated in the APD. In response to this request,
when a value indicating implementation of the response (Ox6E) is stipulated and when the
request is to be (or has already been) accepted, a response (0x7F) is returned. However, this
response is a processing implementation response and the added array element number is
returned as an APD. When the request is not to be accepted, or when the stipulated DAOJ
exists but the stipulated APC does not, response not possible (0x5D, Ox5E) is returned. In the
frame format for response, the value of the object stipulated by the request is set in SAOJ and
the relevant property is set in APC. When the relevant object itself does not exist, neither
response nor response not possible is returned. (See Figure 18 for the exchange procedure.)
Also, the response message DDLA is defined as the requesting entity (i.e., the request
message SDLA).
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b0:1—|
ADATA configuration during “process
not possible” response OHO $AQJ | APC|ASC
= 0x58/0x59
b1=1 _|
ADATA configuration during request I T
OHO DAOJ | APC |ASC APD
= 0x68,0x69 L Max 246 bytes
Additional write data
b0=1—
ADATA configuration during “process” Array Element
response OHD| $AQJ | APC|ASC | e

|_ | bytes (Unsigned Char)

0x79

Figlire 29 — Relationship among property value element addition request, property vtlue
element addition “accepted” response and property value element addition “proceps
not possible” response

The|content of each array element number in an array format property is defined separately
for gach property. When the stipulated (array) element does not exist, “response not poss|ble”
is rgturned. Also, when ADATA stipulates SAOJ during a “request,” the AOJ stipulated in the
SAQJ by ADATA during the request is allocated as a DAOJCwithin the ADATA (b1 of OHPD is
also| set to 1) in the case of both response not possible and response.

7.2.12 Property value notification (response required) service

The| notification (response required) (0x74) autonomously notifies a specific node of| the
progerty value stipulated by the APC of the SAQOJ-stipulated object and requests a respopse.
The|response process for this notification (response required) varies depending on whethegr or
not [the DAOJ is specified. When the "DAOJ is not specified, a response (0x7A)| for
autgnomous notification reception is returned at all times. When the DAOJ is specified| the
subgequent process varies depending-on whether or not the specified DAOJ exists. If| the
spe¢ified DAOJ exists, a response(0x7A) for autonomous notification reception is returngd. If
the specified DAOJ does not exist,”the message is discarded. If a node receives a notificgtion
(response required) for which.a_broadcast is specified, the node discards the message.

b0=‘l—|

OHQ SAOJ | DAO |APC | ASC APD

. % ﬂ Lox74

oHg SAOU D’f}o APC | ASC

ADATA configuration for/natification

ADATA configaratioh during request

Lox7a

Figure 30 — Relationship between property value notification
(requiring a response) and property value notification response

7.2.13 Property value element-stipulated notification (response required) service

The notification (response required) (0x78) autonomously notifies a specific node of the array
element value stipulated by the APD (array element number) of the property stipulated by the
APC of the SAOJ-stipulated object and requests an acknowledgment. The response message
format and response process for this notification (response required) varies depending on
whether or not the DAOJ is specified. When the DAOJ is not specified, a response (0x7D) for
notification reception is returned at all times. When the DAOJ is specified, the subsequent
process varies depending on whether or not the specified DAOJ exists. If the specified DAOJ
exists, a response (0x7D) for notification reception is returned. If the specified DAOJ does not
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exist, the message is discarded. If a node receives a notification (response required) for
which a broadcast is specified, the node discards the message.

(

7.3
7.3.

Thig type of services is executed with utilizing format Il in Figure 10 and Figure 11.

b0=1

—

OHD| SAOJ | DAOJ |APC | ASC APD
P oxs

-. o H
Array Element| Data for
No. notification

',-": 's.._... ﬂ L Max. 245 bytes
5 B H ¥

ADATA configuration for “notification”

b1= 2 bytes (Unsigned Short)

ADATA configuration for “resnonse”

Array
Element No.

2 bytes (Unsigned

Short)

Figure 31 — Relationship between property value element-stipulated’notification
fequiring a response) and property value element-stipulated notification responsje

Compound application service

( General

Thrge types of operations are provided: request, response and notification. The responde is

acc

suinvided into two types: accepted response and’ process not possible response. [The

pted response is used when the service reguest in relation to all the APC-stipulated

properties is accepted. The “process not possible” response is used when one or more

spe

morg properties.

The

ified properties do not exist or when the @pecified service cannot be processed for one or

response is a response to a request that requires a response. It must be returned whgn a

DAQJ-stipulated object exists. When the service processing request related to all the APC-

stip

ulated properties is accepted, the accepted response must be returned. If the procesksing

reqyest related to one or maré._specified properties cannot be accepted or if the object exists

but

one or more properties do not exist, process not possible must be returned. When| the

reqyest does not require.any response or when the specified object does not exist] no
resgonse will be returined. Furthermore, write (response-required write/no-response-reqyired
writ¢), read and notification (autonomous notification/response-required notification)|are
reggrded as specific operations. Therefore, the following five types are set. Regarding| the

OpASC for compound messages, array element properties are not targeted.

The

Property value write request (no response required)
Property value write request (response required)
Property value read request

Property value notification

Property value notification (response required)

® QO T W™

CpASC and message configuration (presence of SAOJ and DAOJ) and their relationship

to APC and ASC are described below.

The APC of an Data Link message in which only the SAQOJ is specified indicates the
property of the SAOJ-stipulated source object. In this case, the response, notification or
autonomous notification concerning the request related to two or more SAOJ/APC-
stipulated properties is positioned in the CpASC. When the CpASC is a request while this
configuration is employed, the associated message must be handled as an erroneous
message.

The APC of a Data Link message in which only the DAOJ is specified indicates the
property of the DAOJ-stipulated destination object. In this case, the request related to two
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or more DAOJ/APC-stipulated properties is positioned in the CpASC. When the CpASC is
a response or notification while this configuration is employed, the associated message
must be handled as an erroneous message.

e The APC of a Data Link message in which the SAOJ and DAOJ are both specified is such
that the CpASC value determines whether the target object is stipulated by the SAOJ or
DAOJ. When the CpASC is a response or notification, it is concluded that the APC forms a
SAOJ-stipulated object and that the response or notification is addressed to a DAOJ-
stipulated object. On the other hand, when the CpASC is a request, it is concluded that
the APC forms a DAOJ and that the request is issued from an SAOJ-stipulated object.

Tab
abo
colu
DACQ

g5 through—Tabte7show spectific CpASCTodeassignments—The detaitsof athrou
e are given in 7.3.2 through 7.3.6 (the related numbers are indicated in the Rem
mn of the tables). Figure 33 through Figure 37 in 7.3.2 through 7.3.6 presumg that
J for a request is an individually specified code. However, when the DAQOJ, indicate

instgnce general broadcast, a response is transmitted with both process nat possible

resg
indi
use

in the tables a

re to be stipulated in the future.

Table 5 — List of CpASC codes for request/notification

onse configured for each target instance. Figure 32 shows a sequence diagram
ates the relationship between individual CpASCs. The codes marked Ireserved for fU

ph e
arks
the
5 an
and
that
ture

Ox7F

Sz(r)\g:e Application service content Symbol Remarks$
0x60 Property value_ write request (no CpSetl a
response required)
0x61 Prop_erty value write request (résponse CpSetC b
required)
0x62 Property value read request CpGet c
0x63—
OX6F Reserved for future use
Table 6 — List of CpASC codes for accepted response
Sz(r)\g:e Application service content Symbol Remarks$
0x71 Property value write “accepted CpSet_Res CpASC =61
response response (2)
0x72 Property value read “accepted CpGet_Res CpASC =62
response response (3)
0x73 Property value notification CpINF _Res (4)
Ox74 Property value _not|f|cat|on CpINFC (5)
(response required)
Ox7A Property value notification response | CpINFC_Res CpASC =74
response (5)
0x75-
PXZQ’ Reserved for future use
Ox7B=
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Table 7 — List of CpASC codes for process not possible response

Service

@)

code Application service content Symbol Remarks
CpASC =60
0x50 Propfarty”value write “process not CpSetl_SNA progess,,not
possible” response (1) possible” response
(1)
CpASC = 61
0x51 Propfarty”value write “process not CpsSetC_SNA proqess”not
possible” response (2) possible” response
(2)
CpASC =62
0x52 Propgrty”value read “process not CpGet_SNA proqess"not
possible” response possible” response
(3)
Response to he
Ox5F Message length excessive CpOverFlow returned wher the
response meslsage
is too long
0x53-
OX5E Reserved for future use
P\ 4
Node (Having a g?ggt property) Node (Having a %?geet property)

CpASC = 0x60 |

| CPASC = 0x6* (* = 1,2),0x74 |

Node

<No response> .

| CpASC = 0x7 8* (*=1,2,A) |

Processable

N\

Node;
(Having a tz[iet property) Node

CpASC = 0x6* (* = 1,2) |

Individual response

. Node
(Having a target property)

CpASC = 0x5* (*=.4,2) |

CpASC =0x73 |

Non-processable

>

A

Individual response ‘
N\

Naode
(Having a target obj@but no property) Node

| CPASC = 0x6* (* = 0-2) |

Individual/general er;dcast

. Node .
(Without a target object)

? | CpASC = 0x6* (* = 0-2),0x74 | ?

| CPASC = 0x5* (* = 0-2) |

N7

Non-processable ‘

Individual response

<No response> "

Figure 32 — Compound service sequence

7.3.2 Property value write request (requiring no response) service

The write request requiring no response (CpASC = 0x60) requests that the APD-stipulated
contents be written into the APC-stipulated properties of the DAOJ-stipulated object. The
order of write operations is not stipulated. The response from a request-processing node is as

indicated below.

e When a processing request for all properties is accepted

no response will be made.
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When one or more properties relevant to the request do not exist, a processing request to
one or more properties cannot be accepted, or an array property is targeted

a write process not possible response (1) (CpASC = 0x50) will be returned.
When the object relevant to the request does not exist

no response will be made.
When two or more identical properties exist in the request message

individual processes will be performed on the presumption that differing
requests are issued. A response will be made in accordance with the processing
Tesults.

NOTE The order of processes depends on the implementation. Therefore, the resulting final property. statug and
valud also depend on the implementation.

The| message structure of a write process not possible response to a propepty value write
reqyest (requiring no response) is such that the object code of the request destingtion

bec

bmes the SAOJ and the object code of the request source becomes ¢he' DAOJ. The OPC

takgs the same value as in the request message. For requests (1Vto n) that relatg to

non
Sa

bxistent properties and process requests that are rejected, both the PDC and APD usqg the
e values as those used in the write request. For requests related to properties for ich

prodessing requests are accepted, the PDC value is 0x01 and-the APD value is omitted| As
for the APC, the APC in the request message is used as is. If.the target object does not ekist,
neither the response nor the process not possible responsetis returned. An appropriate vhlue

for

he OHD must be specified in accordance with th&*SAOJ/DAOJ configuration in|the

megsage. Figure 33 shows the relationship betweenia write request requiring no respgnse
and|write addition response for situations where Request m cannot be accepted. The APC

seq
not

ADATA/PADATA for “process not
pgssible” response to write request

=
a

ADATA/PADATA for write
request

3

7.3.

ence in the request message must be equal to the APC sequence in the write prog¢ess
possible response message.

Response 1 Response m Response n

quiring no response)
o [ B fackeed - ] - o] - [ -

0x50, I Size of Size of Size of Response 1Response m Response n

Processable Non- T Processable
processable

uiring no response
1 ponse) F)H# SAQJ L@)A@J ‘A%PC‘OPC|PDC ’PDC’APC| ADT| - ’APCI ADT| - ’APC| ADT
e T 0x60 Size of  Size of I —— s J < 7
Size of
Request 1 Request m Request n Request 1 Request m Request n

Figure 33 — Relationship between write request (requiring no response) and write
process not possible response

B Property value write request (requiring a response) service

Thelwritereqguest requiring—a-response (CpASC = 0x61) reguests_that the APD-stinulhted
< < ) g ARt o4 7 < 1

con

tents be written into the APC-stipulated properties of the DAOJ-stipulated object. The

order of write operations is not stipulated. The response from a request-processing node is as

indi

cated below.

When a processing request for all properties is accepted
a write accepted response (CpASC = 0x71) will be returned.

When one or more properties relevant to the request do not exist, a processing request to
one or more properties cannot be accepted, or an array property is targeted

a write process not possible response (CpASC = 0x51) will be returned.
When the object relevant to the request does not exist

no response will be made.
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e When two or more identical properties exist in the request message

individual processes will be performed on the presumption that differing requests
are issued. A response will be made in accordance with the processing results.

NOTE The order of processes depends on the implementation. Therefore, the resulting final property status and
value also depend on the implementation.

The message structure of a write process not possible response to a property value write
request (requiring a response) is such that the object code of the request destination
becomes the SAOJ and the object code of the request source becomes the DAOJ. The OPC
takes the same value as in the request message. For requests (1 to n) that relate to

sa
prog
for ¢
neit
stru
bec
and
accq
rela

writ¢ process not possible response for situations where request\m cannot be accepted.

APC
prod

7.3.4 Property-value read request service

The

nogfxistent properties and process requests that are rejected, both the PDC and APD us

e values as those used in the write request. For requests related to properties for

he APC, the APC in the request message is used as is. If the target object dees"not ¢
ner the response nor the process not possible response is returned.\Fhe mess
cture of a write accepted response is such that the object code of the request desting
bmes the SAOJ and the object code of the request source becomes thesDAOJ. The

subsequent values are omitted. An appropriate value for the OHDymust be specifie
rdance with the SAOJ/DAOJ configuration in the message. Figure 34 shows

sequence in the request message must be equal to _the)'APC sequence in the v
ess not possible response message.

ADATA/PADATA for “pracess not 0x01 - 0x01
possible” response to write HD| SAOJ | DAOJ Cp |op PDC|_#_ |PDC| -- |PDC|APC APC|APD | - |APC
request (requiring a response) ;1 |ASC

0x51 Sizeof, Sizeof Sizeof Response 1 “Rom—as R
Response Response Response Response n espon
1 m n T

"
T Non-
Processable . Proc

the
ich

essing requests are accepted, the PDC value is 0x01 and the APD value is omitted| As

ist,
age
tion
DPC
d in
the

ionships among a write request requiring a response, a write,'accepted response and a

The
vrite

bssable

rocessabl
-+ |PDC|APC| APD | -+ |APC| APD | - |APC
~—— N J N

Request Response Response

Figure 34 — Relationship among write request (requiring a response), write accepted

response and write process not possible response

property-value read request (CpASC = 0x62) requests that the contents of APC-stipul

prog

stiplijlated. The response from a request-processing node is as indicated below.

ertieshof the DAOJ-stipulated object be read. The order of read operations is

ADATA/PADATA for write
request FHD| SAOJ | DAOJ |W4 Fee i
requiring a response) 0x61 Size of  Size of
Request Response gjze of Request Request Request
m Response m n
_K L 0x0 0x01 N 0x01
IADATA/PADATA for write V% ac | C
‘accepted” response FHD| SA@ DAOJ |ASpC|OP PDC| - i
0x71 ize of  Size of Size of  Response 1 Response m  Res

onse n

hted
not

e When a processing request for all properties is accepted

a read accepted response (CpASC = 0x72) shall be used to return all the read

values.

e When one or more properties relevant to the request do not exist, a processing request to
one or more properties cannot be accepted or an array property is targeted

a write process not possible response (CpASC = 0x52) shall be used to return

the values of the read properties.

e When the object relevant to the request does not exist

no response will be made.

e When two or more identical properties exist in the request message
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individual processes will be performed on the presumption that differing requests
are issued. A response will be made in accordance with the processing results.

NOTE The order of processes depends on the implementation. Therefore, if two or more property states are read,
the resulting final status depends on the implementation.

The message structure of a read process not possible response is such that the object code
of the request destination becomes the SAOJ and the object code of the request source
becomes the DAOJ. The OPC takes the same value as in the request message. For requests
(1 to n) that relate to nonexistent properties and process requests that are rejected, the PDC
value |s 0x01 and the APD value is omltted For requests related to propertles for which

accgpted response is such that the object code of the request destination becomes the SAOJ
and|the object code of the request source becomes the DAOJ. The read value, is set in the
APD and the total number of APC and APD bytes is regarded as the PDC. An appropfiate
value for the OHD must be specified in accordance with the SAOJ/DAQOJ configuration in the
mesgsage. Figure 35 shows the relationships among a read request, a readyaccepted respgnse
and|a read process not possible response for situations where requestynm cannot be accegted.
The|APC sequence in the request message must be equal to the APC sequence in the fead
accepted response and read process not possible response messages.

0x01

ADATA/PADATA for
possible” response J

0x52 4 Size of Size of Response1 Res onse Res onse
>< Response 1 Response Egsep%fnseT i Non- P

Processable processable T Processable
ADATA/PADATA for

read reques FHDI SAOJ | DAOJ |ASC OP PDC . . m . .

0x62 Size of Sipeof  Size of Reduest1 Request Request
Request 4 Response Response m n

ADATA/PADATA f
read ‘accepted” )o D| SAOJ| DAOJ | ASC|OPM H PDC APC| APD | - ‘APC| APD‘ ‘APC APD‘
response i i
Size of . Resoon
0x62 gggu%fsﬂ Response Size of Response 1 Response Response
Response n

n

-n

gure 35 — Relationship among read request (requiring a response), read accepted
response and read process not possible response

As is obvious from~Figure 35, the read accepted response message is longer than the fead
resgonse message. Therefore, the maximum permissible message length may be exceqded
whehn an attemptiis made to return all the property values that are read in compliance witH the
reqyest. In (Such a situation, a response will be made using the message length overflow
serVice code (CpASC = 0x5F). In this case, the responding side can determine the numbegr of
propgerty.values to be returned. However, the sequence of such properties must be the same
as ip‘the request message.

7.3.5 Property value notification service

The property value notification (CpASC = 0x73) reads the contents of APC-stipulated
properties and reports them to the DAOJ-stipulated object. When the DAOJ is not contained
in the message, it is a notification to nodes. Either individual or broadcast can be selected for
addressing purposes. The order of property value notifications is not stipulated. Nodes
receiving this message will not return a response.
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ADATA/PADATA for property T 1 i C
value notification FHD| SAQJ | DAOJ ASpC OP(# PDC PDC APC| APD ‘ ---‘APC APD ---‘APCl APD
0X73  size of S'Ze of  Sizeof ~Notification  Notification  Notification
Notification Notification Notification content 1 contentm content n

content 1 content2 content n

Figure 36 — Notification request

7.3.6 Property value notification (requiring a response) service

The

AP(-stipulated properties and reports them to the DAOJ-stipulated object. When the DAC

not
add

contained in the message, it is a notification to a node. Only individual is ayailablg
essing purposes. The order of property value notifications is not stipulated. The"respd

from} a node receiving this message is as indicated below.

The

/Vhen a notification is accepted

a property value notification response (CpASC = 0x7A) will.bé returned.
Vhen the DAOJ-stipulated object does not exist

no response will be made.

message structure of the notification response is such, that the object code of the req

desfination becomes the SAOJ and the object code of the_ request source becomes the DA

The

OPC takes the same value as in the request message. An appropriate value for the (

must be specified in accordance with the SAOJ/DAQJConfiguration in the message. Figur

sho
and

vs the relationship between the property value notification (requiring a response) ser
property value notification response service. The APC sequence in the property v

notification request service message must be equal to the APC sequence in the prof

valu

Fig

7.4

le notification response service message.
ADATA/PADATA for T 1 T C
notification |OHD| SAOJ | DAOJ |AS§‘Jekq PDC| *** M "'|PDC APC| APD | °* APC| APD | |APC| APD
(requiring a response)
OXI4" Sizeof  Sizeof  Sizeof _ Notfication NOtIfICatIOn} > Notificationj
Not|f|cat|on Notlﬂcatlon Notlflcat|on 1 n
x01 Ox
ADATA/PADATA for NY
notification |O D| SAOJ J ASC|OP(1 PDC| *°* PD o o
(requiring a response)
0x7A Size of Size of Response 1  Response m Response n
Response Response Size of
1 Response

property value notification response

Access limitation

property value notification requiring a response (CpASC = 0x74) reads the contenfs of

Jis
for
nse

lest
OJ.
DHD
b 37
vice
Blue
erty

ire 37 — Relationship between property value notification (requiring a response) and

Detail of access limitation function is described in ISO/IEC 24767-2. This function may be
implemented. In data link secure communication, access to the properties of the application
object of the requested party is limited based on the authentication level of the application
object of the requesting party. In the node of the requesting party, access is limited
different manner by the application object of the requested party.

The

re are four levels of authentication:

e supervisor authentication;

e user Level authentication;

e maker level authentication;

e service provider level authentication.

in a
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Data link secure communication includes the following five access limit levels corresponding
to the four authentication levels listed above and cases of no authentication. Not all access
limit levels need be supported in the mounting mode.

e Access limit level when inhabitant changes access rules for device (supervisor level):
Access is permitted only to objects with supervisor authentication.

Access limit level to device used by inhabitant (user level): Access is permitted only to
objects with user level authentication.

Access limit level to device maker (maker level): Access is permitted only to objects with
maker level authentication.

e Access limit level to application user entrusted by the inhabitant (service providerdeyel):
Access is permitted only to objects with service provider level authentication.

e Access limit level without authentication (anonymous level): Access is permitted/from|any
bbject, without authentication.

Access rules corresponding to each access limit level are determined land set when| the
device is developed or when system operation is designed during thevinstallation of gach
application object mounted on the node. Thus, access to the application object side off the
reqyested party by the application object of the requesting party)is limited by the pelf-
reqyesting authentication level. This results in a different view of the application object of the
reqyested party. The present version does not stipulate/access rules with indivigual
application objects. The node on the request-receiving. ide must be authenticateq by
sep{rately controlling the key by access limit level and%by authentication key index. [This

megns that, for example, if a number of service providers are controlled, the node must
sepdrately control and authenticate each service provider. In addition, authentication mugt be
perfprmed individually by the application object of the'fequesting party.

8 |Application object

8.1 General

The|AOJs (application objects) are~introduced with two objectives: first, compartmentalizgtion
of fiinctions of devices connected-to the network; and second, modelling of communicgtion
betWween devices to enable:application software developers to utilize the communicgtion
whehever possible without €oncern for detailed specifications. The AOJs are processed ir| the
communications processing block. Control content exchanged in communications car|l be
claspified into four types: those relating to functions unique to each device; those relating to
datd profiling something other than the functions unique to each device; those relating to
objdct communication operations; and those relating to service middleware functions. All of
thege are spegified as objects and control and data exchange were achieved to enable their
marfipulation~The AOJs consist of four types:

3 evice objects;

. refile objects;

e communications definition objects;

e service objects.

Each node shall implement a device object for at least one representative device. The various
unique functions possessed by a node are represented as APCs. Reading or writing the APC
in the relevant node operates the device. It was assumed that each node would have more
than one device object of the same type (e.g., two human detection sensor objects in the
same node) and that identification could be performed by stipulating a specific code. It was
assumed that the various communications-related settings and status confirmations could be
carried out by application software as AOJ operations. Table 8 shows an example for the
items of the application object. Each property has APC, ADT and access rule, etc. Non-array
and array type are defined in ADT. Array type is a group of element data. Element data is
pointed by element number. Data type and size and content of ADT are defined for each
property.
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Table 8 — Format of the application object

ADT( Property A
content) nnounce
Property APC Data type D_ata Acc:ess Required status Remarks
name Value range size rule change
(decimal)
Operating 0x80 Shows ON/OFF Unsigned 1 Set
status status
char Byte
ON=0x30, Get
OFF=0x31

8.2
8.2.

Devjce objects are for the device operation functions of application objects to facilitate st

Types of objects

Device objects

atus

confirmation and control between devices via communications. Device object data reside in

the |communications middleware, but the operation functions themsélves reside in
application software block. The communications middleware manages: instance ADT
marnages and processes operations related to property communications. Device object

use
obje
sing
defi
and

to refer to all objects, such as air conditioner objects and réfrigerator objects, with

ct definitions for such objects to be specified separately andindividually as classes.
le appliance node, more than one device object maybe /defined. Each device of
nes both properties to be used in each class and services corresponding to the con
properties. Device objects are classified as below.
Sensor-related device class group

visitor sensor, call sensor, condensation sensor, etc.
Air conditioning-related device class group

home air conditioner, cold blaster, electric fan, ventilation fan, etc.
Housing-related device class group

electrically operated shade, electrically operated shutter, off peak electric W
heater, hot water generator, electric energy meter, etc.

Cooking/housework-related-device class group

coffee machine,coffee mill, electric hot water pot (electric thermos), electric s
toaster, juicer, food mixer, food processor, refrigerator, combination microw
oven (electronic oven), etc.

Health-related device class group

weighing machine, clinical thermometer, blood pressure meter, etc
Management and control-related device class group

portable(mobile) terminal, controller, etc.

the
and
S is
the
In a
ject
tent

ater

ove,
ave

AV-Tetateddevice ttassgroup
TV, audio, DVD, etc.

Detailed specifications for the objects shown here are not described in this standard.

8.2.2 Profile objects

Node profile data, such as node operating state, manufacturer data and the device object list,
are specified to enable manipulation (read/write) by application software and other nodes. In
these specifications, the term profile objects will be used as a blanket term to refer to various
profile classes, such as node profile objects, router profile objects and protocol difference
absorption processing section profile objects, with detailed specifications to be provided
individually. Like the device objects, profile objects define application properties to be used in
each class and services corresponding to the content and properties thereof. Operations on
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the various profiles of a node are performed by manipulating (reading/writing) these profile
objects. It is possible to set, control and confirm the status of the node profiles by
manipulating (i.e., by reading/writing) these profile objects. Detailed specifications for the
objects here are not described in this standard.

8.2.3 Communications definition objects

Communications definition objects is the blanket term used to refer to all objects specified
with the objective of manipulating the communications-based operations of device objects,
profile objects and service objects. Specifications will be provided for each class of device
objects and profile objects and service objects (e.g., air conditioner communications definition
objdct and node profile communications definition object). It is possible to goptrol
communications operations when manipulating the properties of individual device (©bjgcts,
proffle objects and service objects by manipulating (i.e., by reading/writing) these
communications definition objects. Operations specified by the communications.”"definjtion
objgcts are shown below.

e Btatus notification method setting

e |ndicates whether or not to notify upon a change in property content status

¢ |ndicates whether or not to periodically notify property contenf-status (includes notify fime

plapse setting)

e |ndicates recipient of notification

e (Control reception method setting

e |ndicates sender node to receive Set service

e Action information setting

¢ |ndicates action information for equipment linkage
e Trigger information setting

e |ndicates trigger information for equipment linkage

Detailed specifications for the objects'shown here are not described in this standard.

8.2.4 Service objects

Funttions to be disclosed-tothe network based on service middleware functions are modeglled
and|the class specifications are defined as service objects. They are provided to enpble
opefation of service(middleware from other devices via the network. Detailed specificatjons
for the objects shown here are not described in this standard.

8.3 | Application property value data types

The|APD is expressed as an unsigned integer when the value is a non-negative integer vglue.
It is|expressed as a signed integer when the value is an integer value containing negatiyes.
Whtll thU vaiuc ib d bllld” vaiuc, It ib hdlld:cd doS d fi)\Ud [JUiIIt typl:, VVh\:II It ib d TIUTT=TITy tiVe
small value, it is treated as an unsigned integer; and when it is a small value containing
negatives, it is treated as a signed integer. Data types and sizes are specified individually for
each property. Although property data size is specified individually for each property, property
value data of 2 bytes or larger comprises communication middleware data as APD beginning
from the most significant byte.

8.3.1 APD range
APD range is defined below.

e When the actual device property value operating range corresponding to the APD s
smaller than the APD definition range and the actual device property value assumes the
upper or lower limit value, the upper or lower limit value of the operating range is
considered to be the property value. Assuming that the property definition range is 0x00 to
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OxFD (0 °C to 253 °C) and the corresponding actual device operating range is 0x0A to
0x32 (10 °C to 50 °C), when the actual device property value is the upper limit (50 °C) of
the operating range, the upper limit value 0x32 (50 °C) of the actual device operating
range is considered as the property value and when the actual device property value is
the lower limit value (10 °C), the lower limit value Ox0A (10 °C) is considered to be the
property value.

When the actual device property value operating range corresponding to the APD is larger
than the APD definition range and the actual device property value assumes a value
outside the APD definition range, a code showing an underflow or overflow becomes the
property value. Assuming that the APD definition range is 0x00 to OxFD (0 °C to 253 °C)
and the corresponding actual device operating range is =10 °C 10300 °C _when the actual
jevice property value assumes a value below the APD definition range, the undeiflow
code OXFE becomes the property value; when the actual device property value assumgs a
alue above the APD definition range, the overflow code OxFF becomes the, progerty
alue.

e 9 shows the underflow and overflow codes for each data type.

Table 9 — Data types, data sizes and overflow/underflow codes

DATA type DATA size Underflow .~/ Overflow
signed char 1 Byte 0x80 Ox7F
Signed short 2 Byte 0x8000 Ox7FFF
signed long 4 Byte 0x80000000 Ox7FFFFFFF
ynsigned char 1 Byte OxFE OxFF
unsigned short 2 Byte OxFFEE OxFFFF
unsigned long 4 Byte OxFFFERFFE OxFFFFFFFF

Ap

operty that is not defined as a property, that must have a status change announcement

fungtion may also transmit a property value netification service message upon a change iff the
progerty value. This message does not*have to be sent in the form of an intra-domain

simuliltaneous broadcast.

8.3.

The
spe

8.3.

Any
the
ann
of a

p Class-specific mandatory)properties

properties defined as .the"mandatory properties for specific classes in the progerty
ifications.

B Properties that must have a status change announcement function

property may.transmit a property value notification service message at any time. Howgver,
implementation of a property defined as a property that must have a status chgnge
buncemenifunction in the property specifications in this clause requires the incorporgtion
function to send a property value notification service message in the form of an inptra-

domain 'simultaneous broadcast upon a change in the status (property value) of that property.
Thig ‘@fArnouncement is not required for a node start-up, as it is not to be considered @s a
property status change. A property that is not defined as a property, that musi have a status
change announcement function may also transmit a property value notification service
message upon a change in the property value of the property. This message does not have to
be sent in the form of an intra-domain simultaneous broadcast.

8.3.4 Array

Properties can be in the form of an array. Array elements are stipulated by an array element
number, which ranges from 0x0000 to OxFFFF. Array elements may be non-contiguous. The
data type of each array element must be unique within a property. See Figures 38 through 43
for examples of array elements.
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(Example) Array element 0x0000 0x0001 0x0002 0x0004 0x0005 0x0007
numbers

0x12] [0x23| |0x34|: %Ox41 0x42] : 0x52

The array element numbers 0x0003 and 0x0006 do not exist.

Figure 38 — Example of array element numbers 1

blue

element-stipulated read service (ASC = 0x66), property value element-stipulated notificgtion

service (ASC = 0x67) and property value element-stipulated deletion service (ASC- = 0

6A,

0x6B), the response not possible is returned if the array element does not exist. Ins\the cage of
roperty value element-stipulated addition service (ASC = 0x68, 0x69), the process| not
possible response is returned if the array element already exists. The property value element-

the

stiplilated deletion service deletes a specified array element but does, not shift subseq

ele

The

element number to which an element addition is to be applied.

ents forward.

(Example) Array element 0x0000 0x0001 0x0002 0x0004  0xQ005 0x0007
numbers

0x12| |0x23| |0x34|; i [Ox414-10x42] i |0x52

ﬂ Array elementNo:0x0001 is deleted.

0x0000 0x0002 0x0004 0x0005 0x0007

0x12] i i |0x34|: i [Ox41| |Ox42] i |0x52

Figure 39 — Example of array element number 2

ent

property value element addition service (ASC = 0x6D, 0x6E) does not specify the grray

(Example) Array element 0x0000 0x0001 0x0002 0x0004  0x0005 0x0007
numbers

0x12( | 0x23| | O0x34 Ox41| |0x42 0x52

ﬂ Array element addition (value = OxFF)

0x0000 0x0001 0x0002 0x0004 0x0005 0x0006 0x0007

0x12| |0x23| [0x34 0x41] |0x42||OxFF|[ |0x52

The array element number to which the addition
is to be applied depends on the implementation.

Figure 40 — Example of array element number 3

In the case of the property value write service (ASC = 0x60, 0x61), the data is written (in the
form of a lump write) into elements of the array property specified by the EPC; with each data
piece occupying one element. The data pieces are written sequentially, starting with array
element No. 0x0000 until all of them have been written or the highest array element number
of the array property has been reached. In the latter case, the excess part of the data is
discarded. Data shall not be written into areas that do not have an array element.
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(Example) Five values (0x01, 0x02, 0x03, 0x04 and 0x05) are written into an array property
whose highest array element number is 0x0007.

Array element numbers 0x0000 0x0001 0x0002 0x0004 0x0005 0x0007
0x12| [0x23] [0x34 0x41| [0x42 0x52
ﬂ 0x0110x02T0x0310x04T0x05] Example of write data array
0x0000 0x0001 0x0002 0x0004 0x0005 0x0007
0x01| [0x02] [0x03 0x04| [0x05 0x52

(Example) Ten values (0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, ©x08, 0x09 and 0x0a)

The 5 values are written into the first 5 elements, skipping the area that has no array element.

Figure 41 — Example of array element number 4

writfen into an array property whose highest array element number’is-0x0007.

Array element numbers

NOT

0x0000 0x0001 0x0002 0x0004 0x0005 0x0007
ox12| [0x23| [0x34 : [ox41| [0xa2 0x52
ﬂ 0x01]0x02 [0X03[ 0x04] 0x05] 0x06 [ 0x07 | 0x08 | 0x09] 0x0a
0x0000 0x0001 0x0002 0x0004 0x0005 0x0007 Example of write data g
0x01] [0x02| [0x03 0x05 0x52

0x04

elemgent number has been reached:

In the case of.the“property value read service (ASC = 0x62), elements of the array proq
spe¢ified by-the EPC are read sequentially (a lump read), starting with array element

Figure 42 — Example of array element number 5

The values are written séquentially, skipping the areas that have no array element, until the highest

are

rray

array

erty
No.

0x0000 untit~all values have been read, the highest array element number of the array

progerty’has been reached or the size of the data has reached the maximum size perm

for transmission.

tted

Array element numbers

Iread data array

0x0000 0x0001 0x0002 0x0004 0x0005 0x0007
0x12| [0x23| |0x34 0x41( [0x42 0x52
ﬂlump read
0x12[0x23 | 0x34 | 0x41|0x42 | 0x52

Figure 43 — Example of array element number 6
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9 Communication processing block state transitions

9.1 General

The description of communication processing block state transition in this clause enables the
application software to determine the operating status of communication processing block.
Shaded events in the Figure 44 indicate requests from application software by API described
in B.2. The term fault notice in the Figure 44 refers to the detection of an error in the
communications processing block. The communications processing block remains in the
normal operation state even when an upper-layer error (application software error) or lower-
layer_error (media transmission layer on software error) is detected. 9 state transitions are
defined. The functions referred to in this clause are described in detail in B.2.3.

9.2 | State transitions

9 state transitions — halt, cold start (1), cold start (2), cold start (3)x warm gtart,
communication stop, normal operation, temporary halt and error stop — are defined below.

9.2.1 Halt state

Thig is the state prevailing after power ON and waiting for the inStruction for initiating a [cold
starf (1), cold start (2), cold start (3) or warm start process.

9.2.p Cold start (1) state

Thig is the state prevailing during a start process performed with the house code data, node
addfess and NetID discarded and initializing various” parameters within the communicgtion
prodessing block. Function “MidInitAll” invokesxa status change from the halt state. |t is
reqyested that the lower layer furnishes a node address when the lower-layer house ¢ode
datd and node address are successfully discarded and updated, then it is requested tha{ the
lowgr layer starts the communication and then searches the default router within the subnégt to
acqliire a NetlD, sets NetID to 0x00 if-the default router is not found. It is switched to| the
communication stop state when a series of processes ends normally or switched to the |halt

is the state prevailing during a start process performed with node address and NtID
discprded and initializing various parameters within the communication processing blpck.
fundtion “MidInit” invoKkes a status change from the halt state. It is requested that the Igwer
layer furnishes awnode address when node address is successfully discarded and updqted,
it is requested that the lower layer starts the communication and then searches| the
defdult routerywithin the subnet to acquire a NetlD, sets NetlD to 0x00 if the default router is
not founds-lt is switched to the communication stop state when a series of processes ¢nds
norrhally.or switched to the halt state if the processes are not successfully completed.

9.24 Cold start (3) state

This is the state prevailing during a start process performed with NodelD and NetID discarded
and initializing various parameters within the communication processing block. Function
“MidReset” invokes a status change from the halt state. A new NodelD is requested when
previous NodelD and NetID are successfully discarded, then it is requested that the lower
layer starts the communication and then searches the default router within the subnet to
acquire a NetlD,sets NetID to 0x00 if the default router is not found. It is switched to the
communication stop state when a series of processes ends normally or switched to the halt
state if the processes are not successfully completed, for example, if the lower layer does not
retain a node address.
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9.2.5 Warm start state

This is the state prevailing during a start process performed with NodelD and NetID retained.
Function “MidStart” invokes a status change from the halt state. A NodelD currently
possessed by the lower layer is requested and acquired from the lower layer, then it
compares the new NodelD acquired from the lower layer against the current NodelD and
switches to the halt state if they do not match. It is requested that the lower layer starts the
communication and then searches the default router within the subnet to acquire a NetID and
sets NetID to 0x00 if the default router is not found. It is switched to the communication stop
state when a series of processes ends normally or switched to the halt state if the processes
are not successfully completed, for example, if the lower layer does not retain a NodelD. It is

submet to acquire a NetID when the NodelDs match and switch to the Halt state, if theln

reqr@mmmmmﬂm
acquiired NetlD does not match the currently possessed NetID. It is requested that.the' N

pos
rout
end

9.2.
This
“Mid
it dd
soft

9.2.

This

comlpliance with a request from application software. It is switched to the halt state when

pOS;

9.2.

This
com

9.2.

This

essed by the communications processing block is used as a new NetID if-the de
br is not found. It is switched to the communication stop state when a series.of proces

J Communication stop state
is the standby state ready for communication with the data‘\link address determi
RequestRun” invokes a status change to the communication'opération state. In this s

es not accept the communication or object operation process request from applica
vare. It is switched to the halt state when the possessed NetID is rewritten.

y Normal operation state
is the state in which the communication or objéct operation process can be performe

sessed NetlD is rewritten.

B Temporary halt state

is the state in which no communication or object operation process is performed an
munication process request is\issued to the lower layer.

D Error stop state

is the state in which~\communication is stopped due to an abnormality.

5 normally or switched to the halt state if the processes are not successfully’completed.

the
bw|y

letiD
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bses
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ate,
tion
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MidHalt PowerOn

NetID write

MidlnitAll |
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idint / MidReset
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MidReset

Start‘process
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Start process
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Normal operation
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Fault notice

Recovery MidWakeUp
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Eigure 44 - Communications processing block state transition diagram
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Annex A
(informative)

Guidelines for application design

A.1  System architecture

Figure A.1 shows one possible system configuration. In this figure, the octagons describe the
scope of each system. System A is manufactured by vendor A and contains four devices.
ach
for
vice

giveln node may incorporate the functions of both a controller and a device.

Domain
System A System B\\Q/
NO)
Controller Controller
O/ ‘ ‘\
@)
Device Device
Dev?ésQ O
O \(\Q O Device
Device O Device

Device

Figure A.1,~System configuration for distributed management system

Unlgss otherwisespecified, the system architecture, which consists of the relationships|and
divigion of functions between the controllers and various devices, has the following divisign of
roles and fuhctions.

e FEach-device and controller are designed to achieve a high degree of independence. [This
prevents the obstruction of development by devices and controllers (system) and falso
prevents controller malfunctions from impacting device operation.

e Operating data for each device is collected with the device acting as a server and the
controller as a client. To the extent that it does not interfere with device operation or data
security, devices actively disclose operating data and attempt to utilize it effectively in the
system. Controllers guarantee the external security of the data for each device.

e Aside from cases in which the controller restricts its own operation, each device in
principle operates independently and with no awareness of the controller. However, when
the controller generates an operation restricting device operation, devices manage it and,
in the case of a controller malfunction, independently remove the restriction to assure safe
operation.
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A.2| System entry, exit, registration and delétion

Thelexistence of each node is defined as follows within the domain. In this clause, entry

exit

app

State in which a node is conngcted to the network and communications is possible, i.e.|

app
acq

O O O T o

)
)
)
)
)

Re-
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When a single device is operated by a number of controllers, the system mus
designed to maintain consistency and to prevent hunting, etc.

Example 1: Use of a controller with proxy functions

A specific controller centrally manages the devices under its control and uses a p
function to display these devices to other controllers as virtual device objects, which

t be

roxy
can

be accessed by the other controllers. Thus, controller operations are issued to devices

after consistency is assured by a controller application having proxy functions.

Example 2. Use of a communications-lock-mechanism
g

By locking the communications channel of the device requiring consistency\fro
specific controller, it is possible to prevent the device from receiving commands
other controllers while the lock is active.

Group device actions (including linked operation) are managed by leontrollers wit
egard to devices.

jomain and therefore domain identification is not necessary at/the’application level.

ower-layer medium into the appropriate protocol difference absorption layer.

ication system level.

Entry

ication objects can be-‘accessed. Entry refers to this state. New entry refers to
wisition of a data link address, which involves five processes.

Node address determination

NodelD determination

NetlD determination

Data link.address determination

Broddgasting data link address to the domain

mn a
rom

nhout

nside the system, the range within which data can be communicated is treated as a

[he system design assumes a multi-access network. To ghable applications to percgive
he network as being multi-access, it should incorporatethe processing required for gach

and

concern the definition of a node’s reason for existence at the network level, while
regigtration and deletion concern the definition of a node’s reason for existence at

the

the
the

£ £ 4 4 H N | £11 Aot £ H + L 4 H
My TTTCTS  TU CTTICTIITy Wit TTOUTPTUTIIC Udta 1TTUTTT a PIecviUus Tty (1T, TITeThTy

data stored from before exit)

Exit

with

State in which a node is removed from the network (includes power-down) and in which
communication is impossible, i.e., Application objects cannot be accessed.

Registration

Act of storing given node application data and data link address in the system as sets of
defined APCs and APDs in the node profile. Application data are the set of existing AOJs, the
list of existing APCs for individual existing AOJ and unique identifier data which are uniquely
assigned for each node and stored in the each node’s memory.
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e Deletion

Act of deleting the node data and data link address from the system. Deleted from instance
list or linked data of some node. Unrelated to physical entry status.

A3

Confirming the node existence

It is sometimes desirable for various nodes to confirm or monitor the existence of a given
node. Possible reasons include the following:

Notification of node entry within the domain is performed by broadcasting!yAfter entry,
tion of managing whether or not exit has occurred is defined as {he communicatjons

fung
part
POSS
stat

It d
syst

When the nodes are in a mutual control relationship, necessitaling a change In co
when one of the nodes does not exist;

when there is an immediate need to detect an error, change control and display:it to
ser.

ner management function. The communications partner management function uses
ibility of communications to determine whether the communications partner node is
b of entry or exit with respect to the network. Management methods are below.

A managing the node performs arbitrary communications to.a managed node with arbif
iming and decides entry/exit status based on the response’received.

A\ managing node performs arbitrary communications’to a managed node with peri
iming and decides entry/exit status based on thesr€sponse received.

A\ managing node sets a communications definition for arbitrary property access with
bbjective of communications partner management with a managed node and dec]
bntry/exit status based on the results of this'‘communication.

A\ managing node decides entry/exit status based on the results of ordi

bartner management). It need_inot be the type of communication specified in
communications definition, suchyas notification or periodic communications.

pes not require the special type of communication called heartbeats. Each applica
em achieves the aforementioned objectives using one of the above methods.

htrol

the

the

the
in a

rary

odic

the
des

hary

communication with a managed nodetfi.e., not solely with the objective of communications

the

tion
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Annex B
(informative)

API functions

B.1  API function for transport and network layer

No

B.2[ API functions for application layer

B.21 General

B.2

basi
of tIe communication middleware from the viewpoint of the application software develqg
The

ass

spegified in this annex are prohibited.

The|basic API functions for other languages will be specified in the future.

B.2)2 Constant specifications

In this subclause, specifications of the constants to be used as labels of return values

dat
are

follgwing seven types:

(1)

specific API function is required.

describes the basic API function for application layer for C (ANSI) language.The d

basic APl functions to be specified for C language are based on the follo
mptions. This does not mean that the setting and use of functions other than tH

A\n 8-bit to 32-bit C-language-compatible microcomputer.

\n operating system such as Windows ™ 2 or pITRONy™ 3

g types are described. In subsequentisubclauses, the label names shown in this subclg
used to describe detailed functien specifications. Constants shown here are of

unction return value;

D type;

A\SC code;

ata type;

hccess rule;

communication middleware status;

pnnodncement specification at state transition.

ptail

c APls are specified because the specifications are intended to securejinterchangealbility

per.
ving
ose

and
use
the

Ikabel names are indicated for reference. If the correspondence is clear, other

label names may be usable. The respective details are shown below.
Function return values

EAPI_NO_ERROR : 0 (Success in processing)
EAPI_SYSCALL : 1 (System call error)
EAPI_NOMOREOPEN : 2 (Session-number over)

Windows™ is the trade name of a product supplied by Microsoft Inc. This information is given fo

r the

convenience of users of this document and does not constitute an endorsement by ISO or IEC of the product

named. Equivalent products may be used if they can be shown to lead to the same results.

UITRON is the specification of a real time operation system which was developed by the TRON project.

This

information is given for the convenience of users of this document and does not constitute an endorsement by
ISO or IEC of the product named. Equivalent products may be used if they can be shown to lead to the same

results.
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EAPI_NOTOPEN
EAPI_ILLEGAL_PARAM
EAPI_NOTFOUND
EAPI_NOTFOUND_NODE
EAPI_NOTFOUND_OBJ
EAPI_NOTFOUND_APC
EAPI_EXIST
EAPI_EXIST_NODE

— 55 —

: 3 (Session not opened or not started)
: 4 (lllegal parameter)

: 5 (Specified target not found)

: 50 (Control device not found)

: 51 (Control object not found)

: 52 (Control property not found)

: 6 (Specified target exists)

: 60 (Control device exists)

- 61 (Cantral abicet-avdata)

EARL EVICST OR 1
=7\t

LI ™7 A Y A N NI =4 = L v

EAPI_EXIST APC
EAPI_EXIST_MEMBER
EAP|_NORESOURCE
EAPI_NOCONDITION

—64H{Control-object-exists)
: 62 (Control property exists)
: 63 (Control element exists)
: 7 (Insufficient resource)

: 8 (Uncontrollable)

EAPI_NODELETE
EAPI_TIMEOUT
EAPI_DATASIZE_EROR
EAPI_NOTSEND
EAPI_MEMBER_APC
EAPI_NOTMEMBER_APC
EAPI_NOTFOUND_MNO
EAPI_MID_ERROR
EAPI_PRO_ERROR

: 9 (Delete disable)

: 10 (Communication timeout)

: 11 (Data size error)

: 12 (Data not sent)

: 13 (Array element property)

: 14 (No array-element property)

: 15 (Array-element not found)

: 16 {€ommunications Processing Block effror)

: 17 (Protocol difference absorption
processing block error)

: 18 (Low-order communication module error)

: 19 (No receive data)

: 20 (Other error)

EAPI_LOW_ERROR
EAPI_NORECEIVE
EAPI_ETC_ERROR
(2) ID types
APIVAL_NODE_KIND
APIVAL_EA_KIND

APIVAL_BROAD_KIND
(3) ASC codes

: 0 (Device ID)
: 1 (Data Link Address)
: 2 (Broadcast)

ASC_Sett : 0x60 (Request for writing a property value not requiring a
response)

ASC_SetC : 0x61 (Request for writing a property value requiring a
response)

ASC_Get : 0x62 (Request for reading a property value)

ASC_INF_REQ : 0x63 (Request for notifying a property value)

ASC_SetMI . 0x64 (Request for writing a property value of element
specification not requiring a response)

ASC_SetMC : 0x65 (Request for writing a property value of element
specification requiring a response)

ASC_GetM : 0x66 (Request for reading a property value element
specification)

ASC_INFM_REQ : 0x67 (Request for reporting a property value element
specification)

ASC_AddMI : 0x68 (Request for adding a property value element

specification requiring no response)
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ASC_AddMC : 0x69 (Request for adding a property value element
specification requiring a response)

ASC_DelMI : Ox6A (Request for deleting a property value element
specification requiring no response)

ASC_DelMC : Ox6B (Request for deleting a property value element
specification requiring a response)

ASC_CheckM : Ox6C (Request for checking a property value element
specification)

ASCASMSH —Ox6B-(Requestferaddingaproperty-value-element
requiring no response)

ASC_AddMSC : Ox6E (Request for adding a property value element
requiring a response)

ASC_Set Res : 0x71 (Response to a property value write)

ASC_Get_Res : 0x72 (Response to a property value read)

ASC_INF : 0x73 (Notice of a property value)

ASC_INF_AREQ
ASC_SetM_Res

ASC_GetM_Res

ASC_INFM
ASC_INFM_AREQ

ASC_AddM_Res

ASC_INF_Ares
ASC_DelM_Res

ASC_CheckM_Res
ASC_INFM>Ares

ASC, AddMS_Res
ASC Setl_SNA

ASC_SetC_SNA

: Ox77 (Notice of d'property value element specification
: 0x78 (Request.for confirming a property value elemen

: 0x79 (Response to a property value element specifica

: Ox7A (Response to a property value notification check
:(0x7B (Response to a property value element specificaft

: Ox7D (Response to a property value array specificatio

: OX7E (Response to a property value element addition)
: 0x50 (Negative response to a property value write

: 0x51 (Negative response to a property value write

: O0x74 (Request for confirming a. property value notificafion)
: Ox75 (Response to a propertyvalue element specificagion

write)

: Ox76 (Response to a property value element specificagion

read)

specification.notification)

on
addition)

on
deletion)

: Ox7C (Response to a property value element specificgtion

existence check)

—

notification check)

request)

ASC_Get_SNA
ASC_INF_SNA
ASC_SetMI_SNA
ASC_SetMC_SNA
ASC_GetM_SNA

ASC_INFM_SNA

request)

: 0x52 (Negative response to a property value read)
: 0x53 (Negative response to a property value notification)
: 0x54 (Negative response to a property value element

specification write)

: 0x55 (Negative response to a property value element

specification write)

: 0x56 (Negative response to a property value element

specification read)

: 0x57 (Negative response to a property value element

specification notification)
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(5)
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ASC_AddMI_SNA : 0x58 (Negative response to a property value element
specification addition)

ASC_AddMC_SNA : 0x59 (Negative response to a property value element
specification addition)

ASC_DelMI_SNA : Ox5A (Negative response to a property value element
specification deletion)

ASC_DelMC_SNA : Ox5B (Negative response to a property value element
specification deletion)

F-N=.VRY]
C

ASC ChaoclkhM _SNA OB C (Neaeaativia racnaonce-—to-a-nran 7o
OO OOV —OTNT Y oA T I CHathveTC SPOTSCtOTpProptity va

specification existence check)

ASC_AddMSI_SNA : 0x5D (Negative response to a property value element
addition)

ASC_AddMSC_SNA : Ox5E (Negative response to a property valué element

addition)
Data types

APIVAL_DATA_SCHAR
APIVAL_ DATA_SSHORT
APIVAL_ DATA_SLONG
APIVAL_ DATA_UCHAR
APIVAL_ DATA_USHORT
APIVAL_ DATA_ULONG
APIVAL_ DATA_NOTYPE

\ccess rule

APIVAL_RULE_SET
APIVAL_RULE_GET
APIVAL_RULE_ANNO
APIVAL_RULE_SETM
APIVAL_RULE_GETM
APIVAL_RULE_ADDM

APIVAL_RULE_DELM
APIVAL_RULE_CHECKM

APIVAL_RULE_ADDMS
APIVAL_RULE_ANNOM

: 0 (signed char)

: 1 (signed short)

: 2 (signed long)

: 3 (unsignéd char)
: 4 (unsigned short)
: 5 (unsigned long)
: 6(No data type)

: 0x0001 (Set)

: 0x0002 (Get)

: 0x0040 (Anno)

: 0x0100 (Element specification setting)

: 0x0200 (Element specification getting)

: 0x0400 (Request for adding an element
specification)

: 0x0800 (Request for deleting an element
specification)

: 0x1000 (Request for checking the existerce
of an element specification)

: 0x2000 (Request for adding an element)

: 0x4000 (Request for notifying an element

(6) Communication middleware status

MID_STS_STOP
MID_STS_INIT

MID_STS_RUN
MID_STS_APL_ERR
MID_STS_PRO_ERR

MID_STS_LOW_ERR

specification)

: 0 (Stop status)

: 1 (Initializing status, completion of initialize
processing)

: 2 (Normal processing status)

: 3 (Application error)

: 4 (Protocol difference absorption processing
block error)

: 5 (Low-order communications software error)

(7) Announcement specification at state transition


https://iecnorm.com/api/?name=e2fbbf637dee0f44f158b92e0a3676d3

B.2.3

APIVAL_ANNO_ON
APIVAL_ANNO_OFF

Detail API functions

- 58 - 14543-4-1 © ISO/IEC:2008(E)

: 1 (Announcement)
: 0 (No announcement)

The functions below enable the control of every AOJ with a small number of functions.

Table B.1 - List of basic API functions

No. Function name Name
1 rv':idopcnScoo;ull CUIIIIIIUII;bGt;UIIO PIUUGOO;IIH B:U\JII\ upclatiull Otal_t IUL{UUO: fullbt;\.}ll
2 | MidCloseSession Communications Processing Block operation end request function
3 || MidSetEA Data Link Address setting function
4 || MidGetEA Data Link Address set value getting function
5 || MidGetNodelD Device ID value getting function
6 | MidSetControlVal Communications Processing Block operation information setting
7 || MidGetControlVal Communications Processing Block operation information getting
8 || MidSetSendEpc . .
Send request function corresponding to\the’AOJ non-array property
MidExtSetSendEpc
9 || MidSetEpc ) )
AOJ non-array property data write request function (2)
MidExtSetEpc
10 || MidGetReceiveEpc
AOJ non-array property read request function (1)
MidExtGetReceiveEpc
11 || MidGetEpc AOJ non-array property read request function (2)
12 || MidSetSendCheckEpc AOJ non-array property data write check function
MidExtSetSendCheckEpc
13 || MidSetSendEpcM, AOQJ array property data write request function (1)
MidExtSetSendEpcM
14 || MidSetEpcM AOJ array property data write request function (2)
MidExtSetEpcM
15 || MidGetReceiveEpcM AOQJ array property data read request function (1)
MidExtGetReceiveEpcM
16 | MidGetEpcM AQJ array property data read request function (2)
17 || MidSetSendCheckEpcM AQJ array property data write check function
MidExtSet8endCheckEpcM
18 || MidGetReceiveCheckEpc Application Property data read check function
MidExtGetReceiveCheckEpc
19 || MidGetEpcSize Application Property size getting function
20 | MidGetEpcAttrib AOJ property attribute getting
21 | MidGetEpcMember AQJ array property array element information getting function
22 | MidCreateNode Control device additional creation function
23 | MidCreateObj AOQOJ additional creation function
24 | MidCreateEpc Non-array Application Property additional creation function
25 | MidCreateEpcM Array Application Property additional creation function
26 | MidAddEpcMember Array Application Property element addition (with element No.

specification) function
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No. Function name Name

27 | MidAddEpcMemberS Array Application Property element addition (without element No.
specification) function

28 | MidDeleteNode Control device deletion function

29 | MidDeleteObj AQJ deletion function

30 | MidDeleteEpc Application Property deletion function

31 | MidDeleteEpcMember Array Application Property specified element deletion function

32 | MidGetState Communications Processing Block status getting function

33 [MidSetRecvTargettist Data receipt notice target st vatid/imvatid-setting famnction

34 || MidAddRecvTargetList Data receipt notice target list addition function

35 || MidDeleteRecvTargetList Data receipt notice target list deletion function

36 | MidGetRecvTargetList Data receipt notice target list getting function

37 || MidStart Communications Processing Block initialization function

38 || MidReset Communications Processing Block initialization function

39 || MidInit Communications Processing Block initialization function

40 || MidInitAll Communications Processing Block initialization function

41 || MidRequestRun Communications Processing Block operation start function

42 || MidSuspend Communications Processing Block.suspension request function

43 || MidWakeUp Communications Processing Block operation restart request function

44 || MidSetSendMulti, Send request function cofresponding to the AOJ non-array property (Fpr

MidExtSetSendMulti multiple property control)

45 || MidGetReceiveMulti AOJ non-array preperty data read request function (3) (applicable to
multiple property-control)

46 || MidSetSecureContVal Secure communication data setup function

47 || Midstop Communication stop request function

48 || MidHalt Communication complete stop request function

49 || MidGetAddressTableDataSize lL.ower-layer communication software address table data size acquisitign
function

50 || MidGetAddressTableData Lower-layer communication software address table data acquisition
function

51 || MidSetMasterRouterklag Master router notification function

52 || MidGetHardwareAddress Hardware address data acquisition function

53 || MidGetReceiveCheckEpcMulti Multiple Application Property data readout check function

54 || MidGetDevID Lower-layer communication software installation information request
function

55 || MidGetLastSendError Last send error information acquisition function

B.2.3.1 MidOpenSession
(1) Name
MidOpenSession Communications Processing Block operation start request

function

(2) Function

Opens a session of the communication middleware.

(3) Syntax
long MidOpenSession(short MidNo)
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Explanation [Optional function]

Starts a session with the communication middleware specified in MidNo. When there is
only one communication middleware on the computer, always specify 0 in MidNo. When
more than one communication middleware exists on the computer, use MidNo to specify
the communication middleware to open the session. Use the Midlnit function or start
communication middleware in another way. Call this function before using any API
function other than the Midlnit function.

MidNo : [in] Communication middleware No.

3.2

®)

(6)

(7)

(1)

()

®)

(4)

Return value

EAPI_NO_ERROR : Success in opening

EAPI_SYSCALL : Communications Processing Block not started.
EAPI_NOMOREOPEN : Number of sessions over.

Structure

None

Notes/restrictions

If session open processing is already completed, execute this call and the previous
session will be automatically closed.

MidCloseSession

Name

MidCloseSession Communications Processing Block operation end request
function

Function

Closes an open session of the communication middleware.

Syntax

long MidCloseSession(void)

Explanation [Optional function]

Terminates all currently open sessions and releases all communication resources with
communication middleware. Usually, this processing is performed when the DLL is

detached from the process. Accordingly, this function does not need to be called. Thi

oY

®)

(6)

7)

function is called when it is necessary to terminate a session explicitly for some reason.

Return value

EAPI_NO_ERROR : Success in closing
EAPI_NOTOPEN : Non-start (Session not opened)
Structure

None

Notes/restrictions

None
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(1) Name
MidSetEA Data Link Address setting function

(2) Function

Sets the Data Link Address of the self-node and the Data Link Address of another device
under control on the self-node.

(3) Syntax
long MidSetEA(short node _id, short dev_id, short dla)

(4) Explanation [Optional function]

Sets the node_id of the self-node to 0. In other cases, this function indicates another
device under the control of the Communications Processing Block{Fhis function is uged
for data operations on the self-node. The function can be called"at any time during
setting of the Data Link Address.

node_id : [in] Device ID
dev_id : [in] Low-order communications software 1D

(Valid only for the self-node. When there is one type of low-order
medium, set this paraméter to 0.)

dla : [in] Setting Data Link\Address

(5) Return value

EAPI_NO_ERROR : Success in setting
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_ILLEGAL_PARAM : lllegal node_id or dev_id

(6) Structure

None

(7) Notes/restrictions

None

B.2.3.4 MidGetEA

(1) Name

MidGetEA Data Link Address set value acquisition function

(2) Function
Gets the set Data Link Address.

(3) Syntax
long MidGetEA(short node _id, short dev_id, short *dla)

(4) Explanation [Optional function]
Obtains the set value of the Data Link Address of the self-device or another device under
the control of the Communications Processing Block (only data operations on the self-
node).
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This function can be called at any time during acquisition of the Data Link Address.
node_id : [in] Device ID

dev_id : [in] Low-order communications software 1D

8(E)

(Valid only for the self-device. When there is one type of low-order

medium, setitto 0.)
dla : [out] Acquired Data Link Address

Return value

(6)

7)

B.23.5

(1)

()

®)

(4)

EAPI_NO_ERROR : Success in setting
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_ILLEGAL_PARAM : lllegal node_id

Structure

None

Notes/restrictions

None

MidGetNodelD

Name

MidGetNodelD Device ID_value acquisition function

Function

Gets a device ID.

Syntax
long MidGetMachinelD(short dla, short *node_id, short *dev_id)

Explanation [Optional function]

Obtains the device ID for which the specified Data Link Address is set. When multiplg
low-ordef media are mounted on the self-device, the lower-layer communication soft
ID is«also obtained. The function can be called at any time during or lower-layer
communication software ID acquisition.

vare

®)

(6)

dla : [in] Data Link Address
node_id : [out] Device ID save area
dUV_iUI . [Uut] LUW'UIUIUI bUIIIIIIuIIibdtiUI > bUﬁWdlc iD °2dVEC dlcd

(Valid for the self-device. When there is one type of low-order
medium, 0 is saved.)

Return value

EAPI_NO_ERROR : Success in setting
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_ILLEGAL_PARAM : llegal dla

Structure

None
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(7) Notes/restrictions

None

B.2.3.6 MidSetControlVal

(1) Name
MidSetControlVal Communications Processing Block operation information
setting function

LOW

(2)—Fumnction

Sets the operation information of the communication middleware.

(3) Syntax
long MidSetControlVal(MidControl *m_data)

(4) Explanation [Optional function]

Sets the operation information of the communication middleware being started. The
function can be called at any time during information setting.

m_data : [in] Communication middleware gperation information acquisitior]
area

(5) Return value

EAPI_NO_ERROR : Suceess in setting
EAPI_NOTOPEN “Non-start (Session not opened)
EAPI_ILLEGAL_PARAM : lllegal contents of data

(6) Structure
typedef  struct {

short  sync; [* each service transmission function synchronous
mode
0: Non-synchronization mode (A return is made form the

function before completion of a communication. At actua
completion of a communication, send enable status is
recognized by ObjWriteCheck() or ObjWriteCheckM().)

1: Synchronization (A return is made from the function aftef
transmission completion.)
2: Synchronization 2 (For services requiring a response, a

return is made from the function after completion of the
response.) */

bi IUIJI. byllb_t;lllcl, II* Syllb;llUlliLdt;Ull tiIIIUUUt VdiUU
(Valid unless sync is 0. The unitis 100 ms.)

When sync is 0, non-synchronization shall be selected.
*l

} MidControl;

(7) Notes/restrictions
In the case of no setting, the initial value shall be as follows:
sync : 0 (Non-synchronization)

sync_timer :0
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B.2.3.7 MidGetControlVal

(1) Name
MidGetControlVal Communications Processing Block operation information
acquisition function

(2) Function

Gets communication middleware operation information.

(3) Syntax
long MidGetControlVal(MidSetup *midset)

(4) Explanation [Optional function]

Obtains operation information of the communication middleware beingistarted. The
function can be called at any time during information acquisition.

Midset : [out] Operation information acquisition area

(5) Return value
EPAI_NO_ERROR : Success in acquisition
EAPI_NOTOPEN : Non-start (Session-hot opened)

(6) Structure
typedef  struct {
short  sync; /Seérvice transmission function synchronous mode */
short  sync_timer; /* Communication synchronization timeout value *
} MidControl;

(7) Notes/restrictions

None

B.2,3.8 MidSetSendEpc, MidExtSetSendEpc

(1) Name
MidSetSendEpc, MidExtSetSendEpc
The send request function corresponding to the AOJ
property

(2) Function

Writes data in non-array Application Property and transmits a service.

(3) Syntax
long MidSetSendEpc (short id_kind, short id, long saoj_code, short daoj_code,
short apc_code, short asc_code, const char * data, short size)
long MidExtSetSendEpc (short id_kind, short id, long saoj_code, short daoj_code,
short apc_code, short asc_code, const char * data, short size,
EXT_CONT *extcont)

(4) Explanation [MidExtSetSendEpc: Optional function]
MidSetSendEpc writes data into the Application Property specified by id, aoj_code and
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apc_code and transmits the service specified by asc_code. This function can be called at
any time at which data are to be written.

MidExtSetSendEpc has basically the same capabilities as MidSetSendEpc. However,
the former can exercise secure communication and other extended setup features over

the data it writes.
id_kind

APIVAL_NODE_KIND
APIVAL _EA_KIND

: [in] ID type
: 0 (Device ID)
- 1 (Data | ink Address)

®)

APIVAL_BROAD_KIND: 2 (Broadcast)

id : [in] Device ID, Data Link Address, or broadcast|type
saoj_code : [in] SAOJ (Only 3 low-order bytes are used.)
When SAOJ does not exist, set to -1.
daoj_code : [in] DAOJ (Only 3 low-order byteslare used.)
When WAOJ does not exist, set to -1.
apc_code : [in] APC (Only 1 low-order byte is used.)
asc_code : [in] ASC code
ASC_Setl : 0x60 (Request forwriting a property value not requiring a
response)
ASC_SetC : 0x61 (Request for writing a property value requiring a
response)
ASC_Get : 0x624Request for reading a property value)
ASC_Inf_Req :{0x63 (Request for notifying a property value)
ASC_INF : 0x73 (Notice of a property value)

ASC_INF_AREQ
data
size
extcont
Return'value
EAPI*NO_ERROR
EAPI_NOTOPEN

EAPI_ILLEGAL_PARAM

L EAPIL NOTFOUND APC - Properynotfound———— |
EAPI_DATASIZE_EROR

EAPI_NORESOURCE

EAPI_NOCONDITION
EAPI_MEMBER_APC
EAPI_NOTSEND
EAPI_TIMEPOUT

~0x74 (Property value notification check request)
: [in] Pointer to data contents
: [in] Data size

: [in] Secure communication option

: Success in setting
- Non-start (Session not opened)

: lllegal id_kind or asc_code

: lllegal write data size

. Insufficient resource
Only when id_kind is EA_KIND or
BROAD_KIND

: Uncontrollable property
: Array element property
: Data not sent

: Communication timeout (in the synchronous
communication mode)
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EAPI_ETC_ERROR : Specified extended communication feature
unexercisable

(6) Structure

None if the secure protocol is not implemented. In case of secure communication, see
below.

typedef struct{
short ext_hed; /* Code indicating the type of this structure

short cipher; /* Ciphering (method selection included

0x0000: No ciphering

0x0001: AES-CBC

0x0002—-0xFFFF: reserved for futufe use */
short authent; /* Access restriction leviel’selection
“authent” data format follows Figure B.1.

b15 | b14 | b13 | b12 | b11 | b10 | b9 | b8 | b7 | b6 | b5 | b4 | b3 | b2 \bT1 | b0

* * * * * * * * * * * * * * * *

Anonymous Levp

User Level

Service Provider|Level 1

Service Provider|Level 2

Service Provider|Level 3

Service Provider|Level 4

Service Providel Level 5

Service Provider Level 6

Service Provider|Level 7

Service Provider Level 8

Service Provider| Level 9

Service Providef Level 10

Service Providef Level 11

Service Providef Level 12

Service Providef Level 13

Maker Level
Figure B.1 — Configuration of authentification
short authentication /* Authentication process selection */
long makerKeylndex /* Maker key index */
short makerKeysize  /* Maker key size */
char makerKey /* Maker key storage area */
} EXT_CONT

(7) Notes

Array elements cannot be handled.
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B.2.3.9
(1)

()

MidSetEpc, MidExtSetEpc

Name
MidSetEpc, MidExtSetEpc ~ AQJ property data write request function

Function

Writes data in Application Property.

Writes data in non-array Application Property.

Syvatae
ek

(4)

©)

~J

short size)

long MidExtSetEpc (short id_kind, short id, long aoj_code, short apc_codeyconst cha
data, short size, EXT_CONT *extcont)

Explanation [MidExtSetEpc: Optional function]

MidSetEpc writes data into the Application Property specified.by id, aoj_code and
apc_code. This function can be called at any time at which data are to be written. It
provides the status notification service only when theldata written into the local devic

different from the previous data and the status chanhge notification process is enableq.

MidExtSetEpc has basically the same capabilities as MidSetEpc. However, the forme
can exercise secure communication and other extended setup features for data to bq
communicated externally when it provides the status notification service (only in
situations where the status change notification process is enabled).

id_kind : [in] ID type
APIVAL_NODE_KIND : 0 (Device ID)
APIVAL_EA KIND : 1 (Data Link Address)
id : fin} Device ID or Data Link Address
aoj_code :'[in] AOJ code (Only 3 low-order bytes are used.)
apc_code : [in] APC (Only 1 low-order byte is used.)
data : [in] Data setting
size : [in] Data size
ex{cont : [in] Secure communication option

Return value

long MidSetEpc (short id_kind, short id, long aoj_code, short apc_code, const char* cliata,

—

=

(6)

EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NOTFOUND_APC : Property not found

EAPI_MEMBER_APC : Array element property
EAPI_DATASIZE_EROR : lllegal data size

EAPI_ILLEGAL_PARAM : lllegal id_kind

EAPI_ETC_ERROR : Specified extended communication feature

unexercisable

Structure
None if the secure protocol is not implemented.. In case of secure communication, be

typedef struct{

low.
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short ext_hed; /* Code indicating the type of this structure
0x0001: Secure communication specified */
short cipher; /* Ciphering (method selection included)
0x0000: No ciphering
0x0001: AES-CBC
0x0002-0xFFFF: reserved for future use */
short authent; /* Access restriction level selection
“authent” data format follows Figure B.1.

(7)

3.10

(1)

MidGetReceiveEpc, MidExtGetReceiveEpc

Notes

Array elements cannot be handled.

Name

MidGetReceiveEpc, MidExtGetReceiveEpc
AOJ non-array property datasread request function (1)

Function

Reads data of received non-array Application Property.

Syntax

long MidGetReceiveEpc(short id_kind, short id, long aoj_code, short apc_code,
short buff_size, short asc_code, char*data, short *data_size, , long *aoj_code2)

long MidExtGetReceiveEpc(shortid. kind, short id, long aoj_code, short apc_code,
short buff_size, short asc_code, char* data, short *data_size, , long *aoj_code2,
EXT_CONT *extcont)

Explanation [MidExtGetReceiveEpc: Optional function]

|

MidGetReceiveEpc reads received data about the Application Property specified by i
aoj_code and apc_code. This function can be called whenever the data is to be read

MidExtGétReceiveEpc has basically the same capabilities as MidGetReceiveEpc.
However, the former can handle he reading of data for which secure communication pr
other extended setup features is enabled.

id_kind : [in] ID type

APIVAL_NODE_KIND : 0 (Device ID)
APIVAL_EA_KIND : 1 (Data Link Address)

id : [in] Device ID or Data Link Address

aoj_code : [in] SAOJ (Only 3 low-order bytes are used; -1 when the code does
not exist.)
(-1 for a request for an extended message, such as an unanalyzed
secure communication message)

apc_code : [in] APC (Only 1 low-order byte is used; -1 when the code does not
exist.)
(-1 for a request for an extended message, such as an unanalyzed
secure communication message)

buff_size : [in] Area size
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asc_code : [in] ASC code save area (Only 1 low-order byte is used; -1 when the
code does not exist.)
(-1 for a request for an extended message such as an unanalyzed
secure communication message)

data : [out] Data contents save area
data_size : [out] Data read size
aoj_code2 : [out] SAOJ or DAOJ on communication

Only 3 high-order bytes are used; -1 when the code does not exist.

(If “aoj_code2” exists, aoj_code specifying the AOJ of another nofde
serves as a communication DAOJ and aoj_code specifyingthe AOJ
of the local node serves as a communication SAQJ.)

extcont : [out] Extended communication option

(5) Return value

EAPI_NO_EROR : Success in reading

EAPI_NOTOPEN : Non-start (Session notlopened)
EAPI_ILLEGAL_PARAM : lllegal id_kind

EAPI_NOTFOUND_APC : Property not found

EAPI_NORECEIVE : No data received

EAPI_MEMBER_APC : Array element property
EAPI_DATASIZE_EROR : lllegal'data size

EAPI_ETC_ERROR : Specified extended communication feature

ynexercisable

(6) Structure
None if the secure protocal is not implemented.. In case of secure communication, bglow.

typedef struct{
short ext_hed; /* Code indicating the type of this structure
0x0001: Secure communication specified */
short cipher; /* Ciphering (method selection included)
0x0000: No ciphering
0x0001: AES-CBC
0x0002—-0xFFFF: reserved for future use */

short authent; /* Access restriction level selection
“authent” data format follows Figure B.1.
short authentication /* Authentication process selection */
long makerKeylndex /* Maker key index */
short makerKeysize  /* Maker key size */
char makerKey I* Maker key storage area */

} EXT_CONT

(7) Notes

The array element specification cannot be read.

B.2.3.11 MidGetEpc

(1) Name
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MidGetEpc

Function

Request to read data from non-array Application Property regardless of reception/no

reception.

Syntax
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14543-4-1 © ISO/IEC:2008(E)

long MidGetEpc (short id_kind, short id, long aoj_code, short apc_code, short buff_size,

char* data, short *data_size)

(4)

®)

(6)

Explanation

Obtains the current status of the Application Property specified in id, aoj_code and
apc_code under the control of the Communications Processing Block. THis function ¢
be called at any time during status reading. The current status can be_obtained

regardless of reception/no reception.

id_kind : [in] ID type

APIVAL_NODE_KIND
APIVAL_EA_KIND

: 0 (Device ID)
: 1 (Data Link Address)

id : [in] Device ID or Data Link Address

aoj_code : [in] AOJ code (Only 3 low<0rder bytes are used.)
apc_code : [in] APC (Only 1 low-order’byte is used.)
buff_size : [in] Area size

data : [in] Data contents, save area

data_size : [in] Data read'size

Return value
EAPI_NO_EROR
EAPI_NOTOPEN
EAPI_NOTFOUND_APC
EAPI_MEMBER_APC
EAPI_ILLEGAL _PARAM
EARIXNOCONDITION
EAPI_DATASIZE_EROR

Structure

: Success in reading

: Non-start (Session not opened)
: Property not found

: Array element property

: lllegal id_kind

: Uncontrollable property

: Data size error

7)

B.2.3.12

(1)

)

Norne

Notes

The array element specification cannot be read.

MidSetSendCheckEpc, MidExtSetSendCheckEpc

Name
MidSetSendCheckEpc

Function

AOJ non-array property data read check function

Checks if data is written to the non-array Application Property.
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(3) Syntax

long MidSetSendCheckEpc (short id_kind,short id, long aoj_code, short apc_code)

long MidExtSetSendCheckEpc (short id_kind,short id, long aoj_code, short apc_code,

EXT_CONT *extcont)

(4) Explanation

Checks whether or not data can be written into the Application Property specified in id,

aoj_code and apc_code. This function can be called at any time during data writability

(6) Structure

is not yet transmitted.

id_kind : [in] ID type

APIVAL_NODE_KIND : 0 (Device ID)

APIVAL_EA KIND : 1 (Data Link Address)

id : [in] Device ID or Data Link Address

aoj_code : [in] AOJ code (Only 3 low-order bytes ar€ used.)
apc_code : [in] APC (Only 1 low-order byte is used.)
extcont : [in] Extended communication option

(5) Return value

EAPI_NO_ERROR : Write-énable

EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_ILLEGAL_PARAM ; llegal id_kind

EAPI_NOTFOUND_APC : Property not found

EAPI_NOTSEND : Transmission waiting status
EAPI_MEMBER_APC : Array element property

EAPI_NORESOURCE : Insufficient resources

EAPI_NOCONDITION : Write disable property
EAPI_ETC_NOCONDITION : Property that cannot be written by the specified

check. In the case ot write disable, the contents previously written shall include data hat

extended communication feature

None if the secure protocol is not implemented.. In case of secure communication, bejow.

typedef struct{
short ext_hed; /* Code indicating the type of this structure
0x0001: Secure communication specified */
short cipher; /* Ciphering (method selection included)
0x0000: No ciphering
0x0001: AES-CBC
0x0002-0xFFFF: reserved for future use */
short authent; /* Access restriction level selection
“authent” data format follows Figure B.1.
short authentication /* Authentication process selection */
long makerKeylndex /* Maker key index */

short makerKeysize  /* Maker key size */
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char makerKey /* Maker key storage area */
} EXT_CONT
(7) None
B.2.3.13 MidSetSendEpcM, MidExtSetSendEpcM

(1) Name
MidSetSendEpcM, MidSetSendEpcM

The send request function r‘nrrpepnnding to the AQ. array

property

(2) Function

Data is written in an array Application Property using an element specification and a
service is transmitted.

(3) Syntax
long MidSetSendEpcM(short id_kind, short id, long saoj_code; short daoj_code, short
apc_code, short asc_code, short member—no, const char* data, short dize)

long MidExtSetSendEpcM(short id_kind, short id, long-saoj_code, short daoj_code, ghort
apc_code, short asc_code, short. member_no, const char* data, short gize,

EXT_CONT *extcont)

(4) Explanation [Optional function]
MidSetSendEpcM writes data into the “member_no”-specified element of the Application
Property specified by id, aoj_code-and apc_code and transmits the “asc_code”-specified
service.
This function can be called at any time during data writing. The element is validated ypon
completion of writing:
MidExtSetSendEpcM has basically the same capabilities as MidSetSendEpcM. Howegver,
the former can exercise the secure communication feature for the data it writes.

id_kind :[in] ID type
APIVAL"NODE_KIND : 0 (Device ID)
ARIWAL_EA KIND : 1 (Data Link Address)
APIVAL_BROAD_KIND : 2 (Broadcast)
id : [in] Device ID, Data Link Address, or broadcast address
Ssauj_tode i SASIOnty-Stow-orderbytesareused:)
When SAOJ does not exist, set to -1.
daoj_code : [in] DAOJ (Only 3 low-order bytes are used.)
When DAOJ does not exist, set to -1.
apc_code : [in] APC (Only 1 low-order byte is used.)
asc_code : [in] ASC code
ASC_SetIM . 0x64 (Request for writing a property value of an
element specification not requiring a response)
ASC_SetCM : 0x65 (Request for writing a property value of an

element specification requiring a response)
ASC_GetM . 0x66 (Request for reading a property value of an
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element specification)

®)

ASC_INFMReq : 0x67 (Request for notifying a property value of an
element specification)

ASC_AddMI : 0x68 (Request for adding a property value of an
element specification not requiring a response)

ASC_AddMC : 0x69 (Request for adding a property value of an
element specification requiring a response)

ASC_DelMI : OxBA (Request for deleting a property value of an
element specification not requiring a response

ASC_DelMC : 0x6B (Request for deleting a property valueof gn
element specification requiring a respaonse)

ASC_CheckM : 0x6C (Request for checking a property of an
element specification)

ASC_AddMI : 0x6D (Request for adding.an:element specificdtion
not requiring a response)

ASC_AddMC . Ox6E (Request for adding an element specificgtion
requiring a response)

ASC_INFM : 0x77 (Notice‘of a property value of an element

ASC_INFM_AREQ

member_no : [in] Element No¢(0 to OXFFFE)
data : [in] Setup data

size : [in] Data size

extcont : [in].Extended communication option

Return value
EAPI_NO_ERROR
EAPI_NOTOPEN
EAPI_ILLEGAL_PARAM
EAPINOTFOUND_APC
EAPI_DATASIZE_EROR
EAPI_NORESOURCE

Only when id kind is EA KIND or BROAD KIND

: 0x78(Request for checking the notification of a

: Success in setting

: Non-start (Session not opened)
: lllegal id_kind or asc_code

: Property not found

: lllegal write data size

: Insufficient resources

specification)

property value of element specification)

(6)

EAPI_NOCONDITION
EAPI_NOT_MOBJECT
EAPI_NOTFOUND_MNO
EAPI_NOTSEND
EAPI_TIMEOUT
EAPI_ETC_ERROR

Structure

: Uncontrollable property

: No array element property

: Specified array element not found

: Data not sent

: Communication timeout (for synchronization only)

: Specified extended communication feature
unexercisable

None if the secure protocol is not implemented.. In case of secure communication, below.
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typedef struct{
short ext_hed; /* Code indicating the type of this structure
0x0001: Secure communication specified */
short cipher; /* Ciphering (method selection included)
0x0000: No ciphering
0x0001: AES-CBC
0x0002—-0xFFFF: reserved for future use */

(7)

3.14

(1)

(@)

(3)

MidSetEpcM, MidExtSetEpcM

short authent; /* Access restriction level selection
“authent” data format follows Figure B.T.
short authentication /* Authentication process selection ¥/
long makerKeylndex /* Maker key index */
short makerKeysize  /* Maker key size */
char makerKey /* Maker key storage area */

} EXT_CONT

Notes

Write is disabled except for array element specification,

MidSetEpcM, MidExtSetEpcM

Name

AOQJ array property data write request function (2)

Function

Writes data in array ApplicationiProperty using an element specification.

Syntax
long MidSetEpcM(short id_kind, short id, long aoj_code, short apc_code,
shart member_no, char* data, short size)

long MidExtSetEpcM(short id_kind, short id, long aoj_code, short apc_code,
short member_no, char* data, short size, EXT_CONT *extcont)

Explanation (Optional function)

MidSetEpcM writes data into the “member_no”-specified element of the Application
Property specified by id, aoj_code and apc_code. This function can be called at any {ime

at which data are to be written.

It provides the status notification service only when the data written into the local device
is different from the previous one and the status change notification process is enabled.
MidExtSetEpcM has basically the same capabilities as MidSetEpcM. However, the
former can exercise the secure communication feature for data to be communicated

externally.

id_kind : [in] ID type

APIVAL_NODE_KIND : 0 (Device ID)
APIVAL_EA_KIND : 1 (Data Link Address)
id : [in] Device ID or Data Link Address

aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)
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apc_code : [in] APC (Only 1 low-order byte is used.)
member_no : [in] Element No. (0 to OXFFFE)

data : [in] Setup data

size : [in] Data size

extcont : [in] Extended communication option

(5) Return value

EAPI_NO_ERROR : Success in setting

— CAPT NOTOPEN —Norm=start{Sessiom ot opened)
EAPI_NOTFOUND_APC : Property not found
EAPI_NOT_MOBJECT : No array element property
EAPI_NOTFOUND_MNO : Specified array element not found
EAPI_DATASIZE_EROR : lllegal data size
EAPI_ILLEGAL_PARAM : lllegal id_kind
EAPI_ETC_ERROR : Specified extended communication feature

unexercisable

(6) Structure
None if the secure protocol is not implemented.. In-case of secure communication, bejow.

typedef struct{
short ext_hed; /* Codefindicating the type of this structure
0x0004: Secure communication specified */
short cipher; /* Ciphering (method selection included)
0x0000: No ciphering
0x0001: AES-CBC
0x0002—-0xFFFF: reserved for future use */

short authent; /* Access restriction level selection

“authént” data format follows Figure B.1.

short authentication /* Authentication process selection */

fong makerKeylndex /* Maker key index */

short makerKeysize  /* Maker key size */

char makerKey /* Maker key storage area */
HEXT_CONT

(Z) Notes

Wirita ic dicahlad - excant for arravalamant snacification
W HEIS-GHSaRrE6-EX6e p+oaHay-e1emeRt+SpecHHcatHoR-

Element is validated upon completion of writing.

B.2.3.15 MidGetReceiveEpcM

(1) Name
MidGetReceiveEpcM AOQJ array property data read request function (1)

(2) Function

Reads element specification data of the received array Application Property.
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(3) Syntax
long MidGetReceiveEpcM (short id_kind, short id, long aoj_code, short apc_code,
short member_no, short buff_size, short *asc_code, char* data, short *data_size, long
*aoj_code2)

(4) Explanation [Optional function]

Reads the receive data of the array element of member_no of the Application Property
specified in id, aoj_code and apc_code. This function can be called at any time during

received data Teading:

id_kind : [in] ID type
APIVAL_NODE_KIND : 0 (Device ID)
APIVAL_EA_KIND : 1 (Data Link Address)
id : [in] Device ID or Data Link Address
aoj_code : [in] AOJ code (Only 3 low-order bytes are used)
apc_code : [in] APC (Only 1 low-order byte is used.)
member_no : [in] Element No. (0 to OXFFFE)
buff_size : [in] Area size
asc_code : [out] EVS code save area
data : [out] Data contents save ared
data_size : [out] Read data size
aoj_code2 : [out] SAOJ or DAOJ.on_.communication

Only 3 low-order bytes are used.\lfithe code does not exist, set to -1.

(5) Return value

EAPI_NO_EROR : Success in reading
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_ILLEGAL_PARAM : lllegal id_kind
EAPI_NOTFOUND APC : Property not found
EAPI_NORECEIVE : No received data
EAPI_NOTSMOBJECT : No array element property
EAPI_NOTFOUND_MNO : Specified array element not found
EARINDATASIZE_EROR : lllegal data size

(7)>.Notes

Read is disabled except for array element specification.

idGetFpc

(1) Name
MidGetFpcM AOQJ array property data read request function (2)
(2) Function

Gets data from non-array Application Property regardless of reception/no reception.

(3) Syntax
long MidGetEpcM (short id_kind, short id, long aoj_code, short apc_code,
short member_no, short buff_size, char* data, short *data_size)
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(4) Explanation [Optional function]

Gets current status of the element of member_no of the Application Property specified in
id, aoj_code and apc_code. This function can be called at any time during status reading.

The current status can be obtained regardless of reception/no reception.

id_kind : [in] ID type
APIVAL_NODE_KIND : 0 (Device ID)
APIVAL_EA_KIND : 1 (Data Link Address)
id : [in] Device ID or Data Link Address
aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)
apc_code : [in] APC (Only 1 low-order byte is used.)
member_no : [in] Element No. (0 to OXFFFE)
buff_size : [in] Area size
data : [out] Data contents save area
data_size : [out] Read data size

(5) Return value

EAPI_NO_ERROR : Success in acquisition
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NOTFOUND_APC : Property noffound
EAPI_NOT_MOBJECT : No array,element property
EAPI_NOTFOUND_MNO : Specified array element not found
EAPI_ILLEGAL_PARAM :dllegal id_kind
EAPI_NOCONDITION “Uncontrollable property
EAPI_DATASIZE_EROR : Data size error

(6) Structure
None

(7) Notes

Read is disabled except for array element specification.

B.2[3.17 MidSetSendCheckEpcM, MidExtSetSendCheckEpcM

(1) Name
MidSetSendCheckEpcM, MidExtSetSendCheckEpcM
Function for checking a data write into an AOJ array

nropert\y
g L

(2) Function

Checks if data is written into array Application Property.

(3) Syntax
long MidSetSendCheckEpcM (short id_kind,short id, long aoj_code, short apc_code,
short member_no)

long MidExtSetSendCheckEpcM (short id_kind,short id, long aoj_code, short apc_code,
short member_no, EXT_CONT *extcont)

(4) Explanation [Optional function]
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Checks whether or not data can be written to the array element of member_no of the
Application Property specified in id, aoj_code and apc_code. The function can be called
at any time of data write check. In the case of data write disable, the contents previously
written may remain non-transmitted.

id_kind : [in] ID type
APIVAL_NODE_KIND : 0 (Device ID)
APIVAL_EA_KIND : 1 (Data Link Address)
id : [in] Device ID or Data Link Address
aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)
apc_code : [in] APC (Only 1 low-order byte is used.)
member_no : [in] Element No. (0 to OXFFFE)
extcont : [in] Extended communication option

(5) Return value

EAPI_NO_ERROR : Write enable

EAPI_NOTOPEN : Non-start (Session notopened)
EAPI_ILLEGAL_PARAM : lllegal id_kind

EAPI_NOTFOUND_APC : Property not*found

EAPI_NOTSEND : Transmission waiting status
EAPI_NOT_MOBJECT : No array element property
EAPI_NOTFOUND_MNO : Specified array element not found
EAPI_NORESOURCE 7Insufficient resources

EAPI_NOCONDITION : Write disable property

EAPI_ETC_NOCONDITION : Property that cannot be written into by the spedified

extended communication feature

(6) Structure
None if the secure protocol is not implemented.. In case of secure communication, bejow.

typedef struct{
short ext_hed; /* Code indicating the type of this structure
0x0001: Secure communication specified */
short cipher; /* Ciphering (method selection included)
0x0000: No ciphering
0x0001: AES-CBC

0x0002—-0xFFFF: reserved for future use */

short authent; /* Access restriction level selection
“authent” data format follows Figure B.1.
short authentication /* Authentication process selection */
long makerKeylndex /* Maker key index */
short makerKeysize  /* Maker key size */
char makerKey /* Maker key storage area */

} EXT_CONT

(7) Notes

None
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B.2.3.18

(1)

()

®)

MidGetReceiveCheckEpc, MidExtGetReceiveCheckEpc

Name

MidGetReceiveEpcCheck Application Property data read check function

Function

Checks received Application Property.

Syntax

(4)

long MidGetReceiveEpcCheck (short buff_num, short *id_kind, short *id, | short *DLA,
ong *aoj_code, short *apc_code, short *asc_code,short *member no,
short *out_num)

long MidExtGetReceiveEpcCheck (short buff_num, short *id_kind, short fid, | short *[DLA,
ong *aoj_code, short *apc_code, short *asc_code,shortfméember_no,
short *out_num)

Explanation [Optional function]

MidGetReceiveCheckEpc searches all device objects andlists received APCs in the
order of reception. This function can be called whenever a reception check is to be
performed.

MidExtGetReceiveCheckEpc has basically the,same capabilities as
MidGetReceiveCheckEpc. However, the.fofmer can list received messages for which
secure communication or other extended features are enabled. This function can be
called whenever a reception check-is’to be performed.

buff_num : [in] Maximum number of listed elements

id_kind : [out] Pointer specifying the save area for the code that indicates the devicg ID
type

id . [out] Pointer specifying the save area of the device ID (-1: No ID
management)

DLA : [out] Data Link Address

aoj_code : [out] AOJ code (Only 3 low-order bytes are used.)

For checking unanalyzed secure message receptions, -1 is saved.
apc_code : [out] Received object APC save area (Only 1 low-order byte
is used.)

For checking unanalyzed secure message receptions. -1 is saved.

®)

asc_code - [ouf[ AST code save area
For checking unanalyzed secure message receptions, -1 is saved.
member_no : [out] Array element No. save area
For a non-array element object or for checking unanalyzed secure
message receptions, -1 is saved.
out_num : [out] Listed number save area

Return value

EAPI_NO_ERROR : Success in list-up

EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_ILLEGAL_PARAM : lllegal buff_num (exceeding the maximum listed


https://iecnorm.com/api/?name=e2fbbf637dee0f44f158b92e0a3676d3

- 80 - 14543-4-1 © ISO/IEC:2008(E)

number)

(6) Structure

None

(7) Note

When buff_num < out_num, received data exists that is not listed. The maximum listed
number is 100 (this number is not specified).

(1) Name

MidGetEpcSize Application Property size acquisition function

(2) Function
Gets data size of Application Property.

(3) Syntax
long MidGetEpcSize short id_kind, short id, long aoj_code, short apc_code,
short *size, short *mem_num)

(4) Explanation [Optional function]

Obtains data size of the Application Propetty ‘specified in id, aoj_code and apc_code
This function can be called at any timg_during acquisition.

id_kind : [in] ID type
APIVAL_NODE_KIND : 0 (Device ID)
APIVAL_EA KIND : 1 (Data Link Address)
id : [in].Device ID or Data Link Address
aoj_code : in}AOJ code (Only 3 low-order bytes are used.)
apc_code *[in] APC (Only 1 low-order byte is used.)
size : [out] Property data size (number of bytes) save area
In.the case of an array element property, the number of bytes of each element |s
saved.
mem’_num : [out] Array element number save area

For the normal property, mem_num is fixed at 1.

(5) Return value

EAPI_NO_ERROR : Success in acquisition
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NOTFOUND_APC : Property not found
EAPI_ILLEGAL_PARAM : lllegal id_kind

(6) Structure

None

(7) Notes

None
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B.2.3.20

(1)

()

®)

MidGetEpcAttrib

Name

MidGetEpcAttrib Application Property attribute acquisition function

Function

Gets property attribute of device object.

Syntax

(4)

long MidGetEpcAttrib (short id_kind, short id, long aoj_code, short apc_code,
short *data_type,short *rule, short *data_size)

Explanation [Optional function]

Each property attribute of the AOJ specified in id, aoj_code and apc_code is obtained.

id_kind : [in] ID type
APIVAL_NODE_KIND
APIVAL_EA KIND

: 0 (Device ID)
: 1 (Data Link Address)

id : [in] Device ID or Data Link Address

aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)
apc_code : [in] APC (Only 1 low-orderbyte is used.)
data_type : [out] Data type acquisition/area

APIVAL_DATA_SCHAR
APIVAL_ DATA_SSHORT
APIVAL_ DATA_SLONG
APIVAL_ DATA_UCHAR
APIVAL_ DATA_USHORT
APIVAL_ DATA ULONG
APIVAL_ DATA NOTYPE

rule : [out] Access rule acquisition area (All that are processed are OR¢d

values.)
APWAL_RULE_SET
APIVAL_RULE_GET
APIVAL_RULE_SETM
APIVAL_RULE_GETM
APIVAL RULE ADDM

10, (signed char)

. 1 (signed short)

: 2 (signed long)

: 3 (unsigned char)
: 4 (unsigned short)
: 5 (unsigned long)
: 6 (No data type)

: 0x0001 (Set)
: 0x0002 (Get)
: 0x0100 (Element specification setting)
: 0x0200 (Element specification getting)

: 0x0400 (Element specification addition requ

pst)

®)

APIVAL_RULE_DELM
APIVAL_RULE_CHECKM

: 0x0800 (Element specification deletion requ

request)

data_size : [out] Data size acquisition area

In the case of an array element object, each element size is saved.

Return value

EAPI_NO_ERROR : Success in acquisition
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NOTFOUND_APC : Property not found

EAPI_ILLEGAL_PARAM : lllegal id_kind

est)

: 0x1000 (Element specification existence check
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(6) Structure

None

(7) Notes

None

B.2.3.21 MidGetEpcMember

(1) Name

MidGetEpcMember AUJ array property array element acquisition Tuncton

(2) Function

Gets array element object information.

(3) Syntax
long MidGetEpcMember (short id_kind, short id, long aoj_code,,short apc_code, shoft
buff_size,short “member_no short *member_num; short *data_size)

(4) Explanation [Optional function]
Obtains the number of array elements, element data.size and each array element
number of the array element Application Property.specified in id, aoj_code and apc_gode
according to buff_size. This function can be<alled at any time during acquisition.

id_kind : [in] ID type
APIVAL_NODE_KIND : 0.(Device ID)
APIVAL_EA KIND . 1 (Data Link Address)
id : [in] DevicedD or Data Link Address
aoj_code : [in] AOdcode (Only 3 low-order bytes are used.)
apc_code : [in] APC (Only 1 low-order byte is used.)
buff_size ~[in] Number of element numbers that can be saved
member_no : [out] Element No. save area
member_natm : [out] Element-number save area
data_size : [out] Element data size

(5) Return value

EAPI_NO_ERROR : Success in acquisition
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NOTFOUND_APT ~Property not found
EAPI_NOT_MOBJECT : No array element property
EAPI_ILLEGAL_PARAM : lllegal id_kind

(6) Structure

None

(7) Notes

When buff_size < number_num, an array element has not yet been obtained.
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B.2.

iven

3.22 MidCreateNode

(1) Name
MidCreateNode Control device additional creation function

(2) Function
Additionally creates another device to be controlled by the Communication Middleware.

(3) Syntax
long MidCreateNode(short dla_code, short *node_id)

(4) Explanation [Optional function]
Creates another new device using the specified DLA code (only data operations on the
self-node). A device ID that is not a duplicate of any existing device israutomatically g
to the Communication Middleware.
dla_code : [in] Setting Data Link Address code
node_id : [out] Created device ID save area

(5) Return value
EAPI_NO_ERROR : Success in creation
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NORESOURCE : Insufficient'resources
EAPI_EXIST_NODE : Device.with a specified DLA exists

(6) Structure
None

(7) Notes
None

3.23 MidCreateObj

(1)

()

Name
MidCreateObj AOJ additional creation function

Eunction
Creates additional AOJ.

[©)

(4)

®)

Syntax
long MidCreateObj (short node _id, long aoj_code,)

Explanation [Optional function]

Creates an AOJ specified in node_id and aoj_code (only data operations on the self-
node). The specified device must already exist.

This function can be called at any time during AOJ creation.
node_id : [in] Device ID

aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)

Return value
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EAPI_NO_ERROR : Success in creation
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NORESOURCE : Insufficient resources
EAPI_EXIST_OBJ : Specified object exists
EAPI_NOTFOUND_NODE : Specified control device not found
(6) Structure
None
(7) Notes
None

3.24

(1)

)

@)

(4)

MidCreateEpc, MidCreateExtEpc

Name

MidCreateEpc, MidCreateExtEpc
Non-array Application Property-additional creation func

Function

Creates an additional Application Property.

Syntax

long MidCreateEpc (short node_id, long:aoj _code, short apc_code, short data_type,
short rule, short anno, shert'data_size)

fion

long MidCreateExtEpc (short nodé_ \id, long aoj_code, short apc_code, short data_type,

short rule, short anno, short data_size, EXT_APC *extepc)

Explanation [Optional function]

MidCreateEpc creates-the Application Property specified by node_id, aoj_code and
apc_code in a specified device and specified AOJ. The specified device and specifie
object must exist. This function can be called whenever the Application Property is to
created.

MidCreateExtEpc has basically the same capabilities as MidCreateEpc. However, thé

farmer function sets extended property information.

be

node_id : [in] Device ID
aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)
ape—cede finrfARCAOnly-1How-orderbyteisused:}
data_type : [in] Data type
APIVAL_DATA SCHAR : 0 (signed char)
APIVAL_DATA_SSHORT : 1 (signed short)
APIVAL _DATA_SLONG : 2 (signed long)
APIVAL_ DATA_UCHAR : 3 (unsigned char)
APIVAL DATA USHORT : 4 (unsigned short)
APIVAL _DATA ULONG : 5 (unsigned long)
APIVAL_ DATA_NOTYPE : 6 (No data type)
rule : [in] Access rule (Of the following rules, some that are processed are

ORed.)
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APIVAL_RULE_SET : 0x0001 (Set)
APIVAL_RULE_GET : 0x0002 (Get)
APIVAL_RULE_ANNO : 0x0040 (Anno)
anno : [in] Announcement/non-announcement at state change (Valid for the
self-device.)
APIVAL_ANNO_ON : 1 (Announcement)
APIVAL_ANNO_OFF : 0 (No announcement)
data_size : [in] Data area size (number of bytes)
extepc : [in] Extended property information setup area for secure

communication or similar feature

(5) Return value

EAPI_NO_ERROR : Success in acquisition

EAPI_NOTOPEN : Non-start (Session not,opened)
EAPI_NORESOURCE . Insufficient resources
EAPI_EXIST_APC : Property exists
EAPI_NOTFOUND_NODE : Control devi¢e)not found
EAPI_NOTFOUND_OBJ : Control object not found
EAPI_ILLEGAL_PARAM : lllegal data_type, rule, anno, or data size

(6) Structure
None if the secure protocol is not implemgented.. In case of secure communication, bejow.
typedef struct{

short ext_hed; /* Code indicating the type of this structure
0x0001: Secure communication specified */
short cipher; /* Ciphering (method selection included)

0x0000: No ciphering

0x0001: AES-CBC

0x0002—-0xFFFF: reserved for future use */

short authent; /* Access restriction level selection
“authent” data format follows Figure B.1.
short authentication /* Authentication process selection */
long makerKeylndex /* Maker key index */
short makerKeysize  /* Maker key size */
char makerKey /* Maker key storage area */

} EXT_CONT

(7) Notes
Addition of array Application Properties is not possible.
B.2.3.25 MidCreateEpcM, MidCreateExtEpcM
(1) Name

MidCreateEpcM, MidCreateExtEpcM
Array Application Property additional creation function

(2) Function

Creates an array Application Property.
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Syntax

long MidCreateEpcM (short node_id, long aoj_code, short apc_code, short data_type,
short rule, short anno, short data_size, short member_no)

long MidCreateExtEpcM (short node_id, long aoj_code, short apc_code, short data_type,
short rule, short anno, short data_size, short member_no, EXT_APC
*extepc)

Explanation [Optional function]

MidCreateEpcM creates the one-element array element Application Property specifigd by
node_id, aoj_code and apc_code in a specified device and specified object. The
specified device and specified object must exist. This function can be called atlany time

®)

when an array element property is to be created.
MidCreateExtEpcM has basically the same capabilities as MidCreateEpcM. Howevel, the
former function sets extended property information.
node_id : [in] Device ID
aoj_code : [in] AOJ code (Only 3 low-order bytes.afe used.)
apc_code : [in] APC (Only 1 low-order byte is.used.)
data_type : [in] Data type
APIVAL_DATA_SCHAR : 0 (signed-char)
APIVAL_DATA_SSHORT : 1 (Signed short)
APIVAL_ DATA_SLONG 2 (signed long)
APIVAL_ DATA_UCHAR Y3 (unsigned char)
APIVAL_ DATA_USHORT : 4 (unsigned short)
APIVAL_ DATA_ULONG : 5 (unsigned long)
APIVAL_ DATA_NOTYPE : 6 (Byte array)
rule : [in}Access rule (Of the following rules, some that are processed fre
ORed.)
APIVAL_RULE_SETM : 0x0100 (Element specification setting)
APIVAL. RULE_GETM : 0x0200 (Element specification getting)
APIVAL_RULE_ADDM : 0x0400 (Element specification addition requst)
APIVAL_RULE _DELM : 0x0800 (Element specification deletion request)
APIVAL_RULE_CHECKM : 0x1000 (Element specification existence chgck
request)
APIVAL_RULE_ADDMS : 0x2000 (Element specification addition requst)
APIVAL_RUIE ANNOM : 0x4000 (Element specification notification
request)
anno : [in] Announcement/non-announcement at state change (Valid for the
self-device.)
APIVAL_ANNO_ON : 1 (Announcement)
APIVAL_ANNO_OFF : 0 (No announcement)
data_size : [in] Element size (number of bytes)
member_no : [in] Creation element No. (0 to OxFFFE)

Return value
EAPI_NO_ERROR : Success in acquisition
EAPI_NOTOPEN : Non-start (Session not opened)
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(6)

EAPI_NORESOURCE

EAPI_EXIST_APC

— 87 —

. Insufficient resources
: Property exists

EAPI_NOTFOUND_NODE : Control device not found
EAPI_NOTFOUND_OBJ : Control object not found

EAPI_ILLEGAL_PARAM

Structure

: lllegal data_type, rule, anno, data_size, or
member_no

(7)

3.26

(1)

None It the secure protocol Is not Implemented. In case of secure communication, bglow.

typedef struct{
short

short

short

“authent” data format follows Figure B4.

short
long
short
char
} EXT_CONT

Notes

Others than the array Application Property cannot be created.

MidAddEpcMember

Name
MidAddEpcMember

Function

Adds array element to array property by specifying an element No.

Syntax

ext_hed; /* Code indicating the type of this structure
0x0001: Secure communication spegified */
cipher; /* Ciphering (method selection included)
0x0000: No ciphering
0x0001: AES-CBC
0x0002-0xFFFF: reserved for future use */
authent; /* Access resthiction level selection

authentication /* Authentication process selection */
makerKeylndex #“Maker key index */

makerKeysize .._“/* Maker key size */

makerKey /* Maker key storage area */

Array Application Property array element addition (element
No. specification) function

long MidAddEpcMember (short node_id, long aoj_code, short apc_code,
short member_no)

Explanation [Optional function]

Adds the array element of member_no to the Application Property specified in node_id,

aoj_code and apc_code. The specified Application Property must already exist.

node_id : [in] Device ID
aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)
apc_code : [in] APC (Only 1 low-order byte is used.)

member_no : [in] Element No. (0 to OXFFFE)


https://iecnorm.com/api/?name=e2fbbf637dee0f44f158b92e0a3676d3

B.2.

®)

Return value
EAPI_NO_ERROR
EAPI_NOTOPEN
EAPI_NOTFOUND_NODE
EAPI_NOTFOUND_OBJ
EAPI_NOTFOUND_APC
EAPI_NORESOURCE
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: Success in addition

: Non-start (Session not opened)
: Control device not found

: Control object not found

: Control property not found

: Insufficient resources or total number of elements

exceeds 256

EAPI_NOTMEMBER_APC

: No array element property

EAPI_EXIST_MEMBER . Specified array element No. exists

(6) Structure

None

(7) Notes

None

3.27 MidAddEpcMemberS

(1) Name

MidAddEpcMemberS Array Applicatioh ‘Property array element addition (no

element No. specification) function

(2) Function

Adds an array element to the array property without specifying an element No.

(3) Syntax
long MidAddEpcMemberS (short node _id, long aoj_code, short apc_code,
short*méember_no)

(4) Explanation {Optional function]
Adds an array element to the Application Property specified in node_id, aoj_code,
apc_code. Automatically assigns an array element number that is not a duplicate of gny
existing array element. The specified Application Property must exist.
node_id : [in] Device ID

aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)

ol Lol ADO (M o] 4.1 ol |y + PUEAY
apc_code A GOy TowSoraer-oyte s usear)

member_no : [out] Element No. save area

(5) Return value
EAPI_NO_ERROR
EAPI_NOTOPEN
EAPI_NOTFOUND_NODE
EAPI_NOTFOUND_OBJ
EAPI_NOTFOUND_APC
EAPI_NORESOURCE

: Success in addition

: Non-start (Session not opened)

: Control device not found

: Control object not found

: Control property not found

: Insufficient resources or total number of elements
exceeds 256
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(6)

@)

B.2.3.28

EAPI_NOT_MOBJECT : No array element property

Structure

None

Notes

None

MidDeleteNode

(1)

)

®)

(4)

®)

(6)

(7)

B.2.3.29

(1)

Name

MidDeleteNode Control device deletion function

Function

Deletes another device under control of Communication Middleware!

Syntax
ong MidDeleteNode (short node _id)

Explanation [Optional function]

Deletes another control device specified in node_id. This function can be called at an
time during deletion.

node_id : [in] Device ID

Return value

EAPI_NO_ERROR : Success in deletion

EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NOTFOUND_NODE : Another specified control device not found

Structure

None

Notes

When a-device is deleted, all the objects and properties existing in this device will alg
be deleted.

MidDeleteObj

[]

Name

()

®)

(4)

MidDeleteObj AOQJ deletion function

Function
Deletes AOJ

Syntax
long MidDeleteObj (short node_id, long aoj_code)

Explanation [Optional function]
Deletes an AOJ specified in node_id and aoj_code.

This function can be called at any time during AOJ deletion.
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node_id : [in] Device ID

aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)

Return value

3.30

)

®)

(4)

(5)

EAPI_NO_ERROR : Success in deletion
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NODELETE : Deletion impossible
EAPI_NOTFOUND_OBJ : Specified object not found

(6) Structure
None

(7) Notes

When an object is deleted, all of the object’s properties are also deleted. Consequen
a property does not exist in the specified device, the device instance is not deleted. T
delete the device instance, call DeleteNode.

MidDeleteEpc

Name

MidDeleteEpc Application Property deletion function

Function

Deletes Application Property.

Syntax

long MidDeleteEpc (short node _id, long aoj_code, short apc_code)

Explanation [Optional function]

Deletes the Application Property specified in node_id, aoj_code and apc_code. This
function can be called at any time during Application Property deletion.

node_id : [in] Device ID
aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)
ape code : [in] APC (Only 1 low-order byte is used.)

Return value

ly, if
(o

EAPI_NO_ERROR : Success in deletion
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NODELETE : Deletion impossible

EAPI_NOTFOUND_APC : Specified object not found

Structure

None

Notes

When the specified property is an array element property, all array elements are deleted.

Consequently, when a property exists in the specified object, the object itself will not be

deleted. To delete the object, call DeleteOb;.
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B.2.3.31 MidDeleteEpcM

(1) Name

MidDeleteEpcM Array Application Property specified element delete
function

(2) Function
Deletes specified element of array Application Property.

(3) Syniax
long MidDeleteEpcM (short node _id, long aoj_code, short apc_code, short member |

(4) Explanation [Optional function]
Deletes the array element specified in member_no of the Application Prgperty specifi
in node_id, aoj_code and apc_code. This function can be called atatly time during a
element invalidation.
node_id : [in] Device ID
aoj_code : [in] AOJ code (Only 3 low-order bytes'are used.)
apc_code : [in] APC (Only 1 low-order byte is-used.)
member_no : [in] Element No. (0 to OXFEFE)

(5) Return value
EAPI_NO_ERROR : Success in setting
EAPI_NOTOPEN 2Non-start (Session not opened)
EAPI_NOTFOUND_APC : Property not found
EAPI_NOT_MOBJECT : No array element property
EAPI_NOTFOUND_MNO : Specified array element not found
EAPI_NODELETE : Array element that can be deleted

(6) Structure
None

(7) Notes
Even if all array elements of the specified property have been deleted using this func
the property itself will not be deleted. To delete the property, call DeleteEpc.

B.2[3.320 MidGetState

lion,

(1)

()

@)

(4)

Name

MidGetState Communications Processing Block status acquisition
function

Function

Gets current status of communication middleware.

Syntax
long MidGetState (short *state)

Explanation [Optional function]


https://iecnorm.com/api/?name=e2fbbf637dee0f44f158b92e0a3676d3

B.2.

-92 - 14543-4-1 © ISO/IEC:2008(E)

Obtains current status of communication middleware.

state : [out] Communication middleware status save area
MID_STS_STOP : 0 (Stop status)
MID_STS_INIT : 1 (Initializing status or completion of initialize
processing)
MID_STS_RUN : 2 (Normal processing status)
MID_STS_APL_ERR : 3 (Application error)
MID_STS_PRO_ERR : 4 (Protocol difference absorption processing block
error)
MID_STS LOW_ERR : 5 (Low-order communications software error)
(5) Return value
EAPI_NO_ERROR : Success in acquisition
EAPI_NOTOPEN : Non-start (Session not opened)
(6) Structure
None
(7) Notes
None
3.33 MidSetRecvTargetList
(1) Name
MidSetRecvTargetList Datareceipt notice target list valid/invalid setting functipn
(2) Function
Sets data receipt noticefarget list to valid/invalid.
(3) Syntax
long MidSetRecvTargetList (short setup)
(4) Explanation [Optional function]
Sets.the data receipt notice target Eps list to valid or invalid. When set to valid, only the
receive data for the Application Property specified by AddTargetList will be a target of
MidGetReceiveAPC and MidGetReceiveCheckAPC. When set to invalid, all receive dlata
is a target of MidGetReceiveAPC and MidGetReceiveCheckAPC.

®)

(6)

(7)

Setup : [in] Valid or invalid (O: Invalid, 1: Valid)

Return value
EAPI_NOTOPEN : Non-start (Session not opened)

Structure

None

Notes

Selecting validity in valid status or invalidity in invalid status will not result in an error.
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