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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) ARCHITECTURE -

Part 3-11: Frequency modulated wireless short-packet (FMWSP)
protocol optimised for energy harvesting —
Architecture and lower layer protocols
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ISO (the International Organization for Standardization) and IEC (the International Electrotelchy
Commission) form the specialized system for worldwide standardization. National bodies that are membe
ISO or IEC participate in the development of International Standards through technical committees~establig
by the respective organization to deal with particular fields of technical activity. ISO and,IEC” tech
committees collaborate in fields of mutual interest. Other international organizations, governmental and

governmental, in liaison with ISO and IEC, also take part in the work. In the field of information technol
ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

The formal decisions or agreements of IEC and ISO on technical matters express, ,asynearly as possible
international consensus of opinion on the relevant subjects since each technical committee has representd
from all interested IEC National Committees and ISO member bodies.

IEC, ISO and ISO/IEC publications have the form of recommendations for interpational use and are acce
by IEC National Committees and 1ISO member bodies in that sense. Whilglall reasonable efforts are mad
ensure that the technical content of IEC, ISO and ISO/IEC publications is\aecurate, IEC or ISO cannot be
responsible for the way in which they are used or for any misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees and ISO member bodies undertak
apply IEC, ISO and ISO/IEC publications transparently to the maximum extent possible in their national
regional publications. Any divergence between any ISO, IE€,or“ISO/IEC publication and the correspon
national or regional publication should be clearly indicated in“the latter.

ISO and IEC do not provide any attestation of conformity{ Independent certification bodies provide confor]
assessment services and, in some areas, access to IEC marks of conformity. ISO or IEC are not respon
for any services carried out by independent certification bodies.

All users should ensure that they have the latest-edition of this publication.

No liability shall attach to IEC or ISO or its directors, employees, servants or agents including indivi
experts and members of their technical committees and IEC National Committees or ISO member bodie
any personal injury, property damage or\other damage of any nature whatsoever, whether direct or indired
for costs (including legal fees) and expenses arising out of the publication of, use of, or reliance upon,
ISO/IEC publication or any other IE€;ISO or ISO/IEC publications.

Attention is drawn to the normative references cited in this publication. Use of the referenced publicatio
indispensable for the correct-application of this publication.

Attention is drawn to the possibility that some of the elements of this ISO/IEC publication may be the sul
of patent rights. ISO and\NEC shall not be held responsible for identifying any or all such patent rights.
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list-aof all currently available parts of the ISO/IEC 14543 series, under the general
rmation technology — Home electronic system (HES) architecture, can be found on

itle
the

weh site and 1ISQ web site

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

Various electrically controlled sensors and switches are used in homes and similar
environments for many different applications. Examples of such applications are lighting,
heating, energy management, blinds control, different forms of security control and
entertainment (audio and video).

In most cases the device, e.g., a switch initiating an action, and the device, e.g., a lamp, are
installed at different places. The distance can be bridged by wires, infrared or radio
transmission. Presently equipment at both ends of a wireless transmission link needs to be
powered by line or battery.

While wireless transmissions are especially attractive to retrofit homes, power maintenance of
batfery-driven devices is a burden. In addition, these batteries require scarce materials. Sihce
the| command and control messages sent by control and sensor devices in homes are \ery
shqrt, they can be powered using new techniques for energy harvesting, provided they use a
wir¢less protocol that operates on relatively low power. Energy available jr\the environmenit of
a device is captured and stored (harvested) to power operation of the'device. Exampleg of
endrgy sources are mechanical actuation, solar radiation, temperature.differences, etc. If fhis
is executed at least one device in the link neither needs a battery nor a wire. Engrgy
harvesting devices need very limited power and use an energy efficient radio protocol to send
dath to other conventionally powered devices in the home. In"order to ensure interoperabjlity
of guch devices from different sources within a home, an international standard for a protqcol
is nequired that uses the little power that energy harvested devices can provide and at |the
same time spans distances to be bridged within a home enAvironment.

SeVeral such devices used within a home may comé from different sources. They are required
to interwork with each other using a common jnternal network (in this standard called a hgme
netpvork) and supporting a home automation_system. When a home automation system mgets
ISQ/IEC HES standards, it is called a Home Electronic System (HES).

Two alternative technologies are supported by the ISO/IEC 14543 series of standards. The
twg standards, ISO/IEC 14543-3-10 and ISO/IEC 14543-3-11, are optimised for endrgy
harjesting based on similar<:techniques, but with different modulation schenes.
ISQ/IEC 14543-3-10 and ISOAEC 14543-3-11 specify two lower layer wireless short-pagket
profocols, where the former\uses an amplitude modulated signal and ISO/IEC 14543-3-11 a
frequency modulated signal-

Amplitude modulated wireless communications are more energy efficient but less adapted to
mobile devices. This is due to the fact that the impedance of a mobile antenna is affected by
the|environmentiof the mobile device, e.g., when the device is held in the hand or moved to
metal surfaeel Changes in impedance affect the amplitude linearity of the radio frequehcy
output amplifier, but have no impact on the frequency itself. Thus, an AM wireless system is
mofe sénsitive to changes in environment than a FM wireless system. Also frequencies abpve
80(Q MHz are better suited for mobile devices, since they require smaller antennas. Thus, [the

f 240 MALL H F P~ £y FS <l <l bialk-t £l 1 4 1
re ucllby VIV IVITIZ To TIUL UoTU mr o otdalrivudiry, \AARLA D] lUyUlIIUI IMIANC O UTC T IV WITTIT SS

system more efficient for mobile devices.

Compared to the AM wireless system, the FM wireless system provides more flexibility in the
size of various pieces of information that can be transmitted. This includes the possibility to
have larger payloads, different lengths of the identifiers of originators and destinations, and
greater variability of structures and lengths of the telegram types. In addition, the number of
steps a telegram can be repeated is increased from 2 to 15.

AM and FM wireless system are efficient enough to

e support energy harvested products for sensors and switches that do not require cables
and batteries, and

o extend the life of battery-operated devices.
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Both an AM and a FM system can be active at the same time, since each system is so
constructed that only permitted messages are accepted. Collisions can be avoided by listen-
before-talk (LBT) technology or overcome by redundant transmissions.
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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) ARCHITECTURE -

Part 3-11: Frequency modulated wireless short-packet (FMWSP)
protocol optimised for energy harvesting —
Architecture and lower layer protocols

1 |Scope

Thip part of ISO/IEC 14543 specifies a frequency modulated wireless protocol for lpw-
powered devices such as energy harvested devices in a home environment., This wireless
pro[ocol is specifically designed to keep the energy consumption of such’ sensors and
swifches extremely low.

The design is characterised by

o |keeping the communications very short, infrequent and mostly‘unidirectional, and

e |using communication frequencies that provide a good range even at low transmit power
and avoid collisions from disturbers.

Thig allows the use of small and low cost energy harvesters that can compete with sinilar
batieries-powered devices. The messages sent by.energy harvested devices are received and
processed mainly by line-powered devices suchs as relay switch actuators, repeaters| or
gateways. Together these form part of a home automation system, which, when conforming to
the|ISO/IEC 14543 series of standards, is defined as a Home Electronic System.

Thig part of ISO/IEC 14543 specifies OS}) Layers 1 to 3 of the Frequency Modulated Wireless
Short-Packet (FMWSP) protocol. It makes use of a frequency modulated signal well adapted
to mobile devices and also supports high frequency wireless communications.

The FMWSP protocol systemiconsists of two, and optionally three types of components {hat
are| specified in this standard. These are the transmitter, the receiver and optionally [the
repgater. Repeaters are needed when the transmitter and the receiver are located such that
no |good direct communication between them can be established. By direct communicatipns
the|functional distanee of the system is up to 300 m line-of-sight including the Fresnel zpne
and up to 30 m in_buildings.

Since wirgless communications may be overheard by receivers outside the intengded
enironment, users should be aware of the risks this might cause before installing any
wirgless—system. In contrast to listening devices, however, protection against malicipus
attgcks” for the technology in this standard can partly be handled in the upper layers, and is
thus not treated here.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

ISO/IEC 7498-1, Information technology — Open systems interconnection — Basic Reference
Model — Part 1: The Basic Model
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3 Terms, definitions and abbreviations
3.1 Terms and definitions

For the purposes of this document the following terms and definitions apply.

3.1.1
byte
represented by 8 bit

[SQURCE: ISO/IEC 14543-3-10:2012, 3.1.4]

3.1)2
centre frequency
megn frequency between the mark and space frequency of the transmitter

Not¢ 1 to entry: See Figure 1.

3.1{3

collision
twg wireless transmitters using the same wireless channel and fransmitting data at the sgme
time

3.114

cyglic redundancy check
CRC
intggrity hash algorithm based on a polynomial division

[SQURCE: ISO/IEC 14543-3-10:2012, 3.1.6]

3.1{5
DA[TA_DL
field in the telegram containing the~payload data of the link layer

3.116
DAJTA_PL
fielg in the packet containing the payload data of the physical layer

3.1|7
data rate
nurmber of bits‘per second

3.118
a.rate error

S e—betw F S s Hies Hvidedby Hied
data rate

3.1.9

energy harvesting

energy available in the environment of a device that is captured and stored (harvested) to
power operation of the device

Note 1 to entry: Examples of energy sources are mechanical actuation, solar radiation, temperature differences
etc.

[SOURCE: ISO/IEC 14543-3-10:2012, 3.1.8]
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3.1.10

frequency deviation

FDEV

half the magnitude between the mark frequency and the space frequency

Note 1 to entry: See Figure 1.

3.1.11
frequency error
difference between the centre frequency and the operating frequency

Not¢ 1 to entry: See Figure 1.

3.1112
frequency modulation
representation of logical 1 and logical 0 by mark and space frequencies

Not¢ 1 to entry: See Figure 1.

3.1|13

frequency shift keying
FSK
trapsmission representing digital data by means of frequency modulation

3.1]14
HASH
field in which the hash value for the data integrity: control of a transmitted telegram is
spqcified

[SQURCE: ISO/IEC 14543-3-10:2012, 3.1.10, modified — "Subtelegram" has been removed in
the|definition.]

3.1|15

identity of destination

DEBSTID

unigue identity of the destination device of a FMWSP telegram

[SQURCE: ISO/IEC 14543-3-10:2012, 3.1.14, modified — Both the term and the definition
haJe been modified, not,” however, the abbreviation.]

3.1{16

identity of source

ORIGID

unigue identity of the device from which the telegram originates

Not¢ 1\06 entry: See Figure 1.

3.1.17

LENGTH

field in a packet or a telegram specifying the number of remaining bytes in the packet
respectively the telegram

3.1.18

listen before talk

LBT

technique of checking the occupancy of the wireless channel before transmitting any packets

[SOURCE: ISO/IEC 14543-3-10:2012, 3.1.17, modified — "Frames" has been replaced by
"packets" in the definition.]


https://iecnorm.com/api/?name=bf2eba0a6bd3530205df2fbd02db65be

-10 - ISO/IEC 14543-3-11:2016
© ISO/IEC 2016

3.1.19
mark frequency
frequency in a frequency modulated transmission representing a logical 1

Note 1 to entry: See Figure 1.

3.1.20
maximum tolerated signal
maximum input level power a receiver is able to cope with

3.124

norll-return-to-zero
NRE
code used for transmission of digital data

3.1]22
operating frequency
frequency claimed by the system specification

3.1123
optimum sampling point
middle of the transmitted bit

Not¢ 1 to entry: See Figure 1.

3.1124
ouf of band spurious emissions
frequencies not deliberately created by the system

3.1{25
pagket
set|of data to be transmitted as a compjete unit on the physical layer

3.1{26

pagket error rate
avgrage fraction of transmitted packets that has not been correctly received, where epach
padket contains arbitrary data

3.1|27

power amplifier ramp-off time
PA|[Ramp-Off Time

time betweenthe end of the last symbol of the packet and the time the transmitter is powelred
down

Not¢ 14t6,entry: See Figure 1.

3.1.28

power amplifier ramp-on time

PA Ramp-On Time

time between the transmitter has been powered on and the start of the first symbol of the
preamble (PRE)

Note 1 to entry: See Figure 1.

3.1.29

preamble

PRE

alternating sequence of bits in the beginning of a packet used for threshold generation and bit
synchronisation
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3.1.30
pulse shape
shape of the symbol

Note 1 to entry: See Figure 1.

3.1.31

radio frequency power
RF power

strength of the transmitter

3.1[32
rated transmission power
trapsmission power claimed by the specification of the transmitter

3.1133
receiver sensitivity
mirfimum input power level for which the specified packet error rate has been fulfilled

3.1{34
repeated telegrams
telggrams transmitted by a repeater

[SQURCE: ISO/IEC 14543-3-10:2012, 3.1.28]

3.1{35
repleater
recgives telegrams and sends refreshed signals‘toe any FMWSP receiver

[SQURCE: ISO/IEC 14543-3-10:2012, 3.1%29]

3.1|36
space frequency
frequency in a frequency modulated transmission representing a logical 0

Not¢ 1 to entry: See Figure 1.

3.1137
symbol
bit fransmitted by the sender representing either a logical 0 or a logical 1

Notg 1 to entry™"See Figure 1.

3.1{38
synchronisation word
SYNEWD

word transmitted in the packet to identify the FMWSP protocol and also used to synchronize
the receiver to the incoming signal

3.1.39
telegram
data unit of the network and data link layers

[SOURCE: ISO/IEC 14543-3-10:2012, 3.1.34, modified — The definition has been changed
and the note has been removed.]

3.1.40
telegram type
identifies the type of a telegram transmitted in the FMWSP protocol
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Note 1 to entry: There are several types of telegrams that can be transmitted in the FMWSP protocol. Telegram
types are used and defined by applications and chosen such that a minimum amount of energy is consumed. This

standard specifies the syntax of the telegram types, but the semantics and which fields are supported are specified
by the applications.

[SOURCE: ISO/IEC 14543-3-10:2012, 3.1.35, modified — The abbreviation has been deleted,
the definition has been modified and Notes 1 and 2 have been replaced by a new Note 1.]

3.1.41
transmission power
power of the emission during transmission

Not¢ 1 to entry: See Figure 1.
3.2] Abbreviations
ADDATA Additional Data
grcC Cyclic Redundancy Check
DATA_DL Payload Data of the data link and network layers
DATA_PL Payload Data of the physical layer
DESTID Destination device IDentity
HIRP Effective Isotropic Radiated Power
ERP Effective Radiated Power
HTELTYP Extended Telegram Type
ElXHDR Extension Header
FDEV Frequency deviation
FMWSP Frequency Modulated Wireless Short-Packet Protocol
FISK Frequency Shift Keying
HDR Header
LBT Listen Before Talk
LSB Least Significant/Bijt
MSB Most Significant Bit
NRZ Non-Return=to-Zero
dRIGID Transmitting device Identity
PRE Preamble
RF Radio Frequency
SYNCWD Synchronisation Word
4 |Conformance

The three components of the FMWSP protocol system specified in this standard are the
transmitter, the receiver and the repeaters. The repeaters shall be able to both transmit and
receive telegrams and shall thus support the requirements for both the transmitters and
receivers.

To conform to this International Standard the components shall support at least one of the
three wireless frequencies 868,300 MHz, 902,875 MHz or 928,350 MHz unless another
frequency is mandated by local regulations. For the frequency chosen, the transmitter shall
support all the transmitter requirements that are not explicitly listed as optional, and the
receiver shall support all the receiver requirements that are not explicitly listed as optional.
These requirements are specified in Clauses 6, 7 and 8. The repeater shall, in addition to the
requirements for a transmitter and for a receiver, also support the specifications in 8.3.
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5 Architecture

5.1 Generic protocol description
51.1 Overview

This subclause provides a comprehensive overview of the Frequency Modulated Wireless
Short-Packet (FMWSP) protocol stack (see Table 1). The FMWSP is a lightweight layered
protocol designed to minimise both energy demand and the probability of a transmission
collision. The FMWSP protocol stack accommodates the structure of the OSI reference model
(seplSQIEC 7498-1)

Table 1 — The FMWSP protocol stack structure (OSI)

Frequency Modulated Wireless Short-Packet protocol (FMWSP) stack

Standard Layer Services I Data units

Application

Nof defined NIEXEIlENTN

in this
stapdard Session
N
Transport OP
Network Media access TELEGRAM
Listen Before Talk (LBT)
Data integrity
ISQ/IEC Data link layer TELEGRAM
14%43-3-11 <
Frequency rﬁ@ulation
Preamb RE)
Physical \® BITS / PACKET
Syncn'k)nisation word (SYNCWD)
’AL\

5.1|2 Physical layer

At the physical layerythe data are transmitted on the 868,3 MHz, the 902,875 MHz or [the
924,35 MHz frequency band with 125 kbit/s data rate using Frequency Shift Keying (FSK).
This may be subject to national regulations. One bit duration is 8 us. The data are transmifted
in packets. A_packet consists of the preamble (PRE), the synchronisation word (SYNCWD),
follpwed by a byte describing the length of the data message (LENGTH) and the actual data
(DATA_PL):

The protocol is working plesiochronous. In a plesiochronous system the different parts of the
system are almost, but not quite, synchronized. Within the limits of the maximum packet
length the system can be considered as mesochronous (clocks have same frequency but
different phase). After synchronisation based on the synchronisation word (SYNCWD) the
system is considered synchronous. Thereby one can use a very energy efficient coding,
namely the Non-Return-to-Zero (NRZ) coding.

For further details, see Clause 6.

51.3 Data link layer

A telegram is the part of a packet from which the preamble (PRE) and the synchronisation
word (SYNCWD) have been removed. At the receiving end the telegram is transferred to the
data link layer where the data integrity of the telegram is checked. If the data integrity check
fails, the telegram is discarded.
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514 Network layer

The network layer is responsible for routing, in this case primarily a repeating process, which
is needed when the sender and recipient cannot communicate directly. This requires the
existence of installed repeaters between them (see 8.3).

Another task of the network layer is to manage the timing of the received/transmitted
telegrams. When possible, a listen-before-talk (LBT) technique is used to ensure that no
transmission is initiated when the wireless channel is occupied.

5.1(5—Tramsporttayer

Thig layer is not described in this standard.

5.116 Session layer

Thig layer is not described in this standard.

5117 Presentation layer

Thig layer is not described in this standard.

5.1(8 Application layer

Thip layer is not described in this standard.

5.2 Data unit description

Theg communication protocol is based on unitsxo#'data. The structure of the data units for each
layér is described in Clause 6 (Physical layer), Clause 7 (Data link layer), and Clausg 8
(Ndtwork layer).

A packet is the representation of the*encoded data on the physical layer. It includes control
and synchronisation information fob the receiver. A packet is transmitted as a bit by bit sqgrial
seduence. At the receiving end,.a telegram is the result of a decoding process, in which |the
fielfs preamble (PRE) and-synhchronisation word (SYNCWD) have been removed from |the
padket. At the transmitter_side a packet is constructed by adding these two fields to |the
telggram.

6 |Layer 1 — Rhysical layer

6.1 Overview

The physical parameters that shall be supported by the FMWSP protocol are described in this
clayiseThe next subclause defines and illustrates the physical parameters that are specified
in this standard. The requirements that a FMWSP transmitter shall fulfil are described in 6.3
and those for a FMWSP receiver in 6.4.

The physical layer is also responsible for the transformation between the transmitted data
units in the physical layer, packets, and the transmitted data units in the link layer, telegrams.
The structure and encoding of the FMWSP protocol packets are found in 6.5.

6.2 General description

This subclause describes the physical parameters for the FMWSP protocol, which shall be
supported by the WSP signalling system. This includes all electrical parameters and
associated tolerances for the transmitter and the receiver.
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Figure 1 — lllustration of a frequency modulated signal and
various associated physical parameters

Fighre 1 shows an FSK envelope. It alsg-illustrates various physical parameters that jare
deflned below. These are needed for the understanding of how the FMWSP protoco| is
deflned.

Centre frequency is the mean frequency between the mark frequency and space frequepcy
of the transmitter (see Figure 1):

Daf{a rate error specifies the difference between the actual data rate and the specified data
rat¢ divided by the specified data rate. The shorter the telegram the larger the allowed data
ratg error.

Dafa rate is theshumber of bits per second.

Frelquency* deviation (FDEV) is half the magnitude between the mark frequency and |the
spdce’ frelquency. It has a maximum and a minimum value between which the peaks of [the
synpbols have to lie (see Figure 1).

Frequency error is the difference between the centre frequency and the operating frequency
(see Figure 1). It is positive when the centre frequency is larger than the operating frequency
and negative when the centre frequency is smaller than the operating frequency.

Frequency modulation is done such that a logical 1 and logical 0 are represented by the
mark frequency and the space frequency, respectively (see Figure 1).

Mark frequency is representing the logical 1 and has the value of the centre frequency added
by the frequency deviation (see Figure 1).

Maximum tolerated signal is the maximum input level power a receiver shall be able to cope
with.
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Operating frequency is the frequency claimed by the system specification (see Figure 1).

Optimum sampling points are in the middle of the transmitted bit (see Figure 1).

Out of band spurious emissions are the frequencies not deliberately created by the system

and these shall conform to the local regulations.

Packet Error Rate is the average fraction of transmitted packets that has not been correctly

received, where each packet contains arbitrary data.

PA[Ramp Off-Time is the time between the end of the last symbol of the packet and the t
the|transmitter is powered down (see Figure 1).

PA[Ramp On-Time is the time between the transmitter has been powered on and, the stan
thelfirst symbol of the preamble (PRE) (see Figure 1).

Pulse shape is the shape of the symbol. It can have an arbitrary formy_but shall have]
pedks located between the maximum and minimum frequency deviation values (see Figure

Radlio Frequency (RF) power is the strength of the transmitter\measured at the ante
connector, if present. It should be made with equipment that hasi€ither been matched to
imgdedance of the antenna connector or corrected for any mismatch. For devices without
antenna connector, the measurements shall be interpretéd) as effective isotropic radig
power (EIRP) (i.e. a 0 dBi gain antenna), and any radiatéd measurements shall be corred
to gompensate gain in the implementation.

Raled transmission power is the transmission power specified for the transmitter.

Reg¢eiver sensitivity is the minimum input@ower level for which the specified packet e
rat¢ under the conditions specified in 6.4 has been fulfilled.

Space frequency is representing the“logical 0 and has the value of the centre freque
subjtracted by the frequency deviation (see Figure 1).

Symbol is the bit transmitted by the sender representing either a logical 0 or a logical 1.
Transmission power is_the power of the emission during transmission (see Figure 1).

6.3| Physical specifications for a FMWSP transmitter

me
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Thip subclause_provides the requirements for a FMWSP transmitter. Table 2 lists all required

parameter (values that shall be supported for both a transmitter and a repeater. Th
parametéersthave all been described in 6.2 above.

eSe
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Table 2 — Requirements for a FMWSP transmitter

Parameter | Minimum value Typical value Maximum value

Operating frequency for 868,300 MHz
868 MHz systems

Operating frequency for 902,875 MHz
902 MHz systems

Operating frequency for 928,350 MHz
928 MHz systems

Frequency error (all operating —18 kHz +18 kHz
frequencies)

Dafa rate (intended) 125 kbit/s

Dafa rate error —7 680 x 1076 / telegram +7 680 %, 1076 /
length in bytes telegram length in

bytes
(=30 x 10-6 for maximum v

telegram length of 256 B) (+30 x 1076 for
maximum telegram
length of 256 B)

Mogulation type FSK

Coding NRZ

Freguency deviation (FDEV) 55,0 kHz 62,5 kHz 70,0 kHz

logfcal ‘0’ (from centre ~ EDEV

frequency)

log{cal ‘1’ (from centre + FDEV

frequency)

Rated transmission power 0 dBm Limited by national
regulations

PA[Ramp-On Time 0 us 40 pus

PA|Ramp-Off Time 0 us 40 ps

6.4 Physical specifications fora FMWSP receiver
Thip subclause provides the.requirements for a FMWSP receiver. A FMWSP receiver shall be

ablg to cope with the transmitted signals within the tolerances given in 6.3. It shall also fulfil
the[requirements in Table 3. These parameters have all been described in 6.2 above.

Table 3 — Requirements for a FMWSP receiver

Parameter Value

eceiver sensitivity < -95 dBm

M%ximum tolerated signal >—-20 dBm
PGU:\Ut CITuUl IGtU 0,1 AIO
Conditions:

— packet with the value of field LENGTH = 10 B

— no interference

— power measured at the terminals of the
receiving antenna

6.5 Packet structure

This subclause specifies the structure of a packet, i.e. the telegram as transmitted in the
physical layer. Details for various aspects of the data encoding in the packet are described.
The mode of transmission is with the most significant bit (MSB) first. The maximum length of a
packet is 260 B.
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PRE SYNCWD LENGTH DATA_PL

IEC

Figure 2 — The packet structure for the FMWSP protocol

The complete packet consists of the preamble (PRE), the synchronisation word (SYNCWD),
the length (LENGTH) of the field DATA_PL followed by the payload DATA_PL as illustrated in

PRE SYNCWD LENGTH DATA_PL

IEC

Figlre 2 above and described in Table 4.

Table 4 — Packet field values of the FMWSP protocol

Field | Value Bit / Byte order
PRE (Preamble) bit sequence “1010101010101010” MSB transmitted first
(16| bit) (0xAAAA) . :
Byte transmissjon _order from left to rig
SYNCWD bit sequence “1010100100111100”

(Sypchronisation word) (0xA93C)

(16

bit)

=]
—_

LENGTH (8 bit) 1-255

DAIIA_PL Payload data

(1 B to 255 B)

Every packet starts with the preamble (PRE) of length/16 bit (see Table 4).

PRE: This field, the preamble of length 2 B, is-the start of packet and is used for thresh

gerj

SYNCWD: This field is the synchronisation word, of length 2 B, serves to identify the FMW
profocol and also used to synchronizé the receiver to the incoming signal. Its value is see

Tah

LENGTH: This field, of length”1 B, specifies the remaining number of bytes of the pac
whilch coincides with the |length of the field DATA_PL.

DAJTA_PL: This field ¢ontains the payload data of the physical layer and will be describe
detpil in Clause 7 .\lis number of bytes is determined by the field LENGTH.

The
deg

6.6

eration and bit synchronisation. Its value(s seen in Table 4.

le 4.

relationship between a packet in the physical layer and a telegram in the link laye
cribed-in"6.6.

old

SP
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et,

1 in
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Relationship between a packet and a telegram

A receiver needs to deduce the telegram from the packet, whereas a transmitter needs to
create a packet out of a telegram. The relationship between them is seen in

LENGTH DATA_PL

Figure 3.

IEC
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Figure 3 — Relationship between a packet and a telegram

Layer 2 — Data link layer

Overview

structure of the transmitted data at the link layer, a telegram, exists\n’two different for

grams can have a length between 8 B and 256 B (see 7.3), The data link layer is &
bonsible for the data integrity service, which is described in 7:4.below.

Structure of a telegram of length less than 8 B

plegram of a length less than 8 B is a telegram in<which the value of the field LENGTH

5 than or equal to 6 B. Its structure is shown in
LENGTH | ORIGID DATA_DL
IEC
lire 4.
K4
LENGTH | ORIGID DATA_ DL

IEC

Figure 4 — Structure of a telegram length of less than 8 B
various fields in the telegram are:

NGTH: This field specifies not only the number of bytes following this field in the telegr
also the typevof the telegram as shown in Table 5. The length of this field is 1 B.

GID: This field specifies the identity of the source of the telegram. The length of the f
ends on the telegram type as seen in Table 5.

IEC

the

ms.

p is for extremely short telegrams with a length of less than 8 B (see 7.2). The other

Iso

i is

eld
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the

II‘\_DL Tilib flUid L;Ulltdillb tilc payiuad Uf tilc tciﬂglalll. Tilc ibllyt;l Uf tilc flbid UIUPCIIUID
telegram type a seen in Table 5.

Table 5 — Field values and meaning of a telegram with less than 8 B of length

Value of Length of field Length of field Meaning
Telegram type

LENGTH ORIGID DATA_DL
bit

0000 0001 8 0 1

0000 0010 8 8
0000 0011 16 8
0000 0100 24 8

AW |N

on
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0000 0101 32 8 5
0000 0110 32 16 6

Since there is neither any information about either repetition (see 8.3) nor for data integrity
(see 7.4), these types of telegrams shall never be repeated. Also the upper layers are
responsible for data integrity.

The semantics of a telegram type is specified by the application and not by this standard. This
standard specifies the syntax, which addresses structure and properties of the telegram.

7.3| Structure of a telegram length of more than 7 B

A telegram with more than 7 B length has a field LENGTH larger than 6 B. It has a“diffefent
strycture and is able to transfer more information. It includes a data integrity checksum, and it
car be repeated. Its structure is shown in

LENGTH HDR EXHDR | ETELTYP | ORIGID | DESTID | DATA_DL bDA‘DDATA HA$H

Fighure 5.

LENGTH HDR EXHDR | ETELTYP | ORIGID | DESTID [~ BATA_DL ADDATA HA$H
Al

Figure 5 — Structure of a telegram length of more than 7 B
The various fields in the telegram are:

LENGTH: This is the first field of the telegram and specifies the number of bytes of |the
telggram that follows this field. Its length is 1" B.

HDR: This field, the header, with a length 1 B, specifies (see Table 6)

o [the type of telegram,

o |if the field Extended Telegram Type (ETELTYP) is present,

o |[if the field Extension Header (EXHDR) is present,

e |the length in bytes,of the field source identity (ORIGID), and

o [if the field Destination Identity (DESTID) is present as well as its length in bytes.

EXHDR: Thisfield, the Extension Header, of a length 1 B, specifies (see Table 7)

o [if the telegram is the original telegram,

o |if\the telegram is a repeated telegram and then which order of repetition it is (maxinum
15), and

o if the telegram contains the field Additional Data (ADDATA) and then its length in bytes.

ETELTYP: This field, the extended telegram type, of a length 1 B, specifies additional types of
telegram not included among those found in HDR (see Table 6).

ORIGID: This field specifies the identity of the source of the telegram. The length of this field
is specified in the field HDR.

DESTID: This field specifies the identity of the device for which this telegram is intended. Its
presence and length is specified in the field HDR (see Table 6).



https://iecnorm.com/api/?name=bf2eba0a6bd3530205df2fbd02db65be

ISO/IEC 14543-3-11:2016 -21 -
© ISO/IEC 2016

DATA_DL: This field contains the payload of the data link layer. The length of this field has to
be deduced from the value specified in the field LENGTH and presence and lengths of all the
other fields in the telegram.

ADDATA: This field contains additional data, which can be used for testing and installation
purposes. Its presence and length in bytes are specified in the field EXHDR (see Table 7).

HASH: This field, of length 1 B, contains the integrity check value. The algorithm is specified
in7.4.

Table 6 — Header (HDR) description

HDR | \'E1DT) | Meaning
bit|7...5 000 ORIGID 24 bit (3 B),
No DESTID
001 ORIGID 32 bit (4 B),
No DESTID
010 ORIGID 32 bit (4 B),
DESTID 32 bit (4 B)
011 ORIGID 48 bit (6 B,
No DESTID
100 ORIGID 128/bit«(16 B),
No DESTIB.
101 ORIGIDA28 bit (16 B),
DESTID 128 bit (16 B)
110 ORIGID 16 bit (2 B),
No DESTID
111 ORIGID 48 bit (6 B),
DESTID 48 bit (6 B)
bit|4 (0] No EXHDR
1 EXHDR present
bit|3....0 0000 Telegram Type 7

0001 Telegram Type 8

0010 Telegram Type 9

0011 Telegram Type 10
0100 Telegram Type 11
0101 Telegram Type 12
0110 Telegram Type 13
0111 Telegram Type 14

1000 Tolearam-Tung 415
9 JF

1001 Telegram Type 16
1010 Telegram Type 17
1011 Telegram Type 18
1100 Telegram Type 19
1101 Telegram Type 20
1110 Telegram Type 21
1111 ETELTYP present

The first 3 bits of the header (HDR) specify the length and presence of the source identity
(ORIGID) and of the destination identity (DESTID) of the telegram (see Table 6).
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The 4™ bit specifies if the Extended Header (EXHDR) is present.
The last 4 bits of HDR specify the type of telegram or if the field ETELTYP is present (see
Table 8). The semantics of a telegram type are specified by the application and not by this

standard. This standard specifies the syntax, which addresses structure and properties of the
telegram.

Table 7 — Extended header (EXHDR) description

EXHDR | Value | Meaning
bit 7...4 0000 Original telegram
0001- | Telegram repetition number (1, ... ,154)

1111

1111 also means that this telegram ismot permitted to bg
repeated by any repeater receiving, it

bit|3....0 0000 No ADDATA present

Length of ADDATA field.in/bytes

0001- | (1 Bto 15 B)
1111

The first four bits of the extended header (EXHDR)/specify if the telegram is permitted to| be
repeated or not. The value ‘0 0 0 0O’ means that it is the original telegram and that it is
permitted to be repeated. The value ‘1 1 1 1’ means it is either the original telegram that is|not
permitted to be repeated or a repeated telegram that has reached its maximum repetition
nurber (15) and is no longer permitted to bedrepeated.

The last four bits of EXHDR specify the,length in bytes of the field Additional Data (ADDATA).
In gase the value is 0, no such field-is present.

Table 8 — Extended telegram type (ETELTYP) description

ETELTYP Value Meaning

bit|7...0 00000000 Telegram Type 22
00000001 Telegram Type 23

11111110 Telegram Type 276
11111111 Telegram Type 277

ETECTYP Specifies the tefegram types 22 10 277. The Semantics of a telegram type are
specified by the application and not by this standard. This standard specifies the syntax,
which addresses structure and properties of the telegram.

7.4 Data integrity

Data integrity is only provided for telegrams containing the field HASH, i.e. telegrams longer
than 7 B. In order to check that one of these longer telegrams has arrived intact, a hash of the
telegram is calculated by the transmitting device, i.e. a transmitter or a repeater, before
transmission and attached to the telegram (field HASH). The attached hash value is not
protected and thus only serves to detect transmission failures and not protection against
malicious intent. The verification is done by the device receiving the telegram, i.e. a receiver
or a repeater. The algorithm supported is an 8-bit long Cyclic Redundancy Check (CRC)
algorithm. All receivers and repeaters are required to support this hash function.
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