INTERNATIONAL ISO/IEC
STANDARD 14496-13

First edition
2004-09-15

Information technology —<=Coding pof
audio-visual objects —

Part 13:
Intellectual Property Management and
Protection (IPMP) extensions

Technologies de l'information — Codage des objets audiovisuels —

Partie 13: Extensions de gestion et protection de la propriété
intellectuelle (IPMP)

Reference number
ISO/IEC 14496-13:2004(E)

1EC

o © ISO/IEC 2004



https://iecnorm.com/api/?name=a26d8d906b2aa14733b537bb5159323b

ISO/IEC 14496-13:2004(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

© ISO/IEC 2004

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20

Tel. +412274901 11

Fax +41 22749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

i © ISO/IEC 2004 — All rights reserved


https://iecnorm.com/api/?name=a26d8d906b2aa14733b537bb5159323b

ISO/IEC 14496-13:2004(E)

Contents Page
0T =TT o N iv
0 T 11 o vi
1 8T oo o -SSP 1
2 Normative RefErencCes ..........oo e s e smmmee e e s s essss Buaa e e e s s s 1
3 Terms and DefinitioNs ... e S e e b 2
4 Overview of IPMP Extensions (INformative)......c.cccccccceemmiiimiiisccccecerrn s efhacs e s ssssnnafeeessssssnssnees 3
4.1 IPMP Archit@Cture ...... ..o s Benen e s snasmns fre e mnnes 3
5 Normative Elements.........ccooi el e fee e 8
51 Extended MPEG-4 Architecture............oooimiiiniccccerreeeesrceeee s e 8
5.2 Extension tags for the IPMP_Data_BaseClass Message........ccccccei s hriiccicmerensenssssssssmes feeressssssssnnnns 8
5.3 Mutual Authentication ...t s e 9
5.4 IPMP Tool connection and disconnection.............ccccmmmoree e DS fer s 17
5.5 IPMP Tool notification ..........ccccerireeciirnrereerreeerrrceeeresess L e fe e 23
5.6 {2\ Sl o e o =T o T . J S PO 25
5.7 User Interaction MeSSAQEeS ......cuvverrrerrrrrmmremrmemrmrmrrrmrnresatasssessssmmsmsmsnsnsnssssssssnssssssnsnsssssssssnnnsfusssssnsnnnnnns 28
5.8 IPMP Information Delivery FUNCLIONS .......ccooiiiiiicidoneeiiiiniiin s ccccsceeee s s ssssssssseesessssss s s ssmnns feesssssssnmnnes 31
Annex A (normative) Selective Decryption Configuration/Data .........ccccocceceriirccemrrrcccernnscsceeees fere e 35
AA1 0 Y 11T 4 o) o S VR 35
A.2 IPMP_SelectiveDecryptionInit ...t sssssssnn e ssmmn e e e e e se s frme e s s s nnnas 35
A3 An example of a selective decryption configuration data (Informative) ..........ccccceeeiii fonnnn 38
Annex B (normative) Audio Watermarking Configuration and Notification..........cccccvvrivccnniiifonninciennnn, 41
B.1 0 Yo 11 o N SO 41
B.2 B.2 IPMP_AudioWatermarkinglIfit'.............ccoovveiiiiiiimiiisesese s s s e s sssssssssssssssssssssssssssssssssssssssssns frsssssnssenenes 41
B.3 IPMP_Send AudioWatermark . .......cccccceerriiiisicsssnnereenssssssssssssnsssssssssssssssnsssnssssssssssnnsssssssssssfessnnsessssssnn 43
Annex C (normative) Video Watermarking Configuration and Notification Data .........ccccccceei foenrnnnneeen. 45
c1 0 Yo 11T £ o) o e VR 45
C.2 IPMP_VideoWatermarKingInit ... ssmmn e ssmme e e s s fr e s e 45
C3 IPMP_SendVideoWatermark ............ccccmiiiiiiiiciiereereessccssmene e s s s sssssssmsss s s s s sssssssmnnsssssssssssfanssessessnssnn 47
Annex D (normative)-Tool/Content Transfer Messages Among Distributed IPMP Devices.....|............... 49
D.1 0 Yo 11 o N SO 49
D.2 Addressing of distributed deviCes.........ccociirieecciiiccerce e e 49
D.3 IPMP_-DeViceMessageBase..........ccccccccnnssssssssssssssssssssssssssssssssssssssssssssssssssssfrsssnsnsnnnnnns 49
D.4 Device'to Device IPMP MeSSAQe .......cccuevmmmmmmmmmmmmmmmmmmmmmmmmmemeeeeememneemsesmsssmssssssssssssssssssssnsnsnnsfusssnsnsnennnes 50
D.5 Content Transfer MESSageS ....ccui i ciiicririiriirscrssmnrrr e rr s ss s ssssnrr e e e s ss s s s smnne e e eessssssssnnmnssnessssnsfonsensensnnssen 51
D.6 TOOl Transfer MeSSAQges........ccciuiiiiiiiiiiiiir e snn s s s sns frsssnn e s sesanns 52
D.7 "—BevicedD-messages—rrrmrr e e e e s 53
Annex E (normative) Schema for Terminal Platform .........cccciiiiiinninir e 54
Annex F (normative) Registration Procedure...........ccccooiiiiiiininnimncinisn s 57
F.1 LR o TS =Y =T I - - SR 57
F.2 Procedure for the request of Registered Data.........ccccceeveiccciecriiniin e 57
F.3 Responsibilities of the Registration AUuthority ........cccccooriciccicii e 57
F.4 Contact information for the Registration Authority ...........ccccoviiiiie s 58
F.5 Responsibilities of Parties Requesting Registered Data............cccccivrimiiiniiinnccnneeeeen 58
F.6 Appeal Procedure for Denied Applications.........ccciiiiiiiicciiniii e e 58
F.7 Registration Application FOrmM ...t e 59
Annex G (informative) Patent statements ...........ccccviiiiii i ———— 62

© ISO/IEC 2004 — All rights reserved iii


https://iecnorm.com/api/?name=a26d8d906b2aa14733b537bb5159323b

ISO/IEC 14496-13:2004(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or IEC participate in the development of International Standards through technical commi
established by the respective organization to deal with particular fields of technical activity. ISO and

technical committees—collaborate-in-fieldsof mutual-interest—Other international nrgan|7ahnnc, govern

ttees
IEC
ental

and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inform
technology, |SO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Internationall Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards.)\Draft Internalional

Standards aflopted by the joint technical committee are circulated to national bodies far voting. Publicati
an International Standard requires approval by at least 75 % of the national bodies _casting a vote.

Attention is glrawn to the possibility that some of the elements of this document‘may be the subject of p
rights. ISO and IEC shall not be held responsible for identifying any or all su¢h patent rights.

ISO/IEC 14496-13 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information techng
Subcommittge SC 29, Coding of audio, picture, multimedia and hypermedia inform{
ISO/IEC 14496-13:2004, together with ISO/IEC 1449641:2004, cancels and rep
ISO/IEC 14496-1:2001/Amd.3:2004, which has been technically«tevised.

ISO/IEC 14496 consists of the following parts, under the general title Information technology — Codi
audio-visuallobjects:

— Part 1: $ystems

— Part 2: Visual

— Part 3: Audio

— Part 4: Conformance testing

— Part 5: Reference software

— Part 6: Delivery Multimedia Integration Framework (DMIF)

— Part 7: Optiraizéd reference software for coding of audio-visual objects

ation

n as

atent

logy,
ation.

aces

ng of

— Part 8: Carriage of ISO/IEC 14496 contents over 1P Networks
— Part 9: Reference hardware description

— Part 10: Advanced Video Coding

— Part 11: Scene description and application engine

— Part 12: ISO base media file format

— Part 13: Intellectual Property Management and Protection (IPMP) extensions
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— Part 14: MP4 file format

— Part 15: Advanced Video Coding (AVC)

— Part 16: Animation Framework eXtension (AFX)
— Part 17: Streaming text format

— Part 18: Font compression and streaming

— Part 19: Synthesized texture stream
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Introduction

The International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC)
draw attention to the fact that it is claimed that compliance with this document may involve the use of a patent.

The ISO and IEC take no position concerning the evidence, validity and scope of this patent right.

The holder ¢f this patent right has assured the ISO and IEC that he is willing to negotiate licences»under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this-respect,
the statement of the holder of this patent right is registered with the ISO and IEC. Information may be obtained
from the companies listed in Annex G.

Attention is grawn to the possibility that some of the elements of this document may be the subject of patent
rights other than those identified in Annex G. ISO and IEC shall not be held responsible“for identifying any or
all such patgnt rights.
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INTERNATIONAL STANDARD ISO/IEC 14496-13:2004(E)

Information technology — Coding of audio-visual objects —

Part 13:
Intellectual Property Management and Protection (IPMP)
extensions

1 Bcope
This [International Standard specifies :

4 The definition, as well as Extension tags, syntax and semanties for an IPMP Data BgseClass to
support the following functionalities.

< Mutual Authentication for IPMP tool to IPMR “to6l as well as IPMP tool |to Terminal
communication.

The requesting by IPMP tools of the connegtion/disconnection to requested IPMP tgols.
The notification to IPMP tools of the gonnection/disconnection of IPMP tools.

Common IPMP processing.

S

IPMP tool to/from User interaetion.

4 Syntax and semantics for the earriage of IPMP tools in the bit stream.

4 Syntax and semantics for IPMP information carriage to and from IPMP tools.
4 Syntax and semantics for the requesting and transfer of content and IPMP Tools betweg¢n Terminals
as well as extension tags, syntax and semantics to the IPMP Data BaseClass ISO/|[EC 14496-1

used therein.

4 XML (syntax and semantics for the description of the environment in which ahd MPEG-4
Terminal/application is operating.

4 “ Alist of registration authorities required for the support of the amended specifications found herein.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 10646-1:1993, Information technology — Universal Multiple-Octet Coded Character Set (UCS) —
Part 1: Architecture and Basic Multilingual Plane

ISO/IEC 14496-1:2004, Information technology — Coding of audio-visual objects — Part 1: Systems

© ISO/IEC 2004 — All rights reserved 1
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XML Schema Part 0: Primer, Part 1: Structures, and Part 2: Datatypes, W3C Recommendation, 2 May 2001,
available at <http://www.w3.0rg/TR/2001/REC-xmlschema-0-20010502>, <http://www.w3.0org/TR/2001/REC-
xmlschema-1-20010502>, and <http://www.w3.0rg/TR/2001/REC-xmIschema-2-20010502>

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1

Binary Representation
In the context of an IPMP Tool, this is the format of the implementation of that IPMP Tool, Examples: Rlatform
Dependent Nlative Code, Java ™ bytecode.

3.2

Content
This implies jpart or whole of an MPEG presentation.

3.3

Content Consumption
Any experience of given Content implies consumption of that content. Access, Playback, Denial of Access and
Creation of 4 Copy are all types of content consumption.

3.4

Content Sfream
This is the incoming content, of MPEG-4 format.

3.5

IPMP Devi¢ce
An implemented application that implements an MPEG-4 Terminal supporting the use of MPEG-4 IPMP.

3.6

IPMP Information
Information dlirected to a given IPMP Tool to enable, assist or facilitate its operation.

3.7

IPMP System
A monolithic| IPMP protection scheme which requires implementation dependant access to protected str¢gams
at required |Control APoints and must provide any intra-communication within an IPMP System oh an
implementatfon basis.

3.8
IPMP Tool

IPMP tools are modules that perform (one or more) IPMP functions such as authentication, decryption,
watermarking, etc. Conceptually the use of one or more IPMP Tools is combined to perform the functionality
of an IPMP System. IPMP Tools, as opposed to IPMP Systems, are normatively identified as to which control
points they function at as well as are provided normative methods for secure communications both within as
well as outside of a given IPMP Tools comprised functional “IPMP System”. An additional difference between
IPMP Tools and IPMP Systems is that IPMP Tools, or a combination thereof, may be used for the protection
of Object streams.

In this specification the use of the term “IPMP System” is used in some cases to indicate either an actual
IPMP System or a combination of IPMP Tools whose combination provides the functionality of an IPMP
System. In cases where the distinction is important the proper respective terms are used.

2 © ISO/IEC 2004 — All rights reserved
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3.9
IPMP Tool Manager

The IPMP Tool Manager is a conceptual entity within the Terminal that processes IPMP Tool List(s) and
retrieves the Tools that are specified therein.

3.10
IPMP Tool Message

A message passed between any combination of IPMP Tool or Terminal.

3.1
IPMP Tool Stream

An elementary stream carrying an implementation of an IPMP Tool.

3.12
Mesisage Router

A cohceptual entity within the Terminal that implements the Terminal-side behayior of the Termingl-Tool
interface.

3.13
Muttal Authentication

Protacols carried out to determine the proper and correct identity of‘a communicating entity and fo secure the
cominunication channels between communicating entities.

3.14
Parametric Configuration

Information that carries task-specific parameter specification, in an extensible form.

3.15
Representation Format

The binary format, platform and communication mechanisms applicable to a given implementatior] of an IPMP
Toollor Terminal.

3.16
Scope of Protection

Scopge of protection refers to the elementary stream and/or object governed by a given IPMP Toollinstance.

3.17|
Terminal

A Terminal‘isan environment that consumes possibly protected Content in compliance with the ugage rules.

3.18
User

A hardware, software or human entity that is the initiator and/or target of content consumption.
4 Overview of IPMP Extensions (Informative)

4.1 IPMP Architecture

This subclause describes the general IPMP architecture. For detailed IPMP architecture linked to MPEG-4
system, please refer to 5.1.

© ISO/IEC 2004 — All rights reserved 3
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Content

4{

IPMP Tool Manager

IPMP Tool List

IPMP Tool ID(s)

Alternate IPMP Tool ID(s) | { Content Request
| |

ametric Tool Terminal

scription(s)

Content Delivery

O
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Figure 1 — Architecture Diagram for Walkthrough Concepts

411 Messaging

the cooperation of multiple tools in the protectioen and governance of content, a message based
s provided. The message based architecture’has three advantages over functional interface type
. The first is that security can more easily.be maintained as messages are less difficult to pijotect

To facilitate
architecture
architectures

in an open f
need be cor
message an
messages.

IPMP Tool
party forum

Physical rou
Router. The
Tools. The i
specification
to assist inte

amework then parameters in a functionyparameters list. The second is that the only entitieg that
cerned with a given message's definition are those that need to generate or act upon a given
i so additional functionality can be created and supported simply through the addition of required
The third is that full interoperability with IPMP tools can be easily achieved by using the
LPI Config [5.8.5] carried in"IPMP Descriptor, or by defining a single messaging API by a third-
vho adopts IPMP.

fing of information and“context resolution are handled by a conceptual entity called the Megsage
Message Routerlabstracts all platform-dependent routing and delivery issues, from the I[PMP
hterface between.the Message Router and the Tools, is non-normative and is not defined if this
however, the.information on the messaging interface can be carried in IPMP ToolAPI Copfig
roperabilitys

All IPMP To

pl intefactions take place via the Terminal. IPMP Tools do not communicate directly with jeach

other within ]he scope of this standard.

The delivery of both bit stream sourced IPMP information as well as IPMP tool and Terminal generated
information is supported through the use of three separate messages which are passed via the Message
Router to IPMP tools. The three messages are, IPMP MessageFromBitstream [5.8.2], which is used to
deliver IPMP stream data, IPMP DescriptorFromBitstream [5.8.3], which is used to deliver
IPMP Descriptors [ISO/IEC 14496-1] and IPMP MessageFromTool [5.8.4], which is used to deliver
messages from either other IPMP tools or the Terminal itself.

In these extensions, a core set of messages are provided which cover what are identified as core functional
requirements.

© ISO/IEC 2004 — All rights reserved
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4.1.2 Mutual Authentication

The most important aspect of a secure messaging architecture is the use of cryptographic algorithms and
protocols that allow one to perform a number of important security functions.

At any point in IPMP Information or Content processing, IPMP Tools may be required to communicate with
one another or the Terminal. The degree of security required for such communication is determined by a
number of variables including information that may be included by the content provider in the Content and
conditions of trust established between tool providers a priori and out of band. It is generally the case that a
given ES is protected by multiple tools but that certain types of tools are complex (e.g. Rights Management
tools) and others are utilities (e.g. Decryption engines). Complex tools may control the instantiation of other

tools[ or make decisions about conient use in response 0 usage queries from the ferm
authgntication may occur between any pair of tools but the level of security required for this\co
will in part be dictated by data contained in the bitstream in an opaque manner. The meehanisr
the determination of this security level is non-normative.

Mutual authentication is executed as follows:

he Tool that initiates mutual authentication with another tool determines, the-conditions g
chieved by such authentication, i.e. the initiating tool determines whether*it needs integn
ommunication or full secure, authenticated communication. This level ‘may or may not be
IPMP Information in the Content.

2. The communicating tools then engage in a message exchange todetermine which authenticg
ill be used. In some cases, this protocol will have been detertinéd by an a priori out of ban
etween the tool providers in their security audits of one anacther.

Thege extensions provide a set of messages to support the-identified functionalities. The fi
InitMutualAuthentication [5.3.1] may be uséd and delivered to a given IPMP tool
receiving IPMP tool is informed as to its required communication partner as well as security m
mus{ be in place. Following this message or the absence thereof, IPMP tools required to do sg
IPMF MutualAuthentication [5.3.2] messageas required to determine or create secure
cominunication as needed based on the application.

As ope purpose of Mutual Authentication is’the verification of trust relationships existing betweer
thes¢ specifications provide for the carriage of trust and security metadata. This metadata may
or mlore certificates, credentials or integrity verification information.
relationships are established by out-of band relationships between the different entities involved
and managing the content. However, the trust metadata that results from such relationships need

inal. Mutual
mmunication
n for making

f trust to be
ty protected
dictated by

tion protocol
H negotiation

rst message
such that the
easures that
will use the
channels of

two entities
include zero

The creation or establishient of trust

in protecting
5 to be made

availpble to permit static and dynamic verification of trust.

During the Mutual Authéntication process the carriage of IPMP TrustSecurityMetadatg
suppprted to provide jadditional security related data usable by IPMP tools to determine
information.

[6.3.2.7] is
trust related

Onc¢ Mutual Authentication is performed, the IPMP SecureContainer [5.3.3] may be u

information securely between IPMP tools and IPMP tools and Terminal.
4.1.:J1PMP-W—aeqtﬁsiticn

ISO/IEC 14496-1 defines IPMP ToolListDescriptor which conveys the list of IPMP tools required to
access the content associated with the InitialObjectDescriptor in which it is described, and may
include a list of alternate IPMP tools or parametric descriptions of tools required to access the content. The
conceptual entity Tool Manager parses the tool list, makes sure all tools are available, and retrieves missing
tools if any.

sed to pass

If a given required tool is not present on a given Terminal, the IPMPToolES DecoderConfig [5.4.3]
descriptor can be used to indicate an IPMP tool bearing stream with IPMP ToolES AU [5.4.4] being used to
actually carry the required tool.
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A missing IPMP Tool can also be acquired from a neighbouring IPMP device via tool transfer messages
defined in Annex D, or it can be acquired by connecting to a remote server and providing the terminal
description as defined in Annex E.

4.1.4 IPMP Tool connection and disconnection

In the IPMP architecture, IPMP tool may be connected as the result of an IPMP DescriptorPointer
[ISO/IEC 14496-1] being processed and in addition may be connected due to requests from already
connected IPMP tools. Note: Instantiation of the Tools to be connected is implementation dependent,
however, the information on how to instantiate the Tools can be carried in IPMP_ToolAPI Config [5.8.5] to
assist interoperability.

Instantiation|of the Tools to be connected is implementation dependent. A registration authority shall'register

instantiation

IPMP tools
request a lis

IPMP tools &
using the T}
IPMP Tool

mechanisms for particular platforms.

may use the IPMP GetTools [5.4.1] and IPMP GetToolsResponse [5.4.2] messagy
of tools available for connection that exist as well as a response to the request;-respectively

s well as the Terminal may also query a given IPMP tool as to its capabilities and functional
MP ToolParamCapabilitiesQuery [5.4.5] message with the tool being queried usin
PparamCapabilitiesResponse [5.4.6] message as a reply.

Knowing tha

tool by using the IPMP ConnectTool [5.4.7] message and may requést the disconnection of another
tool by using the IPMP DisconnectTool [6.4.8] message. A congection may require the actual instant

of a tool or

The IPMP (
location to c
protection as
an Elementg
especially as

a given tool is needed for processing, an IPMP tool may requi€st the connection of another

ay be accomplished through physical/electronic meahs.

onnectTool message contains control point and sequence information to determine the

bnnect the requested tool. Tools connected at the request of other tools inherit the same sco
the requesting tool. Note that some contfel”points are not associated with any known poi

ry Stream. Note also that there are issugs with scoping and scenarios that are somewhat illo
related to BIFS nodes referencing ODs.

Each instant
protection.

ation of an IPMP Tool shall establish a new logical instance of the tool, for a particular sco
he Terminal assigns a context identifier for the logical instance of the tool, which maps t

bs to

ty by
y the

PMP
PMP
ation

bxact
pe of
nt on
gical,

pe of
b the

specific tool[instance, and therefore to'the associated scope of protection. These context identifiers shall be

unique to en
The process|
1. Est

2. Est
3. Est

available for

ure unambiguous message addressing.
of instantiation involyes the following steps
blish a context'for the Tool being instantiated

blish a link(between the MR and the Tool instance
blish a link’between the Tool instance and the MR.

commumcatlon and use of the |nstant|ated tool by other tools as weII as the Terminal.

The tool requesting connection shall receive an IPMP NotifyToolEvent [5.5.3] message indicating the
instantiation of the IPMP Tool, and its associated context. The requesting tool and the instantiated tool may
perform mutual authentication thereafter.

If an IPMP tool knows of another tool with which it must communicate has already been connected, it may use
the IPMP GetToolContext [5.4.9] message and will receive an IPMP GetToolContextResponse
[5.4.10] message in reply if the requested IPMP tool is already connected with the message containing the
address through which the requesting tool may use to communicate with the requested tool.
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4.1.5 Notification of IPMP Tool connection and disconnection

During the processing of IPMP protected content, a number of IPMP tools may be involved, for
communication and various security purposes, notification messages are supplied to notify IPMP tools when
other IPMP tools have either been connected, disconnected or processed watermark information. Additionally
IPMP tools may request at any time a list of all the IPMP tools currently connected at various specifiable
scopes of protection.

The IPMP AddToolNotificationListener [5.5.1] message may be used to indicate the sending IPMP
tools intent to receive notifications of events and scopes of protection as specified in the
IPMP AddToolNotificationListener message. To remove one's self from being notified in the future
for specified events, an IPMP tool may use the 1PMP_RemoveloolNotificationListener |[5.5.2] to do
so.

As eyents occur for which notifications have been requested, the IPMP NotifyToolEverft [5.9.3] message
is sent to requesting IPMP tools.

41.4 Common IPMP processing.

Diregt support has been provided for the carrying out of common IPMP jprocessing operations. Specific
support and the related messages are as follows:

4 IPMP CanProcess [5.6.1] for the notification by an IPMR*t0ol to the Terminal that streamq processing
may begin. All tools connected and processing data-within a given stream must sengl permission
before any tools in the stream receive stream data.

4 IPMP Opaquedata [5.6.2] for the carriage of usér defined data.

4 IPMP KeyData [5.6.3] for the carriageof decryption key data as well as timing information to
determine the validity period of time varying keys.

4 IPMP RightsData [5.6.4] for the'carriage of rights expressions.
4 IPMP SelectiveDecryptlenInit [Annex A] for the configuration of a decryption tool,
4 IPMP AudioWatermapkingInit [Annex B]for the configuration of an audio watermarkjng tool.

4 IPMP SendAudioWatermark [Annex B] for the sending of information to be embedded or that was
extracted.

4 IPMP VideoWatermarkingInit [Annex C] for the configuration of a video watermarking tool.

4 IPMP SendVideoWatermark [Annex C] for the sending of information to be embedded or that was
extracted.

4.1.7 IPMP tool to/from User interaction

During IPMP processing, direct interaction between IPMP tools and a User may be required. The
IPMP UserQuery [5.7.1] message is used to provide information to be relayed to a User and to request
information as well. The IPMP UserQueryResponse [56.7.2] is used to relay information provided by a User
back to the originator of the User query.

© ISO/IEC 2004 — All rights reserved 7
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5 Normative Elements

5.1 Extended MPEG-4 Architecture
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Figure 2 — Mapping of IPMP Extensions to MPEG-4 Systems Architecture

5.2 Extens|on tags for the IPMP_Data_BaseClass message

Table 1 — Tags for IPMP Data extending IPMP_Data_BaseClass

8-bit'Tag Value Symbolic Name
0x00 Forbidden
0x01 IPMP_OpaqueData_tag
0x02 IPMP_AudioWatermarkinglInit_tag
0x03 IPMP_VideoWatermarkinglnit _tag
0x04 IPMP_SelectiveDecryptioninit_tag
0x05 IPMP_KeyData _tag
0x06 IPMP_SendAudioWatermark_tag
0x07 IPMP_SendVideoWatermark _tag

8 © ISO/IEC 2004 — All rights reserved
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0x08 IPMP_RightsData _tag
0x09 IPMP_Secure_Container_tag
O0x0A IPMP_AddToolNotificationListener_tag
0x0B IPMP_RemoveToolNotificationListener_tag
0x0C IPMP_lInitAuthentication_tag
0x0D IPMP_MutualAuthentication_tag
0x0E IPMP_UserQuery_tag
OxOF IPMP_UserQueryResponse_tag
0x10 IPMP_ParamtericDescription_tag
0x11 IPMP_ToolParamCapabilitiesQuerytag
0x12 IPMP_ToolParamCapabilitiesResponse_tag
0x13 IPMP_GetTools_tag
0x14 IPMP_GetToolsResponse_tag
0x15 IPMP_GetTeoolContext_tag
0x16 IPMP,_GetToolContextResponse_tag
0x17 IPMP_ConnectTool_tag
0x18 IPMP_DisconnectTool_tag
0x19 IPMP_NotifyToolEvent_tag
0x1A IPMP_CanProcess_tag
0x1B IPMP_TrustSecurityMetadata_tag
0x1C IPMP_ToolAPI_Config_tag
0x1D—- Ox3F Reserved for Inter-device messages
0x40 — OxCF ISO Reserved
0xDO — OxFE User Defined

5.3 Mutual Authentication

This subclause defines the syntax and semantics of messages used for mutual authentication and secure
communications.

© ISO/IEC 2004 — All rights reserved 9


https://iecnorm.com/api/?name=a26d8d906b2aa14733b537bb5159323b

ISO/IEC 14496-13:2004(E)

5.3.1 IPMP_InitAuthentication

5.3.1.1  Syntax

class IPMP InitAuthentication extends IPMP Data BaseClass:
bit (8) tag = IPMP_InitAuthentication tag
{
bit (32) Context;
bit (8) AuthType;
}

5.3.1.2 Semantics

Context -|the 32-bit Context ID of the logical instance of the Tool with which mutual authentication. is

o be

performed. [n the case of this message being contained in the bitstream, the only possible value for'¢onfext
is “0”, the Cqgntext ID of the Terminal, as that is the only context ID that can be known in advance. lin the|case
of this message being used between instantiated tools, Context shall include the actual Centext ID qf the

required tool.

AuthType has the following values.

Value of AuthType Semantic Meaning

0x00 Forbidden

0x01 No Authentication Required
0x02 No ID verify; Do secure channel
0x03 Do ID verify, No secure channel
0x04 DoD verify, Do secure channel

0x05-0xFE ISO Reserved
OxFF Forbidden

5.3.1.3 Response

IPMP_Mutudl_Authentication” between receiving tool and indicated tool.
5.3.2 IPMRA_Mutual-Authentication

5.3.21 Syntax

class IPMP Mutual Authentication extends IPMP Data BaseClass
: bit(8) tag=IPMP MutualAuthentication tag;
{

bit (1) requestNegotiation;
bit (1) successNegotiation;
bit (1) failedNegotiation;

bit (1) inclAuthenticationData
bit (1) inclAuthCodes;

const bit (3) reserved = 0b000;
if (requestNegotiation) {
bit (8) nCandidateAlgorithm;
AlgorithmDesciptor candidateAlgorithms|[];
}

10 © ISO/IEC 2004 — Al rights reserved
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if (successNegotiation) {
bit (8) nAgreedAlgorithm;
AlgorithmDescriptor agreedAlgorithms/[];
}
if (inclAuthenticationData) {
ByteArray AuthenticationData
}
if (inclAuthCodes) {

unsigned int type;
if (type == 0x01) {
unsigned int nCertificate;
unsigned int certType;
ByteArray certificates[nCertificate];
} elseif (type == 0x02) {
KeyDescriptor publicKey;
} elseif (type == OxFE) {
ByteArray opaque;
}
IPMP TrustSecurityMetadata trustDhata;
ByteArray authCodes;
}
}
5.3.22 Semantics
An instance of IPMP Mutual Authentication is generated by-and exchanged between IPMP tools, and
IPMPR Tools and a Terminal for the purpose of mutual authenticdtion.
inclAuthCodes — if this flag is set, authentication codesdorthe current message are specified.
typg¢ — specifying the type of the authentication codes:>Semantics of each value for this variable s defined as
follows
Vjalue of Type Semantics
0x00: No information regarding the type is explicitly specified.
0x01 The value-specified in the variable authCodes is digital signature. One or more
SPKI cerificates or X.509 V3 certificates, depending on the value of certType are
specified as a method to verify the signature in the variable certificates[].
0x02 The value specified in the variable authCodes is a digital signature. At the same
time, a public key accompanied by algorithm specification is specified as g method to
verify the signature.
0x03 —.OxDF ISO Reserved
(OxEQ~ OxFD User Private
OxFE Application-dependent information regarding the type is specified in the variable
opaque.
OxFF Forbidden

certType — specifies type of a certificate, value assigned by a Registration Authority.

certificates [] — specifies data of one or more certificates. The certificate type is determined by the value
of certType. This variable is specified, only when the variable type specifies 0x01.

© ISO/IEC 2004 — All rights reserved
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publicKey — specifies a cryptographic public key accompanied by algorithm specification. This variable is
specified, if the variable type specifies 0x02.

opaque — specifies an application-dependent method to verify the authentication codes.

specified if the variable type specifies OxFE.

trustData

authCodes
beginning at

requestNe

method to bg used in the subsequent communication.

candidate
authenticatig
identifiers of|
of the list tg
IPMP Mutu
selected alg
the list,

failedNeg

Note: When
generation 0

encryption, and message authentication.

functionality.
encryption/d

Additional N
a number of

registration
identifiers arj

inclAuthe
used during

Authentic
method speq

5.3.2.3

IPMP Mutu

Response

— if present, specifies trust and security metadata.

— specifies authentication codes to this message.
the type specification of the authCodes.

Note that data to be signed excludes

This variable is

data

potiation — indicates that the originator is requesting negotiation about an authentio

hlgorithms — specifies a list comprised of one or more algorithm identifiers_of cand
n methods. The originator of the IPMP Mutual Authentication message shall sp
algorithms and/or protocols that it supports. The recipient of this message shall select one
fulfil the requirements, which the recipient IPMP tool supports. The recipient sends an
b1 Authentication message such that agreedAlgorithm specifiesithe identification g
prithms and/or protocols. If the recipient cannot find algorithms and/or.protocols that it suppd
t returns an IPMP Mutual Authentication message\ vspecifying a "Ob1"
btiation. The syntax of AlgorithmDescriptor is provided'in)[5.3.2.6].

the field candidateAlgorithms contains algorithms of-mutual authentication that suppo
f a shared secret, additional algorithm identifiers are listed to support the negotiation of meg
The purpose of eaehnalgorithm included will be implicit fro
i.e. if DES is a candidate algorithm it is assumed it is specified for mes

Bcryption.

pte: For algorithms that support a number:of options within one algorithm such as AES suppq
block lengths and key lengths, only one configuration will be specified for a given identifi

d Ids as well.

hticationData — when setto‘1’, this implies that the message contains method specific
mutual authentication.

htionData — specifies data to be used for mutual authentication and whose value depeng
ific processing. This variable exists only when the flag inclAuthenticationData is set.

h1 Authentication, until authentication is successful.

5.3.24

BaseAuthenticationDescriptor
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idate
ecify
S out
pther
f the
rts in

for

't the
sage
m its
sage

rting
er or

authority listed ID. Additionally padding requirements and solutions will be included in the

data

S on

This subclause defines the syntax and semantics for a descriptor that defines a base from which
authentication descriptors may be extended.

5.3.2.4.1

abstract aligned(8)

{
// empty.
}

12

Syntax

expandable (2728 -1) class BaseAuthenticationDescriptor : bit(8)

To be filled by classes extending this class.

tag=0
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5.3.2.5.1 Syntax

clas
bit(
{

}
5.3.2
This

keyH
defin

Exan

ISO/IEC 14496-13:2004(E)

tag table
0x00 Forbidden
0x01 IPMP_AlgorithmDescr_tag
0x02 IPMP_KeyDescr_tag
0x03-0x7F ISO Reserved
0x7F-OxFE User defined
OxEE Eorbidden

subclause defines the syntax and semantics for the carriage of a cryptographic key.

s KeyDescriptor extends BaseAuthenticationDescriptor:
8) tag = IPMP KeyDescr tag

teString keyBody;

.5.2 Semantics
class is for specifying a cryptographic algorithm and.a key conforming to the algorithm.

ody — the body of the key. The value shall be data that conforms to a rule for data structure of the key
ed outside of this document.

hple — If an encryption algorithm is. RSA, the value of this parameter shall be the BER ehcoded data

which conforms to PKCS#1.
RSAPublicKey ::=
SEQUENCE {
modulus INTEGER, -- n
publicExponent INTEGER -- e
}
5.3.2.6 AlgorithmDescriptor
This |subclause/defines the syntax and semantics for the carriage of a cryptographic algorithmp or protocol
idenfjfication.
5.3.2.644 ~ Syntax
class AlgorithmDescriptor extends BaseAuthenticationDescriptor:

bit(

8) tag = IPMP AlgorithmDescr tag {

bit (1) isRegistered;
const bit (7) reserved = 0b0000.000;
if (isRegistered) {

bit (16) regAlgoID;
}
else {

ByteArray specAlgolID;

}

ByteArray OpaqueData;
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5.3.2.6.2

Semantics

This class is for specifying an identifier of an arbitrary algorithm.

isRegistered — a 0b1 indicates the ID included is a normative identifier of the algorithm. A 0bO indicates

the algorithm is identified by an ID assigned by a registration authority

regAuthID — a identifier of the algorithm as assigned by a registration authority.

specAlgoID — a normative identifier of the algorithm.

SpecAlgol

D —

SpecAlgg

ID

Content

Confidentiality

Integrity

DH-G-H-x-

Diffie-Hellman Key Agreement Scheme
on a base group G. The parameter
setting of the both parties is specified in
certificates.

No

Yes

EDH-G-H-

Ephemeral Diffie-Hellman Key
Agreement Scheme on a base group G.
Both parties are assumed to agree on
the base group G, and each party is
supposed to generate ephemeral
parameters (a public key pair) for the
purpose of authentication and the
parameters are submitted being sighed
by the party. A certificate of the party is
used for the opponent party to-verify the
signature.

No

Yes

DH-G-E-H

LX-Y-Z

DH-G-H-x-y being used“in combination
with a symmetric keycipher algorithm E.

Yes

Yes

EDH-G-E-

H-x-y-z

EDH-G-H-x-y being used in combination
with a symmetfic key cipher algorithm E.

Yes

Yes

RSA-OAE

Needham+Schroeder Scheme deploying
RSA:-based OAEP as the public key
encryption.

No

Yes

RSA-OAE

b_E-H-x2

RSA-OAEP-H-x being used in
combination with a symmetric key cipher
algorithm E.

Yes

Yes

SCHNRR-

G-x-y

Schnorr Identification Scheme on a base
group G.

No

No

14
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Variable Definition
G Specifies the type of a base group (e.g. a sub-groups of an elliptic curve)
E Specifies a symmetric key cipher algorithm to realize confidentiality of messages.
H Specifies a hash function to realize message integrity. Hash function to be used being
SHA-1.
X Specifies the size of a base field (e.g. the length in bits of the base field _gf an elliptic
curve).
Y Specifies a size of the order of the base group (e.g. the length inrbits” of th¢ order of a
base group).
Z Specifies the length in bits of a symmetric key cipher to be Used.
Remgrk. The actual cryptographic scheme is constructed on a propersub-group instead of beind constructed
on ah entire elliptic curve or an entire multiplicative group of a finite-field. Further, the order of the base sub-
group shall be a prime number, and its length is specified to befy bits. This value of y influences| the strength

of th

Gene¢ration of a MAC

In th
of m
of th
shar
form

MAC

Geng¢ration of Keys for Message Encryption

Keys
partig
bits,

writ

ID_

e scheme against the Pohlig-Hellman method, which finds ‘solutions to DLP on arbitrary grouy

b case where a value is specified for the variable H, if either or both of the parties require the
bssage integrity, MAC (Message Authentication Code) is attached to messages. Usage of a
b message is optional. MAC is generated based on the hash function specified by the variak
pd secret being used as a key to genéerate MAC. MAC is generated in accordance with
Ila, where H denotes Hashing and |-denotes concatenation.

H(H(Shared Secret) | \Message | H(Shared Secret))

of a symmetric key)cipher to be used between the parties are generated from the secret s
bs through the authentication procedures. For example, in the case that the key length is sp
fhe write_key..A,"which the party A uses to encrypt messages, is generated by the following f

e key 2 TRUNC (56, SHA-1(100 LSBits Of Secret | “WRITE” | ID Of A | Rest

£ A.s defined as the byte data with value "0" if Party A is the initiator of the communicatio

the b

S.

functionality
MAC as part
le H and the
he following

hared by the
ecified as 56
ormula.

f Secret))

n, whilst it is

yte\data with value OxFF otherwise.

5.3.2.7

IPMP_TrustSecurityMetadata

This subclause defines syntax and semantics used to carry security audit and/or trust related information.

5.3.2.71

clas

Syntax

s IPMP TrustSecurityMetadata : public IPMP Data BaseClass

: bit(8) tag = IPMP TrustSecurityMetadata tag
{

bit (16) numTrustedTools;

for (int j=0; j<numTrustedTools; Jj++)

{

© ISO/IEC 2004 — All rights reserved
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bit (128) toolID;
DateClass AuditDate;
bit (16) numTrustSpecification;

for (int 1=0; i<numTrustSpecification; i++)
{
bit (1) hasCCBasedTrustMetadata;
const bit(7) reserved = 0b0000.000;

if ('hasCCBasedTrustMetadata) {
DateClass startDate;

bit (2) attackerProfile;
const bit (6) reserved = 0b0000.00;
bit (32) trustedDuration;

} ¢lse {

ByteArray CCTrustMetadata;

}
}

5.3.2.7.2 Semantics

For numTruptedTools referenced by tool1D, the trust metadata for each tool consists of the date of audit,
AuditDatel|by the trust auditor.

For each of|numTrustSpecification, the tool shall be trusted as of startDate, to protect againgt the
specified AttackerProfile for the TrustedDuration minutes.

Or an alterndtive, though opaque, means of specifying the trusttmetadata using Common Criteria contained in
CCTrustMegadata.

Attacker profile is defined as class I, Il, or Il where;
0x00 forbidden
0x01 Class |
0x02 Class Il
0x03 Class lll

0x04 — OxOF User defined
0x10 — OXFE ISO reserved
OxFF forbidden

5.3.2.7.3 DateClass

This subclause defines’syntax and semantics for the carriage of date related information.

5.3.2.7.3.1 Syntax

class DateClass : {
bit (40) Date;
}

5.3.2.7.3.2 Semantics

This descriptor identifies the date on which the audit took place.

Date - contains the audit date of IPMP tool in question, in Universal Time, Co-ordinated (UTC) and Modified
Julian Date (MJD). This field is coded as 16 bits giving the 16 least significant bits of MJD followed by 24 bits

coded as 6 digits in 4-bit Binary Coded Decimal (BCD). If the audit date is undefined all bits of the field are set
to 1.
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IPMP_SecureContainer
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This subclause defines syntax and semantics for the carriage of secured data as well as indicating how the
contained data is secured.

5.3.3

clas
: bi
{

.1 Syntax

s IPMP SecureContainer extends IPMP Data BaseClass
t(8) tag = IPMP_ Secure Container tag

bit (1) hasEncryption;

b

£ (1) hasMAC -

b
c

i

—

}
}

5.3.3
This
mess
appli
prot
decr
hasH

hasN\

isM]

information.

prot

has lbeen applied.

|t (1) 1sMACEncrypted;
nst bit(5) reserved=0b0000.0;

F (hasEncryption)
ByteArray encryptedData;

if (hasMAC && !isMACEncrypted) {
ByteArray MAC;
}

| se {
IPMP Data BaseClass protectedMsg;
if (hasMAC) {
ByteArray MAC;
}

.2 Semantics
forms a secure container for any message, extending the IPMP Data BaseClass. Thg
age is optional and is defined for transmitting any message in a secure manner when ne
cation. The payload message is optionally encrypted. The MAC allows verification of the in
ectedMsg, and is optionally encryptéd. The key and algorithm for creating and verifying th
pting the encrypted payload, is nedotiated as part of an external authentication mechanism.
ncryption - Indicates that-the encrypted message is contained in encryptedbata.

(AC — Indicates that a MAC, Message Authentication Code is contained in the field MAC.

lCEncrypted -,indicates that the encrypted portion contained in encryptedData also con

ectedMsg'— Unencrypted message derived from IPMP Data BaseClass to which the co

5.4 IPMP Tool connection and disconnection

This

use of this
eded by the
tegrity of the
e MAC, and

tains MAC

htained MAC

subclause defines syntax and semantics for messages related to:

capabilities.

e The acquiring of tools contained in the bit stream.

e The requesting of IPMP capabilities of a given IPMP Tool or the Terminal.

¢ Requesting the instantiation and disconnection of IPMP Tools either as discrete loadab

requesting the use of the Terminal’s internally implemented IPMP capabilities.

© ISO/IEC 2004 — All rights reserved
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e Requesting a communication channel to an already instantiated tool.

5.41 IPMP_GetTools

This subclause defines syntax and semantics to request available IPMP Tools or capabilities on/of the
Terminal.

5.41.1 Syntax

class IPMP GetTools extends IPMP Data BaseClass:
bit(8) tag = IPMP GetTools tag

{
}

5.41.2 Semantics

Message IPMP GetTools is used by a tool to find all the Tools, instantiated or not, that are,available on the
terminal.

5.41.3 Response

IPMP GetTpolsResponse.

5.4.2 IPMR_GetToolsResponse

This subclayse defines syntax and semantics to inform the presencee of available IPMP Tools or capabjlities
on/of the Tefminal.

5421 Syntax

class IPMP|GetToolsResponse extends IPMP Data BaseClass:
bit (8) §ag = IPMP GetToolsResponse tag

{
IPMP Toql toolsl[];

}
5.4.2.2 Semantics

tools — A list of tools available to the Terminal.

5.4.2.3 Response

None requirgd

5.4.3 IPMRToolES.-DecoderConfig

This subclaysé«defines syntax and semantics for the configuration of the Terminal to receive an IPMP|Tool
contained in'the-bitstream-

A streamType identifier “IPMPToolStream” is defined for elementary streams to carry binary IPMP Tools in
ISO/IEC 14496-1. IPMP Tool Streams shall be referenced through the IOD. The IPMP Tool Manager serves
as a decoder for IPMP Tool Streams. IPMP Tools carried within IPMP Tool Streams become part of the
Terminal resources, and shall be installed, used and retained at the discretion of the Terminal implementation.
As such, once the downloaded tool is installed or otherwise made available to the Terminal implementation, it
shall be referenced via its IPMP Tool ID just like any other IPMP Tool. Handling and usage of Tools carried in
Tool elementary streams are implementation dependant.

One implementation of a given tool is carried as the payload of one IPMP Tool stream. The access unit
definition of an IPMP Tool Stream is given in 5.4.4. The representation format, package information and IPMP
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Tool ID of which is specified in IPMPToolES DecoderConfig which shall be conveyed in the

ES Descriptor declaring the IPMP Tool Stream.

5.4.3.1 Syntax

class IPMPToolES DecoderConfig extends DecoderSpecificInfo
{

bit (128) IPMPiToolID;

bit (1) hasFormatID;

bit (1) hasPackagelID;

const bit (6) reserved = 0b0000.00;

if (hasFormatID)

: bit(8)

tag=DecSpecificInfoTag

bit (32) Tool Format ID;
L £ (hasPackagelID)
bit (16) Tool Package ID;
ByteArray OpaqueData;
}
5.4.3.2 Semantics

IPME ToolID - the ID of the Tool carried in this stream.

Tool Format ID -

This is defined as 0x0001 for a structurally described tool. Otherwise, the

Tool Format ID indicates the Binary Representation of the Tool and is assigned by a registration authority.

Tool Package Id - a 16-bit unsigned integer that indicat€s the details of the package of the Tool —

exanpples are CAB, Zip, TAR. Values are assigned by a registration authority.

OpaqueData - Any opaque data.
5.4.4 IPMP_ToolES_AU

This |subclause defines syntax and semantics.of\the Access Unit which carries IPMP Tools in the IPMP Tool

Stregm.

5.4.41 Syntax

clasls IPMP ToolES AU
{
bit (1) isSigned;

Fonst bit (7) reserved =
i £ (isSigned)

0b0000.000;

ByteArray JPMP Tool Signature;

bit (16) AumCerts;
for (int\1=0; i<numCerts; i++)
{

bit (8) CertType;

ByteArray certificates[numCerts];

i

b1t (128) Verifying Tool Id;
}
bit (32) sizeOfTool;
bit (8) Tool Body[sizeOfTool];

}

5.4.4.2 Semantics

IsSigned - When setto ‘1’, shall indicate the presence of a signature in the tool stream.

IPMP Tool Signature - the signature of the IPMP Tool being delivered in Tool Body in the tool stream.

NumCerts - The number of certificates included.

© ISO/IEC 2004 — All rights reserved
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CertType — The type of certification mechanism being used, value assigned by a Registration Authority.
Certificates - The array of certificates.

Verifying Tool Id - The ID of the Tool that is required to verify the certificate(s). This shall be the ID of
the Terminal or a trusted tool. When the Verifying Tool ID is implicit by the CertType and/or
certificates, this shall be set to 0.

SizeOfTool - the size in bytes of the Tool Body

Tool Body _=_the tool.

5.4.5 IPMR Tool Parametric Capabilities Query

This subclayse defines syntax and semantics to request IPMP capabilities available from either IPMP Togls or
the Terminall

5451 Syntax

class IPMP|ToolParamCapabilitiesQuery extends IPMP Data BaseClass
: bit(8) tpag = IPMP ToolParamCapabilitiesQuery tag

{

IPMP PagamtericDescription toolParamDesc;
}
5.4.5.2 Semantics

This message allows a terminal to query a tool as for support for a specific parametric description. | The
contents of the message are the actual tool parametric descriptor that would be contained in the tools list.

toolParampesc: The parametric description of the capability being queried.

IPMP ParaptericDescription is defined in 14496-1.

5.45.3 Response

IPMP ToolpParamCapabilitiesResponse.

5.4.6 IPMR Tool Parametric.Capabilities Query Response

This subclause defines syntax and semantics to inform the IPMP Capabilities of an IPMP Tool or the Terfninal.

5.4.6.1 Syntax

class IPMP|TOelParamCapabilitiesResponse extends IPMP Data BaseClass
: bit(8) tagh= IPMP ToolParamCapabilitiesResponse_tag
{

bit (1) capabilitiesSupported;

const bit(7) reserved = 0b0000.000;

}
5.4.6.2 Semantics

This message is the response to the above parametric capabilities query and simply returns a boolean value
as to whether or not the parametric description is supported by the tool.

capabilitiesSupported: If this bit is set to “1’, this implies that the tool does support the parametric

description queried in the preceding message. If set to ‘0’ this implies that the tool does not support the
parametric description.
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5.4.6.3 Response

None required.

5.4.7 IPMP_ConnectTool

This subclause defines syntax and semantics used to request the instantiation of an IPMP tool. Note, this
request may be satisfied by either the loading/instantiation of a discrete loadable IPMP Tool or by the
Terminal making the requested IPMP functionality available at the point requested.

5.4.71 _ Syntax

clasjs IPMP ConnectTool extends IPMP Data BaseClass:
bit(8) tag = IPMP ConnectTool tag

{

IPMP Descriptor toolDescriptor;

}
5.4.7.2 Semantics

Mesgage IPMP ConnectTool allows a tool to request the Terminal(to create a connectipn to a tool
identified in the toolDescriptor.

toolDescriptor - contains an IPMP descriptor to be used for determining location of new tool gontext to be
connected. Scope of connected tool shall be the same as the requesting tool.

The Terminal shall link the new Tool Context to the Message router, before it responds to this megsage.

5.4.7.3 Response

IPMEF NotifyToolEvent with an eventType of “CONNECTED” or an eventType of
“CONNECTIONFAILED".

5.4.§ IPMP_DisconnectTool

This |subclause defines syntax and.seémantics used to inform that a given IPMP Tool, or Tefminal IPMP
func}onality is no longer needed. Note, the precise timing of when the IPMP Tool or functionality|becomes no

longgr available, one should assume that once the request is made, no further use of the IPMP Tool or
functionality is possible.

5.4.81 Syntax

clasfs IPMP DisgconhnectTool extends IPMP Data BaseClass:
bit (8) tag{ = IPMP DisconnectTool tag

{
bit (32) IPMP ToolContextID;

}
5.4.8.2 Semantics

Message IPMP DisconnectTool allows a tool to disconnect a tool it has previously connected at a control
point.

IPMP ToolContextID is the ID of the Tool Context to be disconnected. IPMP ToolContextID is
randomly generated by the Terminal and is to be unique for each connected IPMP tool.

5.4.8.3 Response

IPMP NotifyToolEvent - with an eventType of “DISCONNECTED” or an eventType of
“‘DISCONNECTIONFAILED”.
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5.4.9

IPMP_GetToolContext

This subclause defines syntax and semantics to request the logical address of a given IPMP Tool or Terminal
provided IPMP functionality for messaging purposes.

5.4.9.1

class IPMP
tag = IPMP GetToolContext tag

bit (8)
{

bit (3)

bit (1)

Syntax

GetToolContext extends IPMP Data BaseClass:

scope;
hasIPMPDe hrip#anTﬂ—T‘ -

const

if (ha

bi
}
5.4.9.2

The value off
SCOPE_ES
SCOPE_OD
SCOPE_LO

Other values

When called
elementary s

When called
OD as the to

When called
same name

IPMP Desc

5.4.9.3

IPMP GetT

5.4.10 IPMH

This subclaJ

Semantics

Response

bit (4) reserved 0b0000;

EIPMPDescriptorID)
L (16) IPMP DescriptorIDEx;

the scope parameter can be:
D =0x0
= 0x1
CAL = 0x2

are reserved for future use.

with a scope of SCOPE_ESD, this message willlimit the search to all tools protecting the §
tream as the tool who sends the message is protecting.

with a scope of SCOPE_OD, this message will limit the search to all tools declared in the §
ol who sends the message is declared’in (at the OD level or the ESD level).

with a scope of SCOPE_LOCAL/ this message will limit the search to all tools declared i
5cope as the tool which sends\the message is declared in.

riptorIDEx — an optionalparameter to limit reply to tools from a given declaration.

bolContexfResponse.

_GetToolContextResponse

se ‘defines syntax and semantics used to inform the logical address of a requested IPMP Tq

pame

pame

n the

ol or

Terminal provided functionality.

5.4.10.1

class IPMP

bit (8)
{

bit

bit

bit

if

)

1
5)

bit

bit (32)

22

10)
hasESD ID)

Syntax

GetToolContextResponse extends IPMP Data BaseClass:
tag = IPMP GetToolContextResponse tag

hasESD ID;
reserved
OD_ID;

0.0000b;

(16) ESD_ID;

IPMP ToolContextID;
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Where OD_ID is the ID of the OD where the tool is declared (at the OD level or ESD level), and ESD_ID, if
present, is the ID of the ESD where the tool is declared.

5.4.10.2 Semantics

IPMP_ ToolContextID - is the identifier of the tool Context. A null value indicates that this context does not exist.

5.4.10.3 Response

None required.

5.5 IPMP Tool notification

This jsubclause defines syntax and semantics used for:

4 A request to be notified in the event that an IPMP Tool is instantiated.
4 A request to terminate IPMP Tool instantiation notification.

4 The notification of an instantiation.

5.5.1 IPMP_AddToolNotificationListener

This [subclause defines syntax and semantics to request notification of the defined events of IPMH Tools.

5.5.11 Syntax

clasls IPMP AddToolNotificationListener extends IPMP Data BaseClass :
bit (|8) tag = IPMP_AddToolNotificationListgner tag

bit (3) scope;

bit (5) reserved; 0b0000.0

bit (8) eventTypeCount;

bit (8) eventType[eventTypeCount];

}
5.5.1.2 Semantics

Mesgage IPMP AddToolNotificationListener allows an existing IPMP Tool running on the terminal to
request notification of any defined event in the terminal.

scope - The value'of the scope parameter can be:

SCORE_ESD.5.0x0

scopE{ed’= 0x1

SCOPE_LOCAL = 0x2
Other values are reserved for future use.

When called with a scope of SCOPE_ESD, this message will limit notifications for tools protecting the same
elementary stream as the tool who sends the message.

When called with a scope of SCOPE_0D, this message will limit notifications for tools protecting the same OD
as the tool who sends the message is declared in (at the OD level or the ESD level).

When called with a scope of SCOPE_LOCAL, this message will limit notifications to all tools connected in the
same name scope as the tool who sends the message is declared in.
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eventType — Type of event for which the sender shall receive notifications for and defined by the following

table.
0x00 CONNECTED
0x01 CONNECTIONFAILED
0x02 DISCONNECTED
0x03 DISCONNECTIONFAILED
0x04 WATERMARKDETECTED
0x05-0xCO ISO Reserved
0xCl-0xFF User Defined
5.5.1.3 Response
None requirgd.
5.5.2 IPMR_RemoveToolNotificationListener
This subclause defines syntax and semantics used to request the termination-oftinstantiation notifications
5.5.21 Syntax

class IPMP

bit (8) A
{
q
q

bit (8)
bit (8)
}

5.5.2.2

Message I

terminal to terminate the receipt of a previous registered event listener.

present, all
55.2.3
None requirg
5.5.3 IPMF

This subclay
IPMP Tool i

Semantics

Response

| RemoveToolNotificationListener extends IPME~Data BaseClass
ag IPMP_RemoveToolNotificationListener tag

ventTypeCount;
ventType [eventTypeCount];

PMP RemoveToolNotificationListener allows an existing IPMP Tool running or
If an eventTypeCount of
reviously registered event types shall be unregistered.

d.

_NotifyToolEvent

se defines syntax and semantics used to notify an IPMP tool that has requested the natificati
nstantiations that an IPMP Tool has been instantiated. Note, this message is to be deliver

the
0" is

on of
ed to

both IPMP T

ools’that have requested notification as well as IPMP Tools that have requested the instant

ation

of a given IP

5.5.3.1

MP Tool.

Syntax

class IPMP NotifyToolEvent extends IPMP Data BaseClass:

bit (8) tag = IPMP NotifyToolEvent tag
{
bit (1) hasID;
bit (7) reserved; 0b0000.000
if (hasID) {
bit(10) OD ID;
bit (6) reserved; 0b0000.00
bit(16) ESD ID;
}
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bit (8) eventType;
bit (32) toolContextID;
}

5.5.3.2 Semantics

Message IPMP_NotifyToolEvent notifies an IPMP Tool of a tool event for which it had previous registered as a
listener.

HasID - Indicates that the tool is connected to a given stream declared within the given OD and/or ESD.

o = Tl [TmY £ Ll oY =W latala tlo 4 il ot tlo + Ll | toal b
D D TTIC T UT U UL 1T WITIOTIT 1T ourcdiit tidl Uic tUUT TTido UTTITT LUTTITITUITU U,

ESD|ID - The ID of the stream that the tool has been connected to.

toolContextID - the ContextlD of the tool either connected or disconnected, or the-failed state of either,
as indicated by the eventType.

5.5.3.3 Response

None required.

5.6 IPMP Processing
This jsubclause defines syntax and semantics for the carriagé-of common IPMP information including:
4 The natification from IPMP Tools to begin or disContinue stream processing.
4 Opaque data.

4 Cryptographic key data as well as the‘term or validity information.

4 Rights expressions.

4 Information used to parametrically configure decryption services.

4 Information used to parametrically configure watermarking services.

4 Information te-be’embedded or has been extracted using watermarking services.

5.6.1 IPMP_CanProcess

This |subclause defines syntax and semantics for IPMP Tools to notify the Terminal of the ability to begin or
requirement to discontinue stream processing.

5.6.1.1 Syntax

class IPMP CanProcess extends IPMP Data BaseClass:
bit (8) tag = IPMP_CanProcess_tag
{

bit (1) canProcess;

bit (7) reserved = 0b0000.000;
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5.6.1.2 Semantics

canProcess — used to indicate to the receiver of the message that the sender is able to begin processing
data or must discontinue processing.

0x0 DISCONTINUE

0x1 BEGIN

5.6.2 IPMP Opaque data

This subclayse defines syntax and semantics for the carriage of opaque data.

5.6.2.1 Syntax

class IPMP|OpaqueData extends IPMP Data BaseClass

: bit(8) tpg = IPMP OpaqueData tag

{
ByteArrgy opaqueData;

}

5.6.2.2 Semantics

opaqueDatp — information to be delivered.

5.6.3 IPMHA_KeyData

This subclause defines syntax and semantics for the carriage.of cryptographic data as well as the indicatipn of
the terms of validity for the contained key.

5.6.3.1 Syntax

class IPMP|KeyData extends IPMP Data BaseClass :
bit (8) fag = IPMP KeyData tag

{
ByteArrgy keyBody;
bit (1) HasStartDTS;

bit (1) HasStartPacketID;
bit (1) HasExpireDTS;
bit (1) HasExpirePacketlb;

const bit (4) reserved-=_0b0000;

if (has3tartDTS)

{
bit (6/4) startDTSy;

}

if (hasYtartPacketID)
bit (3R)/startPacketID;

if (hasHxRireDTS)

{

bit (64) expireDTS;
}
if (hasExpirePacketID)
bit (32) expirePacketID;
ByteArray OpaqueData;
}

5.6.3.2 Semantics

keyBody — the body of the key. The value shall be data that conforms to a rule for data structure of the key
defined outside of this document.

hasStartDTS —a value of “1” indicates the presence of the following startDTS field.

26 © ISO/IEC 2004 — Al rights reserved


https://iecnorm.com/api/?name=a26d8d906b2aa14733b537bb5159323b

ISO/IEC 14496-13:2004(E)

hasStartPacketID — a value of “1” indicates the presence of the following startPacketID field.
hasExpireDTS — a value of “1” indicates the presence of the following expireDTS field.
hasExpirePacketID — a value of “1” indicates the presence of the following expirePacketID field.
startDTS — decoding time stamp of the first access unit for which the contained key is valid;
startPacketID —the packet ID of the first access unit for which the contained key is valid.

expireDTS — decoding time stamp of the first access unit for which the contained key is no longer valid;

explrePacketID —the packet ID of the first access unit for which the contained key is nodonger valid .

OpaqueData — Any other opaque data carried in this IPMP data.

5.6.4 IPMP_RightsData
This [subclause defines syntax and semantics to carry rights expressions.

5.6.41 Syntax

clasls IPMP RightsData extends IPMP Data BaseClass :

bit (8) tag = IPMP RightsData tag

{
ByteArray rightsInfo;

}
5.6.4.2 Semantics

rightsInfo — This contains the details of usage rights information.
5.6.5 IPMP_SelectiveDecryptionlinit

Defijed in Annex A.

5.6.4 IPMP_AudioWatermarkinginit

Defined in Annex B.

5.6.7 IPMP_SendAudioWatermark

Defined in Annex B.

5.6.8 - IPMP_VideoWatermarkinginit

Defined in Annex C.

5.6.9 IPMP_SendVideoWatermark

Defined in Annex C.
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5.7 User Interaction Messages

This subclause defines syntax and semantics for messages which allow information to be exchanged between

the User and an entity requiring information from the User.

Although the word ‘text’ is used repeatedly

throughout the following syntax and semantics, how the requested information is displayed or presented to the
user as well as how the User supplies possibly requested information is application and implementation
dependent. An example could be that although text may be requested with a textual prompt, the User input
and output available on the Terminal may be voice recognition and generation instead.

5.7.1 IPMP_UserQuery

This subclause defines syntax and semantics used to request or present information from/to the User.

5711 Syntax

class IPMP|UserQuery extends IPMP Data BaseClass:

bit (8) tag|= IPMP UserQuery tag
{
bit (1) inclDisplayTitle;
bit (1) inclDisplayText;
bit (1) needReplyText;
bit (1) inclOptionSelect;
bit (1) inclSMIL;
const pbit (3) reserved = 0b000;
bit (24 numOfAltText;
for (inf 1=0; i< numOfAltText; 1i++)
{
bit (24) languageCode;
if| (inclDisplayTitle) {
ByteArray titleText;
}
if (inclDisplayText) {
bit (8) nDisplayText;
DTArray displayText[];
}
if (needReplyText) |
bit (8) nPromptText;
QTArray promptText[];
}
if| (inclOptionSelect) Y
bit (8) nOptdon,;
OptionArray optiern|]
}
if| (inclSMIL) ({
bit (1) isReferenced;
const bit(#) reserved = 0b0000.000;

i f (isReflerenced) {
ByteArray SMIL URL;
}

else {

BYLCALIrady

}

oML Ly,

5.7.1.2 Semantics

languageCode - Contains the ISO 639-2:1998 bibliographic three
corresponding audio/speech or text object that is being described.

titleText - Title of dialog display.

28

character language code of the
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displayText - Text to be displayed to the user.
needReplyText - Text expected back from the user.

promptText - Text to be displayed to the end user to indicate purpose of text input field, i.e. “User ID”,
“Password”, “PIN”, etc.

inclOptionSelect - An option, true/false, input is needed from the user.

isExclusive - If more than one option is associated with a given display text, this indicates mutual
exclusivity of options.

optlonText - Text to be displayed indicating purpose of option selection, i.e. “One month'pur¢hase”, “One
time jplay”, “Render at 1024/768”, etc.

SMIL URL - Fully qualified location of SMIL file to be displayed.

sM11 - SMIL file to be displayed.

5.7.1.3 DTArray

This |subclause defines syntax and semantics to carry information-used to provide a general heading for the
information and/or request for information presented to the User,

5.7.1.3.1 Syntax

clas|s DTArray

blt (16) ID;
ByteArray displayText;

5.7.1.3.2 Semantics

ID - A serial number to be associated.\with the contained data or to associate contained data with jother data.

5.7.14 QTArray

This [subclause defines syntax and semantics to indicate that information is requested from the user as well as
an indication of what.the/information that is requested is. An example could be that information|is requested
in textual format, such-as a password or User ID and what is requested, “Password” or “User ID]is displayed
textuilly to the User along with an appropriate area to receive textual input from the User.

5.7.1.4.1 _<Syntax

clas|s\OQTArray
{

bit(16) ID;

bit (106) SubID;

bit (1) isHidden;

bit (7) reserved = 0b0000.000;

ByteArray promptText;
}

5.7.1.4.2 Semantics
ID - A serial number to be associated with the contained data or to associate contained data with other data.

SubID - A serial number to associate items within an ID group.
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isHidden — Indicates whether the user input field should hide what user enters, for example, a “Password”
field.

5.71.5 RTArray

This subclause defines syntax and semantics of the information sent from the user as a response to the
request.

5.7.1.5.1 Syntax

class RTArray

{

bit (16) ID;

bit (16) SubID;

ByteArrdy replyText;
}

5.7.1.6  OptionArray

This subclause defines syntax and semantics to indicate a single option or choice must'be made. If moreg than
one Optionprray is included with the same ID, the i sExclusive bit may be used to indicate whether more
than one opfjon may be selected or if only one option of those available must belselected.

5.71.6.1 Byntax

class OptipnArray

{

bit(16) ID;

bit (16) SubID;

bit (1) isExclusive;

bit (7) reserved = 0b0000.000;

ByteArrdy promptText;
}
5.7.1.6.2 PBemantics:
IsExclusiye - When set to ‘1, this implies*a-mutually exclusive condition of the option selector.
ID - A seriallnumber to be associated with the contained data or to associate contained data with other data.
SubID - A sg¢rial number to associate items within an ID group.

promptTexf — Text to be presented to the User to indicate the type of information requested.

isHidden + If set te~one, the response field for this text shall not reveal the text input by the user] e.g.
password input.

5.71.7 Response

IPMP UserQueryResponse

5.7.2 IPMP_UserQueryResponse

This subclause defines syntax and semantics to carry information provided by the User to an
IPMP_ UserQuery request.

5.7.21 Syntax

class aligned (8)UserIPMP_UserQueryResponse extends IPMP Data BaseClass:
bit (8) tag = IPMP UserQueryResponse tag
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bit (1) inclReplyText;
bit (1) inclOptionSelect;
const bit (6) reserved = 0b0000.00;
bit (24) languageCode;
if (inclReplyText) {

bit (8) nReplyText;

RTArray ReplyText[];

}

if (inclOptionSelect) {
bit (106) numOfOptions;
for (i=0; i<numOfOptions; i++)
{

bit (1) optionResult;// Obl = TRUE, 0bO0 = FALSE;
const bit(7) reserved = 0b0000.000;

}
}

5.7.2.2 Semantics
replyText - Text entered by user. Only fields with entered text need be included. If the original request
contdined reply text fields but the terminal does not support text/input then an inclReplyText of
“Ob0[° would indicate so.

optionResult - ldentical semantics and rules as with repiyText except that all options must be
reprgsented and in the order they were initially specified.

5.7.2.3 Response

Nong Required.

5.8 IPMP Information Delivery Functions

This [subclause defines syntax and semantics for messages that facilitate delivery of IPMP Information among
IPMP Tools and terminal, and from bitstream to IPMP Tools. The inter-device messages are defihed in Annex
D.

5.8.1 IPMP_ToolMessageBase

This [ subclause defines Jsyntax and semantics for a message base which can be extenddd to deliver
information of differenttypes to IPMP Tools or terminal.

5.8.1.1 Syntax

Aligned(8) abstract expandable (2728-1)class IPMP ToolMessageBase: bit(8) tag = ( {
blt8) Version;
b_t(gq/ DCJ.ALJLCJ_,

bit (32) recipient;

}
5.8.1.2 Semantics

IPMP ToolMessageBase - an expandable base class for IPMP Tool Messages. The extension tags are
defined in Table 2.

Version - indicates the version of syntax used in the messages and shall be set to "0x01".

Sender - indicates the context ID of the originator of the message. The value "0x00" is reserved for the
terminal.
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Recipient - indicates the context ID of the intended recipient of the message. "0x00" is reserved for the

terminal.
Table 2 — Tags for messages extending IPMP_ToolMessageBase
8-bit Tag Value Symbolic Name
0x00 Forbidden
0x01 IPMP_MessageFromBitstream_tag
0x02 IPMP_DescriptorFromBitstream_tag
0x03 IPMP_MessageFromTool_tag
0x04 — OxCF ISO Reserved
0xDO0 — OxFE User Defined
OxFF Forbidden
5.8.2 IPMHA_MessageFromBitstream
This subclayse defines syntax and semantics for an extension to IPMP\TFoolMessageBase to suppo
delivery of 1PMP Messages to IPMP Tools. Note, the delivery of IPMP Messages to IPMP System
identified by|IPMP DescriptorID, as opposed to IPMP DescriptorIDEx, is done on an implement
basis.
5.8.2.1 Syntax

class IPMP

bit (8) fag = IPMP MessageFromBitstream tag
{

IPMP Megsage messages|[];
}
5.8.2.2 Seémantics
Message THMP MessageFromBitstream is used to deliver IPMP Messages received in the Contg
the IPMP Tpol context specifigdiin the IPMP Message. If an IPMP Access Unit delivered in the
Elementary ptream contains more than one IPMP Message for a specific IPMP Tool, all IPMP Messad
that tool will pe included inta single IPMP MessageFromBitstream message.
messages[| - an arrayof IPMP Message’s.

| MessageFromBitstream extends IPME ToolMessageBase :

5.8.2.3 Rrsponse

it the
5, as
ation

nt to
PMP
e for

None required.

5.8.3

IPMP_DescriptorFromBitstream

This subclause defines syntax and semantics for an extension to IPMP ToolMessageBase to support the
delivery of IPMP Descriptors to IPMP Tools. Note, the delivery of IPMP Descriptors to IPMP Systems,

as identified by IPMP DescriptorID, as opposed to IPMP DescriptorIDEx,

implementation basis.

5.8.3.1

class IPMP

32

Syntax

DescriptorFromBitstream extends IPMP ToolMessageBase :

is done on an
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bit (8) tag = IPMP DescriptorFromBitstream tag

{
IPMP Descriptor toolDescriptor;

}
5.8.3.2 Semantics

Message IPMP DescriptorFromBitstream is used to deliver an IPMP Descriptor received in the
bitstream to the IPMP Tool specified in the IPMP Descriptor.

toolDescriptor -the IPMP Descriptor received in the bitstream.

5.8.3.3 Response

None required.

5.8.4 IPMP_MessageFromTool

This [subclause defines syntax and semantics for an extension to IPMP ToolMéssageBase td support the
delivery of IPMP information to and between IPMP Tools and to and between.IPMP Tools and the Terminal.
Note} the delivery of IPMP Information to IPMP Systems, as identified by TPMP DescriptorID]as opposed
to I§MP DescriptorIDEx is done on an implementation basis.

5.8.41 Syntax

clasls IPMP MessageFromTool extends IPMP ToolMessagéBase:
oit (8) tag = IPMP MessageFromTool tag
{

IPMP Data BaseClass messages|[];

}
5.8.4.2 Semantics

mesgage —acontainer for IPMP Data.BaseClass derived data.

5.8.4.3 Response

Recgived message dependant:

5.8.8 IPMP_ToolAPI_Config

This [subclause defines syntax and semantics for the carriage of IPMP Tools’ instantiation and megssaging API
information. When:this data is put in IPMP_Descriptor, the carried API information applies to the IPMP Tool
that | is referenced by the IPMP_ToollD in the same IPMP_Descriptor, i.e., |when this
Insffantietdion API ID is present in the IPMP Descriptor, the terminal should use the(carried API
inforration to instantiate and to pass messages to/from the associated IPMP Tool.

5.8.5.1 Syntax

class IPMP ToolAPI Config extends IPMP Data BaseClass:
bit (8) tag = IPMP ToolAPI Config Tag
{
bit (1) has Instantiation API ID;
bit (1) has Messaging API ID;
const bit(6) reserved = 0b0000.00;
if (has Instantiation API ID)

bit (32) Instantiation API ID;
if (has Messaging API 1ID)
bit (32) Messaging API ID;

ByteArray OpaqueData;
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5.8.5.2 Semantics

has Instantiation API ID - Indicates that the Instantiation API ID is contained in the
IPMP ToolAPI Config.

has Messaging API ID — Indicates that the Messaging API ID is contained in the
IPMP ToolAPI Config.

Instantiation API ID — A 32 bits ID that indicates the API for instantiation of the IPMP Tool and is
assigned by a registration authority.

Messaging| API ID — A 32 bits ID that indicates the messaging API to pass messages to/from the IPMP
Tool and is gssigned by a registration authority.

OpaqueDath — Any opaque data that may assist the terminal of the instantiation or messaging, of the IPMP
Tool.

5.8.5.3 Response

None requirgd.
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clasls IPMP SelectiveDecryptionInit extends IPMP Data BaseClass
bijt (8) tag = IPMP_SelectiveDecryptionInit tag;

O O OO0

H-Q O —«

.1 Syntax

ISO/IEC 14496-13:2004(E)

Annex A
(normative)

Selective Decryption Configuration Data

Introduction

selective decryption configuration data is used to communicate to the decryptor, how the enc

pted. In the case when only portions of the received bits are encrypted, what portions lef the
pted and therefore need to be decrypted.

IPMP_SelectiveDecryptionlinit

|t (8) mediaTypeExtension;

|t (8) mediaTypelIndication;

|t (8) profilelevelIndication;
|t (8) compliance;

£ (8) numBufs;

r(i=0, i<numBufs; i++)

Struct bufInfoStruct {
bit (128) cipher Id;
bit (8) syncBoundary;

bit (1) isBlock;
const bit(7) reservedi= 0b0000.000;
if (isBlock) {
bit (8) mode;
bit (16) blogkSize;
bit(16) keySize;
} else {
ByteArray Stream Cipher Specific Init Info;
}
}

|t (1).SFsContentSpecific;
nsti\bit (7) reserved = 0b0000.000;

yption of the

ved content bitstream is encrypted, whether all bits are encrypted or only portions of the‘recgived bits are

received are

F (IsContentSpecific) {
oIttt Tumr e rass
for (i=0, i< numFields; i++) {
Struct fieldStruct {
bit (8) field Id;
bit (3) field Scope;
const bit(5) reserved = 0b0000.000;
bit (8) buf;
bit (1) isMapped;
const bit(7) reserved = 0b0000.000;
if (isMapped) {
bit (1) sendMapTable;
bit (1) isShuffled;
const bit(6) reserved = 0b0000.000;
if (sendMapTable) {
bit (16) sizeMapTable;
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bit (16) mappingTable[sizeMapTable]
}
if (isShuffled) {

ByteArray shuffleSpecificInfo;
}

} else {
bit (16) nSegments;
bit (16) RLE Data[nSegments]

A.2.2 Semantics
This messade allows a terminal to configure a selective decryption tool.

mediaTypeBxtension: extends mediaTypelndication below; The following values are defined.

mediaTypeExtension Semantics
0x00 ISO/IEC
0x01 ITU
0x02 — OxCF ISO Reserved
0xD0 — OxFE User Defined
OxFF Forbidden

mediaTypelndication: indication of format definition, e.g., MPEG-4 or MPEG-2 etc.; example values could be
those of objgctTypelndication in 7.2.6.6 of ISO/IEC 14496=1.

profileLevellpdication: indication of profile/level of mediaTypelndication; example values could be thogse of
visualProfileLevellndication in 8.2.6.4 of ISO/IEC;14496-1.

compliance:|level of compliance to the compression format, i.e, the smallest logical unit in the encrypted
bitstream that are correctly recognizable/parsable by the media decoder. For any non-compliant streanj, the
decryption tpol will need to know what marker emulation prevention mechanism was deployed by the
encryption tgol. The method to emulation prevention is out of scope of this definition. The following values
are defined.

Compliance Semantics
0x00 fully compliant
0x01 compliant to video packet level for video
0x02 compliant to VOP level for video
0x03 non-compliant for video
0x04 Compliant to GOB level for H.263 baseline
0x05-2F ISO Reserved for video
0x30 compliant to data frame level for AAC audio
0x31 non-compliant for AAC audio
0x32 — Ox5F ISO Reserved for audio
0x60 — OxCF ISO Reserved
0xD0 — OxFE User Defined
OxFF Forbidden

numBufs: number of buffers needed to hold data to be decrypted separately. The cipher text will be de-
multiplexed into different buffers for separate decryption.

36
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bufinfoStruct: a structure holding information needed for each buffer

cipher_ld: type of decryption algorithm used, e.g. , DES, 3DES, AES etc., registered through an RA.

syncBoundary: this field provides the tool information on what shall be considered a “unit of cipher-text”.

from

Bits

isBlo
mod
block
keyS

streg
ciphe

The
proc

isCo
Othe
codin
num

field$

field |

different cipher-text unit are decrypted separately. The following values are defined.
syncBoundary Semantics
0x00 Video packet for video
0x01 VOP (AU) for video
0x02 GOV for video
0x03-2F ISO Reserved for video

0x30 Data frame for AAC audio

0x31 — Ox5F ISO Reserved for audio

0x60 — OxCF ISO Reserved

0xD0 — OxFE User Defined
OxFF Forbidden

ck: block or stream cipher.

p: mode of block cipher, e.g., CBC, ECB, CFB, OFB, etc., registered’through an RA [Annex H
Size: block size, in bytes, used for the block cipher

ize: key size, in bytes, used for the block cipher.

m_cipher_specific_init_info:
r_id.

normative initialization~information if a stream cipher is spe
pbove data structures are for representing information pertaining to the buffers used for th
pss. Below is information pertaining to the:fields chosen for decryption.

ntentSpecific: a value of 0b1 indicates'that the selective decryption is based on the selection
rwise RLE_Data will specify a collected range of the bitstream selected for decryption, usir

g of this range information.

Fields: number of fields to-be'selected for decryption, e.g., MV, DC, DCTsign, Dquant, etc.

.

cified by the

e decryption

of the fields.
g run length

fined.

btruct: a structure holding information about the fields chosen for decryption
1d: index of field.based on a predefined list for the given syntax. The following values are d¢
field_Id Semantics
0x00 Motion vector (MV) for video
0x01 DC coefficients for video
0x02 DCT sign bits for video
OX03 Quantization parameter Dquant for video
0x04 DCT coefficients for video
0x05 All fields ie. All bits in a “unit of cipher text”
0x06-2F ISO Reserved for video
0x30 Sign bits for AAC audio
0x31 Run-length codewords for AAC audio
0x32 Scale factors for AAC audio
0x32 — Ox5F ISO Reserved for audio
0x60 — OxCF ISO Reserved
0xD0 — OxFE User Defined
OxFF Forbidden
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field_scope: represented in three bits, i.e., b2b1b0. A value of 0b1 for b2, b1, and b0 indicates that this field in
[, P, and B VOPs, respectively, is selected and put into the buffer that it is associated with.
buf: which buffer this field will be put into.

isMapped: a value of 0bl indicates that the codewords of a specific field will be mapped, using a mapping
table, to an index which is then subject to decryption.

sendMapTable: a value of 0bl indicates that the mapping table mappingTable will follow. Otherwise, the
default mapping of the codeword table defined in the media format definition (e.g. MPEG4 video specification)

is used.

sizeMapTabfeTsize; Tumber of entries of the Tmapping tabte:

mappingTabje: entries of the mapping table. MappingTable]i] indicates that the ith codeword in thé codeword
table defined in the media format definition is mapped to the index of MappingTable[i].

isShuffled: [a value of 0bl indicates the mapped index sequence will be shuffled using~a shuffling ftable
specified in $huffle_Specific_Info.

nSegments: [number of disjoint segments that have been generated to signify which segments are selectgd for
decryption

RLE_Data: gpecifies the number of bits that are to be decrypted or skipped-interleavingly, starting from the
first segmeng that is to be decrypted. If the first segment is not to be decrypted, then the value of the first entry
shall be zerq.

A.3 An example of a selective decryption configuration data (Informative)

One good e
for securing

It is recogni
poses many

encrypting the entire content bitstream can ‘also be prohibitive for both very high bit rate content ang

power devic
associated
such that it
extracts bits
encrypts the
bits back in
codeword ir]
concatenatid
pattern resu
concatenatid

ample of using parametrically configured. tdols is a configurable selective encryption frame
MPEG-4 video content.

red that for some applications, simplistic, direct application of encryption to content bitstrg
problems, most often due to the lack of syntactic structure of the result. The complex

ps. Selective encryption solves both of these problems, the latter due to the reduced comp

results in a format compliant, yet encrypted stream. To achieve format compliance, the
from the fields thatthave been chosen for encryption, concatenates them in an appropriate
concatenation with.a chosen cipher appropriate for the application, and then puts the encr
o their original“positions. To maintain compliance, a fixed length index is assigned to
the VLC-code table, and instead of encrypting the code word concatenation, the
n is encrypted, and then the encrypted index concatenation is mapped back to codeword
ting from-the encryption of index concatenation can be mapped back to a compliant code
n. FLG coded fields are treated as special cases of VLC, where the code length does not var

work

bams
ty of
| low
exity

yith only encrypting a pottion of the stream and the former by designing the encryption m¢thod

tool
way,
pted
each
ndex

Any
word
V.

In MPEG IPI

ViPextensions, the godi 10 define a standardized messaging Tramework petween tne tooIs an

d the

terminal provides for an important functionality, namely that of a single configurable tool that could support a
wide range of requirements and could be configured to apply only the subset of those that a particular
application specified. Using the guidelines for field selection and tools for encrypting VLC in a syntax
compliant way, this section illustrates an example of a selective decryption configuration message. It shall be
noted that in designing these messages, it is assumed that the framework is intended to be applied to MPEG-
4 video.

An example of a message is defined here that could be used to configure a format-compliant, selective
decryption tool that implemented the method described above. The for-loops are unrolled, but the for-loop
syntax is there so it is clear that repetition of various fields was a result of the logic in the data structures. This
particular example message tells the decryption tool that it is working with a compliant bit stream. The tool will
need two buffers, both of which will use DES as the decryption algorithm in CBC mode with a block size of 64
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and a key length of 64. The fields will be grouped on a video packet basis. The fields involved will be MV, DC,
DCT sign, and Dquant. The latter three are inserted into a buffer using the values that they take on in the bit
stream, while the MVs are mapped to a set of 64 indices (known by the tool) and those are inserted in a

separate buffer.

Syntax field name Syntactic Semantic value Bits
Value
mediaTypeExtension 0 ISO/IEC MPEG set 8
mediaTypelndication 32 Visual ISO/IEC 14496-2 8
(visual)profileLevellndication 3 Simple Profile @ Level 1 8
compliance 0 Bit-Tevel compliant B
numBufs 2 2 buffers B
/* For(i=0;i<numBufs;i++) */
/* numBufs=2 */
/* buffer 0: motion vectors */
cipher_Id 0 DES 28
syncBoundary 0 Video packet B
isBlock 1 Block cipher
if(isBlock==1) {
mode 1 CBC B
blockSize 64 64 6
keySize 64 64 6
}
/* i=1 buffer 1: DCT information
buffer */
cipher_Id 0 DES 28
syncBoundary 0 Video packet B
isBlock 1 Block cipher
if(isBlock==1) {
mode 1 CBC B
blockSize 64 64 6
keySize 64 64 6
}
IsContentSpecific 1 Based on the selection of the fields
numFields 4 4 fields for decryption B

© ISO/IEC 2004 — All rights reserved

39


https://iecnorm.com/api/?name=a26d8d906b2aa14733b537bb5159323b

ISO/IEC 14496-13:2004(E)

numFields = 4 */

I*  For(i=0;i<numFields;i++)

*//*

[*i=0, MV */

field_Id 0 0 (MV) 8
field_scope 2 encrypt MVs for P frames 3
buf 0 0 (mv buff) 8
isMapped 1 mapped 1
isShuffled 0 no shuffle of the index 1
sendMapTable 0 don’t send mapping 1
/*i=1,DC */

fielg—d 4 HBEY 8
field_scope 6 encrypt DCs for | and P frames 3
buf 1 1 (other buffer) 8
isMppped 0 not mapped 1
[* i92, DCT sign */

field_Id 2 2 (DCT sign) 8
field_scope 6 encrypt DCT signs for | and P frames | 3
buf 1 1 (other buffer) 8
isMppped 0 not mapped 1
/*i93, Dquant */

field_Id 3 3 (Dquant) 8
field_scope 6 encrypt Dquants.for | and P frames

buf 1 1 (other buffer) 8
isMppped 0 not mapped 1

40
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Annex B
(normative)

Audio Watermarking Configuration and Notification

Introduction

This
Data
Stred

annex details two types of IPMP Data for audio watermarking. The IPMP AudioWatexnis
is extended from IPMP Data BaseClass. It could be carried in either IPMP Deskhipf
m, and sent to a Watermarking Tool in order to initialize the process of insertion/extra

rkingInit
or or IPMP
ction of the

watefmarking payload into/from an audio stream. The Watermarking Tool receives the-audio s{fream and in

it upstream,

ot only for

case| of watermarking extraction, constructs an IPMP_SendAudioWatermark data;either send

or |informs the terminal  with an IPMP MessageFromTool message  cafrying the
IPMF SendAudioWatermark data .

This| Annex provides means for facilitating audio watermarking techhologies capable T
inseftion/extraction but also for remarking and perhaps the most important, distinguishing between legal from
illeggl audio material.

B.2|B.2 IPMP_AudioWatermarkinginit

B.2.l Syntax

clasls IPMP AudioWatermarkingInit extends IPMP Data BaseClass

-

| £ (8) tag = IPMP AudioWatermarkingIwit’ tag
|t (8) inputFormat;

|t (4) requiredOp;

Lt (1) hasOpaqueData;

nst bit (3) reserved = 0b00Q;

(inputFormat == PCM)
bit (8) nChannelss
bit (8) bitPerSample;
bit (32) freguency;

((requixedOp == INSERT WM) | | (requiredOp == REMARK WM) )

bit~«(16) wmPayloadLen;
bitd8) wmPayload|[wmPayloadLen];

if ((requiredOp == EXTRACT WM) || (requiredOp == DETECT COMPRESSION) )

bit(16) wmRecipientId;

if (hasOpaqueData)

bit (16) opaqueDataSize;
bit (8) opaqueData[opaqueDataSize];
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B.2.2 Semantics

The IPMP AudioWatermarkingInit data delivers to an audio watermarking tool all the information about
the characteristics of the audio content, the type of action to be performed on it and, possibly other related
proprietary data required by the watermarking tool. Furthermore in case of:

insertion, the watermarking payload to be inserted;

extraction, the ID of the recipient of the watermarking payload is provided;

remarking, the watermarking payload to be inserted;

compressian detection, the ID of the recipient of the decision (that compression has taken place ©rn

provided.

As an exam
non-compre:
unauthoriseq
compression
are not cong
sample rate
of the possil
legal fromill

inputForm

RequiredO

NChannels

ht

j9)

ple of compression detection, considering that the audio material has been distribited only
tsed legacy (CD) format, thus, if detected that compression took placeCon it, it wi

(pirated) content. This implies that the watermarking tool will be (able to discrim
from other common signal processing manipulations which may also took’place in the signal but
idered prohibited (as expressed by the rights attached to the particular audio stream) suc
conversion, tremble/bass, spatialisation, echo, etc. It should be clear that this is only an exa
le usages of this flag. Its goal in general is to facilitate means and technologies for distingui
bgal audio content.

The format of the audio input stream, as indicated in a Table to be maintaine|
by a registration authority. The Table, shall contain at least the PCM forma
signaled by the value “Ox01” and-all’ audio formats indicated in Table
“ObjectTypelndication values” in ISO/IEC 14496-1:2004.

The operation that the watermiarking tool is required to perform on the audi
stream. The following values are allowed:

INSERT_WM =0
EXTRACT_WM=1
REMARK_WM =2

DETECT _COMPRESSION =3
ISO'reserved = 4..10

User defined = 11..15

the number of channels (1 = mono, 2 = stereo...) of the input stream

pt) is

in a
| be
inate

h as
mple
5hing

Frequency

BitPerSample

WmPayloadLen

WmPayload

WmRecipientId

42

the number of Samples per second (M Hz. e.g. 44 100) of the Input stream
the number of bits per sample (e.g. 8, 16) of the input stream

the length of the watermarking payload in bytes to be inserted in the audi
content.

the watermarking payload to be inserted in the audio content
the destination tool identified by the IPMP_Descriptor ID, to which th

watermarking payload and compression information must be delivered. A valu
of 0x00 indicates the terminal.

(0]

e
e
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HasOpaqueData a flag that indicates if the message also carries opaque data information for the
watermarking tool.

OpaqueDataSize the length of the opaque data field in bytes

OpaqueData the opaque data field carrying proprietary information to the watermarking tool

B.3[IPMP_SendAudioWatermark

B.3. Syntax

clasls IPMP SendAudioWatermark extends IPMP Data BaseClass :

}

B.3.2 Semantics

An audio watermarking tool, which has beén required to perform payload extraction will constru
data] and either send it upstream, or wrap this IPMP data in IPMP_MessageFromTool messa
this message to wmRecipientId each time a new watermarking payload is extracted from the afidio content.
An audio watermarking tool, which has been required to detect if compression has been taken pl
(PCN1) audio stream, will construct this IPMP data, and either send it upstream, or wrap this |
IPMF DescriptorFrofBitstream message and send this message to wmRecipientId
dete¢ts that the raw-audio stream has been either compressed (and as such perhaps has §
distriputed) or not.

(e.g. initialization parameters, like specific algorithm id, keys, etc. )

bit (8) tag = IPMP_SendAudioWatermark tag

bilt(2) wm_status;

bilt (2) compression status;
bilt (1) hasOpaqueData;

blt (3) reserved = 0b000;

if (wmﬁstatus == WMiPAYLOAD)
{

ByteArray payload;

[

F (hasOpaqueData)

ByteArray opaqueData;

wm_sgatus the result of the check if watermarking was present. If watermark w
detected, then this value also says if the payload extracted is carrig

ct this IPMP
ge and send

hce on a raw
PMP data in
each time it

een illegally
as
d inside

the message or not. Passible values are listed in Table B .1 below

compression status the result of the check if the audio stream was compressed. Possible values

are listed in Table B.2 below.

hasOpaqueData a flag indicating whether this message carries opaque data.
payload the watermarking payload extracted from the audio content.
opaqueData opaque data from the Watermarking Tool.
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Table B.1 — wm_status

00 WM_PAYLOAD watermarking was present in the audio stream, payload is carried in the
message.

01 WM_NOPAYLOAD | watermarking was present in the audio stream, no payload is carried in
the message.

10 NO_WM watermarking was not present in the audio stream.

11 WM_UNKNOWN the Watermarking Tool was unable to detect whether watermarking was

nresent in the audio stream or not
T

Table B.2 — compression_status
00 JOMPRESSION the audio stream was compressed

01 | NO] COMPRESSION | the audio stream was not compressed

10 | CQMP_UNKNOWN | the Watermarking Tool was unable to detect if\th€ audio stream was
compressed

11 SO Reserved
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Stred
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case| of watermarking extraction, constructs an IPMP SendvVideoWatermark data;jeither send

or

IPMF SendAudioWatermark data .

This

insern

C.2

C.2.

-
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Annex C
(normative)

Video Watermarking Configuration and Notification Data

Introduction

annex details two types of IPMP Data for video watermarking. The IPMP VideoWatexms
is extended from IPMP Data BaseClass. It could be carried in either IPMP Deskhipt

rmarking payload into/from an video stream. The Watermarking Tool receives the-video s

informs  the  terminal  with an IPMP MessageFromTool message ca

annex provides means for facilitating video watermarking .4echnologies capable n

IPMP_VideoWatermarkinglnit

I Syntax

s IPMP VideoWatermarkingInit extends/ZPMP Data BaseClass
| £ (8) tag = IPMP VideoWatermarkingInit tag

|t (8) inputFormat;

|t (4) requiredOp;

Lt (1) hasOpaqueData;

nst bit (3) reserved = 0b00O0;

(inputFormat == YUW)

bit (16) frame henbzontal size;

bit (16) frame(vertical size;

bit (8) chroma )format;

((requiyedOp == INSERT WM) || (requiredOp == REMARK WM) )

bit (16) wmPayloadLen;
bift (8) wmPayload|[wmPayloadLen];

rkingInit
or or IPMP

m, and sent to a Video Watermarking Tool in order to initialize the process of insertioh/extriaction of the

ream and in
it upstream,
rrying the

ot only for

tion/extraction but also for remarking and perhaps the most impertant, distinguishing between legal from
illeggl video material.

if ((requiredOp == EXTRACT WM) || (requiredOp == DETECT COMPRESSION) )

bit(16) wmRecipientId;

if (hasOpaqueData)

bit (16) opaqueDataSize;
bit (8) opaqueData[opaqueDataSize];
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C.2.2 Syntax

The IPMP_VideoWatermarkinglnit data delivers to a watermarking tool all the information about the
characteristics of the video content, the type of action to be performed on it and, possibly other related
proprietary data required by the watermarking tool. Furthermore in case of:

insertion, the watermarking payload to be inserted;

extraction, the ID of the recipient of the watermarking payload is provided;

remarking, the watermarking payload to be inserted;

compressian detection, the ID of the recipient of the decision (that compression has taken place or/nh

provided.

inpuy

Requi]

framg
framg

chromn

Format

redOp

| horizontal size
| vertical size

a format

loadLen

WmPay

The format of the video input stream, as indicated in a Table to be
maintained by a registration authority. The Table shally contain at
least all video formats indicated in Table 4 “Objec¢tTypelndication
values” in ISO/IEC 14496-1:2004.

The operation that the watermarking tool is required to perform on
the audio stream. The following values are allowed:

INSERT_WM =0

EXTRACT_WM =1

REMARK_WM = 2

DETECT_COMPRESSION = 3

ISO reserved = 4..10

User defined = 11.115

Horizental size of the yuv frame
vertical size of the yuv frame

chroma_format: 0x01=4:2:0, 0x02=4:2:2, 0x03=4:4:4
ISO reserved =0x04..0xA0

User defined = OxA1..0xFE

Forbidden: 0x00, OxFF

pt) is

the length of the watermarking payload in bytes to be inserted in

WmPayload

WmRec

ipientId

HasOpaqueData

OpagqueDataSize

46

the video content:

the watermarking payload to be inserted in the video content

the destination tool identified by the IPMP_Descriptor_ID, to which
the watermarking payloadand compression information must be

delivered. A value of 0x00 indicates the terminal.

a flag that indicates if the message also carries opaque data
information for the watermarking tool.

the length of the opaque data field in bytes
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OpaqueData the opaque data field carrying proprietary information

to the

watermarking tool (e.g. initialisation parameters, like specific

algorithm id, keys, etc. )

IPMP_SendVideoWatermark

C.3.1 Syntax

clas
b
{

~ H O 0 00

[

}

C.3.

A vid
data
this 1

A vig
videq
IPMI
the r.

Q

s IPMP SendVideoWatermark extends IPMP Data BaseClass :
| £ (8) tag = IPMP SendVideoWatermark tag

£ (2) wm status;

| £ (2) compression status;
Lt (1) hasOpaqueData;

Lt (3) reserved = 0b000;

f (wm_status == WM PAYLOAD)

ByteArray payload;
F (hasOpaqueData)

ByteArray opaqueData;

P Semantics

eo watermarking tool, which has been required to perform payload extraction will constru
and either send it upstream, or wrap thisIPMP data in IPMP MessageFromTool messg
hessage to wnRecipientId each timeia new watermarking payload is extracted from the v

stream, will construct this IPMP data, and either send it upstream, or wrap this IF
MessageFromTool message and send this message to wmRecipientId each time it
hw video stream has been either compressed (and as such perhaps has been illegally distrib

n status the result of the check if watermarking was present. If watern
detected, then this value also says if the payload extracted is carr|
the message or not. Possible values are listed in Table C.1 below.

bmpregsion_status the result of the check if the video stream was compressed. Possil]
are listed in Table C.2 below.

ct this IPMP
ge and send
ideo content.

eo watermarking tool, which has heen required to detect if compression has been taken place on a raw

MP data in
detects that
ited) or not.

hark was
ed inside

le values

hasOpaqueData a flag indicating whether this message carries opaque data.

Payload the watermarking payload extracted from the video content.

OpaqueData opaque data from the Watermarking Tool.
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Table C.1 — wm_status

00 | WM_PAYLOAD watermarking was present in the video stream, payload is carried in the
message.

01 | WM_NOPAYLOAD | watermarking was present in the video stream, no payload is carried in the
message.

10 | NO_WM watermarking was not present in the video stream.

11 | WM_UNKNOWN the Watermarking Tool was unable to detect whether watermarking was
present in the video stream or not.

Table C.2 — compression_status

00 | COMPRESSION the video stream was compressed

01 | NO_COMPRESSION | the video stream was not compressed

10 | COMP_UNKNOWN the Watermarking Tool was unable to detect if thexvideo stream was

compressed

11
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Tool/Content Transfer Messages Among Distributed IPMP Devices

DA

Introduction

This |annex is normative only for devices that implement IPMP inter-device communication for\th

contg

outside the scope of MPEG-4 Systems.

D.2

To afdress different IPMP devices in a network domain, every IPMP device shall be assigned v
128 bit devicelD. How the devicelD is assigned and maintained unique is.an implementation issug.

D.3

D.3. Syntax

Aligmned(8) abstract expandable(2728-1)clasg,'TPMP DeviceMessageBase: bit (8) tag 4

{

blt (8) Version;
blt (128) sender devicelD;
bilt (128) recipient devicelD;

D.3.2 Semantics

IPMH

extemsion tags are defined.in Table D.1.

Verg

Send

Rec]

nt and/or IPMP tools. This annex provides for an IPMP framework that is supported g

Addressing of distributed devices

IPMP_DeviceMessageBase

DeviceMessageBase is an expandable base class for IPMP Device to Device Me

ion indicates.the’version of syntax used in the messages and shall be set to 0x02.1
er DeviwelD indicates the device ID of the originator of the message.

pkent DevicelID indicates the device ID of the intended recipient of the message.

e transfer of
nd operates

yith a unique

5sages. The

1 Version number 0x01 is reverved for IPMP_ToolMessageBase
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Table D.1 — Tags for messages extending IPMP_DeviceMessageBase

8-bit Tag Value Symbolic Name
0x00 Forbidden
0x01 IPMP_MessageFromDevice_tag
0x02 — OxCF ISO Reserved
0xDO — OxFE User Defined
OxEE. Eorbidden

Table D.2 — Tags for device messages extending IPMP_Data_BaseClass

8-bit Tag Value Symbolic Name

0x1D IPMP_RequestContent _tag
0x1E IPMP_ResponseToContentRequest _tag
O0x1F IPMP_ContentTransfer_tag
0x20 IPMP_RequestTool_tag
0x21 IPMP_ResponseToTooelRequest_tag
0x22 IPMP_DevicelDx Notification_tag

0x23 — Ox2F User Defined

0x30 — Ox3F ISO Réserved

D.4 Devige to Device IPMP Message
D.4.1 IPMP_MessageFromDevice

D.4.1.1 Syntax

class IPMP|MessageFrdmbevice extends IPMP DeviceMessageBase:
bit (8) tag =_IBMP MessageFromDevice tag

{
IPMP Dpta BaseClass message[l. .2557;

}
D.4.1.2 Semantics

message - a container for IPMP_Data_BaseClass derived data, for example, the content/tool transfer
messages defined below, or the mutual authentication data for secure content/tool transfer.

D.4.1.3 Response

Received message dependant.
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