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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
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Introduction

The ISO/IEC 14443 series of standards describes the parameters for identification cards or objects for
international interchange.

The protocol, as defined in this document, is capable of transferring the application protocol data units
as defined in ISO/IEC 7816-4. Thus, application protocol data units and application selection may be
used as defined in ISO/IEC 7816-4.

The ISO/IEC 14443 series of standards is intended to allow operation of proximity cards in the presence
of other contactless cards or objects conforming to the ISO/IEC 10536 series of standards and the
ISO/IEC 156093 series of standards and near field communication (NFC) devices conformingctg 1SO/
IEC 18092 and ISO/IEC 21481.

vi © ISO/IEC 2018 - All rights reserved
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Cards and security devices for personal identification —

Contactless proximity objects —

Part 4:
Transmission protocol

1 Scope

This [document specifies a half-duplex block transmission protocol featuring the .Specig
contdctless environment and defines the activation and deactivation sequence of'the proto

This flocument is intended to be used in conjunction with other parts of ISOAEC 14443 and
to proximity cards or objects of Type A and Type B.

2

The following documents are referred to in the text in such a way that some or all of t
constfitutes requirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced{dpcument (including any amendme

ormative references

ISO/IEC 7816-3, Identification cards — Integrated cirgcuit cards — Part 3: Cards with contacty
interflace and transmission protocols

ISO/IEC 7816-4:2013, Identification cards — Ttegrated circuit cards — Part 4: Organization
commands for interchange

ISO/IEC 14443-2Y), Cards and security.devices for personal identification — Contactless proX
— Payt 2: Radio frequency power and-signal interface

ISO/IEC 14443-3, Cards and security devices for personal identification — Contactless proxim
Part 3: Initialization and anticollision

erms and definitions

For the purposés-ef this document, the following terms and definitions apply.

[SO apd [ECumaintain terminological databases for use in standardization at the following

|l needs of a
col.

is applicable

heir content
applies. For
nts) applies.
— Electrical
security and

imity objects

ity objects —

hddresses:

— [EGElectropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at https://www.iso.org/obp

3.1
bit duration
one elementary time unit (etu), calculated by the following formula:

1 etu=128/(D x fc)

Note 1 to entry: The initial value of the divisor D is 1, giving the initial etu as follows:

1etu=128/fc

1) Fourth edition to be published. Current stage: 40.60.

© ISO/IEC 2018 - All rights reserved
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where fc is the carrier frequency as defined in ISO/IEC 14443-2.

3.2
block
special type of frame, which contains a valid protocol data format

Note 1 to entry: A valid protocol data format includes I-blocks, R-blocks or S-blocks.

3.3
invalid block
type of frame, which contains an invalid protocol format

Note 1 to entify: A time-ouf, when no frame has been received, 1s not interpreted as an invalid bIock.

34
frame
sequence of pits as defined in ISO/IEC 14443-3

Note 1 to entry: The PICC independent from its type may use the frame with error correctiondefined in Clag
Alternatively,the PICC Type A can use one of the standard frames defined for Type A andthe PICC Type B ¢
the frame defjned for Type B. This Type B frame is called standard frame, too, within'this document.

4 Symbals, abbreviated terms and notation

4.1 Symbpls and abbreviated terms

A Hamming control bits generation matrix (6 rows; 56 columns)

ACK positive ACKnowledgement

ATS Answer To Select

ATQA Answer To reQuest, Type A

ATQB Answer To reQuest, Type B

CID Card IDentifier

CRC Cyclic Redundangy Check, as defined for each PICC Type in ISO/IEC 14443-3
CRC1 most significantbyte of CRC (b16 to b9)

CRC2 least significant byte of CRC (b8 to b1)

CRC_32 Cyclic)jRedundancy Check error detection code used within enhanced block

Cn Hammingeontrotbitn

d vector containing 56 data bits

dp data bit n

D Divisor

DR Divisor Receive (PCD to PICC)

DRI Divisor Receive Integer (PCD to PICC)
DS Divisor Send (PICC to PCD)

se 10

nuse

2 © ISO/IEC 2018 - All rights reserved
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DSI Divisor Send Integer (PICC to PCD)

EDC Error Detection Code

etu elementary time unit

fc carrier frequency

FSC Frame Size for proximity Card

FSCI Frame Size for proximity Card Integer

FSD Frame Size for proximity coupling Device

FSDI Frame Size for proximity coupling Device Integer
FWI Frame Waiting time Integer

FWT Frame Waiting Time

FWTgrgmp temporary Frame Waiting Time

H matrix needed to calculate Hamming syndrome s (6 rows, 62 columns)
h'mn element in row m and column n of matrix H’

H’ matrix needed to get matrix A (6 rows, 62<€olumns)
K, column vector of matrix H'

HLTA HALT command, Type A

Is x 6 6 by 6 Identity matrix

[-blogk Information block

INF INFormation field

LEN two bytes LENgth field used within enhanced block
m row index

MAX indexito define a MAXimum value

MIN index to define a MINimum value

n column index

NAD Node ADdress

NAK Negative AcKnowledgement

0SI Open Systems Interconnection

PCB Protocol Control Byte

PCD Proximity Coupling Device

PICC Proximity card or object

PPS Protocol and Parameter Selection

© ISO/IEC 2018 - All rights reserved 3
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PPSS
PPSO
PPS1
R-block
R(ACK)
R(NAK)
RATS
REQA

RFU

|

S-block
SAK
SFGI
SFGT
SYNC
WUPA
WTX
WTXM

Protocol and Parameter Selection Start
Protocol and Parameter Selection parameter 0
Protocol and Parameter Selection parameter 1
Receive ready block

R-block containing a positive acknowledgement

R-block containing a negative acknowledgement

Request for Answer To Select
REQuest command, Type A
Reserved for Future Use

6-bit vector containing Hamming syndrome
error position code

error position

Supervisory block

Select AcKnowledge

Start-up Frame Guard time Integer
Start-up Frame Guard Time
SYNChronization sequence
Wake-UP command, Type A
Waiting Time eXtension

Waiting Time eXtension Multiplier

64-bit vector ( y . with no padding bits)

4.2 Notat

jons

64-bit vector-containing received modified Hamming sub-block

received-bit n in each modified Hamming sub-block

For the purposes of this document, the following notations apply:

— (xxxxx)b data bit representation;

— ‘XY’ hexadecimal notation, equal to XY to the base 16.

© ISO/IEC 2018 - All rights reserved
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Protocol activation of PICC Type A

5.1 Activation sequences

The following activation sequence shall be applied.

The HICC does not need to implement the PPS, if it does notsupport any changeable paramete
The BCD activation sequence for a PICC Type A is shewn in Figure 1.
The RFU handling specified in ISO/IEC 14443-3:2018, 5.3 applies for Clause 5.

-4:2018(E)

PICC activation sequence as defined in ISO/IEC 14443-3 (request, anticollision loop and select).

The SAK byte shall be checked to get information if the PICC is compliant with ISO/IEC 14443-4. The

SAK byte is defined in ISO/IEC 14443-3.

443-3, if e.g.

e oI g c e T I T L COTITo T

rjo ISO/IEC 14443-4 protocol is used at the PCD (the PCD cannot continue the activatioy
that case).

e be et to HA R s o e B comas rsdelredtnte O HEC L

If the PICC is compliant to ISO/IEC 14443-4, the RATS may be sent by the PCD asmext co
eceiving the SAK.

—

—

he PICC shall send its ATS as answer to the RATS. The PICC shall only* answer to thg
ATS is received directly after the selection.

— e

F the PICC supports any changeable parameters in the ATS, a-PPS request may be use
ds the next command after receiving the ATS to change pagameters.

—

he PICC shall send a PPS Response as answer to the PRS ;request.

sequence in

mmand after

RATS if the

H by the PCD

s in the ATS.

© ISO/IEC 2018 - All rights reserved
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Field On

!

Send REQA

Receive ATQA

Anticollision loop
and SELECT

Send WUPA

?

Send HLTA

A

ISO/IEC 14443-3

compliant with
ISO/IEC 14443-4?

PCD uses
ISO/IEC 14443-4
protocol?

Send RATS

v

Receive ATS

PPS
supported?

Parameter
change?

Non |
ISO/IEC 14443-4
protocol |

»la
g

Receive DESELECT Response

T

Send DESELECT Request

A

ISO/IEC 14443-4

Send PPS Request

v

Receive PPS Response

h 4

Exchamge\

5.2 Request for answer to select

This clause defines the RATS with all its fields (see Figure 2).

© ISO/IEC 2018 - All rights reserved
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B0’ Start byte
I
Parameter Parameter byte
I ....codes FSDI and CID
CRC1
I
CRC2

Figure 2 — Request for answer to select

fgarameter byte consists of two parts (see Figure 3).

he most significant half-byte b8 to b5 is called FSDI and codes FSD. The FSD defines tl
ize of a frame the PCD is able to receive. The coding of FSD is given in Table 1.

as FSDI ="'C' (FSD =4 096 bytes).

—e

OTE This PCD requirement is added for PCD’s compatibility with future PICCs when ar
ocument further defines the behaviour for the RFU values of 'D'-F"

Q. =Z

he least significant half byte b4 to bl is named CID¢ahd it defines the logical ny
ddressed PICC in the range from 0 to 14. The value 154s RFU. The CID is specified by
hall be unique for all PICCs, which are in ACTIVE state at the same time. The CID is
me the PICC is active and the PICC shall use the CID as its logical identifier, which is
he first error-free RATS received.

&t N Q)

b8 | b7 | b6 | b5{'D4 [ b3 | b2 | bl

Figure 3 — Coding of RATS parameter byte

Table 1 — FSDI to FSD conversion

4:2018(E)

e maximum

ntil the RFU values 'D'-'F' are assigned, a PICC receiving an FSDI with ajvalue = 'D'-'F" shall interpret

bvision to this

mber of the
the PCD and
fixed for the
contained in

FSDI

401 415 13! 14! 45! {61 47} 485 I9P lBF lCl

‘D’ _ lFl

FSD

256 |512 |1024 |2048

bytes) 16 |24 |32 |40 |48 |64 (96 |128

4 094

RFU

5.3

AnsSwer to select

This clause defines the ATS with all its available fields (see Figure 4).

In the case that one of the defined fields is not present in an ATS sent by the PICC, the default values for
that field shall apply.

© ISO/IEC 2018 - All rights reserved
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5.3.1 Strulcture of the bytes

TL Length byte

Format byte
....codes Y(1) and FSCI

Interface bytes
....codes DS and DR

TO

....codes FWI and SFGI

....codes protocol options

| Historical bytes

CRC1
I
CRC2

Figure 4 — Structure of the ATS

The length blyte TL is followed by a variable number of optienal subsequent bytes in the following qrder:

5.3.2 Length byte

format Qyte TO;
interfacg¢ bytes TA(1), TB(1), TC(1);
historical bytes T1 to Tk.

The length Qyte TL is mandatory and’specifies the length of the transmitted ATS including itself. The
two CRC bytes are not included. if, TL. The maximum size of the ATS shall not exceed the indicated FSD.

Therefore, the maximum valueof TL shall not exceed FSD-2.

5.3.3 Format byte

The format pyte TO\s-optional and is present as soon as the length is greater than 1. The ATS car only

contain the following optional bytes when this format byte is present.

TO consists af three parts (qpp Figure '2)

b8 is RFU.
b7 to b5 contain Y(1) indicating the presence of subsequent interface bytes TC(1), TB(1) and TA(1).

The least significant half byte b4 to b1 is called FSCI and codes FSC. The FSC defines the maximum
size of a frame accepted by the PICC. The default value of FSCI is 2 and leads to a FSC of 32 bytes. The
coding of FSC is equal to the coding of FSD (see Table 1).

Until the RFU values 'D'-'F" are assigned, a PCD receiving an FSCI with a value = 'D'-'F" shall interpret
itas FSCI ='C (FSC = 4 096 bytes).

NOTE This PICC requirement is added for PICC's compatibility with future PCDs when a revision to this
document further defines the behaviour for the RFU values 'D' - 'F".

© ISO/IEC 2018 - All rights reserved
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b8 [ b7 | b6 | b5 | b4 | b3 | b2 | bl

‘ =

TA(1) is transmitted, if bit is set to (1)b

TB(1) is transmitted, if bit is set to (1)b
TC(1) is transmitted, if bit is set to (1)b
RFU

- & eottmotf ,

5.3.4( Interface byte TA(1)
The ipterface byte TA(1) consists of four parts (see Figure 6).

— B8 codes the possibility to handle different divisors for each direction,"When this bit if set to 1 the
ICC is unable to handle different divisors for each direction.

law]

7 to b5 code the bit rate capability of the PICC for the direction from PICC to PCD, cdlled DS. The
efault value shall be (000)b.

3 to bl code the bit rate capability of the PICC ferthe direction from PCD to PICC, cdlled DR. The

h
d
— Y4 shall be set to (0)b.
o
default value shall be (000)b.

b8 [ b7 | b6 [ b5 | b4 | b3 | b2 | bl

|— DR=2 supported, if bit is set to (1)b
DR=4 supported, if bit is set to (1)b
DR=8 supported, if bit is set to (1)b

shall be set to (0)b
DS=2 supported, if bit is set to (1)b
DS=4 supported, if bit is set to (1)b

DS=8 supported, if bit is set to (1)b

0

Only the same D for both directions supported, if bit is sgt to 1(b)

Figure 6 — Coding of interface byte TA(1)

vhodaoanahoutha DO i cing DDC
oo Coy thtT oo T O

Theo loction AfF o cnnaifins divicn + D £ h divna
TCCTr O O oS p ot OV IS O 10T Cat O CCeroT

A PCD receiving TA(1) with b4 = (1)b shall interpret it as (b8 to bl) = (00000000)b, implying only
~106 kbit/s supported in both directions. The definition of TA(1) with b4 = (1)b is otherwise undefined.

5.3.5 Interface byte TB(1)

The interface byte TB(1) conveys information to define the frame waiting time and the start-up frame
guard time.

The interface byte TB(1) consists of two parts (see Figure 7).
— The most significant half-byte b8 to b5 is called FWI and codes FWT (see 7.3).

© ISO/IEC 2018 - All rights reserved 9
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— The least significant half byte b4 to b1l is called SFGI and codes a multiplier value used to define
the SFGT. The SFGT defines a specific guard time needed by the PICC before it is ready to receive
the next frame after it has sent the ATS. SFGI is coded in the range from 0 to 14. The value of 15 is
RFU. The value of 0 indicates no SFGT needed and the values in the range from 1 to 14 are used to
calculate the SFGT with the formula given below. The default value of SFGI is 0.

b8 [ b7 | b6 [ b5 | b4 | b3 | b2 | bl

l l J
I SFGI

FWI

Figure 7 — Coding of interface byte TB(1)

SFGT is calcylated by the following formulae:

SFGT = (

SFGTMIN

SFGTpEF

SFGTMmA

Until the RF
Until the RF

5.3.6 Inte
The interfac
The specific
— b8tob3

— b2andh
to skip f
be trang
support

P56 x 16/fc) x 2SFGI

= minimum value of the frame delay time as defined in [SO/IEC-14443-3
huLT = minimum value of the frame delay time as defined in ISO/IEC 14443-3
(= (256 x 16/fc) x 214 (~4 949 ms)

J value 15 is assigned, a PCD receiving SFGI = 15 shall interpret it as SFGI = 0.
J value 15 is assigned, a PCD receiving FWI = 15 shall interpret it as FWI = 4.
rface byte TC(1)

e byte TC(1) specifies a paramieter of the protocol.
interface byte TC(1) consists of two parts (see Figure 8).
are each RFU.

1 define which optional fields in the prologue field a PICC does support. The PCD is all
ields, whichare supported by the PICC, but a field not supported by the PICC shall
mitted by)the PCD. The default value shall be (10)b indicating CID supported and NA|
bd.

owed
hever
D not

b8 | b7 | b6 [ b5 | b4 | b3 | b2 | bl

10

L+ 1 1 |
NAD supported, if bit is set to (1)b
CID supported, if bit is set to (1)b

Each bit RFU

Figure 8 — Coding of interface byte TC(1)

© ISO/IEC 2018 - All rights re
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The historical bytes T1 to Tk are optional and designate general information. The maximum length of
the ATS gives the maximum possible number of historical bytes. ISO/IEC 7816-4 specifies the content of

the historical bytes.

5.4 Protocol and parameter selection request

PPS request contains the start byte that is followed by two parameter bytes (see Figure 9).

5.4.1 Startbyte

PPSS|consists of two parts (see Figure 10).
— The most significant half byte b8 to b5 shallbe set to (1101)b and identifies the PPS.

|
o |

addressed PICC.

5.4.2| <{Parameter 0

Figure 9 — Protocol and parameter sélection request

PPSS Start byte
I
Parameter 0
PPISO ....codes presence of PPS1
Parameter 1
pp|51 ....codes DRI and DSI
CRC1
I
CRC2

b8

b7

b6"| b5

b4

b3 | b2

bl

0

1

he least significant half byte b4 tosbl is named CID and it defines the logical ny

l l J
I CID

PPS = (1101)b

Figure 10 — Coding of PPSS

mber of the

PPSO0 indicates the presence of the optional byte PPS1 (see Figure 11).

The PCD shall set (b4 to b1) = (0001)b and (b8 to b6) = (000)b.

© ISO/IEC 2018 - All rights reserved
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b8 | b7 | b6 [ b5 | b4 | b3 | b2 | bl

0l0]O0 0jo0fo0]1

(I — L1 1 |
shall be set to (0001)b, all other values are RFU
PPS1 is transmitted, if bit is set to (1)b
shall be set to (000)b, all other values are RFU

Figure 11 — Coding of PPSO
5.4.3 Pargmeter1

PPS1 consist
b8 to b5

The two

The two

DS and DR a

The coding d

5.5 Protocol and parameter selection response

s of three parts (see Figure 12).
shall each be (0)b; a PICC receiving any bit b8 to b5 set to (1)b shall apply 5.7.2.2 b).

Lbit value field (b4, b3) is called DSI and codes the selected divisoniinteger from PICC ta

-bit value field (b2, b1) is called DRI and codes the selected divisor integer from PCD to

b8 [ b7 | b6 [ b5 | b4 | b3 | b2 | bl

0jo0|o0]oO
L 7 L1

L |
I DRI
DSI
Each bit shall be set to (0)b

Figure 12.% Coding of PPS1

e specified in 5.3.4.

fD is given in Table 2.

Table 2 — DRI, DSI to D conversion

DRI, DSI
D

(00)b
1

(01)b
2

(10)b
4

(11)b
8

The PPS res

orSe acknowtedges the Teceived PPS Tequest (see Figure 13)amnd it comntains onty the

byte (see 5.4.1).

PCD.
PICC.

start

The new bit rates shall become effective in the PICC immediately after it has sent the PPS response.
The PCD shall not change the bit rate when the PPS response is missing or invalid or when the PPSS

returned by

12

the PICC is not identical with the PPSS sent by the PCD.

© ISO/IEC 2018 - All rights reserved
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PPSS Start byte

I
CRC1
I
CRC2

Figure 13 — Protocol and parameter selection response

-4:2018(E)

5.6 Activation frame wnifing time

The dctivation frame waiting time defines the maximum time for a PICC to start sending
framg after the end of a frame received from the PCD and has a value of 65 536/fc (+4:833

NOTH The minimum time between frames in any direction is defined in ISO/IEC 14443-3.
5.7 |Error detection and recovery
5.7.1f Handling of RATS and ATS

5.7.1{1 PCD rules

In anfy other case, the PCD may retransmit the RATS before it shall use the deactivation
defined in Clause 8. In case of failure of this deagtivation sequence, it may use the HLTA
definpd in ISO/IEC 14443-3.

5.7.1{2 PICCrules

When the PICC has been selected with the last command and
a) receives a valid RATS, the PI€E

- shall send back its ATS, and

— shall disable the'RATS (stop responding to received RATS);
b) receives a valid HLTA, the PICC

- shall/proecess the command and shall enter HALT state;

c) receifesan invalid command, an error or a RATS command with CID = 15, the PICC

WheI,the PCD has sent the RATS and receives a valid ATS¢the PCD shall continue operatior.

its response
1LS).

sequence as
command as

211 i o o
JITATITI TIULCT \aleUllM alr J

Figure 7.
5.7.2 Handling of PPS request and PPS response

5.7.2.1 PCD rules

When the PCD has sent a PPS request and received a valid PPS response, the PCD shall

443-3:2018,

activate the

selected parameters and continue operation. In any other case, the PCD may retransmit a PPS request

and continue operation.

© ISO/IEC 2018 - All rights reserved
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5.7.2.2 PICCrules

When the PICC has received a RATS, sent its ATS and

a) received a valid PPS request, the PICC
— shall send the PPS response,
— shall disable the PPS request (stop responding to received PPS requests), and
— shall activate the received parameter;

b) receivedaninvalid-bleclksthe PHcE

— shalll disable the PPS request (stop responding to received PPS requests), and
— shall remain in receive mode;

c) received a valid block, except a PPS request, the PICC
— sha:|: disable the PPS request (stop responding to received PPS requests),’and

— shalll continue operation.

5.7.3 Hangdling of the CID during activation
When the P(D has sent a RATS containing a CID = n not equal to©) and
— received an ATS indicating CID is supported, the PCD

— shalll send blocks containing CID = n to this PICC{and

— sha:l:

not use the CID = n for further RATS while this PICC is in ACTIVE state;

— received an ATS indicating CID is not suppoited, the PCD

— sha:|: send blocks containing no CIB:to this PICC, and
— shall not activate any other PIGC while this PICC is in ACTIVE state.
When the P(D has sent a RATS centaining a CID equal to 0 and

— received an ATS indicating-CID is supported, the PCD

— shalll send blocks:-containing either CID equal to 0 or no CID to this PICC, not toggling bet]

thege two options until protocol deactivation, and

— shalll not'activate any other PICC while this PICC is in ACTIVE state;

— received-ar-ATS indicating C1D is not supported the

ch

ween

ilalal
S o o T

— shall send blocks containing no CID to this PICC, and

— shall not activate any other PICC while this PICC is in ACTIVE state.

6 Protocol activation of PICC Type B
The activation sequence for a PICC Type B is described in ISO/IEC 14443-3.

14 © ISO/IEC 2018 - All rights reserved
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7 Half-duplex block transmission protocol

7.1

Elements and mechanisms

-4:2018(E)

The half-duplex block transmission protocol addresses the special needs of contactless card

envi

ronments and uses the frame format as defined in ISO/IEC 14443-3.

Other relevant elements of the frame format are

— block format;

A mefhanism is provided in order to introduce additional protocol functions that may be

time fo time in this document or in other standards that use this document’as their foundaltion.

This

attenfion to the minimization of interactions across boundaries. FoliuMayers are defined as

Application selection may be used as defified in ISO/IEC 7816-4. Implicit application sel
recorpmended to be used with multi-application PICCs.

The

7.2
The
The

IEC 1#443-3 and consists of the following:

gower indication; and

fdrotocol operation.

brotocol is designed according to the principle layering of the OSI'reference model, wi

ghysical layer exchanges bytes according to ISO/IEC 14443-3;

o

ata link layer exchanges blocks as defined in this clause;
session layer combined with the data link layer fgp aminimum overhead;

dpplication layer processing commands, whi¢h involve the exchange of at least one blog
blocks in either direction.

RFU handling specified in ISO/EC 14443-3:2018, 5.3 applies for Clauses 7, 8, 9 and 10.

Block format
Hlock format depends\on the frame format used for its transmission.

gtandard block format as specified in Figure 14 shall be used in standard frames as de

jo5)

prologuefield (mandatory);

lefined from

th particular
follows:

k or chain of

pction is not

fined in ISO/

aIn infermation field (optional);

a two-byte epilogue field (mandatory).

The enhanced block format specified in Figure 15 shall be used in frames with error correction as
defined in Clause 10 and consists of the following:

a length field (mandatory);
a prologue field (mandatory);
an information field (optional);

a four-byte epilogue field (mandatory).

© ISO/IEC 2018 - All rights reserved
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Prologue field Information field Epilogue field
PCB [CID] [NAD] [INF] EDC
1 byte | 1byte | 1 byte 2 bytes
< :! T
Error Detection Code
P < Maximum frame size R

Figure 14 — Standard block format

NOTE1 The items in brackets indicate optional requirements.

Length field Prologue field Information field Epilogue field
LEN PCB [CID] | [NAD] [INF] EDC
2 Hytes 1byte | 1byte | 1byte 4 bytes
Errof Detection Code T
P < Maximum frame size N|

Figure 15 — Enhanced block format

NOTE 2  The items in brackets indicate optional réquirements.

7.2.1 Length field

The two-byte length field shall contdin‘the total number of bytes contained in the following fields
— length field;

— prologug field;

— information field.

Least signififant byteis transmitted first, then most significant byte.

7.2.2 Prologiie field

The prologue field is mandatory and may be 1, 2, or 3 bytes with PCB mandatory and CID and NAD
optional.

7.2.2.1 Protocol control byte field

The PCB is used to convey the information required to control the data transmission.

The protocol defines three fundamental types of blocks.

— I-block used to convey information for use by the application layer.

— R-block used to convey positive or negative acknowledgements. An R-block never contains an INF

field. The acknowledgement relates to the last received block.

16 © ISO/IEC 2018 - All rights reserved
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— S-block used to exchange control information between the PCD and the PICC. The support of the
S(PARAMETERS) block is optional for PCDs and PICCs. Three different types of S-blocks are defined.

1) "Waiting time extension" containing a 1 byte long INF field;

2) "DESELECT" containing no INF field;

3) "PARAMETERS" containing a n-byte long INF field with n = 0.

The coding of the PCB depends on its type and is defined by the following figures. The setting of (b8,b7)

is used to identify its block type as defined in Table 3.

A PICEorPE€PTeCTeiving tb8; b7 = (6 bshatt treatitasaprotocoterror:

The doding of I-block PCB is shown in Figure 16.

Table 3 — Coding of block type

(b8,b7) Block type
(00)b I-block
(01)b RFU
(10)b R-block
1Db S-block

pla=

b8 | b7 | b6 | b5 | b4 [b3 | b2 | bl
ojofo 1
LI

Block number

shall be set to (1)b

NAD following, if bit is set to (1)b
CID following, if bit is set to (1)b
Chaining, if bit is set to (1)b

shall be set to (0)b

[-Block

Figure 16 — Coding of I-block PCB

A PICLC or PCD receiving an I-Block with b2 = (0)b shall treat it as a protocol error.

A PICC or PCD reeeiving an I-Block with b6 = (1)b should treat it as a protocol error.

The doding®ofR-block PCB is shown in Figure 17.

b8 | b7 | b6 | b5 | b4 [b3 [ b2 | bl
1101 01
L]

—

© ISO/IEC 2018 - All rights reserved

Block number

shall be set to (1)b

shall be set to (0)b

CID following, if bit is set to (1)b
ACK; if bit is set to (0)b

NAK, if bit is set to (1)b

shall be set to (1)b

R-Block

Figure 17 — Coding of R-block PCB
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A PICC or PCD receiving an R-Block with b6 = (0)b or b3 = (1)b shall treat it as a protocol error.

A PICC or PCD receiving an R-Block with b2 = (0)b should treat it as a protocol error.

The coding of S-block PCB is shown in Figure 18.

b8

b7

b6

b5

b4

b3

b2

bl

1

1

0

0

|— shall be set to (0)b

PARAMETERS if bit is set to (0)b

DESELECT or WTX1f bit1s set to (1)b
shall be set to (0)b

CID following, if bit is set to (1)b

If b2 = (0)b, shall be set to (11)b
If b2 = (1)b, (00)b DESELECT or (11)b WTX

S-Block

Figure 18 — Coding of S-block PCB

A PICC or PCD receiving S-Block with b3 = (1)b shall treat it as a protocel error.

A PICC or PCD receiving S-Block with b1 = (1)b should treat it as@a.protocol error.

A PICC or PCD receiving S-Block with b2 = (0)b and (b6,b5) <> (11) b shall treat it as a protocol erf
A PICC or PCD receiving S-Block with b2 = (1)b and (b6,b5}=/(01)b or (10)b shall treat it as a protocol

7.2.2.2 Card identifier field

The CID field is used to identify a specific PICCand consists of three parts (see Figure 19).

— b8 and 1j7 are used to indicate the power level indication received by a PICC from a PCD. Thes
bits shall be set to (00)b for PCD £o'PICC communication. For a definition of power level indig

see 7.5.

— (b6,b5) phall be set to (00)b:

— A PICC gr PCD receiving(b6,b5) = (01)b or (10)b or (11)b shall treat it as a protocol error.
— b4 to bl|code the €ID.

b8

b7

b6

b5

b4

b3

b2

bl

0

OrI.

eIrror.

e two
ation

shall be set to (00)b, all other values are RFU
Power level Indication

Figure 19 — Coding of card identifier

The coding of CID is given in 5.2 for Type A and ISO/IEC 14443-3 for Type B.

The handling of the CID by a PICC is described below:

If the PICC does not support a CID, it shall ignore any block containing a CID.

18
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If the PICC does support a CID, it

— shall respond to blocks containing its CID by using its CID,

— shall ignore blocks containing other CIDs, and

— shall, in case its CID is 0, respond also to blocks containing no CID by using no CID.

7.2.2

.3 Node address field

The usage of the NAD shall be in accordance with the definition of NAD in ISO/IEC 7816-3.

The

a) t

-4:2018(E)

bllowing definitions shall apply for the usage of the NAD:
he NAD field shall only be used for I-blocks;

b) when the PCD uses the NAD, the PICC shall also use the NAD;

¢) during chaining the NAD shall only be transmitted in the first block of chain;

—

d)

Qo

he PCD shall never use the NAD to address different PICCs (The, CID shall be use
ifferent PICCs);

e) when the PICC does not support the NAD, it shall ignore any-bleck containing the NAD.

7.2.3

The |
appli

Information field

NF field is optional. When present, the INF field€onveys either application data in [-b
Cation data and status information in S-blocks.The length of the information field is ¢

counting the number of bytes of the whole block niinus length of prologue and epilogue fie

7.2.4

Epilogue field

The ¢pilogue field contains the EDC of'the transmitted block. A transmitted block shall b
correct if it is received with a valid EDC value.

The EDC of standard blocks shall.be the CRC defined in ISO/IEC 14443-3. Type A PICCs sha
and Type B PICCs shall use CRO_B in both directions.

The BDC of enhanced bloeks shall be CRC_32 as defined below.

1 to address

ocks or non-
alculated by
d.

b considered

1l use CRC_A

ed bit order

cant byte is
are given in

The CRC_32 uses polynomial = '04C11DB7" with initial value = 'FFFFFFFF' and reflect
(LSB|first). The-final CRC value is bit-inverted before transmission and the least signif
trangmitted first. Refer to ISO/IEC 13239 for further details. A code sample and an examplg
Annex E.

7.3 |Frame waiting time

The FWT defines the time within which the PICC shall start its response frame after the end of a PCD
frame (see Figure 20).

Sent by the PCD

Sent by the PICC

t<FWT

> »

Figure 20 — Frame waiting time

© ISO/IEC 2018 - All rights reserved
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NOTE The minimum time between frames in any direction is defined in ISO/IEC 14443-3.

FWT is calculated by the following formula:

FWT=(256x16/ fc)x2™!

where the value of FWI has the range from 0 to 14 and the value of 15 is RFU.

The default value of FWI is 4 (which gives a FWT value of ~4,8 ms) in the following cases:

— for Type A, if TB(1) is omitted, and

— for S(PARAMETERS) and S(DESELECT) blocks.

For FWI =0,

FWT = FWTMmiN (~302 ps).

For FWI =14, FWT = FWTmax (~4 949 ms).

The FWT va
obtains the 1

The FWI fie
located in t

7.4 Fram

for Type B is located in ATQB as defined in ISO/IEC 14443-3.The FWI field for Typ
ATS (see 5.3.5).

e waiting time extension

When the PICC needs more time than the defined FWT to precess the received block, it shall ul

S(WTX) req

consists of tyo parts (see Figure 21).

— b8 and 7 are RFU.

— b6 to bl{code the WTXM. The WTXM is coded in the range from 1 to 59. The values 0 and 60

are RFU|

— When rgceiving WTXM = 0 or WTXM!= 60-63 the PCD shall treat it as a protocol error.

b8 | bA}b6 | b5 | b4 [ b3 | b2 | bl

WTXM
RFU
RFU

flue shall be used by the PCD to detect a protocol error or an unresponsive PICC. The¢ PCD
ight to re-transmit if the start of a response from the PICC is not received within FWT.

e Ais

Se an

Lest for a waiting time extension. An S(WTX).xequest contains a 1 byte long INF field that

to 63

Figlll‘P 21 — (‘nding of INF field of an Q(WTY) request

The PCD shall acknowledge by sending an S(WTX) response containing also a 1 byte long INF field that
consists of two parts (see Figure 22) and contains the same WTXM as received in the request.

— b8 and b7 shall be (00)b and all other values are RFU.

— b6tobl

code the acknowledged WTXM value used to define a temporary FWT.

— Ifthe PICC receives a WTXM value which does not match the WTXM sent by the PICC, the PICC shall
treat it as a protocol error.

20
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b8 [ b7 | b6 [ b5 | b4 | b3 | b2 | bl

WTXM
shall be set to (00)b, all other values are RFU

Figure 22 — Coding of INF field of an S(WTX) response

The qorTespomding temporary vatue of FW T istalcutated by tie fottowing formuta:

oy

The time FWTTgMmp requested by the PICC, starts after the PCD has sent the S(WTX) respohse.
FWTpmax shall be used, when the formula results in a value higher than FWTmax.

The temporary FWT applies only until the next block has been received by the PCD.

7.5 |Power level indication

The gower level indication is coded as shown in Table 4 usingtwo bits embedded in the CII field (when
presqnt) sent by the PICC (see 7.2.2.2).

Table 4 — Coding of pewer level indication

(00)b PICC does not suppert the power level indication

(01)b Insufficient power for full functionality

(10)b Sufficient-power for full functionality

(11)b More than sufficient power for full functionality

NOTH Interpretation of the power level indication by the PCD is optional.

7.6 |Protocol operation

After|the activation sequence the PICC shall wait for a block as only the PCD has the right tp send. After
sending a block, the*PCD shall switch to receive mode and wait for a block before switching back to
trangmit mode,The PICC may transmit blocks only in response to received blocks (it is ipsensitive to
time felays). After responding, the PICC shall return to the receive mode.

The HCD shall not initiate a new pair of command/response until the current pair of commahd/response
has been,completed or if the frame waiting time is exceeded with no response.

7.6.1 S(PARAMETERS) blocks

After the activation sequence, the PCD may send at any time a first S(PARAMETERS) block with or
without INF field to check if S(PARAMETERS) blocks are supported by the PICC.

The PCD may initiate an exchange of S(PARAMETERS) at any time also during PCD chaining or PICC
chaining or error handling, before it continues block exchange with the new parameters settings (if
modified by the PCD and acknowledged by the PICC).

NOTE1  Typically this is used to change air interface parameters for better communication stability.

The PCD should determine whether the PICC supports S(PARAMETERS) prior to using S(PARAMETERS)
during chaining.
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The content of the S(PARAMETERS) INF field is defined in this document and shall comply with the
BER-TLV encoding rules as per ISO/IEC 7816-4:2013, Annex E. The tag field indicates context-specific
class, the length field shall be short form encoded.

For each S(PARAMETERS) block the PCD and PICC shall not:
— use the same tag more than once,

— activate the same parameter with different tags using different values (e.g. "Bit rates Activation" +
"Selected framing options from PICC to PCD" and "Frame Format Activation" + "Selected framing
options from PICC to PCD"),

otherwise, the behavior of the receiver is indeterminate.

On receptior] of an S(PARAMETERS) block containing at least one unknown tag, not supporteéd or wrong
parameter, gr if any activation combined with previous activations results in an invalid ¢ontext, the
PICC supporting S(PARAMETERS) should ignore all tags and parameters in this S(PARAMETERS) block.
The PICC supporting S(PARAMETERS) should not change its current state and protocol paramegters,
and should respond with an S(PARAMETERS) block which may contain supportediindication tags|and/
or S(PARAMETERS) error.

NOTE 2  Al] of these recommendations will become mandatory requirementsvin the next edition df this
document.

Both the PCD and the PICC shall send only relevant BER-TLV objects. If the INF field is present, it] shall
contain the $(PARAMETERS) block information tag, either empgy (i‘e. 'A0 00"), or with nested fur|ction
tags. It is alsp valid to send an empty S(PARAMETERS) block (i-e-no INF field and consequently n¢ tags
present).

PCDs and PICCs supporting S(PARAMETERS) shall acceptframes of at least 48 bytes in length.

The PICC arnld PCD maximum frame sizes need to.be large enough to contain the largest pojsible
S(PARAMETIERS) block; the required minimumi'sizes may be increased in the future when| new
S(PARAMETIERS) options are added.

On receptio:t of an S(PARAMETERS) blockswithout INF field or with INF field containing only 'AD 00',
a PICC supporting S(PARAMETERS) shall respond with an S(PARAMETERS) block which may contain
supported irjdication tags.

If the PICC dpes not support S(RARAMETERS), it shall stay mute on reception of any S(PARAMETERS)
block.

S(PARAMETIERS) blocks.are used to negotiate communication parameters in PROTOCOL statg. The
information [field shall‘contain tags and values as defined in Table 5.

The followinig rules.shall be applied to negotiate those parameters.

— The PCO} shdll send an S(PARAMETERS) block to request parameters.

— If the PICC supports S(PARAMETERS) blocks, the PICC shall respond with an S(PARAMETERS)
block containing values for all supported parameters. If the same communication parameters can
be requested via different tags, the PICC shall always respond with the same indication independent
of which tag is used.

After the PICC has sent its response and has indicated its parameters, the PCD may activate the desired
options for each communication direction with the following rules.

— The PCD shall send an S(PARAMETERS) block to activate selected parameters.

— The PICC shall acknowledge the activated parameters with an S(PARAMETERS) block and then
shall activate the negotiated parameters.

— The PCD shall activate the negotiated parameters.
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Table 5 — S(PARAMETERS) tag definition

Tag (Hex) Description Length (Hex) Value
‘A0’ S(PARAMETERS) L Not present or nested function tags as specified by Tables
block information 6 and 7, in any order
'BE' S(PARAMETERS) '01' '00": no further error indication
error
7.6.2 Multi-Activation

The Multi-Activation feature allows the PCD to hold several PICCs in ACTIVE state simultaneously. It

allow
PICC

For a

hnd activation of another PICC.

h example of Multi-Activation, see Annex A.

The HCD needs to handle a separate block number for each activated PICC.

7.6.3

Chaining

The dhaining feature allows the PCD or PICC to transmit information‘that does not fit in a

as de

blocKs shall have a length less than or equal to FSC or FSD respeetively.

The @
bit se

The d

Notat
I(Dx

1(0)x
R(AC

haining bit in the PCB of an I-block controls the chaining of blocks. Each I-block with
t shall be acknowledged by an R-block.

haining feature is shown in Figure 23, using a.16 byte long string transmitted in thre
ion:

[-block with chaining bit set and block number x;

[-block with chaining bit.iot set (last block of chain) and block number x;

K)x R-block that indicatesa positive acknowledge.

s switching directly between several PICCs without needing additional time for dea¢tivation of a

single block,

fined by FSC or FSD respectively, by dividing the informatioh into several blocks. Hach of those

the chaining

e blocks.
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h =]
2
"B
Send(..) Assertion: PICC  maxi Receive(...) >S5 =
L £
_________________________________________________ J
N
0123456 789ABCD | EF| Assertion: PICC maximum frame size = 10 Answer
St
<= - T o
/ /N NT~Io~ 5
/ / N N ~<Z-- ' o
/ / N N =~ < - =~ | <
4 4 AN AN I D I s =
/ / N N =~ ~ I I
PCB INF EDC PCB INF EDC PCB| INF EDC '
12" 0124456 |'XX'|'XX' '13"| 789ABCD |'XX'|'XX’' '02 EF ['XX'|'XX'
I(1)o I(1)1 1(0)o J
————————————————————————————————————————————— Physical layer
N
PCB| EDC PCB| EDC PCB INF EDC
. 'A2' |'XX'| XX ‘A3 | XX| XX '02' | Answebx |'XX'|'XX )
~ - p
~o  R(ACK)o I’ R(ACK) -~ 1(0)o : %
AN ] e [
So I -7 | >§E
S I - | E
)]
0123456 | 789ABCD |EF Answer
_________________________________________________ J
N
. q5
Receive(...) Send(...) >,g >
g
<
J
NOTE This example does not use the optional fields NAD and CID.
Figure 23 — Chaining
7.6.4 Blodk numbering rules
7.6.4.1 PQD rules
Rule A. Thle PCD bloek number shall be initialized to 0 for each activated PICC.
Rule B. When anJ=block or an R(ACK) block with a block number equal to the current block numbper is
re¢eived)the PCD shall toggle the current block number for that PICC before optionally sending
a Hlock.
7.6.4.2 PICCrules
Rule C. The PICC block number shall be initialized to 1 at activation.
Rule D. When an I-block is received, the PICC shall toggle its block number before sending a block.
NOTE1 The PICC can check if the received block number is not in compliance with PCD rules to decide neither

to toggle its internal block number nor to send a response block.

24
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When an R(ACK) block with a block number not equal to the current PICC’s block number is

received, the PICC shall toggle its block number before sending a block.

There is no block number toggling when an R(NAK) block is received.

7.6.5 Block handling rules

7.6.5.1

Rule 1.

General rules

The first block shall be sent by the PCD.

Rule P.

Rule B.

7.6.5{2

Rule ft.

Rule p.

NOTH1

receiyfing an R(ACK) block in other cases is not defined,

Rule p.

NOTH 2

presehce of a PICC by sending Rf{NAK) blocks at any time out of chaining (including before sendin
and r¢ceiving R(ACK) from the PICC if present.

Rule J.

Rule B.

When an I-block indicating chaining is received, the block shall be ackngwl
R(ACK) block.

S-blocks are only used in pairs. An S(...) request block shall always be,fellowed b
sponse block (see 7.4 and Clause 8).

PCD rules

When an invalid block is received or a FWT time-out pegurs, an R(NAK) block
[except in the case of PICC chaining or S(DESELECT) e-S(PARAMETERS)].

In the case of PICC chaining, when an invalid block is received or a FWT time-o
R(ACK) block shall be sent.

An R(ACK) block can be sent by the PCD only in case of PICC chaining, as the PICC r¢

When an R(ACK) block is receiwed, if its block number is not equal to the PCD’s g
number, the last [-block shallbeé re-transmitted.

The last I-block re-transmission is not required out of PCD chaining. The PCD can d

When an'R(ACK) block is received, if its block number is equal to the PCD’s currer
ber, chaining shall be continued.

If the S(DESELECT)/S(PARAMETERS) request is not answered by an error-free §
LECT)/S(PARAMETERS) response the S(DESELECT)/S(PARAMETERS) request 1

bdged by an

y an S(...) re-

shall be sent

It occurs, an

sponse when

urrent block

etermine the

g any I-block)

t block num-

(DESE-
nay be

ra trancraitind

a
TC—trarrstrrrccttr

In case of not receiving an S(DESELECT) response after an S(DESELECT) request, the PICC may be

ignored.

7.6.5.3

Rule 9.

PICC rules

The PICC is allowed to send an S(WTX) block instead of an I-block or an R(ACK) block.

Rule 10. When an I-block not indicating chaining is received, the block shall be acknowledged by an I-block.

NOTE

If the I-block received is empty then the mandatory I-block sent can either be empty or contain any
applicative information (e.g. error code).
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rent block number, the last block shall be re-transmitted.

Rule 12.

number, an R(ACK) block shall be sent.

Rule 13.

number, and the PICC is in chaining, chaining shall be continued.

7.6.6 PICC presence check

When an R(ACK) or an R(NAK) block is received, if its block number is equal to the PICC’s cur-

When an R(NAK) block is received, if its block number is not equal to the PICC’s current block

When an R(ACK) block is received, if its block number is not equal to the PICC’s current block

The followin
I-block exch

The PCD shd
completed o

7.6.6.1 Mg
The PCD ma
7.6.6.2 Mg

Before the fi
to receive an

g methods may be used to check the presence of a PICC at any time including befor
inge.

Il not check the presence of a PICC until the current pair of command/responsé has
- when the frame waiting time is exceeded with no response.

rthod 1

y send an empty I-block and expect to receive an I-block from the PICC.

rthod 2

st I-block exchange, the PCD may send an R(NAK) blo¢k (with block number 0) and e
R(ACK) (with block number 1) block from the PICE {rule 12).

After the firgt I-block exchange, the PCD may either

a) send an R(NAK) block (with current block number),anhd expect to receive an R(ACK) block fro
PICC (rufle 12), in which case the PCD should notfetransmit its last [-block as mentioned in thg
inrule 4, or

b) toggle ifs block number then send an R(NAK) block and expect to receive the last I-block fro
PICC (rufle 11).

7.6.7 Errqr detection and recovery

When at ledast one error is detected (after the optional error recovery mechanism, see 10.4.7

following recovery rules shall) be applied. The definitions made in this clause overrule the

handling rules (see 7.6.5).

7.6.7.1 Erfors detected by the PCD

The followinjg ertors shall be detected by the PCD.

e any

been

Kpect

m the
note

m the

) the
block

- LI Ak aVWal Y AL 4
a) Transmisstomrerror (TTaIme error or CUOGEITOrj or vy I tre-out

The PCD shall attempt error recovery by the following techniques in the order shown:

opti
use

opti

26

application of PCD rules (see 7.6.5.2);

onally apply PCD rules (see 7.6.5.2) once more;
of S(DESELECT) request;

onally use of S(DESELECT) request once more (as specified in 8.2);

ignore the PICC.
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b) Protocol error (infringement of PCB coding or infringement of protocol rules)

The PCD shall attempt error recovery by the following techniques in the order shown:

— use of S(DESELECT) request;

— ignore the PICC.

7.6.7

.2 Errors detected by the PICC

The following errors shall be detected by the PICC:

a t

b) grotocol error (infringement of PCB coding or infringement of the protocol rules).

The

trangmission error or a protocol error occurs and it shall accept an S(DESELEGT) request 3

NOTE An R(NAK) block is never sent by the PICC.

8 Rrotocol deactivation of PICC Type A and Type B

The BICC shall be set to HALT state, after the transactions betwéen PCD and PICC have bee

The d

The I
block

8.1
The
S(DE
and h

NOTE

8.2

-4:2018(E)

Fansmission error (Frame error or EDC error);

PICC shall attempt no error recovery. The PICC shall always return to,receive m

eactivation of a PICC is done by using a DESELECT Ggmmand.

ESELECT command is coded as an S-block of theprotocol and consists of an S(DESEL]
sent by the PCD and an S(DESELECT) response sent as acknowledge by the PICC.

Deactivation frame waiting time

Jeactivation frame waiting timedéfines the maximum time for a PICC to start
SELECT) response frame after the end of the S(DESELECT) request frame received f
as avalue of 65 536/fc (~4,8 ms]).

The minimum time between frames in any direction is defined in ISO/IEC 14443-3.

Error detectioniand recovery

Whe
has b

Whe

the PCD hasysent an S(DESELECT) request and has received an S(DESELECT) respo
en set suegessfully to HALT state and the CID assigned to it is released.

the RCD-fails to receive an S(DESELECT) response the PCD may retry the deactivatig

pbde, when a
tany time.

h completed.

KCT) request

sending its
rom the PCD

hse, the PICC

n sequence.

S(PARAMETERS) blocks shall be used to negotiate the used bit rates and communication parameters
when the PICC is in PROTOCOL state. The information field shall contain tags and values as defined in
Tables 5 and 6.

© ISO/IEC 2018 - All rights reserved
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Table 6 — Bit rates function tags identifier definition

(;Zi) Description L(‘;?eg;)h Value
‘Al Bit rates request '0' —
(sent by the PCD)
‘A2’ Bit rates indication L Tag Length Value
(sent by the PICC in (Hex) (Hex)
response to tag 'A1') '80' '02' Supported bit rates from PCD to PICC
1st byte is specified in Figure 24
2nd byte is specified in Figure 25
'81' '02' Supported bit rates from PICC td.PCD
1stbyte is specified in Fighre24
2nd byte set to '00', other valdes are RFJ
'82' '01' Supported framing options\from PICC to PCI) (see
Figure 26)a
‘A3’ Bitfrates activation L Tag Length Value
(s¢nt by the PCD) (Hex) (Hex)
'83' '02' Selected-bit rate from PCD to PICCb
1sthyte is specified in Figure 24
2nd byte is specified in Figure 25
'84' '02' Selected bit rate from PICC to PCDb
1stbyte is specified in Figure 24
2nd byte set to '00', other values are RF(
'85' ‘01" Selected framing options from PICC to PCD|(see
Figure 26)a.cd
‘A4’ Bilrates acknowl- 0’ —
edgement
(semt by the PICC in
resgonse to tag 'A3")
a  Shall be omitted for Type A PICCs.
b The PCD ghall set only one bity The PCD shall not activate simultaneously a bit rate higher than fc/16 for PCD t¢ PICC
communicatiopn and a bit rate of fc/128 for PICC to PCD communication in Type A.
¢ The PCD|shall not set.\both bl (start bit and stop bit suppression) and b2 (SOF and EOF suppregsion).
When the PCD|sets b1 (stattbit and stop bit suppression):
— The PIC( shall use;a-SOF low time of 10 etu and a SOF high time of 2 etu.
— The PIC( shall.use an EOF low time of 10 etu.
— The PICAshall apply no character separation
d  Any setting overrules the ATTRIB indications (see ISO/IEC 14443-3:2018, 7.10.3.3.)

28
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b8 [ b7 | b6 [ b5 | b4 | b3 | b2 | bl

|— fc/128, if bitis set to (1)b
fc/64, if bitis set to (1)b
fc/32,if bitis setto (1)b
fc/16, if bitis set to (1)b
fc/8, if bitis set to (1)b
fc/4, if bitis set to (1)b
fc/2, if bit is set to (1)b

RFU

Figure 24 — Coding of bit rates up to fc/2

b8 [ b7 | b6 [ b5 | b4 | b3 | b2 | bl

I— 3fc/4, if bit'is set to (1)b

fc,ifbit is set to (1)b
3fc/2, if bitis set to (1)b
2fc, if bitis set to (1)b
RFU

RFU

RFU

RFU

Figure 25 — Coding of bit rates of 3fc/4, fc, 3fc/2 and 2fc from PCD to PIC(

bB | b7 | b6 [ b5 | b4 | b3 | b2 | bl

|— Start bit and stop bit suppression from PICC to PCD, if bit i set to (1)b

SOF and EOF suppression from PICC to PCD, if bit is set to [1)b
RFU
RFU
RFU
RFU
RFU
RFU

Figure 26 — Framing options from PICC to PCD

As an example, the sequence for an activation of the bit rate

— fc/8 from PCD to PICC, and

— fc/2 from PICC to PCD

with a PICC indicating to support

— bitrates fc/128, fc/16 and fc/8 for PCD to PICC communication,

— bitrates fc/128, fc/16 and fc/2 for PICC to PCD communication, and
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— no framing options,

is illustrated in Figure 27.

Step PCD PICC
1  |S(PARAMETERS)('A0 02 A1 00' CRC) —_
S(PARAMETERS)
(/A0 0A'
5 'A2 08'
€ '80 02 19 00'
'81 02 49 00'
(’Rf‘)
S(MARAMETERS)
(A 0A’
5 'A3 08'
'83 02 10 00' —2
'84 02 40 00'
CR()
4 «—  S(PARAMETERS)('A0 2 \A4 00' CRC)

Figure 27 — Bit rates activation example

10 Frame|with error correction

10.1 General

Frames witlh error correction as specified in 10.2 and 10.3 shall be used after their activatipn as
specified in [11.5. An example is given in Annex F.

>

10.2 Type A PCD frame format for bit rates up to fc/16 and higher than fc/2 and Typs
PICC framgq format for all bit rates

Frames with error correction, as defined’in Figure 28, shall be used for data exchange and consisf]of, in
the following order:

— start of fommunication;
— SYNG;

— enhancdd block witherror correction (see 10.4);

— end of commmunication.

SYNC consiqtshof six dedicated bytes with the values ‘55’, ‘55’, ‘74’, ‘74’, ‘74’ and ‘74’ transmittied in
this order.

SYNC and enhanced blocks with error correction shall be transmitted as bytes consisting of 8 bits.

NOTE Parity bits (see ISO/IEC 14443-3:2018, 6.2.3.2) are not used.

S SYNC Enhanced block with error correction E

Figure 28 — Frame with error correction
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10.3 Type A PCD frame format for bit rates of fc/8, fc/4 and fc/2 and Type B PCD and
PICC frame format for all bit rates

Frames with error correction, as defined in Figure 29, shall be used for data exchange and consist of, in
the following order:

— SOF as defined in ISO/IEC 14443-3:2018, 7.1.4;
— SYNC as defined in 10.2, transmitted as characters as defined in ISO/IEC 14443-3:2018, 7.1.1;

— enhanced block with error correction (see 10.4) transmitted as characters as defined in ISO/
IEC 14443-3:2018, 7.1.1;

— HOF as defined in ISO/IEC 14443-3:2018, 7.1.5.
No cHaracter separation shall be applied in frames with error correction.

SOF, EOF, start bit, stop bit and SYNC may be suppressed in accordance with 10.5’

SOF SYNC Enhanced block with error correction EQF

Figure 29 — Frame with error correction

10.4| Enhanced block with error correction

10.4.1 General

Enhapced block with error correction shall be.composed of one or several 8-byte modified Hamming
sub-Hlocks, each of them being calculated frem“7-byte sub-blocks from enhanced block (se¢ Figure 30).

| Length | Prologue | Data bytes 1.n | CRC 32 | E(i?;agicgj-zlf%(
— : - Enhanced bjock with
1 | 2 | | Modified*Hamming Sub-block i | | h-1 | h | error corfection

Figure 30 — Enhanced block with error correction

10.4.2 Modified Hamming sub-block format

Each|modified{Hamming sub-block shall consist of 7 bytes from enhanced block, folldwed by one
Hamining control byte used to correct one single-bit error on the Hamming sub-block.

Modified\Hamming sub-blocks shall always be complete. If necessary, 'FF' bytes shall be added to
complleté’the last bytes from enhanced block to get 7 bytes.

10.4.3 Hamming control byte

The Hamming control byte shall contain the Hamming control bits ¢, and logical "1" padding bits in the
following order:

— onelogical "1" padding bit;
— six Hamming control bits ¢y, in the order cy, ¢y, 3, ¢4, cs, c6;
— onelogical "1" padding bit.

An example for Hamming control byte calculation in ANSI C language is given in F.2.
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10.4.4 Hamming control generation matrix A
Hamming control bits generation matrix 4 (see Figure 33) shall be generated by following steps:
— generate Matrix H' (see Figure 32) using the formula in Figure 31;

— remove column vectors h’,, withn=1, 2,4, 8,16 and 32, of H".

’ - m—1 -
h,,,n={1f°’("’_‘2 )F0 with1 <m<6and1<n< 62
’ 0 otherwise

Figure 31 — Matrix H' generation

NOTE A |stands for a bitwise AND operation.

1 010 010
0110 0 0 1
e 0 0 0 1 1 11
“10 0 00 1 x4
0 0 0 O 1 4 1
0 0 0 0 11 1
Figure 32 — Matrix A
A=

(== B < B o I Y
CSre O = O
oo = kO
SO O ==
e el et = =]
e e e =
e e =]

Figure 33-— Hamming control generation matrix 4

10.4.5 Hanpming control bits calculation

Hamming cqntrol bits)¢y (m = 1..6) shall be calculated over data d, (n = 1..56) using the formyila in
Figure 34. d{ is bit bl-of the first byte and dsg is bit b8 of the seventh byte of any 7-byte sub-block{from
enhanced blpck.

|
I

h
»

I

Figure 34 — Hamming control bits generation

10.4.6 Hamming control check matrix H

The Hamming control check matrix H (illustrated in Figure 35) is a concatenation of matrix A and
matrix Ig x 6.
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H=Al|lge=

== I e B e R e B
SO O O
OO O mRMKO
=T = B = R )
[ i e B B = I =
O T Y S U = I =Y
[ S G W W G S
o= < B <o T o I Y
ocoCc oo RO
(=T R = I = I e i ]
OO0 QCOCOo

Figure 35 — Hamming control check matrix H

10.4.[7 Error correction

Hamining control bits shall be used to detect and correct any single bit error in modifigd Hamming
sub-hlocks.

The Ho called syndrome s shall be calculated using formula in Figure 36. To.gét y from y’|the padding
bits qf the received data y', on position 57 and 64 shall be removed. y'y. is<bit bl of the fjrst received
byte pnd y'g4 is bit b8 of the eighth received byte of any 8-byte sub-plock from enhancef block with
errorcorrection.

s=Hxy

Figure 36 — Syndrome<{calculation

The fjumerical interpretation s’ of the syndrome s shall be used for error correction:
— ifs'=0,1,2,4,8, 16,32 or 63 no change imréceived bits y'1 to y'sg;

— dlse

- calculate error position s byteducing s' by the amount of powers of 2 (1, 2, 4, 8, 16, 32) which
are smaller than s’;

— invert the received hit y/’.

NOTE More than onebit error cannot be corrected by this method. EDC will detect these multiple errors
with yery high probability)

10.5| Activation-of frame with error correction in PROTOCOL state

S(PARAMETERS) blocks shall be used to negotiate the used frame and communication| parameters
whern the(PICC is in PROTOCOL state. The information field shall contain tags and values as defined in
Table 5.and Table 7.
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Table 7 — Frame format function tags identifier definition

Tags - Length
(Hex) Description (Hex) Value
‘A5’ Frame format 0 —
request
(sent by the PCD)
‘A6’ Frame format L Tags | Length Value
indication (Hex) | (Hex)
(sent by the PICC '80' '01' Supported frame formats from PCD to PICC (see
in r\-J}IUllJ\.« t\.l tas p‘. ZHEC '27)3
'A5') '81' '01' Supported frame formats from PICC to PCD.(se¢
Figure 37)a
'82' '01' Supported framing options from PCD to. PICC (sge
Figure 38)b
'83' '01' Supported framing options fromPICC to PCD (sge
Figure 38)c
‘A7’ Frpme format L Tags | Length Value
dctivation (Hex) | (Hex)
(senft by the PCD) '84' '01' |Selected frame formats from PCD to PICC (see Figurd 37)d
'85' '01' |Selected frame formats{from PICC to PCD (see Figurg 37)d
'86' '01' Selected framing options from PCD to PICC (se¢
Figure 38)b.ef
'87' '01' Selected framing options from PICC to PCD (se¢
Figure 38)cegh
'A8" | Frame format ac- 0 —
kngwledgement
(sent by the PICC
inrgsponse to tag
'A71)

a b8 shall bg set to the same value in both communication directions.

b Shall be omitted for Type A PICCs not supporting bit rates from PCD to PICC of fc/8, fc/4 and fc/2.
¢ Shall be omitted for Type A PICCs.

d b8 shall b¢ set to (0)b and only ofie'bit out of bl and b2 shall be set to (1)b.

e When SYNC is suppressed thie PED shall not select both start bit and stop bit suppression and SOF and EOF supprefssion.
If start bit and|stop bit suppression is selected, SOF and EOF low time of 10 etu and SOF high time of 2 etu shall be us€d.

f The PCD shall not actizate framing options for PCD to PICC standard frames.
&  When tag[87'is used;the corresponding tag of bit rates > fc/16 shall not be used and vice versa.
h Any settirlg gverrules the ATTRIB indications (see [SO/IEC 14443-3:2018, 7.10.3.3).
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b8 [ b7 | b6 [ b5 | b4 | b3 | b2 | bl

I— Standard frame, if bit is set to (1)b
Frame with error correction, if bit is set to (1)b

RFU
RFU
RFU
RFU
RFU
Only same frame format in both directions, if bit isSet{to (1)b

Figure 37 — Frame formats

Standard frame support is mandatory.

b8 | b7 | b6 [ b5 | b4 | b3 | b2 | bl

L Start bit and step.bit suppression, if bit is set to (1)b
SOF and EOF-suppression, if bit is set to (1)b
SYNC suppression, if bit is set to (1)b
RFU
RFY
RFU

RFU
RFU

Figure 38 — Framing options
NOTH1 Framing options depend on PICC Type, frame format, bit rate and communication |direction. An
overvjiew is given in Annex G.
As an example the sequence for an activation of frame with error correction in both directjons with
— 1o SYNC suppression in both directions,

— 1]o SOF andEOF suppression in both directions,

— sfartbitand stop bit suppression in both directions, and

with p"RICC indicating to support

— standard frame and frame with error correction in both directions independent of each direction,
— SYNC suppression in both directions,

— SOF and EOF suppression in both directions, and

— start bit and stop bit suppression in both directions is illustrated in Figure 39.

An overview on allowed suppressions of framing options is given in Annex G.
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Step PCD PICC
1 | S(PARAMETERS)('A0 02 A5 00 CRC) —
S(PARAMETERS)
('A0 OF'
'A6 0C'
2 '80 01 03'
- '81 01 03’
'82 01 07"
'83 0107
CRC)
S(PARAMETERS)
(AfOE'
'A7 0C' }\Cb
3 '84 01 02' Q
'85 01 02" —2 )
'86 01 01' ™
'87 01 01" (b’
CR{) t\.b‘
%
4 «—  S(PARAMETERS)( 'A0 p\zhfe 00' CRC)
Figure 39 — Frame activation exampleo\\
9
NOTE 2  Fof Type A PICCs, tags ‘82’ and ‘86’ are omitted in certain ca@(see table footnote b in Table 7T) and

tags ‘83’ and 187’ are always omitted (see table footnote c in Table 7). {<

36
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Multi-Activation example

Table A.1 describes an example of the usage of Multi-Activation for three PICCs.

Table A.1 — Multi-Activation

PCD Action PICC 1 state PICC 2 state PICC 3 state
Powdr On field
Threp PICCs enter the field. IDLE IDLE IDLE
Activiate PICC with CID = 1 PROTOCOL(1) IDLE IDLE
Any data transmission with CID = 1 PROTOCOL(1) IDLE IDLE
Activiate PICC with CID = 2 PROTOCOL(1) PROTOCOL(2) IDLE
Any data transmission with CID = 1,2 PROTOCOL(1) PROTOCOL(2) IDLE
Activiate PICC with CID =3 PROTOCOL(1) PROTOCOL(2) PROTPCOL(3)
Any data transmission with CID = 1,2,3 PROQTOCOL(1) PROTOCOL(2) PROTPCOL(3)
S(DEBELECT) command with CID = 3 PROTOCOL(1) PROTOCOL(2) HALT
S(DEBELECT) command with CID = 2 PROTOCOL(1) HALT HALT
S(DEBELECT) command with CID =1 HALT HALT HALT
NOTH The number nin PROTOCOL(n) répresents the CID.
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B.1 Gene

ral

Annex B
(informative)

Protocol scenarios

This Annex
handling. Th

B.2 Notaf

Any block
Any block
Any block

Separator lie

I(x
1(0)x
R(ACK)x
R(NAK)x
S(-)

ion

S-block

bives some scenarios in Tables B.1 to B.26 for an error-free operation, as well asfor
ese scenarios may be used to build test cases for compliance tests.

I-block with chaining bit set and block number x
I-block with chaining bit not set (lastblock of chain) and block number x
R-block indicating a positive ackhowledge

R-block indicating a negative\acknowledge

error

correctly received
erroneously received

nothing received (FWT time-out)

end of the smallest protocol operation

The block numbering in a scenario always starts with the PCD’s current block number for the destination

PICC. For eas
block numbq

B.3 Errorx-free operation

B.3.1 Exchangéof I-blocks

e of presentation, scenarios start after the PICC activation sequence and hence, the cyrrent
rs start with 0 forthe PCD and with one for the PICC.

Fable B-+—Seenario-tExchangeofl-bloeks—————————

Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rule 1 1(0)o ===> 0 rule D
2. rule B <=== 1(0)o rule 10
3. 1(0)1 ===> 1 rule D
4. rule B <=== 1(0)1 rule 10
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Table B.2 — Scenario 2 Waiting time extension

Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rule 1 1(0)o ===> 0 rule D
2. <=== §(WTX) request rule 9
3. rule 3 S(WTX) response ===>
4. rule B 1 <=== 1(0)o rule 10
5. 1(0)4 ===> 1 rule D
6. rule B 0 <=== 1(0)1 rule 10
B.3.3 DESELECT
Table B.3 — Scenario 3 DESELECT
Comment Block No. (0) PCD PICC Block No. (1) | Comment
rule 1 1(0)o ===> 0 rule D
rule B 1 <=== 1(0)o rule 10
S(DESELECT) s
request T
4. <——=—~< S(DESELECT) rule 3
AN response
B.3.4 Chaining
Table B.4 — Scenario 4 PCD uses chaining
Comment Block No. (0) PCD PICC Block No. (1) | Comment
1. rule 1 I(Do ===> 0 rule D
2. rule B 1 <=== R(ACK)o rule 2
3. rule 7 1(0)1 ===> 1 rule D
4. rule B 0 <=== 1(0)1 rule 10
5. 1(0)o ===> 0 rule D
6. rule B 1 <=== 1(0)o rule 10
Table B.5 — Scenario 5 PICC uses chaining
Comment Block No. (0) PCD PICC Block No. (1) | Comment
1. [rute1 I(1)o ===> 0 rule D
2. rule B 1 <=== I(1)o rule 10
3. rule 2 R(ACK)q ===> 1 rule E
4. rule B 0 <=== 1(0)1 rule 13
5. 1(0)o ===> 0 rule D
6. rule B 1 <=== 1(0)o rule 10
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B.3.5 PICC Presence check

Table B.6 — Scenario 6 PICC presence check using method 1

Comment Block No. (0) PCD PICC Block No. (1) Comment
rule 1 and L
method 1 1(0)o ===> 0 rule D
2. rule B 1 <=== 1(0)o rule 10 note

Table B.7 — Scenario 7 PICC presence check using method 2 (before the first I-block exchange)

Commept Block No. (0) PCD PICC Block No. (1) Comn4ent
1. rulelpnd R(NAK)y  ===> 200 E fote
2. no change <=== R(ACK)1 rule 12
rule 6 hote
3. and R(NAK)o ===> rule E note
methofd 2
4 rule 6 pote no change <=== R(ACK)1 rule 12
5. 1(0)o ===> 0 rule D
6. rule B 1 <=== 1(0)o rule 10

Table B.8 + Scenario 8 PICC presence check using method-2-a (after the first I-block exchange)

Commept Block No. (0) PCD PICC BlockNo. (1) Comment
1. rule 1 1(0)o ===> 0 rule D
2. rule B 1 D= 1(0)o rule 10
3. metho(d 2-a R(NAK)1 ===> rule E note
4. rule 6 hote no change <=== R(ACK)g rule 12
5. 1(0)1 ===> 1 rule D
6. rule B 0 <=== 1(0)1 rule 10

Table B.9 —+ Scenario 9 PICC presence check using method 2-b (after the first I-block exchange)

Commept Block Ne:.(0) PCD PICC Block No. (1) Commjent
1. rule 1 1(0)o ===> 0 rule D
2. rule B 1 <=== 1(0)o rule 10
3. metho{d 2-b 0 R(NAK)g ===>
4. rule B 1 <=== 1(0)o rule 11
5. 1(0)4 ===> 1 rule
6. rule B 0 <=== 1(0)1 rule 10
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Table B.10 — Scenario 25 Exchange of additional parameters

Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rule 1 1(0)o ===> 0 rule D
2. rule B 1 <=== I(0)o rule 10
3 S(PARAMETERS) ____
request
4 1 S(PARAMETERS) rule 3
Tesponse
5. 1(0)1 ===> 1 rule D
6 rule B 0 <=== 1(0)1 rule 10
B.4 |Error handling
B.4.1 Exchange of I-blocks
Table B.11 — Scenario 10 Start of'\protocol
C¢mment Block No. (0) PCD PICC Block No. (1) | Comment
1. rule 1 1(0)o =#=>
2. time-out <<z -
3. rule 4 R(NAK)g S==>
4. no change <=== R(ACK)q rule 12
5. rule 6 1(0)o ===> 0 rule D
6. rule B 1 <=== 1(0)o rule 10
7. I(0)1 ===> 1 rule D
8. rule B 0 <=== 1(0)1 rule 10
Table B.12 — Scenario 11 Exchange of I-blocks
Comment Block-Ne. (0) PCD PICC Block No. (1) | Comment
1. rule 1 1(0)o ===> 0 rule D
2. rule B 1 <=== I(0)o rule 10
3. 1(0)1 =#=>
4, time=out <== -
5. rule4 R(NAK)1 ===>
6. TIO Cltange === RtACKT)p rule 12
7. rule 6 1(0)1 ===> 1 rule D
8. rule B 0 <=== 1(0)1 rule 10
9. 1(0)o ===> 0 rule D
10. ruleB 1 <=== 1(0)o rule 10
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Table B.13 — Scenario 12 Exchange of I-blocks

Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rule 1 1(0)o ===> 0 rule D
2. <=#= 1(0)o rule 10
3. rule 4 R(NAK)g ===>
4. rule B 1 <=== 1(0)o rule 11
5. 1(0)1 ===> 1 rule D
6. rule B 0 <=== 1(0)1 rule 10
Table B.14 — Scenario 13 Exchange of I-blocks
Commen Block No. (0) PCD PICC Block No. (1) (Commient
1. rule 1 1(0)o ===> 0 rule D
2. <=#= I(0)o rule 10
3. rule 4 R(NAK)p =#=>
4. time-out <== -
5. rule 4 R(NAK)g ===>
6. rule B 1 <=== 1(0)o rule 11
7. 1(0)1 ===> 1 rule D
8. rule B 0 <=== (0)1 rule 10
Table B.15 — Scenario 26 Exchange of I-blocks
Commen Block No. (0) PCD PICC Block No. (1) Commjent
rule 1 I(0)o 2> 0 rule D
rule B 1 <=== 1(0)o rule 10
S(PARAMETERS) cyos
request
. time-out <== -
5. rule 8 S(PARAMETERS) s
request
6. S S(PARAMETERS) rule[3
response
7. 1(0)1 ===> 1 rule D
rule B 0 <=== 1(0)1 rule 10
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Table B.16 — Scenario 14 Request for waiting time extension

Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rule 1 1(0)o ===> 0 rule D
2. <=#= S(WTX) request rule 9
3. rule 4 R(NAK)o ===>
4. <===  S(WTX) request rule 11
5. rule 3 S(WTX) response ===>
6. rule B 1 <=== 1(0)o rule 10
7. 1(0)1 ===> 1 rule D
8. rule B 0 <=== 1(0)1 rule 10
Table B.17 — Scenario 15 Request for waiting time extension
Comment Block No. (0) PCD PICC Block No. (1) | Comment
1. rule 1 1(0)o ===> 0 rule D
2. <=#¢= S(WTX)request rule 9
3. rule 4 R(NAK)o =#=>
4, time-out <== -
5. rule 4 R(NAK)g ===%
6. &=== S(WTX) request rule 11
7. rule 3 S(WTX) response* ===>
8. rule B 1 <=== 1(0)o rule 10
9. 1(0)1 ===> 1 rule D
10. | ruleB 0 <=== 1(0)¢ rule 10
Table B.18 —Scenario 16 Request for waiting time extension
Comment Block No. (0) PCD PICC Block No. (1) | Comment
1. rule 1 1(0)o ===> 0 rule D
2. <=== S§(WTX) request rule 9
3. rule 3 S(WTX) response =#=>
4. time-out <== -
5. rule 4 R(NAK)o ===>
6. <=== §(WTX) request rule 11
7. rule 3 S(WTX) response ===>
8. rule B 1 <=== 1(0)o rule 10
9. 1(0)1 ===> 1 rule D
10. ruleB 0 <=== 1(0)1 rule 10
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