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Foreword

-4:2016(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards throu
committees established by the respective organization to deal with particular fields
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other i

gh technical
of technical
nternational

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. In the field of information technology, ISO and IEC have established a joint technica
ISO/IEC]TC 1.

] committee,

The procedures used to develop this document and those intended for its further maiy
descijibed in the ISO/IEC Directives, Part 1. In particular the different approval criteri
the djfferent types of document should be noted. This document was drafted in accorda
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atterltion is drawn to the possibility that some of the elements of this dodument may b¢
of patent rights. ISO and IEC shall not be held responsible for identifying any or all
. Details of any patent rights identified during the development of the document y
Introduction and/or on the ISO list of patent declarations received (see-www.iso.org/pater

itenance are
h needed for
nce with the

e the subject
such patent
vill be in the
ts).

Any trade name used in this document is information given for.the convenience of users
consflitute an endorsement.

For gn explanation on the meaning of ISO specific térms and expressions related tg
assesgsment, as well as information about ISO’s adherence to the WTO principles in t
Barriers to Trade (TBT) see the following URL: Foreword - Supplementary information

The dJommittee responsible for this document is;)ISO/IEC JTC 1, Information technology, SC
al identification.

This fthird edition cancels and replaces@he second edition (ISO/IEC 14443-4:2008), wh
technically revised. It also incorporates the Amendments ISO/IEC 14443-4:2008/A
ISO/IEC 14443-4:2008/Amd 2:2042, ISO/IEC 14443-4:2008/Amd 3:2013 and ISO
4:2008/Amd 4:2014.

ISO/IEC 14443 consists of the-following parts, under the general title Identification cards
integtated circuit cards —\Proximity cards:

art 1: Physical characteristics
art 2: Radio frequency power and signal interface

art 3:dnitialization and anticollision

hind does not

conformity
ne Technical

L7, Cards and

ch has been
md 1:2012,
IEC 14443-

— Contactless

art4: Transmission protocol

© ISO/IEC 2016 - All rights reserved
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Introduction

ISO/IEC 14443 is one of a series of International Standards describing the parameters for identification
cards as defined in ISO/IEC 7810, and the use of such cards for international interchange.

The protocol, as defined in this part of ISO/IEC 14443, is capable of transferring the application protocol
data units as defined in ISO/IEC 7816-4. Thus, application protocol data units may be mapped as defined
in ISO/IEC 7816-4 and application selection may be used as defined ISO/IEC 7816-5.

ISO/IEC 14443 is intended to allow operation of proximity cards in the presence of other contactless
cards conforming to ISO/IEC 10536 and ISO/IEC 15693 and near field communication (NFC) devices
conforming fo ISO/IEC 18092 and ISO/IEC 21481.

The International Organization for Standardization (ISO) and International Electrotechnical
Commission|(IEC) draw attention to the fact that it is claimed that compliance with this\International
Standards may involve the use of patents.

vi © ISO/IEC 2016 - All rights reserved
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-4:2016(E)

Identification cards — Contactless integrated circuit cards

— Proximity cards —

Part 4:
Transmission protocol

1 Scope

This part of ISO/IEC 14443 specifies a half-duplex block transmission protocol ifeaturin
needs$ of a contactless environment and defines the activation and deactivation sequence of

This part of ISO/IEC 14443 is intended to be used in conjunction with otheiparts of ISO/IH
is applicable to proximity cards or objects of Type A and Type B.

2

The fiollowing documents, in whole or in part, are normatively referenced in this docun
indispensable for its application. For dated references,/only the edition cited applies.

ormative references

b the special
the protocol.

C 14443 and

nent and are
For undated

refergnces, the latest edition of the referenced document)(including any amendments) appllies.

ISO/IEC 7816-3, Identification cards — Integrated cirgcuit cards — Part 3: Cards with contacty
interflace and transmission protocols

ISO/IEC 7816-4, Identification cards — Integrated circuit cards — Part 4: Organization,
commands for interchange

ISO/IEC 14443-2, Identification cards — Contactless integrated circuit cards — Proxim

erms and definitions

For the purposés-ef this document, the following terms and definitions apply.

3.1
bit duratien

— Electrical

security and

ity cards —

ity cards —

one elementary time unit (etu), calculated by the following formula:

1letu= 128/(D><fc>

the initial value of the divisor D is 1, giving the initial etu as follows:

letu=128/ fc

where fc is the carrier frequency as defined in ISO/IEC 14443-2

© ISO/IEC 2016 - All rights reserved
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3.2
block
special type

of frame, which contains a valid protocol data format

Note 1 to entry: A valid protocol data format includes I-blocks, R-blocks or S-blocks.

3.3

invalid block

type of fram

Note 1 to entry: A time-out, when no frame has been received, is not interpreted as an invalid block.

e, which contains an invalid protocol format

3.4
frame
sequence of

Note 1 to entr
Alternatively,
the frame def

bits as defined in ISO/IEC 14443-3

4 Symbals and abbreviated terms

For the purp

A

ACK
ATS
ATQA
ATQB
CID
CRC
CRC1
CRC2
CRC_32

Cn

I

DR
DRI

Hamming control bits generation matrix (6 rows, 56 columns)

positive ACKnowledgement

Answer To Select

Answer To reQuest, Type A

Answer To reQuest, Type B

Card IDentifier

Cyclic Redundancy Check, as definedfor each PICC Type in ISO/IEC 14443-3
most significant byte of CRC (b16o b9)

least significant byte of CRC (b8-to b1)

Cyclic Redundancy Check'error detection code used within enhanced block
Hamming control bita

vector containing/56‘data bits

data bitn

Divisor

Divisor.Receive (PCD to PICC)
Divisor Receive Integer (PCD to PICC)

DS

Divisor Send (PICC to PCD)

y: The PICC independent from its type may use the frame with error correction defined in Clay
the PICC Type A can use one of the standard frames defined for Type A and the BIEC Type B ¢
ned for Type B. This Type B frame is called standard frame, too, within thisypart of ISO/IEC 1

oses of this part of ISO/IEC 14443, the following symbols and"abbreviated terms appl

=~

DSI
EDC
etu
fc
FSC
FSCI
FSD
FSDI
FWI
FWT

Divisor Send Integer (PICC to PCD)

Error Detection Code

elementary time unit

carrier frequency

Frame Size for proximity Card

Frame Size for proximity Card Integer

Frame Size for proximity coupling Device

Frame Size for proximity coupling Device Integer
Frame Waiting time Integer

Frame Waiting Time

© ISO/IEC 2016 - All rights reserved
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FWTTEmpP temporary Frame Waiting Time

H matrix needed to calculate Hamming syndrome s (6 rows, 62 columns)
h'm,n element in row m and column n of matrix H’

H' matrix needed to get matrix A (6 rows, 62 columns)
W column vector of matrix H'

—n

HLTA HALT Command, Type A

Ie x 6 6 by 6 Identity matrix

I-block Information block

INF INformation field

LEN two bytes LENgth field used within enhanced block
m row index

MAX index to define a MAXimum value

MIN index to define a MINimum value

n column index

NAD Node ADdress

NAK Negative AcKnowledgement

0SI Open Systems Interconnection

PCB Protocol Control Byte

PCD Proximity Coupling Device

PICC Proximity Card or Object

PPS Protocol and Parameter Selection

PPSS Protocol and Parameter Selection Start

PPSO Protocol and Parameter Selection parameter 0
PPS1 Protocol and Parameter Selection parameter 1
R-block Receive ready block

R(ACK) R-block containing a positive acknowledge

R(NAK) R-block containing-anégative acknowledge

RATS Request for Answer To Select

REQA REQuest Command, Type A

RFU Reserved fer Future Use by ISO/IEC

s 6-bit vector containing Hamming syndrome

s’ eFror position code

s error position

S-blofk Supervisory block

SAK SetectAcknowledge

SFGI Start-up Frame Guard time Integer

SFGT Start-up Frame Guard Time

SYNC SYNChronization sequence

WUPA Wake-UP command, Type A

WTX Waiting Time eXtension

WTXM Waiting Time eXtension Multiplier

Y 64-bit vector (_X' with no padding bits)

y' 64-bit vector containing received modified Hamming sub-block
V'n received bit n in each modified Hamming sub-block

© ISO/IEC 2016 - All rights reserved 3
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oses of this part of ISO/IEC 14443, the following notations apply.

— (xxxxx)b data bit representation;

_ lXYi

5 Protoc

The followin

hexadecimal notation, equal to XY to the base 16.

ol activation of PICC Type A

g activation sequence shall be applied.

— PICC activation sequence as defined in ISO/IEC 14443-3 (request, anticollision loop and select).

— The SAK
SAK byt

— The PIC

no ISO/IEC 14443-4 protocol is used at the PCD.

NOTE Th
— IfthePI

receiving the SAK.

— The PIC
RATS is

— Ifthe PI
as the n¢

— The PIC
A PICC does
The PCD act

byte shall be checked to get information if the PICC is compliant with ISO/IEC 144434
b is defined in ISO/IEC 14443-3.

[ may be set to HALT state, using the HLTA Command as defined in ISO/IEC 14443-3,

e PCD cannot continue the activation sequence in that case.

[C is compliant to ISO/IEC 14443-4, the RATS may be sent by the 2CP as next command

[ shall send its ATS as answer to the RATS. The PICC shall-only answer to the RATS
received directly after the selection.

CC supports any changeable parameters in the ATS,)a PPS request may be used by the
ext command after receiving the ATS to change parameters.

[ shall send a PPS Response as answer to the'PPS request.
hot need to implement the PPS, if it does not support any changeable parameters in the

vation sequence for a PICC Type Aiis'shown in Figure 1.

L. The

if e.g.

after

if the

e PCD

ATS.

© ISO/IEC 2016 - All rights re

served
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Field On }

Send REQA

<
<

Y
Receive ATQA

Send WUPA
A A

Ao 1lics 1
TXITCICOTITSTUIT TUUD

and SELECT

ISO/IEC 14443-3

Send HLTA

PICC compliant with
ISO/IEC 14443-4

|
> 1S0/IEC 14443-4 :
|

| protocol

PCD uses
ISO/IEC 14443-4
protocol ?

Réceive DESELECT Response

)

Send DESELECT Request

yes

Send RATS A

v

Receive ATS

PPS
supported ?

ISO/IEC 14443-4

Parameter yes

change ?

no Send PPS Request

v

Recelve FPS Kesponse

v |

Exchange
Transparent Data

Figure 1 — Activation of a PICC Type A by a PCD

5.1 Request for answer to select

This Clause defines the RATS with all its fields (see Figure 2).

© ISO/IEC 2016 - All rights reserved 5
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The parameter byte consists of two parts (see Figure 3).

B0’ Start byte

[
p ¢ Parameter byte
arameter ... codes FSDI and CID

[

CRC1
[

CRC2

F‘ignrp 2 — Rpr}npcf for answer to select

The modt significant half-byte b8 to b5 is called FSDI and codes FSD. The FSD definesthe maximum
size of a|frame the PCD is able to receive. The coding of FSD is given in Table 1.

A PCD setting FSDI = ‘D’-'F’ is not compliant with this part of ISO/IEC 14443.Until the RFU values
‘D’-’F’ ate assigned by ISO/IEC, a PICC receiving value of FSDI = ‘D’-’F’ shouldiinterpretitas FSOI = ‘C’
(FSD =4 096 bytes).

NOTE This PCD recommendation is added for PCD’s compatibility with®uture PICC’s when ISO/IEC dgfines

the behaviouy for the RFU values of ‘D’-'F’.

The leagt significant half byte b4 to bl is named CID and it defines the logical number ¢f the
addressed PICC in the range from 0 to 14. The value 15 i9RFU. The CID is specified by the PCD and
shall be pnique for all PICCs, which are in the ACTIVE state at the same time. The CID is fixed for the
time the PICC is active and the PICC shall use the CID-as its logical identifier, which is contairjed in
the firstlerror-free RATS received;

A PCD sptting CID = 15 is not compliant with this part of ISO/IEC 14443. For PICC behavioyr see
5.6.1.2 d).

b8 | b7 | b6, b5 | b4 | b3 | b2 | bl

Figure 3 — Coding of RATS parameter byte

© ISO/IEC 2016 - All rights reserved
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Table 1 — FSDI to FSD conversion

FSDI IOI {1’ IZI l3’ l4! 15’ l6l {7) l8’ 19l lA! lBJ IC’ lDI-lFl
FSD (bytes) 16 | 24 | 32 | 40 | 48 | 64 | 96 | 128 | 256 | 512 | 1024 | 2048 | 4096 RFU

5.2 Answer to select
This Clause defines the ATS with all its available fields (see Figure 4).

In the case that one of the defined fields is not present in an ATS sent by a PICC, the default values for
that field shall apply.

L Length byte
I
TO Format byte
....code Y(1) and FSCI

Interface bytes
....codes DS and DR

....codes FWI and SFGI

....codes protocol ‘options
Historical bytes

CRC1
I
CRC2

Figure 4 — Structure of the ATS

5.2.1| Structure of the bytes
The length byte TL is followed by a variable number of optional subsequent bytes in the follpwing order:

— fprmat byte TO;

—

nterface(bytes TA(1), TB(1), TC(1);

— Historical bytes T1 to Tk.

5.2.2 Length byte

The length byte TL is mandatory and specifies the length of the transmitted ATS including itself. The
two CRC bytes are not included in TL. The maximum size of the ATS shall not exceed the indicated FSD.
Therefore, the maximum value of TL shall not exceed FSD-2.

5.2.3 Format byte

The format byte TO is optional and is present as soon as the length is greater than 1. The ATS can only
contain the following optional bytes when this format byte is present.

TO consists of three parts (see Figure 5).
— The most significant bit b8 shall be set to (0)b. The value (1)b is RFU.

© ISO/IEC 2016 - All rights reserved 7
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— The bits b7 to b5 contain Y(1) indicating the presence of subsequent interface bytes TC(1), TB(1)
and TA(1).

The least significant half byte b4 to b1 is called FSCI and codes FSC. The FSC defines the maximum
size of a frame accepted by the PICC. The default value of FSCI is 2 and leads to a FSC of 32 bytes. The
coding of FSC is equal to the coding of FSD (see Table 1).

— A PICC setting FSCI = ‘D’-’F’ is not compliant with this standard. Until the RFU values ‘D’-
'F’ are assigned by ISO/IEC, a PCD receiving value of FSCI = ‘D’-’F’ should interpret it as
FSCI = ‘C (FSC = 4 096 bytes).

NOTE

the behaviout

5.2.4

The interfac

The mo
When th

The bits
DS. The

The bit 4 shall be set to (0)b.and the other value is RFU.

The bits
DR. The

This PICC recommendation is added for PICC’s compatibility with future PCDs when ISO/IEC defines

for the RFU values ‘D’-'F".

TB(1) is transmitted, if bitsét'to 1

TA(1) is transmitted, if bit sef to 1

TC(1) is transmitted, if(bit'set to 1

Figure 5 — Coding of format\byte

b8

b7

b6

b5

b4

b3

b2

bl

0

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl
0
‘ FSCI
|
|
|
|
Intefface byte TA(1)

e byte TA(1) consists of four parts (see Eigure 6).

shall be setto 0, 1 issREU

bt significant bit b8 codes the possibility to handle different divisors for each direftion.
is bitis set to 1 the PICC is unableto handle different divisors for each direction.

b7 to b5 code the bit rate capability of the PICC for the direction from PICC to PCD, ¢alled
default value shall be (000)b.

b3 to bl code the-bit rate capability of the PICC for the direction from PCD to PICC, ¢alled
default valuetshall be (000)b.

DR=2supported; ifbitissettot
DR=4 supported, if bitis set to 1
DR=8 supported, if bitis set to 1

shall be setto 0, 1 is RFU

DS=2 supported, if bit is set to 1

DS=4 supported, if bitis set to 1

DS=8 supported, if bit is set to 1

Only the same D for both directions supported, if bit is set to 1
Different D for each direction supported, if bit is set to 0

Figure 6 — Coding of interface byte TA(1)

© ISO/IEC 2016 - All rights reserved
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The selection of a specific divisor D for each direction may be done by the PCD using PPS.

A PICC setting b4 = 1 is not compliant with this part of ISO/IEC 14443. A received value of TA(1)
with b4 = 1 should be interpreted by the PCD as (b8 to b1) = (00000000)b (only ~106 kbit/s in both
directions).

5.2.5

Interface byte TB(1)

The interface byte TB(1) conveys information to define the frame waiting time and the start-up frame
guard time.

The ipterface byte TB{1) consistsoftwoparts{see liaure 7},

SFGT

T

the SFGT. The SFGT defines a specific guard time needed by the PICC befér¢ it is rea
the next frame after it has sent the ATS. SFGI is coded in the range from\0"to 14. The ¥
R
d

alculate the SFGT with the formula given below. The default value-of SFGI is 0.

he most significant half-byte b8 to b5 is called FWI and codes FWT (see 7.2).

he least significant half byte b4 to b1 is called SFGI and codes a multiplieriywalue us

FU. The value of 0 indicates no SFGT needed and the values in the yange from 1 to 14

b8 | b7 | b6 | b5 | b4 | b3 [ b2 | bl

L Q
L spgl
FWI

Figure 7 — Coding of interface byte TB(1)

is calculated by the following formulae:

A PId
assig

A PIQ
assig

FGT = (256 x 16/fc) x 2SFGI

FGTMiN = minimum value of the frame delay time as defined in ISO/IEC 14443-3
FGTperayLT = minimum+walue of the frame delay time as defined in ISO/IEC 14443-3
FGTmax = (256 x16/fc) x 214 (~4 949 ms)

C setting SFGI ='15 is not compliant with this part of ISO/IEC 14443. Until the RFT
hed by ISQ/AIEC, a PCD receiving SFGI = 15 should interpret it as SFGI = 0.

C setting’FWI = 15 is not compliant with this part of ISO/IEC 14443. Until the RF{
hed by ISO/IEC, a PCD receiving FWI = 15 should interpret it as FWI = 4.

ed to define
ly to receive
ralue of 15 is
I are used to

J value 15 is

J value 15 is

5.2.6

Interface byte TC(1)

The interface byte TC(1) specifies a parameter of the protocol.

The s

pecific interface byte TC(1) consists of two parts (see Figure 8).

— The most significant bits b8 to b3 shall be (000000)b and all other values are RFU.

— The bits b2 and b1 define which optional fields in the prologue field a PICC does support. The PCD is
allowed to skip fields, which are supported by the PICC, but a field not supported by the PICC shall
never be transmitted by the PCD. The default value shall be (10)b indicating CID supported and NAD
not supported.

© ISO/IEC 2016 - All rights reserved
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— A PICC setting (b8 to b3) <> (000000)b is not compliant with this part of ISO/IEC 14443. The PCD
should ignore (b8 to b3) and its interpretation of (b2,b1), or of any other field of the whole frame
shall not change.

b8 | b7 [ b6 | b5 | b4 | b3 [b2|bl

0j]0]J0]J0]0]|O0

L1 1 1 [ |
NAD supported, if bit is set to 1
CID supported, if bit is set to 1

shall be set to (000000)b, all other values are RFU

Figure 8 — Coding of interface byte TC(1)

5.2.7 Histprical bytes

The historicpl bytes T1 to Tk are optional and designate general information. The'maximum length of
the ATS givep the maximum possible number of historical bytes. ISO/IEC 7816¢4,specifies the content of
the historicdl bytes.

5.3 Protocol and parameter selection request

PPS request fcontains the start byte that is followed by two pararhetér bytes (see Figure 9).

PPSS Start byte

I
PPSO Parameter 0

....codespresence of PPS1

I
PPS1 Parameter 1

..:.C0odes DRI and DSI

I
CRC1
I
CRE2Z

Figure-9'= Protocol and parameter selection request

5.3.1 Start byte

PPSS consists of twoparts (see Figure 10).

— The modtsighificant half byte b8 to b5 shall be set to (1101)b and identifies the PPS.

— The least significant half byte b4 to bl is named CID and it defines the logical number of the
addressed PICC.

b8 | b7 | b6 | b5 | b4 |b3 |b2 | bl

11101
L1 1 1 1

L L
L b
PPS = (1101)b

Figure 10 — Coding of PPSS
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5.3.2 Parameter 0
PPSO0 indicates the presence of the optional byte PPS1 (see Figure 11).

A PCD setting (b4 to b1) <> (0001)b and/or setting (b8 to b6) <> (000)b is not compliant with this part
of ISO/IEC 14443. A PICC receiving (b4 to b1) <> (0001)b and/or receiving (b8 to b6) <> (000)b shall
apply 5.6.2.2 b).

b8 | b7 | b6 | b5 | b4 | b3 [ b2 | bl

0] 0f0O0 00|01

| | | | |

|— shall be setto 1, 0 is RFU
shall be set to (000)b, all other values are RFU
PPS1 is transmitted, if bit is set to 1
shall be set to (000)b, all other yalies are RFU

Figure 11 — Coding of PPS0O

5.3.3| Parameter 1

PPS1|consists of three parts (see Figure 12).

— The most significant half byte b8 to b5 shall be (0000)b and all other values are RFU.
— The bits b4 and b3 are called DSI and code the selécted divisor integer from PICC to P(D.
— The bits b2 and b1 are called DRI and code the'selected divisor integer from PCD to PI(C.

PCD setting (b8 tob5) <> (0000)b is notcompliant with this part of ISO/IEC 14443. APICCreceiving
b8 to b5) <> (0000)b shall apply 5.6:2:2 b).

|
—

b8 | b7 | b6 | b5 | b4 | b3 {b2 | bl
0o(0j0]oO0
LI [ R A

L |

L bri
DSI
Shall be set to (0000)b, all other values are RFU

Figure 12 — Coding of PPS1

For tllle definition of DS and DR (see 5.2.4).

The coding of D is given in Table 2.

Table 2 — DRI, DSI to D conversion

DRI, DSI (00)b  [(01b  [(10)b  [(11)b
D 1 2 4 8

5.4 Protocol and parameter selection response

The PPS response acknowledges the received PPS request (see Figure 13) and it contains only the start
byte (see 5.3.1).
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The new bit rates shall become effective in the PICC immediately after it has sent the PPS response. A
PCD that changes the bit rate when the PPS response is missing or invalid or when the PPSS returned by
the PICC is not identical with the PPSS sent by the PCD is not compliant with this part of ISO/IEC 14443.

Start byte

PPSS
I
CRC1
I
CRC2

Figure 15 — Protocol and parameter selection response

5.5 Activation frame waiting time

The activatipn frame waiting time defines the maximum time for a PICC to start sending its response
frame after the end of a frame received from the PCD and has a value of 65 536/fc (=4 833 us).

NOTE THe minimum time between frames in any direction is defined in ISO/IEC\14443-3.
5.6 Error|detection and recovery
5.6.1 Hangdling of RATS and ATS

5.6.1.1 P({D rules
When the P(D has sent the RATS and receives a valid ATS the PCD shall continue operation.

In any othern] case, the PCD may retransmit the RATS before it shall use the deactivation sequerice as
defined in Clause 8. In case of failure of this deactivation sequence, it may use the HLTA commapnd as
defined in [SO/IEC 14443-3.

5.6.1.2 PICCrules
When the PICC has been selected with the last command and

a) receivesavalid RATS, theRICC

— sha:|: send back its.ATS, and
— shalll disable'the RATS (stop responding to received RATS);

b) receivesla valid block (HLTA), the PICC

Lot
State;

h lll +la | d claall £ JALT
— Sha PTULTSS TIICT L UTIITIITATIO d1TU STIATT TIITCT TTIAALT

c) receives an invalid block or RATS with CID = 15, the PICC

— shall notrespond and shall enter IDLE state or HALT state as specified in ISO/IEC 14443-3:2016,
Figure 7.

5.6.2 Handling of PPS request and PPS response

5.6.2.1 PCD rules

When the PCD has sent a PPS request and received a valid PPS response, the PCD shall activate the
selected parameters and continue operation. In any other case, the PCD may retransmit a PPS request
and continue operation.
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5.6.2.2 PICCrules
When the PICC has received a RATS, sent its ATS and
a) received a valid PPS request, the PICC
— shall send the PPS response,
— shall disable the PPS request (stop responding to received PPS requests), and

— shall activate the received parameter;

b I caivuad an 1oy Dd Wloacsly +bha DICC
Corv o v arrttr oottt rre e

- shall disable the PPS request (stop responding to received PPS requests), and

— shall remain in receive mode;

c) received a valid block, except a PPS request, the PICC

- shall disable the PPS request (stop responding to received PPS requests), and

- shall continue operation.

5.6.3] Handling of the CID during activation
Whern the PCD has sent a RATS containing a CID = n not equal to 0 and

— received an ATS indicating CID is supported, the RCD

- shall send blocks containing CID=n to this*PICC, and

— shall not use the CID=n for further RATS while this PICC is in ACTIVE state;

— r1eceived an ATS indicating CID is notSupported, the PCD

- shall send blocks containinig'nio CID to this PICC, and

- shall not activate any-other PICC while this PICC is in ACTIVE state;
When the PCD has sent a RATS containing a CID equal to 0

— r1eceived an ATSindicating CID is supported, the PCD

-+ may sendblocks containing CID equal to 0 to this PICC, and

—+ shall'not activate any other PICC while this PICC is in ACTIVE state;

— received an ATS indicating CID is not supported, the PCD shall

— send blocks containing no CID to this PICC, and

— notactivate any other PICC while this PICC is in ACTIVE state.

6 Protocol activation of PICC Type B
The activation sequence for a PICC Type B is described in ISO/IEC 14443-3.

7 Half-duplex block transmission protocol

The half-duplex block transmission protocol addresses the special needs of contactless card
environments and uses the frame format as defined in ISO/IEC 14443-3.
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Other releva

maximu

nt elements of the frame format are

block format,

m frame waiting time,

power indication, and

protocol operation.

A mechanism is provided in order to introduce additional protocol functions that may be defined from
time to time in this part of ISO/IEC 14443 or in other standards that use this part of ISO/IEC 14443 as

their foundagiorm:

This protocd
attention to

— physical
data lin}

session

applicat

| is designed according to the principle layering of the OSI reference model, with(part

layer exchanges bytes according to ISO/IEC 14443-3;
k layer exchanges blocks as defined in this Clause;
ayer combined with the data link layer for a minimum overhead;

on layer processing commands, which involve the exchangelof at least one block or ch

blocks i either direction.

Application
recommendg

7.1 Block
The block fo

The standan
ISO/IEC 144

— aprolog
— aninfor

— atwo-by

The enhancq
defined in Cl

celection may be used as defined in ISO/IEC 7816#4. Tmplicit application selection
bd to be used with multi-application PICCs.

format
'mat depends on the frame format used:for its transmission.

d block format as specified in Figuti€ 14 shall be used in standard frames as defin
13-3 and consists of the following:

ue field (mandatoryy);
mation field (optional);
rte epilogue field (ihandatory).

bd block format-specified in Figure 15 shall be used in frames with error correcti

alength

a prolog|

ause 10 and'consists of the following:
field (mandatory);

uefield (mandatory);

the minimization of interactions across boundaries. Four layers are defined as follows:

cular

P.

hin of

S not

ed in

pn as

14

an information field (optional);

a four-byte epilogue field (mandatory).
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Prologue field Information field Epilogue field
PCB [CID] | [NAD] [INF] EDC
1byte | 1byte | 1byte 2 bytes
Error Detection Code T
B < Maximum frame size _

Figure 14 — Standard block format

NOTE1 Theitems in brackets indicate optional requirements.

Length field Prologue field Information field Epilogue field
LEN PCB [CID] | [NAD] [INF] EDC
2 bytes 1 byte | 1byte | 1byte 4 bytes

Error Detection Code

< Maximum frame size

Figure 15 — Enhanced block format

NOTH2  The items in brackets indicate optional requirements.

7.1.1] Length field
The tiwo-byte length field shall,contain the total number of bytes contained in the following fields:
— length field;

— Mdrologue field;

— ipformatiorfield.

Least signifieant byte is transmitted first, then most significant byte.

7.1.2 “Prologue field

The prologue field is mandatory and may be 1, 2, or 3 bytes with PCB mandatory and CID and NAD
optional.

7.1.2.1 Protocol control byte field

The PCB is used to convey the information required to control the data transmission.

The protocol defines three fundamental types of blocks.

— I-block used to convey information for use by the application layer.

— R-block used to convey positive or negative acknowledgements. An R-block never contains an INF

field. The acknowledgement relates to the last received block.

© ISO/IEC 2016 - All rights reserved 15
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— S-block used to exchange control information between the PCD and the PICC. The support of the
S(PARAMETERS) block is optional for PCDs and PICCs. Three different types of S-blocks are defined.

1) “Waiting time extension” containing a 1 byte long INF field,

2) “DESELECT” containing no INF field,

3) “PARAMETERS” containing a n-byte long INF field with n = 0.

FSD and FSC should be large enough to contain the expected S(PARAMETERS) blocks.

The coding of the PCB depends on its type and is defined by the following figures. PCB coding not defined

here are eitherusedimotherctauses of 1ISOAEC #4453 orare RFU-Thecoding of +=btocks; R=btocks and

S-blocks are|shown in Figures 16, 17 and 18.

A PICC or P{D setting b6 <> 0(b) of an I-block is not compliant with this part of ISO/IEC 14443. A PICC
or PCD settihg b2 <> 1(b) of an R-block is not compliant with this part of ISO/IEC 14443,A PICC of PCD

setting (b1) k> (0)b of an S-block is not compliant with this part of ISO/IEC 14443.

b8 | b7

b6

b5

b4

b3 | b2 | bl

00

0

1

L]

—

Block numbexy
shall be set¢to

NAD following, if bit is set to 1
CID following, if bit is set to 1
Chaining, if bit is set to 1

shall be set to 0, 1 is RFU

[-Block

Figure 16 — Coding of I-block PCB

b8 | b7

b6

b5

b4

b3<:b2 | bl

[EEN
o

Block number

shall be set to 1, 0 is RFU

shall be set to 0

CID following, if bit is set to 1

ACK, if bitis setto 0
NAK, if bitis setto 1

shall be setto 1
R-Block

16

Figure 17 — Coding of R-block PCB
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b8 | b7 | b6 | b5 [ b4 | b3 | b2 | bl
1|1 0 0
l ! l ! L shall be set to (0)b, (1)b is RFU

PARAMETERS if bit is set to (0)b
DESELECT or WTX if bit is set to (1)b
shall be set to (0)b

CID following, if bit is set to (1)b
If b2 = (0)b, shall be set to (11)b
b2 =t1b, (00 b DESEEECT or { T WTX

S-Block

Figure 18 — Coding of S-block PCB

7.1.2{2 Card identifier field
The (ID field is used to identify a specific PICC and consists of three parts (see Figure 19).

— The two most significant bits b8 and b7 are used to indicatethe/power level indication received by a
HICC from a PCD. These two bits shall be set to (00)b for PCDto PICC communication. Fof a definition
df power level indication (see 7.4).

|
=

he bits b6 and b5 are used to convey additional information, which are not defined anf shall be set
b (00)b and all other values are RFU.

(sl

PICC or PCD setting (b6,b5) <> (00)b is not'eompliant with this part of ISO/IEC 1444B. (b6,b5) <>
D0)b shall be treated as a protocol error

_ N

he bits b4 to b1 code the CID.

b8 [ b7 | b6 | b5 | b4 [ b3.{b2 | b1
0]0
I T AN N D I I

shall be set to (00)b, all other values are RF{J
Power level indication

Figure 19 — Coding of card identifier

The doding of CID is given in 5.1 for Type A and ISO/IEC 14443-3 for Type B.

The handling of the CID by a PICC is described below:

A PICC, which does not support a CID

— shall ignore any block containing a CID.

A PICC, which does support a CID

— shall respond to blocks containing its CID by using its CID,
— shall ignore blocks containing other CIDs, and

— shall, in case its CID is 0, respond also to blocks containing no CID by using no CID.

© ISO/IEC 2016 - All rights reserved 17


https://iecnorm.com/api/?name=82418d551ed3d66847a0853f4172320e

ISO/IEC 14

443-4:2016(E)

7.1.2.3 Node address field

The NAD in the prologue field is reserved to build up and address different logical connections. The
usage of the NAD shall be compliant with the definition from ISO/IEC 7816-3, when the bits b8 and b4
are both set to 0. All other values are RFU.

A PICC or PCD setting b8 <> 0 and/or b4 <> 0 is not compliant with this standard. b8 <> 0 and/or b4 <>
0 shall be treated as a protocol error.

The followin

a)

g definitions shall apply for the usage of the NAD:

the NAD field shall only be used for I-blocks;

b)

‘)
d)

during d

the PCD
differen

e)

7.1.3 Info

The INF field
application d
counting the

7.1.4 Epil

The epilogug
correctifiti

The EDC of §
and Type B |

The EDC of ¢

The CRC_32
(LSB first).
transmitted
Annex E.

7.2 Fram
The FWT dd

when thL PCD uses the NAD, the PICC shall also use the NAD;

when the PICC does not support the NAD, it shall ignore any block containing the NAD.

rmation field

haining the NAD shall only be transmitted in the first block of chain;

L PICCs);

is optional. When present, the INF field conveys either‘application data in I-blocks of
ata and status information in S-blocks. The length of the information field is calculat
number of bytes of the whole block minus length«f prologue and epilogue field.

pgue field

 field contains the EDC of the transmitted’block. A transmitted block shall be consi
5 received with a valid EDC value.

tandard blocks shall be the CRC défined in ISO/IEC 14443-3. Type A PICCs shall use
ICCs shall use CRC_B in both ditections.

nhanced blocks shall be CRC 32 as defined below.

uses polynomial =,'04C11DB7’ with initial value = ‘FFFFFFFF’ and reflected bit
[he final CRC valife~is bit-inverted before transmission and the least significant b
first. Refer to ISOZVEC 13239 for further details. A code sample and an example are gif

P waiting time

fines-the time within which a PICC shall start its response frame after the end of §

shall never use the NAD to address different PICCs (The CID shall be_used to address

non-
ed by

lered

RC_A

prder
yte is
ren in

PCD

frame (see F

gute 20)

NOTE 1

18

Sent by the PCD

Sent by the PICC

t<FWT

Figure 20 — Frame waiting time

The minimum time between frames in any direction is defined in ISO/IEC 14443-3.
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FWT is calculated by the following formula:

FWT = (256 x 16 / fe) x 2™"!

where the value of FWI has the range from 0 to 14 and the value of 15 is RFU.

The default value of FWI is 4 (which gives a FWT value of ~4,8 ms) in the following cases:
— for Type A, if TB(1) is omitted, and

— for S(PARAMETERS) and S(DESELECT) blocks.

For FWI =0, FWT = FWTmiN (~302 ps).
For FWI = 14, FWT = FWTmax (~4 949 ms).

The FWT value shall be used by the PCD to detect a protocol error or an ungésponsive PICC. The PCD
obtaijns the right to re-transmit if the start of a response from the PICC is notyeceived within FWT.

The HWI field for Type B is located in ATQB as defined in ISO/IEC 14443-3. The FWI field for Type A is
locat¢d in the ATS (see 5.2.5).

The RICC shall not set FWI to the RFU value of 15. Until the RFU. value 15 is assigned by ISP/IEC, a PCD
receiying FWI = 15 should interpret it as FWI = 4.

NOTH2  This Clause is added for PCD’s compatibility with future PICCs when ISO/IEC defines the|RFU value 15.

7.3 |Frame waiting time extension

When the PICC needs more time than the defined FWT to process the received block, it|shall use an
S(WTX) request for a waiting time extension:An S(WTX) request contains a 1 byte long INF field that
consists of two parts (see Figure 21).

— The two most significant bits b8 and b7 code the power level indication (see 7.4).

— A PCD not setting (b8,b7) = [00)b is not compliant with this part of ISO/IEC 14443. The PICC shall
reat (b8,b7) <> (00)b asprotocol error.

—

— Theleastsignificant hits'’b6 to b1l code the WTXM. The WTXM is coded in the range from 1 to 59. The
alues 0 and 60 to63-are RFU.

<

— APICC settingtW.TXM = 0 or WTXM = 60-63 is not compliant with this part of ISO/IEC 14443. When
receiving WIXM = 0 or WTXM = 60-63 the PCD shall treat it as a protocol error.

b8 | b7 | b6 [ b5 | b4 | b3 [ b2 | bl

WTXM
Power level indication

Figure 21 — Coding of INF field of an S(WTX) request

The PCD shall acknowledge by sending an S(WTX) response containing also a 1 byte long INF field that
consists of two parts (see Figure 22) and contains the same WTXM as received in the request.
— The most significant bits b8 and b7 shall be (00)b and all other values are RFU.

— The least significant bits b6 to bl codes the acknowledged WTXM value used to define a
temporary FWT.
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b8 | b7 | b6 [ b5 | b4 | b3 [ b2 | bl

WTXM
shall be set to (00)b, all other values are RFU

Figure 22 — Coding of INF field of an S(WTX) response

The corresp

FWT

The time FW
FWTMmax sha

The tempor3

7.4 Powe

The power I
present) and

TEMP

PITAHTTE temporary vatue of F w T iscatcutated by the fottowing formuta:

= FWT x WTXM

TTeEmp requested by the PICC, starts after the PCD has sent the S(WTX) response.
1l be used, when the formula results in a value higher than FW Ty ax.

ry FWT applies only until the next block has been received by the-PCD.

 level indication

vel indication is coded as shown in Table 3 using two Bits embedded in the CID field (|
in the S-block sent by the PICC (see 7.1.2.2 and 7.3}

Table 3 — Coding of power level indication

(00)b PICC does not support the power level indication
(01D)b Insufficient power for full functionality
(10)b Sufficient power fofdull functionality
(11)b More than suffieient power for full functionality
NOTE Inferpretation of the power level' indication by the PCD is optional.
7.5 Prototrol operation
After the actlivation sequence the PICC shall wait for a block as only the PCD has the right to send.

sending a bl
transmit mo
time delays)

The PCD sha

pck, the PCDtshall switch to receive mode and wait for a block before switching bz
de. The PICCmay transmit blocks only in response to received blocks (it is insensit
After résponding, the PICC shall return to the receive mode.

I notinitiate a new pair of command/response until the current pair of command/resj

has been corf

when

After
ck to
ve to

ponse

hpleted or if the frame waiting time is exceeded with no response.

7.5.1 S(PARAMETERS) blocks

After the activation sequence, the PCD may send at any time a first S(PARAMETERS) block with or

without INF

field to check if S(PARAMETERS) blocks are supported by the PICC.

This first PCD S(PARAMETERS) block and the PICC answer (if the PICC supports S(PARAMETERS)
blocks) may contain information indicating the support of different application protocol types and/or
other communication parameters.

The content of the S(PARAMETERS) INF field is defined in the relevant part of ISO/IEC 14443 and shall
comply with the BER-TLV encoding rules for the context-specific class according to ISO/IEC 7816-4.

20
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7.5.2 Multi-Activation

The Multi-Activation feature allows the PCD to hold several PICCs in the ACTIVE state simultaneously.
It allows switching directly between several PICCs without needing additional time for deactivation of a
PICC and activation of another PICC.

For an example of Multi-Activation, see Annex A.

NOTE The PCD needs to handle a separate block number for each activated PICC.

7.5.3 Chaining

The dhaining feature allows the PCD or PICC to transmit information that does not fit injasingle block,
as defined by FSC or FSD respectively, by dividing the information into several bloeks: Hach of those
blocKs shall have a length less than or equal to FSC or FSD respectively.

The dhaining bit in the PCB of an I-block controls the chaining of blocks. Each I¢block with [the chaining
bit seft shall be acknowledged by an R-block.

The dhaining feature is shown in Figure 23, using a 16 byte long string transmitted in threp blocks.
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Notation:
I(Dx [-block with chaining bit set and block number x;
[(0)x I-block with chaining bit not set (last block of chain) and block number x;

R(ACK)x R-block thatindicates a positive acknowledge.

N
=
S
g
Send(...) Receive(...) =
Assertion:
0123456 | 789ABCD |(EF PCD and PICC maximum frame size = 10 Answer
~ ™~ |
/N T~I1T-
/ 70N ~Ti-—_ |
/ s N ~T——_ I
4 / N T~ T~ I
/ / N T~ T ) |
PCB INH EDC PCB INF EDC PCB INF EDC
12" | 0123456 'XX'|'XX' 13" | 789ABCD |'XX'['’XX' '02' EF 'XX'|'XX'
1(1), 1(1), 1(0), /
——————————————————————————————————————————— Physical layer
N
PCB EDC PCB EDC PCB INF
'A2' | 'XX|XX' 'A3" | XXX '02' | Answer
> R(ACK), I R(ACK); -7 1(0), I
> / P |
> I - I
N l \Vigg |
RN / 7 [
0123456 | 789ABCD (\EF Answer
_______________________________________________ J
\ -l
£
4 =
Receive(...) Send(...) > 5 2
£ «©
S
-
<«
J
NOTE This example/does not use the optional fields NAD and CID.
Figure 23 — Chaining

7.5.4 Block numbering rules

7.5.4.1 PCD rules

Rule A. The PCD block number shall be initialized to 0 for each activated PICC.

Rule B.  When an I-block or an R(ACK) block with a block number equal to the current block number
is received, the PCD shall toggle the current block number for that PICC before optionally
sending a block.
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7.5.4.2 PICCrules

Rule C. The PICC block number shall be initialized to 1 at activation.

Rule D.

NOTE

When an [-block is received, the PICC shall toggle its block number before sending a block.

1  The PICC can check if the received block number is not in compliance with PCD rules to decide neither
to toggle its internal block number nor to send a response block.

Rule E.  When an R(ACK) block with a block number not equal to the current PICC’s block number is received,
the PICC shall toggle its block number before sending a block.

NOTH2  There is no block number toggling when an R(NAK) block is received.

7.5.5| Block handling rules

7.5.5/1 General rules

Rule

Rule

Rule

7.5.5

Rule

Rule

NOTE
receiy

Rule 6.

NOTE
prese
and rq

L. The first block shall be sent by the PCD.

D, When an [-block indicating chaining is received, the block'shall be acknowledged
R(ACK) block.

B.  S-blocks are only used in pairs. An S(...) request,block shall always be followed by
response block (see 7.3 and Clause 8).

2 PCDrules

[except in the case of PICC chainitig or S(DESELECT) or S(PARAMETERS))].

b.  In the case of PICC chaining, when an invalid block is received or a FWT time-out
R(ACK) block shall be serit,

1  An R(ACK) block can-be-sent by the PCD only in case of PICC chaining, as the PICC r¢
ing an R(ACK) block in other cases is not defined.

When an R(ACK):block is received, if its block number is not equal to the PCD’s current b
the last I-bleckshall be re-transmitted.

2 The last*l-block re-transmission is not required out of PCD chaining. The PCD can (
hce of a, PICC by sending R(NAK) blocks at any time out of chaining (including before sendin
bceiviig R(ACK) from the PICC if present.

by an

an S(...)

1. When an invalid block is received ex.a FWT time-out occurs, an R(NAK) block shall be sent

Rule 7

Rule 8.

chaining shall be continued.

RAMETERS) response the S(DESELECT)/S(PARAMETERS) request may be re-transmitt

ed.

OocCcurs, an

sponse when

lock number,

etermine the
g any I-block)

If the S(DESELECT)/S(PARAMETERS) request is not answered by an error-free S(DESELECT)/S(PA-

In case of not receiving an S(DESELECT) response after an S(DESELECT) request, the PICC may be
ignored.

© ISO/IEC 2016 - All rights reserved
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7.5.5.3 PICCrules

Rule 9. The PICC is allowed to send an S(WTX) block instead of an I-block or an R(ACK) block.

Rule 10. When an I-block not indicating chaining is received, the block shall be acknowledged by an
[-block.

NOTE
applicative in

Rule 11.

formation (e.g. error code).

If the I-block received is empty then the mandatory I-block sent can either be empty or contain any

When an R(ACK) or an R(NAK) block is received, if its block number is equal to the PICC’s current

bl 1 L. lhal +1al 1 Lalll 4. YA |
CHKITOTITOCT, CITC TAS T DTOCT SITIAIT DT T CT e AT STITTCCC U

Rule 12.

Rule 13.
an

7.5.6 PIC(

The followin
I-block exchi

The PCD shd
completed o

7.5.6.1 Mq¢

The PCD ma

7.5.6.2 M

Before the fi
to receive an

After the firs

a) send an R(NAK) block (with-current block number) and expect to receive an R(ACK) block fro
PICC (rufle 12), in which.€ase the PCD should not retransmit its last [-block as mentioned in the
in rule 6, or

b) toggle itfs block number then send an R(NAK) block and expect to receive the last [-block fro
PICC (rule 11).

7.5.7 Errqr'detection and recovery

When an R(NAK) block is received, if its block number is not equal to the PICC’s current bloek'nu
an|R(ACK) block shall be sent.

When an R(ACK) block is received, if its block number is not equal to the PICC’s curfent block nu

the PICC is in chaining, chaining shall be continued.

presence check

g methods may be used to check the presence of a PICC at-any time including befor
inge.

11 not check the presence of a PICC until the current pair of command/response has
" when the frame waiting time is exceeded with no-tésponse.

rthod 1

y send an empty I-block and expect to recéive an I-block from the PICC.

rthod 2

'st I-block exchange, the PCD may send an R(NAK) block (with block number 0) and e
R(ACK) (with block numbex(1) block from the PICC (rule 12).

t I-block exchange, the PCD may either

mber,

mber,

e any

been

xpect

m the
note

m the

When at least one error is detected (after the optional error recovery mechanism, see 10.4.7) the
following recovery rules shall be applied. The definitions made in this Clause overrule the block

handling rul

7.5.7.1 Er

es (see 7.5.4).

rors detected by the PCD

The following errors shall be detected by the PCD.

a) Transmission error (Frame error or EDC error) or FWT time-out

The PCD shall attempt error recovery by the following techniques in the order shown:

— application of PCD rules (see 7.5.5.2);

24
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b)

7.5.7{2 Errors detected by the PICC

The
a)
b)
The

trangmission error or a protocol error occurs and it shall accept an S(DESELECT) request 3

NOTE An R(NAK) block is never sent by the PICC.

8
The

comp|leted.

The
The

blocK sent by the PCD and an(S(DESELECT) response sent as acknowledge by the PICC.

8.1
The

S(DEPELECT) response frame after the end of the S(DESELECT) request frame received f]

and

NOTE The minimum time between frames in any direction is defined in ISO/IEC 14443-3.

8.2

ISO/IEC 14443

— optionally apply PCD rules (see 7.5.5.2) once more;

— use of S(DESELECT) request;

— optionally use of S(DESELECT) request once more (as specified in 8.2);
— ignore the PICC.

Protocol error (infringement of PCB coding or infringement of protocol rules)

The PCD shall attempt error recovery by the following techniques in the order shown:

—=—tSe 9£ S‘ I]ECEI ECT) roqguect:
““““““ P2l S

-4:2016(E)

- ignore the PICC.

fpllowing errors shall be detected by the PICC:
transmission error (Frame error or EDC error);
fdrotocol error (infringement of the protocol rules).

PICC shall attempt no error recovery. The PICC shall, always return to receive m

Brotocol deactivation of PICC Type Aand Type B

PICC shall be set to the HALT state, .after the transactions between PCD and PIC

deactivation of a PICC is done byrusing a DESELECT Command.
DESELECT Command is codedas an S-block of the protocol and consists of an S(DESEL]

Deactivation frame waiting time

Heactivation frame waiting time defines the maximum time for a PICC to start

Has a val@e)of 65 536/fc (~4,8 ms).

pde, when a
tany time.

C have been

ECT) request

sending its
rom the PCD

Error detection and recovery

When the PCD has sent an S(DESELECT) request and has received an S(DESELECT) response, the PICC
has been set successfully to the HALT state and the CID assigned to it is released.

When the PCD fails to receive an S(DESELECT) response the PCD may retry the deactivation sequence.

9 Activation of bit rates and framing options in the PROTOCOL state

S(PARAMETERS) blocks shall be used to negotiate bit rates and communication parameters when the
PICC is in PROTOCOL state. The information field shall contain tags and values as defined in Table 4,
Table 5, Figure 24 and Figure 25.

© ISO/IEC 2016 - All rights reserved
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The following rules shall be applied to negotiate those parameters:

— the PCD shall send an S(PARAMETERS) block to request parameters;

— if the PICC supports S(PARAMETERS) blocks, the PICC shall respond with an S(PARAMETERS)
block containing values for all supported parameters. If the PICC does not support S(PARAMETERS)
it shall stay mute.

After the PICC has sent its response and has indicated its parameters the PCD may activate one bit rate
for each communication direction with the following rules:

— the PCD shall send an S(PARAMETERS) block to activate selected communication parameters;

— the PIC({shall acknowledge the activated parameters with an S(PARAMETERS) block and thén shall
activate|the negotiated parameters;

— the PCD|shall activate the negotiated parameters.

Table 4 — S(PARAMETERS) tag definition

Tag (Hex)

Description

Length (Hex)

Value

vAO'

S(PARAMETERS)
block information

L

Function Tags Identifier (see Table 5)

NOTE THe length field is in accordance with the full range of BER-TLV (see ISO/IEC 7816-4).

26
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Table 5 — Bit rates function tags identifier definition

4:2016(E)

edgement

(;Zi) Description L(?eg;)h Value
‘A1’ | Bitrates Request 0’ —
‘A2’ Bit rates Indica- L Tag Length Value
tion (Hex) (Hex)
‘80’ ‘02’ Supported bit rates from PCD to PICC
1st byte is specified in Figure 24
2nd byte set to ‘00’, other values are RFU
‘81’ ‘02’ Supported bit rates from PICE fo PCD
1stbyte is specified in(Figure 24
2nd byte set to ‘00’, otHer-valuesjare RFU
'82’ ‘01 Supported framing eptions PICC tp PCD (see
Figlire 25)
"A3 Bit rates Activa- L Tag Length Value
tion (Hex) (Hex)
‘83’ 02’ Selected bit rate from PCD to [PICC2
I8t byte is specified in Figure 24
2nd byte set to ‘00’, other valueslare RFU
‘84’ 02’ Selected bit rate from PICC to|PCD2
1st byte is specified in Figure 24
2nd byte set to ‘00’, other valueslare RFU
‘85’ ‘01 Selected framing options PICC to P{D (see Fig-
ure 24)b
'’A4| |Bitrates Acknowl- 0’ —

— Tfhe PICC shall'apply no character separation.

a The PCD shall set only one bit. The PCD shall not activate simultaneously a bit rate higher than f|
to PICC communication and a bit raté.of fc/128 for PICC to PCD communication in Type A.

b The PCD shall not set both bl~(start bit and stop bit suppression) and b2 (SOF and EOF suppress
When the PCD sets b1 (start bit'and stop bit suppression):

— The PICC shall use a,SOFlow time of 10 etu and a SOF high time of 2 etu.
— The PICC shall usé an EOF low time of 10 etu.

£/16 for PCD

on).

Only relevantebjects should be sent. It is even possible to send an empty parent object with no children

objedts (i(e,A0 00’), although it is also possible to send an empty S(PARAMETERS) block

the pprent object sent).

© ISO/IEC 2016 - All rights reserved
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b8 | b7 | b6 [ b5 | b4 | b3 | b2 | bl

- fc/128, if bitis setto (1)b

fc/64, if bitis set to (1)b

fc/32, if bitis setto (1)b

fc/16, if bitis set to (1)b

fc/8, if bitis setto (1)b

fc/4, if bitis set to (1)b

fc/2, if bitis setto (1)b

shall be set to (0=b, (1)b is RFU

Figure 24 — Coding of bit rates

For bit rates|of 3fc/4, fc, 3fc/2 and 2fc, see Annex D.

b8 | b7 | b6|| b5 | b4 | b3 | b2 | bl

I Start bit and stop bit suppressionfrom PICC to PCD, if bit is set tq (1)b

SOF and EOF suppression front PICC to PCD, if bit is set to (1)b
shall be set to (0)b, (1)b is-RFU
shall be set to (0)b, (1)bissRFU
shall be set to (0)b, ()b is RFU
shall be set to (0)b}\(1)b is RFU
shall be set to(0)b, (1)b is RFU
shall be set to (0)b, (1)b is RFU

Figure 25=— Framing options

As an examplle, the sequence for an activation of the bit rate

— fc/8 from PCD to PICC, and

— fc/2 frovr PICC to PCD
with a PICC indicating tossupport
— Dbitrateq fc/128,fc/16 and fc/8 for PCD to PICC communication,

— bitratedfe/128, fc/16 and fc/2 for PICC to PCD communication, and

— no framing options

is illustrated in Figure 26.
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Step PCD PICC
1 S(PARAMETERS)('A0 02 A1 00' CRC) N
S(PARAMETERS)
(‘A0 0A'
2 'A2 08'
'80 02 19 00'
'81 02 49 00'
CRC)
S(PARAMETERS)
('A0 0A'
'A3 08’
3 PPNy —
'84 02 40 00'
CRC)
4 «— S(PARAMETERS)('A0 02 A4 00" CRC

10 K

10.1

spe

10.2
fram

Framles with error correction, as definedin Figure 27, shall be used for data exchange and

the fq
— 5
—
— ¢
— ¢

SYN(

FramFs with error correction as specified in 10.2 and<10.3 shall be used after their 3
ci

Figure 26 — Bit rates activation example

rame with error correction

General

ied in 10.5. An example is given in Annex F.

Type A PCD frame format for bit rates up’ to fc/16 and higher than fc/2 and 7]
p format for all bit rates

llowing order:

tart of communication;

YNC;

nhanced block with grror correction (see 10.4);
nd of communication.

consists©fsix dedicated bytes with the values ‘55, ‘55’, ‘74, ‘74’, ‘74’ and ‘74’ tr4g

Ictivation as

[ype A PICC

consist of, in

nsmitted in

this qrder.
SYN({ and-enhanced blocks with error correction shall be transmitted as bytes consisting ¢f 8 bits.
NOTE Parity bits (see ISO/IEC 14443-3:2016, 6.2.5.2) are not used.

S SYNC Enhanced block with error correction E

Figure 27 — Frame with error correction

© ISO/IEC 2016 - All rights reserved
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10.3 Type A PCD frame format for bit rates of fc/8, fc/4 and fc/2 and Type B PCD and PICC frame
format for all bit rates

Frames with error correction, as defined in Figure 28, shall be used for data exchange and consist of, in
the following order:

— SOF as defined in ISO/IEC 14443-3:2016, 7.1.4;
— SYNC as defined in 10.2, transmitted as characters as defined in ISO/IEC 14443-3:2016, 7.1.1;

— enhanced block with error correction (see 10.4) transmitted as characters as defined in
ISO/IEC 14443-3:2016, 7.1.1;

— EOF as defined in ISO/IEC 14443-3:2016, 7.1.5.
No charactef separation shall be applied in frames with error correction.

SOF, EOF, st3rt bit, stop bit and SYNC may be suppressed in accordance with 10.5.

SOF SYNC Enhanced block with error correction EOF

Figure 28 — Frame with error correction

10.4 Enharnced block with error correction

10.4.1 Gene¢ral

Enhanced block with error correction shall be composed of one or several 8-byte modified Hamming
sub-blocks, ¢ach of them being calculated from 7-byté'sub-blocks from enhanced block (see Figur¢ 29).

h d blqck

| Length | Prologue | Data bytes:l..n | CRC 32 | ]E:eealr?licgure;;)
Enhanced blocK with

| 1 | 2 | | Modified Hamming Sub-block i | | h-1 | h | error correction

Figure 29-— Enhanced block with error correction

ified Hamming-sub-block format

ied Hammifig sub-block shall consist of 7 bytes from enhanced block, followed by one
Hamming cantrol byte’'used to correct one single-bit error on the Hamming sub-block.

Modified Hqmining sub-blocks shall always be complete. If necessary, ‘FF’ bytes shall be added to

complete th

10.4.3 Hamming control byte

The Hamming control byte shall contain the Hamming control bits ¢, and logical “1” padding bits in the
following order:

— one logical “1” padding bit;
— six Hamming control bits ¢y, in the order c1, ¢3, c3, ¢4, cs, c6;
— one logical “1” padding bit.

An example for Hamming control byte calculation in ANSI C language is given in F.2.

30 © ISO/IEC 2016 - All rights reserved
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10.4.4 Hamming control generation matrix A

Hamming control bits generation matrix 4 (see Figure 32) shall be generated by following steps:
— generate Matrix H' (see Figure 31) using formula in Figure 30;

— remove column vectors h’n ,withn=1,2,4,8,16 and 32, of H'.

-1
hhn={1ﬁw(nA2m )#0 withl<m<6and1<n<62
’ 0 otherwise

Figure 30 — Matrix H’ generation

NOTE /\ stands for a bitwise AND operation.
1

S oo oo

co oo RO
C OO0 O R R
oo orRr OO
[ = N = =
[ = T Y
[ = N =

Figure 31 — Matrix H

S oo o R R
oo O R OoOR
o' R Rk O
[ R G S G SR TN
= = =
N = Y
N N =

Figure 32 — Hamming control generation matrix 4

10.4.5 Hamming control bits ealculation

Hamining control bits ¢\ (m = 1..6) shall be calculated over data d (n = 1..56) using thie formula in
Figuie 33. d1 is bit b1 of the first byte and dsg is bit b8 of the seventh byte of any 7-byte sup-block from
enhanced block.

c=Axd

Figure 33 — Hamming control bits generation

10.4.6 Hamming control check matrix H

The Hamming control check matrix H (illustrated in Figure 34) is a concatenation of matrix A and
matrix Ig 6.

H=A|I6‘6 =

S oo o R R
o O R OoOR
OO0 O R RO
C OO R LR
s = WS N
I = S S U e S SN
I N =
oo oo oR
oo oo o
oOR OO0 OO
oo o oo

Figure 34 — Hamming control check matrix H
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10.4.7 Erro

r correction

Hamming control bits shall be used to detect and correct any single bit error in modified Hamming

sub-blocks.

The so called syndrome s shall be calculated using formula in Figure 35. To get y from y/, the padding
bits of the received data y', on position 57 and 64 shall be removed. y'; is bit b1 of the first received
byte and y’e4 is bit b8 of the eighth received byte of any 8-byte sub-block from enhanced block with
error correction.

:ny

The numerid

ifs"=0,

else

calc
are

invd

NOTE M
with very hig

10.5 Activation of frame with error correction in the PROTOCOL state

Figure 35 — Syndrome calculation

al interpretation s’ of the syndrome s shall be used for error correction:

1,2, 4,8, 16,32 or 63 no change in received bits y'1 to y'se;

Llate error position s by reducing s’ by the amount of powers«0f 2 (1, 2, 4, 8, 16, 32) v
smaller than s';

rt the received bit y’s.

re than one bit error cannot be corrected by this method. EDC will detect these multiple
n probability.

S(PARAMET
in PROTOC

ERS) blocks shall be used to negotiate the used frame and communication paramn

wvhich

PIrrors

eters

L state. The information field shall ¢gntain tags and values as defined in Table 4, Table 6,

Figure 36 and Figure 37.

The followi
The PCD

If the P

block cantaining values fonall supported frame format parameters. If the PICC does not su

S(PARA
indepen

After the PI(Q
options for ¢

g rules shall be applied to negotiate those parameters.
shall send an S(PARAMETERS) block to request frame format parameters.
CC supports S(PARAMETERS) blocks, the PICC shall respond with an S(PARAME']

METERS) it shall stay mute. The PICC shall always indicate the same framing og
Hent of which'tdg is used.

C has sénft its response and has indicated its parameters, the PCD may activate the de
ach eommunication direction with the following rules:

ERS)
pport
tions

sired

the PCD

shall send an S(PARAMETERS) block to activate selected frame format parameters;

and then shall activate the negotiated frame format parameters;

the PCD

32

shall activate the negotiated frame format parameters.
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Table 6 — Frame format function tags identifier definition

Tags . Length
(Hex) Description (Hex) Value
‘A5’ | Frame Format 0 —
Request
’A6’ | Frame Format L Tags |Length Value
Indication (Hex) | (Hex)
80’ ‘01" |Supported frames PCD to PICC (see Figure 36)a
‘81’ ‘01" |Supported frames PICC to PCD (see Figure 36)a
“82* ‘0t —TSupported-framimgoptions PEBto PHEEsee Figure 37)P
‘83’ 01" |Supported framing options PICC to PCD (see'Fighre 37)¢
"A7 Frame Format L Tags |Length|Value
Activation (Hex) | (Hex)
‘84’ 01" |Selected frame PCD to PICC (see Figure 36)d
‘85’ 01" |Selected frame PICC to PCD (see Figure 36)d
'86' | '01" |Selected framing options from'PCD to PICC (see Figure 37)be
‘87’ ‘01" |Selected framing optiors/from PICC to PCD (see Figure 37)cef
'A8 Frame Format 0 3
Acknowledge-
ment

Bit 8 shall be set to the same value in both communication directions.

b Shall be omitted for Type A PICCs for bit rates up40 fe/16.
c Shall be omitted for Type A PICCs.
d Bit 8 shall be set to (0)b and only one bit out,of b1 and b2 shall be set to (1)b.
e When SYNC is suppressed the PCD shall'niot select both start bit and stop bit suppressionfand SOF and
EOF guppression. If start bit and stop bit suppression is selected, SOF and EOF low time of 10 etu pnd SOF high
time pf 2 etu shall be used.
f When tag ‘87’ is used, the corrésponding tag of bit rates > fc/16 shall not be used and vice ersa.
NOTH1 The length field is in,accordance with the full range of BER-TLV (see ISO/IEC 7816-4).
b8 | b7 | b6 [ b5 | b4 {3 | b2 | bl
|— Standard frame, if bit is set to (1)b
Frame with error correction, if bit is set to (1)b
RFU
RFU
RFU
RFU
RFU
Only same frame format in both directions, if bit is set to (1)b
Figure 36 — Frame Formats
NOTE 2  Standard frame support is mandatory.

© ISO/IEC 2016 - All rights reserved
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b8

b7

b6 |b5 [ b4 | b3 | b2 | bl

Satrt bit and stop bit suppression, if bit is set to (1)b
SOF and EOF suppression, if bit is set to (1)b

SYNC suppression, if bit is set to (1)b

RFU

RFU
REU

i

RFU

NOTE3 Fr
overviewis g

As an examp

no SYN(

no SOF 3

start bit

RFU

Figure 37 — Framing options

hming options depend on PICC Type, frame format, bit rate and commuhication directid
ven in Annex G.

le the sequence for an activation of frame with error correction'in both directions wi
suppression in both directions,

nd EOF suppression in both directions,

and stop bit suppression in both directions, and

with a PICC indicating to support

standar

SOF and|

start bit

An overview

l and frame with error correction in both directions independent of each direction,

SYNC suppression in both directions,

EOF suppression in both directions, and
and stop bit suppression'inhboth directions is illustrated in Figure 38.

on allowed suppressions of framing options is given in Annex G.

n.

th

An

Step PCD PICC
1 | S(PARAMETERS)('A0.02 A5 00' CRC) —
S(PARAMETERS)
('A0 OE'
'A6 0C'
5 '80 01 03'
A '81 01 03"
'820107'
'83 01 07'
CRC)
S(PARAMETERS)
('A0 OF’
'A7 0C'
3 '8401 02'
'85 01 02' -
'86 01 01'
'87 01 01'
CRC)
4 «—  S(PARAMETERS)( 'A0 02 A8 00' CRC)
Figure 38 — Frame activation example
34 © ISO/IEC 2016 - All rights reserved
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NOTE4  For Type A PICCs, tags ‘82’ and ‘86’ are omitted in certain cases (see table footnote b in Table 6) and
tags ‘83" and ‘87’ are always omitted (see table footnote c in Table 6).

© ISO/IEC 2016 - All rights reserved 35


https://iecnorm.com/api/?name=82418d551ed3d66847a0853f4172320e

ISO/IEC 14443-4:2016(E)

Annex A
(informative)

Multi-Activation example

The following table describes an example of the usage of Multi-Activation for three PICCs.

Table A.1 — Multi-Activation

PCD Action Status PICC 1 Status PICC 2 Status PICC 3
Power On fie|ld
Three PICCs gnter the field. IDLE IDLE IDLE
Activate PIC¢ with CID =1 ACTIVE(1) IDLE IDLE
Any data trapsmission with CID = 1 ACTIVE(1) IDLE IDLE
Activate PIC¢ with CID = 2 ACTIVE(1) ACTIVE(2) IDLE
Any data trapsmission with CID = 1,2 ACTIVE(1) ACTIVE(2) IDLE
Activate PIC¢ with CID = 3 ACTIVE(1) ACTIVE(2) ACTIVE(3)
Any data trapsmission with CID = 1,2,3 ACTIVE(1) ACTIVE(2) ACTIVE(3)
S(DESELECT]) Command with CID =3 ACTIME(1) ACTIVE(2) HALT
S(DESELECT]) Command with CID =2 ACTIVE(1) HALT HALT
S(DESELECT]) Command with CID =1 HALT HALT HALT
NOTE THe number n in ACTIVE(n) represents the CID.
36 © ISO/IEC 2016 - All rights reserved
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Annex B
(informative)

Protocol scenarios

This
scend

B.2
Any |
Any |
Any |
Sepai

I(1)x
1(0)x
R(AC
R(NA
S(..)

Theh
PICC.
block

B.3

B.3.1

Scend

Notation

lock
lock

lock

ator line

K)x
K)x

===> correctly received
=#=> erroneously received

==> nothing received (FWT time-out)

end of the smallest protocol gperation

[-block with chaining bit set and blo€k number x

[-block with chaining bit not set(last block of chain) and block number x
R-block indicating a positive acknowledge

R-block indicating a negative acknowledge

S-block

lock numbering in a scehario always starts with the PCD’s current block number for th
For ease of presentation, scenarios start after the PICC activation sequence and hencg, the current
numbers start with:0 for the PCD and with one for the PICC.

Error-frée‘operation

Exchange of I-blocks

11071 Exchange of I-blocks

Annex gives some scenarios for an error-free operation, as well as for error handling. These
rios may be used to build test cases for compliance tests.

b destination

Comment

1.

rule 1

rule B

Block No. (0) PCD PICC Block No. (1)
1(0) ===> 0
1 <=== 1(0)

Comment
rule D

rule 10

2
3.
4

rule B

1(0), ===> 1
0 1(0);

rule D

rule 10
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B.3.2 Request for waiting time extension

Scenario 2 Waiting time extension

Comment Block No. (0) PCD PICC Block No. (1) Comment
1 rule 1 I(0) ===> 0 rule D
2 <=== S(WTX) request rule 9
3 rule 3 S(WTX) response ===>
4., rul¢ B T <=== T(0) rule I
5 [(0) ===> 1 rule D
6 rul¢ B 0 <=== 1(0), tule 1(
B.3.3 DESELECT
Scenario 3 DESELECT
Comrpnent Block No. (0) PCD PICC Block No. (1) Comment
1. rule 1 I(0) ===> 0 rule D
2. rul¢ B 1 <=== 1(0) rule 1
3. S(DESELECT) request ~ ===>
4. <=== S(DESELECT) response rule 3

B.3.4 Chajning

Scenario 4 PCD uses chaining

Comment Block No. (0) PCD PICC BlockNo. (1) Comjpment
1. rule 1 I(1) ===> 0 ryle D
2. rule B 1 <=== R(ACK) ¢ ryle 2
3. rule 7 HO), ===> 1 ryle D
4. rule B 0 <=== [(0), rule 10
5. 1(0)o ===> 0 ryle D
6. rule B 1 <=== I(0) rufe 10
Scenario 5 PJCC uses‘chaining

Comrent Block No. (0) PCD PICC Block No. (1) Commerrt

1 rule 1 [(0) ===> 0 rule D

2 rule B 1 <=== I(1) rule 10

3 rule 2 R(ACK) ===> 1 rule E

4. rule B 0 <=== 1(0), rule 13

5 1(0) ===> 0 rule D

6 rule B 1 <=== [(0) rule 10
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B.3.5 PICC Presence check

Scenario 6 PICC presence check using method 1

ISO/IEC 14443-4:2016(E)

Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rulel and
method 1 [(0) ===> 0 rule D
2. rule B 1 <=== [(0) rule 10 note
Scengrio 7 PICC presence check using method 2 (before the first I-block exchange)
Comment Block No. (0) PCD PICC Block Nos (1) Comment
1] rulel and
method 2 R(NAK) o ===> rule E note
2 no change <=== R(ACK), rule 12
3{ rule 6 note and
method 2 R(NAK) o ===> rule E note
4] rule 6 note no change <=== R(ACK); rule 12
5 [(0)o ===> 0 rule D
6 rule B 1 <==£ [(0) rule 10
Scengrio 8 PICC presence check using method 2-a (after the first [-block exchange)
(omment Block No. (0) PCD PICC Block No. (1) [ Comment
1. rule 1 1(0)o ===> 0 rule D
2. rule B 1 <=== 1(0)o rule 10
3. njethod 2-a R(NAK) ; ===> rule E note
4. rple 6 note no change <=== R(ACK), rule 12
5. I(0) ===> 1 rule D
6. rule B (0 <=== 1(0) rule 10
Scengrio 9 PICC presence check using method 2-b (after the first I-block exchange)
Comment Block No. (0) PCD PICC Block No. (1) {omment
1 rule 1 1(0) ===> 0 rule D
2 rule B 1 <=== 1(0) rule 10
3. method 2-b 0 R(NAK) o ===>
4. rule B 1 <=== 1(0)o rule 11
5. [(0), ===> 1 rule D
6. rule B 0 <=== 1(0), rule 10
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B.3.6 Exchange of additional parameters

Scenario 25 Exchange of additional parameters

Comment Block No. (0) PCD PICC Block No. (1) Comment
1 rule 1 [(0) ===> 0 rule D
2 rule B 1 <=== 1(0) rule 10
3 S(PARAMETERS) request ~ ===>
4. 1 <=== S(PARAMETERS) response rule 3}
5 1(0), ===> 1 rule D
6 rul¢ B 0 <=== I(0) rule 1(
B.4 Error handling
B.4.1 Exchange of I-blocks
Scenario 10 ptart of protocol
Comrpent Block No. (0) PCD PICC Block No. (1) Commernt
1. rule 1 1(0), ===> 0 rule D
2. rul¢ B 1 <=== 1(0) rule 1
3. S(PARAMETERS) request ~ ===>
4. 1 <=== S(PARAMETERS) response rule 3
5. 1(0), ===> 1 rule D
6. rul¢ B 0 <=== 1(0), rule 14
Scenario 11 Exchange of I-blocks
Comrhent Block No. (0) PCD PICC Block No. (1) Commernt
1. rule 1 1(0) ===> 0 rule D
2. rul¢ B 1 <=== 1(0)o rule 1
3. 1(0), =#=>
4.  timefout <==
5. rule 4 R(NAK), ===>
6. no change <=== R(ACK), rule 12
7. rule6 HOT === t Tute
8. rule B 0 <=== 1(0) rule 10
9. 1(0), ===> 0 rule D
10. ruleB 1 <=== I(0) rule 10
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Scenario 12 Exchange of I-blocks

ISO/IEC 14443-4:2016(E)

Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rule 1 [(0) ===> 0 rule D
2. <=#= 1(0) rule 10
3. rule 4 R(NAK) o ===>
4. rule B 1 <=== [(0)o rule 11
5. [(0), ===> 1 rule D
6. rule B 0 <=== [(0) rule 10
Scengrio 13 Exchange of I-blocks
Comment Block No. (0) PCD PICC Block No. (1) Comment
1 rule 1 [(0) ===> 0 rule D
2 <=¢= [(0)o rule 10
3 rule 4 R(NAK) =#=>
4 time-out <== -
5 rule 4 R(NAK) o ===>
6 rule B 1 <=== 1(0) rule 11
7 [(0), ===> 1 rule D
8 rule B 0 <=K [(0) rule 10
Scengrio 26 Exchange of I-blocks
Comment Block No. (0) PCD PICC Block No. (1) Comment
1 rule 1 1(0) ===> 0 rule D
2 rule B 1 <=== [(0) rule 10
3 S(PARAMETERS) request ~ =#=>
4 time-out <===
5 rule 8 S(RARAMETERS) request ===>
6 <=== S(PARAMETERS) response rule 3
7 I(0) ===> 1 rule D
8 rule B 0 <=== I(0) rule 10
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B.4.2 Request for waiting time extension

Scenario 14 Request for waiting time extension

Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rule 1 I(0) ===> 0 rule D
2 <=#= S(WTX) request rule 9
3 rule 4 R(NAK), ===>
4, <=== S(WTX]J request rule.T
5 rulge 3 S(WTX) response ===>
6 rul¢ B 1 <=== I(0) fule 1
7 1(0) ===> 1 rule D
8 rul¢ B 0 <=== 1(0), rule 14

Scenario 15 Request for waiting time extension

Comrphent Block No. (0) PCD PICC Block No. (1) Comment
1. rulg 1 1(0) ===> 0 rule D
2. <=g= S(WTX)nequest rule 9
3. rule 4 R(NAK), =#=>
4.  timefout <== -
5. rule 4 R(NAK), ===>
6. %Ex= S(WTX) request rule 11
7. rule 3 S(WTX) response ===>
8. rul¢ B 1 <=== 1(0), rule 1
9. 1(0), ===> 1 rule D
10. rul¢B 0 <=== [(0) rule 1(

Scenario 16 Request for waiting time extension

Comrpent Block No..(0) PCD PICC Block No. (1) Comment
1. rulg 1 [(0) ===> 0 rule D
2. <=== S(WTX) request rule 9
3. rulg 3 S(WTX) response =#=>
4.  timefout <== -
5. rule % R(NAK], ==>
6. <=== S(WTX) request rule 11
7. rule 3 S(WTX) response ===>
8. rule B 1 <=== I(0) rule 10
9. I(0) ===> 1 rule D
10. ruleB 0 <=== 1(0) rule 10
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Scenario 17 Request for waiting time extension
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Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rule 1 [(0) ===> 0 rule D
2 <=== S(WTX) request rule 9
3 rule 3 S(WTX) response ===>
4 <=¢= 1(0) rule 10
5. rule 4 R(NAK) o ===>
6 rule B 1 <=== [(0) rule 11
7 [(0), ===> 1 rule D
8 rule B 0 <=== 1(0), rule 10
Scengrio 18 Request for waiting time extension
Comment Block No. (0) PCD PICC Block No. (1) Comment
1 rule 1 1(0) ===> 0 rule D
2 <=== S(WTX) réquest rule 9
3 rule 3 S(WTX) response ===>
4 <=#= 1(0), rule 10
5 rule 4 R(NAK) o =#=>
6 time-out <=£ -
7 rule 4 R(NAK) ===>
8 rule B 1 <=== [(0) rule 11
9 [(0), ===> 1 rule D
19. ruleB 0 <=== I(0), rule 10
B.4.3 DESELECT
Scengrio 19 DESELECT
Comment Block No..(0) PCD PICC Block No. (1) Comment
1 rule 1 [(0) ===> 0 rule D
2 rule B <=== [(0) rule 10
3 S(DESELECT) request ~ =#=>
4 time=out <== -
5 rule 8 S(DESELECT) request ===>
6! ===S{BESEEECTresponse rule 3
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