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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate _in fields of mutual interest. Other international organizations, governmental and non-governmental, in
liaison witl] ISO and IEC, also take part in the work.

Internationpl Standards are drafted in accordance with the rules given in the ISO/IEC Directives) Part 3.
In the field| of information technology, ISO and IEC have established a joint technical committee, ISP/IEC JTC 1.
Draft Interpational Standards adopted by the joint technical committee are circulated tovhational bod|es for voting.
Publicatior] as an International Standard requires approval by at least 75 % of the natienal bodies castjng a vote.

Internationpl Standard ISO/IEC 14443-4 was prepared by Joint Technical Cammittee ISO/IEC JTC 1, Information
technology,, Subcommittee SC 17, Identification cards and related devices.

ISO/IEC 14443 consists of the following parts, under the general title Jdentification cards — Contactlgss integrated
circuit(s) cqards — Proximity cards:

O Part 1} Physical characteristics

O Part 2| Radio frequency power and signal interface
0 Part 3] Initialization and anticollision

0 Part 4] Transmission protocol

Annexes A, B and C of this part of ISO/IEC 14443 are for information only.

© ISO/IEC 2001 — All rights reserved \Y
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Introduction

ISO/IEC 14443 is one of a series of International Standards describing the parameters for identification cards as
defined in ISO/IEC 7810, and the use of such cards for international interchange.

The protocol as defined in this part of ISO/IEC 14443 is capable of transferring the application protocol data units
as defined in ISO/IEC 7816-4. Thus application protocol data units may be mapped as defined in ISO/IEC 7816-4

and applicatiq
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The following companies may hold patents relating to this part of ISO/IEC 14443 but have not provided details of
the patents or agreed to provide licences.

US 4 650 981 WAYNE S FOLETTA
CA 95129, USA
4760 Castlewood Drive
San Jose, California CA 9512
USA

US Patent No. 4, 661,691 JOHN W HALPERN

C/O Vincent M DelLuca

Raothwell Figg Ernst & Kurz pc
555 Thirteenth Street, N.W.
Suite 701 East Tower
Washington, D.C. 20004

WO 89 05549 A MAGELLAN CORPORATION
8717 Research Drive

Irvine

CA 92618

USA

Attention is [drawn to the possibility that some of the elements of this partCef1SO/IEC 14443 may be the subject of
patent right$ other than those identified above. ISO and IEC shall not be*held responsible for identifying any or all
such patent|rights.
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INTERNA

TIONAL STANDARD ISO/IEC 14443-4:2001(E)

Identification cards — Contactless integrated circuit(s) cards —
Proximity cards — Part 4: Transmission protocol

1 Scop

e

This part ¢
contactlesy

This part
applicable

2 Nornmative references

The followi
of this par
publication
investigate
undated re
maintain re

ISO/IEC 7
Electronic

ISO/IEC 7
Interindust

ISO/IEC 7
registration

ISO/IEC 1
frequency

ISO/IEC 1
Initializatio

3 Term

environment and defines the activation and deactivation sequence of the protocol.

bf ISO/IEC 14443 is intended to be used in conjunction with other parts of- 1SO/IEC
to proximity cards of Type A and Type B.

of ISO/IEC 14443. For dated references, subsequent amendments to, or revisions of,
S do not apply. However, parties to agreements based on¢this part of ISO/IEC 14443 are §
the possibility of applying the most recent editions of/the normative documents indicatg
ferences, the latest edition of the normative document referred to applies. Members of
gisters of currently valid International Standards.

B16-3, Information technology — Identification-.cards — Integrated circuit(s) cards with contg
Signals and transmission protocols.

B16-4, Information technology — Identification cards — Integrated circuit(s) cards with contg
y commands for interchange.
procedure for application-identifiers.

1443-2, Identification_cards — Contactless integrated circuit(s) cards — Proximity cards —
bower and signal interface.

1443-3, ldentification cards — Contactless integrated circuit(s) cards — Proximity card
h and anticoltision.

séand definitions

f ISO/IEC 14443 specifies a half-duplex block transmission protocol featuring the speciLI needs of a

| 4443 and is

ng normative documents contain provisions, which, through reference in this text, constityite provisions

any of these
ncouraged to
d below. For
ISO and IEC

cts — Part 3:

cts — Part 4:

B16-5, Identification cards — Integrated circuit(s) cards with contacts — Part 5: Numbering system and

Part 2: Radio

s — Part 3:

For the purposes of this part of ISO/IEC 14443, the following terms and definitions apply.

3.1

bit duration
one elementary time unit (etu), calculated by the following formula:

1etu=128/(D xfc)

The initial value of the divisor D is 1, giving the initial etu as follows:

letu=128/fc

Where fc is the carrier frequency as defined in ISO/IEC 14443-2.

© ISO/IEC 2001 — All rights reserved
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3.2

block

special type of frame, which contains a valid protocol data format

NOTE A valid protocol data format includes I-blocks, R-blocks or S-blocks.
3.3

invalid block
type of frame, which contains an invalid protocol format

NOTE A time-out, when no frame has been received, is not interpreted as an invalid block.

3.4
frame
sequence of

NOTE Th
Ty

pits as defined in ISO/IEC 14443-3

b PICC Type A uses the standard frame defined for Type A and the PICC Type B uses the framqg defined for

be B.

4 Symbd|ls and abbreviated terms

ACK
ATS
ATQA
ATQB
CID
CRC
D

DR
DRI
DS
DSI
EDC
etu

fc
FSC
FSCI
FSD
FSDI

FWI

positive ACKnowledgement
Answer To Select

Answer To reQuest, Type A
Answer To reQuest, Type B

Card IDentifier

Cyclic Redundancy Check, as definedfor each PICC Type in ISO/IEC 14443-3

Divisor

Divisor Receive (PCD toPICC)

Divisor Receive Integer (PCD to PICC)
Divisor Send (PICC to PCD)

Divisor $end Integer (PICC to PCD)

Error.Detection Code

elementary time unit

carrier frequency

Frame Size for proximity Card

Frame Size for proximity Card Integer

Frame Size for proximity coupling Device

Frame Size for proximity coupling Device Integer

Frame Waiting time Integer

© ISO/IEC 2001 — All rights reserved
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FWT
FWTremp
HLTA
I-block
INF
MAX
MIN
NAD
NAK
osl
PCB
PCD
PICC
PPS
PPSS
PPSO
PPS1
R-block
R(ACK)
R(NAK)
RATS
REQA
RFU
S-block
SAK
SFGI
SFGT
WUPA
WTX

WTXM

Frame Waiting Time
temporary Frame Waiting Time
HALT Command, Type A
Information block

INformation Field

Index to define a maximum value

ISO/IEC 14443-4:2001(E)

Index to define a minimum value

Node ADdress

Negative AcKnowledgement

Open Systems Interconnection

Protocol Control Byte

Proximity Coupling Device

Proximity Card

Protocol and Parameter Selection

Protocol and Parameter Selection Start
Protocol and Parameter Selection parameter 0
Protocol and Parameter Selection,parameter 1
Receive ready block

R-block containing a pesitive acknowledge
R-block containing-a negative acknowledge
Request forAnswer To Select

REQuUest Command, Type A

Reserved for Future Use

Supervisory block

Select AcKnowledge

Start-up Frame Guard time Integer
Start-up Frame Guard Time
Wake-Up Command, Type A
Waiting Time eXtension

Waiting Time eXtension Multiplier

© ISO/IEC 2001 — All rights reserved
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5 Protocol activation of PICC Type A

The following activation sequence shall be applied:

0
0
0

available]
O The RAT
0

received
0

next conf
0
A PICC does
The PCD act
4

PICC activation sequence as defined in ISO/IEC 14443-3 (request, anticollision loop and select).

At the beginning the SAK byte shall be checked for availability of an ATS. The SAK is defined in
ISO/IEC 14443-3.

The PICC may be set to HALT state, using the HLTA Command as defined in ISO/IEC 14443-3, if no ATS is

S may be sent by the PCD as next command after receiving the SAK if an ATS is available

The PICC shall send its ATS as answer to the RATS. The PICC shall only answer to the;RATS if the RATS is

directly after the selection.

If the PICC supports any changeable parameters in the ATS, a PPS request may be used by the PCD as the

The PICC shall send a PPS Response as answer to the PPS request.

vation sequence for a PICC Type A is shown in FigureA.

mand after receiving the ATS to change parameters.

not need to implement the PPS, if it does not support any Changeable parameters in the ATS.

© ISO/IEC 2001 — All rights reserved
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A
( Fiedon )
Send REQA
v | o
Receive ATQA Send WUPA )
A A g
3
A 4 —
@Iliqmn 0
Send HLTA |
loop =
O
D
ATS " Non |
available? >T%—% » ISO/IEC 14443-4:
___protocol
I 4
A
IISO/IEC 14443-4
Send RATS Receive DESELECT Responseg
Receive ATS Send DESELECT Request
A\ & ql.
(92
3
PPS yes A
supported? )
u
no %
Parameter yes
change?
no Send PPS Request
Receive PPS Response
« |
A 4
Exchm
Transparent
Data v

Figure 1 — Activation of a PICC Type A by a PCD
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5.1 Request for answer to select

This clause defines the RATS with all its fields (see Figure 2)

The parametg¢r byte consists of two parts (see Figure 3):

£ Start byte
I
Parameter byte
Pafa‘:“eter ..... codes FSDI and CID
CRC1
I
CRC2

Figure 2 — Request for answer to select

O The most significant half-byte b8 to b5 is called FSDI and codes FSD. The FSD defines the maximumn size of a
frame thg¢ PCD is able to receive. The coding of FSD is given in Table 1.

O The leas| significant half byte b4 to bl is named CID and it defines theZlogical number of the addressed PICC
in the rapge from 0 to 14. The value 15 is RFU. The CID is specified by the PCD and shall be urlique for all
PICCs, which are in the ACTIVE state at the same time. The CID'is fixed for the time the PICC is|active and
the PIC( shall use the CID as its logical identifier, which is contained in the first error-free RATS recgived.

b8 | b7 | b6 | b5 | b4 | b3

b2

bl

\— CID

Table 1 — FSDI to FSD conversion

FSDI

Figure 3 — Coding of RATS parameter byte

FSDI tol 511 (27 131 141 l5! 161 171 t81 l91_£F1
FSD 16 24 32 40 48 64 96 128 256 REU
(bytes) >756

5.2 Answer to select

This clause defines the ATS with all its available fields (see Figure 4).

In the case that one of the defined fields is not present in an ATS sent by a PICC the default values for that field

shall apply.

© ISO/IEC 2001 — All rights reserved
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TL Length byte
I
T0 Format byte
..... codes Y(1) and FSCI

Interface bytes
..... codes DS and DR

..... codes FWI and SFGI

codes protocol options

Historical bytes

CRCA1
I
CRC2

Figure 4 — Structure of the ATS
5.2.1 Strpcture of the bytes

The length|byte TL is followed by a variable number of optional subsequent bytes in the following orde

=

0 formaf byte TO,

O interface bytes TA(1), TB(1), TC(1) and
O historical bytes T1 to Tk.

5.2.2 Length byte

The length byte TL is mandatory and specifies the length of the transmitted ATS including itself. The two CRC
bytes are pot included in FL:~The maximum size of the ATS shall not exceed the indicated FSD. [herefore the
maximum yalue of TL shall.not exceed FSD-2.

5.2.3 Folfmat byte

The format byte-T0 is optional and is present as soon as the length is greater than 1. The ATS can only contain the
following optienal bytes when this format byte is present

TO consists of three parts (see Figure 5):
0 The most significant bit b8 shall be set to 0. The value 1 is RFU.
0 The bits b7 to b5 contain Y(1) indicating the presence of subsequent interface bytes TC(1), TB(1) and TA(1).

O The least significant half byte b4 to bl is called FSCI and codes FSC. The FSC defines the maximum size of a
frame accepted by the PICC. The default value of FSCI is 2 and leads to a FSC of 32 bytes. The coding of
FSC is equal to the coding of FSD (see Table 1).

© ISO/IEC 2001 — Al rights reserved 7
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b8 | b7 | b6 |b5| b4 |b3|b2| bl

‘ —T— .

TA(1) is transmitted, if bit is set to 1
} Y(1)

TB(1) is transmitted, if bit is set to 1
TC(1) is transmitted, if bit is setto 1
shall be setto 0, 1 is RFU

Figure 5 — Coding of format byte

5.2.4 Interfpce byte TA(1)
The interface|byte TA(1) consists of four parts (see Figure 6):

O The most significant bit b8 codes the possibility to handle different divisors for eachtdirection. When this bit is
set to 1 the PICC is unable to handle different divisors for each direction.

O The bits b7 to b5 code the bit rate capability of the PICC for the direction from PICC to PCD, called DS. The
default value shall be (000)b.

O The bit b4 shall be set to (0)b and the other value is RFU.

O The bits b3 to b1 code the bit rate capability of the PICC fa@pthe direction from PCD to PICC, callgd DR. The
default value shall be (000)b.

b8 | b7 | b6 | b5| b4 | b3|b2| bl

L DR=2 supported, if bit is setto 1
DR=4 supported, if bit is setto 1
DR=8 supported, if bit is setto 1
shall be setto 0, 1 is RFU
DS=2 supported, if bitis setto 1
DS=4 supported, if bit is setto 1
DS=8 supported, if bit is set to 1
Only the same D for both directions
supported, if bitis setto 1
Different D for each direction
supported, if bitis set to O

Figure 6 — Coding of interface byte TA(1)

The selection of a specific divisor D for each direction may be done by the PCD using a PPS.

5.2.5 Interface byte TB(1)

The interface byte TB(1) conveys information to define the frame waiting time and the start-up frame guard time.
The interface byte TB(1) consists of two parts (see Figure 7):

O The most significant half-byte b8 to b5 is called FWI and codes FWT (see 7.2).

8 © ISO/IEC 2001 — All rights reserved
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O The least significant half byte b4 to bl is called SFGI and codes a multiplier value used to define the SFGT.
The SFGT defines a specific guard time needed by the PICC before it is ready to receive the next frame after it
has sent the ATS. SFGI is coded in the range from 0 to 14. The value of 15 is RFU. The value of 0 indicates no
SFGT needed and the values in the range from 1 to 14 are used to calculate the SFGT with the formula given
below. The default value of SFGI is 0.

b8 | b7 | b6 |b5|b4|b3|b2| bl

\— SFGI
FWI
Figure 7 — Coding of interface byte TB(1)

SFGT is cdlculated by the following formula:
SFGT|= (256 x 16 / fc) x 2°F°
SFGT},n = minimum value of the frame delay time as defined in ISO/IEC\14443-3
SFGTperauLt = minimum value of the frame delay time as defined,inJSO/IEC 14443-3
SFGTax = ~4949 ms

5.2.6 Intg¢rface byte TC(1)

The interface byte TC(1) specifies a parameter of the protocol.

The specific interface byte TC(1) consists of two parts (see Figure 8):

0 The most significant bits b8 to b3 shall be (000000)b and all other values are RFU.

O The bits b2 and b1l define which ggtional fields in the prologue field a PICC does support. The PCD is allowed

to skip fields, which are supported by the PICC, but a field not supported by the PICC shall never be
transnpitted by the PCD. The default value shall be (10)b indicating CID supported and NAD not spipported.

b8 | 7 | b6 | bS{ b4 | b3 |b2| bl
o0 |0J0]0]O0

I I I I |
NAD supparted, if bit is set to 1

CID supported, if bit is set to 1
shall be set to (000000)b, all other values are RFU

Figure 8 — Coding of interface byte TC(1)

5.2.7 Historical bytes

The historical bytes T1 to Tk are optional and designate general information. The maximum length of the ATS gives
the maximum possible number of historical bytes. ISO/IEC 7816-4 specifies the content of the historical bytes.

© ISO/IEC 2001 — Al rights reserved 9
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5.3 Protocol and parameter selection request

PPS request contains the start byte that is followed by two parameter bytes (see Figure 9).

PPSS Start byte

[
PPSO Parameter O

— codes presence of PPS1
ppaq | Parameter 1

5.3.1 Start pyte

PPSS consis

O The mos

O Theleas

10

s of two parts (see Figure 10):

t significant half byte b8 to b5 shall be set to ‘D’ and identifies the PPS.

— codes DRI and DSI

CRC1
[
CRC2

Figure 9 — Protocol and parameter selection request

significant half byte b4 to bl is named CID and it defines the logical number of the addressed PICC.

b8

b7 | b6

b5

b4 | b3 | b2| bl

10

1

shall be setto 1, 0 is RFU

shall be setto 0, 1 is RFU

shall be set to (11)b, all other values are RFU
Figure 10 — Coding of PPSS
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5.3.2 Parameter 0

PPSO0 indicates the presence of the optional byte PPS1 (see Figure 11).

b8 | b7 | b6 | b5|bd|b3|b2| bl
0/(0]O0 0O/0|0]1

I L |
shallbe setto 1, 0is RFU

shall be set to (000)b, all other valuesrafe RFU
PPS1 is transmitted, if bit is set to 1
shall be set to (000)b, all other values afe RFU

Figure 11 — Coding of PPSO

5.3.3 Paljameter 1

PPS1 congists of three parts (see Figure 12):

0 The most significant half byte b8 to b5 shall be (0000)b and all othervalues are RFU.

O The bits b4 and b3 are called DSI and code the selected diviser integer from PICC to PCD.

O The bits b2 and b1 are called DRI and code the selected divisor integer from PCD to PICC.

b8 ||b7 | b6 | b5 | b4 | b3 |b2| bl
0O(fo0]O0

(I I S I L] -

DSl
shall be set to (0000)b, all other values gre RFU

Figure 12 — Coding of PPS1

For the definition of DS_and DR, see 5.2.4.

The coding of D is_given in Table 2.

Table 2 — DRI, DSI to D conversion
DRI, DSI (00)b (01)b (10)b (11)b

D 1 2 4 8

© ISO/IEC 2001 — Al rights reserved 11
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5.4 Protocol and parameter selection response

The PPS response acknowledges the received PPS request (see Figure 13) and it contains only the start byte (see

5.3.1).

PPSS Start byte

[
CRC1
I

5.5 Activation frame waiting time

The activatio
the end of af|

NOTE Th

5.6 Error
5.6.1 Hand

56.1.1 Pd
When the PQ
In any other

clause 8. In
14443-3.

5.6.1.2 PI
When the PI(
a) receives

0O shal

CRC2

Figure 13 — Protocol and parameter selection response

n frame waiting time defines the maximum time for a PICC to staft{(sending its response
fame received from the PCD and has a value of 65536/fc (~4833s).

e minimum time between frames in any direction is defined in ISOHEC 14443-3.
letection and recovery

ing of RATS and ATS

D rules

D has sent the RATS and receives avalid ATS the PCD shall continue operation.
case the PCD may retransmit the RATS before it shall use the deactivation sequence as
tase of failure of this deactivation sequence it may use the HLTA Command as defined
CC rules

LC has been _selected with the last command and

b valid RATS, the PICC

send-back its ATS and

O shal

b) receives
O shal

O shal

12

| disable the RATS (stop responding to received RATS).
any other block valid or invalid, except a HLTA Command, the PICC
I ignore the block and

| remain in receive mode.

rame after

defined in
n ISO/IEC
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5.6.2 Handling of PPS request and PPS response

5.6.2.1 PCD rules

When the PCD has sent a PPS request and received a valid PPS response the PCD shall activate the selected
parameters and continue operation.

In any other case the PCD may retransmit a PPS request and continue operation.

5.6.2.2 PICC rules

When the PICC has received a RATS, sent its ATS and

a)

b)

c)

received a valid PPS request, the PICC

O shall send the PPS response,

O shall disable the PPS request (stop responding to received PPS requests),and
O shall activate the received parameter.

receivegd an invalid block, the PICC

O shall disable the PPS request (stop responding to received PPS requests) and
O shall remain in receive mode.

received a valid block, except a PPS request, the PICC

O shall disable the PPS request (stop responding to received PPS requests) and

O shall continue operation.

5.6.3 Handling of the CID during activation

When the PCD has sent a RATS containing a CID=n not equal to 0 and

a)

b)

received an ATS indicating,€ID is supported, the PCD
O shall send blogks.containing CID=n to this PICC and

O shall not use'the CID=n for further RATS while this PICC is in ACTIVE state.

receide an-ATS indicating CID is not supported, the PCD

0 shall send blocks containing no CID to this PICC and

O shall not activate any other PICC while this PICC is in ACTIVE state.

When the PCD has sent a RATS containing a CID equal to 0 and

a)

received an ATS indicating CID is supported, the PCD
O may send blocks containing CID equal to 0 to this PICC and

0 shall not activate any other PICC while this PICC is in ACTIVE state.

© ISO/IEC 2001 — All rights reserved
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b) received an ATS indicating CID is not supported, the PCD shall

O send blocks containing no CID to this PICC and

O not activate any other PICC while this PICC is in ACTIVE state.

6 Protocol activation of PICC Type B

The activation sequence for a PICC Type B is described in ISO/IEC 14443-3.

7 Half-dy

The half-dup
uses the fram

Other relevar
O block for
O maximur
O powerin
0 protocol

This protocol

plex block transmission protocol

ex block transmission protocol addresses the special needs of contactless card«environ
e format as defined in ISO/IEC 14443-3.

t elements of the frame format are:
mat,

n frame waiting time,

lication and

bperation.

is designed according to the principle layering“of'the OSI reference model, with particular

the minimizagon of interactions across boundaries. Four layers are defined:

O Physical
0 Data link
O Session
O Applicati
either dirf

NOTE Ap
to

layer exchanges bytes according to ISO/IEC 14443-3.
layer exchanges blocks as definéd in this clause.
ayer combined with the data.link layer for a minimum overhead.

bn layer processing commands, which involve the exchange of at least one block or chain
pction.

plication selection‘may be used as defined in ISO/IEC 7816-5. Implicit application selection is not re
be used with multi-application PICCs.

ments and

pttention to

bf blocks in

commended

14
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7.1 Block format

The block format (see Figure 14) consists of a prologue field (mandatory), an information field (optional) and an
epilogue field (mandatory).

Prologue field Information field Epilogue field

PCB | [CID] |[NAD] [INF] EDC

1 hviall hhwitoll hhviia 2 hutac
Tyt T IOytCTToytc (= >

»

I—Error Detection Code ———
< FSD / ESC

<

A

Y

NOTE The items in brackets indicate optional requirements.

Figure 14 — Block format
7.1.1 Prdlogue field

The prologue field is mandatory and consists of up to three bytes:

0 Protodol Control Byte (mandatory),

O Card IDentifier (optional),

0 Node ADdress (optional).

7111 Protocol control byte field

The PCB i$ used to convey the information required to control the data transmission.
The protodol defines three fundamental types of blocks:

O I-block used to convey.information for use by the application layer.

0 R-blogk used to convey positive or negative acknowledgements. An R-block never contains an |NF field. The
acknopledgement relates to the last received block.

O S-blogk used to exchange control information between the PCD and the PICC. Two different typgs of S-blocks
are defined:

1) Waiting time extension containing a 1 byte long INF field and
2) DESELECT containing no INF field.
The coding of the PCB depends on its type and is defined by the following figures. PCB coding not defined here

are either used in other clauses of ISO/IEC 14443 or are RFU. The coding of I-blocks, R-blocks and S-blocks are
shown in Figure 15, Figure 16 and Figure 17.
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b8 | b7 | b6 |b5|b4|b3|b2| bl
1

L L Block number

shall be setto 1

NAD following, if bit is setto 1
CID following, if bit is setto 1
Chaining, if bitis setto 1

shall be setto 0, 1 is RFU
[-BIock

Figure 15 — Coding of I-block PCB

(@)
o
o

b8 | b7 | b6 | b5 | b4 | b3|b2| bl

1
L Block number
shall be setto 1, 0 is RFU
shall be setto 0

CID following, if bit is setto 1
ACK, if bit is setto O

NAK, if bitis setto 1

shall be setto 1

R-Block

Figure 16 ~<%oding of R-block PCB

[EY
o
=
o

b8 | b7 | b6 | b5 | b4 B3| b2| bl

110
| | | |
shall be setto 0, 1 is RFU
shall be setto 1, 0 is RFU

shall be setto O
CID following, if bitis set to 1
(00)b DESELECT or

TAEKRAYNAY.VianV4
(L1 o vVV 17X

S-Block
Figure 17 — Coding of S-block PCB

7.1.1.2  Card identifier field
The CID field is used to identify a specific PICC and consists of three parts (see Figure 18):
O The two most significant bits b8 and b7 are used to indicate the power level indication received by a PICC from

a PCD. These two bits shall be set to (00)b for PCD to PICC communication. For a definition of power level
indication, see 7.4.

16 © ISO/IEC 2001 — All rights reserved
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O The bits b6 and b5 are used to convey additional information, which are not defined and shall be set to (00)b
and all other values are RFU.

0 The bits b4 to b1 code the CID.

The coding

The handling of the CID by a PICC is described below:

A PICC, which does not support a CID

O shall ignore any block containing a CID.

A PICC, which does support a CID

0 shall respond to blocks containing its CID by using its CID,

O shall ignore blocks containing other CIDs and

O shall, In case its CID is 0, respond also to blocks containing no CID by using no CID.

7.1.1.3 Node address field

The NAD in the prologue field is reserved to build up and address different logical connections. The

NAD shall pe compliant with the definition from ISO/IEC 7816-3, when the bits b8 and b4 are both set

values are|RFU.

The following definitions shall apply for the usage of the NAD:

a) The NAD field shall-only be used for I-blocks.

b) When the PCD uses the NAD, the PICC shall also use the NAD.

c) During‘'ehainingthe-NAD-shalterby-be-transmittecHnr-the-first-bloek-oef-ehain:

d) The PCD shall never use the NAD to address different PICCs (The CID shall be used to address different
PICCs).

e) When the PICC does not support the NAD, it shall ignore any block containing the NAD.

7.1.2 Information field

b8

b7 | b6 | b5|bd|b3|b2| bl

—— CID

shall be set to (00)b, all other values.ar
Power level indication

Figure 18 — Coding of card identifier
of CID is given in 5.1 for Type A and ISO/IEC 14443-3 for Type B.

e RFU

usage of the
to 0. All other

The INF field is optional. When present, the INF field conveys either application data in I-blocks or non-application
data and status information in S-blocks. The length of the information field is calculated by counting the number of
bytes of the whole block minus length of prologue and epilogue field.

© ISO/IEC 2001 — All rights reserved
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7.1.3 Epilogue field

The epilogue field contains the EDC of the transmitted block, which is the CRC defined in ISO/IEC 14443-3.

7.2 Frame

waiting time

The FWT defines the time within which a PICC shall start its response frame after the end of a PCD frame (see

Figure 19).

Sent by the PCD

NOTE Th
FWT is calcu
FWT = (4

where the val
default value

For FWI
For FWI

The FWT val
right to re-tral

The FWI field
the ATS (see

7.3 Frame
When the PI
request for a
(see Figure 2

O The two

Sent by the PICC

Figure 19 — Frame waiting time

e minimum time between frames in any direction is defined in ISO/IEC 14443¢3.
ated by the following formula:
P56 x 16 / fc) x 27!

ue of FWI has the range from 0 to 14 and the value of\15 is RFU. For Type A, if TB(1) is g
of FWI1 is 4, which gives a FWT value of ~ 4,8 ms.

= 0, FWT = FWTy (<302 pis)
= 14, FWT = FWTyax (<4949 ms)

e shall be used by the PCD to detect:@a protocol error or an unresponsive PICC. The PCD
hsmit if the start of a response from the PICC is not received within FWT.

for Type B is located in AT@B as defined in ISO/IEC 14443-3. The FW!I field for Type A is
5.2.5).

waiting time extension

waiting timé.extension. An S(WTX) request contains a 1 byte long INF field that consists
D):

mostsignificant bits b8 and b7 code the power level indication (see 7.4).

mitted, the

pbtains the

located in

CC needs more-time than the defined FWT to process the received block it shall use an S(WTX)

f two parts

0 The least significant bits b6 to b1l code the WTXM. The WTXM is coded in the range from 1 to 59. The values

0 and 60

18

to 63 are RFU.
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b8 | b7 | b6 | b5| b4 |b3|b2| bl

| WTXM
Power level indication

Figure 20 — Coding of INF field of an S(WTX) request

The PCD shall acknowledge by sending an S(WTX) response containing also a 1 byte long INF field that consists
of two parts (see Figure 21) and contains the same WTXM as received in the request:

O The most significant bits b8 and b7 shall be (00)b and all other values are RFU.

O Thele

b8| b7 | b6 | b5 | b4 | b3 | b2 | bl

The corregponding temporary value of FWT is calculated by)the following formula:

FWT;

The time AWT +emp requested by the PICC, startscafter the PCD has sent the S(WTX) response.
FWTuax shall be used, when the formula results in a value higher than FWTyax.

The temporary FWT applies only until the next block has been received by the PCD.

7.4 Power level indicatioh

The power]level indicatian is coded as shown in Table 3 using two bits embedded in the CID field (v

and in the

NOTE

| WTXM
shall be set to (00)b, all other values ar

Figure 21 — Coding of INF field‘af an S(WTX) response

e = FWT X WTXM.

5-block sept By the PICC (see 7.1.1.2 and 7.3).

Table 3 — Coding of power level indication

ast significant bits b6 to b1 codes the acknowledged WTXM value used to define atemporgdry FWT.

p RFU

hen present)

(00)b PICC does not support the power level indication

(01)b Insufficient power for full functionality

(10)b Sufficient power for full functionality

(11)b More than sufficient power for full functionality

Interpretation of the power level indication by the PCD is optional.

© ISO/IEC 2001 — All rights reserved

19


https://iecnorm.com/api/?name=3b71ea6ba311e755b9607f30644c53c5

ISO/IEC 14443-4:2001(E)

7.5 Protocol operation

After the activation sequence the PICC shall wait for a block as only the PCD has the right to send. After sending a
block, the PCD shall switch to receive mode and wait for a block before switching back to transmit mode. The PICC
may transmit blocks only in response to received blocks (it is insensitive to time delays). After responding, the PICC
shall return to the receive mode.

The PCD shall not initiate a new pair of command / response until the current pair of command / response has
been completed or if the frame waiting time is exceeded with no response.

7.5.1 Multi-Activation

The Multi-Aclivation feature allows the PCD to hold several PICCs in the ACTIVE state simultaneous

switching dirg
of another Pl

CC.

For an example of Multi-Activation, see Annex A.

NOTE Th

7.5.2 Chain
The chaining
FSC or FSD
less than or g

The chaining
be acknowled

The chaining

Notation:
1(1)x

1(0)x

R(ACK)x

b PCD needs to handle a separate block number for each activated PICC.

ing

feature allows the PCD or PICC to transmit information that does not fit in a single block as
fespectively, by dividing the information into several blocks,"Each of those blocks shall ha

qual to FSC or FSD respectively.

bit in the PCB of an I-block controls the chaining.of‘blocks. Each I-block with the chaining
ged by an R-block.

feature is shown in Figure 22 using a 16 hytes long string transmitted in three blocks.

I-block with chaining bit set and block number x
I-block with chaining bit not set:(last block of chain) and block number x

R-block that indicates a positive acknowledge.

ly. 1t allows
ctly between several PICCs without needing additional time for deactivation of a PICC anfk/ activation

defined by
e a length

it set shall

20
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Send(...) Receive(...) T
| T 3
0123456 | 789ABCD|EF Assertion: FSC = FSD = 10 Answer B
T T T 0
PCBH] INF EDC PCB] INF EDC PCB INF EDC : <
’12 AJ.Z’-\"II"\JU SR A 13 IOSADC ,VV’I’ - A ‘02 El': % ’I’ - A
[®) [ (D), I ), T ]
s e e e e i e ] I Physical layer
PCB| EDC PCB| EDC PCB INF EDC |:|
.. AZ [ XX|'XX ! AZ XX XX 02| Answer | XX XX | =_
SS N \ 1 [
“<. R(ACK), | R(ACK), _.--="  1(0), 1 2
©
0123456 | 789ABCDI|EF Answer B
Receive(...) Send(...) [£.
F*

NOTE This example does not use the optional fields NAD and-CID.

Figure22 — Chaining

7.5.3 Bldck numbering rules

7.5.3.1 PCD rules

Rule A. The PCD block number shall’be initialized to 0 for each activated PICC.

Rule B. When an I-block or an"R(ACK) block with a block number equal to the current block number is received,
the PCD shall toggle-the current block number for that PICC before optionally sending a block.

7.5.3.2 PICCrules

Rule C. The PIC€E block number shall be initialized to 1 at activation.

Rule D. When-an |l-block_is received (indnpnnrlnnf of its block nnmhnr), the PICC shall rnggln its_block number
before sending a block.

Rule E. When an R(ACK) block with a block number not equal to the current PICC’s block number is received, the
PICC shall toggle its block number before sending a block.

7.5.4 Block handling rules

7.5.4.1 General rules
Rule 1. The first block shall be sent by the PCD.

Rule 2. When an I-block indicating chaining is received, the block shall be acknowledged by an R(ACK) block.
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Rule 3. S-blocks are only used in pairs. An S(...) request block shall always be followed by an S(...) response
block (see 7.3 and 8).

75.4.2 PCD rules

Rule 4. When an invalid block is received or a FWT time-out occurs, an R(NAK) block shall be sent (except in the
case of PICC chaining or S(DESELECT)).

Rule 5. In the case of PICC chaining, when an invalid block is received or a FWT time-out occurs, an R(ACK)
block shall be sent.

Rule 6. Whqg
last

Rule 7. Wh{
chai

Rule 8. If thg
requ

7.5.4.3 Pl
Rule 9. The
Rule 10. Whd

Rule 11. Whd
num

Rule 12. Whs
R(A

Rule 13. Whsd
and

755 Error

When errors
overrule the |

The following
a) Transmig

The PCL

-block shall be re-transmitted.

n an R(ACK) block is received, if its block number is equal to the PCD’s current blog
ning shall be continued.

b S(DESELECT) request is not answered by an error-free S(DESELECT) response the S(D
est may be re-transmitted or the PICC may be ignored.

CC rules
PICC is allowed to send an S(WTX) block instead of an I-bloeck-or an R(ACK) block.
n an I-block not indicating chaining is received, the block shall be acknowledged by an I-bld

n an R(ACK) or an R(NAK) block is received, if jts block number is equal to the PICC’s cJ
ber, the last block shall be re-transmitted.

n an R(NAK) block is received, if its blocksnumber is not equal to the PICC’s current block
CK) block shall be sent.

n an R(ACK) block is received, if its block humber is not equal to the PICC’s current blo
the PICC is in chaining, chaining.shall be continued.

detection and recovery

are detected the following recovery rules shall be attempted. The definitions made in
lock handling rules_(see 7.5.3).

errors shall.be detected by the PCD:
sion error-(Frame error or EDC error) or FWT time-out

shall attempt error recovery by the following techniques in the order shown:

umber, the

k number,

ESELECT)

ck.

rrent block

humber, an

k number,

his clause

O Application of PCD rules (see 7.5.4.2),

0 Use

g lIgno

of S(DESELECT) request,

re the PICC.

b) Protocol error (infringement of PCB coding or infringement of protocol rules)

The PCD

0 Use

22

shall attempt error recovery by the following techniques in the order shown:

of S(DESELECT) request,
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O Ignore the PICC.

The followi

ng errors shall be detected by the PICC:

a) Transmission error (Frame error or EDC error),

b) Protocol error (infringement of the protocol rules).

The PICC shall attempt no error recovery. The PICC shall always return to receive mode, when a transmission
error or a protocol error occurs and it shall accept an S(DESELECT) request at any time.

NOTE

8 Protc
The PICC
The deacti

The DESE
sent by the

8.1 Dea

The deact

n D(I\IAI() block is never sent hy the PICC

col deactivation of PICC Type A and Type B
shall be set to the HALT state, after the transactions between PCD and PICC have been co
vation of a PICC is done by using a DESELECT Command.

| ECT Command is coded as an S-block of the protocol and consists0f an S(DESELECT)
PCD and an S(DESELECT) response sent as acknowledge by(the PICC.

ctivation frame waiting time

vation frame waiting time defines the maximum time’ for a PICC to start sending its §

response frame after the end of the S(DESELECT) request“frame received from the PCD and h

65536/fc (1

NOTE

8.2 Errg

When the
been set s

When the

4,8 ms).
[The minimum time between frames in any direction is defined in ISO/IEC 14443-3.

r detection and recovery

PCD has sent an S(DESELECT)-request and has received an S(DESELECT) response,
iccessfully to the HALT stateland the CID assigned to it is released.

mpleted.

request block

(DESELECT)
s a value of

he PICC has

PCD fails to receive an S(DESELECT) response the PCD may retry the deactivation sequence.
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Annex A

(informative)

Multi-Activation example

The following table describes an example of the usage of Multi-Activation for three PICCs.

Fable-Ad—Mutti-Aetivation
PCD Action Status PICC 1 Status PICC 2 Status PICC3
Power On figld
Three PICC|enter the field. IDLE IDLE IDLE
Activate PIJC with CID=1 ACTIVE(2) IDLE IDLE
Any data transmission with CID=1 ACTIVE(1) IDLE IDLE
Activate PIJC with CID=2 ACTIVE(1) ACTIVE(2) IDLE
Any data transmission with CID=1,2 ACTIVE(1) ACTIVE(2) IDLE
Activate PIJC with CID=3 ACTIVE(1) ACTIVE(2) ACTIVE(3)
Any data transmission with CID=1,2,3 ACTIVE(1) ACTIVE(2) ACTIVE(3)
S(DESELEQT) Command with GID=3 ACTIVE(1) ACTIVE(2) HALT
S(DESELEQT) Command,with CID=2 ACTIVE(2) HALT HALT
S(DESELEQT) Command with CID=1 HALT HALT HALT

24
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Annex B
(informative)

Protocol scenarios

This annex gives some scenarios for an error-free operation as well as for error handling. These scenarios may be
used to build test cases for compliance tests.

B.1 Not;Ltion

Any block ===> correctly received

Any block =Z=> erroneously received

Any block = => nothing received (FWT time-out)

Separator |ine end of the smallest protocol operation

(1) I-block with chaining bit set and block number x

1(0)x I-block with chaining bit not set (last block™of\chain) and block humber x

R(ACK)y R-block indicating a positive acknowledge

R(NAK)y R-block indicating a negative ackhowledge

S(...) S-block

The block humbering in a scenario always.starts with the PCD’s current block number for the destinatjon PICC. For
ease of pr¢sentation, scenarios start after.the PICC activation sequence and hence the current block humbers start
with O for the PCD and with 1 for the RICC.

B.2 Errdr-free operation

B.2.1 Ex¢hange ofIsblocks

Scenario 1 Exchange of I-blocks

Comment Block No. (0) PCD PICC Block No. (1)  Jomment

1. rule 1 1(0)o ===> 0 rule D

2 rule B 1 <=== 1(0)o rule 10

3. 1(0), ===> 1 rule D

4 rule B 0 <=== 1(0), rule 10
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B.2.2 Request for waiting time extension

Scenario 2 Waiting time extension

Comment  Block No. (0) PCD PICC Block No. (1) Comment
1 rule 1 1(0)o ===> 0 rule D
2 <=== S(WTX) request rule 9
3 rule 3 S(WTX) response ===>
4. rule B 1 <=== 1(0)o rule 10
5 1(0), ===> 1 ryle D
6 rule B 0 <=== 1(0), rule 10

B.2.3 DESELECT

Scenario 3 DESELECT

Comment  Block No. (0) PCD PICC Block No. (1) Comment
1 rule 1 1(0)o ===> 0 rdyle D
2 rule B 1 <=== K0), rule 10
3. S(DESELECT) request ===>
4 <=== S(DESELECT) response ryle 3

B.2.4 Chaining

Scenario 4 PCD uses chaining

Comment  Block No. (0) PCD PICC Block No. (1) Cormment
1. rule 1 1(1), ===> 0 rdle D
2. rule B 1 <=== R(ACK)q ryle 2
3. rule 7 1(0); ===> 1 rdle D
4. rule B 0 <=== 1(0), ruje 10
5. 1(0)o ===> 0 rdyle D
6. rule B 1 <=== 1(0)o ruje 10
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Comment  Block No. (0) PCD PICC Block No. (1)  Comment
1. rule 1 1(0)o ===> 0 rule D
2. rule B 1 <=== 1(1)o rule 10
3. rule 2 R(ACK), ===> 1 rule E
4, rule B 0 <=== 1(0), rule 13
5. 1(0)o ===> 0 rule D
6. rule[B 1 <=== 1(0)o rule 10
B.3 Errgr handling
B.3.1 Exg¢hange of I-blocks
Scenario 6| Start of protocol

Comnjent  Block No. (0) PCD RPICC Block No. (1)  Jomment
1 rule|1 1(0)o =z=>
2. time-put <== -
3. rule(4 R(NAK)q ===>
4. no change <=== R(ACK), rule 12
5. rule|6 1(0)o ===> 0 rule D
6. rule|B 1 <=== 1(0)o rule 10
7. 1(0)4 ===> 1 rule D
8. rule|B 0 <=== 1(0), rule 10
Scenario 7| Exchange of I-blocks

Comment  BlockiNo~ (0) PCD PICC Block No. (1) dJomment
1 rule|1 1(0)o ===> 0 rule D
2 rule|B 1 <=== 1(0)o rule 10
3 1(0), =£=>
4 time-out <== -
5. rule 4 R(NAK); ===>
6 no change <=== R(ACK)g rule 12
7 rule 6 1(0), ===> 1 rule D
8 rule B 0 <=== 1(0), rule 10
9 1(0)o ===> 0 rule D
10. rule B 1 <=== 1(0)o rule 10
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