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Foreword
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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical

committees established by the respective organization to deal with particular fields
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other i

of technical
nternational

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. In the field of information technology, ISO and IEC have established a joint technica
ISO/IEC]TC 1.

] committee,

The procedures used to develop this document and those intended for its further maiy
descijibed in the ISO/IEC Directives, Part 1. In particular the different approval criteri
the djfferent types of document should be noted. This document was drafted in accorda
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atterltion is drawn to the possibility that some of the elements of this dodument may b¢
of patent rights. ISO and IEC shall not be held responsible for identifying any or all
. Details of any patent rights identified during the development of the document y
Introduction and/or on the ISO list of patent declarations received (see-www.iso.org/pater

itenance are
h needed for
nce with the

e the subject
such patent
vill be in the
ts).

Any trade name used in this document is information given for.the convenience of users
consflitute an endorsement.

For gn explanation on the meaning of ISO specific térms and expressions related tg
assesgsment, as well as information about ISO’s adherence to the WTO principles in t
Barriers to Trade (TBT) see the following URL: Foreword - Supplementary information

The dommittee responsible for this document is [SO/IEC JTC 1, Information technology, S\
SC 17 Identification cards and related devices:

This fthird edition cancels and replacescthe second edition (ISO/IEC 14443-3:2011), wh
technically revised. It also incorporates the Amendments ISO/IEC 14443-3:2011/A
ISO/IEC 14443-3:2011/Amd 2:2042, ISO/IEC 14443-3:2011/Amd 3:2014 and ISO
3:2091/Amd 6:2014.

ISO/IEC 14443 consists of the-following parts, under the general title Identification cards
integtated circuit cards —\Proximity cards:

art 1: Physical characteristics
art 2: Radio frequency power and signal interface

art 3:dnitialization and anti-collision

hind does not

conformity
ne Technical

ibcommittee

ch has been
imd 1:2011,
[EC 14443-

— Contactless

art4: Transmission protocol

This corrected version of ISO/IEC 14443-3:2016 incorporates the following correction.

Figure 4 was corrected: The last parity bit of a PICC standard frame with bit rate higher
was changed from “odd” to “even”.

© ISO/IEC 2016 - All rights reserved
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Introduction

ISO/IEC 14443 is one of a series of International Standards describing the parameters for identification
cards as defined in ISO/IEC 7810 and the use of such cards for international interchange.

This part of ISO/IEC 14443 describes polling for proximity cards entering the field of a proximity
coupling device, the byte format and framing, the initial Request and Answer to Request command
content, methods to detect and communicate with one proximity card among several proximity cards
(anticollision) and other parameters required to initialize communications between a proximity card

and a proximity coupling device. Protocols and commands used by higher layers and by applications
and which areused after the initial phacp are described in ]Qﬂl/”:‘(‘ 14443-4

ISO/IEC 144
cards confor

Vi

43 is intended to allow operation of proximity cards in the presence of other cohta
ming to ISO/IEC 10536 and ISO/IEC 15693.

Ctless

© ISO/IEC 2016 - All rights reserved
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Identification cards — Contactless integrated circuit cards
— Proximity cards —

Part 3:
Initialization and anticollision

1 Scope

This

¢

law i

n

[o

[o

o

(e
(¢

Protd
phase

This
2) an

NOTE

NOTE

application criteria;

pbart of ISO/IEC 14443 describes the following:
olling for proximity cards or objects (PICCs) entering the field of a proximity coupling

he byte format, the frames and timing used during the initial phase’of communicat
CDs and PICCs;

he initial Request and Answer to Request command contenty

ther parameters required to initialize communicatiens between a PICC and PCD;

ptional means to ease and speed up the selection of one PICC among several PIC

ptional capability to allow a device toralternate between the functions of a PICC 4
ommunicate with a PCD or a PICC, respectively. A device which implements this
alled a PXD.

col and commands used by higher layers and by applications and which are used aft
 are described in ISO/IEC 14443-4.

part of ISO/IEC 14443 is‘\applicable to PICCs of Type A and of Type B (as described in IS(

d PCDs (as described\in-ISO/IEC 14443-2) and to PXDs.
1  Partof the timming of data communication is defined in ISO/IEC 14443-2.

2

hethods to detect and communicate with one PICC among'séveral PICCs (anticollision];

levice (PCD);

ion between

Cs based on

nd a PCD to
capability is

er the initial

/IEC 14443-

Test méthods for this part of ISO/IEC 14443 are defined in ISO/IEC 10373-6.

2

The f AR LHA —H-W art—a nativelyreferen 1-th sent and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ormative references

ISO/IEC 7816-4, Identification cards — Integrated circuit cards — Part 4: Organization, security and
commands for interchange

ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for
interchange

ISO/IEC 13239, Information technology — Telecommunications and information exchange between
systems — High-level data link control (HDLC) procedures

ISO/IEC 14443-2, Identification cards — Contactless integrated circuit cards — Proximity cards — Part 2:
Radio frequency power and signal interface

© ISO/IEC 2016 - All rights reserved
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ISO/IEC 14443-4, Identification cards — Contactless integrated circuit cards — Proximity cards — Part 4:
Transmission protocol

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 14443-2 and the
following apply.

31

anticollision loop
algorithm u a lialogue |
PICCs responding to a request command

3.2

byte
byte consist|ng of 8 bits of data designated b8 to b1, from the most significant bit (MSB};b8) to theleast
significant bjt (LSB, b1)

3.3
collision
transmission by two PICCs in the same PCD energizing field and during the same time period, such that
the PCD is uiable to distinguish from which PICC the data originated

34
frame
sequence of flata bits and optional error detection bits, with ffame delimiters at start and end

3.5
frame erroti
error on SOH, start and stop bits, parity bits, EOF

3.6
higher layer protocol
protocol layér (not described in this part oflSO/IEC 14443) that makes use of the protocol layer dgfined
in this part pf ISO/IEC 14443 to transfer-information belonging to the application or higher layg¢rs of
protocol that is not described in thispart of ISO/IEC 14443

3.7
PCD Mode
mode in whith a PXD operatesas a PCD

3.8
PICC Mode
mode in whirh a PXD operates as a PICC

3.9
request command
command requesting PICCs of the appropriate type to respond if they are available for initialization

3.10
transmission error
frame error or CRC_A or CRC_B error

2 © ISO/IEC 2016 - All rights reserved
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4 Symbols and abbreviated terms

For the purposes of this part of ISO/IEC 14443, the following symbols and abbreviated terms apply.

ADC Application Data Coding, Type B

AFI Application Family Identifier, card preselection criteria by application, Type B
APf anticollision prefix f, used in REQB/WUPB, Type B

APn anticollision prefix n, used in Slot-MARKER command, Type B

ATQA Answer to Request, Type A
ATQB Answer to Request, Type B

ATTRIB  PICC selection command, Type B

BCC Block Check Character (UID CLn check byte), Type A
CID Card Identifier

CLn cascade level n, Type A

CT cascade tag, Type A

CRC_A Cyclic Redundancy Check error detection code, Type A
CRC_B Cyclic Redundancy Check error detection code, Type B
D Divisor

E end of communication, Type A

EGT extra guard time, Type B

EOF end of frame, Type B

etu elementary time unit

FDT frame delay time PCD to PICC, Type A

fc carrier frequency

FO Frame Option, Type B

fs subcarrier frequency

FWI Frame Waiting time Integer,

FWT Frame Waiting Time

HLTA halt command, Type-A

HLTH halt command, Type B

ID identificatiopiumber, Type A

INF informatign field belonging to higher layer, Type B
LSB least significant bit

MBL Maximum Buffer Length, Type B

MBLI Maximum Buffer Length Index, Type B

MSB most significant bit

N murnber of anticottisiomstots; Type B

n variable integer value as defined in the specific clause
NAD node address

NVB number of valid bits, Type A

P odd parity bit, Type A

PCD proximity coupling device

PICC proximity card or object

PUPI Pseudo-Unique PICC Identifier, Type B

PXD proximity extended device

R slot number chosen by the PICC during the anticollision sequence, Type B

REQA REQuest command, Type A

© ISO/IEC 2016 - All rights reserved 3
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REQB REQuest command, Type B

RFU reserved for future use by ISO/IEC
S start of communication, Type A
SAK Select acknowledge, Type A

SEL select code, Type A

SELECT  SELECT command, Type A

SFGI Start-up Frame Guard time Integer

SFGT Start-up Frame Guard Time

SOF Start Of Frame, Type B

teye nlaximum automatic mode alternation cycle time
tdiff njinimum time difference of PICC Mode durations

tg, PICC Iqw EMD time, PICC
tE, PCD lqw EMD time, PCD

TRO ghard time as defined in ISO/IEC 14443-2, Type B

TR1 synchronization time as defined in ISO/IEC 14443-2, Type B
TR2 fiflame delay time PICC to PCD, Type B

UID uhique identifier, Type A

UID CLn  uhique identifier of CLn, Type A

uidn byte number n of unique identifier,n > 0

WUPA Wake-UP command, Type A

WUPB Wake-UP command, Type B

For the purposes of this part of ISO/IEC 14443, the following notations apply.

— (xxxxx)b
. IXYI

5 [Initial dialogs

5.1 Alternating PICC and PCD support (PXD)

A proximity
requirement

The alternat
Mode or PCL

The PICC Mo

data bit representation
hexadecimal notation, equal to XY t@/the base 16

extended device((PXD) shall alternately support PICC requirements (PICC Mode) ang
s (PCD Mode).

ion betwéen the PICC Mode and the PCD Mode may be either automatic or a Mode
Mode)may be explicitly selected by the user.

de’and the PCD Mode are defined as PICC and PCD in ISO/IEC 14443.

| PCD

(PICC

The automat

ic alternation is defined as follows:

— the PXD shall alternate between the PICC Mode and the PCD Mode with maximum cycle time tcyc=1s
and shall stay in PICC Mode (ready for receiving REQA/WUPA or REQB/WUPB commands, except
for the first 5 ms) longer than in PCD Mode (generating operating field), until a communication to
either a PICC, a PCD or another PXD is established;

— the PXD shall randomly set the PICC Mode duration for each cycle to a value chosen from a set of at
least two different values differing by at least tgijff = 5 ms between each of them;

— in PICC Mode, after reception of a valid REQA/WUPA or REQB/WUPB command, the PXD shall not
go in PCD Mode before a POWER-OFF state;

© ISO/IEC 2016 - All rights reserved
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— whenleaving the PCD Mode after processing of a PICC (or a PXD in PICC mode), the PXD shall resume
its automatic mode alternation with the PICC Mode first.

The PXD may check the presence of external operating field to decide not to enter PCD Mode, i.e. to stay
in PICC Mode for a further random PICC Mode duration.

The detection of the removal of a PICC (or PXD in PICC Mode) should be done by a PICC presence check
method without switching off the operating field to keep the same UID/PUPI and to avoid PXD entering
the PCD Mode.

5.2 Alternating between Type A and Type B commands

5.2.1 Polling

In onder to detect PICCs which are in the operating field, the PCD shall send'repedted request
commands. The PCD shall send REQA (or WUPA) and REQB (or WUPB) incanly sequerjce using an
equal or configurable duty cycle when polling Type A and Type B. In additiony’the PCD may send other
commands as described in Annex C.

When a PICC is exposed to an unmodulated operating field (see ISOMEC 14443-2), it shqll be able to
accet a request within 5 ms.

EXAMPLE1 When a PICC Type A receives any Type B command; it’shall be able to accept a REQA (or WUPA)
within 5 ms of unmodulated operating field.

EXAMPLE 2 When a PICC Type B receives any Type A comiand, it shall be able to accept a REQB (or WUPB)
within 5 ms of unmodulated operating field.

EXAMPLE3  When a PICC Type A is exposed to fieldyactivation, it shall be able to accept a REQA (or WUPA)
withih 5 ms of unmodulated operating field.

EXAMPLE4  When a PICC Type B is exposed, to field activation, it shall be able to accept a REQB (or WUPB)
withif 5 ms of unmodulated operating field.

EXAMPLES5  When a PICC supporting/Fype A and Type B is exposed to field activation, it shall bejable to accept
a REQJA (or WUPA) within 5 ms of unmodulated operating field.

EXAMPLE 6  When a PICC supporting Type A and Type B is exposed to field activation, it shall bejable to accept
a REQB (or WUPB) within 5 ms of unmodulated operating field.

In orgler to detect PICCs,vequiring 5 ms, PCDs should periodically present an unmodulatgd field of at
least|5,1 ms duratiof (prior to both Type A and Type B request commands), but may poll jmore rapidly
becayse PICCs may react faster.

If the| PICC supports Type A and Type B, then it shall be locked in the type of the first processed request
command-(after Answer to Request of one type, the other type is disabled until the PICC enters POWER-
OFF dtate):

PCDs may need to adapt their polling cycles if they want to detect such a PICC in the disabled type.

5.2.2 Influence of Type A commands on PICC Type B operation

A PICC Type B shall either go to IDLE state (be able to accept a REQB) or be able to continue a transaction
in progress after receiving any Type A frame.

A PICC Type B should have the same behaviour after receiving any frame of any other standard using
the same carrier frequency.

© ISO/IEC 2016 - All rights reserved 5
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5.2.3 Influence of Type B commands on PICC Type A operation

A PICC Type A shall either go to IDLE state (be able to accept a REQA) or be able to continue a transaction
in progress after receiving any Type B frame. If the PICC Type A is in READY* or ACTIVE* state when
receiving any Type B frame, it may also go to HALT state as described in Figure 7.

A PICC Type A should have the same behaviour after receiving any frame of any other standard using
the same carrier frequency.

5.2.4 Transition to POWER-OFF state

Th PICC hf Hhointha POWED OFLE ctata o latarth o B oo vt n apnpating 401 10 coanitohad ff
e SNgrmree-Htthe o e orr-State-Rorater-tnahoF tHe att tr15-SWteEreer .

TTSOrccT OPTT TS5 TICT

6 Type A — Initialization and anticollision
This Clause ¢lescribes the initialization and anticollision sequence applicable for PICCs of Type A.

A PICC or PCD sending RFU bits shall set these bits to the value indicated hereinopto (0)b if no vallue is
given. A PICC or PCD receiving RFU bits shall disregard the value of these bits arid shall maintaih and
not change its function, unless explicitly stated otherwise.

6.1 etu

The value of|the etu for each bit rate is defined in Table 1.

Table 1 — etu
Bit rates etu

fc/128  (~ 106 kbit/s) 128/fc (~ 9,4 pus)
fc/64 (~ 212 kbit/s) 128/(2fc) (~ 4,7 ps)
fc/32 (~ 424 kbit/s) 128/(4fc) (~ 2,4 us)
fc/16 (~ 848 kbit/s) 128/(8fc) (~ 1,2 us)

fc/8 (~ 1,70-Mbit/s) 128/(16fc)  (~ 0,59 ps)

fc/4 (~(3,89 Mbit/s) 128/(32fc)  (~ 0,29 ps)

fc/2 (~ 6,78 Mbit/s) 128/(64fc)  (~ 0,15 ps)

For bit rates|of 3fc/4, fc, 3fc/2 and 2fc see E.1.

6.2 Frame formatand timing

This subclayse definies the frame format and timing used during communication initializatiop and
anticollision} For bit representation and coding, refer to ISO/IEC 14443-2.

Frames shall be transferred in pairs, PCD to PICC followed by PICC to PCD, using the following sequence:
— PCD frame:
— PCD start of communication;
— information and, where required, error detection bits sent by the PCD;
— PCD end of communication;
— Frame delay time PCD to PICC;
— PICC frame:

— PICC start of communication;

6 © ISO/IEC 2016 - All rights reserved
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— information and, where required, error detection bits sent by the PICC;

— PICC end of communication;

— Frame delay time PICC to PCD.

NOTE

6.2.1

The frame delay time (FDT) from PCD to PICC overlaps the PCD end of communication.

Frame delay time

-3:2016(E)

The frame delay time is defined as the time between two frames transmitted in opposite directions.

6.2.1
This

within the start bit transmitted by the PICC and shall respect the timing defined inFigure

wher
For b
Forb
Table

1 Frame delay time PCD to PICC
s the time between the end of the last pause transmitted by the PCD and the fifst mod
e n is an integer value.

trates of fc/8, fc/4 and fc/2, the FDT starts at the end of the last modulation transmitte
trates of 3fc/4, fc, 3fc/2, and 2fc see E.2.1.1.

trang

2 defines values for n and FDT depending on the commahd type and the logic stat
mitted data bit in this command.

ulation edge
| and Table 2

d by the PCD.

e of the last

Last data bit transmitted by PCD First modulation of PIC
FDT
< >
\ \ \ | §§
L ’L J te picc
1 etu 2'etu
logic “1“  End ©f communication Start ¢
(E) communicaf
FDT

A
\J

O L

ion (S)

< > tF PICC
1 etu 2 etu
logic “0“  End of communication Start of
(E) communication (S)

NOTE

Figure 1 — Frame delay time PCD to PICC for bit rates up to fc/16

1  tg piccis specified in Clause 8.
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Table 2 — Frame delay time PCD to PICC

Command type n (integer value) FDT
last bit = (1)b last bit = (0)b
REQA command 9 (nx 128 + 84)/fc (nx 128 + 20)/fc
WUPA command [=1236/fc] [=1172/fc]
ANTICOLLISION command
SELECT command
All other commands at bit rates
PCD to PICC PICC to PCD
fC/128 _9 (u X 128 + 84)/{[1, (u X 128 + ZOI)/fC
fc/64 e/128 >8 (nx128+148)/fc | (nx 128 +116)/fc
C
fc/32 =8 (nxx 128 + 116)/fc | (n x 128+ 100)/fc
fc/16 >8 (nx128+100)/fc | (nx-128+92)/fc
fc/128 or fc/$4 or fc/32 |fc/64 or fc/32 or fc/16 Not applicable =1 116/fc =1 116/fc
or fc/16 or fcf8 or fc/4 |or fc/8 or fc/4 or fc/2
or fc/2 or 3fcy4 or fc or
3fc/2 or 2fc
For anticollisi¢n, all PICCs in the field shall respond in a synchronous way to the commands:*REQA, WUPA, ANTICOLLJISION
and SELECT.
NOTE 2  If4 bitrate higher than fc/16 is selected for PCD to PICC commuhication, then a bit rate of fc/128)is not
allowed for PICC to PCD communication, see ISO/IEC 14443-4. This restrietion is required because the nec¢ssary
precise FDT i$ not defined for PCD NRZ coding which is used for bitrates higher than fc/16.
The FDT measurement starts at the beginning of the rising:edge as specified and illustrated with small
circles in thq following figures of ISO/IEC 14443-2:
— Figure 3 for PCD to PICC bit rate of fc/128;
— Figure § for PCD to PICC bit rates of fc/64, f¢/82 and fc/16;
— Figure 1§6 for PCD to PICC bit rates of f&/8, fc/4 and fc/2.
The measur¢d FDT shall be between thevalue given in Table 2 and the value given in Table 2 + 0,4 us.
The PCD should accept a response with a FDT tolerance of -1 /fc to (+0,4 us + 1/fc).
6.2.1.2 Frame delay timé PICC to PCD
This is the |time between the last modulation transmitted by the PICC and the first modulation
transmitted|by the PCD"and shall be atleast 1 172 /fc.
To enhance [nteroperability, an additional waiting time of 100/fc should be incorporated in thg PCD
operation.

6.2.2 Request Guard Time

The Request Guard Time is defined as the minimum time between the start bits of two consecutive
REQA or WUPA commands. It has the value 7 000/fc.

To enhance interoperability, an additional waiting time of 100/fc should be incorporated in the PCD

operation.

6.2.3 Frame formats

The following frame types are defined:

short frames;
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— standard frames;

— b
— P

it oriented anticollision frame;

CD standard frames for bit rates of fc/8, fc/4 and fc/2.

6.2.3.1 Short frame

A short frame is used to initiate communication and consists of, in the following order as illustrated in
Figure 2:

— start of communication;

— dnd of communication.

No pd

6.2.3

6.2.3

standlard frame

Stand

— §

|
- S

The H

7| data bits transmitted LSB first (for coding see Table 3);

rity bit is added.
LSB MSB
S | b1b2b3b4b5b6b7 | E
Figure 2 — Short frame
2 Standard frames

2.1 PCD standard frame for bit rates'of fc/128, fc/64, fc/32 and fc/16 and PI

ard frames are used for data exchange and consist of, in the following order:
tart of communication;

x (8 data bits + odd parity bit), with n =2 1. The LSB of each byte is transmitted first.
bllowed by an odd parity bit. The parity bit P is set such that the number of 1s is odd in

Each byte is
(b1 to b8, P);

nd of communicdtion.
CD standard.frame for bit rates of fc/128, fc/64, fc/32 and fc/16 is illustrated in Figure 3.
LSB
[5]o1" " Tsthyte  W[P[o1 " Zndbyle 5] p|b1// ribyte P[P
A A
odd parity odd parity odd parity at the
end of the frame

Figure 3 — PCD standard frame for bit rates of fc/128, fc/64, fc/32 and fc/16

As an exception, the last parity bit of a PICC standard frame shall be inverted if this frame is transmitted
with bit rate higher than fc/128. PICC standard frames are illustrated in Figure 4.

© ISO/IEC 2016 - All rights reserved
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PICC standard frames for bit rate of fc/128

LSB
[S[b1" " dstbyte  b8|P[b1° " 2ndbyte 'b8|P|b1// nthbyte ~ b§[P|E

odd parity odd parity odd parity at the
end of the frame

PICC|standard frames for bit rates higher than fc/128

LSB
(ST Tuthyte " WP dudbyte " W[P[/ [ Tuithyte " THIPTE

odd parity odd parity even parity aff the
end of the frame

Figure 4 — PICC standard frames for all bit rates

6.2.3.2.2 RCD standard frame for bit rates of fc/8, fc/4 and fc/2

The charact¢r transmission format and character separatiofn/as defined in 7.1.1 and 7.1.2, respectively,
shall be used.

The frame fqrmat is defined in 7.1.3.

6.2.3.2.3 PCD standard frame for bit rates.of3fc/4, fc, 3fc/2 and 2fc
SeeE.2.2.1.

6.2.3.3 Bif oriented anticollisionframe

The PCD shall be designed to detect a collision that occurs when at least two PICCs simultaneously
transmit bit patterns with oneormore bit positions in which atleast two PICCs transmit complemeptary
values. In this case, the bit{ patterns merge and the carrier is modulated with the subcarrier far the
whole (100%) bit duratien\(see ISO/IEC 14443-2:2016, 8.2.5.1).

Bit oriented hnticollision frames shall only be used during bit frame anticollision loops and are stapdard
frames with|a lengthof 7 bytes, split into the following two parts:

— part 1 fgritransmission from PCD to PICC;

— part 2 for transmission from PICC to PCD.

For the length of part 1 and part 2, the following rules shall apply:
— rule 1: The sum of data bits shall be 56;

— rule 2: The minimum length of part 1 shall be 16 data bits;

— rule 3: The maximum length of part 1 shall be 48 data bits.

Consequently, the minimum length of part 2 shall be 8 data bit and the maximum length shall be
40 data bits.
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Since the split can occur at any bit position within a byte, the following two cases are defined:

— case FULL BYTE: Split after a complete byte. A parity bit is added after the last data bit of part 1;
— case SPLIT BYTE: Split within a byte. No parity bit is added after the last data bit of part 1.

The Block Check Characters (BCC) is calculated as exclusive-or over the four previous bytes.

The following examples for case FULL BYTE and case SPLIT BYTE define the bit organization and order
of bit transmission, illustrated in Figure 5 and Figure 6.

NOTE These examples include proper values for NVB and BCC.

Standard frame, split after 4™ complete data byte

SEL NVB uido uid1 y  uid2 uid3 BGC
[s] 11001001 [ 1] 00000010 [ 0] 01001100 [ 0] 00001000 J0[ 11010101 [ 0] 10110011 [ 0] 00100010 [ ] E]
'93' 40" '32' 10’ "AB’ ‘D’ ‘44
Anticollision frame, part 1: PCD to PICC
A
1 A
[s] 11001001 [ 1] 00000010 [ 0] 01001100 [ 0] 00001000 JOJE] ()
Anticolision frame, part 2: PICC to PCD
A
i N
[s] 11010101 Jo] 10110011 [ 0] 00100010 | ] E|

Figure 5 — Bit organization and transmission of bit oriented anticollision frame, casg¢ FULL BYTE

Standard frame, split after 2 data bytes + 5 data bits

SEL NVB uido uid1 uid2 uid3 BCC
[s] 11001001 [ 1] 10100100 [ 0] 01001466 | 0] 00001000 Jo] 11010101 [ 0] 10110011 [ 0] 00100010 [ ] E]
'93" 25" 32" '10' 'AB' ‘D’ ‘44'
Anticollision frame, paft 13 PCD to PICC
A
1 A
[s] 11001001 | 20100100 o] 01001 [ E] —
Anticollision frame, part 2: PICC to PCD
A
N
[s] 100 [ x| 00001000 | o] 11010101 [0 10110011 [ 0] 00100010 | ] E|

Figure 6 = Bit organization and transmission of bit oriented anticollision frame, case SPLIT BYTE

For a SPLIT BYTE, the first parity bit of part 2 shall be ignored by the PCD.

6.2.4 CRCA
A frame that includes CRC_A shall only be considered correct if it is received with a valid CRC_A value.

The frame CRC_A is a function of k data bits, which consist of all the data bits in the frame, excluding parity
bits, S and E, and the CRC_A itself. Since data is encoded in bytes, the number of bits k is a multiple of 8.

For error checking, the two CRC_A bytes are sent in the standard frame, after the bytes and before
the E. The CRC_A is as defined in ISO/IEC 13239 but the initial register content shall be ‘6363’ and the
register content shall not be inverted after calculation.

For examples, refer to Annex B.
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6.3 PICC states

The following subclauses provide descriptions of the states for a PICC of Type A specific to the
anticollision sequence.

The following state diagram in Figure 7 specifies all possible state transitions caused by commands of
this part of ISO/IEC 14443. PICCs shall react to valid received frames only. No response shall be sent
when transmission errors are detected except for PICCs in ACTIVE or ACTIVE* state.

The following symbols apply for the state diagram shown in Figure 7.

AC ANTICOLLISION command (matched UID)
nAC ANTICOLLISION command (not matched UID)
SELECT SELECT command (matched UID)

nSELECT SELECT command (not matched UID)

RATS RATS command, defined in ISO/IEC 14443-4
DESELECT |DESELECT command, defined in ISO/IEC 14443-4
Error transmission error detected or unexpected Type A command

12 © ISO/IEC 2016 - All rights reserved
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Out of Field
=\POWER-OFF
In Field
REQA, L AC,
AC, A
nAC / nac,
SELECT, > IDLE SELECT,
nSELECT \ nSELECT,
HLTA, ' HLTA,
4 Error
ETTOT
REQA, REQA,
WUPA, WUPA,
nAC, WUPA nAC, REQA, WUPA
nSELECT, nSELECT,
HLTA, HLTA,
Error Error
\ 4 \ 4
READY* AC REAEI AC
REQA, REQA,
WUPA, WUPA,
AC, AC,
nAc, SELECT nAC, SELECT
SELECT, SELECT,
nSELECT, nSELECT,
Error Error
A4 \4
ACTIVE* ﬁ' IVE
RATS
PROTOCOL
Specified in
DESELECT
SELEC ISO/IEC 14443-4
HLTA HLTA
A4 A4

Figure 7 — PICC Type A state diagram

PICCdbeing rnmp]ianf with TQﬂI/IFF 14.443-3 but not selected with RATS from TQ('\I/”:'F

o
leave the ACTIVE or ACTIVE* state by proprietary commands.

6.3.1 POWER-OFF state

Description:

In the POWER-OFF state, the PICC is not powered by a PCD operating field.

State exit conditions and transitions:

4443-4 may

If the PICC is in an energizing magnetic field greater than Hpyi, (see ISO/IEC 14443-2), it shall enter its
IDLE state within a delay not greater than defined in 5.2.

© ISO/IEC 2016 - All rights reserved
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6.3.2 IDLE state
Description:

In the IDLE state, the PICC is powered. It listens for commands and shall recognize REQA and WUPA
commands.

State exit conditions and transitions:

The PICC enters the READY state after it has received a valid REQA or WUPA command and transmitted
its ATQA.

6.3.3 READY state
Description:

In the REAI)Y state, the bit frame anticollision method shall be applied. Cascade levels are hapdled
inside this state to get the complete UID.

State exit cgnditions and transitions:

The PICC enflers the ACTIVE state when it is selected with its complete UID:

6.3.4 ACT|VE state
Description:

If the PICC complies with ISO/IEC 14443-4 then the PICC shall’bé ready to accept the protocol activjation
command (RATS) as specified in ISO/IEC 14443-4, else.it may proceed with non ISO/IEC 14443-4
protocol.

State exit cgnditions and transitions:
The PICC enflers the HALT state when a valid HFA command is received.

NOTE Infthe higher layer protocol, specificc¢commands can be defined to return the PICC to its HALT stpte.

6.3.5 HAILF state
Description:
In the HALT [state, the PICC shall respond only to a WUPA command.
State exit cgnditionsiand transitions:

The PICC enters the READY* state after it has received a valid WUPA command and transmitted its ATQA.

6.3.6 READY*state
Description:

The READY* state is similar to the READY state. The differences are the transitions specified in Figure 7.
The bit frame anticollision method shall be applied. Cascade levels are handled inside this state to get
complete UID.

State exit conditions and transitions:

The PICC enters the ACTIVE* state when it is selected with its complete UID.

6.3.7 ACTIVE* state

Description:

14 © ISO/IEC 2016 - All rights reserved
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The ACTIVE* state is similar to the ACTIVE state. The differences are the transitions specified
in Figure 7. If the PICC complies with ISO/IEC 14443-4, then the PICC shall be ready to accept the
protocol activation command (RATS) as specified in ISO/IEC 14443-4, else it may proceed with non
ISO/IEC 14443-4 protocol.

State exit conditions and transitions:

The PICC enters the HALT state when a valid HLTA command is received.

6.3.8 PROTOCOL state

Description:

In th¢ PROTOCOL state, the PICC behaves according to ISO/IEC 14443-4.

6.4 [Command set
The dJommands used by the PCD to manage communication with several PICCs are as folloys:
— HEQA;

— WUPA;

— ANTICOLLISION;
— SELECT;

— HLTA.

The gommands use the byte and frame formats described above.

6.4.1 REQA and WUPA commands

The REQA and WUPA commands are sent by the PCD to probe the field for PICCs of Typd A. They are
trangmitted within a short frame. See)Figure 7 to check in which cases PICCs actually have[to answer to
thesg respective commands.

Partifularly, the WUPA command is sent by the PCD to put PICCs which have entered the HALT state back
into the READY* state. They shall then participate in further anticollision and selection pr¢cedures.

Tableg 3 shows the coding of REQA and WUPA commands which use the short frame format

Table 3 — Coding of short Frame

b7 |b6 | b5 (b4 | b3 | b2 | bl |Meaning
0O|1|0|0|1|1]|0]/26=REQA
T O T T T 0T 0T T T O T52=WUPA
0[1|1]0]|1]|0]|1]|35=0ptionaltimeslot method; see AnnexC
110[0| x| x| x| x |40 to‘4F =Proprietary
111 |1]x]| x| x |'78to'7F =Proprietary
all other values RFU

A PCD sending an RFU value is not compliant with this part of ISO/IEC 14443.

A PICCreceiving an RFU value should consider the short frame as an error (see Figure 7) and should not
send a response.
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6.4.2 ANTICOLLISION and SELECT commands

These commands are used during an anticollision loop (see Figure 5 and Figure 6). The ANTICOLLISION

and SELECT

commands consist of the following:

— select code SEL (1 byte);

number

of valid bits NVB (1 byte, for coding see Table 8);

— 0 to 40 data bits of UID CLn according to the value of NVB.

NOTE
SEL specifie
The ANTICO
The SELECT

Aslongas N
the PICC ren

If NVB spec
called SELE(

If the PICC |
READY* stat

Otherwise, ]
loop with in

The composition of UID CLn for the different UID sizes is shown in Figure 12.

t the cascade level CLn.
LLISION command is transmitted within bit oriented anticollision frame.
command is transmitted within standard frame.

VB does not specify 40 valid bits, the command is called ANTICOLLISION command, v
ains in READY or READY* state.

fies 40 data bits of UID CLn (NVB = ‘70’), a CRC_A shall beappended. This comms
T command.

as transmitted the complete UID, it transits from READY state to ACTIVE state or
e to ACTIVE* state and indicates in its SAK responsé,that UID is complete.

he PICC remains in READY or READY* state and/the PCD shall initiate a new anticol
'reased cascade level.

vhere

nd is

from

lision

6.4.3 HLTA command
The HLTA command consists of two bytes followed by CRC_A and shall be transmitted within a stajpdard
frame, defingd in Figure 8.

S| A0 | ‘007 CRC_A E

If the PICC r¢
the HLTA co

Figure 8 - Standard frame containing HLTA command

psponds withsany modulation during a period of 1 ms after the end of the frame conta
mmand, thistesponse shall be interpreted as ‘not acknowledge’.

The PCD should apply-an additional waiting time margin of 0,1 ms.

6.5 Select

ining

sequence

The purpose of the select sequence is to get the UID from one PICC and to select this PICC for further

communicat

6.5.1 Sele

ion.

ct sequence flowchart

The select sequence is specified in Figure 9.

16
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o)

'

Send REQA

'

Receive ATQA

v

Select
cascade level 1

I v v
Increase Perform bit frame
cascade level anticollision loop

A

UID not complete, PICC not
compliant to
ISO/IEC 14443-4

UID not complete

Check SAK

UID complete, PICC
compliant to
ISO/IEC 14443-4

I Y

I Prorietary

Proceed with commrands and protocols | commands
defined in\ISO/IEC 14443-4 I and protocols

Figure 9 — Initialization and anticollision flowchart for PCD

PICCq4 may use ATQA bit combinations of b9 to b12 for indication of proprietary methods.

PICCq that do Het'support the mandatory bit frame anticollision are not compliant with| this part of
ISO/IEC 14443.

6.5.2| .“ATQA — Answer to Request

After a REQA command is transmitted by the PCD, all PICCs in the IDLE state shall respond
synchronously with ATQA.

After a WUPA command is transmitted by the PCD, all PICCs in the IDLE or HALT state shall respond
synchronously with ATQA.

The PCD shall detect any collision that may occur when multiple PICCs respond.

An example is given in Annex A.

6.5.2.1 Coding of ATQA
Table 4 specifies the coding of ATQA. All RFU bits shall be set to (0)b.
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Table 4 — Coding of ATQA

MSB LSB
b16 | b15 | b14 | b13 | b12 | b11 [ b10 | b9 | b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1
RFU Proprietary coding UID size RFU Bit frame anticollision
bit frame

The PICC shall send the byte consisting of (b1 to b8) first and then the byte consisting of (b9 to b16) in
a PICC standard frame.

A PICC sending an ATQA with (b8,b7) = (11)b or (b16 to b13) <> (0000)b or b6 <> (0)b is not compliant

with this pa
A PCD detect

loop (see 6.5
value in the

A PCD receiy
should comn

6.5.2.2 Coding rules for bit frame anticollision

— Rule 1: H

— Rule 2:
anticolli

VR ol faVaWA d ool IV W IV Ka)
LU IOU/TLEG 17770,

proprietary field b12 to bO.

its b7 and b8 code the UID size (single, double or triple, sée’lable 5).

Table 5 — Coding of b8 and b7 for: bit frame anticollision

ing a collision in any bit of (b16 to b1) shall commence with the first step of the anticollision
.3.1). The PCD shall commence with the first step of the anticollision loop regardless ¢f any

ring (b8,b7) = (11)b or (b16 to b13) <> (0000)b or b6 <> (0)b should ighore the values and
nence with the first step of the anticollision loop (see 6.5.3.1).

Dnly one out of the five bits b1, b2, b3, b4 or b5 shall\be set to (1)b to indicate bit frame
sion (see Table 6).

b8 b7 Meaning
0 0 UID size: single
0 1 UID size: double
1 0 UID size: triple
1 1 RFU

Table 6 — Coding of b5 to b1 for bit frame anticollision

b5

b4(|)b3 | b2 | bl

Meaning

bit frame anticollision

bit frame anticollision

bit frame anticollision

bit frame anticollision

oo |-

[« Rl el T Ne)
o |Oo|Rr|O|O
o |lRr|O|lOC|O
Il = =R =N ]

bit frame anticollision

6.5.3 Anticollision and Select

6.5.3.1 Anticollision loop within each cascade level

The following algorithm shall apply to the anticollision loop.

Step 1 The PCD shall assign SEL with the code for the selected anticollision cascade level.

Step 2 The PCD shall assign NVB with the value of ‘20"
NOTE 1 This value defines that the PCD will transmit no part of UID CLn. Consequently, this com-
mand forces all PICCs in the field to respond with their complete UID CLn.

Step 3 The PCD shall transmit SEL and NVB.
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Step 4 All PICCs in the field shall respond with their complete UID CLn.

Step 5 If more than one PICC responds, a collision may occur. If no collision occurs, steps 6 to 10 shall be
skipped.
Step 6 The PCD shall recognize the position of the first collision.

Step 7 The PCD shall assign NVB with a value that specifies the number of valid bits of UID CLn. The valid
bits shall be part of the UID CLn that was received before a collision occurred followed by a (0)b or
(1)b, decided by the PCD. A typical implementation adds a (1)b.

Step 8 The PCD shall transmit SEL and NVB, followed by the valid bits.

Step 9 Only PICCs of which the part of UID CLn is equal to the valid bits transmitted by the PCD shall
transmit their remaining bits of the UID CLn.

Step [LO If further collisions occur, steps 6 to 9 shall be repeated. The maximum number of I6gps is 32.
Step [L1 If no further collision occurs, the PCD shall assign NVB with the value of ‘70’.

NOTE 2 This value defines that the PCD will transmit the complete UID CLn:
Step 12 The PCD shall transmit SEL and NVB, followed by all 40 bits of UID CLn, followed by CHC_A.
Step [L3 The PICCs which UID CLn matches the 40 bits shall respond with theix SAK.

Step [14 If the UID is complete, the PICC shall transmit SAK with cleared cascade bit and shall transit from
READY state to ACTIVE state or from READY* state to ACTIVE* stdte.

Step [L5 The PCD shall check if the cascade bit of SAK is set to decide-whether further anticollisfion loops
with increased cascade level shall follow.

If the|]UID of a PICC is complete and known by the PCD, the PED may skip step 2 to step 10 fo select this
PICC without performing the anticollision loop.

NOTH3  Figure 10 explains steps 1 to 13.
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Start of anticollision
loop

Y

@l SEL := code (cascade level) |
\ \
@ NVB =20’ | @ NVB := 20" + coll

Y

\
Transmit Transmit
ANTICOLLISION Command ANTICOLLISION Command
<) O
SEL NVB | SEL | NVB | UID CLn

|

@ Receive UID CLn @

6
e @ C coll;= Position of first
Yes collision

Transmit SELECT Command
@l SEL | NVB | UID CEn | CRC_A |

\
@ Receive SAK |

\
End of anticollision
loop

Figure 10 — Anticollision loop, flowchart for PCD

NOTE4  THe cireled humbers correspond to the steps of the algorithm.

6.5.3.2 Co'ci of SEE (aclcct LUdC)

Table 7 specifies the coding of SEL.

Table 7 — Coding of SEL

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
1 0 0 1 0 0 1 1 '93": Select cascade level 1
1 0 0 1 0 1 0 1 '95": Select cascade level 2
1 0 0 1 0 1 1 1 '97’: Select cascade level 3
1 0 0 1 |other values except RFU
those here above
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The length of SEL is 1 byte. The possible values are ‘93’,‘95’, ‘97",

NOTE Only three SEL codings are defined and the PICC behavior when receiving undefin
unpredictable.
6.5.3.3 Coding of NVB (number of valid bits)

Length: 1 byte

-3:2016(E)

ed codings is

The upper 4 bits are called “byte count” and specify the integer part of the number of all valid data bits
transmitted by the PCD (including SEL and NVB) divided by 8. Consequently, the minimum value of

“bytP count” is 2 and the maximum value is 7

The 1
PCD

bwer 4 bits are called “bit count” and specify the number of all valid data bits transn
including SEL and NVB) modulo 8.

Table 8 — Coding of NVB

hitted by the

b8 | b7 | b6 | b5 Meaning b4 | b3 | b2\ Vb1l Meaning

0 0 1 0 | byte count =2 0 0 0 0 | bitcountz0
0 0 1 1 | byte count =3 0 0 0 1 | bitcountz1
0 1 0 0 | byte count=4 0 0 1 0 | bitcount 2
0 1 0 1 | byte count=5 0 0 1 1 | bitcount# 3
0 1 1 0 | bytecount=6 0 1 0 0 | bitcount 34
0 1 1 1 | byte count=7 0 1 0 1 | bitcountz5

0 1 1 0 | bitcountz6

0 1 1 1 | bitcountz7

The FCD shall set NVB only to values defined in Table 8 except that for byte counts 6 af

count
1S0/1

A PCI
part
the b
part

6.5.3

SAK,
when

of 0 is allowed. A PCD setting NVB*to any forbidden value is not compliant with|
EC 14443.

D setting the byte count (b8.to b5) to any value outside the range 2 to 7 is not compli
hf ISO/IEC 14443. A PCD _setting the bit count (b4 to b1) > 7 for byte count equal 2 tg
t count (b4 to bl) to any value other than 0 for byte count equal 6 or 7 is not compli
fISO/IEC 14443.

4 Coding of SAK (Select acknowledge)

s defineddn'Figure 11, is transmitted by the PICC when NVB has specified 40 valid

\d 7, only bit
this part of

hnt with this
5 or setting
hnt with this

lata bits and

all these data bits match with UID CLn.
1" byte | 2", 3" bytes
SAK | CRC A
(1 byte) (2 bytes)

Figure 11 — Select acknowledge (SAK)

The coding of bits b3 (cascade bit) and b6 is given in Table 9.
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Table 9 — Coding of SAK

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
X [ x| x| x| x|1]|x]|X Cascade bit set: UID not complete
x | x| 1| x| x |0 x| X UID complete, PICC compliant with ISO/IEC 14443-4
x | x| 0] x| x| 0| x| x | UDcomplete, PICC not compliant with ISO/IEC 14443-4

“x” means a “don’t care” value.

For b3 = (1)b, the PCD shall ignore any other bit of SAK. For b3 = (0)b, the PCD shall interpret b6 and
shall ignore any of the remaining bits of SAK. A PCD behaving differently is not compliant with this part
of ISO/IEC 14443

When b3 is det to (1)b, all other bits of SAK should be set to (0)b.

6.5.4 UID|contents and cascade levels

The UID consists of 4, 7 or 10 UID bytes. Consequently, the PICC shall handle up to 3 ¢ascade levels fo get
all UID byteg. Within each cascade level, a part of UID shall be transmitted to thé\PCD. The relatiopship
between the|UID size (see Table 5), the numbers of UID bytes and cascade leyéls is given in Table 10.

Table 10 — UID size

UID size Number of UID bytes Cascade levels
single 4 1
double 7 2
triple 10 3

The UID is
— either a fixed unique number,
— arandoin number which is dynamically generated by the PICC (only allowed for single size UID), or
— afixed non-unique number (only allowed for single size UID).

The first byfe (uid0) of the UID assigns the content of the following bytes of the UID as defined in
Table 11 and Table 12.

Table 11 — Single size UIDs

uido Description
‘08’ uid1 to uid3 is a random number which is dynamically
generated
:Xoﬁ _ 4X7n’ 1X9P . ‘XE',
'18’,7287, 738,48, 587,768,778, Proprietary number
I98F' ’A8,, 'BB', 1C8r' 4D8|' 1E8v
'F8’ RFU
xF’ Fixed number, non-unique

A random UID shall be generated only on state transition from POWER-OFF state to IDLE state.

The value ‘88’ of the cascade tag CT shall not be used for uid0 in single size UID.
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Table 12 — Double and triple size UIDs

uid0 Description

Manufacturer ID according to |Each manufacturer is responsible for the uniqueness of

ISO/IEC 7816-62 the value of the other bytes of the unique number.

a  The values ‘81" to ‘FE’, which are marked for “Proprietary” in ISO/IEC 7816-6 shall not be

allowed in this context.

The value ‘88’ of the cascade tag CT shall not be used for uid3 in double size UID.

Figure 12 defines the usage of cascade levels

UIID size
bingle

UIID size
double

UIID size
friple

Cascade Level 1 Cascade Level 2

PCD |93

PICC uidOjuid1{uid2|uid3|BCC

PCD |93’ ‘957

PICC CT [uidOfuid1|uid2| BCC uid3fuid4{uid5puid6| BCC

PCD |93 ‘957 ‘97’

PICC CT |uidOfuid1|uid2| BGC CT |uid3|uid4{ uid5| BCC uid6 |uid7{uid8|hid9| BCC

Cascade Level

Figure 12 — Usage of cascade levels

NOTH The purpose of the cascade tag is to force a collision with PICCs that have a smaller UID

The fpllowitigralgorithm shall apply to the PCD to get the complete UID:

cize.

Step Il The PCD selects cascade level 1

Step 2 The anticollision loop shall be performed.

Step 3 The PCD shall check the cascade bit of SAK.

Step 4 If the cascade bit is set, the PCD shall increase the cascade level and initiate a new anticollision loop.

A PICC sending uid0 with an RFU value is not compliant with this part of ISO/IEC 14443. A PICC sending
a proprietary number shall fulfil all other requirements of the anticollision sequence including CT;

otherwise,

such a PICC is not compliant with this part of ISO/IEC 14443.

During the anticollision, the PCD shall regard uid0 with RFU or proprietary values as a regular uidO0.
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7 Type B — Initialization and anticollision
This Clause describes the initialization and anticollision sequence applicable for PICCs of Type B.

A PICC or PCD sending RFU bits shall set these bits to the value indicated herein or to (0)b if no value is
given. A PICC or PCD receiving RFU bits shall disregard the value of these bits and shall maintain and
not change its function, unless explicitly stated otherwise.

7.1 Character, frame format and timing

This Clause defines the character, frame format and timing used during communication initialization

and anticolligiomrforP of Type B ForbitTepresentation and coding ETto 1SO

etu is definefd in 6.1.

7.1.1 Character transmission format

Bytes are trdnsmitted and received between PICCs and a PCD by characters, the format of which during
the anticolligion sequence is as follows:

— 1 start Hit at logic “0”;
— 8 data bjts transmitted, LSB first;

— 1 stop bjtat logic “1”.

0

The transmifsion of one byte is performed with a character pequiring 10 etu as illustrated in Figufe 1
Start LSB MSB Stop EGT

bl b2 b3 b4 b5 b6 b7 b8

10 etu

Figure 13 < Character transmission format

For bit rates|of 3fc/4, fc, 3fc/2 and\2fc, see E.2.2.3.

From PCD tq PICC, bit boundaries within a character shall occur as defined in Table 13, where n |s the
number of bit boundaries ‘after the start bit falling edge (1 <n <9).

Table 13 — Bit boundaries from PCD to PICC

PCD to PICC bit rate
fc/128 fc/6% fc/32 fc/16
Bit boundaries from PCD to PICC for the falling edge(s) | netu+8/fc | netux1/fc | netu+1/fc | netu+1/fc
Bit boundaries from PCD to PICC for the rising edge(s) | netu+8/fc | netuz4/fc | netu2/fc | netu+1/fc

For PCD to PICC bit rates of fc/8, fc/4, fc/2, bit boundaries shall occur at nominal bit positions.
7.1.2 Character separation

7.1.2.1 Character separation for bit rates up to fc/16
A character may be separated from the next one by the extra guard time EGT.

The EGT between two consecutive characters sent by the PCD to the PICC shall be between 0 and 5,875
etu (not necessarily an integer number of etu), as defined in Table 14.
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The EGT between two consecutive characters sent by the PICC to the PCD shall be between 0 and 2 etu
(not necessarily an integer number of etu), as defined in Table 15.

Table 14 — EGT from PCD to PICC

EGT PCD to PICC
PCD shall use EGT between PICC shall accept EGT between
Min Max Min Max
0 etu 5,875 etu 0 etu 6 etu

Integ
futur

7.1.2
No ch

7.1.3

PCDs
Figun

Table 15 — EGT from PICC to PCD

EGT PICC to PCD
PICC shall use EGT between PCD shall accept EGT betwéen
Min Max Min Max
0 etu 2 etu 0 etu 2,125 etu

er number of etu for EGT should be used for all bit rates. Non integer values may notb
e revisions of this part of [ISO/IEC 14443.

2 Character separation for bit rates of fc/8, fc/4 and fc/2

aracter separation shall be applied.

Frame format

and PICCs shall send characters as framescThe frame is delimited by SOF and by EOF,

Forb

7.1.4

SOF,
folloy

— 0

e 14, unless suppressed in accordance with 7.10.3.3.

SOF Characters EOF

Figure 14 — Frame Format

trates of 3fc/4, fc,8fc/2 and 2fc, see E.2.2.2.

SOF

hs illustrated in Figure 15 and defined in Table 16, Table 17 and Table 18, is com
ving:

nedalling edge;

b accepted in

as defined in

bosed of the

— followed by 10 to 11 etu with a logic “0” (SOF low);

— followed by one single rising edge;

— followed by 2 to 3 etu with a logic “1” (SOF high).

No (sub)carrier L _____________ >10etu,<lletu
modulation

Figure 15 — SOF
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Table 16 — SOF of PCD transmission

PCD shall use time between PICC shall accept time between
Min Max Min Max
PCD SOF low 10 etu 11 etu +1/16 etu 10 etu-1/16 etu 11 etu+ 1/8 etu
PCD SOF high 2etu-1/16 etu 3etu+1/16etu 2etu-1/8etu 3etu+1/8etu
Table 17 — SOF low of PICC transmission
Bit rate PICC shall use SOF low time between |PCD shall accept SOF low time between
vHTT Vax VT ax
fc/128 10 etu-0,5/fs 11 etu+0,5/fs 10 etu-1/fs 11 etu w1/fs
fc/p4 10 etu 11 etu 10 etu-0,5/fs 11 etu* 0,5/fs
fc/B2 10 etu 11 etu 10 etu 11 etu
>fcf32 10 etu 11 etu 10 etu 11 etu
Table 18 — SOF high of PICC transmission
Bit rate PICC shall use SOF high time between [PCD shall accept SOF high time between
Min Max Min Max
fc/128 2etu-0,5/fs 3etu+0,5/fs 2etu-1/fs 3etu+1/fs
fc/p4 2 etu 3etu 2etu-0,5/fs 3etu+0,5/s
fc/B2 2 etu 3 etu 2 etu 3etu
>fcf32 2 etu 3etu 2 etu 3 etu
NOTE Al] values in Table 17 and Table 18 comply with the phase shifts requirements of ISO/IEC 14443-

2:2016,9.2.4.

For bit rates

7.1.5 EOF
EOF, as illust
— one falli
— followeg

— followed

of 3fc/4, fc, 3fc/2 and 2fc see E.2.2.2¢

rated in Figure 16 and defined in Table 19 and Table 20, is composed of the following
hg edge;
by 10 to 11 etuwith a logic “0” (EOF low);

by one sifigle rising edge.

La

st character L 210 etu, <11 etu / No (sub)carrier
""""""""""""""""""""""""" modulation

26

tramsition

Figure 16 — EOF

Table 19 — EOF of PCD transmission

PCD shall use EOF time between
Min Max
10 etu 11 etu+1/16 etu

PICC shall accept EOF time between
Min Max
10etu-1/16etu | 11letu+1/8etu
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Table 20 — EOF of PICC transmission

Bit rate PICC shall use EOF time between PCD shall accept EOF time between
Min Max Min Max
fc/128 10 etu-0,5/fs 11 etu+0,5/fs 10 etu-1/fs 1letu+1/fs
fc/64 10 etu 11 etu 10 etu-0,5/fs 11etu+0,5/fs
fc/32 10 etu 11 etu 10 etu 11 etu
>fc/32 10 etu 11 etu 10 etu 11 etu

NOTE All values in Table 20 comply with the phase shifts requirements of ISO/IEC 14443-2:2016, 9.2 .4.

For bjt rates of 3fc/4, fc, 3fc/2 and 2fc, see E.2.2.2.

7.1.6| Timing before the PICC SOF
PICC ptart of communication after a PCD data transmission shall respect the titning defined|in Figure 17.

The default minimum values of TR0 and TR1 are defined in ISO/IEC 14443<2 and may be reduced by the
PCD; see 7.10.3.

The mhaximum value of TRO is as follows:
— 4096/fc (~ 302 ps) for ATQB;

— ¢5536/fc - TR1 for S(DESELECT) and S(PARAMETERS) blocks (see ISO/IEC 14443-4:2016, 8.1);
— (#096/fc) x 2FWI - TR1 for all other frames (see 79.4.3).
The maximum value of TR1 is 200/fs.

PCD Last character EOF Unmodulated carrier

___________________ U

tepicc |
PICC Subcarrier OFF / | Unmodulated SOF
! subcarrier ON

Figure 17 — Timing before the PICC SOF

NOTE tp, picc is specified in Clause 8.

A PIC 4 +la 1 o 1 £ sy 2ot deta lo H £ it 13af, 3
HIdy TUTIrUIirtarc- suutar T ICT Uiy T TUTTITCITIU S TU D TETIN T ATTS I HT S TTHITUT TTITAa tTOTT.

The minimal and maximal values of TRO and TR1 are applicable to PICCs. PCDs shall accept minimal
and maximal values of TRO with a margin of 16/fc and of TR1 with a margin of 1/fs.

7.1.7 Timing before the PCD SOF

PCD start of communication after a PICC data transmission and EOF shall respect the timing in
Figure 18.

The PICC shall turn off its subcarrier after the transmission of the EOF and respect the timing in
Table 21. The subcarrier signal shall

— not be stopped before the end of the EOF, and
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— be stopped no later than 2 etu after the end of the EOF.

NOTE If the subcarrier is turned off at the same time as the rising edge of the PICC EOF, then the stopping of
the subcarrier represents the rising edge of the PICC EOF.

The minimum value of TR2 is coded in ATQB by Protocol_Type in “Protocol Info” field (see 7.9.4.4).

PICC
. fs ON fs to OFF fz OFF
Subcarrier
| I
L 1 f
I
PICC Daga -
Last character EOF =2etu ' Undefined
Lo .
TR2
- >
|
PCD Unmodulated Carrier SOF

Figure 18 — Timing before the PCD SOF

Table 21 — Timing (fs to OFF) béfore PCD SOF

PICC shall use time between PCD shall accept time between

The minima
of 100/fc.

For bit rates

7.2 CRC_H

A frame shall only be considered correct if it is received with a valid CRC_B value.

The frame C
start bits, st
bytes, the ny

For error ch

Min

Max

Min

Max

0 etu

2 etu

0 etu

2etu+1/fs

value of TR2 is applicable to PICCs:.PCDs shall respect minimal value of TR2 with a m|

of 3fc/4, fc, 3fc/2 and 2fc, see'E.2.1.2.2.

RC_B is a fiufnction of k data bits, which consist of all the data bits in the frame, excl
bp bits, delays between bytes, SOF and EOF, and the CRC_B itself. Since data is encod
mber.ofbits k is a multiple of 8.

pcking, the two CRC_B bytes are included in the frame, after the data bits and befor

argin

iding
ed in

e the

10O 42399

EOF. The CRC

For examples, refer to Annex B.

7.3 Anticollision sequence

D J_C- - A fa¥aWi o—T1 TN | e 4 et 111 1 fAnlalalal
_D IS5 45 UCTHTICU TN IOU/TEG 104207, TIHT HIIUIATI TCEISLCD CULILTHU STIdIT DT dIT ULICS. T'I're .

An anticollision sequence is managed by the PCD through a set of commands detailed in this subclause.

The PCD is the master of the communication with one or more PICCs. It initiates PICC communication
activity by issuing a REQB/WUPB command to prompt for PICCs to respond.

During the anticollision sequence, it may happen that two or more PICCs respond simultaneously: this
is a collision. The command set allows the PCD to handle sequences to separate PICC transmissions in
time. The PCD may repeat its anticollision procedure until it finds all PICCs in the operating volume.
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Having completed the anticollision sequence, PICC communication will be under control of the PCD,

allowing only one PICC to talk at a time.

The anticollision scheme is based on definition of slots in which PICCs are invited to answer with
minimum identification data. The number of slots is parameterized in the REQB/WUPB and can vary
from one to some integer number. PICC response probability in each slot is also controllable. PICCs are
allowed to answer only once in the anticollision sequence.

Consequently, even in case of multiple PICCs present in the PCD field, there will probably be a slot in
which only one PICC answers and where the PCD is able to capture the identification data. Based on the
identification data, the PCD is able to establish a communication channel with the identified PICC.

An anticollision sequence allows selection of one or more PICCs for further communication

7.4 |PICC states description

Different states and transition conditions between states describe the PICC detailed beh

the anticollision sequence.

The fpllowing symbols apply for Figure 19 and Figure 20.

REQB(AFI/nAFI, N, R)/WUPB(AFI/nAFI, N, R)
AFI
nAFI
Slot-MIARKER
nSlotMARKER
HLTH(PUPI)
HLTH(nPUPI)
ATTRIB(PUPI)
ATTRIB(nPUPI)

Erroz

REQB/WUPB commands with matched/unmg
matched AFI
unmatched AFI
Slot-MARKER command with matched slot ny
Slot“MARKER command with unmatched slot]
HETB command with matched PUPI
HLTB command with unmatched PUPI
ATTRIB command with matched PUPI
ATTRIB command with unmatched PUPI

transmission error detected or unexpected T}
mand

at any time.

avior during

itched AFI

mber

number

ype B com-
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POWER-OFF

Out of Field

REQB(HAFI] In Field

WUPB(nAFI)
HLTB(PUPI)
HLTB(nPUPI)
ATTRIB(PUPI)
ATTRIB(nPUPI)
Slot-MARKER
nSlot-MARKER

Error

) REQB(AFI, N>1, R>1)
WUPB(AFI, N>1, R>1)

e REQB(nAFI)
REQB(AFI, N=1) WUPB(nAFI)
WUPB(AFI, N=1)

REQB(AFI, N>1, R=1)
WUPB(AFI, N>1, R=1)
REQB(AFI, N>1, R>1) ey

WUPB(AFI, N>1, R>1)
nSlot-MARKER
HLTB(PUPI)
HLTB(nPUPI)
ATTRIB(PUPI)
ATTRIB(nPUPI)

Error

READY-REQUISTED

Y
e

WUPB(AFI, N>1, R>1)

REQB(AFI, N=1)
WUPB(AFI, N=1)
REQB(AFI, N>1, R=1)
WUPB(AFI, N>1,R¥]) REQB(AFI, N=1)
‘1;%%‘}33[ :112‘;11)) REQB(AFI, N>1, R>1) Slot-MARKER WUPB(AFI, N=1)
WUPB(AFI, N>1, R>1) REQB(AFI, N>1, R=1)
WUPB(AFI, N>1, R=1)
Slot-MARKER
nSlot-MARKER
HLTB(nPUPI)
ATTRIB(nPUPI)

- > READY-DECLARED Brror
\\ ) WUPB(nAFI)
WUPB(AFL, N=1)
p WUPB(AFI, N>1, R=1)
ATTRIB(PUPI)
REQB(AF]) W HLTB(PUPI)
REQB(nAFI) REQB[AFI)
WUPB(AFI) REQB(hAFI)
WUPB(nAFI) HLTB(PUPI)
HLTB(PUPI) HLTB({PUPI)
nLTBmpuPl) | PROTOCOL DESELECT— ATTRIB(PUPI)
ATTRIB(PUPI) ATTRIB{nPUPI)
ATTRIB(nPUPI) Slot-MARKER
Slot-MARKER o nSlot-MARKER
nSlot-MARKER Specified in Error
Erron 1SO/IEC 14443-4
“ J

Figure 19 — PICC Type B state diagram

30 © ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=d45baaf6be23b375c991fa2b38ed90c4

ISO/IEC 14443-3:2016(E)

7.4.1 Initialization and anticollision flowchart

POWER-OFF
Generate PUPI

Wait for REQB
or WUPB

REQB or WUPB
>

Matched AFI

Else

Yes
R>1

Select R J +

R=1 El
€| ( Wait for Matched | REQB or WUPB N
Slot-MARKER

Slot-MARKER

»lat
Ll

Send ATQB

Else
Waitfor’/ATTRIBUT(PUPI) ] REQB or WUPB
Or HLTB(PUPI) J
ATTRIB(PURDH HLTB(PUPI)
Y
Send Answer to Send Answer to
ATTRIB(PUPI) HLTB(PUPI)
T T T T T T Ty T — 1
| Specified in |
: ISO/IEC 14443-4 PROTOCOL :
P N DESELECT | ____ |
Else y y
—[ HALT ]
WUPB

Figure 20 — PICC initialization and anticollision flowchart

NOTE Ris a random number chosen by the PICC in the range from 1 to N (for coding of N, see 7.7.4).

7.4.2 General statement for state description and transitions

To any state, the following shall apply:

— the PICC shall return to POWER-OFF state if the RF field disappears.
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To any state specific to the anticollision sequence (except PROTOCOL state), the following shall apply:

be used;

sections

1

response depending on its state;

default communication parameters as defined in ISO/IEC 14443-2 and in the previous sections shall

the PICC shall not emit subcarrier except to transmit response frames as specified in the previous

if a frame from the PCD is valid (correct CRC_B), the PICC shall perform the required action and/or

as in anticollision commands the first three bits of the data in a frame are (101)b (three first bits of

anticolli

the PIC(
detected

74.3 POV

Description:

In the POWH
State exit c(

If the PICC is
IDLE state W

7.4.4

Description:

In the IDLE
commands.

State exit cq

IDLE state

S1on Prefix byte) the PICC shall not answer to any command frame not starting with-(

shall only react to valid frames received (no response sent when transmission\erroi

).

VER-OFF state

R-OFF state, the PICC is not be powered by a PCD operating field:
nditions and transitions:

in an energizing magnetic field greater than Hpin (see’ISO/IEC 14443-2), it shall ent
ithin a delay not greater than defined in 5.2.

state, the PICC is powered. It listens for frames and shall recognize REQB and V

nditions and transitions:

On receptio

or READY-DECLARED sub-state, depending on values of N and if necessary R, as defined in 7.6.
REQB/WUPB means a valid frame with REQB/WUPB command and a matched AFI. See REQB/V
command sgecification for more details.)

7.4.5 READY-REQUESTED sub-state
Description:

In the READY=-REQUESTED sub-state, the PICC is powered and has received a valid REQB or Y

of a valid REQB or WUPB command frame, the PICC shall enter the READY-REQUE

01)b;

[S are

er its

VUPB

STED
Valid
VUPB

VUPB

command with a control parameter N (not equal to IJ. The PICC has a random number R (not equal to
1) which is used to control its subsequent operation as described in 7.6 It listens for frames and shall
recognize REQB, WUPB and Slot-MARKER commands.

State exit conditions and transitions:

See 7.6 for details.

Specific remark:

In this state,

the ATQB has not yet been sent.

7.4.6 READY-DECLARED sub-state
Description:
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In the READY-DECLARED sub-state, the PICC is powered and has sent its ATQB corresponding to the
last valid REQB/WUPB/Slot-MARKER command received. It listens for frames and shall recognize
REQB/WUPB, ATTRIB and HLTB commands.

State exit conditions and transitions:

On reception of a valid ATTRIB command, the PICC shall enter the PROTOCOL state if the PUPI in the
ATTRIB command matches the PICC PUPI.

If the PUPI in the ATTRIB command does not match the PICC PUPI, the PICC shall remain in the READY-
DECLARED sub-state.

On rdception of a valid REQB/WUPB command frame, the same conditions and transition]s shall apply
as on|reception of a valid REQB/WUPB command frame in the IDLE state.

On rgception of a matched HLTB command, the PICC shall enter the HALT state.

7.4.7) PROTOCOL state
Description:
In th¢ PROTOCOL state, the PICC is powered and has sent its answeinte”ATTRIB command.

If the|PICC was selected for the 14443-4 protocol with the ATTRIB command, then the PICC $hall operate
acconding to ISO/IEC 14443-4 else it may proceed with non ISO/IEC 14443-4 protocol.

Specific remarks:
Valid|REQB/WUPB or Slot-MARKER frames shall natbe answered.
A valld frame with an ATTRIB command shall nat be answered.

In the higher layer protocol, specific commdnds may be defined to return the PICC to other|states (IDLE
or HALT). The PICC may return to these.§tates only following reception of such commands

7.4.8 HALT state
Description:

In the HALT state, the PICC.is powered. It listens for frames and shall recognize WUPB conjmands.
The HUPI shall not change (see 7.9.2) when entering or leaving the HALT state.
Statq exit condijtions and transitions:

On re¢ceptions of a valid WUPB command, the PICC shall enter the READY-REQUESTEID) or READY-
DECHARED/sub-state, depending on values of N and if necessary R, as defined in 7.6. (Valid REQB/WUPB
mearls“a-valid frame with REQB/WUPB command and a matched AFI. See REQB/WURB command
specification for more details.) If the AFI does not match, then the PICC moves to the IDLE state.

7.5 Command set

The following four primitive commands are used to manage multi-node communication channels:
— REQB/WUPB;

— Slot-MARKER;

— ATTRIB;

— HLTB.

All four commands use the character, frame format and timing detailed in 7.1.
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The commands and the responses of the PICC to these commands are described in the following
sections. Any frame received with a wrong format (wrong frame identifiers or invalid CRC_B) shall be

ignored.

7.6 Anticollision response rules

A PICC which is in the IDLE state or READY-REQUESTED sub-state or READY-DECLARED sub-state and
receives a valid REQB/WUPB command (AFI = 0 or AFI matched with an internal application), or which
is in the HALT state and receives a valid WUPB command (AFI = 0 or AFI matched with an internal
application), shall respond according to the following rules, where the parameter N has been given in
the REQB/WUPB command:

ifN=1,

if N> 1,
betweer
— ifR
if R
slot
sub

Figure 19 illy

7.6.1 PIC(

If anticollisi

mandatory for a PICC to support either the REQB/WUPB command with N > 1 or the Slot-MA

command. I
multiple PIC
clauses of th

7.7 REQB

The REQB a
addition, W{

The number
for a given §
respond to t

the PICC shall send an ATQB and shall move to the READY-DECLARED sub-state;

the PICC shall internally generate a random number R which shall be evenly distri
1andN;

= 1, the PICC shall send an ATQB and shall move to the READY-DECLARED sub-state;

> 1, the PICC shall wait until it has received a Slot-MARKER command with a ma
number (slot number = R) before sending the ATQB and moving'to the READY-DECL
state.

Istrates the various state transitions.

with initialization only

bn resolution is not required (e.g. only one RICC is expected in the PCD field), it

is not mandatory for PCDs, especially~those not using REQB/WUPB with N = 1,
C situations, to support such PICCs. These Type B PICCs shall comply with all other rel
s part of ISO/IEC 14443.

WUPB command

hd WUPB commands sest:by the PCD are used to probe the field for PICCs of Type
IPB is particularly used to also wake up PICCs which are in HALT state.

of slots N is included'in the command as a parameter to optimize the anticollision algo
ipplication. Se€ EKigure 19 and Figure 20 for detailed description of when the PICC
hese respective‘commands.

7.71 RE

REQB/WUPB .conimand has the format defined in Figure 21.

}

/WUPB-command format

buted

rched
\RED

s not
RKER
or in
bvant

B. In

Fithm
shall

15t byte 2nd hyte 3rd hyte 4th 5th hytes
APf AFI PARAM CRC_B
(1 byte) (1 byte) (1 byte) (2 bytes)

Figure 21 — REQB/WUPB command format

7.7.2 Coding of anticollision prefix byte APf

The anticolli

34

sion prefix byte is APf=‘05"= (0000 0101)b.
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7.7.3 Coding of AFI

AFI (Application Family Identifier) represents the type of application targeted by the PCD and is used
to preselect PICCs before the ATQB. Only PICCs with applications of the type indicated by the AFI may
answer to a REQB/WUPB command with AFI different to ‘00’. When AFI equals ‘00’, all PICCs shall
process the REQB/WUPB.

The most significant half byte of AFI is used to code one specific or all application families, as defined in
Table 22. The least significant half byte of AFI is used to code one specific or all application sub-families.
Sub-family codes different from 0 are proprietary unless defined in Table 22.

Fabte 22—AFtcoding
AFI AFI Meaning - PICCs respond from Exampleg/Note
most significant least significant
half byte half byte
0’ 0’ All families and sub-families No.application preselection
X 0’ All sub-families of family X Wide application preselection
X Y Only the Yth sub-family of family X
0’ Y Proprietary sub-family Y.only
1 0,Y Transport Mass transit, bus, airline, etc.
2’ '0,Y Financial [EP, banking, [retail, etc.
'3’ '0,Y Identification Access confrol, etc.
4 '0,Y Telecofnmunication Public telephorny, GSM, etc.
'5’ 0,Y Medical
‘6’ '0,Y Multimedia Internet services, etc.
"7’ '0,Y Gaming
'8’ '0,Y Data Storage Portable fi]es, etc.
9’ - D’ '0,Y RFU
'E’ 0,Y=1,Y=2( Machine Readable Travel Docu- Y =1 ePagsport
Other Y values are ments (MRTDs) Y =2 eVisa
REU
'F’ 05Y RFU
NOTE X=1toF,Y¥Y=1to F’
A PCD sending a REQB/WUPB command with an AFI field set to an RFU value is not complipnt with this
part ¢f ISO/IECA24443. The PICC shall not respond when the AFI field is set to a value which is RFU.
7.7.4)| Ceding of PARAM
The doding of PARAM is defined in Figure 22.

b8 b7 b6 b5 b4 b3 b2 b1
Extended
REQB/
RFU ATQB WUPB N
supported

Figure 22 — Coding of PARAM

All RFU bits shall be set to (0)b.
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b4 = (0)b defines REQB: PICCs in IDLE state or READY state shall process this command.

b4 = (1)b defines WUPB: PICCs in IDLE state or READY state or HALT state shall process this command.

b1, b2 and b3 are used to code N according to Table 23.

b5 indicates the PCD capability to support extended ATQB response from the PICC. The use of extended

ATQB is optional for the PICC. The coding of b5 is as follows:
— b5 =(0)b defines: extended ATQB defined in 7.9.4.7 is not supported by the PCD;
— b5 =(1)b defines: extended ATQB defined in 7.9.4.7 is supported by the PCD.

WARNING —+ PCD manufacturers should take care that b5 was RFU in ISO/IEC 14443-3:200
the PICC behavior with b5 = (1)b was not specified.

A PCD sending a REQB/WUPB command with (b8 to b6) <> (000)b is not compliant with this p
ISO/IEC 144#3.

The PICC shpuld ignore (b8 to b6) and its interpretation of any other field of)the whole frame
not change.

Table 23 — Coding of N

b3 b2 b1 N

0 0 0 =20
0 0 1 2=21
0 1 0 4 =22
0 1 1 8=23
1 0 0 16 = 24
1 0 1 RFU
1 1 X RFU

Until the RF values (101)b or (11x)b are assigned by ISO/IEC, a PICC receiving (b3 to b1) = (101
(11x)b should interpret it as (b3 to b1}.£(100)b (16 slots).

A PCD sendipg (b3 to b1) = (101)b or (11x)b is not compliant with this part of ISO/IEC 14443.

NOTE Fof each PICC, the probability of response (ATQB) in the first slotis 1/N.

7.8 Slot-MARKER eommand

After a REQB/WURB command, the PCD may send up to (N - 1) Slot-MARKER commands to defix
start of each|slot.

|l and

art of

shall

)b or

e the

Slot-M ARKERcommmands mmray besent
— after the end of an ATQB message received by the PCD, or

— earlier if no ATQB is received.

7.8.1 Slot-MARKER command format

Slot-MARKER command has the format defined in Figure 23.
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15t byte 2nd 3rd hytes
APn CRC_B
(1 byte) (2 bytes)

Figure 23 — Slot-MARKER command format

7.8.2 Coding of anticollision prefix byte APn

APn

F (nnnn 0101)b where nnnn codes the slot number as defined in Table 24.

Table 24 — Coding of slot number

nnnn Slot number

0001 2

0010 3

0011 4

1110 15

1111 16
NOTH It is not mandatory that the Slot-MARKER comimands are sent sequentially with indremental slot
numbkers.
7.9 |ATQB Response

The response to both REQB/WUPB and Slot-MARKER commands is named ATQB.

7.9.1] ATQB response format
ATQH response has one of the two formats defined in Figure 24.
Basic ATQB format:
1stbyte | 2nd-3rd, 4th 5th bytes 6th, 7th, 8th, 9th bytes 10th, 11th, 12th bytes | 13th, 14fh bytes
'50' PUPI Application Data Protocol Info CR(C_B
(1 byte) (4 bytes) (4 bytes) (3 bytes) (2 bytes)
Extended ATQB format:
1stbyte | 2nd,3rd, 4th, 5th bytes 6th, 7th, 8th, Oth bytes | 10th, 11th, 12th, 13th bytes | 14th, 15t bytes
'50° PUPI Application Data Protocol Info CRC_B
(1 byte) (4 bytes) (4 bytes) (4 bytes) (2 bytes)

Figure 24 — ATQB response formats

The PICC shall send the basic ATQB format if the extended ATQB is not supported by the PCD (see 7.7.4).
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The PICC may send the extended ATQB format if the extended ATQB is supported by the PCD (see 7.7.4).

7.9.2 PUPI (Pseudo-Unique PICC Identifier)

A Pseudo-Unique PICC Identifier (PUPI) is used to differentiate PICCs during anticollision. This four-byte
number may be either a number dynamically generated by the PICC or a diversified fixed number. The
PUPI shall only be generated by a state transition from the POWER-OFF to the IDLE state.

WARNING — PICCs based on ISO/IEC 14443-3:2001 may change their PUPI when leaving HALT
state and/or in the IDLE state.

7.9.3 Application data

The Application data field is used to inform the PCD which applications are currently installed in the
PICC. This infformation allows the PCD to select the desired PICC in the presence of more than one|PICC.

The Application data is defined dependent upon the ADC (Application Data Coding) field'in the Prqtocol
Info field (see 7.9.4), which defines if either the CRC_B compressing methodydéscribed beldqw or
proprietary foding is used.

When the CRC_B compressing coding is used, Application data field contentsds defined in Figure 45.

15t byte 2nd, 3rd hytes 4™ pyte
AFI CRC_B (AID) Number of Applications
(1 byte) (2 bytes) (1 byte)

Figure 25 — Application data format

NOTE The two bytes of CRC_B (AID) are sent innthe same order as other CRC_B.

7.9.3.1 AHI
For mono application PICCs AFI gives the family of the application (see AFI coding in Table 22).
For multi application PICCs AFlsgives the family of the application described in CRC_B (AID).

7.9.3.2 CRC_B(AID)

CRC_B(AID) |is the result of calculation of CRC_B of the AID (as defined in ISO/IEC 7816-4) pf an
application ip the RIEC matching the AFI given in the REQB/WUPB command.

7.9.3.3 Numbher of applications

The number of applications field specifies how many applications reside in the PICC.

The most significant half byte value gives the number of applications corresponding to the AFI given in
application data with ‘0’ meaning no application and ‘F’ meaning 15 applications or more.

The least significant half byte value gives the total number of applications in the PICC with ‘0’ meaning
no application and ‘F’ meaning 15 applications or more.

7.9.4 Protocol Info

The Protocol Info field indicates the parameters supported by the PICC. It is formatted as specified in
Figure 26.
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15t byte 2nd hyte 3rd byte 4th pyte (optional)
Extended ATQB
Bit_rate_capability | Max_Frame_Size | Protocol_Type FWI ADC FO SFGI RFU
(8 bits) (4 bits) (4 bits) (4 bits) | (2 bits) | (2 bits) | (4 bits) | (4 bits)

Figure 26 — Protocol Info format

The RFU bits in Figure 26 shall be set to (0)b.

7.9.41 FO

The Hrame Option supported by the PICC is defined in Table 25.

7.9.4{2 ADC

ADC ¢onsists of the two bits b3 and b4.

Table 25 — Frame Option supported by the PICC

b2 b1 Meaning
1 X NAD supported by the PICC
X 1 CID supported by the PICC

b3 = {0)b means Application Data Coding is pteprietary.

b3 = {1)b means Application Data Codingds as described in 7.9.3.

b4 is|RFU and shall be set to (0)b.

7.9.43 FWI

Framle Waiting time Integer (4 bits) is coded with b8 to b5:

FWI ¢odes an integet value used to define the FWT.

The HWT defin€s.the maximum time for a PICC to start its response after the end of a PCD

FWT|is caleulated by Formula (1):

|

W= (256 x 16/fc) x 2FWI

frame.

(D

where the value of FWI has the range from 0 to 14 and the value of 15 is RFU.

For FWI =0, FWT is minimal (~ 302 ps).

For FWI = 14, FWT is maximal (~ 4949 ms).

In case of extended ATQB supported by the PICC and the PCD

— FWT applies after the Answer to ATTRIB command, and

— the waiting time for the Answer to ATTRIB command is a fixed value given by Formula (2).
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Answer to ATTRIB waiting time = (256 x 16/fc) x 24 (~ 4,8 ms) (2)
It is strongly recommended to use a FWT as low as possible to protect communications speed when
retry occurs.
A PICC setting FWI = 15 is not compliant with this part of ISO/IEC 14443.
Until the RFU value 15 is assigned by ISO/IEC, a PCD receiving FWI = 15 should interpret it as FWI = 4.

NOTE This requirement is added for PCD’s compatibility with future PICCs when ISO/IEC defines the
behavior for an RFU value of 15.

7.9.4.4 Prptocol_Type

Table 26 defines the Protocol_Type supported by the PICC.

Table 26 — Protocol_Type supported by the PICC

b1 Meaning
1 PICC compliant with ISO/IEC 14443-4
0 PICC not compliant with ISO/IEC 144434

The minimum value of TR2 (delay between PICC EOF start and PCDR. SOF start) is defined by Protocol_
Type bits (b3, b2), as specified in Table 27.

Table 27 — Minimum TR2 coding

b3 b2 Minimum TR2
0 0 10etu + 512/fc
0 1 10 etu + 2 048/fc
1 0 10 etu + 4 096/fc
1 1 10 etu + 8 192 /fc

The bit b4 is|RFU and shall be set to (0)b-

The PCD should not continue communicating with a PICC that sets b4 to (1)b.

7.9.4.5 Max Frame_Size

Table 28 deflnes the maximum frame size.

Table 28 — Maximum frame size

Maximum Firanie Size 011 12' 1 '3 1'41'5°1'6’ [ 7" '8 | '9" | A ‘B’ 'C_'Df -‘F’
Code in ATQB
Maximum frame size (bytes) | 16 |24 | 32 | 40 |48 |64 |96| 128 | 256|512 1024|2048 |4096| RFU

A PICC setting Maximum Frame Size Code = ‘D’ - ‘F’ is not compliant with this part of ISO/IEC 14443.

Until the RFU values ‘D’ - ‘F’ are assigned by ISO/IEC, a PCD receiving Maximum Frame Size
Code = ‘D’ - ‘F’ should interpret it as Maximum Frame Size Code = ‘C’ (maximum frame size 4 096 bytes).

NOTE This PCD recommendation is added for PCD’s compatibility with future PICCs when ISO/IEC defines
the behavior for the RFU values of ‘D’ - ‘F’.
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Table 29 defines the bit rates supported by the PICC. A PICC setting b4 = (1)b is not compliant with this
part of ISO/IEC 14443.

Table 29 — Bit rates supported by the PICC

b8

b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning

0|07} O0 PICC supports only fc/128 (~ 106 kbit/s) in both directions

>
<
<
<
>
>

Same bit rate from PCD to PICC and from PICC to PCD compulsory

X X X PICC to Df‘n' 1leoty— ﬁ/]/lfn' hitrate cnppnvfnr] ioJFr‘I/K/] ( 212 kblt/s)

PICC to PCD, 1 etu = 32/fc, bit rate supported is fc/32.(~

124 kbit/s)

PICC to PCD, 1 etu = 16/fc, bit rate supported is fcA16 (~

8438 kbit/s)

PCD to PICC, 1 etu = 64/fc, bit rate supported is fc/64 (~

D12 kbit/s)

KX X (XX | PO

KX X
LB I
o|lo|o|lo|p|o|o
R R R

PCD to PICC, 1 etu = 32/fc, bit rate supported-s fc/32 (~

124 kbit/s)

X

KPR XX
=X X[
KX XX

X X 0 1 X

PCD to PICC, 1 etu = 16/fc, bit rate supported is fc/16 (~

348 kbit/s)

Other

values (with b4 = (1)b) are RFU.

Until
b4 =
both

S(PAJ
and n

7.9.4

The
folloy

—

—

The S

The §
tore
from
with

the RFU values with b4 = (1)b are assigned by ISO/IEC, a PCD réceiving Bit_Rate_ca
(1)b should interpret the Bit_Rate_capability byte as if (b8\to b1l) = (00000000)b (o
directions).

RAMETERS), as defined in ISO/IEC 14443-4, is the ofily way to negotiate bit rates high
hay also be used to negotiate any specified bit rate.

7 Extended ATQB (optional)

ptional Extended ATQB byte (optionak4th byte of Protocol Info field) consists of 1
Vs:

he least significant half byte (b4.to'b1) is RFU and shall be set to (0000)b;
he most significant half byte((b8 to b5) defines the Start-up Frame Guard time Intege
FGI codes an integer value used to define the Start-up Frame Guard Time (SFGT).

FGT defines a specific guard time replacing TR2 which is needed by the PICC befo
reive the next framme after it has sent the Answer to ATTRIB command. SFGI is coded
0 to 14. The vialue of 15 is RFU. The values in the range from 0 to 14 are used to calcull
Formula (3)..The default value of SFGI is 0.

FGT =256 x 16/fc) x 2 SFGI

bability with
hly fc/128 in

er than fc/16

wo parts as

- (SFGI).

e it is ready
in the range
ate the SFGT

(3

For SF&

h 3 AN &l BYals Al 3 3 1L ko] A
=0, oTOT TS5 TIIIITITdar ¢ JUZ ST

For SFGI = 14, SFGT is maximal (~ 4949 ms).

A PIC

C setting SFGI = 15 is not compliant with this part of ISO/IEC 14443.

Until the RFU value 15 is assigned by ISO/IEC, a PCD receiving SFGI = 15 shall interpret it as SFGI = 0.

A PICC sending a ATQB response with (b4 to bl) <> (0000)b is not compliant with this part of

1S0/1

EC 14443.

The PCD shall ignore (b4 to b1l) and its interpretation of any other field of the whole frame shall not
change. A PCD changing its interpretation of any other field of the whole frame when (b4 to b1) <> (0000)

bisn

ot compliant with this part of ISO/IEC 14443.
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When answering a REQB/WUPB command with bit b5 set to (0)b (no extended ATQB supported), the
PICC shall not send the optional 4th byte in its ATQB response.

7.10 ATTRIB command
The ATTRIB command sent by the PCD shall include information required to select a single PICC.

A PICC receiving an ATTRIB command with its identifier becomes selected and assigned to a dedicated
channel. After being selected, this PICC only responds to commands defined in the higher layer protocol
which include its unique CID.

Th 3 1 fad o 1 ATTDID maraarnd-chall gl o frarxs +h Acizar o ATTDID
e pal‘ame CT S SCTICCTCUTIT CIICTT T T I D COTITTa IO STIalIT ap pPry arcCT CHOC TSV ol COTXT T INID

7.10.1 ATTRIB command format

The ATTRIB|command format is defined in Figure 27.

15t byte | 279, 314, 4th 5th hytes| 6th byte | 7t byte | 8th byte | 9th byte 10t bytes
‘1D’ Identifier Param 1 Param 2 Param 3 Param 4 Higher layer INF CRC|B
(1 byte) (4 bytes) (1 byte) (1 byte) (1 byte) (1 byte) (optional - 0 or more bytes) (2 bytes)

Figure 27 — ATTRIB command format

7.10.2 Identifier
This identifigr is the value of the PUPI sent by the PIEC in the ATQB.

7.10.3 Coding of Param 1

Figure 28 ddfines the Coding of Param 1.

b8 b7 b6 b5 b4 b3 b2 b1

Minimum TRO Minimum TR1 EOF SOF RFU

Figure 28 — Coding of Param 1

All RFU bits shallbe set to (0)b if not otherwise specified. A PCD setting (b2,b1) <> (00)b is not compliant

with this parteHdtSQAEC 14443 The PICC showldignoreamvaluetb2 bl anditsinterpretationof any
other field of the whole frame shall not change.

7.10.3.1 Minimum TRO
The minimum TRO coding is defined in Table 30. It indicates to the PICC the minimum delay before

responding after the end of a command sent by a PCD. The default value has been defined in
ISO/IEC 14443-2:2016, 9.2.5.
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Table 30 — Minimum TRO coding

b8 b7 Minimum TRO for a PCD to PICC bit rate of
fc/128 >fc/128
0 0 1024/fc 1024/fc
0 1 768/fc 512 /fc
1 0 256/fc 256/fc
1 1 RFU RFU

WARNING — PCD manufacturers should take care that some minimum TRO values were defined

shor{

NOTE
on thd

A PC
(1D)b
defau

7.10.

The 1
subcd
1SO/I1

PCD performance.

It value.

3.2 Minimum TR1

EC 14443-2:2016, 9.2.5.

Minimum TRO is required by the PCD when switching from transmit to receive andits {

D setting (b8,b7) = (11)b is not compliant with this part of ISO/IEC 14443. Until th
is assigned by ISO/IEC, a PICC receiving (b8,b7) = (11)b should interpfet it as (b8,b7

hinimum TR1 coding is defined in Table 31. It indicates to-the PICC the minimum de
rrier modulation start and beginning of data transmisSioh. The default value has be¢

Table 31 — Minimum TR1 coding

b6 b5 Minimum TR1 for a PICC to PCD bit rate of
f¢/128 > fc/128
0 0 80/fs 80/fs
0 1 64/fs 32/fs
1 0 16/fs 8/fs
1 [ RFU RFU

Lies.

ralue depends

e RFU value
)= (00)b, the

lay between
en defined in

NOTE Minimum TR1 is required by the PCD for synchronization with the PICC and its value dgpends on the
PCD pgerformance.

A PCD setting (b6, h5) = (11)b is not compliant with this part of ISO/IEC 14443. Until the RFU value
(11)bfis assigned<by~ISO/IEC, a PICC receiving (b6,b5) = (11)b should interpret it as (b6,b5) = (00)b, the
defaylt value.

7.10.3.3 (EOF /SOF

b3 andb4indicatethe PED—capabitity tosupportsuppresstonof the E6Famd/or-SOFfronr PICC to PCD,

which may reduce communication overhead. The suppression of EOF and/or SOF is optional for the

PICC.

The coding of b3 and b4 is specified in Table 32 and Table 33.

Table 32 — SOF handling

b3 SOF required
0 Yes
1 No
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Table 33 — EOF handling

b4 EOF required
Yes
No

SOF/EQF suppression applies only for communications at fc/128 (~ 106 kbit/s). For bit rates higher than
fc/128 (~ 106 kbit/s) up to fc/16 (~ 848 kbit/s), the PICC shall always provide SOF and EOF.

7.10.4 Coding of Param 2

The least significant half byte (b4 to b1) is used to code the maximum frame size that can be regeived
by the PCD als specified in Table 34.

Table 34 — Coding of b4 to b1 of Param 2

Maximum Frame Size Code in ATTRIB | 0" | 1" | ’2" [ '3’ | 4" | ’'5" | '6' | '7’ '8’ 9’ A ‘B’ ¢ 'D'|to ‘F’
Maximum framg¢ size (bytes) 16 | 24 | 32 | 40 | 48 | 64 | 96 | 128 | 256 | 512 | 1024 [v2048 | 4096 RFU

The most significant half byte (b8 to b5) is used for bit rate selection, as specified in Table 3% and
Table 36.

Table 35 — Coding of b6 and b5 of Param 2

b6 | b5 Meaning

0 0 |PCDto PICC, 1 etu = 128/fc, bit rate is fc/128 (~ 106 kbit/s)
0 1 |PCD to PICC, 1 etu = 64/fc, bit.rate is fc/64 (~ 212 kbit/s)
1 0

1 1

PCD to PICC, 1 etu = 32/fc,(it rate is fc/32 (~ 424 kbit/s)
PCD to PICC, 1 etu = 16/f¢, bit rate is fc/16 (~ 848 kbit/s)

Table 36 — Coding of b8 and b7 of Param 2

b8 b7 Meaning
0 0 |PICCtoRCD, 1 etu=128/fc, bitrate is fc/128 (~ 106 kbit/s)
0 1 |PICCto PCD, 1 etu = 64/fc, bitrate is fc/64 (~ 212 kbit/s)
1 0 APICCto PCD, 1 etu = 32/fc, bit rate is fc/32 (~ 424 kbit/s)
1 1 ) |PICCto PCD, 1 etu = 16/fc, bit rate is fc/16 (~ 848 kbit/s)

S(PARAMETIERS), as défined in ISO/IEC 14443-4, is the only way to negotiate bit rates higher than|fc/16
and may als¢ be used to negotiate any specified bit rate.

A PCD setting Maximum Frame Size Code = ‘D’ - ‘F’ is not compliant with this part of ISO/IEC 14443.

Until the RFUvalues ' D”-"F are assigned by [SO/TEC, a PICCreceiving Maximum Frame Size Code =D’ - ‘F’
should interpret it as Maximum Frame Size Code = ‘C (maximum frame size = 4 096 bytes).

NOTE This PICC recommendation is added for PICC’s compatibility with future PCDs when ISO/IEC defines
the behavior for the RFU values of ‘D’ - F".

7.10.5 Coding of Param 3

The least significant half byte (b4 to b1) is used for confirmation of the protocol type as specified in
Table 26 and of the minimum TR2, as specified in Table 27. b4 is RFU and shall be set to (0)b.

The PICC should ignore (b4 to b2) and the interpretation of any other field of the whole frame shall
not change.
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The most significant half byte (b8 to b5) is set to (0000)b, all other values are RFU.

A PCD setting (b8 to b4) <> (00000)b is not compliant with this part of ISO/IEC 14443.

-3:2016(E)

The PICC should ignore and not answer the ATTRIB command when (b8 to b5) <> (0000)b.

7.10.6 Coding of Param 4

The Param 4 byte consists of two parts as follows:

A PCD setting CID = 15 is not compliant with this part of ISO/IEC 14443.

The RICC should ignore and not answer the ATTRIB command when received value of CIL
actiof in the PICC for CID = 15 may be decided in the future by ISO/IEC.

A PCD setting (b8 to b5) <> (0000)b is not compliant with this partjof ISO/IEC 14443.

The RICC should ignore (b8 to b5) and its interpretation of any other field of the whole
not change.

7.10.]7 Higher layer INF
The Higher layer INF field may include any data, The PICC need not process this data.

The RICC processing of the ATTRIB command-shall not be altered by the inclusion of those

7.11| Answer to ATTRIB command

The RICC shall answer to any valid-ATTRIB command (correct PUPI and valid CRC_B) wit|
descrjibed in Figure 29.

the leastsignificant halfbyte (b4 to bl) is named Card Identifier (CID) and defines the logical number

of the addressed PICC in the range from 0 to 14. The value 15 is RFU. The CID is specifie
and shall be unique for each active PICC. If the PICC does not support CID, code value-{|
He used;

the most significant half byte (b8 to b5) is set to (0000)b, all other values are/RFU.

d by the PCD
0000)b shall

=15 as any

frame shall

data.

h the format

1sthyte p AL bytes
MBLI CID Higher layer Response CRC_B

(1 byte) (optional 0 or more bytes) (2 bytes)
r«'igurn 29 — Formatofthe Answertoan ATTRIB command

The first byte consists of two parts as follows:

— theleast significant half byte (b4 to b1) contains the returned CID. If the PICC does not support CID,

code value (0000)b is returned;

— the most significant half byte (b8 to b5) is called the Maximum Buffer Length Index (MBLI). It is

used by the PICC to let the PCD know the limit of its internal buffer to received chained frames. The
coding of MBLI is as follows:

— MBLI = 0 means that the PICC provides no information on its internal input buffer size;

— MBLI > 0is used to calculate the actual internal Maximum Buffer Length (MBL) according to the

following formula: MBL = (PICC Maximum Frame Size) x 2(MBLI - 1) where the PICC maximum

© ISO/IEC 2016 - All rights reserved
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frame size is returned by the PICC in its ATQB. When it sends chained frames to a PICC, the PCD
shall ensure that the accumulated length is never greater than MBL.

Remaining bytes are optional and used for higher layer response.

As illustrated in Figure 30, a PICC shall answer the empty (no higher layer INF field) ATTRIB command
with an empty higher layer response.

15t byte 2nd 3rd hytes
MBLI CID CRC_B
(1 byte) (2 bytes)

Figure 30 — PICC Answer to ATTRIB format without higher layer response

NOTE A yalid Answer (same CID and valid CRC_B) to an ATTRIB command (as defined in Figure|29 or

Figure 30) is 1

7.12 HLTB
The HLTB cq

he means for a PCD to verify that PICC selection has been successful.

command and Answer

mmand is used to set a PICC in HALT state and stop responding to a REQB.

After answefring to this command, the PICC shall ignore any‘commands except the WUPB command

(see 7.7).
The HLTB ca

The 4 bytes

The format

mmand format is defined in Figure 31.
15t byte 2nd, 3rd 4th 5thipytes 6th 7th bytes
‘507 Identifier CRC_B
(1 byte) (4 bytes) (2 bytes)

dentifier is the value of the PUPI sent by the PICC in the ATQB.

f Answerto a HLTB command from the PICC is defined in Figure 32.

Figliire'31 — Format of the HLTB command

46

15t byte 2nd, 3rd hytes
‘00’ CRC_B
(1 byte) (2 bytes)

Figure 32 — Format of PICC Answer to HLTB command
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8 Electromagnetic disturbance handling

8.1

General

This Clause enhances the robustness of the contactless communication between PCD and PICC against
PICC generated electromagnetic disturbance (EMD).

While the PCD is waiting for the PICC response, the PICC is processing the requested command. The
PICC dynamic current consumption during execution time may cause an arbitrary load (which may not
be purely resistive) modulation effect on the magnetic field. In some cases, the PCD may misinterpret
EMD as data sent by the PICC and this may negatively impact proper reception of the PICC response.

The 6

—

8.2

The 1
shall

This

FDT for Type A and TRO for Type B. Theyalue is 0/fc for TR0 < 1 024/fc.

The
distu

ffect of the EMD on the PCD reception may depend on

he PICC operation and speed,

he PCD and PICC antenna geometries and relative distance (coupling factor), and
he sensitivity of PCD receiver channel.

Clause improves the robustness of the contactless communicationfrom PICC to PCD b
efining EMD handling timing constraints for PICC and for PCD, and
ecommending a PCD algorithm for EMD handling.

EMD handling timing constraints

pw EMD time tg, picc is the time period beferéythe start of PICC data transmission, w
not produce an EMD level higher than the EMD limit as defined in ISO/IEC 14443-2.

ow EMD time tg, picc has a value of F 24,1024 /fc with a maximum value of 1 408/fc wh

ow EMD time tg, pcp is thexfime period to allow the PCD to recover from eled
Irbances.

y

hen the PICC

ere F equals

tromagnetic

The BCD shall be ready to proc¢ess a PICC frame no later than tg, pcp after the last time the EMD level

Was g

This

FDT for Type A and.TRO for Type B. The value is 0/fc for TRO < 1 044/fc.

The 1
TRO s

Thel

bove the EMD limit as defined in ISO/IEC 14443-2.

ow EMD time tg, pep has a value of F - 1 044/fc with a maximum value of 1 388/fc wh

hinimunrvalue of O for tg, picc and tg, pcp may only be reached when the PCD indicateg
horterthan the default value (see 7.10.3.1).

ere F equals

supportof a

bw<EMD time for PCD and PICC are illustrated in Figure 33.
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Low EMD A
time
[1/fc]
1408 tg, picc
1388 I tg, pcD
:
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
:
4 |
1024 2432 FDT or TRO
1/fc
1044 [1/fc]

Figure 33 — Low EMD time

8.3 Recommendations for a PCD EMD handling'algorithm

As it is imp(

rtant for the PCD to distinguish betwéen EMD and frame reception errors, the follg

PCD recomnpendations are defined to maximize the EMD rejection while applying error detectio
lefined in ISO/IEC 14443-4. They.donot apply to anticollision procedure Type A nor when a

recovery as
protocol diff

When the P(
(SOF, Starta

should r

the PCD
the who

NOTE To
than 1 044/fc

erent from ISO/IEC 14443-4 is used.

D is ready to start receivinig the PICC frame, it should continuously check for frame €
hd Stop bits, Parity bits{ EOF). As soon as an error occurs,

if the number of supposed received bytes is less than 31), the PCD should consider them as EM

estart its reception’/ process, else

should continue the reception process then apply the error detection and recovery
e frame hasbeen received.

avoid tinnecessary reception of EMD, PCDs need not be ready to start receiving PICC framg
afterthe end of their command frames (unless for Type B when minimum TRO has been redu

wing
nh and

Irrors

D and

wwhen

s less
ced).

1) The condition that invalid packets of lengths less than 3 bytes should be qualified as EMD should be adapted
for specific applications. Packet lengths of a few bits up to several bytes may be used as decision criteria to optimize

performance.
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Annex A
(informative)

Communication example Type A

This example shows the select sequence with two PICCs in the field on the assumption of

1L IR dlaLILIN - - 1 1 £ Hph e - 10’ pa |
IVL 7 1 WILID UTD S1ZAT, STGIT, vdAIUT U UIuvuls 1V, dlld

— HICC #2 with UID size: double.

A Request
'26' PICC #1
(10000000 00000000)b
PICC #2
" (10000010 00000000)b

]

Anticollision loop, cascade level 1

'93'  '20' ~<—{ uid0 [ uid1 | uid2 | uigs.f Bcc | PICC #1
(00001000)b
<—{ cT [ uido | uid1fiwid2 | Bcc | PICC #2
(00010001)b
L S first\¢ollision at bitposition #4
[ sEL | NnvB| |-
'93' 24" (0oonp <—| [NGid0 [ uid1 | wid2 | BCC | PICC #2
(0001)b
[ sEL [ NvB| qr [ uido] wid1] wid2 [ Bcc | CRCA |-
'93' '70" (00010001)b <—| SAK | CR({_A
" (xx1xxxxx)b

\ Anticollisionoop, cascade level 2

SEL\[NNVB
95 20 <—| uid3 | uid4| uid5| uid6| BcC
| sEL | NVB| uid3| uid4| uids| uide| Bcc | CRCA |+ .
'95' 70" <—| SAK | CRC_A
v (xx0xxxxx)b

Note: start of communication, end of communication and parity bits
are not shown for the sake of simplicity.

Representation: | PCD to PICC

< [PICCtoPCD | |

(xxx..x)b

L S first bit transmitted (LSB)

Figure A.1 — Select sequence with bit frame anticollision
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Explanations to Figure A.1:

Request — PCD transmits the REQA command;
— All PICCs respond with their ATQA:
— PICC #1 indicates bit frame anticollision and UID size: single;

— PICC #2 indicates bit frame anticollision and UID size: double.

Anticollision loop, — PCD transmits an ANTICOLLISION command:
cascade level 1

— SEL specifies bit frame anticollision and cascade level 1;

— the value ‘20’ of NVB specifies that the PCD will transmit no part of UID CL1;

— consequently, all PICCs in the field respond with their complete UID CL1;
— due to the value ‘88’ of the cascade tag, the first collision occurs at bit positioh #4;

— PCD transmits another ANTICOLLISION command that includes the-first threge
bits of UID CL1 that were received before the collision occurs, followed by a (1)b.
Consequently, the PCD assigns NVB with the value 24’;

— these 4 bits correspond to the first bits of UID CL1 of PICG\#2Z;

— PICC #2 responds with its 36 remaining bits of UID CL1. Since PICC #1 does r{ot
respond, no collision occurs;

— since the PCD “knows” all bits of UID CL1 of PICC\#2, it transmits a SELECT cpm-
mand for PICC #2;

— PICC #2 responds with SAK, indicating thatUID is not complete;

— consequently, the PCD increases the-Cascade level.
Anticollision|loop, — PCD transmits another ANTICOLLISION command;

cascade level| 2 — SEL specifies bit frame anticollision and cascade level 2;

— NVB is reset to ‘20’ to force PICC #2 to respond with its complete UID CLZ2;
— PICC #2 responds withsall 40 bits of its UID CL2;

— PCD transmits the SELECT command for PICC #2, cascade level 2;

— PICC #2 respands'with SAK, indicating that UID is complete, and transits from
READY state toPROTOCOL state.
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