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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and rfon-governmental, in liaison with ISO and IEC, also take part in the work. In the field ¢f information
technplogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The fnain task of the joint technical committee is to prepare International Standards. Draft| International
Standards adopted by the joint technical committee are circulated to national badies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a votd.

ISO/IEC 14443-3 was prepared by Joint Technical Committee ISONEC JTC 1, Information technology,
Subcpmmittee SC 17, Cards and personal identification.

This gecond edition cancels and replaces the first edition (ISO/IEC 14443-3:2001), which has begn technically
revisqd.

It algo incorporates the Amendments ISO/IEC 14443-3:2001/Amd.1:2005 and ISO/IEC 14443-3:2001/
Amd.B:2006, and the Technical Corrigendum ISO/IEC. 14443-3:2001/Amd.1:2005/Cor.1:2006.

ISO/IEC 14443 consists of the following parts;\under the general title /dentification cards — Contactless
integnated circuit cards — Proximity cards:

— Rart 1: Physical characteristics
— Rart 2: Radio frequency power and signal interface
— Rart 3: Initialization and anticollision

— Rart 4: Transmission-protocol

© ISO/IEC 2011 — All rights reserved \"
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Introduction

ISO/IEC 14443 is one of a series of International Standards describing the parameters for identification cards
as defined in ISO/IEC 7810, and the use of such cards for international interchange.

This part of ISO/IEC 14443 describes polling for proximity cards entering the field of a proximity coupling
device, the byte format and framing, the initial Request and Answer to Request command content, methods to

detect and communicate with one proximity card among several proximity cards (anticollision) and|other
parameters required to initialize communications between a proximity card and a proximity coupling device.
Protocols ang commands used by higher layers and by applications and which are used after theinitial phase

are described in ISO/IEC 14443-4.

ISO/IEC 14443 is intended to allow operation of proximity cards in the presence of other“contactless |cards
conforming tq ISO/IEC 10536 and ISO/IEC 15693.

The Internatipnal Organization for Standardization (ISO) and International Electrotechnical Commission|(IEC)
draw attentiop to the fact that it is claimed that compliance with this document.may’involve the use of patents.

ISO and IEC take no position concerning the evidence, validity and scopg ‘ef-these patent rights.

The holders ¢f these patent rights have assured ISO and IEC that they are willing to negotiate licences junder
reasonable apd non discriminatory terms and conditions with applicants throughout the world. In this regpect,
the statemenfs of the holders of these patent rights are registered with the ISO and IEC. Information may be

obtained from:

Patent holder

FRANCE TELECOM
Orange Labs
38-40 rue de |Général Leclerc
92794 Issy-les-Moulineaux

France

Details
US Patent US5359323

INNOVOTRQN WO 9936877A1
1 Rue Dantor Europe 0 901 670
75006 Paris French Patent App 97.02501
France Int Pat App
PCT/FR98/00132
Innovatron Electronique / RATP
subclause 7.3, 7.6 and 7.7
French Patent App 98.00383
Int Pat App
PCT/FR99/00079
Innovatron Electronique / RATP
subclause 7.3,7.4.5,76,7.7,7.8
MOTOROLA Details not available.
Motorola ESG
Now:

Freescale Semiconductor Inc.
6501 William Cannon Drive West
Austin, Texas 78735

USA

vi

© ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=f53055c635d6c94ef8997766e9e18f28

ISO/IEC 14443-3:2011(E)

PHILIPS PHO 94.520

Philips Intellectual Property & Standards EP-PS 066 9591

High Tech Campus 44 (BE,CH,DE,DK,ES,FR,GB,IT,NL,SE)
5656 AE Eindhoven AT-PS 401 127

The Netherlands Related to “anticollision” as specified in

ISO/IEC 14443-3

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights other than those identified above. ISO and IEC shall not be held responsible for identifying any or all
such patent rights.
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INTERNATIONAL STANDARD ISO/IEC 14443-3:2011(E)

Identification cards — Contactless integrated circuit cards —
Proximity cards

Part 3:
Initialization and anticollision

1

[da)

ycope
This part of ISO/IEC 14443 describes:
— polling for proximity cards or objects (PICCs) entering the field of a pfeximity coupling devicq (PCD);

— tihe byte format, the frames and timing used during the initial phase of communication between PCDs and
RICCs;

— the initial Request and Answer to Request command content;

— methods to detect and communicate with one PICEamong several PICCs (anticollision);
— her parameters required to initialize communtications between a PICC and PCD;

— dptional means to ease and speed. up*the selection of one PICC among several PICCs based on
pplication criteria.

Protogol and commands used by higher layers and by applications and which are used after th¢ initial phase
are degscribed in ISO/IEC 144434

This |part of ISO/IEC 14443 is applicable to PICCs of Type A and of Type B (as |described in
ISO/IEC 14443-2).

NOTE|1 Part of thextiming of data communication is defined in ISO/IEC 14443-2.

NOTE|2 Test methods for this International Standard are defined in ISO/IEC 10373-6.

2 Normative references
The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 13239, Information technology — Telecommunications and information exchange between
systems — High-level data link control (HDLC) procedures

ISO/IEC 7816-4:2005, Identification cards — Integrated circuit cards — Part 4: Organization, security and
commands for interchange

ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for
interchange

© ISO/IEC 2011 — All rights reserved 1
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ISO/IEC 14443-2, Identification cards — Contactless integrated circuit cards — Proximity cards — Part 2:
Radio frequency power and signal interface

ISO/IEC 14443-4, Identification cards — Contactless integrated circuit cards — Proximity cards — Part 4:
Transmission protocol

3 Terms

and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 14443-2 and the following

apply.

31

anticollision
algorithm use
responding tg

3.2
byte

loop
d to prepare for dialogue between PCD and one or more PICCs out of the total number of |
a request command

byte consisting of 8 bits of data designated b8 to b1, from the most significant\bit (MSB, b8) to the

significant bit

3.3

collision
transmission
PCD is unabl

3.4
frame
sequence of

3.5

higher layer
protocol layer
part of 1SO/I

(LSB, b1)

by two PICCs in the same PCD energizing field and during the same time period, such th
b to distinguish from which PICC the data originated

Hata bits and optional error detection bits, with-frame delimiters at start and end

protocol
(not described in this part of ISO/IEC 14443) that makes use of the protocol layer defined
EC 14443 to transfer information” belonging to the application or higher layers of protoc]

described in this part of ISO/IEC 14443

3.6

request command

command red

uesting PICCs of the appropriate type to respond if they are available for initialization

4 Symbals, abbreviated terms and notation

For the purpd

PICCs

least

at the

n this
Dl not

se’s of this document, the following symbols, abbreviated terms and notation apply.

ADC
AFI
APf
APn
ATQA

ATQB

Application Data Coding, Type B

Application Family Identifier, card preselection criteria by application, Type B
Anticollision Prefix f, used in REQB/WUPB, Type B

Anticollision Prefix n, used in Slot-MARKER command, Type B

Answer To reQuest, Type A

Answer To reQuest, Type B

© ISO/IEC 2011 — All rights reserved
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ATTRIB
BCC
CID
CLn

CT

CRC_A

PICC selection command, Type B

Block Check Character (UID CLn check byte), Type A
Card |Dentifier

Cascade Level n, Type A

Cascade Tag, Type A

Cyclic Redundancy Check error detection code, Type A

ISO/IEC 14443-3:2011(E)

CRC|B

EGT
EOF
etu
FDT
fc

FO

fs
FWI
FWT
HLTA

HLTB

INF

LSB

Cyclic Redundancy Check error detection code, Type B
Divisor

End of communication, Type A

Extra Guard Time, Type B

End Of Frame, Type B

elementary time unit

Frame Delay Time PCD to PICC, Type A

carrier frequency

Frame Option, Type B

subcarrier frequency

Frame Waiting time Integer

Frame Waiting Time

HaLT command,/ Type A

HaLT command, Type B

IDehtification number, Type A

INFormation field belonging to higher layer, Type B

Least Significant Bit

MBL

MBLI

MSB

NAD

NVB

Maximum Buffer Length, Type B

Maximum Buffer Length Index, Type B

Most Significant Bit

Number of anticollision slots, Type B

Variable integer value as defined in the specific clause
Node ADdress

Number of Valid Bits, Type A

© ISO/IEC 2011 — All rights reserved
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P Odd Parity bit, Type A

PCD Proximity Coupling Device

PICC Proximity Card or object

PUPI Pseudo-Unique PICC Identifier, Type B

R Slot number chosen by the PICC during the anticollision sequence, Type B
REQA REQuest command, Type A

REQB REQuest command, Type B

RFU Reserved for Future Use by ISO/IEC

S Start of communication, Type A

SAK Select AcKnowledge, Type A

SEL SELect code, Type A

SELECT SELECT command, Type A

SFGI Start-up Frame Guard time Integer

SFGT Start-up Frame Guard Time

SOF Start Of Frame, Type B

TRO Guard Time as defined in ISO/IEC 14443-2, Type B
TR1 Synchronization Time as defined.n* ISO/IEC 14443-2, Type B
TR2 Frame delay Time PICC to:RCD, Type B

uiD Unique IDentifier, Type.A

UID CLn Unique IDentifier-of CLn, Type A

uidn Byte numbeér.n of Unique IDentifier, n >0

WUPA Wake=UP command, Type A

WUPB Wake-UP command, Type B

For the purposes of this document, the following notation applies:
—  (xxxxx)b  Data bit representation;

— XY Hexadecimal notation, equal to XY to the base 16.

© ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=f53055c635d6c94ef8997766e9e18f28

ISO/IEC 14443-3:2011(E)

5 Alternating between Type A and Type B commands

5.1 Polling

In order to detect PICCs which are in the operating field, a PCD shall send repeated Request commands. The
PCD shall send REQA (or WUPA) and REQB (or WUPB) in any sequence using an equal or configurable duty
cycle when polling Type A and Type B. In addition the PCD may send other commands as described in
Annex C.

When a PICC is exposed to an unmodulated operating field (see ISO/IEC 14443-2) it shall be able to accept a
request within 5 ms.

EXAMPLE 1 When a PICC Type A receives any Type B command it shall be able to accept a REQA (of WUPA) within
5 ms ¢f unmodulated operating field.

EXAMPLE 2 When a PICC Type B receives any Type A command it shall be able to accept a-REQB (of WUPB) within
5 ms ¢f unmodulated operating field.

EXAMPLE 3 When a PICC Type A is exposed to field activation it shall be able to~accept a REQA (o WUPA) within
5 ms ¢f unmodulated operating field.

EXAMPLE 4 When a PICC Type B is exposed to field activation it shall be‘able to accept a REQB (o WUPB) within
5 ms ¢f unmodulated operating field.

NOTE] In order to detect PICCs requiring 5 ms, PCDs should périodically present an unmodulated field of at least
5,1 mg duration (prior to both Type A and Type B Request commands), but may poll more rapidly becayse PICCs may
react faster.

5.2 [Influence of Type A commands on PICC Type B operation

A PIQC Type B shall either go to IDLE state (bé able to accept a REQB) or be able to continue|a transaction
in progress after receiving any Type A command.

5.3 [Influence of Type B commands on PICC Type A operation

A PIQC Type A shall either go toIDLE state (be able to accept a REQA) or be able to continue|a transaction
in progress after receiving any Type B command.

5.4 |Transition to POWER-OFF state

The RICC shall bexin'the POWER-OFF state no later than 5 ms after the operating field is switchgd off.

6 Type A - Initialization and anticollision

This section describes the Initialization and anticollision sequence applicable Tor PICTs of Type
A PICC or PCD sending RFU bits shall set these bits to the value indicated herein or to (0)b if no value is

given. A PICC or PCD receiving RFU bits shall disregard the value of these bits and shall maintain and not
change its function, unless explicitly stated otherwise.

6.1 Bit rates
Communication between PCD and PICC can be achieved with four different bit rates.

Bit rates of fc / 64, fc / 32 and fc / 16 are optional and may be independently supported by PCD and PICC in
each communication direction, defined in Table 1.

© ISO/IEC 2011 — All rights reserved 5
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Table 1 — Bit rates

Divisor D etu Bit rate

1 128/ fc (~9,4 us) | fc/ 128 (~ 106 kbit/s)

2 (optional) | 128/ (2 fc) (~4,7us) | fc/64  (~ 212 kbit/s)

4 (optional) | 128 / (4 fc) (~2,4us) | fc/32  (~ 424 kbit/s)

8 (optional) | 128/ (8 fc) (~1,2ps) | fc/ 16  (~ 848 kbit/s)

NOTE TheE initial bit rate is fc / 128. This applies for the whole initialization and anticollision sequence.

6.2 Frame format and timing

This section defines the frame format and timing used during communication initialization and-anticollisiop. For
bit representgtion and coding refer to ISO/IEC 14443-2.

Frames shall|be transferred in pairs, PCD to PICC followed by PICC to PCD, using\the sequence:
— PCD frame:
— PCOD start of communication
— infofmation and, where required, error detection bits sent'by the PCD
— PCDO end of communication
— Frame d¢lay time PCD to PICC
— PICC frame:
— PICC start of communication
— infomation and, where required, error detection bits sent by the PICC
— PICC end of communication

— Frame d¢lay time PICG.toPCD

NOTE The frame déelay time (FDT) from PCD to PICC overlaps the PCD end of communication.

6.2.1 Framr delay time

The frame delay time is defined as the time between two frames transmitted in opposite directions.

6.2.1.1 Frame delay time PCD to PICC

This is the time between the end of the last pause transmitted by the PCD and the first modulation edge within
the start bit transmitted by the PICC and shall respect the timing defined in Figure 1 and Table 2 where n is an
integer value.

Table 2 defines values for n and FDT depending on the command type and the logic state of the last
transmitted data bit in this command.

6 © ISO/IEC 2011 — All rights reserved
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Last data bit transmitted by PCD First modulation of PICC
L FDT
L | L
1etu 2etu
logic "1"  End of communication Start of
(E) communication (S)

T T

1etu 2etu

togic9*—Emd-ofcommmication Start-of
(E) communication (S)

Figure 1 — Frame delay time PCD to PICC

Table 2 — Frame delay time PCD to PICC

Command type n (integer value) FDT
last’bit = (1)b last|bit = (0)b
REQA command 9 (nx128 + 84)/ fc (nx128 +20)/ fc
WUHA command [=1236/fc] =1172/fc]

ANTICOLLISION command
SELECT command

All other commands at bit rates

PCD|to PICC PICC to PCD

fc 1 1p8 >9 (nx128 + 84) / fc (nx 128 +20) / fc
fc | 64 >8 (nx 128 + 148) / fc (nx 1248 + 116)/ fc
fo ! 3p fc/128 > g (nx128 +116)/fc | (nx 128 +100)/fc
fc11p >8 (nx 128 +100) / fc (nx 128 +92)/ fc
fc/ 18 or fc / 64 or fc /64 or fc /32 or Not applicable > 1116/ fc >Nn116/ fc
fc/3Rorfc/16 fc/ 16

For gnticollision,.all PICCs in the field shall respond in a synchronous way to the commands: REQA, WUPHA,
ANTICOLLISION and SELECT.

The FDT measurement starts at the beginning of the rising edge as specified in ISO/IEC 14443-2 and
illustrated with small circles in Figure 3 for fc / 128 and Figure 6 for other bit rates.

The measured FDT shall be between the value given in Table 2 and the value given in Table 2 + 0,4 us.
NOTE The PCD should accept a response with a FDT tolerance of —1 / fc to (+0,4 ys + 1/ fc).
6.2.1.2 Frame delay time PICC to PCD

This is the time between the last modulation transmitted by the PICC and the first pause transmitted by the
PCD and shall be at least 1172/ fc.

© ISO/IEC 2011 — All rights reserved 7
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NOTE To enhance interoperability it is recommended that an additional waiting time of 10 / fc is incorporated in the
PCD operation.

6.2.2 Request Guard Time

The Request Guard Time is defined as the minimum time between the start bits of two consecutive REQA or
WUPA commands. It has the value 7000 / fc.

NOTE To enhance interoperability it is recommended that an additional waiting time of 100 / fc is incorporated in the
PCD operation.

6.2.3 Frame-formats
The following|frame types are defined:

short fragnes;

standard|frames;

bit orient

6.2.3.1

A short framg

ed anticollision frame.

Short frame

is used to initiate communication and consists of, in the fallowing order as illustrated in Fig

— start of communication;

— 7 data bis transmitted LSB first (for coding see Table 3);

— end of cgmmunication.

No parity bit is added.

LSB MSB
S b1 b2 b3 b4 b5 b6 b7 E
Figure 2 — Short frame

6.2.3.2 Standard frame

Standard frarf

hes are;used for data exchange and consist of, in the following order:

start of ¢

pbmmunication;

ire 2:

n x (8 data bits + odd parity bit), with n > 1. The LSB of each byte is transmitted first. Each byte is

followed by an odd parity bit. The parity bit P is set such that the number of 1s is odd in (b1 to b8, P);

end of communication.

The PCD standard frame is illustrated in Figure 3.

© ISO/IEC 2011 — All rights reserved
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PCD standard frames
LSB

b8P [E

[Slo" by [P Guabye " w[P[7// by

odd parity odd parity odd parity at the

en

Figure 3 — PCD standard frame

of fc/ 64, fc/ 32 or fc / 16. PICC standard frames are illustrated in Figure 4.

AICC standard frames for bit rate of fc/128

d of the frame

nsmitted with

bs| P |E

LSB
] N Y S M 7 S A A T

odd parity oddparity od
en

|

d parity at the
d of the frame

ev

odd parity odd parity en

Eigure 4 — PICC standard frames

6.2.33 Bit oriented anticollision frame

AHICC standard frames for bit rates of fc/64, fc/32 and fci16
LSB
| S | b1 1st byte bs| P | b1 2nd byte bs| P | b1// nth byte bs| P |E

n parity at the
d of the frame

The RCD shall be designed*to detect a collision that occurs when at least two PICCs simultanegusly transmit

bit patterns with one er more bit positions in which at least two PICCs transmit complementary
case [he bit patterns. merge and the carrier is modulated with the subcarrier for the whole (1009
(see ISO/IEC 144432, 8.2.5.1).

alues. In this
) bit duration

Bit oriented-anticollision frames shall only be used during bit frame anticollision loops and are stgndard frames

with g length of 7 bytes, split into two parts:

— part 1 for transmission from PCD to PICC;

— part 2 for transmission from PICC to PCD.

For the length of part 1 and part 2, the following rules shall apply:
— rule 1: The sum of data bits shall be 56;

— rule 2: The minimum length of part 1 shall be 16 data bits;
— rule 3: The maximum length of part 1 shall be 48 data bits.

Consequently, the minimum length of part 2 shall be 8 data bit and the maximum length shall be

© ISO/IEC 2011 — All rights reserved
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Since the split can occur at any bit position within a byte, two cases are defined:

— case FULL BYTE: Split after a complete byte. A parity bit is added after the last data bit of part 1;
— case SPLIT BYTE: Split within a byte. No parity bit is added after the last data bit of part 1.

The Block Check Character (BCC) is calculated as exclusive-or over the 4 previous bytes.

The following examples for case FULL BYTE and case SPLIT BYTE define the bit organization and order of
bit transmission, illustrated in Figures 5 and 6.

NOTE These nynmlnlnc include. proper values for NVVB and BCC

Standard frame, split after 4™ complete data byte

SEL NVB uido uid1 ‘L uid2 uid3 BCC
[ S| 11po1001 [ 1] 00000010 | 0] 01001100 [ 0] 00001000 | 0] 11010101 [0 10110011 | 0] 00100010 [ 1] E|
'93' 40 32 10 'AB' 'CD' 44
Anticollision frame, part 1: PCD to PICC
A
(C )
[ S| 11po1001 | 1] 00000010 | 0] 01001100 | 0] 00001000 | O] E|

Anticollision frame, part 2: PICC to PCD
N

.
[ s] 11040101 [0] 10110011 [ 0] 00100010 [ 1] E|

Figure 5 1+-Bit organization and transmission of bit ‘oriented anticollision frame, case FULL BYTE

Standard frame, split after 2 data bytes + 5 data bits

SEL NVB uid0y, uid1 uid2 uid3 BCC
[ s] 11po10o1 [ 1] 10100100 | 0] 010060 [ 0] 00001000 | 0] 11010101 [0 10110011 | 0] 00100010 [ 1] E|
'03' 25' 32’ "10' 'AB' 'cD' '44'

1L

Anticollision frame, part.1! PCD to PICC
AN
( )

[ s] 11potoo1 | 1] 0100100 [0] 01001 [E|

Anticollision frame, part 2: PICC to PCD
N

[ S| 100 | x] 00001000 [ 0] 11010101 [ 0] 10110011 [ 0] 00100010 | 1] E|

Figure 6 — Bit organization and transmission of bit oriented anticollision frame, case SPLIT BYTE

For a SPLIT BYTE, the first parity bit of part 2 shall be ignored by the PCD.

6.24 CRC_A
A frame that includes CRC_A shall only be considered correct if it is received with a valid CRC_A value.

The frame CRC_A is a function of k data bits, which consist of all the data bits in the frame, excluding parity
bits, S and E, and the CRC_A itself. Since data is encoded in bytes, the number of bits k is a multiple of 8.

10 © ISO/IEC 2011 — All rights reserved
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For error checking, the two CRC_A bytes are sent in the standard frame, after the bytes and before the E. The
CRC_A is as defined in ISO/IEC 13239, but the initial register content shall be '6363' and the register content
shall not be inverted after calculation.

For examples refer to Annex B.

6.3

PICC states

The following sections provide descriptions of the states for a PICC of Type A specific to the anticollision
sequence.

The f

a yram It all po e rar or
part ¢f ISO/IEC 14443. PICCs shall react to valid received frames only. No r
transtnission errors are detected except for PICCs in ACTIVE or ACTIVE* state.

The fpllowing symbols apply for the state diagram shown in Figure 7.
AC ANTICOLLISION command (matched UID)

nAC ANTICOLLISION command (not matched UID)
SELECT SELECT command (matched UID)

nSELECT SELECT command (not matched UID)

RATS RATS command, defined in ISO/IEC 14443-4

DESHLECT DESELECT command, defined in ISOAEC 14443-4

Error

© 180/

transmission error detected or unexpected frame

esponse shall

IEC 2011 — All rights reserved
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Out of Field POWER-OFF

In Field

REQA, AC,
AC,
nAC,
nAC, SELECT
> HALT SELECT, . IDLE i
nSELECT,
nSELECT, HLTA
HLTA, ’
Error
Error
REQA, REQA,
WUPA, WUPA,
nAC, WUPA nAC, REQA, WUPA
nSELECT, nSELECT,
HLTA, HLTA,
Error Error
A 4
{ READY* AC REA@ e
REQA, REQA,
WUPA WUPA
AC, AC,
nAC, SELECT nAC, SELECT
SELECT SELECT,
nSELECT nSELEECT,
Error Error
A
—@IVE* ACTIVE
PROTOCOL
DESELECT Specified in
ISO/IEC 14443-4
HLTA HLTA
A A

Figure 7 — PICC Type A state diagram

PICCs being|compliant with ISO/IEC 14443-3 but not selected with RATS from ISO/IEC 14443-4 may|leave
the ACTIVE grACTIVE* state by proprietary commands.

6.3.1 POWER-OFF state

Description:

In the POWER-OFF state, the PICC is not powered by a PCD operating field.
State exit conditions and transitions:

If the PICC is in an energizing magnetic field greater than H,, (see ISO/IEC 14443-2), it shall enter its IDLE
state within a delay not greater than defined in Clause 5.

12 © ISO/IEC 2011 — All rights reserved
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6.3.2 IDLE state
Description:

In the IDLE state, the PICC is powered. It listens for commands and shall recognize REQA and WUPA
commands.

State exit conditions and transitions:

The PICC enters the READY state after it has received a valid REQA or WUPA command and transmitted its
ATQA.

6.3.3| READY state
Desctription:

In the] READY state, the bit frame anticollision method shall be applied. Cascade leVels are hand|ed inside this
state fo get the complete UID.

State|exit conditions and transitions:

The RICC enters the ACTIVE state when it is selected with its complete)UID.

6.3.4| ACTIVE state
Descfription:

If the|PICC complies with ISO/IEC 14443-4 then the PICC shall be ready to accept the protdcol activation
command (RATS) as specified in ISO/IEC 14443-4; else it may proceed with non ISO/IEC 14443}4 protocol.

State|exit conditions and transitions:

The RICC enters the HALT state when a valid HLTA command is received.
NOTE] In the higher layer protocol; specific commands may be defined to return the PICC to its HALT gtate.
6.3.5| HALT state

Descfription:

In thel HALT state,the PICC shall respond only to a WUPA command.
State|exit conditions and transitions:

The RI€Centers the READY* state after it has received a valid WUPA command and transmitted its ATQA.

6.3.6 READY* state

Description:

The READY™ state is similar to the READY state. The differences are the transitions specified in Figure 7. The
bit frame anticollision method shall be applied. Cascade levels are handled inside this state to get complete
uID.

State exit conditions and transitions:

The PICC enters the ACTIVE* state when it is selected with its complete UID.

© ISO/IEC 2011 — All rights reserved 13
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6.3.7 ACTIVE* state

Description:

The ACTIVE*® state is similar to the ACTIVE state The differences are the transitions specified in Figure 7. If
the PICC complies with ISO/IEC 14443-4 then the PICC shall be ready to accept the protocol activation
command (RATS) as specified in ISO/IEC 14443-4, else it may proceed with non ISO/IEC 14443-4 protocol.

State exit conditions and transitions:

The PICC enters the HALT state when a valid HLTA command is received.

6.3.8 PROT
Description:

In the PROT(

6.4 Comn

The comman
REQA;
WUPA,;
ANTICO
SELECT]
HLTA.

The comman

6.4.1 REQA

The REQA and WUPA commands are sernt by the PCD to probe the field for PICCs of Type A. The

transmitted W
respective co

Particularly th
into the REAI

Table 3 show

OCOL state

DCOL state, the PICC behaves according to ISO/IEC 14443-4.

and set

s used by the PCD to manage communication with several PICCs ‘are:

| LISION;

s use the byte and frame formats described above.

\ and WUPA commands
ithin a short frame. See Figure 7 to check in which cases PICCs actually have to answer to
mmands.

e WUPA command\is sent by the PCD to put PICCs which have entered the HALT statg
DY* state. They shall then participate in further anticollision and selection procedures.

s the coding.of REQA and WUPA commands which use the Short frame format.

Table 3 — Coding of Short Frame

14

b7 b6 [ b5 [ bd [ b3 [ b2 | b1 Meaning
0|1]1]0|0]|1|1]0|26=REQA
110(1]0|0]| 1|0 |'52=WUPA
0|1 110 11| 0| 1 ['35=Optional timeslot method, see Annex C
1]10]0 ]| x| x| x| x |'40"to'4F' = Proprietary
1111111 x| x| x |'78to'7F' = Proprietary

all other values RFU

y are
these

back
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A PCD sending an RFU value is not compliant with this standard.

A PICC receiving an RFU value should consider the short frame as an error (see Figure 7) and should not
send a response.

6.4.2 ANTICOLLISION and SELECT commands

These commands are used during an anticollision loop (see Figures 5 and 6). The ANTICOLLISION and
SELECT commands consist of:

— select code SEL (1 byte);

— number of valid bits NVB (1 byte, for coding see Table 8);

— 0 to 40 data bits of UID CLn according to the value of NVB.

NOTE] The composition of UID CLn for the different UID sizes is shown in Figure 12.
SEL gpecifies the cascade level CLn.

The ANTICOLLISION command is transmitted within bit oriented anticollision frame.
The SELECT command is transmitted within standard frame.

As long as NVB does not specify 40 valid bits, the command_is called ANTICOLLISION command, where the
PICC|remains in READY or READY* state.

If NVB specifies 40 data bits of UID CLn (NVB = '70!);;a CRC_A shall be appended. This command is called
SELHCT command.

If the |PICC has transmitted the complete UID,\it transits from READY state to ACTIVE state or from READY*
state fo ACTIVE* state and indicates in its:SAK response that UID is complete.

Otherwise, the PICC remains in READY or READY* state and the PCD shall initiate a new ant|collision loop
with increased cascade level.

6.4.3| HLTA command

The HLTA command consists of two bytes followed by CRC_A and shall be transmitted withjn a standard
framgd, defined in Figure’8.

S '50' '00' CRC_A E

Figure 8 — Standard frame containing HLTAcommand |

If the PICC responds with any modulation during a period of 1 ms after the end of the frame containing the
HLTA command, this response shall be interpreted as 'not acknowledge'.

NOTE The PCD should apply an additional waiting time margin of 0,1 ms.
6.5 Select sequence

The purpose of the select sequence is to get the UID from one PICC and to select this PICC for further
communication.

© ISO/IEC 2011 — All rights reserved 15


https://iecnorm.com/api/?name=f53055c635d6c94ef8997766e9e18f28

ISO/IEC 14443-3:2011(E)

6.5.1 Select sequence flowchart

The select sequence is specified in Figure 9.

ISO/IEC 14443-3

Send REQA

'

Receive ATQA

v

Select
cascade level 1

* \

Increase Perform bit frame
cascade level anticollison loop

Y

UID complete, PICC not

compliant to
ISO/IEC 14443-4

UID not complete

CheckSAK

UID complete, PICC
compliant to
ISO/IEC\14443-4

defined in ISO/IEC 1444 3-4

ISO/IEC 14443-4 i v
i Proprietary
Proceed with commands and protocols ! commands
i

and protocols

Figure 9 — Initialization and anticollision flowchart for PCD

NOTE PICCs may use ATQA bit combinations of b9 to b12 for indication of proprietary methods.
PICCs that do not support the mandatory bit frame anticollision are not compliant with this standard.
6.5.2 ATQA - Answer To Request

After a REQA command is transmitted by the PCD, all PICCs in the IDLE state shall respond synchronously
with ATQA.

After a WUPA command is transmitted by the PCD, all PICCs in the IDLE or HALT state shall respond
synchronously with ATQA.

16 © ISO/IEC 2011 — All rights reserved
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The PCD shall detect any collision that may occur when multiple PICCs respond.
An example is given in Annex A.

6.5.2.1 Coding of ATQA

Table 4 specifies the coding of ATQA, All RFU bits shall be set to (0)b.

Table 4 — Coding of ATQA

MSB LSB

b16(| b15 | b14 | b13 | b12 | b11 | b10 b9 b8 b7 b6 b5 b4 b3 b2 b1

RFU Proprietary coding UID size RFU Bit frame’ anticpllision
bit frame

The RICC shall send the byte consisting of (b1 to b8) first and then the byte.consisting of (b9 to b16) in a
PICC|standard frame.

A PIQC sending an ATQA with (b8,b7) = (11)b or (b16 to b13) <> (0000)b or b6 <> (0)b is not qJompliant with
this sfandard.

A PCD detecting a collision in any bit of (b16 to b1) shall commence with the first step of the antjcollision loop
(see 6.5.3.1). The PCD shall commence with the first step of‘the anticollision loop regardless of any value in
the prioprietary field b12 to b9.

A PCD receiving (b8,b7) = (11)b or (b16 to b13) <> (0000)b or b6 <> (0)b should ignore the valugs and should
comnence with the first step of the anticollision loop (see 6.5.3.1).

6.5.22 Coding rules for bit frame anticollision
— Rule 1: Bits b7 and b8 code the UID size (single, double or triple, see Table 5).

— Rule 2: Only one out of the*five bits b1, b2, b3, b4 or b5 shall be set to (1)b to indigate bit frame

gnticollision (see Table 6)
Table 5 — Coding-of-b7 and b8 for bit frame Table 6 — Coding of b1 to b5 for bit frame
anticollision anticollision

8 b7 Meaning b5 | b4 | b3 | b2 b1 Megning

0 0 UID size: single 1 0 0 0 0 bit frame pnticollision

0 1 UID size: double 0 1 0 0 0 bit frame anticollision

1 0 UID size: triple 0 0 1 0 0 bit frame anticollision

1 1 RFU 0 0 0 1 0 bit frame anticollision
0 0 0 0 1 bit frame anticollision

© ISO/IEC 2011 — All rights reserved 17
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6.5.3 Anticollision and Select

6.5.3.1  Anticollision loop within each cascade level

The following algorithm shall apply to the anticollision loop:

Step 1 The PCD shall assign SEL with the code for the selected anticollision cascade level.
Step 2 The PCD shall assign NVB with the value of '20'.

NOTE  This value defines that the PCD will transmit no part of UID CLn. Consequently this
command forces all PICCs in the field to respond with their complete UID CLn.

Step 3 The PCD shall transmit SEL and NVB.
Step 4 All PICCs in the field shall respond with their complete UID CLn.

Step 5 If more than one PICC responds, a collision may occur. If no collision occurs, steps 6 0,10 shall|be
skipped.

Step 6 The PCD shall recognize the position of the first collision.

Step 7 The PCD shall assign NVB with a value that specifies the number of valid bits“ef UID CLn. The valid
bits shall be part of the UID CLn that was received before a collision occtrréd followed by a (0)f or
(1)b, decided by the PCD. A typical implementation adds a (1)b.

Step 8 The PCD shall transmit SEL and NVB, followed by the valid bits.

Step 9 Only PICCs of which the part of UID CLn is equal to the valid bit&transmitted by the PCD shall trangmit
their remaining bits of the UID CLn.

Step 10 If further collisions occur, steps 6 to 9 shall be repeated. The)maximum number of loops is 32.

Step 11 If no further collision occurs, the PCD shall assign NVB with the value of '70'.

NOTE  This value defines that the PCD will transmit the complete UID CLn.

Step 12 The PCD shall transmit SEL and NVB, followed\by all 40 bits of UID CLn, followed by CRC_A.
Step 13 The PICCs which UID CLn matches the 40-bits shall respond with their SAK.

Step 14 If the UID is complete, the PICC shall*transmit SAK with cleared cascade bit and shall transit from
READY state to ACTIVE state or from' READY* state to ACTIVE* state.

th

Step 15 The PCD shall check if the cascade bit of SAK is set to decide whether further anticollision loops v
increased cascade level shall,follow.

If the UID of [a PICC is compléte)and known by the PCD, the PCD may skip step 2 - step 10 to sele¢t this
PICC without|performing the anticollision loop.

NOTE Fi

dure 10 explains steps 1 to 13.
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@ SEL := code (cascade level) |

Y
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NVB = 20' |

A 4
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ANTICOLLISION Command

Transmit
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y
NVB := 20" + coll

A 4

Transmit
ANTICOLLISION Command

NOTE

6.5.3.2

—

| SEL | NVB | UIDCLn

l—l

@ Receive UID CLn @

coll := Position of first
collision

y
Transmit SELECT Comrhand

@
| SEL | NVB | uID CLA |CRC_A|

@)

Receive SAK

t

y

End of anticollision
loop

)

Figure 10 — Anticollision loop, flowchart for PCD

The circled numbers correspond to the steps of the algorithm.

Coding-of SEL (Select code)

Table| 7 specifies the coding of SEL.

Table 7 — Coding of SEL

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
1 0 0 1 0 0 1 1 '93": Select cascade level 1
1 0 0 1 0 1 0 1 '95": Select cascade level 2
1 0 0 1 0 1 1 1 '97": Select cascade level 3
1 0 0 1 other values except RFU

those here above

© ISO/IEC 2011 — All rights reserved
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The length of SEL is 1 byte. The possible values are '93', '95', '97".

NOTE
unpredictable.

6.5.3.3

Length: 1 byte

Coding of NVB (Number of Valid Bits)

Only three SEL codings are defined and the PICC behavior when receiving undefined codings is

The upper 4 bits are called “byte count” and specify the integer part of the number of all valid data bits

transmitted b
count” is 2 an

The lower 4
(including SE

Table 8 — Coding of NVB

b8 b7 b6 b5 Meaning
0 1 0 byte count = 2
0 1 1 byte count =3
1 0 0 byte count = 4
1 0 1 byte count =5
1 1 0 byte count =6
1 1 1 byte count = 7
The PCD sh4g

is allowed. A

A PCD settin
standard. A H
b1) to any va

d the maximum value is 7.

bits are called “bit count” and specify the number of all valid data bits transmitted by the
| and NVB) modulo 8.

b4 b3 b2 b1 Meaning

0 0 0 0 bit count =0
0 0 0 1 bit count = 1
0 0 1 0 bit count = 2
0 0 1 1 bit count =3
0 1 0 0 bit count = 4
0 1 0 1 bit count =5
0 1 1 0 bit count = 6
0 1 1 1 bit count =7

6.5.3.4

Coding of SAK (Select acknowledge)

“byte

PCD

Il set NVB only to values defined in Table 8 except that for byte counts 6 and 7 only bit count of 0
PCD setting NVB-to any forbidden value is not compliant with this standard.

g the byte‘count (b8 to b5) to any value outside the range 2 to 7 is not compliant with this
CD setting the bit count (b4 to b1) > 7 for byte count equal 2 to 5 or setting the bit count
ue ather than 0 for byte count equal 6 or 7 is not compliant with this standard.

b4 to

SAK, as defined in Figure 11, is transmitted by the PICC when NVB has specified 40 valid data bits and when
all these data bits match with UID CLn.

20

1! byte 2" 3" pytes
SAK CRC_A
(1 byte) (2 bytes)

Figure 11 — Select acknowledge (SAK)
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The coding of bits b3 (cascade bit) and b6 is given in Table 9.

Table 9 — Coding of SAK

b8 b7 b6 b5 b4 b3 b2 b1 Meaning

X X X X X 1 X X Cascade bit set: UID not complete

X X 1 X X 0 X X UID complete, PICC compliant with ISO/IEC 14443-4

X X 0 X X 0 X X UID complete, PICC not compliant with ISO/IEC

14443-4

K" means a "don’t care" value.

For b

ignorg any of the remaining bits of SAK. A PCD behaving differently is not compliant with this sta

NOTE

6.5.4

The \
all Ul
betwsg

B = (1)b the PCD shall ignore any other bit of SAK. For b3 = (0)b the PCD shall interpref

When b3 is set to (1)b, all other bits of SAK should be set to (0)b.

UID contents and cascade levels

ID consists of 4, 7 or 10 UID bytes. Consequently, the, PICC shall handle up to 3 cascads
D bytes. Within each cascade level, a part of UID shall be transmitted to the PCD. Th

Table 10— UID size

UID size Number of UID bytes Cascade levels
single 4 1
double 7 2
triple 10 3
ID is:

ither a fixed)unique number;

r a random number which is dynamically generated by the PICC (only allowed for single siz

b6 and shall
hdard.

levels to get
b relationship

ten the UID size (see Table 5), the numbers of UIDdytes and cascade levels is given in Talple 10.

ke UID);

r a.non-unigue fixed number (only allowed for single size UID).

The first byte (uid0) of the UID assigns the content of the following bytes of the UID as defined in Table 11 and

Table

12.
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Table 11 — Single size UIDs

uid0 Description
'08' uid1 to uid3 is a random number which is dynamically generated
'x0' - 'x7", 'x9' - 'xE' Proprietary number
'18','28', '38', '48', '58', '68', '78', '98", RFU
'A8', 'B8', 'C8', 'D8', 'E8', 'F8'
XF' Eixed number, non-unique

A random UID shall be generated only on state transition from POWER-OFF state to IDLE state.

The value '8§ of the cascade tag CT shall not be used for uidO in single size UID.

Table 12 — Double and triple size UIDs

uido Description

Manufacturer ID according to Each manufacturer is responsible for the uniqueness of the
ISO/IEC 7816-6* value of the other bytes of the unique number.

* The values '81' to 'FE', which are marked for "Proprietary™~in.ISO/IEC 7816-6 shall not be
allowed in this context:

The value '8§ of the cascade tag CT shall not be used for uid3 in double size UID.

Figure 12 defines the usage of cascade levels.

UID size | PCD ||'93'
single
PICC uid0 [ uid1 | uid2 | uid3|BCC
UID size] PCD ||'93' '95'
double
PICC CT.idO [uid1 [uid2 |BCC uid3 | uid4 | uid5 | uid6é | BCC
UID size] PCD ||'93 '95' ‘97"
triple
PICC CT |uid0 |uid1 |uid2 |BCC CT |uid3 |uid4 | uid5 | BCC uid6 |uid7 | uid8 | uid9 | BCC
Cascade Level 1 Cascade Level 2 Cascade Level 3
} [ | [ |
Figure 12 — Usage of cascade levels
NOTE The purpose of the cascade tag is to force a collision with PICCs that have a smaller UID size.

22 © ISO/IEC 2011 — All rights reserved



https://iecnorm.com/api/?name=f53055c635d6c94ef8997766e9e18f28

ISO/IEC 14443-3:2011(E)

The following algorithm shall apply to the PCD to get the complete UID:

Step 1 The PCD selects cascade level 1.

Step 2 The anticollision loop shall be performed.

Step 3 The PCD shall check the cascade bit of SAK.

Step 4

If the cascade bit is set, the PCD shall increase the cascade level and initiate a new anticollision loop.

A PICC sending uid0 with an RFU value is not compliant with this standard. A PICC sending a proprietary
number shall fulfil all other requirements of the anticollision sequence including CT otherwise such a PICC is

hic ctandaed

not cg

Durin

7 1
This 4
A PI(Q

given
chang

71

This
anticg

711

Bytes
anticg

mnliant vagth th
TIPS TC YV It Tt o Star roar o

j the anticollision, the PCD shall regard uid0 with RFU or proprietary values as a regular uid

ype B — Initialization and anticollision

C or PCD sending RFU bits shall set these bits to the value indicated herein or to (0)b
A PICC or PCD receiving RFU bits shall disregard the valug ‘of)these bits and shall ma
e its function, unless explicitly stated otherwise.

Character, frame format and timing

section defines the character, frame format and\ timing used during communication init
llision for PICCs of Type B. For bit representationrand coding refer to ISO/IEC 14443-2.

Character transmission format

are transmitted and received between PICCs and a PCD by characters, the format of wh
llision sequence is as follows:

start bit at logic "0";

data bits transmittedsLSB first;

stop bit at logic("1;":

ansmissionof one byte is performed with a character requiring 10 etu as illustrated in Figur
Start LSB MSB Stop EG

ection describes the initialization and anticollision sequence applicable forPICCs of Type B.

0.

if no value is
ntain and not

alization and

ch during the

b1 b2 b3 b4 b5 b6 b7 b8

10 etu

Figure 13 — Character format

From PCD to PICC, bit boundaries within a character shall occur as defined in Table 13, where n is the

numb

er of bit boundaries after the start bit falling edge (1 <n<9).

© ISO/IEC 2011 — All rights reserved
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Table 13 — Bit boundaries from PCD to PICC

PCD to PICC bit rate

fc /128 fc 1 64 fc /32 fc/16

Bit boundaries from PCD to PICC for the falling edge(s) |[netu+8/fc|netut1/fc|netut1/fc|netuxt1/fc

Bit boundaries from PCD to PICC for the rising edge(s) |netu+8/fc|netut4/fc|netu+x2/fc|netut1/fc

7.1.2 Chardcter separation
A character mpay be separated from the next one by the extra guard time EGT.

The EGT between 2 consecutive characters sent by the PCD to the PICC shall be between 0 and 5,875 etu
(not necessalily an integer number of etu), as defined in Table 14.

The EGT between 2 consecutive characters sent by the PICC to the PCD shall be"between 0 and 2 ety (not
necessarily aph integer number of etu), as defined in Table 15.

Table 14 — EGT from PCD to PICC

EGT PCD to PICC

PCD shall use EGT between PICC shall accept EGT between
Min Max Min Max
0 etu 5,875 etu 0 etu 6 etu

Table-15 — EGT from PICC to PCD

EGT PICC to PCD

PICC shall use EGT between PCD shall accept EGT between
Min Max Min Max
0 etu 2 etu 0 etu 2,125 etu

7.1.3 Frame format

PCDs and PICCs shall send characters as frames. The frame is delimited by SOF and by EOF, as defined in
Figure 14, unless suppressed in accordance with 7.10.3.3.

SOF Characters EOF

Figure 14 — Frame Format
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The t

7.1.4 SOF

one falling edge;

SOF, as illustrated in Figure 15, is composed of:

followed by 10 to 11 etu with a logic "0" (SOF low);

followed by one single rising edge;

followed by 2 to 3 etu with a logic "1" (SOF high).

ISO/IEC 14443-3:2011(E)

No (sub)carrier
modulation

>10 etu,<11etu

/22,S3etu

:I‘

>12etu,< 14 etu

|

|
| -]
o

15!

character

Figure 15 — SOF

ansmission of SOF is defined in Tables 16, 17 and 18.

Table 16 — SOF of P€D.transmission

PCD shall use time between

PICC shall accept time betiveen

Min Max Min Max
PCD SOF low 10 etu 1MMetu+1/16etu | 10etu—1/16etu | 11etu+]/8etu
PCD SOF high 2 etu— /16 etu 3etu+1/16 etu 2etu—1/8etu 3etu+1/8etu
Table 17 — SOF low of PICC transmission
Bit rate PICC shall use SOF low time between PCD shall accept SOF low|time
between
Min Max Min Max
fc /1128 10etu—-0,5/"fs 1MM1etu+0,5/fs 10etu—1/fs MMetut1/fs
fc | 64 10 etu 11 etu 10etu—-0,5/"fs 11etu+0,5/fs
fc /32 10 etu 11 etu 10 etu 11 etu
fcl16 10 etu 11 etu 10 etu 11 etu

© ISO/IEC 2011 — All rights reserved
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Table 18 — SOF high of PICC transmission

Bit rate PICC shall use SOF high time PCD shall accept SOF high time
between between
Min Max Min Max
fc /1128 2etu-05/"1s 3etu+0,5/fs 2etu—1/fs Betu+1/fs
fc | 64 2 etu 3etu 2etu-05/"1s 3etu+0,5/fs
fc /32 2 ety 3 ety 2 ety 3 ety
fcl16 2 etu 3etu 2 etu 3etu
NOTE Alllvalues in Tables 17 and 18 comply with the phase shifts requirements of ISO/IEC 14443:-2,79.2.4.
71.5 EOF
EOF, as illusfrated in Figure 16, is composed of:
— one falling edge;
— followed py 10 to 11 etu with a logic "0" (EOF low);

— followed

by one single rising edge.

5t character

>10etu, <11 ety

No (sub)carrier

modulation

transition

The transmis

Figure 16 — EOF

sion of EOF is defined in Tables 19 and 20.

Table 19 — EOF of PCD transmission

PCD shall use EOF time between

PICC shall accept EOF time between

Min

26

Max

Min Max

10 etu

11etu+1/16 etu

10etu—1/16 etu 11etu+1/8etu
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Table 20 — EOF of PICC transmission

Bit rate PICC shall use EOF time between PCD shall accept EOF time between
Min Max Min Max
fc 1128 10etu—-0,5/"fs 1Metu+05/fs 10etu—-1/fs 1M1etu+1/fs
fc/ 64 10 etu 11 etu 10etu—-0,5/"fs 11etu+0,5/fs
fc /32 10 etu 11 etu 10 etu 11 etu
fc /16 10 etu 11 etu 10 etu 11.gtu
NOTE All values in Table 20 comply with the phase shifts requirements of ISO/IEC 14443-2,9.2'4.
7.1.6| Timing before the PICC SOF
PICC|start of communication after a PCD data transmission shall respect the timing defined in Figure 17.
The default minimum values of TRO and TR1 are defined in ISO/IEC\14443-2 and may be reduced by the
PCD,|see 7.10.3.

The maximum value of TRO is:

56 / fs (~ 302 us) for ATQB;

The nmhaximum value of TR1 is 200 / fs (~.236 ps).

P56 / fs) x 2FW!I — TR1 for all other frames (see 7.9.4.3).

5536 / fc (~ 4,8 ms) for S(DESELECT) (see ISOAEC 14443-4, 8.1);

PCD

PICC

Last character,

EOF

Unmodulated carrier

Unmodulated
subcarrier ON

SOF

Figure 17 — Timing before the PICC SOF

A PICC may turn on the subcarrier only if it intends to begin transmitting information.

The minimal and maximal values of TRO and TR1 are applicable to PICCs. PCDs shall accept minimal and
maximal values of TR0 and TR1 with a margin of 1/ fs.

7.1.7 Timing before the PCD SOF

PCD start of communication after a PICC data transmission and EOF shall respect the timing in Figure 18.

© ISO/IEC 2011 — All rights reserved

27


https://iecnorm.com/api/?name=f53055c635d6c94ef8997766e9e18f28

ISO/IEC 14443-3:2011(E)

The PICC shall turn off its subcarrier after the transmission of the EOF and respect the timing in Table 21. The

subcarrier signal shall:
— not be stopped before the end of the EOF;

— be stopped no later than 2 etu after the end of the EOF.

NOTE If the subcarrier is turned off at the same time as the rising edge of the PICC EOF then the stopping
subcarrier represents the rising edge of the PICC EOF.

The minimum value of TR2 is coded in ATQB by Protocol_Type in “Protocol Info” field (see 7.9.4.4).

of the

PICC fs ON fs to oﬁl fs OFF
Sybcarrier

' d

I

PICC Data | Last character EOF <2etu Undefined

1.................»!

3 TR2 >

PdD Unmodulated carrier SOF

Figure 18 — Timing before the PCD'SOF

Table 21 — Timing (fs to OFF) before PCD SOF

PICC shall use time between PCD shall accept time between
Min Max Min Max
0 etu 2 etu 0 etu 2etu+1/fs

The minimal palue of TR2 is applicable_to PICCs. PCDs shall respect minimal value of TR2 with a maifgin of

100/ fc.

7.2 CRC_B
A frame shalllonly be considered correct if it is received with a valid CRC_B value.

The frame CRC_B-is a function of k data bits, which consist of all the data bits in the frame, excluding
bits, stop bitq, delays between bytes, SOF and EOF, and the CRC_B itself. Since data is encoded in

start
bytes,

the number of_bits k is a mlllﬁplp of 8

For error checking, the two CRC_B bytes are included in the frame, after the data bits and before the
The CRC_B is as defined in ISO/IEC 13239. The initial register content shall be all ones: 'FFFF'.

For examples refer to Annex B.

7.3 Anticollision sequence

An anticollision sequence is managed by the PCD through a set of commands detailed in this section.

EOF.

The PCD is the master of the communication with one or more PICCs. It initiates PICC communication activity

by issuing a REQB/WUPB command to prompt for PICCs to respond.
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During the anticollision sequence it may happen that two or more PICCs respond simultaneously: this is a
collision. The command set allows the PCD to handle sequences to separate PICC transmissions in time. The
PCD may repeat its anticollision procedure until it finds all PICCs in the operating volume.

Having completed the anticollision sequence, PICC communication will be under control of the PCD, allowing
only one PICC to talk at a time.

The anticollision scheme is based on definition of slots in which PICCs are invited to answer with minimum
identification data. The number of slots is parameterized in the REQB/WUPB and can vary from one to some
integer number. PICC response probability in each slot is also controllable. PICCs are allowed to answer only
once in the anticollision sequence.

slot in which
ased on the

y time.

br during the

hed AFI

hber

umber

Consgquently, even in case of multiple PICCs present in the PCD field, there will probably bé.g
only pne PICC answers and where the PCD is able to capture the identification data: B
identification data the PCD is able to establish a communication channel with the identified| PICC
An articollision sequence allows selection of one or more PICCs for further communication at an
7.4 |PICC states description

Different states and transition conditions between states describe thePICC detailed behavi
anticqllision sequence.

The fpllowing symbols apply for Figures 19 and 20.

REQB(AFI/nAFI, N, R)YWUPB(AFI/nAFI, N, R) REQB/WUPB commands with matched/unmatg
AFI matched AFI

nAFI unmatched AFI

Slot-MARKER Slot-MARKER command with matched slot nur
nSIotiMARKER Slot-MARKER command with unmatched slot
HLTH(PUPI) HLTB command with matched PUPI
HLTB(nPUPI) HLTB command with unmatched PUPI
ATTRIB(PUPI) ATTRIB command with matched PUPI
ATTRIB(nPUPI) ATTRIB command with unmatched PUPI

Error transmission error detected or unexpected frame
© ISO/IEC 2011 — Al rights reserved
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POWER-OFF
Out of Field

REQB(nAFI) In Field

WUPB(nAFI)
HLTB(PUPI)
HLTB(nPUPI)
ATTRIB(PUPI) < N
ATTRIB(nPUPI)
Slot-MARKER
nSlot-MARKER
Error
REQDATT, NZ 1, R> 1)
4 J WUPB(AFI, N>1, R>1)
Ve REQB(nAFI)
REQB(AFI, N=1) WUPB(nAFI)
WUPB(AFI, N=1)
REQB(AFI, N>1, R=1)
WUPB(AFI, N>1, R=1)
REQB(AFI, N>1, R>1) \
WUPB(AFI, N>1, R>1) o
I MARKER READY-REQUESTED /‘
HLTB(PUPI) ~ _
HLTB(nPUPI) WUPB(AFI-N>1, R>1)
ATTRIB(PUPI)
ATTRIB(nPUPI) REQB(AFI, N=1)
Error WUPB(AFI, N=1)
REQB(AFI, N>1, R=1)
WUPB(AFI, N>1, R=1)
REQB(nAFI) REQB(AFI, N>1, R>1) Slot-MARKER REQB(AFI, N=1)
WUPB(nAFI) WUPB(AFI. N>1, R>1) WUPB(AFI, N=1)
REQB(AFI, N>1, R=1)
WUPB(AFI, N>1, R=1)
Slot-MARKER
nSlot-MARKER
HLTB(nPUPI)
N =/ READY-DECLARED ATTRéE:r(grP UPY
WUPB(nAFI)
N
WUPB(AFI, N=1)
WUPB(AFI, N>1, R=1)
ATTRIB(PUPI)
HLTB(PUPI)
REQB(AFI) W
REQB(nAFI REQB(AFI)
WUPB(AFI) REQB(nAFI
WUPB(nAFI HLTB(PUPI
HLTB(PUPI HLTB(nPUP)
HLTB(nPUPI PROTOCOL DESELECT— ATTRIB(PUH))
ATTRIB(PUP) ATTRIB(nPURI)
ATTRIB(nPUH)) Slot-MARKER
Slot-MARKER nSlot-MARKHR
nSlot-MARKER Specified in Error
Error ISO/IEC 14443-4
J
Figure 19 — PICC Type B state diagram
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Initialization and anticollision flowchart

Else

POWER-OFF

A\ 4

Generate PUPI

\4

Wait for REQB
or WUPB

REQB or WUPB

ISO/IEC 14443-3:2011(E)

»la

Yes

P

) 4

v

\ 4
A

Wait forMatched | REQB or WUPB
SlotsMARKER

Slot-MARKER

[ Send ATQB ]

>
\

Else \_[

Wait for AFTRIB(PUPI)
or-HETB(PUPI)

] REQB or WUPB

J

ATTRIB(PUPI)
y

HLTB(PUPI)

\ 4
Send Answer to
HLTB(PUPI)

SendAnswer to
ATTFRIB(PUPI)
A

y

PROTOCOL

DESELECT

Specified in
ISO/IEC 144434

<

Else A

HALT ]

WuPB

NOTE

Figure 20 — PICC initialization and anticollision flowchart

R is a random number chosen by the PICC in the range from 1 to N (for coding of N see 7.7.4).

7.4.2 General statement for state description and transitions

To any state the following shall apply:

© ISO/IEC 2011 — All rights reserved
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To any state specific to the anticollision sequence (except PROTOCOL state) the following shall apply:

used;

sections;

response depending on its state;

Prefix byte) the PICC shall not answer to any command frame not starting with (101)b;

the PIC

detected).

743 POW
Description:
In the POWE
State exit co

If the PICC ig
state within a

744 IDLE
Description:

In the IDLE
commands.

State exit co
On reception
READY-DEC

REQB/WUPH
command sp

7.45 REAL

Description:

default communication parameters as defined in ISO/IEC 14443-2 and in the previous sections shall be

the PICC shall not emit subcarrier except to transmit response frames as specified in the previous

if a frame from the PCD is valid (correct CRC_B), the PICC shall perform the required action and/or

as in anticollision commands the first 3 bits of the data in a frame are (101)b (3 first bits of anticollision

shall only react to valid frames received (no response sent when transmissiof.erro

ER-OFF state

R-OFF state, the PICC is not powered by a PCD operating field.
hditions and transitions:

in an energizing magnetic field greater than H,,, (se€4dSO/IEC 14443-2), it shall enter its
delay not greater than defined in Clause 5.

ptate

state, the PICC is powered. It listehs for frames and shall recognize REQB and

nditions and transitions:

of a valid REQB or WUPB command frame the PICC shall enter the READY-REQUEST
| ARED sub-state,-depending on values of N and if necessary R, as defined in 7.6.

means a valid-frame with REQB/WUPB command and a matched AFl. See REQB/V
pcification for more details.)

Y-REQUESTED sub-state

S are

IDLE

VUPB

ED or
Valid
VUPB

In the READY-REQUESTED sub-state, the PICC is powered and has received a valid REQB or WUPB
command with a control parameter N (not equal to 1). The PICC has a random number R (not equal to 1)
which is used to control its subsequent operation as described in 7.6 It listens for frames and shall recognize
REQB, WUPB and Slot-MARKER commands.

State exit co

nditions and transitions:

See 7.6 for details.

Specific rem

ark:

In this state the ATQB has not yet been sent.

32
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7.4.6 READY-DECLARED sub-state

Description:

In the READY-DECLARED sub-state, the PICC is powered and has sent its ATQB corresponding to the last
valid REQB/WUPB/Slot-MARKER command received. It listens for frames and shall recognize REQB/WUPB,
ATTRIB and HLTB commands.

State exit conditions and transitions:

On reception of a valid ATTRIB command the PICC shall enter the PROTOCOL state if the PUPI in the
ATTRIB command matches the PICC PUPI.

If the|PUPI in the ATTRIB command does not match the PICC PUPI, the PICC shall remain i the READY-
DECUARED sub-state.

On reception of a valid REQB/WUPB command frame the same conditions and transitions sha|l apply as on
reception of a valid REQB/WUPB command frame in the IDLE state.

On regeption of a matched HLTB command the PICC shall enter the HALT state:

7.4.7| PROTOCOL state
Descfiption:
In thef PROTOCOL state, the PICC is powered and has sent.ts answer to ATTRIB command.

If the|PICC was selected for the 14443-4 protocol with<the” ATTRIB command, then the PICC [shall operate
accorfling to ISO/IEC 14443-4 else it may proceed withnon ISO/IEC 14443-4 protocol.

Specific remarks:
Valid REQB/WUPB or Slot-MARKER frames:=shall not be answered.

A valifd frame with an ATTRIB command,shall not be answered.

In thg higher layer protocol, specific: commands may be defined to return the PICC to other stpates (IDLE or
HALT]). The PICC may return to these states only following reception of such commands.

7.4.8| HALT state
Descfiption:
In thel HALT state; the PICC is powered. It listens for frames and shall recognize WUPB commands.

The RUPI(shall not change (see 7.9.2) when entering or leaving the HALT state.

State exitconditionsand-tramnsitions:

On reception of a valid WUPB command the PICC shall enter the READY-REQUESTED or READY-
DECLARED sub-state, depending on values of N and if necessary R, as defined in 7.6. (Valid REQB/WUPB
means a valid frame with REQB/WUPB command and a matched AFIl. See REQB/WUPB command
specification for more details.) If the AFI does not match, then the PICC moves to the IDLE state.

7.5 Command set

Four primitive commands are used to manage multi-node communication channels:

— REQB/WUPB;
— Slot-MARKER;
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ATTRIB;
HLTB.

All four commands use the character, frame format and timing detailed in 7.1.

The commands and the responses of the PICC to these commands are described in the following sections.

Any frame re

ceived with a wrong format (wrong frame identifiers or invalid CRC_B) shall be ignored.

7.6 Anticollision response rules

A PICC which is in the IDLE state or READY-REQUESTED sub-state or READY-DECLARED sub-state and
receives a vdlid REQB/WUPB command (AFT = 0 or AFT matched with an internal application), or whic

the HALT st

shall respond

command:

IfN=1theP

If N> 1 the |

and N
fR=1t
IfR>1

(slot nun

Figure 19 illu

7.6.1 PICC

If anticollision
for a PICC ta
mandatory fo

support such

7.7 REQB

The REQB 4
addition WUHR

The number
given applic

respective commands.

7.71

REQB/WUPB command has the format, defined in Figure 21.

REQB/WUPB-command format

e and receives a valid WUPB command (AFI = 0 or AFl matched with an internal applic
according to the following rules, where the parameter N has been given in the REQB/

CC shall send an ATQB and shall move to the READY-DECLARED sub-state

PICC shall internally generate a random number R which shall be evenly\distributed betw

he PICC shall send an ATQB and shall move to the READY-DECIARED sub-state

ber = R) before sending the ATQB and moving to the READY-DECLARED sub-state

strates the various state transitions.

with initialization only

support either the REQB/WUPB command with N > 1 or the Slot-MARKER command. It
r PCDs, especially those not using REQB/WUPB with N = 1, or in multiple PICC situatig
PICCs. These Type B PICCs shall comply with all other relevant clauses of this standard.

fWUPB command

nd WUPB commands sent'by the PCD are used to probe the field for PICCs of Type
B is particularly usedto also wake up PICCs which are in HALT state.

ion. See Figures”19 and 20 for detailed description of when the PICC shall respond to

is in
tion),
VUPB

een 1

he PICC shall wait until it has received a Slot-MARKER comimand with a matched slot nlimber

resolution is not required (e.g. only one PICE is expected in the PCD field), it is not mangatory

is not
ns, to

B. In

pf slots N is included in the command as a parameter to optimize the anticollision algorithm for a

these

1% byte 2" pyte 3" byte 4™ 5™ pytes
APf AFI PARAM CRC_B
(1 byte) (1 byte) (1 byte) (2 bytes)

Figure 21 — REQB/WUPB command format

7.7.2 Coding of Anticollision Prefix byte APf

The Anticollision Prefix byte is APf ='05' = (0000 0101)b.

34
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AFI (Application Family Identifier) represents the type of application targeted by the PCD and is used to
preselect PICCs before the ATQB. Only PICCs with applications of the type indicated by the AFl may answer
to a REQB/WUPB command with AFI different to '00'. When AFI equals '00', all PICCs shall process the

REQB/WUPB.

The most significant half byte of AFI is used to code one specific or all application families, as defined in
Table 22. The least significant half byte of AFI is used to code one specific or all application sub-families. Sub-
family codes different from 0 are proprietary unless defined in Table 22.

Table 22 — AFI coding
AFI AFI Meaning — PICCs respond from Examples | Note
Most Significant | Least Significant half
half byte byte

'0' '0' All families and sub-families No application greselection
X '0' All sub-families of family X Wide application jpreselection
X Y Only the Y, sub-family of{family X

'0' Y Proprietary sub-family Y only

1 '0,Y Transport Mass transit, Bus, Airline....
'2' '0,Y Financial IEP, Banking,|Retall....
'3' '0,Y Identification Access Control....

'4' '0,Y Telecommunication Public Telephony, GSM....
'5' '0,Y Medical

'6' '0% Y Multimedia Internet seryices....

7' 0,Y Gaming

'8’ '0,Y Data Storage Portable Flles....

'9'-'D’ '0,Y RFU
'E '0,Y=1,Y=2, Machine Readable Travel Documents Y =1 ePagsport
Other Y values are (MRTDs) Y =2e\isa
RFU
'F' 0,Y RFU

NOTE

X="1to'F,Y="1t'F

A PCD sending a REQB/WUPB command with an AFI field set to an RFU value is not compliant with this
standard. The PICC shall not respond when the AFI field is set to a value which is RFU.

© ISO/IEC 2011 — All rights reserved
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7.7.4 Coding of PARAM

The coding of PARAM is defined in Figure 22.

b8 b7 b6 b5 b4 b3 b2 b1
Extended
RFU ATQB s\IIEUQIEB/ N
supported

Figure 22 — Coding of PARAM

All RFU bits ghall be set to (0)b.

b4 = (0)b defines REQB: PICCs in IDLE state or READY state shall process this command.
b4 = (1)b defines WUPB: PICCs in IDLE state or READY state or HALT state shall process.this commang.
b1, b2 and b3 are used to code N according to Table 23.

b5 indicates the PCD capability to support extended ATQB response from the\PICC. The use of ext¢nded
ATQB is optignal for the PICC. The coding of b5 is as follows:

— b5 =(0)h defines: extended ATQB defined in 7.9.4.7 is not supported-by the PCD,
— b5 = (1) defines: extended ATQB defined in 7.9.4.7 is suppofted by the PCD.

WARNING —+ PCD manufacturers should take care that b5'was RFU in ISO/IEC 14443-3:2001 and the
PICC behavipr with b5 = (1)b was not specified.

A PCD sending a REQB/WUPB command with (b8 to.b6) <> (000)b is not compliant with this standard.
The PICC should ignore (b8 to b6) and its interpretation of any other field of the whole frame shall not chgnge.

Table 23 — Coding of N

b3 b2 b1 N
0 0 0 1=2°
0 0 1 2=2"
0 1 0 4=2°
0 1 1 g=2
1 0 0 16=2*
1 0 1 RFU
1 1 X RFU

Until the RFU values (101)b or (11x)b are assigned by ISO/IEC, a PICC receiving (b3 to b1) = (101)b or
(11x)b should interpret it as (b3 to b1) = (100)b (16 slots).

A PCD sending (b3 to b1) = (101)b or (11x)b is not compliant with this standard.

NOTE For each PICC, the probability of response (ATQB) in the first slotis 1/ N.
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7.8 Slot-MARKER command

After a REQB/WUPB command, the PCD may send up to (N — 1) Slot-MARKER commands to define the start
of each slot.

Slot-MARKER commands may be sent:
— after the end of an ATQB message received by the PCD;

— or earlier if no ATQB is received.

7.8.1 [ STot-MARKER command format

Slot-NIARKER command has the format defined in Figure 23.

1% byte 2", 3" pytes
APn CRC_B
(1 byte) (2 bytes)

Figure 23 — Slot-MARKER command format

7.8.2| Coding of anticollision prefix byte APn

APn 3 (nnnn 0101)b where nnnn codes the slot number as defined in the Table 24.

Table 24 — Coding of slot number

nnnn Slot number
0001 2
0010 3
0011 4
1110 15
1111 16
NOTE It is not mandatory that the Slot-MARKER commands are sent sequentially with incremental slof numbers.

7.9 ATQB Response

The response to both REQB/WUPB and Slot-MARKER commands is named ATQB.

7.9.1 ATQB response format

ATQB response has one of the two formats defined in Figure 24.
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Basic ATQB format:
1% byte | 2" 3™ 4™ 5" bytes 6", 7", 8" 9" bytes | 10™ 11", 12" bytes 13", 14" bytes
'50' PUPI Application Data Protocol Info CRC_B
(1 byte) (4 bytes) (4 bytes) (3 bytes) (2 bytes)

Extended ATQB format:

1% byte [ | 2", 3" 4™ 5" bytes | 6™, 7", 8", 9" bytes | 10", 11", 12", 13" bytes | 14™, 15" byte
'50' PUPI Application Data Protocol Info CRC-B
(1 byte) (4 bytes) (4 bytes) (4 bytes) (2.bytes)

Figure 24 — ATQB response formats

The PICC shall send the basic ATQB format if the extended ATQB is not supported.by the PCD (see 7.7

The PICC mas

7.9.2 PUPI

A Pseudo-Unpique PICC Identifier (PUPI) is used to differentiate/ PICCs during anticollision. This 4

number may
shall only be

WARNING —
and/or in the

7.9.3 Appli

The Applicati
This informat

The Applicati
field (see 7.9
coding is use

When the CR

y send the extended ATQB format if the extended ATQB is supported by the PCD (see 7.7

Pseudo-Unique PICC Identifier)
be either a number dynamically generated by the PICC or a diversified fixed number. The
penerated by a state transition from the POWER-OFF to the IDLE state.

t PICCs based on ISO/IEC 14443-3:2004‘may change their PUPI when leaving HALT
IDLE state.

cation Data

pn data field is used to infofm' the PCD which applications are currently installed in the
on allows the PCD to seléct'the desired PICC in the presence of more than one PICC.

bn data is defined dependent upon the ADC (Application Data Coding) field in the Protoc
d.

4),

4).

L-byte
PUPI

state

PICC.

| Info

4), which defines_if either the CRC_B compressing method described below or proprietary

NOTE

7.9.31

C_B compressing coding is used, Application Data field contents is defined in Figure 25.
1% byte 2", 3" pytes 4™ pyte
AFI CRC_B (AID) Number of Applications
(1 byte) (2 bytes) (1 byte)

Figure 25 — Application Data format

The two bytes of CRC_B (AID) are sent in the same order as other CRC_B.

AFI

For mono application PICCs AFI gives the family of the application (see AFI coding in Table 22).

For multi application PICCs AFI gives the family of the application described in CRC_B (AID).

38
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CRC_B(AID) is the result of calculation of CRC_B of the AID (as defined in ISO/IEC 7816-4:2005, 8.2.1.2) of
an application in the PICC matching the AFI given in the REQB/WUPB command.

7.9.3.3 Number of Applications

The Number of Applications field specifies how many applications reside in the PICC.

The most significant half byte value gives the number of applications corresponding to the AFI given in
Application Data with '0' meaning no application and 'F' meaning 15 applications or more.

The least significant half byte value gives the total number of applications in the PICC with ‘0
applidation and 'F' meaning 15 applications or more.

7.9.4| Protocol Info

The IProtocol Info field indicates the parameters supported by the PICC. It)is formatted as

Figure 26.

meaning no

specified in

1% byte 2" pyte

3"\ byte

4" pyte
Extend

optional)
ed ATQB

o8]

(8 bits) (4 bits)

t_Rate_capability | Max_Frame_Size

Protocol_Type
(4 bits)

FWI
@bits)

ADC
(2 bits)

FO
(2 bits)

SFGI
(4 bits)

RFU
(4 bits)

Figure 26 — Protocol Info format

The RFU bits in Figure 26 shall be set to (0)b.

7.9.41 FO

The Arame Option supported by the PICC is defined in Table 25.

b2

b1

Meaning

1

X

NAD supported by the PICC

X

CID supported by the PICC

7942 (ADC

Table 25 — Frame Option supported by the PICC

ADC noicta aof tha han hite 1h onA IhAa
CUTTSTSTS UT U IC WU UItS DU alritd o=,

b3 = (0)b means Application Data Coding is proprietary.

b3 = (1)b means Application Data Coding is as described in 7.9.3.

b4 is RFU and shall be set to (0)b.

7943 FWwWI

Frame Waiting time Integer (4 bits) is coded with b8 to b5:

FWI codes an integer value used to define the FWT.

© ISO/IEC 2011 — All rights reserved
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The FWT defi

FWT is calcul

nes the maximum time for a PICC to start its response after the end of a PCD frame.

ated by the formula:

FWT = (256 x 16 / fc) x 2FW!

where the val

ue of FWI has the range from 0 to 14 and the value of 15 is RFU.

For FWI =0, FWT is minimal (~ 302 ps).

For FWI = 14,

FWT is maximal (~ 4949 ms).

In case of exllended ATQB supported by the PICC and the PCD:

FWT apq

the waiti
Answer f]

NOTE 1
occurs.

It i

A PICC settin
Until the RFU

NOTE2 Th
RFU value of 1

7944 Pr

Table 26 defi

The minimun
bits (b3, b2),

lies after the Answer to ATTRIB command,

p ATTRIB waiting time = (256 x 16 / fc) x 2 (~4,8ms)

5 strongly recommended to use a FWT as low as possible to protect communications speed whe

g FWI = 15 is not compliant with this standard.
value 15 is assigned by ISO/IEC, a PCD receiving FWI,=@5 should interpret it as FWI = 4.

s requirement is added for PCD's compatibility with future)PICCs when ISO/IEC defines the behavior
5.

btocol_Type

nes the Protocol_Type supported by the PICC.

Table 26 — Protocol_Type supported by the PICC

b1 Meaning
1 PICC compliant with ISO/IEC 14443-4
0 PICC not compliant with ISO/IEC 14443-4

value of-TR2 (delay between PICC EOF start and PCD SOF start) is defined by Protocol]
bs specified in Table 27.

hg time for the Answer to ATTRIB command is a fixed value given by the ‘following fofmula:

N retry

for an

| Type

40

Table 27 — Minimum TR2 coding

b3 | b2 Minimum TR2
0 0 10etu+32/fs
0 1 10 etu+128/fs
1 0 10 etu + 256 / fs
1 1 10etu+512/fs
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The bit b4 is RFU and shall be set to (0)b.

The PCD should not continue communicating with a PICC that sets b4 to (1)b.

7.9.4.5 Max_Frame_Size

Table 28 defines the maximum frame size.

Table 28 — Maximum frame size

Maximum Frame Size Code in ATQB | '0' | 1 2' '3 '4' '5' '6’ T '8’ '9' - 'F'
Maximum Frame Size (bytes) 16 | 24 32 40 48 64 96 | 128 ()2586 || RFU > 256

A PI]QC setting Maximum Frame Size Code ="'9' - 'F' is not compliant with this standard.

Until {he RFU values '9' - 'F' are assigned by ISO/IEC, a PCD receiving Maximum Frame Size Gode ="'9' - 'F'

shoulfl interpret it as Maximum Frame Size Code = '8' (256 bytes).

NOTE] This clause is added for PCD's compatibility with future PICCs whenISO/IEC defines the behay

valueq of '9' - 'F'.

7.9.4%6 Bit_Rate_capability

Table]29 defines the bit rates supported by the PICC."A PICC setting b4 = (1)b is not comp

standprd.

Table 29 — Bit'rates supported by the PILIC

jor for the RFU

iant with this

b8 | b7 | b6 | b5 | b4 | b3

b2 | b1 Meaning

0 .J( 0| PICC supports only fc / 128 (~ 106 kbit/s) in both directions

X | x | Same bit rate from PCD to PICC and from PICC to PCD com(

ulsory

x | x | PICCto PCD, 1 etu =64 / fc, bit rate supported is fc / 64 (~ 21

2 kbit/s)

x | x |PICCto PCD, 1 etu =32/ fc, bit rate supported is fc / 32 (~ 42

4 Kbit/s)

x | x |PICCtoPCD, 1 etu =16/ fc, bit rate supported is fc / 16 (~ 84

8 kbit/s)

x | 1 |PCD to PICC, 1 etu =64/ fc, bit rate supported is fc / 64 (~ 21

2 kbit/s)

X X X X U X

% —tet= i ' =

4 Kbit/s)

x| x| x| x| 0]1

x | x |PCDto PICC, 1 etu =16/ fc, bit rate supported is fc / 16 (~ 848 kbit/s)

Other values (with b4 = (1)b) are RFU.

Until the RFU values with b4 = (1)b are assigned by ISO/IEC, a PCD receiving Bit_Rate_capability with b4 =
(1)b should interpret the Bit Rate capability byte as if (b8 to b1) = (00000000)b (only fc /128 in both

directions).

© ISO/IEC 2011 — All rights reserved
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7.94.7

Extended ATQB (optional)

The optional Extended ATQB byte (optional 4" byte of protocol info field) consists of two parts:

the least

the most

significant half byte (b4 to b1) is RFU and shall be set to (0000)b;

significant half byte (b8 to b5) defines the Start-up Frame Guard time Integer (SFGI).

The SFGI codes an integer value used to define the Start-up Frame Guard Time (SFGT).

The SFGT define

receive the ng

s a specific

guard time replacing TR2 which is needed by the PICC before it is ready to

0to

14. The valu¢ of 15 is RFU. The values in the range from 0 to 14 are.used to calculate the SFGT 'with the
formula given below. The default value of SFGl is 0.
SFGT = (256|x 16 / fc) x 2 5T ¢!,
For SFGI = 0f SFGT is minimal (~ 302 us).
For SFGI = 144, SFGT is maximal (~ 4949 ms).
A PICC setting SFGI = 15 is not compliant with this standard.
Until the RFU value 15 is assigned by ISO/IEC, a PCD receiving SFGI =-15 shall interpret it as SFGI =0
A PICC sendjng a ATQB response with (b4 to b1) <> (0000)b is not compliant with this standard.
The PCD shdll ignore (b4 to b1) and its interpretation of any other field of the whole frame shall not chanjge. A
PCD changirg its interpretation of any other field of the, whole frame when (b4 to b1) <> (0000)b |s not
compliant with this standard.
When answefing a REQB/WUPB command with-bit,b5 set to (0)b (no extended ATQB supported) the|PICC
shall not send the optional 4" byte in its ATQB response.
7.10 ATTRIB command
The ATTRIB fommand sent by the'\RCD shall include information required to select a single PICC.
A PICC recejving an ATTRIB command with its identifier becomes selected and assigned to a ded|cated
channel. Aftgr being selected, this PICC only responds to commands defined in the higher layer prptocol
which includg its unique*€iD.
The parameté¢rs selected in the ATTRIB command shall apply after the Answer to ATTRIB.
7.10.1 ATT!;[B'cummmrfwmi
The ATTRIB command format is defined in Figure 27.

1% byte | 2", 3™, 4™, 5" bytes | 6" byte | 7" byte | 8" byte | 9" byte 10".......... bytes

"1D' Identifier Param 1 | Param 2 | Param 3 | Param 4 Higher layer INF CRC_B
(1 byte) (4 bytes) (1 byte) | (1 byte) | (1 byte) | (1 byte) | (optional — 0 or more bytes) | (2 bytes)

42

Figure 27 — ATTRIB command format
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7.10.2 Identifier

This identifier is the value of the PUPI sent by the PICC in the ATQB.

7.10.3 Coding of Param 1

Figure 28 defines the Coding of Param 1.

b8 b7 b6 b5 b4 b3 b2 b1

Minimum TRO Minimum TR1 EQOF SOF RFEU

Figure 28 — Coding of Param 1
All RRU bits shall be set to (0)b if not otherwise specified. A PCD setting (b2,b1) <> (00)b is not gompliant with

this sfandard. The PICC should ignore any value (b2,b1) and its interpretation of any other fielq of the whole
framg shall not change.

7.10.3.1 Minimum TRO

The minimum TRO coding is defined in Table 30. It indicates to.the PICC the minimum |delay before
responding after the end of a command sent by a PCD, The default value has beeh defined in
ISO/IEC 14443-2, 9.2.5.

Table 30 — MinimGm*TRO coding

b8 | b7 Minimum TRO\for a PCD to PICC bit rate of
fc /128 fc | 64 fc /32 fc /16
0 0 64 /fs 64 /fs 64 /fs 64 /fs
0| 1 48/ fs 32/fs 16/ fs 16/ fs
1 0 16/ fs 8/fs 4/fs 4/fs
1 1 RFU RFU RFU RFU
NOTE] Minimum-TRO is required by the PCD when switching from transmit to receive and its value depends on the

PCD pgerformance:

A PCP setting (b8,b7) = (11)b is not compliant with this standard. Until the RFU value (11)b ig assigned by
ISO/IEC,aPICC receiving (b8,b7) = (11)b should interpret it as (b8,b7) = (00)b, the default valug

7.10.3.2 Minimum TR1

The minimum TR1 coding is defined in Table 31. It indicates to the PICC the minimum delay between
subcarrier modulation start and beginning of data transmission. The default value has been defined in
ISO/IEC 14443-2, 9.2.5.
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Table 31 — Minimum TR1 coding

b6 | b5 Minimum TR1 for a PICC to PCD bit rate of
fc /128 fc | 64 fc /32 fc /16
0| O 80/fs 80/fs 80/fs 80/fs
0 1 64 /fs 32/fs 32/fs 32/fs
1 0 16/ fs 8/fs 8/fs 8/fs
1 1 RFU RFU RFU RFU
NOTE Mipimum TR1 is required by the PCD for synchronization with the PICC and its value depends”on th¢ PCD
performance.
A PCD setting (b6, b5) = (11)b is not compliant with this standard. Until the RFU value /(11)b is assigned by
ISO/IEC, a PICC receiving (b6,b5) = (11)b should interpret it as (b6,b5) = (00)b, the default value.
7.10.3.3 EQF/SOF
b3 and b4 indicate the PCD capability to support suppression of the EOF“and/or SOF from PICC to|PCD,
which may rgduce communication overhead. The suppression of EOF~and/or SOF is optional for the PICC.
The coding of b3 and b4 is specified in Tables 32 and 33.
Table 32 — SOF handling Table 33 — EOF handling
b3 SOF required b4 EOF required
0 Yes 0 Yes
1 No 1 No
SOF/EOF suppression applies only for communications at fc/ 128 (~ 106 kbit/s). For bit rates highef than
fc 1 128 (~ 10 kbit/s) the PICC shall always provide SOF and EOF.
7.10.4 Coding of Param 2
The least sigpificant halfbyte (b4 to b1) is used to code the maximum frame size that can be received by the
PCD as specffied in Table 34.
Table 34 — Coding of b4 to b1 of Param 2
Maximum Frame Size Code in ATTRIB | '0’ 1 2' ) '4' '5' '6’ T '8’ '9' - 'F
Maximum Frame Size (bytes) 16 | 24 | 32 | 40 | 48 | 64 | 96 | 128 | 256 | RFU > 256

The most significant half byte (b8 to b5) is used for bit rate selection, as specified in Tables 35 and 36.

44
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Table 35 — Coding of b6 and b5 of Param 2

b6 b5 Meaning

0 0 |PCDtoPICC, 1etu=128/fc, bit rate is fc / 128 (~ 106 kbit/s)

0 1 PCD to PICC, 1 etu =64/ fc, bit rate is fc / 64 (~ 212 kbit/s)

1 0 |PCDtoPICC, 1etu=232/fc, bit rate is fc / 32 (~ 424 kbit/s)

1 1 PCD to PICC, 1 etu =16/ fc, bit rate is fc / 16 (~ 848 kbit/s)

Table 36 — Coding of b8 and b7 of Param 2

b8 b7 Meaning

0 0 PICC to PCD, 1 etu =128/ fc, bit rate is fc / 128 (~ 106/kbit/s)
0 1 PICC to PCD, 1 etu =64 / fc, bit rate is fc / 64 (~ 212 kbit/s)

1 0 PICC to PCD, 1 etu =32/ fc, bit rate is fc 4 82" (~ 424 kbit/s)

1 1 PICC to PCD, 1 etu = 16 / fc, bit raténis-fc / 16 (~ 848 kbit/s)

A PCD setting Maximum Frame Size Code ='9' - 'F' is not compliant with this standard.

Until {he RFU values '9' - 'F' are assigned by ISO/IECa-PICC receiving Maximum Frame Size Gode ='9' - 'F'
should interpret it as Maximum Frame Size Code = '81(256 bytes).

7.10.%5 Coding of Param 3

The Igast significant half byte (b4 to b1).i§'used for confirmation of the protocol type as specified in Table 26
and of the minimum TR2, as specified.in)Table 27. b4 is RFU and shall be set to (0)b.

The RICC should ignore (b4 to.b2) and the interpretation of any other field of the whole frame shall not
change.

The most significant half-byte (b8 to b5) is set to (0000)b, all other values are RFU.
A PCD setting (b8 to.b4) <> (00000)b is not compliant with this standard.

The RICC should‘ignore and not answer the ATTRIB command when (b8 to b5) <> (0000)b.

7.10.6 Coding of Param 4

The Param 4 byte consists of two parts:

— the least significant half byte (b4 to b1) is named Card Identifier (CID) and defines the logical number of
the addressed PICC in the range from 0 to 14. The value 15 is RFU. The CID is specified by the PCD and
shall be unique for each active PICC. If the PICC does not support CID, code value (0000)b shall be
used;

— the most significant half byte (b8 to b5) is set to (0000)b, all other values are RFU.

A PCD setting CID = 15 is not compliant with this standard.
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The PICC should ignore and not answer the ATTRIB command when received value of CID = 15 as any
action in the PICC for CID = 15 may be decided in the future by ISO/IEC.

A PCD setting (b8 to b5) <> (0000)b is not compliant with this standard.

The PICC should ignore (b8 to b5) and its interpretation of any other field of the whole frame shall not change.

7.10.7 Higher layer INF

The Higher la

The PICC prqressingof the AT TRIBcommand shatt ot be-attered by the mctusion of those data

7.11 Answer to ATTRIB command

The PICC sh
described in

The first byte

— the least
value (0(

— the most
the PIC
The codi

— MBL

— MBL
follo
size
Whe
gred

Remaining by

yer INF field may include any data. The PICC need not process this data.

all answer to any valid ATTRIB command (correct PUPI and valid CRC_B)ywith the f
Figure 29.

1% byte 2™ bytes
MBLI CID Higher layer Response CRC_B
(1 byte) (optional 0 or more bytes) (2 bytes)

Figure 29 — Format of the Answer to an"ATTRIB command

consists of two parts:

significant half byte (b4 to b1) contains the&turned CID. If the PICC does not support CID
00)b is returned;

significant half byte (b8 to b5) is called the Maximum Buffer Length Index (MBLI). It is ug
C to let the PCD know theClimit of its internal buffer to received chained fr
hg of MBLI is as follows:

| = 0 means that the PICC-provides no information on its internal input buffer size;

| > 0 is used to calCulate the actual internal Maximum Buffer Length (MBL) according to the
wing formula: MBL = (PICC Maximum Frame Size) x 2(MBLI - 1) where the PICC maximum f
is returned by the PICC in its ATQB.
ter than MBL.

teS-are optional and used for higher layer response.

ormat

code

ed by
bmes.

[ame

n it sends chained frames to a PICC, the PCD shall ensure that the accumulated length is pever

As illustrated in Figure 30, a PICC shall answer the empty (no higher layer INF field) ATTRIB command with
an empty higher layer response:
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1% byte 2", 3" pytes
MBLI cip CRC_B
(1 byte) (2 bytes)

Figure 30 — PICC Answer to ATTRIB format without higher layer response
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NOTE A valid Answer (same CID and valid CRC_B) to an ATTRIB command (as defined in Figure 29 or 30) is the
means for a PCD to verify that PICC selection has been successful.

7.12 HLTB command and Answer

The HLTB command is used to set a PICC in HALT state and stop responding to a REQB.

After answering to this command the PICC shall ignore any commands except the WUPB command (see 7.7).

The HLTB command format is defined in Figure 31.

1% byte 2" 3™ 4™ 5" pytes 6™, 7" bytes
'50' Identifier CRC_B
(1 byte) (4 bytes) (2 bytes)

Figure 31 — Format of the HLTB command

The 4 bytes identifier is the value of the PUPI sent by the PICC in the ATQB.

The format of Answer to a HLTB command from the PICC is defined in Figure 32.

1% byte 2" 3™ pytes
'00' CRC_B
(1 byte) (2 bytes)

Figure 32 — Format of PICC Answer to HLTB command

© ISO/IEC 2011 — All rights reserved
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Annex A
(informative)

Communication example Type A

This example shows the select sequence with 2 PICCs in the field on the assumption of:

— PICC #1 with UID size: single, value of uid0 is '10";

— PICC #2|with UID size: double.

Rd4quest

(10000000 00000000)b

ATQA PICC #2

(10000010 00000000)b

Anticollision loop, cascade level 1

93" 20" <~ uid0 | uid1 | uid2 | uid3 [ BCGA] PICC #1
(00001000)b
<« cT | uido | wid1] uid2 J\BCC]| PICC #2
(00010001)b
first collision-at-bitposition #4
| SEL| nvB| |—
'93' 24" (0oo1)p <— [ uid0 [ \uid1 | uid2 [ BCC | PICC #2
(0001)b
[ SEL [ NVB] CT [ uidp[iuidT [ uid2 | BCC] CRC A
'93' '70'  (00010001)b <_| SAKl CRC_A
(xx1xxxxx)b
3 FE——
Anticollision loop, cascade level 2
s s
'"95' 200 &—| uid3 | uid4 | uid5 | uid6 | BCC
[\SEL | NvB| uid3| uid4| uids | uige | BCC] CRC_A | —»
95’ 70 | sAK| CRC_A

(xx 0xxxxxX )b

Note: start of communication, end of communication and parity bits
are not shown for the sake of simplicity.

Representation: PCD to PICC

«—| [PICCtoPCD] |

(xxx...x)b

first bit transmitted (LSB)

Figure A.1 — Select sequence with bit frame anticollision
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