INTERNATIONAL ISO/IEC
STANDARD 14443-3

First edition
2001-02-01

Identification cards — Contactless

integrated circuit(s) cards.= Proximjity

cards —

Part 3:
Initialization and anticollision

Cartes d'identification s—Cartes a circuit(s) intégré(s) sans comtact —

Cartes de proximités—

Partie 3: Initialisation et anticollision

Reference number

ISO/IEC 14443-3:2001(E)

© ISO/IEC 2001


https://iecnorm.com/api/?name=3596c627147ea9c653d7748eaed026ba

ISO/IEC 14443-3:2001(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but shall not
be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In downloading this
file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat accepts no liability in this
area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation parameters
were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In the unlikely event
that a problem relating to it is found, please inform the Central Secretariat at the address given below.

© ISO/IEC 2001

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means, electronic
or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or ISO's member body
in the country of the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20
Tel. +412274901 11

Fax +4122 74909 47

E-mail copyright@iso.ch

Web www.iso.ch

Printed in Switzerland

ii © ISO/IEC 2001 — All rights reserved


https://iecnorm.com/api/?name=3596c627147ea9c653d7748eaed026ba

ISO/IEC 14443-3:2001(E)

Contents Page
o =10 T o SRR %
[ aLu geTo [ Lo} A 1o o NPT PPPTPPPPPPN Vi
1 o7 0] o 1 2 PP PTRPP PP 1
2 NOIrMAatiVe FEFEIENCES ... ..ttt e s e e e e e s s snnnnneeeeeeessnnnnnneees Do fonnree e 1
3 Tefms and definitioNS ..o e e e e ey e e 2
4 SyImbols and abbreviated termMS ... e e e, 3
5 0 (1 T o N PSRN IS 5
6 Type A — Initialization and anticolliSioN ........ccccoceviiiiiiiicie e e W e L, 5
6.1 Frame format and timing ... e et e e e snnee e e 5
6.1.1  Frame delay time. ...t e e e 6
6.1.2 Frame delay time PCD t0 PICC.......ccuiiiiiiiiiiiiiiie e\ et e e ssnnee e e 6
6.1.3 Frame delay time PICC t0 PCD.......ccuuiiiiiiiieiiiiee et e et e e e s nnnee e e 6
6.1.4 REQUEST GUAN TiME...oiiiiiiiiiiiiiiiee ittt SR et e s e e e s ennneeesennneeessnneee e e foee e 7
6.1.5  Frame fOrMAalS ...cocoiiiiiiiiiieiie e ee e e siireeeees e L) bt e e e e e et rr e e e e e s s e sinnnee e e e e e s snnes Jere e 7
ST T O = { O A T PSP TUURPUUPRRSUPRITY FSUPRRTTPRP 9
6.2 PIEC STALES ..eeveiiiiiiiiiiiiieieiiieieinieieieieieinrnrneenerereneeeneeeee €3 Nh e e enenennnennennsnsnnnrnnesnnnnnnssnnnrnnnnnnnnnnnnnsnsJonnnnnnnn 9
6.2.1 PQWER-OFF SEALE ......ciiiiiiiieiiiiiiee e e ettt e e sttee e e staeeessntseeessnsseeessnnneeessnnnessssns Joannniinessnnns 10
A (B IS - | (T i o PSRRI TPSROUPRRY IEPTOTPRR 11
6.2.3  RHEADY SEALO....cciiiiii it sttee e stee e s e e enteeeeasnteeeeassbeeeesssteeesansbeeessntreeessnnneeeesnnrneessnn]oenniiine e 11
6.2.4  AQTIVE StAlB..ccciiiiiiiiiiie i 50 T e e e st e e e sntae e e s sntaeeessntanaessntaeeessnsaeeessnsnnesssnsnnesssns]oanniiinesnninns 11
B.2.5  HALT SEaAlB..uiiiiiiiiii et B e ettt e e e et e e e e sntte e e s sstaeeeesstaeaeesntaeaessnsnneessnseneessnsnneesnns]annaniineennens 11
6.2.6  READY* STAte ..ooiiiiiiiiiiiiieeeeeeieeeee e 2 e e e fe e 11
B.2.7  AQTIVE SEAO...iiii it ettt e ettt et e e e e s et e eee e e e e santsneeeeeeesssnnrnneeeeeeeseannnnee foaneesinnniees 12
6.3 (00 [T 0=V o Yo [T ] A SRR STPPRRURIY IEPERRT 12
6.3.1 RHEQA and WUPA CoOmMMaNU S i e e iieiiieiieeeeeeeeiiiieiee e e e e e seiieteeeeeaeesaenesseeeeaaesssnnnnsseeeesesssssnnes foeneessnnninnnnns 12
6.3.2 ANTICOLLISION and SELECTCOMMANAS ....ccoiviiiiieiiiiieeeiiiieeeriiee e s siiee e e sniieeesssnneeeessnnneee s e 13
6.3.3  HUTA COMMANG ... T et e ettt e e e e e s b e et e e e e s s snnnnneeeeessssnnnnes foeee e e 13
6.4 Y= F= o M=o LU =T oo = R R 13
6.4.1 Select sequence fIQWECNAIT ..o 14
6.4.2 ATQA - ANSWEr TO REQUEST ...cciiiiiiiiiii ettt e et e e s e eerarn e e e s e eesnennnseesseesses fonne e, 14
6.4.3  ANtIcolliSioN ANONSEIECT ..o f e 16
6.4.4 UID contentSand casCade |E@VEIS .......c.uueiiiiiii e fe e 19
7 Type B —Initialization and anticolliSION ... e 20
7.1 CRHaracter, frame format and timMiNg ........coooiiiiiiiii e eeeeee e e e ] 20
7.1.1 CHataeter transSmisSion FOrMaLl ......ooo i e e e e e e e enneee fe e 20
A A O g - - Lo =] ] =] 0 - L= L1 [ 0 PP PP PRPP 21
4 T T = 4 1= (0] 2 T | RS 21
A O S S (O | PSRRI 21
A L T = O | SRR 22
7.1.6  Timing Defore the PICC SOF ...t e e e e e e et e e e e e e et ea e e eaeessasntbaeeeeeeesannnnreees 22
7.1.7  Timing DEfOre the PCD SOF ...ttt e e e e e e st e e e e e s e s et a e e e eaeeseanantbaeeaeeeesannnnreees 22
7.2 O3 = { O = PSSR 23
7.3 F N Y A oToT I TESY ol g TR=Y=To 1V L=T o Yo TSR UPRRRR 23
7.4 PICC StAtES TESCIIPLION itiiiii ittt ettt e e ek bt e e et b et e e ek be e e e skt et e e s ek be e e e aabbeeeeanbnneeens 24
7.4.1  State tranSitioN QIAGTAIM ......ooi ittt e bt e e et e e e sk bt e e e aab et e e e abbe e e e e anbe e e e e anbeeeeennes 25
7.4.2 General statement for state description and tranSitioNS ... 26
A T = O V1V o B @ e ) = = SRR 26
S S [ I S - | (YRR 26

© ISO/IEC 2001 — All rights reserved iii


https://iecnorm.com/api/?name=3596c627147ea9c653d7748eaed026ba

ISO/IEC 14443-3:2001(E)

7.45 READY-REQUESTED SUD-STALE......c.cuiiiiiiiiiiiee e
7.46 READY-DECLARED SUD-STAE ..ot e e e e e e e e e
TAT  ACTIVE SEALE ...ttt ettt oottt e e et ettt e e e e e s e a bbb e e et e e e e e s e nbabe e et e e e e e aannbnbneeeeeeeean
R S B o L I B £ 1= PO O O PP PP PO PPPTPPPPP
7.5 COMMEANT SEL ..iiiiiiiiittt ettt et e e e e e st b ettt e e e e o e e a b bbb et e e e e e saaan b be e et e e e e e aaanbnbnneeeeeeeaannne
7.6 ANTICOIISION FESPONSE FUIBS ...ttt e e e b e et e e
7.7 REQB/WUPB COMIMEANG ....eetiiiiiieee ittt e ettt e e e e s ettt e e e e e e e ettt e e e e e e sannebeeeeeaeeesanenseeeeaaeeean
7.7.1 REQB/WUPB ComMMaNd fOrMAL........ueiiiiiiiiiiiiiiiii et e e e e e e e e e e e st eeeeaeeean
7.7.2 Coding of Anticollision Prefix DYte APT ... e
A 52 T o o [ g T o 1 AN PP O TP UPPUPPPPPPPPN
T7.7.4  CoiNG Of PARAM ...ttt ettt et et e e s b bt e e s bbbt e e s abbe e e e s aabeeeesabbeeeeane
7.8 Slot-MARKER Command

7.8.1 Slot-MARKER Command fOIMAL ........ceiiiiiiiiiiiiiiiiiiiee e e e siireee e e e e e s seeneeees Do
7.8.2 Codipg of Anticollision Prefix BYte APN ...ttt ea@abadh e
7.9 AT QB RSP ON S ittt e e e et e et e e etsbn s e e e aeeeastanneseeeseessnnnnneesbeduyTorenns
7.9.1 ATQB RESPONSE fOIMAL ..oiiiiiiiiiiiiiiiieiiieieie ettt eeeeeeeeeeeeeerseeensennsnennnnnsnnnnns bet D) Sannrnnnnns
7.9.2 PUPI(Pseudo-Unique PICC Identifier) ... eeeeeeeeeeeeeeeeeeeeeeeeegg b D e
7.9.3  APPI[CALION DALA......ceiiiiiiiiiiiiiie ettt e e e e e D e e
7.9.4  Prot@Col INFO ..ot e e e A b e e e ee s
7.10  ATTRIB COMMANA oot e e e e e et ee e e e e e e s e snnnteeeeeee T nn et teeeeeaeeeeaannneeeeeeeeens
7.10.1 ATTRIB CommMand fOrMAL .....ccoooiiiiiiiiiiiiiee e e e e edf e T et ee e e e e e e e ennteeeeeeee s
4% 0 2 o 1= o = TN SRS
7.10.3 Codig Of PAram L ....cocuoiiiiiiiiie ittt (R et e ettt e e e st e e e st e e e sbneeeeaa
% L0 R S o Yo 11 4o o) B = = 1 1 A
% L0 IR ST O o To 11 4o o) B == 1 .4 T T
% KO S o To 11 ¢ Lo o) B = = 1 1 1 S S
% 0 T A 1T a1 =T oY= AL PP
7.11  Answer to ATTRIB COMMAND ..o 8Bttt e e e e ettt e e e e e e s sbb e e e e e e e e s e annnbeneeeeaeas
7.12  HLTB Command and ANSWET ....ocuuuiiieiieeeeiiiiiieee et e neteeeeeeesesamtsbeeeeeeeessaassnbeeeeeaeessannnnreneeeeeeas

Annex A (inf
Annex B (inf
Annex C (inf
Annex D (inf

brmative) Communication eXxample TYPE AL, ....ei ittt
prmative) CRC_A and CRC_B encoding

brmative) Type A timeslot — Initialization and anticollision

brmative) Type B - Example of*Anticollision Sequence

© ISO/IEC 2001 — All rights reserved


https://iecnorm.com/api/?name=3596c627147ea9c653d7748eaed026ba

Forewo

ISO/IEC 14443-3:2001(E)

rd

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in

liaison with

Internationpl Standards are drafted in accordance with the rules given in the ISO/IEC Directives) Part 3.

In the field

Draft Interpational Standards adopted by the joint technical committee are circulated tovhational bod

Publicatior

Internationpl Standard ISO/IEC 14443-3 was prepared by Joint Technical Cammittee ISO/IEC JTC

technology

ISO/IEC 14443 consists of the following parts, under the general title /dentification cards — Contactle
circuit(s) cqards — Proximity cards:

— Partl

— Part2

— Part3

— Part4

Annexes A

ISO and IEC, also take part in the work.

of information technology, 1ISO and IEC have established a joint technical committee, 1IJO/IEC JTC 1.

as an International Standard requires approval by at least 75 % of the natienal bodies cast

, Subcommittee SC 17, Identification cards and related devices.

Physical characteristics

Radio frequency power and signal interface
Initialization and anticollision

Transmission protocol

, B, C and D of this part of ISQ/IEC 14443 are for information only.

es for voting.
ng a vote.

|, Information

ss integrated
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Introduction

ISO/IEC 14443 is one of a series of International Standards describing the parameters for identification cards as
defined in ISO/IEC 7810, and the use of such cards for international interchange.

This part of ISO/IEC 14443 describes polling for proximity cards entering the field of a proximity coupling device,
the byte format and framing, the initial Request and Answer to Request command content, methods to detect and

communicatel with one proximity card among several proximity cards (anticollision) and other paramete)
to initialize communications between a proximity card and a proximity coupling device. Protocols_and
used by higher layers and by applications and which are used after the initial phase care dg
ISO/IEC 14443-4.

Fs required
Commands
scribed in

ISO/IEC 14443 is intended to allow operation of proximity cards in the presence of other contacfless cards
ISO/IEC 10536 and ISO/IEC 15693.

conforming t
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55

nal Organization for Standardization (ISO) and International Electrotechnical Commission
he fact that it is claimed that compliance with this part of ISONEE€ 14443 may involve

fake no position concerning the evidence, validity and scopé.of this patent right.

Details

US Patent 4,810,862 and JP 2564480
“System for judging propriety of use of an
integrated circuit card with a card
terminal”, issued on March 07, 1989

Japan Patent No. 2564480

US Patent No. 4810862

British Patent No. 209092
German Patent No. P 3689089.8
French Patent No. 209092
Swiss Patent No. 209092
Canadian Patent No. 1301891
Netherlands Patent No. 209092
Italian Patent No. 209092

IEC) draw
the use of

pf these patent rights have assured ISO and IEC that*they are willing to negotiate licemces under
nd non discriminatory terms and conditions with applicants throughout the world. In this r
the holders of patent rights are registered with the\SO and IEC. Information may be obtair]

bspect, the
ed from:

Austrian Patent No. 209092

FRANCE TELECOM

Branch Développement
Centre National d’Etudes des
Télécommunications

38-40 rue de

Général Leclerc

92794 |Issy-les-Molineaux

Cedex 9
France

Vi

Australian Patent No. 568457
Belgian Patent No. 209092
Swedish Patent 86109530.5
EPO Patent No. 209092

US Patent US5359323

© ISO/IEC 2001 — All ri

ghts reserved


https://iecnorm.com/api/?name=3596c627147ea9c653d7748eaed026ba

ISO/IEC 14443-3:2001(E)

INNOVOTRON WO 9936877A1

Philippe le Clech Europe 0 901 670

Director of International Operations French Patent App 97.02501

Innovotrol Int Pat App

1 Rue Danton PCT/FR98/00132

75006 Paris Innovatron Electronique / RATP

France sub clause 7.3, 7.6 and 7.7
French Patent App 98.00383
Int Pat App
PCT/FR99/00079

Innovatron Electronique / RATP
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Switzerlangd
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P O Box 32 A system and method for the nen-contact
Rosh-Pina|12000 transmission of data.

Israel

PHILIPS PHO 94.520

Director Philips Corporate Intellectual EP-PS 066 9591

Property (BE,CH,DE,DKES,FR,GB,IT,NL,SE)
Koninklijkel Philips Electronics N.V. AT-PS 401127

P. O. Box 220 Related.te*anticollision” as specified in
5600 AE Ejndhoven ISO/IEC14443-3

The Netheflands

The followjng companies may hold patents (elating to this part of ISO/IEC 14443 but have not provifled details of
the patentg or agreed to provide licences,

Patent hollder Details

WAYNE S|FOLETTA US 4 650 981
4760 Castlewood Drive

San Jose, [California CA 9512

USA
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patent rights other than those identified above. ISO and IEC shall not be held responsible for identifying any or all
such patent rights.
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Identification cards — Contactless integrated circuit(s) cards —
Proximity cards —

Part 3:

Initialization and anticollision

1 Scop
This part o

— polling

— the by

PICCg;

— theini
— metho
— other

— option
criteria

Protocol a
described

This part o

NOTE

e
f ISO/IEC 14443 describes:

for proximity cards (PICCs) entering the field of a proximity coupling_device (PCD);

te format, the frames and timing used during the initial phase-of communication betwe¢n PCDs and

ial Request and Answer to Request command content;
ds to detect and communicate with one PICC among several PICCs (anticollision);

parameters required to initialize communications*between a PICC and PCD;

Bl means to ease and speed up the selection of one PICC among several PICCs based ¢n application

L.

hd commands used by higher layers and by applications and which are used after the inifial phase are

n ISO/IEC 14443-4.
f ISO/IEC 14443 is applicable to PICCs of Type A and of Type B (as described in ISO/IEC 1

Part of the timing of data,eommunication is defined in ISO/IEC 14443-2.

2 Nor

The following normative documents contain provisions which, through reference in this text, constitute

this part

publications*de’not apply. However, parties to agreements based on this part of ISO/IEC 14443 are ¢

ative references

f ISQO/INEC 14443. For dated references, subsequent amendments to, or revisions of,

4443-2).

provisions of
any of these
ncouraged to

investigate the possibility of applying the most recent editions of the normative documents indicated below. For
undated references, the latest edition of the normative document referred to applies. Members of ISO and IEC
maintain registers of currently valid International Standards.

ISO/IEC 7816-3:1997, Information technology — Identification cards — Integrated circuit(s) cards with contacts —
Part 3: Electronic signals and transmission protocols.

ISO/IEC 7816-5, Identification cards — Integrated circuit(s) cards with contacts — Part 5: Numbering system and
registration procedure for application identifiers.

ISO/IEC 7816-6:1996/Amd.1:2000, ldentification cards — Integrated circuit(s) cards with contacts — Part 6:
Interindustry data elements — Amendment 1: IC manufacturer registration.
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ISO/IEC 13239, Information technology — Telecommunications and information exchange between systems —
High-level data link control (HDLC) procedures.

ISO/IEC 14443-2, Identification cards — Contactless integrated circuit(s) cards — Proximity cards — Part 2: Radio
frequency power and signal interface.

ISO/IEC 14443-4, Identification cards — Contactless integrated circuit(s) cards — Proximity cards — Part 4:
Transmission protocol.

ITU-T X.25, Interface between Data Terminal Equipment (DTE) and Data Circuit-terminating Equipment (DCE) for
terminals operating in the packet mode and connected to public data networks by dedicated circuit.

ITU-T V.41, Gode-independent error-control system.

ITU-T V.42, Brror-correcting procedures for DCEs using asynchronous-to-synchronous conversion,

3 Terms jand definitions

For the purposes of this part of ISO/IEC 14443, the terms and definitions' given in ISO/IE[C 14443-2,
ISO/IEC 7816-3 and the following apply.

3.1
anticollision|loop
algorithm used to prepare for dialogue between PCD and one or more PICCs out of the total numbef of PICCs
responding tq a request command

3.2
bit collision fetection protocol
anticollision method for PICCs of Type A, employing collision detection at bit level within a frame

3.3
byte
8 bits of data|designated b8 to b1, from the most significant bit (MSB, b8) to the least significant bit (LSB] b1)

3.4

collision
transmission oy two PICCs in the same PCD energizing field and during the same time period, such that the PCD
is unable to distinguish from which"PICC the data originated

35
elementary tjme unit
etu
for this part of ISOAEC 14443, one etu is defined as 1 etu = 128/fc (i.e. 9,4 us nominal)

3.6
frame
sequence of data bits and optional error detection bits, with frame delimiters at start and end

3.7

higher layer protocol

protocol layer (not described in this part of ISO/IEC 14443) that makes use of the protocol layer defined in this part
of ISO/IEC 14443 to transfer information belonging to the application or higher layers of protocol that is not
described in this part of ISO/IEC 14443

3.8

timeslot protocol

method whereby a PCD establishes logical channels with one or more PICCs of Type B, which makes use of
timeslot allocation for PICC response

2 © ISO/IEC 2001 — All rights reserved
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3.9
request command
command requesting PICC of the appropriate type to respond if they are available for initialization

4 Symbols and abbreviated terms

For the purposes of this part of ISO/IEC 14443, the following abbreviations are used:

ADC Application Data Coding, Type B

AFI Appliication Famity tTdentfier- Card presetection criterta by appliication, Type B
APf Anticollision Prefix f, used in REQB/WUPB, Type B

APn Anticollision Prefix n, used in Slot-MARKER Command, Type B
ATQA Answer To Request, Type A

ATQB Answer To Request, Type B

ATTRIB PICC selection command, Type B

BCC UID CLn check byte, calculated as exclusive-or over the 4 previous bytes, Type A
CID Card IDentifier

CLn Cascade Level n, Type A

CT Cascade Tag, Type A

CRC_A Cyclic Redundancy Check error, detection code A

CRC_B Cyclic Redundancy Check*error detection code B

E End of communicatien; Type A

EGT Extra Guard Time, Type B

EOF End Of Frame, Type B

etu Elementary time unit.

FDT Frame Delay Time, Type A

fc Garrerfreguency

FO Frame Option

fs Subcarrier frequency

FWI Frame Waiting time Integer

FWT Frame Waiting Time

HLTA Halt Command, Type A

HLTB Halt Command, Type B

© ISO/IEC 2001 — All rights reserved 3
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ID IDentification number, Type A

INF INFormation field belonging to higher layer, Type B

LSB Least Significant Bit

MBL Maximum Buffer Length, Type B

MBLI Maximum Buffer Length Index, Type B

MSB Most Significant Bit

N Number of anticollision slots or PICC response probability in each slot, Type B
n Variable integer value as defined in the specific clause

NAD Node ADdress

NVB Number of Valid Bits, Type A

P Odd Parity bit, Type A

PCD Proximity Coupling Device

PICC Proximity Card

PUPI Pseudo-Unique PICC ldentifier, Type B

R Slot number chosen by the PICC during the anticollision sequence, Type B
REQA Request Command, Type A

REQB Request Command, Type B

RFU Reserved for Future ISO/IEC.Use

S Start of communication,.Type A

SAK Select AcKnowledge, Type A

SEL SELect code, -Type A

SELECT Select Command, Type A

SOF Start Of Frame, Type B

TRO Guard Time as defined in ISO/IEC 14443-2, Type B

TR1 Synchronization Time as defined in ISO/IEC 14443-2, Type B
uib Unique Identifier, Type A

uidn Byte number n of Unique IDentifier, n >0

WUPA Wake-UP Command, Type A

WUPB Wake-UP Command, Type B

4 © ISO/IEC 2001 — All rights reserved
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For the purposes of this part of ISO/IEC 14443, the following notation applies:

—  (xxxxx)b  Data bit representation;
— XY’ Hexadecimal notation, equal to XY to the base 16.
5 Polling

In order to detect PICCs which are in the operating field, a PCD shall send repeated Request commands. The PCD
shall send REQA and REQB described herein in any sequence and in addition may send other commands as

n_ Annaos, (O
T 7 ITTCA O

described

When a P
request wit

EXAMPLE }
unmodulate

EXAMPLE 3
unmodulate

6 Type
This sectio
The PCD

patterns w

bit patterns
14443-2).

6.1 Fran

This sectio
representa

Frames sh

— PCDf

CC is exposed to an unmodulated operating field (see ISO/IEC 14443-2) it shall beyabl
hin 5 ms.

When a PICC Type A receives any Type B command it shall be able to accept a REQA
H operating field.

When a PICC Type B receives any Type A command it shall be able to accept a REQB
H operating field.

A — Initialization and anticollision

n describes the initialization and collision detection protocol applicable for PICCs of Type A
bhall be designed to detect a collision that occutsiwhen at least two PICCs simultaneous

th one or more bit positions in which at least two-PICCs transmit complementary values. In
merge and the carrier is modulated with the“subcarrier for the whole (100%) bit duration

ne format and timing

n defines the frame format and-timing used during communication initialization and antico
tion and coding refer to ISO/IEC 14443-2.

all be transferred in paits, PCD to PICC followed by PICC to PCD, using the sequence:
fame:

CD start of\communication
formation and, where required, error detection bits sent by the PCD

CD¢end of communication

P to accept a

vithin 5 ms of

vithin 5 ms of

y transmit bit
this case the

— Frame delay time PCD to PICC

— PICC frame:

— PICC start of communication

— information and, where required, error detection bits sent by the PICC

— PICC end of communication

— Frame delay time PICC to PCD

The frame

delay time (FDT) from PCD to PICC overlaps the PCD end of communication.

© ISO/IEC 2001 — All rights reserved
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6.1.1 Frame delay time

The frame delay time FDT is defined as the time between two frames transmitted in opposite directions.

6.1.2 Frame delay time PCD to PICC

This is the time between the end of the last pause transmitted by the PCD and the first modulation edge within the
start bit transmitted by the PICC and shall respect the timing defined in Figure 1, where n is an integer value.

Table 1 defines values for n and FDT depending on the command type and the logic state of the last transmitted
data bit in this command.

Lapt data bit transmitted by PCD First modulation of:\P1gC
FDT = (n*128 + 84) / fc
- -
| | I
D E—
128/ fc 256 / fc 128/ fc
Start of
logic “1* End of communication (E) communication (S)
FDT = (n * 128 + 20) )fc
| I
P — > > < >
128/ fc 256 / fc 128/ fc
Start of
logic “0” End of communication (E) communication (B)
Figure 1 =-Frame delay time PCD to PICC
Tablé 1 — Frame delay time PCD to PICC
Command type n (integer value) FDT
last bit = (1)b last bit = (0)b
REQA Command 9 1236/ fc 1172/ fc
WUPA Compmand
ANTICOLLISION Command
SELECT-Command
A\[hother commands >9 (n*128+84)/fc |(n*128+20)/fc

The value n = 9 means that all PICCs in the field shall respond in a synchronous way which is needed for
anticollision.

For all other commands the PICC shall ensure that the first modulation edge within the start bit is aligned to the bit-
grid defined in Figure 1.

6.1.3 Frame delay time PICC to PCD

This is the time between the last modulation transmitted by the PICC and the first pause transmitted by the PCD
and shall be at least 1172 / fc.

6 © ISO/IEC 2001 — All rights reserved
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6.1.4 Request Guard Time

The Request Guard Time is defined as the minimum time between the start bits of two consecutive REQA
commands. It has the value 7000 / fc.

6.1.5 Frame formats
The following frame types are defined:

— short frames for commands defined in Table 2;

— standdrd frames for regular commands,

— bit orignted anticollision frame for anticollision command.

6.1.5.1 Short frame

A short frame is used to initiate communication and consists of, in the following order:
— start of communication;

— 7 datd bits transmitted LSB first (for coding see Table 2);

— end off communication.

No parity hjit is added.

LSB MSB

S | bl b2 b3 b4 b5 b6 b7 E

?

First bit transmitted

Figure 2 — Short frame
6.1.5.2 [tandard frame

Standard ffames are used fordata exchange and consist of:

— start of communication;

— n * (8 data bits\+'odd parity bit), with n > 1. The LSB of each byte is transmitted first. Each byte |s followed by
an od]i parity bit. The parity bit P is set such that the number of 1s is odd in (b1 to b8, P);

— end of-communication:
LSB n*(8 data bits + odd parity bit)
[ s |[b1 b2 b3 b4 b5 b6 b7 b8 | P[bl b2 b3 b6 b7 bs |P[ b1 bs| P | E |
1st byte T 2nd byte nth byte T
1st bit transmitted parity End of communication

Figure 3 — Standard Frame

6.1.5.3 Bit oriented anticollision frame

A collision is detected when at least two PICCs transmit different bit patterns to the PCD. In this case the carrier is
modulated with the subcarrier for the whole bit duration for at least one bit.

© ISO/IEC 2001 — All rights reserved 7
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Bit oriented anticollision frames shall only be used during bit frame anticollision loops and are standard frames with

a length of 7 bytes, split into two parts:

— part 1 for transmission from PCD to PICC;

— part 2 for transmission from PICC to PCD.

For the length of part 1 and part 2, the following rules shall apply:

— rule 1: The sum of data bits shall be 56;

— rule 2: TigeTmmimomm tengtrof part T shattbe 16 data bits;

— rule 3: The maximum length of part 1 shall be 55 data bits.

Consequently, the minimum length of part 2 shall be 1 data bit and the maximum length shallbe 40 data|bits.

Since the split can occur at any bit position within a byte, two cases are defined:

— case FULL BYTE: Split after a complete byte. A parity bit is added after the last.data bit of part 1;

— case SPLIT BYTE: Split within a byte. No parity bit is added after the last.data bit of part 1.

The following examples for case FULL BYTE and case SPLIT BYTE @define the bit organization and ¢rder of bit

transmission.

NOTE These examples include proper values for NVB and BCC.

SEL NVB uido uidl uid2 uid3

Standard frame, split after 4th complete data byte

BCC

|s| 11001001 | ]1|00000010 |0|| 01004100 |o| 00001000 |o '11010101 |o| 10110011 |o| 00100010 | 1| E|

‘93’ ‘40’ ‘32’ ‘100 | ‘AR’ ‘CD’

%

anticollision frame./{aart 1: PCD to PICC

/ N
|s| 11601001 |1/000000100{01001100{0[ 00001000 |o|E|

/\

T anticollision frame, part 2: PICC to PCD

‘an

First bit transmitted d

N

!Q!’I1ﬂ1ﬂ1ﬂ1 !0!10110011 !(]!Oﬂ1ﬂ()ﬂ1ﬂ!1!|:|

f

First bit transmitted

Figure 4 — Bit organization and transmission of bit oriented anticollision frame, case FULL BYTE

© ISO/IEC 2001 — All rights reserved
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Standard frame, split after 2 data bytes + 5 data bits

SEL NVB uidOv uidl uid2 uid3 BCC
[s] 11001001 [1] 10100100 [0]01001 100]0] 00001000 0] 11010101 0] 10110011 [0] 00100010 [1]E]
‘93’ ‘25’ ‘32’ ‘10’ ‘AB’ ‘CD’ ‘44’

V

Figure 5 — Bit organization and transmission of bit oriented anticollision frame, case SPL

For a SPLIT BYTE, the first parity bit of part 2 shall be ignored by the PCD.

6.1.6 CRC_A

The frame
and E, an
checking,
defined in
inverted af

For an exal

6.2 PIC

The follow
protocol.

The follow

drtcolision mrame, part L. FCD 10 FICC
/\
N

|s| 11001001 [1] 10100100 |o[01001]€|

T anticollision frame, part 2: PICC to PCD

AN
/ AN
[s]100x| 00001000 [0] 11010101 [0] 20110011 [0] 00100010 [1]E]

f

First bit transmitted

First bit transmitted

CRC_A is a function of k data bits, which consist of all the data bits in the frame, excluding

the CRC_A itself. Since data is encoded in bytes, the number of bits k is a multiple o
he two CRC_A bytes are sent inithe standard frame, after the bytes and before the E. The
ISO/IEC 13239, but the initial-register content shall be ‘6363' and the register content
er calculation.

mple refer to annex B

C states

ng sections.provide descriptions of the states for a PICC of Type A specific to the bit colli

TBYTE

parity bits, S
f 8. For error
CRC Aisas
shall not be

ion detection

O/IEC 14443

ng<State diagram takes all possible state transitions caused by commands of this part of I

into accou

L.

PICCs react to valid received frames only. No response is sent when transmission errors are detected.

The followi

AC

nAC

SELECT

NnSELECT

ng symbols apply for the state diagram shown in Figure 6 below.
ANTICOLLISION Command (matched UID)
ANTICOLLISION Command (not matched UID)
SELECT Command (matched UID)

SELECT Command (not matched UID)

© ISO/IEC 2001 — All rights reserved
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DESELECT DESELECT Command, defined in ISO/IEC 14443-4

Error transmission error detected

Power OFF

l REQA,

A AC
A nAC
—> nAC )
: SELECT
HALT SELECT, IDLE ,
— State nSELECT,| [ State E?_E;ECT,
grLr-cl)-'rA Error
REQA, REQA.
WUPA, WUPA,
nAC, nAC,
NnSELECT, WUPA nSELECT, REQA, WUPA
HLTA HLTA
Error Error

— AC

NSELECT
Error

ACTIVE*
State

ACTIVE
State

Enter
ISO/IEC 14443-4

ISO/IEC 14443-4

HLTA DESELECT HLTA

A A 4

A
<

Eigur
—=HgHH

b PICC Tvyne A -state diaaram
=t HHp-e-A-state-cHagiah

PICCs being compliant with ISO/IEC 14443-3 but not using ISO/IEC 14443-4 may leave the ACTIVE or ACTIVE*
State by proprietary commands.

6.2.1 POWER-OFF State
Description:

In the POWER-OFF State, the PICC is not powered due to a lack of carrier energy.

10 © ISO/IEC 2001 — All rights reserved
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State exit conditions and transitions:

If the PICC is in an energizing magnetic field greater than H,,;, (see ISO/IEC 14443-2), it shall enter its IDLE State
within a delay not greater than defined in clause 5.

6.2.2 IDLE State

Description:

In the IDLE State, the PICC is powered. It listens for commands and shall recognize REQA and WUPA
Commands.

State exit

The PICC
ATQA.

6.2.3 RE

conditions and transitions:

enters the READY State after it has received a valid REQA or WUPA Command“and t

ADY State

Descriptign:

In the READY State, either the bit frame anticollision or a proprietary anticellision method can be app

levels are handled inside this state to get the complete UID.

State exit fonditions and transitions:

The PICC gnters the ACTIVE State when it is selected with.jts complete UID.
6.2.4 AC|IVE State

Descriptidn:

In the ACTJVE State, the PICC listens to any-higher layer message.

State exit fonditions and transitions:

The PICC gnters the HALT State when a valid HLTA Command is received.
NOTE In the higher layer-protocol, specific commands may be defined to return the PICC to its HALT State.
6.2.5 HALT State

Descriptidn:

In the HAL[T ‘State, the PICC shall respond only to a WUPA Command.

ansmitted its

ied. Cascade

State exit conditions and transitions:

The PICC enters the READY* State after it has received a valid WUPA Command and transmitted its ATQA.

6.2.6 READY* State

Descriptio

n:

The READY* State is similar to the READY State, either the bit frame anticollision or a proprietary anticollision
method can be applied. Cascade levels are handled inside this state to get complete UID.

© ISO/IEC 2001 — All rights reserved
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State exit conditions and transitions:

The PICC enters the ACTIVE* State when it is selected with its complete UID.

6.2.7 ACTIVE* State

Description:

The ACTIVE* State is similar to the ACTIVE State, the PICC is selected and listens to any higher layer message.

State exit conditions and transitions:

The PICC enlers the HALT State when a valid HLTA Command is received.

6.3 Commnjand set

The commanfs used by the PCD to manage communication with several PICCs are:
— REQA;
— WUPA;
— ANTICOLLISION;
— SELECT|
— HLTA.

The commanfs use the byte and frame formats described‘@bove.

6.3.1 REQA and WUPA Commands

The REQA and WUPA Commands are sent.by the PCD to probe the field for PICCs of Type Al They are
transmitted within a short frame.

See Figure 6]to check in which cases PICC actually have to answer to these respective commands.

Particularly the WUPA Commandis sent by the PCD to put PICCs which have entered the HALT Statg back into
the READY* Btate. They shall then participate in further anticollision and selection procedures.

Table 2 shows the coding-of REQA and WUPA Commands which use the Short frame format.

Table 2 — Coding of Short Frame

b6 1b5 b4 1b31b21b Meanig
0O|1|]0f[0]1(f1]0]26=REQA
110|110 ]0]1] 0 |'52=WUPA
Of1]1|0|21]0]1|[35=O0Optionaltimeslot method, see Annex C
1100 x| x| x| x |40 to ‘4F = Proprietary
111211 x| x| x |78 to'7F = Proprietary

all other values RFU

12 © ISO/IEC 2001 — All rights reserved
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6.3.2 ANTICOLLISION and SELECT Commands

3-3:2001(E)

These commands are used during an anticollision loop (see Figure 4 and 5). The ANTICOLLISION and SELECT
Commands consist of:

select code SEL (1 byte);
number of valid bits NVB (1 byte, for coding see Table 7);

0 to 40 data bits of UID CLn according to the value of NVB.

SEL speciffes the cascade Tevel CLn.

The ANTIGOLLISION Command is transmitted within bit oriented anticollision frame.

The SELECT Command is transmitted within standard frame

As long as|NVB does not specify 40 valid bits, the command is called ANTICOLLISION"Command, wh
remains in[READY or READY* State.

If NVB spgecifies 40 data bits of UID CLn (NVB='70"), a CRC_A shall berappended. This comm
SELECT Jommand.

If the PIC({ has transmitted the complete UID, it transits from READYState to ACTIVE State or from R
to ACTIVEF State and indicates in its SAK response that UID is complete.

Otherwise [ the PICC remains in READY or READY* State and the PCD shall initiate a new anticolli
increased ¢ascade level.

6.3.3 HL

The HLTA

If the PIC(Q
Command

6.4 Sele

TA Command

Command consists of two bytes followed by CRC_A and shall be transmitted within Standg
First bit transmitted
{
S ‘50’ ‘00’ CRC_A E

Figure 7 — Standard frame containing HLTA Command

responds with any modulation during a period of 1 ms after the end of the frame contain
this response shall be interpreted as 'not acknowledge'.

ct’sequence

ere the PICC

and is called

EADY* State

5ion loop with

rd Frame.

ng the HLTA

The purpose of the select sequence is to get the UID from one PICC and to select this PICC for further
communication.

© ISO/IEC 2001 — All rights reserved
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6.4.1 Select sequence flowchart

ISO/IEC 14443-3

‘ START ’

v

| Send REQA |

v

| RECEIVE ATQA i

v

bit frame anticollision

Check ATQA l

proprietary anticollision

Select
cascade level 1

4

Increase Perform bitframe
cascade level anticollison’ loop

UID complete, PICC not
compliant to
ISO/IEC 14443-4

UID not complete
Check SAK

UID complete, PICC
compliant to
ISO/IEC 14443-4

| 1
v | J8O/lEC 14443-4 !
Proprietary ! : Proprietary
frames and ' Proceed with commands and protocols : commands
protocols ' defined in ISO/IEC 14443-4 i and protocols

Figure 8 — Initialization and anticollision flowchart for PCD

6.4.2 ATQA - Answer To Request

After a REQA Command is transmitted by the PCD, all PICCs in the IDLE State shall respond synchronously with
ATQA.

After a WUPA Command is transmitted by the PCD, all PICCs in the IDLE or HALT State shall respond
synchronously with ATQA.

The PCD shall detect any collision that may occur when multiple PICCs respond.

An example is given in annex A.

14 © ISO/IEC 2001 — All rights reserved
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6.4.2.1 Coding of ATQA
Table 3 — Coding of ATQA
MSB LSB
b16 | bl5 | bl4 | b13 | bl2 | b1l | bl0 b9 b8 b7 b6 b5 b4 b3 b2 bl
RFU Proprietary coding UID size RFU Bit frame anticollision

bit frame

All RFU bits shall be set to 0.

6.4.2.2

— Rule 1

— Rule !

NOTE

Table 4 — Coding of b7, b8 for bit frame'anticollision

Table 5 — Coding of b1 - b5 for bit frame anticollision

Coding rules for bit frame anticollision

Bit 9 to bit 12 indicate additional and proprietary methods

b8 b7 Meaning
0 0 | UID size=single
0 1 | UID size: double
1 0 | UID size: triple
1 1 RFU

: Bits b7 and b8 code the UID size (single, double or triple, see Table 4).

b5

b4

b3

b2

bl

Meaning

bit frame anticollision

bit frame anticollision

bit frame anticollision

bit frame anticollision

oO|lOo |Oo | o

o|lo|o |+~ ]| O

o|lo|r|O|O

o|lr|O|O|O

R |O|J]O|O|O

bit frame anticollision

P: One out of the five bits b1, b2, b3, b4 or b5 shall be set to (1)b to indicate'bit frame ant
Table 5)

© ISO/IEC 2001 — All rights reserved
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6.4.3 Anticollision and Select

6.4.3.

1 Anticollision loop within each cascade level

The following algorithm shall apply to the anticollision loop:

Step 1 The PCD shall assign SEL with the code for the selected anticollision type and cascade level.
Step 2 The PCD shall assign NVB with the value of 20'.
NOTE This value defines that the PCD will transmit no part of UID CLn. Consequently this
rara-and-fax LDlOoOCa i th fiald t " Bandasathbthaic raalat LD Cl o
eommand-forees-al-RHEEsinthe-fieldto-respend-with-theireompleteHD-Cn-
Step 3 The PCD shall transmit SEL and NVB.
Step 4 All PICCs in the field shall respond with their complete UID CLn.
Step 5 Assuming the PICCs in the field have unique serial numbers, then if more than ohe-PICC respopds, a
collision occurs. If no collision occurs, steps 6 to 10 shall be skipped.
Step 6 The PCD shall recognize the position of the first collision.
Step 7 The PCD shall assign NVB with a value that specifies the number of valid bits of UID CLn. Thg valid
bits shall be part of the UID CLn that was received before a collision*occurred followed by a (P)b or
()b, decided by the PCD. A typical implementation adds a (1)b.
Step 8 The PCD shall transmit SEL and NVB, followed by the valid bits.
Step 9 Only PICCs of which the part of UID CLn is equal to the valid bits transmitted by the PCD shall transmit
their remaining bits of the UID CLn.
Step 10 If further collisions occur, steps 6 to 9 shall be repeated. The maximum number of loops will be 33.
Step 11 If no further collision occurs, the PCD shall assigh NVB with the value of ‘70'.
NOTE This value defines that the PCDwill transmit the complete UID CLn.
Step 12 The PCD shall transmit SEL and NVB, followed by all 40 bits of UID CLn, followed by CRC_A
checksum.
Step 13 The PICC which UID CLn matches the 40 bits shall respond with its SAK.
Step 14 If the UID is complete, the PICC shall transmit SAK with cleared cascade bit and shall transif from
READY State to ACTIVE-State or from READY* State to ACTIVE* State.
Step 15 The PCD shall chégk'if the cascade bit of SAK is set to decide whether further anticollision loopls with
increased cascade!level shall follow.
If the UID of ja PICC is_complete and known by the PCD, the PCD may skip step 2 - step 10 to selecf this PICC
without performing theanticollision loop.
NOTE Fiqure 9.explains steps 1 to 13.
16 © ISO/IEC 2001 — All rights reserved
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[ Start of anticollision }

loop

v

@ SEL := code (cascade level)
' '
@ NVB := 20’ - NVB := 20’ + coll
l 4
O ANTICOLLISION Command ANTICOLLISION Command
2 &)
SEL | NVB | se. | nvB [ ubcin
@ Receive UID CLn @
coll := Position of first
collision
@ NVB := ‘70 |
Q TransmitSELECT Command
12
| ser. ] nvB | uiD cLn [cre_A|
A 4
@ Receive SAK |
\ 4
End of anticollision
loop
Figure 9 — Anticollision loop, flowchart for PCD
NOTE The circled numbers correspond to the steps of the algorithm.

6.4.3.2 Coding of SEL (Select code)

Length: 1 byte

Possible values: ‘93’, ‘95’, ‘97’

© ISO/IEC 2001 — All rights reserved
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Table 6 — Coding of SEL

b8 [ b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
1 0 0 1 0 0 1 1 |'93": Select cascade level 1
1 0 0 1 0 1 0 1 |'95" Select cascade level 2
1 0 0 1 0 1 1 1 |'97": Select cascade level 3
1 0 0 1 | other values except | RFU

those here above

6.4.3.3 Coding-ofNVB (Number of Valid Bits)
Length: 1 byte
The upper 4 bits are called “Byte count” and specify the integer part of the number of all valid data bits fransmitted
by the PCD (Jncluding SEL and NVB) divided by 8. Consequently, the minimum value of 1Byte count” i 2 and the
maximum value is 7.
The lower 4|bits are called “bit count” and specify the number of all valid data,bits transmitted by the PCD
(including SEL and NVB) modulo 8.
Table 7 — Coding of NVB
b8 b7 b6 b5 Meaning b4 b3 b2 bl Meaning
0 0 1 0 | Byte count=2 0 0 0 0 [bitcount=0
0 0 1 1 |Bytecount=3 0 0 0 1 |bitcount=1
0 1 0 0 |Bytecount=4 0 0 1 0 [bitcount=2
0 1 0 1 |Bytecount=5 0 0 1 1 |bitcount=3
0 1 1 0 | Byte count =6 0 1 0 0 [bitcount=4
0 1 1 1 |Byteceunt=7 0 1 0 1 |bitcount=5
0 1 1 0 [bitcount=6
0 1 1 1 bit count =7
6.4.3.4 Cdding of SAK(Séelect acknowledge)
SAK is transritted by.the PICC when NVB has specified 40 valid data bits and when all these data bits match with

uUID CLn.

Sty nd d
1 Dyte 2 ;3 DYES
SAK CRC_A
(1 byte) (2 bytes)
MSB LSB MSB LSB

Figure 10 — Select acknowledge (SAK)

The coding of bits b3 (cascade bit) and b6 is given in Table 8.

18
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Table 8 — Coding of SAK

b8 b7 b6 b5 b4 b3 b2 b1 Meaning
X X X X X 1 X X Cascade bit set: UID not complete
X X 1 X X 0 X X UID complete,

PICC compliant with ISO/IEC 14443-4

X X 0 X X 0 X X UID complete,
PICC not compliant with ISO/IEC 14443-4

6.4.4 UID contents and cascade levels

The UID cpnsists of 4, 7 or 10 UID bytes. Consequently, the PICC shall handle up to 3 cascade\leyels to get all
UID bytes| Within each cascade level, a part of UID shall be transmitted to the PCD. According tg the cascade
level, thred types of UID size are defined. This UID size shall be consistent with Table 4.

Table 9 — UID size

Cascade level UID size Number of UID bytes
1 single vi!
2 double 7
3 triple 10

The UID ig|a fixed unique number or a random number which,is.dynamically generated by the PICC.|The first byte
(uidO) of the UID assigns the content of the following bytes of the UID.

Table 10 —.Single size UIDs

uid0 Description

'08' uid1 to uid3.is a random number which is dynamically generated
'X0' - 'X7' proprietary fixed number
'X9' - 'xE'
'18' - 'F8' RFU

< E'

The value [88' of the cascade tag CT shall not be used for uidO in single size UID.

Table 11 — Double and triple size UIDs

uido Description

Manufacturer ID according to | Each manufacturer is responsible for the uniqueness of the
ISO/IEC 7816-6/AM1* value of the other bytes of the unique number.

*  The values '81' to 'FE', which are marked for 'Private use' in ISO/IEC 7816-6/AM1 shall not
be allowed in this context.
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UID size | PCD | '93'
single
PICC uid0| uid1 |uid2 [uid3 |BCC
UID size] PCD |'93' '95'
double
PICC CT |uid0 |uidl |uid2 |BCC uid3 | uid4 | uid5 | uid6 | BCC
UID size] PCD ||'93' '95' 97"
triple
PICC CT |uid0 |uidl |uid2 |BCC CT [uid3|uid4 | uid5 | BCC uid6 fuid?| uid8|| uid9 | BCC
Cascade Level 1 Cascade Level 2 Cascade Leve| 3
} I | | |
Figure 11 — Usage of cascade levels
NOTE The purpose of the cascade tag is to force a collision with PICCs that have a smaller UID size.

The following|algorithm shall apply to the PCD to get the complete UID:

Step 1 | | The PCD selects cascade level 1

Step 2 | | The anticollision loop shall be performed

Step 3 | | The PCD shall check the cascade bit of SAK

Step 4 | | If the cascade bit is set, the PCD shall increase the cascade level and initiate a new anticollision lopp

7 Type Bl - Initialization and anticollision

This section describes the initialization(and collision detection protocol applicable for PICCs of Type B.

7.1 Charafter, frame formatiand timing

This section| defines the ‘character, frame format and timing used during communication initialigation and
anticollision fpr PICCs of Type B. For bit representation and coding refer to ISO/IEC 14443-2.

7.1.1 Charactertransmission format

Bytes are tra hsmitted and received hetween PICCs and a PCD hy characters, the format of which durirg the Anti-
collision sequence is as follows:

— 1 start bit at logic "0";
— 8 data bits transmitted, LSB first;
— 1 stop bit at logic "1".

The transmission of one byte is performed with a character requiring 10 etu as illustrated below.
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Start LSB

MSB

ISO/IEC 14443-3:2001(E)

Stop EGT

bl b2 b3 b4 b5

b6

b7

b8

A

10 etu

Figure 12 — Character format

v

Bit boundaries within a character shall occur between (n - 0,125) etu and (n + 0,125) etu where n is the number of

bit bounda

ries after the start bit falling edge (1 <n < 9).

7.1.2 Ch

A characte]

The EGT I

The EGT I

7.1.3 Fr3g

PCDs and

hracter separation

me format

7.10.3 for g¢xceptions.

7.1.4 SO

SOF is cor

one fa

followg

followg

followg

I is separated from the next one by the extra guard time EGT.
etween 2 consecutive characters sent by the PCD to the PICC shall be between 0 and 57 |

etween 2 consecutive characters sent by the PICC to the PCD shall loe between 0 and 19 |

PICCs shall send characters as frames. The frame is ngrmally delimited by SOF and

SOF Characters

EOF

F
nposed of:
ling edge;

bd by 10 etu with a legic "0";

bd by at least?2 etu (but no more than 3 etu) with a logic "1".

Figure 13 <<Frame Format

bd by one single\rising edge located anywhere within the following etu;

by EOF. See

Nao. (cnh)narrinr 10 atu 11 oty
= —

/ 2 ety

modulation

L —

>12etu,<14 etu

-

1% character

Figure 14 — SOF

© ISO/IEC 2001 — All rights reserved
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715 EOF

EOF is composed of:

— one falling edge;

— followed by 10 etu with a logic "0";

— followed by one single rising edge located anywhere within the following etu.

Last character >10etu,<1letu No (sub)carrier
modulation
transition
Figure 15 — EOF
NOTE The probability of receiving a false EOF is low and corresponds to the transmiission of a '00' character Wwith a wrong

reception of th¢ stop bit.

7.1.6 Timinlg before the PICC SOF
PICC start of|communication after a PCD data transmission shall respect the timing defined in Figure 16

The default minimum values of TRO and TR1 are defined inISO/IEC 14443-2 and may be reduced by the PCD,
see 7.10.3.

The maximurh value of TRO is 256/fs for ATQB only and\(256/fs)*2"™"' for all other frames (see 7.9.4.3).

The maximum value of TR1 is 200/fs.

PCD | Last character EOF Unmodulated carrier
i\ TRO ; TRI .
L | >« >
_____________________________________ e ——

]
PICC Subcarrier OFF i Unmodulated SOF
| subcarrier ON

Figure 16 — PICC subcarrier SOF

A PICC may turn on the subcarrier only if it intends to begin transmitting information.

7.1.7 Timing before the PCD SOF

PCD start of communication after a PICC data transmission and EOF shall respect the timing in Figure 17.
The PICC shall turn off its subcarrier after the transmission of the EOF. The subcarrier signal shall:

— not be stopped before the end of the EOF;

— be stopped no later than 2 etu after the end of the EOF.
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The minimum delay between the PICC EOF start (falling edge) and the PCD SOF start (falling edge) is
10 etu + 32 /fs.

PICC fs ON fs to OFF fs OFF
Subcarrier
' |
PICC Data| Last character EOF <2etu | Undefined
< ,,,,,,,,,,,,,,,,,,,, d
[}
i
PCD ! > 10 etu + 32/fs SOF
q P

Figure 17 — PICC to PCD EOF

7.2 CRC B
ls-t, ................... bytes
Data bytes CRC_B
(n bytes) (2 bytes)
MSB LSByMSB LSB
Figure 18 — Position of a €CRC_B within a frame
A frame shall only be considered correct if it is receivedwith a valid CRC_B value.

The frame
stop bits, d
of bits k is

For error g
CRC Bis

For examp
7.3 Anti
An anticoll

The PCD i

CRC_B is a function of k data bits, whi¢ch consist of all the data bits in the frame, exclud
elays between bytes, SOF and EOF;‘and the CRC_B itself. Since data is encoded in byte
a multiple of 8.

hs defined in ISO/IEC 13239 The initial register content shall be all ones: ‘FFFF'.

e refer to annex B.

collision seguence
sion sequence is managed by the PCD through a set of commands detailed in this section.

5 the_master of the communication with one or more PICCs. It initiates PICC communicat

issuing a R

ing start bits,
5, the number

hecking, the two CRC_B bytes are included in the frame, after the data bits and before fhe EOF. The

on activity by

EQB Command to prompt for PICCs to respond.

During the anticollision sequence it may happen that two or more PICCs respond simultaneously: this is a collision.
The command set allows the PCD to handle sequences to separate PICC transmissions in time. The PCD may
repeat its anticollision procedure until it finds all PICCs in the operating volume.

Having completed the anticollision sequence, PICC communication will be under control of the PCD, allowing only
one PICC to talk at a time.

The anticollision scheme is based on definition of timeslots in which PICCs are invited to answer with minimum
identification data. The number of slots is parameterized in the REQB/WUPB and can vary from one to some
integer number. PICC response probability in each timeslot is also controllable. PICCs are allowed to answer only
once in the anticollision sequence.

© ISO/IEC 2001 — All rights reserved
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Consequently, even in case of multiple PICCs present in the PCD field, there will probably be a slot in which only
one PICC answers and where the PCD is able to capture the identification data. Based on the identification data
the PCD is able to establish a communication channel with the identified PICC.

An anticollision sequence allows selection of one or more PICCs for further communication at any time.

The set of commands allows implementation of different anticollision management strategies at the PCD level. This
strategy is under the control of the application designer and can include:

— probabilistic (repetitive single slot prompt with response probability less than or equal to 1);

d faoroaiiotin oo ol alata—anthh oo of thho oo Al s Atk anbioalloian coo o + h th
— pseu O-Gretermistie ot Pre—S1ots— vt T SCart g oo e oot g a i artaComSiomT—SsCgutitt—tg ave e

maximum probability that all present PICCs answer);

— any compination of these methods that can be conducted dynamically.

7.4 PICC states description

Different states and transition conditions between states describe the PICC .detailed behaviour [during the
anticollision gequence.
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7.4.1 State transition diagram

Power Off

ISO/IEC 14443-3:2001(E)

|
Power Off

v

<&

Wait for REQB
or WUPB

]47

Idle

REQB or WUPB

Yes

Matched AFI

Select R

f~

Anticollision

—

Option 2

= Wait for Matched |[REQB or WUPB >
s€ Slot Marker

Matched
Slot'Marker

<
h 4

[ Send ATQB ]

Ready

Wait

il

ATTRIB or HLTB

| REQB or WUPB

)

for Matched

Matched ATTRIBl

Matched HLTB
\ 4

Send Answer:

to ATTRIB

@ ACTIVE

DESELECTi

Ready Declared —:4— Ready Requested

Send Answer
to HLTB

&

HALT

WUPB

Figure 1
NOTE 1 R is a random number chosen
NOTE 2

Option 2 — For PICCs supporti
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9 — PICC state transition flowchart example

by the PICC in the range from 1 to N (for coding of N see 7.7.4).

Option 1 — For PICCs not supporting Slot-MARKER Command (Probabilistic approach).

ng Slot-MARKER Command (Timeslot approach).
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7.4.2 General statement for state description and transitions

To any state the following shall apply:

the PICC shall return to POWER_OFF State if the RF field disappears.

To any state specific to the anticollision sequence (except ACTIVE State) the following shall apply:

default communication parameters as defined in ISO/IEC 14443-2 and in the previous sections shall be used,;

the PICC shall not emit subcarrier except to transmit response frames as specified in the previous sections;

if a fram
dependir
byte) the|
the PICC
743 POW
Description:
In the POWE
State exit co

If the PICC is
within a delay

7.4.4 |IDLE
Description:
Inthe IDLE S
State exit co
On reception

state. (Valid
Command sp

7.4.5 REAL

as in anficollision commands the first 3 bits of the data in a frame are (101)b (3 first bits ‘of anticg

b from the PCD is valid (correct CRC_B), the PICC shall perform the required action and/o
g on its state;
PICC shall not answer to any command frame not starting with (101)b;

shall only react to valid frames received (no response sent when transmission errors are d

FR-OFF State

R-OFF State, the PICC is not powered due to a lack of’earrier energy.
hditions and transitions:

in an energizing magnetic field greater than &imin (see ISO/IEC 14443-2), it shall enter its
not greater than defined in clause 5.

State

tate, the PICC is powered. It listens for frames and shall recognize REQB and WUPB mess
hditions and transitions:
of a valid REQB-or WUPB Command frames the PICC moves onto the READY REQUE

REQB/WUPB-means valid frame with REQB/WUPB Command and matched AFIl. See RE
ecificationfor more details).

Y-REQUESTED sub-state

I response

llision Prefix

btected).

DLE State

ages.

STED sub-
QB/WUPB

Description:

In the READY-REQUESTED sub-state, the PICC is powered and has received a valid REQB or WUPB Commands
with a control parameter N. The PICC calculate a random number R which is used to control its subsequent
operation as described in 7.6.

State exit co

nditions and transitions:

See 7.6 for details.
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7.4.6 READY-DECLARED sub-state

Description:

In the READY-DECLARED sub-state, the PICC is powered and has sent its ATQB corresponding to the last valid

REQB/WU

It listens to

PB message received.

frames and shall recognize REQB/WUPB, ATTRIB and HLTB commands.

State exit conditions and transitions:

On receptiphr—of—a—val the ATTRIB
Command|matches the PICC PUPI.

If the PUPI in the ATTRIB Command does not match the PICC PUPI the PICC remains in the’'READY-DECLARED
sub-state.

On receptipn of a valid REQB/WUPB Command frame the same conditions and transijtions apply as op reception of
a valid REQB/WUPB Command frame in the IDLE State.

On receptipn of a matched HLTB Command the PICC shall enter the HALT State.

7.4.7 ACJTIVE State

Descriptign:

The PICC |s powered and has entered a higher layer mode since a Card Identifier (CID) has been assigned to this
PICC throygh the ATTRIB Command.

The PICC [istens to any higher layer message properly~formatted (proper CID and valid CRC_B).

The PICC|shall not emit subcarrier following .any* frame with invalid CRC_B or with another CID [than the one
assigned.

State exit fonditions and transitions:

The PICC gnters the HALT State when a valid DESELECT Command frame is received (DESELECT| Command is
defined in |SO/IEC 14443-4).

Specific rgmarks:

Valid REQB/WUPB of Slot-MARKER frames shall not be answered.

A valid frame withian ATTRIB Command shall not be answered.

In the higherdayer protocol specific commands may be defined to return the PICC ta other states (101 E or HALT).
The PICC may return to these states only following reception of such commands.

7.4.8 HALT State

Description:

The PICC shall respond only to a WUPB Command which brings it back to the IDLE State.

State exit conditions and transitions:

The PICC returns to the POWER_OFF State if the RF field disappears.

© ISO/IEC 2001 — All rights reserved 27


https://iecnorm.com/api/?name=3596c627147ea9c653d7748eaed026ba

ISO/IEC 144

7.5 Comm
Four primitive

REQB/W

ATTRIB;

HLTB.

43-3:2001(E)

and set

commands are used to manage multi-node communication channels:

UPB;

Slot-MARKER,;

All four comn

The comman

ands use the character, frame format and timing detailed in 7.1.

s and the responses of the PICC to these commands are described in the following.sectiofs.

Any frame re¢eived with a wrong format (wrong frame identifiers or invalid CRC_B) shall bejighored.

7.6 Anticg
A PICC whic
(Requested A
where the pa
IfN=1the P
If N> 1the P

fR=1t

IfR>1:
PIC
PIC

Slot
moV|

7.7 REQB

Ilision response rules

is in the READY-REQUESTED sub-state, after receiving a valid-REQB/WUPB Command
FI=0 or AFI matched with an internal application), shall respond:according to the following
ameter N has been given in the REQB/WUPB Command:

CC shall send an ATQB and shall move to the READY-DECLARED sub-state

ne PICC shall send an ATQB and shall move:to the READY-DECLARED sub-state.

Cs employing the probabilistic approach (informative option 1) shall return to IDLE State;

ng to the READY-DECLARED sub-state.

WUPB Command

The REQB and WUPB Commands sent by the PCD are used to probe the field for PICCs of Type B.

In addition W

UPB,iS-particularly used to also wake up PICCs which are in HALT State.

The number

CC shall internally generate a random number R:which shall be evenly distributed betweer

Cs employing the slot markéryapproach (informative option 2) shall wait until they have
MARKER Command with & matched slot number (slot number = R) before sending the

ules,

1toN

received a
ATQB and

ithm for a

ofsslots N is included in the command as a parameter to optimize the anti-collision algo

given application. See Figure 19 for detailed description of when the PICC shall respond to these respective

commands.

7.7.1 REQB/WUPB Command format

REQB/WUPB Command has the following format:

28

1% byte 2" byte 3" byte 4" 5" bytes
APf AFI PARAM CRC_B
(1 byte) (1 byte) (1 byte). (2 bytes)
MSB LSB MSB LSB MSB LSB MSB LSB

Figure 20 — REQB/WUPB Command format

© ISO/IEC 2001 — All rights reserved
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7.7.2 Coding of Anticollision Prefix byte APf

The Anticollision Prefix byte is APf ='05’ = (0000 0101)b.

7.7.3 Coding of AFI

ISO/IEC 14443-3:2001(E)

AFI (Application Family Identifier) represents the type of application targeted by the PCD and is used to preselect
PICCs before the ATQB. Only PICCs with applications of the type indicated by the AFI may answer to a
REQB/WUPB Command with AFI different to ‘00’.

When AFI equals ‘00, all PICCs shall process the REQB/WUPB.

The most gignificant half byte of AFI is used to code one specific or all application families, as defined |in Table 12.
The least gignificant half byte of AFI is used to code one specific or all application sub-families. Subr-family codes
different frgm O are proprietary.
Table 12 — AFI coding
AFI AFI Meaning — Examples / Npte
Most|Significant | Least Significant half PICCs respond from
hialf byte byte

‘0’ ‘0’ All families and sub-families No application pregelection

X ‘0’ All sub-families’of family X Wide application prgselection

X Y Only the Yth sub-family of family X

‘0’ Y Proprietary-'sub-family Y only

‘1 ‘0,Y Transport Mass transit, Bus, Airline,...

‘2! ‘0,Y Financial IEP, Banking, Retall,...

‘3 ‘0,Y Identification Access Contrdl,...

‘4 ‘0,Y Telecommunication Public Telephony, [GSM,...

‘5 ‘0, Y. Medical

‘6’ ‘0, ¥ Multimedia Internet servicgs...

7 ‘0, Y Gaming

‘8’ ‘0,Y Data Storage Portable Files} ...

‘9'-'F ‘0,Y RFU
NOTE X ='1'to*F,Y="T1T1to'F
7.7.4 Coding of PARAM
b8 b7 b6 b5 b4 b3 b2 | bl
RFU REQB / WUPB N (Number of slots)

All RFU bits shall be setto O

Figure 21 — Coding of PARAM

b4 = 0 defines REQB: PICCs in IDLE State or READY State shall process this command
b4 =1 defines WUPB: PICCs in IDLE State or READY State or HALT State shall process this command

b1, b2 and b3 are used to code the number of slots N according to Table 13.

© ISO/IEC 2001 — All rights reserved
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Table 13 — Coding of N

b3 b2 | b1 N
0 0 0 1=2°
0 0 1 2=2"
0 1 0 4=2°
0 1 1 g=2°
1 0 0 16 = 2°
1 0 1 RFU

1 1 X RFU

NOTE Fo
in the PCD, N

7.8 Slot-M

After a REQE
each timeslot

Slot-MARKEH
— after the
or earlier

It is not man
Command. T

7.8.1 Slot-N

Slot-MARKEH

7.8.2 Codin

APn = (nnnn

each PICC, the probability of response (ATQB) in the first slot is 1/N. Thus, if the probabilistic appr
s not used to adjust the number of slots but the probability for the PICC to return its ATQB in this)unig

ARKER Command

B/WUPB Command, the PCD may send up to (N-1) Slot-MARKER Commands to define

R Commands can be sent:
end of an ATQB message received by the PCD to mark the_start of the next slot;
if no ATQB is received (no need to wait until the end ef<a slot, if this slot is known to be em

Hatory for a PICC to support this command. In-this case, the PICC shall ignore any Slo
ne PICC may only send its ATQB after REQB (in.the first slot) in a probabilistic approach.

NIARKER Command format
R Command has the following formatt
1>\byte 2" 3" bytes
APn CRC_B
(1 byte) (2 bytes)
MSB LSB MSB LSB

Figure 22 — Slot-MARKER Command format

g of Antieollision Prefix byte APn

D1Q1)b where nnnn codes the slot number as defined in the Table 14.

ach is used
ue slot.

he start of

pty).

-MARKER

NOTE

30

Table 14 — Coding of slot number

nnnn Slot number
0001 2
0010 3
0011 4
1110 15
1111 16

© ISO/IEC 2001 — All ri
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7.9 ATQB Response

The response to both REQB/WUPB and Slot-MARKER Commands is named ATQB.

7.9.1 ATQB Response format

ATQB Response has the following format:

ISO/IEC 14443-3:2001(E)

1% byte | 2™ 39 4" 5" bytes | 6", 7", 8", 9" bytes | 10", 11", 12" bytes | 13", 14" bytes
‘50’ PUPI Application Data Protocol Info CRC_B
(1 byte) (4 bytes) (4 bytes) (3 bytes) (2 bytes)
MSB LSB MSB LSB MSB LSB MSB LSB MSB LSB
Figure 23 — ATQB Response format
7.9.2 PUPI (Pseudo-Unique PICC Identifier)

A Pseudo-
be either a
the IDLE S

7.93 Ap

The Applig
informatior

The applic
7.9.4.), wh

When the

7.9.3.1

For mono application/PICCs AFI gives the family of the application (see AFI coding in Table 12).

For multi a

nique PICC Identifier (PUPI) is used to differentiate PICCs during anticollision. This 4-bytd
number dynamically generated by the PICC or a diversified fixed ndmber. The PUPI may @
tate.

plication Data

ation data field is used to inform the PCD which applications are currently installed in th
allows the PCD to select the desired PICC in the presence of more than one PICC.

htion data is defined dependent upon the ADC\(Application Data Coding) field in the Prot
ch defines if either the CRC_B compressing.method described below or proprietary coding

CRC_B compressing coding is used, Application Data field contains the following:

4" pyte
Numbers of Applications
(1 byte)

2" 3" bytes
CRC_B(AID)
(2 bytes)

1% byte

AFI
(1 byte)
MSB LSB “-MSB

LSB MSB LSB

Figure 24 — Application Data format

AFI

pplication PICCs AFI gives the family of the application described in CRC_B(AID).

number may

nly change in

e PICC. This

pcol Info (see
is used.

7.9.3.2

CRC_B(AID)

CRC_B(AID) is the result of calculation of CRC_B of the AID (as defined in ISO/IEC 7816-5) of an application in the
PICC matching the AFI given in the REQB/WUPB Command.

7.9.3.3

Indicates o

Numbers of Applications

n presence of other applications in the PICC.

The most significant half byte value gives the number of applications corresponding to the AFI given in Application
Data with ‘0’ meaning no application and ‘F’ meaning 15 applications or more.

© ISO/IEC 2001 — All rights reserved
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The least significant half byte value gives the total number of applications in the PICC with ‘0’ meaning no
application and ‘F’ meaning 15 applications or more.

7.9.4 Protocol Info

The Protocol Info field indicates the parameters supported by the PICC. It is formatted as detailed below.

1% byte 2" byte 3" byte
Bit_Rate_capability Max_Frame_Size | Protocol_Type FWI ADC FO
(8 hits) (4 bits) (4 bits) (4 bits) (2 bits) [ (2 bit)
MSB LSB MSB LSB MSB LSB

Figure 25 — Protocol Info format

79.41 Fd
Table 15 — Frame Option supported by the PICC
b2 bl Meaning
1 X | NAD supported by the PICC
X 1 | CID supported by the PICC
7.9.42 ADOC
Table 16 — Application Data Coding supported by the PICC
b4 b3 Meaning
0 0 | Application is proptietary
0 1 | Application is ¢oded as described in 7.9.3.
Other values are RFU
79.43 FWI

Frame Waiting time Integer (4 bits);
FWI codes an integer value used-to define the FWT.
The FWT defjnes the maximum time for a PICC to start its response after the end of a PCD frame.

FWT is calculated by-the formula:

FWT = (256X 16/fc) x 2FW!

where the value of FWI has the range from 0 to 14 and the value of 15 is RFU.
For FWI =0, FWT is minimal (~ 302 us);

For FWI = 14, FWT is maximal (~ 4949 ms).
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7.9.4.4 Protocol_Type
Table 17 — Protocol Types supported by the PICC
b4 b3 b2 bl Meaning
0 0 0 1 PICC compliant with ISO/IEC 14443-4
0 0 0 0 PICC not compliant with ISO/IEC 14443-4
Other values are RFU.
7.9.45 ax_Frame Sijze
Table 18 — Maximum frame size
Maximum Frame Size Code in ATQB 0 1 2 3 4 5 6 7 8 9-F
Maximum Frame Size (bytes) 16 | 24 32 40 48 64 96 |[,1287| 256 | RFU > 256
7.9.4.6 Bit_Rate_capability
Table 19 — Bit rates supported by the'RICC
b8[| b7 | b6 |b5| b4 |b3| b2 [bl Meaning
0j]J]0fO0]JOf O |[0O] O | O |PICCsupportsonly 106 Kbit/s in both directions
1] x| x| x| O | x X X | Same bit rate from PED to PICC and from PICC to PCD compulgory
x{] x| x| 1] 0| x] x | x|PICCtoPCD, letan=64 / fc, bit rate supported is 212 kbit/s
x[] x| 1| x] O X X x | PICC to PCD, Tetu = 32/ fc, bit rate supported is 424 kbit/s
x{] 1] x| x| 0] x] x | x|PICCtoPED;-1etu =16/ fc, bit rate supported is 847 kbit/s
X[ x| x| x] O X X 1 [ PCD to RICC, letu = 64 / fc, bit rate supported is 212 kbit/s
X[ x| x| x] O X 1 x | PCDJO'PICC, letu = 32/ fc, bit rate supported is 424 kbit/s
x| x| x| x| 0]1 x | x | PED to PICC, letu = 16/ fc, bit rate supported is 847 kbit/s
Other values (with b4 = 1) are RFU,
7.10 ATTRIB Command
The ATTR|B Command sent'by the PCD shall include information required to select a single PICC.
A PICC regeiving an ATTRIB Command with its identifier becomes selected and assigned to a dedicpted channel.
After beind selecteds.this PICC only responds to commands defined in ISO/IEC 14443-4 which inclyde its unique
CID.
7.10.1 AT[RIB'Command format

ATTRIB Command has the following format:

1% byte

2 3 gh o [ gn byte ~m byte g byte on byte

bytes

1D
(1 byte)

Identifier
(4 bytes)

Param 1 | Param 2 | Param 3 | Param 4 Higher layer - INF
(1 byte) [ (1byte) | (1byte) [ (1 byte) | (optional — 0 or more bytes)

CRC_B
(2 bytes)

MSB LSB MSB

LSB MSB LSB MSB LSB MSB LSB MSB LSB MSB LS

Figure 26 — ATTRIB Command format
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7.10.2 Identifier

This identifier is the value of the PUPI sent by the PICC in the ATQB.

7.10.3 Coding of Param 1

b8 b7

b6

b5

b4 b3

b2

bl

Minimum TRO

Minimum TR1

EOF SOF

RFU

lor

27
=1

All RFU bits shall be set to O if not otherwise specified

7.10.3.1 Mipimum TRO

4L
—rgot

Minimum TR indicates to the PICC the minimum delay before responding after the end ofyarcommand sent by a
PCD. The default value has been defined in ISO/IEC 14443-2, 9.2.5.

NOTE
performance.

7.10.3.2 Mihimum TR1

Minimum TR1 indicates to the PICC the minimum delay between subcarrier modulation start and beginn
transmission.| The default value has been.defined in ISO/IEC 14443-2, 9.2.5.

Table 20 — Minimum TRO coding

b8 b7 Minimum TRO
0 0 default value
0 1 |48/fs
1 0 |16/fs
1 1 RFU

Table 21 — Minimum TR1 coding

b6 b5 Minimum TR1
0 0 default value

0 1 64l/fs

1 0 16/fs

1 1 REU

Mipimum TRO is required by the PCD when switchifig from transmit to receive and its value depends

on the PCD

ing of data

NOTE
performance.

34

Minimum TR1 is required by the PCD for synchronization with the PICC and its value depends on the PCD
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b3 and b4 indicate the PCD capability to support suppression of the EOF and/or SOF from PICC to PCD, which
may reduce communication overhead. The suppression of EOF and/or SOF is optional for the PICC. The coding of
b3 and b4 is as follows:

Table 22 — SOF handling

b3 SOF required
0 Yes
1 No

Table 23 — EOF handling

b4 EOF required
0 Yes
1 No
7.10.4 Cofling of Param 2
The least gignificant half byte (b4 to bl) is used to code the maximum frame' size that can be receivefd by the PCD
as specified in Table 24.
Table 24 — Coding of b4 te bl of Param 2
Maxirpum Frame Size Code in ATTRIB 0 1 2 3 4 5 6 7 8 9-F
Maxilhum Frame Size (bytes) 16 24 4 32 | 40 | 48 | 64 | 96 | 128 256 RAU > 256

The most s

Table 25.2— Coding of b6 & b5 of Param 2

b5

Meaning

PCD to PICC, letu = 128/ fc, bit rate is 106 kbit/s

PCD to PICC, letu = 64 / fc, bit rate is 212 kbit/s

PCD to PICC, letu = 32/ fc, bit rate is 424 kbit/s

R |2 O | O

0
1
0
1

PCD to PICC, letu = 16 / fc, bit rate is 847 kbit/s

Table 26 — Coding of b8 & b7 of Param 2

b8

b7

Meaning

ignificant half byte (b8 to b5) is used foribit rate selection, as specified in Tables 25 and 26

PICC to PCD, letu = 128 / fc, bit rate is 106 kbit/s

PICC to PCD, letu = 64 / fc, bit rate is 212 kbit/s

PICC to PCD, letu = 32/ fc, bit rate is 424 kbit/s

Rl ]O|O

0
1
0
1

PICC to PCD, letu = 16 / fc, bit rate is 847 kbit/s

7.10.5 Coding of Param 3

The least significant half byte (b4 to bl) is used for confirmation of the protocol type as specified in Table 17.

The most significant half byte (b8 to b5) is set to (0000)b, all other values are RFU.

© ISO/IEC 2001 — All rights reserved
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7.10.6 Coding of Param 4
The Param 4 byte consists of two parts:

— the least significant half byte (b4 to bl) is named Card Identifier (CID) and defines the logical number of the
addressed PICC in the range from 0 to 14. The value 15 is RFU. The CID is specified by the PCD and shall be
unique for each active PICC. If the PICC does not support CID, code value (0000)b shall be used;

— the most significant half byte (b8 to b5) is set to (0000)b, all other values are RFU.

7.10.7 Higher layer INF

Any higher layer command transferable as the INF field of ISO/IEC 14443-4 may be included.
It is not mandatory for the PICC to process successfully any command in this context.

The PICC shall however process successfully such message if no application command is in¢luded.

7.11 Answer to ATTRIB Command

The PICC shall answer to any valid ATTRIB Command (correct PUPI and valid, ERC_B) with the format described
below.

1% byte 2" bytes
MBLI | CID Higher layer Response CRC B
(1 byte) (optional O or more byies) (2 bytes)
MSB LSB MSB LSB MSB LSB

Figure 28 — Format of the Aaswer to an ATTRIB Command

The first byte|consists of two parts:

— the leasf significant half byte (b4 to bl)“contains the returned CID. If the PICC does not support|CID, code
value (0Q00)b is returned;

— the mosf significant half byte (b8 to b5) is called the Maximum Buffer Length Index (MBLI). It is used by the
PICC tp let the PCD «know the Ilimit of its internal buffer to received chainefl frames.
The codipg of MBLI is as fallows:

— MBLI = 0 means'that the PICC provides no information on its internal input buffer size;

— MBUYI > 0 isiused to calculate the actual internal maximum buffer length (MBL) according to the following
formula: MBL = (PICC Maximum Frame Size)* 2(MBLI-1) where the PICC maximum frame size |is returned
by theXPICC in its ATQB. When it send chained frames to a PICC, the PCD shall ensufe that the
accumulated fength IS never greater than MBL.

Remaining bytes are optional and used for higher layer response.
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As illustrated below, a PICC shall answer the empty (no higher layer INF field) ATTRIB Command with an empty

higher laye

NOTE 1
for a PCD tg

NOTE 2
allowed as |

7.12 HLT
The HLTB
After answj

HLTB Con

The 4 byte

The format

r response:
1% byte 2" 3" bytes
MBLI | CID CRC_B
(1 byte) (2 bytes)
MSB LSB MSB LSB
Figure 29 — PICC Answer to ATTRIB format without higher layer response
Ctbamd-vatd Byto=a B i i 2801 29) is the means

verify that PICC selection has been successful.

Higher layer response indicating that the higher layer command is not supported by the PICC within
png as the PICC response meets the format described above.

B Command and Answer

Command is used to set a PICC in HALT State and stop responding to_a REQB.

Figure 30 —.kormat of the HLTB Command
5 identifier is the value of the PURFsent by the PICC in the ATQB.

of Answer to a HLTB Commmand from the PICC is as follows:

1% byte 2" 3" bytes
'00 CRC_B
(1 byte) (2 bytes)
MSB LSB MSB LSB

Figure 31 — Format of PICC Answer to HLTB Command

© ISO/IEC 2001 — All rights reserved

this context is

ering to this command the PICC shall ignore any commands except the WUPB Command (see 7.7)
mand has the following format:
1% byte 2" 3 4™ 5" pytes 6", 7" bytes
‘50’ Identifier CRC_B
(1 byte) (4 bytes) (2 bytes)
MSB LSB MSB LSB MSB LSB
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Annex A
(informative)

Communication example Type A

This example shows the select sequence with 2 PICCs in the field on the assumption of:

— PICC #1 with UID size: single, value of uidO is ‘10’;

— PICC #2|with UID size: double.
A
Request
REQA
'26' ATQA PICC #1
(10000000 00000000)b
ATQA PICC #2
(10000010 00000000)b
A
Anticollision loop, cascade level 1
93 20° <~ uido | uid1 | uid2 | uid3 | BcE | PICC #1
(00001000)b
<~ ct | uido | uid1] uidz ] Bcc]| PICC #2
(00010001)b
first collision’at bitposition #4
[ seL| nvB| +—
93" 24" oo <+ | uido fPuid1 [ uid2 [ BCC | PICC #2
(0001)b
[ seL [ nvB] ¢t [ uide'P uidi[ uid2| BCC] CRC_A |—
'93" '70'  (00010001)b '_| SAKl CRC_A
(xx1xxxxx)b
4
Anticollision loops eascade level 2
g
95" {20 «—| uid3 | uid4 | uid5| uidé | BCC
V sec | nve | wids | uida | uids| uide | Bcc| CRC_A |» | | |
95 70 T SAK] CTRC_A |
(xX0xxXXX)b
A

are not shown for the sake of simplicity.

Note: start of communication, end of communication and parity bits

Representation: | PCD to PICC

<«—] [Picctopcp ] |

(xxx...x)b

X first bit transmitted (LSB)

Figure A.1 — Select sequence with bit frame anticollision
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