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INFORMATION TECHNOLOGY -
FIBRE CHANNEL -

Part 432: Security Protocols - 2 (FC-SP-2)

FOREWORD

1. ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)

form the specialized system for worldwide standardization. National bodies that are members of ISO or

IEC partici-

pate in the development of International Standards through technical committees established by the respective
organization to deal with particular fields of technical activity. ISO and IEC technical committees collaborate in fields

ISO and

of mutual interest Qther international arganizations _governmental and non-governmental in liaison wit]
2 =) =)

IEC, also take part in the work.

2. The formal decisions or agreements of IEC and ISO on technical matters express, as nearly’as-poss
international consensus of opinion on the relevant subjects since each technical committee has represer
all interested IEC and ISO National bodies.

3. IEC and ISO documents have the form of recommendations for international use@nd are accepted G
ISO National bodies in that sense. While all reasonable efforts are made to ensure that the technical cor
and ISO documents is accurate, IEC and ISO cannot be held responsible for the.way in which they are
any misinterpretation by any end user.

4. In order to promote international uniformity, IEC and ISO National podies undertake to apply IEC ang
ments transparently to the maximum extent possible in their national-and regional publications. Any div
between any IEC and ISO document and the corresponding national or regional publication shall be clg
cated in the latter.

5. IEC and ISO do not provide any attestation of conformity. Independent certification bodies provide cq
assessment services and, in some areas, access to IEC'and ISO marks of conformity. IEC and ISO are
sible for any services carried out by independent certification bodies.

6. All users should ensure that they have the'latest edition of this document.

7. No liability shall attach to IEC and IS@or their directors, employees, servants or agents including ing
experts and members of its technical ecommittees and IEC and ISO National bodies for any personal inju

ble, an
tation from

y IEC and
tent of IEC
used or for

ISO docu-
brgence
arly indi-

nformity

not respon-

ividual
[y, property

damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and

expenses arising out of the publication, use of, or reliance upon, this ISO/IEC document or any other IH
documents.

8. Attention is drawn to the Normative references cited in this document. Use of the referenced publica
indispensable for thétcorrect application of this document.

9. Attention is.drawn to the possibility that some of the elements of this ISO/IEC document may be the
patent rightSilEC and ISO shall not be held responsible for identifying any or all such patent rights.

C and ISO

ions is

subject of

ISOAEC4165-432 has been prepared by subcommittee 25: Interconnection of information

echnology

equipment, of ISO/IEC joint technical committee 1: Information technology. It is an International

Standard.

The text of this International Standard is based on the following documents:

Draft Report on Voting
JTC1-SC25/2999/CDV | JTC1-SC25/3029/RVC
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Full information on the voting for its approval can be found in the report on voting indicated in the above
table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in accordance
with ISO/IEC Directives, Part 1, available at www.iec.ch/members_experts/refdocs and www.iso.org/

directives

A list of all parts in the ISO/IEC 14165 series, published under the general title Information technology —
Fibre Channel, can be found on the IEC and ISO websites.

IMPORTANT - The "colour inside" logo on the cover page of this document indicates that
it contains colours which are considered to be useful for the correct understanding of its
contents| Users should therefore print this document using a colour printer.
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INTRODUCTION

This standard describes the protocols used to implement security in a Fibre Channel Fabric. This standard
includes the definition of protocols to authenticate Fibre Channel entities, protocols to set up session keys,
protocols to negotiate the parameters required to ensure frame-by-frame integrity and confidentiality, and
protocols to establish and distribute policies across a Fibre Channel Fabric.
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INFORMATION TECHNOLOGY -
FIBRE CHANNEL -

Part 432: Security Protocols - 2 (FC-SP-2)

1 Scope

This part of 14165 is one of the Fibre Channel family of standards. This standard describes the protocols
used to implement security in a Fibre Channel Fabric. This standard includes the definition of protocols to
authenticate Eibre Channel entities, protocols to set up session keys, protocols to negotiate the
parameters [required to ensure frame-by-frame integrity and confidentiality, and protocols to establish and
distribute pglicies across a Fibre Channel Fabric.
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ANSI INCITS 305-1998 (R2008), SCSI Enclosures Services (SES). Available at
https://webstore.ansi.org/Standards/INCITS/INCITS3051998R2018

ANSI INCITS 305-1998/AM1-2000 (R2008), SCSI Enclosures Services (SES) - Amendment 1. Available
at https://webstore.ansi.org/Standards/INCITS/INCITS3051998AM12000R2018

ANSI INCITS 461-2010, Fibre Channel - Switch Fabric - 5 (FC-SW-5). Available at
https://webstore.ansi.org/Standards/INCITS/INCITS4612010

ANSI INCITS 463-2010, Fibre Channel - Generic Services - 6 (FC-GS-6). Available-at
https://webstore.ansi.org/Standards/INCITS/INCITS4632010

ANSI INCITS 470-2011, Fibre Channel - Framing and Signaling - 3 (FC-FS+43)-“Available at
https://webstore.ansi.org/Standards/INCITS/INCITS4702011

ANSI INCITS 477-2011, Fibre Channel - Link Services - 2 (FC-LS-2): Available at
https://webstore.ansi.org/Standards/INCITS/INCITS477201A4

ANSI INCITS 487-2018, Fibre Channel - Link Services - 3 (FC-LS-3). Available at
https://webstore.ansi.org/Standards/INCITS/INCITS4872018

INCITS TR-49-2012, Fibre Channel - Device Attach* 2 (FC-DA-2). Available at
https://webstore.ansi.org/Standards/INCITS/ANCITSTR492012R2017

RFC 1321, The MD5 Message-Digest Algorithm, April 1992. Available at http://www.ietf.org/rfg/rfc1321.txt

RFC 1994, PPP Challenge Handshake Authentication Protocol (CHAP), August 1996. Available at
http://www.ietf.org/rfc/rfc1994.txt

RFC 2104, HMAC: Keyed-Hashing for Message Authentication, February 1997. Available at
http://www.ietf.org/rfc/rfc2104 .txt

RFC 2246, The TLS Rrotocol Version 1.0, January 1999. Available at http://www.ietf.org/rfc/rfcR246.txt

RFC 2401, Security Architecture for the Internet Protocol, November 1998. Available at
http://wwwietf.org/rfc/rfc2401 .txt

RFC 2403, The Use of HMAC-MD5-96 within ESP and AH, November 1998. Available at
http://www.ietf.org/rfc/rfc2403.txt
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http://www.ietf.org/rfc/rfc2404.txt

RFC 2410, The NULL Encryption Algorithm and Its Use With IPsec, November 1998. Available at
http://www.ietf.org/rfc/rfc2410.txt

RFC 2434, Guidelines for Writing an IANA Considerations Section in RFCs, October 1998. Available at
http://www.ietf.org/rfc/rfc2434 .txt
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RFC 2437, PKCS #1: RSA Cryptography Specifications Version 2, October 1998. Available at
http://lwww.ietf.org/rfc/rfc2437 .txt

RFC 2451, The ESP CBC-Mode Cipher Algorithms, November 1998. Available at
http://www.ietf.org/rfc/rfc2451..txt

RFC 2560, X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP, June 1999.
Available at http://www.ietf.org/rfc/rfc2560.txt

RFC 2616, Hypertext Transfer Protocol -- HTTP/1.1, June 1999. Available at
http://www.ietf.org/rfc/rfc2616.txt

RFC 2631,
http://w

RFC 2865,
http://w

RFC 2945,
http://w

RFC 3279,
Certific

RFC 3526,
May 20

RFC 3602,
http://w

RFC 3686,

Diffie-Hellman Key Agreement Method, June 1999. Available at
vw.ietf.org/rfc/rfc2631.txt

Remote Authentication Dial In User Service (RADIUS), June 2000. Available at
vw.ietf.org/rfc/rfc2865.txt

F'he SRP Authentication and Key Exchange System, September 2000. Available at
vw.ietf.org/rfc/rfc2945.txt

AIgorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate and
hte Revocation List (CRL) Profile, April 2002. Available at http://www:ietf.org/rfc/rfc3279.txt

More Modular Exponential (MODP) Diffie-Hellman groups for Internet Key Exchange (IKE),
D3. Available at http://www.ietf.org/rfc/rfc3526.txt

'he AES-CBC Cipher Algorithm and Its Use with IPsec; September 2003. Available at
vw.ietf.org/rfc/rfc3602.txt

sing Advanced Encryption Standard (AES)-Coéunter Mode With IPsec Encapsulating Security

Payload (ESP), January 2004. Available at http://www.ietf.org/rfc/rfc3686.txt

RFC 3723,
http://w

RFC 3748,
http://w

RFC 3852,
http://w

RFC 3986,
http://w

RFC 4072,

Securing Block Storage Protocols over IP, April 2004. Available at
ivw.ietf.org/rfc/rfc3723.txt

Extensible Authentication Protocol (EAP), June 2004. Available at
lvw.ietf.org/rfc/rfc3748.txt

Cryptographic MesSage Syntax (CMS), July 2004. Available at
vw.ietf.org/rfc/rfC3852.txt

Uniform Résource Identifier (URI): Generic Syntax, January 2005. Available at
lvw.ietf.org/rfc/rfc3986.txt

Djameéter Extensible Authentication Protocol (EAP) Application, August 2005. Available at

http://winart
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RFC 4086, Randomness Requirements for Security, June 2005. Available at
http://www.ietf.org/rfc/rfc4086.txt

RFC 4106, The Use of Galois/Counter Mode (GCM) in IPsec Encapsulating Security Payload (ESP), June
2005. Available at http://www.ietf.org/rfc/rfc4106.txt

ISO/IEC 14165-432:2022 © ISO/IEC 2022



https://iecnorm.com/api/?name=6ee6c22fa2c685bec347a08a00c823d4

ISO/IEC 14165-432:2022 © ISO/IEC 2022 21

RFC 4303, IP Encapsulating Security Payload (ESP), December 2005. Available at
http://www.ietf.org/rfc/rfc4303.txt

RFC 4434, The AES-XCBC-PRF-128 Algorithm for the Internet Key Exchange Protocol (IKE), February
2006. Available at http://www.ietf.org/rfc/rfc4434 .txt

RFC 4543, The Use of Galois Message Authentication Code (GMAC) in IPsec ESP and AH, May 2006.
Available at http://www.ietf.org/rfc/rfc4543.txt

RFC 4346, The Transport Layer Security (TLS) Protocol Version 1.1, April 2006. Available at
http://www.ietf.org/rfc/rfc4346.txt

RFC 5246, The Transport Layer Security (TLS) Protocol Version 1.2, August 2008. Available)gt
http://www.ietf.org/rfc/rfc5246.txt

RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revoeation List (CRL)
Profile, May 2008. Available at http://www.ietf.org/rfc/rfc5280.txt

RFC 5433, Extensible Authentication Protocol - Generalized Pre-Shared Key (EAP-GPSK) Method,
February 2009. Available at http://www.ietf.org/rfc/rfc5433.txt

RFC 5996, Internet Key Exchange Protocol Version 2 (IKEv2), September 2010. Available at
http://www.ietf.org/rfc/rfc5996.txt

RFC 6614, TLS encryption for RADIUS, May 2012. Available at http://www.ietf.org/rfc/rfc6614.1xt

RFC 6818, Updates to the Internet X.509 Public Key nfrastructure Certificate and Certificate Revocation
List (CRL) Profile, January 2013. Available at hitp://www.ietf.org/rfc/rfc6818.txt

SRP-6, Improvements and Refinements to the*Secure Remote Password Protocol, Submission to the
IEEE P1363 Working Group, Oct 2002~Available at http://srp.stanford.edu

X.509v3, ITU-T Recommendation X,509(1997 E), Information Technology - Open Systems
Interconnection - The Directory:\Authentication Framework, June 1997. Available at
https://www.itu.int/ITU-T/reeémmendations

X.501, ITU-T Recommendation X.501, Information Technology - Open Systems Interconnectign - The
Directory: Models, 1993. Available at https://www.itu.int/ITU-T/recommendations

FIPS PUB 140-2, Security Requirements for Cryptographic Modules, May 2001. Available at
https://csrcinist.gov/publications/detail/fips/140/2/final

FIPS PUB\180-4, Secure Hash Standard (SHS), March 2012. Available at
https://csrc.nist.gov/publications/detail/fips/180/4/final

FIRSPUB 197, Advanced Encryption Standard (AES), November 2001. Available at

hitne:l/locra nict oy /nibhbiaatianc /Aot /finc/41Q7 /[fin Al
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FIPS PUB 198, The Keyed-Hash Message Authentication Code (HMAC), March 2002. Available at
https://csrc.nist.gov/csrc/media/publications/fips/198/archive/2002-03-06/documents/fips-198a.pdf

NIST SP 800-57 Part 3, Recommendation for Key Management — Part 3: Application-Specific Key
Management Guidance, December 2009. Available at https://csrc.nist.gov/publications/detail/sp/800-
57-part-3/archive/2009-12-28
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NIST SP 800-131A, Transitions: Recommendation for Transitioning the Use of Cryptographic Algorithms
and Key Lengths, January 2011. Available at https://csrc.nist.gov/publications/detail/sp/800-
131a/archive/2011-01-13

KMIP Spec, Key Management Interoperability Protocol Specification Version 1.0, June 2010. Available at
http://docs.oasis-open.org/kmip/ug/v1.0/kmip-ug-1.0.pdf

KMIP Profiles, Key Management Interoperability Protocol Profiles Version 1.0, June 2010. Available at
http://docs.oasis-open.org/kmip/profiles/v1.0/cs01/kmip-profiles-1.0-cs-01.pdf
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3 Terms, definitions, symbols, abbreviated terms, and conventions
3.1 Terms and definitions

For the purposes of this document the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

- IEC Electropedia: available at http://www.electropedia.org

- ISO Online browsing platform: available at http://www.iso.org/obp

3.1.1

Access Control

security service that prevents unauthorized use of a resource, including the prevention ¢f|use of
in an unauthorized manner

3.1.2
address identifier
address value used to identify source (S_ID) or destination (D_ID) of a frame

Note 1 to entry: See FC-FS-3.

3.1.3
Anti-replay
security service that prevents processing of duplicate frames

3.1.4

Ascending order

sorting order in which each entry is positioned in-accord with the value of its key(s) to precede
with keys of greater value

3.1.5
Authentication
process that verifies an identity

3.1.6
Authentication Initiator
entity initiating an Authentication Transaction

3.1.7
Authentication Protocol
protocol to.perform Authentication

3.1.8
Authentication Responder

racnaondina-antibhvin-ap-Artbhantication Tranc oo tion

aresource

all entries

TooPOTCTg Oty a7 ot e racotrorT— o oot o

3.1.9
Authentication Transaction
instance of an Authentication Protocol
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3.1.10
Authorization
process that verifies that an entity is permitted to perform an action

3.1.11

Autonomous Switch

Switch that retains its own per Switch Policy Objects, all Fabric-wide Policy Objects, and all Node to Node
(Zoning) information (see 4.8.1)

3.1.12
B_Port
Fabric inter-element port used to connect Bridge devices with EPorts on a Switch

Note 1 to entry: The B_Port provides a subset of the E_port functionality.

Note 2 to entry: See FC-SW-5.

3.1.13

Bridge
device that ¢ncapsulates/de-encapsulates Fibre Channel frames within another protocol

Note 1 to entry: See FC-FS-2.

3.1.14

Certificate
data structufe that cryptographically binds an identity to a public key

3.1.15
Certificate Revocation List
list of revoked Certificates issued by a specific CA

3.1.16
Certificatiop Authority
organizatior] or a function that creates, issues and manages Certificates

3.1.17
Child_SA
Security Asgociation used to protect FG-2 frames or CT_IUs

Note 1 to entry: Its parent is aniKE_SA.

3.1.18

Client Switch
Switch that fetains its.per Switch Policy Objects, all Fabric-wide Policy Objects and the subset of the Node
to Node (Zohing)information relevant for its operations (see 4.8.1)

3.1.19
Compliance Element
subset of the features defined in this standard

Note 1 to entry: See Annex A.
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3.1.20

Confidentiality
security service that protects data from unauthorized disclosure

31.21
Cryptographic Integrity
security service that ensures integrity by using cryptographic techniques

3.1.22
Data Origin Authentication
security service that verifies the identity of the claimed source of data

3.1.23
E_Port
Fabric “Expansion” Port that attaches to another Interconnect_Port to create an Inter-Switch L

Note 1 to entry: See FC-SW-5.

3.1.24
Encryption

security mechanism used to transform data from an intelligible form (plajntext) into an unintelligible form

(ciphertext), in order to provide confidentiality

Note 1 to entry: The inverse transformation process is called decryption.

3.1.25

entity

something that may communicate using a Fibre Chahnel topology and has an identity that dist
for the purpose of applying the security features specified in this standard

3.1.26
Ephemeral key
nonce used as an intermediate key within a cryptographic protocol

3.1.27
ESP_Header
optional Header defined in"\FC-FS-3

3.1.28

Exchange

unit of protocol activity that transfers information between a specific Originator Nx_Port and sp|
Responder Nx:\Port using one or more related non-concurrent Sequences that may flow in the
opposite directions

Note~1\{0 entry: See FC-FS-3.

nguishes it

ecific
same or

3129

exchange (noun)
pair of related messages one of which is a response to the other one (used in clause 6)

3.1.30
Fabric

entity that interconnects Nx_Ports attached to it and is capable of routing frames by using the D_ID

information in a FC-2 frame header
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Note 1 to entry: See FC-FS-3.

3.1.31
F_Port
Link Control Facility within the Fabric that attaches to an N_Port through a link

Note 1 to entry: An F_Port is addressable by the N_Port attached to it, with a common well-known address
identifier (FFFFFEh).

Note 2 to entry: See FC-FS-3.

3.1.32

F_Port_Narhe
Name_ldenfifier associated with an F_Port

Note 1 to entry: See FC-FS-3.

3.1.33

FC-SP Conijpliance
set of Complliance Elements that are required to be implemented in order to claim compliance with this
standard

Note 1 to ertry: See 4.2.

3.1.34

FC-SP Zoning
variant of zgning defined in this standard (see 7.6)

3.1.35
Fx_Port
Switch port tapable of operating as an F_Port or FL_Port

Note 1 to entry: See FC-FS-3.

3.1.36

IKE_SA
Security Asgociation used to protect the:messages used by the FC SA management protocol, in order to
negotiate Child_SAs

3.1.37
Integrity
service thatlenables detection of modifications to data

3.1.38
Internet Key Exchange
security profocel used for the management of Security Associations in IP networks

Note 1 to entry: The FC SA Management protocol is based on version 2 of IKE, called IKEv2.

3.1.39

Key
value that controls the operation of a cryptographic algorithm
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3.1.40
Local Fx_Port
Fx_Port to which an Nx_Port is directly attached by a link or an Arbitrated Loop

Note 1 to entry: See FC-FS-3.

3.1.41

Log (noun)
one or more collections of information concerning events or conditions that have occurred and
interest to security administrator(s)

Note 1 to entry: The mechanism used to maintain a log or logs is vendor specific.

may be of

Note 2 to entry: A log may contain sensitive security information and should be appropriatéely p

3.1.42

Log (verb)
to insert information about a specific event or condition into a log

3.1.43
Name_ldentifier

identify entities in Fibre Channel

Note 1 to entry: See FC-FS-3.

3.1.44

Node
collection of one or more Nx_Ports controlled by:a‘evel above FC-2

Note 1 to entry: See FC-FS-3.

3.1.45

Node_Name
Name_ldentifier associated with.a Node

Note 1 to entry: See FC-FS-3-

3.1.46

Nonce
unpredictable random value used only for a single instance or invocation of a cryptographic alg
protocol

3.1.47

N_Port
hardware entity that includes a Link Control Facility but not Arbitrated Loop functions associatg

rotected.

64-bit identifier, with a 60-bit value preceded by a 4-bit Network_Address_Authority Identifier, §ised to

orithm or

d with

Note 1 to entry: Well-known addresses are considered to be N_Ports.

Note 2 to entry: See FC-FS-3.
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3.1.48
N_Port_Name
Name_ldentifier associated with an Nx_Port

Note 1 to entry: See FC-FS-3.

3.1.49

Nx_Port
port capable of operating as an N_Port or Public NL_Port, but not as a Private NL_Port

Note 1 to entry: See FC-FS-3.

3.1.50

Online Cerjificate Status Protocol
protocol for pnline verification of Certificate validity

Note 1 to entry: See RFC 2560.

3.1.51

Password
user generated value known to a limited group of entities

Note 1 to entry: Password based Security Protocols use an entity's knowledge, of a password to establish
security properties and privileges for that entity.

3.1.52
Perfect Forward Secrecy

security seryice that ensures that the compromise of a single key. does not enable access to data protected
by other keys

3.1.53
Printable ASCII characters
ASCII chardcters in the range 20h through 7Eh

3.1.54
Private Key
in asymmetric cryptography the elementof a public-private key pair that shall be kept secret

3.1.55
Public Key
in asymmetric cryptography(the element of a public-private key pair that may be made public

3.1.56
RADIUS Server
entity providing the'security services defined in RFC 2865

3.1.57
Root Certificate
Certificate for a key that a Certification Authority uses to sign the Certificates that it issues
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3.1.58

Secret

value known to a limited group of entities and generated with sufficient randomness to be computationally
intractable to guess

Note 1 to entry: Secret based Security Protocols use an entity's knowledge of a secret to establish security
properties and privileges for that entity.

3.1.59

SA_Initiator
entity initiating an SA Management Transaction

3.1.60
SA Management Protocol
protocol to perform management of Security Associations

3.1.61
SA Management Transaction
instance of a SA Management Protocol

3.1.62

SA Proposal

Proposal

set of security parameters proposed to a peer in the process_of-negotiating an SA

3.1.63
SA_Responder
responding entity in an SA Management Transaction

3.1.64
Salt
random value associated with a passwordto increase the difficulty of cryptographic attacks

3.1.65
Security Association
uni-directional logical connection created by the SA Management protocol to provide security grocessing

Note 1 to entry: All traffic\bélonging to an SA has the same security processing applied to it.

3.1.66

Security Association Database
database maintaining Security Associations

3.1.67
Security Parameters Index
value used by a receiver to identify the SA to which an incoming frame, CT_|U or FC SA messerge belongs

3.1.68

security relationship

relationship based on shared state among two or more entities that allows the communication among them
to be protected by one or more security services
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Server Switch
Switch that retains all Policy Objects and all Node to Node (Zoning) information (see 4.8.1)

3.1.70
Switch

member of the Fabric collective

Note 1 to entry: See FC-SW-5.

3.1.711

Switch_Name

Name_lden

Note 1 to en

3.1.72

T10 Vendor
character sf|

3.1.73
well-known
set of addre|

Note 1 to er]

3.1.74

word
when used f{

3.2 Symb

Abbreviatiorn
items are in

|
ACA

AES
CA
CHAP
CRL
cT
CT_IU
DH

ISO/IEC 14165-432:2022 © ISO/IEC 2022

ifier that identifies a Switch or a Bridge device for identification purposes

try: See FC-SW-5.

D
fing that uniquely identifies a vendor (see 3.5).

address
5s identifiers defined to access Fabric and other functions (e.g., asnhame server)

try: See FC-FS-3.

o indicate a size, 32 contiguous bits
pls and abbreviated terms

s, acronyms, and symbols applicable t6-this standard are listed. Definitions of several of these
cluded in 3.1.

is equal to

number

concatenation symbol (e-g., A || B represents the concatenation of A and B)
Acquire Change Authorization SW_ILS (see FC-SW-5)
Advanced Encryption Standard (see FIPS PUB 197)
Certification Authority

Challenge Handshake Authentication Protocol (see RFC 1994)
Certificate’'Revocation List

Commoen/Transport (see FC-GS-6)

Common Transport Information Unit (see FC-GS-6)
Diffie-Hellman

DH-CHAP

Duffia Hallbaan anamaantad CLIAD
e o arraoagreTrtec oot

D_ID
ELS
HMAC
IANA
ICV
IKEv2
IP

Destination address identifier (see FC-FS-3)

Extended Link Service (see FC-LS-2)

Keyed-Hashing for Message Authentication (see RFC 2104)
Internet Assigned Numbers Authority (see RFC 2434)
Integrity Check Value

Internet Key Exchange (IKEv2) Protocol (see RFC 5996)
Internet Protocol (see RFC 791 and RFC 2460)
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ISO International Organization for Standardization
ITU International Telecommunication Union
LS_ACC Link Service Accept (see FC-LS-2)

LS_RJT Link Service Reject (see FC-LS-2)

MAC Message Authentication Code

MD5 Message Digest 5 (see RFC 1321)

mod The modulus function

OCSP Online Certificate Status Protocol

oD Object Identifier (see RFC 5280)

prf Pseudo Random Function

RADIUS Remote Authentication Dial In User Service (see RFC 2865)
RCA Remove Change Authorization SW_ILS (see FC-SW-5)
SA Security Association

SADB Security Association Database

SHA-1 Secure Hash Algorithm (see ANSI X9.30.2-1997)

SFC Stage Fabric Configuration SW_ILS (see FC-SW-5)
SPI Security Parameter Index

SSB Server Session Begin CT Request (see FC-GS-6)

SSE Server Session End CT Request (see FC-GS-6)

SW_ILS Switch Internal Link Service (see FC-SW-5)
SW_ACC  Switch Fabric Link Service Accept (see FC-SW-5)
SW_RJT Switch Fabric Link Service Reject (see FC-SW-5)

S_ID Source address identifier (see FC-FS-3)

SRP Secure Remote Password (see RFC 2945)

T_ID Transaction Identifier

TCP Transmission Control Protocol (see RFC 793)

UDP User Datagram Protocol (see RFC 768)

UFC Update Fabric Configuration SW_ILS{(see FC-SW-5)
uTC Universal Time Code

3.3 Editorial conventions

In this standard, a number of conditions, mechanisms, sequences, parameters, events, state
terms are printed with the first letter of each word in uppercase and the rest lowercase (e.g.
Class). Any lowercase uses oflthese words have the normal technical English meanings.

Lists sequenced by letters/(e.g., a-red, b-blue, c-green) show no priority relationship betweg
items. Numbered listSy(e:g., 1-red, 2-blue, 3-green) show a priority ordering between the listed

The ISO convention of numbering is used (i.e., the thousands and higher multiples are sep
space and a.comma is used as the decimal point.) A comparison of the American and ISO co

shown in_table 1.

Table 1 — ISO and American conventions

5, or similar
Exchange,

n the listed
items.

arated by a
hventions is

ISO American

0,6 0.6

1 000 1,000
1323 462,9 1,323,462.9

In case of any conflict between figure, table, and text, the text, then tables, and finally figures take

precedence.
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In all of the figures, tables, and text of this document, the most significant bit of a binary quantity is shown

on the left si

de.

When the value of a bit or field is not relevant, x or xx appears in place of a specific value.

Unless stated otherwise, numbers that are not immediately followed by lower-case b or h are decimal
values, numbers immediately followed by lower-case b (xxb) are binary values, and numbers or upper

case letters

A numeric range is indicated by listing the two extremes separated by “..

from 1 to 6,

immediately followed by lower-case h (xxh) are hexadecimal values.

(e.g., “1 .. 6” indicates the range
including 1 and 6).

Optional pa
except in th
(e.g., [N(a)
additional e

The notatiop SK { ... } is used in clause 6 to indicate encrypted and integrity protected IKEvBayloads (see

6.1.2).

3.4 Keywords

3.41 exp
models ass

3.4.2
object is un
examined b
of a protoco
no action.

igndgred: When speaking of a bit, byte, word, field, or code,value, this keyword indicates that the

ameters are enclosed in square brackets (e.g., [X] indicates that X is an optional parameter),
b clause 7 policy enforcement definitions, where square brackets enclose restricted identifiers

indicates a restriction on access for the Switch with Node_Name o. See table 141 for
amples).

cted: A keyword used to describe the behavior of the hardware ‘or software in the design
med by this standard. Other hardware and software design models may also be implemented.

used. The contents or value of an ignored bit, byte;word, field or code value shall not be
y the receiving device and may be set to any valuedby the transmitting device. When speaking
step or event, this keyword indicates that the recipient of the protocol step or event shall take

3.4.3 inva

Receipt of an invalid bit, byte, word, field or code value shall be reported as an error.

id: A keyword used to describe an illegal or unsupported bit, byte, word, field or code value.

3.4.4 Invogable: A keyword referring to a féature or parameter that is required to be implemented by an
entity to which a request may be sent, butit-is not required to be used by a requesting entity.

3.4.5 mandatory: A keyword indicating an item that is required to be implemented as defined in this
standard.

3.4.6 may} A keyword that indicates flexibility of choice with no implied preference (equivalent to “may or
may not”).

3.4.7 may| not: Akkeyword that indicates flexibility of choice with no implied preference (equivalent to
“may or may not?).

3.4.8 obsoleterAkeyword-ine

been removed from this standard.
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3.4.9 optional: A keyword that describes features that are not required to be implemented by this
standard. However, if any optional feature defined by this standard is implemented, then it shall be
implemented as defined in this standard.
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3.4.10 prohibited: A keyword referring to a feature that shall not be used between entities compliant with
this standard.

3.4.11 reserved: A keyword referring to bits, bytes, words, fields and code values that are set aside for
future standardization. A reserved bit, byte, word or field shall be set to zero, or in accordance with a future
extension to this standard. Recipients are not required to check reserved bits, bytes, words or fields for
zero values. Receipt of reserved code values in defined fields shall be reported as error.

3.4.12 restricted: A keyword referring to bits, bytes, words, and fields that are set aside for use in other
Fibre Channel standards. A restricted bit, byte, word, or field shall be treated as a reserved bit, byte, word
or field for the purposes of the requirements defined in this standard.

3.4.13 shall: A keyword indicating a mandatory requirement. Designers are required to/implement all
such mandatory requirements to ensure interoperability with other products that conform-o|thi$ standard.

3.4.14 should: A keyword indicating flexibility of choice with a strongly preferred-alternative], equivalent
to the phrase “it is strongly recommended”.

3.4.15 x or xx: The value of the bit or field is not relevant.
3.5 T10 Vendor ID

A T10 Vendor ID shall be a string of one to eight characters that\is'recorded in an informal ligt of Vendor
IDs maintained by INCITS Technical Committee T10 (see httpi/Aiwww.t10.0rg).

A field described as containing a T10 Vendor ID shall contain the first character of the T10 Vengor ID in the
first byte of the field, and successive characters of the~10 Vendor ID in successive bytes of the field. Any
bytes of the field not filled by characters of the T1@Vendor ID shall be filled with ASCII spacg characters
(20h).

3.6 Sorting

3.6.1 Sorting alphabetic keys
An alphabetic key is an ordered:series of bytes containing printable ASCII characters. Alphabgtic keys are
sorted by comparison of the values in their corresponding bytes (i.e., bytes at the same offs¢t within the

key):

a) one alphabetic key is equal to another alphabetic key if the two keys are the same length and each
byte of the onetis equal to the corresponding byte of the other; and

b) one alphabetic key is greater than another alphabetic key if:

A)\the first byte of the one alphabetic key in which the two keys differ is greater than the forrespond-
ing byte in the other alphabetic key; or

o

thara ora na caoreacnandina hhitnc Af tha hao n!nlnnlnn{-in kava thaot Aiffar bt tha ~ng a|phabetIC

)
Tt eTearCTO—CoOTeSpoOnamM GO ytCo— Ot Ctw oottt KC y oot Gmre—outtre—onc

key is longer than the other alphabetic key.

NOTE 1 — Unlike dictionary sorting, alphabetic key sorting compares the actual ASCII values of alphabetic charac-
ters of different case (i.e., a lower case character is not equal to its corresponding upper case character).
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3.6.2 Sorting numeric keys

A numeric key is an unsigned integer of arbitrary size. Numeric keys are sorted by numeric comparison of
their values.

3.7 Terminate communication

This standard often uses language of the form “If the Authentication fails the entity shall terminate the
communication.” This means that any further communication between the two involved entities is
forbidden. More specifically, when an Authentication Transaction occurs in specific states of a state
machine, the meaning is as follows:

a) When|an Authentication Transaction is performed between E_Ports in state P17a (see 8.9.1) orcin
state P22 (see 8.9.3), terminate communication means going in state P16 (Invalid Attachment);

b) When[an Authentication Transaction is performed between an E_Port and a B_Port in+state P19
(see 8.9.2), terminate communication means going in state P16 (Invalid Attachment).

c) When|an Authentication Transaction is performed between VE_Ports in state P24®)g (see 8.9.3),
termirfate communication means going in state P26k) (Logical Isolation).

d) When|an Authentication Transaction is performed between two Domain<Controller addresses (see
FC-SW-5), terminate communication means that no further communigation occurs between the
involved Domain Controller addresses.

e) When|an Authentication Transaction is performed between an‘N_Port or a VN_Port and another
N_Port or VN_Port, terminate communication means that no-further communication occurs between
the twp entities.

f)  When| an Authentication Transaction is performed between an N_Port and an F_Port, terminate
communication means that no further communication occurs between the involved FC_Ports (the
situatipn is equivalent to a Fabric Logout).

g) When|an Authentication Transaction is performed between a VN_Port and a VF_Port, terminate
communication means that no further.communication occurs between the involved Virtual FC_Ports
(the situation is equivalent to a Fabri¢-Logout in that particular Virtual Fabric).
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3.8 State machine notation

State machines in this standard use the style shown in figure 1.

state label

S0: State 0

*actions started on entry to SO
I

S1: State 1
*actions started on entry to S1

condition for transition from S0 to S1
i on B S0:S1

ki fopd i £ on h
conaton-rof-transtton-rom-SoPacKto—Su

S0:S0 — action taken on this transition
action taken on this transition

condition for transition from S1 to SO
S1:50 —

. action taken on this transition

note that the 'S0 actions are
restarted following this transaction

transition label

Figure 1 — State machine example

These state machines make three assumptions:
a) Time elapses only within discrete states.

b) State transitions are logically instantaneous, so the only actions taken during a transitior
flags and variables and sending-signals. These actions complete before the next state i

are setting
entered.

c) Every time a state is enteréd, the actions of that state are started. This means that a trinsition that

points back to the samelstate repeats the actions from the beginning. All the actions
entry complete beforerany tests are made to exit the state.

3.9 Using numbers:in‘hash functions and concatenation functions
When a numeric yalue is used as a bit string argument to a function (e.g., inputs to hash fu
concatenatien functions), unless otherwise specified, the numeric value is represented as a

follows:

a)~if\the numeric value used as a bit string argument to a function is determined by referen
with size determined by this standard, its bit string representation is the entire field that

arted upon

hctions and

bit string as

ce to a field
contained it;

and

TS

b) if the numeric value used as a bit string argument to a function is not determined by reference to a
field with size determined by this standard and the numeric value is the output of a function or the
result of an arithmetic computation, the bit string representation of the numeric value is the bit string

that:

A) has the same value when interpreted as a binary number; and
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B) has as many bits as the shortest bit string that is capable of representing all possible outputs of
the function or computation.
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4 Structure and Concepts 4.1
Overview

The variety of environments in which Fibre Channel fabrics are deployed makes it difficult to rely on
physical security. Storage subsystems may be accessed by different users over Fabrics that may span
several sites. Security services are extremely important to prevent misconfigurations or access to data by
non-authorized entities.

This standard defines mechanisms that may be used to protect against several classes of threats. These
mechanisms include protocols to authenticate Fibre Channel entities, protocols to set up session keys,
protocols to negotiate parameters to ensure frame-by-frame integrity and confidentiality, and protocols to
define and distribute policies across a Fibre Channel Fabric.

and technology environment dependent. It is advisable that consumers of products baséd on this standard
analyze their security needs, their business processes that require security technology, their flexibility
requirements, and the range of available options to determine appropriate methods for mitigating identified
risks for their particular environment. Risk mitigation is the core focus.of any security fechnology
deployment.

The appropriate amount of security to deploy and the appropriate interfaces to protect are higily business

4.2 FC-SP-2 Compliance
To claim FC-SP-2 compliance, an implementation shall suppert'the AUTH-A Compliance Element (see
A.2.1). An FC-SP-2 compliant implementation may suppertadditional Compliance Elements. Different
combinations of Compliance Elements may be appropriaté-for different environments.
4.3 Fabric Security Architecture
The security architecture defined by this standatd encompasses the following components:
a) Authentication Infrastructure (see 4.4);
b) Authentication (see 4.5);
c) Security Associations (sée 4.6);
d) Cryptographic Integrity and Confidentiality (see 4.7); and
e) Authorization'(see 4.8).
4.4 Authentication Infrastructure
The Fabric security architecture is defined for several authentication infrastructures. Sefret-based,

Certificate-based, password-based, and Pre-Shared Key based authentication infrastrlictures are
accommodated. Specific authentication protocols that directly leverage these four authentication

mfeactectiirac ara Anfinad
rastroCtoarcoarc-aCTmeor

With a secret-based infrastructure, entities within the fabric environment that establish a security
relationship share a common secret or centralize the secret administration in a RADIUS server (see Annex
D). Entities may mutually authenticate with other entities by using the DH-CHAP protocol (see 5.4).
Security Associations may be set up using the session key computed at the end of the DH-CHAP
transaction. Frame integrity or confidentiality may be provided by using the ESP_Header (see FC-FS-3).
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With a Certificate-based infrastructure, entities within the fabric environment are certified by a trusted
Certificate Authority. The resulting Certificates bind each entity to a public-private key pair that may be
used to mutually authenticate with other certified entities via the FCAP protocol (see 5.5). Security
Associations may be set up by using these entity Certificates and associated keys or by using the session
key computed at the end of the FCAP transaction. Frame integrity or confidentiality may be provided by
using the ESP_Header (see FC-FS-3).

With a password-based infrastructure, entities within the fabric environment that establish a security
relationship have knowledge of the password-based credential material of other entities. Entities may use
this credential material to mutually authenticate with other entities using the FCPAP protocol (see 5.6).

using the sgssion key computed at the end of the FCEAP transaction. Frame integrity of-confidentiality
may be proyided by using the ESP_Header (see FC-FS-3).

4.5 Autheptication

Authenticatipn Protocols are defined to allow entities to ensure the identity of the entities with which they
are commynicating. Two entities may negotiate whether authenti€ation is required and which
Authenticatipn Protocol may be used. Authentication is defined for Switch-to Switch, Node to Switch, and
Node to Ngde. The defined Authentication Protocols are able to perform mutual authentication with
optional shgred key establishment. The shared key computed at thé.end of an Authentication Transaction
may be usefl to establish Security Associations, as shown in figure’2.

Authentication Negotiation

7\

DH-CHAP FCAP FEPAP FCEAP IKEV2-AUTH
IKEV2 Authentication /

(based on Session Key)
Security Association Establishment

ESP_Header CT_Authentication
Per-frame Security CT_IU Security

Figure 2 — Relationship between Authentication Protocols and Security Associations

The following Authentication Protocols are defined:
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a) Diffie-Hellman Challenge Handshake Authentication Protocol (DH-CHAP, see 5.4);
b) Fibre Channel Certificate Authentication Protocol (FCAP, see 5.5);

c) Fibre Channel Password Authentication Protocol (FCPAP, see 5.6);

d) Fibre Channel Extensible Authentication Protocol (FCEAP, see 5.7); and

e) The Security Association Management Protocol (IKEv2-AUTH, see 6.7.3).

NOTE 2 — Using the Security Association Management Protocol for both Authentication and Security Association

management (see 6.7.3) usually has better security properties than concatenating the Security

Association

Management Protocol to another Authentication protocol. However concatenating the Security
Management Protocol to another Authentication protocol (see 6.7.2) leverages the authenticationi
associated with that Authentication protocol and this may be easier to manage.

NOTE 3 — Some Authentication Protocols (e.g., DH-CHAP with a NULL DH algorithm) do fiot generat
key needed to concatenate the Security Association Management Protocol to an Authentication protoc

4.6 Security Associations

A subset of the IKEv2 protocol suitable for Fibre Channel (i.e., the Security Association M
protocol, see clause 6) is defined in order to establish Securjty\Associations between enti
Selectors are defined to specify which type of traffic has to be-protected by the Security Asso
what the characteristics of the protection are. Two mechanisms are available to protect specifi
traffic: the ESP_Header is used to protect FC-2 frames, and’CT_Authentication is used to protg
Transport Information Units.

An entity protecting specific classes of traffic maintains an internal Security Association Datab
that contains the currently active Security Associations and Traffic Selectors.

Each active Security Association is logically associated with an entry in the SADB. A Security
entry includes the SA's SPI, a Sequen¢e Number counter, and the parameters for the selected
(e.g., encryption algorithm, integrity-algorithm, mode of operation of the algorithms, keys).

Each active Traffic Selector is\logically associated with an entry in the SADB. Two types of Tra
entries may be present:

a) Traffic Selectortentries identifying FC-2 frames or CT_IUs to be bypassed or discarded;

Association
hfrastructure

b the session
| (see 5.4.6).

anagement
ties. Traffic
ciation, and
C classes of
ct Common

hse (SADB)

Association
transforms

ffic Selector

and

b) Traffic Selegtor entries identifying FC-2 frames or CT_IUs to be protected or verified. These entries

point to\the corresponding SA entry defining the parameters and the security proce
perfermed.

4.7 Cryptographic Integrity and Confidentiality

47-4—Overview

ssing to be

Frame by frame cryptographic integrity and confidentiality, replay protection, and tr
authentication is achieved by using the ESP_Header optional header (see FC-FS-3). CT_Au

affic origin
thentication

(see FC-GS-6) may be leveraged to provide cryptographic integrity and confidentiality, replay protection,

and traffic origin authentication to Common Transport Information Units.
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ESP_Header processing and CT_Authentication processing are independent, with two logically separated
SADBs that apply to the respective levels (see 4.7.2 and 4.7.3).

NOTE 4 — It is then possible, although not recommended, to set up a set of Security Associations so that
CT_Authentication protected CT_IUs are also protected with ESP_Header.

4.7.2 ESP_Header Processing

The ESP_Header is processed according to the model defined in RFC 2401. The ESP_Header processing
is performed over selected frames according to a set of Traffic Selectors maintained in the SADB. Traffic
Selectors are negotiated when Security Associations are established. Traffic Selectors may be Incoming

Traffic Selwﬁimmmwmmmmmm
outgoing frgmes. Each Traffic Selector has an action associated with it, that has to be applied to a frame

that matche
a) Bypag
b) Drop:
c) Proce

Figure 3 sh
Channel fra

5 it. The action may be one of the following:

s: the frame is passed unchanged;

the frame is discarded; or

5s: the frame is processed according to the SA pointed by the Traffic Selector.

bws an informative logical model of an entity capable of protecting{selected subsets of Fibre
mes using the ESP_Header.

Verified Frames

FC-4 A
FC-2 (ESP Header Processmg) 4+ (ESP_Header
SADB
FC-1
Protected Frames
Figure 3 — Logical Model for Integrity and Confidentiality Protection with ESP_Header

When an olditgoing frame is received by the ESP_Header Processing module, the SADB is checked to

verify if the 1
If there is a
action is Pr
Selector are

When an in
module, the

rame matches an Outgoing Traffic Selector. If there is no match, the frame is sent unchanged.
match, the actionjassociated with the matched Traffic Selector is applied to the frame. If the
bcess, the protecting security transforms defined by the SA pointed by the matched Traffic
applied to'the frame.

coming\frame not protected by the ESP_Header is received by the ESP_Header processing
SADB is checked to verify if the frame matches any of the existing Incoming Traffic Selectors.

mateh and tha ootinn 1o Dean~ncoco aframa ic dicanr daod lf thara ic oA mateah and tha ontinn o

If there is a

RaterahRathe—acHoRis—+ TOTCCT oot {e-Hame-is-aisearaea—r+threreisamateRahRatthe-actHeris

Bypass or Drop, that action is applied to the frame. If there is no match, the frame is discarded.

This means that a frame not protected by the ESP_Header and not matching any Incoming Traffic Selector
is discarded. It is possible to reverse this behavior by inserting in the SADB a last Incoming Traffic Selector
associated with a Bypass action and that matches all frames. This guarantees a no-drop default behavior,
however the security implications of this configuration should be carefully considered by a security
administrator.
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When an incoming frame protected by the ESP_Header is received by the ESP_Header processing
module, the SPI contained in the frame is used to locate the protecting SA in the SADB. The security
transforms associated with the matched SA are applied to the frame and:

a) if all security transforms succeed and the frame matches at least one of the Traffic Selectors
associated with the located SA, the processed frame is passed to the upper levels; or

b) if at least one security transform fails or the frame does not match the Traffic Selectors associated
with the located SA, the incoming frame is discarded.

The ESP_Header SADB maintains for each established ESP_Header SA the following logical parameters:

a) the 4-byte SPI, mapped on the ESP_Header Security Parameter Index (SPI) field;
b) a 32-bit sequence number counter, mapped on the ESP_Header Sequence Numniber fieldl;
NOTE 5 — 64-bit extended sequence numbers are not supported by this standard.

c) the security parameters for the negotiated Transforms (e.g., encryption.algorithm, integrify algorithm,
mode of operation of the algorithms, keys).

d) a sequence counter overflow flag, indicating whether overflow of the sequence numper counter
generates an auditable event or prevents processing of additional frames on the SA;

e) a 32-bit anti-replay window counter and bit-map, used to determine whether an incgming frame
carrying an ESP_Header is a replay; and

f) the lifetime of the Security Association (i.e., altimé interval after which the SA has to be replaced with
a new SA or terminated).

4.7.3 CT_Authentication Processing
The CT_Authentication processing s performed over selected CT_IUs according to a s¢t of Traffic
Selectors maintained in the SADB(Security Associations Database). Traffic Selectors arel negotiated
when Security Associations are.éstablished. Traffic Selectors may be Incoming Traffic Selectprs, used to
process incoming CT_IUs, orOutgoing Traffic Selectors, used to process outgoing CT_IUs. Each Traffic
Selector has an action assogiated with it, that has to be applied to a CT_IU that matches it. Thg action may
be one of the following:

a) Bypass: the/CT: IU is passed unchanged;

b) Drop: the.CT_IU is discarded; or

c) Process: the CT_IU is processed according to the SA pointed by the Traffic Selector.
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Figure 4 shows an informative logical model of an entity capable of protecting selected subsets of
Common Transport Information Units with CT_Authentication.

Verified CT_IUs

ISO/IEC 14165-432:2022 © ISO/IEC 2022

v l
FC-4 (CT_Authentication ProcessingD <« ( CT_Authentication
SADB
FC-2 v $
Protected CT_IUs
Figure 4 —|Logical Model for Integrity and Confidentiality Protection with CT_Authentication

When an oy

tgoing CT_IU is received by the CT_Authentication Processing module, the SADB is checked

to verify if the CT_IU matches an Outgoing Traffic Selector. If there is no match, the-CT_IU is sent

unchanged.
CT_IU. If th

If there is a match, the action associated with the matched Traffic Selector is applied to the
e action is Process, the protecting security transforms defined bythe SA pointed by the

matched Traffic Selector are applied to the CT_IU.

When an in
processing
Traffic Sele
and the act
discarded.

NOTE 6 —
Selector is
associated
the security

When an iy

coming CT_IU not protected by CT_Authentication is received by the CT_Authentication
module, the SADB is checked to verify if the CT_IU matechés any of the existing Incoming
ttors. If there is a match and the action is Process, the CT\JU is discarded. If there is a match
on is Bypass or Drop, that action is applied to the CT\{U. If there is no match, the CT_IU is

This means that a CT_IU not protected by CT_Authentication and not matching any Incoming Traffic
discarded. It is possible to reverse this behavior by inserting in the SADB a last Incoming Traffic Selector
with a Bypass action and that matches all CT_'1Us. This guarantees a no-drop default behavior, however
implications of this configuration should be-carefully considered by a security administrator.

coming CT_IU protected by D Authentication is received by the CT_Authentication

processing module, the SAID contained inithe CT_IU is used to locate the protecting SA in the SADB. The

security tran

a) if all
assoc|

b) if atle
with th

The CT_Au
parameters:

sforms associated with thexmatched SA are applied to the CT_IU and:

becurity transforms sticceed and the CT_IU matches at least one of the Traffic Selectors
ated with the located SA, the processed CT_IU is passed to the upper levels; or

ast one security ‘transform fails or the CT_IU does not match the Traffic Selectors associated
e located SA; the incoming CT_IU is discarded.

hentication SADB maintains for each established CT_Authentication SA the following logical

a) the 4-byte SPI, mapped on the CT_IU Authentication SAID field;

b) a 32-bit sequence number counter, mapped on the CT_IU Time Stamp field;

c) these
mode

curity parameters for the negotiated Transforms (e.g., encryption algorithm, integrity algorithm,
of operation of the algorithms, keys).
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d) a sequence counter overflow flag, indicating whether overflow of the sequence number counter

generates an auditable event or prevent processing of additional CT_IUs on the SA;

e) a 32-bit anti-replay window counter and bit-map, used to determine whether an incoming CT_IU

protected with CT_Authentication is a replay; and

f)
a new SA or terminated).

4.8 Authorization (Access Control)

4,81 Policy Definition

the lifetime of the Security Association (i.e., a time interval after which the SA has to be replaced with

types of policies are defined:
a) policies that contain Fabric-wide data, distributed to every Switch of the Fabric; and
b) policies that contain per Switch data, sent to an individual Switch.

Fabric policies may be used to control which Switches are allowed in a Fabric and which
allowed to connect to a Fabric. Policies may be further used to specify topology restriction
Fabric environment (e.g., which Switches may connect to whieh other Switches or which

connect to which Switches).

Fabric policies also provide the mechanism for controlling management access to the Fabric ar
to control authentication choices and to specify seeurity attributes for Fabric entities (e.qg.,
Switches). Management access to the Fabric may e controlled for Common Transport or IP 3

A policy configuration is composed by a set of Rolicy Objects (see 7.1). Each Policy Object is s
in a hash value. The enforcement of a poliey configuration is performed with the definition
Summary Obiject (i.e., a Fabric-wide Object that consists of the names of all the Policy Object

Zoning policies (i.e., FC-SP Zonifig) are defined to encode Node to Node restrictions in a forn
with the Policy model (see 7.6):

Fabric policies and Zoning-policies allow an asymmetric distribution of policy information in thg
the definition of three'types of Switches (see 7.1.4):

a) Server Switehes: Switches that retain all Policy Objects and all Node to Node (Zoning) in

b) Autonomous Switches: Switches that retain their own per Switch Policy Objects, all
Policy Objects, and all Node to Node (Zoning) information; and

¢), Client Switches: Switches that retain their per Switch Policy Objects, aII Fabric- Wlde Po

and tha cibhoat Af tha Nada o Noada (Zanina) infarmatinn ralovant far

nnnnnnnnnnnnnnnnn

Fabric policies provide basic authorization controls in the form of access control lists (ACLs).

Two basic

Nodes are
5 within the
Nodes may

d the ability
Nodes and
ccess.

fummarized
of a Policy
5 along with

their associated hashes). The Policy Summary Object allows an easy comparison of policy cofpfigurations.

N consistent

Fabric with

formation;

Fabric-wide

licy Objects

oot e ST ST T O tTC T OTC O TN O T (0T g o o o oo var it o e Op e TatorTs;vvT

ich is pulled

from a Server Switch when needed. In addition, they maintain the Zone Set Database Hash and the

Active Zone Set Hash for the Fabric (see 7.6).
4.8.2 Policy Enforcement

Policy enforcement occurs whenever a connection is attempted, a management application
access the Fabric, or a new policy configuration is activated (see 7.2). The appropriate Policy

attempts to
Objects are
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checked to determine whether the requested connection or access is to be allowed or denied. The Policy
enforcement is performed locally by the entities involved in the connection or access attempt.

4.8.3 Policy Distribution

Distribution mechanisms are defined to ensure that policy information is distributed to the appropriate
Switches in the Fabric (see 7.3).

4.8.4 Policy Check
When two Switches join they ensure that their enforced policy configurations are the same. They do this by

exchanging their Policy Summary Objects. If the compared Policy Summary Objects are identical, then the
join is allowgd, otherwise the join is denied (see 7.4).

4.9 Name|Format

This standafd uses the name format shown in table 2 to identify entities (e.g., for Authentication‘or Fabric
Policies).

Table 2 — Name Format

Item Size (Bytes)
Name Tag 2
Name Length 2
Name Value variable

Name Tag: |ldentifies the format of the name. Tag values are définéd in 5.3.3 and 7.1.2.
Name Length: Indicates the total length in bytes of the Name Value.

Name Value: Contains the name value, according to,the specified Name Tag.
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5 Authentication Protocols 5.1

Overview

Secure relationships are possible only between known entities. Authentication is the process by which an
entity is able to verify the identity of another entity, thus providing the foundation for secure relationships.

Different Authentication Protocols may be used to validate an entity on the basis of different parameters,

(e.g., digital Certificates, secrets, or passwords). Selection of allowed and preferred security pr
parameters is a decision made by a security administrator.

Each entity is identified by a name. The purpose of an Authentication Protocol is to verify th

otocols and

t a claimed

name is associated with the claiming entity. The Authentication Protocols may be used t0)4
Nx_Ports, B_Ports, or Switches. When an Nx_Port authenticates with a Switch, the Authsg

Switch is a member.

An Authentication Transaction occurs between an Authentication Initiator and an Aut
Responder. An Authentication Transaction (see figure 5) is identified by arunique Transactid
The Authentication Initiator starts the Authentication Transaction by 'sending the AUTH

message (see 5.3.2) to the Authentication Responder. In theeAUTH_Negotiate me

the list of proposed Authentication Protocols and associated\parameters that may be

associated parameters the ones to be used to perform the. Authentication, and reply with an
AUTH message (see 5.2.1).
Authentication Authentic

Initiator Responde
AUTH_Negotiate / T_ID=Q
(Usable Protocols and Parameters)

AUTH Message #1 / T_ID=Q

AUTH Message #2 / T_ID=Q

AUTH Message #3 / T_ID=Q

uthenticate
ntication is

established to the whole Fabric because the Switch identity serves as a proxy for the Fabric ¢f which the

hentication
n Identifier.
| Negotiate
5sage, the

Authentication Initiator shall specify the Transaction Identifier, and §hall send its own name, tpgether with

Ised in the

transaction. The Authentication Responder shall choose froni_the proposed Authentication Protocols and

appropriate

ation

T T = — AUTH Message #4 / T_ID=Q

T

Figure 5 — A Generic Authentication Transaction
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The Authentication Protocols allow any Fibre Channel entity to act as an Authentication Initiator or as an
Authentication Responder. A Fibre Channel entity may initiate an Authentication Transaction whenever
needed. No more than one transaction of an Authentication Protocol shall be in progress between the
same two entities at a time. If two communicating entities start an Authentication Transaction at the same
time, a case by case rule (see 5.8.1 and 5.10.1) determines which transaction shall be aborted and which
one shall be continued.

If a Fibre Channel entity is not acting as an Authentication Initiator or Authentication Responder and
receives an AUTH_Negotiate message, it shall reply to that message as specified by the Authentication
Protocol of its choosing, becoming the Authentication Responder.

If a Fibre Channel entity is acting as an Authentication Initiator and receives an AUTH Negotiate message

from the dg
aborted (se
reply to the
Channel en
message ar

Each Authqg
complete su
failure shall
An AUTH m|
a) AUTH
b) SW_R
c) LS R

Two error i
detected (e.

signated Authentication Responder, one of the two Authentication Transactions shall be
e 5.8.1 and 5.10.1). The Fibre Channel entity that remains the Authentication Initiator shall
received AUTH_Negotiate message with an appropriate AUTH_Reject message. The| Fibre
ity that becomes the Authentication Responder shall reply to the received AUTH,Negotiate
d abort its own transaction upon receipt of the AUTH_Reject message.

ntication Protocol specifies the conditions required for an Authentication-Transaction to
ccessfully. If an Authentication Transaction does not complete successfully;*an Authentication
occur and appropriate actions shall be taken (e.g., terminate the communication).

essage may receive a response with an error indication of:

| Reject message (see 5.3.7);

JT (see 5.8.3 and 5.9.3); or

T (see 5.10.3).

dications shall not be generated in responsgto one AUTH message. If a lower level error is
0., the AUTH_Negotiate ELS or SW_ILS is'niot supported) an appropriate LS_RJT or SW_RJT

shall be gemerated. If the received message is, correct for the lower level, but there are Authentication

problems, th
5.2 Authe

5.2.1 Ove

en an appropriate AUTH_Reject message shall be generated.
htication Messages Structure

'view

The Authentication Protocofsymay be used to authenticate Nx_Ports, B_Ports, or Switches. The

Authenticati
and as ELS
the same m

bn messages are transmitted as SW_ILSs when the involved entities are Switches or B_Ports,
5 when the involved entities include at least one Nx_Port. All Authentication messages share
essage structure, and are referred to as AUTH messages.
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5.2.2 SW_ILS Authentication Messages

When an AUTH message is transmitted between Switches (e.g., for E_Port to

E_Port or

Domain_Controller to Domain_Controller Authentication), it is transmitted as an SW_ILS and is referred to

as an AUTH_ILS message (see table 3). The AUTH_ILS message is propagated by B_Ports.

Table 3 — AUTH_ILS Message Format

Item Size (Bytes)
AUTH_ILS Code = 40h 1
AUTH_ILS Flags 1
AUTH Message Code 1
Protocol Version 1
Message Length 4
Transaction Identifier (T_ID) 4
Message Payload variable

AUTH_ILS Flags: The AUTH_ILS flags are shown in table 4.

Table 4 — AUTH_ILS Flags

Bit Description
7 Shall be setto 0
6 Concatenation<Flag
5.1 Reserved
0 Shall be’set to 0

Concatenation Flag: Used to concatenate multiple AUTH transactions, a capability referred
Concatenation. As an example of usage, AUTH Concatenation enables an SA Management
to be concatenated to an Authentication Transaction (see 6.7.2). When the Concatenation F
one in AUTH_Negotiate, the Authentication Initiator requires AUTH Concatenation. If the Au
Responder does not supportAUTH Concatenation, an AUTH_Reject with Reason Code ‘Logic
Reason Code Explanation ‘AUTH Concatenation not Supported’ shall be returned (see
Authentication Initiator.may restart the Authentication Transaction without setting the Concate
if appropriate. If the,’Authentication Responder supports AUTH Concatenation, the Concatsg
shall be set to ane in all subsequent messages belonging to that transaction, otherwise an A

fo as AUTH
Transaction
ag is set to
thentication
bl Error’ and
5.3.7). The
hation Flag,
nation Flag
UTH_Reject

with Reason. Code ‘Authentication Failure’ and Reason Code Explanation ‘Incorrect Authentication

Protocol Message’ shall be returned (see 5.3.7).

See5.2.4 for the definition of the other AUTH_ILS fields.
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When an AUTH message is transmitted between an E_Port and a B_Port, it is transmitted as an SW_ILS
and is referred to as a B_AUTH_ILS message (see table 5). The B_AUTH_ILS message is terminated by
B_Ports.

Table 5 — B_AUTH_ILS Message Format

Item Size (Bytes)
B_AUTH_ILS Code = 41h 1
B_AUTH_ILS Flags
AUTH Message Code
Protocol Version

Dl =] -

Message Length
Transaction Identifier (T_ID) 4
Message Payload variable

B_AUTH_IUS Flags: The B_AUTH_ILS flags are equal to the AUTH_ILS flags, shown in. table 4.
See 5.2.4 fgr the definition of the other B_AUTH_ILS fields.
5.2.3 ELS|Authentication Messages

When an AUTH message is transmitted between an Nx_Port and an ExPort or between Nx_Ports, it is
transmitted ps an ELS, and is referred to as an AUTH_ELS message (see table 6).

Table 6 — AUTH_ELS Message Format

Item Size (Bytes)
AUTH_ELS Code = 90h 1
AUTH_ELS Flags
AUTH Message Code
Protocol Version

ARl ]

Message Length
Transaction Identifier (T_ID) 4
Message, Payload variable

Flags: The AUTH_ELS flags are shown in table 7.
Table 7 — AUTH_ELS Flags

Bit Description

Z 1 = Mora-Eraamante Eallows
1 T VIOTrCTTagreritoT Onovw

0 = No More Fragments (see 5.10.4)

6 Concatenation Flag

5.1 Reserved
0 Sequence Number (see 5.10.4)
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Concatenation Flag: Used to concatenate multiple AUTH transactions, a capability referred to as AUTH
Concatenation. As an example of usage, AUTH Concatenation enables an SA Management Transaction
to be concatenated to an Authentication Transaction (see 6.7.2). When the Concatenation Flag is set to
one in AUTH_Negotiate, the Authentication Initiator requires AUTH Concatenation. If the Authentication
Responder does not support AUTH Concatenation, an AUTH_Reject with Reason Code ‘Logical Error’ and
Reason Code Explanation ‘AUTH Concatenation not Supported’ shall be returned (see 5.3.7). The
Authentication Initiator may restart the Authentication Transaction without setting the Concatenation Flag,
if appropriate. If the Authentication Responder supports AUTH Concatenation, the Concatenation Flag
shall be set to one in all subsequent messages belonging to that transaction, otherwise an AUTH_Reject
with Reason Code ‘Authentication Failure’ and Reason Code Explanation ‘Incorrect Authentication
Protocol Message’ shall be returned (see 5.3.7).

See 5.2.4 for the definition of the other AUTH_ELS fields.
5.2.4 Fields Common to All AUTH Messages
AUTH Message Code: specifies the AUTH message that is to be transmittedfrom the squrce to the
destination. The AUTH Message Codes are listed in table 8.
Table 8 — AUTH Message Codes
Value Description
01h .. 09h Reserved for legacy implementations
0Ah AUTH_Reject (see5)3.7)
0Bh AUTH_Negotiate (see 5.3.2)
0Ch AUTH_Daone‘(see 5.3.8)
10h DHCHAR, Challenge (see 5.4.3)
11h DHCHAP_Reply (see 5.4.4)
12h PDHCHAP_Success (see 5.4.5)
13h FCAP_Request (see 5.5.3)
14h FCAP_Acknowledge (see 5.5.4)
15h FCAP_Confirm (see 5.5.5)
16h FCPAP_Init (see 5.6.3)
17h FCPAP_Accept (see 5.6.4)
18h FCPAP_Complete (see 5.6.5)
22h IKE_SA_Init (see 6.3)
23h IKE_Auth (see 6.4)
24h IKE_Create_Child_SA (see 6.5)
25h IKE_Informational (see 6.6)
26h FCEAP_Request (see 6.3)
2k FCEARResponse-{see-6-4)
28h FCEAP_Success (see 6.5)
29h FCEAP_Failure (see 6.6)
FOh .. FEh Vendor Specific (see 5.2.5)
all others Reserved
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Protocol Version: Specifies the version of the AUTH protocol. This value shall be set to 01h. If an entity
receives an AUTH message with a Protocol Version value that is higher than its highest supported value,
the entity shall reply with an AUTH_Reject with Reason Code 'Logical Error' and Reason Code
Explanation 'Unsupported Protocol Version'. The Protocol Version value of the AUTH_Reject shall be set
to the entity's highest supported Protocol Version value.

Message Length: Specifies the total length in bytes of the Message Payload of the AUTH message. It is
needed for the fragmentation support (see 5.10.4).

Transaction Identifier: Uniquely identifies an Authentication Transaction between two entities. The
Transaction Identifier shall be set by the Authent|cat|on Initiator, and each subsequent Authent|cat|on
message be ) )
is completed. Its value shall be unique for each Authentlcatlon Transactlon between two entltles

NOTE 7 -
Originator
OX_ID pre

When DH-
Transaction
allowing its
with a back-

NOTE 8 -
unigqueness

Message
Message C

The usage of the Transaction Identifier is very similar to the usage of an OX_ID when an Exchange
s enforcing uniqueness via the OX_ID mechanism (see FC-FS-2), but it is not related in any‘way to the
sent in the Fibre Channel frames carrying the Authentication messages.

CHAP is used as the Authentication Protocol (see 5.4), the least significant byte of the
Identifier field shall be changed for each transaction of the Protocol between two entities,
use as the DH-CHAP identifier in the DH-CHAP hash computation. Fhijs allows compatibility
end authentication infrastructure based on RADIUS (see RFC 2865):

Incrementing the Transaction Identifier by one for each new Authentication Transaction satisfies the
requirement stated in this subclause.

yload: contains the payload related to the specificcAUTH message specified in the AUTH
de field.

5.2.5 Vendor Specific Messages

The messag

e payload of Vendor Specific messages shall have the format shown in table 9.

Table 9 — Vendor Specific Message Payload Format

Item Size (Bytes)
Vendor_ID 8
Vendor Specific Information variable

Vendor_ID:| This field shall contain the vendor’s T10 Vendor ID.
Support for|Vendor Specific messages is optional. A system shall be able to operate correctly when all
Vendor Spegific messages are rejected.

5.3 Authe

htication Messages Common to Authentication Protocols

5.3.1 Overview

The AUTH_

Negotiate and the AUTH_Reject messages are common to all Authentication Protocols.

An Authentication Transaction is initiated with an AUTH_Negotiate message and terminated by:

a) a successful completion of the Authentication Transaction;
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b) an AUTH_Reject message (see 5.3.7);
c) an SW_RJT (see 5.8.3 and 5.9.3); or
d) anLS_RJT (see 5.10.3).

5.3.2 AUTH_Negotiate Message

An Authentication Initiator transmits an AUTH_Negotiate message to negotiate the Authentication Protocol
and the associated parameters to be used for the remainder of this Authentication Transaction. The
Authentlcat|on Protocols and parameters that may be used are Ilsted in order of preference within the

10.

Table 10 — AUTH_Negotiate Message Payload

Item Size/(Bytes)
Authentication Initiator Name variable
Number of Usable Authentication Protocols 4
Authentication Protocol Parameters #1 Length 4
Authentication Protocol Identifier #1 (most preferred) 4
Authentication Protocol Parameters #1 variable
Authentication Protocol Parameters #2 Length 4
Authentication Protocol Identifier #2 4
Authentication Protocol Parameters'#2 variable
Authentication Protocol Parameters #q Length 4
Authentication Protocol ldentifier #q (least preferred) 4
Authentication Protocol’Parameters #q variable

Authentication Initiator Name: Shall be set to the Authentication Initiator Name (see 5.3.3).

Number of Usable Authentication Protocols: Specifies the number of Authentication P
Authentication Initiatorproposes for use in this Authentication Transaction.

Authenticatioh Protocol Parameters Length: Specifies the length in bytes of the cor
Authentication Protocol Identifier and Authentication Protocol Parameters fields.

red and the

last one |sthe least preferred The message payload of the AUTH Negotlate message is shown in table

otocols the

responding
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Authentication Protocol Identifier: Identifies the Authentication Protocol. The Authentication Protocol
Identifiers are listed in table 11.

Table 11 — Authentication Protocol Identifiers

Authentica
Authenticati

The Authen
table 12.

Vendor_ID;

Support for
vendor speq

5.3.3 Names used in Authentication

The name U
and shall ha

shown in tabple 13.

Value Authentication Protocol
0000 0001h DH-CHAP (see 5.4.2)
0000 0002h FCAP (see 5.5.2)
0000 0003h FCPAP (see 5.6.2)
0000 0004h IKEV2 (see 6.7.2)
0000-0005h IKEv2-AUTH(se6-6-F3)
0000 0006h FCEAP (see 5.7.2)
0000 OOFOh .. 0000 OOFEh | Vendor Specific Protocols
all others Reserved

ion Protocol Parameters: Lists the usable parameters for the Authenticatien-Protocol. Each
bn Protocol defines the format of this field.

fication Protocol Parameters for Vendor Specific protocols shall have the structure shown in

Table 12 — AUTH_Negotiate Vendor Specific Protocol'Parameters

Item Size (Bytes)
Vendor_ID 8
Vendor Specific Information variable

This field shall contain the vendor’s T10.Vendor ID.

Vendor Specific protocols is optional. A system shall be able to operate correctly when all
ific protocols are rejected.

sed in the Authentication Protocol payloads identifies an entity for Authentication purposes,
ve the format specified in table 2 with the Name Tag, Name Length, and Name Value content

Table 13 — Names used in Authentication

Name Tag Name Length (Bytes) Name Value content

0001h 8 Name_ldentifier?

c

The IEEE Registered Extended Name_|dentifier format (i.e., NAA=6h) shall not be used.
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5.3.4 Hash Functions

53

The list of hash function identifiers used in the Authentication Protocol payloads is shown in table 14.

Table 14 — Hash Functions Identifiers

Identifier Hash Function Hash Length (bytes)
0000 0005h? MD5 hash function 16
0000 0006h? SHA-1 hash function 20
0000 0007h SHA-256 hash function® 32
0000 0008h SHA-384 hash function® 48
0000 0009h SHA-512 hash function® 64
all others Reserved
@ These values are the same as those specified by IANA in the "Authentication Algorithms" sectioh of the
Point-to-Point Protocol Field Assignments registry (see http://www.iana.org/assignnients/ppp-
numbers). However, IANA identifiers are 8-bit values, whereas these identifiefs are 32-bit valuek.
b See FIPS PUB 180-4.

5.3.5 Diffie-Hellman Groups

The list of Diffie-Hellman groups identifiers used in the Authentication Protocol payloads is shpwn in table
15. These groups identifiers are used by the Authentication Protocols defined in clause 5, byt not by the
SA Management protocol defined in clause 6.

Table 15 - Diffie-HellmanGroup ldentifiers (part 1 of 2)

Identifier

DH Group

Generator.(g)

Modulus (p or n) (Hex)

0000 0000h

NULL

N/A

N/A

0000 0001h

10242

2

EEAFOABSADB38DD69C33F80AFASHCS5ES
6072618775FF3C0OB9EA2314C9C26576
D674DF7496EA81D3383B4813D694C6EQ
EOD5D8E250B98BE48E495C1D608YDADL
5DC7D7B46154D6B6CESEF4AD69BY5D49
82559B297BCF1885C529F566660K57EC
68EDBC3C05726CCO02FD4CBF4976HAA9A
FD5138FE8376435BO9FC61D2FCOEHO6E3

0000 0002h

12802

D77946826E811914B39401D56A0A47843
A8E7575D738C672A090AB1187D690DC4
3872FCO06ATB6A43F3BI95BEAECT7DH04B9
D242EBDC481111283216CE816E0(}4B78
6C5FCE856780D41837D95AD787A§0BBE
90BD3A9C98ACOF5FCODE744B1CDE1891
690894BC1F65E00ODE15B4B2AA6DY7100
COECC2527E45EB849DEB14BB2049B163

EA04187FD27C1BD9C7958CD40CET7067A
9C024F9B7C5A0B4F5003686161F0605B

a8 See RFC 3723
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Table 15 — Diffie-Hellman Group Identifiers (part 2 of 2)

Identifier

DH Group

Generator (g)

Modulus (p or n) (Hex)

0000 0003h

15362

2

9DEF3CAFB939277AB1F12A8617A47BBB
DBA51DF499AC4C80BEEEA9614B19CC4D
S5F4F5F556E27CBDES1IC6A%4BE4607A29
1558903BA0D0OF84380B655BBOA22E8DC
DF028A7CEC67F0D08134B1C8B9798914
9B609EOBE3BAB63D47548381DBC5B1FC
764E3F4B53DD9DA1158BFD3E2BI9C8CES
6EDF019539349627DB2FD53D24B7C486
65772E437D6CTF8CE442734AF7CCB7AE

o R Ra NalaWall/ i K o Eo ke Waknt mk oW o Ra ke lo e Wak mhm N ok =W ok =l milaleWok ]
OO T CZO0RLoOn JDLDO T T O ZT L JD0DJ pa)

5A021FFF5E91479E8CETA28C2442C6F3
15180F93499A234DCFT76E3FED1I35F9BB

0000 (004h

20482

AC6BDB41324A9A9BF166DESE1389582E
AFT72B6651987EE07FC3192943DB56650
A37329CBB4A099ED8193E075776JA13D
D52312AB4B03310DCD7F48A9BRA04FD50
E8083969EDB767BOCF60951""9A163AB3
661A05FBDSFAAAES2918A%962F0BS3BS
55F97993EC975EEAA80D/40ADBF4FFEF74
7359D041D5C33EATD281E446B14773B
CA97B43A23FB80167eBD207A436C6481
F1D2B9078717461IA5BI9D32E688F87748
544523B524BO0BS7DSEAT7TTA2T7T75D2ECFA
032CFBDBF52FB3786160279004E57AE6
AF874E7303CE53299CCC041C7BC308D8
2A5698E3A8D0C38271AE35F8EODBEBB6
94B5C803D89F7AE435DE236D525F5475
9B6SE372FCD68EF20FA7111F9E4AFFT73

0001 (006h

3072

see RFC 3526

0001 ¢007h

4 096

see RFC 3526

0001 q)oosh

6 144

see RFC 3526

0001 q)oogh

8 192

19

see RFC 3526

all others

Reserved

a Se

e RFC 3723

5.3.6 Accepting an AUTH_Negotiate Message

To accept §
specified fq
Authenticati
require that
honored.

n AUTH_Negotiate message, an Authentication Responder shall send the next message
r the selécted Authentication Protocol. The Authentication Responder shall select an
bn Protocol in accord with applicable policy of the Authentication Responder. This policy may
the preference expressed by the Authentication Initiator in the AUTH_Negotiate message be

5.3.7 AUT

H_Reject Message

The AUTH_Reject message reports error conditions that occur at the Authentication level (e.g., figure 6

shows wha

t happens if the Authentication Responder receives a message that contains a list of
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Authentication Protocols and the Responder is unable to use any of them. This may happen when the

Authentication Responder is not yet configured with an appropriate secret).

Authentication
Initiator

AUTH_Reject/ T_ID=Q

AUTH_Negotiate / T_ID=Q
(Usable Protocols and Parameters)

(Reason Code Explanation = Authentication Mechanism Not Usable

Authentication
Responder

———

Figure 6 — Example of AUTH_Reject

The message payload of the AUTH_Reject message is shown in table 16.

Table 16 — AUTH_Reject Message Payload

Item

Size (Bytes)

Reason Code

1

Reason Code Explanation

1

Reserved

2

The AUTH_Reject Reason Codes are listed in table 17.

Table 17 — AUTH_Reject Reason Codes

Value Description
01h Authentication Failure
02h ogical Error
all others Reserved

An ‘Authentication_Failure’ Reason Code indicates that the AUTH_Reject sending entit

Authentication Transaction and shall terminate the communication.

A ‘Logical Error ‘Reason Code indicates that the Authentication Transaction is not completed,

y failed the

and may be

restarted or‘eontinued. The entity sending an AUTH_Reject with a ‘Logical Error Reason Cod¢ terminates

the Authentication Transaction.
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The AUTH_Reject Reason Code Explanations are listed in table 18.
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Table 18 — AUTH_Reject Reason Code Explanations

Value Description
01h Authentication Mechanism Not Usable
02h DH Group Not Usable
03h Hash Function Not Usable
04h3 Authentication Transaction Already Started
05h Authentication Failed
O6h° ncorrect Payload
07h° Incorrect Authentication Protocol Message
08h Restart Authentication Protocol
0%h AUTH Concatenation not Supported
O0Ah Unsupported Protocol Version
all others Reserved
@ | This Reason Code Explanation shall be used only for the cases described in 5.8.1and 5.10.1.
b | Message type, payload format, and payload structure shall be validated before-performing any
other security computation.

The use of AUTH_Reject Reason Codes and Reason Code Explanations under some error conditions are
listed in table 19.
Table 19 - Error Conditions (part 1 of 2)
Reason Action performed by
Reason Code the entity receiving
Error Condition After Message Code |Explanation AUTH_Reject
None of the proposed Based on policy:
Authentigation AUTH_Negotiate 02h 01h a) continue if
mechanipms are usable Authentication is
AUTH_Negpotiate, optional; -
None of fhe proposed [DHCHAP Challenge, | 0h b) retry with different
DH groups are usable |FCAP"Request, parameters if specific
ECPAP Init parameters are not
— : required; or
ons o o proposes AT Netite, o tomnte
hash funictions are - 91 o02n 03h communication if
usable FCAP_Request, specific parameters
FCPAP_Init are required
An Authelzntication Continue by replying to the
Transaction 1s already |AUTH_Negotiaie 0Zh 04h Authenfication Transaction
in progress initiated by the other entity
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Table 19 — Error Conditions (part 2 of 2)

Reason Action performed by
Reason Code the entity receiving
Error Condition After Message Code |Explanation AUTH_Reject

DHCHAP_Reply,
DHCHAP_Success,
FCAP_Request,
Authentication Failed [FCAP_Acknowledge, [ 01h 05h Terminate communication
FCAP_Confirm,
FCPAP_Accept,
ECPAP Complete

Erroneous payload

. Any 01h 06h Terminate commuirication
received
The received
Authenticationmessage Anv exceot
is not consistent with the y P 01h 07h Terminate commurjication

Authentication Protocol AUTH_Negotiate

in progress?

The Authentication Restart the Authentication
Transaction needs to be |Any 02h 08h Transaction by sending a
restarted new AUTH_Negotigate

The Concatenation Flag
is settooneina
received AUTH

D
message, but AUTH  |AUTH_Negotiate 02h ooh  [$€82-22,5.2.3,6.2.4 and

Concatenation is not 6.7.2

supported by the

receiving entity

The Protocol Version of Retry using a lowe

the recelvgd AUTH AUTH_ Negotiate 02h 0Ah Protocol Vers_lon (e.g._, the
message is not Protocol Version received
supported in the AUTH_Rejeqt)

@ This error condition shall'be detected also when a received AUTH message has the Concatenatipn Flag
set to one outside the'conditions defined in 5.2.2, 5.2.3, 6.2.4 and 6.7.2.

5.3.8 AUTH_Done'Message

The AUTH_Done message completes the Authentication Transaction for some Authenticatiop Protocols,
and provides-an indication that Authentication has been successful. The AUTH_Done mesdage has no
Message.Payload.
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5.4 DH-CHAP Protocol

5.4.1 Protocol Operations

DH-CHAP is a secret based Authentication and key management protocol that uses the CHAP algorithm
(see RFC 1994) augmented with an optional Diffie-Hellman algorithm (see RFC 2631, clause 2.2.1).
DH-CHAP provides bidirectional or unidirectional Authentication between an Authentication Initiator and
an Authentication Responder.

When the Diffie-Hellman part of the protocol is not used, DH-CHAP reduces its operations to those of the
CHAP protocol, and it is referred to as DH-CHAP with a NULL DH algorithm.

An implemehtation that supports Authentication shall support DH-CHAP with a NULL DH algorithm.

In order to @authenticate with the DH-CHAP protocol, each entity, identified by a unique Name, shall be
provided with a secret. Two entities may impersonate one another if they have the same secret, therefore
when the agsigned secrets are not different for each entity there is a security vulnerability.

To Authentitate another entity, an entity is required to either:
a) Knowlthe secret associated with the entity to be Authenticated; or
b) Rely gn a third party that knows the secret (e.g., a RADIUS server) to yerify the Authentication.

An examplg of a DH-CHAP protocol transaction is shown in figure 7, with~the notation shown in table 20.
The final DHCHAP_Success message that is shown as a dashed\line is used only for bidirectional
Authenticatipn.

Authentication Authentication

Initiator (N) Responder (M)
AUTH_Negotiate / T_ID=Q

(Name,,, DH<CHAP, HashIDList, DHgIDList)

——

DHCHAP_Challenge / FiD=Q
(Name,,, HashID, DHgID, C4, g* mod p)

DHCHAP_Reply / T_ID=Q
(R1, ¥ mod p, [Cy])

DHCHAP_Success / T_ID=Q
(IRz2D)

T — ___ DHCHAP_Success / T_ID=Q

T

Figure 7 — A DH-CHAP Protocol Transaction Example
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Table 20 — Mathematical Notation for DH-CHAP

Symbols Description
The modulus (p) and generator (g) of the chosen DH Group (see table 15).
P9 All computations are performed modulo p
Kn, Knm Administratively configured secrets
X,y Nonces, used as random numbers
Cq,Cy Challenge Values
R1, Ry Reply Values
C Avamantad Challanaa \/aliias
al JaZ TYHGTTOTROST o e O g O v o e oY
T; The least significant byte of the Transaction Identifier
H() One-way hash function
Ksg Computed session key
The DH-CHAP protocol proceeds as follows:

1) Operations shall start by negotiating the hash functions and the Diffie-Hellman group identifier to be
used in the Authentication process with the AUTH_Negotiate message (see 5.3.2). In the
AUTH_Negotiate message, the Authentication Initiator shallésend its own name, and the list of the
Authentication Protocols and the associated parameters, to be used for the remaipder of this

Authentication Transaction. For the DH-CHAP protocol the“parameters are the list of ha
(e.g., SHA-1, MD5) and the list of Diffie-Hellman Group ‘Identifiers that may be used (ses

NOTE 9 — Although all implementations compliant with this,Standard are required to support DH-CHAR
DH algorithm, in certain environments the administratop may require different Authentication Protocol
The administrator may disable the use of DH-CHAR er of DH-CHAP without DH algorithm, and in suc
CHAP or the NULL DH group identifier, respectively,’may not be included in the AUTH_Negotiate mes

2)

4)

The Authentication Responder shalkreply with a DHCHAP_Challenge message (see 5.4

sh functions
5.4.2);

with a NULL
5 to be used.
h a case DH-
bage.

.3) carrying

the name of the Authentication Responder, the hash function and the DH group identiler selected

among the ones proposed by the Authentication Initiator, a Challenge Value Cy,

parameter. If the responderselects a NULL DH group identifier, the DH portion of the
protocol shall not be used, and the Authentication Protocol is equivalent to a CHAP trans

The Authentication\Initiator shall send a DHCHAP_Reply message (see 5.4.4) with the 1
to the challenge C4, and its own DH parameter. The DH Value Length shall be set tq

nd the DH

DH-CHAP
action;

esponse R4
zero if the

Authentication Responder has sent a NULL group identifier in the DHCHAP_Challenge npjessage. To

request bidirectional authentication, the DHCHAP_Reply message shall have the Chal

enge Value

Length-set to a non-zero value and the Challenge Value shall contain a Challenge Value C, that

differs from the Challenge Value C4 received in the DHCHAP_Challenge message;

If the Authentication succeeds, the Authentication Responder shall reply with a DHCHA
message (see 5.4.5), to indicate that the Authentication Initiator has been authentid

P_Success
ated. If the

Authentication Initiator requested authentication of the Authentication Responder, the
DHCHAP_Success message shall have the Response Value Length field set to a non-zero value

and the Response Value field shall contain a response value R, for the Challenge Value

C, received

in the DHCHAP_Reply message. If the Authentication fails, the Authentication Responder shall reply
with an appropriate AUTH_Reject message (see 5.4.4), and shall terminate the communication; and
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5) The Authentication Transaction may end here, unless bidirectional Authentication has been
requested. In this case, as shown by the dashed arrow in figure 7, if the Authentication succeeds, the
Authentication Initiator shall send a DHCHAP_Success message with no Response field to confirm
that the Responder has been authenticated. If the Authentication fails, the Authentication Initiator
shall send an appropriate AUTH_Reject message (see 5.4.5), and shall terminate the

communication.

NOTE 10 — The DH-CHAP protocol does not use the AUTH_Done message.

5.4.2 AUTH_Negotiate DH-CHAP Parameters

5.4.2.1 Overview

The Authentication Protocol Parameters in the AUTH_Negotiate message for DH-CHAP are formatted jas

shown in table 21.

Table 21 — AUTH_Negotiate DH-CHAP Protocol Parameters

Item Size (Bytes)
Parameter #1 = HashList variable
Parameter #2 = DHgIDList variable
Parameter #k variable

Parameter:|Each parameter shall be formatted as shown in table-22.

Table 22 — AUTH_Negotiate DH-CHAP Parameter Format

Item Size (Bytes)
Parameter Tag 2
Parameter Word Count 2
Parameter Value variable

Parameter Tag: Identifies the format of.the Parameter Value. Parameter Tags are shown in table 23.

Table 23 = AUTH_Negotiate DH-CHAP Parameter Tags

Parameter Tag

Parameter Value Format

0001h HashList (see 5.4.2.2)
0002h DHgIDList (see 5.4.2.3)
all others Reserved

Parameter V
Parameter Value: Contains the parameter value.

5.4.2.2 HashList Parameter

The HashList parameter shall be included as the first parameter in the AUTH_Negotiate DH-CHAP

Protocol Parameters (see table 21).
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Hashlist Parameter Word Count: Shall be set to the number of hash functions proposed by the

Authentication Initiator. Each hash function identifier is encoded into one word.

Hashlist Parameter Value: Each word of this field contains an identifier of a proposed hash

function, in

order of preference. The first word contains the most preferred, the last word contains the least preferred

hash function. The list of defined hash function identifiers is shown in table 14.
Support for the MD5 hash function is mandatory for DH-CHAP.

NOTE 11 — Although all implementations compliant with this standard are required to support th
function, in certain environments the administrator may require different hash functions to be used.

e MD5 hash

5.4.2.3 DHgIDList Parameter

Protocol Parameters (see table 21).

DHgIDList Parameter Word Count: Shall be set to the number of proposed.DH groups. Eag
identifier is encoded into one word.

DHgIDList Parameter Value: Each word of this field contains a/@H group identifier (s¢
proposed by the Authentication Initiator, in order of preference.

Support for the NULL DH-CHAP algorithm (i.e., DH group identifier = 0000 0000h) is mandato

Support for the DH group 1 536 (i.e., DH group identifier = 0000 0003h) is mandatory fo
implementations supporting a non-NULL DH-CHAP algorithm.

NOTE 12 — Although all implementations compliant\with this standard are required to support the NU
algorithm or the DH group 1536, in certain environments the administrator may require different fu
used.

5.4.3 DHCHAP_Challenge Message

Initiator. The payload of the DHCHAP_Challenge message is shown in table 24.

Table 24 - DHCHAP_Challenge Message Payload

The DHgIDList parameter shall be included as the second parameter in the AUTH_Negotiat¢ DH-CHAP

h DH group

e table 15)

Y.
DH-CHAP

L DH-CHAP
hctions to be

The DHCHAP_Challenge message is sent from the Authentication Responder to the Authentication

Item Size (Bytes)
Authentication Responder Name variable
Hash Identifier 4
DH Group Identifier 4
Challenge Value Length 4
Challenge Value variable
DH Value Length 4
DH Value variable

Authentication Responder Name: Shall be set to the Authentication Responder Name (see 5.3.3).
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Hash Identifier: Shall be set to the identifier of the selected hash function among those proposed in the
AUTH_Negotiate message. The Authentication Responder shall select a hash function in accord with
applicable policy of the Authentication Responder. This policy may require that the preference expressed
by the Authentication Initiator in the AUTH_Negotiate message be honored.

DH Group Identifier: Shall be set to the DH Group Identifier (see table 15) selected for this Authentication
Transaction. The Authentication Responder shall select a DH Group Identifier in accord with applicable
policy of the Authentication Responder. This policy may require that the preference expressed by the
Authentication Initiator in the AUTH_Negotiate message be honored. If this field is set to zero, the DH

portion of the DH-CHAP protocol shall not be performed.

Challenge \
the value s
match the v
Reason Coq

Challenge \
unique and
reveal inforn
the challeng
the security

DH Value L
identifier is
the length in

DH Value: [

Value shall
Responder,
identifier. A
Initiator sha
Explanation

5.4.4 DHC

The DHCHA
The Authen
bidirectiona

be different

When a DH
negotiated |

an AUTH_H
‘Authenticat

)ecfied
blue specified in table 14, the Authentication Initiator shall reply with an AUTH_Reject having
e ‘Authentication Failure’ and Reason Code Explanation ‘Incorrect Payload’.

Value: Shall be set to a random challenge value C4 (see C.1). Each challenge value should be
unpredictable, since repetition of a challenge value in conjunction with the same secret may
nation about the secret or the correct response to this challenge. The algorithm for generating
e value is outside the scope of this standard. Randomness of the challenge value is crucial to
of the protocol (see C.1).

ength: Diffie-Hellman parameter length. This length shall beZasmultiple of 4. If the DH group
bet to zero (i.e., NULL DH algorithm), this field shall be set to zero. Otherwise, it shall be set to
bytes of the DH Value.

iffie-Hellman parameter. If the DH Value Length is §et'fo zero, this field is not present. The DH

be set to the value of g* mod p, where x is a random number selected by the Authentication

and p and g shall have the values indicated in table 15, based on the selected DH group
value of zero is illegal for the DH Value:dfithe DH Value is set to zero, the Authentication
I reply with an AUTH_Reject having Reason Code ‘Authentication Failure’ and Reason Code
‘Incorrect Payload'.

HAP_Reply Message

\P_Reply message is sent-from the Authentication Initiator to the Authentication Responder.
tication Initiator may.request authentication of the Authentication Responder to enable
authentication, including a DH-CHAP challenge C, in this message. The challenge C, shall

from the challenge C received in the DHCHAP_Challenge message.

CHAP_Reply is received, the Authentication Responder shall verify the response R4 using the
ash funetion. If the response Ry is not verified, the Authentication Responder shall reply with

eject.message with Reason Code ‘Authentication Failure’ and Reason Code Explanation
on Failed’, and shall terminate the communication.

The Authentication Responder shall check the challenge C,, if any, to verify it is different from the
challenge C, the Authentication Responder previously sent. If C, is equal to C4, the Authentication

Responder shall reply with an AUTH_Reject message with Reason Code ‘Authentication Failure’ and
Reason Code Explanation ‘Incorrect Payload’, and shall terminate the communication.
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The payload of the DHCHAP_Reply message is shown in table 25.

Table 25 - DHCHAP_Reply Message Payload

Item Size (Bytes)
Response Value Length 4
Response Value variable
DH Value Length 4
DH Value variable
Challenge Value Length 4
Challenge value variable

Response Value Length: Shall be set to the length in bytes of the Response Value. This length shall have
the value specified in table 14 for the selected hash function. If the Response Valué Length does not
match the value specified in table 14, the Authentication Responder shall replyxwith an AUTH_Reject
having Reason Code ‘Authentication Failure’ and Reason Code Explanation ‘Incorrect Payload’.

Response Value: DH-CHAP response Ry. The value of R4 is computed using the hash flinction H( )
selected by the HashID parameter in the DHCHAP_Challenge message, and the augmented challenge
C,1. If the NULL DH group has been selected, the augmented chaflenge C, is equal to the challenge C;
received from the Authentication Responder (i.e., C54 = C4). If @ hon-NULL DH group has be¢n selected,

the augmented challenge is computed applying the hashfunction H( ) to the concatenation of the
challenge C4, and the ephemeral DH key resulting from the-combination of the random value y|selected by

the Authentication Initiator with the DH parameter-(i¢e., g* mod p) received from the Authentication
Responder (i.e., C41 = H(C1 || (¥ mod p)Y mod p) =H(C4 || g¥ mod p)). The value of R4 shall be computed

applying the hash function H( ) to the concatenation of the least significant byte of the Transaction
Identifier T;, the secret K|, associated with the ‘Authentication Initiator, and the augmented challenge C,4

(i.e., Ry =H(Ti|| Kn [l Ca1))-

DH Value Length: Diffie-Hellman parameter length. This length shall be a multiple of 4. If the DH group
identifier is set to zero (i.e., NULLCDH algorithm), this field shall be set to zero. Otherwise, it shall be set to
the length in bytes of the DH Value.

DH Value: Diffie-Hellman-parameter. If the DH Value Length is set to zero, this field is not presgent. The DH

VValue shall be set to_the value of g¥ mod p, where y is a random number selected by the Authentication
Initiator, and p and g shall have the values indicated in table 15, based on the selected DH grotip identifier.
A value of zero\islillegal for the DH Value. If the DH Value is set to zero, the Authentication|Responder
shall reply.with an AUTH_Reject having Reason Code ‘Authentication Failure’ and Repson Code
Explanation ‘Incorrect Payload'.

Challenge Value Length: If the Authentication Initiator does not require bidirectional Authentication, this
finld chall ha ot ta 2arn Othamaicn thic finld chall ha ont 40 tha lanath 1 hhidac ~f tha Challan Je Value. |n

T ST o T o U T O CT o ot e W IOt i o e TO oT o o o CTto e e gt T O y tC o Ot oot

this case the length shall have the value specified in table 14 for the selected hash function. If the
Challenge Value Length does not match the value specified in table 14, the Authentication Responder
shall reply with an AUTH_Reject having Reason Code ‘Authentication Failure’ and Reason Code
Explanation ‘Incorrect Payload'.

Challenge Value: Shall be set to a random challenge value C, (see C.1). Each challenge value should be
unique and unpredictable, since repetition of a challenge value in conjunction with the same secret may
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reveal information about the secret or the correct response to this challenge. The algorithm for generating
the challenge value is outside the scope of this standard. Randomness of the challenge value is crucial to
the security of the protocol (see C.1). If the corresponding length field is set to zero, this field is not present.

5.4.5 DHCHAP_Success Message
The DHCHAP_Success message is sent from the Authentication Responder to the Authentication Initiator.
If bidirectional Authentication is requested, the DHCHAP_Success message shall also be sent from the

Authentication Initiator to the Authentication Responder.

When sent from the Authentication Responder to the Authentication Initiator, with bidirectional

authenticati
received in
the Authenti
is not verifig
‘Authentica

n requested, the DHCHAP_Success message contains the response R, to the challenge C,

he DHCHAP_Reply message. In this case, when a DHCHAP_Success message is received,
cation Initiator shall verify the response R using the selected hash function. If the response R,
d, the Authentication Initiator shall reply with an AUTH_Reject message with a ReasoniCode
ion Failure’ and Reason Code Explanation ‘Authentication Failed’, and shall terminate the

communicafion.

When sent
authenticat]
DHCHAP_S

The payloaq

Response

(i.e., bidirec
to the Authg
the Authent

from the Authentication Responder to the Authentication Initiator without bidirectional
on, or when sent from the Authentication Initiator to the Authentication Responder, the
uccess message indicates that the authentication has been completedsuccessfully.

of the DHCHAP_Success message is shown in table 26.

Table 26 — DHCHAP_Success Message Payload

Item Size (Bytes)
Response Value Length 4
Response Value variable

Value Length: If the Authentication Initiator did not request Authentication of the Responder
ional Authentication), or when the DHCHAP message is sent from the Authentication Initiator
ntication Responder, this field shall be set to zero to indicate that no response is conveyed. If
cation Initiator did request Authentication of the Responder, this field shall be set to the length

in bytes of the Response Value. In this:case the length shall have the value specified in table 14 for the

selected ha
Authenticati
Reason Coq

Response

selected by
C,o. If the N

received fro
augmented

5h function. If the Response Value Length does not match the value specified in table 14, the
bn Initiator shall replytwith an AUTH_Reject having Reason Code ‘Authentication Failure’ and
e Explanation ‘Incorrect Payload’.

Value: DH-CHAP response R,. The value of R, is computed using the hash function H( )

the HashlR parameter of the DHCHAP_Challenge message, and the augmented challenge
ULL DHgroup has been selected, the augmented challenge C,, is equal to the challenge C,

M the Authentication Initiator (i.e., C5, = Cy). If a non-NULL DH group has been selected, the
challenge is computed applying the hash function H( ) to the concatenation of the challenge

C,, and the ephemeral DH key resulting from the combination of the random value x selected by the
Authentication Responder with the DH parameter (i.e., g¥ mod p) received from the Authentication Initiator
(i-e., Cq2 = H(C5 || (g¥ mod p)* mod p) = H(C, || g¥ mod p)). The value of R, shall be computed applying
the hash function H( ) to the concatenation of the least significant byte of the Transaction Identifier T;, the
secret K,,, associated with the Authentication Responder, and the augmented challenge C5 (i.e., Ry, = H(T;

Il K 11 Ca2))-
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5.4.6 Key Generation for the Security Association Management Protocol

The DH-CHAP protocol, when used with a non-NULL DH algorithm, enables the Security Association
Management Protocol by generating a session key Kg that shall be used by the SA Management

Transaction (see 6.7). When the DH group used in the DH-CHAP transaction is NULL, the results from the
DH-CHAP transaction shall not be used to generate a session key Kg for the SA Management

Transaction.

The session key Kg shall be computed as the complete hash, with no padding, of the shared key (i.e., g*¥

mod p) generated during the DH-CHAP transaction (i.e., Kg = H(g®¥ mod p)). The hash function H( ) is

selected by the Authentication Responder in the HashID field of the DHCHAP_Challenge message. The
size of the session key Kg is determined by the selected hash function, as shown in table 14:

5.4.7 Reuse of Diffie-Hellman Exponential
DH-CHAP implementations may reuse a DH exponential (see 6.8.10).

The basic risk in allowing reuse of a DH exponential (g% or g¥) is replay of & prior authentication sequence
based on the attacker reusing the other exponential.

For DH-CHAP, replay is prevented by the requirement that any-challenge be randomly gengrated from
scratch (see 5.4.8). An implementation that fails to do this bearsthe consequences of its failurg, as when a
challenge is reused, a responder is not able to prevent replay of an old authentication whether pr not DH is
used, and the security compromise that results from. the replay attack is of the system that failed to
generate the challenge properly.

5.4.8 DH-CHAP Security Considerations
DH-CHAP secrets shall be randomly generatéed (see C.1). Support for the following is mandatqry:

a) 128 bit random secrets;

b) generation of such secrets;(and

c) acceptance of such-sécrets from an external source.
These requirements protect DH-CHAP from off-line dictionary attacks based on either passive [observation
of the communication or active attempts to obtain information sufficient to mount an off-ling dictionary
attack.
Secrets shall-be an integral number of bytes and at least 96 bits in size and based on at leapt 96 bits of
independent randomness (see C.1). Configuration of secrets of less than 96 bits shall not be permitted

(e.g¢; the configuration interface may reject the attempt, or force the secret to be at least 96 bits in size).
Any secret shall be used for authentication of only one Fibre Channel entity.

For DH-CHAP with a null DH group, upon receipt of a response (i.e., R4 or Ry), the receiving entity shall
compute the response to the same challenge using the entity's own secret. If the computed response is
equal to the received response, the received response shall cause an authentication failure. This ensures
that the same secret is not used for authentication in both directions. The reason for this authentication
failure (i.e., the same secret is used for authentication in both directions) should be logged. This computing
and comparing of responses should also be performed for DH-CHAP with a non-NULL DH group.
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For example, an attack prevented by computing and comparing responses is:

1)

An attacker wants to impersonate entity A to entity B, and knows that a single secret is used for both

directions of entity A-B authentication.

2)

The attacker convinces entity B to open two connections to the attacker, and the attacker identifies

itself as entity A on both connections.

3)

The attacker issues a DH-CHAP challenge on connection 1, waits for entity B to respond, and then

reflects entity B's challenge as the initial challenge to entity B on connection 2.

4)

If entity B does not check for the reflection across connections, entity B's response on connection 2

enabl
know

Use of a ng
different DH

An entity sh
authenticati

When a Fib
different sed
across dom

Within a sin

bs the attacker to impersonate entity A on connection 1, even though the attacker does not
the entity A-B DH-CHAP secret.

n-NULL DH group also prevents this attack because an attacker is not able tofarce two
algorithms to produce the same results.

all not reuse the challenge sent by another entity for the opposite direction.of’a bidirectional
bn. All entities shall check for this condition and cause an authentication failtire if it occurs.

re Channel entity authenticates itself to counterparts in multiple administrative domains, a
ret should be used for each administrative domain to avoid propagating security compromises

BiNs.

gle administrative domain, a single DH-CHAP secret may be used for authentication of an

entity to mdltiple other entities when an external server (e.g4sRADIUS) is used to verify DH-CHAP

responses.

If an externa
for authenti
entity's sec

| response verification server (e.g., RADIUS) is‘\not used, employing a single DH-CHAP secret
cation of an entity to multiple other entities%esults in all such entities knowing the original
ret. Any such entity is able to impersonate any other entity whose secret it knows. If an

attacker compromises any of the involved entitiessand obtains its known secrets, the attacker is able to

impersonat
authenticati

When the u
initiates con
cause the re

This vulnern
authenticat

b all of the involved entities. Sepatate DH-CHAP secrets should be used by an entity for
bn to each other entity to mitigate(such risks when they are of concern.

5ed DH group is not NULL,"\BH-CHAP is vulnerable to a denial of service attack if the attacker
current authentication from' a sufficient number of different S_IDs, because the attacker may
sponder to compute X mod p without the attacker engaging in any exponentiation.

ability is not present in the cases of E_Port to E_Port authentication, E_Port to B_Port
on and Nx_Rort' to Fx_Port authentication because S_ID and D_ID have fixed values. For

Nx_Port to
(see 5.10)

Nx_Port authentication the fact that a Port Login is required before performing authentication
itigates\the issue, because the attacker has to be able to respond from any S_ID used to

mount the gttack:” Implementations that may exhibit non-responsive behavior under overload should limit
the number pfsimultaneous authentication computations by issuing an LS_RJT with Reason Code 'Logical

10.2)

Busy' (see 5-

OO
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5.5 FCAP Protocol

5.5.1 Protocol Operations

FCAP is an authentication and key management protocol between an Authentication Initiator and an
Authentication Responder. FCAP is based on digital Certificates. When the FCAP protocol successfully
completes, the Authentication Initiator and Authentication Responder are mutually authenticated and may
share a session key. The FCAP design is based on IKE and IKEv2 authentication based on Certificates
and signatures (see RFC 5996).

In order to authentlcate with the FCAP protocol each entity, |dent|f|ed by a unlque Name, shall be provided
) esponds to the
Cer’uflcate and with the Certlflcate of the S|gn|ng Certification Authorlty To authentlcate another entity, an
entity is required to be provided with the Certificate of the associated Certification Authority.

Entities shall support the ability to configure at least four Root Certificates and shall be able to validate a
received Certificate against the corresponding Root Certificate. See RFC 5280 for how|to perform
Certificate validation. Entities shall not accept Certificates that may not be validated against 3 configured
Root Certificate. A Fabric should have at least one Root Certificate that isiconfigured on all participating
entities. Support for Certificate chains and verification of Certificate chains containing mofe than one
Certificate is optional.

The authenticity of Root Certificates is critical to the security,'of a Certificate based authentication
infrastructure, therefore the configuration and distribution of thémshould be carefully controlledl.

Entities shall support base-64 encoded X.509 Certificates and may support other Certificate formats.
Certificates used by FCAP shall be in base-64 encoded‘X.509 format.

NOTE 13 — The FC SA Management protocol allows.ether Certificate formats.

Entities shall be able to access a Certificate&evocation list (CRL) for each configured Root CQertificate, if
one is available from the CA. Certificates-on the CRL shall be considered invalid. The meghanisms to
provide CRLs or CRL access to an entity are outside the scope of this standard. Entities may support
online Certificate validation mechanisms such as OCSP. Entities shall support the ability to reject a
Certificate for which neither an enline Certificate validation mechanism nor a CRL are availablg.

Table 27 — Mathematical Notation for FCAP

Symbols Description
The modulus (p) and generator (g) of the chosen DH Group (see table[15).
P8 All computations are performed modulo p
Xy Random numbers
Ca Cp Digital Certificates
Ras Rp Random nonces (see C.1)

Sa( ), Sp() Digital signature functions

H() One-way hash function

Ksg Computed session key
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An example of a FCAP protocol transaction is shown in figure 8, with the notation shown in table 27.

Authentication Authentication
Initiator (B) Responder (A)
Authentication AUTH_Negotiate / T_ID=Q

Choose HashlID and
DHgID.

FCAP_Request/ T_ID=Q Generate and store

L 0 L1 Ll DLl o )

(Cg, N\g; TS oTigioy) Randem-Number P\a
D Certificate /
(Cy) verify?

oes A’s

R
R

andom
pandy

Y

Generateland store

No
Yes AUTH_Reject

FCAP_Acknowledge / T_ID=Q

Numbers (Rbs Sb(H(Ra ” gy mod p))1 be gy mod p)

De B’s Certificate
(Cp) and Signature
(Sp) verify?

AUTH_Reject

FCAP_Confirm / T_ID=Q
(Sa(H(Ry, || g* mod p)), g* mod p)

Generate and store
Random Number x.
Calculate Key

Does A’s[Signature
(S,) verify?

Yes No
AUTH_Reject AUTH" Done / T_ID=Q
Calculgt

The FCAP protocol proceeds as follows:

1) Opergtions shall‘start by negotiating the hash functions and the Diffie-Hellman group identifier to be

used

AUTH_Negatiate message, the Authentication Initiator shall send its own name, and the list of the
Authgntiecation Protocols and the associated parameters to be used for the remainder of this

Authu fieation Traoncantinn Ear tha COAND nentannl tha naramantare arn tha Lot Af hoolh fiinatinno

Entities are mutually
authenticated and
share a session Key

Figure 8 — A FCAP Protocol Transaction Example

in the Authentication process with the AUTH_Negotiate message (see 5.3.2). In the

(e.g.,

oo toOTT T o oo CtoOTT— T O o T o7\ pProtocor o porarmcteTroar ot ot oo o ot o troTTs

SHA-1) and the list of Diffie-Hellman Group Identifiers that may be used (see 5.4.2);

On receiving the AUTH_Negotiate message, the Authentication Responder shall choose the hash
function and the DH group identifier to be used in the Authentication Transaction among those
proposed by the Authentication Initiator, and shall generate a new random nonce R,. Then the

Authentication Responder shall reply to the AUTH_Negotiate message with a FCAP_Request
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message (see 5.5.3), carrying the nonce R,, and the chosen HashID and DHgID, along with the

Certificate C, of the Authentication Responder;

3)

On receiving the FCAP_Request message, the Authentication Initiator shall verify the Certificate C,

of the Authentication Responder with the Certificate of the corresponding Certification Authority. If
the verification fails, the Authentication Initiator shall reply with an AUTH_Reject message with
Reason Code ‘Authentication Failure’ and Reason Code Explanation ‘Authentication Failed’, and
shall terminate the communication. If the verification succeeds, the Authentication Initiator shall

generate a new random nonce Ry, and a random number y, then reply to the Aut

hentication

Responder with a FCAP_Acknowledge message (see 5.5.4) carrying the nonce R, its Certificate

C,, the Diffie-Hellman parameter g¥ mod p, and its signature S,,. The signature of the Au

thentication

Initiator Sy, shall be generated by computing, with the negotiated hash function H( ), the

received nonce R, concatenated with the Diffie-Hellman parameter g¥ mod p (i.ef, Rj |
then by encrypting the hash with the RSA private key of the Authentication Initiator;

NOTE 14 — The Diffie-Hellman parameter g¥ mod p is included in the signature to protect the signature

4) On receiving the FCAP_Acknowledge message, the Authentication|Responder shall ve
Certificate Cy, and the Signature Sy, of the Authentication Initiator. The Certificate Cy, sha

with the Certificate of the corresponding Certification Authority-"The identity of the Au
Initiator shall be taken from the Certificate Cy,. The Signature Sy shall be verified after th

C,, is verified. To verify the Signature Sy, the Authentication Responder shall decrypt th
Sy, with the RSA public key of the Authentication Initiator, obtained from the verified Ceg

then perform a hash of its nonce R, and the recéived Diffie-Hellman parameter g¥ mod

negotiated hash function. If the hash value calculated by the Authentication Responde
the hash resulting from the decryption of the received signature S, the signaturg

successful. If the signature verification is<successful, the Authentication Responder shal
random number x, then calculate the session key Kg (see 5.5.6). If either the Certificate
verifications fail, then the Authentication Responder shall reply with an AUTH_Reject m
Reason Code ‘Authentication Failure’ and Reason Code Explanation ‘Authentication
shall terminate the communication. If both the Certificate and signature verification
successfully, the Authentication Responder shall generate its Signature S, by computi

hash of the
g¥ mod p),

s integrity.

[ify both the
| be verified

thentication

b Certificate
e Signature
rtificate Cy,
p using the
[ is equal to
is verified
generate a
Dr signature
essage with
Failed’, and
s complete
hg, with the

negotiated hash function H( ), the hash of the received nonce R, concatenated with the Diffie-

Hellman parameter'g*mod p (i.e., Ry, || g* mod p), then by encrypting the hash with its
key. Then the Authentication Responder shall send its Signature S, and its Diffie-Hellma

g* mod p tothe Authentication Initiator in a FCAP_Confirm message (see 5.5.5); and

5)

On receiving the FCAP_Confirm message, the Authentication Initiator shall verify the Sig
the-Authentication Responder. To verify the Signature S,, the Authentication Initiator s

RSA private
N parameter

nature S, of
hall decrypt
A hash of its

the-Signature S, with the RSA public key of the Authentication Responder, then perform
nonce Ry, and the received Diffie-Hellman parameter g* mod p using the negotiated has

function. If

ing from the

decryption of the received signature S, the signature is verified successful. If the signature
verification is successful, the Authentication Initiator shall calculate the session key Kg (see 5.5.6). If
the signature verification fails, then the Authentication Initiator shall reply with an AUTH_Reject

message with Reason Code ‘Authentication Failure’ and Reason Code Explanation ‘Au

thentication

Failed’, and shall terminate the communication. If signature verification is successful, then the

Authentication Initiator shall send an AUTH_Done message (see 5.3.8).
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5.5.2 AUTH_Negotiate FCAP Parameters
5.5.2.1 Overview

The Authentication Protocol Parameters in the AUTH_Negotiate message for FCAP are formatted as
shown in table 28.

Table 28 — AUTH_Negotiate FCAP Protocol Parameters

Item Size (Bytes)
Parameter #1 = HashList variable
Palalllctcl #2 D: :9:DLIO{ vdal Iab:c
Parameter #k variable

Parameter:|Each parameter shall be formatted as shown in table 29.

Table 29 — AUTH_Negotiate FCAP Parameter Format

Item Size (Bytes)
Parameter Tag 2
Parameter Word Count 2
Parameter Value variable

Parameter Tag: Identifies the format of the Parameter Value. Rarameter Tags are shown in table 30.

Table 30 — AUTH_Negotiate FCAP Parameter Tags

Parameter Tag Parameter Value Format
0001h HashList (see 5.5.2.2)
0002h DHgIDList (see 5.5.2.3)

all others Reserved

Parameter Word Count: Indicates the-number of words composing the Parameter Value.
Parameter Value: Contains théparameter value.
5.5.2.2 HaghList Parameter

The HashList parameter shall be included as the first parameter in the AUTH_Negotiate FCAP Protocol
Parameters|(seetable 28).

Hashlist Paramete Nord-Count—Shalbe-settothenrumberof-hash
Authentication Initiator. Each hash function identifier is encoded into one word.

Hashlist Parameter Value: Each word of this field contains an identifier of a proposed hash function, in
order of preference. The first word contains the most preferred, the last word contains the least preferred
hash function. The list of defined hash function identifiers is shown in table 14.
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Support for the SHA-1 hash function is mandatory for FCAP. The MD5 hash function shall not be used with
FCAP.

5.5.2.3 DHgIDList Parameter

The DHglDList parameter shall be included as the second parameter in the AUTH_Negotiate FCAP
Protocol Parameters (see table 28).

DHgIDList Parameter Word Count: Shall be set to the number of proposed DH groups. Each DH group
identifier is encoded into one word.

DHgIDList Parameter Value: Each word of this field contains a DH group identifier (see table 15)

proposed by the Authentication Initiator, in order of preference.
Support for the NULL FCAP algorithm (i.e., DH group identifier = 0000 0000h) is‘mandagtory. When
selected, the FCAP protocol does not provide a session key Kg between the Authentication [nitiator and
the Authentication Responder at the end of the Authentication Transaction (see 5!5.6).

Support for the DH group 1 536 (i.e., DH group identifier = 0000 0003h) is mandatory for FCAP
implementations supporting a non-NULL FCAP algorithm.

5.5.3 FCAP_Request Message
5.5.3.1 Message Format

The FCAP_Request message is sent from the Authentication Responder to the Authenticatlon Initiator.
The format of the FCAP_Request message payload issShown in table 31.

Table 31 — FCAP_Request Message Payload

Item Size (Bytes)
Authentication Responder Certificate variable
Authentication Responder Nonce variable
Hash Identifier 4
DH Group Identifier 4

Authentication Responder Certificate: Shall contain the Certificate C, of the Authentication |Responder.
The format of the Certificate C is defined in 5.5.3.2.

Authentication‘Responder Nonce: This field shall contain the nonce R, created by the Authentication
Responder/The format of the nonce R, is defined in 5.5.3.3.

Hash Identifier: Shall be set to the identifier of the selected hash function among those proposed in the
AUTH_ Negotiate message. The Authentication Responder shall select a hash function in pccord with

annlicahla nalicy, Af tha Athantinatians DacmanAnry Thic Aalioy maoy racoiera that tha neafarana expressed

L X
P PTCOoTC PO Ty Ot T ot et Co o T Ty C o P OO e T o pPoOnTy oy rogquroctot i prorererco

by the Authentication Initiator in the AUTH_Negotiate message be honored.

DH Group Identifier: Shall be set to the DH Group Identifier (see table 15) selected for this Authentication
Transaction. The Authentication Responder shall select a DH Group Identifier in accord with applicable
policy of the Authentication Responder. This policy may require that the preference expressed by the
Authentication Initiator in the AUTH_Negotiate message be honored. If this field is set to zero, the DH
portion of the FCAP protocol shall not be performed.
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5.5.3.2 FCAP Certificate Format

The FCAP Certificate format is shown in table 32.

Table 32 — FCAP Certificate Format

Item Size (bytes)
Certificate Identifier 2
Certificate Length 2
Certificate Value variable

Certificate |dentifier: Identifies the format of the Certificate. Certificate identifiers are shown in table 33¢

Certificate |.ength: Indicates the total length in bytes of the Certificate Value. Length values are shown in
table 33.

Table 33 — Certificate Formats

Certificate Identifier | Certificate Type | Certificate Length (bytes)
0001h FCAP X.509 variable
all others Reserved

Certificate Value: Contains the Certificate value.

NOTE 15 - Certificates used by FCAP are in base-64 encoded X.509 format.

FCAP X.509 Certificate Value:
RFC 5280 gnd RFC 6818 define the Certificate syntax for Certificates consistent with X.509v3. Certificates
for FCAP shall use the RFC 5280 and RFC 6818 Certificate syntax as described in table 34.

Table 34 — FCAP usage of X.509v3 Certificate fields (part 1 of 2)

Certificate Field Usage Description

Support for RSA-SHA1 is mandatory (see RFC 3279)f.

Support for RSA2048-SHA256, RSA2048-SHA384, and
RSA2048-SHA512 is optional (see FIPS PUB 180-4). A
Certificate may be rejected if another algorithm is used.

signatufeAlgorithm Mandatory:.

signatureValue Mandatory | As per RFC 5280 and 6818.

Version 3 is required for Certificates with extensions. Legacy

version Mandatory use of version 1 is prohibited.

seriaINtllmber Mandatory | As per RFC 5280 and 6818.
L

Support for RSA-SHAT s mandatory (see RFC 3279

Support for RSA2048-SHA256, RSA2048-SHA384, and
RSA2048-SHA512 is optional (see FIPS PUB 180-4). A
Certificate may be rejected if another algorithm is used.

signature Mandatory

issuer Mandatory | As per RFC 5280 and 6818.
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Table 34 — FCAP usage of X.509v3 Certificate fields (part 2 of 2)

Certificate Field

Usage

Description

validity

Mandatory

As per RFC 5280 and 6818.

subject

Mandatory

The subject field, if not emptyC, contains a Distinguished Name
(DN) in ITU X.501 Name format. This format is a sequence of
attributes, each of them consisting of a (type, value) pair. The
type is expressed as an OID. One of the attributes is the
CommonName attribute, whose type is OID 2.5.4.3. The
CommonName attribute shall be used to represent a Fibre

attribute shall be a Fibre Channel Name_ldentifier reprgdsented
as 23 hexadecimal UTF-8 characters in colon separatgd
format (e.g., 10:00:00:60:69:90:0F:A7).d

subjectPublicKeyInfo

Mandatory

As per RFC 5280 and 6818.

issuerUniquelD

Optional

May be ignored.?

subjectUniquelD

Optional

May be ignored.?

Subject Alternative
Name extension

Invocable®

The Subject Alternative Name’ extension field contains|a
sequence of GeneralName' elements, that support multiple
formats. Exactly one-of'the GeneralName elements shall
represent a Fibre Channel Name_Identifier, and the
otherName format shall be used for this purpose. The
otherName férmat consists of a (type-id, value) pair. The
type-id field<of the otherName shall contain the OID
1.2.840.114402.1.1.1° to indicate that the otherName
represents a Fibre Channel Name_ldentifier. The valug|field of
thelotherName shall contain a Fibre Channel Name_Identifier
represented as 23 hexadecimal UTF-8 characters in cplon
separated format (e.g., 10:00:00:60:69:90:0F:A7).d

Key Usage
extension

Invocable

As per RFC 5280 and 6818.

Other critical
extensions

Prohibited

The Certificate shall be rejected.

Other extensions

Optional

May be ignored.?

b
[¢}
d

@ This'field should not be generated in a Certificate. If it is received in a Certificate, its value shall pe
parsed and ignored, except for applicable signature calculations.

JThis field is mandatory for version 3 Certificates.
This field may be empty for version 3 Certificates and shall not be empty for version 1 Certificatgs.
The following terms are ASN.1 syntax elements (see RFC 5280 and 6818): Name, GeneraINanre,

otherName, type, type-id, and value.
€ This OID represents: { iso(1) member-body(2) us(840) INCITS(114402) T11(1) element-identification(1)
Name-Identifier-format-1(1) }.

f For compliance with NIST SP 800-131A, use of RSA-SHA1 is prohibited and use of RSA2048-SHA256,
RSA2048-SHA384, and RSA2048-SHA512 is allowed.
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5.5.3.3 FCAP Nonce Format

The FCAP nonce format is shown in table 35.

Nonce Ider‘tifier: Identifies the format of the nonce. Nonce Identifiers are shown in table 36.

Nonce Len
36.

Nonce Valy

5.5.4 FCA

ISO/IEC 14165-432:2022 © ISO/IEC 2022

Table 35 - FCAP Nonce Format

Item

Size (Bytes)

Nonce ldentifier 2
Nonce Length 2
Nonce Value variable

Table 36 — Nonce Formats

gth: Indicates the total length in bytes of the Nonce Value. Length values are shown in table

Nonce Identifier Nonce Type Nonce Length (bytes)
0001h Binary String 256
all others Reserved

P_Acknowledge Message

5.5.4.1 Mesgsage Format

The FCAP
Responder.

Authentica

e: Contains a random value of the type shown in table 36.

| Acknowledge message is sent from theAuthentication Initiator to the Authentication
The format of the FCAP_Acknowledge message payload is shown in table 37.

Table 37 — FCAP_Acknowledge Message Payload

Item Size (Bytes)
Authentication Initiator Nonce variable
Authentication Initiator Signature variable
Authentieation Initiator Certificate variable
DH Value Length 4
DH-Value variable

format of thrf nonce Ry is defined in 5.5.3.3.

ion (nitiator Nonce: Shall contain the nonce Ry, generated by the Authentication Initiator. The

Authentication Initiator Signature: Shall contain the signature Sy generated by the Authentication

Initiator. The format of the signature S is defined in 5.5.4.2.

Authentication Initiator Certificate: This field shall contain the Certificate Cy, of the Authentication

Initiator. The format of the Certificate C, is defined in 5.5.3.2.
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DH Value Length: Diffie-Hellman parameter length. This length shall be a multiple of 4. If the DH group
Identifier is set to zero (i.e., NULL DH algorithm), this field shall be set to zero. Otherwise, it shall be set to
the length in bytes of the DH Value.

DH Value: Diffie-Hellman parameter. If the DH Value Length is set to zero, this field is not present. The DH
Value shall be set to the value of g¥ mod p, where y is a random number selected by the Authentication
Initiator, and p and g shall have the values indicated in table 15, based on the selected DH group Identifier.
A value of zero is illegal for the DH Value. If the DH Value is set to zero, the Authentication Responder
shall reply with an AUTH_Reject having Reason Code ‘Authentication Failure’ and Reason Code
Explanation ‘Incorrect Payload'.

5.5.4.2 FCAP Signature Format

The FCAP signature format is shown in table 38.

Table 38 — FCAP Signature Format

Item Size (bytes)
Signature Identifier 2
Signature Length 2
Signature Value variable

Signature Identifier: Identifies the format of the signature. Sighature identifiers are defined inftable 39.

Signature Length: Indicates the total length in bytes of the Signature Value. Length values dre shown in
table 39.

Table 39 —Signature Formats

Signature Identifier Signature Type Signature Length (bytes)
0001h RSA-SHA1 128

0002h RSA2048-SHA256 256

0003h RSA2048-SHA384 256

0004h RSA2048-SHA512 256

all others Reserved

Signature Value:(This field contains the signature value.

RSA-SHA1 Signature Value: The RSA-SHA1 signature is generated by computing the conc
the noncelwith the Diffie-Hellman parameter g¥ mod p, then applying the SHA-1 hash fun
concatenated quantity, then by encrypting the hash with the RSA private key of the sending

htenation of
ction to the
entity (see

RFG-3279).

048 SAR048-S 56-sigratd g ated-by-eemputing the
concatenation of the nonce with the Diffie-Hellman parameter g¥ mod p, then applying the SHA-256 hash
function to the concatenated quantity, then by encrypting the hash with the RSA private key of the sending

entity (see FIPS PUB 180-4).

RSA2048-SHA384 Signature Value: The RSA2048-SHA384 signature is generated by computing the
concatenation of the nonce with the Diffie-Hellman parameter g¥ mod p, then applying the SHA-384 hash
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function to the concatenated quantity, then by encrypting the hash with the RSA private key of the sending
entity (see FIPS PUB 180-4).

RSA2048-S

HA512 Signature Value: The RSA2048-SHA512 signature is generated by computing the

concatenation of the nonce with the Diffie-Hellman parameter g¥ mod p, then applying the SHA-512 hash
function to the concatenated quantity, then by encrypting the hash with the RSA private key of the sending
entity (see FIPS PUB 180-4).

Support for
RSA2048-S

NOTE 16 —

the RSA-SHA1 signature format is mandatory for FCAP. Support for the RSA2048-SHA256,
HA384, and RSA2048-SHA512 signature formats is optional.

For compliance with NIST SP 800-131A, use of RSA-SHA1 is prohibited and use of RSA2048-SHA256,

RSA2048-

5.5.5 FCA

The FCAP |
The format

Authentica
Responder.

DH Value L
Identifier is
the length in

DH Value: [
Value shall
Responder,
Identifier. A
Initiator sha
Explanation

556 Key

bHA384, and RSA2048-SHAS512 is allowed.

P_Confirm Message

Confirm message is sent from the Authentication Responder to the Authentication Initiator.
bf the FCAP_Confirm message payload is shown in table 40.

Table 40 — FCAP_Confirm Message Payload

Item Size (Bytes)
Authentication Responder Signature variable
DH Value Length 4
DH Value variable

tion Responder Signature: Shall contain the signature S, generated by the Authentication

The format of the signature is defined in 5.5.4.2.

ength: Diffie-Hellman parameter length. This’length shall be a multiple of 4. If the DH group
bet to zero (i.e., NULL DH algorithm), this field shall be set to zero. Otherwise, it shall be set to
bytes of the DH Value.

iffie-Hellman parameter. If the DK Value Length is set to zero, this field is not present. The DH
be set to the value of g* mod\p, where x is a random number selected by the Authentication
and p and g shall have thevalues indicated in table 15, based on the selected DH group
value of zero is illegal for'the DH Value. If the DH Value is set to zero, the Authentication
| reply with an AUTH Re¢ject having Reason Code ‘Authentication Failure’ and Reason Code
‘Incorrect Payload’.

Generation for.the Security Association Management Protocol

The FCAP protocolenables the Security Association Management Protocol by generating a session key

Kg that shal

be used by the SA Management Transaction (see 6.7).

chall ba comnutad-ac-tha camplatathach with na naddina of tha choead leany (o XY

K

p- Vi

The sessio

I
ROy IS oo o SO TP TtC U O ot T SO TPTIC T T O ST W It T o Po TG, Ot ST O Ry (g

mod p) generated during the FCAP transaction (i.e., Kg = H(g®¥ mod p)). The hash function H( ) is selected

by the Auth
session key

entication Responder in the HashID field of the FCAP_Request message. The size of the
Kg is determined by the selected hash function, as shown in table 14.

ISO/IEC 14165-432:2022 © ISO/IEC 2022
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5.5.7 Reuse of Diffie-Hellman Exponential

FCAP implementations may reuse a DH exponential (see 6.8.10) only when the generated session key Kg
(see 5.5.6) is not used.

The basic risk in allowing reuse of a DH exponential (g% or g¥) is replay of a prior authentication sequence
based on the attacker reusing the other exponential.

For FCAP, replay of authentication is prevented by the nonces, but the nonces don't contribute to
generation of the session key Kg, so DH exponential reuse by both parties results in the same session key.
This needs to be avoided, therefore reuse of DH exponential is allowed only when the generated FCAP
key is not used. If the generated FCAP session key is used for any purpose (e.g., as session key for the

SA Management protocol, see 6.7.2), the DH exponentials shall not be reused.
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5.6 FCPAP Protocol
5.6.1 Protocol Operations

FCPAP is a password based Authentication and key management protocol that uses the SRP algorithm
(see RFC 2945 and SRP-6). FCPAP provides bidirectional Authentication between an Authentication
Initiator and an Authentication Responder. When the FCPAP protocol successfully completes,
Authentication Initiator and Responder are authenticated and share a session key.

The parameters for Authentication in the SRP algorithm are a password, a salt, and a verifier. In order to
authenticate with the FCPAP protocol each ent|ty, |dent|f|ed by a unlque Name shall be prowded W|th a

v, is generdted by picking a random salt s,, computing the intermediate value x, = H(s, || Name, |} P,),

where H is @ one-way hash function, and computing the verifier v, = gXZ mod n. The random|salt s, shall
be a 16 bytgs quantity, while the password P, shall be at least 8 bytes long. The hash funetion and the DH
group used during the Authentication Transaction shall be those chosen to compute the'verifier.

NOTE 17 1 In a sense, the used hash function, DH group and modulus are a Fabric prdperty, because they are all
administrafively configured and then checked, rather than negotiated, during an Authientication Transaction. If two
entities arg configured with different parameters, an AUTH_Reject with reason code ‘Logical Error’ and Reason
Code Explanation ‘Hash Function Not Usable’ or ‘DH Group Not Usable’ is sent(in,response to an AUTH_Negotiate
message. If the AUTH_Negotiate message carries a list of hash functions or DH\groups, this means that the sender
has a verifipr for each of the offered possibilities. This allows a graceful change of the hash function or the DH group
across a Fabric by adding first the new verifiers, and by removing then, the old ones.

Table 41 — Mathematical Notation for FCPAP

Symbols Description

The modulus (n) and generator(g) of the chosen DH Group (see table 15).

N9 All computations are performed modulo n
P, Py Administratively configured passwords
Sz, Sy Administratively configured random salts
Vz, Vy Administrativelyt.configured pre-computed verifiers
Xz, Xy Private keys~eomputed from password and salt
Nonces;.Used as ephemeral private keys, generated randomly and not
az|b,, ay, by

publicly revealed

Az B2, Ay, By | _Gorresponding public keys

u Scrambling parameter, publicly revealed
M, My Hash values
§ $2'Sy Exponential values
[ YARY On wianvhach-funotion
T I\ , TG vvuy aorT TUTrTouivTT
Ks Computed session key

FCPAP operates with shared verifiers to verify a password assigned to entity Z (i.e., each entity has the
same pair of salt and verifier to authenticate entity Z). A double SRP transaction to verify the passwords of
both entities involved is required to provide a complete bidirectional Authentication.
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An example of a FCPAP protocol transaction is shown in figure 9 with the notation shown in table 41. All
computations are performed modulo n.

Authentication Authentication
Initiator (Z2) Responder (Y)

Authentication
Protocol begins

AUTH_Negotiate / T_ID=Q
(Name,, FCPAP, HashlIDList, DHgIDList)

UZ
B,=3v;+ g >

FCPAP_Init/ T_ID=Q
(Namey, B, s,, HashID, DHgID

O

u=H(A; [l B,)
X;= H(s, || Name, || P,)

(a, +ux,)

Xz
SZ= (Bz_ 39 )

u=H(A; [l B,) \

by= a, b
v g° 8= (A, (v)")
Ay= B,-3v, FCPAP_Accept/ T_ID=Q | Xy= H(sy || Namey | Py)
b A, M4, s a,=b
Sy: (Ay y (vy)u) y ( V4 1 y) y iy
s=8S,IIS, Yy~ 9
_ By,= 3v, + A
%‘H(Az” B, Il S) J ooy
s = x, @y [ uxy)
s=5,S,
verify My

FCGRAP_Complete / T_ID=Q

Mz=H(A, [| M1 ] §)

SN

Verify My
Ks = H(S)

AUTH_ Done / T_ID=Q

Entities are
authenticated an
strareasessiomRKey

Figure 9 — A FCPAP Protocol Transaction Example

The FCPAP protocol proceeds as follows:
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1) Operations shall start by negotiating the hash functions and the Diffie-Hellman group identifier to be
used in the Authentication process with the AUTH_Negotiate message (see 5.3.2). In the
AUTH_Negotiate message, the Authentication Initiator shall send its own name, and the list of the
Authentication Protocols and the associated parameters to be used for the remainder of this
Authentication Transaction. For the FCPAP protocol the parameters are the list of hash functions
(e.g., SHA-1) and the list of Diffie-Hellman Group Identifiers that may be used (see 5.4.2);

2) On receiving the AUTH_Negotiate message, the Authentication Responder shall pick the salt s, and
the verifier v, corresponding to the Authenticator Initiator, a random ephemeral private key b, and

b
compute the public key B, = 3v, + g “. The Authentication Responder shall then reply with a
FCPAP_Ini L ) L e
as been used to generate the verifier, the DH group identifier selected among the ones
propoged by the Authentication Initiator, the public key B, and the salt s;

3) On refeiving the FCPAP_Init message, the Authentication Initiator shall pick a randomephemeral

private key a,, and compute the corresponding public key A, = gaZ . The generated public key A, and
the refeived public key B, shall be combined to compute the scrambling parameter-u = H(A, || B,).
The Authentication Initiator shall then compute the private key x, = H(s, || Name, || P,) from the
X (aZ+UXZ)

receivied salt and its own password, and compute the exponential valuéS; = (B, -3g *)
The Authentication Initiator shall then use the Authentication Responder’s salt Sy and verifier Vy. It

shall pick the ephemeral private key by = a,, compute the verifier v, = gxz, and compute the

epherperal public key A, = B; - 3v,. It shall then compute.the exponential value Sy = (A, x (vy)u)by
that is| concatenated with the exponential value S, to campute the common exponential value S = S,
|l Sy. The Authentication Initiator shall then compute the’hash My = H(A; || B, || S) as evidence that it
has the correct session key, and compute the session key Kg = H(S). The Authentication Initiator
shall then reply with a FCPAP_Accept message (see 5.6.4), carrying the public key A, the hash My,
and the salt s, corresponding to the Authentication Responder;

4) On rgceiving the FCPAP_Accept. message, the Authentication Responder shall compute the

bZ
scrampling parameter u = H(Az1{|\B,), and the common exponential value S, = (A, x (vz)u) . The

Authentication Responder shall then compute the private key x, = H(s, || Name, || Py) computed
from fhe received salt,-and its own password. It shall pick the ephemeral private key ay = b,

comphte the verifier.vy= gxy, and compute the ephemeral public key By = 3vy + A,. Then it shall

(ay +uxy)

compuite the exponential value Sy = (By— 3g7) that is concatenated to S, to compute the

commpon exponential value S = S, || Sy. The Authentication Responder shall then compute the hash
M4 =|H(Az || B, || S), and shall verify the hash matches the value of the received hash M. If the
computed hash My~ does not match the value of the received hash My, the Autheniicafion fails and

the Authentication Responder shall reply with an AUTH_Reject message with Reason Code
‘Authentication Failure’ and Reason Code Explanation ‘Authentication Failed’, and shall terminate
the communication. If the authentication succeeds, the Authentication Responder shall compute the
session key Kg = H(S), and the hash M, = H(A,, || M4 || S) as evidence that it has the correct session

key, and shall send a FCPAP_Complete message (see 5.6.5), carrying the hash M,; and



https://iecnorm.com/api/?name=6ee6c22fa2c685bec347a08a00c823d4

ISO/IEC 14165-432:2022 © ISO/IEC 2022 81

5) On receiving the FCPAP_Complete message, the Authentication Initiator shall compute the hash
M,y = H(A, || M4 || S) and verify that it matches the value of the received hash M,. If the computed

hash M5’ does not match the value of the received hash M,, the authentication fails then the

Authentication Initiator shall reply with an AUTH_Reject message with Reason Code ‘Authentication
Failure’ and Reason Code Explanation ‘Authentication Failed’, and shall terminate the
communication. If the verification is successful, then the Authentication Initiator shall send an
AUTH_Done message (see 5.3.8).

5.6.2 AUTH_Negotiate FCPAP Parameters

5.6.2.1 Overview

The Authentication Protocol Parameters in the AUTH_Negotiate message for FCPAPare formatted as
shown in table 42.

Table 42 — AUTH_Negotiate FCPAP Protocol Parameters

Item Size'\(Bytes)
Parameter #1 = HashList Variable
Parameter #2 = DHgIDList variable
Parameter #k variable

Parameter: Each parameter shall be formatted as shown in table 43.

Table 43 — AUTH_Negotiate FCPAP Parameter Format

Item Size (Bytes)
Parameter Tag 2
Parameter Word Count 2
Parameter/\Value variable

Parameter Tag: Identifies.the’format of the Parameter Value. Parameter Tags are shown in tgble 44.

Table 44 — AUTH_Negotiate FCPAP Parameter Tags

Parameter Tag Parameter Value Format
0001h HashList (see 5.6.2.2)
0002h DHgIDList (see 5.6.2.3)

all others Reserved

Parameter Value: Contains the parameter value.

5.6.2.2 HashList Parameter

The HashList parameter shall be included as the first parameter in the AUTH_Negotiate FCPAP Protocol
Parameters (see table 42).
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Hashlist Parameter Word Count: Shall be set to the number of hash functions proposed by the
Authentication Initiator. Each hash function identifier is encoded into one word.

Hashlist Parameter Value: Each word of this field contains an identifier of a proposed hash function, in
order of preference. The first word contains the most preferred, the last word contains the least preferred
hash function. The list of defined hash function identifiers is shown in table 14.

Support for the SHA-1 hash function is mandatory for FCPAP. The MD5 hash function shall not be used
with FCPAP.

5.6.2.3 DHgIDList Parameter

The DHgIDList parameter shall be included as the second parameter in the AUTH_Negotiate FCPAP
Protocol Pafameters (see table 42).

DHgIDList Parameter Word Count: Shall be set to the number of proposed DH groups. Each,DH" group
identifier is ¢ncoded into one word.

DHgIDList|Parameter Value: Each word of this field contains a DH group identifier<(see table 15)
proposed by the Authentication Initiator, in order of preference.

Support for the DH group 1 536 (i.e., DH group identifier = 0000 0003h) is mandatory.
The NULL D)H group (i.e., DH group identifier = 0000 0000h) shall not be dsed.
5.6.3 FCPAP_Init Message

The FCPAH_Init message is sent from the Authentication Responder to the Authentication Initiator. The
format of thg FCPAP_Init message payload is shown in table45.

Table 45 — FCPAP_Init Message Payload

Item Size (Bytes)
Name variable
Authentication Data Length 4
Authentication DataValue variable
SRP Salt Length 4
SRP SaltValue variable
Hash dentifier 4
DH Group Identifier 4

Name: Shall be set-to the Authentication Responder Name. See 5.3.3 for name formats.

Authenticati

Authentication Data Value: Shall be set to the value of the ephemeral public key B, computed by the
Authentication Responder.

SRP Salt Length: Shall be set to the length in bytes of the SRP Salt Value.

SRP Salt Value: Shall be set to the value of the salt s, selected by the Authentication Responder.
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Hash Identifier: Shall be set to the selected hash function among those proposed in the corresponding

AUTH_Negotiate message. The Authentication Responder shall select a hash function in

accord with

applicable policy of the Authentication Responder. This policy may require that the preference expressed

by the Authentication Initiator in the AUTH_Negotiate message be honored.

DH Group Identifier: Shall be set to the identifier of the DH group selected for this Authentication
Transaction. The list of defined DH group identifiers is specified in table 15. The Authentication Responder
shall select a DH Group Identifier in accord with applicable policy of the Authentication Responder. This
policy may require that the preference expressed by the Authentication Initiator in the AUTH_Negotiate

message be honored.

5.6.4 FCPAP_Accept Message

The FCPAP_Accept message is sent from the Authentication Initiator to the Authentication
The format of the FCPAP_Accept message payload is shown in table 46.

Table 46 — FCPAP_Accept Message Payload

Item Size (Bytes)
Authentication Data Length 4
Authentication Data Value variable
Hash Length 4
Hash Value variable
SRP Salt Length 4
SRP Salt Value variable

Authentication Data Length: Shall be set to thé\length in bytes of the Authentication Data V3

Authentication Data Value: Shall be sett0“the value of the ephemeral public key A, comp
Authentication Initiator.

Hash Length: Shall be set to the length in bytes of the Hash value.

Hash Value: Shall be set to the-value of the hash M4 computed by the Authentication Initiator.
SRP Salt Length: Shall be’'set to the length in bytes of the SRP Salt Value.

SRP Salt Value: Shall be set to the value of the salt s, selected by the Authentication Initiator
5.6.5 FCPAP.Complete Message

The FCRAP_Complete message is sent from the Authentication Responder to the Authenticat
Theformat of the FCPAP_Complete message payload is shown in table 47.

Responder.

lue.

uted by the

ion Initiator.

Tahle 47 - ECPAP_Complete Message Payload

Item Size (Bytes)
Hash Length 4
Hash Value variable

Hash Length: Shall be set to the length in bytes of the Hash Value.
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Hash Value: Shall be set to the value of the hash M, computed by the Authentication Responder.
5.6.6 Key Generation for the Security Association Management Protocol

The FCPAP protocol enables the Security Association Management Protocol by generating a session key
Kg that shall be used by the SA Management Transaction (see 6.7).

The session key Kg shall be computed as the complete hash, with no padding, of the common exponential
value S computed during the FCPAP transaction (i.e., Kg = H(S)). The hash function H( ) is selected by the
Authentication Responder in the HashID field of the FCPAP_Init message. The size of the session key Kg
is determined by the selected hash function, as shown in table 14.

5.6.7 Reuse of Diffie-Hellman Exponential

FCPAP implementations shall not reuse a DH exponential (see 6.8.10) because there is no other sgurce of
randomness in the protocol (e.g., no additional nonces). Any exponential reuse risks replay, of-an old
authentication.
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5.7 FCEAP Protocol

5.7.1 Protocol Operations

The Extensible Authentication Protocol (EAP) defined in RFC 3748 is an authentication protocol that
supports multiple authentication methods. FCEAP defines how to encapsulate EAP messages over the
AUTH messages defined in 5.2. This is done by mapping the four EAP packet formats defined by RFC
3748 (i.e., Request, Response, Success, Failure) into the AUTH Messages (see table 8).

An example of a FCEAP protocol transaction is shown in figure 10.

Authentication
Initiator (K)

FCEAP_Request/ T_ID=Q

FCEAP_Success / T_ID=Q

Figure 10 — A FCEAP Protocol Transaction Example

5.7.2° "AUTH_Negotiate FCEAP Parameters

AUTH_Negotiate / T_ID=Q
(FCEAP)

FCEAP_Response / T_ID=Q

Authentic
Respende

T

ation

(H)

CTOTGOTS TTTTroToo

Tha ECEAD nratacal docce not ca Authanticoatinns Deatannl Doaramantare oo naet ~Af tha ALIT
T o7/ Proto o oot rortrreTrrrCotroTTT T otoCoOTTarartt pPort O tc7Yot

message payload. See table 11 for the FCEAP protocol identifier.

H Negotiate
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The FCEAP_Request message is sent from the Authentication Responder to the Authentication Initiator.

The payload of the FCEAP_Request message is shown in table 48.

Authentica

EAP_Code
Protocol levgl.

EAP_Ildentifier: The EAP_Identifier field is one byte long and aids in matching FCEAP_Responses with

FCEAP_Re

EAP_Leng
EAP_Code,

Table 48 — FCEAP_Request Message Payload

Item Size (Bytes)
Authentication Responder Name variable
EAP_Code 1
EAP_Identifier 1
EAP_Length 2
EAP_Data variable

juests.

ion Responder Name: Shall be set to the Authentication Responder Name (see 5:3.3).

t The EAP_Code Field shall be set to one to identify the EAP Request packet at the EAP

th: The EAP_Length field indicates the length, in bytesiof-the EAP packet including the
EAP_Identifier, EAP_Length, and EAP_Data fields. A message with the EAP_Length field set

to a value Igrger than the number of received bytes shall be discardéed.

EAP_Data:

The EAP_Data field is zero or more bytes. The format of the EAP_Data field is determined by

the EAP_Cqde field as specified in RFC 3748.

5.7.4 FCE

AP_Response Message

The FCEAP| Response message is sent from the Authentication Initiator to the Authentication Responder.
The payload of the FCEAP_Response message is shown in table 49.

Table 49 —FCEAP_Response Message Payload

Item Size (Bytes)
Authentication Initiator Name variable
EAP ‘Code 1
EAP _ldentifier 1
EAP_Length 2
EAP_Data variable

Authentication Initiator Name: Shall be set to the Authentication Initiator Name (see 5.3.3).

EAP_Code: The EAP_Code Field shall be set to two to identify the EAP Response packet at the EAP

Protocol level.

EAP_Ildentifier: The EAP_Identifier field is one byte long and aids in matching FCEAP_Responses with

FCEAP_Requests.
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EAP_Length: The EAP_Length field indicates the length, in bytes, of the EAP packet including the

EAP_Code, EAP_Identifier, EAP_Length, and EAP_Data fields. A message with the EAP_Len
to a value larger than the number of received bytes shall be discarded.

gth field set

EAP_Data: The EAP_Data field is zero or more bytes. The format of the EAP_Data field is determined by

the EAP_Code field as specified in RFC 3748.

5.7.5 FCEAP_Success Message

The FCEAP_Success message is sent from the Authentication Responder to the Authentication Initiator.

The payload of the FCEAP_Success message is shown in table 50.

Table 50 — FCEAP_Success Message Payload

Item Size (Bytes)
Authentication Responder Name variable
EAP_Code 1
EAP_Identifier 1
EAP_Length 2

EAP_Code: The EAP_Code Field shall be set to three ta.identify the EAP Success packet
Protocol level.

EAP_Identifier: The EAP_ldentifier field is one byie 1ong and aids in matching FCEAP_Res
FCEAP_Requests. The EAP_ldentifier field shalkmatch the EAP_ldentifier field of the FCEAH
message to which the EAP_Success message‘is’responding.

EAP_Length: Shall be set to four.
5.7.6 FCEAP_Failure Message

The FCEAP_Failure message-is sent from the Authentication Responder to the Authenticat
The payload of the FCEAP\ Failure message is shown in table 51.

Table 51 — FCEAP_Failure Message Payload

Item Size (Bytes)
Authentication Responder Name variable
EAP_Code 1
EAP_ldentifier 1
EAP_Length 2

Authentication Responder Name: Shall be set to the Authentication Responder Name (see

3.3).

at the EAP

bonses with
_Response

on Initiator.

Authentication Responder Name: Shall be set to the Authentication Responder Name (see 5.3.3).

EAP_Code: The EAP_Code Field shall be set to four to identify the EAP Failure packet
Protocol level.

at the EAP
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EAP_Ildentifier: The EAP_ldentifier field is one byte long and aids in matching FCEAP_Responses with
FCEAP_Requests. The EAP_|dentifier field shall match the EAP_ldentifier field of the FCEAP_Response
message to which the EAP_Success message is responding.

EAP_Length: Shall be set to four.

5.7.7 AUTH_Reject Use

A FCEAP Protocol transaction shall be terminated as described in this subclause.

If an error is detected at the AUTH Protocol level (e.g., if an Authentication Initiator receives a
FCEAP_Reque

terminated with an AUTH Reject message (see 5.3.7) with Reason Code set to 01h (Authent|cat|on
Failure) and Reason Code Explanation set to 06h (Incorrect Payload).

If an error i$ detected at the EAP Protocol level, then the FCEAP Protocol transaction shall proceed to
conclusion as described in RFC 3748.

An example| of an FCEAP Protocol transaction that ends with a failure at the EAP Protocol level is shown
in figure 11.

Authentication Authentication
Initiator (K) Responder (H)

] AUTH_Negotiate)/ T_ID=Q
(FCEAP)

FCEAP_Request/T_ID=Q

FCEAP_Response / T_ID=Q

FCEAP_Failure / TUID=Q

Figare11 — A Failing FCEAP Protocol Transaction Example

5.7.8 AUTHZELS and AUTH_ILS Size Requirements

FCEAP requires an AUTH_ELS and AUTH_ILS to be able to transport a payload of 1 040 bytes or greater.
The reason is that EAP, as specified in RFC 3748, requires such a transport.
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5.7.9 Supported EAP Methods

FCEAP supports the EAP methods shown in table 52.

Table 52 — Supported EAP Methods

EAP Type? EAP Name Description
EAP Generalized Pre-Shared Key (EAP-GPSK) Method
51 EAP-GPSK (see RFC 5433)
all others Reserved to IANA
2 These values are a subset of those specified in http://www.iana.org/assignments/eap-numbers

5.7.10 Key Generation for the Security Association Management Protocol
\With use of some EAP methods (e.g., EAP-GPSK), the FCEAP protocol enables \the Security
Management Protocol by generating a session key Kg that shall be used by the SA M
Transaction (see 6.7).
If

a) FCEAP negotiates to use an EAP method that exports a Master Session Key (see RFC

b) the Authentication Initiator and the Authentication Responder both have access to the
Session Key; and

c) FCEAP negotiates to concatenate an SA Mafagément Transaction to the Authentication

then the session key Kg shall be bytes 32 .. 63 of the Master Session Key exported by the E
\When exported by an EAP method, the Master Session Key has a length greater than or equal

Where Kg is treated as an integer, thesmost significant byte shall be byte 0 of Kg and the leag
byte shall be byte 32 of Kg.

If

a) FCEAP negotiates’™o use an EAP method that does not export a Master Session Ke
3748); or

b) the Authentication Initiator and the Authentication Responder do not both have access
Master.Session Key,

then FEEAP shall not negotiate to concatenate an SA Management Transaction to the Au
Protocol.

Association
hnagement

3748);

FAP Master

Protocol,

AP method.
to 64 bytes.

t significant

y (see RFC

to the EAP

hentication

NLO) A

),

authenticatio

authentication server rather than the FCEAP peer. There is no current standard for a RADIUS authentication server
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to securely pass an EAP Master Session Key to its client. RFC 4072 specifies such a protocol for DIAMETER

authenticat

NOTE 19 -

because it
authenticat

58 AUTH_

ion servers.
Access to the EAP Master Session Key is less likely to be an issue for the Authentication Initiator

is an EAP client, and there is no current standard by which an EAP client can act as a client to an
ion server.

ILS Specification

5.8.1 Overview

The AUTH

ILS SW_ILS shall be used to convey Authentication messages between Switches, via either

the Fabric (
Identifier (i.g

Any Switch
Authenticat
progress b
Domain_Co

NOTE 20
this standa

If two Switd
Transaction

If a Switch
designated
Switch that
Authenticat
lower Namg
Initiator sha
Code ‘Logid
Switch that
and abort itg

If a Switch
AUTH_Neg
of its choosi

In order to n
each AUTH
be replied tq
by the AUTH

Controller Address ldentifier (i.e., FFFFFDh to FFFFFDh) or the Domain Controller Address
., FFFCxxh to FFFCxxh).

may act as Authentication Initiator or as Authentication Responder. A Switch may-initiate an
on Transaction whenever needed. No more than one Authentication Transactionxshall be in
etween a pair of E_Ports, using the Fabric Controller Address Identifiéry or a pair of
htroller Address Identifiers, at any time.

The usage of the AUTH_ILS SW_ILS between Domain Controller Address ldentifiers is not specified by
rd.

hes start an Authentication Transaction at the same timeoné of the two Authentication
5 shall be aborted as described in this subclause.

s acting as an Authentication Initiator and receivesamnAUTH_Negotiate message from the
Authentication Responder, one of the two Authentication Transactions shall be aborted. The
sent the AUTH_Negotiate message with the numerically higher Name shall remain the
on Initiator, while the Switch that sent the AUJFH_Negotiate message with the numerically
shall become the Authentication Respondér. The Switch that remains the Authentication
| reply to the received AUTH_Negotiate message with an AUTH_Reject message with Reason
al Error’ and Reason Code Explanation ‘Authentication Transaction Already Started’. The
becomes the Authentication Responder shall reply to the received AUTH_Negotiate message
own transaction upon receipt of the AUTH_Reject message.

s not acting as an Authentication Initiator or Authentication Responder and it receives an
ptiate message, then it shall reply to that message as specified by the Authentication Protocol
hg, becoming the Authentication Responder.

ot tie the timeouts)of Authentication Protocols with the timeouts already defined for SW_ILSs,
message is eatried in a separate bidirectional Exchange (see FC-FS-3). Each AUTH_ILS shall
with a nul SW_ACC or with a SW_RJT. Failures at the Authentication level shall be indicated
1 Rejectmessage, not by the SW_RJT SW_ILS.

ISO/IEC 14165-432:2022 © ISO/IEC 2022
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As an example, figure 12 shows the flow of AUTH_ILSs for the E_Port to E_Port Authentication case.

E_Port E_Port
ELP request Wﬁ
Exchange a ELP accept
AUTH_ILS message #1 w»
w SW_ACE
‘w ADTH_ILS message #2
SW_ACC Exchange y

AUTH_ILS message #3

SW_ACC

Figure 12 — FC-2 AUTH_ILS Mapping Example for the E_Port to E_Port Cas¢

Exchanhge z

PRt

Exchange q

N

Exchange q

5.8.2 AUTH_ILS Réquest Sequence

Protocol: AUTH JLS SW_ILS Request Sequence

SW_ACC

AUTH_ILS message #4

Addressing:-For use between two adjacent E_Ports, the S_ID field shall be set to FFFFFDh, irjdicating the
Fabric Controller of the originating Switch, and the D_ID field shall be set to FFFFFDh, indicating the Fabric
Controller of the destination Switch. For use between two Domain_Controllers, the S_ID field|shall be set
tolFFFCxxh, indicating the Domain_Controller of the originating Switch, and the D_ID field shill be set to

Cantraollarof-tha dactination Swawiteh
O oOmTCT Ot e Oo oSt otorTOoO Wit

EEEC v vh indicatina tha Nana i
T oyyrt 1 oyt

T Y TS Dottt

Payload: The format of the AUTH_ILS Request Sequence Payload is shown in table 3.
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5.8.3 AUTH_ILS Reply Sequence

SW_RJT: SW_RJT shall be sent as a reply to signify the rejection of the AUTH_ILS Request Sequence for
reasons shown in table 53. SW_RUJT shall not be used to indicate a failure of Authentication detected by

the Authenti

cation Protocol during processing. Such failure shall be indicated by SW_ACC followed by an

AUTH_Reject message.

Table 53 — AUTH_ILS SW_RJT Reasons

Reason Reason Code Reason Code Explanation

AUTH_ILS not supported

0Bh 2Ch

L

oLl D0k

+ LD
pyival DUoSy UJT1 UVUTI

The receive

r of an SW_RJT signaling a Logical Busy error condition should restart the Authentication

Protocol affer a random delay. The receiver should compute the random delay by using the 'following

binary expo
delay a rang
a Logical B
upper limit g
the second

random delz
an AUTH_T]

SW_ACC:

nential backoff algorithm. Before restarting the Authentication Protocol the receiver should
om amount of time between E_D_TOV and R_A_TOV. For each additional SW/RJT signaling
sy error condition that occurs after an attempt at restarting, the receiver sheuld double the
f the range from which the delay is chosen, until the upper limit reaches AUTH_TOV (i.e., for
festart the random delay is between E_D_TOV and 2 times R_A_TOV; for the third restart the
y is between E_D_TOV and 4 times R_A_TOQOV). If the Logical Busy.error condition is ignored,
OV timeout shall occur (see 5.12).

SW_ACC shall be sent as a reply to signify the acceptance of the AUTH_ILS Request

Sequence for processing. The format of the AUTH_ILS SW_ACC Payload is shown in table 54.

5.9 B_AU]
5.9.1 Ove
The B_AUT

B_Port. The
Authenticati

Table 54 — AUTH_ILS SW_ACC Payload

Item Size (Bytes)

4

0200 0000h

H_ILS Specification
view
H _ILS SW_ILS shall be used to convey Authentication messages between an E_Port and a

E_Port shall always actas the Authentication Initiator and the B_Port shall always act as the
bn Responder. The B Port shall never initiate an Authentication Transaction.

ISO/IEC 14165-432:2022 © ISO/IEC 2022
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The B_AUTH_ILS allows B_Ports to be authenticated when B_Ports are used to interconnect remote

E_Ports, as shown in figure 13.

AUTH_ILS
E Port j# — ——— — — — — — T — — — — — — -»| E_Port
» 4
AN /
\B_AUTH_ILS B_AUTH_ILS ~
AN /
N /
Q4 ) d

Non-FC Authentication

Figure 13 — Usage of B_AUTH_ILS

The two remote E_Ports may authenticate each other by using the AUTHANILS, propagated

FC-SW-5).

one is terminated by B_Ports and the other is propagated by B_Ports.

FC-FS-3). Each B_AUTH_ILS shall be replied to-with a null SW_ACC or with a SW_RJT. Fa
Authentication level shall be indicated by the AUTH_Reject message, not by the SW_RJT SW

by B_Ports.

The two B_Ports may authenticate each other using methods outside.the scope of this stgndard. The
B_AUTH_ILS, terminated by B_Ports, shall be used to authenticate the link between E_Port and B_Port. If
performed, a B_AUTH_ILS transaction shall precede an AUTH_II<S transaction over the same link (see

Other than the different SW_ILS code, the only differenceibetween B_AUTH_ILS and AUTH _ILS is that

Each B_AUTH_ILS Authentication Protocol message is carried in a separate bidirectional Exghange (see

lures at the
| ILS.
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As an example, figure 14 shows the flow of B_AUTH_ILSs for E_Port to B_Port Authentication.

E_Port B_Port
ELP request w_»
4% ELP accept
B_AUTH_ILS message #1 w*
Exchange y B_AUTH_ILS message #2
B_AUTH_ILS message #3 W»
AW SW_ACC
Exchange’q B_AUTH_ILS message #4
SW_ACC W_»

Figure 14 —'FC-2 B_AUTH_ILS Mapping Example

An E_Port that detects it is connected to a B_Port may use B_AUTH_ILSs to authenticate the B_Port, and
then AUTH |ILSs to authenticate with the remote E_Port.

5.9.2 B_AUTH_ILS Request Sequence

Protocol: B AUTH. ILS SW_ILS Request Sequence

Addressinc = Eor nica haohyvoon an E Dot and o D Dokt tha © 1N fald chall ha cont i CECEENN  onA tha
U o ooCoCthw et O T T ort oo DT O G, thHc oo HeTto— oo oC—SoCtTto—T 1 T T D afrto tic

D_ID field shall be set to FFFFFDh.

Payload: The format of the B_AUTH_ILS Request Sequence Payload is shown in table 5.
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5.9.3 B_AUTH_ILS Reply Sequence

SW_RJT: SW_RJT shall be sent as a reply to signify the rejection of the AUTH_ILS Request Sequence for
reasons shown in table 55. SW_RUJT shall not be used to indicate a failure of Authentication detected by

the Authentication Protocol during processing. Such failure shall be indicated by SW_ACC foll
AUTH_Reject message.

Table 55 - B_AUTH_ILS SW_RJT Reasons

owed by an

Reason Reason Code Reason Code Explanation

B_AUTH_ILS not supported 0Bh 2Ch

oLl 0k

L + LD
Luyivdlr pbuoy UJI1 UVUTI

The receiver of an SW_RJT signaling a Logical Busy error condition should restart‘the Au
Protocol after a random delay. The receiver should compute the random delay by using th
binary exponential backoff algorithm. Before restarting the Authentication Protogcol the recs
delay a random amount of time between E_D_TOV and R_A_TOV. For each additional SW_R
a Logical Busy error condition that occurs after an attempt at restarting, the-receiver should
upper limit of the range from which the delay is chosen, until the upper limit reaches AUTH_T]
the second restart the random delay is between E_D_TOV and 2 times,R_A_TOV; for the thir

hentication
e following
iver should
T signaling
double the
OV (i.e., for
J restart the

random delay is between E_D_TOV and 4 times R_A_TOV). If the Logical Busy error condition is ignored,

an AUTH_TOV timeout shall occur (see 5.12).

SW_ACC: SW_ACC shall be sent as a reply to signify theracceptance of the B_AUTH_l
Sequence for processing. The format of the B_ AUTH_ILS'SW_ACC Payload is shown in table

Table 56 — B_AUTH/ILS SW_ACC Payload

Item Size (Bytes)
0200 0000h 4

5.10 AUTH_ELS Specification

5.10.1 Overview

The AUTH_ELS ELS is sent by:
a) An Nx_Porttoyanother Nx_Port;
b) An Nx<Rert to an Fx_Port; or
c) AnFEx_Port to an Nx_Port.

AN/AUTH_ELS transfers an Authentication message or a fragment of an Authentication
ALTHL L1 Q roorocl oain haoabhavaoon thao v nccnnin tad Ny Dartc (A ~ foranthonticntisa

S Request
56.

message.

sth a Fabric,

o _ o TOOUTT T o CoOgT T oCTyw COTT Tty O o S SOTatCU—TINA— T OTto(C~g ;10T atHReRtHeateoR— W

one Nx_Port is an F_Port Controller) prior to its use.

Any Nx_Port or F_Port Controller may act as Authentication Initiator or as Authentication Responder. An
Nx_Port or a F_Port Controller may initiate an Authentication Transaction whenever appropriate (see
clause 8). No more than one Authentication Transaction shall be in progress between a pair of Nx_Ports,

or an Nx_Port and a F_Port Controller, at any time.


https://iecnorm.com/api/?name=6ee6c22fa2c685bec347a08a00c823d4

96 ISO/IEC 14165-432:2022 © ISO/IEC 2022

If two Nx_Ports start an Authentication Transaction at the same time, one of the two Authentication
Transactions shall be aborted, as described in this subclause.

If an Nx_Port or F_Port Controller is acting as an Authentication Initiator and receives an AUTH_Negotiate
message from the designated Authentication Responder, one of the two Authentication Transactions shall
be aborted. In the case of Nx_Port to Nx_Port Authentication, the Nx_Port that sent the AUTH_Negotiate
message with the numerically higher Name shall remain the Authentication Initiator, while the Nx_Port that
sent the AUTH_Negotiate message with the numerically lower Name shall become the Authentication
Responder. In the case of Nx_Port to F_Port Controller Authentication, the Nx_Port shall remain the
Authentication Initiator, while the F_Port Controller shall become the Authentication Responder. The
Nx_Port that remalns the Authentlcatlon Initiator shall reply to the recelved AUTH_Negotiate message W|th
an AUTH_ 3
‘Authenticafjon Transact|on Already Started The Nx_ Port that becomes the Authentlcat|on Responder
shall reply tp the received AUTH_Negotiate message and abort its own transaction upon receipt of the
AUTH_Reject message.

If an Nx_Port or F_Port Controller is not acting as an Authentication Initiator or AuthenticationyResponder
and it receives an AUTH_Negotiate message, then it shall reply to that message as specified by the
Authenticatipn Protocol of its choosing, becoming the Authentication Responder.

If performedl, an Authentication Transaction between an Nx_Port and an F_Peort Controller should be
completed hefore any Nx_Port to Nx_Port Authentication Transaction involving {he'same Nx_Port.

In order to njot tie the timeouts of Authentication Protocols with the timeouts already defined for ELSs, each
Authenticatipn Protocol message or fragment (see 5.10.4) is carried in‘a separate bidirectional Exchange
(see FC-FS}3). Each AUTH_ELS shall be replied to with a null LS_ACGC or with a LS_RJT. Failures at the
Authenticatipn level shall be indicated by the AUTH_Reject message, not by the LS _RJT ELS.
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As an example, figure 15 shows the flow of ELSs for the Nx_Port to Nx_Port Authentication case.

AUTH_ELS message #1 w*

PLOGI Exchange a

Exchange a LS_ACC

T LT

5.10

Add

a)

h)

.2 AUTH_ELS Request Sequence

Protocol: AUTH_ELS ELS Request Sequence

sage, or FFFFFOh (i.&:, the N_Port Controller address), or FFFFFEh (i.e., the F_Port Controlle
the AUTH_ELS message is being sent from an Fx_Port to an Nx_Port, or the Well Known Addr
neric Service. The D_ID field shall designate the Nx_Port to which Authentication is being per
shall be one.of:

Exchange x LS_ACC
-
Exchange y AUTH_ELS message
LS_ACC Exchange y

AUTH_ELS message #3 W_»
4% LS_ACC

Exchange q AUTH_ELS messags

LS_ACC wﬂ»

Figure 15 — FC-2 AUTH_ELS Mapping Example for the Nx_Port to Nx_Port Case

ressing: The S_ID field shall be the address identifier of the Nx_Port sending the AUTH

The address identifier of another Nx_Port to designate that Nx_Port as the Nx_Pqg
Authentication is being performed;

#2

#4

| ELS mes-

I address) if
bss of a Ge-

ormed, and

rt to which

ee FC-FS-3

~7

c)

Tha N _Paort Cantrallar addrace (i o
TN T ot oorroncT— A= S

deress—{ie
and FC-LS-2);

ECEEEEQOR) ta da nat
ot to g

olol alto._
esrgratc—a—v

VET canabla RPN _Daort (o
T 1 CopaotC—T T Oft

The Well Known Address of a Generic Service to designate that Generic Service as the Nx_Port to

which Authentication is being performed; or
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d) FFFFFEh to designate the local F_Port Controller as the Nx_Port to which Authentication is being
performed. Authentication of an Nx_Port with its local F_Port Controller shall be equivalent to
Authentication with the Fabric.

Payload: The format of the AUTH_ELS Request Sequence Payload is shown in table 6.

5.10.3 AUTH_ELS Reply Sequence

LS_RJT: LS_RJT shall be sent as a reply to signify the rejection of the AUTH_ELS Request Sequence for
reasons shown in table 57. LS_RJT shall not be used to indicate a failure of Authentication detected by the

Authenticatjon Protocol during processing. Such failure shall be indicated by LS ACC followed by an
AUTH_Reject message.
Table 57 — AUTH_ELS LS_RJT Reasons
Reason Reason Code | Reason Code Explanation

AUTH_ELS not supported 0Bh 2Ch

AU[TH_ELS received by an Nx_Port from 09h 1Eh

an Nx_Port with which it is not logged in

Logical Busy 05h 00h
The receivgr of an LS_RJT signaling a Logical Busy error condition should restart the Authentication

Protocol affer a random delay. The receiver should compute the random delay by using the following

binary expo
delay a rang
a Logical B
upper limit g
the second

random del3
an AUTH_T]

LS_ACC: |

nential backoff algorithm. Before restarting the Authentication Protocol the receiver should
om amount of time between E_D TOV and R_A_ TQ¥A‘For each additional LS_RJT signaling
sy error condition that occurs after an attempt at&estarting, the receiver should double the
f the range from which the delay is chosen, untilxthe upper limit reaches AUTH_TOV (i.e., for
festart the random delay is between E_D_TOV<‘and 2 times R_A_TOV; for the third restart the
y is between E_D _TOV and 4 times R_A .JQV). If the Logical Busy error condition is ignored,
OV timeout shall occur (see 5.12).

S_ACC shall be sent as a reply-to signify the acceptance of the AUTH_ELS Request

Sequence for processing. The format of the AUTH_ELS LS ACC Payload is shown in table 58.

5.10.4 AU

The size of

Table 58 = AUTH_ELS LS_ACC Payload

Item Size (Bytes)

4

0200 0000h

TH_ELS Fragmentation

hn Authentication message may exceed the size of an ELS payload that a specific Nx_Port is

able to hang

Buffer Condi

el /AR NXx_ Port may report that is has some ELS S|ze limitations by settlng to one the Query

Report Port Buffer Condltlons (RPBC) ELS (see FC-LS- 2) allows to quantlfy the ELS size Ilmltatlons All
fragments of an AUTH_ELS message, except the last one, shall be of the maximum supported size
reported by the RPBC ELS.

In order to support AUTH_ELS, an Nx_Port with buffer limitations is required to support the RPBC ELS and
the QBC bit in the FLOGI and PLOGI ELSs (see FC-LS-2). If an Nx_Port with buffer limitations does not
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support the RPBC ELS, or does not support the QBC bit in the FLOGI and PLOGI ELSs, that Nx_Port shall
reject any AUTH_ELS message with a Reason Code 'ELS not supported'.
The AUTH_ELS provides a means to indicate either that:
a) The AUTH_ELS contains the final or the only fragment of an Authentication message; or

b) A sequentially subsequent fragment of the same Authentication message shall be sent in the next
AUTH_ELS from the same S_ID to the same D_ID.

NOTE 21 — Fragmentation as defined in this subclause does not apply to AUTH_ILS and B_AUTH_ILS.

The common part of the AUTH_ELS message (i.e., the first 12 bytes of the message shown in table 6)
shall be included in each fragment. A sender with ELS size limitations, or that has to send a-message to a
receiver with ELS size limitations, shall fragment each Authentication message as shown.in figure 16.

Authentication Message Payload

FC
header

FC
Common part of
AUTH message header /
More Fragment =1
FC

Gommon part of header \

AUTH message x

More Fragment =1 Common par{ of

AUTH message
More Fragmgnt =0

Figure 16 — AUTH_ELS Fragmentation Process

A receiverishall use the value of the More Fragments bit (see table 7) to determine if an Authentication
message.is complete or if more fragments follow. The Message Length field of the common part of the
AUTHMNELS allows the receiver to establish an appropriately sized buffer to reassemblg the entire
Adthentication message. Each fragment shall be accepted by replylng with an LS ACC to the gender. The
GSHfor the sent
fragment has been received. When the last fragment is recelved (i.e., More Fragment bit = 0b) the receiver
is able to process the complete Authentication message.

If the sender does not receive the LS _ACC associated with a specific fragment within 2 times R_A_TOV, it
shall retransmit the fragment. The Sequence Number bit (see table 7) allows the receiver to recognize a
retransmitted fragment. The Sequence Number bit shall be initialized to zero in the first fragment of an
Authentication message to be fragmented, and shall be alternated in each subsequent fragment of the
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same Authentication message. Given that any fragment needs to be accepted with an LS_ACC before the
following fragment may be sent, only one fragment may be in transit at any given time. The receiver shall
detect a retransmitted fragment when it has the same Sequence Number as the one previously received, if
it belongs to the same Authentication message.

Figure 17 shows an example of how the Sequence Number is used to perform error recovery. The second
fragment of an Authentication message is delivered to the receiver, but the responding LS _ACC is lost.
When the 2 times R_A_TOV timeout expires, the Exchange x2 is closed and the fragment is retransmitted.
Any LS _ACC arriving in error after the 2 times R_A_TOV timeout are discarded. The receiver is able to
recognize the fragment as a duplicated fragment, because the Sequence Number does not change in
respect to the previously received fragment of the same Authentication message.

AUTH message frag #1 Exchange x1 Received SN = 0
SN =P, More Fragment =1
AW LS_ACC
AUTH message frag #2 Exchange x2 Recefved SN = 1

SN

1, More Fragment =1
Exchange x2 bS*ACC

o e

Njo LS_ACC Received
Timeout Expired

Refransmit the fragment
Received SN = 1

AUTH message frag #2 Exchangex3 Duplicate fragment

SN =[1, More Fragment =1
AW LS_ACC
AUTH message frag #3 Exchange x4 Received SN =0
SN =P, More Fragment =0
Exchange x4 LS _ACC

D —

Figure 17 — Use of the Sequence Number Bit Example

An examplqg of-an Authentication Transaction using the fragmentation capability of AUTH_ELS and the
RPBC ELS can EC 1 Q I\ 4~ Aicanvnr El S cizn lmitatinne 1o chavan i fingien 10

OC T T o O toO troCO Ve O SIZC T T It ttOT T o T~ ST TowW I T i goutrc—TO7

In this example the PLOGI process discovers particular buffer conditions to report, with the Query Buffer
Condition bit set to one in the Common Service Parameters field. The RPBC ELS is then used, so both
parties understand their limitations in handling ELS buffers. Then the Authentication is performed, by
fragmenting each Authentication message in two or more, if required, AUTH_ELS fragments.
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PLOGI Exchange a
4% PLOGI Accept
RPBC Exchange b
A-W RPBC Accept
AUTH message #1, frag #1 Exchange x1
SN =0, More Fragment =1
AW LS_ACC
AUTH message #1, frag #2 Exchange x2
SN =1, More Fragment =0
Exchange x2 bS7ACC

LS_ACC

LS_ACC

AUTH message #3, frag #1
SN =0, More Fragment =1

AUTH message #3, frag\#2
SN =1, More Fragment =0

LS_ACC

| mewsen S

Exchange y1

Exchanpgexy2

Exchange z1

Exchange z1

.

Exchange z2

Exchange q1

AUTH message #2, frap #1
SN =0, More Fragmenf =1

AUTH message #2, frafy #2
SN =1, More Fragmen} =

LS_ACC

LS_ACC

AUTH message #4, frap #1
SN =0, More Fragmen} =1

LS_ACC

Exchange g2

e

AUTH message #4, frag #2
SN =1, More Fragment =0

Figure 18 — FC-2 Authentication Mapping with AUTH_ELS Fragmentation Example
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Implementations supporting only DH-CHAP with a NULL DH algorithm do not need to use AUTH_ELSs
larger than 128 bytes. Implementations supporting other Authentication protocols are required to support

at least 204

8 bytes single frame ELSs. The FC SA Management protocol may require multi frame ELS

Sequences or the use of AUTH fragmentation.

5.10.5 Authentication and Login

The AUTH_ELS ELS requires Login (e.g., it shall be accepted by an Nx_Port only when an N_Port Login is
in effect between the sending Nx_Port and the destination Nx_Port).

The Login process may trigger Authentication between an Nx_Port and its local Fx_Port, as well as

between t

o Nx_Ports, The Security Bit of the Common Service parameters (bit 21, word 1 of the

FLOGI/PLO
the Securityj

GI/LS_ACC ELSs, see FC-LS-2) is used for that purpose. Table 59 shows the applicabilitycof
Bit.

Table 59 — Security Bit Applicability

PLOGI and FLOGI FLOGI
PLOGI Parameter IKS"ACC
LS_ACC |applicability |, Parameter
Parameter applicability
Service Parameter Word | Bits |applicability
Class Class Class
2 3 2 3 2 3
Common Features 1 31..16
Sdcurity Bit 1 21 V. y y y y y
Key:
y - ingicates yes, applicable (i.e. has meaning);
n - indicates no, not applicable (i.e. has no meaning)

When set tg
able to perfq

the Fabric r¢quires the Nx_Port to Authenticate with the Fabric before granting access. When set to one in

the PLOGI
Nx_Port to

Table 60 sh

one in the FLOGI or PLOGIrequest, the Security Bit indicates that the sending Nx_Port is
rm Authentication. When set.to one in the FLOGI LS_ACC reply, the Security Bit indicates that

| S ACC reply, the Security Bit indicates that the responding Nx_Port requires the sending
A\uthenticate before granting access.

bws the usage of the Security Bit in the FLOGI process.

Table 60 — Security Bit usage with FLOGI

Re¢questing Nx_Port

Fabric Policy

Behavior

Qdenrit Rit = Ok

Apthaonticatioan Aot DA~y end

1S _ACCvith Sacyeit, Dit — A
= 154

LCTOTIty DTt \>a >y

7ot oo torT oo o Tt

O oo with oCTOTty DTt A4

Security Bit = 1b

Authentication not Required

LS_ACC with Security Bit = Ob

Security Bit = Ob

Authentication Required

LS_RJT (see table 62)

Security Bit = 1b

Authentication Required

LS_ACC with Security Bit = 1b
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Table 61 shows the usage of the Security Bit in the PLOGI process.

Table 61 — Security Bit usage with PLOGI

Requesting Nx_Port | Responding Nx_Port Policy Behavior

Security Bit = Ob Authentication not Required LS_ACC with Security Bit =

Ob

Security Bit = 1b Authentication not Required LS_ACC with Security Bit =

Ob

Security Bit = 0b Authentication Required LS_RJT (see table 62)

Security Bit = 1b Authentication Required LS_ACC with Security Bit =

1b

\When the Security Bit is set to one in the FLOGI or PLOGI LS_ACC, the Requesting Nx_Pornt
an Authentication Transaction. The Fx_Port or the Responding Nx_Port shall not accept-any d
traffic before Authentication is successfully completed. The only exception to this rule’ is'whe
Data Buffer Conditions bit is set to one in the Login process, when the Requesting-Nx, Port sh
RPBC ELS before starting the Authentication Transaction. This allows the two FC«Ports to di
possible ELS size limitations, and to overcome these limitations by using the fragmentat
specified in 5.10.4.

If the Fabric or the Responding Nx_Port require Authentication, but the' Requesting Nx_Port is
to perform Authentication, the Login shall be rejected with the Reason Code and Re
Explanation shown in table 62.

Table 62 — Login LS_RJT\Reasons

shall initiate
ther kind of
N the Query
all issue an
scover their
on method

not capable
hson Code

Reason Reason Code | Reason Code Explanatio

Authentication Required 03h 48h

5.11 Re-Authentication

The protocols described in clause 5 pay be used for re-authentication. Either of the two au
entities may re-authenticate the otherone whenever needed by starting a new Authentication
Re-authentication begins by sending an AUTH_Negotiate message with a new Transaction Ide
other entity, and may also genérate a new session key between the two associated entities (s¢

should be implemented in-a way that does not cause traffic disruption unless re-authentication

Re-authentication'may use different parameters or a different Authentication Protocol. Howe
cases the same(protocol and parameters used for the first Authentication are used for re-authe

\When unidirectional re-authentication is desired (see 5.4), an entity may request the other to
initiator 'of re-authentication by sending an AUTH_Reject message with any value for the ]
Identifier, and with Reason Code ‘Logical Error and Reason Code Explanation ‘Restart Au
ProtocCol’. An alternative way to re-authenticate is to send an AUTH_Negotiate message.

thenticated
[ ransaction.
ntifier to the
e 5.8.1 and

5.10.1). The Authentication.Protocol shall proceed as described in 5.8, 5.9 or 5.10. Re-authentication

fails.

ver, in most
ntication.

become the
[ransaction
hentication

NOTE 22 — Sending an AUTH_Negotiate to restart a unidirectional Authentication requires some unnecessary
computations. However, receiving an AUTH_Reject message to restart a unidirectional Authentication may be

logged as an error.

A receiver shall be able to process both AUTH_Reject and AUTH_Negotiate messages
unidirectional re-authentication, a sender may select one of the two methods.

to restart a
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5.12 Timeouts

The originator of an AUTH_ILS or B_AUTH_ILS Exchange shall detect an Exchange error following
Sequence Initiative transfer if the SW_ACC or SW_RJT Sequence is not received within a timeout interval
of 2 times R_A_TOV. When this error is detected, the recovery action should be to retransmit in a different
Exchange the AUTH_ILS or B_AUTH_ILS up to two times. If the error persists for three consecutive times,
the Authentication Transaction shall be aborted and the entity shall act as if the Authentication Transaction
has failed. The receiver should be able to process duplicated messages up to three times. An alternative
recovery action may be to restart the Authentication Transaction.

The originator of an Exchange for an AUTH_ELS or for a fragment of an AUTH_ELS shall detect an
Exchange e i itiati i _ _ i i
within a timgout interval of 2 times R_A_TOV. When this error is detected, the recovery action should berto

retransmit i
error persis
shall act as
messages
Transaction

The sender
LS_ACC or
detected, th

a) Act ag
Resta
‘Logic
a new

b)

The default

a different Exchange the AUTH_ELS or the fragment of AUTH_ELS up to two times. /f the
s for three consecutive times, the Authentication Transaction shall be aborted and the|entity
f the Authentication Transaction has failed. The receiver should be able to process-duplicated
up to three times. An alternative recovery action may be to restart the Authentication

of an AUTH message shall detect an error following the reception of the rélated Accept (i.e.,
SW_ACQC) if the reply AUTH message is not received within AUTH_AOV. When this error is
e entity may:

if the Authentication Transaction has failed and terminate thelcommunication; or
It a new Authentication Transaction, by sending an AUTH ‘Reject message with Reason Code
bl Error’ and Reason Code Explanation ‘Restart Authentication Protocol’, possibly followed by

AUTH_Negotiate.

value for AUTH_TOV is 45 seconds.
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6 Security Association Management Protocol
6.1 Overview
6.1.1 General

A Fibre Channel Security Association (SA) Management transaction occurs between an SA

Initiator and

an SA_Responder. The SA Management protocol may use the session key produced by a transaction of

an FC Authentication protocol (see clause 5) as the initial key to establish a Security Associat

ion. The SA

Management protocol may be initiated by either the Authentication Initiator or the Authentication
Responder of the FC Authentication protocol. SAs are unidirectional and always exist as an SA pair of the

same type but in opposite directions. There are two types of SAs:

a) An IKE_SA (one per direction) for secure communication of SA management functiens;
b) Child_SAs, created using the IKE_SA, for secure communication of FC traffic.

The SA Management protocol is a subset of the IKEv2 protocol (see RE€15996) suitab
Channel. Notes are used to explain instances where the SA Management protocol differs fror
specification. The term exchange is used in this clause to signify a pair of'\related messages @
is a response to the other one.

SA messages are encapsulated in AUTH messages. An SA Management Transaction is then
a Transaction Identifier (T_ID). The SA Management protocolbegins with a set of four me
establish the IKE_SA. To establish one or more Child_SAs.additional messages are required
An example of the SA Management protocol with the transactions above the dashed line {

establishment of the IKE_SA and the transactions below the dashed line showing the establi
Child_SA is shown in figure 19 using the notation shown in table 63.
SA_Initiator SA_Respor

IKE_SA_Init/ T_ID=Q/M_ID=0
(SAi1, KEi, Ni)

IKE_SA_Init/ T_ID=Q./M’ID=0

(SAr1, KEr, Nr, [CERTREQ])

IKE_Auth / T_ID=Q /M_ID=1
SK {IDi, [CERT,] [CERTREQ,] AUTH, SAi2, TSi, TSr}

IKE_AathY T_ID=Q / M_ID=1
SKAIDF, [CERT,] AUTH, SAr2, TSi, TSr}

IKE_Create_Child_SA/T_ID=Q /M_ID=R
SK {[N,] SA, Ni, [KEi,] [TSi, TSr]}

hnd

e for Fibre
h the IKEv2
ne of which

dentified by
5sages that
(see 6.1.4).
howing the
shment of a

der

B

IKE_Create_Child_SA/T_ID=Q/M_ID=R
SK {SA, N, [KEr,] [TSi, TSr]}

Figure 19 — An SA Management Transaction Example
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Each message of the SA Management protocol encapsulates an IKEv2 message, composed of an
IKE_Header Payload followed by a sequence of different IKE Payloads.

The IKE_Header Payload (see 6.2.2) includes the Security Parameters Indexes (SPIs), the IKE protocol
version number, a set of flags, and a Message_ID (M_ID) used to match IKEv2 message requests to
responses.

Each SA Management message (see 6.3, 6.4, and 6.5) is composed of a sequence of one or more of the
IKE Payloads shown in table 63.

Table 63 — IKE Payloads Summary

IKH Payload Notation Description Reference
. Contains Security Association parameters
SAi o
i o proposed by SA_Initiator
Security_Association - - — 6.32
SAr Contains Security Association parameters
selected by SA_Responder
. Used by the SA_Initiator to perform a
KEi .
cryptographically secure Key exchange
Key] Exchange 6.3.3
Used by the SA_Responder to performa
KEr .
cryptographically secure Key exchange
Ni Used by the SA_Initiator for anti-feplay
protection
Nonce - 6.3.4
Nr Used by the SA_Responderfor anti-replay
protection
IDi Used to specify the identity of the SA_Initiator
Ideptification Used to specify the'identity of the 6.4.3
IDr
SA_Responder,
Used by the SA_Initiator to specify the
TSi intended-scope of the Security Association
i negotiated during the SA transaction
Traffic Selector - 6.4.5
Used by the SA_Responder to specify the
TSr intended scope of the Security Association
negotiated during the SA transaction
Contains cryptographic material used for the
Authentication AUTH authentication and integrity protection of the 6.4.4
SA Management message
. CERT, : o . 6.4.6
Certificate CERTREQ Used to include Certificate material 6.4.7
Efcrypted E Contains other IKE Payloads in encrypted 6.4.2
form
Notify N Used to transmit informational data 6.6.2
Delete D Used to delete Security Associations 6.6.3
Vendor 1D Vv Used.t.o |_dent|fy and recognize Vendor 6.6.4
- Specific implementations

The Notify, Delete, and Vendor_ID payloads are not shown in figure 19. See 6.6.2, 6.6.3, and 6.6.4,
respectively, for how they are used.
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An SA Management transaction begins by exchanging a pair of IKE_SA_Init messages, that negotiate
cryptographic algorithms, exchange nonces, and perform a Diffie-Hellman computation. The result of the
IKE_SA_Init exchange is the establishment of the IKE_SA (see 6.1.2), used to protect the subsequent
messages of the SA Management protocol.

The SA Management transaction continues by exchanging a pair of IKE_Auth messages, that authenticate
the IKE_SA_Init messages, exchange identities and Certificates, if used, and establish the first Child_SA.
Parts of these messages are encrypted and integrity protected with keys established through the
IKE_SA_Init exchange, therefore the identities are hidden from eavesdroppers and all fields in all the
messages are authenticated. The result of the IKE_Auth exchange is the establishment of a Child_SA (see
6.1.4), used to protect Fibre Channel frames. Additional Child_SAs may be established by exchanging
IKE_Create Child SA messages (see 6.1.4)

6.1.2 IKE_SA_Init Overview
As shown in figure 19, the SA_Initiator starts an SA Management Transaction by sending the [KE_SA_Init
message to the SA_Responder. The SAi1 Payload indicates the cryptographic algerithms the [SA_Initiator
supports for the IKE_SA (see 6.3.2.2). The KEi Payload indicates the SA_Initiator's Diffie-Helman value.
The Ni Payload indicates the SA_Initiator's nonce.

The SA_Responder selects a cryptographic suite from those proposed by the SA_Initiator and indicates

that selection in the SAr1 Payload, completes the Diffie-Hellmaniexchange with the KEr P
sends its nonce in the Nr Payload. The optional CERTREQ paylead (see 6.4.7) may be used tq
SA_Responder's trust anchors list (see X.509v3).

At this point in the negotiation each party may generate SKEYSEED (i.e., the shared key that

byload, and
specify the

is resulting

from the Key exchange, see 6.8.11), from which all keys are derived for that IKE_SA. All th¢ messages

that follow are encrypted and integrity protected, €xcépt the headers. The keys used for thq
(SKg) and integrity protection (SK,) are derived from SKEYSEED. A separate SK; and SK; i
for each direction. In addition to the keys SK,"and SK, computed from the DH value for prots

encryption
5 computed
ction of the

IKE_SA, another quantity SKy is computed and used for computation of further keying material for

Child_SAs. The notation SK { ... } indicates that these IKE Payloads are encrypted and integri
using that direction's SK, and SK,.

All messages following the IKE +SA _Init exchange are cryptographically protected using the ct

ty protected

yptographic

algorithms and keys negotiated.in the IKE_SA _Init exchange. The subsequent messages usg¢ the syntax

of the Encrypted Payload.déscribed in 6.4.2.

6.1.3 IKE_Auth Overview

As shown in figure 19, the SA_Initiator asserts its identity with the IDi Payload, proves know
secret corresponding to IDi and integrity protects the contents of the first message using the Au
Payload (see-6.8.13). The SA_Initiator may send its Certificate(s) in CERT Payload(s) and a li
anchors‘in’ CERTREQ Payload(s). If any CERT Payloads are included, the first Certificate pr
contain.the public key used to verify the Authentication Payload. The SA_Initiator begins neg
Child SA using the SAi2 Payload. The remaining IKE Payloads, starting with SAi, are spe

nnnnnnnnnnn oftha lKE _Cronta Child QA Avohanan (coan O B

edge of the
thentication
5t Of its trust
bvided shall
btiation of a
Cified in the

uuuuupuuu Ot e T __oTroaotC oo o7 T CATT artg T oTTOTO7~

NOTE 23 — Unlike IKEv2, the SA_Initiator optional Identification Payload for the SA_Responder (IDr) i

s not used in

this standard. In IKEv2, the SA_Initiator may include an IDr in the IKE_Auth message. This allows the SA_Initiator to
specify which of the SA_Responder’s identities it wants to communicate with. This would be useful when an

SA_Responder has multiple identities, but in Fibre Channel each entity has a single identity.
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The SA_Responder asserts its identity with the IDr Payload, optionally sends one or more Certificates, with
the Certificate containing the public key used to verify the Authentication Payload listed first, authenticates
its identity and protects the integrity of the second message with the Authentication Payload, and
completes negotiation of a Child_SA with an IKE_Create_Child_SA exchange (see 6.1.4).

The recipients of an IKE_Auth message shall verify that all signatures and MACs are computed correctly
and that the names in the Identification Payloads correspond to the keys used to generate the
Authentication Payload.

6.1.4 IKE_Create_Child_SA Overview

As shown i

be initiated
The term S

by either end of the IKE_SA after the IKE_SA_In|t and IKE_Auth exchanges are completed.
_Initiator refers to the endpoint initiating this exchange.

function of

the IKE_Cr
Diffie-Hellm
the Child_S

be sent. The

The SA_Ini
optional Dif
Payloads. I
leading Noti
exchange ig
Diffie-Hellm
accept. If th
has to retry

The IKE_C
message fo

K4, established during the establishment of the IKE_SA, and of the nonces*exchanged during
ate_Child_SA exchange. The keying material for the Child_SA is also a function of the
n value if Key_Exchange Payloads are included in the IKE_Create’ _Child_SA exchange. In
created as part of the initial exchange, a second Key Exchange-Rayload and nonce shall not
nonces from the initial exchange are used in computing the keys’for the Child_SA.

iator sends one or more SA Proposals in the SA Payload, a nonce in the Ni Payload, an
ie-Hellman value in the KEi Payload, and the propaosed Traffic Selectors in the TSi and TSr
an IKE_Create_Child_SA exchange is rekeying an e&xisting SA other than the IKE_SA, the
fy Payload of type REKEY _SA shall identify the SA\being rekeyed. If an IKE_Create_Child_SA
not rekeying an existing SA, the Notify Payload-shall be omitted. If the SA proposes multiple
hn groups, KEi shall be an element of the greup the SA_Initiator expects the SA_Responder to
e SA_Initiator guesses wrong, the IKE_Create Child_SA exchange fails and the SA_Initiator
with a different KEi.

eate_Child_SA message, including the header, is integrity protected and the part of the
lowing the header is encrypted-using the cryptographic algorithms negotiated for the IKE_SA.

The SA_Re
Payload, a

sponder replies, using thessame Message_ID to respond, with the accepted Proposal in an SA
d a Diffie-Hellman_group in the KEr Payload, if KEi was included in the request and the

selected cryptographic suite"includes that Diffie-Hellman group. If the SA_Responder chooses a
cryptographlic suite with a different Diffie-Hellman group, it shall reject the received request (see 6.6.2).
The SA_Initjator should repeat the request, but now with a KEi Payload from the Diffie-Hellman group the
SA_Responder selectéd:-

The Traffic [Selectors for traffic to be sent on that SA are specified in the TS Payloads, that may be a
subset of what,the SA_Initiator of the Child_SA proposed. Traffic Selectors are omitted if an
IKE_Create -Ghi i i

6.2 SA Management Messages
6.2.1 General Structure

The Fibre Channel SA Management protocol shall be used to negotiate SAs between Nx_Ports, between
Nx_Ports and Fx_Ports, and between Switches.
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To allow the capability of using the SA Management protocol as an Authentication Protocol, the SA
messages are encoded as AUTH messages, having the general structure defined in 5.2. SA messages

are encoded as AUTH_ILSs when the involved entities are Switches, and as AUTH_ELS
involved entities include at least one Nx_Port.

s when the

All the IKE Payload definitions in this clause are relative to the Message Payload field of the AUTH_ILS or

AUTH_ELS format. The AUTH Message Codes used by the SA Management protocol are liste
6.2.2 |IKE_Header Payload

All SA messages begin with the same general IKE_Header Payload, as shown in table 64

din table 8.

Table 64 — IKE_Header Payload Format

Item Size (Bytes)

IKE_SA SA_Initiator's SPI 8
IKE_SA SA_Responder’s SPI 8
Next IKE Payload 1
IKE Protocol Version 1
Reserved 1
IKE Flags 1

4

IKE Message_ID

IKE_SA SA_Initiator’s SPI: A value selected by the SA_|Initiator to identify a unique IH
Association. This value shall not be zero.

IKE_SA SA_Responder’s SPI: A value selected by the SA_Responder to identify a unique |
Association. This value shall be zero in the first message of an IKE initial exchange and shall n
any other message.

Next IKE Payload: Indicates thelfype of IKE Payload (see table 67) that immediately
IKE_Header Payload. The format.and value of each IKE Payload is defined in this clause.

IKE Protocol Version: Contains an 8-bit unsigned binary integer that specifies the versio|
protocol. The four most'significant bits contain the Major Version, while the four least sig
contain the Minor Vetsion. Since this standard is implementing IKEv2, this field shall be set
Maijor Version 2h,(Vinor Version 0h). Messages containing a Major Version other than 2h shall
or ignored. The (Minor Version number shall be ignored.

(E Security

KE Security
bt be zero in

follows the

h of the SA
hificant bits
to 20h (i.e.,
be rejected
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IKE Flags: indicates specific options that are used for the message. The presence of options is indicated
by the appropriate bit in the flags field being set to one. Table 65 describes the defined flags.

Table 65 — IKE Flags

Bit | Notation Description

Reserved

Response: Indicates that this message is a response to a message contain-
ing the same Message_ID. This bit shall be set to zero in all request mes-
sages and shall be set to one in all responses. An IKE endpoint shall not
generate a response to a message that is marked as being a response.

Version: Indicates that the transmitier 1S capable of supportng a higher
major version number of the protocol than the one indicated in the major
version number field. Implementations shall set to zero this bit when send-
ing and shall ignore it in incoming messages.

Initiator: Shall be set to one in messages sent by the original SA_Initiater of
the IKE_SA and shall be set to zero in messages sent by the origindl
SA_Responder. It is used by the recipient to determine which eight bytes of
the SPI was generated by the recipient.

Reserved

IKE Message_ID: used to control retransmission of lost messages_and’matching of requests and
responses. [This field is used to prevent message replay attacks (see 6.8.17and 6.8.2).

6.2.3 Chaining Header

l:
Each SA Management message is composed of one or more different IKE Payload types. Each IKE

Payload tyq
specifies if

e begins with a Chaining Header (see table '66) that indicates the next IKE Payload type,

he current IKE Payload is critical, and specifies the length of the current IKE Payload. IKE

Payloads afe processed in the order in which they appear in an SA Management message according to

the Next IKH
according tq
indicates th
parsed as a

Payload field in the IKE_Header Paylead. IKE Payloads following the first one are processed
the Next IKE Payload field in the previous IKE Payload, until a Next IKE Payload field of zero

at no IKE Payloads follow. If an.Encrypted Payload is found, it is decrypted and its content
dditional IKE Payloads. An Encrypted Payload shall be the last IKE Payload in a message and

an Encrypted Payload shall not contaimanother Encrypted Payload.

Table 66 — Chaining Header Format

Item Size (Bytes)

Next\KE Payload
Chaining Flags
IKE Payload Length

Next IKE P& &y ; ay A -
provides a chaining capability whereby additional IKE Payloads may be added to a message by appending
them to the end of the message and setting the Next IKE Payload field of the preceding IKE Payload to
indicate the new IKE Payload's type. If the current IKE Payload is the last in the message, then this field
shall be set to zero, except for the Encrypted Payload. The Encrypted Payload, which shall always be the
last IKE Payload of a message, is an exception because it contains data structures in the format of
additional IKE Payloads. In the header of an Encrypted Payload the Next IKE Payload field is set to the
IKE Payload type of the first contained IKE Payload instead of zero (see 6.4.2).
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Table 67 describes the IKE Payload types and lists the messages where they are used.

Table 67 — IKE Payload Type Values

Value? IKE Payload Type Notation Messages
. - IKE_SA_Init, IKE_Auth,
33 Security _Association SA IKE_Create_Child_SA
IKE_SA_Init,
34 Key_Exchange KE IKE_Create_ Child_SA (opt.)
35 Identification - SA_Initiator IDi IKE_Auth
36 Identification - SA Responder IDr IKE_Auth
37 Certificate CERT IKE_Auth (opt.)
o IKE_Init (respense, gpt.),
38 Certificate Request CERTREQ IKE_Auth (request, opt.)
39 Authentication AUTH IKE_Auth
" . IKECZSA_Init,
40 Nonce (SA_Initiator, SA_Responder) Ni, Nr IKE- Create_Child_S]
41 Notify N All (optional)
42 Delete D All (optional)
43 Vendor_ID \'% All (optional)
) " . IKE_Auth,
44 Traffic Selector - SA_Initiator TSi IKE_Create_Child_S| (opt.)
) IKE_Auth,
45 Traffic Selector - SA_Responder TSr IKE_Create_Child_S|A (opt.)
IKE_Auth,
46 Encrypted E IKE_Create_Child_SHA,
IKE_Informational
128 .. 255 | Vendor Specific All (optional)
all others | Reserved to IANA
8 These values are a subset'of those specified by IANA in the "IKEv2 Parameters" registry
(see http://www.iana.orglassignments/ikev2-parameters).
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Chaining Flags: Table 68 shows the defined flags.

Table 68 — Chaining Flags

Bit

Description

Critical Bit. For the purpose of defining the Critical bit, the term Payload type refers to
the Payload type of the current Payload (i.e., the value in the Next Payload field of the
previous Payload).

The sender shall set the Critical bit to zero to specify the recipient shall skip this Payload
if the recipient does not understand the Payload type. The sender shall set the Critical
bit to one to specify the recipient shall reject the entire message if the recipient does not
understand the Payload type.

If the recipient does not understand a Payload type and the Critical bit is set to one, the
recipient shall reject the entire message. If the recipient does not understand a Payload
type and the Critical bit is set to zero, the recipient shall skip the Payload and continué
processing the message.

Recipients shall ignore the Critical bit if the Payload type is understood.
Implementations are required to understand the Payload types defined in this. standard.
Senders shall set the Critical bit to zero for Payload types defined in this standard.
The recipient shall reject the entire message if any skipped Payload contains an invalid
Next Payload or Payload Length field.

Reserved

IKE Payloa
6.2.4 AUT

An SA Man
may replace

When an S
AUTH Con
Concatenat

H Length: Length in bytes of the current IKE Payload, including the Chaining Header.
H_Reject Message Use

hgement Transaction may be concatenated to anrAuthentication Transaction (see 6.7.2), or
an Authentication Transaction (see 6.7.3).

A\ Management Transaction is concatenated to an Authentication Transaction (see 6.7.2),
atenation is required (see 5.2.2 and>5:2.3). If an implementation does not support AUTH
on, an AUTH_Reject with Reason Code ‘Logical Error’ and Reason Code Explanation ‘AUTH

Concatenaﬂion not Supported’ shall be returhed to a received AUTH_Negotiate message having the

Concatena
Reason Co
received AU

An SA Man
Authenticat
Protocols cq
support the
usable Aut
AUTH_Rejg
Mechanism

on Flag set to one, while annAUTH_Reject with Reason Code ‘Authentication Failure’ and
de Explanation ‘Incorrect-Authentication Protocol Message’ shall be returned to any other
TH message having the €ancatenation Flag set to one (see 5.3.7).

hgement Transaction used for both authentication and SA management is indicated by the
on Initiator incltding the IKEv2-AUTH protocol identifier in the list of usable Authentication
ntained in the AUTH_Negotiate message (see 6.7.3). If the Authentication responder does not
SA Management protocol and receives only the IKEv2-AUTH protocol identifiers in the list of
nentication Protocols contained in the AUTH_Negotiate message, it shall reply with an
ct message with Reason Code ‘Logical Error and Reason Code Explanation ‘Authentication
Not Usable’ (see 5.3.7).

6.3

6.3.1

IKE_SA_Init Message

Overview

The IKE_SA _Init message is used to establish the IKE_SA. This message contains a Security Association

(SA) Payloa

d that is used to negotiate the SA Transforms and parameters, a Key Exchange (KE) Payload

used to generate new key material, and a Nonce (Ni or Nr) Payload. The same message format is used by

ISO/IEC 14165-432:2022 © ISO/IEC 2022
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the SA_Initiator and the SA_Responder, but the SA_Initiator proposes a set of Transforms, while the
SA_Responder selects a Transform among the proposed ones. An optional CERTREQ Payload may be

included by the SA_Responder. The IKE_SA_Init exchange is shown in figure 20.

SA_Initiator

IKE_SA Init /T ID=Q /M 1D=0

IKE_SA_Init/ T_ID=Q /M_ID=0
(SAi1, KEi, Ni)

SA_Responder

(SAr1, KEr, Nr, [CERTREQ])

Figure 20 — An IKE_SA_Init exchange.

The Message Payload of the IKE_SA _Init message is shown in table 69.

Table 69 — IKE_SA_Init Message Payload

Item Size\(Bytes) Reference

IKE_Header Payload 24 6.2.2
Security_Association Payload variable 6.3.2
Key_Exchange Payload variable 6.3.3
Nonce Payload variable 6.3.4
Optional Certificate Request Payload variable 6.4.7
(possibly included only by the SA -Responder)

Optional Vendor_ID Payload variable 6.6.4

6.3.2 Security_Association Payload

6.3.2.1 Negotiation of Security Association Parameters

During Security Association negotiation SA_Initiators present Proposals to SA_Régsponders.
SA_Responders shalliselect a single complete set of parameters from the Proposals or reject qll Proposals
if none are acceptable. If there are multiple Proposals, the SA_Responder shall select a sindle Proposal
Number and return all of the Proposal substructures with that Proposal Number. If there are multiple
Transforms with'the same type the SA_Responder shall select a single one. Any Attributes of a selected
Transformishall be returned unmodified. The SA_Initiator of an exchange shall check that the accepted
Proposal.is consistent with one of its Proposals, and if not that response shall be rejected.

When negotlatmg D|ff|e Hellman groups, SA Proposals |nclude proposed Attributes and a Diffie-Hellman

Ritiator offers

to use one of several Diffie- HeIIman groups, it should p|ck the one the SA Responder is most likely to
accept and include a Key_Exchange Payload corresponding to that group. If the guess turns out to be
wrong, the SA_Responder indicates the correct group in the response and the SA_Initiator should pick an
element of that group for its Key Exchange Payload when retrying the first message. It should, however,
continue to propose its full supported set of groups in order to prevent a man in the middle downgrade

attack.
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Certain negotiable Attributes may have ranges or multiple acceptable values. These include the key length
of a variable key length symmetric cipher. To improve interoperability and to support upgrading end-points
independently, implementations should accept values that they deem to supply greater security (e.g., if a
peer is configured to accept a variable length cipher with a key length of X bits and is offered that cipher
with a larger key length, the implementation should accept the offer if it supports use of the longer key).
Support of this capability allows an implementation to express a concept of "at least" a certain level of

security (i.e.,

a key length of at least X bits for cipher Y).

6.3.2.2 Payload Structure

The Security__ ASSOC|at|on Payload is used to negotiate Attrlbutes of a Security Association. An SA Payload

may contai
from most p
IKE, ESP_
Transform

that the totg
Transforms,
Payload Le
Attribute inf
contains. TH

referred to least preferred Each Proposal shaII conta|n a single protocol where a protocolis

eader, or CT_Authentication, each protocol may contain multiple Transforms, andeach
ay contain multiple Attributes. When parsing an SA Payload, the receiving entity shall check
| Payload Length is consistent with the SA Payload's internal lengths and counts. Proposals,
and Attributes each have their own variable length encodings. They are nested such that the
ngth of an SA Payload includes the combined contents of the SA, Proposal,-Transform, and
ormation. The length of a Proposal includes the lengths of all Transforms.and Attributes it
e length of a Transform includes the lengths of all Attributes it contains.

The hierarchy of the syntax of the SA Payload allows for multiple possible combinations of algorithms to be

encoded in
combinatio
AUTH_HMA

The Propos
shall have 3
greater of t
structures, ¢

NOTE 24
ESP_Head

In order to
encryption
Payload: on
the integrity

Each Propo
Transforms
integrity che
check algor
an integrity
combines e

and the AUT

A single SA. Sometimes there is a choice of multiple algorithms;\while other times there is a
n of algorithms (e.g., an SA_Initiator may want to propose@sing (CT_Authentication with
C_MD5_96) or (ESP_Header with AUTH_HMAC_MD5_96¢and ENCR_3DES)).

bl structure contains within it a Proposal Number and a~Security Protocol_ID. The first Proposal
Proposal number set to one. The other Proposals_shall have a Proposal number that is one
e previous Proposal. A Proposal for CT_Authentication or ESP_Header has two Proposal
ne for CT_Authentication as Proposal #1 and one for ESP_Header as Proposal #2.

- Unlike IKEv2, multiple security protocols within a single Proposal (e.g., CT_Authentication and
ler) are not used in this standard.

bropose both normal ciphers and combined-mode ciphers, that include both integrity and
n a single encryption algorithm, an implementation shall include two proposals in the SA
e listing all the combined-mode ciphers, and the other one listing all the normal ciphers with
algorithms.

sal/Protocol structuretis followed by one or more Transform structures. The number of different
is generally determined by the protocol. CT_Authentication may have two Transforms, an
ck algorithme«and an encryption algorithm. ESP_Header may have two Transforms, an integrity
thm and ak‘encryption algorithm. IKE generally has four Transforms, a Diffie-Hellman group,
check algorithm, a pseudo-random function, and an encryption algorithm. If an algorithm that
ncryption and integrity protection is proposed, it shall be proposed as an encryption algorithm,
HUNONE integrity protection algorithm shall be proposed.

NOTE 25 —

Unlike IKEv2, this standard specifies that the AUTH_NONE integrity protection algorithm is always

proposed when a combined mode encryption algorithm is proposed.

For each protocol, the set of permissible Transforms are assigned Transform_ID numbers that appear in
the header of each Transform.
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If there are multiple Transforms with the same Transform Type, the Proposal is an ‘OR’ of those
Transforms. If there are multiple Transforms with different Transform Types, the Proposal is an ‘AND’ of
the different groups. As an example, to propose ESP_Header with (AES_CBC or AES_CTR) and
(HMAC_MD5_96 or HMAC_SHA1), the SA_Initiator has to construct one Proposal containing two
Transform Type 1 candidates (one for AES_CBC and one for AES_CTR) and two Transform Type 2
candidates (one for HMAC_MD5_96 and one for HMAC_SHA1). The result is four combinations of
algorithms, as shown by example 1 in table 71. This standard does not specify any method for a
SA_Initiator to encode multiple Transforms within a single Proposal (e.g., (AES_CBC and
HMAC_MD5_96) or (AES_CTR and HMAC_SHA1)). Instead, the SA_Initiator has to construct two
different Proposals, each with two Transforms, as shown by example 2 in table 70.

Table 70 — Examples of Proposals

Proposal
Proposal # Definition Example 1 Example 2
Security ESP_Header ESP_Headef
Protocol_ID
Transform Type: 1 Transferm Type: 1
Transform #1 Transform_ID: AES_CBC Transferm_ID: AES_CB(C
Transform Type: 1 Transform Type: 3
Proposal #1 | Transform#2 | 1 torm_ID: AES_CTR Ttansform_ID: HMAC_MD5_96

Transform Type: 3
Transform_ID: HMAC_MD5.-96

Transform Type: 3
Transform_ID: HMAC "SHA1

Transform #3

Transform #4

Security

Protocol_ID ESP_Header

Transform Type: 1
Transform_ID: AES_CTR

Transform Type: 3
Transform_ID: HMAC_SHA1

Example 1 allows the recipient to select either AES_CBC and HMAC_MD5 96, or
AES_CBC and HMAC_SHA¥, or AES_CTR and HMAC_MD5_96, or AES_CTR and
HMAC_SHA1.

Example 2 allows thé recipient to select either AES_CBC and HMAC_MD5 96, or
AES_CTR and HMAC_SHA1.

Proposal #2 | Transform #1

Transform #2

A given Transform may have one or more Attributes. Attributes are necessary when the Transform is used
in more than_'one way, (e.g., when an encryption algorithm has a variable key size). The Transform
specifies_the-algorithm and the Attribute specifies the key size. Most Transforms do not have Attributes. A
Transform/shall not have multiple Attributes of the same type. To propose alternate values for|an Attribute
(e.gs; multiple key sizes for the AES encryption algorithm), an implementation shall include multiple
Transforms with the same Transform Type, each with a single Attribute.
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The Security_Association Payload has the format shown in table 71.

Chaining Header: See 6.2.3 .

Last/More

Payload. Shall be set to two to indicate there are more Proposal Substructures in the SA Payload. All other
values are reserved.

Proposal L

Proposal N
set to one,

indicating am ‘OR’ of the two Proposals). When a Proposal is accepted, all of the Proposal Numbers in the

SA shall be

NOTE 26 -} Unlike IKEv2, multiple firotocols on a single Proposal are not used in this standard.

Table 71 — Security_Association Payload Format

Item Size (Bytes)
Chaining Header 4
Last/More Proposal 1
Reserved 1
Proposal Length 2
Proposal Number 1
Security Protocol_1D 1
SPI Size 1
Number of Transforms 1
SPI variable
Transforms Definition variable
Last/More Proposal 1
Last/More Proposal 1

Proposal: Shall be set to zero to indicate this isthe’last Proposal Substructure in the SA

bngth: Length in bytes of this Proposal, including all Transforms and Attributes that follow.

umber: When a Proposal is made, the Proposal Number of the first Proposal in an SA shall be
and subsequent Proposals shall be numbered one more than the previous Proposal (i.e.,

the same and shall match.the-number on the Proposal sent that was accepted.



https://iecnorm.com/api/?name=6ee6c22fa2c685bec347a08a00c823d4

ISO/IEC 14165-432:2022 © ISO/IEC 2022 117

Security Protocol_ID: Specifies the Security Protocol identifier for the current negotiation. The defined
values are shown in table 72.

Table 72 — Security Protocol Identifiers

Security Protocol_ID? Protocol
1 IKE
4P ESP_Header”
5 CT_Authentication
201 .. 255 Vendor Specific
allothers ReservedtotANA

8 These values are a subset of those specified by IANA in the "IKEv2 Parameters" registry
(see http://www.iana.org/assignments/ikev2-parameters).

b This identifier is used to indicate ESP_Header in both end-to-end and link-by-link variant,
End-to-end ESP_Header (see FC-FS-3) shall be used to protect N_Port to,N_Port traffic,
Link-by-link ESP_Header (see FC-FS-3) shall be used to protect E_Port toc E_Port and
N_Port to F_Port traffic, as specified in 8.9.

SPI Size: For an initial IKE_SA negotiation, this field shall be set to zero, because the SPI is oljtained from
the IKE_Header Payload. During subsequent negotiations, it is equal 1o the size in bytes of the SPI of the
corresponding protocol (i.e., eight for IKE, four for ESP_Headerand CT_Authentication).

Number of Transforms: Specifies the number of Transformsin this Proposal.

SPI: The sending entity's SPI. When the SPI Size-field is zero, this field shall not be prgsent in the
Security _Association Payload. SPI values in the rafge’0 .. 255 are reserved (see RFC 4303).

Transforms Definition: This field has the forniat shown in table 73.

Table 73 — Transforms Definition

Item Size (Bytes)
Last/More Transform 1
Reserved 1
Transform Length 2
JTransform Type 1
Reserved 1
Transform_ID 2
Optional Transform Attributes Definition variable
Last/More Transform 1
LastiMere—Franstorm 4

Last/More Transform: Shall be set to zero to indicate this is the last Transform Substructure in the SA
Payload. Shall be set to three to indicate there are more Transform Substructures in the SA Payload. All
other values are reserved.
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Transform Length: The length in bytes of the Transform Substructure, including Attributes.

Transform Type: The type of Transform being specified in this Transform. Different protocols support
different Transform types. For some protocols, some of the Transforms may be optional. If a Transform is
optional and the SA_Initiator proposes that the Transform be omitted, no Transform of the given type is
included in the Proposal. For both ESP_Header and CT_Authentication encryption is optional to propose
and integrity is mandatory to propose.

The SA_Initiator instructs the SA_Responder not to use encryption by omitting the encryption Transform in
the proposal. The SA_Initiator allows the SA_Responder to select whether encryption is used by including
the ENCR_NULL encryption Transform with additional non-NULL encryption Transforms.

The AUTH_[NONE authentication Transform shall be proposed only in conjunction with combined mode
encryption Transforms, and shall not be proposed with ENCR_NULL or an encryption only Transform:

NOTE 27 1 Unlike IKEv2, this standard specifies that an integrity Transform be always proposed and allows an
encryption [Transform not to be proposed.

Transform [ID: The specific instance of the Transform type being proposed (see 6.3.2.3).

Transform [Attributes Definition: An optional field that contains one or more Attributes that modify or
complete the specification of the Transform (see 6.3.2.5).

See Annex|E for some examples of Proposals negotiation.
6.3.2.3 Trapsform Types

The defined| Transform Types are shown in table 74.

Table 74 — Transform Type Values

Vallie? Transform Type Used In
IKE,
1 Encryption Algorithm optional in ESP_Header,
optional in CT_Authentication
2 Pseudo-random Funetion IKE
IKE,
K Integrity Algorithm ESP_Header,
CT_Authentication
4 Diffie-Hellman Group IKE
241 .| 255 | Vendor Specific
all otlpersb Reserved to IANA

8 These values are a subset of those specified by IANA in the "IKEv2 Parameters" registry
(spehtip://www.iana.org/assignments/ikev2-parameters).

b T ardalrietels registy aefines e value Uol 101 egotialion O 04-DIt extended sequerice
numbers. 64-bit extended sequence numbers are not supported by this standard. The SA_Initiatior

and the SA_Responder use 32-bit sequence numbers for both ESP_Header and
CT_Authentication.
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For Transform Type 1 (Encryption Algorithms), Transform_IDs are defined in table 75.

Table 75 — Encryption Algorithms Transform_IDs (Transform Type 1)

Transform_ID? Encryption Algorithm Reference

3 ENCR_3DES RFC 2451

11 ENCR_NULL RFC 2410

12 ENCR_AES_CBC RFC 3602

13 ENCR_AES_CTR RFC 3686

20P ENCR_AES_GCME (with a 16 bytes ICV) RFC 41069

Al ENCR_NULL_AUTH_AES_GMACT® RFC 25434
1024 .. 65 535 Vendor Specific

all others Reserved to IANA

These values are a subset of those specified by IANA in the "IKEv2 Parameters" registry
(see http://www.iana.org/assignments/ikev2-parameters).

b ENCR_AES_GCM with a 8 or 12 bytes ICV shall not be used.

¢ ENCR_AES_GCMand ENCR_NULL AUTH_AES_GMAC may be used with a 128 bit key, a 192 bit key
or a 256 bit key. If ENCR_AES_GCM or ENCR_NULL_AUTH_AES _GMAC is implemented, sugport for
the 128 bit key is mandatory, support for the 192 bit and 256 bit key is-optional. The key size is specified
by using the Key Length Transform Attribute (see 6.3.2.5).
This standard requires a variation in the content of the Addjtional Authentication Data (AAD) field from
that specified in the RFC. The AAD field specified by the. RE€ shall be prefixed by the modified Fibre
Channel Frame_Header (see FC-FS-3) to construct the-AAD field required by this standard.
€ ENCR_NULL_AUTH_AES_GMAC is used only for.atthentication, but is documented as an endryption
algorithm so that it can use an initialization value;

For Transform Type 2 (Pseudo-random Functions), Transform_IDs are defined in table 76.

Table 76 — Pseudo-random.Functions Transform_IDs (Transform Type 2)

Transform_ID? b Pseudo-random Function Referende
1 PRE_HMAC_MD5 RFC 2104
2 PRF_HMAC_SHA1 RFC 210¢
4 PRF_AES128_CBC RFC 4434
1024 .. 65535 Vendor Specific
all others Reserved to IANA
@ These values are a subset of those specified by IANA in the "IKEv2 Parameters" registry
(see http://www.iana.org/assignments/ikev2-parameters).
% "All groups in this table are modp groups; elliptic curve groups shall not be used.
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For Transform Type 3 (Integrity Algorithms), Transform_IDs are defined in table 77.

Table 77 — Integrity Algorithms Transform_IDs (Transform Type 3)

Transform_ID? Integrity Algorithm Reference
0 AUTH_NONE
1 AUTH_HMAC_MD5_96° RFC 2403
2 AUTH_HMAC_SHA1_96° RFC 2404
6 AUTH_HMAC_MD5_128¢ RFC 1321, RFC 2104
7 AUTH_HMAC_SHA1_160° RFC 2104, SHA-1
102465535 | Vendor Speciiic
dll others Reserved to IANA

'hese values are a subset of those specified by IANA in the "IKEv2 Parameters" registry
See http://www.iana.org/assignments/ikev2-parameters).

;
(
This integrity Algorithm shall not be used with CT_Authentication.
AUTH_HMAC_MD5_128 shall be used instead.
¢ This integrity Algorithm shall not be used with CT_Authentication.
AUTH_HMAC_SHA1_160 shall be used instead.
This integrity Algorithm shall not be used with ESP_Header.
AUTH_HMAC_MD5 96 shall be used instead.

:

A

his integrity Algorithm shall not be used with ESP_Header.
UTH_HMAC_SHA1_96 shall be used instead.

For Transform Type 4 (Diffie Hellman Groups), Transform_IDs are-defined in table 78.

Table 78 — Diffie-Hellman Group Transform. IDs (Transform Type 4)

Transfprm_ID? DH Group Generator Modulus (Hex)
D NONE
D 1 024 bit 2 FFFFFFFFFFFFFFFFC90FDAA22168C234

C4C6628B80DCICD129024E088A67CC74
020BBEA63B139B22514A08798E3404DD
EF9519B3CD3A431B302BO0A6DF25F1437
4FE1356D6D51C245E485B576625E7EC6
F44C42E9A637ED6BOBFFS5CB6F406B7ED
EE386BFBSA8O9FASAEOF24117C4B1lFEG6
49286651ECE65381FFFFFFFFFFFFFFEF

b5 1 536bit 2 see RFC 3526
14 2-048 bit 2 see RFC 3526
15 3 072 bit 2 see RFC 3526
16 4 096 bit 2 see RFC 3526
7 6-1444-bit 2 see-RFG-3526
18 8 192 bit 2 see RFC 3526
1024 .. 65535 | Vendor Specific
all others Reserved to IANA

@ These values are a subset of those specified by IANA in the "IKEv2 Parameters" registry
(see http://www.iana.org/assignments/ikev2-parameters).
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The number and type of Transforms included in an SA Payload are dependent on the protocol in the SA
itself. An SA Payload proposing the establishment of an SA has the following mandatory and optional
Transform types. A compliant implementation shall understand all mandatory and optional types for each
protocol it supports, although that implementation need not accept Proposals with unacceptable suites. A
Proposal may omit the optional types if the only value for them it accepts is NONE. The mandatory

Transform types are shown in table 79.

Table 79 — Mandatory Transform Types

6.3.2.4 Mandatory Transform_IDs

The mandatory and recommended Transform_IDs for the SA;Management protocol, the E
protocol and the CT_Authentication protocol are shown in table 80.

Protocol Mandatory Types Optional Types
Encryption Algorithms,
o Pseudo-random Functions,
= Integrity Algorithms,
Diffie-Hellman Groups
ESP_Header Integrity Algorithms?@ Encryption Algorithms
CT_Authentication Integrity Algorithms?@ Encryption Algorithms
@ A combined mode algorithm satisfies the requirement for integrity evervifjit is negotiated
as an encryption only algorithm. No additional integrity algorithm is proposed in this case

Table 80 — Mandatory and Recommended Transform_IDs (part 1 of 2)

Encryption Pseudo-random DH Groups
Algorithms Functions Integrity Algorithms (see
(see table 75) (see table 76) (see table 77) table 78)
Mandatory?
Transforms for the | ENCR_AES _.CB€ 14
SA Management |(Key length 128-bit) PRF_HMAC_SHA1T| AUTH_HMAC_SHA1_96 (21048 bit)
protocol
Mandatory? ENER-NULL,
Transforms for the | ENCR_AES_GCM ENCR_NULL_- c
. - _AUTH_AES_GMAC -

ESP_Header (Key length 128-bit, (Key length 128-bit)
protocol 16 bytes ICV) yleng

a
b

These Transforms are mandatory to implement.
These Ttansforms are recommended to be implemented as recommended algorithms to protect against the
possibility that major flaws are found in the mandatory algorithms.
ENCR_NULL_AUTH_AES_GMAC is an integrity algorithm, although it is defined as a combined mode
encryption algorithm in the IKEV2 registry (see table 75). This standard re-uses this definition for
consistency with IKEv2.

NCP A R ol

Implementations should include a management facility that allows specification, by a user or system
administrator, of Diffie-Hellman parameters (i.e., the generator, modulus, and exponent lengths and values)
for new DH groups. Implementations should provide a management interface via which these parameters
and the associated Transform_IDs may be entered, by a user or system administrator, to enable negotiating
such groups.

SP_Header
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Table 80 — Mandatory and Recommended Transform_IDs (part 2 of 2)

Encryption Pseudo-random DH Groups
Algorithms Functions Integrity Algorithms (see
(see table 75) (see table 76) (see table 77) table 78)
a

'I}'Arz:g?:r)rgls for the ENCR_NULL,

o ENCR_AES_CBCd - AUTH_HMAC_SHA1_160 -
CT_Authentication .

(key length 128-bit)

protocol
Recommended®
Transforms forthe | g 3pEs - AUTH HMAC MD5 96 -
SA Management
protocol
Recommgnded®
Transforms for the
ESP_Hedder ENCR_3DES - AUTH_HMAC_MD5 96 -
protocol
Recommpnded®
Transforms for the
CT_Authentication ENCR _3DES - AUTH_HMAC_ MD5 128 -
protocol

@ Thesg¢ Transforms are mandatory to implement.

b Thesg Transforms are recommended to be implemented as recommended\algorithms to protect against the
possibility that major flaws are found in the mandatory algorithms.

¢ ENCR_NULL_AUTH_AES_GMAC is an integrity algorithm, although(it is defined as a combined mode
encryption algorithm in the IKEV2 registry (see table 75). This standard re-uses this definition for
consigtency with IKEv2.

d ENCR_AES_CBC is required for CT_Authentication because it is required by IKEv2, and the
impleentation of the algorithm may be common between the two protocols.

Implementations should include a management facility:that allows specification, by a user or system
administrator, of Diffie-Hellman parameters (i.e., the'\generator, modulus, and exponent lengths and values)
for new DH groups. Implementations should previde a management interface via which these parameters
and the associated Transform_IDs may be entered, by a user or system administrator, to enable negotiating
such groups.

Although the security of negotiated ‘Child_SAs does not depend on the strength of the encryption and
integrity projection negotiated in the IKE_SA, peers shall not negotiate ENCR_NULL as the IKE encryption
algorithm gnd shall not negpotiate AUTH_NONE as the IKE integrity protection algorithm unless a
combined mode encryption algorithm is used. All implementations shall include a management facility that
enables a user or system\administrator to specify the suites that are acceptable for use with IKE. Upon
receipt of a payload with a set of Transform_IDs, the implementation shall compare the transmitted
Transform_|Ds against those locally configured via the management controls, to verify that the proposed
suite is acceptable based on local policy. The implementation shall reject SA Proposals that are not
authorized Qjy these IKE suite controls.

6.3.2.5 Transform Attributes

Each Transform in a Security Association payload may include Attributes that modify or complete the
specification of the Transform (e.g., if an encryption algorithm has a variable length key, the key length to
be used may be specified as an Attribute). Attributes are type/value pairs that may have a value of a fixed
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two byte length or of variable length. For the latter, the Attribute is encoded as type/length/value, as shown

in table 81.

Table 81 — Transform Attributes Definition

Item Size (Bytes)
Attribute Type 2
Attribute Length/Value 2
Optional Attribute Value variable
Attribute Type 2

Attribute Type: A unique identifier for each type of Attribute. The most significant hit|of thig
Attribute Format bit (AF). It indicates whether the Attribute is of Type/Length/Valug (TLV) fo
shortened Type/Value (TV) format. If the AF bit is set to zero, then the Attribut
Type/Length/Value (TLV) form. If the AF bit is set to one, then the Attribute is of the Type/Valu

Attribute Length/Value: When the AF bit is set to zero it is the length in‘bytes of the followi
Value field. When the AF bit is set to one it is the 2 bytes value of the Attribute, and there is
Attribute Value field.

Attribute Value: The value of the Attribute associated with the Attribute Type. If the AF bit is
this field has a variable length defined by the Attribute Length/Value field. If the AF bit is set to ¢
is not present.

Only one Attribute Type (i.e., Key Length) is definéd,"as shown in table 82, and it is of fixed
variable length encoding specification is included-only for future extensions. The only algorith
this standard that accept Attributes are the AES based encryption, including the GMAC alg
require a single Attribute specifying the keyclength. Attributes described as basic shall not

using the variable length encoding. Variable length Attributes shall not be encoded as basic

value may fit into two bytes.

Table 82 — Attribute Type Values

field is the

‘mat or of a
e is of the
b form.

hg Attribute
no Optional

set to zero,
ne this field

length. The
s defined in
orithm, that
be encoded
bven if their

Value?? Attribute Type Attribute Format
14 Key Length (in bits) Type/Value (AF=1)
16 384 ..32767 | Vendor Specific
allothers Reserved to IANA

a_These values are a subset of those specified by IANA in the "IKEv2 Parameters" registry
(see http://www.iana.org/assignments/ikev2-parameters).

b These are 15 bits values that do not include the most significant bit of the field (the AF bif

algorithm uses a fixed length key.
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Exchange Payload

The Key_Exchange Payload has the format shown in table 83.

Table 83 — Key_Exchange Payload Format

Item Size (Bytes)
Chaining Header 4
DH Group number 2
Reserved 2
Key Exchange Data variable

Chaining H

DH Group
(see table 1

leader: See 6.2.3 .

humber: Identifies the Diffie-Hellman group in which the Key Exchange Data was:.computed
[8). If the selected Proposal uses a different Diffie-Hellman group, the message shall be

rejected with a Notify Payload of type INVALID_KE_PAYLOAD.

Key_Exchgnge Data: A Key Exchange Payload is constructed by copying one's, Diffie-Hellman public
value into t]e Key Exchange Data portion of the Payload. The length of the Riffie-Hellman public value
shall be equal to the length of the prime modulus over which the exponentiation was performed,
prepending gero bits to the value if necessary.

6.3.4 Nonge Payload

The Nonce Payload has the format shown in table 84.

Chaining H

Table 84 — Nonce Payload Format

Item Size (Bytes)
Chaining Header 4
Nonce Data variable

leader: See 6.2.3 .

Nonce Data: The Nonce Payload, denoted Ni and Nr for the SA_Initiator's and SA_Responder's nonce

respectively
actively inv
generated f

, contains random data used to protect against replay attacks and ensure that each peer is
blved in the SA(Management Transaction. The Nonce Data field contains the random data
y the transmitting entity. The size of a Nonce shall be between 16 and 256 bytes inclusive.

Nonce valugs shall not.be reused.

6.4

IKE_Auth Message

6.4.1 Ove

ISO/IEC 14165-432:2022 © ISO/IEC 2022

Hew

The IKE_Auth Message is used after the IKE_SA_Init exchange has been completed. The IKE_Auth
messages authenticate the IKE_SA _Init messages, exchange identities, and establish the first Child_SA.
Parts of these messages are encrypted and integrity protected with keys established through the
IKE_SA_Init exchange, so the identities are hidden and all fields in all messages are authenticated.
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After the IKE_SA_Init exchange has been completed each party may generate SKEYSEED (see 6.8.12),
from which all keys are derived for that IKE_SA. All but the headers of all the messages that follow are

encrypted and integrity protected. The keys used for the encryption and integrity protection

are derived

from SKEYSEED and are known as SK, (encryption) and SK, (authentication (i.e., integrity protection)). A
separate SKg and SK, is computed for each direction. In addition to the keys SKg and SK, derived from
the DH value for protection of the IKE_SA, another quantity SK is derived and used for derivation of
further keying material for Child_SAs. The notation SK {...} in figure 21 indicates that the IKE Payloads are

encrypted and integrity protected using that direction's SK, and SK.

SA_Initiator SA_Respon

W Atk [T 1IN /AL 11
LL™4

der

X7 xacrr7 1 ST VT 1

SK {IDi, [CERT,] [CERTREQ,] AUTH, SAi2, TSi, TSr}

IKE_Auth / T_ID=Q / M_ID=1
SK {IDr, [CERT,] AUTH, SAr2, TSi, TSr}

Figure 21 — An IKE_Auth exchange.

The SA_Initiator asserts its identity with the IDi Payload, provés knowledge of the secret corre
IDi and integrity protects the contents of the IKE_Auth messages using the Authentication P
SA_Initiator begins negotiation of a Child_SA using the.SAi2 Payload. The remaining IKH
starting with SAi2, are specified in the description of the\IKE_Create_Child_SA message (see

sponding to
hyload. The
Payloads,
B.5).

The SA_Responder specifies its identity inithe IDr Payload, authenticates its identity with the

Authentication Payload, and completes negatiation of a Child_SA with the additional IK
specified in the IKE_Create_Child_SA message (see 6.5).

The recipients of an IKE_Auth message' shall verify that all signatures and MACs are compu
and that the names in the Identification Payloads correspond to the keys used to generat
Payload. The Message Payload.6fthe IKE_Auth message is shown in table 85.

Table 85 — IKE_Auth Message Payload

Item Size (Bytes)
IKE_Header Payload 24
Encrypted Payload variable

IKE_Header Payload: See 6.2.2 .

- Payloads

d correctly
the AUTH
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Encrypted Payload: Contains other IKE Payloads in encrypted form. See 6.4.2 for additional information
on the Encrypted Payload. For the IKE_Auth message the IKE Payloads contained in the Encrypted

Payload are

shown in table 86.

Table 86 — IKE Payloads Contained in the IKE_Auth Message

Item Size (Bytes) Reference
Identification Payload 6.4.3
Optional Certificate Payload variable 6.4.6
Optional Certificate Request Payload variable 6.4.7
Authentication Payload variable 6.4.4
Security_Association Payload variable 6.3.2
Traffic Selector Payload - SA_Initiator variable 6.4.5
Traffic Selector Payload - SA_Responder variable 6.4.5
Optional Vendor_ID Payload variable 6.6.4

6.4.2 Enci

The Encrypfed Payload contains other IKE Payloads in encrypted form. The Encrypted Payload, if present,
last IKE Payload in the message. The Encrypted Payload may be the only IKE Payload in the
he algorithms for encryption and integrity protection are negatiated during the IKE_SA setup,
5 are computed as specified in 6.8.11 and 6.8.12.

shall be the
message. T
and the key

The encrypt
2104, RFC

size and an

'ypted Payload

The Encrypled Payload format is shown in table 87.

on and integrity protection algorithms are modelled aftef\the ESP algorithms described in RFC
1303, and RFC 2451. This standard completely spégifies the cryptographic processing of IKE
data, but th¢ RFCs describe the design rationale. This standard assumes a block cipher with a fixed block
ntegrity check algorithm that computes a fixed length checksum over a variable size message.

Table 87 — Encrypted Payload Format

Item Size (Bytes)
Chaining Header 4
Initialization Vector variable
EncryptediIKE Payloads variable
Padding 0..255
Pad:Length 1
Integrity Checksum Data variable

Chaining HFader: See 6.2.3.

Initialization Vector: A randomly selected value whose length is equal to the block length of the
underlying encryption algorithm. Recipients shall accept any value for this field. Senders should either pick
this value pseudo-randomly and independently for each message or use the final ciphertext block of the
previous message sent. Senders shall not use the same value for each message, use a sequence of
values with low hamming distance (e.g., a sequence number), or use ciphertext from a received message.
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Encrypted IKE Payloads: Other IKE Payloads encrypted with the negotiated cipher. The IK
contained in the IKE_Auth message are shown in table 86. The IKE Payloads contai

E Payloads
ned in the

IKE_Create_Child_SA message are shown in table 99. The IKE Payloads contained in the

IKE_Informational message are shown in table 101.

Padding: May contain any value selected by the sender, and shall have a length that

makes the

combination of the IKE Payloads, the Padding, and the Pad Length field to be a multiple of the encryption

block size. This field is encrypted with the negotiated cipher.

Pad Length: The length in bytes of the Padding field. The sender should set the Pad Length to the
minimum value that makes the combination of the IKE Payloads, the Padding, and the Pad Length a

multiple of the block size, but the recipient shall accept any length that results in proper alig

nment. This

field is encrypted with the negotiated cipher.

Integrity Checksum Data: The cryptographic checksum of the entire messagg|starti
message.

6.4.3 Identification Payload

The Identification Payload allows peers to specify an identity to one-another. The Identificat
format is shown in table 88.

Table 88 - Identification Payload Format

Item Size (Bytes)
Chaining Header 4
ID_Type 1
Reserved 3
Identification Data variable

Chaining Header: See 6.2.3 .

ID_Type: Specifies the typelof Identification being used. This field shall be set to the v3
represents the ID_Type Name Identifier. The defined values are shown in table 89.

Table 89 — Type Identifiers

ng with the

IKE_Header Payload through the Pad Length. The checksum shall be computed|ever the encrypted

on Payload

lue 12 that

ID-_TFype? Description Size (Bytes)
12 Name_ldentifier® 8

201 .. 255 Vendor Specific

all others Reserved to IANA

@ These values are a subset of those specified by IANA in the "IKEv2 Parameters" registry

L loddaaa Ll H L H talil Vo + )
CCT TIUP./TWWW.TATTA. UTY/ Ao STUTTTTICTTIO/TRTV T aralticici o).

b The IEEE Registered Extended Name_Identifier format (i.e., NAA=6h) shall not be used.

Identification Data: Shall be set to the SA_Initiator or SA_Responder Name.
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6.4.4 Authentication Payload

The Authentication Payload contains data used for authentication purposes. The Authentication Payload
format is shown in table 90.

Table 90 — Authentication Payload Format

Item Size (Bytes)
Chaining Header 4
Auth_Method 1
Reserved 3
Authentication_Data variable

Chaining Header: See 6.2.3 .

Auth_Method: Specifies the method of authentication used. The defined values are shownrin table 91.

Table 91 — Authentication Methods

Value Description

RSA Digital Signature. Computed as specified in £:8,13 using an
RSA private key over a PKCS#1 padded hash(see RFC 2437).

Shared Key Message Integrity Code. Computed as specified in
2 6.8.13 using the shared key associated With 'the Identity in the
Identification Payload and the negotiated PRF functions.

201 .. 255 | Vendor Specific
all others | Reserved

Authentication_Data: See 6.8.13 .
6.4.5 Traffic Selector Payload

The Traffic $elector Payload allows peers-to identify packet flows for processing by Fibre Channel security
services. Trjaffic Selector Payloads are used in pairs (TSi, TSr) in order to fully specify a traffic flow to
protect. Forl both SA_Initiator and, SA_Responder (TSi and TSr) the Traffic Selector Payload format is
shown in tabple 92.

Table 92 - Traffic Selector Payload Format

Item Size (Bytes)
Chaining Header 4
Number of TS Definitions 1
Reserved 3
Traffic Selector Definition #1 see table 93
Traffic Selector Definition #2 see table 93
Traffic Selector Definition #k see table 93
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Chaining Header: See 6.2.3 .

Number of TS Definitions: Number of Traffic Selector Definitions being provided.

Traffic Selectors are defined as a list of address identifier ranges and Protocol ranges. A range of address
identifiers is a set of two 3-bytes values. The first value is the beginning address identifier (inclusive), and
the second value is the ending address identifier (inclusive). All address identifiers falling between the two
specified values are considered to be within the list. For a given traffic flow the TSi defines the S_ID

address range, and the TSr defines the D_ID address range.

The Protocol ranges are specified as a range of R_CTLs values and Types (see FC-FS-3). The Type
attribute has different semantic depending on the protocol to which the Selector is applied. For the
ESP_Header protocol that operates at FC-2 layer, the Type range is a range of 00h || TYPE, (see FC-FS-
3). For the CT_Authentication protocol that operates at CT layer, the Type range is arange of CT

GS_Type || GS_Subtype (see FC-GS-6).

NOTE 28 — There is no ambiguity in this definition because in a selector that applies tojGommon Trapsport traffic,

the TYPE has the implicit value 20h.

A range of R_CTLs or Types is represented by two values. The first valug is the beginning R_CTL or Type
(inclusive). The second value is the ending R_CTL or Type (inclusive): For a given traffic flow the protocol

definitions are the same in TSi and TSr.

Traffic Selector Definition: as shown in table 93.

Table 93 — Traffic Selector Definition

Item Size (Bytes)
TS Type 1
Reserved

Selector Length
Starting R_CTL
Starting Address
Ending R €TL
Ending-Address
Starting Type

NIN|W|=2]|W]|=>2]N]| -~

Ending Type

TS Type: The'type of Traffic Selector. This field shall be set to the value 9, that represents
address identifiers. TS Types are defined in table 94.

Table 94 — TS Type Identifiers

a range of

TS Type? Description
9 FC_Address_Range

241 .. 255 Vendor Specific

all others Reserved to IANA

8 These values are a subset of those specified by IANA in the "IKEv2 Parameters" registry
(see http://www.iana.org/assignments/ikev2-parameters).
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Selector Length: The length in bytes of the Traffic Selector Substructure. The Selector Length field shall
be set to 16.

Starting R_CTL: In both TSi and TSr, the smallest R_CTL value included in the Traffic Selector.

Starting Address: in TSi, the smallest S_ID included in the Traffic Selector. In TSr, the smallest D_ID

included in t

he Traffic Selector.

Ending R_CTL: in both TSi and TSr, the largest R_CTL value included in the Traffic Selector.

NOTE 29 —

A value of 00h for the Starting R_CTL, and a value of FFh for the Ending R_CTL means that the R_CTL

is not relevant to this Traffic Selector, and the SA includes all the R CTLs.

Ending Address: in TSi, the largest S_ID included in the Traffic Selector. In TSr, the largest D_ID included

in the Traffi

Selector.

Starting Type: in both TSi and TSr, the smallest Type included in the Traffic Selector. Ifithe Traffic
Selector applies to the ESP_Header protocol, this field is an 00h || TYPE (see FC-FS-3)yIf the Traffic

Selector ap

Ending Tyq
applies to t
applies to th

NOTE 30 ~
is not reley|

6.4.6 Cert

The optiong
related infor
the sender.
indicated
HTTP_CER
is supporteq

lies to the CT_Authentication protocol, this field is a GS_Type || GS_Subtype (see FC-GS-6).

e: in both TSi and TSr, the largest Type included in the Traffic Selector, If the Traffic Selector
ne ESP_Header protocaol, this field is an 00h || TYPE (see FC-FS33).If the Traffic Selector
e CT_Authentication protocol, this field is a GS_Type || GS_Subtype (see FC-GS-6).

A value of 0000h for the Starting Type, and a value of FFFFh forithe Ending Type means that the Type
nt to this Traffic Selector, and the SA includes all the Types.

ficate Payload

| Certificate Payload provides a means to transport digital Certificates or other authentication
mation. Certificate payloads should be included in an exchange if Certificates are available to
The Hash and URL formats of the Certificate payloads should be used in case the peer has

an ability to retrieve this>information from elsewhere wusing an
T LOOKUP_SUPPORTED Notify payload. When any Hash and URL format (see RFC 3986)
, the HTTP method (see RFC 2616) for Hash and URL lookup shall be supported and other

URL methodis for lookup should not be supported.

NOTE 31
Certificates

The term "Certificate Payload” is somewhat misleading, because not all authentication mechanisms use
and data other than Cettificates may be passed in this payload.

The Certificate Payload format is shown in table 95.

Table 95 — Certificate Payload Format

Item Size (Bytes)
Chaining Header 4
Certificate Encoding T
Reserved 3
Certificate Data variable

Chaining Header: See 6.2.3 .
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Certificate Encoding: Indicates the Certificate type or Certificate-related information contained in the
Certificate Data field. The defined Certificate encodings are shown in table 96. These types shall be
supported by each implementation supporting Certificates. Base-64 encoded Certificates used by FCAP
shall be converted in DER format (value 4, see table 96) for use with the SA Management protocol.

Table 96 — Certificate Encodings

Value® Certificate Encoding Certificate Syntax
1 PKCS #7 wrapped X.509 See RFC 3852
Certificate
Contains a DER encoded X.509 Certificate
4 X509 Certificate-Signature whose-publickey-is-usedto-validatethe-sender's
) | J
AUTH Payload.
7 Certificate Revocation List (CRL) Contalqs a _DER encoded X.509 Cerdificaje
revocation list.
11 Raw RSA Key Contains a PKCS #1 encoded RSA key.
These encodings replace-leng data strucfures
12 Hash and URL of X.509 with a 20 byte SHA-1:hash of the replacefl value
Certificate followed by a variable length URL that resglves to
the DER encoded data structure itself. This
Hash and URL of X.509 Bundle improves efficiency when the endpoints hHave
13 (see RFC 5996, clause 3.6) Certificate(data cached.
201 .. 255 | Vendor Specific
all others | Reserved to IANA
8 These values are a subset of those specified by lANA in the "IKEv2 Parameters" registry
(see http://www.iana.org/assignments/ikev2-parameters).
Certificate Data: Contains the actual encading of Certificate data. The Certificate format i defined in

5.5.3.2.

Implementations shall be capable efibeing configured to send and accept up to four X.509 C
support of authentication.

Implementations should be:¢apable of being configured to send and accept Raw RSA keys

prtificates in

and the two

Hash and URL formats. imultiple Certificates are sent, the first Certificate shall contain th¢ public key

used to sign the Authentication Payload. The other Certificates may be sent in any order.
6.4.7 Certificate Request Payload
The optional-Certificate Request Payload provides a means to request preferred Certificat

appearin.the IKE_SA Init response and/or the IKE_Auth request. Certificate Request Payloa
included in an exchange when the sender needs to get the Certificate of the receiver. If multi

bs and may
ds may be
ble CAs are
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the Certificate encoding does not allow a list, then multiple Certificate Request payloads

should be transmitted. The Certificate Request Payload format is shown in table 97.

Table 97 — Certificate Request Payload Format

Item Size (Bytes)
Chaining Header 4
Certificate Encoding 1
Reserved 3
Certification Authority variable

Chaining H

Certificate
Certification

Certificatid
Certificate r

The Certifig
Certification
is encoded

from each T
formatting.

NOTE 32
in a "Certifi
of the Certi

The Certifig]
whether the
determine if
authorities.
specified in
Certificate

is con
is allo
has m

has af
the CI

leader: See 6.2.3 .

Encoding: Indicates the Certificate type or Certificate-related information contained’in the
Authority field. The defined Certificate encodings are shown in table 96.

n Authority: Contains an encoding of an acceptable certification authority-for the type of
bquested.

ation Authority field contains an indicator of trusted authorities fof this Certificate type. The
Authority value is a concatenated list of SHA-1 hashes of the public keys of trusted CAs. Each
hs the SHA-1 hash of the Subject Public Key Info element (s€e,section 4.1.2.7 of RFC 5280)
rust Anchor Certificate. The twenty-byte hashes are concatenated and included with no other

The term "Certificate Request" is somewhat misleading,dp'that values other than Certificates are defined
Cate" payload and requests for those values may be present in a Certificate Request Payload. The syntax
ficate Request payload in such cases is outside the ‘scope of this standard.

ate Request Payload is processed by inspecting the Certificate Encoding field to determine
processor has any Certificates of this type. If so, the Certification Authority field is inspected to
the processor has any Certificates that may be validated up to one of the specified certification
This may be a chain of Certificatés. If an end-entity Certificate exists that satisfies the criteria
the Certificate Request Payload, a Certificate or Certificate chain should be sent back to the
pquestor if the recipient of the-=CERTREQ Payload:

figured to use Certificate ‘authentication;
ved to send a CERT Payload;
atching CAdrust policy governing the current negotiation; and

least one time-wise and usage appropriate end-entity Certificate chaining to a CA provided in
FRTREQ Payload.

Certificate
Certificate.

revocation checking shall be considered during the chaining process used to select a
Even if two peers are configured to use two different CAs, cross-certification relationships

should be supported by appropriate selection logic. This requirement does not prevent an alternate
Certificate from being selected by the sender that enables the recipient to successfully validate and trust

the Certifica

te through trust conveyed by cross-certification, CRLs or other out-of-band configured means.

The processing of a Certificate Request Payload CA name is a suggestion for a Certificate to select, not a

ISO/IEC 14165-432:2022 © ISO/IEC 2022
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mandated one. If no Certificates exist then the Certificate Request Payload is ignored. This is not an error
condition of the protocol.

6.5 IKE_Create_Child_SA Message

The IKE_Create_Child_SA exchange consists of a single request/response pair. It may be initiated by
either end of the IKE_SA after the initial exchanges are completed. All messages following the initial

exchanges are protected using the syntax described in 6.4.2 with the cryptographic algorithms and keys
negotiated with the IKE_SA_Init exchange.

Given that either endpoint may initiate an IKE_Create_Child_SA exchange, in this subclause the term

SA_lInitiator refers to the endpoint initiating the IKE_Create Child SA exchange

A Child_SA is created by sending an IKE_Create_Child_SA request. The IKE_Create_ghild |
may contain a Key_Exchange Payload for an additional Diffie-Hellman algorithm to,enah
guarantees of forward secrecy for the Child_SA. The keying material for the Child ;SA/is a fun
computed during the establishment of the IKE_SA, the nonces exehanged ¢
IKE_Create_Child_SA exchange, and the Diffie-Hellman value if Key_ExchapgejPayloads are
the IKE_Create_Child_SA message. The process is represented in figure 22,

SA_Initiator SA_Respon

IKE_Create_Child)SA/ T_ID=Q / M_ID=R
SK {SA, Ni, [KEi,] [TSi, TS}

IKE_Create_Child_SA/T_ID=Q / M_ID=R
SK {SA, Nr, [KEr,] [TSi, TSt}

Figure 22 — An IKE_Create_Child_SA exchange.

In the Child_SA created as part.of the initial exchange, a second Key Exchange Payload and
not be sent. The nonces from:the initial exchange are used in computing the keys for the Child

The SA_Initiator sends ene or more SA Proposals in the SA Payload, a nonce in the Ni F
optional Diffie-Hellman value in the KEi Payload, and the proposed Traffic Selectors in the ]
Payloads. If the SA'Proposals include different Diffie-Hellman groups, KEi shall be an element
the SA_Initiatoryexpects the SA_Responder to accept. If the SA_Initiator guesses

IKE_Create.Child_SA exchange fails and the SA_Initiator has to retry with a different KEi.
message follewing the header is encrypted and all the message, including the header, is integri
using the.cryptographic algorithms negotiated for the IKE_SA.

| SA request
le stronger
Ction of SKy
uring the
included in

der

nonce shall
| SA.

Payload, an
[Si and TSr
bf the group
wrong, the
The part of
ty protected

sal in an SA

raphic suite includ

he selected

es that group. If the SA_Responder chooses a cryptographic suite with a

different group, it shall reject the request. The SA_Initiator should repeat the request with a KEi Payload
from the group selected by the SA_Responder.

The Traffic Selectors for traffic to be sent on that SA are specified in the TS Payloads, that may be a
subset of what the SA_Initiator of the Child_SA proposed. Traffic Selectors are omitted if this
IKE_Create_Child_SA request is being used to change the key of the IKE_SA.
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The IKE Payloads that compose an IKE_Create_Child_SA message are shown in table 99. The Message

Payload of t

IKE_Heade

he IKE_Create_Child_SA message is shown in table 98.

Table 98 — IKE_Create_Child_SA Message Payload

Item Size (Bytes)
IKE_Header Payload 24
Encrypted Payload variable

r Payload: See 6.2.2 .

Encrypted
on the Ench
Encrypted H

Payload: Contains other IKE Payloads in encrypted form. See 6.4.2 for additional information
ypted Payload. For the IKE_Create_Child_SA message the IKE Payloads contained in. the
ayload are shown in table 99.

Table 99 - IKE Payloads Contained in the IKE_Create_Child_SA Message

Item Size (Bytes) Reference
Seclrrity_Association Payload variable 6.3.2
Nonge Payload variable 6.3.4
Optional Key_Exchange Payload variable 6.3.3
Optibnal SA_Initiator Traffic Selector Payload variable 6.4.5
Optional SA_Responder Traffic Selector Payload variable 6.4.5
Optipnal Vendor_ID Payload variable 6.6.4
6.6 IKE_Informational Message
6.6.1 Overview
At various goints during the operation of an IKEZSA, peers may send control messages to each other

regarding drrors or notifications of events usihg an IKE_Informational exchange. IKE_Informational

exchanges
negotiated K

Control me
pertain to C
was replace

Messages i
Payloads. T
Sender sha
no IKE Payl

shall occur only after the initial .exchanges and shall be cryptographically protected with the
eys.

Esages that pertain to andKE_SA shall be sent under that IKE_SA. Control messages that
hild_SAs shall be sentwunder the IKE_SA that generated them, or its successor if the IKE_SA
d for the purpose of'rekeying.

h an IKE_Informational exchange contain zero or more Notification, Delete, and Vendor_ID
he Recipient-of an IKE_Informational exchange request shall send a response, otherwise the
| assume.the message was lost and shall retransmit it. The response may be a message with
pads™ The request message in an IKE_Informational exchange may contain no IKE Payloads.

ISO/IEC 14165-432:2022 © ISO/IEC 2022
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This is the normal way an endpoint determines if the other endpoint is functional. The
represented in figure 23.

SA_Initiator SA_Respon

IKE_Informational / T_ID=Q /M_ID=R
SK{IN], [DL, [V.]...}

IKE_Informational / T_ID=Q / M_ID=R

QIKCONT N N/T1

process is

der

A4 | LA J I L=4 F 47 KX

Figure 23 — An IKE_Informational exchange.

NOTE 33 — Unlike IKEv2, the Configuration Payload is not used in this standard.

SAs always occur in pairs, with one SA in each direction. When an SA is\closed, both member
shall be closed. Each endpoint shall close its incoming SAs and allow the other endpoint to clo
SA in each pair. To delete an SA, an IKE_Informational exchangé with one or more Delete
sent listing the SPIs, in the format defined for the headers of inbound packets, of the SAs to
The recipient shall close the designated SAs.

The reply in the IKE_Informational exchange shall contain‘Delete Payloads for the paired SAs
other direction, unless both ends of a set of SAs independently decide to close them. In this
entity may send a Delete Payload and the two requésts may cross in the fabric. If an entity
delete request for SAs for which it has already issued a delete request, it shall delete the ot
while processing the request and the incoming SAs while processing the response. In th
responses shall not include Delete Payloads“for the deleted SAs, thus avoiding a duplicate g
may delete the wrong SA.

An entity should regard half closed SA pairs (i.e., with one SA open and the other one
anomalous and audit their existence if they persist. This standard does not specify timeout per
up to individual endpoints to décide how long to wait. An entity may refuse to accept incoming
closed SA pairs but shall not-unilaterally close them and reuse the SPIs. An entity may close
implicitly closing all SAs\negotiated under it. An entity may then rebuild the SAs it needs u
IKE_SA.

The processing of an IKE_Informational exchange is determined by its component IKE Pa
Message Payload of the IKE_Informational message is shown in table 100.

Table 100 — IKE_Informational Message Payload

Item

IKE Haoadaor Davlaod

Size (Bytes)

24

s of the pair
5e the other
Payloads is
be deleted.

going in the
case each
receives a
tgoing SAs
s case, the
eletion that

closed) as
ods, soitis
data on half
the IKE_SA
nder a new

loads. The

oot T ayroat =T

Encrypted Payload variable

IKE_Header Payload: See 6.2.2 .
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Encrypted Payload: Contains other IKE Payloads in encrypted form. See 6.4.2 for additional information
on the Encrypted Payload. For the IKE_Informational message the IKE Payloads contained in the
Encrypted Payload are shown in table 101.

Table 101 — IKE Payloads Contained in the IKE_Informational Message

Item Size (Bytes) Reference
Optional Notify Payload variable 6.6.2
Optional Delete Payload variable 6.6.3
Optional Vendor_ID Payload variable 6.6.4
6.6.2 Notify Payload
The Notify Rayload is used to transmit informational data (e.g., error conditions and state transitions) to an

IKE peer. A
rejected, in
message to
is shown in

Notify Payload may appear in a response message usually specifying why a request was
an IKE_Informational message to report an error not in an IKE request, or incany other
indicate sender capabilities or to modify the meaning of the request. The Notify Payload format
able 102.

Table 102 — Notify Payload Format

Item Size (Bytes)
Chaining Header 4
Security Protocol_ID 1
SPI Size 1
Notify Message Type 2
SPI variable
Notification Data variable

Chaining Header: See 6.2.3 .
Security Prptocol_ID: If this notification is related to an existing SA, this field indicates the type of that SA.
The defined| Security Protocol_IDs are shewn in table 72. For notifications that do not relate to an existing

SA, this field shall be sent as zero and:shall be ignored on receipt.

SPI Size: Léngth in bytes of the SRI as defined by the Security Protocol_ID, or zero if no SPI is applicable.
For a notification concerning the\lKE_SA, the SPI Size shall be zero.

SPI: Securify Parameterdndex indentifying the SA being notified.

Notification Data:\|KE Informational or error data transmitted in addition to the Notify Message Type.
Values for this field\are dependent upon the value of the Notify Message Type field.

Notify Messa : ; 3 - a a 3y z
messages specifying why it was not possible to establish an SA. It may also be status data that a process
managing an SA database wishes to communicate with a peer process. Table 103 and table 104 list the
Notification messages and their corresponding values.

Types in the range 0 .. 16 383 are intended for reporting errors. An implementation receiving a Notify
Payload with one of these types that it does not recognize in a response shall assume that the
corresponding request has failed entirely. Unrecognized error types in a request and status types in a
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request or response shall be ignored except that they should be logged. Table 103 lists the Notification
messages types used for errors.

Table 103 — Notify Message Types - Errors (part 1 of 2)

Type® Mnemonic Description
Sent if the IKE Payload has the critical bit set to
y UNSUPPORTED_ one and the IKE Payload type is not recognized.
CRITICAL_PAYLOAD Notification Data contains the one byte IKE

Payload type.

Indicates an IKE message was received with an

unracoanized-destination - SPI
HHH £ -G StHHaHOR o

4 INVALID_IKE_SPI

]
Indicates the recipient is not able to handlle the
version of IKE specified in the header. The
closest version number that the)reCipien{ may
support is in the reply header.

5 INVALID_MAJOR_VERSION

Indicates the received IKE-message was|invalid
because some type, length, or value was out of
range or because thexrequest was rejected for
policy reasons. F0 avoid a denial of servjce
attack using forged messages, this status may
only be returned for and in an encrypted|packet
7 INVALID_SYNTAX if the MESSAGE_ID and cryptographic
checksum were valid. To avoid leaking
information to someone probing an entity, this
status shall be sent in response to any efror not
covered by one of the other status types] To aid
debugging, more detailed error informatipn
should be written to a console or log.

Sent when an IKE MESSAGE_ID outsidg the
supported window is received. This Notifly shall
not be sent in a response and the invalid fequest
shall not be acknowledged. Instead, inform the
9 INVALID_MESSAGE_ID other side by initiating an IKE_Informatignal
exchange with Notification data containing the
four byte invalid MESSAGE_ID. Sendind this
notification is optional and notifications of this
type shall be rate limited.

May be sent in an IKE_Informational exghange
when an entity receives an ESP_Headel or
CT_Authentication packet with an invalid SPI.
The Notification Data contains the SPI of the
11 INVALID_SPI invalid packet. If this IKE_Informational
Message is sent outside the context of ah
IKE SA, it should only be used by the recipient

as a hint that something may be wrong because
it may be forged.

@ These values are a subset of those specified by IANA in the "IKEv2 Parameters" registry
(see http://www.iana.org/assignments/ikev2-parameters).

b In the range O .. 42.
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Table 103 — Notify Message Types - Errors (part 2 of 2)

Type? Mnemonic Description

None of the proposed crypto suites was

14 NO_PROPOSAL_CHOSEN
- - acceptable.
The DH Group number field in the
Key_Exchange Payload is not the group number
17 INVALID_KE_PAYLOAD selected by the SA_Responder for this

exchange. There are two bytes of data
associated with this notification: the accepted
DH Group number.

Sent in the response to an IKE_Auth message
24 AUTHENTICATION_FAILED | when for some reason the authentication failed,
There is no associated data.

This error indicates that an
IKE_Create_Child_SA request is unacceptable
because its sender only accepts Traffic

34 SINGLE_PAIR_REQUIRED Selectors specifying a single pair 6f addresses.
The requestor should respond by/requesting an
SA for only the specific trafficthe SA_Responder
is trying to forward.

This error indicates that an
IKE_Create_Child «SA' request is unacceptable
because the SA [Responder is unable to accept
any more Child_SAs on this IKE_SA. Some
minimal implementations may only accept a
single Child_SA setup in the context of an initial
IKE exchange and reject any subsequent
attempts to add more.

39 NO_ADDITIONAL_SAS

Indicates that none of the address/protocol
38 TS _UNACCEPTABLE combinations in the supplied Traffic Selectors is
acceptable.

May be sent in an IKE_Informational exchange
when an entity receives an ESP_Header or
CT_Authentication packet whose selectors do
39 INVALID_SELEETORS not match those of the SA on which it was
delivered and that caused the packet to be
dropped. The Notification Data SPI field is set to
match the SPI of the SA.

48 TEMPORARY_FAILURE See 6.8.3.
44 CHILD_SA NOT_FOUND See 6.8.3.
45 .. 8§ 191 Reserved to IANA - Errors
8192 ../116:383 Vendor Specific - Errors
all others® Reserved to IANA

8 These values are a subset of those specified by IANA in the "IKEv2 Parameters" registry
(see http://www.iana.org/assignments/ikev2-parameters).

® In the range 0 .. 42.



https://iecnorm.com/api/?name=6ee6c22fa2c685bec347a08a00c823d4

ISO/IEC 14165-432:2022 © ISO/IEC 2022 139

Notify Payloads with status types may be added to any message and shall be ignored if not recognized.
They are intended to indicate capabilities, and as part of SA negotiation are used to negotiate non-
cryptographic parameters. Table 104 lists the Notification messages types used for status.

Table 104 — Notify Message Types - Status

Type? Mnemonic Description

This notification specifies that this IKE_SA is
the only IKE_SA currently active between the
authenticated identities. It may be sent when
an IKE_SA is established after a failure, and
16 384 INITIAL CONTACT the recipient may use this information to delete
any other IKE_SAs it has to the same
authenticated identity without waitingfor a
timeout. This notification shall not-be sent by
an entity that may be replicated:

This notification specifies that the sending
endpoint narrowed theproposed Traffic
Selectors but that other Traffic Selectgrs may
also have been acceptable, though only in a
separate SA. (There is no data associated with
this Notify {ype. It may only be sent as|an
additionaNKE Payload in a message ingcluding
accepted Traffic Selectors.

16 386 ADDITIONAL_TS_POSSIBLE

This notification may be included in an

y
HTTP_CERT LOOKUP_ message that may include a CERTRE:;
i

16 392 payload and indicates that the sender

SUPPORTED capable of looking up Certificates basef on an
HTTP-based URL.
This notification shall be included in a
Create_Child_SA exchange if the purgose of
the exchange is to replace an existing
ESP_Header or CT_Authentication SA. The
16 393 REKEY_SA SPI field identifies the SA being rekeygd. The
notification carries no data. REKEY_SA is
needed to specify that this is a rekeying and
not a new SA establishment (see 6.8.1).
16 396 .. 40 959 Reserved to IANA - Status
40960 .. 65535 Vendor Specific - Status
all othérsP Reserved to IANA

@8 Thése values are a subset of those specified by IANA in the "IKEv2 Parameters" registry
(see http://www.iana.org/assignments/ikev2-parameters).

5" In the range 16 385 .. 16 395.

6.6.3 Delete Payload

The Delete Payload contains protocol specific SPIs that the sender has removed from its Security
Association database and thus are no longer valid. A delete payload may appear only in Informational
messages. It is possible to send multiple SPIs in a Delete Payload, however, each SPI shall be for the
same protocol. Mixing of Protocol_IDs shall not be performed in a Delete Payload. Multiple Delete
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ay be included in a single IKE_Informational message where each Delete Payload lists SPIs

for a different protocol.

Table 105 s

Chaining H
Security Pr

SPI Size: L
(SPlisin IK

Number of

SPI: Identifi
Size field.

hows the format of the Delete Payload.

Table 105 — Delete Payload Format

Item Size (Bytes)
Chaining Header 4
Security Protocol_ID 1
SPI Size 1
Number of SPIs 2
SPI #1 variable
SPI #2 variable
SPI #k variable

leader: See 6.2.3 .
ptocol_ID: The defined Security Protocol_IDs are shown in table~(2.

bngth in bytes of the SPI as defined by the Security Protocel _1D. It shall be set to zero for IKE
F Header) or set to four for ESP_Header and CT_AUthentication.

SPI: The number of SPIs contained in the Delete Payload.

es the specific Security Association to delete."The size of this field is determined by the SPI

Deletion of the IKE_SA is indicated by a Security Protocol_ID of one with no SPIs. Deletion of a Child_SA

(e.g., ESP_Header or CT_Authentication), is indicated by the Security Protocol_ID of that Protocol and the
SPI set to|the SPI value the sending.endpoint expects in inbound ESP_Header frames or
CT_Authentjicated CT_IUs.

6.6.4 Vendor_ID Payload

The Vendor
and recogni
with new fes

A Vendor_|
protocol, or
not change

Multiple Ven

| ID Payload contains a vendor defined constant. The constant is used by vendors to identify
ze remote instances of their implementations. This mechanism allows a vendor to experiment
tures while maintaining backwards compatibility.

D Payload/may announce that the sender is capable of accepting certain extensions to the
it may simply identify the implementation as an aid in debugging. A Vendor_ID Payload shall
the’ interpretation of any information defined in this standard (i.e., it shall be non-critical).

ndor 1D Paoviaade mavy, ba cant AN mnlamantation 1o ot racaiead 0 conand \/andar 1N
LA~

Payloads.

A Vendor_ID

O o T ayroato oy T ot 7 Y rrpremeTrmtot o o ot roqoumrctU—to— oo v ST oT_—To

Payload may be sent as part of any message. Reception of a known Vendor_ID Payload

allows an implementation to make use of Vendor Specific numbers described in this standard (e.g., private
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Payloads, private exchanges, private notifications). Unknown Vendor_IDs shall be ignored
shows the format of the Vendor_ID Payload.

Table 106 — Vendor_ID Payload Format

Item Size (Bytes)
Chaining Header 4
Vendor_ID 8
Vendor Specific Information 4

Chaining Header: See 6.2.3

. Table 106

Vendor_ID: This field shall contain the vendor’s T10 Vendor ID.

6.7 Interaction with the Authentication Protocols

6.7.1 Overview

An SA Management Transaction may occur after the Authentication Initiator and Aut
Responder have successfully completed an Authentication Transaction, and a session ke
established as a result of the Authentication Transaction. This(session key is used by the SA M
protocol to construct the Authentication Payload in the IKE “Auth message used during cre|
IKE_SA. The Authentication Initiator declares the capability to concatenate an SA M
Transaction to an Authentication Transaction by including the IKEv2 protocol identifier in the |
Authentication Protocols contained in the AUTH_WNegotiate message (see 6.7.2). Either Au
Initiator or Authentication Responder may requite xthe concatenation by setting to one the Co

There are situations where an SA Management Transaction may be used to perform both
authentication and SA management,feplacing the Authentication Protocols defined in claus
Management Transaction that performs both functions of authentication and SA managemen
to with the name IKEv2-AUTH protocol. The credentials used in an IKEv2-AUTH transactio
strong shared secrets or Certificates. The Authentication Initiator declares the capability to
Management Transaction\for both authentication and SA management by including the IK
protocol identifier in the list'of usable Authentication Protocols contained in the AUTH_Negotia
(see 6.7.3).

NOTE 34 — Using the Security Association Management protocol for both Authentication and Securit
management\(see 6.7.3) usually has better security properties than concatenating the Security
Management protocol to another Authentication protocol. However concatenating the Security
Management protocol to another Authentication protocol (see 6.7.2) leverages the authentication i
associated with that Authentication protocol and this may be easier to manage.

Flag (see 5.2.2 and 5.2.3) in the AUTH messages of the Authentication Transaction (see 6.7.2).

hentication
y has been
anagement
ation of the
hnagement
st of usable
hentication
hcatenation

unctions of
e 5. An SA
t is referred
h are either
use an SA
Ev2-AUTH
te message

Association
Association
Association
hfrastructure

When an SA Management Transaction is concatenated to an Authentication Transaction, the session key
that has been established as a result of the Authentication Transaction itself shall be used by the SA
Management protocol to setup the IKE_SA. In this case, the IKE_Auth message does not carry the

optional Certificate and Certificate Request Payloads. The SA Management Transaction shall
specified in clause 6.

proceed as
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The capability to concatenate an SA Management Transaction to an Authentication Transaction shall be
indicated by the Authentication Initiator including the IKEv2 protocol identifier in the list of usable
Authentication Protocols carries in the AUTH_Negotiate message (see 5.3.2). The IKEv2 protocol has no
Authentication Protocol Parameters in the AUTH_Negotiate message.

Once the Authentication Initiator declared the capability to concatenate an SA Management Transaction to
an Authentication Transaction by including the IKEv2 protocol identifier in the list of usable Authentication
Protocols contained in the AUTH_Negotiate message, either the Authentication Initiator or the
Authentication Responder may require to concatenate an SA Management Transaction to the
Authentication Transaction by setting the Concatenation Flag to one in the AUTH Flags field of the first
AUTH message sent.

The Authen
Transactio
Authenticat
‘Logical Errg
5.3.7). If the

ication Initiator requires to concatenate an SA Management Transaction to the Authentication
h by setting the Concatenation Flag to one in the AUTH_Negotiate message. .the
on Responder does not support AUTH Concatenation, an AUTH_Reject with Reasoh|Code
r and Reason Code Explanation ‘AUTH Concatenation not Supported’ shall be returned (see
Authentication Responder supports AUTH Concatenation, the Concatenation Flag shall be

set to one
AUTH_Rej

n all subsequent messages belonging to the Authentication Transactiony otherwise an
ct with Reason Code ‘Authentication Failure’ and Reason Code Explanation ‘Incorrect

Authenticatipn Protocol Message’ shall be returned (see 5.3.7).

When the

thentication Initiator does not require to concatenate an SA Management Transaction to the

Authenticatipn Transaction, the Authentication Responder may require it by setting the Concatenation Flag
to one in the AUTH message sent in reply to the AUTH_Negotiate. Having the Authentication Initiator
declared support to concatenate an SA Management Transaction to the Authentication Transaction by
including the IKEv2 protocol identifier in the list of usable Authentication Protocols contained in the
AUTH_Neglotiate message, the Concatenation Flag shall be set\to one in all subsequent messages
belonging [to the Authentication Transaction, otherwis€ an AUTH_Reject with Reason Code

‘Authentica
be returned

When the S
flag shall b
Authenticati
Transaction

The SA M4
Authenticat
receives thq
send an AU
‘Authenticat

Figure 24 sk
this examp
Transaction
Authentica

on Failure’ and Reason Code Explanation ‘Incorrect Authentication Protocol Message’ shall
(see 5.3.7).

A Management Transaction begins after the Authentication Transaction, the Concatenation
e set to zero. The IKE_SA_Init message should be received in AUTH_TOV after the
bn Transaction completes successfully. The SA Management Transaction shall use the same
Identifier used by the Authentication Transaction.

nagement Transaction may’be initiated either by the Authentication Initiator or by the
on Responder. If both parties send an IKE_SA_Init at the same time, then the entity that

request with the lowest of the four nonces contained in the two IKE_SA_Init requests shall
TH_Reject for thatrequest having Reason Code ‘Logical Error’ and Reason Code Explanation
on Transaction Already Started’, and continue with the other transaction.

ows a typical Authentication Transaction concatenated to an SA Management Transaction. In
e the Authentication Initiator declares the capability to concatenate an SA Management
to am Authentication Transaction by including the IKEv2 protocol identifier in the list of usable
iofy Protocols contained in the AUTH_Negotiate message, but does not require AUTH

ar Tha Atbantication Dacnandar racnirac 0 aonantanatn on QA MNMonaoanamant Teronoantion +

Concatenat
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the Authentication Transaction by setting the Concatenation Flag to one when replying to the

AUTH_Negotiate message.

Authentication Authentication

Initiator Responder
AUTH_Negotiate / T_ID=Q / Concatenation Flag=0

(Name, ..., IKEv2)

AUTH Message #2 / T _ID=Q / Concatenation Flag=1

i Message #2/1 D=0/ Concatenation Flag=1

IKE_SA_Init/ T_ID=Q / M_ID=0 / Concatenation Flag=0

IKE_SA _Init/ T_ID=Q / M_ID=0 / Concatenation Elag=0
IKE_Auth / T_ID=Q4 M-1D=1 / Concatenation Flag=0

IKE_Auth / T_ID=Q / M_ID=1/ Con¢atenation Flag=0

Figure 24 — Concatenation of Authentication and SA Management Transactions.

6.7.3 SA Management Transaction as Authentication Transaction

When an SA Management Transaction is used to perform both functions of authenticat
management, replacing the:Authentication Protocols defined in clause 5, is referred to wif
IKEv2-AUTH protocol. The’credentials that shall be used in an IKEv2-AUTH transaction are €

on and SA
h the name
ither strong

shared secrets or Cértificates. If Certificates are used, the IKE_Auth message shall carry {he optional

Certificate and Certificate Request Payloads.

The Authentication Initiator shall declare the capability to use an SA Management Transacfjon for both

authentication and SA management by including the IKEv2-AUTH protocol identifier in the li
Authentication Protocols contained in the AUTH_Negotiate message (see 5.3.2). The IK
protocol has no Authentication Protocol Parameters in the AUTH_Negotiate message.

The Authantication Dacnan darthat calacte UWCEVD2 ALITLL o tha Alithanticatinn Dentanal ohall o

5t of usable
Ev2-AUTH

Fre-Authentication-RespenderthatseleetsHcEv2-AdH-as-the-Authentication-Pretecel-shalreply with the

same sequence of messages used during an SA Management Transaction. The Authentication

Responder, that becomes the SA_Initiator, shall then send an IKE_SA _Init message to the Au

thentication
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Initiator, that becomes the SA_Responder. The SA Management Transaction shall proceed as specified in

clause 6. Figure 25 shows a typical IKEv2-AUTH transaction.

Authentication
Initiator

IKE_SA_Init/ T_ID=Q/M_ID=0
(SAr1. KEr. Nr)

AUTH_Negotiate / T_ID=Q

Authentication
Responder

(Name, IKEv2-AUTH)

IKE_Auth / T_ID=Q / M_ID=1

IKE_Create_Child_SA /T_ID=Q / M_ID=R
SK {SA, Nr, [KEr,] [TSi, TSf]}

6.8 IKEv2|Protocol Details

6.8.1 Use |of Retransmission Timers

See RFC 5996 (i.e;,NKEv2), clause 2.1. A robust responder should perform the IKE SA lookup using the
whole mesgageyits hash, or the Ni payload in all cases, not only in the single NAT scenario specified in

RFC 5996, ¢lause 2.1 (that does not apply to Fibre Channel).

IKE_SA_Init/ T_ID=Q /M_ID=0
SAi1, KEi, Ni, [CERTREQ])

SK {IDr, [CERT,] [CERTREQ,] AUTH, SAr2, TSr, TSi}

IKE_Auth / T_ID=Q4 ¥ ID=1
SK {IDi, [CERT,] AUTH, SAi2)TSr, TSi}

IKE_Create_Child_SAYT_ID=Q /M_ID=R
SK {[N,}SA, Ni, [KEi,] [TSi, TSr]}

Figure 25 — An((KEv2-AUTH Transaction.

NOTE 35 — Unlike IKEv2, multiple outstanding requests, as defined in IKEv2 with the SET_WINDOW_SIZE

mechanism, are not used in this standard.

6.8.2 Use of Sequence Numbers for Message_IDs

See RFC 5996 (i.e., IKEv2), clause 2.2.
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6.8.3 Overlapping Requests

An SA Management protocol implementation shall process requests strictly in order and/or wait for a
response to one request before issuing another.

NOTE 36 — Unlike IKEv2, multiple outstanding requests, as defined in IKEv2 with the SET_WINDOW_SIZE
mechanism, are not used in this standard.

After an IKE_SA is set up, either end may initiate a request. An IKE endpoint shall be prepared to accept
and process a request while it has a request outstanding in order to avoid a deadlock in this situation. An
IKE endpoint shall wait for a response to each of its messages before sending a subsequent message.
Possible requests collisions should be handled as specified in RFC 5996 (i.e., IKEv2), clause 2.25.

6.8.4 State Synchronization and Connection Timeouts
See RFC 5996 (i.e., IKEv2), clause 2.4.
6.8.5 Cookies and Anti-Clogging Protection

The term cookie identifies a pseudo-random unique value used in network protocols to counter|attacks that
try to exhaust CPU resources. This feature is often referred to as antizclogging protection.

IKEv2 may include a cookie in the IKE_SA_Init exchange to provide anti-clogging protectipn. The SA
Management protocol does not use cookies but instead relies-en’the services provided by thg underlying
FC stack to provide anti-clogging service (see 5.4.8). When state and CPU resources are |scarce, the
SA_Responder of an IKE_SA_Init message shall reject\the message with an LS _RJT or gn SW_RJT
having a Reason Code of ‘Logical Busy’ (see 5.8.3, 5:9.8 and 5.10.3). This avoids the creation|of any state
on the SA_Responder, and allows the SA_Initiator4o rétry the protocol later.
6.8.6 Cryptographic Algorithms Negotiation

The SA Payload indicates a Proposal for a single protocol to protect (e.g., IKE, ESP_[Header, or
CT_Authentication) for the Security Association as well as cryptographic algorithms (i.e., Transforms)
associated with each protocol.

NOTE 37 — Unlike IKEv2, Proposals for more than one protocol are not used in this standard. Each SA Payload
carries a single Proposal for {KE, ESP_Header or CT_Authentication.

See also RFC 5996 (ive., IKEv2), clause 2.7.
6.8.7 Rekeying
See RFC 5996 (i.e., IKEv2), clause 2.8.

6.8.8" Traffic Selector Negotiation

MIbaon o frama ar o OT 1] racaivnd feam tha DO A4 nateohac A cnlactar that onasifine to e~ r\r\t It |n the
cC
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SADB (Security Associations Database, see 4.7), the frame or CT_IU shall be protected with ESP_Header
or CT_Authentication encapsulation according to the type of frame or CT_IU and the policy specified in the
matching selector. When no SA exists it is the task of the SA Management protocol to create it.
Maintenance of a system's SADB is outside the scope of this standard, though some implementations may
update their SADB in connection with the running of the SA Management protocol.

See also RFC 5996 (i.e., IKEv2), clause 2.9.


https://iecnorm.com/api/?name=6ee6c22fa2c685bec347a08a00c823d4

146

6.8.9 Nonces

See RFC 5996 (i.e.,

IKEv2), clause 2.10.

6.8.10 Reuse of Diffie-Hellman Exponential

IKE generat

es keying material using an ephemeral Diffie-Hellman exchange in order to gain the property

of perfect forward secrecy. This means that once an SA pair is closed and its corresponding keys are
forgotten, even someone who has recorded all of the data from the SA pair and gets access to all of the
long term keys of the two endpoints is unable to reconstruct the keys used to protect the conversation

without doin

g a brute force search of the session key space.

To achieve
closed the d

a) the ke

b) any in
gener

Since the cq
advantageg
strategies fa
in less-than
Alternatively
associated
exponential

Decisions a
that it does

the exponential used by the other endpoint on past exehianges and if one is reused to avoid the second

half of the ¢
6.8.11 Ge
See RFC 54
6.8.12 Ge
See RFC 54
6.8.13 Auf

The SA Mar

perfect forward secrecy, each endpoint shall include in the actions taken when an SA pairis
iscarding of:

ys used by the SA pair (e.g., the secrets used in the Diffie-Hellman calculation); and

formation that could be used to recompute those keys (e.g., the state of the random number
htor (see Annex C).

mputing of Diffie-Hellman exponentials is computationally expensive;-an endpoint may find it
us to reuse those exponentials for multiple SA pair setups. There’ are several reasonable
r doing this. An endpoint may select a new exponential only periedically though this may result
-perfect forward secrecy if some SA pair lasts for less thandhelifetime of the exponential.
it may keep track of which exponential was used for each(SA pair and delete the information
with the exponential only when some corresponding,SA’pair was closed. This allows the
to be reused without losing perfect forward secrecy atthe cost of maintaining more state.

5 to whether and when to reuse Diffie-Hellman exponentials is a private decision in the sense
not affect interoperability. An implementation thatreuses exponentials may select to remember

blculation.

nerating Keying Material
96 (i.e., IKEv2), clause 2.13.

herating Keying Material-for the IKE_SA
96 (i.e., IKEv2), clause 2.14.
hentication.of\the IKE_SA

agement protocol may be used to create Security Associations after one of the Authentication

Protocols d¢

as describe

scriped in clause 5 has been successfully executed, and a session key has been generated,

.0 5 4.6, 5.5.6, and 5 6.6. The ses3|on key shall be used as the value of the Shared Secret

Auth_| Method in the Authent|cat|on Payload shaII be set to Shared Key Message Integrlty Code (| e., 2)

Alternatively the SA Management protocol may replace the Authentication Protocols described in clause 5
when the interested parties have strong shared secrets or Certificates (see 6.7.3).

ISO/IEC 14165-432:2022 © ISO/IEC 2022
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See also RFC 5996 (i.e., IKEv2), clause 2.15.

NOTE 38 — Unlike IKEv2, Extended Authentication Protocol (EAP) methods are not used in this standard.

6.8.14 Generating Keying Material for Child_SAs
See RFC 5996 (i.e., IKEv2), clause 2.17.
6.8.15 Rekeying IKE_SAs using the IKE_Create_Child_SA exchange

See RFC 5996 (i.e., IKEv2), clause 2.18.

6.8.16 IKE_Informational Messages outside of an IKE_SA

If a frame arrives with an unrecognized SPI, it may be because the receiving entity has |
because of some other system malfunction or attack. If the receiving entity has an'active IK
source address of a frame or CT_IU, it may send a notification over that IKE_SA. Ifiit'does not,
an IKE_Informational message without cryptographic protection to the source address to
possible problem.

6.8.17 Error Handling
See RFC 5996 (i.e., IKEv2), clause 2.21, and subclauses 2.21.1,2.21.2, 2.21.3.

NOTE 39 — Unlike IKEv2, the Configuration Payload and the Extended Authentication Protocol (EAP)
not used in this standard.

6.8.18 Conformance Requirements

IKEvV2 is a security protocol, and one of itSs\major functions is to allow only authorizeq
successfully complete establishment of SAs.<A particular implementation may be configured
number of restrictions concerning algorithms and trusted authorities that prevents
interoperability.

To assure interoperability, all implementations shall be capable of parsing all payload types, if
over them, and to ignore payload types that it does not support unless the critical bit is set in

pst state or
E SA to the
it may send
alert it of a

methods are

parties to
ith any of a
universal

only to skip
the payload

header. If the critical bit is:set in an unsupported payload header, all implementations shdll reject the

messages containing those payloads.

Every implementation shall be capable of doing four messages IKE_SA _Init and IKE_Auth
establishing two_SAs (i.e., one for IKE, one for ESP_Header or CT_Authentication). Implemen
be initiate-only or respond-only if appropriate for their platform. Every implementation shall bg
responding-to an IKE_Informational exchange, but a minimal implementation may resp
IKE_Infarmational message with an empty IKE_Informational reply. A minimal implemer
support the IKE_Create_Child_SA exchange only in so far as to recognize requests and reject
Neotify payload of type NO_ADDITIONAL_SAS. A minimal |mplementat|on need not be ab
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exchanges
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capable of
ond to any
tation may
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configured

values of either lifetime or bytes passed, an implementation may either try to renew it with an
IKE_Create_Child_SA exchange or it may delete (i.e., close) the old SA and create a new one. If the
responder rejects the IKE_Create_Child_SA request with a NO_ADDITIONAL_SAS notification, the

implementation shall be capable of instead closing the old SA and creating a new one.

For an implementation that supports Certificates, it shall be possible to configure it to accept X.509v3

Certificates containing RSA keys of size 1 024 or 2 048 bits, where the identifier

passed as
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FC_Name_ldentifier shall be reflected by the Subject field or the Subject Alternative Name Extension of
the Certificate (see 5.5.3.2).

6.8.19 Rekeying IKE_SAs when Refreshing Authentication

As described in 6.7.2, an SA Management Transaction may be concatenated to an Authentication
Transaction. In this case the session key established as a result of the Authentication Transaction is used
by the SA Management protocol to authenticate the IKE_SA as a pre-shared key. The IKE_SA may be re-
keyed at any time based on this pre-shared key.

An Authentication Transaction may be repeated at any time by either peer in order to re-authenticate (see
5.11).

If the Authgntication Transaction is successful, the two peers shall update the entry of the Security
Association|Database with the new session key resulting from the Authentication Transaction. Then'the
SA _Initiator|shall rekey the corresponding IKE_SA as described in 6.8.15. This procedure causes|the new
IKE_SA to ipherit all of the original IKE_SA's Child_SAs.

If the FC Authentication transaction is not successful, an Authentication failure shall occur,-as described in
clause 5, and appropriate actions shall be taken to clean up the Security Association \Database from any
status that i$ related to the peer that has failed to re-authenticate.



https://iecnorm.com/api/?name=6ee6c22fa2c685bec347a08a00c823d4

ISO/IEC 14165-432:2022 © ISO/IEC 2022 149

7 Fabric Policies
7.1 Policies Definition
7.1.1 Overview

This clause defines how to manage Fabric policies and extends the Zoning model defined in FC-GS-6 and
FC-SW-5 to be used in a secure environment.

NOTE 40 — Examples of Fabric policy implementations prior to this standard are provided in Annex G.

Policies are expressed as a set of related data structures, called Policy Objects. Some Policy Objects are

Fabric-wide (i.e., present on each Switch of a Fabric), while others are per Switch (i.e., pregent only on
specific Switches). The main Fabric-wide data structures are the Switch Membership List Object and the
Node Membership List Object, listing respectively Switches and Nodes allowed to be partof a|Fabric. The
per Switch data structures are the Switch Connectivity Objects, listing topology restrictions agsociated to
specific Switches. These and other policy data structures and their relationships are represenged in figure
26.
. . Switch
Active Objects Membership Node
List Object Membership IP
Policy List Object Management
Summary List Object
Object
Switch St i
Connectivity il iy ¢ D il >
Objects e .\ el >
q_ ________________ R
q_ ___________ _ -
<t - - Attribute
< - -t Objects
U _D
_——_ - —- _- - _ - = = _D
- ---- D
Non-Active Switch List Objects Attribute
Objects Connectivity Objects
Objects

Figure 26 — Policy Data Structures
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The set of Policy data structures enforced by a Fabric contains the Policy Objects shown in table 107.

Table 107 — Policy Objects

Object Identifier Description Cardinality Reference
0000 0001h Policy Summary Object One per Fabric 71.3
0000 0002h Switch Membership List Object One per Fabric 71.4
0000 0003h Node Membership List Object One per Fabric 7.1.5
0000 0004h Switch Connectivity Object A set per Fabric 7.1.6
0000 0005h IP Management List Object One per Fabric 71.7
JO00 U00Gh Attribute Object Asetper Fabric 718
The Policy Bummary Object is an ordered list of pointers to other Policy Objects, one pointer pér gach

other active
the referenc

The Switch
to be part of

The Node M
be connectg

The IP Man
manage a F

If in a Fabr
composed ¢
Object and
Connectivity

A Switch Cqg
to a specifig

The Attribut
Switches or

Each of the
computation
active and

Policy Object. Each pointer in a Policy Summary Object is paired with a cryptographic hash of
ed Policy Object.

Membership List Object is a Fabric-wide Policy Object that defines which Switches are allowed
a Fabric.

embership List Object is a Fabric-wide Policy Object that defines which Nodes are allowed to
d to a Fabric.

hgement List Object is a Fabric-wide Policy Object that describes which IP hosts are allowed to
abric.

c there is no need to express topology restrictions, then a Policy configuration may be
f the Policy Summary Object, the Switch Membétship List Object, the Node Membership List
the IP Management List Object. Topology restrictions are expressed as a set of Switch
Objects.

nnectivity Object is a per Switch Policy;Object that describes topology restrictions associated
Switch.

e Objects are Fabric-wide Policy Objects that define optional attributes to be associated with
Nodes. They allow the extension of this policy model by defining new attributes as required.

Policy Objects is identified by a Name, and may be summarized by the value resulting from the
of a cryptographichash on that Policy Object. Multiple instances of Policies Objects, some
Eome non-active,)may exist in a Fabric at a certain time. Each instance is identified by a

different N
active, bec
and hashes
Summary

This policy

e. Only twa instances of a Switch Connectivity Object may exist, one active and one non-

se a Switch-Connectivity Object uses the Switch Node Name as its Name. The list of Names
of the enfarced Policy Objects is encoded in the Policy Summary Object. A non-active Policy
bjectis not defined by this standard.

a) Autonomous Switches, that maintain the Fabric-wide Policy Objects, their own Switch Connectivity
Object, and a full copy of the FC-SP Zoning Database;

b) Client
and a

Switches, that maintain the Fabric-wide Policy Objects, their own Switch Connectivity Object,
subset of the FC-SP Active Zone Set; and
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c) Server Switches, that maintain the Fabric-wide Policy Objects, all the Switch Connectivity Objects,

and a full copy of the FC-SP Zoning Database.

Considering a Fabric composed of n Switches and m Nodes, the Switch Membership List Object and the
Node Membership List Object have respectively a potential complexity of O(n) and O(m). Instead the set of
Switch Connectivity Objects has a potential complexity of O(nz) to describe the Switch to Switch
connections, and a potential complexity of O(n times m) to describe the Switch to Node connections. For
these reasons, in order to keep manageable the complexity of the Fabric Policy data structures, this policy

model:

a) Allows for the distribution of the Switch Connectivity Objects only where needed (i.e., they are not

Fabric-wide information);

b) Allows the association of attributes to Nodes in the Node Membership List Object-or/to
the Switch Membership List Object; and

c) Does not allow the association of attributes to specific connections (i.e., Switch-to-Switc
to-Node pairs).

7.1.2 Names used to define Policies

and Name Value content shown in table 108.

Table 108 — Names used to define Policies

Switches in

h or Switch-

The names used to define policies shall have the format specified ini4,9 with the Name Tag, Name Length,

Name Tag Name Length (Bytes) Name Value content
0002h 8 Node Name®
8002h 8 Restricted Node_Name?
0003h 8 Port_Name?
8003h 8 Restricted Port_Name?
0004h 8 Wildcard
8004h 8 Negated Wildcard
0005h 1to 64 Alphanumeric Name
0006h 32 IPv6 Address Range
0007h 8 IPv4 Address Range

8 The (EEE Registered Extended Name_ldentifier format (i.e., NAA=6h) shall not be used.

Node_Name-Value: a Name_ldentifier, as defined by FC-FS-3.

Restricted Node_Name Value: a Name_ldentifier, as defined by FC-FS-3.

Restricted Port_Name Value: a Name_Identifier, as defined by FC-FS-3.
The IEEE Registered Extended Name_Identifier format (i.e., NAA=6h) shall not be used.

Wildcard Value: the value 0000 0000 0000 0000h.
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Restricted Wildcard Value: the value 0000 0000 0000 0000h.

NOTE 41 — Wildcard Names are used to collectively identify "all others" (e.g., all other members of a Policy Object),
not to identify a specific Policy Object.

Alphanumeric Name Value: The Alphanumeric Name Value is right-padded with 00h to be word aligned,
while the length field (see table 2) provides the length of the non-padded name. Alphanumeric Names

have the following properties:
a) The non-padded name shall be between 1 and 64 characters in length;

b) All characters shall be Printable ASCII characters;

c) The fifst character of a given name shall be a letter. A letter is defined as either an upper case-(i.e.,
A .. Z) character or a lower case (i.e., a .. z) character; and

d) Any character other than the first character shall be a lower case character (i.e., a .. z),”an upper
case ¢haracter (i.e., A .. Z), a number (i.e., 0 .. 9), or one of the following four symbols: dollar-sign
($), dash (-), caret (*), and underscore (_).

IPv6 Address Range Value: two IPv6 addresses in network byte order, the numerically smallest first and
the numerichlly largest second.

IPv4 Address Range Value: two IPv4 addresses in network byte order, the iumerically smallest first and
the numerichlly largest second.
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7.1.3 Policy Summary Object 7.1.3.1
Format

The Policy Summary Object (see table 109) provides a compact representation of the policies enforced by
a Fabric. There is no provision for a non-active instance of the Policy Summary Object.

Table 109 — Policy Summary Object Format

Item Size (Bytes)

Object Identifier (0000 0001h) 4
ObjectHags 4
Object Name? variable
Number of Policy Objects 4
Policy Object Identifier #1 4
Policy Object Pointer #1 b variable
Policy Object Hash #1 variable
Policy Object Identifier #2 4
Policy Object Pointer #2b variable
Policy Object Hash #2 variable
Policy Object Identifier #k 4
Policy Object Pointer #kP variable
Policy Object Hash #k variable

@ The Name shall be ahiAlphanumeric Name

b The Name shall be‘an Alphanumeric Name or a Node_Name

Object Identifier: the value 0000 0001h identifies a Policy Summary Object.

Object Flags: the defined Object flags for the Policy Summary Object are shown in table 110.
Table 110 — Object Flags

Bit Description
31..0 Reserved

Object-Name: an Alphanumeric Name identifying the Policy Set Object.

Pe¢licy Object Identifier fields: the identifier of a Policy Object (see table 107).

Policy Object Pointer fields: the name (see 7.1.2) of a Policy Object of the type identified by the
corresponding Policy Object Identifier.
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Policy Object Hash fields: the hash of Policy Object identified by the corresponding Policy Object
Pointer. The format of each Hash field is shown in table 111.

Table 111 — Hash Field Format

Item Size (Bytes)
Hash Tag 4
Hash Length 4
Hash Value variable

Hash Length: indicates the total length in bytes of the Hash Value. Length values are shown in table,112.

Hash Value: contains the result of the hash computation over a Policy Object.

Table 112 — Hash Formats

Each Policy
one-way ha
without add
the Hash fu

7.1.3.2 Ordering Requirements

In a Policy
shall be sor
Name Valu

Objects, or {he alphanumeric secéndary key for Objects with any other type of Policy Object Identifier.

7.1.4 Switch Membership_List Object

7.1.4.1 For]

The Switch
to be part of

Hash Type? Hash Tag Hash Length (Bytes)
SHA-1P 0000 0001h 20
SHA-256° 0000 0002h 32

@ See FIPS PUB 180-4
b Support for SHA-1 is mandatory, support for SHAL256 is optional

Object has ordering requirements that result inda.unique representation of that Object. The
sh value of a Policy Object is computed overithe sequence of bytes that forms the Object
ng any padding. The computation shall be.pefformed as specified by the standard that defines
hction used.

Summary Object, the Policy Object Identifier, Policy Object pointer, and Policy Object Hash
fed in ascending order using:the Policy Object Identifier as the numeric primary key and the
b of the Policy Object pointer as either the numeric secondary key for Switch Connectivity

mat

Membership List Object is a Fabric-wide Policy Object that defines which Switches are allowed
aabric. The membership may be restricted or unrestricted based on name types (see 7.1.2).

mambarchin maaane that tha Quatah 1o At Sllaaand 0 ha ot Af thn Dobhein pinlace Allawvaad by o

A restricted

T TOCT O P T O To ot U ToOWIteT T 1o T ot onmow e O toO o Part O thic T aocurmc oo anowo ooy o

specific Switch Connectivity Object. An unrestricted membership means that the Switch is allowed to be
part of the Fabric unless disallowed by a specific Switch Connectivity Object. Each Switch is identified by
its Node_Name and is associated to a set of basic attributes describing how it shall behave in the Fabric
and how it may be directly accessed for management purposes. A Switch entry may point to an Attribute
Object to specify additional Switch characteristics. A wildcard entry or negated wildcard entry permits
specifying a way to deal with Switches not included in the Switch Membership list, and provides a way to
indicate a default Attribute for Switch entries not pointing to a specific Attribute Object.
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Default Basic Switch Attributes for Switches not listed in a Switch Membership List Object are specified by
the Basic Switch Attributes field of a wildcard or negated wildcard entry in the Switch Membership List
Object.

The Switch Membership List Object format is shown in table 113.

Table 113 — Switch Membership List Object Format

Item Size (Bytes)
Object Identifier (0000 0002h) 4
Object Flags 4
Object Name*© variable
Administered Fabric_Name 8
Number of Entries 4
Switch Entry #1 variable
Switch Entry #2 variable
Switch Entry #n variable
@ The Name shall be an Alphanumeric Namhée

Object Identifier: the value 0000 0002h identifies a SwitchiMembership List Object.

Object Flags: the defined Object flags are shown in table 114.

Table 114.—"Object Flags

Bit Description

31 Active flag: This is a status flag, set by the Fabric.

If set to one, then the Policy Object is Active (i.e., enforced by the Fabric).
If set to zero, then'the Policy Object is non-active (i.e., not enforced by the Fabric).
The Active flag)is used when Policy Objects are returned by the Fabric.
When Poli¢y Objects are sent to the Fabric this flag shall be set to zero.
The Active flag shall be set to zero before computing the hash of a Policy Qbject.

30..0 Reserved?

@ In order to-generate the hash of a Policy Object, bits 31 .. 16 shall be set to zero before the
computation, while bits 15 .. 0 shall be left unchanged.

Object-Name: an Alphanumeric Name identifying the Switch Membership List Object.

Administered Fabric_Name: an administratively set Fabric_ Name. This parameter is meahingful only
hwwhaon Static MNAaraain INe ArA tiond 1n A Dabein (oo~ EC Q\'I\vl 5\‘ Qintic Naraain INa Ay~ A inistratively
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enabled by setting to one the Static Domain_ID bit in the Switch Flags (see table 117) of each Switch Entry
in the Switch Membership List. If Static Domain_IDs are not used the Fabric_Name is dynamically
established (see FC-SW-5) and this parameter shall be set to 0000 0000 0000 0000h.

Number of Entries: shall be set to the number of Switch Entries contained in the Switch Membership List
Object.
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Switch Entry: the format of the Switch Entry field is shown in table 115.

Table 115 — Switch Entry Field Format

Item Size (Bytes)
Name? 12
Basic Switch Attributes 8
Attribute Object Pointer (optional) variable

@ The Name shall be a Node_Name or a Wildcard

Name: an identifier for a Switch. The format of the Name field is described in 7.1.2.

Attribute Opject Pointer: an optional Alphanumeric Name pointing to an Attribute Object. The format of
the Attributg Object is described in 7.1.8.

Basic Swit¢h Attributes: the format of the Basic Switch Attributes field is shown in table 116

Table 116 — Basic Switch Attributes Format

Item Size (Bytes)
Switch Flags 4
Reserved 3
Domain_ID 1

Switch Flags: the defined Switch flags are shown in table 117«

Table 117 — Switch Flags

Bit Description
31 Attribute Qbjeet Pointer Present
30..21 Reserved
20 Static Domain_ID
19 Insistent Domain_ID
18 Serial Ports Access
17 Physical Panel Access
16 Manager Role
15 .. 12 Reserved
11..8 Policy Data Role
7.2 Reserved
1..0 Authentication Behavior

Attribute Object Pointer Present: if this bit is set to one then the Attribute Object Pointer field is present
in the Switch Entry. If this bit is set to zero then no Attribute Object Pointer field is present in the Switch
Entry.

Static Domain_ID: if this bit is set to one the Switch shall use the Static Domain_IDs behavior (see FC-
SW-5). In this case the Domain_ID field shall be set to the administratively assigned Domain_ID. When
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this bit is set to one, the Insistent Domain_ID bit shall be set to zero. If this bit is set to zero the Switch shall
not use the Static Domain_IDs behavior.

The Static Domain_ID bit shall be set for all Switches in the Switch Membership List or for none of them,
otherwise the Fabric partitions. When the Static Domain_ID bit is set for all Switches in the Switch
Membership List, the Administered Fabric_Name field (see table 113) shall be set to the administratively
set Fabric_Name.

Insistent Domain_ID: if this bit is set to one the Switch shall use the Insistent Domain_ID behavior. In this
case the Domain_ID field shall be set to the administratively assigned Domain_ID. When this bit is set to
one, the Static Domain_ID bit shall be set to zero. If this bit is set to zero the Switch shall not use the

Insistent Domain_ID behavior

A Switch using the Insistent Domain_ID behavior shall join a Fabric if its administrative
Domain_ID is granted during the Fabric Initialization procedure. During the Address Distributioj
Switch shall request to the Principal Switch its administratively assigned Domain_AD/in the R
and shall isolate the involved Switch Port if the Principal Switch does not grant the requested
(see FC-SW-5).

Serial Ports Access: if this bit is set to one, then the Switch shall allow manhagement through
If this bit is set to zero the Switch shall not allow management through-serial ports.

Physical Panel Access: if this bit is set to one, then the Switeh shall allow management
physical panel. If this bit is set to zero the Switch shall not alloW#~management through the phys

Manager Role: if this bit is set to one, then the Switch is able to change the Fabric Policy conf
defined in 7.3. If this bit is set to zero, then the Switchris‘not able to change the Fabric Policy c(
Each Switch shall enforce this bit on receiving any’of the EACA, ESFC, EUFC, ACA, S
SW_ILSs. If the originating Switch is a Manager:Switch (i.e., it has this bit set to one in its Sw
the currently enforced Switch Membership List),-then the SW_ILS may be accepted, otherwis
rejected with a Reason Code ‘Unable to PeAorm Command Request’ and a Reason Code expl
Authorized’ (see FC-SW-5). If FC-SP Zoning (see 7.6) is used, then this bit applies also to chg
Zoning configuration.

application via the interface defined in FC-GS-6, this bit allows to specify through which Switches the F
may be managed. Any number’of Switches in a Fabric may have the Manager role.

y assigned
h phase the
DI SW_ILS,
Domain_ID

serial ports.

through the
ical panel.

iguration as
nfiguration.
FC, or UFC
tch Entry in
e it shall be
hnation ‘Not
nges of the

NOTE 42 — Given that the Switch(that initiates a Policy Change is also the Switch connected to a management

Bbric Policies
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Policy Data Role: this field defines the role of the Switch in terms of which Policy Data it maintains (see
table 118). Each value specifies a different behavior.

Table 118 — Policy Data Role

Value Description

The Switch shall operate as a Client Switch. A Client Switch maintains its own Switch
Connectivity Object and all Fabric-wide List Objects.?

0000b | If FC-SP Zoning is used, a Client Switch maintains only the subset of the Active Zone Set
that it requires to enforce the current Fabric Zoning configuration, and shall implement
the client part of the Client-Server protocol (see 7.6.5).

Thao Switch-shall onerate-as-an Autanomaous-Switch _An Autonaomous - Switch - maintaine
HREe-SWHEH-SHan-8p8ateaSah-AttoReodsaWheR—H-AtheRoRodS—Wher- RS

its own Switch Connectivity Object and all Fabric-wide List Objects.?

0001b If FC-SP Zoning is used, an Autonomous Switch maintains a complete copy of the Fabri¢
Zoning Database.
The Switch shall operate as a Server Switch. A Server Switch maintains all Fabric-wide
0011b List Objects and the Switch Connectivity Objects of each Switch in the Fabric:
If FC-SP Zoning is used, a Server Switch maintains a complete copy of the Fabric Zoning
Database, and shall implement the server part of the Client-Server protocol*(see 7.6.5).
all Reserved
others

8 There is no difference between an Autonomous Switch and a Client Switch(if FC-SP Zoning is not used.

A Fabric deploying any Client Switch requires at least one Server Switch to operate properly. If no Server
Switches arg reachable, a Client Switch is not able to update its"K€-SP Zoning configuration when new
Nodes are donnected to the Fabric.

Authentication Behavior: this field defines the Authentication behavior of the Switch (see table 119).

Table 119 — Authentication Behavior

Value Description

Connections between this Switch)and the neighbor Switches may be authenticated. The
00b | rejection of an AUTH_Negotiate message shall be considered as an authentication failure
by this Switch.

Any connection between this Switch and a neighbor Switch shall be authenticated. This
Switch should initiate'the Authentication Transaction. The rejection of an
AUTH_Negotiate. message shall be considered as an authentication failure by this
Switch.

Connections-between this Switch and the neighbor Switches may be authenticated. The
10b | rejection of an AUTH_Negotiate message shall not be considered as an authentication
failure-by this Switch.

01b

Any connection between this Switch and a neighbor Switch shall be authenticated. This

ceh-chaould initiata tha Aldthanticaotian Traoncas tinn Tha rainction ~Af o
11b uvvuun STToOTTC T et e 7ot e o trorT— T ot oa Ct o e T ojeCtorToTr—art

AUTH_Negotiate message shall not be considered as an authentication failure by this
Switch.2

@ This behavior allows the gradual deployment of authentication in a Fabric where some Switches
support authentication and some do not.
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7.1.4.2 Ordering Requirements

In a Switch Membership List Object, the Switch entries shall be sorted in ascending order using the Name

Tag as the numeric primary key and the Name Value as the numeric secondary key.
7.1.5 Node Membership List Object

7.1.5.1 Format

The Node Membership List Object is a Fabric-wide Policy Object that defines which Nodes are allowed to
be connected to a Fabric. The membership may be restricted or unrestricted based on name types (see

7.1.2). A restricted membership means that the Node is not allowed to be connected to the F

bric unless

allowed by a specific Switch Connectivity Object. An unrestricted membership means that
allowed to be connected to the Fabric unless disallowed by a specific Switch ConnectivityC
Node is identified by its Node_Name or by one or more of its Port_ Names, and is associate
basic attributes describing how it shall behave in the Fabric and how it may_ accéss thg
management purposes. The identification via Port_ Name permits specifying/different bg
different ports of the same Node. A Node entry may point to an Attribute Objectto specify add
characteristics. A wildcard entry or negated wildcard entry permits specifying.a-way to deal wit
included in the Node Membership list, and provides a way to indicate a,default Attribute for N
not pointing to a specific Attribute Object.

Default Basic Node Attributes for Nodes not listed in a Node Membership List Object are spe
Basic Node Attributes field of a wildcard or negated wildcard entry in the Node Membership Lis

The Node Membership List Object format is shown in table-120.

Table 120 — Node Membership List Object Format

Item Size (Bytes)
Object Identifier (0006°0003h) 4
Object Flags 4
Object Name? variable
Number.of Entries 4
Node-Entry #1 variable
Node Entry #2 variable
Node Entry #n variable
@ The Name shall be an Alphanumeric Name

Object Identifier: the value 0000 0003h identifies a Node Membership List Object.

he Node is
bject. Each
i to a set of

Fabric for
haviors for
tional Node
N Nodes not
ode entries

cified by the
t Object.

Obiect Flags: o Sbicetf I . o444
Object Name: an Alphanumeric Name identifying the Node Membership List Object.

Number of Entries: shall be set to the number of Node Entries contained in the Node Mem
Object.

bership List
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Node Entry: the format of the Node Entry field is shown in table 121.

Table 121 — Node Entry Field Format

Item Size (Bytes)
Name? 12
Basic Node Attributes variable
Attribute Object Pointer (optional) variable
@ The Name shall be a Node_Name or Port_Name or a Wildcard

Name: an identifier for a Node. The format of the Name field is described in 7.1.2.

Attribute Opject Pointer: an optional Alphanumeric Name pointing to an Attribute Object. The format of
the Attributg Object is described in 7.1.8.

Basic Nodd Attributes: the format of the Basic Node Attributes field is shown in table 122

Table 122 — Basic Node Attribute Format

Item Size (Bytes)
Node Flags 4
Common Transport Access Specifier variable

Node Flags: The defined Node flags are shown in table 123.

Table 123 — Node Flags

Bit Description

31 Attribute Object Pointer Present
30..10 Reserved
SCSI Enclosure Services (SES) Access

8 Comimon Transport Access
7.1 Reserved
0 Authentication Required

Attribute Opject Pointer Present: if this bit is set to one, then the Attribute Object Pointer field is present
in the Node Entry. If this bit is set to zero, then no Attribute Object Pointer field is present in the Node
Entry.

SCSI EnclgsureServices (SES) Access: if this bit is set to one, then this Node is allowed to control any

Switch throygh/SCSI Enclosure Services. If this bit is set to zero, then this Node is not allowed to control
any SWItCh theariah CQOQI Drnlaciiran QAarminae Thic hit 1o inamarad f A Quidtnh A~ At clinnArt COQ]
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Enclosure Services (see SES).

Authentication Required: if this bit is set to one, then this Node shall authenticate itself to any Switch to
which it is connected. If this bit is set to zero, then this Node is not required to authenticate itself to any
Switch. Each Switch shall enforce this bit by requiring authentication of any Node with this bit set to one in
its Node Entry in the currently enforced Node Membership List. Authentication is required by setting to one
the Security Bit in the FLOGI LS_ACC (see FC-LS-2).
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Common Transport Access: if this bit is set to one, then the access by this Node to Generic Services via
Common Transport is limited by the content of the Common Transport Access Specifier field. If this bit is
set to zero, then the access by this Node to Generic Services is not limited and the Common Transport
Access Specifier field is not present. Each Switch shall enforce this bit each time a Node accesses a
Generic Service over the Switch using Common Transport by checking the correspondent Node Entry in
the currently enforced Node Membership List.

Common Transport Access Specifier: a variable length field having the format shown in table 124.

Table 124 - Common Transport Access Specifier Format

Item Size (Bytes)
CT Access Descriptor #1 4
CT Access Descriptor #2 4
CT Access Descriptor #k 4

The list of CT Access Descriptors determines if a Node is allowed to accéss a Generic Seryice or Sub-
Server. The format of a CT Access Descriptor is shown in table 125.

Table 125 — CT Access Descriptor Format

Item Size (Bytes)
CT Access Flags 1
Reserved 1
GS_Type 1
GS_Subtype 1

GS_Type: indicates the GS_Type of-the Generic Service subject to access control (e.g., Management
Service).

GS_Subtype: indicates the GS. Subtype of the specific GS Server subject to access control {e.g., Fabric
Zone Server or Security Policy Server).

CT Access Flags: The defined CT Access flags are shown in table 126.

Table 126 — CT Access Flags

Bit Description
No More Words

Allow/Deny

GS_Type Wildcard
GS_Subtype Wildcard
Read Only

2.0 Reserved

wW|lhJlO|O| N



https://iecnorm.com/api/?name=6ee6c22fa2c685bec347a08a00c823d4

162 ISO/IEC 14165-432:2022 © ISO/IEC 2022

No More Words: if this bit is set to zero, then an additional CT Access Descriptor is present in the
Common Transport Access Specifier. If this bit is set to one, then this is the last CT Access Descriptor of
the Common Transport Access Specifier.

Allow/Deny: if this bit is set to zero, then access to the specified Service and Server is allowed to this
Node. If this bit is set to one, then access to the specified Service and Server is not allowed to this Node.

GS_Type Wildcard: if this bit is set to zero, then access restrictions apply to the Generic Service selected
by the GS_Type field. If this bit is set to one, then the GS_Type field is ignored, and access restrictions
apply to any Generic Service. In this case the GS_Subtype field is ignored.

GS_Subty
selected by the GS_Subtype field. If this bit is set to one, then the GS_Subtype field is ignored, and access
restrictions apply to any Fabric Server.

Read Only:|if this bit is set to zero, then the granted access to the specified Service and Serveris!for both
reading and| writing. If this bit is set to one, then the granted access to the specified Service and“Server is
for reading ¢nly (i.e., only GET Requests may be accepted).

When a Node attempts to access a Generic Service through a Switch, the Switch shall eheck the GS_Type
and GS_Suptype with which the access is attempted against the Common Transport Access Specifier
associated |with that Node, and grant or deny access accordingly. Access.is’implicitly denied to any
GS_Type and GS_Subtype not explicitly listed in a Common Transport Access\Specifier (see 7.2.3).

Table 127 shows some common access policies.

Table 127 — Examples of Common Transport'/Access Specifiers

Item Example 12 Example 2° Example 3%9
CT Access Flags 01010000b 10010000b 10110000b
Reserved 00h 00h 00h
GS_Type FAh FCh 00h
GS_Subtype 00h 00h 00h
CT Access Flags 10110006b
Reserved 00h
GS_Type 00h
GS_Subtype 00h

8 The Common Transport Access Specifier to allow a Node to access any Generic

Service extept the Management Service.

The Cammion Transport Access Specifier to allow a Node to access only the Directory
Seryicel

Fhe,Common Transport Access Specifier to allow a Node to access any Generic
Service.

N The minimum allowed Commeon Transpnort Access Snacifier.
g g

7.1.5.2 Ordering Requirements

In a Node Membership List Object, the Node entries shall be sorted in ascending order using the Name
Tag as the numeric primary key and the Name Value as the numeric secondary key. The CT Access
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Descriptors of the Common Transport Access Specifier shall be sorted in ascending order, using each CT
Access Descriptor as numeric primary key.

7.1.6 Switch Connectivity Object

7.1.6.1 Format

A Switch Connectivity Object is a per Switch Policy Object that describes topology restrictions associated
to a specific Switch. A Switch Connectivity Object defines to which other Switches or Nodes the

considered Switch may be connected at the Node level and/or at the Port level. The identification of
specific ports, Nodes, or Switches is accomplished by using Port_ Names or Node_Names. Each

connection may be restricted or unrestricted, based on name types (see 7.1.2). A restricted connection is a
connection that is not allowed. An unrestricted connection is a connection that is allowed. Wildgard Names
permits specifying a way to deal with entities not explicitly named.
The Switch Connectivity Object format is shown in table 128.
Table 128 — Switch Connectivity Object Format
Item Size|(Bytes)
Object Identifier (0000 0004h) 4
Object Flags 4
Switch Node _Name 12
Number of Allowed Switches 4
Name? #1 12
Name? #2 12
Name? #k 12
Number of Allowed<Nodes 4
Name? #1 12
Name? #2 12
Name®&#h 12
Number of Port Connectivity Entries 4
Port Connectivity Entry #1 variable
Port Connectivity Entry #2 variable
Port Connectivity Entry #; variable
@ The Name shall be a Node_Name or Port_Name or a Wildcard

Object Identifier: the value 0000 0004h identifies a Switch Connectivity Object.
Object Flags: the defined Object flags are shown in table 114.

Switch Node_Name: the Node Name of the Switch to which the Connectivity Object is referred to,
formatted as specified in 7.1.2.
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Number of Allowed Switches: shall be set to the number of Names describing Switch-to-Switch
connectivity. These Names shall be sorted in ascending order using the Name Tag as the numeric primary
key, and the Name Value as the numeric secondary key.

Number of Allowed Nodes: shall be set to the number of Names describing Switch-to-Node connectivity.
These Names shall be sorted in ascending order using the Name Tag as the numeric primary key, and the
Name Value as the numeric secondary key.

Port Connectivity Entry: the Port Connectivity Entries shall be sorted in ascending order using the Switch
Port_Name to which they refer to as the numeric key. The Port Connectivity Entry format is shown in table
129.

Table 129 — Port Connectivity Entry Format

Item Size (Bytes)
Switch Port_Name 8
Number of Allowed Switches 4
Name? #1 12
Name? #2 12
Name? #g 12
Number of Allowed Nodes 4
Name? #1 12
Name? #2 12
Name? #f 12

8 The Name shall be a Node_Name(or Port_Name or a Wildcard

Switch Por{_Name: the Port_ Name of the Switch to which the Port Connectivity Entry is referred to.

Number off Allowed Switches: shall bé-set to the number of Names describing Switch-to-Switch
connectivity] These Names shall be sorted'in ascending order using the Name Tag as the numeric primary
key, and thg Name Value as the numeric secondary key.

Number of Allowed Nodes: shall be set to the number of Names describing Switch-to-Node connectivity.
These Names shall be sorted in ascending order using the Name Tag as the numeric primary key, and the
Name Valug as the numeric secondary key.

7.1.6.2 Ordering Requirements

In a Switch Connéctivity Object, the Names shall be sorted in ascending order using the Name Tag as the
numeric prir amzlean, and tha Noamaa \/alin o tha nimaaris canandamg oAy

ary Koy oot e T o e v araC o ot io o oo ot Toraary KTy~

7.1.7 1P Management List Object
7.1.7.1 Format

The IP Management List Object is a Fabric-wide Policy Object that describes which IP hosts are allowed to
manage a Fabric. Each IP host is identified by its IP address and is associated to a set of basic attributes
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describing the IP based protocols through which the IP hosts may access the Fabric for management
purposes. An IP host entry may point to an Attribute Object to specify additional IP host characteristics.

The IP Management List Object format is shown in table 130.

Table 130 — IP Management List Object Format

Item Size (Bytes)
Object Identifier (0000 0005h) 4
Object Flags 4
Object Name? variable
Number of IP Management Entries 4
IP Management Entry #1 variable
IP Management Entry #2 variable
IP Management Entry #k variable
@ The Name shall be an Alphanumeric Name

Object Identifier: the value 0000 0005h identifies an IP Management List Object.
Object Flags: the defined Object flags are shown in table 114-.
Object Name: an Alphanumeric Name identifying thetP.Management List Object.

Number of IP Management Entries: shall be set.to the number of IP Management Entries ¢ontained in
the IP Management List Object.

IP Management Entry: the format of the IP"Management Entry is shown in table 131.

Table 131 — IP Management Entry Format

Item Size (Bytes)
Name? 36 or 12
Basic IP Management Attributes variable
Attribute Object Pointer (optional) variable
8 The Name shall be an IPv6 Address Range or an IPv4 Address Range

Name:-an.identifier for one or more IP hosts. The format of the Name field is described in 7.1.2.

Attribute Object Pointer: an optional Alphanumeric Name pointing to an Attribute Object. The format of
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Basic IP Management Attributes: the format of the Basic IP Management Attributes field is shown in
table 132.

Table 132 — Basic IP Management Attributes Format

Item Size (Bytes)
IP Management Flags 4
Well Known Protocols Access Specifier variable

IP Management Flags: The defined IP Management flags are shown in table 133.

Table 133 - IP Management Flags

Bit Description
31 Attribute Object Pointer Present

30..0 Reserved

Attribute Opject Pointer Present: if this bit is set to one, then the Attribute Object Roiniter field is present
in the IP M3

nagement Entry. If this bit is set to zero, then no Attribute Object Pointer field is present in the
IP Management Entry.

Well Known Protocols Access Specifier: a variable length field having theformat shown in table 134.

Table 134 — Well Known Protocols Access Specifier Format

Item Size (Bytes)
WKP Access Descriptor #1 4
WKP Access Descriptor #2 4
WKP Access Descriptor#k 4

The list of WKP Access Descriptors determines if an IP host may or may not access the Fabric using the
specified pr

btocols for management purposes. The format of a WKP Access Descriptor is shown in table
135.

Table 135 — WKP Access Descriptor Format

Item Size (Bytes)
WKP Access Flags 1
Well Known Protocol Number 1
Destination Port Number 2

The Well Known Protocol Numbers are defined in http://www.iana.org/assignments/protocol-numbers. The

Destination Port Numbers are defined in http://www.iana.org/assignments/port-numbers, but protocols
may use other ports.
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The well known protocol for TCP is 7, for UDP is 17. The Destination Port Number parameter is
significative when those protocols are used. ICMP (protocol number 1) should be allowed in all cases.

NOTE 43 — Particular care should be used when managing the Well Known Protocol Numbers,
management application may lock itself outside of the Fabric.

WKP Access Flags: The defined WKP Access flags are shown in table 136.

Table 136 — WKP Access Flags

Bit Description

No More Words

otherwise a

Allow/Deny

Well Known Protocol Number Wildcard
Destination Port Number Wildcard
Read Only

Reserved

Wl

No More Words: if this bit is set to zero, then an additional WKP Access Descriptor is presen
Known Protocol Access Specifier. If this bit is set to one, then this isithe’ last WKP Access Desq
\Well Known Protocol Access Specifier.

Allow/Deny: if this bit is set to zero, then management access using the specified protocol i
this IP management entity. If this bit is set to one, then management access using the specifie
not allowed to this IP management entity.

Well Known Protocol Number Wildcard: if this\bit is set to zero, then access restrictions ap
Protocol selected by the Protocol Number field."If this bit is set to one, then the Protocol Nur
ignored, and access restrictions apply to any4P Protocol.

Destination Port Number Wildcard:-ifthis bit is set to zero, then access restrictions apply to
UDP port selected by the Port Number field. If this bit is set to one, then the Port Number fielq
and access restrictions apply to.d@ny TCP or UDP port.

Read Only: if this bit is set{o’zero, then the granted management access using the specifieq
for both reading and writing. If this bit is set to one, then the granted management acceg
specified protocol is_for reading only.

\When an IP entity)attempts to access a Switch, the Switch shall check the application protoco
the access is.attempted against the Well Known Protocols Access Specifier associated with th
and grantier-deny access accordingly. Access is implicitly denied to any Protocol Numb
Number'combination not listed in a Well Known Protocols Access Specifier (see 7.2.5).

in the Well
riptor of the

5 allowed to
 protocol is

Dly to the IP
hber field is

the TCP or
is ignored,

protocol is
s using the

| with which
at IP entity,
br and Port
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Table 137 — Examples of Well Known Protocols Access Specifiers

Item Example 12 Example 2° | Example 3° | Example 49
WKP Access Flags 10000000b 10001000b 00000000b 10110000b
Well Known Protocol Number 11h 11h 06h 00h
Destination Port Number 00A1h 00A1h 0080h 0000h
WKP Access Flags 00000000b
Well Known Protocol Number 06h
Destinfation Port Number O0ATh
WKP Access Flags 10000000b
Well Khown Protocol Number 11h
Destingtion Port Number 00A1h

@ The Well Known Protocols Access Specifier to allow an IP management entity to manage-the Fabric
only through SNMP over UDP.

b The Well Known Protocols Access Specifier to allow an IP management entity to manage the Fabric
only through read only SNMP over UDP.

¢ The Well Known Protocols Access Specifier to allow an IP management entity‘t6 manage the Fabric
only through SNMP over UDP or TCP, and HTTP over TCP.

4" The Well Known Protocols Access Specifier to allow an IP management.entity to manage the Fabric
with no restrictions.

7.1.7.2 Ordering Requirements

In an IP Mapagement List Object, the IP Management entries shall be sorted in ascending order using the
IPv6 Addregs Range or the IPv4 Address Range as the.numeric primary key. IPv6 Address Ranges shall
precede IPy4 Address Ranges. The WKP Access Descriptors of the Well Known Protocols Access
Specifier shill be sorted in ascending order, using;.each WKP Access Descriptor as the numeric primary
key.

7.1.8 Attribute Object
7.1.8.1 Format

The Attribute Objects are Fabfic-wide Policy Objects that define optional attributes to be associated with
Switches or|Nodes. They allow to extend this policy model by defining new attributes as required.

A default at{ribute for a Switch or a Node is defined by specifying an Attribute Object Pointer in a wildcard
or negated Wwildcard\entry (see 7.1.2) respectively in the Switch Membership List Object or in the Node
Membership List'Object.



https://iecnorm.com/api/?name=6ee6c22fa2c685bec347a08a00c823d4

ISO/IEC 14165-432:2022 © ISO/IEC 2022 169

The format of the Attribute Object is shown in table 138.

Table 138 — Attribute Object Format

Item Size (Bytes)
Object Identifier (0000 0006h) 4
Object Flags 4
Attribute Object Name? variable
Number of Attribute Entries 4
Attribute Entry #1 variable
Attribute Entry #2 variable
Attribute Entry #k variable
8 The Name shall be an Alphanumeric Name

Object Identifier: the value 0000 0006h identifies an Attribute Object.
Object Flags: the defined Object flags are shown in table 114.
Object Name: an Alphanumeric Name identifying the Attribute-Object.

Number of Attribute Entries: shall be set to the numbeérof Attribute Entries contained in the Attribute
Obiject.

Attribute Entry: the format of the Attribute Entry:xis shown in table 139.

Table 139~ Attribute Entry Format

Item Size (Bytes)
Attribute Tag 4
Attribute Length 4
Attribute Value variable

Attribute Tag: identifies‘the type of the attribute. Attribute Tags are described in table 140.
Attribute Length; indicates the total length in bytes of the Attribute Value.

Attribute Value: contains the attribute value.

Table 140 — Attribute Formats

Attribute Attribute Tag Attribute Value

The AUTH_Negotiate Message
Payload (see table 10)

Authentication Parameters 0000 0001h

When used in a Switch entry of a Switch Membership List Object, the Authentication Parameters Attribute
specifies what the Switch shall send in an AUTH_Negotiate message and what the Switch may accept in a
received AUTH_Negotiate message.
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When used in a Node entry of a Node Membership List Object, the Authentication Parameters Attribute
specifies what a Switch may accept in an AUTH_Negotiate message from that Node.

To determine what to accept in a received AUTH_Negotiate message, each instance of an Authentication
Protocol Identifier and Parameters from the received AUTH_Negotiate message is compared with each
instance in this attribute's value. If none match, then the AUTH_Negotiate message is rejected; if one
matches, that one is accepted; if multiple match, one of the ones in the AUTH_Negotiate message is
accepted, selected in accord with applicable policy. This policy may require that the preference expressed

by the Authentication Initiator in the AUTH_Negotiate message be honored.

7.1.8.2 Ord

ering Requirements

In an Attriby
the numeric

te Object, the Attribute Entries shall be sorted in ascending order using the Attribute Tag as
primary key.

7.2 Polici¢s Enforcement

7.2.1 Overview
Policy enforcement (i.e., authorization) occurs whenever:
a) a Swifch-to-Switch connection is attempted;
b) a Swifch-to-Node connection is attempted;
c) a marjagement application attempts to access the fabric in-bandi.or
d) a marjagement application attempts to access the fabric ¢ut-6f-band.
For each oflthese cases the appropriate Policy Objects need to be checked to determine whether the
requested gonnection or access is to be allowed or-denied. In addition, policy enforcement occurs

whenever & new policy is activated. In this case, Authentication Transactions may be triggered,

connectiong previously allowed may be disallowed; or connections previously disallowed may be allowed.
The policy eénforcement rules for each of these situations are defined in 7.2 using the notation shown in
table 141.
Table 141 —Notation for Policy Enforcement
Symbols Description

N(a), [[N(o)] Respectively Node_Name and Restricted Node_Name of Switch a

Pn(a),[[Pn(a)] | Respectively Port_Name and Restricted Port_Name of the Nth port of Switch o

N(A),[[N(A)] Respectively Node_Name and Restricted Node_Name of Node A

P(A), [[Pk(A)]~J-Respectively Port_Name and Restricted Port_Name of the Kth port of Node A

7.2.2 Switeh-te-Switeh-Genneections

Whenever Switch  attempts to connect to Switch a, both a’s and B’s Switch Connectivity Objects plus the
Switch Membership List Object shall be checked to determine whether the connection is to be allowed or
denied. The same checks shall be performed when a new policy is activated.

For all checks described in this subclause, a NULL Policy data structure is equivalent to a non-NULL Policy
data structure containing only a Wildcard entry.
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When Switch B attempts to connect via its Kth port (i.e., Node_Name = N(p), Port_Name = P\(B)) to the
Nth port of Switch a (i.e., Node_Name = N(a), Port_Name = P,(a)), Switch a shall perform the following
authorization checks:

1) Check the a’s Switch Connectivity Object for port-connection restrictions (see 7.1.6). If there is no
Port Connectivity Entry for P,(a), then go to step 2. If there is a Port Connectivity Entry for P(a),

then:

A) If the list of Allowed Switches of the P,(a) Port Connectivity Entry contains N(B) or Py(B) the

connection is allowed, or if it contains [N(a)] or [P(B)] the connection is denied.

authorization checks are performed; or

No further

2)

3)

B) If the list of Allowed Switches of the P,(a) Port Connectivity Entry does not contain
[N(B)1, [Pk(B)], but contains a Wildcard the connection is allowed, or if it coptains
Wildcard the connection is denied. No further authorization checks are performed;

Check the a’s Switch Connectivity Object for Switch-connection restrictions)(see 7.1.6).
no Switch-connection restrictions, then go to step 3. If there are Switch-connection restri

A) If the list of Allowed Switches in the Switch Connectivity Object contains N(B) d
connection is allowed, or if it contains [N(B)] or [Py(B)] the connection is denied
authorization checks are performed; or

B) If the list of Allowed Switches in the Switch Connectivity Object does not contain
[N(B)1, [Pk(B)], but contains a Wildcard the connection is allowed, or if it contains
Wildcard the connection is denied. No further authorization checks are performed; ar

Check the Switch Membership List Object fof Fabric-wide Switch restrictions. If there ar
wide Switch restrictions the connection istallowed and no further authorization ched
formed. If there are Fabric-wide Switch réstrictions, then:

A) If the Switch Membership List\Object contains N(B) the connection is allowed, or i
[N(B)] the connection is denied: No further authorization checks are performed; or

B) If the Switch Membership List Object does not contain N(B), [N(B)], but contains a V
connection is allowed, or if it contains a Negated Wildcard the connection is denied
authorization cheeks’are performed.

Switch B shall perforrm.the complementary checks.

7.2.3 Switch-to-Node Connections

Whenevet/NNode A attempts to connect to Switch a, a’s Switch Connectivity Object an
Membership List Object shall be checked to determine whether the connection is to be allowe
Thersame checks shall be performed also when a new policy is activated. The enforcement

Switch side of an attempted connection are defined. The definition of the enforcement rules f

cida - aof an attamntad cannantinn

e aontcida tha ceana-aofthic-ctandard

N(B), Pk(B),
a Negated

If there are
Ction, then:

r Pk(B) the
No further

N(B). Px(B).
a Negated
d

b no Fabric-
ks are per-

f it contains

Vildcard the
. No further

i the Node
H or denied.
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br the Node
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For all checks described in this subclause, a NULL Policy data structure is equivalent to a non-NULL Policy
data structure containing only a Wildcard entry.

When Node A attempts to connect via its Kth port (i.e., Node_Name = N(A), Port_Name = P\(A)) to the
Nth port of Switch a (i.e., Node_Name = N(a), Port_Name = P,(a)), Switch a shall perform the following
authorization checks:
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Check the a’s Switch Connectivity Object for port-connection restrictions (see 7.1.6). If there is no
Port Connectivity Entry for P,(a), then go to step 2. If there is a Port Connectivity Entry for P, (a),
then:

A) If the list of Allowed Nodes of the P,(a) Port Connectivity Entry contains N(A) or P,(A) the
connection is allowed, or if it contains [N(A)] or [P,(A)] the connection is denied. No further
authorization checks are performed; or

B) If the list of Allowed Nodes of the P,(a) Port Connectivity Entry does not contain N(A), P(A),
[N(A)], [Pk(A)], but contains a Wildcard the connection is allowed, or if it contains a Negated
Wildcard the connection is denied. No further authorization checks are performed;

Check the a’'s Switch Connectivity Object for Node-connection restrictions (see 7.1.6). If there are no
Node4connection restrictions, then go to step 3. If there are Node-connection restriction, then:

A) If the list of Allowed Nodes in the Switch Connectivity Object contains N(A) or~Pj(A) the

connection is allowed, or if it contains [N(A)] or [P,(A)] the connection is deniedyNo further
authorization checks are performed; or

B) If
[P

the¢ connection is denied. No further authorization checks are performed; and

3) Check
wide |
If ther

A) If
CO|
pe;

B) If the Node Membership List Object does not-contain N(A), P (A), [N(A)], [P«(A)], but contains a

W
Nd

7.2.4 In-Band Management Access toa-Switch

Whenever g
Node Mem
denied. The
control appl
enforceme
enforcemen

Considering
Kth port (Ng

e list of Allowed Nodes in the Switch Connectivity Object does not contain\N(A), Py (A), [N(A)],
(A)], but contains a Wildcard the connection is allowed, or if it contains a Negated Wildcard

the Node Membership List Object for Fabric-wide Node restrictions. If there are no Fabric-
Node restrictions the connection is allowed and no further authorization checks are performed.
e are Fabric-wide Node restrictions, then:

he Node Membership List Object contains N(A) ap P\ (A) the connection is allowed, or if it
ntains [N(A)] or [Px(A)] the connection is dehied. No further authorization checks are
rformed; or

Idcard the connection is allowed, or if itcontains a Negated Wildcard the connection is denied.
further authorization checks are performed.

management application-attempts to access a Switch a via an in-band access method, the
pership List Object shall be checked to determine whether the access is to be allowed or
same checks shall'be performed when a new policy is activated. In-band management access
es to Common Transport (CT) access and SCSI Enclosure Services (see SES) access. The
ht rules for ¢he*Switch side of an attempted access are defined. The definition of the
E rules for the-Node side of an attempted access is outside the scope of this standard.

a management application running on Node A attempting to access Switch « via the Node’s
deésName = N(A), Port_Name = P|(A)) with a certain access method, Switch o shall perform

the followingatitherization-cheeks:

1) If there is no Node Membership List Object then there are no access restrictions and the access is
allowed. No authorization checks are performed;

2) If there is a Node Membership List Object, then:


https://iecnorm.com/api/?name=6ee6c22fa2c685bec347a08a00c823d4

ISO/IEC 14165-432:2022 © ISO/IEC 2022

173

A) If the Node Membership List Object contains an entry for N(A), Px(A), [N(A)] or [P(A)], the
correspondent Node Flags shall be checked. If the Node Flag associated with CT is set to one

B)

then go to step 3. If the Node Flag associated with SES is set to one then the acces

s is allowed

and no further authorization checks are performed. If the Node Flag associated with the
considered access method is set to zero the access is denied and no further authorization

checks are performed; or

If the Node Membership List Object does not contain an entry for N(A), P(A), [N(A)],
contains a Wildcard or a Negated Wildcard entry, the correspondent Node Fla

[Pk(A)], but
gs shall be

checked. If the Node Flag associated with CT is set to one then go to step 3. If the Node Flag
associated with SES is set to one then the access is allowed and no further authorization checks

are performed. If the Node Flag associated with the considered access method is se

to zero the

access is denied and no further authorization checks are performed; and

3) Check the selected Common Transport Access Specifier as follows:

A)

B)

D)

7.2.5

If both the GS_Type and GS_Subtype fields in the received CT_IU match the G
GS_Subtype fields in a CT Access Descriptor, then the Allow/Deny bitin the matcheg
Descriptor indicates if the access is allowed or denied. If the Allow/Peny bit in the 1
Access Descriptor is set to one the access is allowed. If the Allew/Deny bit in the 1
Access Descriptor is set to zero the access is denied. No further authorization
performed;

If the GS_Type field in the received CT_IU matches the-GS_Type field in a CT Acces
having the GS_Subtype Wildcard bit set to one, then the Allow/Deny bit in the n
Access Descriptor indicates if the access is allowed or denied. If the Allow/Der
matched CT Access Descriptor is set to one the access is allowed. If the Allow/De

b_Type and
CT Access
hatched CT
natched CT
checks are

5 Descriptor
natched CT
y bit in the
Ny bit in the

matched CT Access Descriptor is set t6zero the access is denied. No further alithorization

checks are performed;

If there is a CT Access Descriptorhaving both the GS_Type and GS_Subtype Wild
to one, then the Allow/Deny bit,in-this CT Access Descriptor indicates if the access i
denied. If the Allow/Deny bitin this CT Access Descriptor is set to one the access i
the Allow/Deny bit in this-CT Access Descriptor is set to zero the access is denied
authorization checks aré performed; or

If any of the conditions listed in A, B or C do not apply, then the access is denied
authorization checks are performed.

IP Management Access to a Switch

Whenever a.management application attempts to access a Switch a via an IP based access
IP Managément List Object shall be checked to determine whether the access is to be allowe

ard bits set
5 allowed or
5 allowed. If
. No further

. No further

method, the
H or denied.

The same’checks shall be performed when a new policy is activated. IP management acgess control
applies-to IP based protocols. IP management access is from a management application runfing on a IP
haost, The enforcement rules for the Switch side of an attempted access are defined. The defihition of the

anforcamantrdec fortha lR bhaoct cida of an attamntad oncncc 1o Aritoidn tha conna Af thic oton jard
CHoTrCCmM e tTorCoToTtThCTT oSt oGt oo ot C Pt Tt tC oo T Outoria T C—SCopPC—ortrho—otart .

Considering a management application running on an IP host A attempting to access Switch o using a
certain IP Protocol and Port, Switch a shall perform the following authorization checks:

1) If there is no IP Management List Object then there are no access restrictions and the access is al-
lowed. No authorization checks are performed;
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2) If there is a IP Management List Object, then:

A)

B)

If the IP Management List Object contains an entry that matches the IP address of IP host A, the
correspondent Well Known Protocol Access Specifier needs to be checked, as specified in step
3; or

If the IP Management List Object does not contain an entry that matches the IP address of IP
host A, the access is denied and no further authorization checks are performed; and

3) Check the selected Well Known Protocol Access Specifier as follows:

WKP Access Descriptor having the Well Known Protocol Number Wildcand \bit set to one, then
the¢ Allow/Deny bit in the matched WKP Access Descriptor indicates if the access is allowed or
deied. If the Allow/Deny bit in the matched WKP Access Descriptor s’ sét to one the access is
allpwed. If the Allow/Deny bit in the matched WKP Access Descriptonis set to zero the access is
dephied. No further authorization checks are performed;

If there is a WKP Access Descriptor having both the Well Known Protocol Number and
Dgstination Port Number Wildcard bits set to one, then-the Allow/Deny bit in this WKP Access

If any of the conditions listed in A, B or C,de not apply, then the access is denied. No further
authorization checks are performed.

7.2.6 Dire

When a ma
Membershif
same chec
appliesto S
or the physi

Switch a sh

1) If ther
allows

t Management Access to a Switch

agement application attempts to access a Switch a via a direct access method, the Switch
List Object shall be checked to determine whether the access is to be allowed or denied. The
s shall be performe@d.when a new policy is activated. Direct management access control
vitch serial ports access and physical panel access. Management access from the serial ports
cal panel of a Switch follows the same enforcement rules.

bl perform‘the following authorization checks:

b is no,Switch Membership List Object then there are no access restrictions and the access is
d<No authorization checks are performed; and

2) If there is a Switch Membership List Object, then:

A) If the Switch Membership List Object contains an entry for N(a) or [N(a)], then the Switch Flag

associated with the considered access method in the matched entry indicates if the access is
allowed or denied. If the Switch Flag associated with the considered access method in the
matched entry is set to zero the access is denied. If the Switch Flag associated with the
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considered access method in the matched entry is set to one the access is allowed. No further

authorization checks are performed; or

B) If the Switch Membership List Object does not contain an entry for N(a.) or [N(a)], bu

Wildcard or a Negated Wildcard entry, then the Switch Flag associated with the

t contains a
considered

access method in the matched entry indicates if the access is allowed or denied. If the Switch

Flag associated with the considered access method in the matched entry is set

to zero the

access is denied. If the Switch Flag associated with the considered access method in the
matched entry is set to one the access is allowed. No further authorization checks are performed.

7.2.7 Authentication Enforcement

\When Switch B attempts to connect to Switch o, the Switch Membership List Object shall be
determine whether the connection, if allowed, is to be authenticated. The same checks shall’b
when a new policy is activated. If either of the Switch entries for Switch a or B has‘the Au
Behavior requiring authentication, then an Authentication Transaction shall be pérform
connection, and the Switch with the bit set to one should initiate the AuthenticationIransaction
of the AUTH_Negotiate message shall be handled as specified by the Authentication Behavig
119).

When Node A attempts to connect to Switch a, the Node Membership List Object shall be
determine whether the connection, if allowed, is to be authenticated [f'the Node entry for Nod
Authentication Required bit set to one, then Switch a shall request'authentication to Node A, b
Security Bit to one in the FLOGI LS_ACC if Node A supports_authentication, or by rejecting t
Node A does not support authentication (see 5.10.5). Thetsame checks shall be performed
policy is activated, by performing a link initialization if the policy for a certain Node changes.

7.3 Policies Management

7.3.1 Management Interface

Policy changes occur in a server session with the Security Policy Server. Any write access to
Policy Server shall occur within a server session, while read access to the Security Policy
occur at any time. However, the eansistency of the returned data is guaranteed only insi

session.

The Enhanced Commit Service (see FC-SW-5) is used to perform Fabric operations, when 1
table 149). For FC-SP Fabric Policies use:

a) the Enhancedy€Commit Service (ECS) shall be used in assisted mode (see FC-SW-5);
b) the Application_ID in the Transaction Identifier of ECS shall be set to 01h; and

c) the ECS Switch List shall contain all reachable Switches belonging to the Fabric. Th
Switches belonging to the Fabric shall be obtained from the FSPF topology database.

checked to
p performed
hentication
bd over the
A rejection
r (see table
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e A has the

setting the
he FLOGI if
vhen a new

he Security
Server may
He a server

eeded (see
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Pollcy Server In the Fabr|c the SSB request Iocks the Fabrlc W|th the EACA SW ILS, wh
request releases the lock with the ERCA SW_ILS (see FC-SW-5).

he Security
ile the SSE
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Active and non-active Policy Objects are persistent in the Fabric (i.e., they survive after the end of a server
session). A specific management request is provided to allow the removal of non-active Policy Objects.
Figure 27 shows the policy management model.

Policy Configuration Entity Policy Enforcement Entity
M Add
A ’ Non-Active per Switch Policy Summary
N Get, Policy Object Object
A Remove
G Rolicy
I (bjects . .
- — Non-Active Fabric-wide
N Policy Objects _ _
G Active per Switch
< > Policy Object
E
N Activate Policy Summary»
-:- Deactivate Policy Summary
T , ActiveFabric-wide
Y | < Get Policy Summary Policy. Objects
Get Policy Objects
-
Figure 27 — Policy Management Model
Policy management is done through the Security: Policy Server (see FC-GS-6) management requests
shown in table 142.
Table 142 — Security Policy.Server — Request Command Codes (part 1 of 2)
Mnemonic & Attribute(s) in Attribute(s) in
Code Description Request CT_IU Accept CT_IU
GPS Policy Summary
0100h Get Policy Summary none Object
0200h APS Policy Summary Object none
Activate~Policy Summary y ry 0]
DPS Policy Summary Object
0300n Deactivate Policy Summary Name none
SRO - - - -
0110h Get Policy Object Policy Object Name Policy Object
0111h GALN none List of List Objects
Get All Lists Names Types, Names
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Table 142 — Security Policy Server — Request Command Codes (part 2 of 2)

0112h GAAO none List of Attribute
Get All Attribute Objects Names Object Names
APO . .
0210h Add Policy Object Policy Object, Hash none
RPO Policy Object Type,
0310h Remove Policy Object Name, Hash none
RANA
0311h Remove All Non-Active Policy Objects none none
Fabric Policy Object
GPOS Supportflags,
01FOh Get Policy Objects Support none Switches Holicy
Object Suppdrt Flags

7.3.2 Fabric Distribution

Only one active and possibly one updating Switch Connectivity Objects may-exist on a Swit¢h. Only the
active Policy Summary Object may exist in a Fabric. Multiple instances of. the other object typep, each with
a different name, may exist in a Fabric.

On the Fabric, policy data shall be distributed using the ESFC SW\ ILS with Application_ID sef to 01h and
the operation codes shown in table 143.

Table 143 — ESFC Operations for Fabric Policies

Operation Code Description
01h Activate Policy Summary
02h Deactivate Policy Summary
03h Add Policy Object
04h Remove Policy Object
05h Remove All Non-Active Policy Objects
all others Reserved

The ESFC Application Data payload for operation ‘Activate Policy Summary’ is shown in table [144.

Table 144 — ESFC Payload for Operation ‘Activate Policy Summary’

Item Size (Bytes)
Operation Code = 01h 1
Reserved 3
Flags 4
Poliey-Summary-Objest variable
Optional Data variable

Flags: reserved.

Policy Summary Object: see 7.1.3.
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Optional Data: see 7.3.5.

The ESFC Application Data payload for operation ‘Deactivate Policy Summary’ is shown in table 145.

Table 145 — ESFC Payload for Operation ‘Deactivate Policy Summary’

Item Size (Bytes)
Operation Code = 02h 1
Reserved 3
Flags 4
Policy Summary Object Name variable
Optional Data variable

Flags: resefved.

Policy Summary Object Name: the Alphanumeric Name of the Policy Summary Object (see 7.1.2).

Optional Data: see 7.3.5.

The ESFC Application Data payload for operation ‘Add Policy Object’ is shown itrtable 146.

Table 146 — ESFC Payload for Operation ‘Add Policy-Object’

Item Size (Bytes)
Operation Code = 03h 1
Reserved 3
Flags 4
Policy Object variable
Policy Object Hash variable
Optional Data variable

Flags: resefved.
Policy Objgct: the Policy Object being-distributed (see 7.1).
Policy Objgct Hash: the hash™of'the Policy Object being distributed.

Optional Data: see 7.3.5.
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The ESFC Application Data payload for operation ‘Remove Policy Object’ is shown in table 147.

Table 147 — ESFC Payload for Operation ‘Remove Policy Object’

Item Size (Bytes)
Operation Code = 04h 1
Reserved 3
Flags 4
Policy Object Type 4
Policy Object Name variable
Policy Object Hash variable
Optional Data variable

Flags: reserved.

Policy Object Type: the type of the Policy Object being removed.
Policy Object Name: the Name of the Policy Object being removed.
Policy Object Hash: the hash of the Policy Object being removed:
Optional Data: see 7.3.5.

NOTE 44 — Type, Name and Hash are sent by a management entity (e.g., via the Security Policy S
RPO, see 7.3.6.8). Type and Name uniquely identify thie policy object to be removed. The hash

that stale data exist in the management entity).

The ESFC Application Data payload for operation ‘Remove All Non-Active Policy Objects’ is shq
148.

Table 148 — ESFC Payload for Operation ‘Remove All Non-Active Policy Objects’

Item Size (Bytes)
Operation Code = 05h 1
Reserved 3
Flags 4
Policy Summary Object variable
Optional Data variable

Flags:‘reserved.
i jeetsee+4-3-

brver request
provides an

additional check to detect if the identified object is notwhat was intended to remove (e.g., a hash mismatch indicates

wn in table

Optional Data: see 7.3.5.
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7.3.3 Relationship between Security Policy Server Requests and Fabric Actions

All data structures are Fabric-wide, except the Switch Connectivity Objects, that are per Switch. Table 149
shows how the Security Policy Server Requests are mapped in Fabric actions.

Table 149 — Security Policy Server CT Requests and Fabric Actions

Security Policy Server CT Requests Fabric Action
SSB EACA
Get Requests on Fabric-wide Policies None
(GPS, GPO, GALN, GAAO) (i.e., handled locally by the attached Switch)
Add Rejquest on Fabric-wide Policies ESFC "Add Policy Object’;
(APO) EUFC
Removg Request on Fabric-wide Policies ESFC ‘Remove Policy Object’;
(RPO) EUFC
Autonomous or Client Switch: forward,the
Get Refquest on Switch Connectivity Object CT request to the named Switch
(GPO) Server Switch: none
(i.e., handled locally by the attached Switch)
Add Request on Switch Connectivity Object Forward the CT requestto-the named Switch
(APO) and to all Server Switches
Remove Request on Switch Connectivity Object | Forward the CT regGuest to the named Switch
(RPO) and to all Server. Switches
Activatg Policy Summary ESFC ‘Activate Policy Summary’;
(APS) EUFC
Deactiviate Policy Summary ESFC-\Deactivate Policy Summary’;
(DPS) EUFC
Removg All Non-Active Policy Objects ESFC ‘Remove All Non-Active Policy Objects’;
(RANA EUFC
SSE ERCA

In order to dhange the policies enforced byi-a Fabric, a management application should first distribute new
instances ofl Policy Objects by using the*Add Policy Object’ Request, then activate a new Policy Summary
Object pointing to the new instances’/of Policy Objects, and optionally remove the old Policy Object
instances by using the ‘RemovetPolicy Object’ Request. The ‘Remove All Non-Active Policy Objects’
request may be used to remové all non-active Policy Objects in the Fabric.

7.3.4 Poli¢y Objects Support

7.3.4.1 Get|Policy-Objects Support (GPOS)

The Get Policy. Objects Support request allows a management appl|cat|on to dlscover the level of support
for individua -
when it receives a GPOS operatlon request return a summary of the Pollcy ObJects support IeveI for the
Fabric and for each Switch of the Fabric.
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The format of the GPOS CT_IU Request is shown in table 150.

Table 150 — GPOS Request CT_IU

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Optional Data variable

Flags: reserved.

Optional Data: see 7.3.5.

The format of the Accept CT_IU to a GPOS Request is shown in table 151.

Table 151 — Accept CT_IU to a GPOS Request

Item Size(Bytes)
CT_IU Preamble seeé FC-GS-6
Flags 4
Fabric Policy Objects Support Flags 4
Reserved 3
Number of Switch Policy Objects Support Entry 1
Switch #1 Policy Objects Support Entry 12
Switch #2 Policy Objects Suppért Entry 12
Switch #k Policy Objects(Support Entry 12
Optional Data variable

Flags: reserved.

Optional Data: see 7.3.5.
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Fabric Policy Objects Support Flags: the defined flags are shown in table 152

Table 152 — Fabric Policy Objects Support Flags

Bit Description
31..7 | Reserved

Attribute Object Supported. When this bit is set to one, all Switches of the Fabric support
6 the Attribute Object. When this bit is set to zero, at least one Switch in the Fabric does
not support the Attribute Object.

IP Management List Object Supported. When this bit is set to one, all Switches of the
5 Fabric support the IP Management List Object. When this bit is set to zero, at least one
Switch in the Fabric does not support the 1P Management List Object.

Switch Connectivity Object Supported. When this bit is set to one, all Switches of the
4 Fabric support the Switch Connectivity Object. When this bit is set to zero, at least oné
Switch in the Fabric does not support the Switch Connectivity Object.

Node Membership List Object Supported. When this bit is set to one, all Switches*of the
3 Fabric support the Node Membership List Object. When this bit is set to zero,@atleast one
Switch in the Fabric does not support the Node Membership List Object.

Switch Membership List Object Supported. When this bit is set to one, all'Switches of the
2 Fabric support the Switch Membership List Object. When this bit is’set'to zero, at least
one Switch in the Fabric does not support the Switch Membership.List Object.

Policy Summary Object Supported. When this bit is set to one;-all Switches of the Fabric
1 support the Policy Summary Object. When this bit is set to zerg, at least one Switch in the
Fabric does not support the Policy Summary Obiject.

0 Reserved

The format ¢f the Switch Policy Objects Support Entry is shiown in table 153.

Table 153 — Switch Policy Objects Support Entry Format

Item Size (Bytes)
Switch_Name 8
Switch Policy Objects Support Flags 4

Switch_Name: shall be set to thé:Switch_Name of the Switch for which Policy Objects Support Flags are
being reported.
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Switch Policy Objects Support Flags: the defined flags are shown in table 154

Table 154 — Switch Policy Objects Support Flags

ESS Security Policy Server Capability: Object format is shown in table 155.

Switch Policy Objects Support Flags: the defined flags are shown in table 154.

Table 155 <ESS Security Policy Server Capability Object Format

Item Size (Bytes)
Switch Policy Objects Support Flags 4
Reserved 4

Bit Description
31 .. Reserved
6 Attribute Object Supported. When this bit is set to one, this Switch supports the Attribute
Object. When this bit is set to zero, this Switch does not support the Attribute Object.
IP Management List Object Supported. When this bit is set to one, this Switch supports
5 the IP Management List Object. When this bit is set to zero, this Switch does not support
the IP Management List Object.
Switch Connectivity Object Supported. When this bit is set to one, this Switch supports
4 the Switch Connectivity Object. When this bit is set to zero, this Switch does-not’qupport
the Switch Connectivity Object.
Node Membership List Object Supported. When this bit is set to one, this Switch sypports
3 the Node Membership List Object. When this bit is set to zero, this Switch does not
support the Node Membership List Object.
Switch Membership List Object Supported. When this bit is set to one, this Switch
2 supports the Switch Membership List Object. When this bit is'set to zero, this Switgh does
not support the Switch Membership List Object.
Policy Summary Object Supported. When this bit is-setto one, this Switch supparts the
1 Policy Summary Object. When this bit is set to zero;this Switch does not supporf the
Policy Summary Object.
0 Reserved
7.3.4.2 ESS Security Policy Server Capability Object
The ESS SW_ILS (see FC-SW-5) allows aSwitch to discover the level of support for indivjdual Policy
Object types provided by other Switches,of‘a Fabric. A Security Policy Server Capability Obje¢t is defined
for the ESS SW_ILS. The WKA Type-shall be set to FAh and the WKA Subtype shall be set o 06h. The
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7.3.5 Optional Data

7.3.5.1 Overview

Any Payload carrying policy data structures may also carry some optional Security Objects in the Optional
Data field. Optional Data are optional to send and may be safely ignored on reception. The Optional Data

field has the structure shown in table 156.

Table 156 — Optional Data Field Format

Item Size (Bytes)
Total Length of Security Objects 4
Security Object #1 variable
Security Object #2 variable
Security Object #k variable

Total Lendth of Security Objects: shall be set to the total length in bytes of the*Security Objects
contained inf the Optional Data Field. The length shall be multiple of four. This fieldsshall always be present.

Security Object: each optional Security Object is encoded as shown in table~157.

Table 157 — Security Object Format

Item Size (Bytes)
Security Object Tag 4
Security Object Length 4
Security Object Payload variable

Security Object Tag: the defined Security ObjectTags are shown in table 158.

Table 158~ Security Object Tags

Tag Value Security Object
FFFF FFOOh -FFFF FFFEh | Vendor Specific
alhothers Reserved

Security Object Length: shall be set to the length in bytes of the Security Object Payload.

Security Object Payload: contains the Security Object.
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7.3.5.2 Vendor Specific Security Object

The Security Object Payload of Vendor Specific Security Objects shall have the format shown in table 159.

Table 159 — Vendor Specific Security Object Payload Format

Item Size (Bytes)
Vendor_ID 8
Vendor Specific Information variable

Vendor ID: This field shall contain the vendor’s T10 Vendor ID

7.3.6 Detailed Management Specification

7.3.6.1 Get Policy Summary (GPS)

The format of the GPS CT_IU Request is shown in table 160.

The Security Policy Server shall, when it receives a GPS operation request, return the Polig
Obiject representing the Policy configuration currently enforced by the Fabric.

Fabric action: none (i.e., the request is handled locally by the attached Switch).

Table 160 — GPS Request CT_IU

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Optional Data variable

Flags: reserved.

Optional Data: see 7.3.5.

The format of the Accept CT\1U to a GPS Request is shown in table 161.

Table 161 — Accept CT_IU to a GPS Request

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Policy Summary Object variable
Optional Data variable

y Summary

Flags: reserved.

Policy Summary Object: the Policy Summary Object currently enforced by the Fabric (see 7.1.3).

Optional Data: see 7.3.5.
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7.3.6.2 Activate Policy Summary (APS)

The Security Policy Server shall, when it receives an APS operation request, activate the Policy
configuration represented in the received Policy Summary Object.

Fabric action: the received Policy Summary Object is distributed to all Switches of the Fabric by using the
ESFC SW_ILS with operation code ‘Activate Policy Summary’. If all Switches accept the ESFC request,
the Policy Summary Object is committed and put in enforcement by sending to all Switches a EUFC
SW_ILS. Then the APS CT_IU Accept is sent to the managing entity.

The format of the APS CT_IU Request is shown in table 162.

Table 162 — APS Request CT_IU

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Policy Summary Object variable
Optional Data variable

Flags: resefved.
Policy Summary Object: the Policy Summary Object to activate (see 7.1:3).
Optional Data: see 7.3.5.

The format ¢f the Accept CT_IU to an APS Request is shown.in table 163.

Table 163 — Accept CT_IUto an APS Request

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Optional Data variable

Flags: resefved.
Optional Data: see 7.3.5.
7.3.6.3 Dedctivate Policy Summary (DPS)

The Securily Paolicy Server shall, when it receives a DPS operation request, deactivate the currently
enforced Pdlicy’configuration, represented by the Policy Summary Object named in the request.

Fabric action: the received Policy Summary Object Name is distributed to all Switches of the Fabric by
using the ESFC SW_ILS with operation code ‘Deactivate Policy Summary’. If all Switches accept the
ESFC request, the Policy enforcement is disabled by sending to all Switches a EUFC SW_ILS. Then the
DPS CT_IU Accept is sent to the managing entity.
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The format of the DPS CT_IU Request is shown in table 164.

Table 164 — DPS Request CT_IU

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Policy Summary Object Name variable
Optional Data variable

Flags: reserved.

Policy Summary Object Name: the Name of the Policy Summary Object enforced‘bythe
7.1.3).

Optional Data: see 7.3.5.

The format of the Accept CT_IU to a DPS Request is shown in table 165.

Table 165 — Accept CT_IU to a DPSRequest

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Optional Data variable

Flags: reserved.
Optional Data: see 7.3.5.

7.3.6.4 Get Policy Object (GPO)

Fabric (see

The Security Policy Server shall, when it receives a GPO operation request, return the requgsted Policy

Obiject.

Fabric action: none_(i:e.; the request is handled locally by the attached Switch) if the Switch
Switch, or if the requested Policy Object is a Fabric-wide Policy Object. If the Switch is a Clie
an Autonomous Switch, and the Policy Object is a Switch Connectivity Object, then the (
Request is ferwarded to the named Switch, and the received reply is forwarded to the managin

The format of the GPO CT_IU Request is shown in table 166.

Table 166 — GPO Request CT_IU

is a Server
nt Switch or
5PO CT_IU
g entity.

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Policy Object Name variable
Optional Data variable



https://iecnorm.com/api/?name=6ee6c22fa2c685bec347a08a00c823d4

188 ISO/IEC 14165-432:2022 © ISO/IEC 2022

Flags: reserved.
Policy Object Name: the Name of the requested Policy Object.
Optional Data: see 7.3.5.

The format of the Accept CT_IU to a GPO Request is shown in table 167.

Table 167 — Accept CT_IU to a GPO Request

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Policy Object variable
Optional Data variable

Flags: resefved.

Policy Objgct: the requested Policy Object.

Optional DIta: see 7.3.5.

7.3.6.5 Get|All Lists Names (GALN)

The Security Policy Server shall, when it receives a GALN operation request, return the names of all List
Objects (i.e|, Switch Membership Lists, Node Membership Lists, 1P Management Lists) belonging to the
Fabric Policy configuration.

Fabric actiop: none (i.e., the request is handled locally.by¢he attached Switch).

The format ¢f the GALN CT_IU Request is shown in‘table 168.

Table 168~ GALN Request CT_IU

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Optional Data variable

Flags: resefved.

Optional Data: see . 7.3.5.
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The format of the Accept CT_IU to a GALN Request is shown in table 169.

Table 169 — Accept CT_IU to a GALN Request

Flags: reserved.

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Number of List Objects Names 4
List Object Type #1 4
List Object Name #1 variable
LISt Object Type #2 !
List Object Name #2 variable
List Object Type #k 4
List Object Name #k variable
Optional Data variable

Number of List Objects Names: the number of returned List‘Objects Names.

List Object Type: the type of the List Object for which name is returned.

List Object Name: the returned List Object Name.:

Optional Data: see 7.3.5.

7.3.6.6 Get All Attribute Objects Names'(GAAO)

The Security Policy Server shall, when it receives a GAAO operation request, return the n
Attribute Objects belonging to the Fabric Policy configuration.

Fabric action: none (i.e., the\request is handled locally by the attached Switch).

The format of the GAAO'CT_IU Request is shown in table 170.

Table 170 — GAAO Request CT_IU

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Optional Data variable

Flags: reserved.

Optional Data: see 7.3.5.

ames of all
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The format of the Accept CT_IU to a GAAO Request is shown in table 171.

Table 171 — Accept CT_IU to a GAAO Request

Flags: rese
Number of

Attribute O

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Number of Attribute Object Names 4
Attribute Object Name #1 variable
Attribute Object Name #2 variable
Attribute Object Name #h variable
Optional Data variable

'ved.
Attribute Object Names: the number of returned Attribute Object Names.

bject Name: the returned Attribute Object Name.

Optional Data: see 7.3.5.

7.3.6.7 Adg

The Secuirit
Object to th

Fabric actig
Switches of
accept the
Switches a
Policy Obje
Switch and
APO CT_IU

The APO re
Request is 3

Policy Object (APO)

y Policy Server shall, when it receives an APO oferation request, add the received Policy
b Fabric Policy configuration.

n: if the received Policy Object is a Fabricswide Policy Object, then it is distributed to all
the Fabric by using the ESFC SW_ILS with-operation code ‘Add Policy Object'. If all Switches
ESFC request, the addition of the received Policy Object is committed by sending to all
FUFC SW_ILS. Then the APO CT-IU Accept is sent to the managing entity. If the received
ct is a Switch Connectivity Object,) then the APO CT_IU Request is forwarded to the named
o all Server Switches in the Fabric. If these Switches accept the APO CT_IU Request, then the
Accept is sent to the managing entity.

quest does not affeét the current Policy Summary Object. The format of the APO CT_IU
hown in table 172

Table 172 - APO Request CT_IU

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Policy Object variable
Policy Object Hash variable
Optional Data variable

Flags: reserved.

ISO/IEC 14165-432:2022 © ISO/IEC 2022
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Policy Object: the Policy Object being added to the Fabric Policy configuration.

Policy Object Hash: the hash of the Policy Object being added to the Fabric Policy configuration.

Optional Data: see 7.3.5.

The format of the Accept CT_IU to an APO Request is shown in table 173.

Table 173 — Accept CT_IU to an APO Request

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Optional Data variable

Flags: reserved.
Optional Data: see 7.3.5.
7.3.6.8 Remove Policy Object (RPO)

The Security Policy Server shall, when it receives an RPO operation request, remove the na
Object from the Fabric Policy configuration.

Fabric action: if the requested Policy Object is a Fabric-wide Policy Object, then its type, Nam
are distributed to all Switches of the Fabric by using\the ESFC SW_ILS with operation cog
Policy Object’. If all Switches accept the ESFC<equest, the removal of the named Polig
committed by sending to all Switches a EUFC.SW_ILS. Then the RPO CT_IU Accept is
managing entity. If the received Policy Object-is a Switch Connectivity Object, then the R
Request is forwarded to the named Switch<dnd to all Server Switches in the Fabric. If theg
accept the RPO CT_IU Request, then the RPO CT_IU Accept is sent to the managing entity.

The RPO request does not affect-the current Policy Summary Object. The format of the F
Request is shown in table 174.

Table 174 - RPO Request CT_IU

med Policy

e and hash
e ‘Remove
y Object is
sent to the
RPO CT_IU
e Switches

RPO CT_IU

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Policy Object Type 4
Policy Object Name variable
Policy Object Hash variable
Optional Data variable

Flags: reserved.
Policy Object Type: the type of the Policy Object being removed.

Policy Object Name: the Name of the Policy Object being removed.


https://iecnorm.com/api/?name=6ee6c22fa2c685bec347a08a00c823d4

192 ISO/IEC 14165-432:2022 © ISO/IEC 2022

Policy Object Hash: the hash of the Policy Object being removed.

Optional Data: see 7.3.5.
NOTE 45 — Type and Name uniquely identify the policy object to be removed. The hash provides an additional check

to detect if the identified object is not what was intended to remove (e.g., a hash mismatch indicates that stale data
exist in the management entity).

The format of the Accept CT_IU to a RPO Request is shown in table 175.

Table 175 — Accept CT_IU to a RPO Request

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Optional Data variable

Flags: resefved.
Optional Data: see 7.3.5.
7.3.6.9 Remove All Non-Active Policy Objects (RANA)

The Security Policy Server shall, when it receives a RANA operation tequest, remove all the non-active
Policy Obje¢ts from the Fabric Policy configuration.

Fabric action: the Policy Summary Obiject is distributed to all Switches of the Fabric by using the ESFC
SW_ILS with operation code ‘Remove All Non-Active Policy:Objects’. If all Switches accept the ESFC
request, the removal of all non-active Policy Objects is cemmitted by sending to all Switches a EUFC
SW_ILS. THen the RANA CT_IU Accept is sent to the managing entity.

The format ¢f the RANA CT_IU Request is shown.n‘table 176.

Table 1765 RANA Request CT_IU

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Optional Data variable

Flags: resefved.

Optional Data: see . 7.3.5.
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The format of the Accept CT_IU to a RANA Request is shown in table 177.

Table 177 — Accept CT_IU to a RANA Request

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Optional Data variable

Flags: reserved.

Optional Data: see 7.3.5.

7.4 Policies Check
7.4.1 Overview

Two connected Switches shall check the Policy Summary Objects to,ensure the two Fabri
same Policies. A join between two Fabrics is successful only if the two,Fabrics have the same j
they are enforcing the same Policy Summary Obiject). If the policies are not equal the two con
E_Ports shall enter the Isolated state.

The check of the Fabric Policies is performed with the ‘Check Policy Summary (CPS) SW
E_Port shall send a CPS Request carrying the Policy~Summary Object of the Fabric to which
belongs. On receiving a CPS Request, a Switch shall verify if the received Policy Summary Ob,
to the enforced Policy Summary Object. If yes, an:SW_ILS Accept is sent in reply. If not, an S
Reason Code ‘Logical Error and Reason CodeExplanation ‘Policy Summary not Equal’ is s
and the E_Port shall enter the Isolated state.

7.4.2 CPS Request Sequence

Protocol: CPS (Check Policy Summary) SW_ILS Request Sequence
Addressing: The S_ID field-shall be set to FFFFFDh, indicating the Fabric Controller of thg
Switch, and the D_ID field shall be set to FFFFFDh, indicating the Fabric Controller of the
Switch.

Payload: The fgrmat of the CPS SW_ILS Request Sequence Payload is shown in table 178.

Table 178 — Check Policy Summary SW_ILS Request Payload

Cs have the
olicies (i.e.,
hmunicating

| ILS. Each
the Switch
ect is equal
NV_RJT with
ent in reply,

originating
destination

Item Size (Bytes)
4201 0000h 4
Flags !
Policy Summary Object variable
Optional Data variable

Flags: reserved.
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Policy Summary Object: see 7.1.3.
Optional Data: see 7.3.5.
7.4.3 CPS Reply Sequence

SW_RJT: SW_RJT shall be sent as a reply to signify the rejection of the CPS Request Sequence for
reasons shown in table 179.

Table 179 — Check Policy Summary SW_RJT Reasons

Reason Reason Code Reason Code Explanation
Pqglicy Summary not Equal 03h 35h
CPS not supported 0Bh 2Ch
Ldgical Busy 05h 00h

SW_ACC: $W_ACC shall be sent as a reply to signify the acceptance of the CPS Request"Sequence for
processing.|The format of the CPS SW_ACC Payload is shown in table 180.

Table 180 — Check Policy Summary SW_ACC Payload

Item Size (Bytes)
0200 0000h 4
Flags 4
Policy Summary Object variable
Optional Data variable

Flags: resefved.

Policy Summary Object: see 7.1.3.

Optional Data: see 7.3.5.

7.5 Policyl Summation ELSs

7.51 Overlview

An Nx_Port|may obtain a summary of selected Fabric-wide policies and register for notifications of relevant
policy chanjges with the.Query Security Attributes (QSA) ELS (see FC-LS-3). The Fabric may notify
registered INx_Ports_6frelevant changes in selected Fabric-wide policies with the Registered Fabric

Change Nofjfication (RFCN) ELS (see FC-LS-3).

7.5.2 FabiiciChange Notification Specification

When a QSA Request Sequence from a given N_Port_ID has been accepted by a Fabric Controller and
the N_Port_ID registered for change notification for a security attribute, then if a subsequent policy change
modifies the state of that security attribute, the following steps shall be performed:

1) The Fabric Controller shall reply to all QSA Request Sequences from all N_Port_IDs with a LS_RJT
having a ‘Logical Busy’ Reason Code, and a Reason Code Explanation of ‘No Additional Explana-
tion’;
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The Fabric Controller shall send a Registered Fabric Change Notification (RFCN) Request Se-

quence to the registered N_Port_ID, and shall implicitly log out the N_Port_ID with the Fabric;

from the N_Port_ID prior to Fabric logout to reach their destinations;

The Fabric Controller shall put into effect the change in the security attribute; and

7.6 Zoning Policies

The Fabric Controller shall delay for a maximum of 2 times RA_TOV, to allow all frames received

The Fabric Controller shall accept subsequent QSA Request Sequences from all N_Port_IDs.

7.6.1 Overview

general concepts of the Policy model, but keeps Zoning management and enforcement
independent from other policies management and enforcement. This variant.6f Zoning is den
SP Zoning.

FC-SP Zoning allows some Switches to not maintain a complete replicated copy of the Zonin
as follows:

a) Server Switches maintain the policies data structures for-all Switches in the Fabric plus
the Zoning data structures;

operations plus a replica of the Zoning Database;; and

Zone Set relevant for their operations-

they may require from the Server(Switches.
A management applicationsmanages the Fabric Zoning configuration through the Fabric Z

the Zone Merge Protdcol (see FC-SW-5), is defined, along with new command codes for the S
to distribute the FG~SP Zoning configuration on a Fabric. The Zoning definitions shall be

data (e.g., for.integrity protection of Zoning information).
7.6.2 ‘Management Requests

7.6:2.1 Overview

In order to preserve backward compatibility with existing Zoning definitions and implemen
describes a variant of the Enhanced Zoning model defined in FC-SW-5 and FC,GS-6 that

b) Autonomous Switches maintain only the subset of policies data structures releva

c) Client Switches maintain only the subsét-of policies data structures and the subset o

\When Client Switches are deployed ip;a Fabric, at least one Server Switch shall be also dep
same Fabric. A client-server protocol allows Client Switches to dynamically retrieve the Zoning

compute a hash of the Active Zone Set and a hash of the Zone Set Database, plus other optig

tations, 7.6
follows the
completely
bted as FC-

) Database,

a replica of

nt for their

f the Active

oyed in the
information

bne Server,

while other policies are, managed through the Security Policy Server. A Zoning Check Protocol, replacing

FC SW_ILS
ordered, to
nal security

FC-SP Zoning support by a Fabric is discovered with the GFEZ request (see FC-GS-6) extend

ed by 7.6.2.

If all Switches of a Fabric support FC-SP Zoning, then it may be enabled with the SFEZ request (see FC-
GS-6). The Active Zone Set and Zone Set Database hashes are carried in an enhanced version of the

CMIT request (see FC-GS-6), called SPCMIT (see 7.6.2.4).
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7.6.2.2 Get Fabric Enhanced Zoning Support (GFEZ) Additions

To support FC-SP Zoning the FC-SP Zoning Supported bit and the FC-SP Zoning Enabled bit are defined
in the Fabric Enhanced Zoning Support Flags and in the Switch Enhanced Zoning Support Flags of the
GFEZ payload (see FC-GS-6), as shown in table 181 and table 182.

Table 181 — Fabric Enhanced Zoning Support Flags Additions

Bit
Position Description
8 FC-SP Zoning Supported: When this bit is one, the Fabric is able to work in FC-SP
Zoning mode, When this bit is zero, the Fabric is not able to work in FC-SP Zoning
mode.
9 FC-SP Zoning Enabled: When this bit is one, the Fabric is working in FC-SP Zoning
mode. When this bit is zero, the Fabric is not working in FC-SP Zoning mode.
all others | See FC-GS-6

Table 182 — Switch Enhanced Zoning Support Flags Additions

Bit
Position Description
8 FC-SP Zoning Supported: When this bit is one, this Switch-is able to work in FC-SP
Zoning mode. When this bit is zero, this Switch is not able te’'work in FC-SP Zoning
mode.
9 FC-SP Zoning Enabled: When this bit is one, this Switch is working in FC-SP Zoning
mode. When this bit is zero, this Switch is not working in FC-SP Zoning mode.
all othgrs | See FC-GS-6

7.6.2.3 Set|Fabric Enhanced Zoning Support (SFEZ). Additions

To support FC-SP Zoning the FC-SP Zoning Enablebit is defined in the Fabric Enhanced Zoning Request
Flags of the|SFEZ payload (see FC-GS-6), as shown in table 183.

Table 183 — Fabric Enhanced Zoning Request Flags Additions

Bit
Positign Description
4 FC-SP Zoning Enable: When this bit is one, the management application is

requesting the Fabric to set its Zoning operational mode as FC-SP. When this bit is
zero, the_management application is requesting the Fabric to not change its Zoning
operational mode.

all others | See FC-GS-6

The Fabric Zene-Serrershali—whenitreceivesa-SFELrequest—configure-the-Fabric-to-operate-inthe
requested Zoning mode. If the Fabric is not capable of operating in FC-SP Zoning mode, then the Fabric
Zone Server shall reject the request with an Reason Code Explanation ‘Fabric not able to operate in FC-
SP Mode’. When the Fabric is operating in FC-SP mode the SFEZ request may be used to modify the
Fabric Zoning policies. When the Fabric is operating in FC-SP mode it is not possible to revert to Basic

mode.



https://iecnorm.com/api/?name=6ee6c22fa2c685bec347a08a00c823d4

ISO/IEC 14165-432:2022 © ISO/IEC 2022 197

7.6.2.4 SP Commit Zone Changes (SPCMIT)

The Fabric Zone Server shall, when it receives a SPCMIT operation request, commit all outstanding

modifications made by the issuing client to the Zone Set Database.

The SPCMIT processing may persist longer than the Common Transport timeout (i.e., 3 times

R_A_TOV).

The Fabric Zone Server shall reply within the Common Transport timeout. The reply shall be a Reject
CT_IU having Reason Code ‘Logical Busy’ and Reason Code Explanation ‘Request in Process’ until the
SPCMIT processing completes successfully or unsuccessfully. The Fabric Zone Server shall return a
response to the SPCMIT Request other than a Reject CT_IU with a ‘Logical Busy’ Reason Code and a

Request in Process’ Reason Code Explanatlon when the SPCMIT processmg completes.

[\

Busy’ Reason Code and a SPCMIT in Process Reason Code Explanatlon unt|I a response to

Code Explanation has been sent.
NOTE 46 — The management application should retransmit the SPCMIT Request until anyAccept CT_|I
CT_IU with a Reason Code other than ‘Logical Busy’ and Reason Code Explanation ether than ‘Reque

is received, or until the application gets tired of it. When the Fabric is processing a SPCMIT R

SPCMIT Requests are a way for the management application to know whern and how the SPCMI
completes.

The SPCMIT Request shall not be used in Basic Zoning or Enhan’ced Zoning.

The format of the SPCMIT Request payload is shown in table 184.

Table 184 — SPCMIT-Request Payload

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Active ZoneSet Hash variable
Zone Set Database Hash variable
Optienal Data variable

Flags: reserved.

Active Zone Sét Hash: the hash of the Active Zone Set being committed. The hash format is
in table 111.

Zone Set Database Hash: the hash of the Zone Set Database being committed. The hash
specified in table 111.

Request other than a Reject CT_IU with a ‘Logical Busy’ Reason Code and a ‘Request in-Proceg

subsequently received SPCMIT Requests do not interrupt or restart the processing in progress. Instead,

The Fabric

ith a ‘Logical

he SPCMIT
ss’ Reason

U or a Reject
5t in Process’
equest, any
subsequent
[ processing

hs specified

ormat is as

Optional-Batarsee 35
- 5ee—+3-5-
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The format of the SPCMIT Accept payload is shown in table 185.

Table 185 — SPCMIT Accept Payload

Item Size (Bytes)
CT_IU Preamble see FC-GS-6
Flags 4
Optional Data variable

Flags: reserved.

Optional Data: see 7.3.5.
7.6.3 Fabilic Operations
7.6.3.1 Overview

FC-SP Zonipg support by a Switch is discovered with the ESS SW_ILS (see FC-SW-5) extended by 7.6.3.
If all Switchgs of a Fabric support FC-SP Zoning, then the Fabric is able to operate injF€-SP Zoning mode.
When FC-§P Zoning is enabled, the Zone Merge Protocol is not used, and is replaced by the Zoning
Check Protgcol, while new SFC operation codes are used to distribute Zoning.configuration information in
a Fabric. In|addition, a Fabric may be composed by Server Switches, Autonomous Switches, and Client
Switches. Alclient-server protocol (see 7.6.5) is used between Clients and’Server Switches.

7.6.3.2 ES$ Enhanced Zone Server Capability Object Additions

To support FC-SP Zoning the FC-SP Zoning Supported bit and{the’ FC-SP Zoning Enabled bit are defined
in the Zone [Server Support Flags of the ESS SW_ILS payload\(see FC-SW-5), as shown in table 186.

Table 186 — ESS Zone Server, Support Flags Additions

Bit
Positi¢n Description
8 FC-SP Zoning Supported: When this bit is one, this Switch is able to work in FC-SP
Zoning mode. When this\bit is zero, this Switch is not able to work in FC-SP Zoning
mode.
9 FC-SP Zoning Enabled: When this bit is one, this Switch is working in FC-SP Zoning
mode. When this\bit is zero, this Switch is not working in FC-SP Zoning mode.
all othgrs | See FC-G38=6

7.6.3.3 The Zoning Check Protocol

7.6.3.3.1 Oyerview

The ACt'Ve Zaona-Sat and Zaonae-Sat Databhaca hachac ara chaclkkad 0 Anciien tha foayn Coabricne hava tha

COTTC O T T ONTU = oTTCOo T T Dottt TaoT o oo G- G TItCO—to—CTiouTCtric—tywoT aoTTico T v ot o

same Zoning configuration. A join between two Fabrics is successful only if the two Fabric have the same
Zoning configurations (i.e., the Active Zone Set and Zone Set Database hashes match). If the Zoning
configurations are not equal, the two communicating E_Ports shall go to the Isolated state.

The check of the Fabric Zoning configurations is performed with the Zoning Check Protocol (ZCP)
SW_ILS. Each E_Port shall send a ZCP Request carrying the Zoning hashes of the Fabric to which the
Switch belongs. On receiving a ZCP Request, a Switch shall verify if the received Zoning hashes are equal
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to the hashes of its Zoning configuration. If they are equal an SW_ACC is sent in reply. If they are not
equal an SW_RJT with Reason Code 'Logical Error' and Reason Code Explanation ‘FC-SP Zoning
Summary Not Equal’ is sent in reply, and the E_Port shall go to the Isolated state.

7.6.3.3.2 ZCP Request Sequence
Protocol: ZCP (Zoning Check Protocol) SW_ILS Request Sequence
Addressing: The S_ID field shall be set to FFFFFDh, indicating the Fabric Controller of the originating

Switch, and the D_ID field shall be set to FFFFFDh, indicating the Fabric Controller of the destination
Switch.

Payload: The format of the ZCP SW_ILS Request Sequence Payload is shown in table 187:

Table 187 — Zoning Check Protocol SW_ILS Request Payload

Item Size (Bytes)
4202 0000h 4
Flags 4
Active Zone Set Hash variable
Zone Set Database Hash variable
Optional Data variable

Flags: reserved.

Active Zone Set Hash: the hash of the Active Zone Set of the sending Switch. The hash format is as
specified in table 111.

Zone Set Database Hash: the hash of the Zone’Set Database of the sending Switch. The hash format is
as specified in table 111.

Optional Data: see 7.3.5.
7.6.3.3.3 ZCP Reply Sequence

SW_RJT: SW_RJT shall.be-sent as a reply to signify the rejection of the ZCP Request S¢quence for
reasons shown in table 188.

Table 188 — Zoning Check Protocol SW_RJT Reasons

Reason Reason Code Reason Code Explanatipn
FC<SP Zoning Summary Not Equal 03h 36h
ZCP Not Supported 0Bh 2Ch
Logical Busy 05h 00h
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SW_ACC: SW_ACC shall be sent as a reply to signify the acceptance of the ZCP Request Sequence for
processing. The format of the ZCP SW_ACC Payload is shown in table 189.

Table 189 — Zoning Check Protocol SW_ACC Payload

Item Size (Bytes)
0200 0000h 4
Flags 4
Active Zone Set Hash variable
Zone Set Database Hash variable
Optional Data varable

The fields a

7.6.3.4 Adg

e the same of the ZCP Request Sequence Payload.

itional SFC Operation Request Codes

7.6.3.4.1 Oyerview

The additiopal SFC SW_ILS (see FC-SW-5) operation request codes shown in table 190 are defined to

support FCHSP Zoning.

Table 190 — Additional SFC Operation Request-Codes

Value Operation Reference
05h .. 07h | Reserved for legacy implementations
20h .. 27h | Reserved
28h FC-SP Activate Zone Set Enhanced 7.6.3.4.2
29h FC-SP Deactivate Zone Set Enhanced 7.6.3.4.3
2Ah FC-SP Distribute Zong, Set Database 7.6.34.4
2Bh FC-SP Activate Zone Set by Name 7.6.3.4.5
2Ch FC-SP Set Zoning Policies 7.6.3.4.6
2Dh .. 3Fh | Reserved



https://iecnorm.com/api/?name=6ee6c22fa2c685bec347a08a00c823d4

ISO/IEC 14165-432:2022 © ISO/IEC 2022 201

7.6.3.4.2 Operation Request ‘FC-SP Activate Zone Set Enhanced’

Operation Request ‘FC-SP Activate Zone Set Enhanced’ is used in FC-SP Zoning to activate a Zone Set
distributing its definition across the Fabric. Together with the Zone Set to be activated, also the entire Zone
Set Database may be distributed. Table 191 shows the payload format.

Table 191 — Payload for the Operation Request ‘FC-SP Activate Zone Set Enhanced’

Item Size (Bytes)
Reserved 2
Flags 4
Active Zone Set Length 4
Active Zone Set Object List variable
Zone Set Database Length 4
Zone Set Database Object List variable
Active Zone Set Hash variablée
Zone Set Database Hash variable
Optional Data variable

Flags: reserved.

Active Zone Set Length: as defined in FC-SW-5.
Active Zone Set Object List: as defined in FC-SW-5:
Zone Set Database Length: as defined in FC-SW-5.
Zone Set Database Object List: as definedin FC-SW-5.

Active Zone Set Hash: the hash of the Active Zone Set being activated. The hash format is as|specified in
table 111.

Zone Set Database Hash: the-hash of the Zone Set Database being distributed. The hash format is as
specified in table 111.

Optional Data: see_7:3.5.
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7.6.3.4.3 Operation Request ‘FC-SP Deactivate Zone Set Enhanced’

Operation Request ‘FC-SP Activate Zone Set Enhanced’ is used in FC-SP Zoning to deactivate the current
Active Zone Set. Table 192 shows the payload format.

Table 192 — Payload for the Operation Request ‘FC-SP Deactivate Zone Set Enhanced’

Item Size (Bytes)
Reserved 2
Flags 4
Optional Data variable

Flags: resefved.

Optional Data: see 7.3.5.

7.6.3.4.4 Operation Request ‘FC-SP Distribute Zone Set Database’

Operation Request ‘FC-SP Distribute Zone Set Database’ applies to the Zone Set Database. Its purpose is
to distribute|in the Fabric a new definition of the Zone Set Database, without affecting the Active Zone Set.

Table 193 shows the payload format.

Table 193 — Payload for the Operation Request ‘FC-SP Distribute-Zone Set Database’

Item Size (Bytes)
Reserved 2
Flags 4
Zone Set Database Length 4
Zone Set Database Obiject List variable
Zone Set Database Hash variable
Optional Data variable

Flags: resefved.
Zone Set Dptabase Length: as defined in FC-SW-5.
Zone Set Dpatabase Object List:*as defined in FC-SW-5.

Zone Set Database Hash: the hash of the Zone Set Database being distributed. The hash format is as
specified in fable 111.

Optional Data: see . 7.3.5.
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7.6.3.4.5 Operation Request ‘FC-SP Activate Zone Set by Name’

Operation Request ‘FC-SP Activate Zone Set by Name’ applies to both Active Zone Set and Zone Set
Database. Its purpose is to activate a Zone Set defined in the Zone Set Database without having to
transmit over the Fabric its definition. Table 194 shows the payload format.

Table 194 — Payload for the Operation Request ‘FC-SP Activate Zone Set by Name’

Item Size (Bytes)
Reserved 2
Flags 4
Zone Set Name variable
Zone Set Database Hash variable
Optional Data variable

Flags: reserved.

Zone Set Name: as defined in FC-SW-5.

Zone Set Database Hash: the hash of the Zone Set Database.
Optional Data: see 7.3.5.

7.6.3.4.6 Operation Request ‘FC-SP Set Zoning Policies’

Operation Request ‘FC-SP Set Zoning Policies’ is used in FC-SP Zoning to establish some Zoning specific
behaviors, such as the Default Zone behavior. Table 195 shows the payload format.

Table 195 — Payload for the Operation Request ‘FC-SP Set Zoning Policies’

Item Size (Bytes)
Reserved 2
Flags 4
Enhanced Zoning Flags 4
Optional Data variable

Flags: reserved,

Enhanced/Zoning Flags: as defined in FC-SW-5. Among the defined Enhanced Zoning Flags only the
Default. Zone Setting flag is significant in FC-SP Zoning (i.e., the Merge Control Setting flag does not

apply),
Optienal-Datarsee+3-5-

7.6.3.5 Fabric Behavior to Handle the CT SFEZ Request

If the Fabric is operating in Basic mode, and the SFEZ command is requesting to change the Zoning
operational mode of the Fabric to FC-SP, the Switch handling the CT SFEZ request shall initiate a Fabric
Management Session, and redistribute an ordered version of the existing Zoning Database to the other
Switches of the Fabric by using the operation request value ‘FC-SP Activate Zone Set Enhanced’ in a first
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Stage Fabric Configuration (SFC) SW_ILS. In this manner the Zoning Database is distributed using the
Enhanced Zoning Data structures. If this step is successful, then the Zoning Policy Flags requested by the
SFEZ command shall be propagated to the other Switches of the Fabric by using the operation request
value ‘Set Zoning Policies’ in a second Stage Fabric Configuration (SFC) SW_ILS. When this step is
successful the UFC SW_ILS is used to apply the new configuration, changing the Zoning operational
mode of all Switches in the Fabric in FC-SP mode. Then the Fabric Management Session shall be
released.

If the Fabric is operating in Enhanced or FC-SP mode, then the SFEZ command may only change the
Zoning Policies, and so it shall be translated in a standalone Fabric Management Session in which the
operation request value ‘Set Zoning Policies’ shall be used in the SFC SW_ILS. If a Fabric Management
Session is already active, then the SFEZ command shall generate an immediate SFEC with operation
request value ‘Set Zoning Policies’ and a UFC SW_ILSs, keeping the existing Fabric Management
Session.

7.6.4 Zoning Ordering Rules

7.6.4.1 Actjve Zone Set

In the Activg¢ Zone Set, Zones shall be sorted alphabetically in ascending order, using'the Zone Name as
alphabetic grimary key.

In each Zone, the Zone Attribute entries, if present, shall be sorted in ascending order, using the Zone
Attribute Tylpe as numeric primary key. If multiple Protocol Attribute entries are present, they shall be
sorted in agcending order, using the FC-4 type as numeric secondary.key. If multiple Vendor Specified
Attribute enfries are present, they shall be sorted among themselyes.alphabetically in ascending order,
using the Vendor Identifier string as alphabetic primary key and theVendor Specified Value as alphabetic

secondary

In each Zor
numeric prir
Member en
using the

o
secondary Key.

7.6.4.2 Zon

In the Zone
Type as nur

In each Zon

ey.
e, the Zone Members shall be sorted in ascending order, using the Zone Member Type as
hary key and the Zone Member Value as numéric secondary key. If multiple Vendor Specified

ries are present, they shall be sorted among themselves alphabetically in ascending order,
ndor Identifier string as alphabetic primary key and the Vendor Specified Value as alphabetic

e Set Database

Set Database, Zoning Objects shall be sorted in ascending order, using the Zoning Object
neric primary key and'the Zoning Object Name as alphabetic secondary key.

e Set Object, Zone References shall be sorted in ascending order, using the referenced Zone

Name as alj

In each Zon

phabetic primary key.

Object;.the Zone Members shall be sorted in ascending order, using the Zone Member Type

as numeric primary. key and the Zone Member Value as numeric secondary key (alphabetic if the Zone
Member type is’Alias Zone Member) If muIt|pIe Vendor SpeC|f|ed Member entries are present they shall
be sorted aweng ;
alphabetic primary key and the Vendor Specmed Value as alphabetlc secondary key.

In each Zone Attribute Object, the Zone Attribute entries shall be sorted in ascending order, using the Zone
Attribute Type as numeric primary key. If multiple Protocol Attribute entries are present, they shall be
sorted in ascending order, using the FC-4 type as numeric secondary key. If multiple Vendor Specified
Attribute entries are present, they shall be sorted among themselves alphabetically in ascending order,
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using the Vendor Identifier string as alphabetic primary key and the Vendor Specified Value as alphabetic
secondary key.

In each Zone Alias Object, the Zone Members shall be sorted in ascending order, using the Zone Member
Type as numeric primary key and the Zone Member Value as numeric secondary key. If multiple Vendor
Specified Member entries are present, they shall be sorted among themselves alphabetically in ascending
order, using the Vendor Identifier string as alphabetic primary key and the Vendor Specified Value as

alphabetic secondary key.
7.6.5 The Client-Server Protocol

7.6.5.1 Overview

FC-SP Zoning allows some Switches (i.e., Client Switches) to not maintain a complete replica
the Zoning Database. Client Switches are not required to implement the Zone Set|Datal
maintain a complete copy of the Active Zone Set. They need to maintain only the subset of the
Set required to enforce the current Zoning configuration for the Nx_Ports directly|eonnected t
the hashes for both Active Zone Set and the Zone Set Database.

When a Client Switch joins a Fabric, it shall check if its Zoning configuration is equal to
configuration of the Fabric to which is joining with the ZCP SW_ILS. Ifithe hashes are equal the
able to succeed, otherwise the join shall fail.

When a management application changes the Zoning coffiguration of a Fabric, using

described in 7.6.3.4, each Client Switch receives a complete copy of the Zoning configurat
associated hashes. A Client Switch shall maintain thesg hashes, and may maintain only the s
Active Zone Set required to enforce the Zoning configutation for the Nx_Ports directly connect

When some Nx_Ports connect to a Client Switchy.if the Switch has no Zoning information relat
Nx_Ports, it shall request to a Server Switch the missing Zoning information by sending a 2
request. The Server Switch shall reply with an’'SW_ACC containing the list of Zones in the Acti
containing the requested members. As.a‘result a Fabric deploying Client Switches shall als
least one Server Switch. While this process is in progress the Client Switch may send OLS (se
to the connecting Nx_Ports, until the\requested Zoning information is received.

The Client Switch should regquest the missing Zoning information from the nearest Ser
according to the FSPF shortest path (see FC-SW-5). This allows an effective spread of the
queries over the available-Server Switches. Each Client Switch is able to keep the information
zone member types are used in the Active Zone Set. This allows the Client Switch to optimize f
to Server SwitchesS by using in a Zoning Information Request (see 7.6.5.2) only the zone mgq
currently used by the Fabric to identify a specific Nx_Port, and not all the possible ones.

7.6.5.2 Zone Information Request (ZIR)

7.6.5:2:1 Overview
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Whenever a Client Switch needs to acquire the Zoning information for a specific Nx_Port, it shall query the
nearest Server Switch by using the zone member types used by the current Active Zone Set to identify that
Nx_Port. The nearest Server Switch is selected among the set of Server Switches by using the FSPF
distance as metric.
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A Server Switch receiving a ZIR request shall determine which Zones in the Active Zone Set contain the
requested zone members, and reply to the requestor with an SW_ACC containing the list of these Zones.
7.6.5.2.2 ZIR Request Sequence
Protocol: ZIR (Zone Information Request) SW_ILS Request Sequence
Addressing: the S_ID field shall be set to FFFCxxh, indicating the Domain_Controller of the originating
Switch, and the D_ID field shall be set to FFFCyyh, indicating the Domain_Controller of the destination
Switch.

Payload: The format of the ZIR SW_ILS Request Sequence Payload is shown in table 196

Table 196 — Zone Information Request SW_ILS Request Payload

Item Size (Bytes)
4203 0000h 4
Flags 4
Active Zone Set Hash variable
Zone Member Identifier Entry Length 4
Number of Zone Member Identifier Entries 4
Zone Member Identifier Entry #1 variable
Zone Member Identifier Entry #2 variable
Zone Member Identifier Entry #k variable
Optional Data variable

Flags: resefved.
Active Zone Set Hash: the hash of the Active Zone Set.

Zone Member Identifier Entry Length: corifains the length in bytes of each Zone Member Entry. This
length depehds on the zone member types-currently used in the Active Zone Set.

Number off Zone Member Identifier Entries: contains the number Zone Member Identifier Entries
contained in the payload.

Zone Member Identifier Entry: each Zone Member Identifier Entry is a list of zone members identifying a
specific Nx [Port. The zeane. member format shall be as specified in FC-SW-5. The list shall be sorted in
ascending drder using‘the Zone Member type as numeric primary key.

Optional Data: see . 7.3.5.
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7.6.5.2.3 ZIR Reply Sequence

SW_RJT: SW_RJT shall be sent as a reply to signify the rejection of the ZIR Request Sequence for

reasons shown in table 197.

Table 197 — Zone Information Request SW_RJT Reasons

Reason Reason Code Reason Code Explanation
ZIR not supported 0Bh 2Ch
Logical Busy 05h 00h

SW_ACC: SW_ACC shall be sent as a reply to signify the acceptance of the ZIR Request™S
processing. The format of the ZIR SW_ACC Payload is shown in table 198.

Table 198 — Zone Information Request SW_ACC Payload

Item Size (Bytes)
0200 0000h 4
Flags 4
Active Zone Set Hash variable
Zones List Length 4
Zones List variable
Optional Data variable

Flags: reserved.

Active Zone Set Hash: the hash of the Active’Zone Set.

Optional Data: see 7.3.5.

Zones List Length: contains the length in*bytes of the Zones List.

Zones List: contains the subset of-the Active Zone Set providing the requested Zoning inforn
Zone shall be formatted as described in FC-SW-5 for the Active Zone Set in Enhanced Zoning

bquence for

ation. Each
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8 Combinations of Security Protocols
8.1 Entity Authentication Overview
This clause describes how to combine the protocols defined in the previous clauses and in other standards
to allow a pair of Fibre Channel entities to negotiate, conduct, and terminate mutually acceptable entity
authentication. In this context an entity identifies itself using either:

a) a Name_ldentifier; or

b) a Well-known address at which a Generic Service is operating.

The combinption of protocols described in this clause is referred to as “entity authentication”.

ssful authentication, entity authentication has established the following security relatiénships
es involved:

Upon succe
for the entiti

a) the refiuirement for using an Authentication Protocol;
b) completion of an Authentication Protocol if required; and

c) other gecurity relationships as established by the Authentication Protocolthat may include:

A) the requirements for Security Association management;
B) optionally, a shared secret; and

C) optionally, an initial Security Association.

Entity auth
relationship

The determ

ntication also includes process for non-disruptively renewing authentication and security
5, and for negotiated or unilateral termination 6f security relationships.

nation of an acceptable set of security:relationships is based on a security policy maintained

for each entjty. The content of such policies and-how they are maintained may be a combination of vendor

specific rules and rules specified by this standard.

8.2 Terminology

In the descfiption of entity authentication within this clause, the special terminology introduced here is
used.

A Fabric enfity is a Fabrig,\a Switch, or an Fx_Port acting as a participant in entity authentication.

An E_Port gntity is an_E_Port acting as a participant in entity authentication.

An Nx_Por{ entity !s either an entity that identifies itself using a Name_ldentifier associated with an

nnnnnn S an

nea-aonaratina-at o \AMall_lenovan addracc

Nx_Port or &6
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This standard specifies the entity authentication protocol from the perspective of one entity in
communication with another entity (see figure 28). Within this standard, the entity for which the protocol is
described is called the local entity and the other entity with which the local entity is communicating is called
the remote entity. Similarly, the terms local FC_Port, local E_Port, local Nx_Port, and local N_Port_ID refer
to objects associated with the local entity, and the terms remote FC_Port, remote E_Port, remote Nx_Port,
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and remote N_Port_ID refer to objects associated with the remote entity. Local Fx_Port and remote
Fx_Port are not used in this sense because these terms are already otherwise defined in FC-FS-3.

Standard perspective

Local Remote

FC_Port FC_Port
Local Local Local Remote | Remote Remote
Entity N_Port_ID| Nx_Port Nx_Port |N_Port_ID| \ Entity
[~ entity authentication protocol

Figure 28 — Entity Authentication Standard Perspective

8.3 Scope of Security Relationships

8.3.1 N_Port_ID Virtualization

A Name_Identifier may be associated with an N_Port by FLOGler by some forms of FDISC
2). Either of these actions creates an Nx_Port entity that shall independently exercise entity au
Security relationships established for an Nx_Port entityxshall not apply to any other Nx_|
regardless of whether the Nx_Port entities are associated ‘with the same Nx_Port.

8.3.2 Nx_Port Entity to a Fabric Entity

Entity authentication between an Nx_Port entity and a Fabric entity shall be conducted b

see FC-LS-
hentication.
Port entity,

etween the

Nx_Port entity and Well-known address .FEFFFEh (i.e., the F_Port Controller). For purposes of entity

authentication between an Nx_Port entityvand a Fabric entity, the local Fx_Port acts as a p
whole Fabric (i.e., any Fabric actions;that does not require N_Port Login does not require
authentication).

A Fabric that requires or allows-certain security relationships (e.g., Fabric Login not required to
by authentication) for Fabric-Login of an Nx_Port entity when connected to an Fx_Port ma
accept different security relationships for the Nx_Port entity when connected to a different Fx_

The security relationships established for an Nx_Port entity by entity authentication with a H

roxy for the
any further

be followed
y require or
Port.

abric entity

shall apply to any communication between the Nx_Port entity and the Fabric that is not within the scope of

N_Port login. This shall include any ELSs sent without N_Port login and for which either th
destinatiofn/is'a Well-known address (e.g., a Request Node Identification (RNID) ELS sent t
Controller{FFFFFDh)).

The security relationships established for an Nx_Port entity by entity authentication with a H

chiall annh o that NIy, DoAart Attty Ay v an if athoar Ny Dot antitine charn tha camaa Ny DAt (0

e source or
p the Fabric

abric entity

le., a Fabric
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that supports multiple N_Port_IDs (see FC-LS-2) requires each Nx_Port to independently maintain

security relationships for each N_Port_Name that has been assigned an N_Port_ID at that Nx_|

Port).

The security relationships established for an Nx_Port entity by entity authentication with a Fabric entity

may not apply to communication between the Nx_Port entity and any Generic Service that is p

rovided at a
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Address. A Generic Service provided at a Well-known Address and an Nx_Port entity may

conduct authentication independently, or may mutually rely on authentication established at Fabric Login.

NOTE 47 — It is possible to configure a fabric so that an N_Port_Name is required to be authenticated for Fabric
Login at some Fx_Ports but not at others. Such configurations are open to denial of service attacks against an
Nx_Port entity that has authenticated using the N_Port_Name unless other means of security (e.g., physical

enclosure)

are provided for the Fx_Ports that allow unauthenticated access, and therefore are discouraged.

8.3.3 Nx_Port Entity to Nx_Port Entity

The security relationships established for an Nx_Port entity by entity authentication to another Nx_Port

entity, inclu

ing a Generic Service, shall apply to all communication between that pair of Nx_Port entities

This shall in|

The security
entity shall 1
as either of
multiple N_§
that has beg

8.4 Entity

The state
implementa
(i.e., below
implementz
transitions g

NOTE 48
externally

clude all ELSs between the pair of Nx_Port entities while they remain logged in.

relationships established for an Nx_Port entity by entity authentication with another Nx_Port
ot apply to any other Nx_Port entity, even if the other Nx_Port entity shares the samg INx_Port
the Nx_Port entities that conducted entity authentication (i.e., an Nx_Port that"supports
Port_IDs (see FC-LS-2) independently maintains security relationships for each"N_Port Name
n assigned an N_Port_ID at that Nx_Port).

Authentication Model

machines described in this clause are presented as a medel for behavior, not for
ion. An implementation of entity authentication shall display b€havior at its external interfaces
he FC_Port box in figure 29) equivalent to the state machine‘set specified here. However, an
tion of entity authentication may not explicitly realize the interfaces, states, events, and
f this state machine set.

- The ordered lists of actions in the state transition definitions in this clause produce the modeled
bbservable behavior. Other orderings may produce-equivalent behavior and such orderings are not

prohibited by this standard.

Clients are
authenticati

Abstract sel
this standar

abstractions of other entities thatfiave dependencies on services provided by entity
bn. The single client for entity authentication services is referred to as authentication client.

vices (see 8.5) describe interfaces of entity authentication to functions specified elsewhere in
] or in other standards.
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Figure 29 represents a model of entity authentication for an Nx_Port with its clients and services, and with
some further components of a Fibre Channel node.

Control Interactions -
(i.e., not involving —— Auther_mcatlon FC-4s
transfer of frames) Client

Data Interactions
(i.e.,involving - - - — _ _ __
transfer of frames)

Nx_Port
Authentication |e
State Machine

A

N N

Security Authentication
Service < Service
(see 8.5.3) (see 8.5.2)

) x

\ N2 v
FC-2 Service (see 8:5.4)
r— — —=(9n
: ESP_Header |

L £ = — — 4

e

Figure 29 — Entity Authentication Model for an Nx_Port (Informative)

The state machines that spécify entity authentication are:
a) Nx_Port to fabrig authentication state machine (NFA, see 8.6);
b) fabric from Nx_Port authentication state machine (FNA, see 8.7);
c) Nx_Rort to Nx_Port authentication state machine (NNA, see 8.8); and

d)~E Port to E_Port authentication state machine (see 8.9.1).
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8.5 Abstract Services for Entity Authentication
8.5.1 Overview
This subclause specifies no formal interfaces. The service interfaces here are abstractions. They are

normative only to the extent that as referenced from the state machines for entity authentication, they imply
a sequence of actions and events involving an FC-FS-3 FC_Port state machine and/or FC-SW-5 E_Port

state machine and the state machines and services of this standard.

8.5.2 Authentication Service

8.5.2.1 Aut i

t[cation request shall cause the authentication service to conduct the protocol of AUTH ELSs|or

The authen
SW_ILSs n
vendor-spe
request for
authentica
authenticati
threat, or hg

t

bcessary to authenticate a local entity and a remote entity in accord with standard‘and/or
cific security policy applicable to the pairing of the local entity and the remote gntity. The
authentication identifies whether the local entity is to initiate AUTH_Negotiate\or-begin an
ion timeout pending arrival of AUTH_Negotiate. On completion of thevprotocol, the
bn service reports whether authentication has succeeded, has failed for reasons suggesting a
s failed for reasons not suggesting a threat.

8.5.2.2 Abgndon Authentication Request

The abando
a) termin

b) setan

n authentication request shall cause the authentication service to:
ate any communication caused by authentication in progress; and

y internal state to reflect no authentication is in progress,

between the¢ local entity and the remote entity of the entity-authentication state machine that made the

request.
8.5.2.3 Re]uthentication
The authentiication service shall conduct reauthentication if:
a) an authentication request (see 8:5.2.1) is made by the state machine for the local entity and the re-
mote entity while it is in the Normal Operation state;
b) an AYTH_Reject message requesting authentication restart arrives while the state machine for the
local gntity and the remote entity is in the Normal Operation state; or
c) an AUTH_Negotiate message arrives while the state machine for the local entity and the remote en-
tity is |n the Normal Operation state.
On complet|on.of the protocol, the authentication service reports whether authentication has succeeded,
haS fa||ed f rrancaona criannctina A theanat ~r hoao follad far rAncAne Nt oA~ ctins A thenat

TCTOoOTS SuUgygrothg ot oot O oo onC OO T CaSOUno ot ouggo osthgo o oot

8.5.2.4 Spurious Traffic

The authentication service may detect a spurious traffic event if any authentication ELS other than an
AUTH_Negotiate message or an AUTH_Reject message requesting authentication restart arrives outside
of an ongoing authentication transaction. An authentication service that detects a spurious traffic event
may send a spurious traffic event for the port pair identified by the S_ID and D_ID of the frame to the entity
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authentication state machine, and may log the spurious traffic event or a synopsis of the history of spurious
traffic events in a vendor specific way.

8.5.3 Security Service

8.5.3.1 Maintain Security Policy

The security service maintains the policies that determine security behaviors applicable to any pairing of a

local entity with a remote entity. These policies may be standard and/or vendor-specific and may be
configurable per entity pair by means subject to this standard and/or not subject to this standard.

8.5.3.2 Clear Security Relationshi

The clear security relationships request shall cause the security service to terminate all the jestablished
security relationships relevant to communication between the pair of entities associdated with the calling
state machine.

8.5.3.3 IKEv2 Dead Peer

If the Security service detects an IKEv2 dead peer condition (see 6.8.4) between a local Nx_Pdrt entity and
a remote Nx_Port entity, it shall report an IKEv2 dead peer event to the state machine.

8.5.4 FC-2 Service
8.5.4.1 Maintain ELS Buffer Condition Requirements

The FC-2 service maintains any ELS buffer conditien fequirements applicable to any pairirl]g of a local
entity with a remote entity.

8.5.4.2 N_Port_ID Assignment Request

The N_Port_ID assignment request shall,.cause the FC-2 service to attempt fabric login if the Igcal Nx_Port
is not logged in with the fabric or shalf;cause the FC-2 service to request an additional N_Pgrt_ID using
FDISC if the local Nx_Port is already,logged in with the fabric.

8.5.4.3 N_Port Login Request

The N_Port login request-shall cause the FC-2 service to attempt N_Port login of the local N¥_Port entity
with the remote Nx_Paort ‘entity.

8.5.4.4 Negotiate ELS Buffer Conditions Request

The negotiate ELS buffer conditions request shall cause the FC-2 service to negotiate [ELS buffer
conditions/using the RPBC ELS (see FC-LS-2) for the local entity of the entity authentication state machine
thatrmade the request with the remote entity of the entity authentication state machine thgt made the
request. The request identifies whether to initiate or await the RPBC ELS.

8.5.4.5 Explicit Logout Request

The explicit logout request shall cause the FC-2 service to conduct a LOGO ELS protocol for the local
entity of the entity authentication state machine that made the request to the remote entity of that entity
authentication state machine.
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A Fabric may send a LOGO to an Nx_Port (i.e., explicitly logout). An Nx_Port that supports receiving
LOGO from the Fabric is able to more quickly recover from security events that are reported in this

manner.

After a state machine has requested explicit logout, an authentication client should not request a new login

or N_Port_

ID assignment from the state machine until the state machine has entered the

Noncommunicating state and the authentication client has determined the need to communicate with the
remote entity of the state machine. If there is no traffic to send, the login should be delayed in order to

reduce pote

ntial load on the fabric and/or destination node.

8.5.4.6 Implicit Logout Request

The Implicit
authenticati
state machi

After a state
or N_Portj
Noncommu
remote enti
reduce pote

8.5.4.7 Ter
The termin

between th
request.

logout request shall cause the FC-2 service to implicitly log out the local entity of the entity
pn state machine that made the request from the remote entity of that entity authentication
ne.

machine has requested implicit logout, an authentication client should not requestia-new login

| ID assignment from the state machine until the state machine has“entered the
nicating state and the authentication client has determined the need to communicate with the
y of the state machine. If there is no traffic to send, the login should be 'delayed in order to
htial load on the fabric and/or destination node.

minate All Communication Request

te all communication request shall cause the FC-2 service to abort all open Exchanges
local entity and the remote entity of the entity authentication state machine that made the

8.5.4.8 Link Initialization Request

The link initi
in accord wi
by the local

blization request shall cause the FC-2 servieg“to perform link initialization for the local FC_Port
th FC-FS-3. This in turn shall lead to implicit fabric logout of all the N_Port_IDs assigned to or
FC_Port.

8.5.4.9 Disable Request

The Disable
with the ren
intervention
If:

a) either

b) thelo

request shall cause the EG:2-service to cause the local Nx_Port to be unable to communicate
note Nx_Port. A disabled-Nx_Port should remain disabled pending vendor-specific outside

the local FC—~Port or the remote FC_Port is an Fx_Port;

tal FC (Port is not operating as an L_Port;

ol O _Dort dAoanc nat dditiona

oun.

c) thelo
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n.
Car™ o T o goCoTTIoToupPpPo
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d) thelocal FC_Port does not support Virtual Fabric Tagging,

the local Nx_

holding the

Port may be disabled by holding a receiver reset condition on the receiver (see FC-FS-3) and
transmitter in the not-enabled state (see FC-PI-2), or by refusing to initiate or respond to

FLOGI (see FC-FS-3). Otherwise, the local Nx_Port may be disabled by refusing to either initiate or
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respond to FLOGI or FDISC or PLOGI with the remote Nx_Port, but shall not be disabled by holding a

receiver reset condition on the receiver or holding the transmitter in the not-enabled state.

8.5.4.10 PLOGI Arrival

If the FC-2 service receives a PLOGI from a remote Nx_Port entity for a local Nx_Port entity, the FC-2

service shall report PLOGI arrival to the local entity authentication state machine for the local
entity.

8.5.4.11 Login Complete

If the FC-2 service accepts or receives acceptance of a PLOGI between a remote entity and a

and remote

local entity,

the FC-2 service shall report login complete to the local entity authentication state machine
and remote entity.

8.5.4.12 N_Port_ID Assignment Complete

If the FC-2 service accepts or receives acceptance of an FLOGI or FDISC between a remote
local entity, the FC-2 service shall report N_Port_ID assignment complete to.the local entity ay
state machine for the local and remote entity.

8.5.4.13 Explicit Logout Complete

If the FC-2 service sends an LS_ACC for a LOGO received,from a remote entity to a loqg
receives an LS _ACC or LS_RJT for a LOGO sent to a remete‘entity from a local entity or times
for an LS_ACC for a LOGO sent to a remote entity from- a'local entity, the FC-2 service shall rg
logout complete to the local entity authentication state-machine for the local and remote entity.

8.5.4.14 Port Logout

If the FC-2 service determines that a remeté’ Nx_Port entity has been implicitly logged out
Nx_Port entity, the FC-2 service shall report implicit port logout to the local entity authenti
machine for the local and remote entity;

8.5.4.15 Fabric Logout

If the FC-2 service for a local' Nx_Port determines that the local Nx_Port has been implicitly
from the fabric, the FC-2-service shall report implicit fabric logout to the local entity authenti
machines for all local'Nx’ Port entities associated with the local Nx_Port.

If the FC-2 service for a Fabric determines that a remote Nx_Port has been implicitly logged
Fabric, the RC2 service shall report implicit Fabric Logout to the Fabric from Nx_Port Authent
machines @ssociated with every remote Nx_Port entity at the remote Nx_Port.

8.5.4:16 Link Parameter Change

I tha O 9 carmion for o loanal Ny Doart Aatarmainac tha nand o r\lﬂnhﬂr\ Lol noramatare

or the local

entity and a
thentication

al entity or
out waiting
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cation state
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cation state
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otiated by

PLOGI (see FC-LS-2) on a point-to-point topology (see FC-FS-3), it shall perform link initialization for the

local Nx_Port in accord with FC-FS-3.

NOTE 49 — Link Initialization in accord with FC-FS-3 includes implicit Nx_Port Logout of the local Nx_Port to the

remote Nx_Port on the link, so it causes the FC-2 service to report an implicit port logout event to th
Nx_Port authentication state machine, bringing both to expect no security for a subsequent login.

e Nx_Port to
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8.5.4.17 Security Change

If the FC-2 service for a local FC_Port discovers a change of identifying information (i.e.,
address_identifier, Port_ Name, Node_Name, Fabric_Name, or security flag) for a remote entity by means
other than login or N_Port_ID creation (e.g., the change is discovered by PDISC, or FDISC with nonzero
S_ID, or the fabric name server), it shall report a security change to any entity authentication state
machine that associates a local entity with the remote entity for which the change of identifying information
was discovered.

8.5.4.18 Security Enforcement

If the entity authentication state machine for an entity pair is not in the Normal Operation state, the FC-2
service shall:

a) discard all arriving frames and reject all local requests to originate Exchanges, if both entities |in"the
entity pair are Nx_Ports and the local entity is not in Normal Operation state with a fabric gntity;

b) reject|all local requests to originate Exchanges except for Exchanges caused by requgests from the
entity puthentication state machine;

c) apply ESP_Header processing to departing frames in accord with established Security Associations;

d) discard any arriving frame that has an ESP_header inconsistent with established Security Associa-
tions, pand optionally treat it as a spurious traffic event;

e) discard any arriving frame that does not have a Routing field indicating Link_Control, Basic Link Ser-
vice, ¢r Extended Link Service, and optionally treat it as a spufious traffic event;

f) accept any arriving frame that has a Routing field indicating Link_Control, Basic Link Service, or Ex-
tended Link Service, and has an ESP_header that is\consistent with established Security Associa-
tions;

g) handl¢ an ELS that is required by the entity;authentication state machines and services in accord
with the entity authentication state machings and services;

h) optionfally handle an ELS that is permitted by FC-LS-2 without Nx_Port login, if both entities in the
entity pair are Nx_Ports and the-legal entity is in the Normal Operation state with a fabric entity; and

i) discard an ELS that is neither required by the entity authentication state machines and services nor
permifted by FC-LS-2 without Nx_Port login, and optionally treat it as a spurious traffic event.

If the entity|authentication\state machine for an entity pair is in the Normal Operation state, the FC-2
service shall:

a) accept all jJocal requests to originate Exchanges;

b) apply N ooty neansncoina raciead by Actablichad CQanieihyy Aooaniatinne 0 danartina frammao that

Ty uuuulu‘y ProcCoomgTCquT U oy Cotaonorict uuuulu‘y oSO TTOiOTo o U T PartmgTal o othat

do not belong to an FLOGI ELS Exchange or ELP Exchange;

c) apply no security processing to departing frames that belong to an FLOGI ELS Exchange or ELP Ex-
change;

d) apply any frame processing required by the frame header to arriving frames;
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e)

f)

accept any arriving frames that are protected with an ESP_Header in accord with established Secu-
rity Associations for the entity pair and do not belong to an FLOGI ELS Exchange or ELP Exchange;

accept any arriving frames that belong to an FLOGI ELS Exchange or ELP Exchange and are not
protected with an ESP_Header;

discard any arriving frames that are not protected with an ESP_Header in accord with established
Security Associations for the entity pair and do not belong to an FLOGI ELS Exchange or ELP Ex-
change, and optionally treat them as spurious traffic events;

discard any arriving frames that belong to an FLOGI ELS Exchange or ELP Exchange and are pro-
tected with an ESP_Header, and optionally freat them as spurious ftraffic events; and

handle any accepted arriving frames as specified by this subclause, FC-FS-3, and/th¢ applicable
standards for those FC-4 services that are implemented.

An FC-2 service that detects a spurious traffic event for an arriving frame may send:a spurious [traffic event
to the entity authentication state machine for the port pair identified by the SYD and D_ID of the frame,
and may log the spurious traffic event or a synopsis of the history of spuriQus traffic events|in a vendor

specific way.

A Switch shall observe the following behaviors with respect to Nx . Rort entities associated with any of the

Fx_Ports of the Switch that require Authentication:

a)

for an Nx_Port entity that is not in the Normal Operation‘state with a fabric entity, frame fouting shall
discard any frames from the N_Port_ID of the Nx_Port entity that do not have Well-known address
FFFFFEh as D_ID and shall discard any frames 1o the N_Port_ID of the Nx_Port entity other than
those originated by entity authentication state_machines on the Switch;

for an Nx_Port entity that is in the Normal.Operation state with a fabric entity, frame roufing shall at-
tempt to route all frames addressed {o.6t from the N_Port_ID of the Nx_Port entity;

after the N_Port_ID of an Nx_Pert'entity has been sent an FLOGI or FDISC LS_ACC with the secu-
rity flag set to one, the fabric-shall not register its attributes with the Name Server until the Nx_Port
entity is in the Normal Operation state with a fabric entity;

when an Nx_Port entity'reaches Normal Operation state with a Fabric entity, the Fabri¢ should im-
plicitly log out any other Nx_Port in the Fabric that has the same N_Port_Name;

An N_Port_|Dyassigned by an Fx_Port shall not be reassigned by another Fx_Port if the Nx_Port_ID:

A) was_ assigned by an FLOGI LS_ACC with the security flag set to one or FDISC LS_ACC with the
security flag set to one; and

B) has not subsequently been explicitly or implicitly logged out from the Fabric;

aftar an Ny, Dort Attty thaot haoco haan o tha Nomal - Onaration-ctataaith o fobein Antit), tranSItIOI’]S

oot TN T OTt unuu] ot oo DT T T o TNOTT o o peTratorT—otatc WHA—a—+abHe T

from logged in with the fabric to not logged in with the fabric, the fabric shall dereg|ster the
N_Port_ID of the Nx_Port entity from the Name Server and send any necessary RSCNs; and

after any Nx_Port entity that has been in the Normal Operation state with a fabric entity transitions
from logged in with the fabric to not logged in with the fabric, the fabric shall not reassign its ad-
dress_identifier for a period of R_A _TOV.
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8.6 Nx_Port to Fabric Authentication (NFA) State Machine
8.6.1 Overview

An NFA state machine shall be associated with each possible pair of a local Nx_Port entity and a remote
fabric entity. An Nx_Port that is configured for entity authentication shall maintain one instance of the NFA
state machine with the fabric of the Nx_Port for each possible N_Port_ID it may acquire.

Activity in some states in the NFA authentication state machine may use significant computational
resource (e.g., compute time or context memory). A system that is either accidentally or deliberately
requested to process several such states concurrently may have |nsuff|C|ent resources for timely
processing )
causes entry to a state when the |mplementat|on determmes that entry to the state would unacceptably
impact performance. The method of rejecting a request for this purpose is specific to the type of request
and may not be the subject of this standard. The method of determining when a request should be rejected
for this purgose is vendor specific. After an implementation rejects a request to protect performance, it
shall make pn implicit logout request to the FC-2 service and transition to the noncommunicating state.
These transjtions are not shown in the state machine specifications.

An impleméntation may limit the impact of accidental or deliberate prolonged authenti¢ation attempts by
limiting either the time or the number of ELS requests used to accomplish authentication and login.
Whether login timers and/or counters are used, how they are maintained, andthe values at which they
expire are vendor specific. If login timers and/or counters are used, the NFA/state machine indicates:

a) the cifcumstances when login timers and/or counters shall be started and stopped; and

b) the adtions that shall be taken on their expirations.
The NFA state machine shall be specified by the states in 8.6.2, the events in 8.6.3, and the transitions in
8.6.4. Combinations of states and events not described in‘8:6.4 shall be handled in accord with any other

relevant stahdards and subclauses of this standard, anddhe NFA state machine shall cause no action or
state changg.
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Figure 30 provides an overview of the NFA state machine.
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Figure 30 — NFA-State Machine

8.6.2 NFA States

S1: Noncommunicating. The local Nx*Port entity is not logged in with the fabric and has
relationships established with a fabric entity. This state shall be presumed if the local Nx_Port g
context concerning a fabric entity(

S2: Login. The FC-2 service.is getting an N_Port_ID by either FLOGI or FDISC.

S3: ELS Buffer Negbtiation. The FC-2 service is negotiating ELS buffer conditions. This
entered for VFT-capable N_Ports because they are expected to have no ELS buffer restriction

S4: Authenticating. The authentication service is authenticating the local Nx_Port entity with a

S5: Normal Operation. The local Nx_Port entity has logged in and completed all required au
witha fabric entity. The Authentication service may conduct an authentication transaction wh
state machine remalns in the Normal Operation state (i.e., reauthentication), and therefor

normmal-communies fion If tha atth antiaatiny troanoan tion Aane nat ~aaranlata cnnnccfiallhy th

no security
ntity has no

state is not

D.
abric entity.
thentication

ile the NFA
e continues

Nx_Port is VFT-capable and the FLOGI ACC sent to the local Nx_Port that led to entry to

rRermal-commuhication—-the—authenticationtransaction-dees-rot-complete—suceessfully—thé NFA state

machine leaves the Normal Operation state and normal communication may be interrupted.

If the local
the Normal

Operation state had the Virtual Fabrics bit set to one, the Normal Operation state corresponds to the EVFP

state (see FC-LS-2).

S$6: Revoking. The local Nx_Port entity is revoking authentication with a fabric entity.
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E1
E2
E3
E4

ES5: A reque
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Events

: Arequest for login is received from an authentication client.
: Completion of N_Port_ID assignment is reported by the FC-2 service.
: Completion of ELS buffer negotiation is reported by the FC-2 service.

: Completion of authentication is reported by the authentication service.

st for explicit logout is received from an authentication client.

E6: Complétion of explicit logout is reported by the FC-2 service (i.e., sending or receiving LOGO

LS_ACC).

E7: A reque
E8: An impl
E9: A secur

E10: Spurio|
the authenti

E11: Atime
E12: IKEv2
8.6.4 NFA
8.6.4.1 All:
There are th

An IKEv2 d
(i.e., Login),

dead peer tfansition occurs, the NFA state’machine shall:

1)
2)

cance
reque
3) reque

4) reque

st for reauthentication is received from an authentication client.
cit fabric logout for the local Nx_Port is reported by the FC-2 service.
ty change for the fabric entity is reported by the FC-2 service.

us traffic for the local Nx_Port entity from the fabric entity is reported by the FC-2 service or by
Cation service.

put or counter associated with login expires.

dead peer is reported by the security service.

Transitions

51

ree transitions from any state to state S%: IKEv2 dead peer, logout complete, and violation.
bad peer transition occurs when.inany state except state S1 (i.e., Noncommunicating) or S2
event E12 (i.e., IKEv2 dead peer is reported by the security service) occurs. When an IKEv2
all timeouts and counters;

5t the authentication service to abandon any authentication in progress;

5t the FC-2.service to terminate all communication;

5t theTsecurity service to clear security relationships; and

5) transittertostateStHesNencommunicathrgy——m M

A logout complete transition occurs when in any state except state S1 (i.e., Noncommunicating), if event
E6 (i.e., completion of explicit logout is reported by the FC-2 service) or event ES8 (i.e., an implicit fabric
logout for the local Nx_Port is reported by the FC-2 service) occurs. When a logout complete transition

occurs, the

NFA state machine shall:

ISO/IEC 14165-432:2022 © ISO/IEC 2022
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1) cancel all timers and counters associated with the login and authentication protocols in progress in

this state machine;
2) request the authentication service to abandon any authentication in progress;
3) request the FC-2 service to terminate all communication;
4) request the security service to clear security relationships; and

5) ftransition to state S1 (i.e., Noncommunicating).

violation transition occurs when in any state, event E10 (i.e., spurious ftraffic for the local Nx Port entity

from the fabric entity is reported by the FC-2 service or by the authentication service) or event
timeout or counter associated with login expires) occurs. When a violation transition occurs,th

machine shall:

1) cancel all timers and counters associated with the login and authenticationprotocols in

this state machine;
2) request the FC-2 service to terminate all communication;
3) request the security service to clear security relationships;
4) request the FC-2 service to implicitly log out the fabric;
5) optionally log a possible Nx_Port security policy violation;
6) optionally request the FC-2 service to initialize’the link;
7) optionally request the FC-2 service to disable the local Nx_Port; and
8) transition to state S1 (i.e., Noncommunicating).

8.6.4.2 All:S2

Except in state S1 (i.e., Noncemmunicating) or state S2 (i.e., Login), if event E1 (i.e., a requeg

received from an authentjcation client) occurs, then the NFA state machine shall:
1) request the security service to clear security relationships;
2) request the authentication service to abandon authentication;
3) requestthe FC-2 service to initiate N_Port_ID assignment;

4)~if\a login timeout or counter is used and not running, start it; and

B\ _trancitinn tn ottt Q9 (1 A H=A

E11 (i.e., a
e NFA state

progress in

t for login is

|-V
O tar oo tO—StatC- o= (- C=0gtTty

8.6.4.3 AIl:S6

Except in state S1 (i.e., Noncommunicating) or state S6 (i.e., Revoking), if event E5 (i.e., a request for
explicit logout is received from an authentication client) or event E9 (i.e., a security change for the fabric

entity is reported by the FC-2 service) occurs, then the NFA state machine shall
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1) request the FC-2 service to initiate explicit fabric logout; and

2) ftransit

ion to state S6 (i.e., Revoking).

8.6.4.4 S1:52

In state S1 (
client) occur:

i.e., Noncommunicating), if event E1 (i.e., a request for login is received from an authentication
s, then the NFA state machine shall:

1) request the FC-2 service to initiate N_Port_ID assignment;

2) ifalo

in timeout or counter is used, start it; and

3) ftransit
8.6.4.5 S2:
There are tv

A login erro
assignment

ion to state S2 (i.e., Login).
51
o transitions from state S2 to state S1: login error and violation.

r transition occurs when in state S2 (i.e., Login), if event E2 (i.e., completion of N_Port_ID
is reported by the FC-2 service) occurs and the N_Port_ID assignment completed with an

error indicajon. When a login error transition occurs, the NFA state machine shal;

1) cance
this st

2) reque
3) ftransit

A violation
assignment

a) the Nj

b) the N
_Port

When a viol

1)

cance)
this st

reque

reque

all timers and counters associated with the login and authentication protocols in progress in
pte machine;

5t the security service to clear security relationships; and
ion to state S1 (i.e., Noncommunicating).

transition occurs when in state S2 (i.e., Login), event E2 (i.e., completion of N_Port_ID
is reported by the FC-2 service) occurs and:

| Port_ID assignment completed normally; and

| Port_ID assignment negotiateéd to use or not use of authentication contradictory to the Nx-
security policy determined.by:the security service.

ation transition occursythen the NFA state machine shall:

all timers and Counters associated with the login and authentication protocols in progress in
ate machine;

5t the FC<2 service to terminate all communication;

5t the security service to clear security relationships;

option
option

option

request the FC-2 service to implicitly log out the fabric;

ally log a possible Nx_Port security policy violation;
ally request the FC-2 service to initialize the link;

ally request the FC-2 service to disable the local Nx_Port; and
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https://iecnorm.com/api/?name=6ee6c22fa2c685bec347a08a00c823d4

ISO/IEC 14165-432:2022 © ISO/IEC 2022 223

8) transition to state S1 (i.e., Noncommunicating).

8.6.4.6 S2:S3

In state S2 (i.e., Login), if event E2 (i.e., completion of N_Port_ID assignment is reported by the FC-2

service) occurs and:
a) the N_Port_ID assignment completed normally;
b) the N_Port_ID assignment negotiated to operate with authentication;

c) the Nx_Port security policy determined by the security service allows the local Nx_Port

entity to au-

thenticate with the fabric entity;
d) the N_Port_ID assignment caused FLOGI; and
e) the FLOGI indicated ELS buffer conditions,
then the NFA state machine shall:
1) request the FC-2 service to initiate ELS buffer negotiation; and
2) ftransition to state S3 (i.e., ELS Buffer Negotiation).
8.6.4.7 S2:S4

In state S2 (i.e., Login), if event E2 (i.e., completion~0f N_Port_ID assignment is reported
service) occurs and:

a) the N_Port_ID assignment completed normally;
b) the N_Port_ID assignment negotiated to operate with authentication;

c) the Nx_Port security policy determined by the security service allows the local Nx_Port
thenticate with the fabric entity; and

d) either:

B) the N_(Port_ID assignment caused FDISC,
then the NEFA-state machine shall:

1)~ request the authentication service to initiate authentication; and

Q) _troncition tn otatn Q4 Anthonticootina)
o

py the FC-2

entity to au-

A) the N_Port 1D assignment caused FLOGI and the FLOGI indicated no ELS buffer conpditions; or

Lo
) tar oo to—otatC (oot raCatigys

8.6.4.8 S2:S5

In state S2 (i.e., Login), if event E2 (i.e., completion of N_Port_ID assignment is reported by the FC-2

service) occurs and:

a) the N_Port_ID assignment completed normally;
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Port_ID assignment negotiated to operate without authentication; and

c) the Nx_Port security policy determined by the security service allows the local Nx_Port entity to com-
municate with the fabric without authentication,

then the NFA state machine shall:

1) cancel all timers and counters associated with the login and authentication protocols in progress in
this state machine;

2) request the security service to clear security relationships; and

3) ftransit
8.6.4.9 S3:

In state S3 (
by the FC-2

ion to state S5 (i.e., Normal Operation).

54

i.e., ELS Buffer Negotiation), if event E3 (i.e., completion of ELS buffer negotiationyis reported
service) occurs and the ELS buffer condition negotiation completed successfully, then the

NFA state npachine shall:

1) requegt the authentication service to initiate authentication; and

2) ftransifion to state S4 (i.e., Authenticating).
8.6.4.10 S3:S6
In state S3 (i.e., ELS Buffer Negotiation), if event E3 (i.e., completieh of ELS buffer negotiation is reported
by the FC-2 service) occurs and the ELS buffer condition negétiation completed with an error indication,
then the NFA state machine shall:

1) canceq] all timers and counters associated with theldégin and authentication protocols in progress in

this state machine;
2) requept the FC-2 service to initiate explicitfabric logout; and

3) transit

ion to state S6 (i.e., Revoking)!

8.6.4.11 S4:S1

In state S4
authenticati
state machi

cance)
this st

(i.e., Authenticating), if event E4 (i.e., completion of authentication is reported by the
pn service) occurs and authentication failed for reasons suggesting a threat, then the NFA
he shall:

all timers/and counters associated with the login and authentication protocols in progress in
ate machine;

Haieation-

Rt tha EC 2 camion o tarmin
T o= Tt

reque

option

I 1C TJTTVTCC—TO—tCTT T TTOTITCTtroTT;

request the security service to clear security relationships;

request the FC-2 service to implicitly log out the fabric;

ally log a possible Nx_Port security policy violation;
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6) optionally request the FC-2 service to initialize the link;
7) optionally request the FC-2 service to disable the local Nx_Port; and
8) ftransition to state S1 (i.e., Noncommunicating).

8.6.4.12 S4:S5

In state S4 (i.e., Authenticating), if event E4 (i.e., completion of authentication is repo

rted by the

authentication service) occurs and authentication succeeded, then the NFA state machine shall transition

to state S5 (i.e., Normal Operation).

8.6.4.13 S4:S6
In state S4 (i.e., Authenticating), if event E4 (i.e., completion of authentication fis repo
authentication service) occurs and authentication failed for reasons not suggesting-a threat, th
state machine shall:

1) request the FC-2 service to initiate explicit fabric logout; and

2) ftransition to state S6 (i.e., Revoking).
8.6.4.14 S5:S1
In state S5 (i.e., Normal Operation), if event E4 (i.e., completion of authentication is repg
authentication service) occurs and authentication failed for reasons suggesting a threat, th

state machine shall:

1) cancel all timers and counters associated with the login and authentication protocols in
this state machine;

2) request the FC-2 service to terminateall communication;

3) request the security service telclear security relationships;

4) request the FC-2 service-to implicitly log out the fabric;

5) optionally log a possible Nx_Port security policy violation;

6) optionally request the FC-2 service to initialize the link;

7) optionally-request the FC-2 service to disable the local Nx_Port; and
8) transition to state S1 (i.e., Noncommunicating).

8.6:4.15 S5:S5

rted by the
en the NFA

rted by the
cn the NFA

progress in

There are two transitions from state S5 (i.e., Normal Operation) to itself: successful reauthen
start reauthentication.

tication and

A successful reauthentication transition occurs when in state S5 (i.e., Normal Operation), event E4 (i.e.,
completion of authentication is reported by the authentication service) occurs and authentication
succeeded. When a successful reauthentication transition occurs, then the NFA state machine shall

remain in state S5 (i.e., Normal Operation).
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A start reauthentication transition occurs when in state S5 (i.e., Normal Operation), event E7 (i.e., a
request for reauthentication is received from an authentication client) occurs. When a start
reauthentication transition occurs, the NFA state machine shall:

1) request the authentication service to initiate authentication; and

2) remain in state S5 (i.e., Normal Operation).

8.6.4.16 S5:S6

In state S5
authenticati

(i.e., Normal Operation), if event E4 (i.e., completion of authentication is reported by the
n service) occurs and authentication failed for reasons not suggesting a threat, then the NFA

state machi
1) reque
2) ftransit
8.7 Fabrig

8.7.1 Ove
An FNA sta
Nx_Port en
state machi

NOTE 50
N_Port_ID
assignmen

Activity in 3
resource (€
requested
processing
causes entrn

impact performance. The method of rejecting a request for this purpose is specific to the type of request

and may no
for this purg
shall make
These trans|

An impleme

he shall:

5t the FC-2 service to initiate explicit fabric logout; and
ion to state S6 (i.e., Revoking).

from Nx_Port Authentication (FNA) State Machine
'view

e machine shall be associated with each possible pair of a loeal\fabric entity and a remote
ty. A fabric that is configured for entity authentication shall maintain one instance of the FNA
ne with each possible N_Port_ID it may assign.

- Although this requires a number of FNA abstract state jmaechines in a fabric equal to the number of
5 that may be assigned, context is not necessary for any NvPort_IDs that have not initiated N_Port_ID
(i.e., FLOGI or FDISC).

ome states in the FNA authentication state machine may use significant computational
.g., compute time or context memory). A'system that is either accidentally or deliberately
0 process several such states coneurrently may have insufficient resources for timely
bf some or all of the states. An implementation may ameliorate this by rejecting a request that
y to a state when the implementation determines that entry to the state would unacceptably

be the subject of this standard. The method of determining when a request should be rejected
ose is vendor specific. After an implementation rejects a request to protect performance, it
Bn implicit logout request to the FC-2 service and transition to the noncommunicating state.
tions are not shownyin the state machine specifications.

ntation maydimit the impact of accidental or deliberate prolonged authentication attempts by

er the time‘or the number of ELS requests used to accomplish authentication and login.

b) the actions that shall be taken on their expirations.

The FNA state machine shall be specified by the states in 8.7.2, the events in 8.7.3, and the transitions in
8.7.4. Combinations of states and events not described in 8.7.4 shall be handled in accord with any other
relevant standards and subclauses of this standard, and the FNA state machine shall cause no action or
state change.
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Figure 31 provides an overview of the FNA state machine.
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Figure 31 — FNA-State Machine

8.7.2 FNA States

S1: Noncommunicating. The Fx_Portis not initialized. This state shall be presumed if the fe
context concerning the remote Nx_Port entity.

S2: Login. The FC-2 service islwaiting for N_Port_ID assignment completion for the remote Nx

S3: ELS Buffer Negotiation. The FC-2 service is negotiating ELS buffer conditions. This
entered for VFT-capable’F_Ports because they are expected to have no ELS buffer restriction

S4: Authenticating. The authentication service is authenticating the remote Nx_Port entity wi
entity.

S5: Normal Operation. The remote Nx_Port entity has acquired its N_Port_ID and completed
authentication with the fabric entity. The Authentication service may conduct an authentication

bric has no

| Port entity.

state is not

pD.

h the fabric

all required
transaction

while the FNA state machine remains in the Normal Operation state (i.e., reauthentication), a

FNA state machine leaves the Normal Operation state and normal communication may be inte

S$6: Revoking. The fabric entity is revoking authentication with the remote Nx_Port entity.

d therefore

essfully, the

rrupted.
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Events

E1: Switch port initialization (see FC-SW-5) has reached the point where the Switch port is required to
process a received FLOGI (see FC-FS-3 and FC-LS-2).

E2: Completion of N_Port_ID assignment for the remote Nx_Port entity is reported by the FC-2 service.

E3: Completion of ELS buffer negotiation with the remote Nx_Port entity is reported by the FC-2 service.

E4: Completion of authentication of the remote Nx_Port entity is reported by the authentication service.

ES5: A reque

t for explicit logout of the remote Nx_Port entity is received from an authentication client

E6: Comple|
E7: A reque
E8: an impli

E9: A secur

fion of explicit logout is reported by the FC-2 service.
st for reauthentication of the remote Nx_Port entity is received from an authentication client.
cit fabric logout of the remote Nx_Port entity is reported by the FC-2 service.

ty change for the remote Nx_Port entity is reported by the FC-2 service.

E10: Spuripus traffic from the remote Nx_Port entity is reported by the FC-2 service or by the

authenticati
E11: Atime
E12: IKEv2
8.7.4 FNA
8.7.4.1 All:
If event E10
authenticati
Nx_Port seq

state machi

1) cance
this st

2) reque
3) reque

4) reque

DN service.

put or counter associated with login expires.

dead peer is reported by the security service.

Transitions

51

(i.e., spurious traffic from the remote MNx_Port entity is reported by the FC-2 service or by the
bn service) or event E11 (i.e., a timeout or counter associated with login expires) occurs, and
urity policy specifies that the linK.is to be initialized upon detection of a threat, then the FNA

he shall:

all timers and counters associated with the login and authentication protocols in progress in
ate machine;

5t the FC-2 service to terminate all communication;
5t the security ‘service to clear security relationships;

5t the"FC-2 service to implicitly log out the remote Nx_Port entity;

Sl oo o nocoilhla N Rort cocuritv naliov vialation:
T T Tt

5) optio

V2 L PV VP
Yy 1O POSSToTCTYX STTOTty POCy—vioratorT;

6) request the FC-2 service to initialize the link;

7) option

ally request the FC-2 service to disable the Fx_Port; and

8) transition to state S1 (i.e., Noncommunicating).
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8.7.4.2 All:S2

There are four transitions from all states to state S2: violation, IKEv2 dead peer, link initialized, and logout
complete.

A violation transition occurs when in any state, event E10 (i.e., spurious traffic from the remote Nx_Port
entity is reported by the FC-2 service or by the authentication service) or event E11 (i.e., a timeout or
counter associated with login expires) occurs, and Nx_Port security policy specifies that the link is not to be
initialized upon detection of a threat. When a violation transition occurs, the FNA state machine shall:

1) cancel all timers and counters associated with the login and authentication protocols in progress in
this state machine;

2) request the FC-2 service to terminate all communication;

3) request the security service to clear security relationships;

4) request the FC-2 service to implicitly log out the remote Nx_Port entity;

5) optionally log a possible Nx_Port security policy violation;

6) optionally request the FC-2 service to disable the Fx_Port; and

7) ftransition to state S2 (i.e., Login).
An IKEv2 dead peer transition occurs when in any state except state S1 (i.e., Noncommunicpting) or S2
(i.e., Login), event E12 (i.e., IKEv2 dead peer is reporteéd by the security service) occurs. When an IKEv2
dead peer transition occurs, the FNA state machine_shall:

1) cancel all timeouts and counters;

2) request the authentication service to*abandon any authentication in progress;

3) request the FC-2 service to tetrminate all communication;

4) request the security service to clear security relationships; and

5) ftransition to state S2i.e., Login).

A link initialized transition occurs when in any state, event E1 (i.e., ELP completed as an Fx_Hort) occurs.
When a link initialized transition occurs, the FNA state machine shall:

1) cangel-all timers and counters associated with the login and authentication protocols in|progress in
this_state machine;

2), request the FC-2 service to terminate all communication;

3) request the security service to clear security relationships;
4) request the FC-2 service to implicitly log out the remote Nx_Port entity;
5) request the FC-2 service to accept N_Port_ID assignment; and

6) transition to state S2 (i.e., Login).
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A logout tra

230

nsition occurs when in any state except state S1 (i.e., Noncommunicating) or state S2 (i.e.,

Login), event E6 (i.e., completion of explicit logout is reported by the FC-2 service) or event E8 (i.e., an

implicit fabr

ic logout of the remote Nx_Port entity is reported by the FC-2 service) occurs. When logout

transition occurs, the FNA state machine shall:

1) cance
this st

reque
reque

6) transit
8.7.4.3 All:
Except in st
(i.e., arequ
event E9 (i.
then the FN

1) reque

2) ftransit

8.7.4.4 S2:

In state S2
is reported |

a) the Nj

b) the N
_Port

c) Nx_ P
then the FN

cance)
this st

| all timers and counters associated with the login and authentication protocols in progress in
ate machine;

request the authentication service to abandon any authentication in progress;

request the FC-2 service to terminate all communication;
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5t the security service to clear security relationships;

5t the FC-2 service to accept N_Port_ID assignment; and

ion to state S2 (i.e., Login).

56

hte S1 (i.e., Noncommunicating) or state S2 (i.e., Login) or state S6 (i.e-, Revoking), if event E5
pst for explicit logout of the remote Nx_Port entity is received from an authentication client) or
B, a security change for the remote Nx_Port entity is reported-by, the FC-2 service) occurs,
A state machine shall:

5t the FC-2 service to initiate explicit logout of the remote Nx_Port entity; and

ion to state S6 (i.e., Revoking).

51

.e., Login), if event E2 (i.e., completion of N" Port_ID assignment for the remote Nx_Port entity
y the FC-2 service) occurs and:

| Port_ID assignment completed.normally;

| Port_ID assignment negotiated to use or not use of authentication contradictory to the Nx-
security policy determined-by the security service; and

brt security policy specifies that the link is to be initialized upon detection of a threat,
A state machine shall:

all timers/and counters associated with the login and authentication protocols in progress in
ate machine;

Haieation-

reque

Rt tha EC 2 camion o tormin
T o= Tt

option

I 1C TSTTVTCC—TO—tCTT T TTOTITCTtroTT;

request the security service to clear security relationships;

request the FC-2 service to implicitly log out the remote Nx_Port entity;

ally log a possible Nx_Port security policy violation;
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6) request the FC-2 service to initialize the link;
7) optionally request the FC-2 service to disable the Fx_Port; and
8) ftransition to state S1 (i.e., Noncommunicating).
8.7.4.5 S2:S2
There are two transitions from state S2 to itself: violation and login error.

A violation transition occurs when in state S2 (i.e., Login), event E2 (i.e., completion of
assignment for the remote Nx_Port entity is reported by the FC-2 service) occurs and:

a) the N_Port_ID assignment completed normally;

b) the N_Port_ID assignment negotiated to use or not use of authentication centradictory
_Port security policy determined by the security service; and

c) Nx_Port security policy specifies that the link is not to be initialized upon-detection of a th
When a violation transition occurs, the FNA state machine shall:

1) cancel all timers and counters associated with the login and, authentication protocols in
this state machine;

2) request the FC-2 service to terminate all communication;

3) request the security service to clear security felationships;

4) request the FC-2 service to implicitly log’aut the remote Nx_Port entity;

5) optionally log a possible Nx_Port security policy violation;

6) optionally request the FC-2 sefvice to disable the Fx_Port; and

7) transition to state S2 (i,el-Login).
A login error transition oecurs when in state S2 (i.e., Login), event E2 (i.e., completion off
assignment for the_remote Nx_Port entity is reported by the FC-2 service) occurs and the
assignment completed with an error indication. When a login error transition occurs, the

machine shall:

1) cangel-all timers and counters associated with the login and authentication protocols in
this_state machine;

2), request the security service to clear security relationships; and

3) remain in state S2 (i.e., Login).

8.7.4.6 S2:S3

N_Port_ID

to the Nx-

reat.

progress in

N_Port_ID
N_Port_ID
FNA state

progress in

In state S2 (i.e., Login), if event E2 (i.e., completion of N_Port_ID assignment for the remote Nx_Port entity

is reported by the FC-2 service) occurs and:
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b) the N_Port_ID assignment negotiated to operate with authentication;

c) the Nx_Port security policy determined by the security service allows the remote Nx_Port entity to

authenticate with the fabric entity;
d) the N_Port_ID assignment was requested by FLOGI; and
e) the FLOGI indicated ELS buffer conditions,

then the FNA state machine shall:

1) requegt the FC-2 service to wait for ELS buffer negotiation; and
2) ftransifion to state S3 (i.e., ELS Buffer Negotiation).

8.7.4.7 S2:54

In state S2 (j.e., Login), if event E2 (i.e., completion of N_Port_ID assignment for the remiote Nx_Port entity
is reported by the FC-2 service) occurs and:

a) the N|Port_ID assignment completed normally;
b) the N[Port_ID assignment negotiated to operate with authentication;

c) the Nx Port security policy determined by the security service allows the remote Nx_Port entity to
authenticate with the fabric entity; and

d) either

A) the N_Port_ID assignment was requested by FLOGI and the FLOGI indicated no ELS buffer con-
ditjons; or

B) theé N_Port_ID assignment was requested by FDISC,
then the FNA state machine shall:
1) requegt the authentication_service to accept authentication; and
2) ftransifion to state S4 (i.e:, Authenticating).

8.7.4.8 S2:55

In state S2 (j.e., Login), if event E2 (i.e., completion of N_Port_ID assignment for the remote Nx_Port entity
is reported hpythe FC-2 service) occurs and:

a) the N_Port_ID assignment completed normally;

b) the N_Port_ID assignment negotiated to operate without authentication; and

c) the Nx_Port security policy determined by the security service allows the remote Nx_Port entity to

communicate with the fabric without authentication,
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then the FNA state machine shall:

1) cancel all timers and counters associated with the login and authentication protocols in
this state machine;

2) request the security service to clear security relationships; and
3) ftransition to state S5 (i.e., Normal Operation).
8.7.4.9 S3:S4

In state S3 (i.e., ELS Buffer Negotiation), if event E3 (i.e., completion of ELS buffer negotia

progress in

on with the

remote Nx_Port entity is reported by the FC-2 service) occurs and the ELS buffer condition
completed successfully, then the FNA state machine shall:

1) request the authentication service to wait for authentication; and
2) ftransition to state S4 (i.e., Authenticating).

8.7.4.10 S3:S6

negotiation

In state S3 (i.e., ELS Buffer Negotiation), if event E3 (i.e., completion of ELS buffer negotiafjon with the

remote Nx_Port entity is reported by the FC-2 service) occurs-and the ELS buffer condition
completed with an error indication, then the FNA state machine-shall:

1) cancel all timers and counters associated with the legin and authentication protocols in
this state machine;

2) request the FC-2 service to initiate explicitlogout of the remote Nx_Port entity; and
3) transition to state S6 (i.e., Revoking).
8.7.4.11 S4:S1
In state S4 (i.e., Authenticating),.if event E4 (i.e., completion of authentication of the remote N
is reported by the authentication service) occurs and authentication failed for reasons sugges
and Nx_Port security policy~specifies that the link is to be initialized upon detection of a thre

FNA state machine shall:

1) cancel all timers and counters associated with the login and authentication protocols in
this state machine;

2) requestthe FC-2 service to terminate all communication;

3)request the security service to clear security relationships;

negotiation

progress in

_Port entity
ing a threat
at, then the

progress in

4\ roouoc ttha EOC 92 camunn o tmanliaith, 1~ b tha ramaata Ny, Doart At
T ot

h—reguestthe FC-2serviceto-implicitlylogeut-theremote Nu—Port-entity:
5) optionally log a possible Nx_Port security policy violation;
6) request the FC-2 service to initialize the link;

7) optionally request the FC-2 service to disable the Fx_Port; and
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8) ftransit
8.7.4.12 S4

In state S4 (
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ion to state S1 (i.e., Noncommunicating).
:S2
i.e., Authenticating), if event E4 (i.e., completion of authentication of the remote Nx_Port entity

is reported by the authentication service) occurs and authentication failed for reasons suggesting a threat
and Nx_Port security policy specifies that the link is not to be initialized upon detection of a threat, then the
FNA state machine shall:

1) cance

| all timers and counters associated with the login and authentication protocols in progress in

this state machine;

reque
reque
reque
option
option

7) ftransit

5t the FC-2 service to terminate all communication;

5t the security service to clear security relationships;

5t the FC-2 service to implicitly log out the remote Nx_Port entity;
ally log a possible Nx_Port security policy violation;

ally request the FC-2 service to disable the Fx_Port; and

ion to state S2 (i.e., Login).

8.7.4.13 S4:S5

In state S4
is reported
machine sh

by the authentication service) occurs and autheftication succeeded, then the FNA state
Il transition to state S5 (i.e., Normal Operation).

I.e., Authenticating), if event E4 (i.e., completion of authentication of the remote Nx_Port entity

8.7.4.14 S4:S6

In state S4 (i.e., Authenticating), if event E4 (i.e., completion of authentication of the remote Nx_Port entity

is reported
threat, then

1) reque

2) transif

by the authentication service) occurs*and authentication failed for reasons not suggesting a
the FNA state machine shall:

5t the FC-2 service to initiatesexplicit logout of the remote Nx_Port entity; and

ion to state S6 (i.e., Revoking).

8.7.4.15 S5§:81

In state S5
entity is rep
threat and N

i.e., Normal-Operation), if event E4 (i.e., completion of authentication of the remote Nx_Port
brted by the authentication service) occurs and authentication failed for reasons suggesting a
x_Portssecurity policy specifies that the link is to be initialized upon detection of a threat, then

the FNA sta

re machine shall:

1) cance

| all timers and counters associated with the login and authentication protocols in progress in

this state machine;

2) request the FC-2 service to terminate all communication;

3) request the security service to clear security relationships;
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4) request the FC-2 service to implicitly log out the remote Nx_Port entity;
5) optionally log a possible Nx_Port security policy violation;

6) request the FC-2 service to initialize the link;

7) optionally request the FC-2 service to disable the Fx_Port; and

8) ftransition to state S1 (i.e., Noncommunicating).

8.7.4.16 S5:S2

In state S5 (i.e., Normal Operation), if event E4 (i.e., completion of authentication of the rem
entity is reported by the authentication service) occurs and authentication failed for reasens's
threat and Nx_Port security policy specifies that the link is not to be initialized upon detection|
then the FNA state machine shall:

1) cancel all timers and counters associated with the login and authentication protocols in
this state machine;

2) request the FC-2 service to terminate all communication;

3) request the security service to clear security relationships;

4) request the FC-2 service to implicitly log out the remate'Nx_Port entity;

5) optionally log a possible Nx_Port security policy-violation;

6) optionally request the FC-2 service to disable the Fx_Port; and

7) transition to state S2 (i.e., Login).
8.7.4.17 S5:S5
There are two transitions from state S5 to itself: successful reauthentication and start reauthen
A successful reauthentication’transition occurs when in state S5 (i.e., Normal Operation), ev
completion of authentication of the remote Nx_Port entity is reported by the authentication ser
and authentication_succeeded. When a successful reauthentication transition occurs, thg
machine shall remain in state S5 (i.e., Normal Operation).
A start reauthentication transition occurs when in state S5 (i.e., Normal Operation), if even
request fofseauthentication of the remote Nx_Port entity is received from an authentication cli

\When a start reauthentication transition occurs, the FNA state machine shall:

1), request the authentication service to initiate authentication; and

bte Nx_Port
iggesting a
of a threat,

progress in

tication.

ent E4 (i.e.,
Vice) occurs
FNA state

t E7 (i.e., a
ent) occurs.

2) remain in state S5 (i.e., Normal Operation).

8.7.4.18 S5:S6

In state S5 (i.e., Normal Operation), if event E4 (i.e., completion of authentication of the remote Nx_Port
entity is reported by the authentication service) occurs and authentication failed for reasons not suggesting

a threat, then the FNA state machine shall:
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1) request the FC-2 service to initiate explicit logout of the remote Nx_Port entity; and

2) ftransit

ion to state S6 (i.e., Revoking).

8.8 Nx_Port to Nx_Port Authentication (NNA) State Machine

8.8.1 Overview

An NNA state machine shall be associated with each possible pair of a local Nx_Port entity and a remote
Nx_Port entity. An Nx_Port that is configured for entity authentication shall maintain one instance of the
NNA state machine for each possible N_Port_ID it may acquire with every other possible N_Port_ID in the

fabric.

NOTE 51
to the squd
that has nd

Activity in g
resource (€
requested
processing
causes entr

Although this requires a number of NNA abstract state machines in the Nx_Ports of a fabric proportional
re of the number of N_Port_IDs that may be assigned, context is not necessary for any N_Port ID-pair
t initiated N_Port login.

ome states in the NNA authentication state machine may use significant‘computational
.g., compute time or context memory). A system that is either accidentally-or deliberately
o process several such states concurrently may have insufficient resources for timely
bf some or all of the states. An implementation may ameliorate this by rejecting a request that
y to a state when the implementation determines that entry to thedstate would unacceptably

impact performance. The method of rejecting a request for this purpose is spgcific to the type of request

and may no
for this purg
shall make
These trans|

An impleme

be the subject of this standard. The method of determining whietra request should be rejected
ose is vendor specific. After an implementation rejects a ¥equest to protect performance, it
Bn implicit logout request to the FC-2 service and transition to the noncommunicating state.
tions are not shown in the state machine specifications,

ntation may limit the impact of accidental or deliberate prolonged authentication attempts by

limiting either the time or the number of ELS requests tised to accomplish authentication and login.

Whether log
expire are v

in timers and/or counters are used, how they are maintained, and the values at which they
endor specific. If login timers and/or counters are used, the NNA state machine indicates:

a) the cijcumstances when login timers and/or‘counters shall be started and stopped; and

b) the ag

The NNA st
8.8.4. Comh
relevant sta
state chang

tions that shall be taken on their.expirations.

hte machine shall be specified by the states in 8.8.2, the events in 8.8.3, and the transitions in
inations of states andievents not described in 8.8.4 shall be handled in accord with any other
hdards and subclaUses of this standard, and the NNA state machine shall cause no action or

a)

c.
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Figure 32 provides an overview of the NNA state machine.

S5: Normal
S1: Noncommunicating  S2: Login Operation
S1:S2
—>
S2:S5
$2:51 -
- .
All:S1 S4: Authenticating S5:S5
51:51 )
-« O -
S4:-S4 S5:51
AlLS2 o}j\jelzl_? I:;.uner > >
Aol o, | gotiation
52:53 S4:S5 S6:'Revoking
: — P
—>
S5:56
S3:54 P
4>
4:
S4:S6 >
S3:S6 >
All:S6

Figure 32 — NNArState Machine

8.8.2 NNA States
S1: Noncommunicating. The local Nx=Port entity is not logged in with the remote Nx_Port en
no security relationships established with the remote Nx_Port entity. This state shall be preg
local Nx_Port entity has no context concerning the remote Nx_Port entity.

S2: Login. The FC-2 service\is waiting for N_Port Login request or reply from the remote Nx_H

S3: ELS Buffer Negbtiation. The FC-2 service is negotiating ELS buffer conditions. This
entered for VFT-capable N_Ports because they are expected to have no ELS buffer restriction

S4: Authenticating. The authentication service is authenticating the local Nx_Port entity with
Nx_Port efutity.

S5: Normal Operation. The local Nx_Port entity has logged in and completed all required au

tity and has
umed if the
ort entity.

state is not
5.

the remote

thentication
transaction

with the remote Nx_Port entity. The Authentication service may conduct an authentication

habila tha NNA _ctota maachina ramaaine 1 tha Naraal Onaration ofatn (1 A raoithantioaatinna) o

d therefore

VT Ot T O TN TN - S tot e T o G T e T O To— i T tH e TN O o o P ratiormT StatC (o reautrtorrocaotorT o

continues normal communication. If the authentication transaction does not complete successfully, the
NNA state machine leaves the Normal Operation state and normal communication may be interrupted.

S$6: Revoking. The local Nx_Port entity is revoking authentication with the remote Nx_Port enti

ty.
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8.8.3 NNA Events

E1: Areque
E2:
E3:
E4:

E5:

st for login is received from an authentication client.

PLOGI arrival is reported by the FC-2 service.
Completion of N_Port login is reported by the FC-2 service.
Completion of ELS buffer negotiation is reported by the FC-2 service.

Completion of authentication is reported by the authentication service.

EG6: A reque

E7: Comple|
E8: A reque
E9: An impl
E10: An im(
E11: A secy

E12: Spurig
service or b

E13: Atime
E14: IKEv2
8.8.4 NNA
8.8.4.1 All:

There are th

st for explicit logout is received from an authentication client.

fion of explicit logout is reported by the FC-2 service.

st for reauthentication is received from an authentication client.

cit fabric logout for the local Nx_Port is reported by the FC-2 service.

licit logout for the remote Nx_Port is reported by the FC-2 service.

rity change for the remote Nx_Port entity is reported by the FC-2-service.

us traffic for the local Nx_Port entity from the remote Nx_Port entity is reported by the FC-2
the authentication service.

put or counter associated with login expires.
dead peer is reported by the security service.
Transitions

51

ree transitions from all statesto-state S1: IKEv2 dead peer, logout complete, and violation.

An IKEv2 dead peer transition occurs-when in any state except state S1 (i.e., Noncommunicating), event

E14 (i.e., IK
occurs, the

cance|
reque

reque

Ev2 dead peer is reported by the security service) occurs. When an IKEv2 dead peer transition
NNA state machingshall:

all timeouts.and counters;
5t the authentication service to abandon any authentication in progress;

5t the FC-2 service to terminate all communication;

4)

request the security service to clear security relationships; and

5) ftransition to state S1 (i.e., Noncommunicating).

A logout complete transition occurs when in any state except state S1 (i.e., Noncommunicating), event E7
(i.e., completion of explicit logout is reported by the FC-2 service) or event E9 (i.e., an implicit fabric logout

for the local

Nx_Port is reported by the FC-2 service) or event E10 (i.e., an implicit logout for the remote

ISO/IEC 14165-432:2022 © ISO/IEC 2022
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Nx_Port is reported by the FC-2 service) occurs. When a logout complete transition occurs, the NNA state
machine shall:

1) cancel all timers and counters associated with the login and authentication protocols in progress in

2) request the authentication service to abandon any authentication in progress;

3)

4)

this state machine;

request the FC-2 service to terminate all communication;

request the security service to clear security relationships; and

5)

1)

8)

1)
2)

transition to state S1 (i.e., Noncommunicating).

cancel all timers and counters associated with the login and authentication protocols in

this state machine;

request the FC-2 service to terminate all communication;

request the security service to clear security relationships;

request the FC-2 service to implicitly log out the"Nx_Port;

optionally log a possible Nx_Port security policy violation;

optionally request the FC-2 service to-initialize the link;

optionally request the FC-2 service to disable the local Nx_Port; and

transition to state S1 (i.e.,N\oncommunicating).

8.8.4.2 All:S2

request the security service to clear security relationships;

request the authentication service to abandon authentication;

mamac racuactad by o lanal aliant ea~u oo ttha COC 92 camion o initinta
T L~ = 3

A violation transition occurs when in any state except state S1 (i.e., Noncommunicating), evel
spurious traffic for the local Nx_Port entity from the remote Nx_Port entity is reported by the H
or by the authentication service) or event E13 (i.e., a timeout or counter associated with lo
occurs. When a violation transition occurs, the NNA state machine shall:

Except in state S1 (i.&., Noncommunicating) or state S2 (i.e., Login), if event E1 (i.e., a reques
received from an@uthentication client) or event E2 (i.e., PLOGI arrival is reported by the F(
occurs, then the NNA state machine shall:

oo

nt E12 (i.e.,
C-2 service
jin expires)

progress in

t for login is
[-2 service)

AV
~7
4)

5)

n o
WO o TCUUC ot oy 1OCar O i ToquToTTthT JTTVICCTO-TT et

If an login timeout or counter is used and not running, start it; and

transition to state S2 (i.e., Login).

oG
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S6

Except in state S1 (i.e., Noncommunicating) or state S6 (i.e., Revoking), if event E6 (i.e., a request for

explicit logo

ut is received from an authentication client) or event E11 (i.e., a security change for the remote

Nx_Port entity is reported by the FC-2 service) occurs, then the NNA state machine shall:

1) reque

st the FC-2 service to initiate explicit Nx_Port logout; and

2) ftransition to state S6 (i.e., Revoking).

8.8.4.4 S1:

S1

ISO/IEC 14165-432:2022 © ISO/IEC 2022

In state S1 (|i.e., Noncommunicating), if event E12 (i.e., spurious traffic for the local Nx_Port entity from the

remote Nx_
timeout or ¢

1) option
2) option
3) option
4) remai
8.8.4.5 S1:
There are v
A locally init
login is rece

state machi

1) reque

Port entity is reported by the FC-2 service or by the authentication service) or event E13 (i-ela
bunter associated with login expires) occurs, then the NNA state machine shall:

ally log a possible Nx_Port security policy violation;

ally request the FC-2 service to initialize the link;

ally request the FC-2 service to disable the local Nx_Port; and

N in state S1 (i.e., Noncommunicating).

52

o transitions from state S1 to state S2: locally initiated~and remotely initiated.

ated transition occurs when in state S1 (i.e., Noncommunicating), event E1 (i.e., a request for
ived from an authentication client) occurs. When’a locally initiated transition occurs, the NNA

he shall:

5t the FC-2 service to initiate N_Port login;

2) if a login timeout or counter is used, statbit; and

3) transif

A remotely
arrival is ref

ion to state S2 (i.e., Login):

nitiated transition octurs when in state S1 (i.e., Noncommunicating), event E2 (i.e., PLOGI
orted by the FC-2/Service) occurs. When a remotely initiated transition occurs, the NNA state

machine shall:

1) If a login timeout\er-counter is used, start it; and

2) ftransif

ion to state S2 (i.e., Login).

8.8.4.6 S2:84

There are two transitions from state S2 to state S1: violation and error.

A violation transition occurs when in state S2 (i.e., Login), event E3 (i.e., completion of N_Port login is

reported by

a) the N_

the FC-2 service) occurs and:

Port login completed normally; and
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b) the N_Port login negotiated to use or not use authentication in contradiction to the Nx_Port security

policy determined by the security service.
When a violation transition occurs, the NNA state machine shall:

1) cancel all timers and counters associated with the login and authentication protocols in
this state machine;

2) request the FC-2 service to terminate all communication;

3) request the security service to clear security relationships;

progress in

4) request the FC-2 service to implicitly log out the Nx_Port;

5) optionally log a possible Nx_Port security policy violation;

6) optionally request the FC-2 service to initialize the link;

7) optionally request the FC-2 service to disable the local Nx_Port; and
8) ftransition to state S1 (i.e., Noncommunicating).

An error transition occurs when in state S2 (i.e., Login), event,E3 (i.e., completion of N_R
reported by the FC-2 service) occurs and the N_Port login completed with an error indicatio|

error transition occurs, the NNA state machine shall:

1) cancel all timers and counters associated with/the login and authentication protocols in
this state machine;

2) request the security service to clear secufrity relationships; and
3) transition to state S1 (i.e., Noncommunicating).
8.8.4.7 S2:S3

In state S2 (i.e., Login), if event-E3 (i.e., completion of N_Port login is reported by the FC-2 ser|
and:

a) the N_Port logifncompleted normally;
b) the N_Port login negotiated to operate with authentication;

c) the Nx=Port security policy determined by the security service allows the local Nx_Port
thenticate with the remote Nx_Port entity; and

d), the PLOGI indicated ELS buffer conditions,

Port login is
h. When an

progress in

vice) occurs

entity to au-

then the NNA state machine shall:

1) if the local entity initiated PLOGI, request the FC-2 service to initiate ELS buffer negotiation;

2) if the remote entity initiated PLOGI, request the FC-2 service to accept ELS buffer negot

3) ftransition to state S3 (i.e., ELS Buffer Negotiation).

iation; and
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8.8.4.8 S2:54

In state S2 (i.e., Login), if event E3 (i.e., completion of N_Port login is reported by the FC-2 service) occurs
and:

a) the N_Port login completed normally;
b) the N_Port login negotiated to operate with authentication;

c) the Nx_Port security policy determined by the security service allows the local Nx_Port entity to au-
thenticate with the remote Nx_Port entity; and

d) the PLOGI indicated no ELS buffer conditions,
then the NNA state machine shall:
1) if the lpcal entity initiated PLOGI, request the authentication service to initiate authentication;
2) if the femote entity initiated PLOGI, request the authentication service to accept atithentication; and
3) ftransifion to state S4 (i.e., Authenticating).
8.8.4.9 S2:85

In state S2 (j.e., Login), if event E3 (i.e., completion of N_Port login is reported by the FC-2 service) occurs
and:

a) the N|Port login completed normally;
b) the N|[Port login negotiated to operate without authentjcation; and

c) the Nx_Port security policy determined by the security service allows the local Nx_Port entity to com-
municate with the remote Nx_Port entity without authentication,

then the NNJA state machine shall:

1) cance] all timers and counters associated with the login and authentication protocols in progress in
this state machine;

2) request the security seryice to clear security relationships; and
3) transifion to state S5(i-e., Normal Operation).

8.8.4.10 S3:54

In state S3 (i.€4 ELS Buffer Negotlatlon) if event E4 (i. e. comple‘uon of ELS buffer negotlatlon is reported
by the FC- ;
NNA state machme shall:

1) if the local entity initiated PLOGI, request the authentication service to initiate authentication;
2) if the remote entity initiated PLOGI, request the authentication service to accept authentication; and

3) ftransition to state S4 (i.e., Authenticating).
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8.8.4.11 S3:S6

In state S3 (i.e., ELS Buffer Negotiation), if event E4 (i.e., completion of ELS buffer negotiation is reported

by the FC-2 service) occurs and the ELS buffer condition negotiation completed with an erro
then the NNA state machine shall:

1) cancel all timers and counters associated with the login and authentication protocols in
this state machine;

2) request the FC-2 service to initiate explicit Nx_Port logout; and

3) transition to state S6 (i.e., Revoking)

r indication,

progress in

8.8.4.12 S4:81
In state S4 (i.e., Authenticating), if event E5 (i.e., completion of authentication,is repo
authentication service) occurs and authentication failed for reasons suggesting’a-threat, th

state machine shall:

1) cancel all timers and counters associated with the login and authentication protocols in
this state machine;

2) request the FC-2 service to terminate all communication;

3) request the security service to clear security relationships;

4) request the FC-2 service to implicitly log out the-Nx_Port;

5) optionally log a possible Nx_Port security policy violation;

6) optionally request the FC-2 service to-initialize the link;

7) optionally request the FC-2 service to disable the local Nx_Port; and

8) transition to state S1 (i.e.,Nloncommunicating).
8.8.4.13 S4:S5
In state S4 (i.e., Authenticating), if event E5 (i.e., completion of authentication is repo
authentication senvice) occurs and authentication succeeded, then the NNA state machine sh
to state S5 (i.e.(Normal Operation).

8.8.4.14 _S4:S6

In state S4 (i.e., Authenticating), if event E5 (i.e., completion of authentication is repo
authentication service) occurs and authentication failed for reasons not suggesting a threat, th

ctata maohina chall.

rted by the
bn the NNA

progress in

rted by the
all transition

rted by the
en the NNA

gttt CT T Te—oTratr

1) request the FC-2 service to initiate explicit Nx_Port logout; and

2) ftransition to state S6 (i.e., Revoking).
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8.8.4.15 S5:51

In state S5

(i.e., Normal Operation), if event E5 (i.e., completion of authentication is reported by the

authentication service) occurs and authentication failed for reasons suggesting a threat, then the NNA
state machine shall:

1)

cance

| all timers and counters associated with the login and authentication protocols in progress in

this state machine;

reque

request the FC-2 service to terminate all communication;

t the security service to clear security relationships;

reque
option
option
option

8) ftransit

5t the FC-2 service to implicitly log out the Nx_Port;

ally log a possible Nx_Port security policy violation;

ally request the FC-2 service to initialize the link;

ally request the FC-2 service to disable the local Nx_Port; and

ion to state S1 (i.e., Noncommunicating).

8.8.4.16 S§:S5

There are tv

A successfl
completion
succeeded.
state S5 (i.e

A start reay
request for
transition od

1) reque

2) remai

o transitions from state 5 to itself: successful reauthentication and start reauthentication.

| reauthentication transition occurs when in state §5 (i.e., Normal Operation), event E5 (i.e.,
of authentication is reported by the authentication service) occurs and authentication
When successful reauthentication transition occurs, the NNA state machine shall remain in
., Normal Operation).

thentication transition occurs when in‘state S5 (i.e., Normal Operation), event E8 (i.e., a
eauthentication is received from an.authentication client) occurs. When start reauthentication
curs, the NNA state machine shall:

5t the authentication servicefo'initiate authentication; and

h in state S5 (i.e., Nortmal Operation).

8.8.4.17 Sj:S6

In state S5
authenticati
state machi

(i.e., Normal-Operation), if event E5 (i.e., completion of authentication is reported by the
bn service)'occurs and authentication failed for reasons not suggesting a threat, then the NNA
ne shalk

nacato-initiata oxpnhicit Noe Dot loaait: ond

bt tha EC 2D
T o=

1) reque

o
I e STV TCC O ot T CAPTCIT TN AT o rogoots—ara

2) ftransition to state S6 (i.e., Revoking).

ISO/IEC 14165-432:2022 © ISO/IEC 2022
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8.9 Additional Security State Machines 8.9.1

E_Port to E_Port Security Checks 8.9.1.1 Overview

FC-SW-5 defines the ‘P17:Security Checks’ state in the Switch Port Initialization state mach

ine, state in

which E_Port to E_Port security checks are performed. This subclause describes which security checks

are performed by a Switch Port while in this state. Figure 33 shows the sub-states within state
P17a: P17c:
Authentication P17b: FC-SP Zoning
Authorization Policies Check Check
—P17:P10="»
P17a:P17b ———p»]
P17b:P17 —PAZ:P14—3
—P13:P17—] NG
=P17:P15—®»
— P6:P17 —p» | b47:pg

— P17:P9 —p»

—P17:P16—p

Figure 33 — State PA7:Security Checks

FC-SW-5 also defines the state ‘P18:Disabled’,;-A Switch Port may transition to state P18 fro
state (see FC-SW-5).

8.9.1.2 States

P17a: Authentication and Autharization. In this state an AUTH_ILS transaction (see 5.8) betw
involved Switch Ports, and/oran authorization check to verify if the connection is permitted b
Fabric Policy (see 7.2.2) may-be performed. The identity authenticated and/or authorized shall
Switch_Name or the Switeh_Name used during the ELP Exchange (see FC-SW-5).

If Virtual Fabrics areynot supported and the AUTH_ILS transaction includes the establishment g
shall be protected via link-by-link ESP_Header applied to frames with an Enc_Header (see

Virtual Fabries are supported, then the AUTH_ILS transaction should be performed in sta
8.9.3.1),\not in state P17a.

P17.

m any other

een the two
y the active
be the Core

f a PE_Port

to PE_Port SecUrity Association to secure the link traffic via the ESP_Header, then the secured FC frames

FC-FS-3). If
e P22 (see

NQOTE 52 — If an AUTH_ILS transaction is performed in state P22 (see 8.9.3.1), state P17a is redundalrt.

P17b: Policies Check. In this state the Check Policy Summary protocol may be processed (see 7.4.2).

P17c: FC-SP Zoning Check. In this state the FC-SP Zoning Check Protocol may be proc
7.6.3.3).

NOTE 53 — Each of the above states may also perform no actions.

essed (see
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8.9.1.3 Tra

P17a:P17b.

state P17a,

P17b:P17c.

246

nsitions

This transition occurs when the AUTH_ILS transaction or Authorization checks performed in
if any, completes successfully.

This transition occurs when the Check Policy Summary protocol processed in state P17b, if

performed, completes successfully.

P6:P17. As

defined in FC-SW-5.

P13:P17. As defined in FC-SW-5.

P17:P9. As
P17:P10. A
P17:P14. A
P17:P15. A
P17:P16. A
8.9.2 B_P
FC-SW-5 d

Initializatio
B_AUTH_IL
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defined in FC-SW-5.

5 defined in FC-SW-5.

5 defined in FC-SW-5.

5 defined in FC-SW-5.

5 defined in FC-SW-5.

brt Security Checks

efines a state in which to perform E_Port to B_Port Authentication in the Switch Port

n state machine. This state is called ‘P19:B_Port Security Checks’. In this state a
S transaction (see 5.9) between the involved E_Port‘and B_Port, and/or an authorization

check to vellify if the connection is permitted by the active Fabri€ Pdlicy (see 7.2.2) may be performed. The

E_Portiden
during the B

A B_AUTH |
Authenticati

ity authenticated and/or authorized shall be the Core Switch_Name or the Switch_Name used
LP Exchange (see FC-SW-5).

ILS transaction is not expected to establish-a Security Association (i.e., it should perform only
bn and Authorization).

8.9.3 Switch Security Checks with Virtual Fabrics

8.9.3.1 Overview

FC-SW-5d
the EVFP

fines a state in which\to'perform Switch Port to Switch Port Authentication before to perform
rotocol (see FC-8W-5) in the Switch Port Initialization state machine. This state is called

‘P22:AUTH] ILS’. In this state an AUTH_ILS transaction between the involved Switch Ports (see 5.8) shall
be performgd. The identity\authenticated shall be the Core Switch_Name (see FC-SW-5).

If the AUTH|_ILS transaction includes the establishment of a PE_Port to PE_Port Security Association to
secure the ljnk traffic via the ESP_Header, then the secured FC frames shall be protected via link-by-link
ESP_Headgr applied to frames with a VFT_Header (see FC-FS-3).

FC-SW-5 a
Fabrics are

Iso defines a state in which to perform VE_Port to VE_Port security checks when Virtual
enabled. This state is called ‘P24%):Security Checks’. This subclause describes which
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seCL(llEi)ty checks are performed by a VE_Port while in this state. Figure 34 shows the sub-states within state
P24\,
P24Ma: P24K)c:
Authentication P24K)p: FC-SP Zoning
Authorization Policies Check Check
K)s- k
— P24(2:p25(p — | L P24K):p25(K) g
—p23(K):p24k)_gp L P24()p:P25K)c—p|
L P24():p26(91{ g
L P24K):p26()— g
L P24():p26k) g
Figure 34 — State P24(K):Security Checks
8.9.3.2 States
P24(Ka: Authentication and Authorization. In this state an AUTH_ILS transaction (see 5.8) hetween the
two involved VE_Ports, and/or an authorization check to verify if the connection is permitted Hy the active
Fabric Policy (see 7.2.2) in Virtual Fabric K may/bé. performed. The identity authenticgted and/or
authorized shall be the Switch_Name of the VirtuakSwitch associated with Virtual Fabric K.
The AUTH_ILS transaction in this state is not’expected to establish a Security Association (i.e., it should
perform only Authentication and Authorizatjien).
P24Mp: Policies Check. In this state the Check Policy Summary protocol may be processed (see 7.4.2) in
Virtual Fabric K.
p24Kic: FC-SP Zoning Chegk- In this state the FC-SP Zoning Check Protocol may be progessed (see
7.6.3.3) in Virtual Fabric K.
NOTE 54 — Each of the above states may also perform no actions.
8.9.3.3 Transitions
P24(Ka:p24)p, This transition occurs when the AUTH_ILS transaction or Authorization checkp performed
in state.R24)a; if any, completes successfully.
P24(:)b:P24(k)c. This transition occurs when the Check Policy Summary protocol processged in state

P23k):p24K) As defined in FC-SW-5.
P24K).p25K) As defined in FC-SW-5.

P24K).p26(K) As defined in FC-SW-5.
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8.9.4 N_Port Security Checks with Virtual Fabrics

FC-LS-2 defines a state in which to perform N_Port to F_Port Authentication before the EVFP protocol
(see FC-LS-2). This state is called ‘P2:AUTH_ELS'. In this state an AUTH_ELS transaction (see 5.10)
between the involved N_Port and F_Port shall be performed. If the two involved FC_Ports negotiated to
perform the EVFP protocol (see FC-LS-2) then the identities authenticated shall be the Core Switch_Name
for the F_Port (see FC-SW-5) and the Core N_Port_Name or the Node_Name for the N_Port (see FC-FS-
3). If the two involved FC_Ports negotiated to not perform the EVFP protocol (see FC-LS-2) then the
identities authenticated shall be the Core Switch_Name or the Switch_Name associated with the Port
VF_ID for the F_Port (see FC-SW-5) and the Core N_Port_Name or the Node_Name or the N_Port_Name

of the VN_Port associated with the Port VF_ID for the N_Port (see FC-FS-3).

If the two in
includes the
ESP_Head
frames with
EVFP protd
Security As
protected vi

FC-LS-2 als
(see FC-LS
between th

volved FC_Ports negotiated to perform the EVFP protocol and the AUTH_ELS transaction

establishment of a PN_Port to PF_Port Security Association to secure the link traffic via the
br, then the secured FC frames shall be protected via link-by-link ESP_Header applied to
a VFT_Header (see FC-FS-3). If the two involved FC_Ports negotiated to not perform the
col and the AUTH_ELS transaction includes the establishment of a PN_Port{io’PF_Port
sociation to secure the link traffic via the ESP_Header, then the secured FC.-frames shall be
b link-by-link ESP_Header applied to frames with a Enc_Header (see FC-FS-3).

o defines a state in which to perform VN_Port to VF_Port Authentication in Virtual Fabric K
2). This state is called ‘Pek); AUTH_ELS’. In this state an AUTH_ELS transaction (see 5.10)
e VN_Port and the VF_Port shall be performed. The identities\authenticated shall be the

Switch_Name associated with Virtual Fabric K for the VF_Port (see FC-LS-2) and the Node_Name or the

N_Port_Nar

The AUTH_|
perform only

8.10 Impa

ne of the VN_Port (see FC-FS-3).

ELS transaction in this state is not expected to estahlish. a Security Association (i.e., it should
Authentication and Authorization).

t on Other Standards

The security flag value in the Common Service Parameter field of an FDISC and FDISC LS_ACC used to

acquire an IN_Port_ID for an Nx_Port may differ. from the security flag value in the original FLOGI for the
Nx_Port andl is attended. Attendance to the security flag in the Common Service Parameter field for this
purpose takps precedence over the rule in EC-LS-2 that the common service parameters in an FDISC and

LS _ACC to
Entity authsg
Unless the

authenticati

NOTE 55 -

in FC-DA-Z.

an FDISC are ignored.

ntication restricts communication for the local entity during login, authentication, and logout.
local Nx_Port is in_ the’'Normal Operation state, only communication pursuant to entity
bn proceeds between'the authenticating entities.

This constrains.eommunication more tightly than is indicated in the Nx_Port initialization state machines
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A.1 Compliance E

A.1.1 Overview

Annex A: FC-SP-2 Compliance Summary
(normative)

lements

Vendors may implement subsets of this standard. To ensure interoperability, this annex defines some
subsets of features as Compliance Elements. Implementations claiming compliance to a certain
Compliance Element are expected to interoperate when using the features associated with that
Compliance Element. Multiple Compliance Elements may be implemented. Compliance Elements are not

security levels

table A.2 and table A

.3 summarize the FC-SP-2 Compliance Elements:

Table A.1 — FC-SP-2 Authentication Compliance Elements

NOTE 56 — This annex does not cover all functions defined by this standard. Depending on the-enyirgnment, other
functions defined by this standard may be applicable by themselves or in combination with)functigns for which
Compliance Elements are defined.

The features of each Compliance Element are summarized in this annex in the\form of Featurg Set tables.
These tables indicate whether the feature is Required, Allowed or Prohibited\for compliance with a specific
Compliance Element; or whether a parameter is Required to be a particular value for compliance with a
specific Compliance Element. What is not explicitly Required or Prohibited is implicitly Allowed. Table A.1,

Element Description Reference
AUTH-A | DH-CHAP with 2 048 DH algorithm A21
AUTH-B1 | AUTH-A + FCAP A.2.2
AUTH-B2 [ AUTH-A + FCPAP A.2.3
AUTH-B3 [ AUTH-A + FCEAR A2.4

Table A.2 — FC-SP-2 SA Management Compliance Elements

Element Description Reference
SA-A SA Management Protocol A.3.2
SA-B AUFH-A + SA Management Protocol A.3.3

SA-C1 AUTH-B1 + SA Management Protocol A3.4

SA-CG2 AUTH-B2 + SA Management Protocol A.3.5

SA€3 AUTH-B3 + SA Management Protocol A.3.6
Table A.3 — FC-SP-2 Policy Compliance Elements

Element Description Reference

POL-A1 | Switch Membership List A4.1

POL-A2 | IP Management List A.4.2

POL-A3 | Policy Summation ELSs A43

POL-B3 | POL-A1 + POL-A3 + Insistent Domain_IDs A4.4

NOTE 57 — In this annex every Compliance Element is described completely, without reference to any other

Compliance Element.
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