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INFORMATION TECHNOLOGY -
FIBRE CHANNEL -

Part 331: Virtual interface (FC-VI)

FORFWORD

1) SO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form the
Specialized system for worldwide standardization. National bodies that are members of ISO or IEC participgte in
he development of International Standards. Their preparation is entrusted to technical committees; any ISQ and
EC member body interested in the subject dealt with may participate in this preparatary, work. Internatjonal
povernmental and non-governmental organizations liaising with ISO and IEC also participatein this preparatipn.

2) |n the field of information technology, ISO and IEC have established a joint technicallcommittee, ISO/IEC JTC 1.
Praft International Standards adopted by the joint technical committee are circulated‘\to national bodies for vqting.
Publication as an International Standard requires approval by at least 75 % of the national bodies casting a vpte.

3) [The formal decisions or agreements of IEC and ISO on technical matters, express, as nearly as possibl¢, an
nternational consensus of opinion on the relevant subjects since each. technical committee has representption
from all interested IEC and ISO member bodies.

4) JEC, ISO and ISO/IEC publications have the form of recommendations for international use and are accgpted
by IEC and ISO member bodies in that sense. While all reasonable efforts are made to ensure thaj the
echnical content of IEC, ISO and ISO/IEC publications is_decurate, IEC or ISO cannot be held responsible for
he way in which they are used or for any misinterpretation/by any end user.

5) |n order to promote international uniformity, IEC ard.ISO member bodies undertake to apply IEC, ISQ and
SO/IEC publications transparently to the maximunyextent possible in their national and regional publicat|jons.
Any divergence between any ISO/IEC publication and the corresponding national or regional publicption
should be clearly indicated in the latter.

6) SO and IEC provide no marking procedure’to indicate their approval and cannot be rendered responsible for
pny equipment declared to be in conformity with an ISO/IEC publication.

7) Al users should ensure that they have the latest edition of this publication.

8) No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual experts
pnd members of their technical committees and IEC or ISO member bodies for any personal injury, property
Hamage or other damage ‘of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)
pnd expenses arising out of the publication of, use of, or reliance upon, this ISO/IEC publication or any other|lIEC,
SO or ISO/IEC publications.

9) [Attention is drawn to the normative references cited in this publication. Use of the referenced publicatiops is
ndispensable for the correct application of this publication.

10) Attentionis drawn to the possibility that some of the elements of this International Standard may be the subjgct of
patent_rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

International Standard ISO/IEC 14165-331 was prepared by subcommitiee 25:
Interconnection of information technology equipment, of ISO/IEC joint technical committee 1:
Information technology.

The list of all currently available parts of ISO/IEC 14165 series, under the general title
Information technology — Fibre channel, can be found on the IEC web site.
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This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.



https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

14165-331 © ISO/IEC:2007(E) -11-

INTRODUCTION

This International Standard defines an upper-layer protocol within the domain of Fibre Channel, that is de-
signed to permit efficient peer-to-peer or client-server messaging between nodes, and to comply with the
Virtual Interface (VI) Architecture. Vendors that wish to implement devices that connect to FC-VI may fol-
low the requirements of this and other normatively referenced standards to manufacture an FC-VI compli-
ant device.



https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

-12 - 14165-331 © ISO/IEC:

INFORMATION TECHNOLOGY -
FIBRE CHANNEL -

Part 331: Virtual interface (FC-VI)

1

This part of ISO/IEC 14165 defines the Fibre Channel mapping protocol for the Virtual Interface (V

tec

Scope

ure (FC-VI). FC-VI defines the Fibre Channel Information Units in accordance with the VI Arch

2007(E)

) Archi-
itecture

model. FC-VI additionally defines how Fibre Channel services are used to perform the-services fequired

by

2

The following referenced documents are indispensable for the application of this document. For da
erences, only the edition cited applies. For undated references, the-latest edition of the reference
mehts (including any amendments) applies.

The following references for VI Architecture are the product of Intel, Microsoft and Compaq. The

tec
er

IBO/IEC 14165-122, Information technology — Fibre charhel — Arbitrated Loop-2 (FC-AL-2)

IBO/IEC 14165-251, Information technology — Fibre channel — Framing and Signalling Interface,
C-FS) (To be published)

IBO/IEC 14165-414, Information technology.> Fibre channel — Generic services-4 (FC-GS-4)

he VI Architecture model of its network transport.

Normative references

ure 1.0 specification is completely-defined in these three documents. For the convenience of
hey are added as supplementary‘documents.

irtual Interface Architecture Specification, V1.0 (VI-ARCH)
irtual Interface (V))-Architecture Developer’'s Guide, V1.0 (VI-DG)
irtual Interfacé.(V1) Architecture Developer's Guide Error Table Supplement, V1.0

P Versiofi 6 Addressing Architecture, RFC 2373, July 1998 (RFC2373)
can bédownloaded from the Internet)

ted ref-
d docu-

| Archi-
e read-

3
3.1

3.1

Terms, definitions and abbreviations
FC-VI terms and definitions

.1 completing a descriptor

a VI Provider completes a Descriptor by updating the status field and setting the Done bit
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3.1.2 FC-VI connection

a Vi

Connection that is established and maintained between two FC-VI Ports

3.1.3 FC-VI connection point
the context used to listen for FC-VI Connection requests and responses within an FC-VI Port. It is bound to

an |

P address and a Discriminator

3.1.4 FC-VI connection setup
an FC-VI operation that consists of a Sequence of FC-VI Connection IUs that establish an FC-VI
Connection

316 FC-Vldisconnect

an
Cor

3.1.
the

3.1.
an f
VI R

3.1
stan

3.1.
the
a Fi

3.1.
the

routes each received FC-VI IU to the correctFC-VI Endpoint context within a FC-VI Port

3.1.
as
cha

3.1,
aF
tran

3.1.
enti

N4/, ‘out-of-order fabric

FC-VI operation that consists of a Sequence of FC-VI Connection IUs that removesyar
nection or aborts a FC-VI Connection Setup

b FC-VI endpoint
context for a VI within an FC-VI Port. Each end of an FC-VI Connection is an FC-VI Endpoint

7 FC-VI message transfer
FC-V| operation that consists of one or more FC-VI Message |Us to transfer a VI Message betw
orts

8 FC-VI port: a Fibre Channel Port that is capable of FE*\ operation and complies v
dard.

D  FC-VI provider

bre Channel transport conforming to this standard

10 fully qualified message ID (FQMID)

tuple of {FCVI_HANDLE, FCVI_MSG_ID,*Exchange Context (F_CTL:23)} that uniquely identi
11 host name

Facter string to the VI Application

12 in-order fabric

bre Channel configuration where the order of frame arrival at a receiving Port is identic3

smission order at thé originating Port. An Arbitrated Loop is one example of an In-Order Fabrig

13 local
y (Endpoint, Connectionpoint, Provider, etc.) at this end of a FC-VI Connection

FC-VI

pben FC-

ith this

hardware and software services that implement the gransport dependent functions of a VI Providler over

ies and

mbolic name associated with a VI capable Node. The Host Name is represented as anf ASCII

| to the

3.1.

15 remote

entity (Endpoint, Connectionpoint, Provider, etc.) at the other end of a FC-VI Connection
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3.1.16 VI connection
connection between two VI Endpoints

3.1.17 VI endpoint
a pair of work queues and associated context visible to a VI Application. Also known as a VI

3.1.18 VI message
VI Application data that is transferred between FC-VI Ports over a previously established FC-VI
Connection.

3.2 VI Definitions

ThJa following VI Terms used in this standard are defined in the VI Architecture Specification and,the VI Ar-
chitecture Developer’s Guide, provided as supplementary documents.

C

iént-Server
Coptrol Segment
Degcriptor

Digcriminator

Peer

Peer-to-Peer
RDMA

RDMA Read
RDMA Write
Reliability Level
Reliable Delivery
Reliable Reception
Send

Unfeliable Delivery
Vi

pddress

\

VI Application
VI Handle

VINIC
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VI Provider

3.3

Abbreviations

D_ID Destination_Identifier

[ISO/IEC 14165-251]

ELS Extended Link Service
[ISO/IEC 14165-251]
FC Fibre Channel
HSOAEC1H4165-254H
C-FS The architecture specified by the Fibre Channel standard
[ISO/IEC 14165-251]
C-PH The architecture specified by the Fibre Channel standard
[ISO/IEC 14165-251]
CP Fibre Channel Protocol for SCSI

3.4

Def

unlg

refe
enc

Int
ter

Sud
con

[ISO/IEC 14776-222]

C4 Fibre Channel Layer 4 mapping layer
[ISO/IEC 14165-251]

U Information Unit
[ISO/IEC 14165-251]

5_ID Source_Identifier
[ISO/IEC 14165-251]
JLP Upper Layer Protocol

[ISO/IEC 14165-251]

Editorial conventions

nitions, conventions, abbreviations, acronyms and symbols applicable to this standard are p
ss they are identical to that described in any referenced standard, in which case they are incl
rence. Some definitions from\the glossary or body of other standards are included here for eas

a)

.

is Standard, a number of conditions, mechanisms, sequences, parameters, events, states, o
s are printed with the following conventions:

the first letter of each word in uppercase and the rest lowercase (e.g., Exchange, Class, etc.)

h termis-and words have special meaning and are defined in other standards. All terms and w
forming to the convention noted above have the normal technical English meanings.

ovided,
ided by
y refer-

similar

brds not

Numbered items in this Standard do not represent any priority. Any priority is explicitly indicated.

In case of any conflict between text, figure, table and state diagram, the state diagram, then table, then fig-
ure, and finally, text takes precedence. Exceptions to this convention are indicated in the appropriate sub-
clauses.
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The term “shall” is used to indicate a mandatory rule. If such a rule is not followed, the results are unpre-
dictable unless indicated otherwise.

The fields or control bits which are not applicable shall be set to zero.

If a field or a control bit in a frame is specified as not meaningful, the entity which receives the frame shall
not check that field or control bit.

Hexadecimal notation
Hexadecimal notation is used to represent fields. For example, a four-byte FCVI_HANDLE field containing

a Qinary value of 00000000 11111111 10011000 11111010 is shown in hexadecimal fofmat as
‘O0FF98FAhR'.

nary notation

Birfary notation is used to represent fields. For example, a one-byte Match Address Code Pgint in a
FARP-REQ containing a binary value of 0000 0010 is shown in binary format ag “00000010b’.

Not} Equal

The symbol “I=" means “not equal”.
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4 Structure and concepts
4.1 Fibre channel structure and concepts

Fibre Channel (FC) is logically a point-to-point serial data channel. FC architecture has been designed so
that it may be implemented with high performance hardware that requires little real-time software manage-
ment. The Fibre Channel Physical (FC-FS) transport described in ISO/IEC 14165-251 performs those
functions required to transfer data from one N_Port to another. The FC-PH transport may be treated as a
very powerful delivery service with information grouping and multiple defined classes of service.

A switching fabric allows communication among more than two N_Ports.

Thel Fibre Channel Arbitrated Loop (FC-AL) is an alternate N_Port interconnect architecture that'yses FC
meg¢hanisms to transfer data between an NL_Port selected by the arbitration process and any-of t:Le other
NL_[Ports on the loop. Once communication is opened between two NL_Ports, standaird FC frames are
usefl to provide an FC-PH compliant delivery service. An Arbitrated Loop may be attached to a Fabric by
an kL_Port.

An FC-4 mapping layer defines the steps required to perform the functions defined by a ULP. The protocol
is defined in terms of the stream of FC IUs generated by a pair of N_Ports that support the FC-4. In this
docpment, N_Ports and NL_Ports capable of supporting FC-VI transactions are collectively referr¢d to as
FC-VI Ports.

Thel number of Exchanges that may simultaneously be open between two FC-VI Ports is defined by the
FC-PH implementation. The architectural limit for this value is 65;535. The maximum number of agtive Se-
quences that may simultaneously be open between two EC4VI Ports is limited by FC-PH to no mgre than
255| To allow management Exchanges to be originated;)a.certain number of extra Exchanges and|at least
one|extra SEQ_ID should always be available.

FC-FS allows management protocols above the/FC-PH interface to perform link management fupctions.
Thel standard FC-PH primitive sequences, linkimanagement protocols, and basic and extended link servic-
es gre used as required by FC-VI Endpoints:

4.2| FC-VI structure and concepts

FC-VI defines the mapping of VI‘Messages and VI Connections to FC-PH. FC-VI is based on the method
of first establishing an FC-VLConnection between two FC-VI Ports, and then sending VI Messades over
the FC-VI Connection. FG-VI defines the Information Units (IUs) that are required to establish and [remove
FC-VI Connections, andthe IUs that are required to send VI Messages.

Eadh VI Messageis transferred in one Exchange, and each FC-VI Connection is established in pne Ex-
chahge (Client=Server) or two Exchanges (Peer-to-Peer). As required by FC-FS, each FC-VI Infgrmation
Uni{ (1U) is constructed from one Sequence. One or more IUs are grouped together to form one Exghange.
FC-VI defifies FC-VI Connection IUs to establish and remove FC-VI Connections, and defines FC-VI Mes-
sagp lUs+0 send VI Messages.

FC-VI defines a FCVI_HANDLE to specify the destination VI for the VI Message. FC-VI Ports shall send
FC-VI Connection IUs between them to establish the FCVI_HANDLEs. An FC-VI Port may choose its own
FCVI_HANDLE for each of its FC-VI Endpoints. The FC-VI Port is required to use the FCVI_HANDLE
specified by the other FC-VI Port when transmitting a VI Message. The FC-VI Provider may use any appro-
priate method to map a FCVI_HANDLE to a VI Handle as used by a VI Application, since FC-VI does not
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define a specific mapping between FCVI_HANDLEs and VI Handles. An FCVI_HANDLE shall be unique
for all open FC-VI Connections for an FC-VI Port.

FC-VI defines a FC-VI Message ID (FCVI_MSG_ID). The FCVI_MSG_ID is set to one by an FC-VI Port
when it sends the first IU of its first VI Message on a new FC-VI Connection. The FC-VI Port that receives
the VI Message shall echo the same FCVI_MSG_ID in any Response IU. Each FC-VI Port shall increment
the FCVI_MSG_ID value by one for every VI Message sent within a VI to facilitate the detection of lost VI
Messages at the receiver. A separate FCVI_MSG_ID count is kept for each direction of a VI. See Clause
8 for a complete description of FC-VI error detection and recovery.

VI Reliability Levels are defined with respect to VI Message delivery. FC-VI supports all three levels of re-
lialgility (Unreliable Delivery, Reliable Delivery, Reliable Reception) and all connection models |(Client-
Sejver, Peer-to-Peer) defined by the VI Architecture. FC-VI supports all VI data transfer modeld (Send,
RDMA Write and RDMA Read) defined by the VI Architecture.

FC}VI supports unacknowledged (class 2) and acknowledged (class 3) classes of service. FC-VI qupports
Arhitrated Loop, Fabric, Loop attached Fabric, and Point-to-Point topologies. FC-Vksupports an In-Order
Fabric and an Out-of-Order Fabric.

b

OTE FC-VI may support additional classes of service other than class 2 and.class 3. However, no consjderation
as given to other classes of service during the creation of this standard.

=

The VI Architecture does not define the format of how VI Addresses are mapped to transport spegific ad-
drgsses. The FC-VI mapping of VI to Fibre Channel associates an IP address with a FC-VI Port. The
mefhod of assigning IP addresses to FC-VI Ports is outsidedhe scope of this standard. FC-VI allows more
than one IP address to be assigned to the same FC-VIRert. FC-VI also allows the same IP addreps to be
asgigned to more than one FC-VI Port. The format ef.an IP address for FC-VI shall use the formdt speci-
fieq by RFC 2373.

FC}VI provides methods to map an N_Port Identifier to an IP address assigned to a FC-VI Port. The Fibre
Channel Name Server of the Directory Seriice as defined in FC-GS-2 is the preferred method to jmap an
N_Port Identifier to an IP address for Kabric topologies. FC-VI additionally specifies the Fibre Channel
FARP ELS to resolve IP addressesto N_Port Identifiers for configurations that do not support & Name
Sefver.

Figure 1 illustrates the addressing objects associated with an FC-VI Port.
Before VI Messages are sent, an FC-VI Connection shall be established between a pair of FC{VI End-

poipts. An FC-VI Endpoint is an FC-4/ULP construct for a VI Endpoint. A VI Endpoint is created when a VI
Application executes the VipCreateVI call (see VI-ARCH).

An|FC-VI Port may need to discover the N_Port Identifier of the FC-VI Port to which it wishes td send a
connectionrequest to. This is accomplished by querying the Name Server or issuing a FARP-REQ. The
prdcess of establlshmg an FC- VI Connect|on is defined as an FC VI Connect|on Setup FC VI defines a
fou . ) )
phases to support the VI Arch|tecture is three FC VI adds an addltlonal phase to terminate the Connec-
tion Setup Exchange at the Exchange originator to facilitate error recovery.

An FC-VI Provider listens for incoming connection requests on an FC-VI Connectionpoint on behalf of a VI
Application. An FC-VI Provider creates an FC-VI Connectionpoint when a VI Application executes a Vip-


https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

14165-331 © ISO/IEC:2007(E) -19-

ConnectWait for a Client-Server connection or VipConnectPeerRequest for a Peer-to-Peer connection
(see VI-DG).

The FC-VI Provider listens for incoming connection requests on a specific IP address and a Discriminator
bound to the FC-VI Connectionpoint. A Discriminator is typically unique per FC-VI Connectionpoint, but it is
not required to be so. When the connection successfully completes, the connection originator FC-VI End-
point is bound to the connection responder FC-VI Endpoint.

An incoming Connect Request, FCVI_CONNECT_RQST, contains both the Local and Remote IP address-
es and Discriminators. A connection match exists if the IP address and Discriminator in the
FCVI_CONNECT_RQST match the IP address and Discriminator in the FC-VI Connectionpoint of the
Cornect Request responder. See Section 6.7 in the VI Architecture Developer’s Guide forthie exact
matgching rules for Connection Setup.

Eadh FC-VI Endpoint communicates a FCVI_HANDLE to the other FC-VI Endpoint during FC-VI Connec-
tion|Setup. Once the FC-VI Connection is established, the FCVI_HANDLE is used to route all VI Mgssages
to the proper FC-VI Endpoint within an FC-VI Port. IP addresses and Discriminators are not usgd for VI
Megsage transfer. During an FC-VI Connection Setup, the FC-VI Provider shall ‘guarantee that tHe Local
FC-VI Endpoint is bound to the connection and enabled for reception of Messages before any Conrject Re-
spopse is issued.

Thel VI Architecture defines two methods to establish a connection, A Client-Server Connection $etup is
simflar to the Sockets model - a Server waits for connection requests from a Client. A Peer-to-Peer Con-
necfion Setup involves two Peers attempting to establish a connection with each other at about tHe same
timag.
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e FC-VI Connection e
Endpoint | » Endpoint
FC-VI FC-VI
ndoaoint Endoaint
Endpeint Erdpeint
-
FC-VI
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Figure 1 — FC-VI addressing objects
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5 FC-VI protocol overview

5.1 FC-Vl information units

The Information Units (IUs) used by FC-VI Ports and their characteristics are shown in Table 1. All FC-VI
IUs shall be composed of Device_Data frames. All Connect Request/Response IUs are either Unsolicited
Control or Solicited Control. This facilitates the FC-2 to route Message Request/Response IUs directly to
specialized FC-VI data transfer hardware assists and route the Connect Request/Response IUs to a CPU
software path.

The Table 1 column ‘Mand/Opt’ defines which IUs are Mandatory and which are Optional. The F/M/L col-

umip indicates whether the U is the First, Middle or Last of the Exchange. FCVI_READ_RQST is pptional
singe RDMA Read is optional. All Message Responses are optional, since they are only_fequired for
RDIMA Read or Reliable Reception. All connection IUs are mandatory.
Table 1 — FC-VI Information unit summary
IU Category FC-VI Information R_CTL | Device_Header | FC-VI Payload F/M/L | Mand/
Unit Type Size Opcod Content Opt
e
Message Request | FCVI_SEND_RQST 01h 32 Bytes 00h Message | F/M/L M
Data
Message Request | FCvI_WRITE_RQST 01h 32 Bytes 01h Message | F/MIL M
Data
Message Request | FCvVI_READ_RQST 06h 32/Bytes 02h none F 0
Message FCVI_SEND_RESP 07h 16)Bytes 08h none L o]
Response
Message FCVI_WRITE_RESP 07h 16 Bytes 09h none L o
Response
Message FCVI_READ_RESP 01h 32 Bytes 0Ah Message MI/L o
Response Data
Connect Request | FCVI_CONNECT_RQSF 02h 32 Bytes 10h | Connect Info F M
Connect Request | FCVI_DISCONNECT RQST 02h 32 Bytes 12h none F M
Connect Response | FCVI_CONNEGT _RESP1 03h 32 Bytes 18h | ConnectInfo| M M
Connect Response | FCVI_GONNECT_RESP2 03h 32 Bytes 19h none M M
Connect Response | FCyI 'CONNECT_RESP3 03h 32 Bytes 1Ah none L M
Connect Response FCVi_DISCONNECT_RESP 03h 32 Bytes 1Bh none L M
5.2| FC-VI message transfer operation
5.21 FC-Vl message transfer
An
que

of the same U type.A Message Respons shall consist of one or more Message Respnse IUs of the

same |U type. If a response is required, the last request IU shall transfer Sequence Initiative. If no re-
sponse is expected, the last request IU shall terminate the Exchange. If a response is required, the last re-
sponse |U shall terminate the Exchange. Exchanges are dynamically created by the Fibre Channel
transport mechanism to move the VI Message from one FC-VI Port to another. Utilizing the same Ex-
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change for Message Request IlUs and Message Response IUs (if needed) binds all Sequences and
frames associated with one VI Message.

NOTE The FC-VI mapping of FC-VI Connections to FC-FS Exchanges is dynamic to allow the number of FC-VI
Connections to be independent from the number of Exchanges. The maximum number of FC-VI Connections is
2324 per port, limited by the FCVI_HANDLE field in the FC-VI Device_Header.

A VI Message may be transferred with a FC-VI Send Message Transfer, a FC-VI Write Message Transfer
or a FC-VI Read Message Transfer operation.

Thé use of Continuously Increasing SEQ_CNT, Continuously Increasing Relative Offset, and, tofal Mes-
sage length facilitate the detection of lost frames at the Message responder within an Exchange; If|the val-
ue jof SEQ_CNT repeats within an Exchange, Continuously Increasing Relative Offset may be jused to
guarantee frame uniqueness within an Exchange and facilitate the detection of frame syhonyms (identical
SE[Q_ID and SEQ_CNT values for frames within an Exchange). The value of Relative Offset is guaran-
teed to never repeat within an Exchange. See 5.5.

Thée following subclauses detail the different cases for VI Messages mapping into one FC Ex¢hange.
These subclauses only define error free operation for FC-VI operation. See Clause 8 for the defipition of
FC}VI error detection and recovery.

5.212 FC-VI send message transfer operation

A \[I Message may be transferred using one or more FCV|_SEND RQST IUs. The VI Message [may be
sent in Unreliable Delivery or Reliable Delivery mode, as.shiown in Figure 2, or Reliable ReceptioT mode,
as ghown in Figure 3. The FC-VI Provider may send one.or multiple FCVI_SEND_RQST IUs to fransmit
thel VI Message. No Response shall be issued for WUnreliable Delivery or Reliable Delivery modgs. A re-
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sponse consisting of one FCVI_SEND_RESP IU is required for Reliable Reception mode. Each figure be-
low represents one FC Exchange, and each arrow represents one FC Sequence or |U.

FC-VI Port A FC-VI Port B
(Port A's FCVI_HANDLE = HA, (Port B's FCVI_HANDLE = HB,
Last FCVI_MSG_ID originated was Last FCVI_MSG_ID originated was
MA) MB)

FCVI_SEND_RQST IU
First Sequence of Exchange
SEQ ID = S1a
SEQ_CNT =0:l
Sl held
(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)

FCVI_SEND_RQST IU
Middle / Last Sequence of Exchange

SEQ_ID = S2a
SEQ_CNT = [+1:J
Sl held

(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)
Optional additional RQST IUs as
needed

Figure 2 — FC-VI send for Unreliable Delivery or Reliable Delivery
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FC-VI Port A FC-VI Port B
(Port A's FCVI_HANDLE = HA, (Port B's FCVI_HANDLE = HB,
Last FCVI_MSG_ID originated was Last FCVI_MSG_ID originated was
MA) MB)

FCVI_SEND_RQST IU
First Sequence of Exchange
SEQ_ID = S1a
SEQ CNT =0:l

Sl held
(Device_Header details:

FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)

FCVI_SEND_RQST IU
Middle Sequence(s) of Exchange
SEQ_ID = S2a
SEQ_CNT = I+1:J
Sl transferred on last RQST IU
(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)
Optional additional IUs as needed

FCVI_SEND_RESP IU
Last Sequence of Exchange
SEQ_ID =S1b
SEQ_CNT =0
(Device_Header details:
FCVI_HANDLE=HA,
FCVI_MSG_ID=MA+1)

Figure 3 — FC-VI send for Reliable Reception

5.213 FC-VI RDMA write message transfer operation

A VI Message maycbe-transferred using one or more FCVI_WRITE_RQST IUs. The VI Message [may be
sent in Unreliable\Delivery or Reliable Delivery mode, as shown in Figure 4, or sent in Reliable Rgception
mode, as shown in Figure 5. The FC-VI Provider may send one or multiple FCVI_WRITE_RQST IUs to
deljver the VI Message. No response shall be issued for Unreliable Delivery or Reliable Delivery modes. A



https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

14165-331 © ISO/IEC:2007(E) - 25—

response consisting of one FCVI_WRITE_RESP IU is required for Reliable Reception mode. Each figure
below represents one FC Exchange, and each arrow represents one FC Sequence.

FC-VI Port A FC-VI Port B
(Port A's FCVI_HANDLE = HA, (Port B's FCVI_HANDLE = HB,
Last FCVI_MSG_ID originated was Last FCVI_MSG_ID originated was
MA) MB)

FCVI_WRITE_RQST IU
First Sequence of Exchange
SEQ ID = S1a
SEQ_CNT =0:l
Sl held
(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)

FCVI_WRITE_RQST IU
Middle / Last Sequence of Exchange

SEQ_ID = S2a
SEQ_CNT = [+1:J
Sl held

(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)
Optional additional IUs as needed

Figure 4 — FC-VI RDMA write for Unreliable Delivery or Reliable Delivery
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FC-VI Port A FC-VI Port B
(Port A's FCVI_HANDLE = HA, (Port B's FCVI_HANDLE = HB,
Last FCVI_MSG_ID originated was Last FCVI_MSG_ID originated was
MA) MB)

FCVI_WRITE_RQST IU
First Sequence of Exchange
SEQ_ID = S1a
SEQ CNT =0:l

Sl held
(Device_Header details:

FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)

FCVI_WRITE_RQST IU
Middle Sequence(s) of Exchange
SEQ_ID = S2a
SEQ_CNT = I+1:J
Sl transferred on last RQST IU
(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)
Optional additional IUs as needed

FCVI_WRITE_RESP IU
Last Sequence of Exchange
SEQ_ID =S1b
SEQ_CNT =0
(Device_Header details:
FCVI_HANDLE=HA,
FCVI_MSG_ID=MA+1)

Figure'5— FC-VI RDMA write for Reliable Reception

5.214 FC-VI RDMA read message transfer operation

A VI Message maycbe-transferred with one FCVI_READ_RQST IU and one or more FCVI_REAO_RESP
IUg. The VI Message my be transferred in Reliable Delivery or Reliable Reception mode, as shown in Fig-
urg 6. The FC2V/} Provider may send one or multiple FCVI_READ_RESP IUs. A response is always re-
quired. Each figure below represents one FC Exchange, and each arrow represents one FC Sequence.
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5.2,

AF

tentjally concurrent receive streams for each Local FC-VI Endpoint - a requestor stream and a re

— 27 —

FC-VI Port A
(Port A's FCVI_HANDLE = HA,
Last FCVI_MSG_ID originated was
MA)

FC-VI Port B
(Port B's FCVI_HANDLE = HB,
Last FCVI_MSG_ID originated was
MB)

FCVI_READ_RQST IU
First Sequence of Exchange
SEQ_ID = S1a
SEQ CNT=0

5

Sl transferred
(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)

T

FCVI_READ_RESPJ{U
Middle Sequence(s) of)Exchange
Sl held
SEQ_ID= S1b
SEQ.CNT = 0:l
(DeviceHeader details:
FCY)_HANDLE=HA,
FCVI_MSG_ID=MA+1)
Optional additional IUs as needed

FCVI_READ_RESP IU
Last Sequence of Exchange
SEQ_ID = S2b
SEQ_CNT = 1+1:J
(Device_Header details:
FCVI_HANDLE=HA,
FCVI_MSG_ID=MA+1)

Figure 6 — FC-VI RDMA read for Reliable Reception and Reliable Delivery

IU reception at an FC-VI edpoint

C-VI Provider that supports RDMA Reads or Reliable Reception shall be capable of managing

two po-
sponder
ception
nsolicit-

al End-

pomt at FC-VI Port X has orlglnated a RDMA Read Message (Message MA) and is receiving the RDMA
Read response data from FC-VI Port Y. At the same time, the Remote Endpoint in FC-VI Port Y has origi-
nated a RDMA Write Message (Message MB) to the Local Endpoint in FC-VI Port X. Since the FC-VI Pro-
viders in FC-VI Ports X and Y assign FCVI_HANDLEs independently, it is possible that MA may be equal

to MB.
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FC-VI Port X FC-VI Port Y

HY:MA

FCVI_READ_RQST IU

(ECV] HANDLE:FECV/I MSG ID) ‘
\ — — — 7

!

FCVI_READ_RESP IUs

FCVI_WRITE_RQST IUs

Figure 7 — Concurrent Receive Streams at-a.FC-VI Endpoint

s, the Local Endpoint in FC-VI Port X needs another mechanism other than th
VI HANDLE:FCVI_MSG_ID} to demultiplex the two-feceive streams to the correct FC-VI Endpoint
text. The FC-VI Provider may use the Fully Qualified Message ID (FQMID), which is defined b
{FCVI_HANDLE, FCVI_MSG_ID, Exchange Context (F_CTL:23)}, to route received IUs to thg correct
VI Endpoint context. The Exchange Context allows the FC-VI Provider to differentiate between solicit-
responses and unsolicited requests targetedfor the same Endpoint. An alternative is to use
change ID and not the FCVI_HANDLE to\demultiplex multiple requestor streams (RDM
ponses, Read responses and Write responses) to the correct FC-VI Endpoint at the Exchange

b tuple

the tu-

the Ex-
\ Read
origina-
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5.3 FC-VI connection setup operation
5.3.1 FC-VI client-server and peer-peer connection setup

For a Peer-to-Peer Connection Setup, each Peer is a connection originator and a connection responder.
For Client-Server, only the Client is the connection originator, while the Server is the connection respond-
er.

Each Connect Request and Connect Response is a separate FC-VI Connection IU. Sequence Initiative is
always passed for each connection IU. The FCVI_CONNECT_RQST is the first Sequence of the
Exchange, the FCVI_CONNECT_RESP1 and FCVI_CONNECT_RESP2 IUs are the middle Sequences of
the Exchange, and FCVI_CONNECT_RESP3 IU is the last Sequence of the Exchange.

Thig subclause and the following subclauses detail all of the different cases for FC-VI Connections being
established or removed. These subclauses only define error free operation for FC-Vi operatipn. See
Clayise 8 for the definition of FC-VI error detection and recovery.

5.3.2 FC-VI client-server connection setup

Figdire 8 illustrates FC-VI Connection Setup for Client-Server. In Figure-8 the Client is Port A while the
Seryer is Port B. The FCVI_FLAGS = 0 in the FCVI_CONNECT_RESP1' indicates that the Sefver has
accepted the Client’'s connection request. The FCVI_FLAGS = 0 inthe FCVI_CONNECT_RESP2 indi-
cates that the Client acknowledges the Server’s connect aceept. The FCVI_FLAGS = ( in the
FCVYI_CONNECT_RESP3 indicates that the Server acknowledges:the Client’'s acknowledgment.
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FC-VI Port A (Client) FC-VI Port B (Server)
Port As FCVI_HANDLE = HA Port B's FCVI_HANDLE = HB

FCVI_CONNECT_RQST IU
First IU of Exchange
Sl transferred
(Device_Header details:
FCVI HANDLE=FFFFFFFFh,

FCVI_RQST_HANDLE=HA,
FCVI_FLAGS="Client-Server Connect
Request”,
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000001h)

FCVI_CONNECT,_RESP1 IU
Middle U of Exchange
Sl transferred
(DeviceyHeader details:
FCVI.HANDLE=FFFFFFFFh,
FCVI_RESP_HANDLE=HB,
FCVI_FLAGS=0(“Accept”),
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000001h)

FCVI_CONNECT_RESP2 IU
Middle U of Exchange
Sl transferred
(Device_Header details:
FCVI_HANDLE=HB,
FCVI_FLAGS=0,
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000001h)

FCVI_CONNECT_RESP3 IU
Last IU of Exchange
(Device_Header details:
FCVI_HANDLE=HA,
FCVI_FLAGS=0,
FCVI_MSG_ID=0,

EC\A _CONNECTION1D=00000001 h)

Figure 8 — FC-VI client-server connection setup
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The Connect Request originator shall set the FCVI_HANDLE field in the Device_Header of the
FCVI_CONNECT_RQST IU equal to the FFFFFFFFh, which indicates the responder handle is not yet as-
signed. The Connect Request originator shall set the FCVI_RQST_HANDLE field in the Device_Header of
the FCVI_CONNECT_RQST IU equal to the FCVI_HANDLE of the Local FC-VI Endpoint. The Connect
Request responder shall set the FCVI_HANDLE in the FCVI_CONNECT_RESP3 IU equal to this value re-
ceived in the FCVI_RQST_HANDLE field in the Device_Header of the FCVI_CONNECT_RQST IU.

The Connect Request responder shall set the FCVI_HANDLE field in the Device_Header of the
FCVI_CONNECT_RESP1 IU equal to the FFFFFFFFh, which indicates the requestor handle is not yet as-
signed. The Connect Request responder shall set the FCVI_RESP_HANDLE field in the Device_Header of
the FCVI_CONNECT_RESP1 IU equal to the FCVI_HANDLE of the Local FC-VI Endpoint. The Connect
Reduest originator shall set the FCVI_HANDLE in the FCVI_CONNECT_RESP2 IU equal to this vialue re-
ceivied in the FCVI_RESP_HANDLE field in the Device_Header of the FCVI_CONNECT_RESP1IJ.

Thel FCVI_CONNECTION_ID shall be used by the Connect Request originator to assign a.unique igentifier
to aJl open Connection Setup operations. The FCVI_MSG_ID shall be set to zero for all .Connectioh Setup
IUs

5.3.3 FC-VI Peer-to-Peer Connection Establishment

Figdire 9 illustrates the FC-VI Connection Setup for Peer-to-Peer when,one Peer issues a Connect Re-
quept before the other Peer has begun the Connection Setup. In Figure'9; Peer 1 is Port A, while Heer 2 is
Poirt B. The VI Application in Peer 2 has not yet issued a‘Peer Connect Request when the
FCYI_CONNECT_RQST IU is received from Peer 1. Peer 2 replies with a CONN_STS set to one and a
Regson Code of “No Waiting Remote Connectionpoint”. At some later point Peer 2 issues a matching
FCVYI_CONNECT_RQST IU and a FC-VI Connection is established between Port A and Port B.
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FC-VI Port A (Peer 1) FC-VI Port B (Peer 2)
Port A's FCVI_HANDLE = HA Port B's FCVI_HANDLE = HB

FCVI_CONNECT_RQST IU
First IU of Exchange 1; Sl transferred
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh,
FCVI_RQST_HANDLE=HA,
FCVI_FLAGS="Peer-to-Peer Connect Request”,
FCVI_MSG_ID=0,

FCVI_CONNECTION_ID=00000002h)

FCVI_CONNECT_RESP1 IU

Middle IU of Exchange 1; Sl transferred
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh,
FCVI_RESP_HANDLE=FFFFFFh,
FCVI_FLAGS=CONN_STS,
FCVI_PARAMETER.REASON_CODE=
“No Waiting Remote Connectionpoint™
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000002h)

FCVI_CONNECT_RESP2 IU
Middle IU of Exchange 1; Sl transferred
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh, FCVI_FLAGS=0,
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000002h)

FEVI/CONNECT_RESP3 IU
Last IU of Exchange 1
(Device_Header details: FCVI_HANDLE=FFFFFFFFh,
FCVI_FLAGS=0, FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000002h)

FCVI_CONNECT_RQST IU
First IU of Exchange 2; Sl transferred
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh,
FCVI_RQST_HANDLE=HB,
FCVI_FLAGS="Peer-to-Peer Connect Request”’,
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000005h)

FCVI_CONNEET_RESP1 IU
Middle IU of Exchange 2; Sl transferred
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh,
FCVINRESP_HANDLE=HA,
FCVI_RLAGS=0 (“Accept”), FCVI_MSG_ID=0,
FCVI=CONNECTION_ID=00000005h)

FCVI_CONNECT_RESP2 IU
Middle IU of Exchange 2; S| transferred;
(Device_Header details: FCVI_HANDLE=HA,
FCVI_FLAGS=0, FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000005h)

FCVI_CONNECT_RESP3 IU

L

FCVI_HANDLE=HB, FCVI_FLAGS=0,
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000005h)

Figure 9 — Peer-to-peer connection setup
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For Exchange 1, the Connect Request responder shall set the FCVI_RESP_HANDLE field in the
Device_Header of the FCVI_CONNECT_RESP1 IU (FCVI_CONNECTION_ID = 00000002h) equal to
FFFFFFFFh, since there is no waiting Peer at the Connect Request responder. The Connect Request orig-
inator shall set the FCVI_HANDLE in the Device_Header in the FCVI_CONNECT_RESP2 IU in Exchange
1 equal to FFFFFFFFh, the value of FCVI_RESP_HANDLE. The Connect Request responder shall set the
FCVI_HANDLE in the Device_Header in the FCVI_CONNECT_RESP3 IU in Exchange 1 equal to
FFFFFFFFh. The unassigned FCVI_HANDLES in FCVI_CONNECT_RESP2 and
FCVI_CONNECT_RESP3 indicate the Connection Setup did not establish a connection.

For Exchange 2, the Connect Request responder shall set the FCVI_RESP_HANDLE field in the
Device_Header of the FCVI_CONNECT_RESP1 IU (FCVI_CONNECTION_ID = 00000005h) equal to
FFHFFFFFh. The Connect Request originator shall set the FCVI_HANDLE in the Device Headgr in the
FCYI_CONNECT_RESP2 IU in Exchange 2 equal to “HA”h, the value of FCVI_RESP_HANDLE, since
there now is a waiting Peer at the Connect Request responder. The Connect Request responder ghall set
the FCVI_HANDLE in the Device_Header in the FCVI_CONNECT_RESP3 IU in Exchange 2 ¢qual to
“HB['h, the value of FCVI_RQST_HANDLE.

5.3.4 FC_VI concurrent peer-to-peer connection setup

Figlire 10 illustrates FC-VI Connection Setup for Peer-to-Peer when.each Peer issues a matching
FCVYI_CONNECT_RQST IU before a FCVI_CONNECT_RESP1 IU is received. This situation is defined as
Corjcurrent Matching Peer-to-Peer Requests.
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FC-VI Port A (Peer 1) FC-VI Port B (Peer 2)
Port A's FCVI_HANDLE = HA, Port B’'s FCVI_HANDLE = HB,
Port A's Port_Name = Port B’s Port_Name =
0000000000000001h 0000000000000000h
FCVI_CONNECT_RQST IU FCVI_CONNECT_RQST IU

First IU of Exchange 1
Sl transferred
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh,
FCVI_RQST_HANDLE=HA,
FUVI_TTLAGO=
"Peer-to-Peer Connect Request”,
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000001h)

First IU of Exchange 2
Sl transferred
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh,
FCVI_RQST_HANDLE=HB,
FOUVI_TTLAGO=
"Peer-to-Peer Connect Request”,
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000002h)

FCVI_CONNECT_RESP1 IU
Middle U of Exchange 2
Sl transferred
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh,
FCVI_RESP_HANDLE=HA,
FCVI_FLAGS=0("Accept”),
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000002h)

FCVI_CONNECT_RESP1 IU
Middle IU of Exchange 1
S| transferred
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh,
FCVI_RESP_HANDLE=FFFFFFFFh,
FCVI_FLAGS=CONN_STS,
FCVI_PARAMETER.REASON_CODE=
“Connect Reject - Concurrent Matching Peer Requepts”,
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000001h)

FCVI_CONNECT_RESP2 IU
Middle U of Exchange 1
Sl transferred
(Device_Header details:
FCVI_HANDLE=FFFFFFFFHh,

FCVI_CONNECT_RESP2 IU
Middle IU of Exchange 2
Sl transferred
(Device_Header details:
FCVI_HANDLE=HA,

FCVI_FLAGS="same as RESP4IU”, FCVI_FLAGS=0,
FCVI_MSG_ID=0, FCVI_MSG_ID=0,
00000001f) 00000002h)

FCVI_CONNECT_RESP3 IU
LasblU.of Exchange 2
(Device_Header details:
FCVI_HANDLE=HB,

FCVI_CONNECT_RESP3 IU
Last IU of Exchange 1
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh,

SN

FCVI_FLAGS=0, FCVI_FLAGS="same as RESP1 IU",
FCVI_MSG_ID=0, FCVI_MSG_ID=0,
00000002h) 00000001h)

Figure 10 — Peer-to-peer connection setup, concurrent matching peer requests

For Concurrent Matching Peer-to-Peer Requests, an arbitration protocol shall be used to guarantee that
only one Peer accepts a matching Connect Request and successfully completes the Connection Setup. A
comparison between the Port_Names of the connection originators is used for the arbitration protocol.
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The
Req
Con

Peer with the numerically lower Port_Name shall win the arbitration and rejects the Peer's Connect
uest. The Peer with the numerically higher Port_Name shall lose the arbitration and accept the Peer’s
nect Request. Thus, the Peer with the numerically lower Port_ Name successfully completes the Con-

nection Setup. The following rules define the arbitration protocol for Concurrent Matching Peer-to-Peer Re-
quests:

a) If my Port_Name is greater than my Peer's Port Name, send a FCVI_CONNECT_RESP1 of “Ac-

cept’” (CONN_STS = 0 in FCVI_FLAGS).

b) Else, if my Port Name is less than the Peer's Port Name, wait for the Peer’s

FCVI_CONNECT_RESP1.

To s
Reg
con
mat

Tab
Cor

1) If the Peer's FCVI_CONNECT_RESP1 is “No Waiting Remote Connectionpoint” or “Ne ‘Discrimi-
nator Match”, send a FCVI_CONNECT_RESP1 of “Connect Accept”.

2) Else, if the Peers FCVI_ CONNECT RESP1 is “Connect Accept’, sénd a
FCVI_CONNECT_RESP1 with CONN_STS equal to one with a Reason/Code of “Conrject Re-
ject - Concurrent Matching Peer Requests”.

3) Else, if the Peer's FCVI_CONNECT_RESP1 is “Connect Reject ~ Concurrent Matching Heer Re-
quests”, send a FCVI_CONNECT_RESP1 with CONN_STS edual to one with a Reason [Code of
“Connect Reject - Protocol Error”.

4) Else, send a FCVI_CONNECT_RESP1 with CONN_STS equal to one with a Reason Code of
“Connect Reject”.

Else, if my Port Name equal to Peer's Pori)Name, send a FCVI_CONNECT_RESKP1 with
CONN_STS equal to one with a Reason Code-of “Connect Reject - Protocol Error”.

upport loopback of Peer-to-Peer Connection(Setup, a FC-VI Provider shall recognize that the Connect
uest originator and the Connect Request‘tesponder are the same Port and simulate the Porf_Name
parison with an implementation dependent mechanism (i.e., the ability to arbitrate between cofcurrent
ching requests).

e 2 defines the correct FCVI .CONNECT_RESP1 from the Peer (Peer B) with the lower Port_Name for
current Matching Peer-to-Reer Requests for each possible FCVI_CONNECT_RESP1 from fthe Re-

mote Peer with the higher Port) Name (Peer A). See Annex A for examples of Concurrent Matchirlg Peer-

to-H

Figy
Por

eer Requests.

re 2 is an example-of Concurrent Matching Peer-to-Peer Requests. Peer 1 is Port A, while Peer 2 is
B. The thicker arrows correspond to IUs for Exchange 2, while the thinner arrows corresponfl to Ex-

chahge 1. In the_case illustrated, Peer 1’s Port_Name is numerically greater than Peer 2’s Port| Name.

Pes
con

r 1 accepts the connection request while Peer 2 rejects it. Thus, Peer 2 shall successfully complete the
nection,

5.3.6 ~FC-VI| Disconnect Operation

Figure 11 shows the FC-VI protocol to perform a FC-VI Disconnect. A VI Application decides when it is ap-
propriate to disconnect, according to the VI Architecture specifications. A FC-VI Disconnect operation may

be i

nitiated from either FC-VI Port by sending a FCVI_DISCONNECT_RQST IU. The other FC-VI Port

shall respond with a FCVI_DISCONNECT_RESP IU. The FC-VI Provider that controls the FC-VI Port may
also issue a Disconnect in certain cases.
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Table 2 — Peer B actions based on connect responses from peer A

Response from Peer A
(higher Port_Name)

Connect Accept

Peer B (lower Port_Name) Replies with:

Connect Reject -
Concurrent Matching Peer Requests

No Discriminator Match Connect Accept

No Waiting Remote Connectionpoint Connect Accept

Connect Reject - Connect Reject - Protocol Error

Concurrent Matching Peer Requests

Connect Reject - Transport Error Connect Reject

Connect Reject - Protocol Error Connect Reject

Any other response Connect Reject

FC-VI Port A FC-VIPort B

(Port A's FCVI_HANDLE = HA,
Last Message ID Originated was MA
Last Message ID Successfully com-

pleted was MX)

(Port B's FEVI_HANDLE = HB,
Last Message ID Originated was MB
Last Message ID Successfully com-

pleted was MY)

FCVI_DISCONNECT_RQST IU
First Sequence of Exchange
Sl transferred
(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MX)

FCVI_DISCONNECT_RESP IU
Last Sequence of Exchange
(Device_Header details:
FCVI_HANDLE=HA,
FCVI_MSG_ID=MY)

Figure 11 — FC-VI disconnect operation

5.4 ExchangelD reuse

FC}VI requires Exchange termination on the last IU, either request or response, of the Messagg. Each
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5.5

Sequence ID reuse

As required by ISO/IEC 14165-251 (FC-FS), all FC-VI Information Units shall be represented by one FC
Sequence. The Sequence ID (SEQ_ID) may be reused by the Sequence Initiator as soon as the Sequence
is closed.

NOTE FC-FS requires the use of at least two different SEQ_IDs for Sequence streaming.

In Class 3, the Sequence Initiator shall consider a Sequence closed when the last frame of the Sequence
is sent. In Class 2, the Sequence Initiator shall consider a Sequence closed when all ACKs for all frames in

the [Sequence have been received. For either class 2 or class 3 a Sequence ID may be reusedyw

Seq

5.6

FC-VI frames shall use a Continuously Increasing Sequence Count for each Exchangé to assist d
poténtially missing frames. Sequence Count shall not repeat within one IU. An FC<VI Port shall set

bit 1

FC-\VI Port shall set Word 1, bit17 in the ACC to a PLOGI.

If the SEQ_CNT (S) bit is not set in the PLOGI or ACC, an FC-VI Portshall reject any Connect F
from the Port that sent the PLOGI or ACC with the (S)/bit not set by transmi

FC
add
with

To f
tor
for
Con
bytg
the

If th
Re(
FC
add
with

uence ID has been recovered after a Sequence error.

Frame synonym detection

7 - SEQ_CNT (S) - to one in the N_Port Common Service Parameters when originating a PL

| CONNECT_RESP1 with CONN_STS set to one and a Reason Code of “Invalid Service P
tion, an FC_VI Port shall not originate a FC-VI Connection(Setup with a Port that sent a PLOGI
the (S) bit not set.

acilitate frame synonym detection at the Sequence Recipient, FC-VI requires that the Sequeng
bhall use Continuously Increasing Relative Offset. All FC-VI compliant N_Ports shall indicate
Continuously Increasing Relative Offset by §etting the Continuously Increasing (C) bit to on
hmon Service Parameters of both the PLOGI and ACC (Word 1, bit 30). The Relative Offset of

maximum relative offset of any byte of'the VI Message payload in the previous Sequence.

e Continuously Increasing (C).bit'is not set the PLOGI or ACC, an FC-VI Port shall reject any (
uest from the Port that:sent the PLOGI or ACC with the (C) bit not set by transm
| CONNECT_RESP1 withh CONN_STS set to one and a Reason Code of “Invalid Service P
tion, an FC_VI Port shall-not originate a FC-VI Connection Setup with a Port that sent a PLOGI
the (C) bit not set.

hen the

ptecting
Word 1,
DGI. An

Request
ting a
arm”. In
or ACC

e Initia-
support

e in the

the first

of the VI Message payload in the first ffame of the next Sequence to transmit shall be +1 greater than

Connect
tting a
Arm”. In
or ACC
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Figure 12 shows an example of FC-2 header operation during an FC-VI Exchange. Figure 12 assumes a
uniform frame size.

FC-VI Port A FC-VI Port B

Message Request Frame

first frame of first U
(FC2 Header details: \
SEQ_ID=S1a, SEQ_CNT=0,

RO = 0)

5.7

VI
by

Message Request Frame

last frame of first U
(FC2 Header details: \
SEQ_ID=S1a, SEQ_CNT=M,
RO = M-1 * Frame Size)
Message Request Frame

first frame of next IU

(FC2 Header details: \
SEQ_ID=S2a, SEQ_CNT=M+1,

RO =M * Frame Size)

Message Request Frame

last frame of next IU
(FC2 Header details: \
SEQ_ID=S2a, SEQ_CNT=N;{
RO = N-1 * Frame Size)
Message Response Frame
first and last frame of IU
(FC2 Header details:

SEQ_ID=S1b, SEQ_CNT=0,
RO = 0)

Figure 12 — FC-FS header for send operation

VI message length

Messdges may be a maximum length of 232 4 bytes, which is the maximum VI Message size s
he’ V-Architecture.

pecified
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5.8

FC-FS header usage for FC-VI

5.8.1 FC-FS header usage

For FC-VI, fields in the frame header use the standard FC-FS definitions. The following explanations of the
FC header fields provide information about the use of those fields to implement FC-VI functionality. If a
field is not defined below, then its usage is the same as defined by FC-FS.

5.8.2 CS_CTL field

FC-VI Providers that choose to make use of the PREF bit defined in the CS_CTL field of the frameheader

(sed
Cor
Fibn
the
and
set
the
one

5.8,

The

5.8.4 F_CTL field

For

in the last Message Request IU. For Message Requests that do require a Message Response,

que
to o)

For
FC
Seq
to ¢
FC

5.8.6 DF_CTL field

The

FC-FS) shall conform to the following policy: Use of the Preference Function shall be on ape
nection basis. If a particular FC-VI Connection is to make use of the Preference Function the
e Channel frame for a VI Message sent on that FC-VI Connection shall have the PREF, bit s¢e
CS_CTL field. If a particular FC-VI Connection is not making use of the Preference Function th
every Fibre Channel frame for a VI Message sent on that FC-VI Connection shall have the P
0 0inthe CS_CTL field. Each FC-VI Endpoint of an FC-VI Connection may indépendently mak
Preference Function. It is not required that both FC-VI Endpoints simultaneously set the PRE

The Preference Function shall only be used for FC-VI Message Transfer operations.

B TYPE field

TYPE field shall be 58h for all frames of any FC-VI IU.

Message Requests that do not require a Message Response, the Last Sequence bit shall be se

r FC-VI
n every
tto1in
bn each
REF bit
b use of
F bit to

t to one
the Se-

hce Initiative bit shall be set to one in the last Méssage Request IU. The Last Sequence bit sha]l be set

he in the last Message Response |U.

FC-VI Connection Setup IUs, the Sequence Initiative bit shall be set to of
|_CONNECT_RQST IU, a FCVI_CONNECT_RESP1 IU and a FCVI_CONNECT_RESP2 IU. T
uence bit shall be set to one in a FCVI_CONNECT_RESP3 IU. The Sequence Initiative bit sha
ne in a FCVI_DISCONNECT_RQST IU. The Last Sequence bit shall be set to o
|_DISCONNECT_RESP IU.

DF_CTL field indicates any optional headers that may be present. FC-VI IUs require either a

byte

De

ice_Headefassociated with each IU is defined in Table 1, in the DH Size column.

e in a
he Last
| be set
ne in a

16 or 32
Device _Header. The Device_Header is present in all frames of any FC-VI IU. The siz¢ of the

equires

that the SEQ CNT shall be contlnuously increasing within an Exchange mdependent of whether the Se-
quence is streamed or non-streamed. The Sequence Initiator shall not reuse the same SEQ_CNT within a
single Sequence.

See 5.5.
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The Parameter field shall indicate the Relative Offset of the first byte of each frame’s payload, referenced
to a starting value of 0. FC-VI requires that the Relative Offset shall be continuously increasing within an
Exchange. For RDMA operations, the Relative Offset value of each frame shall be added to the
FCVI_RMT_VA field in the Device Header to determine the starting address for the VI Application buffer
read or write.

See 5.5.
5.9 FC-VIdevice_header
5.911 FC-VI device_header description
Every FC-VI frame shall contain a Device_Header. For FCVI_SEND_RESP and FCVI. WRITH RESP
U4, a 16 byte Device Header is used, as shown in Table 3. For all other IUs, a 32 byte . Device Hgader is
usgd, as shown in Table 4.
Table 3 — 16-byte FC-VI device_header
Bits 31to 24 23to 16 15 to 08 07 to00
Word Byte 0 Byte 1 Byte 2 Byte 3
0 FCVI_HANDLE
1 FCVI_OPCODE FCVI_FLAGS Reserved
2 FCVL-MSG_ID
3 FCVIANRARAMETER
Table 4 — 32-byte FC-VI device_header
Bits 31to 24 23 to 16 15 to 08 07 to 00
Word Byte 0 Byte 1 Byte 2 Byte 3
0 FCVI_HANDLE
1 FCVI_OPCQODE FCVI_FLAGS Reserved
2 FCVI_MSG_ID
3 FCVI_PARAMETER
4 (MSB)
FCVI_RMT_VA
5 - - (IsB)
6 FCVI_RMT_VA_HANDLE
i FCVI TOT LEN/FCV|I CONNECTION ID

5.9.2 FCVI_HANDLE field

The FCVI_HANDLE field is used by a FC-VI Port to uniquely identify the FC-VI Endpoint for the incoming
FC-VI IU. Each FC-VI Port shall put the correct FCVI_HANDLE value into every IU transmitted on an FC-
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VI Connection. The FCVI_HANDLE value for each FC-VI Endpoint of an FC-VI Connection is established
during FC-VI Connection Setup. Each FC-VI Port chooses its own FCVI_HANDLE value for the other FC-
VI Port to use. Values from 00000000h to FFFFFFFEh are valid FCVI_HANDLEs.

The value of FFFFFFFFh is used to indicate a not yet assigned FCVI_HANDLE. It shall be used for the first
two IUs sent during FC-VI Connection Setup, FCVI_CONNECT_RQST and FCVI_CONNECT_RESP1. It
shall also be used for a FCVI_DISCONNECT_RQST sent during FC-VI Connection Setup when the
FCVI_HANDLE is not yet for the Remote Endpoint of the connection.

5.9.3 FCVI_OPCODE field

FCVYI1_OPCODE assigned to the various FC-VI IUs. There are four different IU categories defined.' The FC-
VI Gonnect Request/Response I1Us are used for creating and destroying FC-VI Connections ‘betw¢en FC-
VI Rorts. The VI Message Request/Response |Us are used for Message Transfer only. after thge FC-VI
Corlnection is established.

Thg FCVI_OPCODE field completely specifies the FC-VI IU type and format. Table 1 indicTes the

5.94 FCVI_FLAGS field

5.9.4.1 FCVI_FLAGS field description
Thel FCVI_FLAGS field contains control flags for the FC-VI operation.'\Reserved bits shall always Ipe zero.
Tabje 5 define the FCVI_FLAGS settings for Message Request IUs;Table 6 defines the FCVI_FLAGS set-
tingp for Message Response IUs; Table 7 defines the FCVI_FLAGS settings for Connect Request |Us; Ta-
ble P defines the FCVI_FLAGS settings for Connect Response |Us; Table 10 define the FCVI_FLAGS
settlngs for Disconnect IUs.

5.9.4.2 FCVI_FLAGS for message request IlUs

Thel FCVI_FLAGS bit positions and definitions forall Message Request IUs are shown in Table 5.

Table 5 — FCVI_FLAGS:Bit definitions for message request IlUs

Bit Position Bit Name Bit Definition
7 Reserved 0
6 Reserved 0
3 Reserved 0
4 Reserved 0
3 Reserved 0
2 Reserved 0
1 Reserved 0
0 IMM_DATA FCVI_PARAMETER field is Immediate Data when ong

If IMM_DATA (bit zero) in FCVI_FLAGS is equal to one, the FCVI_PARAMETER field in the FC-VI
Device Header (Word 3) shall contain Immediate Data. If IMM_DATA in FCVI_FLAGS is equal to zero, the
FCVI_PARAMETER field in the FC-VI Device_Header (Word 3) is reserved. IMM_DATA may only be set
fora FCVI_SEND_RQST or a FCVI_WRITE_RQST IU.
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5.9.4.3 FCVI_FLAGS for message response IUs

The bit positions and definitions for all Message Response |Us are shown in Table 6.

Table 6 — FCVI_FLAGS Bit definitions for message response IUs

Bit Position Bit Name Bit Definition
7 Reserved 0
6 Reserved 0
3 Reserved 8
4 Reserved 0
3 TRANS_ERR Transport Error when one.
2 PROT_ERR RDMA Protection Error when pne)
1 DESC_ERR Remote Descriptor Error when one.
0 RESP_ERR Message Transfer successful whenzero, errored when pne.

Fof Message Response IUs, the RESP_ERR bit is set when the VI Message responder indicates & failure
of fhe Message Transfer. The reason for the failure is indicated.by» TRANS_ERR, PROT_ERR and
DESC_ERR. The definitions of the TRANS_ERR, PROT_ERR‘and DESC_ERR bits are defined in
5.9,7.3.1, Descriptor Error Reason Codes.

5.914.4 FCVI_FLAGS for connect request IlUs

The bit positions and definitions for all Connect Request IUs are shown in Table 7.

Table 7 — FCVI_FLAGS Bit.definitions for connect request IUs

Bit Position Bit Name Bit Definition
7 Reserved 0
6 Reserved 0
S Reseryed 0
4 RETRY Retried Connection Setup when one
3 FCVI)CONN_INF | If one, the Connect Request contains 256 bytes of FC-VI Provider Con-
0 nect Info
If zero, the 256 bytes of FC-VI Provider Connect Info is not pregent

2 CONN_MODE2 Connection Mode bit 2

CONN_MODE1 Connection Mode bit 1
0 CONN_MODEO Connection Mode bit 0

For Connect Request IUs, the Connection Mode bits 2:0 shall define the connection mode requested. The
defined values are shown in Table 8.

If FCVI_CONN_INFO is set to one, the payload of the FCVI_CONNECT_RQST IU contains 256 bytes of
connection information from the Local FC-VI Provider in the FCVI_CONNECT_INFO field in the
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FCVI_CONNECT_RAQST payload. If FCVI_CONN_INFO is set to zero, the 256 bytes of connection infor-
mation are not present in the FCVI_CONNECT_RQST IU.

Connection information may be passed between FC-VI Providers in the FCVI_CONN _INFO field. There is
currently no defined VI Architecture interface to allow VI Applications to specify connection information dur-
ing Connection Setup.

If RETRY is set to one, the FCVI_CONNECT_RQST IU is part of a retried Connection Setup for a particu-
lar value of FCVI_CONNECTION_ID. If RETRY is set to zero, the FCVI_CONNECT_RQST IU part of an
initial Connection Setup for a particular value of FCVI_CONNECTION_ID. The Connect Request originator
shall set the RETRY bit in the FCVI_CONNECT_RQST IU when a Connection Setup is being retried.

Table 8 — FC-VI connection mode definition

CONN_MODE[2:0] Connection Mode
111 0
110 0
101 0
100 0
011 0
010 Peer-to-Peer Connect Request
001 Client-Seryer‘Connect Request
000 0

In Tlable 8, for Connect Request IUs a Connection®™Mode of 001b indicates a Client-Server Connect Re-
quept, while a Connection Mode of 010b indicatessa Peer-to-Peer Connect Request.

5.9.4.5 FCVI_FLAGS for connect response IUs

Thel bit positions and definitions for alFConnect Response IUs are shown in Table 9.

Table 9 — FCVI__FLAGS Bit definitions for connect response IUs

Bit Position Bit Name Bit Definition
7 Reserved 0
6 Reserved 0
5 Reserved 0
4 Reserved 0
3 Reserved 0
2 RETRVY Ratriad ContactionSatmarbonon
""" m\ouTrecu ' ourirmieouuvutt \JULUP AAARAYA R4 N A
1 FCVI_CONN_INFO If one, the Connect Response contains 256 bytes
of FC-VI Provider Connect Info
If set to zero, the 256 bytes of FC-VI Provider Connect Info is not present
0 CONN_STS Connection Setup status is present when one.
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The CONN_STS bit is set to one when a Connection Setup status is available. It may be set in the
FCVI_CONNECT_RESP1 IU, FCVI_CONNECT_RESP2 IU or the FCVI_CONNECT_RESP3 IU. Thus,
CONN_STS may be set for all Connection IUs except FCVI_CONNECT_RQST. If CONN_STS is set, the
FCVI_PARAMETER field shall indicate the additional status information. See Table 11 and Table 12 for
the definition of Connection Setup status.

For a FCVI_CONNECT_RESP1 IU, if FCVI_CONN_INFO is set to one, the payload of the
FCVI_CONNECT_RESP1 IU contains 256 bytes of connection information from the Remote FC-VI Pro-
vider in the FCVI_CONNECT _INFO field. If FCVI_CONN_INFO is set to zero, the 256 bytes of connection
information are not present in the FCVI_CONNECT_RESP IU.

If RETRY is set to one, the Connect Response IU is part of a retried Connection Setup for a particyilar val-
ue jof FCVI_CONNECTION_ID. If RETRY is set to zero, the Connect Response U part of an_initlal Con-
negtion Setup for a particular value of FCVI_CONNECTION_ID. RETRY shall be set to oneforall [Us sent
on f retried Connection Setup.

The Connect Setup responder shall set the RETRY bit in the FCVI_CONNECT_RESP1 and
FCVI_CONNECT_RESP3 IUs equal to the RETRY bit it received in the FCVI_C@NNECT_RQST [IU with-
in an Exchange. The Connect Setup requestor shall set the RETRY bit in the:FCVI_CONNECT _|RESP2
IU equal to the RETRY bit it sent in the FCVI_CONNECT_RQST IU within.an*Exchange.
5.914.6 FCVI_FLAGS for disconnect IlUs

The bit positions and definitions for all Disconnect IUs is shown in-Table 10.

Table 10 — FCVI_FLAGS Bit definitions for disconnect IUs

Bit Position Bit Name Bit Definition
7 Reserved 0
6 Reserved 0
S) Reserved 0
4 Reserved 0
3 Reserved 0
2 CONN,SETUP_ABORT | If one, a Connection Setup is being aborted
If zero, an established connection is being
aborted.
1 VI_APP_DISCON If one, the VI Application has issued a Disconnect
request
If zero, the FC-VI Provider has issued a Disconnect
request
0 CONN_STS Connection Setup status is present when one.

The CONN_STS bit is set to one when additional connection status information is available. It may be set
in the FCVI_DISCONNECT_RQST IU or the FCVI_DISCONNECT_RESP IU. If CONN_STS is set, the
FCVI_PARAMETER field shall indicate the additional status information. See Table 11 and Table 12 for
the definition of connection status. If the CONN_STS bit is set to zero, no additional connection status in-
formation is available.
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For a FCVI_DISCONNECT_RQST IU, if VI_APP_DISCON (bit one in FCVI_FLAGS) is set to one, a VI Ap-
plication has issued the Disconnect Request. For a FCVI_DISCONNECT_RQST IU, if VI_APP_DISCON is
set to zero, the FC-VI Provider has issued the Disconnect Request. In a FCVI_DISCONNECT_RESP IU
the VI_APP_DISCON shall be set equal the VI_APP_DISCON in the FCVI_DISCONNECT_RQST IU for
this Exchange.

If the CONN_SETUP_ABORT bit is set to one, the Disconnect request origniator is aborting a Connection
Setup. If the CONN_SETUP_ABORT bit is set to zero, the Disconnect request origniator is aborting an es-
tablished connection. For a FCVI_DISCONNECT_RESP IU, CONN_SETUP_ABORT shall be the same as
that received in the FCVI_DISCONNECT_RQST IU for this Exchange.

595 Reserved fields

All bits in any Reserved field shall be set to zero by the originator. The responder shall ignare-all bif values
in ahy Reserved field.

596 FCVI_MSG_ID field

Theg FCVI_MSG_ID field is used to uniquely identify a VI Message within a EC-VI Endpoint on g FC-VI
Connection. The FCVI_MSG_ID field facilitates the Message responder-detecting lost Messages. Each
Megsage originator maintains a FCVI_MSG_ID count for Messages sent'en each of its open FC-VI Con-
neclions. The FCVI_MSG_ID shall be assigned by the originator for.alkRequest IUs. The originafor shall
use|a value of 00000001h on the first Message of the VI. Subsegquent Messages shall increment the
FCYI_MSG_ID by one. When the FCVI_MSG_ID reaches FFRFFFFFh, the originator shall wWrap the
FCYI_MSG_ID to 0000000h on the next Message. The(reésponder shall return the originator’s
FCYI_MSG_ID value on all corresponding Response IUs for that Message.

To prevent Message frame synonyms, the FC-VI Provider shall not wrap FCVI_MSG_ID within R_A_TOV.
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The format of the FCVI_PARAMETER field is specified by the FCVI_FLAGS field.

For VI Message Request IUs (except FCVI_READ_RQST), if the FCVI_FLAGS field has the IMM_DATA
bit asserted, then the FCVI_PARAMETER field contains Immediate Data from the Descriptor. Otherwise,
the FCVI_PARAMETER field shall be zero for Message Request IUs.

For Message Response IUs, the Parameter field shall be set to zero.

For Connect Request IUs, the Parameter field shall be set to zero.

For Connect Response and Disconnect IUs, if the CONN_STS bit is set in the FCVI_IELAGS field, the

FCVI_PARAMETER field contains additional connection status information as showmin-Table 11.

Table 11 — FCVI_PARAMETER field for connect response and disconnect IUs

tion

Bits 31to 24 23to 16 15 to 08 07 to 00
Word Byte 0 Byte 1 Byte 2 Byte 3
0 Reserved Reason Réason Vendor
Code Explana- Unique
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The Reason Codes are defined in Table 12. A Reason Explanation of 00h indicates no additional explana-
tion for that Reason Code; all other values are reserved.

Table 12 — Reason code for CONN_STS

Code Point Reason Code
00h Reserved
01h No Discriminator Match
B2h Connect TImeout
03h No Waiting Remote Connectionpoint
04h Connect Reject
05h Connect Reject - Concurrent Matching Peer
Requests
06h to 1Fh Reserved
20h Connect Reject - Invalid Service Parm
21h Connect Reject - Protocol-Etror
22h Connect Reject - Transport Error
23h to 3Fh Reserved
40h Transport Error
41h RDMA(Pretection Error
42h Remote Descriptor Error
43h Remote/RDMA Write Protection Error
44h Remote RDMA Write Data Error
45h Remote RDMA Write Packet Abort
46h Remote RDMA Transport Error
47h Remote RDMA Read Protection Error
48h Protocol Error
49h Connection Setup Timeout
4Ah Connection Does Not Exist
4Bh Disconnect Accept
4Ch to 5Fh Reserved
60h to EFh Reserved
FOh to FFh Vendor Unique Error

Reason Codes 01h to 1Fh are non-error response codes for Connect Response IUs
(FCVI_CONNECT_RESP1, FCVI_CONNECT_RESP2 and FCVI_CONNECT_RESP3). Reason Codes
20h to 3Fh are error response codes for Connect Response IUs. Reason Codes 40h to 5Fh are valid for
Disconnect IUs (FCVI_DISCONNECT_RQST IUs or FCVI_DISCONNECT_RESP IUs). Reason Codes
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60h to 6Fh are reserved. Reason Codes 60h to 6Fh are Vendor Unique. The Vendor Unique field may be
used by FC-VI Providers to specify additional Reason Codes.

5.9.

5.9.

7.2 Connect response reason codes

7.2.1 Connect response non-error reason codes

The following Reason Codes are valid for all non-error status for Connect Response 1Us.

No Discriminator Match: There is no Remote Connectionpoint that matches the Discriminator in the
Connect Request.

Co
neq

No
er.

Co

hnect Timeout: The VI Application at the Connect Request originator has timed out waiting fo
t Response.

Waiting Remote Connectionpoint: There is no Connectionpoint waiting at the Remote FC-VI

hnect Reject: The Remote Endpoint has rejected the Connect Request.

a Con-

Provid-

Cohnect Reject - Concurrent Matching Peer Requests: The Remote-FC-VI Provider has defected a

Co

hcurrent Matching Peer Request and has rejected the Connect Requést.

Reserved: Reserved for future Connect Response non-error codes.

5.9

7.2.2 Connect response error reason codes

The following Reason Codes are valid for all error status for Connect Response IUs.

Co

hnect Reject - Invalid Service Param: The Remote FC-VI Provider has rejected the Connect F

dug to invalid PLOGI service parameters (se€.5.5).

Co
jec

Co

hnect Reject - Protocol Error: The\Remote FC-VI Provider has detected a protocol error and
ed the Connect Request.

Request

has re-

nhnect Reject - Transport Error: The Remote FC-VI Provider has detected a transport error and has
rej¢cted the Connect Request,

Reserved: Reserved for.future Connect Response error codes.

5.9

7.3 Messageéresponse / disconnect reason codes

7.3.1 Descriptor error reason codes

¢ VI Arch|tecture (see 2.3.1in VI ARCH) defines the following Descnptor error codes. The FC-

Descnptor Control Segment (see 52 in VI -DG).

The following Reason Codes are valid for all Message Response IUs and all Disconnect IUs.

Transport Error: The Local or Remote FC-VI Provider has detected a Fibre Channel transport error.
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RDMA Protection Error: A protection error for an RDMA operation was detected by the Remote FC-VI
Provider.

Remote Descriptor Error: The Remote FC-VI Provider has detected a Descriptor error. Possible errors
include no receive Descriptor posted, or length, format or protection error on Descriptor access.

5.9.

7.3.2 Remote FC-VI port non-descriptor errors

The VI Architecture defines non-Descriptor error codes (except for protocol error) as seen by the Local VI
Application when reported in an asynchronous error notification (See 3.8.1 in VI-DG). FC-VI allows the Dis-
connect originator to report the originator’'s non-Descriptor error codes in the FCVI_DISCONNECT_RQST

U,
FC

N
ei

Pd

or the Disconnect responder to report the responder’s non-Descriptor error codegq
|_DISCONNECT_RESP IU.

DTE The VI Architecture does not provide an interface to report these Remote errors to the Local VI Appl
her the Descriptor or an asynchronous error notification. The Local FC-VI Provider may record’'these erro

Thel following Reason Codes are valid for all Disconnect 1Us.

Remote RDMA Write Protection Error: The Remote FC-VI Providerdetected a protection error g
coming RDMA Write operation.

Rermote RDMA Write Data Error: The Remote FC-VI Provider detected a data corruption error o
coming RDMA Write operation.

Remote RDMA Write Packet Abort Error: The Remote FC-VI Provider detected a partial data p3

ani

hcoming RDMA Write operation.

Remote RDMA Transport Error: The Remate FC-VI Provider detected a Fibre Channel transport

ani

hcoming RDMA operation.

Rermote RDMA Read Protection Error: The Remote FC-VI Provider detected a protection error g
coming RDMA Read operation.

Protocol Error: The Remote FC-VI Provider detected a protocol error.

in the

cation in
Irs for re-

rting to a VI management application, or it may make the information available to a VI Application through a pro-
prietary interface.

n an in-

n an in-

cket on

error on

nanin-

Connection Setup Timeout: The Connect Request originator has detected a timeout waiting for a

FC

|_ CONNECTYRESP3 IU.

Connection Does Not Exist: The connection or Connection Setup does not exist at the Discon
hder,

spo

Dis
con

hect re-

nection or the Connection Setup.

Reserved: Reserved for future Message Response or Disconnect error codes.

ing the
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.7.3.3 Reserved for future expansion

Reserved: Reserved for future connection status or error codes.

5.9

.7.3.4 Vendor unique reason codes

Vendor Unique: Vendor unique error codes.

5.9

.8 FCVI_RMT_VA field

The FCVI_RMT_VA field specifies the base virtual address for the Remote memory region for the

IU.
By
val

5.9
Th
FC
U.

5.9

The FCVI_TOT_LEN field specifies the VI Message total datalength for all FC-VI Message Requ

Iti
FC

The FCVI_CONNECTION_ID field is used for all Gonnection IUs. It shall be used by the Connect |

Orig

Fo
FC

If &

shall be set equal to the FCVJ_ CONNECTION_ID field from the FCVI_CONNECT_RQS

FC
fiel

AV

FirLRDNMLREAD_RQSTKLmeFCVLRDMAJNRHE_RQSTIUormeFCVLRDMA;READ
|

t is reserved for all other IUs. The FCVI_RMT_VA is a 64 bit quantity. The MSB (Most Sig
e) appears in Word 4, Byte 0, while the LSB (Least Significant Byte) appears in Word 5;-Byt¢
e of FCVI_RMT _VA is identical for all IUs for a Message.

9 FCVI_RMT_VA_HANDLE field
e FCVI_RMT_VA_HANDLE field specifies the handle for the Remote memory region
VI_RDMA_READ_RQST IU, the FCVI_RDMA_WRITE_RQST IU or the FCVI_RDMA_READ
It is reserved for all other IUs.

10 FCVI_TOT_LEN field / FCVI_CONNECTION_ID field
ndicates the total Message length for FCVI_SENDYRQST IUs, FCVI_WRITE_RQST I
VI_READ_RQST IUs.

inator to assign a unique identifier to all open’Connection Setup operations.

 all Connect Response IUs, the FCVI_CONNECTION_ID field shall be set equa
VI_CONNECTION_ID field from the FCVI_CONNECT_RQST for that Exchange.

Connection Setup is aborted,(the FCVI_CONNECTION_ID field in the FCVI_DISCONNECT]

VI_CONNECTION_ID in‘the Disconnect response shall be set equal to the FCVI_CONNECT]
j from the FCVI_DISCONNECT_RQST.

alue of FFFFFFFFhis reserved for an unassigned or unknown FCVI_CONNECTION_ID.

| RESP
nificant
3. The

for the
| RESP

est [Us.

s, and

Request

to the

| RQST
T. The
ION_ID
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6

6.1

FC-VI Information Unit (IU) formats

FC-VI IU overview

The following subclauses describes the Device_Header and payload contents of the 1Us transferred during
an FC-VI operation. The Information Units used by FC-VI Ports and their characteristics are described in
5.1 of this document.

6.2

FCVI_SEND_RQST IU

6.2.1 FCVI_SEND_RQST IU description

The

or more FCVI_SEND_RQST IUs may be sent per Exchange. Refer to Figure 2 or Figure 3fora d

of th
Del
Red
6.2.
The

The
ing
The
The
ate
fielg
sha

The
tion

The

The
FC

6.3
6.3,

The

FCVI_SEND_RAQST IU shall transfer all or part of a VI Message to the Remote FC-VI Endpo
e complete Exchange. The Payload of each frame in this IU carries VI Application data.-For U
very and Reliable Delivery, the last FCVI_SEND_RQST IU shall terminate the Exchange. For

eption, the last FCVI_SEND_RQST IU shall transfer Sequence Initiative.

2 FCVI_SEND_RQST Device_Header information

FCVI_SEND_RQST IU shall contain a 32 byte FC-VI Device_Headeér'as shown in Table 4.

nt. One
efinition
reliable
Reliable

FCVI_HANDLE shall be set to the FCVI_HANDLE communicated by the Remote FC-VI Endpgint dur-

FC-VI Connection Setup.

FCVI_OPCODE field is defined in Table 1.

FCVI_FLAGS field is defined in Table 5. Sending:VI'lmmediate Data is optional with this 1U. If
Data is sent, the IMM_DATA bit in the FCVI_FLAGS field shall be one, and the FCVI_PARA
shall contain the Immediate Data value. Othérwise, the FCVI_PARAMETER and FCVI_FLAG
| be zero.

FCVI_MSG_ID field shall be incremented by one from the previously sent Message on this

FCVI_RMT_VA and FCVI.RMT_VA_ HANDLE shall be set to zero.

FCVI_TOT_LEN field is set to the total length of the VI Message. The FC-VI Provider s
|_TOT_LEN equako:the Length field in the Control Segment of the Descriptor (see 4.3 in VI-[

FCVI_SEND\RESP IU
1 FCVI_SEND_RESP IU description

FCV SEND_RESP IU shall be sent in response to a FCVI_SEND_RQST for Reliable Recey

mmedi-
METER
S fields

connec-

hall set
G).

tion. At

MO9S

torle FCVI SEND RESP IU shall be sent per VI Message. This 1U is not allowed for Unreliab

e Deliv-

ery or Reliable Delivery. Refer to Figure 3 for a definition of the complete Exchange. The Payload of this IU
shall be empty. This IU shall contain only one frame. The FCVI_SEND_RESP IU shall terminate the Ex-
change.
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6.3.2 FCVI_SEND_RESP Device_Header information

The FCVI_SEND_RESP IU shall contain a 16 byte FC-VI Device_Header as shown in Table 3.

2007(E)

The FCVI_HANDLE shall be set to the FCVI_HANDLE communicated by the Remote FC-VI Endpoint dur-

ing FC-VI Connection Setup.
The FCVI_OPCODE field is defined in Table 1.

The FCVI_FLAGS field is defined by Table 6.

The¢ FCVI_PARAMETER field shall be zero.

6.4 FCVI_WRITE_RQST IU

6.41 FCVI_WRITE_RQST IU overview

The FCVI_WRITE_RQST IU shall write all or part of a VI Message to the Remote FC-VI Endpoint
Message data is written to the Remote virtual address generated by adding the:FCVI_RMT_VA fie
Deyice Header and the Relative Offset field in the frame header. One or-more FCVI_WRITE_R(
maly be sent per Exchange. Refer to Figure 4 or Figure 5 for a definition“ef the complete Exchan
Payload of each frame in this IU carries VI Application data. For Unreliable Delivery and Reliable [}
thg last FCVI_WRITE_RQST IU shall terminate the Exchange. For Reliable Reception,
FCVMI_WRITE_RQST IU shall transfer Sequence Initiative.

6.42 FCVI_WRITE_RQST IU Device_Header information

The¢ FCVI_WRITE_RQST IU shall contain a 32 byte.EC*VI Device_Header as shown in Table 4.

The FCVI_HANDLE shall be set to the FCVI_HANDLE communicated by the Remote FC-VI Endp
ing|FC-VI Connection Setup.

The FCVI_OPCODE field is defined in Table 1.

The VI
dinthe
ST IUs
ge. The
elivery,
he last

bint dur-

The FCVI_FLAGS field is defined in Table 5. Sending VI Immediate Data is optional with this IU. If Imme-

digte Data is sent, then the\JMM_DATA bit in the FCVI_FLAGS field shall be one, ¢
FCNVI_PARAMETER field shall'contain the Immediate Data value. Otherwise, the FCVI_PARA
and FCVI_FLAGS fields shall be zero.

The FCVI_MSG_IDfield shall be incremented by one from the previously sent Message on the
tion.

nd the
METER

connec-

The FCVI_RMT_VA field shall be set to the base address of the Remote virtual memory region where the

VI Message'shall be written to. This value shall be the same for all Request IUs in the Message.

_RMT_VA_HANDLE is the handle for the Remote virtual memory reg
shall be written to. This value shall be the same for all request IUs in the Message.

The FCVI_TOT_LEN field is set to the total length of the VI Message. The FC-VI Provider s

essage

hall set

FCVI_TOT_LEN equal to the Length field in the Control Segment of the Descriptor (see 4.3 in VI-DG).

This value shall be the same for all request IUs in the Message.
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6.5

6.5.

FCVI_WRITE_RESP IU

1 FCVI_WRITE_RESP IU description

The FCVI_WRITE_RESP IU shall be sent in response to a FCVI_WRITE_RQST for Reliable Reception. It
is not allowed for Unreliable Delivery or Reliable Delivery. At most one FCVI_WRITE_RESP IU shall be
sent per VI Message. Refer to Figure 5 for a definition of the complete Exchange. The Payload of this IU
shall be empty. This IU shall contain only one frame. The FCVI_WRITE_RESP IU shall terminate the Ex-
change.

6.5.2 FCVI_WRITE_RESP IU Device_Header information

The

The
ing

The
The
The
The
6.6

6.6.

The
Ui

FCVI_WRITE_RESP IU shall contain a 16 byte FC-VI Device_Header as shown in Table 3:

FC-VI Connection Setup.
FCVI_OPCODE field is defined in Table 1.
FCVI_FLAGS field is defined in Table 6.
FCVI_MSG_ID field shall be the same as that received in the FCVINWRITE_RQST IU.
FCVI_PARAMETER field shall be zero.
FCVI_READ_RQST IU
1 FCVI_READ_RQST IU description

FCVI_READ_RAQST IU shall request the read of a VI Message from the Remote FC-VI Endpg
5 allowed only for Reliable Delivery or Religble Reception. The VI Message data is read from

mofe memory region beginning at the vittual address specified in the FCVI_RMT_VA fielq

DeV
tiati
cha

6.6.
The

The
ing

The

ice_Header. The Payload of this IU shall be empty. This IU shall contain only one frame. Sequs
Ve shall be passed at the completion of this IU. Refer to Figure 6 for a definition of the comp
hge.

P FCVI_READ_RQST IU Device_Header information

FCVI_READ_RQST U shall contain a 32 byte FC-VI Device_Header as shown in Table 4.

FC-VI Conngection Setup.

FCVISOPCODE field is defined in Table 1.

The

FCVI_HANDLE shall be set to the FCVI_HANDLE communicated by the Remote FC-VI'Endpgint dur-

int This
the Re-

of the
nce Ini-
ete Ex-

FCVI_HANDLE .shall be set to the FCVI_HANDLE communicated by the Remote FC-VI Endpgint dur-

FCVI FLAGS field is defined in Table 5. Sending VI Immediate Data is not allowed with this

IU. The

IMM_DATA bit in the FCVI_FLAGS field shall be zero, and the FCVI_PARAMETER field shall be zero.

The FCVI_MSG_ID field shall be incremented by one from the previously sent Message on the connec-

tion
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The FCVI_RMT_VA field shall be set to the base address of the Remote virtual memory region where the

W

Message shall be read from.

The FCVI_RMT_VA_ HANDLE is the handle for the Remote virtual memory region where the VI Message

sh

all be read from.

The FCVI_TOT_LEN field is set to the total length of the VI Message. The FC-VI Provider shall set
FCVI_TOT_LEN equal to the Length field in the Control Segment of the Descriptor (see 4.3 in VI-DG).

6.7 FCVI_READ_RESP IU

6.711 FCVI_READ_RESP IU description

The FCVI_READ_RESP IU shall be sent in response to a FCVI_READ_RQST for Reliable Deliv
Reliable Reception. It shall transfer all or part of a VI Message to the Remote FC-VI Endpoint.
Message data is read from the Remote virtual address generated by adding the FCVIPRMT_VA
thel Device_Header and the Relative Offset field in the frame header. One or mate’FCVI_READ

V)

g may be sent per Exchange. The last FCVI_READ_RESP IU shall terminate(the Exchange.

Figure 6 for a definition of the complete Exchange. The Payload of each frame:in this IU carries
catjon data.

6.712 FCVI_READ_RESP IU Device_Header information

The FCVI_READ_RESP IU shall contain a 32 byte FC-VI DevicevxHeader as shown in Table 4.

The FCVI_HANDLE shall be set to the FCVI_HANDLE communicated by the Remote FC-VI Endp
ing|FC-VI Connection Setup.

The FCVI_OPCODE field is defined in Table 1.

The FCVI_FLAGS field is defined by Table 6:

The MSG_ID field shall be the same as:that received in the FCVI_READ_RQST IU.

The FCVI_PARAMETER field shall be zero.

VI

Message is read from. This value shall be the same as the FCVI_RMT_VA field

FCVI_READ_RQST IU. TFhis value shall be the same for all Response IUs in the Message.

The FCVI_RMT_VA HANDLE is the handle for the Remote virtual memory region where the VI M

is

read from.This value shall be the same as the FCVI_RMT_VA_ HANDLE field

FCVMI_READ RQST IU. This value shall be the same for all Response IUs in the Message.

sh

ery and
The VI
field in
| RESP
Refer to

I Appli-

bint dur-

ThT FCVI_RMT_VA field shall)be set to the base address of the Remote virtual memory region where the

in the

essage
in the

is value

ThI FCVI_TOT_LEN field is set to the FCVI_TOT_LEN received in the FCVI_READ_RQST IU. Th
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6.8 FCVI_CONNECT_RQST IU

6.8.1 FCVI_CONNECT_RQST IU description

The FCVI_CONNECT_RQST IU shall request that an FC-VI Connection be established. Refer to Figure 8,
Figure 9, or Figure 10 for a definition of the complete Exchange. The Payload for the
FCVI_CONNECT_RQST IU is shown in Table 13. Sequence Initiative shall be passed at the completion of
this IU. The payload length for the FCVI_CONNECT_RQST IU is 596 bytes if the FCVI_CONNECT_INFO
is present, or 340 bytes if the FCVI_CONNECT _INFO is not present.

6.8.2 FCVI_CONNECT_RQST Device_Header information

Thel FCVI_CONNECT_RQST IU shall contain a 32 byte FC-VI Device_Header as shown in Table #.
Thel FCVI_HANDLE is unassigned.

Thel FCVI_OPCODE field is defined in Table 1.

Thel FCVI_FLAGS field are defined in Table 7.

Thel FCVI_MSG_ID field shall be set to zero.

Thel FCVI_PARAMETER field shall be zero.

Thel FCVI_RMT_VA shall be set to zero

Thel FCVI_RMT_VA_HANDLE shall be set to zero.

Thel FCVI_CONNECTION_ID shall be set to a unique value by the Connect Request originator.
6.83 FCVI_CONNECT_RAQST Payload Information

Table 13 shows the payload for the FCVINCONNECT_RQST IU.
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Table 13 — FCVI_CONNECT_RQST IU payload format

Bits 31to 24 23 to 16 15 to 08 07 to 00
Word Byte 0 Byte 1 Byte 2 Byte 3
0 Reserved
1 Reserved FCV'_REV'S'ON
2 FCVI_RQST_HANDLE
3 MSB
4 t6-38 ECVL 1 OC _ADDR
39 LSB
40 MSB
41t0 75 FCVI_REM_ADDR
76 LSB
77 MSB
18 to 83 FCVI_LOC_ATTRS
84 LSB
85 MSB
86 to 147 FCVI_CONNECT_INFO (optional)
148 LSB
The FCVI_REVISION field shall be set to 0001h to indicate the first revision of this standard.
The¢ FCVI_RQST_HANDLE field shall be*chosen by the Connect Request originator of this IU. The Con-
ne¢t Request responder shall use_this same FCVI_RQST_HANDLE in the FCVI_HANDLE field when
tramsferring VI Messages on this.FC=VI Connection.
The FCVI_LOC_ADDR field.is'the FCVI_NET_ADDRESS for the FC-VI Connectionpoint of the Connect
Reguest originator. Table 15 defines the format of this field.
The FCVI_REM_ADDR field is the FCVI_NET_ADDRESS for the FC-VI Connectionpoint of the Connect
Reguest responder. Table 15 defines the format of this field.
The FCVI_KOC ATTRS field is the VI attributes for the FC-VI Endpoint of the Connect Request or|ginator.
st, the

FCVI_CONN_ECT_INI_:O field contains 256 bytes of optiorzal Local FC-VI Provider supplied connection in-
formation passed from the Connect Request originator to the Connect Request responder. If the

FCVI_CONN_INFO is set to zero, the FCVI_CONNECT _INFO field is not present.
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6.9 FCVI_CONNECT_RESP1IU
6.9.1 FCVI_CONNECT_RESP1 IU description

The FCVI_CONNECT_RESP1 IU shall be sent in response to a FCVI_CONNECT_RQST IU. Refer to Fig-
ure 8, Figure 9, or Figure 10 for a definition of the complete Exchange. The Payload for the
FCVI_CONNECT_RESP1 IU is shown in Table 14. Sequence Initiative shall be passed at the completion
of this IU. The payload length for the FCVI_CONNECT_RESP1 IU is 596 bytes if the
FCVI_CONNECT_INFO is present, or 340 bytes if the FCVI_CONNECT _INFO is not present. The format
of the FCVI_CONNECT_RESP1 IU is identical to the format of the FCVI_CONNECT_RQST IU.

6.9.2 FCVI_CONNECT_RESP1 Device_Header information
Thel FCVI_CONNECT_RESP1 IU shall contain a 32 byte FC-VI Device_Header as shown in Tabld 4.
Thel FCVI_HANDLE field is unassigned.

Thel FCVI_OPCODE field is defined in Table 1.
Thel FCVI_FLAGS field shall be defined in Table 9.
Thel FCVI_MSG_ID field shall be set to zero.

If the FCVI_FLAGS field is zero, then the FCVI_PARAMETER field-shall be zero. If the FCVI_FLAGS field
is npt zero (i.e., the CONN_STS bit is set), then the FCVI_PARAMETER field shall contain connection sta-
tus |nformation as shown in Table 11 and Table 12.
Thel FCVI_RMT_VA shall be set to zero

Thel FCVI_RMT_VA_HANDLE shall be set to zere:

Thel FCVI_CONNECTION_ID shall be the-same as that received in the FCVI_CONNECT_RQSJT IU for
this|Exchange.
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6.9.3 FCVI_CONNECT_RESP1 Payload Information
Table 14 — FCVI_CONNECT_RESP1 IU Payload Format
Bits 31to 24 23 to 16 15 to 08 07 to 00
Word Byte 0 Byte 1 Byte 2 Byte 3
0 Reserved
1 Reserved FCV'_REV'S'ON
2 FCVI_RESP_HANDLE
3 MSB
4-38 FCVI_LOC_ADDR
39 LSB
40 MSB
41t0 75 FCVI_REM_ADDR
76 LSB
77 MSB
18 to 83 FCVI_LOC_ATTRS
84 LSB
85 MSB
86 to 147 FCVI_CONNECYT_INFO (optional)
148 LSB

The FCVI_REVISION field shall be set to 0001h to indicate the first revision of this standard.

The FCVI_RESP_HANDLE field shall be.chosen by the Connect Request responder, the originatg

IU.[The Connect Request originator shall use the value specified in the FCVI_RESP_HANDLE fiel
FCVI_HANDLE field in all Message'request IUs sent to the Connect Request responder on thi

Cohnection.

The FCVI_LOC_ADDR field is the FCVI_NET_ADDRESS for the FC-VI Connectionpoint of the (

Reguest responder. Table 15 defines the format of this field.

The FCVI_REM 'ADDR field is the FCVI_NET_ADDRESS for the FC-VI Connectionpoint of the
Reguest originator. Table 15 defines the format of this field.

The FCVIKLOC_ATTRS field is the VI attributes for the FC-VI Endpoint of the Connect Request r
er.[Table“16 defines the format of this field.

r of this
i for the
5 FC-VI

Connect

Connect

pspond-

If the FCVI_CONN_INFO is set to one in the FCVI_FLAGS field of the FCVI_CONNECT_RESP1, the
FCVI_CONNECT _INFO field contains 256 bytes of optional FC-VI Provider supplied connection informa-
tion passed from the Connect Request responder to the Connect Request originator. If the
FCVI_CONN_INFO is set to zero, the FCVI_CONNECT _INFO field is not present.
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6.10 FCVI_CONNECT_RESP2 IU

6.10.1 FCVI_CONNECT_RESP2 IU description

The FCVI_CONNECT_RESP2 IU shall be sent in response to a FCVI_CONNECT_RESP1 IU. Refer to
Figure 8, Figure 9, or Figure 10 for a definition of the complete Exchange. The payload for the
FCVI_CONNECT_RESP2 IU shall be empty. Sequence Initiative shall be passed at the completion of this
IU. This IU shall contain only one frame.

6.10.2 FCVI_CONNECT_RESP2 Device_Header information

The

The
FC

The
The
The
If th
isn
tus

The
The

The
cha

6.11
6.11
The
Fig
FC

only

6.11

The

FCVI_CONNECT_RESP2 IU shall contain a 32 byte FC-VI Device_Header as shown in Tahlg

4.

FCVI_HANDLE field shall be set to the FCVI_RESP_HANDLE received in the payload of the

|_CONNECT_RESP1 IU.

FCVI_OPCODE field is defined in Table 1.

FCVI_FLAGS field is defined in Table 9.

FCVI_MSG_ID field shall be set to zero.

e FCVI_FLAGS field is zero, then the FCVI_PARAMETER field shall be zero. If the FCVI_FLA
bt zero (i.e., the CONN_STS bit is set), then the FCVI_PARAMETER field shall contain connec
nformation as shown in Table 11 and Table 12.

FCVI_RMT_VA shall be set to zero

FCVI_RMT_VA HANDLE shall be set to zero¢

FCVI_CONNECTION_ID shall be the same as that sent in the FCVI_CONNECT_RQST IU for
hge.

FCVI_CONNECT_RESP3 IU
.1 FCVI_CONNECT_RESP3'IU description
FCVI_CONNECT_RESP3 IU shall be sent in response to a FCVI_CONNECT_RESP2 |U.
ire 8, Figure 9, orFigure 10 for a definition of the complete Exchange. The payload
|_ CONNECT_RESP3 IU shall be empty. This IU shall terminate the Exchange. This IU shall
one frame.

.2 FCVI)CONNECT_RESP3 Device_Header information

FCVI CONNECT_RESP3 IU shall contain a 32 byte FC-VI Device_Header as shown in Tablg

5S field
ion sta-

this Ex-

Refer to
for the
contain

4.

The FCVI_HANDLE field shall be set to the FCVI_RQST_HANDLE received in the payload of the
FCVI_CONNECT_RQST IU.

The

The

FCVI_OPCODE field is defined in Table 1.

FCVI_FLAGS field is defined in Table 9.
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The FCVI_MSG_ID field shall be set to zero.

:2007(E)

If the FCVI_FLAGS field is zero, then the FCVI_PARAMETER field shall be zero. If the FCVI_FLAGS field
is not zero (i.e., the CONN_STS bit is set), then the FCVI_PARAMETER field shall contain connection

sta

tus information as shown in Table 11 and Table 12.

The FCVI_RMT_VA shall be set to zero

The FCVI_RMT_VA_ HANDLE shall be set to zero.

The FCVI_CONNECTION_ID shall be the same as that received in the FCVI_CONNECT_RQST IU for

thig Exchange.

6.1

6.1

The¢ FCVI_DISCONNECT_RQST IU shall request an FC-VI Connection be removed or a Connect

up
FC

thig IU. This IU shall contain only one frame.

6.1

The¢ FCVI_DISCONNECT_RQST IU shall contain a 32 byte RC-VI Device_Header as shown in T3

Th

ing| FC-VI Connection Setup. If a Connection Setuplis being aborted and the FCVI_HANDLE of
mofe FC-VI Endpoint is unknown, the FCVI_HANDLE shall be set to FFFFFFFFh.

Th

The FCVI_FLAGS field is defined in Table’9. If the CONN_STS bit is set to one, the FCVI_PARA

fiel
11

neg
cor
to 2
the

If the Disconnect'eriginator is aborting a Connection Setup, the FCVI_MSG_ID field shall be set tg

the
FC

ThT FCVY_ RMT_VA shall be set to zero

2 FCVI_DISCONNECT_RQST IU

2.1 FCVI_DISCONNECT_RQST IU description

be aborted. Refer to Figure 11 for a definition of the complete Exchange. The Payload
VI_DISCONNECT_RQST IU shall be empty. Sequence Initiative shall-be passed at the comp

2.2 FCVI_DISCONNECT_RQST Device_Header information

FCVI_HANDLE shall be set to the FCVI_HANDLE.communicated by the Remote FC-VI Endp

FCVI_OPCODE field is defined in Table .

 contains additional connection_status information from the Disconnect responder as defined
and Table 12. If the CONN_STS bit is set to zero, the FCVI_PARAMETER is set to zero. If the
t originator is aborting a Cannection Setup, the CONN_SETUP_ABORT shall be set to one. If
nect originator is aborting_an established FC-VI Connection, the CONN_SETUP_ABORT sha
rero. If the VI Application issues the Disconnect request, the VI_APP_DISCON shall be set g
VI Provider issues-the Disconnect request, the VI_APP_DISCON shall be set to zero.

Disconnectiariginator is aborting an established connection, the FCVI_MSG_ID field shall be s
VI_MSGL ID of the last Message successfully completed by the Disconnect originator.

on Set-
for the
etion of

ble 4.

bint dur-
the Re-

METER
n Table
Discon-
the Dis-
| be set

one. If

zero. If
bt to the

The FCVI_RMT_VA_ HANDLE shall be set to zero.

If the Disconnect originator is aborting a Connection Setup, the FCVI_CONNECTION_ID shall be the
same as that sent or received in the FCVI_CONNECT_RQST IU for this Exchange. If the Disconnect orig-
inator is aborting an established connection, the FCVI_CONNECTION_ID shall be zero.
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6.13 FCVI_DISCONNECT_RESP IU

6.13.1 FCVI_DISCONNECT_RESP IU description

The FCVI_DISCONNECT_RESP IU shall be sent in response to a FCVI_DISCONNECT_RQST IU. Refer
to Figure 11 for a definition of the complete Exchange. The Payload for the FCVI_DISCONNECT_RESP
IU shall be empty. This IU shall contain only one frame, and the Exchange is terminated at the completion
of this 1U.

6.13.2 FCVI_DISCONNECT_RESP Device_Header information

Thel FCVI_DISCONNECT_RESP IU shall contain a 32 byte FC-VI Device_Header as shown in Ja

Dle 4.

Thel FCVI_HANDLE shall be set to the FCVI_HANDLE communicated by the Remote FC-VlEndpgint dur-

ing FC-VI Connection Setup. If a Connection Setup is being aborted and the FCVI_HANDLE of

mo

The

The

FC-VI Endpoint is unknown, the FCVI_HANDLE shall be set to FFFFFFFFh.
FCVI_OPCODE field is defined in Table 1.

FCVI_FLAGS field is defined in Table 9. The CONN_SETUP_ABORT and VI_APP_DISCQC

the Re-

N flags

shall be the same as that received in the FCVI_DISCONNECT_RQST¥ IU for this Exchangg. If the

CcoO
tion

ro, the FCVI_PARAMETER is set to zero.

If a
sha
the
the

The

The

The
this

NN_STS bit is set to one, the FCVI_PARAMETER field contains.additional connection status i
from the Disconnect responder as defined in Table 11 and Table-12. If the CONN_STS bitis s

Connection Setup is being aborted (CONN_SETUP_ABORT is set to one), the FCVI_MSG |
| be set to zero. If an established connection is being‘aborted (CONN_SETUP_ABORT is set 1
FCVI_MSG_ID field shall be set to the FCVI_MSG_1ID of the last Message successfully comp
Disconnect responder.

FCVI_RMT_VA shall be set to zero
FCVI_RMT_VA HANDLE shall be setto zero.

FCVI_CONNECTION_ID shall be the same as that received in the FCVI_DISCONNECT_RQS
Exchange. This field may enly’be non-zero when a Connection Setup is being aborted.

hforma-
bt to ze-

ID field
0 Zero),
eted by

T IU for
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FC-VI Addressing and naming

FC-VI Addressing and naming overview

2007(E)

This Clause defines address assignment for FC-VI Ports and the translation between VI Architecture ad-

dre

7.2

sses and FC-VI address constructs.

FCVI_NET_ADDRESS format

The VI Architecture does not define the format of a VI Address. Instead, the VI Architecture defines an ab-

stract VI Address structure for a VI NIC, which contains a Host Address and a Discriminator. Thi

dre

typ

}V

The VIP_NET_ADDRESS is visible to a VI Application and it is used {6 establish a VI connectio

Re

forl

The Host Address for FC-VI shall be an IPv6 address (seeRFC2373). The VI Architecture define

terf
an
FC
Eth

The specific format of the Discriminator portion of the VI Address is outside the scope of this stan

it is
tion
FC
sha

The

FC
tor
dre

The Discrimingtor is always allocated as a 128 byte field in FCVI_NET_ADDRESS.

tra:Lsport specific addressing structure. FC-VI maps a VIP_NET_ADDRESS to the FCVI_NET_AD

ss structure is called a VIP_NET_ADDRESS and is defined by VI Architecture as follows;
bdef struct {
VIP_UINT16 HostAddressLen;
VIP_UINT16 DiscriminatorLen;
IP_UINT8 HostAddress[1];
P_NET_ADDRESS;
mote VI Endpoint. The VI Architecture assumes that the VI Providéervnaps a VIP_NET_ADDRE

at.

ace to a generic name service to map from Host Names to Host Addresses. Since the Host Ad

IP address, FC-VI facilitates the use of DNS to-map between Host Names and IP addresses.

VI implicitly assumes that each FC-VI Host or‘lNode has the capability to access DNS, typical
ernet connection running TCP/IP.

intended to be application specific. However, the VI Architecture specifies that the Discriming
may be of variable width from Octo MaxDiscriminatorLen bytes as indicated in the VI NIC At
VI defines a 128 byte field in(FCVI_NET_ADDRESS field for the Discriminator. An FC-VI R
Il indicate a MaxDiscriminatorlen in the VI NIC Attributes of no more than 128 bytes.

actual byte length allocated within the Connect Request and response payload
VVI_NET_ADDRESS shall be 2 bytes (Reserved) + 1 byte (HostAddressLen) + 1 byte (Dis
Len) + 16 bytes((IP“Addr) + 128 bytes (Discriminator) = 148 bytes. For FC-VI, the value of |
ssLen shall bé\16 bytes. The value of DiscriminatorLen may be any value between 16 and 12

Tal
HQ

ble 15 llustrates the format used within FC-VI Connection IUs to convey a FCVI_NET_ADDRE
ST, ADD f|eld shaII be the Host Address in IPv6 format The MSB (Most Significant Byte

5 VI Ad-

N with a
SStoa
DRESS

s an in-
dress is
Thus,
y by an

jard, as
tor por-
ributes.
rovider

for the
rimina-
HostAd-
B bytes.

5S. The
) of the

is con-

tained in Byte 3, Word 4. The HOST_ADD | LEN shall be equal to 10h. The DISCRIM field shaII be the Dis-
criminator, whose actual length is specified by the DISCRIM_LEN field. The maximum allowed value of
DISCRIM_LEN is 80h, while the minimum value is 10h. The MSB (Most Significant Byte) of the DISCRIM
is contained in Byte 0, Word 5. The LSB (Least Significant Byte) of the DISCRIM is contained in Byte 3,
Word 36.
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Table 15— FCVI_NET_ADDRESS Format

7.3

Tab
Cor
FC

Table 16 — FCVI_ATTRIBUTES .format

Bits 31to 24 23 to 16 15 to 08 07 to 00
Word Byte 0 Byte 1 Byte 2 Byte 3
0 Reserved HOST_ADD_LEN DISCRIM_LEN
1 MSB
2103 HOST_ADD
% +SB
5 MSB
6 to 35 DISCRIM
36 LSB
FCVI_ATTRIBUTES format
le 16 illustrates the format used within FC-VI Connection IUs to convey FCVI_ATTRIBUTES. For a
nect Request, the FCVI_ATTRIBUTES convey the VI Attributes of.the connection originator. For a

|_ CONNECT_RESP1, the FCVI_ATTRIBUTES convey the VI Attributes of the connection responder.

FC\
Del
Red
FC\
FC\

FC\

eption. All other values are reserved.

fI_ATTR_FLAGS: The VI Attributes flags are defined in Table 17.
fI_MAX_TRANS_SIZE: The maximum Message size in bytes for this VI.

[I_QOS:"The VI QOS parameters are defined in Table 18.

Bits 31to 24 23 to 16 15 to 08 07 to 00
Word Byte 0 Byte 1 Byte 2 Byte 3
0 Reserved FCVI_RELIABILITY_LVL | FCVI_ATTR_FLAGS
1 FCVIy MAX_TRANS_SIZE
2 MSB
3105 FCVI_QOS
6 IsB
fI_RELIABILITY_LVL: The.Reliability Level of the VI. If set to 01h, the Reliability Level is Urreliable
very. If set to 02h, the Reliability Level is Reliable Delivery. If set to 03h, the Reliability Level is Reliable
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Table 17 — Format of FCVI_ATTR_FLAGS in FCVI_ATTRIBUTES

2007(E)

Bit Position Bit Name Bit Definition
7 Reserved 0
6 Reserved 0
5 Reserved 0
4 Reserved 0
3 Reserved 0
2 Reserved 0
1 EnRdmaWr VI enabled for RDMA Write when one
0 EnRdmaRd VI enabled for RDMA Read when one

Table 17 defines the format of the FCVI_ATTR_FLAGS field in the FCVI_ARRTIBUTES field (se

16
zen
to

Re

Talple 18 defines the format for.RCVI_QOS field in FCVI_ATTRIBUTES field (see Table 16).

. If EnRDMAWT is set to one, the Vl is enabled to receive RDMA Write requests) If ENRDMAWTr
p, the VI is not enabled to receive RDMA Write requests. If EnRDMARA is set to one, the VI is
eceive RDMA Read requests. If ENRDMARAJ is set to zero, the VI is-not enabled to receivg
hd requests.

Table 18 — FCVI_QOS format

e Table
ssetto
bnabled
RDMA

Bits 31to 24 23to 16 15 to 08 07 to 00
Word Byte 0 Byte 1 Byte 2 Byte 3
0 FCVI_PREF Reserved
1 FCVI*MAX_BANDWIDTH
2 FCVI_MIN_BANDWIDTH
3 FCVI_MAX_DELAY
4 FCVI_PIPELINE_DEPTH

FCVI_PREF: If FCVI_PREF is set to 80h, the FC-VI Provider is requesting that all frames sent of this VI

usq

send a Message frame with the CS_CTL field specifying the Preference Function for th

FC
FC
sag
sef

the FC-FS Preference Function. When FCVI_PREF is set to 80h, the FC-VI Provider shall

VI_PREF is sét.to 00h, the FC-VI Provider is requesting that all frames sent on this VI shall not
LFS Preference Function. When FCVI_PREEF is set to 00h, the FC-VI Provider shall never send
e frame(with the CS_CTL field specifying the Preference Function for this VI. All other values
ved.

always
s VI. If
use the
a Mes-
are re-

shall be no more than FCVI_MAX_BANDWIDTH bytes per second. If zero, the FC-VI Provider is not guar-
anteeing the maximum bandwidth between the VI Endpoints of a connection. For this version of the FC-VI
standard, this field shall always be zero.
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FCVI_MIN_BANDWIDTH: Specifies the minimum bandwidth for the VI in bytes per second. If non-zero,
the FC-VI Provider is requiring the minimum bandwidth between the VI Endpoints of a connection shall be
at least FCVI_MIN_BANDWIDTH bytes per second. If zero, the FC-VI Provider is not guaranteeing the
minimum bandwidth between the VI Endpoints of a connection. For this version of the FC-VI standard, this
field shall always be zero.

FCVI_MAX_DELAY: Specifies the maximum delay for the VI in microseconds. If non-zero, the FC-VI Pro-
vider is requiring the maximum delay between the VI Endpoints of a connection be no more than
FCVI_MAX_DELAY microseconds. If zero, the FC-VI Provider is not guaranteeing the maximum delay be-
tween the VI Endpoints of a connection. For this version of the FC-VI standard, this field shall always be
zero.

FCVYI_PIPELINE_DEPTH: Specifies the maximum number of Messages that an originator may'se

out
cre
stru
this
ope

A M
clos

7.4

AV
Set
N_R

FC-
con
dres
nize
add
long

If a
lieu

confirmation of delivery indication from the Message responder. The pipeline depthrmay re
its, command queue slots, unacknowledged messages or some other FC-VI Provider spec
ct. If FCVI_PIPELINE_DEPTH is set to zero, then only one Message may be open at any ong
VI. If FCVI_PIPELINE_DEPTH is set to some positive integer N, then at most N+ 1 messages
h at any one time on this VI.

essage is open when the FC-VI Provider begins processing the Message Descriptor. The Mes
ed when the Message Descriptor is completed by the FC-VI Providet.

FC-VI address resolution

Application uses a Host Address to specify which VI Hostit wishes to connect to during Cor
Ip. FC-VI defines the Host Address as an IP address:dhe FCVI_CONNECT_RQST IU requ
ort Identifier for the destination FC-VI Port before as€ennect Request may be originated.

pliant implementations of FC-VI Ports shall®e capable of initiating FARP-REQ to request a
s to N_Port ID mapping for an FC-VI Port All compliant implementations of FC-VI Ports sha
and respond to a FARP-REQ with a FARP-REPLY if the IP address in the FARP-REQ matcheg

ress of the responding FC-VI Port. Alternative methods for FC-VI address resolution are allo
as FARP is supported.

FC-VI Port is attached to a Fabric that supports a Name Server, the Name Server should be
of FARP to resolve IP address to N_Port Identifier mappings.

nd with-
present
fic con-
time in
may be

sage is

nection
ires the

VI requires all FC-VI Ports to support FARP to<map between IP addresses and N_Port Identifiers. All

n IP ad-
| recog-
s the IP
ved, as

used in
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7.5 FARP ELS

When issuing a FARP-REQ, an FC-VI Port shall
1) Set the Match Address Code Points equal to 00000100b (Match on IP address of responder).

2) Set the Responder Action equal to 02h, requesting the responder originate a FARP-REPLY to the
FARP-REQ originator if the Match is successful.

3) Set the Requesting N_Port Identifier equal to the N_Port Identifier of the FARP-REQ originator.

4) pet the Responding N_Port Identifier field equal to zero.

5) $et the Requesting N_Port Port_ Name equal to the Port_Name of the FARP-REQ originater.
6) $et the Responding N_Port Port_Name equal to zero.

7) $et the Requesting N_Port Node_Name equal to the Node_Name of the FARR-REQ originator|
8) et the Responding N_Port Node_Name equal to zero.

9) Pet the Requesting N_Port IP address equal to the IP address of the.FARP-REQ originator.

10) Set the Responding N_Port IP address equal to the IP address’of the FC-VI Port the FARP-REQ orig-
inafor wishes to establish a FC-VI Connection with.

WHhen receiving a FARP-REQ, an FC-VI Port shall perform’ the following three tests:

11) Compare for equality its FC-VI Port IP address to the Responding N_Port IP address in the FARP re-
quest payload

12) Test if the Match on IP address of responder code point, 00000100b, is set in the FARP-REQ Match
Address Code Points

13) Test if the Responder Action.in the FARP-REQ to is set to 02h, requesting the responder to driginate
a HARP-REPLY with the Requesting N_Port Identifier if the Match is successful.

If any test fails, the FC-VI Provider at the FARP-REQ recipient shall take no action.
NOTE Other ULPsbehind the Port, such as FC-IP, may take action on the FARP-REQ if the FC-VI Provigler does

npt act on the FARP-REQ.

If aJl threetests pass, the FC-VI Provider at the FARP-REQ recipient shall originate a FARP-REPL]Y to the
FARR:REQ originator by formatting the FARP-REPLY payload as follows:

14) Set the Match Address Code Points equal to the Match Address Code Points in the FARP-REQ
(00000100b).

15) Set the Requesting N_Port Identifier equal to the N_Port Identifier of the FARP-REQ originator.

16) Set the Responder Action equal to the Responder Action in the FARP-REQ (02h).
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17)

18)

Set the Responding N_Port Identifier equal to its N_Port Identifier.

Set the Requesting N_Port Port_Name equal to the Port_Name of the FARP-REQ originator.

19) Set the Responding N_Port Node_Name equal to the Port_Name of the FARP-REPLY originator.

20) Set the Requesting N_Port Node Name equal to the Node_Name of the FARP-REQ originator.

21) Set the Responding N_Port Node_Name equal to the Node_Name of the FARP-REPLY originator.

22)

Set the Requesting N_Port IP address equal to the IP address of the FARP-REQ originator.

23

~

7.6

An

IP 3
and
Por

The
er
pen

Set the Responding N_Port IP address equal to the IP address of the FARP-REPLY originator
Name server queries

FC-VI Port that is attached to a Fabric which supports the Name Server may map'N_Port Iden

ddresses by issuing a GID_IPP Request to the Name Server. The Name Server is defined in H
FC-GS-3. The originator of the GID_IPP Name Server Query supplies the IP address for whig
Identifier is sought.

Name Server may return a list of N_Port Identifiers associated with'one IP address. The FC-VI

ifiers to
C-GS-2
h the N

Provid-

hich receives more than one N_Port Identifier to a GID_IPP request may use an implementation de-

dent method to select one of the N_Port Identifiers to useas.the destination for a Connectio

reqiiest.

1.7

7.7,

At 4
The

Validation of host address to N_Port Identifier.mappings
1 Address mapping overview

Il times, the <Host Address, N_Port Identifier> mapping shall be valid before use by an FC-VI B
re are many events that can invalidateithis mapping. After a FC link interruption occurs, the

Identifiers of all other FC-VI Ports that have previously completed PLOGI (N_Port Login) with a

Por
the
ric {
N_H

If a
that

7.7,

In a
er F

may have changed, and its own-\N_Port Identifier may have changed. Because of this, valid
nddress mapping is required after'a LIP in a loop topology or after NOS/OLS in a point-to-point
opology. In addition, mappings may have changed due to remote link events in a Fabric tg
ort Identifiers shall not change as a result of Link Reset (LR), thus validation is not required.

h Setup

rovider.
N_Port
h FC-VI
ation of
or Fab-

pology.

ogout is sent to orreceived from a Remote FC-VI Port, all FC-VI Connections shall be terminated with

Remote FC-VI Port:

P Point-to~point topology

point-to=point topology, validation is not required after LR. NOS/OLS causes implicit Logout of

the

the oth-

C/MPort. After a NOS/OLS, each FC-VI Port shall perform a PLOGI before any communicallon with

ther FC-VI Port may occur

7.7.3 Private loop topology

After a LIP in a private loop topology, an FC-VI Port shall not transmit any FC-VI IU’s to an FC-VI Port until
the <Host Address, N_Port Identifier> mappings of the logged in FC-VI Port has been validated. The vali-
dation shall consist of completing an ADISC (sending or receiving ADISC ACC) to all logged in FC-VI Ports
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after a LIP. If the three addresses returned in the ACC to the ADISC - N_Port Identifier, Port_Name,
Node_Name - exactly match the values of the Remote FC-VI Port prior to the LIP, then any active Ex-
changes may continue with that FC-VI Port. If any of the three addresses have changed, then the Remote
FC-VI Port must be explicitly logged out. If a FC-VI Port's N_Port Identifier changes after a LIP, then all
<Host Address, N_Port Identifier> mappings shall be invalidated and an explicit LOGO shall be sent to
each logged in FC-VI Port.

7.7.4 Public loop topology

In a public loop topology, a FC-VI Port shall wait for the receipt of a FAN ELS after a LIP. If the Port_ Name
and Node_Name of the Fabric FL_Port contained in the FAN ELS response exactly match the values be-
forg the LIP, and if the AL_PA obtained by the FC-VI Port is the same as the one before the LIP, Jthe FC-
VI Port may resume all Exchanges. If not, then FLOGI (Fabric Login) shall be performed with the Fabric,
all kHost Address, N_Port Identifier> mappings shall be invalidated, and all logged in FC-V/\Rorts ghall be
explicitly logged out. A public loop device shall perform private loop authentication to any~nodes on the lo-
cal|loop which have an Area + Domain Address = 00-00-XXh by issuing an ADISC to.-each private FC-VI
Port and performing address validation as specified for a private loop topology in 7.7:3.

7.75 Fabric topology

In @ point-to-point topology, no validation is required after LR (link reset)After NOS/OLS, a FC}VI Port
shall perform FLOGI. If, after FLOGI, the N_Port Identifier of the FC-VI"Port, the Port_Name of thg Fabric,
and the Node_Name of the Fabric are the same as before the NOS/OLS, then the FC-VI Port may|resume
all Exchanges. If not, then FLOGI (Fabric Login) shall be performed with the Fabric, all <Host Address,
N_Port Identifier> mappings shall be invalidated, and all logged in FC-VI Ports shall be explicitly logged
out

A Habric attached FC-VI Port may elect to register for Registered State Change Notification as defined in
FC}FS to receive notification for the loss of connégtivity (link, switch or node failures) to other Fabric at-
tached FC-VI Ports.
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8

8.1

FC-VI Error detection and recovery

FC-VI error detection and recovery overview

This Clause defines the rules for FC-VI error detection and recovery. Two sets of rules are defined. One
set is defined for Message Transfer operations, while a second set is defined for Connection Setup opera-
tions. The rules support acknowledged (class 2) and unacknowledged (class 3) classes of service, as well
as In-Order and Out-of-Order Fabrics.

Certain errors may cause the VI Endpoint to transition to the Error state. Once in the Error state, the FC-VI

End
tod

AV
tos
mit
any
8.2

The
and

e

point stops all inbound and outbound traffic. However, a VI Application decides when it is app
sconnect the VI Connection, according to the VI Architecture specifications.

pDisconnect is used by the VI Application to transition the Local VI Endpoint back to the'ldle s
gnal the Disconnect to the Remote VI Endpoint. A VipDisconnect causes the FCs\/I[-Provider f
A FC-VI Disconnect IU. A VipDisconnect may be issued by either the Local or Remote VI Applid
time for a given connection.
FC-VI endpoint states
VI Architecture defines the valid states for a VI Endpoint. FC-VI Endpoints adopt these sam
adds a fifth state - Pending Connect Retry. These states are defined below.
a Connect Request is transmitted.
Pending Connect - FC-VI Endpoint state aftersa_ Connect Request is transmitted. If the Cor
Setup succeeds, transition to the Connected:state. If the VI Application times out the Conr
quest or the Connect Response indicates(@ non-error condition (see 5.9.7.2.1, Connect Re
error, transition to the Pending Connett Retry state. Otherwise, transition to the Error state.
Pending Connect Retry - FC-V/IEndpoint state for retrying failed Connect Requests. If Cor
Setup succeeds, transition o Connected state. If Connection Setup does not succeed, tran
the Idle state. Otherwise,:tfansition to the Error state.
DTE The Connect Response status was No Discriminator Match, No Waiting Remote Connectionpoint
ct Reject.
Connected™- Connect Request completed successfully. Transition to Idle state after success

connect.)Upon error, transition to the Error state.

Errer - A Disconnect is required to transition back to the Idle state.

ropriate

ate and
o trans-
ation at

b states

Idle - FC-VI Endpoint state after a VI is created. Idle statétransitions to Pending Connect staje when

nection
ect Re-
sponse

Non-error Reason Codes), transition to the Idle state. If the Connection Setup fails due to a tjansport

nection
Sition to

or Con-

ful Dis-

8.3

FCVI_ULP_TIMEOUT definition

FC-VI Providers shall wait for a Message Response for up to FCVI_ULP_TIMEOUT.

FC-VI Providers that are originating a Connect Request shall wait for a FCVI_CONNECT_RESP3 IU for
the same Exchange for up to FCVI_ULP_TIMEOUT.
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FC-VI Providers that have received a FCVI_CONNECT_RQST IU shall wait for a
FCVI_CONNECT_RESP2 IU for the same Exchange for up to two times FCVI_ULP_TIMEOUT.

FC-VI Providers that are originating a FCVI_DISCONNECT_RESP IU shall wait for a
FCVI_DISCONNECT_RESP IU for up to FCVI_ULP_TIMEOUT.

The value of FCVI_ULP_TIMEOUT shall be setto R_A_TOV.
8.4 Message transfer error detection and recovery rules

8.4.1 Message error detection

ThJa following rules support error detection for Unreliable Delivery, Reliable Delivery, and Reliable|Recep-
tion for Sends, RDMA Writes and RDMA Reads. The detected error is a Message Error. For-Religble De-
livgry and Reliable Reception, an FC-VI Provider shall deliver all Messages in order to the VI Appljcation.

Q)

) If a Message Response is required, the Message originator shall dete¢t’a Message |Error if
FCVI_ULP_TIMEOUT expires for the Message Response.

) For In-Order Fabrics and Unreliable Delivery, the Message responder may detect a Message Error
if any frames are received out-of-order.

d) For In-Order Fabrics and either Reliable Delivery or Reliable-Reception, the Message regponder
shall detect a Message Error if any frames or Messages arerfeceived out-of-order.

d) For Out-Of-Order Fabrics, the Message responder shall detect a Message Error when a missing
frame error is detected. See FC-FS.

ote 1 If the prior sequence within a Message was teceived without error, a Message responder may wait an im-
ementation dependent amount of time to receive-the next Sequence, since Fibre Channel does not require the
equence Initiator to transmit a subsequent Sequence within any defined time period. If the next Sequenfe is not
bceived before this implementation dependent amount of time has expired a Message Error shall be detegted.

- (DT =Z

g) For Out-Of-Order Fabrics, a Message responder shall detect a Message Error for missing Messag-
es.

Note 2 A Message responder.should detect a missing Message by implementation dependent timeout methods.
8.42 Message transfer error recovery
The following rulesc@re-used to perform error recovery on a Local FC-VI Endpoint.

) If the Méssage originator detected a FCVI_ULP_TIMEOUT on a Message response, it shall abort
the Exchange associated with the Message using ABTS.

Q)

) Afthe Message originator receives an ACK with Abort Sequence Condition bits set to 01b (Aport Se-
quence, Perform ABTS) in F_CTL, it shall abort the Exchange associated with the Messade using
ABTS.

c) For Unreliable Delivery, if a Message Error is detected, the FC-VI Provider may transition the Local
FC-VI Endpoint to the Error state.
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d) For Unreliable Delivery, if a Message Error is detected by a Message responder and the Local FC-VI
Endpoint is not transitioned to the Error state, the FC-VI Provider shall discard any frames for the

e)

FCVI_MSG_ID corresponding to the Message Error for R_A_TOV.

For Reliable Delivery and Reliable Reception, if a Message Error is detected, the FC-VI Provider

shall transition the Local FC-VI Endpoint to the Error state.

If the Local FC-VI Endpoint has transitioned to the Error state, the FC-VI Provider shall discard all
Message frames received with the FCVI_HANDLE of the FC-VI Connection for R_A TOV. An
FCVI_HANDLE shall not be reused for a new FC-VI Connection unless a Disconnect has been suc-
cessfully completed (i.e., a Disconnect response has been received) and R_A TOV has elapsed.

8.5
8.5.
The
VI g

and

8.5,

8.5,

L

R

3

following rules support error detection and recovery for FC-VJ}-Cohnection Setup. See 5.3 for
onnection Setup protocol description. Detected errors include’ a Connection Setup Exchang
a Connection Setup Timeout Error.

If an implicit or explicit Port logout is sent or received from an FC-VI Port, the FC-VI Provider
use any FCVI_HANDLEs and clear any Message Errors associated with the logged out-FC-

For class 2 service, if a Message Error is detected, the Message responder shalPtransmit
with the Abort Sequence Condition bits set to 01b (Abort Sequence, Perform¢ABTS) in F_CT|

Connection setup error detection and recovery rules

Connection setup error handling overview

Connection setup error detection

If a Connect Request originator or respondérdetects any Sequence errors on an Exchang
sponding to a Connection Setup, a Connection Setup Exchange Error shall be detected.

If a Connect Request originatori*does not receive a FCVI_CONNECT_ RESP3
FCVI_ULP_TIMEOUT from transmitting a FCVI_CONNECT_RQST within the same Exch
Connection Setup Timeout Erroryshall be detected.

If a Connect Request responder does not receive a FCVI_CONNECT_RESP2 within twj
FCVI_ULP_TIMEOUT from transmitting a FCVI_CONNECT_RESP1 in the same Exchange
nection Setup Timegut-Error shall be detected.

Connectionisetup error recovery
If a Connéction Setup Exchange Error or a Connection Setup Timeout Error is detected by t

nect Request originator, it shall abort the Exchange using ABTS and discard all frames recei
the-corresponding FCVI_CONNECTION_ID forR_A _TOV.

may re-
| Port.

hn ACK
L.

the FC-

e Error

e corre-

within
ange, a

p times

a Con-

he Con-
ed with

he Loca - ndpoint i
tioned to the Error state.

¢ transi-

2) If the Local FC-VI Endpoint is in the Pending Connect state, the Endpoint shall be transitioned to

the Pending Connect Retry state and the Connection Setup shall be retried.
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3) If the Local FC-VI Endpoint is in the Connect state, the Endpoint shall be transitioned to the Er-

ror state.

NOTE If a FCVI_CONNECT_RESP2 or a a FCVI_CONNECT_RESP3 is lost, the Connect Request originator may
be in the Connect state. The connection cannot be retried transparent to the VI Application at the Connect Request
originator (see rule a)3) in 8.5.3).

b)

8.5

Request originator unless a Disconnect has been successfully completed (i.e., a Discon

An FCVI_CONNECTION_ID for a failed FC-VI Connection Setup shall not be reused by a Connect

nect re-

sponse has been sent or received) and R_A_TOV has elapsed since the last use of the

) If an implicit or explicit Port logout is sent or received from an FC-VI Port, an FC-VI Provider

) If a Connection Setup Exchange Error or a Connection Setup Timeout Errords detected by t

4 Connection setup originator retry rules

FCVI_CONNECTION_ID in a Connect Request Message.

use any FCVI_CONNECTION_ID associated with the logged out FC-VI Port.

nect Request responder, the Local FC-VI Endpoint shall be transitioned tg'the Error state.

may re-

he Con-

The¢ Connect Request originator shall perform a single retry for a failed*Connection Setup request under
conditions defined in this subclause. If the retry fails, the Logcal.FC-VI Endpoint is transitioned to the

the
Err

Q)

8.6

8.6

The following rulesSupport error detection and recovery for the FC-VI Disconnect operation. See !

the
ch3

8.6

br state. The following rules support Connect Request retries.

) A Connect Request respondet* that receives a FCVI_CONNECT_RQST

1 Disconnect operation error handling overview

2 Disconnect operation error detection

) A Connect Request originator shall retry a previous-Connection Setup if the Local FC-VI Engpoint is

in the Pending Connect state by issuing a new FCVI_CONNECT_RQST on a new Excharge with
the original FCVI_HANDLE, a new FCVI_CONNECTION_ID, and the RETRY bit set to one in the

FCVI_FLAGS field. The RETRY bit must beiset in all the IUs sent for this FCVI_CONNECT
The Endpoint state shall be transitioned ta:the Pending Connect Retry state.

ON_ID.

or a

FCVI_CONNECT_RESP2 with the:RETRY bit set shall respond in accordance with the prqtocol in

5.3, except that the RETRY hitrshall be set in all correspondingly transmitted IUs.

Disconnect operation error detection and recovery rules

.3.5 for

FC-VI Disconnect operation protocol description. Detected errors include a Disconnect Operation Ex-
nge Error.and a Disconnect Operation Timeout Error.

ed.

ge cor-
detect-

If a Disconnect Request originator does not receive a FCVI_DISCONNECT _RESP for a
FCVI_DISCONNECT_RAQST in the same Exchange within FCVI_ULP_TIMEOUT a Disconnect Op-

eration Timeout Error shall be detected.
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8.6.3 Disconnect operation error recovery rules

a) If a Disconnect Operation Exchange or Timeout Error is detected by a Disconnect Request origina-
tor, it shall abort the Exchange as specified in FC-FS, the FC-VI Endpoint shall be transitioned to the
Error state and complete the VipDisconnect with a return code of VIP_NOT_REACHABLE.

b) If a Disconnect Operation Exchange Error is detected by a Disconnect Request responder, the Dis-
connect Request responder shall ignore the Disconnect Request.
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(normative)

Concurrent matching peer requests example

1 Overview

This annex shows Peer-to-Peer Connection Setup examples for Concurrent Matching Peer-to-Peer Re-
quests. A Concurrent Matching Peer-to-Peer Request occurs when a Peer has issued a
FCVMI_CONNECT _RQST IU and receives a FCVI_CONNECT_RQST IU from another Peer and
inators and IP addresses in the two Connect Requests match (the Peers are attempting to

cri

with each other). To prevent both Peers from completing the connection, the Peerwith th

he Dis-
connect
e lower

Port_Name completes the connection while the Peer with the higher Port_Name has its €onnect Request

rej

cted.

Table A.1 is a version of Table 2 annotated with a Case # column. An example ‘i used to illustrgdte each

row
ned

Fo
on
FC

Table A.1 — Peer B actions based on connect responses from peer A

or Case in the table. The examples assume an Out-of-Order Fabric to,illustrate that the FC-VI Con-
tion Setup protocol operates correctly for Out-of-Order Fabrics.

Case # Response from Peer A
(higher Port_Name)

Peer B (lower Port_Name) Replies
With:

1 Connect Accept

Connect Reject -
Concurrent Matching Peer Requests

No Discriminator Match

Connect Accept

No Waiting Remote Connectionpoint

Connect Accept

Connect Reject-
Concurrent Matching'\Peer Requests

Connect Reject - Protocol Error

Connect Reject'=Transport Error

Connect Reject

Connect Réject - Protocol Error

Connect Reject

Any other response

Connect Reject - Protocol Error

VI_CONNECT_ RESP3 for clarity.

all examples shown in this annex, Peer B on the left of the figure has a lower Port_Name thar| Peer A
the right side of the figure. All examples eliminate FCVI_CONNECT_RESRK2 and
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A.2

Case 1

Figure A.1 shows an example of Case 1 in Table A.1.

FCVI_CONNECT_RQST

FCVI_CONNECT RQST
PEER B T

/ FCVI—CONNECT_RESP1 (Connect Accept)

FCVI_CONNECT_RESP1(Connect Reject - Concurrent Matching Peer Requests)

Pedr B receives a matching FCVI_CONNECT_RQST before it receives a FCVI,CONNECT_RES

own

of “Connect Accept” indicates Peer A has accepted Peer B’s Connect Request, since Peer A’s Porj
is gfeater than Peer B’s Port_Name.

Pes

CONN_STS Reason Code of “Connect Reject - Concurrent Matching Peer Requests”. Peer B sucg

coni

A3

Figu

Figure A.1 — Case 1

P1 to its

FCVI_CONNECT_RQST. Peer B waits for the FCVI_CONNECT_RESP1\from Peer A. The rgsponse

r B then rejects Peer A’s Connect Request by transmitting.a FCVI_CONNECT_RESP1

pletes the connection to Peer A.

Case 2

re A.2 shows an example of Case 2 in TableZA.1

Name

with a

essfully

FC)MI_CONNECT_RESPR1(Connect Accept)

FCVI_CONNECT RQST
PEER B ey

/ FCVI_CONNECT RQST

FCVI_CONNECT_RESP1(No Discriminator|Match)

Pe

Figure A.2 — Case 2

r B feceives a matching FCVI CONNECT RQST before it receives a FCVI CONNECT RES

P1 to its

own FCVI_CONNECT_RQST. Peer B waits for the FCVI_CONNECT_RESP1 from Peer A. The response
of “No Discriminator Match” signifies that Peer A’s FCVI_CONNECT_RESP1 was transmitted before Peer
A’s FCVI_CONNECT_RAQST was transmitted, but they were reordered in the Fabric. There is a Peer wait-
ing, but on a different Connectionpoint set up from another FCVI_CONNECT_RQST. Peer A’s reordered
FCVI_CONNECT_RQST is for the matching Connectionpoint.
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Peer B accepts Peer A’s Connect Request by transmitting a FCVI_CONNECT_RESP1 with a
CONN_STS set to zero, which signifies a “Connect Accept”. Peer A successfully completes the connec-

tion

to Peer B. Otherwise, if Peer B rejects Peer A, neither side completes the Connection Setup.

A4 Case3

Figure A.3 shows an example of Case 3 in Table A.1.

FCVI_CONNECT RQST
PEER B D

F(

FCVI_CONNECT_RESP1(No Waiting Remote-€onne
/ FCVI_CONNECT_RQST

VI_CONNECT_RESP1(Connect Accept)

tionpoint)

Figure A.3 — Case 3

Peer B receives a matching FCVI_CONNECT_RQST before it reeeives a FCVI_CONNECT_RES

owh FCVI_CONNECT_RQST. Peer B waits for the FCVI_CONNECT_RESP1 from Peer A. The r¢g

of INo Waiting Remote Connectionpoint” signifies that Peer A’s' FCVI_CONNECT_RESP1 was t

ted

A gttempts a matching connection with Peer B just afterit transmitted the “No Waiting Remote (

tion

Pepr B accepts Peer A’s Connect Request by.transmitting a FCVI_CONNECT_RESP1

CO
tion

point”.

NN_STS set to zero, which signifies a “Connect Accept”. Peer A successfully completes the
to Peer B. Otherwise, if Peer B rejects Péer A, neither side completes the Connection Setup.

Cage 3 is very similar to Case 2.

A.b5 Case4

Figure A.4 shows an example of Case 4 in Table A.1.

P1 to its
sponse
ansmit-

before Peer A’s FCVI_CONNECT_RQST was transmitted, but they were reordered in the Fabific. Peer

Lbonnec-

with a
connec-
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FCVI_CONNECT_RQST
PEER B T
FCVI_CONNECT_RQST
FCVI_CONNECT_RESP1(Connect Request -

/ Concurrent Matching Peer Requests)

FCVI_CONNECT_RESP1(Connect Reject - Protocol Error)

Pes
own

of “Connect Reject - Concurrent Matching Peer Requests” signifies that Peen’A believes it has th

Porf

Pes
Resd

A.6

Figu

Figure A.4 — Case 4

r B receives a matching FCVI_CONNECT_RQST before it receives a FCVI_CONNECT_RES
FCVI_CONNECT_RQST. Peer B waits for the FCVI_CONNECT_RESP1 from Peer A. The re

_Name, which is clearly a protocol error.

r B rejects Peer A’'s Connect Request by transmitting a FCVI_CONNECT_RESP1 with a CON
son Code “Connect Reject”. Neither side completes the Connection Setup.

Case 5

re A.5 shows an example of Case 5 in Table A.1.

P1 to its
sponse
e lower

N_STS

FC

FCVI_CONNECT RQST
PEER B S

/

FCVI_CONNECT_RQST

VI_CONNECT_RESP1(Connect Reject)

FCVI_CONNECT_RESP1(Connect Request - Transpoft Error)

Pes
own

Figure A.5-Case 5

r B receives a matching FCVI_CONNECT_RQST before it receives a FCVI_CONNECT_RES

P1 to its

FCVI_ CONNECT RQST, Peer B waits for the FCVI CONNECT RESP1 from Peer A, The r

sponse

of “Connect Reject - Transport Error” signifies that Peer A has detected a transport error with the Connec-

tion

Setup.

Peer B rejects Peer A’'s Connect Request by transmitting a FCVI_CONNECT_RESP1 with a CONN_STS
Reason Code “Connect Reject”. Neither side completes the Connection Setup.
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Figure A.6 shows an example of Case 6 in Table A.1.

FCVI_CONNECT RQST
PEER B T

FCVI_CONNECT_RQST

FCVI_CONNECT_RESP1(Connect Request - Protocol Error)

=k

FGVI_CONNECT RESP1(Connect Reject)

Peeér B receives a matching FCVI_CONNECT_RQST before it receives a FCVc CONNECT_RES
owh FCVI_CONNECT_RQST. Peer B waits for the FCVI_CONNECT_RESP1 from Peer A. The r¢g
of 1Connect Reject - Protocol Error” signifies that Peer A is rejecting RéerB’s Connection Setup

dug to a protocol error.

Peer B rejects Peer A’'s Connect Request by transmitting a FCVYINCONNECT_RESP1 with a CON

Figure A.6 — Case 6

Regson Code “Connect Reject”. Neither side completes the Connection Setup.

P1 to its
sponse
request

N_STS
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Annex B
(informative)

FC-VI message transfer error handling examples

B.1 Overview

This Annex shows an example of an implementation for FC-VI error detection and recovery. R_A TOV is

used to time the arrival of missing frames or Messages. Other implementations are possible.

B.2 Message transfer error handling operation
B. Message transfer error handling operation overview

Thel following rules support error detection and recovery for Sends, RDMA Writes@and RDMA Rea
set pf rules supports acknowledged (class 2) and unacknowledged (class 3) service, as well as |
Fabyics and Out-of-Order Fabrics.

B.2l2 Message transfer error definitions

Deflne “M” as a Message identified by the FCVI_MSG_ID component of a Fully Qualified Mes
(FQMID). For a Message responder, Message M is open.if'dt least one Message payload frame h
recgived and if any associated Descriptor has not been"completed. In addition, Message M is con
opep at the responder if no frames have arrived but Mhis less than Mrcv (see definition for Mrcv bel
a Message originator, Message M is open if at least.one Message frame has been sent and if any
ated Descriptor has not been completed.

Deflne "Mexp" as the next expected FCVL-MSG_ID (modulo FCVI_MSG_ID) for a FQMID. Therg
one|value of Mexp per FCVI_HANDLE.

Deflne "Mrcv" as the FCVI_MSG .ID of the last received frame for a FQMID.

Deflne "SCexp" as the next expected SEQ_CNT value for each open Message M for a FQMID. Fg
Megsage for which no frames have arrived, SCexp = 0. SCexp is incremented (modulo SEQ_CN
each frame is processed.*For an In-Order Fabric, there is only one value for SCexp per FCVI_H
sinde only one Message may be open per VI at the Message responder. For an Out-of-Order Fabr
may be many opeh. Messages at the Message responder, where each open Message has its own
SCXp.

Deflne "SCrev" as the SEQ_CNT of the last received frame for a FQMID.

is. This
n-Order

age 1D
bs been
sidered
bw). For
associ-

is only

ranew
T) after
ANDLE,
c, there
alue for

Define “Herr” as a connection error for FCVI_HANDLE H for a FQMID. An Herr is set for FCVI_HANDLE H
when an error is reported for Reliable Delivery or Reliable Reception. Certain catastrophic errors, such as
a Protocol Error, can cause Herr to be set for Unreliable Delivery. An R_A_TOV timer is started when Herr

is set.
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Rules 1 through 6 are processed whenever a Device_Data frame is received. Rules 7 and 8e are pro-
cessed when a timeout occurs, which is asynchronous to frame reception. If no rule evaluates to true (i.e.,
is processed), the received frame is processed normally.

B.2.4 Message responder and message originator error recovery actions

Rule 1 is processed by both a Message Originator and a Message Responder for Device Data frames
when an unrecoverable error has been detected and a Device Data frame is received. Rule 2 may also

be processed if Rule 1 is not in effect (i.e., Herr is not set for this FCVI-HANDLE). Rules 1 and 2 gre used

to discard either all 1Us for a connection (rule 1) or to discard all IUs for a particular Message (fule
3 ig only processed when Merr is first set for a FCVI_MESSAGE_ID. Any mechanism used to
from errors are beyond the scope of the error detection and recovery method illustrated in this cla

A

(FGVI_SEND_RESP, FCVI_WRITE_RESP, FCVI_READ_RESP). A Message ‘Responder uses|

an

FCVI_READ_RQST).

If rtle 1 is in effect, Herr can only be cleared after R_A_TOV if the_ Connection has been closed
acknowledged Disconnect (either a Disconnect response has been'sent or received). Otherwise,
renpain indefinitely set for the FCVI_HANDLE (until logout or node reset).

Ruje 1: If Herr is set, then

q)

Ruje 2: If Merr is set, then

q)

essage Originator uses rules 1 and 2 to process received Message’Response

2 to process received Message Request frames (FCVI_SEND_RQST, FCVI_WRITE |

Discard any received frames for FCVI_HANDLE"H. If class 2 and the Message Respond
transmit an ACK with the Abort SequencéCondition bits set to 01b (Abort Sequence, |
ABTS) in F_CTL.

If a Disconnect has been successfully completed for this connection (i.e., a Disconnect rg
has been received) and R_A_TQVWhas elapsed, clear Herr.

Else if a LOGO, either implicit'or explicit, has been issued to or received from the Remot
Port, clear Herr.

Discard any received frames for Message M. If class 2 and the Message Responder, then
an ACK with the Abort Sequence Condition bits set to 01b (Abort Sequence, Perform A
F_CTL.

If a“LOGO, either implicit or explicit, has been issued to or received from the Remote FCH
¢clear Merr

P). Rule
Fecover
Ise.

frames

rules 1
RQST,

with an

Herr will

br, then

Perform

sponse

e FC-VI

ransmit

BTS) in

VI Port,

c)

Else clear Merr after R_A TOV

Rule 3 is processed only by the Message Responder when Merr is first set.

Rule 3a: If any frames for M have been received prior to setting Merr for a Send or a RDMA Write with Im-
mediate Data, then complete the Descriptor for M in error.
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Rule 3b: If no Descriptor is completed in error for Merr, an FC-VI Provider may optionally log the error in
an implementation dependent manner.

B.2.5 Message responder error detection actions

Rules 4 through 7 are used to detect Message errors at the Message Responder. No ordering is implied by
the rule numbering. Rules 4, 5 and 6 are designed to maintain Message ordering within a VI connection by
tracking the expected Message ID (Mexp) for the next Device_Data frame. Rule 4 (Mrcv > Mexp), rule 5
(Mrcv < Mexp), and rule 6 (Mrcv = Mexp) are mutually exclusive - only one rule will be processed.

Some implementations that compare frame header fields (S_ID, SEQ_ID, SEQ_CNT, Relative Offset) to

determine if the received frame is the next expected frame within the current Sequence being as9

may

Rul

Rul
cep

Rul

use this frame header comparison method as an alternative to rule 6 (Mrcv = Mexp).
p 4a: If Mrcv > Mexp, if In-Order Fabric, and if the Reliability Level is Unreliable Delivery, then
for each Message M, Mexp <= M < Mrcv, set Merr.

If SCrev =0, then

1) set Merr for Message Mrcv

2) set Mexp = Mrcv + 1

3) setSCexp =0.

If SCrcv = 0, then

1) set Mexp = Mrcv

2) set SCexp = SCrcv + 1

3) process the received frame.

e 4b: If Mrcv > Mexp, if In-Order Fabric, and if the Reliability Level is Reliable Delivery or Relia
ion, then

transition the VI to the Error state
set Herr
P 4c: If Mrey.> Mexp and if Out-of-Order Fabric, then

for-€éach Message M, Mexp < M < Mrcv, start an R_A_TQOV timer for all potentially missing frg
M!

embled

ble Re-

mes for

b) for Message Mexp, start an R_A_TOV timer for all frames greater than or equal to SCexp,

c) for Message Mrcv, startan R_A_TOV timer for all frames less than SCrcv,

d) setSCexp=SC + 1,
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e) set Mexp = Mrcv.

Rule 5a: If Mrcv < Mexp, if In-Order Fabric, and if Merr is not set, then
a) transition the VI to the Error state,

b) set Herr (this is a Protocol Error).

NOTE Since the Merr rule (Rule 2) has precedence, a frame where Mrcv is less than Mexp should not occ
Order Fabric, i.e., a missing frame or Message was not detected.

2007(E)

ur for In-

Rule 5b: If Mrcv < Mexp and if Out-of-Order Fabric, process the frame.

Ruje 6a: If Mrcv = Mexp, a Sequence error is detected and the Reliability Level is Unreliable O

) set Merr for Message Mexp and process Rule 7,

Q)

) set Mexp = Mrcv + 1,
d) set SCexp =0.

Rule 6b: If Mrcv = Mexp, a Sequence error is detected and the Reliability Level is Reliable Deliver
liajle Reception, then

d) transition the VI to the Error state,
) set Herr (this is a Protocol Error).

Rule 6c: If Mrcv = Mexp, if In-Order Fabric, if"SCrcv != SCexp and SCexp != 0, and if the Reliabili
is Unreliable Delivery, then

Q)

) set Merr for Message Mexp,
) set Mexp = Mrcv + 1,
d) set SCexp =0.

Rule 6d: If Mrcv = Mexp, if In-Order Fabric, if SCrcv = SCexp, and if the Reliability Level is Relia
livgry or Reliable ‘Reception, then

d) transition the VI to the Error state,

k) sSetHerr.

elivery,

y or Re-

ty Level

ble De-

Rule 6e: If Mrcv = Mexp, if Out-of-Order Fabric, and if SCrcv > SCexp, then

a) start an R_A_TOV timer for all potentially missing frames greater than or equal to SCexp and less

than SCrcv in Message Mexp,

b) process the received frame,
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c)

set SCexp = SCrev + 1.

Rule 7a: If an R_A_TOV timeout occurs for Message M and the Reliability Level is Unreliable Delivery,
then

a) set Merr for Message Mexp.

Rule 7b: If an R_A_TOV timeout occurs for Message M and the Reliability Level is Reliable Delivery or
Reliable Reception, then

a) ftransition the VI to the Error state,

b

B.2.6 Message originator Class 2 error detection actions

B.2.6.1 Message originator Class 2 error detection overview

Rul
clag
pro
chrd

Rul

Rulp 8b: If an F_BSY or P_BSY is received in response to a data frame and if Out-of-Order Fa

tran

Rul

set Herr.

bs 8a to 8d are processed whenever a Link_Control frame is received at the Message Origi
s 2. No ordering is implied by the rule numbering. If no rule evaluates, te‘true, the Link_Control
essed normally. Rule 8e is processed whenever an E_D_TOV._tim&out occurs, which may b
nous to Link_Control frame reception.

e 8a: If an F_BSY or P_BSY is received in response to a data frame and if an In-Order Fabric,
abort the Exchange by transmitting an ABTS,

if Unreliable Delivery, set Merr,

else (for Reliable Delivery or Reliable Réception),

1) transition the VI to the Error state;

2) set Herr.

smit the data frame as described in FC-FS.
p 8c: If an F_RJT or'P_RJT is received in response to a data frame, then
abort the’Exchange by transmitting an ABTS,

if Unreliable, set Merr,

hator in
rame is
e asyn-

then

bric, re-

else (for Reliable Delivery or Reliable Reception)

1) transition the VI to the Error state,

2) set Herr.
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Rule 8d: If an ACK is received with the Abort Sequence Condition bits in F_CTL set to 01'b (Abort Se-
quence, Perform ABTS), then

a

b

c

) abort the Exchange by transmitting an ABTS,
) if Unreliable, set Merr,
) else (for Reliable Delivery or Reliable Reception)

1) transition the VI to the Error state,

Rule 8e: If an E_D_TOV timeout occurs waiting for an ACK, then

Q)

b

B.2.6.2 Message response timeout at message_.originator

The Message Originator waits for up to FCVI_ULP_TIMEOUT for a Message Response and then

aM

Rule 9: If a Message Response IU (FCVI_SEND_RESP, FCVI_WRITE_RESP, FCVI_READ_RI

is 1
sag

Q)

B.!

B.!

Thi

2) set Herr.

) abort the Exchange by transmitting an ABTS,

) if Unreliable, set Merr,

) else (for Reliable Delivery or Reliable Reception)
1) transition the VI to the Error state,

2) set Herr.

essage error.
ot received within FCVI_ULP_TIMEOUT* after Sequence Initiative has been passed on the I
e Request IU for this Message, then
) abort the Exchange by transmitting an ABTS,
) transition the VI to the'Error state,

) set Herr.

8 Message transfer error detection and recovery examples

5.1 Error examples overview

detects

FSP) U
st Mes-

sUbclause illustrates examples of Message transfer error detection and recovery for the rul

ps illus-

trat

ed in B.2.
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B.3

B.3

.2 Mrcv > Mexp error example

.21 Mrcv > Mexp example description

Figure B.1 shows an example of a stream of Messages being received on one FCVI_HANDLE labeled H.
The receiver last received frame SEQ_CNT 26 (SCexp-1) for Message 5 (Mexp). The next expected Mes-

sag

e frame is SEQ_CNT 27 for Message 5.

Mexp Mi1 Mi2 Mi3 Mrcv
5 6 7 8 9
SCexp SCrcv

27 192

Wh

B.3

Ass|
tran

Men
Meg
sing

Sin

with a Send operation, the Descriptofifor Message 5 is completed in error with a st

VIP
Unr

If ng
con
dep
cor
VIP

Sin
are
Mes

Figure B.1 — Mrcv > Mexp
bn the next frame arrives, Mrcv is equal to 9, which is greater than Mexp (5), and SCrcv is equa
2.2 Mrcv > Mexp: In-order fabric and unreliable

ume Figure B.1 an In-Order Fabric, class 3, a Reliability Level of Unreliable, and Message
smitted with a Send operation. From B.2.5, Rule 4a applies:

I is set for Messages 5, 6, 7, and 8. Since SCrcv =492, which is not equal to zero, Merr is als
sage 9. The received frame is discarded. Mexp-is_advanced to Mrcv + 1 or 10. SCexp is set
e the next expected non-errored frame is framé Q'for Message 10.

e Merr has been set, Rule 3 from B.2.5 is*processed. Since frames have been received for Me

| STATUS_TRANSPORT_ERROR. The Connection is allowed to persist, since the Reliability
eliable.

Descriptors were completed.in error (for example, assume in the above example that Messag
pleted and Mexp = 6, SCexp = 0), the FC-VI Provider may optionally log the error in an implem
endent manner. There is no defined interface in the VI Architecture to signal an asynchrono
dition (VipErretCallback) for a transport error (i.e., there is no error ¢
| ERROR_TRANSPORT) to the VI Application.

e Merr is sét,rule 2 from B.2.5 is now in effect. Any subsequent frames that arrive for Messagsd
discarded for a period of R_A_TOV. The receiver starts looking for frame 0 (i.e., SEQ_CNT|
sage-10.

to 192.

data is

b set for
to zero,

5sage 5
htus of
| evel is

e 5 had
bntation
IS error
pde of

s5t09
=0) of

B.3

.2.3 Mrcv > Mexp: In-order fabric and reliable delivery

Assume Figure B.1, an In-Order Fabric, class 3 and a Reliability Level of Reliable Delivery. The results
would be the same if the Reliability Level was Reliable Reception. From B.2.5, Rule 4b applies.
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The VI mapped to FCVI_HANDLE H is transitioned to the Error state. Herr is set for FCVI_HANDLE H.
The received frame is discarded.

Since the VIl is in the Error state, the VI Application should eventually transmit a VipDisconnect and tear
down the connection. The Local FC-VI Provider may indicate the cause of the Disconnect to the Remote
FC-VI Provider by setting CONN_STS to one with a Reason Code of “Transport Error” in the
FCVI_DISCONNECT_RQST IU if it is the Disconnect originator or FCVI_DISCONNECT_RESP IU if it is
the Disconnect responder.

Since Herr is set, rule 1 from B.2.4 now applies. All subsequent received frames for H are discarded for a
period of R_A_TOV. If alogout is issued to or received from the Remote FC-VI Port, Herr is cleared and H

be reused. Otherwise, Herr is cleared after R_A_TOV and a Disconnect has been successfully com-
plefed. If a Disconnect is not successfully completed (a Disconnect response was neither Senf nor re-
ceiyed), Herr will remain set until a logout is sent or received from the Remote FC-VI Port-or tHe Local
node is reset or power cycled.

B.3.2.4 Mrcv > Mexp: Out-of-order fabric

Assume Figure B.1, an Out-of-Order Fabric, class 3, and any Reliability-Level. From B.2.5, Rul¢ 4c ap-
pligs.

An|R_A_TOV timer is started for all frames for Messages 6, 7 and 8/An R_A_TOV timer is startgd for all
fraﬁes greater than or equal to SEQ_ID 27 (SCexp) for Message5. An R_A_TOV timer is started for all
frames less than SEQ_CNT 192 (SCrcv) for Message 9. SCexp'is set equal to 193 (SCrcv + 1) arld Mexp
is det equal to 9 (Mrcv).

The series of frames from SEQ_CNT 27, Message 5(SCexp, Mexp) to SEQ_ID 191, Message 9 (SCrcv -
1, Mrcv) creates an “epoch”, for which all frames in‘the epoch must arrive within R_A_TOV.

If any frame in the epoch arrives before R_A *TOV, Rule 4c applies and the received frame is progessed.

If R_A_TOV expires and not all frames in‘the epoch have arrived, then Rule 7a applies for Unreligble De-
livgry and Rule 7b applies for Reliable,Delivery or Reliable Reception.

(Herr is
reliable

Eceived
essage

frame is SEQ CNT 27 for Message 5.
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27 192

Figure B.2 — Mrcv = Mexp

next frame to arrive is SCrcv = 192, Mrcv = 5.

3.2 Mrcv = Mexp: In-order fabric and unreliable

ume Figure B.2, an In-Order Fabric, class 3, a Reliability Level.of Unreliable, and Message
smitted with a Send operation. From B.2.5, Rule 6a or 6¢ is, processed.

ris set for Message 5. The received frame is discardedMexp is set to 6 (Mexp + 1) and SCe
ero, since next expected non-errored frame is frame 0’ for Message 6. Rule 7a is processed
criptor for Message M is completed in error.

p 2 in B.2.5 is now in effect for Message 5.

3.3 Mrcv = Mexp: Out-of-order-fabric

ume Figure B.B.2, an Out-of-Order Fabric, class 3, and any Reliability Level. From B.2.5, Rulg

D.

R_A_TOV timer is started for all frames greater than or equal to SEQ_ID 27 (SCexp) and Ig
D CNT 192 (SCrev)for Message 5. SCexp is set equal to 193 (SCrcv + 1) and Mexp is eq
Lv). The receivedframe is processed.

series of frames from SEQ_CNT 27, Message 5 (SCexp, Mexp) to SEQ_ID 191, Message 5
rcv) creates an “epoch”, for which all frames in the epoch must arrive within R_A_TOV.

yframe in the epoch arrives before R_A_ TOV, the frame is processed.

data is

p is set
and the

6e ap-

ss than
ual to 5

SCrev -

If R_A TOV expires, Rule 7 applies. For Unreliable, Rule 7a applies and Merr is set for Message 5. Since
Merr has been set, Rule 3a applies and the Descriptor for Message 5 is completed in error with a status of
VIP_STATUS_TRANSPORT_ERROR. The Connection is allowed to persist, since the Reliability Level is
Unreliable. Rule 2 is now in effect for Message M.
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If R_A_TOV expires and the Reliability Level is Reliable Delivery or Reliable Reception, Rule 7b applies.
The VI is transitioned to the Error state and Herr is set for FCVI_HANDLE H. Rule 1 is now in effect for
FCVI_HANDLE H.
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Annex C
(informative)

Connection setup error handling examples Overview

The following rules support error detection and recovery for FC-VI Connection Setup. This set of rules sup-
port acknowledged (class 2) and unacknowledged (class 3) service, as well as In-Order Fabrics and Out-
of-Order Fabrics.

CA

Def
FC
errg

C.2

Rul

C3

Sy

Connection setup error handling definitions
ne “CSerr” as a Connection Setup error for FCVI_CONNECTION_ID “ID”. ArCSerr is
|_ CONNECTION_ID ID when a Connection Setup does not successfully complete,due to the f
rs (see Table 12):

Connect Reject - Protocol Error

Connect Reject - Transport Error

Connection Setup Timeout

Protocol Error

Transport Error

Connect request originator and connect request responder rules
b 1: If CSerr is set, then the Local FC-\A\Provider
discards any received frames for,FCVI_CONNECTION_ID ID.

If a Disconnect has been.successfully completed (i.e., a Disconnect response has been rg
and R_A_TOV has elapsed, clears CSerr,

or if a LOGO, either‘implicit or explicit, has been issued to or received from the Remote FC-
clears CSerr.

Connect request originator rules

bte1 The Originator does not time the arrival of FCVI_CONNECT_RESP1. A lost FCVI_CONNECT_RESH
Itin.a timeout on the arrival of FCVI_CONNECT_RESP3.

set for
bllowing

ceived)

VI Port,

1 will re-

Rule 2: If a FCVI_CONNECT_RESP3 is not received for a FCVI_CONNECT_RQST in the same Ex-
change within FCVI_ULP_TIMEOUT, and the Local FC-VI Endpoint is in the Idle state, the Local FC-VI
Provider

a) transmits an ABTS for the Exchange ID used in FCVI_CONNECT_RQST IU,
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b) waits for the BA_ACC to ABTS for up to R_A_TOV. If the BA_ACC does not arrive within th
out period, the FC-VI Provider may perform second level error recovery as specified in FC-F

c) The FC-VI Provider may log a “Transport Error” in an implementation dependent manner.

e time-
S.

Note 2 There is no supported interface defined in the VI Architecture to indicate a transport error associated with a

VI Application timed out Connection Setup.

The Local FC-VI Endpoint may have transitioned from the Pending Connect to the Idle state for any of the

following reasons.

d) The Local VI Application may have timed out waiting for a Connect Response.

1) no waiting Remote Connectionpoint;
2) no Discriminator match:

3) connect reject.

) One of the following replies from the Remote Endpoint was received in the Connect Resporise:

The Local Endpoint may have transitioned to the Idle state from eitherthe Pending Connect state or the

Pending Connect retry state.

Ruje 3: If a FCVI_CONNECT_RESP3 is not received for a’lFCVI_CONNECT_RQST in the s3

me Ex-

ch3ange within FCVI_ULP_TIMEOUT, and the Local FC-VIEndpoint is in the Pending Connect state, the

Log¢al FC-VI Provider

Q)

) transmits an ABTS for the Exchange ID used\in FCVI_CONNECT_RQST IU,

out period, the FC-VI Provider may perform second level error recovery as specified in FC-H
d) retries the Connection Setup bytransmitting the Connect Request in a new Exchange with tH
FCVI_HANDLE, a new FCVI_CONNECTION_ID and the RETRY bit set to one in the FCVI |
field in the Device_Header.of the Connect Request,

d) transitions the Local FC-VI Endpoint to the Pending Connect Retry state.
Ruje 4: If a FCVI (CONNECT_RESP3 is not received for a FCVI_CONNECT_RQST in the s3
change within FCVI. ULP_TIMEOQOUT, and the Local FC-VI Endpoint is in the Pending Connect ret
the|Local FC-YI1.Provider

) transitions the VI to the Error state,

Q)

) waits for the BA_ACC to ABTS for up t6.R_A_TOV. If the BA_ACC does not arrive within the time-

S,

e same
FLAGS

me Ex-
[y state,

) ~aborts the Exchange 1D used in FCV] CONNECT RQST IU as defined in FC-FS

c) sets CSerr for the FCVI_CONNECTION ID sent in the Device Header
FCVI_CONNECT_RQST IU,

d) completes any Descriptors queued on the VI with an error of “Descriptor Flushed”,

of the
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e) returns the status (return code) of VIP_NOT_REACHABLE to the VI Application that issued the Vip-

ConnectRequest or the VipConnectPeerRequest.

Rule 5: If a FCVI_CONNECT_RESP3 is not received for a FCVI_CONNECT_RQST in the same Ex-
change within FCVI_ULP_TIMEOUT, and the Local FC-VI Endpoint is in the Connected state, the Local
FC-VI Provider

a) ftransitions the VI to the Error state,

b) aborts the Exchange ID used in FCVI_CONNECT_RQST IU as defined in FC-FS,

C.4 Connect request responder rules

Ret
Set

The
tion

norg the timeout if a valid Peersto-Peer connection exists. Rule 6a implements the solution.

Rulp 6: If a FCVI_CONNECT_RESP2 is not received for a FCVI_CONNECT_RESP1 in the s3

cha

sets CSerr for the FCVI_CONNECTION ID sent in the Device Header
FCVI_CONNECT_RQST IU,

completes any Descriptors queued on the VI with an error of “Descriptor Flushed”,

returns the status (return code) of VIP_ERROR_CONN_LOST to the VI Application that iss
VipConnectRequest or the VipConnectPeerRequest.

ying a Peer-to-Peer Connection Setup is more complicated than/retrying a Client-Server Cor
Ip. As an example, the following situation may occur:

1) peer 1 issues a FCVI_CONNECT_RQST IU apd<@ FCVI_CONNECT_RESP1 IU never
(either 1U is lost),

2) peer 2 issues a Connect Request which toPeer 1 looks like a concurrent matching reque
3) peer 1 wins (higher Port Name) and*accepts the Connect Request,
4) peer 1 times out, aborts the Ex¢hange, and tears down the connection.

problem is tearing down the connection and starting over for a retry would be visible to the VI
at either Endpoint. Besides,'the connection is already set up. The solution is to require a Pe

hge within two times’FCVI_ULP_TIMEOUT, the FC-VI Provider
if the Connection Setup is Peer-to-Peer and the Local VI Endpoint is in the Connected state,

1) ~€omplete the Connection Setup without terminating the connection,

bf  the

ued the

nection

arrives

st,

\pplica-
br to ig-

me Ex-

then

2) optionally loga FCVI| ULP TIMEOUT error;

b) else

1) transition the VI to the Error state,
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2) set CSerr for the FCVI_CONNECTION_ID received in the Device Header of the
FCVI_CONNECT_RQST IU,

3) complete any Descriptors queued on the VI with an error of “Descriptor Flushed.
C.4.1 Connect request responder retry rules
Rule 8: If the FC-VI Provider receives a FCVI_CONNECT_RQST IU, the RETRY bit is set in the

FCVI_FLAGS field, and a Connection Setup is open for the FCVI_HANDLE indicated in the
FCVI_RQST_HANDLE in the payload of the FCVI_CONNECT_RQST, the FC-VI Provider

Q)

) transmits the FCVI_CONNECT_RESP1, which is identical to any previously transmitted Connect
Response IU for this FCVI_HANDLE except:

1) the RETRY bit in the FCVI_FLAGS field is set,
2) the Exchange ID is set to the Exchange ID of the retried FCVI_CONNECT/RQST,

3) the FCVI_CONNECTION ID is set to the FCVI_CONNECHON_ ID of the | retried
FCVI_CONNECT_RQST,

4) set a Retry Flag for the FCVI_HANDLE indicated in FCVI_RQST_HANDLE,
5) set CSerr for any previous FCVI_CONNECTION_ID forthis FCVI_RQST_HANDLE.

Rufe 9: If the FC-VI Provider receives a FCVI_CONNECT_RQST IU, the RETRY bit is seit in the
FCVMI_FLAGS field, and the Local Endpoint is in the Connected state, the FC-VI Provider then

) Transmits the FCVI_CONNECT_RESP1, which is identical to any previously transmitted Connect
Response U for this FCVI_HANDLE except:

Q)

1) the RETRY bit in the FCVI_FLAGSfield is set,
2) the Exchange ID is set to the Exchange ID of the retried FCVI_CONNECT_RQST,

3) the FCVI_CONNECTION ID is set to the FCVI_CONNECTION ID of the | retried
FCVI_CONNECT_RQ@ST,
4) set a Retry Flag'for the FCVI_HANDLE indicated in FCVI_RQST_HANDLE.

ote 3 Since the \Connection Setup completed successfully, the CONN_STS in the FCVI_FLAGS$ in the
CVI_CONNECTNRESP1 is set to zero (“Connect Accept”).

=

Ruje 10: If(the FC-VI Provider receives a FCVI_CONNECT_RESP2 IU, the RETRY bit is st in the
FCVI_FLAGS field, and the Local Endpoint is in the Connected state, the FC-VI Provider then

a) ransmits the FCVI CONNECT RESP3, which is identical to any previously transmitted Connect
Response IU for this FCVI_HANDLE except:

1) the RETRY bit in the FCVI_FLAGS field is set,

2) the Exchange ID is set to the Exchange ID of the retried FCVI_CONNECT_RESP2,
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3) the FCVI_CONNECTION_ID is set to the FCVI_CONNECTION_ ID of the retried
FCVI_CONNECT_RESP?2,

Note 4 clear the Retry Flag for the FCVI_HANDLE indicated in FCVI_CONNECT_RESP2.

Note 5 Since the Connection Setup completed successfully, the CONN_STS in the FCVI_FLAGS in the
FCVI_CONNECT_RESP1 is set to zero (“Connect Accept”).

Rule 11: If the FC-VI Provider receives a FCVI_CONNECT_RQST IU, the RETRY bit is set in the
FCVI_FLAGS field, a Connection Setup is not open for the FCVI_HANDLE indicated in the
FCVI_RQST_HANDLE in the payload of the FCVI_CONNECT_RQST, and a Connection does not exist for
the same FCVI_HANDLE, the FC-VI Provider responds as if it were a new Connect Request, with the ex-
ception that the RETRY bit in the FCVI_FLAGS field is set for all Connect Responses for this Exchange.

Rulle 12: If the FC-VI Provider is within a retried Connection Setup (Retry Flag set) fora p4rticular
FCVYI_HANDLE and it receives a FCVI_CONNECT_RESP2 IU for the same FCVI_HANDBLE with the cor-
rec{ FCVI_CONNECTION ID and Exchange ID, the FC-VI Provider responds with’the appfopriate
FCVYI_CONNECT_RESP3 IU and complete the Connection Setup at the Local Connectionpoint.

C.5 Error detection and recovery examples for connection setup
C.51 Overview

Figyre C.1 shows a typical Client-Server FC-VI Connection Setup.operation. For all figures in Clayse C.5,
soli¢l vertical lines indicate when VI Application calls to the VI Provider complete relative to FC-VI IJ trans-

misgion or reception. Dashed vertical lines indicate the duration of timer values specified in eithgr the VI
Appglication call or by the FC-VI Provider.

VipConnectWait(...TO,...) VipCreateVi()
0 VipPostRecv()
v4//FC’\QW/ VipConnectRequest(...T1,{..)
VipCreateVi() T R
VipPostRecv()
VipConnectAccept().§ FCVI_CONNECT_RESP1
\ \
T2 |
LW \/
VipPostSend()
VipPostWait()
FCVI_CONNECT_RESP3

VipPostsend()
VipPostWait() completes

Figure C.1 - Client-server connection setup
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In the example shown in Figure C.1, the Client on the right side of the figure creates a VI by issuing a
VipCreateVI call to the VI Provider. The Client then posts a receive buffer with VipPostRecv and attempts
to establish a connection by issuing a VipConnectRequest call. The Client specifies how long it is willing to
wait for the Connection Setup to complete by setting the Timeout parameter of VipConnectRequest to
“T1”. VipConnectRequest completes at the Client when

a) FCVI_CONNECT_RESP2 IU is sent,
b) Timer T1 expires,

c) Connection Setup has been retried without success.

ThJa Client may issue VipPostSend call(s) after VipConnectRequest successfully completes. I this exam-
ple} the Client waits for the completion of the VipPostSend by executing a VipPostWait call:

The Client FC-VI Provider should not complete any VipSendWait (or VipSendDone) callg until a
FCWMI_CONNECT_RESP3 is received or T3 (see definition in next subclause) expifes and the Cornnection
Sefup fails. Since the Client goes to the Connected state (when FCVI_CONNECT)ORESP?2 is sent) before
thel Server (when FCVI_CONNECT_RESP3 is sent), the motivation is to throttle the Client from sgnding a
sighificant number of Messages before the Server can send a Message.

In Figure C.1, the Server on the left side of the figure issues a VipConnectWait call to the VI Provider. The
Sefpver VI Application specifies how long it is willing to wait for a matching Connect Request by sefting the
Timeout parameter of VipConnectWait to “T0”. VipConnectWait completes at the Server when a
FCVMI_CONNECT_RQST IU is received with a matching Host’/Address and Discriminator (see Clduse 6.7
in YI-ARCH) or TO expires. In this particular example, theServer VI Application accepts the Conrject Re-
quést and creates a VI with matching attributes with theWipCreateVI call, then queues a receive buffer
with a VipPostRecv call. The Server then issues a VipConnectAccept call to accept the Connect Request.
VipConnectAccept returns when a FCVI_CONNECT RESP3 IU is sent or T2 (see definition in ngxt sub-
clapse) expires. The Server may then issue VipPostSend calls if VipConnectAccept successfully com-
pletes.

A Reer-to-Peer Connection Setup is similar to the Client side of a Client-Server Connection Setlip. One
difference is VipConnectPeerRequest is non-blocking and returns immediately (i.e., befpre the
FCMI_CONNECT_RESP1 is received). The VI Application uses VipConnectDone or VipConnecfWait to
det[ermine when the initial connection phase completes. In the above example, VipConnectRequest would

be [replaced with the pair oficalls VipConnectPeerRequest, VipConnectPeerWait. Another diffefence is
thaf there is no ability forithe Peer application to accept or reject an incoming Connect Request.

C.%5.2 FC-VI connection setup timers

On|the Serten, “T0” is the Timeout parameter specified by a VI Application in the VipConnectWaijt call. If
TO lexpires, FCVI_CONNECT_RESP1 IU originated by the Server should not indicate a CONN_STS Rea-
son Gode of “Connect Timeout”, since the Server does not need to maintain state of all VipConnectWait
calls that have ever timed out. A CONN STS Reason Code of “No Waiting Remote Connectionpoint” is
the correct response if the Server times out the VipConnectWait call.

On the Server, timer “T2” is set to two times FCVI_ULP_TIMEOUT and is specified by the Server FC-VI
Provider. It is set when a FCVI_CONNECT_RESP1 is sent and cleared when a
FCVI_CONNECT_RESP2 IU is received. If T2 expires, the Server FC-VI Providers completes the Vip-
ConnectAccept call with a return code of VIP_TIMEOUT, transition the VI to the Error state, and gener-
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ates an asynchronous error notification with an Error Code of VIP_ERROR_CONN_LOST. Note that in the
VI Architecture there is no mechanism to return a “transport error” for the VipConnectAccept call. The only
solution is to return VIP_TIMEOUT (which may also mean the Client stopped waiting for a reply to its Con-
nect Request) and then generates an asynchronous error notification of VIP_ERROR_CONN_LOST.

On the Client, “T1” is the Timeout parameter specified by a VI Application in the VipConnectRequest call. If
T1 expires before FCVI_CONNECT_RESP1 IU arrives, FCVI_CONNECT_RESP2 IU indicates a
CONN_STS Reason Code of “Connect Timeout”. VipConnectAccept then completes with return code of
VIP_TIMEOUT on the Server.

On the Client, timer “T3” is set to FCVI_ULP_TIMEOUT and is specified by the Client FC-VI Provider. It is
set when FCVI_CONNECT_RQST IU is sent and cleared when FCVI_CONNECT_RESP3 IU is\received.
Sin¢e T1 is settable by the VI Application, its value may be greater than, less than or equal to.T3.'If T3 ex-
pireg before T1 (the Client is still waiting for a Connect Response) and the Client is still waiting orj a Con-
necl Response (a reject or no waiting Connectionpoint was not received), the Connect Request i$ retried
once by the FC-VI Provider. If T1 expires before T3 (the Client is no longer waiting.for a Conrlect Re-
spopse), the FC-VI Provider attempts to complete the Connection Setup handshake by waiting yp to T3
secpnds for the FCVI_CONNECT_RESP3 IU.

C.53 VipConnectRequest completion

Thel Client FC-VI Provider executes the following steps as a single-atomic operation when completing Vip-
CornnectRequest:

1. |Clear T1
. |transmit a FCVI_CONNECT_RESP2
3. |complete VipConnectRequest

C.54 VipConnectAccept completion

Thel Server FC-VI Provider executes the follawing steps as a single atomic operation when complefing Vip-
ConnectAccept:

1. |Clear T2
. |transmit a FCVI_CONNECT\RESP3
3. |complete VipConnectAccept

C.5.5 Enabling message transmission and reception

Thel Client is enabled for Message reception after a FCVI_CONNECT_RESP1 IU is received and before a
FCYI_CONNECT: RESP2 IU is sent.

Thel Seryeris enabled for Message reception after a FCVI_CONNECT_RQST IU is received and lefore a
FCYI .CONNECT_RESP1 IU is sent.

The Client is enabled for Message transmission after FCVI_CONNECT_RESP2 IU is sent and VipConnec-
tRequest completes. Note that Message data may be sent by the Client before the
FCVI_CONNECT_RESP3 IU is received. The Client FC-VI Provider does not complete any Descriptors
until the Local Endpoint has transitioned to the Connected, Idle or Error states.
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If T3 expires when the Local Endpoint is in the Pending Connect retry state, all posted Descriptors are
completed in error. If T1 expires, the Local Endpoint transitions to the Idle state and all posted Descriptors
are completed with an error of “Descriptor Flushed”.

The Server is enabled for Message transmission after a FCVI_CONNECT_RESP3 IU is sent and VipCon-
nectAccept completes.

C.5.6 Client timeout of VipConnectRequest

Figure C.2 illustrates the Client timing out the Connect Request before it completes (T1 < T3). In this case,
thel FCVI_CONNECT_RESP2 IU indicates a CONN_STS with a Reason Code of “Connect Timeout”. The

VipgConnectAccept call on the Server completes with a return code of VIP_TIMEOUT. Neither'¢lient or
Sefver see a completed connection and the Local Endpoint transitions to the Idle state.

W VipConnectRequest(...T1}...)

VipConnectAccept() W X
W

FCVI_ CONNECT RESP3
VIP_TIMEOUT  »

Figure.C.2 - Client timeout of VipConnectRequest

C.5.7 Lost FCVI_CONNECT_RAQST IU
C.5.7.1 Lost FCVI-=CONNECT_RQST IU example
Figure C.3 shows an example of a lost FCVI_CONNECT_RQST IU.

The Client.,FC-VI Provider transmits a FCVI_CONNECT_RQST IU as a result of the Client VI Application
issting aVipConnectRequest call to the VI Provider.

Assume that T1 (VIP_TIMEOUT parameter in VipConnectRequest) < T3 (FCVI_ULP_TIMEOUT). The
FCVI_CONNECT_RQST IU is lost and the Client VI Application times out waiting for the Connect Request
to complete. VipConnectRequest completes with a return code of VIP_TIMEOUT. The Client FC-VI Pro-
vider transitions the Local Endpoint from the Connect Pending to the Idle state.
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The Client FC-VI Provider waits for T3 seconds for the FCVI_CONNECT_RESP3 IU to arrive and times
out. The Client FC-VI Provider then transmits an ABTS to recover the Exchange ID used for the Connec-
tion Setup. The Server FC-VI Provider has no Exchange or Connection Setup context, since it never re-
ceived the FCVI_CONNECT_RQST IU. The Server FC-VI Provider replies by transmitting a BA_ACC (see
“Special case - new Exchange” in 23.6.1.1 of FC-FS). The Client FC-VI Provider may optionally log a

tran

sport error.

The Client FC-VI Provider will not attempt a retry, since the Local VI Application is responsible for issuing a
new Connect Request.

C.5

If T
mits

If th
has
stat
VIP

for the retried Connection Setup.

If th
mits
flag

N

FCVI_CONNECT_RQST VipConnectRequest(...T1,")
Sever

T1
T3

\ Y

X

Figure C.3 — Lost FCVI_CONNECT_RQST IU

7.2 Retried connection setup

has not expired and T3 expires, the Client FC-VI Provider retries the Connection Setup and
the FCVI_CONNECT_RQST IU. The'RETRY bit is set to one in all Connection Setup IUs.

e retried Connection Setup fails (T3 expires waiting for the retried FCVI_CONNECT_RESP3)
not expired, the Client FC-VI_Provider transitions the Local Endpoint from the Connect Pendi
e to the Error state, clearsjthe T1 timer and complete the VipConnectRequest with a return
| NOT_REACHABLE.«The Client FC-VI Provider transmits an ABTS to recover the Exchange

e Client VI Application issues a VipDisconnect call to the VI Provider, the Client FC-VI Providg
a FCVI_DISCONNECT_RQST IU with the CONN_SETUP_ABORT flag set, the VIP_APP_L
set and the 'CONN_STS set in the FCVI_FLAGS field.

DTE. {fthe VI Application never issues a Disconnect, the VI remains in the Error state until the VI Applicati

retrans-

and T1
ng retry
code of
D used

r trans-
ISCON

bn termi-

na

tesor a VipCloseNIC call is issued

The Reason Code for the error is set to “Connection Setup Timeout”. The FCVI_HANDLE in the
Device_Header of the FCVI_DISCONNECT_RQST IU is set equal to the FCVI_RQST_HANDLE sent in
the FCVI_CONNECT_RQST IU. The FCVI_CONNECTION_ID in the Device_Header is set equal to the


https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

-98 - 14165-331 © ISO/IEC:

2007(E)

FCVI_CONNECTION_ID in the Device_Header of the FCVI_CONNECT_RQST IU of the retried Connec-

tion

Setup.

The Server FC-VI Provider responds by transmitting a FCVI_DISCONNECT_RESP IU with the
CONN_SETUP_ABORT and VIP_APP_DISCON flags set equal to those in the FCVI_CONNECT_RQST
IU. The CONN_STS set in the FCVI_FLAGS field. The Reason Code for the error is set to “Connection
Does Not Exist”. The FCVI_HANDLE is set to FFFFFFFFh. The FCVI_CONNECTION_ID in the
Device Header of the FCVI_DISCONNECT_RESP IU is set equal to the FCVI_CONNECTION_ID in the
Device_Header of the FCVI_DISCONNECT_RQST IU received on the same Exchange.

If the FCVI_DISCONNECT_RESP IU is received within FCVI_ULP_TIMEOUT seconds, the VipDiscon-

ned

ceiyed within FCVI_ULP_TIMEOUT seconds, the Client FC-VI Provider may retry the Disconne
ied FCVI_DISCONNECT_RESP IU is not received, the VipDisconnect call completes ‘with & return

ret
cod

WH
Pra

C.5.8 Lost FCVI_CONNECT_RESP1 IU

Figure C.4 shows an example of a lost FCVI_CONNECT_RESP1-U.

t call completes with a return code of VIP_SUCCESS. If the FCVI_DISCONNECT_RESP U, is

e of VIP_NOT_REACHABLE and the Local Endpoint is not transitioned from the Error, state.

enever a FCVI_ULP_TIMEOUT occurs waiting for a FCVI_DISCONNECT_RESP 1U, the Clier
vider recovers the Exchange ID by transmitting an ABTS.

not re-
t. If the

t FC-VI

The Client FC-VI Provider transmits a FCVI_CONNECT_RQST"IU as a result of the Client VI Application

issfiing a VipConnectRequest call to the VI Provider. Assume that T1 (VIP_TIMEOUT paramete
CohnectRequest) < T3 (FCVI_ULP_TIMEOUT). The Server FC-VI Provider responds by is
FCVI_CONNECT_RESP1 IU.

The FCVI_CONNECT_RESP1 IU is lost and thelClient VI Application times out waiting T1 second
Copnect Request to complete. VipConnectRequest completes with a return code of VIP_TIMEO
Clignt FC-VI Provider transitions the Local-Endpoint from the Connect Pending to the Idle state.

Fin Vip-
suing a

5 for the
UT. The

Client
FCVI_CONNECT_RQST VipConnectRequest(...T1,...
T
W "
\/ \/

X

Figure C.4 - Lost FCVI_CONNECT_RESP1 IU
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Since the Client cannot tell the difference between a lost FCVI_CONNECT_RQST and a lost
FCVI_CONNECT_RESP1, the behavior is identical to the lost FCVI_CONNECT_RQST example de-
scribed in the previous section, with the exception that the Server FC-VI Provider has Connection Setup
context and will reply to a Disconnect request with a Reason Code other than “Connection Does Not Exist”.

C.5.9 Lost FCVI_CONNECT_RESP2 IU
C.5.9.1 Lost FCVI_CONNECT_RESP2 IU example

Figure C.5 shows an example of a lost FCVI_CONNECT_RESP2 IU.

Client
Server

W VipConnectRequest(:-~T1,]..)

VipConnectAccept() W ,
\J

FCVI_CONNECT_RESP2

T2 - X
/ VipPostSend()
/ VipPostSend()
VIP_TIMEOUT / VipPostSend()

Figure C.5= Lost FCVI_CONNECT_RESP2
The| Client FC-VI Provider transmits the FCVI_CONNECT_RESP2 and completes VipConnectRequest.

Assume the FCVI_CONNECT)RESP1 indicates a “Connect Accept’. VipConnectRequest returng with a
Retlirn Code of VIP_SUGCESS. The Client Endpoint transitions to the Connected state. The Client VI Ap-
plication may then transmit Messages by issuing VipPostSend calls.

The Client FC-VI Rrovider waits for T3 seconds for the FCVI_CONNECT_RESP3 IU to arrive arld times
out| The Client EC-VI Provider then transmits an ABTS to recover the Exchange ID used for the Connec-
tion| Setup. The Client Endpoint is transitioned to the Error state. An asynchronous error notification of
VIPl ERROR_CONN_LOST is generated by the Client FC-VI Provider. A Herr is set for the Local
FCVYI HANDLE and frames are discarded forup to R_A TOV.

If the Client VI Application issues a VipDisconnect call to the VI Provider, the Client FC-VI Provider trans-
mits a FCVI_DISCONNECT_RQST IU with the CONN_SETUP_ABORT flag clear, the VIP_APP_DISCON
flag set and the CONN_STS set in the FCVI_FLAGS field. The Reason Code for the error is set to “Trans-
port Error’. The FCVI_HANDLE in the Device_Header of the FCVI_DISCONNECT_RQST IU is set equal
to the FCVI_HANDLE for the connection. The FCVI_CONNECTION_ID in the Device_Header is set equal
to FFFFFFFFh.
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The Server FC-VI Provider responds by transmitting a FCVI_DISCONNECT_RESP IU with the
CONN_SETUP_ABORT and VIP_APP_DISCON flags set equal to those received in the
FCVI_DISCONNECT_RQST IU. The FCVI_CONNECTION_ID in the Device_Header of the
FCVI_DISCONNECT_RESP IU is set equal to the FCVI_CONNECTION_ID in the Device_Header of the
FCVI_DISCONNECT_RQST IU received on the same Exchange. A Herr is set for the Local
FCVI_HANDLE sent as the FCVI_RESP_HANDLE and frames are discarded forup to R_A TOV.

If the FCVI_DISCONNECT_RESP IU is received by the Client within FCVI_ULP_TIMEOUT seconds, the
VipDisconnect call completes with a return code of VIP_SUCCESS. If the FCVI_DISCONNECT_RESP IU
is not received within FCVI_ULP_TIMEOUT seconds, the Client FC-VI Provider may retry the Disconnect.
If the retried FCVI_DISCONNECT_RESP IU is not received, the VipDisconnect call completes with a re-
turn code of VIP_NOT_REACHABLE and the state of the Client Endpoint is not changed from, tihe Error
stafe. Whenever a FCVI_ULP_TIMEOUT occurs waiting for a FCVI_DISCONNECT_RESP IUythe Client
FC}VI Provider recovers the Exchange ID by transmitting an ABTS.

C.5.9.2 Server timing out connection setup

If HCVI_DISCONNECT_RQST IU arrives before T2 expires at the Server, T2:is cleared and thg Server
Engpoint is transitioned to the Error state. Since the Client was in the Connected state, the Disconnect re-
quest will indicate that a connection is being aborted (CONN_SETUP_ABORT flag clear). A Herr is set for
thg Local FCVI_HANDLE sent as the FCVI_RESP_HANDLE and-frames are discarded fgr up to
R_A TOV.

If TR expires before FCVI_DISCONNECT_RQST IU arrives, thie 'Server Endpoint will be transitiongd to the
Errpr state and CSerr will be set for the FCVI_CONNECTION_ID received in the FCVI_CONNECT| RQST
IU.[Frames will be discarded for FCVI_CONNECTION/ID.for up to R_A_TOV.

The Server VI Application may issue a VipDisconnect, possibly before the Client VI Applicatiop. Each
Engpoint must issue a VipDisconnect to transition;the Local Endpoint from the Error state to the Id|e state.
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C.5.10 Lost FCVI_CONNECT_RESP3 IU

C.5.10.1 Lost FCVI_CONNECT_RESP3 IU example

Figure C.6 shows an example of a lost FCVI_CONNECT_RESP3 IU.

The
with
call
FC-
The
ces

Client
Server !

W

T3
W
FCVI_CONNECT_RESP2
VipPostSend()

|

S FCVI_CONNECT_RESP3 A/
VipPostSend()

W

X

Figure C.6 — Lost FCVI_CONNECT_RESP3 IU

Server FC-VI Provider transmits a FCVISCONNECT_RESP3 IU and the VipConnectAccept co

5fully completed (FCVI_CONNECT_RESP3 arrives).

Client may transmit. Message data as soon as the FCVI_CONNECT_RESP2 IU is sent. Howg
criptors may notbe“completed until the FCVI_CONNECT_RESP3 IU arrives. The Client may
sage Response IUs from the Server.

bn T3 expires at the Client, the Client Endpoint will be transitioned to the Error state and an He
or the*Client FCVI_HANDLE. When the Client VI Application issues a VipDisconnect call, the rg

C\/ DISCONNECT RQST IU WI|| transmon the Server Endpomt from the Connected to the Err

mpletes

a return code of VIP_SUCCESS. The"Server VI Application may then issue one or more VipP¢stSend
5 to transfer Messages to the Client. Since the FCVI_CONNECT_RESP3 IU has been sent, thg Server
VI Provider may successfully.complete Send Descriptors for Unreliable Delivery or Reliable Delivery.
Client FC-VI Provider does‘not issue any Message Response IUs until Connection Setup Has suc-

ver, the
receive

r will be
ceipt of

or state.

Error state to the Idle state.
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Annex D
(informative)

Disconnect operation error handling examples

Disconnect operation example description

:2007(E)

The following rules support error detection and recovery for FC-VI Disconnect operation. This set of rules
support acknowledged (class 2) and unacknowledged (class 3) service, as well as In-Order Fabrics and

Out-of-Order Fabirics.

Rule 1: If a VI Application issues a VipDisconnect call and an established connection is being-aboited, the

FC}HVI Provider

Q)

Rule 2: If a VI Application issues.a VipDisconnect call as the result of a timeout during a Connect

up

the| FC-VI Provider

Q)

) transmits a FCVI_DISCONNECT_RQST IU with FCVI_APP_DISCON ¢(set” to one &

H) waits for the FCVI_DISCONNECT RESP IU Cup to FCVI_ULP_TIMEOUT.

) transmits a FEVI_DISCONNECT_RQST IU with FCVI_APP_DISCON set to or

H) avails for the FCVI_DISCONNECT RESP IU up to FCVI_ULP_TIMEOUT.

CONN_SETUP_ABORT flag set to zero. If the FC-VI Provider can proyide information a
cause of the connection abort, it may set CONN_STS to one and set the:Reason Code appr
ly (see Table 13). The FCVI_HANDLE in the Device Header is set-equal to the FCVI_HAN
the Remote Endpoint. The FCVI_MSG _ID in the Device Headet. is’set equal to the highe
sage ID successfully completed by the Disconnect request originator. The FCVI_CONNECT]
in the Device_Header is set to a value of FFFFFFFFh.

FCVI_DISCONNECT_RESP IU is not received within the timeout period, the FC-VI Providg
mits an ABTS for the Exchange used for the FCYNDISCONNECT_RQST IU. The FC-VI R
may retry the FCVI_DISCONNECT_RQST IU:

If a FCVI_DISCONNECT_RESP IU is never received, leave the Local Endpoint in the Erm
and complete the VipDisconnect with a‘teturn code of VIP_NOT_REACHABLE. Else, trans
Local Endpoint to the Idle state~and complete the VipDisconnect with a return ¢
VIP_SUCCESS.

FCVI_CONNECT_RESP1:was never received and the Client did not time out the Connect R

CONN_SETUP-ABORT flag set to one, and CONN_STS set to one in the FCVI_FLAGS fiel
Reason Code of “Connection Setup Timeout”. Set the FCVI_HANDLE equal to FFFFFFFFh,
FCVI_CGONNECTION_ID in the Device_Header set to the FCVI_CONNECTION_ID ser
FCVI(CONNECT_RQST IU.

nd the
5 to the
opriate-
IDLE of
st Mes-
ION_ID

If a
r trans-
Provider

pr state
tion the
ode of

on Set-
pquest),

e, the
d with a
Set the
tin the

If a

FCVI DISCONNECT RESP IU is not received within the timeout period, the FC-VI Provid

r trans-

mits an ABTS for the Exchange used for the FCVI_DISCONNECT_RESP IU. The FC-VI Provider

may retry the FCVI_DISCONNECT_RQST IU.

Transition the VI to the Idle state if a FCVI_DISCONNECT_RESP IU is received.
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Rule 3: If an FC-VI Provider receives a FCVI_DISCONNECT_RQST and the FCVI_HANDLE is not de-
fined and the FCVI_CONNECTION_ID is unknown, the FC-VI Provider

a) transmits a FCVI_DISCONNECT_RESP with the FCVI_HANDLE set to FFFFFFFFh in the
Device_Header, the FCVI_CONNECTION_ID set to FFFFFFFFh in the Device_Header, the
FCVI_APP_DISCON and CONN_SETUP_ABORT flags set equal to the value received in the
FCVI_DISCONNECT_RQST, and the CONN_STS set to one in the FCVI_FLAGS field with a Rea-
son Code of “Connection Does Not Exist”.

Rule 6: If an FC-VI Provider receives a FCVI_DISCONNECT_RQST, the FCVI_HANDLE is defined, the
FCVI_CONNECTION_ID is unknown, and the CONN_SETUP_ABORT flag is set, the FC-VI Provider

a) transmits a FCVI_DISCONNECT_RESP with the FCVI_HANDLE set to the FCVI_HANDLI of the
Disconnect request originator, the FCVI_APP_DISCON and CONN_SETUP_ABORTrflags sgt equal
to the value received in the FCVI_DISCONNECT_RQST, and the CONN_STS!set'to ong in the
FCVI_FLAGS field with a Reason Code of “Protocol Error”.

D.2l FC-VI disconnect operation example
Figdire D.1 illustrates a typical Disconnect of an established Connection between the two Endpoints of a
FC-VI Connection. Assume the left Endpoint is the Local Endpoint and‘the right Endpoint is the Remote
Endpoint. Assume that an error has occurred and the Local Endpeint-has transitioned to the Error state.
v FC-VI FC-VI v
Provider Provider FCVI_DISCONNECT/RESP Provider Provider
- A
VipDisconne(i Y FCVI_DISCONNECT_RQST . VipEiorCaIback
VIP_SUCESS
VI state: VIP_ERROR_CONN_LPST
VIP_NOT_REACHABLE -> Error
VI state if RESP received:
> Idle
Vi FC-VI FC-VI Vi
Provider Provider FCVI_DISCONNEGT RESP Provider Provider
A o
~ FCVI_DISCONNECT_RQST Y VipDisconnpct
VI state: VIP_SUCESS
-> Error I
VIP_NOT_REACHABLE
VI state if RESP receivgd:
> Idle
Figure D.1 — FC-VI disconnect operation

In the top of Figure D.1, the Local VI Application issues a VipDisconnect to the VI Provider, which causes

the FC-VI Provider to transmit a FCVI_DISCONNECT_RQST IU.
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The receipt of the FCVI_DISCONNECT_RQST IU by the Remote FC-VI Provider causes a VipErrorCall-
back with an error code of VIP_ERROR_CONN_LOST to be issued to the Remote VI Application. The
Remote Endpoint is transitioned to the Error state.

The Remote FC-VI Provider transmits a FCVI_DISCONNECT_RESP IU. The VipDisconnect completes at
the Local Endpoint with a return code of VIP_SUCCESS after receipt of the FCVI_DISCONNECT_RESP
IU. If a FCVI_DISCONNECT_RESP never arrives, the VipDisconnect completes with a return code of
VIP_NOT_REACHABLE. The Local Endpoint remains in the Error State if the
FCVI_DISCONNECT_RESP IU never arrives.

At some point the Remote VI Application should issue a VipDisconnect to transition its Endpoint to the Idle
state, as shown in the bottom of Figure D.1. This causes the Remote FC-VI Provider to trapsmit a
FCVMI_DISCONNECT_RQST IU. The Local FC-VI Provider replies with a FCVI_DISCONNECT\RESP IU.
Since the Local Endpoint is already in the Idle state, no VipErrorCallback is issued to the Local VI Applica-
tion. The receipt of a FCVI_DISCONNECT_RESP IU transitions the Local Endpoint to the Idle stafe.

Unger different circumstances, both the Local and Remote Endpoints may issue ad/ipDisconnect at about
thel same time. Each Endpoint would already be in the Error State when the FCMDDISCONNECT_RESP
IU arrives, and no VipErrorCallback is issued on either Endpoint.



https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

14165-331 © ISO/IEC:2007(E) -105 -

Annex E
(informative)

Message streaming for reliable reception

Similar to Unreliable Delivery and Reliable Delivery, Messages may be streamed for Reliable Reception. A
Message is considered streamed when subsequent Messages have begun processing2 before all prior
Messages have been completed on a VI.

The
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failure semantics of Reliable Reception, as defined by the VI Architecture, dictate that if a fa
on a particular Message, no subsequent Descriptors will be successfully completed for_that
vs subsequent Descriptors to be processed by the FC-VI Provider, but they may not be comple
revious Descriptors have been completed for that VI. If a failure occurs on a given Deseriptor,
Lient Descriptors will be completed in error and the VI connection will be terminated.for that VI.

lure oc-
V1. This
ed until
all sub-

hypothetical error-free transport, if an error occurs in processing the Message at the respond
priginator Descriptor and responder Descriptor for Message M will completesin error. All Descri
sages less than M will have completed successfully on both the originator and responder,

here the responder has failed and that no subsequent steps (i.e?, Descriptors) is completed.

r for the same Message. If Messages are streamed to some depth N (i.e., N open Messages),
onder may complete N more Descriptors than;the originator for a VI if multiple transport errors

Application may limit the streaming depth by setting the FCVI_PIPELINE_DEPTH to a valu
s the number of open Messages foraVI to no more than N Messages. The FCVI_PIPELINE |
n attribute in the FCVI_QOS structure in the FCVI_ATTRIBUTES (see Table 18). This guarantg
h in the presence of multiple transport errors, the responder can complete at most N more Des
the originator.

h the Disconnect request-and the Disconnect response contain the FCVI_MSG_ID of the last M
cessfully completed-by the Remote Endpoint. A VI Application may use this value to determine

r. How a VI Application access this information is FC-VI Provider specific. There is currently no
[face in the"VIMArchitecture to accesses this information.

er, both
tors for
hile all

sage Descriptors greater than or equal to M will complete in error on both the originator and réspond-
hus, the Message originator and responder remain in lock step withiréspect to Descriptor completions.
facilitates error recovery in a distributed environment such as,SANs, since the originator knowp exact-

ever, transport errors such as lost or corrupt frames may result in the Message responder sucdessfully
pleting more Descriptors than the Message originator:For example, if a FCVI_RESP U is lost} the re-
hder may have successfully completed a Descripter while the originator will complete the Desgriptor in

hen the
occur.

e N that
DEPTH
es that,
criptors

essage
at what

t the Remote VIApplication stopped processing a chain of Descriptors on a VI that terminated due to

defined

2-For example, some Message data has been transferred.
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Annex F
(informative)

Enabling Message transmission in the FC-VI NIC

This annex describes a mechanism to enable Message transmission in the FC-VI NIC during Connection
Setup without the direct involvement of the FC-VI Connection Manager in the critical path.

The Connection Manager is typically implemented as a software module within the Kernel Agent. In the
implementation model used in this Annex, the Connection Manager receives and processesiall FC-VI
Copnection Setup IUs. On the Client, Message completion is enabled by the Connection Manager after it
5 received a FCVI_CONNECT_RESP3 IU, while Message reception is enabled-befpre the

FC I_CONNECT_RESP3 IU is received at the Client. There is a race between theClient enabli g Mes-
sage reception and the Server sending Messages. The only way to avoid this rac€’is to enable recgives at
the| Client before the “Clear-To-Send” (CTS) indication is given to the Server, so.receives must be gnabled

However, this creates a potential problem if the FCVI_CONNECT_RESP3 IU never arrives. If this|occurs,
thelServer may transmit Messages for up to FCVI_ULP_TIMEOUZ before the Client times out on the Con-
tion Setup and aborts the partial connection. The root of the problem is the Server sees the connection
as pstablished while the Client is waiting for the Connection Setup to complete.
Any connection protocol is subject to one Endpoint believing the connection is established while the other
is Waiting for the connection to complete if the last Cannection Setup IU is lost. The Endpoint that tfansmit-
ted|the last IU believes the connection is established and is clear to send, while the Endpoint thaf|is wait-
ing| for receipt of the last IU does not observé’the connection as established and is prohibitged from
completing sends.

The mechanism proposed in this subclause significantly reduces the time during which a partially estab-
lisHed connection may operate. For the Client, the FCVI_CONNECT_RESP3 IU is used as the Clear-To-
Send (CTS) signal by the FC-VI.NIC. The FCVI_CONNECT_RESP3 IU is received by the FC-VI NIC as
first “Message” on the VI..However, it is routed to the receive queue for the Connection Mangger in-
d of the receive queue far the VI. The first real received Message on the VI is routed to the cofrect re-
ceiyve context for the Vle, The FCVI_CONNECT_RESP3 IU has a FCVI_MSG_ID of zero and fhe first
sage has a FCVI-MSG_ID of one. For an In-Order Fabric, the FC-VI NIC immediately detecfs a lost
sage if the FCY1 ,€ONNECT_RESP3 IU is lost. For an Out-of-Order Fabric, the FC-VI NIC dgtects a

Thée successful receipt of CTS informs the Client FC-VI NIC that it may complete any Descriptprs that
haye been processed. On the Server side, the FCVI CONNECT RESP2 IU cannot effectively be used as
nsmit a

sages so it must be involved in the receive path for FCVI CONNECT RESP3 IU.


https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55



https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55



https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

Inimimn

\Virtual Interface Architecture
Specification

Draft Revision 1.0
December 4, 1997

THIS IS AN INTERIM, DRAFT REVISION. MANY CHANGES MAY OCCUR BETWEEN THIS
REVISIONAND A FINAL REVISION. ANY DESIGNS OR IMPLEMENTATIONS BASED ON THIS
REVISION ARE DONE AT THE DESIGNERS OR IMPLEMENTERS OWN RISK.

MHIS'SPECIFICATION IS PROVIDED “AS IS” WITH NO WARRANTIES WHATSOEVER,
WHETHER EXPRESS, IMPLIED OR STATUTORY, INCLUDING, BUT NOT LIMITED TO ANY
WARRANTY OF MERCHANTABILITY, NONINFRINGEMENT, FITNESS FOR ANY PARTICULAR
PURPOSE, OR ANY WARRANTY OTHERWISE ARISING OUT OF ANY PROPOSAL,
SPECIFICATION, OR SAMPLE.

OO0

© 1997 Compaq Computer Corp., Intel Corporation, Microsoft Corporation.



https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

VI Architecture Specification

Table of Contents

I [ o1 o T [T o) o S 5
L0, OVEIVIBW ..eeiiiiiiee ettt ettt et e e e e e e e e e e e e oo e e o e e e bbb bbbt bbb e ettt et e e e eaaaaaaaeaaaaaens 5
N U 01 PP 5
1.3, ArChItECTUIAl SCOPE .. ..ot een e e e e e e e e 6
1.4, DOCUMENE SCOPE ... uuiieeieiiteeeittttt e e e e e et e e ettt e e e e e e e e e et et ebabaa s e e e e e e aeeeeeessbaban e e aaeens 6
08 TR I =T 12 0] 1T ] oo | 6

1.5.1.  Acronyms and ABDreviations ...............eeeeeeiiiiiiiiiiiiie 6
R T 1 (o [0S VN =1 [ SRS 7
1.5.3. VI AICNITECIUINE TOIMIS ..ottt eeeee ettt e e e e e e e et eeere b s e e e e e ereeennrnnnnn e e e e e sk

D, VI ArChiteCture OVEIVIEW .......uueiiiiei e e eeeee et ee s e e e e e e e eeeeeieais e s s e e e e e eeeeeennnnnnnnnnseseeeeeeeeesses ey 11
2.1. VI ArchiteCture COMPONENES .....cccoiiiiiiiiiieetiiiiiee e e et e e e s e e e e s serreeeee e s seneeee Ty had e 11
211, Virtual INtEIrfaCES. ....ceeiiiiiiiiiieee ettt e e 12
2,120 VIPTOVIEY ettt e e S 13
20,30 VI CONSUME ..ttt ettt ettt e e ettt e e e e e et e e e e enta s e e e peega it ennneeeenen 14
2.2, MemOory REQISIIAtiON .........uuuiiiiiiiieeiciiieiis et e e e e e e e eeee e g s e e s e e e aeaaaeanns 14
2.3.  Data Transfer MOGEIS ........ocoiiieiiiiiii et N e 14
2.3.1.  SENU/RECEIVE......ccoiiiiiiiiiiiieeee e N e 14
2.3.2.  Remote Direct Memory Access (RDMA) ........ccoovvvriiiiiie e 15
2.4, Completion QUEUES..........cuuiuiiiiiieeeeieieeeiiiiiisee s e e eeeeeeeeaesnea e s e e e e e e eeeesantsn s e e eaeaaaaaees 15
2.5, Reliability LEVEIS. .....ooviiiiiiiiiiieieiee e TR A et e e e e e e 16
2.5.1.  Unreliable DElIVEIY ........ouuuiiiiiieieiieeeeeee e o ettt e e e e e eaaans 17
2.5.2.  Reliable DEIIVEIY ....cooeeeiiiiiie i e o et e e e e e et e et n e e e e e e e e aaaaes 18
2.5.3.  Reliable RECEPLION .....oevvvieeiiiiiiiiiiiii O e 18
2.6.  System Area Networks ..o S 19
ST \V F= o F=To [T o BV I @%o] 1 0] oo =T o £ S 2(
3.1 ACCESSING A VI INIC. ..ot ettt et e e e e e e e e e e e e e 2(
3.2, Memory ManagemMeENnt...........ooooiiiiiiiie a3 oot 2(
3.2.1. Registering and De-registering MEMOIY .........cccovviviiiiiiiiiie e eee e eaaaeeens 2(
3.2.2. MemOry ProteCHION .......oeeeee e g ettt 21
3.3, Creating and DeSLrOYING VIS .....odees ittt e e 21

3.4. Creating and Destroying Completion QUEUES ............uuiiiiiieeeiiiiieiiiciiie e e ee e 23

1. VI Connection and DiSCONMNECHIOANL.........uuuiiiriiiiiieiie ittt e e e e e e e e e e s eeeeeeas 23
o IV B @ o o 1= Tox 1 o o O PR 23
4.2, VI DISCONNECHION ... ittt ettt ettt e e e e e e e e e e aeaaeaaeaaaaaaas 24
4.3, VI ADAreSS FOIMat i .. ittt e e e e e e e e e e e e 25

D, VI SHALES o e 26
Lo I o [0S = £ T U PP TP PR 26
5.2, Pending COMMECE StAL..........ccciiiiiiiiiiiiiiie e e e e e e e e e e e e e e et e e e e e e eeeeeeaenennas 21
L IRC T O70 ] [ (= Tor (=T e B =L = ST 271
L 1 (0] &S] - L (TSRO PUPPUTPTRPTTPN 24

B, DescriptOrProcessing MOGE! ........cooooiiii i e 29
6.1.  [FOMMING DESCIIPLONS ...ceeiiiiiiiieeeeee ettt et e et e e e e e e e e e e e s e e s nnnrnnes 29

6.1.1L7 Data CoNSIAEIALIONS .....ceeeiieeeeeeeie ittt e et e et e e e aa e e e e e e e e e e e e s e e e e nnnneeneeeees 3(
O Il =0 1S (] o I 1o o] (] =SSP 3(
B(3.  ProCesSING DESCIIPLOIS . ....ciiiiieeeieeiie ettt ettt et e e e e e e e e e e e s a e 3(

— 63" t—Ordermg RutesandBarrers 3

6.3.2.  Address Translation and Memory ACCESS .......ccccvvvvvriuiiiiiiiieeeeeeeeeeeariin e e e e aeaaeens 32
L N @7o 0 Y o] [TV =TTl ] ) (o] =S 32

6.4.1. Completing Descriptors by the VI Provider...........ccccccoieiiiii 32

6.4.2. Completing Descriptors by the VI CONSUMEr............covvviiiiiiiiieeeieceeee e, 33

A = 1 o g =g T |1 oo S 34
7.1.  Error Handling for Unreliable CONNECHIONS ..........uuurriiiiiiiiiiiiiiieeiee e 34
7.2.  Error Handling for Reliable Delivery CONNECHIONS............cvviiiiiiiieeeeiiiceeeceee e e e, 34
7.3. Error Handling for Reliable Reception CONNECLIONS.............ceiiiiiieeiiiiceiiiiis e ee e, 34

Page 2


https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

VI Architecture Specification

S T 1 1o =T 1 =PSSO 35
8.1, SCAlADIILY ... e aar e 35
S T AN o] o 1] o )G 36
9.1.  Example VI USer AGENt OVEIVIEW .........uuiiiiiiiiiiiiiiee ettt e ettt e e aiinneeeae s 36
9.2, Hardware CONNECHION ........cuiiiiiiiiee ettt et e e e e e e e e e e e e e e e s aeeaeees 36
9.2.1. VIPOPENNIC ...ttt ettt et e e e e e e e e e e e e e e e e 36
9.2.2. VIPCIOSENIC. 1.ttt ettt e e e e e e e e e e e 36
9.3. Endpoint Creation and DEeSIIUCION .........ccociiieiiiiiiiieie e e e e e e 37
LS IR T R VT o @1 (=T (=Y TSP 37
O3 2—MpBestroy———r e 33
9.4, ConNNECtioN MaNAGEMIENT. ......oiiiiii ittt e et e e e e e e e e e e e e e e s e e e e e e e e anneeees e 39
LS I R VT o[ @o ] 1 =T o LAY 1 SRR 39
9.4.2.  VIPCONNECIACCEPL ....ciiiiiieeeeeeiie ittt et e e e e e e e e e e s e a e an e e 4(
9.4.3.  VIPCONNECIREJECT.....ciiiiiieiei ettt e e e e e e e e e D 4(
9.4.4. VipCONNECIREQUESE.......uuvuiiiieeeeieieeeeiiiiee e e e e e e ee e e e e e e e e eeenne ) e e, 4]
9.4.5.  VIPDISCONNECT ....covviiiiiiiiieieieeiee et e e S 47
9.5.  Memory protection and registration..............ccoccciiiiiiiiiiieieeieeeeeeee e e e 47
9.5.1.  ViIpCreatePlag .........coouvuiuiiiiiiie e Ko eaeeaeees 47
9.5.2.  ViIPDESIIOYPLAG ..eevtiiiiiiiieeeeeeiee ittt et e e e e 43
9.5.3.  VIPREGISIEIMEM .....oeiiiiiiiiiiiiiieiiiiieecee e ey et 44
9.5.4.  VipDeregisterMEmM .........uuuiiiiiieeeieeeieiiiiiee e e Y et e e e 45
9.6. Data transfer and completion Operations...............eevveonle e 45
9.6.1.  VIPPOSISENG......coiiiiiiiiiiiiiiiiiiiii i St e e 45
9.6.2.  ViIPSENADONE ... oot be e et e e e e e e e e e e e e e e s et e aaaaaaaaaes 44
LS IR T VT o 1S 1= oo 11 - T eSS 44
9.6.4.  VIPPOSIRECV......ooviiiiiiiiiiiiiiiiiiie e e 47
9.6.5.  VIPRECVDONE .....ccoiiiiiiiiiii e St 4
9.6.6. VIPRECVWAIL......cciiiiiiieie e e e st e e e e e e e e e et s e e e e e e e e e e e e aaabat e e e aeeaeeaeees 49
9.6.7.  VIPCOQDONE ...t Tttt e e e e 49
9.6.8.  VIPCQWIAL ....eeeiiiiiiiiiiiiiieeee e gm ettt ettt e e e e e e e e e e e e e e e e e neeeeees 5(
9.6.9.  ViIPSENANOLITY.....cciiiiiieiiieiae s 5o et e et s e e e e e e e e e e e e e aaeaaaes 5]
9.6.10.  VIPRECVNOLITY .....oviiiiiiie et ettt e e e e e e 52
9.6.11.  VIPCQNOLITY ..o N T ettt et et e e e e e e e e e e e e e e e e e e s e eeeeeees 53
9.7. Completion QUeUEe MaNAGEMENT ..........uuiiiiiieeeeiii e e e e e e e e et e e e e e e e eeeaneeana 54
9.7.1.  VIPCrEAECQ ... e e e iiiiie e e e e e et ettt e ettt et e e e e e e e e e e e s e e s e e s a e 54
S VT o] BT 1 (0 )Y O O R T PP O PP PUTTPPPPPR 54
0.7.3.  VIPRESIZEC QD . . ettt e e e e e et e e e e e e aaaaaaas 55
(IR T @ TU 1= oY/ o N [ (0] g = 1o o 56
9.8. 1. VIPQUEEYINIC ...ttt ettt et e s e e e s bnn e e e s 54
9.8.2.  VIPSEIVIALIDULES. ...coiiiiiiieie ettt e e e 54
LS RS TR T VT o (@ 1T o SR 57
9.8.4. _VIPSEIMEMALIIDULES ... 51
9.8.5, S VIPQUEIYIMEIM ... ettt e et e e e e e e e e et e e e st e e aeaeaaaaeees 5§
9.8:6.) VipQuerySystemManagementinfo .........cccoiiiiiiiiiiiiiiiiee e 59
9.97 N EIOr NANAING . ....eiiiiiiiiie ettt e e e e e e e 59
9:9.1.  VIPEIOrCallback ...........uuiiiiiii e e 59
910 Data Structures and Values 6
9.10.1. RELUIMN COUES ... coieieeeeiiieiee et e s e e e e e et e e e ettt e e e e e e e eeeeeesesnnnnaeaaeeeeaeenes 61
9.10.2. VI DESCIIPLON .ttt et e ettt ettt e et e e e e e e e e e e e e e e s e e s aaa e nnnnennennees 61
9.10.3.  ErTOr DESCIIPLON ...ciiieieeeeieiee e et e e e ettt e s e e e e e e e e et e e e e e e e eeeeeesstananaeaaaeaaeeaees 63
9.10.4.  NIC ALNDULES ...evvieeieeiie et e e e e e e e e e aeeaeeeeeaesaesaenannnnnnnnnes 64
9.10.5. VI AIDULES. ...ttt ettt e et e e e e e e e e e e e e e e e e e e e e nnnnanee 65
9.10.6. MEMOIY ALIHDULES ...ccoviiiiiiie i 66
LS IR0 R Y B 0o | oo | ] = L= S 66
9.10.8. VI NEtWOIrK AQAIESS ....ceeiieeeeeeeie ittt et e e e e e e e e e e e e e e e e s e e e e eeeeneeeeeees 67
10, APPENAIX B ..o e e 68

Page 3


https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

VI Architecture Specification

10.1.  Example Descriptor FOrmat OVEIVIEW ...........coiiiiiiieeiiiiiiiee ettt 68
10.2. Descriptor CONtrol SEOMENT .....u. i e e e e e e e as 69
10.3. DescCriptor AdAreSS SEOMENT......cciii i e e e e e e e e e e as 73
10.4. DeSCriptor Dat@ SEOMENT .........uiiiiieiiiiee e e e et e e 73
O Y o 1= 3 T [ G S 74
11.1. Example Hardware Model OVEIVIEW............uuuuuiiiiie e e e 74
I O €= Va1 o (=T 4 AN SO 74
11.2. 1. Hardware INTEfACE ......cooie it 75
11.2.2. NIC Hardware FUNCHIONS. .........uuuuiiiiiiiiiieiieeiieee e e e e 79
13- kKetreHAgeptBExampte—m—m—m—mmmm 84
11.3. 1. NIC INIGIAIHZALION ... e 8]
11.3.2.  INterrupt PrOCESSING......cceveiiiiiiiiieie e ee ettt e e e e e e e e e e e e e e e e e eeeeeeneen 81
11.3.3. MemOry REQISIIALION. ......ccciiiiiiiiiiiee ettt e one e 8]
11.3.4. MemOory De-regiStration .............ueeueeemieiiiiiieiiaaaaaaaee e e e e e e e e e e e 8]
11.3.5. Setting and Querying Memory Attributes...........ceeevvvvvvviviiiinee 8]
B 2N G Y O - 1T I - SO S 81
11.3.7. VI DESIUCHON.....cciiiiii ittt e e e e e e e g e 81
11.3.8. Setting and Querying VI Attributes .............oviiiiiiiieeic M 87
11.3.9. Protection Tag Creation.........ccccuuiriiiiiiiiiiieiieeit et S 87
11.3.10. Protection Tag DestruCtion ............ccoovvvvieeeeiiniiieieeen oy N 82
11.3.11. Connection Management ........ccoeeeeeiereeiriiiiiiineee e Y st e e 87
11.3.12. Block on Send and RECEIVE .........uueeeeeeveeiiiiiiieen 87
11.3.13. Create Completion QUEUE..........uuirirrieeiieiiieie s AT 87
11.3.14. Resize ComPletion QUEUE.......cccceeeiieieiieiiiee prda e e eeeeeeeeesstais s e s e e e aeeeeeeeersra e aeas 87
11.3.15. Block on Completion QUEUE.........cccvvvveadiis e e e e 83
11.3.16. Destroy Completion QUEUE ..........eeee el h i 83
11.3.17.  Error Callback .........ooooiiii S e 83
11.3.18.  RESOUICE ClEANUD .ceiieeeeiiieiiee e e e ettt e e e e e e e e e e e eeaetann s e s e e e aeeeeeeeatnsannnaaeeas 83

Page 4


https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

VI Architecture Specification

1. Introduction

1.1. Overview

This document describes an architecture for the interface between high performance network
hardware and computer systems. The goal of this architecture is to improve the performance of
distributed applications by reducing the latency associated with critical message passing
bperations. This goal is attained by substantially reducing the system software processing
equired to exchange messages compared to traditional network interface architectures. This
jesign is called the Virtual Interface (VI) Architecture.

This document is divided into several parts. They are arranged as follows:
Chapter 1 — Introduction.

This chapter describes the architecture’s purpose and scope. It also lays’a foundation
with definitions of some terms.

Chapter 2 — VI Architecture Overview.
This chapter identifies the main components and key features of the VI Architecture.
Chapters 3to 8

These chapters describe the semantics, behavior and features of the VI Architecture in
detail.

Appendix A

As an aid to hardware implementers, this section contains examples of how the VI
Architecture might be interfaced to operating system communication facilities.

A\ppendix B
This section describes an example, VI Descriptor format.
Appendix C

This section describes an.éxample design for a VI enabled network interface controller
and a functional description of a VI Kernel Agent.

1.2. Purpose

Distributed applications require the rapid and reliable exchange of information across a network
0 synchronize operations and/or to share data. The performance and scalability of these
hpplications depend upon an efficient communication facility.

raditionaknetwork architectures do not provide the performance required by these applications,
argely_due’to the host-processing overhead of kernel-based transport stacks. This processing
bverhead has a negative performance impact in several ways:

p . Bandwidth - the overhead limits the actual bandwidth that a given network can deliver.
Network hardware bandwidths are increasing by orders of magnitude, while software
overhead in available networking stacks remains relatively constant.

e Latency and Synchronization - efficient synchronization is a major scalability factor for
distributed and network-based applications. The overhead directly contributes to end-to-end
latency of messages used for synchronization.

e Host processing load - the overhead consumes CPU cycles that could be used for other
processing.
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These problems are addressed in the VI Architecture by moving the network interface much
closer to the application, increasing its functionality, and better matching its features to application
requirements. The result is a substantial reduction in processing overhead along the
communication paths that are critical to performance.

1.3. Architectural Scope

This specification defines an architecture for an interface between high performance network
hardware and computer systems. The following items are within the scope of the specification:

p  Logical and physical components that comprise the interface.
p Semantics/behavior seen by consumers and providers of the interface.

p Operations required of the interface components. The critical data movement operations are
covered in detail. Supporting operations, such as connection establishment, arercovered in
more general terms.

b Example software interface to illustrate how software could interact with the.VI hardware.

p  Example design for network hardware that supports the interface architeeture. Implementers
are not required to utilize this design.

[he following items are outside the scope of the specification:

p Specification of the implementation details of the VI Architectare components. This
information is operating system and network hardware specific. Implementations may vary ag
long as the specified behavior is maintained.

b The programming interface used by applications to.access hardware that supports the VI
Architecture. This interface is operating system.specific. It is expected that operating system
vendors will issue companion documents that specify mappings of their programming
interfaces onto the VI Architecture.

p Absolute values for performance and réliability. General guidelines based on the strength of
the architecture are specified, allowing*for variance from one implementation to another.

1.4. Document Scope

This document serves two audiences: network hardware vendors and operating system vendors.
This document is not intended for applications programmers that use services built on top of the
/I Architecture.

1.5. Terminology

1.5.1. /ACcronyms and Abbreviations

API Application Programming Interface. A collection of function calls exported by
libraries and/or services.

alnlal Crvielic Reodundanev Chael A nruoabhaor darnad fromn and otorad ar trancnaattad
> e g Ty e Ot O C Yy - CHC eI 7 o o T O T v C O o o o StoTe O oo o et ™

with, a block of data in order to detect corruption. By recalculating the CRC and
comparing it to the value originally transmitted, the receiver can detect some
types of transmission errors.

DMA Direct Memory Access. A facility that allows a peripheral device to read and write
memory without intervention by the CPU.

IHV Independent Hardware Vendor. Any vendor providing hardware. Used
synonymously at times with VI Hardware Vendor.
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Maximum Transfer Unit. The largest frame length that may be sent on a physical
medium.

Network Interface Controller. A NIC provides an electro-mechanical attachment
of a computer to a network. Under program control, a NIC copies data from
memory to the network medium, transmission, and from the medium to memory,
reception, and implements a unique destination for messages traversing the
network.

Operating System Vendor. The software manufacturer of the operating system

NOS
SAN

SAR

TCP/IP

VM

Callback

Data Payload

—rame

| ink

1.5.2. Industry Terms

that is rnnning on-the node-under discussion

Quality of Service. Metrics that predict the behavior, speed and latency of a
given network connection.

System Area Network. A high-bandwidth, low-latency network interconnecting
nodes within a distributed computer system.

Segmentation and Re-assembly. The process of breaking data-to be transferred
into quantities that are less than or equal to the MTU, transmitting them across
the network and then reassembling them at the receiving end*to reconstruct the
original data.

Transmission Control Protocol/Internet Protocol. A standard networking protocol
developed for LANs and WANSs. This is the standard communication protocol
used in the Internet.

Virtual Memory. The address space available'to a process running in a system
with a memory management unit (MMU&. The virtual address space is usually
divided into pages, each consisting of 2™\bytes. The bottom N address bits (the
offset within a page) are left unchanged, indicating the offset within a page, and
the upper bits give a (virtual) pageiumber that is mapped by the MMU to a
physical page address. This is recombined with the offset to give the address of
a location in physical memary.

A scheme used in event-driven programs where the program registers a function
called the callback-handler, for a certain event. The program does not call the
callback handlerdirectly. Rather, when the event occurs, the handler is invoked
asynchronously, possibly with arguments describing the event.

The amount of data, not including any control or header information, that can be
carried\in one packet.

One“unit of data encapsulated by a physical network protocol header and/or
trailer. The header generally provides control and routing information for
directing the frame through the network fabric. The trailer generally contains
control and CRC data for ensuring packets are not delivered with corrupted
contents.

A full duplex channel between any two network fabric elements, such as nodes,
routers or switches

Network Fabric

Message

The collection of routers, switches, connectors, and cables that connects a set of
nodes.

An application-defined unit of data interchange. A primitive unit of communication
between cooperating sequential processes.
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Message Latency
The elapsed time from the initiation of a message send operation until the
receiver is notified that the entire message is present in its memory.

Message Overhead
The sum of the times required to initiate transmission of a message, notify the
receiver that the message is available, and the non-bandwidth dependent
latencies (e.g. time for a NIC to process data) incurred in moving a message
from the source to the destination.

lode A compl iter attached h\]/ a NIC toone or more links of a nnf\/\lnrl(, and fnrming the

origin and/or destination of messages within the network.

Packet A primitive unit of data interchange between nodes, comprised of a set of data
segments transmitted in an ordered stream. A packet may be sent as a.single
frame, or may be fragmented into smaller units (cells) such that cells for various
packets may be interleaved in the fabric but the transmission order oficells for a
packet is preserved and manifest as a contiguous unit at a receiying node.

Server The class of computers that emphasize 1/0 connectivity andicentralized data
storage capacity to support the needs of other, typically remote, client computers

IWorkstation, or Client
The class of computers that emphasize numerical and/or graphic performance
and provide an interface to a human being.

1.5.3. VI Architecture Terms

[he following terms are introduced in this document.

Address Segment
The second of the three segments.that comprise a remote-DMA operation
Descriptor, specifying the memory region to access on the target.

Communication Memory

Any region of a process>memory that is registered with the VI Provider to serve
for storage of Descriptors and/or as communication buffers; i.e., any region of a
process’ memory,that will be accessed by the VI NIC.

Connection  An association-between a pair of VIs such that messages sent using either VI
arrives at thewother VI. A VI is either unconnected, or connected to one and only
one other V.

Control Segment

The_first component of a Descriptor containing information regarding the type of
VINIC data movement operation to be performed, the status of a completed VI
NIC data movement operation, and the location of the next Descriptor on a Work
Queue.

Completion Queue

A queue containing information about completed Descriptors. Used to create a
single point of completion notification for multiple queues.

Completion Queue Entry
A single data structure on a Completion Queue that describes a completed
Descriptor. This entity contains sufficient information to determine the queue that
holds the completed Descriptor.

Data Segment A component of a Descriptor specifying one memory region for the VI NIC to use
as a communication buffer.
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Descriptor A data structure recognized by the VI NIC that describes a data movement
request. A Descriptor is organized as a list of segments. A Descriptor is
comprised of a control segment followed by an optional address segment and an
arbitrary number of data segments. The data segments describe a
communication buffer gather or scatter list for a VI NIC data movement
operation.

Doorbell A mechanism for a process to notify the VI NIC that work has been placed on a
Work Queue. The Doorbell mechanism must be protected by the operating
system—i.e., for address protection, only the operating system should be able to
establish a Doorbell—and the VI NIC must be able to identify the owner of a VI
by the use of its Doorbell.

Done The state of a Descriptor when the VI NIC has completed processing it.

mmediate Data
Data contained in a Descriptor that is sent along with the data to the temote node
and placed in the remote node’s pre-posted Receive Queue Descfiptor.

Kernel Agent A component of the operating system required by the VI Architecture that
subsumes the role of the device driver for the VI NIC and includes the kernel
software needed to register communication memory and manage VIs.

Memory Handle
A programmatic construct that represents a process’s authorization to specify a
memory region to the VI NIC. A memory handle is created by the VI Kernel Agent
when a process registers communication memory. A process must supply a
corresponding Memory Handle with any Virtual address to qualify it to the VI NIC.
The VI NIC will not perform an access.to a virtual address if the supplied memory,
handle does not agree with the memoty region containing the virtual address or if
the memory region is registered,to.a*process other than the process that owns a
Virtual Interface (VI).

Memory Protection Attributes
The access rights for RDMA granted to VIs and to Memory Regions.

Memory Protection Tag
A unique identifier generated by the VI Provider for use by the VI Consumer.
Memory Protection Tags are associated with VIs and Memory Regions to define
the access petmission the VI has to a memory region.

Memory Region
An arbitrary sized region of a process’s virtual address space registered as
commuinication memory such that it can be directly accessed by the VI NIC.

Memory Registration
The act of creating a memory region. The memory registration operation returns g
Memory Handle that the process is required to provide with any virtual address
within the memory region.

VI NIC,Address
The logical network address of the VI NIC. This address is assigned to a VI NIC

IlJy t: 1T Upclatil IU Dybtcl I al |u' a”uvva pl UCLCOoSCTS VV;t: Iill (=} IICtVVUI Il'\ tU ;dm Itlfy [=}
remote node with respect to a VI NIC attachment of the remote node to the
network.

NIC Handle A programmatic construct representing a process’s authorization to perform
communication operations using a local VI NIC.

Outstanding The state of a Descriptor after it has been posted on a Work Queue, but before it
is Done. This state represents the interval of time between a process posting a
Descriptor and the completion of the Descriptor by the VI NIC.
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A generic term for the process at the other end of a connection.
To place a Descriptor on a VI Work Queue.

Remote Direct Memory Access. A Descriptor operation whereby data in a local
gather or scatter list is moved directly to or from a memory region on a remote
node. A process authorizes remote access to its memory by creating a VI with
remote-DMA operations enabled, connecting it to a remote VI, and making the
memory handle for the memory region to be shared available to the peer that will
perform the remote-DMA operation. There are two remote-DMA operations: write

andread

Retired

Send Queue

Jser Agent

V1

/1 Address

VI Consumer

V| Handle

Receive Queue

VI Hardware Vendor

One of the two queues associated with a VI. This queue contains Descriptors
that describe where to place incoming data.

The state of a Descriptor after the VI NIC completes the operation specified by
the Descriptor, but before the done operation has been used to synehronize the
process with the status stored in the Descriptor.

One of the two queues associated with a VI. This queue centains Descriptors
that describe the data to be transmitted.

A software component that enables an Operating System communication facility
to utilize a particular VI Provider. The VI User Agent,abstracts the details of the
underlying VI NIC hardware in accordance with @n,interface defined by the
Operating System communication facility.

Virtual Interface. An interface between a/VI NIC and a process allowing a VI NIC
direct access to the process’ memory. AVl consists of a pair of Work Queues—
one for send operations and one for receive operations. The queues store a
Descriptor between the time it is pdsted and the time it is Done. A pair of Vis are
associated using the connect operation to allow packets sent at one VI to be
received at the other.

The logical name for a VI.\ The VI address identifies a remote end-point to be
associated with a local @nd-point using the connect-VI operation.

A software process-that communicates using a Virtual Interface. The VI
Consumer typically consists of an application program, an Operating System
communications facility, and a VI User Agent.

A programmatic construct that represents a processes authorization to perform
operations on a specific VI. A VI handle is returned by the operation that creates
the Mlkand is supplied as an identifier parameter to the other VI operations.

Anyone who produces a VI Architecture enabled NIC implementation. The
vendor is responsible for providing the VI NIC, VI Kernel Agent and the VI User
Agent.

VI NIC A Network Interface Card that complies with the VI Architecture Specification.

ViRrovider  The combination of a VI NIC and a VI Kernel Agent. Together, these two
components instantiate a Virtual Interface.

Work Queue A posted list of Descriptors being processed by a VI NIC. Every VI has two Work

Queues: a send queue and a receive queue. The combination of the Work Queue
selected by a post operation and the operation type indicated by the Descriptor
determine the exact type of data movement that the VI NIC will perform.
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2. VI Architecture Overview

In the traditional network architecture, the operating system (OS) virtualizes the network
hardware into a set of logical communication endpoints available to network consumers. The OS
multiplexes access to the hardware among these endpoints. In most cases, the operating system
also implements protocols that make communication between connected endpoints reliable. This
model permits the interface between the network hardware and the operating system to be very
simple The drawback of this arganization is that all communication operations require a call or
rap into the operating system kernel, which can be quite expensive to execute. The de-
multiplexing process and reliability protocols also tend to be computationally expensive.

The VI Architecture eliminates the system-processing overhead of the traditional model by
broviding each consumer process with a protected, directly accessible interface to the-network
hardware - a Virtual Interface. Each VI represents a communication endpoint. VI endpoint pairs
Can be logically connected to support bi-directional, point-to-point data transfer. Avprocess may
bwn multiple VIs exported by one or more network adapters. A network adapter performs the
bndpoint virtualization directly and subsumes the tasks of multiplexing, de-multiplexing, and data
ransfer scheduling normally performed by an OS kernel and device driver, An adapter may
completely ensure the reliability of communication between connected’Vis. Alternately, this task
may be shared with transport protocol software loaded into the application process, at the
liscretion of the hardware vendor.

P.1. VI Architecture Components

he VI Architecture is comprised of four basic components: Virtual Interfaces, Completion
Dueues, VI Providers, and VI Consumers. The VI Provider is composed of a physical network
hdapter and a software Kernel Agent. The VI Consuimer is generally composed of an application
brogram and an operating system communication facility. The organization of these components
s illustrated in Figure 1.
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Figure 1: The VI Architectural Model

P.1.1. Virtual Interfaces

A\ Virtual Interface is the mechanist that allows a VI Consumer to directly access a VI Provider td
perform data transfer operations.-Figure 2 illustrates a Virtual Interface.
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Figure 2: A Virtual Interface

A VI consists of a pair of Work Queues: a send queuetand a receive queue. VI Consumers post
equests, in the form of Descriptors, on the Work-Queues to send or receive data. A Descriptor is
h memory structure that contains all of the information that the VI Provider needs to process the
equest, such as pointers to data buffers. VI'Providers asynchronously process the posted
Descriptors and mark them with a status value when completed. VI Consumers remove
completed Descriptors from the Work Queues and use them for subsequent requests. Each WorK
Dueue has an associated Doorbell that'is used to notify the VI network adapter that a new
Descriptor has been posted to a Work Queue. The Doorbell is directly implemented by the
hdapter and requires no OS intervention to operate.

A\ Completion Queue allows./a VI Consumer to coalesce notification of Descriptor completions

rom the Work Queues.of multiple Vis in a single location. Completion queues are discussed in
more detail in sectien2:4.

P.1.2. VI Rrovider

The VI Provider is the set of hardware and software components responsible for instantiating a

Virtual Interface. The VI Provider consists of a network interface controller (NIC) and a Kernel
Agent:

e I NIC implements the Virtual Interfaces and Completion Queues and directly performs data
rarster furctions: T he specific desigm of a viiNte s ot mmardated i this docorment;, bot
reference material for the implementation of a VI NIC is included in an Appendix to facilitate
implementers.

The Kernel Agent is a privileged part of the operating system, usually a driver supplied by the VI
NIC vendor, that performs the setup and resource management functions needed to maintain a
Virtual Interface between VI Consumers and VI NICs. These functions include the
creation/destruction of VIs, VI connection setup/teardown, interrupt management and/or
processing, management of system memory used by the VI NIC, and error handling. VI
Consumers access the Kernel Agent using standard operating system mechanisms such as
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system calls. Kernel Agents interact with VI NICs through standard operating system device
management mechanisms.

2.1.3. VI Consumer

The VI Consumer represents the user of a Virtual Interface. While an application program is the
ultimate consumer of communication services, applications access these services through
standard operating system programming interfaces such as Sockets or MPI. The OS facility is
generally implemented as a library that is loaded into the application process.

Tha OS facilitv, m—\I ac-cvctam nn.lln 1o +hr\ Vnrnnl I\nnnl— to-craata & \II rovat i—hr\ laecal o ISter f\nnl
T re—ooT nu] TTKC oSy ot To—to-tr gertto-creatc ToTTaroy SteT

Connect it to a VI on a remote system. Once a connection is established, the OS facility posts.the
hpplication’s send and receive requests directly to the local VI. The data transfer mechanism will
pe discussed further in section 2.3.

The OS communication facility often loads a library that abstracts the details of the uniderlying
Communication provider, in this case the VI and Kernel Agent. This component is shown as the V
Jser Agent in Figure 1. It is supplied by the VI Hardware vendor, and conforms to’an interface
Hefined by the OS communication facility. Appendix A illustrates an example User Agent interfacq
hat exposes all of the capabilities of the VI Architecture.

P.2. Memory Registration

Most computer system designs require that the memory pages.used to hold messages are locked
lown and that their virtual addresses be translated into physical locations before a NIC can
hccess them. The pages are unlocked when the transfer is complete. Traditional network
ransports perform these operations on every data transfer request. This processing contributes
Significant overhead to the data transfer operation. The VI Architecture requires the VI Consumer
o identify memory used for a data transfer prior torsubmitting the request. Only memory that has
been registered with the VI Provider can be used.far data transfers. This memory registration
brocess allows the VI Consumer to reuse registered memory buffers, thereby avoiding duplicatior
bf locking and translation operations. Memorty registration also takes this processing overhead
but of the performance-critical data transfer path.

Memory registration enables the VI Rrovider to transfer data directly between the buffers of a VI
Consumer and the network without'copying any data to or from intermediate buffers. Traditional
network transports often copy data’between user buffers and intermediate kernel buffers. Data
copies and buffer managementare a large component of overhead in communication and
Consume memory bandwidth.

Memory registration consists of locking the pages of a virtually contiguous memory region into
bhysical memory and, providing the virtual to physical translations to the VI NIC. The VI
Consumer gets dn opaque handle for each memory region registered. The VI Consumer can
eference all régistered memory by its virtual address and its associated handle.

P.3.~Data Transfer Models

There are two types of data transfer facilities provided by the Virtual Interface Architecture. Thesg

Hata transfer models are ’I\ atraditional Send/Receive mnccnmnn mnrlnl and ’)\ the Remaote.

Direct Memory Access (RDMA) model.
2.3.1. Send/Receive

The Send/Receive model of the VI Architecture follows a well known and well understood model
of transferring data between two endpoints. In this model, the VI Consumer on the local node
always specifies the location of the data. On the sending side, the sending process specifies the
memory regions that contain the data to be sent. On the receiving side, the receiving process
specifies the memory regions where the data will be placed. Given a single connection, there is a
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one to one correspondence between send Descriptors on the transmitting side and receive
Descriptors on the receiving side.

The VI Consumer at the receiving end pre-posts a Descriptor to the receive queue of a VI. The
VI Consumer at the sending end can then post the message to the corresponding VI's send
queue. The Send/Receive model of data transfer requires that the VI Consumers be notified of
Descriptor completion at both ends of the transfer, for synchronization purposes.

VI Consumers are responsible for managing flow control on a connection. The VI Consumer on
the receiving side must post a Receive Descriptor of sufficient size before the sender’s data
rrives I the Reoceive nncr~ripfnr at the head of the gueue s not Inrgn anol |gh to handle the
ncoming message, or the Receive Queue is empty, an error will occur. The connection may be
broken if it is intended to be reliable. See section 2.5.

The VI Architecture differs from some existing models in that all Send/Receive operations
complete asynchronously.

P.3.2. Remote Direct Memory Access (RDMA)

n the RDMA Model, the initiator of the data transfer specifies both the sourcé,buffer and the
estination buffer of the data transfer. There are two types of RDMA operations, RDMA Write
hnd RDMA Read.

~or the RDMA Write operation, the VI Consumer specifies the source of the data transfer in one
Df its local registered memory regions, and the destination of the-data transfer within a remote
memory region that has been registered on the remote system.\Fhe source of an RDMA Write
Can be specified as a gather list of buffers, while the destination must be a single, virtually
contiguous region. The RDMA Write operation implies that prior to the data transfer, the VI
Consumer at the remote end has informed the initiatoref the RDMA Write of the location of the
Hestination buffer, and that the buffer itself is enabledfor RDMA Write operations. The remote
ocation of the data is specified by its virtual address‘and its associated memory handle.

~or the RDMA Read operation, the VI Consumer specifies the source of the data transfer at the
emote end, and the destination of the datax{ransfer within a locally registered memory region.
he source of an RDMA Read operation.must be a single, virtually contiguous buffer, while the
Jestination of the transfer can be specified as a scatter list of buffers. The RDMA Read operation
mplies that prior to the data transfer, the VI Consumer at the remote end has informed the
nitiator of the RDMA Read of the*location of the source buffer, and that the buffer itself is enabled
or RDMA Read operations. , The-remote location of the data is specified by its virtual address
bnd its associated memory-handle.

No Descriptors on the remote node’s receive queue are consumed by RDMA operations. No
notification is given te-the remote node that the request has completed. The exception to this rulg
s that if Immediate.Data is specified by the initiator of an RDMA Write request it will consume a
Descriptor on thesremote end when the data transfer is complete, thus allowing for
synchronization.” The VI Consumer on the receiving side must post a Receive Descriptor to
eceive the lmmediate Data, before the sender executes the RDMA Write. If no Descriptor is
bosted, ‘an-error will occur and the connection may be broken. See Section 2.5. Immediate Data
s notallowed on RDMA Reads.

RDMA Write is a required feature of the VI Architecture. VI Provider support for RDMA Read is
optional. A VI Provider should supply @ mechanism by Which a VI Consumer can determine if the
Provider supports RDMA Read operations.

2.4. Completion Queues

Notification of completed requests can be directed to a Completion Queue on a per-VI Work
Queue basis. This association is established when a VI is created. Once a VI Work Queue is
associated with a Completion Queue, all completion synchronization must take place on that
Completion Queue.
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As with VI Work Queues, notification status can be placed into the Completion Queue by the VI
NIC without an interrupt, and a VI Consumer can synchronize on a completion without a kernel
transition.

Descriptors Submitted

L] Completion
Queue

Work
Queues <

] Descriptor
] E— Completion
L 1 Netifications
|| from' VI NIC
»
[ h * |«
N < <
PollAait on

Completion Queue,
then Retrieve Entries

Descriptor Dequeued

Figure 3: VI Architecture Completion Queue Model

P.5. Reliability Levels

The VI Architecture supports threedevels of communication reliability at the NIC level: Unreliable
Delivery, Reliable Delivery and Reliable Reception. All VI NICs are required to support the
Unreliable Delivery level. Support for Reliable Delivery and Reliable Reception is optional.
Support for one, or both, of the higher reliability levels is strongly recommended because it
enables lighter weight Consumer software. The reliability level is an attribute of a VI. Only Vis
vith the same reliability: level can be connected. Table 1 summarizes the properties of the three
evels of reliability-
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Property/Level of Reliability Unreliable | Reliable Delivery | Reliable Reception
Corrupt data detected Yes Yes Yes
Data delivered at most once Yes Yes Yes
Data delivered exactly once No Yes Yes
Data order guaranteed No Yes Yes
Data loss detected No Yes Yes
Connection broken on error No Yes Yes
RDMA Read Support No Optional Optional
RDMA Write Support Yes Yes Yes
State of Send/RDMA Write In-flight In-flight Completedyon
when request completed remote‘end also
State of in-flight Send/RDMA Unknown Unknown First.one unknown,
Write when error occurs others not delivered

Table 1: Reliability Guarantees

P.5.1. Unreliable Delivery

Unreliable Delivery Vis guarantee that a Send or RDMA Writeis delivered at most once to the
eceiving VI. In other words, a Send or RDMA Write regdest will cause at most one Receive
Descriptor to be consumed.

Unreliable VIs guarantee that corrupted transfers are always detected on the receiving side.
Specifically, if an incoming Send or RDMA Writé:eonsumes a Descriptor on the receive queue,
hnd the transferred data is corrupt, the associated error bit must be set in the status field of the
Receive Descriptor.

Sends and RDMA Writes may be lost og-an Unreliable VI. VI Providers are required neither to
Hetect this condition nor to retransmit the lost data. Requests are not guaranteed to be delivered
o the receiver in the order submitted by the sender; however, the sending VI Provider must
hdhere to the Descriptor processing ordering rules. See section 6.3.1.

RDMA Writes should only beiused on Unreliable connections in situations where late delivery or
oss of the data can be tolerated. A video frame buffer is one example. Because the VI Provider
has direct access to the VI Consumer’s memory, a delayed Write may occur at an arbitrary time.
he ordering of the-Wite with respect to Send requests also cannot be guaranteed. As a result,
t is difficult for a(Vl;,€onsumer to achieve reliable RDMA Write service through standard schemes
such as retransmission.

The connettion between two Unreliable Vls is not broken when a request processing error is
Hetected:\The error is simply reported to the VI Consumer. The VI does not transition to the Error

State:

RDIMA Reads are not supported on an Unreliable VI. Posting an RDMA Read request on an
Omretapte Vi witt tesuitima Descriptor formmaterror:

Because Unreliable Delivery Vis will often be used for latency sensitive operations, such as
cluster membership heartbeats, they must not unduly delay transmission of messages. In other
words, a Reliable Delivery VI or Reliable Reception VI cannot act as an Unreliable Delivery VI if it
introduces substantial retransmission delays. An Unreliable Delivery VI that allowed very large
transfers to starve small transfers would also be unacceptable.
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2.5.2. Reliable Delivery

A Reliable Delivery VI guarantees that all data submitted for transfer will arrive at its destination
exactly once, intact, and in the order submitted, in the absence of errors. Transport errors are
considered catastrophic and should be extremely rare for VI Providers offering this level of
service. The VI Provider will deliver an error to the VI Consumer if a transfer is lost, corrupted, or
delivered out of order. An error will also be delivered if an RDMA Write with Immediate Data or a
Send is lost because the Receive Queue is empty or the Descriptor at the head of the queue is
not of sufficient size to contain the data. Upon detection of any error, the VI transitions to the
Errar state the connection is hroken _and all Inncmr*l npcr‘riln'rnrc are rnmplnfnd with an error

Btatus.

A\ Send or RDMA Write Descriptor is completed with a successful status once the associatéd'\dat3
nas been successfully transmitted on the network. An RDMA Read Descriptor is completedwith 3
successful status once the requested data has been written to the target buffers on the-initiator’s
Bystem.

Errors that occur on the initiating system, such as Descriptor format errors or local memory
brotection errors, cause a Descriptor to be completed with an unsuccessful status. One or more
brror bits will be set in the Descriptor’s Status field.

Errors that occur after a Descriptor has been completed with a successful’status, such as a
ransport error, hardware error, lost packet, reception error, or sequencing error, are delivered to
he VI Consumer asynchronously through a mechanism supplied-by.the VI Provider. Errors may
be reported at either the sending side or the receiving side. One_of more additional Descriptors
may complete before a non-local error is reported for a previeusly completed Descriptor. The
status of the transfers initiated by these Descriptors is unknown.

P.5.3. Reliable Reception

Reliable Reception Vs behave like Reliable Delivery Vis with the following differences: A
Descriptor is completed with a successful status only when the data have been delivered into the
arget memory location. If an error occurs that prevents the successful in-order, intact, exactly
bnce delivery of the data into the targetsnemory, the error is reported through the Descriptor
Status. The Provider guarantees that,\when an error occurs, no subsequent Descriptors are
brocessed after the Descriptor thatcaused the error. From the point of view of a VI Consumer,
he VI Provider guarantees strict ordering, regardless of the actual behavior between the local
hnd remote end-points.

The asynchronous error handling mechanism may still be invoked for errors such as
Hisconnection and har@ware errors. Errors may be reported to the remote Consumer as well as tg
he local one.

As with Reliable Delivery connections, any error causes the connection to be broken, the VI to
ransition to the Error state, and all posted Descriptors to be completed in error. Transport errors
bre considéered catastrophic and should be extremely rare for VI Providers offering this level of
service.

6. System Area Networks

The VI Architecture is designed to enable applications to communicate over a System Area
Network (SAN). A SAN is a type of network that provides high bandwidth, low latency
communication. SANs have very low error rates. SANs are often made highly available through
the use of redundant interconnect fabrics. SAN performance more closely resembles that of a
memory subsystem than a traditional network, such as a LAN.

A SAN is usually used to interconnect nodes within a distributed computer system, such as a
cluster. These systems are members of a common administrative domain and are usually within
close physical proximity. A SAN is assumed to be physically secure.
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A SAN must exhibit fair arbitration and forward progress for every connection. A SAN must scale
under load. A SAN may use media typically associated with a LAN or WAN, but this is not a

requirement. A SAN does not replace traditional LANs and WANS, but instead exhibits properties
that make it a unique network type.
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3. Managing VI Components

This section discusses how the components of a Virtual Interface are created, destroyed, and
managed.

3.1. Accessing a VI NIC

Eystem mechanisms. Normally, this involves opening a handle to the Kernel Agent that
epresents the target VI NIC. The VI Consumer uses this handle to perform general managenment
Dperations such as registering Memory Regions, creating Completion Queues and creatingVls.
his mechanism would also be used to retrieve information about the VI NIC, such asthe
eliability levels it supports and its transfer size limits.

VI hardware resources cannot be shared across multiple VI NICs, even if they are managed by
he same Kernel Agent. Hardware resources may include Completion Queues, mapped memory
hnd other resources that are associated with an instance of the hardware.

A Kernel Agent must use standard operating system mechanisms to deteet when a VI Consumer
brocess exits so that it can cleanup any resources used by the processy” The Kernel Agent must
eep track of all resources associated with a VI Consumer’s use of a VI NIC.

3.2. Memory Management
B.2.1. Registering and De-registering"Memory

he VI Architecture requires that memory used for data transfers, both buffers and Descriptors,
be registered with the VI Provider. The memory, registration process defines one or more virtually
contiguous physical pages as a Memory Region. A VI Consumer registers a Memory Region with
he Kernel Agent, which returns a Memorny:\Handle that, along with its virtual address, uniquely
dentifies the registered region. The VI@onsumer must qualify any virtual address used in an
bperation on a VI with the corresponding Memory Handle. A VI Consumer must de-register a
Memory Region when the region‘is-no longer in use.

When a Memory Region is registered, every page within the region is locked down in physical
memory. This guaranteesta'the VI NIC that the memory region is physically resident (not paged
but) and that the virtual to physical translation remains fixed when the NIC is processing requests
hat refer to that regien.~ The VI Kernel Agent manages the VI NIC’s Page Table. The Page
Fable contains the (mapping and protection information for registered Memory Regions.

The VI Consumet-is allowed to specify arbitrary alignment and lengths of memory regions to be
egistered, butithe translation and the memory attributes of the region are applied to each
complete’page within that memory region. The VI Provider is only required to ensure that the
memory-location being referenced is in a valid page of a registered memory region.

Memory is registered on a per process basis. Memory registered by a thread within a process is
bceessible by any thread within that process. One process cannot use another process's
Memory Handle to access the same memory region. An attempt to do so will result in a memory
protection error.

Registration may fail due to the NIC’s inability to find a Page Table entry large enough to register
the memory region. No memory is registered in this case. Registration must either fully succeed
or fail, atomically.

The same virtual address range may be registered multiple times, resulting in multiple Memory
Handles. This is true on a single NIC, as well as across multiple NICs.
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Posted Descriptors that are contained in or reference memory that is de-registered will result in a
protection violation. This error will be generated at the time that the VI Provider attempts the
memory reference.

3.2.2. Memory Protection

Only the two VI Consumer processes associated with a pair of connected VIs are allowed to
exchange memory contents. The processes can also limit each other’s access to specific regions
of registered memory. This is accomplished by two mechanisms that complement Memory
Handles: Memory Protection Tags and Memory Protection Attributes.

3.2.2.1. Memory Protection Tags

Memory Protection Tags are unique IDs that are associated both with VIs and with Memory.
Regions. The VI Provider creates and destroys Memory Protection Tags on behalf ofrthe* VI
Consumer. Each Memory Protection Tag must be unique within a VI Provider. The VI:Consumer
hssigns a Memory Protection Tag to a Memory Region when the region is registereéd and to a VI
when the VI is created. The tag can be replaced later on with a different tag by~changing the
httributes of a Memory Region, and/or of the VI. The VI Provider must ensure/that the Protection
lag that is associated with a VI or registered memory region is valid only-for that VI Consumer. A
memory access is only allowed by a VI NIC if the Memory Protection Tag-of the VI and of the
Memory Region involved are identical. Accesses that violate this rule result in a memory
brotection error and no data is transferred. The validation of Protection Tags applies to registered
memory regions that are used to hold Descriptors, as well as memory regions that hold data. A V
Provider must be able to supply at least one Protection Tag far each VI instance that it supports.

A VI Consumer that is not concerned with protection would use the same Memory Protection Tag
or all VIs and all Memory Regions. Another VI Consamer might need to keep different remote
bystems from accessing memory used by each other. That VI Consumer would use one Memory
Protection Tag for each client, and associate the.tag with those VIs and Memory Regions that the)
Client may use. More sophisticated sharing relationships are made possible by registering the
same memory region multiple times.

3.2.2.2. Memory Protection Attributes

Memory Protection Attributes are,dassociated with Memory Regions and VIs. They are used to
control RDMA Read and RDMA(Write access to a given Memory Region.

The Memory Protection Attributes are RDMA Read Enable and RDMA Write Enable. These
bermissions are set for Memory Regions and VIs when they are created. These permissions can
be modified later on by, changing the attributes of the Memory Region, and/or of the VI.

f Memory ProtectiomAttributes between a VI and a Memory Region do not match, the attribute
bffering the most protection will be honored. For instance, if a VI has RDMA Read Enabled, but
he Memory Region does not, the result is that RDMA Reads on that VI from that Memory Region
ill fail.

MemoryProtection Attributes are enforced at the remote end of the connection that is referred to
by the Address Segment of the Descriptor. They do not apply at the end posting the RDMA
equest to the send queue.

An RDMA operation that violates the permission settings results in a memory protection error an
no data is transferred.

3.3. Creating and Destroying Vs

A VI is created by a VI Provider at the request of a VI Consumer. A VI consists of a pair of Work
Queues and a pair of Doorbells, one for each Work Queue. Work Queues are structures that are
allocated from a VI Consumer process’ virtual memory. The VI Provider maps and locks this

memory and informs the VI NIC of its location. A Doorbell is hardware resource located on the VI
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NIC. The Kernel Agent maps this resource into the virtual address space of a VI Consumer
Process using standard operating system facilities. The VI Provider supplies the VI Consumer
with the information needed to directly access these structures when a VI is created. If these
resources cannot be allocated and mapped, an error will result and the VI will not be created.

There is no connection established upon creation of a VI. No data will flow until the VI is
connected to another VI. See section 4 for more information on connecting VIs.

A VI Consumer should instruct a VI Provider to destroy a VI that is no longer in use. A VI cannot
be destroyed if any packets remain on its Work Queues. A VI may only be destroyed if it is in the

dle state  See Section 5 for a discussion of \/l states. The \AMork Qum IT=Y Ir_'\nir and Doarbhell are de-

bllocated when the associated VI is destroyed.

n order to avoid consuming large parts of a VI Consumer’s virtual address space, it is
ecommended that the VI Provider map multiple Doorbells into a single page if a VI Consumer
bpens multiple VIs. Doorbells that belong to different processes must be mapped in different
bages.

B.4. Creating and Destroying Completion Queues

A Completion Queue can be used to direct notification of Descriptor completions from multiple
Work Queues to a single location. The Work Queues associated with.a.€ompletion Queue may
5pan multiple VIs on the same VI NIC. A Completion Queue mustbe ‘created before any of its
hssociated VI Work Queues are created. A Completion Queue.js-created by a VI Provider at the
equest of a VI Consumer. Each VI Work Queue is optionally‘associated with a Completion
Dueue when the VI is created. Work queues on the same,VIsmay be associated with a different
Completion Queue, if desired.

The maximum number of Descriptors that can be outstanding at any given time in a Completion
Dueue is defined by the VI Consumer when the Cempletion Queue is created. The VI Consumer
s responsible for ensuring that this number is large enough to prevent overflow of the queue.
he VI NIC must be able to support Completiofi Queues with at least 1024 entries.

n order to create a Completion Queue, the VI Provider allocates memory for the queue in the VI

Consumer’s virtual address space. It thén maps and locks this memory and informs the VI NIC o
ts location. If enough memory cannot be allocated, or it cannot be mapped and locked, an error
Will result and the Completion Queue will not be created.

Completion Queues may betesized dynamically through the VI Provider. It is important to
inderstand that while this ©peration is taking place, all 10 to the Completion Queue may cease,
lepending on the VI Provider's implementation of this function. Incoming requests should still be
batisfied, and no inceming data should be rejected unless there is an insufficient number of
Descriptors.

A\ VI Consumer.should instruct a VI Provider to destroy a Completion Queue that is no longer in
se. A Completion Queue cannot be destroyed until all VIs associated with it have been
Hestroyed"\l Providers are responsible for destroying any Completion Queues still associated
ith a pracess when the process is destroyed by the operating system.
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4. VI Connection and Disconnection

The VI Architecture provides connection-oriented data transfer service. When a VI is initially
created, it is not associated with any other VI. A VI must be connected with another VI through a
deliberate process in order to transfer data. When data transfer is completed, the associated Vs
must be disconnected.

4.1, ViConnection

A VI Consumer issues requests to its VI Provider in order to connect its VI to a remote VI. VI
Providers must implement robust and reliable connection protocols. In particular, VI Providers
must prevent interference with current connections and the creation of stale or duplicate
connections by delayed or duplicate packets from extinct connections.

The endpoint association model is a client-server model. The server side waitsfer-incoming
Connection requests and then either accepts them or rejects them based on the\attributes
hssociated with the remote VI. A state diagram depicting this process is shewn in Figure 4. A
unctional definition of the process is as follows.

The server VI Consumer issues a ConnectWait request to its VI Provider. This request contains
he address discrimination values that are acceptable to the VI Consumer. A VI Consumer should
be able to accept a connection from any remote endpoint or a specific remote endpoint, based on
he discriminator supplied. The request also contains a data structure used to receive information
bbout the remote VI that is requesting a connection. The request may indicate a timeout value.

Sometime after the server VI Consumer begins waitingfar a connection, the client VI Consumer
ssues a ConnectRequest request to its VI Providers., This request specifies the local VI that is to
be connected, an address structure that indicates.the remote VI to which to connect, and a
imeout value. It also specifies a data structure-used to receive information about the
corresponding server VI, if the connect operation completes successfully.

he client’'s ConnectRequest request results in one of two actions. If the specified remote VI doeg
not exist, is not reachable, is in the wrong state, or its discriminator doesn’'t match, then the VI
Provider will return an error to the Wl Consumer’s request. If the specified remote VI is available
hen the server VI Consumer’s ConnectWait request completes, and information about the client
VI is returned to the server VI Consumer. A unique identifier for the incoming connection request
s also returned.

he server VI Consumer then decides whether to accept this incoming request or to reject it. If
he server intends te.accept the connection, it must prepare a VI for the connection. The server
/I Consumer may either choose a VI from a pool that it has previously created or it may create a
new VI with attributes it considers appropriate for this connection request. The reliability level of
he new VI must match that of the remote VI. The VI Providers must also agree on the MTU to be
iIsed on the‘connection.

f the.server VI Consumer intends to accept the connection, it issues a ConnectAccept request to
heVi-Provider, specifying the incoming connection ID as well as the local VI to be used. If the
ocal’'VI's reliability attributes match those required by the remote VI, the connection is
established and the VI State transitions according to the State Diagram in Section 5. If the local
VI's attributes do not meet the requirements, then the ConnectAccept will complete in error;
however, the incoming connection request remains valid. The server VI Consumer must either
issue a valid ConnectAccept request, or reject the connection.

If the server intends to reject the connection, it issues a ConnectReject request to the VI Provider,
specifying the incoming connection ID.

If the connection request was rejected, the client VI Consumer’s ConnectRequest request returns
with a status indicating that fact.
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If the connection request was accepted, the client VI Consumer’s ConnectRequest request
returns successfully. The VI transitions states according to the State Diagram in Section 5.

Figure 4 illustrates the VI connection process.

Server Process

ConnectWait issued with
criteria for ConnectionAddress

Client Process

Connectwar
Times Out
Waiting

ConnectRequest matching
ConnectionAddress criteria Received

Attributes Unacceptable,
ConnectionReject
Issued Examining

44— Connection

Attributes

Connection Attributes ™~~~
Acceptable ~<~o

Create VI,
call Connect-
Accept

ConnectAccept

Returns Error ConnectAccept Issued

on Connectionld

Waiting

N

ConnectRequest IsSued
to ConnectionAddress

ConnectionRequest Rejectgd
or Timeout

—

Wait on
> Response

ConnectionRequest

A

for Accept
to Return

ConnectReject | ___--"~ -
Issued -

Vi
Connected

bspecially before providing RDMA access to registered memory.

he same_ nede.

1.2 VI Disconnection

Figure 4xV1 Architecture Endpoint Connection Process

The VI connection model does not attempt to apply either authorization or authentication of a VI
connection. It is recommended that connected VI Consumers perform an authentication process,

he VI connection model must allow a connection to be established between two endpoints on

"Accepted

i
Connected

A~V CONSUIMET 1SSUES a DISCONMECt request o a Vi PTOVIOEer T Order to tiSCoNnect a Conmected

VI. The Disconnect request unilaterally aborts the connection. A Disconnect request will result in

the completion of all outstanding Descriptors on that VI endpoint.

with the appropriate error bit set.

The Descriptors are completed

Implementers must ensure that stale connections cannot be reused.

A VI Provider may issue an asynchronous notification to the VI Consumer of a VI that has been
disconnected by the remote end, but this feature is not a requirement. A VI Provider is required to
detect that a VI is no longer connected and notify the VI consumer. Minimally, the consumer must
be notified upon the first data transfer operation that follows the disconnect.
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When a VI Consumer issues a Disconnect request for a VI, the VI will transition to a new state
according to the change of state rules listed in Section 5.

4.3. VI Address Format

Each VI Provider must define an address format that uniquely identifies all possible VIs on a
SAN. A VI Consumer must be aware of the address format used by a VI Provider. The address
format must allow VI discrimination across systems as well as on the same node. The format
must also permit discrimination of connection requests from only a specific VI or from any VI. The
VI Address Format does not require support for multicast or broadcast capability.
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5. VI States

A VI may be in one of four states throughout its life. The four states are Idle, Pending Connect,
Connected, and Error. Transitions between states are driven by requests issued by the VI
Consumer and network events. Requests that are not valid while a VI is in a given state, such as
submitting a connect request while in the Pending Connect state, must be returned with an error
by the VI Provider.

Figure 5 depicts the VI states and the transitions between them.

Create VI ConnectRequest or ConnectAccept called
_

Pending

ConnectRequest Timeout or ConnectReject ( Connect
or Disconnect

Destroy VI

ConnectRequest accepted or
GonnectAccepf Returns

Disconnect

VI Erter

Connected

Figure 5: VI State Diagram

6.1. Idle State

A VIis in theddle state when it is created. A VI can only be destroyed when in this state. There
must be ho/Descriptors on the VI's Work Queues in order to destroy it.

Submitfing a ConnectRequest request to the VI Provider will transition the VI to the Pending
Conhect state. If the connection request does not complete within the timeout period specified,

128 AW ) +. -t 1ol tot
TIC— VI Vv TCTOTTT Ot IC TUTC~STatTT

When a ConnectAccept request is made, the VI transitions into the Pending Connect state. If the
request fails or times out, the VI returns to the Idle state.

Descriptors may be posted to the Receive Queue for a VI while the VI is in the Idle state, but the
Descriptors will not be processed until the VI transitions to the Connected state or the VI
Consumer issues a Disconnect request.

Descriptors posted to the Send Queue of an Idle VI are immediately completed in error.
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Errors that occur while a VI is in the Idle state, which would normally result in the invocation of the
asynchronous error handling mechanism, are reported when the VI Consumer attempts to
connect the VI.

5.2. Pending Connect State

The Pending Connect state indicates that a connection request has been submitted to the VI
Provider but that the connection has not yet been established.

This state is entered when a (‘nnnnr‘fan| 1est npnrnfinn is submitted to the \/| Providerwhile the

V1 is in the Idle state.

his state is entered when a ConnectAccept operation has been submitted to the VI Providerfor
b VI in the Idle state. The VI stays in this state until the connection acceptance processing has
completed.

A confirmed and successful response to a ConnectRequest request will transition/the VI into the
Connected state.

A\ successful ConnectAccept request will transition the VI into the Connected\state.
A\ timeout or rejection of the Connect request transitions the VI into the, Idle state.

A\ Disconnect request issued for a VI in the Pending Connect state results in the VI transitioning
nto the Idle state.

ransport or hardware errors generated from the VI NIC will transition the VI into the Error state.

Descriptors may be posted to the Receive Queue of a VI in the Pending Connect state, but they
Will not be processed until the VI transitions to the Conpiected state or the VI Consumer issues a
Disconnect request.

Descriptors posted to the Send Queue of a VI in.the-Pending Connect state are completed in
BITor.

There cannot be any inbound or outbound traffic on a VI in this state, because the VI is not
Connected.

5.3. Connected State

The Connected state is the state of normal processing. This is the state in which data flows
hcross the connection.

A VI transitions into this state from the Pending Connect state upon a confirmed and successful
esponse to a ConpectRequest request.

A VI transitions into this state from the Pending Connect state upon successful completion of a
ConnectAcceptirequest.

A Disconnect request submitted to the VI Provider by the local VI Consumer transitions a VI to
he Idle-state.

Hardware errors will result in the VI transitioning into the Error state. Other errors that occur may
Isoresult in the VI transitioning into the Error state. This behavior is dependent upon the
reliability level of the connection, as discussed in Section 2.5.

Descriptors posted to the Send or Receive Queue of a VI in the Connected state are processed
normally.

All inbound and outbound traffic is processed normally.
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5.4. Error State

The Error state is entered as the result of an error during normal processing, or an event
generated by the VI NIC.

For Vis with Reliable Delivery or Reliable Reception guarantees, certain classes of errors that
occur while the VI is in the Connected state will result in transitions into the Error state. This is
discussed in Section 2.5.

A Disconnect request will transition the VI into the Idle state. Descriptors pending or posted to
citherthe-Receie-Quedeorthe-Send-Queue-when-the Vs inthis statewill resuli-inthe

Descriptor being completed in error.

nbound traffic sent to this VI is refused. There is no outbound traffic, since requests posted.to
he Send Queue are completed in error. Any outbound traffic left on a queue when the Vi
ransitions into this state is aborted and the corresponding Descriptors are completed(in,error.
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6. Descriptor Processing Model

Data transfer requests are represented by Descriptors. Descriptors contain all the information
needed to process a request, such as the type of transfer to make, the status of the transfer,
queue information, immediate data and a scatter-gather style buffer pointer list.

Figure 6 illustrates the VI Architecture Descriptor processing models, nhamely the Work Queue
Model and the Completion Queue Model. They differ only in how the VI Consumer is notified of
DESCTptor compietion i both tases, Descriptors are enquetedand dequeted fromra Vs Work
PRueue. In the Work Queue Model, the VI Consumer polls for completions on a particular Work
Dueue by examining the status of the Descriptor at the head of the queue. When the head
Descriptor is completed, the VI Consumer dequeues it. In the Completion Queue Model,-the VI
Consumer polls for completions on a set of Work Queues by examining the head of the
Completion Queue. When a Descriptor completes, its identity is written to the Completion Queue
Dnce the VI Consumer receives notification of a Descriptor completion from the Completion
Dueue, the VI Consumer must dequeue the Descriptor from the appropriate Wark Queue. A VI
Provider should supply a mechanism by which VI Consumers can wait for Descriptors to
complete on a VI Work Queue or wait for a notification to be posted to a,€onipletion Queue.

Work Queue Model Completion Queue Model
l ------ Descriptor Submitted '»——- Bescriptor Submitted
Send or ] ::: . .
Receive — Descriptor VI Wor ::: < Descrlplpr Completion
Queue 4 Completion Queues g Complet_lon Queue
| Notification ::: Notification
PollANait on .
------ V1 Work Queue, then PollAVait on ----
Descriptor Dequeued Completion Queue,
then Entry Retrieved
Descriptor Dequeued

Figure'6: VI Architecture Descriptor Processing Models

6.1. Forming Descriptors

here are two types of Descriptors, each one serving two different functions. There are
Send/Receive type Descriptors and there are RDMA type Descriptors. The two functions are
butbound-data transfer and inbound data transfer.

A Descriptor occupies a variable-length, virtually contiguous region of a process’s virtual address
space  Descriptors must be aligned on a 64-hyte bhoundary Descriptors must reside in memary
regions that have been registered by the VI Consumer with the VI Provider. Descriptors may
cross physical page boundaries, as long as a single Descriptor resides within a single memory
region. Any time a Descriptor is used in a request to the VI Provider, it must be accompanied by
the memory handle associated with the region of memory where the Descriptor lies.

Descriptor allocation is managed by the VI Consumer.

Posting a Descriptor to a VI Work Queue transfers ownership of the Descriptor to the VI Provider.
Modification of a Descriptor by the VI Consumer while it is posted results in unpredictable
behavior. Ownership of the Descriptor is returned to the VI Consumer when the VI Provider
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completes the Descriptor. A VI Provider completes a Descriptor by writing a completion status
value into the Descriptor. The VI Provider must also write an entry to the associated Completion
Queue, if one isin use.

Descriptors are composed of segments. There are three types of segments: control, address and
data. Descriptors always begin with a Control Segment. The Control Segment contains control
and status information as well as reserved fields that are used for queuing.

An Address Segment follows the Control Segment, but only for RDMA operations. This segment
contains remote buffer information for RDMA Read and RDMA Write operations.

he Dafa Segment contains mformation about the Tocal buffers of a send, receive or RDOMA Read
br RDMA Write operation. A Descriptor may contain multiple Data Segments.

6.1.1. Data Considerations

5.1.1.1. Scatter-Gather Considerations

The Descriptor format allows the VI Consumer to specify a scatter-gather list in_ each Descriptor
50 that data can be sent from or placed in the desired location(s) directly by the hardware. The VI
Consumer may construct a scatter-gather list of any length up to and including the NIC’s segment
count limit. The Scatter-Gather List length can be zero so that a data transfer of only Immediate
Data, or even no data, can take place. Zero length Scatter-Gather elements are also acceptable.
The VI NIC must support a minimum segment count limit of at least 252 Data Segments.

5.1.1.2. Size Considerations

Data transfers can be of any length, not exceeding the Maximum Transmission Unit (MTU) of anyj
/I Provider. The sum of the lengths of the Scatter-gather elements is the total data length.

The minimum allowable MTU is 32KB. This guarantees the VI Consumer that any VI Provider
Can transmit at least 32KB in a single Descriptor.~Some vendors may choose to support an MTU
arger than 32KB. Each VI Provider should supply a mechanism by which a VI Consumer can
Hetermine the MTU supported by the Provider.

6.2. Posting Descriptors

Dnce a Descriptor has been prepared, the VI Consumer submits it to the VI NIC for processing by
posting it to the appropriate-VEWork Queue and ringing the queue’s Doorbell. The format and
bperation of the Doorbell is-specific to each VI Provider.

Send and Receive reguests are posted to their respective Work Queues. Remote DMA requests,
both Write and Read) are always posted to the Send Queue.

Receive Descriptors may be posted before a connection is established, but they will not
complete, except in error cases, until the VI is connected and data is received. Pre-posting
Descripters,can prevent error conditions, specifically data being dropped or rejected due to lack
Df receive Descriptors.

Send-and RDMA Descriptors that are submitted to a VI before a connection is established will be
completed in error. They cannot be processed until the receiving endpoint is defined. and thus
are considered an error.

Posting a Descriptor does not block the processing of already posted Descriptors.

6.3. Processing Descriptors

Once a Descriptor has been posted to a queue, the VI NIC can begin processing it.

Data is transferred between two connected VIs when a VI NIC processes a Descriptor or as the
data arrives on the network. Immediate data is transferred at this time as well.
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If an error is encountered during processing of the Descriptor, the VI NIC is expected to take the
appropriate action, according to the type of error encountered and the reliability level of the
Connection.

6.3.1. Ordering Rules and Barriers

The order of processing of Descriptors posted to the VI Work Queues must be consistent across
all VI Architecture implementations. These rules apply to the processing on a single queue.
Ordering across multiple Work Queues is undefined, but is expected to provide fairness.

65.3.1.1. Ordering Rules

Receive and Send queues are FIFO queues. Descriptors are enqueued and dequeued in otder.
The VI Provider does not reorder queues.

Receive queues are strict FIFO queues. Once enqueued, Descriptors are processed; completed,
hnd dequeued in FIFO order.

Send queues are FIFO queues. Once enqueued, Descriptors begin processing.ifvorder, but may
complete out of order. Descriptors are always dequeued in FIFO order regardless of completion
brder. Send and RDMA Write Descriptors are completed in strict FIFO order. RDMA Read
Descriptors may complete out of order with respect to Send and RDMA, Write Descriptors. RDMA|
Reads complete in FIFO order with respect to one another.

Unlike Sends and RDMA Writes, RDMA Reads require a round trip-path. For performance
easons, it is not optimal to specify that Descriptor processing.is\Stopped on a given queue when
hn RDMA Read is issued until after the data are returned., This'would make queue processing on
Reliable Delivery connections dependent on remote nodé¢rocessing capability. Therefore,
Sends and RDMA Writes may begin processing before'\RDMA Reads have completed.

A\ Send that bypasses an RDMA Read may write data into the receiving memory regions at any
ime prior to the completion of the RDMA Read. The contents of the pended receive buffer
memory are unpredictable until the associated4emote Receive queue Descriptor is completed
successfully. On a Reliable Delivery connection, the bypassing Send may consume a remote
Receive queue Descriptor and be completed successfully prior to the completion of the RDMA
Read. The remote VI Consumer may teceive the bypassing Send successfully prior to the
completion of the RDMA Read andfor in the event of an error on the RDMA Read. On a Reliable
Reception connection, the receiving VI Provider must not successfully complete the bypassing
Send until after all RDMA Read,data have been transmitted without error. In the event of an error
bn the RDMA Read, no remote Receive queue Descriptor is consumed.

A\n RDMA Write that bypasses an RDMA Read may write data into the remote memory region
bnly on a Reliable Delivery connection. In the event of an error on the RDMA Read, the
bypassing RDMA-W-rite may have completed successfully and have side effects. It is the
esponsibility of the issuing VI Consumer to dequeue all commands and take appropriate action.
No such side effects are permitted on a Reliable Reception connection. The remote VI Provider
must notmodify the contents of the remote memory region or, in the case of immediate data,
consume.a Receive queue Descriptor until after the RDMA Read has completed. In the event of
bn efror'on the RDMA Read, the RDMA Write must have no remote effect.

Sends and RDMA Writes always complete in the order in which they are queued.

e Sends do not pass sends

e Sends do not pass RDMA Writes

¢ RDMA Writes do not pass sends

¢ RDMA Writes do not pass RDMA Writes
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RDMA Reads do not necessarily complete before Sends or RDMA Writes queued after them
begin processing.

¢ RDMA Reads do not pass sends

¢ RDMA Reads do not pass RDMA Writes
¢ RDMA Reads do not pass RDMA Reads
e Sends can pass RDMA Reads

RDMAMrites cannass-RDMA Raads
t a3

f strict order is required, the VI Consumer will have to use a processing barrier. This would be
rue in the case of a VI Consumer using a Reliable Delivery connection desiring that a Send
ollowing an RDMA Read notify the connecting VI Consumer that the buffer is now free to reuse.

The above rules provide ordering guarantees to VI consumers. VI implementers arecpermitted to
mplement more strict ordering rules than those exposed above.

5.3.1.2. Barriers

Barriers are a way to indicate to the VI NIC that all Descriptors before th€ designated Descriptor
must complete before processing can continue.

By setting the Queue Fence bit in a Descriptor, the VI Consumer ¢an'‘ensure that all Descriptors
posted on the Send Queue before that Descriptor have completed before processing begins on
hat Descriptor. This provides the VI Consumer with a synchrenization mechanism to guarantee
he contents of registered memory.

6.3.2. Address Translation and Memory Access

A\ VI NIC uses its Page Tables, combined with Memory Handles and Virtual Addresses in order td
berform address translation. This information is,combined with the Memory Protection Tag to
bnsure not only that the address is valid, but¢hat the memory access is permitted by this VI
hnd/or by incoming RDMA requests. All addresses of RDMA requests must be validated
hccording to the incoming Handle and Viftual Address as well as the Memory Protection Tag and
Memory Protection Attributes associated with the Handle and the VI before data transfer can take
blace.

6.4. Completing'Descriptors

When data transfer hasscompleted, the Descriptor must be completed. This is achieved in two
pbhases. In the first' phase, the VI Provider updates the Control Segment contents and, if the
ueue is linked t@ a Completion Queue, an entry is generated in the Completion Queue. In the
second phase, the VI Consumer dequeues the Descriptor.

6.4.1..(Completing Descriptors by the VI Provider

Wheh the VI NIC has completed processing a Descriptor, it must update the information in the
Control Segment of the Descriptor with completion codes, length fields and possibly immediate
tater

When the completion indicator is set in the Descriptor, the VI NIC is signaling that it has finished
updating all information in the Descriptor and the Descriptor has been removed from the VI NIC'’s
internal processing queues. Note that the Status must be the last item updated to ensure that the
Descriptor is not pulled prematurely. The Done bit in the Status is used for synchronization.

If a Completion Queue has been registered for the queue that this Descriptor is on, the VI NIC will
place an entry on the Completion Queue that indicates the completed Descriptor’s VI and queue.
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The VI Consumer is responsible for ensuring that a Completion Queue is large enough to hold a
Completion Queue entry for each Descriptor that may complete at any given time. The VI
Provider is not required to report an error if the Completion Queue Overruns. If a Completion
Queue overruns, completion entries will be lost.

If a data transfer incurs a data overrun error, the Receive Descriptor’s total length is set to zero,
the data is undefined and may result in the VI transitioning into the Error state as per the
discussions in Sections 2.5 and 5. The Receive Descriptor is marked in error with a length error.

If an error occurred, the Descriptor is marked with the appropriate error status and the VI will

ransition-to-a new.state nr\r\nrrling to-the discussions-in-Sections 2 5 and 5§

65.4.1.1. Kernel Agent Interactions

The Kernel Agent is invoked during normal processing only if the VI NIC generates an interfupt.
The VI NIC always generates an interrupt on asynchronous errors. An interrupt is also_generated
when a VI Consumer thread is blocked in the VI Provider, waiting for a Descriptor.at-the head of 3
jueue to complete.

f the VI Queue or Completion Queue is enabled for interrupts and the VI NIC has completed
brocessing a Descriptor for that VI Queue or Completion Queue, then the VI'NIC will generate an
nterrupt. This action allows the Kernel Agent to unblock any VI Consymer'threads waiting for
Completions.

f the interrupt is due to an error that is valid for the reliability level-oef this VI, an asynchronous
brror handling mechanism is invoked to deliver the error to the VI"Consumer.

6.4.2. Completing Descriptors by the VI Consumer

The VI Consumer may synchronize on completed Déscriptors in the following ways:
b Poll a VI Work Queue

p Wait on a VI Work Queue

p Poll a Completion Queue

b Wait on a Completion Queue

A VI Consumer polls on a Work Queue by reading the Status field of the Descriptor at the head of
he queue. When the Done bitis.set, the Consumer may dequeue the Descriptor. A VI Consumer
bolls on a Completion Queué by examining the head of the Queue. When a Descriptor is
completed, information desctribing it will be written to the Completion Queue. The VI Consumer
Ises this information te_find the appropriate Work Queue and dequeue the head Descriptor.

A VI Consumer can wait for completions on a Work Queue or a Completion Queue through a
mechanism supplied by the Kernel Agent. This mechanism involves informing the NIC that an
nterrupt should be generated for the next completion on the specified Work Queue or Completior]
Dueue. The Kernel Agent fields this interrupt and unblocks the appropriate thread. The thread
hen processes the completion as if it had polled for it.
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7. Error Handling

Most errors are reported synchronously to the VI Consumer, either at a time an operation is
attempted, or when a Descriptor completes. Some errors can not be reported synchronously.

Asynchronous errors include those that cause queue processing to hang, those that occur after a
Descriptor has been completed, and errors requiring immediate intervention such as a network
cable disconnection. A VI Provider should supply a mechanism by which asynchronous errors
TTay be detiveredtoa ViCornsurmer-Some erors may atsu e fogged according tostardard
bperating system conventions.

The asynchronous errors reported by a VI Provider vary according to the reliability level ofthe
connection, as defined in the following sections. Certain types of errors will be reported
hsynchronously regardless of the reliability level of the connection. These include hardware-
elated issues that require immediate notification.

7.1. Error Handling for Unreliable Connections

The asynchronous error handling mechanism for Unreliable Connections-is only invoked in the
case of a catastrophic hardware error. This includes queue hangs, VKNIC errors, or link loss.

[his class of connection assumes that the VI Consumer will implement any appropriate protocol
ogic deemed necessary to ensure packet arrival, so no attemptis made to determine transport
evel issues or to report them to the VI Consumer.

7.2. Error Handling for Reliable Delivery Connections

The asynchronous error handling mechanism for<Reliable Delivery Connections is invoked in the
case of catastrophic transport or hardware err@fs. This includes queue hangs, VI NIC errors or
ink loss, and catastrophic transport oriented.errors such as dropped or missed packets.

Jpon any error, the Connection is placed into the Error state and will behave according to the
ules discussed in Section 5.4. The efror handling mechanism is also invoked. The VI Consume
should attempt to clean up and take)whatever action it deems necessary, according to the
conditions of the error.

~or Reliable Delivery Vs, theasynchronous error handling mechanism will be invoked for
ransport errors after one or‘more posted Descriptors packets have been completed by the VI
NIC.

7.3. ErrerHandling for Reliable Reception Connections

he asynehronous error handling mechanism for Reliable Reception Connections is invoked in
he case.of catastrophic transport or hardware errors. This includes queue hangs, VI NIC errors
Dr link loss, and transport oriented errors such as dropped or missed packets.

Jpon any error, the Connection is placed into the Error state and will behave according to the
rules discussed in Section 5.4. The error handling mechanism is also invoked. The VI Consumer
should attempt to clean up and take whatever action it deemed necessary, according to the
conditions of the error.

For Reliable Reception Connection, the asynchronous error handling mechanism will be invoked
for transport errors after no more than one, and possibly zero, posted Descriptors have been
completed by the VI NIC.
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8. Guidelines

VI Consumers should be aware of the trade-offs in time and resources when using the VI
Architecture. The VI Architecture optimizes only the data transfer path. Some VI Provider
operations are inherently more time consuming than data transfers. These operations are:

o Buffer Registration requires a kernel transition, locking down of the physical pages in memory
and manipulation of the VI NIC page tables. De-registration is also time consuming. Itis
recommended that memory regions are registered inirequently by the VI Consumer and that
space within the memory region is judiciously managed.

p Creation of a VI requires a kernel transition, allocation of resources in the kernel and jnithe VI
NIC, and interaction with the VI NIC so that a Doorbell can be created and mapped into the
VI Consumer’s address space.

b Connection of a VI to another VI implies execution of a protocol between endpeints and
consists of several operations by the VI Consumer and VI Provider.

p  Transfer of data that is poorly aligned could result in longer transfer times.
Resources available on any given VI NIC are finite.

b The number of VIs that a VI NIC supports is finite.

b There may be side effects in over-using the registration/de-registration process such as
fragmentation of the VI NIC's page tables.

b Registered memory consumes non-pageable menpjory on the host node.
b The number of Completion Queues that a VI NIE supports is finite.

p A VI Consumer will have to perform segmentation and reassembly to transfer data larger
than the MTU supported by the VI Provjder:

B.1. Scalability

VI Architecture implementers should be especially concerned with scalability considerations. The
nterconnect mechanisms, whicfinclude the VI NIC, the physical media and any switch or
Connection facilitator, need-to'scale with the number of instances of the application as well as the
humber of applications running within a node. The throughput of the network must scale as well.
Fairness and scalabilityxmust be ensured at all levels to adequately grow the number of active
Connections.

A\ usage model of(1+M)(N-1) VIs per node is suggested as a minimum number of VIs supported
by an implententation, where N is the number of nodes in a cluster and M is the number of
Histinct precesses consuming VIs on each node. This allows for one VI in kernel mode, and for
bach application to consume one VI to establish a connection to every other node in the cluster.

A sample usage of this formula is a 16 node cluster with three distributed applications running
heross all nodes. This would result in (1+3)(16-1) or 100 VIs open in a given machine. This is the
recommended minimum number of VIs that a VI NIC should consider supporting, with 1024 VIs
being a more reasonable number to allow for growth and application flexibility.
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9.Appendix A

9.1. Example VI User Agent Overview

This section describes an example functional interface to the VI Architecture. It is meant as an
aid to hardware implementers, to illustrate a reasonably complete software embodiment of the VI
Architecture  The material is presented in the form of groups of related routines, followed by
Hefinitions of data structures, constants and error codes.

D.2. Hardware Connection
D.2.1. VipOpenNic

Synopsis
VIP_RETURN
VipOpenNic(
IN const VIP_CHAR *DeviceName,
OUT  VIP_NIC_HANDLE *NicHandle
)
Parameters

DeviceName:  Symbolic name of the device (VI Provider instance) associated with the NIC.

NicHandle: Handle returned. The handle is used with the other functions to specify a
particular instance of a VI NIE;

Description

VipOpenNic associates a process. With a VI NIC, and provides a NIC handle to the VI Consumer.
The NIC handle is used in subsequent functions in order to specify a particular NIC.

Returns

VIP_SUCCESS — Operation completed successfully.
VIP_ERROR_RESOURCE — An error was detected due to insufficient resources.
VIP_INVALIDSPARAMETER — One of the parameters were invalid.

D.2(2; VipCloseNic

Syl IUPO;D

VIP_RETURN
VipCloseNic(
IN VIP_NIC_HANDLE NicHandle
)
Parameters

NicHandle: The NIC handle.
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Description

VipCloseNic removes the association between the calling process and the VI NIC that was
established via the corresponding VipOpenNic function.

Returns

VIP_SUCCESS - Operation completed successfully.

_ _ ' ifiod aninvalid e,

D.3. Endpoint Creation and Destruction
D.3.1. VipCreateVi

Synopsis
VIP_RETURN
VipCreateVi(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_VI_ATTRIBUTES *ViAttribs,
IN VIP_CQ_HANDLE SendCQHandle,
IN VIP_CQ_HANDLE RecvCQHandle,
OUT VIP_VI_HANDLE *VViHandle
)
Parameters
NicHandle: Handle of the associated VINIC.
ViAttribs: The initial attributes to set for the new VI.

SendCQHandle: The handle of a Completion Queue. If a valid handle, the send Work Queue of
this VI will be asseciated with the Completion Queue. If NULL, the send queue is
not associated with any Completion Queue.

RecvCQHandle: The handlejof a Completion Queue. If valid, the receive Work Queue of this VI
will be associated with the Completion Queue. If NULL, the receive queue is not
assogciated with any Completion Queue.

ViHandle: Thehandle for the newly created VI instance.

Description

VipCreateVi creates an instance of a Virtual Interface to the specified NIC.
The Attributes input parameter specifies the initial attributes for this VI instance.

The SendCQHandle and RecvCQHandle parameters allow the caller to associate the Work
Queues of this VI with a Completion Queue. If one or both of the Work Queues are associated
with a Completion Queue, the calling process cannot wait on that queue via VipSendWait or
VipRecvWait.

When a new instance of a VI is created, it begins in the Idle state.

Returns

VIP_SUCCESS - Operation completed successfully.
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VIP_ERROR_RESOURCE - Insufficient resources.
VIP_INVALID_PARAMETER - One of the input parameters was invalid.

VIP_INVALID_RELIABILITY_LEVEL — The requested reliability level attribute was invalid or not
supported.

VIP_INVALID_MTU — The maximum transfer size attribute was invalid or not supported.
VIP_INVALID_QOS - The quality of service attribute was invalid or not supported.
VIP_INVALID_PTAG — The protection tag attribute was invalid.

VIP_INVALID_RDMAREAD - The attributes requested support for RDMA Read, but the VI
Provider does not support it.

D.3.2. VipDestroyVi

Synopsis
VIP_RETURN

VipDestroyVi(

IN VIP_VI_HANDLE ViHandle

)
Parameters
ViHandle: The handle of the VI instance to be destroyed.
Description

VVipDestroyVi tears down a Virtual Interface. A VI instance may only be destroyed if the VI is in
he Idle state and all Descriptors on its work queues have been de-queued, otherwise an error is
eturned to the caller. Use of the destroyed handle in any subsequent operation will fail.

Returns

/IP_SUCCESS - Operation/’completed successfully
VIP_INVALID_PARAMETER — An invalid VI Handle was specified.

VIP_ERROR_RESQURCE — The VI was not in the Idle state or there are still Descriptors posted
orrthe work queues.
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9.4. Connection Management
9.4.1. VipConnectWait

Synopsis
VIP_RETURN
VipConnectW ait(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_NET_ADDRESS *LocalAddr,
IN VIP_ULONG Timeout,
OUT VIP_NET_ADDRESS *RemoteAddr,
OUT VIP_VI_ATTRIBUTES *RemoteViAttribs,
OUT VIP_CONN_HANDLE *ConnHandle
)
Parameters
NicHandle: Handle for an instance of a VI NIC.
|_ocalAddr: Local network address on which to wait.
limeout: The count, in milliseconds, that VipConnectWaitwill' wait to complete before

returning to the caller. VIP_INFINITE if no time-out is desired. A timeout of zero
indicates immediate return.

RemoteAddr:  The remote network address that is reguesting a connection.

ConnHandle: A handle to an opaque connection-object subsequently used in calls to
VipConnectAccept and VipConnectReject.

RemoteViAttribs: The attributes of the remote¥I endpoint that is requesting the connection.

Description

VipConnectWait is used to look forincoming connection requests.

The caller passes in a local network address that is used to filter incoming connection requests.
he format of the network address is VI Provider specific.

f a matching connection.request is not found immediately, VipConnectWait will wait for a request
Lintil the Timeout periodhhas expired.

f a connection request is found that matches the LocalAddress, the caller is returned the remote
hddress that isyreguesting a connection, the attributes of the remote endpoint that is requesting
he connectigh;*and a connection handle to be used in subsequent calls to VipConnectAccept or
VipConnectREject.

Returns
VIP_TIMEOUT - The operation timed out, no connection request was found.

VIP_ERROR_RESOURCE — The connection operation failed due to a resource limit.
VIP_INVALID_PARAMETER - One of the parameters was invalid.
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9.4.2. VipConnectAccept

Synopsis
VIP_RETURN
VipConnectAccept(
IN VIP_CONN_HANDLE ConnHandle,
IN VIP_VI_HANDLE ViHandle
)
Parameters

ConnHandle: A handle to an opaque connection object created by VipConnectWait.
ViHandle: Instance of a local VI endpoint.

Description

VipConnectAccept is used to accept a connection request and associate thesconnection with a
ocal VI endpoint.

he caller passes in the handle of an Idle, unconnected VI endpoint.to-associate with the
Connection request. If the attributes of the local VI endpoint conflict-with those of the remote
bndpoint, VipConnectAccept will fail. It is the function of the VI Rrovider to determine if the
connection should succeed based on the attributes of the twoyendpoints.

f VipConnectAccept fails, no explicit notification is sentte‘the remote end. The caller may
Choose to modify the attributes of the local VI endpoiqt, ‘and try again. In order to reject a
Connection request, the VI Consumer must explicithrreject the connection request via the
VipConnectReject function.

Returns

VIP_SUCCESS — The connection was\successfully established.
VIP_INVALID_PARAMETER — One)of the parameters was invalid.

VIP_INVALID_ RELIABILITY +EVEL — The reliability level attribute of the local endpoint
conflicted with the reliability level of the remote VI.

VIP_INVALID_MTU — The maximum transfer size attribute of the local endpoint conflicted with
the.maximum transfer size of the remote endpoint.

VIP_INVALID_QOS ™= The quality of service attribute was invalid, or conflicted with the remote
endpoint.

D.4.3: VipConnectReject

Synopsis
VIP_RETURN
VipConnectReject(
IN VIP_CONN_HANDLE ConnHandle
)
Parameters

ConnHandle: A handle to an opaque connection object created by VipConnectWait.
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Description

VipConnectReject is used to reject a connection request. Notification is sent to the remote end
that the associated connection request was rejected.

Returns

VIP_SUCCESS — The operation completed successfully.
MHRINVALIB_RARAMETER—The-ConnHandie-parameter-was-Hvalid-

D.4.4. VipConnectRequest

5ynopsis
VIP_RETURN
VipConnectRequest(
IN VIP_VI_HANDLE ViHandle,
IN VIP_NET_ADDRESS *LocalAddr,
IN VIP_NET_ADDRESS *RemoteAddr,
IN VIP_ULONG Timeout,
OUT VIP_VI_ATTRIBUTES *RemoteViAttribs
)
Parameters
ViHandle: Handle for the local VI endpoint.
|_ocalAddr: Local network address.

RemoteAddr: The remote network address:

Timeout: The count, in milliseconds, that VipConnectRequest will wait for connection to
complete before returniing to the caller, VIP_INFINITE if no time-out is desired. A
timeout value of zerp is invalid.

RemoteViAttribs: The attributes of the remote endpoint if successful.

Description

VipConnectRequest teéquests that a connection be established between the local VI endpoint,
hnd a remote endpoint. The user specifies a local and remote network address for the
Connection.

f a conneetion is successfully established, the specified local address is bound to the local VI
endpoint,-and the attributes of the remote endpoint are returned to the caller. The attributes of
he rémote endpoint allow the caller to determine whether the indicated RDMA operations can be
bxecuted on the resulting connection.

f the remote end rejects the connection, a rejection error is returned. If a connection cannot be
established before the specified Timeout period, a timeout error is returned. Specifying a timeout
value of zero is invalid and will result in an immediate timeout error.

Returns

VIP_SUCCESS - The connection was successfully established.
VIP_TIMEOUT — The connection operation timed out.
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VIP_ERROR_RESOURCE — The connection operation failed due to a resource limit.
VIP_INVALID_PARAMETER - One of the parameters was invalid.
VIP_REJECTED - The connection was rejected by the remote end.

9.4.5. VipDisconnect

Synopsis

VIP_RETURN
VipDisconnect(
IN VIP_VI_HANDLE ViHandle
)

Parameters

ViHandle: Instance of a connected Virtual Interface endpoint.

Description

VipDisconnect is used to terminate a connection. When the local.endpoint is disconnected, it
5tops processing of all posted Descriptors, all posted Descriptors-are marked completed because
bf disconnection, and the local endpoint transitions to the Idlgistate.

Returns

/IP_SUCCESS - The disconnect was successful.
VIP_INVALID_PARAMETER - The ViHandle parameter was invalid.

D.5. Memory protection and registration
D.5.1. VipCreatePtag

5ynopsis

VIP_RETURN
VipCreatePtag(
IN VIP_NIC_HANDLE NicHandle,
OUT VIP_PROTECTION_HANDLE *ProtectionTag

)

Parameters

NicHandle: The NIC handle associated with the protection tag.
ProtectionTag: The new protection tag.

Description

The VipCreatePtag function creates a new protection tag for the calling process. The protection
tag is subsequently associated with VI endpoints via the VipCreateVi function, as well as memory
regions via the VipRegisterMem function. A process may request multiple protection tags.
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For all memory references by the VI Provider, including Descriptors and message buffers, the
protection tag of the VI instance, and the memory region, must match in order to pass the
memory protection check.

The Protection Tag is an element in the VI attributes data structure and the Memory Region
Attributes data structure. The protection tag of a memory region and/or a VI can be changed by
changing their attributes.

Returns

VIP_SUCCESS - The memory protection tag was successfully created.
VIP_ERROR_RESOURCE - The operation failed due to a resource limit.
VIP_INVALID_PARAMETER — One of the parameters was invalid.

D.5.2. VipDestroyPtag

Synopsis
VIP_RETURN
VipDestroyPtag(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_PROTECTION_HANDLE ProtectionTag
)
Parameters
NicHandle: The NIC handle associated with;the' protection tag.

ProtectionTag: The protection tag.

Description

The VipDestroyPtag function destroys a protection tag.

f the specified protection tag is'associated with either a VI instance or a registered memory
egion at the time of the callyan error is returned.

Returns

VIP_SUCCESS £ The memory protection tag was successfully destroyed.

VIP_ ERRORSRESOURCE — A VI instance or a registered memory region is still associated with
the specified protection tag.

VIP_INVALID_PARAMETER — One of the input parameters was invalid.
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9.5.3. VipRegisterMem

Synopsis
VIP_RETURN
VipRegisterMem(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_PVOID VirtualAddress,
IN VIP_ULONG Length,
N VIP—MEMATTRIBUTES “MermAttrits;
OuUT VIP_MEM_HANDLE *MemoryHandle
)
Parameters
NicHandle: Handle for a currently open NIC.

VirtualAddress: Starting address of the memory region to be registered.

| ength: The length, in bytes, of the memory region.

MemAttribs: The memory attributes to associate with the memory.r€gion.
MemoryHandle: If successful, the new memory handle for the region, otherwise NULL.

Description

VipRegisterMem allows a process to register a region-0f memory with a VI NIC. Memory used to
hold Descriptors or data buffers must be registered.with this function.

The user may specify an arbitrary size region of imemory, with arbitrary alignment, but the actual
brea of memory registered will be registered orrpage granularity. Registered pages are locked
nto physical memory.

The memory attributes include the Protection Tag, and the RDMA enable bits that are initially
hssociated with the memory region.

Descriptors and data buffers contained within registered memory can be used by any VI with a
matching protection tag that is‘ewned by the process. A new memory handle is generated for
bach region of memory thatus:registered by a process.

The EnableRdmaWrite memory attribute can be used to ensure that no remote process can
modify a region of memory, this could be particularly useful to protect regions of memory that
contain Descriptors (¢ontrol information). The EnableRdmaRead parameter can be used to
bnsure that no rembte process can read a particular region of memory.

Note that the implementation of VipRegisterMem should always check for read-only pages of
memory and not allow modification to those pages by the VI Hardware.

A Length*parameter of zero will result in a VIP_INVALID_PARAMETER error.
rhe’contents of the memory region being registered are not altered. The memory region must
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Returns

VIP_SUCCESS - The memory region was successfully registered.
VIP_ERROR_RESOURCE - The registration operation failed due to a resource limit.
VIP_INVALID_PARAMETER - One of the parameters was invalid.
VIP_INVALID_PTAG - The protection tag attribute was invalid.
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VIP_INVALID_RDMAREAD - the attributes requested the memory region be enabled for RDMA
Read, but the VI Provider does not support it.

9.5.4. VipDeregisterMem

Synopsis
VTP_RETURN
VipDeregisterMem(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_PVOID VirtualAddress,
IN VIP_MEM_HANDLE  MemoryHandle
)
Parameters
NicHandle: The handle for the NIC that owns the memory region being de-registered.

VirtualAddress: Address of the region of memory to be de-registered:
MemoryHandle: Memory handle for the region; obtained from a prévious call to VipRegisterMem.

Description

VipDeregisterMem de-registers memory that was prevjously registered using the
VipRegisterMem function and unlocks the associated pages from physical memory. The contents
and attributes of region of virtual memory being desregistered are not altered in any way.

Returns

VIP_SUCCESS - The memory regionWwas successfully de-registered.
VIP_INVALID_PARAMETER — Oneyor more of the parameters was invalid.

D.6. Data transfer and completion operations
D.6.1. VipPestSend

Synopsis
VIP_ RETURN
VipPostSend(
IN VIP_VI_HANDLE ViHandle,
IN VIP_DESCRIPTOR *DescriptorPtr,
IN VIP_ MEM_HANDLE MemoryHandle
)
Parameters
ViHandle: Instance of a Virtual Interface.

DescriptorPtr:  Pointer to a Descriptor to be posted on the send queue.
MemoryHandle: The handle for the memory region of the Descriptor being posted.
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Description

VipPostSend adds a Descriptor to the tail of the send queue of a VI, notifies the NIC that a new
Descriptor is available, and returns immediately.

Returns

VIP_SUCCESS - The send Descriptor was successfully posted.
m%m—m‘m—- } O

D.6.2. VipSendDone

5ynopsis
VIP_RETURN
VipSendDone(
IN VIP_VI_HANDLE ViHandle,
OUT VIP_DESCRIPTOR **DescriptorPtr
)
Parameters
ViHandle: Instance of a Virtual Interface.

DescriptorPtr:  Address of the Descriptor that has completed, if any.

Description

VipSendDone checks the Descriptor at the hiead of the send queue to see if it has been marked
complete. If the operation has completed;the Descriptor is removed from the head of the queue
ind the address of the Descriptor is retutned. Otherwise an error is returned, and the contents of
DescriptorPtr are invalid.

Returns

VIP_SUCCESS — A completed Descriptor was returned.
VIP_NOT_DONE-~_No completed Descriptor was found.
VIP_INVALID ‘RARAMETER - The VI handle was invalid.

D.6.3: VipSendWait

SYRepsis
VIP_RETURN
VipSendWait(
IN VIP_VI_HANDLE ViHandle,
IN VIP_ULONG TimeOut,
OUT VIP_DESCRIPTOR **DescriptorPtr
)
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Parameters
ViHandle: Instance of a Virtual Interface.
TimeOut: The count, in milliseconds, before control is returned to the caller, VIP_INFINITE

if no time-out is desired.
DescriptorPtr:  Address of the Descriptor that has completed.

Description

VipSendWait checks the Descriptor on the head of the send queue to see if it has been marked
complete. If the send has completed, the Descriptor is removed from the head of the queue\and
he address of the Descriptor is immediately returned.

f the Descriptor at the head of the send queue has not been marked complete, VipSendWait
blocks the caller until a Descriptor is completed, or until the specified timeout has®expired.

VipSendWait cannot be used to block on a send queue that has been associated-with a
completion queue. Refer to VipCQWait for a more complete description.

Returns
VIP_SUCCESS - A completed Descriptor was found on the send.gueue.
VIP_INVALID_PARAMETER - The VI handle was invalid.

VIP_TIMEOUT — The timeout expired and no completed<Descriptor was found.
VIP_ERROR_RESOURCE — This send queue is assgtiated with a completion queue.

D.6.4. VipPostRecv

Synopsis
VIP_RETURN
VipPostRecv(
IN VIP_VI-HANDLE ViHandle,
IN VIPLDESCRIPTOR *DescriptorPtr,
IN VIR MEM_HANDLE  MemoryHandle
)
Parameters
ViHandleé Instance of a Virtual Interface.

DescriptorPtr: Pointer to a Descriptor to be posted on the receive queue.
MemoryHandle : The handle for the memory region of the Descriptor being posted.

escription

VipPostRecv adds a Descriptor to the tail of the receive queue of the specified VI, notifies the NIC
that a new Descriptor is available, and returns immediately.

Returns

VIP_SUCCESS - The receive Descriptor was successfully posted.
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VIP_INVALID_PARAMETER - The VI handle was invalid.

9.6.5. VipRecvDone

Synopsis
VIP_RETURN
VipRecvDone(
IN VAP V| HANDLE ViHandle,
OUT VIP_DESCRIPTOR **DescriptorPtr
)
Parameters
ViHandle: Instance of a Virtual Interface.

DescriptorPtr: Address of the Descriptor that has completed, if any.

Description

VipRecvDone checks the Descriptor on the head of the receive queue to see if it has been
marked complete. If the receive has completed, the Descriptor.jStemoved from the head of the
jueue and the address of the Descriptor is returned. OtherwiSe an error is returned and the
contents of DescriptorPtr are invalid.

Returns

VIP_SUCCESS — A completed receive Descriptorwas returned.
VIP_NOT_DONE — No completed Descriptor was found.
VIP_INVALID_PARAMETER — The VI handle was invalid.

D.6.6. VipRecvWait

Synopsis
VIP_RETURN
VipRecvWaait(
IN VIP_VI_HANDLE ViHandle,
IN VIP_ULONG Timeout,
OUT VIP_DESCRIPTOR **DescriptorPtr
)
Parameters
ViHandle: Instance of a Virtual Interface.
TimeOut: The count, in milliseconds, before control is returned to the caller, VIP_INFINITE

if no time-out is desired.
DescriptorPtr:  Address of the Descriptor that has completed.
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Description

VipRecvWait checks the Descriptor on the head of the receive queue to see if it has been marked
complete. If the receive has completed, the Descriptor is removed from the head of the queue
and the address of the Descriptor is immediately returned.

If the Descriptor at the head of the receive queue has not been marked complete, VipRecvWait
blocks the caller until a Descriptor is completed, or until the specified timeout has expired.

VipRecvWait cannot be used to block on a receive queue that has been associated with a
- . : : . o e TOTT

Returns

/IP_SUCCESS — A completed Descriptor was found on the receive queue.
VIP_INVALID_PARAMETER — The VI handle was invalid.

VIP_TIMEOUT — The timeout expired and no completed Descriptor was found:
VIP_ERROR_RESOURCE - This receive queue is associated with a completion queue.

D.6.7. VipCQDone

Synopsis
VIP_RETURN
VipCQDone(
IN VIP_CQ_HANDLE CQHandle,
OUT VIP_VI_HANDLE *ViHandle,
OUT VIP_BOOLEAN *RecvQueue
)
Parameters
CQHandle: The handle of-the Completion Queue.
ViHandle: The handle of the VI endpoint associated with the completion, if the return status

indicates success. Undefined otherwise.

RecvQueue:  If FTRUE, indicates that the completion was associated with the receive queue of
theVI. If FALSE, indicates that the completion was associated with the send
gueue of the VI. Undefined if the returned status does not indicate success.

Description
ipCQDone polls the specified Completion Queue for a completion entry (a completed operation)

f'a’eompletion entry is found, it returns the VI handle, along with a flag to indicate whether the
completed Descriptor resides on the send or receive queue.

It is up to the calling process to subsequently invoke the appropriate function to actually de-queue
the completed Descriptor. The completed Descriptor may only be de-queued by the function
VipSendDone or VipRecvDone. VipCQDone only dequeues the completion entry from the
Completion Queue.

It is possible for a process to have multiple threads, some of which are waiting for completions on
a Completion Queue, and others polling the Work Queues of an associated VI. In this case, the
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caller must be prepared for the case where the Completion Queue indicated a completion, but a
subsequent call to de-queue the Descriptor fails.

If a process has associated a Work Queue of a VI instance with a Completion Queue, it may not
block directly on that Work Queue via the VipSendWait or VipRecvWait functions.

Returns

VIP_SUCCESS — A completion entry was found on the Completion Queue.
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VIP_INVALID_PARAMETER — The Completion Queue handle was invalid.

D.6.8. VipCQWait

Synopsis
VIP_RETURN
VipCQWait(
IN VIP_CQ_HANDLE CQHandle,
IN VIP_ULONG TimeOut,
OUT VIP_VI_HANDLE *ViHandle,
OUT VIP_BOOLEAN *RecvQueue
)
Parameters

CQHandle: The handle of the Completion Quéue.

FimeOult: The number of milliseconds todlock before returning to the caller, VIP_INFINITE
if no time-out is desired.

ViHandle: Returned:to the caller. The handle of the VI endpoint associated
with the completion if\réturned status indicates success.

RecvQueue:  If TRUE, indicates.that the completion was associated with the receive queue of
the VI. If FALSE, indicates that the completion was associated with the send
queue of thesWl. Undefined if the returned status does not indicate success.

Description

VipCQWait pollsithe-specified completion queue for a completion entry (a completed operation).
f a completionentry was found, it immediately returns the VI handle, along with a flag to indicate
he send orreceive queue, where the completed Descriptor resides.

f no completion entry is found, the caller is blocked until a completion entry is generated, or until
he TimeOut value expires.

tis{up to the calling process to subsequently invoke the appropriate function to actually de-queus
e bUIIIpiCLEuI DCbblipLUI. The L,umpicu::d Dbbbliplul may uniy e dc-qucuw:u' 'uy the-forction

VipSendDone or VipRecvDone.

It is possible for a process to have multiple threads, some of which are checking for completions
on a completion queue, and others polling the work queues of an associated VI directly. In this
case, the caller must be prepared for the case where the completion queue indicated a
completion, but a subsequent call to de-queue the Descriptor fails.

If a process has associated a work queue of a VI instance with a completion queue, it may not
block directly on that work queue via the VipSendWait or VipRecvWait functions. If this is
attempted, the function returns VIP_INVALID_PARAMETER.
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Returns

VIP_SUCCESS — A completion entry was found on the completion queue.
VIP_INVALID_PARAMETER — The completion queue handle was invalid.
VIP_TIMEOUT — The request timed out and no completion entry was found.

al
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Synopsis

VIP_RETURN

VipSendNotify(
IN VIP_VI_HANDLE ViHandle,
IN VIP_PVOID Context,
IN void(*Handler)(
IN VIP_PVOID Context,
IN VIP_NIC_HANDLE NicHandle,
IN VIP_VI_HANDLE ViHandle,
IN VIP_DESCRIPTOR *DescriptorPtr
)
)

Parameters

ViHandle: Instance of a Virtual Interface.

Context: Data to be passed through to the Handler as a parameter. Not used by the VI
Provider.

Handler: Address of the user-definedfunction to be called when a single Descriptor
completes. This function;is not guaranteed to run in the context of the calling
thread. The handler function is called with the following input parameters:
Context: Data passed through from the function call. Not used by the VI

Provider.
NicHandle: Handle of the NIC.
ViHandle: Instance of a Virtual Interface.
DescriptorPtr:  Address of the Descriptor that has completed.
Description

VipSendNotify is used by the VI Consumer to request that the Handler routine be called when a
Descriptor completes.

VipSendNotify checks the Descriptor on the head of the send queue to see if it has been marked
complete. If the Descriptor has completed, it is removed from the head of the queue and the
Handler is invoked with the address of the completed Descriptor as a parameter.

If the Descriptor at the head of the send queue has not been marked complete, VipSendNotify will
enable interrupts for the given VI Send Queue. When a Descriptor is completed, the handler will
be invoked with the address of the completed Descriptor as a parameter..

This registration is only associated with the VI Send Queue for a single completed Descriptor. In
order for the Handler to be invoked multiple times, the function must be called multiple times.

Destruction of the VI will result in cancellation of any pending function calls.
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VipSendNotify cannot be used to block on a send queue that has been associated with a
Completion Queue. Refer to VipCQNotify for a more complete description.

Returns

VIP_SUCCESS - The routine was successfully completed.

VIP_INVALID_PARAMETER - The VI handle was invalid or the function call address was invalid.
VIP_ERROR_RESOURCE - The send queue of the VI is associated with a Completion Queue.

D.6.10. VipRecvNotify

Synopsis

VIP_RETURN

VipRecvNotify(
IN VIP_VI_HANDLE ViHandle,
IN VIP_PVOID Context,
IN void(*Handler)(
IN VIP_PVOID Context,
IN VIP_NIC_HANDLE NicHandle;
IN VIP_VI_HANDLE ViHandle,
IN VIP_DESCRIPTOR *DescriptorPtr
)
)

Parameters

ViHandle: Instance of a Virtual Interface.

Context: Data to be passed through.tg the Handler as a parameter. Not used by the VI
Provider.

Handler: Address of the user-defined function to be called when a single Descriptor
completes. This function is not guaranteed to run in the context of the calling
thread. The handler function is called with the following input parameters:
Context: Data passed through from the function call. Not used by the VI

Provider.
NicHandlé: Handle of the NIC.
ViHandle: Instance of a Virtual Interface.
DescriptorPtr:  Address of the Descriptor that has completed.

Description

VipRecvNotify is used by the VI Consumer to request that the Handler routine be called when a

Descriptor completes.

marked complete. If the Descriptor has completed, it is removed from the head of the queue and
the Handler is invoked with the address of the completed Descriptor as a parameter.

If the Descriptor at the head of the receive queue has not been marked complete, VipRecvNotify
will enable interrupts for the given VI Receive Queue. When a Descriptor is completed, the
handler will be invoked with the address of the completed Descriptor as a parameter..

This registration is only associated with the VI Receive Queue for a single completed Descriptor.
In order for the Handler to be invoked multiple times, the function must be called multiple times.
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Destruction of the VI will result in cancellation of any pending function calls.

VipRecvNotify cannot be used to block on a receive queue that has been associated with a
Completion Queue. Refer to VipCQNotify for a more complete description.

Returns

VIP_SUCCESS - The routine was successfully completed.

VIP_INVALID_PARAMETER - The VI handle was invalid or the function call address was invalid.
IP_FRROR RESOURCE — The recejve queue of the VI is associated with a Completion

Pueue.

D.6.11. VipCQNotify

Synopsis

VIP_RETURN

VipCQNotify(
IN VIP_CQ_HANDLE CQHandle,
IN VIP_PVOID Context,
IN void(*Handler)(
IN VIP_PVOID Context,
IN VIP_NIC_HANDLE NicHandle,
IN VIP_VI_HANDLE ViHandle,
IN VIP_BOOLEAN RecvQueue
)
)

Parameters

CQHandle: Instance of a Completion.Queue.

Context: Data to be passed threugh to the Handler as a parameter. Not used by the VI
Provider.

Handler: Address of the.user-defined function to be called when a single Descriptor
completes. This function is not guaranteed to run in the context of the calling
thread. The handler function is called with the following input parameters:
Context; Data passed through from the function call. Not used by the VI

Provider.
NicHandle: Handle of the NIC.
ViHandle: Instance of a Virtual Interface.
RecvQueue: If TRUE, indicates that the completion was associated with the
receive queue of the VI. If FALSE, indicates that the completion
was associated with the send queue of the VI.
Description

VipCQNotify is used by the VI Consumer to request that the Handler routine be called when a
Descriptor completes on a VI Work Queue that is associated with a Completion Queue.

VipCQNotify checks the Entry on the head of the Completion queue to see if it indicates that a
Descriptor has been marked complete. If there is an entry, the Entry is removed from the
Completion Queue and the Handler is invoked with the ViHandle and RecvQueue set
appropriately to indicate to the VI Consumer which Work Queue contains the completed
Descriptor.
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If there is no valid Completion Queue Entry, VipCQNotify enables interrupts for the given
Completion Queue. When a Completion Queue Entry is generated, the handler will be invoked.

This registration is only associated with the Completion Queue for a single entry. In order for the
Handler to be invoked multiple times, the function must be called multiple times.

Destruction of the Completion Queue will result in cancellation of any pending function calls.

Returns
VIP_SUCCESS - The routine was successfully completed.

VIP_INVALID_PARAMETER — The VI handle, the CQ Handle or the function call address was
invalid.

D.7. Completion Queue Management
D.7.1. VipCreateCQ

Synopsis
VIP_RETURN
VipCreateCQ(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_ULONG EntryCount,
OUT VIP_CQ_HANDLE *CQHandle
)
Parameters

NicHandle: The handle of the associated.NIC.
EntryCount: The number of completion entries that this Completion Queue will hold.
CQHandle: Returned to the calleér: The handle of the newly created Completion Queue.

Description

VipCreateCQ creates a new’Completion Queue. The caller must specify how many completion
bntries that the queue must contain. If successful, it returns a handle to the newly created
Completion Queue(

Returns

VIP_SUCCESS — A new Completion Queue was successfully created.
VIP_(INVALID_PARAMETER — The NIC handle was invalid.

VIPYERROR RESOURCE — The Completion Queue could not be created due to insufficient
resources.

9.7.2. VipDestroyCQ
Synopsis

VIP_RETURN
VipDestroyCQ(
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IN VIP_CQ_HANDLE CQHandle
)

Parameters

CQHandle: The handle of the Completion Queue to be destroyed.

Description

V/IpDestroyCQ destroys a specified Completion Queue. It any VI Work Queues are associated
ith the Completion Queue, the Completion Queue is not destroyed and an error is returned.

Returns

VIP_SUCCESS — The Completion Queue was successfully destroyed.
VIP_INVALID_PARAMETER — The Completion Queue handle was invalid.

VIP_ERROR_RESOURCE — The Completion Queue could not be destroyed‘because the Work
Queues of one or more VI instances are still associated/Wwith it.

D.7.3. VipResizeCQ

Synopsis
VIP_RETURN
VipResizeCQ(
IN VIP_CQ_HANDLE CQHandle,
IN VIP_ULONG EntryCount
)
Parameters
CQHandle: The handle of the Completion Queue to be resized.

EntryCount :  The new number of completion entries that the Completion Queue must hold.

Description

VipResizeCQ modifiés‘the size of a specified Completion Queue by specifying the new number o
completion entries that it must hold. This function is useful when the potential number of
completion entries-that could be placed on this queue changes dynamically.

Returns

VIP_(SWCCESS — The Completion Queue was successfully resized.
VIRVINVALID PARAMETER — The Completion Queue handle was invalid.

VIP_ERROR_RESOURCE — The Completion Queue could not be resized because of insufficient
resources.
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9.8. Querying Information
9.8.1. VipQueryNic

Synopsis

VIP_RETURN

VipQueryNic(
IN VIP_NIC_HANDLE NicHandle,
OUT  VIP_NIC_ATTRIBUTES *Attributes

)

Parameters

NicHandle: The handle of a VI NIC.

nttributes: Returned to the caller, contains NIC-specific information.

Description

VipQueryNic returns information for a specific NIC instance. The jnfarmation is returned in the
NIC Attributes data structure.

Returns

VIP_SUCCESS — Operation completed successfully.
VIP_INVALID_PARAMETER — The NIC handle wasinvalid.

D.8.2. VipSetViAttributes

Synopsis
VIP_RETURN
VipSetViAttributes(
IN VIPVI_HANDLE ViHandle,
IN VIP_VI_ATTRIBUTES *Attributes
)
Parameters
ViHandle; The handle of a VI instance.
Attributes: The attributes to be set for the VI.
Description

VipSetViAttributes attempts to modify the attributes of a VI instance. If the VI Provider does not
support the requested attributes, or if the VI is in a state that does not allow the attributes to be
modified, then it returns an error.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER - One of the input parameters was invalid.
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VIP_INVALID_RELIABILITY_LEVEL — The requested reliability level attribute was invalid or not
supported.

VIP_INVALID_MTU — The maximum transfer size attribute was invalid or not supported.
VIP_INVALID_QOS — The quality of service attribute was invalid or not supported.
VIP_INVALID_PTAG - The protection tag attribute was invalid.

VIP_INVALID_RDMAREAD - The attributes requested support for RDMA Read, but the VI
Provider does not support it.

D.8.3. VipQueryVi

Synopsis
VIP_RETURN
VipQueryVi(
IN VIP_VI_HANDLE ViHandle,
OUT VIP_VI_STATE *State,
OUT VIP_VI_ATTRIBUTES *Attributes
)
Parameters
ViHandle: The handle of a VI instance.
State: The current state of the VI.
Attributes: Returned to caller, contains VI-spegific information.
Description

VipQueryVi returns information for a specific VI instance. The VI Attributes data structure and thg
current VI State are returned.

Returns

VIP_SUCCESS - Operatioh,eompleted successfully.
VIP_INVALID_PARAMETER - The VI handle was invalid.

D.8.4. VipSetMemAttributes

Synopsis
VIP_(RETURN
VipSetMemAttributes(
N WVHRPNC—HANDLE NieHandle;
IN VIP_PVOID Address,
IN VIP_MEM_HANDLE MemHandle,
IN VIP_MEM_ATTRIBUTES *MemAttribs
)
Parameters
NicHandle: The handle of the NIC where the memory region is registered.
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Address: The base address of the memory region.
MemHandle:  The handle of the memory region.
MemaAittribs: The memory attributes to set for this memory region.

Description

VipSetMemAttributes modifies the attributes of a registered memory region. If the VI Provider
does not support the requested attribute, it returns an error. Modifying the attributes of a memory
Cy;ul LI vvh;:c [=8 data tl al IDI‘CI U|JCI at;ul 1 ;O ;I 1 pl UgICOO that ICI‘CI p=J tU that LLLA~1 0 IUIy ICy;UI I, vart ICDu:t

n undefined behavior, and should be avoided by the VI Consumer.

Returns

VIP_SUCCESS — Operation completed successfully.
VIP_INVALID_PARAMETER — The Memory Handle or Address was invalid.
VIP_INVALID_PTAG — The protection tag attribute was invalid.

VIP_INVALID_RDMAREAD - The attributes requested support for RDMA Read, but the VI
Provider does not support it.

D.8.5. VipQueryMem

Synopsis
VIP_RETURN
VipQueryMem(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_PVOID Address,
IN VIP_MEM_HANDLE MemHandle,
OUT VIP_MEM_ATTRIBUTES *MemAttribs
)
Parameters
NicHandle: The handle.of the NIC where the memory region is registered.
Address: The base address of the memory region.

MemHandle:  Fhe-handle of a memory region.
MemAttribs: The memory attributes of this memory region.

Description

VipQueryMem returns the attributes of a registered memory region to the caller.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER — The Memory Handle or Address was invalid.
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9.8.6. VipQuerySystemManagementinfo
Synopsis

VIP_RETURN
VipQuerySystemManagementinfo(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_ULONG InfoType,
OUT VIP_PVOID *SysManinfo

7
Parameters

NicHandle: The handle of a VI NIC.
nfoType: Specifies a particular piece of system management information.
SysManinfo:  Pointer to a system management information structure.

Description

VipQuerySystemManagementinfo returns system management information about the specified
NIC. The InfoType parameter allows the caller to specify specific_pieces of information. The
ypes of information that can be retrieved are VI Provider specific: The content of the System
Management Information Structure is VI Provider specific.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER — The NIC handle’was invalid.

D.9. Error handling
D.9.1. VipErrorCallback

Synopsis

VIP_RETURN
VipErrorCallback(
IN VIP_NIC_HANDLE NicHandle,

IN VIP_PVOID Context,
IN void(*Handler)(
IN VIP_PVOID Context,
IN VIP_ERROR_DESCRIPTOR  *ErrorDesc
)
)
Parameters

NicHandle: Handle of the NIC

Context: Data to be passed through to the Handler as a parameter. Not used by the VI
Provider.
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Handler: Address of the user-defined function to be called when an asynchronous error
occurs. This function is not guaranteed to run in the context of the calling thread.
The error handler function is called with the following input parameters:

Context: Data passed through from the function call. Not used by the VI
Provider.
ErrorDesc: The error Descriptor.

Description

VipErrorCallback is used by the VI Consumer to register an error handling function with the VI
Provider. If the VI Consumer does not register an error handling function via this call, a defaullt
error handler will log the error according to operating system conventions.

f an error handling function has been specified via the VipErrorCallback function, the ‘default erro
nandling function can be restored by calling it with an Handler parameter of NULL.

Asynchronous errors are those errors that cannot be reported back directly intg ‘@’ Descriptor. The
ollowing is a list of possible asynchronous errors:

p Post Descriptor Error — The virtual address and memory handle of the,Descriptor was not
valid when attempting to post a Descriptor.

»  Connection Lost — The connection on a VI was lost and the associated VI is in the error state

b Receive Queue Empty — An incoming packet was dropped because the receive queue was
empty.

p VI Overrun — The VI Consumer attempted to post too,many Descriptors to a Work Queue of g
VL.

»  RDMA Write Protection Error — A protectioncerror was detected on the remote end of an
RDMA Write operation. If the RDMA write gperation contained immediate data, this status
would be reported in the associated Descriptor, and not via the asynchronous error
mechanism.

p  RDMA Write Data Error — A data corruption error was detected on the remote end of an
RDMA Write operation. If the RDMA write operation contained immediate data, this status
would be reported in the associated Descriptor, and not via the asynchronous error
mechanism.

p  RDMA Write Packet Abort — Indicates a partial packet was detected on the remote end of an
RDMA Write operation. If the RDMA write operation contained immediate data, this status
would be reported.in the associated Descriptor, and not via the asynchronous error
mechanism.

b RDMA Read Protection Error — A protection error was detected on the remote end of an
RDMA<Read operation.

p  Comptetion Protection Error - When reporting completion, this could result from a user de-
registering a memory region containing a Descriptor after the Descriptor was read by the
hardware but before completion status was written.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER — One or more of the input parameters were invalid.
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9.10. Data Structures and Values
9.10.1. Return Codes

The various functions described herein return error or success codes of the type VIP_RETURN.
The possible values for VIP_RETURN follow:

e VIP_SUCCESS - The function completed successfully.

e VIP_NOT_DONE — No Descriptors are completed on the specified queue.

p  VIP_INVALID_PARAMETER — One or more input parameters were invalid.

p VIP_ERROR_RESOURCE — An error occurred due to insufficient resources.
b VIP_TIMEOUT - The request timed out before it could successfully complete.

b VIP_REJECT — A connection request was rejected by the remote end.

b VIP_INVALID_RELIABILITY_LEVEL — The reliability level attribute for a VI vas'invalid or not
supported.

p VIP_INVALID_MTU — The maximum transfer size attribute for a VI was invalid or not
supported.

p VIP_INVALID_QOS — The quality of service attribute for a VI was invalid or not supported.
p VIP_INVALID_PTAG — The protection tag attribute for a Vikot-a memory region was invalid.

p VIP_INVALID_RDMAREAD — A memory or VI attribute fequested support for RDMA Read,
but the VI Provider does not support it.

The declaration for VIP_RETURN is as follows:

ypedef enum {
VIP_SUCCESS,
VIP_NOT_DONE,
VIP_INVALID_PARAMETER,
VIP_ERROR_RESOURCE,
VIP_TIMEOUT,
VIP_REJECT,
VIP_INVALID_RELIABILITY LEVEL,
VIP_INVALID_MTU,
VIP_INVALID_QOQOS;
VIP_INVALID_PTAG,
VIP_INVALID_(RDMAREAD

VIP_RETURN

D.10.2.~ VI Descriptor

Theé ' Descriptor is the data structure that describes the system memory associated with a VI
Packet, For data to be transmitted, it describes a gather list of buffers that contain the data to be
transmitted. For data that is to be received, it describes a scatter list of buffers to place the
incoming data. It also contains fields for control and status information, and has variants to
accommodate send/receive operations as well as RDMA operations.

Descriptors are made up of three types of segments; control, address and data segments. The
control segment is the first segment for all Descriptors. An address segment follows the control
segment for Descriptors that describe RDMA operations. A variable number of data segments
come last that describe the system buffer(s) on the local host.
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VIP_UINT64  AddressBits;
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VIP_PVOID Address;

} VIP_PVOID64

typedef struct {
VIP_PVOID64 Next;
VIP_MEM_HANDLE NextHandle;
VIP_UINT16 SegCount;
VIP_UINT32 Reserved,;
VIP_UINT32 ImmediateData;
VIP_UINT32 Length;
VIP_UINT32 Status;

VIP_CONTROL_SEGMENT

ypedef struct {
VIP_PVOID64 Data;
VIP_MEM_HANDLE Handle;
VIP_UINT32 Reserved,;

VIP_ADDRESS_SEGMENT

ypedef struct {
VIP_PVOID64 Data;
VIP_MEM_HANDLE  Handle;
VIP_UINT32 Length;

VIP_DATA_SEGMENT

#define  VIP_CONTROL_OP_SENDRECV
#define  VIP_CONTROL_OP .RDMAWRITE
#define  VIP_CONTROL_OP_RDMAREAD
#define  VIP_CONTROL_IMMEDIATE
#define  VIP_CONTROL. QFENCE

The possible values for the Control field of the,Control Segment are as follows:

0x0000
0x0001
0x0002
0x0004
0x0008

he possible values for the Status field of the Control Segment are as follows:

#define  VIP"STATUS_DONE 0x00000001
#define  VIP_STATUS_FORMAT_ERROR 0x00000002
#define _ \WIP_STATUS_PROTECTION_ERROR 0x00000004
#define-> VIP_STATUS_LENGTH_ERROR 0x00000008
#define®  VIP_STATUS_PARTIAL_ERROR 0x00000010
#define  VIP_STATUS_DESC_FLUSHED_ERROR 0x00000020
#défine  VIP_STATUS_TRANSPORT_ERROR 0x00000040
#define  VIP_STATUS_RDMA PROT_ERROR 0x00000080
#define  VIP_STATUS_REMOTE_DESC_ERROR 0x00000100
#define  VIP_STATUS_ERROR_MASK 0X000001FE
#define  VIP_STATUS_OP_SEND 0x00000000
#define  VIP_STATUS_OP_RECEIVE 0x00010000
#define  VIP_STATUS_OP_RDMA_WRITE 0x00020000
#define  VIP_STATUS_OP_REMOTE_RDMA WRITE  0x00030000
#define  VIP_STATUS_OP_RDMA_READ 0x00040000
#define  VIP_STATUS_OP_MASK 0x00070000
#define  VIP_STATUS_IMMEDIATE 0x00080000
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9.10.3. Error Descriptor

The error Descriptor is used by the error handling routine VipErrorCallback. It is used to
determine the layer of software or hardware that caused the failure, and all relevant information
that is available about the error.

An error Descriptor is passed to the user supplied error handler that was registered via
VipErrorCallback. The error Descriptor contains the following fields:

p  NIC handle — Indicates the NIC, or VI Provider, that is reporting the error.

b Resource code — Allows the application to tell if the error was due to a NIC problem, VI
problem, queue problem or Descriptor problem.

p VI handle — If non-NULL, refers to the VI instance related to the error.

b Operation code — Describes the operation being performed when the error was,0etected.
This code is the same as the ‘completed operation’ code that is described intthe Descriptor
status field.

p Descriptor pointer — If non-NULL, refers to the Descriptor related to the error.

p Error code — A numeric code that identifies the specific error.
The declaration of the error Descriptor is as follows:

typedef struct {

VIP_NIC_HANDLE NicHandle;
VIP_VI_HANDLE ViHandle;
VIP_CQ_HANDLE CqgHandle;
VIP_DESCRIPTOR *DescriptorPtr;
VIP_ULONG OpCode;
VIP_RESOURCE_CODE ResourceCode;
VIP_ERROR_CODE ErrorCode

} VIP_ERROR_DESCRIPTOR
Possible values for ResourceCodelare:

typedef enum _VIP_RESOURCE_CODE {
VIP_RESOURCE\NIC,
VIP_RESOURCE. VI,
VIP_RESOURCE_CQ,
VIP_RESOURCE_DESCRIPTOR

} VIP_RESOURCE_CODE

Possible ivalues for ErrorCode follow, refer to the description of VipErrorCallback for a more
compléte*description:
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typedef enum _VIP_ERROR_CODE {
VIP_ERROR_POST_DESC,
VIP_ERROR_CONN_LOST,
VIP_ERROR_RECVQ _EMPTY,
VIP_ERROR_VI_OVERRUN,
VIP_ERROR_RDMAW_PROT,
VIP_ERROR_RDMAW_DATA,
VIP_ERROR_RDMAW_ABORT,
VIP_ERROR_RDMAR_PROT,

AViinEmininTalnlalalVislseInYaw

D.10.4.  NIC Attributes

The NIC attributes structure is returned from the VipQueryNic function. It contains.infermation
elated to an instance of a NIC within a VI Provider. All values that are returned;in-the NIC
Attributes structure are static values that are set by the VI Provider at the time ‘that it is initialized.
t is not required that the VI Provider return dynamically updated values within this structure at
un-time.

VAL C\M\NOMN_COTvit LAY AL

} VIP_ERROR_CODE

Name — The symbolic name of the NIC device.

Hardware Version — The version of the VI Hardware.

ProviderVersion — The version of the VI Provider.

NicAddressLen — The length, in bytes, of the local NI€ address.

LocalNicAddress — Points to a constant array of bytes containing the NIC Address.
ThreadSafe — Synchronization model (thread-safe / not thread safe)

MaxDiscriminatorLen — The maximum nutber of bytes that the VI Provider allows for a
connection discriminator.

MaxRegisterBytes — Maximum number of bytes that can be registered
MaxRegisterRegions — Maximum number of memory regions that can be registered.

MaxRegisterBlockBytes — Largest contiguous block of memory that can be registered, in
bytes.

MaxVI — Maximum number of VI instances supported by this VI NIC.

MaxDescriptorsRPerQueue — Maximum Descriptors per VI Work Queue supported by this VI
Provider.

MaxSegmentsPerDesc — Maximum data segments per Descriptor that this VI Provider
supports:

Max€Q — Maximum number of Completion Queues supported.

MaxCQEntries — The maximum number of Completion Queue entries that this VI NIC will
Support per Completion Queue

MaxTransferSize — The maximum transfer size supported by this VI NIC. The maximum
transfer size is the amount of data that can be described by a single VI Descriptor.

NativeMTU — The native MTU size of the underlying network. For frame-based networks, this
could reflect its native frame size. For cell-based networks, it could reflect the MTU of the
appropriate abstraction layer that it supports.

MaxPTags — The maximum number of Protection Tags that is supported by this VI NIC. Itis
required that all VI Providers can support at least one Protection Tag for each VI supported.
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VIP_CHAR Name [64];
VIP_ULONG HardwareVersion;
VIP_ULONG ProviderVersion;
VIP_UINT16 NicAddressLen;

const VIP_UINTS8 *LocalNicAddress;
VIP_BOOLEAN ThreadSafe;
VIP_ULONG MaxRegisterBytes;
VIP_ULONG MaxRegisterRegions;
VIP_ULONG MaxRegisterBlockBytes;
VIP_ULONG MaxVI;

VIP_ULONG MaxDescriptorsPerQueue;
VIP_ULONG MaxSegmentsPerDesc;
VIP_ULONG MaxCQ;

VIP_ULONG MaxCQEntries;
VIP_ULONG MaxTransferSize;
VIP_ULONG NativeMTU;
VIP_ULONG MaxPtags;

D.10.5. VI Attributes

The VI attributes contain VI specific information. The-Vhattributes are set when the VI is created
py VipCreateVi, can be modified by VipSetViAttributes, and can be discovered by VipQueryVi.
The VI attributes structure contains:

}VIP_NIC_ATTRIBUTES

ReliabilityLevel — Reliability level of the Ml (unreliable service, reliable delivery, reliable
reception). As an attribute of a VI, it is the requested class of service for the requested
connection.

MaxTransferSize — As input parameter, it is the requested maximum transfer size for this
connection. As output parameter, it is the granted Maximum Transfer Size for the

connection. The Transfer Size specifies the amount of payload data that can be transferred in
a single VI packet.

QoS — As input parameter, it is the requested quality of service for the connection. As output
parameter, it is the\granted quality of service for the connection.

Ptag — The protection tag to be associated with the VI.

EnableRdmaWrite — If TRUE, accept RDMA Write operations on this VI from the remote end
of a cohnection.

EnableRdmaRead — If TRUE, accept RDMA Read operations on this VI from the remote end
of a’connection.

The declaration of the VIP_VI_ATTRIBUTES is as follows:
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typedef struct {

VIP_RELIABLITY_LEVEL ReliabilityLevel;
VIP_ULONG MaxTransferSize;
VIP_QOS QoS;
VIP_PROTECTION_HANDLE Ptag;
VIP_BOOLEAN EnableRdmaWrite;
VIP_BOOLEAN EnableRdmaRead

}VIP_VI_ATTRIBUTES

The possible values for VIP_RELIABILITY_LEVEL are:

typedef enum {
VIP_SERVICE_UNRELIABLE,
VIP_SERVICE_RELIABLE_DELIVERY,
VIP_SERVICE_RELIABLE_RECEPTION
} VIP_RELIABILITY_LEVEL

D.10.6. Memory Attributes

The memory attributes structure contains the attributes of registéred memory regions. The
httributes of a registered memory region are set by VipRegisterMem, can be modified by

Contains:
p  Ptag — The protection tag to be associated with aregistered memory region.

region.

region.

typedef struct {
VIP_PROTECTION_HANBLE Ptag;
VIP_BOOLEAN EnableRdmaWrite;
VIP_BOOLEAN EnableRdmaRead
} VIP_MEM_ATTRIBUTES

D.10.7. VIEndpoint State

fypedef enum {

VipSetMemAittributes, and can be discovered by VipQueryMem. The memory attributes structure

p  EnableRdmaWrite — If TRUE, allow RDMA \Wite operations into this registered memory

b EnableRdmaRead — If TRUE, allow RDMA Read operations from this registered memory

The VI State (Idle, Pending Connect, Connected, and Error). The VI State is returned from the
uery-VA function. The type for VI endpoint state is VIP_VI_STATE, the possible values are:

VIP_STATE_IDLE,
VIP_STATE_CONNECTED,
VIP_STATE_CONNECT_PENDING,
VIP_STATE_ERROR

} VIP_VI_STATE
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9.10.8. VI Network Address

A VI Network Address holds the network specific address for a VI endpoint. Each VI Provider may
have a unique network address format. It is composed of two elements, a host address and an
endpoint discriminator. These elements are qualified with a byte length in order to maintain
network independence.

typedef struct {
VIP_UINT16 HostAddressLen;
VAP _UJINT16 Discriminatorl en;
VIP_UINT8 HostAddress[1];
} VIP_NET_ADDRESS

The HostAddress array contains the host address, followed by the endpoint discriminator:
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10. Appendix B

10.1. Example Descriptor Format Overview

This Appendix describes an example format for Descriptors. The NIC hardware is aware of this
format, and cooperates with software in managing it. The format of a Descriptor is independent of
physical media type

Descriptors are in little-endian byte order. Any media or architecture that cannot support thisbytg
brder will require software or hardware translation of Descriptors and data.

Descriptors are composed of segments. There are three types of segments: control, addreSs and
Hata. All segments of a single Descriptor must be in the order described below. Deseriptors
blways begin with a Control Segment. The Control Segment contains control and status
nformation, as well as reserved fields that are used for queuing.

An Address Segment follows the Control Segment for RDMA operations. This.segment contains
emote buffer address information for RDMA Read and RDMA Write operations.

The Data Segment contains information about the local buffers of a send, receive, RDMA Write,
br RDMA Read operation. A Descriptor may contain multiple Data-Segments.

The format of a send or receive Descriptor is shown in Figure Z.-The format of an RDMA
Descriptor is shown in Figure 8.

1514 1312 811 %0 byte offset
seg \ .
control count |Mmemory handle [ next descriptor virtual address
Control
. . Segment
status total length [immeédiate data reserved
) Data
seg length | memory handle buffer virtual address Segment
Figure 7: Send and Receive Descriptor Format
1514 1312 811 7.0 byte offset
seg . .
control &ount | memory handle | next descriptor virtual address
Control
. . Segment
status total length |[immediate data reserved
Address
reserved remote remote buffer virtual address Segment
memory handle
) Data
seg length [ memory handle buffer virtual address Segment

Figure 8: RDMA Descriptor Format
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10.2. Descriptor Control Segment

The fields of a Control Segment are described below. All Reserved fields must be zero or a
format error will occur.

Next Descriptor Virtual Address (control segment bytes 7:0):

This field links a series of Descriptors to form the send and receive queues for a VI. The
value is the virtual address of the next Descriptor on a queue. A VI Consumer fills in this
field in the Descriptor that is currently the tail of a queue to add a new Descriptor to the

FalRTaYNTaY
croreares

Next Descriptor Memory Handle (control segment bytes 11:8)

This field is the matching memory handle for the Next Descriptor Virtual Address.(A VI
Consumer fills in this field when it fills in the Next Descriptor Virtual Address field,

Descriptor Segment Count (control segment bytes 13:12)

This field contains the number of segments following the Control Segmént;“including the
Address Segment, if present. A VI Consumer sets this field when formatting the
Descriptor.

Control Field (control segment bytes 15:14)

This field contains control bits or information pertaining tothe entire Descriptor. The VI
Consumer sets the bits in this field when formatting the ©escriptor. These bits indicate
specific actions to be taken by the VI when processing the Descriptor.

This Control Field contains sub-fields, as follows;
Control field bits 1:0: Operation Type
Defines the operation for this Descriptor. Acceptable values are:

00: Indicates that this is a Send operation if this Descriptor is posted on the send
queue. Indicates that this\s’a Receive operation if this Descriptor is posted
on the receive queue.

01: Indicates that this.is’a RDMA Write Descriptor if posted on the send queue.
This value is invalid if this Descriptor is posted on the receive queue, and will
result in a format error.

10: Indicates that this is a RDMA Read Descriptor if posted on the send queue.
This value is only valid if the underlying VI Provider supports RDMA Read
operations. This value is invalid if this Descriptor posted on the receive
gueue, and will result in a format error.

11:This value is undefined and will result in a format error.
Controlfield bit 2: Immediate Data Indication

If this bit is set, it indicates that there is valid data in the Immediate Data field of
this Descriptor.

If this is a Send Descriptor, it indicates that the data in the Immediate Data field ig
to be transferred to the corresponding Receive Descriptor on the remote end of
the connection.

If this is an RDMA Write Descriptor, it indicates that the data in the Immediate
Data field is to be transferred to the corresponding Receive Descriptor on the
remote end of the connection. Normally RDMA Writes do not consume
Descriptors on the remote node, but Immediate Data will cause this to happen.

This bit is ignored for RDMA Read operations. Immediate Data is not transferred
with RDMA Read operations. This will not result in a format error. The
Immediate Data is simply ignored.
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If this is a pending Receive Descriptor, this bit is ignored. Once the Descriptor is
completed, this bit is used to indicate that the Immediate Data contains valid data
that was sent from the connected VI.

Control field bit 3: Queue Fence

The Queue Fence bit, when set, inhibits processing of the Descriptor until all
previous RDMA Read operations on the same queue are complete. This feature
is discussed in section 6.3.1.2.

Control field bits 15:4: Reserved

Reserved (control segment bytes 19:16):

mmediate Data (control segment bytes 23:20):

_ength Field (control segment bytes 27:24)

Status (control segment bytes 31:28):

These bits are reserved for future use. They must be set to zero by the VI
Consumer or a format error will occur.

This field is a reserved field. It must be set to zero by the VI Consumer or a-fortmat error
will result.

This field allows 32 bits of data to be transferred from the Descriptor.6f a Send or RDMA
Write operation to a corresponding Descriptor in the connected VIjs Receive Queue.
Immediate Data is used in conjunction with the Immediate Data Indication bit of the
Control Field in the Control Descriptor.

This field is optionally set by the VI Consumer in the case.of Send and RDMA Write
operation and is returned to the VI Consumer in the case of Receives. The Immediate
Data field is ignored for RDMA Read operations.

This field contains the total length of the data described by the Descriptor. The VI
Consumer sets this field when formatting.the Descriptor. For send Descriptors, this field
must specify the sum of the Local Buffer Length fields of all Data Segments for the
packet. For outstanding receive Descriptors, this field is undefined. The VI NIC will use
the length parameters in the individual Data Segments when determining reception
length.

Upon completion of data transfer, this field is set by the VI NIC to reflect the total number
of bytes transferred from, in the case of a Send or RDMA Write, or to, in the case of
Receive or RDMA Read, the Data Segment buffers. If the Descriptor completed with an
error, the Length field is undefined.

This field-contains status information that is written by a VI NIC in order to complete a
Descriptor/ A VI Consumer polls for completion of a Descriptor by reading this field in the
WorkiQueue completion model. In general, the format of the status field is that bits 0:15
allow the VI Consumer to easily check for successful completion or for completion in
error. Bits 16:31 contain flags to provide additional information to the VI Consumer. The
VI Consumer must set this field to zero before posting a Descriptor.

The format for the Status Field is shown below.

op
reserved flags code error flags
|| |

31 23 18 16 7 bit 0
Figure 9: Status Field Format

done

The individual bits of the Status Field are defined as follows:
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Status Field, bit 0: Done

This bit is set to 1 by a VI Provider to indicate that Descriptor execution has
completed. Zeroes in hits 1 through 15 of the status field indicate successful
completion. A 1 in any of the bits 1 through 15 of this field indicates that an error
was detected during Descriptor execution.

This bit in the Descriptor is set according to the level of reliability of the
Connection, as discussed in Section 2.5.

Status Field, bit 1: Local Format Error

This field is set if the locally posted Descriptor has a format error. This includes
errors such as invalid operation codes, reserved fields set by the software and
invalid VI Identifiers. It does not include errors covered by other error bits.

This bit is valid on all Descriptor and Connection types.
Status Field, bit 2: Local Protection Error

This field is set if the locally posted Descriptor's data segmentraddress and
memory handle pair does not point to a protection table entrythat is valid for the
requested operation. This may indicate a bad memory handle, a bad virtual
address, mismatched protection tags, or insufficient rights’for the requested
operation.

This bit is valid on all Descriptor and Connectiortypes.
Status Field, bit 3: Local Length Error

This field is set if the sum of the locally posted Descriptor's Data Segment
lengths exceed the VI NIC's MTU on,a Descriptor posted to the send queue. It
will also be set if the total of the locally posted Descriptor's data segment lengths
does not match the control segment length field of a Descriptor posted to the
send queue.

This bit will be set if the total of the locally posted Descriptor's data segment
lengths is too small to rec¢eive the incoming packet for Descriptors posted to the
Receive Queue.

This bit is valid onc@ll Descriptor and Connection types.
Status Field, bit 4: Partial Packet Error

This bit will be set on a Descriptor posted to the send queue if an error was
detected after a partial packet was put on the fabric. This bit will be set in
conjunction with another bit that indicates the error causing the abort.

For-Descriptors posted to the receive queue, this bit indicates and aborted or
trincated packet was received.

This bit is valid on all Descriptor and Connection types.
Status Field, bit 5: Descriptor Flushed

This bit indicates that the Descriptor was flushed from the queue when the VI
was disconnected. The VI may have been disconnected either explicitly or due

to an error.
This bit is valid on all Descriptor and Connection types.
Status Field, bit 6: Transport Error

This bit is used to indicate that there was an unrecoverable data error, data could
not be transferred, data was transferred but corrupted, the corresponding
endpoint was not responding or VI NIC link problem. If this bit is set, the VI has
transitioned to the Error state.
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On Unreliable connections, this bit is only valid on Receive Descriptors. For
Reliable Delivery connections, this bit is only valid on receive and RDMA Read
Descriptors. On Reliable Reception connections, this bit is valid on all types of

Descriptors.
Status Field, bit 7. RDMA Protection Error

This bit is set if the source of the RDMA Read, or destination of an RDMA
had a protection error detected at the remote node.

Write,

This bit is not valid for Descriptors on Unreliable Connections. For Reliable

Delivery Connections, this bit IS set only on RDMA Read Descriptors. On

Reliable Reception Connections, this bit is set either on RDMA Read or RDMA

Write Descriptors. This bit is not set on other Descriptor types.
Status Field, bit 8: Remote Descriptor Error

This bit is set if there was a length, format, or protection error in a Descriptor
posted at the remote node. It is also set if there was no receive-Descriptor

posted for the incoming packet.

For Unreliable and Reliable Delivery Connections, this bit is\iot valid for any
Descriptor posted. For Reliable Reception Connections, this bit is only set on

Send Descriptors and RDMA Write Descriptors with {mimediate Data.
Status Field, bits 15:9: Reserved Error Bits

These bits are reserved for future use and must\be set to zero by VI Providers

complying with this version of the specification.
Status Field, bits 18:16: Completed Operation Code

This field describes the type of operation completed for this Descriptor. The

codes within this field are arranged.such that the least significant bit (LSB)

denotes the queue on which this operation completed. An LSB of zero denotes
that the operation completed en the Send Queue, while an LSB of 1 denotes that
the operation completed on the Receive Queue. The possible (binary) values

are:
000b: Send operation completed.
001b: Receive operation completed.
010b:*RDMA Write operation completed.

011b: Remote RDMA Write operation completed. This value indicates
that an RDMA Write operation that was initiated on the remote end of the
connection completed and consumed this Descriptor (implying that

immediate data is available in the Immediate Data field).

100b: RDMA Read operation completed (if supported, otherwise
undefined).

101b through 111b: are undefined.
Status Field, bit 19: Immediate Flag

This bit is set when the Immediate Data field is valid for a Descriptor on the

Receive queue. The Immediate Flag is set at the completion of a Receive

operation, or at the target side of a RDMA Write operation when a Receive

Descriptor is consumed.
Status Field, bit 31:20 Reserved Flag Bits

These bits are reserved for future use and must be set to zero by VI Providers

complying with this version of the specification.
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10.3. Descriptor Address Segment

The second Segment in a Descriptor is the Address Segment. This segment is only included in
RDMA operations. It is not included in normal Send operation nor in Receive Descriptors of any
type, since all RDMA requests are posted to the Send queue.

The purpose of this segment is to identify to the VI NIC the virtual address on the remote node
where the RDMA Data is to be read from or written to. The virtual address must reside in a
Memory Region registered by the process associated with the remote VI. The remote virtual
address and corresponding memory handle must be known to the local process before an RDMA
equest is initiated.

Remote Buffer Virtual Address (address segment bytes 7:0):

For an RDMA Write operation, this value specifies the virtual address of the destination
buffer at the remote end of the connection. For RDMA Read operation, it specifies the
source buffer at the remote end of the connection.

Remote Buffer Memory Handle (address segment bytes 11:8):

This field contains the memory handle that corresponds to the Remote Buffer Virtual
Address.

Reserved (address segment bytes 15:12):

This field is reserved, and must be set to zero by the VI Consumer or the Descriptor will
be completed in error due to a format error.

10.4. Descriptor Data Segment

Vero or more Data Segments can exist within a Descriptor.

Every VI NIC has a limit on the number of Data Segments that a Descriptor may contain. All VI
NICs must be able to handle at least 252 DatalSegments in a single Descriptor. Each VI Provide
should supply a mechanism by which a VI Consumer can determine the maximum number of
Data Segments supported by the Provider:

The minimum number of Data Segments that can be included in a Descriptor is zero. Itis
bossible to send only Immediate Data in a Descriptor, although even that need not be sent.

he total sum of the buffer lengths described by the Data Segments in a Descriptor cannot
bxceed the MTU of the VINIC or a length error will result.

| ocal Buffer Virtual Address (data segment bytes 7:0):

This field contains the virtual address of the data buffer described by the segment. This
field must be filled in by the VI Consumer.

| ocal BuffersMemory Handle (data segment bytes 11:8):

This*field contains the corresponding Memory Handle for the Local Buffer Virtual
Address.

| ocal-Buffer Length (data segment bytes 15:12):

Address field. Zero is a valid value for this field.
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11. Appendix C

11.1. Example Hardware Model Overview

This Appendix describes an example hardware model for a VI NIC. Also included is a discussion
of the associated VI Kernel Agent. The reader can use this chapter to help solidify the
architectural concepts previously discussed. Implementers may wish to use the example model
bs a starting point for their own design.

11.2. Example VI NIC

his section describes an example hardware model for a VI NIC.

The VI Architecture relies on a significant portion of the functionality to be implethented in VI NIC
nardware to achieve the lowest communication latency. The following diagram shows the
bxample VI NIC hardware model:

} Y] 1 Global )Y
| | | I
; ‘ Queues | ‘ Interrupt ; } cPUE) |
 Host . &Buffers | © Queue | | | }
emory L____________ L | ey —
- __ N _____ A1 ! /
Memory % Memory
Mapped DMA Status Interrupt Mapped
Accesses Accesses Writes Signals Accesses
| T
Doorbell ! I NIC Re
! NIC to Host Interface ! g
Space | | Space
Il |

Per-VI A NIC
Doorbell Tokens & 110 Per-VI| Control
Interrupt Enables Data Status & Status
] Y
1

1 | Common Control
Hardware
|  (Queue Management)

A

VI (n)

Context > Transmit & Receive
Hardware +>

Multiplexed
1/0 Traffic

A

Figure 10: VI NIC Hardware Model

MhiS/hardware controls a set of Virtual Interfaces and schedules (multiplexes) between them in ar
rder determined by a transmit scheauling mechanism and an input data stream.

It virtualizes the hardware interfaces and associates each with a VI by storing context for each VI
and each direction of transfer. When the common hardware executes a time slice for a given VI
and direction, it uses the corresponding context to control the operation of the common hardware.

It multiplexes data traffic from host memory through the NIC out to the network in an order
determined by a transmit scheduler and keeps the transmit hardware fed from host memory
accordingly.
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It executes virtualized receive interfaces and feeds receive data to host memory in an order
determined by the order of packets received from the network.

It manages the network side of all VI queues and directly accesses queues and buffers in host
memory through DMA transactions.

It recognizes transactions to Doorbell pages within the host’s physical address space and in
response, tracks the number of Descriptors posted on each VI queue.

It translates virtual address information received in Descriptors, Doorbell tokens, and RDMA
pseudo addresses to physical addresses and ensures that the owner of the associated VI also
bwns The physical memory addressed.

t provides asynchronous notification of significant events to the host through DMA writes of-per-
V| interrupt status words to a global interrupt queue in host memory. In addition, when necessary,
t uses an interrupt signal to invoke execution of the interrupt handler of its associated VVhKernel
Agent.

t enables the host to access registers and memories on the NIC via programmedv/O
ransactions by kernel level driver software to provide overall control and initialization of the
nardware resources.

11.2.1. Hardware Interface

11.2.1.1. Address Translation

Memory is registered with the VI NIC for two reasons:

1) to allow the NIC to perform virtual to physicaladdress translation
2) to allow the NIC to perform protection checking.

Consumers are able to use virtual addresses to referto VI Descriptors and communication
pbuffers. The VI NIC is able to translate from virtual to physical addresses through the use of its
Iranslation and Protection Table (TPT). The TPT of the example NIC resides on the NIC in orde
0 assure fast, non-contentious access and because it is accessed during performance critical
Hata movement. The fields of each TPFentry are:

a) a physical page address
b) a protection tag

c) an RDMA Write\Enable Bit
d) an RDMA Read Enable Bit
e) a Memery.:Write Enable Bit

The size of the TPT is configurable. There is one entry in the TPT for each page that can be
egistered by.the user. A memory region of N contiguous virtual pages consumes N contiguous
bntries in the<TPT.
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Figure 11: Translation and Protection Table

When a memory region is registered with the NIC,\the 'Kernel Agent allocates a contiguous set of
bntries from the TPT and initializes them with the'corresponding physical page addresses and
protection tag specified by the process that registered the memory region. The protection tag
specified by the process when it creates a Vs stored in the context memory of the VI. The NIC
nas access to the protection tag in both of-these areas, allowing it to compare these values to
fetect invalid accesses

Page sizes larger than 4KB are supported and page size may differ among nodes of the SAN.
-or page sizes larger than 4KB, the’low order bits of the memory handle are sacrificed to make
oom for an offset field larger.than 12 bits. This reduces the number of pages that can be

mapped, but the amount of memory that can be registered is constant regardless of the page siz§

Dn a node with a pageisize larger than 4KB the 32-bit memory handle is returned from the
egister memory operation with the corresPonding low order bits set to 0. The example hardware
model has a TPT with 2* entries. Only 2** bytes of the virtual address space may be mapped by
he TPT at any\time; i.e., the number of bits used for the offset and the significant number of bits
n the handl@.are a total of 44 bits.

A pseudo-address is an internal construct that supports remote-DMA operations. The pseudo

bddress.is transmitted from the RDMA initiator (in a control field of the RDMA request) to specify
he remote address to read from or write to. Pseudo addresses are formed from virtual addresses
Dy mul'riplying the rnrrpcpnnding prnfnrfinn index (:pp Figurp 11) hy the page size and adding thd

page offset.

Because of the scheme described above for support of page sizes larger than 4KB, the
calculation of a pseudo address can be done without knowing the page size of the remote node.

11.2.1.2. Doorbells

A Doorbell is a window in memory that allows a process to inform the NIC that a new Descriptor
is available on a Work Queue. There is a Doorbell for every Work Queue. With respect to a
process, a Doorbell is a location in its virtual address space. With respect to the NIC, a Doorbell
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is a memory mapped control register. The Kernel Agent provides Doorbell mappings for all
processes and Work Queues.

To ring a Doorbell software writes a Doorbell token to a Doorbell register. Upon receiving the
Doorbell token the NIC increments a counter of outstanding requests on the associated Work
Queue. Whenever the NIC completes processing of a Descriptor it decrements the counter of
outstanding requests. The counter allows the NIC to determine whether there is work pending on
a Work Queue.

The format of the Doorbell token is shown in Table 2 below. The Doorbell is 64 bits long to
~||ppnrf up o 64 hit nrirlrnccing If the host cnppnrfe atomic 64 hitwrites then the entire Doorhell
Can be written at once. If the host only supports 32 bit atomic writes then only the low-order 32
bits of the Doorbell can be written and addressing is limited to 32 bits. When the NIC sees a-32
Dit write to the Doorbell it assumes the high-order 32 bits of the token are zero.

Table 2: Doorbell Token Format

Bits Use Description

63:44  Unused

43:X Protection Index The protection index corrésponding to the registered virtual
address of the Descriptor “for the current data movement
operation request.

X-1:6  Descriptor Offset  The offset, in 64:byte increments, into the physical page where
the newly posted Descriptor starts. The physical page size for
the host system determines how many bits are in this field.

5:0 Reserved Reserved for future use.

Where X is the number of bits-ih‘the offset portion of a virtual address; e.g., 12 for a 4KB page
size

Descriptors are posted'\by en-queuing them on the tail of a send or receive Work Queue and
riting a token to the)VI's corresponding send or receive Doorbell. Doorbell tokens are formed
Ising the following calculation:

Doorbell Token = Virtual Address of Descriptor - (Handle << 12)

11.2.1.8. Marking Completion

When-the NIC finishes processing a Descriptor it writes the status and length back to the
escriptor. Included in the status is the ‘done’ bit, which passes control back to the VI Consumer
from the VI NIC.

If there is a Completion Queue associated with the VI then information identifying the VI and
queue (i.e., send or receive) on which the operation completed is written to the next Completion
Queue entry and the Completion Queue pointer is incremented.

11.2.1.4. NIC Context

11.2.1.4.1. Per-VI NIC Context
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For each VI the NIC keeps the following context:

e Protection tag associated with the VI

e An RDMA Read enable bit

e An RDMA Write enable bit

e The Maximum Transfer Size for this VI

For each send and receive Work Queue on each VI the NIC keeps the following context:

Countof ot |tct9nr|ing npnratinnc on-the OII T=YRT=Y

p Address of next Descriptor on the queue
p  Reference to Completion Queue associated with the queue (NULL if none)

b Indicator as to whether interrupts are enabled for the queue (NA if a Completion Queue is
associated with the V1)

11.2.1.4.2. Per-Completion Queue NIC Context

~or each Completion Queue the NIC keeps the following context:
p  Address of start of Completion Queue

b Number of entries in Completion Queue

p Address of next entry in Completion Queue

p  Indicator of whether interrupts are enabled for this Complétion Queue

11.2.1.5. Packet Format

A\ network packet consists of a header, a data payload, and a payload CRC. One network packet
s generated for each Descriptor placed on a send Work Queue.

Note: The example hardware model assumes a single network frame per packet. A more
complex implementation may break a packet into a series of cells to prevent a single large packet
rom tying up the network for long periods.

11.2.1.5.1. Packet Header
Fach network packet contains(aheader consisting of the following fields:
p The VI for which the paeket is intended

b An opcode specifyitg the operation to perform; i.e., SEND, RDMA Write, RDMA Read-
Request, or RDMA Read-Reply

p  Immediatetdata (NA for RDMA Read)

p Byte count; this is the length of the payload for send and RDMA/Write, and the number of
bytes.to read in the case of RDMA Read

p A pseudo address of the region to read or write (RDMA operations only)

CRC rn\/pring the header

11.2.1.5.2. Data Payload

Concatenation of all the data buffers specified in the data segment of the send or RDMA/Write
Descriptor. The data payload is of length O for RDMA Read-Request.

11.2.1.5.3. Payload CRC
CRC covering the data payload, it is ignored in the case of RDMA Read-Request.
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11.2.2. NIC Hardware Functions

11.2.2.1. Transmit Hardware Functions

The transmit hardware for a VI NIC reads a Descriptor from host memory, generates the CRC-32
values for the header and trailer, assembles a complete physical layer frame and transmits the
frame to the network. Each time a frame is transmitted the NIC writes completion status to the
corresponding send Descriptor. If a Completion Queue is associated with the send Work Queue
completion status is also written to the next Completion Queue entry. If interrupts are enabled for

L LAAL Lo ) AL Hy "
T STTIU VVUTR JUTUT UITT INTC T1ooUTS Al TTICTTUptL.

A round-robin transmit scheduling mechanism is used to ensure timely servicing of all active §end
jueues and provide fairness in arbitration between Vls. This functionality must be implemented in
hardware to provide efficient multiplexing between a large number of Vis.

11.2.2.2. Receive Hardware Functions

V| receive queues are serviced according to the sequence that frames are received from the VI
abric. The NIC attempts to always have the Descriptor segments for each active VI pre-fetched
hnd ready for execution when the corresponding frame is received; note;-however, that not all
ncoming frames consume a Descriptor.

The receive hardware reads the frame header from the network andychecks the header CRC.
—urther processing of incoming frames depends on the opcode Contained in the header:

Send: If the frame header control field indicates there is immediate data it is copied to the
corresponding receive Descriptor's immediate data field.<The NIC then sets up DMA operations t(g
copy data from the frame payload into the memory regions specified by the receive Descriptor’s
Hata segments. When processing of a frame completes the NIC writes completion status to the
eceive Descriptor. If a Completion Queue is associated with the receive Work Queue then
completion status is also written to the next Completion Queue entry. If interrupts are enabled for
he receive Work Queue then the NIC issues-aft interrupt.

RDMA/Write: The NIC sets up DMA operations to copy data from the frame payload into the

memory region specified by the RDMA @seudo address field of the frame header. If the frame’s
control field header indicates there is-ho immediate data associated with this RDMA/Write then ng
eceive Descriptor is consumed, ng-completion status is written, and no interrupts are generated.

f the frame header control field;indicates that there is immediate data it is copied to the
corresponding receive Descriptor’'s immediate data field and the NIC writes completion status to
he receive Descriptor. If-a Completion Queue is associated with the receive Work Queue
Completion status is alse written to the next Completion Queue entry. If interrupts are enabled for
he receive Work Queue then the NIC issues an interrupt.

Read-Request; A-Read-Request opcode indicates the initiation of an RDMA Read operation.
The refereneeiimplementation does not specify RDMA Read operation.

Read-Reply: A Read-Reply opcode indicates the reply to an RDMA Read operation. The
eference implementation does not specify RDMA Read operation.

1,223 Interrupt Suppaort

The example VI hardware model provides a global interrupt queue. The NIC writes entries to the
queue in response to events generated at both the VI level and the NIC level. Entries in the global
interrupt queue contain an interrupt code and identify whether the interrupt was for a particular VI
and Work Queue, Completion Queue or is related to the NIC as a whole.

The VI architecture requires support for two kinds of asynchronous events: completions and
errors. The flow diagram in Figure 12 shows the hardware and software model for handling these
events. Note that Figure 12 assumes that the thread entering the wait path has mutually exclusive
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access to the VI work queue. Only those errors that cannot be reported through Descriptor status
are reported asynchronously.

Software

VI Programming Interface

Hardware

VI Level Interrupt State Machine

Wit Primitive Return  Init Error Thread
+ no
Target Descripton_ Yes,_| Update Queue Handle Error, VI Descriptor _ -~ Non-Descriptor
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Serd Error
Notification
Send Done NIC Interrupt
Notification | Handler

Figure 12: Asynchronous Event Model

11.3. Kernel Agent Example

his section is@ functional description of a VI Kernel Agent associated with the example VI NIC

The VI Kernel Agent implements the set of software services inside the target operating system. |
s implemented as a kernel-mode driver containing control and resource management functions.

They.reside in the kernel to provide centralized control and trusted operation using the facilities of
he'eperating system itself.

Functionally, the services are:

¢ Network Device Control and Management

e Virtual Interface Resource Management

e Completion Queue Resource Management

e Host Memory Management

e Connection Management

Page 80


https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

VI Architecture Specification

e Asynchronous Error Delivery

11.3.1. NIC Initialization

The Kernel Agent is responsible for initializing its internal state, as well as the NIC hardware at
the time that it is first invoked. Normally, the Kernel Agent will perform initialization at system
initialization time, or at the time that it is loaded and initially entered by its host operating system.

11.3.2. Interrupt Processing

he Kernel Agent is responsible for the handling of all NIC device interrupts. When the Kernel
Agent initializes, it must register itself with the OS in order to receive interrupts from its assaciateq
VI NIC. When interrupts are generated by the NIC, it must dispatch them to the proper thread
hat is waiting for the event.

11.3.3. Memory Registration

The memory registration function is implemented in the Kernel Agent. Kernelmode privilege is
equired in order to translate the caller’s virtual address to physical addresses, to lock the pages
nto physical memory, and to access the protection entries of the VI NIG,

Refer to the example function VipRegisterMem in Section 9.5.3.

11.3.4. Memory De-registration

Memory de-registration is implemented in the Kernel Agent. (Kernel mode privilege is required to
inlock the caller’'s pages from physical memory and to invalidate the protection entries of the VI
NIC.

Refer to the example function VipDeregisterMem innSection 9.5.4.

11.3.5. Setting and Querying™emory Attributes

The memory attributes for a registered memory region are managed in the Kernel Agent. It
maintains the state of each memory region and sets the appropriate flags in the protection entrieg
pf the VI NIC.

The memory attributes that are visible to the VI Consumer are the Protection Tag, the RDMA
Write Enable and the RDMA: Read Enable. The example Kernel Agent also maintains an
hdditional bit, the Memory(Write Enable bit. The Memory Write Enable allows the Kernel Agent tqg
Check for pages that are‘marked as read-only by the Virtual Memory system, and protect them
rom being modified by\the VI NIC.

Refer to the example’functions VipSetMemAttributes and VipQueryMem in Section 9.

11.3.6. ~VI Creation

Creates.a.new Virtual Interface instance, allocates its resources and sets the initial state. It
eturns'a VI identifier to the calling process along with the information needed in order to
mahnipulate that VI.

11.3.7. VI Destruction

Tears down a Virtual Interface, and frees any associated resources in kernel memory, as well as
on the VI NIC. If the specified VI is not in the idle state, or if all of the Descriptors have not been
de-queued from its work queues, the VI will not be destroyed.

Refer to the example function VipDestroyVi in Section 9.3.2.
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11.3.8. Setting and Querying VI Attributes

The Kernel Agent manages the attributes of a VI. It maintains the state of each VI instance and
sets the appropriate state in the VI NIC. The initial attributes of the VI are set when the VI is
created. VI attributes can subsequently be changed. If the VI is in a state such that changing the
attributes would cause non-deterministic behavior, the request to change the attributes fails.
Querying the attributes of a VI simply passes the current values back to the caller.

Refer to the example functions VipSetViAttributes and VipQueryVi in Section 9.

1379 —Protectionm Tag Creation
Creates a new protection tag for a specified NIC instance.

Protection tags must be unique identifiers for a particular instance of a NIC. Protection tags-are
Subsequently associated with VI endpoints, and with registered memory regions. The protection
ag needs a reference count to ensure that they cannot be destroyed while associated with an
hctive VI, or with a registered memory region.

Refer to the example function VipCreatePtag in Section 9.5.1.

11.3.10. Protection Tag Destruction

Destroys a previously created protection tag. A protection tag should'\iot be destroyed unless it
nas no current associations to VI instances or registered memory regions.

Refer to the example function VipDestroyPtag in Section 9.5.2.

11.3.11. Connection Management

The Kernel Agent implements all connection management operations.

Refer to the example functions VipConnectWaitgVipConnectRequest, VipConnectAccept and
VipConnectReject in Section 9.4.

11.3.12. Block on Send and\Receive

~or the example VI NIC, the blocking\seémantics for send are implemented directly in the Kernel
Agent. The block on send functionlocks the calling thread until a done interrupt is generated by
he NIC for the associated VI Work Queue.

11.3.13. Create Completion Queue

Creates a new Complétion Queue instance, allocates its resources and sets the initial state. It
eturns a Completiom@ueue identifier to the calling process along with the information needed in
brder to manipulate that Completion Queue.

Refer to the example function VipCreateCQ.

11.3.14) Resize Completion Queue

The kernel agent implements the resizing of Completion Queues. This operation allows the VI
Consumer to dynamically grow or shrink the number of entries that the Completion Queue can
potentially hold. The Kernel'Agent is responsible Tor allocafing the resources and registering
them with the NIC in support of the Completion Queue structure.

For the hardware example, three steps are performed by this function:

1. A new Completion Queue is created.
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2. The NIC is informed of the new Completion Queue parameters, such as the queue
address and size; once it knows of the new Completion Queue the NIC places all
subsequent completion status in the new queue.

3. At the point that software next checks the original previous Completion Queue and
finds no completed entry, software starts using the new queue, and can destroy the
previous queue. This solution requires that software must be able to atomically change
the Completion Queue address and length parameters stored in the NIC.

Refer to the example function VipResizeCQ in Section 9.7.3.

11.3.15. Block on Completion Queue

n this reference, the blocking semantics for Completion Queues is implemented directly in the
Kernel Agent. The block on Completion Queue function blocks the calling thread until @'dohe
nterrupt is generated by the NIC for the associated VI.

11.3.16. Destroy Completion Queue

Destroys a Completion Queue instance and de-allocates its resources.

Refer to the example function VipDestroyCQ in Section 9.7.2.

11.3.17. Error Callback

t is the responsibility of the Kernel Agent to associate completiofrevents with Consumer
Specified error handler functions, and to deliver all asynchrogous errors to the Consumer.

11.3.18. Resource cleanup

When a process exits, a mechanism must be provided to allow the Kernel Agent to de-allocate all
Df its resources associated with that VI Provider.“Normal OS mechanisms must allow the Kernel
\gent to be notified when a process exits sqg that it can do resource cleanup. The Kernel Agent
eeps track of all per-process resources associated with a Consumer’s access to a NIC.
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1.Introduction

1.1. Overview

‘ The Intel VI Architecture Developer’s Guide describes the Virtual Interface Provider Library (VIPL)
and the VI Kernel Agent along with illustrative programming examples and application notes.
VIPL is based on the example VI User Agent in Appendix A of the VI Architecture Specification
Version 1.0. with annotations, errata corrections and proposed extensions in jtalics to provide a

more complete interface for implementers and developers. The VI Kernel Agent is a component

Df the operating system required by the VI Architecture that subsumes the role of the device

Oriver for the VI NIC and includes the kernel software needed to register communication nigrory

and manage Vis.

1.2. Terminology

1.2.1. Acronyms and Abbreviations

\PI Application Programming Interface. A collection of funiction calls exported by
libraries and/or services.

CRC Cyclic Redundancy Check. A number derived from, and stored or transmitted
with, a block of data in order to detect corruption. By recalculating the CRC and
comparing it to the value originally transmitted, the receiver can detect some
types of transmission errors.

DMA Direct Memory Access. A facility that allows a peripheral device to read and write
memory without intervention by the*CPU.

HV Independent Hardware Vendef? Any vendor providing hardware. Used
synonymously at times with'VI Hardware Vendor.

MTU Maximum Transfer Unit;The largest frame length that may be sent on a physical
medium.

NIC Network Interface*Controller. A NIC provides an electro-mechanical attachment

of a computerto a network. Under program control, a NIC copies data from
memory to the network medium, transmission, and from the medium to memory,
reception, and implements a unique destination for messages traversing the
netwerk:

DSV Operating System Vendor. The software manufacturer of the operating system
that is running on the node under discussion.

PROS Quality of Service. Metrics that predict the behavior, speed and latency of a
given network connection.

SAN System Area Network. A high-bandwidth, low-latency network interconnecting
nodes within a distributed computer system.

SAR Segmentation and Re-assembly. The process of breaking data to be transferred
into quantities that are less than or equal to the MTU, transmitting them across
the network and then reassembling them at the receiving end to reconstruct the
original data.

TCP/IP Transmission Control Protocol/Internet Protocol. A standard networking protocol
developed for LANs and WANSs. This is the standard communication protocol
used in the Internet.
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VM Virtual Memory. The address space available to a process running in a system
with a memory management unit (MMU%. The virtual address space is usually
divided into pages, each consisting of 2" bytes. The bottom N address bits (the
offset within a page) are left unchanged, indicating the offset within a page, and
the upper bits give a (virtual) page number that is mapped by the MMU to a
physical page address. This is recombined with the offset to give the address of
a location in physical memory.

1.2.2. Industry Terms

Callback A scheme used in event-driven programs where the program registers a function
called the callback handler, for a certain event. The program does not call the
callback handler directly. Rather, when the event occurs, the handler is invoked
asynchronously, possibly with arguments describing the event.

Data Payload The amount of data, not including any control or header information’, ‘thiat can be
carried in one packet.

Frame One unit of data encapsulated by a physical network protocol header and/or
trailer. The header generally provides control and routing information for directing
the frame through the network fabric. The trailer generally,contains control and
CRC data for ensuring packets are not delivered with‘corrupted contents.

Link A full duplex channel between any two network fabric elements, such as nodes,
routers or switches.

Message An application-defined unit of data interchange. A primitive unit of communication
between cooperating sequential processes.

Message Latency
The elapsed time from the initiation;of a message send operation until the
receiver is notified that the entire.message is present in its memory.

Message Overhead

The sum of the times required to initiate transmission of a message, notify the
receiver that the message is available, and the non-bandwidth dependent
latencies (e.g. time fox'a NIC to process data) incurred in moving a message
from the source to(the destination.

Network Fabric
The collection of routers, switches, connectors, and cables that connects a set of
nodes.

\Network Partition

A-Reiwork partition is when a network of nodes breaks into two (or more)
Separate subnetworks where no communication can occur between the
subnetworks.

Node A computer attached by a NIC to one or more links of a network, and forming the
origin and/or destination of messages within the network.

Packet A primitive unit of data interchange between nodes, comprised of a set of data
segments transmitted in an ordered stream A packet may he sent as a single
frame, or may be fragmented into smaller units (cells) such that cells for various
packets may be interleaved in the fabric but the transmission order of cells for a
packet is preserved and manifest as a contiguous unit at a receiving node.

Server The class of computers that emphasize 1/0 connectivity and centralized data
storage capacity to support the needs of other, typically remote, client computers.

Workstation, or Client
The class of computers that emphasize numerical and/or graphic performance
and provide an interface to a human being.
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1.2.3. VI Architecture Terms

The following terms are introduced in this document.

Address Segment
The second of the three segments that comprise a remote-DMA operation
Descriptor, specifying the memory region to access on the target.

Communication Memory

Any region of a process’ memory that is registered with the VI Provider to serve
for storage of DESCTpLors and/or as communicaton buffers; .., any region of a
process’ memory that will be accessed by the VI NIC.

Connection  An association between a pair of VIs such that messages sent using either)\A
arrives at the other VI. A Vl is either unconnected, or connected to one and only
one other VI.

Control Segment

The first component of a Descriptor containing information regarding the type of
VI NIC data movement operation to be performed, the status.of a completed VI
NIC data movement operation, and the location of the next Descriptor on a Work
Queue.

Completion Queue
A queue containing information about completed-Descriptors. Used to create a
single point of completion notification for multiple queues.

Completion Queue Entry

A single data structure on a Completio Queue that describes a completed
Descriptor. This entity contains sufficient information to determine the queue tha
holds the completed Descriptor.

Data Segment A component of a Descriptor specifying one memory region for the VI NIC to use
as a communication buffer.

Descriptor A data structure recognized by the VI NIC that describes a data movement
request. A Descriptoriis-organized as a list of segments. A Descriptor is
comprised of a control segment followed by an optional address segment and an
arbitrary number of data segments. The data segments describe a
communication,buffer gather or scatter list for a VI NIC data movement
operation;

Doorbell A mechanism for a process to notify the VI NIC that work has been placed on a
WorkiQueue. The Doorbell mechanism must be protected by the operating
system—i.e., for address protection, only the operating system should be able to
establish a Doorbell—and the VI NIC must be able to identify the owner of a VI
by the use of its Doorbell.

Done The state of a Descriptor when the VI NIC has completed processing it._This term
is not used in this document, refer to Section 5.5 for a description of Descriptor
states.

mmadiata Nata
Data contained in a Descriptor that is sent along with the data to the remote node
and placed in the remote node’s pre-posted Receive Queue Descriptor.

Kernel Agent A component of the operating system required by the VI Architecture that
subsumes the role of the device driver for the VI NIC and includes the kernel
software needed to register communication memory and manage VIs.
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Memory Handle
A programmatic construct that represents a process’s authorization to specify a
memory region to the VI NIC. A memory handle is created by the VI Kernel Agent
when a process registers communication memory. A process must supply a
corresponding Memory Handle with any virtual address to qualify it to the VI NIC.
The VI NIC will not perform an access to a virtual address if the supplied memory
handle does not agree with the memory region containing the virtual address or if
the memory region is registered to a process other than the process that owns a
Virtual Interface (VI).

Memory Protection Attributes
The access rights for RDMA granted to VIs and to Memory Regions.

Memory Protection Tag

A unique identifier generated by the VI Provider for use by the VI Consumer.
Memory Protection Tags are associated with VIs and Memory Regions-to define
the access permission the VI has to a memory region.

Memory Region
An arbitrary sized region of a process’s virtual address spagefegistered as
communication memory such that it can be directly accessed by the VI NIC.

Memory Registration

The act of creating a memory region. The memory registration operation returns 3
Memory Handle that the process is required to.provide with any virtual address
within the memory region.

VI NIC Address

The logical network address of the VI NIC. This address is assigned to a VI NIC
by the operating system and allows_processes within a network to identify a
remote node with respect to a VI NIC attachment of the remote node to the
network.

NIC Handle A programmatic construct representing a process’s authorization to perform
communication operationsiusing a local VI NIC.

Dutstanding The state of a Descriptor after it has been posted on a Work Queue, but before it
is Done. This staterepresents the interval of time between a process posting a
Descriptor and.the-completion of the Descriptor by the VI NIC. This term is not
used in this g@otiment, refer to Section 5.5 for a description of Descriptor states.

Peer A generic term for the process at the other end of a connection.
Post To place a Descriptor on a VI Work Queue.
RDMA Remote Direct Memory Access. A Descriptor operation whereby data in a local

gather or scatter list is moved directly to or from a memory region on a remote
node. A process authorizes remote access to its memory by creating a VI with
remote-DMA operations enabled, connecting it to a remote VI, and making the
memory handle for the memory region to be shared available to the peer that will
perform the remote-DMA operation. There are two remote-DMA operations: write
and read.

Receive Queue
One of the two queues associated with a VI. This queue contains Descriptors
that describe where to place incoming data.

Reliable Delivery

The middle communication reliability level. Guarantees that all data submitted for
transfer will arrive at its destination exactly once, intact and in the order
submitted, in the absence of errors. The VI Provider must deliver an error to the
VI Consumer if a transfer is lost, corrupted or delivered out of order.
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Reliable Reception

The most reliable communication reliability level. A Descriptor is completed with a

Retired

successtul status only when the data has been delivered into the target memory
location. If an error occurs that prevents a successful (in-order, intact and exactly
once) delivery of the data into the target memory, the error is reported through
the Descriptor status. Otherwise, a Reliable Reception VI behaves like a Reliable

Delivery VI.
The state of a Descriptor after the VI NIC completes the operation specified by

the hncr\ripfnr, but before the done. npnrntinn has bheen usedto c\]lnr\hrnnivn the.

Send Queue

Unreliable Delivery

process with the status stored in the Descriptor. This term is not used in this
document, refer to Section 5.5 for a description of Descriptor states.

One of the two queues associated with a VI. This queue contains Descriptofts
that describe the data to be transmitted.

ser Agent

VI

/| Address

VI Application
VI Consumer

VI Handle

V| Hardware Vendor

The least reliable communication level. This level quarantees that a Send or
RDMA Write is delivered at most once to the receiving VI andcorrupted transfers
are detected on the receiving side. Sends and RDMA Wkites may be lost on an
Unreliable Delivery VI. In addition, requests are not guaranteed to be delivered to
the receiver in the order submitted by the sender. HowEver, the order must
adhere to the Descriptor processing ordering rules.

A software component that enables an Operating System communication facility
to utilize a particular VI Provider. The VI Usér’Agent abstracts the details of the
underlying VI NIC hardware in accordance with an interface defined by the
Operating System communication fagility:

Virtual Interface. An interface between a VI NIC and a process allowing a VI NIC
direct access to the process’ memory. A VI consists of a pair of Work Queues—
one for send operations and ene for receive operations. The queues store a
Descriptor between the timeuit is posted and the time it is Done. A pair of VIs are
associated using the connect operation to allow packets sent at one VI to be
received at the other.

The logical namefar a VI. The VI address identifies a remote end-point to be
associated withJa-local end-point using the connect-VI operation.

An application'that uses the primitives provided by the VI User Agent.

A software process that communicates using a Virtual Interface. The VI
Consumer typically consists of an application program, an Operating System
communications facility, and a VI User Agent.

A programmatic construct that represents a processes authorization to perform
operations on a specific VI. A VI handle is returned by the operation that creates
the VI and is supplied as an identifier parameter to the other VI operations.

Anyone who produces a VI Architecture enabled NIC implementation. The

vandoric racnaoncibhla for neonadina tha \ /L NIC \/l Karnal Aaont and tha \/l | lcar
v e O O o T S P OO e O P oY IO T gt eV T o v e e e g e oot v ooty

VINIC

VIPL

VI Provider
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A Network Interface Controller that complies with the VI Architecture
Specification.

An implementation of the VI User Agent. VIPL is an acronym for Virtual Interface
Provider Library.

The combination of a VI NIC and a VI Kernel Agent. Together, these two
components instantiate a Virtual Interface.
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A posted list of Descriptors being processed by a VI NIC. Every VI has two Work
Queues: a send queue and a receive queue. The combination of the Work
Queue selected by a post operation and the operation type indicated by the

Descriptor determine the exact type of data movement that the VI NIC will
perform.
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2. Virtual Interface Provider Library (VIPL)

2.1. Overview

This section describes a reference interface to the VI Architecture, referred to as VIPL. The
material is presented in the form of groups of related routines, followed by definitions of data
structures, constants and error codes. Semantic clarifications on specific routines are provided at
the end of respective sections, whenever deemed necessary.

S

P.2. Conformance Phases (19
The conformance phases have been defined with input from ISVs and consultation wi '71'-st that
hre planning products developed to the VIPL interface. The ISV community can us phases tq

Hetermine which VI NIC products provide the functions needed for demonstratio nd products
hnd the VI NIC vendors can use this to understand the needs of the ISVs. Th | VI
conformance test suite will provide the means to report the highest phase q(bgnformance to this
huide attained by a VI NIC offering.

Three phases have been defined and have been named as follows: C)Adopz‘er, Functional
and Full Conformance. The Early Adopter phase has been broadl, ined as the set of VIPL AP
Calls and other functionality in the API required for demonstratio% nd application prototyping.
The Functional phase contains the additional functions that IS\VS plan to use to develop products.
Finally, Full Conformance is defined to be the full set oI @nd functions defined in this guide.

The details of each of the phases are contained in the '@'o wing sections.

p.2.1. Early Adopter ;\\\}\
The following are the calls and functionality ired to meet the requirements of the Early
\dopter phase: \$
VipOpenNic X% VipPostSend
VipCloseNic A\ VipSendDone
xO VipSendWait
VipCreateVi N~ VipPostRecv
VipDestroyVi ’\\0 VipRecvDone
C) VipRecvWait
VipConnectWait +
VipConne VipRegisterMem
VipCon i VipDeregisterMem

Vi;@_ onnect
@QueryNic
C) ipQueryVi
\Q/ VipQueryMem
Additional functionality requirements: Reliable Delivery and RDMA Write. (Although Reliable

Delivery is not a requirement in the VI Architecture Specification, many of the ISVs have stated
they require Reliable Delivery).

Note: It is acceptable to ignore the memory protection tags in the memory protection checks for
the early adopter release.
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2.2.2. Functional

VipConnectPeerRequest VipCreatePtag
VipConnectPeerDone VipDestroyPtag
VipConnectPeerWait

VipNSiInit
VipCQDone VipNSGetHostByName
VipCQWait VipNSGetHostByAddr
VipCreateCQ VipNS Shutdown
\/i'n I')pcfrny(“{;)
VipResizeCQ VipErrorCallback

Additional Requirements: Protection Tag support

/\

Q
Q
3

P.2.3. _ Full Conformance fb(b
&

VipSendNotify N

VipRecvNotify X
VipCONotify N

o O
VipSetViAttributes \\Q/
O

VipSetMemAttributes
VipQuerySystemManagementinfo s\\%
O

Additional Requirements: Unreliable Delivery

RDMA Read capability is not a requirement to be co@ant to any phase, but some ISVs have
bxpressed an interest in using it.
N

P.3. Multi-Threading Con@?derations

Multi-threaded applications or transportiayers above VIPL layer commonly employ locks to
brotect their own data structures. A n&r thread-safe version of VIPL can avoid overhead and
Headlock conditions from redund@locking when working with these applications. Applications
Can determine whether the lib supplied is thread-safe or not by checking the ThreadSafe field|
n the NIC Attributes. (Sectig 3.7.1 explains how to retrieve NIC Attributes). General guidelines
for multi-threaded usage léﬁ non thread-safe version of VIPL are described below.

Running on a mu/ti—;%eésor system in itself does not require locking as each VI is owned by a

Single process. EX locking is required only when multiple threads are accessing the same

hueue within a \(goyr example, locks are required when two threads are sending to the same VI,

but not if on ad is sending and the other is receiving. Explicit locking is also necessary

between t 's when manipulating the same completion queue. The VI provider must ensure
@ pplication level locking is not required to ensure correct operation when multiple

e accessing different queues within a VI. Since the creation and destruction of a VI

Il the associated queues, locks for all queues must be taken before performing these

tions if multiple threads are accessing the same V.

A non-thread-safe implementation of VIPL does not provide thread synchronization to access the
VI work queues and completion queues in order to reduce the overheads in the speed paths of
data movement operations. This is the only difference between thread-safe and non-thread-safe
implementations of VIPL. Both thread-safe and non-thread-safe VIPL implementations are
expected to provide thread synchronization for all other resources. This means the VI Application
needs to only manage locks for the VI work queues and completion queues when using a non-
thread-safe VIPL. For more information, see Section 6.4.
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2.4. Reliability Considerations

Section 2.5.2 Reliable Delivery in the VI Architecture Specification is not clear regarding how
asynchronous errors affect Descriptor processing, especially receive Descriptor processing for
Reliable Delivery Vls. A condition for a Reliable Delivery VI is the guarantee that all data
submitted for transfer will arrive exactly once, intact and in the order submitted. In order to meet
this guarantee, the VI Provider must detect transfers that are corrupted or delivered out of order
at the receiver in a synchronous manner. Note that detecting an out of order transfer will also
catch a lost transfer.

|/When an error is detected, the VI transitions immediately to the Error state before processing awv
Imore Descriptors and the VI Provider drops the connection. All Descriptors pending or posteQ
vhile in the Error state are marked completed in error. This ensures that no subsequent recelve
Descriptors complete successtully after the Descriptor where the error occurred. y\ v

t is possible for one or more send Descriptors to have completed successfully befone-( ceiving a

hon-local asynchronous error notification. The status of transfers initiated by thes@{ﬂescr/ptors is
Lnknown.

The send side Descriptor processing is the primary difference between Re %Eie Delivery and
Reliable Reception. Reliable Reception guarantees that no subsequentsen Descriptors are
brocessed after the Descriptor that generated the error. \\Q/

O
\
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3. VIPL Calls

3.1. Hardware Connection

3.1.1. VipOpenNic

Synopsis
VIP_RETURN
VipOpenNic(
IN const VIP_CHAR *DeviceName,
OUT VIP_NIC_HANDLE *NicHandle
)
Parameters

DeviceName:  Symbolic name of the device (VI Provider instance) associated with the NIC.
NicHandle: Handle returned. The handle is used with the other functions to specify a
particular instance of a VI NIC.

Description

\VinOpenNic associates a process with a VI NIC, and providesa NIC handle to the VI Consumer.
The NIC handle is used in subsequent functions in order {0 specify a particular NIC. A process is
hllowed to open the same VI NIC multiple times. Eachfime a process calls VipOpenNic with the
same device name, a different NIC handle is returnedithat references the same NIC.

Returns

VIP_SUCCESS — Operation completed successfully.
VIP_ ERROR_RESOURCE - An error was detected due to insufficient resources.
VIP_INVALID_PARAMETER - One of the parameters was invalid.

3.1.2. VipCloseNic

Synopsis
VIP_ RETURN
VipCloseéNic(
IN VIP_NIC_HANDLE NicHandle
)
Parameters

NicHandle: The NIC handle.

Description

VipCloseNic removes the association between the calling process and the VI NIC that was
established via the corresponding VipOpenNic function.

When a VI NIC is closed, it is the responsibility of the VI Provider to clean up all resources
associated with that NIC instance. This includes any resources allocated by the library and
threads started on behalf of the NIC, such as error callback and notify threads.
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Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER - Caller specified an invalid NIC handle.

3.2. Endpoint Creation and Destruction

2.1, VipCreateVi

Synopsis
VIP_ RETURN
VipCreateVi(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_VI_ATTRIBUTES *ViAttribs,
IN VIP_CQ_HANDLE SendCQHandle,
IN VIP_CQ_HANDLE RecvCQHandle,
OUT VIP_VI_HANDLE *ViHandle
)
Parameters
NicHandle: Handle of the associated VI NIC.
ViAttribs: The initial attributes to set for the new VI

SendCQHandle: The handle of a Completion QueueJf'd valid handle, the send Work Queue of
this VI will be associated with the €ompletion Queue. If NULL, the send queue is
not associated with any Completion Queue.

RecvCQHandle: The handle of a CompletionQueue. If valid, the receive Work Queue of this VI
will be associated with the, Completion Queue. If NULL, the receive queue is not
associated with any Completion Queue.

ViHandle: The handle for the newly created VI instance.

Description

VipCreateVi creates an instance of a Virtual Interface to the specified NIC.
he ViAttribs input parameter specifies the initial attributes for this VI instance.

Fhe SendCQHandle and RecvCQHandle parameters allow the caller to associate the Work
Dueues of this Viwith a Completion Queue. If one or both of the Work Queues are associated
vith a Completion Queue, the calling process cannot wait on that queue via VipSendWait or
VipRecvW/ait:

Vhen a-new instance of a VI is created, it begins in the Idle state.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_ERROR_RESOURCE - The operation failed due to insufficient resources.
VIP_INVALID_PARAMETER — One of the input parameters was invalid.

VIP_INVALID_RELIABILITY_LEVEL — The requested reliability level attribute was invalid or not
supported.

VIP_INVALID_MTU — The maximum transfer size attribute was invalid or not supported.
VIP_INVALID_QOS — The quality of service attribute was invalid or not supported.
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VIP_INVALID_PTAG — The protection tag attribute was invalid.

VIP_INVALID_RDMAREAD - The attributes requested support for RDMA Read, but the VI
Provider does not support it.

3.2.2. VipDestroyVi

Synopsis
VIP_RETURN

VipDestroyVi(

IN VIP_VI_HANDLE ViHandle

)
Parameters
ViHandle: The handle of the VI instance to be destroyed.
Description

VipDestroyVitears down a Virtual Interface. A VI instance may only be destroyed if the Vl is in
he Idle state and all Descriptors on its work queues have been de-queued, otherwise an error is
eturned to the caller. Use of the destroyed handle in any subsequént operation will fail.

Returns

VIP_SUCCESS — Operation completed successfully
VIP_INVALID_PARAMETER - An invalid VI Handle was’specified.

VIP_INVALID _STATE — The VI is not in the Idle,state or there are still Descriptors posted on the
work queues.

\VIP ERROR RESOURCE - The operationdailed due to insufficient resources.

3.3. Connection Management

This section illustrates the various connection management models available in VIPL and
Hescribes their semantics. Sections 3.3.1 to 3.3.4 provide the client/server connection
management APIs. The clferqt/server connection model is described in detail in the VI
specification, and is intended for use by standard client/server applications. Section 3.3.5
Hescribes the discongect semantics for all the connection models. Sections 3.3.6 to 3.3.8 show
the extended peerito}peer connection management APIs. The peer-to-peer connection model is
ntended for use 'y applications having distributed modules that logically fit into a peer-to-peer
relation rathertfan a client/server relation. The additional APIs for the peer-to-peer connection
managemeént-model were added to VIPL based on feedback from application developers and
SVs. The-client/server and peer-to-peer connection models are completely separate and
bhpplications must use the same model on both sides of the same connection. Both models can
belused in an application as long as the rule requiring the same model on both sides of a
Lonrhection is followed

NOTE: In response to feedback from application developers and ISVs, the minimum value that is
required for the maximum discriminator length is 16 bytes. This means that all applications are
guaranteed that 16 byte discriminators can be used during connection setup for VIPL
implementations that conform to this developer's guide.

The client-server connection model provides blocking semantics. The peer-to-peer connection
model provides both blocking and non-blocking semantics. A typical peer-to-peer connection
scenario starts with a peer initiating a connection request by calling VipConnectPeerRequest. In
this scenario, there is no matching peer connection request with the given remote attributes at the
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time the connection request is initiated by the first peer. At some point, before the timeout expires
for the first peer’s connect request, the second peer comes up and issues a
VipConnectPeerRequest. The existence of a matching ConnectPeerRequest in the first peer is
determined and acknowledged. Finally, the ConnectPeerRequest is accepted and both VI’s

| transition to the Connected State. The timing diagram for this sequence is illustrated in Figure 1.

Peer Process Peer Process

Waiton \, .-
Response

) ConnectPeerRequest matching
ggnzgg'on ConnectionAddress criteria Received % ConnectPeerRequest
iting )« AN issued
Times Out Waiting 5\
ConnectPeerRequest O

Connection Request
Times out

Wait on
Response

‘\
) \} ConnectPeerRequest
Waiton 1 5\ Accepted

Response @

ConnectPeeg&it or Done
Returns.S\@ ssfully

ConnectPeerWait or Done
Returns Successfully

O/
-
Figure %eer-to-Peer Connection Model Timing Diagram

The detailed state @m for a client/server connection model is provided in the VI Architecture
Specification. A y be in one of four states throughout its life. The four states are Idle,
Pending Conn c{l—bonnected, and Error. Transitions between states are driven by requests
ssued by t@%‘(’:onsumer and network events. Requests that are not valid while a VI is in a
piven st ch as submitting a connect request while in the Pending Connect state, must be

*eturn% h an error by the VI Provider. The VI state diagram for peer-to-peer connections is
e same as the state diagram for client server connections except that the API call that
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Create VI ConnectPeerRequest is called
- > g .
Idle ) ( Pending
Destroy VI p ConnectPeerWait or ConnectPeerDone Connect

retarns=yvir

—tvicSoTor-orsconmect

ConnectPeerWait or
ConnectPeerDpne,succeeds
(VIP_SUCCESS)

Disconnect

VI Error on
Error P Reliable VI

Connected

Figure 2: Peer-to-Peer Connection Model State Diagram

Vet Address Matching Rules

This section describes the rules for matching connection requests for the client/server and the
beer-to-peer model. Note that the mateking rules for the two models are different.

n the client/server model, the clientyequest must specify a host and a discriminator in the
RemoteAddr parameter. The server waits for a connection request from any client node that
matches the discriminator pQition of the net address specified in RemoteAddr by the client
hpplication. The server application may accept or reject a connection request based on the
Client’s remote address and other criteria, such as the VI attributes.

The peer-to-peer connéction model requires that both the address and the discriminator portions
bf the net address specified in RemoteAddr match in order to complete the connection.

3.3.1. VipConnectWait

Synopsis
VIRYRETURN
VipConnectWait(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_NET_ADDRESS *LocalAddr,
IN VIP_ULONG Timeout,
OUT VIP_NET_ADDRESS *RemoteAddr,
OUT VIP_VI_ATTRIBUTES *RemoteViAttribs,
OUT VIP_CONN_HANDLE *ConnHandle
)
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Parameters

NicHandle: Handle for an instance of a VI NIC.

LocalAddr: Local network address on which to wait. Only the discriminator portion of the net
address is used to determine if the request matches. The host address portion
must match the local NIC address.

‘ Timeout: The count, in milliseconds, that VipConnectWait will wait to complete before

returning to the caller. VIP_INFINITE if no time-out is desired. A timeout of zero
indicates immediate return.

RemoteAddr:  The remote network address (host address and discriminator) that is requestirig
| a connection. The value of the network address returned is the same as the
LocalAddr parameter supplied to the matching VipConnectRequest.

RemoteViAttribs: The attributes of the remote VI endpoint that is requesting the connection.

ConnHandle: A handle to an opague connection object subsequently used in calls to
VipConnectAccept and VipConnectReject.

Description

VipConnectWait is used to look for incoming connection requests on the Server side of the
Client/server connection model.

he caller passes in a local network address that is used to filtef<iicoming connection requests.
he format of the network address is VI Provider specific.

f a matching connection request is not found immediatelyy VipConnectWait will wait for a request
intil the Timeout period has expired.

f a connection request is found that matches the discriminator in the LocalAddress, the caller is
eturned the remote network address including the discriminator that is requesting a connection.
he attributes of the remote endpoint that is regquesting the connection and a connection handle
0 be used in subsequent calls to VipConnectAccept or VipConnectReject are also returned to thq
Caller.

f the host portion of the LocalAddr parameter does not match the local NIC address (the
| ocalNicAddress field of the NicAttributes structure), then a VIP _INVALID PARAMETER error is
returned.

Returns

/IP_SUCCESS — The'opération has successfully found a connection request.
VIP_TIMEOUT —The operation timed out, no connection request was found.

‘ VIP_ERROR_RESOURCE — The operation failed due to a resource limit.
VIP_INVALID- PARAMETER — One of the parameters was invalid.

3.3(2. VipConnectAccept

Synopsis
VIP_RETURN
VipConnectAccept(
IN VIP_CONN_HANDLE ConnHandle,
IN VIP_VI_HANDLE ViHandle
)

| Page 20


https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

Intel VI Architecture Developer’'s Guide

Parameters

ConnHandle: A handle to an opaque connection object created by VipConnectWait.
ViHandle: Instance of a local VI endpoint.

Description

VipConnectAccept is used to accept a connection request and associate the connection with a
local VI endpoint. This function is called on the server side of the client/server connection model.

frecatter passes T thetrardte ofartdte; uncormected-Viendpomt toassociate withr the
connection request. If the attributes of the local VI endpoint conflict with those of the remote
bndpoint, VipConnectAccept will fail. It is the function of the VI Provider to determine if the
connection should succeed based on the attributes of the two endpoints. Note: The VI attributes
that must match when establishing a connection are ReliabilityLevel, MaxTransferSizeyahd QoS.

f VipConnectAccept fails, no explicit notification is sent to the remote end. The callermay
choose to modify the attributes of the local VI endpoint, and try again. In order to+eject a
connection request, the VI Consumer must explicitly reject the connection reguest via the
VipConnectReject function.

For NICs that can detect network partitions, a VIP_ NOT REACHABLE arror is returned if a
hetwork partition is detected. For Reliable Delivery and Reliable Recéption, the VI transitions to
the Error State and any pending receive descriptors are marked as fitished.

Returns

VIP_SUCCESS — The connection was successfully established.
VIP_INVALID_PARAMETER - One of the parametefs’was invalid.

VIP_INVALID_ RELIABILITY_LEVEL - The reliahility level attribute of the local endpoint
conflicted with the reliability leyel of the remote VI.

VIP_INVALID_MTU — The maximum transfersize attribute of the local endpoint conflicted with
the maximum transfer size'of the remote endpoint.

VIP_INVALID_QOS - The quality of service attribute was invalid, or conflicted with the remote
endpoint.

VIP_TIMEOUT - The connectierrcould not be completed, possibly due to a timeout failure on the
matching MiponnectRequest on the client node.

VIP_ ERROR_RESOURCE - The operation failed due to insufficient resources.
VIP_INVALID_STATE- The specified VI endpoint is not in the Idle state.
VIP_NOT_REACHABLE - A network partition was detected.

3.3.3. VipConnectReject

SYynopsis

AP RETFURMN
VipConnectReject(
IN VIP_CONN_HANDLE ConnHandle
)

Parameters

ConnHandle: A handle to an opaque connection object created by VipConnectWait.
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Description

| VipConnectReject s used to reject a connection request._This function is called on the server side
of the client/server connection model. Notification is sent to the remote end that the associated
connection request was rejected.

For NICs that can detect network partitions, a VIP_NOT REACHABLE error is returned if a
network partition is detected. For Reliable Delivery and Reliable Reception, the VI transitions to
the Error State and any pending receive descriptors are marked as flushed.

Raotiirna
tctoTTTS

/IP_SUCCESS — The operation completed successfully.
VIP_INVALID_PARAMETER — The ConnHandle parameter was invalid.
VIP_ ERROR_RESOURCE - The operation failed due_insufficient resources.
VIP_NOT_REACHABLE - A network partition was detected.

3.3.4. VipConnectRequest

Synopsis
VIP_RETURN
VipConnectRequest(
IN VIP_VI_HANDLE ViHandle,
IN VIP_NET_ADDRESS *LocalAddr,
IN VIP_NET_ADDRESS *RemgteAddr,
IN VIP_ULONG Timeout,
OUT VIP_VI_ATTRIBUTES ,*RemoteViAttribs
)
Parameters
ViHandle: Handle for the local Vkendpoint.
| ocalAddr: Local network address. The local address is used solely for naming purposes

and is not used(for matching by VipConnectWait. The host address portion of this
network addréss must match the client NIC address. The discriminator portion is
passed unchanged to the RemoteAddr structure returned from the matching
VipCopnectWait.

RemoteAddr: Theremote network address. The remote network address must contain both the
host’address and discriminator.

limeout: The count, in milliseconds, that VipConnectRequest will wait for connection to
complete before returning to the caller, VIP_INFINITE if no time-out is desired. A
timeout value of zero is invalid.

RemoteViAttribs: The attributes of the remote endpoint if successful.

=y H
JCDbII'JLIUII

VipConnectRequest requests that a connection be established between the local VI endpoint,
and a remote endpoint. This function is called on the client side of the client/server connection
model. The user specifies a local and remote network address for the connection. Only the
remote network address is used by the server to match to a VipConnectWait.

When a connection is successfully established, the local address is bound to the local VI
endpoint, and the attributes of the remote endpoint are returned to the caller. The attributes of the
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remote endpoint allow the caller to determine whether the indicated RDMA operations can be
executed on the resulting connection.

If the remote end rejects the connection explicitly by calling VipConnectReject, a rejection error is
returned. If a connection cannot be established before the specified Timeout period, a timeout
error is returned. Specifying a timeout value of zero is invalid and will result in an immediate
VIP_INVALID PARAMETER error. If a VipConnectAccept or the VipConnectReject response is
not returned_within the specified timeout period (including a non-functional server or
interconnect), VIP_TIMEOQUT is returned after the timeout period expires. If the server is
responding but is not waiting for a connection that matches the discriminator specified in
RemoteAddr, or is not in the right state to handle connection requests, a VIP_NO_MATCH errot
s returned.

For NICs that can detect network partitions, a VIP_NOT REACHABLE error is returned
mmediately if a network partition is detected. For Reliable Delivery and Reliable Receptian, the
\/I transitions to the Error State and any pending receive descriptors are marked as flushed.

f the host portion of the LocalAddr parameter does not match the local NIC addresSs (the
| ocalNicAddress field of the NicAttributes structure), then a VIP_INVALID _PARAMETER error is
returned.

Returns

VIP_SUCCESS — The connection was successfully established.

VIP_TIMEOUT — The connection operation timed out or the server is not functional.

VIP_ ERROR_RESOURCE — The connection operation failed‘due to insufficient resources.
VIP_INVALID_PARAMETER - One of the parametersiwas invalid.

VVIP_REJECT — The connection was rejected by the.rémote end.

VIP_NO_MATCH - The server is up and is not wajting for a connection request with the specified
discriminator.

VIP_INVALID _STATE - The specified VI eéndpoint is not in the Idle state.
VIP_ NOT _REACHABLE - A network pértition was detected.

3.3.5. VipDisconnect
Synopsis

VIP_RETURN
VipDisconnect(

INVVIP_VI_HANDLE ViHandle
)

Parameters

ViHandle: Instance of a connected Virtual Interface endpoint.

pescription

VipDisconnect is used to terminate a connection. When the local endpoint is disconnected, it
stops processing of all posted Descriptors, all pending (not completed) Descriptors are marked
completed because of disconnection with a Descriptor Flushed error, and the local endpoint
transitions to the Idle state. When the remote endpoint causes a connection to terminate by
closing the endpoint or by calling VipDisconnect, an asynchronous error callback happens
indicating the disconnected connection. The node that initiated the VipDisconnect will not get an
error callback. The local client should call VipDisconnect to reset the disconnected connection
from_the Error state to the ldle state.
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VipDisconnect can be called in any VI state to cause pending Descriptors on the VI to be
completed with the Descriptor Flushed error bit set and transition the VI to the Idle state.
Specifically, VipDisconnect can be called in the Idle state to force pending receive Descriptors to
be completed in error so they can be de-queued prior to calling VipDestroyVi.

For NICs that can detect network partitions, a VIP_NOT REACHABLE error is returned if a
network partition is detected. For Reliable Delivery and Reliable Reception, the VI transitions to
the Error State and any pending receive descriptors are marked as flushed.

Returns

VIP_SUCCESS — The disconnect was successful. ’\

VIP_INVALID_PARAMETER - The ViHandle parameter was invalid. (196

VIP_ ERROR_RESOURCE - The operation failed due to insufficient resources. '\ :

VIP NOT REACHABLE - A network partition was detected. <Ofb(b
©

3.3.6. VipConnectPeerRequest '\b:\
Synopsis C)
N4
o)

VIP_RETURN

VipConnectPeerRequest( %
IN VIP_VI_HANDLE ViHandle, ;\\
IN VIP_NET_ADDRESS *LocalAddr)
IN VIP_NET_ADDRESS *Rem adr,

IN VIP_ULONG Ti
) N\
Parameters s\&
%]
\ViHandle: Handle for the local VI en nt

e
| ocal Addr: Local network addres. @ge local address is used solely for administrative
purposes and is notsed for matching connection requests. The host portion of
this network addﬁ@ must match the NIC’s address.

RemoteAddr:  The remote netiwork address.

Timeout: The coun({h milliseconds, that VipConnectPeerRequest will wait for connection
to %ete' VIP_INFINITE if no time-out is desired. A timeout value of zero
re ina VIP INVALID PARAMETER error return.

Description C)

%Request posts a request that a connection be established between the local VI
d a remote VI endpoint. The user specifies local and remote network addresses as
connection request. This call returns as soon as the connection request is initiated.
ler of VipConnectPeerRequest can check the status of the connection request or wait for
coRrection completion by calling VipConnectPeerDone or VipConnectPeerWait respectively.

If a connection is successfully established, the local address is bound to the local VI endpoint and
the attributes of the remote VI endpoint are returned to the caller when the connect completion
status is delivered. If a connection cannot be established before the specified Timeout period, a
VIP_TIMEOUT error is returned in the return status of VipConnectPeerDone or
VipConnectPeerWait.

If the host portion of the LocalAddr parameter does not match the local NIC address (specified in
the LocalNicAddress field of the NicAttributes structure), then a VIP_INVALID PARAMETER
error is returned.
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Returns

VIP_SUCCESS - The connection request was queued.
VIP_ERROR_RESOURCE - The request failed due to insufficient resources.
VIP_INVALID_STATE - The specified VI endpoint is not in the Idle state.
VIP_INVALID_PARAMETER - One of the parameters was invalid.

3.3.7. VipConnectPeerDone

Synopsis QQ/\
\/IP RETURN v
VipConnectPeerDone( (b'\
IN  VIP_VI_HANDLE ViHandle, f’_‘)
OUT VIP_VI_ATTRIBUTES  *RemoteViAttribs Q)<O
) N
N
Parameters C)
ViHandle: Handle for the local VI endpoint. \\Q/
RemoteVIAttribs: The attributes of the remote VI endpoin%’@e connection was
successfully completed. S\\
Description Q O

VipConnectPeerDone is called by a client to determig e results of a previously posted
VipConnectPeerRequest call on the specified VI h% e, without blocking the calling thread.

f a connection is successfully established, the s[‘?%utes of the remote endpoint are returned to
the caller._The attributes of the remote endpaifit’allow the caller to determine whether/which
RDMA operations can be executed on the.résulting connection. Note: The VI attributes that must
Inatch are ReliabilityLevel, MaxTransfe@?e and QoS.

f the connection was not successfully\establlshed within the Timeout period specified in
VipConnectPeerRequest, a VIP EQUT error is returned. VipConnectPeerDone returns
\VIP_NOT_DONE if the conqeelsn operation is still in progress.

For NICs that can detect r(e'}}ork partitions, a VIP_NOT REACHABLE error is returned if a
hetwork partition is degecte'\cf For Reliable Delivery and Reliable Reception, the VI transitions to

the Error State and ending receive descriptors are marked as flushed.

Returns C)

VIP_SUC — The connection completed successfully. Attributes of the remote endpoint are
O returned through the second function parameter.

VIP LID _PARAMETER — One of the parameters was invalid.

W&NVALID_ RELIABILITY _LEVEL — The reliability level attribute of the local endpoint
COTTiiCten WithT tHe Tefapitity fevet of the rermote v,

VIP_INVALID_MTU — The maximum transfer size attribute of the local endpoint conflicted with
the maximum transfer size of the remote endpoint.

VIP_INVALID_QOS — The quality of service attribute was invalid, or conflicted with the remote
endpoint.

VIP_TIMEOUT - The connection request timeout expired before a successful connection
completion

VIP_NOT_DONE - The connection operation is still in progress.
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| VIP_ERROR_RESOURCE - The operation failed due to insufficient resources.
VIP_INVALID_STATE - The specified VI endpoint is not in the Pending Connect state.
| VIP_NOT REACHABLE - A network partition was detected.

3.3.8. VipConnectPeerWait

Synopsis
a VipConnectPeerWait( ’\
IN  VIP_VI_HANDLE ViHandle, QQ
OUT VIP_VI_ATTRIBUTES  *RemoteViAttribs ‘1,
) rb'\'

D
Parameters (o’
,\Q)

ViHandle: Handle for the local VI endpoint. b‘
RemoteVIAttribs: The attributes of the remote VI endpoint if the c&n’éction was
successfully completed

&
o

VipConnectPeerWait is used by a client to determine the res ITS\% a previously posted
VipConnectPeerRequest call on the specified VI handle, b/oéing the calling thread until the resu
Df the connection request is available. Q

Description

f a connection is successfully established, the attribt(?@# the remote endpoint are returned to
the caller. The attributes of the remote endpoint a/iQQ/ he caller to determine whether/which
RDMA operations can be executed on the resulting connection. Note: The VI attributes that must
[natch when establishing a connection are ReljabilityLevel, MaxTransferSize and QoS.

VinConnectPeerRequest, a VIP_TIME error is returned. VipConnectPeerWait blocks until a
Connection is established, the timeougs pires or an error is detected.

For NICs that can detect networksq@rtitions, a VIP_NOT REACHABLE error is returned if a
hetwork partition is detected; Esr-Reliable Delivery and Reliable Reception, the VI transitions to
the Error State and any pe,\n)m;bd receive descriptors are marked as flushed

f the connection was not successfully ests hed within the Timeout period specified in

.

Returns .

VIP_ SUCCESS = @ connection completed successfully; Attributes of the remote endpoint are
| gﬁbmed through the second function parameter.

-

VIP_INVA ARAMETER — One of the parameters was invalid.

VIP_II\@D_ RELIABILITY_LEVEL — The reliability level attribute of the local endpoint
conflicted with the reliability level of the remote VI.

V@N VALID_MTU — The maximum transfer size attribute of the local endpoint conflicted with

tHe TITaxmOnT trarster size ot the Terote eTmTupoTTt.

VIP_INVALID_QOS — The quality of service attribute was invalid, or conflicted with the remote
endpoint.

VIP_TIMEOUT — The connection request timeout expired before a successful connection
completion.

VIP_ERROR_RESOURCE - The operation failed due to insufficient resources.
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VIP_INVALID_STATE - The specified VI endpoint is not in the Pending Connect state.
VIP_NOT REACHABLE - A network partition was detected.

3.4. Memory protection and registration
3.4.1. VipCreatePtag

Synopsis
VIP_RETURN
VipCreatePtag(
IN VIP_NIC_HANDLE NicHandle,
OUT VIP_PROTECTION_HANDLE *Ptag
)
Parameters
NicHandle: The NIC handle associated with the protection tag.

Ptag:  The new protection tag.

Description

The VipCreatePtag function creates a new protection tag for the calling process. The protection
ag is subsequently associated with VI endpoints via the Vip€reateVifunction, as well as memoryj
egions via the VipRegisterMem function. A process may request multiple protection tags.

—or all memory references by the VI Provider, including Descriptors and message buffers, the
brotection tag of the VI instance, and the memory, region, must match in order to pass the
memory protection check.

The Protection Tag is an element in the VI attributes data structure and the Memory Region
Attributes data structure. The protection.tag of a memory region and/or a VI can be changed by
Changing their attributes.

Returns

VIP_SUCCESS — The memoty.protection tag was successfully created.
VIP_ERROR_RESOURCE- The operation failed due to_insufficient resources.
VIP_INVALID_PARAMETER — One of the parameters was invalid.

3.4.2. VipDestroyPtag

Synopsis
VIP_RETURN

VipDestroyPtag(

IN VIP_PROTECTION_HANDLE Ptag

)
Parameters
NicHandle: The NIC handle associated with the protection tag.
Ptag: The protection tag.
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Description

The VipDestroyPtag function destroys a protection tag.
If the specified protection tag is associated with either a VI instance or a registered memory
region at the time of the call, an error is returned.

Returns

VIP_SUCCESS — The memory protection tag was successfully destroyed.

~ the specified protection tag_or the operation failed due to insufficient resources.
VIP_INVALID_PARAMETER - One of the input parameters was invalid.

3.4.3. VipRegisterMem

Synopsis
VIP_RETURN
VipRegisterMem(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_PVOID VirtualAddress,
IN VIP_ULONG Lengthy
IN VIP_MEM_ATTRIBUTES *MemAttribs,
OouUT VIP_MEM_HANDLE *MemoryHandle
)
Parameters
NicHandle: Handle for a currently open NIC.

VirtualAddress: Starting address of the memaory region to be registered.

ength: The length, in bytes, of the memory region.

MemAttribs: The memory attributes to associate with the memory region.
MemoryHandle: If successful, the hew memory handle for the region, otherwise NULL.

Description

VipRegisterMem allows.a‘process to register a region of memory with a VI NIC. Memory used to
nold Descriptors or/data buffers must be registered with this function.

The user may specify an arbitrary size region of memory, with arbitrary alignment, but the actual
hrea of memeory registered will be registered on page granularity. Registered pages are locked
nto physical memory.

Fhe memory attributes include the Protection Tag, and the RDMA enable bits that are initially
hssociated with the memory region.

escriptors and data buffers contained within registered memory can be used by any VI with a

matching protection tag that is owned by the process. A new memory handle is generated for
each region of memory that is registered by a process.

The EnableRdmaWrite memory attribute can be used to ensure that no remote process can
modify a region of memory, this could be particularly useful to protect regions of memory that
contain Descriptors (control information). The EnableRdmaRead parameter can be used to
ensure that no remote process can read a particular region of memory.

Note that the implementation of VipRegisterMem should always check for read-only pages of
memory and not allow modification to those pages by the VI Hardware.
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A Length parameter of zero will result in a VIP_INVALID_PARAMETER error.

The contents of the memory region being registered are not altered. The memory region must
have been previously allocated by the VI Consumer.

Returns

VIP_SUCCESS — The memory region was successfully registered.
VIP_ERROR_RESOURCE - The registration operation failed due to_insufficient resources.
VAP INVALID PARAMETER QOne of the p:\rnmnfnrc was invalid

VIP_INVALID_PTAG — The protection tag attribute was invalid.

VIP_INVALID_RDMAREAD - the attributes requested the memory region be enabled for RDMA
Read, but the VI Provider does not support it.

3.4.4. VipDeregisterMem

Synopsis
VIP_ RETURN
VipDeregisterMem(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_PVOID VirtualAddress;
IN VIP_MEM_HANDLE  MemoryHandle
)
Parameters
NicHandle: The handle for the NIC that owns.the memory region being de-registered.

VirtualAddress: Address of the region of mematy to be de-registered.
MemoryHandle: Memory handle for the region; obtained from a previous call to VipRegisterMem.

Description

VipDeregisterMem de-registers memory that was previously registered using the
VipRegisterMem function andunlocks the associated pages from physical memory. The contents
hnd attributes of the regiomofvirtual memory being de-registered are not altered in any way.

Returns

VIP_SUCCESS #The memory region was successfully de-registered.
VIP_INVALID_.PARAMETER — One or more of the parameters was invalid.
VIP ERROR RESOURCE - The operation failed due to insufficient resources.
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3.5. Datatransfer and completion operations

3.5.1. VipPostSend

Synopsis
VIP_RETURN
VipPostSend(
IN VIP_VI HANDIE ViHandle
IN VIP_DESCRIPTOR *DescriptorPtr,
IN VIP_MEM_HANDLE  MemoryHandle
)
Parameters
ViHandle: Instance of a Virtual Interface.

DescriptorPtr:  Pointer to a Descriptor to be posted on the send queue.
MemoryHandle: The handle for the memory region of the Descriptor being posted.

Description

VipPostSend adds a Descriptor to the tail of the send queue of. @V, notifies the NIC that a new
Descriptor is available, and returns immediately.

Returns

VIP_SUCCESS — The send Descriptor was successfully posted.
VIP_INVALID_PARAMETER - The VI handle was.invalid.

B3.5.2. VipSendDone

Synopsis
VIP_ RETURN
VipSendDone(
IN VIP.VI_HANDLE ViHandle,
OUT _ VIP_DESCRIPTOR **DescriptorPtr
)
Parameters
ViHandle: Instance of a Virtual Interface.

DescriptorPtr:  Address of the Descriptor that has completed, if any.

Description

IpSenaDone checks the Descriptor at the nead of the send queue (o See 1T It has been marked
complete. If the operation has completed, the Descriptor is removed from the head of the queue
and the address of the Descriptor is returned. A VIP_DESCRIPTOR_ERROR is returned if the
operation completed with errors returned in the Descriptor status or the send queue is empty. If
the send queue is empty, DescriptorPtr is set to NULL. VipSendDone is a non-blocking call. In
particular, VipSendDone is not allowed to block behind a VipSendWait, even in a thread-safe
implementation.
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Returns

VIP_SUCCESS - A completed Descriptor was returned with a successful completion status.

VIP_DESCRIPTOR_ERROR - If the send queue is empty, the Descriptor pointer is set to NULL,
otherwise, a completed Descriptor is returned with an error completion status.

VIP_NOT_DONE — No completed Descriptor was found.
VIP_INVALID_PARAMETER - The VI handle was invalid.

5.0.9. VipsendWalt

Synopsis
VIP_ RETURN
VipSendWait(
IN VIP_VI_HANDLE ViHandle,
IN VIP_ULONG TimeOut,
OUT VIP_DESCRIPTOR **DescriptorPtr
)
Parameters
ViHandle: Instance of a Virtual Interface.
FimeOut: The count, in milliseconds, before control is returned to the caller, VIP_INFINITE

if no time-out is desired.
DescriptorPtr:  Address of the Descriptor that has cempleted.

Description

VipSend Wait checks the Descriptor on the head of the send queue to see if it has been marked
complete. If the send has completed, the Descriptor is removed from the head of the queue and
he address of the Descriptor is immediately returned. A VIP_DESCRIPTOR_ERROR is returned
f the operation completed with errorsXteturned in the Descriptor status. If the send queue is
bmpty a VIP_DESCRIPTOR_ERROR is returned and DescriptorPtr is set to NULL.

f the Descriptor at the head of'the send queue has not been marked complete, VipSendWait
blocks the caller until a Desctiptor is completed, or until the specified timeout has expired.

VipSendWait cannot be used to block on a send queue that has been associated with a
completion queue. Refer to VipCQWait for a more complete description.
Returns

VIP_SUCCESS — A completed Descriptor was found on the send queue with a successful
completion status.

VIP ODESCRIPTOR_ERROR - If the send queue is empty, the Descriptor pointer is set to NULL,
otherwise a completed Descriptor is returned with an error completion status.

VIF_INVALID_FARANMETER — TTie VI nandie was invalld.
VIP_TIMEOUT - The timeout expired and no completed Descriptor was found.

VIP_ERROR_RESOURCE - This send queue is associated with a completion queue or the
operation failed due to insufficient resources.
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3.5.4. VipPostRecv

Synopsis
VIP_RETURN
VipPostRecv(
IN VIP_VI_HANDLE ViHandle,
IN VIP_DESCRIPTOR *DescriptorPtr,
IN VIP_MEM_HANDLE  MemoryHandle
)
Parameters
ViHandle: Instance of a Virtual Interface.
DescriptorPtr: Pointer to a Descriptor to be posted on the receive queue.
MemoryHandle: The handle for the memory region of the Descriptor being pdsted.
Description

VipPostRecv adds a Descriptor to the tail of the receive queue of the specified VI, notifies the NIQ
hat a new Descriptor is available, and returns immediately.

Returns

VIP_SUCCESS — The receive Descriptor was successfully posted.
VIP_INVALID_PARAMETER - The VI handle was invalid.

3.5.5. VipRecvDone

Synopsis
VIP_ RETURN
VipRecvDone(
IN VIP_VI_HANDLE ViHandle,
OUT VIP_DESCRIPTOR **DescriptorPtr
)
Parameters
ViHandle: Instance of a Virtual Interface.
DescriptorPtr: Address of the Descriptor that has completed, if any.
Description

VipReecvDPone checks the Descriptor on the head of the receive queue to see if it has been
marked complete. If the receive has completed, the Descriptor is removed from the head of the
jueue and the address of the Descriptor is returned. A VIP_DESCRIPTOR_ERROR is returned i
the operation completed with errors returned in the Descriptor status or the receive queue Is
empty. If the receive queue is empty, DescriptorPtr is set to NULL. VipRecvDone is a non-
blocking call. In particular, VipRecvDone is not allowed to block behind a VipRecvWait, even in a
thread-safe implementation.
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Returns

VIP_SUCCESS - A completed receive Descriptor was returned with a successful completion
status.

VIP_DESCRIPTOR_ERROR - If the receive queue is empty, the Descriptor pointer is set to
NULL, otherwise a completed Descriptor is returned with an error completion
status.

VIP_NOT_DONE — No completed Descriptor was found.
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3.5.6. VipRecvWait

Synopsis
VIP_ RETURN
VipRecvWait(
IN VIP_VI_HANDLE ViHandle,
IN VIP_ULONG Timeout,
OUT VIP_DESCRIPTOR **DescriptorPtr
)
Parameters
ViHandle: Instance of a Virtual Interface.
limeOut: The count, in milliseconds, before control is returned to the caller, VIP_INFINITE

if no time-out is desired.
DescriptorPtr:  Address of the Descriptor that has_completed.

Description

VipRecvWait checks the Descriptor on.the head of the receive queue to see if it has been marked
complete. If the receive has completed, the Descriptor is removed from the head of the queue
hnd the address of the Descriptoris/immediately returned. A VIP_DESCRIPTOR_ERROR is
returned if the operation completed with errors returned in the Descriptor status or the receive
hueue is empty. If the receivexgueue is empty, DescriptorPtr is set to NULL. If the Descriptor at
he head of the receive queue has not been marked complete, VipRecvWait blocks the caller unti
h Descriptor is completed; or until the specified timeout has expired.

VipRecvWait cann6t be used to block on a receive queue that has been associated with a
completion queue.)Refer to VipCQWait for a more complete description.

Returns
VIP_SUECESS — A completed receive Descriptor was found on the receive queue with a
successful completion status.

/IR"DESCRIPTOR FRROR - If the receive quelle is empty the Descriptor pointer is set to
NULL, otherwise a completed Descriptor is returned with an error completion
status.

VIP_INVALID_PARAMETER - The VI handle was invalid.
VIP_TIMEOUT - The timeout expired and no completed Descriptor was found.

VIP_ERROR_RESOURCE - This receive queue is associated with a completion queue or the
operation failed due to insufficient resources.
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3.5.7. VipCQDone

Synopsis
VIP_RETURN
VipCQDone(
IN VIP_CQ HANDLE CQHandle,
OUT VIP_VI_HANDLE *VViHandle,
OUT VIP_BOOLEAN *RecvQueue
)
Parameters
CQHandle: The handle of the Completion Queue.
ViHandle: The handle of the VI endpoint associated with the completion, if theffeturn status

indicates success. Undefined otherwise.

RecvQueue: If VIP_TRUE, indicates that the completion was associated with the receive
queue of the VI. If VIP_FALSE, indicates that the completion was associated
with the send queue of the VI. Undefined if the returned-status does not indicate
success.

Description

VipCQDone polls the specified Completion Queue for a completion entry (a completed operation)
f a completion entry is found, it returns the VI handle, along with a flag to indicate whether the
completed Descriptor resides on the send or receive quéue. VipCQDone is a non-blocking call. Ir}
barticular, VipCQDone is not allowed to block behind\a VipCQWait, even in a thread-safe
mplementation.

t is up to the calling process to subsequently invoke the appropriate function to actually de-queug
he completed Descriptor. The completed Dgseriptor may only be de-queued by the function
VipSendDone or VipRecvDone. VipCQDaneonly dequeues the completion entry from the
Completion Queue.

t is possible for a process to have multiple threads, some of which are waiting for completions on
h Completion Queue, and others polling the Work Queues of an associated VI. In this case, the
Caller must be prepared for the case where the Completion Queue indicated a completion, but a
subsequent call to de-quepe;the Descriptor fails.

f a process has associated a Work Queue of a VI instance with a Completion Queue, it may not
plock directly on that\Work Queue via the VipSendWait or VipRecvWait functions.

Returns

VIP_SUCCESS — A completion entry was found on the Completion Queue.
VIP_NOT-DONE — No completion entries are on the Completion Queue.
VIP_INVALID_PARAMETER — The Completion Queue handle was invalid.
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3.5.8. VipCQWait

Synopsis
VIP_RETURN
VipCQWait(
IN VIP_CQ HANDLE CQHandle,
IN VIP_ULONG TimeOut,
OUT VIP_VI_HANDLE *ViHandle,
oOLlT AVilsEl»YaYaYl =¥.¥ NI *RocvuOuionin
S HRBOOLEEAN ReevQuede
)
Parameters
CQHandle: The handle of the Completion Queue.
limeOut: The number of milliseconds to block before returning to the caller,VIP_INFINITE
if no time-out is desired.
ViHandle: Returned to the caller. The handle of the VI endpoint assoeiated with the

completion if returned status indicates success.

RecvQueue: If VIP_TRUE, indicates that the completion was associated with the receive
queue of the VI. If VIP_FALSE, indicates that the(completion was associated
with the send queue of the VI. Undefined if the‘returned status does not indicate
success.

Description

VipCQWait polls the specified completion queue for a‘completion entry (a completed operation).
f a completion entry was found, it immediately retugns the VI handle, along with a flag to indicate
he send or receive queue, where the completed Descriptor resides.

f no completion entry is found, the caller is*hlocked until a completion entry is generated, or until
he TimeOut value expires.

t is up to the calling process to subseguently invoke the appropriate function to actually de-queug
he completed Descriptor. The comipleted Descriptor may only be de-queued by the function
VipSendDone or VipRecvDone.[VIipCQWait only dequeues the completion entry from the
Completion Queue.

t is possible for a process to have multiple threads, some of which are checking for completions
bn a Completion Queue, and others polling the work queues of an associated VI directly. In this
case, the caller must\be prepared for the case where the Completion Queue indicated a
completion, but & subsequent call to de-queue the Descriptor fails.

f a process hias associated a work queue of a VI instance with a completion queue, it may not
block directly on that work queue via the VipSendWait or VipRecvWait functions. If this is
httempted,-the function returns VIP_ ERROR_RESOURCE.

Returns

VIP_SUCCESS — A completion entry was found on the Completion Queue.
VIP_INVALID_PARAMETER — The Completion Queue handle was invalid.
VIP_TIMEOUT - The request timed out and no completion entry was found.
VIP_ERROR_RESOURCE - The operation failed due to insufficient resources.
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3.5.9. VipSendNotify

Synopsis
VIP_RETURN
VipSendNotify(
IN VIP_VI_HANDLE ViHandle,
IN VIP_PVOID Context,
IN void(*Handler)(
N VHP—PVOIB Context;
IN VIP_NIC_HANDLE NicHandle,
IN VIP_VI_HANDLE ViHandle,
IN VIP_DESCRIPTOR *DescriptorPtr
)
)

Parameters

ViHandle: Instance of a Virtual Interface.

Context: Data to be passed through to the Handler as a parameéter: Not used by the VI
Provider.

Handler: Address of the user-defined function to be called’when a single Descriptor
completes. This function is not guaranteed tourun'in the context of the calling
thread. The handler function is called with the following input parameters:
Context: Data passed through ffom the function call. Not used by the VI

Provider.
NicHandle: Handle of the NIC:
ViHandle: Instance of a Virtual Interface.
DescriptorPtr:  Address of the Descriptor that has completed.

Description

VipSendNotify is used by the VI, Consumer to request that a Handler routine be called when a

Descriptor completes.

VipSendNotify checks the'Déscriptor on the head of the send queue to see if it has been marked

complete. If the Descriptor has completed, it is removed from the head of the queue and the

Handler_associated-with the Descriptor is invoked with the address of the completed Descriptor

hS a parameter.

f the Descriptorat the head of the send queue has not been marked complete, VipSendNotify wil

enable intefrupts for the given VI Send Queue. When a Descriptor is completed, the Handler will

be invokéd with the address of the completed Descriptor as a parameter.

[his registration is only associated with the VI Send Queue for a single completed Descriptor. In

brder-for the Handler to be invoked multiple times, the function must be called multiple times.

V/I,ull:I[JI’C IL;CII ldllCIJ CAril bC ICVI..):CI Cd at Uric’ tl.lllC AT ICII VVI.IIII bC Lququ l'll DCJbI l‘}JtUl U7 dCl-

Destruction of the VI will result in cancellation of any pending function calls.

VipSendNotify cannot be used to block on a send queue that has been associated with a
Completion Queue. Refer to VipCQNotify for a more complete description.

If the send queue is empty at the time that VipSendNotify is called, the function returns
VIP_DESCRIPTOR_ERROR. The Handler is called for outstanding Notify requests with the
Descriptor pointer set to NULL if the send queue becomes empty.
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Returns

VIP_SUCCESS - The routine was successfully completed.
VIP_INVALID_PARAMETER — The VI handle was invalid or the function call address was invalid.
VIP_DESCRIPTOR_ERROR - The send queue was empty when VipSendNotify was called.

VIP_ERROR_RESOURCE — The send queue of the VI is associated with a Completion Queue or
the operation failed due to insufficient resources.

3.5.10. VipRecvNotify

Synopsis

VIP_RETURN

VipRecvNotify(
IN VIP_VI_HANDLE ViHandle,
IN VIP_PVOID Context,
IN void(*Handler)(
IN VIP_PVOID Context,
IN VIP_NIC_HANDLE NicHandle,
IN VIP_VI_HANDLE ViHandle,
IN VIP_DESCRIPTOR *DescriptorPtr
)
)

Parameters

ViHandle: Instance of a Virtual Interface.

Context: Data to be passed through tothe Handler as a parameter. Not used by the VI
Provider.

Handler: Address of the user-defined function to be called when a single Descriptor
completes. This function is not guaranteed to run in the context of the calling
thread. The handlerfunction is called with the following input parameters:
Context: Data passed through from the function call. Not used by the VI

Provider.
NicHandle: Handle of the NIC.
Vikandle: Instance of a Virtual Interface.
DescriptorPtr:  Address of the Descriptor that has completed.

Descriptien

VipRecvNotify is used by the VI Consumer to request that a Handler routine be called when a

Descriptor completes.

,I.’JRC'bVIA\I‘UtI.ILy L,: ICb:’\D t: 1T DCDbl;thI UTl1 t: 1T :ICGLJI Uf t: 1T ICL;C;VC yutuc tU oSCCT If It :Iab bCCII
marked complete. If the Descriptor has completed, it is removed from the head of the queue and
the Handler_associated with the Descriptor is invoked with the address of the completed
Descriptor as a parameter.

If the Descriptor at the head of the receive queue has not been marked complete, VipRecvNotify

will enable interrupts for the given VI Receive Queue. When a Descriptor is completed, the
Handler will be invoked with the address of the completed Descriptor as a parameter.
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This registration is only associated with the VI Receive Queue for a single completed Descriptor.
In order for the Handler to be invoked multiple times, the function must be called multiple times.
| Multiple handlers can be registered at one time and will be queued in Descriptor order.

Destruction of the VI will result in cancellation of any pending function calls.

VipRecvNotify cannot be used to block on a receive queue that has been associated with a
Completion Queue. Refer to VipCQNotify for a more complete description.

If the receive queue is empty at the time VipRecvNotify is called, the function returns
VIP_DESCRIPTOR_ERROR. The Handler is called for outstanding Notify requests with the
| |pescriptor pointer set fo NULL if e Teceive qUete Decomes empiy.

Returns

VIP_SUCCESS — The routine was successfully completed.
VIP_INVALID_PARAMETER - The VI handle was invalid or the function call address_was invalid,
VVIP_DESCRIPTOR_ERROR - The receive queue was empty when VipRecvNgtify-was called.

VIP_ ERROR_RESOURCE - The receive queue of the VI is associated with @ Completion Queue
| or the operation failed due to insufficient resources.

3.5.11.  VipCQNotify

Synopsis
VIP_RETURN
VipCQNotify(
IN VIP_CQ_HANDLE CQHandle,
IN VIP_PVOID Context,
IN void(*Handler)(
IN VIP_PVOID Context,
IN VIP_NICHANDLE NicHandle,
IN VIP_VI>HANDLE ViHandle,
IN VIP~-BOOLEAN RecvQueue
)
Parameters
CQHandle: Instance of a Completion Queue.
Context: Data'to be passed through to the Handler as a parameter. Not used by the VI
Provider.
Handler: Address of the user-defined function to be called when a single Descriptor

completes. This function is not guaranteed to run in the context of the calling
thread. The handler function is called with the following input parameters:

Context: Data passed through from the function call. Not used by the VI

Drovsiday
TovratT

NicHandle: Handle of the NIC.
ViHandle: Instance of a Virtual Interface.

RecvQueue: VIP_TRUE indicates that the completion was associated with the receive queue
of the VI. VIP_FALSE indicates that the completion was associated with the
send queue of the VI.
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Description

VipCQNotify is used by the VI Consumer to request that a Handler routine be called when a
Descriptor completes on a VI Work Queue that is associated with a Completion Queue.

VipCQNotify checks the Entry on the head of the Completion queue to see if it indicates that a
Descriptor has been marked complete. If there is an entry, the Entry is removed from the
Completion Queue and the Handler associated with the Entry is invoked. The ViHandle and
RecvQueue are set appropriately to indicate to the VI Consumer which Work Queue contains the
completed Descriptor.

f there is no valid Completion Queue Entry, VipCQNotify enables interrupts for the given
Completion Queue. When a Completion Queue Entry is generated, the handler will be invoked,

his registration is only associated with the Completion Queue for a single entry. In order for the
Handler to be invoked multiple times, the function must be called multiple times. Multip/eshandlers
Can be registered at one time and will be queued in Completion Queue Entry order.

Destruction of the Completion Queue will result in cancellation of any pending fupction calls.

Returns
VIP_SUCCESS - The routine was successfully completed.

VIP_INVALID_PARAMETER - The VI handle, the CQ Handle or the\function call address was
invalid.

VIP_ ERROR_RESOURCE — The operation failed due to insufficient resources.

3.5.12. Notify Semantics

This is a description of the recommended semantics.\for the notify calls VipSendNotify,
VipRecvNotify and VipCQNotify. These semantieswere selected because they can be
mplemented in a simple and straightforward ni@nner by VI Providers and provide predictable
bperation.

A single, dedicated thread per queue jsAised for all notify operations on a specified send, receive
br completion queue. This thread is started on the first notify call for the queue and persists
throughout the life of the associatethqueue. With this model, the handler routine will always run inj
the context of the dedicated natify thread for the queue and not in the context of the calling
thread.

\otify calls should not be tised concurrently with either Done or Wait calls on the same work
hueue. If a Notify is gutstanding when a Done or a Wait call is made, the order in which
Completed Descriptors are associated with the calls is indeterminate.

3.6. Campletion Queue Management

3.6¢1, VipCreateCQ

Bvhopsis
7J Ll

VIP_RETURN
VipCreateCQ(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_ULONG EntryCount,

OUT VIP_CQ_HANDLE *CQHandle
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Parameters

NicHandle: The handle of the associated NIC.
EntryCount: The number of completion entries that this Completion Queue will hold.
CQHandle: Returned to the caller. The handle of the newly created Completion Queue.

Description

VipCreateCQ creates a new Completion Queue. The caller must specify the minimum number of
rompletiomentries that thequetne must contaim—fsuccessful it returms e ardte totheewty
Created Completion Queue. A Completion queue is created with at least the specified numbero¥,
Completion entries. To avoid dropped completion notifications, applications should make sufe that
the number of operations posted on send/receive queues attached to a completion queue dees
not exceed the completion queue capacity at any time. A common technique to deal with'this in
multi-threaded environments is to use atomic increment/decrement variables to keep’track of the
hvailable space in completion queues.

Returns

VIP_SUCCESS — A new Completion Queue was successfully created.
VIP_INVALID_PARAMETER — The NIC handle was invalid.

VIP_ERROR_RESOURCE — The Completion Queue could not be,created due to insufficient
resources.

3.6.2. VipDestroyCQ

Synopsis
VIP_ RETURN

VipDestroyCQ(

IN VIP_CQ_HANDLE CQHandle

)
Parameters
CQHandle : The handle-df\the Completion Queue to be destroyed.
Description

VipDestroyCQ destroys a specified Completion Queue. If any VI Work Queues are associated
vith the Completion Queue, the Completion Queue is not destroyed and an error is returned.

Returns

VIP_SUCECESS — The Completion Queue was successfully destroyed.
VIPINVALID_PARAMETER — The Completion Queue handle was invalid.
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Queues of one or more VI instances are still associated with it.
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3.6.3. VipResizeCQ

Synopsis
VIP_RETURN
VipResizeCQ(
IN VIP_CQ HANDLE CQHandle,
IN VIP_ULONG EntryCount
)
Parameters
CQHandle : The handle of the Completion Queue to be resized.

EntryCount:  The new number of completion entries that the Completion Queue musthold.

Description

VipResizeCQ modifies the size of a specified Completion Queue by specifying the new minimum
humber of completion entries that it must hold. This function is useful whenthe potential number
bf completion entries that could be placed on this queue changes dynamically.

Returns

VIP_SUCCESS — The Completion Queue was successfully resized.
VIP_INVALID_PARAMETER — The Completion Queue handle 'was invalid.

VIP_ ERROR_RESOURCE — The Completion Queue could not be resized because of insufficient
resources.

3.7. Querying Information

3.7.1. VipQueryNic

Synopsis
VIP_RETURN
VipQueryNic(
IN VIP_NIC_HANDLE NicHandle,
OUTS\'VIP_NIC_ATTRIBUTES *NicAttribs
)
Parameters

NicHandle : The handle of a VI NIC.
\ViCALEriBs : Returned to the caller, contains NIC-specific information.

escription

VipQueryNic returns information for a specific NIC instance. The information is returned in the
NicAttribs data structure.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER — The NIC handle was invalid.
VIP ERROR RESOURCE - The operation failed due to insufficient resources.
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3.7.2. VipSetViAttributes

Synopsis
VIP_RETURN
VipSetViAttributes(
IN VIP_VI_HANDLE ViHandle,
IN VIP_VI_ATTRIBUTES *ViAttribs
)
Parameters
ViHandle: The handle of a VI instance.
ViAttribs: The attributes to be set for the VI.
Description

VipSetViAttributes attempts to modify the attributes of a VI instance. If the VI Provider does not
upport the requested attributes, or if the VI is in a state that does not allow'thie attributes to be
| modified, then it returns an error.

Changing VI attributes is valid only when the VI is in the Idle state. Angfror is returned if
VipSetViAttributes is called while the VI is in any other state. Wheln ah error is returned, all of the
hitributes remain unchanged. For instance, if only one of manyréquested attributes is invalid or
hot supported, an error is returned and none of the new attribtites requested are updated.

Returns

VIP_SUCCESS — Operation completed successfully.
VIP_INVALID_PARAMETER - One of the input parameters was invalid.
VIP_INVALID_STATE — The VI is not in a stgte" where the attributes can be modified.

VIP_INVALID_ RELIABILITY_LEVEL — The requested reliability level attribute was invalid or not
supported.

VIP_INVALID_MTU — The maximum transfer size attribute was invalid or not supported.
VIP_INVALID_QOS - The quality of service attribute was invalid or not supported.
VIP_INVALID_PTAG — The protection tag attribute was invalid.

VIP_INVALID_RDMAREAD — The attributes requested support for RDMA Read, but the VI
| Provider does not support it.

‘ VIP_ ERROR _RESOURCE - The operation failed due to insufficient resources.

3.7.3. VipQueryVi

Synopsis
VP_RETURN
VipQueryVi(

IN VIP_VI_HANDLE ViHandle,
OUT VIP_VI_STATE *State,
OUT VIP_VI_ATTRIBUTES *ViAttribs,
ouT VIP_BOOLEAN *ViSendQEmpty,
OUT VIP_BOOLEAN *ViRecvQEmpty
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Parameters

ViHandle: The handle of a VI instance.

State: The current state of the VI.

ViAttribs: Returned to caller, contains VI-specific information.

ViSendQEmpty:If VIP_TRUE, the send queue is empty.
ViRecvQEmpty: If VIP_TRUE, the receive queue is empty.

pescription

VipQueryVireturns information for a specific VI instance. The VI Attributes data structure and-the
current VI State are returned.

Returns

VIP_SUCCESS — Operation completed successfully.
VIP_INVALID_PARAMETER - The VI handle was invalid.
VIP ERROR RESOURCE - The operation failed due to insufficient resgurces.

3.7.4. VipSetMemAttributes

Synopsis
VIP_RETURN
VipSetMemAttributes(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_PVOID Address,
IN VIP_MEM_HANDLE MemHandle,
IN VIP_MEM_ATTRIBUTES *MemAttribs
)
Parameters
NicHandle: The handle of the NIC where the memory region is registered.
A\ddress: The base address of the memory region.

MemHandle:  The handle of the memory region.
MemAttribs: The-memory attributes to set for this memory region.

Description

VipSetMemAttributes modifies the attributes of a registered memory region. If the VI Provider
joes not'support the requested attribute, it returns an error. Modifying the attributes of a memory
egion, while a data transfer operation is in progress that refers to that memory region, can result
n Undefined behavior, and should be avoided by the VI Consumer.

Viemam erroris rewarried, all ortrie ANTTOUES Termain aricriariged. For mstance It oriry orie or
many requested attributes is invalid or not supported, an error is returned and none of the new
attributes requested are updated.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER — The Memory Handle or Address was invalid.
VIP_INVALID_PTAG - The protection tag attribute was invalid.
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VIP_INVALID_RDMAREAD - The attributes requested support for RDMA Read, but the VI
Provider does not support it.

VIP ERROR RESOURCE - The operation failed due to insufficient resources.

3.7.5. VipQueryMem

Synopsis
VIP_RETURN
VipQueryMem(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_PVOID Address,
IN VIP_MEM_HANDLE MemHandle,
OUT VIP_MEM_ATTRIBUTES *MemAittribs
)
Parameters
NicHandle: The handle of the NIC where the memory region is registered.
A\ddress: The base address of the memory region.

MemHandle:  The handle of a memory region.
MemAittribs: The memory attributes of this memory region

Description
VipQueryMem returns the attributes of a registered memory region to the caller.
Returns

VIP_SUCCESS — Operation completed successfully.
VIP_INVALID_PARAMETER — The Memary Handle or Address was invalid.
VIP ERROR RESOURCE - The operation failed due to insufficient resources.

3.7.6. VipQuerySystemManagementinfo
Synopsis

VIP_RETURN

VipQuerySystemManagementinfo(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_ULONG InfoType,
IN OUT VIP_PVOID SysManlinfo

)

Parameters

NicHandle: The handle of a VI NIC.
InfoType: Specifies a particular piece of system management information.
SysManinfo: Pointer to a system management information structure.

Description

VipQuerySystemManagementinfo returns system management information about the specified
NIC. The InfoType parameter allows the caller to specify specific pieces of information. The
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types of information that can be retrieved are VI Provider specific. The content of the System
Management Information Structure is VI Provider specific.

The only defined InfoType is VIP_SMI_AUTODISCOVERY. This provides a mechanism for
applications to access auto-discovery information to get the network addresses of other nodes
that are attached to the SAN fabric.

The SysManlnfo structure is interpreted as both an IN and OUT parameter for the network
configuration request. The structure is as follows:

typedef struct {

VIP_ULONG NumberOfHops; /\

VIP_NET _ADDRESS **ADAddrArray; QQ

VIP_ULONG NumAdAddrs; r\q’

L VIP_ AUTODISCOVERY LIST; (b(b
L (O'

Structure Element Definitions Q)

NumberOfHops: Specifies the maximum “depth” of interest to the rf-ﬂ%e'}ter. Only network

addresses within the specified “depth” are returned\Depth is defined as
the number of links that are traversed by the discovery operation. A
depth of one is defined as the collection of /@.‘s that are directly
connected.

ADAddrArray: Pointer to an array of pointers to the | VIP_NET_ADDRESS
structures that will receive the disc ed addresses. It is up to the callen
of this routine to allocate the A drArray and initialize the pointers to
point to the appropriately siz IP_NET_ADDRESS structures.

The VIP_NET_ADDRESS structures must be large enough to hold an
address for the speciﬁeﬁQQlC (specified by the NicAddressLen field of
the NicAttributes structure). The HostAddress field must be long enough
to hold the host po&v of the address and HostAddressLen must specify
a length equal t@r greater than the number of bytes needed to specify
the HostAddg’%. The DiscriminatorLen field and the discriminator
portion of &e ostAddress field are ignored.

NumAdAddrs: Specifi sH’he number of elements in the ADAddrArray. If the number of
ad. es discovered is larger than the number requested, then an erron
isireturned and this field is updated to contain the number of entries

Qrequired to return the full list of node addresses.
Returns O

JlP_SUCCE@a Operation completed successfully.
VIP_INV. - PARAMETER — The NIC handle was invalid.

VIP R_RESOURCE - The number of entries specified to hold the auto-discovery
information is less than the number of addresses that were discovered

\Q/ within the specified NumberOfHops or the operation failed due to
insufficient resources.
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3.8. Error handling

3.8.1. VipErrorCallback

Synopsis
VIP_RETURN
VipErrorCallback(
N VIP_NIC_HANDIE NicHandle
IN VIP_PVOID Context,
IN void(*Handler)(
IN VIP_PVOID Context,
IN VIP_ERROR_DESCRIPTOR  *ErrorDesc
)
)
Parameters

NicHandle: Handle of the NIC

Context: Data to be passed through to the Handler as a paramgter. Not used by the VI
Provider.
Handler: Address of the user-defined function to be called-when an asynchronous error

occurs. This function is not guaranteed to runiin the context of the calling thread.
The error handler function is called with the following input parameters:

Context: Data passed through'frem the function call. Not used by the VI
Provider.
ErrorDesc: The error Descriptor.

Description

VipErrorCallback is used by the VI Consumer to register an error handling function with the VI
Provider. If the VI Consumer does not register an error handling function via this call, a default
brror handler will log the error. If an-error handling function has been specified via the
VipErrorCallback function, the default error handling function can be restored by calling
VipErrorCallback with a NULL-Handler parameter.

A\synchronous errors are those errors that cannot be reported back directly into a Descriptor. The
ollowing is a list of pessible asynchronous errors:

b Post DescriptorError — This error occurs under the following conditions:

e The.wbial address and memory handle of the Descriptor was not valid when the
DéscCriptor was posted.

o _<—hhe Next Address and/or Next Handle field was inadvertently modified after the
Descriptor was posted.

° The Dpcr‘ri‘nfnr address was not nlignpr/ on a Ad-hvte houndary

e Connection Lost — The connection on a VI was lost and the associated VI is in the error state.

e Receive Queue Empty — An incoming packet was dropped because the receive queue was
empty.

e VI Overrun — The VI Consumer attempted to post too many Descriptors to a Work Queue of a
VL.
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e RDMA Write Protection Error — A protection error was detected on an incoming RDMA Write
operation. If the RDMA write operation contained immediate data, this status would be
reported in the associated Descriptor, and not via the asynchronous error mechanism.

o RDMA Write Data Error — A data corruption error was detected on an incoming RDMA Write
operation. If the RDMA write operation contained immediate data, this status would be
reported in the associated Descriptor, and not via the asynchronous error mechanism.

o RDMA Write Packet Abort — Indicates a partial packet was detected on an incoming RDMA
Write operation. If the RDMA write operation contained immediate data, this status would be

to ol o o ratacl ot &l + H +la . . H
TCpPuUncu mruic aoovuLiatTu T OUTTPLUT, diTu TIUL VIA TNTC As yTILITUTTUuUS TITUT TITCUTTAIrnortt.

b RDMA Transport Error - A transport error was detected on an incoming RDMA operationthat
does not consume a Descriptor.

b RDMA Read Protection Error — A protection error was detected on an incoming RBMA Read
operation.

p  Completion Protection Error - When reporting completion, this could result frere’a user de-
registering a memory region containing a Descriptor after the Descriptor was read by the
hardware but before completion status was written.

This error can also result if a Completion Queue becomes inaccessjblé to the hardware. In
this case, an error will be generated for each VI that was associgtéd with the Completion
Queue. Note that the status (Done or Done with Errors) of thelDescriptors on work queues
associated with the Completion Queue may have already beeh written.

b Catastrophic Error - The hardware has failed or has detécted a fatal configuration problem.

Post Descriptor Error, VI Overrun, Completion ProtectiginError and Catastrophic Error are
Catastrophic hardware errors. For more information o hHow these are handled, see Section 6.3.1
Catastrophic Hardware Error Handling.

Returns

VIP_SUCCESS — Operation completed successfully.
VIP_INVALID_PARAMETER - One ormore of the input parameters were invalid.
VIP ERROR RESOURCE - The.@peration failed due to insufficient resources.

3.9. Name Service

This section describes\a set of routines to be used to resolve names and addresses for VIPL
hpplications. The description is intended to capture the semantics of how VIPL applications would
o simple name and address lookups It is not intended to specify how a name service is
mplemented, iNS intended that a variety of nameservices (such as file based (e.g. /etc/hosts)) or
hetwork baSéd (such as DNS, NIS, NDS, ActiveDirectory, etc) could be used to store the
nformationythat VIPL applications would request through this simple set of procedures.

39,1. VipNSInit

Synopsis
VIP_RETURN
VipNSInit(
IN VIP_NIC_HANDLE NicHandle,
IN  VIP_PVOID NSinitinfo
)

Page 47


https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

Intel VI Architecture Developer’'s Guide

Parameters

NicHandle: The VI NIC context in which to initialize the name service.

NSinitinfo: Initialization information for the name service. In the case of a file based name
service, this could be the name of the alternate file to use for name lookups. A
value of (VIP_PVOID)0 specifies default behavior.

Description

VipNSInit initializes the name service using the specified parameters. It is recommended that it b

bossible to successfully initialize the name service by specifying default behavior (e.g. set the /\
\Sinitinfo parameter to (VIP_PVOID) 0).

t is up to the provider of the name service routines to specify the format of the initializatio
barameter. It is recommended that file-based name service implementations use the f zation
barameter to specify an alternate database file. It is also recommended that other né??g service
mplementations use string-based initialization parameters. Q)

N

Returns
,\b‘

VIP_SUCCESS — Operation completed successfully. C)
VIP_INVALID _PARAMETER — The NSinitinfo parameter or NicH@ parameter was invalid.
VIP_ ERROR_NAMESERVICE — Name service for the speciﬁe@c context is already initialized.

VIP_ ERROR_RESOURCE - The operation failed due to ins ient resources or was unable to
initialize resources. Q

3.9.2. VipNSGetHostByNam e&\:\\

¥
VIP_RETURN Q
VipNSGetHostByName(
IN  VIP NIC HANDLE NicHandle,
IN  viP_CHARO *Name,

IN OUT VIP_ - ADDRESS *Address,
IN VIP NG Namelndex,
) .
Parameters O@

Synopsis

\icHandle: @ VI NIC context in which to resolve the name.

Name: Q_ The NULL terminated string that will be used to query the name service to find a
O matching address.

4ddr€$ The VIP_NET_ADDRESS structure that will receive the NIC address of the
Q/ specified host. The HostAddress field must be at least the size specified by the
\ NICAddress] en field in the \I NIC ATTRIBUTES stricture

Namelndex: The “index” of NIC address to return. If a node has multiple NICs on a particular
SAN, the client application can start at a Namelndex of 0 and increment the
index until an error is returned to fully enumerate all of the NIC addresses
associated with a particular nodename
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Description

VipNSGetHostByName maps string names to network addresses that are recognized by
VipConnectRequest and VipConnectPeerRequest for connect operations._The name matching is
case insensitive.

The name service is queried and returns an address in the context of the specified VI NIC. If this
operation completes successfully, a valid VIP_NET_ADDRESS structure is contained in the
network address structure specified by Address._The Address structure must be allocated by the
caller with the HostAddressLen field initialized.

The Namelndex is used to allow the name_service to associate multiple NIC addresses with the\
same name on a SAN (as specified by the NicHandle parameter). For example, if a node o Q
single SAN has two NICs to allow for twice the bandwidth and number of Vis than a singlq:&,
the first call to this routine (with a Namelndex value of 0) returns one NIC address and [ﬁ%a_’ econg
Call (with a Namelndex value of 1) returns the other NIC address. A call to this routi@it the
same name but with a Namelndex value of 2 or more returns a VIP_ERROR_NAMESERVICE.
Returns b"\%
VIP_SUCCESS — Operation completed successfully N

VIP_ ERROR_NAMESERVICE - The name specified was not four;;l&%pe name service, the
Namelndex for the given name is invalid or the n ervice was not initialized
for the specified NIC context. %\J

VIP_INVALID_PARAMETER — One of the parameters was i@d.
VIP_ ERROR_RESOURCE - The operation failed due %sufﬁcient_resources.

L

3.9.3. VipNSGetHostByAddr s\&
Synopsis
o NE
VIP_RETURN @
VipNSGetHostByAddr ( )
IN V/P_N/c_HAN&E NicHandle,
IN VIP_NET )@DRESS *Address,
ouT VIP_C *Name,
IN OUT \@ LONG *NamelLen

Parameters C)Q

\NlicHandle: /g.ﬁ\licHand/e for which the Address parameter is valid.

Address: Q_® The network address used to query the name service.

\Name: O A pointer to the array where the name_associated with the specified Address
returned by the name service will be stored. The array must be allocated by the

\Q/ caller of this routine.

NalrieLerl. THhe size of the INarme array. rrie cdalier oririe TOUTITIE SEIS IS pararrieter 1o irie
size of the array allocated._The array allocated must have enough storage to
include the NULL termination. It is updated by the routine to contain the actual
length of the host name string (does not include the NULL termination character).

Description

VipNSGetHostByAddr maps the Address to a host name by querying the name service in the
context of the specified NicHandle. The name associated with the Address is returned to the
caller in the Name parameter. If the size specified by NameLen is not sufficient to hold the entire
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name, a VIP_INVALID_PARAMETER is returned. VipNSGetHostByAddr returns the size of the
array required to hold the entire string in NamelLen so the caller can increase the size of the array
and call VipNSGetHostByName again with the larger array to retrieve the name.

Returns

VIP_SUCCESS - Operation completed successfully.

VIP_ERROR_NAMESERVICE - The address specified was not found by the name service or the
name service was not initialized for the specified NIC context.

VIP_INVALID _PARAMETER — One of the parameters was invalid. If the NameLen size set by }Qe
caller is too small to hold the entire name, the value returned in the NameLeIQ

field is the size of the array required to hold the name. Q
VIP ERROR RESOURCE - The operation failed due to insufficient resources. (b'\ :
o)
. s/
3.9.4.  VipNSShutdown \éo
Synopsis ,\b‘
VIP_RETURN Q/C)
VipNSShutdown( \\
IN VIP_NIC_HANDLE NicHandle O

) %
S
Parameters Q
\NicHandle: The VI NIC context to shutdown an Q@fy initialized name service.
Description g\\}\.\

VipNSShutdown is called to indicate to the @é service that no more name resolutions will be
required. It is expected that programs that.use the VI Provider name service will call this routine
for each VipNSinit call made previously(d r to normal shutdown.

A\
xO
VIP_SUCCESS — Operation, c@lﬂ‘pleted successfully.

VIP ERROR_NAMESERV/IGE - The name service was already shutdown or was not initialized

Returns

for the specified NIC context.
VIP_IN VALID_PA@ TER — An invalid NicHandle parameter was specified.

VIP ERROR _ &OURCE — An error occurred while shutting down the name service, possibly
Q~ ue to insufficient resources available to process the shutdown request.

D
&
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4.Data Structures and Values

4.1. Generic VIPL Types

The following are generic VIPL types that were defined for portability.

typedef void * VIP_PVOID;
fvpedef int VIP_BOOLEAN:
lypedef char VIP_CHAR;

lypedef unsigned char VIP_UCHAR;
lypedef unsigned short VIP_USHORT;
lypedef unsigned long VIP_ULONG;
lypedef unsigned __int64  VIP_UINT64;
typedef unsigned __int32  VIP_UINT32;
lypedef unsigned __intl6 VIP_UINT16;
lypedef unsigned __int8 VIP_UINTS;

\VIP_TRUE and VIP_FALSE have been defined to provide a common défipition for TRUE and
FALSE.

t‘define VIP_TRUE 1)

t‘define VIP_FALSE 0)

The following is an implementation convenience definingdhe memory alignment required by the
\VIC for descriptors, in bytes.

t‘define VIP_DESCRIPTOR_ALIGNMENT 64

1.2. Return Codes

he various functions described herein(eturn error or success codes of the type VIP_RETURN.
he possible values for VIP_RETURN:\follow:

p VIP_SUCCESS - The functjonrcompleted successfully.
p VIP_NOT_DONE - No-Descriptors are completed on the specified queue.
»  VIP_INVALID_PARAMETER - One or more input parameters were invalid.

b VIP_ERROR_RESOURCE — An error occurred due to insufficient resources or resource
conflict.

b VIP_TIMEQUT — The request timed out before it could successfully complete.
b VIP_REJECT — A connection request was rejected by the remote end.

b VIPLINVALID_RELIABILITY_LEVEL — The reliability level attribute for a VI was invalid or not
supported.

VIP_INVALCID_MTU = The maximum ransfer size auribute for a Viwas mvalid or not
supported.

e VIP_INVALID_QOS - The quality of service attribute for a VI was invalid or not supported.
e VIP_INVALID_PTAG - The protection tag attribute for a VI or a memory region was invalid.

e VIP_INVALID_RDMAREAD - A memory or VI attribute requested support for RDMA Read,
but the VI Provider does not support it.
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e VIP_DESCRIPTOR_ERROR - A completed Descriptor was returned with errors in the
completion status, or the VI work queue was empty.

e VIP_INVALID _STATE - The operation is not valid in the current VI state.

e VIP_ERROR_NAMESERVICE - An unexpected error occurred while initializing, shutting
down or resolving a name/address in the name service.

e VIP_NO_MATCH - The local and remote connection discriminators do not match.

e VIP NOT REACHABLE - A network partition was detected while attempting to establish a VI

o i
COrmTeCuorT.

he declaration for VIP_RETURN is as follows:

ypedef enum {
VIP_SUCCESS,
VIP_NOT_DONE,
VIP_INVALID_PARAMETER,
VIP_ERROR_RESOURCE,
VIP_TIMEOUT,
VIP_REJECT,
VIP_INVALID_RELIABILITY_LEVEL,
VIP_INVALID_MTU,
VIP_INVALID_QOS,
VIP_INVALID_PTAG,
VIP_INVALID_RDMAREAD,
VIP_DESCRIPTOR_ERROR,
VIP_INVALID_STATE,
VIP_ ERROR_NAMESERVICE,
VIP_NO_MATCH,
VIP NOT REACHABLE
VIP_RETURN

1.3. VI Descriptor

he VI Descriptor is the data structure that describes the system memory associated with a VI
Packet. For data to be transmitted, it describes a gather list of buffers that contain the data to be
ransmitted. For data that isito-be received, it describes a scatter list of buffers to place the
ncoming data. It also contains fields for control and status information, and has variants to
hccommodate send/receive operations as well as RDMA operations.

Descriptors are made ‘up of three types of segments; control, address and data segments. The
control segment (s the first segment for all Descriptors. An address segment follows the control
segment for Descriptors that describe RDMA operations. A variable number of data segments
come last that'describe the system buffer(s) on the local host.

typedettition {
VIP_ADDRESS SEGMENT  Remote;
VIP_DATA SEGMENT Local;

} VIP_DESCRIPTOR_SEGMENT

typedef struct _VIP_DESCRIPTOR {
VIP_CONTROL_SEGMENT CS;
VIP_DESCRIPTOR_SEGMENT DS[2];
} VIP_DESCRIPTOR
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} VIP_PVOID64

typedef struct {
VIP_PVOID64 Next;
VIP_MEM_HANDLE  NextHandle;
VIP_UINT16 SegCount;
VAP _UINT16 Pnnfrnl;
VIP_UINT32 Reserved;
VIP_UINT32 ImmediateData,;
VIP_UINT32 Length;
VIP_UINT32 Status;

VIP_CONTROL_SEGMENT

ypedef struct {
VIP_PVOID64 Data;
VIP_MEM_HANDLE Handle;
VIP_UINT32 Reserved;

VIP_ADDRESS_SEGMENT

ypedef struct {
VIP_PVOID64 Data;
VIP_MEM_HANDLE Handle;
VIP_UINT32 Length;

VIP_DATA_SEGMENT

#define  VIP_CONTROL_OP_SENDREGV
#define  VIP_CONTROL_OP_RDMAWRITE
#define  VIP_CONTROL_OP_RDMAREAD
#define  VIP_CONTROL_OP_RESERVED
#define  VIP_CONTROL_OP -MASK
#define  VIP_CONTROL_IMMEDIATE
#define  VIP_CONTROL ‘QFENCE

#define  VIP_CONTROI=RESERVED

#define  VIP_STATUS_DONE

#define  VIP<STATUS_FORMAT_ERROR

#define  YIP=STATUS_PROTECTION_ERROR
#define «\VIP_STATUS_LENGTH_ERROR

#define~ - VIP_STATUS_PARTIAL_ERROR

#defire™  VIP_STATUS_DESC_FLUSHED_ERROR
#define  VIP_STATUS_TRANSPORT_ERROR
#define  VIP_STATUS_RDMA_PROT_ERROR
#define  VIP_STATUS_REMOTE_DESC_ERROR

he possible values for the Control field of the ControllSegment are as follows:

0x0000
0x0001
0x0002
0x0003
0x0003
0x0004
0x0008
OXFFFO

he possible values for thé Status field of the Control Segment are as follows:

0x00000001
0x00000002
0x00000004
0x00000008
0x00000010
0x00000020
0x00000040
0x00000080
0x00000100

— pdefine —— VIP_STATUS_ERROR_MASK
#define VIP_STATUS_OP_SEND
#define VIP_STATUS_OP_RECEIVE
#define VIP_STATUS_OP_RDMA_WRITE
#define VIP_STATUS_OP_REMOTE_RDMA_WRITE
#define VIP_STATUS_OP_RDMA_READ
#define VIP_STATUS_OP_MASK
#define VIP_STATUS IMMEDIATE
#define VIP_STATUS RESERVED

OXO00001IFE
0x00000000
0x00010000
0x00020000
0x00030000
0x00040000
0x00070000
0x00080000
OXFFFOFEOO
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4.4. Error Descriptor

The error Descriptor is used by the error handling routine VipErrorCallback. It is used to
determine the layer of software or hardware that caused the failure, and all relevant information
that is available about the error.

An error Descriptor is passed to the user supplied error handler that was registered via
VipErrorCallback. The error Descriptor contains the following fields:

¢ NIC handle — Indicates the NIC, or VI Provider, that is reporting the error.

» VI handle — If non-NULL, refers to the VI instance related to the error.
b CQ handle - If non-NULL, refers to the Completion Queue related to the error.
b Descriptor pointer — If non-NULL, refers to the Descriptor related to the error.

b Operation code — Describes the operation being performed when the error was detected.
This code is the same as the ‘completed operation’ code that is described in the’ Descriptor
status field.

b Resource code — Allows the application to tell if the error was due to a NIC problem, VI
problem, queue problem or Descriptor problem.

b Error code — A numeric code that identifies the specific error.
he declaration of the error Descriptor is as follows:

typedef struct {
VIP_NIC_HANDLE NicHandle;
VIP_VI_HANDLE ViHandle;
VIP_CQ_HANDLE CQHandle;
VIP_DESCRIPTOR *DescriptorRtr;
VIP_ULONG OpCode;
VIP_RESOURCE_CODE ResourceCode;
VIP_ERROR_CODE ErrorCode;

} VIP_ERROR_DESCRIPTOR
Possible values for ResourceCode aré!

typedef enum _VIP_RESOURCE_CODE {
VIP_RESOURCE_NIC;
VIP_RESOURCE AW,
VIP_RESOURCE_€Q,
VIP_RESOUREE' DESCRIPTOR
VIP_RESOURCE"CODE

Possible values far ErrorCode follow, refer to the description of VipErrorCallback for a more
complete deseription:

typedefienum _VIP_ERROR_CODE {
VIP_ERROR_POST_DESC,
VIP_ERROR_CONN_LOST,
VIP_ERROR_RECVQ_EMPTY,

VIP_ERRUR_VI_OVERRUN,
VIP_ERROR_RDMAW_PROT,
VIP_ERROR_RDMAW_DATA,
VIP_ERROR_RDMAW_ABORT,
VIP_ERROR_RDMAR_PROT,
VIP_ERROR_COMP_PROT,
VIP_ERROR_RDMA_TRANSPORT,
VIP_ERROR_CATASTROPHIC

} VIP_ERROR_CODE
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4.5. NIC Attributes

The NIC attributes structure is returned from the VipQueryNic function. It contains information
related to an instance of a NIC within a VI Provider. All values that are returned in the NIC
Attributes structure are static values that are set by the VI Provider at the time that it is initialized.
It is not required that the VI Provider return dynamically updated values within this structure at
run-time.

e Name — The symbolic name of the NIC device.

AW
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p  ProviderVersion — The version of the VI Provider.

b NicAddressLen — The length, in bytes, of the local NIC address.

p  LocalNicAddress — Points to a constant array of bytes containing the NIC Address.
b ThreadSafe — Synchronization model (thread safe / not thread safe)

b MaxDiscriminatorLen — The maximum number of bytes that the VI Providerallows for a
connection discriminator. VI Providers are required to handle discriminators of at least 16
bytes in length. The value returned in this field must be at least 16 hytes.

b MaxRegisterBytes — Maximum number of bytes that can be registered
b MaxRegisterRegions — Maximum number of memory regions-that can be registered.

b MaxRegisterBlockBytes — Largest contiguous block of memory that can be registered, in
bytes.

b MaxVI — Maximum number of VI instances supported’ by this VI NIC.

p MaxDescriptorsPerQueue — Maximum Descriptors per VI Work Queue supported by this VI
Provider.

b MaxSegmentsPerDesc — Maximum datalsegments per Descriptor that this VI Provider
supports. The address segment is included in this count.

b MaxCQ — Maximum number of Campletion Queues supported.

b MaxCQEntries — The maximumnumber of Completion Queue entries that this VI NIC will
support per Completion Queue.

b MaxTransferSize — The maximum transfer size, specified in bytes, supported by this VI NIC.
The maximum transfer Size is the amount of data that can be described by a single VI
Descriptor.

p NativeMTU +The native MTU size, specified in bytes, of the underlying network. For frame-
based networks, this could reflect its native frame size. For cell-based networks, it could
reflect thesMTU of the appropriate abstraction layer that it supports.

b MaxRTags — The maximum number of Protection Tags that is supported by this VI NIC. Itis
required that all VI Providers can support at least one Protection Tag for each VI supported.

p (ReliabilityLevelSupport - Indicates the reliability levels that are supported by this VI NIC. |

o RDMAReadSupport - Indicates which reliability levels support RDMA Read operations. Zero
or more bits may be set.
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The declaration of the NIC attributes structure is as follows:

typedef struct {
VIP_CHAR Name [64];
VIP_ULONG HardwareVersion;
VIP_ULONG ProviderVersion;
VIP_UINT16 NicAddressLen;
const VIP_UINTS8 *LocalNicAddress;
VIP_BOOLEAN ThreadSafe;
VIP_ULONG MaxRegisterBytes;
VIP_ULONG MaxRegisterRegions;
VIP_ULONG MaxRegisterBlockBytes;
VIP_ULONG MaxVl,
VIP_ULONG MaxDescriptorsPerQueue;
VIP_ULONG MaxSegmentsPerDesc;
VIP_ULONG MaxCQ;
VIP_ULONG MaxCQEntries;
VIP_ULONG MaxTransferSize;
VIP_ULONG NativeMTU;
VIP_ULONG MaxPtags;

VIP_RELIABILITY_LEVEL ReliabilityLevelSupport;

VIP RELIABILITY LEVEL RDMAReadSupport;

VIP_NIC_ATTRIBUTES

1.6. VI Attributes

he VI attributes contain VI specific information.¢ The VI attributes are set when the VI is created
Dy VipCreateVi, can be modified by VipSetViAttributes, and can be discovered by VipQueryVi.
he VI attributes structure contains:

ReliabilityLevel — Reliability level of the'VI (unreliable service, reliable delivery, reliable
reception). As an attribute of a VINtis the requested class of service for the requested
connection.

MaxTransferSize —_The requested maximum transfer size for this connection. The Transfer
Size specifies the amount.ef payload data that can be transferred in a single VI packet.

QoS — The requested quality of service for the connection
Ptag — The protection tag to be associated with the VI.

EnableRdmaWrite — If VIP_TRUE, accept RDMA Write operations on this VI from the remote
end of a eohnection.

EnableRdmaRead — If VIP_TRUE, accept RDMA Read operations on this VI from the remote
end-ef-a connection.

he declaration of the VIP_VI_ATTRIBUTES is as follows:

vaadaf ctect L

typPCoOtT—StoctY

VIP_RELIABLITY_LEVEL ReliabilityLevel;

VIP_ULONG MaxTransferSize;
VIP_QOS QosS;
VIP_PROTECTION_HANDLE Ptag;
VIP_BOOLEAN EnableRdmaWrite;
VIP_BOOLEAN EnableRdmaRead;

} VIP_VI_ATTRIBUTES

typedef VIP_USHORT VIP RELIABILITY LEVEL;
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The possible values for VIP_RELIABILITY_LEVEL are:

#define VIP _SERVICE UNRELIABLE 0x01
#define VIP SERVICE RELIABLE DELIVERY 0x02
#define VIP SERVICE RELIABLE RECEPTION 0x04

The VIP_QOS s currently undefined, butis declared as:
typedef VIP_PVOID VIP_QOS; [* details are not defined */

Note: The only VI attributes that are checked when establishing a connection are ReliabilityLevel,
ViaxTransiersize and QoS._ITe details for JoS have not been defined in the 1.0 VI Architecture
Bpecification.

1.7. Memory Attributes

The memory attributes structure contains the attributes of registered memory regions. The
httributes of a registered memory region are set by VipRegisterMem, can be meodified by
VipSetMemAttributes, and can be discovered by VipQueryMem. The memory attributes structure
Contains:

p Ptag — The protection tag to be associated with a registered memoty region.

b EnableRdmaWrite — If VIP_TRUE, allow RDMA Write operations into this registered memory
region.

b EnableRdmaRead - If VIP_TRUE, allow RDMA Read operations from this registered
memory region.

typedef struct {
VIP_PROTECTION_HANDLE Ptag;
VIP_BOOLEAN EnableRdmaWrite;
VIP_BOOLEAN EnableRdmaRead;

} VIP_MEM_ATTRIBUTES

1.8. VI Endpoint State

The VI State (Idle, Pending"Connect, Connected, and Error). The VI State is returned from
the query VI function. Fhetype for VI endpoint state is VIP_VI_STATE, the possible values
are:

typedef enum {
VIP_STATEIDLE,
VIP_STATE_CONNECTED,
VIP_STATE_CONNECT_PENDING,
VIP{STATE_ERROR

} VIPLVI_STATE
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4.9. VI Network Address

A VI Network Address holds the network specific address for a VI endpoint. Each VI Provider may
have a unique network address format. Itis composed of two elements, a host address and an
endpoint discriminator. These elements are qualified with a byte length in order to maintain
network independence.

typedef struct {
VIP_UINT16 HostAddressLen;
VIP_UINT16  DiscriminatorLen;
VIP_UINT8 HostAddress[1];
} VIP_NET_ADDRESS

Fhe HostAddress array contains the host address, followed by the endpoint discriminator,
‘ Figure 3 depicts how a network address is laid out in memory.

HostAddress
HostAddressLen DiscriminatorLen
( Host Address Portion j ( DiscriminatarPortion J
Number of bytes in the | Number of bytes in the | _ Constant Width >< Variable Width
host address Discriminator NicAddressLen Bytes 0 to MaxDiscriminatorLen bytes

B e Gt

Figure 3: VIP_NEFRADDRESS memory layout
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5. Descriptors

5.1. Descriptor Format Overview

This section describes the format for Descriptors. The NIC hardware is aware of this format, and
cooperates with software in managing it. The format of a Descriptor is independent of physical
media type.

Wncr\rlntnrc are-inlittle-endian h\/fn order An\/ mediaor architecture that cannot cnnnnrt this h\rf

brder WI|| require software or hardware translatlon of Descriptors and data. Note that /ength f/e/ds
hre specified in number of bytes, unless explicitly stated otherwise.

Descriptors are composed of segments. There are three types of segments: control, address and
lata. All segments of a single Descriptor must be in the order described below. Descfiptors
hlways begin with a Control Segment. The Control Segment contains control and,status
nformation, as well as reserved fields that are used for queuing.

A\n Address Segment follows the Control Segment for RDMA operations. This. segment contains
emote buffer address information for RDMA Read and RDMA Write operations.

Fhe Data Segment contains information about the local buffers of a send;teceive, RDMA Write,
br RDMA Read operation. A Descriptor may contain multiple Data_ Segments.

he format of a send or receive Descriptor is shown in Figure 4.CFfe format of an RDMA
Descriptor is shown in Figure 5.

15:14 13:12 11:8 7.0 byte offset
seg . .
control count | memory handle | next descriptor virtual address
Control
. . Segment
status total length immediate data reserved
_ Data
seg length memory handle buffer virtual address Segment

Figure 4: Send and Receive Descriptor Format

15:14 13:12 11:8 7:0 byte offset
seg _ .
control count |memory handle | next descriptor virtual address
Control
. . Segment
status total length  |[immediate data reserved
Address
remote .
reserved remote buffer virtual address
memory handle Segment
_ Data
seg length memory handle buffer virtual address Segment

Figure 5: RDMA Descriptor Format

Page 59


https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

Intel VI Architecture Developer’'s Guide

5.2. Descriptor Control Segment

The fields of a Control Segment are described below. All Reserved fields must be zero or a
format error will occur.

Next Descriptor Virtual Address (control segment bytes 7:0):

This field links a series of Descriptors to form the send and receive queues for a VI. The
| value is the virtual address of the next Descriptor on a queue. A VI User Agent may fill in
this field in the Descriptor that is currently the tail of a queue to add a new Descriptor to

| the gueys- Thao \/l Applinafinn shoild not avpor-f this fiald to ba ratirnad intact HBon

| completion of a VI operation.

Next Descriptor Memory Handle (control segment bytes 11:8)

This field is the matching memory handle for the Next Descriptor Virtual Address. A VI
User Agentfills in this field when it fills in the Next Descriptor Virtual Address)field.

Descriptor Segment Count (control segment bytes 13:12)

This field contains the number of segments following the Control Segment, including the
| Address Segment, if present. A VI Application sets this field when fermatting the
Descriptor.

Control Field (control segment bytes 15:14)

This field contains control bits or information pertaining to-the entire Descriptor. The VI
| Application sets the bits in this field when formatting the\Descriptor. These bits indicate
specific actions to be taken by the VI when processing'the Descriptor.

This Control Field contains sub-fields, as follows:
Control field bits 1:0: Operation Type
Defines the operation for this Deseriptor. Acceptable values are:

00: Indicates that this is a Send operation if this Descriptor is posted on the send
queue. Indicates that this is a Receive operation if this Descriptor is posted
on the receive queuye:

01: Indicates that thisis a RDMA Write Descriptor if posted on the send queue.
This value is*invalid if this Descriptor is posted on the receive queue, and will
result in a-farmat error.

10: Indicates'that this is a RDMA Read Descriptor if posted on the send queue.
This' value is only valid if the underlying VI Provider supports RDMA Read
operations. This value is invalid if this Descriptor posted on the receive
queue, and will result in a format error.

17T: This value is undefined and will result in a format error.
Cantrol field bit 2: Immediate Data Indication

If this bit is set, it indicates that there is valid data in the Immediate Data field of
this Descriptor.

If this is a Send Descriptor, it indicates that the data in the Immediate Data field ig
to be transferred to the corresponding Receive Descriptor on the remote end of
the connection.

If this is an RDMA Write Descriptor, it indicates that the data in the Immediate
Data field is to be transferred to the corresponding Receive Descriptor on the
remote end of the connection. Normally RDMA Writes do not consume
Descriptors on the remote node, but Immediate Data will cause this to happen.
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This bit is ignored for RDMA Read operations. Immediate Data is not transferred
with RDMA Read operations. This will not result in a format error. The
Immediate Data is simply ignored.

If this is a pending Receive Descriptor, this bit is ignored. A format error will not
be generated if this bit is set.

Control field bit 3: Queue Fence

The Queue Fence bit, when set, inhibits processing of the Descriptor until all
previous RDMA Read operations on the same queue are complete.

If this is a pending Receive Descriptor, this bit is ignored. A format error will not
be generated if this bit is set.

Control field bits 15:4: Reserved

These bits are reserved for future use. They must be set to zero byrthe' VI
Application or a format error will occur.

Reserved (control segment bytes 19:16):

This field is a reserved field. It must be set to zero by the VI Application or a format error
will result.

mmediate Data (control segment bytes 23:20):

This field allows 32 bits of data to be transferred from thé-Descriptor of a Send or RDMA
Write operation to a corresponding Descriptor in the connected VI's Receive Queue.
Immediate Data is used in conjunction with the Immédiate Data Indication bit of the
Control Field in the Control Descriptor.

This field is optionally set by the VI Application in the case of Send and RDMA Write
operation and is returned to the VI Application in the case of Receives. The Immediate
Data field is ignored for RDMA Read opérations.

| ength Field (control segment bytes 27:24)

This field contains the total lengthiof the data described by the Descriptor. The VI
Application sets this field whenférmatting the Descriptor. For send Descriptors and
RDMA Read requests, thisfield must specify the sum of the Local Buffer Length fields of
all Data Segments for the‘packet. For outstanding receive Descriptors, this field is
undefined. The VI NI€ Wwill use the length parameters in the individual Data Segments
when determiningreception length.

Upon completion of data transfer, this field is set by the VI NIC to reflect the total number
of bytes transferred from, in the case of a Send or RDMA Write, or to, in the case of
Receive o RDMA Read, the Data Segment buffers. If the Descriptor completed with an
error, the~kength field is undefined.

Note-that the 1.0 VI Architecture Specification is internally inconsistent. Section 6.4.1
Completing Descriptors by the VI Provider, states: “If a data transfer incurs a data
everrun error, the Receive Descriptor’s total length is set to zero, the data is undefined
and may result in the VI transitioning to the Error state as per the discussions in Sections
2.5 and 5.” This is inconsistent with the statement in the above paragraph: “If the
Descriptor completed with an error, the Length field is undefined.” For portability, the
recommendation is to assume the Length field is undefined in the case of a data overrun.
In order to conform to the specification, the VI Provider must set the length field to zero in
the case of a data overrun error.

The length field does not include the length of the immediate data field.

When a receive Descriptor is completed for an RDMA Write with immediate data, the
length field contains the number of bytes transferred.
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Status (control segment bytes 31:28):

This field contains status information that is written by a VI NIC in order to complete a
Descriptor. A VI User Agent polls for completion of a Descriptor by reading this field in the
Work Queue completion model. In general, the format of the status field is that bits 0:15
allow the VI User Agent to easily check for successful completion or for completion in
error. Bits 16:31 contain flags to provide additional information to the VI User Agent. The

VI User Agent must set this field to zero before posting a Descriptor to the VI NIC.

The format for the Status Field is shown in Figure 6.

op
reserved flags code error flags

21 23 18 16 7

Figure 6: Status Field Format

The individual bits of the Status Field are defined as follows:
Status Field, bit 0: Done

E

bt

Status Field, bit 1: Local Format Error

Status Field, bit 2: Local Protection Error

This bit is set to 1 by a VI Provider to indicate that Descriptor execution has
completed. Zeroes in bits 1 through 15 of the stafus field indicate successful
completion. A 1 in any of the bits 1 through 15.0f this field indicates that an error
was detected during Descriptor execution,

This bit in the Descriptor is set according/to the level of reliability of the
Connection.

This_bit is set if the locally pested Descriptor has a format error. This includes
errors such as invalid operation codes and reserved fields set by the software. It
does not include errorsceovered by other error bits.

This bit is valid on all"Descriptor and Connection types.

This bit is setif'the locally posted Descriptor’s data segment address and
memory handle pair does not point to a protection table entry that is valid for the
requested operation. This may indicate a bad memory handle, a bad virtual
address, mismatched protection tags, insufficient rights for the requested
gperation, or one or more of the specified data segments is not accessible due tg
a protection violation.

This bit is also set in the Descriptor posted to the receive queue corresponding td
an RDMA Write operation with Immediate data when a protection error occurs at
the target of the RDMA Write.

This bit is valid on all Descriptor and Connection types.
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Descriptors posted on the Send Queue:

e The total length field in the control segment exceeds the maximum transfer
Size setting of this VI.

e The total length field in the control segment does not match the sum of the
locally posted Descriptor’'s Data Segment lengths.

Descriptors posted on the Receive Queue:

e The sum of the locally posted Descriptor’s Data Segment lengths was too

small to racaiva tha incomina nackat
S+ ' g-p& 4

e The length of the incoming send exceeds the maximum transfer size setting
of this VI.

This bit is valid on all Descriptor and Connection types.
Status Field, bit 4: Partial Packet Error

This bit will be set on a Descriptor posted to the send queue if ametror was
detected after a partial packet was put on the fabric. This bitwill be set in
conjunction with another bit that indicates the error causing'the abort.

For Descriptors posted to the receive queue, this bit indieates and aborted or
truncated packet was received.

This bit is valid on all Descriptor and Connection-types.
Status Field, bit 5: Descriptor Flushed

This bit indicates that the Descriptor wasflushed from the queue when the VI
was disconnected. The VI may have-been disconnected either explicitly or due
to an error.

This bit is valid on all Descriptorand Connection types.
Status Field, bit 6: Transport Error

This bit is used to indicate-that there was an unrecoverable data error, data could
not be transferred, datatwas transferred but corrupted, the corresponding
endpoint was not responding or VI NIC link problem. For reliable delivery and
reliable reception\nodes, a set bit indicates the VI has transitioned to Error State
On Unreliable-connections, this bit is only valid on Receive Descriptors. For
reliable delivery connections, this bit is only valid on receive and RDMA read
Descriptors? On reliable reception connections, this bit is valid on all types of
Descriptors.

Status Field, bit 7: RDMA Protection Error

This bit is set if the source of the RDMA Read, or destination of an RDMA Write,
had a protection error detected at the remote node._Possible causes include a
bad memory handle, a bad virtual address, mismatched protection tags, or
insufficient rights for the requested operation.

This bit is not valid for Descriptors on Unreliable Connections. For Reliable
Dpli\/pry Caonnections _this bit is set nnly an RDMA Read qur‘riptnrc On

Reliable Reception Connections, this bit is set either on RDMA Read or RDMA
Write Descriptors. This bit is not set on other Descriptor types.

Status Field, bit 8: Remote Descriptor Error

This bit is set if there was a length, format, or protection error in a Descriptor
posted at the remote node. It is also set if there was no receive Descriptor
posted for the incoming packet.
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For Unreliable and Reliable Delivery Connections, this bit is not valid for any
Descriptor posted. For Reliable Reception Connections, this bit is only set on
Send Descriptors and RDMA Write Descriptors with Immediate Data.

Status Field, bits 15:9: Reserved Error Bits

These bits are reserved for future use and must be set to zero by VI Providers
complying with this version of the specification.

Status Field, bits 18:16: Completed Operation Code

This field describes the type of operation comy

codes within this field are arranged such that the least significant bit (LSB)
denotes the queue on which this operation completed. An LSB of zero denetes
that the operation completed on the Send Queue, while an LSB of 1 denotes-that
the operation completed on the Receive Queue. The possible (binary) Values
are:

000b: Send operation completed.
001b: Receive operation completed.
010b: RDMA Write operation completed.

011b: Remote RDMA Write operation compléeted. This value indicates
that an RDMA Write operation that was initiated on the remote end of the
connection completed and consumed this Descriptor (implying that
immediate data is available in the Immediate Data field).

100b: RDMA Read operation completed (if supported, otherwise
undefined).

101b through 111b: are undefined.
Status Field, bit 19: Immediate Flag

This bit is set when the Immedtiate Data field is valid for a Descriptor on the
Receive queue. The Immediate Flag is set at the completion of a Receive
operation, or at the target'side of a RDMA Write operation when a Receive
Descriptor is consumgéd.

Status Field, bit 31:20 Réserved Flag Bits

These bits aré_reserved for future use and must be set to zero by VI Providers
complying with this version of the specification.

6.3. Descriptor Address Segment

Fhe second Ségment in a Descriptor is the Address Segment. This segment is only included in
RDMA operations. It is not included in normal Send operation nor in Receive Descriptors of any
ype, since'all RDMA requests are posted to the Send queue.

he purpose of this segment is to identify to the VI NIC the virtual address on the remote node
where-the RDMA Data is to be read from or written to. The virtual address must reside in a
Memary Region registered by the process associated with the remate VI_The remate virtual
address and corresponding memory handle must be known to the local process before an RDMA
request is initiated.
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Remote Buffer Virtual Address (address segment bytes 7:0):

For an RDMA Write operation, this value specifies the virtual address of the destination
buffer at the remote end of the connection. For RDMA Read operation, it specifies the
source buffer at the remote end of the connection.

Remote Buffer Memory Handle (address segment bytes 11:8):

This field contains the memory handle that corresponds to the Remote Buffer Virtual
Address.

Reserved (address seqment bytes 15:12):

This field is reserved, and must be set to zero by the VI Consumer or the Descriptor will
be completed in error due to a format error.

6.4. Descriptor Data Segment

Vero or more Data Segments can exist within a Descriptor.

Every VI NIC has a limit on the number of Data Segments that a Descriptor, miay contain. All VI
NICs must be able to handle at least 252 Data Segments in a single Descriptor. Each VI Provide
should supply a mechanism by which a VI Application can determine the-maximum number of
Data Segments supported by the Provider.

Fhe minimum number of Data Segments that can be included in“a,Descriptor is zero. Itis
bossible to send only Immediate Data in a Descriptor, although ‘eVen that need not be sent.

he total sum of the buffer lengths described by the Data/Segments in a Descriptor cannot
pxceed the maximum transfer size of the VI or a lengthzerror will result. |

| ocal Buffer Virtual Address (data segment bytes 7:0):

This field contains the virtual address of‘the data buffer described by the segment. This
field must be filled in by the VI Application.

| ocal Buffer Memory Handle (data segment bytes 11:8):

This field contains the corresponding Memory Handle for the Local Buffer Virtual
Address.

L ocal Buffer Length (data segment bytes 15:12):

This field contains the:length of the Local Buffer pointed to by the Local Buffer Virtual
Address field. Zero.s a valid value for this field.

5.5. Desctiptor Handoff and Ownership

This section describes the handoff of the descriptor between the VI Application, the VI Library
VIPL) and<the' VI NIC from the point of view of the VI Application. The figures contained in this
section show the descriptor at each stage of the handoff. The sections that are shaded are filled
n bythe turrent owner of the Descriptor.

VA Application

The Descriptor fields that the VI Application must fill in (the Immediate Data field is optional
depending upon whether Immediate Data is to be sent with a send or RDMA write operation) are
shaded in gray in Figure 7. On a send or RDMA write operation, the Application generates the |
data in the data buffers. The descriptor is passed to VIPL when the application calls VipPostSend
or VipPostRecv.
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Buffer(s)
- Segment| Next Memory . .
55 Control ol Handle Next Descriptor Virtual Address
€ £
3%
S Status Total Length Immediate Data Reserved
J .
[ ) Data Buff ]
—_ ata Buffer -
% Segment Length Memory Handle Data Buffer Virtual Address )
o]
g2
e f'f A
o} Data Buffer - 7
] Segment Length Memory Handle Data Buffer Virtual Address \
ON
\
‘ Figure 7: Descriptor fields updated by VI Application
\VIPL

VIPL is responsible for setting the Status field to zero, enqueuing the Descrjptor and writing the
Doorbell token. The Descriptor fields that VIPL is responsible for updating are shown in gray in

| FEigure 8. The VI NIC takes ownership of the Descriptor when the Doarbelltoken is posted to the
Doorbell register on the VI NIC.

N Data
N Buffer(s)

- Segment| Next Memory . ’ \
55 Control Count Handle Next Descriptor Vlnuazdz@s
€ £
S8
©a Status Total Length Immediate Data Reserved

— Data Buffer ]

z Segment Length Memory Handle Data Buffer Virtual Address ]
25
lal =

4 Data Buffer :

] Segment Length Data Buffer Virtual Address

Memory Handle
(.
Figyre-8: Descriptor fields updated by VIPL

VI NIC

The VI NIC “processest‘the descriptor. The VI NIC writes the Immediate Data, Length and Status
fields. When the MNNIC writes the Done bit, the Descriptor is handed off to VIPL.

Data buffers that are associated with Descriptors posted on a receive queue may have their
Contents mogffied by the VI NIC at any time while the VI NIC owns those Descriptors. The
bpplicationcan make no assumptions about the contents of data buffers that are associated with
Descriptors that were completed in error or the contents of the unused portion of data buffers
WwheR. the Descriptor completes successfully.

he’Immediate Data field is only valid when the Immediate Flag is set in the statiis field and the

Descriptor completes without error.
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— Control Segment| - Next Memory Next Descriptor Virtual Address
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}_,T": Segment Length Memory Handle Data Buffer Virtual Address )
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©
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»n Segment Length Memory Handle Data Buffer Virtual Address QQ
P

Figure 9: Descriptor fields updated by VI NIC on completion

\VIPL

|When the VI Application calls VipSendDone or VipRecvDone, VIPL checksh\t{ieé Done bit,
Hequeues the Descriptor and returns the updated Descriptor to the VI Application as shown in
Figure 10. The VI application cannot use or make assumptions aboutthie contents of the Next
Handle and Virtual Address fields. (Note that for these discussiongthe Wait and Notify calls have
the same effect as the Done calls).

-
= Buffer(s)
- Segment|  Next Memory . .
55 Control Count Handle Next Descriptor Vn‘@ddress
2E <
32
Oa Status Total Length Immediate Data Reserved
— Data Buffer . .
) Segment Length Memory Handle Data Buffer Virtual Address i
2% -
8g .
) Segment Length Data Buffer Data Buffer Virtual Address
Memory Handle .
)
Figure 1@:Rescriptor fields updated by VIPL on completion
VI Application

The VI Applicationtakes ownership of the Descriptor when the Descriptor pointer is returned by
VinSendDone oAVjpRecvDone.
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6. VI Provider Notes

This section contains clarifications and recommendations for VI Providers.

6.1. Completion Queue Ordering

To preserve the Completion Queue semantics, the Completion Queue entries must be written in
the same order as the Descrlptor entr/es on the VI Work queues. For examp/e an RDMA Read

Read is ahead of the Send (or RDMA Write) Descr/ptor in the VI work queue. In th/s case, th%
Completion Queue entry for the Send (or RDMA Write) operation must not appear on the
Completion Queue before the entry for the completed RDMA Read. .

.2. Disconnect Notification &

n Section 4.2, the VI Architecture Specification states the following: “ A VI Pkgvider may issue an
hsynchronous notification to the VI Consumer of a VI that has been discon ed by the remote
bnd, but this feature is not a requirement. A VI Provider is required to t that a VI is no longe
Connected and notify the VI Consumer. Minimally, the consumer mu&&ﬁ notified upon the first
Hata transfer operation that follows the disconnect.” \

n some cases, it is not possible to notify the consumer that th ote side has disconnected
Without an asynchronous error. For this reason, it is recomm e}ed that the VI Provider issue a
Connection Lost error at both ends of the connection wh connection is dropped as a result
bf an error. It is also recommended that a Connection ? error be issued when the
Corresponding endpoint requests the connection be en.

Duestions have been raised about the proper be@or if a VI that has been disconnected is
hssociated with a Completion Queue. Section 4.2 of the VI Architecture Specification states: "A
Disconnect request will result in the complelion™of all outstanding Descriptors on that VI endpoint.
The Descriptors are completed with the appropriate error bit set”. Section 6.4.1 of the VI
Specification reads: "If a Completion Q@E has been registered for the queue that this
Descriptor is on, the VI NIC will placegn entry on the Completion Queue that indicates the
rompleted Descriptor's VI and quede”. The only time that completed Descriptors would not
appear in the Completion Oue&.@' when a catastrophic error occurred such that the hardware
could no longer update the,Qén‘:p/etion Queue.

6.3. Error H@d’d/inq

For a detailed ta@ depicting the details of error handling for each reliability level, please see the
Error Supp/e%&nt that accompanies this Developer's Guide.

5. 3. JAO Catastrophic Hardware Errors

%@’Amh/tecture Specification does not specify how catastrophic hardware errors are handled.
Sstrophic hardware errors are asynchronous errors that render the Work Queues and/or
Completion Queues inoperable by the hardware. That is, the hardware is unable to read
Descriptors, write status to Descriptors and/or write Completion Queue entries. The
recommendation for handling catastrophic hardware errors is for the VI Provider software (VI
Kernel Agent or VIPL) to clean up the VI Work Queues and transition the VI to the Error state for
all reliability levels. The catastrophic asynchronous errors are Post Descriptor Error (due to all
causes), VI Overrun Error and Catastrophic Error.
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6.3.2. Completion Queue Overrun

For those hardware implementations where a Completion Queue overrun could result in data
corruption, it is recommended that the VI Provider generate a VIP_ERROR_CATASTROPHIC
asynchronous error and disconnect the Vis.

6.3.3. Connection Lost on an Unreliable Delivery VI

When a connection is lost on an Unrellable De//very VI for any reason other than a call to

V/pD/sconnect is ca//ed the /oca/ endpomt breaks the connect/on and tranSIt/ons the Vi to the fﬁl(

State. QQ

NV
6.4. Thread Safety (b‘b

The threads created within VIP to service Notify requests will need to synchroni e use of data
structures between the Notify service threads entering VipSendNotify, VipRec ify and
VipCQNotify. Even a non-thread-safe VIPL must ensure exclusive access g?sese data

Structures by implementing explicit mutual exclusion algorithms, since t r application has nd

control over the operation of the Notify service threads. Q/

o
6.5. VI Device Name O
[Jse of a common VI NIC device allows VI applications to us@the same DeviceName parameter
for VipOpenNic()across multiple NIC implementations. § recommended VI NIC device naming
Convention is the ASCII NULL terminated string, VIN, he ASCII representation for a number
can be appended to VINIC to allow multiple NICs the same vendor to be installed in the
system. For example, if two VI NICs are installeg gy e system, the first NIC is assigned the

Hevice name VINIC (VINIC is equivalent to VI ) and the second is named VINIC1. This is not
ntended to solve the problem where a use Yz'(‘ants to install and run multiple VI NICs from
Hifferent vendors at the same time. @

N
b.6. Implications ofdPosting a Send Descriptor

Section 6.2 of the VI Arch/tect\a Specification reads: "Once a Descriptor has been prepared, the)
\/| Consumer submits it to(th} VI NIC for processing by posting it to the appropriate VI Work
Dueue and ringing the aueue 's Doorbell." Section 6.3 reads: "Once a Descriptor has been posteq
o a queue, the VI NIE.\ban begin processing it. Data is transferred between two connected Vis
Wwhen a VI NIC prg@§es a Descriptor or as the data arrives on the network."

brocesses criptor and Descriptor processing can begin as soon as it has been posted on a
ueue. a2 her VIPL call is needed to initiate the data transfer.

The abt&%qraphs indicate that on a send, data is transferred when the VI NIC

6@9 Connection Management Clarification

This section contains details reqgarding comparison and exchange of net addresses during the
connection negotiation process. The five diagrams and explanations that follow detail the portions
of the addresses (both local and remote) and the VI attributes (both local and remote) that are
compared and exchanged as part of the connection management process.
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The five diagrams are:

1. Local and remote address comparison and data exchange for peer-to-peer connections
(VipConnectPeerRequest)

2. Local and remote address comparison and exchange for client/server connections
(VinConnectWait and VipConnectRequest)

Local and remote VI attributes comparison and exchange for all connection types

4. Combined address and VI attribute comparison and data exchange diagram for peer-to-peer
connections

b. Combined address and VI attribute comparison and data exchange diagram for client/sewer.
connections

Nddress Comparison and Data Exchange for Peer-to-peer Connections

As shown in Figure 11, the address parameters are not exchanged for peer-to-peer’connections.
Since the peer-to-peer connection model is rendezvous based, the comparison ‘@b the host
bortions of the local and remote addresses and the discriminators in the remboie addresses occurs
hfter both peers have issued their connect requests. It is not specified wheréethis comparison
bccurs. That is, the comparison can occur on either of the two peers ipvelved or on another node
that provides connection services.

Peer 1 Peer 2
Host Portion must match Haost Portion must match
Peer 1 NIC address Peer 2 NIC Address
LocalAddr (L@\ { LocalAddr (LA
Local Address Local Address
(Host Portion) (Host Portion)

Local Address Local Address
(Discriminator Portion) (Discriminator Portion)

Naming Use Naming Use
Only Only

Peer2.RA.Host == _
Peerl.LA.Host Peerl.RA.Host ==

Peer2.LA.Host
Remote Addr (RA) } | 4 Remote Afldr (RA)
I\
Remote Address [ | Remote Address
(Host Portion) (H) (Host Portion)
Remote Address [ Peerl.RA.Discrim == Peer2.RA.Discrim »{  Remote Address
(Discriminator Portion) (Discriminator Portion)

Legend

<+—> = Compared during
connection management

=

A

A 4

Figure 11: Address Comparison and Data Exchange for Peer-to-Peer
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Address Comparison and Data Exchange for Client/Server Connections

The comparison of addresses follows a different pattern for client/server connections, as shown in
Figure 12. Notice that the remote address for the server is above the local address on the Server
side of the diagram. The client/server model requires the server VioConnectWait() to be issued
prior to the client VipConnectRequest(). As mentioned in the previous section, the location of the
comparison occurs is not specified. (Possible locations are the server node or some other node
that provides connections services)

Client Server

LocalAddr (L@\ Hosct"I:ﬁ:t;\? Pcn;téztrer:tch Remote Addr (RA)
Local Address Remote Address
(Host Portion) (Host Portion)

Local Address Remote Address J

Y

(Discriminator Portion) > (Discriminator Portion

Host Portipn must match
Server NIC Address

{ LocalAdidr (LA)
Remote Address [€———Client.RA.Host =='Server.LA.Host Local Address
(Host Portion) (Host Portion)
Remote Address l¢———Client.RA.Discritm == Server.LA.Discrim Local Address
(Discriminator Portion) (Discriminator Portion)
L

Legend

<4—» = Compared during
connection management

Remot¢ Addr (RA)

[

» = Data Flow

Rigure 12: Address Comparison and Data Exchange for Client/Server

/| Atttibute Comparison and Exchange

\s/detailed in Figure 13, the comparison of the VI attributes is the same for both connection
lybeS. The local attributes for the VIs involved in the connection are compared. Notice that the.
Ptag field of the VIP VI ATTRIBUTES structure is neither compared nor exchanged as part of
the connection process. (Ptags are used only to validate the relationship between Vis and
memory regions locally). Again, the location of the comparison is not specified, though it is likely
that the location is coincident with the location where the address parameters are compared.
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Client or Peerl

Server or Peer2

Local VI Local VI
Attributes (LVI) Attributes (LVI)
1 J— |-

Reliability Level (RL) | LVIRL == LVI.RL »| Reliability Level (RL)

‘ r == —_
QOs ‘ LVI.QOS LVI.QOS —P‘ QOs
| r f— Q N\
‘ Max Transfer Size (MTS) } LVLMTS == LVI.MT ”‘ Max Transfer Size (MTS)
Enable RDMA Read | | Enable RDMA Read
Enable RDMAWrite | | Enable RDMAWite
Remote VI
Hemote VI .
httributes j [ Attribfites
Reliability Level (RL) > Reliability Level (RL)
QOs > QOs
Max Transfer Size (MTS) > Max Transfer Size (MTS)
Enable RDMA Read | > Enable RDMA Read
Enable RDMAWrite > Enable RDMAWFite
Fnable RDMA information — . .
specifies what operations En:lc)ilﬁelzsv'\tﬁ; 'szrgt?gr?g
Server or Peer2 allows Leg en d pClien'( or Peerlpallows
94— = Compared during
connection management
» = Data Flow

Figure 13: VI Attribute Comparison and Exchange

Peer-to-peer*Combined Address and VI Attribute Comparison and

Exchangé

Figure 14 combines Figure 11 and Figure 13 and shows the ordering of the address and data

cotparisons described in the previous figures. Space limitations prevent the first two steps of the|

control flow shown in Figure 14 from fully documenting the correct behavior.

The diagram assuems that all peer-to-peer requests between two nodes (as identified by the

tuple <Peerl.LA.Host, Peer2.LA.Host>) are tracked in a single “peer pool” and have their

discriminators matched in an ordered way. Once two outstanding peer-to-peer connection

requests are determined to have matching discriminators, the requests are removed from the

“peer pool” and the rest of the control steps in the diagram are followed. Otherwise, the

outstanding peer-to-peer connection requests remain in the “peer pool” until they have timed out.

This is represented by the VIP _TIMEOUT transition in Figure 14.

Page 72


https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

Intel VI Architecture Developer’'s Guide

Peer 1 Peer 2
VipConnectPeerRequest VipConnectPeerRequest
Host Portion must match Host Portion must match
LocalAddr (LA) Peer 1 NIC address Peer 2 NIC address { LocalAddr (LA)

Local Address . Local Address
(Host Portion) Start of Peer to PeerConnection (Host Portion)
(Peer 1 and Peer2 issue
VipPeerConnectRequest;
(Dislt;gri\ai‘:l:t%?rgismon) P auesd Local Address
(Discriminator Portion)
Remote Addr (RA]\ Remote Addr (RA)

R er;(;ttepg?td;ﬁss Remote Address
/')\ (Host Portion)

Renjote Address Remote/Address
(Discfiminator Portion)

Wait for
Addr & Discriminator Match?
(Peerl.RA..Host == Peer2.LA.Host &&
Peer2.RA.Host == Peerl.LA.Host &&
eerl.RA.Discrim == Peer2.RA.Discri
or Timeout

\ 4

(Discritpinator Portion)

Local VI Timeout Match Local VI
Attributes | (VIP_TIMEOUT) Attributes
Reliakjility Level (RL) | Reliability Level (RL)

1Y eveli |

QOSs

Max Transfer Size (MTS)
| Enable RDMA Read
| Enable RDMAWrite

Remote \[I
Attribute:

il

s |

VI Attributes Match?
(Peerl. RL == Peer2iRL &&
Peerl.QOS == Peer2.Q0S &&
Peerl.MTS ==Peér2. MTS

Max Transfer Size (MTS) '
| |

RDMA Read |
TMA el |

HE

Enabl¢ RDMAWrite | No
[ ] (VIP_INVALID\®)

Remote VI |
Attributes

| E—

Return Remote Attributes

I (VipConnectPeer{Wait,Done}) | B
Religbility Level (RL) |4 S Reliability Level (RL)
QOs < A > QOs
[ne——

Max Trangfer Size (MTS) lq > Max Transfer Size (MTS)
o\
Enable RDMARead |4 > Enable RDMA Read
|51

.

nalje rite » Enable rite
Enafe ROMAWrite |¢ ,} Enable RDMAWri
\ 4 v
. : Enable RDMA information specifies
Enal?lg RDMA |nf0rm§t|0n which operations Peer 1 allows
specifies which operations Connection Connection [ ——
Peer 2 allows Failed Established Legend
——p = Control Flow
= Data Flow

Figure 14: Peer-to-Peer Combined

Page 73


https://iecnorm.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

Intel VI Architecture Developer’'s Guide

Client Server Combined Address and VI Attribute Comparison and
Exchange

Figure 15 combines Figure 12 and Figure 13 and shows the ordering of the address and data
comparisons described in the previous figures.

The diagram assumes that all client/server connection requests between two nodes (as identified
by the tuple <Client.Host, Server.Host>) are tracked in a single “client/server pool”. Server
connection requests are kept in the “client/server pool” until a matching client connection request
arrives or the server request times out. Client connection requests are either inmediately
matched upon arrival in the "client/server pool” or they fail_(VipConnectRequest returns

VIP NO MATCH). When a client connection request is matched to a server connection requeg),\
both are removed from the “client/server pool” and the subsequent control steps in Fiqure‘A@'fe
berformed. ,\ A

Space limitations prevent the transition from below the “VI Attributes Match?” decisim% above
the “Server Issues VipConnectAccept or VipConnectReject” from fully documentiq%ﬂfe correct
behavior.

This transition occurs when a server supplies a VI by calling VipConnectAac&st with attributes
that do not match the client VI’s attributes. An error is returned on the server and client does not
Feceive an error. In addition, if the server does not supply another VI ithe correct attributes or
rejects the request by calling VipConnectReject within the timeout i0d specified by the client,
the client will time out and VipConnectRequest returns VIP TIME&D?’). If the server attempts to
hccept the connection by calling VipConnectAccept after the pﬁe‘ﬁ? has timed out, the error
leturned is VIP_TIMEOUT. If the server attempts to reject thexsonnection via VipConnectReject,
then VIP_SUCCESS is returned, because the connectio:(is\rfot established and the client and
Eerver both agree that the connection request has fa@\
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