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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in

liaison with

ISO and IEC, also take partin the work.
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Introduction

FC-BB-6 defines mappings for transporting Fibre Channel over different network technologies. FC-BB-6 defines four
distinct Fibre Channel mappings:

a) FCover TCP/IP;
b) FC over GFPT;

c) EC aover MPLS: and

d] FCover Ethernet.

The|FC over ATM and FC over SONET backbone mappings are not specified in FC-BB-6. As'‘such, FC-BB-6 is not a
comlplete replacement of FC-BB-3 (i.e., see FC-BB-3 for the specification of the FC over'ATM and FC pver SONET
backbone mappings).

© ISO/IEC 2019 - All rights reserved vii
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Information technology — Fibre channel —

Part 246:
Backbone — 6 (FC-BB-6)

This

itsr

Scope
standard consists of distinct Fibre Channel mappings resulting in the following models:
FC-BB_IP (FC over TCP/IP backbone network)
Transparent FC-BB consisting of:
— FC-BB_GFPT (FC over SONET/SDH/OTN/PDH backbone networkuSing GFPT adaptation)
— FC-BB_PW (FC over MPLS network using PW adaptation)

FC-BB_E (FC over Ethernet)

Figure 1, Figure 2, Figure 3, and Figure 4 illustrate the scope and the major components of the FC-BB-f models and
blationship to the [ETF, ITU-T, and IEEE standards..Table 1 shows the organization of this standard. FC-BB_IP,
Tragsparent FC-BB, and FC-BB_E do not interoperatein any manner and are independent models.
Table\l - FC-BB-6 organization
Model Type Applicable Clauses and
Annexes
FC-BB_IP, FC-BB(GFPT, FC-BB_PW, FC-BB_E 1,2,3,4
FC-BB_IP 5
Transparent FC-BB
FC-BB_GFPT 6, Annex A
FC-BB_PW 6
7, Annex B, Annex C, Annex D,
EC-BR E Annex E_Annex Annex E:
Annex G
1

© ISO/IEC 2019 - All rights reserved
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The scope and components of the FC-BB_IP model is shown in Figure 1.

r———- - -"-" - —-" -7 - - — — — —/ 1
| E_Port E_Port N_Port |
| | |
| B_Port Interface | |E_Port Interface | | F_Port Interface |
| FC Entity SW Element CSM |
| Routing Conn. Mgmt. | |
| B_Access ? PMM FC-BB_IP
| FG-Entity o |
VE Port Iscovery
| =0 SNTP |
| SNMP |
| Security |
L - e e |- —_ - - — 4 = = = — — 4 L - - —
FCIP (IETF)
FCIP Entity
Encapsulate FC frame
Security (IPSec)
TCP / IP Protocol
IP Network
Figure 1 - Scope and components of FC-BB_IP model
The scope and components of the FC-BB_GFPT model is shown'in Figure 2.
N_/F_E>Port
r—— - - - — |- — - — — — — — — — 7
| EC Physical Interface \
| (FC0, FC-1, FC Flow Control) |
| \
| |
| FC Frame, Primitive Signal, Primitive Sequence |
| Handling & Forwarding ‘
| GFPT_WAN Primitive Signal Generation & Termination |
| GFPT_WAN Flow Control |
S |
FC-BB/GFPT
ITU-T
Aeynrh GEPT

SONET/SDH/OTN/PDH
Protocols

SONET/SDH/OTN/PDH WAN Links

Figure 2 - Scope and components of FC-BB_GFPT model

2 © ISO/IEC 2019 - All rights reserved
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The scope and components of the FC-BB_PW model is shown in Figure 3.

N_IF_/E_Port

FC Physical Interface
(FC-0, FC-1, FC Flow Control)

FC Frame, Primitive Signal, Primitive Sequence
Ll uH Q_I- M H
T Iallulllly X1 Ul V\lalullly

WAN control frames Generation & Termination

IETF

FC pseudowire

MPLS Protocols

WAN links

Figure 3 - Scope and components of FC-BB_PW model

Thelscope and components of the FC-BB_E model is shown in Figure 4.

Switching Element

VN_Port VF_Port VE_Port VA_Port
1 Y 1|
[ FCoE Entity FCoE Entity FCoE Entity FCoE Entity | |
| FCoE_LEP, FCoE_LEP(s) FCoE_LEP FCoE_LEP ‘
I 1

FC-BB_E

IEEE 802.3/802.1

Lossless Ethernet

Ethernet Links

Figure 4 - Scope and components of FC-BB_E model

2 Normative References

2.1 Overview

The following standards contain provisions that, through reference in the text, constitute provisions of this
standard. At the time of publication, the editions indicated were valid. All standards are subject to revision, and
parties to agreements based on this standard are encouraged to investigate the possibility of applying the most
recent editions of the standards listed below.

© ISO/IEC 2019 - All rights reserved 3
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For electronic copies of ANSI and INCITS standards, visit ANSI's Electronic Standards Store (ESS) at
http://www.ansi.org. For printed versions of most standards listed here, contact Global Engineering Documents,
15 Inverness Way East, Englewood, CO; 80112-5704, (800) 854-7179.

Orders for ISO Standards and ISO publications should normally be addressed to the ISO member in your country. If
that is impractical, ISO Standards and ISO publications may be ordered from ISO Central Secretariat (ISO/CS):

Phone +41 22 74901 11

Fax +41
E-mail s
Post ISO

2274909 47

ales@iso.org
8 chemin de Rlandonnet

CP 401
In order to ¢
in the 1SO ¢
part(s). If ng
Copies of th
a) appro
b) appro

c) appro

For further information, contact the ANSI Customer Service Department:

Phone H
Fax: +1
Web: ht
E-mail:

or the Inter)
Phone 2

Web: ht
E-mail:

1214 Vernier, Geneva - Switzerland

void delivery errors, it is important that you accurately quote the standard's reference nimber g
ntalogue. For standards published in several parts, you should specify the number(s)iof-the requ
t, all parts of the standard will be provided.

e following documents may be obtained from ANSI, an ISO member organizatioh:
ved ANSI standards;
ved and draft international and regional standards (ISO and IEC); and

ved foreign standards (JIS and DIN).

1212-642-4900
P12-302-1286
[p://www.ansi.org
insionline@ansi.org

lational Committee for Information Fechnology Standards (INCITS):
02-737-8888

[p://www.incits.org
ncits@itic.org

Additional &

2.2 Appraved references

ANSI T1.105-2001, Synchronous Optical Network (SONET) - Basic Description Including Multiplex Struct

Rates,

ailability contact information is provided below as needed.

d Formats

iven
ired

res,

ANSI INCITS 496-2012, Fibre Channel - Security Protocols - Z (FC-SP-Z]

ANSI INCITS 241-1994 (R1999), Data Compression Method -Adaptive Coding with Sliding Window for
Information Interchange

2.3 References under development

At the time of publication, the following referenced standards were still under development. For information on the
current status of the documents, or regarding availability, contact the relevant standards body or other organization
as indicated.

© ISO/IEC 2019 - All rights reserved
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For electronic copies of references under development by INCITS T11, see www.t11.org
T11/Project 2238-D, Fibre Channel - Framing and Signaling - 4 (FC-FS-4)
T11/Project 2220-D, Fibre Channel - Switch Fabric - 6 (FC-SW-6)

T11/Project 2237-D, Fibre Channel - Link Services - 3 (FC-LS-3)

2.4 ITU-T references

C £l £all : 1 1L T
Op TS Ul UIT lUllUVVllls dpprovecu 11u=i1

httpt//www.itu.int.

ubticationsd partment at

d 1 1 1 Lodecs. 14l 1o 4l hd
SUdlludarus Ilidy Ut UDLAIIITU T Uusu LT 1

ITU-T Rec. G.707/Y.1322, (2007), Network node interface for the synchronous digital hierarchy (SDH)
ITU-T Rec. G.7041/Y.1303, (2005), Generic Framing Procedure (GFP)
ITU-T Rec. G.783, (2006), Characteristics of synchronous digital hierarchy (SDH)equipment functiopal blocks

ITU-T Rec. G.806, (2006), Characteristics of transport equipment -, Description methodology |land generic
| functionality

ITU-T Rec. G.702, (1988), Digital Hierarchy Bit Rates

2.5 | IETF references

Coples of the following approved IETF standards may:be‘obtained through the Internet Engineering Task Force
(IETF) at www.ietf.org.

RFC 5905, Network Time Protocol Version 4:Rrotocol and Algorithms Specification, June 2010
RFC 3246, An Expedited Forwarding PHB (Per-Hop Behavior), March 2002

RFC 3643, Fibre Channel (FC) Frame Encapsulation, December 2004

RFC 3821, Fibre Channel Qver TCP/IP (FCIP), July 2004

RFC 3822, Finding Fibre Channel over TCP/IP (FCIP) Entities Using Service Location Protocol versian 2 (SLPv2),
July 2004

RFC 3031, Multiprotocol Label Switching (MPLS) Architecture, January 2001

RFC 3985, Pseudowire Emulation Edge-to-Edge (PWE3) Architecture, March 2005

REE€ 4385, Multiprotocol Pseudowire Emulation Edge-to-Edge (PWE3) Control Word for Use over an MPLS PSN,
February 2006

RFC 4447, Pseudowire Setup and Maintenance Using the Label Distribution Protocol (LDP), April 2006
RFC 6307, Encapsulation Methods for Transport of Fibre Channel frames Over MPLS Networks, March 2012
2.6 IEEE references

Copies of the following approved IEEE standards may be obtained through the Institute of Electrical and Electronics
Engineers (IEEE) at http://standards.ieee.org.

IEEE 802.3-2012: IEEE Standard for Ethernet
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IEEE 802.1Q-2011: Media Access Control (MAC) Bridges and

Virtual Bridge Local Area Networks

IEEE 802.1Qbb-2011: Media Access Control (MAC) Bridges and Virtual Bridged Local Area Network - Amendment

17: Priority-based Flow Control

IEEE 802.1Qaz-2011: Media Access Control (MAC) Bridges and Virtual Bridged Local Area Networks -

Amendment 18: Enhanced Transmission Selection for Bandwidth Sharing Between Traffic Classes

IEEE 1588-2008: Precision Clack Svnchronization Prnrnr'nlfnr Networked Measurement and Control Syste

IEEE 8(2.1AS-2011: Timing and Synchronization for Time-Sensitive Applications in Bridged Local Area-Netw

3 Definitions and conventions

3.1 Common definitions

3.1.1
A_Port (see|FC-SW-6)
combinatior] of one PA_Port (see FC-SW-6) and one VA_Port operating togethet

3.1.2
B_Port
Bridge Port pn a device that implements FC-BB_IP and connects to-an E_Port on an FC switch

3.1.3
B_Port_Nanpe (see FC-SW-6)
Name_ldent{fier (see 3.1.25) that identifies a B_Port (see'3:1.2) for identification purpose

3.14
codeword
sequence of bits of a code corresponding to a Symbol

3.1.5
E_Port (see FC-SW-6)
Fabric expamsion port that attachesito another E_Port to create an Inter-Switch Link

3.1.6
E_Port_Nanje
Name_ldent{fier (see3=1:25) that identifies an E_Port (see 3.1.5)

3.1.7
ELP (see FC]SW-6)

orks

Exchange Link Parameters SW_ILS

3.1.8
F_BSY (see FC-FS-4)
Fabric Busy

3.1.9
F_Port (see FC-SW-6)
combination of one PF_Port and one VF_Port operating together

3.1.10
F_Port_Name
Name_Ildentifier (see 3.1.25) that identifies an F_Port (see 3.1.9)
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3.1.11
Fabric Initialization (see FC-SW-6)
process for configuring and building a Fabric

3.1.12
Fabric_Name
Name_ldentifier (see 3.1.25) associated with a Fabric (see FC-SW-6)

3.1.13
FC-BB_E

equipment model defining gateway functionality for the interconnection of two non-Arbitrated Loop FC physical

model defining equipment that interfaces with a Fibre Channel switched network on one side and an IP network

equipment model defining gateway functionality for the interconnection of two non-Arbitrated Loop FC physical

Fibije Channel Backbone link
the Transport Trail (see 3.3.18) or equivalent network channel connection used for communications between two
FC-BB-6 devices, encompassing FC=BB_IP and GFPT_WAN links, and in some cases made up of more than one

physical or logical connection

3.1.19
FLOGI (see FC-LS-3)
Fabric Login ELS

3.1.20

Gengric Framing Procedure (GFP) (see ITU-T Rec. G.7041/Y.1303)
prodedure for adaptation of data (i.e., PDUs or 8B/10B encoded characters) to octet-synchronous (i.e.,[SONET,
SDH}, OTN) and bit-synchronous (i.e.,, PDH) Wide Area Network transport infrastructures

3.1.21
ISL (see FC-SW-6)
Inter-Switch Link

3.1.22
Keep Alive Timeout Value (K_A_TOV)
timer that is used by the Link Keep Alive (LKA) ELS (see FC-LS-3) as a trigger for issuing LKA

3.1.23

LS_ACC (see FC-LS-3)
Link Service Accept
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3.1.24
LS_RJT (see
Link Service

3.1.25

4165-246:2019(E)

FC-LS-3)
Reject

Name_ldentifier (see FC-FS-4)

64-bit identifier, with a 60-bit value preceded with a 4-bit Network_Address_Authority Identifier, used to identify

entities in Fibre Channel (e.g., N_Port, node, F_Port, or Fabric)

3.1.26

Node_Name (see FC-FS-4)

Name_ldent

3.1.27
N_Port
device port

3.1.28
N_Port_ID (
topology un

3.1.29

fier (see 3.1.25) associated with a node

hat generates/terminates FC-4 traffic

bee FC-FS-4)
que address identifier of an Nx_Port

N_Port_Nanpe

Name_ldent

3.1.30
Ordered Se

3.1.31
PLOGI (see

N_Port Login

3.1.32
P_BSY (see ]
N_Port Busy

3.1.33

fier (see 3.1.25) that identifies an N_Port (see 3.1.27)

L (see FC-FS-4)

FC-LS-3)

FC-FS-4)

Switch_Name

Name_Ident
3.1.34

SW_ACC (se
Switch Fabr

3.1.35

fier (see 3.1.25) thatuniquely identifies a Switch or a Bridge device

e FC-SW-6)
¢ Internal-Link Service Accept

e _QIAL LN

SW_RJT (se

TC=5vW=0j

Switch Fabric Internal Link Service Reject

3.1.36

Transparent FC-BB
general model consisting of the FC-BB-GFPT (see 3.1.14) and the FC-BB_PW (see 3.1.16) models

3.1.37

WAN interface

interface that connects to a Wide Area Network, either physical (e.g, SONET) or logical (e.g.,, GFPT_WAN)
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3.2 FC-BB_IP definitions

3.2.1

B_Access

component of the FC Entity (see 3.2.8) that interfaces with the FCIP_LEP (see 3.2.21) component of the FCIP Entity
(see 3.2.15) on one side and the B_Port on the other side

3.2.2
B_Access_Name
Name_ldentifier (see 3.1.25) of the B_Access portal

3.2.8
B_A¢cess Virtual ISL
Virtyal ISL (see 3.2.26) that connects two B_Access portals

3.2.4
Control and Service Module (CSM)
conirol component of the FC-BB_IP interface that mainly handles connection management and interfages with the
PMN (see 3.2.23)

3.2.5
encapsulated FC frame
SOFYEOF delimited FC frame prefixed with a 28-byte FC frame Encapsulation Header (see RFC 3643)

3.2.6
Encapsulated Frame Receiver Portal
TCP|access point through which an encapsulated FC frame/(see 3.2.5) is received from the IP network py an
FCIR_DE (see 3.2.14)

3.2
Encapsulated Frame Transmitter Portal
TCP|access point through which an encapsulated FC frame (see 3.2.5) is transmitted to the IP network|by the
FCIH_DE (see 3.2.14)

3.2.8
FC Hntity
datdq forwarding component of'the FC-BB_IP interface consisting of VE_Port(s) (see 3.2.24) and/or B_Arcess (see
3.2.1) portals

3.29
FC Hntity Protocel.Layer
protocol layerthat lies between the Fibre Channel level FC-2 and the FCIP Entity Protocol Layer (see 3|2.16)

drt/B_Access

3.2.11

FC Transmitter Portal

access point through which an FC frame and timestamp leaves an FCIP_DE (see 3.2.14) to the VE_Port/B_Access
(see 3.2.24 and 3.2.1)

3.2.12
FC-BB_IP device
device defined by the FC-BB_IP model
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3.2.13

FC-BB_IP interface

point that has interfaces to the FC switched network on one side and the IP network on the other side. It consists
of a Switching Element, FC/FCIP Entity pair(s), the CSM, and the PMM

3.2.14

FCIP Data Engine (FCIP_DE)

data forwarding component of the FCIP Entity's (see 3.2.15) FCIP_LEP (see 3.2.21) that handles FC frame
encapsulation, decapsulation, and transmission of encapsulated frames through a single TCP connection

3.2.15
FCIP Entity
data forwargling component of the FC-BB_IP interface consisting of the FCIP_LEP (see 3.2.21)

3.2.16
FCIP Entity|Protocol Layer
protocol laygr that lies between the FC Entity (see 3.2.8) layer and the TCP layer

3.2.17
FCIP frame
encapsulatefl FC frame (see 3.2.5)

3.2.18
FCIP Link
Virtual Link|that connects an FCIP_LEP (see 3.2.21) in one FC-BB_IP device (see 3.2.12) with another

3.2.19
FCIP Link Alcceptor
FC-BB_IP FQIP_LEP (see 3.2.21) that accepts an FCIP Link

3.2.20
FCIP Link Qriginator
FC-BB_IP FQIP_LEP (see 3.2.21) that originates an-FCIP Link

3.2.21
FCIP Link Epdpoint (FCIP_LEP)
component ¢f an FCIP Entity (see 3.2,15) that contains one or more FCIP_DEs (see 3.2.14)

3.2.22
FCIP Transit Time (FTT)
total transit time of an encapsulated Fibre Channel frame in the IP network

3.2.23
Platform Management Module (PMM)

managemenft component of the FC-BB_IP interface that handles time synchronization, discovery, and security, pnd
interfaces with:the CSM (cnn 32 A)

3.2.24
Virtual E_Port (VE_Port) (see FC-SW-6)
instance of the FC-2V sublevel of Fibre Channel that communicates with another VE_Port

3.2.25
VE_Port Virtual ISL
Virtual ISL (see 3.2.26) that connects two VE_Ports (see 3.2.24)

3.2.26

Virtual ISL
ISL that connects two VE_Ports (see 3.2.24) or two B_Access portals (see 3.2.1) across a non-FC link
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3.3 FC-BB_GFPT definitions

3.3.1

ASFC_PAUSE

GFPT_WAN Primitive Signal used to pause flow on a GFPT_WAN link (see 6.4.4) and never transmitted to, or
expected from, FC_Ports

3.3.2
ASFC_RESUME:

GFPT_WAN Primitive Signal used to resume flow on a GFPT_WAN link (see 6.4.4) and never transmitted to, or
exppr‘fpd from FEC Ports

3.3.
GFP|Server
Gengric Framing Procedure (see 3.1.20) adaptation/de-adaptation engine

3.3.
GF
(Asynchronous) Transparent Generic Framing Procedure (see 3.1.20)

3.3.
GFP[T_WAN interface
transport network-side interface, on an FC-BB_GFPT device, corresponding to one GFPT_WAN facility (see 3.3.7),
and [to one Transport Trail (see 3.3.18)

_WAN link:
sport Trail (see 3.3.18) assigned to one GFPT_WAN-facility (see 3.3.7)

3.3.7
GFPT_WAN facility
Tragsport Trail (see 3.3.18), GFP Server (see’3.3.3), FC-BB_GFPT devices, and their respective GFPT_WAN
inteffaces (see 3.3.5), corresponding to one'interconnected FC_Port pair

3.3.8
inbgund
sent/from the FC-BB_GFPT deviee to the attached FC_Port

3.3.9
LEM (see 6.4.3)
Login Exchange Monitor

3.3.10
OTN (se€ITU-T G.709/Y.1331)
term thatrefers to the rates and formats for Optical Transport Network

3.3.11
outbound
sent from the attached FC_Port to the FC-BB_GFPT device

3.3.12
PDH (see ITU-T G.702)
term that refers to the rates and formats for Plesiochronous Digital Hierarchy

3.3.13

PING

GFPT_WAN Primitive Signal used to initiate latency measurement on a GFPT_WAN link and never transmitted to,
or expected from, FC_Ports
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3.3.14
PING_ACK

4165-246:2019(E)

GFPT_WAN Primitive Signal used to reply to a PING and complete round-trip latency measurement on a
GFPT_WAN link and never transmitted to, or expected from, FC_Ports

3.3.15
RPSCELS (s
Report Port

3.3.16
SONET (see

ee FC-LS-3)
Speed Capabilities ELS

ANSIT1105)

term thatre

3.3.17

fers to the rates and formats for Synchronous Optical NETwork

Synchronouys Digital Hierarchy (SDH)

term thatre

3.3.18

Transport
contiguously
SONET/SDH

3.3.19
WAN Primi
ASFC_PAUSH

3.3.20

WAN_HOLD
time-out val
detection/in

fers to the rates and formats specified in ITU-T G.707/Y.1322

[rail
r or virtually-concatenated signal group (see T1.105-2001) made up of ofie;or more standardized
/OTN/PDH synchronous transport signals

live Signal
L (see 3.3.1), ASFC_RESUME (see 3.3.2), PING (see 3.3.13),0r'PING_ACK (see 3.3.14) Primitive Sign|

OFF_TOV

e, specific to FC-BB_GFPT devices, which defines\the period that elapses, following

dication of a GFPT_WAN link failure, before @ GFPT_WAN Down condition is declared for the purp

of the state fnachine described in 6.4.2

3.4 FC-BB

3.4.1
Customer E
device when

3.4.2
Multiprotog
data-carryin

3.4.3
Provider Ed

| PW definitions

dge (CE) (see RFC3985)
e one end of a service griginates and/or terminates

ol Label Switching (MPLS)
g mechanism that belongs to the family of packet switched networks (see 3.4.5)

ge'(RE)

pses

device that provides PWE3 (see 3.4.4) to a CE (see 3.4.1)

344

Pseudowire Emulation Edge-to-Edge (PWE3)
mechanism that emulates the essential elements of an emulated service from one PE (see 3.4.3) to one or more

PEs overaP

3.4.5

SN (see 3.4.5)

Packet Switched Network (PSN)
network using [P or MPLS as the mechanism for packet forwarding

12
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3.5 FC-BB_E definitions

3.5.1
Controlling FCF
Controlling Switch (see FC-SW-6) that supports Lossless Ethernet MACs (see 7.6)

3.5.2
Distributed FCF
set of FDFs associated with at least one Controlling FCF, that controls the operations of the set of FDFs

3.5.3
ENode (FCoE Node)
Fibegr Channel node (see FC-FS-4) that is able to transmit FCoE frames using one or more ENodeMACs

3.5.
ENode MAC
Losgless Ethernet MAC coupled with an FCoE Controller in an ENode

3.5.p
ENode MAC address
assigned MAC address of an ENode MAC, used by the FCoE Controller of the’lENode MAC for the FCoE Ihitialization
Protocol (FIP)

3.5.6
FPMA (Fabric Provided MAC Address)
MA( address that is assigned by an FCF to a single ENode MAC\and associated with a single VN_Port at{that ENode
MA(

3.5.¥
FC-MAP (Mapped Address Prefix)
reqyired value for the upper 24 bits of a MAC address assigned to a VN_Port in a Fabric Provided MAC |Address

3.5.8
FCF|(FCoE Forwarder)
Fibre Channel Switching Element (see FC-SW-6) that is able to forward FCoE frames across one or mofe FCF-
MA(s, and that optionally includesone or more Lossless Ethernet bridging elements and/or a Fibre CHannel

Fabric interface

3.5.9
FCF{MAC
Losdless Ethernet:MAC coupled with an FCoE Controller in an FCF

3.5.10
FCF{MAC address
MA( address of an FCF-MAC

3.5.11

FCoE Controller

functional entity, coupled with a Lossless Ethernet MAC, instantiating and de-instantiating VE_Ports, VF_Ports,
VN_Ports, VA_Ports, and/or FCoE_LEPs using the FCoE Initialization Protocol (FIP)

3.5.12

FCoE Entity

interface, containing one or more FCoE_LEPs, between a VN_Port, a VF_Port, or a VE_Port, and a Lossless Ethernet
MAC

© ISO/IEC 2019 - All rights reserved 13


https://iecnorm.com/api/?name=f897bbed7d99694b70f589761162e45b

ISO/IEC1

3.5.13
FCoE frame

4165-246:2019(E)

Ethernet frame (see IEEE 802.3-2012) that contains an FCoE PDU (see 3.5.15)

3.5.14

FCoE_LEP (FCoE Link End-Point)
data forwarding component of an FCoE Entity that handles FC frame encapsulation/decapsulation, and
transmission/reception of encapsulated frames through a single Virtual Link

3.5.15
FCoE PDU

PDU identifi

3.5.16
FDF (FCoE 1
FCDF (see F

3.5.17
FDF-MAC
lossless Ethg

3.5.18
FDF_Set
Switch_Nam

3.5.19
FIP frame

ed by the FCoE Ethernet Type that encapsulates a byte-encoded FC frame (see 7.10)

Data-Plane Forwarder)

[-SW-6) that supports Lossless Ethernet MACs (see 7.7)

rnet MAC coupled with an FCoE Controller in an FDF

les of the FDFs that are part of a Distributed FCF

Ethernet frame (see IEEE 802.3-2012) containing a FIP PDU

3.5.20
FIP PDU
PDU identifi

3.5.21

ed by the FIP Ethernet Type that encapsulates one or more FIP operations (see 7.11.7)

Lossless Ethernet bridging element

Ethernet bri

3.5.22

dging function operating aerass Lossless Ethernet MACs

Lossless Ethernet MAC

full duplex E
mechanism

3.5.23

thernet MAC implementing extensions to avoid Ethernet frame loss due to congestion (e.g., the PA|
[see IEEE 802.322012) or the Priority-based Flow Control mechanism (see IEEE 802.1Qbb))

Ethernet ne

Lossless EtT

ernet network
woerk composed only of full duplex links, Lossless Ethernet MACs, and Lossless Ethernet bridging

USE

A4

elements (s

3.5.24
multi-node

CT 7.7,

4
)

VN_Port to VN_Port configuration supporting two or more VN2VN ENodes and in which the Locally Unique
N_Port_ID protocol performs probing and claiming of an N_Port_ID

3.5.25

Multicast MAC address
MAC address associated with a group of logically related Ethernet stations on an Ethernet network and called a
Multicast-Group Address in IEEE 802.3-2012

14
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3.5.26
N_Port_ID P2P Beacon
FIP N_Port_ID Beacon with the REC/P2P bit set to one

3.5.27
N_Port_ID P2P Claim Notification
FIP N_Port_ID Claim Notification with the REC/P2P bit set to 1

3.5.28
N_Port_ID P2P Claim Response
FIP N_Port ID Claim Rpcpnncp with the RP(‘I/P')P bhitsetto 1

3.5.29
PE_Port (Physical E_Port)
LCF|(see FC-FS-4) within the Fabric that attaches to another PE_Port through a native FC link.(see FC-§W-6)

3.5.80
PF_Port (Physical F_Port)
LCF|(see FC-FS-4) within the Fabric that attaches to a PN_Port through a native EClink (see FC-SW-6)

3.5.81
PN_Port (Physical N_Port)
LCF|(see FC-FS-4) that supports only VN_Ports (see FC-FS-4)

3.5.32

point-to-point
VN_Port to VN_Port configuration supporting two VN2VN.ENodes and in which the Locally Unique N_Hort_ID
protjocol performs only the claiming of an N_Port_ID

3.5.83

Uni¢ast MAC address
MA( address associated with a particular Ethernet station on an Ethernet network and called an Indiv]dual
Addfess in IEEE 802.3-2012

3.5.84
VA_Port (Virtual A_Port)
instance of the FC-2V sublevel of Fibre Channel that communicates with another VA_Port

3.5.85
VA_Port/FCoE_LEP pair
VA_Port and its associated FCoE_LEP

3.5.86
dor_AD.
8-byjte"ASCII string, the value of which shall be assigned by INCITS Technical Committee T10 (see
httpk bt e e i BT e

WW~ U.OTE S > S U Ctot gquery1d a O a atroira

3.5.37
VE_Port (Virtual E_Port)
instance of the FC-2V sublevel of Fibre Channel that communicates with another VE_Port (see FC-SW-6)

3.5.38
VE_Port/FCoE_LEP pair
VE_Port and its associated FCoE_LEP

3.5.39

VF_Port (Virtual F_Port)
instance of the FC-2V sublevel of Fibre Channel that communicates with one or more VN_Ports (see FC-SW-6)
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3.5.40
VF_Port/FC
VF_Port and

3.5.41

4165-246:2019(E)

oE_LEP pair
one of its associated FCoE_LEPs

VN_Port/FCoE_LEP pair
VN_Port and its associated FCoE_LEP

3.5.42

Virtual Link
logical link cannecting two FCoE [EPs (see 7 8)

3.5.43

VN_Port (Virtual N_Port)

instance of ]

3.5.44

he FC-2V sublevel of Fibre Channel that operates as an N_Port (see FC-FS-4)

VN2VN ENode

ENode supp

3.5.45

brting one or more VN2VN_Ports

VN2VN ENdgde MAC

ENode MAC

3.5.46
VN2VN_Por
VN_Port ded

3.5.47
VN_Port MA
MAC addres

that supports the Locally Unique N_Port_IDs protocol

t
icated to the instantiation of VN_Port to VN_Port Virtual Links

C address
5 used by an ENode for a particular VN_Porxt

3.6 Editoifial conventions

In FC-BB-6,
with the firg
uses of thes¢

Lists sequer
Numbered 1

In case of a
Exceptions {

 number of conditions, mechatisms, sequences, parameters, events, states, or similar terms are pri
t letter of each word in uppercase and the rest lowercase (e.g., Exchange, Sequence). Any lower
t words have the normal ‘technical English meanings.

ced by letters (e:gs-a-red, b-blue, c-green) show no ordering relationship between the listed it
sts (e.g., 1-redn2-blue, 3-green) show an ordering relationship between the listed items.

ny conflict between figure, table, and text, the text, then tables, and finally figures take precedsd
0 this.convention are indicated in the appropriate clauses.

In all of the

hted
case

Ems.

nce.

figures, tables, and text of this document, the most significant bit of a binary quantity is shown on

the

left side. Exceptions to this convention are indicated in the appropriate clauses.

Data structures in this standard are displayed in Fibre Channel format (i.e., “big-endian”), while specifications
originating in IEEE and IETF may display data structures in Ethernet format (i.e., “little-endian”).

If the value of the bit or field is not relevant, then x or xx appears in place of a specific value. If a field or a control bit
in a frame is specified as not meaningful, then the entity that receives the frame shall not check that field or control

bit.

Numbers that are not immediately followed by lower-case b or h are decimal values.

Numbers immediately followed by lower-case b (xxb) are binary values.

16
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Numbers or upper case letters immediately followed by lower-case h (xxh) are hexadecimal values.

In figures, dashed components or bracketed components are optional.

3.7 List of commonly used acronyms and abbreviations

Abbreviations and acronyms applicable to this standard are listed. Definitions of several of these items are included
in clause 3.

3.7.1 General

Backbone

Exchange B_Access Parameters
Exchange Link Parameters

End of Frame

End of Frame Invalid

Exchange Switch Capabilities

Fabric Busy

Frame Check Sequence

Fibre Channel - Framing and Signaling - 4
Fibre Channel - Link Services - 3
Fibre Channel - Security Protocols - 2
Fibre Channel - Switched Fabric - 6
Fabric Login

Inter-switch Link
International Telecomm. Union - Telecommunication Standardization Section
Keep Alive Timeout value
Link Keep Alive
Link Service Accept reply frame
_RJT Link Service Reject reply frame
LSB least significant byte
MSH most significant byte
P_BpY N_Port Busy
PDU Protocol Data Unit
PLOGI N_Port Login
SOF Start of Frame
SWACC Switch Fabric Internal Link Service Accept
SWILS Switch Fabrie Internal Link Services
SW_R]JT Switch/Fabric Internal Link Service Reject
VL Virtual Fink
WAN Wide'Area Network
3.7.2 EE-BB_IP
B_Access B_Access Partals
CSM Control and Service Module
FCIP FC over TCP/IP

FCIP_DE FCIP Data Engine
FCIP_LEP FCIP Link Endpoint

IETF [ETF Internet Engineering Task Force (www.ietf.org)
PMM Platform Management Module
RFC Request For Comment

VE_Port Virtual E_Port

© ISO/IEC 2019 - All rights reserved 17


https://iecnorm.com/api/?name=f897bbed7d99694b70f589761162e45b

ISO/IEC 14165-246:2019(E)

3.7.3 FC-BB_GFPT

ASFC Alternate Simple Flow Control

GFP Generic Framing Procedure

GFPT (Asynchronous) Transparent Generic Framing Procedure
GFPT_WAN GFPT Wide Area Network

LEM Login Exchange Monitor

OTN Optical Transport Network

PDH Plesiochronous Digital Hierarchy

SDH Synchronous Digital Hierarchy

SONET Synchronons Optical NETwork

3.7.4 FC-BB_PW

EF PHB Expedited Forwarding Per-Hop Behavior
PE Provider Edge
PW pseudowire

MPLS/PW | Multiprotocol Label Switching pseudowire

3.7.5 FC-BB_E

ACE Access Control Entry

ACL Access Control List

D_A_TOV Discovery Advertisement Timeout Value
ENode FCoE Node

FC-MAP FCoE Mapped Address Prefix

FCF FCoE Forwarder

FCF-MAC FCoE Forwarder Media Access Control
FCoE_LEP FCoE Link Endpoint

FIP FCoE Initialization Protocol
FPMA Fabric Provided MAC Address
LAN Local Area Network

MAC Media Access Control

PFC Priority-based Flow Control
PHY Physical Layer

PTP Precision Time Protocol

TLV Type, Length, Value

VA_Port Virtual A_Port
VE_Port Virtual E_Port
VF_Port Virtual F_Port
VLAN Virtual Local Area Network
VN_Port Virtual(NyPort

3.8 Symles

Unless indicated otherwise, the following symbol has the listed meaning.

I=not equal

3.9 Keywords

3.9.1 ignored: A keyword used to describe an unused bit, byte, word, field or code value. The contents or value of

an ignored bit, byte, word, field or code value shall not be examined by the receiving device and may be set to any
value by the transmitting device.
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3.9.2 invalid: A keyword used to describe an illegal or unsupported bit, byte, word, field or code value. Receipt of
an invalid bit, byte, word, field or code value shall be reported as an error.

3.9.3 mandatory: A keyword indicating an item that is required to be implemented as defined in this standard.
3.9.4 may: A keyword that indicates flexibility of choice with no implied preference (equivalent to “may or may
not”).

3.9.5 may not: A keyword that indicates flexibility of choice with no implied preference (equivalent to “may or
may not”).

3.9.6 optional: A keyword that describes features that are not required to be implemented by tl{is standard.
However, if any optional feature defined by this standards is implemented, then it shall be implementdd as defined

in this standard.

3.9.
stan|
this
codé

3.9.
man

3.9.
phr4

3.9.

4

4.1

FC-H
for t

The

/' reserved: A keyword referring to bits, bytes, words, fields and code values that are set asig
dardization. A reserved bit, byte, word or field shall be set to zero, or in accordanee)with a future
standard. Recipients should not check reserved bits, bytes, words or fields for zero values. Receip
values in defined fields shall be reported as an error.

B shall: A keyword indicating a mandatory requirement. Designéxs, are required to implem
datory requirements to ensure interoperability with other productsithat conform to this standard

D should: A keyword indicating flexibility of choice with a strongly preferred alternative; equiy
se “it is strongly recommended”.

L0 x or xx: The value of the bit or field is not relevaht.

FC-BB-6 Structure and Concepts

FC-BB-6 backbone mappings

ransporting Fibre Channel over,different network technologies.

FC-BB_IP model uses ‘TCP connections over IP networks. The FC-BB_GFPT model makes

Asynchronous Transparent\Generic Framing Procedure (GFPT) (see ITU-T Rec. G.7041/Y.1303). GFPT

for 4
of G
BB_
dup

A se|

daptation to different transport facilities including SONET, SDH, OTN and PDH. Details regarding

PW model usesPW connections over MPLS networks. The FC-BB_E model uses Lossless Ethernet 1
ex Ethernet\inks extended to become lossless, see 4.4.4).

cond.important distinction among the mappings discussed in this standard relates to supported

(ie.,

network and/or link topologies) and the place of the defined devices within them. FC-BB_IP define

FPT-adapted traffic to such transport facilities are elaborated in various ITU-T standards (see 2

:

slan FC Entity

e for future
extension to
of reserved

ent all such

ralent to the

B-6 models (i.e., FC-BB_IP, FC-BB:GFPT, FC-BB_PW, and FC-BB_E), specified in this standard, defifhe mappings

use of the
may be used
the mapping
4). The FC-
nks (i.e., full

rchitectures

that

consists of:

a) one or more Virtual E_Port (VE_Port) virtual ISL(s) that interconnect the E_Ports of external FC switches and

N_Ports of external end devices; or

b) one or more B_Access virtual ISL(s) that interconnect the E_Ports of external FC switches.

The B_Access virtual ISL(s) are part Fabric bridge device with resident switch-facing interfaces called B_Ports.
B_Ports have selected Fabric functions (see FC-SW-6). B_Ports are Fabric ports, and FC-BB_IP devices are
components of an FC Fabric. FC-BB_IP also defines support for FC bridge devices with Fabric-facing B_Ports.
However, FC-BB_IP also supports functional integration within an FC Switch. Thus FC-BB_IP devices may also have
E_Ports and F_Ports.
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FC-BB_GFPT and FC_BB_PW define a device that is not a component of a Fabric, and supports no Fabric functionality.
Instead, it interconnects two Fibre Channel physical ports (i.e., attached FC_Ports), appearing architecturally as a
wire to those ports.

FC-BB_E defines end devices (i.e.,, ENodes) and Fabric devices (i.e., FCFs and FDFs). ENodes are Fibre Channel nodes
(see FC-FS-4) that are able to transport Fibre Channel frames over Lossless Ethernet. FCFs and FDFs are Fibre
Channel Switching Elements (see FC-SW-6) that are able to transport Fibre Channel frames over Lossless Ethernet.

4.2 FC-BB-6 reference models

4.2.1 FC-

FC-BB-6 def]
models.

The FC-BB_IP reference model supports the attachment of FC switches (i.e., E_Ports) via one’or fmore B_Por{
the attachment of N_Ports via one or more F_Ports. The FC-BB_GFPT and FC-BB\PW reference mqg
httachment of N_Ports, F_Ports, and E_Ports, and the following Fibre Channel port interconnection

E_Ports and
support the

a) N_Por
b) N_Por
c¢) E_Por
The FC-BB_}
a) VN_Pq
b) VF_Po
c) VF_Po

d) VF_Po

b-6 reference models overview

f to N_Port;

to E_Port.

[ to F_Port; and

rts (see FC-FS-4) in ENodes;

reference model supports the operation of:

rts and VE_Ports (see FC-SW-6) in FCFs;

rts and VA_Ports (see FC-SW-6) in'¥DFs.

rts, VE_Ports, and VA_Ports (see FC-SW=6) in Controlling FCFs; and

nes reference models corresponding to the FC-BB_IP, FC-BB_GFPT, FC-BB_PW, and FC-BBE\refer

Table 2 summarizes the resident FC_Port types for the different FC-BB-6 reference models.

Table 2 - Reference models and resident FC_Port types

Reference Model

FC-BB_IP

FC-BB_GFPT

FC-BB_PW

FC-BB_E=

F

Rgsident

Port

B_Port, E_Port,

None (FC Physical

None (FC Physical

N_Port, E_Port,

Ence

S or
dels

Type(s)

—T Ot

F_Port

Interface)

Interface)

F_Port, A_Port

a) Resident FC_Ports are optional for FC-BB_E.
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4.2.2 FC-BB_IP reference model

In Figure 5, frames destined for a remote FC network enter a B_Port, an E_Port, or an F_Port, and are forwarded on
the IP network to their destination.

FC-BB_IP FC-BB_IP
IP network
E/F_Port(s) E/F_Port(s)
FC Netwgrk
FC-BB_IP
E/F_Port(s)

Note:

>
Indicates independent
communicating pairs

<

Figure 5 - FC-BB_IP reference model
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4.2.3 FC-BB_GFPT reference model

In Figure 6, FC physical signals (i.e., relevant 8B/10B codewords) enter an FC physical port on an FC-BB_GFPT
device, and are forwarded on the SONET/SDH/OTN/PDH network to their destination.

22

FC-BB_GFPT FC-BB_GFPT
SONET/SDH/OTN/PDH
FC Physical Network FC Physical
Interface(s) Interface(s)

N/FYE_Port(s)

FC Device

Note:

>
ridicates independent
mmunicating pairs

o =

N/E/E_Port(s)

FC-BB_GFPT FC Device

FC Physical
Interface(s)

N/F/E_Port(3)

FC Device

Figure'6— FC-BB_GFPT reference model
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4.2.4 FC-BB_PW reference model

In Figure 7, FC physical signals enter an FC physical port on an FC-BB_PW device, and are forwarded on the PSN
network to their destination.

NaadRAR. "\

FC-BB_PW | [ 5

» FC-BB_PW

T

FC Physical g PSN Network é FC Physical
N )
—1

Interface(s) < > Interface(s)
\\/\ \’\/\/\_J\/f
N/F/E_Port(s)  /  / N/F/E_Port(s)
FC Device FC-BB_PW FC Devire
FC Physical
Interface(s)

<>
Indicates independent
PW pairs

Note: The FC-BB_PW
device serves as the PE
in the PW archtecture.

N/F/E_Port(s)

Indicates independent
PSN tunnels

FC Device

Figure 7 - FC-BB_PW reference model
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4.2.5 FC-BB_E reference models

4.2.5.1 FC-BB_E VN_Port to VF_Port reference model

Figure 8 shows the VN_Port to VF_Port reference model. FCoE frames originated by a VN_Port are transported over
the Lossless Ethernet network to the VF_Port the VN_Port is logged in with.

.=

o=t FCF A
0
ENode H1 (= ]
____________ [
= ] s
_Port] r %
S~ o2 <~
£ N<:
- ~ -~
=" Lossless "™~
e 0Ssless S~
FEEZEEEEEEEg |~ ~
= Ethernet - i
network FCF B
ENode H2
____________ i i
----------- :4'-_-_---——_ . .
o ‘ Indicates independent
= O\\ communicating pairs,

4.2.5.2 FC-BB_E VE_Port to VE_Port reference model

Figure 9 shows the VE_Port to VE_Port reference model. F &?ames originated by a VE_Port are transported
the Lossless|Ethernet network to the VE_Port that the V@ort is logically connected to.

Q
N

Lossless
Ethernet

©

Figure 8 - FC-BB_E VN_Port to VF_Port refé@nce model

N
O
N

L=l
1 FCF A

- = T

=

network —~

e —a e
-
-
—_———
———

Note:
“« —— >
Indicates independent

1 FCF B

==

communicating pairs

pver

Figure 9 - FC-BB_E VE_Port to VE_Port reference model
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Figure 10 shows the VN_Port to VN_Port reference model. FCoE frames originated by a VN_Port are transported
over the Lossless Ethernet network to the VN_Port(s) with which the originating VN_Port is logged in with.

ENode H1
[
[N po] - 5.

Note:
<+ — — >

Indicates independent
communicating pairs

4.2.5.4 FC-BB_E VA_Port to VA_Port reference model

the

NN e
\ \ B e
\ _
: Lossless .-~~~ 4 ENode H3
/) Ethernet-~
/__--network
-
ENode H2 | /
D R A ->
Lossless
ENode H1 l: B Q j ENode H2
Netyv
(optional)

Figure 10 - FC-BB.E'VN_Port to VN_Port reference model

Figure 11 shows the VA_Port to VA-Port reference model. FCoE frames originated by a VA_Port are tran
Lossless Ethernet network\to the VA_Port that the VA_Port is logically connected to.

ported over

Controlling FCF

Note:
“« — — >
Indicates independpent

| | | | communicating pajrs
1
4 I [
/ \
/ \
o Lossless
Py Ethernet S o
P network S o
-~ ’f—_——_—~\~ S o
- - \\ -~
il £ S
 —
[fired ] [rem ] [ | [ ]
FDF A FDF B

Figure 11 - FC-BB_E VA_Port to VA_Port reference model
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4.3 FC-BB-6 models overview

4.3.1 FC-BB_IP

The FC-BB_IP model defines the means by which Fibre Channel networks interface with and connect across an IP
network. FC-BB_IP makes use of the FCIP standard (see RFC 3821) to define the mapping and control required by
the TCP/IP protocol and the FC frame encapsulation standard (see RFC 3643) to define the encapsulation. FC-BB_IP
also defines the connection management, addressing, time synchronization, discovery, security, switching, routing,
and error recovery required to support Fibre Channel over TCP/IP. FC-BB_IP is independant of the underlying
physical technology that exists beneath the IP layer. In this sense, the [P network could use SONET, Gigabit Ethernet,

- - 1 1 1 4 1 1 1 1 e
or any otherrtink-tevet TEeCIITOTOg Yy DECTOWIT:

ated
P/IP
rror

FC-BB_IP enfapsulates byte-encoded Class 2, 3, or F Fibre Channel frames into a suitable format (i.e., encapsul
FC frames) for carriage over the IP network. Subclause 5.6 describes encapsulated FC frames in detail: The TC
protocol suife provides a reliable transport of frames over the IP network. TCP provides flow control and ¢
recovery.

The FC-BB_I

P protocol provides mechanisms to create VE_Port or B_Access connectivity over'the IP network (seg 5).

The FC-BB_IP device interfaces to attached FC_Ports are FC physical interfaces operating at standard rates. The FC-
BB_IP devicg¢s may support automatic WAN link speed negotiation with the attachedAP networks.

4.3.2 FC-BB_GFPT

The FC-BB_(
be extended|
not applicaly

LFPT model defines the means by which FC physical links‘that carry 8B/10B encoded information jmay
over any WAN transport infrastructure for which GEB\mapping is defined. The FC-BB_GFPT model is
le to FC physical links that use other encodings (e.g,, 16GFC physical variants use 64B/66B encodling,

and are not

Arbitrated 1

topology, or

facilities of g

FC-BB_GFPT
no requiren

BB_GFPT su

supported). With that restriction, FC-BB_GFPT supports the interconnection of arbitrary, legal,
oop FC_Port combinations, imposing no requirements, and making no suppositions regarding
even the presence of an FC Fabric. FC-BB_GFPT supports efficient transport of FC data over trans
rbitrary bandwidths and potentially largé:distances. FC-BB_GFPT supports Class 2, 3, and F traffic

supports the interconnection of arbitrary, legal, non-Arbitrated Loop FC_Port combinations, impo
ents, and making no suppositions-regarding the topology, or even the presence of an FC Fabric
pports efficient transport of-ECjdata over transport facilities of arbitrary bandwidths and potent

hon-
the
port

sing
FC-
ially

large distang¢es. FC-BB_GFPT supports(Class 2, 3, and F traffic.
FC-BB_GFPT]
Exchanges. ]
2), and they
interconnec
kept separaf

devices do not generate FC frames and do not directly participate in port initialization or other
‘C-BB_GFPT devices-are exempt from any requirements regarding FC_Port authentication (see F(-SP-
¥ do not impede,or interfere with any such processes that may occur between the attached|and
ed FC_Ports) EC-BB_GFPT devices have no FC identity or visibility, and administratively they maly be

e and distinct from FC Fabrics and ports.

FC_Ports arg interconnected pair-wise over SONET/SDH/OTN/PDH networks, via FC-BB_GFPT devices, in a ppint-
to-point fasiionyAlthough multiple FC_Ports may interface with a single FC-BB_GFPT device, each opposing FC _[Port
pair is connected via a dedicated Transport Trail (e.g., a contiguously or virtually-concatenated group). Since trail
and access section configurations may differ, FC-BB_GFPT devices have both physical interfaces to the transport
network, and individual FC-BB_GFPT devices may have more than one such physical interface, as well as logical
interfaces associated with individual circuits. Logical interfaces are referred to as GFPT_WAN interfaces. A
GFPT_WAN interface corresponds to a specific Transport Trail, and always to a single attached FC_Port pair.
Governance of the relationship of GFPT_WAN interfaces to physical SONET/SDH/OTN/PDH interfaces, and of any
changes of such relationships (e.g., as may occur during network protection events), is specified in the appropriate
ITU-T and ANSI-T1 standards (see clause 2), and is therefore outside the scope of this standard. Multiple GFPT_WAN
links originating on one FC-BB_GFPT device may be terminated on different, and geographically disparate, FC-
BB_GFPT devices. The routing and provisioning of network facilities underlying GFPT_WAN links is outside the
scope of this standard.
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The FC-BB_GFPT device interfaces to attached FC_Ports are FC physical interfaces operating at standard rates. The
FC physical interfaces on FC-BB_GFPT devices may support link speed negotiation with the attached FC_Ports.

4.3.3 FC-BB_PW

The FC-BB_PW model defines the means by which FC physical links that carry 8B/10B encoded may be extended
over a wide area MPLS network. The FC-BB_PW model is not applicable to FC physical links that use other encodings
(e.g., 16GFC physical variants use 64B/66B encoding, and are not supported). FC-BB_PW is specified in conjunction
with RFC 6307 to define the mapping and control required by the MPLS/PW protocol. According to this model the
FC-BB_PW device serves as a PE network element in the PW architecture. FC-BB_PW is independant of the physical-
leve

R IR I S | 14 1 1 : deloarde. : ade] delodel MBPLC1
dIIU TIIITRTITVCTI LCLllllUlUleb UIdU TAIST UTIITAUl LT MIT Lo Idy Tl

FC-H
8B/
tran|
proy

ncapsulates
W PDUs for
LS network

B_PW supports the interconnection of FC_Ports transporting Class 2, 3, and F traffic. FC-BB_RW ¢
| 0B-encoded FC frames and a selected set of Primitive Signals and Primitive Sequences linto P
sport over the MPLS network. FC-BB_PW utilizes reliable transport of FC traffic_ouer the MH
ided by the PW termination layer as specified in RFC 6307.

The
Exchanges. The FC-BB_PW entity is exempt from any requirement regarding FC Port authentication (4
and|it does not impede or interfere with any such processes that may)occur between the a
intefconnected FC_Ports. The FC-BB_PW entity has no FC identity or visibility, and administratively it
sepdrate and distinct from FC Fabrics and ports.

FC-BB_PW entity does not generate FC frames and does not directly participate in port initialization or other
ee FC-SP-2),
ftached and
may be kept

4.3.4 FC-BB_E

The
nety
imp
a fu

FC-BB_E model defines the means by which Fibre Channel frames are transported over a Lossl
bork (see 4.4.4). Although a generic Ethernet network may lose frames due to congestio
ementation of appropriate Ethernet extensions (€:g); the PAUSE mechanism defined in IEEE 802.3-}
1 duplex Ethernet link to provide a lossless¢behavior similar to the one provided by the buf]

pss Ethernet
n, a proper
012) allows
fer-to-buffer

mec
(FCd
dup

hanism (see FC-FS-4). The protocol mapping defined by FC-BB_E is referred to as Fibre Channel oyer Ethernet
E) and requires the underlying Ethernetilayer to be full duplex and lossless (i.e., to be composed only of full
ex links and to provide a lossless behavior when transporting FCoE frames).

FC-H
for t

B_E encapsulates byte-encoded, Class 2, 3, or F Fibre Channel frames into a suitable format (i.e., FICoE frames)

ransport over the Lossless Ethernet network. See 7.10.
The Port Virtual
LinK

FC-BB_E protocol provides mechanisms to create VN_Port to VF_Port Virtual Links, VE_Port to VE]
s, VN_Port to VN_PortVirtual Links, and VA_Port to VA_Port Virtual Links.

4.4 | FC-BB-6 requirements

4.4.1 FibreChannel Class support

Clasp Fghall be supported between FC-BB_IP, FC-BB_GFPT, and FC-BB_PW devices.

Class 2 and Class 3 may be supported between FC-BB_IP, FC-BB_GFPT, and FC-BB_PW devices.

Class 3 shall be supported between FC-BB_E devices. Class 2 and Class F may be supported between FC-BB_E
devices.

NOTE 1 - A Lossless Ethernet network configuration that includes Lossless Ethernet bridges may not provide sufficient
functionality to support all aspects of Class 2 service. FCFs and ENodes may indicate support for Class 2 service in the presence
of Lossless Ethernet bridges, but such a configuration should be managed accordingly.

© ISO/IEC 2019 - All rights reserved 27


https://iecnorm.com/api/?name=f897bbed7d99694b70f589761162e45b

ISO/IEC1

4.4.2 Payl

4165-246:2019(E)

oad transparency

4.4.2.1 FC-BB_IP

Arriving Class 2, 3, and F Fibre Channel frames from an FC network and destined to a remote FC network shall be
encapsulated using the FC-BB_IP defined mechanisms and transmitted to the appropriate FC-BB_IP device.

Arriving encapsulated frames received from remote FC-BB_IP device shall be decapsulated and sent to an FC

network.
Primitive Si
4.4.2.2 Tra
FC frames i

further enc
FC-BB_GFP

sparent FC-BB (FC-BB_GFPT and FC-BB_PW)

bound from one attached FC_Port shall be delivered to the remote FC_Port in native form (i.e., wit
sulation) across the transport network according to the adaptation processes described in 6.4.8.
devices and 6.4.8.2 for FC-BB_PW devices. Frames received from remote Transparent FC-BB dev

hout
| for
rices

shall be forwarded to the attached FC_Port. Selected ELP, SW_ACC, FLOGI, PLOGI, and LS_AEC frames may be subject

to inspectio
6.4.4.

Primitive Si
the remote |
device in na
Primitive Si
RFC 6307.

Primitive Se
to the remo
BB_GFPT d¢g

adaptation)
encapsulate

4.4.2.3 FC-]

Class 2, 3, {
encapsulate

FCoE frame
VF_Port, VE]|

Primitive Sig

4.4.3 Late

tve form (i.e., without further encapsulation) according to the-adaptation processes described in 6.4

and/or minor modifications, in transiting one or the other Transparent FC-BB device, as describg
bnals transmitted by an attached FC_Port are forwarded across the transport network for deliver
C_Port according to the rules described in clause 6. Primitive Signals are forwarded by an FC-BB_(

nals are forwarded by an FC-BB_PW device encapsulated within control frames as specifie]
quences transmitted by an attached FC_Port are.forwarded across the transport network for deli
e FC_Port according to the rules described inclause 6. Primitive Sequences are forwarded by an
vice in native form (i.e., without further engapsulation) according to the adaptation (including

processes described in 6.4.8.1. Primitive Sequences are forwarded by an FC-BB_PW dg
1 within control frames as specified in RFC 6307.

BB_E

nd F Fibre Channel frames arriving from a VN_Port, a VF_Port, a VE_Port, or a VA_Port sha
1 in FCoE frames and transmitted to the appropriate FC-BB_E device.

received from d réemote FC-BB_E device shall be decapsulated and sent to the appropriate VN_
Port, or VA_Port.

fnals and Primitive Sequences shall not be forwarded between FC-BB_E devices.

ncy delay and timeout value

din

y to
FPT
.8.1.
d in

very

FC-
rate
vice

1 be

Port,

FC-BB_IP shall ensure that the incoming encapsulated FC frames whose FCIP Transit Time (FTT) exceeds 1/2
E_D_TOV shall be discarded and not admitted into the FC network. Fibre Channel timeout values shall be
administratively set to accommodate the FTT.

FC-BB_IP shall allow Class F encapsulated FC frames to be transmitted with a zero timestamp value.

Transparent FC-BB requires that the latency between two Transparent FC-BB devices be:

a) no more than one-half of the E_D_TOV value of the attached devices for frames;

b) no more than one-half of the R_T_TOV value of the attached devices for Primitive Sequences; and
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c) within the R_A_TOV values of the attached Fabric(s), if any.

The Lossless Ethernet bridges used to build a Lossless Ethernet network suitable for FC-BB_E usage should enforce
a maximum bridge transit delay of 500 ms (see [EEE 802.1Q-2011).

4.4.4 QoS and bandwidth

FC-BB_IP recommends that some form of preferential QoS be used for the FCIP traffic in the IP network to minimize
latency and packet drops although no particular form of QoS is recommended. See RFC 3821.

FC-I

ROCEDT1 il ot e i o 4
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B_PW recommends that Primitive Sequences are carried with low latency and no loss over.the MK

ldition to these properties, FC data traffic should be provided with assurance of some amotnt o

ever no specific recommendation is made in this standard. The Differentiated Services\EF'PHB (se|
example of a mechanism that may be used for FC-BB_PW traffic management.

FC-BB_E is intended to operate over an Ethernet network that does not discard frames in the presence o
Such an Ethernet network is called Lossless Ethernet in this standard.

f congestion.

Los{
the |
IEEH
(PTH

less Ethernet may be implemented through the use of some Ethernetextensions. Suitable extensfions include
PAUSE mechanism defined in IEEE 802.3-2012, or the Priority-baséd Flow Control (PFC) mechanisim defined in

802.1Qbb, where FCoE frames shall use a lossless priority (seeITEEE 802.1Qbb). The Precision Time Protocol
P) may be used to determine link latency (see IEEE 1588-2008%or IEEE 802.1AS).

4.4.5 In-order delivery

FC-BB_IP devices shall provide in-order delivery of frames within the scope of any TCP connection.

FC-H
(i.e.,

FC-H

B_GFPT devices shall provide in-order delivery within each provisioned Transport Trail for all tran
frames, Primitive Signals and Primitive Sequences), as discussed and with the exceptions detailed

B_PW devices shall provide in-order delivery within each provisioned PW for all transmitted data

Prinpitive Signals and Primitive Sequerices), as discussed and with the exceptions detailed in clause 6.

FC-H

B_E devices shall be able toprovide in-order delivery of FCoE frames on at least a per-Exchange

smitted data
in clause 6.

(i.e., frames,

basis within

the Lossless Ethernet network.

4.4.6 Flow control

FC-BB_IP deviees-shall ensure that TCP flow control and error recovery acts in proper concert with the Fibre
Channel BB.Credit flow control mechanism.

Flow control at E_Ports, F_Ports, VE_Ports, and B_Ports shall operate as defined in FC-SW-6.

The Alternate Simple Flow Control (ASFC) mechanism (see 6.4.4) shall be used between FC-BB_GFPT devices and
between FC-BB_PW devices. Flow control on FC_Port-facing links is specified in clause 6.

Flow control at FC-BB_GFPT and FC-BB_PW physical interfaces to attached FC devices shall operate as defined in
FC-SW-6 or FC-FS-4, as appropriate.

FC-BB_E devices rely on proper implementation of Ethernet extensions for flow control of FCoE frames. Ethernet
extensions achieve the same level of service provided by the Fibre Channel buffer-to-buffer flow control (see FC-FS-
4). Suitable extensions include the PAUSE mechanism defined in IEEE 802.3-2012, or the Priority-based Flow
Control (PFC) mechanism defined in IEEE 802.1Qbb, where FCoE frames shall use a lossless priority (see IEEE
802.1Qbb). The Precision Time Protocol (PTP) may be used to determine link latency (see IEEE 1588-2008 or IEEE
802.1AS).
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4.5 FC-BB-6 SW_ILS codes

Table 3 shows the SW_ILS codes allocated for FC-BB-6 use.

Table 3 - FC-BB-6 SW_ILS codes

Encoded Value Description Abbr. Reference
(hex)
28030000 Authentication Special Frame ASF 5.7.2.3.2
2801 0000 Exchange B_Access Parameter EBP 5.4.3.3.1

Table 4 shows the ELS codes allocated for FC-BB-6 use.

Table 4 - FC-BB-6 ELS codes

Encoded Value Description Abbr: Reference
(hex)
80000000 Link Keep Alive LKA FC-LS-3

5 FC-BBJ[IP Structure and Concepts

5.1 Appliqability

Clause 4 specifies the FC-BB_IP reference model. This clausesspecifies the FC-BB_IP functional model.

5.2 FC-BBLIP overview

Figure 12 shows a network configuration egnsisting of three FC-BB_IP devices. FC-BB_IP is a Fibre Chapnel
backbone transport protocol that tunnels efcapsulated FC frames across the IP network. An FC-BB_IP devicq has
interfaces tqg both the IP and the FC network. The FC network interface supports multiple E_Ports/F_Ports |(see
Figure 13) ofr multiple B_Ports (see Figure 17).
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Figure 12 - FC-BB_IP network configuration

Only FC-BB_IP devices that support E_Ports or F_Ports require FG-switching.

The[FC-BB_IP protocol provides mechanisms to create VE-Rort or B_Access connectivity over the IP network. The
FC-BB_IP protocol communication occurs between pairstof FC-BB_IP devices over virtual constructs (i.e., FCIP
LinKs) that are described in 5.3.4.2.4. Although thecommunication occurs between pairs of FC-BB_|P devices, a
single FC-BB_IP device may communicate with more,than one device at the same time (see Figure 20).

NQTE 2 - Although the current scheme allows antEC-BB_IP device to independently connect to more than one FC;BB_IP device,
it loes not specify a point-to-multipoint connéction.

The|FC-BB_IP protocol uses encapsuldted FC frames created by prefixing a 28-byte FC Encapsulation Header to the
incoming SOF/EOF delimited FC frame (see RFC 3643). FC-BB_IP devices are not required to interpret the data
contlent of the FC frames otherthah capturing and recording their SOF/EOF identities in the encapsulated FC frame.
As guch, FC Sequences and Exchanges are not visible to the FC-BB_IP protocol. All encapsulated F( frames are
transparently transported.@ver the IP network

FC-BB_IP devices also-exchange SW_ILS control information using Class F FC frames (see Figure 15 and Figure 18).
Thege FC frames.are‘encapsulated and tunneled in the same way as the incoming FC frames.

Encgpsulated FC frames join the TCP byte stream in order (see Figure 21). TCP segments are created frpm TCP byte
strepms without any visibility or regard to encapsulated FC frame boundaries.

TCP Tflow control between two FC-BB_IP devices provides a reliable transport of encapsulated FC frames across the
IP network. The only delivery order guarantee provided by TCP with respect to the FCIP protocol is the correctly
ordered delivery of encapsulated FC frames within a single TCP connection. The FC Entity is expected to specify and
handle all other FC frame delivery ordering requirements.

5.3 VE_Port functional model

5.3.1 FC-BB_IP interface protocol layers

Figure 13 shows the VE_Port functional model of an FC-BB_IP device that consists of the E_Port/F_Port FC interface,
the FC-BB_IP interface, and the IP network interface.
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Eigure 13 - FC-BB_IP VE_Port functional model

The protoco] layers at thése interfaces are:

a) an E_Rort/F.Port FC interface: FC-0, FC-1, and FC-2 levels;

b) an FC Switching Element (SE) with FC routing;

c) an FC-BB_IP protocol interface: FC Entity and FCIP Entity protocol layers; and
d) anIP network interface: TCP and IP layers.

Figure 14 illustrates the protocol layers across these interfaces.

5.3.2 E_Port/F_Port FC interface
The FC-BB_IP FC interface supports one or more E_Ports or F_Ports thus requiring the support of the FC-0, FC-1,

and FC-2 levels. The E_Ports in general connect to different external FC switches, but connectivity to the same FC
switch is also allowed. The data emerging from the FC-2 level is fed into an FC Switching Element.
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The initialization of any generic E_Port or F_Port is described in FC-SW-6. An E_Port indicates its support for the
ELP/ESC parameters using the ELP/ESC SW_ILS that is capable of parameter negotiation. Since FC-BB-6 does not
support Class 1, the Class 1 Port Parameter VAL bit in the ELP shall be set to 0 (i.e., invalid). An ELP received at an
E_Port may be rejected using SW_R]T for many reasons (see FC-SW-6).

An E_Port/F_Port is uniquely identified by an 8-byte E_Port_Name/F_Port_Name.

5.3.3 FC Switching Element (SE) with FC routing

The FC Switching Element (SE) switches and routes the incoming FC frames from the E_Port or F_Port to the proper
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ches and routes the data arriving from a VE_Port to the proper E_Port or F_Port.

SE is uniquely identified by an 8-byte Switch_Name.
i  FC-BB_IP protocol interface

1.1 Major components

FC-BB_IP protocol has interfaces to the FC network on one side and thé IP'network on the other. I
wo network interfaces, it consists of the following major components:

FC and FCIP Entities;
Control and Service Module (CSM); and
Platform Management Module (PMM).

puting occurs at a higher level than IP routingZFC/FCIP Entities themselves do not actively part

franpe routing. FC routing uses the FSPF protocol'described in FC-SW-6. FSPF routes are mapped onto th

inte
with
the s

5.3.

5.3.

The
to tH
to c(
shot

‘connecting FC-BB_IP devices. An FC frame’s FSPF route decides the selection of the VE_Port/F
in a selected FC/FCIP Entity pair if multiple pairs are in use. If multiple DEs within an FCIP_LEP arg
election of which FCIP_DE to use.is'described in 5.7.3.5.

1.2 FC and FCIP Entities

1.2.1 Function

FC Entity is the principal interface point to the FC network on one side and, in combination with the
e IP networK'on the other side. The primary functions of the FC Entity are to support one or more

vn in Eigure 14.

ly, the FC SE

h addition to

cipate in FC
e FCIP Links
[P_LEP pair
in use, then

FCIP Entity,
[E_Ports and

mmunicate‘with the FCIP Entity. The FC Entity layer lies between the FC-2 FC level and the FCIP Entity layer as

The

FCIP/Entity is the principal interface point to the IP network on one side, and in combination with t

he FC Entity,

to the FCnetwork on the other. The primary function of the FCIP Entity is formatting, encapsulating, an
encapsulated FC frames across the IP network interface.

The

FC/FCIP Entity pair interfaces with the CSM and the PMM through a vendor-specific mechanism.
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Figure 14 - FC-BB_IP Protocol Layers

Entity

The FC-BB_IP interface may support multiple instances of the F&/FCIP Entity pair. Each instance of the FC/
Entity pair donsists of one or more VE_Port/FCIP_LEP pairs. A VE_Port interfaces with the FCIP_LEP compone
the FCIP Entjity.

The VE_Por

t receives FC frames from the FC sideand sends them to the FCIP_LEP for encapsulation

transmissioh on the [P network. The VE_Port may also exchange Class F control frames with the remote VE_Por

the FCIP_LE

Ps. There is a one-to-one relationship-between a VE_Port and an FCIP_LEP. VE_Ports communicat

VE_Port Virtual ISLs (see 5.3.4.2.4).

NOTE 3 -T]
A VE_Portis

Within an F
the FC/FCIP

he term Virtual ISL if used unqualified refers to both a VE_Port Virtual ISL and a B_Access Virtual ISL.
uniquely identified by'an 8-byte E_Port_Name.

C-BB_IP device, each FC/FCIP Entity pair instance is uniquely identified by an 8-byte identifier c3
identifier. The.FC/FCIP identifier uses the Name_Identifier format.

Initialization at the EE-BB-6 protocol interface occurs between VE_Ports in a manner identical to standard E_H

and is descr

bedin5.3.4.3.

ECIP
nt of

and
t via
b via

lled

orts

53.423 F

TP Entity

The FCIP_LEP is a component of the FCIP Entity that formats, encapsulates, and forwards encapsulated FC frames.
Encapsulated FC frames are sent as TCP segments over the IP network.

The FCIP_LEP receives byte-encoded SOF/EOF delimited FC frames and a timestamp (see 5.3.4.5.2.2) from its
VE_Port. The FCIP Data Engine (FCIP_DE) is the data forwarding component of the FCIP_LEP. The FCIP_DE handles
all encapsulation and decapsulation, and transmission and reception of the encapsulated FC frames on the FCIP

Link. The FC

34

IP_LEP contains one or more FCIP_DEs, each corresponding to a TCP connection.
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FCIP_DE has four interface points (see RFC 3821):

a) FC Receiver Portal: the access point through which a byte-encoded SOF/EOF delimited FC frame and
timestamp enters an FCIP_DE from the VE_Port;

b) FC Transmitter Portal: the access point through which a reconstituted byte-encoded SOF/EOF delimited FC
frame and timestamp leaves an FCIP_DE to the VE_Port;

c) Encapsulated Frame Receiver Portal: the TCP access point through which an encapsulated FC frame is
received from the IP network by the FCIP_DE; and

d] Encapsulated Frame Transmitter Portal: the TCP access point through which an encapsulated FC frame is
transmitted to the IP network by the FCIP_DE.

5.3.4.2.4 VE_Port Virtual ISL and FCIP Link

The
cong

The
mor]

The
acce
and
follg

forn|
FiglIre 20 for some examples of allowed network topologies.

FC/FCIP Entity pair provides a data forwarding path between itself and a remote®C/FCIP Entity pa
tructs. Two types of virtual constructs are defined:

a VE_Port Virtual ISL is a logical construct that is created between tiwog FC Entity VE_Ports foy
purpose of sending and receiving byte-encoded SOF/EOF delimiited FC frames via the
Conceptually, communication between two VE_Ports is similar t6 communication between E_Po

an FCIP Link is a logical construct that is created between-two FCIP Entity LEPs for the explici
sending and receiving encapsulated FC frames and excapsulated FCIP control information. G
communication between two LEPs is similar to the) communication between two instance
application.

‘e is a one-to-one mapping between a VE_Port.Virtual ISL and an FCIP Link. Each FCIP Link consi

e TCP connections, all between the same twWo FC-BB_IP devices. Although more than one FCIP
ed between a pair of FC-BB_IP devices,«a typical configuration may only consist of a single F(

FCIP_LEP that originates an FCIPLink is defined as the FCIP Link Originator. The corresponding F
pts this link is defined as the E€IP Link Acceptor. An FCIP Link is fully characterized by its FCIP Lin
FCIP Link Acceptor identities: An FCIP Link Originator or FCIP Link Acceptor is fully identified
wing:

an 8-byte Switch\Name;

an 8-byte EsPort_Name; and

an 8:byte FC/FCIP Entity identifier.

To qniquely identify an FCIP Link, all of the following are required:

ir via virtual

the explicit
FCIP Entity.
ts; and

t purpose of
onceptually,
bs of a TCP

5ts of one or
Link may be
[P Link. See

CIP_LEP that
k Originator
by all of the

a)

b)

<)

the 8-byte Switch_Name of the FCIP Link Originator;
the 8-byte E_Port_Name of the FCIP Link Originator;

the 8-byte FC/FCIP Entity identifier of the FCIP Link Originator; and

d) the 8-byte Switch_Name of the FCIP Link Acceptor.

The FCIP Link Acceptor’s 8-byte FC/FCIP Entity identifier and its E_Port_Name provide additional information
about an FCIP Link but are not required to uniquely identify it.
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5.3.4.3 VE_Port Virtual ISL exchanges

5.3.4.3.1 SW_ILS exchanges

VE_Ports exchange SW_ILSs on the VE_Port Virtual ISL. The SW_ILSs that occur on the VE_Port Virtual ISL are the
standard E_Port SW_ILSs (e.g., ELP, ESC, EFP, etc.), and in addition the LKA ELS (see FC-LS-3). Figure 15 shows the

scope of the

VE_Port Virtual ISLs.

Class 2/3 frame
FC End Node [® B | FC End Node
T []
v Class 2/3 frame I
\ ]
1
FC Sw Class 2/3 frame /
\ I
SL \‘ Class F, 2/3 frame I,
\ 1
FC SW Virtual ISL:Class F (ELP, EFP, ESC, etc.), FC SW
Class 2/3 frame, LKA
VE Port [« VE_Port
FCIP_LEP FCIP Link: Encap. FC frame, FSF Va FCIP_LEP
TCP Connections: Byte-stream
TCP > TCP
- !

Figure 15 - Scope of VE_Port Virtual ISL

5.3.4.4 Conitrol and Service Module (CSM)

The CSM is a
creates the
setup via th
additional T
Linksand T

NOTE 4 -S

5.3.4.5 Plat

control component of the FC-BB_IP interface that mainly deals with connection management. The

FC/FCIP Entity pair during the VirtualJJSL/FCIP Link setup. The CSM processes all requests for a
e FCIP-registered TCP Port 3225 or optionally another TCP Port. The CSM processes requests to
CP connections over the same FCIP"Link. The CSM is also responsible for tearing down existing
[P connections and deleting the FC/FCIP Entity pair.

bme aspects of the CSM functions are discussed only in RFC 3821.

form Management-Module (PMM)

5.3.4.5.1 Function

The PMM is
security. Th

h management component of the FC-BB_IP interface that handles time synchronization, discovery
e ®MM is also the intended component for any miscellaneous housekeeping functions suc

maintenanc

CSM
link
add

FCIP

and
h as

b 0f eventloos (see 583 8)
[=) Ay J

5.3.4.5.2 Time synchronization

5.3.4.5.2.1 FCIP Transit Time (FTT)

FCIP Transit Time (FTT) is defined as the total transit time of an encapsulated Fibre Channel frame in the IP
network. The FCIP Transit Time is calculated by subtracting the timestamp value in the arriving encapsulated FC
frame from the synchronized time in the FCIP Entity.

36

© ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=f897bbed7d99694b70f589761162e45b

ISO/IEC 14165-246:2019(E)

5.3.4.5.2.2 Building outgoing FC frame encapsulation headers

The FC Entity shall establish and maintain a synchronized time value in Simple Network Time Protocol (SNTP)
Version 4 format (see RFC 2030) for use in computing the IP network transit times. The FC Entity shall use suitable
internal clocks and one of the following mechanisms to establish and maintain the synchronized time value:

a)

Fibre Channel time services; or

b) IP network SNTP server(s).

364

the frame should not be delivered to the FCIP_DE. However, FC-BB_IP shall allow any class Fieneapsulat

tob

5.3.
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5.3.
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Secu
are {
the s

c
r
franje. As noted in 5.3.4.5.2.2, the timestamp may be zero indicating that'no valid timestamp was sup

1 shall be accompanied by a timestamp value obtained from the synchronized time service. The FE
imestamp in the encapsulation header part of the encapsulated FC frame that carries the FC fra
B). If no synchronized timestamp value is available to accompany an entering Class 2 or Class 3 F(

e transmitted with a zero timestamp value.

1.5.2.3 Checking IP network transit times in incoming FC frame encapsulation headers

byte-encoded SOF/EOF delimited FC frame delivered to the FC Entity through the FCIP_DE F(
1 is to be accompanied by the timestamp value taken from the encapsulation header of the encs

ing FC Entity. Any frame other than a Class F frame whose timestdmp is zero shall be discarded. A
se timestamp is zero shall be processed as if it met all Fibre Channel timeout requirements.

e timestamp is non-zero, then the FTT of the arriving éncapsulated Fibre Channel frame shall be

E_D_TOV. If the FTT exceeds 1/2 E_D_TOV, then theframe shall be discarded. Otherwise the fr3
essed normally. Fibre Channel timeout values shallbe administratively set to accommodate the F1

1.5.3 Discovery

overy of FC-BB_IP devices is handled:iti-accordance with the procedures outlined in 5.7.2.2 and
RFC 3822.

1.5.4 Security

xtended by FC-BB AP,"The FCIP level is secured through IPSec mechanisms (see RFC 3821). Figure 1
cope of the two §ecurity mechanisms.

» FC receiver
P_DE places
ne (see RFC
frame, then
bd FC frames

transmitter
psulated FC
plied by the
lass F frame

rompared to
ime shall be
'T.

n RFC 3821

rity in FC-BB_IP is defined at two levels, FC and FCIP. The FC level is secured through FC-SP-2 mechanisms that

6 illustrates

FC-BB_IP Device FC-BB_IP Device

TcP/P || 1P Network || TCPAP || FCIP || FC

FC FCIP

Entity || Entity

Entity Entity

IPSec secures the
FCIP level

T T

FC-BB_IP extends the Fibre Channel level

FC-SP-2 secures the Fibre Channel level

Figure 16 - Security layers
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In most cases, the security requirements of an FC/FCIP Entity pair are satisfied outside the scope of this standard

as follows:

a) security for the FC Fabric is provided by the FC-SP-2 capabilities (e.g., switch-to-switch authentication, frame
authentication and confidentiality); and

b) security for the TCP connections used to transit the IP network is provided by the security features described

in FCI

Depending on the securlty requlrements of a given conﬁguratlon any or all of the security capabllltles descrlbed in
other standg s s

to a large variety of securlty attacks, meaning that serious con51derat10n should be given to enabling the fullls
patures described in RFC 3821 whenever the public IP network is to be used to transmit FCIP-fram

of security f
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P (e.g., IPSec packet authentication and confidentiality).

mechanisms. However, no such authentication is defined for subsequent TCP ¢ennections, since |
ar to be part of an already authenticated Virtual ISL.

pttacking entities in the IP network from forging additional invalid“TCP connections, the FC-B,

described in 5.7.2.3 extends the protection of FC-SP-2 authentication to subsequently-added

bn mechanism, handling the Class F requests and respenses over a previously authenticated
n some configurations, this overhead may be unnecessatry~However, in cases where Fabric entitie
bing authenticated without having their behavior fullytrusted, the extension to FC-SP-2 authentic3
ed in combination with other FC-SP-2 and FCIP security mechanisms to assure trustworthy formg
5 and Virtual ISLs.

ptwork interface

P VE_Port reference model supports one logical IP interface and allows sharing a 4-byte IPv4 or 16-
5 in the following ways:

e IP address per FC-BB_IP/device (i.e., a single IP address shared by all FC/FCIP Entity pairs);
le IP addresses per FC:BB_IP device (i.e., a single IP address per FC/FCIP Entity pair);

le IP addresses per FC/FCIP Entity pair (i.e., single IP address per VE_Port/FCIP_LEP pair); and
le IP Addresses per FCIP Link (i.e., a single IP address per TCP Port).

ent [P)address schemes at the two ends of an FCIP Link is not expected to cause inter-operak

problems.

entity pair has a potential security vulnerability where interactions may not be fully sectired by ei
pr FCIP security features. This vulnerability occurs if two or more TCP connections arge.aggregated
Link. The first TCP connection in an FCIP Link and its associated Virtual ISL may be/authenticated u

The extension to FC-SP-2 authentication described in 5.7.2.3.2-is based on the exchange of Clg
d responses between FC Entities. This mechanism works in concert with the FC-SP-2 Virtual
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As shown in Figure 14, the IP network interface consists of the TCP and IP layers. The encapsulated FC frame
emerging from the FCIP_DE interfaces with the TCP layer. The IP layer interfaces with the TCP layer above it and
the IP network below it. The TCP layer supports multiple TCP connections, each corresponding to an FCIP_DE. Each
TCP connection within an FCIP Link is assigned a unique local TCP Port Number. Either the FCIP well-known TCP
Port 3225 or optionally another TCP Port is used for accepting connection requests. These ports interface with the
CSM through a vendor-specific mechanism.

IP routing occurs inside the IP network. Within the IP network, the route taken by an encapsulated FC frame is
determined by the normal routing procedures of the IP network.
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5.4 B_Access functional model

5.4.1 FC-BB_IP interface protocol layers

Figure 17 shows the functional model of an FC-BB_IP device that consists of the B_Port FC interface, the FC-BB_IP
protocol interface, and the IP network interface. Figure 14 shows the details of the protocol layers across these
interfaces.

NOTE 5 - Because of the similarity between the E_Port and B_Port functional models this subclause only describes any unique
definitions for the B_Access. Other definitions and descriptions from 5.3 apply equally well and remain unchanged.

5.4.2 B_Port FC interface
The|FC-BB_IP FC network interface supports one or more B_Ports thus requiring the support of the FC{0, FC-1, and
FC-7 levels. B_Ports in general connect to different external FC switches, but connectivity fo.the same|FC switch is

alloyved.

B_Pg¢rts are uniquely identified by an 8-byte B_Port_Name.
5.4.3 FC-BB_IP protocol interface

5.4.3.1 Major components

The[B_Port FC-BB_IP interface consists of all the components ofthe VE_Port functional model (see 5.3.4.1) except
the FC Switching Element with FC routing.

5.4.8.2 FC and FCIP Entities

5.4.8.2.1 Function

The|primary function of the FC Entity is to:stpport one or more B_Access portals and to communicate with the FCIP
Entify.

Thelfunction of the FCIP Entity is idefitical to its function in the VE_Port functional model described in p.3.4.2.3.

The|FC/FCIP Entity pair interfaces with the CSM and the PMM through a vendor-specific mechanism.

5.4.3.2.2 FC Entity

The|FC-BB_IP interface may support multiple instances of the FC/FCIP Entity pairs. Each instance of the FC/FCIP
Entify pair cansists of one or more B_Access/FCIP_LEP pairs. A B_Access portal is a component of the F[C Entity that
inteffaces.with the FCIP_LEP component of the FCIP Entity. The B_Access portal receives FC frames from the B_Port
and |sends-them to the FCIP_LEP for encapsulation and transmission on the IP network. The B_Acces$ portal may
also| exchange Class F control frames with the remote B_Access portal via the LEPs. There is 4 one-to-one
relationship between a B_Access portal and an FCIP_LEP. B_Access portals communicate via B_Access Virtual ISLs
(see 5.4.3.2.4).

There is no switching and routing required in the case of the B_Port functional model. However, the forwarding of
FC frames across the B_Access/FCIP_LEP pair is still required. If multiple DEs within an FCIP_LEP are in use, then
the selection of which FCIP_DE to use is described in 5.7.3.5.

Initialization at the FC-BB-6 protocol interface occurs with EBP SW_ILS exchanges between B_Access portals in a

manner identical to standard E_Ports and is described in 5.4.3.2.4. The B_Access initialization state machine is
described in 5.4.3.3.1.1.
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5.4.3.2.3 FCIP Entity

The FCIP_LEP receives byte-encoded SOF/EOF delimited FC frames and a timestamp from its B_Access portals. All
other functions are identical to the functions of the FCIP Entity in the VE_Port functional model (see 5.3.4.2.3).

5.4.3.2.4 B_Access Virtual ISL and FCIP Links

A B_Access Virtual ISL is a logical construct that is created between two FC Entity B_Access portals for the explicit
purpose of sending and receiving byte-encoded SOF/EOF delimited FC frames via the FCIP Entity. Conceptually,
communication between two B_Access portals is similar to communication between two VE_Ports.

There is a orle-to-one mapping between a B_Access Virtual ISL and an FCIP Link.
An FCIP Link Originator or FCIP Link Acceptor is fully identified by all of the following:
a) an 8-Hyte Fabric_Name;
b) an 8-Hyte B_Access_Name; and
c) an 8-hyte FC/FCIP Entity identifier.
To uniquelyfidentify an FCIP Link, the following items are required:
a) the 8-pyte Fabric_Name of the FCIP Link Originator;
b) the 8-pyte B_Access_Name of the FCIP Link Originator;
c) the 8-pyte FC/FCIP Entity identifier of the FCIP Link Origihator; and
d) the 8-pyte Fabric_Name of the FCIP Link Acceptor;,

The FCIP Lihk Acceptor’s 8-byte FC/FCIP Entity identifier and its B_Access_Name provide additional informgtion
about an FC]P Link but are not required to uniqueély identify it.

The FC-BB_IP B_Access functional model.ig~shiown in Figure 17.
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_— ~

FC Network Interface B_Port || B_Port | - | B_Port g B_Port_Name
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represents an FCIP_DE.

From/To IP Network

Eigure 17 - FC-BB_IP B_Access functional model

5.4.8.3 B_Access Virtual ISL exchanges

5.4.8.3.1 Exchange B_Access Parameters (EBP) SW_ILS

B_Ag¢cess portals exchange SW_ILSs on the B_Access Virtual ISL. The SW_ILSs that occur on the B_Accegs Virtual ISL
are the/EBP SW_ILS and the LKA ELS (see FC-LS-3). Figure 18 shows the scope of the B_Access Virtual |SLs.
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Class 2/3 frame

FC End Node [ B> | FC End Node
T ]
 Class 2/3 frame Class 2/3 frame
\ I
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gL, ClassF, 2/3frame Class F, 2/3 frame | ISL
\ !
B_Port B_Access Virtual ISL: Class F (EBP), B_Port
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B_Access B B_Access
FCIP_LEP - FCIP Link: encap. FC frame, FSF » | FCIP_LEP
TCP - TCP connectluo.ns: byte-stream > TCP
- -
Figure 18 - Scope of B_Access Virtual ISL
The Exchange B_Access Parameters (EBP) Switch Fabric Internal Link Service (SW_ILS) is sent by a B_Access p

to a remote
Virtual ISL f
the B_Ports
Protocol:
a) Excha
b) Reply
Addressing
Controller o

of the destin

Payload: Th

Switch Fabric Internal Link Service Sequence.

hge B_Access Parameters (EBP) request Sequence; and

e format of the EBP request payload is shown in Table 5.

Table 5 - EBP request payload

B_Access portal in order to establish operating link parameters and\port capabilities for the B_Ad
rmed by the two B_Access portal peers. Successful acceptance of EBP)SSW_ILS shall be completed be
begin switch port mode initialization.

For use in switch port configuration, the S_ID field shall be set to FFFFFDh, indicating the F4
[ the originating B_Access portal. The DD field shall be set to FFFFFDh, indicating the Fabric Contr
ation B_Access portal.

rtal
cess
fore

bric
bller

Item Bs}i,f::s Remarks
2801 00 00h 4
R_A_TOV 4 Value in milliseconds
ED-TQV 4 Value inmilliseconds
K_A_TOV 4 Value in milliseconds
Requester B_Access_Name 8
Class F Service Parameters 16

Requester B_Access_Name: This field shall contain the B_Access_Name of the device that originated the EBP

request.

R_A_TOV: This field shall be set to the value, in milliseconds, of R_A_TOV required by the FC-BB_IP device.

E_D_TOV: This field shall be set to the value, in milliseconds, of E_D_TOV required by the FC-BB_IP device.
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K_A_TOV: This field shall be set to the value, in milliseconds, of K_A_TOV required by the FC-BB_IP device.

Class F Service Parameters: This field shall contain the B_Access Class F Service Parameters and its format is
identical with its use in the ELP SW_ILS (see FC-SW-6).

Rep

ly Switch Fabric Internal Link Service Sequence:

Service Reject (SW_R]T)

Accept (SW_ACC)

A

Pay

The

Res
EBP

The

cept payload

oad: The format of the EBP Accept payload is shown in Table 6.

Table 6 - EBP accept payload

Item ]:;f:s Remarks
02 0000 00h 4
R_A_TOV 4 Value in milliseconds
E_D_TOV 4 Value in milliseconds
K_A_TOV 4 Value in milliseconds
Responder B_Access_Name 8
Class F Service Parameters 16

bonder B_Access_Name: This field.shall contain the B_Access_Name of the remote device that res
request.

SW_R]T reply payload format is given in FC-SW-6. The EBP reject reason code explanation is show

Table 7 - EBP reject reason code explanation

fields in Table 6 are the same as definedfor Table 5 except for the Responder B_Access_Name field.

ponds to the

n in Table 7.

Ean)ded Value Description

(Bits 23-16)

0000 0000 No additional explanation
0000-000+ Class K Service Parametererrer
0000 0010 Invalid B_Access_Name

0000 0011 K_A_TOV mismatch

00000100 E_D_TOV mismatch

00000101 R_A_TOV mismatch

others Reserved
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5.4.3.3.1.1 B_Access initialization state machine

The B_Access initialization state machine is shown in Figure 19.

PO: Exchange B_Access Parameters

* transmit EBP P1: Wait for ACK
P1:PO E_D _TOV expires
—P0:P1 . '
Al racaiva ACK.
RX_EBP=NO —51.P2 receive-AGK ~
P2:|Wait for Response P1:p4—receive EBP -

E_D_TOV expires )
or receive SW_RJT > P3: Wait for EBP

—P2:P0
receive SW_ACC E_D TOV expires
and RX_EBP=NO —P3:P0 [
—P2:P3 .
_P2-P4 receive EBP - | paBd receive EBP
receive SW_ACC
and RX_EBP=YES

—P2:P5

P4:‘Receive EBP

*transmit ACK
and RX_EBP=YES
and transmit response

—P1:P4—P»|—P4:P1—B>
—P2:P4——P4:P2—P>
—P3:P4—P>]

Figure 19 - B_Access initialization state machine

State PO: Exchange B_Access Parameters. This state marks the beginning of the B_Access initialization. Actjvity
other than that described within the state machine is suspended until initialization is complete.

Transition P0:P1.'The B_Access resets the RX_EBP flag.

State P1: Wait for ACK. In this state the B_Access waits until an ACK for the B_Access’s transmitted EBP is received.

Transition P1:P0. This transition occurs if the B_Access has not received an ACK within E_D _TOV after the
transmission of an EBP.

Transition P1:P2. This transition occurs if the B_Access receives an ACK before E_D_TOV expires.
Transition P1:P4. This transition occurs if the B_Access receives an EBP while waiting for an ACK.

State P2: Wait for Response. In this state the B_Access has received an ACK for its EBP and is waiting for a
response.
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Transition P2:P0. This transition occurs if the B_Access has not received a response within E_D_TOV after the
transmission of an EBP or receives an SW_R]T.

Transition P2:P3. This transition occurs if the B_Access receives an SW_ACC and has not received an EBP.

Transition P2:P4. This transition occurs if the B_Access receives an EBP while waiting for a response.

Transition P2:P5. This transition occurs if the B_Access receives an SW_ACC and has received an EBP.

State P3: Wait for EBP. in this state the B_Access has received an ACK for its EBP and is waiting for an EBP.

Tra
tran

Tra
Stat]
tran

with

Tra
apr

Tra
for 4

5.4.

The

5.4.

The

5.4.

The
iten]

5.5

Figure 20 shows some example FC-BB_IP network topologies that exists between three FC-BB_IP sites

nsition P3:P0. This transition occurs if the B_Access has not received an EBP within E(D]
smission of an EBP.

hsition P3:P4. This transition occurs if a B_Access receives an EBP while waiting for a résponse.
e P4: Receive EBP. In this state the B_Access has received an EBP. The B_Accessvesponds with
smits an SW_ACC or SW_RJT depending upon whether or not the received configuration paramete

in the EBP are acceptable. The B_Access sets RX_EBP to indicate an EBP has\been received and is 4

hsition P4:P1. This transition occurs if a B_Access receives an EBP fronf its peer yet hasn't receive
bviously transmitted EBP.

hsition P4:P2. This transition occurs if a B_Access receives akEBP from its peer yet hasn't receive
previously transmitted EBP.

8.4 B_Port Control and Service Module (CSM)
B_Port CSM is identical to the E_Port CSM described in 5.3.4.4.
8.5 B_Port Platform Management Moditle (PMM)

B_Port PMM is identical to the E_Port PMM described in 5.3.4.5.

i [P Network Interface

B_Port IP network interface is identical to the E_Port IP network interface described in 5.3.5 with
(c), where a single‘tR\address is per B_Access/FCIP_LEP pair.

FC-BB_IP network topologies

TOV of the

an ACK and
I's contained
ccepted.

d an ACK for

H a response

a change in

a) «ECIP Link 1 connects Sites 1 and 2 and consists of three TCP connections;

b) FCIP Link 2 connects Sites 1 and 2 and consists of two TCP connections. FCIP Link 2 however is distinct from
Link 1 although it exists between the same two FC/FCIP Entity pairs (i.e., FC/FCIP_Entity_1 and
FC/FCIP_Entity_2);

c) FCIP Link 3 connects Sites 1 and 3 and consists of two TCP connections. FCIP Link 3 exists between
FC/FCIP_Entity_3 and FC/FCIP_Entity_5; and

d) FCIP Link 4 connects Sites 2 and 3 and consists of one TCP connection. FCIP Link 4 exists between

FC/FCIP_Entity_4 and FC/FCIP_Entity_é6.
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Figure 20 - FC-BB_IP network topologies
5.6 Mapp1ng and message encapsulation using TCP/IP

5.6.1 Encapsulated frame structures

5.6.1.1 FC frame encapsulation structure
An encapsulated FC frame is carried in one or more TCP segments as shown in Figure 21. Each segment's format is

shown in Table 8. The structure of each encapsulated FC frame is shown in Table 9 and consists of a FC
Encapsulation Header and a byte-encoded SOF/EOF delimited Class 2, 3, or F FC frame as described in RFC 3643.
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Table 8 - TCP/IP Segment structure carrying encapsulated FC frame

Field Sub-field (;;f:s)

IP Header I\I\;II;r)l(i(())

TCP Header I\D//[I;r)l(i(())
TCP payload encapsalated 7C frames Max2176

Table 9 - Encapsulated FC frame structure

Field (lf;::S)
FC Encapsulation Header 28
SOF 4
FC-Header 24
FC frame payload Min: 0
(includes optional headér) Max:2112
CRC 4
EOF 4

FC frame encapsulation (see RFC 3643 describes the structures of the 4-byte SOF/EOF values field
Encgpsulation Header. The FC Encapsulation Header consists of several fields: Protocol#, Version, p
Frarhe Length, Timestamp, and GRC;

Profocol#: indicates the FCIP protocol.

Version: indicates the version number.

pFlggs: definesflagbits FSF and Ch that distinguish encapsulated FC frames from FCIP originated or ec
franjes.

Flags: the_CRCV bit value indicates if the contents of the CRC field are valid or invalid. For FC-BB_IP

t and the FC
Flags, Flags,

hoed control

protocol the

CRC[V hit'shall be zero (i.e., invalid).

Frame Length: contains the length of the entire FC encapsulated frame including the FC Encapsulation Header and

the FC frame, including SOF and EOF words.

Timestamp: contains the time at which the FC encapsulated frame was sent as known to the sender. T

he format of

integer and fraction timestamp word values is specified in Simple Network Time Protocol (SNTP) Version 4 (see
RFC 2030). The contents of the timestamp integer and timestamp fraction words shall be set as described in

5.3.4.5.2.

CRC: for FC-BB_IP protocol the CRC field shall be set to zero.
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5.6.1.2 Encapsulated FCIP Special Frame (FSF) structure

An encapsulated FCIP Special Frame (FSF) is carried as a TCP segment as shown in Table 10. The structure of an
encapsulated FSF is shown in Table 11 and consists of an FC Encapsulation Header and an FCIP Special Frame.

Table 10 - TCP/IP Segment structure carrying encapsulated FSF

. . Size
Field Sub-field (Bytes)
M 20
IP Header Max:40
Min:20
TCP Header Max:40
TCP payload encapsulated FSF 76

Table 11 - Encapsulated FSF structure

. Size
Field (Bytes)
FC Encapsulation Header 28
FCIP Special Frame (FSF) 48

See 5.6.1.1 fpr a description of the FC Encapsulation Headeprsstructure and format.

The FSF strycture is defined in FCIP (see RFC 3821) and consists of several fields: Source FC Fabric_Name, Sojrce
FC/FCIP Entity identifier, Connection Nonce, Connéction Usage Flags, Connection Usage Code, Destinatiopn FC
Fabric_Nam¢, and K_A_TOV.

Source FC Fabric_Name: the identifier forthe FC Fabric associated with the FC/FCIP Entity pair that generate$ the
FCIP Speciall Frame. If the FC Fabric is an,FC switch, then the field contains the Switch_Name.

Source FC/FCIP Entity identifier:\a unique identifier for the FC/FCIP Entity pair that generates the FSF. The vialue
is assigned By the FC Fabric whose name appears in the Source FC Fabric_Name field.

Connection|Nonce: contains a 64-bit random number generated to uniquely identify a single TCP connect request
in order to provide sufficient security for the nonce, the randomness recommendations described in RFC 3821
should be followed:

Connection|Usage Flags: identifies the types of SOF values to be carried on the connection. All or none of thebits
corresponding to Class F, 2, or 3 may be set to one. If all of the bits are zero, then the types of FC frames intended to
be carried on the connection has no specific relationship to SOF code.

Connection Usage Code: contains Fibre Channel defined information regarding the intended usage of the
connection. The FCIP Entity uses the contents of the Connection Usage Flags and the Connection Usage Code fields
to locate appropriate QoS settings in the shared database of TCP connection information and apply those settings
to a newly formed connection. All values for this field are reserved.

Destination FC Fabric_Name: may contain the Fibre Channel identifier for the FC Fabric associated with the
FC/FCIP Entity pair that echoes, as opposed to generates, the FSF.

K_A_TOV: contains the FC Keep Alive Timeout value to be applied to the new TCP connection.
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5.6.2 TCP/IP encapsulation

Figure 21 illustrates the TCP/IP encapsulation of an encapsulated FC frame. The TCP/IP encapsulation of an
encapsulated FSF is similar.

FC Header Payload CRC
(includes optional hdr.)
(24) (0-2112) @)

|<«——— FCframe —»|
| |

[ I ‘
k=  FC Encapsulation | o)
n Header | W
) | (7) 4
N N | | P
- Encapsulated FC Frame > >
N N 7
~
N P -
% -<¢—— Encapsulated FC Frame & é
| [ | | |
| <t TCP Byte-Stream Bl
| I . |
| || TCp TCP ' |
Header TCP Payload Fleader TCP Payload |
: : (20-40) -€— ayload —B» (20-40) - ayload —| :
|
| | 4— TCP Segment —>| - TCP Segment —9> [
| (TN | \ | \ | nnn |
| | \ | \ | I
|
' G .
| |'| Header P Pavioad Header P Pavioad | |
1 (2040). [ ayload =8 | 20.40) [+ ayload —#~ |
I I | I
- IP Packet —» IP Packet —

Figure 21 - TCP/IP encapsulation of an encapsulated FC frame

5.7 | FC-BB-IP protocol procedures

5.7. Qverview

This subclause describes the FC-BB_IP protocol procedures for platform management (see 5.7.2), connection
management (see 5.7.3), and error detection and recovery (see 5.7.4). There are no specific procedures defined for
housekeeping functions such as maintenance of error or event logs.

5.7.2 Procedures for platform management

5.7.2.1 Function

Platform management has three main functions, discovery, security, and time synchronization.
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5.7.2.2 Procedures for discovery

Device discovery is one of the functions of the Platform Management Module (PMM). Each FC-BB_IP device is
statically or dynamically configured with a list of IP addresses and other identifiers (e.g., N_Port_Names)
corresponding to participating FC/FCIP Entities. If dynamic discovery of participating FC-BB_IP devices is
supported, then the function is performed using Service Location Protocol version 2 (see RFC 3822).

FC/FCIP Entities themselves do not actively participate in the discovery of FC source and destination identifiers.
Discovery of FC addresses accessible via the FC/FCIP Entity is provided by techniques and protocols within the FC
architecture as described in FC-FS-4 and FC-SW-6.

5.7.2.3 Profedures for extending FC-SP-2 security

5.7.2.3.1 Authentication mechanisms
The Platformh Management Module (PMM) is responsible for extending security at the FC level

[ the

Entity authe
FCIP level ar
During initig
mechanisms

ntication occurs at the FCIP and FC levels as illustrated in Figure 16. Authentication mechanisms a

lization of a Virtual ISL, each switch may authenticate the other switch with FC-SP-2 authentica
. FC-BB_IP provides for extending the protection of FC-SP-2 authentication to subsequently added

e defined in FCIP (see RFC 3821). Authentication mechanisms at the FC level\are defined in FC-SP{2.

tion
TCP

connections|via either the ASF SW_ILS described in 5.7.2.3.2 or vendor-spgcifie configuration information.

NOTE 6 - The unqualified use of the term Virtual ISL refers to both VE_PortVirtual ISL and B_Access Virtual ISL.

hich
cate

If an FCIP EItity receives a TCP connect request for an additional TCP connection to an existing FCIP Link to w
FC-SP-2 authentication has been applied, then the FCIP Entity.generates a request to the FC Entity to authent
the additionpl TCP connection including at least the following information:

a) Conngdction Nonce;

b) Destirjation FC Fabric_Name;

c) Conngction Usage Flags; and

d) Conngction Usage Code.

If FC-SP-2 aythentication proeedures are not being applied to the Virtual ISL, then the FC Entity shall respond t¢ the

FCIP Entity Indicating thatthe-hew TCP is authentic.

NOTE 7 - If
security is

the first TCP connection in a Virtual ISL is not authenticated using the applicable FC-SP-2 procedures, thgn no

bained by atthenticating other TCP connections.

NOTE 8 - T

he preferred security mechanism for the Public Internet IP network is the success or failure of an ASF SW_ILS.

5.7.2.3.2 Authenticate Special Frame (ASF)

The Authenticate Special Frame (ASF) Switch Fabric Internal Link Service (SW_ILS) is used by an FC Entity to
authenticate additional TCP connections on existing FCIP Links. To authenticate a new TCP connection using the
ASF SW_ILS, the FC Entity shall use the information provided by the FCIP Entity to transmit an ASF request on the
Virtual ISL to which the new TCP connection is being added using a TCP connection in the Virtual ISL that has already
been authenticated.

The FC Entity shall use the information from the new FSF request to populate the fields in the ASF request. The
fields are the same as defined for FSF (see 5.6.1.2). The format of the ASF request payload is specified in Table 12.
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The FC Entity shall transmit the ASF over the previously authenticated TCP connection. This piggybacking technique
authenticates additional TCP connections by riding on top of previously authenticated TCP connections.

An FC Entity that receives an ASF SW_ILS shall verify that the information in the request payload identifies a TCP
connection initiated by that FC/FCIP Entity pair. If it verifies that this information is sound the FC Entity shall
respond with an SW_ACC (see Table 13), otherwise it shall respond with an SW_R]T with a reason code of “Unable
to perform command request” and a reason code explanation of “Class F Service Parameter error”.

Protocol:

a) Authenticate Qppriq] Frame (AQP) request Qpr}npnrp- and

b) Reply Switch Fabric Internal Link Service Sequence.

Addressing: The S_ID field shall be set to FFFFFDh, indicating the Fabric Controller of the originating F{ Entity. The
D_II) field shall be set to FFFFFDh, indicating the Fabric Controller of the receiving FC Entity.

Table 12 - ASF request payload

Item Bs;f:s
2803 00 00h 4
Destination FC Fabric_Namnre 8
Connection Nonce 8
Connection Usage'Flags 1
Reserved 1
Connection Usage Code 2
Reserved 4

Payload: The format of the ASF request payload is specified in Table 12.

Destination FC Fabric_Name: ;This field is the Fabric_Name of the destination switch and is the Source FC
Fabric_Name from the FSF.frame.

Conpection Nonce: Fhisfield is the Connection Nonce from the FSF request.

Conpection Usage Flags: This field is the Connection Usage Flags from the FSF request and signifies the¢ acceptance
of these flags(

Cor;rection Usage Code: This field is the Connection Usage Code from the FSF request and signifies the acceptance
of theseCodes.

Reply Switch Fabric Internal Link Service Sequence:
a) Service Reject (SW_RJT); or
b) Accept (SW_ACQ).

Accept payload.
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Table 13 - ASF accept response payload

Size
Item Bytes
02 00 00 00h 4

Payload: The format of the ASF accept payload is specified in Table 13.

5.7.3 Procedures-forconnection-management
k=]

5.7.3.1 Function

The primary

5.7.3.2 Pro

In order to
connection(

NOTE9 - A
Conceptual

It may also
Class F) on ¢
multiple con
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first TCP co
Link is as fo

1) the FQ

2) theFdQ
Link.
endpd
descri

3) the pr

conne

FC-SP

at thi
establ

4)

5)

function of the Control and Services Module (CSM) is managing connections.

cedures for link setup

ealize a Virtual ISL/FCIP Link between two FC-BB_IP endpoints, an FC-BB_IP device establishes
5) with its peer FC-BB_IP device.

y, the procedures for establishing these two are identical.

be useful to assign a pool of connections for transmission of high priority and control frames
onnections so they do not encounter head-of-line blogcking behind Class 2, or Class 3 traffic. The u
nections and policies for distributing frames on these‘connections is described in 5.7.3.5.

nection is established. The sequence of operations performed in order to establish a Virtual ISL/
lows:

-BB_IP device initializes its local resources to enable it to listen to TCP connection requests;

-BB_IP device discovers the FG-BB_IP device endpoints to which it is able to establish a Virtual ISL/
[he result of the discovery shall be, at the minimum, the IP address and the TCP port of the
int. The discovery process may rely on administrative configuration or on services such as SLPY
bed in 5.7.2.2;

pcesses defined by’ FCIP are used to establish TCP connections. FC level authentication of the first
ction is accomplished using the mechanisms and management controls described in FC-SP-2. To ex
2 authentication to additional TCP connections the mechanisms described in 5.7.2.3 shall be folloy

Virtual ISL exists between two VE_Ports or two B_Access portals and an-ECIP Link exists between two FCIP_L

/FCIP Link and the two FC-BB_IP device endpoints that are involved become operational only after

TCP

EPs.

e.g.,
te of

the
FCIP

FCIP
beer
2 as

TCP
tend
ved;

point) both endpoints have their respective VE_Port/FCIP_LEP pairs or B_Access/FCIP_LEP
shed;

Tairs

methods described in 5.3.4.5.2.2;

6)

after connection establishment, the FC-BB_IP device constructs the encapsulated FC frames according to the

at this point the Virtual ISL endpoints shall exchange FC virtual port initialization frames to enable and

identify port operation. The E_Port port mode initialization state machine is described in FC-SW-6 and the
B_Access portal initialization state machine is described in 5.4.3.3.1.1. Switch-to-switch authentication shall
use FC-SP-2 authentication mechanisms;

7)

an FC-BB_IP device operates in E_Port or B_Port mode. If operating in E_Port mode, normal FSPF messages

are exchanged and the switch port becomes operational. If operating in B_Port mode, it is expected that the
external E_Ports may exchange FSPF messages over the Virtual ISL which result in the link becoming
operational;
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8) link costs are implementation-defined;

9) in certain deployments, a single FC-BB_IP device may establish Virtual ISLs/FCIP Links with multiple FC-

BB_IP device endpoints. In this situation, the FC-BB_IP device shall manage TCP operational

parameters

independently for each Virtual ISL or FCIP Link. Also, the FC-BB_IP device VE_Port may perform the E_Port
initialization independently, for each Virtual ISL/FCIP Link. The B_Access also may perform initialization

independently, for each Virtual ISL/FCIP Link; and

10) the FC Entity may participate in determining allowed TCP connections, TCP connection parameters, quality
of service usage, and security usage by modifying interactions with the FCIP Entity that are modeled as a

shared databhase See REC 3821

5.7.

The

5.7.

The

8.3 Procedures for data transfer

procedures for data transfer are as follows:

the sending FC Entity shall deliver FC frames to the correct FCIP_LEP/FCIP_DEin-the correct FCIP Entity;

each FC frame delivered to the FCIP_DE shall be accompanied by a time'value synchronized w
maintained by the FC Entity at the other end of the FCIP Link (see 5.3.4.512.2); and

when FC frames exit FCIP_DE(s) via the FC Transmitter Portal(s), the FC Entity should forward

FC Fabric. However, before forwarding the FC frame the FC Entity shall verify the end-to-end tr:
described in 5.3.4.5.2.3.

8.4 Procedures for FCIP Link disconnection

FC Entity may require the FCIP Entity to perform.T€P close requests (e.g., to perform a controlled

th the clock

them to the
insit time as

shutdown of

a link or to respond to high link error rates). If the®C Entity requests the closure of all TCP connections in an FCIP

LinK

If th
in 5|

5.7.

A p3
potd
add
is ag
rule
the

If a

, the FCIP Link is disconnected.

e FCIP Link is disconnected, notificationef the disconnection shall be accomplished according to thg
B8.3.5.

B.5 Procedures for multiple connection management

ir of FC-BB_IP device endpoints may establish a number of TCP connections between them. Since
ntially maps a fairly\large number of FC flows, where a flow is defined as a pair of Fibre Chann
esses, it may not/be practical to establish a separate TCP connection for each FC flow. However, ong
signed to an FCIP_DE within the Virtual ISL, all FC frames of that flow shall be sent on that same F
is in place€e-honor any in-order delivery guarantees that may have been made between the two ¢
FC flow.

TGP connect request is received and that request adds a new TCP connection to an existing F

procedures

A Virtual ISL
el S_ID/D_ID
ean FC flow
CIP_DE. This
nd points of

CIP_LEP, the

edures described in 5. 7.2 3 1 shall he followed

pro

5.7.4 Procedures for error detection recovery

5.7.4.1 Procedures for handling invalid FC frames

Data corruption is detected at two different levels, TCP checksum and FC frame encapsulation errors. Data
corruption detected at the TCP level shall be recovered via TCP data recovery mechanisms. The recovery for FC
frame errors is described below. The TCP and FC frame recovery operations are performed independently.
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Fibre Channel frame errors and the expected resolution of those errors are described in RFC 3821 and summarized

below:

NOTE 10 - The behavior given below is that of the FCIP Entity.

a) all incoming frames on the FC receiver port are verified for correct header, proper format, valid length and
valid CRC. A frame having an incorrect header or CRC shall be discarded or processed in accordance with the
rules for the particular type of FC_Port;

b)
with

rrect TCP check sums on the correct TCP/IP connection;

all frames transmitted by the encapsulated frame tansmitter are valid FC encapsulations of valid FC frames

the F
verifig

not valid according to those checks are managed according to the following rules:

A) th

B) th
in

d) if ther

5.7.4.2 Pro
The FC Entif]

a) loss o
resett

b) recovg
The FC Entit

Since FC Pri
when an FC
devices to d

In order to f{
(LKA) ELS

implementa
FC Entity to
down, the F

mitive Signals and Primitive Sequences are not exchanged between FCIP devices, there may be t

[ frames contained in incoming encapsulated frames on the encapsulated frame receiver.port
d for a valid header, proper content, proper SOF and EOF values, and valid length. FC frames tha
b frame may be discarded; or

e frame may be transmitted in whole or in part by the FC transmitter portvand ended with an
licating that the content of the frame is invalid; and

e is any discrepancy between statements in this subclause and RFG-3821, then RFC 3821 shall prej

cedures for error recovery
y shall recover from events that the FCIP Entity is unable'to handle, such as:

[ synchronization with FCIP frame headers from the Encapsulated Frame Receiver Portal requ
ng the TCP connection; and

bring from FCIP frames that are discarded.as a result of synchronization problems.

y may recover from connection failures.

frame is lost within the IP mretwork. If this event occurs it is the responsibility of the communicatin
ptect and correct the errorsbased on the features defined in FC-FS-4.

acilitate faster detection of loss of link connectivity, FC Entities shall make use of the Link Keep 4
see FC-LS-3). The/LKA ELS is exchanged across the Virtual ISL as shown in Figure 15 (i.e, E_
fion) or Figure-18 (i.e.,, B_Port implementation). The exact number of lost LKA heartbeats that force
mark the link down is a configurable parameter with a default value of 2. Once the link has been ma
[ Entity shall attempt to re-establish the link via the FCIP Entity.

5.7.5 FC-H

are

are

EOF

rail.

ring

mes
g FC

\live
Port
5 the
rked

B.IP system parameters

5.7.5.1 FCt

imers

FC has two important timeouts, E_D_TOV and R_A_TOV.

E_D_TOV determines the life of an individual FC frame in any particular Fabric element. The effects of E_D_TOV on
the Fabric as a whole are typically cumulative since each Fabric element contains its own E_D_TOV timers for any
frame received.

R_A_TOV determines the life of an individual FC frame in the Fabric as a whole. For a Fabric, R_A_TOV implies that
no particular frame shall remain in, and thus be emitted from, the Fabric after the timer expires.
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K_A_TOV is a timer defined in this standard that is used by the Link Keep Alive (LKA) ELS (see FC-LS-3) as a trigger
for issuing LKA. The LKA should be sent at least every K_A_TOV if no traffic has been sent and/or received on the
connection. The default value for K.A_TOVis 1/2 E_D_TOV.

5.7.5.2 TCP timers

Given the multitude of current and probable TCP implementations, IETF Requests For Comments related to TCP,
applications network requirements, etc., it is impossible to provide even rudimentary guidance in suggesting values
for the tunable parameters associated with TCP.

5.7.5.3 Maximum number of attempts to complete an encapsulated FC frame transmission

Thig is an unspecified parameter and is implementation specific.

5.7.5.4 Maximum number of outstanding encapsulated FC frames

Thig is an unspecified parameter and is implementation specific.
5.8 | FC-BB_IP service considerations

5.8.1 Latency delay
The[time required for a frame to pass from one FC-BB_IP device-fo another across the IP network is yariable and
beyg¢nd the direct control of the FC/FCIP Entity pair. However, the [P network transit time affects the¢ FC Entity’s
ability to meet FC timeout requirements (e.g., the R_A_TOV<equirements of the Fabric). Therefore, thg FC Entity is
reqyired to use facilities provided by the FCIP Entity to compute the IP network transit time for frames. $ee 5.3.4.5.2.
Clasp F frames may be excepted from IP network transit time checking, however, all other classes of frames shall

hav¢ their IP network transit time computed andChecked. If a frame is found to have an IP network trarjsit time that
cauges the frame’s lifetime in the Fabric to exeéed FC requirements, then the FC Entity shall discard th¢ frame.

5.8.2 Throughput

5.8.2.1 How timeouts affect throughput
Both FC and TCP timeouts affect throughput as follows:

a) small R_A_TOV values may cause encapsulated FC frames to be discarded frequently in the FCIP_DE
necessitating\F€ end-node retransmissions;

b] large TCP timeouts may result in encapsulated FC frames becoming stale in the IP network)leading the
FCIP-DE to discard them again necessitating FC end-node retransmissions; and

c)Ldiscarding encapsulated EC frames due to improper settings of timeout values and errars in the [P network

lowers the effective throughput.

The FC/FCIP Entities have little or no control over TCP timeouts. The FC/FCIP Entities never initiate
retransmissions, that is done either by TCP or by the FC end nodes.

5.8.2.2 How loss affects throughput
TCP retransmissions occur due to loss or corruption of TCP segments. If TCP retransmissions cause the allowed

transit time to exceed a threshold, then encapsulated FC frames shall be discarded. Either case is likely to cause the
effective throughput to be reduced.
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5.8.2.3 Other factors that affect throughput

Throughput may be affected by a mismatch in the effective rates of data transfer across the FC and the IP network
interfaces. This mismatch may occur due to differences in the physical line speeds at the FC network and the 1P
network interfaces or due to the fundamental difference in the two flow control mechanisms.

FC uses BB_Credit flow control and TCP uses a sliding window based flow control. FC-BB_IP does not specify the
mechanism that aligns the two flow control schemes, although it is thought that performance may be affected if this
aspectis not considered. The FC-BB_IP device needs to ensure that the TCP connections are able to handle the frame
arrival rate from the FC Fabric. The FC Entity shall work cooperatively with the FCIP Entity to manage flow control
prob]ems in.either the IP network or EC Fabric

B_IP
hese

In order to 3
devices may
connections

chieve better TCP aggregate throughput properties in the face of packet losses, a pair of peertC-B
r use multiple DEs between them, and use appropriate policies for mapping FC frames to t

5.8.3 Reliability

5.8.3.1 Loss of connectivity
The FC-BBLI
detectingal
to the same
new connec

P device has the capability of detecting loss of connectivity with its'tefnote peer (see 5.7.4.2). U
bss of connectivity, an FC-BB_IP device establishes a new connectjoh, or uses an existing TCP conne
FC-BB_IP device endpoint. An FC-BB_IP device shall not retransmit an encapsulated FC frame o1
ion. This is to ensure exactly-once delivery semantics to the FC-endpoint.

pon
tion
the

The FC Entit
shall discon

v may test for failed TCP connections. Should such atest/detect a failed TCP connection, the FC Entity

nect that connection following the procedures in 5.7.3.4.

5.8.3.2 Loss of synchronization

The FC Entitly shall recover from events that the FCIR-Entity is unable to handle, such as:

a) lossof
Portal

b) recovg
(see R

5.8.3.3 Los

TCP flow co
TCP segmen|

synchronization with FC-BB_IP encapsulated FC frame headers from the Encapsulated Frame Rece
requiring resetting the TCP connection; and

ring from FC-BB_IP encapsulated FC frames that are discarded as a result of synchronization prob
FC 3821).

5 or corruption of TCP segments

(trol and efror control has mechanisms to detect lost or corrupted TCP segments. TCP retransmit
ts that were lost or corrupted.

TCP flow co

tral provides the ability to regulate the flow of data on the IP network interface based on the perce

H P ]l Hh 1 1 £ 1
IP network \,uuscatluu concttions; putcutmu_y avoramgar ge1oSSTeS 0T trata:

5.8.3.4 Loss or corruption of FC frames

iver

the

ived

The FC interface of the FC-BB_IP device has no mechanisms to detect lost data but only to detect corrupted frames.
Corrupted frames detected prior to transmission into the IP network, are discarded and not sent over the IP
network.

FC BB_Credit flow control provides the ability to regulate the flow of data on the FC network interface with no loss.
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5.8.3.5 FCIP error reporting

The FC Entity receives notifications from the FCIP Entity due to a number of errors detected by the FCIP Entity. As
aresult, the E_Port implementation of the FC Entity shall report those errors to the local FC switch element via the
local VE_Port (see Figure 13). Similarly the B_Port implementation shall report the error to the local B_Access (see
Figure 17). In addition, the FC Entity may pass these error reports to the local PMM for inclusion in a local event log.

The FC Entity shall convert the error message received from the FCIP Entity into a Registered Link Incident Report
(RLIR) (see FC-LS-3). It is the RLIR that is forwarded from the FC Entity to either the VE_Port (see Figure 13) or
B_Access (see Figure 17).

On receipt of the message from the FC Entity, VE_Port or B_Access shall immediately forward the RLIRtq the Domain
Confroller of the Switch.

As ajminimum the FC Entity shall accept the following information from the FCIP Entity:
a) loss of FC frame synchronization (see RFC 3821);

b] failure to setup TCP connection (see RFC 3821);

c)| duplicate connect request (see RFC 3821);

d] TCP connect request timeout (see RFC 3821);

e) successful completion of FC Entity request to close TCP eonnection (see RFC 3821);
f)| loss of TCP connectivity (see RFC 3821);

g)] excessive number of dropped datagrams (see RFC 3821);

h] any confidentiality violations (see RFC 3821);

i)| SA parameter mis-match (see RFC 3821); and

j)| LKA timeout notification (see\EC-LS-3).

The|FC Entity shall generate and’forward an RLIR to the management server for the following:
a) loss of FC frame syhchronization (see RFC 3821);

b] failure to setup‘additional TCP connection (see RFC 3821); and

c) additienal duplicate TCP connect request (see RFC 3821).

5.8.4\ Quality of Service (QoS)

The FC-BB_IP protocol may use TCP/IP QoS features to support FC capabilities.

5.8.5 Delivery order

Each VE_Port/FCIP_LEP pair defines a separate FCIP Link. FCIP_DEs within an FCIP_LEP share the FCIP Link.
Multiple FCIP_DEs between FCIP_LEPs introduce multiple traffic paths (e.g., Class F, Class 2/3). The order in which
the FCIP_DEs are serviced on the FCIP Link is not specified. One possibility is providing different priority levels to
each traffic path changing the overall delivery order.

The only delivery order guarantee provided by TCP is correctly ordered delivery of FC-BB_IP encapsulated FC

frames between a pair of FCIP_DEs. The FC Entity is expected to specify and handle all other FC frame delivery
ordering requirements.
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NOTE 11 - The order of the FC frames sent by the encapsulated frame transmitter may not be the same as the order sent by
the source FC end node. This is due to the fact that some types of FC login allow FC frames to be re-ordered in the FC Fabric

before reac

5.8.6 IPm

An FC-BB_IP

hing the FC receiver port.

ulticast and broadcast

device shall not make use of IP multicast and broadcast.

5.8.7 Security and authentication

The IETF sec
between FC

public Internet IP network is subject to a large variety of security attacks, meaning that serious consideration sh

be given to 4
to be used t

The TCP cor
the second,
connection i

6 Transparent FC-BB (FC-BB_GFPT and FC-BB_PW) Structure and Concepts

6.1 Applic

Clause 4 spe
BB_PW func

6.2 FC-BB

This clause ¢
for adaptati

: rrrdsref - RFE-363 . e .

FCIP Entity pairs (e.g., [Psec packet authentication and confidentiality). It is important to note.tha
nabling the full suite of security features described in FCIP whenever the public Internet IP inetwo

transmit FCIP frames.

third, etc, TCP connections in an FCIP Link and its associated Virtual ISLyas+long as the first
5 authenticated using the mechanisms described in 5.7.2.3 and FC-SP-2.

ability

cifies the FC-BB_GFPT and FC-BB_PW reference models. This clause specifies the FC-BB_GFPT and
fional models.

| GFPT overview

iscusses further aspects of FC-BB_GFPT,@peration, including initialization, flow control, and proced
bn of FC information for transport using the Asynchronous Transparent Generic Framing Proce

ions
[ the
puld
rk is

nection authentication mechanism described in 5.7.2.3.1 provides FC-BB-6 specifi¢’authentication for

TCP

FC-

ures

Hure

(GFPT). Mapping FC-BB_GFPT into Asynchronous GFPT allows for applications where the WAN transport rafe is

less that the|

Figure 22 ill

attached FC_Port data rate.

istrates the protocol levels.and layers involved in FC-BB_GFPT processes and devices.
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FC-BB_GFPT level, the functions of which are defined by this standard, produces a stream of 8B/10

Layers

Asynch GFPT Adaptation

SONET/SDH/OTN/PDH
Layers 1/0

Transport Interface

To/From Transport Network

Figure 22 - FC-BB_GFPT protocgllevels and layers

codewords

ither direction. In the FC interface direction, it.produces a full FC rate, synchronous codewjord stream,

Asy

WA network direction, the FC-BB_GFPT levelproduces a filtered stream of codewords that includes
selefted Primitive Signals and selected Ordered Sets of Primitive Sequences that are forwarded by the }

tructed from the FC Ordered Sets (i.e., frames, Primitive Signals and Primitive Sequences) deliyered by the
chronous GFPT adaptation level, and emulates‘ad standard FC-2 level interfacing to a standard FC-1 level. In the

1 FC frames,
FC-1 level, as

welll as GFPT_WAN Primitive Signals that are used for WAN flow control and management purposes. The

Asy
T st

If th
in th
proy

Buff]

chronous GFPT adaptation level:and the transport (i.e., SONET/SDH/OTN/PDH) layers are descr

indards (see 2.4).

e FC-BB_GFPT device supperts frame compression (see ANSI INCITS 241-1994 (R1999)), then th
e WAN network direction may be encoded and compressed to allow greater throughput for case
isioned WAN bandwidth is less than the attached FC_Port data rate.

ering of selected codewords and Ordered Sets, in both directions of propagation (i.e., from the FC

fronp the GFPT.adaptation level), is one function of the FC-BB_GFPT level components.

6.3

FC:BB_PW overview

bed by ITU-

e FC Frames
s where the

1 level, and

This subclause discusses further aspects of FC-BB_PW operation, including initialization and procedures for
adaptation of FC information for transport over MPLS networks (see RFC 3031).

The FC-BB_PW functionality is separated into two layers as shown in Figure 23.
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To/From FC_Ports

FC-0
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delivered by
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Termination

6.4 Trans

PW

PSN Layers
PSN

Physical layer

To/From PSN Network

Figure 23 - FC-BB_PW protocol levels and layers

W level, specified in this standard, produces a full F€ rate, synchronous stream of 8B/10B codew
erface direction. The stream is constructed from FCframes, Primitive Signals, and Primitive Seque
the PW Termination layer. This layer emulates a.standard FC-2 layer to the underlying standard
WAN direction, the FC-BB_PW layer produee$’a filtered stream of bytes that include all FC fra
mitive Signals, and selected Primitive Sequences that are delivered by the FC-1 layer. The FC-BB
layer is described in RFC 6307, and the-MPLS layer is described in RFC 3031.

parent FC-BB functional model

6.4.1 Transparent FC-BB initialization

The FC phyjq
the attached

Other than 1
FC_Port initi
FC_Port and
FC-BB-6 mo

ical interfaces on Transparent FC-BB devices may support link speed negotiation (see FC-FS-4)
FC_Ports (e.g., to-prevent use of physical variants that require 64B/66B encoded information).

nk speed negotiation, Transparent FC-BB devices do not directly participate in FC link initializatidg
hlizations The remainder of FC link initialization and FC_Port initialization occurs between the atta
the remote FC_Port. This is a key distinction between the Transparent FC-BB device model and o
Hels,

brds
hces
FC-1
mes,
| PW

with

nor
thed
ther

Transparent FC-BB devices monitor and transport the FC_Port initialization Exchanges (i.e., ELP, FLOGI, and PLOGI)
that take place between the attached FC_Port and the remote FC_Port, but only to capture and potentially modify

the paramet

ers that are relevant to link-level flow control.

If an FC-BB_GFPT device hosts more than one GFPT_WAN facility, then a separate state machine operates on each
GFPT_WAN facility. The state machines in each FC-BB_GFPT device on the same GFPT_WAN facility operate
independently of one another.

If an FC-BB_PW device hosts more than one PW facility, then a separate state machine operates on each PW facility.
The state machines in each FC-BB_PW device on the same PW facility operate independently of one another.
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6.4.2 Transparent FC-BB initialization state machine

6.4.2.1 Initialization state machine keywords

The keywords used in the Transparent FC-BB initialization state machine diagram (see Figure 24) are specified in
Table 14.

Table 14 - Transparent FC-BB initialization state machine keywords

Keyword |Description

WAN Received from remote Transparent FC-BB device.

FC Received from attached FC_Port.

WAN-Error |For FC-BB_GFPT, WAN-Error indicates the reception of 10B_ERR (i.e., a GFPT-defined
character used to represent an FC illegal codeword or running disparity error at ingress, pr
an irresolvable character error produced during GFPT_WAN transmission. Interpretatjon
of these characters is described in 6.4.8.1).
For FC-BB_PW, WAN-Error indicates the reception of an errored E&frame as specified in|FC-
FS-4 (e.g., CRC error, invalid EOF), or the reception of an error indication control frame.

FC-Error 8B/10B character error or running disparity error.
PSig Primitive Signal
PSeq Primitive Sequence

Arb-Loop Arbitrated Loop

6.4.2.2 Initialization state machine

The[Transparent FC-BB initialization state machine is specified in Figure 24.
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S2:WAN Up
S2:S2 WAN failure detected
S1:WAN Down -
* establish bidirectional WAN link connectivity S2:S2 WAN-Error

* send NOS to attached FC_Ports

* discard PSig, PSeq, and Frames received from
attached FC_Ports S2:52 WAN-Buffer overrun
* discard any prior history of LEM information

<
-

Bl

S1:S1 Any other event S2:S2 WAN-PSeq=LR,LRR
> ‘ -

All:S1 Init S2:52 WAN-PSeq=NOS,0OLS
- S2:S1 WAN down or

insufficient buffer resources [ ]
S2:S2 WAN-Pseq/PSig={Arb-Loop}

) or FC-PSeq/PSig={Arb-Loop}

$1:83 WAN link up or WAN-PSig=(R_RDY,BB_SCr,BB_SCs)

<l ‘
-

§2:52 WAN-PSig=Idle or FC-Psig=Idle

<l ‘
-

S$2:S2 WAN-PSig!=(R_RDY,BB_SCr,BB_SCs,ldle)
or WAN-EOF

or WAN-SOF,Data

or FC-PSig!=(R_RBY;BB_SCr,BB_SCs,ldle)

- or FC-EOF or FC-SOF,Data

o |

S3:S2 PING_ACK/Sufficient <

buffer resources > S2:S2 WAN-PAUSE
S3:S1 PING_ACK/Insufficient <

buffer resources $2°89 WAN-RESUME

<
-

<
>

S3:WAN Link Up
*send PING

§2:52 WAN-PING

<
-

§2:52 WAN-PING_ACK

<l ‘
-

S2:S2 FC-LossSig or FC-LossSync

l

Bl

§2:S2 FC-PSeg=LR,LRR

<
-

§2:S2 FC-PSeq=NOS,0LS

l
$2:S2 FC-PSig=(R_RDY,BB_SCr,BB_SCs)
l

Bl

S2:S2 FC-Error

-
Bl

§2:82 FC-LOSYNC

Bl

Figure 24 - Transparent FC-BB initialization state machine
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Transition All:S1 Init. This transition occurs if an initialization event occurs in a state where it is not already
handled. An initialization event may be:

a)

a power-on reset condition;

b) outside intervention requesting an initialization event; or

c) avendor-specific initialization event.
State S1: WAN Down. In this state, Transparent FC-BB devices shall:

a) initiate establishment of WAN links, either Transport Trail with a fully operational GFP Gefver in both

directions (see 6.4.8.1) or PW;

b] send the Not Operational (NOS) Primitive Sequence to attached FC_Ports, if any;

c)| discard any Primitive Signals, Primitive Sequences, or frames received from attached FC_Ports; gnd

d] discard any prior history of Login Exchange Monitor (LEM) information (see 6.4.3).
Transition $1:5S1 Any other event. This transition occurs if an event othefithan what is specified in state S1 occurs.
Transition $1:S3 WAN link up. This transition occurs if a WAN linklup event is detected.
State S3: WAN Link Up. In this state, the Transparent FC-BB device shall transmit one or more PING siignals to the
rempte Transparent FC-BB device.
Tranpsition $3:S2 PING_ACK/Sufficient buffer resources. This transition occurs upon reception of|at least one
PINGi_ACK signal from the remote Transparent FC-BB'device and sufficient buffer resources are available to prevent
datd loss (see 6.4.7). This transition is not coordinated between the Transparent FC-BB devices at eagh end of the
WAN link.
Tranpsition S3:51 PING_ACK/Insufficient buffer resources. This transition occurs upon reception of at least one
PINGi_ACK signal from the remote Tratisparent FC-BB device and WAN latency measurements indicat¢ insufficient
buffpr resources are available within-the device to prevent data loss (see 6.4.7).
State S2: WAN Up. In this statey/the WAN link is normally (i.e., excluding WAN protection events) operational and
the attached FC_Ports at either end of the link are permitted to communicate with each other.
Valiflated (see 6.4.811)) Primitive Sequences received from the attached FC_Ports shall be transmitfed between
attaghed FC_Ports.-by the Transparent FC-BB devices according to the rate adaptation and other rules described in
6.4.8.1.
If a|Primiitive Sequence is received from an attached FC_Port while a Transparent FC-BB device| has ceased
tranmitting information across the WAN link because it has received one or more PAUSEs, the Transparent FC-BB
deviceshatt:

a) flush its WAN-facing buffer;

b) clear the WAN pause condition; and

c) transmit the Primitive Sequence to the remote Transparent FC-BB device.
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If a Primitive Sequence is received from a remote Transparent FC-BB device while a Transparent FC-BB device is
unable to transmit frames to an attached FC_Port because it has no available BB_Credit, the Transparent FC-BB

device shall:

a) flush its attached FC_Port-facing buffer; and

b) transmit the Primitive Sequence to the attached FC_Port.

If FC-BB_GFPT devices have no data to transmit to the WAN, then the FC-BB_GFPT device shall follow the rules
specified in ITU-T Rec. G.7041/Y.1303.

Transition

a) a WAI
WAN

b) WAN
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This transiti
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according tg
SONET/SDH
4447) (see €
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WAN link in
the scope of
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c) for anp FC-BB_GFPT device;»8B/10B-encoded interpretations of 10B_ERR characters (see ITU-T

G.704
Transition
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52:S1 WAN down or insufficient buffer resources. This transition occurs if:

N down event is detected. A WAN down event occurs if GFPT_WAN recovery does not oceur w
HOLDOFF_TOV (see 6.4.9) of the time the GFPT_WAN failure is detected; or

atency measurements (i.e., using PING and PING_ACK signals) indicate insufficient\buffer resources

ble within the device to prevent data loss (see 6.4.7).

pn is not coordinated between the Transparent FC-BB devices at each end of the WAN link.

52:S2 WAN failure detected. This transition occurs if WAN failure-is,detected. WAN failure is dete
criteria that are WAN specific and outside the scope of this standard (e.g., LOS, LOP, AIS, in the ca
, see ITU-T Rec. G.806 and ITU-T Rec. G.783, or RFI, LDP sighaling failure in the case of PW, see
4.8.1).

hrent FC-BB device shall start the WAN_HOLDOFF_TOV timer (see 6.4.9) upon detection of a V
erruptions or protection events may be congealed from the attached FC equipment in a manner bey
this standard. During such interruptions; the Transparent FC-BB device may operate as though
bre operational and transmit to attachedFC_Ports:

mitive Sequence that they were transmitting at the time the WAN failure was detected;

f they were not transmitting'a\Primitive Sequence at the time the WAN failure was detected; or

1/Y.1303).
52:S2 WAN-Error. For an FC-BB_GFPT device, this transition occurs if a 10B_ERR character is rece
AN (see 6.4:8:1). For an FC-BB_PW device, this transition occurs if an errored frame (see FC-FS-4

ion control frame is received from the WAN (see 6.4.8.2).
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Transition $2:52 WAN-PSeq=LR,LRR. This transition occurs if a LR or LRR Primitive Sequence is received from
the WAN. BB_Credit_CNT shall be set to zero, and BB_Credit shall be set to the value that was established by the last
LEM (see 6.4.3).

Transition $2:S2 WAN-PSeq=NOS,0LS. This transition occurs if a NOS or OLS Primitive Sequence is received from
the WAN. Any existing history of LEM information shall be discarded, BB_Credit_CNT shall be set to zero, and
BB_Credit shall be set to one.
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Transition $2:S2 WAN-PSeq/PSig={Arb-Loop} or FC-PSeq/PSig={Arb-Loop} or WAN-
PSig=(R_RDY,BB_SCr,BB_SCs). This transition occurs if an Arbitrated Loop Primitive Sequence or Primitive Signal
is received from the WAN or the attached FC_Port, or if an R_RDY, BB_SCr, or BB_SCs Primitive Signal is received
from the WAN. These Primitive Sequences and Primitive Signals are not expected and shall be discarded.

Transition S2:S2 WAN-PSig=Idle or FC-PSig=Idle. This transition occurs if an Idle Primitive Signal is received
from the WAN or from the attached FC_Port.

Idle Primitive Signals shall be handled in the same manner as Primitive Sequences if they are received by a
Transparent FC-BB device in a dlrectlon of propagatlon that has most recently seen receptlon of a Primitive

: : a direction of
a Primitive

ence), Idle Primitive Signals shall be:

discarded by FC-BB_PW devices; or

discarded or transported end-to-end by FC-BB_GFPT devices without impeding'the forwarding pf FC frames

and other Primitive Signals, which have higher priority.

In a
cong

| circumstances, Idle Primitive Signals shall be generated as required(for forwarding to attachgd FC_Ports,

istent with the rules defined in FC-FS-4.

Trapsition S2:52 WAN-PSig!=(R_RDY,BB_SCr,BB_SCs,Idle) ot~WAN-EOF or WAN-SOF,Data or FC-

PSig
than
Sign
FC_R
The
in wi

be t1

Ifay
FC_I

Vali
the 1

Tra
fran

Tra

Tra

!=(R_RDY,BB_SCr,BB_SCs,Idle) or FC-EOF or FC-SOF,Data.‘This transition occurs if a Primitive
R_RDY, BB_SCr, BB_SCs, or Idle, an EOF, or SOF with subsequent data is received from the WAN o
al other than R_RDY, BB_SCr, BB_SCs, or Idle, an EOF, orSQF with subsequent data is received from
ort.

e Primitive Signals, Ordered Sets, and data shall'be transported end-to-end without modification
hich they were received, except if flow contrel¢enditions require the flushing of buffers. The Order
ansported using the rate adaptation rules described in 6.4.8.1.

ralid ELP, FLOGI, or PLOGI request frame (see FC-SW-6 and FC-LS-3) is received from the WAN or
ort, the Transparent FC-BB device'shall follow the Login Exchange Monitor (LEM) rules specified

l ELP, FLOGI, PLOGI, SW_AEE,;and LS_ACC frames, may be modified by Transparent FC-BB devices
ules specified in 6.4.4, but'enly if such frames open or close a LEM as specified in 6.4.3.

hsition S2:52 WAN-PAUSE. This transition occurs if a PAUSE signal is received from the WAN. Tra
es and Primitive.Signals over the WAN shall be paused. See 6.4.7.

hsition $2:S2 WAN-PING. This transition occurs if a PING signal is received from the WAN. The

Signal other
I a Primitive
the attached

in the order
ed Sets shall

the attached
n 6.4.3.

according to

nsmission of

hsition S2:52° WAN-RESUME. This transition occurs if a RESUME signal is received fronp the WAN.
Transmission-of frames and Primitive Signals over the WAN shall resume. See 6.4.7.

lransparent
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FC-BB

D
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Transition $S2:5S2 WAN-PING_ACK. This transition occurs if a PING_ACK signal is received from the WAN. See 6.4.7.

Transition S$2:S2 FC-LossSig or FC-LossSync. This transition occurs if Loss of Signal or Loss of Synchronization
(see FC-FS-4) is detected on the link to the attached FC_Port for a period of time greater than R_T_TOV. The
Transparent FC-BB device shall transmit the NOS Primitive Sequence for the duration of the Loss of Signal or Loss
of Synchronization condition to the remote Transparent FC-BB device to initiate the Link Failure protocol (see FC-
FS-4).

Transition S2:S2 FC-PSeq=LR,LRR. This transition occurs if a LR or LRR Primitive Sequence is received from the
attached FC_Port. Any existing WAN Pause shall be cleared, BB_Credit_ CNT shall be set to zero, and BB_Credit shall
be set to the value that was established by the last LEM (see 6.4.3).
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Transition $2:S2 FC-PSeq=NOS,0OLS. This transition occurs if a NOS or OLS Primitive Sequence is received from
the attached FC_Port. Any existing WAN Pause shall be cleared, any existing history of LEM information shall be
discarded, BB_Credit_CNT shall be set to zero, and BB_Credit shall be set to one.

Transition S2:S2 FC-PSig=(R_RDY,BB_SCr,BB_SCs). This transition occurs if an R_RDY, BB_SCr, or BB_SCs
Primitive Signal is received from the attached FC_Port. These Primitive Signals shall be terminated and shall not be
forwarded to the remote Transparent FC-BB device. The R_RDY Primitive Signal is used for BB_Credit management
with the attached FC_Port. The BB_SCr and BB_SCs Primitive Signals are used for BB_Credit Recovery with the

attached FC

Transition
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Transition
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§2:S2 FC-Error. This transition occurs if an RR/H’]R character error or running dicpnrifv err

ris

the link to the attached FC_Port. See 6.4.8.1 for FC-BB_GFPT and 6.4.8.2 for FC-BB_PW.

52:S2 FC-LOSYNC. This transition occurs if a Loss of Synchronization is detected on the llink tg
Port for a period of time less than R_T_TOV.

FPT device shall transmit the 10B_ERR character to the remote FC-BB_GFPT devicé for the duratid
ynchronization condition.

IV shall indicate Loss of Synchronization to the remote FC-BB_PW device(by transmitting to the W4
‘rame with EOFni if it was in the middle of transmitting a frame at the'time the FC-LOSYNC was dete
br indication control frame (see 6.4.8.2.2) (i.e., if it was transmitting either Primitive Sequences or |
time the FC-LOSYNC was detected). In this case the FC-BB,PW device shall continue transmitting t

e Primitive Sequence that it was transmitting at the'time the FC-LOSYNC was detected; or

es if it was not transmitting a Primitive Sequence at the time the FC-LOSYNC was detected.

h Exchange Monitors

hge Monitors (LEMs) identify frames belonging to the ELP, FLOGI, and PLOGI Exchanges that take g
attached FC_Ports that aye directly interconnected by two Transparent FC-BB devices across a {
hction of a LEM is to_determine, and possibly modify, the BB_Credit and BB_SC_N values that
etween the attached€C Ports at each end of the link. LEMs operate according to a state machine th
Table 15.

LEMs are defined and designated using the notation LEM(rank, direction), where rank is either
OGI and direction is either outbound (see 3.3.11) or inbound (see 3.3.8).

nd direction is used if an ELP, FLOGI, or PLOGI request frame has been received from the atta
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inbound direction is used if an ELP, FLOGI, or PLOGI request frame has been received from the rer

FC-BB device.

Candidate LEM frames (see 6.4.8.1) shall be valid frames (see FC-FS-4).

The three LEM ranks are hierarchical as follows:

1) ELP(i

.e,, highest rank);

2) FLOGI; and

3) PLOGI (i.e., lowest rank).
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All six LEMs have two states, open, and closed. LEMs may transition between opened and closed during WAN
initialization in state S2 (see 6.4.2). LEMs have no significance in state S1 (see 6.4.2).

If a valid ELP, FLOGI, or PLOGI request frame (see FC-SW-6 and FC-LS-3) is observed in either direction, then a
corresponding, direction-specific LEM is opened:

a) if no history has been saved for a successfully closed LEM in the specified direction; or

b) if the rank of the most recent successfully closed LEM in the specified direction is less than the rank of the
valid ELP, FLOG, or PLOGI request frame being processed.

LEMs are opened separately and independently according to both rank and direction of propagation.
One|or more LEMs per direction of propagation (i.e., outbound or inbound) may be open at one timg. If a LEM is
already in the open state, then the observation of an ELP, FLOGI, or PLOGI request frame inithe same djrection (i.e,,

thatjmay open a LEM corresponding to the same direction) either:

a) forces closure of the open LEM, and opening of the LEM corresponding to the"ebserved ELP, FLOGI, or PLOGI
request frame, if the new LEM has the same or higher rank than the already‘open LEM; or

b] if the new LEM has a lower rank than the already open LEM, the ELP, FLOGI, or PLOGI requegt frame and
subsequent Exchange are saved (i.e., multiple LEM ranks may beopen).

An dpen LEM is successfully closed by:

a) observation of a valid ELP, FLOGI, or PLOGI request franie in the direction associated with the LEM and of the
same or higher rank (see 6.4.3). In this case, a new LEM is also opened; or

b] observation of a corresponding valid SW_ACC orLS_ACC frame in the direction opposite to the one associated
with the LEM with the N_Port/F_Port bit set-appropriately (i.e., zero for LS_ACC to PLOGI and ong for LS_ACC
to FLOGI).

Tragsparent FC-BB devices shall store the'rank (i.e.,, ELP, FLOGI, or PLOGI) of the successful LEM ftlosure. The
sucdessful closure of a LEM, in either direction, forces unsuccessful closure of all other LEMs in both difrections.

If a LEM closes successfully, then:BB_Credit is initialized as per the newly negotiated parameters (se¢ 6.4.5). LEM
clospire and BB_Credit initialization are not directly coordinated between the Transparent FC-BB deyices at each
end jof the WAN link.

An dpen LEM is not successfully closed by:

a) observatien of a corresponding valid SW_R]T, LS_R]T, F_R]T, P_R]T, F_BSY, P_BSY, or ABTS frame in the
direction‘opposite to the one associated with the LEM; or

b] .6bservation of a corresponding valid SW_ACC or LS_ACC frame in the direction opposite to the one associated

LI N | LN\ LI N | AN_D el D detoide - LRI, N o £ 1 QC ACC L DI NOCT | f LS ACC
VWILL UIT LIV WILIT UIT IN_T'UT L/ I'_TUItuUIt STl llldppl Ul_ll laLCly LI.C., UIIT IUI Lo_AUU LU T LUUL dIIU LTI or .

to FLOGI).

Table 15 provides a current state/next state description of the LEM state machine. For convenience of presentation,
the six LEMs are collapsed into a single generic one. Every observation of candidate LEM frames shall be evaluated
with respect to all six combinations of rank and direction. In most cases, the applicable row of Table 15 is different
among the six LEMs.

If successful LEM closure occurs in response to input event (5), then input event (6) shall be applied to the other
five LEMs.
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Table 15 - Login Exchange Monitor (LEM) state machine

Current State
LEM(Rank=A, Dir=X) Closed LEM(Rank=A, Dir=X) Open
Input Event: Next Comments Next Comments
State(s) State(s)
1) Observation of valid LEM(AX) No action LEM(AX) Unsuccessful LEM
ELP/FLOGI/PLOGI request Closed Closed closure
frame, where rank of frame >
A, in|direction X
2) Opservation of valid LEM(AX) New LEM opening LEM(AX) LEM “re-opening” -
ELP/FLOGI/PLOGI request Open Open i.e,, new information
frame, where rank of frame =
A, in|direction X
3a) Qbservation of a valid LEM(AX) No action LEM(AX) No action
FLOGI/PLOGI request frame, Closed Open
whefe rank of LEM = ELP, in
dire¢tion X
3b) Qbservation of a valid LEM(AX) No action LEM(AX) Open PLOGI LEM
PLOGI request frame, where Closed Open
ranklof LEM = FLOG], in
dire¢tion X
4) Opservation of valid LEM(AX) No action LEM(AX) No action
ELP/FLOGI/PLOGI request Closed Open
frame, of any rank, in
dire¢tion opposite to X
5) Opservation of valid LEM(AX) Not expected - LEM(AX) Successful LEM
SW_ACC/LS_ACC frame, Closed disregard Closed closure: rank = A;
corr¢sponding to LEM(AX) apply input event
(6) against other
LEMs
6) Successful closure of a LEM(AX) No action LEM(AX) Unsuccessful LEM
LEM|other than LEM(A,X) Closed Closed closure
7) Observation of valid LEM(AX) Not expected - LEM(AX) Unsuccessful LEM
SW_RJT/LS_RJT/F_BSYY{P)BS Closed disregard Closed closure
Y/F_RJT/P_R]T frame
corr¢sponding ta_ LEM(A,X)
or ABTS franie in the
direftion-epposite to the
one pssociated with
LEM(AX)
8) Primitive Sequence LEM(AX) No action LEM(AX) Unsuccessful LEM
(LR,LRR) received in either Closed Closed closure
direction
9) Primitive Sequence LEM(PLOGI | No action LEM(PLOGI Unsuccessful LEM
(OLS,NOS) received in either (credit=1), (credit=1), closure
direction both both
directions) directions)
closed closed
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Actions associated with LEM openings and closings are of two types, those associated with BB_Credit initialization,
and those associated with the capture or modification of parameters that are relevant to link-level flow control in
frames processed by LEMs. These actions are discussed in detail, in 6.4.2 and 6.4.4 respectively, and are not
considered in Table 15.

6.4.4 Portinitialization parameter observation and modification

Transparent FC-BB devices shall note the ISL Flow Control Mode value on inbound (see 3.3.8) and outbound (see
3.3.11) ELP request/reply SW_ACC frames of open LEMs. If the LEM is successfully closed and flow control other
than either R_RDY flow control or VC_RDY flow control has been established between the interconnected FC_Ports,

h ) T R oSl h » 0N | . 1ol . . deeirdardal alas 4 1 1
t emrtre T I4llopalItTlIt U7 DD UTVILTS UTIIAVIULT 15 UULSTUT LIIT STCUPT UL LIS Stdlludl U.

If the use of R_LRDY or VC_RDY flow control has been negotiated between the interconnected FC_Ports, [then the FC-
BB_GFPT devices shall operate using unchannelized ASFC (see 6.4.7) and FC-BB_PW devices shallopergte using FC-
BB_PW ASFC (see 6.4.7). Transparent FC-BB devices shall note the BB_Credit value on outbgund ELP/FLOGI/PLOGI
reqyest/reply SW_ACC/LS_ACC frames of open LEMs, for subsequent use by BB_Credit flow control mianagement.
Similarly, Transparent FC-BB devices shall note the BB_Credit value on inbound ELP/ELOGI/PLOGI r¢quest/reply
SW_ACC/LS_ACC frames of valid or open LEMs. If the BB_Credit value exceeds that coerresponding to the size of the
Tragsparent FC-BB device's outbound buffer for the attached FC_Port, then the BB_Credit value shall be|overwritten
with the value that corresponds to the outbound buffer size. Transparent JFC-BB devices are responsible for
recalculating the FC frame CRC in such cases. The number of BB_Credits te'be used by flow control mahagement at

any fime, and the governance of (re-)initialization of BB_Credit values,(are specified in 6.4.2 and 6.4.5.

If VG_RDY flow control has been negotiated between the interconnected FC_Ports, then the use of channelized ASFC
(see|6.4.7) is not defined in this standard.

Tragsparent FC-BB devices shall note the BB_Credit{ Management bit value on outbound FLOGI/PLOGI
reqyest/reply LS_ACC frames of open LEMs, for appropriate use by BB_Credit flow control management. If the use
of alternate BB_Credit management has been indicated by an attached FC_Port and the Transparent §C-BB device
doeg not support such management, then the,Transparent FC-BB device behavior is outside the scope of this
stanfdard.

Tragsparent FC-BB devices shall support BB_Credit Recovery (see 6.4.5). Transparent FC-BB devices shall note the
BB_$C_N value in both inbound and otitbound ELP/FLOGI/PLOGI reply SW_ACC/LS_ACC frames of open LEMs. The
larger such value shall be used for BB_Credit Recovery purposes, unless either such value is zero, i} which case
BB_(Credit Recovery shall not gperate (see FC-FS-4).

The|use of the RPSC (Report Port Speed Capabilities) ELS, by either attached FC_Port on a WAN fadility, may in
prinkiple result in a,mismatch of negotiated and reported port speed capabilities. The intercepti¢n and local
handlling of RPSC ELSs’by Transparent FC-BB devices, to prevent such mismatch, is not possible in general, since
RPSL ELSs may “he secured, depending on the security relationships that may be established :Letween the
communicating ‘FC_Ports. However, any such reported mismatch should be strictly a second-order hanagement
issup and shouild not in any way impact the functioning of the FC_Ports and devices, the Transparent FQ-BB devices,
or ti[e end-to-end data link.

6.4.5 Handling of BB_SCs, BB_SCr, and R_RDY Primitive Signals and BB_Credit initialization

Reception of BB_SCs and BB_SCr Primitive Signals from attached FC_Ports shall be noted for use in BB_Credit
Recovery at the FC physical interface on the Transparent FC-BB device. Transparent FC-BB devices shall generate
BB_SCs and BB_SCr Primitive Signals, for transmission to attached FC_Ports, as required to properly perform
BB_Credit Recovery with those ports. Adjustment of BB_Credit as specified in FC-FS-4 may be required on reception
of a BB_SCs or BB_SCr Primitive Signal.

Reception of R_RDY Primitive Signals from attached FC_Ports shall be noted for credit/buffer management

purposes. R_RDY Primitive Signals shall be generated by Transparent FC-BB devices, for transmission to attached
FC_Ports, under the direction of credit/buffer managers.
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The BB_Credit values assumed by credit/buffer managers, significant only in state S2, are generally those
established by the most recently successfully closed LEM, and credit values/counts are initialized to these values
immediately following LEM closure or upon transit of LR or LRR Primitive Sequences in either direction. In state S2,
credit/buffer managers shall use a BB_Credit value of 1 in the absence of a history of successful LEM closure, and
they shall also initialize credit values/counts to 1 upon transit in either direction of a Primitive Sequence other than
LR or LRR.

The reception of R_RDY Primitive Signals, by Transparent FC-BB devices, from attached FC_Ports shall increment
the credit available for transmission of frames to those ports, subject to the limitation that such credit counts/values
shall not be incremented beyond the values of BB_Credit established by the most recently successfully closed LEM.
The transmission of frames to attached FC_Ports shall decrement the credit available for transmission of frames to
those ports,|subject to the limitation that such credit counts/values shall not be reduced to a value less than\zero.
Frames shal] be transmitted to attached FC_Ports only if current credit values are positive.

The generafion of R_RDY Primitive Signals, by Transparent FC-BB devices, shall be managed su¢h that byffer
overflow anfl frame loss within the Transparent FC-BB devices, is precluded.

An example pfa “start-up” sequence, showing the normal progression of state machine transitions, as well as R RDY
and BB_Credit handling, is shown in Figure 25.

#C Port oLk Transpargnt FC-BB WAN Link Transpargnt FC-BB o FC Port
- < Device A < Device B < -
A
[T
> Open LEM
ROY— —
- 1 P> OpenLEM
1 Bp

f R RDY———
. ACKA———
« ———ACK1

—————RRDY— |
PE— 1] S
|l@—————————ACK1 LEM success «————SW_ACC

T RROY— |, W ACG T RRDY——
s
[ S N

M LEMsuccess

-« ——SW_ACC— | M

T RRDY— o

T ACKI— %
N ACK— ]

< ————RRDY o

T ACK—— |
Nl ———RRDY—

Figure 25 - Example port initialization process

Figure 25 illpstrates-an example port initialization process for ISL extension using Transparent FC-BB devices|(i.e.,
attached poft initialization is ELP). Simultaneous initiation of ELP by both ports represents a straightforward
extension of ‘the” illustrated process. Only one of the ELP Exchange leads to successful LEM closure in poth
Transparent FC-BB devices. Both Transparent FC-BB devices are shown as beginning in state S2 and link
initialization is assumed to have been completed between the attached E_Ports. The LEM opening and closing (i.e.,
success) events are shown for both devices. The evolution of credit counts used by Transparent FC-BB devices, to
pace the delivery of frames to attached devices are also shown. LEM closure initializes the active values of those
credit counts to M and N for Transparent FC-BB Device A and Transparent FC-BB Device B, respectively. M and N
correspond to the BB_Credit values reported by the E_Ports in the ELP and SW_ACC frames, respectively.
Corruption/loss of frames and/or R_RDY Primitive Signals, at any point in the end-to-end system, produces
situations not qualitatively different, or different in terms of method of recovery, from corresponding events on
standard ISLs.

If BB_Credit_CNT remains at zero for an interval of E_D_TOV or greater while the LEM is successfully closed, then
the Transparent FC-BB device shall transmit NOS to the local attached FC_Port and the remote attached FC_Port for
100ms +/- 25ms.
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6.4.6 Transparent FC-BB Primitive Signals

Transparent FC-BB WAN signals are generated and terminated by Transparent FC-BB devices. Transparent FC-BB
WAN signals are not sent to FC_Ports, nor do Transparent FC-BB devices expect to receive them from FC_Ports.

FC-BB_GFPT WAN signals are Ordered Sets defined as GFPT_WAN Primitive Signals. The most significant byte of
GFPT_WAN Primitive Signals is K28.1. This character is chosen to prevent any possibility of conflict with Primitive
Signals or other Ordered Sets that may be defined in any FC standard, for generation by any FC_Port.

FC-BB_PW WAN signals are control frames transmitted between FC-BB_PW devices.

6.4.Y Transparent FC-BB flow control

6.4.7.1 Overview

Altefnate Simple Flow Control (ASFC) shall be supported between FC-BB_GFPT devices{see 6.4.7.2) 3and between
FC-BB_PW devices (see 6.4.7.3).

6.4.7.2 FC-BB_GFPT Alternate Simple Flow Control (ASFC)

ASF( defines two Primitive Signals, ASFC_PAUSE and ASFC_RESUME (see Table 16), that may be senft by one FC-
BB_GFPT device to a remote FC-BB_GFPT device.

Table 16 specifies the Ordered Set values for the ASFC_PAUSE(and ASFC_RESUME FC-BB_GFPT WAN Primitive
Signpls.

Table 16 - Values of FC-BB_GFPT ASFC_PAUSE and ASFC_RESUME Primitive Signals

FC-BB_GFPT Ordered Set (Value)
Primitive Signal
ASFC_PAUSE K28.1 D00.0 D00.0 D0O0.0 - unchannelized
ASFC_RESUME K28.1 D04.0 D00.0 D00.0 - unchannelized

An HC-BB_GFPT device sends ASEC-PAUSE to a remote FC-BB_GFPT device to direct that device to ceas¢ forwarding
FC frames and non-GFPT_WAN-Primitive Signals. Reception of a single ASFC_PAUSE Primitive Signgl suffices to
trigger such cessation, which shall take effect:

a) within 25 micrioseconds of reception of the ASFC_PAUSE Primitive Signal; or
b] immediately upon completion of the forwarding of a frame or Primitive Signal if forwarding of a frtame or non-

GFPT-WAN Primitive Signal is in progress while the ASFC_PAUSE Primitive Signal is received and the time
required for such completion is greater than 25 microseconds.

If F" Froonn and non CEDT YATJTAN  Distaaitiyy Signal forazass dinaglaa b 0 noepandaead—dis £, 3 thIl Of an
G rairtC—ant OT O T T _VvVvZiiy I ey CoTgirar 10T vy ar g rras— oCCT— Suasptiata—oat—t0 A\,\.\.p

ASFC_PAUSE Primitive Signal, then it shall remain suspended until at least one ASFC_RESUME Primitive Signal has
been received. FC-BB_GFPT devices shall:

a) notinsert ASFC_PAUSE or ASFC_RESUME Primitive Signals within any FC Order Set;
b) insert ASFC_PAUSE or ASFC_RESUME Primitive Signals on transmission word boundaries; and

c) not insert more than two ASFC_PAUSE and ASFC_RESUME Primitive Signals within the boundaries of any
frame.

Otherwise, ASFC_PAUSE and ASFC_RESUME Primitive Signals are sent at times, in numbers, and at frequencies at
the discretion of the sending FC-BB_GFPT device.
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6.4.7.3 FC-BB_PW Alternate Simple Flow Control (ASFC)

ASFC defines two control frames, ASFC_PAUSE and ASFC_RESUME (see Figure 26 and Table 17), that may be sent

by one FC-B

B_PW device to a remote FC-BB_PW device.

Figure 26 specifies the control frame formats for ASFC_PAUSE and ASFC_RESUME.

Table 17 sp4g

This standa
specifies the

An FC-BB_P)
frames and |

which shall

a) within

b) immegliately upon completion of the forwarding of an FC frame or FC Primitive Signal if forwarding of a f1

or Pri
such @

If FC frame

Control frame PAD
ayload
(‘1 gytes) (32 bytes)

Reserved
(3 bytes)

Type
(1 byte)

cifies the control frame payloads for ASFC_PAUSE and ASFC_RESUME.

Figure 26 - FC-BB_PW error indication control frame format

Table 17 - FC-BB_PW
ASFC_PAUSE and ASFC_RESUME
control frame payload values

Field |Value |[Description

Type [41h ASFC_PAUSE
42h ASFC_RESUME

PAD |Zeroes |Set toall zeroes.

'd specifies the use of Type field value L1h for transmission of error indications (see 6.4.8.2.2)
use of Type field values 81h and 82h fofAransmission of FC-BB_PW PING and PING_ACK (see 6.4.7.

IV device sends ASFC_PAUSE to a remote FC-BB_PW device to direct that device to cease forwardin
C Primitive Signals. Reception-0f-a single ASFC_PAUSE control frame suffices to trigger such cessa

ake effect:

1 millisecond of reception of the ASFC_PAUSE control frame; or

ompletion-is greater than 1 millisecond.

frame, then

tshall remain suspended until at least one ASFC_RESUME control frame has been received. FC-BB

and
#.3).

g FC
tion,

ame

nitive Signal‘isiin progress while the ASFC_PAUSE control frame is received and the time required for

hnd FC Primitive Signal forwarding has been suspended due to reception of an ASFC_PAUSE control

| PW

devices may

send ASFCU_PAUSE and ASFU_KESUME control ITrames at times, 1n numbers, and at irequencies a

discretion of the sending FC-BB_PW device.

6.4.7.4 PING and PING_ACK signals

6.4.7.4.1 Overview

the

To assist in buffer management, as well as for other purposes, it may be useful to measure the latency on the WAN
link. To facilitate this, two additional Transparent FC-BB signals are defined, PING and PING_ACK. For FC-BB_GFPT
devices these signals are defined as Primitive Signals (see 6.4.7.4.2). For FC-BB_PW devices these signals are defined
as control frames (see 6.4.7.4.3). As well as facilitating latency measurements, PING and PING_ACK signals are also
used to communicate selected operational information between Transparent FC-BB devices.
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The PING signal may be sent at any time by either Transparent FC-BB device, but not more frequently than once
every 100 milliseconds. A single PING_ACK signal shall be transmitted by an Transparent FC-BB device in response
to each received PING signal, within 25 microseconds of reception of the latter. FC-BB_GFPT devices shall respect
FC Ordered Set delineation while inserting PING and PING_ACK Primitive Signals.

Transparent FC-BB devices shall begin transmission of PING signals as soon as possible upon establishment of WAN
connectivity in state S1, and shall not exit state S1 until at least one PING_ACK signal has been received from remote
Transparent FC-BB devices. This ensures that communication of support for channelized ASFC capabilities takes
place between FC-BB_GFPT devices before they exit state S1. Transmission of PING signals is otherwise undertaken
at the discretion of individual Transparent FC-BB devices, within the frequency limits specified above.

6.4.

Tab

The
of th

The
devi

bit s

The
the s

Tab

V.4.2 FC-BB_GFPT PING and PING_ACK

e 18 specifies the Ordered Set values for the PING and PING_ACK FC-BB_GFPT WAN Primitive Sign

Table 18 - FC-BB_GFPT PING and PING_ACK Primitive Signal
values

Primitive Signal |Ordered Set (Value)
PING K28.1 D16.0 D(XNCCCRRRD) D(YZZZZZZZDb)
PING_ACK K28.1 D00.4 D(XNCCCRRRb).D(YZZZZZZZb)

nomenclature D(MMMMMMMMDb), MSB left to LSB right{is interpreted as the 8B/10B D-characts
e binary value MMMMMMMMb.

X bit indicates support (X=1b) or lack of suppart(X=0b) of channelized ASFC capability in the
ce transmitting the Primitive Signal. Since channelized ASFC is not defined by this standard, the v|
hall be ignored by FC-BB_GFPT devices receiving PING and PING_ACK Primitive Signals.

ame value of N received in the asspciated PING.

e 19 specifies the CCC bit fieldvalues.

Table 19 - FC-BB_GFPT PING and PING_ACK CCC

bit field values
Value Description Reference
000Db No compression
001b LZS compression 6.4.10.3
010b-111b Reserved

als.

r equivalent

FC-BB_GFPT
hlue of the X

N bit may be set to Ob or 1b by devicesdransmitting PING, and the PING_ACK generated in response shall use

The values of the R bits are reserved and shall be set to Ob.

The Y bit specifies vendor-specific use (i.e., Y=1b), or standard use (i.e., Y=0b), of the remaining bits (i.e., bits denoted
Z) of the Primitive Signal. If Y=0b, the values of the bits denoted Z are reserved and shall be set to Ob. If Y=1b, the
values assigned of the bits denoted Z are vendor specific.

6.4.7.4.3 FC-BB_PW PING and PING_ACK

The FC-BB_PW PING and PING_ACK control frame format is specified in Figure 27.
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The FC-BB_}

Cog;r;llof;zme PAD
(4 bytes) (32 bytes)
Type Flags
(1 byte) (3 bytes)
N Reserved
(hit 23} (hits 22.0)
Figure 27 - FC-BB_PW PING and PING_ACK control frame format

W PING and PING_ACK control frame payload shall be set as specified in Table 20.

Table 20 - FC-BB_PW PING and PING_ACK control frame payload values

Field Value [Description
Type 81h PING
82h PING_ACK
N b or 1b The N bit is set to alternating Ob and Ho»For PING_ACK the N bit is
set to the same value as the associated PING.
PAD Zeroes |Set to all zeroes.

This standa
specifies thq

The FC-BB_}
RFC 6307.

6.4.8 Ada

'd specifies the use of Type field value 11h fér transmission of error indications (see 6.4.8.2.2)
use of Type field values 41h and 42h for ASE€_PAUSE and ASFC_RESUME (see 6.4.7.3).

W PING and PING_ACK control framesare encapsulated and formatted for transmission as specifig

ptation of FC information-for Transparent FC-BB

6.4.8.1 Adaptation of FC information for GFPT transport in FC-BB_GFPT

Adaptation
Transparent
concatenati
oriented eng

a) Order

ed Sets (i.e., selected Primitive Signals and sub-rated Primitive Sequences) are directly adapted

and

bd in

and de-adaptation’ of attached FC_Port data in FC-BB_GFPT devices shall use the Asynchromous

Generic Eraming Procedure (GFPT) methodology (see ITU-T Rec. G.7041/Y.1303). Arbit
ns of 8B/A10B characters may be transported using this methodology, so that frame or mess
apsulation’of attached FC_Port data is not required. As such:

rary
age-

| for

transport using Asynchronous GEFT;

b) with no compression (see Table 19), FC frames are directly adapted for transport using Asynchronous GFPT;

c) with compression (see Table 19), at the ingress FC-BB_GFPT device, FC frames are encoded into GFPT_WAN
compressed FC frames before entering the GFPT layer and at the egress FC-BB_GFPT device GFPT_WAN
compressed frames are decoded back into FC frames; and

d) a GFPT_WAN compressed FC frame is composed of a special K28.7 SOF delimiter, compressed frame payload,
and an EOF delimiter (6.4.10.1).
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Asynchronous GFPT allows for adaptation to transport facilities of arbitrary bandwidths. Characters selected for
transport are delivered in order from the de-adaptation process, irrespective of the GFPT_WAN link bandwidth. In
this sense, the adaptation of FC frames and Primitive Signals is transparent.

Primitive Sequence adaptation is not purely transparent since the GFPT_WAN link may be sub-rate. Valid Primitive
Sequences received from an attached FC_Port shall be adapted for transport by presenting at least three instances
of the corresponding FC Ordered Set to the Asynchronous GFPT adaptation engine. The maximum rate of
presentation of the corresponding FC Ordered Set to the Asynchronous GFPT adaptation engine shall not exceed
the rate at which the transport facility is able to transport them. Primitive Sequences received from the GFPT_WAN
link shall be recognized as valid if three Ordered Sets, corresponding to the Primitive Sequence, have been received

i ing _ ara R ()4 03) a _WAN Primjtive Signals.
tive Sequence is received from the GFPT_WAN link, then the corresponding fullcrate Primitive
perceded by
-GFPT_WAN

handling of Idle Primitive Signals is described in 6.4.2.

Ing
shal
othd
not
with

bneral, FC frames shall be forwarded without checking or modification of CRCvalues, and FC-BB_QFPT devices

not discard or terminate any FC frames, except as dictated by 6.4.2 (i€.,,while in state S1). Buffering that is
rwise necessary for CRC checking and potential frame discard based ornthe results of such checking} is therefore
required and should be avoided. FC frames should be transferredydirectly through the FC-BB_GFPT device
out intermediate buffering to minimize overall latency, except.as required for compression (sge Table 19)

whi
with
an H
speq
Sign

h may require temporary intermediate storage for the framébeing compressed or decompresse
invalid CRC values shall not be candidates for LEMs (see-6.4:3). The transit of candidate LEM fra

ified in 6.4.2, 6.4.3, and 6.4.4 are performed. Such délays shall not affect the ordering of FC fram
als and Primitive Sequences that transit the FC-BBLGFPT device. All applicable rules (see FC-FS-

d. FC frames
nes through

C-BB_GFPT device may be delayed by a maximum of¢100 milliseconds while CRC checking, and operations

bs, Primitive
) regarding

runiping disparity shall be followed by FC-BB_GFPT devices, with respect to the forwarding of FC framgs, Primitive

Signpls, and Primitive Sequences received from arémote FC-BB_GFPT device to attached FC_Ports.

ATy
the
ont

ansport Trail that is in use as a GFPT.WAN link between FC-BB_GFPT devices is identified by the
ppropriately set User Payload Identifier (UPI) value (i.e., 0Ch) in the Payload Header of the GFP fi
he facility (see ITU-T Rec. G.7041/¥.1303).

presence of
lames borne

Ingr
occy
the

if GI
codd

ess FC character errors, ingress FC running disparity errors, or character errors resulting from bit errors
rring during transport on‘the GFPT_WAN link facility, are represented by GFPT de-adaptation epgines using
| 0B_ERR character (seelTU-T Rec. G.7041/Y.1303). FC-BB_GFPT devices shall interpret the 10B_ERR character,
PT de-adaptation engines present it, as (i.e., they shall generate) an unrecognized 8B/10B neutfal disparity
word, depending on beginning running disparity (RD+ or RD-), as follows:

a)

b}

either 0034111 0001 (RD-) or 110000 1110 (RD+); or

some other invalid transmission characters, provided the invalid transmission characters also meet all
8B/10B coding rules, are of neutral disparity, and contain a minimum of one transition within Qoth the first

£ ) - g4l 1 s loaie £4] | |
TUUT DI dIU UTITTASUTTUUT UTLS UT UTTCTTOUUTWUT UL

Synchronous and Asynchronous GFPT has significant, inherent transport error detection and correction
capabilities. All detected but uncorrected codeword errors lead to the generation of 10B_ERR characters (i.e., to the
generation of 8B/10B-encoded characters at egress). This functionality is sufficient to prevent the possibility of
ambiguity in Primitive Signal or Ordered Set interpretation due to bit errors produced on the transport facility. But
it may also result in the effective reception of incomplete Ordered Sets (i.e., Ordered Sets consisting partially of
10B_ERR characters) by an FC-BB_GFPT device from the GFPT_WAN. Corrupted FC frames, possibly including
corrupted SOF and/or EOF Ordered Sets, thus may be produced. Such cases are indistinguishable, at the remote FC-
BB_GFPT device, from FC frames that were received corrupted from FC_Ports and propagated to the remote FC-
BB_GFPT device. In either case, no frame delimiter clean-up actions are mandated by this standard, nor are any
vendor-specific implementations of such actions precluded. Otherwise, corrupted Ordered Sets received from
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remote FC-BB_GFPT devices shall be propagated through to attached FC_Ports, including during transmission of
Primitive Sequences. Corrupted Ordered Sets shall not be interpreted as valid GFPT_WAN Primitive Signals.

GFPT error correction, if enabled, provides for minimization of such Ordered Set corruption during GFPT_WAN
transport, and for improved channel performance in the face of an imperfect GFPT_WAN facility.

Communication of Loss of Client Signal and Loss of Client Synchronization using GFP Client Management Frames is
not required by FC-BB_GFPT. If generated, these Client Management Frames shall not be used for FC-BB_GFPT state
machine management or other purposes as specified in 6.4.2. FC-BB_GFPT devices are not required to generate or
interpret these Client Management Frames, which may be used for administration and management purposes (e.g.,

to distingui

h bhetween Loss of Client Qignnl and Loss of Client Synchronization pvpnfc)

6.4.8.2 Adaptation of FC information for PW transport in FC-BB_PW

6.4.8.2.1 Adaptation of FC information for PW transport in FC-BB_PW overview

Adaptation
PW packets,
within FC-B
RFC 6307.

FC Frames a
sense, the ag

Primitive Se
received fro
correspondi
Primitive S¢
constructed
remote FC-H

The handlin

In general, |
shall not dis
necessary fq
required an
intermediat
LEMs (see 6
of 100 milli
delays shall
BB_PW dev
devices, wit
remote FC-H

fFC data in FC-BB_PW equipment shall be performed by transparently encapsulatifig FC frames w
FC Ordered Sets (i.e., selected Primitive Signals and sub-rated Primitive Seqliences) are encapsul
B_PW control frames. The encapsulation method is outside the scope of this standard and is specifig

hd Ordered Sets selected for transport are delivered in order, irrespective of the PW bandwidth. In
aptation of FC frames and Primitive Signals is transparent.

quence adaptation is not purely transparent since the PW’may be sub-rate. Valid Primtive Seque
m an attached FC_Port shall be adapted for transport by generating a low rate stream of control fra
hg to the FC Ordered Set at the PW termination engine. If a control frame corresponding to

for forwarding to the FC_Port. Such forwardingrshall continue until superceded by reception, fron
B_PW device, of a different control frame, an ¥C Primitive Signal or an FC frame.

b of [dle Primitive Signals is described in-6.4.2.

C frames shall be forwarded witheut checking or modification of CRC values, and FC-BB_PW de¥
card any FC frames, except-dsydictated by 6.4.2 (i.e., while in state S1). Buffering that is other
r CRC checking and poteftial frame discard based on the results of such checking, is therefore
 should be avoided. EC frames should be transferred directly through the FC-BB_PW device wit
e buffering to minimize overall latency. FC frames with invalid CRC values shall not be candidate
4.3). The transit of eandidate LEM frames through an FC-BB_PW device may be delayed by a maxi
econds whiletCRC checking, and operations specified in 6.4.2, 6.4.3, and 6.4.4 are performed.
not affect thevordering of FC frames, Primitive Signals and Primitive Sequences that transit the

) respect'to the forwarding of FC frames, Primitive Signals, and Primitive Sequences received fr¢
B_PW._device to attached FC_Ports.

ce. All applicable rules (see FC-FS-4) regarding running disparity shall be followed by FC-BB[
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If the FC-BB_PW device detects ingress FC character errors, ingress FC running disparity errors, or character errors
resulting from bit errors, then it shall transmit to the WAN:

a) an FC frame with EOFni if it was in the middle of transmitting a frame at the time the error was detected (i.e.,

an error has occurred in at least one of the characters of the FC frame); or
b) an error indication control frame (see 6.4.8.2.2) (i.e., if it was transmitting either Primitive Sequences or Idles
at the time the character or running disparity error was detected). In this case the FC-BB_PW shall continue
transmitting to the WAN:
A) the Primitive Sequence that was transmitting at the time the error was detected; or
B) Idles if it was not transmitting a Primitive Sequence at the time the error was detected.
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If an FC-BB_PW device receives an error indication control frame from the WAN, then it shall generate a single
unrecognized 8B/10B neutral disparity codeword, depending on beginning running disparity (RD+ or RD-), as
follows:

a) either 001111 0001 (RD-) or 110000 1110 (RD+); or

b) some other invalid transmission characters, provided the invalid transmission characters also meet all
8B/10B coding rules, are of neutral disparity, and contain a minimum of one transition within both the first
four bits and the last four bits of the codeword.

ing FC frames,

Layéer 2 technologies used to transport PW/MPLS frames have significant, inherent transport errpr detection
capgbilities. If a codeword error is detected in an FC frame, then the associated EOF Ordened.Set shalll be replaced
witll an EOFni Ordered Set. If a codeword error is detected in an FC-BB_PW control frame, then the control frame
shal] be discarded. This functionality is sufficient to prevent the possibility of errors in‘Primitive Signal or Ordered
Set generation at egress due to bit errors produced on the transport facility. Corrupted FC frames, {ncluding an
EOFhi, may be transmitted. Such cases are indistinguishable, at the remote FC-BB/PW device, from F( frames that
werg received corrupted from FC_Ports and propagated to the remote FC-BB_.PW device with an EOFni. In either
casq, no frame delimiter error correction actions are mandated by this$tandard, nor are any verndor-specific
implementations of such actions precluded.

6.4.8.2.2 FC-BB_PW error indication control frame

The|FC-BB_PW error indication control frame format is spetified in Figure 28.

Control frame PAD
payload
(4 bytes) (32 bytes)
Type Reserved
(1 byte) (3 bytes)

Figure 28 - FC-BB_PW error indication control frame format

The[FC-BB_PW error indication control frame payload shall be set as specified in Table 21.

Table 21 - FC-BB_PW error indication control frame payload values

Field Value [Description

Type 11h FC-ERROR - indicates a received character error or Loss of
Synchronization.

PAD Zeroes |Setto all zeroes.

This standard specifies the use of Type field values 81h and 82h for transmission of FC-BB_PW PING and PING_ACK
(see 6.4.7.4.3) and specifies the use of Type field values 41h and 42h for ASFC_PAUSE and ASFC_RESUME (see
6.4.7.3).

The FC-BB_PW error indication control frame is encapsulated and formatted for transmission as specified in
RFC 6307.
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6.4.9 WAN Holdoff Timeout Value (WAN_HOLDOFF_TOV)

The WAN_HOLDOFF_TOV is the maximum time between detection of a GFPT_WAN link failure and state machine
transition from S2 to S1 (see 6.4.2). The default value of WAN_HOLDOFF_TOV is 100 ms (i.e., 2 times the normal
SONET/SDH Trail restoration time limit).

6.4.10 Transparent FC-BB frame compression encoding

6.4.10.1 FC-BB_GFPT FC frame compression

If an ingress[FC-BB_GFPT device is operating with compression enabled (see 6.4.7.4.Z], then the ingress FC-
BB_GFPT de}ice:

a) shall dend errored FC frames as FC frames; and
b) for ergor-free FC frames, optionally encode them into GFPT_WAN compressed FC frameg as follows:

1) replpce the K28.5 character of the SOF with a K28.7 character and leave the remaining three characterf of
the SOF unchanged;

2) send all the data words in the FC frame between the SOF and the EOF through the compression algorithm;
3) pad he end of the encoded data stream to a transmission word boundary prior to the EOF; and
4) appénd the original EOF.

NOTE 12 -]A compression algorithm may not compress some frames due to throughput performance or compresgsion
performange reasons.

After encoding, the stream is converted using Asynchronous GFPT.

If an egress FC-BB_GFPT device is operating with compression allowed (see 6.4.7.4.2), then the egress FC-BB_GFPT
device shall process a frame as follows:

a) Convelrt the entire stream from Asynchronous GFPT encoding into FC encoding;
b) if the frame begins with a K28.7 SOF:
1) tranflate the FC frame K28.7 SOF back to the original K28.5 SOF;

2) send all the data-wiords in the FC frame between the SOF and the EOF through the decompression algorithm;
and

3) app¢ndtheoriginal EOF; and

c) forward the data stream to the FClayer for further processing (e.g., LEM).

6.4.10.2 FC-BB_PW FC frame compression

An FC-BB_PW device does not use frame compression.

6.4.10.3 LZS compression algorithm

The LZS algorithm (see ANSI INCITS 241-1994 (R1999)) is a general purpose lossless compression algorithm for
use with a wide variety of data types.
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The sender shall reset the LZS decompression history prior to processing each compressed FC frame. This ensures
that each FC frame may be decompressed independently of any other and prevents errors in one frame from causing
decompression errors in any subsequent frames that the receiver decompresses.

The decompression process of each compressed frame shall be is performed as specified in ANSI INCITS 241-1994
(R1999).

7 FC-BB_E Structure and Concepts

7.1 rApplicabitity
Clause 4 specifies the FC-BB_E reference model. This clause specifies the FC-BB_E functional models.
7.2 | FC-BB_E overview

Thig clause specifies aspects of the FC-BB_E mapping, including initialization and,procedures for the mapping of
Fibre Channel frames over Ethernet.

Figure 29 shows how FC-BB_E maps the Fibre Channel levels and sublevels’ over IEEE 802.3 layers.

FC-4 FCc-4 A
FC-3 FC-3 FC Levels
\ (unchanged)
FC-2v FC-2v v
FC2 | | Fcam A
q FCoE Entity FI\SI:a_B?n_E
FC-2P PpINg
4 \
FC-1 MAC A IEEE
802.3
FGL0 PHY \ Layers

Figure 29 - FC-BB_E mapping

Figure 30 shows how the FC-BB_E mapping applies to FCoE Forwarders (FCFs) and FCoE Nodes (ENodes).
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FC-BB_E defines a mapping of Fibre Channel over Ethernet (FCoE). Althougha generic Ethernet network may
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Figure 30 - FC-BB_E protocol levels and layers

to congestion, a proper implementation of appropriate Ethernet extensions (see 4.4.6) allows 3
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Figure 31 - FCoE VN_Port to VF_Port network configuration example

of the two ENodes H1 and H2 depicted in Figure 31 has a single physical Ethernet connection to
rnet network. Each of the two FCFs, FCF A and FCF B, has a single physical Ethernet connection to
rnet network. Each ENode may instantiate multiple VN_Ports, connected-to VF_Ports instantiated
gh FCoE Virtual Links. The dashed lines in Figure 31 depict possible VN_Port to VF_Port Virtual |
a Lossless Ethernet network is reduced by FCoE to a set of point-to-point VN_Port to VF_Port \
e the VN_Port to VF_Port Fibre Channel protocols are able tocopérate.

re 32 shows an example FCoE VE_Port to VE_Port netwerK configuration.

_______________ =
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Ethernet N
network ~1

Eac

Figure 32 - FCoE VE_Port to VE_Port network configuration example

ofthe three FCFs, FCF A, FCF B, and FCF C, depicted in Figure 32 has a single physical Ethernet c

ISO/IEC 14165-246:2019(E)

the Lossless
the Lossless
by the FCFs
Links. In this
firtual Links

bnnection to

the Lossless Ethernet network. Each FCF may Instantiate multiple VE_Ports, connected to other VE_Ports through
FCoE Virtual Links. The dashed lines in Figure 32 depict possible VE_Port to VE_Port Virtual Links. In this case, a
Lossless Ethernet network is reduced by FCoE to a set of point-to-point VE_Port to VE_Port Virtual Links where the
VE_Port to VE_Port Fibre Channel protocols are able to operate.

As shown in Figure 31 and Figure 32, Fibre Channel over Ethernet enables some additional features with respect to

nati

ve Fibre Channel:

a) an ENode may establish VN_Port to VF_Port Virtual Links (i.e., perform Fabric Login) with multiple FCFs

through a single Lossless Ethernet MAC;

b) an FCF may establish VN_Port to VF_Port Virtual Links (i.e., accept Fabric Login) with multiple ENodes

through a single Lossless Ethernet MAC; and
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c) an FCF may establish VE_Port to VE_Port Virtual Links with multiple other FCFs through a single Lossless

Ethernet MAC.

Figure 33 shows an example FCoE VN_Port to VN_Port network configuration.

ENode H1

FCQE LEP]

0
S

N ——

-=d

> ==

\
1
1 Lossless _--~
/) Ethernet-~
4/ __--nétwork
H 3

ENode H2 /

Figure 33 - FCoE multi-node VN_Port to VN_Port network eonfiguration example

1 ENode H3

Each of the three VN2VN ENodes, ENode H1, ENode H2, and ENode H3, depicted in Figure 33 has a single phygpical
Ethernet comnection to the Lossless Ethernet network. Each VN2VN ENode may instantiate one or more VN_Pprts.
Each of thesp VN_Ports may be connected to VN_Ports instantiated/by other VN2VN ENodes through FCoE VN_[Port

to VN_Port Vjirtual Links. The dashed lines in Figure 33 depict pessible VN_Port to VN_Port Virtual Links. In this

ase,

a Lossless Ethernet network is reduced by FCoE to a set of point-to-point VN_Port to VN_Port Virtual Links where

the VN_Port|to VN_Port Fibre Channel point-to-point protocols are able to operate.

Figure 34 s
Links and V
from the op¢rations of the VN_Port

-
P~
ENode H1

to VF_PortVirtual Links.

VN\Rart to VF_Port Virtual Link

ows an example of a mixed FCoE network configuration, including both VN_Port to VN_Port Viftual
_Portto VF_Port Virtual Links. The operations of the VN_Port to VN_Port Virtual Links are indepenflent

FC

\

Lossless

Ethernet =

fabric

L~

network _--

.
i

VN_Port to VN_Port Virtual Link

Figure 34 - FCoE mixed network configuration example

Each of the two VN2VN ENodes, ENode H1 and ENode H2, depicted in Figure 34 has a single physical Ethernet
connection to the Lossless Ethernet network. The FCF has a single physical Ethernet connection to the Lossless

Ethernet network.
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Each VN2VN ENode may instantiate multiple VN_Ports, connected to VF_Ports instantiated by the FCF through FCoE
VN_Port to VF_Port Virtual Links. The red dashed lines in Figure 34 depict possible VN_Port to VF_Port Virtual Links.
In this case, a Lossless Ethernet network is reduced by FCoE to a set of point-to-point VN_Port to VF_Port Virtual
Links where the VN_Port to VF_Port Fibre Channel protocols are able to operate.

Each VN2VN ENode may also instantiate a VN_Port connected to VN_Ports instantiated by other VN2VN ENodes
through FCoE VN_Port to VN_Port Virtual Links. The green dashed line in Figure 34 depicts a possible VN_Port to
VN_Port Virtual Link. In this case, a Lossless Ethernet network is reduced by FCoE to a set of point-to-point VN_Port
to VN_Port Virtual Links where the VN_Port to VN_Port point-to-point Fibre Channel protocols are able to operate.
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Figure 35 - FCoE point-to-point VN_Port to VN_Port netwotk configuration example

of the two VN2VN ENodes, ENode H1 and ENode H2, depicted’in Figure 35 has a single physi
ection to the Lossless Ethernet network. Each VN2VN ENodéethay instantiate a VN_Port connected
ntiated by other VN2VN ENode through a FCoE VN_Port.to VN_Port Virtual Link. The dashed line
cts a possible VN_Port to VN_Port Virtual Link. In this'¢case, a Lossless Ethernet network is reduce

a pd
pro

int-to-point VN_Port to VN_Port Virtual Link where the VN_Port to VN_Port point-to-point Fi
cols are able to operate.

The[point-to-point configuration is a special case-because certain environments require ensuring that
of two VN2VN ENode MACs are present over-a Lossless Ethernet network and operating in Fabric m

mo

FCFs are detected (e.g., instantiating enly the VN_Port to VF_Port Virtual Links in the example c

shoyvn in Figure 34). These requirements do not apply to the multi-node VN_Port to VN_Port configur
in Figure 33, therefore VN2VN ENode MACs shall provide a way to enable the appropriate behavior (i.4

m

The
a sirn
(e,

ulti-node mode or in point-to<point mode).

point-to-point protocol.enables faster initialization for the case of two VN2VN ENode MACs conne
gle cable or for thecase of only two VN2VN ENode MACs visible to each other over a Lossless Ether
N_Port_ID Probe Requests are not used).

Figure 36 shows/ah example of an FCoE VA_Port to VA_Port network configuration.
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Figure 36 - FCoE VA_Port to VA_Port network configuration example

Each of the two FDFs, FDF A and FDF B, depicted in Figure 36 has a single physical Ethernet connection tq
Lossless Ethernet network. The Controlling FCF has a single physical Ethernet\connection to the Lossless Ethe
network. Each FDF and Controlling FCF may instantiate multiple VA_Portsyeconnected to other VA_Ports thr
FCoE Virtua] Links. The dashed lines in Figure 36 depict possible VA_Port'to VA_Port Virtual Links. In this ca
Lossless Ethernet network is reduced by FCoE to a set of point-to-point'VA_Port to VA_Port Virtual Links wherg
VA_Port to YA_Port Fibre Channel protocols are able to operate (see\EC-SW-6).

7.3 ENodd functional model

Figure 37 shows the functional model of an ENode if‘operating in a Fabric, where the bracketed and da
functional cpmponents are optional. An ENode is functionally composed of at least one Lossless Ethernet MAC
the ENode MAC), and an FCoE Controller function for each ENode MAC.
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Figure 37 - ENode functional model

The FCoE Controller associated with an ENode MAC shall support the instantiation of VN_Port/FCoE_LEP pairs.

The FCoE Controller is the functional entity that performs the FCoE Initialization Protocol (FIP) and instantiates or
de-instantiates VN_Port/FCoE_LEP pairs as needed.
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For an ENode’s MAC, the FCoE Controller:
a) optionally initiates the FIP VLAN discovery protocol to discover FCoE VLANS;

b) should initiate the FIP discovery protocol in order to discover VF_Port capable FCF-MACs or VF_Port capable
FDF-MACs connected to the same Lossless Ethernet network;

c) initiates FIP FLOGI Exchanges and instantiates a VN_Port/FCoE_LEP pair on successful completion of each
FIP FLOGI Exchange with a VF_Port capable FCF-MAC or VF_Port capable FDF-MAC;

d) npfinnnl]v initiates FIP NPIV EDISC F‘Yf‘hqngpc and instantiates a VN_PnrfI/F'('nF‘_I EP pair on successful
completion of each FIP NPIV FDISC Exchange with a VF_Port capable FCF-MAC or VF_Port capabl¢ FDF-MAC;

e) de-instantiates a VN_Port/FCoE_LEP pair if that VN_Port is logged out from the Fabric;
f)| initiates FIP LOGO Exchanges if explicit Fabric logout is needed;
g) de-instantiates the indicated VN_Port/FCoE_LEP pairs on receiving FIP Clear’Virtual Links requgsts;

h] transmits periodic FIP Keep Alive frames on behalf of the ENode MAG eyery FKA_ADV_PERIOD] unless the
Disable Virtual Link Maintenance bit is set to one in received Discovery Advertisements (see 7.1[.5.2);

i)| monitors the status of instantiated VN_Port/FCoE_LEP pairs dnd transmits periodic FIP Keep Alive frames
on their behalf every FKA_VN_PERIOD, unless the Disablé:Virtual Link Maintenance bit is sef to one in
received Discovery Advertisements (see 7.11.5.2); and

j)| monitors the status of VF_Ports to which the instantiated VN_Port/FCoE_LEP pairs are logged in by
maintaining timers and verifying periodic FIP\Discovery Advertisements are received within every
FKA_ADV_PERIOD, unless the Disable Virtual‘\Link Maintenance bit is set to one in received Discovery
Advertisements (see 7.11.5.2).

The|FCoE Controller of an ENode MAC may perform FIP FLOGIs and FIP NPIV FDISCs with multiple VF_Port capable
FCFIMACs or VF_Port capable FDF-MACs.\VN_Ports instantiated upon successful FIP FLOGI and subsequent FIP
NPIY FDISC Exchanges are all associated with the same VF_Port that was instantiated on successful cgmpletion of
the FIP FLOGI Exchange. In Figure37, each stack of VN_Port/FCoE_LEP pairs represents an association with a
diffgrent VF_Port capable FCF-MAC or VF_Port capable FDF-MAC.

The|FCoE_LEP is the functional entity performing the encapsulation of FC frames into FCoE frgmes during
trangmission and the décapsulation of FCoE frames into FC frames during reception. When encapsulating FC frames
into|FCoE frames, the MAC address of the local link end-point shall be used as the source address gnd the MAC
address of the remote link end-point shall be used as the destination address of the generated FCoE frame. When
decgpsulating-F€ frames from FCoE frames, the FCoE_LEP shall verify that the destination address of the received
FCoE frametis-equal to the MAC address of the local link end-point and shall verify that the source address of the
recefived(FCoE frame is equal to the MAC address of the remote link end-point. If either check fails thel FCoE frame
shal| bediscarded.

For an FCoE_LEP of an ENode MAC, the MAC address of the local link end-point is the MAC address associated with
its VN_Port and the remote link end-point address is the FCF-MAC or FDF-MAC address associated with the remote
VF_Port. The VN_Port shall use an FPMA (see 7.9) as its MAC address.

A VN_Port is an instance of the FC-2V sublevel of Fibre Channel that operates as an N_Port (see FC-FS-4) and is
dynamically instantiated together with its FCoOE_LEP on successful completion of a FIP FLOGI Exchange or a FIP
NPIV FDISC Exchange. A VN_Port receives FC frames from the upper FC levels and sends them to its FCoE_LEP for
encapsulation and transmission over the Lossless Ethernet network. In a similar way, a VN_Port sends FC frames
received from its FCOE_LEP to the upper FC levels. A VN_Port may support one or more FC-4s. A VN_Port is uniquely
identified by an N_Port Name Name_Identifier and is addressed by the N_Port_ID the Fabric assigned to it. The
VN_Port behavior shall be as specified in FC-LS-3 and FC-FS-4, with the exception that a VN_Port is instantiated on
successful completion of a FIP FLOGI Exchange or a FIP NPIV FDISC Exchange, ignoring the buffer-to-buffer flow
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control parameters. When receiving FC frames from its FCoE_LEP, a VN_Port shall verify that the D_ID of the
received FC frame is equal to its N_Port_ID. If the check fails the FC frame shall be discarded.

NOTE 13 - The receive checks performed by the VN_Port/FCoE_LEP pair verify that the correct MAC destination address, MAC
source address, and D_ID are present in a received FCoE frame (see D.5).

7.4 VN2VN ENode functional model

Figure 38 shows the functional model of a VN2VN ENode, where the bracketed and dashed functional components
are optional. A VN2VN ENode is functionally composed of at least one Lossless Ethernet MAC (i.e., the ENode MAC),
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Figure 38 - VN2VN ENode functionalrmodel

pport VN_Port to VN_Port Virtual Links). If operdting in multi-node mode, the FCoE Controller
de MAC may perform FIP FLOGIs with multiple‘'remote VN2VN ENode MACs to instantiate mul

ht mode, only one FCoE_LEP is associated with a VN2VN_Port.

e is no FCF that performs N_Port_ID selection, VN2VN ENode MACs shall select N_Port_IDs as spec

ese N_Port_IDs are called Locally Unique N_Port_IDs.

The MAC adglress used as VN (Port MAC address for a VN2VN_Port is determined by concatenating its Locally Un|

N_Port_ID tq
by FCoE for

Figure 34 sh
virtual links

the constantVN2VN-FC-MAP (see Table 53). This enables easy recognition of the MAC addresses
VN_Port to'VN_Port communications, because they all share the same VN2VN-FC-MAP prefix.
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ue N_Port_IDs shall not conflict with and shall be ind

all e in the range 000001h to 00FFFEh, inclusive. This ensures that they do not conflict

ntroller of a VN2VN ENode MAC may instantiate one or'miore VN2VN_Ports (i.e., VN_Ports each of wj

ows(@ mixed FCoE network consisting of both VN_Port to VF_Port virtual links and VN_Port to VN |

hich
of a
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N_Port_IDs assigned by a Fibre Channel Fabric, because a Fabric does not assign N_Port_IDs with Domain_ID zero.

For a VN2VN ENode MAC, the FCoE Controller:

a)
b)
<)

d)

86

may participate in Fabric operations (see 7.3);
operates in either multi-node mode or point-to-point mode;
optionally initiates the FIP VLAN discovery protocol to discover FCoE VLANs (see 7.11.2.4);

selects a tentative Locally Unique N_Port_ID (see 7.11.6.1);
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probes the network about the selected Locally Unique N_Port_ID (see 7.11.6.2.1) if operating in
mode;

claims the selected Locally Unique N_Port_ID (see 7.11.6.2.2,7.11.6.2.1, 7.11.6.3.1);
instantiates VN_Port to VN_Port Virtual Links through FIP FLOGI Exchanges (see 7.11.4.3);

optionally de-instantiates VN_Port to VN_Port Virtual Links through FIP Fabric LOGO Exch
7.11.4.3);

transmits pprindir‘ FIP Beacon frames every BEACON PERIOD: and

multi-node

anges (see

j)

The
tran
into
add
decq
FCo
rece
shal
the
assd
VN_
rece
of th
of th

monitors the status of VN_Port to VN_Port Virtual Links and the VN2VN Neighbor Set (see 7.1
maintaining timers and verifying periodic FIP Beacons are received within every BEACON_P]
7.11.5.4).

FCoE_LEP is the functional entity performing the encapsulation of FC frames)into FCoE fr
FCoE frames, the MAC address of the local link end-point shall be used as _the source address 3

psulating FC frames from FCoE frames, the FCoE_LEP shall verify thatthe destination address of
E frame is equal to the MAC address of the local link end-point and-shall verify that the source ad
ived FCoE frame is equal to the MAC address of the remote link@end-point. If either check fails the
be discarded. For an FCoE_LEP associated with a VN2VN_Port, the MAC address of the local link
MAC address associated with that VN2VN_Port and the remote link end-point address is the N
ciated with the remote VN2VN_Port. Therefore the source MAC address of FCoE frames used fo
Port Virtual Links is ‘VN2VN-FC-MAP || S_ID’ and the‘destination MAC address is ‘VN2VN-FC-MAHR
iving an FCoE frame, the FCoE_LEP associated with~a VN2VN_Port shall verify that the least signif
e source MAC address are equal to the S_ID of the'encapsulated FC frame and that the least signiff
e destination MAC address are equal to the PID of the encapsulated FC frame. If either check f4

frame shall be discarded.

7.5

FCF functional model

1.6.2.2) by
ERIOD (see

mes during

smission and the decapsulation of FCoE frames into FC frames during reception’\When encapsulating FC frames

nd the MAC

ess of the remote link end-point shall be used as the destination address of the generated FCoE frame. When

the received
dress of the
FCoE frame
end-point is
IAC address
- VN_Port to
|| D_ID". On
icant 24 bits
cant 24 bits
ils the FCoE

Figure 39 shows the functional. model of an FCF, where the bracketed and dashed functional components are

opti
Los{
mayj
with

bnal. An FCF is functionally composed of a Fibre Channel Switching Element (see FC-SW-6) with
less Ethernet MAC (FCF-MAC). Each FCF-MAC shall be coupled with an FCoE Controller function. E4
be coupled with a Lessless Ethernet bridging element. The Fibre Channel Switching Element ma}
a Fibre Channel.Fabric interface, providing native E_Port and F_Port connectivity. An FCF for

franjes addressed to one of its FCF-MACs based on the D_ID of the encapsulated FC frames.

The

Fibre Chantiel component of an FCF consists of the set of:

ECSwitching Element;

at least one
ch FCF-MAC
 be coupled
wards FCoE

b
<)
d)
e)

The

VE_Ports;
VF_Ports;

E_Ports, if any; and
F_Ports, if any.

FCoE component of an FCF consists of the set of FCOE_LEPs and FCoE Controllers.

The Ethernet component of an FCF consists of the set of Lossless Ethernet MACs and Lossless Ethernet Bridging
Elements, if any.
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Figure 39 - FCF functional model O\\Q/

NOTE 14 - Pther combinations of Lossless Ethernet bridging elements and Los&gé Ethernet MACs are allowed.

If an FCF ing¢ludes Lossless Ethernet bridging elements, then an F@AC address may be accessible via mulfiple
externally fdcing Ethernet ports on that FCF.
N

The FCoE Cpntroller associated with an FCF-MAC shall su t the instantiation of VE_Port/FCoE_LEP paigs or
VF_Port/FCQE_LEP pairs. An FCF-MAC supporting the i tiation of VE_Port/FCoE_LEP pairs is referred to|as a
VE_Port cappble FCF-MAC. An FCF-MAC supporting t s1shstamtiation of VF_Port/FCoE_LEP pairs is referred to|as a
VF_Port capgable FCF-MAC. Support for both VE_Port@;IQOE_LEP pairs and VF_Port/FCoE_LEP pairs on the same FCF-
MAC is prohjbited. W

xO

The FCoE Cdntroller is the functional enti at performs the FCoE Initialization Protocol (FIP) and instantiat¢s or
de-instantiates VE_Port/FCoE_LEP paié;&i;}ort/ FCoE_LEP pairs as needed.

For a VE_Port capable FCF-MAC, @\F CoE Controller:
a) optionally performs th@%VLAN discovery protocol to discover FCoE VLANSs;

b) discoyers other VE-Port capable FCF-MACs connected to the same Lossless Ethernet network using the FIP
discovery pr I;

) instanti@; a VE_Port/FCoE_LEP pair on successful completion of each FIP ELP Exchange with a remote FCF-
MAC;

d) de-instantiates a VE_Port/FCoE_LEP pair on receiving a FIP Clear Virtual Links request;

e) monitors the status of the instantiated VE_Port/FCoE_LEP pairs;

f) transmits FIP Clear Virtual Links requests as needed to terminate Virtual Links to other VE_Ports;

g) transmits periodic FIP Discovery Advertisements to the All-FCF-MACs address every FKA_ADV_PERIOD; and

h) monitors the status of remote VE_Ports by maintaining timers and verifying that periodic FIP Discovery
Advertisements are received within every FKA_ADV_PERIOD.

88 © ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=f897bbed7d99694b70f589761162e45b

ISO/IEC 14165-246:2019(E)

For a VF_Port capable FCF-MAC, the FCoE Controller:
a) participates in the FIP VLAN discovery protocol initiated by an ENode MAC;
b) participates in the FIP discovery protocol initiated by an ENode MAC;

c) instantiates a VF_Port/FCoE_LEP pair on successful completion of each FIP FLOGI Exchange initiated by an
ENode MAC;

d) instantiates an additional FCoE_LEP on successful completion of each FIP NPIV FDISC Exchange initiated by
an alreadvy ]nggpd in ENode MAC_ The rpcnlfing VP_Pnrt/F(‘nP_I EP pair shares the VE Port with the

VF_Port/FCoE_LEP pair instantiated on successful completion of the FIP FLOGI Exchange;

e) if a VN_Port is logged out, de-instantiates the FCoE_LEP associated to that VN_Port and'de-instgntiates the
corresponding VF_Port if that FCoOE_LEP was the only one associated with that VF_Port

f)| transmits FIP Clear Virtual Links requests as needed to terminate Virtual Links-tG other VN_Ports;

g)] monitors the status of the instantiated VF_Port/FCoE_LEP pairs;
h] transmits periodic FIP Discovery Advertisements to the All-ENode-MACs address every FKA_ADV_PERIOD;

i)| monitors the status of the logged in ENode MACs by verifying that periodic FIP Keep Alive [frames are
received within FKA_ADV_PERIOD, unless the Disable Virtual Link Maintenance bit is set to ¢ne in sent
Discovery Advertisements (see 7.11.5.2); and

j)| monitors the status of the logged in VN_Ports by maintaining timers and verifying that periodic FIP Keep
Alive frames are received within FKA_VN_PERIOD;wunless the Disable Virtual Link Maintenance ppit is set to
one in sent Discovery Advertisements (see 7.11:5.2).

The|FCoE Controller of an ENode MAC may perform FIP FLOGIs and FIP NPIV FDISCs with multiple VF_Port capable
FCF{MACs. VN_Ports instantiated by the FGoE Controller of an ENode MAC on successful completion|of FIP NPIV
FDI§C Exchanges with a VF_Port capable FCF-MAC are all associated with the same VF_Port. Thig VF_Port is
instantiated by the FCoE Controller wof_that VF_Port capable FCF-MAC on successful completion of p FIP FLOGI
Exchange.

The|FCoE_LEP is the functional entity performing the encapsulation of FC frames into FCoE frgmes during
trangmission and the decapsulation of FCoE frames into FC frames during reception. When encapsulating FC frames
into|FCoE frames, the MAC address of the local link end-point shall be used as the source address gnd the MAC
addgess of the remote link end-point shall be used as the destination address of the generated FCoE frame. When
decdpsulating FC«frames from FCoE frames, the FCoE_LEP shall verify that the destination address of the received
FCoE frame is-equal to the MAC address of the local link end-point and shall verify that the source address of the
recefived FCoE-frame is equal to the MAC address of the remote link end-point. If either check fails thel FCoE frame
shal| be discarded.

For aVEPortcapable FEF-MAGthe MACaddressof the tocaHinkend-point-isthe FeF-MACaddressand the MAC
address of the remote link end-point is the MAC address of the remote FCF-MAC with which a FIP ELP Exchange has
been successfully completed.

For a VF_Port capable FCF-MAC, the MAC address of the local link end-point is the FCF-MAC address and the MAC
address of the remote link end-point is the MAC address associated with the remote logged in VN_Port. The remote
VN_Port shall use an FPMA as its MAC address.

A VE_Port is an instance of the FC-2V sublevel of Fibre Channel that operates as an E_Port in accordance with FC-
SW-6 and is dynamically instantiated together with its FCoOE_LEP on successful completion of a FIP ELP Exchange.
A VE_Port receives FC frames from the FC Switching Element and sends them to its FCoE_LEP for encapsulation and
transmission over the Lossless Ethernet network. In a similar way, a VE_Port sends FC frames received from its
FCoE_LEP to the FC Switching Element. A VE_Port is uniquely identified by an E_Port Name Name_Identifier and is
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addressed by the Fabric Controller N_Port_ID (i.e., FFFFFDh). The VE_Port behavior shall be as specified in FC-SW-
6, with the exception that a VE_Port is instantiated on successful completion of a FIP ELP Exchange, ignoring the
buffer-to-buffer flow control parameters.

A VF_Port is an instance of the FC-2V sublevel of Fibre Channel that operates as an F_Port in accordance with FC-
SW-6 and is dynamically instantiated together with its FCOE_LEP on successful completion of a FIP FLOGI Exchange.
A VF_Port receives FC frames from the FC Switching Element and sends them to the proper FCoE_LEP for
encapsulation and transmission over the Lossless Ethernet network. In a similar way, a VF_Port sends FC frames
received from one of its FCOE_LEPs to the Fibre Channel Switching Element. A VF_Port is uniquely identified by an
F_Port_Name Name_ldentifier and is addressed by the F_Port Controller N_Port_ID (i.e, FFFFFEh). The VF_Port

behavior shallhe as cppriﬁpd in FC-1.S-3 and FC-FS-4_with the exception that a VF Portisinstantiated on succe

ssful

completion
frames fromnj
N_Port_ID o

NOTE 15 -
source add

The Fibre Clhannel Switching Element is the functional entity performing Fibre Channel switching among E_P

F_Ports, VE|
Name_ldent

7.6 Contr¢lling FCF functional model

Figure 40 sh
are optional
Lossless Eth
Controlling
Channel Fah
Controlling
one for the |
Switching E
the Switchin

The Fibre C}
a) FC Swj
b) VE_Po
c) VF_Po
d) VA_Pd

e) E_Por

pf a FIP FLOGI Exchange, ignoring the buffer-to-buffer flow control parameters. When receitin
one of its FCoE_LEPs, a VF_Port shall verify that the S_ID of the received FC frame is equal*td
the VN_Port associated to that FCoE_LEP. If the check fails the FC frame shall be discarded.

The receive checks performed by the VF_Port/FCoE_LEP pair verify that the correct MAC destihation address,
ress, and S_ID are present in a received FCoE frame (see D.5).

Ports, and VF_Ports. A Fibre Channel Switching Element is uniquely /dentified by a Switch_N|
fier. The behavior of the Fibre Channel Switching Element shall be as specified in FC-SW-6.

A Controlling FCF is an FCF that supports the instantiation of at least one VA_Port with at least]
ernet MAC (FCF-MAC), in addition to VE_Ports and/VF_Ports. As for any FCF, each FCF-MAC
FFCF may be coupled with a Lossless Ethernet bridging element. A Controlling FCF may have a H
ric interface, providing native E_Port, A_Port, and F_Port connectivity. Supporting the operation
bwitch (see FC-SW-6), a Controlling FCF is functionally modeled as having two FC Switching Elem
rincipal Domain and one for the Virtual Domain, connected by an internal VE_Port to VE_Port link|
ement associated with the Principal Damain supports the instantiation of VF_Ports and VE_Ports,
g Element associated with the Virtual-Domain supports the instantiation of VA_Ports only.

annel component of a Controlling FCF consists of the set of:
tching Elements;

I'ts;

Irts;

Irts;

> FC
the

MAC

Orts,
ame

ows the functional model of a Controlling FCF, where the bracketed and dashed functional components

one
of a
ibre
of a
bnts,
The
and

s, if any;

f) F_Ports, if any; and

g) A_Ports, if any.

The FCoE co

mponent of a Controlling FCF consists of the set of FCoE_LEPs and FCoE Controllers.

The Ethernet component of a Controlling FCF consists of the set of Lossless Ethernet MACs and Lossless Ethernet

Bridging Ele

90

ments, if any.
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Figure 40 - Con@ling FCF functional model
&

NQTE 16 - Other combinations of Lossless E;P@%t bridging elements and Lossless Ethernet MACs are allowed.

4\
Ports and VE_Ports may coexist oyéb the same FCF-MAC. VF_Ports coexist with neither VA_Ports 1
the same FCF-MAC. An FCF-M&"supporting the instantiation of VA_Ports and VE_Ports is refé
Port/VE_port capable FCF-MAE:

FCoE Controller is the functional entity that performs the FCoE Initialization Protocol (FIP) and in
nstantiates VA_Por@ _Ports, or VF_Ports, as needed.

_Port capabl F-MAC operates as specified in 7.5.

h VA_P@ Port capable FCF-MAC, the FCoE Controller:

or VE_Ports
rred to as a

stantiates or

@nally performs the FIP VLAN discovery protocol to discover FCoE VLANS;

b)

)

discovers other VA_Port/VE_Port capable FCF-MACs, VE_Port capable FCF-MACs, and VA_Port capable FDF-

MACs connected to the same Lossless Ethernet network using the FIP discovery protocol;

instantiates a VE_Port/FCoE_LEP pair on successful completion of each FIP ELP Exchange with a remote

VA_Port/VE_Port capable FCF-MAC or a remote VE_Port capable FCF-MAC;

d) de-instantiates a VE_Port/FCoE_LEP pair on receiving a FIP Clear Virtual Link request;

instantiates a VA_Port/FCoE_LEP pair on successful completion of each FIP ELP Exchange with a remote

VA_Port capable FDF-MAC;

de-instantiates a VA_Port/FCoE_LEP pair on receiving a FIP Clear Virtual Link request;
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monit

ors the status of the instantiated VE_Port/FCoE_LEP and VA_Port/FCoE_LEP pairs;

Discovery Advertisements are received within every FKA_ADV_PERIOD.

initiates FIP Clear Virtual Link requests as needed to terminate Virtual Links to other VE_Ports or VA_Ports;
transmits periodic FIP Discovery Advertisements to the All-FCF-MACs address every FKA_ADV_PERIOD; and

monitors the status of remote VE_Ports and VA_Ports by maintaining timers and verifying that periodic FIP

The FCoE_LEP is the functional entity performing the encapsulation of FC frames into FCoE frames during

transmissio

nandthe dpr‘npcnlnh’nn of ECoE framesinto EC frames dnring reception When r-\nr‘npcnlnh'ng EC fr.

mes

into FCoE fq

address of t

FCoE frame
received FC
shall be disc

For a VA_Po
the MAC adg
a FIP ELP E¥

A VA_Port is
FCoE_LEP o
receives FC

transmissiop over the Lossless Ethernet network. In a similar way; a‘VA_Port sends FC frames received froy

FCoE_LEP td
addressed b,

7.7 FDF fy

AnFDFisaq
Switching El
functional c
one Losslesd
MAC may be
optionally V|
interface, p
FDF-MACs b

The Fibre CH

a) FCDF

ames, the MAC address of the local link end-point shall be used as the source address and the

is equal to the MAC address of the local link end-point and shall verify that the source address o
prded.

I't/VE_Port capable FCF-MAC, the MAC address of the local link end-point is\the FCF-MAC address,
change has been successfully completed.

an instance of the FC-2V sublevel of Fibre Channel that is dynamically instantiated together wit
h successful completion of a FIP ELP Exchange, according to the‘rules specified in 7.11.4.4. A VA |
frames from the FC Switching Element and sends them‘to its FCoE_LEP for encapsulation

y the A_Port Controller N_Port_ID (i.e., FFFFF9h).

nctional model

implified FCoE switching entity that forwards FC frames among VA_Ports and VF_Ports through a H
ement (see FC-SW-6). Figure 41 shows'the functional model of an FDF, where the bracketed and da
mponents are optional. An FDF isfunctionally composed of an FCDF Switching Element with at ]
Ethernet MAC (FDF-MAC). Each'FDF-MAC shall be coupled with an FCoE Controller function. Each |
coupled with a Lossless Ethernet bridging element. An FDF supports the instantiation of VA_Ports
F_Ports over its FDF-MACs. The FCDF Switching Element may be coupled with a Fibre Channel F3
oviding native A_Port.and F_Port connectivity. An FDF forwards FCoE frames addressed to one d
ased on the D_ID,of the encapsulated FC frames.

annel component of an FDF consists of the set of:

Switching Element;

b) VF_Po

ne remote link end-point shall be used as the destination address of the generated FCoE frame: W
decapsulating FC frames from FCoE frames, the FCoE_LEP shall verify that the destination address of.the rece]

E frame is equal to the MAC address of the remote link end-point. If either check fails the FCoE fi

ress of the remote link end-point is the MAC address of the remote FCFEMAC or FDF-MAC with w

MAC
(hen
ived
F the
ame

and
hich

h its
Port
and
h its

the FC Switching Element. A VA_Port is uniquely idefitified by an A_Port_Name Name_Identifier apd is

CDF
hed
east
FDF-
and
bric
f its

s}

c) VA_Po

rts;

d) F_Ports, if any; and

e) A_Ports, if any.

The FCoE co

mponent of a FDF consists of the set of FCOE_LEPs and FCoE Controllers.

The Ethernet component of an FDF consists of the set of Lossless Ethernet MACs and Lossless Ethernet Bridging

Elements, if a
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FCoE
Controller

FCoE
Controller :

Figure 41 - FDF functional még/

NQTE 17 - Other combinations of Lossless Ethernet bridging elementsﬁe\\ Lossless Ethernet MACs are allowed.

An FDF does not support VE_Ports. VA_Ports and VF_Por not coexist over the same FDF-MAC. An FDF-MAC
supporting the instantiation of VA_Ports is referred to as _Port capable FDF-MAC. An FDF-MAC supporting the
inst

VF_]
morj

The
de-i

A VH
For
a)

b)

<)

ort capable FCF-MAC. An FDF shall support at st one VA_Port capable FDF-MAC and may su

e VF_Port capable FDF-MAC. \

FCoE Controller is the functional enti t performs the FCoE Initialization Protocol (FIP) and in
hstantiates VA_Ports or VF_Ports, as needed.

X
_Port capable FDF-MAC shall @erate as a VF_Port capable FCF-MAC (see 7.5).
h VA_Port capable FDF- MA@the FCoE Controller:

optionally perfor@ FIP VLAN discovery protocol to discover FCoE VLANSs;

et network using the FIP discovery protocol;

Lossless
O‘Q‘*

in ﬁates a VA_Port/FCoE_LEP pair on successful completion of each FIP ELP Exchange with a rem|
éﬁle FDF-MAC or VA_Port/VE_Port capable FCF-MAC;

intiation of VF_Ports is referred to as a VF_Port ¢ pable FDF-MAC. A VF_Port capable FDF-MAC 1ehaves as a

port one or

stantiates or

discovers @‘VA_Port capable FDF-MACs and VA_Port/VE_Port capable FCF-MACs connected to the same
n

ote VA_Port

d)
e)
f)

g)

h)

de-instantiates a VA_Port/FCoE_LEP pair on receiving a FIP Clear Virtual Link request;
monitors the status of the instantiated VA_Port/FCoE_LEP pairs;

initiates FIP Clear Virtual Link requests as needed to terminate Virtual Links to other VA_Ports;

transmits periodic FIP Discovery Advertisements to the All-FCF-MACs address every FKA_ADV_PERIOD; and

monitors the status of remote VA Ports by maintaining timers and verifying that periodic FIP Discovery

Advertisements are received within every FKA_ADV_PERIOD.

The FCoE_LEP is the functional entity performing the encapsulation of FC frames into FCoE frames during transmission
and the decapsulation of FCoE frames into FC frames during reception. When encapsulating FC frames into FCoE frames,
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the MAC address of the local link end-point shall be used as the source address and the MAC address of the remote link
end-point shall be used as the destination address of the generated FCoE frame. When decapsulating FC frames from FCoE
frames, the FCoE_LEP shall verify that the destination address of the received FCoE frame is equal to the MAC address of
the local link end-point and shall verify that the source address of the received FCoE frame is equal to the MAC address of

the remote li

nk end-point. If either check fails the FCoE frame shall be discarded.

For a VA_Port capable FDF-MAC, the MAC address of the local link end-point is the FDF-MAC address and the MAC address
of the remote link end-point is the MAC address of the remote FDF-MAC or FCF-MAC with which a FIP ELP Exchange has
been successfully completed.

AVA_Portis an instance of the FC-2V sublevel of Fibre Channel that is dynamically instantiated together with its FCoE_LEP

on successfu

ortracaivac BEC £
€

orplation-ofa-EIRPELD Exch
CORPrec o orarrr—rr—rcert

from the FCII
Ethernet net
AVA_Portis

(i.e, FEFFFOl).

7.8 FCoE\

Figure 42 sh

anaa-—accardinatotharulaccnacifiad in 7 11 4 4 A VA D
€ totH e e S SpecHte ey ettt H-E5t-ot

TS ateoremy

F Switching Element and sends them to its FCOE_LEP for encapsulation and transmission over the Los

iniquely identified by an A_Port_ Name Name_Identifier and is addressed by the A_Port Controller,N_Po

firtual Links

ws how the model defined in 7.5 models VE_Port to VE_Port Virtual Links.

CF 1 FCF 2

FC Switching Element
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FC Switama‘;ment
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i i

Feov | | AN FC-2v
VE_Port FC-2v VE_Port
FCoE_LEP FCoE FCoE FCoE FCoE_LEP
L7 Controller Controller Ny
1 Ethernet 1

Local MAC addr: FCF-MAC(2)
__________________________ Remote MAC addr: FCF-MAC(1)

A
| ocal MAC addr: FCF-MAC(1)
Remote MAC addr: FCF-MAC(2)

A

Lossless Ethernet MAC Lossless Ethernet MAC

On successfyil completion of a FIP ELP Exchange, the FCoE Controllers of the two involved VE_Port capable

MACs instan

FCF-MAC(2)

Lossless

| FCF-MAC(1)
Ethernet

network

Figure 42 - VE_Port to VE_Port Virtual Links example

tiate aVE_Port/FCoE_LEP pair. Figure 42 shows the Virtual Link end-points, that are the MAC addre

of the two in

mes
sless

work. In a similar way, a VA_Port sends FC frames received from its FCoE_LEP to the FCDF Switching Element.

rt_ID

FCF-
SSeS

volved VE Port capable FCE-MACs (ie FCF-MAC(1) and FCE-MAC(2))

Figure 43 shows how the models defined in 7.3 and 7.5 model VN_Port to VF_Port Virtual Links.
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Figure 43 - VN_Port to VF_Port Virtual LinKs‘'example

On puccessful completion of a FIP FLOGI Exchange, the FCoE .Controller for an ENode MAC in
VN_Port/FCoE_LEP pair (i.e., VN_Port(1) in Figure 43) and the ECOE Controller of a VF_Port capah

instantiates a VF_Port/FCoE_LEP pair.

On guccessful completion of a FIP NPIV FDISC Exchange{ the FCoE Controller for an ENode MAC i
VN_Port/FCoE_LEP pair (i.e., VN_Port(2) in Figure 43)\and the FCoE Controller of a VF_Port capah
instantiates an additional FCoE_LEP to the instantiated VF_Port.

On s$uccessful completion of an additional FIP 'NPIV FDISC Exchange, the FCoE Controller of an
instantiates a VN_Port/FCoE_LEP pair (i.e;, VN_Port(3) in Figure 43) and the FCoE Controller of a VF_
FCFiMAC instantiates an additional FCoE-LEP to the instantiated VF_Port.

Figure 43 shows the Virtual Link-‘end-points, that are the MAC addresses used by the VN_Ports
VN_Port(1), MAC of VN_Port(2); and MAC of VN_Port(3)), and the FCF-MAC address.

Figure 44 shows how thefunctional model specified in 7.4 models VN_Port to VN_Port Virtual Links fi
node case shown in Figure'33.

11 1\
] ] ] \ ]
MAC of | MAC of | MAC of ENode MAC FCF-MAC FCF-MAC FCF. FCF_MAQ
1) ) )

stantiates a
le FCF-MAC

stantiates a
le FCF-MAC

ENode MAC
Port capable

i.e, MAC of

br the multi-
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ENode H1

ENode H2

ENode H3

FC-2V

VN2VN_Port(1)

FC-2V

VN2VN_Port(2)

FCoE

| FCoE_LEPl | FCoE_LEP |

| FCoE_LEPl | FCoE_LEP |
A

Controller

FCoE
Controller

FC-2V

VN2VN_Port(3)

[FcoE_LEP| [FooE_LEP|

FCoE
Controller

]

A 1 Y
I
]

Yy

VL End-Points: VL End-Points:
MAC VN2VN_Port(1) MAC VN2VN_Port(1)
MAC VN2VN_Port(3) MAC VN2VN_Port(2)

VN_Port to YN_Port Virtual Links are instantiated on successful co
for a multi-hode configuration. VN_Port to VN_Port Virtual Lin

associated with the involved VN2VN_Ports.

VL End-Points:
MAC VN2VN_Port(2)
MAC VN2VN_Port(3)

&

Figure 44 - VN_Port to VN_Port Virtual Links mult%ge example

$

t10n of FIP FLOGI Exchanges (see 7.11{4.3)
identified by the VN_Port MAC addresses

Figure 45 shows how the functional models specified in @4 and 7.5 model VN_Port to VN_Port and VN_Poft to

VF_Port Virtu

al Links for the mixed configuration case

ENOE&QZ

n in Figure 34.

FCF

ENode H1
T !
FC-2v o FC-2v

[IN_Port] | [vN2vN_Port] @ VN2VN_Port]

) ) )
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[FEoE_LE _LEP |\ FooE [FcoE_LEP|

Controller

FCoE
Controller
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FCoE
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A LY
1
1
1
1
1

ENode MAC
H1

VL End-Points:
MAC VN_Port(1)
FCF-MAC

VL End-Points:
MAC VN2VN_Port(1)
MAC VN2VN_Port(2)

ENode MAC

H2

VL End-Points:
MAC VN_Port(2)

FCF-MAC

FCF-MAC

Figure 45 - VN_Port to VN_Port and VN_Port to VF_Port Virtual Links example
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VN_Port to VN_Port Virtual Links are instantiated on successful completion of FIP FLOGI Exchanges (see 7.11.4.3)

for a mixed configuration. VN_Port to VN_Port Virtual Links are identified by the VN_Port MAC addresses associated
with the two involved VN2VN_Ports.

On successful completion of a FIP FLOGI Exchange, the FCoE Controller for an ENode MAC instantiates a

VN_Port/FCoE_LEP pair (i.e., VN_Port(1) and VN_Port(2) in Figure 45) and the FCoE Controller of a VF_Port capable
FCF-MAC instantiates a VF_Port/FCoE_LEP pair.

Figure 46 shows how the functional model specified in 7.4 models VN_Port to VN_Port Virtual Links for the point-
to-point case shown in Figure 35.

ENode H1 ENode H2
FC-3/FC-4s FC-3/FC-4s
i N_PoriD(H1) ! [N-PERIB(H2) |
Fcov _~ | FC2v _F s
ETEETN
v L 2\VI
FCoE FCoE
Controller N Controller

A 4

ENode MAC
H1

ENode MAC
H2

VL End-Points:

MAC VN2VN_Part()

MAC VN2VN_P Lossless
Ethernet
Network
(optional)

Figure 46 - VN_Port to VN_Port Virtual Link point-to-point example

VN_Port to VN_Port Virtual Links ave instantiated on successful completion of FIP FLOGI Exchanges ($ee 7.11.4.3)

for 4 point-to-point topology ($ee FC-LS-3). VN_Port to VN_Port Virtual Links are identified by the two YN_Port MAC
addresses associated with the.involved VN2VN_Ports.

Figure 47 shows howthefunctional models defined in 7.6 and 7.7 model a VA_Port to VA_Port Virtual Liink between
two|FDFs.
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FDF 1

FDF 2

FCDF Switching Element

l

FC-2V

FCoE_LEP FCoE
7

Controller

FCDF Switching Element

X

!

Local end-point: FDF-MAC(1)
Remote end-point; FDF-MAC(2)

s

-

_______________________ FC-2V
FC-2V
FCoE FCoE

____________ Controller . ~
Ethernet 1

A 4

Lossless Ethernet MAC

1 h

1

H Local end-point: FDF-MAC(2)

A Remote end-point. FDF-MAC(1)

Lossless Ethernet MAC

On successfyil completion of a FIP ELP Exchange, the FCoE Controllers of the-two involved VA_Port capable ]
tiate a VA_Port/FCoE_LEP pair. Figure 47 shows the Virtual Link end-points, that are the MAC addrse
volved VA_Port capable FDF-MACs (i.e., FDF-MAC(1) and FDE2MAC(2)).

MACs instan)|
of the two in

7.9 VN_Port MAC addresses

For VN_Port
VN_Port MA|
the address
FC-MAP (se¢
ENodes (see

FPMAs are 4

one in whicl} the 24 most significant bits'equal the Fabric’s FC-MAP value and the least significant 24 bits equa|
signed to the VN_Port by the FCF. This guarantees that FPMAs are unique within the Fabric. Thq FC-

checked by the FIP discovery protocol (see 7.11.3) to ensure it is consistent across the Fabric. FP|
e used for other protocols.

N_Port_ID a
MAP value i
should not b

If the FC-M/
(see Table 5
O0EFCOOh to

7.10 FCoE

frame format

FDF-MAC(1)

FDF-MAC(2)

Lossless

Ethernet
network

Figure 47 - VA_Port to VA_Port Virtual Link example

to VF_Port Virtual Links, ENodes and FCFs shall*use Fabric Provided MAC addresses (i.e., FPMA
C addresses. For VN_Port to VN_Port Virtual®inks, VN2VN ENodes shall use as VN_Port MAC add
determined by concatenating the Locally. Unique N_Port_ID of a VN2VN_Port to the constant VNZVN-
Table 53). The FIP protocol is used to-negotiate the VN_Port MAC addresses that are used between|two
7.11.4.3) or between an ENode and an FCF (see 7.11.4.1).

\P value is not-administratively configured, then the FC-MAP value shall be set to DEFAULT_FC-
3). If the FE€-MAP value is administratively configured, then the FC-MAP value shall be in the r
DEFCFEFh,inclusive. The VN2VN-FC-MAP value shall not be used by FCFs as an FC-MAP value.

FDF-
SSesS

£) as
ress

ssigned by FCFs while assigning-an N_Port_ID to a VN_Port (see 7.11.4.1). A properly formed FPMA is

| the

MAs

MAP
inge

An FCoE frame is an Ethernet frame (see IEEE 802.3-2012) containing an FCoE PDU. FCoE frames shall be formatted
in accordance with IEEE 802.3-2012 and the MAC Client Data field within the Ethernet frame shall contain an FCoE
PDU (see Table 22). The use of an IEEE 802.1Q tag header is optional and additional IEEE 802.1 defined tags may
be present in an FCoE frame. See annex B for examples of FCoE frames.

The format of an FCoE PDU is specified in Table 22.
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Table 22 - FCoE PDU format

The
is ng

The

The
sped

The

a)
b

Bit 313(212]2 212(2(212]|2f1|{1|2|1]1f{1|21|2]1f1
Word (1[0]9(8(7 5(413|2]1{0(9]|8]7|6(5]4]3|2(1]0]|9 7(61514]13(2(1]0
0 Type = FCoE_TYPE Version Reserved
1 Reserved
2 Reserved
3 Reserved SOF
4 (MSB)
Encapsulated FC Frame (n words)
n+3 (ESB)
n+4 EOF Reserved

t part of the FCoE PDU.

ified in Table 23.

Version field shall be set to FCOE_FRAME_VER (see Table 53).

Table 23 - FCoE SOF field

Value Description Reference
28h SOFf FC-FS-4
2Dh SOFi2 FC-FS-4
35h SOFn2 FC-FS-4
2Eh SOFi3 FC-FS-4
36h SOFn3 FC-FS-4

c)

the-FCFrame_Header (see FC-FS-4);

the FC Data Field (see FC-FS-4): and

Encapsulated FC/Frame field shall contain:

FC Extended: Header(s) (see FC-FS-4), if any;

Type field in the Ethernet header shall be set to FCoOE_TYPE (see Table 53). The Type field in the Eth¢rnet header

SOF field specifies the SOF delimiter for the encapsulated FC franie. The value of the SOF field sHall be set as

d) the FC CRC (see FC-FS-4).

The EOF field specifies the EOF delimiter for the encapsulated FC frame. The value of the EOF field shall be set as
specified in Table 24.
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Table 24 - FCoE EOF field

Value Description Reference
41h EOFn FC-FS-4
42h EOFt FC-FS-4
49h EOFni FC-FS-4
50h EOFa FC-FS-4

7.11 FC-BB_E device initialization

7.11.1 FC¢E Initialization Protocol (FIP) overview

The FCoE Injfitialization Protocol (FIP) is used to perform the functions of FC-BB_E device diseovery, initializafion,
and mainterjance. To perform these functions, encapsulated FIP operations (see 7.11.7.2) are specified.

The FIP Eth¢rnet Type (see 7.11.7.1) is different than the FCoE Ethernet Type (seeZ+<10) to enable the distincti¢n of
discovery, irjitialization, and maintenance traffic from other FCoE traffic.

FIP frames qre used to perform the following protocols:
a) FIP VIJAN discovery (see 7.11.2);
b) FIP difcovery (see 7.11.3);
c) FCoE Virtual Link instantiation (see 7.11.4);
d) FCoE Virtual Link maintenance (see 7.11.5); and
e) Locally Unique N_Port_IDs (see 7.11.6).

FIP protocols shall be performed on a per:VLAN basis. It is recommended to use the FIP VLAN discovery profocol
on the default VLAN. All other FIP protecols shall be performed in the VLANSs selected for FC-BB_E operations.

If a Lossless|Ethernet MAC is operating in VLAN unaware mode, this standard uses the term default VLAN to fefer
to either unfagged frames or(tojthe use of VLAN identifier zero (see IEEE 802.1Q-2011). If a Lossless Ethernet MAC
is operatingfin VLAN aware'mode, this standard uses the term default VLAN to refer to the IEEE 802.1Q-2011 jport
VLAN.

In order to grovide ¥C-BB_E services on a VLAN, FCoE and FIP protocols, other than FIP VLAN discovery, shall poth
be performed on that VLAN.

Multiple Fabrics on one VLAN may produce unpredictable results (i.e., the provisions of this standard are not
sufficient to ensure that FCoE frames remain associated with the correct Fabric if multiple Fabrics are used on the
same VLAN).

On ENodes, the ENode MAC address shall be used as the source MAC address for all FIP frames, except the VN_Port
FIP Keep Alive frame (see 7.11.8.5) and N_Port_ID Beacons (see 7.11.8.15). On FCFs, the FCF-MAC address shall be
used as the source MAC address for all FIP frames. On FDFs, the FDF-MAC address shall be used as the source MAC
address for all FIP frames.

ENode MACs shall listen to the All-ENode-MACs group address and, if the Locally Unique N_Port_ID protocol is
supported, also to the All-VN2VN-ENode-MACs and All-PT2PT-ENode-MACs group addresses. FCF-MACs and FDF-
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MACs shall listen to the All-FCF-MACs group address. ENode MACs, FCF-MACs, and FDF-MACs shall listen to the All-
FCoE-MACs group address.

7.11.2 FIP VLAN discovery protocol

7.11.2.1 Overview

While becoming operational, an ENode MAC, FCF-MAC, VN2VN ENode MACs, or FDF-MACs may invoke the FIP VLAN
discovery protocol to discover the VLANSs in the Lossless Ethernet network over which FC-BB_E operations are
supported.

The[FIP VLAN discovery protocol is not needed if VLANs where FC-BB_E is used are already known.o¥ jf VLANs are
not yised.

7.11.2.2 ENode/FCF VLAN discovery

An HNode MAC may send a FIP VLAN Request frame to the All-FCF-MACs MAC address-over an availablg VLAN (e.g.,
the ¢lefault VLAN). VF_Port capable FCF-MACs that receive a FIP VLAN Request,frame shall respond wjith a unicast
FIP VLAN Notification frame over the same VLAN. The FIP VLAN Notificationframie should provide the|list of VLAN
IDs jover which the originating FCF supports FC-BB_E operations. The ENode MAC that received [a FIP VLAN
Notification frame may enable one or more of these VLANSs for subsequent operations. VF_Port capable FCF-MACs
may|limit the number of VLAN IDs listed in a FIP VLAN Notification frame on a per-requester basis.

Figure 48 informatively shows how an ENode MAC may determine the VLANSs to use for FCoE.

ENode MAC becomes
operational

Perform FIP VLAN No Is there Yes
Discovery to a static FCoE VLAN
All-FCF-MACs configuration?

Did FIP VLAN
Discovery provide
FCoE VLAN(s)?

Yes I

[

In each of the selected VLAN(s)

perform:

Select FCoE a) FIP Discovery protocol;
VLAN(s) b) Virtual Link Instantiation protogol;

c) Virtual Link Maintenance protdcol.

A 4

A

Use a default
FCoE VLAN

Figure 48 - VLAN discovery processing example in an ENode MAC (informative)

A VF_Port capable FCF-MAC shall discard a multicast FIP VLAN Request frame that has a source address equal to its
FCF-MAC address, and the FIP VLAN Request frame should be reported in a vendor specific manner as an indication
of a MAC address duplication.

VF_Port capable FCF-MACs shall listen to the All-FCF-MACs group address in the default VLAN and in other VLANs
that ENodes may use to invoke this protocol.
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If the configuration of VLANs on which a VF_Port capable FCF-MAC supports FC-BB_E operations changes, then the
VF_Port capable FCF-MAC should send an unsolicited unicast FIP VLAN Notification frame to each ENode MAC
address with which that VF_Port capable FCF-MAC has established Virtual Links. The unicast FIP VLAN Notification
frame shall carry the revised list of VLAN IDs over which the originating VF_Port capable FCF-MAC supports FC-

BB_E operations.

Upon reception of an unsolicited FIP VLAN Notification, the ENode MAC:

a) may enable FC-BB_E operations for one or more of the received VLAN IDs currently not enabled; and

Additional
ENode MAC
frame to the

NOTE 18 -
period val

7.11.2.3 FC

AVE_Portca
VLAN (e.g, t
a unicast FIH
IDs over wh
VLAN Notifi

A VE_Port c
FCF-MAC ad
MAC addres

VE_Port cap
that FCFs m

If the configyiration of VLANs on which-a'VE_Port capable FCF-MAC supports FC-BB_E operations changes, the
hble FCF-MAC should send an unsolicited unicast FIP VLAN Notification frame to each FCF-MAC address

VE_Port cap
with which

a ation 0 he AN 1D N2 enabled and na
d FIP VLAN Notification once all Virtual Links on those VLAN(s) have been de-instantiated.

LANs may support FC-BB_E operations if additional FCFs are connected to the network 'to-whic
s connected. In order to discover these additional VLANs, an ENode MAC may send a FIR'VL.AN Req
All-FCF-MACs MAC address on a periodic basis.

iven that the availability of additional VLANSs is due to physical network configuration‘changes, a recomme
e for the transmission of FIP VLAN Requests is 20 seconds.

F /FCF VLAN discovery

pable FCF-MAC may send a FIP VLAN Request frame to the MAC a@ddress All-FCF-MACs over an avail
he default VLAN). VE_Port capable FCF-MACs that receive a FIRVLAN Request frame shall respond
VLAN Notification frame over the same VLAN. The FIP VLANNotification frame carries the list of V|
ch the originating FCF supports FC-BB_E operations. The VE_Port capable FCF-MAC that received 3
Cation frame may enable one or more of these VLANs*for subsequent operations.

hipable FCF-MAC shall discard a multicast VLAN Request frame that has a source address equal ¢
dress. Such a VLAN Request frame should bereported in a vendor specific manner as an indication
5 duplication.

hble FCF-MACs shall listen to the All-ECF-MACs group address in the default VLAN and in other VL
hy use to invoke this protocol.

the

h an
uest

hded

able
with
LAN
FIP

D its
of a

ANs

the

hat VE_Port capable FCF-MAC has established Virtual Links. The unicast FIP VLAN Notification frame

shall specify] the revised list of(VLAN IDs over which the originating VE_Port capable FCF-MAC supports FC-BB_E
operations.
Upon receptiion of an unsolicited FIP VLAN Notification, the FCF:

a) may ehablé EC-BB_E operations for one or more of the received VLAN IDs currently not enabled; and

b) may disabte FE-BB_E operations for ome or more of the VEANTDs Turrentty emabted amd ot tisted i the

received FIP VLAN Notification once all Virtual Links on those VLAN(s) have been de-instantiated.

Additional VLANs may support FC-BB_E operations if additional FCFs are connected to the network to which a
VE_Port capable FCF-MAC is connected. In order to discover these additional VLANs, a VE_Port capable FCF-MAC
may send a FIP VLAN Request frame to the All-FCF-MACs MAC address on a periodic basis.

NOTE 19 - Given that the availability of additional VLANs is due to physical network configuration changes, a recommended
period value for the transmission of FIP VLAN Requests is 20 seconds.
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7.11.2.4 VN2VN ENode VLAN discovery
A VN2VN ENode may discover VLANSs that support fabric FC-BB_E operations as specified in 7.11.2.2.

The network administrator may also configure a subset of the VN2VN ENodes to provide VLAN information to the
other VN2VN ENodes. A VN2VN ENode MAC may send a FIP VLAN Request frame to the All-VN2VN-ENode-MACs
MAC address over an available VLAN (e.g., the port VLAN). A VN2VN ENode configured to provide VLAN information
to the other VN2VN ENodes shall respond with a unicast FIP VN2VN VLAN Notification frame over the same VLAN.
The FIP VN2VN VLAN Notification frame should provide the list of VLAN IDs over which the Locally Unique
N_Port_ID protocol may be used. A VN2VN ENode MAC that receives a FIP VN2VN VLAN Notification frame may
enahleone or more of the prnvidpd VLANSs for cnhcpr}npnf operations VN2VN ENodes r‘nnﬁgnrpd top rovide VLAN
infofmation to the other VN2VN ENodes may limit the number of VLAN IDs listed in a FIP VN2VN VLAN|Notification
franje on a per-requester basis.

Figure 49 informatively shows how a VN2VN ENode MAC may determine the VLANs to usefor FCoE.
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NOTE: an implementation decides VN2VN ENode MAC
which path(s) to take when multiple becomes operational
choices are provided in this diagram i
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configuration?
v v
Perform FIP VLAN Perform FIP VLAN
Biscoveryto Biscoveryto
All-VN2VN-ENode-MACs All-FCF-MACs

Did FIP VLAN
Discovery provide
FCoE VLAN(s)?

Did FIP VLAN
Discovery provide
FCoE VLAN(s)?

Yes

Yes

Use default
P FCoE VLAN(s)

A

Select FCoE |
VLAN(s) b

In each of the selected VLAN(s) for

fabric operations perform:

Fabric operations a) FIP Discovery protocol;

b) Virtual Link Instantiation protocol;
c) Virtual Link Maintenance protocol.

v

Fabric.operations

In each of the selected VLAN(s) for

VN2VN operations perform:

VN2VN operations a) Locally Unique N_Port_ID protocol;
- > b) Virtual Link Instantiation protocol;

VN2VN operations c) Virtual Link Maintenance protocol.

v

[

In each of the selected VLAN(s) for
mixed operations perform:

a) FIP Discavery protocal; <
.| b) Locally Unique N_Port_ID protocol;
Mixed operations "| ) Virtual Link Instantiation protocol;
d) Virtual Link Maintenance protocol. | |-

v

Mixed operations

Figure 49 - VLAN discovery processing in a VN2VN ENode MAC

A VN2VN ENode configured to provide VLAN information to the other VN2VN ENodes shall discard a multicast FIP
VLAN Request frame that has a source address equal to its MAC address, and the FIP VLAN Request frame should
be reported in a vendor specific manner as an indication of a MAC address duplication.

If the configuration of VLANs on a VN2VN ENode configured to provide VLAN information to the other VN2VN
ENodes changes, then the VN2VN ENode should send an unsolicited unicast FIP VLAN Notification frame to each
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ENode MAC address with which that VN2VN ENode has established VN_Port to VN_Port Virtual Links. The unicast
FIP VLAN Notification frame shall carry the revised list of VLAN IDs over which the Locally Unique N_Port_ID

prot

ocol may be used.

Upon reception of an unsolicited FIP VN2VN VLAN Notification, the VN2VN ENode MAC:

a) may enable FC-BB_E operations for one or more of the received VLAN IDs currently not enabled; and

b) may disable FC-BB_E operations for one or more of the VLAN IDs currently enabled and not listed in the

received FIP VLAN Notification once all Virtual Links on those VLAN(s) have been de-instantiate

d.

Add
top
MA(

franje to the All-VN2VN-ENode-MACs MAC address on a periodic basis.

N
pd

7.11

ENo
MAC(

7.11
FDF

capse
VE_]

7.11

7.11

On 4
serv

7.11

AnH
asF

The
mul

tional VLANs may be used for the Locally Unique N_Port_ID protocol if additional VN2VN ENdde
rovide VLAN information to the other VN2VN ENodes are connected to the network to which.a*VN
is connected. In order to discover these additional VLANs, a VN2VN ENode MAC may send'a FIP VI

TE 20 - Given that the availability of additional VLANSs is due to physical network configuration changes, a 1
riod value for the transmission of FIP VLAN Requests is 20 seconds.

.2.5 ENode/FDF VLAN discovery

de/FDF VLAN Discovery is performed as ENode/FCF VLAN Discovery (see 7.11.2.2), with VF_Port g
s operating as VF_Port capable FCF-MACs.

.2.6 FDF/Controlling FCF VLAN discovery
Controlling FCF VLAN Discovery is performed as ECF/FCF VLAN Discovery (see 7.11.2.3), W

ble FDF-MACs operating as VE_Port capable FCF-MACs and VA_Port/VE_Port capable FCF-MACs
Port capable FCF-MACs.

.3 FIP discovery protocol

.3.1 Overview

network deploying one or.more VLANSs, the FIP discovery protocol is performed in the VLANs wh
ices are offered if these VLANs are known (e.g., upon performing the FIP VLAN discovery protocol

.3.2 ENode/FCF discovery

Node MAC dees'not distinguish between FCF-MACs and FDF-MACs (i.e., it processes them in the s
CF-MACs)-

FCoE Controller of a VF_Port capable FCF-MAC or VF_Port capable FDF-MAC shall periodica

5 configured
(2VN ENode
LAN Request

ecommended

apable FDF-

rith VA_Port
pperating as

ere FC-BB_E
see 7.11.2)).

pme manner

lly transmit
DV_PERIOD.

icastDiscovery Advertisements (see 7.11.8.3) to the All-ENode-MACs group address every FKA_A

The

FRA_ADV_PERTOD perivd sthatt berandomized by adding a rarmdom detay umniformiy distributed be

ween 0 and

100 ms to avoid synchronized bursts of multicast traffic within the Ethernet network. The FCoE Controller of a
VF_Port capable FCF-MAC should begin transmitting unsolicited multicast Discovery Advertisements on completion
of Fabric configuration (see FC-SW-6) including FCF/FCF discovery (see 7.11.3.3). The FCoE Controller of a VF_Port
capable FDF-MAC shall begin transmitting unsolicited multicast Discovery Advertisements upon enabling its ports
for logins (see FC-SW-6).

The FCoE Controller of an ENode MAC shall create an entry for each discovered FCF-MAC or FDF_MAC in an internal
FCF list.

NOTE 21 - The internal data structures used to describe this protocol are a model to express the behavior, not an
implementation requirement.
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Each entry in the FCF list has the following bits:

a) ‘Max FCoE Size Verified’ - set to zero for entries created from unsolicited multicast Discovery Advertisements,
set to one if a solicited unicast Discovery Advertisement is received; and

b) ‘Available for Login’ - reflects the value of the Available for Login bit provided by the most recently received
Discovery Advertisement from that VF_Port capable FCF-MAC or VF_Port capable FDF-MAC.

The FCoE Controller of an ENode MAC shall select for login a subset of the FCF-MACs in the FCF list having the
‘Available for Login’ bit set to one (1 e, the FCF Logln Set] on the basis of alocal pohcy that should default to selectmg
the one(s) with highe z election
criteria. A FIP FLOGI may be performed w1th each FCF MAC in the FCF Logln Set havmg the ‘Max FCoE Size Vexified’
flag set to one. In order to get the Max FCoE Size Verified bit set to one, so that a FIP FLOGI may subsequently be
performed, the FCoE Controller of an ENode MAC shall transmit a unicast Discovery Solicitation (see 7,11.8.2) to
that FCF-MAC address and receive a solicited unicast Discovery Advertisement in response.

The periodif reception of unsolicited multicast Discovery Advertisements allows the FCoE Controller of ENode
MACs to coptinuously verify FCF-MAC and FDF-MAC connectivity. The Available for Login’ (A) bit in recejved
Discovery Aflvertisements provides the information that the transmitting FCF-MAC or FDF-MAC is available foy FIP
FLOGI/FDISC, and this information is updated in the FCF list and FCF Login Sét ,on reception of Discoyery
Advertisemgnts. The Available for Login bit is informational and shall have no effe€t on existing logins.

Once the FCpE Controller of an ENode MAC becomes operational it should discover VF_Port capable FCF-MA(s or
VF_Port capgble FDF-MACs with which it may perform FIP FLOGI by transimitting a multicast Discovery Solicitdtion
to the All-FQF-MACs group address. In response to a Discovery Solicitation from an ENode MAC, a VF_Port capable
FCF-MAC or|VF_Port capable FDF-MAC shall transmit a solicited unicast Discovery Advertisement to the soliciting
ENode MACif it is configured to allow a FIP FLOGI from that ENode. The solicited unicast Discovery Advertiserhent
shall be trapsmitted to the MAC address specified in the MAC address descriptor in the received Discoyery
Solicitation.|The solicited unicast Discovery Advertisement shall be transmitted within ADV_TOV (see Tablg 53)
upon recepfion of the Discovery Solicitation. DiscoverycAdvertisements transmitted in response to a multjcast
Discovery Solicitation should be delayed by a randomitime uniformly distributed between 0 and 100 ms to afoid
synchronized bursts of traffic within the Ethernet network. This delay should not be applied to solicited unjcast
Discovery Advertisements sent in response te\ unicast Discovery Solicitations. Solicited unicast Discopery
Advertisemgnts shall not be transmitted by an_FCF until Fabric configuration (see FC-SW-6), including FCF{FCF
discovery (see 7.11.3.3), is completed. Solicited unicast Discovery Advertisements shall not be transmitted bly an
FCF until the¢ FDF enables its ports for logins (see FC-SW-6).

The comparison of information insolicited Discovery Advertisements from the available VF_Port capable FCF-MACs
or VF_Port dapable FDF-MACs @allows the detection of multiple Fabrics on a VLAN, and waiting ADV_TOV asspres
that all solicjted Discovery Advertisements are received for comparison. For this reason it is recommended that an
ENode MAC|after transmitting the Discovery Solicitation waits for ADV_TOV before performing the first FLO(QI, in
order to collect the Dis¢overy Advertisements from the available VF_Port capable FCF-MACs or VF_Port capable
FDF-MACs. |n managed network configurations where multiple Fabrics per VLAN do not occur, this wait ig not
needed.

NOTE 22 - AnENode MAC-may-also-wait-torecetve-unsolicited-multicast PiscoveryAdvertisementsand-then—send-uticast
Discovery Solicitations to the FCF-MACs selected for login from the FCF Login set. The comparison of information in solicited
Discovery Advertisements from the available VF_Port capable FCF-MACs or VF_Port capable FDF-MACs allows the detection
of multiple Fabrics on a VLAN, and waiting FKA_ADV_PERIOD assures that all solicited Discovery Advertisements are received
for comparison. For this reason, if an ENode MAC waits to receive unsolicited multicast Discovery Advertisements, then it is
recommended that the ENode MAC waits for FKA_ADV_PERIOD before performing the first FIP FLOGI, in order to collect the
Discovery Advertisements from the available VF_Port capable FCF-MACs or VF_Port capable FDF-MACs. In managed network
configurations where multiple Fabrics per VLAN do not occur, this wait is not needed.

A Discovery Solicitation shall carry in the Max FCoE Size descriptor the maximum FCoE PDU size the ENode MAC
intends to use for FCoE traffic (see 7.11.7.3.7). The FIP PDU (see Table 25) in a solicited unicast Discovery
Advertisement shall be extended to have a length that matches the Max_FCoE_Size field value in the Max FCoE Size
descriptor in the Discovery Solicitation that the Discovery Advertisement is responding to (see 7.11.8.3).
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NOTE 23 - If an ENode transmits an FCoE frame with an FCoE PDU size that is greater than its maximum FCoE PDU size, the
network may not deliver the FCoE frame.

An ENode MAC may generate multiple Discovery Solicitations.

NOTE 24 - As an example, an ENode MAC that does not receive a solicited unicast Discovery Advertisement in response to a
Discovery Solicitation may transmit additional Discovery Solicitations, unicast or multicast.

Reception of a solicited unicast Discovery Advertisement from an FCF-MAC or FDF-MAC shall set the ‘Max FCoE Size

Veri

fied’ bit to one in the entry for that FCF-MAC or FDF-MAC in the FCF Login Set of an ENode MAC.
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possible for an FCF or FDF to receive a multicast Discovery Solicitation from the same ENode MAQ
MACs or FDF-MACs. In this case, a separate solicited unicast Discovery Advertisement shall be.tr3
of the FCF-MACs or FDF-MACs that received the Discovery Solicitation. The ENode MAC that traj
icast Discovery Solicitation is able to determine that it received multiple solicited - unicas
brtisements from the same FCF or FDF since the value of the Name_Ildentifer field'in the Nan
riptor is the same in each of the solicited unicast Discovery Advertisements (see 7.11.8.3). In this cas
should select the FCF-MAC for Fabric login with that FCF or FDF based on the,value of the Priorit
e Discovery Advertisements.

possible for an ENode MAC to receive multiple unsolicited multicast Discovery Advertisements fij
MACs of the same FCF or from multiple FDF-MACs of the same FDE, The ENode MAC is able to de
e unsolicited multicast Discovery Advertisements are from the\same FCF or FDF since the
e_ldentifer field in the Name_Identifier descriptor is the same“ineach of the unsolicited multica
brtisements (see 7.11.8.3). In this case the ENode MAC should select the FCF-MAC for Fabric login v
DF based on the value of the Priority descriptor in the Diseovery Advertisements.

Node MAC shall discard any received Discovery Solicitation. A VF_Port capable FCF-MAC or VF_
MAC shall discard any Discovery Solicitation originated by a VE_Port capable FCF-MAC (i.e., havin
o one (see 7.11.7.2)).

Node MAC shall discard an unsolicited multicast Discovery Advertisement that has a source addj
Node MAC address. Such a Discovery Advertisement should be reported in a vendor specific m
ration of a MAC address duplicatiom:

_Port capable FCF-MAC shall'discard a multicast Discovery Solicitation that has a source address
MAC address. Such a Discavery Solicitation should be reported in a vendor specific manner as an
\C address duplications

_Port capable FDF:MAC shall discard a multicast Discovery Solicitation that has a source address
MAC address.'Such a Discovery Solicitation should be reported in a vendor specific manner as an
\C addressduplication.
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7.11.3.3 FCF/FCF discovery

The FCoE Controller of a VE_Port capable FCF-MAC shall periodically transmit multicast Discovery Advertisements
(see 7.11.8.3) to the All-FCF-MACs group address every FKA_ADV_PERIOD. The FKA_ADV_PERIOD period shall be
randomized by adding a random delay uniformly distributed between 0 and 100 ms to avoid synchronized bursts
of multicast traffic within the Ethernet network.

On receiving Discovery Advertisements, the FCoE Controller of a VE_Port capable FCF-MAC shall create an entry per
FCF-MAC in an internal FCF list.

NOTE 25 - The internal data structures used to describe this protocol are a model to express the behavior, not an
implementation requirement.
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Each entry in the FCF list has the following bits:

a) ‘Max FCoE Size Verified’ - set to zero for entries created from unsolicited multicast Discovery Advertisements,
set to one if a solicited unicast Discovery Advertisement is received; and
b) ‘Available for ELP’ - reflects the value of the Available for Login bit provided by the most recently received

Discovery Advertisement from that VE_Port capable FCF-MAC.

A FIP ELP shall be performed with each FCF-MAC in the FCF list having the ‘Max FCoE Size Verified’ bit set to one.
In order to get the Max FCoE Size Verified bit set to one, so that a FIP ELP may subsequently be performed, the FCoE
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C reception of unsolicited multicast Discovery Advertisements allow the FCoE Controller jof VE |
-MACs to continuously verify the FCF-MACs connectivity. The Available for Login (A)\bit in rece
vertisements provides the information that the transmitting FCF-MAC is available for EIP ELP, and
is updated in the FCF list on reception of Advertisements. The Available for Login/bit is informati
e no effect on existing VE_Port to VE_Port Virtual Links.

oE Controller for a VE_Port capable FCF-MAC becomes operational it should discover other VE |
-MACs by transmitting a multicast Discovery Solicitation to the AW-FCF-MACs group addres
h Discovery Solicitation from an FCF-MAC, a VE_Port capable FCF-MAC shall transmit a solicited un
Hvertisement to the soliciting FCF-MAC if the FC-MAP value in the-Discovery Solicitation is compa
MAP configured on the FCF and if it is configured to allow a Virtual Link with that FCF.

unicast Discovery Advertisement shall be transmitted to'the MAC address specified in the MAC add

TOV (see Table 53) upon reception of the Discovery Solicitation. Discovery Advertisements transm
0 a multicast Discovery Solicitation should be delayed by a random time uniformly distributed bety

A VE_Port capable FCF-MAC may also wait'to receive unsolicited multicast Discovery Advertisements and
t Discovery Solicitations to the FCF-MAGs in the FCF list.

Solicitation shall specify in.the-Max FCoE Size descriptor (see 7.11.7.3.7) the maximum FCoE PDU|
capable FCF-MAC intends-to use for FCoE traffic. The FIP PDU (see Table 25) in a solicited un
Hvertisement shall be éxtended to have a length that matches the Max_FCoE_Size field value in the
scriptor in the Dis¢overy Solicitation that the Discovery Advertisement is responding to (see 7.11.

If a VE_Port capable FCF-MAC transmits an FCoE frame with an FCoE PDU size that is greater than its maxi
ize, the network may not deliver the FCoE frame.
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Asan example, a VE Port capable FCF-MAC that does not receive a solicited unicast Discovery Advertiseme

nt in

response to a Discovery Solicitation may transmit additional Discovery Solicitations.

Reception of a solicited unicast Discovery Advertisement from an FCF-MAC shall set the ‘Max FCoE Size Verified’ bit
to one in the entry for that FCF-MAC in the FCF list of the receiving VE_Port capable FCF-MAC.

It is possible for an FCF to receive multicast Discovery Solicitations from the same VE_Port capable FCF-MAC on
multiple FCF-MACs. In this case, a separate solicited unicast Discovery Advertisement shall be transmitted by each
of the FCF-MACs that received the Discovery Solicitation. The VE_Port capable FCF-MAC that transmitted the
multicast Discovery Solicitation is able to determine that it received multiple solicited unicast Discovery
Advertisements from the same FCF since the value of the Name_ldentifer field in the Name_Ildentifier descriptor is
the same in each of the solicited unicast Discovery Advertisements (see 7.11.8.3).
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It is possible for a VE_Port capable FCF-MAC to receive multiple unsolicited multicast Discovery Advertisements
from multiple FCF-MACs of the same FCF. The VE_Port capable FCF-MAC is able to determine that those unsolicited
multicast Discovery Advertisements are from the same FCF since the value of the Name_ldentifer field in the
Name_ldentifier descriptor is the same in each of the unsolicited multicast Discovery Advertisements (see 7.11.8.3).

After receiving a Discovery Solicitation originated by an FCF (i.e., the FCF bitis set to one), an FCF-MAC shall perform
the following verification checks:

a) the Name_Identifier field value in the Discovery Solicitation is different than the Switch_Name of the recipient
FCF (see 7.11.8.2.2); and

b] the Fabric Provided bit is set to one (see 7.11.7.2) and the FC-MAP value in the FC-MAP descxiptor in the
Discovery Solicitation is the same as the FC-MAP value of the recipient FCF.

If anly verification check is false, then the Discovery Solicitation shall be discarded.
Aftef receiving a Discovery Advertisement, an FCF-MAC shall perform the following yefification checks:

a) the Name_ldentifier field value in the Discovery Advertisement is different than the Switch_IName of the
recipient FCF (see 7.11.8.3); and

b] the Fabric Provided bit is set to one (see 7.11.7.2) and the FC-MAP value in the Fabric descriptor in the
Discovery Advertisement is the same as the FC-MAP value of theyecipient FCF.

If any verification check is false, then the Discovery Advertisement shall be discarded.

NQTE 29 - It is possible for an FCF to receive a multicast Discéyery Solicitation or a multicast Discovery Advertisement that it
orjginated because FIP frames sent to the All-FCF-MACs group address may be forwarded to other ports on thg¢ same FCF by
intfermediate Ethernet bridges.

A VE_Port capable FCF-MAC shall discard any Discovery Solicitation originated by an ENode (i.e., having the FCF bit
set tpo zero (see 7.11.7.2)).

A VE_Port capable FCF-MAC shall discard a multicast Discovery Solicitation that has a source addresg equal to its
FCFIMAC address. Such a DiscoverySolicitation should be reported in a vendor specific manner as an |ndication of
a MAC address duplication.

Recg¢ption of Discovery Advertisements for more than one Fabric on the same VLAN should be reportedl by VE_Port
capdble FCF-MAC in a vendor specific manner.

7.11.3.4 FDF/Controlling FCF discovery

Controlling E€Fs and FDFs behave as FCFs from a point of view of FIP discovery, therefore they discovqr each other
through the'FIP discovery protocol, as specified for FCF to FCF discovery (see 7.11.3.3). The Controlling FCF (C) bit
and [the/EDF (D) bit are specified in the encapsulated FIP operation (see 7.11.7.2) to indicate if the oriiginator of a

FIP s Val 4 11 i nFal ol R
1I'dIIIT 15 d GUIILL Ullllls rururdiarruvr.

If an FDF is not part of the Distributed FCF internal topology (see FC-SW-6), then:

a) all VA_Port capable FDF-MACs on that FDF shall transmit Discovery Advertisements with the Fabric_ZName
field of the Fabric descriptor set to zero; and

b) all VF_Port capable FDF-MACs on that FDF shall not transmit Discovery Advertisements.
If an FDF is part of the Distributed FCF internal topology (see FC-SW-6), then all VA_Port capable and VF_Port

capable FDF-MACs on that FDF shall transmit Discovery Advertisements having the Distributed FCF’s Fabric_Name
in the Fabric_Name field of the Fabric descriptor.
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7.11.4 FCoE Virtual Link instantiation protocol

7.11.4.1 VN_Port to VF_Port Virtual Links

The FCoE Controller of an ENode MAC instantiates VN_Port to VF_Port Virtual Links on successful completion of a
FIP Fabric login request. Fabric login (i.e., FLOGI, NPIV FDISC) shall be performed using FIP frames (see Table 25)
and the associated FIP descriptor type (see Table 30). Fabric login (i.e., FLOGI, NPIV FDISC) shall not be performed
using FCoE frames.

In addition to providing Fabric login, the FIP Fabric login provides a method to assign a MAC address for the VN_Port
(see 7.11.8.42

If the FCoE Controller of an ENode MAC transmits a FIP FLOGI Request or FIP NPIV FDISC Request, then it $hall
indicate thaf it intends to use FPMAs as VN_Port MAC addresses (i.e., set the Fabric Provided bit to-one and the
Server Provided bit to zero). The MAC address contained in the MAC address descriptor of the FIP ELOGI LS_A(C or
FIP NPIV FDJISC LS_ACC that is returned by the FCF or FDF shall be used as the VN_Port MAC address (see 7.9).

The MAC adfress descriptor contained in the FIP FLOGI LS_ACC or FIP NPIV FDISC LS_AGCC that is returned by the
FCF or FDF ghall contain a properly formatted FPMA MAC address (see 7.9).

An ENode sh:all verify that a returned FPMA address is properly formed. If the FRMA verification fails, the ENode
should log this event in a vendor specific manner and should perform an impli€it)Fabric Logout.

Explicit VN_|Port to VF_Port Virtual Link de-instantiation is performed by an ENode MAC by performing Fdbric
logout. Fabrjc logout (i.e., Fabric LOGO) shall be performed by an ENode using FIP frames (see Table 25) and the
associated HIP descriptor type (see Table 30). Fabric logout shall ndt be performed using FCoE frames.

In addition fo providing Fabric logout, the FIP Fabric logout prevides a method to de-assign a MAC address foy the
VN_Port (se¢ 7.11.8.4.3).

7.11.4.2 VH Port to VE_Port Virtual Links

The FCoE Cpntroller of a VE_Port capable FCE-MAC instantiates VE_Port to VE_Port Virtual Links on succegsful
completion pf a FIP ELP request. ELP shall be‘performed using FIP frames (see Table 25) and the associated FIP
descriptor type (see Table 30). ELP shall-not'be performed using FCoE frames.

A VA_Port/VE_Port capable FCF-MAC instantiates VE_Port to VE_Port Virtual Links with other FCF-MACs through a
FIP ELP Exchange. VE_Port to VE:Port Virtual Links are instantiated if the FDF/FCDF bit is set to zero in both FIP
ELP Requestand FIP ELP SW/AEC.

A VA_Port/VE_Port capable FCF-MAC shall instantiate VE_Port to VE_Port Virtual Links with other VA_Port/VE_[Port
capable FCFfMACs aiud\VE_Port capable FCF-MACs discovered by FIP discovery on the Lossless Ethernet network
only after it Controlling FCF has established its role (see FC-SW-6).

In addition tjo providing ELP, the FIP ELP provides a method (i.e., the MAC address descriptor) to communicat¢ the
MAC address for the VE_Port (see 7.11.8.4.4).

7.11.4.3 VN_Port to VN_Port Virtual Links

The FCoE Controller of a VN2VN ENode MAC, operating in either multi-node mode or point-to-point mode,
instantiates VN_Port to VN_Port Virtual Links on successful completion of a FIP FLOGI from either of the VN2VN
ENode MACs. Both FIP FLOGI Request and LS_ACC shall have the Locally Unique N_Port_ID (see 7.11.6) of the
originating VN2VN_Port as S_ID, the Locally Unique N_Port_ID of the destination VN2VN_Port as D_ID for the point-
to-point FLOGI protocol, and the originating VN_Port MAC address in the MAC address descriptor. The MAC
addresses of the FIP FLOGI Request and LS_ACC shall be the ENode MAC addresses of the involved VN2VN_Ports.
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As specified in FC-LS-3, the VN2VN_Port with the greater N_Port_Name proceeds to N_Port Login, with the PLOGI
ELSs encapsulated in FCoE. The FCoE PLOGI Request and LS_ACC shall have the Locally Unique N_Port_ID of the
originating VN2VN_Port as S_ID and the Locally Unique N_Port_ID of the destination VN2VN_Port as D_ID. Upon
completion of FCoE PLOGI the two involved VN_Ports operate as in the Fibre Channel point-to-point topology (see
FC-LS-3).

A FIP FLOGI Request in a point-to-point topology coming from a VN2VN_Port not listed in the VN2VN Neighbor Set
(see 7.11.6.2.2 and 7.11.6.3.1) shall be rejected with reason code ‘FIP Error’ (i.e., 20h) and reason code explanation

‘VN2VN_Port Not in Neighbor Set’ (i.e., 62h, see FC-LS-3).
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Fabric LOGO, that de-instantiates the FCoE_LEPs and performs a N_Port logout. The S_ID and
psulated LOGO ELS shall be set to the Locally Unique N_Port_IDs of the involved VN2VN_Ports:=The |
in the MAC address descriptor shall be set to the originating VN_Port MAC address. The MAC add
Fabric LOGO Request and LS_ACC shall be the ENode MAC addresses of the involved VN2VN_Ports,

4.4 VA_Port to VA_Port Virtual Links
rolling FCFs and FDFs establish FCoE Virtual Links between themselves onsuccessful completio
Cate if the originator of the FIP ELP Request or SW_ACC is a Controlling®ECF or an FDF.

IP ELP request is received with the Controlling FCF/Switch bit sefto one and the FDF/FCDF bit set
FIP ELP request shall be rejected.

IP ELP SW_ACC is received with the Controlling FCF/Switch bit set to one and the FDF/FCDF bit sef
P Clear Virtual Link shall be transmitted to de-instantiate the Virtual Link, and its reception should
vendor specific manner.

_Port/VE_Port capable FCF-MAC instantiatesSVA_Port to VA_Port Virtual Links with VA_Port capabl
ugh a FIP ELP Exchange. These VA_Port to\VA_Port Virtual Links are instantiated if the FDF/FCD}
in the FIP ELP SW_ACC. A VA_Port/VE,Port capable FCF-MAC shall reject a received FIP ELP Reqy
FCDF bit set to one with Reason Code*Protocol Error’ and Reason Code Explanation ‘Invalid Reqy

\_Port/VE_Port capable FCF-MAC shall only instantiate VA_Port to VA_Port Virtual Links with VA_

pbvered by FIP discovery onthe Lossless Ethernet network. In this case, the FIP ELP Exchange shal
he VA_Port/VE_Port «capable FCF-MAC and the VA_Port capable FDF-MAC shall process it irresp
e of the Switch_Name field in the ELP payload (i.e., acceptance or rejection shall be based on th
meters, not on the/involved Switch_Names). A VA_Port/VE_Port capable FCF-MAC shall not estab
A_Port Virtual-Links with VA_Port capable FDF-MACs belonging to FDFs that are not part of the
s FDF_Set~A. VA_Port capable FDF-MAC shall not initiate a FIP ELP Exchange with a FCF-MAC be
rolling FCF.
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N(I)TE 30 - FIP Discovery Advertisements provide the FDF Switch_Name that is checked against the FDF_Set.

A VA _Port capable FDF-MAC instantiates VA_Port to VA_Port Virtual Links with other FDF-MACs through a FIP ELP
Exchange. These VA_Port to VA_Port Virtual Links shall only be instantiated if the FDF/FCDF bit is set to one in both
FIP ELP Request and FIP ELP SW_ACC.

A VA_Port capable FDF-MAC shall initiate a FIP ELP Exchange with a discovered VA_Port capable FDF-MAC only if
its FDF is part of the Distributed FCF internal topology (see FC-SW-6) and the discovered FDF-MAC belongs to an
FDF in the Distributed FCF’s FDF_Set.

A VA _Port capable FDF-MAC that has not initiated a FIP ELP Exchange shall reply to a received FIP ELP Request,
irrespective of the value of the Switch_Name field in the ELP payload. A VA_Port capable FDF-MAC that has initiated
a FIP ELP Exchange (i.e., sent a FIP ELP Request) shall reply to a received FIP ELP Request according to the normal
ELP rules (i.e., acceptance or rejection includes considering the involved Switch_Names) (see FC-SW-6).
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NOTE 31 - These rules enable an ordered establishment of VA_Port to VA_Port Virtual Links from the Controlling FCF(s) to
the peripheral FDFs in a Distributed FCF with cascaded FDFs.

7.11.5 FCoE Virtual Link maintenance protocol

7.11.5.1 Virtual Link maintenance protocol overview

VN_Port to VF_Port Virtual Links (see Figure 31), VE_Port to VE_Port Virtual Links (see Figure 32), VN_Port to
VN_Port Virtual Links (see Figure 33), and VA_Port to VA_Port Virtual Links (see Figure 36) overlay over a Lossless
Ethernet network.
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local physical layer faults, an ENode MAC shall de-instantiate all its VN_Ports toVF_Port Virtual I
ng that its physical layer is not operational. This condition shall be handled as’an implicit Fabric lo
B) for the involved VN_Ports. A VF_Port capable FCF-MAC or VF_Port.capable FDF-MAC shall

non-local faults, the FCoE Controllers of an ENode MAC and of a-VE_Port capable FCF-MAC or VF_|
-MAC shall continuously verify the state of the VN_Port to“VF_Port Virtual Link by transmi
FIP frames and by verifying received FIP frames. This behavior may be disabled by VF_Port cap|
r VF_Port capable FDF-MACs under administrative cehtrol by setting the Disable Virtual

e bit to one in the FKA_ADV_Period descriptor in Disecovery Advertisements (see 7.11.7.3.13).
hal Link Maintenance bit in the FKA_ADV_Period descriptor shall be set to one only in a direct-at
., if an ENode is directly connected to an FCF or EDF without any intermediate Ethernet bridges).
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e ENode MAC address as source MAC address and without a Vx_Port Identification descriptor
in the FIP Descriptor list (see Table 51)\to each VF_Port capable FCF-MAC or VF_Port capable FDF-
[ has VN_Ports logged in. This ENodeFIP Keep Alive frame shall be transmitted every FKA_ADV_PER

hpable FDF-MACs with which the ENode MAC has VN_Ports logged in.
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, with the VN_Port-MAC address as source MAC address and containing a Vx_Port Identificg
br that VN_Port in the FIP Descriptor list, see Table 51) to the VF_Port capable FCF-MAC or VF |
-MAC with whichthat VN_Port is logged in. This VN_Port FIP Keep Alive frame shall be transm
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ntrollér-of an ENode MAC shall monitor the status of a VF_Port with which it has VN_Ports logged in by

C or

VF_Port cap

able” FDF-MAC. Unsolicited multicast Discovery Advertisements are expected to be received e

very

FKA_ADV_PERIOD.

If unsolicited multicast Discovery Advertisements are not received within 2.

5 *

FKA_ADV_PERIOD, then all the VN_Port to VF_Port Virtual Links with that VF_Port shall be implicitly de-instantiated
and the FCF-MAC or FDF-MAC associated with that VF_Port shall be removed from the FCF Login Set (see 7.11.3.2).
This condition should be counted as a Virtual Link failure and shall be handled as an implicit Fabric logout (see FC-
LS-3) for the involved VN_Ports. A subsequent FIP Fabric Login may be performed with an FCF-MAC or FDF-MAC in
the current FCF Login Set as specified in 7.11.3.2.

The FCoE Controller of a VF_Port capable FCF-MAC or VF_Port capable FDF-MAC shall transmit an unsolicited
multicast Discovery Advertisement to the All-ENode-MACs group address every FKA_ADV_PERIOD.

The FCoE Controller of a VF_Port capable FCF-MAC or VF_Port capable FDF-MAC shall monitor the status of an
ENode MAC with which it has active VN_Port to VF_Port Virtual Links by verifying the reception of FIP Keep Alive
frames from that ENode MAC and its VN_Ports. VN_Port FIP Keep Alive frames (i.e. those containing a Vx_Port
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Identification descriptor) are expected to be received every FKA_VN_PERIOD and ENode FIP Keep Alive frames (i.e.,
those not containing a Vx_Port Identification descriptor) are expected to be received every FKA_ADV_PERIOD.

If VN_Port FIP Keep Alive frames are not received within 2.5 * FKA_VN_PERIOD, then the associated VN_Port to
VF_Port Virtual Link shall be explicitly de-instantiated (i.e., a FIP Clear Virtual Links frame listing the unreachable
VN_Port shall be generated). This condition shall be handled as an implicit Fabric logout (see FC-LS-3) for the
involved VN_Port. If ENode FIP Keep Alive frames are not received within 2.5 * FKA_ADV_PERIOD, then all
associated VN_Port to VF_Port Virtual Links shall be explicitly de-instantiated (i.e., a FIP Clear Virtual Links frame
listing either all the unreachable VN_Ports or no VN_Ports shall be generated). This condition shall be handled as an

implicit Fabric logout (see FC-LS-3) for the involved VN_Ports.

N(I)TE 32 - The use of a faster FKA_ADV_PERIOD rate for ENode FIP Keep Alive frames allows fast response tim

of]
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connectivity in the Ethernet realm with limited overhead. The use of VN_Port FIP Keep Alive frames transmitt]
A_VN_PERIOD rate allows the clearing of state associated with each individual VN_Port once that‘'VN-Por
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NQTE 33 - As an example, in certain topologies an FCF or FDF may generate a FIP Clear Virtual Links frame to

the VN_Port to VF_Port Virtual Links affected by a local physical layer fault on other ports upon detection of that fault.

He-instantiate

The FKA_ADV_PERIOD value (see Table 53) may be changed on a FCF or FDF under administrative control. If this
happens, each VF_Port capable FCF-MAC or VF_Port capable FDF-MAC of the FCF or FDF shall advertise the updated
FKA_ADV_PERIOD in subsequent unsolicited multicast Discovery Advertisements.

If the FKA_ADV_PERIOD value is decreased, then a VF_Port capable FCF-MAC or VF_Port capable FDF-MAC shall
transmit unsolicited multicast Discovery Advertisements at the interval specified by the updated value, but shall
not use the updated value for detection of missing ENode FIP Keep Alives until five times the old value has elapsed
since the transmission of the first updated unsolicited multicast Discovery Advertisement.

If the FKA_ADV_PERIOD value is increased, then a VF_Port capable FCF-MAC or VF_Port capable FDF-MAC shall
transmit unsolicited multicast Discovery Advertisements at the interval specified by the old value until five times
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the updated value has elapsed since the transmission of the first updated unsolicited multicast Discovery
Advertisement, but shall use the updated value for detection of missing ENode FIP Keep Alives.

On detecting the updated value, an ENode having VN_Port to VF_Port Virtual Links instantiated with that FCF or

FDF shall transmit ENode FIP Keep Alive frames at the interval specified by the updated FKA_ADV_PERIOD value
and shall use the updated value for detection of missing unsolicited multicast Discovery Advertisements.

7.11.5.3 VE_Port to VE_Port Virtual Link maintenance protocol

To deal with local physical layer faults, a VE_Port capable FCF-MAC shall de-instantiate all its VE_Port to VE_Port
Virtual Link:

1 oo ade delo o deide. 1 . 11 . 4 e 1
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The FCoE Cdntroller for a VE_Port capable FCF-MAC shall monitor the status of a VE, Port to VE_Port Virtual Link by
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m the FCF List (see 7.11.3.3).

Port to VE_Port Virtual Link de-instantiation is performed by transmitting a FIP Clear Virtual L

h VE_Port capable FCF-MAC. A FIP Clear Virtual Links frame transmitted to a VE_Port capable FCF-
destination FCF-MAC address in the Vx_Port-Jdentification descriptor. A VE_Port capable FCF-

antiate the VE_Port listed in a FIP Clear VirtualLinks frame upon reception of the FIP frame.

V_PERIOD value (see Table 53) may be €hanged on a FCF under administrative control. If this happ
t capable FCF-MAC of the FCF shall advertise the updated FKA_ADV_PERIOD in subsequent unsoli

scovery Advertisements and shall‘transmit them at the interval specified by the updated value.

the updated value in received unsolicited multicast Discovery Advertisements, a VE_Port capable
e the updated value for detection of missing unsolicited multicast Discovery Advertisements.

_Port to VN_Port Virtual Link and VN2VN Neighbor Set maintenance protocol

local physicallayer faults, a VN2VN ENode MAC shall de-instantiate all its VN_Port to VN_Port Vit
bar its VNZVN Neighbor Set upon detecting that its physical layer is not operational.

To deal wit
continuousl
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non-local faults, the FCoE Controller of a VN2VN ENode MAC operating in multi-node mode

very
ated
1 be

inks
MAC
MAC

ens,
ited

FCF-

tual

hall

verify the state of the VN_Port to VN_Port Virtual Links by verifying received N_Port_ID Beacons

per

each VN2VN_Port in the VN2VN Login Set (see 7.11.6.2.2). The FCoE Controller of a VN2VN ENode MAC operating
in point-to-point mode shall continuously verify the state of the VN_Port to VN_Port Virtual Link by verifying
received N_Port_ID P2P Beacons from the VN2VN_Port in the VN2VN Login Set.

For each VN2VN_Port in the VN2VN Neighbor Set, N_Port_ID Beacons and N_Port_ID P2P Beacons are expected to
be received every BEACON_PERIOD. If N_Port_ID Beacons or N_Port_ID P2P Beacons from a VN2VN_Port are not
received within 2.5 * BEACON_PERIOD, beginning once the VN2VN_Port is added to the VN2VN Neighbor Set, then
that VN2VN_Port shall be removed from the VN2VN Neighbor Set and from the VN2VN Login Set and VN_Port to
VN_Port Virtual Links with that remote VN2VN_Port, if any, shall be implicitly de-instantiated.

Receiving a N_Port_ID Probe Request or a N_Port_ID Claim Notification from a VN2VN ENode with which a VN_Port
to VN_Port Virtual Link is instantiated may be used by a VN2VN ENode as an indication that the remote VN2VN_Port
implicitly logged out.
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7.11.5.5 VA_Port to VA_Port Virtual Link maintenance protocol

VA_Port to VA_Port Virtual Link maintenance is performed as for VE_Port to VE_Port Virtual Links, with VA_Port
capable FDF-MACs operating as VE_Port capable FCF-MACs and VA_Port/VE_Port capable FCF-MACs operating as
VE_Port capable FCF-MACs (see 7.11.5.3).

In particular, the FCoE Controller for a VA_Port capable FDF-MAC or of a VA_Port/VE_Port capable FCF-MAC shall
monitor the status of a VA_Port to VA_Port Virtual Link by verifying the reception of unsolicited multicast Discovery

Advertisements. Unsolicited multicast Discovery Advertisements are expected to be received every
FKA_ADV_PERIOD. If unsolicited multicast Discovery Advertisements are not received within 2.5 *
F i i i i = -MAC shall be

explfcitly de-instantiated along with the associated VA_Port.

7.11.6 Locally Unique N_Port_IDs

7.11.6.1 Overview
The
Loss
poin
mod

hks across a
.11.6.2) and
int-to-point

Locally Unique N_Port_IDs protocol enables the establishment of VN_Port to.VN_Port Virtual Li
less Ethernet network. The Locally Unique N_Port_ID protocol supports both multi-node (see 7
t-to-point operations (see 7.11.6.3). A VN2VN ENode shall operate in either multi-node mode or p
e based on its configuration.

Twq multicast MAC addresses are used by the protocol:

a)

b}

All-VN2VN-ENode-MACs, used while a VN2VN ENode MAC operates in multi-node mode; and
All-PT2PT-ENode-MACs, used while a VN2VN ENede MAC operates in point-to-point mode.

Aftel becoming operational, a VN2VN ENode MAG@>shall select a tentative Locally Unique N_Port ID
000p01h to OOFFFEh. A tentative Locally Unigque N_Port_ID should be a recorded Locally Unique
available (see 7.11.6.4), otherwise a tentativeJiocally Unique N_Port_ID should be generated using a pse

nunjber generator with a uniform distributtion in the range 000001h to OOFFFEh. The N_Port N

n the range
N_Port_ID if
ndo-random
lame of the

VN2IVN_Port for which a Locally Unique-N_Port_ID is being selected should be used as one of the paramgters to seed
the pseudo-random number generator-at its first invocation. In this way, different ENode MACs generpte different
nunibers and a VN2VN_Port is usdally associated with the same N_Port_ID each time it is enabled. The method to
gengrate tentative Locally Unique'N_Port_IDs shall be chosen so that different VN2VN ENode MACs are|not likely to
gengrate the same sequence of numbers (see annex Annex F: ).
For the Locally Unique N-Port_IDs protocol, VN2VN ENodes shall use:

a) adefaultyalue of 10 seconds for R_A_TOV and a default value of 2 seconds for E_D_TOV if operatjng in multi-

node mode; or
b] the.default values specified in FC-LS-3 if operating in point-to-point mode.

7.11.6.2 Multi-node operation

7.11.6.2.1 Probing a Locally Unique N_Port_ID

After selecting a tentative Locally Unique N_Port_ID, a VN2VN ENode MAC operating in multi-node mode shall probe
the Lossless Ethernet network to which it is connected to determine if the Locally Unique N_Port_ID is already in
use. The VN2VN ENode MAC shall wait for a random time interval selected uniformly in the range zero to
PROBE_WAIT, and shall then transmit two multicast N_Port_ID Probe Requests (see 7.11.8.11) to All-VN2VN-
ENode-MACs, spaced PROBE_WAIT apart. If the selected tentative Locally Unique N_Port_ID is a recorded one (see
7.11.6.4), then the REC/P2P bit of the N_Port_ID Probe Requests shall be set to one, otherwise it shall be set to zero.
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If during the period from the transmission of the first N_Port_ID Probe Request until ANNOUNCE_WAIT after the
last N_Port_ID Probe Request is sent the VN2VN ENode MAC receives any N_Port_ID Probe Reply (see 7.11.8.12),
N_Port_ID Claim Notification (see 7.11.8.13) claiming the selected tentative Locally Unique N_Port_ID, or N_Port_ID
Beacon (see 7.11.8.15) announcing the selected tentative Locally Unique N_Port_ID, then the VN2VN ENode MAC
shall select a new random tentative Locally Unique N_Port_ID and repeat the process (i.e., wait for a random time
interval and then transmit two N_Port_ID Probe Requests).

If during the same period the VN2VN ENode MAC receives any N_Port_ID Probe Request probing the selected
tentative Locally Unique N_Port_ID, then the VN2VN ENode MAC shall check the N_Port_Name carried in the Vx_Port
Identification descriptor of the received N_Port_ID Probe Request and the value of the REC/P2P bit (see 7.11.7.2).

If the REC/P?P hit is set to zero and the selected tentative Locally ]]hi(}llp N _Port ID is a recorded one _then

the
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At any time
7.11.8.15), 4

de MAC shall keep its selection and reply to the received N_Port_ID Probe Request with a N_Poi
If the REC/P2P bit is set to one and the selected tentative Locally Unique N_Port_ID is not ateco
e VN2VN ENode MAC shall select a new random tentative Locally Unique N_Port_ID and repeaf
wait for a random time interval and then transmit two N_Port_ID Probe Requests) withouit replyi
N_Port_ID Probe Request. If the REC/P2P bit is set to one and the selected tentative Locally U
arecorded one, or the REC/P2P bit is set to zero and the selected tentative Locally®Unique N_Port_
led one, then the processing is based on the value of the received N_Port:Name. If the rece
e is greater than the N_Port_Name of its VN2VN_Port, then the VN2VN ENode*MAC shall select a
ative Locally Unique N_Port_ID and repeat the process (i.e., wait for a random time interval and
b N_Port_ID Probe Requests) without replying to the received N_PortdD Probe Request, otherwil
5 selection and reply to the received N_Port_ID Probe Request withra\N_Port_ID Probe Reply.

Fobe Requests probing a different Locally Unique N_Port_ID,N_Port_ID Claim Notification claimi
ally Unique N_Port_ID, and N_Port_ID Beacon announcing a different Locally Unique N_Port_ID rece
hme period shall be ignored.

Node MAC should maintain a counter of the number of Locally Unique N_Port_ID conflicts it
while trying to acquire a Locally Unique N_Port.ID. If the number of conflicts exceeds ten, thern
de MAC should report the situation in a vender’specific manner as an indication of potential nety
bhall limit the rate at which it probes for\new Locally Unique N_Port_IDs to no more than one
br RATE_LIMIT_INTERVAL. This is to prevent multicast storms in pathological failure cases, such

jte loop while attempting to select a-usable Locally Unique N_Port_ID.
An ENode MAC connecting to a-hetwork with 1 300 ENodes has a 98% chance of selecting an unused Locally Uy
bn the first try and a 99.96%-/chance of selecting an unused Locally Unique N_Port_ID within two tries

that it will have to try more than ten times is about 10-17.

upon receiving(@ N”Port_ID P2P Claim Notification (see 7.11.8.13) or a N_Port_ID P2P Beacon
VN2VN ENode\MAC operating in multi-node mode shall transmit a N_Port_ID Probe Request pro

its N_Port_II) to All-VN2ZVN-ENode-MACs to indicate to the sending VN2VN ENode MAC operating in point-to-{]

mode that it
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If by ANNOUNCE_WAIT after the transmission of the last N_Port_ID Probe Request no conflicting N_Port_ID Probe
Reply, N_Port_ID Probe Request, N_Port_ID Claim Notification, or N_Port_ID Beacon has been received, then the
VN2VN ENode MAC shall claim the selected tentative Locally Unique N_Port_ID by transmitting a multicast
N_Port_ID Claim Notification to All-VN2VN-ENode-MACs. An N_Port_ID Claim Notification notifies the other VN2VN
ENode MACs on the Lossless Ethernet network of the selected Locally Unique N_Port_ID.

A VN2VN ENode MAC maintains the list of the reachable VN2VN_Ports in a VN2VN Neighbor Set. The VN2VN
Neighbor Set is updated upon receiving N_Port_ID Claim Notifications and N_Port_ID Claim Responses (see
7.11.8.14) and checked upon receiving N_Port_ID Beacons.

Upon receiving a N_Port_ID Claim Notification claiming a different Locally Unique N_Port_ID, a VN2VN ENode MAC
shall add the notifying VN2VN_Port to its VN2VN Neighbor Set and shall reply with a unicast N_Port ID Claim
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Response. The N_Port_ID Claim Response shall be delayed by a random time uniformly distributed between 0 and
100 ms. The N_Port_ID Claim Notification provides the maximum FCoE size the VN2VN ENode MAC intends to use
for VN_Port to VN_Port Virtual Links, and the N_Port_ID Claim Response FIP PDU shall have a length equal to the
minimum of the FCoE sizes supported by the two involved VN2VN ENode MACs. The two involved VN2VN ENode
MACs shall not transmit FCoE PDUs larger than the minimum of the FCoE sizes they support.

Upon receiving a nonconflicting N_Port_ID Claim Response a VN2VN ENode MAC shall add the responding
VN2VN_Port to its VN2VN Neighbor Set. Once a VN2VN_Port is part of the VN2VN Neighbor Set the VN2VN ENode
MAC may instantiate a VN_Port to VN_Port Virtual Link with the VN2VN neighbor (see 7.11.4.3).

ich to establish
VN_Portto VN_Port V1rtual Links (i.e., the VN2VN Login Set) alsoon the basis of their FC 4 support AVIN2VN ENode
wisljing to discover all its VN2VN neighbors in order to select the VN2VN Login Setcshould wait for
ANNOUNCE_WAIT (i.e., the N_Port_ID Claim Responses timeout) upon transmitting a N_Port_ID| €laim|Notification
to c¢llect N_Port_ID Claim Responses.

After ANNOUNCE_WAIT from sending the N_Port_ID Claim Notification, a VN2VNENode MAC shall transmit a
mulficast N_Port_ID Beacon to All-VN2VN-ENode-MACs and shall continue to transmit-multicast N_Por{_ID Beacons
peripdically every BEACON_PERIOD. Upon transmitting the first N_Port_ID Beacon the VN2VN ENode MAC may
instantiate VN_Port to VN_Port Virtual Links (see 7.11.4.3).

If affer having claimed a Locally Unique N_Port_ID a VN2VN ENode MAGC receives a N_Port_ID Claim|Notification
claifning its Locally Unique N_Port_ID or a N_Port_ID Beacon annolncing its Locally Unique N_Port|ID, then the
VN2VN ENode MAC shall check the N_Port_Name carried in the Vx Port Identification descriptor of the received
N_Port_ID Claim Notification or N_Port_ID Beacon.

NQTE 35 - This situation may happen only while joining two‘previously separated networks. In this case there[is a chance of
N_[Port_ID conflict, resulting in one or more VN2VN_Ports nieeding to change their Locally Unique N_Port_IDs.

If the received N_Port_Name is greater than the N~Rort_Name of its VN2VN_Port, then the VN2VN ENodle MAC shall
implicitly de-instantiate all its VN_Port to VN_.Port Virtual Links and select a new Locally Unique N_Port_ID (see
7.11.6.2.1). If the received N_Port_Name is lewer than the N_Port_Name of its VN2VN_Port, then the VN2VN ENode
MA( shall transmit a N_Port_ID Claim Notification to All-VN2VN-ENode-MACs to notify all other VN2VN ENode
MA(s on the network that it has that N Port_ID. A VN2VN ENode MAC with a VN2VN_Port that has a|Virtual Link
with a VN2VN_Port that is changinglits N_Port_ID shall implicitly de-instantiate that Virtual Link upon receiving a
N_Port_ID Claim Notification associating that N_Port_ID to a different N_Port_Name.

Recé¢ption of a N_Port_ID Beacon from a VN2VN ENode MAC not listed in the VN2VN Neighbor Set is gn indication
of anetwork join. If a N”Rort_ID Claim Notification has not been sent in the past ANNOUNCE_WAIT, then a VN2VN
ENode MAC shall tfansmit a N_Port_ID Claim Notification to All-VN2VN-ENode-MACs upon receiving such a
N_Port_ID Beacon.\This N_Port_ID Claim Notification shall be delayed by a random time uniformly distributed
between 0 and<.60 ms.

If after having claimed a Locally Unique N_Port_ID a VN2VN ENode MAC receives a N_Port_ID Probe Reqfiest probing

its Jocally” Unique N_Port_ID, then the VN2VN ENode MAC shall reply to the N_Port_ID Probe Request with a
N_P rf_]n Praohe an]y

N_Port_ID Probe Requests probing a different Locally Unique N_Port_ID shall be ignored.

At any time, upon receiving a N_Port_ID P2P Claim Notification (see 7.11.8.13) or a N_Port_ID P2P Beacon (see
7.11.8.15), a VN2VN ENode MAC operating in multi-node mode shall transmit a N_Port_ID Probe Request probing
its N_Port_ID to All-VN2VN-ENode-MACs to indicate to the sending VN2VN ENode MAC operating in point-to-point
mode that it is not in its expected network configuration.
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7.11.6.3 Point-to-point operation

7.11.6.3.1 Claiming a Locally Unique N_Port_ID

After selecting a tentative Locally Unique N_Port_ID, a VN2VN ENode MAC operating in point-to-point mode shall
claim it by sending a N_Port_ID P2P Claim Notification to All-PT2PT-ENode-MACs.

NOTE 36 - A VN2VN ENode MAC operating in point-to-point mode does not send N_Port_ID Probe Requests.

aximum F ENode MAC

The N_Port_

intends to

7.11.8.14) shall have a_length equa_l to the minimum of the FCoE sizs S;Jppor_‘ted by the two involved VN2VN-EN

MACs.

If no N_Port

continue seppding a N_Port_ID P2P Claim Notification every ANNOUNCE_WAIT until a N_Port_ID Claim Respon

received. An
without wai

If more than one N_Port_ID P2P Claim Responses are received from different (VN2VN ENode MACs w

ANNOUNCE

If one N_Pon
the respond
VN2VN ENo
Upon receiv
(see 7.11.8.
periodically

Ifa N_Port_I
shall check {
Notification
ENode MAC
Response in
of its VN2VN
a unicast N_

The VN2VN

If a N_Port_
ENode MAC

A VN2VN EN
VN2VN ENo

ID P2P Claim Notific

A

ation (see 7.11.8.13) provides the m

A

CoE size the VN2VN

A D

| ID P2P Claim Responses are received within ANNOUNCE_WAIT, then the VN2VN ENode MAC

N_Port_ID P2P Claim Notification may be sent upon receiving an N_Port_ID R2P/Claim Notific3
ling for the expiration of the ANNOUNCE_WAIT timer.

| WAIT, then the VN2VN ENode MAC shall cease the point-to-point operations.

t_ID P2P Claim Response is received within ANNOUNCE_WAIT; then the VN2VN ENode MAC shall
ng VN2VN_Port to its VN2VN Neighbor Set. Once a VN2VN_Port is part of the VN2VN Neighbor Se
de MAC may instantiate a VN_Port to VN_Port Virtual Link with the VN2VN neighbor (see 7.11.
ng the N_Port_ID P2P Claim Response, the VN2VN MAC shall transmit a multicast N_Port_ID P2P Be
15) to All-PT2PT-ENode-MACs and shall continue™o transmit multicast N_Port_ID P2P Bea
every BEACON_PERIOD.

D P2P Claim Notification claiming its Locally:Unique N_Port_ID is received, then the VN2VN ENode

he N_Port_Name carried in the Vx_Port Identification descriptor of the received N_Port_ID P2P C
If the received N_Port_Name is greatér;than the N_Port Name of its VN2VN_Port, then the VN
shall select a new random Locally Unique N_Port_ID and shall reply with a unicast N_Port_ID P2P C
Hicating the new Locally Unique N<Port_ID. If the received N_Port_Name is lower than the N_Port_N
_Port, then the VN2VN ENode MAC shall keep its selected Locally Unique N_Port_ID and shall reply

Port_ID P2P Claim Responge indicating the originally selected Locally Unique N_Port_ID.

Neighbor Set is updatedwupon receiving an N_Port_ID P2P Claim Response (see 7.11.8.14).

D P2P Claim Notification claiming a different Locally Unique N_Port_ID is received, then the VN
shall reply with a unicast N_Port_ID P2P Claim Response.

ode MAC shall cease point-to-point operations if after transmitting the first N_Port_ID P2P Beacor
e MAG receives from a VN2VN_Port different than the one present in its Neighbor Set a:

(see
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thall
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a) N_Por

_ID PZF Claim Notircation;

b) N_Port_ID P2P Claim Response; or

c) N_Port_ID P2P Beacon.

118

© ISO/IEC 2019 - All rights rese

rved


https://iecnorm.com/api/?name=f897bbed7d99694b70f589761162e45b

ISO/IEC 14165-246:2019(E)

A VN2VN ENode MAC operating in point-to-point mode shall cease the point-to-point operations, at any time, upon
receiving a:

a

b

) N_Port_ID Probe Request;

) N_Port_ID Claim Notification;

c) N_Port_ID Beacon; or

d

7.11.6.4 Persistence of Locally Unique N_Port_IDs

VN2VN ENode MACs that are equipped with persistent storage may record the Locally Unique'N/Port_
selefted for themselves. The recorded Locally Unique N_Port ID may be also administratively co
booting, VN2VN ENode MACs with a recorded Locally Unique N_Port_ID should use that,Locally Uniq
as their first tentative Locally Unique N_Port_ID. This increases the stability of N_Pert_IDs (e.g, if s
ENo

N_P

Dep
sele

N_P

7.11

7.11

A F]
accq
(see]

ina

The

) FIP Discovery Advertisement.

de MACs are powered off, then if they are powered on they resume using\the previous Lo
brt_IDs, instead of picking different N_Port_IDs and potentially having to resolve conflicts).

bnding on local configuration, a VN2VN ENode MAC may stop the precessing of the Locally Uniqu

Ction protocol and report the situation in a vendor specific manner(ifjit detects that its recorded Lo
brt_ID is already in use on the network.

.7 FIP frames

.7.1 FIP frame format

[P frame is an Ethernet frame (see IEEE 802,3<2012) containing a FIP PDU. FIP frames shall be

rdance with IEEE 802.3-2012 and the MAC €lient Data field within the Ethernet frame shall conta
Table 25). The use of an 802.1Q tag header is optional and additional IEEE 802.1 defined tags ma
FIP frame. See annex B for examples of FIP frames.

format of a FIP PDU is specified in Table 25.

Table 25 - FIP PDU format

D they have
figured. On

Ie N_Port_ID

pme VN2VN
ally Unique

e N_Port_ID
cally Unique

ormatted in
n a FIP PDU

Iy be present

Bit 313202 |2]2(2(2]2)2|2(2|1]1f{1f1|2]1|1f21|1])1
Word (1|0}9|8(7|6]5|4(3|2|1]|0{9|8|7]|6(5(4|3]|2[1[0|9]8|7|6]|5]4]|3[2]1]|0
0 §\' Type = FIP_TYPE Version Reserved

1 (MSB)

N Encapsulated FIP operation (n words) (LSB)

The Type field in the Ethernet header shall be set to FIP_TYPE (see Table 53). The Type field is not part of the FIP
PDU.

The

The

Are

Version field shall be set to FIP_FRAME_VER (see Table 53).
Encapsulated FIP operation field shall be as specified in 7.11.7.2.

ceived FIP frame containing no encapsulated FIP operation shall be discarded.
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7.11.7.2 Encapsulated FIP operation

The format of the encapsulated FIP operation is specified in Table 26.

Table 26 - Encapsulated FIP operation format

Bit 313(2(2]2]2(2(2]2]2|2(2|1]1f{1|1|2]1|1f21|21]1
Word (1]0]9|8|7|6]5]|4(3|2|1]|0{9|8|7]|6(5(4|3]|2[1[0|9]|8|7|6]|5]4]|3[2][1]|0
0 FIP Protocol Code Reserved FIP Subcode
FIP DCD\,J llJtUl Llat Lcusth F S P\CDCI vcd C D R A S F
P|P P
2 FIP Descriptor List (m words)
n{l FIP_Pad (n-m-2 words)
The FIP Protocol Code and FIP Subcode field values and operations are specified in Table 27:
Table 27 - FIP Protocol Code and FIP Subcode field yalues
FIP Protocol FIP .
Code Subcode FIP Operation Reference
01h Discovery Solicitation 7.11.8.2
0001h
02h Discovery Advertisement 7.11.8.3
01h Virtual LinkdnStantiation request 7.11.8.4
0002h
02h Virtuaklink Instantiation reply 7.11.8.4
01h EIP’Keep Alive 7.11.8.5
0003h
02h FIP Clear Virtual Links 7.11.8.6
01h FIP VLAN Request 7.11.8.7
0004h 02h FIP VLAN Notification 7.11.8.8
03h FIP VN2VN VLAN Notification 7.11.89
01h N_Port_ID Probe Request 7.11.8.11
02h N_Port_ID Probe Reply 7.11.8.12
0005h 03h N_Port_ID Claim Notification 7.11.8.13
04h N_Port_ID Claim Response 7.11.8.14
05h N_Port_ID Beacon 7.11.8.15
FFF8h to FFFEh 00h to FFh | Vendor Specific 7.11.8.10
All others All others Reserved

The FIP Descriptor List Length field shall be set to the length in words of all FIP descriptor(s) that follow. A receiver
shall ignore any data beyond the length specified in this field.
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The Fabric Provided (FP) bit and Server Provided (SP) bit settings are dependent on the FIP operation and shall be

set as specified in Table 28.

Table 28 - Fabric Provided bit and Server Provided bit setting

. FIP FIP Operation .
Bit Protocol (see Table 51) Setting
Discovery Solicitation Shall be set to one.
Discovery
Discovery Advertisement Shall be set to one
FIP FLOGI Request Shall be set to one.
Fabric
Provided | Virtual Link FIP NPIV FDISC Request Shall be set to one;
Instantiation | gp g oGy LS_ACC Shall be set fo ohe.
FIP NPIV FDISC LS_ACC Shall be setto one.
All others All others Reserved
Discovery Solicitation Shall be set to zero.
Discovery
Discovery Advertisement Shall be set to zero.
FIP FLOGI Request Shall be set to zero.
Server
Provided | Virtual Link FIP NPIV FDISC\Request Shall be set to zero.
Instantiation | gip ppoGI LS. ACC Shall be set to zero.
FIP NPIW FDISC LS_ACC Shall be set to zero.
All others All\others Reserved

The|Controlling FCF (C) bit indicates’ifthe originator of a FIP frame is a Controlling FCF. The Controlling FCF bit
shal] be set to one in Discovery Solicitations and Discovery Advertisements originated by a VA_Port/VE_Port
capdble FCF-MAC (i.e., Discovery.Solicitations and Advertisements addressed to FDFs and FCFs and originated by a
Controlling FCF). The Controlling FCF bit shall be set to zero in Discovery Advertisements originated by a VF_Port
capdble FCF-MAC (i.e., Discovery Advertisements addressed to ENodes and originated by a Controlling [FCF or by an
FCF). The Controlling. ECF bit shall be set to zero by FDFs. The Controlling FCF bit is reserved for all other FIP
operations.

The|FDF (D) bitfindicates if the originator of the FIP frame is an FDF. The FDF bit shall be set to one |n Discovery
Soligitations:and Discovery Advertisements originated by a VA_Port capable FDF-MAC (i.e., Discovery [Solicitations
and|Advertisements addressed to FDFs and FCFs and originated by an FDF). The FDF bit shall be sget to zero in
Disdovery Advertisements originated by a VF_Port capable FDF-MAC (i.e., Discovery Advertisements dddressed to
ENodes and originated by an FDFJ. The FDF bit shall be set to zero by FCFs. The FDF bit is reserved for all other FIP
operations.

If a FIP frame is received by a Controlling FCF or an FDF with the Controlling FCF bit set to one and the FDF bit set
to one, then the FIP frame is invalid, shall be ignored, and its reception should be reported in a vendor specific
manner.

The REC/P2P (RP) bit is meaningful in FIP N_Port ID Probe Requests, FIP N_Port_ID Claim Notifications, FIP
N_Port_ID Claim Responses, and FIP N_Port_ID Beacons. The REC/P2P bit is reserved for all other FIP operations.
Usage of the REC/P2P bit is specified in 7.11.6.2.1 and 7.11.8. The REC/P2P bit is a REC bit in FIP N_Port_ID Probe
Requests. The REC/P2P bit is a P2P bit in FIP N_Port_ID Claim Notifications, FIP N_Port_ID Claim Responses, and
FIP N_Port_ID Beacons.
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The Available for Login (A) bit shall be set to one in a Discovery Advertisement if the originating FCF or FDF is
available to process FIP FLOGI, FIP NPIV FDISC, or FIP ELP Requests (see 7.11.3). The Available for Login bit shall
be set to zero in a Discovery Advertisement if the originating FCF or FDF is not available to process FIP FLOGI, FIP

NPIV FDISC,

or FIP ELP Requests. The Available for Login bit is reserved for all other FIP operations.

The Solicited (S) bit shall be set to one in solicited unicast Discovery Advertisements (i.e., Discovery Advertisements
transmitted in response to a Discovery Solicitation). The Solicited bit shall be set to zero in unsolicited multicast
Discovery Advertisements (i.e., Discovery Advertisements not transmitted in response to a Discovery Solicitation).
The Solicited bit is reserved for all other FIP operations.

The FCF (F)

hit shall he set to one in a Discavery Solicitation Discavery Advertisement _or FIP VILAN qunpcf i

the

originating
Advertisemg
for all other

The FIP Des

The FIP_Pad
to have a le
Solicitation

N_Port_ID C
supported b
all other FIP

Received FI
malformed |
for correct f

a) theFI
b) the FI
the cr

c)

d) no cri

and
descri

e)

7.11.7.3 FII

jevice is an FCF or an FDF. The FCF bit shall be set to zero in a Discovery Solicitation, Disce
nt, or in a FIP VLAN Request if the originating device is not an FCF nor an FDF. The FCF bit is\rese
FIP operations.

Criptor List field shall contain one or more FIP descriptors (see 7.11.7.3).

field shall be used in solicited unicast Discovery Advertisements to extend the'EIP PDU (see Tablg
ngth that matches the Max_FCoE_Size field value in the Max FCoE Size descriptor in the Disco
that the Discovery Advertisement is responding to (see 7.11.8.3). The FIP_Pad field shall be use
aim Responses to extend the FIP PDU to have a length that matches‘the minimum of the FCoE {§
y the two involved VN2VN ENode MACs. The FIP_Pad field shall beof\zero length (i.e., not present
operations.
P frames shall be checked for correct formatting before any FIP descriptor processing occut
IP frame shall be discarded and should be reported in avendor specific manner. The minimum ch
brmatting are:

P Descriptor List Length value matches the sum ofithe descriptors’ lengths in the FIP Descriptor Li
P Protocol Code field and FIP Subcode field ate valid (see Table 27);

tical descriptors (see 7.11.7.3.1) required by the FIP Protocol Code and FIP Subcode are present;

ical descriptors other than the'ones required by the FIP Protocol Code and FIP Subcode are prese

ptors use valid values for FKA_ADV_PERIOD (see Table 53) and VLAN IDs (see 7.11.7.3.15).

P descriptors

7.11.7.3.1

FIP descriptprs are’specified using a TLV format (i.e., Type, Length, Value). The length field value shall be spec
as the numbgrof words in the FIP descriptor including the TLV format. FIP descriptor type values are split into

IP descriptor overview

very
rved

25)
very
d in
izes

for

s. A
ecks

bt;

nt;

fied

two

ranges, critical and non-critical, as specified in Table 29.

Table 29 - FIP descriptor type value ranges

Range Value Description
Critical 0to 127 An FCoE Controller that receives a FIP frame with an unknown
critical descriptor shall discard the FIP frame.
An FCoE Controller that receives a FIP frame with one or more
Non-critical | 128 to 255 | unknown non-critical descriptors shall ignore the unknown
descriptors and continue to process the FIP frame.
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A descriptor with an invalid length value shall be considered invalid. If that descriptor is critical, then the entire FIP
operation shall be discarded. If that descriptor is not critical, then the descriptor shall be ignored.

The FIP descriptor types are specified in Table 30. See Table 51 for how FIP descriptors are used.

Table 30 - FIP descriptor types

Range Type FIP Descriptor Reference
0 Reserved
1 Priority 7.11.7.3.2
2 MAC address 7.11.7.3.3
3 FC-MAP 711734
4 Name_ldentifier 7.01.7.3.5
5 Fabric 7.11.7.3.6
6 Max FCoE Size 7.11.7.3.7
7 FLOGI= 7.11.7.3.8

Critical
8 NPIV FDISCa 7.11.7.3.9
9 LOGO2 7.11.7.3.10
10 ELP2 7.11.7.3.11
11 Vx_Port Identification 7.11.7.3.12
12 FKA_ADV_Period 7.11.7.3.13
13 Vendor_ID 7.11.7.3.14
14 VLAN 7.11.7.3.15
15 VN2VN Attributes 7.11.7.3.17
16to 127 Reserved
128 Clear Virtual Links Reason Code 7.11.7.3.18
129 to 240 | Reserved
Non-critical
241to 254 | Vendor Specific 7.11.7.3.16
255 Reserved
a The FC CRC, SOF, and EOF shall not be included in the FIP descriptor.

7.11.7.3.2 FIP Priority descriptor

The FIP Priority descriptor is used in FIP operations as specified in Table 51. An ENode may use the value provided
in the Priority descriptor of received Discovery Advertisements to select the FCF-MAC or FDF-MAC to which to
perform FIP FLOGI. The default value for the Priority field is DEFAULT_FIP_PRIORITY (see Table 53). The highest
priority value is 0 and the lowest priority value is 255 (i.e., lower numerical values indicate higher priorities).
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The FIP Priority descriptor format shall be as specified in Table 31.

Table 31 - FIP Priority descriptor format

Bit 3 2121212121212 122|211 f2f{1f1f1f1fj1]1]1
Word |1]0(9(8]|7]|6|5(4|3]2]|1({0|9]|8|7|6|5]|4]|3[2|1]0]9(8(7|6]5[4[3|2]1]|0

w

0 Type =01h Length = 01h Reserved Priority

Priority: the Priority value associated with the sending FCF-MAC or FDF-MAC.

7.11.7.3.3 FIP MAC address descriptor
The FIP MA( address descriptor is used in FIP operations as specified in Table 51.

The FIP MA( address descriptor format shall be as specified in Table 32.

Table 32 - FIP MAC address descriptor format

Bjt 313(212|2)|2|2|2|2)2|2(2|1]1f{1|{1|21]1|1f1|1])1
Word |1]0(9(8|7]|6(5(4|3]2]|1({0|9]|8|7|6|5]|4]|3[2|1|049{8(7|6]5[4[3|2]1]|0

) Type = 02h Length = 02h (MSB)
1 MAC address (LSB)

MAC address: the MAC address contained in the descriptor. Valid MAC addresses are unicast addresses.

7.11.7.3.4 FIP FC-MAP descriptor
The FIP FC-MAP descriptor is used in FIP operations’as specified in Table 51.

The FIP FC-MAP descriptor format shall be as'specified in Table 33.

Table-33 - FIP FC-MAP descriptor format

Bjt 313(212|12|24242|2)2(2(2|1]1f{1|1|21]1|1f1|1])1
Word |1]0(9(8]|7(6)f5(4|3]2]|1({0|9]|8|7|6|5]|4]|3[2|1]0]9(8(7|6]5[4(3|2]1]|0

) Type=03h Length = 02h Reserved
1 Reserved (MSB) FC-MAP (LSB)

FC-MAP: th¢ value to be used as the most significant 24 bits in FPMAs (see 7.9).

7.11.7.3.5 FIP Name_ldentifier descriptor
The FIP Name_Identifier descriptor is used in FIP operations as specified in Table 51.

The FIP Name_Identifier descriptor format shall be as specified in Table 34.
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Table 34 - FIP Name_ldentifier descriptor format

Bit 313121212)2]|2 21212|11)11)11)11|1
Word |1]10]|9(8|7]|6]|5(4|3|2]|1[{0(9]|8]|7|6(5]|4]|3[|2(1]0]|9|8(7|6]|5|4(3

N
N
[uy
[uy
[uy
[uy
[uy

0 Type = 04h Length = 03h Reserved

Name_ldentifier
2 (LSB)

Name_ldentifier: the Name_ldentifier (see FC-FS-4) contained in the descriptor.

7.11

The

The

VF_]

FC-}

Fab

7.11

The

The

.7.3.6 FIP Fabric descriptor
FIP Fabric descriptor is used in FIP operations as specified in Table 51.

FIP Fabric descriptor format shall be as specified in Table 35.

Table 35 - FIP Fabric descriptor forniat

Bit 313(212)12|2(2|2|2|2(2|2|1|1(1|2|2)1{11]|1
Word [1]10(9]8([7]16(5]4(3]12(1]0(9]8(7]|6(5]4[/3942(1]0(9]|8(7]6(5]|4(3

0 Type = 05h Length = 04h Réserved VF_ID
1 Reserved (MSB) FC-MAP (LSB)
2 (MSB)
Fabric_Name
3 (LSB)

D: the VF_ID (see see FC-FS-4) associatéd with the Fabric, if any.

IAP: the value to be used as the most significant 24 bits in FPMAs (see 7.9).
ric_ZName: the Fabric_Name (see FC-FS-4) identifying the Fabric.

.7.3.7 FIP Max FCoESize descriptor

FIP Max FCoE Size“descriptor is used in FIP operations as specified in Table 51.

FIP Max FCOE Size descriptor format shall be as specified in Table 36.

Table 36 - FIP Max FCoE Size descriptor format

Bit 313(212)12|2(2|2|2|2|2|2|1|1f{1|21|21]j1f{1(21)1]|1
Word [1]10(9]8(7]16(5]|4(3]12(1]0(9]|8(7]|6(5]4(3]12(1]0(9]|8(7]6(5]|4|(3

0 Type = 06h Length = 01h Max_FCoE_Size

Max_FCoE_Size: the size in bytes that the FIP PDU (see Table 25) in a solicited unicast Discovery Advertisement is
requested to be extended to.
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7.11.7.3.8 FIP FLOGI descriptor

The FIP FLOGI descriptor is used in FIP operations as specified in Table 51.

The FIP FLOGI descriptor format shall be as specified in Table 37.

Table 37 - FIP FLOGI descriptor format

Bit
Word

2
9

2
8

2
7

2
6

2
5

2
4

2
3

2
2

2
1

2
0

1
9

1
8

1
7

1
6

1
5

1
4

1
3

1
2

1
1

1

01918|7]|6

Type=07h Length Reserved

(MSB) FLOGI request or FLOGI LS_ACC/LS_RJT

(LSB)

Length: sha

FLOGI requ

shall be a ¢

payload, bufj

LS-3).

7.11.7.3.9 1

The FIP NPI

The FIP NPI

1 be set to 36 for a FLOGI Request and FLOGI LS_ACC, or to 9 for a FLOGI LS_R]T.

lest or FLOGI LS_ACC/LS_RJT: an encapsulated FLOGI request, FLOGI LS A CC, or FLOGI LS
mplete Fibre Channel frame content (see FC-FS-4) with a Fibre Channel Frame_Header and an

FIP NPIV FDISC descriptor
V FDISC descriptor is used in FIP operations as specified in Table 51.

V FDISC descriptor format shall be as specified in‘Table 38

Table 38 - FIP NPIV.FDISC descriptor format

2
9

2
8

2
7

2
6

2
5

2
4

2
3

2
2

2
1

2
0

it
rd

1
9

1
8

1
7

1
6

1
5

1
4

1
3

1
2

1
1

1
0

918(7(6

Type = 08h Length Reserved

(MSB) NPIV FDISC request or NPIV FDISC

LS_ACC/LS_RJT

(LSB)

Length: sha

NPIV FDISC

NPIV FDISQ
Frame_Head

1 be set to 36.for an FDISC request and FDISC LS_ACC, or to 9 for an FDISC LS_RJT.

requéstor NPIV FDISC LS_ACC/LS_RJT: an encapsulated NPIV FDISC request, NPIV FDISC LS_AC

without the CRC field. In a FLOGI request or FLOGI LS_ACC, the Payload'bit shall be set to zero (seg

[RJT
ELS
FC-

C,or

Payload bit shall be set to zero (see FC-LS-3).

7.11.7.3.10

FIP LOGO descriptor

The FIP LOGO descriptor is used in FIP operations as specified in Table 51.

The FIP LOGO descriptor format shall be as specified in Table 39.

126

LS.RJT shall be a complete Fibre Channel frame content (see FC-FS-4) with a Fibre Cha[1

erand an ELS payload, but without the CRC field. In an NPIV FDISC request or NPIV FDISC LS AC{ the

nel
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Table 39 - FIP LOGO descriptor format

Bit 313121212)2]|2 212)11)11)11)11|1
Word [1]0]9(8|7|6]|5(4(3|2]|1[{0(9]|8]|7|6(5|4]|3]|2[1]0]|9|8(7|[6]|5]|4(3(2|1]0

N
N
N
[uy
[uy
[uy
[uy
[uy

0 Type = 09h Length Reserved

LOGO request or LOGO LS_ACC/LS_RJT
n (LSB)

Length: shall be set to 11 for a LOGO request, 8 for a LOGO LS_ACC, or to 9 for a LOGO LS_RJT.
LOQO request or LOGO LS_ACC/LS_RJT: an encapsulated LOGO request, LOGO LS_ACC, or LOGO-LS_RJT shall be a

complete Fibre Channel frame content (see FC-FS-4) with a Fibre Channel Frame_Header afidyan ELS payload, but
witHout the CRC field (see FC-LS-3).

7.11.7.3.11 FIP ELP descriptor
The[FIP ELP descriptor is used in FIP operations as specified in Table 51.

The[FIP ELP descriptor format shall be as specified in Table 40.

Table 40 - FIP ELP descriptor format

=N
=N
=N
=N
=N

Bit 313(212)12|2(2(2]|2]|2(2(2|1]|1|{1{D\M1
Word [1|10(9|8(7|6(5|4(312[1|0(9|8[%#|6[5|4([3|12(1]0(9]|8(7|6[(5]|4[3]|2(1]|0

0 Type = 0Ah Length Reserved

1 (MSB)
ELP request or ELP SW_ACC/SW_R]T
n (LSB)

Length: shall be set to 33 for an ELP,request and ELP SW_ACC, or to 9 for an ELP SW_R]T.
ELP|request or ELP SW_ACC/SW_R]T: an encapsulated ELP request, ELP SW_ACC, or ELP SW_R]J[T shall be a

complete Fibre Channel frame content (see FC-FS-4) with a Fibre Channel Frame_Header and an SWILS payload,
but without the CRC field,(see FC-SW-6).

7.11.7.3.12 FIP ¥x: Port Identification descriptor
The [FIP Vx_PRort Identification descriptor is used in FIP operations as specified in Table 51.

The [FIRA/X_Port Identification descriptor format shall be as specified in Table 41.

Table 41 - FIP Vx_Port Identification descriptor format

Bit 313(212)12|2(2|2|2|2(2|2|1|1f1|21|21)1f21(21)1])1
Word [1]|0]9(8|7|6|5(4|3]|2]|1[{0(9]|8]|7|6(5|4]|3]|2[1]0]|9|8(7|[6]|5]|4(3(2]|1]0
0 Type = 0Bh Length = 05h (MSB)
1 MAC address (LSB)
2 Reserved (MSB) Address Identifier (LSB)
3 (MSB)
Port_Name
4 (LSB)
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MAC address: the MAC address associated with the referred VN_Port, VE_Port, or VA_Port. Valid MAC addresses
are unicast addresses.

Address Identifier: the address identifier associated with the referred VN_Port or the value FFFFFDh for a VE_Port

or the value

FFFFF9h for a VA_Port.

Port_Name: the N_Port Name of the referred VN_Port or the E_Port Name of the referred VE_Port or the
A_Port_Name of the referred VA_Port.
7.11.7.3.13 FIP FKA_ADV_Period descriptor
The FIP FKA ADV_Period descriptor is used in FIP operations as specified in Table 51.
The FIP FKA ADV_Period descriptor format shall be as specified in Table 42.
Table 42 - FIP FKA_ADV_Period descriptor format
Bjit 3(31212(2)12|22]2(2|2]|2(1(1|2f1(1j21|1]1|1|1
Wqrd |1(0]|9]|8|7]|6|5[4]|3(2]1]0|9]|8|7|6]|5|4|3]2(1]0]|9|8]|7[6]|5]4(3]2]1|0
] Type = 0Ch Length = 02h Reseryed D
1 FKA_ADV_PERIOD

Disable Vi)
administrati
administrati
FDF-MACs 5
Advertisemd
received Dis

If the Disab
reception of
Alive frame
Maintenanc
reception off

If the Disabl
of Discovery
frames as {
Maintenanc
reception of]
possible rec

tual Link Maintenance (D): the value of the Disable Virtual Link Maintenance bit shall be
vely configurable on FCFs and FDFs. The Disable VirtuahLink Maintenance bit shall be set to zero uless
vely set to one. VE_Port capable FCF-MACs, VA_Port/VE_Port capable FCF-MACs, and VA_Port capable
hall ignore the value of the Disable Virtual LinkyMaintenance bit provided in received Discoyery
nts. ENode MACs shall process the value of the Disable Virtual Link Maintenance bit providgd in
covery Advertisements.

e Virtual Link Maintenance bit is set'to zero, then the receiving ENode MAC shall verify periodic
Discovery Advertisements and shall transmit periodic ENode FIP Keep Alive and VN_Port FIP Keep

Advertisements.and' should not transmit periodic ENode FIP Keep Alive and VN_Port FIP Keep
pecified in 7.11:5°2. Upon transmitting Discovery Advertisements with the Disable Virtual
b bit set to ene; the VF_Port capable FCF-MAC or VF_Port capable FDF-MAC shall not verify periodic
ENode EIP,Keep Alive and VN_Port FIP Keep Alive frames as specified in 7.11.5.2 and should disgard
bived ENode FIP Keep Alive and VN_Port FIP Keep Alive frames.

FKA_ADV_P|

ERIOD: the value of the advertised FKA_ADV_PERIOD (see Table 53). See Table 53 for the range of yalid

values for FKA_ADV_PERIOD.

7.11.7.3.14

The FIP Ven

The FIP Ven

128

FIP Vendor_ID descriptor
dor_ID descriptor is used in FIP operations as specified in Table 51.

dor_ID descriptor format shall be as specified in Table 43.
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Table 43 - FIP Vendor_ID descriptor format

Bit 313121212)2]|2 21212|11)11)11)11|1
Word [1]0]9(8|7|6]|5(4(3|2]|1[{0(9]|8]|7|6(5|4]|3]|2[1]0]|9|8(7|[6]|5]|4(3(2|1]0

N
N
[uy
[uy
[uy
[uy
[uy

0 Type = 0Dh Length = 03h Reserved
1 (MSB)
Vendor_ID
2 (LSB)

Vendor _ID: the vendor’s T10 Vendor_ID value (see FC-LS-3).

7.11.7.3.15 FIP VLAN descriptor
The[FIP VLAN descriptor is used in in FIP operations as specified in Table 51.

The[FIP VLAN descriptor format shall be as specified in Table 44.

Table 44 - FIP VLAN descriptor format

Bit 313(212)12|2(2|2|2|2(2|2|1|1(1|2|2)1{11]|1
Word [1|10(9|8([7|6(5|4(312[1|0(9|8[7|6[5]|4[/3942[1|0(9]|8(7|6[(5]|4[3]|2(1]|0

0 Type = OEh Length = 01h Réserved FCoE VID

FCoE VID: the VLAN ID of a VLAN where FCoE servicessmay be available. The range of valid values forjVLAN IDs is
001h to FFEh.

7.11.7.3.16 FIP Vendor Specific descriptors

FIP Vendor Specific descriptors are non-g¢ritical and may be used in any FIP frame. An FC-BB_E devjce shall not
reqyire the use of any FIP Vendor Specific descriptor in order to operate in accordance with this standard.

The|FIP Vendor Specific descriptor-format is specified in Table 45.

Table 45 - FIP Vendor Specific descriptor format

Bit |3|8]2]12|2|2]|2|2]|2(2]|2(2|1(1]|1(21)1f21]1f1]1(1
Word [13\0[9]8(7]|6(5|4(3|2[1]0(9|8[7|6[5|4[3]|2[1]0(9]|8(7|6(5|4[3]|2{[1]|0
0 Type Length Reserved
1 (MSB)
5 Vendor_ID (LSB)
3 (MSB)
R Vendor Specific information (LSB)

Type: the FIP Vendor Specific descriptors are identified by a type value in the range 241 to 254, inclusive.
Length: shall be set to the length in words of the descriptor.
Vendor_ID: the vendor’s T10 Vendor_ID value (see FC-LS-3).

Vendor Specific Information: defined by the vendor.
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7.11.7.3.17 FIP VN2VN Attributes descriptor

The FIP VN2VN Attributes descriptor format shall be as specified in Table 46.

Table 46 - FIP VN2VN Attributes descriptor format

Bit (3[3|2]2|2|2|2]|2(2|2|2]2|1|{1|21|1]|1f{1|1|21]1f1
Word |1]0(9(8]|7]|6|5(4|3]2]|1({0|9]|8|7|6|5]|4]|3[2|1]0]9(8(7|6]5[4[3|2]1]|0
0 Type = 0Fh Length = 29h Reserved L

1tp8 FC-4 Types

LSB
MSB

9td40 FC-4 Features

LSB

Login Avoidance (L): this bit indicates if a FIP FLOGI with the originating VN2VN_Port should be avoided |(see
7.11.8.14).

FC-4 Types]jthe FC-4 Types object, as specified in FC-GS-7.

FC-4 Featuijes: the FC-4 Features object, as specified in FC¢GS-7.

7.11.7.3.18| FIP Clear Virtual Links Reason Codedescriptor

The FIP Cledr Virtual Links Reason Code descriptor format shall be as specified in Table 47.

Table 47 - FIP €lear Virtual Links Reason Code descriptor format

Bjt 31312 |121212]2|2|2|2(2(2f1f{1f{1f{1f1f{1f1|j1|1]1
Ward [1]0(9]8[7(6f5|4(3|2[1|0[9]|8|7|6|5|4|3|2]|1[0]|9]|8|7|6]|5|4]|3[2]1]0

) Type.=80h Length = 02h Reserved

Reason Code Vendor Specific

] Reserved Reason Code .
Explanation

R C 1 111 i £l Fal| A § AN A - | D Fal 1 L o Toll 4.0
eason Lodersmatrbesettoone ol tie Crear v irthar CINKS ReasoirCotes specHIca T rabieco:

Table 48 - FIP Clear Virtual Links Reason Codes

Encoded Description
value
(bits 23 to 16)
00h Timeout
01h VE_Port, VF_Port, or VA_Port changed state
02h to FFh Reserved
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Reason Code Explanation: shall be set to one of the Clear Virtual Links Reason Code Explanations specified in

Table 49.

Table 49 - FIP Clear Virtual Links Reason Code

Explanations

Encoded
value
(bits 15 to 8)

Description

00h No additional explanation
01h ENode FIP Keep Alive timeout
02h VN_Port FIP Keep Alive timeout
03h Configuration change
04h Fabric offline
05h FIP Keep Alive received and no
Virtual Link is instantiated
06h Implicit Logout
05h to FFh | Reserved

The[Reason Code field and Reason Code Explanation field may.be used to indicate a particular event hias occurred.

FIP Clear Virtual Links Reason Code descriptor examplesare‘specified in Table 50.

Table 50 - FIP Clear Virtual Links Reason Code descriptor examples

Reason Reason Description
Code Code
Explanation

00h 01h 2.5.* FKA_ADV_PERIOD has passed since the last ENode FIP Keep Alijve
frame was received by the FCF or FDF.

00h 02k 2.5 * FKA_VN_PERIOD has passed since the last VN_Port FIP Keep Aljve
frame was received by the FCF or FDF.

01h 03h A configuration change has been performed on the FCF or FDF that
requires the Virtual Link to be de-instantiated.

0th 04h The Fibre Channel functionality within the FCF or FDF has been disapled
or is no longer accessible.

Vendor Specific: defined by the vendor.

7.11.8 FIP operations

7.11.8.1 FIP operations overview

Table 51 specifies the FIP descriptors required in each FIP operation and the recommended order in which they
should be encapsulated by a transmitting FCoE Controller. In certain cases, as indicated, strict ordering is required.
A receiving FCoE Controller shall process unknown descriptors according to the criticality of the FIP descriptor (see
7.11.7.3.1). Unless otherwise specified (e.g. for a FIP FLOGI Request), a receiving FCoE Controller shall be able to
process the FIP descriptors in any order.

© ISO/IEC 2019 - All rights reserved
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NOTE 37 - The ability to process FIP descriptors in any order is to provide flexibility for future protocol extensions.

A FIP operation shall contain the expected critical descriptors (see Table 51) and may contain additional non-critical
descriptors. If some critical descriptors are missing or unexpected, then the FIP operation shall be discarded and it
should be reported in a vendor specific manner.

132

Table 51 - FIP operation descriptors and order

. FIP Protocol . . Expected Descriptors and
FIP Operation Code/Subcodes Originator order
Discgvery Solicitation 1) MAC addres.s.
(see 1.11.8.2.1) 0001h/01h ENode 2) Name_Identifier
e 3) Max FCoE Size
1) MAC address
Discgvery Solicitation 2) FC-MAP
(see 7.11.8.2.2) 0001h/01h FCF 3) Name_ldentifier
4) Max FCoE Size
1) MAC address
Discgvery Solicitation 2)\'EC-MAP
(see 7.11.8.2.3) 0001h/01h FDE 3)) Name_ldentifier
4) Max FCoE Size
1) Priority
Discovery Advertisement 2) MAC addres.s.
(see 1.11.8.3) 0001h/02h FCF or FDF | 3) Name_ldentifier
R 4) Fabric
5) FKA_ADV_Period
FIP FLOGI Requestb 1) FLOGI
(see 7.11.8.4.2) 0002h/03% ENode 2) MAC address
FCF, FDF 1) FLOGI
b ) )
IESIePeFFL(l)fI8L4$_2?CC 0002h/02h or VN2VN 2) MAC address
e ENode
FCF, FDF 1) FLOGI
b ) )
FIP FLOGILS T o00zh/ozh | or vz
e ENode
FIP N[PIV FDISC Requestd 1) NPIV FDISC
(see 1.11.8.4.2) 0002h/01h ENode 15y MAC address
FIP NJPIV FDISC-LS_ACCP 1) NPIV FDISC
(see 1.11.842) 0002h/02h FCEorFDF 1 ) MAC address
IVEDISC LS RJTb 1) NPIV EDISC
l(:sIEeN;Pll 8.4.2) -7 0002h/02h FCF or FDF 7
FIP Fabric LOGO RequestP ENode or 1) LOGO
(see 7.11.8.4.3) 0002h/01h FCFe 2) MAC address
FIP Fabric LOGO LS_ACCP FCF, FDF, 1) LOGO
(see 7.11.8.4.3) 0002h/02h or ENoderc 2) MAC address
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. FIP Protocol . . Expected Descriptors and
FIP Operation Code/Subcodes Originator order
FIP Fabric LOGO LS_R]Tb FCF, FDF, 1) LOGO
(see 7.11.8.4.3) 0002h/02h or ENoder
FIP ELP Request? 1) ELP
(see 7.11.8.4.4) 0002h/01h FCF or FDF 2) MAC address
FIP ELP SW_ACCP 1) ELP
(see 7.11.8.4.4) 0002h/02h FCF or FDF 2) MAC address
FIP ELP SW_RJT® 1) ELP
(see 7.11.8.4.4) 0002h/02h FCF or FDF
FIP Keep Alive 1) MAC address
(see 7.11.8.5) 0003h/01h ENode 2) Vx_PortIdentificatignd
1) MAG-address
. . 2) ‘\Name_ldentifier
IESIePeC;ef{ Xlg;ual Links 0003h/02h FCF or FDF | _3)\Vx_Port Identificatign(s)e
R 4) Clear Virtual Links
Reason Codes
FIP VLAN Request ENode, 1) MAC address
(see 7.11.8.7) 0004h/01h FCE, or FDF | 2) Name_ldentifierf
FIP VLAN Notification 1) MAC address
(see 7.11.8.8) 0004h/02h FCForEDE | ) VLAN(s)
FIP VN2VN VLAN Notification 0004h/03R VN2VN 1) VN2VN MAC addres}
(see 7.11.8.9) ENode 2) VLAN(s)
FIP Vendor Specific FFEER t;) FFFERh ENode, g \];(;rslglg;_tlo?‘(s)
(see 7.11.8.10) 00h to FFh FCF, or FDF
1) MAC address
I(\IS-;";%D; ! ;’)be Request 0005h / 01h ‘]f:NNi‘él: 2) Name._Identifier
T 3) Vx_Port Identificatign
1) MAC address
lé;i";%‘f;{ ;’;’e Reply 0005h / 02h ‘éNNi?: 2) Name._Identifier
T 3) Vx_Port Identificatign
1) MAC address
. I 2) Name_ldentifier
l(\ls—ef;";tillDégcia;)m Notification 0005h / 03h ‘éﬁi‘ﬁ 3) Vx_Port Identificatidn
R 4) VN2VN Attributes
5) Max FCoE Size
1) MAC address
. 2) Name_Ildentifier
N_Port_ID Claim Response VN2VN - o
(see 7.11.8.14) 0005h / 04h ENode 3) Vx_Port Identification

4) VN2VN Attributes
5) Max FCoE Size
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. FIP Protocol . . Expected Descriptors and
FIP Operation Code/Subcodes Originator order
1) MAC address
I(\Isél:}o;tilnggBleSa)con 0005h / 05h ‘]{:I;I\Ii\él: 2) Name_Identifier
R 3) Vx_Port Identification

a) Virtual Link instantiation requests are differentiated by the contained descriptors.
b) S

g)

trict ordering of the FIP descriptors is required in transmission. In this way the encapsulated
ELS or SW_ILS results at an offset in the FIP PDU equal to the offset it would have if it was

nt‘npcn]nfnd inanFCoEPDU_A rnt‘aiving ECoE Controllerisnot ranlnirnr] tobe able to process

these FIP operations in any order other than that specified here.

FCFs and FDFs are allowed to generate FIP Fabric LOGO, however a FIP Clear Virtual Links frame
is the recommended method for an FCF or FDF to de-instantiate a Virtual Link, except for the
specific cases where LOGO is required (see FC-SP-2).

The Vx_Port Identification descriptor is present only in VN_Port FIP Keep Alive framles, it is not
present in ENode FIP Keep Alive frames.

A FIP Clear Virtual Links frame intended to de-instantiate VN_Port to VF_Port-Virtual Links
contains zero or more Vx_Port Identification descriptors. A FIP Clear Virtuial Links frame
intended to de-instantiate a VE_Port to VE_Port Virtual Link contains one-Vx_Port Identification
descriptor.

The Name_Ildentifier descriptor is optional in FIP VLAN Request frames\(i.e., the Name_Identifier
descriptor may be not present).

The FIP Clear Virtual Links Reason Code descriptor is optional in.FIP Clear Virtual Links frames
(i.e., the FIP Clear Virtual Links Reason Code descriptor may@bot be present).

7.11.8.2 FII

7.11.8.2.1 1

As specified
contains a M
Size descrip

A Discovery
addressed t

The MAC ad
Discovery A

The Name_I¢lentifier fiéld-in the Name_Identifier descriptor shall be set to the Node_Name of the ENode or to z

NOTE 38 -
Solicitation|

P Discovery Solicitation

tNode FIP Discovery Solicitation

in Table 51, a Discovery Solicitation,operation originated by the FCoE Controller of an ENode
AC address descriptor (see 7.11.7.3.3),’a Name_Identifier descriptor (see 7.11.7.3.5), and a Max §
or (see 7.11.7.3.7).

Solicitation frame may be unicast (i.e., addressed to a specific FCF-MAC or FDF-MAC) or multicast
the All-FCF-MACs group address).

ress field in the MACjaddress descriptor shall be set to the MAC address to use for subsequent soli
vertisements from VF_Port capable FCF-MACs or VF_Port capable FDF-MACs.

The Name_ldentifer field may be set to zero if the Node_Name is ambiguous or not yet available when the Discd
isd¢ransmitted.

MAC
CoE

E€ro.

very

The Max_FCoE_Size field in the Max FCoE Size descriptor shall be set to the maximum FCoE PDU size the ENode
MAC intends to use for FCoE traffic. The Max_FCoE_Size value shall be specified as the number of octets starting

with and inc

luding Version field, up to and including the Reserved field following the EOF field (see Table 22).

7.11.8.2.2 FCF FIP Discovery Solicitation

As specified in Table 51, a Discovery Solicitation operation originated by the FCoE Controller of a VE_Port capable
FCF-MAC or a VA_Port/VE_Port capable FCF-MAC contains a MAC address descriptor (see 7.11.7.3.3), an FC-MAP
descriptor (see 7.11.7.3.4), a Name_ldentifier descriptor (see 7.11.7.3.5), and a Max FCoE Size descriptor (see

7.11.7.3.7).
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A Discovery Solicitation frame may be unicast (i.e., addressed to a specific FCF-MAC) or multicast (i.e., addressed to
the All-FCF-MACs group address).

The MAC address field in the MAC address descriptor shall be set to the MAC address to use for subsequent solicited

Disc

overy Advertisements from VE_Port capable FCF-MACs.

The FC-MAP field in the FC-MAP descriptor shall be set to the FC-MAP value the FCF-MAC is using. If the FC-MAP
value is not administratively configured, then the FC-MAP value shall be set to DEFAULT_FC-MAP (see Table 53).

The Name_Identifier field in the Name_Identifier descriptor shall be set to the Switch_Name of the FCF.

The
cap3
star
Tab

7.11

As s
FDF
Nan

A Di
addj

The
Disc

The
valu

The

The
capd

Max_FCoE_Size field in the Max FCoE Size descriptor shall be set to the maximum FCoE frame size

ing with and including the Version field, up to and including the Reserved field following the E
e 22).

.8.2.3 FDF FIP Discovery Solicitation

pecified in Table 51, a Discovery Solicitation operation originated by the FCoE Controller of a VA_
MAC contains a MAC address descriptor (see 7.11.7.3.3), an FC:MAP descriptor (see 7
e_ldentifier descriptor (see 7.11.7.3.5), and a Max FCoE Size descripter(see 7.11.7.3.7).

covery Solicitation frame may be unicast (i.e., addressed to a specific FDF-MAC or FCF-MAC) or m
essed to the All-FCF-MACs group address).

MAC address field in the MAC address descriptor shall Be set to the MAC address to use for subsequ
overy Advertisements from VA_Port capable FDF-MAEs or VA_Port/VE_Port capable FCF-MACs.

FC-MAP field in the FC-MAP descriptor shall be set to the FC-MAP value the FDF-MAC is using. If]
e is not administratively configured, then the(FC-MAP value shall be set to DEFAULT_FC-MAP (see

[Name_ldentifier field in the Name_ldentifier descriptor shall be set to the Switch_Name of the FDF

Max_FCoE_Size field in the Max FCoE Size descriptor shall be set to the maximum FCoE frame size

the VE_Port

ble FCF-MAC intends to use for FCoE traffic. The Max_FCoE_Size value shall be specified as thesnumper of octets

DF field (see

Port capable
11.7.3.4), a

ulticast (i.e.,

ent solicited

the FC-MAP
Table 53).

the VA_Port

ble FDF-MAC intends to use for ECoE traffic. The Max_FCoE_Size value shall be specified as the numper of octets

starfing with and including the Version field, up to and including the Reserved field following the EQF field (see
Table 22).

7.11.8.3 FIP Discovery-Advertisements

As specified in Fable 51, a Discovery Advertisement operation contains a Priority descriptor (see 7.11.7.3.2),a MAC
address descriptor (see 7.11.7.3.3), a Name_ldentifier descriptor (see 7.11.7.3.5), a Fabric desfriptor (see
7.1117.3.6)ranhd a FKA_ADV_Period descriptor (see 7.11.7.3.13).

Ifa Discovery Advertisement frame is solicited, then it shall be unicast (i.e., addressed to a specific ENod

e MAC, FCF-

MAC, or FDF-MAC address). If a Discovery Advertisement frame is unsolicited, then it shall be multicast (i.e.,
addressed to the All-ENode-MACs or to the All-FCF-MACs group addresses).

The Priority field in the Priority descriptor shall be set to the value the originating FCF-MAC or FDF-MAC is using. If
the priority value is not administratively configured, then the priority value shall be set to DEFAULT_FIP_PRIORITY
(see Table 53).

The MAC address field in the MAC address descriptor shall be set to the originating FCF-MAC or FDF-MAC address.

The Name_ldentifier field in the Name_Identifier descriptor shall be set to the Switch_Name of the originating FCF
or FDF.
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Discovery Advertisements shall only contain a single Fabric descriptor. All Discovery Advertisements from an FCF
or FDF in a VLAN shall contain the same single Fabric descriptor. The VF_ID field in the Fabric descriptor shall be
set to the VF_ID identifying the advertised FC Fabric. If a VF_ID is not defined for the advertised FC Fabric, then the
VF_ID field shall be set to zero. The FC-MAP field in the Fabric descriptor shall be set to the FC-MAP value the FCF
or FDF is using. If the FC-MAP value is not administratively configured, then the FC-MAP value shall be set to
DEFAULT_FC-MAP (see Table 53). The Fabric_Name field in the Fabric descriptor shall be set to the Fabric_Name
for the originating FCF or FDF.

The FKA_ADV_PERIOD field in the FKA_ADV_Period descriptor shall be set to the FKA_ADV_PERIOD value the FCF
or FDF is advertising (see Table 53).

The FIP_Pag field shall be used to extend the FIP PDU (see Table 25) to have a length that matches| the
Max_FCoE_Sjze field value in the Max FCoE Size descriptor in the Discovery Solicitation to which the®iscoyery
Advertisemgnt is responding. The FIP_Pad field value shall be set to zero and not checked in reception. Fofr an
unsolicited Discovery Advertisement, the FIP_Pad field shall be of zero length (i.e., not present).

7.11.8.4 FIP Virtual Link Instantiation requests and replies

7.11.8.4.1 FIP Virtual Link Instantiation requests and replies overview

FIP Virtual Link Instantiation requests and replies encapsulate an ELS or an SWYILS. The encapsulated ELS or
SW_ILS shal} be a single-frame Sequence. FIP Virtual Link Instantiation requests and replies are used to perform:

a) Fabridlogin between ENode MACs and VF_Port capable FCF-MAC orVF_Port capable FDF-MACs, and between
VN2VN ENode MACs (see 7.11.8.4.2);

b) Fabrid logout between ENode MACs and VF_Port capable ‘FCF-MAC or VF_Port capable FDF-MACs, and
betwelen VN2VN ENode MACs (see 7.11.8.4.3); and

c¢) Exchahge Link Parameters between VE_Port capable FCF-MACs, VA_Port/VE_Port capable FCF-MACs, and
VA_Pqgrt capable FDF-MACs (see 7.11.8.4.4).

7.11.8.4.2 Fabriclogin
As specified|in Table 51:

a) a FIP FLOGI Request operation ‘contains a FLOGI descriptor (see 7.11.7.3.8) and a MAC address descriptor
(see 7|11.7.3.3);

b) a FIP FLOGI LS_ACC ‘operation contains a FLOGI descriptor (see 7.11.7.3.8) and a MAC address descriptor
(see 7|11.7.3.3);

c) aFIP FLOGFLS_R]T operation contains a FLOGI descriptor (see 7.11.7.3.8);

d) a FIP NPIV EDISC Rr—\an—\cf npprnfinn cantains a NPIV EDISC dpqr‘ripfnr (cpr—\ 711713 Q) and a MAC addrdess
descriptor (see 7.11.7.3.3);

e) a FIP NPIV FDISC LS_ACC operation contains a NPIV FDISC descriptor (see 7.11.7.3.9) and a MAC address
descriptor (see 7.11.7.3.3); and

f) a FIP NPIV FDISC LS_R]T operation contains a NPIV FDISC descriptor (see 7.11.7.3.9).
The FLOGI or NPIV FDISC descriptor shall be the first descriptor in the operation.

NOTE 39 - In this way, the encapsulated Fibre Channel ELS results at an offset in the FIP PDU equal to the offset it would have
if it was encapsulated in a FCoE PDU.
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FLOGI or NPIV FDISC descriptor shall contain:

a) a complete Fibre Channel frame content with a Fibre Channel Frame_Header (see FC-FS-4) and a FLOGI
request payload or an NPIV FDISC request payload (see FC-LS-3), but without the CRC field (see FC-FS-4) for
FIP FLOGI Request or FIP NPIV FDISC Request operations. The Payload bit in the FLOGI request payload or

b)

NPIV FDISC request payload shall be set to zero (see FC-LS-3);

a complete Fibre Channel frame content with a Fibre Channel Frame_Header (see FC-FS-4) and a FLOGI

LS_ACC payload or an NPIV FDISC LS_ACC payload (see FC-LS-3), but without the CRC field (see F

C-FS-4) for

FIP FLOGI LS_ACC or FIP NPIV FDISC LS_ACC operations. The Payload bit in the FLOGI LS_ACC payload shall

he set to zera (cr—m EC-1 Q-?)- ar

Ifin
FLO

The
opet
Proy
Ifin
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addi
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000

If no
requ

a)
b}

c)

d]

If pe
VN_

a complete Fibre Channel frame content with a Fibre Channel Frame_Header (see FC-F§-4) a
LS_RJT payload or an NPIV FDISC LS_R]T payload (see FC-LS-3), but without the CRC field (see H
FIP FLOGI LS_RJT or FIP NPIV FDISC LS_R]T operations.

stantiating VN_Port to VF_Port Virtual Links, then the MAC address field in the MAC address descri
Gl Request operation or a FIP NPIV FDISC Request operation shall contain all zéroes.

MAC address field in the MAC address descriptor of a FIP FLOGI LS_ACC ©peration or a FIP NPIV F

ation shall contain the MAC address that the FCF or FDF returned foruse as VN_Port MAC addres
ided bit and Server Provided bit shall be set as specified in Table 28

Gl Request operation or of a FIP FLOGI LS_ACC operation-shall contain the originating VN2V
ess. The Fabric Provided bit and Server Provided bit shall'be set as specified in Table 28.
P FLOGI or FIP NPIV FDISC operation shall be processed respectively as the FLOGI or FDISC ELS
DOO0h specified in FC-LS-3, ignoring the buffer-to-buffer flow control parameters.
ester:

shall implicitly terminate the Exchange before the request is retried;

shall not reuse the Exchange resources until 2 times R_A_TOV has elapsed since the transmis
request;

shall use a differént Exchange if the request is retried within 2 times R_A_TOV since the transmi
request; and

shall notluse the ABTS protocol (see FC-FS-4).

rformed between an ENode and an FCF or FDF, then a successful FIP FLOGI operation instantiates
Pott, ,and a Virtual Link between them. Subsequent FIP NPIV FDISC operations from the same

hd a FLOGI
C-FS-4) for

[ptor of a FIP

DISC LS_ACC
. The Fabric

stantiating VN_Port to VN_Port Virtual Links, then the MAC address field in the MAC address descriptor of a FIP

N_Port MAC

with S_ID =

response to a FIP FLOGI Request or FIP NRIV FDISC Request is received within the ELS timeout value, then the

sion of the

tsion of the

a VF_Port, a
ENode MAC

add
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tiated by the

FIP FLOGI operation. A subsequent FIP FLOGI operation from the same ENode MAC address is equivalent to an
implicit logout of all the VN_Ports followed by an FLOGI, as specified in FC-LS-3.

NOTE 40 - A duplicate MAC address may be a cause for an implicit logout.

If performed between two VN2VN ENodes, then a successful FIP FLOGI operation instantiates a VN_Port to VN_Port
Virtual Link between the two involved VN2VN_Ports.

FCFs and FDFs shall reject FIP FLOGI Requests and FIP NPIV FDISC Requests having:

a)

both the Server Provided bit and the Fabric Provided bit set to zero;
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b) the Fabric Provided bit set to one, the Server Provided bit set to zero, and the MAC address field in the MAC
address descriptor not set to zero; or

c) the Server Provided bit set to one.

Rejections of FIP FLOGI Requests and FIP NPIV FDISC Requests are performed with the LS_R]T Reason Codes and
Reason Code Explanations specified in Table 52.

Table 52 - FIP Fabric login rejections

R

ReasonCode——

ar
(9 4v)ey

Error Condition (see FC-LS-3)

see FC-LS-3)

The
the
not

MAC addressing mode in
FIP FLOGI/FDISC Request is
supported.

MAC addressing mode not suppaorted

FIP Error (i.e., 20h) (i.e, 60h)

The|
the

aFI
incg
add

MAC address proposed in
MAC address descriptor of
P FLOGI/FDISC Request is
rrect for the requested
Fessing mode.

Proposed MAC address incorrectly

FIP Error (i.e., 20h) formed (i.e., 61h);

7.11.8.4.3 1
As specified

a) a FIP
descri

b) a FIP
descri

c) aFIP]
The LOGO d

NOTE 41 -
if it was en

The LOGO d

a) acom
reque

Fabric logout
in Table 51:

Fabric LOGO Request operation contains a LOGO" descriptor (see 7.11.7.3.10) and a MAC add|
ptor (see 7.11.7.3.3);

Fabric LOGO LS_ACC operation containsia LOGO descriptor (see 7.11.7.3.10) and a MAC addr
ptor (see 7.11.7.3.3); and

Fabric LOGO LS_R]JT operation contains a LOGO descriptor (see 7.11.7.3.10).
bscriptor shall be the first descriptor in the operation.

[n this way, the encapsulated Fibre Channel ELS results at an offset in the FIP PDU equal to the offset it would
apsulated in a FCoE PDU.

bscriptor shallcontain:

blete Fibre Channel frame content with a Fibre Channel Frame_Header (see FC-FS-4) and a Fabric L
5t _payload (see FC-LS-3), but without the CRC field (see FC-FS-4) for FIP Fabric LOGO Req

opera

ions;

ress

SEN)

have

DGO
liest

b)

a complete Fibre Channel frame content with a Fibre Channel Frame_Header (see FC-FS-4) and a Fabric

LOGO LS_ACC payload (see FC-LS-3), but without the CRC field (see FC-FS-4) for FIP Fabric LOGO LS_ACC
operations; or

c) a complete Fibre Channel frame content with a Fibre Channel Frame_Header (see FC-FS-4) and a Fabric
LOGO LS_RJT payload (see FC-LS-3), but without the CRC field (see FC-FS-4) for FIP Fabric LOGO LS_R]T
operations.

If de-instantiating a VN_Port to VF_Port Virtual Link, then the MAC address field in the MAC address descriptor of a
FIP Fabric LOGO Request and a FIP Fabric LOGO LS_ACC operation shall be set to the MAC address assigned to the
VN_Port that is being logged out.
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If de-instantiating a VN_Port to VN_Port Virtual Link, then the MAC address field in the MAC address descriptor of a
FIP Fabric LOGO Request and a FIP Fabric LOGO LS_ACC operation shall be set to the originating VN2VN_Port MAC
address.

A FIP Fabric LOGO operation shall be processed as the Fabric LOGO ELS specified in FC-LS-3. If no response to a FIP

Fabric LOGO Request is received within the ELS timeout value specified in FC-LS-3, then the Exchange resources
may be reused and the ABTS protocol (see FC-FS-3) shall not be used.

7.11.8.4.4 Exchange Link Parameters

A ades - Talal | i |
S SspecHrea T rapre o

a) a FIP ELP Request operation contains a ELP descriptor (see 7.11.7.3.11) and a MAC addréss deqgcriptor (see
7.11.7.3.3);

b] aFIP ELP SW_ACC operation contains a ELP descriptor (see 7.11.7.3.11) and a MAC address des¢riptor (see
7.11.7.3.3); and

c) aFIP ELP SW_RJT operation contains a ELP descriptor (see 7.11.7.3.11).
The [ELP descriptor shall be the first descriptor in the operation.

NOTE 42 - In this way the encapsulated Fibre Channel SW_ILS results at anoffset in the FIP PDU equal to the dffset it would
have if it was encapsulated in a FCoE PDU.

Th

[¢)

ELP descriptor shall contain:

a) acomplete Fibre Channel frame content with a Fibre Channel Frame_Header (see FC-FS-4) and a[ELP request
payload specifying R_RDY Flow Control (see FC-SW-6), but without the CRC field (see FC-FS-4)|for FIP ELP
Request operations;

b] a complete Fibre Channel frame coutent with a Fibre Channel Frame_Header (see FC-FS-4)|and a ELP
SW_ACC payload (see FC-SW-6), but'without the CRC field (see FC-FS-4) for FIP ELP SW_ACC op¢rations; or

c)] acomplete Fibre Channel frame-content with a Fibre Channel Frame_Header (see FC-FS-4) and a HLP SW_R]T
payload (see FC-SW-6), butwithout the CRC field (see FC-FS-4) for FIP ELP SW_RJT operations.

The|MAC address field inthe MAC address descriptor of a FIP ELP Request and a FIP ELP SW_ACC opg¢ration shall
be sgt to the MAC addreéss of the destination FCF-MAC or FDF-MAC.

A FIP ELP operation‘shall be processed as the ELP SW_ILS specified in FC-SW-6, ignoring the buffer-tq-buffer flow
control parameters.

7.11.8,5\FIP Keep Alive

As shown in Table 51, a FIP Keep Alive operation contains a MAC address descriptor (see 7.11.7.3.3) and zero or
one Vx_Port Identification descriptor (see 7.11.7.3.12).

ENode FIP Keep Alive operations (see 7.11.5.1) contains only a MAC address descriptor. VN_Port FIP Keep Alive
operations (see 7.11.5.1) contain a MAC address descriptor and a Vx_Port Identification descriptor.

ENode FIP Keep Alive frames shall have the originating ENode MAC address as the source address. The MAC address
field in the MAC address descriptor shall be set to the originating ENode MAC address.

VN_Port FIP Keep Alive frames shall have the VN_Port MAC address as the source address. The MAC address field in
the MAC address descriptor shall be set to the originating ENode MAC address. In the Vx_Port Identification
descriptor, the MAC address field shall be set to the VN_Port MAC address, the Address Identifier field shall be set
to the VN_Port N_Port_ID, and the Port_Name field shall be set to the VN_Port N_Port_Name.
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7.11.8.6 FIP Clear Virtual Links

7.11.8.6.1 De-instantiating VN_Port to VF_Port Virtual Links

The FCoE Controller of a VF_Port capable FCF-MAC or VF_Port capable FDF-MAC may de-instantiate one or more
VN_Port to VF_Port Virtual Links by transmitting a FIP Clear Virtual Links frame to an ENode MAC. As specified in
Table 51, this FIP Clear Virtual Links frame shall contain one MAC address descriptor (see 7.11.7.3.3), one
Name_Identifier descriptor (see 7.11.7.3.5), zero or more Vx_Port Identification descriptors (see 7.11.7.3.12), and
optionally a FIP Clear Virtual Links Reason Code descriptor (see 7.11.7.3.18).

The MAC addre tetd— e MACaddress—descripto rHtre—set—to—the MACorFBF-MACaddress—of the
originating FCF-MAC or FDF-MAC. The Name_ldentifier field in the Name_Identifier descriptor shall be sgt-tqg the
Switch_Namile of the originating FCF or FDF. The list of Vx_Port Identification descriptors, if present, shall corjtain
one descriptor for each VN_Port whose Virtual Link is to be de-instantiated. For each Vx_Port-Identificqtion
descriptor, the MAC address field shall be set to the VN_Port MAC address, the Address Identifier field shall bg set
to the VN_Pgrt N_Port_ID, and the Port_Name field shall be set to the VN_Port N_Port_Name. The FCoOE Controller of
a receiving ENode MAC shall ignore a Vx_Port Identification descriptor that does not match@ay of its instantipted
VN_Ports. The FIP Clear Virtual Links Reason Code descriptor shall contain a Reason Cede (see Table 48) apd a
Reason Code Explanation (see Table 49). The optional FIP Clear Virtual Links Reason Code descriptqr is
informationgl only (i.e., its presence in a received FIP frame shall not change the processing of the FIP Clear Vigtual
Links operation).

7.11.8.6.2 De-instantiating VE_Port to VE_Port Virtual Links

The FCoE Cpntroller for a VE_Port capable FCF-MAC may de-instafitiate a VE_Port to VE_Port Virtual Link by
transmitting a FIP Clear Virtual Links frame to a VE_Port capable EGE-MAC. As specified in Table 51, this FIP (lear
Virtual Links frame shall contain one MAC address descriptor (see‘7.11.7.3.3), one Name_Identifier descriptor|(see
7.11.7.3.5), ¢ne Vx_Port Identification descriptor (see 7.11.7¢3.22), and optionally a FIP Clear Virtual Links Re@son
Code descriptor (see 7.11.7.3.18).

The MAC address field in the MAC address descriptof:shall be set to the FCF-MAC address of the originating FCF-
MAC. The Ngme_Identifier field in the Name_Ildentifier descriptor shall be set to the Switch_Name of the origingdting
FCF. In the x_Port Identification descriptor, the.MAC address field shall be set to the remote FCF-MAC address, the
Address Ideptifier field shall be set to FFFFFDh, and the Port_Name field shall be set to the remote E_Port_Name.
The FIP Cledr Virtual Links Reason Code-descriptor shall contain a Reason Code (see Table 48) and a Reason (ode
Explanation|(see Table 49). The optionalyFIP Clear Virtual Links Reason Code descriptor is informational only/|(i.e.,
its presence(in a received FIP frame shall not change the processing of the FIP Clear Virtual Links operation).

7.11.8.6.3 De-instantiating VA Port to VA_Port Virtual Links

The FCoE Cdntroller for a-VA_Port/VE_Port capable FCF-MAC may de-instantiate a VA_Port to VA_Port Virtual Link
by transmit{ing a FIP.Clear Virtual Links frame to a VA_Port capable FDF-MAC. The FCoE Controller for a VA_Port
capable FDH-MAG-may de-instantiate a VA_Port to VA_Port Virtual Link by transmitting a FIP Clear Virtual Links
frame to a VA_Portcapable FDF-MAC or a VA_Port/VE_Port capable FCF-MAC. As specified in Table 51, this FIP (lear
Virtual Links frame sha ontain one MAC addre de into pp aone Name Identifier de ipto (See
7.11.7.3.5), one Vx_Port Identification descriptor (see 7.11.7.3.12), and optionally a FIP Clear Virtual Links Reason
Code descriptor (see 7.11.7.3.18).

The MAC address field in the MAC address descriptor shall be set to the FCF-MAC or FDF-MAC address of the
originating FCF-MAC or FDF-MAC. The Name_Identifier field in the Name_Ildentifier descriptor shall be set to the
Switch_Name of the originating FCF or FDF. In the Vx_Port Identification descriptor, the MAC address field shall be
set to the remote FCF-MAC or FDF-MAC address, the Address Identifier field shall be set to FFFFF9h, and the
Port_Name field shall be set to the remote A_Port_Name. The FIP Clear Virtual Links Reason Code descriptor shall
contain a Reason Code (see Table 48) and a Reason Code Explanation (see Table 49). The optional FIP Clear Virtual
Links Reason Code descriptor is informational only (i.e., its presence in a received FIP frame shall not change the
processing of the FIP Clear Virtual Links operation).
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7.11.8.7 FIP VLAN Request

As specified in Table 51, a FIP VLAN Request operation contains a MAC address descriptor and optionally a
Name_ldentifier descriptor (see 7.11.7.3.3). A FIP VLAN Request frame may be generated by an ENode MAC, an FCF-
MAC, an FDF-MAC, or a VN2VN ENode MAC.

If generated by an ENode MAC or a VN2VN ENode MAC, then the FIP VLAN Request frame shall have the FCF bit set
to zero and the MAC address field in the MAC address descriptor shall be set to the originating ENode MAC address.
If a Name_ldentifier descriptor is present, then the Name_Identifier field shall be set to the Node_Name of the
originating ENode.

If generated by an FCF-MAC or FDF-MAC, then the FIP VLAN Request frame shall have the FCF bit setd one and the
MA( address field in the MAC address descriptor shall be set to the originating FCF-MAC or FDE-MAC|address. If a
Nanje_ldentifier descriptor is present, then the Name_ldentifier field shall be set to the Switch_Name of the
orig|nating FCF or FDF.

7.11.8.8 FIP VLAN Notification

As specified in Table 51, a FIP VLAN Notification operation contains a MAC address descriptor (see 7.11.7.3.3) and
one jor more VLAN descriptors (see 7.11.7.3.15). A FIP VLAN Notification frame is generated by an FCF-MAC or a
FDF}MAC.

The[MAC address field in the MAC address descriptor shall be set to.the originating FCF-MAC or FDF-MAC address.
The|FCoE VID field of each of the FIP VLAN descriptors shall be sét to a VID over which the FCF-MAC pr FDF-MAC
supports FC-BB_E operations.

7.11.8.9 FIP VN2VN VLAN Notification

As dpecified in Table 51, a FIP VN2VN VLAN Notification operation contains a MAC address descriptor (see
7.11,7.3.3) and one or more VLAN descriptors (see 7.11.7.3.15). A FIP VLAN Notification frame is geherated by a
VN2VN ENode MAC.

The|MAC address field in the MAC address descriptor shall be set to the originating VN2VN ENode MAC address.
The|FCoE VID field of each of the FIP VEAN descriptors shall be set to a VID over which the Locally Uniqyie N_Port_ID
protocol may be used.

7.11.8.10 FIP Vendor Specific frames

FIP Vendor Specific framtes may be transmitted by ENodes, FCFs, and FDFs. As specified in Table 51, 4 FIP Vendor
Spedific frame shallinclude a Vendor_ID descriptor (see 7.11.7.3.14) as the first descriptor, followed by[one or more
additional descfiptors. An unknown received FIP Vendor Specific frame shall be discarded. An FC-BB_H device shall
not fequire the use of any FIP Vendor Specific frame in order to operate in accordance with this standgrd.

7.11.8:11 N_Port_ID Probe Request

As shown in Table 51, an N_Port_ID Probe Request operation contains a MAC address descriptor, a Name_Ildentifier
descriptor, and a Vx_Port Identification descriptor. The REC/P2P bit (see 7.11.7.2) in a N_Port_ID Probe Request
frame shall be set to one if the probed tentative Locally Unique N_Port_ID is a recorded one (see 7.11.6.4), otherwise
shall be set to zero.

The MAC address field in the MAC address descriptor shall be set to the ENode MAC address of the originating
VN2VN ENode MAC. The Name_Identifier field in the Name_Identifier descriptor shall be set to the Node_Name of
the originating ENode. In the Vx_Port Identification descriptor, the Port_Name field shall be set to the N_Port_Name
of the VN2VN_Port whose tentative Locally Unique N_Port_ID is being probed, the Address Identifier field shall be
set to the tentative Locally Unique N_Port_ID, and the MAC address field shall be set to the tentative VN_Port MAC
address.
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An N_Port_ID Probe Request is multicast (i.e., addressed to the All-VN2VN-ENode-MACs multicast address) and uses
the ENode MAC address as source address.

7.11.8.12 N_Port_ID Probe Reply

As shown in Table 51, an N_Port_ID Probe Reply operation contains a MAC address descriptor, a Name_ldentifier
descriptor, and a Vx_Port Identification descriptor. The REC/P2P bit (see 7.11.7.2) is not used by N_Port_ID Probe
Reply frames and shall be set to zero.

of the origii
originating

An N_Port_ I
descriptor o
address.

7.11.8.13 N

As shown
Name_Ident
descriptor.

The MAC ad
VN2VN ENo

lating VN2VN_Port, the Address Identifier field shall be set to the Locally Unique N_Porf ID" of

YN2VN_Port, and the MAC address field shall be set to the VN_Port MAC address of the otrigingti
VN2VN_Port.

D Probe Reply is unicast (i.e., addressed to the ENode MAC address provided-in’ the MAC address

f the multicast N_Port_ID Probe Request it is responding to) and uses the ENode MAC address as so

_Port_ID Claim Notification

n Table 51, an N_Port ID Claim Notification operation contains a MAC address descriptd
fier descriptor, a Vx_Port Identification descriptor, a VN2VN Attributes descriptor, and a Max FCoE

dress field in the MAC address descriptor shall be.set to the ENode MAC address of the origing

urce

r, a
Size

ting

de MAC. The Name_ldentifier field in the Name_{dentifier descriptor shall be set to the Node_Nanpe of

the originati

of the originpting VN2VN_Port, the Address Identifier field shall be set to the claimed Locally Unique N_Port_ID
the MAC address field shall be set to the associated VN:Port MAC address. The FC-4 Types and FC-4 Features f
of the VN2VN Attributes descriptor shall be set'teé’ the FC-4 Type and Features supported by the origing
VN2VN_Port. The Login Avoidance bit in the VN2VN Attributes descriptor shall be set to zero. The Max_FCoE|

field in the
FCoE traffic,

An N_Port_II
is set to zer

If the REC/F
multicast ad

7.11.8.14 N

As shown in

g ENode. In the Vx_Port Identification descriptor, the Port_ Name field shall be set to the N_Port_N|

ax FCoE Size descriptor shall be set to the maximum FCoE PDU size the ENode MAC intends to us

D Claim Notification is multicast and uses the ENode MAC address as source address. If the REC/P2
, then an N_Port_ID-Claim Notification is addressed to the All-VN2VN-ENode-MACs multicast add
2P bit is set to one;-then an N_Port_ID Claim Notification is addressed to the All-PT2PT-ENode-M
dress and is referred to as an N_Port_ID P2P Claim Notification.

_Port_ID Claim Response

Table-51, an N_Port_ID Claim Response operation contains a MAC address descriptor, a Name_Ident

ame
and
elds
iting
Size
b for

P bit
Fess.
ACs

ifier

descriptor, d

Vx Port Identification dpcr‘ripfnr a VUN2VN Attributes dr—\c(‘ripfnr and a Max ECoE Size dr—\c(‘ripfnr

The MAC address field in the MAC address descriptor shall be set to the ENode MAC address of the originating
VN2VN ENode MAC. The Name_Identifier field in the Name_Ildentifier descriptor shall be set to the Node_Name of
the originating ENode. In the Vx_Port Identification descriptor, the Port_Name field shall be set to the N_Port_Name
of the originating VN2VN_Port, the Address Identifier field shall be set to the Locally Unique N_Port_ID of the
originating VN2VN_Port, and the MAC address field shall be set to the VN_Port MAC address of the originating
VN2VN_Port. The FC-4 Types and FC-4 Features fields of the VN2VN Attributes descriptor shall be set to the FC-4
Type and Features supported by the originating VN2VN_Port. The Login Avoidance bit in the VN2VN Attributes
descriptor is set to one to indicate to the destination VN2VN_Port that a FIP FLOGI should not be performed with
the originating VN2VN_Port or set to zero to indicate to the destination VN2VN_Port that a FIP FLOGI may be
performed with the originating VN2VN_Port. The Max_FCoE_Size field in the Max FCoE Size descriptor shall be set
to the maximum FCoE PDU size the ENode MAC intends to use for FCoE traffic. The FIP_Pad field shall be used to

142 © ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=f897bbed7d99694b70f589761162e45b

ISO/IEC 14165-246:2019(E)

extend the FIP PDU to have a length that matches the minimum of the FCoE sizes supported by the two involved

VN2

VN ENode MACs.

An N_Port_ID Claim Response is unicast (i.e., addressed to the ENode MAC address provided in the MAC address
descriptor of the multicast N_Port_ID Claim Notification it is responding to) and uses the ENode MAC address as
source address. If the REC/P2P bit is set to zero, then an N_Port_ID Claim Response replies to a multicast N_Port_ID
Claim Notification, and the REC/P2P bit is set to zero in the response. If the REC/P2P bit is set to one, then an
N_Port_ID Claim Response replies to a multicast N_Port_ID P2P Claim Notification and is referred to as an N_Port_ID

p2p

7.11

As {
desd

The
VN2
the

N_P
of th
VN2

ANJ
zerg

is se
to as

7.12

FC-H

Claim Response, and the REC/P2P bit is set to one in the response.

-8-15 id i Olt lB Bea\,uu

hown in Table 51, a N_Port_ID Beacon operation contains a MAC address descriptor,.@\Nan
riptor, and a Vx_Port Identification descriptor.

MAC address field in the MAC address descriptor shall be set to the ENode MAC address of thg
VN ENode MAC. The Name_Identifier field in the Name_Identifier descriptor shall be set to the N
originating VN2VN_Port. In the Vx_Port Identification descriptor, the Port. Name field shall b

e originating VN2VN_Port, and the MAC address field shall be set to the VIN j)Port MAC address of th
VN_Port.

Port_ID Beacon is multicast and uses the VN_Port MAC address ds' source address. If the REC/P2]
then an N_Port_ID Beacon is addressed to the All-VN2VN-ENode-MACs multicast address. If the

L to one, then an N_Port_ID Beacon is addressed to the All-PT2PT-ENode-MACs multicast address an
an N_Port_ID P2P Beacon.

Timers and constants

B_E timers and constants are specified in Table 53.

Table .53 - FC-BB_E timers and constants

he_Identifier

originating
de_Name of
e set to the

prt_Name of the originating VN2VN_Port, the Address Identifier field shall be'set to the Locally Uniqyie N_Port_ID

b originating

bit is set to
REC/P2P bit
d is referred

Timer/Constant Value Description Reference

The value specified in the

FIP_TYPE 8914h Ethernet Type field for a FIP 7.11.7.1
PDU.
The value specified in the

FCoE_TYPE 8906h Ethernet Type field for an 7.10
FCoE PDU.
The value specified in the

FIP_FRAME_VER 0001b Version field for a FIP PDU. 7.11.71
The value specified in the

FCOE_FRAME_VER 0000b Version field for an FCoE PDU. 7.10

All-FCOE-MACs 01-10-18-01-00-00 | 1€ group address forall 7111
FCoE devices.

All-ENode-MACs 01-10-18-01-00-01 | L1e group address forall 7111
ENodes.

All-FCF-MACs 01-10-18-01-00-02 | |1 8roupaddressforall FCFs | 7 4 4
and FDFs.
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Timer/Constant

Value

Description

Reference

All-VN2VN-ENode-MACs

01-10-18-01-00-04

The group address for all
VN2VN ENodes.

7.11.1

All-PT2PT-ENode-MACs

01-10-18-01-00-05

The group address for all
PT2PT ENodes.

7.11.1

DEFAULT_FIP_PRIORITY

128

The default value specified in
the FIP Priority descriptor.

7.11.7.3.2

DEFAlULT_FC-MAP

0EFC00h

T}IC L‘ledu‘lL Vd‘luc fUl LIIC FC'
MAP field in a FIP FC-MAP
descriptor.

7.11.7.3.4

VN2VN-FC-MAP

0EFDOOh

The value used to construct
MAC addresses for the Locally
Unique N_Port_ID protocol.

7.4

ADV_[fOV

2 sec

The interval within which
solicited Discovery
Advertisements are
transmitted, if the FGFYor FDF
chooses so, upon‘reception of
a Discovery Solieitation.

7.11.3

FKA_ADV_PERIOD

The intefyal'in milliseconds
betweéen periodic Discovery
Advertisements and ENodes
FIP'Keep Alive frames.

The default value is 8 000.
Valid values are in the range
250 to 90 000.

7.11.3,7.11.5

FKA_YN_PERIOD

903sec

The interval between periodic
VN_Port FIP Keep Alive
frames.

7.11.5

PROBE_WAIT

100 ms

The interval used to probe
a Locally Unique N_Port_ID.

7.11.6.2

ANNQUNCE_WAIT

400 ms

The interval used to claim
a Locally Unique N_Port_ID.

7.11.6.2,
7.11.6.3

RATH_LIMIT_INTERVAL

10 000 ms

The interval between new
VN2VN ENode Locally Unique
N_Port_ID probes after
detecting greater than 10

7.11.6.2.1

LocallizUnigue N-Port 1D
J 1 - —

conflicts.

BEACON_PERIOD

8 000 ms

The interval between
N_Port_ID Beacons and
N_Port_ID P2P Beacons.

7.11.5.4,
7.11.6.2.2,
7.11.6.3.1

a) Thisvalue has been chosen as appropriate to keep the forwarding tables of intermediate Lossless

Ethernet bridges updated.
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7.13 FC-BB_E Link Error Status Block (LESB) definition

FC-FS-4 specifies a Link Error Status Block (LESB) to monitor link error statistics that are useful for problem
determination in Fibre Channel topologies. The LESB may be obtained from an FC-BB_E VN_Port using the Read
Link Error Status Block (RLS) ELS request (see FC-LS-3).

An FC-BB_E VN_Port or VF_Port that supports the LESB with the FC-BB_E format (see Table 22) shall provide this
LESB format in response to an RLS ELS request. If an FC-BB_E VN_Port or VF_Port that is the designated FC_Port of
an RLS request sequence does not support any of the fields specified in Table 54, then the recipient of the RLS
request sequence shall reply to the RLS request with an LS_R]T specifying a reason code of "Unable to perform
command rr—\qnpcf" (i e th) and a reason code pyp]qnnfinn of "Rpr}npcf not anpm‘fpd" (i e 7(‘h) (cpp FC-LS-3)_ A

subget of the counters in the LESB may be supported and any unsupported counters shall be set to Zerp.

Table 54 specifies the format for the FC-BB_E LESB that shall be used in response to an RLS request by an FC-BB_E
VN_Port or VF_Port.

Table 54 - FC-BB_E Link Error Status Block format

Bit 313(212|2]2(2(2]2]2|2(2|1]1f{1|f1|2]1|1f21|1])1
Word (1]0]9|8|7|6]5]|4(3|2|1]|0{9(|8]|7]|6(5(4|3]|2[1}0]|9]8|7|6]|5]4]|3[2]1]|0
0 Link Failure Count
1 Virtual Link Failur€.Count
2 Missing FIP Keep Alive or Discovery Advertisement Count
3 Symbol ErroryDuring Carrier Count
4 Errered Block Count
5 FraméCheck Sequence Error Count

The|Link Failure Count field indicates the“number of link failures detected through detection of physical link
trankitions (i.e., the number of times that the aMediaAvailable attribute (see IEEE 802.3-2012 subclause 30.5.1.1.4)
changes from the enumeration “available” to any other enumeration.

The|Virtual Link Failure Count field indicates the number of Virtual Link failures detected by the [Virtual Link
maifhtenance protocol.

The|Missing FIP Keep-Alive or Discovery Advertisement field indicates the number of missing Virtual Link
maintenance protocol’frames. A missing Virtual Link maintenance protocol frame is detected aft¢r 1.5 times
FKA| ADV_PERILOD-since the reception of the last Virtual Link maintenance protocol frame. For an ENode, the
Misging FIP Keep Alive or Discovery Advertisement field indicates the number of missing Discovery Advertisements.
For p VF_Port, the Missing FIP Keep Alive or Discovery Advertisement field indicates the number of{missing FIP
Keep Aliveframes from an ENode.

The Symbol Error During Carrier Count field indicates the number of reception errors at the PHY layer that occur
during frame reception. The detection procedure is dependant on media and link speed (see IEEE 802.3-2012
subclause 30.3.2.1.5).

The Errored Block Count field indicates the cumulative count of the events counted by the eight-bit errored blocks
counter (see IEEE 802.3-2012 subclause 45.2.3.14.4).

The Frame Check Sequence Error Count field indicates the number of Ethernet frames received that are an integral
number of octets in length and do not pass the FCS check (see IEEE 802.3-2012 subclause 30.3.1.1.6).
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7.14 Linkincidents definition

The Link Incident reporting procedure (see FC-LS-3) defines link incidents and corresponding incident codes that
are based on the Fibre Channel physical layer. A definition of FC-BB_E Link Incidents and their respective Incident
Code values (see Table 55) are based on the IEEE 802.3 physical layer and the FC-BB_E Virtual Link maintenance

protocol.

Bit-error rate thresholding (see FC-FS-4) defines error intervals as a time period during which Fibre Channel invalid
Transmission Words are recognized. For FC-BB_E devices an error interval is a time period during which one or
more error blocks (see IEEE 802.3-2012 subclause 45.2.3.14.4) are recognized.

Table 55 sp¢cifies the Link Incidents for FC-BB_E that shall be used in a RLIR ELS request by an FC-BB_E V)
VF_Port, or YE_Port.
Table 55 - FC-BB_E Link Incidents
Value Meaning
00h Reserved
Implicit incident: A condition, caused by an event known to have o¢curred within the
01h incident port, has been recognized by the incident port. The cordition affects the
attached link in such a way that it may cause a link incidentto be recognized by the
connected port.
Bit-error-rate threshold exceeded: The incident portthas detected that the Error
02h Interval Count equals the Error Threshold (see EC¢FS-4) where the Error Interval Count
is based on errored blocks (see IEEE 802.3-2012*subclause 45.2.3.14.4).
Link Failure - Loss-of-Signal: The aLoseMediaCounter has been incremented for
03h entering an aMediaAvailable state indicating anything other than a remote fault (see
IEEE 802.3-2012 subclause 30.5.1.1x4.and IEEE 802.3-2012 subclause 30.5.1.1.5).
Link Failure - Remote fault: The;alLoseMediaCounter has been incremented for an
04h aMediaAvailable state being entered indicating a remote fault (see IEEE 802.3-2012
subclause 30.5.1.1.4 and IEEE 802.3-2012 subclause 30.5.1.1.5).
0Sh Link Failure - Virtual Link failure: The incident port has detected a Virtual Link failure
using the Virtual Link maintenance protocol.
06h td FFh | Reserved
7.15 Distifibuted FCE-0perations
A Distributed FCF.operates as a Distributed Switch (see FC-SW-6), with the only difference that FIP discove

performed Before jnstantiating Virtual Links. This enables Controlling FCFs and FDFs to instantiate VA_Po
allliinks only with the discovered FDFs that are directly reachable and part of the FDF_Set (i.e., VA |

VA_Port Vir

Port,

Iy is
't to
Port

to VA_Port Virtual Links are not established with FDFs that are not part of the FDF_Set, see 7.11.4.4].
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Annex A
(informative)

FC-BB_GFPT Interoperability Guidelines

GFPT-specific interoperability guidelines

To
incl

a)
b

c)

sure interoperability, it is recommended that GFPT-specific implementations for FC-BB_GFPT de}vices should

de the option of:
using no optional Payload FCSs (see ITU-T Rec. G.7041/Y.1303);

using a null Extension Header (see ITU-T Rec. G.7041/Y.1303);

not propagating Client Signal Fail via Client Management Frames (see ITU-T\Rec. G.7041/Y.1303)); and

having the number of superblocks per GFPT frame not exceed twice thesminimum number of sup
GFPT frame as recommended in ITU-T Rec. G.7041/Y.1303.

erblocks per
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Annex B
(informative)

FCoE and FIP Frame Examples

B.1 Overview

An example

NOTE 43 -

148

format of an FCok frame is specified in Table B.1.

Table B.1 - FCoE frame format example

Bit|3|3|2]2|2]2|2]2(2]2(2]|2(1|1(21)1(2j1f2]1(1]1
Ward [1]10(9]8(7|6(5|4(3|2[1]0|9]|8|7|6|5]4|3|2]|1[0]|9]|8|7|6]|544]|3|2]|1]0
(MSB) Destination Address
1 (LSB) (MSB)
2 Source Address (LSB)
] IEEE 802.1Q Tag
4 Type=FCoE_TYPE Version Reserved
3 Reserved
d Reserved
Reserved SOF
§ (MSB)
e Encapsulated FC Frame (n words) (LSB)
n4{8 EOF Reserved
n49 FCS

Additional IEEE 802.4 defined tags may be present in an FCoE frame.
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Table B.2 - FIP frame format example

Bit|3|3|2]2|2]2|2]2|2]|2|2]|2(1|1(21]1(21j1(21]1|1]1
Word ([1]10(9|8[7]|6(5]|4(3]|2[1|0(9|8[7|6[5]|4[3]|2[{1|0{9|8[7|6[(5]|4(3]|2(1
0 (MSB) Destination Address
1 (LSB) (MSB)
2 Source Address (LSBJO\
3 IEEE 802.1Q Tag
4 Type=FIP_TYPE Version Reserved
5 (MSB)
i d Encapsulated FIP operation (n words) (LSB)
n+5 FCS _ N~

NOTE 44 - Additional IEEE 802.1 defined tags may be present in a FIP framé.
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Annex C
(informative)

Increasing FC-BB_E Robustness Using Access Control Lists

C.1 Overview

In Fibre Ch;
devices log
are attached
control over
may enforcg
types of ano

FCoE provides increased flexibility, but with this flexibility new challenges arise in assuring highly robust Fab

Specifically,
ENode and |

Equivalent 1
from an ENg
those ENodé
between an

Note that th
complete dij

A possible njethod of achieving this robustness is to ensure every ENode is physically connected to an FCF wit

intervening

Ethernet br
emulate a p
protocol hag
data facilita
independen

This annex
equivalent r
frames.

The particul
administrati

innel Fabrics, Fibre Channel switches are generally considered trusted devices. Fibre Channel
nto the switch to which they are attached before they may communicate with other end devices

end
that

to the Fabric. Given that Fibre Channel links are point-to-point, the Fibre Channel switch has.complete

the traffic an end device injects into the Fabric or is received from the Fabric. As a result;‘the sw
zoning configurations, ensure end devices are using their assigned addresses, and,pfevent vai
malous behaviors, both erroneous and malicious.

if Ethernet bridges exist between an ENode and an FCF, the point-to-point assurance between
CF is lost. Thus the FCF does not have the complete control that a Fibre €hannel switch has.

obustness between FCoE and Fibre Channel may be achieved by ensuring that all FCoE traffic to
de passes through an FCF and that if multiple ENodes access an*EEF through a single physical FCF
s use their assigned MAC addresses. Doing so, in effect, creates the equivalent of a point-to-point
ENode and FCF.

b above are necessary, but not sufficient, conditions\to‘ensure equivalent robustness. See annex D
cussion on achieving equivalent robustness.

Ethernet bridges, but in many deployments this is not practical.

dges commonly provide a featurecealled Access Control Lists (ACLs). Properly configured ACLs
oint-to-point link by providing, the traffic enforcement previously discussed. Furthermore, the
been designed to enable Ethetnet bridges to efficiently monitor FIP frames passing through them.
tes the automatic configuration of these ACLs. In addition, the automatic configuration is pos
of any other ACLs that may be in use in the network for other applications.

liscusses the ACEs,the required Access Control Entries (ACEs) within the ACL to provide FCoE

pbustness as Fibre Channel, and the process of generating these ACEs automatically by examining

ar set @f-ACEs to be used depend on the location of the port within the network and the traffic th
vely ‘eanfigured to pass through it. Figure C.1 illustrates a network along with the potential diffe

ritch
ious

rics.
the

and
bort,
link

for a

h no

may

FIP
This
ible

with
FIP

at is
rent

ACEs that an

e applicable.
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C.2.

The

featyires are available from a wide variety of Ethernet bridges.
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be f
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Bridge-to-Bridge Bridge-to-Bridge  FCF Port

Perimeter Port port case 2 port case 3 (no ACL or case
(see C.3) (see C.4.2) (see C.4.3) see C.4.2)
\ - Bridge - - Bridge :/\j Bridge o FCF

|

| m| N
Bridge-to-Bridge /
Perimeter Port or  port case 1 FCF | ( ENode ) ( ENode )

2|

— NON-r COE PoTt
(see C.3 or C.5)

(see€42)

Figure C.1 - Bridge port to ACE cross reference

Access Control Lists

Il ACL overview

implementation of ACLs is not standardized and specifics vary among Ethernet bridges. Howy{

eneral, an Access Control List consists of an ordered list of rales that determine whether a given f]
brwarded (i.e.,“permit”) or discarded (i.e.,“deny”). Each-rule is specified by matching bits within

fra

matfhes multiple patterns within the ACL, then the firstimatching ACE determines whether the frame
or denied. A default permit or deny may be specified‘in-the last entry to cover the case in which no pat

Most ACL implementations allow specification ‘of ACLs per bridge port and operate on frames as th
bridige using the ACL specified for the ingress;port (i.e., an ingress ACL). Some implementations may als
to frlames as they exit from the bridge (i.e},an egress ACL). For the purpose of this annex, all ACLs ard

bei

Itis

to the ENodes). The ACLs provided in this annex are intended to be applied to these ports. It is als(

congy
sugg

In agldition, ACL implementations vary in how deeply into a frame the patterns may be applied. For th

this
Ethd

Imp

e to a specified pattern. The pattern may require thatthe’bits are set to one, to zero, or to don’t ca

gress ACLs.

recommended that ACL protection be applied at the edge of the network (i.e., at the ports that con
truct ACLs that provide-a lower level of protection on bridge-to-bridge ports. This annex al
ested ACLs for thispurpose.

anney, it is{enly necessary to examine the Source and Destination MAC address fields, the VLAN

rnet Type fields. Most ACL implementations are capable of this.

ementations vary as to whether bridge learning is subject to the ingress ACL. This annex assume

bver, certain

rame should
the received
re. If a frame
is permitted
erns match.

ey enter the
b apply ACLs
assumed to

hect directly
possible to
so provides

e purpose of
tag, and the

5 that bridge

lear

hing' is thjm‘t to the ACI (ip if a frame is denied hy the ACI. its source address is not 1d

arned). For

implementations that learn source addresses of denied frames, a simple extension using Static Forwarding Entries

(see

IEEE 802.1D-2004) is discussed to provide equivalent functionality (see C.7).

C.2.2 ACL nomenclature

The exact method of specifying ACLs is implementation specific. A generalized nomenclature is used in this annex.
ACLs consist of an ordered list of access control entries. In general, an access control entry (ACE) has the form of:

[field = value],[field = value],...permit || deny;

The

last ACE may contain only the keyword “permit” or “deny” to cover the case that no ACEs match.
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The fields used in this annex are:

a)
b)
c)

d)

SApre

e)

VLAN:

Type; value of the Ethernet Tvpp field (1 a hifc)

DA: destination MAC address (48 bits);
SA: source MAC address (48 bits);

: 24 most significant bits of the Source MAC address (24 bits);

value of the VLAN field within the VLAN tag (12 bits); and

The followin
a) FIP_T)

b) FCoE |

FC-MAP is the 24-bit FPMA address prefix being used on the network (see 7.9).

“{FCFs}” rep
ACE is illust

C.3 Perin

C.3.1 Peri

The ACL de
connected t
additional s¢
In addition,
link failures

The followin
using ACEs:

a) enablg
b) ensur
ensur

c)

d) preve

g constants, defined in Table 53, are used:
'PE; and

TYPE.

rated using this set. In general, multiple ACEs may be required to represent all the members of the

neter ACL construction

meter ACL construction overview
cribed in this subclause should be used at the perimeter of the network. This includes bridge g
b ENodes and unconnected bridge ports. It{may also be used on bridge to bridge ports to pro
bcurity in depth; however, doing so in certain deployments may exceed the ACEs capacity of the br
Heploying this ACL on bridge-to-bridge.ports may limit the network ability to autonomously respof
See C.4 for additional options to address these issues on bridge-to-bridge links.

g are the requirements of the”ACL and the subclauses that describe how these requirements are

transmission of FIPframes from ENodes to FCFs (see C.3.2);
e that FIP frames from ENodes may only be addressed to FCFs (see C.3.2);
e no end device uses an FCF-MAC address as its source (see C.3.3);

nt transmission of all FCoE frames from an ENode prior to its successful completion of FIP FLOGI

resents the set of FCF-MAC addresses that a given ENode is allowed td.€onnect. For simplicity, a single

set.

orts
vide
dge.
dto

met

(see

C3.4)

the ones assigned by the FCF to that ENode (see C.3.5);

traffic

g)

(see C.3.5) and FIP traffic (i.e., VN_Port FIP Keep Alive frames); and

addressed to the accepting FCFs (see C.3.5).
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after successful completion of FIP FLOGI, ensure that only the FCoE source addresses used by an ENode are

after successful completion of FIP FLOGI, ensure that the assigned FCoE source address is only used for FCoE

after successful completion of each FIP FLOGI or FIP NPIV FDISC, ensure that FCoE frames may only be
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These ACEs are constructed such that if they are inserted prior to any other non-FCoE and non-FIP related ACEs
that may be in use, they do not conflict with those ACEs. In addition, these ACEs are constructed such that they do
not inhibit non-FCoE and non-FIP traffic (i.e., traffic that does not contain the FCoE or FIP Ethernet Type value and
does not utilize an FCoE source MAC address)

C.3.2 FIP frame transmission

An ENode is allowed to send FIP frames to FCFs, and only to FCFs. These frames may be addressed to a specific FCF,
or to the All-FCF-MACS group address. ACEs that accomplish this are:

ALl RO DA P_TEUDER e

D4
D4
Ty
N
C.3.

An B
lear]

SA

C.3.
of F

ENo
are

Ty
C.3.

Afte]
the

SA

For
inse

C.3.

Dup

A — Al Ul lvlﬂCD, T_ypc - FI[_I | 9 W MY PCI IITIL,

\ = {FCFs}, Type = FIP_TYPE, permit; (see note 45)

pe = FIP_TYPE, deny;

TE 45 - This ACE also allows VN_Port FIP Keep Alive frames.

B Prevention of the transmission of frames using an FCF-MAC address forthe source addre¢

Node is not allowed to transmit frames using an FCF source address. This is necessary to prey
hing and FCF impersonation attacks. The ACE that prevents this is:

= {FCFs}, deny;

I  Prevention of frames using FCoE Type or FCoE source addresses prior to successful com]
P FLOGI

des are not permitted to send any FCoE frames prior to the successful completion of FIP FLOGI.
dentified by the Type field being equal to FCoE_TYPE. The ACE to accomplish this is:

pe = FCoE_TYPE, deny;
b Enabling traffic after successful.completion of FIP FLOGI or FIP NPIV FDISC

I successful completion of FIP FLLOGI, FCoE traffic between the ENode and the FCF that accepted the
issigned VN_Port MAC addre$s-is enabled. The following ACE accomplishes this:

= assigned VN_Port MAC‘address, DA = FCF-MAC address, Type = FCoE, permit;

proper operation these ACEs are inserted anywhere prior to those in C.3.4 and it may be convenig
It these at the.top of the ACL.

b Prevention of duplicate VN_Port MAC addresses

SS

ent address

pletion

FCoE frames

FLOGI using

nt to simply

icate VN_Port MAC addresses within a FC-BB_E network may lead to various catastrophic failur

s, including

und

etected corrupfion ol data, denial or service, and undetected interception of data. Duplicate V

N_Port MAC

addresses may occur due to network configuration issues and malicious entities on the network. Duplicate VN_Port
MAC addresses may be prevented with the use of FPMAs and the appropriate use of ACEs.

With FPMAs, it is possible to identify all VN_Port MAC addresses. The following ACE causes a bridge port to discard

any

frame with a source address equal to a VN_Port MAC address:

SAPre = FC-MAP, deny;

This

entry should be in place in the ACL after the entries specified in C.3.5.
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