INTERNATIONAL ISO/IEC
STANDARD 13888-3

Third edition
2020-09

Information security — Non-
repudiation —

Part 3:
Mechanisms using dsymmetric
techniques

Sécurité de l'informatién — Non-répudiation —

Partie 3: Mécanismes utilisant des techniques asymétriques

Reference number
ISO/IEC 13888-3:2020(E)

© ISO/IEC 2020


https://iecnorm.com/api/?name=d7f56251d8d8a81fc867696ea7f7279f

ISO/IEC 13888-3:2020(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2020

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 e Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org

Published in Switzerland

ii © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=d7f56251d8d8a81fc867696ea7f7279f

ISO/IEC 13888-3:2020(E)

Contents Page
FOT@WOTIT ... iv
DB O@UICEION ... v
1 S0P ... 1
2 Normative references
3 Terms and definitions
4 Symbols
5 REQUITEIMEIIES .......oooccccooieceieessssees sy s 3
6 Trusted third party involvement ... e, 3
7 DiIGItAl SIGIMATUIES ..ot et e 4
8 Use of non-repudiation tokens with and without delivery authorities..............e. 4
9 Evidence produced by the end entities ... N,
9.1 (T3 1<) - OSSO (0 SO
9.2 Non-repudiation 0f OTIGIN ... A s
9.2.1  Non-repudiation of origin token.................
9.2.2  Mechanism for non-repudiation of origiu-
9.3 Non-repudiation of delivery ... iy
9.3.1 Non-repudiation of delivery tokend,.."..............
9.3.2  Mechanism for non-repudiationfoy delivery
10 Evidence produced by a delivery authority... ... e 8
L0005 4 ) =Y O OSSN S 8
10.2  Non-repudiation of SUDMISSION (... 8
10.2.1 Non-repudiation of submission token.................... .8

10.2.2 Mechanism for nopn=repudiation of submission... .9
10.3  Non-repudiation Of traNSPOTE. ... eseeseeeseeee oo 9
10.3.1 Non-repudiation of transSpPort tOKEN ..., 9
10.3.2 Mechanismifor non-repudiation of transSPort. ... 10
11 Mechanisms to ensure that an NRT was signed beforeatime t............onn 11
T1oT GEIETAL ot
11.2 Mechanismising a time-stamping service
11.3  Mechanism using a time-marking SEIVICe. ...

BIDIiDGIaP Y . ... 0t e e 13

© ISO/IEC 2020 - All rights reserved iii


https://iecnorm.com/api/?name=d7f56251d8d8a81fc867696ea7f7279f

ISO/IEC 13

888-3:2020(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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Introduction

The goal of the non-repudiation service is to generate, collect, maintain, make available and validate
evidence concerning a claimed event or action in order to resolve disputes about the occurrence or non-
occurrence of the event or action.

Such
This

evidence can be produced either directly by an end entity or by a trusted third party.

document only addresses the following non-repudiation services:

— non-repudiation of origin;

— non-repudiation of delivery;
— non-repudiation of submission;
— 1lon-repudiation of transport.

Non-repudiation mechanisms involve the exchange of non-repudiation tokens specific f

repu

signaftures and additional data. Non-repudiation tokens are stored a§mon-repudiation infg
are uped subsequently in the event of disputes.

Addifional information is required to complete the non-repudiation token. Depending

repu
appli

—e

—

—n

Non-repudiation can only be provided“within the context of a clearly defined securit

a pa
1SO/I

ron-repudiation token was recorded béfore a given time.

iation service. The non-repudiation mechanisms defined in this document consi

Cation operates, that additional information takes oné of the following two forms:

hformation provided by a time-stamping authority which provides assurance that the
he non-repudiation token was created before a'given time;

hformation provided by a time-markingservice which provides assurance that the sig

[ticular application and itsxlegal environment. Non-repudiation policies are ¢
FC 10181-4.

br each non-
st of digital
rmation and

on the non-

iation policy in effect for a specific application and the legal environment within which the

signature of

hature of the

y policy for

lescribed in
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INTERNATIONAL STANDARD ISO/IEC 13888-3:2020(E)

Information security — Non-repudiation —

Part 3:
Mechanisms using asymmetric techniques

1 Scope

This | document specifies mechanisms for the provision of specific, communicgtion-related,
non-flepudiation services using asymmetric cryptographic techniques.

ormative references

llowing documents are referred to in the text in such a way that some or all of their content
consfitutes requirements of this document. For dated references, only the edition cited|applies. For
undafed references, the latest edition of the referenced document-(inicluding any amendments) applies.

ISO/IEC 9796 (all parts), Information technology — Security~techniques — Digital signature schemes
giving message recovery

ISO/IEC 13888-1, Information technology — Security teghniques — Non-repudiation — Part |I: General
ISO/IEC 14888 (all parts), IT Security techniques —-Bigital signatures with appendix

ISO/IEC 18014-1, Information technology —.Sécurity techniques — Time-stamping services — Part 1:
Framework

C 29192-4, Information technology-— Security techniques — Lightweight cryptograppy — Part 4:
nisms using asymmetric techniques

3 Terms and definitions
For the purposes of thisi'document, the terms and definitions given in ISO/IEC 13888-1 and the
following apply

ISO apd IEC maintain terminological databases for use in standardization at the following addresses:

— [P0 Online.browsing platform: available at https://www.iso.org/obp

— [EGElectropedia: available at http://www.electropedia.org/

3.1

time-marking service

service providing evidence that a hash code together with an identifier of a hash-function have been
recorded before a certain point in time

3.2
time-stamping service
service providing evidence that a data item existed before a certain point in time

© ISO/IEC 2020 - All rights reserved 1
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4 Symbols

S O W o

claimed message originator
message recipient or the intended message recipient
Trusted third party

ith delivery authority, a trusted third party (1<i<n, where n is the number of
delivery authorities in the system)

fi

ID,, IDg, I, ID

CI

Imp(y)

NRDT
NROT
NRST
NRTT

Pol

SIGy(m)

data i L£] A WE-Pps H 43 ot £ diots H 3 ££ £ L 3
Uudid LCT 11T Lllas) lllul\,atllls CIIT Ly lJC Ul T1IUIII Cpuuxauuu OCIT VILU ITIT CTITTUU Ll - Lorl-

gin, delivery, submission, transport})
distinguishing identifiers of the entities 4, B, C and D,

imprint of data y, consisting of either y or the hash-code of y together with dn
identifier of the hash-function being used

message which is sent from entity A to entity B in respect of which non-repyidia-
tion services are provided

non-repudiation of delivery token
non-repudiation of origin token
non-repudiation of submission token
non-repudiation of transport token

distinguishing identifier of th&hon-repudiation policy (or policies) which applies
(apply) to the evidence

optional data item that'may contain additional information, e.g., the
distinguishing identifiers of the message m, signature mechanism, or
hash-function

signed message generated on data m by entity X using its private key

date and\time that the i th type of event or action took place (i is the index of
events or actions, i €{1, 2, 3, 4})

NOTE The date and time can be represented according to ISO 8601 (all parts)| The
date and time can be obtained by using a time source, as specified in ISO 14641.

date and time when the evidence was generated

text;

XY
W 2)

optional data item that may contain additional information, e.g., a key identifier
and/or the message identifier (i €{1, 2, 3, 4, 5, 6})

variables used to indicate entity names

result of the concatenation of y and z in that order.

When concatenating data items, an appropriate encoding shall be used so that
the individual data items can be unambiguously recovered from the concatenat-
ed string

© ISO/IEC 2020 - All rights reserved
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Depending on the basic mechanism used for generating non-repudiation tokens, and independent of the
non-repudiation service supported by the non-repudiation mechanisms, the following requirements
hold for the entities involved in a non-repudiation exchange in this document.

The signature key belonging to an entity shall be kept secret by that entity.

The entities of a non-repudiation exchange shall trust any TTP involved in the exchange.

An agreed way of obtaining an imprint of data shall be supported by all entities in the non-

repudiation service. The identity function or a collision-resistant hash-function as defined in

[

o S|

H
i

(miliwul

—

%)

6

50/1EC 10118 (all parts) shall be used for this purpose.

he digital signature mechanism used shall satisfy the security requirements specifie
epudiation policy.

rior to the generation of evidence, the evidence generator shall know whi¢hhon-repud
b acceptable to the verifier(s), the kind of evidence that is required and-the set of mecl

dre acceptable to the verifier(s).

ither the mechanisms for generating or verifying evidence shall be available to tH
he particular non-repudiation exchange, or a trusted authérity shall be available to
hechanisms and perform the necessary functions on behalf of the evidence requester.

ither the evidence generator or the evidence verifier needs to use a time-stamping
me-marking service.

he mechanisms in this document require that:the digital signatures are certificate-I
ignatures. Identity-based digital signaturesare not permitted.

‘rTusted third party involvement

Trustled third parties are involvedin the provision of non-repudiation services, their

depel
more|

A
1

—

t

T
s

1ding on the mechanisms usedvand the non-repudiation policy in effect. A TTP may
of the following roles.

delivery authority is trusted to deliver the message to the intended recipient and td
on-repudiation of submission or non-repudiation of transport token.

he use of asymmeétric cryptographic techniques may require the involvement of a TTP
he authenticity of the public verification keys, as described, for example, in ISO/IEC 9

he non-repudiation policy in effect may require that the evidence is generated par
y a T'TP.

A

1 by the non-

iation policy
hanisms that

e entities of
provide the

service or a

based digital

precise role
hct in one or

provide the
to guarantee

94-8.

ly or totally

e that a non-

r

r

time-stamping token issued by a time-stamping authority may also be used to ensun
epudiation token remains valid.

epudiation token was recorded before a given time.

there is a dispute.

A time-marking authority may be involved to provide assurance that the signature of a given non-

An evidence recording authority may be involved to record evidence that can later be retrieved if

Trusted third parties may be involved to differing degrees in the various phases of the provision of
a non-repudiation service. When exchanging evidence, the parties shall know, or agree, which non-
repudiation policy is to be applicable to the evidence.

© ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=d7f56251d8d8a81fc867696ea7f7279f

ISO/IEC 13888-3:2020(E)

7 Digital signatures

For the mechanisms specified in this document, non-repudiation tokens are created using SIGs. The
digital signature technique used to generate these SIGs shall conform to ISO/IEC 9796 (all parts),

ISO/IEC 148

88 (all parts) or ISO/IEC 29192-4.

The public key to be used to verify a signature shall be included in a public key certificate. This
certificate shall include a time period indicating the period during which the CA handles the revocation
status of the certificate.

A signature from an NR token shall be verifiable at least during the validity period of the certificates

to be used towalidate the pnhlir verification kev used to Vprify the signature, and also once the va

lidity

period of thgse certificates has expired. In order to achieve this goal, the use of either a time-star

service or a

11 should bg used to guarantee that the non-repudiation token remains valid once the certificate
used to verifly the signature of the NR token has expired, or if that certificate is revoked.

8 Useof

The use of mon-repudiation tokens in the case where delivery authorities are not used is shoy
Figure 1. Mdchanisms adhering to this model are specified in Clause 9. Fhe'use of a TTP C to gen
NROTs and NRDTs is optional in this particular instance of the non-repudiation services.

time-marking service is necessary (see Clause 11). The mechanisms described~inr O

non-repudiation tokens with and without delivery authorities

Figure 2 sh
delivery aut

Trusted Third Party C
(optional)
m NRDT
NROT m;Imprint of NROT
m, NROT
Originator 4 P ] Recipient B
NRDT

Figure 1+="Use of non-repudiation tokens without a DA

i:ws the use of ‘the four types of non-repudiation tokens in the case where third
orities are'used. Mechanisms adhering to this model are specified in Clause 10.

nping
lause
to be

vn in
erate

party

Originator A Recipient B
T x
NRST Pom NRTT -
m m m
D1 peesseeeeeeeedd » D, [ IR » D,
< ~— —
NRST NRST NRST

Figure 2 — Use of non-repudiation tokens with DAs
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9 Evidence produced by the end entities

9.1 General

The non-repudiation mechanisms specified in this clause allow for generation of evidence for non-
repudiation of origin and delivery without the participation of a third party delivery authority. It is
assumed that entity A wishes to send a message m to entity B, and thus is the originator of the non-
repudiation transfer. Entity B is the recipient.

It is assumed that entity A knows its own public key certificate and associated private key, entity B
knows its own public key certificate and associated private key, and that the corresponding public key
certificates are available to all the entities concerned.

If trusted third party C is involved (optional), C shall keep all NROTs generated and-recorgl whether or
not epich NROT is used to generate an NRDT.

Two dlifferent mechanisms for non-repudiation are described.
9.2 |Non-repudiation of origin

9.2.1f Non-repudiation of origin token

An NROT is used to provide protection against the originator’s false denial of having oyfiginated the
messpge.

The NROT is:

— generated by the originator A of the message.nt(or by authority C);

— sent by A to the recipient B;

— sfored by the recipient B after B has yérified the NROT using A’s public key certificate.
The gtructure of the NROT NROT is;

OT = (texty, z1, SIG4(24))

wherp z; = (Pol,forigin, D35 IDg, D, Tg, T;, Q, Imp(m)).
The data string z; within an NROT consists of the following data items:

Pol the distinguishing identifier of the non-repudiation policy (or policies) which applies to
the evidence,

Joristn a flag indicating non-repudiation of origin,

D, the distinguishing identifier of the originator of the message m, e.g. an e-mail address,

IDg the distinguishing identifier(s) of the intended recipient(s) of the message m (optional),
e.g. an e-mail address,

ID, the distinguishing identifier of the authority involved (optional): if the token is gener-
ated by authority C then this data item is mandatory and the signature SIG4(z,) in the
NROT NROT should be replaced by SIG(z,),

T, the date and time, according to the token generator, at which the token was generated,

© ISO/IEC 2020 - All rights reserved 5
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the date and time, according to the originator, at which the message m was sent (optional),

an optional data item that may contain additional information, e.g., the distinguishing
identifiers of the message m, signature mechanism and/or hash-function, and informa-
tion regarding certificates and the validity of public keys,

the imprint of data m, consisting of either m or the hash-code of m together with an
identifier of the hash-function being used.

9.2.2 Mechanism for non-repudiation of origin

The NROT

Transaction — From entity A to entity B

a) Iftruste
1) Aas
2) Cre
3) Cfo
4) Cse
5) Are
Otherwi
b) A sends
B checks
— the
— the

Ifitis vg

9.3 Non-flepudiation of delivery

9.3.1 Nontrepudiation.of-delivery token

An NRDT is
recognized t

OT is generated by the message originator A and sent to the message recipient B.

d third party C is involved (optional):
ks C to generate an NROT NROT for message m;
ceives the message m and checks the validity of the request for an NROT;

'ms NROT as specified in 9.2.1;

hds NROT to A and retains a copy;

ceives NROT from C.

se, A forms NROT as specified in 9.2.1.

IVROT (together with message m) to B.

the validity of NROT and its contents by checking:
fypes and values of data items in NROT, and
alidity of the signature in NRQT:

lid, NROT is saved as evidence for non-repudiation of origin.

used te~provide protection against the recipient’s false denial of having received and
he conterit of the message m.

The NRDT N|RTD is:

— generated by the recipient B (or authority C);

— sent by B to one or more entities including the message originator 4, if known;

— stored by these entities after 4 has verified the NRDT by using B’s (or by authority C’s) public key
certificate.

The structure of an NRDT NRDT is:

NRDT = (textz, Zz, SIGB(ZZJ)

where z, = (POI'fdelivery' ID,, IDg, ID,, Tg, T,, Q, Imp(m)).

The data stri

6

ing z, within an NRDT consists of the following data items:

© ISO/IEC 2020 - All rights reserved
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Pol the distinguishing identifier of the non-repudiation policy (or policies) which applies to
the evidence,

Jaelivery @ flagindicating non-repudiation of delivery,

D, the distinguishing identifier of the entity that is claimed by B to be the originator of the
message m (optional), e.g. an e-mail address,

IDg the distinguishing identifier of the recipient of the message m, e.g. an e-mail address,

ID, the dlstmgulshmg identifier of the authorlty involved (optlonal) if the token is gener-

| £l £l o | Jd 1. h
GLCU U_y dautliivul ll,_y LA LIITIT LIS LlaLCl lLClll lD ulauuau.u_y dallu LIic olsual.uu < JIUB ZZ ln t e

NRDT NRDT should be replaced by SIG(z,),

the date and time, according to the token generator, at which the token was|generated,

9
T> the date and time, according to the recipient, at which the message m was r¢ceived
(optional),
) an optional data item that may contain additional information, e.g., the dist{nguishing

identifiers of the message m, signature mechanism and/or hash-function, and
information regarding certificates and the validityef public keys,

Imp(m) the imprint of data m, consisting of either m ot the hash-code of m together with an
identifier of the hash-function being used.

9.3.2] Mechanism for non-repudiation for delivery

The NRDT NRDT is generated by the message recipient B and sent to the message originator A after B
has rgceived the message m.

Tranjsaction 1 — From message originatorA to message recipient B

A senlds the message m and a requestfor an NRDT to B.

Transaction 2 — From entity Bto entity A

a) Hreceives the message.m-and checks the validity of the request for an NRDT.
b) Iftrusted third party-C is involved (optional):

1) B sends either m or (m, Imp(NROT)) (if A sent NROT with m and if NROT was generpted by C) to
C and asks it to generate an NRDT for message m;

) Creceives m (and, optionally, Imp(NROT)) and, if present, checks that NROT was generated by C
and that NRDT corresponding to the imprint of NROT has not previously been gengrated. If this
eheck fails, C rejects the request for an NRDT;

3) C forms NRDT as specified in 9.3.1 and records that the specific NROT was used to generate
an NRDT;

4) (Csends NRDT to B;
5) Breceives NRDT from C.
Otherwise, B forms NRDT as specified in 9.3.1.
c) Bsends NRDT to A.
1) A checks NRDT and its contents by checking:

— the types and values of data items in NRDT; and

© ISO/IEC 2020 - All rights reserved 7
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the validity of the signature in NRDT.

If it is valid, the NRDT NRDT is saved by A as evidence that B has received the message m.

10 Evidence produced by a delivery authority

10.1 General

Clause 10 specifies a number of additional mechanisms in which evidence is produced by trusted delivery
authorities as part of a non-repudiation process. Such mechanisms may be incorporated into the basic

mechanism

abs o s rall O a| 4 RN ) H . Aol 1 41 . 1
SPTLINICTU TIT LIAUST JIIT UTUTT TU HTICTT LT TTUUITTIHITIITS UTTINITU Uy LT STLULILY PUILIL Y.

The terms sybmission/transport are used where a delivery authority issues NRSTs and NRTTs:

An NRS]

" allows the originator or the preceding delivery authority to obtain evidence‘that a me

has been submitted for transportation in a store and forward system.

An NRT
authorit

[ allows the originator to obtain evidence that a message has been delivered by a de
y to the intended recipient.

10.2 Non-fepudiation of submission

10.2.1 Non

In this mech
case is the d
.., n-1) has §
authority Yl
been submit

NRST is:
— generate
— sentby

— stored b
The structuf

NRST = (

where z; = (}

Following th

trepudiation of submission token

anism, an NRST NRST is created by a delivery guthority. The evidence generator iI
plivery authority. When the originator or a preceding delivery authority X (A or D;, i 6
ent a message m to the delivery authority Y (Dj or D;,4, respectively) and after the de
as received the message m, Y sends NRST t¢ X. This provides evidence that the messag
ted for onward delivery.

d by the delivery authority Y;

to X (the message originator A or a preceding delivery authority D));
y X after X has verified the NRST using Y’s public key certificate.

e of NRST sent from D, to D; is:

Fexts, Z3, SIG. Dy (z3))

DO['fsubmission' IDA ) IDB ) Dl’ Dz, ey Dl’ Di+1’ Tg, T3, Q, Imp(m))-

ssage

ivery

h this
{12,
ivery
e has

e\name of the recipient, the names of the involved delivery authorities are listed i

n the

order in wh
data items:

Pol

fsubmission

D,

ID,

the distinguishing identifier of the non-repudiation policy (or policies) which ap
to the evidence,

a flag indicating non-repudiation of submission,

ch message m is delivered. The data string z; within an NRST consists of the following

plies

(optional) the distinguishing identifier of the originator of the message m, e.g. an

e-mail address, whose validity may or may not have been verified by C,

the distinguishing identifier of the intended recipient of the message m, e.g. an e-mail

address,
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D; DA, a TTP (1<i<n, where n is the number of DAs involved in the transfer of m),

T, the date and time, according to the token generator, at which the token was generated,

T, the date and time, according to the token generator, at which the message m was
submitted,

Q an optional data item that may contain additional information, e.g., the distinguish-
ing identifiers of the message m, signature mechanism and/or hash-function, and
information regarding certificates and the validity of public keys,

1p1p (lll) the ilupl trof-data un Luuoiotius ofetther1rorthehasheodeof-1 tusctl er with an
identifier of the hash-function being used.

10.2.2 Mechanism for non-repudiation of submission

In th¢ first transaction of this mechanism, a sending entity X (4 or D, 1<isns1)sends a mgssage m to a
delivery authority Y (D, or D;,4, respectively) for onward delivery. In the sée€end transactipn, the NRST
NRST|is sent from the delivery authority Y to the entity X. Non-repudiation-of submission i$ established
in thg second transaction.

Transaction 1 — From entity X to delivery authority Y

X sen

Tranjsaction 2 — From delivery authority Y to entity X

a) Y
b) ¥

Entit

—

—

If it ig
was S

10.3

[l Non-repudiation of transport token

ds the message m and a request for an NRST to Y.

forms NRST as specified in 10.2.1.

sends NRST to X.

y X checks NRST and its content by checking;
he types and values of data items<in*NRST; and
he validity of the signature in NRST.

valid, the NRST is saved by X as evidence for non-repudiation of submission (i.e. that
ubmitted).

Non-repudidtion of transport

RTT(NRTT is used by the message originator as evidence that the message m has beg

the message

en sent to B
this case is

final dellvery authorlty in the dellvery authorlty chaln The ev1dence generator it

ery authorities

X (A or D 1<1<n -1) has senta message m to the dellvery authorlty Y [D1 or D1+1' respectlvely) and after
the last dellvery authority D, has received the message m, D, transfers the message m to the recipient
B and also sends NRTT to the originator A of the message m. This provides evidence that the message m

has b

een transferred to B.

NRTT is

— C

— S

— S

reated by the delivery authority D,,
ent by D, to the message originator 4,

tored by A after A has verified it using D,’s public key certificate.
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The structure of NRTT sent from D, to A is:

NRTT = (texty zy, SIGDH (z4)),

where

24 = (PO, firansporv 1Dy, IDg, Dy, Dy, ..., Dy, Ty, Ty, Q, Imp(m)).

Following the name of the recipient, the names of involved delivery authorities are listed in the order in
which message m is delivered. The data string z, within an NRTT consists of the following data items:

Pol

ftranspor

D,

Imp(m)

10.3.2 Mec

In the first t
a delivery a
message m i
and sent to 4
third transa

hanism for non-repudiation of transport

ransaction of this-mechanism, a sending entity X (4 or D, 1<isn-1) sends a message
ithority Y (Dy or D,,,, respectively) for onward delivery. In the second transactiol

sent fromD;; to the recipient B. In the third transaction, the NRTT NRTT is generated
ntity A, the originator of the message m. Non-repudiation of transport is established
Ction.

Transaction 45+ From entity X to delivery authority Y

the distinguishing identifier of the non-repudiation policy (or policies) which app
to the evidence,

a flag indicating non-repudiation of transport,

(optional) the distinguishing identifier of the originator of the message m, e.g. an
e-mail address, whose validity may or may not have been verifiéd by C,

ies

the distinguishing identifier of the intended recipient of thé4nessage m, e.g. an e-fnail

address,
DA, a TTP(1<isn, where n is the number of DAs involved in the transfer of m),
the date and time, according to the token generator, at which the token was gener

the date and time, according to the token-generator, at which the message m was
delivered,

an optional data item that may contain additional information, e.g., the distinguis

ated,

hing

identifiers of the message m, signature mechanism and/or hash-function, and infgr-

mation regarding certificates aid the validity of public keys,

the imprint of data m, conSisting of either m or the hash-code of m together with 3
identifier of the hash-furiction being used.

in

m to
n, the
by D,
n the

X sends the message m to Y.

Transaction 2 — From delivery authority D, to entity B

D, sends the message m to B.

Transaction 3 — From delivery authority D, to entity A

a) D, forms NRTT as specified in 10.3.1.

b) D, sends NRTT to A.

c) Achecks NRTT and its content by checking:

— the types and values of the data items in NRTT; and

10
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