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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology, |

International
The main ta
Standards ad

an Internation

Attention is d
rights. ISO ar

ISO/IEC 138

Subcommittep SC 27, IT Security techniques.

This second
revised to ren

ISO/IEC 1388
techniques —

Part 1: G

Part 2: M

Part 3: M

ernmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inforn
50 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives}-Part 2.

5k of the joint technical committee is to prepare International Standards. Draft Interna
opted by the joint technical committee are circulated to national bodies for.yoting. Publicat

rawn to the possibility that some of the elements of this document'may be the subject of

hove ambiguity in the definitions of mechanisms.

al Standard requires approval by at least 75 % of the national bodies gasting a vote.

d IEC shall not be held responsible for identifying any or all sueh-patent rights.

8-3 was prepared by Joint Technical Committee ISONEC JTC 1, Information techn

hation

tional
on as

patent

plogy,

dition cancels and replaces the first edition (ISOAEC 13888-3:1997), which has been technically

8 consists of the following parts, under the general title Information technology — S¢
Non-repudiation:

eneral
echanisms using symmetric techniques

echanisms using asymmetric techniques

curity
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Introduction

The goal of the non-repudiation service is to generate, collect, maintain, make available and validate evidence
concerning a claimed event or action in order to resolve disputes about the occurrence or non occurrence of
the event or action.

This part of ISO/IEC 13888 only addresses the following non-repudiation services:

— N

— n
Such

Non-r
repud
signa
used

Additi
policy
additi

—

-

Non-r
applid

nformation provided by a time-stamping authority which provides assurance that the signatu

on-repudiation of origin;

on-repudiation of delivery;

on-repudiation of submission;

on-repudiation of transport.

evidence may be produced either directly by an end entity or byzavtrusted third party.
ppudiation mechanisms involve the exchange of non-tepudiation tokens specific fg
iation service. The non-repudiation mechanisms defined in’ this part of ISO/IEC 13888 co
ures and additional data. Non-repudiation tokens are‘stored as non-repudiation inform
subsequently in the event of disputes.

pnal information is required to complete the non-repudiation token. Depending on the ng

in effect for a specific application and the légal environment within which the application
bnal information should take one of the follewing two forms:

bpudiation token was created before a given time.

bpudiation token was recerded before a given time.

epudiation can only.be provided within the context of a clearly defined security policy fg
ation and its legal environment. Non-repudiation policies are described in ISO/IEC 10181-4

r each non-
sist of digital
tion and are

n-repudiation
pperates, that

re of the non-

nformation provided by a titme“marking service which provides assurance that the signatufe of the non-

r a particular
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INTERNATIONAL STANDARD ISO/IEC 13888-3:2009(E)

Information technology — Security techniques —
Non-repudiation —

Part 3:

Mechanisms using asymmetric techniques

=Y
[ds)

jcope

This part of ISO/IEC 13888 specifies mechanisms for the provision of specific, communicgtion related,

non-rgpudiation services using asymmetric cryptographic techniques.

2 Normative references

The following referenced documents are indispensable for, the application of this documenpt. For dated
refergnces, only the edition cited applies. For undated{teferences, the latest edition of the referenced

document (including any amendments) applies.

ISO/IEC 13888-1:2004, Information technology — Seécurity techniques — Non-repudiation — Pant 1: General

ISO/IEC 18014-1:2008, Information technology = Security techniques — Time-stamping servi¢es — Part 1:

Framework

3 Terms and definitions

For tHe purposes of this document, the terms and definitions given in ISO/IEC 13888-1 apply.

I
[d s

yymbols and abbreviated terms

the claimed message originator

the message recipient or the intended message recipient

the distinguishing identifier of the trusted third party

CA

Imp(y)

certification authority

distinguishing identifier of the i th delivery authority, a trusted third

party (i € {1, 2, ..., n}, where n is the number of delivery authorities in
the system)

data term (flag) indicating the type of non-repudiation service in effect
(i € {origin, delivery, submission, transport})

imprint of data y, consisting of either y or the hash code of y together
with an identifier of the hash-function being used

© ISO/IEC 2009 — All rights reserved 1
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M message which is sent from entity A to entity B in respect of which
non-repudiation services are provided

NR non-repudiation

NRD non-repudiation of delivery

NRDT non-repudiation of delivery token

NRO non-repudiation of origin

NROT non-repudiation of origin token

NRS non-repudiation of submission

NRST non-repudiation of submission token

NRT non-repudiation of transport

NRTT non-repudiation of transport token

Pol distinguishing identifier of the non-repudiation policy (or policies)

which apply to the evidence

Q optional data item that may contain additional information;.€.g., the
distinguishing identifiers of the message m, signature.mechanism, or
hash-function

S signature operation performed using a signature-algorithm. The
signature of a message m computed using-the private key of entity X
is denoted by S(X, m)

T; date and time the i th type of event ér.action took place (i is the index
of events or actions, i € {1, 2, 3, 4}
Tq date and time that the evidente was generated

text; optional data item that may contain additional information, e.g., a key
identifier and/or the message identifier (i ¢ {1, 2, 3, 4, 5, 6})

TSA time-stamping authority

TST time-stamp.token

TTP trusted third party

XY variables used to indicate entity names

yll z result of the concatenation of y and z in that order.

When concatenating data items, an appropriate encoding must be
used so that the individual data items can be recovered from the
concatenated string

5 Requirements

Depending on the basic mechanism used for generating non-repudiation tokens, and independent of the non-
repudiation service supported by the non-repudiation mechanisms, the following requirements hold for the
entities involved in a non-repudiation exchange in this part of ISO/IEC 13888:

— The entities performing a non-repudiation exchange shall trust the same Trusted Third Parties (TTPs).

— The signature key belonging to an entity must be kept secret by that entity.

— A common function Imp shall be supported by all entities in the non-repudiation service. The function Imp
shall be either the identity function or a collision-resistant hash-function as defined in ISO/IEC 10118.

2 © ISO/IEC 2009 — All rights reserved
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— The digital signature mechanism used shall satisfy the security requirements specified
repudiation policy.

by the non-

— Prior to the generation of evidence, the evidence generator must know which non-repudiation policies the

evidence shall be generated in accordance with, the type of evidence to be genera
mechanisms to be used to verify the evidence.

ted, and the

— The mechanisms for generating or verifying evidence must be available to the entities performing the
particular non-repudiation exchange, or a trusted authority must be available to provide the mechanisms.

— Either the evidence generator or the evidence verifier needs to use a Time-stamping service or a Time-

' .
diRTTY STTVIUT.

rusted Third Party involvement

Trust¢d Third Parties are involved in the provision of non-repudiation services, theirprecise role
the mechanisms used and the non-repudiation policy in force. A Trusted Third Party may act in 0
the following roles:

Delivery Authority (DA) is trusted to deliver the message to the\intended recipient and t
n-repudiation of submission or non-repudiation of transport token.

he use of asymmetric cryptographic techniques may require the involvement of a Trusted
uarantee the authenticity of the public verification keysas described in, e.g., ISO/IEC 9594

he non-repudiation policy in force may requiresthat the evidence is generated partly o
rusted Third Party.

Time-stamping token issued by a Timesstamping Authority (TSA) may also be used to
n-repudiation token remains valid.

Time-marking Authority may be. involved to provide assurance that the signature of
repudiation token was recorded before a given time.

n Evidence Recording Adthority may be involved to record evidence that can later be retrie
dispute.

Trust¢d Third Parties,may be involved to differing degrees in the various phases of the provis

repudiation service, When exchanging evidence, the parties must know, or agree, which ng
policyl is to be applicable to the evidence.

igital signatures

Hepending on
he or more of

p provide the

Third Party to

-8.

I totally by a

ensure that a

A given non-

ved if there is

ion of a non-
n-repudiation

For the mechanisms specified in this part of ISO/IEC 13888, non-repudiation tokens are created using digital
signatures. The digital signature technique used to generate these digital signatures shall conform to ISO/IEC

9796 or ISO/IEC 14888.

The public key to be used to verify a signature shall be included in a public key certificate. This certificate shall
include a time period indicating the period during which the CA handles the revocation status of the certificate.

A signature from an NR Token shall be verifiable at least during the validity period of the certificates to be
used to validate public verification key used to verify the signature, and also once the validity period of these
certificates has expired. In order to achieve this goal the use of either a Time-stamping service or a Time-
marking service is necessary (See Clause 11). The mechanisms described in Clause 11 must be used to

guarantee that the non-repudiation token will remain valid once the certificate to be used
signature of the NR token has expired, or if that certificate is revoked.

© ISO/IEC 2009 — All rights reserved
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8 Use of non-repudiation tokens with and without delivery authorities

The use of non-repudiation tokens in the case where Delivery Authorities are not used is shown in Figure 1.
Mechanisms adhering to this model are specified in Clause 9. Trusted Third Party C as NRO and NRD tokens
generator is optional in this particular instance of the non-repudiation services.

Trusted Third Party C
(optional)

/

m NRD token
m,Imprint of NRO token

NRO token

m, NRO token

\ 4

Originator 4 Recipient B

A

NRD token

Figure 1 — Use of non-repudiation tokens without a Delivery Authority

Figure 2 shoys the use of the four types of non-repudiation tokens in the case where third party D¢livery
Authorities are used. Mechanisms adhering to this model are specified in Clause 10.

Originator 4 Recipient B
A H e
i NRT token
NRS token tom im
v
. . m m
Delivery Authiority === > DAD, [T UEERUUUE > DAD,
(DAL NRS NRS NRS
token token token

Figure 2 — Use of non-repudiation tokens with Delivery Authorities

9 Evidence produced by the end entities

9.1 General

The non-repudiation mechanisms specified in this clause allow for generation of evidence for non-repudiation
of origin (NRO) and delivery (NRD) without the participation of a third party Delivery Authority. It is assumed
that entity A wishes to send a message m to entity B, and thus will be the originator of the non-repudiation
transfer. Entity B will be the recipient.

4 © ISO/IEC 2009 — All rights reserved
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It is assumed that entity A knows its own public key certificate and associated private key, entity B knows its
own public key certificate and associated private key, and that the corresponding public key certificates are
available to all the entities concerned.

If Trusted Third Party C is involved (optional), C must keep all NRO tokens generated and record whether or
not each of NRO token is used to generate a NRD token.

Two different mechanisms for non-repudiation are described.

9.2

Non-repudiation of origin

9.21

An N
mess

The N

— §

The s

whersg

The d

Non-repudiation of origin (NRO) token

RO token is used to provide protection against the originator’s false denial of having ¢
hge.

RO token is

enerated by the originator A of the message m (or by authority C),

ent by A to the recipient B,

tored by the recipient B after B has verified the NRO token using A’s public key certificate.
tructure of the NRO token (NROT) is:

NROT = text, || z, || S(A, z,),

z,=Pol || ., AT BIICII T, [ILAH Q| Imp (m).
ata string z, within an NRO token consists of the following data items:

Pol the_ distinguishing idgntifier of the non-repudiation policy (or poli
which apply to the evidence,

Fovigin a flag indicating non-repudiation of origin,

A the distinguishing identifier of the originator of the message m,
an e-mail address,

B the distinguishing identifier(s) of the intended recipient(s) of

message m (optional), e.g. an e-mail address,

riginated the

Cies)

e.g.

the

© IS0/

IEC 2009 — All rights reserved
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Tg

T4

Imp (

9.2.2 Mech

the distinguishing identifier of the authority involved (optional): if the
token is generated by authority C then this data item is mandatory
and the signature S(A, z;) in the NRO token, NROT, should be
replaced by S(C, z,),

the date and time, according to the token generator, at which the
token was generated,

the date and time, according to the originator, at which the message
m was sent (optional),

an npfinnql data item that may. contain _additional infnrms:finn, e.g..
the distinguishing identifiers of the message m, signature mechanism
and/or hash-function, and information regarding certificates and
validity of public keys,

) the imprint of data m, consisting of either m or the hash.cade of m
together with an identifier of the hash-function being used;

pnism for non-repudiation of origin

The non-repydiation of origin (NRO) token is generated by the message*originator A and sent to the me

recipient B.
Transaction

a) |If Truste

- From entity A to entity B

] Third Party C is involved (optional),

1) A asks C to generate an NRO token for message m.

2) Cre

3) Cfo

4) C s

5) Are

Otherwis

b) A sends

B checkg

— type

ceives the message m and checks the validity of the request for an NRO token.
'ms an NRO token as specified-in clause 9.2.1.

nds the NRO token to A and keeps it.

ceives the NRO tokenfrom C

e, A forms an NRO token as specified in clause 9.2.1.

the NRQ token (together with message m) to B.

the\validity of the NRO token and its contents by checking the

5sage

s and values of data items in NROT, and

— validity of the signature in NROT.

If it is val

id, the NRO token is saved as evidence for non-repudiation of origin.

9.3 Non-repudiation of delivery

9.3.1 Non-repudiation of delivery (NRD) token

An NRD token is used to provide protection against the recipient’s false denial of having received and
recognized the content of the message m.

© ISO/IEC 2009 — All rights reserved
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The NRD token is:
— generated by the recipient B (or authority C),
— sent by B to one or more entities including the message originator A, if known,

— stored by these entities after A has verified the NRD token by using B's (or by authority C’s) public key
certificate.

The structure of an NRD token (NRDT) is:

AL 1

NREF=text 1=z 1S58z,
wherg
Z, = POl || fouper, LT AT B LI CHIN T, LI TSI QI Imp (m).
The data string z, within an NRD token consists of the following data items:

Pol the distinguishing identifier of the non-repudiation policy (or policies)
which apply to the evidence,

Frelivery a flag indicating non-repudiation of\d€livery,

A the distinguishing identifier of<¢he entity that is claimed by B to b¢ the
originator of the message-mJ(optional), e.g. an e-mail address,

B the distinguishing identifier of the recipient of the message m, e.g. an
e-mail address,

c the distinguishing identifier of the authority involved (optional): if the
token is genérated by authority C then this data item is mandatory
and the. signature S(B, z,) in the NRD token, NRDT, should be
replaced by S(C, z,),

Ty the date and time, according to the token generator, at which the
token was generated,

e the date and time, according to the recipient, at which the message m
was received (optional),

Q an optional data item that may contain additional information, |e.g.,
the distinguishing identifiers of the message m, signature mechahism
and/or hash-function, and information regarding certificates |[and
validity of public keys,

Imp (m) the imprint of data m, consisting of either m or the hash code of m

together with an identifier of the hash-function being used.

© ISO/IEC 2009 — All rights reserved 7
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9.3.2 Mechanism for non-repudiation for delivery

The non-repudiation of delivery (NRD) token is generated by the message recipient B and sent to the
message originator A after B has received the message m.

Transaction 1 - From message originator A to message recipient B

A sends the message m and a request for an NRD token to B.

Transaction 2 - From entity B to entity A

to C

was
been

a) B receives-the-message-m-and-checks-the-validity of the requestfor NRD token
b) If Trusted Third Party C is involved (optional),

1) B sgnds either m or m||Imp(NROT) (if A sent NROT with m and if NROT was generated by C
and jasks it to generate an NRD token for message m.

2) C re¢ceives m (and, optionally, Imp(NROT)) and, if present, checks that the NRO toker
gen%rated by C and the _NRD tqken corresponds to the imprint of the(NRO token has not
gengrated. If this check fails, C rejects the request of NRD token.

3) Cfofms an NRD token as specified in clause 9.3.1 and records that-this NROT was used to geferate
the INRD token.

4) C sgnds the NRD token to B.

5) Bregeives the NRD token from C

Otherwise, B forms an NRD token as specified in clause 9.3.1.

c) B sendslthe NRD token to A.

A check$ the NRD token and its contents by checking the

— typep and values of data items in(VRDT, and

— validity of the signature in NRDT.

If it is valid, the NRD token\is’saved by A as evidence that B has received the message m.

10 Evidenice produced by a Delivery Authority
10.1 Genergl

The clause specifies a number of additional mechanisms in which evidence is produced by trusted Delivery
Authorities as part of a non-repudiation process. Such mechanisms may be incorporated into the basic
mechanisms specified in clause 9 in order to meet the requirements defined by the security policy.

The terms submission/transport are used where a Delivery Authority issues non-repudiation (NRS/NRT)
tokens:

An NRS token allows the originator or the preceding Delivery Authority to obtain evidence that a message
has been submitted for transportation in a store and forward system.

An NRT token allows the originator to obtain evidence that a message has been delivered by a Delivery
Authority to the intended recipient.

© ISO/IEC 2009 — All rights reserved
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10.2 Non-repudiation of submission

10.2.1 Non-repudiation of submission (NRS) token

In this mechanism, an NRS token is created by a Delivery Authority. The evidence generator in this case is
the Delivery Authority. When the originator or a preceding Delivery Authority X (Aor D, i€ {1, 2, ..., n-1}) has

sent a message m to the Delivery Authority Y (D or D;.4, respectively) and after the Delivery Authority Y has
received the message m, Y sends the NRS token to X. This provides evidence that the message has been

submitted for onward delivery.

The N

RS token is

— 9

|
(7))

|
(7]

The s

wherg

FolloV
which

enerated by the Delivery Authority Y,

ent by Y to X (the message originator A or a preceding Delivery Authority D)),
tored by X after X has verified the NRS token using Y’s public key certificate:
tructure of an NRS token (NRST) sent from D to D; is:

NRST = text, || z, || S(D,, z,),

z,= Pol || f, AT B | Dy || D2 || . || Di Il Dina T, I T, [l Q1[I fmp (m).

ving the name of the recipient, the names of the.involved Delivery Authorities are listed i
message m is delivered. The data string z, withinyan NRS token consists of the following dz

the distinguishing, identifier of the non-repudiation policy (or poli

n the order in
ta items:

Cies)

e m

mail

bage

0 is

the

© ISO/IEC 2009 — All rights reserved

e.g.,
nism
and

Pol i g
which apply to-the evidence,

Foubmission a flag indicating non-repudiation of submission,

A the_distinguishing identifier of the originator of the messag
(optional), where the validity of the identifier A, e.g. an e
address, may or may not have been verified by C,

B the distinguishing identifier of the intended recipient of the mes
m, e.g. an e-mail address,

Di Delivery Authority, a Trusted Third Party (i ¢ {1, 2, ..., n}, where
the number of Delivery Authorities in the system),

T the date and time, according to the token generator, at which

7 token was generated,

s the date and time, according to the token generator, at which the
message m was submitted,

Q an optional data item that may contain additional information,
the distinguishing identifiers of the message m, signature mecha
and/or hash-function, and information regarding certificates
validity of public keys,

Imp (m) the imprint of data m, consisting of either m or the hash code of m

together with an identifier of the hash-function being used.
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10.2.2 Mechanism for non-repudiation of submission

In the first transaction of this mechanism, a sending entity X (Aor D, i € {1, 2, ..., n-1}) sends a message to

a Delivery Authority Y (D, or D;.4, respectively) for onward delivery. In the second transaction, the NRS token
is sent from the Delivery Authority Y to the entity X. Non-repudiation of submission is established in the

second transaction.
Transaction 1 - From entity X to Delivery Authority Y

X sends the message m and a request for an NRS token to Y.

Transaction [2 - From Delivery Authority Y to entity X
a) Yforms the NRS token as specified in clause 10.2.1.

b) Y sends the NRS token to X.

Entity X
— type
— valig

If it is val
that was

10.3 Non-répudiation of transport

10.3.1 Non-rlepudiation of transport (NRT) token

An NRT toke
final Delivery

Authority D, (see Figure 2). When the originatéror one of the preceding Delivery Authorities X (A or D,

2,...,n-1}
Delivery Auth
sends the NH
been transfer

The NRT toké¢n is
— created by the Delivery Authority D,

— sent by ), toithe message originator A,

Checks the NRS token and its content by checking the
5 and values of data items in NRST, and
ity of the signature in NRST.

d, the NRS token is saved by X as evidence for non-repudiation of submission (i.e., the me
submitted).

N is used by the message originator as-&vidence that the message m has been sent to B
Authority in the Delivery Authoritysxchain. The evidence generator in this case is Dg

has sent a message m to the-Delivery Authority Y (D, or D;.4, respectively) and after th
ority D, has received the-message m, D, transfers the message m to the recipient B an
T token to the originator*A’ of the message m. This provides evidence that the message
red to B.

5sage

Dy the
livery
e {1,
e last

 also
mn has

B n_’
1 J

[} elcars hificat
UNCTIT T ATy Lerunoatc.

— stored by

Ao ft
U ance

r
T

A baa varifiad - th NRT ¢+
ZVTIAS VOTINCU UuiTic NN T U

The structure of an NRT token (NRTT) sent from D, to A is:

NRTT = text, || z, || S(Dp, z,),

where

z,= Pol || f,

10

anspor LIL AL I B || D1 || D2 [ ... [ D [| T | T, [I] QLI Imp (m).

T
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Following the name of the recipient, the names of involved delivery authorities are listed in the order in which
message m is delivered. The data string z, within an NRT token consists of the following data items:

the distinguishing identifier of the non-repudiation policy (or policies)

Pol . .
which apply to the evidence,

Fransport a flag indicating non-repudiation of transport,

A the distinguishing identifier of the originator of the message m
(optional), where the validity of the identifier A, e.g. an e-mail
address, may or may not have been verified by C,

B the distinguishing identifier of the intended recipient of the message
m, e.g. an e-mail address,

Di Delivery Authority, a Trusted Third Party (i ¢ {1, 2, ..., A} where f is
the number of Delivery Authorities in the system),

Ty the date and time, according to the token generator, at which the
token was generated,

Ta the date and time, according to the token generator, at which the
message m was delivered,

Q an optional data item that may ‘contain additional information, le.g.,
the distinguishing identifiers of the message m, signature mechahism
and/or hash-function, and™information regarding -certificates |and
validity of public keys,

Imp (m) the imprint of data mj-.consisting of either m or the hash code pf m
together with an_idéntifier of the hash-function being used.

10.3.2 Mechanism for non-repudiation of transport
In the first transaction of this mechanism, a sending entity X (Aor D, i« {1, 2, ..., n—1}) sends message m
to a Delivery Authority Y (D, or D4, fespectively) for onward delivery. In the second transaction,|the message

mis
entity

Trangaction 1 - From entity X to Delivery Authority Y

X sen

Trangaction.2 -From Delivery Authority D, to entity B

D, se

sent from D, to the recipient*B. In the third transaction, the NRT token is generated by O

, and sent to

A, the originator of the message m. Non-repudiation of transport is established in the third fransaction.

ds the message'mto Y.

nds the message m to B.

Transaction 3 - From Delivery Authority D, to entity A

a) D, forms the NRT token as specified in clause 10.3.1.

b) D, sends the NRT token to A.

A checks the NRT token and its content by checking the

types and values of the data items in NRTT, and

validity of the signature in NRTT.

If it is valid, the NRT token is saved by A as evidence for non-repudiation of transport (i.e., the message
was delivered to the intended recipient B).

© ISO/IEC 2009 — All rights reserved
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