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ISO/IEC 13719-1: 1995(E) 

~ Foreword 
IS0 (the International Organization for Standardization) and IEC (the Inter- 
national Electrotechnical Commission) form the specialized system for worldwide 
standardization. National bodies that are members of IS0 or IEC participate in the 
development of International Standards through technical committees established 
by the respective organization to deal with particular fields of technical activity. 
IS0 and IEC technical committees collaborate in fields of mutual interest. Other 
international organizations, governmental and non-governmental, in liaison with 
IS0 and IEC, also take part in the work. 

In the field of information technology, IS0 and IEC have established a joint 
technical committee, ISO/IEC JTC 1. Draft International Standards adopted by the 
joint technical committee are circulated to national bodies for voting. Publication 
as an International Standard requires approval by at least 75 % of the national 
bodies casting a vote. 

International Standard ISOAEC 137 19-1 was prepared by the European Computer 
Manufacturers Association (ECMA) (as Standard ECMA- 149) and was adopted, 
under a special “fast-track procedure”, by Joint Technical Committee ISOAEC 
STC 1, Information technology, in parallel with its approval by national bodies of 
IS0 and IEC. 

ISO/IEC 13719 consists of the following parts, under the general title Information 
technology - Portable Common Tool Environment (PCTE): 

~ 

‘ 

- Part 1: Abstract specification 
- Part 2: C programming language binding 
- Part 3: Ada programming language binding 

Annexes A to D form an integral part of this part of ISOAEC. Annex E is for 
information only. 

O ISO/IEC 

. . I  
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INTERNATIONAL STANDARD O ISO/IEC ISO/IEC 13719-1 1995(E) 

Information technology - Portable Common Tool 
Environment (PCTE) - 

Part 1: 
Abstract specification 

1 Scope 

This part of ISO/IEC 137 19 specifies PCTE in abstract, programming-language-independent, terms. 
It specifies the interface supported by any conforming implementation as a set of abstract operation 
specifications, together with the types of their parameters and results. It is supported by a number 
of standard bindings, i.e. representations of the interface in standard programming languages. 
The scope of this part of ISO/IEC 13719 is restricted to a single PCTE installation. It does not 
specify the means of communication between PCTE installations, nor between a PCTE installation 
and another system. 
A number of features are not completely defined in this part of ISO/IEC 13719, some freedom being 
allowed to the implementor. Some of these are implementation limits, for which constraints are 
defined (see clause 24). The other implementation-dependent and implementation-defined features 
are specified in the appropriate places in this part of ISO/IEC 13719 . 
PCTE is an interface to a set of facilities that forms the basis for constructing environments 
supporting systems engineering projects. These facilities are designed particularly to provide an 
infrastructure for programs which may be part of such environments. Such programs, which are 
used as aids to systems development, are often referred to as tools. 

2 Conformance 

2 . 1  Conformance of binding 

A binding conforms to this part of ISO/IEC 13719 if and only if: 
- it consists of a set of operational interfaces and datatypes, with a mapping from the operations 

and datatypes of this part of ISODEC 137 19 ; 
- each operation of this part of ISODEC 13719 is mapped to one or more sequences of one or 

more operations of the binding (distinct operations need not be mapped to distinct sets of 
sequences of binding operations); 

- each datatype of this part of ISO/IEC 137 19 is mapped to one or more datatypes of the binding; 
- each named error of this part of ISODEC 13719 is mapped to one or more error values (status 

values, exceptions, or the like) of the binding; 

1 
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ISO/IEC 13719-1 : 1995(E) 0 ISODEC 

- the conditions of clause 23 on common binding features are satisfied; 
- the conditions for conformance of an implementation to the binding are defined, are achievable, 

and are not in conflict with the conditions in 2.2 below. 

2 . 2  Conformance of implementation 

The functionality of PCTE is divided into the following modules: 
- The core module consists of the datatypes and operations defined in clauses 8 to 19 (except 

13.1.6, 13.4, and 13.5) and 23. 
- The mandatory access control module consists of the datatypes and operations defined in clause 

20. 
- The auditing module consists of the datatypes and operations defined in clause 21. 
- The accounting module consists of the datatypes and operations defined in clause 22. 
- The profiling module consists of the datatypes defined in 13.1.6 and the operations defined in 

13.4. 
- The monitoring module consists of the datatype Address defined in 13.1.6 and operations 

defined in 13.5. 
An implementation of PCTE conforms to this part of ISO/IEC 137 19 if and only if it implements 
the core module. 
An implementation of PCTE conforms to this part of ISO/IEC 13719 with mandatory access 
control level 1 or 2 if it implements the core module and in addition: 
- for level 1: the mandatory access control module except the floating security levels features 

defined in 20.1.6; 
- for level 2: the mandatory access control module. 
An implementation of PCTE conforms to this part of ISODEC 13719 with auditing if and only if it 
implements the core module and in addition the auditing module. 
An implementation of PCTE conforms to this part of ISODEC 13719 with accounting if and only if 
it implements the core module and in addition the accounting module. 
An implementation of PCTE conforms to this part of ISODEC 137 19 with profiling if and only if it 
implements the core module and in addition the profiling module. 
An implementation of PCTE conforms to this part of ISODEC 13719 with monitoring if and only if 
it implements the core module and in addition the monitoring module. 
By 'an implementation implements a module' is meant that, for the clauses of the module: 
- the implementation conforms to a binding of this part of ISO/IEC 13719 which itself conforms 

to this part of ISODEC 13719 and which is itself an International Standard; 
- if an operation of this part of ISO/IEC 13719 is mapped to a set of sequences of operations in 

the binding: 
. case 1 : operation-A; 0peration-B; ... operation-F; 
. case 2: operation-G; operation-H; ... operation-M; 
. etc. 
then in each case the sequence of invocations of the operations of the implementation must have 
the effect of the original operation of this part of ISODEC 13719; 

- the relevant limits on quantities specified in clause 24 are no more restrictive than the values 
specified there; 

2 
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O ISODEC ISO/IEC 13719-1 : 1995(E) 

- the implementations of the implementation-defined features in this part of ISODEC 13719 are all 
defined. 

An implementation of PCTE does not conform to this part of ISODEC 13719 if it implements any 
of the following, whether or not the PCTE entity mentioned is in a module which the 
implementation implements: 
- an operation with same name as a PCTE operation but with different effect; 
- an SDS with the same name as a PCTE predefined SDS but with different contents; 
- an error condition with the same name as a PCTE error condition but with different meaning. 

3 Normative references 

The following standards contain provisions which, through reference in this text, constitute 
provisions of this part of ISODEC 13719. At the time of publication, the editions indicated were 
valid. All standards are subject to revision, and parties to agreements based on this International 
Standard are encouraged to investigate the possibility of applying the most recent editions of the 
standards indicated below. Members of IEC and IS0  maintain registers of currently valid 
International Standards. 
ISODEC 2022 : 1994, 

I S 0  8601 : 1988, 

Information technology - Character code structure and extension 
techniques. 
Data elements and interchange formats -Information interchange - 
Representation of dates and times. 

I S 0  8 8 5  

ISODEC 

ISODEC 

1 : 1987, Information processing - 8-bit single-byte coded graphic character sets 
-Part 1 : Latin alphabet No. 1. 

0646- 1 : 1993, Information technology - Universal Multiple-Octet Coded Character Set 
(UCS) - Part 1: Architecture and Basic Multilingual Plane. 

1404 : ---I), Information technology -Programming languages, their environments 
and system software interfaces - Language-independent datatypes. 

ISO/IEC 13303- 

BS 6145 : 1981 

4 Definitions 

: -I), Information technology -Programming languages, their environments 
and system software interJCaces - Vienna Development 
Method/Specification language - Part I : Basic Language. 
Method of Defining Syntactic Metalanguage. 

4 . 1  Technical terms 

All technical terms used in this part of ISODEC 13719, other than a few in widespread use, are 
defined in the text, usually in a formal notation. All identifiers defined in VDM-SL or in DDL (see 
5.2) are technical terms; apart from those, a defined technical term is printed in italics at the point of 
its definition, and only there. For the use of technical terms defined in VDM-SL and DDL see 
clause A.3 and clause B.9 respectively. All defined technical terms are listed in an index, with 
references to their definitions. 

1) To be published. 
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, ISO/IEC 13719-1 : 1995(E) 

4 . 2  Other terms 

O ISO/IEC 

For the purposes of this International Standard, the following definitions apply. 

4.2.1 implementation-defined: Possibly differing between PCTE implementations, but 
defined for any particular PCTE implementation. 

4.2.2 implementation-dependent: Possibly differing between PCTE implementations and 
not necessarily defined for any particular PCTE implementation. 

4.2.3 binding-defined: Possibly differing between language bindings, but defined for any 
particular language binding. 

4.2.4 datatype: The type of a parameter or result of an operation defined in this part of ISO/IEC 
13719, or used to define such a type. Where, as in clause 23, it is necessary to distinguish these 
types from datatypes defined elsewhere, the term PCTE datatype is used. 

5 Formal notations 

Four formal notations are used in this part of ISO/IEC 13719. 
For datatypes and for operation signatures, a small subset of the Vienna Development Method 
Specifîcation Language or VDM-SL is used; it is defined in annex A. This subset of VDM-SL is 
also used to define some types used for operation parameters and results. 
The Data Definition Language or DDL is used to define types; it is defined in annex B. Where a 
concept is defined in both VDM-SL and DDL, the same identifier is used. 
To define the error conditions detected by operations, a parameterized notation is used; it is defined 
in annex C. 
The BSI syntactic notation (BS 6154 : 1981) is used to define the syntax of VDM-SL and DDL, 
and in a few other places where the syntax of strings is defined. 

6 Overview of PCTE 

PCTE is designed to support program portability by providing machine-independent access to a set 
of facilities. These facilities, which are described in ISO/IEC 13719, are designed particularly to 
provide an infrastructure for programs to support systems engineering projects. 
The PCTE architecture is described in two dimensions: the structural architecture and thefunctional 
architecture. The structural architecture is described in 6.1, and shows how a PCTE installation is 
built of a system of communicating workstations and how the software providing the PCTE 
interfaces is structured. The functional architecture is described in 6.2 onwards, and gives an 
outline of the functional components of PCTE and the facilities they provide. IECNORM.C
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O 1somc ISO/IEC 13719-1 : 1995(E) 

6 . 1  PCTE structural architecture 

The preferred structural architecture for a PCTE installation is a set of workstations and associated 
resources communicating over a network, though other architectures are possible. There is no 
hierarchy or ordering of workstations within a PCTE installation. If a workstation is part of a 
PCTE installation then the PCTE installation appears to the workstation's user as a conceptually 
single machine, although each workstation can act as an autonomous unit. Such a user has access 
to the total resources of a PCTE installation, subject to the necessary access controls. 
The PCTE database (called the object base) is partitioned into volumes. Volumes are dynamically 
allocated to (mounted on) particular workstations, and, once mounted, are globally available in that 
PCTE installation. 
The program writer does not need to be aware of the distribution architecture, but the PCTE 
interfaces do provide all the facilities needed to configure a PCTE installation and control its 
distribution. The PCTE interfaces appear to the tool writer as available within a PCTE installation 
irrespective of the tool's physical location within a PCTE installation and independent of any 
particular network topology. 

6 . 2  Object management system 

An aspect of PCTE that is of major importance to the process of constructing and integrating 
portable tools is the provision of the object base and a set of functions to manipulate the various 
objects in the object base. The object base is the repository of the data used by the tools of a PCTE 
installation, and the Object Management System or OMS of PCTE provides the functions used to 
access the object base. 
In a general sense, the users and programs of the PCTE installation have the ability to manage 
entities that are known to, and can be designated in, a particular PCTE installation. These may be 
files in the traditional sense, or peripherals, interprocess message queues or pipes, or the 
description of processes themselves or of the static context of a process. Tools supporting user 
applications establish classes of objects defined by the user: these can represent information items 
such as project milestones, tasks, and change requests. 

6 . 3  Object base 

The basic OMS model is derived from the Entity Relationship data model and defines objects and 
links as being the basic items of a PCTE object base, 
Objects are entities (in the Entity Relationship sense) which can be designated, and can optionally 
have: 
- Contents: a storage of data representing the traditional file concept; 
- Attributes: primitive values representing specific properties of an object which can be named 

individually; 
- Links: representations of associations between objects. Links may have attributes, which may 

be used to describe properties of the associations or as keys to distinguish between links of the 
same type from the same object. 

Designation of links is the basis for the designation of objects: the principal means for accessing 
objects in most OMS operations is to navigate the object base by traversing a sequence of links. 
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ISO/IEC 13719-1 : 1995(E) 

6 . 4  Schema management 

O ISO/IEC 

Entities used by the user and those used by the system that are represe ted by objects in the object 
base can be treated in a uniform manner, and facilities to control their structure, to store and to 
designate these objects, are provided by PCTE. 
The object base of each PCTE installation is governed by a typing mechanism. All entities in the 
object base are typed and the data must conform to the corresponding type rules. Type rules are 
defined for objects, for links, and for attributes. 
PCTE is designed to allow, but not to require, distributed and devolved management of the object 
base. To this end the definition of the typing rules which govern an object, a link, or an attribute in 
the object base may be split up among a number of schema definition sets (or SDSs).  Some 
properties of an object, a link, or an attribute must be the same in every SDS which contributes to 
the definition of the typing rules for that object, link, or attribute: these are properties of the type. 
Other properties may differ for different SDSs: these are properties of the type in SDS. 
Each SDS provides a consistent and self-contained view of the data in the object base. A process, 
at any one time, views the data in the object base through a working schema. A working schema is 
obtained as a composition of SDSs in an ordered list. The effect of such a composition is to 
provide a union of all the types contained in the listed SDSs. A uniform naming algorithm, 
dependent on the ordering of the SDSs, is applied to all the contained types. 
The object base of a PCTE installation has a notional global schema, composed of all the SDSs. 
The global schema is not directly represented in the object base, and the concept is used mainly to 
state certain consistency constraints on the object base as a whole. 
Child types of object types can be defined with the effect of implicit inheritance of all properties of 
their parent types. Additionally, child types can have properties of their own. 

6 . 5  Self-representation and predefined SDSs 

Many of the entities in a PCTE installation are represented by objects in the object base. The types 
of these objects are defined in predefined SDSs,  which are available in any conforming 
implementation; for example processes are represented by objects of type "process" which is 
defined in the predefined SDS 'system'. This property of PCTE is called self-representation. In 
general, in this part of ISO/IEC 137 19, the name of an entity is used also to refer to the object that 
represents it. 
In some cases an object of a type representing some kind of entity requires initializing, or must be 
created by a particular operation, before it can be used in operations to represent an entity of that 
kind. Such an object which has been initialized or correctly created is referred to as a known entity 
of that kind (i.e. known to the PCTE installation); any other object of that type is referred to as an 
unknown entity. For example an object of type "process" created by PROCESS-CREATE is a 
known process, while one created by OBJECTCREATE is an unknown process. 

6 . 6  Object contents 

A set of operations is provided to access the contents of some types of objects (files, pipes, and 
devices). These operations provide conventional input-output facilities on files and pipes and 
control of input and output on devices. These contents are not interpreted by PCTE. 
Other types of objects (accounting logs and audit files) have contents with structure that is defined 
by PCTE and for access to which special operations are provided. 
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6 . 7  Process execution 

PCTE is an interface to support programs. When a program is run, this is either the execution of 
the program itself, or the execution of an interpreter which interprets the program. An execution of 
a program is aprocess. Processes are represented by objects in the object base, so the hierarchy of 
processes, the environment in which a process runs, the parameters it has been passed, and the 
various stages of the program execution can be controlled, manipulated and examined. 
These facilities can be used also to control processes running on foreign systems. A foreign 
system can be a foreign development system, a target system running a real-time operating system, 
or even a PCTE workstation in another PCTE installation. 

6 . 8  Monitoring 

PCTE provides three sets of features to support debugging and monitoring of processes. 
- To measure the amount of time spent in selected parts of the code. 
- To observe, and modify, the execution of a child process. 
- To measure the processor usage of the calling process. 

6 . 9  Communication between processes 

PCTE provides a number of different mechanisms for communicating between processes. The 
principal ones supplied are: 
- the objects, links and attributes in the database; 
- message queues; 
- pipes. 
Message queues and pipes are essentially special forms of object. Thus both pipes and message 
queues are special cases of the general use of the object base for interprocess communication. 
Pipes and message queues also provide communication between PCTE processes and foreign 
processes running on foreign systems (if the foreign systems allow it). 

6 . 1 0  Notification 

In PCTE there is a mechanism that allows the designation of objects so that certain types of access 
result in a message being posted in a message queue which can be accessed by the process 
requesting the notification. 
The notification mechanism allows a process to specify events, corresponding to operations on 
objects, of which it wants to be notified. 

6 . 1 1  Concurrency and integrity control 

The object base is subject to concurrent access by users, and is liable to underlying system failure. 
PCTE provides locking facilities to control the strength of object base concurrency and consistency, 
ranging from unprotected behaviour, through protected behaviour, to protected atomic and 
serializable transaction activities. PCTE ensures object base consistency and object base integrity 
for atomic and serializable transactions. 
Each user carrying out a transaction on the object base sees some grouping of operations as an 
atomic operation which transforms the object base from one consistent state to another. If 
transactions are run one at a time then each transaction sees the consistent state left by its 
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predecessor. When transactions are run concurrently PCTE ensures that the effect on the object 
base is as though they were run serially. With a few exceptions, such as messages sent to or 
received from a message queue, the effect of a sequence of operations performed within a 
transaction is atomic: either all the operations are performed or none are performed. 
Another important aspect of activities arises in composition of programs. A single program 
carrying out an atomic transaction on the object base can be regarded as performing a single 
function. More powerful functions can be built up by an outer program invoking a set of other, 
inner, programs, each of which carries out its own specific function. PCTE provides nested 
activities to allow each inner activity to behave in an atomic way, and at the same time to allow the 
whole function to be atomic. Thus the outer program can start a transaction, which may be either 
committed or aborted, and finally the whole outer transaction is committed or aborted. Each such 
inner program could itself invoke further nested programs, and so on. 

6 . 1 2  Distribution 

PCTE is based on a community of workstations of possibly differing types connected together by a 
network. The community is normally seen by the user as a single environment, grouping together 
the facilities, services and resources of all the different workstations, though in some circumstances 
a PCTE installation may be temporarily divided into separated partitions, each of which supports 
useful work. 
Objects, including processes, are distributed throughout a PCTE installation. A user is able to 
disregard both the location of objects on volumes in the network and that of the workstation 
concerned in executing processes. Alternatively a user may choose to exercise control over the 
location of objects on volumes and the location of processes. On creation of an object a volume can 
be specified to indicate its location. Every process executes on a particular workstation and a user 
can specify which workstation by either static or dynamic means: the static context of a program 
has an execution class identifying the range of workstations upon which the static context may be 
executed; the workstation on which a process executes can be specified on invocation. 

6 . 1 3  Replication 

As it is possible that one or more workstations of a PCTE installation become temporarily 
unavailable, certain installation-wide objects must still be accessible. Replication facilities are 
available whereby a copy of an object's contents, attributes and links are made to each workstation. 
Installation-wide objects are predefined as replicated and other objects can be added. This feature is 
intended for non-volatile, rarely varying, widely consulted objects. 

6 . 1 4  Security 

A PCTE installation has to support many users and many projects. Different users are expected to 
have different roles within projects and to be authorized to access different objects. The user 
accesses objects using programs (themselves modelled as static contexts within the object base). 
The purpose of security is to prevent the unauthorized disclosure, amendment or deletion of 
information. Security facilities are provided to support the definition of the different authorizations 
of users and programs. 
Security in PCTE is provided by discretionary and mandatory access controls. Access controls as 
defined in the security clauses form one aspect of the correct operation of the installation with 
regard to the integrity of the information held and the correctness of its use. In this regard, the 
facilities described in the security clauses complement the data modelling facilities of the OMS and 
schema management, and the transaction and concurrency control facilities. 
Each OMS object is associated with access control lists which define which types of access to the 
object are permitted for designated users or programs. Access control lists are expressed in terms 
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of discretionary access rights which are explicitly granted or denied to designated individual users, 
user groups or program groups. Access rights on a particular object are combined in order to 
determine a process's permission to perform each particular operation on the object. 
Mandatory access controls cover both mandatory confidentiality and mandatory integrity, with 
distinct controls. Mandatory access controls are additional to discretionary access controls. 
Mandatory confidentiality controls prevent the disclosure of infomation to unauthorized users. 
They prevent the flow of information to the unauthorized user directly, by controlling read access 
(simple confidentiality), and indirectly, by controlling the flow of information between objects 
(confidentiality confinement). 
Mandatory integrity controls prevent unauthorized sources from contributing to the information in 
an object, They prevent the flow of information from the unauthorized user directly, by controlling 
write access (simple integrity), and indirectly, by controlling the flow of information between 
objects (integrity confinement). 

6 . 1 5  Accounting 

The accounting facilities of PCTE allow the automatic recording of the consumption of selected 
installation resources by users, groups of users, or groups of programs. 
Authorized users may designate selected objects like programs, files, pipes, message queues, 
devices, workstations, and SDSs as being accountable resources. Access to an accountable 
resource by a process implies the automatic logging of usage information into the associated 
accounting log on completion of the operation. 

6 .16  Implementation limits 

PCTE permits the user to examine the implementation-defined limits for the PCTE installation in 
which a program executes. 
Minimal values are defined for limits, so that a program respecting those values is portable to any 
PCTE installation. 

7 Outline of ISO/IEC 13719 

Clause 6 gives an informal, non-normative explanation of the concepts of PCTE. Clause 7 gives an 
overview of the document and of the structure of the definition. 
The partly formal, normative definition of PCTE is in clauses 8 to 24 and annexes A to C. It is in 
two main parts. The first main part is the foundation (clause 8) which defines the concept Object 
and its parts, for example Attribute and Link, and the concepts of the associated typing mechanism, 
for example Type and Type in SDS. This uses a subset of VDM-SL; see annex A. 
The second main part of the definition is the interface definition (clauses 9-22). This defines the 
other concepts of PCTE, for example Process and Workstation, as specializations of the concept 
Object (clauses 11-22). This definition is in terms of the typing structure associated with these 
specializations, that is in terms of the typing concepts of the foundation. A language for the 
definition of types and types in SDS, called Data Definition Language or DDL, is defined in annex 
B. 
The concept Object is itself further specialized, i.e. details not necessary for the foundation are 
added, in clause 9. (The name Object is used in both the foundation and the interface definition 
because it is the same concept although only a few of its details are defined in the foundation.) 
Thus the foundation is a relatively simple general model that is specialized in later clauses to provide 
the PCTE interface definition. 
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Instances of the PCTE concepts are called entities and they are referred to by the names of the 
underlying concepts, for example instances of Object are called objects. All the entities existing at a 
time are called the state of the PCTE installation. PCTE is defined in terms of the permissible values 
of the state and the permissible operations on the state. The foundation defines part of the state, 
namely that part concerned with entities of the foundation concepts; the interface definition defines 
the rest of the state and all the operations. 
The concepts of the typing mechanism cannot be treated as specializations of the concept Object 
because the definition of PCTE would then be circular. They can however be represented by 
specializations of Object so that tools can determine the current state of the typing mechanism using 
the operations provided for determining the current state of objects. Operations for manipulating the 
state of the typing mechanism also manipulate the representing objects automatically and 
equivalently. The representations and operations of the typing mechanism are defined in clause 10. 
The interface is defined by operations grouped according to function. For each group some 
concepts are defined first in DDL and possibly VDM-SL, as described above. There follow the 
operation definitions; a VDM-SL definition of the signature, an informal English description of the 
normal action of the operation, and a list of the possible error conditions (using an abbreviated 
notation defined in annex C). 
Other parts of ISO/IEC 13719 define application programming interfaces to PCTE in terms of 
specific programming languages by defining the mapping of datatypes, operations, and error 
conditions of the abstract specification to datatypes, operations, and error conditions respectively of 
the programming language (see 3.1). Such mapping specifications are called bindings. Clause 23 
defines a number of features to which all bindings must conform. 
Clause 24 defines the limits on the sizes and numbers of various entities which a conforming PCTE 
implementation must respect. These are given as minima which an implementation must meet or 
exceed. 
Annexes A to C define various notations used in the Abstract Specification. Annex A defines the 
subset of VDM-SL used for type definitions and operation signatures; annex B defines DDL; and 
annex C defines the notation for operation error conditions. 
Annex D is provided for information; it collects the DDL definitions of the types in the predefined 
schema definition sets. 
Annex E contains a list of auditable events classified by event type. 
Annex F is provided for information; it contains an index of error conditions. 
Clauses 8 to 24 contain commentary (headed NOTE or NOTES) which is not normative and is 
intended as a help to the reader in understanding the definition. 

8 Foundation 

8 . 1  The state 

state PCTE-Installation of 
SYSTEM-TIME : Time 
OBJECT-BASE 
PROCESSES :set of Process 
M ESSAGEQU EU ES 
CONTENTS-HANDLES 
CURRENT-POSITIONS 
WORKSTATIONS : set of Workstation 

: map Object-designator to Object 

: set of Message-queue 
: map Contents-handle to Current_position 
: map Current_position to Natural 

e n d  
Name = Text 
Name-sequence = seq of Name 
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Working-schema :: 
VISIBLE-TYPES : set of Typejnworking-schema 
SDS-NAMES : Name-sequence 

PROCESS-OBJECT : Object-designator 
WORKING-SCHEMA : Working-schema 
OPENCONTENTS : set of Open-contents 

Message-queue :: 
QUEUE-OBJECT : Objectdesignator 
M ESSAG ES 

WORKSTATION-OBJECT : Object-designator 
AUDIT-CRITERIA : set of Selectioncriterion 

Process :: 

: seq of Message 
Workstation :: 

The state comprises the entities of a PCTE installation that endure from one operation call to 
another. The effect of an operation call is to modify the state, or to return values derived from the 
state (and any parameters), or both. 
The system time is the date and time of day at any instant, as given by some system clock. For the 
format of the time see 23.1.1.5. The current time for an operation is a value of the system time at 
some moment between the start and end of the operation. 
The object base is a set of objects identified by object designators (see 8.2.1). 
A working schema is associated with a process (see clause 13) and consists of a set of types in 
working schema, derived from a sequence of SDSs. The types in working schema in the working 
schema of the calling process are called visible types. For the creation of a working schema for a 
process see 13.2.12. 
The initial value of the state consists of the following objects: 
- at least one workstation, at least one device managed by that workstation, at least one volume 

mounted on that device, and at least one process running on that workstation (see 18.1.2, 
11.1.3, 11.1.1, and 13.1.5); 

- the administration replica set, the common root, and the administrative objects (see 17.1.4 and 
9.1.2); 

- at least one user (see 19.1.1); 
- at least the schema definition sets system, metasds, discretionary-security, mandatory-security 

(if implemented), and accounting (if implemented) (see 10.1); 
- the predefined user group ALL-USERS, and the predefined program groups PCTE-AUDIT, 

PCTE-REPLICATION, PCTE-EXECUTION, PCTE-SECURITY, PCTE-HISTORY, 
PCTE-CONFIGURATION, and PCTE-SCHEMA-UPDATE (see 19.1.1). 

NOTE - It is intended that the system time should be as near as possible the same throughout a PCTE installation. 

8 . 2  The object base 

8.2.1 Objects 

Object :: 
OB J ECT-TY P E 
ATTRIBUTES : set of Attribute 
LINKS : set of Link 
DI RECT-COM PONENTS 
PREFERRED-LINK-TYPE : [ Link-type-nominator ] 
PREFER RED-LINK-KEY 
CONTENTS : [ Contents ] 

: Object-type-nominator 

: set of Object 

: [ Text ] 
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Object-designator :: Token 
Object-designators = set of Object-designator 
Contents = Structuredcontents I Unstructured-contents 
Structuredcontents = Accounting-log I Audit-file 
Unstructured-contents = File I Pipe I Device 
Object-scope = ATOMIC I COMPOSITE 

The object type constrains the properties of the object (see 8.3.1). 
No two attributes of an object have the same attribute type. There is a basic set of attributes which 
all objects have; it is defined in 9.1.1. 
The preferred link type and preferred link key, if present, are used as defaults in the identification 
of a link of the object (see 8.2.3). The preferred link key has the syntax of a key (see 23.1.2.7). 
Every direct component of an object is the destination of a composition link of the object, and vice 
versa. 
An outer object of an object A is an object of which A is a Component. 
The atomic object associated with an object comprises the links, attributes, preferred link type, 
preferred link key, and contents of the object. The atoms of an object are the atomic objects 
associated with the object and all its components. 
A component of an object is a direct component of the object or of a component of the object. An 
object which is a component of each of two distinct objects, neither of which is a component of 
the other, is called a shared component of those two objects. 
An internal link of an object is a link of the object or of one of its components for which the 
destination is either a component of the object or the object itself. An external link of an object is a 
direct or indirect outgoing link of the object which is not an internal link of the object. An object is 
called the origin of each of its links. 
An object is specified by an object designator, or by a specialization of object designator defined 
as follows: if "X" is an object type (that is, it is a descendant of "system-object", see 9.1.1) then 
'X-designator' (with capital initial) stands for 'Object-designator' with the condition that the value 
must designate an object of type "X" or a descendant of "X". For the mapping of object 
designators to the language bindings, see 23.1.2.2. 
An object scope is used to indicate whether the effect of an operation applies to an object 
(COMPOSm) or to the atomic object of the object (ATOMIC). 
NOTES 
1 An object can be a component of itself. Similarly two objects can be components of each other; in that case 
there are two distinct objects with the same atoms. 
2 General operations are provided for handling unstructured contents (see clause 12) as a sequence of octets, the 
meaning of which is not further defined in this part of ISO/IEC 13719. Specific operations are provided for 
handling structured contents, which has a defined meaning in each case (see clauses 21 and 22). 
3 When an object is created, so are all its attributes in the global schema. When a new attribute type is applied to 
the object's type in an SDS, effectively all objects of that type and its descendants gain a new attribute with its 
initial value. If the application of an attribute type to that object type is removed from all SDSs, the attribute 
remains on each object of that type until deleted by OBJECT-DELETE-ATTRIBVTE. 

8.2.2 Attribut es 

Attribute :: 
ATTRIBUTE-TYPE : Attribute-type-nominator 
ATTRIBUTE-VALUE : Attribute-value 
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Attribute-value = Integer I Natural I Boolean I Time I Float I String 
Attribute-designator :: Token 
Attributedesignators = set of Attributedesignator 
Attribute-selection = Attribute-type-nominators I VISIBLE-ATTRIBUTETYPES 
Attribute-assignments = map Attribute-designator to Attribute-value 
String = seq of Octet 

The value of an enumeration attribute is represented by its position within the enumeration value 
type (see 8.3.2). 
An attribute is specified as follows: 
- for an attribute of an object: an object designator which specifies the object, and an attribute 

designator which specifies the attribute relative to the object; 
- for an attribute of a link: an object designator which specifies the origin of the link, a link 

designator which specifies the link relative to the object (see 8.2.3), and an attribute designator 
which specifies the attribute relative to the link. 

NOTES 
1 Each attribute in the object base is a key or non-key attribute of a link in the object 
base or a direct attribute of an object in the object base. 
2 An implementation may impose constraints on the values of attributes (see clause 24). An attribute may take 
any value of its value type within those constraints; for example, a string attribute may take any string value up to 
the maximum allowed length, whatever its present value may be. 
3 For the types Integer, Natural, Boolean, Time, Float, and String see 23.1.1. 

8.2.3 Links 

Link :: 
LINK-TY P E : Link-type-nominator 
DESTINATION : [ Object-designator ] 
KEY ATTRIBUTES : seq of Attribute 
NONlKEY ATTRIBUTES : set of Attribute 
REVERSE- : [ Link-designator ] 

Link-designator :: Token 
Actual-key = seql of (Text I Natural) 
Link-designators = set of Link-designator 
Link-selection = Link-type-nominators I VISIBLE-LINK-TY PES I ALL-LINK-TYPES 
Link-descriptor = Object-designator * Link-designator 
Link-descriptors = set of Link-descriptor 
Link-set-descriptor = Object-designator * Link-designators 
Link-set-descriptors = set of Link-set-descriptor 
Link-scope = INTERNAL-LINKS I EXTERNAL-LINKS I ALL-LINKS 

The key attributes and the non-key attributes are together called the attributes of the link. No two 
attributes of a link have the same attribute type. 
Two distinct links of the same type from the same object must have different key attributes (i.e. 
the two sequences of key attribute values must be different). 
The reverse link of the reverse link of a link is that link. 
A link is said to befrom its origin and to its destination. 
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A series of links from object A to object B is a sequence of 1 or more links L1, L2, ..., Ln such 
that A is the origin of L1, B is the destination of Ln, and otherwise the destination of each link is 
the origin of the next in sequence. 
A link is specified by an object designator which specifies the origin of the link and a link 
designator which specifies the link relative to the object. For the mapping of link designators to 
the language bindings, see 23.1.2.4. 
NOTES 
1 Each link in the object base is a link of exactly one object in the object base; i.e. each link has exactly one 
origin. 
2 When a link is created, so are all its attributes in the global schema. When a new attribute type is applied to the 
links type in an SDS, effectively all links of that type gain a new attribute with its initial value. If the application 
of an attribute type to that link type is removed from all SDSs, the attribute remains on each link of that type until 
deleted by LINI-DELEïï-ATTRIBUTE. 

8 . 3  Types 

Type = Object-type I Attribute-type I Link-type I Enumeral-type 
Type-nominator = Object-type-nominator I Attributetype-nominator I Link-type-nominator I 
Enumeraltype-nominator 
Object-type-nominator :: Token 
Attributetypenominator :: Token 
Link-typenominator :: Token 
Enumeraltype-nominator :: Token 
Type-nominators = set of Type-nominator 
Object-type-nominators = set of Objecttype-nominator 
Attributetype-nominators = set of Attributetype-nominator 
Link-type-nominators = set of Link-type-nominator 
Typekind = OBJECT-TYPE I ATTRIBUTE-TYPE I LINK-TYPE I ENUMERAL-TYPE 

A type is a template defining common basic properties of a set of instances. The instances of a type 
are those whose type nominator identifies that type. 
A type is specified by a type nominator, which may be specialized to an object type nominator, an 
attribute type nominator, a link type nominator, or an enumeral type nominator. A type nominator 
may be further specialized as follows: if "X" is an object type, attribute type, link type, or enumeral 
type then 'X-type-nominator' stands for 'Object-type-nominator' etc. with the condition that the 
value must designate type "X" or a descendant of "X". For the mapping of type nominators to 
language bindings see 23.1.2.5 and 23.1.2. 

8.3.1 Object types 

Object-type :: 
TYPE-NOMINATOR : Object-type-nominator 
CONTENTS-TYPE : [ Contents-type ] 
PARENT-TYPES : Object-type-nominators 
CHILD-TYPES : Object-type-nominators 
represented by object-type 

Contents-type = FILETYPE I PIPE-TYPE I DEVICE-TYPE I AUDIT-FILE-TYPE 
ACCOUNTING-LOG-TYP E 
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The contents type, if present, specifies the type of contents of instances of the object type. If no 
contents type is supplied, instances of the object type have no contents. 
The parent types define inheritance rules governing the properties of object types in working 
schema (see 8.5.1). The parent types of an object type, their parent types, and so on, excluding 
the object type itself, are called the ancestor types of the object type. 
The child types are the object types which have this object type as parent type. The child types of 
an object type, their child types, and so on, excluding the object type itself, are called the 
descendant types of the object type. 
The parenuchild relation between object types forms a directed acyclic graph, with the object type 
"object" (see 9.1.1) as the root. 

8.3.2 Attribute types 

Attributetype :: 
TYPE-NOMINATOR : Attributetype-nominator 
VALU E T Y  PE-I D EN I FI ER 
INITIAL-VALUE : [ Attribute-value ] 
DUPLICATION : Duplication 
represented by at1 ibutetype 

Enumeration-value-type-identifier 

: Valuetype-identif ier 

Value-type-identifier = INTEGER I NATURAL I BOOLEAN I TIME I FLOAT I STRING 

Enumeration-valuetype-identifier = seql of Enumeraltype-nominator 
Duplication = DUPLICATED I NON-DUPLICATED 

The value type identifier identifies the value type of the instances of the attribute type, i.e. the 
datatype of their possible attribute values (see table 1). See 23.1.1 for the mapping of values of 
integers, naturals, Booleans, times, floats, and strings. An enumeration value type identifier is a 
non-empty sequence of enumeral types. 
The initial value, which is a value of the value type, is the initial value of any attribute of this 
attribute type after creation and before any value has been assigned to it. If no initial value is 
supplied, the default initial value for the value type is used (see table 1). 
If the duplication is DUPLICATED, then every instance of the attribute type is a duplicable 
attribute, i.e. the value of the attribute is copied whenever an object or link with the attribute is 
copied; if it is NON-DUPLICATED then every instance is a nonduplicable attribute, i.e. the value 
of the copy of the attribute reverts to the initial value. 
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8.32 

1 6  

Table 1 - Value types 
Value type identifier Value type Default initial value 1 
INTEGER 
NATURAL 
BOOLEAN 
TIME 
FLOAT 
STRING 
Enumeration value 
type identifier 

Integer O 
Natural O 
Boolean false 
Time 1980-01-01T00:00:00Z 
Float 0.0 
String "'I (empty string) 
Enumeral type 1st enumeral type of the 

enumeration value type identifier 

Link types 

Link-type :: 
TYPE-NOMINATOR 
CATEGORY 
LOWERBOUND, UPPER-BOUND 
EXCLUSIVENESS 
STABILITY 
DUPLICATION 
K EY-ATT R I B UTE-TY P ES 
REVERS E-LI N K-TY PE 
represented by I i n k-t y pe 

: Lin k-t ype-no mi nato r 
: Category 
: [ Natural ] 
: Exclusiveness 
: Stability 
: Duplication 
: Key-types 
: [ Link-type-nominator ] 

Key-types = seq of Attributetype-nominators 
Category = COMPOSITION I EXISTENCE I REFERENCE I DESIGNATION I IMPLICIT 
Categories = set of Category 
Exclusiveness = SHARABLE I EXCLUSIVE 
Stability = ATOMIC-STABLE I COMPOSITE-STABLE I NON-STABLE 

All instances of a link type have the category, exclusiveness, stability, and duplication of the link 
type. 
The lower bound of a link type defines the number below which the number of links of that link 
type from any instance of an object type with that link type cannot be reduced. If absent, the 
lower bound is taken as O. The lower bound is only checked when an attempt is made to delete a 
link, so that on creation of an object the number of links of a type may be less than the lower 
bound for that type. 
The upper bound of a link type is an optional natural defining the maximal number of links of that 
link type from any instance of an object type with that link type. If present, it must be greater than 
O and not less than the lower bound. If absent, there is no upper bound. 
A link type is said to be of cardinality one if its upper bound is 1. A link type of cardinality one 
has an empty sequence of key attribute types. 
A link type is said to be of cardinality many if it is not of cardinality one. A link type of cardinality 
many has a non-empty sequence of key attribute types. 
The sequence of key attribute types defines the attribute types of the sequence of key attributes of 
an instance of the link type. It does not contain any repeated attribute type nominators. A key 
attribute has value type Natural or String. 
The optional reverse link type is the link type which reverses the link type, i.e. whenever a link of 
this link type exists from object A to object B, a link of the reverse type exists from object B to 
object A, and vice versa. The reverse link type is not allowed if the category is DESIGNATION, 
and must be present otherwise. 
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The term complementary is used of pairs of links, each having the other's origin as its destination, 
which are not reverses of each other. 
All link types of category IMPLICIT and cardinality many have lower bound O,  no upper bound, 
and a single key attribute of the predefined attribute type "system-key". The values of 
"system-key" attributes are implementation-dependent: each such key value is different from the 
value of every other "system-key" attribute of a link of the same link type from the same object. 
All link types of category EXISTENCE and cardinality many have lower bound O. 
The category identifies certain properties of instances of the link type, as follows: 
- relevance to the origin. For a link with this property: 

. The link may be created and deleted explicitly. 

. APPEND-LINKS discretionary access right to the origin is required in order to create the 
link, and WRITE-LINKS discretionary access right to the origin is required in order to 
delete the link. 

. The link cannot be created or deleted if its origin is a stable object. 

. The creation and deletion of the link assign the current system time to the last modification 
time of the origin. 

. The link may have non-key attributes. 
For a link without the relevance to the origin property: 
. The link may only be created and deleted implicitly, i.e. as the reverse of a link with the 

relevance to the origin property. 
. APPEND-IMPLICIT discretionary access right to the origin is required in order to create the 

link, and WRITE-IMPLICIT discretionary access right to the origin is required in order to 
delete the link. 

. The link can be created or deleted even if its origin is a stable object. 

. The creation and deletion of the link have no effect on the last modification time of the 
origin. 

. The link may not have non-key attributes. 
- referential integrity. For a link with this property: 

. If the link exists then so does its destination, i.e. the existence of the link prevents the 
deletion of its destination. 

. The link always has a reverse link with the referential integrity property. 
- existence property. For a link with this property: 

. An object can be created as destination of the link. 

. The deletion of the link can imply the deletion of its destination. 
- composition property. For a link with this property: 

. The destination of the link is a component of its origin. 
The categories are defined in terms of these properties as follows: 
- COMPOSITION: relevance to the origin, referential integrity, existence property, composition 

property. Links with this category are called composition links. 
- EXISTENCE: relevance to the origin, referential integrity, existence property. Links with this 

category are called existence links. 
REFERENCE: relevance to the origin, referential integrity. Links with this category are called 
reference links. 

- 
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- IMPLICIT: referential integrity. Links with this category are called implicit links. 
- DESIGNATION. relevance to the origin. Links with this category are called designation links. 
If the stability of a link type is ATOMIC-STABLE, each instance of the link type is an atomically 
stabilizing link, i.e. the destination of the link (excluding its components other than itself) cannot 
be modified or deleted. 
If the stability of a link type is COMPOSITE-STABLE, each instance of the link type is a 
compositely stabilizing link, i.e. the destination of the link (including its components) cannot be 
modified or deleted. 
If the stability of a link type is NON-STABLE, each instance of the link type is a nonstabilizing 
link, i.e. the existence of the link does not prevent the modification or deletion of its destination or 
its components. 
Modification of an object is defined in 9.1.1. A stable object is the destination of an atomically or 
compositely stabilizing link, or a component of the destination of a compositely stabilizing link. 
Exclusiveness applies only to composition link types. If it is EXCLUSIVE, each instance of the 
link type is an exclusive composition link, i.e. no other composition link can share the same 
destination. If it is SHARABLE, each instance of the link type is a sharable composition link, i.e. 
other composition links can share the same destination. 
If duplication is DUPLICATED, each instance is a duplicable link, i.e. the link is copied whenever 
its origin is copied; if it is NON-DUPLICATED, each instance is a nonduplicable link, i.e. a copy 
of the object has no copy of the link. An implicit link cannot be duplicable. 
A component of an object is a duplicable component if it is the destination of at least one 
duplicable internal composition link whose origin is either the object or a duplicable component of 
the object. 
A link type of category IMPLICIT or DESIGNATION must be nonstabilizing. 
The following relations hold between properties of a link type and of its reverse link type: 
- if one link type has category IMPLICIT, then the other does not; 
- if one link type has the existence property (i.e. has category EXISTENCE or COMPOSITION) 

then the other does not; 
- if one link type has stability ATOMIC-STABLE or COMPOSITE-STABLE then the other has 

category IMPLICIT. 
A link type of category DESIGNATION cannot have a reverse link type. 
Links of the following types are termed usage designation links, because they are not checked by 
the normal security rules: "running-process", "inworking-schema-of" , "consumer-process", 
"user-identity-of". "adopted-user-group-of", "reserved-by", "locked-by", "lock", 
"opened-by ", "mounted-on", and "listenedto". Usage designation links have the following 
properties: 
- creation or deletion implies only a bitwise write access on the origin object from a mandatory 

security point of view (see 20.1.8.2); 
- creation or deletion requires one unspecified discretionary access permission on the origin 

object; 
- creation or deletion is possible for an object on a read-only volume; 
- creation or deletion is possible for a copy object as origin; 
- creation or deletion does not require the establishment of locks on the links; 
- they are not copied by REPLICATED-OBJECT-DUPLICATE; 
- they can be implicitly deleted by network failure and workstation closedown; 
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- creation or deletion does not change the last modification time of the origin object. 
Links of the following types are termed service designation links, because they indicate that the 
destination provides a service to the origin (usually a process): "executed-on", 
"sds-in-working-schema", "consumer-identity", "user-identity", "adopted-user-group", 
ttreserved-message-queue't, "open-object", "process-waiting-for", "referenced-object", 
"adoptable-user-group", "mounted-volume", "is-listener", "notifier", and 
"executed-static-context", Service designation links have the following properties: 
- creation or deletion does not require the establishment of locks on the links; 
- they are implicitly deleted by workstation failure; 
- for navigation along these links to replicated objects, replication redirection applies to the state 

of the object base at the time the link was created rather than when it is navigated through. 
NOTES 
1 The properties of links of various categories are summarized in table 2. 

Table 2 - Properties of link categories 
property Composition Existence Reference Implicit Designation 
links links links links links 

relevance to origin yes Yes Yes no Yes 
referential integrity yes Yes Yes Yes no 
existence Yes Yes no no no 
composition Yes no no no no 
atomic stability optional optional optional no no 
composite stability optional optional optional no no 
exclusiveness optional no no no no 
duplication optional optional optional no optional 
has a reverse link yes Yes Yes Yes no 

2 The reason why the lower bound of an existence link is O is that if there existed an existence link type L with a 
lower bound of 2, for example, and an object X had two outgoing links of type L, it would be impossible to delete 
either link directly using LINK-DELETE. Indirect deletion of these links by deletion of object X would also be 
impossible because X would have outgoing existence links. This means that the destinations of these links could 
never be deleted. This would be an undesirable situation. The same problem does not exist with composition links 
because a composite object can be deleted in a single operation, OBJECT-DELETE. 

8.3.4 Enumeral types 

Enumeral-type :: 
TYPE-NOMINATOR : Enumeral-type-nominator 
represented by enumeral-type 

An enumeral type is used as a possible value of an enumeration attribute. It has no instances. 

8 . 4  Types in SDS 

Type-in-sds = Object-type-in-sds I Attribute-type-in-sds 
Enumeraltype-in-sds 

Link-type-in-sds I 
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Type-i n-sds-com mongart : : 
ASSOCIATED-TYPE : Type-nominator 
LOC AL-S DS : Object-designator 
LOCAL-NAME : [ Name] 

Link-type-nominator-in-sds I Enumeraltype-nominator-in-sds 
Type-nominator-in-sds = Object-type-nominator-in-sds I Attribute-type-nominator-in-sds I 

Objecttype-nominator-in-sds :: Token 
Attributetype-nominator-in-sds :: Token 
Link-type-nominator-in-sds :: Token 
Enu me raltype-no mi nato r-i n-sds : : Token 
Type-nominators-in-sds = set of Type-nominator-in-sds 
Object-type-nominatorsin-sds = set of Object-type-nominator-in-sds 
Attribute-type-nominatorsin-sds = set of Attribute-type-nominator-in-sds 
Link-type-nominators-in-sds = set of Link-type-nominator-in-sds 
Enumeraltype-nominators-in.-sds = set of Enumeral-type-nominatorin_çdç 
Definition-mode-value = CREATE-MODE I DELETE-MODE I READ-MODE I WRITE-MODE I 
NAVIGATE-MODE 
Definition-mode-values = set of Definition-mode-value 
Definition-modes :: 

USAGE-MODE : Definition-mode-values 
EXPORT-MOD E : Definition-mode-values 
MAXIM U M-USAG E-M ODE : Def in it io n-mode-values 

A type in SDS (plural 'types in SDS') is a template defining a set of properties which apply to all 
instances of its type, in addition to the basic properties of that type. A type in SDS is associated 
with one type; a type is associated with one or more types in SDS. 
A schema definition set (or SDS) is an object of type "sds" (see 10.1.1), and is specified by an 
object designator. A type in SDS belongs to, or is in, a particular SDS, called its local SDS. 
The local name identifies the type in SDS, and hence the associated type, uniquely within the local 
SDS. The complete name of a type in SDS is the name of the SDS, followed by a hyphen I-', 

followed by the local name of the type in SDS. 
The definition modes specify restrictions on the usage of the type in SDS. The usage mode 
specifies the permitted kinds of access to instances of the type in SDS by a process which has 
adopted its local SDS in its working schema. The export mode specifies the maximum usage mode 
of the copy of the type in SDS which is created when the type in SDS is exported to another SDS; it 
is a subset of the usage mode. The maximum usage mode specifies which definition mode values 
can be included in the usage mode and export mode; it is set on creation of the type in SDS and 
cannot be changed. The definition modes of a link and of its reverse must be the same. Enumeral 
types in SDS do not have definition modes. 
The accesses controlled by definition modes are as follows. 
- READ-MODE controls reading from attributes by the operations 

OB JECT-GET-ATTRIBUTE, OB JECT-GET-SEVERAL-ATTRIBUTES, 
LINK-GET-ATTRIBUTE, and LINK-GET-SEVERAL-ATTRIBUTES. 

- WRITE-MODE controls writing to attributes by the operations OBJEn-SET-ATTRIBUTE, 
OBJECT-SET-SEVERAL ATTRIBUTES, OBJECT-RESET-ATTRIBUTE, 
LI  NK- S ET- ATTR I B UT ET and 
LINK-RESET-ATTRIBUTE. 

LI  NK- S ET- S E V ER A L- A T T RI  B UT E S , 
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- CREATE-MODE controls creation of objects and links by the operations OBJECT-CREATE, 
OBJECT-COPY, OBJECT-CONVERT, VERSION-REVISE, VERSION-SNAPSHOT, 
DEVICE-CREATE, and PROCESS-CREATE; and creation of links by the operations 
LINK-CREATE and LINK-REPLACE. 

- DELETE-MODE controls deletion of objects and links by the operation OBJECT-DELETE and 
deletion of links by the operations LINK-DELETE and LINK-REPLACE. 

- NAVIGATE-MODE controls the use of link references in pathnames in the evaluation of object 
references (see 23.1.2.2). 

Types in SDS are specialized to object types in SDS, attribute types in SDS, link types in SDS, and 
enumeral types in SDS; the associated types are object types, attribute types, link types, and 
enumeral types respectively. 
A type in SDS is specified by a type nominator in SDS, which may be specialized to an object type 
nominator in SDS, an attribute type nominator in SDS, a link type nominator in SDS, or an 
enumeral type nominator in SDS. A type nominator in SDS may be further specialized as follows: 
if "X" is an object type, attribute type, link type, or enumeral type then 'X-type-nominator-in-sds' 
stands for 'Object-type-nominator-in-sds' etc. with the condition that the value must designate a 
type in SDS associated with type "X" or a descendant of "X". For the mapping of type nominators 
in SDS to language bindings see 23.1.2.5. 

NOTE - The properties of a type and of an associated type in SDS can be specified by means of the Data Definition 
Language (see annex B). 

8.4.1 Object types in SDS 

Object-type-in-sds :: Type-in-sdscommongarî && 
DI R ECT-ATTR I B UTETY P ES-I N-SDS 
DIRECT-OUTGOING-LINK-TYPES-IN-SDS : Link-type-nominatorsin-sds 
DI R ECT-COM PON ENT-TY P ES-I N S  DS 
DEFINITION-MODES : Definition-modes 
represented by objecttype-in-sds 

: Attribute-type-nominatorsin-sds 

: Objecttype-nominators-in-sds 

The only allowed definition mode value for an object type in SDS is CREATE-MODE. 
The direct attribute types in SDS must be in the same SDS as the object type in SDS. They 
participate in the definition of the visible attribute types of object types in working schema; see 
8.5.1. 
The direct outgoing link types in SDS must be in the same SDS as the object type in SDS. They 
participate in the definition of the visible link types of object types in working schema; see 8.5.1. 
The object type in SDS is called the origin object type in SDS of each of the direct outgoing link 
types in SDS. 
The direct component types in SDS must be in the same SDS as the object type in SDS. They 
participate in the definition of the direct component types of object types in working schema; see 
8.5.1. 

8.4.2 Attribute types in SDS 

Attribute-type-in-sds :: Type-in-sds-common-part && 
DEFINITION-MODES : Definitionmodes 
represented by attributetype-in-sds 

The only allowed definition mode values for an attribute type in SDS are READ-MODE and 
WRITE-MODE. 
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8.4.3 Link types in SDS 

Link-type-in-sds :: Type-in-sds-commongart && 
DESTl N ATION-OB J ECT-TY P ES-I N-S DS : Object-t ype-no mi nato rs-i n-sds 
NONK EY-ATTR IB UTETY P ES-I N-SD S : Attribut e t  y pe-no mi nat ors-in-sds 
DEFlN ITIONMODES : Definition-modes 
represented by I i n k t  y pe-i n-sds 

The only allowed definition mode values for a link type in SDS are CREATE-MODE, 
DELETE-MODE, and NAVIGATE'LMODE. 
The destination object types in SDS must be in the same SDS as the link type in SDS. They 
participate in the definition of the destination object types of link types in working schema; see 
8.5.3. 
The non-key attribute types in SDS must be in the same SDS as the link type in SDS. They 
participate in the definition of the visible attribute types of link types in working schema; see 
8.5.3. 

8.4.4 Enumeral types in SDS 
Enumeral-type-in-sds :: Type-in-sds-common-part && 

IMAGE :Text 
represented by e nu me rat-t ype-i n-sds 

An enumeral type in SDS associates with the enumeral type a string called its image. 

8 . 5  Types in working schema 

Type-in-working-schema = Object-type-inworking-schema I 
Attribut e-t y pe-in-wo rking-sc hema I Linkt  ype-i n-working-sc hema I 
Enu meraltype-in-wo rking-sche ma 

Type-in-working-schema-commongart :: 
ASSOCIATED-TY PE : Type-nominator 
CONSTITUENT-TYPES-IN-SDS : seq of (Composite-name * Type-nominator-in-sds) 

Composite-name :: 
SDS-NAME : Name 
LOCAL-NAME : [ Name ] 

A type in working schema is a template defining common properties for a set of instances of its 
type. The properties of a type in working schema are derived from the properties of one or more 
types in SDS (see 8.5.1 to 8.5.4). Types in working schema occur in working schemas, see 8.1. 
For the construction of working schemas, see 13.2.12. 
The constituent types in SDS of a type in working schema must all have the same associated type, 
which is the type associated with the type in working schema. 
A type in working schema has several composite names, one for each constituent type in SDS. For 
each composite name, the SDS name is the name of the local SDS of the corresponding type in 
SDS, and the local name, if any, is the local name of the type in SDS in its local SDS. 
Let C1 and C2 be composite names, and T1 and T2 be type nominators in SDS. Then for any two 
constituent types in SDS (Ci, Tl), (C2, T2) of a type in working schema, if the SDS name of C1 
precedes the SDS name of C2 in the SDS names of the working schema containing the type in 
working schema, then (Ci, T1) precedes (C2, T2). 
Types in working schema are specialized to object types in working schema, attribute types in 
working schema, link types in working schema, and enumeral types in working schema; their 
associated types are object types, attribute types, link types, and enumeral types respectively. 
The value of a type in SDS cannot be changed while it is part of a type in working schema. 
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A type in working schema is specified by a type nominator, see 8.3. 

8.5.1 Object types in working schema 

Object-type-inworking-schema :: Type-in-working-schema-common-part && 
CHILD-TYPES : Objecî-type-nominators 
PAR ENT-TY P ES : Object-type-nominators 
APPLIED-ATTRIBUTE-TYPES : Attributetype-nominators 
A P PLI E D-LI N K-TY P ES : Link-type-nominators 
VIS I BLE-ATTR I B UTETY P ES : Attribut e t  y pe-nominat ors 
VI SI BLE-LIN K-TY PES : Link-type-nominators 
DIRECT-COMPONENT-TYPES : Object-type-nominators 
USAGE-MODES : Definition-mode-values 

The set of constituent types in SDS of the child types is the union of the sets of child types of the 
constituent types in SDS of the type in working schema. 
The set of constituent types in SDS of the parent types is the union of the sets of parent types of 
constituent types in SDS of the type in working schema. 
The applied attribute types are the attribute types in working schema which have a constituent type 
in SDS of a direct attribute type in SDS of one of the constituent types in SDS of the object type in 
working schema. 
The applied link types are the link types in working schema which have a constituent type in SDS 
of a direct outgoing link type in SDS of one of the constituent types in SDS of the object type in 
working schema. 
The direct component types are the object types in working schema which have a constituent type 
in SDS of a direct component type in SDS of one of the constituent types in SDS of the object type 
in working schema. 
The set of visible attribute types is the union of the set of applied attribute types and the sets of the 
visible attribute types of all the parent types. 
The set of visible link types is the union of the set of applied link types and the sets of the visible 
link types of all the parent types. 
The constituent types in SDS must be object types in SDS. 
If the type of an object is not visible, the object is considered as an instance of any of its object 
type's ancestor types which is visible. 
The set of usage modes is the union of the sets of definition modes of all constituent types in SDS 
of the object type in working schema. 

8.5.2 Attribute types in working schema 

Attributetype-inworking-schema :: Type-inworking-schema-commongart && 
USAGE-MODES : set of Definition-mode-values 

The constituent types in SDS must be attribute types in SDS. 
The set of usage modes is the union of the sets of definition modes of all constituent types in SDS 
of the attribute type in working schema. 

23 

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 13
71

9-1
:19

95

https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f


ISO/IEC 13719-1 : 1995(E) O ISO/iEC 

8.5.3 Link types in working schema 

Link-type-in-working-schema :: Type-inworking-schema-commonjart && 
DESTl NATION-OBJECT-TYPES : Object-type-nominators 
VISI BLE-D ESTINATION-OBJ ECT-TY PES : Object-type-nominators 
KEY-ATTRIBUTE-TYPES : Key-types 
APPLl ED-ATTR IBUTE-TY PES : Attributetype-nominators 
REVERSE : [ Link7type-nominator ] 
USAGE-MODES : Definition-mode-values 

The set of constituent types in SDS of the applied attribute types is the union of the sets of non- 
key attribute types of the constituent types in SDS of the link type in working schema. 
The set of constituent types in SDS of the destination object types is the union of the sets of 
destination object types of the constituent types in SDS of the link type in working schema. 
The constituent types in SDS must be link types in SDS. 
The set of visible destination object types is the union of the set of destination object types and the 
set of visible descendants of the visible destination object types. 
The sequence of key attribute types is the same as the sequence of key attribute types of the 
associated type. 
The set of usage modes is the union of the sets of definition modes of all constituent types in SDS 
of the link type in working schema. 

8.5.4 Enumeral types in working schema 

Enumeraltype-in-working-schema :: 
Type-in-working-schema-common-part && 
IMAGE :Text 

The image of an enumeral type in working schema T1 is the image of the first of its types in SDS 
which has an image, unless another enumeral type in working schema T2 belonging to the same 
enumeration attribute type in working schema as T1 but with a lower position already has the same 
image, in which case T1 has no image. 
The constituent types in SDS must be enumeral types in SDS. 

8 . 6  Types in global schema 

The global schema is the working schema constituted by all the SDSs of a PCTE installation; the 
order is irrelevant as it affects only the type names, which are of no concern here. A type in global 
schema is a type in working schema in the global schema; it follows that each type is associated 
with one type in global schema. The global schema is a notional working schema used to state the 
following consistency rules applying to the whole object base; it is not necessarily the working 
schema of any process. 
An object must be compatible with its associated object type in global schema, i.e.: 
- The link types in global schema of the links of the object must be among the visible link types in 

global schema of the object type in global schema. 
- The attribute types in global schema of the attributes of the object must be among the visible 

attribute types in global schema of the object type in global schema. 
- The object types in global schema of the direct components of the object must be among the 

direct component object types in global schema of the object type in global schema. 
- The preferred link type of the object, if present, must be one of the applied link types of the 

object type in global schema. 
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- The preferred link key of the object, if present, must have the same value types (String or 
Natural), in the same order, as the key attribute types of the preferred link type of the object. 

A link must be compatible with its associated link type in global schema, i.e.: 
- The object type in global schema of the destination of the link must be among the visible 

destination types of the link type in global schema. 
- The key attributes of the link, if any, must have the same value types (String or Natural) in the 

same order as the key attribute types of the link type in global schema. 
- The non-key attributes of the link must be among the applied attribute types of the link type in 

global schema. 
- The link type in global schema of the reverse link, if any, must be the reverse of the link type in 

global schema. 

8 . 7  Operations 

8.7.1 Calling process 

The operations defined in clauses 9 to 22 take effect when they are executed by a process (see 
13.1.4). The process is known as the calling process of the operation. The effects on the state of 
the PCTE installation are global, i.e. can be observed by other processes. Results returned by 
operations which are designators are local to the calling process. 

8.7.2 Direct and indirect effects 

The effects of an operation on the state of the PCTE installation comprise direct effects and indirect 
effects. Direct efects are described in the relevant operation descriptions (including the error 
descriptions). Indirect effects are described elsewhere in clauses 9 to 22. The operations of 
clause 23 do not affect the state. 
Indirect effects occur by means of events. Events are of several classes, described below. An 
operation may raise an event. Depending on the state of the PCTE installation, the raising of an 
event may result either in the effect of another operation being different to what it would otherwise 
be, or in some other change of state. 
An operation has a finite non-zero duration, and an event that is raised during the operation may 
have an effect on that operation. 
In general, the raising of an event is not explicitly described in the operation that raises the event, 
but instead in the part of the interface definition that may be affected by the event. It must 
nevertheless be understood that the description of an operation may need to be implicitly extended 
by the description of the raising of events. The processing of an event takes place 
asynchronously. 
There are several different classes of event, as described below. 
- Access event. This is described in clause 15. Access events are raised by operations which 

perform certain kinds of access to objects. If an appropriate notifier has been established, then 
the raising of the event causes an appropriate message to be sent. 

- Lock release event. A lock release event occurs when a lock is released (see 16.1.8). If some 
other operation is waiting to acquire a lock on the same resource, then that operation may 
proceed. If there is more than one such operation then which operation acquires the lock is 
implementation-dependent. There is no further description of this event in this part of ISO/IEC 
13719. 

- Process timeout event. This event is raised when the duration of an operation has exceeded the 
process timeout value for that process. When this event is raised, the error condition 
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OPERATION-HAS-TIMED-OUT holds for that operation, and the operation terminates with 
that error. This event is described in 13.1.4. 

- Process alarm event. This event is raised when the time left until alarm has expired. When this 
event is raised, a message of message type WAKE is sent to the process and the process is 
resumed. This event and its effect are described in 13.1.4 and 13.2.6. 

- Interrupt operation event. This is described in 13.2.4. This event is raised by 
PROCESS-INTERRUPT-OPERATION or by PROCESS-TERMINATE. If the interrupted 
process is executing an operation or waiting for an event when this error is raised, then the 
error condition OPERATION-IS-INTERRUPTED holds for that operation and it terminates 
with that error. 

- Audit event. These events are described in clause 21. Audit events are raised by operations 
which carry out object access, and for exploiting audit records, copying audit records, carrying 
out certain security operations, and at explicit user request (see 21.2.5). If the event type is 
selected and auditing is enabled (or the event type is always audited) then an audit record is 
written as described in 21.1.1. 

- Accounting event. Accounting events are divided into start events and end events. These are 
raised as a result of certain operations, and if the resource is accountable and accounting is 
enabled then an accounting record is written (see 22.1.2). 

- Message queue event. These events are described in 14.1. They are raised by the appearance 
in a message queue of a message, which may be caused by MESSAGE-SEND-WAIT, 
MESSAGE-SENDNO-WAIT, or QUEUE-RESTORE. If there is a handler for the event 
then that handler is executed. 

- Resource availability event. These events do not occur as a result of operations, but may occur 
at any moment. They model changes in the availability of hardware resources. The effect of a 
resource availability event on the directly affected objects is implementation-dependent. The set 
of directly affected objects for an event is implementation-defined. The effect on access from 
other objects is defined as follows for the various resource availability events. 
. Volume failure: an accessible volume becomes inaccessible. Attempted access to objects on 

the volume (including replicas in the case of an administration volume) fails with the error 
OBJECT-IS-INACCESSIBLE. Attempts to commit transactions which have started and 
which involve objects on the volume also fail. 

. Device failure: an accessible device becomes inaccessible. Attempted access to the file 
contents of the device fails. Volume failure is raised for any volume mounted on the device. 

. Network failure: an accessible workstation becomes inaccessible. There is no distinction 
between a workstation failing and a network failing so that communication with the 
workstation is lost. The inaccessible workstation ceases to be in its current network 
partition. Associated devices and volumes become inaccessible with consequences as 
above. 

. Network repair: a workstation joins a network partition. This has no immediate effect, but 
the workstation becomes accessible when the other conditions are met. 

- Process termination event. This event is raised when a process is terminated by 
PROCESS-TERMINATE, explicitly or implicitly or by normal or abnormal process 
termination. If a PROCESS-WAU-FOR-CHILD or PROCES S-WAIT-FOR-ANYCHILD 
operation of the parent process is waiting for that process or any sibling process to terminate, 
then it may proceed. If more than one such operation exists (for different threads) then all may 
proceed. 

- Data available event. This event is raised when data is written to a device contents, pipe 
contents, or message queue. If an operation is waiting on a CONTENTS-READ on a pipe or 
device which is not non-blocking, and data is written to that pipe or device, then that operation 
may proceed. If an operation is waiting on a MESSAGE-RECEIVE-WAIT on a message 
queue, and a message is received of a type included in the set of types specified by that 
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8.7.3 

MESSAGE-RECEIVE-WAIT, then the operation may proceed. If more than one operation is 
waiting on that event, which operation receives the data and ceases to wait is implementation- 
dependent. AUDIT-FILE-READ and ACCOUNTING-LOG-READ do not wait for data to be 
available. 

- Data space available event. This event is raised when space becomes available in a device 
contents, pipe contents, or message queue. If an operation is waiting on a 
CONTENTS-WRITE on a pipe or device which is not non-blocking, and data is removed from 
that pipe or device, then that operation may proceed if sufficient space has been made available. 
If an operation is waiting on a MESSAGE-SEND-WAIT on a message queue and a message is 
removed from the queue then the operation may proceed if sufficient space has been made 
available. If an operation is waiting to write to the audit file or accounting log and the audit file 
or accounting log becomes available, then the operation proceeds. If more than one operation is 
waiting on that event for a contents or message queue, which operation writes or sends the data 
and ceases to wait is implementation-dependent. 

- S e c u r i t y  a t t r i b u t e  c h a n g e .  This  event i s  raised by 
OB JECT-SET-CONFIDENTIALITY-LABEL, OBJECT-SET-INTEGRITY-LABEL, or 
OBJECT-SET-ACL-ENTRY, or changes to labels as a result of floating. If a 
CONTENTS-READ, CONTENTS-WRITE, MESSAGE-RECEIVE-WAIT or 
MESSAGE-SEND-WAIT operation is waiting and a security attribute changes such that the 
process no longer has permission to access the contents or message queue object in the required 
mode, then the operation ceases to wait and terminates in an appropriate mandatory or 
discretionary access mode error (see C.4). 

Errors 

Execution of an operation may terminate after carrying out the normal behaviour as described in 
the main subclause, or may terminate in an error. 
The list of errors in the subclause Errors of each abstract operation definition defines the set of 
error conditions which apply to that operation. Other error conditions, which apply to several 
operations, are defined in clause 23. The error conditions OPERATION-HAS-TIMED-OUT and 
OPERATION-IS-INTERRUPTED (see 8.7.2) and SECURITY-POLICY-WOULD-BE- 
VIOLATED (see 20.1.8) apply to all operations. If an operation terminates in an error then the 
associated error condition holds. If any error condition holds then the operation terminates; if 
none of the error conditions hold, the normal behaviour occurs. 
Error conditions are distinguished for the purpose of helping tool writers. Language bindings 
may add further error conditions. An implementation may not add further error conditions, except 
as specified in this part of ISO/iEC 13719. 
No precedences are defined in this part of ISODEC 13719 between error conditions which hold 
simultaneously. Implementations which aim for high security must define such a precedence so as 
to address the problem of covert channels. 
Error conditions arising from type mismatches between actual and formal parameters of operations 
are not explicitly defined in the abstract operation definitions. Language bindings may need to 
make these error conditions explicit, depending on the strength of type-checking provided by the 
language. This does not apply to the following cases: 
- a check by an operation that an object belongs to a particular subset of instances of a type, e.g. 

that a security group is not a subgroup, or that an attribute is not applied to a specified object; 
- a check by an operation where a specialization of Object-designator is specified and an object 

reference is supplied (see 23.1.2.2). 
If an operation terminates with an error condition, then the operation may have acquired some 
locks. The locks acquired are implementation-dependent, but in no case may a lock be acquired 
on a resource (object or link) which is stronger than the lock that would be acquired on that 
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resource if the normal behaviour had occurred. Their duration is determined in the same way as 
for other locks. No other state changes occur, except that possibly auditing and accounting 
records are created. 

8.7.4 Operation serializability 

In general, operations are serializable with all other concurrent operations. An operation may be 
considered to be composed of one or more atomic actions which change the state of the PCTE 
installation. That a set of operations is serializable means that for each operation a single point in 
time can be determined, lying between the actual time the operation is called and the time of the 
return from the operation, where all the actions of the operation can be deemed to take place and 
without any different effect on the state of the PCTE installation to that which actually occurs. 
This point of time is called the nominal serialization point. The following specific exceptions to 
serializability apply. 
- If an operation enters a waiting state then the actions before the operation waits constitute one 

operation for purposes of serialization and the actions after leaving the waiting state until 
entering a further waiting state or the end of the operation constitute another operation. 

- The values of the "last-access-time", "last-modification-time", "last-change-time", 
'I 1 a s t -c omp o sit e- a c c e s s- t im e " , and 
"last-composite-change-time" attributes are updated within an operation to a point of time 
between the start and end of the operation and not necessarily to any nominal serialization point. 
The time values set on different objects by a single operation are not necessarily the same. 

- If PROCESS-INTERRUPT-OPERATION is used on a process between the start of an 
operation and the nominal serialization point then the operation is interrupted; if it is used after 
the nominal serialization point then it has no effect. 

- Serializability does not apply to PROCESS-SUSPEND for the calling process; nor to 
WORKSTATION-CHANGE--CONNECTION with the parameter force set to true and any 
affected concurrent operations. 

- PROCESSTERMINATE interrupts other ongoing operations (if any) in the same way as 
PROCESSINTERRUPT-OPERATION. 

It 1 a s t -c o m p o s it e-mo d if i c at i on - t i m e 'I, 

NOTES 
1 Serializability is often enforced by locking. However, this is not true for two or more operations running on 
behalf of the same activity or on behalf of competing unprotected activities. As an example of operation 
serializability, consider two concurrent invocations of OBJECT-MOVE on the same object, moving it to two 
different volumes. The result should be that the entire object resides on one or the other volume, rather than some 
components residing on each volume according to the order in which they were moved. 
2 Evaluation of parameters which are references counts as part of operation execution for serialization. 

9 Object management 

9 . 1  Object management concepts 

9.1.1 The basic type "object" 

sds system: 
volume-identifier: (read) non-duplicated natura., 
locked-link-name: (read) string; 
exact-identifier: (read) nonduplicated string; 
number: natural; 
name: string; 
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system-key: (read) natural; 
object: with 
attribute 

exact-identifier; 
volume-identif ier; 
replicated-state: (read) nonduplicated enumeration (NORMAL, MASTER, COPY) := 

NORMAL; 
last-accesstime: (read) non-duplicated time; 
last-modification-time: (read) nonduplicated time; 
lastchangetime: (read) nonduplicated time; 
last-composite-access-time: (read) non-duplicated time; 
last-composite-modificationtime: (read) non-duplicated time; 
last-compositechangetime: (read) nonduplicated time; 
num-incoming-links: (read) non-duplicated integer; 
num-incomingcomposition-links: (read) nonduplicated natural; 
num-incoming-existence-links: (read) non-duplicated natural; 
nu m-inco mi ng-refe re nce-l inks : (read) no n-dup licated natural; 
num-incoming-stabilizing-links: (read) nonduplicated natural; 
nu m-ou tg o ingco mpos it io n-l inks : ( read) n o n d  up II cat ed nat u ral ; 
nu m o u  t go i ng-ex is t e nce-l in ks : ( read) no n-du p I icat ed n at u rat ; 

predecessor: (navigate) nonduplicated composite stable existence link 

successor: (navigate) implicit link (system-key) to object reverse predecessor; 
opened-by: (navigate) non-duplicated designation link (number) to process; 
locked-by: (navigate) nonduplicated designation link (number ) to activity with 
attribute 

end locked-by; 

link 

(predecessor-number: natural) to object reverse successor; 

locked-link-name; 

end object; 
end system; 

"Object" is the common ancestor type of all objects in the object base. 
The exact identifier uniquely identifies the object in the object bases of all PCTE installations. It is 
composed of a prefix and a suffix separated by ':I (colon). The prefix is the same for all objects 
created within a PCTE installation. The suffix uniquely identifies the object within the object base 
of a particular PCTE installation. The exact identifier of an object that has been deleted is never 
reassigned to an object created later. 
The volume identifier identifies the volume on which the object resides, or, for a copy object, on 
which it is a replica. It uniquely identifies a volume within a PCTE installation. 
The replicated state indicates whether the object is normal, a master or a copy (see 17.1). It is 
MASTER for the master of a replicated object, COPY for a copy of a replicated object, and 
NORMAL for a non-replicated object. This attribute can be changed only by the operations which 
manage replicated objects. 
The last access time is the date and time of day of the last read access to the contents of the object. 
It is set to the system time when the object is created and by the following operations (unless the 
object is on a read-only volume or is a component of an object on a read-only volume): 
- QUEUE-RESTORE (queue,file)forfile; 
- CONTENTS-READ; 
- AUDIT-FILE-WAD; 
- ACCOUNTING-RECORD-READ; 
- CONTENTS-COPY-TO-FOREIGN-SY STEM (file, foreign-system, foreigngarameters, 

foreign-name) for file. 
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I The last modification time is the date and time of day of the last modification to the object. It is set 
to the system time when the object is created and by the following operations: 

LINK-CREATE and LINK-REPLACE for the origin of the created link when the created link 
is not implicit; 
LINK-DELETE and LINK-REPLACE for the origin of the deleted link when the deleted link 
is not implicit; 
any operation which results in the creation or deletion of a link which is not implicit, except for 
usage designation links and "object-on-volume" links; 
OB JECT-CONVERT; 
OBJECT-SET-ATTRIBUTE and OBJECT-SET-SEVERAL-ATTRIBUTES; 
LINK-SET-AïTRIBUTE and LINK-SET-SEVERAL-ATTRIBUTES, for the origins of the 
links; 
OBJECT-SET-PREFERENCE; 
QUEUE-SAVE (queue,file) for file; 
CONTENTS-WRITE and CONTENTS-TRUNCATE; 
CONTENTS-COPYFROM-FOREIGN-SYSTEM @le, foreign-system, foreigngarameters, 
foreign-name) for file; 
any operation resulting in the creation of an audit record for the audit file; 
any operation resulting in the creation of an accounting record for the accounting log; 

0 

The last change time is the date and time of day of the last change to the object. It is set by any 
operation which sets the last modification time, and the following operations: 
- creation of an implicit link; 
- deletion of an implicit link, 
- OBJECT-MOVE for an object which has been moved to another volume; 
- operations which change the discretionary access control lists of an object; 
- operations which change the mandatory labels of an object; 
- operations which change the mandatory label ranges of multi-level secure devices (see 20.1.5); 
- PROCESS-SET-CONRDENTIALITYLABEL (process, label) for process; 
- PROCESS-SET-INTEGRITY-LABEL (process, label) for process. 
The last composite access time is the date and time of day of the last read access to the contents of 
the object or of any component of the object (but is not updated if the object or component is on a 
read-only volume). 
The last composite modification time is the date and time of day of the last modification to the 
object or to any component of the object. 
The last composite change time is the date and time of day of the last change made to the object or 
to any component of the object. 
An operation which updates the last modification time of an object is said to atomically modify the 
object. An operation which updates the last composite modification time of an object is said to 
compositely modifL the object. 
The num (number of) incoming links is the number of non-designation links to the object (and is 
also the number of non-designation links of the object since every non-designation link has a 
reverse link). 
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The num (number of) incoming composition links is the number of composition links to the 
object . 
The num (number of) incoming existence links is the number of existence links to the object. 
The num (number of) incoming reference links is the number of reference links to the object. 
The num (number of) incoming stabilizing links is the number of atomically stabilizing links to the 
object plus the number of compositely stabilizing links to the object and to its outer objects. 
The num (number of) outgoing composition links is the number of composition links of the 
object. 
The num (number of) outgoing existence links is the number of existence links of the object. 
The destinations of the "predecessor" links are the immediate predecessor versions of the object; 
the destinations of the "successor" links are the immediate successor versions of the object. These 
are used in version control operations; see 9.4. The directed graph of versions created by these 
links must be acyclic. 
The destination of the "opened-by" link is the process that opened the object; see 12.1. 
The destination of the "locked-by" link is the activity that has locked the object or a link of the 
object; see 16.1.2. 
There are also attributes defined in the security SDS representing the security properties of the 
object (see 19.1.2 and 20.1.1); and attributes defined in the accounting SDS representing the 
accounting properties of the object (see 22.1.1). 
The attribute types "number", "name" and "system-key" are predefined. "number" and "name" 
are used for numeric and string keys, respectively; names are non-empty. "system-key" is the 
attribute type of system-assigned keys of implicit links (see 8.3.3). 
NOTES 
1 The prefix of the object exact identifier is intended to be unique among all PCTE installations, past, present, and 
future; but the administration of prefix assignment is outside the scope of this part of ISODEC 13719. 
2 The last composite access, modification, and change time may be calculated when required as the most recent of 
the last access, modification, and change time respectively of the object and its components. 

9.1.2 The common root 
sds system: 
common-root: child type of object with 
link 

archives: (navigate) existence link to archivedirectory reverse archivesof; 
execution-sites: (navigate) existence link to execution-site-directory reverse 

replica-sets: (navigate) existence link to replica-set-directory reverse replica-setsof; 
volumes: (navigate) existence link to volume-directory reverse volumesof; 

execution-sitesof ; 

end common-root; 
end system; 

The common root has an existence link to each of the administrative objects of the PCTE 
installation: the SDS directory (see 10.1. l), the volume directory (see 1 l.l .l),  the archive 
directory (see 11.1.4), the replica set directory (see 17.1.1), the execution site directory, (see 
18.1.1), the security group directory (see 19.1.1), the mandatory directory (see 20.1.1), and the 
accounting directory (see 22.1.1). 
The common root and the administrative objects are predefined replicated objects (see 17.1.4). 
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9.1.3 Datatypes for object management 

Type-ancestry = EQUAL-TYPE I ANCESTOR-TYPE I DESCENDANT-TYPE I 
UN R ELATED-TYP E 

O ISO/IEC 

Version-relation = ANCESTOR-VSN I DESCENDANT-VSN I SAME-VSN I RELATED-VSN 
UN R E LATE D-VSN 

These datatypes are used as parameter and result types of operations in 9.3 and 9.4. 

9 . 2  Link operations 

9.2.1 LINK - CREATE 

LINK-CREATE ( 
origin : Object-designator, 
new-link : Link-designator, 
dest : Object-designator, 
reverse-key : [ Actual-key ] 

) 
LINK-CREATE creates a new link link of origin as follows: 
- the link type is as specified by the link designator new-link; 
- the destination is the object dess, 
- the key attributes are as specified by the link designator new-link; 
- the non-key attributes are set to their initial values; 
- the category, exclusiveness, stability, and duplication are set according to the link type. 
If the type of link has a reverse link type, LINK-CREATE also creates the reverse link 
reverse-link of link and adds it to the links of dest: 
- the link type of reverse-link is the reverse of the link type of link, 
- the destination of reverse-link is origin; 
- the category, exclusiveness, stability, and duplication of reverse-link are set according to the 

link type. 
- the non-key attributes of reverse-link are set to their initial values; 
- if the type of reverse-link is of cardinality many and of category IMPLICIT then the key 

attribute of reverse-link is set to a new system-generated key. 
If the type of reverse - link is of category COMPOSITION, REFERENCE or EXISTENCE, two 
cases arise: 
- if dest has a preferred link type which is the link type of the reverse link, then the key attributes 

of reverse link are derived from reverse-key and from the preferred link key of dest, if any, as 
defined in-23.1.2.7; 

- if dest has no preferred link type or if the preferred link type of dest is not the link type of the 
reverse link, then the key of the reverse link is set to reverse - key. 

If new link is a composition link, then any security group that has OWNER granted or denied to 
origin-has OWNER granted or denied respectively to dest; similarly if reverse link is a 
composition link, then any security group that has OWNER granted or denied to-dest has 
OWNER granted or denied respectively to origin. This requires the process to have OWNER 
rights on dest or origin respectively. See 19.1.2 for details. 
Write locks of the default mode are obtained on the new links. A read lock of the default mode is 
obtained on origin if the interpretation of new - link implies the evaluation of any '+I or '++I key 
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attribute values (see 23.1.2.7). A read lock of the default mode is obtained on dest if the 
interpretation of reverse - key implies the evaluation of any '+I or '++I key attribute values. 
A write lock of the default mode is obtained on dest and each of its components if the OWNER 
discretionary access right is granted or denied for one or more groups to origin, and different 
OWNER discretionary access rights exist for one or more of those same groups to dest. 

Errors 
ACCESSERRORS (origin, ATOMIC, MODIFY, APPEND-LINKS) 
If reverse link is implicit: 

If reverse-link is not implicit: 

If new-link is atomically stabilizing: 

If new-link is compositely stabilizing: 

CATEGORY-ISBAD (origin, new - link, (COMPOSITION, EXISTENCE , REFERENCE, 
DESIGNATION)) 
COMPONENT-ADDITION-ERRORS (dest, new-link ) 
COMPONENT-ADDITION-ERRORS (origin, reverse-link ) 
DESTINATION-OB JECT-TYPE-IS-INVALID (origin, new-link, dest) 
LINK-EXIS TS (origin, new-lin k )  
If link is atomically or compositely stabilizing: 

OB JECT-CANNOT-BE-STABILIZED (dest) 
If link is compositely stabilizing: 

OBJECT-CANNOT-BE-STABILIZED (component of dest) 
REVERSE-KEY-ISBAD (origin, new link, dest, reverse key) 
REVERSE-KEY-ISNOT-SUPPLIEDTorig in, new-link, dest) 
REVERSE-KEY-IS-SUPPLIED (reverse-key) 
REVERSE-LINK-EXISTS (origin, new-link, dest, reverse-key) 
UPPER-BOUND-WOULDBE-VIOLATED (dest, reverse-link) 
UPPER-BOUND-WOULD-BE-VIOLATED (origin, new - link) 

ACCËSSERRORS (dest, ATOMIC, CHANGE, APPEND-IMPLICIT) 

ACCES SERRORS (dest, ATOMIC, MODIFY, APPEND-LINKS) 

ACCESS-ERRORS (dest, ATOMIC, CHANGE, STABILIZE) 

ACCESSERRORS (dest, COMPOSITE, CHANGE, STABILIZE) 

O 
US AGE-MODE-ON-LINK-TY PE-WOULDBE-VIOLATED (origin, new - link, 
CREATE-MODE) 

9.2.2 LINK - DELETE 

LINK-DELETE ( 
origin : Objec-designator, 
link : Link-designator 

1 
LINK-DELETE deletes the link specified by origin and link. 
Let dest be the destination of l ink,  and reverse l ink be the reverse link of link (if any). 
LINK-DELETE deletes link from the links of origh and deletes reverse-link (if any) from the 
links of dest. 
dest is deleted from the object base if link is the last composition or existence link to dest. 
origin is deleted from the object base if reverse - link is the last composition or existence link to 
origin. 
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For each deleted object the "objecton-volume" link from the volume on which the deleted object 
was residing to the deleted object is also deleted. 
If either deleted object is opened by one or more processes (see 12.1), the deletion of its contents 
is postponed until all processes have closed the contents. An operation using a contents handle to 
access its contents is not affected by the deletion until the contents handle is closed. 
Write locks of the default mode are obtained on the deleted objects (if any) and on the deleted links 
except the "object-on-volume" link. A read lock of the default mode is obtained on origin if the 
interpretation of link implies the evaluation of any '+I or '++I key attribute values (see 23.1.2.7). 

Errors 
ACCESSERRORS (origin, ATOMIC, MODIFY, WRITE-LINKS) 
If link is compositely stabilizing: 

If reverse-link is implicit: 
ACCESS-ERRORS (dest, COMPOSITE, CHANGE, STABILIZE) 

ACCESSERRORS (dest, ATOMIC, CHANGE, WRITE-IMPLICIT) 
If reverse-link is not implicit: 

ACCESSERRORS (dest, ATOMIC, MODIFY, WRITE-LINKS) 
If link is the last composition or existence link to dest: 

ACCESSERRORS (dest, ATOMIC, MODIFY, DELETE) 
If reverse-link is the last composition or existence link to origin: 

ACCESS-ERRORS (origin, ATOMIC, MODIFY, DELETE) 
For each origin X of an implicit link to a deleted object: 

ACCESSERRORS (X, ATOMIC, CHANGE, WRITE-IMPLICIT) 
For each compositely stabilizing link L of a deleted object: 

ACCESSERRORS (destination of L, COMPOSITE, CHANGE) 
CATEGORY-ISB AD (origin, link, (COMPOSITION, EXISTENCE, REFERENCE, 
DESIGNATION)) 
If link is not a designation link: 

LOWER-BOUND-WOULD-BE-VIOLATED (origin, link) 
LOWER-BOUND-WOULD-BE-VIOLATED (dest, reverse-link) 
If reverse-link is the last existence or composition link to origin: 

OBECT-HAS-LINKS-PREVENTING_DELETION (orig in) 
If link is the last existence or composition link to dest: 

OBJECT-HAS-LINKS-PREVENTING-DELETION (dest) 
If link is the last composition or existence link to dest: 

OBJECT-ISJN-USE-FOR_DELETE (dest) 
If reverse-link is the last composition or existence link to origin: 

OB JECT-IS-IN-USE-FOR-DELETE (origin) 
US AGE-MODE-ON-LINK-TY PE-WOULDB E-VIOLATED (origin, link, DELETE-MODE) 

DESTINATION-OBJECI'-TYPE-IS-INVALID (origin, link, dest) 

9.2.3 LINK-DELETE-ATTRIBUTE 

LINK-DELETEATTRIBUTE ( 
origin : Object-designator, 
link : Link-designator, 
attribute : Attribute-designator 

1 
LINK-DELETE-ATïRIBUTE deletes the non-key attribute attribute of the link link of the object 
origin, if the "attribute-type" object representing the attribute type of attribute is no longer in the 
object base. 
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A write lock of the default mode is obtained on link. A read lock of the default mode is obtained 
on origin if the interpretation of link implies the evaluation of any '+I or '++I key attribute values 
(see 23.1.2.7). 

Errors 
ACCESS-ERRORS (origin, ATOMIC, MODIFY, WRITE-LINKS) 
PRIVILEGE-IS-NOT-GRANTED (PCTE-CONFIGURATION) 
REFERENCED-OBJECT-ISNOT-MUTABLE (key of link) 
NOTE - It is the responsibility of the user to ensure that the attribute type is no longer in the object base. 

9.2.4 LINK - GET-ATTRIBUTE 

LIN K-GET-ATTRI B UTE ( 
origin : Object-designator, 
link : Link-designator, 
attribute : Attributedesignator 

result : Attribute-value 
1 

LINK-GET-ATTRIBUTE returns the value of the non-key attribute attribute of the link link of 
the object origin. 
A read lock of the default mode is obtained on link. A read lock of the default mode is obtained on 
origin if the interpretation of link implies the evaluation of any '+I or I++' key attribute values (see 
23.1.2.7). 

Errors 
ACCESSERRORS (origin, ATOMIC, READ, READ-LINKS) 
USAGE-MODE-ON-AïTRIBUTE-TYPE_WOULD_BE_VID (origin, link, attribute, 
RE AD-MODE) 

9.2.5 LINK - GET - DESTINATION-VOLUME 

LINK-GET-DESTINATION-VOLUME ( 
origin : Object-designator, 
link : Linkdesignator 

destination : Volume-info 
1 

LINK-GETDESTINATIONVOLUME returns the volume identifier volume identifier and the 
volume accessibility mounted of the volume on which the destination dest of &e link link of the 
object origin resides. The returned value of mounted is as follows: 
- ACCESSIBLE if the volume on which dest resides is mounted and is accessible in the network 

partition that contains the calling procedure's workstation. In this case, volume - identifier is the 
volume identifier of the volume on which dest resides. 

- INACCESSIBLE if the PCTE implementation is able to determine on which volume the object 
resides, and that volume is not accessible (either because the volume is not mounted or because 
the volume is mounted in a network partition which does not contain the calling process's 
workstation). In this case, volume - identifier is the volume identifier of the volume on which 
the object resides. 

- UNKNOWN if the PCTE implementation is unable to determine on which volume the object 
resides. In this case, volume - identifier is the volume identifier of a volume which is not 
currently accessible. 
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The situations in which UNKNOWN is returned rather than INACCESSIBLE, and vice versa, are 
implementation-defined, as is the general meaning of the volume identifier returned for 
UNKNOWN. In any particular situation, the choice is implementation-dependent. 
Read locks of the default mode are obtained on link, and on origin if the interpretation of link 
implies the evaluation of any '+I or I++' key attribute values (see 23.1.2.7). 

Errors 
ACCESSERRORS (origin, ATOMIC, READ, READ-LINKS) 
LINK-DESTINATION-DOESNOT-EXIST (link) 
OBJECT-IS-ARCHIVED (destination of link) 
US AGE-MODE-ON-LINK-TYPE-WOULD-BE-VIOLATED (origin, link, 
N AVIG ATE-MODE ) 
NOTE - Some implementations may be able to guarantee that only ACCESSIBLE or INACCESSIBLE is returned. 
For implementations that return UNKNOWN, the volume identifier returned should be that of the volume which 
should be made accessible prior to repeating the call. The destination object may reside on this volume, or it may 
contain implementation-dependent details of the volume on which the object resides, or of a further volume to be 
made accessible. Although the operation may require access to other volumes, no error condition is raised as a 
result. 

9.2.6 LINK-GET - KEY 

LINK-GET-KEY ( 
origin : Object-designator, 
/ink : Link-designator 

key : [ Actual-key ] 
) 

LINK-GET-KEY returns in key the complete sequence of key atîribute values (if any) of the link 
link of the object origin. 
Read locks of default mode are obtained on link, and on origin if the interpretation of link implies 
the evaluation of any '+I or '++I key attribute values (see 23.1.2.7). 

Errors 
ACCESS-ERRORS (origin, ATOMIC, READ, READ-LINKS) 
US AGE-MODE-ON LINK-TY PE-W OULDBE-VIOLATED (o rig in, link, 
NAVIGATE-MODE) 

9.2.7 LINK-GET-REVERSE 

LINK-GET-REVERSE ( 
origin : Object-designator, 
link : Link-designator 

reverse-link : [ Link-designator 1, 
dest : Object-designator 

) 

LINK-GET-REVERSE returns in reverse link the reverse link (if there is one) of the link link of 
the object origin,  and in dest the destination of link. If link has no reverse link, no value is 
returned in reverse-link. 
Read locks of the default mode are obtained on link, and on origin if the interpretation of link 
implies the evaluation of any I+' or '++I key attribute values (see 23.1.2.7). 

Errors 
ACCESSERRORS (origin, ATOMIC, READ, READ-LINKS) 

36 
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ACCESSERRORS (destination of link, ATOMIC, READ, READ-LINKS) 
LINK-DESTINATION-DOESNOT-EXIST (link) 
LINK~NAME~IS~TOO~LONG~IN~CURRENT~WORKING~SCHEMA 
REFERENCE-CANNOT-BE-ALLOCATED 
US AGE-MODE-ON LINK-TYPE-WOULD-BE-VIOLATED (origin, link, 
NAVIG ATE-MODE) 

9.2.8 LINK - GET-SEVERAL-ATTRIBUTES 

LINK-GET-SEVERAL-ATTRIBUTES ( 
origin : Object-designator, 
link : Link-designator, 
attributes : Attribute-selection 

values : Attribute-assignments 
1 

LINK-GET-SEVERAL-ATTRIBUTES returns in values a set of attribute assignments of the link 
link of the object origin. 
The returned set of attributes is determined by attributes: 
- a set of attribute designators: the set of non-key attributes, as for LINK-GET-ATTRIBUTE 

(origin, link, A) for each attribute A of attributes; 
- VISIBLE-ATTRIBUTETYPES: all non-key attributes of link visible in the working schema 

of the calling process and with usage mode including READ-MODE. 
Read locks of the default mode are obtained on link, and on origin if the interpretation of link 
implies the evaluation of any '+I or I++' key attribute values (see 23.1.2.7). 

Errors 
ACCESSERRORS (origin, ATOMIC, READ, READ-LINKS) 
If attributes is not VISIBLE-ATïRIBUTE-TYI?ES: 

USAGE-MODE-ON-A'ITR.IBUTE-TYPE.-WOULD-BE_VIOLATED (origin, 
link, each element of attributes, READMODE) 

9.2.9 LINK - REPLACE 

LINK-REPLACE ( 
origin : Object-designator, 
link : Link-designator, 
new-origin : Object-designator, 
new-link : Link-designator, 
new-reverse-key : [ Actual-key ] 

1 
LINK-REPLACE replaces the composition or existence link link of the object origin by a new 
composition or existence link as specified by new-link from new-origin, with the same 
destination dest. 
The new link from new origin to dest is created and link is deleted in the same way as the 
following sequence of operations, ignoring any temporary violation of link bounds or composition 
exclusivity on dest: 

LINK-CREATE (new-origin, new-link, dest, new-reverse-key); 
LINK-DELETE (origin, link) 

Write locks of the default mode are obtained on the links to be deleted and on the new links. A 
read lock of the default mode is obtained on new origin if the interpretation of link or new-link 
implies the evaluation of any '+I or I++' key attrihte values (see 23.1.2.7). A read lock of the 
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default mode is obtained on dest if the interpretation of new-reverse-key implies the evaluation of 
any I+' or I++' key attribute values. 
A write lock of the default mode is obtained on dest and each of its components if the OWNER 
discretionary access right is granted or denied for one or more groups to new-origin, and different 
OWNER discretionary access rights exist for one or more of those same groups to dest. 
Errors 
ACCESSERRORS (new-origin, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESS-ERRORS (origin, ATOMIC, MODIFY, WRITE-LINKS) 
If the reverse link of new-link is implicit: 

ACCESS-ERRORS (dest, ATOMIC, CHANGE, APPEND-IMPLICIT) 
If the reverse link of new-link is not implicit: 

ACCESSERRORS (dest, ATOMIC, MODIFY, APPEND-LINKS) 
If the reverse link of link is implicit: 

ACCESSERRORS (dest, ATOMIC, CHANGE, WRITE-IMPLICIT) 
If the reverse link of link is not implicit: 

ACCESSERRORS (dest, ATOMIC, MODIFY, WRITE-LINKS) 
If new link is atomically stabilizing and link is not, or vice versa: 

ACCESS-ERRORS (dest, ATOMIC, CHANGE, STABILIZE) 
If new link is compositely stabilizing and link is not, or vice versa: 

ACCESSERRORS (dest, COMPOSITE, CHANGE, STABILIZE) 
CATEGORY-ISB AD (new-origin, new-link, (COMPOSITION, EXISTENCE)) 
CATEGORYISBAD (origin, link, (COMPOSITION, EXISTENCE)) 
COMPONENT-ADDITION_ERRORS (dest, new-link) 
DESTINATION-OBJECT-TYPE-IS-INVALID (new origin, new link, dest.) 
DESTINATION-OBJECT-TYPE-IS-INVALID (origin, link, dest)- 
I f  new-link is of category COMPOSITION, and new-origin has OWNER granted or denied: 

LINK-EXISTS (new-origin, new-link) 
OBJECT-CANNOT-BE-STABILIZED (dest) 
LOWER-BOUND-WOULD-BE-VIOLATED (origin, link) 
REVERSE-KEY-ISBAD (new origin, new - link, new - reverse key) 
REVERSE-KEY-ISNOT-SUPPLIED (new-origin, new-link, dest) 
REVERSE-LINK-EXISTS (new origin, new link, dest, new-reverse-key) 
UPPER-BOUND-WOULD-BE-VIOLATED Tdest, reverse link of new-link) 
UPPER-B OUND-WOULDB E-VIOLATED (new-o rig in, new-link) 
US AGE-MODE-ON-LINK-TYPE-WOULD-BE-VIOLATED (origin, link, DELETE-MODE) 
US AGE-MODE-ON-LINK-TYPE-WOULD-BE-VIOLATED (new - origin, new-link, 
CREATE-MODE) 
NOTE - new-reversekey can be supplied in particular to replace an exclusive link or a link whose reverse link is of 
cardinaiity one. 

9.2.10 LINK-RESET - ATTRIBUTE 

LINK-RESET-ATTRIBUTE ( 
origin : Object-designator, 
link : Link-designator, 
attribute : Attribute-designator 

1 

a 

a 
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LINK-RESET-ATTRIBUTE resets the non-key attribute attribute of the link link of the object 
origin to its initial value. 
A write lock of the default mode is obtained on link. A read lock of the default mode is obtained 
on origin if the interpretation of link implies the evaluation of any '+I or I++' key attribute values 
(see 23.1.2.7). 

Errors 
ACCESSERRORS (object, ATOMIC, MODIFY, WRITE-ATTRIBUTES) 
KEY-UPDATE-ISFORBIDDEN (attribute) 
REFERENCED-OBJECT-ISNOT_MUTABLE (key of link) 
USAGE-MODE ON-A'ITRIBUTE-TYPE-WOULD-BE-VIOLATED (origin, link, attribute, 
WRITE-MODE) 

9.2.11 LINK-SET-ATTRIBUTE 

LI NK-SET-ATTR IB UTE ( 
origin : Object-designator, 
link : Link-designator, 
attribute : Attribute-designator, 
value : Attribute-value 

1 
LINK-SET-A'ITRIBUTE assigns the value value to the non-key attribute attribute of the link link 
of the object origin. 
A write lock of the default mode is obtained on link. A read lock of the default mode is obtained 
on origin if the interpretation of link implies the evaluation of any '+I or I++' key attribute values 
(see 23.1.2.7). 

Errors 
ACCESS-ERRORS (origin, ATOMIC, MODIFY, WRITE-LINKS) 
ENUMERATION-VALUE-IS-OUT-OF-RANGE (value, values of attribute) 
KEY-UPDATE-ISFORBIDDEN (origin, link, attribute) 
If link is a "referenced-object" link: 

US AGE-MODE ON-ATTRIBUTE-TYPE-WOULD-BE-VIOLATED (origin, link, attribute, 

VALUE-LIMIT-ERRORS (value) 
The following implementation-dependent error may be raised: 

REFERENCED-OBJECT-ISNOT-MUTABLE (key of link) 

WRITE-MODE) 

VALUE-TYPE-ISINVALID (value, origin, link, attribute) 

9.2.12 LINK-SET - SEVERAL - ATTRIBUTES 

Li N K-S ET-S EVE RAL-ATTR I BUTES ( 
origin : Object-designator, 
link : Link-designator, 
attributes : Attributeassignments 

1 
For each element A in the domain of attributes, LINK-SET-SEVERAL-ATTRIBUTES sets the 
value of the attribute A of the link link of the object origin to the value attributes (A), in the same 
way as: 

LINK-SET-ATTRIBUTE (origin, link, A, attributes (A)) 
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A write lock of the default mode is obtained on link. A read lock of the default mode is obtained 
on origin if the interpretation of link implies the evaluation of any '+' or '++' key attribute values 
(see 23.1.2.7). 
Errors 
ACCESSERRORS (origin, ATOMIC, MODIFY, WRITE-LINKS) 
For each element A in the domain of attributes: 

ENUMERATION-VALUE-IS-OUT-OF-RANGE (attribute(A), values of A) 
KEY-UPD ATE-IS-FORBIDDEN (origin, link, A) 
US AGE-MODE-ON-ATTRIBUTE-TYPE-WOULD-BE-VIOLATED (origin, 

VALUE-LIMIT-ERRORS (attributes (A)) 
link, A, WRITE-MODE) 

The following implementation-dependent error may be raised for each element A in the domain of - -  

attributes: 
VALUE-TYPE-IS-INVALE) (attributes (A), origin, link, A) 

9 . 3  Object operations 

9.3.1 OB JECT-CHECKTYPE 

OB J ECT-C H EC K-TY P E( 
object : Object-designator, 
type2 : Objecttype-nominator 

relation : Type-ancestry 
) 

OBJECT-CHECK-TYPE compares the object type typel of the object object against tile object 
type type2, and returns in relation a value defined as follows: 
- EQUAL-TYPE if typel is the same as type2; 
- ANCESTOR-TYPE if typel is an ancestor of type;!; 
- DESCENDANTTYPE if typel is a descendant type of type2 in the working schema of the 

calling process; 
- UNRELATED-TYPE in all other cases. 
The visibility of the type of object does not affect the result of the operation. 
A read lock of the default mode is obtained on object. 
Errors 
CONFIDENTIALITY-WOULD--BE-VIOLATED (object, ATOMIC) 
INTEGRITY-CONFINEMENT_WOULD_BE_VIOLATED (object, ATOMIC) 
OBJECT-IS-ARCHIVED (object) 
OB JECT-TYPE-IS-UNKNOWN (type2) 
VOLUME-IS-INACCESSIBLE (object, ATOMIC) 

9.3.2 OB JECT-CONVERT 

OBJ ECT-CONVERT( 
object : Object-designator, 
type : Object-type-nominator 

) 
OBJECT-CONVERT changes the object type of the object object to the descendant object type 
type. 
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The operation has no effect if the current type of object is already type. 
A write lock of the default mode is obtained on object. 
Errors 
ACCESSERRORS (object, ATOMIC, CHANGE, CONTROL-OBJECT) 
OBJECT-IS-STABLE (object) 
OB JECT-TYPE-ISINVALID (type) 
OBJECT-TYPE-IS-UNKNOWN (type) 
TYPE-ISNOT-DESCENDANT (object type of object, type) 
If object is not of type type: 

USAGE-MODE-ON-OBJECT-TYPE-WOULD-BE-VIOLATED (current type of object, 
type) 

9.3.3 OBJECT-COPY 

OBJECT-COPY ( 
object : Object-designator, 
ne w-o rigin : Object-designator, 
new-link : Link-designator, 
re verse- key 
on-same-volume-as : [ Object-designator 1, 
access-mask : Atomic-access-rights 

ne w-object : Object-designator 

: [ Actualkey 1, 

1 

OBJECT-COPY creates an object new-object as a copy of object, More precisely: 
- If object is a file, an accounting log, or an audit file, then the contents of new-object is the same 

as the contents of object; if object is a pipe then the contents of new-object is empty. 
- For each duplicable attribute X of object, there is an attribute of new-object which is a copy of 

X .  
- For each duplicable direct component X of object, there is a direct component of new-object 

which is a copy of X. 
- For each duplicable internal link A of object whose destination is a duplicable component, there 

is an internal link B of new-object such that the destination of B is the copy of the destination 
of A and all other properties of B are the same as for A. 

- For each duplicable external link A of object, there is a corresponding external link of 
new - object which is a copy of A. 

- For each non-duplicable attribute of object, there exists a corresponding attribute of new-object 
whose value is either set to the initial value of the attribute type or, for the following predefined 
attributes: the exact identifier, volume identifier, replicated state, contents type, last access time, 
last modification time, last change time, last composite access time, last composite modification 
time, last composite change time, number of incoming links, number of incoming composition 
links, number of incoming existence links, number of incoming reference links, number of 
incoming stabilizing links, number of outgoing composition links, number of outgoing 
existence links, atomic ACL, composite ACL, confidentiality label, and integrity label, is set to 
a value corresponding to the newly created object. In particular, since the attribute 
"replicated-state" is not copied, the copy of a replicated object is not replicated. 

- For each non-duplicable non-key attribute of a copied link, there exists a corresponding non- 
key attribute of the copied link whose value is set to the initial value of the attribute type. 

A copy of an attribute A is an attribute which has the same attribute type, attribute value, and 
attribute properties as A. 

4 1  
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A copy of a link A is a link which has the same link type, key attributes, duplicable non-key 
attributes, link properties, and destination as A. 
A copy of a component X of an object A is a component Y of a copy B of A such that Y is a copy 
of X as an object, and the composition link from B to Y is a copy of the composition link from X 
to A 
OBJECT-COPY creates a link link of the object new-origin, as specified by new link, and with 
new object as destination, and its reverse link reverse-link with origin new-cbject and key 
derived from reverse-key as described in 23.1.2.7. 
access mask is used in conjunction with the default atomic ACL and default object owner of the 
callingprocess to specify the atomic ACL and the composite ACL of new-object and its 
components. See 19.1.4 for more details. 
If new link is a composition link, then any security group that has OWNER granted or denied to 
new origin has OWNER granted or denied respectively to dest; similarly if reverse link is a 
composition link, then any security group that has OWNER granted or denied to-dest has 
OWNER granted or denied respectively to new-origin. 
If new link is a composition link, then any security group that has OWNER granted or denied to 
origin-has OWNER granted or denied respectively to dest; similarly if reverse link is a 
composition link, then any security group that has OWNER granted or denied to-dest has 
OWNER granted or denied respectively to origin. 
new-object has the same integrity and confidentiality label as object and each component of 
new object has the same integrity and confidentiality labels as the corresponding component of 
object. 
If on same volume as is supplied, new object resides on the same volume as the object 
on same vdume-as, Otherwise, new_ob?ect resides on the same volume as object and each 
coipone6t of new-object resides on the same volume as its corresponding component in object. 
An "object-on-volume" link is created from the volume on which new object resides to 
new-object, and similarly for all its components. Each created link is keyed bythe exact identifier 
of its destination object. 
Read locks of the default mode are obtained on object and on all its components; write locks of the 
default mode are obtained on the new objects and links except the new "object-on-volume" links. 
A read lock of the default mode is obtained on new-object if the interpretation of the link new-link 
implies the evaluation of any I+' or '++I key attribute values (see 23.1.2.7). 
If object is an accounting log, its contents is preserved. 

Errors 
ACCESSERRORS (new origin, ATOMIC, MODIFY, APPENDLINKS) 
ACCESSERRORS (object, COMPOSITE, READ, READ-LINKS) 
ACCESSERRORS (object, COMPOSITE, READ, READ-ATTRIBUTES) 
ACCESSERRORS (object, COMPOSITE, READ, READCONTENTS) 
ACCESSERRORS (on-same - volume-as, ATOMIC, SYSTEM-ACCESS) 
If new-link is compositely stabilizing: 

ACCESSERRORS (new-object, COMPOSITE, CHANGE, STABILIZE) 
If reverse-link is compositely stabilizing: 

ACCESSERRORS (new-origin, COMPOSITE, CHANGE, STABILIZE) 
For each destination X of a duplicable external link L of a duplicated component: 

ACCESSERRORS (X, ATOMIC, CHANGE, APPENDIMPLICIT) 
If L is atomically stabilizing: 

ACCES SERRORS (X, ATOMIC, CHANGE, STABILIZE) 

a 
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If L is compositely stabilizing: 
ACCESS-ERRORS (X, COMPOSITE, CHANGE, STABILIZE) 

CATEGORY-IS-BAD (new - origin, new-link, (COMPOSITION, EXISTENCE)) 
If object is a component of itself, and new-link is a composition link: 

CONTROL-WOULD-NOT-BE-GRANTED (neG-object) 
DESTINATION-OB JECT-TYPE-IS-INVALID (new-origin, new-link, new-object) 
EXTERNAL-LINK-ISBAD (object, COMPOSITE) 
EXTERNAL-LINK-ISNOT-DUPLICABLE (object) 
LABEL-IS-OUTSIDE-RANGE (new-object, volume on which on-same-volume-as resides) 
LINK-EXISTS (new-origin, new-link) 
OBJECT~OWNER~VALUE~WOULD~BE~INCONSISTENT~W~~ATOMIC~ACL 

If object is not a component of itself, new-link is a composition link, and new-origin has 
OWNER granted or denied: 

REFERENCE-CANNOT-BE-ALLOCATED 
REVERSEKEYISBAD (new-origin, new-link, new-object, reverse-key) 
REVERSEKEYISNOT-SUPPLIED (new-origin, new-link, new-object) 
REVERSE-KEY-IS-SUPPLIED (reverse-key) 

COMPONENT-ADDITION-ERRORS (new object, new-link) 

(new-o bject) 

O W N E R ~ P R O P A G A T I O N ~ E R R O R S ~ O N E N T _ C R E O N  (nav-object) 
I 0 

I 
I REVERSE-LINK-EXISTS (new-origin, new-link, new-object, reverse-key) 
I TYPE-OF-OB JECT-IS-INVALID (object, COMPOSITE) 
l US AGE-MODE-ON-LINK-TYPE-WOULD-BE-VIOLATED (new-origin, new-link, 

CREATE) 
I USAGE-MODE-ON-OBJECT'-TYPE-WOULD-BE-VIOLATED ("object", type of object) 

VOLUMEISFULL (volume on which on-same-volume-as resides) 
NOTE - Key values of reverse links (which must be implicit of cardinality many) are system-generated, because 
they must be different from key values of other links of the same types from the same origins. 

9.3.4 OBJECT-CREATE 

OBJECT-CREATE ( 
type : Objecttype-nominator, 
ne w-origin : Object-designator, 
new-link : Link-designator, 
reverse-key : [ Actual-key 1, 
on-same-volume-as : [ Object-designator 1, 
access-mask : Atomic-access-rights 

new-object : Object-designator 
OBJECT-CREATE creates an object new-object as follows: 
- the object type of new-object is type; 
- the contents of new-object is empty; 
- the value of each attribute of new-object is the initial value of its attribute type, except for some 

predefined attributes, set as defined below. 
A composition or existence link, as specified by new link, is created from new-origin to 
new - object, together with its reverse link reverse-link, with key reverse-key. 

1 
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access-mask is used in conjunction with the default atomic ACL and default object owner of the 
calling process to specify the atomic ACL and the composite ACL of new-object. See 19.1.4 for 
more details. 
If new-link is a composition link, then any security group that has OWNER granted or denied to 
new origin has OWNER granted or denied respectively to new-object ; similarly if reverse-link is 
a composition link, then any security group that has OWNER granted or denied to new-object 
has OWNER granted or denied respectively to new-origin. 
The confidentiality label of new-object is set to the current confidentiality context of the calling 
process and the integrity label of new-object is set to the current integrity context of the calling 
process. 
If on same-volume-as is supplied, new-object resides on the same volume as the object 
on - same - volume-as. Otherwise, new-object resides on the same volume as new-origin. 
An "object-on-volume" link is created from the volume on which new-object resides to 
new - object. Each created link is keyed by the exact identifier of its destination object. 
Write locks of the default mode are obtained on new-object and on new-link. A read lock of the 
default mode is obtained on new-origin if the interpretation of new-link implies the evaluation of 
any '+I or '++I key attribute values (see 23.1.2.7). 

Errors 
ACCESSERRORS (new origin, ATOMIC, MODIFY, APPEND-LINKS) 
If new link is atomically stabilizing: 

ACCESS-ERRORS (new-object, ATOMIC, CHANGE, STABILIZE) 
If new link is compositely stabilizing: 

ACCESSERRORS (new-object, COMPOSITE, CHANGE, STABILIZE) 
If reverse-link is compositely stabilizing: 

ACCESSERRORS (new-origin, COMPOSITE, CHANGE, STABILIZE) 
ACCESSERRORS (on same volume-as, ATOMIC, SYSTEM-ACCESS) 
CATEGORY-ISB AD (neworigin, new-link, (COMPOSITION, EXISTENCE) 
CONTROL-WOULD-NOT-BE--GFWNTED (new-object) 
DESTINATION-OBJECT-TYPE-IS-INVALID (new-origin, new-link, new-object) 
LABEL-IS-OUTSIDE-RANGE (new object, volume on which on-same-volume-as resides) 
LINKEXISTS (new-origin, new-link) 
OBJECï~OWNER~VALUE~WOULD~BE~INCONSISTENT~WITH~ATOMIC~ACL 

OBJECT-TYPE-IS-INVALID (type) 
OBJECT-TYPE-IS-UNKNOWN (type) 
If new-link is a composition link and new-origin has OWNER granted or denied: 

If reverse link is a composition link and new object has OWNER granted or denied 

REFERENCE-CANNOT-BE-ALLOCATED 
REVERSE-KEY-ISNOT-SUPPLIED (new-origin, new-link, new-object) 
REVERSE-KEY-IS-B AD (new--origin, new-link, new-object, reverse - key) 
REVERSE-KEY-IS-SUPPLIED (reverse-key) 
UPPER-BOUND-WOULD-BE-VIOLATED (new-origin, new-link) 

(new-object) 

OWNER~PROPAGATION~ERRORS~ON~COMPONENT~CREATION (new-object) 

OWNËR-PROPAGATION-ERRORS-ON-COMPONENT-CREATION (new - object) 

USAGE-MODE-ON-LINK-TYPE_WOULDBE_VIOLATED (new - origin, new - link, 
CRE ATE-MODE) 
US AGE-MODE-ON-OB JECT-TYPE-WOULD-BE-VIOLATED ("object", type) 
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9.3.5 OBJECT - DELETE 

ISO/IEC 13719-1 1995(E) 

OBJECT-DELETE ( 
origin : Object-designator, 
link : Link-designator 

) 
OBJECT-DELETE deletes the composition or existence link link of the object origin, its reverse 
link reverse - link, and possibly its destination dest. More precisely: 
- the link link of the object origin is deleted; the reverse link reverse-link of link is deleted; 
- if link is the last existence or composition link to dest, then dest is deleted. 
To delete an object X entails the deletion of all components of X except components Y for which 
there is an incoming external link with the existence property to Y or to an enclosing object of Y, 
and the deletion of all links from and to those deleted objects (except designation links to them). 
Non-implicit links of components which are not deleted are not affected. 
If origin or any of its components is opened by one or more processes (see 12.1), the deletion of 
its contents is postponed until all processes have closed the contents: i.e. the object is no longer 
accessible but an operation using a contents handle to access its contents is not affected by the 
deletion until the contents handle is closed. 
For each deleted object, if any, the "object-on-volume" link from the volume on which the deleted 
object resided to the deleted object is also deleted. 
Write locks of the default kind are obtained on the deleted objects, if any, and on the deleted links 
except the new "object-on-volume" links; and a read lock of the default mode is obtained on 
origin if the interpretation of link implies the evaluation of any I+' or '++I key attribute values (see 
23.1.2.7). 

Errors 
If the conditions hold for the deletion of dest: 

ACCESS ERRORS (dest and its deleted components, ATOMIC, MODIFY, 
DELETE) 

ACCESSERRORS (origin, ATOMIC, MODIFY, WRITE-LINKS) 
If reverse-link is not implicit: 

If reverse link is implicit: 

CATEGORY-ISBAD (origin, link, (EXISTENCE, COMPOSITION)) 
DESTINATION-OB JECT-TYPE-ISINVALID (origin, link, dest) 
LOWER-B OUND-WOULDB E-VIOLATED (origin, link) 
OB JECT-HAS-EXTERNAL-LINKS-PREVENTING-DELETION (dest) 
OB JECT-HAS-INTERNAL-LINKS-PREVENTING-DELETION (dest) 
OB JECT-IS-IN-US E-FOR-DELETE (dest) 
USAGE-MODE-ON-LINK-TYPE_WOULDBE_VIOLATED (origin, link, DELETE-MODE) 
NOTE - OBJECT-DELETE works exactly like LINK-DELETE if dest has no direct components. 

ACCESSERRORS (dest, ATOMIC, MODIFY, WRITE-LINKS) 

ACCËSSERRORS (dest, ATOMIC, CHANGE, WRITE-IMPLICIT) 

9.3.6 OBJECT - DELETE - ATTRIBUTE 

OBJECT-DELETE-ATTRIBUTE ( 
object : Object-designator, 
attribute : Attribut e-deçig nato r 

1 
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OBJECT-DELETE-ATTRIBUTE removes the attribute attribute from the attributes of the object 
object, if the "attributetype" object representing the attribute type of attribute is no longer in the 
object base. 
A write lock of the default mode is obtained on object. 
Errors 
ACCESSERRORS (object, ATOMIC, MODIFY, WRITE-AïTlUBUTES) 
PRIVILEGE-ISNOT-GRANTED (PCTECONKGURATION) 
NOTE - It is the responsibility of the user to ensure that the attribute type is no longer in the object base. 

9.3.7 OB JECT-GET-ATTRIBUTE 

OB J ECT-GET-ATTRI BUTE ( 

1 

object : Object-designator, 
attribute : Attribute-designator 

value : Attribute-value 
OBJECT-GET-AïTlUBUTE returns the value value of the attribute attribute of the object object. 
A read lock of the default mode is obtained on object. If attribute is a predefined composite time, a 
read lock of the default mode is also obtained on all components of object. 
Errors 
ACCESSERRORS (object, ATOMIC, READ, READATTRIBUTES) 
If attribute is the last composite access time, last composite modification time, or last composite 
change time: 

US AGE-MODE-ON-AïTRIBUTE-TYPE-WOULD-BE-VIOLATED (object, attribute, 
READ-MODE) 

ACCESS-ERRORS (object, COMPOSITE, READ, READATTRIBUTES) 

9.3.8 OB JECT-GET-PREFERENCE 

OB J ECT-G ET-PR EF ER ENC E ( 
object : Object-designator 

key :[Text], 
type : [ Link-type-nominator ] 

) 

OBJECT-GET-PREFERENCE returns the preferred link key key and preferred link type type, if 
any, of the object object. 
A read lock of the default mode is obtained on object. 
Errors 
ACCESSERRORS (object, ATOMIC, READ, READATTRIBUTES) 

9.3.9 OBJECT-GET - SEVERAL - ATTRIBUTES 

OBJECT-GET-SEVERAL-ATTRIBUTES ( 

) 

object : Objectbesignator, 
attributes : Attribute-selection 

values : Attributeassignments 
OBJECT-GET-SEVERAL-AïTRIBUTES returns a set of attribute assignments values of the 
object object. 

4 6  

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 13
71

9-1
:19

95

https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f


O ISO/IEC ISO/IEC 13719-1 : 1995(E) 

The returned set of attributes is determined by attributes: 
- a set of attribute designators: the set of attributes, as for OBJECT-GET-ATTRIBUTE (object, 

A) for each attribute A of attributes; 
- VISIBLE-ATTRIBUTE-TYPES: all attributes of object visible in the working schema of the 

calling process and with usage mode including READ-MODE. 
A read lock of the default mode is obtained on object. If any of the attributes is a predefined 
composite time, a read lock of the default mode is also obtained on all components of object. 
Errors 
ACCESSERRORS (object, ATOMIC, READ, READ-ATTRIBUTES) 
If attributes contains one or more of last composite access time, last composite modification time, 
or last composite change time, or if attributes is VISIBLE-ATTRIBUTE-TYPES and one or more 
of those attributes are visible in the working schema of the calling process with usage mode 
REm-MODE: 

US AGE-MODE-ON-ATTRIBUTE-TYPE-WOULD-BE-VIOLATED (object, an element of 
attributes, READ-MODE) 

ACCESSERRORS (object, COMPOSITE, READ, READ-ATTRIBUTES) 

9.3.10 OBJECT - GET-TYPE 

OBJECT-GET-TYPE ( 

1 
object : Object-designator 

type : Object-type-nominator 
OBJECT-GET-TYPE returns the type type of the object object; i.e. the actual type of object, 
whether or not it is visible. 
A read lock of the default mode is obtained on object. 
Errors 
CONFIDENTIALïïY-WOULD_BE_VIOLATED (object) 
INTEGRITY-CONFINEMENT-WOULD-BE-VIOLATED (object) 
OB JECT_IS-ARCHIVED (object) 
VOLUME-IS-INACCESSIBLE (object, ATOMIC) 

9.3.11 OBJECT-IS-COMPONENT 

OBJECT-IS-COMPONENT ( 
object 7 : Object-designator, 
object2 : Object-designator 

value : Boolean 
) 

OBJECT-IS-COMPONENT tests if objectl is a component of object2. 
If objectl is a component of object2, value is true, otherwise it is false. 
Read locks of the default mode are obtained on objectl and on object2, and on accessed 
components of object2. 
Errors 
ACCESS-ERRORS (object2, COMPONENTS, READ, READ-LINKS) 
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9.3.12 OBJECT - LIST-LINKS 

OBJ ECT-LIST-LI NKS ( 
origin : Object-designator, 
extent : Link-scope, 
scope : Object-scope, 
categories : [ Categories 1, 
visibiify : Link-selection 

links : Link-set-descriptors 
1 

OBJECT-LIST-LINKS returns in links a set of links of the object origin and possibly of its 
components determined by extent, scope, categories, and visibility. 
extent affects the returned set of links as follows: 
- INTERNAL-LINKS: only internal links are returned. 
- EXTERNAL-LINKS: only external links are returned. 
- ALL-LINKS: both internal and external links are returned. 
scope affects the returned set of links as follows: 
- ATOMIC: only links of origin are returned. 
- COMPOSITE: links of origin and of all components of origin are returned. 
categories may be omitted if visibility is a set of link type nominators, and is ignored in that case if 
supplied. In other cases only link types with category in the set categories are returned. 
visibility restricts the returned set of links as follows: 
- VISIBLE-LINK-TYPES: only links with link type which is visible in the calling process's 

working schema are returned, 
- ALL-LINK-TYPES: all links are returned; 
- a set of link type nominators: only links with link type identified by an element of the set are 

returned. 
A read lock of the default mode is obtained on origin, and if scope is COMPOSITE read locks of 
the default mode are obtained on ail its components. 

Errors 
ACCESSERRORS (origin, scope, READ, READ-LINKS) 
LINK~NAME~IS~TOO~LONG~IN~CURRENT~WORKING~S CHEMA 
REFERENCE-CA"OT-BE_ALLOCATED 
NOTES 
1 When scope is ATOMIC or origin has no components, the object designator in each returned link designates the 
object origin. In other cases, the designated objects may include the object origin and its components. 
2 Each object designator returned in a link set descriptor of links can be used with each link designator of that link 
set descriptor to retrieve information about the volume on which the object resides, by means of 
LINK-GET-DESï'iNATiON-VOLUME. 
3 If scope is COMPOSITE, links of origin and of all components of origin are returned. It is possible that the 
origins of some of the returned links are not accessible from origin through paths of visible links. 
4 OBJECT-LIST-LINKS does not prevent a process from seeing data structures which are inconsistent with the 
visibility restrictions of its working schema. 
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9.3.13 OBJECT-LIST-VOLUMES 

OBJ ECT-LIST-VOLUMES( 
object : Object-designator 

volumes : Volu mei  nf os 
) 

OB JECT-LIST-VOLUMES returns the set of volume identifiers of volumes holding components 
of object (except for any components to which there are composition links from components on 
unmounted volumes), with an indication of the mounted state of each volume. 
A read lock of the default mode is obtained on object. 
Errors 
ACCESSERRORS (object, COMPOSITE, READ, READ-LINKS) 
OB JECT-ISARCHIVED (component of object) 
US AGE-MODE-ON-LINK-TYPE-WOULD-B E-VIOLATED (component of object, direct 
outgoing composition link of that component, NAVIGATE-MODE) 
NOTE - The note of 9.2.5 applies for each component of object. 

a 
9.3.14 OBJECT-MOVE 

OBJECT-MOVE ( 
object : Object-designator, 
on-same-volume-as : Object-designator, 
scope : Object-scope 

1 
OB JECT-MOVE moves object to the volume volume on which on-same-volume-as resides. 
If scope is ATOMIC: 
- If object already resides on volume, it is not affected. 
- Otherwise, object is moved to volume. 
If scope is COMPOSITE: 
- Each of object and the components of object which already reside on volume are not affected. 
- All other of object and the components of object are moved to volume, and the space previously 

occupied by those components is freed. 
The effect of moving an object A to a volume V is as follows. 
- The attributes and links of A are unchanged, except for the predefined attributes 

"volume-identifier" which is set to the volume identifier of V, and "last-change-time" and 
"last-composite-change-time", which are set to the current system time. 

- For object (if moved) and each moved component, the "object-on-volume" link to it from the 
volume on which the component was previously residing is deleted, and a new 
"object-on-volume" link is created to it from volume. The created link is keyed by the exact 
identifier of its destination object. 

A write lock of the default mode is obtained on each moved object. An implementation may set a 
write lock of the default mode on each link to a moved object (except the "object-on-volume" 
links) if the link is modified by the operation. 

Errors 
If scope is ATOMIC: 

a 

ACCESSERRORS (object, ATOMIC, CHANGE, CONTROL-OBJECT) 
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If scope is COMPOSITE: 
ACCESSERRORS (object, COMPOSITE, READ, READLINKS) 
ACCESSERRORS (object and its moved components, ATOMIC, CHANGE, 

CONTROL-OBJECT) 
ACCESSERRORS (on-same-volume-as, ATOMIC, SY STEM-ACCESS) 
If object or some of its components are moved: 

OBJECT-IS-IN-USE-FOR-MOVE (object) 
OBJECT-IS-INACCESSIBLY-ARCHIVED (object, scope) 
OBJECT-ISLOCKED (object, scope) 
OBJECT-ISNOT-MOVABLE (object, scope) 
OB JECT-IS-REPLICATED (object, scope) 
TYPE-OF-OB JECT-IS-INVALID (object, scope) 
VOLUME-IS-FULL (volume of on-same-volume-as) 

The following implementation-dependent errors may be raised for any object X with a link to 
object: 

OBJECT-IS-INACCESSIBLY-ARCHIVED (X) 
VOLUME-IS-INACCES SIBLE (volume on which X resides) 
VOLUME-IS-READ-ONLY (volume on which X resides) 

9.3.15 OB JECTRESET-ATTRIBUTE 

object : Object-designator, 
attribute : Attribute-designator 

OB J ECT-R ES ET-ATTR I B U TE ( 

1 
OBJECT-RESET-AïTRIBUTE resets the attribute attribute of the object object to its initial value. 
A write lock of the default mode is obtained on object. 
Errors 
ACCESSERRORS (object, ATOMIC, MODIFY, WRITE-A'ITRIBUTES) 
USAGE-MODE-ON.-AïTRIBUTE-TYPE-WOULD-BE-VIOLATED (object, attribute, 

WRITE-MODE) 

9.3.16 OB JECT-SET-ATTRIBUTE 

OBJ ECT-SET-ATTRIBUTE ( 
object : Object-designator, 
attribute : Attributedesignator, 
value : Attribute-value 

1 
OBJECT-SET-AïTRIBUTE assigns the value value to the attribute attribute of the object object. 
A write lock of the default mode is obtained on object. 
Errors 
ACCESSERRORS (object, ATOMIC, MODIFY, WRITE-ATTRIBUTES) 
ENUMERATION-VALUE-IS-OUT-OF_RANGE (value, values of attribute) 
USAGE-MODE-ON-ATTRIBUTE-TYPE_WOULD_BE_VIOLATED (object, attribute, 

VALUE-LIMIT-ERRORS (value) 
The following implementation-dependent error may be raised: 

VALUE-TYPE-IS-INVALID (value, object, attribute) 

WRITE-MODE) 
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9.3.17 OB JECT-SET-PREFERENCE 

OB J ECT-S ET-P R EFERENCE ( 
object : Object-designator, 
type : [ Link-type-nominator 1, 
key : [ Text ] 

1 
OBJECT-SET-PREFERENCE sets the preferred link type of the object object to the link type 
type (if supplied), and preferred link key of object to key (if supplied). 
If both type and key are supplied, the preferred link type of object is set to type and the preferred 
link key of object is set to key. 
If type is supplied and key is not, the preferred link type of object is set to type and the preferred 
link key of object is unset. 
If type is not supplied and key is supplied, then the preferred link type of object must already be 
set (else the error condition PREFERRED-LINK-TYPE-IS-UNSET is raised); the preferred link 
key is set to key. 
If key and type are not supplied, the preferred link type and preferred link key of object are unset. 
A write lock of the default mode is obtained on object. 
Errors 
ACCESSERRORS (object, ATOMIC, MODIFY, WRITE-ATTRIBUTES) 
CARDINALITY-IS-INVALID (type) 
LIME-WOULD-BE-EXCEEDED (MAX-KEY-SIZE) 
LIME-WOULD-BE-EXCEEDED (MAX-KEY-VALUE) 
LINK-TYPEIS-UNKNOWN (type) 
PREFERREDLINK-KEY-ISBAD (key, type or preferred link type of object if type 

If type is not supplied and key is supplied: 
is not supplied) 

PREFERRED-LINK-TYPE-IS-UNSET (object) 

9.3.18 OBJECT-SET-SEVERAL-ATTRIBUTES 
OB J ECT-S ET-S EVER ALATTR I BUTES ( 

object : Object-designator, 
attributes : Attribute-assignments 

1 
For each element A of the domain of attributes, OB JECT-SET-SEVERALATTRIBUTES sets 
the value of the attribute A of object to attributes (A) in the same way as: 

A write lock of the default mode is obtained on object. 
Errors 
ACCESSERRORS (object, ATOMIC, MODIFY, WRITE-ATTRIBUTES) 
For each element A of the domain of attributes 

OBJECT-SET-ATTRIBUTE (object, A, attributes (A)). 

ENUMERATION-VALUE-IS-OUT-OF-MNGE (attributes(A), values of A) 
US AGE-MODE-ON-AITRIBUTE-TYPE-WOULD-BE-VIOLATED (object, A, 

VALUE-LIMIT-ERRORS (attributes (A)) 
WRITE-MODE) 
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The following implementation-dependent error may be raised for each element A of the domain of 
attributes: 

VALUE-TYPE-IS-INVALID (attributes (A), object, A) 

9.3.19 OBJECT - SET - TIME-ATTRIBUTES 

OBJECT-SET-TIME-ATTRIBUTES( 
object : Object-designator, 
last access : [ Time 1, 
lastmodification : [ Time 1, 
scope : Object-scope 

1 
OBJECT-SET-TIME-ATTRIBUTES sets the time attributes of the object object as follows. 
If scope is ATOMIC: 
- the last access time of object is set to last-access if supplied, otherwise to the current system 

time; 
- the last modification time of object is set to last-modification if supplied, otherwise to the 

current system time; 
If scope is COMPOSITE: 
- the last composite access time of object, and the last access time of each component of object, 

are set to last-access if supplied, otherwise to the current system time; 
- the last composite modification time of object, and the last modification time of each component 

of object, are set to last-modification if supplied, otherwise to the current system time; 
A write lack of the default mode is obtained on object. 
Errors 
ACCESS-ERRORS (object, scope, MODIFY, WRITE-ATI'RIBUTES) 
If last-access or last modification is supplied: 

LIMIT-WOULD-BE-EXCEEDED (MAX-TIME-ATTRIBUTE, MIN-TIME-ATïRIBUTE) 
PRIVILEGE-ISNOT-GRANTED (PCTE-HISTORY) 

9.3.20 VOLUME-LIST-OBJECTS 

VOLUM E-LIST-OBJECTS ( 

1 

volume : Volumedesignator, 
types 

objects : Object-designators 

: Object-t ype-no minato rs 

VOLUME-LIST-OBJECTS returns in objects a set of object designators determined by types. 
An object designator is returned in objects for each object which resides on volume, whose type in 
working schema is an element of types, and which allows NAVIGATE access from the calling 
process. 
A read lock of the default mode is obtained on volume. 
Errors 
ACCESSERRORS (volume, ATOMIC, READ, READ-LINKS) 
REFERENCE-CANNOT-B E-ALLOCATED 
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9 . 4  Version operations 

9.4.1 VERSION - ADD - PREDECESSOR 

VERSION-ADD-PREDECESSOR ( 
version : Object-designator, 
new-predecessor : Object-designator 

1 
VERSION-ADD-PREDECESSOR adds newgredecessor as a predecessor of version in a graph 
of versions, by creating a "predecessor" link with key the next available natural value from version 
to newgredecessor. 
Write locks of the default mode are obtained on the new links. 

Errors 
ACCES SERRORS (newgredecessor, ATOMIC, CHANGE, STABILIZE) 
ACCESSERRORS (version, ATOMIC, MODIFY, APPEND-LINKS) 
PRIVILEGE-IS-NOT-GRANTED (PCTE-HISTORY) 
VERSION-GRAPH-IS-INVALID (version, newgredecessor) 

0 

9.4.2 VERSION-IS-CHANGED 

VERSION-ISCHANGED ( 
version : Object-designator, 
predecessor : Natural 

changed : Boolean 
) 

VERSION-IS-CHANGED tests whether version has been changed since being created as a new 
version of its predecessor predecessor by comparing the values of the last composite modification 
time for version andpredecessor. If it has been changed, i.e. the last composite modification 
times are different, then changed is true, otherwise it is false. 
Read locks of the default mode are obtained on version, on all components of version, and on 
predecessor. 
Errors 
ACCESS-ERRORS (predecessor, COMPONENTS, READ, (READLINKS, 
READ-AïTRIBUTES, READ-CONTENTS)) 

a 
ACCESS-ERRORS (version, COMPONENTS, READ, (READ-LINKS, 
READATTRIBUTES, READ-CONTENTS)) 
ACCESS-ERRORS (version, COMPOSITE, CHANGE) 
LINK-DOESNOT-EXIST (version, "predecessor" link with key predecessor) 

9.4.3 VERSION - REMOVE 

V E R S  ION-R EM OV E ( 
version : Object-designator 

) 
VERSION-REMOVE removes version from its graph of versions. 
For X as version and each component of version: 
- If X has external successors and predecessors then a "predecessor" link is created from each 

successor of X to each predecessor of X, and all the "predecessor" links to and from X are 
deleted. 
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- If X has only external successors: then all the "predecessor" links to X are deleted. 
- If X has only external predecessors then all the "predecessor" links from X are deleted. 
Write locks of the default mode are obtained on the deleted links and on the created links. 

Errors 
ACCESSERRORS (version, COMPOSITE, MODIFY, (WRITE--LINKS, WRITEIMPLICIT)) 
For each component X of version which has more than one successor: 

ACCESSERRORS (predecessor of version, COMPOSITE, CHANGE, STABILIZE) 
ACCES SERRORS (predecessor of version, ATOMIC, CHANGE, (WRITE-IMPLICIT, 

APPEND-IMPLICIT)) 
ACCESSERRORS (successor of version, ATOMIC, CHANGE, (WRITELINKS, 
APPEND-LINKS)) 
ACCESSERRORS (version and its deleted components, ATOMIC, MODIFY, DELETE) 
OBJECT-HASEXTERNAL_LINKS-PREVENTING-DEL,ETION (version) 
OBJECT-HAS-INTERNAL-LINKS-PREVENTING-DELETION (version) 
OBJECT-IS-IN-USE-FOR-DELETE (version) 
PRIVILEGE-ISNOT-GRANTED (PCTE-HISTORY) 
VERSION-IS-REQUIRED (version, COMPOSITE) 

9.4.4 VERSION-REMOVE-PREDECESSOR 

VERSION-REMOVE-PREDECESSOR ( 
version : Object-designator, 
predecessor : Object-designator 

1 
VERSION-REMOVE-PREDECESSOR removes the object predecessor as a predecessor of 
version in the graph of versions, by deleting the "predecessor" link from version to predecessor 
and its reverse ''successor'' link. 
Write locks of the default mode are obtained on the deleted lirks. 

Errors 
ACCESSERRORS (predecessor, ATOMIC, CHANGE, STABILIZE) 
If predecessor is to be deleted 

ACCESSERRORS (predecessor and its deleted components, ATOMIC, MODIFY, 
DELETE) 

ACCESSERRORS (predecessor, COMPOSITE, CHANGE) 
ACCESS-ERRORS (version, ATOMIC, MODIFY, WRITE.-LINKS) 
If there is no "predecessor" link between version and predecessor: 

LINK-DOES-NOT-EXIST (version, "predecessor" link) 
PRIVILEGE-ISNOT-GRANTED (PCTE-HISTORY) 

9.4.5 VERSION - REVISE 

VERSION-R EVE E ( 
version : Object-designator, 
new-origin : Object-designator, 
ne w-link : Link-designator, 
on-same-volume-as : [ Object-designator 1, 
access-mask : Atomic-access-rights 

new- version : Object-designator 
1 
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VERSION-REVISE creates a new updatable version (a revision) of version. That is: 
- A copy new-version of version is created in the same way as 

where reverse - key is not supplied. 
- "predecessor" links with key 1 (one) are created from new-version and each of its components 

to version and each of its corresponding components. As a consequence, new-version and 
each of its components becomes a new successor of version and each of its corresponding 
components (i.e. a reverse "successor" link with a system-generated key is created). 

Since the "predecessor" links are compositely stabilizing, version and its components are made 
stable. 
access mask is used in conjunction with the default atomic ACL and default object owner of the 
calling-process to specify the atomic ACL and the composite ACL of new-version. new-version 
and its components have the same integrity and confidentiality labels as the objects they have been 
copied from. 
If on same volume-as is supplied, the new-version resides on the same volume as 
on same volumeas. Otherwise, new-version resides on the same volume as version and each 
component of new - version resides on the same volume as the corresponding component of 
version. 
If a replicated component is revised, its revision is not replicated. 
Read locks of the default mode are obtained on all components of version and write locks of the 
default mode are obtained on the new links and components of new-version. 
A read lock of the default mode is obtained on new origin if the interpretation of new-link implies 
the evaluation of any '+I or '++I key attribute values (see 23.1.2.7). 
If version is an accounting log, its contents is preserved. 

Errors 
ACCESSERRORS (new-origin, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESSERRORS (version, COMPOSITE, CHANGE, APPENDIMPLICIT) 
ACCESSERRORS (version, COMPOSITE, READ, (READ-LINKS, READ-AïTRIBUTES, 
READ-CONTENTS)) 
ACCESSERRORS (version, COMPOSITE, CHANGE, STABILIZE) 
If the reverse of new-link is compositely stabilizing: 

For each destination X ofa  duplicable external link L of a duplicated component: 
ACCESS-ERRORS (X, ATOMIC, CHANGE, APPEND-IMPLICIT) 
If L is atomically stabilizing: 

If L is compositely stabilizing: 

OBJECT-COPY (version, new-origin, new-link, nil, on-same-volume-as, access-mask) 

ACCESSERRORS (new origin, COMPOSITE, CHANGE, STABILIZE) 
ACCESS-ERRORS (on sam;-voiume a ~ ,  ATOMIC, SYSTEM-ACCESS) 

ACCESSERRORS (X, ATOMIC, CHANGE, STABILIZE) 

ACCESS-ERRORS (X, COMPOSITE, CHANGE, STABILIZE) 
CATEGORY-ISBAD (new-origin, new-link, (COMPOSITION, EXISTENCE)) 
CATEGORY-IS-BAD (destination of new-link, reverse of new - link, IMPLICIT) 
If version is a component of itself, and new-link is a composition link: 

CONTROL-WOULDNOT-BE-GRANTED (new version) 

LINK-EXISTS (new - origin, new - link) 

COMPONENT-ADDITIONERRORS (new-version, new - link) 

EXTERNAL-LINK-ISB AD (version, COMPOSITE) 
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OBJECI'-OWNER-VALUE_WOULD-BE-INCONSIS~Nï-.~-ATOMIC-ACL 

If version is not a component of itself, new-link is a composition link and new-origin has 
OWNER granted or denied 

REFERENCE-C ANNOT-BE-ALLOC ATED 
TYPE-OF-OBJEC".-IS-INVALID (version, COMPOSITE) 
UPPER-BOW-WOULD-BE-VIOLATED (new-origin, new-link) 
USAGE-MODE-ON-OBJECT-TYPE-WOULD_BE-VIOLATED ("object", type of version) 
VALUE-LIMIT-ERRORS (reverse-key) 
VOLUME-IS-FULL (volume on which on-same-volume-as resides) 

(new-object) 

OWNER~PROPAGATION~ERRORS~ON~COMPO~~~CREATION (new-version) 

9.4.6 VERSION-SNAPSHOT 

VERSIONSNAPSHOT ( 
version : Object-designator, 
new-hhk-and-origin : [ Link-descriptor 1, 
on-same-volume-as : [ Object-designator II 
access-mask : Atomic-access-rights 

new-version : Object-designator 
1 

VERSION-SNAPSHOT creates a new stable version (a snapshot) of version. That is, if 
new-origin and new-link are the object designator and link designator respectively of 
new-link-and-orig in; 
- A copy new-version of version is created in the same way as 

where reverse-link is not supplied; except that if new-linkand-origin is not supplied, then no 
new link of new-origin is created 

- The set of predecessors of each component of new-version is the set of predecessors of its 
corresponding component of version. Then a "predecessor" link with key 1 (one) is created in 
such a way that each component of new-version becomes the first predecessor of its 
corresponding component of version. 

All the granted write and append discretionary access rights are suppressed (i.e. set to 
UNDEFINED) for all the components of new-version. 
The components of version are still updatable. access-mask is used in conjunction with the 
default atomic ACL and default object owner of the calling process to specify the atomic ACL and 
the composite ACL of the created objects. 
The components of new-version are stabilized. 
The created objects have the same integrity and confidentiality labels as the objects they have been 
copied from. 
If on same volume-as is supplied, the new-version resides on the same volume as 
on same volume as. Otherwise, new version resides on the same volume as version and each 
component of new-version resides on the same volume its the corresponding component of 
version. 
If a component of version is replicated, its snapshot is not replicated. 
The predecessor links are created even if their origins are stable. 
Read locks of the default mode are obtained on all components of version to be copied and write 
locks of the default mode are obtained on the new links and components of new - version. A read 

OBJECT-COPY (version, new-origin, new-link, nil, on-same-volume-as, access-mask). 
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lock of the default mode is obtained on new-origin if the interpretation of new-link implies the 
evaluation of any '+I or '++I key attribute values (see 23.1.2.7). 
If version is an accounting log, its contents is preserved. 

Errors 
ACCESS-ERRORS (new-origin, ATOMIC, MODIFY, APPENDLINKS) 
ACCES SERRORS (version, COMPOSITE, MODIFY, APPEND-LINKS) 
If version or any component of version already has a predecessor: 

ACCESS-ERRORS (version, COMPOSITE, READ, (READ-LINKS, READ-A'ITRIBUTES, 
READCONTENTS)) 
ACCESS-ERRORS (new-version, COMPOSITE, CHANGE, STABILIZE) 
If version has a predecessor, than for each predecessor X of each component of version: 

ACCESS-ERRORS (X, ATOMIC, CHANGE, (APPEND-IMPLICIT, WRITE-IMPLICIT)) 
If new link is provided and its reverse is compositely stabilizing: 

ACCESSERRORS (new - origin, COMPOSITE, CHANGE, STABILIZE) 
ACCES SERRORS (on-same-volume-as, ATOMIC, SY STEM-ACCES S) 
For each destination X of a duplicable external link L of a duplicated component: 

ACCESSERRORS (X, ATOMIC, CHANGE, APPEND-IMPLICIT) 
If L is atomically stabilizing: 

ACCESS-ERRORS (X, ATOMIC, CHANGE, STABILIZE) 
If L is compositely stabilizing: 

ACCESS-ERRORS (X, COMPOSITE, CHANGE, STABILIZE) 

ACCESS-ERRORS (version, COMPOSITE, MODIFY, WRITE-LINKS) 

a 

CATEGORY-ISB AD (new-origin, new-link, (COMPOSITION, EXISTENCE, REFERENCE, 
DESIGNATION)) 
If new link has a reverse link: 

If version is a component of itself, and new-link is a composition link: 

CONTROL-WOULDNOT-BE_GRANTED (new-version) 
EXTERNAL-LINK-ISB AD (version, COMPOSITE) 

LINK-EXISTS (new-origin, new link) 

CK?EGORY-IS-BAD (destination of new - link, reverse of new-link, IMPLICIT) 

COMPONENT-ADDITION-ERRORS (new - version, new - link) 

a REFERENCE-CANNOT-BE-ALLOCATED 

OB JECT-OW~ER-VALUE_W~~LD-BEINCONSISTENT-W~-ATOMIC-ACL 
(new-object) 

If version is not a component of itself, new - link is a composition link and new-origin has 
OWNER granted or denied: 

TYPE-OF-OB JECT-IS-INVALID (version, COMPOSITE) 
UPPER-BOUND-WOULD-BE-VIOLATED (new-origin, new-link) 
US AGE-MODE-ON-OB JECT-TYPE-WOULD-BE-VIOLATED ("object", type of version) 
VALUE-LIMIT-ERRORS (reverse-key) 
VOLUMEIS-FULL (volume on which on - same-volume-as resides) 

OWNER~PROPAGATION~ERRORS_O"ENT_CREATION (new-version) 
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9.4.7 VERSION-TEST-ANCESTRY 

VERSION-TEST-ANCESTRY ( 
version 7 : Object-designator, 
version2 : Object-designator 

ancestry : Version-relatio n 
) 

VERSION-TEST-ANCESTRY tests the ancestry of the objects versionl and version2 in their 
graphs of versions. That is, it returns in ancestry: 
- ANCESTOR-VSN if there exists a series of "predecessor" links from version2 to versionl ; 
- DESCENDANT-VSN if there exists a series of "predecessor" links from versionl to version2; 
- SAME-VSN if versionl is the same object as version2; 
- RELATED-VSN if there exist an object X which is neither versionl nor version2, a series of 

"predecessor" links from versionl to X, and a series of "predecessor" links from version2 to 
x; O - UNRELATED-VSN otherwise. 

Read locks of the default mode are obtained on versionl and on version2 and on all the origins 
and destinations of the links in the series of links. 

Errors 
ACCESSERRORS (versionl, ATOMIC, READ, READ-LINKS) 
ACCESSERRORS (element of version graph of versionl, ATOMIC, READ, READLINKS) 
ACCESSERRORS (version2, ATOMIC, READ, READ-LINKS) 
ACCESSERRORS (element of version graph of version2, ATOMIC, READ, READLINKS) 

9.4.8 VERSION-TEST-DESCENT 

VERSION-TEST-DESCENT ( 

) 

version 7 : Object-designator, 
version2 : Object-designator 

descent : Version-relation 
VERSIONTEST-DESCENT tests the descent of the objects versionl and version2 in their 
graphs of versions. That is, it returns: 
- ANCESTOR-VSN if there exists a series of "successor" links from versionl to version2; 
- DESCENDANT-VSN if there exists a series of 'tsuccessor't links from version2 to versionl; 
- SAME-VSN if versionl is the same object as version2; 

O 

- RELATED-VSN if there exist an object X which is neither versionl nor version2, a series of 
"successortt links from versionl to X, and a series of "successor" links from version2 to X. 

- UNRELATED-VSN otherwise. 
Read locks of the default mode are obtained on versionl and on version2 and on the all the origins 
and destinations of the links in the series of links. 

Errors 
ACCESSERRORS (versionl , ATOMIC, READ, READ-LINKS) 
ACCESSERRORS (element of version graph of versionl , ATOMIC, READ, READLINKS) 
ACCESS-ERRORS (version2, ATOMIC, READ, READ-LINKS) 
ACCESSERRORS (element of version graph of version2, ATOMIC, READ, READLINKS) 
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1 O Schema management 

1 O .  1 Schema management concepts 

10.1.1 Schema definition sets and the SDS directory 

sds metasds: 
import object type system-object, system-process, system-common-root; 
import attribute type system-number, system-system-key; 
type-identifier: (read) string; 
sds-directory: child type of object with 
link 

end sds-directory; 
sds: child type of object with 
link 

known-sds: (navigate) nonduplicated existence link (sds-name: string) to sds; 
schemas-of: (navigate) implicit link to common-root reverse schemas; 

named-definition: (navlgate) reference link (locai-name: string) to type-in-sds 

inworking-schemaof: (navigate) nonduplicated designation link (number) to 

definition: (navigate) exclusive composition link (type-identifier) to type-in-sds 

reverse named-in-sds; 

process; 

reverse in-sds; 

component 

end sds; 
extend object type common-root with 
link 

end common-root; 
end metasds; 

schemas: (navigate) existence link to sds-directory reverse schemas-of; 

The SDS directory is an administrative object (see 9.1.2). 
The "sds" components of the SDS directory represent the known SDSs of the PCTE installation 
(see 8.4): 
- The "sds-name" key of the "known-sds" link from the SDS directory represents the SDS name 

of the SDS. 
- The definition components of an SDS represent the types in SDS of the SDS (see 8.3). The 

key of the "named-definition" link is the local name of the type in SDS. The destinations of the 
"named-definition" links are a subset of the SDS object components. The destinations of the 
"in-working-schema" links are the known processes which are neither ready nor terminated 
and have included the SDS in their working schemas. 

The destinations of the "in-working-schema" links are the known non-terminated processes 
which have included the SDS in their working schemas (see 8.5). An SDS and its types in SDS 
cannot be modified by using the operations defined in 10.2 while the SDS is included in the 
working schema of such a process. 
NOTE - The predefined SDSs 'system', 'metasds', 'discretionary-security', 'mandatory-security', 'auditing', and 
'accounting' are protected against modification, and so they cannot be extended directly. However, the predefined 
types can be imported into other SDSs and then extended, thus achieving the same effect. See 20.1.8.1. 
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10.1.2 Types 

sds metasds: 
type: (protected) child type of object with 
attribute 

link 

end type; 
type-in-sds: (protected) child type of object with 
attribute 

link 

type-identif ier; 

hastype-in-sds: (navigate) implicit link (system-key) to type-in-sds reverse of-type; 

annotation: string; 
creation-or-importation-time: (read) time; 

in-sds: (navigate) implicit link to sds reverse definition; 
oftype: (navigate) existence link to type reverse hastype-in-sds; 
named-in-sds: (navigate) implicit link to sds reverse nameddefinition; 

end type-in-sds; 
usage-mode: (read) natural; 
export-mode: (read) natural; 
maximum-usage-mode: (read) natural; 
end metasds; 

A "type" object represents a type (see 8.3): 
- The "type-identifier" attribute represents the type identifier. 
- The destinations of the "has-typein-sds" links represent types in SDS associated with this 

type. 
Further attribute types and link types are particular to the ob-ject types "object-type" (see 10.1.3), 
"attributetype" (see 10.1.4), "link-type" (see 10.1.5), and "enumeral--type" (see 10.1.6). 
A "type-in-sds" object represents a type in SDS (see 8.4): 
- The destination of the "in-sds" link represents the SDS to which the type in SDS belongs. 
- The destination of the "named-in-sds" link represents the SDS in which the type in SDS has a 

local name. It is the same as the destination of the "in-sds" link. 
- The destination of the "of-type" link represents the type associated with the type in SDS. 
- The usage mode, export mode, and maximum usage mode represent the definition modes of the 

type in SDS. A set of definition mode values is represented as the sum of the powers of 2 
representing its elements as follows: 
. CREATE? : 1  
. DELETE : 2  
. R E A D  : 4  
. W R I T E  : 8  
. NAVIGAE :16 

- The annotation is the complete name of the type when it is created, but may be changed by the 
user. 

- The creation or importation time is the system time when the type in SDS was created or 
imported into the SDS. 
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Further attribute types and link types are particular to the object types "object-type-in-sds" (see 
10.1.3), "attribute-type-in-sds" (see 10.1.4), "link-type-in-sds" (see 10.1.5), and 
"enumeration-type-in-sds" (see 10.1.6). 

10.1.3 Object types 

sds metasds: 
objecttype: (protected) child type of type with 
attribute 

contents-type: (read) enumeration (FILE-TYPE, PIPE-TYPE, DEVICETYPE, 
AUDIT-FILETYPE, ACCOUNTING-LOG-TYPE, NO-CONTENTS-TYPE) := 
NO-CONTENTS-TY PE; 

link 

end object-type; 
object-type-in-sds: (protected) child type of type-in-sds with 
attribute 

parenttype: (navigate) reference link (number) to object-type reverse child-type; 
child-type: (navigate) implicit link (system-key) to object-type reverse parenttype; 

O 
usage-mode; 
export-mode; 
maxi mu m-usage-mode ; 

in-attribute-set: (navigate) reference link (number) to attributetype-in-sds reverse 
is-attribute-of ; 

in-link-set: (navigate) reference link (number) to link-typein-sds reverse is-link-of; 
is-destination-of: (navigate) reference link (number) to link-type-in-sds reverse 

indestination-set ; 

link 

end o bject t  y pe-i n-sds ; 
end metasds; 

An "object-type" object represents an object type (see 8.3.1): 
- The destinations of the "parent-type" links represent the parent types of the object type. 
- The destinations of the "child-type" links represent the child types of the object type. 
An "object-type-insds" object represents an object type in SDS (see 8.4.1): 

The destinations of the "inattribute-set" links represent the direct attribute types in SDS of the 
object type in SDS. 

- The destinations of the "in-link-set" links represent the direct outgoing link types in SDS of the 
object type in SDS. The component object types of the object type in SDS are represented by 
the destinations of the "in-destination-set" links of the destinations of the "in-link-set" links 
with category COMPOSITION. 

- The destinations of the "isdestinationof" links represent the link types in SDS of which this 
object type is a destination object type. 

10.1.4 Attribute types 

sds metasds: 
duplication: (read) enumeration (DUPLICATED, NON-DUPLICATED):= DUPLICATED; 
key-attribute-of: (navigate) Implicit link (system-key) to link-type reverse key-attribute; 
attribute-type: (protected) child type of type with 
attribute 

duplication; 
end attribute-type; 
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O 1somc 

stringattributetype: (protected) child type of attribute-type with 
attr ibute 

string-initial-value: (read) string; 
l ink 

ke y-att ribut e o f  ; 
end string-attributetype; 
integer-attributetype: (protected) child type of attributetype with 
attr ibute 

end integer-attributetype; 
integer-initial-value: (read) integer; 

naturalattributetype: (protected) child type of attribut@-type with 
attr ibute 

l ink 

end natural-attribute-type; 

natural-initial-value: (read) natural; 

key-att ributeof; 

float-attributetype: (protected) child type of attribute-type with 
attr ibute 

end float-attributetype; 
float-initial-value: (read) float; 

boolean-attribute-type: (protected) child type of attributetype with 
attr ibute 

end boolean-attributetype; 
boolean-initiai-value: (read) boolean; 

time-attributetype: (protected) child type of attribute-type with 
attr ibute 

end timeattributetype; 
time-initial-value: (read) time; 

enumerationattribute-type: (protected) child type of attribute-type with 
attr ibute 

component 

end enumeration-attributetype; 

initial-value-position: (read) natural; 

enumeral: (navigate) composition link [i .. ] (position: natural) to enumeraltype 
reverse enumeralof; 

attributetype-in-sds: (protected) child type of type-in-sds with 
attr ibute 

usage-mode ; 
export-mode ; 
maximu m-usage-mode; 

is-attributeof: (navigate) reference link (number) to object-type-in-sds, 
l ink 

end attribut e t  ype-in-sds ; 
lin k-t ype-in-sds reverse in-at t ri bu t e-set ; 

end metasds; 
"Attribute-type" objects represent attribute types (see 8.3.2). They are divided into child types 
according to value type. 
- The initial value attribute represents the initial value of the attribute type. For string, integer, 

natural, float, boolean, and time attribute types, it is an actual value of the value type. For an 
enumeration attribute type, it is a non-negative integer defining the position of the initial value 
within the enumeration type. 

- For a natural or a string attribute type, the destinations of the "key-attribute-of links represent 
the link types for which this attribute type is a key attribute type. 
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- For an enumeration attribute type, the destinations of the "enumeral" links represent the 
enumeral types of the value type. The "position" key attribute represents the ordering of the 
enumeral types: it must take successive values O, 1,2,3,  ... . 

An "attribute-type-in-sds" object represents an attribute type in SDS (see 8.4.2): 
- The destinations of the "in-attribute-set" links represent the object types in SDS and link types 

in SDS for which the attribute type is a direct attribute type. 

10.1.5 Link types 

sds metasds: 
link-type : (protected) child type of type with 
attribute 

category: (read) enumeration (COMPOSITION, EXISTENCE, REFERENCE, IMPLICIT, 

lower-bound: (read) natural := O; 
upper-bound: (read) natural := MAX-NATURAL-ATTRIBUTE; 
stability: (read) enumeration (ATOMIC-STABLE, COMPOSITE-STABLE, NON-STABLE) 

exclusiveness: (read) enumeration (SHARABLE, EXCLUSIVE) := SHARABLE; 
duplication; 

reverse: (navigate) reference link to link-type; 
key-attribute: (navigate) reference link (key-number: natural) to string-attribute-type, 

DESIGNATION) := COMPOSITION; 

:= NON-STABLE; 

link 

natural-attributetype reverse key-attributeof; 
end link-type; 
link-type-in-sds: child type of type-in-sds with 
attribute 

usage-mode; 
export-mode; 
maximum-usage-mode; 

in-attribute-set ; 
is-linkof: (navigate) reference link (number) to object-type-in-sds reverse 

in-destination-set: (navigate) reference link (number) to objecttype-in-sds reverse 

link 

in-lin k-set ; 

is-destinationof; 
end I i n k t  ype-i n-sds ; 
end metasds; 

A "link-type" object represents a link type (see 8.3.3): 
- The "category" attribute represents the category of the link type. 
- The "lower-bound" and "upper-bound" attributes represent the lower bound and upper bound, 

respectively, of the link type. For MAX-NATURAL-ATTRIBUTE see 24.1. 
- The "stability" attribute represents the stability of the link type. 
- The "exclusiveness" attribute represents the exclusiveness of the link type. 
- The "duplication" attribute represents the duplication property of the link type. 
- The destination of the "reverse" link represents the reverse link type of the link type. 
- The destinations of the "key-attribute" links represent the key attribute types of the link type. 
A "link-type-in-sds" object represents a link type in SDS (see 8.4.3): 

I - The destinations of the "in-attribute-set" links represent the non-key attribute types of the link 
type in SDS. 
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- The destinations of the " is l inkof"  links represent the origin object types in SDS of the link 
type in SDS. 

- The destinations of the "in-destination-set" links represent the destination object types in SDS 
of the link type in SDS. 

10.1.6 Enumeral types 

sds metasds: 
enumeraltype: (protected) child type of type with 
link 

end enumeraltype; 
enumeraltype-in-sds: (protected) child type of type-in-sds with 
attribute 

image: (read) string; 
end enumeral-type-in-sds; 
end metasds; 

enumeral-of: (navigate) impliclt link (system-key) to enumeration-attribute-type 
reverse enumeral; 

An "enumeraltype" object represents an enumeral type (see 8.3.4). 
The destinations of the "enumeral-of'' links represent the attribute types of which the enumeral 
type is a possible value. 
An "enumeral-type-in-sds" object represents an enumeral type in SDS (see 8.4.4); the "image" 
attribute represents the image of the enumeral type in SDS. 

10.1.7 Datatypes for schema management 

Enumeration-values = seql of Enumeral-type-nominator-in-sds 
Ke y-t ypes-in-sds = seq of Attribut e t  y pe-no mi nato r-in-.sds 
Attribute-scan-kind = OBJECT I OBJECT-ALL I LINK-KEY I LINK-NON-KEY 
Link-scan-kind = ORIGIN I ORIGIN-ALL I DESTINATION 1 DESTINATION-ALL I KEY I NON-KEY 
Object-scan-kind = CHILD I DESCENDANT I PARENT I ANCESTOR I ATTRIBUTE I 
ATTRIBUTEALL I LINK-ORIGIN I LINK-ORIGIN-ALL I LINK-DESTINATION I 
LINK-DESTINATION-ALL 

These datatypes are used as parameter and result types of operations defined in 10.2, 10.3, and 
10.4. 

1 0 . 2  SDS update operations 

10.2.1 SDS - ADD-DESTINATION 

SDS-ADD-DESTINATION ( 
sds : Sds-designator, 
link- type 
objecttype : Object-type-nominator-in-sds 

: Lin k-t ype-no minato r-i n-sds , 

) 
SDS-ADD-DESTINATION extends the set of destination object types of the link type in SDS 
link-type in-sds associated with the link type link-type in the SDS sds to include the object type 
in SDS o@ect - type - in-sds associated with the object type object-type in sds. 
If link - type has a reverse link type reverse, then reverse is applied to object-type. 
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An "in-destination-set" link from link-type-in-sds to object-type - -  in sds and its reverse 
"is-destination-of I link are created . 
If link type has a reverse link type reverse then an "in-link-set" link from object type - -  in sds to 
the "li'k-type-in-sds" object reverselink-type-in-sds associated with reverse in sds, and its 
reverse "is-link-of" link, are created. 
Write locks of the default mode are obtained on the created links. 

I 

Errors 
ACCESS-ERRORS (object-type-in-sds, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESSERRORS (link-type-in-sds, ATOMIC, MODIFY, APPENDLINKS) 
ACCESSERRORS (sds, ATOMIC, READ, NAVIGATE) 
OB JECT-TYPE-IS-ALREADY-IN_DESTINATION-SET (link-type, object - type) 

SDS-IS-IN-A-WORKING-SCHEMA (sds) 

TY PE-IS-UNKNOWN-IN-S DS (sds , lin k-type) 
TY PEIS-UNKNO WN-IN-S D S (sds , o bject-type) 

I 
j PRIVILEGE-IS-NOT-GRANTED (PCTE-SCHEMA-UPDATE) 

O SDSIS-UNKNOWN (sds) 

10.2.2 SDS - APPLY - ATTRIBUTE - TYPE 

S DS-AP P LY-ATTR 1 BUT E T Y  P E ( 
sds : Sds-designator, 
attribute- type : Attribut e t  ype-no minato r-i n-sds , 
type : Object-type-nominator-in-sds I Link-type-nominator-in-sds 

1 
SDSAPPLY-ATI'RIBUTETYPE extends the object type or link type type by the application of 
the attribute type attribute-qpe in the SDS sds. 
An "in-attribute-set" link and its reverse "is-attribute-of' link are created between the type in SDS 
type-in-sds associated with type in sds and the attribute type in SDS attribute-type - -  in sds 
associated with attribute-type in sds. 
Write locks of the default mode are obtained on the created links. 
Errors 
ACCESSERRORS (type-in-sds, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESS-ERRORS (attribute-type-in-sds, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESSERRORS (sds, ATOMIC, READ, NAVIGATE) 
PRIVILEGE-IS-NOT-GRANTED (PCTE-SCHEMA-UPDATE) 
S DS-IS-IN-A-WORKING-S CHEMA (sds) 
SDS-IS-UNKNOWN (sds) 
TYPE-IS-ALREADY-APPLIED (sds, attribute-type, type) 
TYPEIS-UNKNOWN-IN-SDS (sds, attribute-type) 
TYPE-IS-UNKNOWN-IN-SDS (sds, type) 

O 

10.2.3 SDS - APPLY - LINK - TYPE 

S DS-AP PLY-LI N K-TY P E ( 
sds : Sds-designator, 
link-type 
object- type 

: Lin k-t y pe-no mi nator-in-sds, 
: O bject-t y pe-no mi nato r-in-sds 

1 

6 5  

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 13
71

9-1
:19

95

https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f


ISO/IEC 13719-1 : 1995(E) O ISO/IEC 

SDSAPPLY-LINK-TYPE extends the object type object-type in the SDS sds by the application 
of the link type link-type. If link-type has a reverse link type reverse then the destination set of 
reverse is extended to include the object type object-type. 
An "in-link-set" link from the object type in SDS object-type-jn-sds associated with object type 
in sds to the link type in SDS link-type-in-sds associated with link-type in sds, and its reverse 
"islink-of" link, are created. If link-type has a reverse link type reverse, an "indestination-set" 
link from the link type in SDS associated with reverse in sds to object-type-in-sds, and its 
reverse "is-destination-of" link, are created. 
Write locks of the default mode are obtained on the created links. 

Errors 
ACCESSERRORS (link-type-in-sds, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESSERRORS (object-type-in-sds, ATOMIC, MODIFY, APPEND-LINKS) 
ACCES SERRORS (sds, ATOMIC, READ, NAVIGATE) 
ACCESSERRORS (reverse of link-type-in-sds, ATOMIC, MODIFY, APPEND-LINKS) 
PWILEGE-ISNOT-GRANTED (PCTE-SCHEMA-UPDATE) 
SDS-IS-IN-A-WORKING-SCHEMA (sds) 
SD S-IS-UNKNOWN (sds) 
TYPE-IS-ALREADY-APPLIED (sds, link-type, object-type) 
TY PE-IS-UNKNOWN-IN-S D S (sds , o bject-type) 
TYPEIS-UNKNOWN-IN-SDS (sds, link-type) 

10.2.4 SDS-CREATE-BOOLEAN-ATTRIBUTE - TYPE 

SDS-C REATE-BOOLEAN-ATTR IBUTE-TY PE ( 
SdS : Sds-designator, 
localname : [ Name 1, 
initialvalue : [ Boolean 1, 
duplication : Duplication 

new- type : Attributetype-nominator-in-sds 
) 

SDS-CREATE-BOOLEAN-ATTRIBUTE-TYPE creates a new boolean attribute type new-type, 
and its associated attribute type in SDS new-type-in-sds in the SDS sds. 
The operation creates a "definition" link from sds to new type in sds; the key of the link is the 
system-assigned type identifier of new - type. The operati'on also creates an "of-type" link from 
new-type-in-sds to new - type. 
If local-name is supplied, a "named-definition" link is created from sds to new - type - -  in sds with 
local-name as key, together with its reverse "named-in-sds" link. 
The type identifier of new type is set to an implementation-defined value which identifies the type 
within the PCTE installaGon. The duplication of new type is set to duplication. The boolean 
initial value of new-type is set to initial - value if suppliecd, and otherwise to false. 
The three definition mode attributes of new-type-in-sds are set to 12, representing READ-MODE 
and WRITE-MODE, and its creation or importation time is set to the system time. If local-name 
is supplied, the annotation of new type - in-sds is set to the complete name of the created type; 
otherwise it is set to the empty string. 
The new objects reside on the same volume as sds. Their access control lists are built using the 
default atomic ACL and the default object owner of the calling process, and their confidentiality 
labels and integrity labels are set to be equal to the current confidentiality context and integrity 
context, respectively, of the calling process. 
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For each created object, an "object-on-volume" link is created from the volume on which the 
object resides to the object. The key of the link is the exact identifier of the object. 
Write locks of the default mode are obtained on the created objects and links except the new 
"0 bjec t-on-volume " links. 

Errors 
ACCESSERRORS (sds, ATOMIC, MODIFY, APPEND-LINKS) 
LIMIT-WOULD-BE-EXCEEDED (MAX-DEFINITION-NAME-SIZE) 
If sds has OWNER granted or denied: 

PRIVILEGE-IS-NOT-GRANTED (PCTE-SCHEMA-UPDATE) 
SDS-IS-IN-A-WORKING-SCHEMA (sds) 
SDSIS-UNKNOWN (sds) 
TYPE-NAME-IN-SDSIS-DUPLICATE (sds, local-name) 

O TYPE-NAME-IS-INVALID (local-name) 

OWNER~PROPAGATION~ERRORS_ON_COMPONENT.-CREATION (new - type - -  in sds) 

10.2.5 SDS - CREATE-DESIGNATION-LINK-TYPE 

sds : Sds-designator, 
localname : [ Name 1, 
lower-bound : [ Natural 1, 
upper-bound : [ Natural 1, 
duplication : Duplication, 
key-types : Key-types-in-sds 

new-type : Link-type-nominator-in-sds 
SDS-CREATE-DESIGNATION-LINK-TYPE creates a new designation link type new - type and 
its associated link type in SDS new - type - in-sds in the SDS sds. 
The operation creates a "definition" link from sds to new-type-in-sds; the key of the link is the 
system-assigned type identifier of new-type. The operation also creates an "of-type" link from 
new-type-in-sds to new - type. 
If local name is supplied, a "named-definition" link is created from sds to new - type - -  in sds with 
local-name as key, together with its reverse "named-in-sds" link. 
The type identifier of new type is set to an implementation-defined value which identifies the type 
within the PCTE installation. 
The three definition mode attributes of new-type-in-sds are set to 19, representing 
CREATE-MODE, DELETE-MODE, and NAVIGATE-MODE, and its creation or importation 
time is set to the system time. If local-name is supplied, the annotation of new - type - -  in sds is set 
to the complete name of the created type; otherwise it is set to the empty string. 
The lower bound, upper bound (if provided), and duplication of new-type are set from the 
parameters of the same names. If new-type is of cardinality many, for each attribute type of 
key-types, a "key-attribute" link is created from new-type to that attribute type. The keys of 
these links correspond to the order of the key attribute types in key-types starting at O and 
incremented by 1. The category of new-type is set to DESIGNATION. 

S DS-C REATE-D ES IG N ATION-L IN K-TYP E ( 

1 

O 

The sets of origin object types in SDS and destination object types in SDS of new-type are 
initially empty. 
The new objects reside on the same volume as sds. Their access control lists are built using the 
default atomic ACL and the default object owner of the calling process, and their confidentiality 
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labels and integrity labels are set to be equal to the current confidentiality context and integrity 
context, respectively, of the calling process. 
For each created object, an "object-on-volume" link is created from the volume on which the 
object resides to the object. The key of the link is the exact identifier of the object. 
Write locks of the default mode are obtained on the created objects and links except the new 
"object-on-volume" links. 

Errors 
ACCESS-ERRORS (element of kq-types, ATOMIC, CHANGE, APPENDIMPLICIT) 
ACCESS-ERRORS (sds, ATOMIC, MODIFY, APPEND-LINKS) 
KEY-TYPE-ISBAD (element of key-types) 
KEY-TYPES-ARE-MULTIPLE (key-types) 
LIMIT-WOULD-BE-EXCEEDED (MAX-DERNITION-NAME-SEE) 
LINK-TYPE-PROPERTIES-ARE-INCONSISTENT (DESIGNATION, lower-bound, 
upper-bound, SHARABLE, NON-STABLE, duplication) 
LINK-TYPE-PROPERTIESANDKEY_TYPES_AREINCONSISTENT (DESIGNATION, 
lower bound, upper-bound, SHARABLE, NON-STABLE, duplication, key-types) 
If sdshas OWNER granted or denied 

PRIVILEGE-ISNOT-GRANTED (PCTE-SCHEMA-UPDATE) 
SDS-IS-IN-A-WORKING-S CHEMA (sds) 
SDS-IS-UNKNOWN (sds) 
TYPE-IS-UNKNOWN-IN-SDS (sds, element of kq-types ) 
TYPE-NAME-IN-SDS-IS-DUPLICATE (sds, local-name) 
TYPENAME-IS-INVALID (local-name) 

OWNER~PROPAGATION~ERRORS~ON~COMPONENT~CREATION (new - type-in - sds) 

10.2.6 SDS-CREATE-ENUMERAL-TYPE 

SDS-CREATE-ENUM ERAL-TYPE ( 
sds : Sds-designator, 
localname : [ Name ] 

new-type : Enumeraltype-nominator-in-sds 
1 

SDS-CREATE-ENUMERAL-TYPE creates a new enumeral type new-type and its associated 
enumeral type in SDS new-type-in-sds in the SDS sds. 
The operation creates a "definition" link from sds to new-type-in-sds; the key of the link is the 
system-assigned type identifier of new-type. The operation also creates an "of-type" link from 
new-type-in-sds to new-type. 
If local name is supplied, a "named-definition" link is created from sds to new-type-in-sds with 
local - name as key, together with its reverse "named-in-sds" link. 
The type identifier of new type is set to an implementation-defined value which identifies the type 
within the PCTE installation. 
The creation or importation time of new-type-in-sds is set to the system time. If local-name is 
supplied, the annotation of new-type-in-sds is set to the complete name of the created type; 
otherwise it is set to the empty string. The image of new-type-in - sds is set to the empty string. 
The new objects reside on the same volume as sds. Their access control lists are built using the 
default atomic ACL and the default object owner of the calling process, and their confidentiality 
labels and integrity labels are set to be equal to the current confidentiality context and integrity 
context, respectively, of the calling process. 
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For each created object, an "object-on-volume" link is created from the volume on which the 
object resides to the object. The key of the link is the exact identifier of the object. 
Write locks of the default mode are obtained on the created objects and links except the new 
"0 bj ec ton-volume " links. 

Errors 
ACCES SERRORS (sds, ATOMIC, MODIFY, APPEND-LINKS) 
LIMIT-WOULD-BE-EXCEEDED (MAX-DEFINITION-NAME-SIZE) 
If sds has OWNER granted or denied: 

PRIVILEGE-ISNOT-GRANTED (PCI'E-SCHEMA-UPDATE) 
SDS-IS-IN-A-WORKING-SCHEMA (sds) 
SDS-IS-UNKNOWN (sds) 
TY PE-NAME-IN-SDS-IS-DUPLICATE (sds, local-name) 

O TYPE-NAME-ISINVALID (local-name) 

OWNER~PROPAGATION~ERRORS~ON~COMPONENT~CREATION (new-type-in-sds) 

10.2.7 SDS-CREATE-ENUMERATION-ATTRIBUTE - TYPE 

S DS-C R EATE-EN U M ERATl ONATTR I BUTETYP E ( 
sds : Sds-designator, 
localname : [ Name 1, 
values : Enu meration-values 
duplication : Duplication, 
initialvalue : [ Natural ] 

new-type : Attributetype-nominator-in-sds 
1 

SDSCREATE-ENUMERATION-ATTRIBUTE-TYPE creates a new enumeration attribute type 
new-type, and its associated attribute type in SDS new-type-in-sds in the SDS sds. 
The operation creates a "definition" link from sds to new-type-in-sds; the key of the link is the 
system-assigned type identifier of new-type. The operation also creates an "of-type" link from 
new-type-in-sds to new-type. 
ttenumeraltt links are created from new-type to the enumeral types specified in values. The 
"position" key attributes of the links are set according to the sequential order of the type 
nominators in value, starting at O and incremented by 1 for each enumeral type. The reverse 
"enumeralof' links are also created. 
If local-name is supplied, a "named-definition" link is created from sds to new-type-in-sds with 
local-name as key, together with its reverse "named-in-sds" link. 
The type identifier of new-type is set to an implementation-defined value which identifies the type 
within the PCTE installation. The duplication of new-type is set to duplication. The initial value 
position of new-type is set to initial-value if supplied, and otherwise to O. 
The three definition mode attributes of new-iype-in-sds are set to 12, representing READ-MODE 
and WRITE-MODE, and its creation or importation time is set to the system time. If local name 
is supplied, the annotation of new type - -  in sds is set to the complete name of the createdtype; 
otherwise it is set to the empty strig. 
The new objects reside on the same volume as sds. Their access control lists are built using the 
default atomic ACL and the default object owner of the calling process, and their confidentiality 
labels and integrity labels are set to be equal to the current confidentiality context and integrity 
context, respectively, of the calling process. 
For each created object, an "object-on-volume" link is created from the volume on which the 
object resides to the object. The key of the link is the exact identifier of the object. 

O 
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Write locks of the default mode are obtained on the created objects and links except the new 
"object-on-volume" links. 
A write lock of the default mode is obtained on any enumeral type specified in values if the 
OWNER discretionary access right is granted for a group to new-type (the default object owner 
group), and a different OWNER discretionary access right exists for the same group to that 
enumeral type. 

Errors 
ACCESSERRORS (sds, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESSERRORS (element of values, ATOMIC, CHANGE, APPENDIMPLICIT) 
COMPONENT-ADDITION-ERRORS (enumeral type, "enumeral" link) 
ENUMERAL-TYPES-ARE-MULTIPLE (values) 
IMAGE-IS-DUPLICATED (values, sds) 
LIMIT-WOUL,D-BE-EXCEEDED (MAX-DEmION-NAME-SIZE) 
If sds has OWNER granted or denied: 

PRIVIL,EGE-IS-NOT-GRANTED (PCTE-SCHEMA-UPDATE) 
SDSJS-IN-A-WORKING-S CHEMA (sds) 
SD SIS-UNKNOWN (sds) 
TYPE-NAME-IN-SDS-IS-DUPLICATE (sds, local-name) 
TYPE-NAME-IS-INVALID (local-name) 

O W N E R ~ P R O P A G A T I O N ~ E R R O R S ~ O N E N T _ _ C R  (new-type-in-sds) 

10.2.8 SDS - CREATE-FLOATATTRIBUTETYPE 

SdS : Sds-designator, 
localname : [ Name 1, 
initialvalue : [ Float 1, 
duplication : Duplication 

new-type : Attributetype-nominator-in-sds 
SDS-CREATE-FLOAT-AïTRIBUTE-TYPE creates a new float attribute type new-type, and its 
associated attibute type in SDS new-type-in-sds in the SDS sds. 
The operation creates a "definition" link from sds to new-type in sds; the key of the link is the 
system-assigned type identifier of new-type. The operation alxo creates an "of-type" link from 
new-type-in-sds to new-type. 
If local name is supplied, a "named-definition" link is created from sds to new - type-in-sds with 
local-n&e as key, together with its reverse "named-in-sds" link. 
The type identifier of new type is set to an implementation-defined value which identifies the type 
within the PCTE installatb. The duplication of new type is set to duplication. The float initial 
value of new-type is set to initial - value if supplied, an' otherwise to 0.0 (zero). 
The three definition mode attributes of new-type in-sds are set to 12, representing READMODE 
and WRITE-MODE, and its creation or importa3on time is set to the system time. If local-name 
is supplied, the annotation of new type - in-sds is set to the complete name of the created type; 
otherwise it is set to the empty string. 
The new objects reside on the same volume as sds. Their access control lists are built using the 
default atomic ACL and the default object owner of the calling process, and their confidentiality 
labels and integrity labels are set to be equal to the current confidentiality context and integrity 
context, respectively, of the calling process. 

S DS-C R EATE-FLOAT-ATTR I B UTETY PE ( 

1 
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For each created object, an "object-on-volume" link is created from the volume on which the 
object resides to the object. The key of the link is the exact identifier of the object. 
Write locks of the default mode are obtained on the created objects and links except the new 
"object-on-volume" links. 

Errors 
ACCESSERRORS (sds, ATOMIC, MODIFY, APPEND-LINKS) 
ATTRIBUTE-VALUE-LIMIT-WOULD-BE-EXCEEDED (initial-value) 
LIMIT-WOULD-BE-EXCEEDED (MAX-DEFINITION-NAME_sEE) 
If sds has OWNER granted or denied: 

PRIVILEGE-IS-NOT-GRANTED (PCT'E-SCHEMA-UPDATE) 
SDS-IS-IN-A-WORKING-SCHEMA (sds) 
SDS-IS-UNKNOWN (sds) 
TYPE-NAME-IN-SDSIS-DUPLICATE (sds, locaZ-name) 
TYPE-NAME-ISINVALID (local-name) 

OWNER~PROPAGATION~ERRORS~ON~COMPONENT~CREATION (new-type - -  in sds) 

10.2.9 SDS - CREATE-INTEGER - ATTRIBUTE - TYPE 

S DS-C RE ATE-INTEGER-ATTRIBUTE-TY PE ( 
sds : Sds-designator, 
localname : [ Name II 
initialvalue : [ Integer II 
duplication : Duplication 

ne w-type : Attributetype-nominator-in-sds 
) 

SDS-CREATE-INTEGER-ATTRIBUTE-TYPE creates a new integer attribute type new - type, 
and its associated attribute type in SDS new - type-in - sds in the SDS sds. 
The operation creates a "definition" link from sds to new-type-in-sds; the key of the link is the 
system-assigned type identifier of new-type. The operation also creates an "of-type" link from 
new - type-in-sds to new-type. 
If local-name is supplied, a "named-definition" link is created from sds to new-type - in-sds with 
local - name as key, together with its reverse "named-in-sds" link. 
The type identifier of new type is set to an implementation-defined value which identifies the type 
within the PCTE installation. The duplication of new-type is set to duplication. The integer initial 
value of new - type is set to initial-value if supplied, and otherwise to O (zero). 
The three definition mode attributes of new-type-in sds are set to 12, representing READ-MODE 
and WRITE-MODE, and its creation or importationtime is set to the system time. If local name 
is supplied, the annotation of new-type-in - sa's is set to the complete name of the createdtype; 
otherwise it is set to the empty suing. 
The new objects reside on the same volume as sds. Their access control lists are built using the 
default atomic ACL and the default object owner of the calling process, and their confidentiality 
labels and integrity labels are set to be equal to the current confidentiality context and integrity 
context, respectively, of the calling process. 
For each created object, an "object-on-volume" link is created from the volume on which the 
object resides to the object. The key of the link is the exact identifier of the object. 
Write locks of the default mode are obtained on the created objects and links except the new 
"0 bj ec t-on-volume " links. 
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Errors 
ACCESS-ERRORS (sds, ATOMIC, MODIFY, APPEND-LINKS) 
ATT'RIBUTE_VALUE_LIMIT-WOULD-BE-EXCEEDED (initial value) 

If sds has OWNER granted or denied: 

PRIVILEGE-ISNOT-GRANTED (PCTELSCHEMA-UPDATF,) 
SDS-IS-IN-A-WORKING-S CHEMA (sds) 
SDSIS-UNKNOWN (sds) 
TYPE-NAMEJN-SDSIS-DUPLICATE (sds, local-name) 
TYPE-NAMEIS-INVALID (local-name) 

LIMIT-WOULD-BE-EXCEEDED (MAX-DEFINITION-NAME~SIZE) 

OWNER~PROPAGATION~ERRORS~ON~COMPONENT~.CREATION (new-type-in-sds) 

10.2.10 SDS-CREATE - NATURAL - ATTRIBUTETYPE 

S D S C  R E ATE-N AT U R AL-ATTR I B UT E T Y  P E ( 
sds : Sds-designator, 
localname : [ Name 1, 
initial_wa/ue : [ Natural 1, 
duplication : Duplication 

new-type : Att ri bu tetype-nom inato r-in-sds 
1 

SDS-CREATE-NATURAL-ATTRIBUTE-TYPE creates a new natural attribute type new-type, 
and its associated attribute type in SDS new-type-in-sds in the SDS sak. 
The operation creates a "definition" link from sds to new-type-in-sds; the key of the link is the 
system-assigned type identifier of new-type. The operation also creates an "of-type" link from 
new-type-in-sds to new-type. 
If local-name is supplied, a "named-definition" link is created from sds to new - type-in-sds with 
local-name as key, together with its reverse "named-in-sds" link. 
The type identifier of new-type is set to an implementation-defined value which identifies the type 
within the PCTE installation. The duplication of new-type is set to duplication. The natural initial 
value of new-type is set to initiai - value if supplied, and otherwise to O (zero). 
The three definition mode attributes of new type-in-sds are set to 12, representing READ-MODE 
and WRITE-MODE, and its creation or importation time is set to the system time. If local-name 
is supplied, the annotation of new type-in-sds is set to the complete name of the created type; 
otherwise it is set to the empty string. 
The new objects reside on the same volume as sds. Their access control lists are built using the 
default atomic ACL and the default object owner of the calling process, and their confidentiality 
labels and integrity labels are set to be equal to the current confidentiality context and integrity 
context, respectively, of the calling process. 
For each created object, an "object-on-volume" link is created from the volume on which the 
object resides to the object. The key of the link is the exact identifier of the object. 
Write locks of the default mode are obtained on the created objects and links except the new 
"object-on-volume" links. 
Errors 
ACCESSERRORS (sds, ATOMIC, MODIFY, APPEND-LINKS) 
ATI'RIBUTE-.VALUE-LIMIT-WOULDBE_EXCEEDEDED (initial value) 
LIMIT-WOULD-BE-EXCEEDED (MAX-DEFINITION-NAME~SIZE) 
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If sds has OWNER granted or denied: 

PRIVILEGE-ISNOT-GRANTED (PCI'E-SCHEMA-UPDATE) 
S D SIS-IN-A-WORKING3 CHEMA (sds) 
SDS-IS-UNKNOWN (sds) 
TYPE-NAME-IN-SDSIS-DUPLICATE (sds, local-name) 
TYPE-NAME-IS-INVALID (local-name) 

OWNER~PROPAGATION~ERRORS~ON~COMPONENT~CREATION (new-type-in-sds) 

10.2.11 SDS-CREATE-OB JECT-TYPE 

S DS-C R EATE-OB J ECT-TY P E ( 
sds : Sds-designator, 
/uca/-name : [ Name 1, 
parents : Objecttype-nominators-in-sds 

new-type : O bjectt y pe-no mi nato r-in-sds 
1 

SDS-CREATE-OBJECT-TYPE creates a new object type new-type and its associated object type 
in SDS new - type-in-sds in the SDS sds. 
The contents type of new-type is determined as follows. If one or more of the object types in 
parents has a contents type (if more than one, they must all have the same contents type) then 
new - type has that contents type; otherwise new-type has no contents type. 
The type identifier of new type is set to an implementation-defined value which identifies the type 
within the PCTE installation. 
The operation creates a "definition" link from sds to new-type-in-sds; the key of the link is the 
system-assigned type identifier of new-type. The operation also creates an "of-type" link from 
new-type-in-sds to new-type. 
If local name is supplied, a "named-definition" link is created from sds to new-type-in-sds with 
local nÜme as key, together with its reverse "named-in-sds" link. "parent-type" links are created 
fromnew-type to each of parents, together with their reverse "child-type" links. 

CREATE-MODE, and its creation or importation time is set to the system time. If local-name is 
supplied, the annotation of new-type-in-sds is set to the complete name of the created type; 
otherwise it is set to the empty sting. 
The new objects reside on the same volume as sds. Their access control lists are built using the 
default atomic ACL and the default object owner of the calling process and their confidentiality 
labels and integrity labels are set to be equal to the current confidentiality context and integrity 
context, respectively, of the calling process. 
For each created object, an "object-on-volume" link is created from the volume on which the 
object resides to the object. The key of the link is the exact identifier of the object. 
Write locks of the default mode are obtained on the created objects and links except the new 
"objecton-volume" links. 

Errors 
ACCESSERRORS (element of parents, ATOMIC, CHANGE, APPEND-IMPLICIT) 
ACCES SERRORS (sds, ATOMIC, MODIFY, APPEND-LINKS) 
LIMIT-WOULD-BE-EXCEEDED (MAX-DEFINITiON-NAME-SIZE) 
OBJECT-TYPE-WOULD-HAVE_NO_PARENT-TYPE (parents) 
If sds has OWNER granted or denied: 

O 

I The three definition mode attributes of new-type-in-sds are set to 1, representing 

OWNER~PROPAGATION~ERRORS~ON~COMPONENT~CREATION (new-type-in-sds) 
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PARENT-BASIC-TYPES-ARE-MULTIPLE (parents) 
PRIVILEGE-ISNOT-GRANTED (PCTE-SCHEMA-UPDATE) 
SDS-ISIN-A-WORKING-SCHEMA (sds) 
SDS-IS-UNKNOWN (sds) 
TYPE-IS-UNKNOWN-IN-SDS (sds, element of parents) 
TYPE-NAME-IN-SDS-IS-DUPLICATE (sds, local-name) 
TYPE-NAME-IS-INVALID (local-name) 

O ISODEC 

10.2.12 SDS-CREATE-RELATIONSHIP-TYPE 

S DS-C RE ATE-R ELATIONSH I P-TY P E ( 
sds : Sds-designator, 
forward-local-name : [ Name 1, 
fo rward-cat ego ry : Category, 
forward-lower-bound : Natural, 
forward-upper-bound : [ Natural 1, 
forward-exclusiveness : Exclusiveness, 
forward-stability : Stability, 
forwardduplication : Duplication, 
forward-keytypes : [ Key-types-in-sds 1, 
reve rse-local-name : [ Name 1, 
reversecategory : Category, 
reverse-lower-bound : Natural, 
reverse-upper-bound : [ Natural 1, 
reverseexclusiveness : Exclusiveness, 
reverse-stability : Stability, 
reverse-duplicat ion : Duplication, 
reverse-ke y-types 

new-forwardtype : Link-type-nominator-in-sds, 
new-reverse-type : Link-type-nominator-in-sds 

: [ Key-types-in-sds ] 
) 

SDS-CREATE-RELATIONSHIP-TYPE creates two new non-designation link types 
n e w f o r w a r d - t y p e  and new-reverse- type ,  and their associated types in SDS 
newforward-type-in-sds and new-reverse-type-in-sds in the SDS sds. The new link types 
are the reverse of each other. 
The operation creates "definition" links from sds to newforward-type-in-sds and 
new-reverse-type-in-sds, and their reverse "type-in-sds" links; the keys of the "definition" links 
are the system-assigned type identifiers of newforward-type and new-reverse-type. The 
operation also creates "of-type" links from newforward-type-in-sds to newforward-type and 
from new-reverse-type-in-sds to new-reverse-type, and their reverse "has-type-in-sds" links. 
If forward local-name is supplied, a "named-definition" link is created from sds to 
newforward,type-in-sds with forward-local-name as key. If reverse-local-name is supplied, a 
"named-definition" link is created from sds to new-reverse-type-in-sds with reverse-local-name 
as key, together with its reverse "named-in-sds" link. 
The type identifiers of newforward-type and new-reverse-type are set to implementation- 
dependent values which identify the types within the PCTE installation. 
Two "reverse" links are created between newforward-type and new-reverse-type, one in each 
direction. 
The three definition mode attributes of newforward-type-in-sds and new-reverse-type-in-sds 
are set to 19, representing CREATE-MODE, DELETE-MODE, and NAVIGATE-MODE, and 
their creation or importation times are set to the system time. If forward local-name is supplied, 
the annotation of newforward-type in sds is set to the complete name of the created type; 
otherwise it is set to the empty string IT reverse-local-name is supplied, the annotation of 
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new-reverse-type-in-sds is set to the complete name of the created type; otherwise it is set to the 
empty string. 
The category, lower and upper bounds, exclusiveness, stability, and duplication of 
new fo r w a rd - t y p  e are set from f o r  w a rd-c a teg o r y  , f o r w a rd-1 o we r-b o u n d ,  
forward upper bound, forward-exclusiveness, forward-stability, and forward-duplication, 
respectively; thëcategory, lower and upper bounds, exclusiveness, stability, and duplication of 
new reverse type are set from reverse category, reverse lower bound, reverse upper-bound, 
reverse-exclkiveness, reverse stabili6, and reversedup&ation, respectively. Furthermore, if 
for either link type the cardindity is MANY, for each attribute type of forward-key-types or 
reverse-key types, a "key-attribute" link is created from newforward-upe or new-reverse-type 
respectivelfto that attribute type. The keys of these links correspond to the order of the key 
attribute types in forward-key-types or reverse-key-types starting at O and incremented by 1. 
The new objects reside on the same volume as sds. Their access control lists are built using the 
default access control list of the calling process, and their confidentiality labels and integrity labels 
are set to be equal to the current confidentiality context and integrity context, respectively, of the 
calling process. 
For each created object, an "object-on-volume" link is created from the volume on which the 
object resides to the object. The key of the link is the exact identifier of the object. 
Write locks of the default mode are obtained on the created objects and links (except the new 
"object-on-volume" links). 
Errors 
ACCESSERRORS (sds, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESS-ERRORS (element of forward-key-types, ATOMIC, CHANGE, 
APPEND-IMPLICIT) 
ACCESS-ERRORS (element of reverse-key-types, ATOMIC, CHANGE, 
APPEND-IMPLICIT) 
KEY-TYPEISBAD (element of forward-key-types) 
KEY-TYPE-ISBAD (element of reverse-key-types) 
KEY-TYPES-ARE-MULTIPLE (forward-key-types) 
KEY-TYPESARE-MULTIPLE (reverse-key-types) 
LIMIT-WOULD-BE-EXCEEDED (MAX-DEFINITIONNAME-SIZE) 
LINK-TYPE-CATEGORYIS-B AD (forward-link-type, (COMPOSITION, EXISTENCE, 
REFERENCE, IMPLICIT)) 
LINK-TYPE-CATEGORY-IS-BAD (reverse-link-type, (COMPOSITION, EXISTENCE, 
REFERENCE, IMPLICIT)) 
LINK-TY PE-PROPERTIES-ARE-INCONSISTENT (forward-category, 
forward-lower bound, forward - upper - bound, forward-exclusiveness, forward-stability, 
forward-duplication) 
LINK-TY PE-PROPERTIES-ARE-INCONS ISTENT (reverse category, reverse lower-bound, 
reverse upper bound, reverse-exclusiveness, reverse-stability, reverse-duplication) 
LINK-~YPEPROPERTIESAND-KEY_TYPES-ARE-INCONSISTENT (forward category, 
forward lower bound, forward upper bound, forward-exclusiveness, forward-stab&y, 
forwardrdupli&tion, forward-këy-types) 

reverse-lower bound, reverse upper-bound, reverse-exclusiveness, reverse - stability, 
reverse-duplication, reverse-këy-types) 
If sds has OWNER granted or denied: 

0 

0 

I LINK-TYPE-PROPERTIES-AND-KEY-TYPES-ARE-INCONSISTENT (reverse category, 

OWNER~PROPAGATION~ERRORS~ON~COMPO"T_CREATION (type in sds of 
forward - -  link type) 
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OWNER~PROPAGATION~ERRORS~ON~COMPONENT~~CREATION (type in sds of 
reverse-lin k-type) 

PRIVILEGE-IS-NOT-GRANTED (PCTE-SCHEMA-UPDATE) 
RELATIONSHIP-TYPE-PROPERTIES-ARE-INCONSISTENT vorward-category, 
forward-lower-bound, forward-upper-bound, forward-exclusiveness, forward-stability , 
forward-duplication, reverse-category , reverse-lower-bound, reverse-upper-bound, 
reverse-exclusiveness, reverse-stability , reverse-duplication) 
SDSIS-IN-A-WORKING-SCHEMA (sds) 
S D S-IS-UNKNOWN (sds) 
TYPE-IS-UNKNOWN-IN-SDS (sds, element of forward-kq--types) 
TY PE-IS-UNKNOWN-IN-S DS (sds , element of reverse-key - types) 
TYPE-NAME-IN-SDS-IS-DUPLICATE vorward-local-name) 
TYPE-NAME-IN-SDS-IS-DUPLICATE (reverse-local-name) 
TYPE-NAME-IS-INVALID vorward-local-name) 
TYPE-NAME-IS-INVALID (reverse-local-name) 

10.2.13 SDS-CREATE - STRING-ATTRIBUTE - TYPE 

SDS-CREATE-STRiNG-ATTRIBUTE_TYPE ( 
sds : Sds-designator, 
localname : [ Name II 
initiaLwlue : [ String 1, 
duplication : Duplication 

new-type : Attribute-type-nominator-in-sds 
SDS-CREATE-STRING-ATTRIBUTE-TYPE creates a new string attribute type new-type, and 
its associated attribute type in SDS new-type-in-sds in the SDS sds. 
The operation creates a "definition" link from sds to new-type-insds; the key of the link is the 
system-assigned type identifier of new-type. The operation also creates an "of-type" link from 
new-type-in-sds to new-type. 
If local-name is supplied, a "named-definition" link is created from sds to new - type-in-sds with 
local - name as key, together with its reverse "named-in-sds" link. 
The type identifier of new-type is set to an implementation-defined value which identifies the type 
within the PCTE installation. The duplication of new-type is set to duplication. The string initial 
value of new-type is set to initial-value if supplied, and otherwise to the empty string. 
The three definition mode attributes of new-type-in-sds are set to 12, representing READ-MODE 
and WRITE-MODE, and its creation or importation time is set to the system time. If local-name 
is supplied, the annotation of new-type-in-sds is set to the complete name of the created type; 
otherwise it is set to the empty string. 
The new objects reside on the same volume as sds. Their access control lists are built using the 
default atomic ACL and the default object owner of the calling process, and their confidentiality 
labels and integrity labels are set to be equal to the current confidentiality context and integrity 
context, respectively, of the calling process. 
For each created object, an "object-on-volume" link is created from the volume on which the 
object resides to the object. The key of the link is the exact identifier of the object. 
Write locks of the default mode are obtained on the created objects and links except the new 
"object-on-volume" links. 

Errors 
ACCESS-ERRORS (sds, ATOMIC, MODIFY, APPEND-LINKS) 

1 

. 
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ATïRIBuTE-VALUE-LIMïI-WOULD-BE-EXCEEDED (initial-value) 
LIMIT-WOULD-BE-EXCEEDED (MAX-DEFINITION-NAME-SIZE) 
If sds has OWNER granted or denied: 

PRIVILEGE-ISNOT-GRANTED (PCTE-SCHEMA-UPDATE) 
SDS-IS-IN-A-WORKING-S CHEMA (sds) 
S D S-IS-UNKNO W N (sds) 
TYPE-NAME-IN-SDS-IS-DUPLICATE (sds, local-name) 
TYPE-NAME-ISINVALID (local-name) 

OWNER~PROPAGATION~ERRORS_ON_COMPONENT~CREATION (new - type - in-sds) 

10.2.14 SDS-CREATETIME-ATTRIBUTE-TYPE 

S DS-C R EATET I M E A T T  R I B UTE-TY P E ( 
sds : Sdsdesignator, 
localname : [ Name 1, 
initialvalue : [ Time 1, 
duplication : Duplication 

new-type : Attribut e t  y pe-no minato r-in-sds 
) 

SDSCREATE-TIME-ATTRIBUTE-TYPE creates a new time attribute type new - type, and its 
associated attribute type in SDS new-type-in-sds in the SDS sds. 
The operation creates a "definition" link from sds to new-type-in-sds; the key of the link is the 
system-assigned type identifier of new-type. The operation also creates an "of-type" link from 
new-type-in-sds to new-type. 
If local name is supplied, a "named-definition" link is created from sds to new - type-in - sa3 with 
local-%me as key, together with its reverse "named-in-sds" link. 
The type identifier of new type is set to an implementation-defined value which identifies the type 
within the PCTE installath-i. The duplication of new-type is set to duplication. The time initial 
value of new-type is set to initial-value if supplied, and otherwise to 1980-01-01T00:00:00Z. 
The three definition mode attributes of new-type in-sds are set to 12, representing READ-MODE 
and WRITE-MODE, and its creation or importa3on time is set to the system time. If local name 
is supplied, the annotation of new-type-in - sds is set to the complete name of the createdtype; 
otherwise it is set to the empty string. 
The new objects reside on the same volume as sds. Their access control lists are built using the 
default atomic ACL and the default object owner of the calling process, and their confidentiality 
labels and integrity labels are set to be equal to the current confidentiality context and integrity 
context, respectively, of the calling process. 
For each created object, an "object-on-volume" link is created from the volume on which the 
object resides to the object. The key of the link is the exact identifier of the object. 
Write locks of the default mode are obtained on the created objects and links except the new 
"objecton-volume" links. 

Errors 
ACCESSERRORS (sds, ATOMIC, MODIFY, APPEND-LINKS) 
AïTRlBUTE-VALUE-LIhEï-WOULD-BE-EXCEEDED (initial value) 

If sds has OWNER granted or denied: 

PRIVILEGE-ISNOT-GRANTED (PCTE-SCHEMA-UPDATE) 

LIMIT-WOULD-BE-EXCEEDED (MAX-DEFINITION-NAME~SIZE) 

O W N E R ~ P R O P A G A T I O N ~ E R R O R S ~ O N E N T _ C R  (new-type-in-&) 
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SDS-IS-IN-A-WORKING-SCHEMA (sds) 
S D S -IS-UNKNOWN (sds) 
TYPE-NAME-IN-SDS-IS-DUPLICATE (sds, local-name) 
TYPE-NAME-IS-INVALID (local-nume) 

10.2.15 SDS - GET - NAME 

SDS-GET-NAME ( 
sds : Sdsdesignator 

name : Name 
1 

SDSGET-NAME returns the name of the SDS sds, 
The returned name name is the key of the "known-sds" link from the SDS directory to sds. 
A read lock of the default mode is obtained on that link. 

Errors 
ACCESS-ERRORS (the SDS directory, ATOMIC, READ, READ-LINKS) 
SDSIS-UNKNOWN (sds) 

10.2.16 SDS - IMPORT - ATTRIBUTE-TYPE 

to-sds : Sds-designator, 
from-sds : Sds-designator, 
type : Attributetype-nominator-in-sds, 
localname : [ Name ] 

SDS-IM PORT-ATTR I BUTETY PE ( 

1 
SDS-IMPORT-ATTRIBUTE-TYPE imports the attribute type type from the SDS from sds to 
the SDS to - sds, along with the associated enumeral types if type is an enumeration attributëtype. 
If type is an enumeration attribute type, all its enumeral types are implicitly imported, if not already 
in to-sds. The implicitly imported enumeral types have the same images as in from-sds, but do 
not have local names in to-sds. 
The operation creates an attribute type in SDS type-in-sds in to sds associated with type. If type 
is an enumeration attribute type, it also creates an enumeral type in SDS in sds associated with 
each enumeral type of type (unless one already exists). For each of the created types in SDS a 
"definition" link is created from to-sds whose key is the type identifier of the associated type. 
An "of-type" link from each new type in SDS to its associated type and its reverse 
"has-type-in-sds" link are created. 
If local name is supplied, or if type has a local name in from sds, a "named-definition" link from 
to-sds-to type-in sds and its reverse "named-in-sds" link are created. The key of the 
"named-definition'%nk is local - nume if supplied, otherwise the local name of type in from-sds. 
Each of the three definition mode attributes of type-in-sds is set to the export mode of the 
corresponding type in SDS infrom-sds. 
The creation or importation time of each new type in SDS is set to the system time. 
The annotation of each new type in SDS is the same as the annotation of the corresponding type in 
SDS in from-sds. 
The new types in SDS reside on the same volume as to-sds. Their access control lists are built 
using the default atomic ACL and default object owner of the calling process, and their 
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confidentiality labels and integrity labels are set to be equal to the current confidentiality context 
and integrity context, respectively, of the calling process. 
An "object-on-volume" link is created to each new type in SDS from the volume on which it 
resides. The key of the link is the exact identifier of the new type in SDS. 
Read locks of the default mode are obtained on the types in SDS infrom sds. Write locks of the 
default mode are obtained on the new types in SDS and links (except the new "object-on-volume" 
links). 

Errors 
ACCESS-ERRORS (from sds, ATOMIC, READ, NAVIGATE) 
ACCESSERRORS (to sds, ATOMIC, MODIFY, APPENDLINKS) 
ACCESS-ERRORS (the type in SDS associated with type in from - sds, ATOMIC, READ, 
EXPLOIT-SCHEMA) 
ACCESSERRORS ("type" object associated with type, ATOMIC, CHANGE, 
APPEND-IMPLICIT) 
If type is an enumeration attribute type, for each enumeral type E associated with type not already 
present in to-sds: 

If type is an enumeration attribute type: 

If to sds has OWNER granted or denied: 

PRIVILEGE-ISNOT-GRANTED (PCTE-SCHEMA-UPDATE) 
SDS-IS-IN-A-WORKING-SCHEMA (to-sds) 
SDS-IS-UNKNOWN (to-sds) 
S D S-IS-UNKNO W N (from-sds) 
TYPE-ISALREADY-KNOWN-IN-SDS (type, to-sds) 
If local name is supplied: 

If local name is not supplied 

TY PEJS-UNKNOWN-IN-S DS (from sds, type) 

O 
ACCESSERRORS (E, ATOMIC, CHANGE, APPEND-IMPLICIT) 

IMAGE-IS-DUPLICATED (enumeral types of type, sds) 

~WNER~PROPAGATION~ERRORS~ON~COMPONENT~CREATION (type-in-sds) 

TYPE-NAME-IN-SDS-IS-DUPLICATE (to-sds, local-name) 

TYPE-NAME-IN-SDS-IS-DUPLICATE (to-sds, local name of type in from - sds) 

TYPE-NAME-ISINVALID (local nami) 
O 

- 
10.2.17 SDS - IMPORT - ENUMERAL TYPE 

to-sds : Sdsdesignator, 
from-sds : Sds-designator, 
type : Enumeraltype-nominator-in-sds, 
localname : [ Name 1 

SDS-I M PORT-EN UM ER AL-TY PE ( 

1 
SDS-IMPORT-ENUMERAL-TYPE imports the enumeral type type from the SDS from-sds to 
the SDS to-sds. 
The operation creates an enumeral type in SDS type-in-sds in to sds associated with type. A 
"definition" link is created from to-sds to type-in-sds whose key% the type identifier of type, 
together with its reverse "in-sds" link. 
An "of-type" link is created from type-in-sds to type, together with its reverse "has-typon-sds" 
link. 

I 
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If local-name is supplied, or if type has a local name in from-sds, a "named-definition" link is 
created from to-sds to type-in-sds, together with its reverse "named-in-sds" link. The key of the 
"named-definition" link is local-name if supplied, otherwise the local name of type in from-sds. 
The creation or importation time of type-in-sds is set to the system time. 
The annotation of type-in-sds is the same as the annotation of the corresponding type in SDS in 
from-sds. 
type-in-sds resides on the same volume as to-sds. Its access control lists are built using the 
default atomic ACL and the default object owner of the calling process, and its confidentiality label 
and integrity label is set to be equal to the current Confidentiality context and integrity context, 
respectively, of the calling process. 
An "objecton-volume" link is created to type-in-sds from the volume on which it resides. The 
key of the link is the exact identifier of type-in-sds. 
Read locks of the default mode are obtained on the type in SDS infrom-sds. Write locks of the 
default mode are obtained on type-in-sds and the cireated links (except the new 
"objecton-volume" link). 

Errors 
ACCESSERRORS (ffom-sds, ATOMIC, READ, NAVIGATE) 
ACCESSERRORS (to-sds, ATOMIC, MODIFY, APPENDLINKS) 
ACCESSERRORS (the type in SDS associated with type in from-sds, ATOMIC, READ 

ACCES SERRORS (the imported type object, ATOMIC, CHANGE, APPEND-IMPLICIT) 
EXPLOIT-SCHEMA) 

If to-sds has OWNER granted or denied: 
O~R~PROPAGATION~ERRORS~ON~COMPONENT~CREATION (type - in-sds) 

PRIVILEGE-ISNOT-GRANTED (PCTE-SCHEMA-UPDATE) 
SDSIS-IN-A-WORKING-SCHEMA (to-sds) 
SDS-IS-UNKNOWN (to-sds) 
SDSIS-UNKNOWN (from-sds) 
TYPE-IS-ALREADY-KNOWN-IN-SDS (type, to-sds) 
If local name is supplied: 

If local-name is not supplied 

TYPE-IS-UNKNOWN-IN-SDS (from-sds, type) 
TYPENAMELIS-INVALID (local-name) 

TYPE-NAME-IN-SDS-IS-DUPLICATE (to-sds, local-name) 

TYPE-NAME-IN-SDS-IS-DUPLICATE (to-sds, local name of type in from-sds) 

10.2.18 SDS - IMPORT-LINK-TYPE 

SDS-IMPORT-LINK-TYPE ( 
to-sds : Sds-designator, 
from-sds : Sds-designator, 
type : Link-type-nominator-in-sds, 
localname : [ Name ] 

1 
SDS-IMPORT-LINK-TYPE imports the link type type froin the SDS from-sds to the SDS 
to - sds. 
All the key attribute types of type, and its reverse link type with all its key attributes, are implicitly 
imported, if not already in to-sds. The imported link types have the same key attributes as in 
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from-sds. The link and the key attribute types implicitly imported do not have local names 
assigned to them within to-sds. 
The importation of a type (either explicitly or implicitly) results in the creation of a type in SDS in 
to sds associated with the imported type, with a "definition" link fromfrom sds whose key is the 
type identifier of the imported type. An "of-type" link from the new type in-SDS to the imported 
type and its reverse "has-type-in-sds" link are created. 
If focal-name is supplied or if type has a name in from-sds, a "named-definition" link is created 
from to-sds to the new link type in SDS associated with type, together with its reverse 
"named-in-sds" link. The key of the "nameddefinition" link is local - name if supplied, 
otherwise it is the local name of type in the SDS from - sds. 
Each of the three definition mode attributes of each new type in SDS is set to the export mode of 
the corresponding type in SDS in from-sds. 
The creation or importation time of each new type in SDS is set to the system time. 
The annotation of each new type in SDS is the same as the annotation of the corresponding type in 
SDS in from-sds. 
The new types in SDS reside on the same volume as to-sds. Their access control lists are built 
using the default atomic ACL and default object owner of the calling process, and their 
confidentiality labels and integrity labels are set to be equal to the current confidentiality context 
and integrity context, respectively, of the calling process. 
An "object-on-volume" link is created to each new type in SDS from the volume on which it 
resides. The key of the link is the exact identifier of the new type in SDS. 
Read locks of the default mode are obtained on the types in SDS in from-sds. Write locks of the 
default mode are obtained on the new types in SDS and links (except the new "object-on-volume" 
links). 
Errors 
ACCESSERRORS (from sds, ATOMIC, READ, NAVIGATE) 
ACCESSERRORS (to sds, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESSERRORS (type in SDS associated with type in from - sds, ATOMIC, READ, 
EXPLOIT-SCHEMA) 
ACCESSERRORS (an imported type, ATOMIC, CHANGE, APPEND-IMPLICIT) 
For each key attribute type K of type not already present in to-sds: 

If type has a reverse link type R not already present in to-sds: 
ACCESSERRORS (K, ATOMIC, CHANGE, APPEND-IMPLICIT) 

ACCESS-ERRORS (R, ATOMIC, CHANGE, APPEND-IMPLICIT) 
For each key attribute type K1 of R not already present in to-sds: 

~WNER~PROPAGATION~ERRORS~ON~COMPONENT~CREATION (type-in-sds) 

OWNER-PROPAGATION-ERRORS-ON-COMPONENT-CREATION (reverse of 

ACCESSERRORS (K 1, ATOMIC, CHANGE, APPEND-IMPLICIT) 
If to sds has OWNER granted or denied: 

If to sds has OWNER granted or denied and link type has a reverse link type: 

type-in-sds) 
PRIVILEGE-ISNOT-GRANTED (PCïE-SCHEMA-UPDATE) 
S D S-IS-IN-A-W ORKING-S CHEMA ( to-sds) 
SDSIS-UNKNOWN (to - sds) 
SDS-IS-UNKNOWN (from sds) 
TYPE-IS-ALREADY-KNOWN-IN-SDS (type, to-sds) 
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If local name is supplied. 

If local name is not supplied: 

TYPE-NAME-IS-INVALID (local-name) 
TYPE-IS-UNKNOWN-IN-SDS (from-sds, type) 

TYPE-NAME-IN-SDS-IS-DUPLICATE (to-sds, local-name) 

TYPE-NAME-IN-SDS-IS-DUPLICATE (to-sds, local name of type in from-sds) 

10.2.19 SDS - IMPORT - OBJECT-TYPE 

to-sds : Sds-designator, 
from-sds : Sds-designator, 
type : Object-type-nominator-in-sds, 
localname : [ Name ] 

SDS-IMPORT-OBJECT-TYPE ( 

1 
0 SDS-IMPORT-OBJECT-TYPE imports the object type type from the SDS from-sds to the SDS 

to-sds. 
The importation of an object type implies the implicit importation of all its ancestor types if not 
already in to sds. The attribute and link types applied to the explicitly or implicitly imported types 
are not imposed, nor is the notion of their application. The object types implicitly imported do not 
have a local name assigned to them within to-& 
The importation of an object type (either explicit or implicit) results in the creation of an object type 
in SDS in to sds with a "definition" link from to-sds whose key is the type identifier of the 
imported typë. An "of-type" link from the new object type in SDS to the imported type and its 
reverse "has-type-in-sds" link are created. 
If local-name is supplied or if the imported type has a name in the originating SDS, a 
"named-definition" link is created from to sds to the new object type in SDS associated with 
link-type, together with its reverse "named-h-sds" link. The key of the "named-definition" link 
is local - name if supplied, otherwise it is the local name of type in from - sds. 
Each of the three definition mode attributes of each new type in SDS is set to the export mode of 
the corresponding type in SDS in from-sds. 
The creation or importation time of each new type in SDS is set to the system time. 

SDS in from-sds. 
The new types in SDS reside on the same volume as to-sds, Their access control lists are built 
using the default atomic ACL and default object owner of the calling process, and their 
confidentiality labels and integrity labels are set to be equal to the current confidentiality context 
and integrity context, respectively, of the calling process. 
An "object-on-volume" link is created to each new type in SDS from the volume on which it 
resides. The key of the link is the exact identifier of the new type in SDS. 
Read locks of the default mode are obtained on the types in SDS in from sds. Write locks of the 
default mode are obtained on the new types in SDS and links (except the new "object-on-volume" 
links). 
Errors 
ACCESS-ERRORS (from-sds, ATOMIC, READ, NAVIGATE) 
ACCESSERRORS (to - sds, ATOMIC, MODIFY, APPEND-LINKS) 

The annotation of each new type in SDS is the same as the annotation of the corresponding type in 0 

ACCESS-ERRORS (object type in SDS associated with type in from-sds, ATOMIC, READ, 
EXPLOIT-SCHEMA) 
ACCESSERRORS (an imported type, ATOMIC, CHANGE, APPEND-IMPLICIT) 
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For each ancestor object type A of type not already present in to-sds: 

If to sds has OWNER granted or denied: 

PRIVILEGE-ISNOT-GRANTED (PCTE-SCHEMA-UPDATE) 
SDS-IS-IN-A-WORKING-SCHEMA (to-sds) 
S DS-IS-UNKNOWN (to-sds) 
SDSIS-UNKNOWN (from-sds) 
TYPE-ISALREADY-KNOWN-INSDS (type, to-sds) 
If local name is supplied 

If local name is not supplied: 

TY PE-IS-UNKNO WN-IN-S D S (from-sds , type) 
TYPE-NAME-ISJNVALID (local-name) 

ACCESSERRORS(A, ATOMIC, CHANGE, APPEND-IMPLICIT) 

OWNER-PROPAG ATION-ERRORS-ON-COMPONENT-CREATION (type-in-sds) 

TYPE-NAME-IN-SDS-ISDUPLICATE (to-sds, local-name) 

TYPE-NAME-IN-SDS-IS-DUPLICATE (to-sds, local name of type in from-sds) 

10.2.20 SDS-INITIALIZE 

SDS-INITIALIZE ( 
sds : Sds-designator, 
name :Name 

) 
SDS-INITIALIZE establishes the SDS sds as a known SDS by creating a "known-sds" link with 
key name from the master of the SDS directory to s&. 
A read lock of the default mode is obtained on sds and a write lock of the default mode is obtained 
on the created link. 

Errors 
ACCESSERRORS (sds, ATOMIC, WRITE) 
ACCESSERRORS (master of the SDS directory, ATOMIC, MODIW, APPEND-LINKS) 
If sds has successors or predecessors: 

LIMIT-WOULD-BE-EXCEEDED (MAX-DEFINITION-NAME-SIZE) 
PRIVILEGE-ISNOT-GRANTED (PCI'E-SCHEMA-UPDATE) 
SDSISKNOWN (sds) 
SDS-IS-NOT-EMPTY-NOR-VERSION (sds) 
SDSNAME-IS-DUPLICATE (name) 
SDS-NAME-IS-INVALID (name) 

ACCESSERRORS (successor or predecessor of sds, ATOMIC, SY STEM-ACCESS) 

10.2.21 SDS-REMOVE 

SDS-REMOVE ( 
sds : Sds-designator 

1 
SDS-REMOVE removes the SDS sds from the set of known SDSs. 
The "known-sds" link to sdr from the SDS directory is deleted. If that link is the last composition 
or existence link to sds, then the "sds" object sds is deleted. In that case, the "object-on-volume" 
link from the volume on which sds was residing to sds is also deleted. 
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A read lock of the default mode is obtained on sds if it is not deleted; a write lock otherwise. 
Write locks of the default mode are obtained on the deleted links except the deleted 
"objecton-volume" link. 

Errors 
ACCESSERRORS (the SDS directory, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESSERRORS (sds, COMPOSITE, MODIFY, DELETE) 
If sds has predecessors or successors: 

OBJECT-HAS-LINKS-PREVENTING-DELETION (sds) 
OBJECT-IS-IN-USE-FOR-DELETE (sds) 
PRIVILEGE-ISNOT-GRANTED (PCTE-S CHEMA-UPDATE) 
SDSIS-IN-A-WORKING-SCHEMA (sds) 
SDS-ISNOT-EMPTYNOR-VERSION (sds) 
SDS-IS-UNKNOWN (sds) 

ACCESS-ERRORS (predecessor or successor of sds, ATOMIC, SYSTEM-ACCESS) 

10.2.22 SDS-REMOVE-DESTINATION 

S DS-R EM OV E-D EST I NAT IO N ( 
sds : Sds-designator, 
link- type 
objecrtype : Object-type-nominator-in-sds 

: Lin k-t ype-no mi nato r-in-sds, 

1 
SDS-REMOVE-DESTINATION removes the object type in SDS object-type-in-sds associated 
with object-type in the SDS sds from the destination object types of the link type in SDS 
link-type-in-sds associated with link-type in sds. 
As a result, the "in-destination-set" link from link-type-in-sds to object-type-in-sds and its 
reverse "is-destination-of link are deleted. 
If l ink-type has a reverse link type r e v e r s e ,  then r e v e r s e  is unapplied (see 
SDS-UNAPPLY-LINK-TYPE) and the "in-link-set" link existing between object-type-in-sds 
and the "link-type-in-sds" object reverse-link-type-in-sds associated with reverse in sds is 
deleted. 
Write locks of the default mode are obtained on the deleted links. 

Errors 
ACCESS-ERRORS (sds, ATOMIC, READ, NAVIGATE) 
ACCESSERRORS (object-type-in-sds, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESSERRORS (link-type-in-sds, ATOMIC, MODIFY, WRITELINKS) 
ACCES SERRORS (reverse-link-type-in-sds, ATOMIC, MODIFY, WRITELINKS) 
OB SECT-TYPE-IS-NOT-IN-DESTINATION-S ET (lin k--type, o bject-type) 
PRIVILEGE-ISNOT-GRANTED (PCTE-SCHEMA-UPDATE) 
SDS-IS-IN-A-WORKING-S CHEMA (sds) 
SD S-IS-UNKNOWN (sds) 
TYPE-IS-UNKNOWN-IN-SDS (sds, link-type) 
TYPE-IS-UNKNOWN-IN-SDS (sds, object-type) 
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10.2.23 SDS-REMOVE-TYPE 

SDS-REMOVE-TYPE ( 
sds : Sds-designator, 
type : Type-no mi nato r-in-sds 

1 
SDS-REMOVE-TYPE removes from the SDS sds the type in SDS type-in-sds associated with 
type in sds. 
When a link type is removed from an SDS, the type in SDS reverse-link-type-in-sds associated 
with the reverse type reverse-type of type (if any) is also removed from that SDS. 
If type-in-sds is the last type in SDS associated with type in any SDS, then type is also removed. 
If reverse-link-type-in-sds exists and is the last type in SDS associated with reverse-type in any 
SDS, then reverse-type is also removed. The type identifier of a removed type is never 
reassigned. 
A type can be removed while there are instances of the type in the object base. Instances of the 
removed type are not directly affected by this operation: objects, attributes and links retain the type 
properties of the type. The description of the type is however lost; the implications are: 
- no instances of a removed type can be created; 
- attributes of a removed type are inaccessible. They can however still be consulted or reset to 

their initial value using the system-generated type identifier of the deleted type (see 23.1.2.5); 
- links of a removed type can still be navigated through or deleted using the type identifier of the 

deleted type; 
- objects of a removed type can still be accessed as instances of visible ancestor types of the 

removed type. 
The removal of a type in SDS consists of the deletion of the "definition" link and 
"named-definition" link (if any) between the SDS and the type in SDS. The deletion of the 
"definition" link may result in the deletion of the type in SDS. 
The deletion of a type in SDS also entails the deletion of the "of-type" link from the type in SDS. 
In the case where this link is the last "of-type" link to the type (i.e. if the last occurrence of the 

In turn, the removal of a type entails the loss of all the typing information held on its associated 
type object (such as the "parent-type", "key-attribute", "reverse" or "enumeral" links starting 
from that object) and may imply the deletion of the type itself (if the "of-type" link to be deleted is 
the last existence link to it and if there are no composition links to it). 
For each deleted object, the "object-on-volume" link from the volume on which the deleted object 
was residing to the deleted object is also deleted. A write lock of the default mode is obtained on 
sds and on the deleted objects and links (except the deleted "object-on-volume" links). 

e 

I type in SDS is to be deleted) the type is also removed. 

i 0  

I Errors 
ACCESSERRORS (sds, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESSERRORS (type-in-sds, ATOMIC, MODIFY, (WRITE-LINKS, 

If the deletion of a type or type in SDS is implied: 

which has an implicit reverse link, ATOMIC, CHANGE, WRITE-IMPLICIT) 
If conditions hold for the deletion of the "type" object associated with type: 

If conditions hold for the deletion of type-in-sds: 

WRITE-IMPLICIT)) 

ACCESSERRORS (destination object of a link from the type or type in SDS to be deleted 

ACCESS-ERRORS ("type" object associated with type, COMPOSITE, MODIFY, DELETE) 

ACCESSERRORS (type - -  in sds, COMPOSITE, MODIFY, DELETE) 
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ACCESS-ERRORS ("type" object associated with type, ATOMIC, CHANGE, 

ACCESSERRORS (type-in-sds, COMPOSITE, MODIFY, DELETE) 
If the conditions for the deletion of the "type" object T associated with type are satisfied: 

WRITE-IMPLICIT) 

ACCESSERRORS (T, COMPOSITE, MODIFY, DELETE) 
If T is an object type, for each parent type P of T: 

ACCESSERRORS (P, ATOMIC, CHANGE, WRITEIMPLICIT) 
If T is a link type, for each each key attribute type K of T: 

ACCESSERRORS (K, ATOMIC, CHANGE, WRITE-IMPLICIT) 
If T is a link type with a reverse link type R: 

ACCESSERRORS (R, COMPOSITE, MODIFY, DELETE) 
For each each key attribute type K1 of R: 

ACCESSERRORS (K 1 , ATOMIC, CHANGE, WRITE-IMPLICIT) 
If T is an enumeration attribute type, for each associated enumeral type E: 

ACCESSERRORS (E, ATOMIC, CHANGE, WRiTE-IMPLICIT) 
If the deletion of a type or type in SDS is implied 

PRIVILEGE-ISNOT-GRANTED (PCTE-SCHEMA-UPDATE) 
SDSIS-IN-A-WORKING-SCHEMA (sds) 
SDSIS-UNKNOWN (sds) 
TYPEHAS-DEPENDENCIES (sds, type) 
TYPE-IS-UNKNOWN-IN-SDS (sds, type) 

OBJECT-HAS-LINKS-PREVENTING-DELETION (type or type in SDS to be deleted) 

10.2.24 SDS - SET - ENUMERAL - TYPE - IMAGE 

S DS-S ET-EN U M E R AL-TY P E-l M AG E ( 
sds : Sds-designator, 
type : Enumeraltype-nominator-in-sds, 
image :[Text] 

) 
SDSSET-ENUMERAL-TYPE-IMAGE sets the image of the enumeral type in SDS type in-sds 
associated with the enumeral type type in the SDS sds to the text value image, if supplied; iTimage 
is not supplied, the image of type-in - sds is set to the empty text value. 
A write lock of the default mode is obtained on type-in-sds. 
Errors 
ACCESSERRORS (sds, ATOMIC, READ, NAVIGATE) 
ACCESSERRORS (type-in sds, ATOMIC, MODIFY, WRITE-ATTRIBUTES) 
IMAGE-IS-ALREADY-ASSOCIATED (image, sds, type) 
PRIVILEGE-ISNOT-GRANTED (PCTE-SCHEMA-UPDATE) 
SDS-IS-IN-A-WORKING-SCHEMA (sds) 
SDS-ISYNKNOWN (sds) 
TY PE-IS-UNKNO WN-IN-S DS (sds, type) 
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10.2.25 SDS-SET-TYPE-MODES 

SDS-SET-TYPE-MODES ( 
sds : Sds-designator, 
type 

usage-mode : [ Definition-mode-values 1, 
export-mode : [ Definition-mode-values ] 

: Object-type-nominator-in-sds I Attributetype-nominator-in-sds I 
Linktype-nominator-in-sds, 

1 
SDS-SET-TYPE-MODES sets the usage mode and export mode of the type in SDS type-in-sds 
associated with the type type in the SDS sds to the values of usagemode and export-mode 
respectively, if supplied; if, for either parameter, no value is supplied, then the corresponding 
value is left unchanged. 
If type is a link type with a reverse link type reverse, the usage mode and export mode of the link 
type in sds reverse-type-in-sds associated with reverse in sds are set (or not) in the same way. 
Write locks of the default mode are obtained on the modified "type-in-sds" objects. 

Errors 
ACCESSERRORS (sds, ATOMIC, READ, NAVIGATE) 
ACCESSERRORS (type-in-sds, COMPOSITE, MODIFY, WRITE-ATTRIBUTES) 
If type has a reverse link type in SDS reverse-type-in-sds: 

DEFINITION-MODE-VALUE-WOULD-BE-INVALID (export-mode, type) 
DEFINITION-MODE-VALUE-WOULD-BE-INVALID (usage-mode, type) 
MAXIMUM-USAGE-MODE-WOULDBE_EXCEEDEDED (type, usage-mode) 
MAXIMUM-US AGE-MODE-WOULD-BE-EXCEEDED (type, export-mode) 
PRIVILEGE-ISNOT-GRANTED (PCTE-SCHEMA-UPDATE) 
SDS-IS-IN-A-WORKING-SCHEMA (sds) 
SDS-IS-UNKNOWN (sds) 
TY PE-IS-UNKNOWN-IN-S D S (sds, type) 

0 

ACCESSERRORS (reverse-type-in-sds, ATOMIC, MODIFY, WRITE-ATTRIBUTES) 

10.2.26 SDS - SET - TYPE - NAME 

S DS-S ET-TY P E-N AM E ( e 
sds : Sds-designator, 
type : Type-nominator-in-sds, 
localname : [ Name ] 

) 
SDS-SET-TYPENAME sets the local name of the type in SDS type in-sds associated with the 
type type in the SDS sds to local-name, if supplied, and otherwise-deletes the local name of 
type-in-sds (if any). 
If local name is supplied, a "named-definition" link is created from sds to type - -  in sds. 
local - n&e is used as the key of the new link. 
If type - -  in sds already had a local name, the corresponding "named-definition" link is deleted. 
Write locks of the default mode are obtained on the deleted links (if any) and write locks of the 
default mode are obtained on the created links (if any). 

Errors 
ACCESSERRORS (sds, ATOMIC, READ, NAVIGATE) 
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If type in sds already has a local name: 

If local-name is supplied: 

If type in sds already has a local name: 

If local-name is supplied 

PRIVILEGE-ISNOT-GRANTED (PCTE-SCHEMA-UPDATE) 
S DS-IS-IN-A-WORKING-S CHEMA (sds) 
SDS-IS-UNKNOWN (sds) 
TY PE-IS-UNKNO WN-IN-S D S (sds , type) 
If local name is supplied: 

TYPE-NAW-IS-INVALID (local-name) 

ACCËSSERRORS (sds, ATOMIC, MODIFY, WRITE-LINKS) 

ACCESS-ERRORS (sds, ATOMIC, MODIFY, APPEND-LINKS) 

ACCËSSERRORS (type-in-sds, ATOMIC, CHANGE, WRITE-IMPLICIT) 

ACCES SERRORS (type-in-sds, ATOMIC, CHANGE, APPEND-IMPLICIT) 

TYPE-NAME-IN-SDSIS-DUPLICATE (sds, local-name) 

10.2.27 SDS-UNAPPLY -ATTRIBUTETYPE 

SDS-U NAP PLY-ATTR I B UTE-TY P E ( 
sds : Sds-designator, 
attribute-type : Attribute-type-nominator-in-sds, 
type : Objecttypenominator-in-sds I Link-type-nominator-in-sds 

1 
SDS-UNAPPLY-ATTRIBUTETYPE removes the application of the attribute type in SDS 
attribute-type-in-sds associated with the atiribute type attribute-type in the SDS sds from the type 
in SDS type - -  in sds associated with the object or link type type in sds. 
The "in-attribute-set" link between type-in-sds and attribute-type-in-sds and its reverse 
"is-attribute-of' link are deleted. 
Write locks of the default mode are obtained on the deleted links. 

Errors 
ACCES S-ERRORS (sds, ATOMIC, READ, NAVIGATE) 
ACCESSERRORS (type - -  in sds, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESSERRORS (attribute-type-in-sds, ATOMIC, MODIFY, WRITE-LINKS) 
KEY-AïTRIBUTE-TYPE-UNAPPLY-IS-FORBIDDEN (type, attribute - type) 
PRIVILEGE-ISNOT-GRANTED (PCTESCHEMA-UPDATE) 
SDS-ISIN-A-WORKING-SCHEMA (sds) 
SD S-IS-UNKNOWN (sds) 
TYPE-ISNOT-APPLIED (sds, attribute-type, type) 
TYPE-IS-UNKNOWN-IN-SDS (sds, attribute - type) 
TYPE-IS-UNKNOWN-IN-SDS (sds, type) 

10.2.28 SDS - UNAPPLY-LINK-TYPE 

SDS-UNAPPLY-LI NK-TY P E ( 
sds : Sds-designator, 
link-type : Link-type-nominator-in-sds, 
objecttype : Object-type-nominator-in-sds 

1 
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SDS-UNAPPLYLINK-TYPE removes the application of the link type in SDS link-type-in-sds 
associated with the link type link-type in the SDS sds from the object type in SDS 
object-type-in-sds associated with the object type object-type in sds. 
The "in-link-set" link between object-type-in-sds and link-type-in-sds and its reverse 
"islink-of" link are deleted. 
If link type has a reverse link type reverse, then object-type is removed from the destination 
objecttypes of reverse (see SDS-REMOVE-DESTINATION) and the "in-destination-set" link 
between the link type in SDS reverse-link-type-in-sds associated with reverse in sds and 
object-type-in-sds is deleted. 
Write locks of the default mode are obtained on the deleted links. 

Errors 
ACCES SERRORS (object-type-in-sds, ATOMIC, MODIFY, WRITE-LINKS) 
ACCES SERRORS (link-type-in-sds, ATOMIC, MODIFY, WRITE-LINKS) 
ACCES SERRORS (reverse-link-type-in-sds, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESSERRORS (sds, ATOMIC, READ, NAVIGATE) 
PRIVILEGE-IS-NOT-GRANTED (PCTE-SCHEMA-UPDATE) 
SDS-IS-IN-A-WORKING-SCHEMA (sds) 
S D S IS-UNKNOW N (sds) 
TYPE-ISNOT-APPLIED (sds, link-type, object-type) 
TYPEIS-UNKNOWN-IN-SDS (sds, link type) 
TYPE-IS-UNKNO WN-IN-S D S (sds , obje;t-type) 

10.3 SDS usage operations 

10.3.1 SDS-GET-ATTRIBUTE - TYPE-PROPERTIES 

sds : Sdsdesignator, 
type : Attributetype-nominator-in-sdç 

duplication : Duplication, 
value-type : Value-type, 
initialvalue : Attribute-value 

S DS-G ET-ATTR I6 UTETY PE-PRO P E RTI ES ( 

1 

SDS-GET-ATTRIBUTE-TYPE_PROPERTIES returns the duplication, value type identifier, and 
initial value of the attribute type in SDS identified by type in the SDS sds. 
Read locks of the default mode are obtained on sds and on the "type" and "type-in-sds" objects 
associated with type in sds. 
Errors 
ACCESS-ERRORS (sds, ATOMIC, READ, READLINKS) 
ACCESSERRORS ("type" and "type-in-sds" objects associated with type, ATOMIC, READ, 
READ-ATTRIBUTES) 
SDS-IS-UNKNOW N (sds) 
TYPEIS-UNKNOWN-IN-SDS (sds, type) 
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10.3.2 SDS-GET-ENUMERALTYPE-IMAGE 

sds : Sds-designator, 
type 

image : Text 
SDS-GET-ENüMERAL-TYPE_IMAGE returns the image image of the enurneral type in SDS 
identified by type in the SDS sds. 
Read locks of the default mode are obtained on sds and on the "type" and "type-in-sds" objects 
associated with type in sds. 
Errors 
ACCESSERRORS (sds, ATOMIC, READ, READ-LINKS) 
ACCESS-ERRORS ("type" and "type-in-sds" objects associated with type, ATOMIC, READ, 

SD S -IS-UNKNOWN (sds) 
TYPEIS-UNKNOWN-IN-SDS (sds, type) 

SDS-G ET-EN UM ER AL-TYPE-lM AGE ( 

: E nu mera I t  y pe-no mi na t o r-i n-sd s 
1 

READ-ATTRIBUTES) O 

10.3.3 SDS - GET-ENUMERAL-TYPE-POSITION 

sds : Sds-designator, 
type 7 : Enumeral-typenominator-in-sds, 
type2 : Attributetype-nominator-in-sds 

position : Natural 

SDS-GET-ENUMERAL-TYPE-POSITION ( 

) 

SDSGET-ENUMERAL-TYPE_POSITION returns the position position of the enumeral type in 
SDS identified by type1 in the SDS sds, in the value type of the attribute type in SDS identified by 
type2 in sds, i.e. the key of the "enumeral" link from the "type" object associated with type2 to the 
"type" object associated with typel. 
Read locks of the default mode are obtained on the "type" and "type-in-sds" objects associated 
with type1 and type2 in sds and on the "enumeral" link. 
Errors O 
ACCESSERRORS (sds, ATOMIC, READ, READ-LINKS) 
ACCESSERRORS ("type" and "type-in-sds" objects associated with type1 and type2, 
ATOMIC, READ, READ-ATïRIBUTES) 
ENUMERAL-TYPE-IS-NOT-IN-ATTRIBUTE-VALUE-TYPE (type1 , type2) 
SDS-IS-UNKNOWN (sds) 
TYPE-IS-UNKNOWN-IN-SDS (sds, typel) 
TYPE-IS-UNKNOWN-INSDS (sds, type2) 
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10.3.4 SDS - GET - LINK - TYPE - PROPERTIES 

SDS-GET-LINK-TYPE-PROPERTIES ( 
sds : Sds-designator, 
type : Link-type-nominator-in-sds 

category : Category, 
lower-bound : Natural, 
upper-bound : Natural, 
exclusiveness : Exclusiveness, 
stability : Stability, 
duplication : Duplication, 
key-types : Key-types, 
reverse : [ Link-type-nominator-in-sds ] 

SDS-GET-LINK-TYPE-PROPERTIES returns the category, lower and upper bounds, 
exclusiveness, stability, duplication, key attribute types, and reverse link type (if any) of the link 
type in SDS identified by type in the SDS sds. 
Read locks of the default mode are obtained on sds and on the "type" and "type-in-sds" objects 
associated with type in sds. 

Errors 
ACCESSERRORS (sds, ATOMIC, READ, READ-LINKS) 
ACCESSERRORS ("type" and "type-in-sds" objects associated with type, ATOMIC, READ, 
READ-ATTRIBUTES) 
SDS-IS-UNKNOWN (sds) 
TYPE-IS-UNKNOWN-IN-SDS (sds, type) 

10.3.5 SDS-GET-OBJECTTYPE-PROPERTIES 

S DS-G ET-O B J ECT-TY P E-P ROP E RT I ES ( 
sds : Sds-designator, 
type : Object-type-nominator-in-sds 

contents-type : [ Contents-type 1, 
parents : Object-type-nominators-in-sds, 
children : Objecttypenominators-in-sds 

1 

SDSGET-OBJECT-TYPE-PROPERTIES returns the contents type, parents, and children of the 
object type in SDS identified by type in the SDS sds. 
Read locks of the default mode are obtained on sds and on the "type" and "type-in-sds" objects 
associated with type in sds. 
Errors 
ACCESSERRORS (sds, ATOMIC, READ, READ-LINKS) 
ACCESS-ERRORS ("type" and "type-in-sds" objects associated with type, ATOMIC, READ, 
(READ-ATTRIBUTES , READLINKS)) 
S DSIS-UNKNOWN (sds) 
TY PE-IS-UNKNOWN-IN-S DS (sds, type) 
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10.3.6 SDS-GET-TYPE-KIND 

SDS-GET-TYPE-KIND ( 
sds : Sds-designator, 
type : Type-nominator-in-sds 

type-kind : Type-kind 
) 

SDSGET-TYPE-KIND returns the kind of the type in SDS identified by type in the SDS sds. 
Read locks of the default mode are obtained on sds and on the "type" and "type-in-sds" objects 
associated with type in sds. 
Errors 
ACCESSERRORS (sds, ATOMIC, READ, READ-LINKS) 
ACCESSERRORS ("type" and "type-in-sds" objects associated with type, ATOMIC, READ, 
READ-ATTRZBUTES) 
SDSIS-UNKNOWN (sds) 
TYPE-IS-UNKNOWN-IN-SDS (sds, type) 

10.3.7 SDS-GET-TYPE-MODES 

S DS-G ET-TYP E-M OD ES ( 
sds : Sds-designator, 
type 

usage-mode : Def inition-mode-values, 
expo-mode : Definition-mode-values, 
max-usage-mode : Definition-mode-values 

: Object-ty pe-no minato r-i n-sds I Att ri bu t e t  ype-no mi nato r-in-sds I 
Link-type-nominator-in-sds 

1 

SDS-GET-TYPE-MODES returns in usage-mode, export-mode, and mm-usagemode the 
usage mode, export mode, and maximum usage mode, respectively, of the type in SDS identified 
by type in the SDS sds. 
Read locks of the default mode are obtained on sds and on the "type" and "type-in-sds" objects 
associated with type in sds. 
Errors 
ACCESSERRORS (sak, ATOMIC, READ, READ-LINKS) 
ACCESS-ERRORS ("type" and "type-in-sds" objects associated with type, ATOMIC, READ, 
READ-ATTRIBUTES) 
SDS-IS-UNKNOWN(sds) 
TYPE-IS-UNKNOWN-IN-SDS (sds, type) 

10.3.8 SDS-GET - TYPE-NAME 

sds : Sds-desig nator, 
type : Type-nominator-in-sds 

name : [ Name ] 

SDS-GET-TYPE-NAME ( 

) 

SDS-GET-TYPE-NAME returns the full type name name of the type in SDS identified by type in 
the SDS sds. 
If no name is associated with type in sds no value is returned. 
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Read locks of the default mode are obtained on sds and on the "type" and "type-in-sds" objects 
associated with type in sds. 
Errors 
ACCESS-ERRORS (sds, ATOMIC, READ, READ-LINKS) 
ACCESSERRORS ("type" and "type-in-sds" objects associated with type, ATOMIC, READ, 
READ-ATTRIBUTES) 
SDS-IS-UNKNOWN (sds) 
TY PEIS-UNKNO W N-IN-S DS (sds , type) 

SDS - SCAN - ATTRIBUTE - TYPE 10.3.9 

SDS-SCAN-ATTRI BUTETY PE ( 
sds : Sdsdesignator, 
type : Attributetype-nominator-in-sds, 
scanning-kind : Attribute-scan-kind 

types 
SDS-SCANATTRIBUTETYPE returns a set of types types determined by type, sds and 
scanningkind. 
The returned set of types is determined as follows. It is limited to types associated with types in 
SDS in the SDS sds and by scanning - kind as follows. 
- OBJECT: object types to which t y p e  has been applied by means of 

SDS-APPLY-ATTRIBUTE-TYPE. 
- OBJECT-ALL: object types of which type is an attribute type, i.e. the union of the object types 

defined by OBJECT and all their descendants. 
- LINK-KEY: link types of which the type is a key attribute type. 
- LINK-NON-KEY: link types of which the type is a non-key attribute type. 
Read locks of the default mode are obtained on sds and on the "type" and "type-in-sds" objects 
associated with the returned types in SDS. 
Errors 
ACCESS-ERRORS (sds, ATOMIC, READ, READ-LINKS) 
ACCESSERRORS ("type" and "type-in-sds" objects associated with type, ATOMIC, READ, 
MAD-ATTRIBUTES) 
SDS-IS-UNKNOWN (sds) 
TY PE-IS-UNKNO WN-IN-SDS (sds, type) 

: Object-type-nominators-in-sds I Link-type-nominators-in-sds 
1 

10.3.10 SDS-SCAN - ENUMERAL - TYPE 

SDS-SCAN-ENUM ERALTY PE ( 
sds : Sds-designator, 
type : Enumeral-type-nominator-in-sds 

: Attribute-type-nominators-in-sds types 
) 

SDS-SCAN-ENUMERAL-TYPE returns a set of enumeration attribute types, determined by sds 
and the enumeral type type. 
The returned set of types is limited to types with an associated type in SDS type-in-sds in the 
SDS sds and to enumeration attribute types with value type containing type. 
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Read locks of the default mode are obtained on sds and on the "type" and "type-in-sds" objects 
associated with the returned types in SDS. 

Errors 
ACCESSERRORS (sds, ATOMIC, READ, READLINKS) 
ACCESSERRORS ("type" and "type-in-sds" objects associated with type, ATOMIC, READ, 
RE AD-LINKS) 
SDS-IS-UNKNOWN (sds) 
TYPE-IS-UNKNOWN-IN-SDS (sds, type) 
The following implementation-defined error may be raised: 

ACCESSERRORS ("type" and "type-in-sds" objects associated with types, ATOMIC, 
READ, READ-LINKS) 

10.3.11 SDS-SCAN - LINK-TYPE 

SDSSCAN-LINK-TYPE ( 
sds : Sds-designator, 
type : Link-type-nominator-in-sds, 
scanning-kind : Li nk-scan-kind 

types : Object-type-nominatorsin-sds I Attributetype-nominators-in-sds 
1 

SDS-SCAN-LINK-TYPE returns a set of attribute or object types types determined by sds, type, 
and scanning-kind. 
The returned set of types is determined as follows. It is limited to types with an associated type in 
SDS type-in-sds in the SDS sds and by scanning-kind as follows. 
- ORIGIN: object types which have been defined as origin types of type by 

SDSAPPLY-LINK-TYPE or by SDSADD-DESTINATION on the reverse link type. 
- ORIGIN-ALL: object types which are valid origins of type, i.e. the object types as specified by 

scanningkind = ORIGIN, plus all their descendants. 
- DESTINATION: object types which have been defined as destination types of type by 

SDS-ADD-DESTINATION or by SDS-APPLY-LINK-TYPE on the reverse link type. 
- DESTINATION-ALL: object types which are valid destinations of type, i.e. the object types as 

specified by scanning-kind = DESTINATION plus all their descendants. 
- KEY: key attribute types of type. 
- NON-KEY: non-key attribute types of type, i.e. attribute types which have been applied to type 

by SDSAPPLYATïRIBUTE-TYPE. 
Read locks of the default mode are obtained on sds and on the "type" and "type-in-sds" objects 
associated with the returned types in SDS. 

Errors 
ACCESSERRORS (sds, ATOMIC, READ, READLINKS) 
ACCESSERRORS ("type" and "type-in-sds" objects associated with type, ATOMIC, READ, 
READ-LINKS ) 
SDS-IS-UNKNOWN (sds) 
TY PE-IS-UNKNO WN-IN-SDS (sds, type) 
The following implementation-defined error may be raised: 

ACCESSERRORS ("type" and "type-in-sds" objects associated with types, ATOMIC, 
READ, READ-LINKS) 
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10.3.12 SD-SCAN-OBJECT-TYPE 

S DS-SC AN-OB J ECT-TY P E ( 
sds : Sds-designator, 
type : Object-type-nominator-in-sds, 
scanning-kind : O bject-sca n-k i nd 

types : Object-type-nominators-in-sds I Attribute-type-nominators-in-sds I ) 

Lin k-t y pe-no minat o rs-in-sds 
SDS-SCAN-OBJECT-TYPE returns a set of types types determined by object-type, sds and 
scanningkind. 
The returned set of types is determined as follows. It is limited to types with associated types in 
SDS type-in-sds in the SDS sds and by scanning-kind as follows. 
- CHILD: object types which are children of object - type. 
- DESCENDANT: object types which are descendants of object-type. 
- PARENT: object types which are parents of object-type. 
- ANCESTOR: object types which are ancestors of object - type. 
- ATTRIBUTE: attribute types which have been applied to objec t - type  by 

SDS-APPLY-AïTRIBUTE-TYPE. 
- ATTRIBUTE-ALL: attribute types of object type, i.e. attribute types which have been applied 

to object-type or to the ancestors of object-tyFe. 
- LINK-ORIGIN: link types which have been applied to object-type (object-type becoming its 

origin type) by SDS-APPLYLINK-TYPE or by SDSADD-DESTINATION on the reverse 
link type. 

- LINK-ORIGIN-ALL: link types which have object type as an origin type, i.e. link types 
which have been applied to object-type or to its ancestors. 

- LINK-DESTINATION: link types whose destination set has been extended to include 
object type by SDS-ADDDESTINATION or by SDS-APPLY-LINK-TYPE on the reverse 
link type. 

- LINK-DESTINATION-ALL: link types which have object type as a destination type, i.e. link 
types which have been added to the destination set of objecttype - or to its ancestors. 

Read locks of the default mode are obtained on sds and on the "type" and "type-in-sds" objects 
associated with the returned types in SDS. 

Errors 
ACCES SERRORS (sds, ATOMIC, READ, READ-LINKS) 
ACCESSERRORS ("type" and "type-in-sds" objects associated with type, ATOMIC, READ, 
RE AD-LINKS ) 
SDS-IS-UNKNOWN (sas) 
TY PE-IS-UNKNOWN-IN-SDS (sds, o bject-type) 

e 

a 

10.3.13 SDS - SCAN - TYPES 

SDS-SCAN-TYPES ( 

1 

sds : Sds-designator, 
kind : [ Type-kind ] 

types : Type-nominators-in-sds 
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SDS-SCAN-TYPES returns all the types with associated types in SDS in the SDS sds, of the 
kinds given by kind. 
If kind is not supplied, all such types are returned; otherwise all such object types, attribute types, 
link types, or enumeral types are returned according as kind is OBJECT-TYPE, 
AïTRIBüTE-TYPE, LINK-TYPE, or ENUMERAL-TYPE respectively. 
Read locks of the default mode are obtained on sds and on the "type" and "type-in-sds" objects 
associated with type. 
Errors 
ACCESSERRORS (sds, COMPOSITE, READ, READLINKS) 
SD S-IS-UNKNOWN (sds) 

1 O .  4 Working schema operations 

O 10.4.1 WS - GET - ATTRIBUTE - TYPE - PROPERTIES 

WS-GET-ATTRIBUTE-TYPE-PROPERTIES ( 
type : Attribute-type-nominator 

duplication : Duplication, 
1 

value-type : Value-type, 
initial value : Att ri bu te-valu e 

WSGET-AïTRIBUTE-TYPE-PROPERTIES returns the duplication, value type identifier, and 
initial value of the attribute type in working schema associated with the type type in the current 
working schema. 

Errors 
TYPE-IS-UNKNOWN-IN_WORKING_SCHEMA (type) 

10.4.2 WS - GET - ENUMERAL - TYPE - IMAGE 

WS-GET-EN UM E RALTYP E-l M AG E ( 
type : Enumeral-type-nominator 

image : Text O 1 

WSGET-ENUMERAL-TYPE_IMAGE returns the image image of the type in working schema 
associated with the enumeral type type in the current working schema. 

Errors 
TY PE-IS-UNKNOWN-IN-WORKING-S CHEMA (type) 

10.4.3 WS - GET - ENUMERAL - TYPE-POSITION 

WS-GET-ENUMERALTYPE-POSITION ( 
type 1 : Enumeral-type-nominator, 
type2 : Attribute-type-nominator 

position : Natural 
1 

WS-GET-ENUMERAL-TYPE-POSITION returns the position position of the enumeral type in 
working schema associated with type1 in the value type of the attribute type in working schema 
associated with type2, i.e. the key of the "enumeral" link from type2 to typez. 
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Errors 
ENUMERAL-TYPE-IS-NOT-IN-A’ITRIBUTE-VALUE-TYPE (typel , type2) 
TYPE-IS-UNKNOWN-IN-WORKING_SCHEMA (typel) 
TYPE-IS-UNKNO WN-IN-W ORKING-S CHEMA (type2) 

10.4.4 WS-GET-LINK-TYPE-PROPERTIES 

WS-GET-LINK-TYPE-PROPERTIES ( 
type : Link-type-nominator 

category : Category, 
lower-bound : Natural, 
upper-bound : Natural, 
exclusiveness : Exclusiveness, 
stability : Stability, 
duplication : Duplication, 
key-types : Key-types, 
reverse : [ Link-type-nominator ] 

1 

0 
WS-GET-LINKTYPEPROPERTIES returns the category, lower and upper bounds, 
exclusiveness, stability, duplication, key types, and reverse link type (if any) of the link type in 
working schema associated with the type type. 

Errors 
ACCESSERRORS (type, ATOMIC, READ, READ-ATTRIBUTES) 
TYPE-IS-UNKNOWN-IN-WORKING-SCHEMA (type) 

10.4.5 WS-GET - OBJECTTYPE-PROPERTIES 

WS-GET-OBJECT-TYPE-PROPERTIES ( 
type : Object-type-nominator 

contents-type : [ Contents-type 1, 
parents : Object-type-nominators, 
children : Object-type-nominators 

WS-GET-OBJECT-TYPE-PROPERTIES returns the contents type, parents, and children of the 
object type in working schema associated with the type type. 

Errors 
TYPE-IS-UNKNOWN-IN-WORKING-SCHEMA (type) 

1 

a 

10.4.6 WS - GET - TYPE-KIND 

WS-GET-TYPE-KIND ( 

type-kind : Type-kind 
WS-GET-TYPE-KIND returns the kind of the type in working schema associated with the type 
type in the current working schema. 

Errors 
TYPE-IS-UNKNOWN-IN-WORKING_SCHEMA (type) 

: Type-nominator Ye 
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10.4.7 WS - GETTYPE-MODES 

WS-GET-TYPE-MODES ( 
type : Type-nominator 

usage- mode : De f in it io n-mod e-val u e s 
1 

WSGET-TYPE-MODES returns the usage mode of the type in working schema associated with 
the type type in the current working schema. 
Errors 
TYPE-IS-UNKNOWN-IN-WORKING-SCHEMA (type) 

10.4.8 WS - GET - TYPE-NAME 

WS-GET-TYPE-NAME ( 
type : Type-nominator 

name : [ Name ] 
) 

WS-GET-TYPE-NAME returns the first non-null composite name name of the type in working 
schema, considering the sequence of SDSs in the working schema, associated with the type type 
in the current working schema. 
If no name is associated with type in the current working schema, no value is returned. 
Errors 
TYPE-IS-UNKNOWN-IN-WORKING-SCHEMA (type) 

10.4.9 WS-SCAN-ATTRIBUTE-TYPE 

WS-SCAN-ATTRIBUTE-TYPE ( 
type : Attributetype-nominator, 
scanning-kind : Attribut e-scan-ki nd 

types 
WS-SCAN-ATTRIBUTE-TYPE returns a set of types types determined by typ 
scanningkind.  

: Object-type-nominators 1 Link-type-nominators 
) 

and 

The returned set of types is determined as follows. It is limited to types associated with types in 
working schema in the working schema of the calling process, and by scanningkind as follows. 
- OBJECT: object types to which t y p e  has been applied by means of 

SDS-APPLY-AïTRIBUTE_TYPE. 
- OBJECT-ALL: object types of which type is an attribute type, i.e. the union of the object types 

defined by OBJECT and all their descendants. 
- LINK-KEY: link types of which the type is a key attribute type. 
- LINK-NON-KEY: link types of which the type is a non-key attribute type. 

Errors 
TYPE-IS-UNKNOWN-IN-WORKING-SCHEMA (type) 
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10.4.10 WS - SCAN - ENUMERAL - TYPE 

WS-SC AN-EN UM ER AL-TY P E ( 

1 
type : Enumeral-type-nominator 

types : Attributetype-nominators 
WS-SCAN-ENUMERAL-TYPE returns a set of enumeration attribute types, determined by the 
enumeral type type. 
The returned set of types is limited to types with an associated type in working schema in the 
working schema of the calling process, and to enumeration attribute types with value type 
containing type. 

Errors 
TYPE-IS-UNKNOWNIN-WORKING-SCHEMA (type) 

10.4.11 WS-S CAN-LINK-TY PE 

WS-SCAN-LINK-TY PE ( 
type 
scanning-kind : Link-scan-kind 

types 
WS-SCAN-LINK-TYPE returns a set of attribute or object types types determined by type and 
scanningkind.  
The returned set of types is determined as follows. It is limited to types with an associated type in 
working schema in the working schema of the calling process, and by scanning-kind as follows. 
- ORIGIN: object types which have been defined as origin types of type by 

SDS-APPLY-LINK-TYPE or by SDS-ADD-DESTINATION on the reverse link type. 
- ORIGIN-ALL: object types which are valid origins of type, i.e. the object types as specified by 

scanning - kind = ORIGIN plus all their descendants. 
- DESTINATION: object types which have been defined as destination types of type by 

SDSADD-DESTINATION or by SDSAPPLY-LINK-TYPE on the reverse link type. 
- DESTINATION-ALL: object types which are valid destinations of type, i.e. the object types as 

specified by scanning-kind = DESTINATION plus all their descendants. 
- KEY: key attribute types of type. 
- NON-KEY: non-key attributes of type, i.e. attribute types which have been applied to type by 
SDS-APPLY-ATTRIBUTE-TYPE. 

Errors 
TYPE-IS-UNKNOWN-IN-WORKING-SCHEMA (type) 

: Lin k-t ype-no minato r, 

: Object-type-nominators I Attributetype-nominators 
1 

10.4.12 WS-SCAN - OBJECT-TYPE 

WS-SCAN-OBJECT-TYPE ( 
objecrtype : Object-type-nominator, 
scanning-kind : Object-scan-kind 

types : Object-typenominators I Attribute-type-nominators I ) 

Link-t ype-nominators 
WS-SCAN-OB JECT-TYPE returns a set of types types determined by object-type and 
scanningkind.  
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The returned set of types is determined as follows. It is limited to types with associated types in 
working schema in the working schema of the calling process, and by scanning-kind as follows. 
- CHILD: object types which are children of object-type. 
- DESCENDANT: object types which are descendants of object-type. 
- PARENT: object types which are parents of object-type. 
- ANCESTOR: object types which are ancestors of object-type. 
- ATTRIBUTE: attribute types which have been applied to ob jec t - t ype  by 

SDS-APPLY-ATTRIBUTE-TYPE. 
- ATTRIBUTE-ALL: attribute types of object-type, i.e. attribute types which have been applied 

to object-type or to the ancestors of object-type. 
- LINK-ORIGIN: link types which have been applied to object-type (object-type becoming its 

origin type) by SDS-APPLY-LINK-TYPE or by SDSADD-DESTINATION on the reverse 
link type. 

- LINK-ORIGINALL: link types which have object-type as an origin type, i.e. link types 
which have been applied to object-type or to its ancestors. 

- LINK-DESTINATION link types which have had object-type added to their destination object 
types by SDSADD-DESTINATION or by SDS-APPLYLINKTYPE on the reverse link 
type. 

- LINK-DESTINATION-ALL: link types which have had object-type or to its ancestors added 
to their destination object types. 

Errors 
TYPE-IS-UNKNOWN-IN-WORKING-SCHEMA (object-type) 

a 

10.4.13 WS - SCAN-TYPES 

WS-SCAN-TYPES ( 

1 
kind : [ Type-kind ] 

types : Ty pe-no mi nato rs 
0 

WS-SCAN-TYPES returns all the types of the type kind given by kind with associated types in 
working schema in the current working schema. 
If kind is not supplied, all such types are returned; otherwise all such object types, attribute types, 
link types, or enumeral types are returned according as k i n d  is OBJECT-TYPE, 
A'ITRIBUTE-TYPE, LINK-TYPE, or ENUMERAL-TYPE respectively. 

Errors 
None. 

11 Volumes, devices, and archives 

11.1 Volume, device, and archiving concepts 

11.1.1 Volumes 

Volume-identifier = Natural 
Volume-accessibility = ACCESSIBLE I INACCESSIBLE I UNKNOWN 
Volume-info = Volume-identifier Volumeaccessibility 
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I Volumeinfos = set of Volume-info 
Volume-status :: 

TOTAL-B LOC KS : Natural 
FREE-BLOCKS : Natural 
BLOCK-SIZE : Natural 
N UM-OBJ ECTS : Natural 
VOLUME-IDENTIFIER : Volumeidentifier 

I sds system: 
volume-directory: child type of object with 
l ink 

known-volume: (navigate) nondupl icated existence link (volume-identifier) to 

volumesof: Implicit link to common-root reverse volumes; 
volume; 

end volume-directory; 
volume: child type of object with 
attr ibute 

l ink 
volumecharacteristics: (read) string; 

object-on-volume: (navigate) nondupl icated designation link (exact-identifier) to 
object; 

mounted-on: (navigate) non-duplicated designation link to  
device-supporting-volume with 

attr ibute 
read-only: (read) boolean; 

end mountedon; 

0 

end volume; 
end system; 

The volume directory is an administrative object (see 9.1.2); it represents the set of known 
volumes, each with a unique volume identifier which is assigned to the volume on creation and 
uniquely identifies the volume within the PCTE installation. 
The destinations of the "object-on-volume" links from a volume are called the objects residing on 
that volume. The value of the "exact-identifier" attribute is the exact identifier of the object (see 
9.1.1). The volume is mounted if there is a "mounted-on" link, the destination of the link is the 
device that the volume is mounted on (see 1 1.1.3). The "read-only" attribute indicates that the 
volume may not be written to (except for usage designation links, see 8.3.3). A known volume 
resides on itself; it is the only known volume residing on a volume and it is the first object created 
on that volume. 
The "volume-characteristics" attribute is an implementation-defined string specifying 
implementation-dependent characteristics of the volume. 

0 

11.1.2 Administration volumes 

sds system: 
administration-volume: (protected) child type of volume with 
l ink 

end administration-volume; 
end system; 

Each administration volume is either the master volume or a copy volume of the administration 
replica set. See 17.1.4. 
Each administration volume is associated with one or more workstations (the destinations of the 
"administration-volume-of" links), and is mounted on a device controlled by one of them. 

administration-volume-of: non-duplicated designation link (number) to  workstation; 
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There is exactly one master administration volume in a PCTE installation. It is the master volume 
of the administration replica set (see 17.1.4), and has volume identifier O. The master 
administration volume is part of the initial value of the state (see 8.1). 

11.1.3 Devices 

Device-identifier = Natural 
sds system: 
device-supporting-volume: child type of device with 
link 

end device-supporting-volume; 
end system; 

mount ed-volume : (navigate) no n-du pl icat ed desig nation I i n k to volume; 

A device supporting volume is a device (see 12.1) that may have an associated volume, the 
destination of the "mounted-volume" link, called the volume mounted on the device. 
A device supporting volume resides on the administration volume of the workstation controlling it. 

11.1.4 Archives 

Archive-selection = Object-designators I ALL 
Archive-status = PARTIAL I COMPLETE 
sds system: 
archivedirectory: child type of object with 
link 

saved-archive: (navigate) non-duplicated existence link (archive-identifier: natural) 

archives-of: Implicit link to common-root reverse archives; 
to archive; 

end archivedi rectory ; 
archive: child type of object with 
attribute 

archivingtime: (read) time; 
link 

archived-object: (navigate) nonduplicated designation link (exact-identifier) to 

end archive; 
end system; 

object; 

The archive directory is an administrative object (see 9.1.2); it represents the set of known 
archives (the destinations of the "saved-archive" links), each with a unique archive identifier 
which is assigned to the archive on creation and uniquely identifies the archive within the PCTE 
installation. 
An archive consists of a set of objects (the destinations of the "archived-object" links), called the 
objects archived on the archive. 
The archiving time of an archive is the system time at which objects are saved in the archive. An 
archive may only be used once to save objects in it. 
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11 .2  Volume, device, and archive operations 

11.2.1 ARCHIVE - CREATE 

ARCHIVE-CREATE ( 
archive-identifier : Natural, 
on-same-volume-as : Object-designator, 
access-mask : Atomic-access-rights, 

new-archive : Archive-designator 
) 

ARCHIVE-CREATE creates a new archive newarchive residing on the same volume as the 
object on-same - volume-as. 
A new "known-archive" link with key archive - identifier is created from the archive directory to 
new-arc hive. 
An "object-on-volume" link is created from the volume on which on same volume as resides to 
new archive. The key of the link is the exact identifier of new arch7ve. access mask is used in 
conjhction with the default atomic ACL and default object owner of the calling process to define 
the atomic ACL and the composite ACL which are to be associated with the created object (see 
19.1.4). 
The labels of new - archive are set to the mandatory context of the calling process. 
Write locks of the default kind are obtained on new-archive and the new "known-archive" link. 

Errors 
ACCESSERRORS (the archive directory, ATOMIC, MODIFY, APPEND-LINKS) 
ARCHIVE-EXISTS (archive-identifier) 
CONT.ROL-WOULD-NOT-BE_GRANTED (new-archive) 
LABEL-IS-OUTSIDE-RANGE (new-archive, volume on which on-same-volume-as resides) 
PRIVILEGE-ISNOT-GRANTED (PCTE-CONFIGURATION) 
REFERENCE-CANNOT-BE-ALLOC ATED 
VOLUME-IS-FULL (volume on which on-same-volumeas resides) 

11.2.2 ARCHIVE-REMOVE 

ARCHIVE-REMOVE ( 
archive : Archive-designator 

ARCHIVEREMOVE removes the archive archive from the archive directory by deleting the 
"known-archive" link to archive from the archive directory. 
Write locks of the default kind are obtained on archive and the deleted "known-archive" link. 

Errors 
ACCESSERRORS (archive, ATOMIC, CHANGE, WRITE-IMPLICIT) 
ACCESSERRORS (archive, ATOMIC, MODIFY, DELETE) 
ACCESSERRORS (archive, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESS-ERRORS (the archive directory, ATOMIC, MODIFY, WRITE-LINKS) 
ARCHIVE-HAS-ARCHIVED-OBJECTS (archive) 
ARCHIVE-IS-UNKNOWN (archive) 
OB JECT-IS-IN-USE-FOR-DELETE (archive) 
OBJECT-IS-INACCESSIBLE (archive, ATOMIC) 
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If the conditions hold for deletion of the "archive" object archive: 
PRIVILEGE-ISNOT-GRANTED (PCTE-CONFIGURATION) 

11.2.3 ARCHIVERESTORE 

O 1somc 

ARCHIVE-RESTORE ( 
device : Device-designator, 
archive : Archive-desig nato r, 
scope : Archive-selection, 
on-same-volume-as : Object-designator 

restoring-status : Archive-status 
) 

ARCHIVERESTORE restores a set of objects objects specified by scope to the volume volume 
on which on - same-volume-as resides from the archive archive. 
If scope is a set of object designators, the specified set of objects to be restored (called the 
'specified set' in this clause) is the intersection of the set of objects archived on archive and the set 
of objects in scope. 
If scope is ALL, the specified set is the set of all the objects archived on archive. 
The objects to be restored are taken from the contents of device. 
The objects and their components are moved to volume, in an undefined order; as many objects 
and their components as possible are restored from device, and reside on volurne. 
If not all the objects of the specified set can be restored by this operation, as many as possible are 
restored and restoring-status is set to PARTIAL. If all the objects of the specified set are restored, 
restoring-status is set to COMPLETE. If no objects of the specified set can be restored, the error 
condition VOLUMEISFULL is raised. 
The "archived-object" links from archive to the restored objects are deleted. 
For each of the objects which are restored to volume, an "objecton-volume" link with key the 
exact identifier of the object is created. 
If any of the objects specified to be restored has not been archived or is already restored on 
volume, then it is not affected. 
Write locks of the default mode are obtained on archive and on the moved objects and links. A 
read lock of the default mode is obtained on device. 
Errors 
ACCESSERRORS (device, ATOMIC, READ, READ-CONTENTS) 
ACCESSERRORS (an element of scope, COMPOSITE, CHANGE, CONTROL-OBJECT) 
ARCHNE-IS-INVALID-ON-DEVICE (device, archive) 
LABEL-IS-OUTSIDE-RANGE (an element of the specified set or a component of such an 
element, volume) 
PRIVILEGE-ISNOT-GRANTED (PCTE-CONFIGURATION) 
PROCESSJS-IN_TRANSACTION 
VOLUME-ISFULL (volume) 
VOLUME-ISINACCESSIBLE (volume) 
VOLUME-IS-READ-ONLY (scope, COMPOSITE) 
The following implementation-dependent errors may be raised for any object X with a link to an 
object of objects: 

OBJECT-IS-INACCESSIBLY_ARCHIVED (X) 
VOLUME-IS-INACCESSIBLE (volume on which X resides) 
VOLUME-IS-READ-ONLY (volume on which X resides) 
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11.2.4 ARCHIVE-SAVE 

ARCHIVE-SAVE ( 
device : Device-designator, 
archive : Archive-designator, 
objects : Object-designators 

archiving-s fa fus : Arc hive-s t at us 
) 

ARCHIVE-SAVE moves a set of objects to the contents of device. 
The archive archive is updated as follows: 
- the archiving time is set to the current system time; 
- "archived-object" links are created from archive to the archived objects and to each of their 

components. The keys of the created links are the suffixes of the exact identifier of the 
destination objects. 

For each archived object, the "object-on-volume" link from the volume on which the object 
resides to the object is deleted. 
If device has insufficient space to hold all the objects of objects and their components, the 
operation archives as many objects as possible and archiving-status is set to PARTIAL. If device 
has insufficient space to hold any objects of objects with their components, the error condition 
DEVICE-SPACE-ISFULL occurs. Otherwise archiving-status is set to COMPLETE. 
The operation has no effect on objects or components which are already archived, either on the 
same archive or on another one. 
Read locks of the default mode are obtained on the objects to be archived. Write locks of the 
default mode are obtained on archive and on device. 
Errors 
ACCESS-ERRORS (device, ATOMIC, MODIFY, WRITE-CONTENTS) 
ACCESS-ERRORS (archive, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESSERRORS (elements of objects and their components that are to be archived, ATOMIC, 
CHANGE, CONTROL-OBJECT) 
ARCHIVE-HAS-ARCHIVED-OBJECTS (archive) 
DEVICE-SPACE-ISFULL (device) 
LABEL-IS-OUTSIDE-RANGE (an element or a component of an element of objects, device) 
OBJECT-ARCHIVING-IS-IN ALID (objects) 
PRIVILEGE-IS-NOT-GRANTED (PCTE-CONFIGURATION) 
PROCES S-IS-IN-TRANS ACTION 
The following implementation-dependent errors may be raised for any object X with a link to an 
object of objects: 

OB JECT-IS-INACCES SIBLY-ARCHIVED (X) 
VOLUME-IS-INACCESSIBLE (volume on which X resides) 
VOLUME-ISREAD-ONLY (volume on which X resides) 

NOTE - It is intended that the space previously occupied by the archived objects be freed. 
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11.2.5 DEVICE-CREATE 

DEVICE-CREATE ( 
station : Workstation-designator, 
device-type : Device-typenominator, 
access-mask : Atomic-access-rights, 
device-identifier : Natural, 
device-characteristics : String 

new-device : Device-designator ) 

DEVICE-CREATE creates a device new-device of type device-type with a "controlled-device'' 
link to it from station. The value of device-identifier is the key of the created link. The 
"device-of" reverse link created from the new object to station designates the workstation which 
controls the device. The "device-characteristics" attribute of new-device is set to 
device-characteristics. 
device identiJier is a value which uniquely identifies the new device within the devices controlled 
by stazon. Its value is assigned to the "device-identifier" attribute of new-device. 
new device resides on the same volume as station (i.e. the local administration volume of station) 
and Cannot be moved to another volume. 
access mask is used in conjunction with the default atomic ACL and default object owner of the 
callingprocess to define both the atomic ACL and the composite ACL which are to be associated 
with the created object (see 19.1.4). 
An "object-on-volume" link is created from the administration volume of station to new-device. 
The created link is keyed by the exact identifier of new-device. 
The security labels of new-device and the labels defining its security ranges are set to the 
mandatory context of the calling process. 
Write locks (of the default kind) are obtained on new-device and on the new links (except the new 
"object-on-volume" link). 

Errors 
ACCESSERRORS (station, ATOMIC, MODIFY, APPENDLINKS) 
CONTROL-WOULD-NOT-BE_GRANTED (new-device) 
DEVICE-CHARACI'ERISTICS-ARE-INVALID (device-characteristics) 
DEVICE-EXISTS (device-identifier) 
LABEL-IS-OUTSIDE-RANGE (new-device, station) 
LIMIT-WOULD-BE-EXCEEDED (MAX-KEY-VALUE) 
OBJECT~OWNER~VALUE~WOULD~BE~INCONSISTENT~WITH~ATOMIC~ACL 
PRIVILEGE-ISNOT-GRANTED (PCTECONFIGURATION) 
REFERENCE-CANNOT-B E-ALLOCATED 
US AGE-MODE-ON-OB JECT-TYPE-WOULD-BE-VIOLATED ("object", device-type) 
WORKSTATION-IS-UNKNOWN (station) 

11.2.6 DEVICE - REMOVE 

DEVICE-REMOVE ( 
device : Device-designator 

) 
DEVICE-REMOVE removes the device object device from the set of devices of a workstation. 
As a result, the device object device does not represent a physical device and its associated device 
identifier can be reused. 

106 

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 13
71

9-1
:19

95

https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f


O ISOrnC ISO/IEC 13719-1 : 1995CE) 

The "controlled-device" link from the workstation to device is deleted. If it is the only existence 
link to device and there are no composition links to device, device is also deleted. In that case, the 
"objecton-volume" link from the volume on which device was residing to device is also deleted. 
A write lock (of the default kind) is obtained on device if it is deleted and on the deleted links 
(except the "object-on-volume" link). 

Errors 
ACCESS-ERRORS (device, ATOMIC, MODIFY , WRITE-LINKS) 
ACCESSERRORS (station, ATOMIC, MODIFY , WRITE-LINKS) 
If conditions hold for the deletion of the device: 

ACCESSERRORS (device, COMPOSITE, MODIFY, DELETE) 
DEVICE-IS-IN-USE (device) 
DEVICE-IS-UNKNOWN (device) 
OBJECT_HAS-LINKS-PREVENTING-DELETION (device) 
OB JECT-IS-IN-USE-FOR-DELETE (device) 
PRIVILEGE-ISNOT-GRANTED (PCTE-CONFIGURATION) 
NOTE - This operation prevents further use of the device. 

11.2.7 LINK - GET-DESTINATION-ARCHIVE 

LI N K-G ET-D EST1 NAT1 0N-A RCH IV E ( 
origin : Object-designator, 
link : Link-designator 

archive-identifier : Archive-identifier 
1 

LINK-GET-DESTINATION-ARCHIVEi returns the archive identifier of the destination object of 
the direct outgoing link link of the object origin. 
A read lock of default mode is obtained on link. 
Errors 
ACCESSERRORS (origin, ATOMIC, READ, READ-LINKS) 

SNOT-ARCHIVED (destination object of link) 

VOLUMECREATE ( 
device : Device-supporting-volume-designator, 
volume-iden tifie r : Natural, 
access-mask : Atomic-access-rights, 
volume-characteristics : String 

new- volume : Volumedesignator 
1 

VOLUME-CREATE creates a new volume new-volume and mounts it on the device device. 
new-volume resides on itself. 
A new "known-volume" link with key volume-identifier is created from the master of the volume 
directory to new-volume. 
A "mounted-on" link with "read-only" attribute set to false and its reverse are created between 
new - volume and device. 
An "object-on-volume" link is created from new-volume to itself. The key of the link is the exact 
identifier of new-volume. access - mask is used in conjunction with the default atomic ACL and 
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default object owner of the calling process to define the atomic ACL and the composite ACL 
which are to be associated with the created object (see 19.1.4). 
The labels of the volume and the labels defining its security ranges are set to the mandatory context 
of the calling process. Each security range of the created volume must lie within the 
corresponding security range of device (see 20.1 S). 
The "volume-characteristics" attribute of new-volume is set to volume-charactenstics. 
Write locks of the default mode are obtained on new-volume and the new links (except the new 
"objecton-volume" link). 
Errors 
ACCES SERRORS (device, ATOMIC, MODIFY, EXPLOIT-DEVICE) 
ACCESSERRORS (the directory of volumes, ATOMIC, MODIFY, APPEND-LINKS) 
CONTROL-WOvLDNOT-BE-GRANTED (new-version) 
DEVICE-ISB US Y (device, vo l ume-iden tifier) 
DEVICE-IS-UNKNOWN (device) 
LABEL-IS-OUTSIDERANGE (new-volume, device) 
LIMIT-WOULD-BE-EXCEEDED (MAX-KEY-VALUE) 
OB JECT~OWNER~VALUE~WOULD~BE~INCONSISTENT~WITH~ATOMIC~ACL 
PRIVILEGE-ISNOT-GRANTED (PCTE-CONFIGURATION) 
PROCES SIS-IN-TUNS ACTION 
REFERENCE-C ANNOT-BE-ALLOC ATED 
VOLUME-EXISTS (volume-identifier) 
NOTE - The new volume may need to be initialized by a system tool before this operation is called. 

11.2.9 VOLUME-DELETE 

VOLUME-DELETE ( 

1 
volume : Volume-designator 

VOLUME-DELETE unmounts the volume volume, and deletes the "known-volume" link to 
volume from the master of the volume directory and the "mounted-volume" link from the device 
on which volume is mounted. 
volume must be the only object residing on volume, and there must be only the following three 
links from volume: 
- the reverse link of the "known-volume" link to volume from the volume directory; 
- the "object-on-volume" link from volume to itself; 
- the "mounted-on" link from volume. 
Write locks (of the default kind) are obtained on volume and the deleted links (except the 
"object-on-volume" link); however the locks on volume and on the links from volume do not 
prevent the unmounting of the volume. 

Errors 

a 

a 

ACCESSERRORS (device, ATOMIC, MODIFY, EXPLOIT-DEVICE) 
ACCESSERRORS (the volume directory, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESSERRORS (volume, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESSERRORS (volume, ATOMIC, CHANGE, WRITEIMPLICIT) 
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If the conditions hold for deletion of the "volume" object volume: 
ACCESSERRORS (volume, ATOMIC, MODIFY, DELETE) 

PRIVILEGE-ISNOT-GRANTED (PCTE-CONFIGURATION) 
PROCES S-ISIN-TRANS ACTION 
VOLUMEHAS-OTHER-LINKS (volume) 
VOLUME-HAS-OTHER-OBJECE (volume) 
VOLUME-IS-INACCES S IBLE (volume) 
VOLUMEIS-UNKNOWN (volume) 

11.2.10 VOLUME - GET-STATUS 

VOL U M E-G ET-STAT US ( 
volume : Volumedesignator 

status : Volume-status 
) 

VOLUME-GET-STATUS returns information about the mounted volume volume, as follows. 
- TOTAL-BLOCKS is the total number of blocks of data available on volume. 
- FREE-BLOCKS is the number of blocks of data which are free on volume. 
- BLOCK-SIZE is the size of a block of data on volume, in octets. 
- NUM-OBJECTS is the number of objects currently residing on volume. 
- VOLUME-IDENTIFIER is the volume identifier of volume. 
A read lock of the default mode is obtained on volume. 
Errors 
ACCESS-ERRORS (volume, ATOMIC, READ, READ-ATTRIBUTES) 
VOLUME-ISINACCESSIBLE (volume) 
VOLUME-IS-UNKNOWN (volume) 

11.2.11 VOLUME - MOUNT 

VOLUME-MOUNT ( 
device : Device-supporting-volume-designator, 
volume-identifier : Vo I u me-id e n t if i e r , 
read-only : Boolean 

) 
VOLUME-MOUNT causes the volume volume identified by volume-identifier to be mounted on 
the device device. 
The operation creates a "mounted-on" link from volume to device, with "read-only" attribute set 
to read-only, and its reverse "mounted-volume" link. 
A lock of external and internal mode READ-SEMIPROTECTED is established on device. 
Write locks (of the default kind) are obtained on the created links. 

Errors 
ACCESSERRORS (device, ATOMIC, MODIFY, EXPLOIT-DEVICE) 
ACCESSERRORS (volume, ATOMIC, MODIFY, APPEND-LINKS) 
DEVICE-ISB US Y (device) 
DEVICE-IS-UNKNOWN (device) 
LIMIT-WOULD-BE-EXCEEDED (MAX-MOUNTEDVOLUMES) 
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PROCES SIS-IN-TRANS ACTION 
RANGE-IS-OUTSIDERANGE (volume associated with volume, device) 
VOLUME-CANNOT-BE-MOUNTED-ON_DEVICE (volume, device) 
VOLUME-IS-ALREADY-MOUNTED (volume) 
VOLUME-IS-UNKNOWN (volume) 
NOTE - When appropriate, the operation causes the physical mounting of the corresponding physical volume on the 
corresponding physical device. If read-onZy is true then the physical volume is mounted for reading only. 

11.2.12 VOLUME-UNMOUNT 

volume 
VOLUME-UNMOUNT ( 

1 
: Vo lu me-de Sig nator 

0 VOLUME-UNMOUNT causes the volume volume to be unmounted. 
The "mounted-on" link from volume to the device device on which volume is mounted is deleted. 
Write locks (of the default kind) are obtained on the volume and on the deleted link; however the 
locks on the volume and on the link from that object do not prevent the unmounting of the volume. 

Errors 
ACCESSERRORS (device, ATOMIC, MODIFY, EXPLOIT-DEVICE) 
ACCESSERRORS (volume, ATOMIC, MODIFY, WRITE-LINKS) 
PROCES SIS-IN-TRANS ACTION 
VOLUME-HAS-OBJECTS-IN-USE (volume) 
VOLUME-IS-ADMINISTRATION_VOLUME (volume) 
VOLUME-IS-INACCESSIBLE (volume) 
VOLUME-IS -UNKNOW N (volume) 

1 2  Files, pipes, and devices 

1 2 . 1  File, pipe, and device concepts 

Ope n-Co n t e nt s : : 
OPEN-OBJECT-KEY : Natural 
CURRENT-POSITION : Currentgosition 

Current-position :: Token 
Contents-handle :: Token 
Posit ion-handle : : Token 
Contents-access-mode = READ-WRITE I READ-ONLY I WRITE-ONLY I APPEND-ONLY 
Seekjosition = FROM-BEGINNING I FROMCURRENT I FROM-END 
Setgosition = AT-BEGINNING I AT-POSITION I AT-END 
File = seq of Octet 

Pipe = seq of Octet 

Device = seq of Octet 

Controldata = seq of Octet 

represented by file 

represented by pipe 

represented by device 
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Positioning-style 5- SEQUENTIAL I DIRECT I SEEK 
sds system: 
positioning: (read) enumeration (SEQUENTIAL, DIRECT, SEEK) := SEEK; 
file: child type of object with 
contents file; 
attribute 

contents-size: (read) natural; 
positioning ; 

I 

1 

, 
I end file; 

pipe: child type of object with 
contents pipe; 

1 end pipe; 

a 
device: child type of object with 
contents device; 
attribute 

devicecharacteristics: (read) string; 
positioning; 

link 
device-of: (navigate) reference link to workstation reverse controlleddevice; 

end device; 
end system; 

The contents of a file, pipe, or device may be accessed by a process as a sequence of octets if it is 
opened by the process. The file, pipe, or device is then called an open object. 
The opening of a file, pipe, or device by a process is represented by an "open-object" link from the 
process to the file, pipe, or device, and an "opened-by" link from the file, pipe or device to the 
process. 
The "open-object-key" key attribute of the "openobject" link uniquely identifies the open object 
among the other objects opened by the process. 
The opening of an object's contents and the operation CONTENTS-GET-HANDLE-FROM-KEY 
result in the creation of a contents handle, which is an implementation-dependent reference to the 
open contents of an object. A separate open contents value exists for each process that opens a 
particular contents. The open contents consists of the following: 
- An open object key which is the key of an "open-object" link to the open object. 
- A current position which specifies one octet of the sequence within the logical sequence of 

octets. The position of the first octet is called FIRST, and of the last octet is called LAST. A 
current position can be shared by several open contents. 

The "device-characteristics" attribute of a device is a string with an implementation-defined syntax 
specifying implemen ta tion-dependen t characteristics of the device. 
The "positioning" attribute of files and devices can be set only by 
CONTENTSSET-PROPERTIES. It is defined as follows: 
- SEQUENTIAL indicates that the current position can be changed only by writing or reading 

octets in a sequential way. 
- DIRECT indicates that the current position can be changed either as by SEQUENTIAL or by 

means of a previously saved position, represented by an implementation-dependent position 
handle. 

- SEEK indicates that the current position can be changed either as by DIRECT or by an offset 
from another position. 

The contents of a pipe is always accessed sequentially. 
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The contents size of a file is O if the file is empty and otherwise LAST - FIRST + 1. 
The "open-object" link has an "opening-mode" attribute which defines how the current position is 
updated by the contents operations. Let CP be the current position, and CP+n the position of the 
nth octet after the current position. An operation is allowed for any opening mode unless otherwise 
stated below. 
In READ-WRITE opening mode: 
- opening the contents by CONTENTS-OPEN sets CP to FIRST; 
- successfully reading N octets by CONTENTSREAD returns the octets at positions CP, CP+1, 

... CP+N-1, and changes CP to CP+N, 
- successfully writing N octets by CONTENTS-WRITE replaces or adds octets at positions CP, 

CP+1, ... CP+N-1, and changes CP to CP+N, and if LAST < CP+N, changes LAST to CP+N. 
In READ-ONLY opening mode: 
- opening the contents with CONTENTS-OPEN sets CP to FIRST; 
- successfully reading N octets by CONTENTSREAD returns the octets at positions CP, CP+1, 

... CP+N-1, and changes CP to CP+N. For pipes and read-once devices, e.g. keyboards, the 
sequence of octets is changed to identify as FIRST the new current position. Which devices are 
read-once is implementation-defined. 

- CONTENTS-WRITE and CONTENTS-TRUNCATE are not allowed. 
In WRITE-ONLY opening mode: 
- opening the contents by CONTENTS-OPEN sets CP to FIRST; 
- CONTENTS-READ is not allowed; 
- successfully writing N octets by CONTENTS-WRITE replaces or adds octets at positions CP, 

CP+1, ... CP+N-1, and changes CP to CP+N, and if LAST e CP+N, changes LAST to CP+N. 
In APPEND-ONLY opening mode: 
- opening the contents by CONTENTS-OPEN sets CP to LAST+l; 
- CONTENTS-READ is not allowed; 
- successfully writing N octets by CONTENTS-WRITE sets CP to LAST+l, adds octets at 

positions LAST+l, LAST+2, ..., LAST+N, and changes LAST to LAST+N; 
- CONTENTS-SET-POSITION, CONTENTS-SEEK, and CONTENTSTRUNCATE are not 

allowed. 
In READ-ONLY, WRITE-ONLY and READ-WRITE opening modes: 
- if positioning is DIRECT or SEEK, positioning with CONTENTS-SET-POSITION sets CP to 

a position identified by a position handle; 
- if positioning is SEEK, positioning with CONTENTS-SEEK sets CP to a position identified by 

an offset from another position. 
Pipes can be opened only in READ-ONLY or APPEND-ONLY mode. 
The "open-object" link has an "inheritable" attribute; if it is true, then a link of the same type, key, 
non-key system attributes, and destination object is created from any process created by the process 
origin of the link. 
The "openobject" link has a "non-blocking-io" attribute which defines the behaviour of the 
operations CONTENTS-READ and CONTENTS-WRITE. This property is always true for a 
file, but is true for a pipe or a device only if it supports non-blocking input-output, i.e. a read or 
write operation does not wait until all data can be read or written, but reads or writes as much as it 
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can. If it is true, then the destination pipe or device is said to be non-blocking (for the opening 
process). 
The "open-object" link keyed by O has READ-ONLY opening mode and is called standard input. 
The "openobject" link keyed by 1 has APPEND-ONLY opening mode and is called standard 
output. 
The "openobject" link keyed by 2 has APPEND-ONLY opening mode and is called standard 
error. 
If an "openobject" link is inheritable, the associated contents handle is duplicated in the child 
process. As a consequence, the parent and child process share the current position. 
The effect of changing the current position by the operations CONTENTS-READ, 
CONTENTS-WRITE, CONTENTS-TRUNCATE, CONTENTS-SEEK, and 
CONTENTSSET-POSITION is visible to all processes sharing that current position. 

NOTES 

1 Conventionally, standard input is used by the process for the reading of commands or input data, standard output is 
used for the output of data, and standard error is used for the output of error diagnostics. 

2 After creating a process, an "opened-object" link is created for each "open-object" link which has the inheritable 
property set to true. The designated object is however not open until the process is started the starting of the process 
creates a link of type "open-by" from the designated object to the process. 

3 In APPEND-ONLY opening mode, the current position is always LAST + 1. Several processes can append to 
the same file, pipe, or device and therefore concurrently modify the LAST position subject to locking rules. 

4 On pipes and some kinds of devices (e.g. keyboards), the reading of a sequence of octets deletes the octets: the 
sequence of octets read is no longer readable and the new current position identifies as FIRST the next unread octet in 
the sequence. Several processes can concurrently read the same pipe or device in this way. 

5 There are various situations allowing one or more contents handles to be associated with the same object in such a 
way that the CONTENTSREAD, CONTENTS-WRITE and CONTENTS-TRUNCATE operations performed on 
the two contents handles may interfere: 
- two contents handles opened within the context of the same activity, either within the same process or within 

different processes; 
- contents handles obtained from objects locked within concurrent activities but with compatible locks. 

6 An application needing to manage such interferences without using separate activities and appropriate locks must 
use its own synchronization mechanisms. 

a 

0 

7 The contents of pipes and devices are not affected by transaction rollback. 

12 .2  File, pipe, and device operations 

12.2.1 CONTENTS-CLOSE 

CONTENTS-CLOSE ( 
contents : Contents-handle 

) 
CONTENTS-CLOSE deletes the contents handle contents, releasing any associated resources. 
The "open-object" link keyed by the open object key of contents and its complementary 
"opened-by" link (see 12.2.6) are deleted. 

Errors 
CONTENTS-ISNOT-OPEN (contents) 
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12.2.2 CONTENTS-GET-HANDLE-FROM-KEY 

open-objectkey : Natural 

contents 

CONTENTS-GET-H AN DLE-F ROM-K EY ( 

: Conte nt s-hand le 
1 

CONTENTS-GET-HANDLEFROM-KEY returns in contents the contents handle of the calling 
process represented by the "open-object" link link with key open-object-key. 
Errors 
LINK-DOESNOT-EXIST (calling process, link) 

12.2.3 CONTENTS - GET-KEY-FROM-HANDLE 

CONTENTS-GET-KEY-FROM-HANDLE ( 
con tents : Contents-handle 

open-objectkey : Natural 
1 

CONTENTSGET-KEY-FROMHANDLE returns in open-object-key the "openobject-key" 
key attribute of the "open-object" link associated with the contents handle contents. 
Errors 
CONTENTS-IS-NOT-OPEN (contents) 

12.2.4 CONTENTS-GET-POSITION 

contents : Contents-handle 

position : Position-handle 

CONTENTS-GET-POSITION ( 

1 

CONTENTSGET-POSITION returns in position a position handle representing the current 
position of contents. 
Errors 
CONTENTS-IS-NOT-OPEN (contents) 
If contents is a pipe, or if contents is a file or a device with positioning SEQUENTIAL 

CONTENTS-OPER4TION-IS-INVALID (contents) 

12.2.5 CONTENTS-HANDLE-DUPLICATE 

CONTENTS-HANDLE-DUPLICATE ( 
contents : Contents-handle, 
ne vv- key 
inheritable : Boolean 

new-contents : Contents-handle 

: [ Natural 1, 

1 

CONTENTS-HANDLE-DUPLICATE creates a new open contents for the calling process and the 
object associated with contents, and returns a contents handle identifying it in new-contents. A 
new "open-object" link from the calling process to the object identified by contents, and a 
complementary "opened-by " link, are created. 
The "inheritable" attribute of the new "open-contents" link is set to inheritable. The key of the 
new "open-object" link is set to is set to new-key, if provided, and otherwise to an unused 
implementation-defined value. The "openingmode" and "non-blocking-io" attributes of the new 
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"open-object" link are set to the same values as for the "open-object" link from the calling process 
associated with contents. 
The new open contents shares the current position of contents. 
Errors 
CONTENTS-ISNOT-OPEN (contents) 
LIMIT-WOULD-BE-EXCEEDED (MAX-OPEN-OBJECTS) 
LIMIT-WOULD-BE-EXCEEDED (MAX-OPEN-OBECTS)-PER-PROCESS 
OPEN-KEY-IS-INVALID (new-key) 

12.2.6 CONTENTS-OPEN 

CONTENTS-OPEN ( 
object 
opening- mode 
non-blocking-io : Boolean, 
inheritable : Boolean 

contents : Contents-handle 

: File-designator I Pipe-designator I Device-designator, 
: Content s-acces s-mod e, 

) 

CONTENTS-OPEN opens the contents of object in the opening mode openingmode and returns 
a contents handle for it in contents. 
An "open-object" link is created from the calling process to object with opening mode set to 
opening - mode, non-blocking io set to non - blocking-io, and inheritable set to inheritable 
An "opened-by" link is created with an implementation-dependent key from object to the calling 
process, complementary to the created "open-object" link. 
If opening-mode is READ-ONLY, a read lock of the default mode is obtained on object. 
If opening mode is WRITE-ONLY, READ-WRITE or APPEND-ONLY, a write lock of the 
default mode is obtained on object. 
After this operation, the object is operated on by the current activity and the lock established is not 
released before the contents is closed (see 16.1.8). 
Errors 
If opening-mode is READ-ONLY or READ-WRITE: 

If opening-mode is WRITE-ONLY or READ-WRITE: 

If opening mode is APPEND-ONLY 

LIMIT-WOULD-BE-EXCEEDED (MAX-OPEN-OBJECTS) 
LIMIT-WOULD-BE-EXCEEDED (MAX-OPEN-OBECTSPER-PROCESS) 
NON~BLOCKING~IO~IS~INVALID (object, non-blocking-io) 
OPENING-MODE-IS-INVALID (object, openingmode) 
STATIC-CONTEXT-IS-IN-USE (object) 

ACCESSERRORS (object, ATOMIC, READ, READ-CONTENTS) 

ACCESSERRORS (object, ATOMIC, MODIFY, WRITE-CONTENTS) 

ACCES S-ERRORS (object, ATOMIC, MODIFY, APPEND-CONTENTS) 
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12.2.7 CONTENTSREAD 

CONTENTS-READ ( 

) 

contents : Contents-handle, 
size : Natural 

data : Unstructured-contents 
CONTENTS-READ reads a sequence of size octets from contents at the current position and 
returns it in data, if available. If there are less than size octets but at least one octet from the 
current position to LAST inclusive, the operation returns in data that sequence of octets. 
The current position is set to the position after the last read octet. 
If contents is a pipe or a read-once device, the position after the last read octet is identified as 
FIRST after the operation. 
If there are no octets available for reading: 
- if contents is a non-blocking pipe or device, the operation fails. 
- if contents is a pipe or device but not a non-blocking pipe or device, the operation waits until 

some octets are available for reading. 
- if contents is a file, data is set to the empty sequence. 

Errors 
CONFIDENTIALITY-WOULD-BE-VIOLATED (object determined by contents, ATOMIC) 
CONTENTS-ISNOT-OPEN (contents) 
CONTENTS-OPERATION-IS-INVALID (contents) 
DATA-ARE-NOT-AVAILABLE (contents) 
INTEGRïïY-CONFINEMENT-WOULD_BEYIOLATED (object determined by contents, 
ATOMIC) 
OBJECT-IS-INACCESSIBLE (object determined by contents, ATOMIC) 
VOLUME-IS-INACCESSIBLE (volume on which object determined by contents resides, 
ATOMIC) 

12.2.8 CONTENTS-SEEK 

CONTENTS-SEEK ( 
contents : Contents-handle, 
offset : Integer, 
whence : Seek-position 

new-position : Natural 
) 

CONTENTS-SEEK sets the current position of contents to a position determined by ofset and 
whence, and returns the new current position as an offset from FIRST. 
If contents is a file or device which has the SEEK "positioning" property, the current position is 
set to a position defined as follows: 
- if whence is FROM-BEGINNING, the new position is FIRST + ofset; 
- if whence is FROM-CURRENT, the new position is the current position + ofset; 
- if whence is FROM-END, the new position is LAST + ofset + 1. 
The resulting position cannot be smaller than FIRST. 
The resulting position RP can be greater than LAST. In this case, if subsequent writing occurs, 
LAST and the "contents-size" attribute of the file are set to RP + number of written octets. The 
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a 

a 

octets which are between the previous LAST position and RP are returned as octets with the value 
O by subsequent calls of CONTENTSREAD. However, the file remains unchanged if no 
CONTENTS-WRITE occurs at the new RP position. 
If contents is a file or a device, the new value of the current position, offset from the beginning of 
the file, is returned in newgosition. 
Errors 
CONTENTS-ISNOT-OPEN (contents) 
CONTENTS-OPERATION-IS-INVALID (contents) 
POSITION-IS-INVALID (resulting position) 

12.2.9 CONTENTS-SET-POSITION 

CONTENTS-SET-POSITION ( 
contents : Contents-handle, 
position-handle : Position-handle, 
set-mode : Setjosition 

) 
CONTENTS-SET-POSITION sets the current position of contents to a position determined by 
set - mode and position-handle. 
If set mode is AT-BEGINNING or AT-END, the current position of contents is set to FIRST or 
LAST + i respectively. 
If set mode is AT-POSITION, the current position of contents is set to the position represented 
by pos i t ion-handle  which must have been previously obtained by a call of 
CONTENTS-GET-POSITION on contents. 
Errors 
CONTENTS-ISNOT-OPEN (contents) 
CONTENTS-OPERATION-IS_INVALID (contents) 
POSITION-HANDLE-IS-INVALID (positionhandle, contents) 

12.2.10 CONTENTS - SET-PROPERTIES 

CONTENTS-SET-PROPERTIES ( 
contents : Conte nt s-hand le, 
positioning : Positioning-style 

) 
CONTENTS-SET-PROPERTIES sets the positioning of the open file or device determined by 
contents to positioning. 
If contents determines a file, its positioning can be changed only if the file is empty. 

Errors 
If contents determines a file: 

CONTENTS-ISNOT-OPEN (contents) 
If contents is a pipe: 

POSITIONING-IS-INVALID (contents, positioning) 

CONTENTSISNOT-EMPTY (contents) 

CONTENTS-OPERATION-IS_INVALID (contents) 
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12.2.11 CONTENTS-TRUNCATE 

CONTENTS-TRUNCATE ( 
contents : Contents-handle 

1 
CONTENTS-TRUNCATE truncates contents from the current position to the end. 
The "contents-size" attribute of contents is set to indicate the new size. 
LAST is reset to one less than the current position, which is unchanged, except when the current 
position is FIRST, in which case LAST is undefined and the file is empty. 
This operation applies only to files. 

Errors 
CONF!IDENTIALI'N~CONFINEMENT~WOULDBE_VIOLATED (object determined by 

contents, ATOMIC) 
CONFIDENTIALïïY~WOULD~BE~VIOLATED (object determined by contents, ATOMIC) 0 
CONTENTS-IS-NOT-FILE-CONTENTS (contents) 
CONTENTSIS-NOT-OPEN (contents) 
CONTENTS-OPERATION-IS-INVALID (contents) 
INEGRITY-CO"EMENT-WOULD-BE_VIOLATED (object determined by contents, 

INTEGRITY-.WOULD-BE_VIOLATED (object determined by contents, ATOMIC) 
OBJECT-IS-INACCESSIBLE (object determined by contents, ATOMIC) 
VOLUME-IS-INACCES SIBLE (volume containing object determined by contents, ATOMIC) 
VOLUME-IS-FULL (volume containing object determined by contents) 
NOTE - CONTENTS-TRUNCATE can affect the size of a file while other operations are accessing it. 

ATOMIC) 

12.2.12 CONTENTS-WRITE 

CONTENTS-WRITE ( 
contents : Contents-handle, 
data : Unstructured-contents 

actual-size : Natural 
1 

CONTENTS-WRITE writes some or all of a sequence of octets data to contents at the current 
position, and returns the number of octets actually written. 
If contents is a file with opening mode READ-WRITE, WRITE-ONLY, or APPEND-ONLY and 
if writing to the file would not cause its size to exceed the MAXFILE-SIZE, the sequence of 
octets datu is written from the current position, and the current position is changed to the position 
following the last written octet. The contents size of contents is set to indicate the new size. 
If contents is a pipe with opening mode APPEND-ONLY and if writing to the pipe would not 
cause its size to exceed MAX-PIPE-SIZE, the sequence of octets data is written from the position 
LAST + 1, and the current position is changed to the position following the last written octet. 
If contents is a device with opening mode READ-WRITE, WRITE-ONLY, or APPEND-ONLY 
and if writing to the device would not cause its size to exceed any device-dependent maximum size 
limit, the sequence of octets data is written from the current position, and the current position is 
changed to the position following the last written octet. 
If the available space does not allow the whole of data to be written to contents: 
- if contents is a file and at least one octet can be written, as many octets as possible are written; 
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- if contents is a file and no octet can be written (e.g. MAX-FILE-SIZE has been reached), the 
operation fails; 

- if contents is a non-blocking pipe, as many octets from data as there is room for are written; if 
no octets can be written (i.e. MAX-PIPE-SIZE has been reached) the operation fails. 

- if contents is a pipe which is not non-blocking, the operation waits, but on normal completion 
(i.e. after space has been made available in the pipe and no interrupt occurred) the operation has 
written all the octets; 

- if contents is a device which is not non-blocking, the operation waits until octets can be written; 
- if contents is a non-blocking device, as many octets as there are room for are written; if no Octet 

can be written, the operation fails. 
In all cases, the octets of data are written in order starting with the first element, and the actual 
number of octets written to contents is returned in actual-size. 
If a concurrent CONTENTS-TRUNCATE operation is performed on the object contents after 
contents is opened, data is nevertheless written at the specified current position (i.e. there is no 
interference implying that the current position is reset) as if prior to the write a 
CONTENTS-SEEK operation had been performed with the current position as argument. 

Errors 
CONFIDENTIALITY~CONFINE~NT~WOULD~BE~VIOLATED (object determined by 

CONFIDENTIALITY-WOULDBE_VIOLATED (object determined by contents, ATOMIC) 
CONTENTS-ISNOT-OPEN (contents) 
CONTENTS-OPERATION-IS_INVALID (contents) 
DEVICE-LIMIT-WOULD-BE-EXCEEDED (data, contents) 
INTEGRITY-CONFINEMENT_wOULDBE_VIOLATED (object determined by contents, 

INTEGRITY-WOULD-BE-VIOLATED (object determined by contents, ATOMIC) 
LIMIT-WOULD-BE-EXCEEDED ((MAXFILE-SIZE, MAX-PIPE-SIZE)) 
OBJECT-IS-INACCESSIBLE (object determined by contents, ATOMIC) 
VOLUME-IS-INACCESSIBLE (volume containing object determined by contents, ATOMIC) 
VOLUME-ISFULL (volume on which object determined by contents resides) 

contents, ATOMIC) 

ATOMIC) 

12.2.13 DEVICE-GET - CONTROL 

DEVICE-GET-CONTROL ( 
contents : Contents-handle, 
operation : Natural 

controldata : Control-data 
1 

DEVICE-GET-CONTROL returns control information from the device contents contents in 
control-data, according to operation. The meanings of operation and control-data are 
implementation-defined and may be device-dependent. 

Errors 
CONFIDENTIALITY-WOULD-BE-VIOLATED (object determined by contents, ATOMIC) 
CONTENTS-ISNOT-OPEN (contents) 
DEVICE-CONTROL-OPERAnONIS_INVALID (contents, operation) 
INTEGRITY-CONFINEMENT-WOULD-BE-VIOLATED (object determined by contents, 

ATOMIC) 
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OBJECT-IS-INACCESSIBLE (object determined by contents, ATOMIC) 
VOLW-IS-INACCESSIBLE (volume on which object determined by contents resides, 

ATOMIC) 

12.2.14 DEVICE-SET-CONTROL 

DEVICE-SET-CONTROL ( 
contents : Contents-handle, 
operation : Natural, 
controldata : Controldata 

1 
DEVICE-SET-CONTROL performs a control operation on the device contents contents, 
according to operation. The parameters for the operation are specified in control-data. The 
meanings of operation and control-data are implementation-defined and may be device-dependent. 

Errors 
CONFIDENTIALITY-CONFINEMENT-WOULDBE_VIOLATED (object determined by 

CONFIDENTIALITY-WOULD-BE-VIOLATED (object determined by contents, ATOMIC) 
CONTENTS-ISNOT-OPEN (contents) 
DEVICE~CONTROL~OPEFL4TION~IS~INVALID (contents, operation) 
INTEGIirrY_CONFINEMENT-WOULD-BE-VIOLATED (object determined by contents, 

INTEGRITY-WOULD-BE-VIOLATED (object determined by contents, ATOMIC) 
OBJECT-IS-INACCESSIBLE (object determined by contents, ATOMIC) 
VOLUME-IS-FULL (volume on which object determined by contents resides) 
VOLUME-IS-INACCES SIBLE (volume containing object determined by contents, ATOMIC) 

contents, ATOMIC) 

ATOMIC) 

1 3  Process execution 

1 3 . 1  Process execution concepts 

13.1.1 Static contexts 

sds system: 
static-context: child type of file with 
attribute 

link 

end static-context; 
end system; 

max-inheritableopen-objects: natural := 3; 
interpretable: boolean := false; 

interpreter: reference link to static-context; 
restrictedexecutionclass: reference link to executionclass; 

The max (maximum number of) inheritable open objects is the maximum number of open objects 
that a process running the static context may inherit from the process which created it. 
A static context is interpretable if "interpretable" is true; otherwise it is executable. 
The interpreter of an interpretable static context is the destination of the "interpreter" link, if there 
is one; it must not itself be interpretable. 
A static context isforeign if it has a resticted execution class and that execution class (see 13.1.3) 
has a usable execution site which is a foreign system; otherwise it is native. 

1 2 0  

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 13
71

9-1
:19

95

https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f


/ 

O ISODEC ISO/IEC 13719-1 : 1995(E) 

The execution class of an executable static context is the set of execution sites in which the static 
context may run. If the static context has a "restricted-executionclass" link then its execution 
class contains just the destination object of that link; otherwise it contains all the execution sites in 
the PCTE installation. The execution class of an interpretable static context is the intersection of 
that set and the execution class of the actual interpreter of the static context. 
NOTES 
1 A static context (short for static context of a program) is an executable or interpretable program in a static form 
that can be run by a process, either directly by loading and executing it (executable) or indirectly by running another 
static context as an interpreter (interpretable). It may be run either by a PCTE implementation or by a foreign 
system. 
2 The default of 3 for maximum inheritable open objects allows inheritance of standard input, output and error 
channels as supported by some operating systems. The number of open objects is limited to 
MAX-OPEN-OBJECTS-PER-PROCESS (see clause 24) so this is the maximum effective value for maximum 
inheritable open objects. 
3 The format of the contents of an executable static context is implementation-defined by the PCTE 
implementation (for workstations in the execution class) or the foreign system implementation (for foreign systems 
in the execution class) of the execution site. 
4 If an interpretable static context has no interpreter, a static context is selected to interpret it as described in 
PROCESS-START. 
5 A static context has other properties defined in the security SDS (see 19.1.1). 
6 The fact that the interpreter of an interpretable static context is not interpretable is checked by 
PROCESS-START and PROCESS-CREATE-AND-START, but not by LINK-CREATE, 
OBJECT-SET-ATTRIBUTE, OBJECT-SET-SEVERAL-ATTRIBUES, OBJECT-RESET-ATTRIBUTE, or 
OBJECT-DELETE-AïTRIBuTE. 

a 

13.1.2 Foreign execution images 

sds system: 
foreign-execution-image: child type of object with 
attribute 

foreign-name: string; 
link 

onforeign-system: reference link to foreign-system; 
end foreig n-execu t ion-image : 
end system; 

The syntax and semantics of the foreign name are implementation-defined. 
The "on-foreign-system" link defines a foreign system which may execute the foreign execution 
image. 
NOTES 
1 A foreign execution image differs from a static context for use on a foreign system in that it is only a 
representation of the image to be executed. The execution image itself is of undefined format and is not represented 
in the object base. 
2 The foreign name is intended to provide enough information to determine the foreign system object, e.g. a file, 
which contains an execution image. 

13.1.3 Execution classes 

sds system: 
ex ecu t io n-sit e-ide nt if ie r: natura I ; 
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executionclass: child type of object with 
link 

usableexecution-site: reference link (execution-site-identifier) to execution-site; 
end executionclass; 
end system; 

An execution class specifies a set of execution sites (workstations or foreign systems) on which 
any static context with that execution class may be executed. Execution sites are defined in 18.1. 
NOTES 
1 If a static context has no restricted execution class, the choice of execution site may be specified when the static 
context is run; otherwise it is implementation-defined. 
2 If an execution class has no usable execution site, a static context with that execution class as a restricted 
execution class is unable to run. Thus it is possible to (temporarily) prevent a static context from running. 
3 The addition and removal of execution sites to and from an execution class is performed using operations of 
clause 9. An execution site is a usable execution site of an execution class if and only if there is a 
"usable-execution-site" link between the site and the class, The value of the key of such a link is unimportant. 
4 While it is recommended that tools keep the "execution-site-identifier" key consistent with the execution site 
identifier of the usable execution site in the execution site directory, a PCTE implementation is not required to 
enforce this consistency, nor even to ensure that the key is any execution site identifier in the execution site 

5 The definition of an execution class allows both workstations and foreign systems to be of the same execution 
class. In practice, such a mixed class is unlikely to be useful. 

directory. 

13.1.4 Processes 
Initialstatus = RUNNING I SUSPENDED I STOPPED 
sds system: 
inheritable: boolean := true; 
referenced-object: (navigate) designation link (reference-name: string) to object with 
attrlbute 

end referenced-object; 
openobject: (navigate) designation link (openobject-key: natural) to file, pipe, device 

wi th 
attribute 

opening-mode: (read) enumeration (READ-WRITE, READ-ONLY, WRITEONLY, 

non-blocking-io: (read) boolean; 
inheritable; 

end openobject; 
is-listener: (navlgate) nonduplicated designation link (number) to 

end is-listener; 
processwaitingfor: (navigate) designation link (number) to  object with 
attribute 

in heritable; 

APPEND-ONLY) := READ-ONLY; 

message-queue with attribute 
messagetypes: (read) string; 

waiting-type: (read) enumeration (WAITING-FOR-LOCK, WAITING-FOR-TERMINATION, 

locked-link-name; 
end processwaitingfor; 

WAITING-FOR-WRITE, WAITING-FOR-READ) := WAITING-FOR-LOCK; 
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process: child type of object with 
attr ibute 

process-status: (read) non-duplicated enumeration (UNKNOWN, READY, RUNNING, 

process-creationtime: (read) time; 
process-start-time: (read) time; 
processterminationtime: (read) time; 
process-user-defined-result: string; 
processtermination-status: (read) integer; 
processjriority: (read) natural; 
process-file-size-limit: (read) natural; 
process-string-arguments: (read) strlng; 
process-environment: (read) string; 
processtimeout: (read) natural; 
acknowledgedtermination: (read) boolean ; 
deletion-upontermination: (read) boolean := true; 
time-left-until-alarm: (read) nonduplicated natural; 

process-object-argument: designation link (number) to  object; 
executed-on: (navigate) designation link to execution-site; 
referencedobject; 
openobject; 
reservedmessage-queue: (navigate) designation link (number) to  message-queue; 
is-listener; 
default-interpreter: designation link to static-context; 
actual-interpreter: (navigate) designation link to static-context; 
processwaitingfor; 
parentjrocess: (navigate, delete) implicit link to  process reverse child-process; 
started-in-activity: (navigate) reference link to activity reverse process-started-in; 

childgrocess: (navigate, delete) composition link (number) to process reverse 

started-activity: (navigate) composition link (number) to activity reverse started-by; 

STOPPED, SUSPENDED, TERMINATED) := UNKNOWN; 

link 

component 

parentgrocess; 

end process; 
end system; 
sds metasds: 
import object type system-process; 
extend object type process with 
llnk 

end process; 
end metasds; 

sds-inworking-schema: (navigate) designation link (number) to sds; 

A process is a means of running a static context or foreign execution image. Creation of a process 
refers to the action of PROCESS-CREATE. A process runs the static context (executable or 
interpretable) or foreign execution image specified when the process is created. A process 
executes the static context or foreign execution image specified when the process is created unless 
an interpretable static context is specified, in which case it executes another static context which is 
executable. 
A process executes by the execution of one or more threads. Within a process, threads may 
execute in parallel (proceed independently), or execution may switch between threads, or both, 
according to rules not defined in this part of ISO/IEC 13719. A thread is suspended (i.e. its 
execution does not progress) when it is executing an operation which is waiting for the Occurrence 
of an event (see 8.7.2). A binding must define the mapping of threads and of their suspension to 
the binding language. A binding may impose limitations on threads by the definition of the rules 
for their interaction; in particular, a binding may specify that, except for the activation or waking 
of a handler (see 14.1), a process always executes by the execution of one and only one thread. 
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The activation of a handler normally involves execution of a separate thread, although there may 
be special binding-defined rules governing this execution. 
Whether other threads of a process (if any) can continue to execute while one thread is suspended, 
and whether such threads can issue from operation calls, are instances of binding-defined rules 
governing the execution of threads. 
The process status is the status of the process with respect to execution. State transitions occur as 
the result of operations in 13.2 or of events outside tool control, e.g. a thread reaching a 
breakpoint. The process status may have the following values: 
- READY: ready to execute. 
- RUNNING: executing: one or more threads of the process are running or suspended. 
- STOPPED: stopped from execution: all threads of the process are stopped; this is for use in 

process monitoring, see 13.5. 
- SUSPENDED: suspended from execution: all threads of the process are suspended; this results 

from PROCESS-SUSPEND. 
- TERMINATED: prevented from further execution. 
The status value STOPPED is required only by the monitoring module (see 13.5). 
In addition the process status has an initial value UNKNOWN which it is given if the process is 
created by operations in clause 9. Such a process is prevented from executing. 
If one thread of a process is stopped, then all are, and similarly with suspension. 
The terms ready, running, stopped, suspended, terminated and unknown apply to a process 
whose process status is READY, RUNNING, STOPPED, SUSPENDED, TERMINATED or 
UNKNOWN, respectively. The terms 'running' and 'stopped are also applied to a thread of a 
process. A process starts when its status changes from READY. 
A breakpoint is an implementation-defined marker defining a point in a process such that when 
execution reaches that point while the process is running, the process status is changed to 
STOPPED. 
The precise time of a change of process status as recorded in the process creation, start or 
termination time is implementation-dependent except that it is between the start and end of any 
operation that causes the change of process status. 
The process creation time is the time when the process was created. 
The process start time is the time when the process started to run a static context or foreign 
execution image. Its value is the default value of time attributes if the process is ready. 
The process termination time is the time when the process terminated. Its value is the default value 
of time attributes unless the process is terminated. 
The semantics of the process user defined result are not defined in this part of ISO/IEC 137 19. 
The process termination status specifies the conditions under which the process terminated. Its 
value is the default value of integer attributes unless the process is terminated. The process 
termination status has two sets of named values, whose actual values are implementation-defined. 
Other values may be set using PROCESS-SET-TERMINATION-STATUS or 
PROCESS-TERMINATE but are not defined in this Standard. The sets of named values are: 
- Success: 

. EXIT-SUCCESS: The process has terminated normally, i.e. not as in the failure cases. The 
process termination status has this value if a process terminates other than by 
PROCESS-TERMINATE (explicitly or implicitly called), and the process termination status 
has not been changed by PROCESS-SET-TERMINATION-STATUS . 
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- Failure: 
. EXIT-ERROR: The process has been terminated abnormally by itself (using 

PROCESS-TERMINATE). 
. FORCED-TERMINATION: The process has been terminated abnormally by another 

process (using PROCESSTERMINATE). 
. SYSTEM-FAILURE: The process has been terminated abnormally by the PCTE 

implementation. 
. ACTIVITY-ABORTED: The process has been terminated abnormally as a result of the 

destination of its "started-in-activity" link being aborted by ACTIVITY-ABORT. 
The process priority defines the priority of running the process relative to that of other processes. 
The range of values is from O to the implementation-defined limit MAX-PRIORITY-VALUE. 
Their effect is implementation-defined except that a greater integer value indicates a greater 

The process file size limit defines the maximum contents size of each file to which the process 
writes. 
The value of the process string arguments is a string of the following syntax, which defines it as a 
sequence of zero or more substrings. Each substring is an argument preceded by the length of the 
argument in hexadecimal notation. The semantics of the sequence of arguments is not defined in 
this part of ISO/IEC 13719. 

arguments = {substring}; 
substring= length, argument; 
length = hex digit, hex digit, hex digit, hex digit; 
hex digit = ' O  I '1' I '2' I '3' I '4' I '5 I '6' I '7' I ' 8  I '9 1 'A' I 'B I 'C' 1 'D I ' E  I IF'; 
argument = (*any sequence of graphic characters*); 

priority. 

The semantics of process environment is not defined in this part of ISO/IEC 13719. The value 
has the same syntax as the process string arguments. 
The process time out limits the duration of each indivisible operation, i.e. each operation whose 
execution does not cause it to wait, and also of each operation whose execution causes the creation 
of a "processwaiting-for" link from the calling process. If the value is O, the limit is infinite, 
otherwise the limit is the value in seconds. An operation whose duration exceeds the limit 
terminates with the error OPERATION-HAS-TIMED-OUT. 
If the value is greater than O, the time left until alarm defines the maximum duration in seconds that 
a process will be suspended when it next suspends or, while the process is suspended, the 
maximum duration until it is resumed. If the process is resumed before the alarm goes off, the 
value of time left until alarm indicates the unexpired duration. Otherwise when the time expires 
the process receives an implementation-defined alarm message of message type WAKE (provided 
it has reserved a message queue and is handling wakeup messages) and is resumed. If there is 
more than one reserved message queue that has a handler enabled to handle WAKE messages, the 
system chooses in an implementation-defined way which message queue receives the WAKE 
mes sage. 
The acknowledged termination is true when the process has terminated and the parent process has 
continued running after waiting for termination. 
If deletion upon termination is true and the deletion conditions are satisfied, the process is deleted 
automatically when it terminates, after acknowledged termination of this process has been set true 
by the parent process. 
The "sds-inworking-schema" links specify by their key values a sequence of SDS s which 
determines the working schema of the process (see 8.1). The "sds-in-working- 
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schema" links are created when a process is created and may be changed by 
PROCESS-SET-WORKING-SCHEMA. 
The semantics of the process object arguments is not defined in this part of ISODEC 13719. 
The destination of the "executed-on" link is called the execution site of the process. 
Referenced objects are used in the construction of object designators through their reference names 
(see clause 23). Referenced objects are created and deleted by PROCESS-SET- 
REFERENCED-OBJECT and PROCESS-UNSET-REFERENCED-OBJECT respectively. 
Reference name values are restricted to the values of key string value defined in 23.1.2.7. 
The following reference names are reserved and refer to the given referenced objects: 
- 'self: This process. This referenced object always exists, cannot be changed and has 

inheritability false. 
- 'staticcontext': The static context run by the process. This referenced object always exists, 

cannot be changed and has inheritability false. 
- 'common-root': The common root (see 9.1.2). This referenced object always exists, cannot be 

changed and has inheritability true. 
- 'home-object': The meaning of the 'home-object' referenced object is not defined in this part of 

ISO/iEC 13719. 
- 'current-object': The meaning of the 'current-object' referenced object is not defined in this 

part of ISO/IEC 13719. Conventions for using it are given in 23.1.2.2. 
The referenced objects with reference names "staticcontext", "common-root", "home-object", 
and "current-object" are known as the static context of the process, common root, home object, 
and current object respectively. 
If inheritability is true the referenced object is to be made a referenced object of each child process 
created by this process (and inheritability is to be set true for it). The inheritability of a referenced 
object may be changed by operations in clause 9. An inherited "referenced-object" link may be 
deleted by the child process but this does not affect the referenced objects of the creating process. 
An open object is an object opened for access to its contents (see clause 12). If inheritable is set 
true, the open object is to be inherited as opened (and the corresponding current position is to be 
shared) by each child process created by this process in the manner specified by the attributes of 
the "openobject" link (and inheritable is to be set true for the child's open object). The 
inheritable attribute of an open object may be changed by operations in clause 9. An inherited 
open object may be closed by the child process but this does not affect the open objects of the 
creating process. The semantics of the other attributes of an open object are defined by the 
operations in clause 12. 
For open objects with keys O,  1 and 2 see 12.1. 
The default interpreter, if it exists, is a static context which will interpret the static context run by a 
process if it is interpretable and has no interpreter. The value of the default interpreter may be 
changed by operations in clause 9. 
The actual interpreter is the static context that interprets an interpretable static context. 
For reserved message queue and "is-listener" see 14.1. 
The destination of the "process-waiting-for" link is a resource that a thread of the process is 
waiting for; for further attributes see 16.1.2. A link of this type exists for each operation that is 
waiting. The waiting type values are: 
- WAITING-FOR-LOCK: waiting to establish a lock on a resource which already has an 

incompatible lock. 
WAITPNG_FOR-TERMINATION: waiting for a child process to terminate. - 
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- WAITINGFOR-WRITE: waiting to write to a full message queue, a full pipe, a device, an 
audit file or an accounting log. 

- WAITING-FOR-READ: waiting to read from a message queue containing no message of the 
specified type, an empty pipe, or a device. 

The started in activity is the activity which was the current activity of the parent process at the time 
the process was created. Activities are defined in clause 16. 
A process is either the initial process of a workstation (see 18.1.2) or a child process of one other 
process. 
The parent process is the process which created this process or another process nominated by the 
creating process to be the parent. 
For the started activities, see clause 16. 
NOTES 
1 The process user defined result is provided for tool-defined use, especially for a child process to pass back results 
to its parent on termination. 
2 The process priority is intended to be mapped to the process priority of an underlying operating system (if there 
is one). The number of possible values should be a power of 2. 
3 The process string arguments is intended for passing parameters in the form of strings to a child process running 
a tool written in a language which specifies a mechanism for passing parameters to the tool. The specification of 
the length in hexadecimal notation enables the maximum length of an argument to be stored in 2 octets. 
4 The process environment is provided as a mechanism for modifying aspects of the environment in which a child 
process is to run. 
5 If the acknowledged termination of a process is true, then the process has terminated but could not be deleted, 
e.g. because deletion upon termination is false, or because there was a reference link to the process. 
6 The "process-object-argument" link is intended for designating an object to a process, e.g. a print spooler, while 
it is running. The process may use key values to distinguish the different objects so designated if it does not delete 
the link to each process object argument after it has been processed. 
7 A process can only be moved (thus changing its volume number) while the process status is READY or 
TERMINATED. It is recommended that a ready process is only moved to a volume that is controlled by the 
execution site which is to execute the process or, if the execution site is a discless workstation, to one that can be 
accessed efficiently. 
8 The child processes of a process are components of that process, but this does not mean that operations on a 
process apply also to its child processes; e.g. terminating a process does not of itself terminate its child processes. 
9 Many of the links of process that have no reverse link have a corresponding link which is effectively a reverse 
link except that only the link from the process exists before a process is started. 
10 Operations specific to processes, i.e. those with names starting with "PROCESS-", do not establish any locks 
on the process, its links or its atuibutes (and thus these changes are not reversed if the transaction is aborted). 
11 Operations specific to processes do not require discretionary access control on the calling process, its links or 
its attributes. 
12 A process has other properties defined in the security and accounting SDSs. 
13 The implicit creation and deletion of a usage designation link is allowed by operations defined in clause 13 even 
if the origin object of the link resides on a read-only volume or is a copy object. 
14 Table 3 shows the available transitions of process status. 
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Table 3 - Available transitions of process status 
Ready Running Suspended Stopped Terminated 

N ST ST ST X 
X N su BP TE 

X CO X N TE 
X X X X N 

From/to 
(nonexistent) CR cs X X X 
&Y 
suspended X RE N X TE 
stopped 

running 

terminated 

Key to table 3: 
BP breakpoint 
CO: PROCESSCONTINUE 
CR: PROCESSCREATE 
CS: PROCESSCREATE-AND-START 
RE: PROCESS-RESUME 
ST: PROCESS-START 
SU: PROCESS-SUSPEND 
TE: PROCESS-TERMINATE 
N null transition 
X impossible 

15 It is intended that a PCTE implementation maintain its integrity against operation calls from concurrent threads. 
In addition, the implementation may provide some degree of concurrency within operations, but that is not 
mandatory. Thus operations called in concurrent threads may block immediately until an operation called earlier has 
terminated. Such implementation dependence is likely to apply to all language bindings supported by the 
implementation in addition to binding dependences that result from the level of support for threads by the binding 
language. 

13.1.5 Initial processes 

Each workstation in a PCTE installation has an initial process; this is a process that is created by 
implementation-dependent means such that, when it starts to run a tool, it is indistinguishable from 
a process that has been created by PROCESS-CREATE and modified by other PCTE operations, 
except that the initial process has no parent process. When the first static context runs in the initial 
process, the initial process has the following particular values for attributes and links: 
- the volume on which the process resides is the administration volume of the execution site of 

the initial process; 
- the execution site of the process is the workstation for which the process is the initial process; 
- the static context of the process is the static context being run by the initial process; 
- the destination of the "actual-interpreter" link is the static context being executed by the initial 

process, if any; 
- the destination of the "startedjn-activity" is the outermost activity of the execution site (see 

16.1.1); 
- the static context of the initial process is a member of the predefined program group 

PCTE-SECURITY or of a program group which has PCTE-SECURITY as one of its program 
supergroup s. 

NOTE - The initiai process of a workstation is intended to start one or more processes, each of which runs a static 
context, typically a login or user authentication tool (which may be a portable tool), to perform various tasks when 
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a human user starts or ends a session at the workstation. It has no consumer identity. The tasks to be performed at 
the start of the session may include, for example: 
- authenticating the human user and setting the discretionary and mandatory context appropriate to that user by 

calling PROCESS-SET-USER-AND-USER-GROUP-IDENTITY; this must be done before any processing 
on behalf of the user to assure the security of the PCTE installation; 

- initializing a general purpose environment for the running of tools by the user; 
- tailoring the environment to the user, for example by setting the referenced object "home-object". 

13.1.6 Profiling and monitoring concepts 

Profile-handle :: Token 
Buffer = seq of Natural 
Address :: Token 
Process-data = seq of Octet 

These types are used in profiling and monitoring operations; see 13.4 and 13.5. 0 

13.2  Process execution operations 

13.2.1 PROCESS-CREATE 

PROCESS-CREATE ( 
static-context : Static-context-designator I Foreign-executionjmage-designator, 
process- type : Process-type-nominator, 
parent : [ Process-designator 1, 
site : [ Execution-site-designator 1, 
implicit-deletion : Boolean, 
access-mask : Atomic-access-rights 

ne w-process : Process-designator 
) 

If no value is supplied for parent, parent designates the calling process. 
PROCESS-CREATE creates a process that is able to run a static context. The new process 
becomes a child process of parent (either the calling process or an ancestor of the calling process). 
The new process newgrocess is of type process-type with attributes and links as defined below. 

- Attributes and links of type "object" defined in SDS "system" as by OBJECTCREATE, 
except that "volume-identifier" is set to "volume-identifier" of parent, if parent and the new 
process have the same execution site, otherwise to "volume-identifier" of the new process's 
execution site. 

e 

- Attributes and links of type "process" defined in SDS "system": 
. "process-status" is set to READY; 
. "processcreation-time" is set to the current time (a value of system time between the start 

and end of the operation); 
. "process-priority" is set to "process-priority" of the calling process; 
. "process-file-size-limit" is set to "process-filesize-limit" of the calling process; 
. "deletion-upon-termination" is set to implicit-deletion; 
. "sds-in-working-schema" links are created, each with the same destination and key as each 

of the "sds-in-working-schema" links of the calling process; 
. an "executed-on" link is created to site, or if site is absent: 
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. if static-context is executable, to an implementation-dependent member of the execution 
class of static-context; 

. if static-context is interpretable, to an implementation-dependent member of the 
intersection of the execution classes of static-context and its interpreter; 

. if static-context is a foreign execution image, to the destination of the 
"on-foreign-system" link from static-context; 

. for each "referenced-object" link of the calling process with inheritability true (except for 
the referenced objects "self" and "staticcontext") a "referenced-object" link is created with 
the same destination and key; in addition, "referenced-object" links with reference names 
"self" and "static-context" are created with destinations the new process and staticcontext, 
respectively, and inheritability false; 

. for each "open-object" link of the calling process with inheritable true an "openobject" 
link is created with the same destination and key,and with the same opening mode and non- 
blocking io ,  in ascending order of key value, up to a limit of 
"max-inheritable-open-objects" of static-context; 

. if the calling process has a default interpreter, a "default-interpreter" link is created to the 
default interpreter of the calling process; 

. a "parent-process" link to parent and its reverse "child-process" link are created; 

. a "started-in-activity" link to the current activity of parent  and its reverse 
"process-started-in" link are created. 

- Attributes and links of type "object" defined in SDS "security" as by OBJECT-CREATE with 
access-mask, except: 
. "atomic-acl" has two additional groups added, if not already present, and these groups have 

all access rights granted. These groups are: 
. the user of the new process; 
. the predefined security group PCTE-EXECUTION; 

. "confidentiality-label" is set to "confidentiality-label" of the calling process; 

. "integritylabel" is set to "integrity-label" of the calling process. 
- Attributes and links of type "process" defined in SDS "security": 

. "default-atomicacl" is set to "default-atomic-acl" of the calling process; 

. "default-objectowner" is set to "default-object-owner" of the calling process; 

. "floating-confidentiality-level" is set to "floating-confidentiality-level" of the calling 
process; 

. "floating-integrity-level" is set to "floating-integrity-level" of the calling process; 

. a "user-identity" link is created to the user of the calling process; 

. an "adopted-user-group" link is created to the adopted user group of the calling process; 

. "adoptable-user-group" links are created, each with the same destination and key as each of 
those "adoptable-user-group" links of the calling process with "adoptable-for-child" true. 

- Attributes and links of type "process" defined in SDS "accounting": 
. a "consumer-identity" link is created to the consumer identity of the calling process, if any. 

PROCESS-CREATE returns a designator of the new process as newgrocess. 
If the workstation controlling the device on which is mounted the volume on which newgrocess 
resides becomes inaccessible before newgrocess is started, the "sds-in-working-schema", 

'I ad op te d-u s er- gr o u p 'I, e xe c u t e d-on 'I, It op e ne d-o b j ec t s 'I, 'I u ser -id e n t i t y I t ,  
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"adoptableuser-group", "referenced-object ", and "consumer-identity " designation links from 
newqrocess are deleted, the status of newgrocess is set to TERMINATED and the exit status of 
newgrocess is set to SYSTEM-FAILURE. 

Errors 
ACCESSERRORS (static-context, ATOMIC, MODIFY, EXECUTE) 
If static-context is interpretable: 

ACCESSERRORS (parent, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESS-ERRORS (the current activity of parent, ATOMIC, MODIFY, APPEND-IMPLICIT) 
EXECUTION-CLASS-HASNO-USABLE-EXECUTION-SITES (execution class of 
static-context) 
EXECUTION-SITE-IS-INACCESSIBLE (site) 
EXECUTION-SITE-IS-NOT-IN-EXECUTION-CLAS S (site, static-context) 
EXECUTION-SITEIS-UNKNOWN (site) 
If static-context is a foreign execution image: 

LABEL-IS-OUTSIDE-RANGE (newgrocess, the volume on which newgrocess would reside) 
LABEL-IS-OUTSIDE-RANGE (newgrocess, the would-be execution site of newgrocess) 
LIMIT-WOULD-BE-EXCEEDED (MAX-PROCESSES) 
LIMIT-WOULD-BE-EXCEEDED (MAXPROCES SES-PER-USER) 
REFERENCE-CANNOT-BE-ALLOCATED 
OB JECT-OWNER-VALUE-WOULDBE_INCONSISTE!NT-WITH-ATOMIC-ACL 
If parent has OWNER granted or denied 

PROCESSLACKS-REQUIRED-STATUS (parent, (READY, RUNNING, STOPPED, 
SUSPENDED)) 
If parent is not the calling process: 

PROCESS-IS-UNKNOWN (parent) 
STATIC-CONTEXT-REQUIRESTOO_MUCH_MEMORY (static-context) 
US AGE-MODE-ON-OB JECT-TYPE-WOULD-BE-VIOLATED ("object", process - type) 
If process is the calling process: 

NOTE - It is implementation-dependent which underlying resources (e.g. memory) required for process execution are 
allocated by PROCESS-CREATE and which are allocated by PROCESS-START. 

ACCESSERRORS (interpreter of static-context, ATOMIC, MODIFY, EXECUTE) 

FOREIGN-EXECUTION-IMAGE-HAS-NO-SITE (static-context) 

OWNER~PROPAGATION~ERRORS~ON~COMPONENT~CREATION (naogrocess) 

PROCESS-IS-NOT-ANCESTOR (parent) 

VOLUME-IS-FULL (calling process) 

13.2.2 PROCESS - CREATE - AND START 

PR OC ESS-CR EATE-AN D-START ( 
s ta tic-con text 
arguments : String, 
environment : String, 
site : [ Execution-site-designator 1, 
implicit-deletion : Boolean, 
access-mask : Atomic-access-rights 

ne w-process : Processdesignator 

: Static-context-designator I Foreign-execution-image-designator, 

) 

PROCESS-CREATE-AND-START creates and runs a process asynchronously in one single 
operation. 
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The overall effect is as for the following sequence of operations. 
newgrocess := PROCESS-CREATE (static-context, "process", nil, site, 

PROCESS-START (newjrocess, arguments, environment, site, RUNNING); 
PROCESSCREATE-AND-START is an atomic operation for the calling process. 

implicit-deletion, access-mask) ; 

Errors 
ACCES SERRORS (static-context, ATOMIC, MODIFY, EXECUTE) 
If static-context has an interpreter: 

ACCESS-ERRORS (interpreter of static-context, ATOMIC, MODIFY, EXECUTE) 
CONTROL-W OULD-NOT-B E-GRANTED (newgrocess) 
EXECUTION-CLAS S-HASNO-US ABLEEXECUTION-SITES (execution class of 
static-context) 
EXECUTION-SITE-IS-INACCES S IBLE (site) 
EXECUTION-SITE-ISNOT-IN-EXECUTION-CLAS S (site, static-context) 
EXECUTION-SITE-IS-UNKNOWN (site) 
If static-context is a foreign execution image: 

FOREIGN-SYSTEM-IS-INVALID (site, process, HASEXECUTIVE-SYSTEM) 
INTERPRETER-IS-INTERPRETABLE (interpreter of static-context) 
INTERPRETER-IS-NOT-AVAILABLE (static-context) 
LABEL-IS-OUTSIDE-RANGE (newgrocess, the volume on which newgrocess would reside) 
LABEL-IS-OUTSIDE-RANGE (newgrocess, the would-be execution site of newgrocess) 
LIMIT-WOULD-BE-EXCEEDED (MAX-PROCESSES-PER-USER) 
REFERENCE-C ANNOT-B E-ALLOCATED 
OBJECr_O~R~VALUE_WOULDBE~INCONSISTENT_WITH~ATOMIC~ACL 
STATIC-CONTEXT-CONTENTS-CANNOT-BE-EXECUTED (static-context, site) 
STATIC-CONTEXT-IS-BEING_WRITTEN (static-context) 
STATIC-CONTEXT-REQUIRES-TOO-MUCH-MEMORY (static-context) 
If process is the calling process: 

FOREIGN-EXECUTION-IMAGE_"SNO_SITE (static-context) 

VOLUME-IS-FULL (calling process) 

13.2.3 PROCESS-GET-WORKING-SCHEMA 

process : [ Process-designator ] 

sds-sequence : Name-sequence 

PROC ESS-G ET-WO RK I NG-SC H EM A( 

) 

If no value is supplied for process, process designates the calling process. 
PROCESS-GET-WORKING-SCHEMA returns in sds-sequence the sequence of SDS names of 
the SDSs forming the working schema of the process process. 
If process is not the calling process a read lock of the default mode is established on process. 
Errors 
If process is not the calling process: 

ACCES SERRORS (process, ATOMIC, READ, READLINKS) 
PROCESSLACKSREQUIRED-STATUS (process, (READY, RUNNING, SUSPENDED, 
STOPPED)) 
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13.2.4 PROCESS-INTERRUPT-OPERATION 

PROCESS-INTERRUPT-OPERATION ( 
process : Processdesignator 

1 
PROCES S-INTERRUPT-OPERATION interrupts a process. 
There is no effect if process is not executing a PCTE operation; otherwise the interruption of all 
operations currently being executed by process is requested, with the following effect on process. 
After a period of time, each such interrupted operation of process, whether suspended or not, is 
terminated with the error OPERATION-IS-INTERRUPTED. For any waiting operation the 
corresponding "process-waiting-for" link is deleted. 
The time between the start of this operation and the end of the interruption of the operations of 
process is implementation-dependent. 

Errors 
ACCES SERRORS (process, ATOMIC, MODIFY, WRITE-ATTRIBUTES) 
PRIVILEGE-IS-NOT-GRANTED (PCTE-EXECUTION) 
PROCESS-LACKSREQUIREDSTATUS (process, RUNNING) 
PROCESS-ISTHECALLER (process) 
PROCES S-IS-UNKNOWN (process) 
NOTE - This operation is intended to provide the means for a tool to control other tools, e.g. to cause an operation 
of a deadlocked tool to be abandoned, or to interrupt a tool which is not itself controlling the duration of operations. 

13.2.5 PROCESS - RESUME 

PROCESS-RESUME ( 

1 
PROCESS-RESUME resumes the suspended process process, by changing its status to 
RUNNING. 

Errors 
ACCESS-ERRORS (process, ATOMIC, MODIFY, WRITE-ATTRIBUTES) 
If the execution site of process is a foreign system: 

process : P rocess-ci e s i g n at0 r 

FOREIGN-SYSTEM-IS-INVALID (execution site of process, process, 
SUPPORTS-IPC-ANDCONTROL) 

PROCESS-LACKS-REQUIREDSTATUS (process, SUSPENDED) 
PROCES S-ISTHECALLER (process) 
PROCESS-IS-UNKNOWN (process) 

13.2.6 PROCESS-SET-ALARM 

P R OC ESS-S ET-AL ARM ( 
duration : Natural 

1 
PROCESS-SET-ALARM changes the time left until alarm of the calling process to duration. 
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Errors 
None. 

O ISO/IEC 

13.2.7 PROCESS-SET-FILE-SIZE-LIMIT 

PROCESS-SET-FiLE-SiZE_LIMIT ( 
process : [ Process-designator 1, 
fslimit : Natural 

1 
If no value is supplied for process, process designates the calling process. 
PROCESSSET-aE-SIZE-LIMIT changes the process file size limit of process to fslimit. 
Errors 
If process is not the calling process: 

ACCESS-ERRORS (process, ATOMIC, MODIFY, WRITE-ATTRIBUTES) 
Iffslimit is greater than the current value of the process file size limit of process: 

PROCES SIS-UNKNOWN (process) 
PRIVILEGE-ISNOT-GRANTED (PCTE-EXECUTION) 

13.2.8 PROCESS-SET-OPERATION-TIME_OUT 

PROCESS-SET-OPERATION-TIME-OUT ( 
duration : Natural 

1 
PROCESS-SET-OPERATION-TIME-OUT sets the process time-out of the calling process to 
duration. 
Errors 
None. 

13.2.9 PROCESS-SET-PRIORITY 

PROCESS-SET-PRIORITY ( 
process : [ Process-designator 1, 
priority : Natural 

1 
If no value is supplied for process, process designates the calling process. 
PROCESSSET-PRIORITY sets the process priority of process to MAX-PRIORITY-VALUE if 
priority is greater than MAX-PRIORITY-VALUE, and to priority otherwise. 

Errors 
If process is not the calling process: 

If priority is greater than the current value of the process priority of process: 

PROCESSIS-UNKNOWN (process) 

ACCESSERRORS (process, ATOMIC, MODIFY, WRITE-ATTRIBUTES) 

PRIVILEGE-ISNOT-GRANTED (PCTE-EXECUTION) 

a 

a 
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13.2.10 PROCESS-SET-REFERENCED-OB JECT 

P ROC ES S S  ET-R E F E R EN CE D-OBJ ECT ( 
process : [ Process-designator 1, 
reference-name : Actual-key, 
object : Object-designator 

1 
If no value is supplied for process, process designates the calling process. 
PROCESSSET-REFERENCED-OB JECT sets a referenced object of process to object. 
If a "referenced-object" link from process with the key reference-name already exists, its 
destination is changed to object. Otherwise, a "referenced-object" link from process to object 
with the key reference-name is created. 

Errors 
If process is not the calling process: 

Ifprocess is not the calling process and there is a referenced object reference-name: 

If process is not the calling process: 

PROCESS-IS-UNKNOWN (process) 
REFERENCE-NAME-IS-INVALID (reference-name) 
REFERENCED-OB JECT-ISNOT-MUTABLE (reference-name) 
If process is the calling process: 

ACCES S-ERRORS @recess, ATOMIC, MODIFY, APPENDLINKS) 

ACCESS-ERRORS (process, ATOMIC, MODIFY, WRITE-LINKS) 

PROCESSLACKS-REQUIRED_STATUS (process, READY) 

VOLUME-ISFULL (calling process) 

13.2.11 PROCESS-SET-TERMINATION-STATUS 

P ROC ESS-S ET-TER M I NAT1 ON-STATUS ( 
termination-status : Integer 

) 
PROCESS-SETTERMINATION-STATUS provides a value termination-status to be stored in 
the process termination status of the calling process when it terminates, provided it is not 
terminated by PROCES S-TERMINATE with a termination status parameter. 

Errors 
VOLUME-ISFULL (calling process) 

13.2.12 PROCESS - SET-WORKING-SCHEMA 

process : [ Process-designator 1, 
sds-sequence : Name-sequence 

PROCESS-SET-WORKING-SCHEMA ( 

1 
If no value is supplied for process, process designates the calling process. 
PROCESS-SET-WORKING-SCHEMA sets the working schema of a process according to the 
sequence of SDSs identified by the SDS names in sds-sequence, replacing the current working 
schema, if there is one. 
If process is the calling process: 
- the previous "sds-in-working-schema" links of process and the "in-working-schema- 

of links from each previous SDS in working schema to process are deleted 
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- for each SDS sds identified by sds-sequence(I), an "sds-in-working-schema" link with key I 
(starting from I = 1) from process to sds and an "in-working-schemaof" link from sds to 
process are created 

If process is not the calling process (and process is ready): 
- the previous "sds-in-workingschema" links of process are deleted; 
- for each SDS sds identified sds-sequence(I), an "sdsjnworking-schema" link with key I 

(starting from I = 1) fromprocess to su3 is created. 
A new working schema is created as follows: 
- The sequence of SDS names is set to su3-sequence. 
- The set of types in working schema is constituted as follows: 

. a type in working schema is created for each type associated with a type in SDS in an SDS 
of su3-sequence; 

. the types in SDS of each created type in working schema are set to the types in SDS with the 
same associated type, and the composite names of those types in SDS; 

. the usage mode of each created type in working schema is set to the union of the usage 
modes of ail its types in SDS; 

. the other properties of the created types in working schema are determined from their types 
in SDS (see 8.5). 

Errors 
If process is not the calling process and an "sds-in-working-schema" link exists: 

If process is not the calling process: 

If process is the calling process: 

EXPLOIT-SCHEMA) 
LIMIT-WOULD-BE-EXCEEDED (MAXSDS-IN-WORKING-SCHEMA) 
Ifprocess is not the calling process: 

PROCESS-IS-UNKNOWN (process) 
If process is the calling process: 

SDS-IS-UNDER-MODIFICATION (SDS with name in sds-sequence) 
SDSIS-UNKNOWN (SDS with name in sds-sequence) 
SDS-WOULD-APPEAR-TWICE-N_WORKINGSCHEMA (sds-sequence) 
If process is the calling process: 

NOTES 
1 A process need not have the predefined SDSs in its working schema in order to call operations except operations 
defined in clause 9 operating on objects or links with types and types in SDS defined in the predefined SDSs. 
2 Setting the working schema is independent of activities. In order to maintain the integrity of working schemas, 
operations which affect the typing information contained in SDSs included in a working schema are explicitly 
prohibited and a working schema which contains an SDS with uncommitted modifications of the typing 
information may not be created. 

ACCESS-ERRORS (process, ATOMIC, MODIFY, WRITE-LINKS) 

ACCESSERRORS (process, ATOMIC, MODIFY, APPEND-LINKS) 

ACCESSERRORS (SDS with name in sds-sequence, ATOMIC, SYSTEM-ACCESS, 

PROCESS-LACKSREQUIRED-STATUS (process, READY) 

VOLUME-IS-FULL (calling process) 
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13.2.13 PROCESS - START 

PROCESS-START ( 
process : Process-designator, 
arguments : String, 
environment : String, 
site : [ Execution-site-designator 1, 
initialstatus : Initial-status 

) 
PROCESS-START starts the execution of the static context or foreign execution image 
static-context of a process that has already been created. 
If site is supplied the "executed-on" link of process is replaced (if different) by one with 
destination site; otherwise site is the destination of that link 
The process status of process is changed to initial-status, provided process is ready. 
A link is created to process from each destination of the following links: 
- "in-working-schema_of" from each des tination of "sds-inworkingschema"; 
- "runningprocess" from the destination of "executed-on"; 
- "opened-by" from each destination of "open-object"; 
- "process-started-in" from the destination of "started-in-activity"; 
- "user-identityof' from the destination of "userjdentity "; 
- "adopted-user-groupof from the destination of "adopted-usersoup"; 
- "consumer-process" from the destination of "consumer-identity ", if any. 
These links are created even if any origin object is on a read-only volume or is a replicated copy. 
For each "open-object" link of process, the contents of the destination are opened and the current 
position in the object contents is shared with the process that created process. Furthermore, if the 
parent process of process is not the calling process, then: 
- a lock is acquired by the activity of the parent process on the opened object; 
- if the calling process has closed the object contents, then the current position of the opened 

object is determined in the same way as by CONTENTS-OPEN, in the opening mode of the 
"open-object" link, 

If static-context is interpretable, an "actualjnterpreter" link is created to the interpreter of the 
interpretable static context, if it has one, else to the default interpreter of process if it has one, else 
to the default interpreter of the home object of process, provided there is a home object and it has a 
default interpreter. 
The "process-stTing_arguments" and ttprocess-environment" attributes of process are set to 
arguments and environment respectively. 

Errors 
ACCESSERRORS (static-context, ATOMIC, READ, EXECUTE) 
ACCESSERRORS (any interpreter, ATOMIC, READ, EXECUTE) 
ACCES S-ERRORS @recess, ATOMIC, MODIFY, WRITE-A'ITRIBUTES) 
For each SDS sds which is the destination of an "in-workingschema-of' link from process: 

For the execution site site which is the destination of an "executed-on" link fromprocess: 

e 

ACCESS-ERRORS (sds, ATOMIC, SYSTEMACCESS) 
SDS-IS-UNDER-MODIFICATION (sds) 

ACCESSERRORS (site, ATOMIC, SYSTEMACCESS) 
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For each open object object which is the destination of an "openobject" link fromprocess: 

For the activity activity which is the destination of the "started-in-activity" link from process: 

For the user user which is the destination of the "user-identity" link fromprocess: 

For the user group group which is the destination of the "adopted user-group" link from process: 

For the consumer group group which is the destination of the "consumer-identity" link from 
process: 

EXECUTION-SITE-IS-INACCESSIBLE (site) 
EXECUTION-SITE-ISNOT-IN-EXECUTION-CLASS (site, static-context) 
EXECUTION-S ITE-IS-UNKNOW N (site) 

ACCESSERRORS (object, ATOMIC, SYSTEM-ACCESS) 

ACCESSERRORS (activity, ATOMIC, SYSTEM-ACCESS) 
ACTIVITY-STAWS-IS-INVALID (activity, ACTIVE) 

ACCESSERRORS (user, ATOMIC, SYSTEM-ACCESS) 

ACCESSERRORS (group, ATOMIC, SYSTEM-ACCESS) 

ACCESSERRORS (group, ATOMIC, SYSTEM-ACCESS) 

If site is a foreign system: 
FOREIGN-SY STEM-IS-INVALID (site, process, (HAS-EXECUTIVE-SY STEM, 

SUPPORTS-EXECUTIVE-CONTROL, SUPPORTS-MONITOR)) 
INTERPRETER-IS-INTERPRETABLE (interpreter of static-context) 
INTERPRETER-IS-NOT-AVAILABLE (static-context) 
LABEL-IS-OUTSIDE-RANGE (process, site) 
LMIT-WOULD-BE-EXCEEDED (MAX-PROCESSES) 
PROCESS-LACKSREQUIRED-STATUS (process, READY) 
PROCESS-IS-UNKNOWN (process) 
STATIC-CONTEXT-CONTENTS-CANNOT-BE-EXECUTED (static-context, site) 
STATIC-CONTEXT-IS-BEING-WRITTEN (static-context) 
STATIC-CONTEXT-REQUIRES-TOO_MUCH_MEMORY (static-context) 

13.2.14 PROCESS-SUSPEND 

PROCESS-SUSPEND ( 
process : [ Process-designator 1, 
aiam : [ Natural ] 

1 
If no value is supplied for process, process designates the calling process. 
PROCESS-SUSPEND suspends a running process. 
PROCESS-SUSPEND changes the status of process to SUSPENDED, provided it already has 
the value RUNNING; and if alarm is supplied and process is the calling process sets the value of 
time left until alarm to alarm. 
If time left until alarm is non-zero, it defines a maximum duration in seconds for the suspension of 
the process. If this duration expires, the process receives an implementation-dependent alarm 
message of message type WAKE (provided it has reserved a message queue and is the listened-to 
process for the message queue) and is resumed. 

Errors 
If process is not the calling process: 

If the execution site of process is a foreign system: 
ACCESSERRORS (process, ATOMIC, MODIFY, WRITE-ATTRIBUTES) 

FOREIGN-SYSTEM-IS-INVALID (execution site of process, process, 
S UPPORTS-IPC-AND-CONTROL) 
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PROCES S-LACKS-REQUIREDSTATUS (process, RUNNING) 
If alarm is supplied: 

PROCESS-IS-UNKNOWN (process) 
PROCES SIS-NOT-THE-CALLER (process) 

13.2.15 PROCESS-TERMINATE 

PROCESS-TERMINATE ( 
process : [ Process-designator 1, 
termination-status : [ Integer ] 

1 
If no value is supplied for process, process designates the calling process. 
PROCESS-TERMINATE terminates a process. In certain conditions this results in the 
(composite) deletion of the process or its parent. 
Any ongoing operations invoked from process are interrupted in the same way as by 

PROCESSTERMINATE changes the links and attributes of process as follows: 
- "process-status" is set to TERMINATED; 
- "process-termination_time" is set to the current time; 
- "process-termination-status" is set to termination status, if supplied, otherwise to 

EXIT-ERROR if process is the calling process or FORCEB-TERMINATION if not. 
Destinations of "openobject" links from process are closed. 
The following links from process and their reverse links are deleted: 
- "sds-in-working-schema" links and their reverse t'in-working_schema-of'' links; 
- "executed-on" links and their reverse "runningprocess" links; 
- "opened-object" links and their reverse "opened-by " links; 
- "reserved-message-queue" links and their reverse "reserved-by" links; 
- "user-identity" links and their reverse "user-identity-of" links; 
- "adopted-user-group" links and their reverse "adopted-user-group-of ' links; 
- "consumer-identity " links and their reverse "consumer-process" links. 
The "adoptable-user-group" links from process are deleted. 
If the parent of process is waiting for termination of process then the parent of process 
discontinues waiting and "acknowledged-termination" of process is set to true. 
If "deletionupon-termination" and "acknowledged-termination" of process are both true, all 
component processes of process are ready or terminated, and the conditions for the object deletion 
of process hold (see 9.3.9, then process is deleted. 
If the parent of p r o  c e s s  is terminated, "deletion-upon-termination" and 
"acknowledged-termination" of the parent of process are both true, all component processes of 
the parent of process are ready or terminated, and the conditions for the object deletion of the 
parent of process hold (see 9.3 .3 ,  then the parent of process is deleted. 

a PROCESS-INTERRUPT-OPERATION. 

0 

If an activity is initiated by a process and no corresponding ACTIVITY-ABORT or 
ACTIVITY-END call is made before termination of the process, then an ACTIVInEND call is 
implied if the termination status of the terminating process is EXIT-SUCCESS and an 
ACTIVITY-ABORT call is implied otherwise. 
If deletion of a "process" object is not possible, then the "child-process" link remains. 
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When a process is started, and "deletion-upon-termination" is true, then the activity in which the 
process starts acquires a default delete lock on the process. If "delete-upon-termination" is false 
when the process starts and is set true while the process is running then the delete lock is acquired 
at that point. 

Errors 
Ifprocess is not the calling process: 

PROCESSLACKSREQUIRED_STATUS (process, (RUNNING, STOPPED, 

PROCESS-IS-INITIAL-PROCESS (process) 
PROCESSIS-UNKNOWN (process) 

ACCESSERRORS (process, ATOMIC, MODIFY, (WRITE-ATTRIBUTES, 
WRm-LINKS )) 

SUSPENDED)) 

13.2.16 PROCESS-UNSET-REFERENCED-OBJECT 

PROCESS-UNSET-REFERENCED-OBJECT ( 
process : [ Process-designator 1, 
reference-name : Actualkey 

) 
If no value is supplied for process, process designates the calling process. 
PROCESS-UNSET-REFERENCED-OBJECT unsets a referenced object of process. 
If there is no "referenced-object" link from process with key reference-name, the operation has no 
effect. Otherwise, the "referenced-object" link from process with key reference-name is deleted. 

Errors 
If process is not the calling process and there is a "referenced-object" link from process with key 
reference-name: 

If process is not the calling process: 

PROCES S-IS-UNKNOWN (process) 
REFERENCE-NAME-IS-INVALID (reference-name) 
REFERENCED-OB JECI'-ISNOT-MUTABLE (reference-name) 

ACCESSERRORS (process, ATOMIC, MODIFY, WRITE-LINKS) 

PROCESS-LACKS-REQUIRED-STATUS (process, READY) 

13.2.17 PRO CESS - WAIT-FOR-ANY -CHILD 

PROCESS-WAIT-FOR-ANY-CHILD ( 

termination-status : Integer, 
child : Natural 

1 

PROCESS-WAIT-FOR-ANY-CHILD sets the calling thread of the calling process waiting until 
any of its child processes has terminated. 
If any child of the calling process has process status TERMINATED and acknowledged 
termination false, and the deletion conditions are satisfied, the acknowledged termination of the 
terminated child process is set to true, and that child process is deleted if it has deletion upon 
termination true. If more than one child process fulfils the condition, one is selected in an 
implementation-defined manner to fill the role of terminated child process. 
If no child of the calling process has process status TERMINATED, the operation waits and a 
"process-waiting-for" link is created to the calling process with waiting type 
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WAITINGFOR-TERMINATION. The operation continues when the process status of any child 
process changes to TERMINATED. 
The process termination status of the terminated child is returned in termination status, unless the 
confidentiality label of the calling process does not dominate that of the terminata child process or 
the integrity label of the calling process is not dominated by that of the terminated child process, in 
which cases termination-status is set to UNAVAILABLE (a binding-defined value different from 
the named values of the "processtermination-status" attribute). The key of the "child-process" 
link from the calling process to the terminated child is returned in child. 
Errors 
DISCRETIONARY-ACCESS-IS-NOT-GRANTED (the terminated child process, ATOMIC, 
WRITE-ATTRIBUTES) 
PROCESS-HASNO-UNTERMINATED-CHILD 

13.2.18 PROCESS-WAIT-FOR-CHILD 

P ROC ESS-WAIT-FOR-CH 1 LD ( 
child : Process-designator 

termination-status : Integer 
) 

PROCESS-WAIT-FOR-CHILD sets the calling thread of the calling process waiting until the 
nominated child process has terminated. 
if child has process status TERMINATED and acknowledged termination false, and the deletion 
conditions are satisfied, the acknowledged termination of child is set to true and child is deleted if 
it has deletion upon termination true. 
Otherwise, the operation waits and and a "process-waiting-for" link is created to child with 
waiting type WAITING-FORTERMINATION. The operation continues when the process 
status of child changes to TERMINATED. 
PROCESS-WAIT-FOR-CHILD returns the process termination status of child in 
termination-status, unless the confidentiality label of the calling process does not dominate that of 
child or the integrity label of the calling process is not dominated by that of child, in which cases 
termination status is set to UNAVAILABLE (a binding-defined value different from the named 
values of thë"process-temiination-status" attribute). 

Errors 
DISCRETIONARYACCES SISNOT-GRANTED (child, ATOMIC, WRITE-ATTRIBUTES) 
PROCESS-ISNOT-TERMINABLE-CHILD (child) 
PROCESS-IS-UNKNOWN (child) 
PROCESS~TERMINATION~IS~ALREADY~ACKNOWLEDGED (child) 

1 3 . 3  Security operations 

13.3.1 PROCESS - ADOPT - USER - GROUP 

PROCESS-ADOPT-USERGROU P ( 

) 

process : [ Process-designator 1, 
user-group : User-group-designator 

If no value is supplied for process, process designates the calling process. 
PROCESSADOPT-USER-GROUP changes the adopted user group of process to userjroup. 
Let G be user-group, P be process, and G' be the previous adopted user group. 
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If process is the calling process: 
- The following links are deleted: 

. "adopted-user-group" from P to G'; 

. "adopted-user-groupof* from G to P; 

. "adoptable-user-group" from P to G. 

. "adopted-user-group" from P to G; 

. "adopted-user-groupor' from G to P; 

. "adoptable-user-group" from P to G'. 
- The effective security groups of the process are changed to consist of: 

. The user user of process (no change); 

. user_group; 

. all the supergroups of user_group; 

. all the program groups to which the static contexts run or executed by the calling process 
belong (no change); 

. all the supergroups to which these program groups belong (no change). 

- The following links are created, setting the key values to the next available natural in each case: 

If process is not the calling process (and is ready): 
- The following links are deleted: 

. "adopted-user-group" from P to G ;  

. "adoptable-user-group" from P to G. 
- The following links are created, setting the key values to the next available natural in each case: 

. "adopted-user-group" from P to G; 

. "adoptable-user-group" from P to G'. 
If P is the calling process, there is a "consumer-identity" link from P to a consumer group object 
C, and if the new effective security groups are such that EVALUATE-PROCESS (P, C, 
EXPLOIT-CONSUMER-IDENTITY) is false (see 19.1.2), then the "consumer-identity" link 
from P to C and the "consumer-process" link from C to P are deleted. 
The working schema of process is reset to empty by deleting all "sds-inworking-schema" links 
from process and their reverse "inworking-schema-of" links. 
Errors 
Access errors are determined on the basis of the discretionary context in force before the change in 
the effective security groups which this operation produces. 
If process is not the calling process: 

If process is not the calling process: 

DISCRETIONARY-ACCESS-IS-NOT-GRANTED (the security group directory, ATOMIC, 
READ, NAVIGATE) 
OBJECT-IS-INACCESSIBLE (user group, ATOMIC) 

If process is not the calling process: 

ACCESSERRORS (process, ATOMIC, MODIFY, APPEND-LINKS) 

ACCESSERRORS (process, ATOMIC, MODIFY, WRITELINKS) 

OB JECT-ISINACCESSIBLE (GI, ATOMIC) 
PROCESSLACKS-REQUIRED-STATUS (process, READY) 
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PROCESS-IS-UNKNOWN (process) 
SECURITY-GROUP-ISNOT-ADOPTABLE (userjroup) 
SECURITYGROUP-IS-UNKNOWN (user group) 
USER-ISNOT-MEMBER (user, user-groujj 
If process is the calling process: 

VOLUME-ISFULL (calling process) 
NOTES 
1 This opemtion changes the user group which is currently adopted by the designated process, and therefore changes 
the role in which the user is acting. 
2 Users may be removed from user groups at any time. It is therefore necessary to check that the current user is 
still a member of the designated user group before adopting it. It is insufficient to rely on the 
"adoptable-user-group" links. 

13.3.2 PROCESS-GET-DEFAULT-ACL 

P ROC ESS-GET-D EFAU LT-AC L ( 

acl : Ac1 
1 

PROCESS-GET-DEFAULT-ACL returns the default atomic ACL of the calling process as acl. 

Errors 
None. 

13.3.3 PROCESS - GET-DEFAULT-OWNER 

PROCESS-GET-DEFAULT-OWNER ( 

group : Group-identifier 
1 

PROCES S-GET-DEFAULT-OWNER returns the group identifier of the default object owner of 
the calling process as group. 
Errors 
None. 

13.3.4 PROCESS - SET-ADOPTABLE-FOR-CHILD 

P R OC ESS-S ET-A D O PT AB LE-FO R C  H IL D ( 
process : [ Process-designator 1, 
user-group : User-group-designator, 
adoptability : Boolean 

) 
If no value is supplied for process, process designates the calling process. 
PROCES S-SET-ADOPTABLE-FOR-CHILD changes the "adoptable-for-child" attribute of the 
"adoptable-user-group" link from process to user_group to adoptability. 
Errors 
If process is not the calling process: 

If process is not the calling process: 

PROCESS-IS-UNKNOWN (process) 

ACCESSERRORS (process, ATOMIC, MODIFY, WRITELLINKS) 

PROCESS-LACKS-REQUIRED_STATUS ('process, READY) 
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SECURITY-GROUP-IS-UNKNOWN (user-group) 
SECURITY_GROUP-IS-NOT-ADOPTABLE (user_group, process) 

O ISO/IEC 

13.3.5 PROCESS-SET-DEFAULT-ACL-ENTRY 

PROCESS-SET-DEFAULT-ACL-ENTRY ( 
process : [ Process-designator 1, 
group : Group-identifier, 
modes : Atomic-access-rights 

) 
If no value is supplied for process, process designates the calling process. 
PROCESS-SET-DEFAULT-ACL-ENTRY changes the default atomic ACL of the process 
process. 
The ACL entry for group in the "default-atomic-acl" attribute of process is set to modes. 
Errors 
Ifprocess is not the calling process: 

ACCESSERRORS (process, ATOMIC, MODIFY, WRITE-ATTRIBUTES) 
DEFAULT-ACL-WOULDBEINVALID (process, group, modes) 
DEFAULT-ACL-WOULD-BE-INCONSISTENT-WITH-DEFAULT-OB JECT-OWNER 
(process, group) 
If process is not the calling process: 

PROCESS-IS-UNKNOWN (process) 
SECURITY-GROUP-IS-UNKNOWN (group) 

PROCESS-LACKS-REQUIRED-STATUS (process, READY) 

13.3.6 PROCESS-SET-DEFAULT-OWNER 

P ROCESS-S ET-DEFAU LT-O W N ER ( 
process : [ Process-designator 1, 
group : Group-identif ier 

1 
If no value is supplied for process, process designates the calling process. 
PROCESS-SET-DEFAULT-OWNER changes the default object owner of process to the security 
group identifier group. 
Errors 
If process is not the calling process: 

DEFAULT_ACL-WOULD-BE-INCONSISTENT-WITH_DEFAULT_OBJECT_OWNER 
(process, group) 
PROCESS-IS-UNKNOWN (process) 
If process is not the calling process: 

SECURITY-GROUP-IS-UNKNOWN (group) 

ACCESSERRORS (process, ATOMIC, MODIFY, WRITE-AïTRIBUTES) 

PROCESS-LACKS-REQUIRED-STATUS (process, READY) 

1 4 4  

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 13
71

9-1
:19

95

https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f


O ISOhEC ISO/IEC 13719-1 : 1995(E) 

13.3.7 PROCESS-SET-USER 
PROC ESS-SET-USER ( 

user : User-designator, 
user-group : User_group-designator 

1 
PROCESS-SET-USER sets the user of the calling process to user and changes the adopted user 
group of the calling process to user-group. 
Let P be the calling process, U be the previous user of the process, G be the previous adopted user 
group, U' be user, and G be usergroup. 
The following links are deleted: 
- "userjdentity" from P to U, 
- "user-identity-of" from U to P; 
- "adopted-user-group" from P to G; 
- "adopted-user-groupof' from G to P; 
- "adoptable-user-group" from P to the set of user groups currently so linked, excluding G. 
The following links are created, setting the key values to the next available integer in each case: 
- "user-identity" from P to U'; 
- "user-identity-of' from U to P; 
- "adopted-user-group" from P to G ;  
- "adopted-user-goupof" from G to P; 
- "adoptable-user-group" from P to each user group of which U is a member, excluding G .  
The effective security groups of the process are changed to consist of: 
- user; 
- user-group; 
- all the supergroups of userxroup; 
- all the program groups to which the static contexts run or executed by the calling process 

belong, unchanged; 
- all the supergroups to which these program groups belong (no change). 
Let W be the execution site of P and V be the volume on which P resides, and let P be P as 
updated by the operation. The confidentiality label of P is set to the confidentiality label C which 
is the conjunction of confidentiality low label of W and the confidentiality low label of V, 
providing that the following are all true (see 20.1.3,20.1.4): 

LABEL-DOMINATES (confidentiality clearance of user, C) 
CONFIDENTIALITY-LABEL-WITHIN-RANGE (I", W) 
CONFIDENTIALITY-LABEL-WITHIN-RANGE (P, V) 

The integrity context of P is set to the integrity label I which is the disjunction of the user's 
integrity clearance, the integrity high label of W, and the integrity high label of V, providing that 
the following are all true: 

LABEL-DOMINATES ( I ,  integrity clearance of use4 
I NTEG R ITY-LAB E L-W I TH I N-R AN G E ( P , W) 
I NTEGR ITY-LAB EL-W ITH I N-RANG E (P', V) 
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If there is a link of type "consumer-identity" from P to a consumer group C, and if the new 
effective security groups are such that 

is false, then the "consumer-identity'' link from P to C and the "consumer-process" link from C 
to P are deleted. 
The working schema of the calling process is reset to its initial value (empty) by deleting all 
"sds-in-working-schema" links from the calling process and their reverse 
"inworking-schema-of links. 

EVALUATE-PROCESS (P, CI EXPLOIT-CONSUMER-IDENTITY) 

Errors 
Error conditions are determined on the basis of the discretionary context in force before the change 
in the effective security groups which this operation produces. 
ACCESSERRORS (user, ATOMIC, SYSTEM-ACCESS) 
ACCESSERRQRS (userjroup, ATOMIC, SYSTEM-ACCESS) 
OBJECT-IS-INACCESSIBLE (U, ATOMIC) 
OBJECT-IS-INACCESSIBLE (G, ATOMIC) 
PRIVILEGE-ISNOT-GRANTED (PCTE-SECURITY) 
PROCESSLABELS-WOULD-BE-INCOMPATIBLE (user) 
SECURITY-GROUP-IS-UNKNOWN (user) 
SECURITY-GROUP-IS-UNKNOWN (user-group) 
USER-ISNOT-MEMBER (user, user-group) 
NOTE - This operation establishes the user on behalf of which the current process will run, and the role in which 
the user will act. It is intended to be used by the user authentication tool. 

0 

1 3 . 4  Profiling operations 

13.4.1 PROCESS-PROFILING-OFF 

PROCESS-PROFILING-OFF ( 
handle : Profile-handle 

buffer : Buffer 
1 

PROCESSPROFILING-OFF terminates the profiling of the calling process initiated with the 
profile handle handle, and returns the results in bufer. 
Errors 
PROFILING-ISNOT-S WITCHED-ON (handle) 

13.4.2 PROCESS - PROFILING - ON 

PROCESS-PROFILING-ON ( 
start : Address, 
end :Address, 
count : Natural 

handle : Profile-handle 
1 

PROCESS-PROFILING-ON initiates profiling of the calling process. Profiling is an 
implementation-defined action. It continues until the operation PROCESSPROFILING- 
OFF is called with the returned profile handle handle or the calling process terminates. 
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If profiling is already initiated for the calling process, it is reinitiated with a new profiling buffer 
identified by the returned profile handle. 

Errors 
MEMORY~REGION~IS~NOT~IN~PROFILING_SPACE (start, end) 
NOTE - Profiling is implementation-defined but is intended to provide in each element of a profiling buffer 
identified by handle a count of the number of times the process was executing at, or accessing, a memory address 
associated with that element. sturr and end specify a region of the process memory to be profiled: the mapping to 
elements of the buffer is implementation-defined. Other calls of PROCESS-PROFILING-ON can request profiling 
into other buffers. 

13 .5  Monitoring operations 

13.5.1 PROCESS - ADD - BREAKPOINT 

P R OC ES S-A D D-B R EAK P O I NT ( 
process : Process-designator, 
breakpoint : Address 

1 
PROCESS-ADD-BREAKPOINT adds a breakpoint for process. The effect is implementation- 
defined. 

Errors 
ACCESS-ERRORS (process, ATOMIC, MODIFY, WRITEÇONTENTS) 
MEMORY-ADDRES SIS-OUT-OF-PROCES S (breakpoint, process) 
PROCESSLACKSREQUIRED-STATUS (process, STOPPED) 
PROCESS-ISNOT-CHILD (process) 
PROCESS-1s-UNKNOWN (process) 
NOTE - The format of a breakpoint is implementation-defined but it is intended to define an instruction or data 
address, access to which will cause the accessing thread of process to stop. 

13.5.2 PROCESS - CONTINUE 

PROCESS-CONTINUE ( 

1 
process : Processdesignator 

PROCESSCONTINUE continues any stopped threads of a process. 
The status of process is set to RUNNING. 

Errors 
ACCESS-ERRORS (process, ATOMIC, MODIFY, WRITECONTENTS) 
PROCESS-LACKS-REQUIRED_STATUS (process, STOPPED) 
PROCESSISNOT-CHILD (process) 
PROCESS-IS-UNKNOWN (process) 

13.5.3 PROCESS-PEEK 

PROCESS-PEEK ( 
process : Process-designator, 
address : Address 

value : Process-data 
) 
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PROCESSPEEK returns as value the contents at address of process. 
Errors 
ACCESSERRORS (process, ATOMIC, READ, READCONTENTS) 
MEMORY-ADDRES S-IS-OUT-OFPROCESS (address, process) 
PROCESS-LACKSREQUIRED-STATUS (process, STOPPED) 
PROCESSIS-NOT-CHILD (process) 
PROCESS-IS-UNKNOWN (process) 

13.5.4 PROCESS-POKE 

PROCESS-POKE ( 
process : Process-designator, 
address : Address, 
value : Process-data 

1 
PROCESSPOKE modifies process at address to value. 
Errors 
ACCESSERRORS (process, ATOMIC, MODIFY, WRITE-CONTENTS) 
MEMORY-ADDRES S-IS-OUT-OFPROCESS (address, process) 
PROCESS-LACKS-REQUIRED-STATUS (process, STOPPED) 
PROCESS-ISNOT-CHILD (process) 
PROCESS-IS-UNKNOWN (process) 

13.5.5 PROCESS-REMOVE-BREAKPOINT 
PROCESS-REMOVE-BREAKPOINT ( 

process : Process-designator, 
breakpoint : Address 

) 
PROCESS-REMOVE-BREAKPOINT removes a breakpoint breakpoint of process process. 
Errors 
ACCESSERRORS (process, ATOMIC, MODIFY, WRITE-CONTENTS) 
BREAKPOINT-IS-NOT-DEFINED (breakpoint) 
PROCESSLACKS-REQUIRED-STATUS (process, STOPPED) 
PROCES SIS-NOTCHILD (process) 
PROCESSIS-UNKNOWN (process) 

13.5.6 PROCESS-WAIT-FOR-BREAKPOINT 

PROCESS-WAIT-FOR-BREAKPOINT ( 
process : Process-designator 

breakpoint : Address 
) 

PROCESS-WAIT-FORBREAKPOINT sets the calling thread of the calling process waiting 
until the process process is stopped at a breakpoint or is terminated. 
If process has process status TERMINATED, the error condition PROCES S-ISTERMINATED 
occurs. 
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Otherwise, a "process-waiting-for" link is created to process  with waiting type 
WAITING-FOR-TERMINATION. The operation waits until process reaches a breakpoint, in 
which case the breakpoint is returned in breakpoint, or the process status of process changes to 
TERMINATED, in which case the error condition PROCESSIS-TERMINATED occurs. 

Errors 
ACCESS-ERRORS (process, ATOMIC, MODIFY, READ-CONTENTS) 
PROCESS-ISNOT-CHILD (process) 
PROCESSLACKSREQUIRED-STATUS (process, (READY, RUNNING, STOPPED, 
SUSPENDED)) 
PROCESS-IS-UNKNOWN (process) 

1 4  Message queues 

1 4 . 1  Message queue concepts 

Message :: 
DATA : seq of Octet 
MESSAGETYPE : Message-type 

MESSAGE : Message 
POSITION : Natural 

I Implementation-defined-messagetype I Undefined-message-type 

Received-message :: 

Messagetype = Standard-messagetype I Notification-message-type 

Message-types = set of Messagetype I ALL-MESSAGETY PES 
Standardmessage-type = INTERRUPT I QUIT I FINISH I SUSPEND I END 

Implementation-defined-messagetype :: Token 
Undefined-messagetype :: Token 
Handler :: Token 
sds system: 
message-queue: child type of object with 
attr ibute 

WAKE 

reader-waiting: (read) nonduplicated boolean; 
writer-waiting: (read) non-duplicated boolean; 
space-used: (read) non-duplicated natural; 
total-space: (read) natural; 
message-count: (read) nonduplicated natural; 
last-sendtime: (read) nonduplicated time; 
last-receivetime: (read) non-duplicated time; 

l ink 

ABORT I DEADLOCK 

reserved-by: (navigate) nonduplicated designation link to process; 
listenedto: (navigate) non-duplicated designation link to process; 
notifier: (navigate) non-duplicated designation link (notifier-key: natural) t o  

attr ibute 
object with 

modification-event : (read) boolean; 
change-event: (read) boolean; 
delete-event: (read) boolean; 
move-event: (read) boolean; 

end notifier; 
end messag e-qu eu e ; 
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end system; 
Messages and message queues allow processes to communicate. A message queue has an 
associated sequence of messages. A message contains data, and has a message type. The space 
occupied by a message is implementation-defined. For notification message types see 15.1.2. 
Implementation-defined-messagetype and Undefined-message-type are implementation-defined 
types disjoint from each other and from S tandard-messagetype and Notification-message-type. 
The meanings of implementation-defined message types are implementation-defined. For the 
intended meanings of standard message types see Note 3 below. 
The value ALL-MESSAGE-TYPES denotes the set of all message types, including 
implementation-defined and undefined message types. 
Each message in a message queue is assigned a position number which it retains while it is in the 
queue. The position numbers are positive naturals, monotonically increasing with time of arrival in 
the queue but otherwise implementation-dependent. 
Reader waiting is true if and only if one or more processes are waiting to receive a message. 
Writer waiting is true if and only if one or more processes are waiting to send a message. 
The space used is the space currently required by the message queue to hold its messages, in octets. 
The total space is the maximum possible size of the space used. This may vary between message 
queues and is initialized to an implementation-defined value which must not be less than four times 
MAX-MESSAGE-SIZE (see clause 24). An implementation may place an upper limit on the total 
space of a message queue; this must not be less than MAX-MESSAGE-QUEUE-SPACE (see 
clause 24). 
The message count is the number of messages in the message queue. 
The last send time and last receive time record the system time on the last occasion that a message 
was sent to the queue and received from the queue, respectively. Initially they are equal to the 
default initial value for time attributes. If the last sent message was sent through 
MESSAGE-SEND-WAIT, the last send time is the system time when the message actually entered 
the queue (at the end of the waiting period). If the last received message was received through 
MESSAGE-RECEIVE-WAIT, last receive time is the system time when the message was actually 
received from the queue (at the end of the waiting period). 
The destination of the "reserved-by" link, if any, is called the reserving process of the message 
queue; it is also said to have reserved the message queue. The reserving process is the only 
process which can receive or peek messages from the message queue, and it must have adequate 
read access permission to the message queue. If there is no reserving process then any process can 
receive or peek messages, subject to access permission, 
The destination of the "listened-to" link, if any, is the reserving process (which must exist), and 
indicates that the reserving process has an associated procedure which is executed on the raising of 
a message queue event by the appearance of a message of one of a specified set of message types in 
the message queue. Such a procedure is called a handler. In this case the reserving process is 
called the listening process of the message queue. The "listened-to" link is reversed by an 
"is-listener" link, with an attribute which defines the message types of messages for which the 
handler is executed. The handler is invoked with a single argument, which denotes the affected 
message queue in a binding-defined manner. The types of a handler and of its argument are 
binding-defined. 
Notifiers are described in 15.1. 
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NOTES 

1 An implicit modification of predefined attributes of a message queue does not require a wnte lock on the message 
queue. 

2 The intended meanings of the standard message types are as follows. 
- INTERRUPT: user interruption; 
- QUIT: user wants to quit; 
- FINISH the receiving process should terminate; 
- SUSPEND: the receiving process should suspend itself; 
- END: the current activity of the receiving process should be normally terminated; 
- ABORT: the current activity of the receiving process should be abnormally terminated; 
- DEADLOCK. deadiock has been detected; 
- WAKE: the receiving process's time left until alarm has expired (see 13.1.4). 

3 A process can send messages to itself. A message queue can have several concurrent readers if there is no reserving 
process. A message queue can have several concurrent writers. If more than one process is eligible to receive a 
message, it is not defined which of the eligible processes receives it. 

4 The contents of message queues are not affected by transaction rollback. 

1 4 . 2  Message queue operations 

14.2.1 MESSAGE-DELETE 

MESSAGE-DELETE ( 
queue : Message-queue-designator, 
position : Natural 

1 
MESSAGE-DELETE removes the message with message number position from the message 
queue queue. The space used of queue is decremented by the space used by the removed 
message, and the message count of queue is decremented by 1. 
A read lock of the default mode is obtained on queue. 

Errors 
ACCESSERRORS (queue, ATOMIC, MODIFY, WRITE-CONTENTS) 
MESS AGE-POSITION-ISNOT-VALID (position, queue) 
MESSAGE-QUEUE-IS-RESERVED (queue) 

14.2.2 MESSAGE - PEEK 

MESSAGE-PEEK ( 
queue : Message-queue-designator, 
types : Messagetypes, 
position : [ Natural ] 

message : [ Received-message ] 
1 

MESSAGE-PEEK reads a message from the message queue queue without removing it from 
queue. types specifies the set of acceptable message types. position specifies a position in queue; 
if it is O or not supplied, the position is the beginning of queue; otherwise it is the position 
immediately before the message with position number position. 
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If queue contains no messages of an acceptable message type after the specified position, then no 
message is returned. Otherwise a copy of the next message of an acceptable message type after 
the specified position is returned, In either case queue is unchanged. 

Errors 
ACCESSERRORS (queue, ATOMIC, READ, READ-CONTENTS) 
MES SAGE-POSITION-IS-NOT-VALID (position, queue) 
MESS AGE-QUEUE-ISRESERVED (queue) 

14.2.3 MESSAGE-RECEIVE-NO-WAIT 

MESSAGE-RECEIVE-NO-WAIT ( 
queue 
types : Message-types, 
position : [ Natural ] 

message : [ Received-message ] 

: Messag e-qu eu e-de Sig nato r, 

1 

MESSAGE-RECEIVE-NO-WAIT reads and removes a message from the message queue queue, 
but does not wait if there is no message of an acceptable message type in queue. types specifies 
the set of acceptable message types. position specifies a position in queue; if it is O or not 
supplied, the position is the beginning of the queue; otherwise it is the position immediately 
before the message with position number position. 
If the queue contains no messages of an acceptable message type after the specified position, then 
no message is returned. Otherwise the first message of an acceptable type after the specified 
position is returned, and that message is removed from queue. The last receive time of queue is 
set to the system time, the space used of queue is decremented by the space used of the removed 
message, and the message count of queue is decremented by 1. 
A read lock of the default mode is obtained on queue. 
Errors 
ACCESSERRORS (queue, ATOMIC, MODIFY, WRITE-CONTENTS) 
MESSAGE-POSITION-IS-NOT_VALID (position, queue) 
MESSAGE-QUEUE-IS-RESERVED (queue) 
MESSAGE-TYPES-NOT-FOUND-IN_QUEUEUE (queue, types, position) 

14.2.4 MESSAGE-RECEIVE-WAIT 

M ESSAGE-R ECEIVE-WAIT ( 
queue : Message-queue-designator, 
types : Messagetypes, 
position : [ Natural ] 

message : Received-message 
1 

MESSAGE-RECEIVE-WAIT reads and removes a message from the message queue queue, 
waiting if necessary for a message of an acceptable message type to arrive. types specifies the set 
of acceptable message types. position specifies a position in the message queue queue; if it is O or 
not supplied, the position is the beginning of the queue; otherwise it is the position immediately 
before the message with position number position. 
If the message queue queue contains one or more messages of an acceptable message type after the 
specified position, the first such message is returned, and that message is removed from the 
queue. The last receive time of queue is set to the system time, the space used of queue is 
decremented by the space used of the removed message, and the message count of queue is 
decremented by 1. 
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If queue contains no messages of any acceptable message type after the specified position, then the 
operation waits and reader waiting for queue is set to true, until one of the following happens. 
- A message of an acceptable type is placed on the queue. If the calling process is the listening 

process for queue and the message type of the message is one of the specified set of message 
types for the associated handler, then the handler is executed; otherwise the operation proceeds 
as described above. 

- A reserved message queue of the calling process receives a message of message type WAKE. 
The error condition MESS AGE-QUEUE-HAS-BEEN-WOKEN then holds. 

- The message queue is removed from the object base. The error condition 
MESS AGE-QUEUE-HAS-BEEN-DELETED then holds. 

- The caller is denied mandatory read access, mandatory write access, or WRITE-CONTENTS 
discretionary access to queue. The error condition CONFIDENTIALITY-WOULD-BE- 
VIOLATED or INTEGRITY-CONFINEMENT-WOULD-BE-VIOLATED then holds in the 
first case, CONFIDENTIALITY~CONFINEMENT~WOULD~BE~VIOLATED or 
INTEGRITY-WOULD-BE-VIOLATED in the second case, and DISCRETIONARY- 
ACCESSIS-NOT-GRANTED in the third case (all under ACCESSERRORS). 

- The message queue becomes reserved by another process. The error condition 
MESSAGE-QUEUE-IS-RESERVED then holds. 

A read lock of the default mode is obtained on queue. 

Errors 
ACCESS-ERRORS (queue, ATOMIC, MODIFY, WRITE_CONTENTS) 
MESS AGE-POSITION-ISNOT-VALID (position, queue) 
MESSAGE-QUEUE-ISRESERVED (queue) 
MESSAGE-QUEUE-HAS-BEEN-DELETED (queue) 
MESS AGE-QUEUE-HAS-BEEN-WOKEN (queue) 

14.2.5 MESSAGE - SEND - NO-WAIT 

M ESSAG E-SEN D-NO-WAIT ( 
queue : Message-queue-designator, 
message : Message 

) 
MESSAGE-SENDNO-WAIT appends the message message to the message queue queue. 
The last send time of queue is set to the system time. The space used of queue is incremented by 
the space used by message. The message count of queue is incremented by 1. 
A read lock of the default mode is obtained on queue. 

Errors 
ACCESSERRORS (queue, ATOMIC, MODIFY, APPENDCONTENTS) 
LIMIT-WOULD-BE-EXCEEDED (MAX-MESSAGE-SIZE) 
MESS AGE-QUEUE-WOULD-BE-TOO-BIG (queue) 

14.2.6 MESSAGE - SEND - WAIT 

MESSAGE-SEND-WAIT ( 
queue : Message-queue-designator, 
message : Message 

1 
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MESSAGE-SEND-WAIT appends the message message to the message queue queue, waiting if 
necessary until queue has enough space for it. 
If the space used of the message queue queue would not exceed the total space of queue, the 
message message is appended to queue. The last send time of queue is set to the system time 
when the message is sent (at the end of the waiting period, if any). The space used of queue is 
incremented by the space used by message. The message count of queue is incremented by 1. 
If the space used of queue would exceed the total space of queue, then writer waiting of queue is 
set to true and the operation waits until one of the following occurs. 
- The space used of queue would no longer exceed the total space of queue. The operation then 

proceeds as described above. 
- The calling process receives a message. of message type WAKE. The error condition 

MESSAGE-QUEUE-HASBEEN_wOKEN then holds. 
- The message queue is removed from the object base. The error condition 

MESSAGE-QUEUE-HAS-BEEN-DELETED then holds. 
- The caller is denied mandatory read access, mandatory write access, or APPEND-CONTENTS 

discretionary access. The error condition CONFIDENTIALITY-WOULDBE_VIOLATED or 
INTEGRITY-CONFINEMENT-WOULD-BE-VIOLATED then holds in the first case, 
CONFIDENTIALITY~CONFINEMENT~WOULD~BE~VIOLATED or INTEGRITY- 
WOULD-BE-VIOLATED in the second case, and DISCRETIONARY-ACCESS-IS-NOT- 
GRANTED in the third case (all under ACCESSERRORS). 

A read lock of the default mode is obtained on queue. 
Errors 
ACCESSERRORS (queue, ATOMIC, MODIFY, APPENDCONTENTS) 
LIMIT-WOULD-BE-EXCEEDED (MAX-MESSAGE-SIZE) 
MESSAGE-QUEUE-HAS-BEEN-DELETED (queue) 
MESS AGE-QUEUE-HAS-BEEN-WOKEN (queue) 

14.2.7 QUEUE - EMPTY 

QUEUE-EMPTY ( 
queue : Message-queue-designator 

1 
QUEUE-EMPTY empties the message queue queue, i.e. removes all messages from it. 
A read lock of the default mode is obtained on queue. 
Errors 
ACCESSERRORS (queue, ATOMIC, MODIFY, WRITE-CONTE"W 
MESSAGE-QuEUE-IS-RESERVED (queue) 

14.2.8 QUEUE-HANDLER - DISABLE 

QUEUE-HANDLER-DISABLE ( 
queue : Message-queue-designator 

) 
QUEUE-HANDLER-DISABLE makes the calling process no longer the listening process for the 
message queue queue. queue must be reserved by the calling process. 
The "is-listener" link from the calling process to queue and its reverse are deleted. 
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Errors 
ACCESSERRORS (queue, ATOMIC, MODIFY, WRITE-LINKS) 
MESS AGE-QUEUE-HAS-NO-HANDLER (queue) 
MESSAGE-QUEUE-ISNOT-RESERVED (queue) 

14.2.9 QUEUE-HANDLER-ENABLE 

QUEUE-HANDLER-ENABLE ( 
queue : Message-queue-designator, 
types : Messagetypes, 
handler : Handler 

1 
QUEUEHANDLERENABLE makes the calling process the listening process for the message 
queue queue, with associated message types specified by types, and handler handler. 
An "is-listener" link is created from the calling process to queue, with "messagetypes" attribute 
set to a value representing types. 
The previous handler, if any, for q u e u e  is disabled as by a prior call of 
QUEUE-HANDLER-DIS ABLE. 

Errors 
ACCES SERRORS (queue, ATOMIC, MODIFY, WRITE-LINKS) 
MESS AGE-QUEUE-IS-NOT-RESERVED (queue) 

14.2.10 QUEUE - RESERVE 

QUEUE-RESERVE ( 
queue : Message-queuedesignator 

1 
QUEUE-RESERVE reserves the message queue queue for the calling process. If queue is 
already reserved for the calling process, QUEUE-RESERVE has no effect. 
A 'treserved-message_queue'' link reversed by a "reserved-by" link is created from the calling 
process to queue. 

Errors 
ACCESS-ERRORS (queue, ATOMIC, MODIFY, APPEND-LINKS) 
MESS AGE-QUEUE-IS-RESERVED (queue) 

14.2.11 QUEUE - RESTORE 

QUEUE-RESTORE ( 

1 

queue : Message-queue-designator, 
file : File-designator 

QUEUE-RESTORE reconstructs the message queue queue from the contents of the object 
designated by file. 
The last access time offile is set to the system time. 
A write lock of the default mode is obtained on queue and a read lock of the default mode is 
obtained onfile. 

Errors 
ACCESSERRORS vile, ATOMIC, READ, READ-CONTENTS) 
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ACCESS-ERRORS (queue, ATOMIC, MODIFY, WRITE-CONTENTS) 
LIMIT-WOULD-BE-EXCEEDED (MAX-MESS AGE-QUEUE-SPACE) 
MESS AGE-QUEUE-ISBUSY (queue) 
MESS AGE-QUEUE-IS-RES ERVED (queue) 
MESS AGE-QUEUE-WOULD-BE-TOO-BIG (queue) 

14.2.12 QUEUE-SAVE 

QUEUESAVE ( 
queue : Message-queuedesignator, 
file : File-designator 

1 
QUEUE-SAVE copies all the messages from the message queue queue to the contents of the file 
file. The existing contents of file is overwritten. The format of the contents of f i le is 
implementa tion-defined. 
The message queue queue is unaffected, except that any "notifier" links from queue are deleted. 
The last change time and last modification time offile are set to the system time of the call. 
A write lock of the default mode is obtained onfile and a read lock on queue. 

Errors 
ACCESSERRORS (file, ATOMIC, MODIW, WRITE-CONTENTS) 
ACCESSERRORS (queue, ATOMIC, READ, READÇONTENTS) 
MESS AGE-QUEUE-IS-RES ERVED (queue) 

14.2.13 QUEUE-SET-TOTAL-SPACE 

QUEUE-SET-TOTAL-SPACE ( 
queue : Message-queue-designator, 
totalspace : Natural 

) 
QUEUE-SET-TOTAL-SPACE sets the total space of the message queue queue to the value of 
total-space. 
A write lock of the default mode is obtained on queue. 

Errors 
ACCESS-ERRORS (queue, ATOMIC, CHANGE, CONTROL-OB JECT) 
LIMIT-WOULD-BE-EXCEEDED (MAX-MESS AGE-QUEUE-SPACE) 
MESS AGE-QUEUE-IS-RESERVED (queue) 
MESSAGE-QUEUE-TOTAL-SPACE-WOULD-BE-TOO-SMALL (queue, total-space) 

14.2.14 QUEUE-UNRESERVE 

QUEUE-UNRESERVE ( 
queue : Message-queue-designator 

1 
QUEUE-UNRESERVE unreserves the message queue queue for the calling process. If queue is 
not reserved for the calling process, QUEUE-UNRESERVE has no effect. 
The 'lreserved-message-queue" and "reserved-by links between the calling process and queue 
are deleted. If the calling process has an "islistener" link to queue then that link and its reverse 
"listened-to" link are deleted. 
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Errors 
ACCESSERRORS (queue, ATOMIC, MODIFT, WRITE-LINKS) 
NOTE - The termination of a process implies the unreserving of all the process's reserved message queues. 

1 5  Notification 

1 5 . 1  Notification concepts 

15.1.1 Access events and notifiers 

Access-event = MODIFICATION-EVENT I CHANGE-EVENT I DELETE-EVENT I MOVE-EVENT 
Access-events = set of Access-event 

A notifier is a "notifier" link from a message queue to an object with key attribute "notifier-key" 
and the attributes "modificationeven t " , "c hange-event 'I, "deleteeven t" , and "moveeven t 'I, 
referred to as monitored access attributes. See 14.1 for the DDL definition of notifiers. 
A monitored object is a destination object of a notifier. The values of the monitored access 
attributes of the notifier define the events on which the monitored object is monitored: 
- Modification event is true. Modification events: an operation implicitly sets the last 

modification time of the object. 
- Change event is true. Change events: an operation implicitly sets the last change time but not 

the last modification time of the object. If the operation only sets the volume identifier of the 
object, the CHANGEEVENT event is not raised. 

- Delete event is true. Delete events: an operation results in the deletion of the object, 
- Move event is true. Move events: an operation results in a change to the volume identifier of 

the object, including archiving the object and restoring it from archive. 
The notification mechanism sends notification messages to message queues when a specified 
access is carried out on a monitored object. The specified access event is said to be raised by the 
operation that accessed the object. The notification mechanism is said to be triggered by the raised 
event. 
If there is a notifier from a message queue to any object then that message queue has a reserving 
process. 
NOTES 
1 The monitored access attributes of the notifier define the access events for which the destination of the notifier is 
to be monitored. Their initial value is false. For each attribute, if the value of the attribute is true, then the 
object is being monitored for that event. 
2 Each value of the notifier key identifies a specific notifier in the context of the associated message queue. As 
implied by the DDL specification, the notifier key is unique in the context of the associated message queue. 
3 In order to carry out notification mechanism operations, a process must reserve the message queue which is to be 
used as recipient of the notification messages, and in order to be notified, the message queue must remain reserved 
by the process. 
4 If a process unreserves a message queue then any notifiers from the message queue are deleted. 
5 A process can reserve several different message queues for notification purposes. For each of these message 
queues, it can create several notifiers (one for each object under monitoring). An object can be monitored using 
several message queues by one process or by several processes. 
6 There are additional possibilities for the deletion and moving of objects other than by the OBJECT-DELETE and 
OBJECT-MOVE operations. 

1 5 7  

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 13
71

9-1
:19

95

https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f


ISO/IEC 13719-1 : 1995(E) O ISO/IEC 

15.1.2 Notification messages 

Notification-message-type = MODIFICATION-MSG I CHANGE-MSG I DELETE-MSG I 
MOVE-MSG I NOT-ACCESSIBLE-MSG I LOST-MSG 

A notîjkation message is a message (see 14.1) sent by the notification mechanism to one or more 
message queues each time an object under monitoring is accessed in a way which has been 
specified to be monitored. The type of such a message specifies the access event that has been 
carried out on the monitored object or the information that the monitored object is no longer 
accessible or that modification messages have been lost. The possible values of the type of a 
notification message are defined as follows: 
- MODIFICATION-MSG: Notifies that a modification access event has been raised (except 

CONTENTS-WRITE or CONTENTS-TRUNCATE). 
- CHANGE-MSG: Notifies that a change access event has been raised. 
- DELETE-MSG: Notifies that a delete access event has been raised. 
- MOVE-MSG: Notifies that a move access event has been raised. 
- NOT-ACCESSIBLE-MSG: A message of this type is sent to a message queue each time a 

monitored object becomes no longer accessible from the workstation on which that message 
queue resides. 

- LOST-MSG: When a message queue is full and there is not sufficient space on the queue to 
store a notification message, the notification messages to be sent by the notification mechanism 
are lost. In this case, when the message queue empties sufficiently to give space for a 
notification message, a message is sent to the message queue by the notification mechanism 
saying that some messages have been lost. 

The data of the message includes in an implementation-defined way the notifier key that associates 
the message queue and the monitored object. 
At most four notification messages are sent to a message queue, one for each type of access 
carried out on the object during the period it was explicitly locked. The order of these four 
messages is implementation-defined. 
When a monitored object is archived, a message of type MOVE-MSG and a message of type 
NOTACCESSIBLE-MSG are both sent; when a monitored object is restored from archive, a 
message of type MOVE-MSG is sent. 

15.1.3 Time of sending notification messages 

The end of an operation and the releasing of a lock define the points in time at which the 
notification messages are sent to processes as defined in 15.1.4. 
At the appropriate point in time, the switched on access events are raised, triggering the 
notification mechanism which sends the notification messages to the message queues associated 
by notifiers with the object that has had been modified, changed, deleted, or moved. 
A message of message type NOT-ACCESSIBLE-MSG is sent by the notification mechanism 
when WORKSTATION-REDUCE-CONNECTION or WORKSTATION-DISCONNECT is 
called or when a network partition is detected, such that the monitored object becomes inaccessible 
in the specified manner. 

15.1.4 Range of concerned message queues 

For an operation modifying, changing, deleting, or moving an object, a notification message is 
sent to all the message queues associated with that object by a notifier when the update becomes 
available to the process reserving the message queue. 
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If the message queue security labels are such that writing to the queue by the process accessing the 
object would give rise to a mandatory security violation, then no notification message is sent. 
On transaction rollback, notification messages are sent notifying rollback and no messages are sent 
to non-enclosed activities. 

1 5 . 2  Notification operations 

15.2.1 NOTIFICATION-MESSAGE-GET-KEY 

message : Message, 

no tifier-key : Natural 
NOTIFICATION-MES SAGEGETKEY returns a notifier key notifier-key derived from the 
data of the notification message message. 
notifier key is the notifier key of the notifier whose monitored object underwent the access event 
which Gggered the sending of message. 
Errors 
MESS AGE-IS-NOT-ANOTIFICATION-MES SAGE (message) 
NOTE - The notifier identified by not@er-key may no longer exist. 

NOT1 FI CATI0 N-M ESSAG E-G ET-KEY ( 

1 

15.2.2 NOTIFY-CREATE 

NOTIFY-CREATE ( 
notifier-key : Natural, 
queue : Message-queue-designator, 
object : Object-designator 

) 
NOTIEY-CREATE creates a notifier from the message queue queu to the object object. 
The notifier key of the notifier is set to notifier-key. The monitored access attributes of the 
notifier are all set to false. 
Errors 
ACCESS-ERRORS (queue, ATOMIC, MODIFY, APPEND-LINKS) 
CONLlDENTIALITY-WOULD8E_VIOLATED (object, ATOMIC) 
INTEGRITY-CONFINEME~-WOULD-BE-VIOLATED (object, ATOMIC) 
MESSAGE-QUEUE-ISNOT-RESERVED (queue) 
NOTIHER-KEY-EXISTS (notifier-key) 
OBJECT-IS-INACCESSIBLE (object, ATOMIC) 
OB JECT-IS-ARCHIVED (object) 
NOTES 
1 The creation of a notifier from a message queue to an object means that a notification message will be sent to the 
message queue whenever the object is accessed with some specified access events. 
2 Initially, on creation, the monitored access attributes are set to false, so no events are specified. The monitored 
access events may be changed by NOTIFY-SWITCH-EVENTS. 
3 As implied by the DDL specification, the notifier-key value must be unique in the context of the message queue 
and must be greater than or equal to zero; apart from these constraints, it may be freely chosen by the user. 
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15.2.3 NOTIFY-DELETE 

NOTIFY-DELETE ( 
notifier-key : Natural , 
queue : Message-queue-designator 

) 
NOTIFY-DELETE deletes the notifier with notifier key notifer-key from the message queue 
queue. 

Errors 
ACCESS-ERRORS (queue, ATOMIC, MODIFY, wRITE_LINKS) 
MESS AGE-QUEUE-ISNOT-RESERVED (queue) 
NOTIFIER-KEY-DOESNOT-EXIST (notifier-key) 
NOTE - The object which was monitored by notifier may continue to be monitored by other notifiers into other 
message queues. Other objects may continue to be monitored by other notifiers associated with queue. 

15.2.4 NOTIFY - SWITCH-EVENTS 

NOTIFY-S W ITCH-EVENTS ( 
notifieckey : Natural, 
queue : Message-queue-designator, 
access-events : Access-events 

) 
NOTIFY-SWITCH-EVENTS sets each of the monitored access attributes of the notifier with 
notifier key notifier-key from the message queue queue to true if the corresponding access event 
is in accessevents, and to false otherwise. 

Errors 
ACCESS-ERRORS (queue, ATOMIC, MODIFY, WRITE-LINKS) 
MESSAGE-QUEUE-ISNOT-RESERVED (queue) 
NOTIFIER-KEY-DOESNOT-EXIST (notifier-key) 
NOTE - Switching on an access event of a notifier (setting the attribute value to true) means that the associated 
object is then under monitoring for that access event. Switching off an access event (setting the attribute value to 
false) means that the associated object is no longer under monitoring for that access event. 

1 6  Concurrency and integrity control 

1 6 . 1  Concurrency and integrity control concepts 

16.1.1 Activities 

Activity-class = UNPROTECTED I PROTECTED I TRANSACTION 
sds system: 
activity-class: (read) enumeration (UNPROTECTED, PROTECTED, TRANSACTION) := 

activity-status: (read) nonduplicated enumeration (UNKNOWN, ACTIVE, COMMITTING, 
UNPROTECTED; 

ABORTING, COMMITTED, ABORTED) := UNKNOWN; 
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activity: child type of object with 
attribute 

activity-class; 
activity-status; 
activity-start-time: (read) time; 
activity-termination-start-time: (read) time; 
activity-termination-end-time: (read) time; 

started-by: (navigate) reference link to process reverse started-activity; 
nested-in: (navigate) reference link to activity reverse nested-activity; 
nested-activity: (navigate) implicit link (system-key) to activity reverse nested-in; 
process-started-in: (navigate) implicit link (system-key) to process reverse 

llnk 

started-inactivity ; 
end activity; 
end system; 

An activity is the framework in which a set of related operations takes place. Each operation is 
always carried out on behalf of just one activity. An activity is started at the time it is created and 
remains in existence until the deactivation of the process which started it. 
The activity class of an activity describes the degree of protection which the activity requires; it 
affects the default level of concurrency control applicable to operations carried out on behalf of the 
activity. There are three activity classes: 
- UNPROTECTED. An unprotected activity, used when it is not necessary to protect data from 

concurrent activities. 
- PROTECTED. A protected activity, used when data to be accessed needs protection from 

concurrent activities. 
- TRANSACTION. A transaction activity (or transaction), used when the activity has a 

significant effect on the object base and its integrity needs to be protected. 
The activity status records the current state of the activity. The possible states of an activity are: 
- UNKNOWN. The "activity" object has been created by an operation defined in clause 9. 
- ACTIVE. The activity is started and its termination is not yet initiated. 
- COMMIïTING. The activity's normal termination is initiated but not completed. 
- ABORTING. The activity's abnormal termination is initiated but not completed. 
- COMMITTED. The activity is normally terminated. 
- ABORTED. The activity is abnormally terminated. 
The activity start time records the time when the activity was started. 
The activity termination start time records the time when the termination of the activity was started. 
The activity termination end time records the time when the termination of the activity was 
completed. 
The "started-by" process is the process that started the activity. 
The "nested-in" activity, called the enclosing activity of the activity, is the activity within which 
the activity was started. The nested activities of an activity are the activities for which the activity 
is the enclosing activity. 
The "process-started-in" processes are the processes which were created while the activity was 
the current activity. 
Within each process there is only one current activity. When a process is initiated, its current 
activity is the current activity of its parent process. When an activity is started in a process it 
becomes the current activity of the process; the current activity is then the activity of the process 
with the highest key in the "started-activity" link from the process and which is still active. When 
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an activity is terminated in a process its immediate enclosing activity becomes the current activity 
of the process. 
Each workstation in a PCTE installation has an outermost activity. The outermost activity of a 
workstation is an unprotected activity that is created by implementation-dependent means such that 
it is indistinguishable from an activity created by ACTIVITY-START except that it has no 
"started-by" or "nested-in" link. It has a "process-started-in" link to the initial process. 
Updates by an activity to a resource are available if, when the updated resource is read by another 
activity not enclosed by the updating activity, data derived from the updated state of the resource is 
obtained. Data derived from the updated state of the resource is obtained when read by the 
updating activity and by nested activities without necessarily being generally available. 
NOTES 
1 Activities can be internal to one process or can extend over several descendant processes. A process is free to 
start an activity, but a process is only allowed to terminate activities that it has started. 
2 Operations performed by a process, other than those on an open contents, are carried out on behalf of the current 
activity of the process at the time the operation is called. 
3 A nested transaction may be terminated without implying the termination of its enclosing transaction. When a 
transaction is normally terminated then ail the read locks it has acquired are released and all the write locks of default 
mode it has acquired or inherited from its nested transactions are inherited by its enclosing transaction. When a 
transaction is abnormally terminated then the changes made by it and all its nested transactions are unmade (unless 
explicitly excluded from rollback) and all the locks it has acquired, including the write locks it has inherited from its 
nested transactions, are released. This effect is transitive so that, in the case of successive normal terminations of 
transactions nested one in another, nested transaction write locks are not released, and the changes not committed, 
until the outermost transaction is normally terminated. 
4 Protected or unprotected activities may also be nested within transactions. In this case, modifications made 
within the nested activities are considered also to be changes made within their closest enclosing transaction. 
Accordingly, when locks are acquired by nested protected or unprotected activities, locks are implicitly acquired at 
the same time by their closest enclosing transaction (see 16.1.6) 
5 In the same way when a lock whose mode is not the default write mode is acquired by a nested transaction, a lock 
is implicitly acquired at the same time by the closest enclosing transaction. 
6 A process running on behalf of a transaction can explicitly exclude from rollback changes made to certain 
resources by explicitly locking such resources in unprotected or protected modes (i.e. not in default write modes) 
(see 16.1.5). However creating or deleting of objects and links cannot be excluded from rollback. 
7 The outermost activity of a workstation is implicitly set up by the system. It is intended to provide a valid 
activity framework for the initial process of the workstation. Each workstation has its own outermost activity, i.e. 
the outermost activity of a workstation cannot be the outermost activity of another workstation. An initial process 
is initiated in the context of that activity. It is intended that the initial process should then start an activity suitable 
for its own requirements. 
8 Transactions do not protect the local data of a process, hence, for example, changes to contents handles, object 
references, and other local variables made within the scope of a transaction are not reversed if the transaction is 
aborted. 

16.1.2 Resources and locks 

Lockkinternal mode = READ UNPROTECTED I READ SEMIPROTECTED I 
WRITE-UNPROTECTED I WRITE-SEMIPROTECTED   DE LE TE-UNPROTECTED I 
DELETE-SEMIPROTECTED I READ-PROTECTED 1 DELETE-PROTECTED I 
WRITE-PROTECTED 
Lock-set-mode = Lock-internal-mode I WRITE-TRANSACTIONED I 
DELETETRANSACTIONED I READ-DEFAULT I WRITE-DEFAULT I DELETE-DEFAULT 
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sds system: 

A resource is either an object resource or a link resource. 
An object resource is an object restricted to the following: 
- its contents, 
- its type, 
- its preferred link type and preferred link key, 
- its attributes, except the predefined attributes "last-access-time", "last-change-time", 

"last-modification-time", "last-composite-access-time", "last-composite-modification-time", 
"last-compositechange-time", "num-incoming-links" , "num-incoming-composition-links ", 

n u m- i n c o m i n g- s t ab  i 1 i z i n g- 1 i n k s 'I, 
"num-incoming-reference-links", "num-outgoing-composition-links", and 
"num-outgoing-existence-links*'. 

n u  m -i n c o min g -e x i s te n c e- 1 i n k s It ,  

A link resource is a link, identified by its link name and restricted to the following: 
- its link type, 
- its sequence of key attributes, 
- its set of non-key attributes, 
- the object designator of its destination. 
The fact that a resource is locked is represented by a "locked-by" link from the object resource or 
the origin of a link resource to the activity which holds the lock. The locked link name of the link 
specifies whether the resource is an object resource or a link resource: 
- if the locked resource is a link resource, the "locked-link-name" attribute is set to the link name 

in canonical form (see 23.1.2.4). 

lock-mode: READ-UNPROTECTED, READ-SEMIPROTECTED, WRITE-UNPROTECTED, 
WRITESEMIPROTECTED, DELETE-UNPROTECTED, DELETE-SEMIPROTECTED, 
READ-PROTECTED, DELETE-PROTECTED, WRITE-PROTECTED, 
WRITE-TRANSACTIONED, DELETETRANSACTIONED; 

lock-external-mode: (read) enumeration (lock-mode) := READ-UNPROTECTED; 
lock-internal-mode: (read) enumeration (lock-external-mode range 

extend object type activity with 
link 

READ-UNPROTECTED .. WRITE-PROTECTED) := READ-UNPROTECTED; 

lock: (navigate) nonduplicated designation link (number) to object with 
attribute 

locked-link-name; 
lock-external-mode ; 
lock-internal-mode; 
lock-explicitness: (read) enumeration (EXPLICIT, IMPLICIT) := IMPLICIT; 
lock-duration: (read) enumeration (SHORT, LONG) := SHORT; 

end lock; 
end activity; 
extend link type process-waitingfor with 
attribute 

lock-external-mode; 
lock-internal-mode ; 

end process-waitingfor; 
end system; 

- if the locked resource is an object resource, the "locked-link-name" attribute is set to the empty 
string. 
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A lock is represented by a %xk" link from an activity to a resource; the activity is said to hold the 
lock on the resource. The link is created at the time the lock is established and remains until the 
lock is released or inherited. Locks ensure the consistency of object base data access operations 
by controlling the synchronization of concurrent operations on the same resources. 
The concerned domain of a resource is the set of resources which can be affected by modifications 
of that resource: 
- if the resource is an object, the concerned domain is the object resource and the set of links (link 

resources) originating from the object. 
- if the resource is a link, the concerned domain is the link resource and the object (object 

resource) from which the link starts. 
A resource is said to be operated on by an activity when: 
- either the resource is an object whose contents are currently open (see clause 12), by 

CONTENTS-OPEN or PROCESS-START on behalf of that activity, in which case the 
resource is operated on while the contents is open; 

and "locked-by" links and on the contents of objects, in which case the resource is operated on 
for the duration of the operation. 

An activity can lock a resource just once; i.e. two locks originating from the same activity cannot 
have the same locked resource and the same destination. 
A lock has the following attributes: 
- A lock external mode, which controls synchronization of resource accesses between an activity 

and all other activities which are not nested (either directly or transitively) to it. 
- A lock internal mode, which controls synchronization of resource accesses between an activity 

and all activities which are nested (either directly or transitively) to it. 
The lock internal mode is equal to or weaker than the lock external mode (see below). See 
below for a definition of lock modes. 

- A lock explicitness, which records how the lock was established: 
. EXPLICIT. An explicit lock, i.e. it was established explicitly by one of locking operations. 
. IMPLICIT. An implicit lock, i.e. it was established implicitly as the resource was implicitly 

- A lock duration, which records the duration of the lock: 
. LONG. A long lock, i.e. one which, once established, holds until the termination of the 

activity. 
. SHORT. A short lock, i.e. one which can be released before the termination of the activity. 
A long lock can be held only by a transaction. 
A short lock can be held only by a protected or an unprotected activity. 

I 

- or the resource (i.e. object or link) is the subject of operations other than operations on "lock" 

acquired. 0 

16.1.3 Lock modes 

The meanings of the lock mode values are as follows. The abbreviations shown are used in the 
tables at the end of this clause. 
- READ-UNPROTECTED (RUN). The activity holding the lock can read the resource. Other 

activities can concurrently read or write to the same resource or delete it. 
- READ-SEMIPROTECTED (RSP) (for object resources only). The activity holding the lock 

can read the resource. Other activities can concurrently read from the same resource. Other 
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activities can concurrently read or write to the same resource with WRITE-UNPROTECTED, 
WRITE-SEMIPROTECTED, WRITE-PROTECTED or WRITE-TRANS ACTIONED locks 
but cannot delete it. 

- WRITE-UNPROTECTED (WUN). The activity holding the lock can read or write to the 
resource. 
If the resource is an object, other activities can concurrently read or write to the same resource 
or delete it with DELETE-UNPROTECTED or DELETE-SEMIPROTECTED locks, other 
activities can Concurrently read or write to the same resource with WRITE-UNPROTECTED or 
WRITE-SEMIPROTECTED locks and other activities can Concurrently read the resource with 
READ-UNPROTECTED or READ-SEMIPROTECTED locks. 
If the resource is a link, other activities can concurrently read or write to the same resource or 
delete it with WRITE-UNPROTECTED locks and other activities can concurrently read the 
resource with READ-UNPROTECTED locks. 
Updates to the resource are available if an enclosing activity does not hold a WTR or DTR lock 
on the resource. 

- WRITE-SEMIPROTECTED (WSP) (for object resources only). The activity holding the lock 
can read or write to the resource. Other activities can concurrently read or write to the same 
resource with WRITE-UNPROTECTED or WRITE-SEMIPROTECTED locks but cannot 
delete it and other activities can concurrently read the resource with READ-UNPROTECTED 
or READ-SEMIPROTECTED locks. Updates to the resource are available if an enclosing 
activity does not hold a WTR or DTR lock on the resource. 

- DELETE-UNPROTECTED (DUN) (for object resources only). The activity holding the lock 
can read or write to the resource or delete it. Other activities can concurrently read or write to 
the same resource or delete it with DELETE-UNPROTECTED locks, other activities can 
concurrently read or write to the same resource with WRITE-UNPROTECTED and other 
activities can concurrently read the resource with READ-UNPROTECTED locks. Updates to 
the resource are available if an enclosing activity does not hold a WTR or DTR lock on the 
resource. 

- DELETE-SEMIPROTECTED (DSP) (for object resources only). The activity holding the lock 
can read or write to the resource or delete it. Other activities can concurrently read or write to 
the same resource with WRITE-UNPROTECTED locks but cannot delete it and other activities 
can concurrently read the resource with READ-UNPROTECTED locks. Updates to the 
resource are available if an enclosing activity does not hold a WTR or DTR lock on the 
resource. 

- READ-PROTECTED (RPR). The activity holding the lock can read the resource. Other 
activities can concurrently read the same resource with READ-UNPROTECTED, 
READ-SEMIPROTECTED or READ-PROTECTED locks. No other activities can 
concurrently write to the same resource. 

- WRITEPROTECTED (WPR). The activity holding the lock can read or write to the resource. 
Other activities can concurrently read the same resource with READ-UNPROTECTED or 
READ-SEMIPROTECTED locks. No other activities can concurrently write to the same 
resource. Updates to the resource are available if an enclosing activity does not hold a WTR or 
DTR lock on the resource. 

- DELETE-PROTECTED (DPR) (for object resources only). The activity holding the lock can 
read or write to the resource or delete it. Other activities can concurrently read the same 
resource with READ-UNPROTECTED locks. No other activities can concurrently write to the 
same resource. Updates to the resource are available if an enclosing activity does not hold a 
WTR or DTR lock on the resource. 

- WRITE-TRANSACTIONED (WTR). Transaction holding the lock can read or write to the 
resource. Other activities can concurrently read the same resource with 
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READ-UNPROTECTED or READ-SEMIPROTECTED locks. No other activities can 
concurrently write to the same resource. 

- DELETE-TRANSACTIONED (DTR) (for object resources only). Transaction holding the 
lock can read or write to the resource or delete it. Other activities can concurrently read the 
same resource with READ-UNPROTECTED locks. No other activities can concurrently write 
to the same resource. 

It is implementation-defined whether or not updates to a resource are available if the updates are 
performed while an activity holds a WTR or DTR lock on the resource. 
Locks of the following modes, whether internal or external, can be held only on an object 
r e s o u r c e :  READ-SEMIPROTECTED,  WRITE-SEMIPROTECTED,  
DELETE-SEMIPROTECTED, DELETE-PROTECTED, DELETE-TRANS ACTIONED. 
The modes of a lock on a given resource must be compatible with the modes of locks held by 
other activities on resources in the concerned domain of that resource. Its external mode must be 
compatible with the external mode of all locks held on the resources in the concerned domain by 
other activities which are not enclosing, nor nested to the issuing activity, and with the internal 
mode of all locks already established by the enclosing activities on the resources in the concerned 
domain. Its internal mode must be compatible with the external modes of all locks already 
established by the nested activities on the resources in the concerned domain 
The lock modes are grouped into two categories: 
- Read lock modes: READ-UNPROTECTED, READ-SEMIPROTECTED, 

READ-PROTECTED 
- Write lock modes: WRITE-PROTECTED, WRITE-TRANS ACTIONED, 

WRITE-UNPROTECTED, WRITE-SEMIPROTECTED, DELETE-PROTECTED, 
DELETE-UNPROTECTED, DELETE-SEMIPROTECTED, DELETE-TRANS ACTIONED 

There are three relations defined between lock modes: relative strength, relative weakness, and 
compatibility. The relative strength relation between lock modes is defined by table 4. The 
relative weakness relation is the inverse of the relative strength relation (i.e. L1 is weaker than L2 
if and only if L2 is stronger than Ll). The compatibility relation is defined by table 5. 
Updates to an accounting log or an audit file, the "message-count", "last-send-time" and 
"last-receive-time" attributes of a message queue, and the "last-accesstime" attribute of an 
object, are never made on behalf of the current activity. 

O 

If the current activity is a transaction, it may be terminated in one of two ways: a 
- For updates performed on behalf of the current activity while transaction locks were 

established, the operation ACTIVITYEND, which commits the transaction, results in those 
updates becoming permanent, providing the transaction locks are not inherited (see 16.1.4). 

- The operation ACTIVITYABORT, which aborts the transaction, causes the updates performed 
on behalf of the current activity while transaction locks were established to be undone, apart 
from updates applied to contents of "pipe", "message-queue", and "device" objects. 

16.1.4 Inheritance of locks 

Inheritance of locks occurs only between transactions nested one in the other. A transaction 
inherits write locks of default modes (i.e. locks of modes WTR or DTR) from its (immediate) 
nested transactions each time such a nested transaction terminates normally (i.e. when it commits). 
When a transaction T1 terminates, the lock it holds on a resource X is inherited by the nearest 
enclosing transaction T of T1. If T already holds a lock on X, the lock is promoted according to 
the rules of implicit promotion (see 16.1.5). 
NOTE - Updates to a resource are committed or cancelled when there cease to be any WTR or DTR locks on that 
resource. When an enclosing transaction inherits WTR and DTR locks, it also inherits the updates. Normally, 
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when there is no further enclosing transaction, updates are committed when the current transaction activity ends. If 
however the enclosing transaction T1 holds a non-transaction lock on a resource updated under enclosed transaction 
T, then when T ends the transaction lock is not inherited and neither are the updates which are committed. An 
exception to this is when a transaction T2 enclosing T1 exists and has a WTR or DTR lock on the resource; in this 
case the updates are inherited by ï 2  when T ends and are not committed at that point. 

16.1.5 Establishment and promotion of locks 

A lock is requested on a resource on behalf of an activity if an attempt is made to create a lock on 
that resource on behalf of that activity. 
A lock is established on a resource when a lock is requested on the resource on behalf of an 
activity and no lock has yet been acquired by the activity. 
A lock is explicitly established by means of operation LOCK-SET-OBJECT. A lock is implicitly 
established if the resource is implicitly acquired by some operation (other than 
LOCK-SET-OBJECT) operating on the resource and carried out on behalf of the activity. Locks 
of mode RSP, WSP, and DSP can only be established explicitly. 
The modes of a lock, once established, can evolve either implicitly, according to the way the 
resource is operated on, or explicitly by means of the lock set operations. 
The following enumerates, for each activity class, the implicit lock modes which are requested 
depending on the access performed on the acquired resource. Locks on link resources are always 
implicit and therefore always adopt default modes. 
~ Default external modes: 

. for unprotected activities the external mode is RUN when reading a resource, WUN when 
creating or updating a resource or deleting a link resource, and DUN when deleting an object 
resource; 

. for protected activities the external mode is RPR when reading a resource, WPR when 
creating or updating a resource or deleting a link resource, and DPR when deleting an object 
resource; 

. for transaction activities the external mode is RPR when reading a resource, WTR when 
updating a resource or creating or deleting a link resource, and DTR when creating or 
deleting an object resource. 

- Default internal modes: for every activity class, internal modes are WUN for resources being 
created or updated and link resources being deleted, DUN for object resources being deleted, 
and RUN in all other cases. 

The lock mode actually acquired depends on whether the lock is established or promoted. If it is 
established then the lock mode acquired is the default lock mode. If a promotion occurs, see 
below. Tables 8 and 9 summarize the default external modes. 
When a lock is requested on a resource on behalf of an activity and a lock has already been 
acquired by the activity, then the lock may be promoted. To promote a mode of a lock is to 
transform it to a stronger mode which is compatible (as for the establishment of a new lock) with 
other locks on resources in the concerned domain. See table 6 and 16.1.7. 
Implicit promotion of either or both the internal and the external modes of a lock occurs when an 
operation performing a write access (e.g. OB JECT-SET-ATTRIBUTE or CONTENTS-OPEN 
with an opening mode allowing write access) is applied to a resource already acquired by the 
activity with a lock whose modes allow only read access to that resource, or when an operation 
deleting an object (e.g. LINK-DELETE or OBJECT-DELETE) is applied to an object resource 
already acquired by the activity with a lock whose modes do not allow deletion of that object 
resource, 
Explicit promotion of either the internal or the external lock mode occurs when the lock set 
operations are applied to a resource already locked (either explicitly or implicitly) by the activity on 
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behalf of which the lock set operation is carried out. The new mode must obey the promotion 
rules for lock modes (see below). 
Any explicit attempt to promote an explicit or an implicit external or internal mode, or implicit 
attempt to promote an implicit external or internal mode, to a mode which has no relation of 
relative strength with the made is converted into an attempt to promote the mode to the weakest 
mode which is stronger than both the current mode and the requested one (e.g. an attempt to 
promote a RPR mode to a W N  mode is implicitly converted into an attempt to promote the mode 
to WPR). Table 6 defines the implicit promotion of lock modes when the prior lock is explicit; 
table 7 defines the promotion of lock modes for the other cases. 
In the operation definitions, the phrase 'a mode lock of the default mode is obtained on object' 
where object is an object and mode is 'read' or 'write', is used to mean that an attempt is made to 
establish an implicit lock on the object resource object of a mode given by table 8, depending on 
the class of the current activity and the default lock mode of 'read or 'write', and if 'write', 
whether object is being created, updated or deleted. 
Similarly, the phrase 'a mode lock of the default mode is obtained on link' where link is a link and 
mode is 'read' or 'write', is used to mean that an attempt is made to establish an implicit lock on 
the link resource link of a made given by table 9, depending on the class of the current activity and 
the default lock mode of 'read or 'write', and if 'write', whether link is being created, updated or 
deleted. If link is a 'lock' or 'locked-by' link then no lock is established on it. 
If no lock currently exists on the resource (object or link) for that activity, an attempt is made to 
establish the lock, otherwise implicit promotion is attempted. 

0 

16.1.6 Implied locks 

Locks can be established or promoted on a resource as a result of establishing or promoting 
another lock. 
When locks are acquired by nested activities, this implies that implicit locks are acquired at the 
same time by their closest enclosing transaction: 
- The establishing of (or promotion to) a WUN, WSP, WPR external mode lock for an activity 

also implies an implicit establishment (or implicit promotion) of a lock of external mode WTR 
on the resource on behalf of the closest enclosing transaction. 

- The establishing of (or promotion to) a DUN, DSP, DPR external mode lock for an activity 
also implies an implicit establishment (or implicit promotion) of a lock of external mode DTR 
on the resource on behalf of the closest enclosing transaction. 

- The establishing of (or promotion to) a RUN, RSP, RPR, WTR, or DTR external mode lock 
for an activity also implies an implicit establishment (or implicit promotion) of a lock of external 
mode RPR on the resource on behalf of the closest enclosing transaction. 

Establishing or promoting a lock on a link also implies the implicit establishment (or promotion) of 
a read lock of the default made on the origin of that link for the current activity, if the link type of 
the link has an upper bound or a non-zero lower bound and the link is being deleted or created. 
The establishing of (or promotion to) a write lock on the last composition or existence link leading 
to an object for the purpose of its deletion also implies the implicit establishment (or implicit 
promotion) of a write lock allowing deletion on this object for the current activity (i.e. a DUN, 
DSP, DPR, or DTR lock according to the class of the activity and the promotion rules). The 
establishing of (or promotion to) a write lock on a composition or existence link for the purpose of 
deletion of the link results in the implicit establishment (or implicit promotion) of a read lock on 
the destination of the link. 
In all these cases the internal. lock mode of the implied lock is RUN. 

0 
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16.1.7 Conditions for establishment or promotion of a lock 

The following conditions must be satisfied to establish or promote a lock on a given resource: 
- Access rights: the current activity of a process can explicitly or implicitly establish a lock on a 

resource if and only if the process has at least one discretionary access right to the resource if it 
is an object resource, or to its origin if it is a link resource. 

- Lock mode compatibility: an activity can establish (or promote) a lock on a resource if 
. its external mode is compatible with the external mode of all locks held on the resources in 

the concerned domain by other activities which are not enclosing, nor nested to the issuing 
activity; 

. its external mode is compatible with the internal mode of all locks already established by the 
enclosing activities on the resources in the concerned domain; 

. its internai mode is compatible with the external modes of all locks already established by the 
nested activities on the resources in the concerned domain; 

. The implied lock (if any) must also be compatible with existing locks as defined above. 
If the conditions do not hold, either the issuing operation waits, waiting for the resource to 
become available, or the request returns an error without delay. 

When an operation waits as a result of attempting to lock a resource in a mode which is 
incompatible with the existing locks on that resource held by other discrete activities, the operation 
is said to be waiting on the resource. When an operation is waiting on a resource, a 
"processwaiting-for" link is created from the process of the waiting operation to the resource. 
The "waiting-type" attribute of that link is set to WAITINGFOR-LOCK, the required external 
and internal modes of the lock set in the "lock-external-mode" and "lock-internal-mode" 
attributes respectively of the link, and the "locked-link-name" attribute is set to the link name, in 
canonical form, of the resource on which the lock is to be established if the resource is a link, and 
to the empty string otherwise. The link is removed when the operation which is waiting on the 
resource is interrupted, or the resource is acquired. 
If a lock is held on an object resource by an activity, then any attempt to establish a lock on any of 
its links by that activity has no effect unless the lock mode resulting from the request is stronger 
than or has no relation of relative strength to the external mode of the lock on the object. 
If a lock is held on a link resource by an activity, then when a lock is established on its origin by 
that activity the lock on the link is discarded, unless the external lock mode on the link is stronger 
than or has no relation of relative strength to the external mode of the lock on the origin. 

16.1.8 Releasing locks 

A distinction is made between discarding a lock (to get rid of it) and releasing a lock. Releasing a 
lock implies discarding the lock for the current activity, and if the lock has a WTR or a DTR mode 
then the closest enclosing transaction inherits the modifications to the resource. If there is no such 
transaction then modifications are committed (i.e. modifications can no longer be discarded). 
In any case, this results in the deletion of the "lock" link and of the "locked-by" link associated 
with the released lock. In the case that the lock is inherited by the closest enclosing transaction, if 
the resource was not already locked on behalf of that transaction, new "lock" and "locked-by" 
links are created between this activity and the locked resource, in order to represent the inherited 
lock. 
Long locks are released at the end of the activity. In the case of short locks two cases can apply: 
- The lock was explicitly established: it is released either at the end of the activity or at the explicit 

unlock of the resource, whichever occurs first. 
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- The lock was implicitly established: it is released as soon as the locked resource is no longer 
being operated on on behalf of the activity holding the lock (for example when the last open 
contents handle to the object contents is closed by CONTENTS-CLOSE). 

When a lock on a resource is discarded, if one or more operations are waiting on the resource then 
an attempt is made to establish or promote a lock on that resource in the modes given by the 
attributes 'lock-external-mode" and "lock-internal-mode" of a "process-waiting-for" link to that 
resource on behalf of the current activity of the process which is the origin of that link. If a lock 
can be established or promoted on behalf of one of those activities, then the corresponding 
"processwaitingfor" link is deleted. If a lock can be established or promoted on behalf of more 
than one such activity, it is not defined on behalf of which activity it is established or promoted. 
The resource on which the lock is established or promoted is the destination of the 
"process-waiting-for" link if the "locked-link-name" attribute of that link is empty, otherwise it is 
the link with that attribute as link name. 
NOTES 
1 The description of each of the operations defines the resources, if any, which are operated on by the operation. 
2 Nested parallel activities should be achieved by using parallel processes. 
3 The internai mode of a Iock held 'by an activity affects only the activity and its nested activities. 

16.1.9 Permanence of updates 

When an update, whether made while a lock is established or not, is made permanent, the 
resulting change to objects in the object base is such that if a volume failure, device failure, or 
network failure event occurs so as to render one or more of those objects inaccessible, the objects 
retain their updated state, Conversely, if an update is not made permanent and such a failure event 
occurs then the objects revert to a state which existed before the update. An update to a link is 
considered to be an update to its origin. 
If an update is made to an object or link while only non-transaction locks are established on that 
object or link then the update is made permanent at the latest when the activity in which the update 
occurred is terminated. 
Updates made to objects or links, while WTR or DTR locks are established on those objects or 
links, are made permanent atomically when no transaction locks remain after a transaction end. 
Updates made which do not require a lock to be established on the object or link, for example 
some operations defined in clause 13 and updates to audit files and accounting logs, are made 
permanent at an implementation-defined time. 

16.1.10 Tables for locks 

In tables 4 to 7 inclusive, model is the mode at the left of a row and mode2 is the mode at the top 
of a column. 
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Table 4 - Relative strength of lock modes 
RUN RSP WUN WSP RPR WPR WTR DUN DSP DPR DTR 

RUN 
RSP 
WUN 
WSP 
RPR 
WPR 
WTR 
DUN 
DSP 
DPR 
DTR 

< < < 
< < < 
< < < 
< < < 

< < - < < 
< 

< < < 
< < 

< > - 
> > - 

- 
- - 
- - - 

- 
Key to table 4 
< 
> 
= 
- 

model is weaker than mode2 
model is stronger than mode2 
model and mode2 are the same 
there is no relation of relative strength between model and mode2 

Table 5 - Compatibility of lock modes 
RUN RSP WUN WSP RPR WPR WTR DUN DSP DPR DTR 

RUN 
RSP 
WUN 
WSP 
RPR 
WPR 
WTR 
DUN 
DSP 
DPR 
DTR 

yes yes 
yes yes 
yes yes 
yes yes 
yes yes 
yes yes 
yes yes 
yes no 
yes no 
yes no 
yes no 

Yes 
Yes 
Yes 
Yes 
no 
no 
no 
no 
no 
no 
no 

yes yes yes yes yes yes yes 
yes yes yes no no no no 
no no no yes yes no no 
no no no no no no no 
yes no no no no no no 
no no no no no no no 
no no no no no no no 
no no no yes no no no 
no no no no no no no 
no no no no no no no 
no no no no no no no 

Key to table 5 
yes model and mode2 are compatible 
no model and mode2 are not compatible 
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Table 6 - Implicit promotion of explicit lock of mode model to mode2 
RUN WUN RPR WPR WTR DUN DPR DTR 

RUN 
RSP 
WUN 
WSP 
RPR 
WPR 
WTR 
DUN 
DSP 
DPR 
DTR 

- 
no 
no 
no 
no 
no 
no 

no 
no 
no 

- 

- 

WUN no 
WSP no 
no no 
no no 
WPR no 
no no 

no no 
no no 
no no 

- - 

- - 

WUN 
WSP 
no 
no 
WPR 
no 

no 
no 
no 

- 

- 

WUN DUN 
WSP DSP 
no DUN 
no DSP 
WPR DPR 
no DPR 
no - 
no no 
no no 
no no 
no - 

DUN 
DSP 
DUN 
DSP 
DPR 
DPR 

no 
no 
no 

- 

- 
Key to table 6 
no there is no promotion 
- the case does not apply 

Table 7 - Promotion of model to mode2: other cases 
RUN 

RUN no 
RSP no 
WUN no 
WSP no 
RPR no 
WPR no 
WTR no 
DUN no 
DSP no 
DPR no 
DTR no 

- 
RSP 
RSP 
no 
WSP 
no 
no 
no 
no 
DSP 
no 
no 
no 

- 

DTR 
DTR 
DTR 
DTR 
DTR 
DTR 
DTR 
DTR 
DTR 
DTR 
DTR 

WUN WSP RPR WPR WTR DUN DSP DPR DTR 
WUN WSP RPR WPR WTR DUN DSP DPR DTR 
WSP 
no 
no 
WPR 
no 
no 
no 
no 
no 
no 

WSP RPR WPR 
WSP WPR WPR 
no WPR WPR 
WPR no WPR 
no no no 
no no no 
DSP DPR DPR 
no DPR DPR 
no no no 
no no no 

WTR 
WTR 
WTR 
WTR 
WTR 
no 
DTR 
DTR 
DTR 
no 

DSP DSP DPR DTR 
DUN DSP DPR DTR 
DSP DSP DPR DTR 
DPR DPR DPR DTR 
DPR DPR DPR DTR 
DTR DTR DTR DTR 
no DSP DPR DTR 
no no DPR DTR 
no no no DTR 
no no no no 

Table 8 - DefauIt ExternaI Lock Modes for Object Resources 
Default lock mode I 

I Read I Write 
I I 

Activity class I I Update Object creation Object 
I I deletion 

UNPROTECTED I RUN I WUN WUN DUN 
PROTECTED I RPR I WPR WPR DPR 
TRANSACTION I RPR I WTR DTR DTR 
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Table 9 - Default External Lock Modes for Link Resources 
Default lock mode 

I 
I Read I Write 
I I 

Activity class I I Update Link creation Link deletion 
UNPROTECTED I RUN I WUN WUN RUN 
PROTECTED I RPR I WPR WPR WPR 
TRANSACTION I RPR IWTR WTR WTR 

16.2  Concurrency and integrity control operations 

16.2.1 ACTIVITY -ABORT 

ACTIVITY-ABORT ( 
) 

ACTIVITY-ABORT terminates the current activity of the calling process and discards 
uncommitted updates. The following actions are performed in order: 
- The activity status and activity start termination time of the current activity of the calling process 

are set to ABORTING and the system current time respectively. 
This implies abnormal termination of any process P which was initiated in the context of the 
current activity and the execution of which has been started but not yet terminated (i.e a process 
in one of the states RUNNING, SUSPENDED, and STOPPED), in the same way as by calling 
PROCESSTERMINATE (P, ACTIVITY-ABORTED). 
ACTIVITY-ABORT waits until all those processes have terminated (i.e. have the state 
TERMINATED). If while in this phase ACTIVITYABORT is interrupted, either because the 
time-out period for the calling process has expired, or because another process has called 
PROCESS-INTERRUPT-OPERATION for the calling process, then the current activity and 
the associated resources are not affected. In particular, the activity status and activity start 
termination time of the activity are reset to their previous values. 

- If the current activity is a transaction, all updates made on behalf of the activity to the resources 
acquired with WRITE-TRANSACTIONED or DELETE-TRANSACTIONED external mode 
lock since the establishing of the locks or the promotion of their external mode to 
WRITE-TRANSACTIONED (or DELETE-TRANSACTIONED for the locks which were 
directly established or promoted to this mode) are discarded. 

- All the locks held by the activity are discarded. This results in the deletion of the "lock" and 
"locked-by" links associated with those locks. 

- The activity status and activity start termination time of the activity are set to ABORTED and the 
current system time respectively. The activity remains in existence until the calling process is 
deleted. 

As a result of these actions, the activity on whose behalf the aborted activity was initiated becomes 
the calling process's current activity. 

Errors 
ACTIVITY-WAS-NOT-STARTED_BY_CALLING_PROCESS 
ACTIVITY-IS-OPERATING-ON-A-RESOURCE 

a 

0 

I 

16.2.2 ACTIVITY-END 

ACTIVITY-END ( 
1 
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ACTIVITY-END terminates the current activity of the calling process normally. The effect of this 
operation is immediately to commit all outstanding updates in the context of the enclosing activities 
and to release all locks still held by the activity. The following actions are performed in order: 
- The activity status and activity start termination time of the current activity of the calling process 

are set to COMMITTING arid the current system time respectively. 
The operation then waits unlil all the processes which were initiated on behalf of the activity and 
the execution of which has been started but not yet terminated (i.e. processes which are 
running, suspended, or stopped) have terminated. 
If, while in this phase, the operation is interrupted, either because the time-out period defined 
for the calling process has expired or because another process has called 
PROCESS-INTERRUPT-OPERATION for the calling process, then the current activity and 
the associated resources are not affected. In particular, the activity status and activity start 
termination time of the activity are reset to their previous values. 

- The locks still held by the activity are released. For locks established with external mode 
WRITE-TRANSACTIONED or DELETE-TRANS ACTIONED, all the updates made to the 
locked resource on behalf of the activity since the establishment of the lock are committed in the 
context of the enclosing transactions. This means the WRITE-TRANS ACTIONED and 
DELETE-TRANS ACTIONED locks are inherited by the closest enclosing transaction if any, 
otherwise the modification are committed (i.e. modification can no longer be discarded) and 
those locks are discarded (see 16.1.4 and 16.1.8). In any case, this results in the deletion of 
the "lock" and "locked-by" links associated with those locks. 

- The activity status and activity start termination time of the activity are set to COMMITTED and 
the current system time respectively. 

The activity object remains in existence until the calling process is deleted. The activity on whose 
behalf the terminated activity was initiated becomes the calling process's current activity. 
Errors 
ACIWITY-WAS-NOT-STARTED-BY-CALLING-PROCES S 
ACTIVITY-IS-OPERATING-ON-A-RES OURCE 
TRANSACïiON_CANNOT-BE_COMMITTED 

0 

16.2.3 ACTIVITY - START 

ACTIVITY-START ( 
activity-class : Act ivit y-cl as s 

1 
ACTIVITY-START creates a new activity of activity class activity - class, nested within the 
current activity of the calling process. 
The activity is created on the same volume as the calling process, with a "started-activity" link to it 
from the calling process. The activity has the same mandatory labels and the same atomic and 
composite ACLs as the calling process. 
A "nested-in" link and a "nested-activity" link are created between the new activity and the current 
activity of the calling process. 
The activity class and activity start time of the new activity are set to activity_cZass and the current 
system time respectively. 
The new activity then becomes the current activity for the calling process. 
Errors 
LIMIT-WOULD-BE-EXCEEDED (MAX-ACTIVITIES) 
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LIMIT-WOULD-BE-EXCEEDED (MAX-ACTIVITIES-PER-PROCES S) 
If the calling process has OWNER granted or denied: 

VOLUME-IS-FULL (volume on which the calling process resides) 
NOTE - The class of an activity influences system behaviour with respect to lock durations and the default external 
mode of implicit locks. 

OWNER~PROPAGA'MON~ERRORSoN_coMpON~COMPONENT~CREATION (new activity) 

16.2.4 LOCK-RESET-INTERNAL - MODE 

LOCK-RESET-INTERNAL-MODE ( 
object : Object-designator 

) 
LOCK-RESET-INTERNAL-MODE resets to READ-UNPROTECTED the internai mode of the 
lock associated with the object resource object. 
As result, the internal lock mode of the associated "lock" link is set to the value 

Errors 
e READ-UNPROTECTED. 

DISCRETIONARYACCES S-ISNOT-GRANTED (object, ATOMIC) 
LOCK-ISNOT-EXPLICIT (object) 
OBJECT_IS-NOT-LOCKED (object) 
OB JECT-IS-OPERATED-ON (object, ATOMIC) 

16.2.5 LOCK - SET - INTERNAL-MODE 

LOC K-S ET-I NTE RN AL-M OD E ( 
object : Object-designator, 
lock-mode 
wait_flag : Boolean 

: Lock-in t er na-mode , 

) 
LOCK-SET-INTERNAL-MODE promotes the internal mode of the lock on the object resource 
designated by object. 
If the required lock internal mode is weaker than the existing one, no action is performed. 
If lock-mode is not stronger than the internal mode of the lock currently held by the activity on 
object, then, whenever possible, the operation results in an explicit promotion of the internal mode 
of that lock to the weakest mode which is stronger than both the current internal mode and 
lock mode. E.g. if the current internal mode is READ-PROTECTED and lock mode is 
WRITE-UNPROTECTED then, if the operation succeeds, it results in the promotion of the 
internal mode of the existing lock to WRITE-PROTECTED. 
Let new lock mode be the actual value of this lock internal mode: either the specified value 
l ock  mode-or the value derived from it by the above promotion rule; then 
LOCK-SET-INTERNAL-MODE sets the internal lock mode of the associated "lock" link to 
new - lock - mode. 
In case of conflict between the required internal mode and other concurrent acquisitions of the 
resources in the concerned domain of the object resource object (see 16.1.7), the behaviour of the 
operation depends on the value of waitflag: 
- true : the operation waits on the resource until it acquires the resource or until the operation is 

- false: the operation does not wait on the resource and the operation fails with the error 

e 

interrupted or until the process is terminated,whichever comes first; 

condition LOCK-INTERNAL-MODE-CANNOT-BE-CHANGED and has no effect. 
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Errors 
DISCRETIONARY-ACCESS-IS-NOT_GRANTED (object, ATOMIC) 
LOCK-INTERNAL-MODE-CANNOT-BE-CHANGED (object, lock-mode) 
LOCK-ISNOT-EDLICIT (object) 
LOCK-MODE-IS-TOO-STRONG (lock-mode, object) 
OBJECT-ISNOT-LOCKED (object) 

16.2.6 L O C K-SET-OB JE CT 

LOCK-SET-OBJECT ( 
object : Object-designator, 
lock-mode : Lock-set-mode, 
waiLflag : Boolean, 
scope : Object-scope 

1 
LOCK-SET-OBJECT either establishes a new lock on the object resource object, if object is not 
yet assigned to the current activity, or promotes an existing lock on object otherwise. If scope is 
COMPOSITE, LOCK-SE?-OBJECT also does the same for the object resource of each 
component of the object object. 
If lock-mode is READ-DEFAULT, WRITE-DEFAULT or DELETE-DEFAULT, the external 
mode of the lock is chosen according to the class of the current activity as shown in table 10. 

Table 10 - Interpretation of default lock modes 
Activity class READ-IDEFAULT WRITE-DEFAULT DELETE-DEFAULT 
UNPROTECTED RUN WUN DUN 
PROTECTED RPR WPR DPR 
TRANSACTION RPR WTR DTR 

The locks are established or promoted as follows, where resource is the object resource object, 
and each of the object resources of the components of object if scope is COMPOSITE. 
If the current activity of the calling process has a lock on resource then the lock's external mode is 
promoted to lock mode. If this is weaker than the lock's current external mode, the operation is 
successful but noaction is performed. 
The internal mode of a new lock is set to READ-UNPROTECTED. If lock-mode is not stronger 
than the locks current external mode, then the operation results in an explicit promotion of the 
external mode of the lock according to the rule of explicit promotion of an external mode defined 
in 16.1.5. 
Let new-lock mode be the actual value of this lock mode: either the specified value lock-mode or 
the value derived from it as defined by the above rule of explicit promoting an external mode. 
If the current activity is enclosed in a transaction, LOCK-SET-OBJECT also results in an attempt 
to implicitly establish or to implicitly promote a lock on the object resource resource on behalf of 
the closest enclosing transaction. The external mode implied-lock mode of this implied lock is 
derived from lock-mode as defined in 16.1.6, and its internal mode-implied-internal-lock-mode 
is READ-UNPROTECTED, 
If new locks are to be established, for each of these locks, LOCK-SET-OBJECT creates a "lock" 
and a "locked-by" link (each reversing the other) between the activity on behalf of which the lock 
is established (i.e. the current activity of the calling process or its closest enclosing transaction) 
and the locked object. The links remain in existence until the corresponding locks are released or 
inherited. 

a 

a 
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In  this case LOCK-SET-OBJECT initializes the attributes of the new links as follows: 
- Attributes of "lock" link of the current activity: 

. lock duration is set to LONG if the current activity is a transaction, otherwise it is set to 
SHORT; 

. lock explicitness is set to EXPLICIT; 

. lock internal mode and lock external mode are set to READ-UNPROTECTED and to 
new-lock-mode respectively. 

- Attributes of "lock" link of the enclosing transaction: 
. lock duration is set to LONG; 
. lock explicitness is set to IMPLICIT; 
. lock internal mode and lock external mode are set to implied-internal-lock-mode and to 

implied-lock-mode respectively. 
The locked resource of each of these links is not set and has its initial value which is the empty 
string. 
If the locks are promoted then only the external lock mode and internal lock mode of the existing 
locks are modified; they are set as described above. 
In case of conflict between the locks required on object or on any of its components (if scope is 
COMPOSITE) and other concurrent acquisitions of the resources in the corresponding concerned 
domain, the behaviour of the operation depends on the value of waitflag: 
- true: no lock is established or promoted by the operation, and the operation waits on the 

resource until the resource becomes available, until the operation is interrupted, or until the 
process is terminated, whichever comes first; 

- false: no lock is established or promoted by the operation, the operation does not wait on the 
resource, and the operation fails with the LOCK-COULD-NOT-BE-ESTABLISHED error 
condition . 

If scope is COMPOSITE, then none of the locks that the operation is trying to establish or 
promote are established or promoted until all of them can be established or promoted. 
Errors 
DISCRETIONARY-ACCES SIS-NOT-GRANTED (object, scope) 
LOCK-COULDNOT-BE-ESTABLISHED (object, scope) 
LOCK-MODE-ISNOT-ALLOWED (lock-mde) 
If scope is ATOMIC: 

If scope is COMPOSITE: 

OB JECTIS-INACCESSIBLE (object, scope) 

OB JECT-ISARCHIVED (object) 

OBJECT-ISARCHIVED (object or a component of object) 

16.2.7 LOCK-UNSET-OBJECT 

LOC K-U NS ET-OB J ECT ( 

1 

object : Object-designator, 
scope : Object-scope 

LOCK-UNSET-OBJECT releases the lock established by the current activity of the calling 
process on the object resource object. If scope is COMPOSITE, LOCK-UNSET-OBJECT also 
does the same thing for the object resource of each component of object. 
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This results in the deletion of the "lock" and "locked-by" links associated with the released lock or 
locks. 
Errors 
DISCRETIONARY-ACCESS-ISNOT-GRANTED (object, scope) 
LOCK-ISNOT-EXPLICIT (object ) 
If scope is ATOMIC: 

OBJECT-ISARCHIVED (object) 
If scope is COMPOSITE: 

OBJECT-ISARCHIVED (object or a component of object) 
OBJECT-IS-INACCESSIBLE (object, scope) 
OBJECT-IS-OPERATED-ON (object, scope) 
UNLOCKING-lN-TRANSA(VIT0N-IS-FORBIDDEN 

1 7  Replication 

1 7 . 1  Replication concepts 

17.1.1 Replica sets 

Replica-set-identifier = Natural 
sds system: 
replica-set-identifier: natural; 
replica-set-directory: child type of object wil 
link 

known-replica-set: (navigate) nonduplicated existence link (replica-set-identifier) 

replica-sets-of: implicit link to common-root reverse replica-sets; 
to replica-set reverse known-replica-setof ; 

end replica-set-directory; 
replica-set: child type of object with 
link 

master-volume: (navigate) reference link to administration-volume reverse 

copy-volume: (navigate) reference link (volume-identifier) to administration-volume 

known-replica-set-of: implicit link to replica-set-directory reverse known-replica-set; 

master-volumeof ; 

reverse copy-volume-of; 

end replica-set; 
extend object type administration-volume with 
link 

master-volumeof: (navigate) reference link (replica-set-identifier) to replica-set 

copy-volumeof: (navigate) reference link (replica-set-identifier) to replica-set reverse 
reverse master-volu me ; 

cop y-volu me ; 
end administration-volume; 
end system; 

The replica set directory represents the set of known replica sets. Each replica set has a unique 
replica set identifier which is assigned to the replica set on creation and uniquely identifies the 
replica set within the PCTE installation. 
The replica set directory is the destination of a "replica-sets" link from the common root. Each 
known replica set is the destination of a "known-replica-set" link from the replica set directory 
whose key is the replica set identifier of that replica set. 
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A replica set has exactly one master volume which is chosen when the replica set is created. It 
also has a set of copy volumes. Master and copy volumes are administration volumes. The key 
of a "copy-volume" link is the volume identifier of its destination volume. The keys of 
"master-volume" and "copy-volume" links are the replica set identifiers of their destination replica 
sets. 
A copy volume of a replicated set cannot also be the master volume for that same set. 

17.1.2 Replicated objects 

sds system: 
extend object type replica-set with 
link 

replicatedas-part-of ; 
end replica-set; 
extend object type administration-volume with 
link 

end administration-volume; 
extend object type object with 
link 

end object; 
end system; 

includesobject: (navigate) reference link (exact-identifier) to object reverse 

replica: (navlgate) reference link (exact-identifier) to object reverse replica-on; 

replicated-as-partof : (navigate) implicit link to replica-set reverse includesobject; 
replica-on: implicit link to administration-volume reverse replica; 

Objects are classified as normal, master or copy, according to the value of the replicated state (see 
9.1.1): 
- A master object has replicated state MASTER; it belongs to exactly one replica set, and it 

resides on the master volume of that replica set. 
- A copy object has replicated state COPY; it belongs to exactly one replica set, and is a replica on 

a copy volume of that replica set, but does not reside on any volume (i.e. there is no 
"objecton-volume" link to it; see 11.1.1). 

- A normal object has replicated state NORMAL; it belongs to no replica set, and can reside on 
any volume. 

0 
For each master object there may be a corresponding copy object (with the same exact identifier) 
on each of its replica set's copy volumes; for each copy object there is a corresponding master 
object on its replica set's master volume. Such a set of corresponding master and copy objects is 
called a replicated object. 
Operations which modify a copy object are forbidden, and master objects can be modified only by 
processes for which PCTE-REPLICATION is an effective security group. 
The destinations of the "includes-object" links leaving a replica set are called the objects replicated 
as part of that replica set. The key of an "includes-object" link is the exact identifier of its 
destination object. 
If a link is created to a replicated object then the link is created to the master object. 
A replica set is replicated as part of itself. 
The following objects cannot be replicated: processes, activities, pipes, devices, execution sites, 
volumes, message queues, audit files, and accounting logs. 
NOTES 
1 There is intended to be a copy of each object of a replicated set on each of the copy volumes of the replicated set. 
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2 The master and all copies of a replicated object are intended to be kept identical, except for the volume identifier, 
last access time, replicated state, composite last access time, composite last change time, composite last 
modification time and "replica-on" and usage designation links. It is expected that system tools automatically 
propagate modifications and enforce convergence among the various copies in a PCTE installation. Instantaneous 
updating of ail copies of a replicated object as the master evolves is not expected, so that the replication mechanism 
has to manage temporary inconsistencies among the various copies of the replicated objects, supporting suitable 
procedures for the propagation of updates. 

17.1.3 Selection of an appropriate replica 

sds system: 
extend object type workstation with 
link 

administration-voïume; 
end workstation; 
end system; 

replica-set-chosen-volume: (navigate) designation link (replica-set-identifier) to 

At each moment for each workstation W and replica set S, there is a unique volume V called the 
chosen v o f m e  of W for accessing S. This is defined as follows: 
- it is an explicitly chosen volume. This explicit choice is modelled as a 

"replica-set-chosen-volume" link from W to V with the replica set identifier of S as its key. 
- it is an implicitly chosen volume. This implicit choice is made when there is no 

"replica-set-chosen-volume" link from W with the replica set identifier of S as its key. 
If a link destination resides on an administration volume this is considered to be a potential link to 
a replicated object. 
If a link identifies an object O that is replicated as part of a replica set S then replication redirection 
may occur. Replication redirection means that the object reached or navigated through as the 
destination of a link (including "replica" links) is the copy object of O on the chosen volume for 
accessing S of the execution site of the calling process (see 17.1.3) if such a copy object exists, 
and the master object of O otherwise. There is an exception for service designation links in that 
replication redirection applies to the state of the object base at the time the link was created rather 
than when it is navigated through. 
When an object is referenced using an internal object reference or a contents handle the designated 
object is always the one that was reached at the time the corresponding pathname evaluation was 
performed, regardless of whether a new local copy has been created or deleted since that 
evaluation. 
An object replicated as part of a replica set S can only be updated by processes having 
PCTE-REPLICATION privilege and running on a workstation whose chosen volume for 
accessing S is the master volume of S. If a link having referential integrity is created to a 
replicated object then the calling process must have PCTE-REPLICATION privilege. 
NOTES 
1 Since "replica-set-chosen-volurne links" are designation links they may be replaced when the volumes that they 
designate become unavailable, thus allowing an alternative volume containing that replica set to be chosen. 
2 A XTE implementation may aiitomatically decide which of the master or copy volumes of a replica set should 
be implicitly chosen for each workstation. This can be used to allow the PCTE implementation to minimize 
network load and to recover from machine or network failure. 
3 A navigation to or from a replicated object should not fail because the master object is not accessible as long as 
the chosen volume of the workstation of the process on whose behalf the navigation is being performed contains a 
copy of that object. 
4 Access to a direct component of an object is made as if the corresponding composition link is navigated. 
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17.1.4 Administration replica set 

There is exactly one administration replica set. It has replica set identifier O. Its master volume is 
the master administration volume (see 11.1.2). Each administration volume other than the master 
administration volume is a copy volume of the administration replica set. 
The administration replica set includes the predefined replicated objects, representing certain 
system entities; each predefined replicated object has a master on the master administration volume 
and a copy on each other administration volume; a predefined replicated object may not have its 
replicated state changed. The predefined replicated objects are: 
- the common root; 
- the administrative objects. 
NOTE - Copies of predeîïned replicated objects cannot be deleted. 

17 .2  Replication operations 

17.2.1 REPLICA - SET-ADD-COPY-VOLUME 

R E PLI CA-S ET-AD D-CO PY-VOLU M E ( 
replica-set : Replica-set-designator, 
copy-volume : Administration-volumedesignator 

) 
REPLICA-SET-ADD-COPYVOLUME adds copy-volume to the set of copy volumes for the 
replica set replica-set. 
A "copy-volume" link with key equal to the volume identifier of copy-volume is created from 
replica - set to copy-volume. The key of its reverse link is the replica set identifier of replica-set. 
A copy of replica-set is created in copy-volume. A "replica" link with key equal to the exact 
identifier of replica-set is created from copy-volume to this copy object. 
A read lock of the default mode is set of the master of replica-set. Write locks of the default 
modes are set on the created "copy-volume", "copy-volume-of I, "replica" and "replica-on" links 
and the created copy of replica-set. 
Errors 
ACCESS-ERRORS (copy-volume, ATOMIC, MODIFY, APPENDLINKS) 
ACCESS-ERRORS (master of replica-set, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESS-ERRORS (master of replica-set, ATOMIC, READ, READ-ATTRIBUTES) 
ACCESSERRORS (master of replica-set, ATOMIC, READ, READ-LINKS) 
PRIVILEGE-IS-NOT-GRANTED (PCTE-REPLICATION) 
REPLICA-SET-ISNOT-KNOWN (replica set) 
VOLUME-ISALREADYCOPY-VOLUMË-OFREPLICA-SET (replica-set, copy-volume) 
VOLUME-IS-MASTER-VOLUME-OF-REPLICA-SET (replica-set, copy-volume) 

17.2.2 REPLICA - SET-CREATE 

REPLICA-SET-CR EATE ( 

) 

master-volume : Administration-volume-designator, 
identifier : Natural 

replica-set : Replica-set-designator 
REPLICA-SET-CREATE creates replica set replica set with master volume muster-volwne. The 
newly created object resides on master - volume, and & replicated as part of itself. 
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A "known-replica-set'' link is created from the replica set directory to replica-set with key 
identifîer, together with its reverse link. identifîer becomes the replica set identifier of the replica 
set. 
A "master-volume" link is created from replica-set to master-volume. The key of its reverse link 
is assigned the value identifZer. 
An "includes-object" link is created from replica-set to replica-set with key equal to the exact 
identifier of replica-set. Its reverse link is also created. 
Write locks of the default modes are obtained on replica-set and the created "known-replica-set", 
"knownreplica-set-of", "rnaster-volume", "master-volume-of", "includes-object" and 
"replicated-as-part-of links. 

Errors 
ACCESSERRORS (replica set directory, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESSERRORS (muster-volume, ATOMIC, MODIFY, APPENDLINKS) 
LINK-EXISTS (replica set directory, "known-replica-set" link from replica set directory with 
key identifier.) 
PRIVILEGE-ISNOT-GRAI'?TED (PCTE-REPLICATION) 

17.2.3 REPLICA - SET-REMOVE 

RE PL ICA-SET-R EM OVE ( 
replica-set : Replica--set-designator 

) 
REPLICA-SET-REMOVE removes replica set replica-set from the replicated set directory. 
The "master-volume" link from replica-set to its master volume is deleted, together with its 
reverse link. 
The "includes-object" link from replica - set to replica-set is deleted, together with its reverse link. 
The "known-replica-set" link from the replica set directory to replica set is deleted, together with 
its reverse link. If this link is the last existence link leading to replica-set, replica-set is deleted. 
Write locks of the default modes are set on replica-set and the deleted "known-replica-set", 
"known-replica-set-of", "master-volume", "master-volume-of", "includes-object" and 
"replicated-as-part-of links. 
Errors 
ACCESSERRORS (replica set directory, ATOMIC, MODIFY, WRITE-LINKS) 
ACCES SERRORS (replica-set, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESSERRORS (replica - set, ATOMIC, CHANGE, WRITE-IMPLICIT) 
ACCESSERRORS (master volume of replica-set, ATOMIC, MODIFY, WRITE-LINKS) 
OB JECT-HAS-LINKS-PREVENTING-DELETION (replica - set) 
OBJECT-IS-IN-USE-FOR-DELETE (replica-set) 
PRIVILEGE-ISNOT-GRANTED (PCTE-REPLICATION) 
REPLICASET-HASÇOPY -VOLUMES (replica-set) 
REPLICA-SET-IS-NOT-ENPTY (replica-set) 
REPLICA-SET-IS-NOT-KNOWN (replica-set) 

O 
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17.2.4 REPLICA-SET-REMOVE-COPY_VOLUME 
REPLiCA-SET-REMOVE_COPY_VOLUME ( 

replica-set : Replica-set-designator, 
copy-volume : Administration-volume-designator 

1 
REPLICA-SET-REMOVE-COPY-VOLUME removes copy volume from the set of copy 
volumes of the replica set replica set. The copy of replica-set on copy-volume is deleted. 
The "copy-volume" link with key equal to the volume identifier of copy-volume and its reverse 
link are deleted. 
The link of type "replica" from copy-volume to the copy of replica-set on copy-volume is 
deleted, as is its reverse link. 
Write locks of the default modes are set on the deleted "copy-volume", "copy-volumeof", 
"replica" and "replica-on" links and the deleted copy of replica-set. 
Errors 
ACCESS-ERRORS (master of replica-set, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESSERRORS (deleted copy of replica-set, ATOMIC, MODIFY) 
ACCESSERRORS (copy-volume, ATOMIC, MODIFT, WRITE-LINKS) 
PRIVILEGE-ISNOT-GRANTED (PCTE-REPLICATION) 
REPLICASETCOPY-ISNOT-EMPTY (replica-set, copy-volume) 
REPLICAS ET-ISNOT-KNOWN (rep ka-set) 
VOLUME-IS-NOT-COPY-VOLUME-OFREPLICA-SET (replica-set, copy-volume) 

O 

17.2.5 REPLICATED-OBJECT-CREATE 

R E PLICATED-OB J ECT-C R EATE ( 
replica-set : Replica-setdesignator, 
object : Object-designator 

1 
REPLICATED-OB JECT-CREATE converts the normal object object to a master object belonging 
to replica set replica-set. The replicated state of object is set to MASTER. 
A "replica" link is created from the master volume of replica-set to object with key equal to the 
exact identifier of object. Its reverse link is also created to the master volume. 
An "includes-object" link is created from replica-set to object with key equal to the exact identifier 
of object. Its reverse link is also created. 
A write lock of the default mode is obtained on object and a write lock of the default mode is 
obtained on the created "replica" link. 

O 

I 

Errors 
ACCESSERRORS (object, ATOMIC, CHANGE, CONTROL-OBJECT) 
ACCESSERRORS (object, ATOMIC, CHANGE, APPEND-IMPLICIT) 
ACCES SERRORS (replica - set, ATOMIC, MODIFY, APPEND_LINKS) 
ACCES SERRORS (master volume of replica-set, ATOMIC, MODIFY, APPEND-LINKS) 
OBJECT-IS-NOT-ON-MASER-VOLUME-OF-REPLICA-SET (replica-set, object) 
OB JECT-ISREPLICATED (object) 
OB JECT-ISNOT-REPLIC ABLE (object) 
PRIVILEGE-IS-NOT-GRANTED (PCTE-REPLICATION) 
REPLICA-SET-ISNOT-KNOWN (replica-set) 
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The following implementationdependent errors may be raised for any object X with a link to 
object: 

VOLUME-ISNOT-MOUNTED (X, ATOMIC) 
VOLUME-IS-READ-ONLY (X, ATOMIC) 

17.2.6 REPLICATED-OB JECT-DELETE-REPLICA 

REPLiCATED-OBJECT-C)ELETE_REPLICA ( 
object : Object-designator, 
copy- volume : Ad m in is t rat io n-vo I u me-d es ig n at0 r 

) 
REPLICATED-OB JECT-DELETE-REPLICA deletes the copy object object from the volume 
copy - volume. The "replica" link leading to object and its reverse "replica-on" link are deleted. 
If the copy object has contents and this is currently opened by one or more processes, the deletion 
of the contents is postponed until all processes have closed the contents; i.e. the object is no longer 
accessible for example using internal object references or for replication redirection, but an 
operation using a contents handle to access its contents is not affected by the deletion until the 
contents handle is closed. 
Write locks of the default mode are obtained on object and on the deleted replica link. 

Errors 
ACCESSERRORS (copy-volume, ATOMIC, MODIFY, WRITE-LINKS) 
OBJECT-IS-NOT-REPLICATED-ON.-VOLUME (object, copy-volume) 
PRIVILEGE-ISNOT-GRANTED (PCTE-REPLICATION) 
OBJECT-IS-PREDEFINED-REPLICATED (object) 
OBJECT-ISA-REPLICAS ET (object) 
S TATIC-CONTEXT-IS-IN-USE (object) 
The following implementation-dependent error may be raised 

0 

ACCESSERRORS (master of object, ATOMIC, CHANGE) 

17.2.7 REPLICATED-OB JECT-DUPLICATE 

R EPLl CATED-OB J ECT-DU PLlC ATE ( 
object : Object-designator, 
volume : Administration-volume-designator, 
copy-volume : Administration-volume-designator 

) 
If volume and copy-volume are the same, then REPLICATED-OBJECT-DUPLICATE has no 
effect. 
If volume and copy-volume are not the same, and a copy of object does not already exist in 
copy volume, a copy is created and a "replica" link, keyed by the exact identifier of object, is 
created from copy-volume to the new copy, together with its reverse "replica-on" link. 
If volume and copy volume are not the same, and a copy of object already exists in copy-volume, 
the copy in copy-dume is updated as defined below. 
On completion, the atomic object of the copy in copy - volume is identical to the atomic object of 
object except for the following: 
- The volume identifier of the copy object is set to the volume identifier of copy-volume. 
- The last access time of the copy object is set to the value of the system clock at the time of call. 
- The destination of its "replica-on" link is copy-volume. 
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- The replicated state of the copy object is set to COPY. 
- Usage designation links are not copied to the copy in copy-volume. 
- If object has contents and there is a copy of object in copy-volume, the effect is that of 

CONTENTSTRUNCATE followed by CONTENTS-WRITE with the contents of object. 
A write lock of the default mode is obtained on the copy object, and a read lock of the default 
mode is obtained in object. Write locks of the default mode are obtained on the "replica" link and 
its reverse "replica-on" link, if created. 

Errors 
ACCESSERRORS (copy of object on volume, ATOMIC, READ) 
If a new "replica" link is created: 

OBJECT-IS-NOT-REPLICATED-ON-VOLUME (object, volume) 
PRIVILEGE-IS-NOT-GRANTED (PCTE-REPLICATION) 

ST ATIC-CONTEXT-IS-IN-US E (object) 
VOLUME~IS~NOT~MASTER~OR_COPY_VOLUME~OF~REPLICA~SET (volume, replica set 
of object) 
VOLUME-IS-NOT-COPY-VOLUME-OF-REPLICASET (copy-volume, replica set of object) 
VOLUME-IS-MASTER-VOLUME-OF-REPLICA-SET (copy-volume, replica set of object) 
The following implementation-dependent error may be raised: 

NOTES 
1 REPLICATED-OBJECT-DUPLICATE causes a copy of the atomic object of object to exist as the atomic 
object of the copy object in the volume copy-volume. The copy object has the same components as object, but the 
components are not copied. 
2 Updates to copy objects by this operation are subject to transaction rollback. 

ACCESS-ERRORS (copy-volume, ATOMIC, MODIFY, APPENDLINKS) 

0 REPLICATED-COPY-IS-IN-USE (object) 

ACCESS-ERRORS (master of object, ATOMIC, CHANGE) 

17.2.8 REPLICATED-OB JECT-REMOVE 

REPLICATED-OBJECT-REMOVE ( 
object : Object-designator 0 

1 
REPLICATED-OB JECT-REMOVE removes the master object object from the replica set to 
which it belongs by changing it into a normal object residing on the master volume of this replica 
set. The replicated state of object is set to NORMAL, and the "replica" and "includesobject" 
links leading to the object are deleted, together with their reverse "replica-on" and 
"replicated-as-part-of" links. 
Write locks of the default mode are obtained on the deleted "replica", "replica-on", 
"includes-object" and "replicated-as-part-of' links, and on object. 
Errors 
ACCESSERRORS (master volume of object, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESSERRORS (object, ATOMIC, CHANGE, CONTROL-OBJECT) 
ACCESSERRORS (object, ATOMIC, CHANGE, WRITE-IMPLICIT) 
ACCES SERRORS (replica set containing object, ATOMIC, MODIFY, WRITE-LINKS) 
OBJECT-HAS-COPIES (object) 
OBJECT-IS -A-REPLICASET (object) 

i 
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OBJECT-IS-NOT-MASTER--REPLICATED-OB JECT (object) 
OBJECT-IS-PREDEFINED-REPLICATED (object) 
PNVILEGE-IS-NOT-GRANTED (PCTE-REPLICATION) 
The following implementationdependent errors may be raised for any object X with a link to 
object: 

VOLUME-IS-NOT-MOUNTED (X, ATOMIC) 
VOLUME_ISREAD-ONLY (X, ATOMIC) 

17.2.9 WORKSTATION-SELECTREPLICA-SET-VOLUME 

WORKSTATION-SELECT-REPLICASET_VOLUME ( 
station : Workstation-designator, 
replica-set : Replica-set-designator, 
volume : Administration-volume-designator 

) 
WORKSTATION-SELECT-REPLICA-SET-VOLUME selects volume as the chosen volume for 
accesses to replica set by station. 
If station has a "replica-set-chosen-volume" link whose key is the replica set identifier of 
replica - set, that link is first deleted. 
A "replica-set-chosen-volume" link with a key equal to the replica set identifier of replica-set is 
then created from station and leading to volume. 
A write lock of the default mode is created on the "replica-set-chosen-volume" link. 

Errors 
If station already has a chosen volume for accesses to replica-set: 

ACCESSERRORS (station, ATOMIC, MODIFY, APPENDLINKS ) 
PRIVILEGE-IS-NOT-GRANTED (PCTE-REPLICATION) 
REPLICA-SET-ISNOT-KNQWN (replica-set) 
VOLUME~IS~NOT~MASTER~OR~COPY~VOLUME~OF.-REPLICA~SET (replica - set, 
volume) 

ACCESSERRORS (station, ATOMIC, MODIFY, WRITE-LINKS) 

17.2.10 WORKSTATION UNSELECT REPLICA-SET VOLUME O - L - 
CT-R EPLl CA-SET-VOLU ME ( 

station : Workstation-designator, 
replica-set : Replica-set-designator 

1 
WORKS T A T  I O N-U N S El LE CT-R E PL I C A- S E T-V O L U ME the 
"replica-set-chosen-volume" link from station whose key is the replica set identifier of 
replica - set. 
A write lock of the default mode is created on the deleted "replica-set-chosen-volume" link. 
Errors 
ACCESSERRORS (station, ATOMIC, MODIFY, WRITE-LINKS) 
PRIVILEGE-IS-NOT-GR ANTED (PCTE-REPLIC ATION) 
REPLICA-SET-IS-NOT-KNOWN (replica-set) 
W~RK~TATION-HAS_NO_~~~HOICE_OF_VOLUME-FOR-REPLICA-SET (station, 
replica-set) 

d e  1 e t  e s 
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1 8  Network connection 

1 8 . 1  Network connection concepts 

18.1.1 Execution sites 

ISO/IEC 13719-1 : 1995(E) 

sds system: 
execution-site-directory: child type of object with 
link 

known-execution-site: non-duplicated existence link (execution-site-identifier) to 

execu t ion-sit e s o f  : imp I icit I ink to commo n-root reverse execu t io n-s it es : 
execution-site; 

end execution-site-directory; 
execution-site: child type of object with 
link 

end execution-site; 
end system; 

runningjrocess: (navigate) non-duplicated designation link (number) to process; 

The execution site identifier is assigned to the execution site on creation and uniquely identifies the 
execution site within the PCTE installation during its existence. 
The destinations of the "running-process" links, if any, are the processes running on the 
workstation (see 13.1.4). 
The execution site directory is an administrative object (see 9.1.2). 
NOTE - An execution site is either a workstation (see 18.1.2) or a foreign system (see 18.1.3). 

18.1.2 Workstations 

Work-status = set of Work-status-item 
Work-status-item = ACTIVITY-REMOTE-LOCKS I ACTIVITY-LOCAL-LOCKS I 

TRANSACTION-REMOTE-LOCKS I TRANSACTION-LOCAL-LOCKS I 
QUEUE-REMOTE I QUEUE-LOCAL I RECEIVE-REMOTE I RECEIVELOCAL I 
CHILD-REMOTE I CHILD-LOCAL 

Requested-connection-status = LOCAL I CLIENT I CONNECTED 
Connection-status = Requestedconnection-status I AVAILABLE a 
Workstation-status = Connection-status * Work-status 
New-administration-volume :: 

FOR El GN-D EVlC E : String 
ADMINISTRATION-VOLUME : Volume-identifier 
VOLUME-CHARACTERISTICS : String 
DEVICE : Device-identifier 
DEVICE-CHARACTERISTICS : String 
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sds system: 
workstation: child type of execution-site with 
attribute 

AVAILABLE, CONNECTED):= LOCAL; 
connection-status: (read) non duplicated enumeration (LOCAL, CLIENT, 

PCTE-implementation-name: (read) non-duplicated string; 
PCTE-implementation-release: (read) non-duplicated string; 
PCTE-implementation-version: (read) nonduplicated string; 
node-name: (read) non-duplicated string; 
machine-name: (read) non-duplicated string; 

controlled-device: (navigate) non-duplicated existence link (device-identifier: 

associated-administration-volume: (navigate) nonduplicated designation link to 

initial-process: nonduplicated existence link (number) to process; 
outermost-activity: (navigate) nonduplicated existence link (number) to activity; 

link 

natural) to device reverse deviceof; 

administration-volume; 

end workstation; 
end system; 

The work status consists of a number of independent work status items as follows (where local 
means residing on a volume mounted on a device controlled by this workstation, and remote 
means residing on a volume mounted on a device controlled by some other workstation): 

ACTIVITY-REMOTE-LOCKS: at least one non-transaction activity started on the workstation 
holds locks on remote objects, 
ACTIVITY-LOCALLOCKS: at least one non-transaction activity started on another 
workstation has locks on local objects, 
TRANSACTION-REMOTELOCKS: at least one transaction started on the workstation holds 
locks on remote objects, 
TRANS ACTION-LOCAL-LOCKS : at least one transaction started on another workstation has 
locks on local objects, 
QUEUEREMOTE: at least one process on the workstation has a remote reserved message 
queue, 
QUEUE-LOCAL at least one process on a remote workstation has a message queue reserved 
on the workstation, 
RECEIVE-REMOTE: at least one process on the workstation is waiting for the reception of a 
message from a remote message queue, 
RECEIVELOCAL: at least one process on another workstation is waiting for the reception of 
a message from a local message queue, 
CHILD-REMOTE: at least one process on the workstation has one or more unterminated 
remote child processes, 
CHILDLOCAL: at least one process on another workstation has one or more unterminated 
local child processes. 

New administration volumes are used in WORKSTATION-CREATE. The meaning of 
FOREIGN-DEVICE is implementation-defined. It is a string used to designate a new physical 
resource (i.e. not yet represented by a device object). 
A workstation A is a client of a workstation B if at least one of the following is true: 
- a process running on A has started a child process on B which is not yet terminated; 
- a process running on A is accessing (i.e. reading from, writing to, or navigating through) an 

object residing on a volume mounted on a device controlled by B; 
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- there is a service designation link to an object residing on a volume mounted on a device 
controlled by B from a process running on A; 

- a process running on A has reserved a message queue whose associated message queue object 
resides on a volume mounted on a device managed by B. 

Conversely, a workstation A is a server of a workstation B if B is a client of A. 
The connection status denotes the status of the workstation with respect to other workstations of 
the PCTE installation. The values have the following meanings (for the definitions of client and 
server see below). 
- LOCAL The workstation cannot be a client or a server for another workstation. It does not 

respond to a call of WORKSTATION-CONNECT from another workstation. 
- AVAILABLE The same as LOCAL except that the workstation responds to a connection 

request from another workstation. 
- CLIENT The workstation can be a client but not a server of another workstation. It does not 

respond to a connection request from another workstation. 
- CONNECTED The workstation can be a client or a server of another workstation. 
The implementation name is the name of the particular implementation of PCTE running on the 
workstation; it is implementation-defined. 

O 

The implementation release identifies of the release of the PCTE implementation running on the 
workstation; it is implementation-defined. 
The implementation version identifies of the version of the PCTE implementation running on the 
workstation; it is implementation-defined. 
The node name provides the mechanism to communicate to the network, e.g. the local area 
network address; it is implementation-defined. 
The machine name is the name of the particular machine type of the workstation; it is 
implementation-defined. 
The controlled devices are also called the devices Controlled by the workstation. Each of the 
devices is identified by a device identifier which is unique within the set of devices controlled by 
the workstation. 
For the administration volume, see 1 1.1.2. A workstation object resides on the administration 

For the initial process of the workstation, see 13.1.5. 
For the outermost activity of the workstation, see 16.1.1. 
For the associated accounting log, see 22.1.2. 
A workstation is busy if it has connection status CONNECTED and is a server of another 
workstation, or has connection status CLIENT and is a client of another workstation. 
Within an operation, the local workstation is the workstation on which the calling process is 
executed. 
NOTES 
1 The normal situation in a PCTE installation is one of the following, though abnormal situations may occur: 
- all workstations with connection status LOCAL; 
- one workstation with connection status AVAILABLE. all other workstations with connection status LOCAL; 
- two or more workstations with connection status CONNECTED or CLIENT, all other workstations with 

connection status LOCAL; 
- all workstations with connection status CONNECTED or CLIENT. 

O volume of the workstation. 

189  

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 13
71

9-1
:19

95

https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f


ISO/IEC 13719-1 : 1995(E) O ISO/IEC 

2 in some implementations a workstation may have more than one "initial-process" or "outermost-activity" link. 
Only the destinations with the highest key are the initial process and outermost activity of the workstation, 
respectively. Destinations with other keys are remnants from previous sessions which allow an implementation- 
dependent tool to perform actions following workstation or system failure. 
3 A workstation may access an administration volume shared with another workstation even if its connection status 
is LOCAL. 

18.1.3 Foreign systems 

sds system: 
foreign-system: child type of execution-site with 
attribute 

system-class: enumeration (FOREIGN-DEVICE, BARE-MACHINE, 
HAS-EXECUTIVE-SYSTEM, SUPPORTS-IPC-AND-CONTROL, 
SU PPORTS-MON ITOR) := BAR E-M ACH IN E; 

end foreign-system; 
end system; 

The system class indicates the level of interaction which is supported between PCTE processes 
and foreign processes started on the foreign system, as follows. 
- FOREIGN-DEVICE The foreign system can be used only as the foreign system for operations 

defined in 18.3. 
- BARE-MACHINE The foreign system is a bare machine executing no code other than the 

software under development. The only permitted operation by a PCTE process is 
PROCESS-CREATE. Any further communication is prevented by the absence of any 
communication agent on the foreign system 

The foreign system is a foreign executive system which 
accepts the creation, starting, and termination of processes on it, and can signal the end of their 
execution to the creating host process. 

- SUPPORTS-IPC-AND-CONTROL As for HASEXECUTIVE-SY STEM and can also 
support at least the message queue mechanisms represented by the operations (see clause 14) 
M E S S A G E - R E C E I V E - N O - W A I T ,  M E S S A G E - R E C E I V E - W A I T ,  
MESSAGE-SENDNO-WAIT, and MESS AGE-SEND-WAIT, and the process control 
mechanisms such as process suspension and resumption. 

- SUPPORTS-MONITOR As for SUPPORTS-IPC-AND-CONTROL and can also support 
the monitoring operations of 13.5. 

NOTE - On a foreign system of system class, BARE-MACHINE, PROCESSCREATE is intended to download 
the process but not to start its execution. 

- HAS-EXECUTIVE-SYSTEM 

18.1.4 Network partitions 

The execution sites of a PCTE installation may be connected together to share resources. 
At any time, a set of workstations of a PCTE installation, each of which is running PCTE, and 
which are connected together, is called a network partition. The connection status of each 
workstation in the network partition controls the use which one workstation may make of 
resources controlled by another (see below). 
An implementation may impose restrictions on the sets of workstations which can form a network 
partition. In particular, an implementation may or may not allow any single isolated workstation 
to be a network partition, and an implementation may or may not allow more than one network 
partition to exist at the same time (in this case the sets of workstations in the network partitions are 
disjoint since the connectedness relation is transitive). 
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The specification of the abstract operations must always be understood to be in the context of the 
calling process's network partition; for example, "an object is not accessible" must always be 
understood to mean that the object is not accessible within the calling process's network partition; 
the object may be accessible in some other network partition. 
A network partition may rejoin other partitions by implementation-defined means so that 
workstations in the partition are now accessible to workstations in other partitions. Although the 
time at which the network failure is detected may be variable, the network failure must be detected 
in all partitions before the network partitions can be rejoined. 

18.1.5 Accessibility 

In order for an operation to operate on an entity, that entity must be accessible. 
The rules for accessibility are as follows; except as given by these rules, no entity in a PCTE 
installation is accessible: 
- the local workstation is accessible; 
- if the local workstation has connection status CLIENT or CONNECTED, all workstations in 

the same network partition which have connection status CONNECTED are accessible; 
- processes executing on accessible workstations are accessible; 
- devices controlled by accessible workstations are accessible; 
- volumes mounted on accessible devices are accessible; 
- objects residing on accessible volumes, or which are replicas on accessible administration 

volumes, and their direct attributes, direct outgoing links, contents, and associated sequences 
of messages are accessible; 

- the atomic object associated with an accessible object is accessible; 
- locks on resources residing on accessible volumes are accessible; 
- the accessibility of a foreign system is implementation-defined; 
- a process on an accessible foreign system is accessible; 
- the accessibility of a file residing on a foreign system is implementation-defined. 
A PCTE implementation may arrange that an operation succeeds even though some entity which is 
used is not accessible according to the above rules. Otherwise an error is raised to indicate that the 
entity is not accessible, and the above rules indicate what must be done by the user to make the 
entity accessible. 
An object is defined as unreachable if operations fail to access it because it is not accessible. 
When a workstation A ceases to be a client of a workstation B the following actions occur: 
- All child processes running on B started by unreachable processes running on A are terminated 

in the same way as by calling PROCESS-TERMINATE (child process, 
FORCEDTERMINATION). 

- All objects residing on volumes mounted on devices controlled by B and with contents opened 
by unreachable processes running on A are closed. 

- All locks on objects or links residing on volumes mounted on devices controlled by B, or on 
deleted objects which resided on such volumes, and held by unreachable activities started by 
processes running on A, are treated as for activity abortion. If such a lock had external mode 
WTR or DTR then any changes are rolled back. 

- Operations being executed by processes running on A accessing unreachable objects residing 
on volumes mounted on devices controlled by B may fail with the error condition 
OPERATION-IS-INTERRUPTED. 
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- All message queues residing on volumes mounted on devices controlled by B and reserved for 
unreachable processes running on A are unreserved, handlers on those message queues are 
disabled, and notifiers on those message queues are deleted. 

- Usage designation links from objects residing on volumes mounted on devices controlled by B 
to unreachable processes running on A are deleted. 

When a station A ceases to be a server of a station B the following actions occur: 
- All unreachable objects residing on volumes mounted on devices controlled by A and with 

contents opened by processes running on B are closed. Any subsequent reads and writes to the 
contents fail. 

- All locks on unreachable objects or links residing on volumes mounted on devices controlled by 
A held by activities started by processes running on B are released. These activities are not 
aborted immediately in their own workstations. However, any attempt to end a transaction 
activity which held such locks with external mode RPR, WTR or DTR results in the error 
TRANS ACTION-CANNOT-BE-COMMIïTED. 

- Operations being executed by processes running on B accessing unreachable objects which are 
residing on volumes mounted on devices controlled by A may fail with the error condition 
OPERATION-ISINTERRUPTED. 

- All unreachable message queues residing on volumes mounted on devices controlled by A and 
reserved for processes running on other workstations are unreserved. 

- All "processwaiting-for" links from processes running on B to unreachable objects residing 
on volumes mounted on devices controlled by A are deleted, and the corresponding waiting 
operations in the processes fail with the error condition OB JECT-ISINACCESSIBLE. 

- Service designation links from processes running on B to unreachable objects residing on 
volumes mounted on devices controlled by A are deleted. 

- For each "notifier" link whose origin message queue resides on a volume mounted on a device 
controlled by B and whose destination resides on a volume mounted on a device controlled by 
A, a NOT-ACCESSIBLE-MSG message is sent to its origin message queue. 

If a network failure is detected by a workstation A then an inaccessible workstation B normally 
ceases to be a client of A and also ceases to be a server of A, and A ceases to be a client or server 
of B. However if B fails to detect the network failure (e.g. because it was only transient and 
connection at the communications protocol level has been restored) then any subsequent attempt 
by B to act as a server or client of A results in A responding so as to cause B to cease to be a 
server or client of A. 

18.1.6 Workstation closedown 
An orderly closedown of a workstation occurs only when all the descendant processes of the 
initial process associated with the workstation and any other processes executing on the 
workstation, with the exception of the initial process, are terminated. The outermost activity is 
terminated, 
If a workstation is improperly terminated or fails, this is termed abnormal closedown. On 
abnormal closedown of a workstation, the following actions are taken: 
- Each process P executing on the workstation at the time of workstation failure is terminated as 

by PROCESSTERMINATE (P, SYSTEM-FAILURE). In particular, all activities started by 
the processes are aborted. 

- The outermost activity of the workstation is terminated abnormally. 
- Contents of an implementation-dependent set of pipes managed by the workstation are lost. 

The messages and the values of the "reader-waiting", "writer-waiting", "space-used", 
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"message-count", "last-send-time", and "last-receive-time" attributes of an implementation- 
dependent set of message queues managed by the workstation are lost. 
All locks on resources, residing on volumes mounted on devices controlled by the failed 
workstation, and held by activities started by processes executing on other workstations, are 
released as if the activities were abnormally terminated, and any updates performed under WTR 
or DTR locks are rolled back. 
All objects residing on volumes mounted on devices controlled by the failed workstation with 
contents opened by processes running on other workstations are closed. 
All message queues residing on volumes mounted on devices controlled by the failed 
workstation and reserved for processes running on other workstations are unreserved, handlers 
on those message queues are disabled, and notifiers on those message queues are deleted. 
Usage designation links from objects residing on volumes mounted on devices controlled by 
the failed workstation to processes running on other workstations are deleted. 
Updates to objects residing on volumes mounted on devices controlled by the failed 
workstation which had not been made permanent at the actual time of workstation failure are 
lost. 
Updates to files not under WTR or DTR locks, and to audit files and accounting logs residing 
on volumes mounted on devices controlled by the failed workstation are lost to an 
implementation-defined degree. 
The workstation connection status is set to LOCAL. 

The terminated outermost activity and the terminated initial process remain. 
Whether a workstation closes down in an abnormal or orderly manner, the contents of pipes, 
messages in message queues, and audit criteria are lost. 
When a workstation is restarted after abnormal or orderly closedown, a new outermost activity 
and a new initial process are created, and the previous, terminated, outermost activity and initial 
process are not reused. 
NOTES 
1 The actions described above at workstation abnormal closedown are performed by the implementation at some 
point between the failure and restarting the workstation. 
2 As a consequence of terminating all the processes on abnormal closedown, any active activities are aborted. 
3 After abnormal closedown the previous initiai process may have components, i.e. be a tree of process objects. 
4 The previously running initial process and the previously active outermost activity must be deleted explicitly. 
This means that it is possible that there are several "initial-process" and several "outermost-activity" links 
emanating from a workstation. However, only one "initiaigrocess" link leads to a running initial process and only 
one "outermost-activity" link leads to an activc outermost activity. 
5 Implementations aiming for high security may wish to take special measures to ensure that workstation failure 
does not result in any loss of data written to the audit file. 

1 8 . 2  Network connection operations 

18.2.1 WORKSTATION-CONNECT 

WORKSTATIONCONNECT ( 

1 
status : Requestedconnection-status 

WORKSTATION-CONNECT has no effect if the connection status of the local workstation is 
already the requested status status. Otherwise it connects the local workstation to the PCTE 
installation, and sets its connection status as follows: 
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- If status is CONNECTED and there is no other workstation in the PCTE installation available 
for connection, the connection status is set to AVAILABLE. 

- If status is CLIENT and there is no other workstation in the PCTE installation available for 
connection, the connection status is unchanged. 

- If status is CONNECTED or CLIENT and there is another workstation in the PCTE installation 
available for connection, the connection status is set to status. The connection status of all 
available workstations are automatically changed to CONNECTED. 

There may be installation-defined procedures to be carried out before and after calling this 
operation; such procedures are outside the scope of this Standard. 

Errors 
ACCESSERRORS (the local workstation, ATOMIC, MODIFY, WRITE-ATTRIBUTES) 
CONNECTION-ISDENIED 
LAN-ERROR-EXISTS 
PRIVILEGE-ISNOT-GRANTED (PCTE-CONFIGURATION) 
STATUSISBAD (status) 

18.2.2 WORKSTATION-CREATE 

WORKSTATION-C R EATE ( 
execution-site-identifier : Natural, 
administration-volume : Volume-designator I New-administration-volume, 
access-mask : Atomic-access-rights, 
node- name : Text, 
machine-name : Text 

1 
WORKSTATION-CREATE creates a new workstation in the PCTE installation, as follows. 
If administration - volume is a volume designator: 
- a "workstation" object new-station is created on administration-volume as destination of a new 

"known-execution-site" link from the execution site directory keyed by 
execution-site-identifier; 

- an "object-on-volume" link is created from existing-administration-volume to new-station, 
keyed by the exact identifier of new-station. 

If administration volume is a new administration volume with foreign device foreign-device, 
administration -volume new a dm i n i s  t ra t io  n vo  1 ume  , volume characteristics 
volume-characteristics, device newdevice, and device characteristics device-characteristics: 
- foreign-device is interpreted in an implementation-defined way to specify a device containing a 

physical volume that has been prepared in an implementation-defined way to become a new 
administration volume. 

- an "administration-volume" object is created on the specified physical volume, with volume 
characteristics volume characteristics, as destination of a new "known-volume" link from the 
volume directory, keyed by new - administration-volume; 

- a "workstation" object new - station is created on the new volume, as destination of a new 
ttknown-execution-site" link from the execution site directory keyed by 
execution-site-identifier; 

- a "device-supporting-volume" object is created on the new volume, with device characteristics 
device-characteristics, as destination of a new "controlled-device" link from new-station, 
keyed by new-device; 
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- "object-on-volume" links are created from the new administration volume to itself, to 
new station, and to the new "device-supporting-volume" object, keyed by the exact identifiers 
of their destinations; 

- the labels of the created device and of the created volume are set to the mandatory context of the 
calling process; 

- a "mounted-volume" link is created from the new device to the new administration volume; 
- a "copy-volume" link with key volume-identifier is created to the newly created administration 

volume object, and is reversed by a "copy-volume-of" link with key ' O  leading to the 
administration replica set. Copies of the master objects of the administration replica set, the 
common root, the "system" schema, and the administrative objects are created in the newly 
created administration volume. 

In both cases: 
- accessmask is used in conjunction with the default atomic ACL and default owner of the 

calling process to define the atomic ACL and the composite ACL which are to be associated 
with the created objects (see 19.1.4); 

- an "associated-administration-volume" link i s  created from new-station to 
existing-administration-volume or new-administration-volume; 

- an initial process is created for the workstation; 
- the attributes of the new workstation are set as follows: 

. the connection status is set to LOCAL; 

. the PCTE implementation name, PCTE implementation release, and PCTE implementation 
version are the same as for the local workstation; 

. the node name and machine name are set from the parameters node-name and 
machine-name. 

If the auditing module is supported, there is at least one audit file for the new workstation (see 
2 1 . 1. 1), but auditing is initially disabled. 
Write locks are obtained on the execution site directory, the volume directory, the created 
workstation and (if they are created) the new administration volume and device. 

Errors 
ACCESS-ERRORS (volume directory, ATOMIC, CHANGE, APPENDLINKS) 
ACCESS-ERRORS (execution site directory, ATOMIC, CHANGE, APPEND-LINKS) 
If administration volume is a volume designator: 

ACCESSERRORS (administration-volume, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESS-ERRORS (existing device, ATOMIC, CHANGE, APPENDIMPLICIT) 
ACCESS-ERRORS (administration replica set, ATOMIC, MODIFY, APPEND-LINKS) 
VOLUME-IS-UNKNOWN (administration-volume) 

CONTROL-WOULD-NOT-BE-GRANTED (new-station) 
If ' administration volume is a new administration volume: 

FOREIGN-EEVICE-IS-INVALID Voreign device) 
VOLUME-EXISTS (new-administration vdume) 
VOLUME-IDENTIFIER-ISINVALID hew-administration volume) 

OBJECT-OWNER-v ALUE-w OULD-BEINCONSISTENT-WITH-ATOMIC-ACL 
PRIVILEGE-ISNOT-GRANTED (PCTE-CONFIGURATION) 
PROCESS-ISIN-TRANS ACTION 
WORKSTATION-EXISTS (execution - -  site identijier) 
WORKSTATION-IDENTIFIER-IS-INVALID (execution-site - identijier) 
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NOTES 
1 The new physical administration volume may need to be initialized by a system tool before this operation is 
invoked. 
2 For bootstrapping reasons, this operation cannot apply to the first workstation of a PCTE installation. 
3 The new workstation is created but is not yet initialized. It is an implementation-defined procedure which is 
responsible for starting the initial process of the new created workstation. 
4 The ability to provide an existing administration volume is intended to cater for discless workstations and other 
cases of shared administration volumes. 

18.2.3 WORKSTATION-DELETE 

WORKSTATION-DELETE ( 
station : Workstation-designator 

) 
WORKSTATION-DELETE deletes a workstation from the PCTE installation. 
If the administration volume of station is mounted on a device which is controlled by another 
workstation (which implies that they share the same administration volume), the effect of the 
workstation deletion is the same as: 

where execution-site-Zink is the "knownexecution-site" link from the execution site directory to 
station. 
If the administration volume of station is mounted on a device which is controlled by station, the 
workstation deletion is only possible if and only if: 
- no other workstation has the same administration volume, i.e. there is only one 

"associated-administration-volume" link to the administration volume; 
- the only objects residing on or which are replicas on the administration volume are: 

. station; 

OBJECT-DELETE (execution site directory, execution-site-link) 

. copies of the administration replica set; 

. the administration volume; 

. the "device-supportingvolume" object which is the destination of a "controlled-device" link 
from station and the origin of the "mounted-volume" link to the administration volume; 

. terminated processes and activities; 
- there are no reference, composition, or existence links from an object residing on another 

volume to the objects residing on the administration volume, except the "known-volume" link 
from the volume directory to the administration volume, the "known-execution-site" link from 
the execution site directory to station, and "audit" links from station. 

The objects residing on and which are replicas on the administration volume are deleted, the space 
previously occupied by the volume is freed, the "copy-volume" link from the administration 
replica set to the administration volume, and the "known-volume" link to the administration 
volume and the "known-execution-site" link to station are deleted. The administration volume is 
unmounted. 
Write locks are obtained on the deleted workstation, the deleted administration volume, the deleted 
device supporting the administration volume, the administration replica set, and the deleted links. 
These locks do not prevent the dismounting and deletion of the administration volume. 

Errors 
ACCESSERRORS (execution site directory, ATOMIC, MODIFY, WRITELINKS) 
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ACCESSERRORS (volume directory, ATOMIC, MODIFY, WRITELLINKS) 
ACCESSERRORS (station, ATOMIC, CHANGE, WRITE-IMPLICIT) 
ACCESSERRORS (station, ATOMIC, MODIFY, WRITECONTENTS) 
If the conditions hold for deletion of the "workstation" object station: 

ACCESSERRORS (station, COMPOSITE, MODIFY, DELETE) 
OBJECT-IS-IN-USE-FOR-DELETE (station) 
PRIVILEGE-IS-NOT-GRANTED (PCTE-CONFIGURATION) 
PROCES S-IS-IN-TRANS ACTION 
VOLUME-HAS-OTHER-LINKS (administration-volume) 
VOLUME-HAS-OTHER-OB JECTS (administration-volume) 
VOLUME-HAS-OB JECTS-IN-USE (administration volume of station) 
WORKSTATION-ISCONNECTED (station) 
WORKSTATION-IS-UNKNOWN (station) 
NOTE - Additional implementation-defined restrictions may be defined for this operation. 

18.2.4 WORKSTATION-DISCONNECT 

WORKSTATION-DISCONNECT ( 
) 

WORKSTATION-DISCONNECT changes the connection status of the local workstation to 
LOCAL, unless the connection status is already LOCAL, in which case it has no effect. 

Errors 
ACCESS-ERRORS (local workstation, ATOMIC, WRITE) 
PRIVILEGE-ISNOT-GRANTED (PCTE-CONFIGURATION) 
WORKSTATION-ISBUSY(1ocal workstation) 

18.2.5 WORKSTATION-GET-STATUS 

station : [ Workstation-designator 1 
status : Workstation-status 

WO R KSTATI ON-G ET-STATU S ( 

1 

WORKSTATION-GET-STATUS returns the current connection status and work status of station 
in status. If station is not supplied, the local workstation is assumed. 

Errors 
ACCESSERRORS (station, ATOMIC, READ) 
W ORKSTATION-IS -UNKNO W N (station) 

18.2.6 WORKSTATION-REDUCE-CONNECTION 

WORKSTATION-R ED UCE-CONN ECTlON ( 
station : [ Workstation-designator 1, 
status : Request edco  n nect io n-s t atu s , 
force : Boolean 

1 
WORKSTATION-REDUCE-CONNECTION reduces the connection status of the workstation 
station to the connection status status. If station is not supplied, the local workstation is assumed. 
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If the required change of status is a disconnection, i.e. the current status of station is 
CONNECTED and the required status is CLIENT or LOCAL, or the current status is CLIENT 
and the required status is LOCAL, then force has the following effect. 
- true: The operation is performed whether station is busy or not. If the connection status 

change is from CLIENT to LOCAL, the station ceases to be a client. If the connection status 
change is from CONNECTED to CLIENT, the station ceases to be a server. If the connection 
status change is from CONNECTED to LOCAL, the station ceases to be a client or a server. 

- false: The workstation station must not be busy (see 18.1.2). 
In other cases force has no effect. 
Errors 
ACCESSERRORS (object, ATOMIC, CHANGE, CONTROL-OBJECT) 
PRIVLEGE-ISNOT-GRANTED (PCTE-CONFIGURATION) 
WORKSTATION-ISBUSY (station ) 
WORKSTATION-ISNOT-CONNECTED (station) 
WORKSTATION-IS-UNKNOWN (station ) 

1 8 . 3  Foreign system operations 

18.3.1 CONTENTS-COPY-FROM-FOREIGN_SYSTEM 

CONTENTS-COPY-FROM-FOREIGN-SYSTEM ( 
file : File-designator, 
foreign-system : Foreign-system-designator, 
foreign-name : String, 
foreigngarameters : [ String ] 

1 
CONTENTS-COPY-FROM-FOREIGN-SYSTEM copies the file identified by foreign-name, 
residing on the foreign system foreign-system, into the file contents of the objectfile, overwriting 
any previous contents. 
The syntax and interpretation of foreign-name and f o re igngarame ter s ,  whether 
foreigngarameters is required, and the interpretation of the process's mandatory and discretionary 
context and the permissions required on foreign - name, are all implementation-defined and may 
depend on foreign-system. 
A write lock of the default mode is obtained onfile. 

Errors 
ACCESSERRORS (file, ATOMIC, MODIFY, WRITE-CONTENTS) 
ACCES SERRORS (foreign-system, ATOMIC, READ, NAVIGATE) 
FOREIGN-OB JECT-IS-INACCESSIBLE (foreign - system, foreign-name) 
FOREIGN-SY STEM-IS-INACCES SIB LE (foreign system) 

STATIC-CONTEXT-IS-IN-USE (file) 
FOREIGN-s Y s TEM-IS-UNKNO w N (foreign - sys7em) 
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18.3.2 CONTENTS-COPY-TO-FOREIGN-SYSTEM 

CONTENTS-COPY-TO-FOREIGN-SYSTEM ( 
file : File-designator, 
foreign-system : Foreign-system-designator, 
foreign-name : String, 
foreignjarameters : [ String ] 

) 
CONTENTS-COPYTOFOREIGN-SY STEM copies the file contents of the object object into a 
file identified by foreign-name on the foreign system foreign-system. 
The syntax and interpretation of foreign-name and foreign-parameters, whether 
foreigngarameters is required, and the interpretation of the process's mandatory and discretionary 
context and the perrnissions required on foreignname, are all implementation-defined and may 
depend on foreign-system. 
A read lock of the default mode is obtained onfile. 
Errors 
ACCESSERRORS (file, ATOMIC, READ, READ-CONTENTS) 
ACCESSERRORS (foreign-system, ATOMIC, READ, NAVIGATE) 
FOREIGN-OB JECT-IS-INACCES SIBLE foreign-system, foreign-name) 
FOREIGN-EXECUTION-IMAGE-IS-BEING-EXECUTED (foreign-system, foreignname) 
FOREIGN-SY STEM-IS-INACCES S IBLE (foreign-system) 
FOREIGN-SY STEMIS-UNKNOWN (foreign-system) 
LAB EL-IS-OUTS IDEPANGE file, fo reig n-system) 
NOTE - It is implementation-defined whether the contents of object overwntes or is appended to the contents of the 
foreign file; this may depend on the properties of foreign-system and on foreigngarameters. 

18 .4  Time operations 

18.4.1 TIME - GET 

TIMEGET ( 

time :Time 
1 

TIME-GET returns as time the current value of the system time. 

Errors 
None. 

18.4.2 TIME - SET 

TIME-SET ( 
time : Time 

1 
TIME-SET sets the value of system time to time. 
Errors 
PRIVILEGE-ISNOT-GRANTED (PCTE-CONFIGURATION) 
The following implementation-defined error may be raised: 

TIME-CANNOT-B E-CHANG ED 

1 9 9  

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 13
71

9-1
:19

95

https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f


ISO/IEC 13719-1 : 1995(E) 

1 9  Discretionary security 

19 .1  Discretionary security concepts 

O ISO/IEC 

19.1.1 Security groups 

Grou p-ide nt if ier = Natural 
sds discretionary-security: 
import object type system-object, system-static-context, system-process, System- 
common-root ; 
import attribute type system-name, system-number; 
security-group-directory: child type of object with 
l ink 

known-security-group: (navigate) existence link (group-identifier: natural) to  

security-groups-of: Implicit link to common-root reverse security-groups; 
security-group; 

end security-group-directory; 
security-group: child type of object; 
user: child type of security-group with 
l ink 

end user; 
user-group: child type of security-group with 
l ink 

user-identity-of: (navigate) non-duplicated designation link (number) to process; 
user-memberof: (navigate) reference link (number) to user-group reverse has-users; 

has-users: (navigate) reference link (number) to  user reverse user-memberof; 
user-subgroup-of: (navigate) reference link (number) to user-group reverse 

has-user-subgroups: (navigate) reference link (number) to user-group reverse 

ado pted-use r-grou p-of : ( nav I g at e) no n-d up I i cat ed des i g na t io n I I n k (number) t o  

has-user-subgroups; 

user-su bg rou p-of ; 

process; 
end user-group; 
program-group: child type of security-group with 
l ink 

has-programs: (navigate) reference link (number) to static-context reverse 

prog ram-su bgrou p-of : (navigate) reference I i n k (number) to program-grou p revers 

hasgrogram-subgroups: (navigate) reference link (number) to program-group reverse 

program-memberof ; 

hasjrogram-su bgroups; 

p rog ra m-su bg rou p-o f ; 
end program3roup; 
extend object type static-context with 
l ink 

end static-context; 
extend object type process with 
l ink 

program-member-of: (navigate) implicit link (system-key) to programsroup reverse 
hasjrograms; 

user-identity: (navigate) designation link to user; 
adopted-user-group: (navigate) designation link to user-group; 
adoptable-user-group: (navigate) designation link (number) to usersroup with 
attr ibute 

end adoptable-user-group; 
end process; 

adoptablefor-child: (read) boolean := true; 
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extend object type common-root with 
link 

security-groups-of ; 
end common-root; 
end discretionary-security; 

security-groups: (navigate) existence link to security-group-directory reverse 

The security group directory is an administrative object (see 9.1.2). 
A user is a member of a user group if there is a "has-users" link from the user group to the user. 
A static context is a member of a program group if there is a "has-programs" link from the 
program group to the static context. 
A user group A is a user subgroup of a user group B if there is a "has-user-subgroups" link from 
the user group B to the user group A. User group B is a direct user supergroup of user group A. 
An indirect user supergroup of a user group is a direct user supergroup of a direct or indirect user 
supergroup of the user group. A user supergroup of a user group is a direct user supergroup or 
an indirect user supergroup of that user group. 
The set of user groups with the user-subgroup/user-supergroup relation forms an acyclic graph 
with the predefined user group ALL-USERS as root. 
A program group consists of a set of static contexts. A program group A is a program subgroup 
of a program group B if there is a "has-program-subgroups" link from the program group B to 
the program group A. Program group B is a direct program supergroup of program group A. 
An indirect program supergroup of a program group is a direct program supergroup of a direct or 
indirect program supergroup of the program group. A program supergroup of a program group is 
a direct program supergroup or an indirect program supergroup of that program group. 
Where there is no risk of ambiguity, a user subgroup or a program subgroup is called simply a 
subgroup, and a user supergroup or a program supergroup is called simply a supergroup. 
Discretionary groups are security groups used for the purposes of discretionary access control. 
Each process has the following effective security groups: 
- One user, the destination of the "user-identity" link from the process, called the user of the 

process. 
- One user group, the adopted user group of the process, of which the user is a member, and all 

user supergroups of that user group (including the group ALL-USERS). The adopted user 
group is the destination of the "adopted-user-group" link from the process. 

- All program groups of which a non-interpretable static context run by a process (see 13.1.1) is 
a member, and all their supergroups; and for an interpretable static context, the program groups 
of which the interpreter is a member, and all their supergroups. 

Each process also has an associated set of user groups called its adoptable user groups which are 
the destination of "adoptable-user-group" links from the process; these are the set of user groups 
out of which the process may make effective one user group in place of the currently adopted user 
group. Adoptable user groups must have the user as a member. 
When a process creates a child process, its adoptable user groups are inherited except when the 
"adoptable-for-child" attribute of the "adoptable-user-group" link from the parent process is 
false. 
No object type is a descendant type of more than one of the object types "user", "user-goup", 
and "program-group". 
The predefined user group ALL-USERS always exists, as do the predefined program groups 
PCTE-SECURITY, PCTE-AUDIT, PCTE-EXECUTION, PCTE-REPLICATION, 
PCTE-CONFIGURATION, PCTE-HISTORY, and PCTE-SCHEMA-UPDATE, which are 
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objects in the initial state of the object base linked to the security group directory with predefined 
values of their group identifiers. Their security group identifiers are as follows: 
- ALL-USERS 
- PC'IE-SECURITY 
- PCTE-AUDIT 
- PCTE-EXECUTION 
- PCTE-REPLICATION 
- PCTECONFIGURATION 
- PCTE-HISTORY 
- PCE-SCHEMA-UPDATE 
Zero is not used as a security group identifier; it is used to denote absence of a security group. 
A user must be a member of a user group in order for a process to act on its behalf. 
NOTES 
1 Discretionary access to objects is controlled on the basis of the effective security groups of the accessing process. 
Security groups are of three types: users, user groups and program groups. Each process has one group which 
represents the user on behalf of whom the process is running. A user may play several different roles while using 
the PCTE-based environment, and these roles are represented by the user groups to which the user belongs. The 
role the user is playing at any one time is given by the user group which is currently adopted plus its supergroups 
recursively. It is an important security requirement that a user adopts at most one role before operations are carried 
out on its behalf. The subgroup structure is intended to reflect the organization of the project into working groups 
or teams and team membership. 
2 Rights may also be granted to a program, which the user also obtains when the program executes on the user's 
behaif provided that the user has the right to execute the program. Program groups may be used to deny as well as 
to grant access to specific data objects. In this way program groups may be used to model data abstraction and 
implement information hiding. They also provide a less specific way of restricting access. A process may only act 
on behalf of a single user and user group at any one time and which must be authenticated. Giving a right to a 
program means that the right is given to any user who has the right to execute the program when the program is 
executed on behalf of that user. Program groups also provide a means of expanding the number of effective security 
groups without violating the constraint of there being only one user role effective at any one time. 
3 A user which is a member of a user group need not be a member of a sub- or supergroup of that group. 
4 The security group structure is intended to be used by tools, such as "login" tools, built on top of PCTE. 
5 The predefined user group ALL-USERS is effective for all processes, as it is the root of the directed acyclic graph 
of user p u p s .  Access rights which are effective for ail users can be given to this user group. 
6 A process may have no effective program group. 
7 The predefined program groups have the following meanings: 
- PCTE-AUDIT This program group is required by the following operations for the audit mechanism: 

. AUDE-SWCH-ON-SELECTION, 

. AUDIT-SWITCH-OFF-SELECTION; 

. AUDIT-ADD-CRITERION 

. AUDIT-REMOVE_CRITERION; 

. AUDIT-GET-CRITERIA; 

. AUDIT-SELECTION-CLEAR; 

. AUDITING-STATUS; 

. AUDE-FILE-COPY-AND-RESET. 
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- PCTEÇONFIGURATION This program group is required when type identifiers are used to denote invisible 
types in type references (see 23.1.2.5), and by the following operations which define devices or volumes or 
which manage workstations or archives: 
. ARCHIVE-RESTORE; 
. ARCHIVE-SAVE; 
. DEVICE-CREATEi; 
. DEVICE-REMOVE; 
. VOLUMEÇREATE; 
. VOLUME-DELETE; 
. WORKSTATION-REDUCE-CONNECTION; 
. WORKSTATION-CREATE; 
. WORKSTATION-CREATE; 
. WORKSTATION-CONNECT; 
. WORKSTATION-DELETE; 

- PCTEEXECUTION This program group may be required by the following operations for execution 
mechanisms such as setting the file size limit for a process or changing the priority of a process: 
. PROCESS-SET-FILE-SIZELIMIT; 
. PROCESS-INTERRUFT-OPERATION; 
. PROCES S-S ET-PRIORITY; 
. TIME-SET. 

- PCTE-HISTORY. This program group is required by the following operations to explicitly set the last access 
time or last modification time of an object, or to manipulate the version graph: 
. OBJEcT-SET-TI~-A’ITRIBUTES; 
. VERSION-ADD-PREDECESSOR; 
. VERSION-REMOVE; 
. VERSION-REMOVE-PREDECESSOR. 

- PCTE-REPLICATION This program group is required by the operations of the replication clause and all the 
operations which modify the object base when they apply to masters of replicated objects. These are a very large 
subset of all PCTE operations (see C.3). They are not listed here. 

- PCTE-SECURITY This program group is required to use the operations which are critical to either the 
consistency of the security group structure or to security (or both). These are the three operations: 
. GROUP-REMOVE; 
. GROUP-RESTORE; 
. PROCES S-SET-USER. 

- PCTE-SCHEMA-UPDATE. This program group is required by operations which update an SDS, i.e. those 
defined in 10.2. 

19.1.2 Access control lists 

Discretionary-access-mode = APPENDCONTENTS I APPEND-IMPLICIT 1 APPEND-LINKS I 
CONTROL-DISCRETIONARY I CONTROL-MANDATORY I CONTROLOBJECT I DELETE I 
EXECUTE I EXPLOIT-CONSUMER-IDENTITY I EXPLOIT-DEVICE I EXPLOIT-SCHEMA I 
NAVIGATE I OWNER I READ-ATTRIBUTES I READ-CONTENTS I READ-LINKS I STABILIZE I 
WRITEATTRIBUTES I WRITE-CONTENTS I WRITE-IMPLICIT I WRITE-LINKS 

Discretionary-accessmode-value = GRANTED I UNDEFINED I DENIED 1 PARTIALLY-DENIED 
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Discretionary-access-modes = set of Discretionary-access-mode 
Access-rights = map Discretionary-access-mode to Discretionary-access-mode-value 
Ac1 = map Group-identifier to Access-rights 
Atomic-discretionary-access-mode-value = GRANTED I UNDEFINED I DENIED 
Atomic-access-rights = map Discretionary-access-mode to 

sds discretionary-secu rit y: 
import object type system-object, system-process; 
extend object type object with 
attribute 

end object; 
extend object type process with 
attribute 

end process; 
end discretionary-security ; 

Atomic-discret ionary-access-mode-value 

atomic-acl: (protected) nonduplicated string; 
composite-acl: (protected) non-duplicated String; 

default-atomic-acl: (protected) string; 
defaultobjectowner: (protected) natural; 

Each object has two associated access control lists (or ACLs): an atomic ACL and a composite 
ACL. They are represented by two string attributes, "atomic-acl" and "composite-acl" 
respectively. The scope of an ACL is the set of atomic objects to which it governs access: the 
scope of the atomic ACL of an object is the atomic object associated with the object; the scope of 
the composite ACL is the atoms of the object. 
Each ACL is a set of ACL entries. Each ACL entry gives the discretionary access mode value of 
each discretionary access mode for one security group. 
In an atomic ACL, the possible discretionary mode values are GRANTED, DENIED, and 
UNDEFINED. In an composite ACL they are GRANTED, DENIED, UNDEFINED, and 
PARTIALLY-DENIED. 
Access right evaluation for a group is defined by the function 

EVALUATE-GROUP ( 
9 : Security-group-designator; 
O : Object-designator; 
s : Object-scope; 
rn : Discretionary-access-mode 

w : Discretionary-access-mode-value 
) 

where v is the discretionary access mode value of m in the ACL entry for g in the atomic ACL (ifs 
is ATOMIC) or the composite ACL (ifs is COMPOSITE) for o. The group g is said to have the 
discretionary access mode m atomically granted, denied, or undefined to the object O ,  i f s  is 
ATOMIC and v is GRANTED, DENIED, or UNDEFINED respectively; and compositely 
granted, denied, undefined, or partially denied if s is COMPOSITE and v is GRANTED, 
DENIED, UNDEFINED, or PARTIALLY-DENIED respectively. v is called the atomic or 
composite m value for g to o. If v is GRANTED, g is said to have the atomic or composite m 
discretionary access right to o. 
For every object O there is at least one security group g for which EVALUATE-GROUP (8,  O, 
ATOMIC, CONTROL-DISCRETIONARY) = GRANTED and at least once security group g' for 
which EVALUATE-GROUP(g', O,  ATOMIC, CONTROL-MANDATORY) = GRANTED. 
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For every object O there is at least one security group which has the atomic 
CONTROL-DISCRETIONARY right to O ,  and at least once security group which has the atomic 
CONTROL-MANDATORY right to o. 
The following constraints apply to the composite ACL for an object O and the atomic ACLs of O 
and its components, for any security group g and for any discretionary access mode m except 
OWNER and CONTROL-DISCRETIONARY: 
EVALUATE-GROUP ( g ,  O ,  COMPOSITE, m )  = GRANTED if and only if 
EVALUATE-GROUP ( g ,  O ,  ATOMIC, m) = GRANTED and EVALUATE-GROUP (8, c, 
ATOMIC, m) = GRANTED for every component c of o. 
EVALUATEGROUP (g, O ,  COMPOSITE, m) = DENIED if and only if EVALUATE-GROUP 
(8, O ,  ATOMIC, m) = DENIED and EVALUATEGROUP (8, c, ATOMIC, m) = DENIED for 
every component c of o. 
EVALUATE-GROUP ( g , o ,  COMPOSITE, m )  = PARTIALLY-DENIED if an only if 
EVALUATE-GROUP (8 ,  O ,  ATOMIC, m )  = DENIED or EVALUATEGROUP (8, c, 
ATOMIC, m) = DENIED for some component c of O ,  and EVALUATE-GROUP (g, O, 
ATOMIC, m) z DENIED or EVALUATEGROUP ( g ,  c, ATOMIC, m) # DENIED for some 
component c of o. 
EVALUATEGROUP (g, O,  COMPOSITE, m) = UNDEFINED in all other cases. 
The following constraints apply to the composite ACL of an object O and the atomic ACLs of O 
and its components, for any security group g and for the discretionary access modes OWNER and 
CONTROL-DISCRETIONARY . 
- If EVALUATE-GROUP ( g , o ,  COMPOSITE, OWNER) = GRANTED then 

EVALUATE-GROUP (g, c, COMPOSITE, OWNER) = GRANTED for every component c of 
O ,  EVALUATE-GROUP ( g ,  O ,  ATOMIC, CONTROL-DISCRETIONARY) = GRANTED, 
and EVALUATEGROUP (g, c, ATOMIC, CONTROL-DISCRETIONARY) = GRANTED 
for every component c of o. 

- If EVALUATE-GROUP ( 8 ,  O ,  COMPOSITE, OWNER) = DENIED then 
EVALUATE-GROUP (g, c, COMPOSITE, OWNER) = DENIED for every component c of O, 
EVALUATE-GROUP ( g ,  O ,  ATOMIC, CONTROL-DISCRETIONARY) = DENIED and 
EVALUATEGROUP ( g ,  c, ATOMIC, CONTROL-DISCRETIONARY) = DENIED for 
every component c of o. 

Access right evaluation for a process is defined by the function 
EVALUATE-PROCESS ( 

p : Process-designator; 
O : Object-designator; 
s : Object-scope; 
m : Discretionary-access-mode 

a : Boolean 
) 

The returned value a is defined from the ACLs of O in the following way: 
EVALUATEPROCESS (p, O ,  s, m) = true if and only if there is at least one effective group g of 
p for which EVALUATEGROUP ( g ,  O ,  s, m) = GRANTED, and for every other effective group 
g’ of p EVALUATEGROUP (g‘, O ,  s, m) = GRANTED or EVALUATEGROUP (g’, O ,  s, m) 
= UNDEFINED. If a = true,p is said to have the atomic or composite m discretionary access 
right to O, according as s is ATOMIC or COMPOSITE respectively. 
The default atomic ACL and default object owner are used to determine the atomic ACLs and 
composite ACLs of objects created by the process (see 19.1.4). 
NOTES 
1 A composite ACL is computable from the atomic ACLs of the object and its components, except for the 
discretionary access mode OWNER. 
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2 The implementation-defined mapping of access control lists to the string attribute values may economize on 
space by omitting discretionary access modes with value UNDEFINED, and omitting ACL entries with all values 
UNDEFINED. 
3 If OWNER is set to UNDEFINED for an object O and a group g, the OWNER values for g to the components of 
O, and the CONTROL-DISCRETIONARY values for g to O and its components, are unchanged. 

19.1.3 Discretionary access modes 

The following list describes the meanings of the discretionary access modes, generally in terms of 
the classes of operations for which they are needed atomically or compositely on an object O, i.e. 
for which a necessary precondition is that the calling process has the atomic or composite access 
right m ,  respectively, to o. The exact definitions are given by the occurrences of 
DISCRETIONARY-ACCESS-ISNOT_GRA"ED in the operation descriptions; see 19.2. 
- APPENDCONTENTS. Needed atomically to append to the contents of an object or to send a 

message to a message queue. 
- APPEND-IMPLICIT. Needed atomically to create new implicit links of an object. 
- APPEND-LINKS. Needed atomically to create new links, other than implicit links, from an 

object. (This right is not sufficient to write the non-key attributes of such a link.) 
- CONTROL-DISCRETIONARY. Needed atomically on an object to change its atomic ACL 

(except CONTROL-MANDATORY). CONTROL-DISCRETIONARY occurs only in atomic 
ACLs. 

- CONTROL-MANDATORY. Needed atomically on an object to change its 
"confidentiality-label" and "integrity-label" attributes and to change the 
CONTROL-MANDATORY rights of other groups on that object. 

- CONTROL-OBJECT. Needed atomically on an object to convert it to a descendant type, to 
move it to another volume, to create or delete "predecessor" and "successor*' links to and from 
the object, and to convert a normal object to a master object or vice versa,. Needed on a 
message queue to change the number of storage units allowed by the message queue. 

- DELETE. Needed compositely on an object to delete the object (i.e. to delete the last 
composition or existence link to the object). DELETE has no effect in an atomic ACL. 

- EXECUTE. Needed atomically on a static context to execute the associated program. 
EXECUTE has no effect on objects of other types. 

- EXPLOIT-CONSUMER-IDENTITY. Needed atomically on a consumer group to use it as a 
consumer identity. EXPLOIT-CONSUMER-IDENTITY has no effect on objects of other 
types. 

- EXPLOIT-DEVICE. Needed atomically on a device supporting volume to mount a volume on 
the device or to unmount a volume from the device. EXPLOIT-DEVICE has no effect on 
objects of other types. 

- EXPLOIT-SCHEMA. Needed atomically on an SDS, a type in SDS, or a type to use it in a 
working schema or to consult the typing information contained in it. EXPLOIT-SCHEMA has 
no effect on objects of other types. 

- NAVIGATE. Needed atomically on an object to use a link reference of a link of the object in a 
pathname (see 23.1.2.2); needed atomically on a foreign system to access a file on that foreign 
system. 

- OWNER. OWNER occurs only in composite ACLs. It is needed to modify the composite 
ACL of an object, except for implicit modification by modification of the atomic ACL of the 
object or of a component of the object. This modification right includes the OWNER right for 
any security group on that object, except that CONTROL-DISCRETIONARY rights may apply 
(see below) if there is no owner of the object. Unlike other discretionary access modes in 
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composite ACLs, modification of OWNER values is not automatic and must be done explicitly 
using OB JECT-SET-ACL-ENTRY. 
An object must always have an atomic ACL such that it is possible that a process could exist 
with a set of effective groups such that the process has the CONTROL-DISCRETIONARY 
discretionary access right to that object and that another or the same process could exist with a 
set of effective groups such that the process has the CONTROL-MANDATORY discretionary 
access right to that object. 
An owner of an object is a security group with OWNER right to the object. There may be 
more than one owner of an object. 
For changing OWNER discretionary access values the following rules hold: 
. An owner may modify the OWNER discretionary access value to an object for itself, and for 

another security group except when the other group is also an owner of the object. 
. An owner of an object may modify the OWNER discretionary access value for any group to 

any component of the object. 
. The OWNER discretionary access value for a group to an object may not be modified if that 

object is a component of an object to which that group has OWNER granted or denied. 
. If no owner for an object exists, then the OWNER discretionary access value may be 

modified if OWNER is granted for a group to all components of the object (excluding the 
object, if it is a component of itself) and CONTROL-DISCRETIONARY is granted for the 
group to the object and to all its components. 

. The constraints defined in 19.1.2 must be maintained. 
OWNER when used in connection with discretionary security does not have a meaning in the 
accounting sense. 

- READ-AïTRIBUTES. Needed atomically to read the attribute values of an object and to 
evaluate a link of an object if the evaluation uses the preferred link type and preferred link key 
of the object (see 23.1.2.5) For some predefined attributes, e.g. "atomic-acl", the 
READ-ATTRIBUTES right is not needed, if the attribute is retrieved by an operation especially 
defined to retrieve that attribute. 
The READATïRIBUTES right is not needed to read the attribute values of the links of an 
object. 

- READCONTENTS. Needed atomically to read the contents of an object, to save a message 
queue or a process address space, to save a message queue, or to peek a message in a message 
queue. 

- READ-LINKS. Needed atomically to read the attributes of the links of an object, or to scan 
sets of links of an object. 

- STABILIZE. Needed to change the stability of an object, i.e. to create or delete a stabilizing 
link to it or a compositely stabilizing link to it or to an object of which it is a component. 

- WRITE-ATTRIBUTES. Needed atomically to change the attribute values of an object. It does 
not control changing the attribute values of the links of an object, nor the time attributes of an 
object. 

- WRITE-CONTENTS. Needed atomically to write to or update the contents of an object or a 
process address space, to set or remove a breakpoint in a process, to restore a message queue, 
or to receive or delete a message from a message queue. An object's contents may not be 
deleted although it may be emptied. 

- WRITE-IMPLICIT. Needed atomically to delete implicit links of an object. For this category 
of link, there are no attributes to change. 
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- WRITE-LINKS. Needed atomically to delete links, other than implicit links, of an object and 

Where EXPLOIT-SCHEMA, EXPLOIT-DEVICE, EXPLOIT-CONSUMER-IDENTITY, 
CONTROL-OB JECT, CONTROL-DISCRETIONARY, CONTROL-MANDATORY or 
OWNER discretionary access rights to an object are required of the calling process by an operation 
which changes the links or attributes of that object, discretionary access rights which would be 
appropriate for such changes (e.g. APPEND-LINKS, WRITE-ATTRIBUTES) are not also 
required to that object. 
NOTES 
1 OWNER consistency rules demand that an owner may not modify the OWNER discretionary access right to an 
object for another security group not only when the other security group is an owner of the object, but also when 
the other security group is the owner of an object of which the object is a component. 
2 The rules for conferring the OWNER discretionary access right on an object for which no owner exists also cover 
the case where no owner exists for an object of which the object is a component, since if such an owner existed, an 
owner would exist for the object under consideration. 
3 The OWNER right on an object for a security group can never be PARTIALLY-DENIED. This is achieved by 
ensuring that when a composition link is created (e.g. by OBJECT-CREATE, SDSCREATE-OBJECT-TYPE, or 
LINK-RESTORE) any OWNER rights of the newly enclosing object are propagated to the new component, and 
that when the OWNER right is set on an object (by OBJECT-SET-ACL-ENTRY) the new value is consistent 
with rights on enclosing objects. 

to change values of link attributes. 

19.1.4 Access control lists on object creation 

When an object is created, its atomic ACL is determined from the default atomic ACL of the 
creating process as follows. For each ACL entry in the default atomic ACL, with access rights M, 
an ACL entry in the atomic ACL is created for the same group with access rights M ,  where the 
mapping M is determined for each discretionary access mode rn by the corresponding 
discretionary mode values of M and the access mask A: 
- M'(m) = GRANTED if M(m) = GRANTED or A(m) = GRANTED, and neither M(m) = 

DENIED nor A(rn) = DENIED. 
- M(m) = DENIED if M(rn) = DENIED or A(m) = DENIED. 
- M(m) = UNDEFINED if M(m) = UNDEFINED and A(m) = UNDEFINED. 
The access mask A is a parameter to the operation used to create the object (e.g. 
OBJECT-CREATE). 
The default object owner of the creating process defines the group identifier of a security group. 
The composite ACL of the created object is derived from the atomic ACLs of the object subject to 
the constraints given in 19.1.2 for all discretionary access modes except OWNER and 
CONTROL-DISCRETIONARY. An entry in the composite ACL relates to the default object 
owner of the creating process, if one exists, and has the OWNER discretionary access mode 
granted. It is an error if the ACL entry in the created atomic ACL for the default object owner 
group does not have CONTROL-DISCRETIONARY granted. 
When an operation creates an object, any further accesses to that object during that same operation 
call are not subject to discretionary or mandatory access checks. 
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19 .2  Operations for discretionary access control operation 

19.2.1 GROUP-GET-IDENTIFIER 

GROUP-GET-IDENTIFIER ( 
group : Security-group-designator 

identifier : G ro u p-id e n tif ie r 
) 

GROUP-GET-IDENTIFIER returns in identifier the key of the "known-security-goup" link 
from the security group directory to the security group group. 
Errors 
ACCESSERRORS (directory of security groups, ATOMIC, READ, READ-LINKS) 
GROUP~DENTIFIER~IS~INVALID (group) 

19.2.2 OB JECT-CHECK-PERMISSION 

OBJECT-CHECK-PERMISSION ( 
object : Object-designator, 
modes : Discretionary-access-modes, 
scope : Object-scope 

accessible : Boolean 
) 

OB JECT-CHECK-PERMISSION tests if the calling process has the discretionary and mandatory 
permission to access the object object according to the set of access modes given in modes and the 
scope scope. For the discretionary permissions, the operation evaluates EVALUATE-PROCESS 
(calling process, object, scope, mode) (see 19.1.2) for each discretionary access mode mode in 
modes. For the mandatory permissions read and write access is interpreted according to the 
discretionary access modes: 
- Read access is tested if modes contains NAVIGATE, READATTRIBUTES, READLINKS, 

READ-CONTENTS, EXECUTE, EXPLOIT-DEVICE, EXPLOIT-SCHEMA or 
EXPLOIT-CONSUMER-IDENTITY. 

- Write access is tested if modes contains APPEND-CONTENTS, APPEND-LINKS, 
APPEND-IMPLICIT, WRITE-ATTRIBUTES, WRITE-CONTENTS, WRITE-LINKS, 
WRITE-IMPLICIT, DELETE, CONTROL-DIS CRETIONARY, CONTROL-MANDATORY, 
CONTROL-OBJECT or OWNER. 

Testing for mandatory read access permission means checking for confidentiality violation and 
integrity confinement violation (see 20.1). Testing for mandatory write access permission means 
checking for confidentiality confinement violation and integrity violation. These checks are 
defined in terms of label domination between the mandatory labels of object and the mandatory 
context of the process. 
A read lock of the default mode is obtained on object. 
The return value accessible is: 
- false if for at least one of the discretionary access modes given in m o d e s  

EVALUATE-PROCESS (calling process, object, scope, mode) = false. 
- false if read access is implied by modes and either LABEL-DOMINATES 

( c o n f i d e n t i a 1 i t y  c o n text (p r o c e s s ), c o nf i d e n t i a 1 i t y  - 1 ab e 1 (object )) = fa 1 se or 
LABEL-DOMINATES (integriv-label (object), integriv-context @recess) = false (see 
20.1.3). 

- false if write access is implied by modes and either LABEL-DOMINATES 
( c o n f i d e n t ia  1 i t y  1 ab  e 1 (0 b j e  c t ), co n f i d e n t ia 1 i t y  - co n tex t  ( p  r o ce s s ) = fa I s e or 
LABEL-DOMINATES (integrity - context(process), integritylabel (object)) = false 
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- true otherwise. In this case, for all of the discretionary access modes given in modes 
EVALUATE-PROCESS (calling process, object, scope, mode) = true; and: 
. if read access is implied by modes then LABEL-DOMINATES (confidentialiîy-context 

(process), confidentiality-label (object)) = true and LABEL-DOMINATES (integrity-label 
(object), integrity-context (process)) = true; 

. if write access is implied by modes then LABEL-DOMINATES (confidentialiîy-label 
(object), confidentiality-context(process)) = true and LABEL-DOMINATES 
(integriîy-context (process), integrity-label (object)) = true. 

For the maps confidentiality-label, confidentiality-context, integrity-label , and integrity-context 
see 20.1.4. 
Errors 
ACCESS-MODE-IS-INCOMPATIBLE (scope, modes) 
CONFIDENTIALITY-WOULD-BE-VIOLATED (granule, scope) 
INTEGRITY-CONFINEMENT-WOULD-BE-VIOLATED (granule, scope) 
OB JECT-IS-ARCHIVED (granule) 
OBJECT-IS-INACCESSIBLE (granule, scope) 
NOTE - READ-ATTRIBUTES access right is not necessary to perform this operation. If it were, the operation 
would lose much of its usefulness, since access checks do not require any access permissions to read mandatory 
labels or ACLs. 

19.2.3 OB JECT-GET-ACL 

OB J ECT-GET-ACL ( 

1 

object : Object-designator, 
scope : Object-scope 

ElCl : Ac1 
OBJECT-GET-ACL returns the atomic or composite ACL of the object object, according as 
scope is ATOMIC or COMPOSITE. 
A read lock of the default mode is obtained on object. 
Errors 
ACCESSERRORS (granule, scope, READ, READ-ATTRIBUTES) 
NOTE - It is expected that implementations calculate the composite ACL of an object (except for the OWNER 
modes) from the atomic ACLs of the object and its components. 

19.2.4 OBJECT-SET-ACL-ENTRY 

OB J ECT-S ET-AC L-ENTR Y ( 
object : Object-designator, 
group : Group-identifier, 
modes : Atomic-access-rights, 
scope : Object-scope 

1 
OBJECT-SET-ACL-ENTRY sets an ACL entry in the atomic or composite ACL of the object 
object for the security group group. If the settings of the ACL entry are already as required, 
except for setting a composite ACL entry to UNDEFINED, then this operation has no effect. In 
the case where for scope = COMPOSITE, and some mode m, modes(m) is UNDEFINED and 
EVALUATEGROUP (group, object, COMPOSITE, m) is previously UNDEFINED, then there 
is an effect if for one or more components c of object, EVALUATE-GROUP (group, c ,  

e 

e 
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ATOMIC, m) is not already set UNDEFINED. EVALUATE-GROUP (group, c, ATOMIC, m) 
of such components is changed to UNDEFINED. 
If scope is ATOMIC, then OBJECT-SET-ACL-ENTRY sets the ACL entry for group in the 
atomic ACL of object to modes, for all discretionary access modes specified in modes. OWNER 
must not appear in modes. 
If scope is COMPOSITE, then for object and all its components, OBJECT-SET-ACL-ENTRY 
sets the ACL entries for group in the composite ACLs and also in the atomic ACLs for all 
discretionary access modes specified in modes, except CONTROL-DISCRETIONARY and 
OWNER, to modes. CONTROL-DISCRETIONARY must not appear in modes. OWNER is 
treated as follows: 
- the OWNER discretionary access mode value for group in the composite ACL of object and the 

CONTROL-DISCRETIONARY discretionary access mode value for group in the atomic ACL 
of object are set to modes(0WNER) provided that any outer object of object has OWNER 
undefined for group. 

~ If modes (OWNER) = UNDEFINED, then in the components of object the discretionary access 
mode values for OWNER in the composite ACL and the discretionary access mode values for 
CONTROL-DISCRETIONARY in the atomic ACL of group are not changed. 

- If modes (OWNER) = GRANTED or DENIED, then in the components of object group is set 
to have OWNER granted or denied respectively in the composite ACL, and 
CONTROL-DISCRETIONARY granted or denied respectively in the atomic ACL; provided 
that any outer object of object has OWNER undefined for group. 

- If no owner for object exists, then the operation can modify OWNER, and OWNER only, if 
CONTROL-DISCRETIONARY is granted for group in the atomic ACL of object, and for all 
components of object, OWNER is granted for group in the composite ACL. 

Whether scope is ATOMIC or COMPOSITE, the composite ACLs of all outer objects of object, 
and of object itself if scope is ATOMIC, are updated, so that all constraints defined for composite 
ACLs, and the atomic and composite ACLs of their components (see 19.1.2) are maintained. 
OWNER modes of outer objects of object are not updated; if this would be necessary to maintain 
the constraints then an error is raised. 
If scope is COMPOSITE, then write locks of the default mode are obtained on object and on all its 
components. 
Errors 
If scope is ATOMIC: 

If scope is COMPOSITE: 
ACCESSERRORS (object, ATOMIC, CHANGE, CONTROL-DISCRETIONARY) 

If there is no owner for object, and only OWNER is to be modified: 
ACCESSERRORS (object, ATOMIC, CHANGE, CONTROL-DISCRETIONARY) 
ACCESSERRORS (component of object, COMPOSITE, CHANGE, OWNER) 

ACCESSERRORS (object, COMPOSITE, CHANGE, OWNER) 

If there is an owner for object, or there is no owner for object and modes other than 
OWNER are required to be modified: 

If the CONTROL-MANDATORY access right is changed: 

If scope is COMPOSITE and modes (CONTROL-MANDATORY) = UNDEFINED but no 
change to the composite ACL is required, then for each atom A of object where 
CONTROL-MANDATORY is to be changed &om GRANTED: 

ACCES S-CONTROL-WOULD-NOT-BE_GRANTED (object, scope, modes) 
ACCESS-MODE-IS-NOT-ALLOWED (modes, scope) 

ACCESS-ERRORS (object, scope, CHANGE, CONTROL-MANDATORY) 

ACCESSERRORS (A, ATOMIC, CHANGE, CONTROL-MANDATORY) 
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CONTROL-WOULD-NOT-BE-GRANTED (object) 
GROuP-IDENTFIER-IS.JNVALID (group) 
If scope is COMPOSITE: 

OBJECT-HAS-GROUP-WHICH-IS-ALREADY-OWNER (object, group) 
OBJECT-OWNER-CONSTRAINT-WOULD-BE-VIOLAmD (object) 
The following implementation-dependent error may be raised 

OBJECT-IS-INACCESSIBLE (outer object of object, ATOMIC) 
NOTES 
1 If an implementation calculates the composite ACL when retrieving it, it may be so designed that it requires the 
outer objects to be accessible. 
2 CONTROL-DISCRETIONARY rather than READ-ATTRIBUTES or WRITE-ATTRIBUTES discretionary 
access right is required to perform this operation. It would be superfluous to require both. 
3 If object is an SDS which may be in use in a working schema, then any change to its composite ACL only has 
effect when the SDS is next included in a working schema by PROCESS-SET-WORKING-SCHEMA, 
PROCESS-CREATE-AND-START, or PROCESS-START. 

19 .3  Discretionary security administration operations 

19.3.1 GROUP-INITIALIZE 

GROUP-INITIALIZE ( 
Group 

identifier : Group-identifier 

: User-designator I User-group-designator I Program-group-designator 
1 

GROUP-INITIALIZE adds the security group group to the security group directory. A 
"known-security-group" link is created from the master of the security group directory to group. 
The key of this link is set to a system-generated unique value, which is guaranteed never to be re- 
used as a security group key and is returned as identifier. 
Write locks of the default mode are obtained on the created links. 
Errors 
ACCESSERRORS (the security group directory, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESS-ERRORS (group, ATOMIC, CHANGE, APPEND-IMPLICIT) 
SECURITY-GROUP-ISKNOWN (group) 
NOTES 
1 The group identifier, which is the same as the key to the "known-securityjroup" link to the object, may be 
determined using the GROUP-GET-IDENTIFIER operation. 
2 This operation does not change any copies of the security group directory. 

19.3.2 GROUP-REMOVE 

GROUP-REMOVE ( 
group : User-designator I User-group-designator 1 Program-group-designator 

) 
GROUPREMOVE removes the security group group from the set of known groups. The 
"known-security-group" link from the security group directory is deleted. If there are no 
remaining existence or composition links to group, then group is also deleted. In this case, the 
"object-on-volume" link to group is deleted. 
The master of the security group directory is always updated by this operation. 
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Write locks of the default mode are obtained on the deleted links and object. 

Errors 
ACCESSERRORS (the security group directory, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESSERRORS(group, ATOMIC, MODIFY, WRITE-IMPLICIT) 
If the conditions hold for deletion of the "security_group" object group: 

GROUP-IDENTIFIER-IS-INVALID (group) 
ACCESSERRORS (group, COMPOSITE, MODIFY, DELETE) 

OB JECT-HAS-LINKS-PREVENTING-DELETION (group) 
OB JECT-IS-IN-USEFOR-DELETE (group) 
PRIVILEGEIS-NOT-GRANTED (PCTE-SECURITY) 
S ECURITY-GROUP-IS-IN-US E (group) 
SECURITY-GROUP-IS-PREDEFINED (group) 
SECURITY-GROUP-IS-REQUIRED-BY-OTHER_GROUPS (group) 
NOTE - This operation does not change any copies of the security group directory. 

19.3.3 GROUP-RESTORE 

GROUP-RESTORE ( 

1 

group 
identifier : Group-identifier 

: User-designator I User_group-designator I Program_group-designator 

GROUP-RESTORE adds the security group group to the security group directory. A 
"known-security-group" link is created from the master of the security group directory to group. 
The group identifier identifier is used as the key for this link. This identifier must be a used group 
identifier, originally generated when initializing a security group which has since been deleted. 
Write locks of the default mode are obtained on the created links. 

Errors 
ACCESSERRORS (the security group directory, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESSERRORS (group, ATOMIC, CHANGE, APPEND-IMPLICIT) 
GROUP-IDENTIFIER-1s-IN-USE (identifier) 
GROUP-IDENTIFIER-IS-INVALID (identifier) 
PRIVILEGE-IS-NOT-GRANTED (PCTE-SECURITY) 
SECURITY-GROUP-ISKNOWN (group) 
NOTE - This operation does not change any copies of the security group directory. 

19.3.4 PROGRAM - GROUP-ADD-MEMBER 

PROGRAM-GROUP-ADD-MEMBER ( 
group : Programjroup-designator, 
program : Static-context-designator 

1 
PROGRAM-GROUP-ADD-MEMBER adds the program program to the program group group. 
A "program-member-of" link is created from program to group, together with a "has-programs" 
reverse link. The keys of the created links are implementation-dependent. 
Write locks of the default mode are obtained on the created links. 
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Errors 
ACCESSERRORS (group, ATOMIC, APPEND-LINKS) 
ACCESS-ERRORS (program, ATOMIC, MODIFY, APPEND-IMPLICIT) 
SECURITY-GROUP-IS-UNKNOW (group) 
STATIC-CONTEXT-ISALRE ADY-MEMBER (program, group) 
NOTE - Processes which are current executions of program do not receive group as an addition to their set of 
effective security groups. 

19.3.5 PROGRAM-GROUP-ADD-SUBGROUP 

PROGRAMGROUP-ADD-SUBGROUP ( 
group : Program-group-designator, 
subgroup : Progra m_g rou p-de s ig na to r 

) 
PROGRAM-GROUP-ADD-SUBGROUP adds the program group subgroup to the program 
group group. A "program-subgroup-of" link is created from subgroup to group, together with a 
"has-program-subgroups" reverse link. The keys of the created links are implementation- 
dependent (see 23.1.2.5). 
Write locks of the default mode are obtained on the created links. 

Errors 
ACCESSERRORS (group, ATOMIC, MODIFY, APPENDLINKS) 
ACCESSERRORS (subgroup, ATOMIC, MODIFY, APPEND-LINKS) 
S ECURITY-GROUP-ALRE ADY H A S T H I  S-S UBGROUP (subgroup, group) 
SECURITY-GROUP-IS-IN-USE (subgroup) 
SECURITY-GROUP-IS-UNKNOWN (group) 
SECURITY-GROUP-IS-UNKNOWN (subgroup) 
SECURITY-GROUP-WOULD-BEIN-INVALIDGRAPH (subgroup, group) 

19.3.6 PROGRAM-GROUP-REMOVE-MEMBER 

PROGRAMGROUP-REMOVE-MEMBER ( 
group 
program : Static-context-designator 

: P rog ram-g rou p-desig nator, 

) 
PROGRAM-GROUP-REMOVE_MEMBER removes the static context program from the group 
group. The "program-member-of' link from program to group and its "has-programs" reverse 
link are deleted. 
Write locks of the default mode are obtained on the deleted links. 
Errors 
ACCESS-ERRORS (group, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESSERRORS (program, ATOMIC, MODIFY, WRITE-IMPLICIT) 
SECURITY -GRO UP-I S-UNKNO WN (group) 
STATIC-CONTEXT-IS-IN-US E (program) 
STATIC-CONTEXT-ISNOT-MEMBER (program, group) 
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19.3.7 PROGRAM-GROUP-REMOVE - SUBGROUP 

PROGRAM-GROUP-REMOVE-SUBGROUP ( 
group : Program_clroup-designator, 
subgroup : Program-group-designator 

) 
PROGRAMGROUPREMOVE-SUBGROUP removes the program group subgroup from the 
program group group. The "program-subgroupof" link from subgroup to group and its 
"has-program-subgroups" reverse link are deleted. 
Write locks of the default mode are obtained on the deleted links. 
Errors 
ACCESS-ERRORS (group, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESS-ERRORS (subgroup, ATOMIC, MODIFY, WRITELINKS) 
PROGRAM-GROUP-ISNOT-EMPTY (subgroup) 
SECURITY-GROUP-IS-IN-USE (subgroup) 
SECURITY GROUP-IS-NOT-A-S UB GROUP (subgroup , group) 
SECURITYGROUP-IS-UNKNOWN (group) 
SECURITYGROUP-IS-UNKNOWN (subgroup) 

19.3.8 USER - GROUP - ADD - MEMBER 

USER-GROUP-ADDMEMBER ( 
group : Userjroup-designator, 
user : User-designator 

) 
USER-GROUP-ADD-MEMBER adds the user user to the user group group. A 
"user-member-of" link from user to group and a "has-users" reverse link are created. The keys 
of the created links are implementation-dependent. 
Write locks of the default mode are obtained on the created links. 
Errors 
ACCESS-ERRORS (group, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESS-ERRORS (user, ATOMIC, MODIFY, APPEND-LINKS) 
SECURITY-GROUP-IS-UNKNOWN (group) 
SECURITY-GROUP-IS-UNKNOWN (user) 
USER-GROUP-LACKSALL-USERS-AS-SUPERGROUP (group) 
USER-IS-ALREADY-MEMBER (user, group) 
NOTE - This operation does not cause group to become an adoptable group of a process running on behalf of mer. 

19.3.9 USER-GROUP - ADD SUBGROUP 

i7rol.Jp : U se r-g ro u p-d esig n ato r, 
subgroup : U ser-g rou pdesig nat or 

USER-GROUP-ADD-SUBGROUP ( 

1 
USER-GROUP-ADD-SUBGROUP adds the user group subgroup to the user group group. A 
"user-subgroupof" link from subgroup to group and a "has-user-subgroups" reverse link are 
created. The keys of the created links are implementation-dependent. 
Write locks of the default mode are obtained on the created links. 
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I 2 1 6  

Errors 
ACCESS-ERRORS (group, ATOMIC, MODIFY, APPENDLINKS) 
ACCESSERRORS (subgroup, ATOMIC, MODIFY, APPEND-LINKS) 
SECURITY-GROUP-ALREADY-HAS-THIS-SUBGROUP (subgroup, group) 
SECURITY-GROUP-IS-IN-USE (subgroup) 
SECURITY-GROUP-IS-UNKNOWN (group) 
SECURITY-GROUP-IS-UNKNOWN (subgroup) 
SECURITY-GROUP-WOULD-BE-IN-INVALID-GRAPH (subgroup, group) 

19.3.10 USER-GROUP-REMOVE-MEMBER 

USER-GROUP-REMOVE-MEMBER ( 
group : User-group-designator, 
user : User-designator 

a ) 
USER-GROUP-REMOVE-MEMBER removes the user user from the group group. The 
"user-member-of' link from user to group and its "has-users" reverse link are deleted. 
Write locks of the default mode are obtained on the deleted links. 

Errors 
ACCES SERRORS (group, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESSERRORS (user, ATOMIC, MODIFY, WRITE-LINKS) 
SECURITY-GROUP-IS-UNKNOWN (group) 
SECURITY-GROUP-IS-UNKNOWN (user) 
USER-GROUP-IS-IN-USE (user, group) 
USER-ISNOT-MEMBER (user, group) 
NOTE - The "adoptable-userjroup" link from a process executed on behalf of user to group is not deleted (see 
PROCES SADOPT-USER-GROUP). 

19.3.11 USER-GROUP-REMOVE-SUBGROUP 

USER-GROUP-REMOVE-SUBGROUP ( e 
group : User-group-designator, 
subgroup : User-groupdesignator 

) 
USER-GROUP-REMOVE-SUBGROUP removes the user group subgroup from the user group 
group. The "user-subgroup-of" link from subgroup to group and its "hasuser-subgroups" 
reverse link are deleted. 
subgroup must not be the effective group for a running process. 
Write locks of the default mode are obtained on the deleted links. 

Errors 
ACCESSERRORS (group, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESSERRORS (subgroup, ATOMIC, MODIFY, WRITE-LINKS) 
SECURITYGROUP-IS-IN-USE (subgroup) 
SECURITY-GROUP-ISNOT-A-SUBGROUP (subgroup, group) 
SECURITY-GROUP-IS-UNKNOWN (group) 
SECURITY-GROUP-IS-UNKNOWN (subgroup) 
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USER-GROUP_WOULDNOT-HAVE_ALL_USERSAS_SUPERGROUP(subgroup) 

2 O Mandatory security 

2 O .  1 Mandatory security concepts 

20.1.1 Mandatory classes 

sds mandatory-security: 
import object type system-object, system-volume, system-device, system-common-root; 
import attribute type system-name, system-number; 
import object type discretionary-security-security-group, discretionary-security-user; 
import attribute type discretionary-security-group-identifier; 
extend object type security-group with 
link 

may-downgrade: (navigate) reference link (name) to confidentiality-class reverse 

may-upgrade: (navigate) reference link (name) to integrity-class reverse 
downgradableby; 

upgradable-b y ; 
end securityjroup; 
extend object type user with 
link 

having-clearance; 
end user; 
mandatorydirectory: child type of object with 
link 

end mandatory-directory; 
mandatory-class: child type of object with 
link 

end mandatory-class; 
confidentiality-class: child type of mandatory-class with 
link 

cleared-for: (navigate) reference link (name) to mandatory-class reverse 

known-mandatory-class: (navigate) existence link (name) to mandatory-class; 
mandatoryclaçsesof : implicit link to common-root reverse mandatory-classes; 

havingclearance: (navigate) reference link (group-identifier) to  user reverse 
cleared-for; 

dominates-inconfidentiality: (navigate) reference link to confidentialityclass reverse 

confidentiality-dominator: (navigate) reference link to confidentiality-class reverse 

downgradableby: (navigate) reference link (group-identifier) to security-group 

conf identiality-dominator; 

dominates-inconfidentiality ; 

reverse may-downgrade; 
end confidentialityclass; 
integrity-class: child type of mandatory-class with 
link 

dominates-in-integrity: (navigate) reference link to integrity-class reverse 

integrity-dominator: (navigate) reference link to integrityclass reverse 

upgradableby: (navigate) reference link (group-identifier) to security-group reverse 

integrity-dominator; 

dominates-in-integrity ; 

may-upgrade; 
end integrity-class; 

217 
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extend object type object with 
attribute 

confidentiality-label: (read) string ; 
integrity-label: (read) string; 

end object; 
extend object type common-root with 
link 

mandatory-classes: (navigate) existence link to mandatory-directory reverse 
mandatory-ctasses-of ; 

end common-root; 
end mandatory-security; 

The "mandatory-class" object type represents the mandatory classes defined for the PCTE 
installation. The name of a class, the class name, is the key attribute of the 
"known-mandatoryclass" link from the mandatory directory to the mandatory class object. The 
destinations of the "havingclearance" links represent users which are cleared to this mandatory 
class. The concept of user clearance is elaborated in 20.1.4. 
The "confidentiality-class" object type represents the subset of mandatory classes which are 
confidentiality classes: 
- the destination of the "dominates-inconfidentiality" link represents the confidentiality class 

which this confidentiality class dominates; 
- the destination of the "confidentiality-dominator" link represents the confidentiality class which 

dominates this confidentiality class; 
- the destinations of the "downgradableby " links represent the security groups which have 

authority to downgrade from that confidentiality class (see 20.1.4). 
The "integrityclass" object type represents the subset of mandatory classes which are integrity 
classes: 
- the destination of the "dominates-in-integrity" link represents the integrity class which this 

integrity class dominates; 
the destination of the "integrity-dominator" link represents the integrity class which dominates 

this integrity class; 
- the destinations of the "upgradableby" links represent the security groups which have 

authority to upgrade from that integrity class. 
The mandatory directory is an administrative object (see 9.1.2). 

- 

20.1.2 The mandatory class structure 

Confidentiality-tower = s e q l  of Confidentiality-class-designator 
Integrity-tower = s e q l  of Integrityclass-designator 

Each mandatory class participates in exactly one of the confidentiality towers and integrity towers 
which define the dominance relationships between these classes. No class may appear more than 
once in a tower. 
The "dominates-inconfidentiality " and "confidentiality-dominator" links of a mandatory class 
represent the sequence of confidentiality classes in a confidentiality tower. The destination of a 
"dominates-in-confidentiality" link is the member of the sequence which immediately precedes the 
origin of the link. The destination of "confidentiality-dominator" is the member of the sequence 
which is the immediate successor of the origin of the link. 
The "dominates-in-integrity" and "integrity-dominator" links represent the sequence of integrity 
classes in an integrity tower. The destination of a "dominates-in-integrity" link is the member of 
the sequence which immediately precedes the origin of the link. The destination of 
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"integrity-dominator" is the member of the sequence which is the immediate successor of the 
origin of the link. 
The predicates CLASS-DOMINATES and CLASS-STRICTLY-DOMINATES are defined in 
terms of the relative positions of the mandatory classes within a confidentiality tower or an 
integrity tower. A class left-class dominates a class right class if CLASS-DOMINATES 
(left-class, right-class) = true. A class left-class strictlfdominates a class right-class if 
CLASS-STRICTLY-DOMINATES (lef-class, right-class) = true. 

CLASS-DOMINATES ( 

1 

left_class : Mandatory-class-designator, 
right-class : Mandatory_class-designator 

result : Boolean 
The result is false if left-class and right - class do not occur in the same confidentiality tower or 
integrity tower. 
If left-class and right-class occur in a confidentiality tower or an integrity tower T, and left-class 
= T(1) and right-class = T(J), then the result is true if I 2 J, otherwise false. 

CLASS-STRICTLY-DOMINATES ( 

) 

left-class : Mandatory-class-designator, 
rjght-class : Mandatory-class-designator 

result : Boolean 
The result is false if left-class and right - class do not occur in the same confidentiality tower or 
integrity tower. 
If lef-class and right class occur in a confidentiality tower or an integrity tower T, and left-class 
= T(1) and right - class= T(J), then the result is true if I > J, otherwise false. 

20.1.3 Labels and the concept of dominance 

Security-label = [ Mandatory-class-designator ] I Conjunction I Disjunction 
Conjunction :: UNITS: set of Security-label 
Disjunction :: UNITS: set of Security-label 

A security label is either a confidentiality label or an integrity label; the structure is the same in 
either case. 
A class name is a confidentiality or integrity class name. Confidentiality class names may occur 
only in confidentiality labels. Integrity class names may occur only in integrity labels. 
Conjunctions and disjunctions must contain at least 2 units. A security label of the first kind in 
which the optional unit is not supplied is called a null label. 
The concept of mandatory security permissions depends on the concept of a label dominating 
another. 
The predicates LABEL-DOMINATES and LABEL-STRICTLYDOMINATES are defined in 
terms of the possible forms of the labels and the domination relationships between the mandatory 
classes. A label left-label dominates a label right-label if LABEL-DOMINATES (left-label, 
right-label) = true.  A label left-label strictly dominates a label right - label if 
LABEL-STRICTLY-DOMINATES (left - label, right-label) = true. 

LABEL-DOMINATES ( 
le-label : Security-label, 
rightlabel : Security-label 

dominates : Boolean 
1 

If right-label is null then dominates = true. 

2 1 9  
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If left-label is null and right-label is not null then dominates = false. 
If left-label and right-label are both mandatory class designators then dominates = 
CLAS S-DOMINATES (leftlabel, rig ht-label). 
If left label is a mandatory class designator and right-label is a disjunction of mandatory class 
desig6ators rl, 1-2, ... then dominates = true if CLASS-DOMINATES (left-label, rj) is true for 
some rj, and false otherwise. 
If left-label is a conjunction of mandatory class designators I I ,  22, ... and right-label is a 
mandatory class designator then dominates = true if CLASS-DOMINATES (Li, rig ht-label) is 
true for some li, and false otherwise. 
If left-label is a conjunction of mandatory class designators 11,  12, ... and right-label is a 
disjunction of mandatory class designators r i ,  r2, ... then dominates  = true if 
CLASS-DOMINATES&, rj) is true for some li and rj, and false otherwise. 
If right-label is a disjunction of security labels rl, r2, ... and some rk is a disjunction of security 
labels rl', r2', ... then dominates = LABEL-DOMINATES (left-label, r') where r' is the 
disjunction of all the rj' and all the ri except rk. 

If left-label is a conjunction of security labels 11, 12, ... and some lk is a conjunction of security 
labels I l ' ,  12', ... then dominates = LABEL-DOMINATES (l', right-label) where I' is the 
conjunction of all the lj' and all the li except lk. 
If right-label is a conjunction of security labels r l ,  1-2, ... then dominates = true if 
LABEL-DOMINATES (left-label, rj) is true for all rj, and false otherwise. 
If left-label is a disjunction of security labels 11, 12, ... then dominates = true if 
LABEL-DOMINATES (li, right-label) is true for all li, and false otherwise. 
If right-label is a disjunction of security labels ri ,  r2, ... and some r k  is a conjunction of security 
labels rl', r2', ... then dominates = true if LABEL-DOMINATES (left_label, r') is true for all 
r;, where r' is right - label with rk replaced by rj', and false otherwise. 
If left label is a conjunction of security labels 11,12, ... and some l k  is a disjunction of security 
labels-ll', l?', ... then dominates = true if LABEL-DOMINATES (l', right-label) is true for all 
1; where 1' is left-label with lk replaced by Li', and false otherwise. 

LABELSTRICTLY-DOMINATES ( 
left- label : Security-label, 
rightlabel : Security-label 

1 
dominates : Boolean 

The definition of this predicate is the same as for LABEL-DOMINATES except that: 
- If left-label and right-label are both null, then dominutes is false. 
- CLASSDOMINATES is replaced by CLASS-STRICTLY-DOMINATES. 
- LABEL-DOMINATES is replaced by LABEL-STRICTLY-DOMINATES. 
NOTES 
1 It is possible for label A to dominate label B and B to dominate A, and for label C not to dominate label D while 
D does not dominate C. 
2 For the mapping of security labels to language bindings see 23.1.3.1. 

20.1.4 Mandatory rules for information flow 
A user's confidentiality clearance is a security label derived from the confidentiality classes to 
which that user is cleared by forming a conjunction of the confidentiality class names. 
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A user's integrity clearance is a security label derived from the integrity classes to which that user 
is cleared by forming a conjunction of the integrity class names. 
A process has a mandatory context associated with i t  which is used to control the flow of 
information to and from the process. This mandatory context consists of a confidentiality 
component called a confidentiality context and an integrity component called an integrity context. 
The confidentiality context and integrity context are represented by the "confidentiality-label" and 
"integrity-label" attributes respectively of the process as inherited from the parent type "object" 
(see 20.1.1). 
A process may change its confidentiality context during execution so that the new confidentiality 
context dominates the previous value. 
A process may change its integrity context during execution so that the new integrity context is 
dominated by the previous value. 
A process may only change its confidentiality context so that the result is dominated by the user's 
confidentiality clearance. 
When a confidentiality context is changed, it must remain within the confidentiality label range of 
the workstation on which the process is executing. When an integrity context is changed, it must 
remain within the integrity label range of the workstation on which the process is executing (see 
20.1.5). 
An object has a confidentiality label and an integrity label which control the flow of information 
into and out of its associated atomic object. The following rules apply to a process' mandatory 
context or an object's mandatory labels after any change due to the floating of labels (see 20.1.6). 
For the purposes of these rules read and write are defined as follows in terms of information flow. 
If information flows from an object to a process, the process reads from the object. If information 
flows from a process to an object, even if it is only erasure, the process writes to the object. 
Reading and writing refer to any property of an object (attributes, links, link attributes, contents) 
which can contain (or embody) information. Deletion of an object is therefore considered writing 
to the object, although deletion of an object is only achieved by deleting a link. 
- The simple confidentiality rule: A process P may only read from the atomic object associated 

with an object A if LABEL-DOMINATES (confidentiality context of P, confidentiality label of 
A). 

- The confidentiality confinement rule: A process P may only write to the atomic object 
associated with an object A if LABEL-DOMINATES (confidentiality label of A, confidentiality 
context of P). 

- The simple integrity rule: A process P may only write to the atomic object associated with an 
object A if LABEL-DOMINATES (integrity context of P, integrity label of A). 

- The integrity confinement rule: A process P may only read from the atomic object associated 
with an object A if LABEL-DOMINATES (integrity label of A, integrity context of P). 

- The communication rule: A process P may transmit information to another process Q (by 
PROCESS-PEEK or PROCES S-POKE) if LABEL-DOMINATES (confidentiality context of 
Q, confidentiality context of P) and LABEL-DOMINATES (integrity context of P, integrity 
context of Q). 

A process may change the confidentiality and integrity labels of an object if and only if it has the 
atomic CONTROL-MANDATORY right to that object. Under this condition, a confidentiality 
label may be changed to a value which dominates the previous value and an integrity label may be 
changed to a value which is dominated by the previous value. 
When a confidentiality label of an object is changed, it must remain within the confidentiality label 
range of the volume on which the object is residing. When an integrity label of an object is 
changed, it must remain within the integrity label range of the volume on which the object is 
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residing (see 20.1.5). This is true even with the downgrade or upgrade privileges, described 
below, effective. 
If an effective security group of the calling process has additional downgrade or upgrade 
privileges, these object mandatory labels may be changed so that the new value of the 
confidentiality label does not dominate the previous value and the new value of the integrity label 
is not dominated by the previous value, according to the rules defined below: 
A process is defined to be acting with downgrade authority from a confidentiality class C if the 
process has an effective security group which has downgrade authority from C, i.e. there is a 
"downgradableby" link from C to the security group. This is represented by the predicate 
DOWNGRADE-AU"O~Y: 

DOWNGRADEAUTHORITY ( 
process : Process-designator, 
class : Confidentiality-class-designator 

authority : Boolean 
1 

A process is defined to be acting with upgrade authoris, to an integrity class C if the process has 
an effective group which has upgrade authority to C, i.e. there is an "upgradable-by" link from C 
to the security group, This is represented by the predicate UPGRADEAUTHORITY: 

UPGRADE-AUTHORITY ( 
process : Process-designator, 
class : Integrity-class-designator 

authority : Boolean 
) 

A process is permitted to change a confidentiality label from right-label to left-label providing that 
right label is dominated in confidentiality by left-label relative to the process. This concept is 
definëd by the following predicates for classes and labels: 

RELATIVE-CLASS-DOM I NATES-INCONFI DENT1 ALITY ( 
process : Process-designator, 
lefl-class : Mandatory-classdesignator, 
rightclass : Mandatory-class-designator 

dominates : Boolean 
1 

This is the same as CLASS-DOMINATES except that if DOWNGRADE-AUTHORITY 
(process, right-class) is true, dominates is always true. 

RELATIVE-LABEL-DOMINATES-INCONFIDENTIALITY ( 
process : Process-designator, 
left- label : S ecu rit y-labe I, 
rightlabel : S%urity-label 

dominates : Boolean 
1 

This is the same as LABEL-DOMINATES except that: 
- The rule beginning 'If left-label is null' (i.e. the second rule) is replaced by the rule: If 

l e f t - labe l  is nul l  and r ight - labe l  is a class name C, then d o m i n a t e s  = 
DOWNGRADE-AUTHORITY (process, C). 

- RELATIVE~CLASS~DOMINATES_I"FIDENTIALITY replaces CLASS- 
DOMINATES. 

- RELATIVE~LABEL~DOMINATES_I"FIDENTIALITY replaces LABEL- 
DOMINATES, 

A process is permitted to change an integrity label from left-label to right-label providing that 
left-label dominates right-label in integrity relative to the process. This concept is defined by the 
following predicates for classes and labels: 
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R EL AT1 VE-C LASS-DOM I N ATES-I N-I NTEG R IN ( 
process : Process-designator, 
left-class : Mandatory-class-designator, 
rightclass : Mandatory-class-designator 

dominates : Boolean 
) 

This is the same as CLASS-DOMINATES except that if UPGRADE-AUTHORITY (process, 
right - class) is true, dominates is always true. 

RELATIVE-LABEL-DOMINATES-IN-INTEGRITY ( 
process : Process-designator, 
left-label : Security-label, 
rightlabel : Security-label 

dominates : Boolean 
) 

This is the same as LABEL-DOMINATES except that: 
- The rule beginning 'If left label is null' (i.e. the second rule) is replaced by the rule: If 

l e f t  labe l  is null  andr igh t - labe l  is a class name C, then d o m i n a t e s  = 
UPGRADEAUTHORITY brocess, C). 

- RELATIVE-CLASS-DOMINATESIN-INTEGRITY replaces CLASSDOMINATES. 
- RELATIYE-LABEL-DOMINATES-IN.JNTEGR1TY replaces LABEL-DOMINATES. 
The confidentiality context of a process is always dominated by the user's confidentiality 
clearance, and the integrity clearance of a process is always dominated by the user's integrity 
clearance. 
NOTES 
1 Read and write for mandatory access control are defined in the operations in terms of information flow. If 
information flows from an object to the process (i.e. access errors may occur with permission READ), it is a read. 
If information flows from the process to an object (i.e. access errors may occur with permission CHANGE or 
MODIFY), even if it is only erasure, it is a write. Reading and writing refer to any property of an object 
(attributes, links, link attributes, contents) which can contain (or embody) information. Deletion of an object is 
therefore considered a write, although for PCTE, deletion of an object is only achieved by deleting a link. 
2 A restriction on a process's integrity context with reference to the user's integrity clearance is unnecessary because 
a change is always a downgrade. 
3 The restrictions to changes to a process's Confidentiality context or integrity context above apply to the 
operations PROCESS-SET-CONFIDENTIALITY-LABEL and PROCESS-SET-INTEGRITY-LABEL, and to 
the floating security labels facility (see 20.1.6) when objects, whose labels would normally prevent access, are read 
by the process. 
4 The restrictions to changes to an object's confidentiality or integrity labels above apply to the operations 
OBJECT-SET-CONFIDENTIALITY-LABEL and OBJECT-SET-INTEGRITY-LABEL, and to the floating 
security labels facility when objects, whose labels would normally prevent access, are written to by a process. 
5 The predicates RELATIVE~LABEL~DOMINATES~IN~CONFIDENTIALITY and RELATIVELABEL- 
DOMINATES-IN-INTEGRITY are used in operations OBJECT-SET-CONFIDENTIALITY_LABEL and 
OBJECT-SET-INTEGRITYLABEL to define some of these checks. 
6 In specifying which accesses are read and which write for mandatory access control, the intention is that the rules 
should be as follows. 
- Each object, its attributes, its contents, its outgoing links (except system-managed designation links 

representing the use of the object by a process and hose representing locks) and their attributes, and its preferred 
link type and key may be treated as a separate security object. 

- Every access to one of those security objects that depends on data from it may be treated as a read, except that the 
audit selection criteria are accessible, for the purposes of determining whether the event is auditable, without a 
mandatory read check, and reading security labels for mandatory access checks does not count as a read. 
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20. 

- Every access to one of those security objects that writes data to it is treated as a write, with the following 
exceptions: 

the last-access-time attribute shall be updatable without mandatory write checks, 
records shall be written to the audit file and accounting log without write mandatory checks; 
updates arising as a result of process failure or abnormal closedown of a workstation shall be possible 
without mandatory checks. 

S iî ulti-level security labels 

Multi-level-device-designator = Volume-designator Devicedesignator I 

sds mandatory-security : 
import object type system-volume, system-device system-execution-site; 
extend object type volume with 
attribute 

Execution-site-designator 

confidentiality-high-label: (read) nonduplicated string; 
confidentiality-low-label: (read) non-duplicated string; 
integrity-high-label: (read) non-duplicated string; 
integrity-low-label: (read) non-duplicated string; 

end volume; 
extend object type device with 
attribute 

conf identiality-high-label; 
confidentialit y-low-label; 
integrity-high-label; 
integrity-low-label ; 
contentsconfidentiality-label: (read) nonduplicated string; 
contents-integrity-label: (read) non-duplicated string; 

end device; 
extend object type execution-site with 
attribute 

confidentiality-high-label; 
confidentiality-low-label; 
integrity-hig h-label; 
integrity-low-label ; 

end execution-site; 
end mandatory-security; 

Multi-level secure devices are volumes, devices, and execution sites; they allow data with a fixed 
range of mandatory labels for confidentiality and for integrity to be stored on them. The fixed 
ranges of labels required for a multi-level secure device are expressed as two labels, a high label 
and a low label. In each range the high label must dominate the low label. 
A MAXIMUM-LABEL high end of range means that there is no ceiling on the labels of objects 
contained within the device. 
For it to be permissible for an object A to be stored on a multi-level secure device M, 
CONFIDENTIALITY-LABEL-WITHIN-RANGE (A, M) and INTEGRITY- 
LABEL-WTHIN-RANGE (A, M) must be true, where: 

CON FI D ENTI ALIW-LABEL-W ITHl N-RANG E ( 
object : Object-designator, 
device : Multi-level-device-designator 

inside-range : Boolean 
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inside range is true if the confidentiality low label of device does not strictly dominate the 
confidëntiality label of object, and the confidentiality high label of device either is 
MAXIMUM-LABEL or dominates the confidentiality label of object; and is otherwise false. 

INTEGRITY-LABEL-WITHIN-RANGE ( 

1 

object : Object-designator, 
device : Multi-level-device-designator 

inside- range : Boo I ean 
inside-range is true if the integrity low label of device does not strictly dominate the integrity 
label of object, and the integrity high label of device either is MAXIMUM-LABEL or dominates 
the integrity label of object; and is otherwise false. 

Similar checks are made when multi-level secure devices are put on other multi-level secure 
devices. For it to be permissible for a multi-level secure device A to reside on another multi-level 
secure device B, CONFIDENTIALITY-RANGE_wITHIN_RANGE(A, B) must be true, where: 

CONFIDENTIALITY-RANGEWITHIN-RANGE ( 
inner-device : Multi-level-device-designator, 
outer-device : Mu It i-leve ldevicedesig nator 

inside-range : Boolean 
) 

inside range is true if the confidentiality low label of outer-device does not strictly dominate the 
Confidentiality low label of inner-device , and the confidentiality high label of outer device either 
is MAXIMUM-LABEL or dominates the confidentiality high label of inner-device; and is 
otherwise false. 

I NTEG RIW-RANGEW ITHIN-RANGE ( 

) 

inn ecde vice : Mu It i-l e ve i d  evic e-de s ig n at0 r, 
outer-device : Multi-level-device-designator 

inside-range : Boolean 
inside-range is true if the integrity low label of outer-device does not strictly dominate the 
integrity low label of inner-device , and the integrity high label of outer device either is 
MAXIMUM-LABEL or dominates the integrity high label of inner-devicerand is otherwise 
false. 

The confidentiality or integrity label of an object A lies within the confidentiality or integrily range 
of a multi-level secure device B if 
CONFIDENTIALITY-LABEL-WITHIN-RANGE (A, B) or 
INTEGRITY-LABEL-WITHIN-RANGE (A, B) respectively is true. 
The confidentiality or integrity range of a multi-level secure device A lies within the confidentiality 
or integrity range of a multi-level secure device B if 
CONFIDENTIALITY-RANGE-WITHIN-RANGE (A, B) or 
INTEGRITY-RANGE-WITHIN-RANGE (A, B) respectively is true. 
In addition to its mandatory labels, a device object is associated with two other labels (one 
confidentiality label and one integrity label), termed labels of contents, which govern access to its 
contents through the device contents operations (see clause 12). 
The labels of contents are evaluated in accordance with the characteristics of the physical device 
each time the contents of the device is accessed. If the device is open for reading or writing, the 
label associated with the contents of the physical device is implementation-defined. If the label 
cannot be identified then the confidentiality label C of the contents is set to the confidentiality 
context of the accessing process, and the integrity label I of the contents is set to the integrity 
context of the accessing process. If device-contents is defined as a pseudo-object representing the 
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contents which have the labels of contents, the process is denied access to the contents if any of 
the following are false: 
- COWIDEN"IAL~Y-LABEL_WrTHIN-RANGE (devicecontents, device) 
- INTEGRITYLABEL-WITHIN-R ANGE (device-contents, device) 
- LABEL-DOMINATES (confidentiality context of process, C) 
- LABEL-DOMINATES (I, integrity context of process) 
NOTES 
1 Checks are made that the constraints are obeyed on an object stored on a multi-level secure device whenever: 
- objects have their labels changd, 
- processes have their mandatory context changed, 
- objects are put on to multi-level secure devices: 

. objects are created on a volume; 

. objects are moved to a volume; 

. processes are started or called on a workstation; 
- copying files to foreign system. 

2 The checks made that the constraints are obeyed when multi-level secure devices are put on other multi-level 
secure devices apply in the following situations: 
- volumes are created on devices; 
- volumes are mounted on devices; 
- devices are created on workstations; 
- security ranges on multi-level devices are changed (see 20.2.9 and 20.2.10). 

20.1.6 Floating security levels 

Floating-level = NO-FLOAT I FLOAT-IN I FLOAT-OUT I FLOAT-INPUT 
sds mandatory-security: 
import object type system-process; 
floating-level: NO-FLOAT, FLOAT-IN, FLOAT-OUT, FLOAT-INOUT; 
extend object type process with 
attribute 

floatingconfidentiality-level: (read) nonduplicated enumeration (floating-level) := 

floating-integrity-level: (read) nonduplicated enumeration (floating-level) := 
NO-FLOAT; 

NO-FLOAT; 
end process; 
end mandatory-security; 

The floating security levels mechanism enables a process to select either or both of the two 
facilities: 
- The mandatory context of a process may float up (confidentiality) or down (integrity) when 

information is read from an object. 
- The mandatory labels of an object may float up (confidentiality) or down (integrity) when 

information is written to its associated atomic object. 
This is specified using the "floating-confidentiality-level" and " floatingintegrity-level" attributes 
of the executing process, which have four possible values: 
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- NOFLOAT: switches off the floating mechanism; 
- FLOAT-IN: enables the process's mandatory context to float; 
- FLOAT-OUT: enables the object's mandatory labels to float; 
- FLOAT-IN-OUT enables both to float. 
If the floating of the mandatory context of a process P is enabled (FLOAT-IN and 
FLOAT-IN-OUT), then when information is read from the atomic object associated with an 
object A: 
- if LABEL-DOMINATES (confidentiality context of P, confidentiality label of A) is false then 

the new confidentiality context is given by FLOAT-UPGRADE (confidentiality context of P, 
confidentiality label of A); 

- if LABEL-DOMINATES (integrity label of A, integrity context of P) is false, then the new 
integrity context is given by FLOAT-DOWNGRADE (integrity context of P, integrity label of 
A). 

If the floating of an object's mandatory labels is enabled (FLOAT-OUT and FLOAT-IN-OUT), 
then when the atomic object associated with an object A is written to: 
- if LABEL-DOMINATES (confidentiality label of A, confidentiality context of the calling 

process) is false then the new confidentiality label is given by FLOAT-UPGRADE 
(confidentiality label of A, confidentiality context of the calling process); 

- if LABEL-DOMINATES (integrity context of the calling process, integrity label of A) is false 
then the new integrity label is given by FLOAT-DOWNGRADE (integrity label of A, integrity 
context of the calling process). 

O 

FLOAT-UPGRADE and FLOAT-DOWNGRADE are defined as follows: 
FLOAT-UPGRADE ( 

1 

upgradable-label : Security-label, 
higher-label : Security-label 

upgraded-label : Security-label 
upgraded label is the conjunction of upgradable label and higher-label unless upgradable-label is 
null in wh?ch case upgraded-label is higher-labd 

FLOAT-DOWNGRADE ( 
downgradable-label : Security-label, 
lower-label : Security-label 

do wngraded-label : Secu rit y-labe I 

O 
) 

downgraded-label is the disjunction of downgradable - label and lower-label unless lower-label is 
null in which case downgraded-label is also null. 
The floating of mandatory labels requires the process to have the CONTROL-MANDATORY 
right to the object. 
The confidentiality context of a process process is subject to the constraints: 
- It must be dominated by the user confidentiality clearance. 
- It must lie within the confidentiality range of the workstation i.e. 

CONFIDENTIALITY-LABEL-WITHIN-RANGE (process, station) must be true. 
The confidentiality label of an object A must lie within the confidentiality range of the volume V in 
which it resides, i.e. CONFIDENTIALITY-LABEL_WITHIN-RANGE (A, V) must be true. 
The integrity context must continue to lie within the integrity range of the workstation on which 
the process is running i.e. INTEGRITY-LABEL-WITHIN-RANGE (process, station) must be 
true. 
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The integrity label of an object A must lie within the integrity range of the volume V in which it 
resides, i.e. INTEGRITY-LABEL-WITHIN-RANGE (A, V) must be true. 
NOTES 
1 If any of the above conditions results in the process's mandatory context or the object's mandatory label not being 
changed, then reading and writing of the object are forbidden, as defined in 20.1.4. 
2 CONTROLMANDATORY right is required for label changes to be effected either explicitly using 
OBJECT-SET-CONFIDENTI ALITY-LABEL and OB JECT-SET-INTEGRITYLABEL or implicitly using 
floating security labels. 
3 In order to determine whether these constraints have been violated, access must be made to the objects involved 
i.e. the user, the station and the volume. These accesses are not also subject to mandatory access control, which 
could lead to the further floating of the mandatory context of the current process. These accesses constitute additional 
bitwise read accesses which are intrinsic covert channels to PCTE (see 20.1.8.2) and are permitted. 
4 An object of type "process" (or a descendant type) cannot have its mandatory labels changed by output floating, 
regardless of the process status. An operation which tries to write to such an object and would cause floating fails 
with the relevant confinement violation error. 

20.1.7 Implementation restrictions 

A trusted implementation of PCTE may have implementation-defined restrictions on various 
aspects of the security model. In particular there may be implementation-defined restrictions of the 
following kinds: 
- restrictions on the number of confidentiality classes (O or more); 
- restrictions on the number of integrity classes (O or more); 
- restrictions on the form of the confidentiality labels, e.g. may not allow a disjunction; 
- restrictions on the form of the integrity labels, e.g. may not allow a conjunction; 
- restrictions on creation of links between levels (e.g. may not allow any links to cross differently 

labelled objects for designated information classes). 
In some implementations there may be predefined classes. These predefined classes may be 
protected using particular implementation-defined techniques. 

20.1.8 Built-in policy aspects 

Some aspects of the security policy of any PCTE environment are enforced by the PCTE 
interfaces. Any attempt to violate the built-in policy aspect raises the error condition 
SECURITY-POLICY-WOULD-BE-VIOLATED. 

20.1.8.1 Protection of predefined SDSs 

The predefined SDSs "system", "discretionary-security ", "mandatory-security ", "metasds" and 
"accounting" have to be protected against any modification. 
Thus, for all these SDSs, the atomic and composite ACLs contain one entry corresponding to the 
predefined security group ALL-USERS - which is automatically set in the discretionary context 
of all processes - with WRITE-ATTRIBUTES, WRITE-LINKS, APPEND-LINKS and 
DELETE access DENIED. The other access rights are set to UNDEFINED. 

20.1.8.2 Covert channels 

A covert channel is a communication channel that allows a process to transfer information in a 
manner which violates the system's security policy. The mandatory and discretionary security 
conditions defined in previous clauses are enforced throughout the PCTE Abstract Specification. 
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An appropriate error condition is raised whenever a given operation would result in a violation of 
such rules and of the other aspects of the built-in policy. 
Two kinds of access are identified for the purposes of mandatory security: 
- data access: accesses of this kind are implied when data items are explicitly transferred 

between a process and an object. 
- bitwise access: accesses of this kind are implied when the status of an object (or of a process) 

is modified or queried as a side effect of an operation. The term "status" is used here as 
opposed to the data values held in the object and which can be manipulated via the data 
accesses defined above. 

A bitwise read access is: 
- an integrity covert channel where the process strictly dominates the object in integrity; 
- a confidentiality covert channel where the object strictly dominates the process in 

confidentiality. 
A bitwise write access is: 
- a confidentiality covert channel where the process strictly dominates the object in 

confidentiality; 
- an integrity covert channel where the object strictly dominates the process in integrity. 
Both kinds of access imply transfer of information between processes and objects (or other 
processes). However, in the built-in policy, control of information flow is dealt with differently 
for the two kinds of access: 
- all "data accesses" must conform to the mandatory security rules as defined earlier in this 

major clause; 
- a certain number of "bitwise accesses" are allowed which would otherwise violate the security 

rules. These are classified as intrinsic covert channels. PCTE implementations can restrict 
information flow through covert channels. The events leading to intrinsic covert channels are 
all those associated with bitwise write accesses. 

The following operations imply bitwise read access: 
- LOCK-SET-OBJECT, LOCK-UNSET-OBJECT, LOCK-SET-INTERNAL-MODE, 

LOCK-RESET-INTERNAL-MODE; 
- any access to an object which implies a check on access rights. 
The following operations imply bitwise write access: 
- LOCK-SET-OB JECT, LOCK-UNSET-OB JECT, LOCK-SET-INTERNAL-MODE, 

LOCK_RESET-INTERNAL_MODE; 
- ACTIVITY-START, ACI'IVITYABORT, ACTIVITYEND; 
- MESSAGE-RECEIVE-NO-WAIT, MESSAGE-RECEIVE-WAIT, MESSAGE- 

PEEK if the message queue is full; 
- LINK-CREATE (creation of an implicit link); 
- any write to the audit file; 
- any write to the accounting log; 
- any implicit creation or deletion of a usage designation link; 
- any operation which creates or deletes an object (creation or deletion of an 

"object-on-volume" link); 
OBJECT-MOVE, on the destinations of external non-designation links of the object (if 
moved) and each moved component. 

- 
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2 O .  2 Operations for mandatory security operation 

20.2.1 DEVICE-SET - CONFIDENTIALITY - RANGE 

DEVICE-SET-CONFIDENTIALITY-RANGE ( 
device : Device-designator, 
high-label : Security-label, 
low-label : Security-label 

1 
DEVICESET-CONFIDENTIALITYRANGE sets the confidentiality range high label and 
confidentiality range low label of device to high-label and low-label respectively, subject to the 
following conditions, where device' is device with the confidentiality range so changed, station is 
the workstation controlling device, simply-enlarged is CONFIDENTIALITY-RANGE- 
WITHIN-RANGE (device, device'), and simply-reduced is CONFIDENTIALITY-RANGE- 
WITHIN-RANGE (device', device): 
- If simply enlarged or not simply-reduced, then CONFIDENTIALITY-RANGE- 

- If simply-reduced or not simply-enlarged, and there is a volume volume mounted on device, 

If floating of security labels is switched on for the calling process, the facility is ignored for this 
operation. 
A write lock of the default mode is obtained on device. 

WITHIN-MNGE (device', station) must be true. 

then CONFIDENTIALITY-RANGE-WITHIN-RANGE (volume, device') must be true. 

Errors 
ACCESS-ERRORS (device, ATOMIC, CHANGE, CONTROL-MANDATORY) 
DEVICE-IS-UNKNOWN (device) 
CONFIDENTIALITY-LABEL-IS-INVALID (high-label) 
CONFIDENTIALITY-LABEL-IS-INVALID (low-label) 
LABEL-RANGE-ISBAD (high-label, low-label) 
PROCESS-ISIN-TRANS ACTION 
RANGE-IS-OUTSIDE-RANGE (object, station) 
If there is a volume volume mounted on the device: 

NOTE - It is possible that the range is being enlarged and reduced at the same time, e.g. if both high-Zabel and 
low-label are upgrades, in which case ail relevant constraints must be applied. 

RANGE-IS-OUTSIDERANGE (volume, object) 

20.2.2 DEVICE-SET-INTEGRITY-RANGE 

DEVICE-S ET-I NTEG R ITY-RANG E ( 
device : Devicedesignator, 
high-label : Security-label, 
low-label : Security-label 

) 
DEVICE-SET-INTEGRITYRANGE sets the integrity range high label and integrity range low 
label of device to high-label and low-label respectively, subject to the following conditions, 
where device' is device with the integrity range so changed, station is the workstation controlling 
device, simply-enlarged is INTEGRITY-RANGE-WITHIN-RANGE (device, device') and 
simply-reduced is INTEGRITY-RANGE-WITHIN-RANGE (device', device): 
- If simplyenlarged or not simply-reduced, then INTEGRITY-RANGE-WITHINRANGE 

(device', station) must be true. 
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- If simply-reduced or not simply-enlarged, and there is a volume volume mounted on device, 
then INTEGRITY-RANGE-WITHIN-RANGE (volume, device’) must be true. 

If floating of security labels is switched on for the calling process, the facility is ignored for this 
operation. 
A write lock of the default mode is obtained on device. 
Errors 
ACCESSERRORS (device, ATOMIC, CHANGE, CONTROL-MANDATORY) 
DEVICE-IS-UNKNOWN (device) 
INTEGRlrnr-LABEL-IS-INVALID (high-label) 
INTEGR~-LABEL-ISINVALID (low-label) 
LABEL-RANGE-ISBAD (high-label, low-label) 
PROCES SISIN-TRANS ACTION 
RANGE-IS-OUTSIDE-RANGE (object, station) 
If there is a volume volume mounted on the device: 

NOTE - It is possible that the range is being enlarged and reduced at the same time, e.g. if both high-label and 
low-label are upgrades, in which case all relevant constraints must be applied. 

RANGEIS-OUTSIDE-RANGE (volume, object) 

20.2.3 EXECUTION~SITE~SET~CONFIDENTIALITY~RANGE 

EXECUTION-SITE-SET-CONFIDENTIALITY-RANGE ( 
execution-site : Execution-sitedesignator, 
high-label : Security-label, 
lo w-label : Security-label 

1 
EXECUTION-SITE-SET-CONFIDENTIALITY-RANGE sets the confidentiality range high 
label and confidentiality range low label of execution-site to high-label and low-label 
respectively, subject to the following conditions, where execution-site’ is execution-site with the 
confidentiality range so changed. 
If CONFIDENTIALITY-RANGE-WITHIN-RANGE (execution site’, execution site) or not 
COWIDENTIALITY-RANGE_WIT”_RANGE (execution - siterexecution - site’)- 
- for each device D controlled by execution-site, 
CONFIDENTIALITY-RANGE_wITWITHIN-RANGE (D, execution - site’) is true. 

- for each process P executing on execution-site, 
CONFIDENTIALITY-LABEL_wITHIN_RANGE (P, execution - site’) is true. 

If floating of security labels is switched on for the calling process, the facility is ignored for this 
operation. 
A write lock of the default mode is established on execution-site. 
Errors 
ACCESSERRORS (execution-site, ATOMIC, CHANGE, CONTROL-MANDATORY) 
DEVICE-IS-UNKNOWN (execution-site) 
CONFTûENTIALITY-LABEL-IS-INVALID (high-label) 
CONFIDENTIALITY-LABEL-ISINVALID (low-label) 
LABEL-IS-OUTSIDE-RANGE (D, execution-site) 
LABEL-IS-OUTSIDERANGE (P, execution site) 
LABEL-RANGE-IS-BAD (high - label, low - label) 
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PROCESS-IS-IN-TRANS ACTION 

20.2.4 EXECUTION-SITE-SET-INTEGRITY-RANGE 

EXECUTION-SITESET-INTEG R ITY-RANG E ( 
execution-site : Execution-site-designator, 
high-label : Securit y-labe I, 
low-label : Security-label 

1 
EXECUTION-SITE-SET-INTEGRITY-RANGE sets the integrity range high label and integrity 
range low label of execution-site to high-label and low-label respectively, subject to the following 
conditions, where execution-site’ is execution-site with the integrity range so changed. 
If INTEGRITY-RANGE-WITHIN-RANGE (execution site’, execution-site) or not 
INTEGRITY-RANGE-WITHIN-RANGE (execution-site, execution-site 3: 
- for each device D controlled by execution-site, INTEGRITY-RANGE-WITHIN_RANGE (D, 

execution-site? is true. 
- for each process P executing on execution-site, INTEGRITYLABEL-WITHIN-RANGE (P, 

execution-site? is true. 
If floating of security labels is switched on for the calling process, the facility is ignored for this 
operation. 
A write lock of the default mode is established on execution-site. 
Errors 
ACCESSERRORS (execution-site, ATOMIC, CHANGE, CONTROL-MANDATORY) 
DEVICE-IS-UNKNOWN (execution-site) 
INTEGRITY-LABEL-IS-INVALID (high-label) 
INTEGRITYLABEL-IS-INVALID (low-label) 
LABEL-IS-OUTSIDE-RANGE (D, execution-site) 
LABEL-IS-OUTSIDE-RANGE (P, execution site) 
LABEL-RANGE-ISB AD (high-label, low-label) 
PROCESS-IS-IN-TRANS ACTION 

20.2.5 OB JECT-SET-CONFIDENTIALITY_LABEL 

OBJECT-SET-CON FID ENT1 ALITY-LABEL ( 
object : Object-designator, 
label : Security-label 

) 
OBJECT-SET-CONnDENTIALITY-LABEL sets the Confidentiality label of object to label. 
If the previous value of the confidentiality label of o b j e c t  is L, then 
RELATIVE-LABEL-DOMINATES-IN-CONFIDENTIALITY (calling process, label, L) must 
be true. 
CONFIDENTIALITY-LABEL-WITHIN-RANGE (object, volume) must remain true, where 
volume is the volume on which the object resides. 
If floating of security labels is switched on for the calling process, the facility is ignored for this 
operation. 
A write lock of the default mode is obtained on the designated object. 
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Errors 
ACCESSERRORS (object, ATOMIC, CHANGE, CONTROL-MANDATORY) 
CONFIDENTIALITY-CONFTNEMENT-WOULD-BE-VIOLATED (object, ATOMIC) 
CONFIDENTIALITY-LABEL-IS-INVALID (label) 
LABEL-IS-OUTSIDE-RANGE (object, volume) 
O B E  Cï-IS-A-PROCE S S (object) 
OBJECT-LABEL-CANNOT-BE-CHANGED-IN_TRANSACTION (object) 

20.2.6 OBJECT - SET-INTEGRITY-LABEL 

OB J ECT-S ET-INT EG R ITY-L AB EL ( 
object : Object-designator, 
label : Security-label 

1 
OBJECr_SET-INTEGRITY_LABEL sets the integrity label of object to label. 
If the previous value of the integrity label of o b j e c t  is L, then 
RELATIVE-LABEL-DOMINATESIN-INTEGRITY (calling process, L, label) must be true. 
INTEGRITYLABEL-WITHINRANGE (object, volume) must remain true, where volume is 
the volume on which object resides. 
If floating of security labels is switched on for the calling process, the facility is ignored for this 
operation. 
A write lock of the default mode is obtained on the designated object, 
Errors 
ACCESSERRORS (object, ATOMIC, CHANGE, CONTROL-MANDATORY) 
INTEGRITY-CONFINEMENT-WOULD-BE-VIOLATED (object, ATOMIC) 
INTEGRITY-LABEL-IS-INVALID (label) 
LABEL-IS-OUTSIDERANGE (object,volume) 
OB JECT-ISAPROCES S (object) 
OB JECT-LABEL-CANNOT-B E-CHANG ED-IN-TRANS ACTION (object) 

20.2.7 VOLUME - SET - CONFIDENTIALITY - RANGE 

VOLUME~SET~CONFiDENTIALITY~RANGE ( 
volume : Volu me-designator, 
high-label : Secu rit y-label, 
low-label : Security-label 
) 

VOLUME-SET-CONFIDENTIALITY-RANGE sets the confidentiality high label and 
confidentiality low label of volume to high Label and low label respectively subject to the 
following conditions, where volume' is volume with its confidentiality range so changed, 
simply enlarged is CONFIDENTIALITY-RANGE-WITHIN-RANGE (volume, volume'), and 
simplyreduced - is CONFIDENTIALITY-RANGE_WIT"RANGE (volume', volume). 
- If simply-enlarged or not simply reduced, let device be the device on which the volume is 

mounted, then CONFIDENTIALITY-RANGE-WITHIN-RANGE (volume', device) must be 
true. 

- If simply-reduced or not simply enlarged, then for each object G residing on the volume, 
CONFIDENTIALITY-LABELIWITHIN-RANGE (G, volume') must be true. 
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If floating of security labels is switched on for the calling process, the facility is ignored for this 
operation. 
A write lock of the default mode is obtained on volume. 
Errors 
ACCESS-ERRORS (volume, ATOMIC, CHANGE, CONTROL-MANDATORY) 
CONFIDENTIALITY-LABEL-IS-INVALID (high-label) 
CONFIDENTIALITY-LABEL-IS-INVALID (lo w-la bel) 
For each object G residing on volume: 

LABEL-IS-OUTSIDE-RANGE (G, device) 
LABEL-RANGE-ISB AD (hig h-label, low-label) 
RANGE-IS-OUTSIDE-RANGE (volume, device) 
PROCES SISIN-TRANS ACTION 
VOLUME-HAS-OBJECT-OUTSIDE-RANGE (volume, high-label, low-label) 
VOLUME-IS-UNKNOWN (volume) 
NOTE - It is possible that the range is being enlarged and reduced at the same time, e.g. if both high-label and 
Zow-label are upgrades, in which case both constraints must be applied. 

20.2.8 VOLUME-SET-INTEGRITY-RANGE 

VOLUME-SET-INTEGRITY-RANGE ( 
volume : Volumedesignator, 
high-label : Security-label, 
lo w-label : Secu ri t y-lab e I 

1 
VOLUMESET-INTEGRITY-RANGE sets the integrity range high label and integrity range low 
label of volume to high-label and low-label respectively subject to the following conditions, 
where volume' is volume with its integrity range so changed, simply-enlarged is 
INTEGRITY-RANGE-WITHIN-RANGE (vo fume, vol urne '), and simply-reduced is 
INTEGRITYRANGE-WITHIN-RANGE (volume', volume): 
- If simply-enlarged or not simply-reduced, let device be the device on which the volume is 

mounted, then INTEGRITY-RANGE-WITHIN-RANGE (volurne', device) must be true. 
- If simply-reduced or not simply-enlarged, then for each object G residing on the volume, 

INTEGRITY-LABEL-WITHIN-RANGE (G, volume') must be true. 
If floating of security labels is switched on for the calling process, the facility is ignored for this 
operation. 
A write lock of the default mode is obtained on volume. 
Errors 
ACCESSERRORS (volume, ATOMIC, CHANGE, CONTROL-MANDATORY) 
INTEGRITY-LAB EL-IS-INV ALID (hig h-label) 
INTEGRITY-LABEL-IS-INVALID (low-label) 
For each object G residing on volume: 

LABEL-IS-OUTSIDE-RANGE (G, device) 
LABEL-RANGE-ISBAD (high label, low-label) 
RANGE-IS-OUTSIDERANGË(volurne, device) 
PROCES SIS-IN-TRANS ACTION 
VOLUME-HAS-OBJECT-OUTSIDE-RANGE (volume, high - label, low-label) 
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VOLUMEIS-UNKNOWN (volume) 
NOTE - It is possible that the range is being enlarged and reduced at the same time, e.g. if both high-lubel and 
low-Zubel are upgrades, in which case both consûaints must be applied. 

2 O .  3 Mandatory security administration operations 

20.3.1 CONFIDENTIALITY~CLASS_INITIALIZE 

CONFIDENTIALITY-CLASS-INITIALIZE ( 
object : Confidentiality-class-designator, 
class-name : Name, 
to-be-dominated : [ Confidentialityclass-designator ] 

) 
CONFIDENTIALITY-CLAS S-INITIALIZE initializes object as a confidentiality class. A 
"known-mandatory-class" link keyed by class-name is created from the master of the mandatory 
directory to object. If to-be-dominated is supplied, a "dominates-in-confidentiality" link is 
created from object to to-be-dominated, and a "confidentiality-dominator" link is created from 
tobe-dominated to object. 
If to - -  be dominated is not supplied, the operation creates a new confidentiality tower consisting of 
the one confidentiality class object. If tobe-dominated is supplied, the operation adds object to 
the tail (the 'top') of an existing confidentiality tower. 
Write locks of the default mode are obtained on the created links. 

Errors 
ACCESS-ERRORS (the mandatory directory, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESSERRORS (object, ATOMIC, CHANGE, APPENDJMPLICIT) 
If to be dominated is supplied: 

ACCESSERRORS (object, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESSERRORS (tobe-dominated, ATOMIC, MODIFY, APPENDLINKS) 

O 

MANDATORY-CLAS SISALREADY-DOMINATED (to-be-dominated) 
MAND ATORY-CLAS SISKNOWN(object) 
MANDATORY-CLAS S-IS-UNKNOWN (to-be-dominated) 
MANDATORY -CLA S SNAMEIS-IN-US E (class-name) 
PROCES S-ISIN-TRANS ACTION 
NOTE - This operation does not change any copies of the mandatory directory. 

20.3.2 GROUP - DISABLE - FOR - CONFIDENTIALITY - DOWNGRADE 

GROUP~DiSABLE~FOR~CONFIDENTIALITY~DOWNGRADE ( 
group 

confidentiality-class : Confidentialityclassdesignator 

: User-designator I User_group-designator I 
Program-group-designator, 

1 
GROUP-DIS ABLE-FOR-CONFIDENTIALITY -DOWNGRADE dele tes a "may-downgrade" 
link from group to confidentiality - class and a "downgradable-by" link from confidentialityclass 
to group. 
Write locks of the default mode are obtained on the deleted links. 
Errors 
ACCESSERRORS (group, ATOMIC, MODIFY, WRITE-LINKS) 
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ACCESSERRORS (confidentiality-class, ATOMIC, MODIFY, WRITE-LINKS) 
MANDATORY-CLASSIS-UNKNOWN (confidentiality-class) 
SECURITY-GROW-IS-NOT-ENABLED (group, confidentia1is)class) 
SECURITY-GROUP-IS-UNKNOWN (group) 

20.3.3 GROUP - DISABLE - FOR - INTEGRITY - UPGRADE 

GROUP-DISABLE-FOR-INTEGRITY-UPGRADE ( 
group 
integrity-class : Confidentiality-class-designator 

: User-designator I User-group-designator I Program-group-designator, 

) 
GROUP-DIS AB LEFOR-INTEGRITY -UPGRADE dele tes a "mayup grade" link from group 
to integrity - class and an "upgradable-by" link from integrityclass to group. 
Write locks of the default mode are obtained on the links so deleted. 
Errors 
ACCESSERRORS (group, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESS-ERRORS (integrity-class, ATOMIC, MODIFY , WRITELINKS) 
MANDATORY-CLASS-IS-UNKNOWN (integrity-class) 
SECURITY-GROUP-IS-NOT-ENABLED (group, integrity-class) 
SECURITY-GROUP-IS-UNKNOWN (group) 

20.3.4 GROUP-ENABLE-FOR-CONFIDENTIALITY-DOWNGRADE 

GROUP-ENABLE-FOR-CONFIDENTIALITY-DOWNGRADE ( 
group 

confidentiality-class : Confidentiality-class-designator 

: User-designator I User-group-designator I 
Program-group-designator, 

) 
GROUP-ENABLE-FOR-CONFIDENTIALITY-DOWNGRADE creates a "may-downgrade" 
link, keyed by the confidentiality class name of confidentiality-class, from group to 
confidentiality-class and a "downgradable-by" link, keyed by the group identifier, from 
confidentiality - class to group. 
Write locks of the default mode are obtained on the links so created. 

a 
Errors 
ACCES SERRORS (group, ATOMIC, MODIFY , APPENDLINKS) 
ACCESSERRORS (confdentiulity-class, ATOMIC, MODIFY , APPEND-LINKS) 
MANDATORY-CLAS S-IS-UNKNOWN (confidentiality-class) 
SECURITY-GROUPISALREADY-ENABLED (group, confidentiality-class) 
SECURITY-GROUP-IS-UNKNOWN (group) 

20.3.5 GROUP - ENABLE-FOR-INTEGRITY-UPGRADE 

GROUP-ENABLE-FOR-INTEGR ITY-U PGRAD E ( 

1 
group 
integrity-class : Confidentiality-class-designator 

: User-designator I User-group-designator I Program-group-designator, 

GROUPENABLEFORJNTEGRITY-UPGRADE creates a "may-upgrade" link, keyed by the 
integrity class name of integrity class, from group to integrity-class and an "upgradableby" link, 
keyed by the group identifier, from integrity-class to group. 
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Write locks of the default mode are obtained on the links so created. 
Errors 
ACCESSERRORS (group, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESSERRORS (integris-class, ATOMIC, MODIFY, APPENDLINKS) 
MANDATORY-CLASSIS-UNKNOWN (integrity class) 
SECURITY-GROUP-IS-ALREADY_ENABLED (iproup, integrity - class) 
SECURITY-GROUP-IS-UNKNOWN (group) 

20.3.6 INTEGRITY-CLASS-INITIALIZE 

INTEGRITY-CLASS-INITIALIZE ( 
object : Integrity-class-designator, 
class-name : Name, 
to-be-dominated : [ Integrity-class-designator ] 

1 
INTEGRITY-CLAS S-INITIALIZE initializes object as an integrity class. A "mandatoryclass" 
link keyed by class-name is created from the master of the mandatory directory to object. If 
to be dominated is supplied, a "dominates-in-integrity" link is created from object to 
t o b e  - -  -dominated, and a "integrity-dominator" link is created from to-be-dominated to object. 
If to be-dominated is not supplied, the operation creates a new integrity tower consisting of the 
one i'ntegrity class object. If tobe-dominated is supplied, the operation adds object to the tail (the 
'top") of an existing integrity tower. 
Write locks of the default mode are obtained on the created links. 

Errors 
ACCESSERRORS (the mandatory directory, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESSERRORS (object, ATOMIC, CHANGE, APPENDIMPLICIT) 
If to be-dominated is supplied: 

ACCESSERRORS (object, ATOMIC, MODIFY, APPENDLINKS) 
ACCESSERRORS (tobe-dominated, ATOMIC, MODIFY, APPENDLINKS) 

MANDATORY-CLAS S-ISALREADY-DOMINATED (to-be-dominated) 
MAND ATORY-CLAS S-ISKNOWN(o bject) 
MANDATORY-CLASS-IS-UNKNOWN (to-be-dominated) 
MANDATORY-CLAS SNAME-ISIN-USE (class-name) 
PROCES S-IS-IN-TRANS ACTION 
NOTE - This operation does not change any copies of the mandatory directory. 

20.3.7 USER EXTEND - CONFIDENTIALITY-CLEARANCE 

USER-EXTEND-CONFIDENTIALITY-CLEARANCE ( 
user : User-designator, 
confidenfia/ity_c/ass : Confidentiality-class-designator 

1 
USER-EXTEND-CONFIDENTIALITY -CLEARANCE creates a "cleared-for" link, keyed by 
the name of the confidentiality class confidentiality-class, from user to confidentialityclass and a 
"having-clearance" link, keyed by the group identifier, from confidentiality-class to user. 
Write locks of the default mode are obtained on the links so created. 
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Errors 
ACCESS-ERRORS (user, ATOMIC, MODIFY , APPEND-LINKS) 
ACCESS-ERRORS (confidentiality-class, ATOMIC, MODIFY, APPEND-LINKS) 
MANDATORY-CLAS S-IS-UNKNOWN (confidentiality-class) 
SECURITY-GROUP-IS-UNKNOWN (user) 
USER-IS-ALREADY-CLEAREDTO-CLASS (user, confidentiality-class) 
USER-IS-IN-USE (user) 

20.3.8 USER-EXTEND-INTEGRITY-CLEARANCE 

user : User-designator, 
integrity-class : Integrity-class-designator 

USER-EXTEND-tNTEGRiTY-CLEARANCE ( 

) 
USER-EXTENDJNTEGRITY-CLE ARANCE creates a "cleared-for" link, keyed by the name 
of the integrity class integrity-class, from user to integrity-class, and a "havingclearance" link, 
keyed by the group identifier, from integrity-class to user. 
Write locks of the default mode are obtained on the links so created. 
Errors 
ACCES SERRORS (user, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESS-ERRORS (integrity-class, ATOMIC, MODIFY , APPEND-LINKS) 
MANDATORY-CLASS-IS-UNKNOWN (integrity-class) 
SECURITY GROUP-IS-UNKNOW N (user) 
USER-IS-ALREADY-CLEARED-TO-CLASS (user, integrity - class) 
US ER-ISJN-US E (user) 

20.3.9 USER-REDUCE-CONFIDENTIALITY-CLEARANCE 

USER-REDUCE-CONFIDENTIALITY-CLEARANCE ( 
user : User-designator, 
confidentiality-class : Confidentiality-class-designator 

1 
USER-REDUCE-CONFIDENTIALITY-CLEARANCE deletes a "cleard-for" link from user to 
confidentiality-class or to a confidentiality class which dominates confidentiality-class and a 
"havingclearance" link from that confidentiality class to user. 
Write locks of the default mode are obtained on the links so deleted. 

Errors 
ACCESSERRORS (user, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESSERRORS (confidentiality-class, ATOMIC, MODIFY, WRITE-LINKS) 
MANDATORY-CLAS SIS-UNKNOWN (confidentiality-class) 
SECURITY GROUPIS-UNKNOW N (user) 
USER-IS-NOT-CLEARED-TO-CLASS (user, confdentiality-class) 
USER-ISIN-USE (user) 
NOTE - There is at most one link that satisfies the conditions above for deletion. 
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20.3.10 USER - REDUCE - INTEGRITY-CLEARANCE 

USER-REDUCE-INTEGRITY-CLEARANCE ( 

1 

user : User-designator, 
integrity-class : Integrity-classdesignator 

USER-REDUCE-INTEGRITY-CLEARANCE deletes a "cleared-for" link from user to 
integrity-class or to an integrity class which dominates integrity - class and a "havingclearance" 
link from that integrity class to user. 
Write locks of the default mode are obtained on the deleted links. 
Errors 
ACCESSERRORS (user, ATOMIC, MODIFY, WRITE-LINKS) 
ACCES S-ERRORS (integrity class, ATOMIC, MODIFY, WRITE-LINKS) 
MANDATORY-CLAS S-IS-ÜNKNOWN (integriry_ciass) 
SECURITY-GROUP-IS-UNKNOWN (user) 
USER-IS-NOT-CLEAREDTO-CLASS (user, integrity-class) 
US ER-IS-I.N-USE (user) 

2 O .  4 Mandatory security operations for processes 

20.4.1 PROCESS SET - CONFIDENTIALITY LABEL 

P ROC ESS-S ET-CON FI DEN TI ALITY-LAB EL ( 
process : [ Process-designator 1, 
confidentiality-label : Security-label 

) 
If no value is supplied for process, process designates the calling process. 
PROCESS-SET-CONFIDENTIALITY-LABEL sets the confidentiality label of process to 
confi&ntiali@-label. 
If floating of security labels is switched on for the calling process, the facility is ignored for this 
operation. 
Errors 
If process is not the calling process: 

CONFIDENTIALlTY-LABEL_rS-NVALID (confidentiality_label) 
If process is the calling process: 

LABEL-IS-OUTSIDE-RANGE (process, execution site of process) 
LABEL-IS-OUTSIDE-RANGE (process, volume on which process resides) 
PROCES S-CONFIDENTIALITY-ISNOT-DOMINATED (confidentiality-label, process) 
If process is not the calling process: 

PROCESS-IS-UNKNOWN (process) 
USER-ISNOT-CLEARED (process, confidentiality-label) 

ACCESSERRORS (process, ATOMIC, CHANGE, CONTROL-MANDATORY) 

PROCESS-LACKS-REQUIRED-STATUS (process, READY) 
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20.4.2 PROCESS-SET-FLOATING-CONFIDENTIALITY-LEVEL 

PROCESS-SET-FLOATING-CONFIDENTIALITY-LEVEL ( 
process : [ Process-designator 1, 
floathg-mode : Floating-level 

1 
If no value is supplied for process, process designates the calling process. 
PROCESS-SET-FLOATING-CONFIDENTIALITY-LEVEL sets the floating confidentiality 
level of process tofloating-mde. 
Errors 
Ifprocess is not the calling process: 

Ifprocess is not the calling process: 

PROCESS-IS-UNKNOWN (process) 

ACCESS-ERRORS (process, ATOMIC, MODIFY, WRITE-ATTRIBUTES) 

PROCESS-LACKS-REQUIRED-STATUS (process, READY) 

20.4.3 PROCESS-SET-FLOATING-INTEGRITY-LEVEL 

process : [ Process-designator 1, 
floating-mode : Floating-level 

PROCESS-SET-FLOATING-INTEGRITY-LEVEL ( 

1 
If no value is supplied for process, process designates the calling process. 
PROCESS-SET-F%OATING-INTEGRITY-LEVEL sets the floating integrity level of process to 
floatingmode. 
Errors 
If process is not the calling process: 

If process is not the calling process: 

PROCESS-IS-UNKNOWN (process) 

ACCESS-ERRORS (process, ATOMIC, MODIFY, WRITE-ATTRIBUTES) 

PROCESSLACKS-REQUIRED-STATUS (process, READY) 

20.4.4 PROCESS-SET-INTEGRITY-LABEL 
P ROC ESS-S ET-I NTEG R In-LAB EL ( 

process : [ Process-designator 1, 
integrity-label : Security-label 

1 
If no value is supplied for process, process designates the calling process. 
PROCESS-SET-INTEGRITY-LABEL sets the integrity label of process to integriv-label. 
If floating of security labels is switched on for the calling process, the facility is ignored for this 
operation. 
Errors 
If process is not the calling process: 

PROCESS-INTEGRITY-DOESNOT-DOMINATE (integritylabel, process) 
INTEGRïïY-LABEL-IS-W ALID (integriv-label) 

ACCESSERRORS (process, ATOMIC, CHANGE, CONTROL-MANDATORY) 
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If process is the calling process: 
LABEL-IS-OUTSIDE-RANGE (process, execution site of process) 

LABEL-IS-OUTSIDE-RANGE (process, volume on which process resides) 
If process i s  not the calling process: 

PROCES S-IS-UNKNOWN (process) 
PROCESSLACKS_REQUIRED_STATUS (process, READY) 

2 1  Auditing 

2 1.1 Auditing concepts 

21.1.1 Audit files 

I Selectable-event-type = WRITE I READ I COPY I ACCESS-CONTENTS I EXPLOIT 
I CHANGEACCESS-CC INTROL-LIST I CHANGE-LABEL 
I USE-PREDEFINED-GROUP 1 SET-USER-IDENTITY 
I WRITE-CONFIDENTIALITY-VIOLATION 1 READ~CONFiDENTiALiTY~VIOLATION 
I WRITE-INTEGRITY_VIOLATION I READ~iNTEGRiTY~ViOLATION I COVERT-CHANNEL 

I I INFORMATION 
Mandatovevent-type = CHANGE-IDENTIFICATION I SELECT-AUDIT-EVENT 

I SECURITY-ADM INISTRATION 
Auditing-record = Object-auditing-record 

I Exploitauditing-record 
I Information-auditing-record 
I Copyauditing-record 
I Secu rit y-aud it ing-reco rd 

Basic-aud it i ng-reco rd : : 
USER : Group-identifier 
TIME : Time 
WORKSTATION : Exact-identifier 
EVENT-TYPE : Selectable-event-type I Mandatory-eventtype 
R ETU RNCOD E 
PROCESS : Exactidentifier 

: Ret u rncode 

Object-auditing-record :: Basic-auditing-record && 

Exploitauditing-record :: Basic-auditing-record && 
OBJECT : Exact-identifier 

NEW-PROCESS : Exact-identifier 
EXPLOITED-OBJECT : Exact-identifier 

INFORMATION : String 

SOURCE : Exact-identifier 
DESTINATION : Exact-identifier 

Security-auditing-record :: Basic-auditing-record && 
GROUP : Exact-identifier 

Exact-identifier = Text 
Audit-file = seq of Auditing-record 
Return-code = FAILURE I SUCCESS 
sds discretionary-security: 
import object type systern-object, system-workstation; 

Informationauditing-record :: Basic-auditing-record && 

Copy-auditing-record :: Basic-auditing-record && 
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audit-file: chiid type of object with 
conte nt s a ud i t -fit e ; 
link 

end audit-file; 
extend object type workstation with 
link 

end workstation; 
end discretionary-security; 

audit-of: reference link (number) to workstation reverse audit; 

audit: (navigate) existence link to audit-file reverse audit-of; 

An audit file is an object which stores data associated with events that occur on one or more 
workstations. It may be associated with one or more workstations which share the same 
administration volume. The audit file associated with a workstation is the destination of an "audit" 
link from the workstation. 
The audit file contains auditing records, each of which records information concerning one event 
on the workstation. An auditing record has a general part and a part that depends on the event type 
of the event being audited. 
The general part, represented by the fields of the basic auditing record, is defined as follows: 
- USER: the identity of the user invoking the operation giving rise to the event; 
- TIME: the system time of the event; 
- WORKSTATION: the workstation on which the event takes place; 
- EVENT-TYPE: the event type of the event; 
- RETURNCODE: FAILURE if the operation giving rise to the event terminates in an error, 

SUCCESS otherwise; 
- PROCESS: the process performing the operation giving rise to the event. 
Event-type-specific fields are defined as follows: 
- Events of type SELECT-AUDIT-EVENT are represented by basic auditing records; 
- For object auditing records, representing events of types WRITE, READ, 

ACCESS-CONTENTS, CHANGE-ACCESS-CONTROL-LIST, CHANGE-LABEL, 
WRITE-CONFIDENTI ALITY-VIOLATION, READCONFIDENTIALITY-VIOLATION, 
WRITE-INTEGRITY-VIOLATION, READ-INTEGRITY-VIOLATION, SECURITY- 
ADMINISTRATION, and COVERT-CHANNEL: 
. OBJECT: the object on which the operation takes place. 

- For exploit auditing records, representing events of type EXPLOIT 
. NEW-PROCESS: the process resulting from the exploitation of the object, e.g. if the 

operation has started execution of a program; 
. EXPLOITED-OBJECT: the object being exploited. 

- For information auditing records, representing events of type INFORMATION: 
. INFORMATION the message associated with the event. 

CH ANGE-IDENTIFIC ATION: 
. SOURCE: the object being copied from, or the old identification of the object; 
. DESTINATION the object being copied to, or the new identification of the object. 

- For copy auditing records, representing events of types COPY and 
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. GROUP: the group being used, the user identifier being set or the user performing the audit 
selection. 

If, when writing to the audit file, the write fails because the audit file is unavailable for some 
reason, then the operation which caused the auditable event to occur waits until an audit file is 
made available, unless the calling process is acting with the predefined group PCTE-AUDIT. The 
means by which the audit file unavailability is notified to the operators of the PCTE installation is 
implementation-defined. 
NOTES 
1 The usage mode of the "audit" link type prevents any create or delete accesses. It is the role of an 
implementation-dependent bootstrap procedure to ensure that the audit file exists on a workstation when it is 
brought up. The audit data must be protected so that access to it is limited to users who are authorized for audit 
data. 

2 No constraints on the label of the audit file are enforced by the system when the system writes to the audit file 
(i.e. it is up to the auditor to define it). When the system writes to the audit file, a bitwise write occurs but even in 
the case where this bitwise write results in a covert channel, it is not audited. 

21.1.2 Audit selection criteria 

Generàlcriterion = Selectableevent-type * Selected-return-code 
User-criterion = Selectable-event-type * Group-identifier 
Confidentiality-criterion = Selectable-event-type * Security-label 
Integrity-criterion = Selectableevent-type * Security-label 
Object-criterion = Selectableevent-type * Object-designator 
Audit-status = ENABLED I DISABLED 
Selection-criterion = Generalcriterion I Specific-criterion 
Specific-criterion = User-criterion I Confidentiality-criterion I Integrity-criterion I Object-criterion 
Removedcriterion = Selectable-event-type I Specific-criterion 
Selected-returncode = Return-code I ANY-CODE 
Criterion-type = GENERAL I USER-DEPENDENT I CONFIDENTIALITY-DEPENDENT I 
INTEGRITY-DEPENDENT I OBJECT-DEPENDENT 
General-criteria = set of Generalcriterion 
User-criteria = set of User-criterion 
Confidentialitycriteria = set of Confidentiality-criterion 
Integrity-criteria = set of Integrity-criterion 
Object-criteria = set of Object-criterion 
Criteria = General-criteria I User-criteria I Confidentiality-criteria I Integrity-criteria I Object-criteria 

Event types may be selected for auditing on a per workstation basis. When a selected event 
occurs, audit data is written to the audit file associated with the workstation where the event 
occurred. The event types CHANGEIDENTIFICATION, SELECT-AUDIT-EVENT and 
SECURITY-ADMINISTRATION are always audited, regardless of the current selection criteria, 
A list of event types is in annex E. 
Selected events are only audited when auditing is enabled on the workstation. When auditing is 
disabled, only the event types that are always audited are audited. 
Events are selected on the basis of their types and either a return code, a user, an object, or a label. 
Each workstation maintains a set of audit selection criteria. The set of audit selection &teria is not 
persistent across workstation failure. 
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Criteria of each type select events as follows: 
- General criterion: all events of the specified type and with the specified return code are selected 

for auditing, or if the specified return code is ANY-CODE then all events of that type are 
selected. 

- User-dependent criterion: all events of the specified type and being performed on behalf of the 
user identified by the group identifier are selected for auditing. 

- Confidentiality-dependent criterion: all events of the specified type that are performed on objects 
of the specified confidentiality label are selected for auditing. 

- Integrity-dependent criterion: all events of the specified type that are performed on objects of the 
specified integrity label are selected for auditing. 

- Object-dependent criterion: all events of the specified type that are performed on the specified 
object are selected for auditing. 

2 1.2 Auditing operations 

21.2.1 AUDIT-ADD-CRITERION 

AUDIT-ADD-CRITERION ( 
station : Workstation-designator, 
criterion : Selectioncriterion 

) 
AUDIT-ADD-CRITERION adds the criterion criterion to the audit selection criteria for the 
workstation station. Events of the type specified in criterion will then be audited on station, 
dependent on the type of criterion specified: 
- General criterion: The events are recorded on the basis of the return code of the operation 

generating the event. If the event type is already selected with the same return code, then the 
operation has no effect. 

- Confidentiality-dependent criterion: Events performed on objects of the specified 
confidentiality label are audited on station. If the event type and confidentiality label are already 
selected then the operation has no effect. 

- Integrity-dependent criterion: Events performed on objects of the specified integrity label are be 
audited on station. If the event type and integrity label are already selected then the operation 
has no effect. 

- Object-dependent criterion: Events performed on the specified object are audited on station. 
The object specified by criterion must be accessible. If the event type and object are already 
selected then the operation has no effect. 

- User-dependent criterion: Events performed by the specified user are audited on station. If the 
event type and user are already selected then the operation has no effect. 

Errors 
For confidentiality-dependent criterion: 

For object-dependent criterion: 

For user-dependent criterion: 

CONFIDENTIALITY-LABEL-ISJNVALID (security label specified by criterion) 

DISCRETIONARY-ACCESS-ISNOT-GRANTED (specified object, ATOMIC) 

GROUP-IDENTIRER-IS-INVALID (group identifier of criterion) 
USER-IS-UNKNOWN (user specified by criterion) 

INTEGRITY-LABEL-IS-INV ALID (security label specified by criterion) 
For integrity-dependent criterion: 
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OBJECT-IS-INACCESSIBLE (station, ATOMIC) 
PRIVILEGE-ISNOT-GRANTED (PCTE-AUDIT) 
WORKSTATION-IS-UNKNOWN (station) 

21.2.2 AUDIT - FILE-COPY - AND-RESET 

AU DIT-F ILE-COPY-AN D-R ES ET ( 
source : Audit-filedesignator, 
destination : Au d it-f i I e d  es ig nato r 

1 
AUDIT-FILE-COPY-ANDRESET copies the audit file source into the audit file destination. 
The contents of source is cleared. No audit records are lost. 
This operation may not be invoked from within a transaction. 
Write locks of the default mode are obtained on source, on destination, and on the created and 
deleted links. 

Errors 
ACCESSERRORS (source, ATOMIC, MODIFY, (READCONTENTS, 
WRITELCONTENTS )) 
ACCESS-ERRORS (destination, ATOMIC, MODIFY, WRITE-CONTENTS) 
OB JECT-IS-IN-USE-FOR-MOVE (destination) 
AUDIT-FILE-ISNOT-ACTIVE (source) 
PRIVILEGE-ISNOT-GRANTED (PCTE-AUDIT) 
PROCES S-ISIN-TRANS ACTION 

21.2.3 AUDIT-FILE - READ 

AUDIT-FILEREAD ( 
audif-file : Audit-filebesignator 

records : Audit-file 
AUDIT-FILE-READ reads the contents of the audit file auditfile, returning the result as a 
sequence of auditing records in records. 
Errors 
ACCESSERRORS (auditfife, ATOMIC, READ, READCONTENTS) 

1 

21.2.4 AUDIT - GET - CRITERIA 

AU DIT-GET-C R ITER I A ( 
station : Workstation-designator, 
criterion-type : Criterion-type 

criteria : Criteria 
) 

AUDIT-GET-CRITERIA returns the set of criteria of the type given by criterion-type that have 
been set for the workstation station. The returned set contains the event types that have been 
selected mapped to the return codes, mandatory labels, object designators, or user designators 
(depending on the criterion - type) associated with each event type. 
The set of criteria returned depends on the value of criterion type: 
- GENERAL: the set of general criteria is returned. 
- CONFIDENTIALITY-DEPENDENT the set of confidentiality-dependent criteria is returned. 

- 
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- INTEGRITY-DEPENDENT: the set of integrity-dependent criteria is returned. 
- OBJECT-DEPENDENT: the set of object-dependent criteria is returned. 
- USER-DEPENDENT: the set of user-dependent criteria is returned. 

Errors 
OBJECT-IS-INACCESSIBLE (station, ATOMIC) 
PRIVILEGE-ISNOT-GRAND (PCTE-AUDIT) 
WORKSTATION-IS-UNKNOWN (station) 

21.2.5 AUDIT-RECORD-W RITE 

AU DIT-R ECOR D-WRITE ( 
text : String 

1 
AUDïï-RECORD-WRITE writes an information auditing record in the audit file auditfile of the 
local workstation. The INFORMATION field of the auditing record is specified by text. 
Errors 
ACCESS-ERRORS (auditfile, ATOMIC, MODIFY, APPEND-CONTENTS) 
AUDIT-FILE-IS-NOT-ACTIVE (auditJZe ) 
LIMIT-WOULD-BE-EXCEEDED (MAX-AUDIT-INFORM ATION-LENGTH) 

21.2.6 AUDIT-REMOVE-CRITERION 

AUDIT-REMOVE-CRITERION ( 
station : Workstation-designator, 
criterion : Removed-criterion 

1 
AUDIT-REMOVE-CRITERION removes the criterion criterion from the audit criteria of the 
workstation station. 
For a selectable event type, all general selection criteria with that event type are removed regardless 
of the return code specified. 
For a confidentiality-dependent criterion, events of the selected type performed on objects with the 
selected confidentiality label are no longer audited. 
For an integrity-dependent criterion, events of the selected type performed on objects with the 
selected integrity label are no longer audited. 
For an object-dependent criterion, events of the selected type performed on the selected object are 
no longer audited. 
For a user-dependent Criterion, events of the selected type performed on behalf of the selected user 
are no longer audited. 

Errors 
For confidentiality-dependent criterion: 

0 

CONFIDENTIALITY_CRITERION~IS~NOT~S ELECTED (criterion) 
CONFIDENTIALlTY-LABEL_Is-NVALID (security label specified by criterion) 

EVENT-TYPE-IS-NOT-SELECTED (criterion) 

INTEGRITY-CRITERION-IS-NOT-SELECTED (criterion) 
INTEGRITY-LABEL-IS-INVALID (security label specified by criterion) 

For event type: 

For integrity-dependent criterion: 
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For object-dependent criterion: 
DISCRETIONARY-ACCES S-ISNOT-GRANTED (object, ATOMIC) 
OBJECT-CRITERION-ISNOT-SELECTED (criterion) 

GROUP-IDENTIFIER-IS-INVALID (group identifier of criterion) 
USER-IS-UNKNOWN (user specified by criterion) 
USER-CRITERION-ISNOT-SELECTED (criterion) 

For user-dependent criterion: 

OBJECT-IS-INACCESSIBLE (station, ATOMIC) 
PRIVILEGE-IS-NOT-GRANTED (PCTE-AUDIT) 
WORKSTATION-IS-UNKNOWN(station) 

21.2.7 AUDIT - SELECTION - CLEAR 

AUDIT-SELECTION-CLEAR ( 

1 
station : Workstation-designator 

AUDIT-SELECTION-CLEAR removes all selected audit criteria from the workstation station. 
Errors , 

OBJECT-ISINACCES S IBLE (station, ATOMIC) 
PRIVILEGE-ISNOT-GRANTED (PCTE-AUDIT) 
WORKSTATION-IS-UNKNOWN (station) 

21.2.8 AUDIT-SWITCH-OFF-SELECTION 

AUDIT-SWITCH-OFF-SELECTION ( 
station : Workstation-designator 

) 
AUDIT-S WITCH-OFF-SELECTION disables auditing on the workstation station. Events on 
station will no longer be audited, except for the event types that are always audited. 
The current auditing selection criteria are maintained. 

Errors 
OB JECT-IS-INACCES S IB LE (station, ATOMIC) 
PRIVILEGE-ISNOT-GRANTED (PCTE-AUDIT) 
WORKSTATION-IS-UNKNOWN (station) 

21.2.9 AUDIT - SWITCH - ON-SELECTION 

AUDIT-SWITCH-ON-SELECTION ( 
station : Workstation-designator 

1 
AUDIT-S WITCHON-SELECTION enables auditing on the workstation station. Events on 
station will then be audited according to the current selection criteria. If auditing is already 
enabled, then the operation has no effect. 
Errors 
OBJECT-ISJNACCESSIBLE (station, ATOMIC) 
PRIVILEGE-ISNOT-GRANTED (PCTE-AUDIT) 
WORKSTATION-IS-UNKNOWN(station) 
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21.2.10 AUDITING-GET-STATUS 

AUDITING-GET-STATUS ( 
station : Workstation-designator 

starus : Audit-status 
) 

AUDITING-GET-STATUS returns ENABLED if auditing is currently enabled on the 
workstation station, and DISABLED otherwise. 
Errors 
OBJECT-IS-INACCES SIBLE (station, ATOMIC) 
PRIVILEGE-ISNOT-GRANTED (PCTE-AUDIT) 
WORKSTATION-IS-UNKNOWN (station) 

2 2 Accounting 

2 2 . 1  Accounting concepts 

22.1.1 

2 4 8  

Consumers and accountable resources 

Consumer-identifier = Natural 
Resource-identifier = Natural 
sds accounting: 
Import object type system-object, system-process, system-common-root; 
import attribute type system-number; 
accounting-directory: child type of object with 
l ink 

knownconsumer-group: (navigate) existence link (consumer-identifier: natural) to 

known-resource-group: (navigate) existence link (resource-identifier: natural) to 

accounts-of: Implicit llnk to common-root reverse accounts; 

co nsu me r-g rou p ; 

re sou rce-g rou p ; 

end accounting-directory; 
consumer-group: child type of object with 
link 

end consumer-group; 
resource-group: child type of object with 
l lnk 

in-resource-group; 
end resource-group; 
extend object type process with 
link 

end process; 

consumer-process: (navigate) nonduplicated designation link (number) to process; 

resource-groupof: (navigate) reference link (number) to object reverse 

consumer-identity: (navigate) designation link to consumer-group; 

extend object type object with 
llnk 

end object; 

in-re sou rce-grou p : (navigate) reference I i n k to re sou rce-grou p reverse 
re sou rce-g ro u p-o f ; 
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link 

end common-root; 
end accounting; 

accounts: (navigate) existence link to accountingdirectory reverse accountsof; 

A consumer group is a group of consumer processes which are accounted together for their usage 
of accountable resources. 
A resource group is a group of accountable resources, the usage of which are accounted together. 
Accountable resources are files, pipes, devices, static contexts, workstations, SDSs, and message 
queues. There is a "resource-group-of" link from the resource group to each of its accountable 
resources. 
The accounting directory is an administrative object (see 9.1.2). 
Each consumer group and each resource group has an associated consumer identifier or resource 
identifier respectively which identifies it uniquely within the PCTE installation and is used in the 
construction of accounting records. These identifiers are key attributes of the links from the 
accounting directory to the consumer group and resource group respectively. 
A process may be associated with a consumer group, which is the destination of the 
"consumer-identity" link. If a process is not associated with a consumer group, accounting is still 
effective for that process. 

22.1.2 Accounting logs and accounting records 

Account ing-log :: 
RECORDS : seq of Accounting-record 
represented by accounting-log 

Accounting-record = Workstation-accounting-record 
I Static-context-accounting-record 
I Sds-accou nt ing-reco rd 
I Deviceaccounting-record 
I File-accounting-record 
I Pipeaccounting-record 
I Message-queueaccounting-record 
I Information-accounting-record 

SECURITY-USER : Group-identifier 
ADOPTED-USER-GROUP : Group-identifier 
CONSUMER-GROUP : [ Exact-identifier ] 
RESOURCEGROUP : [ Exact-identifier 1 
START-TIME : Time 
KIND : Resource-kind 

Basic-accounting-record :: 

Resource-kind = WORKSTATION I STATIC-CONTEXT I SDS I DEVICE I FILE I PIPE 
MESSAGE-QUEUE I INFORMATION 
Workstationaccounting-record :: Basic-accounting-record && - - KIND = WORKSTATION 

DURATiON : Float 
CPU-TIME : Float 
SYS-TIME : Float 

St at ic-Co nt ex t-accou nt i ng-reco rd : : Bas ic-account ing-reco rd && - - KIND = STATIC-CONTEXT 
DURATION : Float 
CPU-TIME : Float 
SYS-TIME : Float 

Sds-accou n t ing-reco rd = Basic-accou nt ing-reco rd - - KIND = SDS 
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Device-accounting-record :: Basic-accounting-record && - - KIND = DEVICE 
DURATION : Float 
READCOUNT : Natural 
WRITECOUNT : Natural 
R E AD-S I ZE : Natural 
WRITESIZE : Natural 

DURATION : Float 
READCOUNT : Natural 
WRITE-COUNT : Natural 
READ-SIZE : Natural 
WRITESIZE : Natural 

DURATION : Float 
READCOUNT : Natural 
WRITE-COUNT : Natural 
READ-SIZE : Natural 
WRITE-SIZE : Natural 

File-accounting-record :: Basic-accounting-record && - - KIND = FILE 

Pipe-accounting-record :: Basic-accountingrecord && - - KIND = PIPE 

Message-queue-accounting-record :: Basic-accountingrecord && 
- - KIND = MESSAGE-QUEUE 

OP ER AT1 ON 
MESSAGE-SIZE : Natural 

INFORMATION : String 

: SEND 1 RECEIVE 

Information-accounting-record :: Basic-accounting-record && - - KIND = INFORMATION 

sds accounting: 
import object type system-workstation; 
extend object type workstation with 
link 

end workstation; 
has-log: (navlgate) reference link to accounting-log reverse is-logfor; 

accounting-log: child type of object with 
contents accountlng-log ; 
link 

end accounting-log; 
is-logfor: (navigate) reference link (number) to workstation reverse has-log; 

end accounting; 
An accounting log is an object associated with a workstation which is a server (see below). It has 
an "is-log-for" link to each associated workstation. 
An accounting record is a record of accountable resource usage by a process. Each usage has a 
start event when the usage is deemed to start and an end event when it is deemed to be complete. 
The accounting record is written to the accounting log associated with the workstation which is a 
server for the accountable resource at the end event. The accountable resource usages are as 
follows. 
- Use of the contents of a file, pipe, or device (KIND is FILE, PIPE or DEVICE respectively). 

The start event is when the process opens the contents (CONTENTS-OPEN); the end event is 
when the process next closes the contents (CONTENTS-CLOSE) or when the process 
terminates (PROCESSTERMINATE). 

- .Use of a static context or workstation associated with the process (KIND is 
STATIC-CONTEXT or WORKSTATION respectively). The start event is when the process 
is started (PROCESS-START or PROCESS-CREATE-AND-START); the end event is when 
the process terminates (PROCESS-TERMINATE). 

e 
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- Use of an SDS in the working schema of the process (KIND is SDS). The start event is when 
the process is started (PROCESSSTART or PROCESS-CREATE-AND-START) or when a 
working schema containing the SDS is set (PROCESS-SET-WORKING-SCHEMA); the end 
event is when a new working schema is set (PROCESS-SET-WORKING-SCHEMA) or the 
process terminates (PROCESSTERMINATE). 

- Sending a message to a message queue or receiving a message from a message queue (KIND is 
MESSAGE-QUEUE). The start and end events are the same: the sending or receiving of the 
message  (MESSAGE-SEND-WAIT, MESSAGE SEND-NO-WAIT, 

- Certain operations act as an end event followed by a start event for all started accounting 
resource usages by the calling process; they are PROCESS-SET-CONSUMER-IDENTITY, 
PROCESS-UNSET-CONSUMER-IDENTITY, PROCESS-SET-USER, and 
PROCES SADOPT-GROUP. 

- Certain operations act as an end event for certain started accounting resource usages by the 
calling process; they are WORKSTATION-DISCONNECT for accountable resources on 
volumes of the workstation; VOLUME-UNMOUNT for accountable resources on the volume; 
PROCESSTERMINATE and ACTIVITY-ABORT for started accounting resource usages by 
the process. ACCOUNTING-OFF acts as an end event for all accountable resources on 
volumes of the workstation, for all processes. 

- Certain events may be end events for started accounting resource usages by the calling process; 
they are failure of the execution site of the process, and the volume on which the accountable 
resource resides becoming inaccessible. In the case of static context and SDS resources on 
inaccessible volumes, whether such events are end events or not is implementation-defined. 

When a resource is made accountable after its usage has started, or is removed from being 
accountable before its usage has ended, if such usage is recorded, and if so how, are 
implementation-defined. 
If an accountable resource becomes inaccessible to the process, this counts as an end event for the 
usage of that resource. 
A process may also write accounting records via ACCOUNTING-RECORD-WRITE (KIND is 
INFORMATION). 
A workstation is a server for an accountable resource if the accountable resource resides on a 
volume mounted on a device controlled by the workstation, and the workstation is associated with 
an accounting log and accounting is enabled on the workstation. 
The information in an accounting record depends on the kind of accountable resource involved. 
Each accounting record has a fixed part and a resource specific part. The fields of the accounting 
record are set as follows. 
- Basic accounting record (fixed part): 

. SECURITY-USER: the group identifier of the user identity of the process; 

. ADOPTED-USER-GROUP: the group identifier of the adopted user group of the process; 

. CONSUMER-GROUP: the exact identifier of the consumer group of the process; 

. RESOURCE-GROUP: the exact identifier of the resource group of the accountable 
resource; 

MESS AGE-RECEIVE- WAIT, MES SAGE-RECEIVE-NO-WAIT): 

e 

. START-TIME: the time by the system clock at the start event of the usage of the accountable 
re source; 

. DURATION: the duration of the usage of the accountable resource, in seconds, from the 
start event to the end event; 

. INFORMATION: free for use by tools writing accounting records into the accounting log 
via ACCOUNTING-RECORD-WRITE; absent in other accounting records. 
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. CPU-TIME: the consumption of processor time in seconds by the process during the usage 
of the workstation or static context; 

. SYS-TIME: the consumption of system time in seconds by the process during the usage of 
the workstation or static context. 

. READ-COUNT: number of read operations by the process from the device, file, or pipe 
during the usage; 

. WRITE-COUNT: number of write operations by the process to the device, file, or pipe 
during the usage; 

. READ-SIZE: total size in octets of data read by the process from the device, file, or pipe 
during the usage; 

. WRITE-SIZE: total size in octets of data written by the process to the device, file, or pipe 
during the usage. 

A read operation for device accounting purposes is a CONTENTS-READ only. A write operation 
for device accounting purposes is CONTENTS-WRITE or CONTENTSTRUNCATE. 
- Message queue accounting record: 

- Device accounting record, File accounting record, or Pipe accounting record: 

a 

. OPERATION: whether the usage was to send or to receive a message; 

. MESSAGE-SIZE: the size in octets of the message sent or received. 
The structure of the accounting log is implementation-defined. 
If, when writing to an accounting log, the write fails because the accounting log is unavailable, 
then the operation which caused the accountable event to occur waits until an accounting log is 
made available. The means by which the accounting log unavailability is notified to the operators 
of the PCTE installation is implementation-defined. When an end event occurs, the completed 
accounting record is not lost. If there is an abnormal closedown of the workstation before the end 
event of the usage of accountable resources, the extent to which the completion of such usages are 
recorded in further accounting records is implementation-defined. 
NOTES 
1 It is intended that accounting logs are persistent across workstation failures, and that modifications to an 
accounting log are not subject to the transaction rollback mechanism (i.e. updates to an accounting log can never be 
diSCi3dd). 

2 The start of accountable usage for a resource may be when it is defined as an accountable resource, and the end of 
accountable usage may be when it is defined to be no longer an accountable resource. While the optimum 
implementation is to use the start and end of accountability of the resource as the start and end events of usage for 
resources which are in use at the time of change, it is recognized that this may cause unnecessary complication and 
inefficiency. An implementation must therefore specify how this situation is handled. 
3 No constraints on the label of the accounting log are enforced by the system when it writes accounting records, 
although a bitwise write occurs. Whether this bitwise write, when it gives rise to a covert channel, is audited or 
not, is implementation-defined. 

22 .2  Accounting administration operations 

22.2.1 ACCOUNTING-LOG-COPY-AND-RESET 

ACCOUNTING-LOG-COPY-AN D-R ES ET ( 
source-log : Accounting-log-designator, 
destination-log : Accou nt ing-logde Sig n at o r 

) 
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22. 

ACCOUNTING-LOG-COPY-AND_RESET appends the contents of the accounting log 
source-log to the contents of the accounting log destination-log. The contents of source - log are 
then reset, i.e. the contents of source - log is now empty. 
There is no loss of accounting records. 
A write locks of the default mode is obtained on source - log.  
Errors 
ACCESSERRORS (source - log, ATOMIC, MODIFY, (READ-CONTENTS, 
WRITE-CONTENTS )) 
ACCESSERRORS (destination-log, ATOMIC, MODIFY, APPEND-CONTENTS) 
ACCOUNTING-LOG-ISNOT-ACTIVE (source log) 
OB JECT-IS-IN-US E-FOR-MOVE (dest inat ion-ig) 
PROCES S-IS-IN-TRANS ACTION 

,2 ACCOUNTING-LOG-READ 

ACCOUNT1 NG-LOG-R EAD ( 
log : Accounting-log-designator 

records : Accounting-log 
) 

ACCOUNTING-LOG-READ returns the sequence of accounting records in the accounting log 

Errors 
ACCESSERRORS (log, ATOMIC, READ, READ-CONTENTS) 

log. 

22.2.3 ACCOUNTING - OFF 

ACCOUNTING-OFF ( 

1 
sration : Workstation-designator 

ACCOUNTING-OFF disables the accounting mechanism on the workstation station. 
The "has-log" link from the object station (if there is one) and its reverse "is-log-for" link are 
deleted. 
Write locks of the default mode are obtained on the deleted link. 
Errors 
ACCESSERRORS (accounting log of station, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESSERRORS (station, ATOMIC, MODIFY, WRITE-LINKS) 
WORKSTATION-IS-UNKNOWN (station) 

22.2.4 ACCOUNTING-ON 

log 
station : Workstation-designator 

ACCOUNTING-ON ( 
: Acco u nt i ng-log-d e s ig n at0 r , 

) 
ACCOUNTING-ON enables the accounting mechanism on the workstation station with 
accounting log log. 
A "has-log" link, reversed by an "is-log-for" link, is created from station to fog. 

253  
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Write locks of the default mode are obtained on the created links. 
Errors 
ACCESS-ERRORS (log, ATOMIC, MODIFY, APPEND-CONTENTS) 
ACCESS-ERRORS (station, ATOMIC, MODIFY, APPENDLINKS) 
LINK-EXISTS (station, "has-log" link) 
OBJECT~IS~NOT~ON~ADMINISTRATION~VOLUME (log, station) 
WORKSTATION-IS-UNKNOWN (station) 
NOTE - The error LINK-EXISTS indicates that accounting was already enabled. 

22.2.5 ACCOUNTING-RECORD-WRITE 

ACCOUNTING-RECORD-WRITE ( 
109 : Accounting-log-designator, 
information : String 

) 
ACCOUNTING-RECORD-WRITE appends a basic accounting record to the accounting log log. 
The fields of the accounting record are set as follows: 
- SECURITY-USER is set to the group identifier of the destination of the "user-identity" link of 

the calling process; 
- ADOPTED-USER-GROUP is set to the group identifier of the adopted user group of the 

calling process; 
- CONSUMER-GROUP is set to the exact identifier of the destination of the 

"consumer-identity'' link of the calling process; 
- RESOURCE-GROUP is set to null; 
- KIND is set to INFORMATION, 
- START-TIME is set to the current system time; 
- INFORMATION is set to the parameter information, 

Errors 
ACCESSERRORS (log, ATOMIC, MODIFY, APPENDCONTENTS) 
ACCOUNTING-LOG-ISNOT-ACTIVE (log) 
LIMIT-WOULD-BE-EXCEEDED (MAX-ACCOUNT-INFORMATION-LENGTH) 

22.2.6 CONSUMER-GROUP-INITIALIZE 

CONSUMER-GROUP-INITIALIZE ( 
group : Consumer-group-designator 

identifier : Consumer-identifier 
1 

CONSUMER-GROUP-INITIALIZE establishes the object group as a known consumer group. A 
"consumer-group" link is created from the master of the accounting directory to group. The key of 
this link is set to a unique value, which is guaranteed never to be re-used as a consumer group 
identifier, and is returned in identifier. 
Write locks of the default mode are obtained on the created links. 

Errors 
ACCESSERRORS (group, ATOMIC, CHANGE, APPENDIMPLICIT) 
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ACCESSERRORS (the accounting directory, ATOMIC, MODIFY, APPEND-LINKS) 
CONSUMER-GROUP-ISKNOWN (group) 

22.2.7 CONSUMER-GROUP-REMOVE 

CONSUMER-GROUP-REMOVE ( 

1 
group: Consume r-g ro u p-de s ig n ato r 

CONSUMER-GROUPREMOVE removes the consumer group group from the set of known 
consumer groups. 
No process must currently use the "consumer-identity" associated with that consumer group (i.e. 
the object group must not have any "cc)nsumer-process" links). 
The existence link of type "known-ccmsumer-group" from the accounting directory to group is 
deleted. 
If it is the only existence link to the object group and if there are no composition links to group, 
then group is also deleted. In that case, the "object-on-volume" link to group from the volume on 
which group was residing is also deleted. 
Write locks of the default mode are obtained on the deleted links and on group if it is deleted. 

Errors 
ACCESS-ERRORS (group, ATOMIC, CHANGE, WRITE-IMPLICIT) 
ACCESSERRORS (the accounting directory, ATOMIC, MODIFY, WRITE-LINKS) 
If conditions hold for the deletion of the group: 

CONS UMER-GROUP-ISIN-U S E (group) 
CONSUMERGROUP-IS-UNKNOWN (group) 
OBJECT-HAS-LINKS-PREVENTING-DELETION (group) 
OBJECT-IS-IN-USE-FOR_DELETE: (group) 

ACCESSERRORS (group, COMPOSITE, MODIFY, DELETE) 

22.2.8 RESOURCE - GROUP-ADD - OBJECT 

R ES0 U RC E-G R OU P-AD D-OB J ECT ( 

1 

object : Object-designator, 
group : R esou rce-g rou p-des ig nato r 

RESOURCE-GROUP-ADD-OB JEC?' defines the object object to be an accountable resource. 
An "in-resource-group" link is created from object to group. Its reverse "resource-groupof" 
link is keyed by the next unused value (see 23.1.2.7). 
Write locks of the default mode are obtained on the created links. 

Errors 
ACCESSERRORS (object, ATOMIC, MODIFY, APPEND-LINKS) 
ACCESS-ERRORS (group, ATOMIC, MODIFY, APPEND-LINKS) 
OB JECT-ISALREADYIN-RESOURCE-GROUP (object, group) 
OB JECT-IS-NOT-ACCOUNTABLE-.RES OURCE (object) 
RESOURCE-GROUP-IS-UNKNOW N (group) 
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22.2.9 RESOURCE-GROUP-INITIALIZE 

RESOURCE-GROUP-INITIALIZE ( 
group : Resource-group-designator 

identifier : Resou rce-iden tif ier 
) 

RESOURCE-GROUP-INITIALIZE establishes the object group as a known resource group. A 
"resource-goup" link is created from the master of the accounting directory to group. The key of 
this link is set to a unique value, which is guaranteed never to be re-used as a resource group 
identifier, and is returned in identifier. 
Write locks of the default mode are obtained on the created links. 
Errors 
ACCESSERRORS (group, ATOMIC, CHANGE, APPENLl-IMPLICIT) 
ACCESSERRORS (the accounting directory, ATOMIC, MODIFY, APPEND-LINKS) 
RESOURCE-GROUP-ISKNOWN (group) 

22.2.10 RESOURCE-GROUP-REMOVE 

RESOURCE-GROUP-REMOVE ( 
group : Resource-group-designator 

) 
RESOURCEGROUP-REMOVE removes the resource group group from the set of known 
resource groups. 
group must have no "resource_group-of' links to accountable resources. 
The "known-resource-group" existence link from the accounting directory to group is deleted. If 
it is the only existence link to group and if there are no composition links to group then group is 
also deleted. In that case, the "object-on-volume" link to group from the volume on which the 
group was residing is also deleted. 
Write locks of the default mode are obtained on the deleted links and on group if it is deleted. 

Errors 
ACCESSERRORS (group, ATOMIC, CHANGE, WRITE-IMPLICIT) 
ACCESSERRORS (the accounting directory, ATOMIC, MODIFY, WRITE-LINKS) 
If conditions hold for the deletion of the group: 

OBJECT-HAS-LINKS-PREVENTING-DELETION (group) 
OBJECT-IS-IN-USEFOR-DELETE (group) 
RESOURCE-GROUP-IS-UNKNOWN (group) 

ACCESSERRORS (group, COMPOSITE, MODIFY, DELETE) 

22.2.11 RESOURCE-GROUP-REMOVE-OB JECT 

RESOURCE-GROUP-REMOVEOBJECT ( 
object : Object-designator, 
group : Re sou rce-grou p-de sign at or 

) 
RESOURCE-GROUP-REMOVE-OBJECT removes the object object as an accountable resource 
from the resource group group. 
The "resource-groupof" link and the "in-resource-group'' reverse link between object and group 
are deleted. 
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Write locks of the default mode are obtained on the deleted links. 

Errors 
ACCESSERRORS (object, ATOMIC, MODIFY, WRITE-LINKS) 
ACCESSERRORS (group, ATOMIC, MODIFY, WRITE-LINKS) 
OB JECT-ISNOT-IN-RESOURCEGROUP (object, group) 
RESOURCEGROUP-IS-UNKNOWN (group) 

2 2 . 3  Consumer identity operations 

22.3.1 PROCESS - SET - CONSUMER-IDENTITY 

PROC ESS-S ET-CONS U M ER-ID ENTITY ( 
group : Consumer-group-designator 

) 
PROCESS-SET-CONSUMER-IDENTITY sets the consumer identity of the calling process, by 
creating a "consumer-identity" link from the calling process to group and a complementary 
"consumer-process" link from group to the calling process. 
If the calling process already has a "consumer-identity" link, that link and its complementary 
"consumer-process" link are deleted. 

Errors 
ACCESSERRORS (group, ATOMIC, SYSTEM-ACCESS) 
CONSUMER-GROUP-IS-UNKNOWN (group) 
DISCRETIONARY-ACCES S-ISNOT-GRANTED (group, ATOMIC, 
EXPLOIT-CONSUMER-IDENTITY) 
If process is the calling process: 

VOLUME-ISFULL (calling process) 

22.3.2 PROCESS-UNSET-CONSUMER-IDENTITY 

PROCESS-UNSET-CONSUMER-IDENTITY ( 
1 

PROCESS-UNSET-CONSUMER-IDENTITY suppresses the consumer identity of the calling 
process by deleting the "consumer-identity" link, if any, from the calling process and a 
complementary "consumer-process" link. If the calling process has no "consumer-identity" link, 
the operation has no effect. 
Errors 
None. 

2 3  Common binding features 

2 3 . 1  Mapping of types 

23.1.1 Mapping of predefined PCTE datatypes 

Predefined PCTE datatypes are the datatypes used as or to form the types of parameters and 
results of operations defined in this Standard which are not constructed from other PCTE 
datatypes. They are: Boolean, Natural, Integer, Float, Time, Text, and Octet. In order to define 
the possible values of these PCTE datatypes in a way which allows sensible binding decisions to 
be made, use is made of ISO/IEC 11404 (LID). LID defines a comprehensive set of W dutatypes 
in abstract terms as sets of values and of associated characterizing operations. A language binding 
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must define a mapping from these LI datatypes to binding language datatypes, which must ensure 
that all the characterizing operations are supported. In most cases the binding language supports 
them, but if not then the binding must supply them separately. 

23.1.1.1 Boolean values 

The PCTE datatype Boolean is mapped to the primitive LI datatype boolean. This has 2 values, 
true and false; it is unordered. The characterizing operations are Equal, Not, And, Or. 

23.1.1.2 Integer values 

The PCTE datatype Integer is mapped to the primitive LI datatype integer or to a generated LI 
datatype integer range (lowerbound .. upperbound) with appropriate bounds. 
integer is a primitive LI datatype comprising the mathematical integers (positive, negative, and 
zero); its characterizing operations are Equal, Add, Multiply, Negate, NonNegative, and InOrder. 
range is a subtype generator which creates a subtype of an ordered LI datatype within given 
bounds. The Characterizing operations of the subtype are the same as those of the parent type. 
The bounds are required to satisfy: 
- upperbound = MAX-INTEGER-ATTRIBUTE; 
- lowerbound = MIN-INTEGERATTRIBUTE. 

23.1.1.3 Natural values 

The PCTE datatype Natural is mapped to a generated LI datatype integer range (O .. upperbound) 
with appropriate upper bound. 
The characterizing operations are as for the LI datatype integer except for Negate (and 
NonNegative which is not required as it is always true). 
The upper bound is required to satisfy: 
- upperbound = MAX-NATURAL-ATTRIBUTE. 

23.1.1.4 Float values 

The PCTE datatype Float is mapped to a primitive LI datatype real (radix, factor), where radix and 
factor are integers with radix > 1, or to a generated LI datatype real (radix, factor) range (lowerbound 
.. upperbound). float (radix, factor) is a subset of the mathematical datatype of real numbers with 
precision of at least radix -factor. The characterizing operations are Equal, Add, Multiply, Negate, 
Reciprocal, and InOrder (and Promote which is not required as there is no PCTE datatype 
corresponding to the LI datatype rational). 
The values radix, factor, lowerbound, and upperbound must satisfy the following: 
- upperbound = MAX-FLOAT-ATTRIBUTE; 
- lowerbound = MIN-FLOAT-ATïRIBUTE; 
- radix -factor 10 - MAX-DIGITS-FIBAT-AT"RIBUTE~ 

- the smallest positive and negative numbers representable are 
f SMALLEST-FLOAT-ATTRIBUTE. 
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23.1.1.5 Time values 

The PCTE datatype Time is mapped to a primitive LI datatype time (second) or time (second, radix, 
factor), where radix and factor are integers with radix > 1, or to a subtype time (second) range 
(lowerbound .. upperbound) or time (second, radix, factor) range (lowerbound .. upperbound) with 
appropriate bounds. This is a datatype representing moments in time to a resolution of 1 second, 
or to a fraction of a second defined by radix - factor. The characterizing operations are Equal, 
InOrder, Difference, Extend (to a more precise resolution), and Round (to a less precise 
resolution). 
The binding mapping must respect the limits: 
- factor 2 O (resolution at worst 1 second); 
- upperbound = MAX-TIME-ATTRIBUTE; 
- lowerbound = MIN-TIMEATTRIBUTE. 

23.1.1.6 Octet, character, and text values 

The PCTE datatype Octet is mapped to the LI datatype octet = new integer range (O .. 255). The 
characterizing operation is Equal (and Select and Replace (from array) which are not required as 
there is no PCTE datatype corresponding to bit). 
Octet values have no intrinsic graphical representation. When a graphical representation is 
required, the graphical representation of the PCTE datatype Character is used. 
The PCTE datatype Character comprises the human-readable characters of one or more character 
sets selected by the PCTE implementation. In a character set, a single character may be 
represented by a single byte or by more than one byte. 
The PCTE Datatype Text comprises sequences of characters. Characters of more than one 
character set may exist in a single text value. The method of identifying the character set of a 
given character is implementation-defined. 
NOTES 
1 By the definition of the PCTE datatype Character, an octet may be part of a character of a multi-byte character 
set. Therefore, it may occur that an octet which is identical to an octet associated with a character of a single-byte 
character set is part of a character of a multi-byte character set. Even if such an octet is identical to an octet 
associated with a special character (e.g. T ,  '$I, '#I, I.' in a pathname), a PCTE implementation should not interpret 
the octet as such a special character. 
2 For the definitions of the terms 'octet' and 'character set' see ISODEC 10646-1. For the definition of the term 
'byte' see ISODEC 2022. 

23.1.1.7 Token values 

The PCTE datatype Token is used only as the field type of a single anonymous field of a record 
type, called a private PCTE dututype as e.g. in: 

User-defined-message-type :: Token 
This ensures that the values of type User-defined-messagetype are distinct from the values of 
all other types. 
Except for designators and nominators (for which see 23.1.2), each private PCTE datatype is 
mapped to a distinct LI datatype new private (length), where private is an LI datatype defined by 

For each such type length is a binding-defined positive integer. 
type private (length: NaturalNumber) = new array (1 .. length) of (bit) 
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23.1.1.8 Enumeration values 

Enumerated PCTE dututypes are unions O 
enumerated value. An enumerated PCTE datatype: 

is mapped to an LI enumerated datatype enumerated (valuel, value2, ...) with corresponding 
values. The characterizing operation is Equal (and InOrder and Successor which are not required 
as an enumerated PCTE datatype is unordered). 

'DM-SL enumeration types, each comprising a sing1 

VALUE1 I VALUE2 I ... 

23.1.2 Mapping of designators and nominators 

This clause defines the constraints on the PCTE datatypes used in bindings for referring to 
objects, attributes, links, and types, and types in SDS. 
These datatypes are object designators, attribute designators, link designators, type nominators, 
type nominators in SDS, and actual keys, when used as or in parameters or results of operations 
defined in clauses 9 to 22; the corresponding binding types are called object references, attribute 
references, link references, type references, type names in SDS, and keys respectively. Object 
references, attribute references, link references, and type references are binding-defined datatypes 
supported by operations defined in 23.2 to 23.4. Type names in SDS and keys are text values 
with an internal syntax, defined in the BSI metasyntactic notation. 
For all designators and nominators, except link designators used in the creation of links, the entity 
designated must always exist. The process of identifying the entity from a reference is called 
evaluation of the reference; this is explicitly supported and is implicitly performed by all operations 
in clauses 9 to 23 for unevaluated references. This process can give rise to error conditions, 
which are defined in 23.1.2.1 to 23.1.2.4. 
NOTE - The mapping of the PCTE datatypes used in the bindings is summarized in table 11, with the operations 
used to create values of the types. Text creation is binding-defined. 

Table 11 - Mapping of PCTE datatypes to common binding datatypes 
1 

PCTE datatype Binding datatype Created bv 
object designator object reference OB JECT-REFERENCE-SET-ABSOLUTE, 

OB JECT-REFERENCE-SET-REL ATIVE 
attribute designator attribute reference TYPE-REFERENCE-SET 
link designator link reference LINK-REFERENCE-SET 
type nominator type reference TY PE-REFERENCE-SET 
type nominator in SDS type name in SDS text creation 
actual kev kev text creation 

23.1.2.1 References 

X-reference :: 
REFERENCE : X-name I X-handle 
EVALUABILITY :Boolean 

X-name= Text 
X-handle :: Token 
Evaluationjoint = NOW I FIRST-USE I EVERY-USE 
Evaluation-status = INTERNAL I EXTERNAL 
Reference-equality = EQUAL-REFS I UNEQUAL-REFS I EXTERNAL-REFS 

References are an abstract datatype characterized by the operations of 23.2 to 23.4; the above 
VDM-SL type definition of an Xreference, where ' X  is 'object', 'attribute', 'link', or 'type', is 
for expository purposes only and need not be mapped explicitly in a binding. 
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References provide two ways of designating an object, attribute, link, or type: by a name (an 
external reference), and by a handle (an internal reference). The evaluation status of a reference is 
external or internal accordingly. An object, attribute, link, or type is accessed from an external 
reference by evaluating it; an internal reference is considered to be already evaluated. The syntax 
of an external object reference, attribute reference, link reference, and type reference is defined in 
23.1.2.2, 23.1.2.3, 23.1.2.4, and 23.1.2.5 respectively. 
The evaluability applies only to external references; it is true if the reference is to be converted to 
an internal reference when next evaluated and false otherwise. Evaluation points are used as 
parameters of operations returning references to indicate the evaluation status and evaluability 
required: NOW indicates an internal reference, FIRST-USE an external reference with evaluability 
true; and EVERY-USE an external reference with evaluability false. 
The evaluation of a reference takes place during the successful execution of an operation of clauses 
9 to 22 or if a reference is created in one of the operations of clause 23 with an evaluation point 
NOW. 
References returned by any of the operations in clauses 9 to 22 are always internal. a 

23.1.2.2 Object references 

An object reference identifies an object. The syntax of object names (also calledpathnames) is as 
follows: 

pathname = referenced object name, [ YI relative pathname ] I ['$current-object', '/' 1, 

relative pathname = link reference, (Yl link reference}; 
referenced object name = '$, key string value 1 alias; 

relative pathname; 

For link references see 23.1.2.4. 
A relative pathname specifies a chain of links starting from a given origin object; the first link is 
specified by the origin object and the first link reference; the second by the destination of the first 
link and the second link reference, and so on. Finally the relative pathname specifies the 
destination object of the final link. 
A pathname with no relative pathname specifies the same object as the referenced object name. A 
pathname with a relative pathname specifies the final destination object given by the object 
specified by the referenced object name and the relative pathname, as just described. 
A pathname which consists only of a relative pathname is equivalent to a pathname starting from 
the current object and following the specified relative pathname, as just described. 
A referenced object name of the first form specifies the destination of the "referenced-object" link 
from the calling process with the key given by the key string value. The key is a string which is 
the referenced object name. If the link to reference object is omitted from an external object 
designator, the default reference object is ".". 

a 

For practical purposes, aliases are provided for the most commonly used referenced objects; see 
table 12. 
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Table 12 - Aliases of referenced objects 
alias key of referenced object meaning 
13ff "self" The current process object 
,,#,I "staticcontext" The static context of the current process 

The common root of the PCTE installation 
11-11 "home-object" An object conventionally associated with each user, 

called "home". The type of home is not predefined. 
Il Il "current-objec t" An object conventionally chosen for the interpretation 

of a pathname without a starting referenced object name 
(see above) and providing the conventional notion of a 
current directory. 

"common-root " 11 II - 

When an object reference is evaluated, the constituent pathname, if any, is evaluated. The 
evaluation of the pathname involves the evaluation of the link references in the pathname. 
The visible types are those that are visible at the time of calling an operation. Thus even if an 
internal object reference is used in an operation, the visible types are those that are visible when 
the operation is called rather than when the object reference is evaluated. 
Evaluation of an external object reference reference may give rise to the following errors, which 
can therefore occur in any operation which has an object designator as parameter or result. 

ACCESS-ERRORS (object identified by reference, ATOMIC, READ, NAVIGATE) 
For each link reference link in the relative pathname: 

ACCESSERRORS (origin object of link, ATOMIC, READ, NAVIGATE) 
LINK-DES TIN ATION-DOES NOT-EXIS T (link) 
LINK-DESTINATION-ISNOT-VISIBLE (link) 
US AGE-MODE-ON-LINK-TYPE-WOULD-BE-VIOLATED (origin object of 

Errors arising from evaluation of link (see 23.1.2.4) 

process identified by the referenced object name of reference) 

link, link, NAVIGATE) 

LINK-DESTINATION-DOES-NOT-EXIST ("referencedpbject" link from the calling 

REFERENCE-C ANNOT-BE-ALLOC ATED 
REFERENCE-NAME-ISJNVALID (reference) 
REFERENCED-OB JECT-IS-UNS ET (reference) 

Any use of an object reference reference as parameter of an operation may additionally raise the 
following errors, whatever its evaluation status. 

OBJECT-IS-OF-WRONGTY PE (reference) 
OBJECT-REFERENCE-IS-INVALID (reference) 
OBJECT-REFERENCE-IS-UNS ET (reference) 

23.1.2.3 Attribute references 

Attribu te-ref e re nce = Attri bu t e t  y pe-ref ere nce 
An attribute reference identifies an attribute relative to a given object or link. It is just an attribute 
type reference (see 23.1.2.5); as no two attributes of an object or a link may have the same type, 
this is enough to identify the attribute. 
Evaluation of an attribute reference reference may give rise to the following errors: 

AïTRIBUTE-TYPE-ISNOT-VIS IBLE (reference) 
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A'IlXrBU'ïEi-TYPE-OF-LINK-TYPE-IS-NOT-APPLIED (reference) 
ATTRIBUTEi-TYPE-OF-OB JECT-TY PE-IS-NOT-APPLIED (reference) 
Errors arising from evaluation of the attribute type reference (see 23.1.2.5) 

23.1.2.4 Link references 

A link reference identifies a link in the context of its origin object It may therefore identify 
different links depending on the origin, The syntax of link names is as follows: 

link name = cardinality one link name I cardinality many link name; 
cardinality one link name = I.', link type name; 
cardinality many link name = key, '.Il [ link type name J I key; 

The canonical form of a link name is with a type identifier for link type name, and no '+I, '++I, 

or I-'  key attribute values in the key. 
The evaluation of a link reference is performed in two stages as follows. 
- When the evaluation point is NOW (and at the corresponding time for FIRST-USE and 

EVERY-USE), the actual link type is derived. If the link type is supplied, then it is evaluated 
to identify the actual link type. If the link type is not supplied, then the evaluation of the link 
type is deferred. 

- Every time the link reference is used in an operation, a preferred link type and the actual key 
are derived in the context of the origin and the actual link type, as follows. 
. If the link type name is not supplied, then the actual link type is the preferred link type of 

the origin, if there is one; otherwise the actual link type is undefined and an error is raised. 
. For a cardinality one link name, the actual link type identifies the link with the given origin 

and the actual link type. 
. For a cardinality many link name, the key is evaluated in the context of the actual link type 

to yield an actual key, as described in 23.1.2.7. The identified link is the link with the 
given origin, the computed actual link type, and the actual key. The second form of 
cardinality many link name is allowed only if the key consists of a single key attribute 
value, or if the rightmost key attribute value of the key does not obey the syntax of a type 
name. 

0 

First stage evaluation of a link reference reference may give rise to the following errors. 
KEY-IS-BAD (origin, reference) 
LIMIT-WOULD-BE-EXCEEDED (MAX-KEY-VALUE) 
LIMIT-WOULD-BE-EXCEEDED (MAX-KEY-SIZE) 
LIMIT-WOULD-BEEXCEEDED (MAX-LINK-NAME-SIZE) 
Errors arising from evaluation of the link type reference (see 23.1.2.5) 

Any use of a link reference reference as a parameter of an operation in the context of the origin 
origin may additionally give rise to the following errors, whatever the evaluation status of 
reference. 

If any '+I or I++' key attribute values are evaluated: 

If any I-' key attribute values are evaluated: 
DISCRETIONARYACCESS-IS-NOT-GRANTED (origin, ATOMIC, READ-LINKS) 

DISCRETIONARY-ACCESS-IS-NOT-GRANTED (origin, ATOMIC, 
READ-ATTRIBUTES) 

LINK-DOESNOT-EXIST (origin, reference) 
LINK-TYPE-IS-NOT-APPLIED-TO-OB JECI'-TYPE (object type of origin, link type 

reference of reference) 
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If the link type name is not supplied: 

Errors arising from evaluation of the preferred link type reference (see 23.1.2.5). 
PREFERENCE-D OESNOT-EXIS T (or ig in, reference) 

23.1.2.5 Type references 

A type reference identifies a type. The syntax of a type name is as follows: 
type name = local name I full type name I type identifier; 
local name = name; 
full type name = sds name, '-Il local name; 
sds name = name; 
type identifier = I-', string; 

A full type name identifies a type with the given local name in the SDS specified by the SDS 
name. A type name which is just a local name identifies the type in the current working schema. 
If derived from a local name, the evaluation of the type reference yields the first type in working 
schema (in the sequence of SDS names in the current working schema) with that local name as its 
local name. 
A type identifier is a string with first character I-'; the syntax and interpretation of the rest of the 
string are implementation-defined. The value of the "type-identifier" attribute of a "type" object 
(see 10.1.2) is the corresponding type identifier without the initial I-' character. 
If a type name or a link name is returned by an operation rather than a type reference or a link 
reference, the type name or link name is returned as a type name if the type is visible and named 
in the current working schema,and as a type identifier otherwise. When a type name is returned it 
is the local name of the first named associated type in SDS in the sequence of SDS names in the 
working schema, provided that this local name does not occur earlier in the sequence of SDS 
names for another type. In the latter case, the full type name, i.e. prefixed by an SDS name, of 
the first associated type in SDS in the sequence of SDS names in the working schema is returned. 
The use of a type identifier as or as part of an input parameter is allowed if the type is visible, or 
if the predefined program group PCTE-CONFIGURATION is effective for the calling process; 
creating objects and links, setting and resetting attributes, and converting' objects by means of 
types which are not visible are invalid even for the PCTE-CONFIGURATION program group. 
Evaluation of a type reference reference may give rise to the following errors: 

If PCTE-CONFIGURATION is not effective for the calling process: 
ATTRIBUTE-TYPE-ISNOT-VISIBLE (reference) 
ENUMERAL-TYPE-ISNOT-VISIBLE (reference) 
LINK-TY PE-IS NOT-VIS IB LE (reference) 
OBJECT-TYPE-ISNOT-VISIBLE (reference) 

If PCTE-CONFIGURATION is effective for the calling process: 
OPERATION-IS-NOT-ALLOWED-ON_TYPE (reference) 

If reference is a type identifier, the following implementation-defined error may be raised: 
TYPE-IDENTIFIER-IS-INVALID (reference) 
TY PE-IS-NOT-DES CEND ANT (reference, expected type) 

TYPE-IS-OF-WRONG-KIND (reference) 
Any use of an evaluated type reference reference as a parameter of an operation may additionally 
raise the following errors: 

TYPE-REFERENCE-IS-INVALID (reference) 
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NOTE - The ability of the program group PCTEÇONFIGURATION to identify types which are not part of the 
working schema of the calling process, is intended to be used to remove garbage from the object base, e.g. "type" 
objects associated with types which are no longer in existence. 

23.1.2.6 Type names in SDS 
A type nominator in SDS in clauses 9 to 22 corresponds to a type name in SDS in a language 
binding. A type name in SDS is a text value with the following syntax. 

A type name in SDS identifies a type in SDS in a given SDS. A type nominator in SDS returned 
by an operation is returned as a local name if the type is named in the relevant SDS, otherwise as 
a type identifier. 
Evaluation of a type name in SDS name may give rise to the following errors: 

type name in sds = local name I type identifier; 

TYPE-IDENTIFIER-US AGE-IS-INVALID (name) 
TYPE-IS-UNKNOWN-IN-SDS (given SDS, name) 

23.1.2.7 Keys 

A value of type Actualkey in clauses 9 to 22 corresponds to a key in a language binding. A key 
is a text value with the following syntax. 

key = key attribute value, {I.', key attribute value}; 
key attribute value = key natural value I key string value I key nil value; 
key string value = key first character, {key character}; 
key first character = key character - (I$ I '# I I-' I '-' I I+'); 

key character = character - (I.' I I-' I '1); 
key natural value = 'O' I nonzero digit, {digit} I highest used value I next unused value; 
nonzero digit = '1'1 '2' I ' 3  I '4' I '5 I '6' 1 '7' 1 '8 I '9; 
digit = 'O' I nonzero digit; 
highest used value = '+I; 

next unused value = '++I; 

key nil value = I-'; 

A key identifies a link in the context of a given origin object and an actual link type. It is 
evaluated to give an actual key according to the rules given below; the actual key is a sequence of 
key values (strings or naturals), and identifies the link with given type and origin object, and with 
that sequence of values of its key attributes. The length of a key is limited to MAX-KEY-SIZE 
and the values of key attribute values are limited to MAX-KEY-VALUE and MAX-KEYSIZE 
(see 24.1). 
The key attribute values in the key are evaluated in order to give key values of the actual key as 
follows. 
- A key string value gives that string. 
- A key natural value of the first or second form gives the natural number which it represents in 

the usual decimal representation. 
- The highest used value '+' gives the greatest key attribute value, if any, in that position in the 

sequence of key values among all links which have the same origin and the same key prefix 
(the preceding sequence of key values evaluated according to these rules). If there are no such 
links, the value of '+I is zero. 
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- The next unused value I++' gives the value of '+I plus one when the actual key is to be used 
as the key of a link created by the operation, and the value of I+' in other cases. 

- The key nil value I-' is undefined if the origin object of the link has no preferred link key, or if 
its preferred link type is not the given actual link type. Otherwise it gives the value of the key 
attribute in the same position in the preferred link key of the origin object. If the preferred link 
key attribute value is I+' or I++', it is evaluated as described above. 

- If fewer key values are present than the number of key attribute types of the given link type, 
then the number is effectively made up by adding further I-' key attribute values, except that if 
the origin object of the link has no preferred link key, or if its preferred link type is not the 
given actual link type, a missing key attribute value corresponding to a string key attribute 
gives the empty string. 

An actual key returned as or as part of the result of an operation has the form of a key with no 
I+', '++I, or I-' key attribute values. 
NOTES 
1 Although a key must contain at least one key attribute value, the effect of an empty key can be obtained by 
using a key I-' consisting of a single key nil value. 
2 All names are valid key string values. 

23.1.3 Mapping of other values 

23.1.3.1 Security labels 

A value of type Security-label in clauses 9 to 22 corresponds to a security label in a language 
binding. A security label is a text value with the following syntax. 

security-label = class name I conjunction I disjunction I '*'; 
conjunction = unit, {space, 'AND', space, unit}; 
disjunction = unit, {space, 'OR', space, unit}; 
unit = class name I l ( ' ,  security label,')'; 
class name = name; 
space = (* space character *); 

A class name corresponds to the mandatory class designator of the security or integrity class 
which is the destination of a "known-mandatory-class" link from the mandatory directory with 
that class name as "name'* key attribute value. The units in a conjunction or disjunction 
correspond to the security labels of the UNITS field in some order; all orders are equivalent. 
Class names are interpreted as confidentiality class names in confidentiality labels and as integrity 
class names in integrity labels. The security label value '*I is valid only as the high label of a 
range and represents MAXIMUM-LABEL (see 20.1.5). A null label is represented by an empty 
text value. 
Evaluation of a security label can give rise to the following error: 

CLASSNAME-ISINVALID (name) 

23.1.3.2 Names 

A value of type Name is represented by a string having the syntax of a name according to the 
following rules. 

name = letter, (letter I digit I '-I}; 
letter = capital letter I small letter; 
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capital letter = 'A' I 'B I 'C' I 'D' I ' E  I 'F' I 'G I 'H' I 'I' I 'J' I 'K  I 'L' I 'M I 'N I 'O' I 'P I 'Q' I 'R I 'S' I T I 'U I '\pl 
' W  I 'x' I Y I 2'; 
small letter = 'a' I 'b I 'c' I 'd' I 'e' I 'f' I '9' I 'h' I 'i' I 'j' I 'k' I 'I' I 'm' I 'n' I 'O' I p' I 'q' I 't I 's' I Y' I 'U' I 'v' I 'w' I 'x' I 'y' I 
'2'; 

Names are used as SDS names and local names of types within SDSs, and as class names. The 
syntax is the same as for identifiers in DDL (see B.7). 

23.1.3.3 Other compound types 

There are no constraints on the mapping of values of other VDM-SL compound types: sequences, 
sets, optional types, product types, record types, union types, and map types. Bindings may 
specify rules for special values, e.g. for a set containing all possible elements. 

2 3.2 Object reference operations 

23.2.1 OBJECT REFERENCE - COPY 

OBJECT-REFERENCE-COPY ( 

1 

reference : Object-reference, 
point : Evaluatio n-point 

new-reference : Object-reference 
OB JECT-REFERENCE-COPY returns a new object reference new reference designating the 
same object as reference. The evaluation status and evaiuability of new - reference are specified by 
point (see 23.1.2.1). 

Errors 
EVALUATION~STATUS~IS~INCONSISTENT~~TH~EVALUATION~POINT (reference, 
point) 

23.2.2 OBJECT REFERENCE-GET - EVALUATION - POINT 

OBJECT-REFERENCE-GET-EVALUATION-POINT ( 
reference : Object-reference 

point : Evaluation-point 
OB JECT-REFERENCE-GET-EVALUATION-POINT returns an evaluation point indicating the 
evaluation status and evaluability of the object reference reference, as defined in 23.1.2.1. 
Errors 
None. 

23.2.3 OBJECT REFERENCE GET PATH - - - 
OB J ECT-R EFER ENC E-GET-PATH ( 

reference : Object-refe re nce 

pathname : Pathname 
) 

OB JECT-REFERENCE-GET-PATH returns the pathname of the external object reference 
reference. 
Errors 
OB JECT-REFERENCE-IS-INTERNAL (reference) 
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23.2.4 OB JECT-REFERENCE-GET-STATUS 

OBJ ECT-REFERENC E G  ET-STATUS ( 

1 
reference : Object-reference 

status : Evaluation-status 
OBJECT-REFERENCE-GET-STATUS returns the evaluation status of the object reference 
reference. 
Errors 
OBJECT-REFERENCE-IS-UNSET (reference) 

23.2.5 OB JECT-REFERENCE-SET-ABSOLUTE 

OBJECT-REFERENCE-SET-ABSOLUTE ( 
pathname : Pathname, 
point : Evaluation-point 

new-reference : Object-reference 
1 

OBJECT-REFERENCE-SET-ABSOLUTE creates a new object reference new-reference from a 
pathname pathname and an evaluation point point. The evaluation status and evaluability of 
new-reference are specified by point (see 23.1.2.1). 
Errors 
PATHNAME-SYNTAX-IS-WRONG (pathname) 

23.2.6 OB JECT-REFERENCE-SET-RELATIVE 

OBJECT-REFERENCESET-RELATIVE ( 
reference : Object-reference, 
pathname : Relativejathname, 
point : Evaluation-point 

new-reference : Object-reference 
1 

OB JECT-REFERENCE-SET-RELATIVE creates a new object reference from an existing object 
reference reference, a relative pathname pathname, and an evaluation point point. The evaluation 
status and evaluability of new-reference are specified by point (see 23.1.2.1). 

Errors 
EVALUATION~STATUS~IS~INCONSISTENT~WITH_EVALUATION_POINT (reference, 
point) 
If point is NOW: 

OBJECT-REFERENCE-IS-INVALID (reference) 
PATHNAME-SY NTAX-IS-WRONG (pathname) 

REFERENCE-CANNOT-BE-ALLOC ATED 

23.2.7 OB JECTREFERENCE-UNSET 

OBJECT-REFERENCE-UNSET ( 
reference : Object-reference 

1 
OB JECTREFERENCE-UNSET deletes the object reference reference, releasing any associated 
resources. 
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Errors 
OB JECT-REFERENCE-IS-UNSET (reference) 

23.2.8 OBJECT REFERENCES-ARE-EQUAL 

OBJECT-REFERENCES-ARE-EQUAL ( 
firstreference : Object-ref e re nce, 
second’reference : Object-reference 

equal : Referenceequality 
1 

OB JECT-REFERENCES-AREEQUAL returns EQUAL-REFS if both object references 
first-reference and second-reference are internal and designate the same object; 
UNEQUALREFS if both object references are internai and designate different objects; and 
EXTERNAL-REFS otherwise (i.e. if one or both are external). REFERENCES-ARE-EQUAL 
does not evaluate either object reference. 

Errors 
OB JECT-REFERENCE-IS-UNS ET (first-reference) 
OBJECT-REFERENCE-IS-UNSET (second-reference) 

2 3 . 3  Link reference operations 

23.3.1 LINK-REFERENCE - COPY 

LINK-REFERENCE-COPY ( 
reference : Link-reference 
point : Evaluation-point 

ne w-reference : Link-reference 
) 

LINK-REFERENCE-COPY returns a new link reference new reference which would identify 
the same link relative to a given object as reference. The eva6ation status and evaluability of 
new - reference are specified by point (see 23.1.2.1). 
Errors 
EVALUATION-STATUSIS -INCONSISTENT_WITH-EVALUATION_POPNT (reference, 
point) 
LINK-REFERENCE-IS-UNSET (reference) 

23.3.2 LINK - REFERENCE - GET-EVALUATION-POINT 

L INK-R EF ER EN C E-GET-EVAL U AT1 ON-PO1 NT ( 

: Evalu at io n-poi nt 

reference : Link-reference 

point 
) 

LINK-REFERENCE-GET-EVALUATION-POINT returns an evaluation point indicating the 
evaluation status and evaluability of the link reference reference, as defined in 23.1.2.1. 
Errors 
LINK-REFERENCE-IS-UNSET (reference) 
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23.3.3 LINK - REFERENCE-GET-KEY 

LINK-REFERENCE-GET-KEY ( 
reference : Link-reference 

: Key 
1 
key 

LINK-REFERENCE-GET-KEY returns the key of the link reference reference. 
The key key is the key before any evaluation. 
Errors 
LINK-REFERENCE-IS-UNS ET (reference) 

23.3.4 LINK-REFERENCE-GET-KEY-VALUE 

reference : Link-reference, 
index : Natural 
1 
key-value : Natural I Text 

LI NK-R EFER ENC E-G ET-K EY-VAL U E ( 

LINK-REFERENCEGET-KEY-V ALUE returns the key value key-value indexed by index of 
the link reference reference, if this key value exists. 
The first key value of the key of reference has index 1, the second 2, and so on. 
Errors 
KEY-V ALUE-DOESNOT-EXIST (reference , index) 
LINK-REFERENCE-IS-UNS ET (reference) 

23.3.5 LINK-REFERENCE-GET-NAME 

LINK-REFERENCE-GET-NAME ( 
reference : Link-reference 
1 
link-name : Link-name 

LINK-REFERENCE-GET-NAME returns the link name of the link reference reference. 
If the link type of reference is visible then the link type name of link-name is the local name of the 
first type in working schema in the sequence of SDSs in the working schema, or if there is no 
local name, the link type name of link-name is the full type name of the first type in working 
schema in the sequence of SDSs in the working schema. 
The key of an evaluated link reference is the actual key determined during the evaluation phase 
(see 23.1.2.7). 

Errors 
LINK_"ME-IS-TOO-LONG-IN-CURRENT-WORKING-S CHEMA 
LINK-REFERENCE-IS-UNSET (reference) 

23.3.6 LINK-REFERENCE - GET - STATUS 
LINK-REFERENCE-GET-STATUS ( 

reference : Link-reference 
1 
status : Evaluation-status 

LINK-REFERENCE-GET-STATUS returns the evaluation status of the link reference reference. 

2 7 0  

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 13
71

9-1
:19

95

https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f


O ISO/IEC ISO/IEC 13719-1 : 1995(E) 

Errors 
LINK-REFERENCE-IS-UNSET (reference) 

LINK-REFERENCE - GET - TYPE 23.3.7 

LIN K-R E FE R ENC E-G ET-TYP E ( 

1 
reference : Link-reference 

type- reference : Lin k-t ype-ref e re nce 
LINK-REFERENCE-GET-TYPE returns the link type reference of the link reference reference. 
Errors 
LINK-REFERENCE-IS-UNSET (reference) 

23.3.8 LINK - REFERENCE - SET 

LIN K-R EF E R ENC E-S ET ( 

) 

link-name 
poiot : Evaluation-point 

new-reference : Link-reference 

: Link-name I Type-reference I (Key * Type-reference) 

LINK-REFERENCE-SET creates a new link reference new reference from a link name - -  
link-name. The evaluation status and evaluability of new-reference are specified by point (see 
23.1.2.1). 
If link name is provided as a link name (i.e. as a text value), then it must conform to the syntax 
rules sefined in 23.1.2.4. 
If link-name is provided as a type reference reference, the link reference is assumed to designate a 
cardinality one link with reference as a link type reference. 
If link-name is provided as a key key and a type reference reference, the link reference is assumed 
to designate a cardinality many link with key as a key and reference as a link type reference. 

Errors 
KEY-SYNTAX-IS-WRONG (key)  
KEY~VALUE~AND~EVALUATIONPOINT_AREI"SISTENT (key) 
If link name is a type reference or a key and a type reference: 

E~ALUATION-STATUS-IS-INCONSISTENT-WITH_EVALUATION_POINT 
(reference, point) 

If link name is a link name: 
LIRK-NAMES Y NT AXJS -W RONG ( 1  ink-name) 

23.3.9 LINK - REFERENCE-UNSET 

LINK-REFERENCE-UNSET ( 
reference : Link-reference 

1 
LINK-REFERENCE-UNSET deletes the link reference reference, releasing any associated 
resources. 
Errors 
LINK-REFERENCE-IS -UNS ET (refer en ce) 
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23.3.10 LINK - REFERENCES-ARE-EQUAL 

LINK-REFERENCES-ARE-EQUAL ( 
f i rs t  reference : Link-reference, 
second-reference : Link-reference 

equal : Referenceequality 
1 

LINK-REFERENCES-ARE-EQUAL returns EQUAL-REFS if both link references 
first-reference and second-reference are internal, they have textually equal keys, and their link 
types are equal as defined by TYPE-REFERENCES-ARE-EQUAL (see 23.4.8); 
UNEQUAL-REFS if both references are internal, but do not satisfy the equality rules for 
EQUAL-REFS; and EXTERNAL-REFS otherwise (i.e. if one or both are external). 
LINK-REFERENCES-ARE-EQUAL does not evaluate either link reference. 
Errors 
LINK-REFERENCE-IS-UNSET (first-reference) 
LINK-REFERENCE-IS-UNSET (second-reference) 

2 3 .4  Type reference operations 

23.4.1 TYPE - REFERENCE - COPY 

TYPE-REFERENCE-COPY ( 

1 

reference : Type-reference, 
point : Evaluation-point 

new-reference : Type-ref erence 
TYPEREFERENCE-COPY returns a new type reference new-reference identifying the same 
type as reference. The evaluation status and evaluability of new-reference are specified by point 
(see 23.1.2.1). 

Errors 
EVALUA~ON~STATUS-IS~INCONSISTENT~WITH~EVALUATION~~O~ (reference, 
point) 
TYPE-REFERENCE-IS-UNS ET (reference) 

23.4.2 TYPE - REFERENCE-GET-EVALUATION-POINT 

TYPE-REFERENCE-GET-EVALUATION-POINT ( 
reference : Type-reference 

point : Evaluation-point 
1 

TYPE-REFERENCE-GET-EVALUATION-POINT returns an evaluation point indicating the 
evaluation status and evaluability of the type reference reference, as defined in 23.1.2.1. 

Errors 
TYPE-REFERENCE-IS-UNS ET (reference) 

23.4.3 TYPE-REFERENCE-GET-IDENTIFIER 

TYPE-REFERENCE-GET-IDENTIFIER ( 

1 
reference : Typereference 

identifier : Type-name 
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TYPE-REFERENCE-GET-IDENTIFIER returns the type identifier identifier of the type 
reference reference. 
Errors 
TYPE-REFERENCE-IS-UNSET (reference) 

23.4.4 TYPE-REFERENCE-GETNAME 

TY PE-REFER ENCE-G ET-NAM E ( 
sds : 1 Sds-designator 1, 
reference : Type-reference 

name : Type-name 
) 

TYPE-REFERENCE-GET-NAME returns the type name name of the type reference reference. 
If sds is not provided, name is the local name, full type name, or type identifier, according to the 
rules for returned names in 23.1.2.5. 
If sds is provided, name is the local name of the associated type in SDS in the SDS sds. 

Errors 
If sds is supplied: 

ACCESSERRORS (sds, ATOMIC, READ, READ-LINKS) 
S DSIS-UNKNOWN (sds) 
TYPEJ€ASNO-LOCAL-.NAME (sds, reference) 
TY PE-IS-UNKNO WNIN-S D S (sds , reference) 

TY PE-REFERENCE-IS-UNSET (reference) 

23.4.5 TYPE-REFERENCE-GET-STATUS 

TY PE-R E FER ENC E-G ET-STATUS ( 
reference : Type-reference 

status : Evaluation-status 
1 

TYPE-REFERENCE-GET-STATUS returns the evaluation status of the type reference 
reference. 
Errors 
TY PE-REFERENCE-IS-UNSET (reference) 

23.4.6 TYPE - REFERENCE - SET 

TYPE-REFERENCE-SET ( 
name : Typename, 
point : Evaluation-point 

new-reference : Type-reference 
1 

TYPE-REFERENCE-SET creates a new type reference new-reference from a type name name 
and an evaluation point point. The evaluation status and evaluability of new-reference are 
specified by point (see 23.1.2.1). 
Errors 
TYPE-IDENTIFIER-SYNTAX-IS-WRONG (name) 
TYPE-NAME-IS-INVALID (name) 
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23.4.7 TYPE - REFERENCE-UNSET 

TYPE-REFERENCE-UNSET ( 
reference : Type-reference 

1 
TYPEREFERENCE-UNSET deletes the type reference reference releasing any associated 
resources. 
Errors 
TYPE-REERENCE-IS-UNS ET (reference) 

23.4.8 TYPE - REFERENCES-ARE-EQUAL 

TYPE-REFERENCES-ARE-EQUAL ( 

) 

firstreference : Type-reference, 
second-reference : Type-ref erence 

equal : Referenceequality 
TYPE-REFERENCES-ARE-EQUAL returns EQUAL-REFS if both type references 
first-reference and second-reference are internal and designate the same type; UNEQUAL-REFS 
if both references are internal and designate different types; and EXTERNAL-REFS otherwise 
(i.e. if one or both are external). TYPE-REFERENCES-ARE-EQUAL does not evaluate either 
type reference. 
Errors 
TY PE-REFERENCE-IS-UNSET Virst-reference) 
TYPEREFERENCE-IS-UNSET (second-reference) 

2 4 Implementation limits 

Implementations may impose limits on the range, size, or number of certain quantities. Any attempt 
to exceed these limits gives rise to an error condition in the operation concerned. These error 
conditions are defined in the appropriate operation definitions. 
This section defines bounds on these implementation-defined limits. Each bound defines the most 
constrained value of the limit that an implementation may impose, and is therefore the limit that 
should be assumed for portability by a tool writer. 
The limits fall into two categories: 
- installation-wide limits, which must be the same for all workstations in a PCTE installation, 
- workstation-dependent limits, which may vary for different workstations in a PCTE installation. 
Operations to return the limit bounds given in this clause, the limits imposed by an implementation, 
and (where meaningful) the current available quantity of the resource concerned, are defined in 
24.3. 

2 4 . 1  Bounds on installation-wide limits 

MAX-ACCESS-CONTROL-LIST-LENGTH: The maximum number of entries which may 
appear in each of the atomic ACLs of an object or the default access control list of a process, as a 
natural; must be at least 64. 
MAX-ACCOUNT-DURATION, DELTA-ACCOUNT-DURATION: Upper and lower limits 
respectively for duration values in an accounting record, as floats. 
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MAX-ACCOUNT-DURATION must  be  a t  least  86400 seconds; 
DELTA-ACCOUNT-DURATION must be at most 1 second. 
MAX-ACCOUNT-INFORMATIONLENGTH: The maximum number of octets in the 
INFORMATION field of an accounting record, as a natural; must be at least 128. 
MAX-AUDIT-INFORMATION-LENGTH: The maximum number of octets in the TEXT part of 
an audit record, as a natural; must be at least 128. 
MAX-DIGIT-FLOAT-ATTRIBUTE: The precision of a float attribute value, in decimal digits, as 
a natural; must be at least 6. 
MAX-FLOAT-ATTRIBUTE, MIN-FLOAT-ATTRIBUTE: Upper and lower limits respectively 
for float attribute values, as floats. MAX-FLOAT-ATTRIBUTE must be at least 1032. 
MIN-FLOAT-ATTRIBUTE must be negative and its absolute value must be at least that of 
MAX-FXOAT-ATTRIBUTE. 
MAX-INTEGER-ATTRIBUTE, MIN-INTEGER-ATTRIBUTE: Upper and lower limits 
respectively for integer attribute values, as integers. MAX-INTEGER-ATTRIBUTE must be at 
least 2147483647; MIN-INTEGER-ATTRIBUTE must be negative, and its absolute value must 
be one greater than MAX-INTEGER-ATTRIBUTE. 
MAXKEYSIZE: The maximum number of octets in a string key attribute value, as a natural; 
must be at least 127. 
MAX-KEY-VALUE: The maximum natural value in a natural key attribute value; must be at least 
32000. 
MAX-LINK-NAME-SIZE: The maximum number of octets in a link reference, as a natural; must 
be at least 191. 
MAX-MESSAGE-SIZE: The maximum number of octets in the data a message, as a natural; must 
be at least 1024. 
MAX-NAME-SIZE: The maximum number of octets in a name or enumeral type image, as a 
natural; must be at least 3 1. 
MAX-NATURAL-ATTRIBUTE: The upper limit for a non-key natural attribute value, as a 
natural. Must be at least 2147483647. 
MAX-PRIORITY-VALUE: The maximum priority value for a process, as a natural; must be at 
least 3 1. 
MAX-SECURITY-GROUPS: The maximum number of security groups which may be initialized 
in a PCTE installation, as a natural; must be at least 32000. 
MAX-STRING-ATTRIBUTE-SIZE: The maximum number of octets in a string non-key 
attribute value, as a natural; must be at least 32000. 
MAX-TIME-ATTRIBUTE The latest time attribute value, as a time value; must be no earlier than 
2044-12-3 1T24:00:002 (24:OO on 3 1 December 2044 UTC). 
MIN-TIME-ATTRIBUTE: The earliest time attribute value, as a time value; must be no later than 
1980-01-01T00:00:002 (00:OO on 1 January 1980 UTC). 
SMALLEST-FLOAT-ATTRIBUTE: The lower limit on the absolute value of float attribute 
values, as a float; must be at greatest 10-32. 

2 4 .2  Bounds on workstation-dependent limits 

MAX-ACTIVITIES: The maximum number of activities on the workstation, as a natural; must be 
at least 256. 
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MAX-ACTIVITIES-PER-PROCESS: The maximum number of activities for a process executing 
on the workstation, as a natural; must be at least 8. MAX-ACTIVITIES-PER-PROCESS is also 
the maximum depth of nesting of activities on the workstation. 
MAX-FILESIZE: The maximum size in octets of a file on the workstation, as a natural; must be 
at least 100,000,000. 
MAX-MESSAGE-QUEUE-SPACE: The maximum total space of a message queue on the 
workstation, as a natural; must be at least 32000. 
MAX-MOUNTED-VOLUMES : The maximum number of volumes mounted on devices 
controlled by this workstation, as a natural; must be at least 16. 
MAXOPEN-OB JECTS: The maximum number of concurrently open objects on the workstation, 
as a natural; must be at least 512. 
MAX-OPEN-OBJECTS-PER-PROCESS: The maximum number of concurrently open objects 
for a process executing on the workstation, as a natural; must be at least 16. 
MAX-PIPE-SIZE: The maximum size in octets in a pipe on the workstation, as a natural; must be 
at least 4096. 
MAXPROCESSES: The maximum number of processes running, stopped, or suspended on the 
workstation, as a natural; must be at least 64. 
MAXPROCESSESPER-USER: The maximum number of processes existing simultaneously 
and created by a user on the workstation, as a natural; must be at least 16. 
MAX-SDS-IN-WORKING-SCHEMA: The maximum number of SDSs in a working schema on 
the workstation, as a natural; must be at least 32. 

2 4 . 3  Limit operations 

24.3.1 Datatypes for limit operations 

Limit-category = STANDARD I IMPLEMENTATION I REMAINING 
Limit-name = MAX-ACCESS-CONTROL-LIST-LENGTH I MAX-ACCOUNT-DURATION I 

DELTA-ACCOUNT-DURATION 1 MAX-ACCOUNT-INFORMATION-LENGTH I 
MAX-ACTIVITIES I MAX-ACTIVITIES-PER-PROCESS I 
MAX-AUDIT-INFORMATION-LENGTH I MAX-DIGIT-FLOAT-ATTRIBUTE I MAX-FILE-SIZE I 
MAX-FLOAT-ATTRIBUTE I MIN-FLOAT-ATTRIBUTE I MAX-INTEGER-ATTRIBUTE I 
MIN-INTEGER-ATTRIBUTE I MAX-KEY-SIZE I MAX-KEY-VALUE I 
MAX-LINK-REFERENCE-SIZE I MAX-MESSAGE-QUEUE-SPACE I 
MAX-MESSAGE-SIZE I MAX-MOUNTED-VOLUMES I MAX-NAME-SIZE I 
MAX-NATURAL-ATTRIBUTE I MAX-OPEN-OBJECTS I 
MAX-OPEN-OBJECTS-PER-PROCESS I MAX-PIPE-SIZE I MAX-PRIORITY-VALUE I 
MAX-PROCESSES I MAX-PROCESSES-PER-USER I 
MAX-SDS-IN-WORKING-SCHEMA I MAX-SECURITY-GROUPS I 
M AX-STR ING-ATTR IBUTE-SIZE I M AX-TIM EATTRIBUTE I M IN-TIM EATTRIBUTE I 
SM ALLEST-FLOAT-ATTR 1 BUTE 

Limit-value = Natural I Integer I Float I Time 
These datatypes are used in the operation LIMIT-GET-VALUE, 

24.3.2 LIMIT - GET - VALUE 

LIMIT-GET-VALUE ( 
limit_cafegory : Limit-category, 
limit-name : Limit-name 

limit-value : [ Limit-value ] 
1 
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LIMIT-GET-VALUE returns for the limit named by limit-name the limit bound given in 24.1 or 
24.2, the limit imposed by the implementation, or (where relevant) the current available quantity of 
the resource in the PCTE installation or local workstation, according as limit category is 
STANDARD, IMPLEMENTATION, or REMAINING respectively. If the implementation does 
not impose a particular limit, then IMPLEMENTATION returns no value for that limit. 
REMAINING returns a value for the following values of limit name, otherwise no value is 
returned: MAX-SECURITYGROUPS, MAX ACTIVITIES, MAX-MOUNTED-VOLUMES, 

Errors 
None. 

MAX-OPEN-OBJECTS, MAX-PROCESSES: 

2 7 7  

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 13
71

9-1
:19

95

https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f


ISO/IEC 13719-1 : 1995(E) 

The subset consists of: 
- type definitions, to define the types of the various conceptual entities; 

- a simple form of operation definitions, to define operation headings; 
- a simple form of function definition, to define auxiliary function headings; 
- operation and function calls; 
- identifiers; 
- literals, to express values. 
There are three small extensions. The first is of a purely syntactic nature; it has been found very 
useful for defining composite types as extensions of previously defined composite types (the '&&' 
notation). The second is used to relate the VDM-SL and the DDL definitions (the 'represented 
by' notation). The third is to allow an operation to return more than result; it is simple in each case 
to map such an operation to an equivalent operation returning a single result of a composite type 
with the results of the original operation as its fields. 

I - state definitions, to define the PCTE state; 

O ISO/IEC 

Annex A 
(normative) 

VDM Specification Language for the Abstract Specification 

A.  1 Introduction 

The Abstract Specification uses a very limited subset of VDM-SL, the Specification Language of 
the Vienna Development Method as defined in ISO-IEC DIS 13718. This annex defines the subset, 
explains the semantics of the subset informally, and defines concrete syntax for use in the Abstract 
Specification. 
The definition of VDM-SL in ISO/IEC DIS 138 17 is principally in terms of its abstract syntax, i.e. 
the bare structure of the language with all concrete syntactic details removed. It is permissible to 
use any concrete syntax which can be mapped to the abstract syntax, but ISO/IEC DIS 13817 does 
define two particular concrete syntaxes, called the mathematical and the IS0 646 syntaxes. As their 
names suggest, the former uses many mathematical and quasimathematical symbols, and is 
intended for typeset text; the latter uses only the IS0 646 character set and is intended for use with 
unsophisticated data preparation equipment and for information interchange. The two are virtually 
isomorphic down to the lexical level. 
The VDM-SL subset used in this International Standard uses the IS0  646 syntax, which for the 
subset is perfectly readable and avoids the need for special symbols. Use is also made of a 
convention, defined below, for different styles for different kinds of identifiers. 

A.2 The VDM-SL subset 

A.2.1 Type definitions 

Syntax 
type definition = identifier, '=', type expression I identifier, Y ,  [identifier, '&&'J, field list, 
['represented', 'by', identifier]; 
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type expression = bracketed type expression I type name 1 quote type expression I set type 
expression I map type expression I sequence type expression [ union type expression I optional 
type expression I product type expression; 
bracketed type expression = '(I, type expression, I)'; 
type name = identifier; 
quote type expression = quote literal; 
set type expression = 'set', 'of', type expression; 
map type expression = 'map', type expression, 'to', type expression; 
sequence type expression = 'seq', 'of', type expression I 'seql', 'of', type expression; 
union type expression = type expression, 'I', type expression; 
optional type expression = '[', type expression, '1'; 
product type expression = type expression, I*', type expression; 
field list = {field}; 
field = [identifier, I:'], type expression; 

0 
Semantics, 
A type definition declares a type, i.e. a set of values, and associates it with an identifier. The 
declared type is defined as follows, according to the different kinds of type definition. 
- I = T. The type denoted by the identifier I is defined by the type expression T. 
- I :: 11 : T1 I2 : T2 ... . The type denoted by I is a composite type: each value of the type is in 

effect an ordered set of values calledfelds, one from each of the field types T1, T2, ... in that 
order. The field identifiers I l ,  12, ... are used in full VDM-SL to access the fields; in our 
subset they are descriptive only. The different notation is to emphasize that values from two 
different composite types are always distinct, even though they have the same field types and 
values: composite types use name equivalence, whereas other types use structural equivalence. 
The form I :: I' && I1 : T1 I2 : T2 ... is short for I :: Il '  : T1' 12' : T2' ... I1 
where Il '  : T1' 12' : T2' ... are the fields of the composite type I'. 
The 'represented by 1', if present, indicates that the type is represented by the predefined 
DDL object type definition with local name I. All the local names of object types in the 
predefined SDSs are different, so there is no ambiguity. 

The various forms of type expression define types as follows. 
- bracketed type expression (T). This denotes the same type as the type expression T; the 

brackets are used to override or emphasize the precedence of the type operators. 
- type name I. This denotes the type associated with the identifier I in a type definition. The 

predefined PCTE types (which take the place of VDM-SL basic types) are defined in 23.1.1. 
- quote type expression. This denotes a quote type containing a single quote value denoted by 

the same quote literal as the quote type expression . Quote values have no predefined properties 
except equality and inequality. Types containing quote values are built up as union types, e.g.: 

Colour = RED I GREEN I BLUE 
Result = Natural I ERROR 

- set type expression: set of T. Values of this type are the finite subsets of values of type T. 
- sequence type expression: seq of T, seql of T. Values of these types are finite ordered 

sequences of values of type T; in the first case including, and in the second case excluding, the 
empty sequence. 
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- map type expressions: map T1 to T2. A value of either of these types is a finite map from 
type T1 to type T2, i.e. an association with each of a finite subset of T1 (the domain of the 
map) of a value of T2. The element of T2 associated with an element x of the domain of a map 
M is denoted by M(x).  

- union type expression: T1 I T2 I ... . This denotes the union of the constituent types T1, T2, ... ; a value of a union type is a value of one of the constituent types (which must be disjoint). 
- optional type expression: [TI. This denotes the same type as T I nil, where nil is the only 

value of a special anonymous type (the nil type). nil is used conventionally to stand for 
absence of a value. 

- product type expression: T1 * T2 * ... . Values of a product type are ordered tuples of values 
from the constituent types T1, "2, ... . The distinction from a composite type is that product 
types use sîructural equivalence, and the components are not named. 

NOTE - Optional types are sometimes used to indicate the preferred default value. 

A.2.2 State definitions 

Syntax 

Seman tics 
The state definition 

state I of 
I l  :T1 
12 : T2 

state definition = 'state', identifier, 'of', field list, 'end'; 

... 
e n d  

defines the state to consist of variables I l ,  .. of types T1, ... respectively. In the VDM-SL subset 
the identifier I is descriptive only (in full VDM-SL it is used to identify the state from within a 
different module). 

A.2.3 Operation headings 

Syntax 
operation heading = identifier, '(I, [typed parameter list], ' ) I ,  [typed results]; 
typed parameter list = identifier, I:', type expression, { ' , I ,  identifier, Y ,  type expression}; 
typed results = identifier, I:', type expression, {',', identifier, I:', type expression}; 

Semantics 
The operation heading 

op( 
l l :T l ,  
12: T2, 

R1 : T1' 
R2 : T2' 

..., 
1 

... 
declares Op as the name of an operation with formal parameters I1 of type T1, I2 of type T2, etc., 
and with results R1 of type Tl', R2 of type T2', etc. If R1 : T1' etc. is omitted, the operation has 
no result. Note that the ( ) are needed even if the operation has no parameters. 
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A.2.4 Function headings 

Syntax 

Semantics 
The function heading 

function heading = identifier, '(I, [ typed parameter list, I)', identifier, I:', type expression; 

I l  :T1, 
12 : T2, 

Fn ( 

... 
R:Tr 

) 

declares Fn as the name of a function with formal parameters I1 of type T1, I2 of type T2, ..., and 
with result R of type Tr. Note that the ( ) are needed even if the function has no parameters. 0 

A.2.5 Operation and function calls 

Syntax 
operation call = identifier, '(II [expression, {I,', expression}], ')I; 
function application = identifier, I(', [expression, r,', expression}], I)'; 

Semantics 
The operation call or function application 

denotes a call to the operation or function with name Id, with actual parameters El,  E2, ... . 
Id (El, E2, ... ) 

A.2.6 Identifiers 

Syntax 
identifier = plain letter , {plain letter I digit I I-'}; 
plain letter = capital letter I small letter; 

small letter = 'a' I 'b I 'c' I 'd' I 'e' I 'f' I '9' I 'h' I 'i' I 'j' I 'k' I '1' I 'm' I 'n' I 'O' I 'p' I 'q' I 'I' I 's' I Y' I 'U' I 'v' I 'w' I 'x' I 'y' I 

digit = 'O' I '1' I '2' I '3' I '4' I '5' I '6 I '7' I '8' I '9'; 
'2'; 

Semantics 
Identifiers have no intrinsic meaning; they are used as names of various entities. 

A.2.7 Literals 

Syntax 
symbolic literal = boolean literal I numeric literal I character literal 
boolean literal = 'true' I 'false'; 
numeric literal = numeral, ['.I, digit, {digit}], [exponent]; 
exponent = 'E, [,+I I I-'], numeral; 

text literal quote literal; 
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numeral = digit, {digit}; 
character literal = ' ', character, ' '; 
text literal = " I, {' I"' ' I character - ' " '}I ' " *; 
quote literal E capital letter, ('I I capital letter}; 

Semantics 
Literals denote values of basic types. 
Boolean literals denote the corresponding truth values. 
Numeric literals denote rational numbers in the usual decimal notation, using I.' as the decimal 
point. An exponent E+n (or En) or E-n denotes multiplication by 10n or 10-n respectively. 
A character literal denotes a graphic character. A text literal denotes a sequence of characters, i.e. 
a value of type seq of char; as usual, the double quote character 'I is denoted by two successive 
double quote characters : "". 
A quote literal denotes the only value of a quote type, and also the quote type itself. 

A.3 Conventions for identifiers and keywords 

Identifiers are used in the VDM-SL subset to name entities of the kinds shown below. The 
conventions for these identifiers used in the Abstract Specification are shown. Note that two 
identifiers cannot be distinguished, strictly speaking, just by the use of italics or not, as the IS0 
646 syntax only recognizes one set of letters (capitals and small letters). 
- Types: small letters with capital initial, e.g. Object, Type-in-sds. 
- Fields of composite types: capital letters, e.g. DIRECT-COMPONENTS. 
- States: there is only one, PCTE-Installation. 
- State variables: capital letters, e.g. OBJECT-BASE. 
- Operations: capital letters, e.g. OBJECT-GET-ATTRIBUTE 
- Operation parameters and results: small italic letters: queue, next-message. 
The same conventions are used in English text, except that names of types, fields, states, state 
variables, and values are converted to conventional English phrases (usually by replacing 
underscores by spaces and capital by small letters, but not always: PCTE installation, type in SDS). 
In the I S 0  646 syntax keywords are essentially reserved; there is a way of using a keyword as an 
identifier, but this is not used in the Abstract Specification. The keywords in the subset are: 

end false map of seq s e q l  set state 
to  true value 
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(normative) 

The Data Definition Language (DDL) 
This annex defines the PCTE Data Definition Language (DDL). DDL is used to define SDSs and 
the type definitions within them, and so serves for the definition of the schema of a PCTE 
installation. 

B . l  SDSs and clauses 

Syntax 
DDL definition = sds section, {sds section}; 
sds section = 

O 

'sdS', sds name, I:', 

{clause, I;'}, 
'end', sds name, ' A  

type importation I object type declaration I object type extension I 
attribute type declaration I link type declaration I link type extension I 
enumeration type declaration; 

'import', import type, global name, [ 'as', local name 1, [ type mode declaration 1, 
{ ',', global name, [ 'as', local name 1, [ type mode declaration ] }; 

clause = 

type importation = 

import type = 'object', 'type' I 'attribute', 'type' I 'link', 'type' I 'enumeral', 'type'; 

Meaning 

All the SDS sections in the schema declaration with a particular SDS name define an SDS (schema 
definition set). This SDS has the common SDS name, and the set of types in SDS defined by the 

The SDS section in which a clause occurs, and the SDS to which it contributes, are called the 
current SDS section and SDS, respectively. 
The type importation 

import import-type sds-name-local-name-1 as local-name-2 [typemode-declaration] 
defines a type in SDS in the current SDS. This type in SDS is a copy of the type in SDS denoted 
by localname-1 in the SDS denoted by sds-name, with the same type identifier, except that the 
creation or importation date is set to the value of the system clock at the time of importation. It is 
denoted by local name local-name-:! in the current SDS; if local-name-2 is not given, the default is 
local-name-1. Except for an enumeral type, the type mode declaration defines the usage and 
export modes of the new type in SDS; they may not contain any access values not in the export 
mode of the imported type. The default for both modes is the export mode of the imported type. 
The maximum mode is set to the export mode of the imported type. 
A multiple type importation: 

I A DDL definition defines a number of SDSs containing types in SDS, and the corresponding types. 

SDS sections as explained below. 
e 

l 

283 

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 13
71

9-1
:19

95

https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f


ISO/IEC 13719-1 : 1995(E) O ISO/IEC 

import import-type sds-name1 -local-name1 [as new-local-name1 ] [type-mode-declarationl], 
sds-name2-local-name2 [as new-locaI-name2] [type-mode-declaration2], 

sds-namen-local-namen [ as new-local-namen ] [ type-mode-declarationn ] 
..., 

is equivalent to n single type importations: 
import import-type sds-name1 -local-name1 [ as new-local-name1 ] 

import import-type sds-name2-local-name2 [ as new-local-name2 ] 

import import-type sds-namen-local-namen [ as new-local-namen ] 

[ type-modedeclarationl 1; 
[ type-modedeclaration2 1; 

[ type-mode-declarationn ] 

..., 

Every type name used in an SDS must be declared in the same SDS, in a type importation, a type 
declaration, or type extension. Except for destination object types and reverse link types in link 
type declarations, all type names must be declared before use. 
If a type mode declaration is omitted, all the definition mode values are set for the imported type. 

B . 2  Object types 

Syntax 
object type declaration = 
local name, ':'' [ type mode declaration ), [ 'child', 'type', 'of', object type list 1, [ 'with, 
[ 'contents', contents type indication, ';' 1, 
[ 'attribute', 

[ 'link', 

[ 'component', 

'end', local name 1; 

attribute indication list, I;' 1, 
link indication list, ': 1, 
component indication list, I;' 1, 

object type extension = 
'extend', 'object', 'type', local name,'with', 
[ 'attribute', 

[ 'link', 

[ 'component', 

'end', local name; 

attribute indication list, I;' Il 
link indication list, '; 1, 

component indication list, I;' 1, 

contents type indication = 'file' I 'pipe' I 'device' I 'auditf i le' I 'accounting-log'; 
attribute indication list = attribute indication list item, { ';I, attribute indication list item }; 
attribute indication list item = attribute type name I attribute type declaration; 
link indication list = link indication fist item, { ';, link indication list item }; 
link indication list item = link type name I link type declaration; 
component indication list = component indication list item, { I:, component indication list item }; 
component indication list item = link type name I link type declaration; 

Constraints 
The 'child type of clause may be omitted only for the object type "object" (see 9.1.1). 
The local name after 'end in an object type declaration or object type extension, if present, must be 
the same as the frst local name of that object type declaration or object type extension. 
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In an object type declaration the local name must be distinct from the local names of all other object 
types, and of all attribute types and link types, defined in the same SDS as the object type 
declaration. 
In an object type extension the local name must be the name of an object type introduced earlier in 
the SDS by an object type declaration or a type importation. 
Each attribute type name in an attribute indication list must be the local name of an attribute type 
introduced earlier in the specification by an attribute type declaration or a type importation. 
Each link type name in a link indication list must be the local name of a non-composition link type 
introduced earlier in the specification by an object or link type declaration or a type importation. 
Each link type name in a component indication list must be the local name of a composition link 
type introduced earlier in the specification by an object or link type declaration or a type 
importation. 
The type mode declaration must define either protected or create for each of the usage mode and 
the export mode. 
All the attribute types and link types in the list must be different. 
If any parents of an object type have contents, then they must all have the same contents type (there 
may be other parents with no contents). The child type inherits the common contents type, or if 
none of its parents has contents, neither has the child. 

Meaning 
An object type declaration defines an object type, and an object type in SDS in the current SDS with 
the local name within that SDS. The new object type has the following characteristics (see 8.3.1). 
- The contents type is as defined by the contents type indication. If a contents type indication is 

given, it defines the contents type of the object type as FILE, PIPE, DEVICE, AUDIT-FILE, or 
ACCOUNTING-LOG respectively (see 8.3.1). The contents type indication is used only for 
the predefined types "file", "pipe", "device", "audit-file", and "accounting-log"; user-defined 
types always inherit contents type (or lack of it ) from their parents. 

- The parent types are the object types defined by the object type list after 'child type of; the 
object type is added to the child types of all its parent types. The object type has no child types 
initially. 

The new object type in SDS has the following characteristics (see 8.4.1). 
- The direct outgoing link types in SDS are all those defined by the link indication list and 

component indication list (see below). 
- The direct attribute types in SDS are all those defined by the attribute indication list (see below) 
- The direct component object types in SDS are all those defined as the destination object types of 

the composition links defined in the component indication list. 
- The usage and export modes are set by the type mode declaration, if present (see B.6); the 

default is usage mode and export mode both set to CREATE. 
- The maximum usage mode is set to CREATE. 
An object type extension extends the object type in SDS with the same local name in the current 
SDS section, by adding further outgoing link types, attribute types, and component object types, 
defined as for an object type declaration. 
An attribute indication list defines the following set of attribute types. 
- For each attribute indication list item which is an attribute type name, the attribute type with that 

local name in the current SDS. 
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- For each attribute indication list item which is an attribute type declaration, all the attribute types 
defined by that attribute type declaration (see clause B.3). 

A link indication list or a component indication list defines the following set of link types. 
- For each link indication list item or component indication list item which is a link type name, the 

link type with that local name in the current SDS. 
- For each link indication list item or component indication list item which is a link type 

declaration, the link type defined by that link type declaration (see clause B.4). 

B . 3  Attribute types 

Syntax 
attribute type declaration = 

local name, {I,' local name}, 
value type indication, [ I:=', initial value 1; 

value type indication= 'integer' I 'natural' I 'boolean' I 'time' I 'float' I 'String' I 
'enumeration', enumeration type name I enumeration type indication; 

enumeration type indication = 'enumeration', '(I, basic enumeration, 
{I,', basic enumeration}, ')I; 
basic enumeration = enumeration image I enumeration subrange; 
enumeration image = identifier I I' ', {character}, 
enumeration subrange = attribute type name, 'range', enumeration image, I..', 

initial value = 

[ type mode declaration 1, [ 'nonduplicated' 1, 

" ' ; 

enumeration image; 

[,+I I '-'I, digit, {digit} 
I digit, {digit} 
I 'true' I 'false' 
I year, '-I, month, I-', day, [,T, hour, ':', minute, I:', second], '2' 
I [,+I I I-'], digit, {digit}, [' .I, digit, {digit}], ['E', [(+I I '-'I, digit, {digit}] 
I ' " ', {character}, 
I enumeration image; 

(* integer *) 
(* natural *) 
(* boolean *) 
(*time *) 
(* float *) 
(* string*) 

(* enumeration value type*) 
" ' 

day = digit, digit; 
month = digit, digit; 
year = [digit, digit], digit, digit; 
hour = digit, digit; 
minute = digit, digit; 
second = digit, digit; 

Constraints 
All the local names of an attribute type declaration must be distinct from the local names of all other 
attribute types, and of all object types and link types, defined in the current SDS. 
The initial value, if any, in an attribute type declaration must denote a value of the value type 
defined by the value type indication. 
In a basic enumeration which is an enumeration subrange, the two enumeration images must 
identify different enumeral types of the enumeration value type of the enumeration attribute type 
denoted by the attribute type name. In that enumeration value type the enumeral type identified by 
the second enumeration image must not precede that identified by the first. 
The type mode declaration must define either protected or one or both of read and write for each 
of the usage mode and the export mode. 
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Meaning 
An attribute type declaration defines an attribute type, and an attribute type in SDS in the current 
SDS with the local name within that SDS. The new attribute type has the following characteristics 
(see 8.3.2). 
- The value type is as given by the value type indication. 
- The initial value of the attribute type is defined by the initial value of the attribute type 

declaration, if present, as follows. 
. An initial value [I+' I '-'I, digit, {digit) denotes an integer in the conventional decimal 

representation. 
. An initial value 'true' or 'false' denotes the logical value TRUE or FALSE respectively. 
. An initial value year, '-', month, '-', day, [IT' hour, I:', minute, I:', second] ' Z  denotes the 

time consisting of the given year, month, day, and the time of day given by hour, minute, 
second (if present) or otherwise OO:OO:OO, in Coordinated Universal Time (UCT). When 
omitted, the first two digits of the year are taken to be '19, thus '88-11-092' denotes the 
same time as '1988-1 1-09T00:00:00Z. 

. An initial value [I+' I '-'I, digit, {digit), ['.I, digit, (digit)], ['E, [,+I I '-7, digit, {digit)] 
denotes'a rational number in the conventional decimal representation, where I.' represents the 
decimal point and E a decimal exponent. Leading and trailing zeros are permitted. 

. An initial value ' " ', {character), ' '' ' denotes the string value consisting of the sequence of 
characters, without the delimiting ' " ' characters, except that the character ' " ' within the 
string is denoted by ' "" '. 

. An initial value which is an enumeration image denotes the corresponding enumeral type. 
- The duplication is NON-DUPLICATED if the keyword 'non-duplicated' appears, and 

otherwise DUPLICATED. 
The new attribute type in SDS has the following properties (see 8.4.2). 
- The usage and export modes are set by the type mode declaration, if present (see clause B.6); the 

default is usage mode and export mode both set to READ and WRITE. 
- The maximum usage mode is set to READ and WRITE. 
An enumeration type indication defines an enumeration value type consisting of the concatenation 
of the sequences of enumeral types defined by the constituent basic enumerations, as follows. An 
enumeration image which is delimited by ' " " ' is interpreted as for a string attribute initial value. 
- If the basic enumeration is an enumeration image, then a sequence containing the single 

enumeral type with that image in the current SDS. 
- If the basic enumeration is an enumeration subrange, then the sequence containing the enumeral 

types between and including those identified by the two enumeration images, in the ordering of 
the enumeration value type of the attribute type. 

O 

O 

B.4 Link types 

Syntax 
link type declaration = 
local name, ':I, [ type mode declaration 1, [ 'exclusive'], [ 'non-duplicated' 1, 

'attribute', 

'end', local name 1; 

[ stability name 1, category name, 'link', [ cardinality range 1, [ key list II 
[ 'to', object type list 1, [ 'reverse', link type name 1, [ 'with', 

attribute indication list, I;', 
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link type extension = 
'extend', 'link, 'type', local name,[ 'to', object type list 1, [ 'with', 
'attribute', 

'end', local name 1; 
category name = [ 'composition' ] I 'existence' I 'reference' I 'implicit' 
cardinality range = '[1, [ lower bound 1, I..', [ upper bound 1, 'l'; 
lower bound = digit, { digit }; 
upper bound = digit, { digit }; 
stability name = 'atomic', 'stable' I 'composite', 'stable'; 
key list = I(', attribute indication list, ')I; 

attribute indication list, ';Il 

Constraints 
In a cardinality range: 
- The lower bound must be greater than or equal to zero. 
- The upper bound must be greater than zero. 
- The lower bound must be less than or equal to the upper bound. 

'design at i o n ' ; 

- Links of category name implicit or existence must have a lower bound equal to zero. 
If the upper bound of a link type is greater than one, and the link type has category name implicit, 
then the key list must consist of a single attribute type name. If the upper bound of a link type is 
greater than one, then the key list must not be omitted. 
The link type denoted by the link type name after 'reverse', if present, must be a direct outgoing 
link type of each destination object type of the link type, and must have the link type as its reverse. 
See 8.3.3 for constraints on the properties of the reverse link type. 
The type mode declaration must define either protected or a combination of one or more of 
create, navigate, and delete for each of the usage mode and the export mode. 
Meaning 
A link type declaration defines a link type, and a link type in SDS in the current SDS with the local 
name within that SDS. The new link type has the following properties (see 8.3.3). 
- Category: COMPOSITION, EXISTENCE, REFERENCE, IMPLICIT, or DESIGNATION, as 

given by the category name. The default is COMPOSITION. 
- Cardinality. As defined by the cardinality range. A missing lower bound is equivalent to a 

lower bound of O. A missing upper bound is equivalent to an implementation-defined upper 
bound (which may depend on the link type) (see clause 24). A missing cardinality is equivalent 
to [O ..I if there is a key list and [O..l] if not. 

- Exclusiveness: EXCLUSIVE if the keyword 'exclusive' is present, otherwise SHARABLE. 
- Stability: ATOMIC-STABLE if the stability name 'atomic stable' is present, 

COMPOSITE-STABLE if the stability name 'composite stable' is present, and 
NON-STABLE if no stability name is present. 

- Duplication: NON-DUPLICATED if the keyword 'non-duplicated' is present, otherwise 
DUPLICATED. 

- The reverse link type is the link type denoted by the link type name after 'reverse'; if this is 
absent, there is no reverse link type if the link type is a designation link type, and otherwise the 
reverse link type is an implicit link type of cardinality many with no local name. 

The new link type in SDS has the following properties (see 8.4.3). 
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