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Foreword

ISO (the Int
national Elec
standardizati
development
by the respeq
ISO and IEC
international
ISO and IEC

In the field

ernational Organization for Standardization) and IEC (the Inter-
rotechnical Commission) form the specialized system for worldwide
n. National bodies that are members of ISO or IEC participate in the
of International Standards through technical committees established
tive organization to deal with particular fields of technical activity.
technical committees collaborate in fields of mutual interest. Other
organizations, governmental and non-governmental, in liaison with
also take part in the work.

technical co

bf information technology, ISO and IEC have established a joint
mittee, ISO/IEC JTC 1. Draft International Standards adopted by the

joint technicgl committee are circulated to national bodies for voting. Publicatiof
as an Interndtional Standard requires approval by at least 75 % of the national
bodies casting a vote.

International [Standard ISO/IEC 13719-1 was prepared by the Europedn Computer
Manufacturefs Association (ECMA) (as Standard ECMA-149) and was adopted,
under a spedial “fast-track procedure”, by Joint Technical Committee ISO/IEC

JTC 1, Infor
ISO and IEC

ISO/IEC 137
technology —

-— Part I:
— Part 2:
— Part 3:

Annexes A

ation technology, in parallel with its approval bynational bodies of

19 consists of the following parts, under, the general title Information
- Portable Common Tool Environment (PCTE):

Abstract specification
C programming language binding
Ada programming language binding

b D form an integral part of this part of ISO/IEC. Annex E is for

information gnly.

viii
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Information technology — Portable Common Tool

Envirenment (PCTE)

Part
Abstract specification

1:

Scope

[his part of ISO/IEC 13719 specifies PCTE in abstract, programming-language-indep

specifies the interface supported by any conforming implementation as a set of abs
pecifications, together with the types of theirparameters and results. It is supporte
f standard bindings, i.e. representations of the'interface in standard programming lan

he scope of this part of ISO/IEC 13719 is restricted to a single PCTE installatio
pecify the means of communication between PCTE installations, nor between a PC]]
nd another system.

number of features are not completely defined in this part of ISO/IEC 13719, some
llowed to the implementor., Some of these are implementation limits, for which g
efined (see clause 24). The other implementation-dependent and implementation-dg
¢ specified in the appropriate places in this part of ISO/IEC 13719 .

CTE is an interface to a set of facilities that forms the basis for constructing
upporting systems) engineering projects. These facilities are designed particularly
ipfrastructure for'programs which may be part of such environments. Such progra
sed as aidsto'systems development, are often referred to as tools.

onformance

endent, terms.
ract operation
] by a number
guages.

1. It does not
['E installation

freedom being
onstraints are
tfined features

environments
to provide an
ms, which are

nce of binding

A binding conforms to this part of ISO/IEC 13719 if and only if:

- it consists of a set of operational interfaces and datatypes, with a mapping from
and datatypes of this part of ISO/IEC 13719 ;

the operations

- each operation of this part of ISO/IEC 13719 is mapped to one or more sequences of one or
more operations of the binding (distinct operations need not be mapped to distinct sets of

sequences of binding operations);

- each datatype of this part of ISO/IEC 13719 is mapped to one or more datatypes of the binding;

- each named error of this part of ISO/IEC 13719 is mapped to one or more error
values, exceptions, or the like) of the binding;

values (status
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- the conditions of clause 23 on common binding features are satisfied;

ISO/IEC

- the conditions for conformance of an implementation to the binding are defined, are achievable,
and are not in conflict with the conditions in 2.2 below.

Conformance of implementation

The

functionality of PCTE is divided into the following modules:

- The core module consists of the datatypes and operations defined in clauses 8 to 19 (except
13.1.6, 13.4, and 13.5) and 23. ‘

he mandatory access control module consists of the datatypes and operations defined in clause

1

e auditing module consists of the datatypes and operations defined in clduse 21.
he accounting module consists of the datatypes and operations defined in clause 22.
he profiling module consists of the datatypes defined in 13.1.6.and the operations

jefined in

he monitoring module consists of the datatype Address defined in 13.1.6 and ¢perations

efined in 13.5.
core module.

rol level 1 or 2 if it implements the core module and in addition:

- fpr level 1: the mandatory access controldmodule except the floating security leve

defined in 20.1.6;

- fpr level 2: the mandatory access control module.

implementation of PCTE conforms to this part of ISO/IEC 13719 with auditing if an

impllements the core module and in"addition the auditing module.

An
it in
An
im D
An
iti
By

plements the core module and in addition the accounting module.

ements the core module and in addition the profiling module.

mplementation of PCTE conforms to this part of ISO/IEC 13719 with monitoring if
plements‘the core module and in addition the monitoring module.

an implementation implements a module' is meant that, for the clauses of the module

- 1w A w sspaw ~ - oot O

jmplementation of PCTE conforms to this part of ISO/IEC 13719 if and only if it implements

implementation of PCTE conforms to this past of ISO/IEC 13719 with mandatgry access

s features

d only if it

jmplementation of PCTE ‘¢onforms to this part of ISO/IEC 13719 with accounting if and only if

implementation of PCTE conforms to this part of ISO/IEC 13719 with profiling if and only if it

aind only if

¢implementation conforms to a binding of this part of ISO/IEC 13719 which itself conforms
his-part-e OAE 9 and-which-is-itself anInternational ndare;

- if an operation of this part of ISO/IEC 13719 is mapped to a set of sequences of operations in
the binding:

case 1: operation_A,; operation_B; ... operation_F;
case 2: operation_G; operation_H; ...operation_M;
etc.

then in each case the sequence of invocations of the operations of the implementation must have
the effect of the original operation of this part of ISO/IEC 13719;

- the relevant limits on quantities specified in clause 24 are no more restrictive than the values
specified there;
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- the implementations of the implementation-defined features in this part of ISO/IEC 13719 are all
defined.

An implementation of PCTE does not conform to this part of ISO/IEC 13719 if it implements any
of the following, whether or not the PCTE entity mentioned is in a module which the
implementation implements:

- an operation with same name as a PCTE operation but with different effect;
- an SDS with the same name as a PCTE predefined SDS but with different contents;

OT Condition wi e sante name as a PCTE error condition but witirdifferem meaning.

3 Normative references

The following standards contain provisions which, through reference™in this tekt, constitute
provisions of this part of ISO/IEC 13719. At the time of publication,. the editions indicated were
vplid. All standards are subject to revision, and parties to agreements based on this| International
Standard are encouraged to investigate the possibility of applyingithe most recent gditions of the
andards indicated below. Members of IEC and ISO maintain registers of cyrrently valid

(72}

International Standards.

ISO/IEC 2022 : 1994, Information technology — Character code structure and extepsion
techniques.

IO 8601 ; 1988, Data elements and interchange formats — Information intefchange —

Representation of dates and times.

IO 8859-1 : 1987, Information processing — 8-bit single-byte coded graphic qharacter sets
—Part 1 : Latiwalphabet No. 1.

BO/IEC 10646-1: 1993, Information:technology — Universal Multiple-Octet Coded Qharacter Set
(UCS)—Rart 1: Architecture and Basic Multilingual Plane.

.

b=

BO/IEC 11404 : —D), Information technology — Programming languages, their ¢nvironments
aund system software interfaces — Language-independent datatypes.

el

SO/IEC 13303-1 : —U .~ \Information technology — Programming languages, their ¢nvironments
and system software interfaces — Vienna Development
Method|Specification language — Part 1 : Basic Language

- BS 6145: 1981 ; Method of Defining Syntactic Metalanguage.

4 Definitions

4.1 Technical terms

Al rectmical rerms used inmthis part of ISO/TEC 13719, other than a few in widespread use, are
defined in the text, usually in a formal notation. All identifiers defined in VDM-SL or in DDL (see
5.2) are technical terms; apart from those, a defined technical term is printed in italics at the point of
its definition, and only there. For the use of technical terms defined in VDM-SL and DDL see
clause A.3 and clause B.9 respectively. All defined technical terms are listed in an index, with
references to their definitions.

1) To be published.
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4.2 Other terms

5

For the purposes of this International Standard, the following definitions apply.

4.2,

ISO/IEC

1 implementation-defined: Possibly differing between PCTE implementations, but
defined for any particular PCTE implementation.

4.2.2 implementation-dependent: Possibly differing between PCTE implementations and
not necessarily defined for any particular PCTE implementation.

4.;13 binding-defined: Possibly differing between language bindings, but defingd for any
particular language binding.

4.2.4 datatype: The type of a parameter or result of an operation defined in-this part of ISO/IEC
137]19, or used to define such a type. Where, as in clause 23, it is necessdry to distinguish these
typgs from datatypes defined elsewhere, the term PCTE datatype is used:

Formal notations

Four formal notations are used in this part of ISO/IEC 13719;
For|datatypes and for operation signatures, a small subset of the Vienna Development Method

Spetification Language or VDM-SL is used; it is defin€d in annex A. This subset of V

alsq used to define some types used for operation pavameters and results.

The Data Definition Language or DDL is used to'define types; it is defined in annex B
congept is defined in both VDM-SL and DDL, the same identifier is used.

To define the error conditions detected by eperations, a parameterized notation is used; i

in
The
and

Ove

PCT
of fa
provi

nex C.

BSI syntactic notation (BS 6154.: 1981) is used to define the syntax of VDM-SL
in a few other places where thé.syntax of strings is defined.

rview of PCTE

E is designed to support program portability by providing machine-independent acc

ide an infrastructure for programs to support systems engineering projects.

DM-SL is
. Where a
is defined

and DDL,

eSS to a set

cilities. These facilities, which are described in ISO/IEC 13719, are designed particularly to

PCTE architecture is described in two dimensions: the structural architecture and the|
itecture,-The structural architecture is described in 6.1, and shows how a PCTE in

functional
allation is
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6.3
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PCTE structural architecture

The preferred structural architecture for a PCTE installation is a set of workstations and associated
resources communicating over a network, though other architectures are possible. There is no
hierarchy or ordering of workstations within a PCTE installation. If a workstation is part of a
PCTE installation then the PCTE installation appears to the workstation's user as a conceptually
single machine, although each workstation can act as an autonomous unit. Such a user has access
to the total resources of a PCTE installation, subject to the necessary access controls.

The PCTE database (called the object base) is partitioned into volumes. Volumes are dynamically
llocated to (mounted on) particular workstations, and, once mounted, are globallyayailable in that

PCTE installation.

[he program writer does not need to be aware of the distribution architecture, |
nterfaces do provide all the facilities needed to configure a PCTE installation a
flistribution. The PCTE interfaces appear to the tool writer as available within a PC'T
rrespective of the tool's physical location within a PCTE installation and indepg
particular network topology.

Dbject management system

An aspect of PCTE that is of major importance to the process of constructing an

pbjects in the object base. The object base is the repository of the data used by the to
nstallation, and the Object Management Systern or OMS of PCTE provides the fun
iccess the object base.

[n a general sense, the users and programs of the PCTE installation have the abilj
entities that are known to, and can be deSignated in, a particular PCTE installation.
files in the traditional sense, or peripherals, interprocess message queues or
description of processes themselves or of the static context of a process. Tools s
applications establish classes of objects defined by the user: these can represent info
such as project milestones, tasks, and change requests.

Dbject base

[he basic OMS model is derived from the Entity Relationship data model and defin.
inks as being the basic items of a PCTE object base.

Dbjects are entities (in the Entity Relationship sense) which can be designated, and {
have:

Contents: a storage of data representing the traditional file concept;
Artributes: primitive values representing specific properties of an object which

vut the PCTE
nd control its
'E installation
ndent of any

id integrating

portable tools is the provision of the object base and @ set of functions to manipulate the various

dls of a PCTE
ctions used to

ty to manage
These may be
pipes, or the
porting user
mation items

es objects and

tan optionally

can be named

—individuatly;
tatty,

- Links: representations of associations between objects. Links may have attributes, which may
be used to describe properties of the associations or as keys to distinguish between links of the

same type from the same object.

Designation of links is the basis for the designation of objects: the principal means
objects in most OMS operations is to navigate the object base by traversing a sequenc

for accessing
e of links.
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Schema management

Entities used by the user and those used by the system that are represented by objects in the object
base can be treated in a uniform manner, and facilities to control their structure, to store and to
designate these objects, are provided by PCTE.

The object base of each PCTE installation is governed by a typing mechanism. All entities in the
object base are typed and the data must conform to the corresponding type rules. Type rules are
defined for objects, for links, and for attributes. ‘

U C LT IDULCU AlIU UC VULV AL U

the typing rules which govern an object, a link, or ana
the pbject base may be split up among a number of schema definition sets (or’'§DS§). Some
propjerties of an object, a link, or an attribute must be the same in every SDS which confributes to
the definition of the typing rules for that object, link, or attribute: these are properties of the type.
Othgr properties may differ for different SDSs: these are properties of the zypein SDS.

Each SDS provides a consistent and self-contained view of the data in the’object base. A process,
at anly one time, views the data in the object base through a working schema. A working|schema is
obtdined as a composition of SDSs in an ordered list. The effect of such a composition is to
provide a union of all the types contained in the listed SDSs.\"A uniform naming glgorithm,
depg¢ndent on the ordering of the SDSs, is applied to all the contained types.

The|object base of a PCTE installation has a notional global schema, composed of all the SDSs.
Thelglobal schema is not directly represented in the objéect base, and the concept is used|mainly to
statg certain consistency constraints on the object base¢.as a whole.

ild types of object types can be defined with the effect of implicit inheritance of all prperties of
theif parent types. Additionally, child types carichave properties of their own.

The types
nforming
which is

bbject that

r must be

of that kind((iye. known to the PCTE installation); any other object of that type is referrqd to as an
unkpown-entity. For example an object of type "process” created by PROCESS_CREATE is a
known process, while one created by OBJECT_CREATE is an unknown process.

Object contents

A set of operations is provided to access the contents of some types of objects (files, pipes, and
devices). These operations provide conventional input-output facilities on files and pipes and
control of input and output on devices. These contents are not interpreted by PCTE.

Other types of objects (accounting logs and audit files) have contents with structure that is defined
by PCTE and for access to which special operations are provided.
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6.7

6.8

6.9

6.10

6.11

Process execution

PCTE is an interface to support programs. When a program is run, this is either the execution of
the program itself, or the execution of an interpreter which interprets the program. An execution of
a program is a process. Processes are represented by objects in the object base, so the hierarchy of
processes, the environment in which a process runs, the parameters it has been passed, and the
various stages of the program execution can be controlled, manipulated and examined.

These facilities can be used also to control processes running on foreign systems. A foreign
system can be a foreign development system, a target system running a real-time operating system,
r even a PC1E workstation 1n another PC1E 1nstallation.

onitoring

PCTE provides three sets of features to support debugging and monitoring-of processes.
To measure the amount of time spent in selected parts of the code,
To observe, and modify, the execution of a child process.

To measure the processor usage of the calling process.

Communication between processes

PCTE provides a number of different mechanism$ for communicating between prpcesses. The
principal ones supplied are:

the objects, links and attributes in the database;
message queues;
pipes.

Message queues and pipes are essentially special forms of object. Thus both pipes|and message
ueues are special cases of thegeneral use of the object base for interprocess communjcation.

ipes and message queues_also provide communication between PCTE processep and foreign
rocesses running on foreign systems (if the foreign systems allow it).

otification

n PCTE there'is a mechanism that allows the designation of objects so that certain types of access
esult in-amessage being posted in a message queue which can be accessed by the process
equesting’/the notification.

he motification mechanism allows a process to specify events, corresponding to pperations on
bjects, of which it wants to be notified.

Concurrency and integrity control

The object base is subject to concurrent access by users, and is liable to underlying system failure.

PCTE provides locking facilities to control the strength of object base concurrency and consistency,
ranging from unprotected behaviour, through protected behaviour, to protected atomic and
serializable transaction activities. PCTE ensures object base consistency and object base integrity
for atomic and serializable transactions.

Each user carrying out a transaction on the object base sees some grouping of operations as an
atomic operation which transforms the object base from one consistent state to another. If
transactions are run one at a time then each transaction sees the consistent state left by its

7
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predecessor. When transactions are run concurrently PCTE ensures that the effect on the object
base is as though they were run serially. With a few exceptions, such as messages sent to or
received from a message queue, the effect of a sequence of operations performed within a
transaction is atomic: either all the operations are performed or none are performed.

Another important aspect of activities arises in composition of programs. A single program
carrying out an atomic transaction on the object base can be regarded as performing a single
function. More powerful functions can be built up by an outer program invoking a set of other,
inner, programs, each of which carries out its own specific function. PCTE provides nested
activities-to-allow ez inne ivi ave in an atomic wav, and at the same time to allow the
whole function to be atomic. Thus the outer program can start a transaction, which may| be either
compmitted or aborted, and finally the whole outer transaction is committed or aborted) Each such
inner program could itself invoke further nested programs, and so on.

6.12 Distribution

PCTE is based on a community of workstations of possibly differing types connected toggther by a
network. The community is normally seen by the user as a single environment, grouping together
the facilities, services and resources of all the different workstations, though in some circymstances
a PQTE installation may be temporarily divided into separated'partitions, each of whicl supports
usefpl work.

Objgcts, including processes, are distributed throughout 'a’ PCTE installation. A user jis able to
disr¢gard both the location of objects on volumes inthe network and that of the workstation
conderned in executing processes. Alternatively aldsér may choose to exercise contro| over the
location of objects on volumes and the location of processes. On creation of an object a volume can
be specified to indicate its location. Every process executes on a particular workstation and a user
can ppecify which workstation by either static-or dynamic means: the static context of g program
has @n execution class identifying the range-of workstations upon which the static contekt may be
exeduted; the workstation on which a precess executes can be specified on invocation.

6.13 Replication

As it is possible that one(or more workstations of a PCTE installation become temporarily
unavailable, certain installation-wide objects must still be accessible. Replication fadilities are
available whereby a copy of an object's contents, attributes and links are made to each wqrkstation.
Instgllation-wide objécts are predefined as replicated and other objects can be added. Thig feature is
intended for non-yolatile, rarely varying, widely consulted objects.

6.14 Secprity

A PCTE installation has to support many users and many projects. Different users are expected to
have-d eren oles within proiects and to be g yrized to 3 ss different obie The user
accesses objects using programs (themselves modelled as static contexts within the object base).

The purpose of security is to prevent the unauthorized disclosure, amendment or deletion of
information. Security facilities are provided to support the definition of the different authorizations
of users and programs.

Security in PCTE is provided by discretionary and mandatory access controls. Access controls as
defined in the security clauses form one aspect of the correct operation of the installation with
regard to the integrity of the information held and the correctness of its use. In this regard, the
facilities described in the security clauses complement the data modelling facilities of the OMS and
schema management, and the transaction and concurrency control facilities.

Each OMS object is associated with access control lists which define which types of access to the
object are permitted for designated users or programs. Access control lists are expressed in terms
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of discretionary access rights which are explicitly granted or denied to designated individual users,
user groups or program groups. Access rights on a particular object are combined in order to
determine a process's permission to perform each particular operation on the object.

Mandatory access controls cover both mandatory confidentiality and mandatory integrity, with
distinct controls. Mandatory access controls are additional to discretionary access controls.

Mandatory confidentiality controls prevent the disclosure of information to unauthorized users.
They prevent the flow of information to the unauthorized user directly, by controlling read access
(simple conﬁdentzalzty) and indirectly, by controlling the flow of information between objects

andatory integrity controls prevent unauthorized sources from contributing to the information in
object. They prevent the flow of information from the unauthorized user directly, by controlling
rite access (simple integrity), and indirectly, by controlling the flow of information between

he accounting facilities of PCTE allow the automatic recording of the consumptiop of selected
ipstallation resources by users, groups of users, or groups of programs.

uthorized users may designate selected objects like«programs, files, pipes, mesyage queues,
evices, workstations, and SDSs as being accountable resources. Access to an|accountable
resource by a process implies the automatic logging of usage information into the associated
counting log on completion of the operation.

Implementation limits

CTE permits the user to examine the implementation-defined limits for the PCTE ipstallation in
hich a program executes.

inimal values are defined for limits, so that a program respecting those values is pqrtable to any
CTE installation.

Outline of ISO/IEC 13719

Clause 6 gives aninformal, non-normative explanation of the concepts of PCTE. Clayse 7 gives an
oyerview of the.document and of the structure of the definition.

The partly-formal, normative definition of PCTE is in clauses 8 to 24 and annexes Ajto C. It is in
two main.parts. The first main part is the foundation (clause 8) which defines the cancept Object
and its parts, for example Attribute and Link, and the concepts of the associated typing mechanism,
f r.example Type and Type in SDS. This uses a subset of VDM-SL; see annex A.

The second main part of the definition is the interface definition (clauses 9-22). This defines the
other concepts of PCTE, for example Process and Workstation, as specializations of the concept
Object (clauses 11-22). This definition is in terms of the typing structure associated with these
specializations, that is in terms of the typing concepts of the foundation. A language for the
definition of types and types in SDS, called Data Definition Language or DDL, is defined in annex
B.

The concept Object is itself further specialized, i.e. details not necessary for the foundation are
added, in clause 9. (The name Object is used in both the foundation and the interface definition
because it is the same concept although only a few of its details are defined in the foundation.)

Thus the foundation is a relatively simple general model that is specialized in later clauses to provide
the PCTE interface definition.
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8

8.1 The|state

10

Instances of the PCTE concepts are called entities and they are referred to by the names of the
underlying concepts, for example instances of Object are called objects. All the entities existing at a
time are called the state of the PCTE installation. PCTE is defined in terms of the permissible values
of the state and the permissible operations on the state. The foundation defines part of the state,
namely that part concerned with entities of the foundation concepts; the interface definition defines
the rest of the state and all the operations.

The concepts of the typing mechanism cannot be treated as specializations of the concept Object
because the definition of PCTE would then be circular. They can however be represented by
speciglizations-o ect-so-that-toolscan determinethe cu state_of the typing mechanjsm using
the opjerations provided for determining the current state of objects. Operations for manipylating the
state [of the typing mechanism also manipulate the representing objects automatig¢ally and
equivplently. The representations and operations of the typing mechanism are defined in clause 10.

The interface is defined by operations grouped according to function. For‘each grqup some
concgpts are defined first in DDL and possibly VDM-SL, as described above. There fpllow the
ion definitions; a VDM-SL definition of the signature, an informal English descriptjon of the
1 action of the operation, and a list of the possible error conditions (using an abpreviated
notatjon defined in annex C).

Othef parts of ISO/IEC 13719 define application programminghinterfaces to PCTE in| terms of
specific programming languages by defining the mapping, of datatypes, operations, gnd error
conditions of the abstract specification to datatypes, operatigns, and error conditions respegtively of
the pfogramming language (see 3.1). Such mapping specifications are called bindings. (lause 23
defings a number of features to which all bindings mustconform.

Clauge 24 defines the limits on the sizes and numbers ‘of various entities which a conforming PCTE
implgmentation must respect. These are given as_minima which an implementation mugt meet or
exceqd.

Annexes A to C define various notations used in the Abstract Specification. Annex A dgfines the
subsdt of VDM-SL used for type definitions and operation signatures; annex B defines IDDL; and
annex C defines the notation for operation error conditions.

D is provided for information; it collects the DDL definitions of the types in the predefined
scherha definition sets.

Ann
Annex F is provided for<information; it contains an index of error conditions.

Clauges 8 to 24 contain commentary (headed NOTE or NOTES) which is not normative and is
intendled as a help to the reader in understanding the definition. :

E contains a list of auditable events classified by event type.

Foundation

state PCTE_Installation of

SYSTEM_TIME : Time

OBJECT_BASE : map Object_designator to Object
PROCESSES : set of Process
MESSAGE_QUEUES : set of Message_queue

CONTENTS_HANDLES :map Contents_handle to Current_position
CURRENT_POSITIONS  : map Current_position to Natural
dWORKSTATIONS : set of Workstation

en

Name = Text
Name_sequence = seq of Name
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Working_schema ::
VISIBLE_TYPES : set of Type_in_working_schema
SDS_NAMES : Name_sequence

Process ::
PROCESS_OBJECT : Object_designator
WORKING_SCHEMA : Working_schema
OPEN_CONTENTS : set of Open_contents

Message_queue ::
QUEUE _OBJECT : Object designator

]

—t T N N L) o e ]

, MESSAGES : seq of Message
Workstation ::
WORKSTATION_OBJECT : Object_designator
AUDIT_CRITERIA . set of Selection_criterion

nother. The effect of an operation call is to modify the state, or to return values der]
ate (and any parameters), or both.

'he system time is the date and time of day at any instant, as given by some system ¢
prmat of the time see 23.1.1.5. The current time for an operation is a value of the s
ome moment between the start and end of the operation.

'he object base is a set of objects identified by object designators (see 8.2.1).

A\ working schema is associated with a process (see clause 13) and consists of a s
chema of the calling process are called visible.rypes. For the creation of a working
rocess see 13.2.12.

'he initial value of the state consists of the following objects:

mounted on that device, and.at least one process running on that workstation
11.1.3, 11.1.1, and 13.1.5);

the administration replica;set, the common root, and the administrative objects (s
9.1.2);

at least one user (see-19.1.1);

(if implemented), and accounting (if implemented) (see 10.1);

the predefined user group ALL_USERS, and the predefined program groups PQ
PCTE_REPLICATION, PCTE_EXECUTION, PCTE_SECURITY, PCTE
PCTE. CONFIGURATION, and PCTE_SCHEMA_UPDATE (see 19.1.1).

: 1995(E)

'he state comprises the entities of a PCTE installation that endure from one operation call to

ved from the

lock. For the
ystem time at

et of types in

vorking schema, derived from a sequence of SBSs. The types in working schema i the working

schema for a

at least one workstation, at least one device managed by that workstation, at least one volume

(see 18.1.2,

e 17.1.4 and

at least the schema definition sets system, metasds, discretionary_security, mandagory_security

TE_AUDIT,
| HISTORY,

[OTE - It is intended that the system time should be as near as possible the same throughout a PCTE installation.

8.2 The object base

8.2.1

Objects
Object ::

OBJECT_TYPE : Object_type_nominator
ATTRIBUTES : set of Attribute
LINKS : set of Link
DIRECT_COMPONENTS : set of Object
PREFERRED_LINK_TYPE : [ Link_type_nominator ]
PREFERRED_LINK_KEY [ Text]
CONTENTS :[ Contents ]

11
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Object_designator :: Token

Object_designators = set of Object_designator
Contents = Structured_contents | Unstructured_contents
Structured_contents = Accounting_log | Audit_file
Unstructured_contents = File | Pipe | Device
Object_scope = ATOMIC | COMPOSITE

bjects have; it is defined in 9.1.1.

link of the object (see 8.2.3). The preferred link key has the syntax of a key (see 23

ry direct component of an object is the destination of a composition lifik of the object
a.

puter object of an object A is an object of which A is a componént
atomic object associated with an object comprises the links, attributes, preferred |

pre

A cpmponent of an object is a direct component of theobject or of a component of the of
objgct which is a component of each of two distin€t objects, neither of which is a comj
the pther, is called a shared component of those two objects.

An internal link of an object is a link of the object or of one of its components for v
destination is either a component of the object or the object itself. An external link of an g

dire
call
An
as fi
lX—
mus
desti

An
(CQ

NOT

1 A
therg

ct or indirect outgoing link of the object which is not an internal link of the object. Ar
ed the origin of each of its links.

pbject is specified by an objectdesignator, or by a specialization of object designatg
pllows: if "X" is an object type (that is, it is a descendant of "system-object”, see 9
Hesignator' (with capital initial) stands for 'Object_designator' with the condition that
t designate an object‘of type "X" or a descendant of "X". For the mapping
gnators to the language bindings, see 23.1.2.2.

MPOSITE) or to'the atomic object of the object (ATOMIC).
'ES

are two distinct objects with the same atoms.

© ISO/IEC

wo attributes of an object have the same attribute type. There is a basic set of attribules which

preferred link type and preferred link key, if present, are used as defaults in'the idenftification

.1.2.7).
and vice

ink type,

erred link key, and contents of the object. The atoms-of an object are the atomit objects
assqciated with the object and all its components.

pject. An
ponent of

vhich the
pbject is a
object is

r defined
1.1) then
the value
pf object

object scope is‘used to indicate whether the effect of an operation applies to an object

n object'can be a component of itself. Similarly two objects can be components of each other; ip that case

2 G

eneral operations are provided for handling unstructured contents (see clause 12) as a sequence of

octets, the

meaning of which is not further defined in this part of ISO/IEC 13719, Specific operations are provided for
handling structured contents, which has a defined meaning in each case (see clauses 21 and 22).

3 When an object is created, so are all its attributes in the global schema. When a new attribute type is applied to
the object’s type in an SDS, effectively all objects of that type and its descendants gain a new attribute with its
initial value. If the application of an attribute type to that object type is removed from all SDSs, the attribute
remains on each object of that type until deleted by OBJECT_DELETE_ATTRIBUTE.

8.2.2 Attributes

12

Attribute ::
ATTRIBUTE_TYPE : Attribute_type_nominator
ATTRIBUTE_VALUE : Attribute_value
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8.2.3

Attribute_value = Integer | Natural | Boolean | Time | Float | String
Attribute_designator :: Token
Attribute_designators = set of Attribute_designator
Attribute_selection = Attribute_type_nominators | VISIBLE_ATTRIBUTE_TYPES
Attribute_assignments = map Attribute_designator to Attribute_value
String = seq of Octet

The value of an enumeration attribute is represented by its position within the enu

: 1995(E)

eration value

type (see 8.3.2).
An attribute is specified as follows:

designator which specifies the attribute relative to the object;
- for an attribute of a link: an object designator which specifies the origin of th

which specifies the attribute relative to the link.
INOTES

1 Each attribute in the object base is a key or non-key attribute of a link
base or a direct attribute of an object in the object base.

the maximum allowed length, whatever its present value‘may be.

3 For the types Integer, Natural, Boolean, Time, Float, and String see 23.1.1.

Links
Link ::
LINK_TYPE : Link_type_nominator
DESTINATION : [ Object_designator ]
KEY_ATTRIBUTES : seq of Attribute
NON_KEY_ATTRIBUTES : set of Attribute
REVERSE : [ Link_designator ]

Link_designator :: Token

Actual_key.= seq1 of (Text | Natural)

LinkZdesignators = set of Link_designator

Link’ selection = Link_type_nominators | VISIBLE_LINK_TYPES | ALL_LINK_TYPE
Link_descriptor = Object_designator * Link_designator

- for an attribute of an object: an object designator which specifies the object, and an attribute

e link, a link

designator which specifies the link relative to the object (see 8.2.3); and an attribyte designator

n the object

2 An implementation may impose constraints on the valués of attributes (see clause 24). An atiribute may take
any value of its value type within those constraints; for example, a string attribute may take any stfing value up to

Link_descriptors = set of | ink descriptor

Link_set_descriptor = Object_designator * Link_designators
Link_set_descriptors = set of Link_set_descriptor

Link_scope = INTERNAL_LINKS | EXTERNAL_LINKS | ALL_LINKS

The key attributes and the non-key attributes are together called the attributes of the
attributes of a link have the same attribute type.

link. No two

Two distinct links of the same type from the same object must have different key attributes (i.e.

the two sequences of key attribute values must be different).
The reverse link of the reverse link of a link is that link.
A link is said to be from its origin and fo its destination.

13
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A series of links from object A to object B is a sequence of 1 or more links L1, L2, ..., Ln such
that A is the origin of L1, B is the destination of Ln, and otherwise the destination of each link is
the origin of the next in sequence.

A link is specified by an object designator which specifies the origin of the link and a link
designator which specifies the link relative to the object. For the mapping of link designators to
the language bindings, see 23.1.2.4. ,

NOTES

1 E
orig

2 W
link!

of an attribute type to that link type is removed from all SDSs, the attribute remains on each link of tha
ed by LINK_DELETE_ATTRIBUTE.

dele

8.3 Types

Aty

are t
Aty

attripute type nominator, a link type nominator, or an enumeral type nominator. A type 1
be furtherspecialized as follows: if "X" is an object type, attribute type, link type, or
then 'X\.type nominator' stands for 'Object_type_nominator' etc. with the conditio
e must.designate type "X" or a descendant of "X". For the mapping of type nom|
hage bindings see 23.1.2.5 and 23.1.2.

may
type
valu
lang

pe is a template defining common basic properties of a set of instances. The instances
hose whose type nominator identifies that type.

Type = Object_type | Attribute_type | Link_type | Enumeral_type

Type_nominator = Object_type_nominator | Attribute_type_mominator | Link_type_nomir
Enumeral_type_nominator

Object_type_nominator :: Token

Attribute_type_nominator :: Token

Link_type_nominator :: Token

Enumeral_type_nominator :: Token

Type_nominators = set of Type_nominator

Object_type_nominators = set of Object_type_nominator
Attribute_type_nominators = set of Attribute_type_nominator
Link_type_nominators = set of Link_type_nominator

Type_kind = OBJECT_TYPE | ATTRIBUTE_TYPE | LINK_TYPE | ENUMERAL_TYPE

ach link in the object base is a link of exactly one object in the object base; i.e. each link has exactly one
n.

hen a link is created, so are all its attributes in the global schema. ‘When a new attribute typeis-ap
5 type in an SDS, effectively all links of that type gain a new attribute with its initial value. If the application

plied to the

L type until

ator |

of a type

pe is specified by a type nominator, which may be specialized to an object type nominator, an

ominator
enumeral

n that the

Inators to

8.3.1 Object types

14

Object_type
TYPE_NOMINATOR  : Object_type_nominator
CONTENTS_TYPE ;[ Contents_type ]
PARENT_TYPES : Object_type_nominators
CHILD_TYPES : Object_type_nominators
represented by object_type

Contents_type = FILE_TYPE | PIPE_TYPE | DEVICE_TYPE | AUDIT_FILE_TYPE |
ACCOUNTING_LOG_TYPE ‘
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: 1995(E)

The contents type, if present, specifies the type of contents of instances of the object type. If no

contents type is supplied, instances of the object type have no contents.

The parent types define inheritance rules governing the properties of object types in working

schema (see 8.5.1). The parent types of an object type, their parent types, and so
the object type itself, are called the ancestor types of the object type.

The child types are the object types which have this object type as parent type. The

on, excluding

child types of

an object type, their child types, and so on, excluding the object type itself, are called the

descendant types of the object type.

The parent/child relation between object types forms a directed acyclic graph, with-t
"object" (see 9.1.1) as the root.

Attribute types
Attribute_type ::
TYPE_NOMINATOR . Attribute_type_nominator
VALUE_TYPE_IDENTIFIER : Value_type_identifier
INITIAL_VALUE : [ Attribute_value ]
DUPLICATION : Duplication

represented by attribute_type

Value_type_identifier = INTEGER | NATURAL | BOOLEAN | TIME | FLOAT | STRING |
Enumeration_value_type_identifier

Enumeration_value_type_identifier = seq1.of\Enumeral_type_nominator
Duplication = DUPLICATED | NON_DUPLICATED

he object type

The value type identifier identifies the value type of the instances of the attribute| type, i.e. the
datatype of their possible attribute values (see table 1). See 23.1.1 for the mapping of values of

integers, naturals, Booleans, times, floats, and strings. An enumeration value type
non-empty sequence of enumeral types.

identifier is a

The initial value, which is a.value of the value type, is the initial value of any atfribute of this
attribute type after creation.and before any value has been assigned to it. If no initial value is

supplied, the default initial-value for the value type is used (see table 1).
If the duplication is DUPLICATED, then every instance of the attribute type is

a duplicable

attribute, i.e. the value of the attribute is copied whenever an object or link with the attribute is

copied; if it is NON_DUPLICATED then every instance is a nonduplicable attribute
of the copy of the attribute reverts to the initial value.

i.e. the value

15
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Table 1 - Value types

ISO/IEC

Value type identifier Value type Default initial value

INTEGER Integer 0

NATURAL Natural 0

BOOLEAN Boolean false

TIME Time 1980-01-01T00:00:00Z

FLOAT Float 0.0

STRING String "" (empty string)

En@imeération value i}

type identifier enumeration value type identifief]

8.3.3 Ljnk types

16

Link_type ::
TYPE_NOMINATOR : Link_type_nominator
CATEGORY : Category
LOWER_BOUND, UPPER_BOUND  :[Natural]
EXCLUSIVENESS : Exclusiveness
STABILITY : Stability
DUPLICATION : Duplication
KEY_ATTRIBUTE_TYPES : Key_types
REVERSE_LINK_TYPE : [ Link_type nominator ]

represented by link_type
Key_types = seq of Attribute_type_nominators
Category = COMPOSITION | EXISTENCE | REFERENCE | DESIGNATION | IMPLICIT
Categories = set of Category
Exclusiveness = SHARABLE | EXCLUSIVE
Stability = ATOMIC_STABLE | COMPOSITE_STABLE | NON_STABLE

Alllinstances of a link type have the category, exclusiveness, stability, and duplication

type-.

Th

> lower bound of a link(type defines the number below which the number of links

type from any instance of an object type with that link type cannot be reduced. If
lower bound is takenas'0. The lower bound is only checked when an attempt is made
link, so that on creation of an object the number of links of a type may be less than

bo

nd for that type:

pf the link

that link
sent, the
o delete a
the lower

The upper bound of a link type is an optional natural defining the maximal number of lipks of that
link type from any instance of an object type with that link type. If present, it must be greater than
0 apd notless than the lower bound. If absent, there is no upper bound.

A linKtype is said to be of cardinality one if its upper bound is 1. A link type of cardi
has an empty sequence of Key atiribute fypes.

nality one

A link type is said to be of cardinality many if it is not of cardinality one. A link type of cardinality
many has a non-empty sequence of key attribute types.

The sequence of key attribute types defines the attribute types of the sequence of key attributes of
an instance of the link type. It does not contain any repeated attribute type nominators. A key
attribute has value type Natural or String.

The optional reverse link type is the link type which reverses the link type, i.e. whenever a link of
this link type exists from object A to object B, a link of the reverse type exists from object B to
object A, and vice versa. The reverse link type is not allowed if the category is DESIGNATION,
and must be present otherwise.
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The term complementary is used of pairs of links, each having the other's origin as its destination,
which are not reverses of each other.

All link types of category IMPLICIT and cardinality many have lower bound 0, no upper bound,

and a single key attribute of the predefined attribute type "system_key".

The values of

"system_key" attributes are implementation-dependent: each such key value is different from the
value of every other "system_key" attribute of a link of the same link type from the same object.

All link types of category EXISTENCE and cardinality many have lower bound 0.

- relevance to the origin. For a link with this property:

For a link without the relevance to the origin property:

- referential integrity. For a link with this property:

- existence property. For a link with this property:

egor1dent: G rtain prope 28 O NStances o h nk tvp as-follows:

e

The link may be created and deleted explicitly.

APPEND_LINKS discretionary access right to the origin is required in order
link, and WRITE_LINKS discretionary access right to the origin is require
delete the link. '

The link cannot be created or deleted if its origin is a stable/object.

The creation and deletion of the link assign the current'system time to the last
time of the origin. ‘

The link may have non-key attributes.

The link may only be created and deleted implicitly, i.e. as the reverse of a
relevance to the origin property.

APPEND_IMPLICIT discretionary access right to the origin is required in orde;
link, and WRITE_IMPLICIT discretionary access right to the origin is requiry
delete the link.

The link can be created or deleted even if its origin is a stable object.
The creation and deletion of the link have no effect on the last modificatio
origin.

The link may not have non-key attributes.

If the link jexists then so does its destination, i.e. the existence of the link
deletion.of its destination.

The link always has a reverse link with the referential integrity property.

to create the
] in order to

modification

link with the

- to create the
bd in order to

1 time of the

prevents the

An object can be created as destination of the link.

The deletion of the link can imply the deletion of its destination.

- composition pfoperty. For a link with this property:

The destination of the link is a component of its origin.

The categories are defined in terms of these properties as follows:

- COMPOSITION: relevance to the origin, referential integrity, existence property, composition

property. Links with this category are called composition links.

- EXISTENCE: relevance to the origin, referential integrity, existence property. Links with this

category are called existence links.

- REFERENCE: relevance to the origin, referential integrity. Links with this category are called

reference links.

17
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- IMPLICIT: referential integrity. Links with this category are called implicit links.

© ISO/IEC

- DESIGNATION: relevance to the origin. Links with this category are called designation links.

If the stability of a link type is ATOMIC_STABLE, each instance of the link type is an

atomically

stabilizing link, i.e. the destination of the link (excluding its components other than itself) cannot

be modified or deleted.

If the stability of a link type is COMPOSITE_STABLE, each instance of the link type is a
compositely stabilizing link, i.e. the destination of the link (including its components) cannot be

m

If the stability of a link type is NON_STABLE, each instance of the link type is a nonjtabilizing
, i.e. the existence of the link does not prevent the modification or deletion of its)destination or

Madification of an object is defined in 9.1.1. A stable object is the destination of an atomically or
compositely stabilizing link, or a component of the destination of a compgsitely stabilizipg link.

Exclusiveness applies only to composition link types. If it is EXCLUSIVE, each instdnce of the
link type is an exclusive composition link, i.e. no other composition link can share the same
destination. If it is SHARABLE, each instance of the link type is'a@-sharable compositidn link, i.e.

If duplication is DUPLICATED, each instance is a duplicable link, i.e. the link is copied whenever

its|origin is copied; if it is NON_DUPLICATED, each/instance is a nonduplicable link,
of the object has no copy of the link. An implicit link-¢annot be duplicable.

i.e. a copy

A [component of an object is a duplicable component if it is the destination of af least one

duplicable internal composition link whose origin'is either the object or a duplicable cor

object.

A link type of category IMPLICIT or DESIGNATION must be nonstabilizing.

THe following relations hold between properties of a link type and of its reverse link typ
- [if one link type has category IMPLICIT, then the other does not;

- |if one link type has the existence property (i.e. has category EXISTENCE or COMP
then the other does not;

- |if one link type has stability ATOMIC_STABLE or COMPOSITE_STABLE then th

category IMPLICIT.
A [link type of category DESIGNATION cannot have a reverse link type.

Lihks of thefollowing types are termed usage designation links, because they are not ¢
th¢ normal security rules: "running_process”, "in_working_schema_of" , "consumer

er_identity_of", "adopted_user_group_of", "reserved_by", "locked_by’
"SEened_by", "mounted_on", and "listened_to". Usage designation links have the
properties:

nponent of

(V
e

DSITION)

e other has

hecked by
|_process”,
, "lock",
following

- creation or deletion implies only a bitwise write access on the origin object from a mandatory

security point of view (see 20.1.8.2);

creation or deletion requires one unspecified discretionary access permission on
object;

- creation or deletion is possible for an object on a read-only volume;

- creation or deletion is possible for a copy object as origin;

- creation or deletion does not require the establishment of locks on the links;

- they are not copied by REPLICATED_OBJECT_DUPLICATE;

- they can be implicitly deleted by network failure and workstation closedown;

the origin
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- creation or deletion does not change the last modification time of the origin object.

Links of the following types are termed service designation links, because they indicate that the
destination provides a service to the origin (usually a process): "executed_on",
"sds_in_working_schema", "consumer_identity", "user_identity", "adopted_user_group",
"reserved_message_queue", "open_object”, "process_waiting_for", "referenced_object",
"adoptable_user_group", "mounted_volume", "is_listener", "notifier", and
"executed_static_context”. Service designation links have the following properties:

- creation or deletion does not require the establishment of locks on the links;

- they are implicitly deleted by workstation failure;

- for navigation along these links to replicated objects, replication redirection appligs to the state
of the object base at the time the link was created rather than when it is navigated through.

NOTES

1 The properties of links of various categories are summarized in table 2.

Table 2 - Properties of link categorie$

Property Composition  Existence Reference Implicit . Designation
links links links links links

relevance to origin yes yes yes no yes
referential integrity  yes yes yes yes v no
existence yes yes no no. _ no
composition yes " no no no o no
atomic stability optional optional optional no no
composite stability  optional oplional optional no no
exclusiveness optional no no no no
duplication optional optional optional no optiopal
has a reverse link yes yes yes yes no

2 The reason why thedower bound of an existence link is 0 is that if there existed an existence link type L with a
lower bound of 2, for example, and an object X had two outgoing links of type L, it would be imppssible to delete
either link directly wsing LINK_DELETE. Indirect deletion of these links by deletion of object X would also be

-|impossible because X would have outgoing existence links. This means that the destinations of these links could

never be deleted. This would be an undesirable situation. The same problem does not exist with cgmposition links
because a-composite object can be deleted in a single operation, OBJECT-DELETE.

Enumeral types

Enumeral_type ::
TYPE_NOMINATOR  : Enumeral_type_nominator’
represented by enumeral_type

An enumeral type is used as a possible value of an enumeration attribute. It has no instances.

8.4 Types in SDS

Type_in_sds = Object_type_in_sds | Attribute_type_in_sds | Link_type_in_sds |
Enumeral_type_in_sds

19
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Type_in_sds_common_part ::
ASSOCIATED_TYPE : Type_nominator
LOCAL_SDS : Object_designator
LOCAL_NAME :[Name ]

Type_nominator_in_sds = Object_type_nominator_in_sds | Attribute_type_nominator_in_sds |
Link_type_nominator_in_sds | Enumeral_type_nominator_in_sds

Object_type_nominator_in_sds  :: Token
Attribute type nominator_in_sds :: Token
Link_type_nominator_in_sds : Token

Enumeral_type_nominator_in_sds : Token

Type_nominators_in_sds = set of Type_nominator_in_sds
Object_type_nominators_in_sds = set of Object_type_nominator_in_sds
Attribute_type_nominators_in_sds = set of Attribute_type_nominater_.in_sds
Link_type_nominators_in_sds = set of Link_type_nominator_in._sds
Enumeral_type_nominators_in_sds = set of Enumeral_type_nominator_in_sds

Definition_mode_value = CREATE_MODE | DELETE_MODE | READ_MODE | WRITE_MODE |
NAVIGATE_MODE

Definition_mode_values = set of Definition_mode_«aiue

Definition_modes ::
USAGE_MODE : Definition._mode_values
EXPORT_MODE . Definition_mode_values
MAXIMUM_USAGE_MODE : Definition_mode_values

pe in SDS (plural 'types in SDS') is a template defining a set of properties which apply to all
instdnces of its type, in addition to the basic properties of that type. A type in SDS is dssociated

S.

the local
. The complete name of a type in SDS is the name of the SDS, followed by a hyphen -,

hema definition set (or SDS).is an object of type "sds" (see 10.1.1), and is spec?ed by an

The|definition modes specify restrictions on the usage of the type in SDS. The usage mode

adopted its local SDS in its working schema. The export mode specifies the maximum ugage mode
e copy of the type in SDS which is created when the type in SDS is exported to another SDS; it
is a subset,of the usage mode. The maximum usage mode specifies which definition mqde values
can pe.included in the usage mode and export mode; it is set on creation of the type in| SDS and
cannot-bechanged: edefinttio odesof-atink-and-of-its-reverse-must-be-the-same—Enumeral
types in SDS do not have definition modes.

The accesses controlled by definition modes are as follows.

- READ_MODE controls reading from attributes by the operations
OBJECT_GET_ATTRIBUTE, OBJECT_GET_SEVERAL_ATTRIBUTES,
LINK_GET_ATTRIBUTE, and LINK_GET_SEVERAL_ATTRIBUTES.

- WRITE_MODE controls writing to attributes by the operations OBJECT_SET _ATTRIBUTE,

OBJECT_SET_SEVERAL_ATTRIBUTES, OBJECT_RESET_ATTRIBUTE,
LINK_SET_ATTRIBUTE, LINK_SET_SEVERAL_ATTRIBUTES, and
LINK_RESET_ATTRIBUTE.
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- CREATE_MODE controls creation of objects and links by the operations OBJECT_CREATE,

OBJECT_COPY, OBJECT_CONVERT,
DEVICE_CREATE, and PROCESS_CREATE; and creation of links by th
LINK_CREATE and LINK_REPLACE.

VERSION_REVISE, VERSION_SNAPSHOT,

€ operations

DELETE_MODE controls deletion of objects and links by the operation OBJECT_DELETE and

deletion of links by the operations LINK_DELETE and LINK_REPLACE.

NAVIGATE_MODE controls the use of link references in pathnames in the evaluation of object

references (see 23.1.2.2).

ypes in SDS are specialized to object types in SDS, attribute types in SDS, link type.

numeral types in SDS; the associated types are object types, attribute types,-lin

umeral types respectively.

type in SDS is specified by a type nominator in SDS, which may be specialized to 4
ominator in SDS, an attribute type nominator in SDS, a link type, nominator in
umeral type nominator in SDS. A type nominator in SDS may be further specializg

if "X" is an object type, attribute type, link type, or enumeral type then 'X_type_nomi

pot v

=

ands for 'Object_type_nominator_in_sds' etc. with the condition that the value mus
ype in SDS associated with type "X" or a descendant of "X". \Fof the mapping of typ
n SDS to language bindings see 23.1.2.5.

[OTE - The properties of a type and of an associated type in SDS.can be specified by means of the
language (see annex B).

Object types in SDS

Object_type_in_sds :: Type_in_sds_common_part &&
DIRECT_, ATTRlBUTE TYPES_IN-SDS : Aftribute_type_nominators_in
DIRECT_OUTGOING_LINK TYPES IN_SDS " : Link_type_nominators_in_sdg
DIRECT_COMPONENT_TYPES_IN_SDS : Object_type_nominators_in_§
DEFINITION_MODES : Definition_modes
represented by object_type_in_sds

The only allowed definition'mode value for an object type in SDS is CREATE MOD

The direct attribute types in SDS must be in the same SDS as the object type in
participate in the definition of the visible attribute types of object types in working
8.5.1.

The direct outgoing link types in SDS must be in the same SDS as the object type i
participate in the definition of the visible link types of object types in working sche
The object type in SDS is called the origin object type in SDS of each of the direct
types in-SDS.

The.direct component types in SDS must be in the same SDS as the object type i

participate in the definition of the direct component types of object types in workin

:

5 in SDS, and
k types, and

n object type

SDS, or an
d as follows:
inator_in_sds'
t designate a
e nominators

Data Definition

| sds

ds

E.

SDS. They
schema; see

n SDS. They
ma; see 8.5.1.
putgoing link

SDS. They
schema; see

8.5.1.

8.4.2 Attribute types in SDS

Attribute_type_in_sds :: Type__in__sds_common__part &&
DEFINITION_MODES : Definition_modes
represented by attnbute _type_in_sds

The only allowed definition mode values for an attribute type in SDS are READ_MODE and

- WRITE_MODE.

21
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8.4.3 Link types in SDS

8.4.4 Hnumeral types in SDS

8.5 Types in working schema

22

Link_type_in_sds :: Type_in_sds_common_part &&
DESTINATION_OBJECT_TYPES_IN_SDS : Object_type_nominators_in_sds
NON_KEY_ATTRIBUTE_TYPES_IN_SDS : Attribute_type_nominators_in_sds
DEFINITION_MODES : Definition_modes
represented by link_type_in_sds }

The only allowed definition mode values for a link type in SDS are CREATE_MODE,
DELETE_MODE, and NAVIGATE_MODE.

The destination object types in SDS must be in the same SDS as the link type in SDS. They
patticipate in the definition of the destination object types of link types in workingschema; see
8.5.3. ‘

non-key attribute types in SDS must be in the same SDS as the link type in §DS. They
rticipate in the definition of the visible attribute types of link types in\working schema; see
5.3, S

oo
S

Enumeral_type_in_sds :: Type_in_sds_common_part &&
IMAGE : Text
represented by enumeral_type_in_sds

A1 enumeral type in SDS associates with the enumeral type a string called its image.

Type_in_working_schema = Object_type_in_working_schema |
Attribute_type_in_working_schema | Link_type_in_working_schema |
Enumeral_type_in_working_schema '

Type_in_working_schema_common_part :
ASSOCIATED_TYPE , : Type_nominator
CONSTITUENT_TYPES_IN_SDS :seq of (Composite_name * Type_nominator]_in_sds)

Composite_name ::
SDS_NAME :Name
LOCAL_NAME :[Name]

A type in working schema is a template defining common properties for a set of instances of its
typg. The properties of a type in working schema are derived from the properties of ope or more
types in SDS(see 8.5.1 to 8.5.4). Types in working schema occur in working schemgs, see 8.1.
For the construction of working schemas, see 13.2.12.

The¢ constituent types in SDS of a type in working schema must all have the same assodiated type,
which'is the type associated with the type in working schema.

A type in working schema has several composite names, one for each constituent type in SDS. For
each composite name, the SDS name is the name of the local SDS of the corresponding type in
SDS, and the local name, if any, is the local name of the type in SDS in its local SDS.

Let C1 and C2 be composite names, and T1 and T2 be type nominators in SDS.. Then for any two
constituent types in SDS (C1, T1), (C2, T2) of a type in working schema, if the SDS name of C1
precedes the SDS name of C2 in the SDS names of the working schema containing the type in
working schema, then (C1, T1) precedes (C2, T2).

Types in working schema are specialized to object types in working schema, attribute types in
working schema, link types in working schema, and enumeral types in working schema; their
associated types are object types, attribute types, link types, and enumeral types respectively.

The value of a type in SDS cannot be changed while it is part of a type in working schema.
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8.5.2

A type in working schema is specified by a type nominator, see 8.3.

Object types in working schema

Object_type_in_working_schema :: Type in_working_schema_ common _part &&
CHILD_TYPES : Object_type_nominators
PARENT__TYPES : Object_type_nominators
APPLIED_ATTRIBUTE_TYPES : Attribute_type_nominators
APPLIED_LINK_TYPES : Link_type_nominators
VISIBLE_ATTRIBUTE_TYPES
VISIBLE_LINK_TYPES
DIRECT_COMPONENT_TYPES
USAGE_MODES

: Link_type_nominators
: Object_type_nominators
: Definition_mode values

constituent types in SDS of the type in working schema.

The set of constituent types in SDS of the parent types is the union of the sets of p
constituent types in SDS of the type in working schema.

in SDS of a direct attribute type in SDS of one of the constituent types in SDS of the
working schema.

of a direct outgoing link type in SDS of one of thie constituent types in SDS of the
working schema.

in working schema.

The set of visible attribute types is¢he union of the set of applied attribute types and
visible attribute types of all the parent types.

link types of all the parenttypes.
The constituent types in-SDS must be object types in SDS.

If the type of an gbject is not visible, the object is considered as an instance of an
type's ancestor-types which is visible.

| The set of uSage modes is the union of the sets of definition modes of all constituent

of the objeet type in working schema.

Attribute types in working schema

ISO/IEC 13719-1 :

TANTDUle_type_nominators |

The set of constituent types in SDS of the child types is the union of the sets of chil

The applied attribute types are the attribute types in working.schema which have a cq

The applied link types are the link types in working schema which have a constituen

The direct component types are the object types in working schema which have a ¢
in SDS of a direct component type in SD$ of one of the constituent types in SDS of t

The set of visible link types 1s-the union of the set of applied link types and the sets

1995(E)

d types of the
arent types of

nstituent type
object type in

t type in SDS
bbject type in

nstituent type
he object type

the sets of the

of the visible

y of its object

types in SDS

USAGE_MODES
The constituent types in SDS must be attribute types in SDS.

-'set of Definition_mode_values

- The set of usage modes is the union of the sets of definition modes of all constituent types in SDS

of the attribute type in working schema.

23
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8.5.3 Link types in working schema

8.54

8.6

24

Types in global schema

Link_type_in_working_schema :: Type_in_working_schema_common_part &&

DESTINATION_OBJECT_TYPES : Object_type_nominators
VISIBLE_DESTINATION_OBJECT_TYPES : Object_type_nominators
KEY_ATTRIBUTE_TYPES : Key_types ’
APPLIED_ATTRIBUTE_TYPES : Attribute_type_nominators
REVERSE : [ Link_type_nominator ]

USAGE_MODES : Definition_mode_values

Thset of constitu
key attribute types of the constituent types in SDS of the link type in working schema,

The set of constituent types in SDS of the destination object types is the union-of the sets of
degtination object types of the constituent types in SDS of the link type in working schera.

The constituent types in SDS must be link types in SDS.

ts of non-

The set of visible destination object types is the union of the set of destination object types and the
set|of visible descendants of the visible destination object types.

Thg sequence of key attribute types is the same as the sequence of key attribute types of the
associated type.

set of usage modes is the union of the sets of definition modes of all constituent tyges in SDS
of the link type in working schema.

Enumeral types in working schema

Enumeral_type_in_working_schema ::
Type_in_working_schema_commonpart &&
IMAGE : Text

The image of an enumeral type in working schema T1 is the image of the first of its types in SDS
which has an image, unless another enumeral type in working schema T2 belonging t¢ the same
enymeration attribute type in working schema as T1 but with a lower position already has the same
image, in which case T1 has.no/image.

The constituent types in SDS must be enumeral types in SDS.

The|global schéma is the working schema constituted by all the SDSs of a PCTE installation; the
orddr is irrelevant as it affects only the type names, which are of no concern here. A typ¢ in global

witll oné type in global schema. The global schema is a notional working schema used
following consistency rules applying to the whole object base; it is not necessarily thg working
schima-cf'an ‘

state the

schegma is a.type in working schema in the global schema; it follows that each type is [Essociated

Y PIOCESS.

An object must be compatible with its associated object type in global schema, i.e.:

The link types in global schema of the links of the object must be among the visible link types in
global schema of the object type in global schema.

The attribute types in global schema of the attributes of the object must be among the visible
attribute types in global schema of the object type in global schema.

The object types in global schema of the direct components of the object must be among the
direct component object types in global schema of the object type in global schema.

The preferred link type of the object, if present, must be one of the applied link types of the
object type in global schema.
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- The preferred link key of the object, if present, must have the same value types (String or

Natural), in the same order, as the key attribute types of the preferred link type of the object.

A link must be compatible with its associated link type in global schema, i.e.:

The object type in global schema of the destination of the link must be among the visible

destination types of the link type in global schema.

The key attributes of the link, if any, must have the same value types (String or Natural) in the
same order as the key attribute types of the link type in global schema.

Cy 4 € types of
global schema

The link type in global schema of the reverse link, if any, must be the reverse.of th
global schema.

)perations

Calling process

The operations defined in clauses 9 to 22 take effect when they are executed by a
13.1.4). The process is known as the calling process of the operation. The effects o
the PCTE installation are global, i.e. can be observed by other processes. Resu1t<
pperations which are designators are local to the calling process.

Direct and indirect effects

The effects of an operation on the state of the PCTE installation comprise direct effect

clause 23 do not affect the state,

pperation may raise an event. Depending on the state of the PCTE installation, the

be, or in some other change of state.

An operation has &finite non-zero duration, and an event that is raised during the o
have an effect on'that operation.

but instead-in the part of the interface definition that may be affected by the ev,

by the description of the raising of events.
asynchronously.

The processing of an event

b link type in

e link type in

process (see
nh the state of
returned by

5 and indirect

effects. Direct effects are described in'the relevant operation descriptions (including the error
descriptions). Indirect effects are described elsewhere in clauses 9 to 22. The gperations of

[ndirect effects occur by means of events. Events are of several classes, described below. An

raising of an

event may result either in'the effect of another operation being different to what it wognld otherwise

beration may

In general, the-raising of an event is not explicitly described in the operation that raiges the event,

ent. It must

hevertheless be understood that the description of an operation may need to be implicitly extended

takes place

I'here are several diiierent classes of event, as described below,

- Access event. This is described in clause 15. Access events are raised by operations which
perform certain kinds of access to objects. If an appropriate notifier has been established, then

the raising of the event causes an appropriate message to be sent.

- Lock release event. A lock release event occurs when a lock is released (see 16.1.8). If some
other operation is waiting to acquire a lock on the same resource, then that operation may
proceed. If there is more than one such operation then which operation acquires the lock is
implementation-dependent. There is no further description of this event in this part of ISO/IEC

13719.

- Process timeout event. This event is raised when the duration of an operation has
process timeout value for that process.

exceeded the

When this event is raised, the error condition

25
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OPERATION_HAS_TIMED_OUT holds for that operation, and the operation terminates with
that error. This event is described in 13.1.4.

Process alarm event. This event is raised when the time left until alarm has expired. When this
event is raised, a message of message type WAKE is sent to the process and the process is
resumed. This event and its effect are described in 13.1.4 and 13.2.6.

Interrupt operation event. This is described in 13.2.4. This event is raised by
PROCESS_INTERRUPT_OPERATION or by PROCESS_TERMINATE. If the interrupted
rocess is executing an operation or waiting for an event when this error is raised, then the
rror condition OP olds Tor that operation and if ferminates
ith that error.

udit event. These events are described in clause 21. Audit events are raised by pperations
hich carry out object access, and for exploiting audit records, copying auditrecords, carrying
ut certain security operations, and at explicit user request (see 21.2,5).7If the event type is

elected and auditing is enabled (or the event type is always audited)\then an audif record is
itten as described in 21.1.1.
ccounting event. Accounting events are divided into start events and end events. |These are

aised as a result of certain operations, and if the resource is\accountable and accpunting is
nabled then an accounting record is written (see 22.1.2).

essage queue event. These events are described in 14.1. They are raised by the appearance

in a message queue of a message, which may be ‘caused by MESSAGE_SEN

then that handler is executed.

Resource availability event. These events donot occur as a result of operations, but
at any moment. They model changes in the availability of hardware resources. The

MESSAGE_SEND_NO_WAIT, or QUEUE_RESTORE. If there is a handler for

D _WAIT,
the event

may occur
effect of a

resource availability event on the directly.affected objects is implementation-dependent. The set
of directly affected objects for an event is implementation-defined. The effect on a¢cess from
pother objects is defined as follows:for the various resource availability events.

Volume failure: an accessible'volume becomes inaccessible. Attempted access to[objects on
the volume (including replicas in the case of an administration volume) fails with the error
OBJECT_IS_INACCESSIBLE. Attempts to commit transactions which have started and
which involve objects-on the volume also fail.

Device failurexan accessible device becomes inaccessible. Attempted access [to the file
contents of the device fails. Volume failure is raised for any volume mounted on the device.

Network_ failure: an accessible workstation becomes inaccessible. There is no distinction
between-a workstation failing and a network failing so that communication with the
worKstation is lost. The inaccessible workstation ceases to be in its current network

partition. Associated devices and volumes become inaccessible with consequences as
above.

pDal N 14S I
the other conditions are met.

7 K TeDair a4 WOTKSIAtioN jOIns a e .effect,but
the workstation becomes accessible when

Process termination event. This event is raised when a process is terminated by
PROCESS_TERMINATE, explicitly or implicitly or by normal or abnormal process
termination. If a PROCESS_WAIT_FOR_CHILD or PROCESS_WAIT_FOR_ANY_CHILD
operation of the parent process is waiting for that process or any sibling process to terminate,
then it (rinay proceed. If more than one such operation exists (for different threads) then all may
proceed.

Data available event. This event is raised when data is written to a device contents, pipe
contents, or message queue. If an operation is waiting on a CONTENTS_READ on a pipe or
device which is not non-blocking, and data is written to that pipe or device, then that operation
may proceed. If an operation is waiting on a MESSAGE_RECEIVE_WAIT on a message
queue, and a message is received of a type included in the set of types specified by that
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MESSAGE_RECEIVE_WAIT, then the operation may proceed. If more than one operation is
waiting on that event, which operation receives the data and ceases to wait is implementation-
dependent. AUDIT_FILE_READ and ACCOUNTING_LOG_READ do not wait for data to be
available.

- Data space available event. This event is raised when space becomes available in a device
contents, pipe contents, or message queue. If an operation is waiting on a
CONTENTS_WRITE on a pipe or device which is not non-blocking, and data is removed from
that p1pe or dewce, then that operanon may proceed if sufﬁcmnt space has been made available.

D WAIT ¢ and a message is

and ceases to wait is implementation-dependent.

- Security attribute change. This cevent is |raised by

OBJECT_SET_ACL_ENTRY, or changes to labels as a result of flpating. If a
CONTENTS_READ, CONTENTS_WRITE, MESSAGE_RECEIVE_WAIT or
MESSAGE_SEND_WAIT operation is waiting and a(seécurity attribute changes such that the
process no longer has permission to access the contents’or message queue object [in the required
mode, then the operation ceases to wait and terminates in an appropriate [mandatory or
discretionary access mode error (see C.4).

Errors

Execution of an operation may terminate after carrying out the normal behaviour as described in
the main subclause, or may terminate in an error.

The list of errors in the subclause’Errors of each abstract operation definition defines the set of
error conditions which apply to that operation. Other error conditions, which apply to several
operations, are defined in clause 23. The error conditions OPERATION_HAS_TIMED_OUT and
OPERATION_IS_INTERRUPTED (see 8.7.2) and SECURITY_POLICY_WOULD_BE_
VIOLATED (see 20.1.8)-apply to all operations. If an operation terminates in ar error then the
associated error condition holds. If any error condition holds then the operatior] terminates; if
none of the error conditions hold, the normal behaviour occurs.

Error conditiens’/are distinguished for the purpose of helping tool writers. Language bindings
may add further error conditions. An implementation may not add further error conditions, except
as specified'in this part of ISO/IEC 13719.

No precedences are defined in this part of ISO/IEC 13719 between error conditigns which hold

simultaneously. Implementations which aim for high security must define such a precedence so as
to address the problem of covert channels. ‘

TTOT conditions arising from type mismatches between actual and formal parameters of operations

are not explicitly defined in the abstract operation definitions. Language bindings may need to

make these error conditions explicit, depending on the strength of type-checking provided by the
language. This does not apply to the following cases:

- acheck by an operation that an object belongs to a particular subset of instances of a type, e.g.
that a security group is not a subgroup, or that an attribute is not applied to a specified object;

- acheck by an operation where a specialization of Object_ demgnator is specified and an object
reference is supplied (see 23.1.2.2).

If an operation terminates with an error condition, then the operation may have acquired some
locks. The locks acquired are implementation-dependent, but in no case may a lock be acquired
on a resource (object or link) which is stronger than the lock that would be acquired on that

27
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resource if the normal behaviour had occurred. Their duration is determined in the same way as
for other locks. No other state changes occur, except that possibly auditing and accounting
records are created.

8.7.4 Operation serializability

In general, operations are serializable with all other concurrent operations. An operation may be
considered to be composed of one or more atomic actions which change the state of the PCTE
installati 3 0 erations is serializable means that for each operation a single point in
tinhe can be determined, lying between the actual time the operation is called and the-fime of the
return from the operation, where all the actions of the operation can be deemed to-take place and
without any different effect on the state of the PCTE installation to that which actually occurs.
Thiis point of time is called the nominal serialization point. The following specific ex¢eptions to

[f an operation enters a waiting state then the actions before the operation waits congtitute one
operation for purposes of serialization and the actions after leaving the waiting [state until
entering a further waiting state or the end of the operation constitite another operation.

he values of the "last_access_time", "last_modification_time", "last_change_time",
"last_composite_access_time", "last_composite_modification_time", and
"last_composite_change_time" attributes are updatediwithin an operation to a point of time
between the start and end of the operation and not necéssarily to any nominal serializdtion point.

he time values set on different objects by a single-Operation are not necessarily the s

If PROCESS_INTERRUPT_OPERATION.is‘used on a process between the gtart of an
operation and the nominal serialization point then the operation is interrupted; if it i used after
he nominal serialization point then it has no effect.

erializability does not apply to PROCESS_SUSPEND for the calling proceps; nor to
ORKSTATION_CHANGE_CONNECTION with the parameter force set to trye and any
fected concurrent operations.

ROCESS_TERMINATE interrupts other ongoing operations (if any) in the sae way as
ROCESS_INTERRUPT_OPERATION.

NOTES

1 Berializability is often_enforced by locking. However, this is not true for two or more operations running on
behalf of the same activity or on behalf of competing unprotected activities. As an example of operation
serjalizability, consider two concurrent invocations of OBJECT_MOVE on the same object, moving it to two
different volumes.\\The result should be that the entire object resides on one or the other volume, rather than some
components residing on each volume according to the order in which they were moved.

2 Evaluation-of parameters which are references counts as part of operation execution for serialization.

Obj

9.1 Object management concepts

9.1.1 The basic type "object"

28

sds system:

volume_identifier: (read) non_duplicated natural;
locked_link_name: (read) string;

exact_identifier: (read) non_duplicated string;
number: natural;

name: string;
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system_key: (read) natural;

object: with
attribute
exact_identifier;
volume_identifier;
replicated_state: (read) non_duplicated enumeration (NORMAL, MASTER,; COPY) =
NORMAL,;
last_access_time: (read) non_duplicated time;
last_modification_time: (read) non_duplicated time;

last_composite_access_time: (read) non_duplicated time;
last_composite_modification_time: (read) non_duplicated time;
last_composite_change_time: (read) non_duplicated time;
num_incoming_links: (read) hon_duplicated integer;
num_incoming_composition_links: (read) non_duplicated natural;
num_incoming_existence_links: (read) non_duplicated natdral;
num_incoming_reference_links: (read) non_duplicated natural;
num_incoming_stabilizing_links: (read) non_duplicated- natural,
num_outgoing_composition_links: (read) non_duplicated natural;
num_outgoing_existence_links: (read) non_duplicated natural;
link
predecessor: (navigate) non_duplicated composite stable existence Jink
(predecessor_number: natural) to object reverse successor;
successor: (havigate) implicit link (system_key) to object reverse predecegsor;
opened_by: (navigate) non_duplicated-designation link {number) to prgcess;
locked_by: (navigate) non_duplicated designation link {(number ) to actiyity with
attribute ' ’
locked_link_name;
end locked_by;
end object;

end system;
"Object" is the common ancestor type of all objects in the object base.

The exact identifier uniquely identifies the object in the object bases of all PCTE installations. It is
composed of a prefix and '@ suffix separated by "' (colon). The prefix is the same flor all objects
created within a PCTE ‘installation. The suffix uniquely identifies the object within the object base
of a particular PCTE installation. The exact identifier of an object that has been deleted is never
reassigned to an pbject created later.

The volume identifier identifies the volume on which the object resides, or, for a cdpy object, on
which it is azeplica. It uniquely identifies a volume within a PCTE installation.

The replicated state indicates whether the object is normal, a master or a copy (see 17.1). Itis
MASTER for the master of a replicated object, COPY for a copy of a replicatefl object, and
NORMAL for a non-replicated object. This attribute can be changed only by the operations which
manage replicated objects.

The last access time is the date and time of day of the last read access to the contents of the object.
It is set to the system time when the object is created and by the following operations (unless the
object is on a read-only volume or is a component of an object on a read-only volume):

- QUEUE_RESTORE (queue, file) for file;
- CONTENTS_READ;

- AUDIT_FILE_READ;

- ACCOUNTING_RECORD_READ;

- CONTENTS_COPY_TO_FOREIGN_SYSTEM (file, foreign_system, foreign_parameters,
foreign_name) for file.

- 29
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The last modification time is the date and time of day of the last modification to the object. It is set
to the system time when the object is created and by the following operations:

- LINK_CREATE and LINK_REPLACE for the origin of the created link when the created link
is not implicit;

- LINK_DELETE and LINK_REPLACE for the origin of the deleted link when the deleted link
is not implicit;

- any operation which results in the creation or deletion of a link which is not implicit, except for

—usage-designation links-and "object_on_volume" links;

- | OBJECT_CONVERT;

-| OBJECT_SET_ATTRIBUTE and OBJECT_SET_SEVERAL_ATTRIBUTES;
- %;IIEIK_SET_ATTRIBUTE and LINK_SET_SEVERAL_ATTRIBUTES, for the otigins of the
inks;

-| OBJECT_SET_PREFERENCE;

-| QUEUE_SAVE (queue, file) for file;

-| CONTENTS_WRITE and CONTENTS_TRUNCATE;

-| CONTENTS_COPY_FROM_FOREIGN_SYSTEM (file; foreign_system, foreign_parameters,
foreign_name) for file,

]

any operation resulting in the creation of an auditr¢cord for the audit file;

any operation resulting in the creation of an accounting record for the accounting log;

=

he last change time is the date and time of ‘day of the last change to the object. It is set by any
peration which sets the last modification time, and the following operations:

Q

-| creation of an implicit link;

-| deletion of an implicit link;

-| OBJECT_MOVE for an object which has been moved to another volume;
-| operations which change the discretionary access control lists of an object;
-| operations which change the mandatory labels of an object;

-| operations which.change the mandatory label ranges of multi-level secure devices ($ee 20.1.5);
-| PROCESS_SET_CONFIDENTIALITY_LABEL (process, label) for process;
-| PROCESS: SET_INTEGRITY_LABEL (process, label) for process.

The last-composite access time is the date and time of day of the last read access to thg contents of
1e object or of any component of the object (but is not updated if the object or compgnent is on a
rgad-only volume).

[

The last composite modification time is the date and time of day of the last modification to the
object or to any component of the object.

The last composite change time is the date and time of day of the last change made to the object or
to any component of the object.

An operation which updates the last modification time of an object is said to atomically modify the
object. An operation which updates the last composite modification time of an object is said to
compositely modify the object.

The num (number of) incoming links is the number of non—designatioﬂ links to the object (and is

also the number of non-designation links of the object since every non-designation link has a
reverse link),
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The num (number of) incoming composition links is the number of composition links to the
object.

The num (number of) incoming existence links is the number of existence links to the object.
The num (number of) incoming reference links is the number of reference links to the object.

The num (number of) incoming stabilizing links is the number of atomically stabilizing links to the
object plus the number of compositely stabilizing links to the object and to its outer objects.

The num (number of) outgoing composition links is the number of composition links of the

objeet:
The num (number of) outgoing existence links is the number of existence links of’th¢ object.

The destinations of the "predecessor" links are the immediate predecessor,versions| of the object;
the destinations of the "successor" links are the immediate successor versions of the jobject. These
are used in version control operations; see 9.4. The directed graph of versions cr¢ated by these
links must be acyclic.

The destination of the "opened_by" link is the process that opened the object; see 1211.

The destination of the "locked_by" link is the activity that has‘locked the object or a link of the
object; see 16.1.2.

There are also attributes defined in the security SDS representing the security praperties of the
object (see 19.1.2 and 20.1.1); and attributes defined in the accounting SDS representing the
accounting properties of the object (see 22.1.1).

The attribute types "number”, "name" and "system_key" are predefined. "numbeg" and "name"
are used for numeric and string keys, respectively; names are non-empty. "system_key" is the
attribute type of system-assigned keys of implicit links (see 8.3.3).

NOTES
1 The prefix of the object exact identifier,is intended to be-unique among all PCTE installations, :[last, present, and

future; but the administration of prefix\assignment is outside the scope of this part of ISO/IEC 137[19.

2 The last composite access, madification, and change time may be calculated when required as the most recent of

the last access, modification,.and'change time respectively of the object and its components.

The common root

sds system:

common_: root: child type of object with
link
archives: (havigate) existence link to archive_directory reverse archives_pf;
execution_sites: (navigate) existence link to execution_site_directory reverse
execution_sites_of;
replica_sets: (navigate) existence link to replica_set_directory reverse replica_sets_of;
—di Yy Tev volumes_of;

end common_root;
end system;

The common root has an existence link to each of the administrative objects of the PCTE
installation: the SDS directory (see 10.1.1), the volume directory (see 11.1.1), the archive
directory (see 11.1.4), the replica set directory (see 17.1.1), the execution site directory, (see

18.1.1), the security group directory (see 19.1.1), the mandatory directory (see 20.1.1), and the
accounting directory (see 22.1.1).

The common root and the administrative objects are predefined replicated objects (see 17.1.4).
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9.1.3 Datatypes for object management

9.2 Link operations

9.2.1 LINK_CREATE

32

Type_ancestry = EQUAL_TYPE | ANCESTOR_TYPE | DESCENDANT_TYPE |
UNRELATED_TYPE

Version_relation = ANCESTOR_VSN | DESCENDANT_VSN | SAME_VSN | RELATED_VSN |
UNRELATED_VSN

These datatypes are used as parameter and result types of operations in 9.3 and 9.4.

LINK_CREATE (

origin : Object_designator,
new_link : Link_designator,
dest : Object_designator,

reverse_key [ Actual_key]
)
LINK_CREATE creates a new link link of origin as follows:

- the link type is as specified by the link designator new_link;

- the destination is the object dest;

- the key attributes are as specified by the link designator new_link;
- the non-key attributes are set to their initial values;

A

- the category, exclusiveness, stability, and-duplication are set according to the link typ

_If the type of link has a reverse link\type, LINK_CREATE also creates the reyerse link

reverse_link of link and adds it to the links of dest:
- the link type of reverse_link is.the reverse of the link type of link;
- the destination of reverse_.linkis origin; "

- the category, exclusiveness, stability, and duplication of reverse_link are set according to the
link type.

- the non-key attributes of reverse_link are set to their initial values;

- 1f the type of\reverse link is of cardinality many and of category IMPLICIT then the key
wttribute of reverse_link is set to a new system-generated key.

If the type-of reverse_link is of category COMPOSITION, REFERENCE or EXISTENCE, two

attributes
of reverse_link are derived from reverse_key and from the preferred link key of dest, if any, as
defined in 23.1.2.7;

- if dest has no preferred link type or if the preferred link type of dest is not the link type of the
reverse link, then the key of the reverse link is set to reverse_key.

If new_link is a composition link, then any security group that has OWNER granted or denied to
origin has OWNER granted or denied respectively to dest; similarly if reverse link is a
composition link, then any security group that has OWNER granted or denied to dest has
OWNER granted or denied respectively to origin. This requires the process to have OWNER
rights on dest or origin respectively. See 19.1.2 for details.

Write locks of the default mode are obtained on the new links. A read lock of the default mode is
obtained on origin if the interpretation of new_link implies the evaluation of any '+ or '++ key
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attribute values (see 23.1.2.7). A read lock of the default mode is obtained on dest if the
interpretation of reverse_key implies the evaluation of any '+ or '++' key attribute values.

A write lock of the default mode is obtained on dest and each of its components if the OWNER
discretionary access right is granted or denied for one or more groups to origin, and different
OWNER discretionary access rights exist for one or more of those same groups to dest.

Errors
ACCESS_ERRORS (origin, ATOMIC, MODIFY, APPEND_LINKS)

Tt reverse fink Ts tmplicit

ACCESS_ERRORS (dest, ATOMIC, CHANGE, APPEND_IMPLICIT)

If reverse_link is not implicit: :
ACCESS_ERRORS (dest, ATOMIC, MODIFY, APPEND_LINKS)

If new_link is atomically stabilizing:
ACCESS_ERRORS (dest, ATOMIC, CHANGE, STABILIZE)

If new_link is compositely stabilizing:
ACCESS_ERRORS (dest, COMPOSITE, CHANGE, STABILIZE)

CATEGORY_IS_BAD (origin, new_link, (COMPOSITION, EXISTENCE , REFE]
DESIGNATION))

COMPONENT_ADDITION_ERRORS (dest, new _link)
COMPONENT_ADDITION_ERRORS (origin, reverse_link )
DESTINATION_OBJECT_TYPE_IS_INVALID (origin, new_link, dest)
LINK_EXISTS (origin, new_link)

If link is atomically or compositely stabilizing;
OBJECT_CANNOT_BE_STABILIZED (dest)

If link is compositely stabilizing: ‘
OBJECT_CANNOT_BE_STABILIZED (component of dest)
REVERSE_KEY_IS_BAD (origin, new_link, dest, reverse_key)
REVERSE_KEY_IS_NOT_SUPPLIED (origin, new_link, dest)
REVERSE_KEY_IS_SUPBLIED (reverse_key)
REVERSE_LINK_EXISTS (origin, new_link, dest, reverse_key)
UPPER_BOUND_WOULD_BE_VIOLATED (dest, reverse_link)
UPPER_BOUND)YWOULD_BE_VIOLATED (origin, new_link)

USAGE_MQDE_ON_LINK_TYPE_WOULD_BE_VIOLATED (origin, new_link,
CREATE_MODE)

LINK_DELETE

LINK_DELETE (

signator,
link Lmk desngnator

)
LINK_DELETE deletes the link specified by origin and link.

RENCE,

Let dest be the destination of link, and reverse_link be the reverse link of link (if any).
LINK_DELETE deletes l/ink from the links of origin and deletes reverse_link (if any) from the

links of dest.

dest is deleted from the object base if /ink is the last composition or existence link to dest.
origin is deleted from the object base if reverse_link is the last composition or existence link to

orzgm
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For each deleted object the "object_on_volume" link from the volume on which the deleted object
was residing to the deleted object is also deleted.

If either deleted object is opened by one or more processes (see 12.1), the deletion of its contents
is postponed until all processes have closed the contents. An operation using a contents handle to
access its contents is not affected by the deletion until the contents handle is closed.

Write locks of the default mode are obtained on the deleted objects (if any) and on the deleted links
except the "object_on_volume" link. A read lock of the default mode is obtained on origin if the
interpretation of /ink implies the evaluation of any '+ or '++ key attribute values (see 23.1.2.7).

HErrors

ACCESS_ERRORS (origin, ATOMIC, MODIFY, WRITE_LINKS)
If{ link is compositely stabilizing:
ACCESS_ERRORS (dest, COMPOSITE, CHANGE, STABILIZE)

Iff reverse_link is implicit:
ACCESS_ERRORS (dest, ATOMIC, CHANGE, WRITE_IMPLICIT)

I reverse_link is not implicit: v
ACCESS_ERRORS (dest, ATOMIC, MODIFY, WRITE_LINKS)

If link is the last composition or existence link to dest:
ACCESS_ERRORS (dest, ATOMIC, MODIFY, DELETE)

{ reverse_link is the last composition or existence link to-origin:
ACCESS_ERRORS (origin, ATOMIC, MODIFY; DELETE)

or each origin X of an implicit link to a deleted object:
ACCESS_ERRORS (X, ATOMIC, CHANGE, WRITE_IMPLICIT)

or each compositely stabilizing link L of adeleted object:
ACCESS_ERRORS (destination of L{ COMPOSITE, CHANGE)

ATEGORY_IS_BAD (origin, link, (COMPOSITION, EXISTENCE, REFERENCE},
)ESIGNATION))

F link is not a designation link:
DESTINATION_OBJECT_TYPE_IS_INVALID (origin, link, dest)

OWER_BOUND_WOULD_BE_VIOLATED (origin, link)
OWER_BOUND_WOULD_BE_VIOLATED (dest, reverse_link)

f reverse_link is thelast existence or composition link to origin:
OBJECT_HAS_LINKS_PREVENTING_DELETION (origin)
[ link is the last €xistence or composition link to dest:
OBJECT_HAS_LINKS_PREVENTING_DELETION (des?)

F link is.the last composition or existence link to dest:
OBJECT_IS_IN_USE_FOR_DELETE (dest)

 reverse_link is the last composition or existence link to origin:
ORIECT IC N IO AR MR o NEIAN
COIECT IOININ_UOD_TOUN_ DL TE\OTIging

USAGE_MODE_ON_LINK_TYPE_WOULD_BE_VIOLATED (origin, link, DELETE_MODE)

O o3| ive] =

| arnlill e w)

= =t

el

LINK_DELETE_ATTRIBUTE

LINK_DELETE_ATTRIBUTE (
origin : Object_designator,
link : Link_designator,
attribute  : Attribute_designator

)

LINK_DELETE_ATTRIBUTE deletes the non-key attribute attribute of the link /ink of the object

olr)i_gin, gf the "attribute_type" object representing the attribute type of artribute is no longer in the
object base.
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A write lock of the default mode is obtained on link. A read lock of the default mode is obtained

on origin if the interpretation of /ink implies the evaluation of any '+ or '++' key a
(see 23.1.2.7).

Errors

ACCESS_ERRORS (origin, ATOMIC, MODIFY, WRITE_LINKS)
PRIVILEGE_IS_NOT_GRANTED (PCTE_CONFIGURATION)
REFERENCED_OBIJECT_IS_NOT_MUTABLE (key of link)

ttribute values

NOTE - T 1s the responsibility of the user to ensure that the attribute fype iSno Ionger in the OBiRt base.

LINK_GET_ATTRIBUTE

LINK_GET_ATTRIBUTE (
origin : Object_designator,
link : Link_designator,
attribute . Attribute_designator

)

result : Attribute_value

LINK_GET_ATTRIBUTE returns the value of the non<key attribute attribute of the link link of

the object origin.
A read lock of the default mode is obtained on link/, A read lock of the default mode

is obtained on

origin if the interpretation of /ink implies the evaluation of any '+' or '++' key attribyte values (see

23.1.2.7).

Errors

ACCESS_ERRORS (origin, ATOMIC, READ, READ_LINKS)

USAGE_MODE_ON_ATTRIBUTE.TYPE_WOULD_BE_VIOLATED (origin, lin
READ_MODE) ‘

LINK_GET_DESTINATION_VOLUME

LINK_GET_DESTINATION_VOLUME (
origin : Object_designator,
link : Link_designator
destination : Volume_info

LINK_GET_DESTINATION_VOLUME returns the volume identifier volume_ide

k, attribute,

ntifier and the

volume¢ accessibility mounted of the volume on which the destination dest of the
objectorigin resides. The returned value of mounted is as follows:

e ACCES SIBLE if tt}e volume on which dest resides is I_nountcd a}nd is accessible

volume identifier of the volume on which dest resides.

ink link of the

n the network
dentifier is the

- INACCESSIBLE if the PCTE implementation is able to determine on which volume the object
resides, and that volume is not accessible (either because the volume is not mounted or because
the volume is mounted in a network partition which does not contain the calling process's

workstation). In this case, volume_identifier is the volume identifier of the vol
the object resides.

ume on which

- UNKNOWN if the PCTE implementation is unable to determine on which volume the object
resides. In this case, volume_identifier is the volume identifier of a volume which is not

currently accessible.
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The situations in which UNKNOWN is returned rather than INACCESSIBLE, and vice versa, are
implementation-defined, as is the general meaning of the volume identifier returned for
UNKNOWN. In any particular situation, the choice is implementation-dependent.

Read locks of the default mode are obtained on link, and on origin if the interpretation of link
implies the evaluation of any '+' or '++' key attribute values (see 23.1.2.7).

Errors

ACCESS_ERRORS (origin, ATOMIC, READ, READ_LINKS)
L . —“DOES_NOT_EXIST (fink)
JECT _IS_ARCHIVED (destination of link)

SAGE_MODE_ON_LINK_TYPE_WOULD_BE_VIOLATED (origin, link,
VIGATE_MODE)

NDTE - Some implementations may be able to guarantee that only ACCESSIBLE o INACCESSIBLE is returned.
For implementations that return UNKNOWN, the volume identifier returned should be that of the yolume which
sHould be made accessible prior to repeating the call. The destination object may réside on this volume, or it may
c¢ntain implementation-dependent details of the volume on which the object(resides, or of a further|volume to be
de accessible. Although the operation may require access to other volumes, no error condition [is raised as a
ult.

LINK_GET_KEY

LINK_GET_KEY (
origin : Object_designator,
link : Link_designator
)
key  :[Actual_key] ;
LINK_GET_KEY returns in key the complete sequence of key attribute values (if any) of the link
lipk of the object origin.

Rlead locks of default mode are obtained on link, and on origin if the interpretation of [ink implies
the evaluation of any '+' or '++" key attribute values (see 23.1.2.7). :

Errors

AICCESS_ERRORS (origin, ATOMIC, READ, READ_LINKS)

USAGE_MODE_ON_LINK_TYPE_WOULD_BE_VIOLATED (origin, link,
NAVIGATE_MODE)

LINK ,GET_REVERSE

LINK_GET_REVERSE (

origin : Object_designator,
L " jnk - Link designator
)

reverse_link [ Link_designator },
dest : Object_designator

LINK_GET_REVERSE returns in reverse_link the reverse link (if there is one) of the link link of
the object origin, and in dest the destination of link. If link has no reverse link, no value is
returned in reverse_link.

Read locks of the default mode are obtained on link, and on origin if the interpretation of link
implies the evaluation of any '+' or '++' key attribute values (see 23.1.2.7).

Errors
ACCESS_ERRORS (origin, ATOMIC, READ, READ_LINKS)
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9.2.8

9.2.9

ACCESS_ERRORS (destination of link, ATOMIC, READ, READ_LINKS)
LINK_DESTINATION_DOES_NOT_EXIST (link)
LINK_NAME_IS_TOO_LONG_IN_CURRENT_WORKING_SCHEMA
REFERENCE_CANNOT_BE_ALLOCATED

USAGE_MODE_ON_LINK_TYPE_WOULD_BE_VIOLATED (origin, link,
NAVIGATE_MODE)

LINK_GET_SEVERAL_ATTRIBUTES

LINK_GET_SEVERAL_ATTRIBUTES (
origin : Object_designator,
link : Link_designator,
attributes : Attribute_selection

)

values : Attribute_assignments

LINK_GET_SEVERAL_ATTRIBUTES returns in values a set of attribute assignments of the link
link of the object origin.

The returned set of attributes is determined by attributes:

- a set of attribute designators: the set of non-key attributes, as for LINK_GET_ATTRIBUTE
(origin, link, A) for each attribute A of attributes;

- VISIBLE_ATTRIBUTE_TYPES: all non-key-attributes of /ink visible in the working schema
of the calling process and with usage mode including READ_MODE.

Read locks of the default mode are obtained on /ink, and on origin if the interprefation of link
implies the evaluation of any '+ or '++' key attribute values (see 23.1.2.7).

Errors

ACCESS_ERRORS (origin, ATOMIC, READ, READ_LINKS)

If artributes is not VISIBLE_ATTRIBUTE_TYPES:
USAGE_MODE_ON_ATTRIBUTE_TYPE_WOULD_BE_VIOLATED (origin,
link, each element of attributes, READ_MODE)

LINK_REPLACE
LINK_REPLACE (

origin : Object_designator,
link : Link_designator,
new_origin : Object_designator,
new_link : Link_designator,

new_reverse_key [ Actual_key]

)

LINK_REPLACE replaces the composition or existence link /ink of the object origin by a new
composition or existence link as specified by new_link from new_origin, with the same
destination dest.

The new link from new_origin to dest is created and link is deleted in the same way as the
following sequence of operations, ignoring any temporary violation of link bounds or composition
exclusivity on dest:

LINK_CREATE (new_origin, new_link, dest, new_réverse__key);
LINK_DELETE (origin, link)

Write locks of the default mode are obtained on the links to be deleted and on the new links. A
read lock of the default mode is obtained on new_origin if the interpretation of link or new_link
implies the evaluation of any '+' or '++' key attribute values (see 23.1.2.7). A read lock of the
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default mode is obtained on dest if the interpretation of new_reverse_key implies the evaluation of
any '+ or '++ key attribute values.

A write lock of the default mode is obtained on dest and each of its components if the OWNER
discretionary access right is granted or denied for one or more groups to new_origin, and different
OWNER discretionary access rights exist for one or more of those same groups to dest.

Errors
ACCESS ERRORS (new orzgm, ATOMIC MODIFY APPEND _LINKS)

If the reverse link of new_link is 1mphclt.
ACCESS_ERRORS (dest, ATOMIC, CHANGE, APPEND_IMPLICIT)

If the reverse link of new _link is not implicit:
ACCESS_ERRORS (dest, ATOMIC, MODIFY, APPEND_LINKS)

If the reverse link of link is implicit:
ACCESS_ERRORS (dest, ATOMIC, CHANGE, WRITE_IMPLICIT)

f the reverse link of /ink is not implicit:
ACCESS_ERRORS (dest, ATOMIC, MODIFY, WRITE_LINKS)

If new_link is atomically stabilizing and link is not, or vice versa:
ACCESS_ERRORS (dest, ATOMIC, CHANGE, STABILIZE)

If new link is compositely stabilizing and link is not, of vice versa:
ACCESS_ERRORS (dest, COMPOSITE, CHANGE, STABILIZE)

CATEGORY_IS_BAD (new_origin, new_link, (COMPOSITION, EXISTENCE))
CATEGORY_IS_BAD (origin, link, (COMPOSITION, EXISTENCE))
COMPONENT_ADDITION_ERRORS (dest, new_link)
DESTINATION_OBIJECT_TYPE_IS_INVALID (new_origin, new_link, dest.)
DESTINATION_OBJECT_TYPE_IS:INVALID (origin, link, dest)

f new_link is of category COMPOSITION, and new_origin has OWNER granted or dlenied:
LINK_EXISTS (new_origin) new_link)

DBJECT_CANNOT_BE_STABILIZED (dest)

. OWER_BOUND_WOULD_BE_VIOLATED (origin, link)
REVERSE_KEY_IS. BAD (new_origin, new link, new_reverse_key)
REVERSE_KEY(IS_NOT_SUPPLIED (new_origin, new_link, dest)
REVERSE_LINK_EXISTS (new_origin, new_link, dest, new_reverse_key)
UPPER_BOUND_WOULD_BE_VIOLATED (dest, reverse link of new_link)
UPPER (BOUND_WOULD_BE_VIOLATED (new_origin, new_link)
USAGE_MODE_ON_LINK_TYPE_WOULD_BE_VIOLATED (origin, link, DELETE_MODE)
l SAGE MODE ON LINK_TYPE_WOULD BE _VIOLATED (new_origin, new lllnk,

I\Dn ) D LVLUUD )

NOTE - new_reverse_key can be supplied in particular to replace an exclusive link or a link whose reverse link is of
cardinality one,

9.2.10 LINK_RESET_ATTRIBUTE

LINK_RESET_ATTRIBUTE (
origin :-Object_designator,
link : Link_designator,
attribute  : Attribute_designator

)
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LINK_RESET_ATTRIBUTE resets the non-key attribute attribute of the link link of the object
origin to its initial value.

A write lock of the default mode is obtained on link. A read lock of the default mode is obtained
on origin if the interpretation of /ink implies the evaluation of any '+ or "++' key attribute values
(see 23.1.2.7).

Errors

ACCESS_ERRORS (object, ATOMIC, MODIFY, WRITE_ATTRIBUTES)
—KEYUPBATE IS FORBIDDEN-(arribrte)
REFERENCED_OBJECT_IS_NOT_MUTABLE (key of link)

USAGE_MODE_ON_ATTRIBUTE_TYPE_WOULD_BE_VIOLATED (origin, link, attribute,
WRITE_MODE)

9.2.11 LINK_SET_ATTRIBUTE
LINK_SET_ATTRIBUTE (

origin : Object_designator,
link : Link_designator,
attribute  : Attribute_designator,
value : Attribute_value

)
LINK_SET_ATTRIBUTE assigns the value value to the non-key attribute artribute|of the link link
of the object origin.

A write lock of the default mode is obtained on link. A read lock of the default mode is obtained
on origin if the interpretation of link implies the evaluation of any '+' or '++' key 4ttribute values
(see 23.1.2.7).

Errors

ACCESS_ERRORS (origin, ATOMIC, MODIFY, WRITE_LINKS)
ENUMERATION_VALUE_IS_OUT_OF_RANGE (value, values of attribute)
KEY_UPDATE_IS_FORBIDDEN (origin, link, attribute)

If link is a “"referenced-object" link:
REFERENCED, OBJECT_IS_NOT_MUTABLE (key of link)

USAGE_MODE)ON_ATTRIBUTE_TYPE_WOULD_BE_VIOLATED (origin, link, attribute,
WRITE_MODE)

VALUE-LIMIT_ERRORS (value)

The following implementation-dependent error may be raised:
VALUE_TYPE_IS_INVALID (value, origin, link, attribute)

9.2.12°"LINK_SET SEVERAL _ATTRIBUTES

LINK_SET_SEVERAL_ATTRIBUTES (
origin - : Object_designator,
link : Link_designator,
attributes . Attribute_assignments

)

For each element A in the domain of arrributes, LINK_SET_SEVERAL_ATTRIBUTES sets the
value of the attribute A of the link link of the object origin to the value attributes (A), in the same
way as:

LINK_SET_ATTRIBUTE (origin, link, A, attributes (A))
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9.3 Obhject operations

9.3.1

9.3.2

40

The following implementation-dependent error may be raised for each element /A in the
attributes:

(;IEJECT_CHECK_TYPE compares the object type typél of the object object agains|
t

T
Al read lock of the default mode is obtained on object.
E
C

INTEGRITY_CONFINEMENT_WOULD_BE_VIOLATED (object, ATOMIC)
OBJECT-_IS_ARCHIVED (object)

OBJECT_TYPE_IS_UNKNOWN (type2)

VOLUME_IS_INACCESSIBLE (object, ATOMIC)

ENUMERATION_VALUE_IS_OUT_OF_RANGE (astribute(A), values of A)
USAGE_MODE_ON_ATTRIBUTE_TYPE_WOULD_BE_VIOLATED (origin,

link, A, WRITE_MODE)
VALUE_LIMIT_ERRORS (attributes (A))

VALUE_TYPE_IS_INVALID (attributes (A), origin, link, A)

DBJECT_CHECK_TYPE
OBJECT_CHECK_TYPE(

object : Object_designator,
type2 : Object_type_nominator
relation : Type_ancestry

e type2, and returns in relation a value defined as follows:
EQUAL_TYPE if typel is the same as type2;
ANCESTOR_TYPE if typel is.an ancestor of zype2;

DESCENDANT_TYPE ifizypel is a descendant type of type2 in the working sck
calling process;

UNRELATED_TYPE in all other cases.
he visibility of the-type of object does not affect the result of the operation.

Ir'rors
ONFIDENTIALITY_WOULD_BE_VIOLATED (object, ATOMIC)

A write lock of the default mode is obtained on link. A read lock of the default mode is obtained
on origin if the interpretation of /ink implies the evaluation of any '+ or '++' key attribute values
(see 23.1.2.7).
Errors

ACCESS_ERRORS (origin, ATOMIC, MODIFY, WRITE_LINKS)
For each element A in the domain of attributes:

Jomain of

t the object

lema of the

OBJECT_CONVERT

OBJECT_CONVERT(
object : Object_designator,
type : Object_type_nominator

OBJECT_CONVERT changes the object type of the object object to the descendant object type
type.
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The operation has no effect if the current type of object is already type.
A write lock of the default mode is obtained on object.

Errors

ACCESS_ERRORS (object, ATOMIC, CHANGE, CONTROL_OBJECT)
OBJECT_IS_STABLE (object)

OBJECT_TYPE_IS_INVALID (type)

OBJECT_TYPE_IS_UNKNOWN (type)

TYPE_IS_NOT_DESCENDANT (object type of object, type)
If object is not of type type:

OBJECT_COPY creates an object new_object as a copy of object. More precisely:

OBJECT_COPY

USAGE_MODE_ON_OBJECT_TYPE_WOULD_BE VIOLATED (current typg of object,
type)

OBJECT_COPY (

object : Object_designator,
new_origin : Object_designator,
new_link : Link_designator,
reverse_key [ Actual_key ],
on_same_volume_as :[ Object_designator },
access_mask : Atomic_access_fights
)
new_object : Object_designator

If object is a file, an accounting log,‘or an audit file, then the contents of new_object is the same
as the contents of object; if objectis a pipe then the contents of new_object is empty.

For each duplicable attribute X of object, there is an attribute of new_object whith is a copy of
X.

For each duplicable direéct component X of object, there is a direct component jof new_object
which is a copy of X,

For each duplicable internal link A of object whose destination is a duplicable component, there
is an internalHink B of new_object such that the destination of B is the copy of the destination
of A and all other properties of B are the same as for A.

For each duplicable external link A of object, there is a corresponding external link of
new-object which is a copy of A,

For'each non-duplicable attribute of object, there exists a corresponding attribute| of new object
whose value is either set to the initial value of the attribute type or, for the following predefined
ibutes: the exact identifier, volume identifier, replicate contents type, ldst access time,
last modification time, last change time, last composite access time, last composite modification
time, last composite change time, number of incoming links, number of incoming composition
links, number of incoming existence links, number of incoming reference links, number of
incoming stabilizing links, number of outgoing composition links, number of outgoing
existence links, atomic ACL, composite ACL, confidentiality label, and integrity label, is set to
a value corresponding to the newly created object. In particular, since the attribute
"replicated_state" is not copied, the copy of a replicated object is not replicated.

For each non-duplicable non-key attribute of a copied link, there exists a corresponding non-
key attribute of the copied link whose value is set to the initial value of the attribute type.

A copy of an attribute A is an attribute which has the same attribute type, attribute value, and
attribute properties as A.
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A copy of a link A is a link which has the same link type, key attributes, duplicable non-key
attributes, link properties, and destination as A.

A copy of a component X of an object A is a component Y of a copy B of A such that Y is a copy
of X as an object, and the composition link from B to Y is a copy of the composition link from X

to

A

OBJECT_COPY creates a link link of the object new_origin, as specified by new_link, and with
new_object as destination, and its reverse link reverse_link with origin new _object and key
derived from reverse_key as described in 23.1.2.7.

ad
Cq
C(

If
né

cq
O

If
ol
cq

cess_mask is used in conjunction with the default atomic ACL and default object.o}
lling process to specify the atomic ACL and the composite ACL of new.(0bj
mponents. See 19.1.4 for more details.

new_link is a composition link, then any security group that has OWNER granted o
w_origin has OWNER granted or denied respectively to dest; similarly if revers
mposition link, then any security group that has OWNER granted or denied ¢
WNER granted or denied respectively to new_origin.
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on_same_volume_as is supplied, new_object resides on the same volume as
_same_volume_as. Otherwise, new_object resides on the same volume as objec
mponent of new_object resides on the same volume as its corresponding component

n "object_on_volume" link is created from the volume on which new object

its destination object.

ead locks of the default mode are obtained on object and on all its components; write |
fault mode are obtained on the new objects and links except the new "object_on_vol
read lock of the default mode is obtained on new_object if the interpretation of the lin
plies the evaluation.of any '+ or '++' key attribute values (see 23.1.2.7).

object is an acCounting log, its contents is preserved.

Frors

CCESS.ERRORS (new_origin, ATOMIC, MODIFY, APPEND_LINKS)
CCESS_ERRORS (object, COMPOSITE, READ, READ_LINKS)

the object
t and each
n object.

resides to

w_object, and similarly for all its-components. Each created link is keyed by the exa¢t identifier

ocks of the
ime" links.
k new link

Al

CCESS_ERRORS (object, COMPOSITE, READ, READ ATTRIBUTES)

ACCESS_ERRORS (object, COMPOSITE, READ, READ_CONTENTS)
ACCESS_ERRORS (on_same_volume_as, ATOMIC, SYSTEM_ACCESS)

If

If

new_link is compositely stabilizing:
ACCESS_ERRORS (new_object, COMPOSITE, CHANGE, STABILIZE)

reverse_link is compositely stabmzmg
ACCESS_ERRORS (new_origin, COMPOSITE, CHANGE, STABILIZE)

For each destination X of a duplicable external link L of a duplicated component:

42

ACCESS_ERRORS (X, ATOMIC, CHANGE, APPEND_IMPLICIT)
If L is atomically stabilizing:
ACCESS_ERRORS (X, ATOMIC, CHANGE, STABILIZE)
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If L is compositely stabilizing:
ACCESS_ERRORS (X, COMPOSITE, CHANGE, STABILIZE)
CATEGORY_IS_BAD (new_origin, new_link, (COMPOSITION, EXISTENCE))

If object is a component of itself, and new_link is a composition link:
COMPONENT_ADDITION_ERRORS (new_object, new_link)

CONTROL_WOULD_NOT_BE_GRANTED (new_object)

: 1995(E)

DESTINATION_OBJECT_TYPE_IS_INVALID (new_origin, new_link, new_object)

EXTERNAL_LINK_IS BAD (object, COMPOSITE)

XTERNAL_LINK_IS_NOT_DUPLICABLE (object) ‘

ABEL_IS_OUTSIDE_RANGE (new_object, volume on which on_same_volume_g

INK_EXISTS (new_origin, new_link)

BJECT_OWNER_VALUE_WOULD_BE_INCONSISTENT_WITH_ATOMIC_A
(new_object)

f object is not a component of itself, new_link is a composition link, and new_origin
'WNER granted or denied:
OWNER_PROPAGATION_ERRORS_ON_COMPONENT_CREATION (new_

FERENCE_CANNOT_BE_ALLOCATED

VERSE_KEY_IS_BAD (new_origin, new_link, new-object, reverse_key)
EVERSE_KEY_IS_NOT_SUPPLIED (new_originsnew_link, new_object)
EVERSE_KEY_IS_SUPPLIED (reverse_key) ,
EVERSE_LINK_EXISTS (new_origin, new link, new_object, reverse_key)
TYPE_OF_OBJECT_IS_INVALID (object,. COMPOSITE)

[USAGE_MODE_ON_LINK_TYPE_WOQULD_BE_VIOLATED (new_origin; new._
CREATE)

[USAGE_MODE_ON_OBJECT_TYPE_WOULD_BE_VIOLATED ("object", type of
VOLUME_IS_FULL (volume on‘which on_same_volume_as resides)

INOTE - Key values of reverse links (which must be implicit of cardinality many) are system-gen
they must be different from key values of other links of the same types from the same origins.

OBJECT_CREATE
OBJECT (CREATE (

s resides)
CL
has

pbject)

ink,
[ object)

erated, because

type : : Object_type_nominator,
new _origin : Object_designator,
hew_link : Link_designator,
reverse_key :[ Actual_key ],
on_same_volume_as :[ Object_designator ],
access_mask : Atomic_access_rights

\

7
new_object : Object_designator

OBJECT_CREATE creates an object new_object as follows:
- the object type of new_object is type;
- the contents of new_object is empty;

- the value of each attribute of new_object is the initial value of its attribute type, except for some

predefined attributes, set as defined below.

A composition or existence link, as specified by new link, is created from new;origin to

new_object, together with its reverse link reverse_link, with key reverse_key.
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access_mask is used in conjunction with the default atomic ACL and default object owner of the
calling process to specify the atomic ACL and the composite ACL of new_object. See 19.1.4 for

more details.

If new _link is a composition link, then any security group that has OWNER granted or denied to
new_origin has OWNER granted or denied respectively to new_object ; similarly if reverse_link is
a composition link, then any security group that has OWNER granted or denied to new_object

has OWNER granted or denied respectively to new_origin.

The confidentiality label of new_object is set to the current confidentiality context of
prpcess and the integrity label of new_object is set to the current integrity context of
prpcess.

Iflon_same_volume_as is supplied, new_object resides on the same volume as
on_same_volume_as.” Otherwise, new_object resides on the same volume as new_orig

An "object_on_volume" link is created from the volume on which\new_object
new object. Each created link is keyed by the exact identifier of its destination object.

rite locks of the default mode are obtained on new_object and on new_link. A read
deffault mode is obtained on new_origin if the interpretation of new’ link implies the evj
any '+ or '++' key attribute values (see 23.1.2.7).

Errors

ACCESS_ERRORS (new_origin, ATOMIC, MODIEY, APPEND_LINKS)

If pew link is atomically stabilizing:
ACCESS_ERRORS (new_object, ATOMIC,; CHANGE, STABILIZE)

If pew _link is compositely stabilizing:
ACCESS_ERRORS (new_object, COMPOSITE, CHANGE, STABILIZE)

If reverse_link is compositely stabilizing:
ACCESS_ERRORS (new_origingCOMPOSITE, CHANGE, STABILIZE)

ACCESS_ERRORS (on_same_volume_as, ATOMIC, SYSTEM_ACCESS)
CATEGORY_IS_BAD (new_origin, new_link, (COMPOSITION, EXISTENCE)
CONTROL_WOULD_NOT.BE_GRANTED (new_object)
DESTINATION_OBJECT-TYPE_IS_INVALID (new_origin, new_link, new_object)
LABEL_IS_OUTSIBDE:RANGE (new_object, volume on which on_same_volume_as 1
LINK_EXISTS (new origin, new_link)
OBJECT_OWNER_VALUE_WOULD_BE_INCONSISTENT_WITH_ATOMIC_ACL
(new_object)
OBJECT.TYPE_IS_INVALID (type)
OBJECT-_TYPE_IS_UNKNOWN (type)

the calling
the calling

the object
in.

resides to

lock of the
aluation of

resides)

If pew” link is a composition link and new_origin has OWNER granted or denied:

UOWNER_PRUOPAGATION_ERRORS_ON_COMPONENT_CREATION (new_object)

If reverse lmk is a composition 11nk and new object has OWNER granted or denied:

OWNER_PROPAGATION_ERRORS_ON_COMPONENT_CREATION (new_object)

REFERENCE_CANNOT_BE_ALLOCATED
REVERSE_KEY_IS_NOT_SUPPLIED (new_origin, new_link, new_object)
REVERSE_KEY_IS_BAD (new_origin, new_link, new_object, reverse_key)
REVERSE_KEY_IS_SUPPLIED (reverse_key)
UPPER_BOUND_WOULD_BE_VIOLATED (new_origin, new _link)

USAGE_MODE_ON_LINK_TYPE_WOULD_BE_VIOLATED (new _origin, new_link,

CREATE_MODE)
USAGE_MODE_ON_OBJECT_TYPE_WOULD_BE_VIOLATED ("object", type)
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9.3.5 OBJECT_DELETE

OBJECT_DELETE {(
origin : Object_designator,
link : Link_designator

)

OBJECT_DELETE deletes the composition or existence link link of the object origin, its reverse
link reverse_link, and possibly its destination dest. More precisely:

llllllllll
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- if link is the last existence or composition link to dest, then dest is deleted.

To delete an object X entails the deletion of all components of X except components Y for which
there is an incoming external link with the existence property to Y or to-an enclosing object of Y,
and the deletion of all links from and to those deleted objects (except designation links to them).

Non-implicit links of components which are not deleted are not affected.

If origin or any of its components is opened by one or more processes (see 12.1), the deletion of
its contents is postponed until all processes have closed the.contents: i.e. the obje¢t is no longer
accessible but an operation using a contents handle to access its contents is not affected by the
deletion until the contents handle is closed.

For each deleted object, if any, the "object_on_volumg' link from the volume on which the deleted
object resided to the deleted object is also deleted.

Write locks of the default kind are obtained on<dhe deleted objects, if any, and on thg deleted links
except the new "object_on_volume" links;and a read lock of the default mode 1s obtained on
origin if the interpretation of /ink implies the evaluation of any '+ or '++' key attribyite values (see
23.1.2.7).

Errors

If the conditions hold for the deletion of dest:
ACCESS_ERRORS (destand its deleted components, ATOMIC, MODIFY,
DELETE) ‘

ACCESS_ERRORS (origin, ATOMIC, MODIFY, WRITE_LINKS)

If reverse_link is net implicit:
ACCESS_ERRORS (dest, ATOMIC, MODIFY, WRITE_LINKS)

If reverse_link is implicit:

ACCESS. ERRORS (dest, ATOMIC, CHANGE, WRITE_IMPLICIT)
CATEGORY_IS_BAD (origin, link, (EXISTENCE, COMPOSITION))
DESTINATION_OBIJECT_TYPE_IS_INVALID (origin, link, dest)
LOWER_BOUND_WOULD_BE_VIOLATED (origin, link)

QBJECT HAS EXTERNAL LINKS PREVENTING. DELETION (des?)
OBJECT_HAS_INTERNAL_LINKS_PREVENTING_DELETION (des?)
OBJECT_IS_IN_USE_FOR_DELETE (dest)

USAGE_MODE_ON_LINK_TYPE_WOULD_BE_VIOLATED (origin, link, DELETE_MODE)

NOTE - OBJECT_DELETE works exactly like LINK_DELETE if dest has no direct components.

9.3.6 OBJECT_DELETE_ATTRIBUTE
OBJECT_DELETE_ATTRIBUTE (

object : Object_designator,
attribute  : Attribute_designator
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OBJECT_DELETE_ATTRIBUTE removes the attribute attribute from the attributes of the object
object, if the "attribute_type" object representing the attribute type of attribute is no longer in the
object base. :

A write lock of the default mode is obtained on object.

Errors

ACCESS_ERRORS (object, ATOMIC, MODIFY, WRITE_ATTRIBUTES)
PRIVILEGE_IS_NOT_GRANTED (PCTE_CONFIGURATION)

NOTE - It is the responsibility of the user to ensure that the attribute type is no longer in the object bade.

9.3.7 OBJECT_GET_ATTRIBUTE

OBJECT_GET_ATTRIBUTE (
object : Object_designator,
attribute . Attribute_designator

)

value . Attribute_value
OBJECT_GET_ATTRIBUTE returns the value value of the attfibute attribute of the objgct object.

A tead lock of the default mode is obtained on object. If attribute is a predefined compogite time, a
rejd lock of the default mode is also obtained on all components of object.

Enrors

ACCESS_ERRORS (object, ATOMIC, READ, READ_ATTRIBUTES)

If greribute is the last composite access time, last composite modification time, or last corpiposite

change time: :
ACCESS_ERRORS (object, COMPQSITE, READ, READ_ATTRIBUTES)

USAGE_MODE_ON_ATTRIBUTE_TYPE_WOULD_BE_VIOLATED (object, attribute,
READ_MODE)

9.3.8 OBJECT GET_PREFERENCE

OBJECT_GET_PREFERENCE (
object : Object_designator ‘
)

key N Text},
type«.\:1 Link_type_nominator ]

OBJECT_GET_PREFERENCE returns the preferred link key key and preferred link type type, if
any, of the.object object.

A tead lock of the default mode is obtained on object.

Errors
ACCESS_ERRORS (object, ATOMIC, READ, READ_ATTRIBUTES)

9.3.9 OBJECT_GET_SEVERAL_ATTRIBUTES

OBJECT_GET_SEVERAL_ATTRIBUTES (
object : Object_designator,
attributes . Attribute_selection

)

values : Attribute_assignments
OBJECT_GET_SEVERAL_A’ITRIBUTES returns a set of attribute assignments values of the
object object.

46


https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f

© ISO/IEC ISO/IEC 13719-1 : 1995(E)

9.3.1

9.3.1

The returned set of attributes is determined by attributes:

- a set of attribute designators: the set of attributes, as for OBJECT_GET_ATTRIBUTE (object,
A) for each attribute A of attributes,

- VISIBLE_ATTRIBUTE_TYPES: all attributes of object visible in the working schema of the
calling process and with usage mode including READ_MODE.

A read lock of the default mode is obtained on object. If any of the attributes is a predefined
composite time, a read lock of the default mode is also obtained on all components of object.

ETTOrs

ACCESS_ERRORS (object, ATOMIC, READ, READ_ATTRIBUTES)

If attributes contains one or more of last composite access time, last composite modification time,
or last composite change time, or if artributes is VISIBLE_ATTRIBUTE-TYPES and one or more
of those attributes are visible in the working schema of the calling procéss‘'with usage mode
READ_MODE:

ACCESS_ERRORS (object, COMPOSITE, READ, READ_ATTRIBUTES)

USAGE_MODE_ON_ATTRIBUTE_TYPE_WOULD_BE_VIOLATED (object, an glement of
attributes, READ_MODE)

D OBJECT_GET_TYPE

OBJECT_GET_TYPE (
object : Object_designator
type : Object_type_nominator

OBJECT_GET_TYPE returns the type’type of the object object; i.e. the actual type of object,
whether or not it is visible.

A read lock of the default mode is@btained on object.

Errors

CONFIDENTIALITY_WOULD_BE_VIOLATED (object)
INTEGRITY_CONFINEMENT_WOULD_BE_VIOLATED (object)
OBJECT_IS_ARCHIVED (object)

VOLUME_IS_INACCESSIBLE (object, ATOMIC)

1 OBJECT_IS_COMPONENT

OBJECT_IS_COMPONENT (
object1 : Object_designator,
object2 : Object_designator

)

value : Boolean ,
OBJECT_IS_COMPONENT tests if object! is a component of object2.
If objectl is a component of object2, value is true, otherwise it is false.

Read locks of the default mode are obtained on objectl and on object2, and on accessed
components of object2.

Errors
ACCESS_ERRORS (objecr2, COMPONENTS, READ, READ_LINKS)
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OBJECT_LIST_LINKS
OBJECT_LIST_LINKS (
origin : Object_designator,
extent : Link_scope,
scope : Object_scope,
categories [ Categories |,
visibility ~ : Link_selection
)
links : Link_set_descriptors
OBJECT_LIST_LINKS returns in links a set of links of the object origin and posgibly of its
components determined by extent, scope, categories, and visibility.
extent affects the returned set of links as follows:
- INTERNAL_LINKS: only internal links are returned.
- EXTERNAL_LINKS: only external links are returned.
- JALL_LINKS: both internal and external links are returned.
scope affects the returned set of links as follows:
- |[ATOMIC: only links of origin are returned.
- |[COMPOSITE: links of origin and of all components of origin are returned.
categories may be omitted if visibility is a set of link{type nominators, and is ignored in that case if
supplied. In other cases only link types with categoty in the set categories are returned.
visgbility restricts the returned set of links as follows:
- [VISIBLE_LINK_TYPES: only links with link type which is visible in the calling process's
working schema are returned;
- JALL_LINK_TYPES: all links are réturned;
- B set of link type nominators»only links with link type identified by an element of the set are
returned.
A tead lock of the default(mode is obtained on origin, and if scope is COMPOSITE regd locks of
thg default mode are obtained on all its components.
Errors
ACCESS_ERRORS (origin, scope, READ, READ_LINKS)
LINK_NAME-IS_TOO_LONG_IN_CURRENT_WORKING_SCHEMA
REFERENCE_CANNOT_BE_ALLOCATED
NQTES
1 >signates the
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object origin. In other cases, the designated objects may include the object origin and its components.

2 Each object designator returned in a link set descriptor of links can be used with each link designator of that link
set descriptor to retrieve information about the volume on which the object resides, by means of
LINK_GET_DESTINATION_VOLUME,

3 If scope is COMPOSITE, links of origin and of all components of origin are returned. It is possible that the
origins of some of the returned links are not accessible from origin through paths of visible links.

4 OBJECT_LIST_LINKS does not prevent a process from seeing data structures which are inconsistent with the
visibility restrictions of its working schema.
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9.3.13 OBJECT_LIST_VOLUMES

9.3.1

OBJECT_LIST_VOLUMES(
object : Object_designator
)

volumes : Volume_infos

ISO/IEC 13719-1 : 1995(E)

OBJECT_LIST_VOLUMES returns the set of volume identifiers of volumes holding components
of object (except for any components to which there are composition links from components on

unmounted volumes), with an indication of the mounted state of each volume.

A read lock of the default mode is obtained on object.

Errors

ACCESS_ERRORS (object, COMPOSITE, READ, READ_LINKS)
OBJECT_IS_ARCHIVED (component of object)
USAGE_MODE_ON_LINK_TYPE_WOULD_BE_VIOLATED (component of 0bj¢
outgoing composition link of that component, NAVIGATE_MODE)

NOTE - The note of 9.2.5 applies for each component of object.

4 OBJECT_MOVE
OBJECT_MOVE (
object : Object_designator,
on_same_volume_as : Object_designator,
scope : Object_scope

OBJECT_MOVE moves object to thevolume volume on which on_same_volume _a
If scope is ATOMIC:

- If object already resides on volume, it is not affected.

- Otherwise, object is moved to volume.

If scope is COMPOSITE:

- All other of bbject and the components of object are moved to volume, and the sp
occupied, by-those components is freed.

The effect.of moving an object A to a volume V is as follows.
- Theattributes and links of A are unchanged, except for the predefin

“last_composite_change_time", which are set to the current system time.

ct, direct

s resides.

- Each of object and the components of object which already reside on volume are not affected.

ace previously

ed attributes

"volume_identifier" which is set to the volume identifier of V, and "last_chamge_time" and

- For object (if moved) and each moved component, the "object_on_volume" link to it from the

volume on which the component was previously residing is deleted,

and a new

"object_on_volume" link is created to it from volume. The created link is keyed by the exact

identifier of its destination object.

A write lock of the default mode is obtained on each moved object. An implementation may set a

write lock of the default mode on each link to a moved object (except the "obJec
links) if the link is modified by the operation.

Errors

If scope is ATOMIC:
ACCESS_ERRORS (object, ATOMIC, CHANGE, CONTROL_OBJECT)

t_on_volume"
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If scope is COMPOSITE:

ACCESS_ERRORS (object, COMPOSITE, READ, READ LINKS)
ACCESS_ERRORS (object and its moved components, ATOMIC, CHANGE,
CONTROL_OBJECT)

ACCESS_ERRORS (on_same_volume_as, ATOMIC, SYSTEM_ACCESS)
If object or some of its components are moved:

OBJECT_IS_IN_USE_FOR_MOVE (object)
OBJECT_IS_INACCESSIBLY_ARCHIVED (object, scope)
QOBJECT_IS_LOCKED (object, scope)

ISO/IEC

OBJECT_IS_NOT_ MOVABLE (object scope)
OBJECT_IS_REPLICATED (object, scope)
TYPE_OF_OBJECT_IS_INVALID (object, scope)
VOLUME_IS_FULL (volume of on_same_volume_as)

The following implementation-dependent errors may be raised for any objeet X with a li

ob,

9.3.15

9.3.16

50

OBJECT_RESET_ATTRIBUTE resets the atiribute attribute of the object object to its in

A

ect:
OBJECT_IS_INACCESSIBLY_ARCHIVED (X)

VOLUME_IS_INACCESSIBLE (volume on which X resides)
VOLUME_IS_READ_ONLY (volume on which X resides)

OBJECT _RESET_ATTRIBUTE

OBJECT_RESET_ATTRIBUTE (
object : Object_designator,
attribute  : Attribute_designator

)

write lock of the default mode is obtained on object.

Enrors

A(
US

CCESS_ERRORS (object, ATOMIC, MODIFY, WRITE_ATTRIBUTES)

AGE_MODE_ON_ATTRIBUTE_TYPE_WOULD_BE_VIOLATED (object, attribu
WRITE_MODE)

OBJECT_SET_ATTRIBUTE
OBJECT_SET, ATTRIBUTE (

object : Object_designator,
attribute  : Attribute_designator,
value : Attribute_value

)

nk to

jtial value.

O]FJECT_SET_A’ITRIBUTE assigns the value value to the attribute attribute of the objgct object.

A write lock of the default mode is obtained on object.

Errors

ACCESS_ERRORS (object, ATOMIC, MODIFY, WRITE_ATTRIBUTES)
ENUMERATION_VALUE_IS_OUT_OF_RANGE (value, values of attribute)
USAGE_MODE_ON_ATTRIBUTE_TYPE WOULD BE_VIOLATED (object, attribute,

WRITE_MODE)

VALUE_LIMIT_ERRORS (value)
The following implementation-dependent error may be raised:

VALUE_TYPE_IS_INVALID (value, object, attribute)
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9.3.17 OBJECT_SET PREFERENCE

OBJECT_SET_PREFERENCE (
object : Object_designator,
type [ Link_type_nominator ],
key  :[Text]

OBJECT_SET_PREFERENCE sets the preferred link type of the object object to the link type
type (if supplied), and preferred link key of object to key (if supplied).

f both rype and key are supplied, the preferred link type of object is set to fype and the preferred
nk key of object is set to key.

I

1

If type is supplied and key is not, the preferred link type of object is set to type and the preferred
link key of object is unset.

I

f type is not supplied and key is supplied, then the preferred link type‘of object mugt already be
t (else the error condition PREFERRED_LINK_TYPE_IS _UNSET! is raised); the pyeferred link
ey is set to key.

key and type are not supplied, the preferred link type and prefetred link key of objeqt are unset.
write lock of the default mode is obtained on object.

rrors

CCESS_ERRORS (object, ATOMIC, MODIFYWRITE_ATTRIBUTES)
ARDINALITY_IS_INVALID (zype) -

IMIT_WOULD_BE_EXCEEDED (MAX_KEY_SIZE)
IMIT_WOULD_BE_EXCEEDED (MAXZKEY_VALUE)
INK_TYPE_IS_UNKNOWN (zype)

REFERRED_LINK_KEY_IS BAD (key, type or preferred link type of object if typ
is not supplied)

If type is not supplied and key is supplied:
PREFERRED_LINK _TYPE_IS_UNSET (object)

N

9.3.18)| OBJECT_SET.SEVERAL_ATTRIBUTES

OBJECT_SET) SEVERAL_ATTRIBUTES (
object : Object_designator,
attributes : Attribute_assignments

)

For each €lement A of the domain of artributes, OBJECT_SET_SEVERAL_ATTRIBUTES sets
evalue of the attribute A of object to attributes (A) in the same way as:

A write lock of the default mode is obtained on object.

Errors

ACCESS_ERRORS (object, ATOMIC, MODIFY, WRITE_ATTRIBUTES)

For each element A of the domain of attributes
ENUMERATION_VALUE_IS_OUT_OF_RANGE (attributes(A), values of A)
USAGE_MODE_ON_ATTRIBUTE_TYPE_WOULD_BE_VIOLATED (object, A,

WRITE_MODE)
VALUE_LIMIT_ERRORS (attributes (A))
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The following implementation-dependent error may be raised for each element A of the domain of
attributes:
VALUE_TYPE_IS_INVALID (artributes (A), object, A)

9.3.19 OBJECT_SET_TIME_ATTRIBUTES
OBJECT_SET_TIME_ATTRIBUTES(

object : Object_designator,

last_access ;[ Time],
—fast—modification——1TimeT;

scope : Object_scope

)
OBJECT_SET_TIME_ATTRIBUTES sets the time attributes of the object object as follpws.

If $cope is ATOMIC:
- the last access time of object is set to last_access if supplied, otherwise to the curr¢nt system
Hme;
- the last modification time of object is set to last_modification if supplied, otherwise to the
Current system time;

If scope is COMPOSITE:

- the last composite access time of object, and the last access time of each component of object,
are set to last_access if supplied, otherwise to the cufrent system time;

- the last composite modification time of object,-arid the last modification time of each gomponent
Of object, are set to last_modification if supplied, otherwise to the current system timej;

A rite lock of the default mode is obtained-on object.

Errors

ACCESS_ERRORS (object, scope, MODIFY, WRITE_ATTRIBUTES)

If Jast_access or last_modificationis supplied:
PRIVILEGE_IS_NOT_GRANTED (PCTE_HISTORY)

LIMIT_WOULD_BE_EXCEEDED (MAX_TIME_ATTRIBUTE, MIN_TIME_ATTRIBUTE)

9.3.20 |[VOLUME_LIST OBJECTS
VOLUME_LIST_OBJECTS (

volume : Volume_designator,
lypes : Object_type_nominators
objects : Object_designators

VOQLUME_LIST_OBJECTS returns in objects a set of object designators determined by types.

An object designator is returned in objects for each object which resides on volume, whose type in
working schema is an element of types, and which allows NAVIGATE access from the calling
process.

A read lock of the default mode is obtained on volume.

Errors

ACCESS_ERRORS (volume, ATOMIC, READ, READ LINKS)
REFERENCE_CANNOT_BE_ALLOCATED
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9.4 Version operations
9.4.1 VERSION_ADD_PREDECESSOR

VERSION_ADD_PREDECESSOR (
version : Object_designator,
new_predecessor . Object_designator

)

VERSION ADD PREDECESSOR adds new _predecessor asa predecessor of version in a graph
~~~~~~~~~ : 3 rom version

t

0 new _predecessor
Vrite locks of the default mode are obtained on the new links.

LITOors

\CCESS_ERRORS (new_predecessor, ATOMIC, CHANGE, STABILIZE)
LCCESS_ERRORS (version, ATOMIC, MODIFY, APPEND LINKS)
RIVILEGE_IS_NOT_GRANTED (PCTE_HISTORY)
'ERSION_GRAPH_IS_INVALID (version, new_predecessor)

. « B L . - B,

9.4.2 | VERSION_IS_ CHANGED

VERSION_IS_CHANGED (
version : Object_designator,
predecessor  : Natural

changed : Boolean

YERSION_IS_CHANGED tests whether version has been changed since bemg created as a new
version of its predecessor predecesspr-by comparing the values of the last composite modification
me for version and predecessor.-1f it has been changed, i.e. the last compos1te modification
mes are different, then changed is true, otherwise it is false.

—

t
Read locks of the default mode are obtained on version, on all components of ver§ion, and on
predecessor.

rrors
CCESS_ERRORS (predecessor, COMPONENTS, READ, (READ_LINKS,
EAD_ATTRIBUTES, READ_CONTENTS))

CCESS_ERRORS (version, COMPONENTS, READ, (READ LINKS,
EAD_ATTRIBUTES, READ_CONTENTS))

CCESS_ERRORS (version, COMPOSITE, CHANGE) “
INK_DOES_NOT_EXIST (version, "predecessor" link with key predecessor)

9.4.3 VERSION_REMOVE

VERSION_REMOVE (
version : Object_designator
)

VERSION_REMOVE removes version from its graph of versions.
For X as version and each component of version:

- If X has external successors and predecessors then a "predecessor” link is created from each

(siu;:cesisor of X to each predecessor of X, and all the "predecessor" links to and from X are
elete
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- If X has only external successors: then all the "predecessor” links to X are deleted.
- If X has only external predecessors then all the "predecessor” links from X are deleted.
Write locks of the default mode are obtained on the deleted links and on the created links.

Errors

ACCESS_ERRORS (version, COMPOSITE, MODIFY, (WRITE_LINKS, WRITE_IMPLICIT))
For each component X of version whlch has more than one successor:
ROR A

OBJECT _IS_IN USE_FOR_DELETE (version)
PRIVILEGE_IS_NOT GRANTED (PCTE_HISTORY)
VHRSION_IS_ REQUIRED (version, COMPOSITE)

9.4.4 ERSION_REMOVE_PREDECESSOR

VERSION_REMOVE_PREDECESSOR (
version : Object_designator,
predecessor : Object_designator

)

VHRSION_REMOVE_PREDECESSOR removes the object predecessor as a predecessor of
version in the graph of versions, by-deleting the "predecessor” link from version to predecessor

DELETE)

If there'is no "predecessor” link between version and predecessor:
LINK_DOES_NOT_EXIST (version, "predecessor" link)

PRIVILEGE_IS_NOT_GRANTED (PCTE_HISTORY)

9.4.5 VERSION_REVISE
VERSION_REVISE (

version : Object_designator,
new_origin : Object_designator,
new_link : Link_designator,
on_same_volume:_as :[ Object_designator ],
) access_mask : Atomic._access_rights
new_version : Object_designator
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VERSION_REVISE creates a new updatable version (a revision) of version. That is:
- A copy new_version of version is created in the same way as
OBJECT_COPY (version, new_origin, new_link, nil, on_same_volume_as, access_mask)
where reverse_key is not supplied.

- "predecessor” links with key 1 (one) are created from new_version and each of its components
to version and each of its corresponding components. As a consequence, new_version and
each of its components becomes a New successor of verszon and each of 1ts correspondmg

bince the "predecessor” links are compositely stabilizing, version and its components are made
table.

access_mask is used in conjunction with the default atomic ACL and default object pwner of the
* alhng process to specify the atomic ACL and the composite ACL of new’ version. hew_version
ind its components have the same integrity and confidentiality labels as the objects they have been
copied from.

f on_same _volume_as is supplied, the new_version résides on the same| volume as
pn_same_volume_as. Otherwise, new_version resides on the same volume as versjon and each
component of new_version resides on the same volume as the corresponding cgmponent of
ersion.

f a replicated component is revised, its revision is not replicated.

ead locks of the default mode are obtained oncall’components of version and write locks of the
Hefault mode are obtained on the new links and.components of new_version.

A read lock of the default mode is obtained on new_origin if the interpretation of new| link implies
he evaluation of any '+ or '++' key attribute values (see 23.1.2.7).

version is an accounting log, its contents is preserved.

rrors

ACCESS_ERRORS (new_origin, ATOMIC, MODIFY, APPEND_LINKS)
ACCESS_ERRORS (version, COMPOSITE, CHANGE, APPEND_IMPLICIT)

CCESS_ERRORS (version, COMPOSITE, READ, (READ_LINKS, READ_ATTRIBUTES,
READ_CONTENTS))

CCESS_ERRORS (version, COMPOSITE, CHANGE, STABILIZE)

f the reverse'of new_link is compositely stabilizing:
ACCESS _ERRORS (new origin, COMPOSITE, CHANGE, STABILIZE)

CCESS_ERRORS (on_same_volume_as, ATOMIC, SYSTEM_ACCESS)
or €ach destination X of a duplicable external link L of a duplicated component:
ACCESS_ERRORS (X, ATOMIC, CHANGE, APPEND_IMPLICIT)

If L is atomically stabilizing:
ACCESS_ERRORS (X, ATOMIC, CHANGE, STABILIZE)

If L is compositely stabilizing:
ACCESS_ERRORS (X, COMPOSITE, CHANGE, STABILIZE)

CATEGORY_IS_BAD (new_origin, new_link, (COMPOSITION, EXISTENCE))
CATEGORY_IS_BAD (destination of new_link, reverse of new_link, IMPLICIT)

If version is a component of itself, and new link is a composition link:
COMPONENT_ADDITION ERRORS (new_version, new _link)

CONTROL_WOULD_NOT_BE_GRANTED (new_version)
EXTERNAL_LINK_IS_BAD (version, COMPOSITE)
LINK_EXISTS (new_origin, new_link)
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OBJECT_OWNER_VALUE_WOULD_BE_INCONSISTENT_WITH_ATOMIC_ACL
(new_object)
If version is not a component of itself, new_link is a composition link and new_origin has

OWNER granted or denied:
OWNER_PROPAGATION_ERRORS_ON_COMPONENT_CREATION (new_version)

REFERENCE_CANNOT_BE_ALLOCATED
TYPE_OF_OBJECT_IS_INVALID (version, COMPOSITE)
UPPER_BOUND_WOULD_BE_VIOLATED (new_origin, new_link) -
USAGE_MODE_ON_OBJECT_TYPE_WOULD_BE_VIOLATED ("object", type of veysion)
VALUE_LIMIT_ERRORS (reverse_key)

VQLUME_IS_FULL (volume on which on_same_volume_as resides)

9.4.6 VYERSION_SNAPSHOT

VERSION_SNAPSHOT (
version : Object_designator,
new_link_and_origin [ Link_descriptor ],
on_same_volume_as [ Object_designator ],
access_mask : Atomic_access_rights

)

new _version : Object_designator
VHRSION_SNAPSHOT creates a new stable version (a snapshot) of version. That is, if
new origin and new_link are the object designator and link designator respegtively of
new link_and_origin:

- A copy new_version of version is created.ifv the same way as
OBJECT_COPY (version, new._origin, new_link, nil, on_same_volume_as, access_magk).

rlhere reverse_link is not supplied; except that if new_link_and_origin is not supphed then no
ew link of new_origin is created

- The set of predecessors of €ach component of new_version is the set of predecesgors of its
¢orresponding component.of version. Then a predecessor" link with key 1 (one) is created in
$uch a way that each component of new_version becomes the first predecesgor of its
¢orresponding component of version. ‘

All the granted write and append discretionary access rights are suppressed (i.e. set to
UNDEFINED) for-all the components of new_version.

The components of version are still updatable. access mask is used in conjunction with the
default atomic ACL and default object owner of the calling process to specify the atomiq ACL and
the|composite ACL of the created objects. ‘

The components of new_version are stabilized.

The created objects have the same integrity and confidentiality labels as the objects they have been
copied from.

If on_same_volume_as is supplied, the new_version resides on the same volume as
on_same_volume_as. Otherwise, new_version resides on the same volume as version and each
component of new_version resides on the same volume as the corresponding component of
version.

If a component of version is replicated, its snapshot is not replicated.
The predecessor links are created even if their origins are stable.

Read locks of the default mode are obtained on all components of version to be copied and write
locks of the default mode are obtained on the new links and components of new version. A read
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lock of the default mode is obtained on new_origin if the interpretation of new_link implies the
evaluation of any '+ or '++ key attribute values (see 23.1.2.7).

If version is an accounting log, its contents is preserved.

Errors

- ACCESS_ERRORS (new_origin, ATOMIC, MODIFY, APPEND_LINKS)
ACCESS_ERRORS (version, COMPOSITE, MODIFY, APPEND_LINKS)

If version or any component of version already has a predecessor:
ACCESS_ERRORS (version, COMPOSITE, MODIFY, WRITE_LINKS)

ACCESS_ERRORS (version, COMPOSITE READ, (READ_LINKS, READ_A IBUTES,
READ_CONTENTS))

ACCESS_ERRORS (new_version, COMPOSITE, CHANGE, STABILIZE)

If version has a predecessor, than for each predecessor X of each component of version:
ACCESS_ERRORS (X, ATOMIC, CHANGE, (APPEND_IMPLICIT, WRITE_[MPLICIT))

If new _link is provided and its reverse is compositely stabilizing:
ACCESS_ERRORS (new_origin, COMPOSITE, CHANGE, STABILIZE)

ACCESS_ERRORS (on_same_volume_as, ATOMIC, SYSFEM_ACCESS)
For each destination X of a duplicable external link L of a duplicated component:
ACCESS_ERRORS (X, ATOMIC, CHANGE, APPEND_IMPLICIT)

If L is atomically stabilizing:
ACCESS_ERRORS (X, ATOMIC, CHANGE, STABILIZE)

If L is compositely stabilizing:
ACCESS_ERRORS (X, COMPOSITE, CHANGE, STABILIZE)

CATEGORY_IS_BAD (new_origin, new“link, (COMPOSITION, EXISTENCE, RI i FERENCE,
DESIGNATION))

If new link has a reverse link:
CATEGORY_IS_BAD (destination of new_link, reverse of new_link, IMPLICIT)

f version is a component of itself, and new link is a composition link:
COMPONENT_ADDITION_ERRORS (new_version, new_link)

CONTROL_WOULD_NOT_BE_GRANTED (new_version)
EXTERNAL_LINK:w.IS_BAD (version, COMPOSITE)
REFERENCE_CANNOT_BE_ALLOCATED
LINK_EXISTS-(new_origin, new_link)
DBJECT_OWNER_VALUE_WOULD_BE_INCONSISTENT_WITH_ATOMIC_ACL
(new object)
f version is not a component of itself, new_link is a composition link and new_origin has

DWNER granted or denied:
OWNER PROPAGATION ERRORS ON COMPONENT CREATION (new_version)

TYPE_OF_OBJECT_IS_INVALID (version, COMPOSITE)
UPPER_BOUND_WOULD_BE_VIOLATED (new_origin, new_link)
USAGE_MODE_ON_OBJECT_TYPE_WOULD_BE_VIOLATED ("object", type of version)
VALUE_LIMIT_ERRORS (reverse_key)

VOLUME_IS_FULL (volume on which on_same_volume_as resides)

57


https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f

ISO/IEC 13719-1 : 1995(E). © ISO/IEC

9.4.7 VERSION_TEST_ANCESTRY

VERSION_TEST_ANCESTRY (
version! : Object_designator,
version2 : Object_designator

)

ancestry . Version_relation

VERSION_TEST_ANCESTRY tests the ancestry of the objects versionl and version2 in their
graphs of versions. That is, it returns in ancestry:

- ANCESTOR_VSN if there exists a series of "predecessor” links from version2 to versionl ;
DESCENDANT_VSN if there exists a series of "predecessor” links from versionl)to yersion2,
AME_VSN if versionl is the same object as version2;

== n ™

' ELATED_VSN if there exist an object X which is neither versionl nor verszonZ q series of
predecessor" links from versionl to X, and a series of "predecessor” links from version2 to
X;

- UNRELATED_VSN otherwise.

Redd locks of the default mode are obtained on versionl and(on'version2 and on all the origins
and destinations of the links in the series of links.

Errors

AQCESS_ERRORS (versionl, ATOMIC, READ, READ_LINKS)
ACCESS_ERRORS (element of version graph of.versionl, ATOMIC, READ, READ_LINKS)
AQCESS_ERRORS (version2, ATOMIC, READ, READ_LINKS)
ACCESS_ERRORS (element of version graph of version2, ATOMIC, READ, READ_LINKS)

9.4.8 VERSION_TEST DESCENT

VERSION_TEST_DESCENT{
version1 : Object_designator,
version2 : Object designator

)

descent . Version_relation .

VERSION_TEST_DESCENT tests the descent of the objects versionl and version? in their
graphs of versions:—That is, it returns:

ANCESTOR> VSN if there exists a series of "successor” links from versionl to versign2,
- DESCENDANT_VSN if there exists a series of "successor" links from version2 to vefsionl,
$SAME_VSN if versionl is the same object as version2;

- REEATED_VSN-if thereexistamrobject X which is neither version? or version2;a series of
"successor" links from versionl to X, and a series of "successor" links from version2 to X.

- UNRELATED_VSN otherwise.

Read locks of the default mode are obtained on versionl and on version2 and on the all the origins
and destinations of the links in the series of hnks

Errors

ACCESS_ERRORS (versionl, ATOMIC, READ, READ_LINKS)
ACCESS_ERRORS (element of version graph of versionl, ATOMIC, READ, READ_LINKS)
ACCESS_ERRORS (version2, ATOMIC, READ, READ_LINKS)

ACCESS_ERRORS (element of version graph of version2, ATOMIC, READ, READ_LINKS)
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10 Schema management

10.1 Schema management concepts

10.1.1 Schema definition sets and the SDS directdry

sds metasds:
import object type system-object, system-process, system-common_root;
import attribute type system-number, system-system key:

: 1995(E)

.

type_identifier: (read) string;

sds_directory: child type of object with
link
known_sds: (navigate) non_duplicated existence link (sds_name: string
schemas_of: (navigate) implicit link to common_root reverse schemas;
end sds_directory; '

sds: child type of object with
link
named_definition: (navigate) reference link (local_name: string) to type_in|
reverse named_in_sds;
in_working_schema_of: (navigate) nhon_duplicated designation link (num
process;
compohent

to sds;

| sds

ber) to

definition: (navigate) exclusive composition link (type_identifier) to type_ih_sds

reverse in_sds; )
end sds;

~ extend object type common_root with

link
schemas: (navigate) existence’link to sds_directory reverse schemas_of;
end common_root;

end metasds;

[he SDS directory is an administrative object (see 9.1.2).

Che "sds" components of the SDS directory represent the known SDSs of the PCTH installation
see 8.4): :

The "sds_name"key of the "known_sds" link from the SDS directory represents th
of the SDS.

The definition components of an SDS represent the types in SDS of the SDS (sde 8.3). The
key of the "named_definition" link is the local name of the type in SDS. The destinations of the
"named_ definition" links are a subset of the SDS object components. The destinations of the
"in_working_schema" links are the known processes which are neither ready no
and have included the SDS in their working schemas.

e SDS name

I terminated

The destinations of the "in_working_schema" links are the known non-terminated processes
which have included the SDS in their working schemas (see 8.5). An SDS and its types in SDS
cannot be modified by using the operations defined in 10.2 while the SDS is included in the
working schema of such a process. :

NOTE - The predefined SDSs 'system’, 'metasds’, 'discretionary_security’, 'mandatory_security', ‘auditing', and
‘accounting’ are protected against modification, and so they cannot be extended directly. However, the predefined
types can be imported into other SDSs and then extended, thus achieving the same effect. See 20.1.8.1.
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10.1.2 Types
sds metasds:
type: (protected) child type of object with
attribute
type_identifier;
fink
has_type_in_sds: (nhavigate) implicit link (system_key) to type_in_sds reverse of_type;
end type;
fype_in_sds: (protected) child type of object with
attribute
annotation: string;
creation_or_importation_time: (read) time;
link
in_sds: (havigate) implicit link to sds reverse definition;
of_type: (navigate) existence link to type reverse has_type_ in. sds;
named_in_sds: (navigate) implicit link to sds reverse named deflnmon
end type_in_sds;
usage_mode: (read) natural;
export_mode: (read) natural;
maximum_usage_mode: (read) natural,
end metasds;
A ['type" object represents a type (see 8.3):

"al
A

The "type_identifier" attribute represents the type identifier.

type.

'type_in_sds" object represents a type in SDS (see 8.4):

local name. It is the'same as the destination of the "in_sds" link.

representing its elements as follows:

The destinations of the "has_type_in_sds” links represent types in SDS associateq

The destination of the "named_in_sds" link Tepresents the SDS in which the type in

The destination of the "of_type" link represents the type associated with the type in S

The usage mode, export mode, and maximum usage mode represent the definition m:
type in SDS. A set of definition mode values is represented as the sum of the p

| with this

Further attribute types and link types @re particular to the object types "object_type" (sge 10.1.3),

tribute_type" (see 10.1.4), "link “type" (see 10.1.5), and "enumeral_type" (see 10.1.p).

The destination of the "in.sds" link represents the SDS to which the type in SDS belgngs.

SDS has a

DS.

des of the
wers of 2

CREATE 01
DELETE 12
READ 14
WRITE : 8

NAVIGATE :16

- The annotation is the complete name of the type when it is created, but may be changed by the
user.

- The creation or importation time is the system time when the type in SDS was created or
imported into the SDS.
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Further attrlbute types and link types are particular to the object types "object_type_in_sds" (see

1013)

10.1.3

"enumeration_type_in_sds" (see 10.1.6).

Object types

sds metasds:
object_type: (protected) child type of type with

AUDIT_FILE_TYPE, ACCOUNTING_LOG_TYPE, NO_CONTENTS_TYPRE) 'z
NO_CONTENTS_TYPE;
link

end object_type;

object_type_in_sds: (protected) child type of type_in_sds with
attribute ‘
usage_mode;
export_mode;
maximum_usage_mode;
link

is_attribute_of;
in_link_set: (navigate) reterence link {number) to link _type_in_sds reverse

in_destination_set;
end object_type_in_sds;

end metasds; \ »
An "object_type" object represents.an object type (see 8.3.1):

An "object_type_in_sds"-object represents an object type in SDS (see 8.4.1):

object type in SDS.

with.category COMPOSITION.

10.1.4

Object type IS & destnarion object type.

Attribute types

sds metasds:

contents_type: (read) enumeration (FILE_TYPE, PIPE_TYPE, DEVICE_TYRE

"attribute_type_in_sds" (see 10.1. 4), "link_type_in_ sds" (see 10.1.5), and

parent_type: (navigate) reference link (number) to object_type (reverse chjld_type;
child_type: (navigate) implicit link (system_key) to object_type reverse parent_type;

in_attribute_set: (nhavigate) reference link/{number) to attribute type in_sds$ reverse

is_link_of;

is_destination_of: (navigate) reference link (number) to link_type_in_sds reverse

The destinations of the "parent_type" links represent the parent types of the object fype.
The destinations of the ''child_type" links represent the child types of the object type.

The destinationsof the "in_attribute_set" links represent the direct attribute types in SDS of the

The destinations of the "in_link_set" links represent the direct outgoing link types in SDS of the
object type in SDS. The component object types of the object type in SDS are represented by
the destinations of the "in_destination_set" links of the destinations of the "in_link_set" links

The destinations of the "is_destination_of" links represent the link types in SDS of which this

duplication: (read) enumeration (DUPLICATED, NON_DUPLICATED):= DUPLICATED;

key_attribute_of: (navigate) implicit link (system_key) to link_type reverse’key_

attribute_type: (protected) child type of type with
-~ attribute
duplication;
end attribute_type;

attribute;
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string_attribute_type: (protected) child type of attribute_type with
attribute ,
string_initial_value: (read) string;
link
key_attribute_of;
end string_attribute_type;

integer_attribute_type: (protected) child type of attribute_type with
attribute
integer_initial_value: (read) integer;
i i nxtp_fypp;

natural_attribute_type: (protected) child type of attribute_type with
attribute
natural_initial_value: (read) natural;
link
key_attribute_of;
end natural_attribute_type;

float_attribute_type: (protected) child type of atiribute_type with
attribute

float_initial_value: (read) tloat;
end float_attribute_type;

boolean_attribute_type: (protected) child type of attribute_type with
attribute

boolean_initial_value: (read) boolean;
end boolean_attribute_type;

time_attribute_type: (protected) child type of attribute_type with
attribute

time_initial_value: (read) time;
end time_attribute_type;

enumeration_attribute_type: (protected) child type of aitribute_type with
attribute ‘
initial_value_position: (read) natural;
component
enumeral: (navigate) composition link [1 .. ] (position: hatural) to enumeral_typ
reverse enumeral_of;
end enumeration_attribute_type;

attribute_type_inJsds: (protected) child type of type_in_sds with
attribute
usage_mode;
expori-mode;
maximum_usage_mode;
link '
is_attribute_of: (havigate) reference link (number) to object_type_in_sds,
link_type_in_sds reverse in_attribute_set;
|_end attribuie type in sds;

end metasds;

"Attribute_type" objects represent attribute types (see 8.3.2). They are divided into child types
according to value type.

[]

- The initial value attribute represents the initial value of the attribute type. For string, integer,
natural, float, boolean, and time attribute types, it is an actual value of the value type. For an
enumeration attribute type, it is a non-negative integer defining the position of the initial value
within the enumeration type. '

- For a natural or a string attribute type, the destinations of the "key_attribute_of" links represent
the link types for which this attribute type is a key attribute type.
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- For an enumeration attribute type, the destinations of the "enumeral” links represent the
enumeral types of the value type. The "position" key attribute represents the ordering of the
enumeral types: it must take successive values 0, 1, 2, 3, ... .

An "attribute_type_in_sds" object represents an attribute type in SDS (see 8.4.2):

- The destinations of the "in_attribute_set" links represent the object types in SDS and link types
in SDS for which the attribute type is a direct attribute type.

10.1.5 Link types

sds metasds:

link_type : {protected) child type of type with
attribute
category: (read) enumeration (COMPOSITION, EXISTENCE, REFERENCE, IMPLICIT,
DESIGNATION) := COMPOSITION;
lower_bound: (read) natural := 0;
upper_bound: (read) natural := MAX_NATURAL_ATTRIBUTE;
stability: (read) enumeration (ATOMIC_STABLE, COMPOSITE_STABLE, NON_STABLE)
= NON_STABLE;
exclusiveness: (read) enumeration (SHARABLE, EXCLUSIVE) .= SHARABLE;
duplication;
link
reverse: (havigate) reference link to link_type;
key_attribute: (navigate) reference link((key_number: natural) to string_at{ribute_type,
natural_attribute_type reverse keylattribute_of;
end link_type;

link_type_in_sds: child type of type.in_sds with
attribute
usage_mode;
export_mode;
maximum_usage_mode;
link
in_attribute_set; ’
is_link_of: (navigate) reference link (number) to object_type_in_sds reverse
in_link_set;
in_destination_set: (navigate) reference link (number) to object_type_in_sds reverse
"is__destination_of;
end link_type_in_sds;

end metasds;
A "link_type" object represents a link type (see 8.3.3):
- Thecategory" attribute represents the category of the link type.
- {The "lower_bound" and "upper_bound" attributes represent the lower bound and jupper bound,

- The "stability" attribute represents the stability of the link type.

11

The "exclusiveness" attribute represents the exclusiveness of the link type.

The "duplication" attribute represents the duplication property of the link type.

The destination of the "reverse" link represents the reverse link type of the link type.

The destinations of the "key_attribute" links represent the key attribute types of the link type.
A "link_type_in_sds" object represents a link type in SDS (see 8.4.3):

- The destinations of the “in_attribute_set" links represent the non-key attribute types of the link
type in SDS.
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- The destinations of the "is_link_of" links represent the origin object types in SDS of the link
type in SDS.

- The destinations of the "in_destination_set" links represent the destination object types in SDS
of the link type in SDS.

10.1.6 Enumeral types

sds metasds:

enumeral_type: (protected) child type of type with

link
enumeral_of: (navigate) implicit link (system_key) to enumeration_attribute typ

reverse enumeral;
end enumeral_type;

enumeral_type_in_sds: (protected) child type of type_in_sds with
attribute
image: (read) string;
end enumeral_type_in_sds;
end metasds;
An|['enumeral_type" object represents an enumeral type (see 8.3.4).
The¢ destinations of the "enumeral_of" links represent the’attribute types of which the gnumeral
type is a possible value.

An|"enumeral_type_in_sds" object represents an.enumeral type in SDS (see 8.4.4); th¢ "image"
attribute represents the image of the enumeral type'in SDS.

W

10.1.7 Datatypes for schema management

Enumeration_values = seq1 of Enumeral_type_nominator_in_sds

Key_types_in_sds = seq of Attribute_type_nominator_in_sds ‘
Attribute_scan_kind = OBJECT | OBJECT_ALL | LINK_KEY | LINK_NON_KEY
Link_scan_kind = ORIGIN | ORIGIN_ALL | DESTINATION | DESTINATION_ALL | KEY | NQN_KEY

Object_scan_kind.=CHILD | DESCENDANT | PARENT | ANCESTOR | ATTRIBUTE | ‘
ATTRIBUTE_ALL | LINK_ORIGIN | LINK_ORIGIN_ALL | LINK_DESTINATION |
LINK_DESTINATION_ALL

Thegse datatypes:are used as parameter and result types of operations defined in 10.2, |10.3, and
10.4.

10.2 SDY .apdate operations
10.2.1 SDS_ADD_DESTINATION

SDS_ADD_DESTINATION (
sds : Sds_designator,
link_type : Link_type_nominator_in_sds,
object_type : Object_type_nominator_in_sds

SDS_ADD_DESTINATION extends the set of destination object types of the link type in SDS
link_type_in_sds associated with the link type link_type in the SDS sds to include the object type
in SDS object_type_in_sds associated with the object type object_type in sds.

If link_type has a reverse link type reverse, then reverse is applied to object_type.
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10.2.

An "in_destination_set" link from link_type_in_sds to object type in_sds and its reverse
"is_destination_of" link are created .

If link_type has a reverse link type reverse then an "in_link_set" link from object _type in_sds to
the "link_type_in_sds" object reverse_link_type in_sds associated with reverse in sds, and its
reverse "is_link_of" link, are created. ,

Write locks of the default mode are obtained on the created links.

Errors

ACCESS_ERRORS (object type_in_sds, ATOMIC, MODIFY, APPEND_LINKS)
ACCESS_ERRORS (link_type_in_sds, ATOMIC, MODIFY, APPEND_LINKS)
ACCESS_ERRORS (sds, ATOMIC, READ, NAVIGATE)
OBJECT_TYPE_IS_ALREADY_IN_DESTINATION_SET (link_type, object_type
PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
SDS_IS_IN_A_WORKING_SCHEMA (sds)

SDS_IS_UNKNOWN (sds)

TYPE_IS_UNKNOWN_IN_SDS (sds, link_type)
TYPE_IS_UNKNOWN_IN_SDS (sds, object_type)

P SDS_APPLY_ATTRIBUTE_TYPE
SDS_APPLY_ATTRIBUTE_TYPE (

sds : Sds_designator,
attribute_type : Attribute_type_nominator_in_sds,
type : Object_type_nominator_in_sds | Link_type_nominator_in_sdp

SDS_APPLY_ATTRIBUTE_TYPE extends the object type or link type type by the [application of
the attribute type attribute_type in'the SDS sds.

An "in_attribute_set" link and-its reverse "is_attribute_of™ link are created between the type in SDS
type_in_sds associated.with type in sds and the attribute type in SDS attribute| type in_sds
associated with attribute, type in sds.

Write locks of the default mode are obtained on the created links.

Errors

ACCESS_ERRORS (type_in_sds, ATOMIC, MODIFY, APPEND_LINKS)
ACCESS{ERRORS (attribute_type_in_sds, ATOMIC, MODIFY, APPEND_LINKS)
ACCESS_ERRORS (sds, ATOMIC, READ, NAVIGATE)

PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)

SPS IS IN-A WORKING-_SCHEMA (<A
DT TO__IIN_1T XYY O

AN I O TV WGy )

SDS_IS_UNKNOWN (sds)
TYPE_IS_ALREADY_APPLIED (sds, attribute_type, type)
TYPE_IS_UNKNOWN_IN_SDS (sds, attribute_type)
TYPE_IS_UNKNOWN_IN_SDS (sds, type)

10.2.3 SDS_APPLY_LINK_TYPE

SDS_APPLY_LINK_TYPE (
sds : Sds_designator,
link_type : Link_type_nominator_in_sds,
object_type : Object_type_nominator_in_sds
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10.2.4 SDS_CREATE_BOOLEAN_ATTRIBUTE_TYPE

66

SDS_APPLY_LINK_TYPE extends the object type object_type in the SDS sds by the application
of the link type link_type. If link_type has a reverse link type reverse then the destination set of
reverse is extended to include the object type object type. v

An "in_link_set" link from the object type in SDS object_type in_sds associated with object_type
in sds to the link type in SDS link_type_in_sds associated with link_type in sds, and its reverse
"is_link_of" link, are created. If link type has a reverse link type reverse, an "in_destination_set"
link from the link type in SDS associated with reverse in sds to object_type_in_sds, and its
reverse "is_destination_of" link, are created. ;

Write locks of the default mode are obtained on the created links.

Errors

ACQESS_ERRORS (link_type_in_sds, ATOMIC, MODIFY, APPEND_LINKS)
ACUESS_ERRORS (object_type_in_sds, ATOMIC, MODIFY, APPEND_LINKS)
ACCUESS_ERRORS (sds, ATOMIC, READ, NAVIGATE) ‘
ACQESS_ERRORS (reverse of link_type_in_sds, ATOMIC, MODIEY, APPEND_LINKS)
PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE) ’
SDS| IS_IN_A_WORKING_SCHEMA (sds)

SDS| IS_UNKNOWN (sds)

TYPE_IS_ALREADY_APPLIED (sds, link_type, object._type)
TYHE_IS_UNKNOWN_IN_SDS (sds, object_type)
TYRE_IS_UNKNOWN_IN_SDS (sds, link_type)

SDS_CREATE_BOOLEAN_ATTRIBUTE_TYPE (

sds : Sds_designator,
local_name :[Name ],
initial_value : [ Boolean],
duplication : Duplication
)
new_type : Attribute_type_nominator_in_sds

SDS CREATE_BOOLEAN_ATTRIBUTE_TYPE creates a new boolean attribute type ngw_type,
and jts associated attribute type in SDS new _type in_sds in the SDS sds.

The joperation creates a "definition” link from sds to new_type_in_sds; the key of the lipk is the
system-assigned type identifier of new_type. The operation also creates an "of_type" link from
new| type_in_sds to new_type.

If logal_name is supplied, a "named_definition" link is created from sds to new_type_in |sds with
local .narne as key, together with its reverse "named_in_sds" link.

The type identifier of new_type is set to an implementation-defined value which dentifies the type
within the PCTE installation. The duplication of new_type is set to duplication. The boolean
initial value of new_type is set to initial value if supplied, and otherwise to false.

The three definition mode attributes of new_type_in_sds are set to 12, representing READ_MODE
and WRITE_MODE, and its creation or importation time is set to the system time. If local_name
is supplied, the annotation of new_type_in_sds is set to the complete name of the created type;
otherwise it is set to the empty string. o ,

The new objects reside on the same volume as sds. Their access control lists are built using the
default atomic ACL and the default object owner of the calling process, and their confidentiality
labels and integrity labels are set to be equal to the current confidentiality context and integrity
context, respectively, of the calling process.
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For each created object, an "object_on_volume" link is created from the volume on which the
object resides to the object. The key of the link is the exact identifier of the object.

Write locks of the default mode are obtained on the created objects and links except the new
"object_on_volume" links.

Errors

ACCESS_ERRORS (sds, ATOMIC, MODIFY, APPEND_LINKS)
LIMIT_WOULD_BE_EXCEEDED (MAX_DEFINITION_NAME_SIZE)

[t sds has OWNER granted or denied: «
OWNER_PROPAGATION_ERRORS_ON_COMPONENT_CREATION (new”|type_in_sds)

PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
SDS_IS_IN_A_WORKING_SCHEMA (sds)
SDS_IS_UNKNOWN (sds)
TYPE_NAME_IN_SDS_IS_DUPLICATE (sds, local_name)
TYPE_NAME_IS_INVALID (local _name)

10.2.5§ SDS_CREATE_DESIGNATION LINK_TYPE

SDS_CREATE_DESIGNATION_LINK_TYPE (
sds : Sds_designator,
local_name :[Name],
lower_bound :[Natural],
upper_bound :[Natural],

duplication : Duplication,
key_types . Key_types_in_sds
)
new_type : Link_type_nominator_in_sds

SDS_CREATE_DESIGNATION.LINK_TYPE creates a new designation link type hew_type and
its associated link type in SDS new_type in_sds in the SDS sds. ,

The operation creates a "definition" link from sds to new_type in_sds; the key of the link is the
system-assigned type identifier of new_type. The operation also creates an "of _type" link from
new_type_in_sds to new’ type.

If local _name is supplied, a "named_definition" link is created from sds to new_type in_sds with
local_name as key) together with its reverse "named_in_sds" link.

The type identifier of new_type is set to an implementation-defined value which identifies the type
within the_.PCTE installation.

The three definition mode attributes of new type in_sds are set to 19, [representing
CREATE_MODE, DELETE_MODE, and NAVIGATE_MODE, and its creation of importation
tinde is set to the system time. If local_name is supplied, the annotation of new_type| in_sds is set
Y STing.

The lower bound, upper bound (if provided), and duplication of new_type are set from the
parameters of the same names. If new_type is of cardinality many, for each attribute type of
key_types, a "key_attribute" link is created from new_type to that attribute type. The keys of
these links correspond to the order of the key attribute types in key types starting at 0 and
incremented by 1. The category of new_type is set to DESIGNATION.

The sets of origin object types in SDS and destination object types in SDS of new_type are
initially empty.

The new objects reside on the same volume as sds. Their access control lists are built using the
default atomic ACL and the default object owner of the calling process, and their confidentiality
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labels and integrity labels are set to be equal to the current conﬁdentxahty context and integrity
context, respectively, of the calling process.

For each created object, an "object_on_volume" link is created from the volume on which the
object resides to the object. The key of the link is the exact identifier of the object.

Write locks of the default mode are obtained on the created objects and links except the new
"object_on_volume" links.

Errors
ACLESS_ERRORS (element of key types, ATOMIC, CHANGE, APPEND_IMPLICIT)
ACCESS_ERRORS (sds, ATOMIC, MODIFY, APPEND_LINKS)
KEY_TYPE_IS_BAD (element of key_types)
KEY_TYPES_ARE_MULTIPLE (key_types)
LIMIT_WOULD_BE_EXCEEDED (MAX_DEFINITION_NAME_SIZE)

LINK_TYPE_PROPERTIES_ARE_INCONSISTENT (DESIGNATIONy lower_bound
upper_bound, SHARABLE, NON_STABLE, duplication)

LINK_TYPE_PROPERTIES_AND_KEY_TYPES_ARE_INCONSISTENT (DESIGNATION,
lower_bound, upper_bound, SHARABLE, NON_STABLE, duplication, key_types) :

If s¢ls has OWNER granted or denied:
OWNER_PROPAGATION_ERRORS_ON_COMPONENT_CREATION (new_type_in_sds)

PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMAXUPDATE)
SD$_IS_IN_A_WORKING_SCHEMA (sds)
SDF_IS_UNKNOWN (sds)

TYPE_IS_UNKNOWN_IN_SDS (sds, element of key types)
TYPE_NAME_IN_SDS_IS_DUPLICATE(sds, local_name)
TYPE_NAME_IS_INVALID (local_name)

SDS_CREATE_ENUMERAL_TYPE (
sds : Sds_designator,
local_name :[Name]

)

new_type : Enumeral_type_nominator_in_sds
SDJ_CREATE_ENUMERAL_TYPE creates a new enumeral typc new_type and its gssociated
enumeral typ€in SDS new type_in_sds in the SDS sds.

Thg operation creates a "definition" link from sds to new_type in_sds; the key of the link is the
system-<assigned type identifier of new type. The operation also creates an "of_type" link from
ew \lype_in_sds to new_type.

If local_name is supplied, a "named_definition" link is created from sds to new_type_in_sds with
local_name as key, together with its reverse "named_in_sds" link.

The type identifier of new_type is set to an implementation-defined value which identifies the type
within the PCTE installation.

The creation or importation time of new_type_in _sds is set to the system time. If local _name is
supplied, the annotation of new_type in_sds is set to the complete name of the created type;
otherwise it is set to the empty string. The image of new_type_in_sds is set to the empty string.

The new objects reside on the same volume as sds. Their access control lists are built using the
default atomic ACL and the default object owner of the calling process, and their confidentiality
labels and integrity labels are set to be equal to the current confidentiality context and integrity
context, respectively, of the calling process.
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For each created object, an "object_on_volume" link is created from the volume
object resides to the object. The key of the link is the exact identifier of the object.

¢ 1995(E)

on which the

Write locks of the default mode are obtained on the created objects and 11nks except the new

"object_on_volume" lmks

Errors

ACCESS_ERRORS (sds, ATOMIC, MODIFY, APPEND_LINKS)
LIMIT_WOULD_BE_EXCEEDED (MAX_DEFINITION_NAME_SIZE)

If sds has OWNER granted or denied:
OWNER_PROPAGATION_ERRORS_ON_COMPONENT_CREATION (new

PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
SDS_IS_IN_A_WORKING_SCHEMA (sds) ' :
SDS_IS_UNKNOWN (sds)
TYPE_NAME_IN_SDS_IS_DUPLICATE (sds, local_name)
TYPE__NAME_IS_INVALID (local_name)

SDS_CREATE_ENUMERATION_ATTRIBUTE_TYPE (

sds : Sds_designator,
local_name :[Name],
values : Enumeration_values,
duplication : Duplication,
initial_value :[ Natural ]
)
new_type : Attribute_type’\nominator_in_sds

SDS_CREATE_ENUMERATION_ATTRIBUTE. TYPE creates a new enumefation
new_type, and its associated attribute type in SDS new_type_in_sds in the SDS sds.

The operation creates a "definition" link from sds to new_type_in_sds; the key of 1

new_type in_sds to new Iype.

"enumeral" links are created from new _type to the enumeral types specified in
"position" key attributes of the links are set according to the sequential order

nominators in‘value, starting at 0 and incremented by 1 for each enumeral type.
"enumeral_of"' links are also created.

If local -name is supplied, a "named_definition" link is created from sds to new_typq
local_name as key, together with its reverse "named_in_sds" link.

system-assigned type identifier of new_type. The operation also creates an "of_typ

" |type_in_sds)

attribute type

he link is the
e" link from

values. The
of the type
The reverse

e in_sds with

The type identifier of new _type is set to an implementation-defined value which ide

ifies the type

|within the PCTE installation. The duplication of new type is set to duplication. The initial value

position of new_type is set to initial_value if supplied, and otherwise to 0.

The three definition mode attributes of new_type_in_sds are set to 12, representingREAD_MODE
and WRITE_MODE, and its creation or importation time is set to the system time. If local name

is supplied, the annotation of new_type_in_sds is set to the complete name of the
otherwise it is set to the empty string.

created type;

The new objects reside on the same volume as sds. Their access control lists are built using the
default atomic ACL and the default object owner of the calling process, and their confidentiality

labels and integrity labels are set to be equal to the current confidentiality context
context, respectively, of the calling process.

and integrity

For each created object, an obJect_on_volumc" link is created from the volume on which the

object resides to the object. The key of the link is the exact identifier of the object.
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Write locks of the default mode are obtained on the created objects and links except the new
"object_on_volume" links. : ‘

A write lock of the default mode is obtained on any enumeral type specified in values if the
OWNER discretionary access right is granted for a group to new_type (the default object owner
group), and a different OWNER discretionary access right exists for the same group to that
enumeral type.

Errors

s »,

ement of values, ATOMIC, CHANGE, APPEND_IMPLICIT)

ERAL_TYPES_ARE_MULTIPLE (values)
GE_IS_DUPLICATED (values, sds) :
LIMIT_WOULD_BE_EXCEEDED (MAX_DEFINITION_NAME_SIZE)

If sds has OWNER granted or denied: ‘
DWNER_PROPAGATION_ERRORS_ON_COMPONENT_CREATION (new_typd_in_sds)

E_NAME_IN_SDS_IS_DUPLICATE (sds, local-name)
PE_NAME_IS_INVALID (local_name)

SDS_CREATE_FLOAT_ATTRIBUTE_TYPE (

sds : Sds_designator;*
local_name :[ Name ],
initial_value :[ Float ],
duplication : Duplication
)
new_type : Attribute_type_nominator_in_sds

SDS_CREATE_FLOAT_ATTRIBUTE_TYPE creates a new float attribute type new_typle, and its
assdciated attribute typein SDS new _type _in_sds in the SDS sds.

Theloperation creates a "definition" link from sds to new_type_in__sds; the key of the link is the
system-assigned-type identifier of new type. The operation also creates an "of_type" link from
new| type_in-sds to new_type.

If Idcal_narne is supplied, a "named_definition" link is created from sds to new_type_in|sds with
locdl_name as key, together with its reverse "named_in_sds" link.

— = ichidentifies the type
within the PCTE installation. The duplication of new_type is set to duplication. The float initial
value of new_type is set to initial_value if supplied, and otherwise to 0.0 (zero).

The three definition mode attributes of new_type_in_sds are set to 12, representing READ_MODE
and WRITE_MODE, and its creation or importation time is set to the system time. If local_name
is supplied, the annotation of new_type_in_sds is set to the complete name of the created type;
otherwise it is set to the empty string.

The new objects reside on the same volume as sds. Their access control lists are built using the
default atomic ACL and the default object owner of the calling process, and their confidentiality
labels and integrity labels are set to be equal to the current confidentiality context and integrity
context, respectively, of the calling process. '
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For each created object, an "object_on_volume" link is created from the volume on which the
object resides to the object. The key of the link is the exact identifier of the object.

Write locks of the default mode are obtained on the created objects and links except the new
"object_on_volume" links.

Errors

ACCESS_ERRORS (sds, ATOMIC, MODIFY, APPEND_LINKS)
ATTRIBUTE_VALUE_LIMIT_WOULD_BE_EXCEEDED (initial_value)
LIMIT_WOULD_BE_EXCEEDED (MAX_DEFINITION_NAME_SIZE)

If sds has OWNER granted or denied:
OWNER_PROPAGATION_ERRORS_ON_COMPONENT_CREATION. (new| type_in_sds)

PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
SDS_IS_IN_A_WORKING_SCHEMA (sds)
SDS_IS_UNKNOWN (sds)
TYPE_NAME_IN_SDS_IS_DUPLICATE (sds, local_name)
TYPE_NAME_IS_INVALID (local_name)

10.2.9 SDS_CREATE_INTEGER_ATTRIBUTE_TYPE
SDS_CREATE_INTEGER_ATTRIBUTE_TYPE {(

sds : Sds_designator,
local_name :[Namel,
initial_value :{ Integer],
duplication : Duplication
) ! ;
new_type : Aftribute_type> nominator_in_sds

SDS_CREATE_INTEGER_ATTRIBUTE_TYPE creates a new integer attribute type new_type,
and its associated attribute type in'SDS new_type _in_sds in the SDS sds.

The operation creates a "definition" link from sds to new_type_in_sds; the key of fhe link is the
system-assigned type identifier of new_type. The operation also creates an "of_type" link from
new_type_in_sds to néw. type.

If local_name is supplied, a "named_definition" link is created from sds to new_type_in_sds with
local_name as key, together with its reverse "named_in_sds" link.

The type identifier of new_type is set to an implementation-defined value which idertifies the type
within the PCTE installation. The duplication of new_type is set to duplication. The|integer initial
value of wew _type is set to initial_value if supplied, and otherwise to 0 (zero).

The-three definition mode attributes of new_type_in_sds are set to 12, representing READ_MODE
and WRITE_MODE, and its creation or importation time is set to the system time. [f local_name
is-supplied, the annotation of new_type in sds is set to the complete name of thel created type;
otherwise it is set to the empty string.

The new objects reside on the same volume as sds. Their access control lists are built using the
default atomic ACL and the default object owner of the calling process, and their confidentiality

labels and integrity labels are set to be equal to the current confidentiality context and integrity
context, respectively, of the calling process.

For each created object, an "object_on_volume" link is created from the volume on which the
object resides to the object. The key of the link is the exact identifier of the object.

Write locks of the default mode are obtained on the created objects and links except the new
"object_on_volume" links.
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Errors

ACCESS_ERRORS (sds, ATOMIC, MODIFY, APPEND_LINKS)
ATTRIBUTE_VALUE_LIMIT WOULD_BE_EXCEEDED (initial_value)
LIMIT_WOULD_BE_EXCEEDED (MAX_DEFINITION_NAME_SIZE)

If sds has OWNER granted or denied:
OWNER_PROPAGATION_ERRORS_ON_COMPONENT_CREATION (new_type_in_sds)

PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)

SD IS UNKNOWN (sds)
TYPE_NAME_IN_SDS_IS_DUPLICATE (sds, local_name)
E_NAME_IS_INVALID (local_name)

SDS_CREATE_NATURAL_ATTRIBUTE_TYPE (

sds : Sds_designator,
local _name :[ Name],
initial_value :[ Natural ],
duplication : Duplication
)
new_type : Attribute_type_nominator_in_sds

SD$_CREATE_NATURAL_ATTRIBUTE_TYPE creates a new natural attribute type new_type,
and|its associated attribute type in SDS new_type.in_sds in the SDS sds.

The| operation creates a "definition" link from,sds to new_type in_sds; the key of the link is the
system-assigned type identifier of new_type. The operation also creates an "of_type" link from
new type_in_sds to new_type.

If lgcal_name is supplied, a "named - deﬁmtlon link is created from sds to new_type_in| sds with
locql_name as key, together with itsreverse "named_in_sds" link.

The|type identifier of new_type(is set to an implementation-defined value which identifies the type
within the PCTE installation. , The duplication of new_type is set to duplication. The natural initial
valye of new_type is set to initial_value if supplied, and otherwise to 0 (zero).

Thef three definition mode attributes of new_type_in_sds are set to 12, representing READ _MODE
and|WRITE_MODE; and its creation or importation time is set to the system time. If lo¢al name
is sypplied, the.annotation of new_type_in_sds is set to the complete name of the credted type;
othdrwise it isset to the empty string.

The|new @bjects reside on the same volume as sds. Their access control lists are built psing the
defgult atomic ACL and the default object owner of the calling process, and their configentiality
labdls and integrity labels are set to be equal to the current confidentiality context and|integrity
contex ively, calling process.

For each created object, an "object_on_volume" link is created from the volume on which the
object resides to the object. The key of the link is the exact identifier of the object.

Write locks of the default mode are obtained on the created objects and links except the new
"object_on_volume" links.
Errors

ACCESS_ERRORS (sds, ATOMIC, MODIFY, APPEND_LINKS)
ATTRIBUTE_VALUE_LIMIT_WOULD_BE_EXCEEDED (initial_value)
LIMIT_WOULD_BE_EXCEEDED (MAX_DEFINITION_NAME_SIZE)
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If sds has OWNER granted or denied:
OWNER_PROPAGATION_ERRORS_ON_COMPONENT_CREATION (new_type_in_sds)

PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
SDS_IS_IN_A_WORKING_SCHEMA (sds)
SDS_IS_UNKNOWN (sds) '
TYPE_NAME_IN_SDS_IS_DUPLICATE (sds, local_name)
TYPE_NAME_IS_INVALID (local_name) ’

10.2.11 SDS_CREATE_OBJECT_TYPE
SDS_CREATE__OBJECT__TYPE (

sds : Sds_designator,

local_name :[ Name ], '

parents : Object_type_| nominators_in_sds
new_type : Object_type_nominator_in_sds

SDS_CREATE_OBJECT_TYPE creates a new object type new, type and its assocmted object type
in SDS new_type_in_sds in the SDS sds.

The contents type of new_type is determined as follows, If one or more of the opject types in
parents has a contents type (if more than one, they must all have the same contents type) then
new_type has that contents type; otherwise new_rype has no contents type.

The type identifier of new_type is set to an 1mplementat10n-deﬁned value which identifies the type
within the PCTE installation.

The operation creates a "definition" link from sds to new_type_in_sds; the key of the link is the
system-assigned type identifier of new #ype. The operation also creates an "of _tyjpe" link from
new_type_in_sds to new_type.

If local_name is supplied, a "named_definition" link is created from sds to new_type_in_sds with
local_name as key, together with its reverse "named_in_sds" link. "parent_type" links are created
from new_type to each of parents, together with their reverse "child_type" links.

The three definition-mode attributes of new_type in_sds are set to 1,|representing
CREATE_MODE, and-ts creation or importation time is set to the system time. Ifocal_name is
supplied, the annotation of new_type_in_sds is set to the complete name of the|created type;
.| otherwise it is s¢t'fo the empty string.

The new objects reside on the same volume as sds. Their access control lists are built using the
default atomic ACL and the default object owner of the calling process and their ¢onfidentiality
labels and integrity labels are set to be equal to the current confidentiality context and integrity
context, respectively, of the calling process.

For each created object an ObJCCt on volurne 11nk is created from the volume on which the

Write locks of the default mode are obtained on the created objects and links except the new
"object_on_volume" links.

Errors

ACCESS_ERRORS (element of parents, ATOMIC, CHANGE, APPEND_IMPLICIT)
ACCESS_ERRORS (sds, ATOMIC, MODIFY, APPEND_LINKS)
LIMIT_WOULD_BE_EXCEEDED (MAX_DEFINITION_NAME_SIZE)
OBJECT_TYPE_WOULD_HAVE_NO_PARENT_TYPE (parents)

If sds has OWNER granted or denied:
OWNER_PROPAGATION_ERRORS_ON_COMPONENT _ CREATION (new_type_in_sds)
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PARENT _BASIC_TYPES_ARE_MULTIPLE (parents)
PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
SDS_IS_IN_A_WORKING_SCHEMA (sds)
SDS_IS_UNKNOWN (sds)

TYPE_IS_UNKNOWN_IN_SDS (sds, element of parents)
TYPE_NAME_IN_SDS_IS_DUPLICATE (sds, local name)
TYPE_NAME_IS_INVALID (local_name)

10.2.12 SDS_CREATE_RELATIONSHIP_TYPE

SDS_CREATE_RELATIONSHIP_TYPE (
sds : Sds_designator,
forward_local_name :[Name],
forward_category : Category,
forward_lower_bound :Natural,
forward_upper_bound ;[ Natural ],
forward_exclusiveness : Exclusiveness,
forward_stability : Stability,
forward_duplication : Duplication,
forward_key_types : [ Key_types_in_sds ],
reverse_local_name :[Name],
reverse_category : Category,
reverse_lower_bound : Natural,
reverse_upper_bound ;[ Natural },
reverse_exclusiveness : Exclusiveness;
reverse_stability : Stability,
reverse_duplication : Duplication;
reverse_key_types 1 [ Key_types_in_sds ]

)
new_forward_type : Link_type_nominator_in_sds,
new_reverse_type .. Link_type_nominator_in_sds

SDY_CREATE_RELATIONSHIP_TYPE creates two new non-designation lin
new forward_ type and-new_reverse_type, and their associated types
new| forward_type_in_sds'and new_reverse_type_in_sds in the SDS sds. The new lipk types
are the reverse of each other.

The| operation credtes "definition" links from sds to new_forward_type_in_§ds and
new| reverse_type_in) sds, and their reverse "type_in_sds" links; the keys of the "definitipn" links
are the system-assigned type identifiers of new forward_ type and new_reverse_type. The
opemation alse Creates "of_type" links from new_forward_type in_sds to new _forward pe and
from new _reverse_type_in_sds to new_reverse_type, and their reverse "has_type_in_sds| links.

If farward local name is supplied, a "named_definition" link is created from sds to
new|forward_type_in_sds with forward_local_name as key. If reverse_local_name is supplied, a
"named_definition" link is created from sds to new_reverse_type_in_sds with reverse_local_name
as key, together with its reverse "named_in_sds" link.

The type identifiers of new forward type and new_reverse_type are set to implementation-
dependent values which identify the types within the PCTE installation.

Two "reverse" links are created between new_forward_type and new_reverse_type, one in each
direction. - B

The three definition mode attributes of new forward_type in_sds and new_reverse_type in_sds
are set to 19, representing CREATE_MODE, DELETE_ MODE, and NAVIGATE_MODE, and
their creation or importation times are set to the system time. If forward_local_name is supplied,
the annotation of new_forward_type_in_sds is set to the complete name of the created type;
otherwise it is set to the empty string. If reverse local name is supplied, the annotation of
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new_reverse_type_in_sds is set to the complete name of the created type; otherwise it is set to the
empty string.

The category, lower and upper bounds, exclusiveness, stability, and duplication of
new_ forward_type are set from forward_category, forward lower _bound,
forward_upper_bound, forward_exclusiveness, forward_stability, and forward_. dupltcatzon,
respectively; the category, lower and upper bounds exclusiveness, stability, and duplication of
new_reverse_type are set from reverse_category, reverse_lower bound reverse_upper_bound,
reverse exclustveness, reverse stabllzty, and reverse duplzcatzon, respectively. Furthermore, if
for either link type the cardinality is MANY, for each attribute type of forward key types or
reverse_key types, a "key_attribute” link is created from new_forward_type or new| reverse_type
respectively to that attribute type. The keys of these links correspond to the-order of the key
attribute types in forward_key types or reverse_key_types starting at 0 and incremerjted by 1.

The new objects reside on the same volume as sds. Their access control lists are Quilt using the
default access control list of the calling process, and their confidentiality.labels and iptegrity labels
are set to be equal to the current confidentiality context and integrity ¢ontext, respegtively, of the
calling process. ‘

For each created object, an "object_on_volume" link is created from the volume [on which the
object resides to the object. The key of the link is the exact identifier of the object.

Write locks of the default mode are obtained on the oreated objects and lmks (except the new
"object_on_volume" links).

Errors

ACCESS_ERRORS (sds, ATOMIC, MODIEY{ APPEND_LINKS)
ACCESS_ERRORS (element of forward_key types, ATOMIC, CHANGE,
APPEND_IMPLICIT)

ACCESS_ERRORS (element of reverse_key types, ATOMIC, CHANGE,
APPEND_IMPLICIT)

KEY_TYPE_IS_BAD (element-of forward_key types)
KEY_TYPE_IS_BAD (element of reverse_key types)
KEY_TYPES_ARE_MULTIPLE (forward_key types)
KEY_TYPES_ARE_MULTIPLE (reverse_key types)
LIMIT_WOULD_BE_EXCEEDED (MAX_DEFINITION_NAME_SIZE)
LINK_TYPE_CATEGORY_IS_BAD (forward_link_type, (COMPOSITION, EXI§TENCE,
REFERENCE, IMPLICIT))
LINK_TYPE_CATEGORY_IS_BAD (reverse_link_type, (COMPOSITION EXISTENCE,
| REFERENCE, IMPLICIT))

| LINK=TYPE_PROPERTIES_ARE_INCONSISTENT (forward_category,
forward_lower _bound, forward upper_bound, forward_exclusiveness, forward_stgbility,
forward_duplication)
LINK_TYPE_PROPERTIES_ARE_INCONSISTENT (reverse_category, reverse_lower_bound,
reverse_upper_bound, reverse_exclusiveness, reverse_stability, reverse_duplication)
- LINK_TYPE_PROPERTIES_AND_KEY_TYPES_ARE_INCONSISTENT (forward_category,
forward_lower_bound, forward_upper_bound, forward_exclusiveness, forward_stability,
forward duplzcatzon forward_key types)
LINK_TYPE_PROPERTIES_AND_KEY_TYPES_ARE_INCONSISTENT (reverse category,
reverse_lower_bound, reverse_upper_bound, reverse_exclusiveness, reverse_stability,
reverse_duplication, reverse_key_types)
If sds has OWNER granted or denied:

OWNER_PROPAGATION_ERRORS_ON_COMPONENT CREATION (type in sds of
Jorward_link_type)
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OWNER_PROPAGATION_ERRORS_ON_COMPONENT_CREATION (type in sds of
reverse_link_type)

PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)

RELATIONSHIP_TYPE_PROPERTIES_ARE_INCONSISTENT (forward_category,
forward_lower_bound, forward_upper_bound, forward_exclusiveness, forward_stability,
forward_duplication, reverse_category, reverse_lower_bound, reverse_upper_bound,
reverse_exclusiveness, reverse_stability, reverse_duplication)

SDS_IS_IN_A_WORKING_SCHEMA (sds)

SDS_IS_UNKNOWN (5ds)

TYPE_IS_UNKNOWN_IN_SDS (sds, element of forward_key_types)
TYPE_IS_UNKNOWN_IN_SDS (sds, element of reverse_key_types)
TYPE_NAME_IN_SDS_IS_DUPLICATE (forward_local_name)
TYPE_NAME_IN_SDS_IS_DUPLICATE (reverse: local_name)
TYPE_NAME_IS_INVALID (forward_local_name)
TYPE_NAME_IS_INVALID (reverse_local_name)

SDS_CREATE_STRING_ATTRIBUTE_TYPE (

sds : Sds_designator,
local_name :[Name],
initial _value :[ String ],
duplication : Duplication
)
new_type . Attribute_type_nominator_in_sds

SDS_CREATE_STRING_ATTRIBUTE_TYPE creates a new string attribute type new |fype, and
its associated attribute type in SDS new;type_in_sds in the SDS sds. :

Thg operation creates a "definitionlink from sds to new_type_in_sds; the key of the link is the
system-assigned type identifier of-new_type. The operation also creates an "of_type" link from
new_type_in_sds to new_type:

If lpcal_name is supplied, a "named_definition" link is created from sds to new_type_in_sds with
locql_name as key, together with its reverse "named_in_sds" link.

Thg type identifier of new_type is set to an implementation-defined value which identifies the type
within the PCTE installation. The duplication of new_type is set to duplication. The strjing initial
valye of new_type is set to initial_value if supplied, and otherwise to the empty string.

The three définition mode attributes of new_type_in_sds are set to 12, representing READ_MODE
and WRITE_MODE, and its creation or importation time is set to the system time. If local_name
is supplied, the annotation of new_type_in_sds is set to the complete name of the created type;
otherwise it is set to the empty string.

The new objects reside on the same volume as sds. Their access control lists are built using the
default atomic ACL and the default object owner of the calling process, and their confidentiality
labels and integrity labels are set to be equal to the current confidentiality context and integrity
context, respectively, of the calling process.

For each created object, an "object_on_volume" link is created from the volume on which the
object resides to the object. The key of the link is the exact identifier of the object.

Write locks of the default mode are obtained on the created objects and links except the new
"object_on_volume" links. ,

Errors
ACCESS_ERRORS (sds, ATOMIC, MODIFY, APPEND_LINKS)
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ATTRIBUTE_VALUE_LIMIT_WOULD_BE_EXCEEDED (initial_value)
LIMIT_WOULD_BE_EXCEEDED (MAX_DEFINITION_NAME_SIZE) -
If sds has OWNER granted or denied:

ISO/IEC- 13719-1 :

1995(E)

OWNER_PROPAGATION_ERRORS_ON_COMPONENT_CREATION (new_type in_sds)

PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
SDS_IS_IN_A_WORKING_SCHEMA (sds)
SDS_IS_UNKNOWN (sds)
TYPE_NAME_IN_SDS._IS_ DUPLICATE (sds, local_name)

TYPE_NAME_IS_INVALID (local_name) -

SDS_CREATE_TIME_ATTRIBUTE_TYPE

SDS_CREATE_TIME_ATTRIBUTE_TYPE (
sds : Sds_designator,
local_name :[Name ],
initial_value [ Time],
duplication : Duplication

) ,

new_type : Attribute_type_nominator_in_sds

DS_CREATE_TIME_ATTRIBUTE_TYPE creates a-new time attribute type new |

q
gdssociated attribute type in SDS new_type_in_sds in'the’SDS sds.
The operation creates a "definition" link from sds'to new_type_in_sds; the key of th

new_type_in_sds to new_type.

local_name is supplied, a "named_definition" link is created from sds to new_type|
lbcal name as key, together with its reverse "named_in_sds" link.

gystem-assigned type identifier of new_type.-The operation also creates an "of_typg

type, and its

e link is the
" link from

| in_sds with

e type identifier of new_type is set'to an implementation-defined value which identifies the type

ithin the PCTE installation. 'Fhe duplication of new_type is set to duplication. Th¢
alue of new_rype is set to initial_value if supplied, and otherwise to 1980-01-01T00:

e three definition mode attributes of new_type_in_sds are set to 12, representing RE
qnd WRITE_MODE, and'its creation or importation time is set to the system time. If
if supplied, the anndtation of new_type in_sds is set to the complete name of the
gtherwise it is set(to, the empty string.

¢ new objects-reside on the same volume as sds. Their access control lists are by

time initial
00:00Z.

AD_MODE
local_name
reated type;

ilt using the

default atomic' ACL and the default object owner of the calling process, and their copfidentiality

labels and\integrity labels are set to be equal to the current confidentiality context 3
gontextyrespectively, of the calling process.

ind integrity

n which the

for. each created obJect an object on volume hnk is created from the volume o

Write locks of the default mode are obtained on the created objects and links except the new

"object_on_volume" links.

Errors

ACCESS_ERRORS (sds, ATOMIC, MODIFY, APPEND_LINKS)
ATTRIBUTE_VALUE_LIMIT_WOULD_BE_EXCEEDED (initial_value)
LIMIT_WOULD_BE_EXCEEDED (MAX_DEFINITION_NAME_SIZE)
If sds has OWNER granted or denied:

OWNER_PROPAGATION_ERRORS_ON_COMPONENT_CREATION (new_type_in_sds)

PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
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SDS_IS_IN_A_WORKING_SCHEMA (sds)
SDS_IS_UNKNOWN (sds)
TYPE_NAME_IN_SDS_IS_DUPLICATE (sds, local_name)
TYPE_NAME_IS_INVALID (local_name)

10.2.15 SDS_GET_NAME

10.2.16 [SDS_IMPORT_ATTRIBUTE_TYPE

78

SDS_GET_NAME (
——sds——Sds_de

—designatot
)
name :Name
SDY_GET_NAME returns the name of the SDS sds.
Thereturned name name is the key of the "known_sds" link from the SDS directory to sd
A read lock of the default mode is obtained on that link.

ig

Errprs

ACCESS_ERRORS (the SDS directory, ATOMIC, READ, READLINKS)
SDS_IS_UNKNOWN (sds)

SDS_IMPORT_ATTRIBUTE_TYPE (

to_sds : Sds_designator,

from_sds : Sds_designator,

type : Attribute_type_nominator_in_sds,
local_name :[ Name ]

)

SDY_IMPORT_ATTRIBUTE_TYPE imports the attribute type type from the SDS from_ sds to
the $DS 10_sds, along with the associated enumeral types if type is an enumeration attribyte type.

If type is an enumeration attribute type, all its enumeral types are implicitly imported, if nqt already
in t¢_sds. The implicitly imported enumeral types have the same images as in from_sds, but do
not have local names in to: sds.

The|operation creates-an attribute type in SDS type_in_sds in to_sds associated with type If type
is ap enumeration attribute type, it also creates an enumeral type in SDS in sds associgted with
each enumeral type of rype (unless one already exists). For each of the created types in SDS a
"defiinition" link is created from to_sds whose key is the type identifier of the associated type.

An ["of_type" link from each new type in SDS to its associated type and its| reverse
"had_type,in_sds" link are created.

—_hame - 2 Nas a 10cal name - d named de pition" link from
to_sds 1o type_in_sds and its reverse "named_in_sds" link are created. The key of the

"named_definition' link is local_name if supplied, otherwise the local name of type in from_sds.

Each of the three definition mode attributes of rype_in_sds is set to the export mode of the
corresponding type in SDS in from_sds.

The creation or importation time of each new type in SDS is set to the system time.

The annotation of each new type in SDS is the same as the annotation of the corresponding type in
SDS in from_sds.

The new types in SDS reside on the same volume as zo_sds. Their access control lists are built
using the default atomic ACL and default object owner of the calling process, and their
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confidentiality labels and integrity labels are set to be equal to the current confidentiality context
and integrity context, respectively, of the calling process.

An "object_on_volume" link is created to each new type in SDS from the volume on which it
resides. The key of the link is the exact identifier of the new type in SDS.

Read locks of the default mode are obtained on the types in SDS in from_sds. Write locks of the
default mode are obtained on the new types in SDS and links (except the new "object_on_volume"
links).

Errors

ACCESS_ERRORS (from_sds, ATOMIC, READ, NAVIGATE)
ACCESS_ERRORS (to_sds, ATOMIC, MODIFY, APPEND_LINKS)

ACCESS_ERRORS (the type in SDS associated with type in from_sds, ATOMIC, READ,
EXPLOIT_SCHEMA)

ACCESS_ERRORS ("type" object associated with type, ATOMIC, CHANGE,
APPEND_IMPLICIT)

[f type is an enumeration attribute type, for each enumeral type E associated with type|not already

present in to_sds:
ACCESS_ERRORS (E, ATOMIC, CHANGE, APPEND- IMPLICIT)

[f type is an enumeration attribute type:
IMAGE_IS_DUPLICATED (enumeral types of type, sds)

[f z0_sds has OWNER granted or denied:
OWNER_PROPAGATION_ERRORS_ON:COMPONENT_CREATION (type_{n_sds)

PRIVILEGE_IS_NOT_GRANTED (PCTE.SCHEMA_UPDATE)
SDS_IS_IN_A_WORKING_SCHEMA (to_sds)
SDS_IS_UNKNOWN (t0_sds)

SDS_IS_UNKNOWN (from_sds)
TYPE_IS_ALREADY_KNOWN_IN_SDS (type, to_sds)

[f local _name is supplied:
TYPE_NAME_IN_SDS, IS_ DUPLICATE (to_sds, local_name)

[f local_name is not supplied:
TYPE_NAME_IN_-SDS_IS_DUPLICATE (t0_sds, local name of type in from_sgs)

TYPE_IS_UNKNOWN_IN_SDS (from_sds, type)
I'YPE_NAMECS_INVALID (local_name)

10.2.1f SDS.IMPORT_ENUMERAL_TYPE
SDS_IMPORT_ENUMERAL_TYPE (

to_sds : Sds_designator,
—ffO'fﬁ:SdS_f_SﬂS__duaiyﬁa‘wl S

type : Enumeral_type_nominator_in_sds,

local_name ;[ Name ]

)

SDS_IMPORT_ENUMERAL_TYPE imports the enumeral type type from the SDS from_sds to
the SDS to0_sds.

The operation creates an enumeral type in SDS type_in_sds in to_sds associated with zype. A
"definition" link is created from to_sds to type_in_sds whose key is the type identifier of type,
together with its reverse "in_sds" link.

ix}nk"of_type" link is created from type_in_sds to type, together with its reverse "has_type_in_sds"
ink.
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If local_name is supplied, or if fype has a local name in from_sds, a "named_definition" link is
created from to_sds to type_in_sds, together with its reverse "named_in_sds" link. The key of the
"named_definition" link is Jocal_name if supplied, otherwise the local name of rype in from_sds.

The creation or importation time of zype_in_sds is set to the system time.

The annotation of type_in_sds is the same as the annotation of the corresponding type in SDS in
from_sds.

type_in_sds resides on the same volume as to_sds. Its access control lists are built using the
mic A e de object owner of the calling process, and its confidentiality label
al to the current confidentiality context and integrity context,

and ntt label is set to be equ
ectively, of the calling process.

An["object_on_volume" link is created to typé_in_sds from the volume on which it resjdes. The
key| of the link is the exact identifier of type_in_sds.

Rejd locks of the default mode are obtained on the type in SDS in from/sds. Write logks of the
default mode are obtained on type in_sds and the createdrlinks (except [the new
"object_on_volume" link).

Errors

AQCESS_ERRORS (from_sds, ATOMIC, READ, NAVIGATE)
ACQCESS_ERRORS (to_sds, ATOMIC, MODIFY, APPEND_LINKS)

ACCESS_ERRORS (the type in SDS associated with-fype in from_sds, ATOMIC, READ
EXPLOIT_SCHEMA)

ACCESS_ERRORS (the imported rype object, ATOMIC, CHANGE, APPEND_IMPLI(IT)

sds has OWNER granted or denied:
OWNER_PROPAGATION_ERRORS.(ON_COMPONENT_CREATION (type_in_lsds)

ILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
_IS_IN_A_WORKING_SCHEMA (to_sds)
_IS_UNKNOWN (ro_sds)

S_IS_UNKNOWN (from_sds)
PE_IS_ALREADY_KNOWN_IN_SDS (type, to_sds)

If lpcal_name is supplied: :
TYPE_NAME_IN:SDS_IS_DUPLICATE (fo_sds, local_name) ‘

If lpcal_name is not supplied:
TYPE_NAME_IN_SDS_IS_DUPLICATE (fo_sds, local name of type in from_sds)

TYPE_IS_UNKNOWN_IN_SDS (from_sds, type)
E_NAME_IS_INVALID (local_name)

10.2.18 | 'SDS_IMPORT_LINK_TYPE
SDS_IMPORT_LINK_TYPE (

to_sds : Sds_designator,

from_sds : Sds_designator,

type : Link_type_nominator_in_sds,
local_name ;[ Name ]

)

SDSEIMPORT_LINK_TYPE imports the link type type from the SDS from_sds to the SDS
to_sds.

All the key attribute types of zype, and its reverse link type with all its key attributes, are implicitly
imported, if not already in to_sds. The imported link types have the same key attributes as in
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from_sds. The link and the key attribute types implicitly imported do not have local names
assigned to them within to_sds.

The importation of a type (either explicitly or implicitly) results in the creation of a type in SDS in
to_sds associated with the imported type, with a "definition" link from Jrom_sds whose key is the
type identifier of the imported type. An "of_type" link from the new type in SDS to the imported
type and its reverse "has_type_in_sds" link are created.

If local_name is supplied or if type has a name in from_sds, a "named_definition" link is created
from to sds to the new link type in SDS associated with type, together with its reverse
‘lnamed_in_sds™ Iink. The key of the "named_definition™ link is local_name_if supplied,
therwise it is the local name of type in the SDS from_sds.

fach of the three definition mode attributes of each new type in SDS is set to.the export mode of
he corresponding type in SDS in from_sds.

'he creation or importation time of each new type in SDS is set to the system time.

'he annotation of each new type in SDS is the same as the annotation.of the correspording type in
DS in from_sds.

"he new types in SDS reside on the same volume as to_sds.\ Their access control lists are built
sing the default atomic ACL and default object owner/of the calling proces$, and their
onfidentiality labels and integrity labels are set to be equal to the current confidentiality context
nd integrity context, respectively, of the calling process,

n "object_on_volume" link is created to each new type in SDS from the volume|on which it
esides. The key of the link is the exact identifierof the new type in SDS.

e T mnc-‘._lrn_J_JHH-(h
>

ead locks of the default mode are obtained.on the types in SDS in from_sds. Write|locks of the
efault mode are obtained on the new types’in SDS and links (except the new "object_on_volume”
links).

rrors

CCESS_ERRORS (from_sds,ATOMIC, READ, NAVIGATE)
CCESS_ERRORS (to_sds; ATOMIC, MODIFY, APPEND_LINKS)

CCESS_ERRORS (type in SDS associated with fype in from_sds, ATOMIC, REAI
XPLOIT_SCHEMA)

CCESS_ERRORS-(an imported type, ATOMIC, CHANGE, APPEND_IMPLICIT)

or each key attribute type K of rype not already present in to_sds:
ACCESS+ERRORS (K, ATOMIC, CHANGE, APPEND_IMPLICIT)

type has areverse link type R not already present in to_sds:
ACCESS_ERRORS (R, ATOMIC, CHANGE, APPEND_IMPLICIT)

For each key attribute type K1 of R not already present in to_sds:
ACCESS_ERRORS (K1, ATOMIC, CHANGE, APPEND_IMPLICIT)

If to_sds has OWNER granted or denied:
OWNER_PROPAGATION_ERRORS_ON_COMPONENT_CREATION (type_in_sds)

If to_sds has OWNER granted or denied and J/ink_type has a reverse link type:
OWNER PRSI;AGATION ERRORS_ON_COMPONENT_CREATION (reverse of
type_in_sds
PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
SDS_IS_IN_A_WORKING_SCHEMA (fo_sds)
SDS_IS_UNKNOWN (fo_sds)
SDS_IS_UNKNOWN (from_sds)
TYPE_IS_ALREADY_KNOWN_IN_SDS (type, to_sds)

N
-
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If local_name is supplied:
TYPE_NAME_IN_SDS_IS_DUPLICATE (t0_sds, local_name)

If local_name is not supplied:
TYPE_NAME_IN_SDS_IS_DUPLICATE (to_sds, local name of type in from_sds)

TYPE_NAME_IS_INVALID (local_name)
TYPE_IS_UNKNOWN_IN_SDS (from_sds, type)

10.2.19 SDS_IMPORT_OBJECT_TYPE

82

SDS_IMPORT_OBJECT_TYPE (

to_sds : Sds_designator,

from_sds : Sds_designator,

type : Object_type_nominator_in_sds,
local_name :[Name ]

)

SDS_IMPORT_OBJECT_TYPE imports the object type type from the SDS from_sds t¢ the SDS
to_kds.

Thg importation of an object type implies the implicit importation of all its ancestor types if not
alrdady in to_sds. The attribute and link types applied to the explicitly or implicitly impofted types
are [not imported, nor is the notion of their application. The.object types implicitly imported do not
a local name assigned to them within to_sds

The importation of an object type (either explicit or imiplicit) results in the creation of an object type
in $DS in to_sds with a "definition" link from fo{ sds whose key is the type identifjer of the
imported type. An "of_type" link from the new-object type in SDS to the imported type and its
reverse "has_type_in_sds" link are created.

If lpcal_name is supplied or if the imported type has a name in the originating SDS, a
" ed_definition" link is created from‘to_sds to the new object type in SDS associated with
link_type, together with its reverse "named_in_sds" link. The key of the "named_definition" link
is lpcal_name if supplied, otherwise it is the local name of type in from_sds.

Eagh of the three definition mode attributes of each new type in SDS is set to the exporf mode of
the|corresponding type in SDSin from_sds.

Thg creation or importation time of each new type in SDS is set to the system time.

The¢ annotation of each new type in SDS is the same as the annotation of the corresponding type in
SDS in from_sds.

The¢ new types'in SDS reside on the same volume as to_sds. Their access control lists are built
using the default atomic ACL and default object owner of the calling process, and their
confidentiality labels and integrity labels are set to be equal to the current confidentialify context
and integrity context, respectively, of the calling process.

An CCl_on__ k S eate 0 each nev 5'_._'.' om-th
resides. The key of the link is the exact identifier of the new type in SDS.
Read locks of the default mode are obtained on the types in SDS in from_sds. Write locks of the

default mode are obtained on the new types in SDS and links (except the new "object_on_volume"
links). ;

Errors
ACCESS_ERRORS (from_sds, ATOMIC, READ, NAVIGATE)

ACCESS_ERRORS (t0_sds, ATOMIC, MODIFY, APPEND_LINKS)

ACCESS_ERRORS (object type in SDS associated with type in from sds, ATOMIC, READ,
EXPLOIT_SCHEMA) T

ACCESS_ERRORS (an imported type, ATOMIC, CHANGE, APPEND_IMPLICIT)

L 1"

H which it
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For each ancestor object type A of type not already present in to_sds:
ACCESS_ERRORS(A, ATOMIC, CHANGE, APPEND IMPLICIT)

If to sds has OWNER granted or denied:
OWNER_PROPAGATION_ERRORS_ON_COMPONENT_ CREATION (zype in_sds)

PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
SDS_IS_IN_A_WORKING_SCHEMA (to_sds)
SDS_IS_UNKNOWN (to0_sds)

SDS_IS_UNKNOWN (from sds)
PE_IS_ALREADY_KNOWN_IN_SDS (type, to_sds)

f local_name is supplied:
TYPE_NAME_IN_SDS_IS_DUPLICATE (to_sds, local_name)

f local_name is not supplied:
TYPE_NAME_IN_SDS_IS_DUPLICATE (fo_sds, local name of gype‘in from_sgis)

YPE_IS_UNKNOWN_IN_SDS (from_sds, type)
PE_NAME_IS_INVALID (local_name)

SDS_INITIALIZE

SDS_INITIALIZE (
sds : Sds_designator,
name :Name

)
DS_INITIALIZE establishes the SDS sds as.a known SDS by creating a "known_s{is" link with
ey name from the master of the SDS directory to sds.

read lock of the default mode is obtained on sds and a write lock of the default mode is obtained
n the created link.

rrors

CCESS_ERRORS (sds, ATOMIC, WRITE)
CCESS_ERRORS (master of the SDS directory, ATOMIC, MODIFY APPEND_IINKS)

f sds has successors or predecessors:
ACCESS_ERRQORS (successor or predecessor of sds, ATOMIC, SYSTEM_ACCESS)

IMIT_WOULD.BE_EXCEEDED (MAX_DEFINITION_NAME_SIZE)
RIVILEGEtIS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
DS_IS_KNOWN (sds)

DS_IS-NOT_EMPTY_NOR_VERSION (sds)

DS. NAME_IS_DUPLICATE (name)

DS NAME IS _INVALID (rame)

10.2.21 SDS_REMOVE
SDS_REMOVE {

sds : Sds_designator
)
SDS_REMOVE removes the SDS sds from the set of known SDSs.

The "known_sds" link to sds from the SDS directory is deleted. If that link is the last composition
or existence link to sds, then the "sds" object sds is deleted. In that case, the "object_on_volume"
link from the volume on which sds was residing to sds is also deleted.
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10.2.22

84

wit
link _type in_sds associated with link_type in sds.

A read lock of the default mode is obtained on sds if it is not deleted; a write lock otherwise.
Write locks of the default mode are obtained on the deleted links except the deleted
"object_on_volume" link.

Errors

ACCESS_ERRORS (the SDS directory, ATOMIC, MODIFY, WRITE_LINKS)
ACCESS_ERRORS (sds, COMPOSITE, MODIFY, DELETE)

If sds has predecessors or successors:

OB
OB
PRI
SD
SD!
SD

SDp

As
revy

If |
SDp
and

dele

Wri

Eri
AC

AC
AC

T , ’ —
JECT_HAS_LINKS_PREVENTING_DELETION (sds)
JECT_IS_IN_USE_FOR_DELETE (sds)

VILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
5_IS_IN_A_WORKING_SCHEMA (sds)
b_IS_NOT_EMPTY_NOR_VERSION (sds)
5_IS_UNKNOWN (sds)

SDS_REMOVE_DESTINATION

SDS_REMOVE_DESTINATION({
sds : Sds_designator,
link_type : Link_type_nominator_in_sds;
object type : Object_type_nominator_in_sds

5_REMOVE_DESTINATION removes the'object type in SDS object_type _in sds 3
N object_type in the SDS sds from the‘destination object types of the link type

a result, the "in_destination_set" link from link_type_in_sds to object type_in_ 54
erse "is_destination_of" link are deleted.

ink_type has a reverse- link type reverse, then reverse is unappl
the "link_type_in_sds" object reverse_link_type in_sds associated with reversd
ted.

te locks of the default mode are obtained on the deleted links.

ors

CESS_ERRORS (sds, ATOMIC, READ, NAVIGATE)
CESS:ERRORS (object_type_in_sds, ATOMIC, MODIFY, WRITE_LINKS)

S)

ssociated
2 in SDS

/s and its

ed (see

_UNAPPLY_LINK_TYPE) and the "in_link_set" link existing between object_type_in sds

in sds is

CESS ERRORS (link type in sds, ATOMIC MODIFY WRITE LINKS)

AC

OBJECT_ TYPE _IS_NOT_ IN DESTINATION SET (lmk _type, object type)

PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
SDS_IS_IN_A_WORKING_SCHEMA (sds)
SDS_IS_UNKNOWN (sds)

TYPE_IS_UNKNOWN_IN_SDS (sds, link_type)
TYPE_IS_UNKNOWN_IN_SDS (sds, object_type)
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10.2.23 SDS_REMOVE_TYPE

SDS_REMOVE_TYPE (.
sds : Sds_designator,
type : Type_nominator_in_sds

ISO/IEC 13719-1 : 1995(E)

SDS_REMOVE_TYPE removes from the SDS sds the typc in SDS type in_sds associated with
type in sds.

xth the reverse type reverse type of type (1f any) is also removed from that SDS

A'I

f type_in_sds is the last type in SDS associated with zype in any SDS, then type is all
f reverse_link_type_in_sds exists and is the last type in SDS associated with reverse
§DS, then reverse “type is also removed. The type identifier of a removed ty
as51gned

emoved type are not directly affected by this operat10n objects, attributes and links re

no instances of a removed type can be created;

attributes of a removed type are inaccessible. They‘can however still be consulte
their initial value using the system-generated type/identifier of the deleted type (see

links of a removed type can still be navigated thréugh or deleted using the type ide|
deleted type; '

objects of a removed type can still be accessed as instances of visible ancestor
removed type.

he removal of a type in SDS.:consists of the deletion of the "definitio
named_definition" link (if any) between the SDS and the type in SDS. The de
ldefinition" link may result in the deletion of the type in SDS.

e deletion of a type in SDS-also entails the deletion of the "of _type" link from the {
n the case where this link:is the last "of_type" link to the type (i.e. if the last occus
lype in SDS is to be deleted) the type is also removed.

n turn, the remoyal-of a type entails the loss of all the typmg information held on i
lype object (such.ds the "parent_type", "key_attribute”, "reverse" or "enumeral” 1

om that object)-and may imply the deletion of the type itself (if the "of_type" link to
e last existence link to it and if there are no composition links to it).

or eactideleted object, the "object_on_volume" link from the volume on which the d
was residing to the deleted object is also deleted. A write lock of the default mode i
ds_and on the deleted objects and links (except the deleted "object_ on_volume" links

properties of the type. The description of the type is however losty the implications are:

).

associated

o removed.

| type in any
pe is never

\ type can be removed while there are instances of the type in the'object base. Instances of the

tain the type

d or reset to
23.1.2.5);

ntifier of the
types of the

" link and
etion of the

bype in SDS.
rrence of the

IS associated
inks starting
be deleted is

cleted object
obtained on

Errors

ACCESS_ERRORS (sds, ATOMIC, MODIFY, WRITE_LINKS)

ACCESS_ERRORS (type_in_sds, ATOMIC, MODIFY, (WRITE LINKS,
WRITE_IMPLICIT))

If the deletion of a type or type in SDS is implied:

ACCESS_ERRORS (destination object of a link from the type or type in SDS to be deleted

which has an implicit reverse link, ATOMIC, CHANGE, WRITE_IMPLICIT)
If conditions hold for the deletion of the "type" object associated with type:

ACCESS_ERRORS ("type" object associated with type, COMPOSITE, MODIFY, DELETE)

If conditions hold for the deletion of type in_sds:
ACCESS_ERRORS (type_in_sds, COMPOSITE, MODIFY, DELETE)
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10.2.24

86

ACCESS_ERRORS ("type" object associated with type, ATOMIC, CHANGE,

WRITE_IMPLICIT)

ACCESS_ERRORS (type_in_sds, COMPOSITE, MODIFY, DELETE)
If the conditions for the deletion of the "type" object T associated with type are satisfied:

If the deletion of a type or type in SDS is implied:

PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
SDIS_IS_IN_A_WORKING_SCHEMA (sds)

SD
TY|
TY

SDS_SET_ENUMERAL_TYPE_IMAGE sets the image of the enumeral type in SDS 1)
asspciated with the enumeral type type in the SDS sds to the text value image, if supplieq

is 1

A write lock of the default mode is obtained on #ype_in_sds.

Er

A
A

ACCESS_ERRORS (T, COMPOSITE, MODIFY, DELETE)

If T is an object type, for each parent type P of T:
ACCESS_ERRORS (P, ATOMIC, CHANGE, WRITE_IMPLICIT)

ACCESS_ERRORS (K, ATOMIC, CHANGE, WRITE_IMPLICIT)
If T is a link type with a reverse link type R:
ACCESS_ERRORS (R, COMPOSITE, MODIFY, DELETE)

For each each key attribute type K1 of R:
ACCESS_ERRORS (K1, ATOMIC, CHANGE, WRITE_IMPLICIT)

If T is an enumeration attribute type, for each associated enumeral type E:
ACCESS_ERRORS (E, ATOMIC, CHANGE, WRITE_IMPLICIT)

OBJECT_HAS_LINKS_PREVENTING_DELETION (type or type in SDS to be de

S_IS_UNKNOWN (sds)
PE_HAS_DEPENDENCIES (sds, type)
PE_IS_UNKNOWN_IN_SDS (sds, type)

SDS_SET_ENUMERAL_TYPE “IMAGE
SDS_SET_ENUMERAL_TYPE_IMAGE (

sds : Sds_designator,
type : Enumeral_typexnominator_in_sds,
image :[Text]

ot supplied, the.image of type_in sds is set to the empty text value.

'ors :
CESS.ERRORS (sds, ATOMIC, READ, NAVIGATE)

© ISO/IEC

leted)

pe_in_sds
|; if image

CESS_ERRORS (type_in_sds, ATOMIC, MODIFY, WRITE_ATTRIBUTES)

IMAGE_IS_ALREADY_ASSOCIATED (image, sds, type)
PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
SDS_IS_IN_A_WORKING_SCHEMA (sds)
SDS_IS_UNKNOWN (sds)

TY

PE_IS_UNKNOWN_IN_SDS (sds, type)
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10.2.25 SDS_SET_TYPE_MODES

SDS_SET_TYPE__MODES (
sds : Sds_designator, '
type : Object_type_nominator_in_sds | Attribute type nominator_in_sds |
Link_type_nominator_in_sds,
usage_mode [ Definition_mode_values },
export_mode :[ Definition_mode_values ]

rspectlvely, if supplied; if, for either parameter, no value is supplled then the cofresponding
alue is left unchanged. '

If rype is a link type with a reverse link type reverse, the usage mode and €xport modge of the link
type in sds reverse_type_in_sds associated with reverse in sds are set (ot not) in the sgme way.

rite locks of the default mode are obtained on the modified "type_ih, sds" objects.

Lrrors

ACCESS_ERRORS (sds, ATOMIC, READ, NAVIGATE)
ACCESS_ERRORS (type_in_sds, COMPOSITE, MODIFY, WRITE_ATTRIBUTES)

f rype has a reverse link type in SDS reverse_type in_sds:
ACCESS_ERRORS (reverse_type_in_sds, ATOMIC, MODIFY, WRITE_ATTRIBUTES)

DEFINITION_MODE_VALUE_WOULD_BE_INVALID (export_mode, type)
DEFINITION_MODE_VALUE_WOULD_BE"INVALID (usage_mode, type)
AXIMUM_USAGE_MODE_WOULD_BE_EXCEEDED (type, usage_mode)
AXIMUM_USAGE_MODE_WOULD: BE_EXCEEDED (type, export_mode)
PRIVILEGE_IS_NOT_GRANTED(PCTE_SCHEMA_UPDATE)
$DS_IS_IN_A_WORKING_SCHEMA (sds)
$DS_IS_UNKNOWN (sds)
YPE_IS_UNKNOWN_IN’ SDS (sds, type)

10.2.26 SDS_SET_TYPE_NAME
SDS_SET(TYPE_NAME (

sds : Sds_designator,
type : Type_nominator_in_sds,
local_name :[Name ]

)

SDS_SET_TYPE_NAME sets the local name of the type in SDS type_in_sds associgted with the
type type in the SDS sds to Inr'nl name. if mmnhed and otherwise deletes the 1 al name of

type in_sds (if any).

If local_name is supplied, a "named_definition" link is created from sds to type in_sds.
local_name is used as the key of the new link. ‘

If type_in_sds already had a local name, the corresponding "named_definition" link is deleted.

Write locks of the default mode are obtained on the deleted links (if any) and write locks of the
default mode are obtained on the created links (if any).

Errors :
ACCESS_ERRORS (sds, ATOMIC, READ, NAVIGATE) '
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If typ

e_in_sds already has a local name:
ACCESS_ERRORS (sds, ATOMIC, MODIFY, WRITE_LINKS)

If local_name is supplied:

ACCESS_ERRORS (sds, ATOMIC, MODIFY, APPEND_LINKS)

If type_in_sds already has a local name:

ACCESS_ERRORS (type_in_sds, ATOMIC, CHANGE, WRITE_IMPLICIT)

If local _name is supplied:

PR]
SD
SD
TY
If [4

TY]

10.2.27

SD§S
arttn
in S

The '

"

S ORE
Wri

Eri

AQ
AQ
AQ
KE]
PR]
SD
SD

ACCESS_ERRORS (type_in_sds, ATOMIC, CHANGE APPEND_IMPLICIT)
VIEEGE IS NOT-GRANTED(PCTE_SCHEMAUPDATEy
5_IS_IN_A_WORKING_SCHEMA (sds)
S_IS_UNKNOWN (sds)

PE_IS_UNKNOWN_IN_SDS (sds, type)

pcal_name is supplied:
TYPE_NAME_IN_SDS_IS_DUPLICATE (sds, local name)

PE_NAME_IS_INVALID (local_name)

SDS_UNAPPLY ATTRIBUTE_TYPE
SDS_UNAPPLY_ATTRIBUTE_TYPE (

sds : Sds_designator, '
attribute_type : Attribute_type_nominator_in_sds,
type : Object__type__nominator_in_sds | Link_type_nominator_in_sds

5_UNAPPLY_ATTRIBUTE_TYPE removes the application of the attribute typ
ibute_type_in_sds associated with the attribute type attribute_type in the SDS sds fror
DS type_in_sds associated with the object or link type type in sds.

'in_attribute_set" link betweenctype_in_sds and attribute_type in_sds and 11
attribute_of" link are deleted.

te locks of the default mode are obtained on the deleted links.

'OY'S

CESS_ERRORS (sds, ATOMIC, READ, NAVIGATE)

CESS_ERRORS (¢ype_in_sds, ATOMIC, MODIFY, WRITE_LINKS)
CESS_ERRORS (attribute_type_in_sds, ATOMIC, MODIFY, WRITE_LINKS)
Y_ATTRIBUTE_TYPE_UNAPPLY_IS_FORBIDDEN (type, attribute_type)
[VILEGE)IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
5_IS-IN_A_WORKING_SCHEMA (sds)

e in SDS
h the type

S reverse

5.JIS_UNKNOWN (sds)

TY

E_IS_NOT_APPLIED (sds, aiiribute_type, iype)

TYPE_IS_UNKNOWN_IN_SDS (sds, attribute_type)
TYPE_IS_UNKNOWN_IN_SDS (sds, type)

10.2.28 -

88

SDS_UNAPPLY _LINK_TYPE

SDS_UNAPPLY_LINK_TYPE (
sds : Sds_designator,
link_type : Link_type_nominator_in_sds,
object_type . Object_type_nominator_in_sds


https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f

© ISOMIEC ISO/IEC 13719-1 : 1995(E) -

SDS_UNAPPLY_LINK_TYPE removes the application of the link type in SDS link_type_in_sds
associated with the link type link_type in the SDS sds from the object type in SDS
object_type_in_sds associated with the object type object_type in sds. - '

The "in_link_set" link between object type_in_sds and link_type_in_sds and its reverse
"is_link_of" link are deleted.

If link_type has a reverse link type reverse, then object_type is removed from the destination
object types of reverse (see SDS_REMOVE_DESTINATION) and the "in_destination_set" link
between the link type in SDS reverse link type in sds associated with reverse in sds and
object_type_in_sds 1s deleted.

rite locks of the default mode are obtained on the deleted links.

rors

CCESS_ERRORS (object_type_in_sds, ATOMIC, MODIFY, WRITE_LINKS)
CCESS_ERRORS (link_type_in_sds, ATOMIC, MODIFY, WRITE_LINKS) ;
CCESS_ERRORS (reverse_link_type_in_sds, ATOMIC, MODIFY, WRITE_LINKS)
CCESS_ERRORS (sds, ATOMIC, READ, NAVIGATE) ‘
PRIVILEGE_IS_NOT_GRANTED (PCTE_SCHEMA_UPDATE)
SPS_IS_IN_A_WORKING_SCHEMA (sds)
SDS_IS_UNKNOWN (sds) |

PE_IS_NOT_APPLIED (sds, link_type, object type)
PE_IS_UNKNOWN_IN_SDS (sds, link_type)
PE_IS_UNKNOWN_IN_SDS (sds, object type)

10.3 SI)S usage operations

10.3.1 SDS_GET_ATTRIBUTE_TYPE_PROPERTIES
SDS_GET_ATTRIBUTE.TYPE_PROPERTIES ( |
sds : Sds " designator,
type T Attribute_type_nominator_in_sds
) :
duplication : Duplication,
value_type : Value_type,
initial_value : Attribute_value

S_GET_ATTRIBUTE_TYPE_PROPERTIES returns the duplication, value type idgntifier, and
initial value‘of the attribute type in SDS identified by type in the SDS sds. 1.

eaddocks of the default mode are obtained on sds and on the "type" and "type_in_pds" objects
socidted with zype in sds. ‘ o ‘

Errors

ACCESS_ERRORS (sds, ATOMIC, READ, READ_LINKS)

ACCESS_ERRORS ("type" and "type_in_sds" objects associated with type, ATOMIC, READ,
READ_ATTRIBUTES)

SDS_IS_UNKNOWN (sds)
TYPE_IS_UNKNOWN_IN_SDS (sds, type)
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10.3.2 SDS_GET_ENUMERAL_TYPE_IMAGE

10.3.3

90

SDS_GET_ENUMERAL_TYPE__IMAGE (
sds : Sds_designator,
type : Enumeral_type_nominator_in_sds

image : Text

ISO/IEC

SDS_GET_ENUMERAL_TYPE_IMAGE returns the imagé image of the enumeral type in SDS
identified by type in the SDS sds.

Regad locks of the default mode are obtamcd on sds and on the "type" and "type_in_sclis" objects

asgociated with type in sds.

Enrors

ACCESS_ERRORS (sds, ATOMIC, READ, READ_LINKS)

ACCESS_ERRORS ("type" and "type_in_sds" objects associated with ¢ype, ATOMIC,
LAD_ATTRIBUTES) :

SIPS_IS_UNKNOWN (sds)
TYPE_IS_UNKNOWN_IN_SDS (sds, type)

RH

SIPS_GET_ENUMERAL_TYPE_POSITION returns the position position of the enum
SIPS identified by rypel in the SDS-sds, in the value type. of the attribute type in SDS i

137
"type" object associated with fypel.

Re¢ad locks of the defaultmode are obtained on the "type" and "type_in_sds" objects
with typel and type2 in sds and on the "enumeral” link.

Erx

ACCESS_ERRORS (sds, ATOMIC, READ, READ_LINKS)

ACCESS_ERRORS ("type" and "type_in_sds" objects associated with type] and type2
ATOMIC{READ, READ_ATTRIBUTES)

ENUMERAL_TYPE_IS_NOT_IN_ATTRIBUTE_VALUE_TYPE (typel, type2)
SIDSIS_UNKNOWN (sds)

SDS_GET_ENUMERAL_TYPE_POSITION
SDS_GET_ENUMERAL_TYPE_POSITION (

sds : Sds_designator,
typel : Enumeral_type_nominator.in_sds,
type2 : Attribute_type_nominatorin_sds

)

position  : Natural

€2 in sds, i.e. the key of the "enumeral” link from the "type" object associated with ]

rors

READ,

m¢ral type in
ntified by
vpe2 to the

associated

4

T

PE_IS_UNKNOWN_IN_SDS (sds, typel)

TYPE_IS_UNKNOWN_IN_SDS (sds, type2)
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10.3.4 SDS_GET_LINK_TYPE_PROPERTIES
SDS_GET_LINK_TYPE_PROPERTIES (

sds : Sds_designator,

type : Link_type_nominator_in_sds
)

category : Category,

lower_bound : Natural,
upper_bound : Natural,
exclusiveness : Exclusiveness,

Y,

duplication Duplication,
key types : Key_types,
reverse : [ Link_type_nominator_in_sds ]

DS_GET_LINK_TYPE_PROPERTIES returns the category, lower’and upper bounds,
xclusiveness, stability, duplication, key attribute types, and reverse link type (if any) of the link
e in SDS identified by type in the SDS sds.

ead locks of the default mode are obtained on sds and on the "type" and "type_in_sds" objects
ssociated with zype in sds.

rrors

CCESS_ERRORS (sds, ATOMIC, READ, READ_LINKS)

CCESS_ERRORS ("type" and "type_in_sds" objeets associated with type, ATOMIC, READ,
AD_ATTRIBUTES)

DS_IS_UNKNOWN (sds)
YPE_IS_UNKNOWN_IN_SDS (sds, type)

10.3.5| SDS_GET_OBJECT_TYPE_PROPERTIES
SDS_GET_OBJECT_TYPE_PROPERTIES (
sds . Sds.designator,
type : Object_type_nominator_in_sds
)
contents_type'.[ Contents_type ],
parents : Object_type_nominators_in_sds,
children : Object_type_nominators_in_sds

DS_GET_OBJECT_TYPE_PROPERTIES returns the contents type, parents, and children of the
bject type in'SDS identified by zype in the SDS sds.

ead locksof the default mode are obtained on sds and on the "type" and "type_in |sds" objects
ssociated with type in sds.

rrors

ACCESS_ERRORS (sds, ATOMIC, READ, READ_LINKS)

ACCESS_ERRORS ("type" and "type_in_sds" objects associated with type, ATOMIC, READ,
(READ_ATTRIBUTES, READ_LINKS))

SDS_IS_UNKNOWN (sds)
TYPE_IS_UNKNOWN_IN_SDS (sds, type)
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10.3.6 SDS_GET_TYPE_KIND

SDS_GET_TYPE_KIND (
sds : Sds_designator,
type : Type_nominator_in_sds

type_kind : Type_kind
SDS_GET_TYPE_KIND returns the kind of the type in SDS identified by type in the SDS sds.

Re n sds and on the "type" and "type_in_sds" objects
ass¢ciated with zype in sds.
Ernors _

ACCESS_ERRORS (sds, ATOMIC, READ, READ_LINKS)
ACCESS_ERRORS ("type" and "type_in_sds" objects associated with type} ATOMIC, READ,
READ_ATTRIBUTES)

SD$_IS_ UNKNOWN (sds) ,
TYPE_IS_UNKNOWN_IN_SDS (sds, type)

10.3.7 SDS_GET_TYPE_MODES
SDS_GET_TYPE_MODES (

sds : Sds_designator, _
type : Object_type_nominator/in_sds | Attribute_type_nominator_in|sds |
Link_type_nominator_in_sds
)
usage_mode : Definition_modeZvalues,
export_mode : Definition_mode_ values,

max_usage_mode : Definition_mode_values
SDS_GET_TYPE_MODES returns‘in usage_mode, export_mode, and max_usage_ mode the
usage mode, export mode, and magimum usage mode, respectively, of the type in SDS [dentified
by {ype in the SDS sds.
Redd locks of the default mode are obtained on sds and on the "type" and "type_in_sd$" objects
associated with type in sds.

Errors

ACCESS_ERRQRS (sds, ATOMIC, READ, READ_LINKS)
ACCESS_ERRORS ("type" and "type_in_sds" objects assocxated with type, ATOMIC, READ,
READ_ATTRIBUTES)

SD§_IS-UNKNOWN(sds) |
TYPEJS_UNKNOWN_IN_SDS (sds, type)

10.3.8 SDS_GET_TYPE_NAME

SDS_GET_TYPE_NAME (
sds : Sds_designator,
type : Type_nominator_in_sds
name :[Name]

ShDSS_.GSETd_TYPE_NAME returns the full type name name of the type in SDS identified by zype in
the SDS sds.

If no name is associated with fype in sds no value is returned.
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Read locks of the default mode are obtained on sds and on the "type" and "type_in_sds" objects
associated with type in sds. .

Errors

ACCESS_ERRORS (sds, ATOMIC, READ, READ_LINKS)

ACCESS_ERRORS ("type" and "type_in_sds" objects associated with zype, ATOMIC, READ,
READ_ATTRIBUTES)

SDS_IS_UNKNOWN (sds)
YPE_IS_UNKNOWN_IN_SDS (545, fype)

10.3.9| SDS_SCAN_ATTRIBUTE_TYPE

SDS_SCAN_ATTRIBUTE_TYPE (
sds : Sds_designator,
type : Attribute_type_nominator_in_sds,
scanning_kind : Attribute_scan_kind

)

types : Object_type_nominators_in_sds | Link lype_nominators_in_sds

§DS_SCAN_ATTRIBUTE_TYPE returns a set of types-fypes determined by njpe, sds and
scanning kind.

'he returned set of types is determined as follows. At is limited to types associated with types in
DS in the SDS sds and by scanning kind as follows.

{4 OBJECT: object types to whichy type has been applied by |means of
SDS_APPLY_ATTRIBUTE_TYPE. ‘

| OBJECT_ALL.: object types of whichaype is an attribute type i.e. the union of the object types
defined by OBJECT and all their descendants.

- LINK_KEY: link types of which.the type is a key attribute type.
| LINK_NON_KEY: link types’of which the zype is a non-key attribute type.

read locks of the default mode are obtained on sds and on the "type" and "type_in_jsds" objects
ssociated with the returned types in SDS.

L

mr-n

rrors

CCESS_ERRORS (sds, ATOMIC, READ, READ_LINKS)

CCESS_ERRORS ("type" and "type_in_sds" obJects associated with zype, ATOMIC, READ,
AD_ATIRIBUTES)

DS_IS.UNKNOWN (sds)
YPE IS_UNKNOWN_IN_SDS (sds, type)

10.3.10 SDS_SCAN_ENUMERAL _TYPE
SDS_SCAN_ENUMERAL_TYPE (

sds : Sds_designator,
. type : Enumeral_type_nominator_in_sds
types . Attribute_type_nominators_in_sds

SDS_SCAN_ENUMERAL_TYPE returns a set of enumeration atmbute types, determined by sds
and the enumeral type type.

The returned set of types is limited to types with an associated type in SDS type in_sds in the
SDS sds and to enumeration attribute types with value type containing type.
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10.3.11 | SDS_SCAN_LINK_TYPE

94

Read locks of the default mode are obtained on sds and on the "type" and "type_in_sds" objects
associated with the returned types in SDS. :

Errors

ACCESS_ERRORS (sds, ATOMIC, READ, READ_LINKS)
ACCESS_ERRORS ("type" and "type_in_sds" objects associated with zype, ATOMIC, READ,
READ_LINKS) '
SDS_IS_UNKNOWN (sds)

TYPE_IS_UNKNOWN_IN_SDS (sds, type)

Th¢ following implementation-defined error may be raised:
ACCESS_ERRORS ("type" and "type_in_sds" objects associated with types, ATOMIC,
READ, READ_LINKS)

SDS_SCAN_LINK_TYPE (
sds : Sds_designator,
type : Link_type_nominator_in_sds,
scanning_kind : Link_scan_kind
)
types : Object_type_nominators_in_sds |-Attribute_type_nominators_in_sds
SDS_SCAN_LINK_TYPE returns a set of attribute or.object types types determined by sds, type,
and scanning_kind.

The returned set of types is determined as follows: It is limited to types with an associated type in
SOS rype_in_sds in the SDS sds and by scanning_kind as follows.

- PRIGIN: object types which have been defined as origin types of [type by
SDS_APPLY_LINK_TYPE or by SDS_ADD_DESTINATION on the reverse link type.

- PRIGIN_ALL: object types which are valid origins of type, i.e. the object types as specified by
scanning_kind = ORIGIN, plus-all their descendants.

- DESTINATION: object types which have been defined as destination types of type by
SDS_ADD_DESTINATION or by SDS_APPLY_LINK_TYPE on the reverse link type.

- DESTINATION_ALL: object types which are valid destinations of type, i.e. the objeft types as
specified by scarining kind = DESTINATION plus all their descendants.

- KEY: key attribute types of fype.

- INON_KEY non-key attribute types of type, i.e. attribute types which have been applied to type
by SDS.APPLY_ATTRIBUTE_TYPE. : :

Read locks of the default mode are obtained on sds and on the "type" and "type_in_sds" objects
asgocidted with the returned types in SDS.

Errors

ACCESS_ERRORS (sds, ATOMIC, READ, READ_LINKS)

ACCESS_ERRORS ("type" and "type_in_sds" objects associated with type, ATOMIC, READ,
READ_LINKS)

SDS_IS_UNKNOWN (sds)
"TYPE_IS_UNKNOWN_IN_SDS (sds, type)

The following implementation-defined error may be raised:
ACCESS_ERRORS ("type" and "type_in_sds" objects associated with types, ATOMIC,
READ, READ_LINKS) : : ’
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10.3.12

3$DS type_in_sds in the SDS sds and by scanning kind as follows.

{ LINK_ORIGIN_ALL: link typesiwhich have object type as an origin type, i.

Errors

ACCESS_ERRORS (sds, ATOMIC, READ, READ_LINKS)

ACCESS_ERRORS ("type" and "type_in_sds" obJects associated with type, ATOMI{
READ_LINKS)

CHILD: object types which are children of object_type.
DESCENDANT: object types which are descendants of object_type.
PARENT: object types which are parents of object_type.
ANCESTOR: object types which are ancestors of object_type.

ISO/IEC 13719-1 : 1995(E)
SDS_SCAN_OBJECT_TYPE
SDS_SCAN_OBJECT_TYPE (
sds : Sds_designator,
type : Object_type_nominator_in_sds,
scanning_kind : Object_scan_kind
) ,
lypes : Object_type_nominators_in_sds | Attribute_type_nominators_in_sds |
Link_type_nominators_in_sds
ype, sds and
The returned set of types is determined as follows. It is limited to types withiassociated types in

ATTRIBUTE: attribute types which have been applled to object type by

SDS_APPLY_ATTRIBUTE_TYPE.

ATTRIBUTE_ALL: attribute types of object_type, ie. attribute types which have
to object_type or to the ancestors of object_type:

been applied

LINK_ORIGIN: link types which have been-applied to object _type (object type becoming its

origin type) by SDS_APPLY_LINK_TYPE or by SDS_ADD_DESTINATION o
link type.

which have been applied to object’ type or to its ancestors.
LINK_DESTINATION: link types whose destination set has been extendeq

1 the reverse
e. link types

| to include

object_type by SDS_ADD_DESTINATION or by SDS_APPLY_LINK_TYPE op the reverse

link type. .
LINK_DESTINATION_ALL: link types which have object_type as a destination t

types which have been added to the destination set of object_type or to its ancestory.

Read locks of the default mode are obtained on sds and on the "type" and 'type_in_
associated with the returned types in SDS.

ype, i.e. link

sds" objects

C, READ,

SDS_IS_UNKNOWN (sds)
TYPE_IS_UNKNOWN_IN_SDS (sds, object_type)

10.3.13

SDS_SCAN_TYPES

SDS_SCAN_TYPES (
sds : Sds_designator,
kind . :{ Type_kind ]
)

types :Type_nominators_in_sds '
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/

SDS_SCAN_TYPES returns all the types with associated types in SDS in the SDS sds, of the
kinds given by kind.

If kind is not supplied, all such types are returned; otherwise all such object types, attribute types,
link types, or enumeral types are returned: according .as kind is OBJECT_TYPE,
ATTRIBUTE_TYPE, LINK_TYPE, or ENUMERAL_TYPE respectively.

Read locks of the default mode are obtained on sds and on the "type" and "type_in_sds" objects
associated with zype.

Er

ACCESS_ERRORS (sds, COMPOSITE, READ, READ_LINKS)
SDS_IS_UNKNOWN (sds) ‘

10.4 Working schema operations
104.1 WS_GET_ATTRIBUTE_TYPE_PROPERTIES
WS_GET_ATTRIBUTE_TYPE_PROPERTIES ( |

type : Attribute_type_nominator
duplication : Duplication,

value_type : Value_type,

initial_value . Attribute_value

WS GET_ATTRIBUTE_TYPE_PROPERTIES returns the duplication, value type identifier, and
initjal value of the attribute type in working schema associated with the type zype in the current
working schema.

Ergors ’ _
TYPE_IS_UNKNOWN_IN_WORKING_SCHEMA (type)
10.4.2 WS_GET_ENUMERAL_TYPE_IMAGE

WS_GET_ENUMERALCTYPE_IMAGE (
type : Enumeral_type_nominator

image : Text ' ¢

WS _GET_ENUMERAL_TYPE_IMAGE returns the image iinage of the type in working schema
ass@ciated with the enumeral type type in the current working schema.

Ernors
TYPE_IS_UNKNOWN_IN_WORKING_SCHEMA (type)

10.4.3 WS_GET_ENUMERAL_TYPE_POSITION

WS_GET_ENUMERAL_TYPE_POSITION (
typel : Enumeral_type_nominator,
type2 : Attribute_type_nominator

)

position  : Natural

WS_GET_ENUMERAL_TYPE_POSITION returns the position position of the enumeral type in
working schema associated with zypel in the value type of the attribute type in working schema
associated with zype2, i.e. the key of the "enumeral” link from type2 to typel.
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Errors

ENUMERAL_TYPE_IS_NOT_IN_ATTRIBUTE_VALUE_TYPE (typel, type2)
TYPE_IS_UNKNOWN_IN_WORKING_SCHEMA (typel)
TYPE_IS_UNKNOWN_IN_WORKING_SCHEMA (type2)

10.4.4 WS_GET _LINK_TYPE_PROPERTIES

WS_GET_LINK_TYPE_PROPERTIES (
ype Ok _type_nominator

category : Category,
lower_bound :Natural,
upper_bound :Natural,
exclusiveness : Exclusiveness,

stability : Stability,

duplication : Duplication,

key_types : Key_types,

reverse : [ Link_type_nominator ]

WS_GET_LINK_TYPE_PROPERTIES returns the category, lower and uppger bounds,
ekclusiveness, stability, duplication, key types, and reverse)link type (1f any) of the link type in
working schema associated with the type type.

Hrrors

ACCESS_ERRORS (type, ATOMIC, READ, READ_ATTRIBUTES)
TYPE_IS_UNKNOWN_IN_WORKING_SCHEMA (type)

10.4.5 | WS_GET_OBJECT_TYPE_PROPERTIES
WS_GET_OBJECT_TYPE_PROPERTIES (

type : Objecttype_nominator
contents_type : [.Contents_type ],

parents ~Qbject_type_nominators,
children *Object_type_nominators

VS_GET_OBJECT.TYPE_PROPERTIES returns the contents type, parents, and children of the
bject type in working schema assoc1ated with the type type.

V

0
Hrrors
TYPE_IS "UNKNOWN_IN_WORKING_SCHEMA (type)
10.4.6 | WS_GET_TYPE_KIND

WS_GET_TYPE_KIND (
type : Type_nominator

)
type_kind : Type_kind

WS_GET_TYPE_KIND returns the kind of the type in workmg schema associated with the type
type in the current working schema , :

Errors
TYPE_IS_UNKNOWN_IN_WORKING_SCHEMA (type)
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1047 WS_GET_TYPE_MODES

WS_GET_TYPE_MODES (
type : Type_nominator

usage_mode : Definition_mode_values

© ISO/IEC

WS_GET_TYPE_MODES returns the usage mode of the type in working schema associated with
the type type in the current working schema.

Er

10.4.8

W

schema, considering the sequence of SDSs in the working.schema, associated with the

in

E

TYPE_IS_UNKNOWN_IN_WORKING_SCHEMA (type)

10.4.9

98

W
sc

W

TYPE_IS_UNKNOWN_IN_WORKING_SCHEMA (7ype)

If l]\o name is associated with zype in the current working schema, no value is returned.

FOTS

WS_GET_TYPE_NAME

WS_GET_TYPE_NAME (
type : Type_nominator

name :[Name]

the current working schema.

rors

WS_SCAN_ATTRIBUTE_TYPE

WS_SCAN_ATTRIBUTE_TYPE(
type : Attribute_type_nominator,
scanning_kind . Attribute” scan_kind

) :
lypes : Object_type_nominators | Link_type_nominators

S_SCAN_ATTRIBUTE_TYPE returns a set of types types determined by
nning_kind.

rking schema in the working schema of the calling process, and by scanning kind as

DS-APPLY_ATTRIBUTE_TYPE.

BJECT_ALL.: object types of which zype is an attribute type, i.e. the union of the o
CT and atitheirdescendants: ,

LINK_KEY: link types of which the zype is a key attribute type.

LINK_NON_KEY: link types of which the type is a non-key attribute type.

Errors
TYPE_IS_UNKNOWN_IN_WORKING_SCHEMA (type)

5_GET_TYPE_NAME returns the first non-null composite¢ name name of the type in working

type type

type and

returned set of types is determined as follows. It is limited to types associated with types in

follows.

BJECT: object types to which type has been applied by means of

bject types
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10.4.10 WS_SCAN_ENUMERAL _TYPE

WS_SCAN_ENUMERAL_TYPE (
type : Enumeral type_nominator

types : Attribute_type_nominators

WS_SCAN_ENUMERAL_TYPE returns a set of enumeration attribute types, determined by the
enumeral type type.

The returned set of types is limited to types with an associated type in working schema in the
working schema of the calling process, and to enumeration attribute types with value type
¢ontaining type.

Errors
TYPE_IS_UNKNOWN_IN_WORKING_SCHEMA (type)

10.4.11 WS_SCAN_LINK_TYPE

WS_SCAN_LINK_TYPE (
type : Link_type_nominator,
scanning_kind : Link_scan_kind

)

types : Object_type_nominators | Attribute_type_nominators

WS_SCAN_LINK_TYPE returns a set of attribute or object types types determined by type and
ycanning kind.

[he returned set of types is determined as follows. It is limited to types with an assodiated type in
working schema in the working schema of’the calling process, and by scanning kind)as follows.

ORIGIN: object types which\ have been defined as origin types qf type by
SDS_APPLY_LINK_TYPE or.by,SDS_ADD_DESTINATION on the reverse linj type.
a

ORIGIN_ALL: object types which are valid origins of type, i.e. the object types
scanning _kind = ORIGIN plus all their descendants.

DESTINATION: object types which have been defined as destination types of type by
SDS_ADD_DESTINATION or by SDS_APPLY_LINK_TYPE on the reverse linll type.
o

DESTINATION:ALL: object types which are valid destinations of type, i.e. the
specified by scanning kind = DESTINATION plus all their descendants.

KEY: key attribute types of type.

NONZKEY: non-key attributes of zype, i.e. attribute types which have been applied to type by
SDS:APPLY_ATTRIBUTE_TYPE. ‘

K rrors
TYPE_IS_UNKNOWN_IN_WORKING_SCHEMA (type)

specified by

ject types as

10.4.12 WS_SCAN_OBJECT_TYPE

WS_SCAN_OBJECT_TYPE (
object_type  : Object_type_nominator,
scanning_kind : Object_scan_kind '

)
types . Object_type_nominators | Attribute_type_nominators |
Link_type_nominators

WS_SCAN_OBJECT_TYPE returns a set of types fypes determined by object type and
scanning_kind. ' ‘ -
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The returned set of types is determined as follows. It is limited to types with associated types in
working schema in the working schema of the calling process, and by scanning_kind as follows.

- Errors
TYPE_IS_UNKNOWN_IN_WORKINGxSCHEMA (object_type)

10.4.13

If kind is not'supplied, all such types are returned; otherwise all such object types, attril
link types,’/or enumeral types are returned according as kind is OBJEC]
ATTRIBUTE_TYPE, LINK_TYPE, or ENUMERAL_TYPE respectively.

Errors

W$_SCAN_TYPES-returns all the types of the type kind given by kind with associate
working schema.inthe current working schema.

CHILD: object types which are children of object_type.
DESCENDANT: object types which are descendants of object_type.
PARENT: object types which are parents of object_type.
ANCESTOR: object types which are ancestors of object_type.

i i ect_

DS_APPLY_ATTRIBUTE_TYPE.

TTRIBUTE_ALL: attribute types of object_type, i.e. attribute types which have bex
0 object_type or to the ancestors of object_type.

brigin type) by SDS_APPLY_LINK_TYPE or by SDS_ADD_DESTINATION on tl
ink type. v

LINK_ORIGIN_ALL: link types which have object_type as an origin type, i.e. |
which have been applied to object_type or to its ancestors.

ypes by SDS_ADD_DESTINATION or by SDS_APPLY_LINK_TYPE on the re
ype.

[ INK_DESTINATION_ALL: link types which-have had object_type or to its ancesf
o their destination object types.

WS_SCAN_TYPES

WS_SCAN_TYPES (
kind [ Type_kind |

types : Type_nominators

type by

en applied

LINK_ORIGIN: link types which have been applied to object_type (objéct_type begoming its

1€ reverse

link types

_INK_DESTINATION: link types which have had object(rype added to their destination object

verse link

ors added

d types in

Jute types,
' TYPE,

None.

11 Volumes, devices, and archives

11.1 Volume, device, and archiving concepts

11.1.1

100

Volumes

Volume_identifier = Natural
Volume_accessibility = ACCESSIBLE | INACCESSIBLE | UNKNOWN
Volume_info = Volume_identifier * Volume_accessibility
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Volume_infos = set of Volume_info
Volume_status ::

TOTAL_BLOCKS : Natural
FREE_BLOCKS : Natural
BLOCK_SIZE . Natural
NUM_OBJECTS : Natural
VOLUME_IDENTIFIER : Volume_identifier
sds system:
ith
link ‘ :
~ known_volume: (navigate) non_duplicated existence link (volume_identifi¢r) to
volume;

volumes_of: implicit link to common_root reverse volumes;
end volume_directory;

volume: child type of object with
attribute , ~
volume_characteristics: (read) string;
link : o
object_on_volume: (havigate) non_duplicated designation link (exact_ideptifier) to
object;
mounted_on: (navigate) non_duplicated desighnation link to
device_supporting_volume with
attribute
read_only: (read) boolean;
end mounted_on;
end volume;

end system;

'he volume directory is an administrative object (see 9.1.2); it represents the sgt of known
olumes, each with a unique volume identifier which is assigned to the volume on ¢reation and
niquely identifies the volume within the PCTE installation.

]

V

Y

The destinations of the "object_on_volume" links from a volume are called the objects residing on
that volume. The value of the "exact_identifier" attribute is the exact identifier of the object (see
9.1.1). The volume is mounted if there is a "mounted_on" link; the destination of the link is the
device that the volumeé is mounted on (see 11.1.3). The "read_only" attribute indicates that the
vyolume may not béwritten to (except for usage designation links, see 8.3.3). A knpwn volume
esides on itself;-it-is the only known volume residing on a volume and it is the first object created
gn that volume,
§
i

'he "volume_characteristics” attribute is an implementation-defined string| specifying
implementation-dependent characteristics of the volume.

11.1.2 | “Administration volumes

sds system:

administration_volume: (protected)k child type of volume with
link

administration_volume_of: hon_duplicated designation link (number) to workstation;
end administration_volume;

end system;

Each administration volume is either the master volume or a copy volume of the administration
replica set. See 17.1.4.

I'*:ach administration volume is associated with one or more workstations (the destinations of the
"administration_volume_of" links), and is mounted on a device controlled by one of them.
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There is exactly one master administration volume in a PCTE installation. It is the master volume
of the administration replica set (see 17.1.4), and has volume identifier 0. The master
administration volume is part of the initial value of the state (see 8.1).

11.1.3 Devices

Device_identifier = Natural
sds system:

device_supporting_volume: child type of device with
link

mounted_volume: (navigate) non_duplicated designation link to volume;
end device_supporting_volume;

end system;

A device supporting volume is a device (see 12.1) that may have an-gassociated volume, the
desfination of the "mounted_volume" link, called the volume mounted on the device.

A device supporting volume resides on the administration volume. 6f the workstation confrollin git.

11.1.4 |Archives

Archive_selection = Object_designators | ALL
Archive_status = PARTIAL | COMPLETE
sds system:

archive_directory: child type of object with
link
saved_archive: (navigate) non ~duplicated existence link (archive_identifier: patural)
to archive;
archives_of: implicit link to-common_root reverse archives;
end archive_directory;

archive: child type of object with
attribute
archiving_| time: (read) time;

link
archived_object: (navigate) non_duplicated designation link (exact_identifier) to .
object;
end archive;

end system;

The archive directory is an administrative object (see 9.1.2); it represents the set pf known
archlvqs (thg destinations of the "saved_archive" links), each with a unique archive|identifier
whjchiis assigned to the archive on creation and uniquely identifies the archive within the PCTE
installation.

An archive consists of a set of objects (the destinations of the "archived_object" links), called the
objects archived on the archive.

The archiving time of an archive is the system time at which ob_]ccts are saved in the archive. An
archive may only be used once to save objects in it.
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11.2 Volume, device, and archive operations
11.2.1 ARCHIVE_CREATE
ARCHIVE_CREATE (

archive_identifier > Naturat,

on_same_volume_as : Object_designator,

access_mask : Atomic_access_rights,
)

new_archive : Archive_designator

RCHIVE_CREATE creates a new archive new_archive residing on the same¢vglume as the
bject on_same_volume_as.

new "known_archive" link with key archive identifier is created from the ‘archive directory to
ew_archive. '

n "object_on_volume" link is created from the volume on which on_same_volume |as resides to
ew_archive. The key of the link is the exact identifier of new_archive. access_mdsk is used in
onjunction with the default atomic ACL and default object owner of the calling process to define
e atomic ACL and the composite ACL which are to be associated with the createql object (see
9.1.4).

e labels of new_archive are set to the mandatory context of the calling process.
rite locks of the default kind are obtained on new _archive and the new "known_archive" link.

rrors

CCESS_ERRORS (the archive directory, ATOMIC, MODIFY, APPEND_LINKS)
RCHIVE_EXISTS (archive_identifier) ' ‘
ONTROL_WOULD_NOT_BE_GRANTED (new_archive)
ABEL_IS_OUTSIDE_RANGE (new_archive, volume on which on_same_volume_ps resides)
RIVILEGE_IS_NOT_GRANTED (PCTE_CONFIGURATION)
FERENCE_CANNOT_BE*ALLOCATED

OLUME_IS_FULL (volumme on which on_same volume_as resides)

11.2.2( ARCHIVE_REMOVE

ARCHIVE -REMOVE (
archive : Archive_designator
)

RCHIVE_REMOVE removes the archive archive from the archive directory by|deleting the
'known_archive" link to archive from the archive directory.

rite locks of the default kind are obtained on archive and the deleted "known_archive" link.

Errors

ACCESS_ERRORS (archive, ATOMIC, CHANGE, WRITE_IMPLICIT)
ACCESS_ERRORS (archive, ATOMIC, MODIFY, DELETE)
ACCESS_ERRORS (archive, ATOMIC, MODIFY, WRITE_LINKS)
ACCESS_ERRORS (the archive directory, ATOMIC, MODIFY, WRITE_LINKS)
ARCHIVE_HAS_ARCHIVED_OBIJECTS (archive)

ARCHIVE_IS_UNKNOWN (archive)

OBJECT_IS_IN_USE_FOR_DELETE (archive)

OBJECT_IS_INACCESSIBLE (archive, ATOMIC)
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If the conditions hold for deletion of the "archive" object archive:
PRIVILEGE_IS_NOT_GRANTED (PCTE_CONFIGURATION)

11.2.3 ARCHIVE_RESTORE
ARCHIVE_RESTORE (

device : Device_designator,
archive : Archive_designator,
scope : Archive_selection,
———on—same—volume—as—-QObject_designator
) . .
restoring_status : Archive_status

ARCHIVE_RESTORE restores a set of objects objects specified by scope to the volume volume
on|which on_same_volume_as resides from the archive archive.

If jcope is a set of object designators, the specified set of objects to'\be restored (called the
'specified set' in this clause) is the intersection of the set of objects archived on archive and the set
of pbjects in scope.

If §cope is ALL, the specified set is the set of all the objects archived on archive.

The objects to be restored are taken from the contents of device:

The objects and their components are moved to volume,-in an undefined order; as many objects
angl their components as possible are restored from device, and reside on volume.

If not all the objects of the specified set can be restored by this operation, as many as ppssible are
restored and restoring_ status is set to PARTIAL:\If all the objects of the specified set are restored,
regtoring_status is set to COMPLETE. If no objects of the specified set can be restored, the error
condition VOLUME_IS_FULL is raised. : '

"archived_object" links from archive 1o the restored objects are deleted.

For each of the objects which are restored to volume, an "object_on_volume" link with key the
exact identifier of the object is created.

If pny of the objects specified-to be restored has not been archived or is already restored on
volume, then it is not affected.

Write locks of the default mode are obtained on archive and on the moved objects and links. A
redd lock of the default'mode is obtained on device.

Eyrors

ACCESS_ERRORS (device, ATOMIC, READ, READ_CONTENTS)
ACCESS-ERRORS (an element of scope, COMPOSITE, CHANGE, CONTROL_OBIJECT)
ARCHIVE_IS_INVALID_ON_DEVICE (device, archive)

LABEL_IS_OUTSIDE_RANGE (an element of the specified set or a component of such an
element, volume)

PRIVILEGE_IS_NOT_GRANTED (PCTE_CONFIGURATION)
PROCESS_IS_IN_TRANSACTION

VOLUME_IS_FULL (volume)

VOLUME_IS_INACCESSIBLE (volume)
VOLUME_IS_READ_ONLY (scope, COMPOSITE)

The following implementation-dependent errors may be raised for any object X with a link to an
object of objects:
OBJECT_IS_INACCESSIBLY_ARCHIVED (X)
VOLUME_IS_INACCESSIBLE (volume on which X resides)
VOLUME_IS_READ_ONLY (volume on which X resides)

104


https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f

© ISO/IEC ISO/IEC 13719-1 : 1995(E)

11.2.4 ARCHIVE_SAVE
ARCHIVE_SAVE (

device : Device_designator,
archive : Archive_designator,
objects : Object_designators

)

archiving_status  : Archive_status
ARCHIVE_SAVE moves a set of objects to the contents of device.
e archive archive is updated as follows:

-| the archiving time is set to the current system time;

"archived_object" links are created from archive to the archived objects and to gach of their
components. The keys of the created links are the suffixes of the(exact idenfifier of the
destination objects.

or each archived bbject, the "object_on_volume" link from the volume on which the object
resides to the object is deleted.

If device has insufficient space to hold all the objects of-@bjects and their components, the
peration archives as many objects as possible and archiving-status is set to PARTIAL. If device
as insufficient space to hold any objects of objects with-their components, the error condition
EVICE_SPACE_IS_FULL occurs. Otherwise archiving_status is set to COMPLETE.

he operation has no effect on objects or components which are already archlved gither on the
me archive or on another one.

ead locks of the default mode are obtainéd-on the objects to be archived. Write Jocks of the
efault mode are obtained on archive and on device.

rrors

CCESS_ERRORS (device, ATOMIC, MODIFY, WRITE_CONTENTS)
CCESS_ERRORS (archive, ATOMIC, MODIFY, APPEND_LINKS)

CCESS_ERRORS (elements of objects and thelr components that are to be archived| ATOMIC,
HANGE, CONTROL (OBJECT)

RCHIVE_HAS_ARCHIVED_OBIJECTS (archive)
EVICE_SPACEZIS: FULL (device)
ABEL_IS_OUTSIDE_RANGE (an element or a component of an element of objects| device)
BJECT_ARCHIVING_IS_INVALID (objects)
RIVILEGE_IS_NOT_GRANTED (PCTE_CONFIGURATION)
ROCESS_IS_IN_TRANSACTION

hefollowing implementation-dependent errors may be raised for any object X with alink to an

OBJECT_IS_INACCESSIBLY_ARCHIVED (X)
VOLUME_IS_INACCESSIBLE (volume on which X resides)
VOLUME_IS_READ_ONLY (volume on which X resides)

NOTE - 1t is intended that the space previously occupied by the archived objects be freed.
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11.2.5 DEVICE_CREATE

DEVICE_CREATE (

station : Workstation_designator,
device_type : Device_type_nominator,
access_mask : Atomic_access_rights,
device_identifier : Natural,

device_characteristics : String

)

new_device : Device_desighator

ISO/IEC

link to it from station. The value of device_identifier is the key of the created

DEVICE_CREATE creates a device new_device of type device_type with a controlleltl device"

ink, The

"device_of" reverse link created from the new object to station designates the workstatfon which
controls the device. The "device_characteristics" attribute of new_device|is set to

deviice_characteristics.

deVice_identifier is a value which uniquely identifies the new device within the devices
by fstation. Its value is assigned to the "device_identifier" attribute of new_device.

new _device resides on the same volume as station (i.c. the local administration volume
and cannot be moved to another volume.

controlled

bf station)

acgess_mask is used in conjunction with the default atomic-ACL and default object owner of the

calling process to define both the atomic ACL and the composite ACL which are to be
with the created object (see 19.1.4).

The created link is keyed by the exact identifier of new_device.

The security labels of new device and the, labels defining its security ranges are
mandatory context of the calling process.

W ite locks (of the default kind) are obtained on new_device and on the new links (exce
"object_on_volume" link).

Errors

ACCESS_ERRORS (statiori; ATOMIC, MODIFY, APPEND_LINKS)
CONTROL_WOULD_NOT_BE_GRANTED (new_device)
DHVICE_CHARACTERISTICS_ARE_INVALID (device-characteristics)
DEVICE_EXISTS (device_identifier)

LABEL_IS_OUTSIDE_RANGE (new_device, statzon)
LIMIT_WOULD_BE_EXCEEDED (MAX_KEY_VALUE)
ORBJECF-OWNER_VALUE_WOULD_BE_INCONSISTENT_ WITH ATOMIC_ACL|
PRIVILEGE_IS_NOT_GRANTED (PCTE_CONFIGURATION)

hssociated

"object_on_volume" link is created from the administration volume of station to new_device.

set to the

pt the new

RH ' BE— ATED

7@ W w ) g

USAGE_MODE_ON_OBJECT_TYPE_WOULD_BE_VIOLATED ("object", device_type)

WORKSTATION_IS_UNKNOWN (station)

11.2.6 DEVICE_REMOYVE

106

DEVICE_REMOVE (
device : Device_designator
)

DEVICE_REMOVE removes the device object device from the set of devices of a workstation.
As aresult, the device object device does not represent a physical device and its associated device

identifier can be reused.
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The "controlled_device" link from the workstation to device is deleted. If it is the only existence
link to device and there are no composition links to device, device is also deleted. In that case, the
"object_on_volume" link from the volume on which device was residing to device is also deleted.

A write lock (of the default kind) is obtained on device if it is deleted and on the deleted links
(except the "object_on_volume" link). .

Errors
ACCESS ~ERRORS (devzce ATOMIC MODIFY WRITE LINKS)

I condltlons hold for the deletion of the devzce
ACCESS_ERRORS (device, COMPOSITE MODIFY, DELETE)

DEVICE_IS_IN_USE (device)

DEVICE_IS_UNKNOWN (device)
OBJECT_HAS_LINKS_PREVENTING_DELETION (device)
OBJECT_IS_IN_USE_FOR_DELETE (device)
PRIVILEGE_IS_NOT_GRANTED (PCTE_CONFIGURATION)

OTE - This operation prevents further use of the device.

11.2.7 LINK_GET_DESTINATION_ARCHIVE

LINK_GET_DESTINATION_ARCHIVE (
origin : Object_designator,
link : Link_designator

archive_identifier . Archive_identifier

INK_GET_DESTINATION_ARCHIVE returns the archive identifier of the destination obJect of
e direct outgoing link link of the object origin.

A read lock of default mode is<Obtained on link.

Errors

ACCESS_ERRORS (origin, ATOMIC, READ, READ_LINKS)
OBJECT_IS_NOT_ARCHIVED (destination object of link)

11.2.8 VOLUME_CREATE
| VOLUME_CREATE (

device ; : Device_supporting_volume_designator,
volume_identifier : Natural,
access _mask : Atomic_access_rights,

votune_characteristics —String

)

new_volume : : Volume_designator

VOLUME _CREATE creates a new volume new_volume and mounts it on the device device.
new_volume resides on itself.

A new "known_volume" link with key volume_identifier is created from the master of the volume
directory to new_volume.

A "mounted_on" link with "read_only" attribute set to false and its reverse are created between
new_volume and device.

An "object_on_volume" link is created from new _volume to itself. The key of the link is the exact
identifier of new_volume. access_mask is used in conjunction with the default atomic ACL and
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11.2.9 VOLUME_DELETE

108

default object owner of the calling process to define the atomic ACL and the composite ACL

~which are to be associated with the created object (see 19.1.4).
~ The labels of the volume and the labels defining its security ranges are set to the mandatory context

of the calling process. Each security range of the created volume must lie within the
corresponding security range of device (see 20.1.5). ;

The "volume_characteristics" attribute of new_volume is set to volume_characteristics.
Write locks of the default mode are obtained on new_volume and the new links (except the new

ESS_ERRORS (device, ATOMIC, MODIFY, EXPLOIT_DEVICE)
ESS_ERRORS (the directory of volumes, ATOMIC, MODIFY, APPEND_LINKS)
OL_WOULD_NOT_BE_GRANTED (new_version)

ICE_IS_BUSY (device, volume_identifier)

ICE_IS_UNKNOWN (device) ‘

EL_IS_OUTSIDE_RANGE (new volume, device)
IT_WOULD_BE_EXCEEDED (MAX_KEY_VALUE)
JECT_OWNER_VALUE_WOULD_BE_INCONSISTENT_WITH_ATOMIC_ ACL
PRIVILEGE_IS_NOT_GRANTED (PCTE_CONFIGURATION)
PROCESS_IS_IN_TRANSACTION

RENCE_CANNOT_BE_ALLOCATED

VQLUME_EXISTS (volume_identifier)

NOILE - The new volume may need to be initialized.by a system tool before this operation is called.

VOLUME_DELETE {(
volume : Volume (designator
)

VQLUME_DELETE snmounts the volume volume, and deletes the' "known_volume" link to
volume from the master of the volume directory and the "mounted_volume" link from the device
on (which volume is mounted.

volume must be-the only object residing on volume, and there must be only the following three
links from yolume:

- the reverse link of the "known_volume" link to volume from the volume directory;

- théCobject_on_volume" link from volume to itself;

- the "mounted_on" link from volume.

Write locks (of the default kind) are obtained on volume and the deleted links (except the
"object_on_volume" link); however the locks on volume and on the links from volume do not
prevent the unmounting of the volume.

Errors

ACCESS_ERRORS (device, ATOMIC, MODIFY, EXPLOIT_DEVICE)
ACCESS_ERRORS (the volume directory, ATOMIC, MODIFY, WRITE_LINKS)
ACCESS_ERRORS (volume, ATOMIC, MODIFY, WRITE_LINKS)
ACCESS_ERRORS (volume, ATOMIC, CHANGE, WRITE_IMPLICIT)
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If the conditions hold for deletion of the "volume" object volume:
ACCESS_ERRORS (volume, ATOMIC, MODIFY, DELETE)

PRIVILEGE_IS_NOT_GRANTED (PCTE_CONFIGURATION)
PROCESS_IS_IN_TRANSACTION
VOLUME_HAS_OTHER_LINKS (volume)
VOLUME_HAS_OTHER_OBIJECTS (volume)

VOLUME_IS_INACCESSIBLE (volume)
TOLY TMP__TQ_I INKNOWN ( vnlump)

11.2.14 VOLUME_GET_STATUS

VOLUME_GET_STATUS (
volume : Volume_designator
)

status : Volume_status
VOLUME_GET_STATUS returns information about the mounted volume volume, as|follows.

-| TOTAL_BLOCKS is the total number of blocks of data ayailable on volume.
-| FREE_BLOCKS is the number of blocks of data which‘are free on volume.
-| BLOCK_SIZE is the size of a block of data on volurme, in octets.

-| NUM_OBIJECTS is the number of objects currently residing on volume.

-| VOLUME_IDENTIFIER is the volume identifier of volume.

A read lock of the default mode is obtained on volume.

N

rrors

CCESS_ERRORS (volume, ATOMIC, READ, READ A’I’I‘RIBUTES)
OLUME_IS_INACCESSIBLE, (volume)
OLUME_IS_UNKNOWN.(volume)

11.2.11 VOLUME_MOUNT
VOLUME_MOUNT (

device : Device_supporting_volume_designator,
volume_identifier . Volume_identifier,
read only : Boolean

)

OLUME_MOUNT causes the volume volume identified by volume_identifier to bejmounted on
e/device device.

I'he operation creates a "mounted_on  1ink irom volume 1o device, with ' read_only— attribute set
to read_only, and its reverse "mounted_volume" link.

A lock of external and internal mode READ_SEMIPROTECTED is established on device.
Write locks (of the default kind) are obtained on the created links.

Errors

ACCESS_ERRORS (device, ATOMIC, MODIFY, EXPLOIT_DEVICE)
ACCESS_ERRORS (volume, ATOMIC, MODIFY, APPEND_LINKS)
DEVICE_IS_BUSY (device)

DEVICE_IS_UNKNOWN (device)

LIMIT_WOULD_BE_EXCEEDED (MAX_MOUNTED_VOLUMES)
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11.2.12 | VOLUME_UNMOUNT

12

12.1 File, pipe, and device -concepts

110

Files,

PROCESS_IS_IN_TRANSACTION

RANGE_IS_OUTSIDE_RANGE (volume associated with volume, devzce)
VOLUME_CANNOT_BE_MOUNTED_ON_DEVICE (volume, device)
VOLUME_IS_ALREADY_MOUNTED (volume) ‘
VOLUME_IS_UNKNOWN (volume)

NOTE - When appropriate, the operation causes the physical mounting of the corresponding physical volume on the

corresponding physical device. If read_only is true then the physical volume is mounted for reading only.

VOLUME_UNMOUNT (
volume : Volume_designator
)

DLUME_UNMOUNT causes the volume volume to be unmounted.

<
)

rors

CESS_ERRORS (device, ATOMIC, MODIFY, EXPLOIT_DEVICE)
CESS_ERRORS (volume, ATOMIC, MODIFY, WRITE_LINKS)
OCESS_IS_IN_TRANSACTION
LUME_HAS_OBJECTS_IN_USE (volume)
LUME_IS_ADMINISTRATION_VOLUME (volume)
LUME_IS_INACCESSIBLE (volume) .

LUME_IS_UNKNOWN (volure)

SS5s3zr @ g2 d

pipes, and devices

Open_contents-:
OPEN.OBJECT_KEY : Natural
CURRENT_POSITION : Current_position

Currént_position :: Token
Contents_handle :: Token
Position_handle :: Token

Contents_access_mode = READ_WRITE | READ_ONLY | WRITE_ONLY | APPEND_ONLY

Seek_position = FROM_BEGINNING | FROM_CURRENT | FROM_END
Set_position = AT_BEGINNING | AT_POSITION | AT_END

File = seq of Octet
represented by file

Pipe = seq of Octet
represented by pipe

Device = seq of Octet
represented by device

Control_data = seq of Octet

> "mounted_on" link from volume to the device device on which ¥olume is mounted is deleted.

tite locks (of the default kind) are obtained on the volume and on the deleted link; hgwever the
s on the volume and on the link from that object do not prevent the unmounting of the volume.
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Positioning_style = SEQUENTIAL | DIRECT | SEEK
. sds system:
positioning: (read) enumeration (SEQUENTIAL, DIRECT, SEEK) := SEEK;

file: child type of object with
contents file;
attribute
contents_size: (read) natural;
positioning;
end file:

: 1995(E)

pipe: child type of object with
contents pipe;
end pipe;
device: child type of object with
contents device;
attribute ;
device_characteristics: (read) string;
positioning; -
link
device_of: (havigate) reference link to workstation reverse controlled_dev
end device;

end system;

'he contents of a file, pipe, or device may be accessed by a process as a sequence of
pened by the process. The file, pipe, or device {9 then called an open object.

'he opening of a file, pipe, or device by a process is represented by an "open_object”
rocess to the file, pipe, or device, and an,"opened_by" link from the file, pipe or
TOCESS.

O o s I R o N

'he "open_object_key" key attribute-of the "open_object" link uniquely identifies th
among the other objects opened by the process.

'he opening of an object's contents and the operation CONTENTS_GET_HANDLE _

pen contents of an object. A separate open contents value exists for each proces
articular contents. The open contents consists of the following:

=0 = e

An open object-key which is the key of an "open_object" link to the open object.

A current position which specifies one octet of the sequence within the logical
octets. The position of the first octet is called FIRST, and of the last octet is call
current position can be shared by several open contents.

|

'he "device_characteristics” attribute of a device is a string with an implementation-d
pecifying implementation-dependent characteristics of the device.

172

Mo N Qi ot Axztaaa 1 et
Uw DAY

esult in the creation of a contents handle, which is an implementation-dependent rej

ce;

octets if it is

link from the
Hevice to the

e open object

FROM_KEY
erence to the
that opens a

sequence of
pd LAST. A

pfined syntax
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CONTENTS_SET_PROPERTIES. It is defined as follows:

octets in a sequential way.

only by

SEQUENTIAL indicates that the current position can be changed only by writing or reading

DIRECT indicates that the current position can be changed either as by SEQUENTIAL or by

means of a previously saved position, represented by an implementation-dependent position

handle.

~ from another position.
- The contents of a pipe is always accessed sequentially.

SEEK indicates that the current position can be changed either as by DIRECT or by an offset
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- CONTENTS_READ is net allowed; L

The contents size of a file is 0 if the file is empty and otherwise LAST - FIRST + 1.

The "open_object" link has an "opening_mode" attribute which defines how the current position is
updated by the contents operations. Let CP be the current position, and CP+n the position of the
nth octet after the current position. An operation is allowed for any opening mode unless otherwise
stated below. o

In READ_WRITE opening mode:

- opening the contents by CONTENTS_OPEN sets CP to FIRST; -

- 8 e atty readi g Noctets by CON TS READ [ O at-positio ,P,CP+1,
..] CP+N-1, and changes CP to CP+N; :

- syccessfully writing N octets by CONTENTS_WRITE replaces or adds octets 'at-positions CP,
OP+1, ... CP+N-1, and changes CP to CP+N; and if LAST < CP+N, changes.LAST to CP+N.

In READ_ONLY opening mode:
- opening the contents with CONTENTS_OPEN sets CP to FIRST;

- syccessfully reading N octets by CONTENTS_READ returns the ‘octets at positions ([P, CP+1,
..| CP+N-1, and changes CP to CP+N. For pipes and read-once’ devices, e.g. keyboards, the
sgquence of octets is changed to identify as FIRST the new current position. Which devices are
rgad-once is implementation-defined. :

- (QONTENTS_WRITE and CONTENTS_TRUNCATE are not allowed.

In WRITE_ONLY opening mode:

- opening the contents by CONTENTS_OPEN sets CP to FIRST;

- CQONTENTS_READ is not allowed; .

- successfully writing N octets by CONTENTS_WRITE replaces or adds octets at positions CP,
(OP+1, ... CP+N-1, and changes CP to'CP+N; and if LAST < CP+N, changes LAST o CP+N.

In APPEND_ONLY opening mode:
- opening the contents by CONTENTS_OPEN sets CP to LAST+1;

- syccessfully writing N octets by CONTENTS_WRITE sets CP to LAST+1, adds|octets at
positions LAST+1, EAST+2, ..., LAST+N, and changes LAST to LAST+N;

- QONTENTS_SET POSITION, CONTENTS_SEEK, and CONTENTS_TRUNCATE are not
allowed.

In READ_ONLY, WRITE_ONLY and READ_WRITE opéning modes:

- iflpositioning is DIRECT or SEEK, positioning with CONTENTS_SET_POSITION sets CP to
a position identified by a position handle; :

- if positioning is SEEK, positioning with CONTENTS_SEEK sets CP to a position identified by
an offset from another position.

Pipes can be opened only in READ_ONLY or APPEND_ONLY mode.

The "open_object" link has an "inheritable" attribute; if it is true, then a link of the same type, key,
non-key system attributes, and destination object is created from any process created by the process
origin of the link. '

The "open_object” link has a "non_blocking_io" attribute which defines the behaviour of the
operations CONTENTS_READ and CONTENTS_WRITE. This property is always true for a
file, but is true for a pipe or a device only if it supports non-blocking input-output, i.e. a read or
write operation does not wait until all data can be read or written, but reads or writes as much as it
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can. If it is true, then the destination pipe or device is said to be non-blocking (for the opening
process).

The "open_object" link keyed by 0 has READ_ONLY opening mode and is?called' standard input.
The "open_object" link keyed by 1 has APPEND_ONLY opening mode and is called standard

output.

The "open_object" link keyed by 2 has APPEND_ONLY opening‘mode and is called standard
error.

Ifran "open_object” Iink is inheritable, the associated con andIe is duplicated] in the child

process. As a consequence, the parent and child process share the current position;

e effect of changing the current position by the operations CONTENTS_READ,
ONTENTS_WRITE, CONTENTS_TRUNCATE, CONTENTS_SEEK, and
NTENTS_SET_POSITION is visible to all processes sharing that curtent position.

TES

1| Conventionally, standard input is used by the process for the reading of commands or input data, stahdard output is
ed for the output of data, and standard error is used for the output of error diagnostics.

2| After creating a process, an "opened_ object link is created for each'Open_t object" link which has|the inheritable
pJé)perty set to true. The designated object is however not open until the process is started: the startmg of the process
ates a link of type "open_by" from the designated object to the process.

3| In APPEND_ONLY opening mode, the current position\is always LAST + 1. Several precesses can append to
the same file, pipe, or device and therefore concurrently-modify the LAST position subject to locking fules.

4| On pipes and some kinds of devices (e.g. keyboards), the reading of a sequence of octets deletes| the octets: the
sdquence of octets read is no longer readable and the/new current position identifies as FIRST the next|unread octet in
e sequence. Several processes can concurrently read the same pipe or device in this way.

whay that the CONTENTS_READ, CONTENTS_WRITE and CONTENTS TRUNCA’IE operation$ performed on

th
5| There are various situations allowing one“or more contents handles to be associated with the same ¢bject in such a
the two contents handles may interfere:

two contents handles opened'within the context of the same activity, either within the same process or within
different processes;

contents handles obtained from objects locked within concurrent activities but with compatible locks.

O\

An application needing to manage such interferences without using separate activities and appropriate locks must
usge its own synchronization mechanisms, .

7| The contents$ of pipes and devices are not affected by transaction rollback.

12.2 Hile, pipe, and device operations
12.2.1 CONTENTS_CLOSE
CONTENTS_CLOSE (
contents : Contents_handle
)

CONTENTS_CLOSE deletes the contents handle contents, releasing any associated resources.

The "open_object” link keyed by the open object key of contents and its complementary
"opened_by" link (see 12.2.6) are deleted.

Errors
,CONTENTS _IS_NOT_OPEN (contents)
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12.2.2 CONTENTS_GET_HANDLE_FROM_KEY

CONTENTS_GET_HANDLE_FROM_KEY (
open_object_key :Natural

contents : vContents handle

CONTENTS_GET_HANDLE_FROM_KEY returns in contents the contents handle of the calling
process represented by the "open_object" link link with key open_object_key.

Ery
LIN

12.2.3

CC
key

Er
CQ

12.2.4

C(

po

Er

Cq
If ¢

12.2.5

IK_DOES_NOT_EXIST (calling process, link)

CONTENTS_GET_KEY_FROM_HANDLE

CONTENTS_GET_KEY_FROM_HANDLE (
contents : Contents_handle

open_object_key :Natural

NTENTS_GET_KEY_FROM_HANDLE returns in open cobject_key the "open_object_key"
attribute of the "open_object" link associated with the contents handle contents.

NTENTS_IS_NOT_OPEN (contents)

CONTENTS_GET_POSITION

CONTENTS_GET_POSITION (
contents : Contents_handle

position  : Position_handle

INTENTS_GET_POSITION “returns in position a position handle representing the current
ition of contents.

INTENTS_IS_NOT-_OPEN (contents)

ontents is a pipe, or if contents is a file or a device with positioning SEQUENTIAL:
CONTENTS.. OPERATION_IS_INVALID (contents)

CONTENTS_HANDLE_DUPLICATE
CONTENTS_HANDLE_DUPLICATE (

contents . Contents_handie.
new_key :[ Natural ],
inheritable : Boolean

new_contents . Contents_handle

CONTENTS_HANDLE_DUPLICATE creates a new open contents for the calling process and the
obJect associated with contents, and returns a contents handle identifying it in new_contents. A
new "open_object” link from the calling process to the object identified by contents, and a
complementary "opened_by" link, are created.

The "inheritable" attribute of the new "open_contents” link is set to inheritable. The key of the
new "open_object” link is set to is set to new_key, if provided, and otherwise to an unused
implementation-defined value. The "opening_mode" and "non_blocking_io" attributes of the new
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"open_object” link are set to the same values as for the "open_object” link from the calling process

associated with contents.

The new open contents shares the current position of contents.

Errors

CONTENTS_IS_NOT_OPEN (contents)
LIMIT_WOULD_BE_EXCEEDED (MAX_OPEN_OBJECTS)

LIMIT_WOULD_BE_EXCEEDED (MAX_OPEN_OBJECTS)_PER_PROCESS

12.2.4 CONTENTS_OPEN

CONTENTS_OPEN (
object
opening_mode
non_blocking_io
inheritable

contents

Errors

LIMIT_ WOULD BE_ _EXCEEDED (MAX OPEN _OBIJECT S _PER_PROCESS)

OPEN_KEY_IS_INVALID (new_key)

: File_designator | Pipe_designator | Device/designator,
: Contents_access_mode,

: Boolean,

: Boolean

: Contents_handle

CONTENTS_OPEN opens the contents of object in the opening mode opening_mode and returns
a contents handle for it in contents.

If opening mode is READ_ONLY or READ_WRITE:

ACCESS_ERRORS (object, ATOMIC, READ, READ_CONTENTS)
If opening, rmode is WRITE_ONLY or READ_WRITE:

ACCESS_ERRORS (object, ATOMIC, MODIFY, WRITE_CONTENTS)
If opening mode is APPEND_ONLY

ACCESS_ERRORS (object, ATOMIC, MODIFY, APPEND_CONTENTS)

An "open_object” link is created from the calling process to object with opening mode set to
opening_mode, non-blocking io set to non_blocking_io, and inheritable set to inheritgble

An "opened_by" link is created with an implementation-dependent key from object|to the calling
process, complementary to the created "open_object” link.

If opening _mode is READ_ONLY, awread lock of the default mode is obtained on object.

If opening _mode is WRITE_ONLEY, READ_WRITE or APPEND_ONLY, a wrife lock of the
default mode is obtained on object.

After this operation, the objeet is operated on by the current activity and the lock established is not
released before the contents is closed (see 16.1.8).

NON_BLOCKING_IO_IS_INVALID (object, non_blocking io)
OPENING_MODE_IS_INVALID (object, opening_mode)
STATIC_CONTEXT_IS_IN_USE (object)
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12.2.7 CONTENTS_READ

12.2.8 (JONTENTS_SEEK

116

CONTENTS_READ (
contents : Contents_handle,
size : Natural

data : Unstructured_contents

CONTENTS_READ reads a sequence of size octets from contents at the current position and
returns it in data, if available. If there are less than size octets but at least one octet from the
currept positon o LAST inctusive; theoperation returns irdata-that sequence of octets:

The ¢urrent position is set to the position after the last read octet.

If coptents is a pipe or a read-once device, the position after the last read octet 18 identified as
FIRST after the operation.

If there are no octets available for reading:
- if pontents is a non-blocking pipe or device, the operation fails.

- if|contents is a pipe or device but not a non-blocking pipe or device, the operation waits until
some octets are available for reading.

- ifcontents is a file, data is set to the empty sequence.

Errors

CONFIDENTIALITY_WOULD_BE_VIOLATED (object determined by contents, ATOMIC)
CONTENTS_IS_NOT_OPEN (contents)
CONTENTS_OPERATION_IS_INVALID (contents)
DATA_ARE_NOT_AVAILABLE (contents)

INTEGRITY_CONFINEMENT_WOULD:BE_VIOLATED (object determined by conter
ATQOMIC)

OBJECT_IS_INACCESSIBLE (object determined by contents, ATOMIC)

VOLUME_IS_INACCESSIBLE (volume on which object determined by contents resides,
ATOMIC)

~

S,

CONTENTS_SEEK (

contents : Contents_handle,
offset : Integer,
whence : Seek_position

)

new_position :Natural

CONTENTS_SEEXK sets the current pncirinn of contents to a pnqitinn determined hy affset and
whence, and returns the new current position as an offset from FIRST.

If contents is a file or device which has the SEEK "positioning" property, the current position is
set to a position defined as follows:

- if whence is FROM_BEGINNING, the new position is FIRST + offset;

- if whence is FROM_CURRENT, the new position is the current position + offset;
- if whence is FROM_END, the new position is LAST + offset + 1.

The resulting position cannot be smaller than FIRST.

The resulting position RP can be greater than LAST. In this case, if subsequent writing occurs,
LAST and the "contents_size" attribute of the file are set to RP + number of written octets. The



https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f

© ISO/IEC ISO/IEC 13719-1 : 1995(E)

12.2.9 CONTENTS_SET_POSITION

12.2.

octets which are between the previous LAST position and RP are returned as octets with the value
0 by subsequent calls of CONTENTS_READ. However, the file remains unchanged if no
CONTENTS_WRITE occurs at the new RP position.

If contents is a file or a device, the new value of the current position, offset from the beginning of
the file, is returned in new_position.

Errors
CONTENTS_IS_NOT_OPEN (contents)

CONTENTS _OPERATION TQ Y\T\IAT Th {eonten

£0)
COINTILINT O O TINT I T O T COTHCTY )

POSITION_IS_INVALID (resultmg position)

CONTENTS_SET_POSITION (

contents : Contents_handle,
position_handle  : Position_handle,
set_mode : Set_position

)
CONTENTS_SET_POSITION sets the current position-of contents to a position determined by
set_mode and position_handle.

If set_mode is AT_BEGINNING or AT_END, the-current position of contents is sdt to FIRST or
LAST + 1 respectively.

If set_mode is AT_POSITION, the current position of contents is set to the positign represented
by position _handle which must chave been previously obtained by a call of
CONTENTS_GET_POSITION on contents.

Errors

CONTENTS_IS_NOT_OPEN (contents)
CONTENTS_OPERATIONLIS_INVALID (contents)
POSITION_HANDLE_IS:INVALID (position_handle, contents)

10 CONTENTS_SET_PROPERTIES

CONTENTS)SET_PROPERTIES (
contents : Contents_handle,
positioning : Positioning_style

) ,

CONTENTS_SET_PROPERTIES sets the positioning of the open file or device determined by
contents to positioning.

If Contents determines a file, its positioning can be changed only if the file is empty.

Errors

If contents determines a file:
CONTENTS_IS_NOT_EMPTY (contents)

CONTENTS_IS_NOT_OPEN (contents)

If contents is a pipe:
CONTENTS_OPERATION_IS_INVALID (contents)

POSITIONING_IS_INVALID (contents, positioning)
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12.2.11 CONTENTS_TRUNCATE

12.2.12 |CONTENTS_WRITE
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CONTENTS_TRUNCATE (
contents : Contents_handle
)

CONTENTS_TRUNCATE truncates contents from the current position to the end.
The "contents_size" attribute of contents is set to indicate the new size. ‘

LAlS[ l is reset to one less than the current position, which is unc}langed, except when the current
position is FIRST, in which case LAST is undefined and the file is empty.
Thi
Errprs
CONFIDENTIALITY_CONFINEMENT_WOULD_BE_VIOLATED (object determined by
. ¢ontents, ATOMIC)
CONFIDENTIALITY_WOULD_BE_VIOLATED (object determined-by contents, ATOMIC)
CONTENTS_IS_NOT_FILE_CONTENTS (contents)
CONTENTS_IS_NOT_OPEN (contents)
CONTENTS_OPERATION_IS_INVALID (contents)

INTEGRITY_CONFINEMENT_WOULD_BE_VIOLATED (object determined by com‘ents,
ATOMIC)

INTEGRITY_WOULD_BE_VIOLATED (object detérthined by contents, ATOMIC)
OBJECT_IS_INACCESSIBLE (object determined by contents, ATOMIC) '

VOLUME_IS_INACCESSIBLE (volume containing object determined by contents, ATOMIC)
VOLUME_IS_FULL (volume containing object determined by contents)

NOTE - CONTENTS_TRUNCATE can affectthe size of a file while other operations are accessing it.

-

§ operation applies only to files.

CONTENTS_WRITE (

contents : Contents_handle,

data s.Unstructured_contents
)

actual_size : Natural

CONTENTS_WRITE writes some or all of a sequence of octets data to contents at the current
position, and-returns the number of octets actually written.

If cc r-ttents is a file with opening mode READ_WRITE, WRITE_ONLY, or APPEND_ONLY and

A n:‘c 0 th¢ position
followmg the last written octet. The contents size of contents is set to indicate the new size.

If contents is a pipe with opening mode APPEND_ONLY and if writing to the pipe would not
cause its size to exceed MAX_PIPE_SIZE, the sequence of octets data is written from the position
LAST + 1, and the current position is changed to the position following the last written octet.

If contents is a device with opening mode READ_WRITE, WRITE_ONLY, or APPEND_ONLY
and if writing to the device would not cause its size to exceed any device-dependent maximum size
limit, the sequence of octets data is written from the current position, and the current position is
changed to the position following the last written octet.

If the available space does not allow the whole of data to be written to contents:
- if contents is a file and at least one octet can be written, as many octets as possible are written;
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- if contents is a file and no octet can be written (e.g. MAX_FILE_SIZE has been reached), the

operation fails;
- if contents is a non-blocking pipe, as many octets from data as there is room for

are written; if

no octets can be written (i.e. MAX_PIPE_SIZE has been reached) the operation fails.

- if contents is a pipe which is not non-blocking, the operation waits, but on normal completion
(i.e. after space has been made available in the pipe and no interrupt occurred) the operation has

written all the octets;
- if contents is a device which is not non-blocking, the operatlon waits unt11 octets ¢

an be written;

can be written, the operation fails.

In all cases, the octets of data are written in order starting with the first element,
number of octets written to contents is returned in actual_size.

contents is opened, data is nevertheless written at the specified current position (i
interference implying that the current position is reset),as if prior to

Errors
contents, ATOMIC)

CONTENTS_IS_NOT_OPEN (contents)
CONTENTS_OPERATION_IS_INVALID (contents)
DEVICE_LIMIT_WOULD_BE_EXCEEDED (data, contents)

ATOMIC)
INTEGRITY_WOULD_BE_VIOLATED (object determined by contents, ATOMIC)
LIMIT_WOULD_BE_EXCEEDED ((MAX_FILE_SIZE, MAX_PIPE_SIZE))
OBJECT_IS_INACCESSIBLE (object determined by contents, ATOMIC)
VOLUME_IS_INACCESSIBLE (volume containing object determined by contents,
VOLUME_IS_EULL (volume on which object determined by contents resides)

13 DEVICE. GET_CONTROL

DEVICE_GET_CONTROL (
contents : Contents_handle,
operation : Natural

)

- if contents is a non-blocking device, as many octets as there are room for are written; if no octet
gnd the actual

If a concurrent CONTENTS_TRUNCATE operation is performed,on the object ¢ontents after

e. there is no
the write a

CONTENTS_SEEK operation had been performed with the carrent position as argument.

CONFIDENTIALITY_CONFINEMENT_ WOULD BE. VIOLATED (obJect determined by

| CONFIDENTIALITY_WOULD_BE_VIOLATED/(object determined by contents, ATOMIC)

INTEGRITY_CONFINEMENT_WQULD_BE_VIOLATED (object determined by ¢ oﬁtents,

ATOMIC)

control_aaid . CONMrol_data

DEVICE_GET_CONTROL returns control information from the device contents contents in
control_data, according to operation. The meanings of operation and control_data are

1mplementat10n -defined and may be dev1ce-dependent

Errors

CONFIDENTIALITY_WOULD_BE_VIOLATED (object determined by contents, ATOMIC)

CONTENTS_IS_NOT_OPEN (contents)
DEVICE_CONTROL_OPERATION_IS_INVALID (contents, operation)

ATOMIC)

INTEGRITY_CONFINEMENT_WOULD_BE_VIOLATED (object determined by contents,
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OBJECT_IS_INACCESSIBLE (object determined by contents, ATOMIC)

VOLUME_IS_INACCESSIBLE (volume on which object determined by contents resides,
ATOMIC)

12.2.14 DEVICE_SET_CONTROL

DEVICE_SET_CONTROL (
contents : Contents_handle,
operation : Natural,

)

DEVICE_SET_CONTROL performs a control operation on the device contents |contents,
acgording to operation. The parameters for the operation are specified in eontrol_data. The
meanings of operation and control_data are implementation-defined and maycbe device-dependent.

Errors
CONFIDENTIALITY_CONFINEMENT_WOULD_BE_VIOLATED (object determined by
contents, ATOMIC)
CONFIDENTIALITY_WOULD_BE_VIOLATED (object determined by contents, ATOMIC)
CONTENTS_IS_NOT_OPEN (contents)

DEVICE_CONTROL_OPERATION_IS_INVALID (contents, operation)

INTEGRITY_CONFINEMENT_WOULD_BE_VIQLATED (object determined by contgnts,
ATOMIC)

INTEGRITY_WOULD_BE_VIOLATED (object-determined by contents, ATOMIC)
OBJECT_IS_INACCESSIBLE (object determined by contents, ATOMIC)
VOLUME_IS_FULL (volume on which object determined by contents resides)
VOLUME_IS_INACCESSIBLE (volunie containing object determined by contents, ATPMIC)

13 Pro¢ess execution
13.1 Prgcess execution congepts

13.1.1 [Static contexts

sds system:

static_context: child type of file with
attribute
max_inheritable_open_objects: natural := 3;
interpretable: boolean := false;
link

link to static context:
restricted_execution_class: reference link to execution_class;
end static_context;

end system;

The max (maximum number of) inheritable open objects is the maximum number of open objects
that a process running the static context may inherit from the process which created it.

A static context is interpretable if "interpretable” is true; otherwise it is executable.

The interpreter of an interpretable static context is the destination of the "interpreter” link, if there
is one; it must not itself be interpretable.

A static context is foreign if it has a restricted execution class and that execution class (see 13.1.3)
has a usable execution site which is a foreign system; otherwise it is native.
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The execution class of an executable static context is the set of execution sites in which the static
context may run. If the static context has a "restricted_execution_class" link then its execution
class contains just the destination object of that link; otherwise it contains all the execution sites in
the PCTE installation. The execution class of an interpretable static context is the intersection of
that set and the execution class of the actual interpreter of the static context.

NOTES

1 A static context (short for static context of a program) is an executable or interpretable program in a static form
that can be run by a process, either directly by loading and executing it (executable) or indirectly by running another
static context as an interpreter (interpretable). It may be run either by a PCTE implementation or by a foreign
System,

2 The default of 3 for maximum inheritable open objects allows inheritance of standard input, putput and error
channels as supported by some operating systems. The number of open bbjects| is limited to
MAX_OPEN_OBJECTS_PER_PROCESS (see clause 24) so this is the maximum effective valge for maximum
inheritable open objects.

3 The format of the contents of an executable static context is implementation-defined by the PCTE
implementation (for workstations in the execution class) or the foreign systemiimplementation (fog foreign systems
in the execution class) of the execution site.

4 If an interpretable static context has no interpreter, a static context is selected to interpret if as described in
PROCESS_START.

5 A static context has other properties defined in the security SDS.(see 19.1.1).

6 The fact that the interpreter of an interpretable static context is not interpretable|is checked by
PROCESS_START and PROCESS_CREATE/ AND_START, but not by LINK_CREATE,
OBJECT_SET_ATTRIBUTE, OBJECT_SET_SEVERAL_ATTRIBUTES, OBJECT_RESET_ATTRIBUTE, or
OBJECT_DELETE_ATTRIBUTE.

2 Foreign execution images

sds system:

foreign_execution_image:. child type of object with
attribute

foreign_name: string;
link

on_foreign_system: reference link to foreign_system;
end foreign_execution_image;

end system;
The syntax and semantics of the foreign name are implementation-defined.

The "on-foreign_system" link defines a foreign system which may execute the for¢ign execution
image.

NOTES

g€ % : : e em—in—that it is only a
representatlon of the 1mage to be executed The execuﬂon 1mage 1tself is of undefmed format and is not represented
in the object base.

2 The foreign name is intended to provide enough information to determine the foreign system object, e.g. a file,
which contains an execution image.

13.1.3 Execution classes

sds system:
execution_site_identifier: natural;
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execution_class: child type of object with
link

usable_execution_site: reference link (execution_site_identifier) to execution_site;
end execution_class; '

end system;

An execution class specifies a set of execution sites (workstations or foreign systems) on which
“any static context with that execution class may be executed. Execution sites are defined in 18.1.

NOTES

1 If a static context has no restricted execution class, the choice of execution site may be specified when the static
conjext is run; otherwise it is implementation-defined.

2 an execution class has no usable execution site, a static context with that execution class as @ restricted
exefution class is unable to run. Thus it is possible to (temporarily) prevent a static context from runnipg.

3 The addition and removal of execution sites to and from an execution class is performbd using operations of
clagse 9. An execution site is a usable execution site of an execution class, if and only if| there is a
"usqble_execution_site" link between the site and the class. The value of the key of'siich a link is unimportant.

4 While it is recommended that tools keep the "execution_site_identifier” k€y consistent with the execution site
identifier of the usable execution site in the execution site directory, a PCTE implementation is not{required to
enfprce this consistency, nor even to ensure that the key is any execution site identifier in the exgcution site
diractory.

5 The definition of an execution class allows both workstations ahd foreign systems to be of the same execution
clags. In practice, such a mixed class is unlikely to be useful.

13.1.4 ([Processes

Initial_status = RUNNING | SUSPENDED{STOPPED
sds system:
inheritable: boolean := true;

referenced_object: (havigate)designation link (reterence_name: string) to object with
attribute

inheritable;
end referenced_object;

open_ioﬁject: (navigate) designation link (open_object_key: natural) to file, pipe, [device

wit

attribute
opening. mode: (read) enumeration (READ_WRITE, READ_ONLY, WRITE_ONLY,

APPEND_ONLY) := READ_ONLY;

non) blocking_io: (read) boolean;
inheritable;

end open_object;

~ message_queue with attribute
message_types: (read) string;
end is_listener;

process_waiting_for: (navigate) designation link (number) to object with
attribute
waiting_type: (read) enumeration (WAITING_FOR_LOCK, WAITING_FOR_TERMINATION,
WAITING_FOR_WRITE, WAITING_FOR_READ) := WAITING_FOR_LOCK;
locked_link_name;
end process_waiting_for;
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process: child type of object with
attribute ; ,
process_status: (read) non_duplicated enumeration (UNKNOWN, READY, RUNNING,
STOPPED, SUSPENDED, TERMINATED) := UNKNOWN; -
process_creation_time: (read) time;
process_start_time: (read) time;
process_termination_time: (read) time;
process_user:_defined_result:- string;
process_termination_status: (read) integer;
process_priority: (read) natural; '

process_string_arguments: (read) string;
process_environment: (read) string;
process_time_out: (read) natural,;
acknowledged_termination: (read) boolean ;
deletion_upon_termination: (read) boolean := true;
time_left_until_alarm: (read) non_duplicated natural;
link g
process_object_argument: designation link (number) to object;
executed_on: (nhavigate) designation link to execution’ site;
referenced_object;
open_object; S
reserved_message_queue: (navigate) designation link (number) to message_queue;
is_listener; ‘
default_interpreter. designation link to static_context;
actual_interpreter: (navigate) designation-link to static_context;
process_waiting_for;
parent_process: (navigate, delete).implicit link to process reverse child_|process;
started_in_activity: (navigate) reference link to activity reverse process_sjarted_in;

component
child_process: (havigate, delete) composition link (number) to process Heverse
parent_process; ' o T
started_activity: (navigate) composition link (number) to activity reverse started_by;

end process;

end system;

sds metasds:

import object type system-process;

extend object type process with

"nksds_in__working_schema: (navigate) designation link (number) to sds;
end-process;

end metasds;

A process is a means of running a static context or foreign execution image. Creatidn of a process
refers to the action of PROCESS_CREATE. A process runs the static context (executable or
imterpretable)or foreigm execution immage specified when tiie process 15 created. A process
executes the static context or foreign execution image specified when the process is created unless
an interpretable static context is specified, in which case it executes another static context which is
executable.

A process executes by the execution of one or more threads. Within a process, threads may
execute in parallel (proceed independently), or execution may switch between threads, or both,
according to rules not defined in this part of ISO/IEC 13719. A thread is suspended (i.e. its
execution does not progress) when it is executing an operation which is waiting for the occurrence
of an event (see 8.7.2). A binding must define the mapping of threads and of their suspension to
the binding language. A binding may impose limitations on threads by the definition of the rules
for their interaction; in particular, a binding may specify that, except for the activation or waking
of a handler (see 14.1), a process always executes by the execution of one and only one thread.
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The activation of a handler normally involves execution of a separate thread, although there may

~ be special binding-defined rules governing this execution.

Whether other threads of a process (if any) can continue to execute while one thread is suspended,
and whether such threads can issue from operation calls, are instances of binding-defined rules
governing the execution of threads. ’

The process status is the status of the process with respect to execution. State transitions occur as
the result of operations in 13.2 or of events outside tool control, e.g. a thread reaching a
breakpoint. The process status may have the following values:

EADY: ready to execute.

UNNING: executing: one or more threads of the process are running or suspended.

R
R
- S[TOPPED: stopped from execution: all threads of the process are stopped; this is fior use in
process monitoring, see 13.5. '
S

[USPENDED: suspended from execution: all threads of the process are suspended; tHis results
from PROCESS_SUSPEND.

- TERMINATED: preventéd from further execution.
Thefstatus value STOPPED is required only by the monitoring module (see 13.5).

In addition the process status has an initial value UNKNOWN which it is given if the grocess is
credted by operations in clause 9. - Such a process is preyented from executing.

If one thread of a process is stopped, then all are, and'similarly with suspension.

The| terms ready, running, stopped, suspended,terminated and unknown apply to § process
whase process status is READY, RUNNING;:STOPPED, SUSPENDED, TERMINATED or
UNKNOWN, respectively. The terms 'runding' and 'stopped' are also applied to a thread of a
progess. A process starts when its status changes from READY.

A byeakpoint is an implementation-defined marker defining a point in a process such that when
exegution reaches that point while-the process is running, the process status is changed to

The precise time of a changé of process status as recorded in the process creation, start or
ination time is implementation-dependent except that it is between the start and end of any
opetration that causes the change of process status.

The| process creation(time is the time when the process was created.

The process start time is the time when the process started to run a static context or foreign
exe¢ution image: Its value is the default value of time attributes if the process is ready.

The| process termination time is the time when the process terminated. Its value is the default value
of time attributes unless the process is terminated.

The| semiantics of the process user defined result are not defined in this part of ISO/IEC 18719.

The process termination status specifies the conditions under which the process terminated. Its
value is the default value of integer attributes unless the process is terminated. The process
termination status has two sets of named values, whose actual values are implementation-defined.
Other values may be set using PROCESS_SET_TERMINATION_STATUS or

"PROCESS_TERMINATE but are not defined in this Standard. The sets of named values are:

- Success:

EXIT_SUCCESS: The process has terminated normally, i.e. not as in the failure cases. The
process termination status has this value if a process terminates other than by
PROCESS_TERMINATE (explicitly or implicitly called), and the process termination status
has not been changed by PROCESS_SET_TERMINATION_STATUS.
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PROCESS_TERMINATE).

¢ 1995(E)

EXIT_ERROR: The process has been terminated abnormally by itself (using

FORCED_TERMINATION: The process has been terminated abnormally by another

process (using PROCESS_TERMINATE).

SYSTEM_FAILURE: The process has beén terminate
implementation.

ACTIVITY_ABORTED: The process has been terminated abhormally asa
destination of its "started_in_activity" link being aborted by ACTIVITY_ABOR|

The process priority defines the priority of running the process relative to that'of ot

Their effect is implementation-defined except that a greater integer value indic
priority. o
The process file size limit defi
writes.

The value of the process string arguments is a string of the following syntax, which d
sequence of zero or more substrings. Each substring is-an-argument preceded by the
argument in hexadecimal notation. The semantics of the sequence of arguments is n
this part of ISO/IEC 13719.

arguments = {substring};
~ substring= length, argument;
length = hex digit, hex digit, hex digit, hex digit; ,
hex digit="0"|'1"|'2"|'3'|'4'| '5'|'6' [**['€8 |'9|'A"|'B'|'C'|'D'|'E'| 'F; .
argument = (*any sequence of graphic characters®);
The semantics of process environment is not defined in this part of ISO/IEC 13714
has the same syntax as the proeess string arguments. '

The process time out limits’the duration of each indivisible operation, i.e. each ope]
execution does not cause.it to wait, and also of each operation whose execution cause,
of a "process_waiting ‘for" link from the calling process. If the value is 0, the lim
otherwise the limit'is the value in seconds. An operation whose duration exce
terminates with the error OPERATION_HAS_TIMED_OUT.

If the value is\greater than 0, the time left until alarm defines the maximum duration in
a process will be suspended when it next suspends or, while the process is su
maximium duration until it is resumed. If the process is resumed before the alarm
value of time left until alarm indicates the unexpired duration. Otherwise when the

r
The range of values is from 0 to the implementation-defined limit MAX_PRIORIlfY

d abnormally by the PCTE

result of the
T.

processes.
_VALUE.
es a greater

nes the maximum contents size of each file to which the process

lefines it as a
length of the
ot defined in

). The value

ration whose
5 the creation
it is infinite,
eds the limit

seconds that
spended, the
goes off, the
time expires

the process receives an implementation-defined alarm message of message type WA]

KE (provided

It asreserveda message quene and TS andiing wakeup messages) ard 1S TesSume

. If there is

more than one reserved message queue that has a handler enabled to handle WAKE messages, the
system chooses in an implementation-defined way which message queue receives the WAKE
message.

The acknowledged termination is true when the process has terminated and the parent process has
continued running after waiting for termination.

If deletion upon termination is true and the deletion conditions are satisfied, the process is deleted
automatically when it terminates, after acknowledged termination of this process has been set true
by the parent process.

The "sds_in_working_schema" links specify by their key values a sequence of SDSs which
determines the working schema of the process (see 8.1). The "sds_in_working
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schema" links are created when a process is created and may be changed by
PROCESS_SET_WORKING_SCHEMA.

The semantics of the process object arguments is not defined in this part of ISO/IEC 13719.
The destination of the "executed_on" link is called the execution site of the process.

Referenced objects are used in the construction of object designators through their reference names
(see clause 23). Referenced objects are created and deleted by PROCESS_SET_
REFERENCED OBJECT and PROCESS UNSET REFERENCED OBJECT respectlvely

The followmg reference names are reserved and refer to the given referenced objects:

- 'self': This process. This referenced object always exists, cannot be changed and has
ipheritability false.

- ‘'static_context': The static context run by the process. This referenced object alwajyys exists,
dannot be changed and has inheritability false.

- '¢ommon_root': The common root (see 9.1.2). This referenced object always exists, cannot be
hanged and has inheritability true.

¢
'home_object': The meaning of the 'home_object' referenced object is not defined in this part of
ISO/IEC 13719.

- 'burrent_object': The meaning of the 'current_object’ referenced object is not defingd in this
art of ISO/IEC 13719. Conventions for using itar¢ .given in 23.1.2.2.

"o

Th¢ referenced objects with reference names "static_context", "common_root", "homg_object",
and "current_object” are known as the static context of the process, common root, home object
and current object respectively.

If ipheritability is true the referenced objectis to be made a referenced object of each child process
created by this process (and inheritability:is to be set true for it). The inheritability of a referenced
objgct may be changed by operationsin clause 9. An inherited "referenced_object" link may be
deleted by the child process but this does not affect the referenced objects of the creating jprocess.

trule, the open object is to be inherited as opened (and the corresponding current positign is to be
shared) by each child process created by this process in the manner specified by the attributes of
the| "open_object" link(and inheritable is to be set true for the child's open objgct). The
inheritable attribute{of an open object may be changed by operations in clause 9. An|inherited
opgn object may be/closed by the child process but this does not affect the open objects of the
crepting process.” The semantics of the other attributes of an open object are defingd by the

An|open object is an object opened for access to its contents (see clause 12). If inherit£)le is set

The default 1nterpreter 1f 1t ex1sts isa stattc context Wthh w111 1nterpret the statlc context run by a
: ¢ has T ; atire ter may be
changed by operations in clause 9.

The actual interpreter is the static context that interprets an interpretable static context.
For reserved message queue and "is_listener" see 14.1.

The destination of the "process_waiting_for" link is a resource that a thread of the process is
waiting for; for further attributes see 16.1.2. A link of this type exists for each operation that is
waiting. The waiting type values are:

- WAITING_FOR_LOCK: waiting to establish a lock on a resource which already has an
incompatible lock.

- WAITING_FOR_TERMINATION: waiting for a child process to terminate.
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- WAITING_FOR_WRITE: waiting to write to a full message queue, a full pipe
audit file or an accounting log.
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, a device, an

- WAITING_FOR_READ: waiting to read from a message queue containing no message of the

specified type, an empty pipe, or a device.

The started in activity is the activity which was the current activity of the parent process at the time

the process was created. Activities are defined in clause 16.

A process is either the initial process of a workstation (see 18.1.2) or a child proces
process.

s.of one other

The parent process is the process which created this process or another process nonlnnated by the

creating process to be the parent.
For the started activities, see clause 16.
NOTES

1 The process user defined result is provided for tool-defined use, especially for'achild process to |
to its parent on termination.

2 The process priority is intended to be mapped to the process priority of’an underlymg operating
is one). The number of possible values should be a power of 2.

3 The process string arguments is intended for passing parametersin'the form of strings to a child
a tool written in a language which specifies a mechanism for passing parameters to the tool. The|
the length in hexadecimal notation enables the maximum length-of an argument to be stored in 2 od

4 The process environment is provided as a mechanism-for' modifying aspects of the envnronment
process is to run.

bass back results
system (if there

process running
specification of
tets.

fin which a child

5 If the acknowledged termination of a process istrue, then the process has terminated but could not be deleted,

e.g. because deletion upon termination is false, 6f/because there was a reference link to the process

6 The "process_object_argument" link is intenided for designating an object to a process, e.g. a me

it is running. The process may use key values to distinguish the different objects so designated if
the link to each process object argument after it has been processed.

7 A process can only be moved. {thus changing its volume number) while the process statuf

TERMINATED. It is recommended that a ready process is only moved to a volume that is ¢
execution site which is to exectite the process or, if the execution site is a discless workstation, to
accessed efficiently.

8 The child processes\of a process are components of that process, but this does not mean that

t spooler, while
does not delete

is READY or
bntrolled by the
one that can be

operations on a

process apply also to its child processes; e.g. terminating a process does not of itself terminate its child processes.

9 Many of the.links of process that have no reverse link have a corresponding link which is effe
link exceptthat only the link from the process exists before a process is started.

10 Operations specific to processes, i.e. those with names starting with "PROCESS_", do not es
on the process, its links or its attributes (and thus these changes are not reversed if the transaction i

Ctively a reverse

blish any locks
aborted).

icess, its links or

1) Operations specific to processes do not require discretionary access control on the calling pra

12 A process has other properties defined in the security and accounting SDSs.

13 The implicit creation and deletion of a usage designation link is allowed by operations defined in clause 13 even

if the origin object of the link resides on a read-only volume or is a copy object.

14 Table 3 shows the available transitions of process status.
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Table 3 - Available transitions of process status

© ISO/IEC

From/to Ready Running Suspended __ Stopped __ Terminated _
(nonexistent) ~ CR CS X X X

ready N ST ST ST X

running X N SU BP TE
suspended X RE N X TE
stopped X CO X N TE
terminated X X X X N

Key |to table 3:

BP: breakpoint

15 1

In addition, the implementation may provide some-degree of concurrency within operations, but hat is not
jatory. Thus operations called in concurrent threads may block immediately until an operation called earlier has

mang
term;
impl

langyage.

Eac

CO: PROCESS_CONTINUE
CR: PROCESS_CREATE

CS: PROCESS_CREATE_AND_START
RE: PROCESS_RESUME

ST: PROCESS_START

SU: PROCESS_SUSPEND

TE: PROCESS_TERMINATE

N null transition

X impossible

is intended that a PCTE implementation maintain its'integrity against operation calls from concurrej

nated. Such implementation dependence.is-likely to apply to all language bindings suppo
bmentation in addition to binding dependences that result from the level of support for threads by t

nitial processes

h workstation in a PCTE-installation has an initial process; this is a process that is c}

imp

a prpcess that has be¢n)created by PROCESS_CREATE and modified by other PCTE of
excgpt that the initial process has no parent process. When the first static context runs in
prodess, the initial\process has the following particular values for attributes and links:

- the volume ‘on which the process resides is the administration volume of the executis
the initial-process;

- the®xecution site of the process is the workstation for which the process is the initial p

ementation-dependént means such that, when it starts to run a tool, it is indistinguish:

nt threads.

d by the
he binding

reated by
\ble from
erations,
the initial

bn site of

FOCCSS,

- the static context of the process is the static Context being run Dy the initial process;

- the destination of the "actual_interpreter" link is the static context being executed by the initial

p

rocess, if any;

- the destination of the "started_in_activity" is the outermost activity of the execution site (see

1

6.1.1);

- the static context of the initial process is a member of the predefined program group
PCTE_SECURITY or of a program group which has PCTE_SECURITY as one of its program
supergroups.

NOTE - Thc? initial process of a workstation is intended to start one or more processes, each of which runs a static
context, typically a login or user authentication tool (which may be a portable tool), to perform various tasks when
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13.1.6

13.2 Brocess execution operations

13.2.1

: 1995(E) .

a human user starts or ends a session at the workstation. It has no consumer identity. ‘The tasks to be performed at

the start of the session may include, for example:

- authenticating the human user and setting the discretionary and mandatory context appropriate
calling PROCESS_SET_USER_AND_USER_GROUP_IDENTITY; this must be done before
on behalf of the user to assure the security of the PCTE installation; ‘

- initializing a general purpose environment for the running of tools by the usér;

to that user by
any processing

- tailoring the environment to the user, for example by setting the referenced object "home_object”.

Profiling and monitoring concepts

Profile_handie :: Token

Buffer = seq of Natural

Address :: Token

Process_data = seq of Octet

These types are used in profiling and monitoring operations; see 13.4 and 13.5.

[f no value is supplied for parent, parent designates the calling process.
PROCESS_CREATE creates a process that is able to run a static context. The

exceptthat "volume_identifier" is set to "volume_identifier" of parent, if paren

execution site.,

- Attributes and links of type "process"” defined in SDS "system":

PROCESS_CREATE

PROCESS_CREATE (
static_context : Static_context_designator | Foreign_execution_image_desgignator,
process_type : Process_type ‘nominator,
parent : [ Process_designator ],
site : [ Execution. site_designator ],
implicit_deletion  : Boolean;
access_mask : Atomic) access_rights

)
new_process : ‘Process_designator

Nnew process

becomes a child process of parent (either the calling process or an ancestor of the calling process).
The new process\néw_process is of type process_type with attributes and links as defiined below.
- Attributes and links of type "object" defined in SDS "system" as by OBJECT_CREATE,

t and the new

process have the same execution site, otherwise to "volume_identifier" of the new process's

"process_status" is set to READY;

"process_creation_time" is set to the current time (a value of system time between the start

and end of the operation);
"process_priority" is set to "process_priority" of the calling process;

"process_file_size_limit" is set to "process_file_size_limit" of the calling process;

"deletion_upon_termination" is set to implicit_deletion;

"sds_in_working_schema" links are created, each with the same destination and key as each

of the "sds_in_working_schema" links of the calling process;
an "executed_on" link is created to site, or if site is absent:
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if static_context is executable, to an implementation-dependent member of the execution
class of static_context,

if static_context is interpretable, to an implementation-dependent member of the
intersection of the execution classes of static_context and its interpreter;

if static_context is a foreign execution image, to the destination of the
"on_foreign_system" link from szatic_context,

for each "referenced_object” link of the calling process with inheritability true (except for

j "self" i ") a "referenced object” link is created with
the same destination and key; in addition, "referenced_object" links with reference names
"self" and "static_context" are created with destinations the new process and szatiq_context,
respectively, and inheritability false;

for each "open_object" link of the calling process with inheritable true an "open_object"
link is created with the same destination and key,and with the same opening mode{ and non-
blocking io, in ascending order of key value, oup to a limit of
"max_inheritable_open_objects" of static_context; ‘

if the calling process has a default interpreter, a "default_interpreter” link is created to the
default interpreter of the calling process;

a "parent_process” link to parent and its reverse "childprocess" link are created;

a "started_in_activity" link to the current activity of parent and ity reverse
"process_started_in" link are created.

- Attributes and links of type "object" defined in SDS "security" as by OBJECT_CREATE with
qccess_mask, except:

"atomic_acl" has two additional groups@added, if not already present, and these groups have
all access rights granted. These groups are:

the user of the new process;

the predefined security group PCTE_EXECUTION;
"confidentiality_label" is-set to "confidentiality_label" of the calling process;
"integrity_label" is sét t0 "integrity_label" of the calling process.
- Attributes and links of type "process" defined in SDS "security":
"default_atomic”acl" is set to "default_atomic_acl"” of the calling process;
"default_object_owner" is set to "default_object_owner" of the calling process;

"floating_confidentiality_level" is set to "floating_confidentiality_level" of the calling
process;

“floating_integrity_level" is set to "floating_integrity_level" of the calling process;
a "user_identity" link is created to the user of the calling process;
an "adopted_user_group” link is created to the adopted user group of the calling process;

"adoptable_user_group" links are created, each with the same destination and key as each of
those "adoptable_user_group" links of the calling process with "adoptable_for_child" true.

- Attributes and links of type "process" defined in SDS "accounting™:
a "consumer_identity" link is created to the consumer identity of the calling process, if any.
PROCESS_CREATE returns a designator of the new process as new_process.

If the workstation controlling the device on which is mounted the volume on which new_process
£e51des become.i inaccessible before new_process is started, the "sds_in_working_schema",
executed_on", "opened_objects”, ‘"user_identity”, "adopted_user_group",
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"adoptable_user_group”, "referenced_object”, and "consumer_identity" designation links from
new_process are deleted, the status of new_process is set to TERMINATED and the exit status of
new_process is set to SYSTEM_FAILURE.

Errors

ACCESS_ERRORS (static_context, ATOMIC, MODIFY, EXECUTE)

If static_context is interpretable:
ACCESS_ERRORS (interpreter of static_context, ATOMIC, MODIFY, EXECUTE)

ACCESS_ERRORS (parent, ATOMIC, MODIFY, APPEND_LINKS)

ACCESS_ERRORS (the current activity of parent, ATOMIC, MODIFY, APPEND-IMPLICIT)

EXECUTION_CLASS_HAS_NO_USABLE_EXECUTION_SITES (execution class of
static_context)

EXECUTION_SITE_IS_INACCESSIBLE (site)
EXECUTION_SITE_IS_NOT_IN_EXECUTION_CLASS (site, stati¢_context)
EXECUTION_SITE_IS_UNKNOWN (site)

If static_context is a foreign execution image:
FOREIGN_EXECUTION_IMAGE_HAS_NO_SITE (stati¢/ context)

LABEL_IS_OUTSIDE_RANGE (new_process, the volunie on which new_process would reside)
LABEL_IS_OQUTSIDE_RANGE (rnew_process, the would-be execution site of new | process)
LIMIT_WOULD_BE_EXCEEDED (MAX_PROCESSES)
LIMIT_WOULD_BE_EXCEEDED (MAX_PRQGCESSES_PER_USER)
REFERENCE_CANNOT_BE_ALLOCATED
OBJECT_OWNER_VALUE_WOULD_BEINCONSISTENT_WITH_ATOMIC_ACL

If parent has OWNER granted or denied:
OWNER_PROPAGATION_ERRORS_ON_COMPONENT_CREATION (new |process)

PROCESS_LACKS_REQUIREDCSTATUS (parent, (READY, RUNNING, STOPPED,
SUSPENDED))

If parent is not the calling process:
PROCESS_IS_NOT.ANCESTOR (parent)

PROCESS_IS_UNKNOWN (parent)
STATIC_CONTEXT_REQUIRES_TOO_MUCH_MEMORY(static_context)
USAGE_MODE_ON_OBJECT_TYPE_WOULD_BE_VIOLATED ("object", procefs_type)
If process is the-calling process:
VOLUME_IS_FULL (calling process)

NOTE - It is implementation-dependent which underlying resources (e.g. memory) required for procg¢ss execution are
allocated'by PROCESS_CREATE and which are allocated by PROCESS_START.

L — PROCESS—CREATE-AND-STARTF

PROCESS_CREATE_AND_START ( «
static_context : Static_context_designator | Foreign_execution_image_designator,
arguments : String,
environment : String,
site 1 [ Execution_site_designator 1,
implicit_deletion : Boolean,
access_mask : Atomic_access_rights

)
new_process : Process_designator

PROCESS_CREATE_AND_START creates and runs a process asynchronously in one single
operation.
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The overall effect is as for the following sequence of operations.
new_process = PROCESS__CREATE (static_context, "process"”, nil, site,
implicit_deletion, access_mask);
PROCESS_START (new _process, arguments, environment, site, RUNNING);
PROCESS_CREATE_AND_START is an atomic operation for the calling process.

Errors

ACGESS—_ERRORS (static—context, ATOMIC, MODIEY  EXECIITE)

If static_context has an interpreter:
ACCESS_ERRORS (interpreter of static_context, ATOMIC, MODIFY, EXECUTE)

CONTROL_WOULD_NOT_BE_GRANTED (new_process)

EXECUTION_CLASS_HAS_NO_USABLE_EXECUTION_SITES (execution class of
static _context)

EXECUTION_SITE_IS_INACCESSIBLE (site)
EXECUTION_SITE_IS_NOT_IN_EXECUTION_CLASS (site, stafic) context)
EXECUTION_SITE_IS_UNKNOWN (site)

If static_context is a foreign execution image:
OREIGN_EXECUTION_IMAGE_HAS_NO_SITE (static_context)

FOREIGN_SYSTEM_IS_INVALID (site, process, HAS_EXECUTIVE_SYSTEM)
INTERPRETER_IS_INTERPRETABLE (interpreter of static_context) :
INTERPRETER_IS_NOT_AVAILABLE (static_context)
LABEL_IS_OUTSIDE_RANGE (new_process;the volume on which new_process would reside)
LABEL_IS_OUTSIDE_RANGE (new_procéss, the would-be execution site of new_pro ress)
LIMIT WOULD_BE_EXCEEDED (MAX "PROCESSES_PER_USER)
REFERENCE_CANNOT_BE_ALLOCATED
OBJECT_OWNER_VALUE_WOULD_BE_INCONSISTENT_WITH_ATOMIC_ACL
STATIC_CONTEXT_CONTENTS_CANNOT_BE_EXECUTED (static_context, site)
STATIC_CONTEXT_IS_BEING_WRITTEN (static_context) '
STATIC_CONTEXT_REQUIRES_TOO_MUCH_MEMORY (static_context)

If pfocess is the callingptocess:
VOLUME_IS_FULL (calling process)

PROCESS_GET_WORKING_SCHEMA(
process : [ Process_designator ]
)
sds_sequence : Name_sequence

If no value is supplied for process, process designates the calling process.

PROCESS_GET_WORKING_SCHEMA returns in sds_sequence the sequencé of SDS names of
the SDSs forming the working schema of the process process.

If process is not the calling process a read lock of the default mode is established on process.

Errors
If process is not the calling process:
ACCESS_ERRORS (process, ATOMIC, READ, READ_LINKS)

PROCESS_LACKS_REQUIRED_STATUS (process, (READY, RUNNING, SUSPENDED,
STOPPED))
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PROCESS_IS_UNKNOWN (process)

13.2.4 PROCESS_INTERRUPT OPERATION

PROCESS_INTERRUPT_OPERATION {(
process  : Process_designator

PROCESS_INTERRUPT_ OPERATION 1nterrupts a process

s-no-effee e€ : ; aterraption of all
pperations currently bemg executed by process is requested thh the followmg efféctlon process.

After a period of time, each such interrupted operation of process, whether suspended or not, is
erminated with the error OPERATION_IS_INTERRUPTED. For any waiting operation the
¢orresponding "process_waiting_for" link is deleted.

he time between the start of this operation and the end of the intersuption of the gperations of
process is implementation-dependent.

rrors

ACCESS_ERRORS (process, ATOMIC, MODIFY, WRITE_ATTRIBUTES)

RIVILEGE_IS_NOT_GRANTED (PCTE_EXECUTION)
PROCESS_LACKS_REQUIRED_STATUS (process; RUNNING)
PROCESS_IS_THE_CALLER (process) |
PROCESS_IS_UNKNOWN (process)

NOTE - This operation is intended to provide the means for a tool to control other tools, e.g. to causge an operation
of a deadlocked tool to be abandoned, or to interriipt a tool which is not itself controlling the duration of operations.

13.2.5| PROCESS_RESUME

PROCESS_RESUME (
process  : Process.designator

PROCESS_RESUME ‘resumes the suspended process process, by changing [its status to
RUNNING.

Krrors

ACCESS_ERRORS (process, ATOMIC, MODIFY, WRITE_ATTRIBUTES)

f the execution site of process is a foreign system:
FOREIGN_SYSTEM_IS_INVALID (execution site of process, process,
SUPPORTS_IPC_AND_CONTROL)

ROCESS_TACKS_REQUIRED_STATUS (process, SUSPENDED)
PROCESS_IS_THE_CALLER (process)
PROCESS_IS_UNKNOWN (process)

13.2.6 PROCESS_SET_ALARM

PROCESS_SET_ALARM (
duration  : Natural
)

PROCESS_SET_ALARM changes the time left until alarm of the calling process to duration.
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Errors

None.

13.2.7 PROCESS_SET_FILE_SIZE_LIMIT

PROCESS_SET_FILE_SIZE_LIMIT (
process  :[ Process_designator ],
fslimit : Natural

© ISO/IEC

If

)

value is supplied for process, process designates the calling process.

PROCESS_SET_FILE_SIZE_LIMIT changes the process file size limit of process to fsl

Errors

If

Iff;
PR

13.2.8

PR]

ocess is not the calling process:
ACCESS_ERRORS (process, ATOMIC, MODIFY, WRITE_ATTRIBUTES)

limit is greater than the current value of the process file size limitof process:
PRIVILEGE_IS_NOT_GRANTED (PCTE_EXECUTION)

DCESS_IS_UNKNOWN (process)

PROCESS_SET_OPERATION_TIME_OUT

PROCESS_SET_OPERATION_TIME_OUT (
duration  :Natural
)

OCESS_SET_OPERATION_TIME_OQOUT sets the process time-out of the calling j

dunation.

Er

rors

Noane.

13.2.9

134

PROCESS_SET_PRIORITY

PROCESS_SET\PRIORITY (
process (_ 7 { Process_designator ],
priority : Natural

PROCESS_SET_PRIORITY sets the process priority of process to MAX_PRIORITY_]

mit.

Drocess to

VALUE if

If {o value'is supplied for process, process designates the calling process.

priority is greater than MAX_PRIORITY_VALUE, and to priority otherwise.

Errors

If process is not the calling process:

ACCESS_ERRORS (process, ATOMIC, MODIFY, WRITE_ATTRIBUTES)

If priority is greater than the current value of the process priority of process:

PRIVILEGE_IS_NOT_GRANTED (PCTE_EXECUTION)

PROCESS_IS_UNKNOWN (process)
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13.2.10 PROCESS_SET_REFERENCED_OBJECT
PROCESS_SET_REFERENCED_OBJECT (

process : [ Process_designator ],
reference_name . Actual_key,
object : Object_designator

)

If no value is supplied for process, process designates the calling process.
PROCESS_SET_REFERENCED_OBJECT sets a referenced object of process to object.

If a "referenced_object" link from process with the key reference name alreahy exists, its
destination is changed to object. Otherwise, a "referenced_object" link fromprogess to object
with the key reference_name is created.

Errors
If process is not the calling process:
ACCESS_ERRORS (process, ATOMIC, MODIFY, APPEND_LINKS)

If process is not the calling process and there is a referenced objectreference_name:
ACCESS_ERRORS (process, ATOMIC, MODIFY, WRITE_LINKS)

If process is not the calling process:
PROCESS_LACKS_REQUIRED_STATUS (process, READY)

PROCESS_IS_UNKNOWN (process)
REFERENCE_NAME_IS_INVALID (reference name)
REFERENCED_OBJECT_IS_NOT_MUTABLE (reference_name)

If process is the calling process:
VOLUME_IS_FULL (calling process)

13.2.11 PROCESS_SET_TERMINATION_STATUS

PROCESS_SET_TERMINATION_STATUS (
termination_status. . Integer

)

PROCESS_SET_TERMINATION_STATUS provides a value termination_status to be stored in
the process termination status of the calling process when it terminates, provided it is not
terminated by PROCESS_TERMINATE with a termination status parameter.

Errors
VOLUME-IS_FULL (calling process)

13.2.12, ( PROCESS_SET_WORKING_SCHEMA

DROOCLEAO QT \AMTULL -
L )4 "] =Cw Do Jpe } e I__VV\JI'\!\II‘{\J QVI‘H—IVI"\

process : [ Process_designator ],
sds_sequence : Name_sequence

)

If no value is supplied for process, process designates the calling process.

PROCESS_SET_WORKING_SCHEMA sets the working schema of a process according to the

sequence of SDSs identified by the SDS names in sds_sequence, replacing the current working
schema, if there is one.

If process is the calling process:

- the previous "sds_in_working_schema" links of process and the "in_working_schema_
of" links from each previous SDS in working schema to process are deleted
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- for each SDS sds identified by sds_sequence(l), an "sds_in_working_schema" link with key I
(starting from I = 1) from process to sds and an "in_working_schema_of" link from sds to

process are created

If process is not the calling process (and process is ready):

- the previous "sds_in_working_schema" links of process are deleted;

- for each SDS sds identified sds_sequence(l), an "sds_in_working_schema" link with key I

A rewworking schema is created as fotlows:

Errors
If grocess is not the calling process and an "sds.in_working_schema" link exists:

If grocess is not the calling process:

If process is the calling process:

EXPLOIT_SCHEMA)
LIMIT_WOULD_BE_EXCEEDED (MAX_SDS_IN_WORKING_SCHEMA)
If process is not the calling process:

PRIOCESS_IS_UNKNOWN (process)
If process is the ‘calling process:

SDIS_IS_UNKNOWN (SDS with name in sds_sequence)
SDS_WOULD_APPEAR_TWICE_IN_WORKING_SCHEMA (sds_sequence)
If procéss is the calling process:

(starting from I = 1) from process to sds is created.

The sequence of SDS names is set to sds_sequence.
The set of types in working schema is constituted as follows:

of sds_sequence;

the types in SDS of each created type in working schema are set to-the types in SD
same associated type, and the composite names of those types in'SDS;

the usage mode of each created type in working schema is set to the union of
modes of all its types in SDS;

in SDS (see 8.5).

ACCESS_ERRORS (process, ATOMIC,;MODIFY, WRITE_LINKS)
ACCESS_ERRORS (process, ATOMIC, MODIFY, APPEND_LINKS)

ACCESS_ERRORS (SDS witthname in sds_sequence, ATOMIC, SYSTEM_ACCE

PROCESS_LACKS REQUIRED_STATUS (process, READY)

SDS_IS .UNDER_MODIFICATION (SDS with name in sds_sequence)

VOLUME_IS_FULL (calling process)

NOTES

1 A process need not have the predefined SDSs in its working schema in order to call operations except operations

© ISO/IEC

a type in working schema is created for each type associated with a type in SDS jn an SDS
S with the
the usage

the other properties of the created types in working schema are determined from their types

SS,

defined in clause 9 operating on objects or links with types and types in SDS defined in the predefined SDSs.

2 Setting the working schema is independent of activities. In order to maintain the integrity of working schemas,
operations which affect the typing information contained in SDSs included in a working schema are explicitly
prohibited and a working schema which contains an SDS with uncommitted modifications of the typing

information may not be created.
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13.2.13 PROCESS_START
PROCESS_START (

process : Process_designator,
arguments : String,

environment . String,

site : [ Execution_site_designator ],
initial_status  : Initial_status

e ecution image
Static context ofa process that has already been created.

If site is supplied the "executed_on" link of process is replaced (if different) py one with
estination site; otherwise site is the destination of that link

The process status of process is changed to initial_status, provided process’is ready.
A link is created to process from each destination of the following links;
"in_working_schema_of" from each destination of "sds_in_working_schema";
"running_process" from the destination of "executed_on";

"opened_by" from each destination of "open_object";

"process_started_in" from the destination of "started_in_activity";
"user_identity_of" from the destination of "user_identity";

- "adopted_user_group_of" from the destination of "adopted_user_group";

- "consumer_process" from the destination-of "consumer_identity", if any.

These links are created even if any origin object is on a read-only volume or is a repligated copy.

For each "open_object" link of process, the contents of the destination are opened and the current
position in the object contents is shared with the process that created process. Furthgrmore, if the
parent process of process is not the calling process, then:

- a lock is acquired by the@ctivity of the parent process on the opened object;

- if the calling process-has closed the object contents, then the current position of the opened
obJect is determined in the same way as by CONTENTS_OPEN, in the openingl mode of the
"open_object'/ link.

[f static_context is interpretable, an actual_mterpreter link is created to the intefpreter of the
interpretable:static context, if it has one, else to the default interpreter of process if itfhas one, else
to the defaalt interpreter of the home object of process, provided there is a home obje¢t and it has a
defaultinterpreter.

The-“process_string_arguments” and "process_environment" attributes of proc¢ss are set to
arguments and environment respectively.

Errors

ACCESS_ERRORS (static_context, ATOMIC, READ, EXECUTE)
ACCESS_ERRORS (any interpreter, ATOMIC, READ, EXECUTE)
ACCESS_ERRORS (process, ATOMIC, MODIFY, WRITE_ATTRIBUTES)

For each SDS sds which is the destination of an "in_working_schema_of" link from process:
ACCESS_ERRORS (sds, ATOMIC, SYSTEM_ACCESS)
SDS_IS_UNDER MODIFICATION (sds)

For the execution site site which is the destination of an "executed_on" link from process:
ACCESS_ERRORS (site, ATOMIC, SYSTEM_ACCESS)

137


https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f

ISO/IEC 13719-1 : 1995(E) © ISO/IEC

13.2.14 | PROCESS_SUSPEND

138

For each open object object which is the destination of an "open_object” link from process:
ACCESS_ERRORS (object, ATOMIC, SYSTEM_ACCESS)

For the activity activity which is the destination of the "started_in_activity" link from process:
ACCESS_ERRORS (activity, ATOMIC, SYSTEM_ACCESS)
ACTIVITY_STATUS_IS_INVALID (activity, ACTIVE)

For the user user which is the destination of the "user_identity" link from process:
ACCESS_ERRORS (user, ATOMIC, SYSTEM_ACCESS)

For the user group group which is the destination of the "adopted_user_group" link from process:
AL GG D DAOADC £ ATOMIC _QOXVZCTITRAL A OO O
[ACCESS_ERRURS (Z70Up, A TONIIC O 1o TEIVITYCTILIION)

For|the consumer group group which is the destination of the "consumer_identity" link from

progess:
ACCESS_ERRORS (group, ATOMIC, SYSTEM_ACCESS)

EXECUTION_SITE_IS_INACCESSIBLE (site)
EXECUTION_SITE_IS_NOT_IN_EXECUTION_CLASS (site, static_context)
EXECUTION_SITE_IS_UNKNOWN (site)

If site is a foreign system:
FOREIGN_SYSTEM_IS_INVALID (size, process, HAS_EXECUTIVE_SYSTEM
SUPPORTS_EXECUTIVE_CONTROL, SUPPORTS..MONITOR))

INTERPRETER_IS_INTERPRETABLE (interpreter of static. context)
INTERPRETER_IS_NOT_AVAILABLE (static_context)
LABEL_IS_OUTSIDE_RANGE (process, site)

LIMIT WOULD_BE_EXCEEDED (MAX_PROCESSES)
PROCESS_LACKS_REQUIRED_STATUS (process, READY)
PROCESS_IS_UNKNOWN (process)
STATIC_CONTEXT_CONTENTS_CANNOT_BE_EXECUTED (static_context, site)
STATIC_CONTEXT_IS_BEING_WRITTEN (static_context)
STATIC_CONTEXT_REQUIRES~-TOO_MUCH_MEMORY (static_context)

PROCESS_SUSPEND (
process . I\Process_designator },
alarm +{ Natural ]

)
If o value is;supplied for process, process designates the calling process.
PROCESS.-SUSPEND suspends a running process.

PRIOCESS_SUSPEND changes the status of process to SUSPENDED, provided it already has
the|valie RUNNING: and if alarm is supplied and process is the calling process sets the value of
time left until alarm to alarm.

If time left until alarm is non-zero, it defines a maximum duration in seconds for the suspension of
the process. If this duration expires, the process receives an implementation-dependent alarm
message of message type WAKE (provided it has reserved a message queue and is the listened-to
process for the message queue) and is resumed.

Errors

If process is not the calling process:
ACCESS_ERRORS (process, ATOMIC, MODIFY, WRITE_ATTRIBUTES)

If the execution site of process is a foreign system:
FOREIGN_SYSTEM_IS_INVALID (execution site of process, process,
SUPPORTS_IPC_AND_CONTROL)
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PROCESS_LACKS_REQUIRED_STATUS (process, RUNNING)

If alarm is supplied:
PROCESS_IS_NOT_THE_CALLER (process)

PROCESS_IS_UNKNOWN (process)

13.2.15 PROCESS_TERMINATE

PROCESS_TERMINATE (
process : [ Process_designator ],
termination_status :[ Integer]

)

If no value is supplied for process, process designates the calling process.

PROCESS_TERMINATE terminates a process. In certain conditions this results in the
(composite) deletion of the process or its parent.

Any ongoing operations invoked from process are interrupted in the same¢ way as by
PROCESS_INTERRUPT_OPERATION.

PROCESS_TERMINATE changes the links and attributes of process as follows:
- "process_status" is set to TERMINATED;
- "process_termination_time" is set to the current time;

- "process_termination_status" is set to termtination_status, if supplied, ptherwise to
EXIT_ERROR if process is the calling process or FORCED_TERMINATION if pot.

Destinations of "open_object” links from process are closed.

The following links from process and theirreverse links are deleted:

- "sds_in_working_schema" links and their reverse "in_working_schema_of" links
- "executed_on" links and their.réverse "running_process" links;

- "opened_object” links and ‘their reverse "opened_by" links;

- "reserved_message_queue" links and their reverse "reserved_by" links;

- "user_identity" links and their reverse "user_identity_of" links;

- "adopted_user-group" links and their reverse "adopted_user_group_of" links;

- "consumer ‘identity" links and their reverse "consumer_process" links.

The "adoptable_user_group" links from process are deleted.

If the parent of process is waiting for termination of process then the parent of process
discontinues waiting and "acknowledged_termination" of process is set to true.

If."deletion_upon_termination" and "acknowledged_termination” of process are poth true, all
component processes of process are ready or terminated, and the conditions for the object deletion
of process hold (see 9.3.5), then process is deleted.

If the parent of process 1is terminated, "deletion_upon_termination" and
"acknowledged_termination" of the parent of process are both true, all component processes of
the parent of process are ready or terminated, and the conditions for the object deletion of the
parent of process hold (see 9.3.5), then the parent of process is deleted.

If an activity is initiated by a process and no corresponding ACTIVITY_ABORT or
ACTIVITY_END call is made before termination of the process, then an ACTIVITY_END call is

implied if the termination status of the terminating process is EXIT_SUCCESS and an
ACTIVITY_ABORT call is implied otherwise.

If deletion of a "process" object is not possible, then the "child_process"” link remains.
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When a process is started, and "deletion_upon_termination"” is true, then the activity in which the
process starts acquires a default delete lock on the process. If "delete_upon_termination" is false
when the process starts and is set true while the process is running then the delete lock is acquired
at that point.

Errors

If process is not the calling process:
ACCESS_ERRORS (process, ATOMIC, MODIFY, (WRITE_ATTRIBUTES,
WRITE_LINKS))
PROCESS_LACKS_REQUIRED_STATUS (process, (RUNNING, STOPPED,
USPENDED))

PROCESS_IS_INITIAL_PROCESS (process)
PROCESS_IS_UNKNOWN (process)

‘PROCESS_UNSET_REFERENCED_OBJECT (
process : [ Process_designator ],
reference_name . Actual_key

)

If np value is supplied for process, process designates the calling process.
PROCESS_UNSET_REFERENCED_OBIJECT unsets,a referenced object of process.

If there is no "referenced_object" link from process with key reference_name, the operation has no
effdct. Otherwise, the "referenced_object” linkfrom process with key reference_name is|deleted.

Errors

If pirocess is not the calling process and there is a "referenced_object” link from process with key

refgrence_name:
ACCESS_ERRORS (process, ATOMIC, MODIFY, WRITE_LINKS)

If process is not the calling proeess:
PROCESS_LACKS_REQUIRED_STATUS (process, READY)

PROCESS_IS_UNKNOWN (process)
REFERENCE_NAME_IS_INVALID (reference_name)
REFERENCED_OBJECT_IS_NOT_MUTABLE (reference_name)

PROCESS_WAIT_FOR_ANY_CHILD (

termination_status : Integer,
chiia — . Naturat

PROCESS_WAIT_FOR_ANY_CHILD sets the calling thread of the calling process waiting until
any of its child processes has terminated.

If any child of the calling process has process status TERMINATED and acknowledged
termination false, and the deletion conditions are satisfied, the acknowledged termination of the
terminated child process is set to true, and that child process is deleted if it has deletion upon
termination true. If more than one child process fulfils the condition, one is selected in an
implementation-defined manner to fill the role of terminated child process.

If no child of the calling process has process status TERMINATED, the operation waits and a
"process_waiting_for" link is created to the calling process with waiting type
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WAITING_FOR_TERMINATION. The operation continues when the process status of any child
process changes to TERMINATED.

The process termination status of the terminated child is returned in termination_status, unless the
confidentiality label of the calling process does not dominate that of the terminated child process or
the integrity label of the calling process is not dominated by that of the terminated child process, in
which cases termination_status is set to UNAVAILABLE (a binding-defined value different from
the named values of the "process_termination_status” attribute). The key of the "child_process"
link from the calling process to the terminated child is returned in child.

Errors

DISCRETIONARY_ACCESS_IS_NOT_GRANTED (the terminated child process, ATOMIC,
WRITE_ATTRIBUTES)

PROCESS_HAS_NO_UNTERMINATED_CHILD

13.2.18 PROCESS_WAIT_FOR_CHILD

PROCESS_WAIT_FOR_CHILD (
child : Process_designator

termination_status : Integer

PROCESS_WAIT_FOR_CHILD sets the calling thread of the calling process waifing until the
nominated child process has terminated.

If child has process status TERMINATED andacknowledged termination false, ang the deletion
conditions are satisfied, the acknowledged termination of child is set to true and child is deleted if
it has deletion upon termination true.

Otherwise, the operation waits and anda "process_waiting_for" link is created (o child with
waiting type WAITING_FOR_TERMINATION. The operation continues when the process
status of child changes to TERMINATED.

PROCESS_WAIT_FOR_CHILD returns the process termination status |of child in
termination_status, unless the confidentiality label of the calling process does not dominate that of
child or the integrity labelof the calling process is not dominated by that of child, in which cases
termination status is setvto UNAVAILABLE (a binding-defined value different frgm the named
values of the "process_termination_status” attribute).

Errors

DISCRETIONARY_ACCESS_IS_NOT_GRANTED (child, ATOMIC, WRITE_ATTRIBUTES)
PROCESS-IS_NOT_TERMINABLE_CHILD (child)
PROCESS_IS_UNKNOWN (child)
PROCESS_TERMINATION_IS_ALREADY_ACKNOWLEDGED (child)

13.3 Security operations
13.3.1 PROCESS_ADOPT_USER_GROUP
PROCESS_ADOPT_USER_GROUP (

process : [ Process_designator ],
user_group : User_group_designator

If no value is supplied for process, process designates the calling process.
PROCESS_ADOPT_USER_GROUP changes the adopted user group of process to user_group.
Let G be user_group, P be process, and G' be the previous adopted user group.
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If process is the calling process:
- The following links are deleted:
"adopted_user_group" from P to G';
"adopted_user_group_of" from G' to P;
"adoptable_user_group” from P to G.
- The following links are created, setting the key values to the next available natural in each case:

"adopted_user_group” from P10

"adopted_user_group_of" from G to P;

"adoptable_user_group" from P to G'.

- The effective security groups of the process are changed to consist of:
The user user of process (no change);

user_group;

all the supergroups of user_group;

all the program groups to which the static contexts rur-or executed by the calling process
belong (no change);

all the supergroups to which these program group$-belong (no change).
If pfocess is not the calling process (and is ready):

- The following links are deleted:

"adopted_user_group" from P to G';

"adoptable_user_group" from P to G.

- The following links are created, setting the key values to the next available natural in egch case:
"adopted_user_group" fromP to G;
"adoptable_user_group" from P to G'.

If B is the calling process, there is a "consumer_identity" link from P to a consumer group object
C, hnd if the new effective security groups are such that EVALUATE_PROCESS (P, C,
EXPLOIT_CONSUMER_IDENTITY) is false (see 19.1.2), then the "consumer_identity" link
frofm P to C and the "consumer_process” link from C to P are deleted.

Th¢ workingschema of process is reset to empty by deleting all "sds_in_working_schema" links
from processand their reverse "in_working_schema_of" links.

rors are de : e d : e change in
tive security groups which this operation produces.

the effec
If process is not the calling process:
ACCESS_ERRORS (process, ATOMIC, MODIFY, APPEND_LINKS)

If process is not the calling process:
ACCESS_ERRORS (process, ATOMIC, MODIFY, WRITE_LINKS)

DISCRETIONARY_ACCESS_IS_NOT_GRANTED (the security group directory, ATOMIC,
READ, NAVIGATE)

OBJECT_IS_INACCESSIBLE (user_group, ATOMIC)
OBJECT_IS_INACCESSIBLE (G', ATOMIC)

If process is not the calling process: ,
PROCESS_LACKS_REQUIRED_STATUS (process, READY)
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13.3.

13.3.

13.3.

PROCESS_IS_UNKNOWN (process)
SECURITY_GROUP_IS_NOT_ADOPTABLE (user _group)
SECURITY_GROUP_IS_UNKNOWN (user_group)
USER_IS_NOT_MEMBER (user, user_group)
If process is the calling process:

VOLUME_IS_FULL (calling process)

NOTES

¢ e 11S¢ erefore changes
the role in Wthh the user is acung

2 Users may be removed from user groups at any time. It is therefore necessary to check(that the current user is
still a member of the designated user group before adopting it. It is insufficient fo rely on the
"adoptable_user_group” links. ‘

2 PROCESS_GET_DEFAULT_ACL
PROCESS_GET_DEFAULT_ACL ¢
acl : Acl
PROCESS_GET_DEFAULT_ACL returns the default.atomic ACL of the calling pracess as acl.

Errors
None.

3 PROCESS_GET_DEFAULT_OWNER

PROCESS_GET_DEFAULT_OWNER (
)

group : Group_identifier

PROCESS_GET_DEFAULTLOWNER returns the group identifier of the default opject owner of
the calling process as group:

Errors
None.

4 PROCESS SET_ADOPTABLE_FOR_CHILD

PROCESS_SET_ADOPTABLE_FOR_CHILD (
process : [ Process_designator ],
user_group  : User_group_designator,

adoptability : Boolean

}
If no value is supplied for process, process designates the calling process.

PROCESS _SET_ ADOPTABLE FOR_CHILD changes the "adoptable_for_child" attribute of the
"adoptable_user_group" link from process to user_group to adoptability.

Errors

If process is not the calling process:
ACCESS_ERRORS (process, ATOMIC, MODIFY, WRITE_LINKS)

If process is not the calling process:
PROCESS_LACKS_REQUIRED_STATUS (process, READY)

PROCESS_IS_UNKNOWN (process)
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SECURITY_GROUP_IS_UNKNOWN (user_group)
SECURITY_GROUP_IS_NOT_ADOPTABLE (user_group, process)

13.3.5 PROCESS_SET DEFAULT_ACL_ENTRY

PROCESS_SET_DEFAULT_ACL_ENTRY (
process  :[ Process_designator ],
group : Group_identifier,
modes : Atomic_access_rights

PROCESS_SET_DEFAULT_ACL_ENTRY changes the default atomic ACL"of thg process

If process is not the calling process:
ACCESS_ERRORS (process, ATOMIC, MODIFY, WRITE_.ATTRIBUTES)

DEFAULT_ACL_WOULD_BE_INCONSISTENT_WITH:DEFAULT_OBJECT_OWNER

If process is not the calling process:
PROCESS_LACKS_REQUIRED_STATUS (process, READY)

PROCESS_IS_UNKNOWN (process)
SECURITY_GROUP_IS_UNKNOWN (groiip)

13.3.6 PROCESS_SET_DEFAULT_OWNER

PROCESS_SET_DEFAULT_OWNER (
process [ Process designator ],
group : Group_.identifier

If no value is supplied for process, process designates the calling process.

PROCESS_SET_DEFAULT_OWNER changes the default object owner of process to the security
groyp identifier group.

Errors

If processtisnot the calling process:
A RS (process, ATOMIC, MO

DEEAULT-ACL—
(process, group)
PROCESS_IS_UNKNOWN (process)

If process is not the calling process:
PROCESS_LACKS_REQUIRED_STATUS (process, READY)

SECURITY_GROUP_IS_UNKNOWN (group)

ER
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13.3.7 PROCESS_SET_USER

PROCESS_SET_USER (
user : User_designator,
user_group  : User_group_designator

)

PROCESS_SET_USER sets the user of the calling process to user and changes the adopted user
group of the calling process to user_group.

Let P be the calling process, U be the previous user of the process, G be the previous adopted user
group, U' be user, and G' be user_group.

The following links are deleted:

- "user_identity" from P to U;

- "user_identity_of" from U to P;

- "adopted_user_group" from P to G;

- "adopted_user_group_of" from G to P;
- "adoptable_user_group" from P to the set of user groups-eurrently so linked, excliding G.
The following links are created, setting the key values to the'next available integer in ¢ach case:
- "user_identity" from P to U,

- "user_identity_of" from U’ to P;

- "adopted_user_group"” from P to G';

- "adopted_user_group_of" from G' to P;
- "adoptable_user_group" from P to €ach user group of which U’ is a member, excluding G'.
The effective security groups of the’process are changed to consist of:
- user;

- user_group;

- all the supergroups of user_group;

- all the program groups to which the static contexts run or executed by the calling process
belong, unchanged;

- all the supergroups to which these program groups belong (no change).

Let W bécthe execution site of P and V be the volume on which P resides, and let P' be P as
updated-by the operation. The confidentiality label of P is set to the confidentiality Jabel C which
is the conjunction of confidentiality low label of W and the confidentiality lowy label of V,
providing that the following are all true (see 20.1.3, 20.1.4):

LABEL_DOMINATES (confidentiality clearance of user, C)
CONFIDENTIALITY_LABEL_WITHIN_RANGE (P, W)
CONFIDENTIALITY_LABEL_WITHIN_RANGE (P', V)

The integrity context of P is set to the integrity label I which is the disjunction of the user's
integrity clearance, the integrity high label of W, and the integrity high label of V, providing that
the following are all true:

LABEL_DOMINATES (I, integrity clearance of user)
INTEGRITY_LABEL_WITHIN_RANGE (P', W)
INTEGRITY_LABEL_WITHIN_RANGE (P, V)
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If there is a link of type "consumer_identity" from P to a consumer group C, and if the new
effective security groups are such that

EVALUATE_PROCESS (P, C, EXPLOIT_CONSUMER_IDENTITY)

is false, then the "consumer_identity" link from P to C and the "consumer_process" link from C
to P are deleted.

The working schema of the calling process is reset to its initial value (empty) by deleting all
"sds_in_working_schema" links from the calling process and their reverse

in working schema_of” links

Errors

Errpr conditions are determined on the basis of the discretionary context in force before the change
in the effective security groups which this operation produces.
ACCESS_ERRORS (user, ATOMIC, SYSTEM_ACCESS)
AQCESS_ERRORS (user_group, ATOMIC, SYSTEM_ACCESS)
OBJECT_IS_INACCESSIBLE (U, ATOMIC)
OBJECT_IS_INACCESSIBLE (G, ATOMIC)
PRIVILEGE_IS_NOT_GRANTED (PCTE_SECURITY)
PROCESS_LABELS_WOULD_BE_INCOMPATIBLE (user)
SECURITY_GROUP_IS_UNKNOWN (user)
SECURITY_GROUP_IS_UNKNOWN (user_group)
USER_IS_NOT_MEMBER (user, user_group)

NOTE - This operation establishes the user on behalf of which the current process will run, and the rdle in which
the pser will act. It is intended to be used by the user‘authentication tool.

13.4 Profiling operations

13.4.1 [PROCESS_PROFILING_OFF

PROCESS_PROFILINGXOFF (
handle . Profile_handle
buffer . Buffer

PRIOCESS_PROFILING_OFF terminates the profiling of the calling process initiated with the
prdfile handle handle, and returns the results in buffer.

Errors
PROEBILING_IS_NOT_SWITCHED_ON (handle)

13.4.2 PROCESS_PROFILING_ON

PROCESS_PROFILING_ON (
start . Address,
end : Address,
count :Natural

handle : Profile_handle

PROCESS_PROFILING_ON initiates profiling of the calling process. Profiling is an
implementation-defined action. It continues until the operation PROCESS_PROFILING_
OFF is called with the returned profile handle handle or the calling process terminates.
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13.5
13.5.]

13.5.

If profiling is already initiated for the calling process, it is reinitiated with a new profiling buffer
identified by the returned profile handle.

Errors
MEMORY_REGION_IS_NOT_IN_PROFILING_SPACE (start, end)

NOTE - Profiling is implementation-defined but is intended to provide in each element of a profiling buffer
identified by handle a count of the number of times the process was executing at, or accessing, a memory address
associated with that element, start and end specify a region of the process memory to be profiled: the mapping to
elements of the buffer is implementation-defined. Other calls of PROCESS_PROFILING_ON can request profiling
into other buffers.

Monitoring operations
| PROCESS_ADD_BREAKPOINT

PROCESS_ADD_BREAKPOINT (
process : Process_designator,
breakpoint : Address

)

PROCESS_ADD_BREAKPOINT adds a breakpoint fot-process. The effect is implementation-
defined. : -

Errors

ACCESS_ERRORS (process, ATOMIC, MODIFY, WRITE_CONTENTS)
MEMORY_ADDRESS_IS_OUT_OF_PROCESS (breakpoint, process)
PROCESS_LACKS_REQUIRED_STATUS (process, STOPPED)
PROCESS_IS_NOT_CHILD (process)

PROCESS_IS_UNKNOWN (process)

NOTE - The format of a breakpoint,is implementation-defined but it is intended to define an ingtruction or data
address, access to which will cause the accessing thread of process to stop.

2 PROCESS_CONTINUE

PROCESS-CONTINUE (
process : Process_designator
)

PROCESS-CONTINUE continues any stopped threads of a process.
The status of process is set to RUNNING.

Errors

ACCESS_ERRORS (process, ATOMIC, MODIFY, WRITE_CONTENTS)
PROCESS_LACKS_REQUIRED_STATUS (process, STOPPED)
PROCESS_IS_NOT_CHILD (process)

PROCESS_IS_UNKNOWN (process)

13.5.3 PROCESS_PEEK

PROCESS_PEEK (

process : Process_designator,
‘ address . Address

)

value : Process_data
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PROCESS_PEEK returns as value the contents at address of process.

Errors

ACCESS_ERRORS (process, ATOMIC, READ, READ_CONTENTS)
MEMORY_ADDRESS_IS_OUT_OF_PROCESS (address, process)
PROCESS_LACKS_REQUIRED_STATUS (process, STOPPED)
PROCESS_IS_NOT_CHILD (process)

PROCESS_IS_UNKNOWN (process)

13.5.4 BRROCESS_POKE
PROCESS_POKE (

process : Process_designator,
address : Address,
value : Process_data

)
PRQCESS_POKE modifies process at address to value.

Errprs

ACCESS_ERRORS (process, ATOMIC, MODIFY, WRITE_CONTENTS)
MEMORY_ADDRESS_IS_OUT_OF_PROCESS (address, process)
PRQCESS_LACKS_REQUIRED_STATUS (process;STOPPED)
PROCESS_IS_NOT_CHILD (process)

PROPCESS_IS_UNKNOWN (process)

13.5.5 PROCESS_REMOVE_BREAKPOINT

PROCESS_REMOVE_BREAKPOINT (
process : Process designator,
breakpoint : Address

)
PROCESS_REMOVE_BREAKPOINT removes a breakpoint breakpoint of process prodess.

Erxors ‘

ACCESS_ERRORS (process, ATOMIC, MODIFY, WRITE_CONTENTS)
BREAKPOINT-IS_NOT_DEFINED (breakpoint)
PROCESS.EACKS_REQUIRED_STATUS (process, STOPPED)
PROCESS_IS_NOT_CHILD (process)

PROCESS IS UNKNOWN (process)

13.5.6 PROCESS_WAIT_FOR_BREAKPOINT

PROCESS_WAIT_FOR_BREAKPOINT (
process : Process_designator
breakpoint : Address

PROCESS_WAIT_FOR_BREAKPOINT sets the calling thread of the calling process waiting
until the process process is stopped at a breakpoint or is terminated.

If process has process status TERMINATED, the error condition PROCESS_IS_TERMINATED
occurs.

148


https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f

© ISO/IEC ISO/IEC 13719-1 : 1995(E)

Otherwise, a "process_waiting_for" link is created to process with waiting type
WAITING_FOR_TERMINATION. The operation waits until process reaches a breakpoint, in
which case the breakpoint is returned in breakpoint, or the process status of process changes to
TERMINATED, in which case the error condition PROCESS_IS_TERMINATED occurs.

Errors

ACCESS_ERRORS (process, ATOMIC, MODIFY, READ_CONTENTS)
PROCESS_IS_NOT_CHILD (process)

PROCESS T ACKS REOUHTIRED-STA

TIAINO LAV DI CINO TN\ OUTNLI T

SUSPENDED))
PROCESS_IS_UNKNOWN (process)

»

3
4

423
I~
N
D
2
B

n e READY RITNMNINCG-_STO PED
PTroCeHY; N Y7 15 IS OT NN O TO ’

14 I\I:ssage queues

14.1 Message queue concepts
Message ::
DATA : seq of Octet
MESSAGE_TYPE : Message_type

Received_message ::
MESSAGE : Message
POSITION : Natural

Message_type = Standard_message_type.| Notification_message_type
| Implementation_defined_message.type | Undefined_message_type

Message_types = set of Message_.type | ALL_MESSAGE_TYPES

Standard_message_type = INTERRUPT | QUIT | FINISH | SUSPEND | END | ABORT | DEADLOCK |
WAKE

Implementation_defined_message_type :: Token
Undefined_message_type :: Token

Handler :: Token

sds system:

message_queue: child type of object with
attribute
reader_waiting: (read) non_duplicated boolean;
writer_waiting: (read) non_duplicated boolean;
space_used: (read) non_duplicated natural;
total_space: (read) natural;
message_count: (read) non_duplicated natural,
last_send_time: (read) non_duplicated time;
last_receive_time. (read) non_duplicated time;
link
reserved_by: (navigate) non_duplicated designation link to process;
listened_to: (navigate) non_duplicated designation link to process;

notifier: (navigate) non_duplicated designation link (notifier_key: natural) to
object with

attribute
modification_event: (read) boolean;
change_event: (read) boolean;
delete_event: (read) boolean;
move_event: (read) boolean;
end notifier;
end message_dqueue;
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end system;

Messages and message queues allow processes to communicate. A message queue has an
associated sequence of messages. A message contains data, and has a message type. The space
occupied by a message is implementation-defined. For notification message types see 15.1.2.

Implementation_defined_message_type and Undefined_message_type are implementation-defined
types disjoint from each other and from Standard_message_type and Notification_message_type.
The meanings of implementation-defined message types are implementation-defined. For the
intended meanings of standard message types see Note 3 below.

The [value ALL_MESSAGE_TYPES denotes the set of all message types,.ipcluding
impl¢mentation-defined and undefined message types.

Each| message in a message queue is assigned a position number which it retaing while it is in the
queuk. The position numbers are positive naturals, monotonically increasing with time of jarrival in
the queue but otherwise implementation-dependent.

Reader waiting is true if and only if one or more processes are waiting to réceive a message.
Writer waiting is true if and only if one or more processes are waiting to send a message
The fpace used is the space currently required by the message queue to hold its messages, [in octets.

The fotal space is the maximum possible size of the space used? This may vary between message
quetes and is initialized to an implementation-defined valuewhich must not be less than four times
MAX_ MESSAGE_SIZE (see clause 24). An implementation may place an upper limit on the total
space of a message queue; this must not be less than MAX_MESSAGE_QUEUE_SPACE (see
clauge 24).

The message count is the number of messages irkthe message queue.

The last send time and last receive time record the system time on the last occasion that 4 message
was [sent to the queue and received from the queue, respectively. Initially they are eqpal to the
default initial value for time attributes. If the last sent message was sent|through
MESSAGE_SEND_WAIT, the last send time is the system time when the message actually entered
the queue (at the end of the waiting period). If the last received message was received through
ME$SAGE_RECEIVE_WAIT,last receive time is the system time when the message wag actually

The |destination of the "reserved_by" link, if any, is called the reserving process of the message
queye; it is also said-to-have reserved the message queue. The reserving process is| the only
process which can receive or peek messages from the message queue, and it must haveladequate
read|access permission to the message queue. If there is no reserving process then any prpcess can

Kist), and

dssage queue event by the appearance of a message of one of a specified set of message types in
the message-gueue—Such-aprocedure-is-called-ahandler—In this case-thereserving process is
called the listening process of the message queue. The "listened_to" link is reversed by an
"is_listener" link, with an attribute which defines the message types of messages for which the
handler is executed. The handler is invoked with a single argument, which denotes the affected
message queue in a binding-defined manner. The types of a handler and of its argument are
binding-defined.

Notifiers are described in 15.1.
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14.2,

NOTES

1995(E)

1 An implicit modification of predefined attributes of a message queue does not require a write lock on the message

queue.

2 The intended meanings of the standard message types are as follows.
- INTERRUPT: user interruption;

- QUIT: user wants to quit;

- FINISH: the receiving process should terminate;

SUSPEND: the receiving process should suspend itself;

END: the current activity of the receiving process should be normally termmated
ABORT: the current activity of the receiving process should be abnormally terminated;
DEADLOCK: deadlock has been detected;

WAKE: the receiving process's time left until alarm has expired (see 13.1.4),

B A process can send messages to itself. A message queue can have several concurrent readers if the
message, it is not defined which of the eligible processes receives it.

1 The contents of message queues are not affected by transaction goliback.

E\’Iessage queue operations
MESSAGE_DELETE

MESSAGE_DELETE (
queue : Message_queue -designator,
position  : Natural

)

queue queue. The spacelused of queue is decremented by the space used by
message, and the message count of queue is decremented by 1.

A read lock of the default mode is obtained on queue.

Errors

ACCESS_ERRORS (queue, ATOMIC, MODIFY, WRITE_CONTENTS)
MESSAGE._POSITION_IS_NOT_VALID (position, queue)
MESSAGE_QUEUE_IS_RESERVED (queue)

»CMESSAGE_PEEK

MESSAGE_PEEK (
queue : Message_queue_designator,
types : Message_types,
position ;[ Natural]

)

message [ Received_message ]

e is No reserving
process. A message queue can have several concurrent writers. If more(than one process is eligible to receive a

MESSAGE_DELETE removes the message with message number position from the message
the removed

MESSAGE_PEEK reads a message from the message queue queue without removing it from

queue. types specifies the set of acceptable message types. position specifies a position in queue;
if it is O or not supplied, the position is the beginning of queue; otherwise it is the position

immediately before the message with position number position.

151


https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f

ISO/IEC 13719-1 : 1995(E) © ISO/IEC

14.2.3 MESSAGE_RECEIVE_NO_WAIT

14.2.4

152

If queue contains no messages of an acceptable message type after the specified position, then no
message is returned. Otherwise a copy of the next message of an acceptable message type after
the specified position is returned. In either case queue is unchanged.

Errors

ACCESS_ERRORS (queue, ATOMIC, READ, READ_CONTENTS)
MESSAGE_POSITION_IS_NOT_VALID (position, queue)
MESSAGE_QUEUE_IS_RESERVED (queue)

MESSAGE_RECEIVE_NO_WAIT (

queue : Message_queue_designator,

types : Message_types,

position  :[Natural ]
)

message [ Received_message ]
MESSAGE_RECEIVE_NO_WAIT reads and removes a message ffom the message queye queue,
but {loes not wait if there is no message of an acceptable message type in queue. types specifies
the pet of acceptable message types. position specifies a‘position in queue; if it is|0 or not
supplied, the position is the beginning of the queue; otherwise it is the position immediately
befqre the message with position number position.

If the queue contains no messages of an acceptable message type after the specified position, then
no mnessage is returned. Otherwise the first message of an acceptable type after the $pecified
position is returned, and that message is removed from queue. The last receive time of|queue is
set o the system time, the space used of queue is decremented by the space used of the removed
mespage, and the message count of queue is.decremented by 1.

A read lock of the default mode is obtained on queue.

ACCESS_ERRORS (queue, ATOMIC, MODIFY, WRITE_CONTENTS)
MESSAGE_POSITION_IS_NOT_VALID (position, queue)
MEBSAGE_QUEUE_IS. RESERVED (queue)
MERSAGE_TYPES/NOT_FOUND_IN_QUEUE (queue, types, position)

ESSAGE-RECEIVE_WAIT

MESSAGE_RECEIVE_WAIT (
queue : Message_queue_designator,
types : Message_types,
position [ Natural]

)

message : Received_message

MESSAGE_RECEIVE_WAIT reads and removes a message from the message queue queue,
waiting if necessary for a message of an acceptable message type to arrive. types specifies the set
of acceptable message types. position specifies a position in the message queue queue; if it is O or
not supplied, the position is the beginning of the queue; otherwise it is the position immediately
before the message with position number position.

If the message queue gueue contains one or more messages of an acceptable message type after the
specified position, the first such message is returned, and that message is removed from the
queue. The last receive time of queue is set to the system time, the space used of queue is
decremented by the space used of the removed message, and the message count of queue is
decremented by 1.
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14.2.5

If queue contains no messages of any acceptable message type after the specified pos

: 1995(E)

ition, then the

operation waits and reader waiting for queue is set to true, until one of the following happens.

- A message of an acceptable type is placed on the queue. If the calling process is the listening
process for queue and the message type of the message is one of the specified set of message
types for the associated handler, then the handler is executed; otherwise the operation proceeds

as described above.

- A reserved message queue of the calling process receives a message of message
The error condition MESSAGE_QUEUE_HAS_BEEN_WOKEN then holds.

type WAKE.

MESSAGE_QUEUE_HAS_BEEN_DELETED then holds.

VIOLATED or INTEGRITY_CONFINEMENT_WOULD_BE_VIOLATED the

ACCESS_IS_NOT_GRANTED in the third case (all under ACCESS_ERRORS).

MESSAGE_QUEUE_IS_RESERVED then holds.
A read lock of the default mode is obtained on queue.

Errors

ACCESS_ERRORS (queue, ATOMIC, MODIEY, WRITE_CONTENTS)
MESSAGE_POSITION_IS_NOT_VALID.(position, queue)
MESSAGE_QUEUE_IS_RESERVED (queue)
MESSAGE_QUEUE_HAS_BEEN_DELETED (queue)
MESSAGE_QUEUE_HAS_BEENZWOKEN (queue)

MESSAGE_SEND_NO-WAIT

MESSAGE_SEND-NO_WAIT (
queue » Message_queue_designator,
message.\\. Message

)
MESSAGE_SEND_NO_WAIT appends the message message to the message queue

The last send time of queue is set to the system time. The space used of queue is in
the spacelused by message. The message count of queue is incremented by 1.

A réad lock of the default mode is obtained on queue.

- The message queue 1S removed Irom the object base. Lhe errg

first case, CONFIDENTIALITY_CONFINEMENT_WOULD_BE_VIO
INTEGRITY_WOULD_BE_VIOLATED in the second case,”and DISCRE

r condition

|- The caller is denied mandatory read access, mandatory write access, or WRITE_ICONTENTS
discretionary access to queue. The error condition CONFIDENTIALITY W

OULD_BE_
h holds in the
LATED or
TIONARY_

- The message queue becomes reserved by anothefprocess. The errqr condition

queue.
cremented by

Errors

I LUy

ACCESS_ERRORS (queue, ATOMIC, MODIFY, APPEND_CONTENTS)
LIMIT_WOULD_BE_EXCEEDED (MAX_MESSAGE_SIZE)
MESSAGE_QUEUE_WOULD_BE_TOO_BIG (queue)

14.2.6 MESSAGE_SEND WAIT

MESSAGE_SEND_WAIT (

queue : Message_queue_designator,
message :Message

)
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MESSAGE_SEND_WALIT appends the message message to the message queue queue, waiting if
necessary until queue has enough space for it.

If the space used of the message queue queue would not exceed the total space of queue, the
message message is appended to queue. The last send time of queue is set to the system time
when the message is sent (at the end of the waiting period, if any). The space used of queue is
incremented by the space used by message. The message count of queue is incremented by 1.

If the space used of queue would exceed the total space of queue, then writer waiting of queue is
set to true and the operation waits until one of the following occurs.

he space used of queue would no longer exceed the total space of queue. The operation then
roceeds as described above.

he calling process receives a message. of message type WAKE. The error pondition
ESSAGE_QUEUE_HAS_BEEN_WOKEN then holds.

he message queue is removed from the object base. The error c¢ondition
ESSAGE_QUEUE_HAS_BEEN_DELETED then holds.

he caller is denied mandatory read access, mandatory write access; or APPEND_CONTENTS
iscretionary access. The error condition CONFIDENTIALITY WOULD_BE_VIOLATED or
NTEGRITY_CONFINEMENT_WOULD_BE_VIOLATED then holds in the first case,
ONFIDENTIALITY_CONFINEMENT_WOULD_BE’ VIOLATED or INTEGRITY_
OULD_BE_VIOLATED in the second case, and DISCRETIONARY_ACCESS_[S_NOT_

AQCESS_ERRORS (queue, ATOMIC, MODIFY, APPEND_CONTENTS)
_WOULD_BE_EXCEEDED (MAX_MESSAGE_SIZE)
MESSAGE_QUEUE_HAS_BEEN_DELETED (queue)
SSAGE_QUEUE_HAS_BEEN, WOKEN (queue)

14.2.7 UEUE_EMPTY

QUEUE_EMPTY (
queue : Message_queue_designator ‘
)

QUEUE_EMPITY empties the message queue queue, i.e. removes all messages from it.
ad lock-of the default mode is obtained on gueue.
Errors

A(CESS_ERRORS (gueue, ATOMIC, MODIFY, WRITE _CONTENTS)
MESSAGE_QUEUE_IS_RESERVED (queue)

14.2.8 QUEUE_HANDLER_DISABLE

QUEUE_HANDLER_DISABLE (
queue : Message_queue_designator

QUEUE_HANDLER_DISABLE makes the calling process no longer the listening process for the
message queue queue. queue must be reserved by the calling process.

The "is_listener” link from the calling process to queue and its reverse are deleted.
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Errors

ACCESS_ERRORS (queue, ATOMIC, MODIFY, WRITE_LINKS)
MESSAGE_QUEUE_HAS_NO_HANDLER (queue)
MESSAGE_QUEUE_IS_NOT_RESERVED (queue)

14.2.9 QUEUE_HANDLER_ENABLE

14.2.

14.2.

QUEUE_HANDLER_ENABLE (

: 1995(E)

queye - Message queue designator
types : Message_types,
handler  :Handler

)
QUEUE_HANDLER_ENABLE makes the calling process the listening process fc

An "is_listener" link is created from the calling process to queue, with "message_ty
set to a value representing types.

QUEUE_HANDLER_DISABLE.

Errors

ACCESS_ERRORS (queue, ATOMIC, MODIFY{WRITE_LINKS)
MESSAGE_QUEUE_IS_NOT_RESERVED (gueue)

10 QUEUE_RESERVE

QUEUE_RESERVE {
queue : Message_quelie_designator

)

QUEUE_RESERVE reserves the message queue queue for the calling proces:
already reserved for the calling process, QUEUE_RESERVE has no effect.

A "reserved_message_queue” link reversed by a "reserved_by" link is created fr
process to queue.

Errors

ACCESS_ERRORS (queue, ATOMIC, MODIFY, APPEND_LINKS)
MESSAGE: QUEUE_IS_RESERVED (queue)

i1 ~QUEUE_RESTORE

queue queue, with associated message types specified by types, and handler handlen.

T the message

ypes” attribute

The previous handler, if any, for queue is disabled as by a prior call of

. If queue is

bm the calling

QUEUE_RESTORE (

queue : Message_queue_designator,
file : File_designator

)

QUEUE_RESTORE reconstructs the message queue queue from the contents
designated by file.

The last access time of file is set to the system time.

of the object

A write lock of the default mode is obtained on queue and a read lock of the default mode is

obtained on file.

Errors
ACCESS_ERRORS (file, ATOMIC, READ, READ_CONTENTS)
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ACCESS_ERRORS (queue, ATOMIC, MODIFY, WRITE_CONTENTS)
LIMIT_WOULD_BE_EXCEEDED (MAX_MESSAGE_QUEUE_SPACE)
MESSAGE_QUEUE_IS_BUSY (queue)
MESSAGE_QUEUE_IS_RESERVED (queue)
MESSAGE_QUEUE_WOULD_BE_TOO_BIG (queue)

14.2.12 QUEUE_SAVE

14.2.13

LW

QU
file
im

The
The

AW

Ernors

AC
AC

MESSAGE_QUEUE_IS_RESERVED (queue)

QU

totdl_space.

AW

Eri
AC

QUEUE_SAVEL
queue : Message_queue_designator,
file : File_designator

)

FUE_SAVE copies all the messages from the message queue queue to the contents ¢f the file
The existing contents of file is overwritten. The format of the contents ¢f file is
ementation-defined.

message queue queue is unaffected, except that any "notifier" links from queue are deleted.
last change time and last modification time of file are set to the System time of the call.
rite lock of the default mode is obtained on file and a readdock on queue.

CESS_ERRORS (file, ATOMIC, MODIFY, WRITE._ CONTENTS)
CESS_ERRORS (queue, ATOMIC, READ, READ_CONTENTS)

QUEUE_SET TOTAL_SPACE

QUEUE_SET_TOTAL_SPACE (
queue : Message~queue_designator,
total_space : Natural

)
EUE_SET_TOTAL_SPACE sets the total space of the message queue queue to th¢ value of

rite lock of the default mode is obtained on qgueue.

ors

LI
M
ME

14.2.14

156

QU

not

CESS_ERRORS (queue, ATOMIC, CHANGE, CONTROL_OBJECT)
IT_WOULD_BE_EXCEEDED (MAX_MESSAGE_QUEUE_SPACE)

QUEUE_UNRESERVE

QUEUE_UNRESERVE (
queue : Message_queue_designator

)

EUE_UNRESERVE unreserves the message queue queue for the calling process. If queue is
reserved for the calling process, QUEUE_UNRESERVE has no effect.

The "reserved_message_queue"” and "reserved_by" links between the calling process and queue

are

deleted. If the calling process has an "is_listener" link to queue then that link and its reverse

"listened_to" link are deleted.
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Errors
ACCESS_ERRORS (queue, ATOMIC, MODIFY, WRITE_LINKS)

: 1995(E)

NOTE - The termination of a process implies the unreserving of all the process's reserved message queues,

Notification

15.1 Notification concepts

15.1.1

Access events and notifiers

Access_events = set of Access_event

A notifier is a "notifier" link from a message queue to an object with key attribute "
and the attributes "modification_event", "change_event", "deleteDevent", and "n
referred to as monitored access attributes. See 14.1 for the DDL definition of notifies

A monitored object is a destination object of a notifier. The values of the mon
attributes of the notifier define the events on which the monitered object is monitored

Modification event is true.
modification time of the object.

Modification events{~an operation implicitly

Change event is true. Change events: an operation implicitly sets the last changg
the last modification time of the object. If the operation only sets the volume ids
object, the CHANGE_EVENT event is notraised.

Move event is true. Move events; an operation results in a change to the volum
the object, including archiving the‘object and restoring it from archive.

The notification mechanism sends notification messages to message queues whe
access is carried out on a monitored object. The specified access event is said to be
operation that accessed the-Object. The notification mechanism is said to be triggereq
event. '

process.
NOTES

1 The monitored access attributes of the notifier define the access events for which the destination
to be metitored. Their initial value is false. For each attribute, if the value of the attribute i
object-ds:being monitored for that event.

2 (Each value of the notifier key identifies a specific notifier in the context of the associated mes
implied by the DDL speci notifi is unique i i

Delete event is true. Delete events: an-operation results in the deletion of the obje¢

Access_event = MODIFICATION_EVENT | CHANGE_EVENT | DELETE_EVENT | MOVE_EVENT

potifier_key"
hove_event",
S.

itored access
sets the last

t time but not
entifier of the

t.
e identifier of

n a specified
raised by the
by the raised

If there is a notifienfrom a message queue to any object then that message queue has a reserving

bf the notifier is
true, then the

sage queue. As

queue.

3 In order to carry out notification mechanism operations, a process must reserve the message queue which is to be
used as recipient of the notification messages, and in order to be notified, the message queue must remain reserved
by the process.

4 If a process unreserves a message queue then any notifiers from the message queue are deleted.

5 A process can reserve several different message queues for notification purposes. For each of these message
queues, it can create several notifiers (one for each object under monitoring). An object can be monitored using
several message queues by one process or by several processes.

6 There are additional possibilities for the deletion and moving of objects other than by the OBJECT_DELETE and
OBJECT_MOVE operations.

157


https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f

ISO/IEC 13719-1 : 1995(E) © ISO/IEC

15.1.2 Notification messages

Notification_message_type = MODIFICATION_MSG | CHANGE_MSG | DELETE_MSG |
MOVE_MSG | NOT_ACCESSIBLE_MSG | LOST_MSG

A notification message is a message (see 14.1) sent by the notification mechanism to one or more
message queues each time an object under monitoring is accessed in a way which has been
specified to be monitored. The type of such a message specifies the access event that has been
carried out on the monitored object or the information that the monitored object is no longer
accessible or that modification messages have been lost. The possible values of the type of a
not{fication message are defined as tollows:

ODIFICATION_MSG: Notifies that a modification access event has beencraised (except
ONTENTS_WRITE or CONTENTS_TRUNCATE).

HANGE_MSG: Notifies that a change access event has been raised.
ELETE_MSG: Notifies that a delete access event has been raised.
OVE_MSG: Notifies that a move access event has been raised.

OT_ACCESSIBLE_MSG: A message of this type is sent to/a message queue each time a
onitored object becomes no longer accessible from the workstation on which that message
ueue resides.

OST_MSG: When a message queue is full and thereis not sufficient space on the queue to
tore a notification message, the notification messages to be sent by the notification mechanism
re lost. In this case, when the message queue empties sufficiently to give sppce for a
otification message, a message is sent to the.message queue by the notification mechanism
aying that some messages have been lost.

The data of the message includes in an implementation-defined way the notifier key that pssociates
the|message queue and the monitored object.

At|most four notification messages;are sent to a message queue, one for each type |of access
catried out on the object during the period it was explicitly locked. The order of these four
mefssages is implementation-defined.

When a monitored object is:archived, a message of type MOVE_MSG and a message of type
NQT_ACCESSIBLE_MSG are both sent; when a monitored object is restored from prchive, a
sage of type MOVE._MSG is sent.

15.1.3 [Iime of sending notification messages

The end of-am operation and the releasing of a lock define the points in time at Wwhich the
notification-messages are sent to processes as defined in 15.1.4.

At| the\appropriate point in time, the switched on access events are raised, triggering the
notification mechanism which sends the notification messages to the message queues associated
by notifiers with the object that has had been modified, changed, deleted, or moved.

A message of message type NOT_ACCESSIBLE_MSG is sent by the notification mechanism
when WORKSTATION_REDUCE_CONNECTION or WORKSTATION_DISCONNECT is
called or when a network partition is detected, such that the monitored object becomes inaccessible
in the specified manner.

15.1.4 Range of concerned message queues
For an operation modifying, changing, deleting, or moving an object, a notification message is

sent to all the message queues associated with that object by a notifier when the update becomes
available to the process reserving the message queue.
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If the message queue security labels are such that writing to the queue by the process accessing the
object would give rise to a mandatory security violation, then no notification message is sent.

On transaction rollback, notification messages are sent notifying rollback and no messages are sent
to non-enclosed activities.
15.2 Notification operations
15.2.1 NOTIFICATION_MESSAGE_GET_KEY

NOTIFICATION_MESSAGE_GET_KEY(
message : Message,

notifier_key  :Natural

NOTIFICATION_MESSAGE_GET_KEY returns a notifier key notifier key derived from the
data of the notification message message.

notifier_key is the notifier key of the notifier whose monitored pbject underwent the access event
which triggered the sending of message.

Errors
MESSAGE_IS_NOT_A_NOTIFICATION_MESSAGE (message)
NOTE - The notifier identified by notifier_key may no longef exist.

15.2.2 NOTIFY_CREATE

NOTIFY_CREATE {
notifier_key : Natural,
queue : Message.-queue_designator,
object : Object _designator

NOTIFY_CREATE creates(a notifier from the message queue queue to the object object.

The notifier key of the notifier is set to notifier key. The monitored access attributes of the
notifier are all set to false.

Errors

ACCESS_ERRORS (queue, ATOMIC, MODIFY, APPEND_LINKS)
CONFIDENTIALITY_WOULD_BE_VIOLATED (object, ATOMIC)
INTEGRITY_CONFINEMENT_WOULD_BE_VIOLATED (object, ATOMIC)
MESSAGE_QUEUE_IS_NOT_RESERVED (queue)
NOTIFIER_KEY_EXISTS (notifier_key)

OBJECT_IS_INACCESSIBLE (object, ATOMIC)

OBJECT_IS_ARCHIVED (object)

NOTES

1 The creation of a notifier from a message queue to an object means that a notification message will be sent to the
message queue whenever the object is accessed with some specified access events.

2 Initially, on creation, the monitored access attributes are set to false, so no events are specified. The monitored
access events may be changed by NOTIFY_SWITCH_EVENTS.

3 As implied by the DDL specification, the notifier_key value must be unique in the context of the message queue
and must be greater than or equal to zero; apart from these constraints, it may be freely chosen by the user.
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15.2.3 NOTIFY_DELETE

15.2.4 [NOTIFY_SWITCH_EVENTS

16¢ C

16.1 Concurrency and integrity control concepts

16.1.1

160

NOTIFY_DELETE (
notifier_key : Natural,
queue : Message_queue_designator

)

NOTIFY_DELETE deletes the notifier with notifier key notifier_key from the message queue
queue.

Errors
ACCESS_ERRORS (qgueue, ATOMIC, MODIFY, WRITE_LINKS)
MHESSAGE_QUEUE_IS_NOT_RESERVED (queue)
NQTIFIER_KEY_DOES_NOT_EXIST (notifier_key)

NOJE - The object which was monitored by notifier may continue to be monitoredhy other notifierp into other
megsage queues. Other objects may continue to be monitored by other notifiers associated with queue.

NOTIFY_SWITCH_EVENTS (

notifier_key : Natural,
queue : Message_queue_designator;
access_events : Access_events

)

NQTIFY_SWITCH_EVENTS sets each of the:monitored access attributes of the notifier with
ifier key notifier _key from the message queue queue to true if the corresponding acgess event
is in access_events, and to false otherwise,

ACQCESS_ERRORS (queue, ATOMIC, MODIFY, WRITE_LINKS)
MESSAGE_QUEUE_IS_NOT_RESERVED (queue)
NQTIFIER_KEY_DOES_NOT. EXIST (notifier_key)

- Switching on an access’event of a notifier (setting the attribute value to true) means that th¢ associated

object is then under monitdring for that access event. Switching off an access event (setting the attribute value to
false) means that the associated object is no longer under monitoring for that access event.

oncurrency and integrity control

Activities

Activity_class = UNPROTECTED | PROTECTED | TRANSACTION
sds system:

activity_class: (read) enumeration (UNPROTECTED, PROTECTED, TRANSACTION) :=
UNPROTECTED;

activity_status: (read) non_duplicated enumeration (UNKNOWN, ACTIVE, COMMITTING,
ABORTING, COMMITTED, ABORTED) := UNKNOWN;
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activity: child type of object with
attribute
activity_class;
activity_status;
activity_start_time: (read) time;
activity_termination_start_time: (read) time;
activity_termination_end_time: (read) time;
link
started_by: (navigate) reference link to process reverse started_activity;
nested_in: (navigate) reference link to activity reverse nested_activity;

nested_activity: ('navrgafej-nnpﬂcn-ﬂnk-tsystewrkey)-mnvny-mverse—nez_ ted_in;
process_started_in: (navigate) implicit link (system_key) to process revet.

started_in_activity;
end activity;

end system;

An activity is the framework in which a set of related operations takes place. Each operation is
always carried out on behalf of just one activity. An activity is started at the time it |s created and
remains in existence until the deactivation of the process which started it.

The activity class of an activity describes the degree of protection which the activity requires; it
affects the default level of concurrency control applicable to operations carried out onp behalf of the
activity. There are three activity classes: '

- UNPROTECTED. An unprotected activity, used when it is not necessary to profect data from
concurrent activities.

- PROTECTED. A protected activity, used ‘when data to be accessed needs prptection from
concurrent activities.

- TRANSACTION. A transaction activity (or transaction), used when the gctivity has a
significant effect on the object base and its integrity needs to be protected. :

The activity status records the currént state of the activity. The possible states of an activity are:
- UNKNOWN. The "activity" object has been created by an operation defined in clause 9.

- ACTIVE. The activity isstarted and its termination is not yet initiated.

- COMMITTING. The activity's normal termination is initiated but not completed.
- ABORTING. The activity's abnormal termination is initiated but not completed.
- COMMITTED: The activity is normally terminated.

- ABORTED. The activity is abnormally terminated.

The activity start time records the time when the activity was started.

The activity termination start time records the time when the termination of the activify was started.

Thé activity termination end time records the time when the termination of thg activity was
completed.

The "started_by" process is the process that started the activity.

The "nested_in" activity, called the enclosing activity of the activity, is the activity within which
the activity was started. The nested activities of an activity are the activities for which the activity
is the enclosing activity.

The "process_started_in" processes are the processes which were created while the activity was
the current activity.

Within each process there is only one current activity. When a process is initiated, its current
activity is the current activity of its parent process. When an activity is started in a process it
becomes the current activity of the process; the current activity is then the activity of the process
with the highest key in the "started_activity" link from the process and which is still active. When
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an activity is terminated in a process its immediate enclosing activity becomes the current activity
of the process.

Each workstation in a PCTE installation has an outermost activity. The outermost activity of a
workstation is an unprotected activity that is created by implementation-dependent means such that
it is indistinguishable from an activity created by ACTIVITY_START except that it has no
"started_by" or "nested_in" link. It has a "process_started_in" link to the initial process.

Updates by an activity to a resource are available if, when the updated resource is read by another
activity not enclosed by the updating activity, data derived from the updated state of the resource is
obthined. Data derived from the updated state of the resource 15 obtained whemregd by the
updating activity and by nested activities without necessarily being generally available:

NOTES

ctivities can be internal to one process or can extend over several descendant processes: A process is free to
an activity, but a process is only allowed to terminate activities that it has started.

erations performed by a process, other than those on an open contents, are carriedout on behalf of|the current
actiyity of the process at the time the operation is called.

3 Alnested transaction may be terminated without implying the termination.of its enclosing transaction. When a
trangaction is normally terminated then all the read locks it has acquired arereleased and all the write locks of default
mode it has acquired or inherited from its nested transactions are inhefited by its enclosing transactiop. When a
tranpaction is abnormally terminated then the changes made by it and all'its nestéd transactions are unmade (unless
explicitly excluded from rollback) and all the locks it has acquired, including the write locks it has inherifed from its
nested transactions, are released. This effect is transitive so that{in the case of successive normal ternjinations of
tranpactions nested one in another, nested transaction write locks are not released, and the changes not pommitted,
unti] the outermost transaction is normally terminated.

4 Brotected or unprotected activities may also be nested within transactions. In this case, modificagions made
within the nested activities are considered also to.be changes made within their closest enclosing fransaction.
Accprdingly, when locks are acquired by nested protected or unprotected activities, locks are implicitly [acquired at
the same time by their closest enclosing transaction (see 16.1.6)

5 In the same way when a lock whose modé,is not the default write mode is acquired by a nested transadtion, a lock

process running on behalf of-a-transaction can explicitly exclude from rollback changes mad¢ to certain
resdurces by explicitly locking such resources in unprotected or protected modes (i.e. not in default write modes)

e outermost activity.of a workstation is implicitly set up by the system. It is intended to proyide a valid
actiyity framework for the initial process of the workstation, Each workstation has its own outermost activity, i.e.
the putermost activity.of a workstation cannot be the outermost activity of another workstation. An inifial process
is irfitiated in the context of that activity. It is intended that the initial process should then start an activity suitable

ransactions’ do not protect the local data of a process, hence, for example, changes to contents hanflles, object
references, and other local variables made within the scope of a transaction are not reversed if the transaction is

16.1.2 Resources and locks

162

Lock_internal_mode = READ_UNPROTECTED | READ_SEMIPROTECTED |
WRITE_UNPROTECTED | WRITE_SEMIPROTECTED | DELETE_UNPROTECTED |
DELETE_SEMIPROTECTED | READ_PROTECTED | DELETE_PROTECTED |
WRITE_PROTECTED

Lock_set_mode = Lock_internal_mode | WRITE_TRANSACTIONED |
DELETE_TRANSACTIONED | READ_DEFAULT | WRITE_DEFAULT | DELETE_DEFAULT
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sds system:

lock_mode: READ_UNPROTECTED, READ_SEMIPROTECTED, WRITE_UNPROTECTED,
WRITE_SEMIPROTECTED, DELETE_UNPROTECTED, DELETE_SEMIPROTECTED,
READ_PROTECTED, DELETE_PROTECTED, WRITE_PROTECTED,
WRITE_TRANSACTIONED, DELETE_TRANSACTIONED;

lock_external_mode: (read) enumeration (lock_mode) := READ_UNPROTECTED;

lock_internal_mode: (read) enumeration (lock_external_mode range
READ_UNPROTECTED .. WRITE_PROTECTED) := READ_UNPROTECTED;

ith

link
lock: (navigate) non_duplicated designation link (number) to objectwith
attribute - :
locked_link_name;
lock_external_mode;
lock_internal_mode;
lock_explicitness: (read) enumeration (EXPLICIT, IMPLICIT)):= IMPLICIT;
lock_duration: (read) enumeration (SHORT, LONG) :=-SHORT,;
end lock;
end activity;

extend link type process_waiting_for with
attribute
lock_external_mode;
lock_internal_mode;
end process_waiting_for;

end system;

M

\ resource is either an object resource or alink resource.

L

An object resource is an object restricted to the following:

its contents,

its type,
- its preferred link type and preferred link key,

1 its attributes, exceptthe predefined attributes "last_access_time", "last_change_time",
"last_modification, time", "last_composite_access_time", "last_composite_modification_time",
"last_composite.change_time", "num_incoming_links", "num_incoming_composjtion_links",
"num_incoming_existence_links", "num_incoming_stabilizing_links",
"num_incoming_reference_links", "num_outgoing_composition_links", and
"num_outgoing_existence_links".

A link resource is a link, identified by its link name and restricted to the following:
itsJink type,

1k £1 PR Py

O SWATUVIINA UL I\Dy AULIVUIGS,

- its set of non-key attributes,

- the object designator of its destination.

The fact that a resource is locked is represented by a "locked_by" link from the object resource or
the origin of a link resource to the activity which holds the lock. The locked link name of the link
specifies whether the resource is an object resource or a link resource:

- @f the locked resource is a link resource, the "locked_link _name" attribute is set to the link name
in canonical form (see 23.1.2.4).

- if the locked resource is an object resource, the "locked_link_name" attribute is set to the empty
string. ‘
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16.1.3
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A lock is represented by a "lock" link from an activity to a resource; the activity is said to hold the
lock on the resource. The link is created at the time the lock is established and remains until the
lock is released or inherited. Locks ensure the consistency of object base data access operations
by controlling the synchronization of concurrent operations on the same resources.

The concerned domain of a resource is the set of resources which can be affected by modifications
of that resource:

- if the resource is an object, the concerned domain is the object resource and the set of links (link
resources) originating from the object.

he-resource—is—a-link,—the-conc ject (object
resource) from which the link starts.
A resource is said to be operated on by an activity when:

t

either the resource is an object whose contents are currently open (sée clagse 12), by
CONTENTS_OPEN or PROCESS_START on behalf of that activity, in which case the
resource is operated on while the contents is open;

or the resource (i.e. object or link) is the subject of operations other than operations on "lock"
and "locked_by" links and on the contents of objects, in which ease the resource is joperated on
for the duration of the operation.

An activity can lock a resource just once; i.e. two locks originating from the same activity cannot
Have the same locked resource and the same destination,

A lock has the following attributes:

-| A lock external mode, which controls synchronization of resource accesses between an activity
and all other activities which are not nested (gither directly or transitively) to it.

-| A lock internal mode, which controls synchronization of resource accesses between an activity
and all activities which are nested (either directly or transitively) to it.

The lock internal mode is equal to'or weaker than the lock external mode (see helow). See
below for a definition of lock modes.

-| A lock explicitness, which récords how the lock was established:
EXPLICIT. An explicit lock, i.e. it was established explicitly by one of locking|operations.

IMPLICIT. An implicit lock, i.e. it was established implicitly as the resource was implicitly
acquired.

-| A lock duration, which records the duration of the lock:

LONG: A long lock, i.e. one which, once established, holds until the terminjation of the
activity.

SHORT. A short lock, i.e. one which can be released before the termination of the activity.

A long lock can be held only by a transaction.

A short lock can be held only by a protected or an unprotected activity.

Lock modes

The meanings of the lock mode values are as follows. The abbreviations shown are used in the
tables at the end of this clause.

- READ_UNPROTECTED (RUN). The activity holding the lock can read the resource. Other
activities can concurrently read or write to the same resource or delete it.

- READ_SEMIPROTECTED (RSP) (for object resources only). The activity holding the lock
can read the resource. Other activities can concurrently read from the same resource. Other



https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f

© ISO/IEC

ISO/IEC 13719-1 : 1995(E)

activities can concurrently read or write to the same resource with WRITE_UNPROTECTED,
WRITE_SEMIPROTECTED, WRITE_PROTECTED or WRITE_TRANSACTIONED locks
but cannot delete it.

WRITE_UNPROTECTED (WUN). The activity holding the lock can read or write to the
resource.

If the resource is an object, other activities can concurrently read or write to the same resource
or delete it with DELETE_UNPROTECTED or DELETE_SEMIPROTECTED locks, other
activities can concurrently read or write to the same resource with WRITE_UNPROTECTED or

WRITE_SEMIPROTECTED locks and other activities can concurrently read the resource with

READ_UNPROTECTED or READ_SEMIPROTECTED locks.

If the resource is a link, other activities can concurrently read or write to the same resource or
delete it with WRITE_UNPROTECTED locks and other activities can,concurrgntly read the
resource with READ_UNPROTECTED locks. '

Updates to the resource are available if an enclosin g activity does not hold a WTR or DTR lock
on the resource.

WRITE_SEMIPROTECTED (WSP) (for object resources only). The activity holding the lock
can read or write to the resource. Other activities can concurrently read or write to the same
resource with WRITE_UNPROTECTED or WRITE_SEMIPROTECTED locks but cannot
delete it and other activities can concurrently read the resource with READ_UNBROTECTED
or READ_SEMIPROTECTED locks. Updates to-the resource are available if |an enclosing
activity does not hold a WTR or DTR lock on thé resource.

DELETE_UNPROTECTED (DUN) (for object resources only). The activity holding the lock
can read or write to the resource or delete:it, ‘Other activities can concurrently repd or write to
the same resource or de.lete it with DELETE_UNPROTECTED locks, other activities can

the resource are avallable if an enclosing activity does not hold a WTR or D
resource.

the same resource with- WRITE_ UNPROTECTED locks but cannot delete it and @ ther activities
can concurrently read the resource with READ_UNPROTECTED locks. Updates to the
resource are available if an enclosing activity does not hold a WTR or DTR lock on the
resource.

READ_PROTECTED (RPR). The activity holding the lock can read the res
activities" can concurrently read the same resource with READ_UNP
READ:SEMIPROTECTED or READ_PROTECTED locks. No other a
coneurrently write to the same resource.

WRITE PROTECTED (WPR) The act1v1ty holdmg the lock can read or write tq the resource.

er-a : EAD—UNPROTECTED or
READ SEMIPROTECTED locks. No other actlvmes can concurrently write to the same
resource. Updates to the resource are available if an enclosing activity does not hold a WTR or
DTR lock on the resource.

DELETE_PROTECTED (DPR) (for object resources only). The activity holding the lock can
read or write to the resource or delete it. Other activities can concurrently read the same
resource with READ_UNPROTECTED locks. No other activities can concurrently write to the

same resource. Updates to the resource are available if an enclosing activity does not hold a
WTR or DTR lock on the resource.

WRITE_TRANSACTIONED (WTR). Transaction holding the lock can read or write to the
resource.  Other activities can concurrently read the same resource with

purce. Other
OTECTED,
tivities can
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READ_UNPROTECTED or READ_SEMIPROTECTED locks. No other activities can
concurrently write to the same resource.

- DELETE_TRANSACTIONED (DTR) (for object resources only). Transaction holding the
lock can read or write to the resource or delete it. Other activities can concurrently read the
same resource with READ_UNPROTECTED locks. No other activities can concurrently write
to the same resource.

It is implementation-defined whether or not updates to a resource are available if the updates are
performed while an activity holds a WTR or DTR lock on the resource.

Lodks of the following modes, whether internal or external, | - n object
reqource: READ_SEMIPROTECTED, WRITE_SEMIPROTECTED,
DELETE_SEMIPROTECTED, DELETE_PROTECTED, DELETE_TRANSACTIONED.

Th¢ modes of a lock on a given resource must be compatible with the modes-of locks held by
othfr activities on resources in the concerned domain of that resource. Its external mode must be
corppatible with the external mode of all locks held on the resources in the concerned domain by
r activities which are not enclosing, nor nested to the issuing activity, and with the internal
moge of all locks already established by the enclosing activities on the resources in the ¢oncerned
domain. Its internal mode must be compatible with the external modes of all locks already
established by the nested activities on the resources in the concerned domain

The lock modes are grouped into two categories: ,

ead lock modes: READ_UNPROTECTED, READ, SEMIPROTECTED,
AD_PROTECTED

rite lock modes: WRITE_PROTECTED, WRITE_TRANSACTIONED,
ITE_UNPROTECTED, WRITE_SEMIPROTECTED, DELETE_PROTECTED,
ELETE_UNPROTECTED, DELETE_SEMIPROTECTED, DELETE_TRANSACTIONED

There are three relations defined between‘lock modes: relative strength, relative weakness, and
compatibility. The relative strength relation between lock modes is defined by table 4. The
relative weakness relation is the inverse of the relative strength relation (i.e. L1 is weaker than L2

Updates to an accounting log-or an audit file, the "message_count”, "last_send_time" and
"lapt_receive_time" attributes of a message queue, and the "last_access_time" attribute of an

or updates, performed on behalf of the current activity while transaction lgcks were
stablished,sthe operation ACTIVITY_END, which commits the transaction, resul{s in those
pdates becoming permanent, providing the transaction locks are not inherited (see 16.1.4).

he operation ACTIVITY_ABORT, which aborts the transaction, causes the updates performed
nbehalf of the current activity while transaction locks were established to be undlone, apart
rom updates applied to contents of "pipe", "message queue”, and "device" objects.

16.1.4 Inheritance of locks

Inheritance of locks occurs only between transactions nested one in the other. A transaction
inherits write l_ocks of default modes (i.e. locks of modes WTR or DTR) from its (immediate)
nested transactions each time such a nested transaction terminates normally (i.e. when it commits).

When a transaction T1 terminates, the lock it holds on a resource X is inherited by the nearest
enclosing transaction T of T1. If T already holds a lock on X, the lock is promoted according to
the rules of implicit promotion (see 16.1.5).

NOTE - Updates to a resource are committed or cancelled when there cease to be any WTR or DTR locks on that
resource. When an enclosing transaction inherits WTR and DTR locks, it also inherits the updates. Normally,
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when there is no further enclosing transaction, updates are committed when the current transaction activity ends. If
however the enclosing transaction T1 holds a non-transaction lock on a resource updated under enclosed transaction
T, then when T ends the transaction lock is not inherited and neither are the updates which are committed. An
exception to this is when a transaction T2 enclosing T1 exists and has a WTR or DTR lock on the resource; in this
case the updates are inherited by T2 when T ends and are not committed at that point.

16.1.5 Establishment and promotion of locks

A lock is requested on a resource on behalf of an activity if an attempt is made to create a lock on
that resource on behalf of that activity.

lock is established on a resource when a lock is requested on the resource onbehalf of an

tivity and no lock has yet been acquired by the activity.

lock is explicitly established by means of operation LOCK_SET_OBJECT:. A lock
stablished if the resource is implicitly acquired by some opgration
OCK_SET_OBIJECT) operating on the resource and carried out on behalf of the acti
f mode RSP, WSP, and DSP can only be established explicitly.

he modes of a lock, once established, can evolve either implicitly, according to
source is operated on, or explicitly by means of the lock set opérations.

he following enumerates, for each activity class, the implicit lock modes which af
epending on the access performed on the acquired resource. Locks on link resource
mplicit and therefore always adopt default modes.

jarkd

Default external modes:

for unprotected activities the external mode is RUN when reading a resource,

Tesource;
for protected activities the external mode is RPR when reading a resource,

resource,

for transaction activities the external mode is RPR when reading a resource,
updating a resource 0r creating or deleting a link resource, and DTR when
deleting an object resource.

Default internal miodes: for every activity class, internal modes are WUN for resq
created or updated and link resources being deleted, DUN for object resources bg
and RUN in all other cases.

'he lock mode actually acquired depends on whether the lock is established or prom
stablished‘then the lock mode acquired is the default lock mode. If a promotion)
elow..Tables 8 and 9 summarize the default external modes.

is implicitly
other than
vity. Locks
the way the
e requested

5 are always

WUN when

creating or updating a resource or deleting a link resource, and DUN when deleting an object

'WPR when

creating or updating a resourceor deleting a link resource, and DPR when deleting an object

WTR when
creating or

jurces being
ing deleted,

pted. If it is
occurs, see

Vhien-a lock is requested on a resource on behalf of an activity and a lock has a

ready been

e ofla lock is to
transform it to a stronger mode wh1ch is compatlble (as for the establlshment of a new lock) with
other locks on resources in the concerned domain. See table 6 and 16.1.7.

Implicit promotion of either or both the internal and the external modes of a lock occurs when an
operation performing a write access (e.g. OBJECT_SET_ATTRIBUTE or CONTENTS_OPEN
with an opening mode allowing write access) is applied to a resource already acquired by the
activity with a lock whose modes allow only read access to that resource, or when an operation
deleting an object (e.g. LINK_DELETE or OBJECT_DELETE) is applied to an object resource

already acquired by the activity with a lock whose modes do not allow deletion of that object
resource.

Explicit promotion of either the internal or the external lock mode occurs when the lock set
operations are applied to a resource already locked (either explicitly or implicitly) by the activity on
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16.1.6 | Implied locks

168

behalf of which the lock set operation is carried out. The new mode must obey the promotion
rules for lock modes (see below).

Any explicit attempt to promote an explicit or an implicit external or internal mode, or implicit
attempt to promote an implicit external or internal mode, to a mode which has no relation of
relative strength with the mode is converted into an attempt to promote the mode to the weakest
mode which is stronger than both the current mode and the requested one (e.g. an attempt to
promote a RPR mode to a WUN mode is implicitly converted into an attempt to promote the mode
to WPR). Table 6 defines the implicit promotion of lock modes when the prior lock is explicit;
table 7 defines the promotion of lock modes for the other cases.

Ir] the operation definitions, the phrase 'a mode lock of the default mode is obtained on object'

ere object is an object and mode is 'read’ or 'write', is used to mean that an attgmpt is made to
edtablish an implicit lock on the object resource object of a mode given by table 8, depending on
class of the current activity and the default lock mode of 'read’ or 'write', and if 'write',
ether object is being created, updated or deleted.

Similarly, the phrase 'a mode lock of the default mode is obtained on link' where link iy a link and
de is 'read' or 'write', is used to mean that an attempt is made to éstablish an implicit lock on
link resource link of a mode given by table 9, depending on the(class of the current activity and
default lock mode of 'read' or 'write', and if ‘write’, whether {ink is being created,|updated or
deleted. If link is a 'lock’ or 'locked_by' link then no lock is &stablished on it.

If| no lock currently exists on the resource (object or link) for that activity, an attemp{ is made to
edtablish the lock, otherwise implicit promotion is attempted.

Lpcks can be established or promoted on _a'resource as a result of establishing or| promoting
another lock.

When locks are acquired by nested activities, this implies that implicit locks are acqpired at the
sdme time by their closest enclosing transaction:

- | The establishing of (or promotion to) a WUN, WSP, WPR external mode lock for|an activity
also implies an implicit establishment (or implicit promotion) of a lock of external mode WTR
on the resource on behalf.ef the closest enclosing transaction.

- | The establishing of (or promotion to) a DUN, DSP, DPR external mode lock for{an activity
also implies an implicit establishment (or implicit promotion) of a lock of external jmode DTR
on the resource on behalf of the closest enclosing transaction.

- | The establishing of (or promotion to) a RUN, RSP, RPR, WTR, or DTR external mode lock
for an activity also implies an implicit establishment (or implicit promotion) of a lock of external
mode RPR on the resource on behalf of the closest enclosing transaction.

Eftablishing or promoting a lock on a link also implies the implicit establishment (or prpmotion) of
a read-lock of the default mode on the origin of that link for the current activity, if the link type of
the ik ras amrupper boumd ora non=zero fower bourmd amd the timk s being deteted orcreated.

The establishing of (or promotion to) a write lock on the last composition or existence link leading
to an object for the purpose of its deletion also implies the implicit establishment (or implicit
promotion) of a write lock allowing deletion on this object for the current activity (i.e. a DUN,
DSP, DPR, or DTR lock according to the class of the activity and the promotion rules). The
establishing of (or promotion to) a write lock on a composition or existence link for the purpose of
deletion of the link results in the implicit establishment (or implicit promotion) of a read lock on
the destination of the link.

In all these cases the internal lock mode of the implied lock is RUN,
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The following conditions must be satisfied to establish or promote a lock on a given resource:

resource if and only if the process has at least one discretionary access right to the
is an object resource, or to its origin if it is a link resource.

Lock mode compatibility: an activity can establish (or promote) a lock on a resourc

Access rights: the current activity of a process can explicitly or implicitly establish a lock on a

resource if it

e if

its external mode is compatible with the external mode of all locks held on the resources in

24

activity;

o the issuing

its external mode is compatible with the internal mode of all locks already. established by the

enclosing activities on the resources in the concerned domain;

its internal mode is compatible with the external modes of all locks already estal
nested activities on the resources in the concerned domain;

The implied lock (if any) must also be compatible with existing locks as defineq

If the conditions do not hold, either the issuing operation . waits, waiting for th
become available, or the request returns an error withoutdelay.

When an operation waits as a result of attempting.to lock a resource in a mgq
incompatible with the existing locks on that resource held by other discrete activities,
is said to be waiting on the resource. When ‘an operation is waiting on a
"process_waiting_for" link is created from the_process of the waiting operation to

plished by the

| above.
e resource to

vde which is
the operation
‘resource, a
the resource.

The "waiting_type" attribute of that link is set.to WAITING_FOR_LOCK, the required external

and internal modes of the lock set in thé-"lock_external_mode" and "lock_int
attributes respectively of the link, and thé'locked_link_name" attribute is set to the
canonical form, of the resource on which the lock is to be established if the resource
to the empty string otherwise. The;link is removed when the operation which is W
resource is interrupted, or the resource is acquired.

ernal_mode"
link name, in
is a link, and
aiting on the

If a lock is held on an object resource by an activity, then any attempt to establish a Iock on any of

its links by that activity hasmo effect unless the lock mode resulting from the requg
than or has no relation ef relative strength to the external mode of the lock on the objg

st is stronger
Ct.

If a lock is held ona link resource by an activity, then when a lock is established on its origin by

that activity the logk on the link is discarded, unless the external lock mode on the li
than or has no relation of relative strength to the external mode of the lock on the orig

Releasing locks

A distinction is made between discarding a lock (to get rid of it) and releasing a lock

lockimplies discarding the lock for the current activity, and if the lock has a WTR or

then the closest enclosing transaction inherits the modifications to the resource. If t

nk is stronger
in.

. Releasing a
a DTR mode

re is no such

~
transaction then modifications are committed (i.e. modifications can no longer be discarded).

In any case, this results in the deletion of the "lock” link and of the "locked_by" li

nk associated

with the released lock. In the case that the lock is inherited by the closest enclosing transaction, if
the resource was not already locked on behalf of that transaction, new "lock" and "locked_by"
links are created between this activity and the locked resource, in order to represent the inherited

lock.

Long locks are released at the end of the activity. In the case of short locks two cases can apply:

- The lock was explicitly established: it is released either at the end of the activity or
unlock of the resource, whichever occurs first.

at the explicit
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- The lock was implicitly established: it is released as soon as the locked resource is no longer
being operated on on behalf of the activity holding the lock (for example when the last open
contents handle to the object contents is closed by CONTENTS_CLOSE).

When a lock on a resource is discarded, if one or more operations are waiting on the resource then
an attempt is made to establish or promote a lock on that resource in the modes given by the
attributes "lock_external_mode" and "lock_internal_mode" of a "process_waiting_for" link to that
resource on behalf of the current activity of the process which is the origin of that link. If a lock
can be established or promoted on behalf of one of those activities, then the corresponding
"process_waiting_for" link is deleted. If a lock can be established or promoted on behalf of more
thah one such activity, it is not defined on behalf of which acftivity it is established or promoted.
The resource on which the lock is established or promoted is the destinatign of the
"prpcess_waiting_for" link if the "locked_link_name" attribute of that link is empty;-otherwise it is
the|link with that attribute as link name.

NOJES

1 The description of each of the operations defines the resburces, if any, which are operated on by the operation.

2 Nested parallel activities should be achieved by using parallel processes.
3 The internal mode of a Iock held by an activity affects only the activity and\its’'nested activities.

16.1.9 Permanence of updates

When an update, whether made while a lock is established or not, is made permdgnent, the
resplting change to objects in the object base is such/that if a volume failure, device failure, or
network failure event occurs so as to render one .or more of those objects inaccessible, the objects
retain their updated state. Conversely, if an update is not made permanent and such a failure event
ocqurs then the objects revert to a state which existed before the update. An update tp a link is
considered to be an update to its origin.

If 4n update is made to an object or link*while only non-transaction locks are established on that
object or link then the update is made\permanent at the latest when the activity in which the update
ocgurred is terminated.

Updates made to objects or links, while WTR or DTR locks are established on those pbjects or
links, are made permanent @tomically when no transaction locks remain after a transaction end.

Updates made which do not require a lock to be established on the object or link, fof example
sotne operations defined in clause 13 and updates to audit files and accounting logs,|are made
permanent at an ingplementation-defined time.

16.1.10 | Tables-for locks

In tables 4 to 7 inclusive, mode! is the mode at the left of a row and mode2 is the mode|at the top
of 4 gelumn.
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Table 4 - Relative strength of lock modes

RUN RSP WUN WSP RPR WPR WTR DUN DSP DPR DIR
< < <

RUN-
RSP
WUN
WSP -
RPR

WPR
WTR
DUN
SP

PR
TR

Ikey to table 4
< model is weaker than mode2
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<
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model is stronger than mode2
3  model and mode2 are the same ;
- there is no relation of relative strength between model-and mode2

Table 5 - Compatibility .of lock modes

RUN RSP WUN WSP RPR WPR WTR DUN DSP DPR DITR
RUN yes yes yes yes yes «yes yes yes yes yes  yes
RSP yes yes yes yes yes(C, yes yes no no  no ng
WUN yes yes yes yes no no no yes yes  no no
WSP yes yes yes yes _-no no no - no no no ng
RPR yes yes no no yes  no no no no no ng
WPR yes yes no no no no no no no no ng
WIR yes yes no ne no no no no no no ng
IPDUN yes no yes. (5 no no no no yes  no no ng
IDSP yes no y€s,* no no no no no no no ng

PR yes no no no no no no no no no ng
TR yes no no no no no no no no no ng

ey to table §
es model and mode2 are compatible
o model and mode2 are not compatible
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Table 6 - Implicit promotion of explicit lock of mode model to mode2

, RUN WUN RPR WPR WIR DUN DPR DTIR
RUN no WUN no WUN WUN DUN DUN DIR
RSP no WSP no WSP WSP DSP DSP DTR
WUN no no no no no DUN DUN DIR
WSP no no no no no DSP DSP DTR
RPR no WPE  no WPR WPR DPR DPR DIR
WPR no no no no no DPR DPR DTR
WIR = - - - no - - DTR
DUN no no no no no no no DTR
D$P no no no no no no no DTR
DPR no no no no no no no DTR
DTR - - - - no - - DTR

Key to table 6
ng there is no promotion

- the case does not apply

Table 7 - Promotion of model to mode2: other cases

RUN RSP WUN WSP RPR WPR WTR. DUN DSP DPR DITR
RUN no RSP WUN WSP RPR WPR WTR DUN DSP DPR D
RSP no no WSP WSP RPR WPRAWTR DSP DSP DPR D
W[UN no WSP no WSP WPR WPR{ WIR DUN DSP DPR D
WSP no no no no WPR WPR WTR DSP DSP DPR D
RPR no no WPR WPR no WPR WTR DPR DPR DPR D
WPR no no no no no no WIR DPR DPR DPR D
WIR no no no no ne. no no DTR DTR DTR DTR
DUN no DSP no DSP - PR DPR DTR no DSP DPR D
DSP no no. no no DPR DPR DTR no no DPR DTR
DPR no no no no no no DTR no no no DTR
DTR no no no no no no no no no no no
Table 8 - Default External Lock Modes for Object Resources
Default lock mode

{

| Read | Write

I !
Adtivity class [ | Update Object creation Object

| | deletion
UNPROTECTED | RUN | WUN WUN DUN
PROTECTED F—RPR HWER WER PR
TRANSACTION | RPR | WTR DTR DTR
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Table 9 - Default External Lock Modes for Link Resources

1995(E)

Default lock mode

| .

[ Read I Write

l ! :
Activity class | | Update Link creation Link deletion
UNPROTECTED | RUN | WUN WUN RUN
PROTECTED [ RPR | WPR WPR WPR
TRANSACTION | RPR | WTR WIR WTR

16.2 Concurrency and integrity control operations

16.2.1

ACTIVITY_ABORT

ACTIVITY_ABORT (
)

The activity status and activity start termination time of the’current activity of the ¢
are set to ABORTING and the system current time respectively.

ACTIVITY_ABORT terminates the current activity of theé calhng process .md discards
uncommitted updates. The following actions are performed in.order:

alling process

This implies abnormal termination of any process'P which was initiated in the qontext of the

current activity and the execution of which has’been started but not yet terminated

in one of the states RUNNING, SUSPENDED, and STOPPED), in the same way)

PROCESS_TERMINATE (P, ACTIVITY_-ABORTED).
ACTIVITY_ABORT waits until all¢those processes have terminated (i.e. h

TERMINATED). If while in this phase ACTIVITY_ABORT is interrupted, eithg

(i.e a process
as by calling

hve the state
r because the

time-out period for the calling process has expired, or because another process has called
PROCESS_INTERRUPT_OPERATION for the calling process, then the currentt activity and

the associated resources are not affected. In particular, the activity status and
termination time of the activity are reset to their previous values.

If the current activity-is.a transaction, all updates made on behalf of the activity to

activity start

the resources

acquired with WRITE_TRANSACTIONED or DELETE_TRANSACTIONED e¢xternal mode

lock since the ‘establishing of the locks or the promotion of their exter

nal mode to

WRITE_TRANSACTIONED (or DELETE_TRANSACTIONED for the lock§ which were

directly established or promoted to this mode) are discarded.

All the-locks held by the activity are discarded. This results in the deletion of the "lock" and

"locked. by" links associated with those locks.

The activity status and activity start termination time of the activity are set to ABORTED and the
current system time respectively. The activity remains in existence until the calling process is

deleted

As a result of these actions, the activity on whose behalf the aborted activity was initiated becomes
the calling process's current activity.

Errors

ACTIVITY_WAS_NOT_STARTED_BY_CALLING_PROCESS
ACTIVITY_IS_OPERATING_ON_A_RESOURCE

16.2.2 ACTIVITY_END

ACTIVITY_END (
)
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16.2.3 ACTIVITY_START
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ACTIVITY_END terminates the current activity of the calling process normally. The effect of this
operation is immediately to commit all outstanding updates in the context of the enclosing activities
and to release all locks still held by the activity. The following actions are performed in order:

- The activity status and activity start termination time of the current activity of the calling process
are set to COMMITTING and the current system time respectively.

The operation then waits until all the processes which were initiated on behalf of the activity and
the execution of which has been started but not yet terminated (i.e. processes which are
running, suspended, or stopped) have terminated.

, while in this phase, the operation 1§ Interrupted, €ither u d defined
or the calling process has expired or because another processchas called
ROCESS_INTERRUPT_OPERATION for the calling process, then the current adtivity and
e associated resources are not affected. In particular, the activity status. and actjvity start
rmination time of the activity are reset to their previous values.

- The locks still held by the activity are released. For locks established with extefnal mode

RITE_TRANSACTIONED or DELETE_TRANSACTIONED, all-the updates mpde to the

ked resource on behalf of the activity since the establishment of the lock are commited in the
¢ontext of the enclosing transactions. This means the WRITE_TRANSACTIONED and
DELETE_TRANSACTIONED locks are inherited by the closest enclosing transaction if any,
otherwise the modification are committed (i.e. modification can no longer be discarded) and
those locks are discarded (see 16.1.4 and 16.1.8). In any case, this results in the
the "lock" and "locked_by" links associated with those'locks.

- The activity status and activity start termination tithe'of the activity are set to COMMITTED and
the current system time respectively.

The activity object remains in existence until the-calling process is deleted. The activity|on whose
behalf the terminated activity was initiated becomes the calling process's current activity.

Errors

A(QTIVITY_WAS_NOT_STARTED.BY_CALLING_PROCESS
ACTIVITY_IS_OPERATING_ON-A_RESOURCE
TRANSACTION_CANNOT.BE_COMMITTED

ACTIVITY_START (
activity..class  : Activity_class
)

ACQTIVITY_START creates a new activity of activity class activity_class, nested
ent activity of the calling process.

fTh activity is created on the same volume as the calling process, with a "started_activit
o M

composite ACLs as the c;ﬂlin g process.

A "nested_in" link and a "nested_activity" link are created between the new activity and the current
activity of the calling process.

The activity class and activity start time of the new activity are set to activity_class and the current
system time respectively.

The new activity then becomes the current activity for the calling process.
Errors
LIMIT_WOULD_BE_EXCEEDED (MAX_ACTIVITIES)
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LIMIT_WOULD_BE_EXCEEDED (MAX_ACTIVITIES_PER_PROCESS)

If the calling process has OWNER granted or denied:
OWNER_PROPAGATION_ERRORS_ON_COMPONENT._CREATION (new activity)

VOLUME_IS_FULL (volume on which the calling process resides)

NOTE - The class of an activity influences system behaviour with respect to lock durations and the default external
mode of implicit locks. :

16.2.4 LOCK_RESET_INTERNAL_MODE

LOCK_RESET_INTERNAL_MODE (
object : Object_designator

LOCK_RESET_INTERNAL_MODE resets to READ_UNPROTECTED ¢the internal mode of the
ock associated with the object resource object.

As result, the internal lock mode of the associated "lock™ link is set tq the value
READ_UNPROTECTED. '

rrors

DISCRETIONARY_ACCESS_IS_NOT_GRANTED (object, ATOMIC)
LOCK_IS_NOT_EXPLICIT (object)

DBJECT_IS_NOT_LOCKED (object)

DBJECT_IS_OPERATED_ON (object, ATOMIC)

16.2.5| LOCK_SET_INTERNAL_MODE
LOCK_SET_INTERNAL_MODE (

object : Object_designator,
Jock_mode : Lock_internal_mode,
wait_flag : Boolean

)

OCK_SET_INTERNAL:MODE promotes the internal mode of the lock on the object resource
lesignated by object.

f the required lock«internal mode is weaker than the existing one, no action is performed.

f lock_mode is not stronger than the internal mode of the lock currently held by the activity on
object, then, whenever possible, the operation results in an explicit promotion of the ipternal mode
of that lock-to the weakest mode which is stronger than both the current internal mode and
lock_méde. E.g. if the current internal mode is READ_PROTECTED and lock_mode is
RITE>UNPROTECTED then, if the operation succeeds, it results in the promption of the
nternal mode of the existing lock to WRITE_PROTECTED.

et-mew—tock—mode betheactuat-vatue KTTIte ode: efther the specified value
lock_mode or the value derived from it by the above promotion rule; then
LOCK_SET_INTERNAL_MODE sets the internal lock mode of the associated "lock" link to
new_lock_mode.

In case of conflict between the required internal mode and other concurrent acquisitions of the
resources in the concerned domain of the object resource object (see 16.1.7), the behaviour of the
operation depends on the value of wait_flag:

- true: the operation waits on the resource until it acquires the resource or until the operation is
interrupted or until the process is terminated,whichever comes first;

- false: the operation does not wait on the resource and the operation fails with the error
condition LOCK_INTERNAL_MODE_CANNOT_BE_CHANGED and has no effect.
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Errors

DISCRETIONARY _ ACCESS IS_NOT_GRANTED (object ATOMIC)
LOCK_INTERNAL_MODE_CANNOT_BE_CHANGED (object lock mode)
LOCK_IS_NOT_EXPLICIT (object)

LOCK_MODE_IS_TOO_STRONG (lock_mode, object)
OBJECT_IS_NOT_LOCKED (object)

16.2.6 LOCK_SET_OBJECT

176

L

¥
C

If|
m

LOCK_SET_OBJECT (

object : Object_designator,
lock_mode : Lock_set_mode,
wait_flag : Boolean,

scope : Object_scope

)

t assigned to the current activity, or promotes an existing lock.on object otherwise.

ode of the lock is chosen according to the class of the current activity as shown in tab

Table 10 - Interpretation of“default lock modes

DCK_SET_OBJECT either establishes a new lock on the object resource object, if abject is not

If scope is

OMPOSITE, LOCK_SET_OBJECT also does the same for the object resour¢e of each
cgmponent of the object object.

lock_mode is READ_DEFAULT, WRITE_DEFAULT or DELETE_DEFAULT, the external

e 10.

Activity class READ_DEFAULT WRITE_DEFAULT DELETE_DEFAULT
UNPROTECTED RUN WUN DUN
PROTECTED RPR WPR ' DPR
TRANSACTION RPR WTR DTR
The locks are established or promoted as follows, where resource is the object resot

]

su
T

and each of the object resources of the components of object if scope is COMPOSITE.

the current activity of the calling process has a lock on resource then the lock's exter

promoted to lock_mode.” If this is weaker than the lock's current external mode, the ¢

ccessful but no action is performed.
he internal mode of a new lock is set to READ_UNPROTECTED. If lock_mode is

irce object,

hal mode is
pperation is

If the current activity is enclosed in a transaction, LOCK__SET_OBJ ECT also results in an attempt
to implicitly establish or to implicitly promote a lock on the object resource resource on behalf of
the closest enclosing transaction. The external mode implied_lock_mode of this implied lock is
derived from lock_mode as defined in 16.1.6, and its internal mode implied_internal _ lock mode

is

READ_UNPROTECTED.

If new locks are to be established, for each of these locks, LOCK_SET_OBJECT creates a "lock"
and a "locked_by" link (each reversing the other) between the activity on behalf of which the lock
is established (i.e. the current activity of the calling process or its closest enclosing transaction)
gnﬁl the cllocked object. The links remain in existence until the corresponding locks are released or
inherited.
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In this case LOCK_SET_OBIJECT initializes the attributes of the new links as follows:
- Attributes of "lock" link of the current activity:

lock duration is set to LONG if the current activity is a transaction, otherwise it is set to
SHORT;

lock explicitness is set to EXPLICIT;

lock internal mode and lock external mode are set to READ _UNPROTECTED and to
new_lock_mode respectively.

ey Fup gt e op tosi o
lock duration is set to LONG;
lock explicitness is set to IMPLICIT;

lock internal mode and lock external mode are set to implied_internal_lock|mode and to
implied_lock_mode respectively.

The locked resource of each of these links is not set and has its initial value which is the empty
string.
If the locks are promoted then only the external lock mode-and internal lock mode df the existing
locks are modified; they are set as described above.

In case of conflict between the locks required on objeet or on any of its components (if scope is
COMPOSITE) and other concurrent acquisitions of the resources in the corresponding concerned
domain, the behaviour of the operation depends on the value of wait flag:

- true: no lock is established or promoted by the operation, and the operation|waits on the
resource until the resource becomes avdilable, until the operation is interrupted, or until the
process is terminated, whichever comes first;

- false: no lock is established or promioted by the operation, the operation does not wait on the
resource, and the operation fails;with the LOCK_COULD_NOT_BE_ESTABLISHED error
condition.

If scope is COMPOSITE, ;then none of the locks that the operation is frying tg establish or
promote are established or‘promoted until all of them can be established or promoted

Errors

DISCRETIONARY. ACCESS_IS_NOT_GRANTED (object, scope)
LOCK_COULD_NOT_BE_ESTABLISHED (object, scope)
LOCK_MODE_IS_NOT_ALLOWED (lock_mode)

If scope1s ATOMIC:
OBJECT_IS_ARCHIVED (object)

If’scope is COMPOSITE:
OBJECT IS ARCHIVED (object or a component of object)

OBJECT_IS_INACCESSIBLE (object, scope)

16.2.7 LOCK_UNSET OBJECT

LOCK_UNSET_OBJECT (
object : Object_designator,
scope : Object_scope

)

LOCK_UNSET_OBJECT releases the lock established by the current activity of the calling'
process on the object resource object. If scope is COMPOSITE, LOCK_UNSET_OBJECT also
does the same thing for the object resource of each component of object.
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This results in the deletion of the "lock” and "locked_by" links associated with the released lock or
locks. .

Errors

DISCRETIONARY_ACCESS_IS_NOT_GRANTED (object, scope)
LOCK_IS_NOT_EXPLICIT (object )

If scope is ATOMIC:
OBIJECT_IS_ARCHIVED (object)

If sgope—is-COMPOSITE: . —
DBJECT_IS_ARCHIVED (object or a component of object)
OBJECT_IS_INACCESSIBLE (object, scope)
OBJECT_IS_OPERATED_ON (object, scope)
UNLOCKING_IN_TRANSACTION_IS_FORBIDDEN

17 Replication

17.1 Replication concepts
17.1.1 Replica sets

Replica_set_identifier = Natural
sds system:
replica_set_identifier: natural;

replica_set_directory: child type of object with
link
known_replica_set: (havigate) non_duplicated existence link (replica_set_identifier)
to replica_set reverse known_replica_set_of;
replica_sets_of: implicit link\to common_root reverse replica_sets;
end replica_set_directory;

replica_set: child type of-object with
link
master_volume: (navigate) reference link to administration_volume reverse
master_volume_of;
copy_volumes: \(havigate) reference link (volume_identifier) to administration_volume
reverse-copy_volume_of; :
known_replica_set_of: implicit link to replica_set_directory reverse known_replica_set;
end replica set;

extend object type administration_volume with
link
master_voiume_of: (navigate) reference link (replica_set_identifier) to replica_sgt
reverse master_volume; sle
copy_volume_of: (navigate) reference link (replica_set_identifier) to replica_set reverse
copy_volume;
end administration_volume;

end system;

The replica set directory represents the set of known replica sets. Each replica set has a unique
replica set identifier which is assigned to the replica set on creation and uniquely identifies the
replica set within the PCTE installation.

The replica set directory is the destination of a "replica_sets" link from the common root. Each
known replica set is the destination of a "known_replica_set" link from the replica set directory
whose key is the replica set identifier of that replica set.
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A replica set has exactly one master volume which is chosen when the replica set is created. It
also has a set of copy volumes. Master and copy volumes are administration volumes. The key
of ‘a "copy_volume" link is the volume identifier of its destination volume. The keys of
"master_volume" and "copy_volume" links are the replica set identifiers of their destination replica
sets.

A copy volume of a replicated set cannot also be the master volume for that same set.

17.1.2 Replicated objects

sds system:

extend object type replica_set with
link
includes_object: {(navigate) reference link (exact_identifier) to object reverse
replicated_as_part_of;
end replica_set;

extend object type administration_volume with
link

replica: (navigate) reference link (exact_identifier) to object reverse replical on;
end administration_volume;

extend object type object with
link
replicated_as_part_of: (havigate) implicit-link to replica_set reverse includgs_object;
replica_on: implicit link to administration volume reverse replica;
end object;

end system;

Dbjects are classified as normal, master©r copy, according to the value of the replicated state (see
D.1.1): ‘

A master object has replicated state MASTER; it belongs to exactly one repli¢a set, and it
resides on the master volume of that replica set.

A copy object has replicated state COPY; it belongs to exactly one rephca set, and if a replica on
a copy volume of that Teplica set, but does not reside on any volume (i.e| there is no
"object_on_volume" link to it; see 11.1.1).

A normal objeethas replicated state NORMAL; it belongs to no replica set, and ¢an reside on
any volume.

For each master object there may be a corresponding copy object (with the same exdct identifier)
bn each of/its replica set's copy volumes; for each copy object there is a corresponding master
bbject on-its replica set's master volume. Such a set of corresponding master and cgpy objects is
called a replicated object. ‘

Dperations which modify a copy object are forbidden, and master objects can be modified only by
processes for which PCTE_REPLICATION 1s an effective security group.

The destinations of the "includes_object” links leaving a replica set are called the objects replicated
as part of that replica set. The key of an "includes_object” link is the exact identifier of its
destination object.

If a link is created to a replicated object then the link is created to the master Ob]CCt
A replica set is replicated as part of itself.

The following objects cannot be replicated: processes, activities, pipes, devices, execution sites,
volumes, message queues, audit files, and accounting logs.

NOTES

1 There is intended to be a copy of each object of a rephcated set on each of the copy volumes of the replicated set.
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2 The master and all copies of a replicated object are intended to be kept identical, except for the volume identifier,
last access time, replicated state, composite last access time, composite last change time, composite last
modification time and "replica_on” and usage designation links. It is expected that system tools automaticaily
propagate modifications and enforce convergence among the various copies in a PCTE installation. Instantaneous
updating of all copies of a replicated object as the master evolves is not expected, so that the replication mechanism
has to manage temporary inconsistencies among the various copies of the replicated objects, supporting suitable
procedures for the propagation of updates.

17.1.3 Selection of an appropriate replica

180

sds system:

extend object type workstation with
Iink
replica_set_chosen_volume: (havigate) deslgnation link (replica_set._ | identifier} to
administration_volume;
end workstation;

end system,;
Atleach moment for each workstation W and replica set S, thereds a umque volume V/|called the
chosen volume of W for accessing S. This is defined as follows:

- [t is an explicitly chosen volume. This explicit choice is modelled as a
'replica_set_chosen_volume" link from W to V with the replica set identifier of S as 1Ls key.

- |t is an implicitly chosen volume. This implicit choice is made when there is no
'replica_set_chosen_volume" link from W with¢hereplica set identifier of S as its key.

If 3 link destination resides on an administration volume this is considered to be a potential link to
a replicated object.

If 3 link identifies an object O that is replicated as part of a replica set S then replication fedirection
may occur. Replication redirection means that the object reached or navigated throyigh as the
destination of a link (including "replica" links) is the copy object of O on the chosen volume for
ac¢essing S of the execution site of the calling process (see 17.1.3) if such a copy obi;act exists,

andl the master object of O otherwise. There is an exception for service designation lipks in that
replication redirection applies.to the state of the object base at the time the link was created rather
i},:,T when it is navigated through.

en an object is referenced using an internal object reference or a contents handle the designated
object is always the{one that was reached at the time the corresponding pathname evalgation was
performed, regardless of whether a new local copy has been created or deleted since that
eviluation.

An object(replicated as part of a replica set S can only be updated by processgs having
POTE_REPLICATION privilege and running on a workstation whose chosen volume for
acgessing S is the master volume of S. If a link having referential integrity is created to a
repllicated object then the calling process must have PCTE_REPLICATION privilege.

NOTES

1 Since "replica_set_chosen_volume links" are designation links they may be replaced when the volumes that they
designate become unavailable, thus allowing an alternative volume containing that replica set to be chosen.

2 A PCTE implementation may automatically decide which of the master or copy volumes of a replica set should
be implicitly chosen for each workstation. This can be used to allow the PCTE implementation to minimize
network load and to recover from machine or network failure.

3 A navigation to or from a replicated object should not fail because the master object is not accessible as long as
the chosen volume of the workstation of the process on whose behalf the navigation 1s being performed contains a
copy of that object.

4 Access to a direct component of an object is made as if the corresponding composition link is navigated.
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Administration replica set

1995(E)

There is exactly one administration replica set. It has replica set 1dentxﬁer 0. Its master volume is
the master administration volume (see 11.1.2). Each administration volume other than the master
‘administration volume is a copy volume of the administration replica set.

The administration replica set includes the predefined replicated objects, representing certain
system entities; each predefined replicated object has a master on the master administration volume

and a copy on each other administration volume; a predefined replicated object may

not have its

replicated state changed. The predefined replicated objects are:
" the common root; o

the administrative objects.
NOTE - Copies of predefined replicated objects cannot be deleted.

17.2 Replication operations

17.2.1

REPLICA_SET_ADD_COPY_VOLUME

REPLICA_SET_ADD_COPY_VOLUME (
replica_set : Replica_set_designator,
copy_volume : Administration_volume_designator

EPLICA_SET_ADD_COPY_VOLUME adds copy volume to the set of copy vol
plica set replica_set.

"copy_volume" link with key equal to the volume identifier of copy volume is ¢
eplica_set to copy_volume. The key ofitsteverse link is the replica set identifier of r

copy of replica_set is created in copy_volume. A "replica" link with key equal
identifier of replica_set is created from copy_volume to this copy object.

read lock of the default mode is set of the master of replica_set. Write locks 0

odes are set on the created "copy_volume", "copy_volume_of", "replica" and "repli
d the created copy of replica_set.

rrors

CCESS_ERRORS (copy_volume, ATOMIC, MODIFY, APPEND_LINKS)
CCESS_ERRORS (master of replica_set, ATOMIC, MODIFY, APPEND_LINKS)
CCESS_ERRORS (master of replica_set, ATOMIC, READ, READ_ATTRIBUTES
CCESS_ERRORS (master of replica_set, ATOMIC, READ, READ_LINKS)
RIVILEGE_IS_NOT_GRANTED (PCTE_REPLICATION)

hmes for the

rreated from
eplica_set.

to the exact

the default
a_on" links

N’

EPLICA_SET_IS_NOT_KNOWN (replica_set)

VOLUME_IS_ALREADY_COPY_VOLUME_OF_REPLICA_SET (replica_set, copy volume)
VOLUME_IS_MASTER_VOLUME_OF_REPLICA_SET (replica_set, copy_volume)

17.2.2 REPLICA_SET_CREATE

REPLICA_SET_CREATE (

master_volume : Administration_volume_designator,
identifier : Natural

)
replica_set : Replica_set_designator

REPLICA_SET_CREATE creates replica set replica_set with master volume master_volume. The

newly created object resides on master_volume, and is replicated as part of itself,

181


https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f

ISO/IEC 13719-1 : 1995(E) © ISO/IEC

A "known_replica_set" link is created from the replica set directory to replica_set with key
identifier, together with its reverse link. identifier becomes the replica set identifier of the replica

set.

A "master_volume" link is created from replica_set to master_volume. The key of its reverse link
is assigned the value identifier.

An "includes_object" link is created from replica_set to replica_set with key equal to the exact

identifier of replica set. Its reverse link is also created.

nk
"rej

Eri

AC
AC

LIN
key

17.2.3
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]
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The "

eV,

Th<. 1"

The
reverse link. If this link is the last existence link leading to replica_set, replica_set is deleted.

its 1

Wrii

"kr

T
Er

(¢}

master volumc of" mcludes obJ

own rephca set_of", rnastcr volume

licated_as_part_of" links.

ors

CESS_ERRORS (replica set directory, ATOMIC, MODIFY, APPEND_LINKS)
CESS_ERRORS (master_volume, ATOMIC, MODIFY, APPEND_LINKS)

[K_EXISTS (replica set directory, "known _replica_set" link from-replica set director
identifier.)

VILEGE_IS_NOT_GRANTED (PCTE_REPLICATION)

REPLICA_SET_REMOVE

REPLICA_SET_REMOVE {
replica_set : Replica_set_designator
)

PLICA_SET_REMOVE removes replica set réplica_set from the replicated set directo

master_volume" link from replica*set to its master volume is deleted, togethg
erse link.

includes_object" link from replica_set to replica_set is deleted, together with its rev
"known_replica_set" link from the replica set directory to replica_set is deleted, tog

ite locks of the default\modes are set on replica_set and the deleted "known_rep
own_replica_set_o0f", "master_volume", "master_volume_of", "includes_ob]
plicated_as_part (of" links.

OrsS

A
A

CESS_ERRORS (replica set directory, ATOMIC, MODIFY, WRITE_LINKS)
CESS_ERRORS (replica_set, ATOMIC, MODIFY, WRITE_LINKS)

y with

ry.

r with its

erse li

nk.

cther with

lica_set",

ect"

CESS_ERRORS (replica_set, ATOMIC, CHANGE, WRITE_IMPLICIT)

OBJECT_HAS_LINKS_PREVENTING_DELETION (replica_set)
OBJECT_IS_IN_USE_FOR_DELETE (replica_set)
PRIVILEGE_IS_NOT_GRANTED (PCTE_REPLICATION)
REPLICA_SET_HAS_COPY_VOLUMES (replica_set)
REPLICA_SET_IS_NOT_EMPTY (replica_set)
REPLICA_SET_IS_NOT_KNOWN (replica_set)

and



https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f

© ISO/IEC ISO/IEC 13719-1 : 1995(E)

17.2.4 REPLICA_SET_REMOVE_COPY_VOLUME

17.2.

5 REPLICATED_OBJECT_CREATE

REPLICA_SET_REMOVE_COPY_VOLUME (
replica_set : Replica_set_designator,
copy_volume . Administration_volume_designator

REPLICA_SET_REMOVE_COPY_VOLUME removes copy volume from the set of copy
volumes of the replica set replica set. The copy of replica_set on copy_volume is deleted.

The "copy_volume" link with key equal to the volume identifier of copy volume and its reverse
link are deleted.

The link of type "replica" from copy_volume to the copy of replica_set 6ncopy volume is
deleted, as is its reverse link.

Write locks of the default modes are set on the deleted "copy_volume", "copy| volume_of",
"replica" and "replica_on" links and the deleted copy of replica_set.

Errors

ACCESS_ERRORS (master of replica_set, ATOMIC, MODIEY, WRITE_LINKS)
ACCESS_ERRORS (deleted copy of replica_set, ATOMIC, MODIFY)
ACCESS_ERRORS (copy_volume, ATOMIC, MODIFY;”WRITE_LINKS)
PRIVILEGE_IS_NOT_GRANTED (PCTE_REPLICATION)
REPLICA_SET_COPY_IS_NOT_EMPTY (replica set, copy_volume)
REPLICA_SET_IS_NOT_KNOWN (replica._sét)
VOLUME_IS_NOT_COPY_VOLUME_QFE REPLICA_SET (replica_set, copy volume)

REPLICATED_OBJECT_CREATE (
replica_set : Replica_set_designator,
object : Object_designator

)

REPLICATED_OBJECT_CREATE converts the normal object object to a master objject belonging
to replica set replica_set. The replicated state of object is set to MASTER.

A "replica” link is created from the master volume of replica_set to object with kgy equal to the
exact identifier.of object. Its reverse link is also created to the master volume.

An "includes_object" link is created from replica_set to object with key equal to the g¢xact identifier
of object) Its reverse link is also created.

A write lock of the default mode is obtained on object and a write lock of the d¢fault mode is
obtained on the created "replica" link.

Errors

ACCESS_ERRORS (object, ATOMIC, CHANGE, CONTROL_OBIJECT)
ACCESS_ERRORS (object, ATOMIC, CHANGE, APPEND_IMPLICIT)
ACCESS_ERRORS (replica_set, ATOMIC, MODIFY, APPEND__LINKS)
ACCESS_ERRORS (master volume of replica_set, ATOMIC, MODIFY, APPEND_LINKS)
OBJECT_IS_NOT_ON_MASTER_VOLUME_OF_REPLICA_SET (replica_set, object)
OBJECT_IS_REPLICATED (object)

OBJECT_IS_NOT_REPLICABLE (object)

PRIVILEGE_IS_NOT_GRANTED (PCTE_REPLICATION)
REPLICA_SET_IS_NOT_KNOWN (replica_set)
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17.2.6

17.2.7
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The following implementation-dependent errors may be raised for any object X with a link to

object:
VOLUME_IS_NOT_MOUNTED (X, ATOMIC)
VOLUME_IS_READ_ONLY (X, ATOMIC)

REPLICATED_OBJECT_DELETE_REPLICA

REPLICATED_OBJECT_DELETE_REPLICA (
object : Object_designator,

copy_volume . Administration_volume_designator

REPLICATED_OBJECT_DELETE_REPLICA deletes the copy object object from th
copy _volume. The "replica” link leading to object and its reverse "replica_on" link are de

If the copy object has contents and this is currently opened by one or more, processes, th
of the contents is postponed until all processes have closed the contents; i.e.'the object is

accgssible for example using internal object references or for replication redirectio
opefation using a contents handle to access its contents is not affected by the deletion
confents handle is closed.

Wrike locks of the default mode are obtained on object and on the-deleted replica link.

ESS_ERRORS (copy_volume, ATOMIC, MODIEY, WRITE_LINKS)
CT_IS_NOT_REPLICATED_ON_VOLUME Yobject, copy_volume)
EGE_IS_NOT_GRANTED (PCTE_RERLICATION)
CT_IS_PREDEFINED_REPLICATED {object)
CT_IS_A_REPLICA_SET (object)

TIC_CONTEXT_IS_IN_USE (object)

The{following implementation-dependent error may be raised:
CCESS_ERRORS (master of-object, ATOMIC, CHANGE)

EPLICATED_OBJECT_DUPLICATE
REPLICATED_OBJECT_DUPLICATE (
object : Object_designator,
volume : Administration_volume_designator,

copy_volume : Administration_volume_designator

If volume-and copy volume are the same, then REPLICATED_OBJECT_DUPLICAT
effect,

e volume
leted.

t deletion
no longer
n, but an
until the

E has no

If vi re-and-cop olume-are not-the same, and a copy of object does ng
copy volume, a copy is created and a "replica" link, keyed by the exact identi
created from copy volume to the new copy, together with its reverse "replica_on" link.

ng 2% 2 7. 0)

o

F exist in

fier object, is

If volume and copy_volume are not the same, and a copy of object already exists in copy_volume,

the copy in copy_volume is updated as defined below.

On completion, the atomic object of the copy in copy_volume is identical to the atomic
object except for the following:

object of

- The volume identifier of the copy object is set to the volume identifier of copy volume.

- The last access time of the copy object is set to the value of the system clock at the time of call.

- The destination of its "replica_on" link is copy_volume.
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17.2.8

- The replicated state of the copy object is set to COPY.
- Usage designation links are not copied to the copy in copy_volume.

: 1995(E)

- If object has contents and there is a copy of object in copy_volume, the effect is that of
CONTENTS_TRUNCATE followed by CONTENTS_WRITE with the contents of object.

A write lock of the default mode is obtained on the copy object, and a read lock of the default
mode is obtained in object. Write locks of the default mode are obtained on the "replica” link and

its reverse "replica_on" link, if created.

Errors

ACCESS_ERRORS (copy of object on volume, ATOMIC, READ)

If a new "replica” link is created:
ACCESS_ERRORS (copy volume, ATOMIC, MODIFY, APPEND (LINKS)

OBJECT_IS_NOT_REPLICATED_ON_VOLUME (object, volume)
PRIVILEGE_IS_NOT_GRANTED (PCTE_REPLICATION)
REPLICATED_COPY_IS_IN_USE (object)
STATIC_CONTEXT_IS_IN_USE (object)

of object)
VOLUME_IS_NOT_COPY_VOLUME_OF_REPLICA_SET (copy_volume, replica

The following implementation-dependent error may be raised:
ACCESS_ERRORS (master of object, ATOMIC, CHANGE)

NOTES
1 REPLICATED_OBJECT_DUPLICATE\causes a copy of the atomic object of object to exi

components are not copied.

2 Updates to copy objects by this operation are subject to transaction rollback.

REPLICATED_OBJECT_REMOVE

REPLICATEDSOBJECT_REMOVE (
object +~Object_designator
)

REPLICATED_OBJECT_REMOVE removes the master object object from the
which.it belongs by changing it into a normal object residing on the master volume

VOLUME_IS_NOT_MASTER_OR_COPY_VOLUME_OF-REPLICA_SET (volunie, replica set

set of object)

VOLUME_IS_MASTER_VOLUME_OF_REPLICA_SET (copy_volume, replica set of object)

t as the atomic

object of the copy object in the volume ¢opy_volume. The copy object has the same components ag object, but the

replica set to
f this replica

set.~The replicated state of object is set to NORMAL, and the "replica” and "inc]

"rep]i('med_ae_parr_mc" links

udes_object”

links” leading to the object are deleted, together with their reverse "repllica_on" and

Write locks of the default mode are obtained on the deleted "replica”, '
"includes_object" and "replicated_as_part_of" links, and on object.

Errors

ACCESS_ERRORS (master volume of object, ATOMIC, MODIFY, WRITE_LINK
ACCESS_ERRORS (object, ATOMIC, CHANGE, CONTROL_OBJECT)
ACCESS_ERRORS (object, ATOMIC, CHANGE, WRITE_IMPLICIT)

'replica_on",

S)

ACCESS_ERRORS (replica set containing object, ATOMIC, MODIFY, WRITE_LINKS)

OBJECT_HAS_COPIES (object)
OBJECT_IS_A_REPLICA_SET (object)
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17.2.9 WORKSTATION SELECT _REPLICA_SET_VOLUME— |

17.2.10 | WORKSTATION_UNSELECT_REPLICA_SET_VOLUME

186

OBJECT_IS_NOT_MASTER_REPLICATED_OBIJECT (object)
OBJECT_IS_PREDEFINED_REPLICATED (object)
PRIVILEGE_IS_NOT_GRANTED (PCTE_REPLICATION)

The following implementation-dependent errors may be raised for any object X with a link to
object:

VOLUME_IS_NOT_MOUNTED (X, ATOMIC)

VOLUME_IS_READ_ONLY (X, ATOMIC)

WORKSTATION_SELECT_REPLICA_SET_VOLUME (

station : Workstation_designator,
replica_set : Replica_set_designator,
volume 1 Administration_volume_designator

)
WQRKSTATION_SELECT_REPLICA_SET_VOLUME selects volume-as the chosen volume for
accgsses to replica set by station.

If station has a "replica_set_chosen_volume" link whose key\is the replica set ideptifier of
replica_set, that link is first deleted.

A "replica_set_chosen_volume" link with a key equal to the replica set identifier of replica_set is
then created from station and leading to volume.

A write lock of the default mode is created on the "replica_set_dhosen__volume" link.

Ergors

If station already has a chosen volume for acc€sses to replica_set:
ACCESS_ERRORS (station, ATOMIC, MODIFY, WRITE_LINKS)
AC[CESS_ERRORS (station, ATOMIC,;MODIFY, APPEND_LINKS)
PRIVILEGE_IS_NOT_GRANTED.(PCTE_REPLICATION)
REPLICA_SET_IS_NOT_KNOWN (replica_set)

VOLUME_IS_NOT_MASTER-OR_COPY VOLUME OF_REPLICA_SET (replica_se
vollime)

o
-

WORKSTATION_UNSELECT_REPLICA_SET_VOLUME (
station : Workstation_designator,
replica_set : Replica_set_designator
)
W()RKSTATION UNSPLECT REPLICA SET VOLUME deletep the
"repltes —choser v .. tea—set—identifier of
replzca__set '

A write lock of the default mode is created on the deleted "replica_set_chosen_volume" link.

Errors

ACCESS_ERRORS (station, ATOMIC, MODIFY, WRITE LINKS)
PRIVILEGE_IS_NOT_GRANTED (PCTE_REPLICATION)
REPLICA_SET_IS_NOT_KNOWN (replica_set)

WORKSTATION_HAS_NO_CHOICE_OF_VOLUME_FOR_REPLICA _ SET (station,
replica_set)
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18 Network connection

18.1 Network connection concepts

18.1.1 Execution sites

18.1.7

sds system:

execution_site_directory: child type of object with
link

ISO/IEC 13719-1 : 1995(E)

known_exscution_site-—non_duplicated existence link (execution_site_identifier) to

execution_site;
execution_sites_of: implicit link to common_root reverse execution_sites;
end execution_site_directory;

execution_site: child type of object with
link

running_process: (navigate) non_duplicated desighation-link (number)
end execution_site;

end system;

lo process;

The execution site identifier is assigned to the execution site-on'Creation and uniquely| identifies the

execution site within the PCTE installation during its existence.

The destinations of the "running_process" links, if\any, are the processes ru
workstation (see 13.1.4).

The execution site directory is an administrative object (see 9.1.2).

NOTE - An execution site is either a workstation (see 18.1.2) or a foreign system (see 18.1.3),

Workstations

Worlk_status = set of Work_status_item

Work_status_item = ACTIMITY_REMOTE_LOCKS | ACTIVITY_LOCAL_LOCKS |
TRANSACTION_REMOTE_LOCKS | TRANSACTION_LOCAL_LOCKS |

QUEUE_REMOTE | QUEUE_LOCAL | RECEIVE_REMOTE | RECEIVE_LOCAL

CHILD_REMQTE{ CHILD_LOCAL
Requested_connection_status = LOCAL | CLIENT | CONNECTED
Connection._status = Requested_connection_status | AVAILABLE
Workstation_status = Connection_status * Work_status
New{administration_volume :

pning on the

FOREIGN_DEVICE : String
ADMINISTRATION_VOLUME : Volume_identifier
VOLUME_CHARACTERISTICS : String

DEVICE - Device identifier
DEVICE_CHARACTERISTICS : String
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sds system:

workstation: chlld type of execution_site with
attribute
connection_status: (read) non_duplicated enumeration (LOCAL, CLIENT,
AVAILABLE, CONNECTED) := LOCAL,;
PCTE_implementation_name: (read) hoh_duplicated string;
PCTE_implementation_release: (read) non_duplicated string;
PCTE_implementation_version: (read) non_duplicated string;
node_name: (read) non_duplicated string;
: tring;

link
controlled_device: (navigate) non_duplicated existence link (device_identifier:
natural) to device reverse device_of;
associated_administration_volume: (navigate) non_duplicated designation lipk to
administration_volume;
initial_process: non_duplicated existence link (number) to process;
outermost_activity: (navigate) non_duplicated existence link (number) to activity;
end workstation;

end system;

The work status consists of a number of independent work status items as follows (where local
megdns residing on a volume mounted on a device controlled by this workstation, and remote
medns residing on a volume mounted on a device controlled by some other workstation):

- ACTIVITY_REMOTE_LOCKS: at least one non-transaction activity started on the workstation
olds locks on remote objects,

CTIVITY_LOCAL_LOCKS: at least on¢ non-transaction activity started onl another
orkstation has locks on local objects,

RANSACTION_REMOTE_LOCKS: atleast one transaction started on the workstation holds
lpcks on remote objects,

RANSACTION_LOCAL_LOCKS: at least one transaction started on another workstation has
locks on local objects,

UEUE_REMOTE: at least’one process on the workstation has a remote reserved| message
ueue,

UEUE_LOCAL.: atleast one process on a remote workstation has a message queue reserved .
n the workstation,

ECEIVE_REMOTE: at least one process on the workstation is waiting for the reception of a
essage from-a remote message queue,

ECEIVE.LOCAL: at least one process on another workstation is waiting for the regeption of
message from a local message queue,

HILD REMOTE: at least on
remote child processes,

rminated

CHILD_LOCAL: at least one process on another workstation has one or more unterminated
local child processes.

New administration volumes are used in WORKSTATION_CREATE. The meaning of
FOREIGN_DEVICE is implementation-defined. It is a string used to designate a new physical
resource (i.e. not yet represented by a device object).

A workstation A is a client of a workstation B if at least one of the following is true:
- aprocess running on A has started a child process on B which is not yet terminated;

- a process running on A is accessing (i.e. reading from, writing to, or navigating through) an
object residing on a volume mounted on a device controlled by B;
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- there is a service designation link to an object residing on a volume mounted on a device
controlled by B from a process running on A;

- a process running on A has reserved a message queue whose associated message queue object
resides on a volume mounted on a device managed by B.

Cdnversely, a workstation A is a server of a workstation B if B is a client of A.

The connection status denotes the status of the workstation with respect to other workstations of

the PCTE installation. The values have the following meanings (for the definitions of client and
server see below)

- LOCAL The workstation cannot be a client or a server for another workstation. It does not
respond to a call of WORKSTATION_CONNECT from another workstation:

- AVAILABLE The same as LOCAL except that the workstation responds to p connection
request from another workstation.

- CLIENT The workstation can be a client but not a server of another workstatior). It does not
respond to a connection request from another workstation.

- CONNECTED The workstation can be a client or a server.of another workstation

- [The implementation name is the name of the particular imiplementation of PCTE rynning on the
workstation; it is implementation-defined.

The implementation release identifies of the release of the PCTE implementation rynning on the
workstation; it is implementation-defined.

The implementation version identifies of the. version of the PCTE implementation rinning on the
workstation; it is implementation-defined.

The node name provides the mechanisin to communicate to the network, e.g. the local area
network address; it is implementation-defined.

The machine name is the nameécof the particular machine type of the workptation; it is
implementation-defined.

The controlled devices are also called the devices controlled by the workstation.| Each of the
devices is identified by adevice identifier which is unique within the set of dev1ces controlled by
the workstation.

For the administration volume, see 11.1.2. A workstation object resides on the agiministration
volume of the workstation.

For the initidl.process of the workstation, see 13.1.5.
For the eutérmost activity of the workstation, see 16.1.1.
For the-associated accounting log, see 22.1.2.

A workstatlon 1s busy if it has connectlon status CONNECTED and 1s a server of another
WUll&bLauUll, Ul uab bUluleUUll status LAJLDLV ) & auu lb a bllClll Ul auuuxcx WUU&blduUH

Within an operation, the local workstation is the workstation on which the calling process is
executed.

NOTES

1 The normal situation in a PCTE installation is one of the following, though abnormal situations may occur:
- all workstations with connection status LOCAL;

- one workstation with connection status AVAILABLE, all other workstations with connection status LOCAL;

- two or more workstations with connection status CONNECTED or CLIENT, all other workstations with
connection status LOCAL;

- all workstations with connection status CONNECTED or CLIENT.
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2 In some implementations a workstation may have more than one "initial_process” or "outermost_activity" link.
Only the destinations with the highest key are the initial process and outermost activity of the workstation,
respectively. Destinations with other keys are remnants from previous sessions which allow an implementation-
dependent tool to perform actions following workstation or system failure. ‘

3 A workstation may access an administration volume shared with another workstation even if its connection status
is LOCAL.

18.1.3 Foreign systems

sds system:

foreign_system: child type of execution_site with
attribute
system_class: enumeration (FOREIGN_DEVICE, BARE_MACHINE,
HAS_EXECUTIVE_SYSTEM, SUPPORTS_IPC_AND_CONTROL,
SUPPORTS_MONITOR) := BARE_MACHINE;
end foreign_system; ‘

end system;

The] system class indicates the level of interaction which is supported between PCTE processes
and|foreign processes started on the foreign system, as follows.

OREIGN_DEVICE The foreign system can be used only as the foreign system for operations
efined in 18.3.

ARE_MACHINE The foreign system is a barg.machine executing no code other than the
software under development. The only permitted operation by a PCTE process is
ROCESS_CREATE. Any further communication is prevented by the absencp of any
mmunication agent on the foreign system

AS_EXECUTIVE_SYSTEM The foreign system is a foreign executive system which
cepts the creation, starting, and termination of processes on it, and can signal the end of their
ecution to the creating host process.

UPPORTS_IPC_AND_CONTROL As for HAS_EXECUTIVE_SYSTEM and|can also
support at least the message queue mechanisms represented by the operations (see clause 14)
ESSAGE_RECEIVE_NO_WAIT, MESSAGE_RECEIVE_WAIT,
ESSAGE_SEND_NO_WAIT, and MESSAGE_SEND_WAIT, and the proces$ control
echanisms such as:process suspension and resumption. ‘

UPPORTS_MONITOR As for SUPPORTS_IPC_AND_CONTROL and can als¢ support
the monitoring-operations of 13.5. ’

- On aforeign system of system class, BARE_MACHINE, PROCESS_CREATE is intended tq download

etwork partitions

The execution sites of a PCTE installation may be connected together to share resources.

At any time, a set of workstations of a PCTE installation, each of which is running PCTE, and
which are connected together, is called a network partition. The connection status of each
workstation in the network partition controls the use which one workstation may make of
resources controlled by another (see below).

An implementation may impose restrictions on the sets of workstations which can form a network
partition. In particular, an implementation may or may not allow any single isolated workstation
to be a network partition, and an implementation may or may not allow more than one network
partition to exist at the same time (in this case the sets of workstations in the network partitions are
disjoint since the connectedness relation is transitive).
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The specification of the abstract operations must always be understood to be in the context of the
calling process's network partition; for example, "an object is not accessible” must always be
understood to mean that the object is not accessible within the calling process's network partition;

the object may be accessible in some other network partition.

A network partition may rejoin other partitions by implementation-defined means so that

workstations in the partition are now accessible to workstations in other partitions.
time at which the network failure is detected may be variable, the network failure mu
in all partitions before the network partitions can be rejoined.

Although the
st be detected

18.1.4

Accessibility

In order for an operation to operate on an entity, that entity must be accessible.

The rules for accessibility are as follows; except as given by these rules, no enti
installation is accessible: ‘

- the local workstation is accessible;

- if the local workstation has connection status CLIENT or CONNECTED, all wq
the same network partition which have connection status CONNECTED are access

- processes executing on accessible workstations are accessible;

- devices controlled by accessible workstations are accessible;

- volumes mounted on accessible devices are aceessible;

- objects residing on accessible volumes, or which are replicas on accessible a

y in a PCTE

prkstations in
ible;

dministration

volumes, and their direct attributes, direct outgoing links, contents, and associated sequences

of messages are accessible;
- the atomic object associated with an accessible object is accessible;
- locks on resources residing on aléessible volumes are accessible;
- the accessibility of a foreign‘system is implementation-defined,;
- aprocess on an accessible foreign system is accessible;
- the accessibility of a'file residing on a foreign system is implementation-defined.
A PCTE implementation may arrange that an operation succeeds even though some ¢

ntity which is

used is not accessible according to the above rules. Otherwise an error is raised to indlicate that the

entity is not aceessible, and the above rules indicate what must be done by the use
entity accessible.

An objéctis defined as unreachable if operations fail to access it because it is not acce

r to make the

ssible.
cCur:

When a workstation A ceases to be a client of a workstation B the following actions g

h . ing on B star
in the same way as by ca
FORCED_TERMINATION).

ed by unreachable processes running on A are terminated
lling PROCESS_TERMINATE (child process,

- All objects residing on volumes mounted on devices controlled by B and with contents opened

by unreachable processes running on A are closed.

- All locks on objects or links residing on volumes mounted on devices controlled by B, or on

deleted objects which resided on such volumes, and held by unreachable activities started by

processes running on A, are treated as for activity abortion. If such a lock had external mode
WTR or DTR then any changes are rolled back.

Operations being executed by processes running on A accessing unreachable objects residing
on volumes mounted on devices controlled by B may fail with the error condition
OPERATION_IS_INTERRUPTED.
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- All message queues residing on volumes mounted on devices controlled by B and reserved for

unreachable processes running on A are unreserved, handlers on those message queues are

disabled, and notifiers on those message queues are deleted.

to unreachable processes running on A are deleted.

When a station A ceases to be a server of a station B the following actions occur:

18.1.6

conpection at the communications protocol level has been restored) then any subsequer

seryer or client of A.

Anforderly closedown of a workstation occurs only when all the descendant process

do ntents fail.

All locks on unreachable objects or links residing on volumes mounted on devices'con
A held by activities started by processes running on B are released. These. activiti
qborted immediately in their own workstations. However, any attemptto end a tr
dctivity which held such locks with external mode RPR, WTR or DTR Tesults in
RANSACTION_CANNOT_BE_COMMITTED.

- Usage designation links from objects residing on volumes mounted on devices controlled by B

- Al unreachable objects res1dmg on volumes rnounted on dev1ces controlled by A and with

tes to the

rolled by
S are not
Ainsaction
the error

(Dperations being executed by processes running on B accessing ufireachable objects which are

esiding on volumes mounted on devices controlled by A may fail with the error
(PPERATION_IS_INTERRUPTED.

All unreachable message queues residing on volumes mounted on devices controlled
eserved for processes running on other workstations are unreserved.

All "process_waiting_for" links from processes running on B to unreachable object:
dn volumes mounted on devices controlled by <A dre deleted, and the correspondin
gperations in the processes fail with the error condition OBJECT_IS_INACCESSIBL

ervice designation links from processes;running on B to unreachable objects re;
olumes mounted on devices controlled -by"A are deleted.

or each "notifier" link whose origin;message queue resides on a volume mounted or

condition
by A and

residing
5 waiting

ot

5iding on

a device
rolled by

normally
or server

. However if B fails to detect the network failure (e.g. because it was only transient and

B to act as a server or client of A results in A responding so as to cause B to ceas

Workstation closedown

t attempt
etobea

es of the

initjal‘process associated with the workstation and any other processes executinjg on the
workstation, with the exception of the initial process, are terminated. The outermost activity is
terminated.

If a workstation is improperly terminated or fails, this is termed abnormal closedown. On
abnormal closedown of a workstation, the following actions are taken:

- Each process P executing on the workstation at the time of workstation failure is terminated as
by PROCESS_TERMINATE (P, SYSTEM_FAILURE). In particular, all activities started by

the processes are aborted.

- The outermost activity of the workstation is terminated abnormally.

- Contents of an implementation-dependent set of pipes managed by the workstatlon are lost.
The messages and the values of the "reader_waiting", ' wrlter _waiting", space used",
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"message_count”, "last_send_time", and "last_receive_time" attributes of an implementation-
dependent set of message queues managed by the workstation are lost.

- All locks on resources, residing on volumes mounted on devices controlled by the failed
workstation, and held by activities started by processes executing on other workstations, are
released as if the activities were abnormally terminated, and any updates performed under WTR
or DTR locks are rolled back.

- All objects residing on volumes mounted on devices controlled by the failed workstation with
contents opened by processes running on other workstations are closed.

- All message queues residing on volumes mounted on devices controlled -y the failed
workstation and reserved for processes running on other workstations are unreseryed, handlers
on those message queues are disabled, and notifiers on those message queueés are deleted.

- Usage designation links from objects residing on volumes mounted on-devices ¢ontrolled by
the failed workstation to processes running on other workstations are ‘deleted.

- Updates to objects residing on volumes mounted on devices controlled Hy the failed
workstation which had not been made permanent at the actual time of workstatipn failure are
lost. ,

- Updates to files not under WTR or DTR locks, and to audit files and accounting [logs residing
on volumes mounted on devices controlled by ‘the failed workstation arg lost to an
implementation-defined degree.

- The workstation connection status is set to LOCAL.
The terminated outermost activity and the terminated initial process remain.

Whether a workstation closes down in an<abnormal or orderly manner, the .contgnts of pipes,
messages in message queues, and audit criteria are lost. :

(When a workstation is restarted after. abnormal or orderly closedown, a new outermost activity
and a new initial process are created, and the previous, terminated, outermost activity and initial
process are not reused.

INOTES

1 The actions described above at workstation abnormal closedown are performed by the 1mpleme ntation at some
point between the failure and-restarting the workstation.

2 As a consequence of terminating all the processes on abnormal closedown, any active activities arg aborted.

3 After abnormal closedown the previous initial process may have components, i.e. be a tree of pro¢ess objects.

4 -The previously running initial process and the previously active outermost activity must be deleted explicitly.
This means(that it is possible that there are several "initial_process" and several "outermost] activity" links
emanating-from a workstation. However, only one "initial_process" link leads to a running initial process and only
one foutermost_activity" link leads to an active outermost activity.

S\Implementations aiming for high security may wish to take special measures to ensure that wotkstation failure
{d0es OT TESUIT {1 any 1085 of data wrilten [o the andit file,

18.2 Network connection operations
18.2.1 WORKSTATION_CONNECT

WORKSTATION_CONNECT (
status : Requested_connection_status
)

WORKSTATION_CONNECT has no effect if the connection status of the local workstation is

already the requested status szarus. Otherwise it connects the local workstation to the PCTE
installation, and sets its connection status as follows:
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CO CTION_IS_DENIED

LAN_ERROR_EXISTS

PRIVILEGE_IS_NOT_GRANTED (PCTE_CONFIGURATION)
STATUS_IS_BAD (status)

13719-1 : 1995(E) - © ISO/IEC

If status is CONNECTED and there is no other workstation in the PCTE installation available
for connection, the connection status is set to AVAILABLE.

If status is CLIENT and there is no other workstation in the PCTE installation available for
connection, the connection status is unchanged.

If status is CONNECTED or CLIENT and there is another workstation in the PCTE installation
available for connection, the connection status is set to status. The connection status of all
available workstations are automatically chan ged to CONNECTED. :

alling this

ORKSTATION_CREATE

WORKSTATION_CREATE (
execution_site_identifier . Natural,

administration_volume : Volume_designator | New_administration_volume,
access_mask : Atomic_access_rights,

node_name : Text,

machine_name : Text

)

WORKSTATION_CREATE creates a new workstation in the PCTE installation, as follows.

If

ministration_volume is a volume designator:

"workstation" object new_gstation is created on administration_volume as destination of a new
"lknown_execution_site"~ link from the execution site directory keyed by
ecution_site_identifier,

n "object_on_volume" link is created from existing_administration_volume to new_station,
eyed by the exact.identifier of new_station.

If qdministration. volume is a new administration volume with foreign device foreign_device,
administration volume new_administration volume, volume charadteristics
volyme_characteristics, device new_device, and device characteristics device characteristics:

Sforeign device is interpreted in an implementation-defined way to specify a device containing a
physical volume that has been prepared in an implementation- deﬁned way to beco € a new
administration voluine.

n "administration_volume" object is created on the specified physical volume, with volume
characteristics volume_characteristics, as destination of a new "known_volume" link from the
volume directory, keyed by new_administration_volume;

a "workstation" object new_station is created on the new volume, as destination of a new
"known_execution_site" link from the execution site directory keyed by
execution_site_identifier;

a "device_supporting_volume" object is created on the new volume, with device characteristics
devzce - characteristics, as destination of a new "controlled_ dev1ce" link from new _station,
keyed by new_device; :
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- "object_on_volume" links are created from the new administration volume to itself, to
new_station, and to the new "device_supporting_volume" object, keyed by the exact identifiers
of their destinations;

- the labels of the created device and of the created volume are set to the mandatory context of the
calling process;

- a "mounted_volume" link is created from the new device to the new administration volume;

- a"copy_volume" link with key volume zdentzfler is created to the newly created administration
volume object, and is reversed by a "copy_volume_of" link with key '0' leading to the
administration replica set. Coples of the master objects of the administration replica set, the
common root, the "system" schema, and the administrative objects are created in the newly
created administration volume.

In both cases:

- access_mask is used in conjunction with the default atomic ACL ‘and defaulf owner of the
calling process to define the atomic ACL and the composite ACL which are to|be associated
with the created objects (see 19.1.4);

- an "associated_administration_volume" link is.¢reated from new_station to
existing_administration_volume or new_administration(volume;

- an initial process is created for the workstation;
- the attributes of the new workstation are set as follows:
the connection status is set to LOCAL,;

the PCTE implementation name, PCTE implementation release, and PCTE implementation
version are the same as for the local workstation;

the node name and maching<name are set from the parameters node_name and
machine_name.

If the auditing module is supported, there is at least one audit file for the new warkstation (see
21.1.1), but auditing is initially disabled.

Write locks are obtained on the execution site directory, the volume directory, the created
workstation and (if they are created) the new administration volume and device.

Errors

ACCESS_ERRORS (volume directory, ATOMIC CHANGE, APPEND_LINKS)
ACCESS_ERRORS (execution site directory, ATOMIC CHANGE, APPEND_LINKS)

If administration_volume is a volume designator:
ACCESS_ERRORS (administration_volume, ATOMIC, MODIFY, APPEND_LINKS)
ACCESS_ERRORS (existing device, ATOMIC, CHANGE, APPEND_IMPLICIT)
ACCESS_ERRORS (admlmstratlon rephca set, ATOMIC MODIFY, APPEND| LINKS)

‘II\Y JIIAALL QT INIIZATIONLLIAT ]
YV JLUNVIL NS UINININUIVY AN \uunuluou uuuu VULWILC}

CONTROL_WOULD_NOT_BE_GRANTED (new_station)

If administration_volume is a new administration volume:
FOREIGN_DEVICE_IS_INVALID (foreign_device)
VOLUME_EXISTS (new_administration_volume)
VOLUME_IDENTIFIER _IS_INVALID (new_administration_volume)

OBJECT_OWNER_VALUE_WOULD_BE_INCONSISTENT_WITH._. ATOMIC ACL
PRIVILEGE_IS_NOT_GRANTED (PCTE_CONFIGURATION) ‘
PROCESS_IS_IN_TRANSACTION

WORKSTATION_EXISTS (execution_site_identifier)
WORKSTATION_IDENTIFIER_IS__INVALID (execution_site_identifier)
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18.2.3 WORKSTATION_DELETE

196

‘'workstation deletion is only possible if and only if:

NOTES

SO/IEC

1 The new physical administration volume may need to be initialized by a system tool before this operation is

invoked.
2 For bootstrapping reasons, this operation cannot apply to the first workstation of a PCTE installation.

3 The new workstation is created but is not yet initialized. It is an implementation-defined procedure which is

responsible for starting the initial process of the new created workstation.

4 The ability to provide an existing administration volume is intended to cater for discless workstations and other
¢ shared administrati 1

cases

WORKSTATION_DELETE (
station : Workstation_designator
)

WORKSTATION_DELETE deletes a workstation from the PCTE installation.

If tHe administration volume of station is mounted on a device which is controlled by
workstation (which implies that they share the same administration volume), the effe
workstation deletion is the same as:

OBJECT_DELETE (execution site directory, execution_site_link)

r another
ct of the

where execution_site_link is the "known_execution_site" link from the execution site directory to

statgon.

If the administration volume of station is mounted on a device which is controlled by stqtion, the

- np other workstation has the same-administration volume, i.e. there is gnly one

associated_administration_volume" link to the administration volume;

- the only objects residing on or which are replicas on the administration volume are:
Station,

copies of the administration replica set;

the administration volume;

the "device_supporting_volume" object which is the destination of a "controlled_de;
from station ‘and the origin of the "mounted_volume" link to the administration voly

terminated processes and activities;

- there are'no reference, composition, or existence links from an object residing or
vplume to the objects residing on the administration volume, except the "known_voly

rice" link
me;

another
ime" link
link from

frory the volume directory to the administration volume, the "known_execution_site" ]

) 2 a a¥a a o a O
v

The objects residing on and which are replicas on the administration volume are deleted, the space
previously occupied by the volume is freed, the "copy_volume" link from the administration
replica set to the administration volume, and the "known_volume" link to the administration
volume and the "known_execution_site" link to station are deleted. The administration volume is

unmounted.

Wri}e locks are obtained on the deleted workstation, the deleted administration volume, the deleted
device supporting the administration volume, the administration replica set, and the deleted links.

These locks do not prevent the dismounting and deletion of the administration volume.

Errors
ACCESS_ERRORS (execution site directory, ATOMIC, MODIFY, WRITE_LINKS)
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ACCESS_ERRORS (volume directory, ATOMIC, MODIFY, WRITE_LINKS)
ACCESS_ERRORS (station, ATOMIC, CHANGE, WRITE_IMPLICIT)
ACCESS_ERRORS (station, ATOMIC, MODIFY, WRITE_CONTENTS)

If the conditions hold for deletion of the "workstation" object station:
ACCESS_ERRORS (station, COMPOSITE, MODIFY, DELETE)

OBJECT_IS_IN_USE_FOR_DELETE (station)
PRIVILEGE_IS_NOT_GRANTED (PCTE_CONFIGURATION)
PROCESS_IS_IN_TRANSACTION
VOLUME_HAS_OTHER_LINKS (administration_volume)
VOLUME_HAS_OTHER_OBIJECTS (administration_volume)
VOLUME_HAS_OBJECTS_IN_USE (administration volume of station)
WORKSTATION_IS_CONNECTED (station)
WORKSTATION_IS_UNKNOWN (station)

NOTE - Additional implementation-defined restrictions may be defined for this operation.

18.2.4 WORKSTATION_DISCONNECT

WORKSTATION_DISCONNECT ( .
)

WORKSTATION_DISCONNECT changes thé connection status of the local workstation to
LOCAL, unless the connection status is already . OCAL, in which case it has no effeft.

Errors

ACCESS_ERRORS (local workstation, ATOMIC, WRITE)
PRIVILEGE_IS_NOT_GRANTED(PCTE_CONFIGURATION)
WORKSTATION_IS_BUSY (local workstation)

18.2.5 WORKSTATION_GET STATUS

WORKSTATION_GET_STATUS (
station : [ Workstation_designator ]
status- Workstation_status

WORKSTATION_GET_STATUS returns the current connection status and work status of szation
in status I station is not supplied, the local workstation is assumed.

Errors

ACCESS_ERRORS (szation, ATOMIC, READ)
WORKSTATION_IS_UNKNOWN (station)

18.2.6 WORKSTATION_REDUCE_CONNECTION

WORKSTATION_REDUCE_CONNECTION (
station [ Workstation_designator ],
status . Requested_connection_status,
force : Boolean

)

WORKSTATION_REDUCE_CONNECTION reduces the connection status of the workstation
station to the connection status status. If station is not supplied, the local workstation is assumed.
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18.3 For¢ign system operations

18.3.1 (CONTENTS_COPY_FROM_FOREIGN_SYSTEM

198

If the required change of status is a disconnection, i.e. the current status of station is
CONNECTED and the required status is CLIENT or LOCAL, or the current status is CLIENT
and the required status is LOCAL, then force has the following effect. :

- true: The operation is performed whether station is busy or not. If the connection status
change is from CLIENT to LOCAL, the station ceases to be a client. If the connection status
change is from CONNECTED to CLIENT, the station ceases to be a server. If the connection
status change is from CONNECTED to LOCAL, the station ceases to be a client or a server.

- false: The workstation station must not be busy (see 18.1.2).

In other cases force has no effect.

Ernors

ACCESS_ERRORS (object, ATOMIC, CHANGE, CONTROL_OBJECT)
PRIVILEGE_IS_NOT_GRANTED (PCTE_CONFIGURATION)
WQRKSTATION_IS_BUSY (station )
WQORKSTATION_IS_NOT_CONNECTED (station)
WQORKSTATION_IS_UNKNOWN (station )

CONTENTS_COPY_FROM_FOREIGN_SYSTEMY(

file : File_designator;
foreign_system : Foreign_system_designator,
foreign_name : String,

foreign_parameters ;[ String ]

CONTENTS_COPY_FROM_FOREIGN_SYSTEM copies the file identified by foreign_name,

residing on the foreign system foreign_system, into the file contents of the object file, overwriting
any|previous contents. ’

The syntax and interpretation of foreign_name and foreign_parameters, \whether
fordign_parameters is required, and the interpretation of the process's mandatory and dis¢retionary
context and the permissions required on foreign_name, are all implementation-defined|and may

FOREIGN_OBJECT_IS_INACCESSIBLE (foreign_system, foreign_name)
FOREIGN_SYSTEM_IS_INACCESSIBLE (foreign_system)
FOREIGN_SYSTEM_IS_UNKNOWN (foreign_system)
STATIC_CONTEXT_IS_IN_USE (file)
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18.3.2 CONTENTS_COPY_TO_FOREIGN_SYSTEM

18.4 Time operations

18.4.1 TIME_GET

18.4.2

CONTENTS_COPY_TO_FOREIGN_SYSTEM (

file : File_designator,
foreign_system : Foreign_system_designator,
foreign_name : String,

foreign_parameters :[ String ]

: 1995(E)

CONTENTS_COPY_TO_FOREIGN_SYSTEM copies the file contents of the object object into a

file identified by foreign name on the foreign system foreign system
— (=4 4 4 < —

The syntax and interpretation of foreign _name and foreign_paramete
foreign_parameters is required, and the interpretation of the process's mandatory’and
context and the permissions required on foreign name, are all implementation-def;
depend on foreign_system.

A read lock of the default mode is obtained on file.

Errors

ACCESS_ERRORS (file, ATOMIC, READ, READ_CONTENTYS)
ACCESS_ERRORS (foreign_system, ATOMIC, READ, NAVIGATE)
FOREIGN_OBJECT_IS_INACCESSIBLE (foreign_system, foreign_name)
FOREIGN_EXECUTION_IMAGE_IS_BEING_EXECUTED (foreign_system, for¢
FOREIGN_SYSTEM_IS_INACCESSIBLE (foreign_system)
FOREIGN_SYSTEM_IS_UNKNOWN (foreign_system)
LABEL_IS_OUTSIDE_RANGE (file, foréign system)

NOTE - Itis implementation—defined whether the contents of object overwrites or is appended to th
foreign file; this may depend on the properties of foreign_system and on foreign_parameters.

TIME_GET (
time _(:Time
TIME_GET xeturns as time the current value of the system time.

Errors
Noné.

rs, whether

discretionary

ned and may

ign_name)

e contents of the

) TIME_SET
TIME_SET (

time : Time
)

TIME_SET sets the value of system time to time.

Errors

PRIVILEGE_IS_NOT_GRANTED (PCTE_CONFIGURATION)

The following implementation-defined error may be raised:
TIME_CANNOT_BE_CHANGED :
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19 Discretionary security
19.1 Discretionary security concepts
19.1.1 Security groups

Group_identifier = Natural
sds discretionary_security:

import object type system-object, system-static_context, system-process, system-
common_root;

import attribute type system-name, system-number;

security_group_directory: child type of object with
link
known_security_group: (havigate) existence link (group_identifier:.natural) to
security_group;
security_groups_of: implicit link to common_root reverse security_groups;
end security_group_directory;

security_group: child type of object;

user: child type of security_group with
link
user_identity_of: (navigate) non_duplicated designation link (number) to prpcess;
user_member_of: (navigate) reference link (Aumber) to user_group reverse has_users;
end user;

user_group: child type of security_group with
link
has_users: (navigate) reference link)(number) to user reverse user_member_pf;
user_subgroup_of: (navigate) reference link (number) to user_group reverse
has_user_subgroups;
has_user_subgroups: (navigate) reference link (number) to user_group reverIe

user_subgroup_of;
adopted_user_group_of:<(navigate) non_duplicated designation link (numb
process;
end user_group;

program_group: child type of security_group with

r) to

link
has_programs: (navigate) reference link (number) to static_context reverse ‘
program_member_of;
program: subgroup_of: (navigate) reference link (number) to program_group reverse
has_program_subgroups;
has)program_subgroups: (navigate) reference link (number) to program_ group reverse
program_subgroup_of;
end’ program_group;

—extend-objeet-typestatic_eontext-with
link -
program_member_of: (navigate) implicit link (system_key) to program_group reverse
has_programs;
end static_context;

extend object type process with
link
user_identity: (navigate) designation link to user;
adopted_user_group: (navigate) designation link to user_group;
adoptable_user_group: (havigate) designation link (number) to user_group with
attribute
adoptable_for_child: (read) booleanh = true;
end adoptable_user_group;
end process;
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extend object type common_root with
link
security_groups: (navlgate) existence link to secunty__group d:rectory reverse
security_groups_of;
end common_root;

end discretionary_security;
The security group directory is an administrative object (see 9.1.2).
A user is a member of a user group if there is a "has_users" link from the user group to the user.
Jink from the

program group to the static context.

A user group A is a user subgroup of a user group B if there is a "has_user_subgroups" link from
the user group B to the user group A. User group B is a direct user supergroup of user group A.

An indirect user supergroup of a user group is a direct user supergroup of a direct or indirect user
supergroup of the user group. A user supergroup of a user group is,a direct user $upergroup or
an indirect user supergroup of that user group.

The set of user groups with the user-subgroup/user—supergroup relation forms an pcyclic graph
-| with the predefined user group ALL_USERS as root.

A program group consists of a set of static contexts. A program group A is a program subgroup
of a program group B if there is a "has_program_subgroups" link from the program group B to
| the program group A. Program group B is a direct program supergroup of program group A.

An indirect program supergroup of a program¢group is a direct program supergroup of a direct or
indirect program supergroup of the program group. A program supergroup of a program group is
a direct program supergroup or an indirect'program supergroup of that program groyp.
Where there is no risk of ambiguity,.a0user subgroup or a program subgroup is cdlled simply a
subgroup, and a user supergroup or aprogram supergroup is called simply a supergroup.

Discretionary groups are security groups used for the purposes of dlscretlonary access control.
Each process has the following effective security groups:

- One user, the destination-of the 'user_identity" link from the process, called the user of the
process. ‘

- One user group,ithe adopted user group of the process, of which the user is a m¢mber, and all
user supergroups of that user group (including the group ALL_USERS). The|adopted user
group is thedestination of the "adopted_user_group" link from the process.

- All program groups of which a non- -interpretable static context run by a process (see 13.1.1) is
a member, and all their supergroups; and for an interpretable static context, the program groups
of which the interpreter is a member, and all their supergroups.

Each/process also has an associated set of user groups called its adoptable user groups which are
the‘destination of "adoptable_user_group" links from the process; these are the set gf user groups
out of which the process may make effective one user group.in place of the currently adopted user
group. Adoptable user groups must have the user as a member.

When a process creates a child process, its adoptable user groups are inherited except when the
"adoptable_for_child" attribute of the "adoptable_user_group" link from the parent process is
false.

No ObJCCt type is a descendant type of more than one of the object types "user", "user_group",
and "program_group".

The predefined user group ALL_USERS always exists, as do the predeflned program groups
PCTE_SECURITY, PCTE_AUDIT, PCTE EXECUTION PCTE_REPLICATION,
PCTE CONFIGURATION PCTE HISTORY and PCTE_ SCHEMA _UPDATE, which are
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objects in the initial state of the object base linked to the security group directory with predefined
values of their group identifiers. Their security group identifiers are as follows:

Z4
A
N(
1

ALL_USERS 1
PCTE_SECURITY
PCTE_AUDIT
PCTE_EXECUTION
PCTE_REPLICATION

PCTE_CONFIGURATION
PCTE_HISTORY
PCTE_SCHEMA_UPDATE 8

ro is not used as a security group identifier; it is used to denote absence, of a security

e B S O S - SR CL I

user must be a member of a user group in order for a process to act on-its behalf.
DTES

Sel
re]

proup.

Discretionary access to objects is controlied on the basis of the effective security groups of the accesping process.
curity groups are of three types: users, user groups and program groups. Each process has one group which
resents the user on behalf of whom the process is running. A user‘may play several different role§ while using

th¢ PCTE-based environment, and these roles are represented by @he user groups to which the user belongs. The
role the user is playing at any one time is given by the user grofp which is currently adopted plus its|supergroups

regursively. It is an important security requirement that a user.adopts at most one role before operatio

O

or|teams and team membership.

2 [Rights may also be granted to a program, vwhich the user also obtains when the program executes
behalf provided that the user has the right to execute the program. Program groups may be used to de
to[grant access to specific data objects. In this) way program groups may be used to model data ab.

i
on
pri
ex
arn

6 |A process may have no effective program group.
7 [The predefined program groups have the following meanings:

on its behalf. The subgroup structure is intended to reflect the organization of the project into wo

lement information hiding. They also provide a less specific way of restricting access. A process
behalf of a single user and user group-at any one time and which must be authenticated. Giving
bgram means that the right is given.to any user who has the right to execute the program when th
ecuted on behalf of that user. Program groups also provide a means of expanding the number of effe
pups without violating the consraint of there being only one user role effective at any one time.

A user which is a member of a user group need not be a member of a sub- or supergroup of that groyp.

The security group stricCture is intended to be used by tools, such as "login" tools, built on top of P

s are carried
rking groups

on the user's
ny as well as
traction and
may only act
r a right to a
e program is
Ctive security

CTE.

The predefined user/group ALL_USERS is effective for all processes, as it is the root of the directed acyclic graph

user groups. Aceéss rights which are effective for all users can be given to this user group.

PCTE_AUDIT This program group is required by the followingvoperations for the audit,mechanisn}:

AUDIT_SWITCH_ON_SELECTION;
AUDIT_SWITCH_OFF_SELECTION;
. AUDIT_ADD_CRITERION;
AUDIT_REMOVE_CRITERION;
AUDIT_GET_CRITERIA;
AUDIT_SELECTION_CLEAR;
AUDITING_STATUS;
AUDIT_FILE_COPY_AND_RESET.
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- PCTE_CONFIGURATION This program group is required when type identifiers are used to denote invisible
types in type references (see 23.1.2.5), and by the following operations which define devices or volumes or

which manage workstations or archives: |
ARCHIVE_RESTORE;
ARCHIVE_SAVE;
DEVICE_CREATE;
DEVICE_REMOVE;
VOILUME_CREATE:

VOLUME_DELETE,;
WORKSTATION_REDUCE_CONNECTION;
WORKSTATION_CREATE;
WORKSTATION_CREATE;
WORKSTATION_CONNECT;
WORKSTATION_DELETE;

PROCESS_SET_FILE_SIZE_LIMIT;
PROCESS_INTERRUPT_OPERATION;
PROCESS_SET_PRIORITY;
TIME_SET.

OBJECT_SET_TIME_ATTRIBUTES;
VERSION_ADD_PREDECESSOR;
VERSION_REMOVE;
VERSION_REMOVE.PREDECESSOR.

subset of all PCTE operations (see C.3). They are not listed here.

GROUP_REMOVE;
GROUP_RESTORE;
L~ PROCESS SET USER,

- PCTE_REPLICATION This program group is required by the operations of the replication ¢

- PCTE_EXECUTION This program group may be required-by ‘the following operations for execution
mechanisms such as setting the file size limit for a process or changing the priority of a processt

- PCTE_HISTORY. This program group is-required by the following operations to explicitly set the last access
time or last modification time of an object, or to manipulate the version graph:

lause and all the

operations whichmodify the object base when they apply to masters of replicated objects. Thesg are a very large

- PCTE_SECURITY This program group is required to use the operations which are critical to either the
consisténcy of the security group structure or to security (or both). These are the three operations:

- PCTE_SCHEMA_UPDATE. This program group is required by operations which update an SDS, i.e. those

defined in 10.2.

19.1.2 Access control lists

Discretionary_access_mode = APPEND_CONTENTS | APPEND_IMPLICIT | APPEND_LINKS |
CONTROL_DISCRETIONARY | CONTROL_MANDATORY | CONTROL_OBJECT | DELETE |
EXECUTE | EXPLOIT_CONSUMER_IDENTITY | EXPLOIT_DEVICE | EXPLOIT_SCHEMA {
NAVIGATE | OWNER | READ_ATTRIBUTES | READ_CONTENTS ] READ_LINKS | STABILIZE |
WRITE_ATTRIBUTES | WRITE_CONTENTS | WRITE_| IMPLICIT | WRITE_LINKS

Discretionary_access_mode_value = GRANTED | UNDEFINED | DENIED | PARTIALLY_DENIED
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Access_rights = map Discretionary_access_mode to Discretionary_access_mode_value

Acl = map Group_identifier to Access_rights
Atomic_discretionary_access_mode_value = GRANTED | UNDEFINED | DENIED

Atomic_access_rights = map Discretionary_access_mode to
Atomic_discretionary_access_mode_value

sds discretionary_security:

E
A
re
Ne
th

Ej
ed

In
Ul
P,

A

W

import object type system-object, system-process;

extend object type object with
attribute
atomic_acl: (protected) non_duplicated string;
composite_acl: (protected) non_duplicated string;
end object;

extend object type process with
attribute
default_atomic_acl: (protected) string;
default_object_owner: (protected) natural;
end process;

end discretionary_security;
ich object has two associated access control lists{or ACLs): an atomic ACL and a

spectively. The scope of an ACL is the set-of atomic objects to which it governs
ope of the atomic ACL of an object is the atomic object associated with the object; tl
e composite ACL is the atoms of the object.

ich ACL is a set of ACL entries. Each ACL entry gives the discretionary access mo
ch discretionary access mode for one security group.

an atomic ACL, the possible, discretionary mode values are GRANTED, DEI
NDEFINED. In an composite ACL they are GRANTED, DENIED, UNDEF]
ARTIALLY_DENIED.

rcess right evaluation for-a group is defined by the function

EVALUATE_GROUP (
g : Security_group_designator;
o : Object_designator;
s _~Object_scope;
m_(Discretionary_ _access_mode

composite

CL. They are represented by two string atiributes, "atomic_acl” and "composite_acl”

access: the
ne scope of

e value of

NIED, and
NED, and

v : Discretionary_access_mode_value

is

here v is the discretionary access mode value of m in the ACL entry for g in the atog’f ACL (if s

idto have the

discretionary access mode m atomically granted, denied, or undefined to the object o, if s is
ATOMIC and v is GRANTED, DENIED, or UNDEFINED respectively; and compositely
granted, denied, undefined, or partially denied if s is COMPOSITE and v is GRANTED,
DENIED, UNDEFINED, or PARTIALLY_DENIED respectively. v is called the atomic or
composite m value for g to o. If vis GRANTED, g is said to have the atomic or composite m
discretionary access right to o.

For every object o there is at least one security group g for which EVALUATE_GROUP (g, o,
ATOMIC, CONTROL_DISCRETIONARY) = GRANTED and at least once security group g’ for
which EVALUATE_GROUP(g’, 0o, ATOMIC, CONTROL_MANDATORY) = GRANTED.
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For every object o there is at least one security group which has the atomic
CONTROL_DISCRETIONARY right to o, and at least once security group which has the atomic
CONTROL_MANDATORY right to o.

The following constraints apply to the composite ACL for an object o and the atomic ACLs of o
and its components, for any security group g and for any discretionary access mode m except

OWNER and CONTROL_DISCRETIONARY:

EVALUATE_GROUP
EVALUATE_GROUP (g, o, ATOMIC, m)

(g, 0, COMPOSITE, m) = GRANTED if and only if
= GRANTED and EVALUATE_GROUP (g, c,

ntceof o
B O1-6<

EVALUATE_GROUP (g, o, COMPOSITE, m) = DENIED if and only if EVALUA
(g, 0, ATOMIC, m) = DENIED and EVALUATE_GROUP (g, ¢, ATOMIC, m) =
every component ¢ of o. : :

EVALUATE_GROUP (g, 0, COMPOSITE, m) = PARTIALLY:. DENIED 1
EVALUATE_GROUP (g, 0, ATOMIC, m) = DENIED or EVALUATE_G
ATOMIC, m) = DENIED for some component ¢ of o, and EVALUATE_GI
ATOMIC, m) # DENIED or EVALUATE_GROUP (g, ¢, ATOMIC, m) # DENI
component ¢ of o. ,

EVALUATE_GROUP (g, o, COMPOSITE, m) = UNDEFINED in all other cases.

The following constraints apply to the composite ACL of an object o and the atom
and its components, for any security group g and for the discretionary access modes
CONTROL_DISCRETIONARY.

If EVALUATE_GROUP (g,o, COMPOSITE, OWNER) GRA]
EVALUATE_GROUP (g, ¢, COMPOSITE, OWNER) = GRANTED for every cc
0o, EVALUATE_GROUP (g, 0, ATOMIC, CONTROL_DISCRETIONARY) =
and EVALUATE_GROUP (g, ¢, AFTOMIC, CONTROL_DISCRETIONARY) 3

L TE_GROUP
DENIED for

f an only if
ROUP (g, c,
ROUP (g, o,
ED for some

ic ACLs of 0
OWNER and

NTED then
mponent ¢ of
GRANTED,
= GRANTED

for every component ¢ of o.

If EVALUATE_GROUPR:" (g, o, COMPOSITE, OWNER) DENIED then
EVALUATE_GROUP (g,¢,,COMPOSITE, OWNER) = DENIED for every component ¢ of o,
EVALUATE_GROUP:(g, o, ATOMIC, CONTROL_DISCRETIONARY) = DENIED and
EVALUATE_GROUPR-(g, ¢, ATOMIC, CONTROL_DISCRETIONARY) = DENIED for
every component ¢ of'o.

Access right evaluation for a process is defined by the function
EVALUATE_PROCESS (

p. i Process_designator;

0.\ Object_designator;

s : Object_scope;

m : Discretionary_access_mode

: Boolean

The returned value a is defined from the ACLs of o in the following way:
EVALUATE_PROCESS (p, o, s, m) = true if and only if there is at least one effective group g of
p for which EVALUATE_GROUP (g, o, s, m) = GRANTED, and for every other effective group
g of p EVALUATE_GROUP (g’, 0, s, m) = GRANTED or EVALUATE_GROUP (¢’, 0, 5, m)
= UNDEFINED. If a = true, p is said to have the atomic or composite m discretionary access
right to o, according as s is ATOMIC or COMPOSITE respectively.

The default atomic ACL and default object owner are used to determine the atomic ACLs and
composite ACLs of objects created by the process (see 19.1.4).

NOTES
1 A composite ACL is computable from the atomic ACLs of the objéct and its components, except for the
discretionary access mode OWNER. ' o
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2 The implementation-defined mapping of access control lists to the string attribute values may economize on
space by omitting discretionary access modes with value UNDEFINED, and omitting ACL entries with all values
UNDEFINED.

3 If OWNER is set to UNDEFINED for an object ¢ and a group g, the OWNER values for g to the components of
0, and the CONTROL_DISCRETIONARY values for g to o and its components, are unchanged.

19.1.3 Discretionary access modes

206

Th

e following list describes the meanings of the discretionary access modes, generally in terms of

thg
for
rig
DI

b classes of operations for which they are needed atomically or compositely on an.object o, i.e.
- which a necessary precondition is that the calling process has the atomic or compogite access
ht m, respectively, to o. The exact definitions are given by the,occurrences of
SCRETIONARY_ACCESS_IS_NOT_GRANTED in the operation descriptions; see|19.2.

APPEND_CONTENTS. Needed atomically to append to the contents of an object
message to a message queue. o

APPEND_IMPLICIT. Needed atomically to create new implicit links of an object.

APPEND_LINKS. Needed atomically to create new links, @ther than implicit links, from an
object. (This right is not sufficient to write the non-key attributes of such a link.)

CONTROL_DISCRETIONARY. Needed atomically, on-an object to change its atomic ACL
(except CONTROL_MANDATORY). CONTROL_RISCRETIONARY occurs only in atomic
ACLs.

CONTROL_MANDATORY. Needed atomically on an object to change its
"confidentiality_label" and ‘"integrity:label” attributes and to chpange the
CONTROL_MANDATORY rights of othergroups on that object.

CONTROL_OBJECT. Needed atomically on an object to convert it to a descendgnt type, to
move it to another volume, to createtor delete "predecessor” and "successor” links tp and from
the object, and to convert a normdl object to a master object or vice versa,. N¢eded on a
message queue to change the number of storage units allowed by the message queue

r to send a

DELETE. Needed compositely on an object to delete the object (i.e. to deldte the last

composition or-existence link to the object). DELETE has no effect in an atomic ACL.

EXECUTE. Needed atomically on a static context to execute the associated
EXECUTE has no:effect on objects of other types.

EXPLOIT_CONSUMER_IDENTITY. Needed atomically on a consumer group tc

program.

use it as a

consumer identity. EXPLOIT_CONSUMER_IDENTITY has no effect on objeqts of other
types. ‘

EXPLOIT_DEVICE. Needed atomically on a device supporting volume to mount a/volume on
the(device or to unmount a volume from the device. EXPLOIT_DEVICE has np effect on

objects of other types.

EXPLOIT_SCHEMA. Needed atomically on an SDS, a type in SDS, or a type to use itin a
working schema or to consult the typing information contained in it. EXPLOIT_SCHEMA has
no effect on objects of other types.

NAVIGATE. Needed atomically on an object to use a link reference of a link of the object in a
pathname (see 23.1.2.2); needed atomically on a foreign system to access a file on that foreign
system.

OWNER. OWNER occurs only in composite ACLs. It is needed to modify the composite
ACL of an object, except for implicit modification by modification of the atomic ACL of the
object or of a component of the object. This modification right includes the OWNER right for
any security group on that object, except that CONTROL_DISCRETIONARY rights may apply
(see below) if there is no owner of the object. Unlike other discretionary access modes in
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composite ACLs, modification of OWNER values is not automatic and must be done explicitly
using OBJECT_SET_ACL_ENTRY.

An object must always have an atomic ACL such that it is possible that a process could exist
with a set of effective groups such that the process has the CONTROL_DISCRETIONARY
discretionary access right to that object and that another or the same process could exist with a
set of effective groups such that the process has the CONTROL_MANDATORY discretionary
access right to that object.

An owner of an object is a security group with OWNER right to the object. There may be

—more than one owner of an object

For changing OWNER discretionary access values the following rules hold:

An owner may modify the OWNER discretionary access value to an object for itself, and for
another security group except when the other group is also an owner of the object.

An owner of an object may modify the OWNER discretionary access value for any group to
any component of the object.

The OWNER discretionary access value for a group to an©bject may not be modified if that
object is a component of an object to which that group has OWNER granted or denied.

If no owner for an object exists, then the OWNER discretionary access yalue may be
modified if OWNER is granted for a group to all.components of the object (excluding the
object, if it is a component of itself) and CONTROL_DISCRETIONARY is granted for the
group to the object and to all its components:

The constraints defined in 19.1.2 must bé.maintained.

OWNER when used in connection with-discretionary security does not have a meaning in the
accounting sense.

READ_ATTRIBUTES. Needed atomically to read the attribute values of an|object and to
evaluate a link of an object if the evaluation uses the preferred link type and preferred link key
of the object (see 23.1.2.5) For some predefined attributes, e.g. "atomic_acl", the
READ_ATTRIBUTES rightis not needed, if the attribute is retrieved by an operation especially
defined to retrieve that attribute.

The READ_ATTRIBUTES right is not needed to read the attribute values of the links of an
object.

READ_CONTENTS. Needed atomically to read the contents of an object, to save a message
queue or aprocess address space, to save a message queue, or to peek a message in a message
queue.

READCLINKS. Needed atomically to read the attributes of the links of an objgct, or to scan
sets.of links of an object.

STABILIZE. Needed to change the stability of an object, i.e. to create or delete a stabilizing
link to it or a compositely stabilizing link to it or to an object of which it is a component.

WRITE_ATTRIBUTES. Needed atomically to change the attribute values of an object. It does
not control changing the attribute values of the links of an object, nor the time attributes of an
object.

WRITE_CONTENTS. Needed atomically to write to or update the contents of an object or a
process address space, to set or remove a breakpoint in a process, to restore a message queue,
or to receive or delete a message from a message queue. An object's contents may not be
deleted although it may be emptied.

WRITE_IMPLICIT. Needed atomically to delete implicit links of an object. For this category
of link, there are no attributes to change.
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object and

Where EXPLOIT_SCHEMA, EXPLOIT_DEVICE, EXPLOIT_CONSUMER_IDENTITY,
CONTROL_OBIJECT, CONTROL_DISCRETIONARY, CONTROL_MANDATORY or
OWNER discretionary access rights to an object are required of the calling process by an operation
which changes the links or attributes of that object, discretionary access rights which would be
appropriate for such changes (e.g. APPEND_LINKS, WRITE_ATTRIBUTES) are not also

required to that object.

object for another security group not only when the other security group.is an owner of the object, b
thd other security group is the owner of an object of which the object is a component. ’

M
WNER consistency rules demand that an owner may not modify the OWNER discretionary acce{s right to an

t also when

2 The rules for conferring the OWNER discretionary access right on an object for which no owner exists also cover
thd case where no owner exists for an object of which the object is a component, sinc€,if such an owngr existed, an

ensuring that when a composition link is created (e.g. by OBJECT_CREATE;SDS_CREATE_OBJE
_RESTORE) any OWNER rights of the newly enclosing object are\propagated to the new co

digcretionary mode values of M.and the access mask A:

- [M'(m) = GRANTED if M(m).= GRANTED or A(m) = GRANTED, and neith
DENIED nor A(m) = DENIED:

- |M'(m) = DENIED if M(m)+= DENIED or A(m) = DENIED.
- |M'(m) = UNDEFINED if M(n) = UNDEFINED and A(m) = UNDEFINED.

BJECT_CREATE).

3 [The OWNER right on an object for a security group can never be PARTIALLY_DENIED. This igiachieved by

T_TYPE, or
ponent, and
IS consistent

hen an object is created, its atomic ACL is.determined from the default atomic ACL of the
creating process as follows. For each ACL entry in the default atomic ACL, with access rights M,
ACL entry in the atomic ACL is created‘for the same group with access rights M,
‘mpapping M’ is determined for each.discretionary access mode m by the corrgsponding

where the

er M(m) =

e access mask~A' is a parameter to the operation used to create the object (e.g.

The default object owner of the creating process defines the group identifier of a secyrity group.

he composite ACL of the created object is derived from the atomic ACLs of the object subject to

the constraints given in 19.1.2 for all discretionary access modes except OWNER and

CONTROL_DISCRETIONARY. An entry in the composite ACL relates to the def
owner of thp creating process, if one exists, and has the OWNER discretionary
STARTLE Terror if the ACEemry 1T 5 eate mc AC O e dciau

granted. 4 y ared ato
group does not have CONTROL_DISCRETIONARY granted.

ault object

agcess mode
object owner

When an operation creates an object, any further accesses to that object during that same operation

call are not subject to discretionary or mandatory access checks.
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19.2 Operations for discretionary access control operation
19.2.1 GROUP_GET_IDENTIFIER

19.2.]

GROUP_GET_IDENTIFIER (
group : Security_group_designator

identifier = : Group_identifier

GROUP_ GET IDENTIFIER returns in zdentzfler the key of the "known secunty_group" link

Errors

ACCESS_ERRORS (directory of security groups, ATOMIC, READ, READ._LLINKE)
GROUP_IDENTIFIER_IS_INVALID (group)

9

OBJECT_CHECK_PERMISSION
OBJECT CHECK_PERMISSION(

object : Object_designator,
modes : Discretionary_access_modes,
scope : Object_scope

accessible : Boolean

OBJECT_CHECK_PERMISSION tests if the ¢alling process has the discretionary apd mandatory
permission to access the object object according to the set of access modes given in fodes and the
scope scope. For the discretionary permissions, the operation evaluates EVALUATE_PROCESS
(calling process, object, scope, mode) (see 19.1.2) for each discretionary access mode mode in
modes. For the mandatory permissions read and write access is interpreted acgording to the
discretionary access modes:

Read access is tested if modes'contains NAVIGATE, READ_ATTRIBUTES, READ_LINKS,
READ_CONTENTS, EXECUTE, EXPLOIT_DEVICE, EXPLOIT_SCHEMA or

- EXPLOIT_CONSUMER_IDENTITY.

Write access is tested if modes contains APPEND_CONTENTS, APPEND_LINKS,
APPEND_IMPLICIT, WRITE_ATTRIBUTES, WRITE_CONTENTS, WRITE_LINKS,
WRITE_IMPLICIT, DELETE, CONTROL_DISCRETIONARY, CONTROL_MANDATORY,
CONTROL_OBJECT or OWNER.

Testing for mandatory read access permission means checking for confidentiality
integrity Confinement violation (see 20.1). Testing for mandatory write access pern
checkifig) for confidentiality confinement violation and integrity violation. The
defined in terms of label domination between the mandatory labels of object and t

violation and
nission means
se checks are
he mandatory

context of the process.

“Atead Tock of the defanlt mode is obtained on object.
The return value accessible is:

false if for at least one of the discretibnary access modes given in modes
EVALUATE_PROCESS (calling process, object, scope, mode) = false.

false if read access is implied by modes and either LABEL_DOMINATES
(confidentiality context (process), confzdentzalzty label (object)) = false or
%&IE%J DOMINATES (integrity _label (object), integrity context (process) = false (see

false if write access is implied by modes and either LABEL_DOMINATES
(confidentiality label (object), confidentiality_context(process) = false or
LABEL_DOMINATES (integrity_context(process), integrity_label (object)) = false
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- true otherwise. In this case, for all of the discretionary access modes given in modes

A
C

EVALUATE_PROCESS (calling process, object, scope, mode) = true; and:

if read access is implied by modes then LABEL_DOMINATES (confidentiality_context
(process), confidentiality_label (object)) = true and LABEL,_DOMINATES (integrity_label

(object), integrity_context (process)) = true;

if write access is implied by modes then LABEL_DOMINATES (confidentiality label
(object), confidentiality _context(process)) = true and LABEL_DOMINATES

(integrity_context (process), integrity_label (object)) = true.

CESS_MODE_IS_INCOMPATIBLE (scope, modes)
NFIDENTIALITY_WOULD_BE_VIOLATED (granule, scope)
GRITY_CONFINEMENT_WOULD_BE_VIOLATED (granule, scope)
JECT_IS_ARCHIVED (granule)

OBJECT _IS_INACCESSIBLE (granule, scope)

N(
wd

labels or ACLs.

19.2.3

OBJECT_GET_ACL
OBJECT_GET_ACL (

object : Object_designator,
scope : Object_scope

)
acl : Acl

scppe is ATOMIC or COMPOSITE.

read lock of the default mode is obtained on object.

Errors

CCESS_ERRORS (granule, scope, READ, READ_ATTRIBUTES)

NOTE - It is €xpected that implementations calculate the composite ACL of an object (except for
mades) from the atomic ACLs of the object and its components.

19.2.4

OBJECT_SET_ACL_ENTRY

the maps confidentiality_label, confidentiality_context, integrity_label , and integrity_context

DTE - READ_ATTRIBUTES access right is not necessary to perform this operation. If it were, the operation
uld lose much of its usefulness, since access checks do not require any access permissions to real mandatory

BJECT_GET_ACL returns. the atomic or composite ACL of the object object, acpording as

he OWNER

OBJECT_SET_ACL_ENTRY (

object : Object_designator,
group : Group_identifier,
modes : Atomic_access_rights,
scope : Object_scope

)

OBJECT_SET_ACL_ENTRY sets an ACL entry in the atomic or composite ACL of the object
object for the security group group. If the settings of the ACL entry are already as required,
except for setting a composite ACL entry to UNDEFINED, then this operation has no effect. In
the case where for scope = COMPOSITE, and some mode m, modes(m) is UNDEFINED and
EVALUATE_GROUP (group, object, COMPOSITE, m) is previously UNDEFINED, then there
is an effect if for one or more components ¢ of object, EVALUATE_GROUP (group, c,
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ATOMIC, m) is not already set UNDEFINED. EVALUATE_GROUP (group, ¢, ATOMIC, m)

of such components is changed to UNDEFINED., |
If scope is ATOMIC, then OBJECT_SET_ACL_ENTRY sets the ACL entry for

group in the

atomic ACL of object to modes, for all discretionary access modes specified in modes. OWNER

must not appear in modes.

If scope is COMPOSITE, then for object and all its components, OBJECT_SET_ACL_ENTRY
sets the ACL entries for group in the composite ACLs and also in the atomic ACLs for all
discretionary access modes specified in modes, except CONTROL_DISCRETIONARY and
OWNER, to modes. CONTROL _DISCRETIONARY must not appear in modes

OWNER
treated as follows:

NT L
the OWNER discretionary access mode value for group in the composite ACL)of ¢
CONTROL_DISCRETIONARY discretionary access mode value for group in the

of object are set t0 modes(OWNER) provided that any outer object-of object |
undefined for group.

If modes (OWNER) = UNDEFINED, then in the components of object the discret
mode values for OWNER in the composite ACL and the discretionary access mg
CONTROL_DISCRETIONARY in the atomic ACL of group-are not changed.

If modes (OWNER) = GRANTED or DENIED, then in‘the components of obje¢
to have OWNER granted or denied respectively in the composite
CONTROL_DISCRETIONARY granted or denied-respectively in the atomic Af
that any outer object of object has OWNER undefined for group.

If no owner for object exists, then the operdtion can modify OWNER, and OW|
CONTROL_DISCRETIONARY is granted.for group in the atomic ACL of obje
components of object, OWNER is granted-for group in the composite ACL.

'Whether scope is ATOMIC or COMPOSITE, the composite ACLs of all outer obje

ACLs, and the atomic and composite ACLs of their components (see 19.1.2) are
OWNER modes of outer objects of object are not updated; if this would be necessar
the constraints then an error isrdised.

If scope is COMPOSITE, then write locks of the default mode are obtained on object
components.

Errors
If scope is ATOMIC:

ACCESS.ERRORS (object, ATOMIC, CHANGE, CONTROL_DISCRETIONA
If scope 15 COMPOSITE:

Ifthere is no owner for object, and only OWNER is to be modified:
ACCESS_ERRORS (object, ATOMIC, CHANGE, CONTROL_DISCRETI(
ACCESS_ERRORS (component of object, COMPOSITE, CHANGE, OWN

. OWNER is

pbject and the
atomic ACL
has OWNER

jonary access
de values for

¢ group is set
ACL, and
CL; provided

INER only, if
rt, and for all

cts of object,

and of object itself if scope is ATOMIC, are updated, so that all constraints defined fior composite

maintained.
y to maintain

and on all its

IRY)

INARY)
ER)

It there 1s an owner for object, or there 1is no owner for object and modes other than

OWNER are required to be modified:
ACCESS_ERRORS (object, COMPOSITE, CHANGE, OWNER)

If the CONTROL_MANDATORY access right is changed:
ACCESS_ERRORS (object, scope, CHANGE, CONTROL_MANDATORY)

If scope is COMPOSITE and modes (CONTROL_MANDATORY) = UNDEFINED

change to the composite ACL is required, then for each atom A of object where

- CONTROL_MANDATORY is to be changed from GRANTED:
ACCESS_ERRORS (A, ATOMIC, CHANGE, CONTROL_MANDATORY)

ACCESS_CONTROL_WOULD_NOT_BE_GRANTED (object, scope, modes)

ACCESS_MODE_IS_NOT_ALLOWED (modes, scope) ’

but no
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19.3 Discretionary security administration operations

19.3.1 | GROUP_INITIALIZE

CONTROL_WOULD_NOT_BE_GRANTED (object)
GROUP_IDENTIFIER_IS_INVALID (group)

If scope is COMPOSITE:
OBJECT_HAS_GROUP_WHICH_IS_ALREADY_OWNER (object, group)

OBJECT_OWNER_CONSTRAINT_WOULD_BE_VIOLATED (object)
The following implementation-dependent error may be raised:

OBJECT_IS_ INACCESSIBLE (outer object of object ATOMIC)
NOTES

1 |If an implementation calculates the composite ACL when retrieving it, it may be so designed that 1[ requires the
oufter objects to be accessible.

2 [ CONTROL_DISCRETIONARY rather than READ_ATTRIBUTES or WRITE_ATTRIBUTES ({iscretionary
acpess right is required to perform this operation. It would be superfluous to require both.

3 |If object is an SDS which may be in use in a working schema, then any change t0, its composite ACL only has
effect when the SDS is next included in a working schema by PROCESS_SET_WORKIN(G_SCHEMA,
PROCESS_CREATE_AND_START, or PROCESS_START.

GROUP_INITIALIZE (
group . User_designator | User_group_designator | Program_group_designator

identifier : Group_identifier

OUP_INITIALIZE adds the security-group group to the security group difectory. A
nown_security_group” link is created from the master of the security group directory to group.
The key of this link is set to a systemsgenerated unique value, which is guaranteed never to be re-
uged as a security group key and is-teéturned as identifier.

rite locks of the default mode are obtained on the created links.

Errors

CESS_ERRORS (the security group directory, ATOMIC, MODIFY, APPEND_LINKS)
CESS_ERRORS\(group, ATOMIC, CHANGE, APPEND_IMPLICIT)
SECURITY_GROUP_IS_KNOWN (group)

1 | The group/identifier, which is the same as the key to the "known_security_group” link to the olyject, may be
determined using the GROUP_GET_IDENTIFIER operation.

2 [Thisoperation does not change any copies of the security group directory.

19.3.2 GROUP_REMOVE

212

GROUP_REMOVE (
group : User_designator | User_group_desighator | Program_group_designator

GROUP_REMOVE removes the security group group from the set of known groups. The
"known_security_group" link from the security group directory is deleted. If there are no
remaining existence or composition links to group, then group is also deleted. In this case, the
"object_on_volume” link to group is deleted.

The master of the security group directory is always updated by this operation.
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Write locks of the default mode are obtained on the deleted links and object.
Errors

ACCESS_ERRORS (the security group directory, ATOMIC, MODIFY, WRITE LINKS)
ACCESS_ERRORS(group, ATOMIC, MODIFY, WRITE_IMPLICIT)

If the conditions hold for deletion of the "security_group" object group:
ACCESS_ERRORS (group, COMPOSITE, MODIFY, DELETE)

GROUP_IDENTIFIER_IS_INVALID (group)

OBIECT_HAS_LINKS_PREVENTING_DELETION (group)
OBJECT_IS_IN_USE_FOR_DELETE (group) '
PRIVILEGE_IS_NOT_GRANTED (PCTE_SECURITY)
SECURITY_GROUP_IS_IN_USE (group)
SECURITY_GROUP_IS_PREDEFINED (group)
SECURITY_GROUP_IS_REQUIRED_BY_OTHER_GROUPS (group)
NOTE - This operation does not change any copies of the security group diréctory.

19.33 GROUP RESTORE

GROUP_RESTORE (

group : User_designator | User_group/designator | Program_group_designator
identifier  : Group_identifier

)

GROUP_RESTORE adds the security.group group to the security group xllirectory. A
"known_security_group" link is created from the master of the security group directory to group.
The group identifier identifier is used as the key for this link. This identifier must be a used group
identifier, originally generated when dnitializing a security group which has since beep deleted.

Write locks of the default mode are Obtained on the created links.

Errors

ACCESS_ERRORS (the security group directory, ATOMIC, MODIFY, APPEND_LINKS)
ACCESS_ERRORS (group, ATOMIC, CHANGE, APPEND_IMPLICIT)
GROUP_IDENTIFIER_IS_IN_USE (identifier)
GROUP_IDENTIFIER_IS_INVALID (identifier)
PRIVILEGE.IS_NOT_GRANTED (PCTE_SECURITY)
SECURITY_GROUP_IS_KNOWN (group)

NOTE=This operation does not change any copies of the security group directory.

19.3.4 ~PROGRAM_GROUP_ADD MEMBER

PROGRAM_GROUP_ADD_MEMBER (
group : Program_group_designator,
program  : Static_context_designator

PROGRAM_GROUP_ADD_MEMBER adds the program program to the program group group.
A "program_member_of" link is created from program to group, together with a "has_programs"
reverse link. The keys of the created links are implementation-dependent.

Write locks of the default mode are obtained on the created links.
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19.3.5 | PROGRAM_GROUP_ADD_SUBGROUP

19.3.6 |PROGRAM_GROUP_REMOVE_MEMBER

214

Errors

ACCESS_ERRORS (group, ATOMIC,APPEND_LINKS)
ACCESS_ERRORS (program, ATOMIC, MODIFY, APPEND_IMPLICIT)
SECURITY_GROUP_IS_UNKNOWN (group)
STATIC_CONTEXT_IS_ALREADY_MEMBER (program, group)

NOTE - Processes which are current executions of program do not receive group as an addition to their set of
effective security groups. :

PROGRAM_GROUP_ADD_SUBGROUP (
group : Program_group_designator,
subgroup : Program_group_designator

ROGRAM_GROUP_ADD_SUBGROUP adds the program group-Subgroup to the program
group group. A "program_subgroup_of" link is created from subgroup to group, together with a

as_program_subgroups" reverse link. The keys of the credted links are implementation-
dgpendent (see 23.1.2.5). ' ,

rite locks of the default mode are obtained on the created links.

A[CCESS_ERRORS (group, ATOMIC, MODIFY,/APPEND_LINKS)
ACCESS_ERRORS (subgroup, ATOMIC, MODIFY, APPEND_LINKS)
SECURITY_GROUP_ALREADY_HAS_THIS_SUBGROUP (subgroup, group)
SECURITY_GROUP_IS_IN_USE (subgroup)
SECURITY_GROUP_IS_UNKNOWN (group)
SECURITY_GROUP_IS_UNKNOWN (subgroup)
SECURITY_GROUP_WOULD.BE_IN_INVALID_GRAPH (subgroup, group)

PROGRAM_GROUP_REMOVE_MEMBER (
group ! Program_group_designator,
program_) . Static_context_designator

PROGRAM GROUP_REMOVE_MEMBER removes the static context program from the group

group. <The "program_member_of" link from program to group and its "has_programs" reverse
link afe deleted.

Errors

ACCESS_ERRORS (group, ATOMIC, MODIFY, WRITE_LINKS)
ACCESS_ERRORS (program, ATOMIC, MODIFY, WRITE_IMPLICIT)
SECURITY_GROUP_IS_UNKNOWN (group)
STATIC_CONTEXT_IS_IN_USE (program)
STATIC_CONTEXT_IS_NOT_MEMBER (program, group)
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19.3.7 PROGRAM_GROUP_REMOVE_SUBGROUP

PROGRAM_GROUP_REMOVE_SUBGROUP (
group : Program_group_designator,
subgroup : Program_group_designator

PROGRAM_GROUP_REMOVE_SUBGROUP removes the program group subgroup from the
program group group. The "program_subgroup_of" link from subgroup to group and its
"has_program_subgroups" reverse link are deleted. ‘

CCESS_ERRORS (group, ATOMIC, MODIFY, WRITE_LINKS)
CCESS_ERRORS (subgroup, ATOMIC, MODIFY, WRITE_LINKS)
OGRAM_GROUP_IS_NOT_EMPTY (subgroup)
SECURITY_GROUP_IS_IN_USE (subgroup)
SECURITY_GROUP_IS_NOT_A_SUBGROUP (subgroup, group)
SECURITY_GROUP_IS_UNKNOWN (group)
JECURITY_GROUP_IS_UNKNOWN (subgroup)

19.3.8 | USER_GROUP_ADD_MEMBER

USER_GROUP_ADD. _MEMBER (
group : User_group_designator,
user : User_designhator

)

ISER_GROUP_ADD_MEMBER \adds the user user to the user group |group. A
ser_member_of" link from user to’group and a "has_users" reverse link are created. The keys
df the created links are implementation-dependent.

rite locks of the default mode are obtained on the created links.

Hrrors

ACCESS_ERRORS {(group, ATOMIC, MODIFY, APPEND_LINKS)
ACCESS_ERRORS (user, ATOMIC, MODIFY, APPEND_LINKS)
§ECURITY_GROUP_IS_UNKNOWN (group)
JECURITY,"GROUP_IS_UNKNOWN (user)
J[SER_GROUP_LACKS_ALL_USERS_AS_SUPERGROUP (group)
JSER_IS_ALREADY_MEMBER (user, group)

OTE - This operation does not cause group to become an adoptable group of a process running on bghalf of user.

19.3.9 USER_GROUP_ADD_SUBGROUP

USER_GROUP_ADD_SUBGROUP {
group : User_group_designator,
subgroup : User_group_designator

USER_GROUP_ADD_SUBGROUP adds the user group subgroup to the user group group. A

"user_subgroup_of" link from subgroup to group and a "has_user_subgroups"” reverse link are
created. The keys of the created links are implementation-dependent.

Write locks of the default mode are obtained on the created links.

215


http://i7rol.Jp
https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f

ISO/IEC 13719-1 : 1995(E)

19.3.10 USER_GROUP_REMOVE_MEMBER

19.3.1 USER_GROUP_REMOVE_SUBGROUP

216

Errors
ACCESS_ERRORS (group, ATOMIC, MODIFY, APPEND_LINKS)

ACCESS_ERRORS (subgroup, ATOMIC, MODIFY, APPEND_LINKS)
SECURITY_GROUP_ALREADY_HAS_THIS_SUBGROUP (subgroup, group)
SECURITY_GROUP_IS_IN_USE (subgroup)
SECURITY_GROUP_IS_UNKNOWN (group)
SECURITY_GROUP_IS_UNKNOWN (subgroup) ,
SECURITY_GROUP_WOULD_BE_IN_INVALID_GRAPH (subgroup, group)

USER_GROUP_REMOVE_MEMBER (
group : User_group_designator,
user : User_designator

)
ISER_GROUP_REMOVE_MEMBER removes the user user from the group ¢

o=

Write locks of the default mode are obtained on the deleted links.

\

Irrors

CCESS_ERRORS (group, ATOMIC, MODIFY, WRITE_LINKS)
CCESS_ERRORS (user, ATOMIC, MODIFY{WRITE_LINKS)
ECURITY_GROUP_IS_UNKNOWN (group)
ECURITY_GROUP_IS_UNKNOWN (user)
SER_GROUP_IS_IN_USE (user, group)
SER_IS_NOT_MEMBER (user, group)

OTE - The "adoptable_user_group” link from a process executed on behalf of user to group is n
ROCESS_ADOPT_USER_GROUP).

USER_GROUR_REMOVE_SUBGROUP (
group : User_group_designator,
subgroup : User_group_designator

SER_GROUP_REMOVE_SUBGROUP removes the user group subgroup from th
roup—The "user_subgroup_of" link from subgroup to group and its "has_user |
rpverse link are deleted.

"user_member_of" link from user to group and its "has_users" reverse link are deleted.

© ISO/IEC

rroup. The .

bt deleted (see

e user group
| subgroups”

be the effective group. for a nmning process
Write locks of the default mode are obtained on the deleted links.

Errors

ACCESS_ERRORS (group, ATOMIC, MODIFY, WRITE_LINKS)
ACCESS_ERRORS (subgroup, ATOMIC, MODIFY, WRITE_LINKS)
SECURITY_GROUP_IS_IN_USE (subgroup)
SECURITY_GROUP_IS_NOT_A_SUBGROUP (subgroup, group)
SECURITY_GROUP_IS_UNKNOWN (group)
SECURITY_GROUP_IS_UNKNOWN (subgroup)
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USER_GROUP_WOULD_NOT_HAVE_ALL_USERS_AS_SUPERGROUP(subgroup)

20 Mandatory security

20.1 Mandatory security concepts

20.1.1 Mandatory classes

sds mandatory_security:

1] =object; B ; ~device; - r n_root;
import attribute type system-name, system-number; :
import object type discretionary_security-security_group, discretionary_security-piser; '
import attribute type discretionary_security-group_identifier;

extend object type security_group with
link
may_downgrade: (navigate) reference link (name) to confidentiality class neverse
downgradable_by;
may_upgrade: (navigate) reference link (name) to.integrity_class reverse
upgradable_by;
end security_group;

extend object type user with
link ; ‘ ,
cleared_for: (havigate) reference link/(name) to mandatory_class reverse
having_clearance;
end user;

mandatory_directory: child type of-object with
Iink
known_mandatory_class: (havigate) existence link (name) to mandatory_clgss;
mandatory_classes_of: implicit link to common_root reverse mandatory_clasgses;
ehd mandatory_directory;

mandatory_class: child-type of object with
link
having_clearange: (navigate) reference tink (group_identifier) to user reve [se
cleared_for;
end mandataory. class;

confidentiality_class: child type of mandatory_class with
link
dominates_in_confidentiality: (navigate) reference link to confidentiality_class reverse
confidentiality_dominator; ‘
confidentiality_dominator: {navigate) reference link to confidentiality_class| reverse
dominates_in_confidentiality;
downgradable_| by (navigate) reference link (group_identifier) to secunty_q;roup

reverse may_aowngrade;
end confidentiality_class;

integrity_class: child type of mandatory_class with
link
dominates_in_integrity: (navigate) reference link to integrity_class reverse
integrity_dominator;
integrity_dominator: (navigate) reference link to integrity_class reverse
dominates_in_integrity;
upgradable_by: (navigate) reference link (group_identifier) to security_group reverse
may_upgrade;
end integrity_class;
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20.1.2 ['he mandatory class structure

218

extend object type object with
attribute
confidentiality_label: (read) string;
integrity_label: (read) string;
end object;

extend object type common_root with
link
mandatory_classes: (nhavigate) existence link to mandatory_directory reverse
mandatory_classes_of;
ehd common_root,

end mandatory_security;

The "mandatory_class" object type represents the mandatory classes defined-for the PCTE
installation. The name of a class, the class name, is the key ,attribute of the
"kjown_mandatory_class" link from the mandatory directory to the mandatory class object. The
degtinations of the "having_clearance" links represent users which are cleared to this fpandatory
claks. The concept of user clearance is elaborated in 20.1.4.

The "confidentiality_class" object type represents the subset of mandatory classes which are
confidentiality classes:

- the destination of the "dominates_in_confidentiality" link represents the confidentiplity class
which this confidentiality class dominates; :

- the destination of the "confidentiality_dominator" link répresents the confidentiality class which
jominates this confidentiality class; ‘

- the destinations of the "downgradable_by" links represent the security groups which have
authority to downgrade from that confidentiality class (see 20.1.4).

The "integrity_class" object type represents<the subset of mandatory classes which arg integrity
classes:

- the destination of the "dominates.in_integrity" link represents the integrity class which this
integrity class dominates;

- | the destination of the "integrity_dominator" link represents the integrity class which dominates
this integrity class;

- tthe destinations of the "upgradable_by" links represent the security groups which have
authority to upgrade from that integrity class.

The mandatory directory is an administrative object (see 9.1.2).

Confidentiality_tower = seq1 of Confidentiality_class_designator
Integrity_tower = geq1 of Integrity_class_designator

Each mandatory class participates in exactly one of the confidentiality towers and integrity towers
which define the dominance relationships between these classes. No class may appear more than
once in a tower. ' :

The "dominates_in_confidentiality” and "confidentiality_dominator” links of a mandatory class
represent the sequence of confidentiality classes in a confidentiality tower. The destination of a
"dominates_in_confidentiality" link is the member of the sequence which immediately precedes the
origin of the link. The destination of "confidentiality_dominator" is the member of the sequence
which is the immediate successor of the origin of the link.

The "dominates_in_integrity” and "integrity_dominator" links represent the sequence of integrity
classes in an integrity tower. The destination of a "dominates_in_integrity" link is the member of
the sequence which immediately precedes the origin of the link. The destination of
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“integrity_dominator" is the member of the sequence which is the 1mmed1ate successor of the
origin of the link.

The predicates CLASS_DOMINATES and CLASS_STRICTLY_DOMINATES are defined in
terms of the relative positions of the mandatory classes within a confidentiality tower or an
integrity tower. A class left_class dominates a class right_class if CLASS_DOMINATES
(left_class, right_class) = true. A class left_class strictly dominates a class right_class if
CLASS_STRICTLY_DOMINATES (left_class, right_class) = true.

CLASS_DOMINATES (.
left class : Mandatory class designator
right_class : Mandatory_class_designator

result : Boolean

'he result is false if left_class and right_class do not occur in the same confidentiality tower or
integrity tower. -

- |

If left_class and right_class occur in a confidentiality tower or an intégrity tower T, apd left_class
= T(1) and right_class = T(J), then the result is true if I > J, otherwise false.

CLASS_STRICTLY_DOMINATES (
left_class - : Mandatory_class_designator,
right_class : Mandatory_class_designator

)

result : Boolean
The result is false if left_class and right_class donot occur in the same confidentiality tower or
integrity tower.

left class and right_class occur in a confidentiality tower or an integrity tower T, and left_class
= T(I) and right_class = T(J), then the resalt is true if I > J, otherwise false.

20.1.3 | Labels and the concept of dominance

Security_label = [ Mandatory_class_designator ] | Conjunction | Disjunction
Conjunction :: UNITS: set-of Security_label '
Disjunction :: UNITS: set of Security_label

A security label is either a confidentiality label or an integrity label; the structure is|the same in
gither case.

A class nameiis a confidentiality or integrity class name. Confidentiality class names may occur
gnly in confidentiality labels. Integrity class names may occur only in integrity labels.
Conjunctions and disjunctions must contain at least 2 units. A security label of thelfirst kind in
which the optional unit is not supplied is called a null label.

The concept of mandatory security permissions depends on the concept of a label|dominating
dnother.

The predicates LABEL_DOMINATES and LABEL_STRICTLY_DOMINATES are defined in
terms of the possible forms of the labels and the domination relationships between the mandatory
classes. A label left_label dominates a label right_label if LABEL_DOMINATES (left_label,
right _label) = true. A label left label strictly dominates a label right _label if
LABEL_STRICTLY_DOMINATES (left_label, right label) = true.

LABEL_DOMINATES (
left_label : Security_label,
right_label : Security label

dominates : Boolean
If right_label is null then dominates = true.
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If left label is null and right_label is not null then dominates = false.

If left_label and right_label are both mandatory class designators then dominates =
CLASS_DOMINATES (left_label, right_label).

If left_label is a mandatory class designator and right_label is a disjunction of mandatory class
designators ry, ra, ... then dominates = true if CLASS_DOMINATES (left_label, r)) is true for
some rj, and false otherwise.

If left_label is a conjunction of mandatory class designators /i, l, ... and right_label is a
mandatory class designator then dominates = true if CLASS DOMINATES (i, right_label) is

t ] vv on

Iff left label is a conjunction of mandatory class designators /q, Iy, ... and right| label is a
disjunction of mandatory class designators ri, r2, .. then dominares|= true if
CLASS_DOMINATES(/;, r;) is true for some /; and r;, and false otherwise.

Ifiright label is a disjunction of security labels rq, 77, ... and some 7 is a. disjunction|of security
labels ry', rp', ... then dominates = LABEL_ DOMINATES (left-label, r') where r' is the
disjunction of all the ;' and all the r; except ry.

Iff left_label is a conjunction of security labels [, /3, ... and some-/; is a conjunction|of security
1dbels 14, I3, ... then dominates = LABEL_ DOMINATES (1, rzght label) whgre [' is the
conjunction of all the // and all the /; except /.

If right label is a conjunction of security labels“ri, 72, ... then dominates = true if
LABEL_DOMINATES (left_label, rj) is true for allz;, and false otherwme

Iff left label is a disjunction of securlty labels /1, I3, ... then dominates|= true if
LIABEL_DOMINATES (/;, right_label) is true:for all /;, and false otherwise.

Ifiright label is a disjunction of security labels 7y, ry, ... and some ry is a conjunction] of security
Iqbels ry', r2', ... then dominates = true if EABEL DOMINATES (left_label, r') is frue for all
ri, where r' is rzght label with r replaced by r/, and false otherwise.

If| left_label is a conjunction of security labels Iy, [, ... and some /i is a disjunction|of security
1gbels 11, &', ... then dominates = true if LABEL_DOMINATES ([, right_label) is grue for all
;| where /' is left_label with Ji replaced by //, and false otherwise.

LABEL_STRICTLY_DOMINATES (
left_label ~Security_label,
right_label : Security_label

Py

)

dominates : Boolean

The definition'of this predicate is the same as for LABEL_DOMINATES except that:
If left.label and right label are both null, then dominates is false.

- | CLLASS_DOMINATES is replaced by CLASS_STRICTLY_DOMINATES.

NOTES

1 It is possible for label A to dominate label B and B to dominate A, and for label C not to dominate label D while
D does not dominate C.

2 For the mapping of security labels to language bindings see 23.1.3.1,

20.1.4 Mandatory rules for information flow
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A user's integrity clearance is a security label derived from the inte

grity classes to which that user
is cleared by forming a conjunction of the integrity class names. : :

A process has a mandatory context associated with it which is used to control the flow of
information to and from the process. This mandatory context consists of a confidentiality
component called a confidentiality context and an integrity component called an integrity context .

The confidentiality context and integrity context are represented by the "confidentiality_label" and
"integrity_label" attributes respectively of the process as inherited from the parent type "object”
(see 20.1.1). ;

process-may-change-itsconfidentia nfidentiality
context dominates the previous value. ‘
A process may change its integrity context during execution so that the newrintegr

ty context is
dominated by the previous value.

A process may only change its confidentiality context so that the result is dominated

by the user's
confidentiality clearance.

When a confidentiality context is changed, it must remain within the confidentiality label range of
the workstation on which the process is executing. When an integrity context is chapged, it must
remain within the integrity label range of the workstation on\which the process is executing (see
20.1.5). L

An object has a confidentiality label and an integrity 1label which control the flow of information
into and out of its associated atomic object. The following rules apply to a process' mandatory
context or an object's mandatory labels after any ¢hange due to the floating of labels (see 20.1.6).

For the purposes of these rules read and write:are defined as follows in terms of info
[f information flows from an object to a process, the process reads from the object. I
flows from a process to an object, evenyif it is only erasure, the process writes t
Reading and writing refer to any propetty of an object (attributes, links, link attribu
which can contain (or embody) information. Deletion of an object is therefore consig

ation flow.
f information
p the object.
€s, contents)
Jered writing

to the object, although deletion of an‘object is only achieved by deleting a link.

ct associated
jality label of

- The simple confidentiality.rule: A process P may only read from the atomic obje
with an object A if LABEL.__DOMINATES (confidentiality context of P, confident
A). o

- The confidentiality. confinement rule: A process P may only write to the a
associated with an'object A if LABEL_DOMINATES (confidentiality label of A, ¢
context of P).

fomic object
pnfidentiality

- The simple.integrity rule: A process P may only write to the atomic object associated with an

object Aif LABEL,_DOMINATES (integrity context of P, integrity label of A).

- Thelintegrity confinement rule: A process P may only read from the atomic obje
with an object A if LABEL_DOMINATES (integrity label of A, integrity context 9

ct associated
f P).

icati : ocess Q (by
PROCESS_PEEK or PROCESS_POKE) if LABEL_ DOMINATES (confidentiality context of
Q, confidentiality context of P) and LABEL_DOMINATES (integrity context of P, integrity
context of Q).

A process may change the confidentiality and integrity labels of an object if and only if it has the
atomic CONTROL_MANDATORY right to that object. Under this condition, a confidentiality
label may be changed to a value which dominates the previous value and an integrity label may be
changed to a value which is dominated by the previous value.

When a confidentiality label of an object is changed, it must remain within the confidentiality label
range of the volume on which the object is residing. When an integrity label of an object is
changed, it must remain within the integrity label range of the volume on which the object is
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residing (see 20.1.5). This is true even with the downgrade or upgrade privileges, described
below, effective.

If an effective security group of the calling process has additional downgrade or upgrade
privileges, these object mandatory labels may be changed so that the new value of the
confidentiality label does not dominate the previous value and the new value of the integrity label
is not dominated by the previous value, according to the rules defined below:

A process is defined to be acting with downgrade authority from a confidentiality class C if the
process has an effective security group which has downgrade authority from C, i.e. there is a
"downgradable by" link from C to the security group. This is represented by the predicate
DQWNGRADE_AUTHORITY:

DOWNGRADE_AUTHORITY (
process : Process_designator,
class : Confidentiality_class_designator

authority  : Boolean

A process is defined to be acting with upgrade authority to an integrity class C if the process has
an|effective group which has upgrade authority to C, i.e. there is an "upgradable_by" link from C
to the security group. This is represented by the predicate UPGRADE_AUTHORITY:

UPGRADE_AUTHORITY (
process  : Process_designator,
class : Integrity_class_designator

authority . Boolean

A process is permitted to change a confidentialitylabel from right_label to left_label proyiding that
right_label is dominated in confidentiality by left_label relative to the process. This [concept is
defined by the following predicates for classes and labels:

RELATIVE_CLASS_DOMINATES_INy, CONFIDENTIALITY (
process - . Process_designator,
left_class :Mandatory_class_designator,
right_class : Mandatoryxclass_designator

dominates : Boolean

This is the same as CLASS_DOMINATES except that if DOWNGRADE_AUTHORITY
(pfrocess, right_class) is true, dominates is always true.

RELATIVE_LABEL_DOMINATES_IN_CONFIDENTIALITY (
process : Process_designator,
left~/abel : Security_label,
right_label : Security_label

dominates : Boolean
This.is'the same as LABEL, DOMINATES except that:

- The rule beginning 'If lefr_label is null' (i.e. the second rule) is replaced by the rule: If
left label is null and right_label is a class name C, then dominates =
DOWNGRADE_AUTHORITY (process, C).

- RELATIVE_CLASS_DOMINATES_IN_CONFIDENTIALITY replaces CLASS_
DOMINATES.

- RELATIVE_LABEL_DOMINATES_IN_CONFIDENTIALITY replaces LABEL_
DOMINATES.

A process is permitted to change an integrity label from left_label to right_label providing that
left _label dominates right_label in integrity relative to the process. This concept is defined by the
following predicates for classes and labels:
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RELATIVE_CLASS_DOMINATES_IN_INTEGRITY (
process  : Process_designator,
left_class : Mandatory_class_designator,
right_class . Mandatory_class_ designator

)

dominates : Boolean

: 1995(E)

This is the same as CLASS_DOMINATES except that if UPGRADE_AUTHORITY (process,

right_class) is true, dominates is always true.
RELATIVE_LABEL_DOMINATES_IN_INTEGRITY (

nrocess . Proce j tor,

7eft_ label : Security_label,
right_label : Security_label

)

dominates : Boolean
This is the same as LABEL,_DOMINATES except that:

The rule beginning 'If left_label is null' (i.e. the second rule)’is replaced by
left label is null and right_label is a class name"C, then don
UPGRADE_AUTHORITY (process, C).

RELATIVE__CLASS_DOMINATES__IN_INTEGRITY replaces CLASS_DOMIN/
RELATIVE_LABEL_DOMINATES_IN_INTEGRIT Y-replaces LABEL, DOMINA

[he confidentiality context of a process is always-dominated by the user's co
flearance, and the integrity clearance of a process'is always dominated by the us
¢learance.

NOTES

Read and write for mandatory access control“are defined in the operations in terms of inforn
nformation flows from an object to the process'(i.e. access errors may occur with permission REA

the rule: If
ninates

ATES.
ATES.

hfidentiality
eT's integrity

ation flow, If
D), it is a read.

f information flows from the process to-an’object (i.e. access errors may occur with permission CHANGE or

ODIFY), even if it is only erasure,\it"is a write. Reading and writing refer to any propert
attributes, links, link attributes, contents) which can contain (or embody) information. Deletion

y of an object
of an object is

erefore considered a write, although for PCTE, deletion of an object is only achieved by deleting a link.

A restriction on a process's.integrity context with reference o the user's integrity clearance is unneq
change is always a downgrade.

The restrictions to.changes to a process's confidentiality context or integrity context abov
perations PROCESS)SET_CONFIDENTIALITY_LABEL and PROCESS_SET_INTEGRITY_I

essary because

e apply to the
ABEL, and to

e floating security jlabels facility (see 20.1.6) when objects, whose labels would normally prevent gccess, are read

y the process.

The restrictions to changes to an object's confidentiality or integrity labels above apply to
BJECT.SET_CONFIDENTIALITY_LABEL and OBJECT_SET_INTEGRITY_LABEL, and

the operations
to the floating

ecurity,labels facility when objects, whose labels would normally prevent access, are written to by alprocess.

The predicates RELATIVE_LABEL_DOMINATES_IN_CONFIDENTIALITY and RELAT]

IVE_LABEL_

DOMINATES_IN_INTEGRITY are used in operafions OBJECT_SET_CONFIDENTIALITY
OBJECT_SET_INTEGRITY_LABEL to define some of these checks.

6 In specifying which accesses are read and which write for mandatory access control, the intention
should be as follows.

- Each object, its attributes, its contents, its outgoing links (except system-managed des

_LABEL and

is that the rules

ignation links

representing the use of the object by a process and those representing locks) and their attributes, and its preferred

link type and key may be treated as a separate security object.

Every access to one of those security objects that depends on data from it may be treated as a read,

except that the

audit selection criteria are accessible, for the purposes of determining whether the event is auditable, without a
mandatory read check, and reading security labels for mandatory access checks does not count as a read.
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- Every access to one of those security objects that writes data to it is treated as a write, with the following
exceptions:

the last_access_time attribute shall be updatable without mandatory write checks;
records shall be written to the audit file and accounting log without write mandatory checks;

updates arising as a result of process fallure or abnormal closedown of a workstation shall be possible
without mandatory checks.

20.1.5 Multi-level security labels

Multi_level_device_designator = Volume_designator | Device desngnator|
Execution_site_designator

sds mandatory_security:
import object type system-volume, system-device, system-execution_site;

extend object type volume with

attribute
confidentiality_high_label: (read) non_duplicated string
confidentiality_low_label: (read) non_duplicated string;
integrity_high_label: (read) non_duplicated string;
integrity_low_labe!: (read) non dupllcated string;

end volume;

extend object type device with
attribute
confidentiality_high_label;
confidentiality _low_label;
integrity_high_label;
integrity_low_label;
contents_confidentiality_label: (fead) hon_duplicated string;
contents_integrity_label: (read) non_duplicated string;
end device;

extend object type execution_site with
attribute
confidentiality _high (label;
confidentiality _low,label;
integrity_high_label;
integrity_low_label; ‘
end execution)site;

end mandatory_security;

Multi-levelsecure devices are volumes, devices, and execution sites; they allow data with a fixed
range of.mandatory labels for confidentiality and for integrity to be stored on them,| The fixed
i i i W high label

contained within the device.

For it to be permissible for an object A to be stored on a multi-level secure device M,
CONFIDENTIALITY_LABEL_WITHIN_RANGE (A, M) and INTEGRITY_
LABEL_WITHIN_RANGE (A, M) must be true, where:

CONFIDENTIALITY_LABEL_WITHIN_RANGE (
object : Object_designator,
device : Multi_fevel_device_designator

inside_range :Boolean
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inside_range is true if the confidentiality low label of device does not strictly dominate the
confidentiality label of object, and the confidentiality high label of device either is
MAXIMUM_LABEL or dominates the Qonﬁdentiality label of object; and is otherwise false.

INTEGRITY_LABEL_WITHIN_RANGE (
object ' Object_designator,
device : Multi_level_device_designator

inside_range : Boolean

inside_range is true if the integrity low label of device does not strictly dominate the integrity
: i Tty i Teel 1 pr dominates

the integrity label of object; and is otherwise false.

Similar checks are made when multi-level secure devices are put on other multillevel secure
devices. For it to be permissible for a multi-level secure device A to reside on anothgr multi-level
secure device B, CONFIDENTIALITY_RANGE_WITHIN_RANGE(A, B) must be[true, where:

CONFIDENTIALITY_RANGE_WITHIN_RANGE (
inner_device : Multi_level_device_designator,
outer_device : Multi_level_device_designator

)

inside_range : Boolean

inside_range is true if the confidentiality low label of outer device does not strictly dominate the
confidentiality low label of inner_device , and the confidentiality high label of outer |device either

is MAXIMUM_LABEL or dominates the confidentiality high label of inner dvice; and is
otherwise false. ‘ v

INTEGRITY_RANGE_WITHIN_RANGE (
inner_device : Multi_level_device designator,
outer_device . Multi_level device_designator

)

inside_range : Boolean

inside range is true if the integrity low label of outer_device does not strictly fominate the
integrity low label of innerCdevice , and the integrity high label of outer device either is
MAXIMUM_LABEL or dominates the integrity high label of inner_device; and is otherwise
false.

The confidentiality or-integrity label of an object A lies within the confidentiality or integrity range
of a multi-level secure device B if

CONFIDENTIALITY_LABEL_WITHIN_RANGE (A,B)or
INTEGRITY. LABEL_WITHIN_RANGE (A, B) respectively is true.

The confidentiality or integrity range of a multi-level secure device A lies within the confidentiality
or intégrity range of a multi-level secure device B if

CONFIDENTIALITY_RANGE_WITHIN_RANGE (A, B) or
INTEGRITY_RANGE_WITHIN_RANGE (A, B) respectively is true.

In addition to its mandator){ labels, a devicekobject is associated with two other labels (one
confidentiality label and one integrity label), termed labels of contents, which govern access to its
contents through the device contents operations (see clause 12).

The labels of contents are evaluated in accordance with the characteristics of the physical device
each time the contents of the device is accessed. If the device is open for reading or writing, the
label associated with the contents of the physical device is implementation-defined. If the label
cannot be identified then the confidentiality label C of the contents is set to the confidentiality
context of the accessing process, and the integrity label I of the contents is set to the integrity
context of the accessing process. If device_contents is defined as a pseudo-object representing the
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contents which have the labels of contents, the process is denied access to the contents if any of
the following are false:

- CONFIDENTIALITY_LABEL_WITHIN_RANGE (device_contents, device)
- INTEGRITY_LABEL_WITHIN_RANGE (device_contents, device)

- LABEL_DOMINATES (confidentiality context of process, C)

- LABEL_DOMINATES (I, integrity context of process)

NOTES

1 Checks are made that the constraints are obeyed on an object stored on a multi-level secure device whenever:

- |objects have their labels changed;

- procésses have their mandatory context changed;

- |objects are put on to multi-level secure devices:
objects are created on a volume;

objects are moved to a volume;

processes are started or called on a workstation;
- |copying files to foreign system.

2 [The checks made that the constraints are obeyed when multi-level secure devices are put on other multi-level
segure devices apply in the following situations: ‘

- |volumes are created on devices;
- |volumes are mounted on devices;
- |devices are created on workstations;

- |security ranges on multi-level devices are changed (see 20.2.9 and 20.2.10).

20.1.6 |Floating security levels

Floating_level = NO_FLOAT |'FLOAT_IN | FLOAT_OUT | FLOAT_IN_OUT
sds mandatory_security:

import object type. system-process;

floating_level: NO_FLOAT, FLOAT_IN, FLOAT_OUT, FLOAT_IN_OUT;
extend object type process with

attribute
floating_confidentiality_level: (read) non_duplicated enumeration (flioating_lgvel) =
NO_FLOAT,
floating_integrity_level: (read) non_duplicated enumeration (floating_level) }=
NO_FLOAT,;

end process:
end mandatory_security;

fThe floating security levels mechanism enables a process to select either or both of the two
acilities:

- The mandatory context of a process may float up (confidentiality) or down (integrity) when
information is read from an object.

- The mandatory labels of an object may float up (confidentiality) or down (integrity) when
information is written to its associated atomic object.

This is specified using the "floating_confidentiality_level" and "floating_integrity_level" attributes
of the executing process, which have four possible values:
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NO_FLOAT: switches off the floating mechanism;

- FLOAT_IN: enables the process's mandatory context to float;
- FLOAT_OUT: enables the object's mandatory labels to float;
FLOAT_IN_OUT: enables both to float.

If the floating of the mandatory context of a process P is enabled (FLOAT_IN and
FLOAT_IN_OUT), then when information is read from the atomic object associated with an
object A: : :

{ i LABEL_DOMINATES (confidentiality context of P, confidentiality Iabel of A) is false then
the new confidentiality context is given by FLOAT_UPGRADE (confidentiality cdntext of P,
confidentiality label of A);

{1 if LABEL_DOMINATES (integrity label of A, integrity context of P) is false, ther] the new
integrity context is given by FLOAT_DOWNGRADE (integrity context of P, integfity label of
A).

lflthe floating of an object's mandatory labels is enabled (FLOAT OUT and FLOAT_[N_OUT),

en when the atomic object associated with an object A is written to:

1 if LABEL_DOMINATES (confidentiality label of A, confidentiality context of the cplling
process) is false then the new confidentiality label is given by FLOAT _UPGRADE
(confidentiality label of A, confidentiality context of the calling process);

1 if LABEL_DOMINATES (integrity context of the/calling process, integrity label of A) is false
then the new integrity label is given by FLOAT, DOWNGRADE (integrity label of A, integrity
context of the calling process). '

FLOAT _UPGRADE and FLOAT _DOWNGRADE are defined as follows:

FLOAT_UPGRADE (
upgradable_label : Securitytlabel,
higher_label : Security label

upgraded_label : Security_label ,

ipgraded_label is the conjunction of upgradable_label and higher_label unless upgradable label is
ull in which case upgraded _label is higher label.

FLOAT_DOWNGRADE (
downgradable_label  : Security_label,
lower (abel : Security_label

downgraded_label : Security_label

qowngraded_label is the disjunction of downgradable_label and lower_label unless lqwer label is
ull in which case downgraded_label is also null. :

he floating of mandatory labels requires the process to have the CONTROL_MANDATORY
right to the object.

The confidentiality context of a process process is subject to the constraints:
- It must be dominated by the user confidentiality clearance.

- It must lie within the confidentiality range of the workstation i.e.
CONFIDENTIALITY_LABEL_WITHIN_RANGE (process, station) must be true.

The confidentiality label of an object A must lie within the confidentiality range of the volume V in
which it resides, i.e. CONFIDENTIALITY_LABEL_WITHIN_RANGE (A, V) must be true.

The integrity context must continue to lie within the integrity range of the workstation on which
the process is running i.e. INTEGRITY_LABEL_WITHIN_RANGE (process, station) must be
true. ‘
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20.1.7

20.1.8 | Built-in policy aspects

20.1.8|1 (Protection of predefined SDSs

The integrity label of an object A must lie within the integrity range of the volume V in which it
resides, i.e. INTEGRITY_LABEL_WITHIN_RANGE (A, V) must be true.

NOTES

1 If any of the above conditions results in the process's mandatory context or the object's mandatory label not being
changed, then reading and writing of the object are forbidden, as defined in 20.1.4.

2 CONTROL_MANDATORY right is required for label changes to be effected either explicitly using
OBJECT_SET_CONFIDENTIALITY_LABEL and OBJECT_SET_INTEGRITY_LABEL or implicitly using
floating security labels.

3 [T order 1o determine w i g iisie j jects involved
i.¢. the user, the station and the volume. These accesses are not also subject to mandatory access_gpntrol, which
cduld lead to the further floating of the mandatory context of the current process. These accesses constifute additional
bitwise read accesses which are intrinsic covert channels to PCTE (see 20.1.8.2) and are permitted.

4| An object of type "process” (or a descendant type) cannot have its mandatory labels changed by oytput floating,
regardless of the process status. An operation which tries to write to such an objectand would causd floating fails
with the relevant confinement violation error.

Implementation restrictions

trusted implementation of PCTE may have implementation-defined restrictions|on various
spects of the security model. In particular there may be implementation-defined restri¢tions of the
following kinds:

o o

-| restrictions on the number of confidentiality classes (0 or more);
-| restrictions on the number of integrity classes.(0 or more);

-| restrictions on the form of the confidentiality labels, e.g. may not allow a disjunction;
-| restrictions on the form of the integrity‘labels, e.g. may not allow a conjunction;

-| restrictions on creation of links between levels (e.g. may not allow any links to crosp differently
labelled objects for designated information classes).

el

1 some implementations there may be predefined classes. These predefined clagses may be
rotected using particular implémentation-defined techniques.

~

w

ome aspects of 'the security policy of any PCTE environment are enforced by the PCTE
iterfaces. Any attempt to violate the built-in policy aspect raises the error condition
ECURITY, POLICY_WOULD_BE_VIOLATED.

8=

Che pre
"accoun

: g n modification.
Thus, for all these SDSs, the atomic and composite ACLs contain one entry corresponding to the
predefined security group ALL_USERS - which is automatically set in the discretionary context
of all processes - with WRITE_ATTRIBUTES, WRITE_LINKS, APPEND_LINKS and
DELETE access DENIED. The other access rights are set to UNDEFINED.

.
a

have to be protected against

ietasds” and

20.1.8.2 Covert channels

228

A covert channel is a communication channel that allows a process to transfer information in a
manner which violates the system's security policy. The mandatory and discretionary security
conditions defined in previous clauses are enforced throughout the PCTE Abstract Specification.
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An appropriate error condition is raised whenever a given operation would result in a violation of
such rules and of the other aspects of the built-in policy.

Two kinds of access are identified for the purposes of mandatory security:

- data access: accesses of this kind are implied when data items are exphcltly transferred
between a process and an object.

- bitwise access: accesses of this kind are implied when the status of an object (or of a process)
is modified or queried as a side effect of an operation. The term "status" is used here as
opposed to the data values held in the object and which can be manlpulated via the data

—acCesses defined above.

A bitwise read access is:

- an integrity covert channel where the process strictly dominates the object.in integtity;

- a confidentiality covert channel where the object strictly dominates the process in
confidentiality.

A bitwise write access is:

- a confidentiality covert channel where the process strictly dominates the object in
confidentiality;

- an integrity covert channel where the object strictly dotninates the process in integfity.

Both kinds of access imply transfer of informatjon-between processes and objegts (or other
processes). However, in the built-in policy, control of information flow is dealt with differently
for the two kinds of access:

- all "data accesses" must conform to the 'mandatory security rules as defined garlier in this
major clause;

- a certain number of "bitwise accesses" are allowed which would otherwise violat¢ the security
rules. These are classified as igtrinsic covert channels. PCTE implementationg can restrict
information flow through covert channels. The events lcadmg to intrinsic covert channels are
all those associated with bitwise write accesses.

The following operations imply bitwise read access:

- LOCK_SET_OBJECT, LOCK_UNSET_OBJECT, LOCK_SET_INTERNAL_MODE,
LOCK_RESET INTERNAL_MODE;

- any access tolan object which implies a check on access rights.
The following operations imply bitwise write access:

- LOCKCSET_OBJECT, LOCK_UNSET_OBJECT, LOCK_SET_ INTERN AL_MODE,
LOCK_RESET_ INTERNAL _MODE;

- . ACTIVITY_START, ACTIVITY_ABORT, ACTIVITY_END;
E

MESQCACE RECRIVE NO- WAIT AMEQQ A
AVEL VYO, INIOOULOTV L INOU_ YW Iy, IVEL AW AT

PEEK if the message queue is full;
- LINK_CREATE (creation of an implicit link);
- any write to the audit file;

MESSAGE_

- any write to the accounting log;
- any implicit creation or deletion of a usage designation link;

- any operation which creates or deletes an object (creation or deletion of an
"object_on_volume" link);

- OBJECT_MOVE, on the destinations of external non-designation links of the object (if
moved) and each moved component.
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20.2 Operations for mandatory security operation

20.2.1

20.2.2

DEVICE_SET_CONFIDENTIALITY_RANGE

DEVICE_SET_CONFIDENTIALITY_RANGE (
device : Device_designator,
high_label : Security_label,
low_iabel : Security_label

)

© ISO/IEC

DEVICE_SET_CONFIDENTIALITY_RANGE sets the confidentiality range high label and

nfidentiality range lIow label of device to high_label and low_label respectively, subject to the

owing conditions, where device' is device with the confidentiality range so change

ITHIN_RANGE (device’, device):

WITHIN_RANGE (device’, station) must be true.

eration. _
write lock of the default mode is obtained on devicé:

Errors

CESS_ERRORS (device, ATOMIC, CHANGE, CONTROL_MANDATORY)
VICE_IS_UNKNOWN (device)
ONFIDENTIALITY_LABEL_IS_INVALID (high_label)

C
CONFIDENTIALITY_LABEL_IS_INVALID (low_label)
L

ABEL_RANGE_IS_BAD (high)label, low label)
ROCESS_IS_IN_TRANSACTION
ANGE_IS_OUTSIDE_RANGE (object, station)

R
If|there is a volume volume mounted on the device:

RANGE_IS_OUTSIDE_RANGE (volume, object)

NPTE - It is possible) that the range is being enlarged and reduced at the same time, e.g. if both Ai
op_label are upgtades, in which case all relevant constraints must be applied.

DEVICE_SET_INTEGRITY_RANGE
DEVICE_SET_INTEGRITY_RANGE (

ianator
Ralor

, Station 18

c

f

the workstation controlling device, simply enlarged is CONFIDENTIALITY |RANGE_
WITHIN_RANGE (device, device’), and simply_reduced is CONFIDENTIALITY
W

| RANGE_

If simply_enlarged or not simply_reduced, then CONFIDENTIALITY |RANGE_

If simply reduced or not simply_enlarged, and there is a volume volume mounted on device,
then CONFIDENTIALITY_RANGE_WITHIN_RANGE (voliime, device’) must bg true.

floating of security labels is switched on for the calling process, the facility is ignored for this

gh_label and

high_label : Security_label!,
low_label : Security_label

)

DEVICE_SET_INTEGRITY_RANGE sets the integrity range high label and integrity range low
label of device to high_label and low_label respectively, subject to the following conditions,
where device’ is device with the integrity range so changed, station is the workstation controlling
device, simply enlarged is INTEGRITY_RANGE_WITHIN_RANGE (device, device’) and
simply_reduced is INTEGRITY_RANGE_WITHIN_RANGE (device', device):

- If simply _enlarged or not simp
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(device’, station) must be true.

ly_reduced, then INTEGRITY_RANGE_WITHIN_RANGE
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- If simply reduced or not simply enlarged, and there is a volume volume mounted on device,
then INTEGRITY_RANGE_WITHIN_RANGE (volume, device’) must be true.

If floating of security labels is switched on for the calling process, the facility is ignored for this
operation. .

A write lock of the default mode is obtained on device.

Errors

ACCESS_ERRORS (device, ATOMIC, CHANGE, CONTROL_MANDATORY)
EVICE_IS_UNKNOWN (device) '
NTEGRITY_LABEL_IS_INVALID (high_label)
GRITY_LABEL_IS_INVALID (low_label)
ABEL_RANGE_IS_BAD (high_label, low_label)
ROCESS_IS_IN_TRANSACTION
NGE_IS_OUTSIDE_RANGE (object, station)
there is a volume volume mounted on the device:
RANGE_IS_OUTSIDE_RANGE (volume, object)

OTE - It is possible that the range is being enlarged and reducedcat the same time, e.g. if both #igh_label and
low_label are upgrades, in which case all relevant constraints mustbe.applied.

20.2.3| EXECUTION_SITE_SET_CONFIDENTIALITY_RANGE

EXECUTION_SITE_SET_CONFIDENTIALITY. RANGE (
execution_site . Execution_site_designator,
high_label : Security_label,
low_label : Security_label

)

XECUTION_SITE_SET_CONEIDENTIALITY_RANGE sets the confidentiality range high

label and confidentiality range low label of execution_site to high_label and low_label

spectively, subject to the following conditions, where execution_site’ is execution_site with the
onfidentiality range so changed.

CONFIDENTIALITY_RANGE_WITHIN_RANGE (execution_site’, execution| site) or not
CONFIDENTIALITY: RANGE_WITHIN_RANGE (execution_site, execution_site")

for each deviCe D controlled by execution_site,
CONFIDENTIALITY_RANGE_WITHIN_RANGE (D, execution _site’) is true.

for each process P executing on execution_site,
CONFIDENTIALITY_LABEL_WITHIN_RANGE (P execution_site’) is true.

floating of security labels is switched on for the calling process, the facility is ignpred for this
peration,

A write lock of the default mode is established on execution_site.

Errors

ACCESS_ERRORS (execution_site, ATOMIC, CHANGE, CONTROL_MANDATORY)
DEVICE_IS_UNKNOWN (execution_site)
CONFIDENTIALITY_LABEL_IS_INVALID (high_label)
CONFIDENTIALITY_LABEL_IS_INVALID (low_label)
LABEL_IS_OUTSIDE_RANGE (D, execution_site)

LABEL_IS_OUTSIDE_RANGE (P, execution_site)

LABEL_RANGE_IS_BAD (high_label, low_label)
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PROCESS_IS_IN_TRANSACTION

20.2.4 EXECUTION_SITE_SET_INTEGRITY_RANGE

20.2.5 | OBJECT_SET_CONFIDENTIALITY_LABEL

232

EXECUTION_SITE_SET_INTEGRITY_RANGE (
execution_site : Execution_site_designator,
high_label : Security_label,

low_label : Security_label

)

E . _SET_ _ € ,
range low label of execution_site to high_label and low_label respectively, subject to,th
nditions, where execution_site’ is execution_site with the integrity range so changed.

Ifl INTEGRITY_RANGE_WITHIN_RANGE (execution_site’, execution_s{te) or not
INTEGRITY_RANGE_WITHIN_RANGE (execution_site, execution_site":

- | for each device D controlled by execution_site, INTEGRITY_RANGE_WITHIN_RANGE (D,
execution_site’) is true.

- | for each process P executing on execution_site, INTEGRITY{LABEL_WITHIN_RANGE (P,
execution_site’) is true.

If] floating of security labels is switched on for the calling process, the facility is ignored for this
operation.

d integrity
e following

write lock of the default mode is established on execution_site.

Errors

CESS_ERRORS (execution_site, ATOMIC, CHANGE, CONTROL_MANDATORY)
VICE_IS_UNKNOWN (execution_site)
(TEGRITY_LABEL_IS_INVALID (high label)
NTEGRITY_LABEL_IS_INVALID (low_label)
ABEL_IS_OUTSIDE_RANGED, execution_site)
ABEL_IS_OUTSIDE_RANGE (P, execution_site)
ABEL_RANGE_IS_BAD(high_label, low_label)
ROCESS_IS_IN_TRANSACTION

ja= i el walll il = =)

OBJECTSET_CONFIDENTIALITY_LABEL (
object : Object_designator, :
fabel  : Security_label

O o label.

If the previous value of the confidentiality label of object is L, then
tI)QELATIVE_LABE‘.L_DOMINATES_IN_CONFIDENTIALl"TY (calling process, label, L) must
e true.

CONFIDENTIALITY_LABEL_WITHIN_RANGE (object, volume) must remain true, where
volume is the volume on which the object resides.

If floating of security labels is switched on for the calling process, the facility is ignored for this
operation.

A write lock of the default mode is obtained on the designated object.
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20.2.6 OBJECT_SET INTEGRITY_ LABEL

20.2.7

Errors :
ACCESS_ERRORS (object, ATOMIC, CHANGE, CONTROL_MANDATORY)

: 1995(E)

CONFIDENTIALITY_CONFINEMENT_WOULD_BE_VIOLATED (object, ATOMIC)

CONFIDENTIALITY_LABEL_IS_INVALID (label)
LABEL_IS_OUTSIDE_RANGE (object, volume)
OBJECT_IS_A_PROCESS (object)

OBJECT_LABEL_CANNOT_BE_CHANGED_IN_TRANSACTION (object)

OBJECT_SET_INTEGRITY_LABEL (
object : Object_designator,
label  : Security_label

)

OBJECT_SET_INTEGRITY_LABEL sets the integrity label of object to label.

[f the previous value of the integrity label of object i
RELATIVE_LABEL_DOMINATES_IN_INTEGRITY (calling process, L, label) my

INTEGRITY_LABEL_WITHIN_RANGE (object, volume) must remain true, whg
the volume on which object resides.

operation.
A write lock of the default mode is obtained on-the designated object.

[Errors

ACCESS_ERRORS (object, ATOMIEC, CHANGE, CONTROL_MANDATORY)
INTEGRITY_CONFINEMENT_WOULD_BE_VIOLATED (object, ATOMIC)
INTEGRITY_LABEL_IS_INVALID (label)

LABEL_IS_OUTSIDE_RANGE (object,volume)

OBJECT_IS_A_PROCESS (object)

OBJECT_LABEL_CANNOT_BE_CHANGED_IN_TRANSACTION (object)

VOLUME_SET_CONFIDENTIALITY_RANGE

VOLUME_SET_CONFIDENTIALITY_RANGE (
volume : Volume_designator,
high_label : Security label,
low_label : Security_label

s L, then
st be true.

e volume is

[f floating of security labels is switched on for the €alling process, the facility is ignored for this

)

VOLUME_SET_CONFIDENTIALITY_RANGE sets the confidentiality hig

h label and

confidentiality low label of volume to high_label and low label respectively subject to the

following conditions, where volume’ is volume with its confidentiality range

so changed,

simply enlarged is CONFIDENTIALITY_RANGE_WITHIN_RANGE (volume, volume’), and
simply reduced is CONFIDENTIALITY_RANGE_WITHIN_RANGE (volume’, volume).

- If simply_enlarged or not simply_reduced, let device be the device on which the volume is
mounted, then CONFIDENTIALITY_RANGE_WITHIN_RANGE (volume’, device) must be

true,.

- If simply_reduced or not simply enlarged, then for each object G residing on the volume,

CONFIDENTIALITY_LABEL_WITHIN_RANGE (G, volume’) must be true.
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If floating of security labels is switched on for the calling process, the facility is ignored for this

operation. .
A write lock of the default mode is obtained on volume.

Errors
ACCESS_ERRORS (volume, ATOMIC, CHANGE, CONTROL_MANDATORY) -

CONFIDENTIALITY_LABEL_IS_INVALID (high_label)
CONFIDENTIALITY_LABEL_IS_INVALID (low_[abel)

For each object G residing on volume:
LABEL_IS_OUTSIDE_RANGE (G, device)

LABEL_RANGE_IS_BAD (high_label, low_label)
RANGE_IS_OUTSIDE_RANGE (volume, device)
PROCESS_IS_IN_TRANSACTION
VIOLUME_HAS_OBJECT_OUTSIDE_RANGE (volume, high_label, low_label)
VIOLUME_IS_UNKNOWN (volume)

low_label are upgrades, in which case both constraints must be applied.

20.2.8 | VOLUME_SET_INTEGRITY_RANGE

234

VOLUME_SET_INTEGRITY_RANGE (
volume : Volume_designator,
high_label : Security_label,
low_label : Security_label

)

l4bel of volume to high_label and Jow_label respectively subject to the following

INTEGRITY_RANGE_WITHIN_RANGE (volume’, volume):

mounted, then INTEGRITY_RANGE_WITHIN_RANGE (volume’, device) must

If simply _reduced or not simply_enlarged, then for each object G residing on the v
INTEGRITY “EABEL_WITHIN_RANGE (G, volume’) must be true.

operation.
Al write)lock of the default mode is obtained on volume.

NPTE - It is possible that the range is being enlarged and reduced at the same time, e.g. if both A

VIOLUME_SET_INTEGRITY_RANGE sets the integrity range high label and integrit

If simply enlarged or net simply reduced, let device be the device on which the vo:fme is

gh_label and

y range low
conditions,

where volume’ is volume with its integrity range so changed, simply enlarged is
INTEGRITY_RANGE_WITHIN_RANGE (volume, volume’), and simply_

reduced is

e true.

ume,

If floating 6f-security labels is switched on for the calling process, the facility is ignqred for this

EllUlB

ACCESS_ERRORS (volume, ATOMIC, CHANGE, CONTROL_MANDATORY)
INTEGRITY_LABEL_IS_INVALID (high_label)
INTEGRITY_LABEL_IS_INVALID (low_label)

For each object G residing on volume:
LABEL_IS_OUTSIDE_RANGE (G, device)

LABEL_RANGE_IS_BAD (high_label, low_label)
RANGE_IS_OUTSIDE_RANGE (volume, device)
PROCESS_IS_IN_TRANSACTION |
VOLUME_HAS_OBJECT_OUTSIDE_RANGE (volume, high_label, low_label)
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VOLUME_IS_UNKNOWN (volume)

NOTE - It is possible that the range is being enlarged and reduced at the same time, e.g. if both high_label and
low_label are upgrades, in which case both constraints must be applied.

20.3 Mandatory security administration operations
20.3.1 CONFIDENTIALITY_CLASS_INITIALIZE

CONFIDENTIALITY_CLASS_INITIALIZE (
object : Confidentiality_class_designator,
class_name : Name,
to_be_dominated [ Confidentiality_class_designator ]

)

CONFIDENTIALITY_CLASS_INITIALIZE initializes object as a,¢onfidentialjty class. A
known_mandatory_class" link keyed by class_name is created from the master of the mandatory
irectory to object. If to_be dominated is supplied, a "dominates_in_confidentiglity" link is
reated from object to to_be_dominated, and a "confidentiality (dominator” link is ¢reated from
be_dominated to object.

f to_be_dominated is not supplied, the operation creates a riew confidentiality tower fonsisting of
he one confidentiality class object. If to_be_dominated-iSsupplied, the operation aglds object to
he tail (the 'top") of an existing confidentiality tower.

rite locks of the default mode are obtained on the-created links.

rrors

CCESS_ERRORS (the mandatory directory, ATOMIC, MODIFY, APPEND_LINKS)
CCESS_ERRORS (object, ATOMIC, CHANGE, APPEND_IMPLICIT)

fto_be dominated is supplied:
ACCESS_ERRORS (object, ATOMIC, MODIFY, APPEND_LINKS)
ACCESS_ERRORS (t0_be dominated, ATOMIC, MODIFY, APPEND_LINKS

NDATORY_CLASS_ISLALREADY_DOMINATED (to_be_dominated)
ANDATORY_CLASS IS KNOWN(object)
ANDATORY_CLASSZIS_UNKNOWN (to_be_dominated)
ANDATORY_CLASS_NAME_IS_IN_USE (class_name)
ROCESS_IS_IN-TRANSACTION

OTE - This aperation does not change any copies of the mandatory directory.

20.3.2( GROUP_DISABLE_FOR_CONFIDENTIALITY_DOWNGRADE
GROUP_DISABLE_FOR_CONFIDENTIALITY_DOWNGRADE (

group —User_designator{User_group_designator|
Program_group_designator,
confidentiality_class  : Confidentiality_class_designator

)

(_}ROUP_DISABLE_FOR__CONFIDENTIALITY_DOWNGRADE deletes a "may_downgrade"
link from group to confidentiality class and a "downgradable_by" link from confidentiality class
to group.

Write locks of the default mode are obtained on the deleted links.

Errors
ACCESS_ERRORS (group, ATOMIC, MODIFY, WRITE_LINKS)
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ACCESS_ERRORS (confidentiality _class, ATOMIC, MODIFY, WRITE_LINKS)
MANDATORY_CLASS_IS_UNKNOWN (confidentiality class)
SECURITY_GROUP_IS_NOT_ENABLED (group, confidentiality class)
SECURITY_GROUP_IS_UNKNOWN (group)

20.3.3 GROUP_DISABLE_FOR_INTEGRITY_UPGRADE

GROUP_DISABLE_FOR_INTEGRITY_UPGRADE (
: i gnator,

integrity_class : Confidentiality_class_designator

GROUP_DISABLE_FOR_INTEGRITY_UPGRADE deletes a "may_upgrade™link from group
td integrity_class and an "upgradable_by" link from integrity_class to group.

rite locks of the default mode are obtained on the links so deleted.

rrors

W
E
AICCESS_ERRORS (group, ATOMIC, MODIFY, WRITE_LINKS)
AICCESS_ERRORS (integrity _class, ATOMIC, MODIFY, WRITE_LINKS)
MANDATORY_CLASS_IS_UNKNOWN (integrity_class)
SECURITY_GROUP_IS_NOT_ENABLED (group, integrity class)
SECURITY_GROUP_IS_UNKNOWN (group)

20.3.4 GROUP_ENABLE_FOR_CONFIDENTIALITY_DOWNGRADE

GROUP_ENABLE_FOR_CONFIDENTIAEITY_DOWNGRADE (
group : User_designator | User_group_designator |
, Program_group_designator,
confidentiality_class  : Confidentiality_class_designator

) .
GROUP_ENABLE_FOR_CONFIDENTIALITY_DOWNGRADE creates a "may_downgrade"
link, keyed by the confidentiality class name of confidentiality class, from group to
confidentiality class .and a "downgradable_by" link, keyed by the group identifier, from
confidentiality class to.group.

Irite locks of the default mode are obtained on the links so created.

W
Hrrors

ACCESS_ERRORS (group, ATOMIC, MODIFY, APPEND_LINKS)
ACCESS_ERRORS (confidentiality class, ATOMIC, MODIFY, APPEND_LINKS)
MANDATORY_CLASS_IS_UNKNOWN (confidentiality class)
SECURITY_GROUP_IS_ALREADY_ENABLED (group, conjidentiality _class)
SECURITY_GROUP_IS_UNKNOWN (group)

20.3.5 GROUP_ENABLE_FOR_INTEGRITY_UPGRADE

GROUP_ENABLE_FOR_INTEGRITY_UPGRADE (
group : User_designator | User_group_designator | Program_group_designator,
integrity_class : Confidentiality _class_designator

GROUP_ENABLE_FOR_INTEGRITY_UPGRADE creates a "may_upgrade" link, keyed by the
integrity class name of integrity class, from group to integrity class and an "upgradable_by" link,
keyed by the group identifier, from integrity class to group.
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Write locks of the default mode are obtained on the links so created.

Errors

ACCESS_ERRORS (group, ATOMIC, MODIFY, APPEND_LINKS)
ACCESS_ERRORS (integrity_class, ATOMIC, MODIFY, APPEND_LINKS)
MANDATORY_CLASS_IS_UNKNOWN (integrity_class)
SECURITY_GROUP_IS_ALREADY_ENABLED (group, integrity_class)
SECURITY_GROUP_IS_UNKNOWN (group)

20.3.6) INTEGRITY_CLASS_INITIALIZE

INTEGRITY_CLASS_INITIALIZE (
object : Integrity_class_designator,
class_name : Name,
to_be_dominated :[ Integrity_class_designator ]

)

INTEGRITY_CLASS_INITIALIZE initializes object as an integrity class. A "mandatory_class”
link keyed by class _name is created from the master of the mandatory directory o object. If
to_be _dominated is supplied, a "dominates_in_integrity” link is created from object to
to_be_dominated, and a "integrity_dominator" link is created from to_be_dominated 1o object.

[f to_be_dominated is not supplied, the operation ereates a new integrity tower conpisting of the
pne integrity class object. If to_be_dominated is supplied, the operation adds object tp the tail (the
'top") of an existing integrity tower.

Write locks of the default mode are obtained on the created links.

[Errors

ACCESS_ERRORS (the mandatory:directory, ATOMIC, MODIFY, APPEND_LINKS)
ACCESS_ERRORS (object, ATOMIC, CHANGE, APPEND_IMPLICIT)

[f to_be_dominated is supplied:
ACCESS_ERRORS (object, ATOMIC, MODIFY, APPEND_LINKS)
ACCESS_ERRORS (fo_be_dominated, ATOMIC, MODIFY, APPEND_LINKS)

MANDATORY_CLASS_IS_ALREADY_DOMINATED (to_be_dominated)
MANDATORY _€EASS_IS_KNOWN(object)

MANDATORY CLASS_IS_UNKNOWN (to_be_dominated)
MANDATORY_CLASS_NAME_IS_IN_USE (class_name)

ROCESS. IS_IN_TRANSACTION

INOTE =.This operation does not change any copies of the mandatory directory.

20.3.

USER_EXTEND_CONFIDENTIALITY_CLEARANCE (

user : User_designator,

) confidentiality_class  : Confidentiality_class_designator
USER_EXTEND_CONFIDENTIALITY_CLEARANCE creates a "cleared_for" link, keyed by
the name of the confidentiality class confidentiality _class, from user to confidentiality _class and a
"having_clearance" link, keyed by the group identifier, from confidentiality class to user.

Write locks of the default mode are obtained on the links so created.
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Errors

ACCESS_ERRORS (user, ATOMIC, MODIFY, APPEND_LINKS)
ACCESS_ERRORS (confidentiality class, ATOMIC, MODIFY, APPEND_LINKS)
MANDATORY_CLASS_IS_UNKNOWN (confidentiality_class)
SECURITY_GROUP_IS_UNKNOWN (user) ,
USER_IS_ALREADY_CLEARED_TO_CLASS (user, confidentiality_class
USER_IS_IN_USE (user)

20.3.8

238

U
o
k
W
Hrrors
A
A
M

SECURITY_GROUP_IS_UNKNOWN (user)

U
USER_IS_IN_USE (user)

o

Write locks of the default mode are obtained on the links so deleted.

Hrrors

© ISO/IEC

USER_EXTEND_INTEGRITY_CLEARANCE

USER_EXTEND_INTEGRITY_CLEARANCE (
user : User_designator,
integrity_class : Integrity_class_designator

SER_EXTEND_INTEGRITY_CLEARANCE creates a "cleared_for" link, keyed {
f the integrity class integrity_class, from user to integrity_class,(and a "having_clea
eyed by the group identifier, from integrity class to user.

Urite locks of the default mode are obtained on the links socreated.

CCESS_ERRORS (user, ATOMIC, MODIFY, APPEND_LINKS)
CCESS_ERRORS (integrity _class, ATOMIC, MODIFY, APPEND_LINKS)
IANDATORY_CLASS_IS_UNKNOWN (integrity_class)

SER_IS_ALREADY_CLEARED_TQ_CLASS (user, integrity class)

USER_REDUCE_CONFIDENTIALITY_CLEARANCE

USER_REDUCE_CONFIDENTIALITY_CLEARANCE (
user : User_designator,
confidentiality. class  : Confidentiality_class_designator

)

bnfidentiality. class or to a confidentiality class which dominates confidentiality |
'having_clearance" link from that confidentiality class to user.

y the name
rance" link,

SER_REDUCEJCONFIDENTIALITY_CLEARANCE deletes a "cleared_for" link from user to

class and a

ACCESS_ERRORS (user, ATOMIC, MODIFY, WRITE_LINKS)
ACCESS_ERRORS (confidentiality class, ATOMIC, MODIFY, WRITE_LINKS)
MANDATORY_CLASS_IS_UNKNOWN (confidentiality class)
SECURITY_GROUP_IS_UNKNOWN (user)
USER_IS_NOT_CLEARED_TO_CLASS (user, confidentiality class)
USER_IS_IN_USE (user)

NOTE - There is at most one link that satisfies the conditions above for deletion.
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20.3.10 USER_REDUCE_INTEGRITY_CLEARANCE

USER_REDUCE_INTEGRITY_CLEARANCE (
user : User_designator,
integrity_class : Integrity_class_designator

USER_REDUCE_INTEGRITY_CLEARANCE deletes a "cleared_for" link from user to

integrity_class or to an integrity class which dominates integrity class and a "havmg_clearance
link from that integrity class to user.

Write locks of the default mode are obtained on the deleted links,

rrors

ACCESS_ERRORS (user, ATOMIC, MODIFY, WRITE_LINKS)
ACCESS_ERRORS (integrity class, ATOMIC, MODIFY, WRITE_LINKS)
MANDATORY_CLASS_IS_UNKNOWN (integrity_class)
SECURITY_GROUP_IS_UNKNOWN (user)
JSER_IS_NOT_CLEARED_TO_CLASS (user, integrity class)
[JSER_IS_IN_USE (user)

20.4 Mandatory security operations for processes,
20.4.1) PROCESS_SET_CONFIDENTIALITY.LABEL

PROCESS_SET_CONFIDENTIALITY_LABEL (
process : [ Process_designator ],
confidentiality_label  : Security-label

)

[f no value is supplied for process, process designates the calling process.

PROCESS_SET_CONFIDENTIALITY_LABEL sets the confidentiality label df process to
ronfidentiality label.

[f floating of security labels is switched on for the calling process, the facility is iggored for this
bperation.

frrors

[f process is not the calling process: _
ACCESSZERRORS (process, ATOMIC, CHANGE, CONTROL_MANDATORY)
CONFIDENTIALITY_LABEL_IS_INVALID (confidentiality label)

If process is the calling process:

LABEL_IS__OUTSIDE__RANGE (process, execution site of process)
ABEE IS OUTSIDE_RANGE (process, votume omwhich process Tesides)
PROCESS_CONFIDENTIALITY_IS_NOT_DOMINATED (confidentiality label, process)
If process is not the calling process:

PROCESS_LACKS_REQUIRED_STATUS (process, READY)
PROCESS_IS_UNKNOWN (process)

USER_IS_NOT_CLEARED (process, confidentiality label)
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20.4.2 PROCESS_SET_FLOATING_CONFIDENTIALITY_LEVEL

PROCESS_SET_FLOATING_CONF IDENTIALITY_LEVEL (
process : [ Process_designator ], . :
floating_mode : Floating_level

)

If no value is supplied for process, process designates the calling process.
PROCESS_SET__FLOATING_CONFIDENTIALITY_LEVEL sets the floating confidentiality

mlr]:el-o(—pneess—lo#aaug—wde.
rors

If| process is not the calling process: ;
ACCESS_ERRORS (process, ATOMIC, MODIFY, WRITE_ATTRIBUTES)

If process is not the calling process:
PROCESS_LACKS_REQUIRED_STATUS (process, READY)

PROCESS_IS_UNKNOWN (process)

20.4.3 | PROCESS_SET_FLOATING_INTEGRITY_LEVEL

PROCESS_SET_FLOATING_INTEGRITY_LEVEL (
process : [ Process_designator ],
floating_mode : Floating_level

)

f no value is supplied for process, process designates the calling process.

OCESS_SET_FLOATING_INTEGRITY_LEVEL sets the floating integrity level gf process to
ating_mode.

| e

Brrors

|l

f process is not the calling process: ,
ACCESS_ERRORS (process, ATOMIC, MODIFY, WRITE_ATTRIBUTES)

It process is not the calling process:
PROCESS_LACKS \REQUIRED_STATUS (process, READY)

BROCESS_IS_UNKNOWN (process)

20.4.4 | PROCESS'SET_INTEGRITY_LABEL

PROCESS_SET_INTEGRITY_LABEL (
process : [ Process_designator ],
integrity_label : Security_{abel

If o vatue s supptied for process; processdesignatesthe-calling process:
PROCESS_SET_INTEGRITY_LABEL sets the integrity label of process to integrity_label.

If floating of security labels is switched on for the calling process, the facility is ignored for this
operation.

Errors

If process is not the calling process:

ACCESS_ERRORS (process, ATOMIC, CHANGE, CONTROL_MANDATORY)
PROCESS_INTEGRITY_DOES_NOT_DOMINATE (integrity_label, process)
INTEGRITY_LABEL_IS_INVALID (integrity label)
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If process is the calling process:
LABEL_IS_OUTSIDE_RANGE (process, execution site of process)

LABEL_IS_OUTSIDE_RANGE (process, volume on which process resides)

If process is not the calling process:
PROCESS_LACKS_REQUIRED_STATUS (process, READY)

PROCESS_IS_UNKNOWN (process)

21 Auditing

21.1 Auditing concepts
21.1.1 Audit files

Selectable_event_type = WRITE | READ | COPY | ACCESS_CONTENTSY EXPLOIT
| CHANGE_ACCESS_CONTROL_LIST | CHANGE_LABEL
| USE_PREDEFINED_GROUP | SET_USER_IDENTITY
| WRITE_CONFIDENTIALITY_VIOLATION | READ_CONFIDENTIALITY_VIOLATION
| WRITE_INTEGRITY_VIOLATION | READ_INTEGRITY VIOLATIONICOVERT CHANNEL
| INFORMATION

Mandatory_event_type = CHANGE_IDENTIFICATION.|'SELECT_AUDIT_EVENT
| SECURITY_ADMINISTRATION

Auditing_record = Object_auditing_record
| Exploit_auditing_record
| Information_auditing_record
| Copy_auditing_record
| Security_auditing_record

Basic_auditing_record ::

USER : Group_identifier

TIME : Time

WORKSTATION  : Exact_identifier ,

EVENT_TYPE »Selectable_event_type | Mandatory_event_type
RETURN_CODE “l-Return_code

PROCESS : Exact_identifier

Object_auditing_record :: Basic_auditing_record &&
OBJECT.\: Exact_identifier

Exploit_auditing_record :: Basic_auditing_record &&
NEWPROCESS : Exact_identifier
EXPLOITED_OBJECT : Exact_identifier

Information_auditing_record :: Basic_auditing_record &&
INFORMATION : String

Copy_auditing_record :: Basic_auditing_record &&
~Exact—identifier

DESTINATION : Exact_identifier

Security_auditing_record :: Basic_auditing_record &&
GROUP  : Exact_identifier

Exact_identifier = Text

Audit_file = seq of Auditing_record

Return_code = FAILURE | SUCCESS

sds discretionary_security:

import object type system-object, system-workstation;
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audit_file: child type of object with
contents audit_fite;
link
audit_of: reference link (number) to workstation reverse audit;
end audit_file; :

extend object type workstation with
link ,
audit: (navigate) existence link to audit_file reverse audit_of;
end workstation;

end discretionary_security;

Ah audit file is an object which stores data associated with events that occur omyonhe or more
wprkstations. It may be associated with one or more workstations which, sharg the same

administration volume. The audit file associated with a workstation is the destination of an "audit"

T

O
O

li]:k from the workstation.

Epent-type-specific fields are defined as follows:

¢ audit file contains auditing records, each of which records information concerning one event
the workstation. An auditing record has a general part and a part that depends on thg event type
{ the event being audited. -

The general part, represented by the ﬁélds of the basic auditing record, is defined as follows:

USER: the identity of the user invoking the operation giviag rise to the event;
TIME: the system time of the event; .

WORKSTATION: the workstation on which theevent takes place;
EVENT_TYPE: the event type of the event;

RETURN_CODE: FAILURE if the operation giving rise to the event terminates {n an error,
SUCCESS otherwise;

PROCESS: the process performing the operation giving rise to the event.

Events of type SELECT_AUDIT_EVENT are represented by basic auditing records;

For object auditingirecords, representing events of types WRITH, READ,
ACCESS_CONTENTS, CHANGE_ACCESS_CONTROL_LIST, CHANGE_LABEL,
WRITE_CONFIDENTIALITY_VIOLATION, READ_CONFIDENTIALITY_VIDLATION,
WRITE_INTEGRITY_VIOLATION, READ_INTEGRITY_VIOLATION, SECURITY_
ADMINISTRATION, and COVERT_CHANNEL.:

OBJEET: the object on which the operation takes place.
For exploit auditing records, representing events of type EXPLOIT:

NEW_PROCESS: the process resulting from the exploitation of the object] e.g. if the
operation has started execution of a program;

EXPLOITED_OBIJECT: the object being exploited.
For information auditing records, representing events of type INFORMATION:
INFORMATION: the message associated with the event.

For copy auditing records, representing events of types COPY and
CHANGE_IDENTIFICATION: '

SOURCE: the object being copied from, or the old identification of the object;
DESTINATION: the object being copied to, or the new identification of the object.

For security auditing records, representing events of types USE_PREDEFINED_GROUP, and
SET_USER_IDENTITY:
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GROUP: the group being used, the user identifier being set or the user performing the audit
selection.

If, when writing to the audit file, the write fails because the audit file is unavailable for some
reason, then the operation which caused the auditable event to occur waits until an audit file is
made available, unless the calling process is acting with the predefined group PCTE_AUDIT. The
means by which the audit file unavailability is notified to the operators of the PCTE installation is
implementation-defined. ‘

NOTES

1 The usage mode of the "audit" link type prevents any create or delete accesses. It is. the role of an
fmplementation-dependent bootstrap procedure to ensure that the audit file exists on a wotkstation when it is
brought up. The audit data must be protected so that access to it is limited to users who are“authgrized for audit
data.

D No constraints on the label of the audit file are enforced by the system when the system writes fo the audit file
i.e. it is up to the auditor to define it). When the system writes to the audit file, a’bitwise write ocqurs but even in
the case where this bitwise write results in a covert channel, it is not audited.

21.1.2| Audit selection criteria

General_criterion = Selectable_event_type * SelectedCreturn_code
User_criterion = Selectable_event_type * Group_identifier
Confidentiality_criterion = Selectable_event_type‘* Security'_'labely
Integrity_criterion = Selectable_event_type “Security_label -
Object_criterion = Selectable_event_type* Object. designator
Audit_status = ENABLED | DISABLEDR

Selection_criterion = General_criterion | Specific_criterion ,
Specific_criterion = User_criterion | Confidentiality_criterion | Intégi'ity_criferion | Object_;criterion
Removed_criterion = Selectable_event_type | Specific_criterion
Selected_return_code = Return_code | ANY_CODE

Criterion_type = GENERAL | USER_DEPENDENT | CONFIDENTIALITY_DEPENDENT |
INTEGRITY_DEPENDENT | OBJECT_DEPENDENT

General_criteria = set of General_criterion
User_criteria = set of User_criterion
Confidentiality_criteria = set of Confidentiality_criterion
Integrity_criteria = set of Integrity_criterion
Object_criteria = set of Object_criterion

Criteria = General_criteria | User_criteria | Contidentiatity_criteria [ Integrity_criteria | Object_criteria

Event types may be selected for auditing on a per workstation basis. When a selected event
occurs, audit data is written to the audit file associated with the workstation where the event
occurred. The event types CHANGE_IDENTIFICATION, SELECT_AUDIT_EVENT and
SECURITY_ADMINISTRATION are always audited, regardless of the current selection criteria.
A list of event types is in annex E.

Selected events are only audited when auditing is enabled on the workstation. When auditing is
disabled, only the event types that are always audited are audited.

Events are selected on the basis of their types and either a return code, a user, an object, or a label.
Each workstation maintains a set of audit selection criteria. The set of audit selection criteria is not
persistent across workstation failure. :
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21.2 Auditing operations
21.2.1

244

Criteria of each type select events as follows:

4
A

AUDIT_ADD_CRITERION adds the criteriott criterion to the audit selection ¢
workstation station. Events of the type specified in criterion will then be audited on station,
dependent on the type of criterion specified;

General criterion: all events of the specified type and with the specified return code are selected
for auditing, or if the specified return code is ANY_CODE then all events of that type are
selected.

User-dependent criterion: all events of the specified type and being performed on behalf of the
user identified by the group identifier are selected for auditing.

Conﬁdenuahty-dependent criterion: all events of the specified type that are performed on objects

nfidentiality label are selected for auditing

Integrity-dependent criterion: all events of the specified type that are performed on gbjects of the
specified integrity label are selected for auditing.

Object-dependent criterion: all events of the specified type that are performed on the specified
object are selected for auditing.

AUDIT_ADD_CRITERION

AUDIT_ADD_CRITERION (
station : Workstation_designator,
criterion : Selection_criterion

)

teria for the

General criterion: The events are recorded on the basis of the return code of the operation
generating the event. If the eventtype is already selected with the same return c¢de, then the
operation has no effect.

Confidentiality-dependent. criterion: Events performed on objects of the specified
confidentiality label are audited on szation. If the event type and conﬁdentlallty labgl are already
selected then the operation has no effect.

Integrity-dependent criterion: Events performed on objects of the specified integrity label are be
audited on station: If the event type and integrity label are already selected then the operation
has no effect:

Object-dependent criterion: Events performed on the specified object are auditedl on station.
The object specified by criterion must be accessible. If the event type and object are already
selected then the operation has no effect.

User-dependent criterion: Events performed by the specified user are audited on sjation. If the

event type and user are already selected then the operation has no effect.

Errors

For confidentiality-dependent criterion:

CONFIDENTIALITY_LABEL_IS_INVALID (security label specified by criterion)

For object-dependent criterion:

DISCRETIONARY_ACCESS_IS_NOT_GRANTED (specified object, ATOMIC)

For user-dependent criterion:

GROUP_IDENTIFIER_IS_INVALID (group identifier of criterion)
USER_IS_UNKNOWN (user specified by criterion)

For integrity-dependent criterion:

INTEGRITY_LABEL_IS_INVALID (security label specified by criterion)
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OBJECT_IS_INACCESSIBLE (station, ATOMIC)
PRIVILEGE_IS_NOT_GRANTED (PCTE_AUDIT)
WORKSTATION_IS_UNKNOWN (station)

21.2.2 AUDIT_FILE_COPY_AND_RESET

21.2.3 AUDIT_FILE_READ

21.24

AUDIT_FILE_COPY_AND_RESET (
source : Audit_file_designator,
destination : Audit_file_designator

t

)

AUDIT_FILE_COPY_AND_RESET copies the audit file source into the auditfile destination.
The contents of source is cleared. No audit records are lost.

This operation may not be invoked from within a transaction.

Write locks of the default mode are obtained on source, on destination, and on the created and
deleted links.

Errors

ACCESS_ERRORS (source, ATOMIC, MODIFY, (READ_CONTENTS,
WRITE_CONTENTS))

ACCESS_ERRORS (destination, ATOMIC, MODIFY; WRITE_CONTENTS)
OBJECT_IS_IN_USE_FOR_MOVE (destination)
AUDIT_FILE_IS_NOT_ACTIVE (source)
PRIVILEGE_IS_NOT_GRANTED (PCTE_AUDIT)
PROCESS_IS_IN_TRANSACTION

AUDIT_FILE_READ (
audit_file . : Audit_file” designator
)

records : Audit_file

AUDIT_FILE_READ reads the contents of the audit file audit_file, returning the result as a
sequence of auditing records in records.

Errors
ACCESS2ERRORS (audit_file, ATOMIC, READ, READ_CONTENTS)

AUDIT_GET_CRITERIA
AUDIT_GET_CRITERIA (

station © : Workstation_designator,
criterion_type : Criterion_type
)

criteria : Criteria
AUDIT_GET_CRITERIA returns the set of criteria of the type given by criterion_type that have
been set for the workstation station. The returned set contains the event types that have been
selected mapped to the return codes, mandatory labels, object designators, or user designators
(depending on the criterion_type) associated with each event type.

The set of criteria returned depends on the value of criterion_type:
- GENERAL.: the set of general criteria is returned.
- CONFIDENTIALITY_DEPENDENT the set of confidentiality-dependent criteria is returned.
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INTEGRITY_DEPENDENT: the set of integrity-dependent criteria is returned.
OBJECT_DEPENDENT: the set of object-dependent criteria is returned.
USER_DEPENDENT: the set of user-dependeht criteria is returned.

Errors

OBJECT_IS_INACCESSIBLE (station, ATOMIC)
PRIVILEGE_IS_NOT_GRANTED (PCTE_AUDIT)
WORKSTATIONIS_UNKNOWN-(stationy—————————————————

21.2.5 | AUDIT_RECORD_WRITE

AUDIT_RECORD_WRITE (

text  :String
) ' : : ‘
AUDIT_RECORD_WRITE writes an information auditing record in the audit file aucﬂ

¢_file of the ‘
gcal workstation. The INFORMATION field of the auditing record’is specified by text.

13

[y

rrors

E .
ACCESS_ERRORS (audit_file, ATOMIC, MODIFY, APPEND_CONTENTS)
AUDIT_FILE_IS_NOT_ACTIVE (audit_file)

LIMIT_WOULD_BE_EXCEEDED (MAX_AUDITJINFORMATION_LENGTH)

21.2.6 | AUDIT_REMOVE_CRITERION

AUDIT_REMOVE_CRITERION (
station : Workstation_designator,
criterion . Removed_criterion

) s

AUDIT_REMOVE_CRITERION removes the criterion criterion from the audit criteria of the
orkstation station.

<

or a selectable event type,all general selection criteria with that event type are removef regardless
the return code specified. ‘

r a confidentiality>dependent criterion, events of the selected type performed on objgcts with the
selected confidentiality label are no longer audited.

r an integrity-dependent criterion, events of the selected type performed on obje¢ts with the
selected integrity label are no longer audited.

r an object-dependent criterion, events of the selected type performed on the selected object are
np.lenger audited.

For a user-dependent criterion, events of the selected type performed on behalf of the selected user
are no longer audited. ‘

Errors

For confidentiality-dependent criterion:
CONFIDENTIALITY_CRITERION_IS_NOT_SELECTED (criterion)
CONFIDENTIALITY_LABEL_IS_INVALID (security label specified by criterion)

For event type: '

EVENT_TYPE_IS_NOT_SELECTED (criterion)

For integrity-dependent criterion:

INTEGRITY_CRITERION_IS_NOT_SELECTED (criterion)
INTEGRITY_LABEL_IS_INVALID (security label specified by criterion)
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For object-dependent criterion:
DISCRETIONARY_ACCESS_IS_NOT_GRANTED (object ATOMIC)
OBJECT_CRITERION_IS_NOT_SELECTED (criterion)

For user-dependent criterion:
GROUP_IDENTIFIER _IS_INVALID (group identifier of crzterzon)
USER_IS_UNKNOWN (user specified by criterion)
USER_CRITERION_IS_NOT_SELECTED (criterion)

OBJECT_IS_INACCESSIBLE (station, ATOMIC)
PRIVILEGE IS NOT GRANTED (PCTE AUDIT)
WORKSTATION_IS_UNKNOWN (station)

21.2.7) AUDIT_SELECTION_CLEAR

AUDIT_SELECTION_CLEAR {(
station : Workstation_designator
)

AUDIT_SELECTION_CLEAR removes all selected audit criteria-from the workstatign station.

Errors

OBJECT_IS_INACCESSIBLE (station, ATOMIC)
PRIVILEGE_IS_NOT_GRANTED (PCTE_AUDIT)
WORKSTATION_IS_UNKNOWN (station)

21.2.8 AUDIT_SWITCH_OFF_SELECTION

AUDIT_SWITCH_OFF_SELECTIONV
station : Workstation_designator
)

AUDIT_SWITCH_OFF_SELECTION disables auditing on the workstation statiop. Events on
station will no longer be audited; except for the event types that are always audited.

The current auditing selection criteria are maintained.

Errors

OBJECT_IS_INACCESSIBLE (station, ATOMIC)
PRIVILEGE_ISNOT_GRANTED (PCTE_AUDIT)
WORKSTATION_IS_UNKNOWN (station)

21.2.9 AUDIT_SWITCH_ON_SELECTION

AUDIT_SWITCH_ON_SELECTION (
station : Workstation_designator
)

AUDIT_SWITCH_ON_SELECTION enables auditing on the workstation station. Events on
station will then be audited according to the current selection criteria. If auditing is already
enabled, then the operation has no effect.

Errors

OBJECT_IS_INACCESSIBLE (station, ATOMIC)
PRIVILEGE_IS_NOT_GRANTED (PCTE_AUDIT)
WORKSTATION_IS_UNKNOWN (station)
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21.2.10 AUDITING_GET_STATUS

AUDITING_GET_STATUS (
station : Workstation_designator
status : Audit_status

AUDITING_GET_STATUS returns ENABLED if audmng is currently enabled on the
workstation station, and DISABLED otherwise.

O&:ZT _IS_INACCESSIBLE (station, ATOMIC)
PRIVILEGE_IS_NOT_GRANTED (PCTE_AUDIT)
WORKSTATION_IS_UNKNOWN (station)

22 Ac¢ounting

22.1 Adcounting concepts
22.1.1 | Consumers and accountable resources

Consumer_identifier = Natural

Resource_identifier = Natural

sds accounting:

import object type system-object, system-process, system-common_root;
import attribute type system-number;

accounting_directory: child type of object with
link
known_consumer_group: ~(navigate) existence link (consumer_identifier: natural) to
consumer_group; J
known_resource_group: (navigate) existence link (resource_identifier: natu
resource_group; .
accounts_of: implicit link to common_root reverse accounts;

al) to

enhd accounting.directory; ‘
consumer_group: child type of object with
link

consumer_process: (navigate) non_duplicated designation link (number) {0 process;
end consumer_group;

resource_group: child type of object with
fink
resource_group_of: (navigate) reference link (number) to object reverse
in_mcnump_gmnp;
end resource_group;

extend object type process with
link

consumer_identity: (navigate) designation link to consumer_group;
end process;

extend object type object with
link
in_resource_group: (navigate) reference link to resource_group reverse
resource_group_of;
end object;
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extend object type common_root with
link

accounts: (navigate) existence link to accountmg directory reverse accou
end common_root;

end accounting;

: 1995(E)

nts_of;

A consumer group is a group of consumer processes which are accounted together for their usage

of accountable resources.

A resource group is a group of accountable resources, the usage of which are accounted together.

XTS, WOTKStations, S,
queues. There is a resourcc_group_ of" link from the resource group to each of it
resources.

The accounting directory is an administrative object (see 9.1.2).

Each consumer group and each resource group has an associated consumer identifi
identifier respectively which identifies it uniquely within the PCTEdnstallation and
construction of accounting records.
accounting directory to the consumer group and resource group respectively.

and message
} accountable

I OT Tesource
is used in the

These identifiers are key attributes of the links from the

A process may be associated with a consumer group, which is the destinption of the

"consumer_identity" link. If a process is not associated with'a consumer group, accg
effective for that process.

Accounting logs and accounting records

Accounting_log ::
RECORDS : seq of Accounting_record
represented by accounting_log

Accounting_record = Workstation._accounting_record
| Static_context_accounting. record
| Sds_accounting_record
i Device_accounting xrecord
| File_accounting_record
| Pipe_accounting-record
| Message_queue_accounting_record
| Informatien_accounting_record -

Basic_accounting_record ::

unting is still

SECURITY_USER
ADOPTED_USER_GROUP
CONSUMER_GROUP
RESOURCE_GROUP
START_TIME

KIND

MESSAGE_QUEUE | INFORMATION
Workstation_accounting_record :: Basic_accounting_record &&

DURATION : Float
CPU_TIME : Float
SYS_TIME : Float

DURATION : Float
CPU_TIME : Float
SYS_TIME : Float

: Group_identifier

: Group_identifier

: [ Exact_identifier ]
: [ Exact_identifier ]
: Time

. Resource_kind

Sds_accounting_record = Basic_accounting_record

- - KIND = WORKSTATION

Static_context_accounting_record :: Basic_accounting_record &&

- - KIND = STATIC_CONTEXT

--KIND = SDS
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Device_accounting_record :: Basic_accounting_record && --KIND = DEVICE
DURATION : Float :
READ_COUNT . Natural
WRITE_COUNT  :Natural
READ_SIZE : Natural
WRITE_SIZE : Natural

File_accounting_record :: Basic_accounting_record && --KIND =FILE
DURATION : Float
READ_COUNT : Natural.

READ_SIZE : Natural
WRITE_SIZE : Natural

Pipe_accounting_record :: Basic_accounting_record && --KIND = PIPE
DURATION : Float
READ_COUNT : Natural
WRITE_COUNT  :Natural
READ_SIZE : Natural
WRITE_SIZE : Natural

OPERATION

INFORMATION
sds accounting:

Message_queue_accounting_record :: Basic_accounting_record &&

MESSAGE_SIZE
Information_accounting_record :: Basic_accounting_record && - - KIND = INFORMAT! ON

: - - KKIND = MESSAGE_QUEUE
: SEND | RECEIVE
: Natural

: String

import object type system-workstation;

extend object type workstation with
link

end workstation;

accounting_log: child type of object with
contents accounting.log;
tink

end accounting.log;
end accounting;

A
an "is_log_for" link to each associated workstation.
A

has_log: (navigate) reference link to accounting_log reverse is_log_for;

is_log_for: (navigate) reference link (number) to workstation reverse has_log;

n accounting record is a record of accountable resource usage by a process. Each
slart event when the usage is deemed to start and an end event when it is deemed to bg complete.
The accounting record is written to the accounting log associated with the workstatiop which is a

n accounting log is an object associated with a workstation which is a server (see below). It has

nsage has a

server for the accountable resource at the end event. The accountable resource usages are as

follows,

- Use of the contents of a file, pipe, or device (KIND is FILE, PIPE or DEVICE respectively).
The start event is when the process opens the contents (CONTENTS_OPEN); the end event is
when the process next closes the contents (CONTENTS_CLOSE) or when the process

terminates (PROCESS_TERMINATE).

- -Use of a static context or workstation associated with the process (KIND is
STATIC_CONTEXT or WORKSTATION respectively). The start event is when the process
is started (PROCESS_START or PROCESS_CREATE_AND_START); the end event is when

the process terminates (PROCESS_TERMINATE).
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Use of an SDS in the working schema of the process (KIND is SDS). The start event is when
the process is started (PROCESS_START or PROCESS_CREATE_AND_START) or when a
working schema containing the SDS is set (PROCESS_SET_WORKING_SCHEMA); the end
event is when a new working schema is set (PROCESS_SET_WORKING_SCHEMA) or the
process terminates (PROCESS_TERMINATE).

Sending a message to a message queue or receiving a message from a message queue (KIND is
MESSAGE_QUEUE). The start and end events are the same: the sending or receiving of the
message (MESSAGE_SEND_WAIT, MESSAGE_SEND_NO_WAIT,
MESSAGE_RECEIVE_WAIT, MESSAGE_RECEIVE_NO_WAIT).

Certain operations act as an end event followed by a start event for all started accounting
resource usages by the calling process; they are PROCESS_SET_CONSUMER |IDENTITY,
PROCESS_UNSET_CONSUMER_IDENTITY, PROCESS_SET_US$SER, and
PROCESS_ADOPT_GROUP. ‘

Certain operations act as an end event for certain started accounting resource usages by the
calling process; they are WORKSTATION_DISCONNECT foraccountable gesources on
volumes of the workstation; VOLUME_UNMOUNT for accountable resources on the volume;
PROCESS_TERMINATE and ACTIVITY_ABORT for started accounting resource usages by
the process. ACCOUNTING_OFF acts as an end event for all accountable gesources on

volumes of the workstation, for all processes.

Certain events may be end events for started accounting resource usages by the ca
they are failure of the execution site of the process,-and the volume on which the
resource resides becoming inaccessible. In thejcase of static context and SDS

inaccessible volumes, whether such events arecend events or not is implementation

When a resource is made accountable afterits usage has started, or is removed
iccountable before its usage has ended, if such usage is recorded, and if §
mplementation-defined.

f an accountable resource becomes inaccessible to the process, this counts as an end
1sage of that resource.

A process may also write accounting records via ACCOUNTING_RECORD_WRT]
INFORMATION).

A workstation is a server for an accountable resource if the accountable resource
volume mounted on‘a device controlled by the workstation, and the workstation is ass
in accounting log-and accounting is enabled on the workstation.

[he information-in an accounting record depends on the kind of accountable resout

record are.Set as follows.
Basic accounting record (fixed part):

ing process;
accountable
resources on
defined.

from being
o how, are
event for the

I'E (KIND is

resides on a
sociated with

ce involved.

Each accoufiting record has a fixed part and a resource specific part. The fields of the accounting

SECURITY_USER: the group identifier of the user identity of the process;

ADOPTED_USER_GROUP: the group identifier of the adopted user group of the process;
CONSUMER_GROUFP: the exact identifier of the consumer group of the process;

RESOURCE_GROUP: the exact identifier of the resource group of the
resource;

accountable

START_TIME: the time by the system clock at the start event of the usage of the accountable

resource,

DURATION: the duration of the usage of the accountable resource, in seconds, from the

start event to the end event;

INFORMATION: free for use by tools writing accounting records into the accounting log

via ACCOUNTING_RECORD_WRITE; absent in other accounting records.
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CPU_TIME: the consumption of processor time in seconds by the process during the usage

of the workstation or static context;

SYS_TIME: the consumption of system time in seconds by the process during the usage of

the workstation or static context.
Device accounting record, File accounting record, or Pipe accounting record:

READ_COUNT: number of read operations by the process from the device, file, or pipe

during the usage;
during the usage;
during the usage,

during the usage.

Message queue accounting record:
OPERATION: whether the usage was to send of to receive a message;
MESSAGE_SIZE: the size in octets of the message sent or received.
he structure of the accounting log is implementation-defined.

, when writing to an accounting log, the Swrite fails because the accounting log is y
en the operation which caused the accountable event to occur waits until an accou

Fent of the usage of accountable resources, the extent to which the completion of suc
corded in further accountinig records is implementation-defined.

OTES

scarded).

a

The start of accountable usage for a resource may be when it is defined as an accountable resource,
countable usage may be when it is defined to be no longer an accountable resource. While

WRITE_COUNT: number of write operations by the process to the device; fjle, or pipe
READ_SIZE: total size in octets of data read by the process from the.device, file, or pipe
WRITE_SIZE: total size in octets of data written by the process fo the device, file, or pipe

read operation for device accounting purposes is a CONTENTS/READ only. A wrife operation
for device accounting purposes is CONTENTS_WRITE or CONTENTS_TRUNCATE.

navailable,
ting log is

ade available. The means by which;the accounting log unavailability is notified to the operators
F the PCTE installation is implementation-defined. When an end event occurs, the completed
bcounting record is not lost. If there is an abnormal closedown of the workstation before the end

usages are

It is intended that-aceounting logs are persistent across workstation failures, and that modifications to an
counting log are pot-stibject to the transaction rollback mechanism (i.e. updates to an accounting log can never be

ind the end of
the optimum

implementation is to use the start and end of accountability of the resource as the start and end events of usage for

rdsources which are in use at the time of change, it is recognized that this may cause unnecessary co
iffefficiency. An implementation must therefore specify how this situation is handled.

erlication and

3 No constraints on the label of the accounting log are enforced by the system when it writes accounting records,
although a bitwise write occurs. Whether this bitwise write, when it gives rise to a covert channel, is audited or
not, is implementation-defined.

22.2 Accounting administration operations

22.2.1
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ACCOUNTING_LOG_COPY_AND_RESET

ACCOUNTING_LOG_COPY_AND_RESET {
source_log : Accounting_log_designator,
destination_log : Accounting_log_designator
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ACCOUNTING_LOG_COPY_AND_RESET appends the contents of the accounting log
source_log to the contents of the accounting log destination_log. The contents of source_log are
then reset, i.e. the contents of source_log is now empty.

There is no loss of accounting records.
A write locks of the default mode is obtained on source_log.

Errors

ACCESS_ERRORS (source_log, ATOMIC, MODIFY, (READ CONTENTS,
WRITE_CONTENTS))

ACCESS_ERRORS (destination_log, ATOMIC, MODIFY, APPEND_CONTENTS)
ACCOUNTING_LOG_IS_NOT_ACTIVE (source_log)
OBJECT_IS_IN_USE_FOR_MOVE (destination_log)
PROCESS_IS_IN_TRANSACTION

22.2.32 ACCOUNTING_LOG_READ
ACCOUNTING_LOG_READ (

log 1 Accounting_log_designator
)
records : Accounting_log :
ACCOUNTING_LOG_READ returns the sequence of accounting records in the a¢counting log
log. ‘
Errors

ACCESS_ERRORS (log, ATOMIC, READ, READ_CONTENTS)

22.2.3 ACCOUNTING_OFF

ACCOUNTING_OFF (
station . Workstation_designator
)

ACCOUNTING_OFF disables the accounting mechanism on the workstation station.

The "has_log" link from the object station (if there is one) and its reverse "is_log| for" link are
deleted.

Write locksof the default mode are obtained on the deleted link.
Errors

ACCESS_ERRORS (accounting log of station, ATOMIC, MODIFY, WRITE_LINKS)
ACCESS_FERRORS (station, ATOMIC, MODIEY, WRITE_T INKS)

WORKSTATION_IS_UNKNOWN (station)

22.24 ACCOUNTING ON

ACCOUNTING_ON (
log : Accounting_log_designator,
station : Workstation_designator

)

ACCOUNTING_ON enables the accounting mechanism on the workstation station with
accounting log log.

A "has_log" link, reversed by an "is_log_for" link, is created from station to log.
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Write locks of the default mode are obtained on the created links.

Errors

ACCESS_ERRORS (log, ATOMIC, MODIFY, APPEND_CONTENTS)
ACCESS_ERRORS (station, ATOMIC, MODIFY, APPEND_LINKS)
LINK_EXISTS (station, "has_log" link)
OBJECT_IS_NOT_ON_ADMINISTRATION_VOLUME (log, station)
WORKSTATION_IS_UNKNOWN (station)

NDTE - The error LINK_EXISTS indicates that accounting was already enabled.

22.2.5 | ACCOUNTING_RECORD_WRITE

ACCOUNTING_RECORD_WRITE (
log : Accounting_log_designator,
information : String

)
ACCOUNTING_RECORD_WRITE appends a basic accounting.record to the accounting log log.

he fields of the accounting record are set as follows:

-| SECURITY_USER is set to the group identifier of the destination of the "user_identity" link of
the calling process;

-| ADOPTED_USER_GROUP is set to the group identifier of the adopted user group of the
calling process;

-| CONSUMER_GROUP is set to the exact identifier of the destinatipn of the
"consumer_identity" link of the calling process;

-| RESOURCE_GROURP is set to null;

-| KIND is set to INFORMATION;

-| START_TIME is set to the/current system time;

-| INFORMATION is sef to the parameter information.

~]

rrors

|{CCESS_ERRORS (log, ATOMIC, MODIFY, APPEND_CONTENTS)
{CCOUNTING:_ LOG_IS_NOT_ACTIVE (log)
IMIT_WOULD_BE_EXCEEDED (MAX_ACCOUNT_INFORMATION_LENGTH)

| lille e S - o |

22,2.6 | CONSUMER_GROUP_INITIALIZE

——CONSUMER—GROUPINIHALIZES
group : Consumer_group_designator

identifier : Consumer_identifier ,

CONSUMER_GROUP_INITIALIZE establishes the object group as a known consumer group. A
"consumer_group" link is created from the master of the accounting directory to group. The key of
this link is set to a unique value, which is guaranteed never to be re-used as a consumer group
identifier, and is returned in identifier.

Write locks of the default mode are obtained on the created links.

Errors
ACCESS_ERRORS (group, ATOMIC, CHANGE, APPEND_IMPLICIT)
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ACCESS_ERRORS (the accounting directory, ATOMIC, MODIFY, APPEND_LINKS)
CONSUMER_GROUP_IS_KNOWN (group)

22.2.7 CONSUMER_GROUP_REMOVE

CONSUMER_GROUP_REMOVE (
group: Consumer_group_designator

CONSUMER_GROUP_REMOVE remaves the consumer group group from the set of known

Ponsumer groups.

No process must currently use the "consumer_identity" associated with that cohSumer group (i.e.
the object group must not have any "consumer_process" links).

The existence link of type "known_consumer_group" from the accounting directory to group is
deleted.

f it is the only existence link to the object group and if there are.no composition links to group,
hen group is also deleted. In that case, the "object_on_volume” link to group from the volume on
which group was residing is also deleted.

Write locks of the default mode are obtained on the deletedlinks and on group if it is deleted.

Krrors

ACCESS_ERRORS (group, ATOMIC, CHANGE, WRITE_IMPLICIT)
ACCESS_ERRORS (the accounting directory; ATOMIC, MODIFY, WRITE_LINKS)

[f conditions hold for the deletion of the group:
ACCESS_ERRORS (group, COMPOSITE, MODIFY, DELETE)

CONSUMER_GROUP_IS_IN_USE (group)
CONSUMER_GROUP_IS_UNKNOWN (group)
DBJECT_HAS_LINKS_PREVENTING_DELETION (group)
DBJECT_IS_IN_USE_FOR DELETE (group)

22.2.8| RESOURCE_GROUP_ADD OBJECT

RESOURCE-GROUP_ADD_OBJECT (
object- »-Object_designator,
group~. Resource_group_designator

RESOURCE_GROUP_ADD_OBIJECT defines the object object to be an accountable|resource.

An, !in:resource_group" link is created from object to group. Its reverse "resourcg_group_of"
link'1s keyed by the next unused value (see 23.1.2.7).

Write locks of the default mode are obtained on the created links.

Errors

ACCESS_ERRORS (object, ATOMIC, MODIFY, APPEND_LINKS)
ACCESS_ERRORS (group, ATOMIC, MODIFY, APPEND_LINKS)
OBJECT_IS_ALREADY_IN_RESOURCE_GROUP (object, group)
OBJECT_IS_NOT_ACCOUNTABLE_RESQURCE (object)
RESOURCE_GROUP_IS_UNKNOWN (group)
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22.2.9 RESOURCE_GROUP_INITIALIZE

RESOURCE_GROUP_INITIALIZE (
group : Resource_group_designator

identifier : Resource_identifier

RESOURCE_GROUP_INITIALIZE establishes the object group as a known resource group. A
"resource_group" link is created from the master of the accounting directory to group. The key of
this link is set to a unique value, which is guaranteed never to be re-used as a resource group
identifier, and 1s returned 1n identifier.

Write locks of the default mode are obtained on the created links.

Errors
ACCESS_ERRORS (group, ATOMIC, CHANGE, APPEND_IMPLICIT)
A[CCESS_ERRORS (the accounting directory, ATOMIC, MODIFY, APPEND_LINKS)
RESOURCE_GROUP_IS_KNOWN (group)

22.2.10f RESOURCE_GROUP_REMOVE

RESOURCE_GROUP_REMOVE (
group : Resource_group_desighator

RESOURCE_GROUP_REMOVE removes the.resource group group from the sef of known
rgsource groups.

group must have no "resource_group_of" links to accountable resources.

The "known_resource_group" existence link from the accounting directory to group is|deleted. If
itlis the only existence link to group and if there are no composition links to group then group is
also deleted. In that case, the "object_on_volume" link to group from the volume onp which the
group was residing is also deleted:

rite locks of the default mode are obtained on the deleted links and on group if it is deleted.

Errors
CESS_ERRORS (group, ATOMIC, CHANGE, WRITE_IMPLICIT)
CESS_ERRQRS (the accounting directory, ATOMIC, MODIFY, WRITE_LINKS)

If|conditions hold for the deletion of the group:
ACCESS_-ERRORS (group, COMPOSITE, MODIFY, DELETE)

JECT_HAS_LINKS_PREVENTING_DELETION (group)
JECT_IS_IN_USE_FOR_DELETE (group)
RESOURCE_GRQUP_IS_UUNKNOWN (group)

22.2.11 RESOURCE_GROUP_REMOVE_OBJECT

RESOURCE_GROUP_REMOVE_OBJECT (
object : Object_designhator,
group : Resource_group_designator

RESOURCE_GROUP_REMOVE_OBIJECT removes the object object as an accountable resource
from the resource group group. '

The "resource_group_of" link and the "in_resource_group" reverse link between object and group
are deleted.
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Write locks of the default mode are obtained on the deleted links.

Errors

ACCESS_ERRORS (object, ATOMIC, MODIFY, WRITE_LINKS)
ACCESS_ERRORS (group, ATOMIC, MODIFY, WRITE_LINKS)
OBJECT_IS_NOT_IN_RESOURCE_GROUP (object, group)
RESOURCE_GROUP_IS_UNKNOWN (group)

: 1995(E)

22.3
22.3.1

22.3.]

Consumer identity operations
| PROCESS_SET_CONSUMER_IDENTITY

PROCESS_SET_CONSUMER_IDENTITY (
group : Consumer_group_designator

PROCESS_SET_CONSUMER_IDENTITY sets the consumer identity of the callix

"consumer_process” link from group to the calling process,

"consumer_process" link are deleted.

Errors

ACCESS_ERRORS (group, ATOMIC, SYSTEM_ACCESS)
CONSUMER_GROUP_IS_UNKNOWN (group)

DISCRETIONARY_ACCESS_IS_NOTGRANTED (group, ATOMIC,
EXPLOIT_CONSUMER_IDENTITY)

If process is the calling process:
VOLUME_IS_FULL (calling process)

2 PROCESS_UNSET_CONSUMER_IDENTITY

PROCESS_UNSET/CONSUMER_IDENTITY (
)

PROCESS_UNSET_CONSUMER_IDENTITY suppresses the consumer identity

complementary "consumer_process" link. If the calling process has no "consumer_|
the operation has no effect.

Errors
None,

g process, by

creating a "consumer_identity" link from the calling process'to group and a complementary

If the calling process already has a "consumer_identity™link, that link and its complementary

of the calling

process by deleting the "consumer_identity" link, if any, from the calling process and a

identity"” link,

23 Common binding features

23.1 Mapping of types

23.1.1 Mapping of predefined PCTE datatypes

Predefined PCTE datatypes are the datatypes used as or to form the types of parameters and

results of operations defined in this Standard which are not constructed from
datatypes. They are: Boolean, Natural, Integer, Float, Time, Text, and Octet. In o

other PCTE
rder to define

the possible values of these PCTE datatypes in a way which allows sensible binding decisions to
be made, use is made of ISO/IEC 11404 (LID). LID defines a comprehensive set of LI datatypes
in abstract terms as sets of values and of associated characterizing operations. A language binding
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must define a mapping from these LI datatypes to binding language datatypes, which must ensure
that all the characterizing operations are supported. In most cases the binding language supports
them, but if not then the binding must supply them separately.

23.1.1.1 Boolean values

The PCTE datatype Boolean is mapped to the primitive LI datatype boolean. This has 2 values,
true and false; it is unordered. The characterizing operations are Equal, Not, And, Or.

23.1.1{2 Integer values

he PCTE datatype Integer is mapped to the primitive LI datatype integer or'to’'a generated LI
atatype integer range (lowerbound .. upperbound) with appropriate bounds.

integer is a primitive LI datatype comprising the mathematical integers (positive, n¢gative, and
ero); its characterizing operations are Equal, Add, Multiply, Negate, NonNegative, ahd InOrder.

ange is a subtype generator which creates a subtype of an ordered LI datatype within given
unds. The characterizing operations of the subtype are the same as those of the parent type.

e bounds are required to satisfy:
upperbound = MAX_INTEGER_ATTRIBUTE;
lowerbound = MIN_INTEGER_ATTRIBUTE.

23.1.113 Natural values

e PCTE datatype Natural is mapped toca generated LI datatype integer range (0 .. hpperbound)
ith appropriate upper bound.

he characterizing operations are’,as for the LI datatype integer except for Negate (and
onNegative which is not required as it is always true).

¢ upper bound is required to satisfy:
upperbound = MAX_NATURAL_ATTRIBUTE.

23.1.1{4 Float values

e PCTE datatype Float is mapped to a primitive LI datatype real (radix, factor), whdre radix and
actor are integers with radix > 1, or to a generated LI datatype real (radix, factor) range [(lowerbound
. upperbound). float (radix, factor) is a subset of the mathematical datatype of real nymbers with
recision-of at least radix ~factor, The characterizing operations are Equal, Add, Multiply, Negate,
eciprocal, and InOrder (and Promote which is not required as there is no PCTE datatype
orresponding to the LI datatype rational).

The values radix, factor, lowerbound, and upperbound must satisfy the following:
- upperbound = MAX_FLOAT_ATTRIBUTE;

- lowerbound = MIN_FLOAT_ATTRIBUTE;
- radix — factor < 1~ MAX_DIGITS_FLOAT_ATTRIBUTE,

- the smallest positive and negative numbers representable are
+ SMALLEST_FLOAT_ATTRIBUTE.
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23.1.1.5 Time values

23.1.]

23.1.

: 1995(E)

The PCTE datatype Time is mapped to a primitive LI datatype time (second) or time (second, radix,

factor), where radix and factor are integers with radix > 1, or to a subtype time (s

econd) range

(lowerbound .. upperbound) or time (second, radix, factor) range (lowerbound .. upperbound) with
appropriate bounds. This is a datatype representing moments in time to a resolution of 1 second,
or to a fraction of a second defined by radix — factor, The characterizing operations are Equal,

InOrder, Difference, Extend (to a more precise resolution), and Round (to a
resolution).

less precise

The binding mapping must respect the limits:

- factor 2 0 (resolution at worst 1 second);

- upperbound = MAX_TIME_ATTRIBUTE,;
- lowerbound = MIN_TIME_ATTRIBUTE.

.6 Octet, character, and text values

there is no PCTE datatype corresponding to bit).

required, the graphical representation of the PCTE datatype Character is used.

represented by a single byte or by more than one byte.
The PCTE Datatype Text comprises sequences of characters. Characters of m

given character is implementation-defined.
NOTES

set. Therefore, it may occur-that an octet which is identical to an octet associated with a character
character set is part of\a character of a multi-byte character set. Even if such an octet is ident

the octet as such a'special character.
'byte’ see ISO/IEC 2022,

|.7. ( Token values

The PCTE datatype Octet is mapped to the LI datatype ogctet'= new integer range (q .. 255). The
characterizing operation is Equal (and Select and Replace (from array) which are nqt required as

Octet values have no intrinsic graphical representation. When a graphical reprgsentation is

The PCTE datatype Character comprises the-human-readable characters of one or mpre character
sets selected by the PCTE implementation. In a character set, a single character may be

pre than one

character set may exist in a singlesext value. The method of identifying the character set of a

1 By the definition of the PCTE datatype Character, an octet may be part of a character of a mult{-byte character

pf a single-byte
cal to an octet

associated with a special character (e.g. /', '$, '#, "." in a pathname), a PCTE implementation shoulld not interpret

2 For the definitions of the terms 'octet’ and 'character set' see ISO/IEC 10646-1. For the definifion of the term

type, called a private PCTE datatype as e.g. in:
User_defined_message_type :: Token

This ensures that the values of type User_defined_message_type are distinct from
all other types.

b o DOTIE dotat ol : 3 1 oo £iold s c s ol £ .1 £
mercreqaatatypeTrorinsuscaonty-astne i typcora- singreanonymous1cid or a I'CCOI'd

the values of

Except for designators and nominators (for which see 23.1.2), each private PCTE datatype is

mapped to a distinct LI datatype new private (/ength), where private is an LI datatype d
type private (Jength: NaturalNumber) = new array (1 .. length) of (bit)
For each such type length is a binding-defined positive integer.

efined by
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23.1.1.8 Enumeration values

23.1.2

Oud = O

o ]
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Enumerated PCTE datatypes are unions of VDM-SL enumeration types, each comprising a single

enumerated value. An enumerated PCTE datatype:
VALUE1 | VALUE2 | ...

is mapped to an LI enumerated datatype enumerated (value1, value2, ..) with corresponding
values. The characterizing operation is Equal (and InOrder and Successor which are not required

as an enumerated PCTE datatype is unordered).

Mapping of designators and nominators

bjects, attributes, links, and types, and types in SDS.

hese datatypes are object designators, attribute designators, link designators, type
ype nominators in SDS, and actual keys, when used as or in parameters or results o
cfined in clauses 9 to 22; the corresponding binding types are called object referenc
¢ferences, link references, type references, type names in SD§; and keys respectiv

hpported by operations defined in 23.2 to 23.4. Type names in SDS and keys are
ith an internal syntax, defined in the BSI metasyntacticcnotation.

esignated must always exist. The process of identifying the entity from a referen
valuation of the reference; this is explicitly supported and is implicitly performed by a
1 clauses 9 to 23 for unevaluated references, This process can give rise to error
Vhich are defined in 23.1.2.1 to 23.1.2.4.

[OTE - The mapping of the PCTE datatypes used in the bindings is summarized in table 11, with
uked to create values of the types. Text creation is binding-defined.

7 <4 = Qi g w

Table 11 - Mapping of \PCTE datatypes to common binding datatypes

his clause defines the constraints on the PCTE datatypes used in bindings for feferring to

hominators,
[ operations
es, attribute
ely. Object

¢ferences, attribute references, link references, and type references are binding-defingd datatypes

text values

or all designators and nominators, except link desighators used in the creation of links, the entity

ce is called
1 operations
conditions,

the operations

PCTE datatype Binding datatype Created by
object designator object reference OBJECT_REFERENCE_SET_AB SOLUTE,
OBJECT_REFERENCE_SET RELATIVE
ajtribute designator attribute reference TYPE_REFERENCE_SET
link designator link reference LINK_REFERENCE_SET
type nominator type reference TYPE_REFERENCE_SET
type nominator:in*SDS type name in SDS text creation
tual key key text creation
23.1.2.1  ( References
X—teference—=
REFERENCE : X_name | X_handle

260

EVALUABILITY : Boolean
X_name = Text
X_handle :: Token
Evaluation_point = NOW | FIRST_USE | EVERY_USE
Evaluation_status = INTERNAL | EXTERNAL
Reference_equality = EQUAL_REFS | UNEQUAL_REFS | EXTERNAL_REFS

References are an abstract datatype characterized by the operations of 23.2 to 23.4; the above
VDM-SL type definition of an X_reference, where 'X' is ‘object’, 'attribute’, 'link’, or 'type', is

for expository purposes only and need not be mapped explicitly in a binding.
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23.1.

References provide two ways of designating an object, attribute, link, or type: by a name (an
external reference), and by a handle (an internal reference). The evaluation status of a reference is
external or internal accordingly. An object, attribute, link, or type is accessed from an external
reference by evaluating it; an internal reference is considered to be already evaluated. The syntax
of an external object reference, attribute reference, link reference, and type reference is defined in
23.1.2.2, 23.1.2.3, 23.1.2.4, and 23.1.2.5 respectively.

The evaluability applies only to external references; it is true if the reference is to be converted to
an internal reference when next evaluated and false otherwise. Evaluation points are used as
parameters of operations returning references to indicate the evaluation status and evaluability
required: NOW indicates an internal reference, FIRST_USE an external reference with evaluability
true; and EVERY_USE an external reference with evaluability false.

The evaluation of a reference takes place during the successful execution of an operatjon of clauses

0 to 22 or if a reference is created in one of the operations of clause 23 with an evaluation point
NOW.

References returned by any of the operations in clauses 9 to 22 are always internal.

2.2 Object references

An object reference identifies an object. The syntax of ebject names (also called patfinames) is as
follows:

pathname = referenced object name, [ /', relative pathname ] | ['$current_object’, /' ],
relative pathname;

relative pathname = link reference, {/, linkreference};
referenced object name = '$', key stringyalue | alias;
For link references see 23.1.2.4,

A relative pathname specifies a ¢hain of links starting from a given origin object; the first link is
specified by the origin object and the first link reference; the second by the destinatipn of the first
link and the second link reference, and so on. Finally the relative pathname specifies the
destination object of the final link.

A pathname with no rélative pathname specifies the same object as the referenced oljject name. A
pathname with a relative pathname specifies the final destination object given py the object
specified by thereferenced object name and the relative pathname, as just described.

A pathname which consists only of a relative pathname is equivalent to a pathname|starting from
the current-object and following the specified relative pathname, as just described.

A refefenced object name of the first form specifies the destination of the "referencedl_object” link
fronxthe calling process with the key given by the key string value. The key is a sfring which is
the-referenced object name. If the link to reference object is omitted from an external object

designator, the default reference objectis ".".

For practical purposes, aliases are prov1ded for the most commonly used referenced objects; see
table 12.
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Table 12 - Aliases of referenced objects

alias  key of referenced object _meaning

"$" "self" The current process object

" “static_context" The static context of the current process

" "common_root" The common root of the PCTE installation

et "home_object" An object conventionally associated with each user,
called "home". The type of home is not predefined.

" "current_object" ~ An object conventionally chosen for the interpretation
of a pathname without a starting referenced,object name
(see above) and providing the conventional notion of a
current directory.

When an object reference is evaluated, the constituent pathname, if any, is evaluated. The
epaluation of the pathname involves the evaluation of the link references in the pathname.

he visible types are those that are visible at the time of calling an operation. Thug even if an
ihternal object reference is used in an operation, the visible-types are those that are visible when
e operation is called rather than when the object reference'is evaluated.

Hvaluation of an external object reference referencednay give rise to the following erfors, which
can therefore occur in any operation which has an-object designator as parameter or regult.

ACCESS_ERRORS (object identified by reference, ATOMIC, READ, NAVIGATE)
For each link reference link in the relative pathname:
ACCESS_ERRORS (origin objectof link, ATOMIC, READ, NAVIGATE)
LINK_DESTINATION_DOES_NOT_EXIST (/ink)
LINK_DESTINATION_IS_NOT_VISIBLE (link)
USAGE_MODE_ON_LINK, TYPE_WOULD_BE_VIOLATED (origin object
link, link, NAVIGATE)
Errors arising from evaluation of link (see 23.1.2.4)
LINK_DESTINATION.DOES_NOT_EXIST ("referenced_object" link from the cglling
process identified by the referenced object name of reference)

REFERENCE_CANNOT_BE_ALLOCATED
REFERENCE_NAME_IS_INVALID (reference)
REFERENCED_OBIJECT_IS_UNSET (reference)

Any use of an object reference reference as parameter of an operation may additionally raise the
pllowing errors, whatever its evaluation status.

OBIJECT_IS_OF_WRONG_TYPE (reference)

ORIEOT PDERFREREANOTIC IANNZA LI Leod, AN
O ECT _REFEREINCE IO INVALIDFEErence)

OBJECT_REFERENCE_IS_UNSET (reference)

f

G

Pty Mo

23.1.2.3 Attribute references
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Attribute_reference = Attribute_type_reference

An attribute reference identifies an attribute relative to a given object or link. It is just an attribute
type'reference (see 23.1.2.5); as no two attributes of an object or a link may have the same type,
this is enough to identify the attribute.

Evaluation of an attribute reference reference may give rise to the following errors:
ATTRIBUTE_TYPE_IS_NOT_VISIBLE (reference)
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ATTRIBUTE_TYPE_OF_LINK_TYPE_IS_NOT_APPLIED (reference)
ATTRIBUTE_TYPE_OF_OBJECT_TYPE_IS_NOT_APPLIED (reference)
Errors arising from evaluation of the attribute type reference (see 23.1.2.5)

23.1.2.4 Link references

A link reference identifies a link in the context of its origin object It may therefore identify
different links depending on the origin. The syntax of link names is as follows:

—__link name = cardinality one ik name | cardinality many link name,
cardinality one link name ="', link type name;
cardinality many link name = key, ', [ link type name ] | key;

The canonical form of a link name is with a type identifier for link typ€name, and no '+, '++,
or '-' key attribute values in the key.

The evaluation of a link reference is performed in two stages as follows.

- When the evaluation point is NOW (and at the correspending time for FIRST_USE and
EVERY_USE), the actual link type is derived. If the link type is supplied, then if is evaluated
to identify the actual link type. If the link type is not supplied, then the evaluatign of the link
type is deferred.

- Every time the link reference is used in an operation, a preferred link type and the actual key
are derived in the context of the origin and thed@ctual link type, as follows.

If the link type name is not supplied, then'the actual link type is the preferred link type of
the origin, if there is one; otherwise the.actual link type is undefined and an error is raised.

For a cardinality one link name, the‘actual link type identifies the link with the|given origin
and the actual link type.

For a cardinality many link name, the key is evaluated in the context of the actual link type
to yield an actual key, as described in 23.1.2.7. The identified link is the link with the
given origin, the computed actual link type, and the actual key. The secpnd form of
cardinality many link'name is allowed only if the key consists of a single key attribute
value, or if the rightmost key attribute value of the key does not obey the syntax of a type
name.

First stage evaluation of a link reference reference may give rise to the following errars.

KEY_IS_BAD (origin, reference)
LIMITOWOULD_BE_EXCEEDED (MAX_KEY_VALUE)
LIMIT_WOULD_BE_EXCEEDED (MAX_KEY_SIZE)
LIMIT_WOULD_BE_EXCEEDED (MAX_LINK_NAME_SIZE)
Errors arising from evaluation of the link type reference (see 23.1.2.5)

Any use of a link reference reference as a parameter of an operation in the context of the origin
origin may additionally give rise to the following errors, whatever the evaluation status of
reference.

If any '+ or '++' key attribute values are evaluated:
DISCRETIONARY_ACCESS_IS_NOT_GRANTED (origin, ATOMIC, READ_LINKS)

If any '-' key attribute values are evaluated:
DISCRETIONARY_ACCESS_IS_NOT_GRANTED (origin, ATOMIC,
READ_ATTRIBUTES)

LINK_DOES_NOT_EXIST (origin, reference)

LINK_TYPE_IS_NOT_APPLIED_TO_OBJECT_TYPE (object type of origin, link type
reference of reference)
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If the link type name is not supplied: '
PREFERENCE_DOES_NOT_EXIST (origin, reference)

Errors arising from evaluation of the preferred link type reference (see 23.1.2.5).

23.1.2.5 Type references

A type reference identifies a type. The syntax of a type name is as follows:
type name = local name | full type name | type identifier;

© ISO/IEC

local name = name;

full type name = sds name, ', local name;
sds name = name;

type identifier = '_', string;

If derived from a local name, the evaluation of the type reference 'yields the first type
sthema (in the sequence of SDS names in the current working schema) with that local
lpcal name.

o .

spring are i
($ee 10.1.2) is the corresponding type identifier without the initial °_" character.

If a type name or a link name is returned by an 6peration rather than a type referen

reference, the type name or link name is returned as a type name if the type is visible

if the current working schema,and as a type identifier otherwise. When a type name is

i$ the local name of the first named associated type in SDS in the sequence of SDS n

ne first associated type in SDS in the sequence of SDS names in the working schema

ypes which are not visible are invalid even for the PCTE_CONFIGURATION progr

fvaluation of a typereference reference may give rise to the following errors:

If PCTE_CONFIGURATION is not effective for the calling process:
ATTRIBUTE_TYPE_IS_NOT_VISIBLE (reference)
ENUMERAL_TYPE_IS_NOT_VISIBLE (reference)
LINK_TYPE_IS_NOT_VISIBLE (reference)
OBJECT_TYPE_IS_NOT_VISIBLE (reference)

IFPCTE CONFIGURATION is effective for the calling process:

[ e HK s B T bl o S =N

| full type name identifies a type with the given local name in the SDS specified ¢
me. A type name which is just a local name identifies the type in the current worki

type identifier is a string with first character '_'; the syntax and interpretation of thq
mplementation-defined. The value of the “type_identifier" attribute of a "t

orking schema, provided that this local name does not occur earlier in the sequer
ames for another type. In the lattercase, the full type name, i.e. prefixed by an SD)

he use of a type identifier ag.or as part of an input parameter is allowed if the type i
F the predefined program group PCTE_CONFIGURATION is effective for the calli
reating objects and links} setting and resetting attributes, and converting objects b

y the SDS
ng schema.
in working
name as its

rest of the
ype' object

te or a link
and named
returned it
hmes in the
ice of SDS
S name, of
s returned.

L visible, or
ng process;
means of

m group.

OPERATION_IS_NOT_ALLOWED_ON_TYPE (reference)

If reference is a type identifier, the following implementation-defined error may be raised:

TYPE_IDENTIFIER_IS_INVALID (reference)
TYPE_IS_NOT_DESCENDANT (reference, expected type)
TYPE_IS_OF_WRONG_KIND (reference)

Any use of an evaluated type reference reference as a parameter of an operation may additionally

raise the following errors:
TYPE_REFERENCE_IS_INVALID (reference)
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NOTE - The ability of the program group PCTE_CONFIGURATION to identify types which are not part of the
working schema of the calling process, is intended to be used to remove garbage from the object base, e.g. "type"
objects associated with types which are no longer in existence.

23.1.2.6 Type names in SDS

A type nominator in SDS in clauses 9 to 22 corresponds to a type name in SDS in a language
binding. A type name in SDS is a text value with the following syntax.

una name in oric lncal name- L tvne-identifior:
ypvTamic ot T A Uy PoIaoiaaTTs

23.1.R.7

A type name in SDS identifies a type in SDS in a given SDS. A type nominator in-§
by an operation is returned as a local name if the type is named in the relevant SDS,
a type identifier.

Evaluation of a type name in SDS name may give rise to the following errors:

TYPE_IDENTIFIER_USAGE_IS_INVALID (name)
TYPE_IS_UNKNOWN_IN_SDS (given SDS, name)

Keys

key = key attribute value, {', key attribute value};

key attribute value = key natural value | key string value | key nil value;
key string value = key first character, {key character};

key first character = key character - (‘3 "#' |'~'| ' | '+";

key character = character - (".' | - }/;

key natural value = '0' | nonzero digit, {digit} | highest used value | next unused value;
nonzero digit ='1'}'2"' | '3\|.'4"1'6"'|'6'| 7' | '8'|'9;

digit = '0' | nonzero digit;

highest used value = '+';

next unusedvalue = "++';

key nil value' = "-';

DS returned
otherwise as

A value of type Actual_key in clauses 9 to 22 corresponds to a key in a language binding. A key
is a text value with the following syntax. )

A key identifies a link in the context of a given origin object and an actual lin
evaluated to give an actual key according to the rules given below; the actual key is 4 sequence of
key values (strings or naturals), and identifies the link with given type and origin object, and with
that-sequence of values of its key attributes. The length of a key is limited to MAX| KEY_SIZE
and the values of key attribute values are limited to MAX KEY VALUE and MAX_KEY_SIZE

type. Itis

(see 24.1).

The key attribute values in the key are evaluated in order to give key values of the actual key as
follows.

A key string value gives that string.

- A key natural value of the first or second form gives the natural number which it represents in

the usual decimal representation.

- The highest used value '+ gives the greatest key attribute value, if any, in that position in the
sequence of key values among all links which have the same origin and the same key prefix
(the preceding sequence of key values evaluated according to these rules). If there are no such

links, the value of '+' is zero.
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- The next unused value '++ gives the value of '+ plus one when the actual key is to be used

as the key of a link created by the operation, and the value of '+' in other cases.

- The key nil value -' is undefined if the origin object of the link has no preferred link key, or if
its preferred link type is not the given actual link type. Otherwise it gives the value of the key
attribute in the same position in the preferred link key of the origin object. If the preferred link

key attribute value is '+ or '++', it is evaluated as described above.

- If fewer key values are present than the number of key attribute types of the given link type,
then the number is effectively made up by adding further ' key attribute values, except that if

uking a key '-' consisting of a single key nil value.
2| All names are valid key string values.

Mapping of other values

23.1.3]1 Security labels

\ value of type Security_label in clauses 9,022 corresponds to a security label in
inding. A security label is a text value with the following syntax.

[ nllla

security_label = class name | conjunction | disjunction | ™',
conjunction = unit, {space, 'AND!, space, unit};
disjunction = unit, {space, 'OR!, space, unit};

unit = class name | '(’, security label,")’;

class name = hame;

space = (* space character *);

vhich is the destination of a "known_mandatory_class" link from the mandatory dir
hat class name as "name" key attribute value. The units in a conjunction or

[lass names are interpreted as confidentiality class names in confidentiality labels and
lass.names in integrity labels. The security label value '*' is valid only as the hig
ange and represents MAXIMUM_LABEL (see 20.1.5). A null label is represented

o T N . S o B e P e

A class name corresponds to the mandatory class designator of the security or intq

orrespond to the security labels of the UNITS field in some order; all orders are equiv

€ origin ; e is not the
given actual link type, a missing key attribute value corresponding to a string kgy attribute
gives the empty string.
An actual key returned as or as part of the result of an operation has the form of a key with no
'+, '++, or '-' key attribute values.
NOTES

1| Although a key must contain at least one key attribute value, the effect of an empty key can bg obtained by

a language

pgrity class
pctory with
Jisjunction
alent.

as integrity

label of a
an empty

o

€xt value.
Evaluation of a security label can give rise to the following error:
CLASS_NAME_IS_INVALID (name)

23.1.3.2 Names
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A value of type Name is represented by a string having the syntax of a name according to the

following rules.
name = letter, {letter | digit | *_'};
letter = capital letter | small letter;
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capital letter ="'A'|'B'|'C' |'D' | 'E' |'F' |'G' ['H ' || 'K 'L "M ['N' 'O |'P' |'Q | 'R | 'S | 'T | 'U' | 'V

IWI I le I IYI I QZI;
sma“ Ietter o= lal I va | lcl I ldl I vev I lfl | vgv | lhl I iiv I vjl I vkl | l'l l vml l lnlr' lol I vpl I vql l |r| I lsl | ltt l lul I lv| I lwl l lx| l lyl |
lzl;

Names are used as SDS names and local names of types within SDSs, and as class names. The

syntax is the same as for identifiers in DDL (see B.7).

23.1.3.3 Other compound types

23.2 Qbject reference operations

23.2.1

23.2.2

23.2.3

specify rules for special values, e.g. for a set containing all possible elements.

OBJECT_REFERENCE_COPY
OBJECT_REFERENCE_COPY (

reference : Object_reference,
point : Evaluation_point

)

new_reference : Object_reference

ame object as reference. The evaluation status:and evaluability of new_reference are
point (see 23.1.2.1).

Errors

OBJECT_REFERENCE_GET_EVALUATION_POINT

OBJECT_REFERENCE_GET_EVALUATION_POINT (
reference  \\Object_reference
)

point : Evaluation_point

rrors

ONne.

OBJECT_REFERENCE_GET PATH

OBJECT_REFERENCE_GET_PATH (
reference : Object_reference

pathname : Pathname

There are no constraints on the mapping of values of other VDM-SL compound types: sequences,
sets, optional types, product types, record types, union types, and map types.) Bjndings may

OBJECT_REFERENCE_COPY returns a new-object reference new_reference degignating the

specified by

EVALUATION_STATUS_IS_INCONSISTENT_WITH_EVALUATION_POINT (rgference,
point)

OBJECT_REFERENCE_GET_EVALUATION_POINT returns an evaluation point ipdicating the
valuation sfatus and evaluability of the object reference reference, as defined in 23.12.1.

OBJECT_REFERENCE_GET_PATH returns the pathname of the external object reference

reference.

Errors
OBJECT_REFERENCE_IS_INTERNAL (reference)

267


https://iecnorm.com/api/?name=c0f6af5c929f225c6ee8a3e4fab7861f

ISO/IEC

23.2.4

13719-1 : 1995(E) © ISO/IEC

OBJECT_REFERENCE_GET_STATUS

OBJECT_REFERENCE_GET_STATUS (
reference : Object_reference

status : Evaluation_status

OBJECT_REFERENCE_GET_STATUS returns the evaluation status of the object reference
reference.

E
O

23.2.5

pathname pathname and an evaluation point point. The evaluation status and eva
new_reference are specified by point (see 23.1.2.1).

Efrors
PATHNAME_SYNTAX_IS_WRONG (pathname)
23.2.6 | OBJECT_REFERENCE_SET_RELATIVE
OBJECT_REFERENCE_SET_RELATIVE (
reference : Object_reference,
pathname : Relative_pathname,
point ~Evaluation_point
)
new_reference : Object_reference

Ig
St

E

E
DA
If]

O

OBJECT_REFERENCE_SET_RELATIVE creates a new object reference from an exi

rors
LJECT_REFERENCE_IS_UNSET (reference)

OBJECT REFERENCE_SET_ABSOLUTE

OBJECT_REFERENCE_SET_ABSOLUTE (
pathname : Pathname,
point : Evaluation_point

)

new_reference : Object_reference
JECT_REFERENCE_SET_ABSOLUTE creates a new.object reference new_refer:

ference reference, a relative pathname pathname, and an evaluation point point. The
atus and evaluability of new_reference are specified by point (see 23.1.2.1).

Frors

VALUATION_STATUS_IS_INCONSISTENT_WITH_EVALUATION_POINT (r¢]
int)

ence from a
uability of

5ting object
evaluation

ference,

point is NOW:

REFERENCE_CANNOT_BE_ALLOCATED
BJECT_REFERENCE_IS_INVALID (reference)

PATHNAME_SYNTAX_IS_WRONG (pathname)

23.2.7

OBJECT_REFERENCE_UNSET

OBJECT_REFERENCE_UNSET (
reference : Object_reference
)

OBJECT_REFERENCE_UNSET deletes the object reference reference, releasing any associated

e
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Errors
OBJECT_REFERENCE_IS_UNSET (reference)

23.2.8

OBJECT_REFERENCES_ARE_EQUAL

OBJECT_REFERENCES_ARE_EQUAL (
first_reference : Object_reference,
second_reference : Object_reference

1995(E)

23.31
23.3.1

)
' equal : Reference_equality
ODBJECT_REFERENCES_ARE_EQUAL returns EQUAL_REFS if both ‘ebjeq

[UNEQUAL_REFS if both object references are internal and designate, different
EXTERNAL_REFS otherwise (i.e. if one or both are external). REFERENCES_A
foes not evaluate either object reference.

Frrors

OBJECT_REFERENCE_IS_UNSET (first_reference)
OBJECT_REFERENCE_IS_UNSET (second_reference)

ink reference operations
LINK_REFERENCE_COPY

LINK_REFERENCE_COPY (
reference : Link_reference
point : Evaluation>point
)
new_reference : Link,reference
LL.INK_REFERENCE_COPY:feturns a new link reference new_reference which w
the same link relative to a given object as reference. The evaluation status and ey
new_reference are specified by point (see 23.1.2.1).

23.3.

rrors

VALUATION(STATUS_IS_INCONSISTENT_WITH_EVALUATION_POINT (
oint)
INK_REFERENCE_IS_UNSET (reference)

LINK_REFERENCE_GET_EVALUATION_POINT

t references

first_reference and second _reference are internal and designate the same object;

objects; and
RE_EQUAL

puld identify
raluability of

reference,

LINK_REFERENCE_GET_EVALUATION_POINT (

reference : Link_relerence
)

point : Evaluation_point

LINK_REFERENCE_GET_EVALUATION_POINT returns an evaluation point indicating the

evaluation status and evaluability of the link reference reference, as defined in 23.1.2.

Errors
LINK_REFERENCE_IS_UNSET (reference)

1.
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23.3.3 LINK_REFERENCE_GET_KEY

LINK_REFERENCE_GET_KEY (
reference : Link_reference

)
key : Key

LINK_REFERENCE_GET_KEY returns the key of the link reference reference.
The key key is the key before any evaluation. '

EIII‘OI'S
LINK_REFERENCE_IS_UNSET (reference)

23.3.4 |LINK_REFERENCE_GET_KEY_VALUE
LINK_REFERENCE_GET_KEY_VALUE (

reference : Link_reference,
index : Natural

key_value :Natural| Text

_REFERENCE_GET_KEY_VALUE returns the key value key value indexed By index of
the link reference reference, if this key value exists.

THe first key value of the key of reference has index1;.the second 2, and so on.

Y_VALUE_DOES_NOT_EXIST (reference, index)
_REFERENCE_IS_UNSET (reference)

23.3.5 |LINK_REFERENCE_GET_NAME

LINK_REFERENCE_GET_NAME (
reference : Link_reference

link_name : Link-name
_REFERENCE-GET_NAME returns the link name of the link reference referencg. ‘

If the link type of reference is visible then the link type name of link_name is the local name of the
fifst type in working schema in the sequence of SDSs in the working schema, or if there is no
logal namethe link type name of /ink_name is the full type name of the first type in working
schema in\the sequence of SDSs in the working schema.

The key of an evaluated link reference is the actual key determined during the evalugtion phase
(spe.23.1.2.7). : '

Errors

LINK_NAME_IS_TOO_LONG_IN_CURRENT_WORKING_SCHEMA
LINK_REFERENCE_IS_UNSET (reference)

23.3.6 LINK_REFERENCE_GET STATUS

LINK_REFERENCE_GET_STATUS (
reference : Link_reference

status : Evaluation_status
LINK_REFERENCE_GET_STATUS returns the evaluation status of the link reference reference.
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Errors
LINK_REFERENCE_IS_UNSET (reference)

23.3.7 LINK_REFERENCE_GET_TYPE

LINK_REFERENCE_GET_TYPE (
reference : Link_reference
)

lype reference —Link_type reference
LINK_REFERENCE_GET_TYPE returns the link type reference of the link referencc reference.

Errors ,
LINK_REFERENCE_IS_UNSET (reference)

23.3.8| LINK_REFERENCE_SET
LINK_REFERENCE_SET (

link_name : Link_name | Type_reference | (Key.* Type_reference)
point : Evaluation_point

)
new_reference : Link_reference

LINK_REFERENCE_SET creates a new link-réference new reference from B link name
ink_name. The evaluation status and evaluability of new_reference are speC1f1ed By point (see
3.1.2.1).

f link_name is provided as a link name (i,¢. as a text value), then it must conform fo the syntax
ules defined in 23.1.2.4.

f link_name is provided as a type reference reference, the link reference is assumed t¢ designate a
ardinality one link with reference @s a link type reference.

f link_name is provided as a key key and a type reference reference, the link reference is assumed
designate a cardinality many link with key as a key and reference as a link type reference.

Lrrors

KEY_SYNTAX_IS.WRONG (key)
KEY_VALUE AAND_EVALUATION_POINT_ARE_INCONSISTENT (key)

f link_name is.a type reference or a key and a type reference:
EVALUATION_STATUS_IS_INCONSISTENT_WITH_EVALUATION_POIN[
(reference, point)

If link_name is a link name:
LINK_NAME_SYNTAX_IS_WRONG (link_name)

[ [ S S S Sy vy

23.3.9 LINK_REFERENCE_UNSET

LINK_REFERENCE_UNSET {
reference : Link_reference
)
LINK_REFERENCE_UNSET deletes the link reference reference, releasing any associated
resources.

Errors
LINK_REFERENCE_IS_UNSET (reference)
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23.3.10 LINK _REFERENCES_ARE_EQUAL

LINK_REFERENCES_ARE_EQUAL (
first_reference : Link_reference,
second_reference : Link_reference

equal : Reference_edquality
LINK_REFERENCES_ARE_EQUAL returns EQUAL_REFS if both link references

first_reference and second_reference are internal, they have textually equal keys, and their link
types are equal as defined by TYPE_REFER _ _ se 23.4.8);
EQUAL_REFS if both references are internal, but do not satisfy the equality rules for

EQUAL_REFS; and EXTERNAL_REFS otherwise (i.e. if one or both<are| external).
[NK_REFERENCES_ARE_EQUAL does not evaluate either link reference.

[NK_REFERENCE_IS_UNSET (first_reference)

L)
Errors
L
LINK_REFERENCE_IS_UNSET (second_reference)

23.4 Type reference operations
23.4.1 | TYPE_REFERENCE_COPY
TYPE_REFERENCE_COPY (

reference : Type_reference,
point : Evaluation_point
new_reference : Type_reference

TYPE_REFERENCE_COPY returns & new type reference new_reference identifying the same
type as reference. The evaluation status and evaluability of new_reference are specified by point
(3ee 23.1.2.1).

rrors

E

EVALUATION_STATUSIS_INCONSISTENT_WITH_EVALUATION_ROINT (reference,
ppint)

TYPE_REFERENCE: IS_UNSET (reference)

23.4.2 | TYPE_REFERENCE_GET_EVALUATION_POINT

TYRE) REFERENCE_GET_EVALUATION_POINT (
reference : Type_reference
)

point : Evaluation_point

TYPE_REFERENCE_GET_EVALUATION_POINT returns an evaluation point indicating the
evaluation status and evaluability of the type reference reference, as defined in 23.1.2.1.

Errors
TYPE_REFERENCE_IS_UNSET (reference)
23.4.3 TYPE_REFERENCE_GET_IDENTIFIER

TYPE_REFERENCE_GET_IDENTIFIER (
reference : Type_reference

identifier : Type_name
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TYPE_REFERENCE_GET_IDENTIFIER returns the type identifier identifier of the type
reference reference. ‘

Errors
TYPE_REFERENCE_IS_UNSET (reference)

23.44 TYPE REFERENCE_GET_NAME

L
sds [ Sds_designator ],
reference : Type_reference

)

name : Type_name
TYPE_REFERENCE_GET_NAME returns the type name name of the type reference| reference.

[f sds is not provided, name is the local name, full type name, or typeidentifier, acdording to the
rules for returned names in 23.1.2.5.

If sds is provided, name is the local name of the associated typelin SDS in the SDS sdis.

Errors

If sds is supplied:

ACCESS_ERRORS (sds, ATOMIC, READ, READ_LINKS)
SDS_IS_UNKNOWN (sds)
TYPE_HAS_NO_LOCAL_NAME (sds, reférence)
TYPE_IS_UNKNOWN_IN_SDS (sdss.reference)

TYPE_REFERENCE_IS_UNSET (refere¢nce)
23.4.§ TYPE_REFERENCE_GET_STATUS

TYPE_REFERENCE_GETCSTATUS (
reference : Type, reference

status : Evaluation_status

TYPE_REFERENCE: GET_STATUS returns the evaluation status of the type reference
referencef

Errors
TYPE_REFERENCE_IS_UNSET (reference)

23.4.4 TYPE_REFERENCE SET

L TYPE REFERENGCE _SET{(
name : Type_name,
point : Evaluation_point
)
new_reference : Type_reference

TYPE_REFERENCE_SET creates a new type reference new_reference from a type name name
and an evaluation point point. The evaluation status and evaluability of new_reference are
specified by point (see 23.1.2.1).

Errors

TYPE_IDENTIFIER_SYNTAX_IS_WRONG (name)
TYPE_NAME_IS_INVALID (name)
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23.4.7 TYPE_REFERENCE_UNSET

TYPE_REFERENCE_UNSET deletes the type
resources.

TYPE_REFERENCE_UNSET (
reference : Type_reference
)

Errors
TYPE_REFERENCE_IS_UNSET (reference)

23.4.8

24

(.

type reference.

Exrors

TYPE_REFERENCE_IS_UNSET (first_reference)
YPE_REFERENCE_IS_UNSET (second. reference)

T

Implementation limits

Imp
to e

conditions are defined in the-appropriate operation definitions.

Thiq section defines bounds on these implementation-defined limits. Each bound defing
congtrained value of ‘the limit that an implementation may impose, and is therefore thg
shoyld be assumed for portability by a tool writer.

The

- i
- workstation-dependent limits, which may vary for different workstations in a PCTE ins

|

ISO/IEC

reference reference releasing any associated

TYPE_REFERENCES_ARE_EQUAL
TYPE_REFERENCES_ARE_EQUAL (
first_reference : Type_reference,
second_reference : Type_reference

equal : Reference_v_equality

first_reference and second_reference are internal and desigrate the same type; UNEQ
if

T"PE_REFERENCES_ARE_EQUAL returns EQUAL(REFS if both type teferences
both references are internal and designate different types; and EXTERNAL_REF\S)k)therwise

=, if one or both are external). TYPE_REFERENCES-ARE_EQUAL does not eva

ementations may impose limits on the range, size, or number of certain quantities, A
xceed these limits gives'tise to an error condition in the operation concerned. T

limits fall‘into two categories:

L._REFS

ate either

ny attempt
hese error

s the most
limit that

stallation-wide limits, which must be the same for all workstations in a PCTE installation,

tallation.

Operations to return the [imit bounds given in this clause, the [imits imposed by an implementation,
and (where meaningful) the current available quantity of the resource concerned, are defined in
24.3.

24.1 Bounds on installation-wide limits

MAX_ACCESS_CONTROL_LIST_LENGTH: The maximum number of entries which may
appear in each of the atomic ACLs of an object or the default access control list of a process, as a
natural; must be at least 64.

MAX_ACCOUNT_DURATION, DELTA_ACCOUNT_DURATION: Upper and lower limits
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M

AX_ACCOUNT_DURATION must be at least 86400

DELTA_ACCOUNT_DURATION must be at most 1 second.

MAX_ACCOUNT_INFORMATION_LENGTH: The maximum number of octets in the
- INFORMATION field of an accounting record, as a natural; must be at least 128.

MAX_AUDIT_INFORMATION_LENGTH: The maximum number of octets in the TEXT part of
an audit record, as a natural; must be at least 128.

MAX_DIGIT_FLOAT_ATTRIBUTE: The precision of a float attribute value, m decimal digits, as

atlanct &

ZSD

fo

=2

et g

lepst 2147483647, MIN_INTEGER_ATTRIBUTE must be negative, and its absolute
bg one greater than MAX _INTEGER_ATTRIBUTE.

M
at

M

r float attribute values, as floats.

dtural; must be at least 31.

atirals + ha
l“l—ulul, llluot U 4l IVAOLE U,

AX_FLOAT_ATTRIBUTE, MIN_FLOAT_ATTRIBUTE: Upper and lower lithits

MAX_FLOAT_ATTRIBUTE must'be at
IN_FLOAT_ ATTRIBUTE must be negative and its absolute value must be at ]
AX_FLOAT_ATTRIBUTE.

MAX_INTEGER_ATTRIBUTE, MIN INTEGER ATTRIBUTE Upper and 1
pectively for integer attribute values, as integers. MAX_INTEGER_ATTRIBUTE

AX_KEY_SIZE: The maximum number of octets in a smng key attribute value,
st be at least 127.

1000.

at least 191,

AX_MESSAGE_SIZE: The maximumaumber of octets in the data a message, as a 1
at least 1024.

AX_NAME_SIZE: The maximym number of octets in a name or enumeral type

AX_NATURAL_ATTRIBUTE: The upper limit for a non-key natural attribute
dtural. Must be at least 2147483647.

AX_PRIORITY_VALUE: The maximum priority value for a process, as a naturalj
ast 31.

AX_SECURITY_GROUPS: The maximum number of security groups which may }
a PCTE installation, as a natural; must be at least 32000.

AX_STRING_ATTRIBUTE_SIZE: The maximum number of octets in a stri
ribute-value, as a natural; must be at least 32000.

AX_TIME_ATTRIBUTE: The latest time attribute value, as a time value; must be nd

204

44 1’) '21'[")/1 nn nn7 D400 6n 21 Dacambar 2044 LITON

AUV T EIANITITUNT 20 OO ),

AX_LINK_NAME_SIZE: The maximum number of octets in a link reference, as a 1]

ISO/IEC 13719-1 : 1995(E)

seconds;

respectively

least 1032,
east that of

bpwer limits
E must be at

value must

WS a natural;

AX_KEY_VALUE: The maximum natural value iri-a natural key attribute value; must be at least

atural; must
latural; must
image, as a
value, as a
must be at
e initialized
ng non-key

earlier than

MIN_TIME_ATTRIBUTE: The earliest time attribute value, as a time value; must be no later than
1980-01-01T00:00:00Z (00:00 on 1 January 1980 UTC).

SMALLEST_FLOAT_ATTRIBUTE: The lower limit on the absolute value of float attribute
values, as a float; must be at greatest 10-32,

24.2 Bounds on workstation-dependent limits

MAX_ACTIVITIES: The maximum number of activities on the workstation, as a natural; must be

at

least 256.
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MAX_ACTIVITIES_PER_PROCESS: The maximum number of activities for a process executing
on the workstation, as a natural; must be at least 8. MAX_ACTIVITIES_PER_PROCESS is also

the maximum depth of nesting of activities on the workstation.

MAX_FILE_SIZE: The maximum size in octets of a file on the workstauon as a natural; must be

at least 100,000,000.

MAX_MESSAGE_QUEUE_SPACE: The maximum total space of a message queue on the
workstation, as a natural; must be at least 32000.

M

M
the

24.3 Li
24.3.1

mit operations
Datatypes for limit operations

Limit_category = STANDARD-IMPLEMENTATION | REMAINING
Limit_name = MAX_AGCESS_CONTROL_LIST_LENGTH | MAX_ACCOUNT_DURATI(

AX_PIPE_SIZE: The maximum size in octets in a pipe on the workstatlon, as a natur
at least 4096.

MAX _PROCESSES: The maximum number of processes running, stopped, or susper
workstation, as a natural; must be at least 64.

DELTA_ACCOUNT_DURATION | MAX_ACCOUNT_INFORMATION_LENGTH |
MAX_ACTIVITIES | MAX_ACTIVITIES_PER_PROCESS |
MAX_AUDIT-INFORMATION_LENGTH | MAX_DIGIT_FLOAT_ATTRIBUTE | MAX
MAX_FLOAT_ATTRIBUTE | MIN_FLOAT_ATTRIBUTE | MAX_INTEGER_ATTRIBU
MIN_INTEGER_ATTRIBUTE | MAX_KEY_SIZE | MAX_KEY_VALUE |
MAX-LINK_REFERENCE_SIZE | MAX_MESSAGE_QUEUE_SPACE |
MAX_MESSAGE_SIZE | MAX_MOUNTED_VOLUMES | MAX_NAME_SIZE |
MAX_NATURAL_ATTRIBUTE | MAX_OPEN_OBJECTS |
MAX_OPEN_OBJECTS_PER_PROCESS | MAX_PIPE_SIZE | MAX_PRIORITY_V
MAX_PROCESSES | MAX_PROCESSES_PER_USER |

X_PROCESSES_PER_USER: The maximum number of processes existing simyltaneously
and created by a user on the workstation, as a natural; must be at least 16.

AX_SDS_IN_WORKING_SCHEMA: The maximum number of SDSs in a working
workstation, as a natural; must be at least 32.

DN |

_FILE_SIZE |

TE |

ALUE |

MAX_SDS_IN_WORKING_SCHEMA | MAX_SECURITY _GROUPS |

MAX_STRING_ATTRIBUTE_SIZE | MAX_TIME_ATTRIBUTE | MIN_TIME_ATTRIBUTE |

SMALLEST_FLOAT_ATTRIBUTE

Limit_value = Natural | Integer | Float | Time

These datatypes are used in the operation LIMIT_GET_VALUE.

24.32 LIMIT_GET_VALUE

276

LIMIT_GET_VALUE (

fimit_category : Limit_category,
limit_name : Limit_name

limit_value :{ Limit_value ]

n devices
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al; must be
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LIMIT_GET_VALUE returns for the limit named by limit_name the limit bound given in 24.1 or

. 24.2, the limit imposed by the implementation, or (where relevant) the current available quantity of
the resource in the PCTE installation or local workstation, according as limit_category is
STANDARD, IMPLEMENTATION, or REMAINING respectively. If the implementation does
not impose a particular limit, then IMPLEMENTATION returns no value for that limit.

REMAINING returns a value for the following values of limit_name, otherwise no value is
returned: MAX_SECURITY_GROUPS, MAX_ACTIVITIES, MAX_MOUNTED_VOLUMES,
MAX_OPEN_OBIJECTS, MAX_PROCESSES.

[irrors

None.
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A.l

Annex A
- (normative) .

VDM Specification Language for the Abstract Specification

Introduction

The Abstract Specification uses a very limited subset of VDM-SL, the Specification Lgnguage of
the [Vienna Development Method as defined in ISO-IEC DIS 13718. This anheéx defines the subset,
expllains the semantics of the subset informally, and defines concrete syntax for use in the Abstract
Spdcification.

The definition of VDM-SL in ISO/IEC DIS 13817 is principally in terms of its abstract pyntax, i.e.
the|bare structure of the language with all concrete syntactic details removed. It is permissible to
use any concrete syntax which can be mapped to the abstract syntax, but ISO/IEC DIS 13817 does
define two particular concrete syntaxes, called the mathematical and the ISO 646 syntaxes. As their
nathes suggest, the former uses many mathematical and quasimathematical symbols, and is
intgnded for typeset text; the latter uses only the ISO 646 character set and is intended for use with
unsophisticated data preparation equipment and forinformation interchange. The two ate virtually
isomorphic down to the lexical level.

Th¢ VDM-SL subset used in this International Standard uses the ISO 646 syntax, which for the
suljset is perfectly readable and avoids thé’need for special symbols. Use is also made of a
conjvention, defined below, for different styles for different kinds of identifiers.

The VDM-SL subset

The subset consists of:

pe definitions, to define’the types of the various conceptual entities;

tate definitions, toxdefine the PCTE state;

simple form of operation definitions, to define operation headings;
simple form of function definition, to define auxiliary function headings;
peration and function calls;

dentifiers;

iterals, to express values.

There are three small extensions. The first is of a purely syntactic nature; it has been found very
useful for defining composite types as extensions of previously defined composite types (the '&&'
notation). The second is used to relate the VDM-SL and the DDL definitions (the 'represented
by' notation). The third is to allow an operation to return more than result; it is simple in each case
to map such an operation to an equivalent operation returning a single result of a composite type
with the results of the original operation as its fields.

A.2.1 Type definitions

278

Syntax

type definition = identifier, '=', type expression | identifier, *::*, [identifier, '&&'], field list,
['represented’, 'by', identifier];
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Semantics.

A type definition declares a type, i.e. a set of values,‘and associates it with an ide
declared type is defined as follows, according to the different kinds of type definition,

Fhe various forms of type expression define types as follows.

ISO/IEC 13719-1 :

1995(E)

type expression = bracketed type expression | type name | quote type expression | set type
expression | map type expression | sequence type expression | union type expression | optional

type expression | product type expression;
bracketed type expressnon ='(', type expression, ')";
type name = identifier;

quote type expression = quote literal;

set type expression = 'set’, ‘of', type expression;

= liviam

L ’ ’

sequence type expression = 'seq’, 'of', type expression | 'seq1’, 'of', type expressiq

union type expression = type expression, '|', type expression;
optional type expression = ', type expression, 'J;

product type expression = type expression, '™, type expression;
field list = {field};

field = [identifier, ''], type expression;

I=T. The type denoted by the identifier I is defined by the type expression T.

II1:T1 12:T2 ...
effect an ordered set of values called fields, one from each of the field types T1,
order. The field identifiers I1, 12, .c
subset they are descriptive only. The different notation is to emphasize that valy
different composite types are always distinct, even though they have the same fig
values: composite types use natrhe equivalence, whereas other types use structural e

The form I 1' && 11 : TINI2: T2 ...isshort forI :: I1': T1' I2' ; T2' ... I1:7]
where I1' : T1' 12" : T2'C 1 are the fields of the composite type I'.

The 'represented by I', if present, indicates that the type is represented by th
DDL object typerdefinition with local name 1. All the local names of object
predefined SDSsare different, so there is no ambiguity.

bracketed type expression (T). This denotes the same type as the type expre
brackets are used to override or emphasize the precedence of the type operators.

type'name I. This denotes the type associated with the identifier I in a type def]
predefined PCTE types (which take the place of VDM-SL basic types) are defined

n

ntifier. The

The type denoted by I is a composite type: each value of the type is in
T2,
are used in full VDM-SL to access the fields; in our

... in that

es from two
1d types and
uivalence.

112:T2..
> predefined
types in the

ssion T; the

inition. The
in 23.1.1.

quote type expression. This denotes a quote type containing a single quote value denoted by
the same quote literal as the quote type expression . Quote values have no predefined properties
except equality and inequality. Types containing quote values are built up as union types, €.g.:

Colour = RED | GREEN | BLUE
Result = Natural | ERROR

set type expression: set of T. Values of this type are the finite subsets of values of type T.

sequence type expression: seq of T, seql of T. Values of these types are finite ordered
sequences of values of type T; in the first case including, and in the second case excluding, the

empty sequence.
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- map type expressions: map T1 to T2. A value of either of these types is a finite map from
type T1 to type T2, i.e. an association with each of a finite subset of T1 (the domain of the
map) of a value of T2. The element of T2 associated with an element x of the domain of a map
M is denoted by M(x).

- union type expression: T11 T2 |.... This denotes the union of the constituent types T1, T2,
... ; a value of a union type is a value of one of the constituent types (which must be disjoint).

- optional type expression: [T]. This denotes the same type as T | nil, where nil is the only
value of a special anonymous type (the nil type). nil is used conventionally to stand for
absence of a value.

- | product type expression: T1 * T2 * ... . Values of a product type are ordered:tuples of values
from the constituent types T1, T2, ... . The distinction from a composite typeis that product
types use structural equivalence, and the components are not named.

NOTE - Optional types are sometimes used to indicate the preferred default value.

A.2.2 |[State definitions

Syntax

state definition = 'state’, identifier, 'of', field list, ‘end’;
Sgmantics

The state definition

state 1 of
1:T1
12:T2

end

defines the state to consist of variables 11, .. of types T1, ... respectively. In the VDM-SL subset
the identifier I is descriptive only (in full VDM-SL it is used to identify the state frgm within a
different module).

A.2.3 |Operation headings

Syntax

operationtheading = identifier, '(', [typed parameter list], ')', [typed results];

typed- parameter list = identifier, ';', type expression, {',', identifier, ', type expression};
typed results = identifier, ', type expression, {',', identifier, ', type expression};

Semantics

The operation heading

(

11:T1,
12: T2,
R1:T¢1
R2:T2

declares Op as the name of an operation with formal parameters I1 of type T1, 12 of type T2, etc.,
and with results R1 of type T1', R2 of type T2, etc. If R1: T1' etc. is omitted, the operation has
no result. Note that the () are needed even if the operation has no parameters.
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A.24

A.2.5

A.2.6

A.2.7

Function headings

Syntax

: 1995(E)

function heading = identifier, '(', [ typed parameter list, ), identifier, ', type expréssion;

Semantics
The function heading
En(

1:T1,
12:72,

R:Tr

with result R of type Tr. Note that the () are needed even if the function has no para

Operation and function calls
Syntax
operation call = identifier, (', [expression, {',', expression}], ')
function application = identifier, (', [expression{{\", expression}}, )"
Semantics

The operation call or function application

declares Fn as the name of a function with formal parameters I1 of type T1, I2 of tyi;a T2, ...,and

eters.

Id (E1, E2, ...)
denotes a call to the operation or function with name Id, with actual parameters E1, E2, ..
Identifiers
Syntax
identifier = plainletter , {plain letter | digit | '_"};
plain letter =_capital letter | small letter;
Capital 'etter= OAO l IB| I |C' | lDl I 'El | lF! l lGl I IH! I lll l IJI | IK' I IL' I IM' I IN! I DO' l lP' I IQI | IR' | lSl l OT | IU! I lVI '
VWI | OXI | IYO ' QZI;
sma" lener - lal I lbl l lCl I ldl I |e! l lf' ' |gl ' lhl ’ lil I ljl | 'kl l l'l l le l lnl l 'ol ' ipl | lql I lr l lsl I ltl I lul | lv' I lw! l lXI | lyl |
IZO;
digit = IOI | l1| | |2l I I3l | I4l I 15l | 160 I l71 | |8' I '9';
Semantics

Identifiers have no intrinsic meaning; they are used as names of various entities.

Literals

Syntax

symbolic literal = boolean literal | numeric literal | character literal | text literal | quote literal;

boolean literal = 'true’ | 'false’;
numeric literal = numeral, ['.", digit, {digit}], [exponent];
exponent = 'E', ['+' | -], numeral;
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numeral = digit, {digit};

character literal ="' ', character, ' ' ',

textliteral ="', {' ™' | character-'""},'" "
quote literal = capital letter, {'_' | capital letter};

Semantics
Literals denote values of basic types.

Boglean literals denote the corresponding truth values.

Nupmeric literals denote rational numbers in the usual decimal notation, using '.'@s-thg¢ decimal
poiht. An exponent E+n (or En) or E-n denotes multiplication by 107 or 107" respectively.

A dharacter literal denotes a graphic character. A text literal denotes a scquénce of characters, i.e.
a vhlue of type seq of char; as usual, the double quote character " is denoted by two successive

doyble quote characters : "".

A duote literal denotes the only value of a quote type, and also the quofe type itself.

A.3 Conventions for identifiers and keywords

Identifiers are used in the VDM-SL subset to name entities of the kinds shown below. The
conventions for these identifiers used in the Abstract‘Specification are shown. Notg that two
identtifiers cannot be distinguished, strictly speaking, just by the use of italics or not, gs the ISO
646 syntax only recognizes one set of letters (capitals and small letters).

ypes: small letters with capital initial, e.g.[Object, Type_in_sds.

ields of composite types: capital letters, €.g. DIRECT_COMPONENTS.
ates: there is only one, PCTE_Installation.

ate variables: capital letters, e.g) OBJECT_BASE.

erations: capital letters, €., OBJECT_GET_ATTRIBUTE

eration parameters and results: small italic letters: queue, next_message.

The|same conventions.are used in English text, except that names of types, fields, states, state ‘
varipbles, and valué€s)are converted to conventional English phrases (usually by [replacing
undegrscores by spaces and capital by small letters, but not always: PCTE installation, typ¢ in SDS).

In the ISO 646>syntax keywords are essentially reserved; there is a way of using a keyword as an
identtifier, but this is not used in the Abstract Specification. The keywords in the subset ale:
t

end false map of seq seq1l set s
to true value

te
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Annex B
(normative)

The Data Definition Language (DDL)

Th
th{
ins

B.1 S

M
A
A
ds
S
T
c

T

wrrent SDS section and SDS, respectively.

e type definitions within them, and so serves for the definition of the schéma
tallation.

PDSs and clauses

yntax
DDL definition = sds section, {sds section};

sds section =
'sds’, sds name, ',
{clause, ';},
'end’, sds name, ';';

clause =
type importation | object type declaration |‘0bject type extension |
attribute type declaration | link type declaration | link type extension |
enumeration type declaration;

type importation =
'import’, import type, global name, [ 'as', local name ], [ type mode declaration ],
{', global name, [ 'as', local mame ], [ type mode declaration ] };

import type = 'object’, 'type' | ‘attribute’, 'type' | 'link', 'type' | 'enumeral’, ‘type’;
feaning
DDL definition defines.a' number of SDSs containing types in SDS, and the correspq

11 the SDS sections-in-the schema declaration with a particular SDS name define an S
pfinition set). THis' SDS has the common SDS name, and the set of types in SDS d¢g
DS sections as explained below.

he SDS section in which a clause occurs, and the SDS to which it contributes, a1

he type importation

ISO/IEC 13719-1 : 1995(E)

is annex defines the PCTE Data Definition Language (DDL). DDL is used to defipe SDSs and

of a PCTE

nding types.

DS (schema
fined by the

e called the

import import type sds name-local name 1 aLlo_c_aJ_namg_z_uxpe_mode,,deglamtion]

defines a type in SDS in the current SDS. This type in SDS is a copy of the type in SDS denoted
by local_name_1 in the SDS denoted by sds_name, with the same type identifier, except that the
creation or importation date is set to the value of the system clock at the time of importation. Itis
denoted by local name local_name_2 in the current SDS; if local_name_2 is not given, the default is
local_name_1. Except for an enumeral type, the type mode declaration defines the usage and
export modes of the new type in SDS; they may not contain any access values not in the export
mode of the imported type. The default for both modes is the export mode of the imported type.
The maximum mode is set to the export mode of the imported type.

A multiple type importation:
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import import_type sds_name1-local_name1 [as new_local_name1] [type_mode_declaration1],
sds_name2-local_name2 [as new_local_name2] ftype_mode_declaration2],

sds_namen-local_namen [ as new_local_namen] [ type_mode_declarationn ]

is equivalent to n single type importations:

import import_type sds_name1-local_name1 [ as new_local_name1 ]
[ type_mode_declarationt |; ‘

import import_type sds_name2-local_name2 [ as hew_local_name2 ]
[type _mode declaration? ];

tion, a type
ypes in link

import i'ﬁ%bon__type sds_namen-local_namen [ as new_local_namen]
[ type_mode_declarationn ]
Every type name used in an SDS must be declared in the same SDS, in a type'import3
deglaration, or type extension. Except for destination object types and reverse link t
type declarations, all type names must be declared before use.
If b type mode declaration is omitted, all the definition mode values are set for the imported type.
Opject types
Syntax
object type declaration =
local name, ", [ type mode declaration ], [ 'child',‘type’, 'of', object type list ], [ 'with’,
[ 'contents’, contents type indication, ;' 1,
[ 'attribute’,
attribute indication list, ;' 1,
[ 'link’,
link indication list, ';' 1,
[ ‘component’,
component indication list, 5\]
‘end', local name |;
object type extension =
‘'extend’, 'object’, 'type", local name,'with’,
[ 'attribute’,
attribute indication list, ';' ],
[ 'link’,
link indication list, *;' ],
[ 'component’,
component indication list, ';' ],
‘end";\local name;
contents type indication = 'file’ | '‘pipe’ | 'device’ | 'audit_file' | '‘accounting_log';
attribute indication list = attribute indication list item, { ';', attribute indication list item };
aftribute indication list item = attribute type name | attribute type declaration;
link indication list = link indication list item, { ';', link indication list item };
link indication list item = link type name | link type declaration;
component indication list = component indication list item, {';', component indication list item };
component indication list item = link type name | link type declaration;
Constraints

The 'child type of' clause may be omitted only for the object type "object” (see 9.1.1).

The local name after ‘'end'’ in an object type declaration or object type extension, if present, must be

the same as the first local name of that object type declaration or object type extension.
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In an object type declaration the local name must be distinct from the local names of all other object
types, and of all attribute types and link types, defined in the same SDS as the ‘object type
declaration.

In an object type extension the local name must be the name of an object type introduced earlier in
the SDS by an object type declaration or a type importation.

Each attribute type name in an attribute indication list must be the local name of an attribute type
introduced earlier in the specification by an attribute type declaration or a type importation.

) ) . lg'l,.n{l, . alfa r,e‘ SIS pe-the avadr Raline-0 sEhaTata ..onlinktype
introduced earlier in the specification by an object or link type declaration or a type ifagortation.

Hach link type name in a component indication list must be the local name ofi.a‘¢conposition link
type introduced earlier in the specification by an object or link type declaratign or a type
ipnportation.

I'he type mode declaration must define either protected or create foreach of the usage mode and
the export mode. ~

11 the attribute types and link types in the list must be different.

If any parents of an object type have contents, then they must all have the same contenis type (there
ay be other parents with no contents). The child type.inherits the common conterjts type, or if
one of its parents has contents, neither has the child.

Meaning

\n object type declaration defines an object type,and an object type in SDS in the current SDS with
he local name within that SDS. The new object type has the following characteristics{ (see 8.3.1).

[alle

-| The contents type is as defined by the contents type indication. If a contents typelindication is
given, it defines the contents type of the object type as FILE, PIPE, DEVICE, AUDIT_FILE, or
ACCOUNTING_LOG respectively'(see 8.3.1). The contents type indication is ysed only for
the predefined types "file", "pipe”, "device", "audit_file", and "accounting_log";|user-defined
types always inherit contentstype (or lack of it ) from their parents.

-| The parent types are the-object types defined by the object type list after 'child [type of'; the
object type is added to the child types of all its parent types. The object type has rfo child types
initially.

The new object typ&:in SDS has the following characteristics (see 8.4.1).

-| The direct outgoing link types in SDS are all those defined by the link indicqtion list and
component indication list (see below).

-| The direct attribute types in SDS are all those defined by the attribute indication list (see below)

-| The direct component object types in SDS are all those defined as the destination opject types of
the Composition links defined in the component indication list.

- The usage and export modes are set by the type mode declaration, if present (see B.6); the
default is usage mode and export mode both set to CREATE.

- The maximum usage mode is set to CREATE.

An object type extension extends the object type in SDS with the same local name in the current
SDS section, by adding further outgoing link types, attribute types, and component object types,
defined as for an object type declaration.

An attribute indication list defines the following set of attribute types.

- For each attribute indication list item which is an attribute type name, the attribute type with that
local name in the current SDS.
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- For each attribute indication list item which is an attribute type declaration, all the attribute types
defined by that attribute type declaration (see clause B.3).

A link indication list or a component indication list defines the following set of link types.

- For each link indication list item or component indication list item which is a link type name, the
link type with that local name in the current SDS.

- For each link indication list item or component indication list item which is a link type
declaration, the link type defined by that link type declaration (see clause B.4).

B.3 Atfribute types

Syntax

attribute type declaration =
local name, {,' local name}, ', [ type mode declaration }, [ 'non_duplicated’ |,
value type indication, [ ":=', initial value J;

value type indication= 'Integer' | 'natural’ | '‘boolean’ | 'time' | 'float’ | 'string’ |
‘enumeration’, enumeration type name | enumeration type<indication;

enumeration type indication = 'enumeration’, '(', basic enumeration,
{',', basic enumeration}, )';

basic enumeration = enumeration image | enumeration-subrange;
enumeration image = identifier | ' * ', {character},’\* ) ;

enumeration subrange = attribute type name;.‘range’, enumeration image, '..",
enumeration image;

initial value =
'+ |-, digit, {digit} (* integer *)
| digit, {digit} (* natural *)
| 'true’ | 'false’ (* boolean *)
| year, ', month, -, day, [T, hour, ', minute, "', second}, Z' (*time *)
| [+ -], digit, {digit}, [' ", digit, {digit}], [E", ['+' | -], digit, {digit}] (* float ™)
", {character}, ' " ! (* string®)
| enumeration image; (* enumeration value type*)

day = digit, digit;

month = digit, (digit;

year = [digit,.digit], digit, digit;
hour =digit, digit;

minute = digit, digit;

second = digit, digit;

Consftraints

All the local names of an attribute type declaration must be distinct from the local names of all other
attribute types, and of all object types and link types, defined in the current SDS.

The initial value, if any, in an attribute type declaration must denote a value of the value type
defined by the value type indication.

In a basic enumeration which is an enumeration subrange, the two enumeration images must
identify different enumeral types of the enumeration value type of the enumeration attribute type
denoted by the attribute type name. In that enumeration value type the enumeral type identified by
the second enumeration image must not precede that identified by the first.

The type mode declaration must define either protected or one or both of read and write for each
of the usage mode and the export mode.
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Meaning

¢ 1995(E)

An attribute type declaration defines an attribute type, and an attribute type in SDS in the current
SDS with the local name within that SDS. The new attribute type has the following characteristics
(see 8.3.2).

- The value type is as given by the value type indication.

- The initial value of the attribute type is defined by the initial value of the attribute type

declaration, if present, as follows.

of

T

The usage and export modes are set by the type mode declaration, if present (see cla
default is usage mode andexport mode both set to READ and WRITE.

The maximum usage.mede is set to READ and WRITE.

Ah enumeration typg:indication defines an enumeration value type consisting of the c(
the sequences of €numeral types defined by the constituent basic enumerations, as
efumeration image which is delimited by ' " " " is interpreted as for a string attribute initi

An initial value ['+' | '-'], digit, {digit} denotes an integer in the conventio
representation.

nal decimal

An initial value 'true’ or 'false’ denotes the logical value TRUE or FALSE respdctively.

An initial value year, '-', month, '-', day, ['T' hour, "', minute, "', §¢cond] 'Z'
time consisting of the given year, month, day, and the time of day given by h
second (if present) or otherwise 00:00:00, in Coordinated Universal Time (U
omitted, the first two digits of the year are taken to be '19", thus '88-11-09Z'
same time as '1988-11-09T00:00:00Z'.

denotes the
bur, minute,
CT). When
denotes the

An initial value [+ 1°'-'], digit, {digit}, ['.", digit, {digit}], ['E', ['+' |'-], digit, {digit}]
denotes-a rational number in the conventional decimdl¥epresentation, where '.' r¢presents the

decimal point and E a decimal exponent. Leading and trailing zeros are permitted

o

An initial value ' "', {character}, ' " ' denotes-the string value consisting of the

N N .. s T g g Yo
characters, without the delimiting characters, except that the character
string is denoted by ' """ :

An initial value which is an enumeration image denotes the corresponding enumet

sequence of
" within the

al type.

he duplication is NON_DUPLICATED if the keyword 'mon_duplicated' appears, and
otherwise DUPLICATED.

The new attribute type in SDS has-the following properties (see 8.4.2).

1se B.6); the

bncatenation
follows. An
al value.

If the basi¢ enumeration is an enumeration image, then a sequence containing the single
enumetal type with that image in the current SDS.

- | I£ the basic enumeration is an enumeration subrange, then the sequence containing the enumeral
types between and including those identified by the two enumeration images, in the ordering of

the enumeration value type ot the attribute type.

B.4 Link types

Syntax

link type declaration =
local name, ', [ type mode declaration ], [ ‘exclusive' ], [ 'non_duplicated’ ],
[ stability name ], category name, ‘link’, [ cardinality range ], [ key list ],
[ 'to’, object type list ], [ ‘reverse’, link type name ], [ 'with',
‘attribute’,
attribute indication list, *;',
‘end’, local name |;
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link type extension =
‘extend', 'link’, 'type’, local name,[ 'to', object type list ], [ 'with',
‘attribute’,
attribute indication list, '},
‘end’, local name |;

category name = [ 'composition' ] | 'existence’ | ‘reference’ | 'implicit' | 'designation’;
cardinality range = T, [ lower bound ], "..", [ upper bound ], 'T’;

___lower bound = digit. { digit };
upper bound = digit, { digit };
stability name = 'atomic’, 'stable’ | ‘composite’, 'stable’;
key list = (', attribute indication list, ')';

Copstraints
In 4 cardinality range:

- The lower bound must be greater than or equal to zero.

- The upper bound must be greater than zero.

- The lower bound must be less than or equal to the upper, bound.
- Links of category name implicit or existence must'have a lower bound equal to zeto.

If the upper bound of a link type is greater than one; and the link type has category nanje implicit,
theh the key list must consist of a single attribute. type name. If the upper bound of a link type is
greater than one, then the key list must not be omitted.

The link type denoted by the link type name-after 'reverse’, if present, must be a diregt outgoing
link type of each destination object type of the link type, and must have the link type as jits reverse.
Seg 8.3.3 for constraints on the properti¢s of the reverse link type.

The type mode declaration must-define either protected or a combination of one pr more of
crdate, navigate, and delete for each of the usage mode and the export mode.

Mg¢aning

A kink type declarationdefines a link type, and a link type in SDS in the current SDS with the local
name within that SDS:The new link type has the following properties (see 8.3.3). ‘

- [Category: COMPOSITION, EXISTENCE, REFERENCE, IMPLICIT, or DESIGNATION, as
iven by the:category name. The default is COMPOSITION.

ardinality. As defined by the cardinality range. A missing lower bound is equivalent to a
owerbound of 0. A missing upper bound is equivalent to an implementation-defined upper

und (which may depend on the link type) (see clause 24). A missing cardinality if equivalent
00 ..] if there is a key list and [0..1] if not.

Exclusiveness: EXCLUSIVE if the keyword 'exclusive' is present, otherwise SHARABLE.

Stability: ATOMIC_STABLE if the stability name 'atomic stable' is present,
COMPOSITE_STABLE if the stability name 'composite stable' is present, and
NON_STABLE if no stability name is present.

Duplication: NON_DUPLICATED if the keyword 'non_duplicated' is present, otherwise
DUPLICATED.

The reverse link type is the link type denoted by the link type name after 'reverse'; if this is
absent, there is no reverse link type if the link type is a designation link type, and otherwise the
reverse link type is an implicit link type of cardinality many with no local name.

The new link type in SDS has the following properties (see 8.4.3).
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