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Foreword

© ISO/IEC

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form
the specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal
with particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest.
Other international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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ISO/IEC 13248-3:1998(E)

This Recommendation | International Standard has been produced to facilitate the interconnection of information
processing systems to provide directory services. The set of all such systems, together with the directory information
which they hold, can be viewed as an integrated whole, called the Directory The information held by the Directory,
collectively known as the Directory Information Base (DIB), is typically used to facilitate communication between, with
or about objects such as application entities, people, terminas and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to alow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information

rocessing

systems:

- from different manufacturers;
- under different managements;
- of different levels of complexity; and

- of different ages.

To evaluate conformance of a particular implementation, it is necessary to have a statement of w

options |
Conform43

This Rec
proforma
9594:199
Standard

Annex A
Rec. X.5(

ave been implemented for a given OSI protocol. Such statemeént is called a Protg
ince Statement (PICS).

pbmmendation | International Standard provides the ProtocolNimplementation Conformand
for the Directory Operational Binding Protocol (DOP) specified in ITU-T Rec. X.500-Series
5. All references to the Directory Specifications, made throughout this Recommendal
are to the second edition of those specifications (ITU~T Rec. X.500-Series (1993) | ISO/IE

specifies the PICS proforma for the Directory Operational Binding Management Protocol g
0-Series | ISO/IEC 9594.

hich capabilities and
col Implementation

e Statement (PICS)
(1993) | ISO/IEC
tion | International
C 9495:1995).

s defined in ITU-T
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ISO/IEC 13248-3:

INTERNATIONAL STANDARD

ITU-T R

ECOMMENDATION

1998 (E)

INFORMATION TECHNOLOGY — OPEN SYSTEMS INTERCONNECTION — THE
DIRECTORY: PROTOCOL IMPLEMENTATION CONFORMANCE STATEMENT

1

(PICS) PROFORMA FOR THE DIRECTORY OPERATIONAL BINDING
MANAGEMENT PROTOCOL

cope

This Recgmmendation | International Standard provides the PICS proforma for the Directoryy Operationgl Binding
Management Protocol (DOP) specified in ITU-T Rec. X.500-Series (1993) | ISO/IEC 9594:1995: This PICS groformaiis
in complignce with the relevant requirements, and in accordance with the relevant guidance for PICS proformg, givenin
ITU-T Reg. X.296 | ISO/IEC 9646-7.

The suppllier of a DOP implementation that is claimed to conform to ITU-T_Rec” X.500-Series | ISO/IHC 9594 is
required tp complete a copy of the PICS proforma provided in Annex A and.is required to provide the ifformation
necessary [to identify both the supplier and the implementation.

The scope of this Recommendation | International Standard is the specification of the conformance statenjents for a
Directory Bystem Agent (DSA).

2

Normative references

The folloywing Recommendations and International Standards contain provisions which, through reference ip this text,
constitute|provisions of this Recommendation | Intéfnational Standard. Members of IEC and 1SO maintain registers of

currently
currently

21

alid ITU-T Recommendations.

dentical Recommendations | International Standards
Interconnection —The Directory: Overview of concepts, models and services.
Intercanhection — The Directory: Models.

- ITU~T"Recommendation X.509 (1993) | ISO/IEC 9594-8:198fmrmation technology — Opg
[nterconnection — The Directory: Authentication framework.

Interconnection — The Directory: Abstract service definition.

alid Internationa Standards. The Telécommunication Standardization Bureau of the ITU maintaifs a list of

- ITU-T Recommendation X.500 (1993) | ISO/IEC 9594-1:198fermation technology — Opgn Systems

- ITU-T Recammendation X.501 (1993) | ISO/IEC 9594-2:198fyrmation technology — Opén Systems

bn Systems

Systems

— ITU-T Recommendation X.518 (1993) | ISO/IEC 9594-4:19@farmation technology — Open Systems

Interconnection — The Directory: Procedures for distributed operation.

— ITU-T Recommendation X.519 (1993) | ISO/IEC 9594-5:196ftarmation technology — Open Systems

Interconnection — The Directory: Protocol specifications.

— ITU-T Recommendation X.520 (1993) | ISO/IEC 9594-6:198&feyrmation technology — Open Systems

Interconnection — The Directory: Selected attribute types.

— ITU-T Recommendation X.521 (1993) | ISO/IEC 9594-7:198&fermation technology — Open Systems

Interconnection — The Directory: Selected object classes.

— ITU-T Recommendation X.525 (1993) | ISO/IEC 9594-9:19@farmation technology — Open Systems

Interconnection — The Directory: Replication.

ITU-T Rec. X.585 (1997 E)

1
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22 Paired Recommendations| I nternational Standards equivalent in technical content

protocol Recommendations for ITU-T applications — General concepts.

ITU-T Recommendation X.290 (19953 conformance testing methodology and framework for

ISO/IEC 9646-1:1994Information technology — Open Systems Interconnection — Conformance testing

methodology and framework — Part 1: General concepts.

protocol Recommendations for I TU-T applications — Implementation confor mance statements.

ITU-T Recommendation X.296 (19953 conformance testing methodology and framework for

ISO/IEC 9646-7:1995nformation technology — Open Systems Interconnection — Conformance testing

methodology and framework — Part 7: Implementation Conformance Statements.

3

Definitions

For the plirposes of this Recommendation | International Standard, the following definitions apply:

31

This Reg
specifical

32

The follov

33
The folloy

331

Directory definitions

ommendation | International Standard uses terms defined in ITU-T, Rec. X.500-Serie
y ITU-T X.525 | ISO/IEC 9594-9.

Conformance definitions

ving terms are defined in ITU-T Rec.X.290 | ISO/IEC 9646-1:
h)  Protocol Implementation Conformance Statement (PICS);
D) PICS proforma;

L) conformance;

j) mandatory requirement;

P)  optional requirement;

) conditional requirement;

Basic Directory Confor mance definitions
ving terms are.defined in this Recommendation | International Standard:

CentralizedhDSA: A DSA that is not capable of holding knowledge information about othg

DSA is n@t capableof returning referrals.

332

cooperating DSA: A DSA that is capable of holding knowledge references. Such a DS

5 | ISO/IEC 9594,

r DSAs. Such a

A is capable of

referrals,

and may afso be a chamning DSA:

333 chaining DSA: A cooperating DSA that is capable of invoking chained operations, functioning as a DSP
invoker. A chaining DSA is also a cooperating DSA.

334 security level: Security levels shall be declared for peer entity authentication, originator authentication and
results authentication, respectively.

a) For originator authentication, there are five security levels which are "none", "simple without password",

"simple with unprotected password", "simple with protected password" and "strong".

b) For peer entity authentication, there are three security levels which are "none", "simple with distinguished

name" and "strong".

c) For results authentication, there are two security levels which are "none" and "strong".

ITU-T Rec. X.585 (1997 E)
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4 Abbreviations

For the purposes of this Protocol |mplementation Conformance Statement, the following abbreviations apply:

ACI Access Control Information

CCITT International Telegraph & Telephone Consultative Committee

DIB Directory Information Base

DISP  Directory Information Shadowing Protocol

DOP Directory Operational Binding Management Protocol
DSA Directory System Agent
DSE DSA Specific Entry

: 1998 (E)

5
This Rec

listed in G

6

A conforming PICS proforma shall be ;technically equivalent to ITU-T Rec. X.500-Series | ISO/IF

preserve

APICS W

\uT Implementation Under Test

EC International Flectrotechnical Commission
SO International Organization for Standardization
TU International Telecommunication Union

TU-T International Telecommunication Union — Telecommunication Standardization Sector

PDU Protocol Data Unit

PICS Protocol Implementation Conformance Statement
RDN Relative Distinguished Name

RTSE  Reliable Transfer Service Element

SDSE ~ Shadowed DSA Specific Entry

Conventions

bmmendation | International Standard refersZexclusively to the second edition of the Dire|
lause 2.

Conformance

the numbering and ordering*of the items in ITU-T Rec. X.500-Series (1993) | ISO/IEC 9594

hich conforms to this'Recommendation | International Standard shall:
h)  describe animplementation which conforms to the ITU-T Rec. X.500-Series | ISO/IEC

D) be a conferming PICS proforma, which has been completed in accordance with t
complétion given in A.2;

L) include information necessary to uniquely identify both the supplier and the implementa

ctory Specifications

C 9594 and shall
11995.

D594;
e instructions for

tion.

ITU-T Rec. X.585 (1997 E)

3
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Annex Ab

Directory Operational Binding Management Protocol —
Protocol Implementation Conformance Statement (PICS) proforma

(This annex forms an integral part of this Recommendation | International Standard)

Al

Identification of the | CS proforma corrigenda

The supplier of the PICS proforma shall identify any corrigenda (i.e. Technical Corrigenda or equivalent) to the
published proforma that have been applied. Suppliers of the proforma should modify the proforma, or attach relevant
additional pagesin order to apply the corrigenda, and then record the application of the corrigendain the table below.

Identificaj(ijon of corrigenda applied to this | ITU-T X.585 (1997) | ISO/IEC 13248-3:1998
PICS profforma
Corr:
Corr:
Corr:
Corr:
A2 nstructions
A2l Pur pose and structure of the proforma

The purpgse of this PICS proforma is to provide suppliers of _implementations of ITU-T Rec. X.500-Serigs (1993) |

I SO/IEC 9594:1995 with consistent means of stating which capabilities have been implemented.
The profo

which an
implemen

support refluirement, and room for a support answexto be provided by the supplier.
This subcl
SubclausglA.3 isfor the identification of the implementation.

SubclausglA .4 isfor identifying the protocol within ITU-T Rec. X.500-Series | |SO/IEC 9594.
SubclausglA 5 isfor the identifieation of the Technical Corrigendato the protocol.

SubclauseglA.6 contains tablesin which the supplier specifies details of the implementation options chosen.

A22
A221

Notations

implementation choice is alowed. Items *are also provided for mandatory capabilities for
ation choice is allowed. Each item includes*an item number, item description, a status value spe

lause provides general information and'instructions for completion of the proforma.

Bymbols, téxms, and abbreviations

ntroduction

hae’been introduced in order to reduce the size of the tables in the PICS proforma. These have 34

maisin the form of a questionnaire and consists.0f a set of items. An item is provided for each capability for

which no
Lifying the

lowed the

use of mulfi-column Tayout where the columns are headed "Status and 'Support. Definitions of each are given below.
Additionally, the following definitions apply:

A.22.1.1(PICS)item: A row in the PICS proformatable.

1) copyrigh

t releasefor |CS proforma

Users of this Recommendation | International Standard may freely reproduce this ICS proformain this annex so that it can be used for its intended
purpose and may further publish the completed ICS.

ITU-T Rec. X.585 (1997 E)
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A.2.2.1.2 (PICS) question: The question to be answered in the intersection of a PICS item and either a support column
(i.e. "Is this item supported in the context applying to this table and column?") or supported value column (i.e. "What
values are supported for thisitem in the context applying to this table and column?') in a PICS proformatable.

A.2.2.1.3 status (value): An allowed entry in the status column for an item in a PICS proformatable.

A.2.2.1.4 (support) answer: An allowed entry in the support or supported values columns for an item in a PICS, in
answer to a PICS question.

A.2.2.2 Prerequisite notation

If a predicate applies to a whole table, a prerequisite line may be specified in front of the table to which it applies. A
prerequisite line takes the form:

Prerequisite: <Predicate>

The meaning of such alineisthat if <predicate> is True, then the table applies, elseit is not applicable.

A.2.2.3 [|tem reference numbers

Each line fithin the PICS proformais numbered at the left-hand edge of the line. This numbering-'s included ps a means
of uniquely identifying all possible implementation details within the PICS proforma. This referencing is{used both
inside the PICS proforma, and for references from other test specification documents.

The means of referencing individua responses is done by the following sequence:

- areference to the smallest enclosing the relevant item;

- asolidus character, '/';

- the reference number of the row in which the response appears;

- if, and only if, more than one response occursdn the row identified by the reference jnumber, then each
possible entry is implicitly labeled a, b, c,<etc., from left to right, and this letter is [appended to the
sequence.

An example of the use of this notation would be*A.6.2.3.1.1/1, which refers to the support fqr credentials in a
DirectoryBind protocol data unit.

A.2.2.4 Btatuscolumn
This column indicates the level of support required for conformance to this Recommendation | Internftional Standard.

The valugs are as follows:
n  The capability/isfequired to be implemented in conformance with the related specificatjon

D  The capability may be implemented and if it is implemented it is required to confofm to the related
specification

The'reguirement on the capability depends on the selection of other optional or conditignal items

A4

The capability is outside the scope of this PICS and hence irrelevant and not subjgct to conformance
testing

— Inthe given context it is impossible to use this capability

Nested conditionals are denoted by nested numbering (e.g. 1, 1.1, 1.1.1, etc.) of the item descriptions in the tables. A
table may have zero, one or more levels of nesting. The status of a leading item is specified by its status entry, as defined
above. The status of a subordinate (that is nested) item is specified as follows: if the superior item is supported, the status
of the subordinate item is determined by its status column entry and applicable predicate, if any. If the superior item is
not supported, the subordinate item is not applicable, independent of its status column entry.

A.2.2.5 Support column

This column shall be completed by the supplier or implementor, to indicate the level of implementation of each item. An
item is not considered implemented simply because a default value has been defined by the standard. In order for an
Implementation Under Test (IUT) to claim a protocol element is implemented, it must have the ability, where
appropriate, to generate, receive, and perform the appropriate action.

ITU-T Rec. X.585 (1997 E) 5
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rmais designed such that support values are:
Y  Yes, theitem has been implemented

N  No, theitem has not been implemented
— The item is not applicable

Definition of support

A capability is said to be supported if the Implementation Under Test (IUT) is able:

— to generate the corresponding operation parameters (either automatically or because t
requires that capability);

— to interpret, handle, and when required, make available to the invoker the correspondin

he invoker explicitly

g error or result.

A protocol element is said to be supported for a sending implementation if the IUT is able to generate it under some

circumstgnces (either automatically or because the invoker requires relevant services explicitly).

A protocql element is said to be supported for a receiving implementation if it is correctly interprete
when appropriate, made available to the invoker.

A.2.2.7

The item

when the|PICS states that one or more features identified by the item is supported.

A.228

The predjcate name indicates that name upon which the predicate is‘based. A predicate name fla|
the predicate name indicates the condition by which the predicate is being set. A predicate name not flagged
with an agterisk indicates the predicate on which the conditional support is based.

preceding

A.229

This column indicates the following:

A.2.3

The supglier shall complete all entries in the column marked 'Support'. In certain clauses of the PI(
guidance|for completion may_be necessary. Such guidance shall supplement the guidance given i
have a sgope restricted to the clause in which it appears. In addition, other specifically identified i

provided
required.
a numbe

Pr edicate column

number contained in the predicate column, if any, means that the status_in the "Status"

Predicate name

Note column

notexx Refers to Note xx

j(xx) A default value xx within () is.defined in the standard. When absent in the PDU
receiver shall interpret it as havihg the default value specified in the standard

See xx  Refers to Table xx

nstructionsfor completing the PICS proforma

by the implementor where requested. No changes shall be made to the proforma exce
Recognizing.that the level of detail required may, in some instances, exceed the space a\
Il of responses specifically allow for the addition of appendices to the PICS.

1 and handled and,

column applies only

gged with an asterisk

. both sender and

LS proforma, further
this clause and shall
hformation shall be
pt the completion as
ailable for responses

Dy crossing out, not

All entrie$ within-the PICS proforma shall be made in ink. Alterations to such entries shall be made
erasing of making the original entry illegible, and writing the new entry alongside the alteration.
All such aherationste-recordsshallbe-initialized-by-thestaff-makingthem
A3 I dentification of the implementation
A.31 Identification of PICS
Item No. Question Response

1 Date of Statement (DD/MM/YY)

2 PICS Serial Number

3 System Conformance

Statement Cross Reference

6 ITU-T Rec. X.585 (1997 E)
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A.3.2 Identification of theimplementation and/or system

ISO/IEC 13248-3 : 1998 (E)

Item No.

Question

Response

Implementation Name

Version Number

Machine Name

Machine Version Number

Operating System Name

Operating System Version No.

Special Pnnfigl wration
T

(Nl h~|[W|IN|RF

Other information

A.33

dentification of the system supplier

Item Nd.

Question

Response

Organization Name

Contact Name(s)

Address

Telephone Number

Telex Number

Fax Number

E-Mail Address

(N[O~ |[W|IN|F

Other information

A34

dentification'of the testlab client

Item No.

Question

Response

pay T N
UTYA mZAarulm iNamie

Contact Name(s)

Address

Telephone Number

Telex Number

Fax Number

E-Mail Address

O|IN|lOO|lO| D] W[IN]| P

Other information

ITU-T Rec. X.585 (1997 E) 7
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A4 I

dentification of the protocol

Item No.

Identification of protocol specification

Support

ITU-T Rec. X.500 (1993) | ISO/IEC 9594-1:1995,
Information technology — Open Systems Interconnectig
The Directory: Overview of concepts, models and servig

n-—
es

ITU-T Rec. X.501 (1993) | ISO/IEC 9594-2:199
Information technology — Open Systems Interconnectid
The Directory: Models

S,
n—

ITU-T Rec. X.511 (1993) | ISO/IEC 9594-3:199
Information technology — Open Systems Interconnectig
The Directory: Abstract service definition

o

ITU-T Rec. X.518 (1993) | ISO/IEC 9594-4:199
Information technology — Open Systems Interconnectid
The Directory: Procedures for distributed operations

S
|

ITU-T Rec. X.519 (1993) | ISO/IEC 9594-5:199
Information technology — Open Systems Interconnectig
The Directory: Protocol specifications

So
|

ITU-T Rec. X.520 (1993) | ISO/IEC 9594-6:199
Information technology — Open Systems Interconnectid
The Directory: Selected attribute types

S
|

ITU-T Rec. X.521 (1993) | ISO/IEC 9594-7:199
Information technology — Open Systems Interconnectig
The Directory: Selected object classes

So
|

ITU-T Rec. X.509 (1993) | ISO/IEC 9594-8:199
Information technology — Open Systems Interconnectid
The Directory: Authentication framework

3o
|

ITU-T Rec. X.525 (1993) | ISO/IEC 9594:9:199
Information technology — Open Systems Intercennectig
The Directory: Replication

o

A5

dentification of corrigendato the protocol

Item Ng@.

Specification

Technical Corrigenda

Support

ITU-T ReciX.501 (1993) | ISO/IEC 9594-2:1995

Cor.1: 1995

ITU-Rec. X.501 (1993) | ISO/IEC 9594-2:1995

Cor.2: 1995

IFY-T Rec. X.509 (1993) | ISO/IEC 9594-8:1995

Cor.1: 1995

ITU-T Rec. X.509 (1993) | ISO/IEC 9594-8:1995

Cor.2: 1995

ITU-T RKec. X.209 (1993) | ISO/MEC 9594-6:1995

Cor.s” 1995

ITU-T Rec. X.511 (1993) | ISO/IEC 9594-3:1995

Cor.1: 1995

ITU-T Rec. X.511 (1993) | ISO/IEC 9594-3:1995

Cor.2: 1995

ITU-T Rec. X.518 (1993) | ISO/IEC 9594-4:1995

Cor.1: 1995

Ol | N|[ojOb]|W[IN]|F

ITU-T Rec. X.518 (1993) | ISO/IEC 9594-4:1995

Cor.2: 1995

=
o

ITU-T Rec. X.519 (1993) | ISO/IEC 9594-5:1995

Cor.1: 1995

[
[

ITU-T Rec. X.520 (1993) | ISO/IEC 9594-6:1995

Cor.1: 1995

[EnY
N

ITU-T Rec. X.525 (1993) | ISO/IEC 9594-9:1995

Cor.1: 1995

[EnY
w

ITU-T Rec. X.525 (1993) | ISO/IEC 9594-9:1995

Cor.2: 1995

ITU-T Rec. X.585 (1997 E)
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A.6 | CS proformatables
A.6.1  General capabilitiesand global statement of conformance

Answering "No" to A.6.1.1/1 indicates non-conformance to the protocol specification. Non-supported mandatory
capabilities are to be identified in the PICS, with an explanation of why the implementation is non-conformant. Such
information shall be provided in A.6.3 "Other information”.

A.6.1.1 General capabilities

Item Nd. Question Status Support Predicaie Name
1 Are al mandatory general capabilities implemented as m
defined by ITU-T Rec. X.500-Series | ISO/IEC 9594?
2 Are minimum knowledge requirements (ITU-T Rec. m
X.518 | ISO/IEC 9594-4) implemented?
3 Is asynchronous (ROSE class 2) mode of operation m
supported?

A.6.1.2 Bupported Security Levels

Item Nd. Supported Security Levels Status Support Predicafe Name
1 none ol
2 simple 0.l *Simple-QSA
3 strong ol *Strong-DISA
4 external i
0.1: At legst one security level must be'supported.

A.6.1.3 PBupported-Operational Binding Types

Item No. Supported Operational Binding types Status Support Predicate Name
1 shadowOperational Binding o] * Shadow-Bind
specificHierarchical Binding o] *S-Hier-Bind
non-specificHierarchicalBinding o] *NS-Hier-Bind

A.6.2 Capabilitiesand options

This part of the PICS proforma identifies the supported application context, the PDUs and operations. Finally, the
operation arguments and PDU parameters are identified.

ITU-T Rec. X.585 (1997 E) 9
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A.6.2.1 Supported application context

Item No. Supported Application-Contexts Status Support Predicate Name

1 directoryOperational BindingM anagementAC m

2 directorySystemAC m

3 shadowSupplierinitiatedAC P1 0.2 *Supplier

4 shadowConsumerInitiatedAC P1 0.2 *Consumer

5 shadowSupplierInitiatedAsynchronousAC P1 0.2 *Supplier

6 shadowConsumer| nitiatedAsynchronousAC P1 0.2 *Consumer

7 reliableShadowSupplierinitiatedAC P1 cl

8 reliableShadowConsumerlnitiatedAC P1 c2

cl: If [$upplier] then support of this feature is o else —.
c2: If [Consumer] then support of this feature is o else

ISQ/IEC 9594-5.

1 Support of these application contexts requires a DISP PICS to be submitted.

0.2: If [Bhadow-Bind] then at least one AC shall be supported as specified in 7.2.3.1, 7.2.3.2,and 9.3.1a off ITU-T Re

£, X.519 |

A6.2.2 PDperations (Ref. X.501 | 9594-2, 24)

Item N@. Protocol Element Statug Support Predicate Note

1 dsaOperationalBindingManagementB m
ind

2 dsaOperationalBindingManagementUn m
bind
EstablishOperationalBinding o] *Establish
ModifyOperationalBinding o] *Modify
TerminateOperationalBinding o] *Terminate

10 ITU-T Rec. X.585 (1997 E)
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A.6.2.3 Protocol Elements

ISO/IEC 13248-3 : 1998 (E)

A.6.2.3.1 DSA Operational Binding Management Bind Protocol Elements (Ref. X.501 | 9594-2, 24.6.1)

A.6.23.11 DSA Operational Binding Management Bind Arguments (Ref. X.511 | 9594-3, 8.1.2)
Item No. Protocol Element Status Support Predicate Note
1 credentials c3
11 simple ccd
111 name cm
1.1.2 validity C:0
1121 timel c.o
1122 time2 c.o
1123 randoml c.o
1124 random?2 c.o
113 password c.o
1131 unprotected c:0.3
1132 protected c.0.3
11321 algorithmldentifier cm *Algor-1D See A.6.2]3.8.2
11322 encrypted cm
12 strong c:.c5
121 certification-path c.o *Cert-Path See A.6.23.8
122 bind-token cm
1221 toBeSigned cm
12211 algorithm cm
12212 name cm
12213 time cm
12214 random cm
1222 algorithmldentifier cm *Algor-1D See A.6.2]3.8.2
1223 encrypted cm
123 name c:0
13 external Procedure i
2 versions m d(vl)
c3: If [fimple-DSA-Or Strong-DSA] then support of this feature is m else support is o.
cd:  If [fimple-DSA] then support of thisfeatureism else o.
c5:  If [Brong-DSA] then support of thisfeatureism elseo

0.3: The password, for the DSA, may be unprotected and/or protected as described in clause 6 of ITU-T Rec. X.509 |
I SO/IEC 9594-8.

ITU-T Rec. X.585 (1997 E)
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A.6.23.1.2 DSA Operational Binding Management Bind Result (Ref. X.511 | 9594-3, 8.1.2)
Item No. Protocol Element Status Support Predicate Note
1 credentials c3
11 simple c.cd
111 name cm
112 validity co
1121 timel c.o
1122 time2 c.o
1123 TardorTt TO
1124 random?2 c.o
113 password c.o
1131 unprotected c:0.3
1132 protected c.0.3
11321 algorithmldentifier cm *Algor-1D See A.6.2]3.8.2
11322 encrypted cm
12 strong c:.c5
121 certification-path c.0 *Cert-Path See A.6.23.8
122 bind-token cm
1221 toBeSigned cm
12211 algorithm cm
12212 name cm
12213 time cm
12214 random cm
1222 algorithmldentifier cm *Algor-1D See A.6.2]3.8.2
1223 encrypted cm
123 name c:o
13 external Procedure i
2 versions m d(vl)
c3:  If [fimple-DSA or Strang:D'SA] then support of this feature is m else support is o.
cd:  If [fimple-DSA] then support of thisfeatureism else o.
c5:  If [$trong-DSALthen support of thisfeatureism else o.
0.3: Thg passwerd, for the DSA, may be unprotected and/or protected as described in clause 5 of ITU-T Reg. X.509 |
1SQ/IEC'9594-8.
A.6.23.1.3 DSA Operational Binding Management Bind Error (Ref. X.511 | 9594-3, 8.1.4)

Item No. Protocol Element Status Support Predicate Note
1 versions m d(vl)
2 error m
21 ServiceError m
22 SecurityError m
12 ITU-T Rec. X.585 (1997 E)
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A.6.2.3.2 DSA Operational Binding Management Unbind Elements (Ref. X.511 | 9594-3, 8.2)
DSA Operational BindingM anagementUnbind has no arguments (see 8.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3)

A.6.2.3.3 Establish Operational Binding Elements

A.6.2.3.3.1 Establish Operational Binding Argument (Ref. X.501 | 9594-2, 24.2)
Prerequisite: [Establish]

Item No. Protocol Element Status Support Predicate Note
1 bindingType m
2 pbrndinglD 0
21 identifier cm
22 version cm
3 accessPoint m See A.6.23.7
4 initiator o]
41 symmetric cm
4.2 roleA-initiates cm
4.3 roleB-initiates cm
5 agreement m
6 valid m d{})
6.1 vaidFrom m d(now)
6.1.1 now m NULL
6.1.2 time m
6.2 validuntil m d(explicitTermina-
tion)
6.2.1 explicitTermination m NULL
6.2.2 time
A.6.2332 Establish-Operational Binding Result (Ref. X.501 | 9594-2, 24.2)
Prerequisite: [Establish|
Item No- ProtecotEtement Statts Suppert Predieate Note
1 bindingType m
2 bindinglD o]
21 identifier cm
22 version cm
3 accessPoint m See A.6.2.3.7
4 initiator 0
41 symmetric cm
4.2 roleA-replies cm
4.3 roleB-replies cm

ITU-T Rec. X.585 (1997 E)
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A.6.234

Modify Operational Binding Elements (Ref. X.501 | 9594-2, 24.3)

Prerequisite: [Modify]

Item No. Protocol Element Status Support Predicate Note
1 M odifyOperational BindingArgument m
11 bindingType m
12 bindinglD m
121 identifier m
122 version m
13 accessPoint 0 See A.6.28.7
14 initiator 0
141 symmetric cm
142 roleA-initiates cm
143 roleB-initiates cm
15 newBindinglD m
151 identifier m
152 version m
1.6 newAgreement o]
17 valid 0
171 vaidFrom cm d(now)
1711 now cm NULL
1712 time cm
172 validuntil cm d(explicitTermina
tion)
1721 explicitTermination cm NULL
1722 time cm
2 M odifyOperational BindingResult m NULL
A.6.2.3.5 [ Terminate Operational Binding Elements (Ref. X.501 | 9594-2, 24.4)
Prerequisife: [Terminate]
Item Nd. Protocol Element Status Support Predicate Naote
1 TerminateOperational BindingArgument m
11 bmdmg Type T
12 bindinglD m
121 identifier m
122 version m
13 initiator o
131 symmetric cm
132 roleA-initiates cm
133 roleB-initiates cm
14 terminateAt 0
2 TerminateOperational BindingResult m NULL
14 ITU-T Rec. X.585 (1997 E)
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A.6.2.3.6 Errorsand Parameters (Ref. X.501 | 9594-2, 24.5)

ISO/IEC 13248-3 : 1998 (E)

Item No. Protocol Element Status Support Predicate Note
1 operationa BindingError m
11 OpBindingErrorParam m
111 problem m
1111 invalidiD m
1112 duplicatel D m
1113 unsupportedBindingType m
1114 notAllowedForRole m
1115 parametersMissing m
1116 roleAssignment m
11.17 invalidStartTime m
1118 invalidEndTime m
1119 invalidAgreement m
1.1.1.10 currentlyNotDecidable m
11111 modificationNotAllowed m
112 bindingType o]
113 agreementProposal o]
114 retryAt o]

A.6.2.3.7 | Access Paint (Ref. X.518 | 9594-4, 10.8)

Item Nd. Protocol Elements Status Support Predicate Naote
1 ae-title m
2 address m
21 pSelector o]
22 SSelector o
23 tSelector 0
24 nAddresses m
3 protgcol Information o]

A.6.2.3.8 | CértificationPath (Ref. X.509 | 9594-8, 8)
Prerequisite: [Cert-Path]

Item No. Protocol Element Status Support Predicate Note
1 userCertificate m
12 theCA Certificates 0
121 forward c.o4
122 reverse co4

0.4: At least one of the pair shall be present as specified in clause 8 of ITU-T X.509 | ISO/IEC 9594-8.

ITU-T Rec. X.585 (1997 E)
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A.6.238.1

Certificate (Ref. X.509 | 9594-8, 8)

Prerequisite: [Cert-Path]

Item No. Protocol Element Status Support Predicate Note
1 toBeSigned m
11 version m d(vl)
12 serial Number m
13 signature m See A.6.2.3.8.2
14 i ssuer m
15 \IQ“HH‘\JI m
151 notBefore m
152 notAfter m
16 subject m
17 subjectPublicKeylnfo m
171 algorithm m
17.2 subjectPublicK ey m
18 issuerUniquel dentifier o] Note
19 subjectUniquel dentifier o] Note
1.10 extension c6 *Extensions See A.6.23.8.3
2 algorithmidentifier m *Algor-ID See A.6.2[3.8.2
3 encrypted m
c6: If vprsion3 then support of thisfeatureism else o.
NOTE — [f present, version must be 2 or 3.
A.6.2382 Algorithm Identifier (RefX.509 | 9594-8, 8)
Prerequisife: [Algor-1D]
Item N@. Protocol Element Statug Support Predicate Note
1 algorithim m
2 parameters m
A.6.2.383 Extensions (Ref. X.509 | 9594-8, 8)
Prerequisite: [Extensions]
Item No. Protocol Element Statug Support Predicate Note
1 extnID m
2 critical m d{FALSE}
3 cxtnValue
16 ITU-T Rec. X.585 (1997 E)
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